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Chapter 1

Get Started

This Get Started guide provides users with detailed information on what is ESP-AT, technology selection, how to
connect hardware, and how to download and flash AT firmware. It consists of the following parts:

1.1 What is ESP-AT

Important: Before using the ESP-AT, please read the Disclaimer carefully and comply with its terms and precau-
tions.

ESP-AT is a solution developed by Espressif to integrate connectivity into customers’ products, which can be quickly
moved to mass production. It aims to reduce software development costs and quickly form products. With ESP-AT
commands, you can quickly join the wireless network, connect to the cloud platform, realize data transmission and
remote control functions, and realize the interconnection of everything through wireless communication easily.

ESP-AT is a project based on ESP-IDF. It makes an ESP32-S2 board work as a slave, and an MCU as a host. The host
MCU sends AT commands to the ESP32-S2 chip and receives AT responses back. ESP-AT provides a wide range
of AT commands with different functions, such as Wi-Fi commands, TCP/IP commands, Bluetooth LE commands,
Bluetooth commands, MQTT commands, HTTP commands, and Ethernet commands.

<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<:> BT (ESP32)

Fig. 1: ESP-AT Overview
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AT commands start with “AT” , which stand for “Attention” , and end with a new line (CR LF). Every time
you send a command, you will receive an OK or ERROR, which indicates the final execution status of the current
command. Please be noted that all commands are executed serially, which means only one AT command can be
executed at a time. Therefore, you should wait for the previous command to be executed before sending out the next
one. Otherwise, you will receive busy p. . .. For more details about AT commands, please refer to AT Command
Set.

By default, the host MCU connects to the ESP32-S2 board via UART, and sends/receives AT commands/responses
through UART. But you can also use other interfaces, such as SDIO, according to your actual use scenario.

You can develop your own AT commands based on our ESP-AT project and implement more features according to
your actual use scenario.

1.2 Technology Selection

This document mainly introduces how to choose the right Espressif hardware product, AT software solution, and the
initial preparation for your project.

Important: If you have any questions regarding the selection of Espressif hardware products or AT software solu-
tions, please contact Espressif Sales or Technical Support.

1.2.1 Hardware Selection

Before using ESP-AT, you need to select a suitable Espressif chip to integrate into your product, empowering it with
wireless capabilities. Hardware selection is a complex process that requires consideration of various factors such as
functionality, power consumption, cost, size, etc. Please read the following content to help you choose the hardware.

* Product Selector Tool can help you understand the hardware differences of different Espressif products.

¢ Datasheets can help you understand the hardware capabilities supported by the chip/module.

* Board Selection Guide can help you compare the differences between chips, modules, and development boards
and provide selection guidance.

Note: The datasheets indicate the maximum hardware capabilities and do not represent the capabilities of
the AT software. For example, the ESP32-C6 chip supports Zigbee 3.0 and Thread 1.3, but the existing AT software
solutions do not support these two wireless protocols.

1.2.2 AT Software Solution Selection

AT software solution is the AT firmwares provided by Espressif for different chips, which can help you quickly
implement wireless functionality.

* If you want to know the detailed AT software capabilities of ESP32-S2 chip, please refer to the AT Command
Set.

* If you want to compare the different AT firmware functionalities of ESP32-S2 chip, please refer to the ESP-AT
Firmware Differences.

The table below shows a brief comparison of the AT firmware for different chips.
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Chip Wireless AT Description
Firmware
ESP32- Wi-Fi 6 + BLE 5.0 v4.0.0.0
Co6
ESP32- Wi-Fi4 + BLE 5.0 v3.3.0.0
C3
ESP32- Wi-Fi 4 (or BLE 5.0) v3.3.0.0
C2
ESP32 Wi-Fi 4 + BLE v4.2 (+ | v3.4.0.0
BT)
ESP32- Wi-Fi 4 v3.4.0.0 It is recommended to use the more cost-effective ESP32-
S2 C series.

* (or BLE 5.0) indicates that Bluetooth LE functionality is supported in the AT software solution, but it is
not included in the released firmware.

e (+ BT) indicates that Classic Bluetooth functionality is supported in the AT software solution, but it is not
included in the released firmware.

Note: The modules or chips from the factory are not preloaded with AT firmware. If you have mass production
requirements, please contact the corresponding business personnel or sales@espressif.com in a timely manner, and
we will provide customized production.

Which Type of AT Firmware Shall I Choose?

ESP-AT firmware has the following types. Among them, the workload of downloading or preparing firmware in-
creases from top to bottom, and so does the number of supported module types.

Officially Released Firmware (Recommended)
GitHub Temporary Firmware

Firmware with Updated Parameters
Self-Compiled Firmware

Officially Released Firmware (Recommended) Officially released firmware, also known as “released firmware”
, “official firmware” or “default firmware” , has passed testing and periodically released by Espressif’ s official
team according to the internal development plan. It can be upgraded directly based on the Espressif OTA server. If
it fully matches your project needs, it is recommended to choose it over the other types of firmware. If it does not
support your module, you can select a firmware that has a similar hardware configuration to your module according
to Hardware Differences for testing and verification.

¢ How to obtain firmware: ESP32-S2 AT firmware
* Pros:
— Stable
— Reliable
— Small workload of obtaining firmware
* Cons:
— Long update cycle
— A limited number of supported modules
* Reference documentation:
— Hardware connection
— Firmware Downloading and Flash
— For which chip series are supported and unsupported by ESP-AT firmware, please refer to ESP-AT
GitHub home page readme.md
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GitHub Temporary Firmware GitHub temporary firmware is compiled by GitHub whenever code is pushed to
GitHub and yet does not reach the firmware release cycle. In other words, it is the firmware in development, including
the temporary versions of officially released firmware and supported firmware that is not planned for release. The
former can be upgraded directly based on the Espressif OTA server.

¢ How to obtain firmware: Please refer to How to Download the Latest Temporary Version of AT Firmware from
GitHub.
e Pros:
— Real-time integration of new features and bug fixes.
— Covering some unofficially released firmware, such as firmware based on SDIO communication and
firmware based on SPI communication.
— Small workload of obtaining firmware.
* Cons: As the firmware compiled based on commits that are not for official release has not been thoroughly
tested, there may be some risks. You need to do a complete test by yourself.

Firmware with Updated Parameters The firmware with updated parameters is generated by updating the
parameter area and you do not need to compile the firmware. It is suitable for the case where the firmware function
meets the project requirements, but only some parameters do not, such as the UART baud rate and UART GPIO
pins. This type of firmware can be directly upgraded based on the Espressif OTA server.

 For how to modify those parameters, please refer to at.py Tool.
* Pros:
— No need to recompile the firmware.
— The firmware is stable and reliable.
* Cons: Requiring modification to released firmware, long update cycle, and a limited number of supported
modules.

Self-Compiled Firmware When you need to conduct secondary development, you can compile the firmware by
yourself. To support the OTA function, you need to deploy your own OTA server.

¢ For how to compile the firmware by yourself, please refer to Compile ESP-AT Project Locally.
 Pros: You can control functions and cycles.
¢ Cons: You need to set up the compilation environment.

If stability is your priority, it is recommended to develop your AT firmware based on the latest released version
corresponding to the chip. If you want more new features, it is recommended to develop your AT firmware based on
the master branch.

1.2.3 Initial Project Preparation

During the initial project preparation phase, it is strongly recommended that you choose Espressif development
boards to start your project. In the early stages of the project, it can help you quickly validate prototypes, evaluate
hardware and software capabilities, and reduce project risks. In the middle stages of the project, it can help you
quickly integrate and verify functions, optimize performance, and improve development efficiency. In the later stages
of the project, it can help you quickly simulate and locate issues, and achieve rapid product iteration.

If you are using Self-Compiled Firmware, it is recommended to prioritize using Linux as the development environment.

1.3 Hardware Connection

This document introduces what hardware you need to prepare and how to connect them in order to download AT
firmware, send AT commands, and receive AT responses.

The commands supported by each series of AT firmware vary, and its compatibility with modules or chips also differs.
For more information, refer to ESP-AT Firmware Differences.
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If youdon’ t want to use the default AT pin, you can refer to the How to Set AT Port Pins document to change the
pin.

1.3.1 What You Need

Table 1: List of Components Required for ESP-AT Testing

Component Function

ESP32-S2 board Slave MCU.

USB cable (ESP32-S2 board to PC) Download/Log output connection.

PC Act as Host MCU. Download firmware to Slave MCU.
USB cable (PC to serial port converter) AT command/response connection.

USB to serial port converter Convert between USB signals and TTL signals.
Jumper wires (serial port converter to ESP32-S2 board) | AT command/response connection.

< Download / Log output>
o= |
- =

©000000000000000000

[c[cc o O

Fig. 2: Connection of Components for ESP-AT Testing

Note:

¢ In the above picture, four jump wires are used to connect the ESP32-S2 board and USB to serial converter. If
you do not use hardware flow control, two wires connecting TX/RX and a simpler converter will be enough.

 If you use an ESP32-S2 module instead of a development board and flash firmware via UART, you need
to reserve the UART pins (refer to https://www.espressif.com/sites/default/files/documentation/esp32-s2_
datasheet_en.pdf > Section Pin Description for more details) and strapping pins (refer to https://www.espressif.
com/sites/default/files/documentation/esp32-s2_datasheet_en.pdf > Section Strapping Pins for more details),
and enter the download mode by controlling the strapping pin level.

1.3.2 ESP32-S2 Series

ESP32-S2 series refer to the module or board that has a built-in ESP32-S2 chip, such as ESP32S2-MINI series device
and ESP32S2-WROOM series device.

ESP32-S2 AT uses two UART ports: UARTO is used to download firmware and log output; UART1 is used to send
AT commands and receive AT responses. Both UARTO and UART1 use 115200 baud rate for communication by
default.
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Table 2: ESP32-S2 Series Hardware Connection Pinout

Function of Connection ESP32-S2 Board or Module | Other Device Pins
Pins
I
Download/Log output UARTO PC
¢ GPIO44 (RX) o TX
« GPIO43 (TX) « RX
2
AT command/response UART1 USB to serial converter
« GPIO21 (RX) . TX
* GPIO17 (TX) ¢ RX
¢ GPIO20 (CTS) ¢ RTS
¢ GPIO19 (RTS) * CTS

Note 1: Connection between individual pins of the ESP32-S2 board and the PC is already established internally on
the ESP32-S2 board. You only need to provide USB cable between the board and PC.

Note 2: Connection between CTS/RTS is optional, depending on whether you want to use hardware flow control.

ESP board

Download/Log output

USB to serial converter ESP board USB to serial converter
RX — — 0 TX
TX =————— RX
=] CTs RTS
AT command/response RIS ——————— CT5

Fig. 3: ESP32-S2 Series Hardware Connection

If you want to connect your device directly with ESP32-S2 module rather than the ESP32-S2 board that integrates
it, please refer to Datasheet for your module for more details.

1.4 Downloading Guide

This Guide demonstrates how to download AT firmware and flash it into an ESP32-S2-MINI device by taking ESP32-
S2-MINI as an example. The Guide is also applicable to other ESP32-S2 modules.

Before you start, please make sure you have already connected your hardware. For more details, see Hardware
Connection.

For different series of modules, the commands supported by AT firmware are different. Please refer to ESP-AT
Firmware Differences for more details.
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1.4.1 Download AT Firmware

To download AT firmware to your computer, please do as follows:

* Navigate to AT Binary Lists
¢ Find the firmware for your device
* Click the link to download it

Here, we download ESP32-S2-MINI-AT-V3.4.0.0 for ESP32-S2-MINI. The list below describes the struc-
ture of this firmware and what each bin file contains. Other AT firmware has similar structure and bin files.

— at_customize.bin // secondary partition table
F— bootloader // bootloader
| L— bootloader.bin
F—— customized_partitions // AT customized binaries
F— mfg_nvs.csv // raw data of manufacturing nvs partition
| L— mfg_nvs.bin // manufacturing nvs partition binary
— download.config // configuration of downloading
— esp-at.bin // AT application binary
— esp-at.elf
F—— esp—at.map
— factory // A combined bin for factory downloading
| L— factory_XXX.bin
— flasher_args.json // flasher arguments
— ota_data_initial.bin // ota data parameters
— partition_table // primary partition table
| L— partition-table.bin
L— sdkconfig // compilation configuration for AT firmware

The file download.config contains the configuration to flash the firmware into multiple addresses:

—-—flash_mode dio —--flash_freqg 80m --flash_size 4MB
0x1000 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0x10000 ota_data_initial.bin

0x20000 at_customize.bin

0x21000 customized_partitions/mfg_nvs.bin

0x100000 esp—-at.bin

e ——flash_mode dio means the firmware is compiled with flash DIO mode.

e ——flash_freqg 80m means the firmware’ s flash frequency is 80 MHz.

e ——flash_size 4MB means the firmware is using flash size 4 MB.

* 0x10000 ota_data_initial.binmeansdownloadingota_data_initial.bin intothe address
0x10000.

1.4.2 Flash AT Firmware into Your Device

Follow the instructions below for your operating system.

Windows

Before starting to flash, you need to download Flash Download Tools for Windows. For more details about the tools,
please see the doc folder in the zip folder.

* Open the ESP32-S2 Flash Download Tool.

¢ Select chipType. (Here, we select ESP32-S2.)

* Select a workMode according to your need. (Here, we select Developer Mode.)
* Select a loadMode according to your need. (Here, we select uart.)
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iIDOWN. — O X

ChipType: ESP32-52 ~

WorkMode: Develop w

LoadMode: YART w
OK

Fig. 4: Firmware Download Configurations

* Flash AT firmware into your device. You can select either of the two ways below.
— To download one combined factory bin (namely, factory_XXX.bin in the build/factory di-
rectory) to address 0, select “DoNotChgBin” to use the default configuration of the factory bin.
— To download multiple bins separately to different addresses, set up the configurations according to the
file download.config and do NOT select “DoNotChgBin” .

In case of flashing issues, please verify what the COM port number of download interface of the ESP32-S2 board

is and select it from “COM:” dropdown list. If you do not know the port number, you can refer to Check port on
Windows for details.

When you finish flashing, please Check Whether AT Works.

Linux or macOS

Before you start to flash, you need to install esptool.py.
You can select either of the two ways below to flash AT firmware into your device.

* To download the bins separately into multiple addresses, enter the following command and replace PORTNAME
and download.config:

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-
—after hard_reset write_flash -z download.config

Replace PORTNAME with your port name. If you do not know it, you can refer to Check port on Linux and
macOS for details.

Replace download. config with the content inside the file.

Below is the example command for ESP32-S2-MINL

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—dio --flash_freq 40m —--flash_size 4MB 0x0 bootloader/bootloader.bin.
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin 0x1e000 at_customize.bin 0x1f000 customized_
—partitions/mfg_nvs.bin

* To download the bins together to one address, enter the following command and replace PORTNAME and
FILEDIRECTORY:
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) > Esfy > OS(C) > bin > ESP32-S2-MINI-AT-V3.4.0.0 > factory

| [ ESP3252 FLASH DOWNLOAD TOOL V3.9.5 - O X
SPIDownload
=i - -
| B CAbinESPaZ-S2 MINLAT VS 400 actorpfactoy MINin . © 00
factory MINLbin
U . @
] @
] @
O - @
] @
] @
O - @
SPIFlashCanfig
SPI SPEED  SPI MODE Detectedinfo
:
CO40MHz O QIO
LockSettings
(267MHz () QOUT
) 20MHz 0DIo CombineBin
O8iMHz O DOUT Default
(O FASTRD
L J
DownloadPanel 1
Y
v
COM: »
START STOP ERASE COM1
BAUD: 145200 i
Fig. 5: Download to One Address (click to enlarge)
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Fig. 6: Download to Multiple Addresses (click to enlarge)

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m —--flash__
—size 4MB 0x0 FILEDIRECTORY

Replace PORTNAME with your port name. If you do not know it, you can refer to Check port on Linux and
macOS for details.

Replace FILEDIRECTORY with the file directory you would flash to the address 0x0. It is normally fac-
tory/XXX.bin.

Below is the example command for ESP32-S2-MINI.

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 80m —--flash_size 4MB 0x0 factory/factory MINI-1.bin

When you finish flashing, please Check Whether AT Works.

1.4.3 Check Whether AT Works

To check whether AT works, do as follows:

Open a serial port tool, such as SecureCRT;

Select the Port attached to  “AT command/response” line (see Hardware Connection for details);
Set Baudrate to 115200;

Set Data Bits to &;

Set Parity to None;

Set Stop Bits to 1;

Set Flow Type to None;

Enter the command “AT+GMR” with a new line (CR LF).
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If the response is OK as shown below, AT works.

AT+GMR

AT version:3.4.0.0-dev (cad4b5add - ESP32S2 - May
SDK version:v5.0.6-dirty

compile time (877c7e69) :May 10 2024 06:47:54
Bin version:v3.4.0.0-dev (MINI)

9 2024 08:00:07)

OK

Otherwise, you need to check your ESP32-S2 startup log in one of the following ways:
Method 1:

Open a serial port tool, such as SecureCRT;

Select the port attached to the “Download/Log output” line. For more information on this line, see Hardware
Connection.

Set Baudrate to 115200;

Set Data Bits to 8;

Set Parity to None;

Set Stop Bits to 1;

Set Flow Type to None;

Press the RST key of the board directly. If it is like the log below, it means that ESP-AT firmware have been
initalized correctly.

Method 2:

Open two serial port tools, such as SecureCRT;

In one serial port tool, select the port attached to the “AT command/response” line. In the other tool, select
the port attached to the “Download/Log output” line. For more information on these lines, see Hardware
Connection.

Set Baudrate to 115200;

Set Data Bits to &;

Set Parity to None;

Set Stop Bits to 1;

Set Flow Type to None;

Enter the command AT+RST with a new line (CR LF) to the “AT command/response” line. If the serial
log from the “Download/Output log” line is like the log below, it means that ESP-AT firmware have been
initialized correctly.

ESP32-S2 startup log:

ESP-ROM:esp32s2-rc4-20191025
Build:0Oct 25 2019
rst:0x1 (POWERON) ,boot:0x8
SPIWP:Oxee
mode:DIO, clock div:

(SPI_FAST_FLASH_BOOT)

1

load:0x3ffe6108, len
load:0x4004c000, len
1load:0x40050000, 1len
entry 0x4004c1b8

:0x17d4
:0xadc
:0x3204

I (21) boot: ESP-IDF v5.0.6-dirty 2nd stage bootloader

I (21) boot: compile time 06:47:54

I (21) boot: chip revision: v0.0

I (24) boot.esp32s2: SPI Speed 80MHz

I (29) boot.esp32s2: SPI Mode DIO

I (34) boot.esp32s2: SPI Flash Size 4MB

I (39) boot: Enabling RNG early entropy source...

I (44) boot: Partition Table:

I (48) boot: ## Label Usage Type ST Offset Length

I (55) boot: 0 phy_init RF data 01 01 0000£f000 00001000
I (62) boot: 1 otadata OTA data 01 00 00010000 00002000
I (70) boot: 2 nvs WiFi data 01 02 00012000 0000e000

(continues on next page)
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(continued from previous page)

I (77) boot: 3 at_customize unknown 40 00 00020000 000e00O0O0

I (85) boot: 4 ota_0 OTA app 00 10 00100000 00180000

I (92) boot: 5 ota_l OTA app 00 11 00280000 00180000

I (100) boot: End of partition table

I (104) esp_image: segment 0: paddr=00100020 vaddr=3f000020 size=28958h (166232).
—map

I (146) esp_image: segment 1: paddr=00128980 vaddr=3ff9e02c size=00004h ( 4)
—~load

I (146) esp_image: segment 2: paddr=0012898c vaddr=3ffc2f70 size=036f4h ( 14068).
I (155) esp_image: segment 3: paddr=0012c088 vaddr=40022000 size=03f90h ( 16272).
I (164) esp_image: segment 4: paddr=00130020 vaddr=40080020 size=d2214h (860692)._
I (340) esp_image: segment 5: paddr=0020223c vaddr=40025f90 size=0cfdch ( 53212).
I (354) esp_image: segment 6: paddr=0020£220 vaddr=40070000 size=0002ch ( 44) .,

I (363) boot: Loaded app from partition at offset 0x100000
I (363) boot: Disabling RNG early entropy source...

at param mode: 1

AT cmd port:uartl tx:17 rx:21 cts:20 rts:19 baudrate:115200
module_name: MINI

max tx power=78, ret=0

v3.4.0.0-dev

negotiated phy mode: 3

To learn more about ESP-AT, please read What is ESP-AT.
Help you select hardware and software

To get started with ESP-AT, please read Technology Selection first to help you select hardware and software, and then
read Hardware Connection to learn what hardware to prepare and how to connect them. Then, you can download and
flash AT firmware into your device according to Downloading Guide.
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AT Binary Lists

2.1 Released Firmware

It is recommended to use the lastest version of firmware. Currently, Espressif releases AT firmware for the following
ESP32-S2 series of modules.

Note:

* If you are unsure whether your module can use the default AT firmware, please read the ESP-AT Firmware
Differences document first. This document compares the differences among different ESP32-S2 AT firmwares
in terms of supported command sets, hardware configurations, and module compatibility, helping you confirm
if your module’ s hardware configuration is sui