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# 2: ESP32-WROOM-32 R 5IAH {2 14 JHl 73 i

Ihee ESP32 Fr & t/1RAE /D HEEZER
‘ S
—Fﬁ ﬁ:/ﬁl tﬂ EI [ UARTO PC
+ GPIO3 (RX) . TX
¢ GPIOI1 (TX) e RX
AT 52/ Y 2
Ladll UARTI USB % UART & 11 itk
¢ GPIO16 (RX) e TX
e GPIO17 (TX) e RX
¢ GPIO15 (CTS) * RTS
¢ GPIO14 (RTS) ¢ CTS

BeW 1: ESP32 FF A MMl PC 2 [] {4 B 1% 42 B ) B AE ESP32 FF &l b, H T A USB #din 4301
KARAN PC BT,

Bl 2: CTS/RTS & ) A5 7 (5 W Rt 2 T e i A 75 4%
MR TR H T ESP32-WROOM-32 #idH 4 7i#4%, 155% (ESP32-WROOM-32 £ RHAE ) .
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ESP32-MINI-1 &%

Download/Log output

AT command/response

& 3: ESP32-WROOM-32 Z 51| fif {1143 7

ESP board USE to serial converter
RX T
™ RX
CTS RTS
RTS CTS
vy
=K

# 3: ESP32-MINI-1 Z 8R4 )7 i

Ihee ESP32 FF A& tR/HEEEHR] HEEZER
: ST
—Fﬁﬁ:/zﬁﬂﬁ EI [ UARTO PC
+ GPIO3 (RX) ¢ TX
¢ GPIOI1 (TX) e RX
AT 52/ 2
D UARTI USB % UART & 11 Kb
¢ GPIO19 (RX) e TX
* GPIO22 (TX) ¢« RX
¢ GPIO15 (CTS) e RTS
¢ GPIO14 (RTS) ¢ CTS

BEW] 11 ESP32 JF A& AR AN PC 2 8] 44 Il 4 5 . A B ESP32 JF &AL

KARAN PC BT,

BEW] 20 CTS/RTS A& A TE G RE (A4 D e A T34k

ESP32-WROVER #%i|

# 4: ESP32-WROVER Z 4R {4 545 A 43 i
Ihae ESP32 Fr &t/ EHE R HEEZEH
I HE T

A H S UARTO PC
« GPIO3 (RX) . TX
¢ GPIOI1 (TX) * RX

INE YA

/MR UARTI USB % UART i3 [T gt
¢ GPIO19 (RX) e TX
* GPIO22 (TX) ¢ RX
* GPIOIS5 (CTS) ¢ RTS
¢ GPIO14 (RTS) e CTS
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BEW] 11 ESP32 JF A AR Al PC 2 8] {4 I £ & A A ESP32 I et |

KA PC BT,

ESP board u

SB to serial converter

AT command/response

Pl 4: ESP32-MINI-1 RHIAE 1R 3

BEW] 20 CTS/RTS & A TE SRS (4 DI REIS 4 75184

ESP board
RX
™
CcTS
AT
command/response ATS

[ 5: ESP32-WROVER Z 5| fifi {4 % 332 7R 25 [&]

RX i
> RX
cTs RTS
RIS ———— CTS
, T USB Hin 2k i 0t
USB to serial converter
X
RX
RTS

R TR H T ESP32-WROVER B 4 71EH:, 5% (ESP32-WROVER $ARHE 1) o
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ESP32-PICO &%

2% 5: ESP32-PICO R4 fifi{fi% fiﬁ%ﬂﬁﬁﬂ

IfigE ESP32 F &R E M EigEEH
; o £
A E A H UARTO PC
« GPIO3 (RX) . TX
« GPIOI (TX) « RX
A 2
T fir /L UART1 USB %: UART 3 1 ibe
« GPIOI9 (RX) . TX
« GPIO22 (TX) « RX
« GPIOIS5 (CTS) « RTS
« GPIO14 (RTS) « CTS

UL 1: ESP32 JT A PC Z [A] 1048 I FERE N AR ESP32 JF Zetf b, R (] USB Bl 24T

KARAN PC BT,

BEW] 20 CTS/RTS & A TE S (A4 D eI A T34

ESP board

& 6: ESP32-PICO F {4 iE %~ = A

AR T H LT ESP32-PICO-D4 #7i#H:, #5% (ESP32-PICO-D4 £ AHE Y

ESP32-SOLO %%

2% 6: ESP32-SOLO Z 41| fifi {14 3245 i - i

Thie ESP32 F L iR/ AE HEREEW
> Ef A /:!;: I
BRI A H RS UARTO PC
* GPIO3 (RX) e TX
* GPIO1 (TX) * RX
A 2
T 6 2/ UART1 USB # UART s LT Ktk
* GPIO16 (RX) e TX
* GPIO17 (TX) * RX
¢ GPIOI1S5 (CTS) e RTS
* GPIO14 (RTS) * CTS
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Ui 1: ESP32 Ff &Ml PC 2 [A] /)4 ITERE B N B ESP32 JF &bl I, BT H USB Bl 26 1427
B PC BT,

BtW] 2: CTS/RTS & BUATEM B2 e 4 ik .

 _L___Ja§f:ff.

Download/Log output

ESP board USB to serial converter
RX ™
X RX
AT command/response  CTS ATS
RTS CTS

] 7: ESP32-SOLO 4| {445 R i

WA R H AT ESP32-SOLO-1 #f1i##:, 5% (ESP32-SOLO-1 HARBAE Y

14 PR

ASCHY DA ESP32-WROOM-32 #2H K5l , 23 4n4n] T 2k ESP32-WROOM-32 #L41 X} M/ () AT [E44:, AR
(L R EIREA |, HUE ESP32 RAVBLULB T 5% A4 SR,

TR AT BEE2 0, WOREE ERERTT RN, SLKT 5% i ik i,
XTI RIUOBAL, AT B PERT LR o A TS . AR SHESP-AT 1 £ .

14.1 F#k AT [fF

THTE MDA 2B AT B8 PC:

o FIFEAT B4
o FRBEPIBI TS MV AT AT {4
o AN AT T 3R

BeAk, FRAT R % T ESP32-WROOM-32 X I ) ESP32-WROOM-32-AT-V3.2.0.0 [&E{F, %M H 3
Gk S L&A bin U, HE ESP32 RV E ) H 54514 2 bin SRR SE N N4

— at_customize.bin /] Z ARk

— bootloader

| L— bootloader.bin

— customized_partitions
F— mfg_nvs.csv

| L— mfg_nvs.bin

|— download.config

— esp-at.bin

— esp-at.elf

|— esp—at.map

— factory

// bootloader

// AT H & X bin X #

// EFF ONVS 4 K # R 4 B AR
// EF NVS 4K bin X #
/] B E M E R
// AT M B #

/] BEFEFEATAFE bin X #

(T IU4kEE)
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(£ L£50)

| L— factory_XxX.bin

— flasher_args.json

FA* ota_data_initial.bin
|— partition_table

| L— partition-table.bin

L— sdkconfig

//
//
//

ota data X 47 # 1H
— %4 R 5|k

/7

THEEE &I AR

AT [t BB 4R E

Hrr, download.config I HEREI I SEL:

—-—flash_mode dio —--flash_freqg 40m --flash_size 4MB
0x1000 bootloader/bootloader.bin

0x8000 partition_table/part

ition-table.bin

0x10000 ota_data_initial.bin

0x20000 at_customize.bin

0x21000 customized_partitions/mfg_nvs.bin

0x100000 esp-at.bin

* ——flash_mode dio fAFRULER K flash dio FLXHFA TR
* ——flash_freq 40m fAERIE R A flash #H5% 4 40 MHz;
o ——flash_size 4MB A FEIE:EHLY flash /)N K 4 MB;
* 0x10000 ota_data_initial.bin f0FEHF 0x10000 HilikBesF ota_data_initial.bin 3¢

(G

1.42 Bk AT SR %%

T ARYE R B R GE N B 8% T ¥k

Windows

TRk Z Hi, 18 F2k Flash T4 TH.,

* ¥TJF Flash 3 T.H;

o PR RAL (AL, AT ESP32.)
o MR ER TR ERE—F TAERGG (i, FRATTEE develop. )
s RRERTRIEE RN D (s, FAEsE vart. )

W24 K Flash T THEMNE, HSHEHEH doc IUF¥k.

P

5] DOWNLOADT..| o || @ |[ = |

chipType: IESF’BE

workMode: Ide"'e":’l}

loadMode: |Uart

1

Pl 8: [T FE B

o X AT BIPFGER E e, AR A7 ST —
- HETHEITEGYE™EA (B build/factory H3E FI¥ factory_XXX.bin) % 0x0 b
Ik /A% “DoNotChgBin”, i i & [ ) BRI C -5

Espressif Systems
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|j_ » Bl » O5(C) » bin » ESP32-WROOM-32 AT Bin ¥V2.2.0.0 » ESP32-WROOM-32-V2.2.0.0 » factory v|""|

a3 - HE v

RE s

=

BiF

actory_parameter.log
f: |
|7 factory_WROOM-32.bin

m

EIELC
®

OooocooOOoojE

SpiFlashConfig
SHESPEEDL ) SFUMODE _DETECTED INFO
DoNotChgBin "
@40MHz O QIO
LOCK SETTINGS
©267MHz @ QOUT O
oowe 800
Cowe oo
() FASTRD
Download Panel 1
~
_
START sTOP “ ERASE l COM:Y COM73 .
BAUD: (115200 =

9 FRE A I (RdeR)
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- T EZA bin LR AR FHBIE: ARIE download. config SCAHHTHELE, 57 A)i%
“DoNotChgBin”;

" download.config - B4

XHEF) BHE B0 BV #ESH
5 | ESP32 DOWNLOAD TOOL V3.9.2 [
]*fflash mode dio ——flash freq 40m ——flash size dNB = SEC
33 part1t15n7tab1;parutmn*tablemin J SPIDownload l HSPIDownload ‘
0x10000 ota_data initial.bin =

0xf000 phy_init_data bin

0x1000 bootloader/bootloader. bin

0100000 esp-at.bin

0x20000 at_customize. bin

0x24000 customized_partitions/server_cert.bin
0x39000 customized_partitions/mqtt_key. bin
0x26000 customized partitions/server_key. bin
0x28000 customized partitions/server_ca bin
0x2e000 customized partitions/client_ca bin
0230000 customized partitions/factory_param bin|
0x21000 customized partitions/ble_data. bin
0x3B000 customized partitions/mqtt_ca. bin
0x37000 customized partitions/mqtt_cert.bin
0x2a000 customized partitions/client_cert.bin <Pl SPEED. =Pl MODE

- P N - DETECTED INFO
0x2¢000 customized_partitions/client_key. bin H
@40MHz @ QIO
- . LOCK SETTINGS
©26.7MHz ) QOUT
CxMH: @00
sz 00Ut

) FASTRD

n

Download Panel 1

IDLE

grae A

START " sTOP " ERASE ]COM: coms M
BAUD: [g21600 -

Pl 10: RS kA E E (REEoL)

R TSR BRI, U AE T AR T B T COM i 15, FEA “COM:” "FHig1| Rk % i
5. 7 KA A i S TR N 4475 2% 4 Windows |78 i 11

B SE G, ik & AT B SRR .

Linux 3¢ macOS

FHIRBEFZ T, 4% esptool.py.
PAT PR AT —, FF AT [EFpasR 2k

o NIFFRE LA bin EE AR AL # A LA 2, B PORTNAME fil download.config &
£
esptool.py —--chip auto —--port PORTINAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z download.config

F PORTNAME #effe S HF K AR 805 1 48R, A B TCVER & %35 48R, 1 2% 7£ Linux il macOS
A E .

¥ download. confiqg Bl iz BN SE3)E.

PATF 2 [ (44257 2 ESP32-WROOM-32 Big1#y A f iy 4 :

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —--after hard_reset write_flash -z —--flash_mode.
—dio —-—-flash_freq 40m —--flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0x10000 ota_data_initial.bin 0x1000 bootloader/
—bootloader.bin 0x100000 esp-at.bin 0x20000 at_customize.bin 0x21000._
—customized_partitions/mfg_nvs.bin

o HEETFHRITUIHEFEFE 0x0 Hihk: AL T4, Bt PORTNAME fl FILEDIRECTORY &
g
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esptool.py —--chip auto --port PORTINAME --baud 115200 --before default_reset --
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Feffl il F AW ) 2k O AR, 47 0 YEM 8 1% 4% 1 248K, 162 % 7& Linux £l macOS
FEFEm .
Ff FILEDIRECTORY B i dT 6 i) r= A0 SO kA2, BRI, A E factory/

XXX .bin,
PATF 26 [ 4 55 & ESP32-WROOM-32 #i4 A s

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-

—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—dio -—-flash_freq 40m —--flash_size 4MB 0x0 factory/factory_ WROOM-32.
<4>bin

PaSESEIUG, TS AT B2 TR .

1.4.3 KA AT [l fFE MRessk k)

TR OA N AP BRI AT AT [ 2 A besi i -

e 3T T A, 11 SecureCRT;
o B PRI T R EERI CAT Ay SRR T (R AR ik aE ) ;
o PREE: 115200;
o BdEAL: 8;
o ¥:E&{7: None;
o IR 1
o Vi¥s: None;
« HIA “AT+GMR” 4, Jf Hi#fT (CR LF);

TR, WL OK, 2R AT [ ke 2 .

AT+GMR

AT version:3.2.0.0(s—ec2dec2 - ESP32 — Jul 28 2023 07:05:28)
SDK version:v5.0.2-376-g24b9d38a24-dirty

compile time (6118fc22) :Jul 28 2023 09:47:28

Bin version:v3.2.0.0 (WROOM-32)

OK

N, 5 EE I DA 7 sz —H6r A ESP32 g THHLH 65
Jitk 1:

o TR O T A, 4N SecureCRT;
o BB PR PR HE? MO, B OIS
o W 115200;
o BHEfL: 8;
 KU&{: None;
o (IR 1
e Ji¥s: None;
o BT AMY RST 8, 2 HERTHEE HEMLL, Wi ESP-AT B4 £ EMPIGIE T .
Jith2:
o FTHWIAER IO T H, 1l SecureCRT;
o HR: ArliE A T AGREE AT A /mahy” e AR T CRERE A BB BER T,
Fr R 1S S 4 A & 3%
o AR 115200;
o BHEfL: 8;
o K¥oH{i7: None;

o fEIRAE: 1
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* Jiif%: None;
o TERIZSIEIC “AT fy&/N" W D4 AAT+RST fy4, - H#4T (CRLF), # “ R E /4
7 RYER O H R AY H AL, R ESP-AT BB 2 IEMIRL T .

ESP32 JFHLH & :

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:Oxee
clk_drv:0x00,qg_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DIO, clock div:2

load:0x3f£ff0030, 1en:5884

ho 0 tail 12 room 4

load:0x40078000,1len:15844

1oad:0x40080400, 1en:3560

entry 0x40080604

I (29) boot: ESP-IDF v5.0-541-g885e501d99-dirty 2nd stage bootloader

I (29) boot: compile time 08:40:13

I (29) boot: chip revision: v1.0

I (34) boot.esp32: SPI Speed : 40MHz

I (38) boot.esp32: SPI Mode : DIO

I (43) boot.esp32: SPI Flash Size : 4MB

I (47) boot: Enabling RNG early entropy source...

I (53) boot: Partition Table:

I (56) boot: ## Label Usage Type ST Offset Length

I (64) boot: 0 phy_init RF data 01 01 0000f000 00001000

I (71) boot: 1 otadata OTA data 01 00 00010000 00002000

I (78) boot: 2 nvs WiFi data 01 02 00012000 0000e000

I (86) boot: 3 at_customize unknown 40 00 00020000 000e0000

I (93) boot: 4 ota_0 OTA app 00 10 00100000 00180000

I (101) boot: 5 ota_l OTA app 00 11 00280000 00180000

I (108) boot: End of partition table

I (113) esp_image: segment 0: paddr=00100020 vaddr=3f400020 size=1a854h (108628)._
—map

I (161) esp_image: segment 1: paddr=0011a87c vaddr=3f£f80063 size=00008h ( 8) .
—load

I (161) esp_image: segment 2: paddr=0011a88c vaddr=3ffbdb60 size=04d5ch ( 19804).
—load

I (174) esp_image: segment 3: paddr=0011£f5f0 vaddr=40080000 size=00a28h ( 2600)_
—load

I (176) esp_image: segment 4: paddr=00120020 vaddr=400d0020 size=11f5cOh (1177024).
—map

I (609) esp_image: segment 5: paddr=0023f5e8 vaddr=40080a28 size=1e948h (125256).
—load

I (660) esp_image: segment 6: paddr=0025df38 vaddr=400c0000 size=00064h ( 100)
—load

I (676) boot: Loaded app from partition at offset 0x100000

I (676) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:17 rx:16 cts:15 rts:14 baudrate:115200

module_name: WROOM-32

max tx power=78, ret=0

2.5.0

MR AN T ESP-AT A%, 5 FJ3EESP-AT 2 1t 4 .

AR GRS ST QT ] ESP-AT, W58 S et Ak R, FRY AR BURE(FAIARME, AR ttidde, T
P R PELA SR A 2 TR AT P e, IR PR a8 3, ANl R ERnbesk AT FfE.
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AT [ilfF

2.1 RAWRIREE

FERE TS 0. HRT, SREERAT T UAT ESP32 RAIBILIAY AT [T,

e

o WERGERYBIAEAT AATHIECF, AT RASE AR [RIRE R IC B R BLAL R [8 F (R ESP-AT B b 2 5+ &
SRR EAR R ), B PR SC R R R, WA A arpy TR Bk
AR, A AR A R i [ 1«

- {47 UART Bt &

- {5k Wi-Fife &

- BEEEf fe AT E
— 157 GATTS it &

2.1.1 ESP32-WROOM-32 %1

v3.4.0.0 ESP32-WROOM-32-AT-V3.4.0.0.zip (#E4E)
v3.2.0.0 ESP32-WROOM-32-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-WROOM-32-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-WROOM-32-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-WROOM-32-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-WROOM-32-AT-V2.0.0.0.zip
v1.1.2.0 ESP32-WROOM-32-AT-V1.1.2.0.zip
v1.1.1.0 ESP32-WROOM-32-AT-V1.1.1.0.zip
v1.1.0.0 ESP32-WROOM-32-AT-V1.1.0.0.zip
v1.0.0.0 ESP32-WROOM-32-AT-V1.0.0.0.zip
v0.10.0.0 ESP32-WROOM-32-AT-V0.10.0.0.zip

2.1.2 ESP32-MINI-1 &%

* v3.4.0.0 ESP32-MINI-1-AT-V3.4.0.0.zip ($f#)
* v3.2.0.0 ESP32-MINI-1-AT-V3.2.0.0.zip
* v2.4.0.0 ESP32-MINI-1-AT-V2.4.0.0.zip
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https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.2.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V0.10.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V2.4.0.0.zip

Chapter 2. AT [E{4

* v2.2.0.0 ESP32-MINI-1-AT-V2.2.0.0.zip

2.1.3 ESP32-WROVER-32 &%

HITRECFRR G, AR (1) ESP32-WROVER-B 5141, 5 il ] HoAth WROVER R4,

e v2.4.0.0 ESP32-WROVER-32-AT-V2.4.0.0.zip (%)
* v2.2.0.0 ESP32-WROVER-32-AT-V2.2.0.0.zip

* v2.1.0.0 ESP32-WROVER-32-AT-V2.1.0.0.zip

* v2.0.0.0 ESP32-WROVER-32-AT-V2.0.0.0.zip

* v0.10.0.0 ESP32-WROVER-32-AT-V0.10.0.0.zip

2.14 ESP32-PICO %I

* v3.4.0.0 ESP32-PICO-D4-AT-V3.4.0.0.zip (##%)
* v3.2.0.0 ESP32-PICO-D4-AT-V3.2.0.0.zip
* v2.4.0.0 ESP32-PICO-D4-AT-V2.4.0.0.zip
* v2.2.0.0 ESP32-PICO-D4-AT-V2.2.0.0.zip
e v2.1.0.0 ESP32-PICO-D4-AT-V2.1.0.0.zip
* v2.0.0.0 ESP32-PICO-D4-AT-V2.0.0.0.zip

2.1.5 ESP32-SOLO %%

* v3.4.0.0 ESP32-SOLO-AT-V3.4.0.0.zip (#i¥%)
e v3.2.0.0 ESP32-SOLO-AT-V3.2.0.0.zip
* v2.4.0.0 ESP32-SOLO-AT-V2.4.0.0.zip
* v2.2.0.0 ESP32-SOLO-AT-V2.2.0.0.zip
* v2.1.0.0 ESP32-SOLO-AT-V2.1.0.0.zip
* v2.0.0.0 ESP32-SOLO-AT-V2.0.0.0.zip

2.1.6 T4 AT A %A
ST AT WA Z AR ST FIFRATHI IOAS A A8, S FREE B A B A AT 0
AR E AT /AT :

o T # ESP32 AT % 77 #a [E) 1
o AT EVPFR A AT AL SR — b il Sof4 M HAE H

ik AT AR A RSN R AT F, AR A BT R A EAR R, RVRT Bk
R B SO T R 3

2.2 AT FfFw4r

ESP-AT B4 8 734 T A DI RER — Uil SC

build

— at_customize.bin /) ZHka Rk (APAaKRK, 3lH 7 mfg nvs 4K M K.
~fatfs AR W R4 4t f o K K AN)

— bootloader

| L— bootloader.bin // B B Ak %

QS
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https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V0.10.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.0.0.0.zip
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1
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(8L 7))
|— customized_partitions
| — mfg_nvs.bin /T ERES Y, SHENLFARE KT H nfg_nvs.csv
— esp-at.bin // AT A E
|— factory
| L— factory_xxx.bin //
HELEHN _H#HFA XS E, ETURNRIAXHEREHIA 0 B flashe
~Z g, HFRE download.config X fF# 8 fF & ¥ & T M= # % X k% % 5| flasho
o Bt R 4 M A By R
— partition_table
| L— partition-table.bin // — % 4K %k (A% 4 K %)
L— ota_data_initial.bin // OTA #% & 47 45 b X
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Chapter 3

AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 80 & 2210 IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #ifjai 25 flash Ff F1431X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

21



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b
AT %

[

’AT+RST

Wi i ¢

[ox

3.1.4 AT+GMR: #HHEMAEE

AT 4

e

A

AT+GMR

W i ¢

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.UJERRAIE R, BNIAE esp—at/components/at/1ib/ HFE F. L
T2 VR, ToIHFRcT R

» <SDK version info>: AT ffi fi{1J3F4& SDK A EE, BEN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [ {}4: iHtHE] o
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e <Bin version>: AT [ {4 A{E 5. WAE B 7] DAYE menuconfig H1{&£ k. (python build.py
menuconfig->Component config->AT->AT firmware ver51on.)

Bl

o QRAEAEMH ESP-AT B4 A T s, iRt AT+GMR RAAME .

il

AT+GMR

AT version:2.2.0.0-dev(cadlecd - ESP32 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: #cify 25505 B 7 S Fe Wi g v 4 Be v 4 23

Wi i ¢

+CMD:<index>, <AT command name>, <support test command>, <support query command>,
—<support set command>, <support execute command>

OK

'dMﬂfzﬂw7§§

o <AT command name>: AT 42 #

+ <support test command> 0 FRATH:, 1 FTTARTE

+ <support query command>: 0 FRATFF, 1 FRTHE
» <support set command>: 0 FR AL, 1 FRIHF

» <support execute command>: 0 TR AT, 1 FoRTH

3.1.6 AT+GSLP: jjt A Deep-sleep Bix;

B A

P

§>

TR

AT+GSLP=<time>

W i :

<time>

OK
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ZH
o <time>: PE#5HEA Deep-sleep I, BAQ: =, BEiHAIE]G, B F M, 1A B R IR
MR, SRS I AR

- 0 £ RIE S
— I K Deep-sleep I K24 28.8 K (231-1 ZFb),

L]
« HTANHRARREN, Pra Bt A Deep-sleep By SLFri K GBI Z [ SAFE SR

3.1.7 ATE: JFREOCH AT 1 Dy
AT

Do
ﬂﬂ4>°

’ATEO

14

’ATEl

W i <

S

* ATEO: XA [A] &
« ATEL: FFJ3[E 5

3.1.8 AT+RESTORE: k) 8
Parn %

s

’AT+RESTORE

L)V

’OK

|
ﬁ@éﬁ%@%ﬁ%ﬁﬂmmm%ﬁ HIRE NERNSHL

o IBITIAM S S EIHIRAS .
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3.1.9 AT+SAVETRANSLINK: ¥ ¥l Wi-Fi/Bluetooth LE i# {4 i {5 5

o % B Lk N TCP/SSL % 15 45 X 4% 8.

o % E FF AL UDP i 124X 12 8.

o % ¥ FHLIEA BLE 51X A2 8
BEEIFHLEA TCP/SSL #1155

peEmY mA

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>[,<"type">, <keep_alive>]

Wi 3% <

[ox

* <mode>:
— 0: XM ESP32 FHiHEA Wi-Fi i 142X
- 1: ¥/ ESP32 _HLiEA Wi-Fi i X,
e <” remote host” >: FFERSH, Fonmiy IPv4 #ilik. IPve #hlik, aiisss . &K K 64 F37,
« <remote port>: L 1{H
o« <” type” > $f§$§ﬁ7 %%{g%%ﬂﬂ TCP”,” TCPV6”,” SSL”, ﬁ “SSLV6”° ‘Ej(ik’fﬁ” TCP”
+ <keep_alive>: [l H &) SO_KEEPALIVE &3 (Z%: SO_KEEPALIVE /}'43), Hfi: #b.
. JEE: [0,7200].
- 0: Z5)1] keep-alive ZhfiE; (EKIA)
— 1~7200: JFJ keep-alive ZjE. TCP_KEEPIDLE {fi*y <keep_alive>, TCP_KEEPINTVL {fy
1, TCP_KEEPCNT {4 % 3.
o ISR <keep_alive> B HAT+CIPTCPOPT 14 H1 <keep_alive> ZEMHA], %
H G E R A E . MBI T ARG OB AN K E <keep_alive> Z%k, MBHAMEH R BLE HIE.

Bl
o AVENF Wi-Fi FLE AR FERAENVS X, #58( <node> Jy 1, MR L EHZNIEAE %
WX TEBE

2N

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"

AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

BEEIFHLEA UDP BB B

P A

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox
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BH

e <mode>:
— 0: %P ESP32 ik A Wi-Fi if f£ 45X,
- 1: JF)5 ESP32 - Hii#E A Wi-Fi i £ 4 X,
e <” remote host” >: FFERSH, Fonwmiyg IPv4 ik, IPve #ihk, siisiss . &K K 64 F37,
e <remote port>: JTifsi I {E
C < type” >: FHFRSHL FRMEHKA: T UDPT 5 “UDPVG", BRIAfH:" TCP”
* [<local port>]: FFALUEA UDP &4}, i A% A b 11

hei]
o ARPE R Wi-Fi TFHLE A2 X 5 BARAEAE NVS X, 538 <mode> N 1, FR R ESIEALE
X TEBEEN.
o QSRGEARELT IPVO 2% 57—~ UDP &4, WIATRA T #fE:

- Wil AP 7 EF IPv6
- BEAT+CIPV6=1
— WL AT+CWIAP 6y 53R BUE]—> TPv6 Hbdik
- (A1) i@iTAT+CIPSTA? /ﬁ/\#é ESP32 27 3REE| IPv6 Hihl

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UubP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve6", 1005

PEEIFPLEA BLE #E LB R
B mA

’ AT+SAVETRANSLINK=<mode>, <role>, <tx_srv>, <tx_char>, <rx_srv>, <rx_char>, <peer_addr> ‘

W

[ox |

S

* <mode>:
- 0: X4 ESP32 |Hii#t A BLE & 5 4% X,
- 2: JFJ5 ESP32 [Hiif A BLE i f£ 45X,
¢ <role>:
— 1: client fa {0
— 2: server fi {4,
o <tx_srv>: tx [R5 )75 . AT {E8 GATTC B}, it AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
Y4 GATTS W}, @it AT+BLEGATTSSRV? 34251
o <tx_char>: tx [RG4FHE)FS . AT {E8 GATTC i}, 3833 AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR 1N GATTS B, il 3fAT+BLEGATTSCHAR? £ 425 .
o <rx_srv>: 1x R4 F 5. AT {8~ GATTC I+, i i AT+BLEGATTCPRIMSRV=<conn_index> fiy & #x
15 YEN GATTS B, @it AT+BLEGATTSSRV? fin 2251,
o <rx_char>:rx RS 4HE)T5 . AT /N GATTC B}, 38 13t AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
A N GATTS B, 833 AT+BLEGATTSCHAR? £33 251
» <peer_addr>: X5 Bluetooth LE it

|

o ARENF BLE FFHLiE 1545 X 5 BARIFEAE NVS X, ZHZ 5 <mode> 8 2, FIR_EHL H 313 A Bluetooth
LE i #42X.. FEBFER.
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il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL: P& LA B & & b
Ay

[

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

o <interval>: FAE%&ik[EfE. B0 20, BRAE: 20, JEFE: [0,1000].

it

o BT, 24 ESP32 A UART Bl #I5IG , ARIREI R A K BER T 45T 2920 747, Hdles
7RI R 2920 AT AR T RS, HINSSERF <interval> EFPEEERPICE )RR T
ST 2920 FHY A AR -

o MEEERAVDN, HBEAGS RN, W PAEE R E <interval> SRIRBHE AR NHL. 24
<interval> fR/NEF, WTVAREAR ] PO A A B A AE IS, (ELK S 30 P RS i ) 45 4 114
R, — R IR AR T A e

il

/) B R B R AR

AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: ¥ UART %45ilniffice, APRAES] flash
Ay

[
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AT+UART_CUR?

W 7

+UART_CUR: <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

7

=

EanA

¥

=

,/,?\:

’AT+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

e <baudrate>: UART JHpR
— BSP32 %45 VG 80 ~ 5000000
<databits>: EHEAr
— 5: 5bit FIR(
— 6: 6 bit Z IR
— 7: 7 bit HIRA
— 8: 8 bit (v
» <stopbits>: {5 [F{v/
— 1: 1 bit & k{v
— 2t 1.5bit &k
— 3: 2 bit {521 fi;
* <parity>: 5
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: NMfREmE
— 1: {#EERTS
- 2: {figg CTS
- 3: [AW{#ifE RTS i1 CTS

A

o AR Y 2 UART BCESEOWLER{E, BT IS I, T 685 B0 (EA 200 22 5% -

o AREARAFE flash,

o U TR 4 I 45 2 TR B B2 i 4 1 CTS/RTS 45 M, 1% 1% W22 #+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

hil

AT+UART_CUR=115200,8,1,0,3
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3.1.12 AT+UART_DEF: %% UART BRi\fids, {#47%] flash

AT+UART_DEF?

W i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

¥

X

Wrs
4

=l

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

* <baudrate>: UART j4&%
— BSP32 %45 47N 80 ~ 5000000
<databits>: E{3E{7
— 50 5 bit FUR
— 6: 6 bit HIR{
— 7: 7 bit B 57
- 8: 8 bit HHE 7
 <stopbits>: {811/
— 1: 1bit {17
- 2: 1.5bit &1k
- 3: 2bit {F= 7
o <parity>: R
— 0: None
- 1: Odd
— 2: Even
» <flow control>: Ji#s
- 0: ANMfrpemds
- 1: fififg RTS
- 2: fififg CTS
- 3: [A|WH{#ERE RTS 1 CTS

|

o FCE S UCRHRAATE NVS 431X, 2308 PR EHLIHS AR 3K
o {5 T TR 1 U 4% 2 TR O B2 i 45 1 CTS/RTS 4 M, 1% 1% W2 1+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,
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il

AT+UART_DEF=115200,8,1,0,3

3.1.13 AT+SLEEP: ¥ EIENREI X

AT+SLEEP?

W i <

+SLEEP:<sleep mode>

OK

v

¥

X

W
4

=l

’AT+SLEEP:<sleep mode>

W

[ox

BH

¢ <sleep mode>:
- 0: A REARAEI
— 1: Modem-sleep F =
« B4 Wi-Fi
- SPBRSTHORHR S AP (¥ DTIM & 31 5K ]
« PA BLE $<z{
- 5 BLE J"HEAF, SRS HCRE AR I T4 6] B o 191 ¢ ]
- 7E BLE HAEST, ST HeRE AR 4 242 [a] e 2 15 5% 1]
— 2: Light-sleep 5
« J5 Wi-Fi fiR
- CPU Xf H Bk AREAR , SFHATARHOR: 5 P
« P Wi-Fi fR
- CPU X H Bt ARERR , ST R AR IEAT+ CWIAP iy B 1isten interval
ZHE W )
* EA Bluetooth FEz0
- 7£ Bluetooth |87, CPU K H Zhtk ARENR, SRR R AR 1 ] b5 2 19 3¢ P
- 1£ Bluetooth JEZZS T, CPU K H 2tk AR, SRR HE 14 12 (1] B 2 39 5 P4
+ Wi-Fi #1 Bluetooth {7z
- CPU i H Blit AMENR, AT AR e Fi Y58 BRASE R 40 5 P
— 3: Modem-sleep listen interval 555X
« PR Wi-Fi fHiR
- R ARYR AT+ CWIAP fir 2B 1isten interval ZUE MK H]
+ H1 BLE #ixX
- £ BLE J"HR7ST, SIS HeRAR SR 4 18] e e 15 ¢ 1]
- 7E BLE BT, SRS HCRE AR 4 242 1a] e i 15 ¢ 1]
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Chap

ter 3. AT o4&

e

il

2425 I REAR A5, Bluetooth LE RAT ARG Wi fk. 24 Bluetooth LE #I 4R J5, 7N AT DAZE FH IR HRAR
Ko

Modem-sleep 153Xl Light-sleep ##5 7] AYE Wi-Fi #ixU80# BLE i N, {HAE Wi-Fi BT,
XA HBBTE station BN iE

W Light-sleep BiH], HIIEHEITAT+SLEEPWKCFG fip % B B AP HANEYE , 5 WA, &4
FF— AL T HEIRRAS

W Light-sleep 53X J5 , 2154 Light-sleep M 45 (4 AN L 1], 152 85KF B 2l AMEIRAR L, 24 Light-sleep
W 25 1 I, TR R B B A M MRAS K v e il

X} T BLE 55N 19 Light-sleep A5, i FrusZiiffi 4% 32KHz gk, 50, Light-sleep £ 25 DA
Modem-sleep 1z TAE .

AT+SLEEP T £ /83 2% SCRYSleep AT =17 .

AT+SLEEP=0

3.1.14 AT+SYSRAM: #yify % fif 6] A k4 (] fll e /D HE 42 ]

i oy 4>
AT+SYSRAM?
Wi i ¢
+SYSRAM: <remaining RAM size>,<minimum heap size>
OK
SH
» <remaining RAM size>: M H[H| G HEZS[A], EA{/: byte
o <minimum heap size>: EITHAH/DHESS[E], A7 byte. 24 <minimum heap size> /NF o
It T 10 KB 1}, ESP32 1] Wi-Fi FIRIFER A T RE T BEL 3251 o
EN |
AT+SYSRAM?

+SYSRAM:148408,84044

OK

3.1.15 AT+SYSMSG: i)/ /Gt s 5

i)

P
“ﬂ<>

i

#ifl

wk

Ll ARG E ERES
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AT+SYSMSG?

Wi % ¢

+SYSMSG:<state>
OK

N

B

e
WEARIRER . WRETRZES A AT IR,

O e
iy

15 i ] AT+SYSMSGFILTER 5% .

’AT+SYSMSG:<state>

e
E
BHL
* <state>:
— Bit0: B Wi-Fi 51542 X, Bluetooth LE SPP }% Bluetooth SPP 2 4] Bl /R {5 &,
* 0 AFTEN
© ¥THI +QUITT
- Bitl U PAINERYIN S et
« 0 R BERRE R, ﬁn XX, CONNECT
» 1o 8 40 R4 78 {§ B, U0 +LINK_CONN:status_type, link_id, ip_type,
terminal_ type, remote_ip,remote_port,local_port
- Bi2: EERSIERAMES, EHT Wi-Fi 1545 X,. Bluetooth LE SPP }% Bluetooth SPP
+ 00 ATEIHRME R
« 1: 24 Wi-Fi. socket, Bluetooth LE 5§ Bluetooth JR7S & 4E i AS i, FTEIH RIEE., -
— "CONNECT\r\n" = Pl "+LINK_CONN:" JF 3k # 3% &= £ &
— "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
— "WIFI DISCONNECT\r\n"
- "+ETH_CONNECTED\r\n"
- "+ETH_DISCONNECTED\r\n"
— JA "4ETH_GOT_IP:" F kW& T E
- PL "+STA_CONNECTED:" F 3k ## xr £z &
- PL "+STA_DISCONNECTED:" JF 3k By 4% & 7 &
~ DA "+DIST_STA_IP:" F LW RRTF L
- PL "+BLECONN:" JFL W $# 7 &
- Pl "+BLEDISCONN:" JFk @i F fF B
B

o #FAT+SYSSTORE=1, Wi & WAL NVS 2 [X,
B Wi-Fi if 42X Bf &R +QUITT,

o I Bit0 S 1,
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Chapter 3. AT Ay d4E

« # ¥ Bitl N 1, ¥ £ ¥ WIAT+CIPSTART HFIAT+CIPSERVER 1y 2, % 4% ¥ £ R
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” , 1A
2 “XX,CONNECT”,

il

// BY wi-Fi BEBEKXHATHARETE L
// ﬁ%ﬁﬂfﬁﬂjﬁé&l}%ﬁ%%%%

/] EERAAAEBTHATH £ R

AT+SYSMSG=2

5%

/] FEHE X T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: RiJHskzH 2560 6001
A i) iy A

Lyite
ﬁlﬁ]é HI AR50 —I;u_;\ (JJ::E/J’H(/XIE

"ﬂ4>

AT+SYSMSGFILTER?

Wi

+SYSMSGFILTER: <enable>

JE S RGN Bk

iy

’AT+SYSMSGFILTER:<enable>

¢ <enable>:
- 0: BHAGHELIE. REBIME. G, REHEEASHRER T IERTIE.
- 11 BHARSGHEELNE. FEE, RE0HBHIENZERXVTH EREdE S8 AT gk, MCU
EN=E R ﬁ%ﬁﬁﬂ%ﬁﬁ@ML%ﬁﬁ,%ﬁﬁﬁﬁMﬂh
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e

. mf‘ﬁ@ﬂ%AﬂSYSMSGFILTERCFG AL E A e, PRl AL A H R 5 S g,
SEEE MRS AR ) R G B A
-mﬁﬁﬁ%ﬂwmmmﬂleﬁ , BT R RS S G ISR, Bk AT RS
TH BT .
-fﬁAk%mim,ﬁﬂ@ﬂﬁ%ﬂwmwwmmRO%v7T RYH RIS UE
o QAREET AT TR WRIF A, IR APIs 28 AT 4 1 EHE &% .

/) BAEW AT A O WMBEELE. BELRS Y AT+SYSMSGFILTER.
AR, REAKENL RS %E MCU (AT+USERWKMCUCEG # 4 % B # MCU % B o # )
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t 1len);

/) BATEI Y AT 4 OB e k. %3S M AT+HSYSMSGFILTER.
omAER (WREBEH) , KEHEM A2 %BE MCU (AT+USERWKMCUCEG # 4 % & # MCU_
W BB )

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ EAWEE MCU H# M AT #4540 WEKE L #. H#EFR L4 AT+SYSMSGFILTER.
oA IR, KEHWR S LB MCU (AT+USERWKMCUCFG # 4 % B #y MCU % E 3 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// FIHEAASE MCU e fn BT e AT A O W RERE . KIE LW AT+HSYSMSGFILTER.
swmAhaw (WEREA) , X 9“%&(%}%5@ W B MCU (AT+USERWKMCUCEG # 4 & & fy MCU_
M EE T B )

int32_t esp_at_port_active_write_data(uint8_t data, int32_t len);

Bl PEAURBIZE A i BiLiET ).

3.1.17 AT+SYSMSGFILTERCFG: #rify/lic s 28 B nligss

* = 76’&/@5%

b /Fj l”‘ﬁ’ﬁ&«?
° imf}n"‘/l\li/fﬁ
o Bl — AL

o?*% 3}*% %}*q

i) IE2S

iy W

AT+SYSMSGFILTERCFEG?

W 7 :

+SYSMSGFILTERCFG: <index>, "<head_regexp>", "<tail regexp>"

OK

ZH
o <index>: JIIELNIRT].
¢ <” head_regexp” >: SLPBIEMIFEEL,
e <” tail_regexp” >: EHIEMFEIAK.
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1 LR ERUR e

4
B A

’ AT+SYSMSGFILTERCEFG=<operator>

Wi i <

¢ <operator>:

- 0: WEFBRATA I uESE . EERIE, T DARREIC LR R AR B T R HEZS TR RN

il

/) W BR IR #

AT+SYSMSGFILTERCFG=0

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

W 7

OK

>

aRm R R AT EERS I AT 4 DB, BURHETT DA AEE (BD: SBiE ) ek Cf B e
MZEER), 4 AT IR FEHEK LS| <head_regexp_len> +<tail_regexp_len> 5, #TIE
MRk e B A T

PUE SR BSvie: Wt S i ve S EIR AN IR/ N1 GRS Y T

’ ERROR

LB SV PLSASE L -3 R il vl w2 NSRS 1O R/ 190 % IS A T

’OK

* <operator>:
= 1 BEM— A uEds . — D PEAR AL A L BRI Ik RN e Bk ) ik K
* <head_regexp_len>: SLiFIEMIFAAKCE . JuH: [0,64]. WIEREEN 0, RERZMELPIENFE
FCHPCHED, [ER} <tail_regexp_len> AHEHN 0.
* <tail_regexp_len>: FEFFIENFRAEXKEE. Jufl: [0,64]. WIREEN O, AR ZHBIENFAEK
HIPLHEL, R} <head_regexp_len> AfEN 0.

Bl
o W SE A A O BCEA B L g gy, FRE L AT+SYSMSGFILTER iy 5 88k I RS0 Bl ug, 5k
DU AR AN R G0 B A EL
o SKERFIR AR IE Mk NS5 POSIX BAIENIETL (BRE) o
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o T RES AR 8 (AT iy ) TX Bl Pesizad

IEMFEAPA $ £
s HERZIHE

BdE, 2EEERE MCU,
o M ZRGH B TR R A
o RGN B VLR pERR T,

e, HETULHL.

o XA RS,

ARG ELE.

il

U8, SREN KRR MRIKPA ~ TRk, B

fﬁJH#IEEEJ:%%MEM%%ﬂjiﬁﬂl%iﬁft'ﬂﬂi%_iﬁﬁ , RBHEA S
GEH RAPOE N Fk VT L _E 1B 29 AT 4

1L yEH, MCU A WE]; i AR P 2k XL e By
SESRE . AR FARGILR L E R g -
RGN EAREAE, WASK E—RM RGN EMAZREHEEE—

5if ZN W B E A A i

TyEsE  [E B A BE i AT+ SYSMSGFILTER=0 {54

/) WE

A F

/] R ARG E Ik

AT+SYSMSGFILTER=1

// R I B
AT+CWMODE=1

E® P "WIFI CONNECTED"
AT+SYSMSGFILTERCFG=1,17,0

/] % &4 KE OK A > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.
¥, X M ASCII # ¥ § 0D OA)

AW ERE

AT+CWJAP="ssid", "password"
// AT X F # # WIFI CONNECTED % % 4 & # &

HARBIZE . A5 L

T YET B,

AT+SYSMSGFILTERCEFG=<operator>, <head_regexp_len>,<tail_regexp_len>

W i :

OK

>

AR FIR AT R I AT fird DR, R EmT DA A K (R SKEiE ik s iRk

M=),
N g k=58

AR IE )RR 5K

HEPERH

STV R s it

SRR R,

2 AT U B B K B A3 <head_regexp_len> + <tail_regexp_len> i, #fT1E

’ERROR

AR IR ek A SR AL I ) LA it

DEAT I, R[]

’OK

BH

* <operator>:
- 2:

B~ ad s -

» <head_regexp_len>: . FFIE N SR KE, B 2 [0,64], TR EHO, N <tail_regexp_len>

AERN 0.

o <tail_regexp_len>: FEFSIENFRANK A, JuH:

NEEH 0,

(0,641, UARIEN O,

] <head_regexp_len>
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BE]
o RpMHER IRt 0 e AR N ) i i o

il

/7 B B ody R B

AT+SYSMSGFILTERCFG=2,17, 0

// & @ ARE OK # > 5, # A\ "WIFI CONNECTED\r\n (F & \r\n & f 2.
SANFE W, N ASCITI & ¥ @ 0D 0A)

/7 W

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT & # ¥ WIFI CONNECTED % % 4 & ) &

3.1.18 AT+SYSFLASH: #ifyoki%%5 flash il Fr4y X
AR A

Jifik:
#rif) flash H 43X

AT+SYSFLASH?

MW .

+SYSFLASH: <partition>, <type>, <subtype>, <addr>, <size>
OK

Has

&F

Jyiig:
B, 5. #EER flash X

e

=

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

W

+SYSFLASH:<length>, <data>
OK

e <operation>:
- 0: R
-1 54K
-2 K
e <partition>: ] /X 4K
o <offset>: ffLHiidl
o <length>: ¥k i
o <type>: JFrXIEH
* <subtype>: 14 X52A
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o <addr>: F P4 XAk
o <size>: F 4K/

o A 45 bEsk at_customize.bin, FHELI(FEE IS H 4ol f & Lo K.

o PERRAIXHT, THTEEEERIZ E AR X . XA AT A <of fset> fil <length> ZHCRTEM. Hi
M, 4 AT+SYSFLASH=0, "mfg_nvs" AJ#ERIEA “mfg_nvs” X,

o XTI E X[ 2% ESP-IDF 4 [X %,

* 4 <operator> Hwrite B}, RGULENAS/EHEMATRI] >, R DU AZEEdE, £
K E N 5 <length> —3,

o GO XHI, EEERIZS X,

o WSREAE L mfg_nvs 3 X BEBEHE , 1 FHAT+SYSMFG A4 (NVS R B (E X AT ) o« s
TERUE A mfg_nvs 431X, i AT+SYSFLASH 64 (43 IX#EME) o

il

/] BB EAN "mfg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// F "mfg_nvs" SR EHBEHI 0 L ENFH "mfg_nvs" 4K (A A 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #%ifyuki4; manufacturing nvs Jf] J1453 X
i %

Jtig:
1) manufacturing nvs f 743 X PN i 6y 44 25 A1) (namespace)

AT+SYSMFG?

W i <

+SYSMFG: <"namespace">

OK

PR iy 4 2 1) BV

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">]

Wi i *

[ox

BH

¢ <operation>:

- 0: HPRERIE
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- 1 EEHURAE
- 2 HAEAE
* <” namespace” >: fiy4a5|H].
o <” key” >: A, HFRMEE. M <"key"> BAAEF, PR <"namespace"> WETHREEN; T
M SRR M HIFE 1) <"key"> UBE{EXT

BEW]
© THICREE AR AT (NVS), T flar 22 im) . BE X S .

il

// B client cert A XHAMAMBEN (W: RBRAWE 0 EME 1o
~FF P AES )

AT+SYSMFG=0, "client_cert"

// #®% client_cert # & X |l 8 client_cert.0 #EX (H: BREBIAWE o
~EBEPHIEH)

AT+SYSMFG=0, "client_cert", "client_cert.0"

DMLy 428 T e BE VDX

ML AL A A o
weEmAs wmA:

AT+SYSMFG=<operation>[, <"namespace">] [, <"key">] [, <offset>, <length>]

W i ¢
Y <"namespace"> PAKZ GSEEA BT, 1k

+SYSMFG:<"namespace">

OK

H <"key"> NKZ R SHEAERS, R [A]:

+SYSMFG:<"namespace">, <"key">, <type>

OK

HANOL, R

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:

- 0 PEERERAE

- 1 PRHRAE

- 20 B ABE
* <” namespace” >: fiy4 %5 |H].
o <” key” >: A, BFRCME.
o <offset>: (AL .
o <length>: FE{EMKSE.
o <type>: HHH[HRAL,

- 1: u8
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i8

ulé
i16
u32
32
string
: binary

. <V;lue> D RE B .

|
[e<BEN Ie NNV, I U I 8}

il
o WHSCREE RS A (NVS), T f#ar 225l BEXT IS .

Bl

/7 EEBCH R BTR B A B = A

AT+SYSMFG=1

// #EE client_cert # L XA A M £ 48

AT+SYSMFG=1, "client_cert"

// LBl client_cert @ % X A B client_cert.0 T # W H
AT+SYSMFG=1, "client_cert","client_cert.0O"

// LBl client_cert @ % X H W W client_cert.0 T8 WH, MNEH 100 B F L B 200_
N
AT+SYSMFG=1, "client_cert", "client_cert.0",100,200

Tl iy 4 25 ] A 55 A BEAFDO

pEmYy mA

2

’AT+SYSMFG:<operation>, <"namespace">, <"key">, <type>, <value>

Mjn] Joz <

[ox

¢ <operation>:
- 0: HERIRAE
- 1o BEURAE
- 20 AR
* <” namespace” >: fiy44 %3 |H.
o <” key” >: R, BFRCME.
o <type>: HR{HAAA,
- 1: u8
i8
ul6
il6
u32
i32
string
: binary
- <value>: ZH( <type> R, MHLSHE LR :
- MR <type> & 1-6, <value> fCREERIEE.

|
[eBEN Ie) NNV, N NS I 8}
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- MR <type> & 7-8, <value> MURBEMBIMKIE. EEKRZHAAMSIG, AT R
>, Fn AT CHER IR AT RO, ST AR AR . 24 AT Bl il il 1 1k 2
<value> J5, MISZHI I fr44 2310 A5 A SEXT

Bl
o WHSCREE D) A (NVS), T f#ar 2 2sim) ., BEXT O .
* BRI, BT SRS SR SR EXT (NVS ARG B SRR (EXT) -

o ARG mfg_nvs 73X SRR, T BT AT+SYSMFG 64 (NVS WG4 ) o 2R
ERBUCEEA mfg_nvs 73X, T AT+SYSFLASH fiy % (73 IXARAE)

il

// W client_cert & % XA W W client_cert.0 # 5 NFH WA (B : ¥ #H client_cert.
A ZHEANE 0 BEFKIEH)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

/) £ EORE > B, BA 1164 ¥ ¥ 8L # X4

3.1.20 AT+RFPOWER: #if)/ix ¥ RF TX Power
A%

Tytig:
#7if) RF TX Power

Py -
“ﬂ4>‘

AT+RFPOWER?

Wi i <

+RFPOWER:<wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>
OK

B hr A

’AT+RFPOWER:<wi fi_power>[,<ble_adv_power>, <ble_scan_power>, <ble_conn_power>]

W i <

[ox

BH

o <wifi_power>: H{j>4 0.25dBm, HAIXENZSEIE R 78, NIZZFRM) RF Power {E4 78 * 0.25 dBm
=19.5dBm, & 5Ti5{T AT+RFPOWER? Ay oA SLP5 10 RF Power {1,
— ESP32 i #5 WHUEIE FH [40,84]:
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IREE | EEE | SEhR{E | SSBr dBm
[40,43] | 34 34 8.5
[44,51] | 44 44 11

[52,55] | 52 52 13

[56,59] | 56 56 14

[60,65] | 60 60 15

[66,71] [ 66 66 16.5
[72,77] | 72 72 18

[78.84] [ 78 78 19.5

» <ble_adv_power>: Bluetooth LE | %% RF TX Power. HUHE LK [0,7]:

e 0: 7dBm
e 1: 4dBm
: 1dBm
:-2dBm
:-5dBm
: -8 dBm
:-11 dBm
:-14 dBm

~N N L BN

 <ble_scan_power>: Bluetooth LE F#{iJ RF TX Power, Z$(HUHIF] <ble_adv_power> &4,
 <ble_conn_power>: Bluetooth LE i1 RF TX Power, Z%(H{E][F] <ble_adv_power> .

3.1.21

o M Wi-Fi R ERFILEIL, AT+RFPOWER iy Toyk % B/A0 1] Wi-Fi ) RF TX Power., 34 Bluetooth
LE K44, AT+RFPOWER fird Lk B /4 1f) Bluetooth LE [¥ RF TX Power

* B T RF TX Power 4+ b A [H W 55 %, M@ ANFRHMAE S 2 X N8 HCHEE H,
B DL il 4f esp_wifi_get_max_tx_power A ] ¥ 1) wifi_power [ {H | fE 5
esp_wifi_set_max_tx_power WENMBEMAELER, BEASHIZELK.

o ALK <ble_scan_power> £l <ble_conn_power> - S 40{H 1 & N5 <ble_adv_power> Z=EUR R 1{H
G, XPASECR 2 H 3 E 5 <ble_adv_power> F[R] FI{HE .

3.1.22 AT+SYSROLLBACK: [n]3 % CLit [k

WA %

A

=

’ AT+SYSROLLBACK

W i :

[ox

Bl

» Ay oA OTA J14K, HaBlRE] S — OTA 73 X .

3.1.23 AT+SYSTIMESTAMP: #% i)/ ¥ A< Hiisf fia] 3%

A

ik
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A ) AR 1 o 1) 78

A .
"ﬂ/?\‘

AT+SYSTIMESTAMP?

Wi i ¢

+SYSTIMESTAMP : <Unix_timestamp>
OK

B

&F

ifig:
P E AL )8, 24 SNTP B a W85, 52 5455

O e
iy

’AT+SYSTIMESTAMP:<UniX_timestamp>

W i+

[ox

S

* <Unix-timestamp>: Unix [f[a]#;, BAf7: 0.

2N

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.24 AT+SYSLOG: FYHkZE AT i fCrddn
i

i
il AT SRS R 27 E

O e
iy

AT+SYSLOG?

W ) :

+SYSLOG: <status>

OK

)E’J

CEL A

Bfe:
R EREE ) AT HHR R

ke
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’AT+SYSLOG:<status>

W

’OK

o <status>: FERIEIEARS

- 05 22
- 1A

il

// B R AT 4R R T E T
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// R AT #RAREEF
AT+SYSLOG=0

OK
AT+FAKE
// A4 7/ “ERR CODE:0x01090000"

ERROR

AT FF AU —> 32 L+ NS BUE, & SR

S FEH | §RE
bit32 ~ bit24 | bit23 ~ bit16 | bitl5 ~ bit0
* category: [ E{H 0x01
« subcategory: 4H{RASHY
$HIRER e ix X | %EA
5
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 {524
ESP_AT_SUB_NO_TERMINATOR 0x02 FERBNGEHRLF (VDL “m” Z5)8)
ESP_AT_SUB_NO_AT 0x03 KFFELE AT (B AR RERE at, At B
aT)
ESP_AT_SUB_PARA_LENGTH_MISMATCHXx04 SRKE TR
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 ZHERURNPURD
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 SRR = A VLED
ESP_AT_SUB_PARA_INVALID 0x07 TS H
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 AT SR
ESP_AT_SUB_UNSUPPORT_CMD 0x09 AT HzmS
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A PATE DRI
ESP_AT_SUB_CMD_PROCESSING 0x0B eI E—4md
ESP_AT_SUB_CMD_OP_ERROR 0x0C PR E R R R
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o extension: FiiRYIRAEE, AR TRUEGARPY RAEGE, #1% % W components/at/
include/esp_at.h,

BN, 5% ERR CODE:0x01090000 F/R “RIZHZm4L".

3.1.25 AT+SLEEPWKCFG: ¥ Light-sleep Wi/ i fle i GPIO

=

=

A

’AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
- 0: LREABCE, BALE:
L REIECE, SR
— 2: GPIO Mg
¢ <paraml>:
— YMLERE R E BERET, ZSEIORMRIRRTE], R R
— MaEEYE K GPIO B, % Z%(3FR GPIO i

e <param22>:
- RS R GPIO H, %S /R LT
- 0: fkF~F
~ 1t RHOE
ZN ]

// GPIOLl2 & 4 1% w F B 4 BE
AT+SLEEPWKCFG=2, 12, 0

3.1.26 AT+SYSSTORE: ¥ SH g
A%

Dyt
il AT A7

Py -
iy

AT+SYSSTORE?

W 3% <

+SYSSTORE : <store_mode>

OK
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=

=

A

’ AT+SYSSTORE=<store_mode>

o <store_mode>: ZEfEERIR
- 0: MAEEALEA flash
- 1 WAFEELA flash (ERIA)

Bl

- Ui A RIBIEE G S, REMEGS, KA L5EMN RAM i,
N RIN AN 2

o AT+SYSMSG

» AT+CWMODE

» AT+CIPV6

o AT+CWIJAP

* AT+CWSAP

* AT+CWRECONNCFG
e AT+CIPAP

e AT+CIPSTA

e AT+CIPAPMAC

* AT+CIPSTAMAC

» AT+CIPDNS

e AT+CIPSSLCCONF

e AT+CIPRECONNINTV
e AT+CIPTCPOPT

* AT+CWDHCPS

» AT+CWDHCP

* AT+CWSTAPROTO

e AT+CWAPPROTO

« AT+CWJEAP

e AT+CIPETH

» AT+CIPETHMAC

* AT+BLENAME

e AT+BTNAME

e AT+BLEADVPARAM
e AT+BLEADVDATA

* AT+BLEADVDATAEX
* AT+BLESCANRSPDATA
e AT+BLESCANPARAM
* AT+BTSCANMODE

il
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AT+SYSSTORE=0
AT+CWMODE=1 // F # A\ flash
AT+CWJAP="test","1234567890" // 7 f A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A\ flash
AT+CWJAP="test","1234567890" // #H# A flash

3.1.27 AT+SYSREG: 5% {£%

AT+SYSREG=<direct>, <address>[, <write value>]

W
+SYSREG:<read value> // (EH TR FHF E W
OK

o <direct>: FEEE TFIEAS

- 0: EAATAY

- EHEE
» <address>: (uint32) F/7avHubl, FHEIHSHEM XN (RARSEZFH
o <write value>: (uint32) 5 AfH, & T 5 S1Eesmt

Bl
o AT A&l , DT Af DR A 2 A e L AT 2%

3.2 Wi-Fi AT w44

N4

o AT+CWINIT : #JiE40/ 75T Wi-Fi IREFE 5

o AT+CWMODE: #5if)/i% & Wi-Fi i3, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: Z5if] Wi-Fi JRZSH Wi-Fi (5 B,

o AT+CWJAP: 3 AP

o AT+CWRECONNCFG: #5if]/i%'% Wi-Fi # % H %

o AT+CWLAPOPT: 5 AT+CWLAP £y FIH5 4551 JB

o AT+CWLAP: 13524 i7] iy AP

« AT+CWOQAP: WiFT'5 AP [f)3E:

o AT+CWSAP: [t ESP32 SoftAP 24§

o AT+CWLIF: )% 31: 5| ESP32 SoftAP (1] station {5 5,

o AT+CWQIF: WFT station 5 ESP32 SoftAP 1442

o AT+CWDHCP: F3J]/2%Ff] DHCP

o AT+CWDHCPS: i)/ & ESP32 SoftAP DHCP )it f) IPv4 Hiht i [l
o AT+CWAUTOCONN: | Hi275 H 8% AP

o AT+CWAPPROTO: #5if)/¥5'E: SoftAP £z 802.11 b/g/n Hp AR

o AT+CWSTAPROTO: %% Station #53XF 802.11 b/g/n sl A
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o AT+CIPSTAMAC : 2]/ & ESP32 Station [i{) MAC #iihik
o AT+CIPAPMAC: #¥ifij/i%E ESP32 SoftAP [ MAC #ijik
o AT+CIPSTA: #xif)/i%E ESP32 Station [ IP Hhihik

o AT+CIPAP: 25if)/¥% & ESP32 SoftAP [ IP Mkt

o AT+CWSTARTSMART : JT)& SmartConfig

o AT+CWSTOPSMART : {%]}- SmartConfig

o AT+WPS: B WPS IjfE

« AT+MDNS: ¥ mDNS Tk

o AT+CWIJEAP: %32 WPA2 ik AP

o AT+CWHOSTNAME : Zifij/i5 8 ESP32 Station [1) ENLL FR
o AT+CWCOUNTRY : /%8 Wi-Fi EZCh

321 ¥

Fogis BRI AT [ S FR I TU TIRAT+ CWIEAP 2 SMAFIFA AT 4, ISR 5 ESP32 BRiA %
%n?%héf\, Wi ESP-AT 142, fES GRS TR Mkst (FEETRIR, AR EmmEE
1)

o = EAP 3% (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support

o Z2H WPS 74 (AT+WPS): Component config->AT->AT WPS command support

o 2] mDNS 154 (AT+MDNS): Component config->AT->AT MDNS command support

o 2% smartconfig fiy % (AT+CWSTARTSMART . AT+CWSTOPSMART) : Component config ->AT
-> AT smartconfig command support

o BHTA Wi-Fi ipd (M. — B2, ey Wi-Fi U RA ERSIReRs oA MR, F s aATss

Pix e AT 434-): Component config->AT->AT wifi command support
P

3.2.2 AT+CWINIT: #JU&a4b/is8E Wi-Fi IRaifds
A by a4

Jyiig:
i) ESP32 B 1) Wi-Fi AL

s

AT+CWINIT?

L)V

+CWINIT:<init>

OK

BeE WA

i
FItR AL EE B ESP32 a1 Wi-Fi SRBIFE

zs

AT+CWINIT=<init>

W i :
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OK
e <init>:
— 0: J&F Wi-Fi IREh LT
- 1: ¥1tHfk Wi-Fi JRahfEF (BRHAME)
BEW]

o RUEARAFE] flash, FFG R AEOAE 1.

Y RAM BHEA RIS, FEAG Wi-Fi i9RTEE R, o AR st -5 B Wi-Fi JR80R2 ), AREIL

RAM %t

il

// R Wi-Fi W A7
AT+CWINIT=0

3.23 AT+CWMODE: #rify/i ¥ Wi-Fi i (Station/SoftAP/Station+SoftAP)

it A

i
#if] ESP32 B4 1) Wi-Fi £

AN .
"ﬂ4>‘

AT+CWMODE?

LO)YE

+CWMODE : <mode>
OK

BeEmA

Ly :
BE ESP32 41 Wi-Fi £

’AT+CWMODE:<mode>[,<auto_connect>}

Mjn] oz <

[ox

Espressif Systems

49

Release v2.3.0.0-esp32c3-824-g8b01b678f 1

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 3. AT Ay d4E

BH

o <mode>: izl
— 0: J Wi-Fi #izt . 3 FL9¢] Wi-Fi RF
— 1: Station Fiz\;
— 2: SoftAP iz
— 3: SoftAP+Station Fi=;

o <auto_connect>: JJ# ESP32 54511 Wi-Fi iz} (140, A SoftAP u{ F& Wi-Fi 3 4]J4#: 4y Station
1B SoftAP+Station #530) , 2755 A ZhiEH: AP (WJRE, BROAE: 1. SEEERE, (R BRA
i, WridaelshEs.

- 0: 22 /] F shifE#: AP [Tfe
- 1: B A3ER: AP II6E, &2 AiC &R A ahiEs: AP WL E R (78] flash 1, T ESP32 %
=R A BhiER: AP

v
o FAT+SYSSTORE=1, VLB P RIEAE NVS 43X
o W2 AW ThAE, A ERE , BFE(E ] SoftAP 5l SoftAP+Station TIREH], &k
EPA T i YR I iRt i D e -
— AT+BTINIT=0 (}3:4% Classic Bluetooth)
— AT+BLEINIT=0 (344 Bluetooth LE)

— AT+BLUFI=0 (%} BluFi)
WGEAR T fFE 240, WP RF JLA7 SORy.

il

AT+CWMODE=3

324 AT+CWSTATE: #%ify Wi-Fi JRAH Wi-Fi {28
w4

i
i) ESP32 B i) Wi-Fi ARZH Wi-Fi {5 5L

A

AT+CWSTATE?

Wi

+CWSTATE: <state>, <"ssid">

OK

BH

o <state>: Y477 Wi-Fi k&
— 0: ESP32 station [ A A T/T{0] Wi-Fi &3
— 1: ESP32 station L& 7EHz | AP, {H M AR IKEE IPv4 Hitik
— 2: ESP32 station L8 4% | AP, FTL 4 3RHE TPv4 Hihik
— 3: ESP32 station IE7E#4T Wi-Fi iE#25( Wi-Fi i
— 4: ESP32 station 4bF Wi-Fi WiRIRES

o <” ssid” >: H#FR AP 11 SSID
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e

* 24 ESP32 station 3% A £ I AP i, 700 ] Bbaiv & Aif) Wi-Fi {5 5, ; 24 ESP32 station £L1%#2 | AP
Ja, A FHAT+CWIAP a5 445 Wi-Fi {5 B

325 AT+CWJAP: iEf; AP
Ay

Yriie:
#5115 ESP32 Station 4411 AP {5 &

P
iy

AT+CWJAP?

W

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
—, <scan_mode>, <pmf>
OK

)E’J

CEA

Yriie:
% ESP32 Station 7531 AP

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>][,<scan_mode>] [, <jap_timeout>] [, <pmf>]

Wi 3% ¢

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

Y

+CWJAP:<error code>
ERROR

eoral
=
|

22
frms

=

fe:
K- ESP32 station i£4% 2 ik Wi-Fi it B 1) AP

2

AT+CWJAP

W
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WIFI CONNECTED
WIFI GOT IP

OK

[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

Bl

<ssid>: H#x AP [¥ SSID
— HnS SSID MRS A , . "L\ SEERIRTEAT, T
— AT CHpERE SSID SRy 3CH AP, (HE RS K 45 5E PAsi i 3L SSID N2 UTF-8 Zmhtddg .
AT PASEH SSID, AR J5 {414 21 g SSID #EfTi%E$z
<pwd>: #ihHK 63 F7 ASCII
<bssid>: H1x AP [) MAC Hitik, 42/~ AP IR SSID i}, ZSHOR 440
<channel>: ZiE%
<rssi>: G5B
<pci_en>: PCIiAJE
— 0: ESP32 station 1] 5 fL{i—FI a5 = AP 452, {55 OPEN Fil WEP
— 1: ESP32 station 7] 5[ OPEN Fll WEP 2 AMUATAT— a5 200y AP 4
<reconn_interval>: Wi-Fi BEiE[E)fE, A B, BOME: 1, &A{E: 7200
— 0: WrFi%E¥E)s, ESP32 station ANEjE AP
[1,7200]: WiHFi%#: 5, ESP32 station 45 fF 5 & 1 I [E] 5 AP i
<llsten_1nterval> ST AP beacon [¥[E]FF, BA{f>}y AP beacon [A]FF, BRIAE: 3, JLFE: [1,100]
<scan_mode>: it
— O: Pl id, #FIHIR AP J54 E434, ESP32 station 555 NMIAH| R AP 42
- I: & FEEN, A FEAEEEA LR, ESP32 station 515211015 5 5581 AP EH;
<jap_timeout>: AT+CWJAP fy 8RR, A #, BRIAE: 15, JERl: [3,600]
<pmf>: PMF (Protected Management Frames, Z{#37Hy& M), BRIAME 1
- 0 F/REH PMF
— bit 0: HA PMF Jj6E, $&/RCHF PMF, QR HAl 45 HA PMF IfE, W ESP32 &KL Jcik
FELA PMF i 445
— bit 1: FFE PMF, $&/RTEE PMF, AR 2 KPR SR PMF ZHRERY AT
<error code>: %&mﬁ% Wi~z
- 1 T
2: R
3: LR EIH bR AP
4 TERR K
HEAE: AERAE R

IR AT+SYSSTORE=1, W& H BCHRIES] NVS 43X

i H A Ay & F5 BT A station AR

24 BSP32 station T\ i%E: | AP J5, #EF{d H ey A28 Wi-Fi {5 5, ; 24 ESP32 station % 4 1% | AP
Wf, EFEd AT+ CWSTATE y4-27h) Wi-Fi {5 &

R4S W) <reconn_interval> Z4{5AT+CWRECONNCFG fiz4 H 1] <interval_second>
BHHMIE . MFRBFTAR GBI E <reconn_interval> 4, Wi-Fi 5% [A] i ERER 2R
UNIER

© WERFINAW <ssid> Ml <password> BH, I E—KBEM(H
o YT SR E A RIS IR, BN 15 7, WS <jap_timeout> WE
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o RIFFEL WAPL SR 28 25 -

o FHTIRELIPVO Hihl, 35458 BAT+CIPV6=1

o 0% OK 13 IPv4 MIZE E A4 s, MIACFE IPve M MESmh4s . 2477 ESP-AT DA IPv4 [ %% K
I, IPv6 W% Kyt

s WIFI GOT IPv6 LL fUEDTZHFIFN ALK IPv6 Hudik, XAl 28 BUL-64 A Hii144 ok
1), ARl s 5. ATITRT, XTI RERE oK Z i, i EETE OK Z 5.

e WIFI GOT IPv6 GL LRI ZIREEF|4 )5 IPv6 Hudik, % bl i2d AP T & I BTZ b Rt 2t
KW EEHAATHATORN, FEEHHS 5. TR, XTI REYE OK Z /i, WAl RELE
OK Z Ji; WhJREH T AP A SZHF IPv6 M AFTHI.

il

// W R EHK AP # SSID £ "abc", B £ "0123456789", N & 4 £
AT+CWJAP="abc","0123456789"

// WwE B AP B SSID £ "ab\,c", HAE "0123456789"\", | 4 A &
AT+CWJIAP="ab\\\,c", "0123456789\"\\"

/) R %A AP H A B SSID "abc", F # it BSSID #K % H AF AP:
AT+CWJAP="abc", "0123456789","ca:d7:19:d8:a6:44"

// R ESP-AT ERkEH pMF # ¥ Ap, N &4 £
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: #if)/i¥i Wi-Fi #1ERL H
A ity 2

itk
#rif) Wi-Fi SR

fiy 4

AT+CWRECONNCFEG?

M) i :

+CWRECONNCFG: <interval_second>, <repeat_count>

i
TCE Wi-Fi B

A

’AT+CWRECONNCFG:<interval_second>,<repeat_count>

W

[ox
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 <interval_second>: Wi-Fi =& [H)fE, H: B, BHME: 0, HK{H 7200
— 0: WrHFi%E$s)5, ESP32 station NI % AP
— [1,7200]: WiJF %425, ESP32 station 4 [F 45 & I 0] 5 AP H i
 <repeat_count>: ESP32 i% 22t H & AP WS, ASHHE <interval_second> Ak 0 KA
R, BRINME: 0, HKME: 1000
— 0: ESP32 station 2% 223 iE1E AP
— [1,1000]: ESP32 station % BB A~ Z 5035 EHIIREEI1E AP

il

// ESP32 station #F 1 B2 E# ap, 2K 100 X
AT+CWRECONNCFG=1,100

// ESP32 station MW F X EF R &E % AP
AT+CWRECONNCFG=0, 0

|

© At

RS H <interval_second> B H5AT+CWIAP H11) [<reconn_interval>] ZAIE
%A% 1E TR W AP, Wi-Fi YA AL Wi-Fi {2l

3.2.7 AT+CWLAPOPT: % AT+CWLAP &4 FIiiss g m v

BH

o <reserved>: {55
* <print mask>: AT+CWLAP [JHFE R @M Bon ARS8, BRIME: OXTFF, # bit 5 1, WE/R
NI SE, BER 0, IR RN S5k
— bit 0: &% E/8 <ecn>
— bit I: B/ <ssid>
— bit 2: BB~ <rssi>
— bit 3: &7 E/~ <mac>
- bit4: 275 /R~ <channel>
— bit 5: Z75 ER~ <freq_offset>
— bit 6: 215 E/R <freqcal_val>
— bit 7: 215 /R <pairwise_cipher>
— bit 8: 275 /R~ <group_cipher>
- bit 9: 275 i~ <bgn>
— bit 10: 275 /R~ <wps>
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o [<rssifilter>]: AT+CWLAP 45 R R S H A SHGLIE, W), B E A SREIT rssi
filter Z¥{HY AP, f7: dBm, “\jn}\ﬁ 7100, JEHE: [-100,40]
* [<authmode mask>]: AT+CWLAP 4445 2% B A M AIE Xr AP, ERIAME: OxFFEF, 1
R bit Xlxjﬂ 1, WS 7R% B2 IAUE T ) AP, ELVJ\JO IR NTYR
— bit 0: 275 E/~ OPEN TAIE ) AP
- bit 1: E%_‘E/T WEP AIE =) AP
— bit 2: B R WPA_PSK AIF ) AP
— bit 3: 275 R WPA2_PSK AE 2 AP
- bit4: BE R /8 WPA_WPA2_PSK IAIE =AY AP
— bit 5: 275 /8 WPA2_ENTERPRISE AL AT AP
— bit 6: 275 % WPA3_PSK IANIF [ AP
- bit 7: B B8 WPA2_WPA3_PSK IAUEF T AP
— bit 8: 5% WAPT_PSK AE 201 AP
— bit 9: 27 /R OWE NIE i AP

EN|
/] E—ABEHA 1, T AT+CWLAP # A HE L EH W E 2% E RSSI A5
/] BEZANBHE A 31, W OOoxIF, KA AMEAN 1 8 bit FE NS HAL2ErdE X

AT+CWLAPOPT=1, 31
AT+CWLAP

// R B FINIEF A A OPEN H# AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £ %75 n HIT) AP

B A4

it

SUHPFARER A PF AP, W SSID. MAC Hbbitsifiiiti
Es

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT %

e
S 4 HI R ) AP

[

AT+CWLAP

W i <

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq_offset>,<freqcal_val>,<pairwise_
—cipher>, <group_cipher>, <bgn>, <wps>
OK
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BH

o <ecn>: fIE R
— 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
o <ssid>: FFEESEL, AP [y SSID
o <rssi>: [F55RE
o <mac>: FLRFEESH, AP /) MAC bt
e <channel>: {ZiE%
o <scan_type>: Wi-Fi J9§i2% BRAEHN: 0
- 0: EFhHH
- L gsh
* <scan_time_min>: fpMEIEFAAINMNE, RO 2R, JEHE: [0,1500], QAREHRACH B
i, ASHTH
* <scan_time_max>: FAMFE RN, BA: 2R, JEF: [0,1500]1, 45k 0, [EERA
ZHCERIME, TN 120 ms, S EHA 360 ms
o <freq_offset>: il (fFEWH)
o <freqcal_val>: SRMUEME (FETH)
o <pairwise_cipher>: % a5 7
— 0: None
- 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
— 6: AES-CMAC-128
- 7 RH
» <group_cipher>: %A, 5 <pairwise_cipher> SEIHESEAHF
* <bgn>: 802.11 b/g/n, # bit %A 1, WFIRMHEXTNAL, A0, WIFIREE XA
— bit 0: 25 #ifE 802.11b A=,
— bit 1: 275 FHE 802.11g FE=
— bit 2: EEHRE 802.11n Bz
e <wps>: wps flag
— 0: N WPS
— 1: %4 WPS

|
e e N S I O

|

2Nl

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID B AP
AT+CWLAP="Wi-Fi"

3.2.9 AT+CWQAP: WIS AP I)iER:
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’AT+CWQAP

Wi % ¢

’OK

3.2.10 AT+CWSAP: [l ESP32 SoftAP £:%4
A

i
Z¥if] ESP32 SoftAP f{fit & &8k

Pa sy
A

AT+CWSAP?

W ¥ 3

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>

1% B ESP32 SoftAP [Tl & S 4

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>]

Mjn] oz <

[ox

BH

o <ssid>: FAFHRSA, AR
o <pwd>: FLAFERSE, Wi, JuHl: 8~ 63 F7 ASCI
e <channel>: {55
« <ecn>: JIE R, AHF WEP

- 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
e [<max conn>]: FiF%E A ESP32 SoftAP [ 22 station 2k H , BUEIEHE : Z% max_connection il
¢ [<ssid hidden>]:

- 0: 745 SSID (BkiA)

— 1: ] % SSID

B

o Afind HA Y AT+ CWMODE=2 5 # AT+CWMODE=3 5} 4+ 3%
* #FAT+SYSSTORE=1, Wi HHCRHALETE NVS 40X
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- BRI\ SSID R4 T 5, TS i B4 0 MAC MO A1R. (63T DA FIAT+ CWSAP? 2530 B A1
SSID,

il

AT+CWSAP="ESP","1234567890",5, 3

3.2.11 AT+CWLIF: #ifj#;5] ESP32 SoftAP [ station {5 &

Parhr %

=

AT+CWLIF

W] 3 :

+CWLIF:<ip addr>, <mac>

OK

B

¢ <ip addr>: #4231 ESP32 SoftAP [ station [ IP Mkt
o <mac>: j%3E2] ESP32 SoftAP {1 station 1) MAC #ihil:

(A

o Ay S TCUEAEIIEAS IP, (U FF(E ESP32 SoftAP FIHE A station DHCP ¥y (i HIf 51 F 4k

3.2.12 AT+CWQIF: WiJf station 5 ESP32 SoftAP [y
AT R %

ke
Wi B 1% A\ ESP32 SoftAP [# station

A

’AT+CWQIF ‘

W] 7 <

Yitig:
Wi FF 341 A ESP32 SoftAP f#J station

[
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’AT+CWQIF:<mac>

W

’OK

o <mac>: FEWHEER station 1) MAC Hihl

3.2.13 AT+CWDHCP: j3Ji/25)1] DHCP
iy

Py -
ﬂﬂ/?\‘

AT+CWDHCP?

W 3% <

+CWDHCP : <state>

J& /2% Ffi DHCP

’ AT+CWDHCP=<operate>, <mode>

W

’OK

¢ <operate>:
- 0: 5]
- 1 5
* <mode>:
- Bit0: Station ) DHCP
— Bitl: SoftAP f#) DHCP
o <state>: DHCP RS
- Bit0:
+ 0: 25 Station [} DHCP
+ 1: JB ] Station f¢) DHCP
- Bitl:
x 0: 25 SoftAP f{) DHCP
x 1: J3 ] SoftAP fY) DHCP
- Bit2:
x 0: 22 ] Bthernet |1 DHCP
« 1: J& i Ethernet 1) DHCP
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e

o HAT+SYSSTORE=1, Wr'E HEHUCRHRTE] NVS 43X

o AREMS SR EFS Pv4 Mtk 2SBS0, WAT+CIPSTA FIAT+CIPAP
— 2 DHCP, 7S IPv4 Hiht2pi2k
- AR IPv4, U DHCP 2425
- KR ESESR L —RAE

il

// JB J Station DHCP, # £ J§ DHCP mode ¥ 2, M| 3 DHCP mode % 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, 4 ® J§ DHCP mode 4 3, M| 3 DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #if)/ix ¥i ESP32 SoftAP DHCP 4yJiiit) IPv4 Huhk i F6l

AT+CWDHCPS?

W

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

yiie:
¥ ESP32 SoftAP DHCP JI# %2843 it (1 TPv4 HiLhik 3 Fl

s

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

Wi 3% ¢

[ox

¢ <enable>:
— 1: %% DHCP server {5 8., &S IIEE
— 0: }% W% DHCP server {5 5, WEERINME, RSB FIES
* <lease time>: FLZYMFIH], FEL7: 4380, HUEMHE: [1,2880]
o <start IP>: ESP32 SoftAP DHCP #4543 IPv4 Hutik it 5 44 1P
o <end IP>: ESP32 SoftAP DHCP J[} 4525 IPv4 ity 445 IP
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]
o #7AT+SYSSTORE=1, [t E ¥ RIZE] NVS 43X

o AL hiAE ESP32 SoftAP #ixUflifE, HFF /5 DHCP server 1% i 1 H
o X ERY IPv4 Hidik 5 FE 20 5 ESP32 SoftAP fE[a]— R Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HHEE, WEZRIAHE

3215 AT+CWAUTOCONN: #ifj/ite |- L 45 [ 2hids AP

AT+CWAUTOCONN?

Wi

+CWAUTOCONN: <enable>
OK

)y

BE A

s

Py
A

’ AT+CWAUTOCONN=<enable>

Apa) Jf
’OK
S
e <enable>:
- 1 hHABhER AP (BHA)
- 0: FHANHBhER: AP
]

o ARBERATEH] NVS X,

il

AT+CWAUTOCONN=1
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3.2.16 AT+CWAPPROTO: #ify/i% i SoftAP B X F 802.11 b/g/n [lpillbrifi

AT+CWAPPROTO?

W i <

+CWAPPROTO: <protocol>
OK

By

o

N

B

¥

=

./?\:

’AT+CWAPPROTO:<protocol>

e <protocol>:
— bit0: 802.11b Hpsl A7
— bitl: 802.11g Pl brif
— bit2: 802.11n P ARIE
— bit3: 802.11 LR 'R#E L FItpUARE

B

o ET, ESP32 ¥ 4% 45 PHY mode Il : Wi-Fi Pzt

o BRANHILT, ESP32 #4517 PHY mode & 802.11bgn Bizt;
3.2.17 AT+CWSTAPROTO: ¥ Station iz | 802.11 b/g/n Ppill b
iy A

O e
iy

AT+CWSTAPROTO?

Wi i ¢

+CWSTAPROTO: <protocol>
OK

R
% =

Ele
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’AT+CWSTAPROTO:<protocol> ‘

* <protocol>:
— bit0: 802.11b HMMA7E
— bitl: 802.11g P AR
— bit2: 802.11n PrERUE
— bit3: 802.11 LR 'R#E & FItpUbRE

i}

o M4, ESP32 %45 7 #:8) PHY mode I : Wi-Fi #pisi=

o BRAMESLT, ESP32 #4517 PHY mode & 802.11bgn Bizt:
3.2.18 AT+CIPSTAMAC: #rify/vx ¥ ESP32 Station 1Y) MAC Hiuhk:
iy A

Dytig:
7] ESP32 Station [#] MAC Hihik

[

AT+CIPSTAMAC?

W

+CIPSTAMAC:<mac>
OK

)E’J

CELN A

&

¢ =3

%% ESP32 Station ] MAC Hiifi
g

=

’AT+CIPSTAMAC:<maC> ‘

W i <

[ox |

BH

e <mac>: FAEESE, 8 ESP32 Station |1 MAC #idik
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e

* #FAT+SYSSTORE=1, Wi W HCRHATEE] NVS 40X

« ESP32 Station [ MAC Hiik 5 ESP32 Ethernet 1 ESP32 SoftAP AN [E|, AEh &8 FEER MAC
Hi ik

MAC #idik ¥ Bit 0 ANfEHR 1, fFilfm, MAC HhEATPAE “la:--7, {HARTA DA “15:-7
FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 2 o il , ARENE

il

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.19 AT+CIPAPMAC: #if)/i% ¥ ESP32 SoftAP ) MAC Hil:
iy

Dyie:
21 ESP32 SoftAP [ MAC Hizhl:

AT+CIPAPMAC?

W )i *

+CIPAPMAC: <mac>
OK

[y

Yriig:
¥ ESP32 SoftAP 1] MAC Huhik:

A\ .
“Il/?\‘

’AT+CIPAPMAC:<maC>

W

’OK

S8

o <mac>: FHEESE, F8 ESP32 SoftAP [1) MAC #ihil

]

o ¥7AT+SYSSTORE=1, [t 8 ¥ U RIZE] NVS 43X
» ESP32 SoftAP ) MAC H#iihi 5 ESP32 Station £l ESP32 Ethernet A[a], ANIEh —FH % B HFER MAC
Hodik
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o MAC Huhtf Bit 0 REEN 1, B, MAC #ihkv]PAE “18:--7, {HAW P “15:--7
o FF:FF:FF:FF:FF:FF f 00:00:00:00:00:00 2 L&t , AReis s

il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.20 AT+CIPSTA: #%ify/i E ESP32 Station [1] IP Hukl:
A%

k-
#¥ifi) ESP32 Station 1] IP #ihil:

O e
iy

AT+CIPSTA?

W i+

+CIPSTA:ip:<"ip">
+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ipbgl:<"ipv6 addr">

Yytig:
¥ B ESP32 Station [ IPv4 ikt

[

AT+CIPSTA=<"ip">[, <"gateway">,<"netmask">]
P g y

W

E |

B8
o <V ip” > FHFEESH, Fn ESP32 station {1 IPv4 Hhihik
o <” gateway” >: [

o <” netmask” >: FM#E
e <” ipv6 addr” >: ESP32 station [ IPv6 il

Bl
o AR A, A7 ESP32 station #E A AP BUCE L B #HE TP MUhEJG, A REAIAEI E R IP
il

o FFAT+SYSSTORE=1, Fil'E W SR RAFE] NVS 43X
o ARE S5 E DHCP ey S tHE 2, GNAT+CWDHCP
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- R EAAS IPv4 HihE, TU)2% F] DHCP
- # 5 DHCP, %% B 3S 1Pv4 Hitik
- e K E S S R E

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: #xif)/i¥i ESP32 SoftAP i) IP Hiuhk
iy

Yytig:
#if ESP32 SoftAP [ IP Hihik

[

AT+CIPAP?

Wi % ¢

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

BeEmA

Yrii:
¥ H ESP32 SoftAP [ IPv4 Hiht

’ AT+CIPAP=<"ip">[, <"gateway">, <"netmask">]

W ) :

[ox

o < ip” >: FAFERBEL, F57 ESP32 SoftAP [ IPv4 itk
o <” gateway” >: [

o <” netmask” >: FM#

e <” ipv6 addr” >: ESP32 SoftAP (] IPv6 Hiitil

]

o AR EMANGE T IPv4 4%, Rid T IPv6 (4%

o ¥TAT+SYSSTORE=1, Wit '& ¥ UCEHR1ES] NVS 43X

o ARPEE A5 E DHCP (A 52, AT+ CWDHCP
- FB RS IPv4 itk , U124 F] DHCP
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- # )5 DHCP, %% B 3 IPv4 Hitik
- BRI ES S R E

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: J|k} SmartConfig
T %

Tytig:
JF 2 ESP-TOUCH+AirKiss 3 75t

Py
iy

AT+CWSTARTSMART

Yyiik:
FFIRHE P 252411 SmartConfig

[

’AT+CWSTARTSMART:<type>[,<auth floor>] [, <"esptouch v2 key">]

] 7
B
+ <type>: A
- 1: ESP-TOUCH
— 2: AirKiss

— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
« <auth floor>: Wi-Fi G Fff, ESP-AT A2 85 authmode 5 T I {E Y AP
— 0: OPEN (ZkiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
* <” esptouch v2 key” >: ESP-TOUCH v2 (& fMH, H TR Wi-Fi A0 H 2 R . KRN
R 16 FHY .

I
AW =
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e

* WZA K SmartConfig {5 5., 755% ESP-TOUCH i 55 ;

* SmartConfig {¥ 3 #:7F ESP32 Station #5=NH 5

* J§E Smart get Wi-Fi info I~ SmartConfig JINFRELE] AP 5 5., 2 )5 ESP32 2 iE#: AP;

* J§H +SCRD:<length>, <rvd data> Z75 ESP-Touch v2 i{INREE| H & L EHRE

e J§H Smartconfig connected Wi-Fi F/RINIEES] AP;

* Ak ESP32 i% £ 75 245 SmartConfig [ ¥ 25 3L [ 25 45 F Mo, Br A AETH B, Smartconfig
connected Wi-Fi #iH)5HEiRE T 6 #PHEHAT+CWSTOPSMART ;

o T[E ] AT+CWSTOPSMART 1% 1I- SmartConfig, &G H-HfTHM A2 . HR, 7F SmartConfig 1 f¢H
T RATHAL AT L

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.23 AT+CWSTOPSMART: {5} SmartConfig

Wiidr s

=

A

’AT+CWSTOPSMART

W

’OK

|

* it SmartConfig S 575, #iE7EATH AL Ay 42 HiiJ# AT+ CWSTOPSMART FJi SmartConfig 5
AT

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: ¥ WPS Jfig

- :
BeEmA
Wi

’Z—\T+WPS:<enable> [,<auth floor>]

Wi 3% <

[ox
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BH

e <enable>:
— 1: JF}2 PBC 247111y WPS
— 0: %4 PBC 247111 WPS

o <auth floor>: Wi-Fi Y JFHE, ESP-AT /A4 i%43:%] authmode i I HI{E ) AP
— 0: OPEN (BkiA)

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

|
NN R W =

(L]

o WPS hfig s JiiAE ESP32 Station {8 GE1 &L T4 H
« WPS Tfi% WEP %% 15 2

2N

AT+CWMODE=1
AT+WPS=1

3.2.25 AT+MDNS: ¥ mDNS Jjgg

NI

XEmWmA
At

§>

’AT+MDNS:<enable>[,<hostname>,<service_name>,<port>]

W

[ox

S

¢ <enable>:
- 1: JF)it mDNS Jifig, RS 4 EIHY
- 0: X4 mDNS Ujfg, s FIEE
+ <hostname>: mDNS £HZFR
+ <service_name>: mDNS f# 444 F5
e <port>: mDNS i [

Bl

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0
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3.2.26 AT+CWJEAP: #ER; WPA2 Mkl AP

iy

i

iy

[l

ESP32 station £ ARJ{EV A AP FC EAF B

AT+CWJEAP?

L)V

+CWJEAP:<ssid>, <method>, <identity>, <username>, <password>, <security>

OK

)E’J

Ay

LN
"D{>

Lyt :

R

(s

2| A ppaoll i AP

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

Mjn] oz <

|

OK

o

+CWJEAP : Timeout
ERROR

<ssid>: {IVAR AP ) SSID
— G0 SSID s AL , o L\ SRR AT, TR
<method>: WPA2 MV ARIAGE =0
- 0: EAP-TLS
- 1: EAP-PEAP
- 2: EAP-TTLS
<identity>: Pyt | f9 5, FAFRREIH 1 ~32
<username>: [ EX 2 (I P4, il 1~32 575, EAP-PEAP. EAP-TTLS Fifti if ks
AZH, EAP-TLS F LR E A S
<password>: Bt 2 (T, JEE: 1~32 579, EAP-PEAP. EAP-TTLS Wffi\ilE )y i i E A
24, EAP-TLS R EARSE
<security>:
- Bit0: & Pk 43
- Bitl: R4 Ak
[<jeap_timeout>]: AT+CWJEAP fiy Wi /ORI, Bfz: #P, BRIAE: 15, B [3,600]
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il

// EBE BAP-TLS WEF XML LM 2P, REHG, BERSBEH, WREF RIS
AT+CWJEAP="d1link11111",0, "example@espressif.com",,,3

// ¥ FE EAP-PEAP A E F & M Ak Mo
AP, RESNM. AP 4. 54, TRIERSFHFIES, TWHEF P miEH
AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl11",0

HARS:

WPA2 VR4 i%PS DA ERR CODE : 0x<%$08x> #%FCFT B :
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET IDENTITY_FAILED 0x8005
AT_EAP_SET _USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT _EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT _EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT _EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT _EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_ CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

]

* FHAT+SYSSTORE=1, FLEEUCRIRIEE] NVS 31X
o i AR A5 T ) Station 55X
o i TLS ATy s UFG (ERE R o lE S
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3.2.27 AT+CWHOSTNAME: #ily/i ¥ ESP32 Station 1) 1 HL#4FR
iy

Yitig:
i) ESP32 Station [ =ML FR

s

AT+CWHOSTNAME?

W

+CWHOSTNAME : <hostname>

OK

BeE WA

tig:
¢ B BESP32 Station [ =ML FR

’AT+CWHOSTNAME:<hostname>

W i :

[ox

AT Station A, IR 1] :

’ERROR

B

» <hostname>: ESP32 Station [ =ML PR, mARKE: 3259y

e
o BCE O RAFE] flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #Fify/¥t® Wi-Fi [H510i0
A i) iy A

i
2] Wi-Fi [F A0
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[

AT+CWCOUNTRY?

Wi 3% ¢

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

v

N

i
BB WiFi [ 5
LT

&;

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count> ‘

W i :

[ox |

BH

¢ <country_policy>:
- 0: RrEZ AL ECH ESP32 45 TE AR AP Y EZ 65
- L ANUEEZRA, RARRA IR E W E R A
* <country_code>: [EZMH, HAKE: 3 NFRF, FEEZNAIESS I1SO 3166-1 alpha-2 frift.
o <start_channel>: EIA{E538, JUHE: [1,14]
o <total_channel_count>: =38 MANEL

B
o IS S % Wi-Fi EF AKX,
o BCEEUCRRAEF] flash

il

AT +CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT ik

(I

AT+CIPV6: J2 /%5 1] TPv6 W44 (IPV6)

AT+CIPSTATE: #¥if) TCP/UDP/SSL #2515 B,

AT+CIPSTATUS (-7 ): #%if] TCP/UDP/SSL &R SFIE
AT+CIPDOMAIN : 354 f#HT

e AT+CIPSTART: %57 TCP j#1%. UDP f£4ak SSL 443

o AT+CIPSTARTEX : 7~7.HZ#)4 HC ID B9 TCP i%3% . UDP {45 SSL %1%
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3.3.1

[MLE AR AEAEX] +++: BB RAEHEX

AT+SAVETRANSLINK : V5% Wi-Fi JFHLiE 4 X (S8,
AT+CIPSEND: {E-&i# £ 42 X, 8y Wi-Fi 15 54X, T Z 150
AT+CIPSENDL: F-i8 154 42 X, R IHAT Rk KB
AT+CIPSENDLCFG: % & AT+CIPSENDL £ 41 J@
AT+CIPSENDEX : #£-&-i@ 42 X R AP Rny o X ks 5
AT+CIPCLOSE: %4 TCP/UDP/SSL 34432

AT+CIFSR: i) 7l IP #idik-F1 MAC Hbhk

AT+CIPMUX = J3 /55 22 A

AT+CIPSERVER: #~7/% 4] TCP & SSL i %42
AT+CIPSERVERMAXCONN : 5 if) A% B /R 55 2% Se VT ) i R IE AR
AT+CIPMODE : i)/ B A& Hi k=t

AT+CIPSTO: Fif)/ 5 &AL TCP Iz 55 #58 H Bif 7]
AT+CIPSNTPCFG: 25/ B i X Fl SNTP fl 45 %
AT+CIPSNTPTIME : %5if] SNTP H|]

AT+CIPSNTPINTV : 253/ & SNTP B |A] [ 4 19 1] b
AT+CIPFWVER: IR 5545C A 1 AT [I{ERR A
AT+CIUPDATE: 5@t Wi-Fi )% 5 12

AT+CIPDINFO: ¥%'& +IPD Ji A1

AT+CIPSSLCCONF : 253/ 8 SSL % Pk it &

AT+CIPSSLCCN : 2/ & SSL & i i 2 H 44 (common name)
AT+CIPSSLCSNI = %5/ #: SSL & i) SNI
AT+CIPSSLCALPN : Z5if)/i%' % SSL % 13 ALPN
AT+CIPSSLCPSK : #¥if)/#% & SSL % i) PSK (FZ &)
AT+CIPSSLCPSKHEX : Z¥if)/$¢8 SSL % Pt PSK (753t 6% 20
AT+CIPRECONNINTV : 25if)/1% & Wi-Fi 15 £ 42 X, Ty TCP/UDP/SSL T % 8] [5
AT+CIPRECVTYPE: #if)/% B &
AT+CIPRECVDATA : SR S H O T i &3 4
AT+CIPRECVLEN : il sh i N B w4 K
AT+PING: ping %}t 41

AT+CIPDNS : #5ifi]/i% & DNS IR %2515 B,

AT+CIPTCPOPT : 25/ BB F kI

Ira

W BRIAM AT B S U R A AT 4. QR ESTF ST ESP32 BHA @4, il HiT%
iF ESP-AT 142, FESS A E TARRE®RPE (N2 shorny, ARG TR E%kst):

2] OTA 1S (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

#H] PING 1% (AT+PING): Component config->AT->AT ping command support
E5H TCP/IP fn % (R . —HEH, Brfy TCP/IP ThRERFTCIAE A, FR2E BITIE X 48 AT iy
4-): Component config->AT->AT net command support

3.3.2 AT+CIPVG6: |3 H/ZEH 1IPv6 %% (IPv6)

A%

i

Aif] IPv6 [ 452 75 i fiE

P e
"N4>'

AT+CIPV6?
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Wi 3% ¢

+CIPV6:<enable>

OK

EmA

&F

Ly :
JE /A TPV [ 2%

O e
iy

’AT+CIPV6:<enable> ‘

W

[ox |

B4
* <enable>: IPv6 M ZE(HTEEIRAS. BRIAE: O
— 0: 22 IPv6 M %%
— 1: J3H IPv6 M %%
B
e fEfH M B F IPve M % L2 N H B, BB M IPve KW %, (F e
T IPv6 W %% {#i H TCP/UDP/SSL/PING/DNS, 4 % & TCP6/UDP6/SSL6/PING6/DNS6 &
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6)
3.3.3 AT+CIPSTATE: #ifj TCP/UDP/SSL Y5 HE
g4

O e
iy

AT+CIPSTATE?

Wi i *
BTN, AT R

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>

OK

A TR, AT 1R [0

OK
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* <link ID>: MZ1%4; ID (0~ 4), HTZHEEMER
o <V type” >: FLFERSE, FonEHIZEH:” TCP”,” UDP”,” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
e <” remote IP” >: FESE, Fonmiy [Pv4 Hubiks IPve Hilik
* <remote port>: tifiifi F{E
« <local port>: ESP32 7l I'1{H
* <tetype>:
— 0: ESP32 A VE & F iy
— 1: ESP32 VMR S5 4

3.3.4 AT+CIPSTATUS (GilHl): #rify TCP/UDP/SSL &R A5 B

Parr %

=

AT+CIPSTATUS

Wi i ¢

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>
OK

o <stat>: ESP32 station 33 [ PR A
— 0: ESP32 station "N R ¥ IEIIRTS
— 1: ESP32 station A IRALAIRAS, (HIL KTt Wi-Fi 442
: ESP32 station ©.i%42 AP, ##45 IP #ihik
: ESP32 station £ %537, TCP, UDP &} SSL &
- ESP32 %4 i 1ty TCP. UDP 1 SSL #JWiJF
— 5: ESP32 station JF- 443k Wi-Fi 4%, {H K48 - AP 5{M AP KiFF
* <link ID>: %158 ID (0~ 4), HT 28N
o < type” >: FREBESE, FonfEHEZEEL:” TCP”,” UDP”.” SSL”.” TCPv6”.” UDPv6” &} “SSLv6”
o <” remote IP” >: FEFHESEL, Fnutng IPv4 Hihik sk IPve Hihl
* <remote port>: T I {E
* <local port>: ESP32 Z<#bi [1{H
* <tetype>:
— 0: ESP32 4 1ENE F i
— 1: ESP32 I VE MR S5 2%

|
S LN

Bl

o A AT+ CWSTATE 5452510 Wi-Fi k%S, i flAT+CIPSTATE 451 TCP/UDP/SSL k7.

3.3.5 AT+CIPDOMAIN: I§#f@#dr

v e
S A

-y

=

/7"\

AT+CIPDOMAIN=<"domain name">[,<ip network>]
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Wi 3% ¢

+CIPDOMAIN:<"IP address">

OK

BH

e <” domain name” >: FFENTHIE G

o <ip network>: Pt IP P25, BRIN(E: 1
- 12 FIEMENT A IPv4 ik
- 20 HfENTA IPv4 Hidik
- 3: HfEMT R IPv6 Hidik

o <” IP address” >: f#HTHI) IP Huhik

2N |

AT+CWMODE=1 // & E station # &
AT+CWJAP="SSID", "password" /] E R %
AT+CIPDOMAIN="iot.espressif.cn" VAS- % %

/] B e BAT, REATA Ipvd HHt

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B e BAT, REAT A IPve Mt

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B BAT, BHREATH IPva HHE

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: &y TCP #:g:. UDP f&#yuk SSL %4
o« #5 TCPiki:

o 323 UDP 154k
o %3 SSLifiE

43y, TCP 8%

peEmY mA

// B % ¥ (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>][,<"local IP">]

// % % # (AT+CIPMUX=1) :
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—"local IP">]

W i <

PR, k)
CONNECT

OK

ZHERGUT, R
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<link ID>,CONNECT

OK

* <link ID>: 257542 ID (0~ 4), HTZEERMIEL. ZSE0EEBYLT nenuconfig PRIHAS
BB, —AN2 AT 4L Al BT AT_SOCKET_MAX_CONN_NUM , ZRIAME N 5. B —2 LWIp
OB E T LWIP_MAX_SOCKETS , ERINEH 10, EEUGZSEWTEHE, EFHEZE il &
AT_SOCKET_MAX_CONN_NUM M{E I #fiZ A KT LWIP_MAX_SOCKETS {H. (&% %%
ESP-AT T32 JRPEZ(5H..)

o <V type” >: RS, FIRMYIEREM,” TCP” 5 “TCPv6”. ERIAME:” TCP”

* <” remote host” >: FFR SR, Fonitig IPv4 bk, IPv6 Mk, sidf4s. Skl 64 545,
SRIETHE B A B4 KT 64 5277, 1 AT+CIPDOMAIN iy 4 3R US 45 X 1 i) TP Hihl
SRIGHE T TP btk T 4%

« <remote port>: L 1{H

o <keep_alive>: [il BEFERF SO_KEEPALIVE %I (&% : SO_KEEPALIVE /14), Hfi: .

« WiEl: [0.7200].
- 0: 441 keep-alive Zfig; (BAIA)
- 1~7200: JF)3 keep-alive BJE. TCP_KEEPIDLE {H >}y <keep_alive>, TCP_KEEPINTVL {§}
1, TCP_KEEPCNT ff% 3.
o KA <keep_alive> BEHAT+CIPTCPOPT fr4 ) <keep_alive> ZEUMHE, HE&H
M E BT . MBI ARSI E <keep_alive> 24, MIERIAfH A LR L& 1(HE .

o <” local IP” >: EIE45E AL IPv4 Mkl IPv6 Huhl . XS EIEAHL 2 W 483 LI RS L £ TP
Hohbi AR A T . BRIACHEER, REAEMEH, FaTiRE, SEWAERUE

e
o QR ELT IPvO 25 78 —A> TCP 4%, HHATA T4
- T AP 3% TPv6
— B AT+CIPV6=1
— BT AT+CWIAP 6y 5 3RELE|—A 1Pv6 il
— (A[3E) #ITAT+CIPSTA? A H52 ESP32 J2 75 $HE] IPv6 itk
hil

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500,60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPvo6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at O i it AT+CWJAP 3 Bl F| IPve 4 B Hb i
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004", 80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

#e3). UDP {45

MY mA

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<local port>,<mode>,<"local IP
1>

(N oLaRE:)
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(£ L£50)

// % % ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <
—"local IP">]

W

PR, Rl

CONNECT

OK

SRR, R

<link ID>,CONNECT

OK

BH

it

il

<link ID>: WZ&&ER;: ID (0~ 4), HTZ&EZAEDL
<’ type” >: FRFEHRSE, FRMLGEREIAL,” UDP” & “UDPv6”, ERIAMEH:” TCP”
<” remote host” >: FLFHRSE, FoRmin IPv4 ikl IPve Huhl, 5084 . &N 64 35, W
SRR B 4 B4 KB AT 64 5275, T AT+CIPDOMAIN iy % 4R B 44 %5 [ [1) TP bkl
SRIGHH TP Mk R .
<remote port>: i 1{H
<local port>: ESP32 % £5H) UDP i I[{H
<mode>: 7f UDP Wi-Fi if{4 T, ASEELHBH 0

- 0: 20 E| UDP i )5, AeAsttug UDP sk B (2RiA)

= 1 U — R BRI E SRR B EAN [ B % i UDP s, A8 Xt UDP A5 o8 K3k B

WA 1y TP Mk A 1

— 2: FREICE] UDP ident, #okasstig UDP #hhlk{E B0 & 2B i 5450y 1P Hudik-Fins o
< local IP” >: 4L EHIANL IPv4A Hihk sk IPv6 itk , ZSEAEAHL L W44 N i Fl A #h £ TP
HohbrHEREA . BROACHEEH, WEREHEMEH, FafrikE, SEWMERE

A5 UDP jE4 i)mis 1P k2 IPv4 R4k (224.0.0.0 ~ 239.255.255.255), ESP32 545K & 1%
F UDPv4 ZH 3%
R UDP #:42 vh ik i IP #hhik 2 IPv4 3% Hdik (255.255.255.255), ESP32 1% 455 A& 325 A2 UL
UDPv4 |~ #%
oL UDP GE bRy i dm IP M dE 2 IPve 4l 3% M 4k (FF00:0:0:0:0:0:0:0 ~
FFFF.FFFF:FFFF.FFFF:FFFF.FFFF:FFFF.FFFF), ESP32 % £ ¥ K F 1IPv6 W 2%, & % FT 22 ik
UDP 4%
i % <mode> 1, FHFLRESE <local port>
TR AAEELT IPv6 W25 7@ 57—~ UDP 444, 5 HhAT AT #84F:

— TR AP 7 IPv6

- WHEAT+CIPV6=1

— WITAT+CWIAP 635 FELE]—A IPv6 itk

— (W) ETAT+CIPSTA? iy ¥4 ESP32 2754k E %] IPv6 Hihl:
R AU B KT 1460 #7451 UDP 41, i H 474 % ESP-AT T 42, {E4f P E TR R
##¢: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets
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// UDPv4 X #
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #F IPve W % KBy UDP H 3%
AT+CIPSTART="UDPvo","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9%b"

// #F IPve W% KBy UDP % %
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

Hey. SSL iR

BEmA WA

// B (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>,<"local IP">]

// % % H: (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[, <keep_alive>,<"local.
—IP">]

o] . <
HEHARATT, W

CONNECT

OK

Z AR, &

<link ID>,CONNECT

OK

o <link ID>: #5155 ID (0~ 4), HTZEBE L
o <" type” >: FRIHRSE, FIORMEIERLIA,” SSL” 5 “SSLve”., BRiAfH:” TCP”
+ <” remote host” >: FIFEESHL, %%E“if_ﬁﬁﬂ”ﬁ IPv4 Hutil, TPv6 #lihik, BidW44. ek 64 2795, W
@%Eﬁﬂwﬁzﬁﬁ%kﬁ HEIL 64 77, il AT+CIPDOMAIN iy 43R W44 X 151 TP Hbtik
SRIGHH TP Mk .
« <remote port>: L 1{H
o <keep_alive>: [l EHERFN) SO_KEEPALIVE &I (5% : SO_KEEPALIVE N'4H), BAfi: Fb.

« Y5 [0.7200].
— 0: 2% keep-alive ZhfRE; (BRIA)
- 1 ~7200: FFJ keep-alive ZfE. TCP_KEEPIDLE {f3} <keep_alive>, TCP_KEEPINTVL {}
. TCP_KEEPCNT {#4 3.
. ZIK/E/\EPE]’J <keep_alive> B HAT+CIPTCPOPT 54 FH) <keep_alive> ZHMHFE, HL&(H
H G E R A E o WIABITA G OB AN K E <keep_alive> S48k, MBHGAMEH B ERIE.

o <” local IP” >: JEIE4LENIAN] IPv4 Mkt sk IPv6 Huhl . %S B ACHL £ W 48 352 LIRS L £ 1P
Hodib R A . BRACHEER, WURGHEMEH, FETIRE, SEW A RE

BE]
o SSL SRR T T ARl I AR
* SSLEEH HHKENS, WAL FHRAEN

Espressif Systems 80 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback



https://man7.org/linux/man-pages/man7/socket.7.html#SO_KEEPALIVE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPIDLE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPINTVL
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPCNT
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 3. AT Ay d4E

o WIS AT+CIPSTART fipd &3t T SSL %42, HAR MR A AT B R 10 B2, DGR B s ] 25 48
BEK, BT R TR
o QNARGEARELT IPv6 W27, — 4> SSL 4%, EHITA R #E:
- Tilf AP $ IPve
- BB AT+CIPV6=1
— SEITAT+CWIAP 634 3KELF]—A~ IPv6 Hbudik
— (WAlk) WILAT+CIPSTA? fiy Ak 4r ESP32 275 3K E] TPv6 Hitik

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at O i it AT+CWJIAP # B % IPve £ 5 Hi it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: &t [1840d ID i) TCP #:3;. UDP {4k SSL ¥4
Afir 45 AT+CIPSTART MR, RRGAET : TEL IR (AT+CIPMUX=1) TG FE40 0L ID, R5
= BB 4 1D,

3.3.8 UG MBAIRER] +++: BHVEDREX

Fesk AT o 4

i
BHAIEARX, FHEAFEEX

Command:

/) AXE R B R

+4+

il
o WRPRMATA 0 A = AME + 457 (BRI ASCILAG: 0x2b), [AJEfir %452 1A CR-LF F4F
o BEREE—A> + FAFRIE A 20 ms I IA] ARG A BCA HABR A, 55 =4 + FAF IS 204 20 ms 5 1H][5]
PR HAf A, A + FRFZ B 2AT 20 ms B B[R] 9 A HARE A . B, + FRESERY
o AFRFFIRINAT iy B il
 WHEDER | AT & AT @

3.3.9 AT+CIPSEND: {rulfEiibiok Wi-Fi #E B k8

. .
¢ L A

-y

&

o
E 8

BN, TR KRR . AR AR R BR K R T 8192 57y, i 8 ) AT+ CIPSENDL

2 =
7
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// ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP &y 7 48 & x5 £ WL 0o H
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i ¢

OK

>

R FR AT EHE SRR TR, BU T DA AR, 24 AT 08 i 8l KA F] <length>
Ja, BRI

LB SEMVALS AR eI i g TP AL

’ERROR

AR B AL OB C 2R B0 3 ) , &[0

’SEND OK

P4
i
BEA Wi-Fi i £ 42X

A

AT+CIPSEND

Wi i3 ¢

OK
>

1%

ERROR

PEA Wi-Fi & 542X, ESP32 B GRICRARIL 8192 Y, e K&K 2920 7Y, ANSRACEN 1 B <
RFAET 2920 7747, o r B s 2920 5 — BRI T AR, B W25 Rr 20 Z FPEiE fplicEl
AEEE R T 48T 2920 P AR B (SmT DAL AT+ TRANSINTVL fiy QB E VLA ) o 2% A Sl —
B+ W, RS AR TR AR, DR | BT 4 AT

K S NAEFF s # 42X DAL ER R . #54 Wi-Fi UDP #1%, AT+CIPSTART fii 4155k
<mode> WK E N 0.

BH

* <link ID>: W% ID (0 ~4), HITZEEANEN

o <length>: HHiK AL, FARMH: 8192 FA7

+ <” remote host” >: UDP &4 n] AFE & Xt EHL: IPv4 ik, TPv6 btk , siiisi4
* <remote port>: UDP %4 n] PAFE & X i it 1
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]
o UA] DA AT+CIPTCPOPT 436454~ TCP M4l B 7k . flin: %8 <so_sndtimeo>
5000, W TCP &ikfRfESAE S PR EIZER, TR MR 2RI, X AT MCU %575 AT a4
[ 42 PRy EsF]

3.3.10 AT+CIPSENDL: £ il ek X b IFA 7% KB
EaEs

yfik:

Sm AR AT, FERKE, T AREE (AT 64 IR AT A X A 22 5291 71) .
T AI LA ] AT+ CIPSENDLCFG fiy A Tl B A 4. NSRBI B /N T 8192 27, #tumT DA
{di F AT+CIPSEND £ 4 %:3% .

Py
A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 45 & * 35 £ AL v H
AT+CIPSENDL=[<link ID>, ]J<length>[,<"remote host">, <remote port>]

Wi 3% <

OK

>

AR IR AT JEAZIEAZ X - HEMERS U HIL AT f-oi 1 BORE , ORHEST AR AR, —HL AT
iy 4 H ZMCEI R, Bl S PUAEIRZ L, BaRfemITis.

MR C TR, RESMIRAT+CIPSENDLCFG LB FARE L -

’+CIPSENDL:<had sent len>, <port recv len>

IR+ ++ A BUE, RYGRMN:

’SEND CANCELLED

MR EIRA P E RN E, ARG RARN

’SEND FAIL

R BT B A A CRREEIRC 40X Bx i), RETHRA RN :

’SEND OK

MIERIRITI), G AR +++ S BUH &k, A ESP32 ik S NAIEAR X GBI . B, AT iy 4w
Ha— B, BRERER <length> KRIEHHNS, 4 SBHAERX.

¢ <link ID>: [Z%3%H ID (0~ 4), T ZEENEL

* <length>: HU{CHE, HRME: 27 - 154

+ <” remote host” >: UDP &4 n] AFE X o £4L: IPv4 itk IPv6 Huhk, =isk4
+ <remote port>: UDP £ 4] PATS & Xt i i 11
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o <had sent len>: 3% 2| JiE 2 AR AU B
« <port recv len>: AT &3 U R 50 B K )

e
o W UART Jifs. S0, 2R UART B2 BT M4 Ak sl E ), RFa S8R %%,
o 1T DA F AT+CIPTCPOPT 1543 454~ TCP YE3E IR B A eI, il 3% <so_sndtimeo> 4
5000, W TCP Jik#AfESTE 5 B IREISER, TR IL 2Rk, XA A48 MCU 4545 AT g
] 52 g s ]

3.3.11 AT+CIPSENDLCFG: ¥ AT+CIPSENDL 7y A1) @k
A ity 2

itk
251 AT+CIPSENDL £y A1y it B

AT+CIPSENDLCEG?

W i <

+CIPSENDLCFG:<report size>,<transmit size>

Dyie:
% B AT+CIPSENDL A 1T B

A

’AT+CIPSENDLCFG=<report size>[,<transmit size>]

Wi i ¢

’OK

BH

« <report size>: AT+CIPSENDL iy 4R/, BRIAE: 1024, JEF: [100,2 207, @ildn: &5
<report size>{H} 100, WJAT+CIPSENDL 145 B <had sent len> FIRJF4HN (100,
200, 300, 400, ---- ). fJEH) <had sent len> DFR{EEESE T SLPrf&fp8E KL .

* <transmit size>: AT+CIPSENDL fip % F LRI, BAaa T HdE LA Ok E o . B
IME: 2920, {ER]: [100,2920]. AR HIEHEKE R TET <transmit size>, HIELLR)
s A% <transmit size> FAT—ZHMBI TR, BIMSSER: 20 Z RS R 8 KT
T <transmit size> FATHRIEEDE (L0 DAET AT+ TRANSINTVL G4 B 3LIE] FF ) -

L]
o XF TR IMEXT SERF R R B A, IR E RN <transmit size>. WHEFEEGE
1 AT+CIPTCPOPT €4 & TCP_NODELAY J&:,
o MR KRR, WEERRER AN <transmit size>. WMHEFREFELA TR 5 ESP-AT 5
vk bk
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3.3.12 AT+CIPSENDEX: fE# ittt R I Ity i Xk i 8
BeE WA

AR T, S KIERIEHOR, S M0/ \0 (OxSe, 030 ASCID A HCR K%

s

// B F: (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP M W35 & %t 3% IP H ik Fnsg o
AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

W

OK

>

EaRm R FoR AT CHE RO AT R, BT AR AR KRIER B, 24 AT 30 B K18
#| <length> JG#dlt Bl \O AP, Bl temirin .

USRS IR BB AR I B R T, R[] -

’ERROR

R BT A B O S AR CR R E 2 AR B ), &[]

’SEND OK

<link ID>: [A43E45% D (0~ 4), T ZIEBIT L

<length>: B, HAR(E: 8192 FFy

<” remote host” >: UDP &4l AFR S 4L : [Pv4 Hihik. IPv6 Hihl:, sl
<remote port>: UDP £ 1] PAS & X i i 11

(|

o BRI R R BORES, BUBE B\ 0 AT (0x5c, 0x30 ASCID), ¥dlE&IriG, RgtiRE
WE O, SRT & AT s

o IREHEPAE \<any>, WEEBRBFL, REH <any> 55

o WIRFE KRN0, 55 R \\O

o XA DA I AT+CIPTCPOPT fiy4 K WA~ TCP L B BRI, Hlin: $5E <so_sndtimeo> A
5000, W TCP A& ikEAESAE 5 B NIR LSRR, LB IR 2R . X DA MCU 4545 AT find
[1] 5 R ERF []

3.3.13 AT+CIPCLOSE: 3:}] TCP/UDP/SSL i}
Brias

i
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KM Z BT ) TCP/UDP/SSL #4%

A .
"ﬂé’\‘

AT+CIPCLOSE=<1link ID>

Wi % ¢

<link ID>,CLOSED

OK

AT 4

g
KM ISR ) TCP/UDP/SSL 14 4%

AT+CIPCLOSE

W i :

CLOSED

OK

B

* <link ID>: TR FLIER: ID, QRBEN S, WIFR KPR %

3.3.14 AT+CIFSR: #rifyAciy IP Huht Al MAC Huhk

PaT %

=

A

AT+CIFSR

W ) :

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIP6LL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK
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¢ <” APIP” >: ESP32 SoftAP [fJ IPv4 i

o <” APIPG6LL” >: ESP32 SoftAP [ IPv6 ZsHhk i bt
e <” APIP6GL” >: ESP32 SoftAP [ IPv6 4 o bl

e <” APMAC” >: ESP32 SoftAP ] MAC Hihl

o <” STAIP” >: ESP32 station [{{j IPv4 H#iiht:

e <” STAIPG6LL” >: ESP32 station [ IPv6 A<Hu4% & Huhl
o <” STAIP6GL” >: ESP32 station ] IPv6 4> )&l

e <” STAMAC” >: ESP32 station [} MAC Hiihl:

e <” ETHIP” >: ESP32 ethernet [{] IPv4 Hihl:

e <” ETHIPG6LL” >: ESP32 ethernet [ IPv6 4= Mk i i -
o <” ETHIP6GL” >: ESP32 ethernet [{] IPv6 4= Jayihhl:

e <” ETHMAC” >: ESP32 ethernet 1) MAC #tilit

(L]

o HUA 24 ESP32 WA RICEI AR G B 5, A RELDE E Y IP MUkl MAC Hutik

3.3.15 AT+CIPMUX: BEH/Z8H 280
A it 2

itk
R

iy 4

AT+CIPMUX?

W i <

+CIPMUX: <mode>
OK

B
fie:
P

[k

’AT+CIPMUX:<mOde>

Wi i ¢

[ox

BY

o <mode>: JEAR, BRIAE: O
- 0: BLiEg;
- 1: ZiER
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Bl
o JUB 4 BT A T BT T I A ] B O e

o AfE 1R X (AT+CIPMODE=0), A REBE N L HEH
o QRESL T TCP/SSL fied5 i, AUIN BAEERE , WK IS5 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #r /5[] TCP % SSL it 5525
A4

Iriig:
A1) TCP/SSL [z 55 #iRES

P e
"ﬂ4>‘

AT+CIPSERVER?

L)V

+CIPSERVER: <mode> [, <port>, <"type">] [, <CA enable>]

OK

v

7

N

g

¥

=4

A

’AT+CIPSERVER:<mode> [, <param2>][,<"type">][,<CA enable>]

LT)
[ox
ZH
e <mode>:
- 0: XHNRSS#R
- 1o @RS

* <param2>: Zf <mode> A[A], WHSHIE AR :

o IR <mode> 2 1, <param2> f0FEigIT5. BRIAME: 333
o GiH <mode> j2 0, <param2> fARMRFAEH KEIA R im. BRIAE: 0
- 0: XMk A OR B A % P i 1%
— 12 RMANRSS A H KA rf
. <” type” >: [R5 884%:7 TCP”,” TCPv6”,” SSL”, B “SSLv6” . MKiAfi:” TCP”
¢ <CA enable>:
- 0: A CAAIE
- 1: ffif CAAIE
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e

o ZIEEENT (AT+CIPMUX=1), A REHEIRS 2%

o BIEEIRSAE, BB RS T, e Hairald— RS

 MHEFImEA, 2HEHER D,

o GNSREAEUELT IPVO M 45 A @ —A> TCP/SSL 454, 11 G EAT+CIPV6=1, FFIREL—1 IPv6 Hh
Bk,

o KRS A% <"type"> fil <CA enable> W4 .

2N

// EI TCP MR 4% B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// BT SSL & B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// ET IPve M%, GAl#E SsL R 4& #
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLvé6", 0

/1R ARG BB KA BT R & &

AT+CIPSERVER=0,1

3.3.17 AT+CIPSERVERMAXCONN: #%if/i ¥R 45 2% o vt v s e 8k

#i
#5) TCP 5 SSL [} 55 28 VP A BOR A 4

AT+CIPSERVERMAXCONN?

Wi i ¢

+CIPSERVERMAXCONN: <num>
OK

Pa-

CEL A

ifig:
BeE TCP 5 SSL R 55 Feifr a7 i de R ek

O e
iy A

’AT+CIPSERVERMAXCONN:<num>

W 3% ¢

[ox
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BH

e <num>: TCP j SSL E&%%&ﬁi@@jgﬁﬂ_‘j{t?ﬁﬁ7 {Bl%l [1»5] ﬁu%;u\;ux/ﬂ&—d& %ﬁﬂﬁi‘]ﬁﬁlﬂ
{H, WBHAT+CIPSTART f4 3% <link ID> HHiik

]
o T BEE B RIEREL (AT+CIPSERVERMAXCONN=<num>), 5 EQIHRSS#% 2 Bl E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #%ify/¥t B L HiEik
AR A

Yriie
EEREIIES TSR

[

AT+CIPMODE?

W % <

+CIPMODE : <mode>
OK

B
i
BB
e

’AT+CIPMODE=<mOde>

Wi i ¢
E
* <mode>:
— 0: G A AR X
- 1: Wi-Fi & 302 X, R TCP FiiEH: . UDP [ il {50 I . SSL LIS 1 1% L
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e

o FCE T SCARAEE] flash,
o £ ESP32 #f A Wi-Fi i 45042 X, J5, AR5 DI ae R LB -

Bl

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 23 d if i [ia]
iy

yiig:
i) A< TCP/SSL I 55 vl i s 1]

s

AT+CIPSTO?

Wi i ¢

+CIPSTO:<time>

BB A TCP/SSL fIR 45 2 i} ]

’AT+CIPSTO:<time>

W i <

[ox

S
o <time>: ZSHi TCP/SSL 45 25 B IFA], BAL7: Fb, BUETEE : [0,7200]

Bl

o 24 TCP/SSL & FfiifE <t ime> Biflf] Py A & AL B @ R, ESP32 R 5548 & Wi it dz

o WRFESE <time> N 0, WIERIKEA LB, NEBGXFEBRE.

o FEBEMIIIRIY, 245 P &R -5 RS #n 8 (5 sl 8 IR G # O 5% Pm i s iy, TR s
THE . BB E, e o] .

il
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AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #ify/i% B mFIX A SNTP JIR55 %%
R

e

AT+CIPSNTPCEFG?

Wi i ¢

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

)E’J

CE

e

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

e <enable>: % & SNTP iR %2s:
— 1: %% SNTP Il 4554¢;
— 0: N5 SNTP JIR%525.
* <timezone>: SZRFLAFPIRAE :
— R UTE L [-12,14], BERAVNESR AL, @ SR R (UTC) iR R pmic K2
FiX (UTC-12:00 & UTC+14:00) ;
- Mg uTC R E, UTC R EIEE TIRTFEINZ HTE 2] UTC BE) A fefs 2] 4<
HoEF1A], JEH RN [+ -] [hhlmm. Q0524 A KAEAR 74 AVE,, WA 5E, ARAEAR
M, WSRIEEL. /N (hh) D20 -12 3] 14 2 [8], 408F (mm) DA7507E 0 21| 59 Z 6], flin, 4
AU PR BTV 2 A IS, B UTC+12:45, EWVIZIE <timezone> ZELE N
1245, BZFRESH UTC W5 & .
* [<SNTP serverl>]: 25—~ SNTP [k 55#%.
o [<SNTP server2>]: % 4> SNTP IR%#%.
o [<SNTP server3>]: % =/~ SNTP k5%,

L

o REMOSEREEPLE=1 SNTP R&2:5%80, NWEBIAM ] “cnntp.org.cn” . ” ntp.sjtu.edu.cn” Fl
“us.pool.ntp.org” FH Az —,

o XFEMMS, HME <timezone> B RES X B <timezone> BHA—FE. N
<timezone> ZH L —Fp UTC i B, fFlan: % B AT+CIPSNIPCFG=1, 015, HFA4
i), ESP-AT & ZMEHf IXSEIWHIT 0, EIEER 15. NETHE g, Fro A IEEE —fp
UTC fw#% EAg Uit , st uTc+00:15, Wat@Ar it kMg 0 i IX.

o 1T SNTP 2 & T UDP {5 RN M, M2 F AL}, <320 ESP32 Wi E] Tk K i
[ . —H AT x4 i + TIME_UPDATED , AXFIHRIC W4, WIHER] LKL 5 AT+CIPSNTPTIME?
AR 24 T A
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il

// f£# SNTP MR & %, WE ¥ EHH KX (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fEf SNTP R &4, REFEAHH KK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
b3

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// EE SNTP R &, REFEZHX EXEBHH M HK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #%ifj SNTP Iif]i1]
A%

AT+CIPSNTPTIME?

Wi i ¢

+CIPSNTPTIME:<asctime style time>
OK

]
* A 5 asctime A1) X% I asctime man page .

» £ ESP32 it A Light-sleep = Deep-sleep Jii F5- M B, ZR 4t i) 8] o] g & A . B W E T &
BEAT+CIPSNTPCFG 154>, M NTP R 55 %5 3BUH R Ta] o

* SNTP IR EN A IFRIAFAETE RTC Xk, IMAERE S GERAER) J5, WAL ZER,

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

=

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

Espressif Systems 93 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


https://linux.die.net/man/3/asctime
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 3. AT Ay d4E

3.3.22 AT+CIPSNTPINTV: #xify/ik ¥ SNTP If[a] 6] 25 1 ] FE

AT+CIPSNTPINTV?

W i <

+CIPSNTPINTV:<interval second>

OK

v

¥

X

Wrs
4

=l

’AT+CIPSNTPINTV:<interval second>

W

[ox

BH

 <interval second>: SNTP H}[a][@lF 0] . B0 #b. o : [15,4294967].

B

o BCE TIFREIE ARG, ERE ESP32 2 A —IR[W NTP fiz 55 & R BU ity s 1] o

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn”
OK

/) BANERE — K
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #rifyllR 5555 A AT kA
Arifgir A

rhig:
IR S5 4 C A ESP32 AT [ (£ iA

.
"ﬂé’\'

AT+CIPEWVER?
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Wi 3% ¢

+CIPFWVER:<"version">

OK

BH

e <” version” >: ESP32 AT [&[{4:HuAs

Bl
o TEFEETIA) OTA AR, 38 SN E SO R RAS MR T2
3.3.24 AT+CIUPDATE: jfyt Wi-Fi -4k
ESP-AT FEiafTIN, il Wi-Fi A B IRSS 4 B R 308 B 2 R0 X, DA T2 T 7
iy

g
#if] ESP32 # A TR

A

AT+CIUPDATE?

Wi i ¢

+CIPUPDATE:<state>

OK

Parn %

yiig:
TEFLZERLA T @ 1d OTA THLH] TCP il 55 i sl A 1 [l F

AT+CIUPDATE

i Jo; 2
5% BE a2 )R B

LA

-t

yite:
TH20 3 AR 55 7 b6 e A 1) [ 4

O A e
“ﬂ4>'
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AT+CIUPDATE=<ota mode>[,<version>] [, <firmware name>] [, <nonblocking>]

W

Un2R OTA FEfH ZERT R A, iR [n:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

OK

Sw N

Wit OTA FEAFPHAERF izl &[0

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Sw N e

IARAEPHLIERTR OTA R, iR [u]:

+CIPUPDATE:<state>

ERROR

IRAEARPH BRI OTA KK, iR u]:

OK

+CIPUPDATE:<state>
+CIPUPDATE: -1

e

<ota mode>:
— 0: i@ HTTP OTA;
— 1: 3@ HTTPS OTA, WS Tk, % . /build.py menuconfig>Component config
>AT > OTA based upon ssl B ifE, HEEEHI Ao iF ESP-AT 142,
<version>: AT Jfi4<, #1v1.2.0.0, v1.1.3.08{v1.1.2.0,
<firmware name>: J1Z ) [E {4, U1 ota. mgtt_ca. client_ca B{H'E at_customize.csv
W E E SR X
<nonblocking>:
- 0: PHZERIA Y OTA (AR, EF| OTA FH sk 2k MG A I ALK % AT s ) ;
- 1 JEH R OTA (MR, AYsEi)G (+CIPUPDATE:4) 35 T3 H)5).
<state>:
- 1: FHN RS54
2 R RS A
3: RIS THRIA 5
4: SERTF
-1: JEPHZERCT OTA 2RI

THRE LI T P AR -
IR M2 A EAESETHHRIM, AT KR8] ERROR, 25— BUR T .
AR B i AR B R MY AT BIN, 7Ry 95 M Espressif Cloud "~ AT [HI{F- 7+
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o NSRS 2 B AT SRR AT BIN, 15 5 47523 AT+CIUPDATE FOTA Ifjfig 8% # {i# j] AT+ USEROTA
u{ % AT+ WEBSERVER 5%, W[ &% ESP-AT TR /R 5] FOTA,

o HUWTIR AT )G, iJEﬂH%AT+RESTORE W) WE .

o OTA I FERYHRBT BRI 3 4340 .

o JEPH ZERL Y A Y OK Fll +CIPUPDATE: <state> FE4i th ¥ B %A 4% 5 L LW e 50T«
OK A fEYE +CIPUPDATE : <state> Z HikiH, WA HELE +CIPUPDATE :<state> Z 5.

AN @uﬁﬁﬂlﬁﬂﬂi P2 IH A S AFAE— B AR A E R, BB ICvEETT, R R 2T 93|
IHAAS, SR E SR B A7 T 6 .

. i%%%&nﬁ 3, OTA F+25 FRPUE 2 OTA i .

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,, "ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: ¥ +IPD i 5 ¥ 1

A .
"ﬂé’\'

AT+CIPDINFO?

Wi i <

+CIPDINFO:true
OK

11

+CIPDINFO: false
OK

&E Il/?\
&

’AT+CIPDINFO:<mOde>

L)
|ox
S8
* <mode>:
- 0: 7£ “+IPD” I “+CIPRECVDATA” JH S, RHE/R-N s P Hbdik Al 1145 5
- 1: £ “+IPD” il “+CIPRECVDATA” JH S, $27-%f i IP Hbdi Al 115 5
Espressif Systems 97 Release v2.3.0.0-esp32c3-824-g8b01b678f 1

Submit Document Feedback


https://github.com/espressif/esp-at/blob/master/components/at/src/at_ota_cmd.c
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 3. AT Ay d4E

il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #ify/ix ¥ SSL % F i fic &
A4

g
2 i) ESP32 12y SSL % P i i A4 P e A 6

A .
"ﬂé’\‘

AT+CIPSSLCCONE?

Wi 3% ¢

+CIPSSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number>
OK

)E’J

CEL A

iy

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode> [, <pki_number>] [, <ca_number>]

// % H ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

W 3 ¢
OK
B
o <link ID>: %% ID (0 ~ max), FEZIEBMTEHT, ASEUEBEN max, WFERFTAERE, &
SRERINER 5.

¢ <auth_mode>:

- 0: NAIE, W IEEIETE <pki_number> fll <ca_number> Z4{(;

— 1: ESP-AT $&E% Fomilk 5 LR 5545 iim CA IRk L

— 2: ESP-AT % i #k A CA JIE5 KA MR 552 i 1 1E 15 5

- 3: MHEIAIE.
e <pki_number>: EPBFIRHAM RG], WRRAE—MIERAFAH, HAEN AN 0.
e <ca_number>: CA fJZ5|, WERBAE—1 CA, HEHWNH O,

o WSRAHZARRLE ST EIARL, TR SSL IERERIET T AN AT 2 .

o FLEH UCRHRAEAE NVS X, WA AT+SAVETRANSLINK iy 41 B FF AL A Wi-Fi SSL i% 1% 42
K., ESP32 RHFE N Uk H A ST AR e B 57, SSL 4%

o WERGHMH B CPIEBESEEEHZ B, WS % 4T L4 PKIfLE .

o YR <auth_mode> FLE K 2 834 3, N T RIS #WIEBARN, WFEKiXAT+CIPSTART fiy
A HitfPE ESP32 EAREUE S piitE] . (450 DAL IEAT+CIPSNTPCFG fiv4 KL & SNTP, FRECY Fif i
], &3EAT+CIPSNTPTIME? £y 4251824 fi [a] - )
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3.3.27 AT+CIPSSLCCN: #rify/¥ ¥ SSL % ruiifl’A H #4 (common name)
iy A

Jyiig:
RIS SSL HESE R a1 44 B

s

AT+CIPSSLCCN?

L)V

+CIPSSLCCN:<link ID>,<"common name'">
OK

)E’J

CHLN A

s

// B H: (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % # ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<link ID>,<"common name">

LTIVE

OK

o <link ID>: [W#%3%54 ID (0 ~ max), 7ESFEBMHR T, ASEUEN 0; HELERNHBERT, 5
BUE N max, WIRIRIrA #ER; AKSEERAER S.
« <” common name” >: AZHHRINIMESS LR HTE S P2 T4 o A AR BN 64 75
BRI
o UNRAHBEAHI B BIAERL, WAEESL SSL ERTBITAM S .
3.3.28 AT+CIPSSLCSNI: #5ify/¥% ¥ SSL %5 )13y SNI
i w A

yite:
RN RY SNI il B

Yy
A

AT+CIPSSLCSNI?

W i <

+CIPSSLCSNI:<link ID>,<"sni'">
OK
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B

&F

=

A
¥ % g (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

Wi i <

OK

B
o <link ID>: M54z ID (0 ~ max), FEREZHEL T, XSEEHR 0; L2 EZNHBLT, #5
BUEW N max, WFIRAIIAEEE; RSEEGAMER 5.
e <” sni” >: ClientHello B[ SNI, SNI i KK 30 64 537,
e
o WNIRAREAE BT RIS, TEAEE SSL I RIIB T AN G S .
3.3.29 AT+CIPSSLCALPN: #¥ify/i3 ¥ SSL % fadi ALPN
iy a4

i
#if] ESP32 {12y SSL %) i 6 H9 ALPN Jig i

Py -
iy A

AT+CIPSSLCALPN?

W

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">]1[,<"alpn">]

OK

)E’J

CELTA
A

// ¥ (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

W

OK
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BH

o <link ID>: PZ&i%EH; ID (0 ~ max), FERIERIRIT, ASEEN 0; A2 ERNELT, #5
BUER A max, WIFRITAES: ASEEGMEN S.
e <counts>: ALPN HIEE. JERE: [0,5].

* 0: [ ALPN it .
* [1,5]: & # ALPN [l &,

* <” alpn” >: FRHERZAL, FR ClientHello #1) ALPN., ALPN fr KRKEZRTar S mH K K.
Bl

o WECRAREAECESI AR, AR SSLIEEHIE AT AN AT -

3.3.30 AT+CIPSSLCPSK: #ify/ix ¥ SSL % yhalt) PSK (‘P47 Hi k)
iy

i
#if] ESP32 {12y SSL %) s 4 F2 ) PSK i
A

AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

%

&F

LA
%

=’>

// B (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % % H: (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

Wi i ¢

OK

BH

¢ <link ID>: 28 7EHEE ID (0 ~ max), TEFRERIEIL T, ASHEN 0; EZEEWHLT, HS
BN max, WZTR AR ASEEGAEN 5.

¢ <” psk” >: PSK identity (FAFERARZY), ORKE: 32, WRMEH <"psk"> S E \0, Hl
JH AT+CIPSSLCPSKHEX %o

e <” hint” >: PSK hint, fKKKJE: 32

el
o WA AR E ST RIS, e SSL i HIE T A G S .

Espressif Systems 101 Release v2.3.0.0-esp32c3-824-g8b01b678f 1
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 3. AT Ay d4E

3331 AT+CIPSSLCPSKHEX: # i/ SSL % )ity PSK (175 ukhii% 20
B

* RAUTAT+CIPSSLCPSK iy, %ty W THCE A #) SSL & Fimp itk 2% 4] (PSK) , (HIH;
<"psk"> ZHE A ANBERIR A R TR L, <"psk"> ZH0PR) N0 FRXh 00,

il

// ¥ % (AT+CIPMUX=0), PSK identity % "psk", PSK hint  "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % #: (AT+CIPMUX=1), PSK identity % "psk", PSK hint % "myhint"
AT+CIPSSLCPSKHEX=0,"70736b", "myhint"

3.3.32 AT+CIPRECONNINTV: i/ s Wi-Fi {45 F i) TCP/UDP/SSL #i%

[1a] i
A i fir 4>
Yytig:
i) Wi-Fi i 1 42X F 1Y H 2l #%E 6] B
A
AT+CIPRECONNINTV?
W i <
+CIPRECONNINTV:<interval>
OK
BEE A
Yyhig:
WE Wi-Fi i £ 42 X '~ TCP/UDP/SSL &4 k¥ J5 B 2l s 2 (1 [1]
A

’ AT+CIPRECONNINTV=<interval>

* <interval>: HZIEIEMFENE, R 100 25>, BRIAE: 1, FH: [1,36000].

B

o FFAT+SYSSTORE=1 B, TilH 9O AR AFAE NVS X,

Espressif Systems 102 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 3. AT Ay d4E

il

AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #rify/i B e IR
A it 2

e
) E RO

AT+CIPRECVTYPE?

Wi i *

+CIPRECVTYPE:<link ID>, <mode>

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % H: (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>,<mode>

Wi i ¢

OK

S

o <link ID>: %5144 ID (0 ~ max), ERERMELT, RSBEUEN 0; EZHERNELT, &2
BUH BN max, WIRRIrA #E#; ASEEAER S.
o <mode>: ERFHEEA, ZRIAE: 0,
- 0: EBifis, ESP-AT YAy BRI B 78 o7 R A 2445 £HLMCU, 3Lk “+IPD” (£
TR 18 5760 75, ARRIE MCU e K &% 2920 FH457 4 50800 )
- 1: PEhiist, ESP-AT i I B E R T E IR AR B (B 0, B
fHh 5760 F£35) , %5fF MCU 325, X1 TCP fil SSL i#8z, WIREFXWE T, HHILESEF
ks 4T UDP {645, WREFAXW T, MakERdnEk.

|

o ZACE AR T Wi-Fi i 42X,
* 4 ESP-AT 7ER S PR B B FHARRT, SRR O A RS R A FE R (E B -
- LR (AT+CIPMUX=1), 2755 +IPD,<link ID>,<len>;
— FAERNT (AT+CIPMUX=0), #75% +IPD, <len>.,
o <len> FREFRPEZFHIM LKL,
o —HA +IPD i, Wi%iz{TAT+CIPRECVDATA RN R . &0, FER—A> +IPD gtz ar,
A~ +IPD KA A48 4L MCU.,
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o FEWITFERMEN T, FERFZEIRTAEAE, MCU 398 v PAEEEL, H 3 A& iXAT+CIPCLOSE
(AT fEN% Fifi) B{AT+CIPSERVER=0,1 (AT {E MRS #%). Wa)ifie, Wk +1pD B &piisy,
D HEMR K% 3£ AT+CIPCLOSE 8% k& 1% AT+CIPSERVER=0,1 B{ifi i1 AT+CIPRECVDATA fir 2B A B3
ZHI, XATERR CLOSED 15 Bk A .

o TR AR ISR & I 28 5t o B MCU Sl R AR EERS , FTAZ 1), (it B sl i Bdmasiat .

il

/) BEBBEAT, REHGERER

AT+CIPRECVTYPE=1

/I ZHEBEREAT, REFAEEARDERER

AT+CIPRECVTYPE=5,1

3.3.34 AT+CIPRECVDATA: HEshE BB e 5
BB A

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W i <

+CIPRECVDATA:<actual_len>, <data>
OK

Y

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

<link_id>: Z#EZHATIER ID.

<len>: frKAH M : OXTHRAE, A0S bRl 2 AR K B ARSI, T3R5 o K J3E P 0000 «
<actual_len>: %BT%??EXEI’J@ITE{(TP

<data>: &Eﬂﬂ’]ﬁiﬁ

[<remote IP>]: “FAFERSHL, Forxfi IP Hdl, @i AT+CIPDINFO=1 fiy - {fifiE .

[<remote port>]: XJifiin 1, L AT+CIPDINFO=1 fip4{#ifiE.

il

AT+CIPRECVTYPE=1

/) Bldm, R EAN MCU K 0 FEEFRE 100 F M KE,
// M4 #FHE "+IPD,0,100",

/) RE, BTN ERBEAUN T & AERE 100 FF W HHE:
AT+CIPRECVDATA=0,100
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3.3.35 AT+CIPRECVLEN: #ifgtfalitWoX T Bt K

iy

Hhiie:

I — B P A I A B B
%

AT+CIPRECVLEN?

Wi i ¢

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

* <data length of link>: Jt—J&3% b Gl i) A3 I R 1
Bl
* SSL ¥4+, ESP-AT iR [u &t K T B /NP B S Bi i K%

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %} ¥ 4L
BEE WA

itk
ping X i FHL

AT+PING=<"host">

W i :

+PING:<time>

OK

&

+PING:TIMEOUT // RAEEH A BAT XA KK PING BHERLT, T2 AXNHEA

ERROR
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BH

o <” host” >: FERFRSEL, Fontim LAY IPv4 Hihk, TPve Huhlk, sidui4 .
o <time>: ping [KJIRR/ITE], BAL7: 2R,

B

o QAREAEET IPV6 W24 Ping Xifum AL, THHATLA T HRAE:
— % AP 5 IPv6
- WHEAT+CIPV6=1
— W AT+CWIAP 655 $ELE]—A IPv6 itk
— (W\[%k) @ FAT+CIPSTA? iy 554 ESP32 2754k H %] IPv6 Hihl:
o it EALRIEA FATE, W ping KT DNS S84 fpT (D JC@AT IPv4 Hudik), i ping
X AL IP Mk

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) FT-REBRMER TR SO
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: # /¥t DNS JJR55 3z B
ity iy A

i
)24 Hi DNS IR 45 #3455,

Pa sy
A

AT+CIPDNS?

W

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeE WA

i
T E DNS fle 55 45 5

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

] oz <

[ox

5%
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ERROR

e <enable>: % & DNS R%#s
- 0: 57 B3h#HU DNS IR%#51X 5, DNS R&#HSWE N 208.67.222.222 f18.8.8.8,
HA5 24 ESP32 station 5¢Jif, | DHCP i #%, DNS 4548 4 H il fE & T
- 1 JEHFohi% B DNS f45 4455, RN E S5 <DNs 1px> BUfH, W HERIAE 208.
67.222.222 %18.8.8.8,

* <DNSIP1>: %> DNS 4545 IP #uhk, XFFiEand, HA Y <enable> S5 1 B, HileS
F3) DNS & &, KSHAFHH: R E <enable> Ky 1, H AASERE—ME, UEEITE
WA, ESP-AT XHE%S45/E N 24 Hil) DNS ixﬁi_lﬁl

e <DNSIP2>: % "/~ DNS flR%#% IP #iht, X F3RE®2, N2 <enable> ZH0H4 1 i, ’fEEJEzEF'
i F3h DNS &, ASEAAR: WK E <enable> H 1, I HARSERE—ME, Ul
W ar A, ESP-AT RS HE N 247017 DNS B E R [ .

o <DNSIP3>: 55—/ DNS fR45#s IP Hihl, XfFiEmS, HAY <enable> 24 1 1}, Wie/H
T3/ DNS WE ASHAGRG WRRE <enable> hy 1, HAASHORE —ME, SYETEiTE
A4 Bf, ESP-AT RHHUZSHE 24 Hi) DNS %5k 1]

o #AT+SYSSTORE=1, W& i iHRAFE NVS X,
o XEASRONREBCEAE R — RS54
* 3 <enable>Jy O If, DNS [z 55 il HE SR ESP32 1 Fr 42 1o i pb 5 ) C B 10T 5022

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) %H—/NETF 1pve B DNS A B T REFEFEZXIEFN

// B _NET IPve B DNS Mk % % : google-public-dns-a.google.com
// B Z=ZANHET 1Pve B DNS R4 #: I H4E E DNS R4 #
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+CIPTCPOPT: #vify/is £S5y ki
iy

i
isRE eI Sl
A

AT+CIPTCPOPT?

W

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK
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=

=

A

// B ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

Wi i <
’OK
B
’ERROR
B
o <link_id>: 2% ID (0 ~ max), FELEBENTEN T, ASHMEBH max, WFIRFTAERE; &
EICNNEVIRE
o <so_linger>: Jif ®E 7 H) SO_LINGER %%l (&% : SO_LINGER /t44), Bfi: 70, BRA(E: -

- =-1: KM
- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
o <tcp_nodelay>: Wil B £#:2[ TCP_NODELAY 33l (£%: TCP_NODELAY /}44), BRiA(H: 0.
— 0: 22| TCP_NODELAY
- 1: E’[ F TCP_NODELAY
» <so_sndtimeo>: il B EB:Ff¥ SO_SNDTIMEO i£T (£%: SO_SNDTIMEO 1+43), Pfi: ZFp,
PRIAE: 0.
o <keep_alive>: [il' B £ SO_KEEPALIVE ¥3il (£:%: SO_KEEPALIVE /v49), fi: #b.
e JEE: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
— 1~7200: JFJ2 keep-alive ZhfiE. TCP_KEEPIDLE {f}y <keep_alive>, TCP_KEEPINTVL i}
1, TCP_KEEPCNT {&% 3.
o A <keep_alive> ZHHAT+CIPSTART i HH] <keep_alive> Z¥HHE], HZ&1EH
JER BRI A UE . MABF TR E <keep_alive> B8, MIERAMEH LR B AY(E.

B

o ERCEERETIETIRT, W ViZEmae, RS E G v R .

e SO_LINGER 5 A 2 i it &4 KA{E . F1anfic & SO_LINGER {H 4 60, WAT+CIPCLOSE fix A 4EIX
ANEXT i TCP FIN ALIFAL R, 2580 AT FHIE 60 #5, M TG by H bﬁhé\o Ak, SO_LINGER
B R FEERIAA -

« TCP_NODELAY ¥E3i i H T F it &/ IMEX LR E R | i 5. JPRJE, LwIP 2k TCP 1) %
ik, (HIRMEIMR R, Sl TEATNSEEEHREG. Kk, TCP_NODELAY A AR ERA(E .

« SO_SNDTIMEO 333 il T-AT+CIPSTART i 4 [t & keepalive Z: %11 . Fl 7 5. it B A 6 10 ):,
AT+CIPSEND., AT+CIPSENDL, AT+CIPSENDEX iy Y-S AEiz B NEY, TLie 2w X,

H . SO_SNDTIMEO #i¥ it &k 5 ~ 10 Fb.

* SO_KEEPALIVE #3538 ] T = 2l 5 IR 1 2 R W i i 5%, 3% AT 1 TCP Iz 554k i
BB BRI, FCE ARG, S M4 9. SO_KEEPALIVE EHEL E(HA/NT 60
i
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3.4 Bluetooth® Low Energy AT 7y 44

o B

« AT+BLEINIT: Bluetooth LE %44k,

o AT+BLEADDR: & Bluetooth LE ¥ 45 Hbik

o AT+BLENAME: #if)/i% & Bluetooth LE X454 R

o AT+BLESCANPARAM : %5if)/¥%E Bluetooth LE 5%k
o AT+BLESCAN: {iifig Bluetooth LE 394§

o AT+BLESCANRSPDATA: %*& Bluetooth LE 31 5/

o AT+BLEADVPARAM : #iifj/ %8 Bluetooth LE | $E5%k

o AT+BLEADVDATA: %% Bluetooth LE " $&%iH

o AT+BLEADVDATAEX: 1% % Bluetooth LE J$E%i#

o AT+BLEADVSTART: J}1f Bluetooth LE | %

* AT+BLEADVSTOP: {3} Bluetooth LE )%

o AT+BLECONN: %37 Bluetooth LE %35

o AT+BLECONNPARAM : #%ifi)/ % 3 Bluetooth LE #3555
o AT+BLEDISCONN: WiJT Bluetooth LE %33

o AT+BLEDATALEN: B Bluetooth LE %K &

o AT+BLECFGMTU: %% Bluetooth LE MTU K. &

o AT+BLEGATTSSRVCRE: GATTS 1%tk 4%

o AT+BLEGATTSSRVSTART: GATTS JF k%

o AT+BLEGATTSSRVSTOP: GATTS 2}k 4

o AT+BLEGATTSSRV: GATTS Rk IR4%

o AT+BLEGATTSCHAR: GATTS % PR 45 4-1F

o AT+BLEGATTSNTFY: JJ345%% notify i} 5 ERAF (B 28 % i
o AT+BLEGATTSIND: JI}%4% indicate IR 55 HE(H 24 7 ik
o AT+BLEGATTSSETATTR: GATTS %% i} % FHEAH

o AT+BLEGATTCPRIMSRV : GATTC kI EAIRS

o AT+BLEGATTCINCLSRV : GATTC %k IVEE1I RS

o AT+BLEGATTCCHAR: GATTC %) LIRS E-AE

o AT+BLEGATTCRD: GATTC #8UIR 55 E

o AT+BLEGATTCWR: GATTC B IR & F il 4

o AT+BLESPPCFG: Z¥if]/i%% Bluetooth LE SPP &%

o AT+BLESPP: i A Bluetooth LE SPP 5,

o AT+SAVETRANSLINK : %% Bluetooth LE FF#L:iZ 45 X (5 H
o AT+BLESECPARAM : #5if)/i% & Bluetooth LE %554k

o AT+BLEENC: %k Bluetooth LE i1 %2553k

o AT+BLEENCRSP: [8] 5% it 5 5 S B i T %ot ok

o AT+BLEKEYREPLY: Y5575 %4 il 5 5540

* AT+BLECONFREPLY : #5757 b4 MG WA EE R (f G i B )
o AT+BLEENCDEV : 2514} £ 1) Bluetooth LE 12515 4541 35
o AT+BLEENCCLEAR: % Bluetooth LE HlI%8% £ %1 3

o AT+BLESETKEY: %% Bluetooth LE #4SH %t 540

e AT+BLEHIDINIT : Bluetooth LE HID PM3 %44k

o AT+BLEHIDKB: 3% Bluetooth LE HID ##%{% &,

o AT+BLEHIDMUS: %% Bluetooth LE HID §Uf71% B

e AT+BLEHIDCONSUMER: % i% Bluetooth LE HID consumer 1 &,
o AT+BLUFI: 75 5Y % ] BluFi

e AT+BLUFINAME: #5/i%'E BluFi ¥£45 % Fr

o AT+BLUFISEND: %3% BluFi J| P { & ¥R

341 4

2y, ESP32 R AT BPF SRy A0 0 MG 4.2 A
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WY BN AT BRI OURT FRITA AT 6% WEREREZLE e ESP32 BRIA SR ar 4, 16 HAT%
¥ ESP-AT 142, {E5 TS TR (FReIZMarm, MR 2ksf)
o £ BluFi 4 : Component config->AT ->AT blufi command support

o 2% Bluetooth LE f5%: Component config->AT->AT ble command support
o 251 Bluetooth LE HID 154~ : Component config->AT->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #Ji&4k
iy A

Dy
2¥if] Bluetooth LE 254 ik 1k,

AT+BLEINIT?

W] 7 <
LWL, AT & :

+BLEINIT:<role>
OK

HARVIIARAL, AT &[0 :

+BLEINIT: 0
OK

gﬁ

STZS

% & Bluetooth LE #J 5k €8,

O e
iy

’AT+BLEINIT:<init>

Wi i <

[ox

BH

e <init>:

0: 344 Bluetooth LE
1: client f {4,

e 2: server fifh,

L

o RAF AR MERE, B IUFEM A Bluetooth LE TNREHT, 46 ikAT+CWMODE=0/I fit%-%% ] SoftAP,
WEAR T MR 240y, W3 RF JL47 SOpy.
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« (3T Bluetooth LE 42 1, ¥ GIH A4, HI4A1L Bluetooth LE fii 4.

* Bluetooth LE fy 40 IRML )5, ANREE DI . MR 6, TEIIMAT+RST L HHRS,
W14 Bluetooth LE £ {4,

* BUAETESR] Bluetooth LE 2§, 45 IRIEAEEATION #E . S Wi T i ez .

o fI15R Bluetooth LE B 41 #f4k, WIAT+CIPMODE Joyki% 8 M 1.

il

AT+BLEINIT=1

3.4.3 AT+BLEADDR: ¥ Bluetooth LE ¥:45 il
iy A

ik

’ﬁi@ Bluetooth LE & 4 #y 2\ 3£ M 4F

A

’AT+BLEADDR?

W i *

+BLEADDR: <BLE_public_addr>
OK

L

P
i

[y

&

T E R

1% Bluetooth LE 154517 il 270

P
] H

=

’ AT+BLEADDR=<addr_type> [, <random_addr>]

M

¢ <addr_type>:
o 0: A4t (Public Address)
o 1: BEFLHEHE (Random Address)

Bl

o S HuAE (Static Address) [ A2 DA 454 :
o Hihk S E PO 1

o BfALHBAETR > 207 1 60 0;

o FEMLHLHERR > 2 0A 1Ak 1.

o WERESHIIEA SPRAAE NVS X,
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il

AT+BLEADDR=1, "£8:7£:24:87:1c:7b" /) BB A A
AT+BLEADDR=1 /) & E ML A H 8 FA A Mt
AT+BLEADDR=0 /) BN

3.44 AT+BLENAME: #%ily/i i Bluetooth LE %55 #4155
Ay

#51fi] Bluetooth LE %4544 Ff

Py -
iy

AT+BLENAME?

Wi i :

+BLENAME : <device_name>

o <device_name>: Bluetooth LE 45K, wAKE: 32, BHALFRN “ESP-AT”,

st

P:AT+SYSSTORE=1, T B MCHRIEAE NVS X,
o WM WBERSAWIE, BUWEIITAT+BLEADVDATA iy S5 A PRG35 24 .

il

AT+BLENAME="esp_demo"
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3.4.5 AT+BLESCANPARAM: #tily)/ix ¥ Bluetooth LE f1#i %%
Ao A

ke
%t Bluetooth LE #9325

s

AT+BLESCANPARAM?

W

+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>
OK

BeE WA

tig:
% B Bluetooth LE HH# &%k

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

Wi i ¢

OK

» <scan_type>: {I{fiZA

o 0: Wigh 4

o 1o FBEHE

o <own_addr_type>: 2%

o 0: AJLHbhE

o 1: FfiALhE

o 2: RPA A dtHihl

* 3: RPA [fitLhl:

o <filter_policy>: ity =\

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: I HF. A AN K T4 T <scan_window> Z ¥ {H. & 336 H:
[0x0004,0x4000]. 14 [H] FE /2 % S 3k DA 0. 625 /b, JT RASE Fr i 454 1) [ ¥ B [2.5,10240]
SR

o <scan_window>: G 0. XN /NF & F <scan_interval> ¥ {H. SEIEHE:
[0x0004,0x4000]. 4t N 2% SR DA 0. 625 ZF, FrRASLPR % 1 Y8 A [2.5,10240]
=R,
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il

AT+BLEINIT=1 // f & : & P 3%
AT+BLESCANPARAM=0, 0, 0, 100, 50

3.4.6 AT+BLESCAN: f{lifig Bluetooth LE i

FF#4/4% 11 Bluetooth LE 94

A\ .
"ﬂ4>‘

AT+BLESCAN=<enable> [, <duration>][,<filter_type>,<filter_param>]

W

+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

¢ <enable>:
ESIY GER TS € Rk ]
o O {55 IR P
o [<duration>]: A EREEfE], AL Fb,
o FIREATIEEH, THRRERSHG
o FIREITHRER, FREARSHC:
- ARBREH 0 B, MIFRRHF ARSI
— ARSI O (HIE, Bt AT+BLESCAN=1, 3, WFREH 3 B5 Ag kA1, RI5RME

ERE AT
o [<filter_type>]: &L
e 1: “MAC”
e 2: “NAME”

o <filter_param>: SJES5, FRXTHEE MAC Hihk sk 4 R
e <addr>: Bluetooth LE #ilik

o <rssi>: F5 IR

o <adv_data>: | 3ELE

o <scan_rsp_data>: I N A

o <addr_type>: J &AL A

e My N H B OK Hl +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> FE i i 7 A R R X B e R . OK A BEFE +BLESCAN:<addr>,
<rssi>, <adv_data>,<scan_rsp_data>, <addr_type> 2 H # H, W FH W B &
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 Hi
e

o QAR GEAR SRS N 8l , 75 S AT+BLESCANPARAM iy Q¥ B A /A active scan
(AT+BLESCANPARAM=1,0,0,100,50), H HXImiX &R EiX & scan rsp data, A BEPISH

SLEIVACT
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il

AT+BLEINIT=1 VA
AT+BLESCAN=1 // T
AT+BLESCAN=0 // &k H

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F# 3, L@ £ A 4 MAC H it
AT+BLESCAN=1, 3,2, "ESP-AT" // F iAW, H R ER A& & LK

3.4.7 AT+BLESCANRSPDATA: i Bluetooth LE FHim )

L

%
L

[y

=

¢ =

%% Bluetooth LE 413/

Py
i .

=

’AT+BLESCANRSPDATA:<scan_rsp_data>

Wi

o <scan_rsp_data>: FIH N AR, S HEX 45408, N, AR B =40 B 508 “0x11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",

2N

AT+BLEINIT=2 // fat: R% B
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #%if)/i% ¥ Bluetooth LE ) &5 %k
a4

i
EERZIIIE T2

AT+BLEADVPARAM?

Wi i ¢

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_filter_policy>, <peer_addr_type>, <peer_addr>
OK
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B

&F

i

P
A

BE S

O e
iy

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>]

W

OK

Bl

<adv_int_min>: /N BRI . SR [0x0020,0x4000]. IR RS TS HORIA 0. 625 2
>, FTCASERR iR/ HE R TS > [20,10240] 240, ASBAER/NT ST <adv_int_max> &

A

<adv_int_max>: k) A FE . SEGERE: [0x0020,0x4000], )36 LT %2800k 0L 0. 625 ==
BB, BrASERR g d K 15 B R Rl [20,10240] 22 R0 . ARSEEN K T5% T <adv_int_min> &

i

<adv_type>:

0: ADV_TYPE_IND

1: ADV_TYPE_DIRECT_IND_HIGH
2: ADV_TYPE_SCAN_IND

3: ADV_TYPE_NONCONN_IND

4: ADV_TYPE_DIRECT_IND_LOW

<own_addr_type>: Bluetooth LE Hhihl- 271

0: BLE_ADDR_TYPE_PUBLIC

1: BLE_ADDR_TYPE_RANDOM

<channel_map>: | %58

1: ADV_CHNL_37

2: ADV_CHNL_38

4: ADV_CHNL_39

7: ADV_CHNL_ALL

[<adv_filter_policy>]: [ & JE#% LI

0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
[<peer_addr_type>]: X}7J; Bluetooth LE #iilik-25 7

0: PUBLIC

1: RANDOM

[<peer_addr>]: %75 Bluetooth LE il

« WERM AR E T peer_addr, IPARMRILR S REE.

il
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AT+BLEINIT=2 // fAt: R4 B

AT+BLEADDR=1,"c2:34:45:78:66:89"
AT+BLEADVPARAM=50,50,0,1,4,0,1,"12:34:45:78:66:88"

// BB Bluetooth LE K F 3 H M F| 8 ESP & & W MAC M ik # "c2:34:45:78:66:89"

349 AT+BLEADVDATA: ¥:¥ Bluetooth LE )" #i %2

VR RS

Pla sy
A

’ AT+BLEADVDATA=<adv_data> ‘

MW .

[ox |

o <adv_data>: JU3REE, S HEX EAF . G, #REE ) #EdEh “0x11 0x22 0x33 0x44 0x557,
Nay4A AT+BLEADVDATA="1122334455", fx K& 31 F7.

Bl

o IR HIE &8 i iy S AT+ BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WE T 70, WagiRam S B8 n) B E.

o QUERGAT A G B ik AR, WEAEIATIE 1% i 2 Z JG A TAT+BLENAME fit 215 %5 44
PRI E A R FER 24 PR o

o QPR EBCEERAY) RS, W5 A AT+BLESCANRSPDATA fiy 9 K ULH .

il

AT+BLEINIT=2 // A t&: B4 5
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [4#)i% % Bluetooth LE ) ¥k%La
b A

Yytie:
BNt 5 G R 2

Py -
iy A

AT+BLEADVDATAEX?

M 7
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+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

B RBARIT IR i

s

’AT+BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>

W

’OK

s <dev_nmame>: F A H S, LR F A/ flW, HHEERSSKHAN “ust
test” , W fy 4 N AT+BLEADVSTARTEX="just-test", <uuid>,<manufacturer_data>,
<include_power>,

o <uuid>: FAF B Z K. W, & M E UUID F “0xA002” U .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

+ <manufacturer_data>: il i Fj &4, S HEX A7, B0, 25 483 & i 3 5 2cis o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: 5] TR WG TX R, RSEOVIXBRN 1; H, 4 0.

Bl
AR ZHIC 2 iy S AT+BLEADVDATA=<adv_data> BB T ) SR8, WS g ar o m) i

Bnig .
o Bban 4 & HEFZ B E ] AT+ BLEADVPARAM iy B ERY) /ISR A 0.

il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.11 AT+BLEADVSTART: JIi4 Bluetooth LE )£
P2

TEIAT

Py
A

AT+BLEADVSTART

W i,
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OK

Bl

o FERAWH v S AT+ BLEADVPARAM=<adv_parameter> #£8 #5550, NS HEGAT S50

o RN iy AT+BLEADVDATA=<adv_data> 155 T %50, WA %4 0 $edlifl .

¥ 2 W B % M J] @y SAT+BLEADVDATA=<adv data> 1 W 3t ) 9§ % #E. W &
## AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % B ] | #§ 3
PR M, WSSeH ] AT+BLEADVDATAEX, 2% AT+BLEADVDATA % & 11 3% SR
Hik.

o JFJ& Bluetooth LE 73K J5, 1SR4 757 Bluetooth LE #1:, R4 — RS #; R T
B, W HBEHR) 7.

il

AT+BLEINIT=2 // fat: R % B
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: {4 |- Bluetooth LE )"k
AT

e
(A

’AT+BLEADVSTOP

Wi i ¢

’OK

el
o LI5S, BT Bluetooth LE 382, <> H 345K Bluetooth LE | #%, LR ARG S .

Bl

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: #t7. Bluetooth LE %
Ay

ik
#71f) Bluetooth LE %4%
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AT+BLECONN?

W

+BLECONN: <conn_index>, <remote_address>
OK

PRSI, MY A 27 <conn_index> Fll <remote_address> S

A4

tig:
%7, Bluetooth LE %33

A\ .
"Il/?\‘

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

W] ¥ 2
LIRS, AR -

+BLECONN: <conn_index>, <remote_address>

OK

HORNLIERRIN, R

+BLECONN: <conn_index>, -1

ERROR

e A SR RS HE i — 2R R EOE R R, R -

ERROR

e <conn_index>: Bluetooth LE i#325-, JERl: [0,2].

» <remote_address>: Xi75 Bluetooth LE £l .
* [<addr_type>]: | #BIATHbNEZEAL :
— 0: A 3tHdl (Public Address)
— 1: BYL A3k (Random Address)
o [<timeout>]: JEHHNIHIE], FA7: Fb. JEHE: [3.30],

o BUTEENLORNIEREZ W, JeiB TAT+BLESCAN fin i, itk B AR & T #RES.

o ORFEREENN 30 £,

* fi5% Bluetooth LE server T ¥J A4k HiEH: RSN EE ST, AT PAGE I b iy S AEXT 455 %5 (GATTC) ik
PUARSS « AT A PAF GATTC 4

o AT+BLEGATTCPRIMSRV

+ AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

o AT+BLEGATTSIND
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o WS AT+BLECONN? & Bluetooth LE 7 %] 46 i1 &L N /AT (AT+BLEINIT=0), W] & %t & H
+BLECONN:<conn_index>, <remote_address> ,

2N

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0, "24:0a:c4:09:34:23",0, 10

3.4.14 AT+BLECONNPARAM: #¢ify/di i Bluetooth LE 4:4: 5%}
A%

k-
#71fi) Bluetooth LE 32534

O e
iy

AT+BLECONNPARAM?

Wi

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>

W3 Bluetooth LE 5255

Pa sy
A

’ AT+BLECONNPARAM=<conn_index>, <min_interval>, <max_interval>, <latency>, <timeout>

Wi 3% ¢

[ox

HRCERN, WHRAMEE

’ +BLECONNPARAM: <conn_index>,—1

BH

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <min_interval>: F/NEREEE. KSEEN /DT % T <max_interval> ZE({H. S50 H:
[0x0006,0x0C80] . FEHZH] [ 5F T %S PA 1. 25 ZF>, FrPASE PRy i/ NERE B TE R R [7.5,4000]
=5,

o <max_interval>: i KiEEEE. KSHEN KT T <nin_interval> Z4{H. SHELH:
[0x0006,0x0C80] . 1##z[H] [ & TS ER A 1. 25 = FP, JT ASE bR fe K 42 1B v Bl A [7.5,4000]
.

o <cur_interval>: YFiiEREA|[E.

o <latency>: JEIR., ZEJERE 1 [0x0000,0x01F3],

o <timeout>: JBHf. SHGUE: [0x000A,0x0C80]. MM} T %S4 LA 10 ZFb, BT PASEFRAEE RS
JE A [100,32000] Z 5,
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]
o KA EORICHNLES:, client 3 server AT SR HERES L

Bl

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12,14, 1,500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE ¥
AT

Uik
#7 T Bluetooth LE %43

AT+BLEDISCONN=<conn_index>

W i <

OK // ¥ % AT+BLEDISCONN # 4
+BLEDISCONN: <conn_index>, <remote_address> // AT @ A R I

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
» <remote_address>: X J; Bluetooth LE i&£5Hdik .

il

AT+BLEINIT=1 // B & : K p %
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDISCONN=0

34.16 AT+BLEDATALEN: % Bluetooth LE cfiifu K-)is

Dyie:
% B Bluetooth LE (B K&

A

’AT+BLEDATALEN=<conn_index>,<pkt_data_len>

W

[ox
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

» <pkt_data_len>: Z#EE K, JEE: [0x001B,0x00FB],

B

o TEBESEHEST Bluetooth LE 58, A REiXBEHINEKE.

il

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.17
Ay

Itig:
#1f] MTU (maximum transmission unit, fx KAEHEIC) K

AT+BLECFGMTU: {%¥ Bluetooth LE MTU K: )%

AT+BLECFGMTU?

W % <

+BLECFGMTU: <conn_index>, <mtu_size>

ifig:
P MTU Jy£

A

’AT+BLECFGMTU=<conn_index>,<mtu_size>

Wi i ¢

IOK /) B KA A

- **<conn_index>**: Bluetooth LE # 5, & H: [0,2].

- **<mtu_size>**: MTU K, Bfr: F%, LHE: [23,517].

B
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- ;kﬁfé\%j(éw%j Bluetooth LE # ¥,
- NXBEFHEAARASERE MIU B KE.
- MTU 7%%%&%%%% W CCOKY Y Rk W W W MTUL

Kk E, AR BEEELR—E 4%, B WA :ref: AT+BLECFGMTU? <cmd-BMTU>" 4 ¥ 52 B
SMTU K E .

Zy 1|

AT+BLEINIT=1 // # f: % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.18 AT+BLEGATTSSRVCRE: GATTS fill& /it 55

GATTS (Generic Attributes Server) 417 Bluetooth LE iR 4%

“ﬂ<>

’ AT+BLEGATTSSRVCRE

Wi i <

[ox

B

« fii i] ESP32 {E°} Bluetooth LE server G|k %, ket a GATTS Ft &1 mfg_nvs.bin {43 flash
H
* Bluetooth LE server #1464k )5, 76 M HHE A ar 018 M55 AR SEE 7 Bluetooth LE 1842, W TGk
A @55
* 42k Bluetooth LE client L4 1A ALY, AT DA I w26 @ MR 455w DAGE S At — S840 R 1
GATTS %, Bl shFfs b ikSs . B RS FFAEE AN notification/indication, H &A1 :
— AT+BLEGATTSSRVCRE (7214 Bluetooth LE FEH:% 7 2 i i Fi])
— AT+BLEGATTSSRVSTART (&{L7E Bluetooth LE 422 2 1 i)
— AT+BLEGATTSSRV
— AT+BLEGATTSCHAR
— AT+BLEGATTSNTFY
— AT+BLEGATTSIND
— AT+BLEGATTSSETATTR

il

AT+BLEINIT=2 // fAft: B% %
AT+BLEGATTSSRVCRE

3.4.19 AT+BLEGATTSSRVSTART: GATTS JI B3k 55
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Parn %

ifig:
GATTS JF )4k %5

e

AT+BLEGATTSSRVSTART

Dt
GATTS JFaXE A E g5

A

’AT+BLEGATTSSRVSTART:<srv_index>

Wi i <

o <srv_index>: R&FE, M 1 FFiGEa,

il

AT+BLEINIT=2 // ft: R4 58
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.420 AT+BLEGATTSSRVSTOP: GATTS {4 11JIR55

Parr %

ifig:
GATTS 151 &Pk 55

AT+BLEGATTSSRVSTOP

i
GATTS {5 I IR 55

[

AT+BLEGATTSSRVSTOP=<srv_index>

W
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OK

o <srv_index>: R4FE, M 1 FFUGisE,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.21 AT+BLEGATTSSRV: GATTS KR5S
A it &

itk
GATTS % iR %

AT+BLEGATTSSRV?

W i <

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

BH

o <srv_index>: R F5S, M 1 ITEG8,
* <start>:

o 0: IR AT

o 1t IRFEH IR

o <srv_uuid>: [R5 1 UUID,

o <srv_type>: [R5 HyHL:

o 0: WERSS

o LRSS

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.22 AT+BLEGATTSCHAR: GATTS % BR 25 H¢4iE
iy A

i
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GATTS % BLIR 55 F i

A .
"ﬂ/?\‘

’AT+BLEGATTSCHAR?

W
XIS FAE AR R, MR AR :

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<Char_uuid>,<char_prop>

XA R, MR :

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: RS, M 1 IFHRE.

o <char_index>: RFFHEMITS, M 1 ARIGIENE.
o <char_uuid>: [R4F-EfR UUID,

o <char_prop>: HRZSHFHEN @M.

o <desc_index>: FHEIALIT S .

o <desc_uuid>: FFEIALTH UUID,

il

AT+BLEINIT=2 /] e R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.23 AT+BLEGATTSNTFY: J}§245 %% notify JIl 45 ¥ ¥4Ik (Fi 20 5% o

W54 notify 55 HEGE (4% 3

e

’AT+BLEGATTSNTFY=<conn_index>,<srv_index>,<char_index>,<length> ‘

Wja] o =

T55 > Fon AT WER IR D 8ds,  BURT s m] DU A K, 48K iR 3 240 <length> {ERT,
AT notify /.

R L RN, WHER

OK
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: k%575, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4EHER)TE, AliEfTAT+BLEGATTSCHAR? 2¥if].,

o <length>: FRKF, HAKKE: (:ref: MIU <cmd-BMTU>' - 3).

il

AT+BLEINIT=2 /] A R E B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /] TR, Y client FHE, LB EE K notify
AT+BLEGATTSCHAR? // # # £ % notify & F 3 & 1E

J/ Bldm, R 3 B ESH 6 B4 notify K EH 4 FEYWEKE, FABT &4
AT+BLEGATTSNTFY=0, 3, 6, 4

/ORE ST FER, BN 4 FEWHEKE, o on1234n, REREE S LR

3.4.24 AT+BLEGATTSIND: Jli557s indicate it 55 R E{E 4L %% ) i

)E’J

CEA

Dyt
JIR45-2¢ indicate I} 5 E(H 24 7% P i

Py -
“ﬂ/?\‘

’ AT+BLEGATTSIND=<conn_index>, <srv_index>, <char_index>, <length> ‘

W i <

: |

FF5 > R AT WEA IR L e, BUR ] DU A B, 2480 KR 31 B340 <length> W{ERT,
P47 indicate #AE,

AR R, R -

OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <srv_index>: JR%FE, A[iBfTAT+BLEGATTSCHAR? #5if].
o <char_index>: JR&HHENIFS, T[54 FAT+BLEGATTSCHAR? #5if] .,

o <length>: ¥l K, HARKE: (MTU-3).

hil

AT+BLEINIT=2 /A RE B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /] TR ¥, % client #HEF, S ME E # K indication
AT+BLEGATTSCHAR? // & & F 3 7 WL # ¥ indication H 4 1E
/) Bl R 3 SR4AE 7 THAE indicate KEH 4 FHHHKE, 4L T

Q)
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(£ L£50)

AT+BLEGATTSIND=0, 3, 7,4

/0ORE T BEE, WA 4 FRERE, o on123a, RERBEH LR

3.4.25 AT+BLEGATTSSETATTR: GATTS % &R 55 F5AEAi
U4

Ditig:
GATTS 5% & R 55 FrE (R s i AR A

A

’AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, [<desc_index>], <length> ‘

] o, <

9 > FR AT YE SRR 8, RET 0T US4 50 K B2 A 8 380 <length> WI{ERT,
PATIRE BB

TR ), W -

OK

S

o <srv_index>: {4575, WiafTAT+BLEGATTSCHAR? Z5ifi).
o <char_index>: RSHEFAEN TS, AI184TAT+BLEGATTSCHAR? 253

o FHEET, WBCE R IE
o HRIEE, W ERHEE.
 <length>: FHEKE.

it

* QIR <length> SHUER T SRR BRI, MBCE LKW . KT service table, 5L gatts_data.csv

il

AT+BLEINIT=2 // fit: R%& 2B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/7 B, B 1L BERASM L EREEAKEN 1 FEHHRE, 4450
AT+BLEGATTSSETATTR=1,1,,1

/R S FEE, AN L FEHBEHT, flm o"s, REXREFS
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3.4.26 AT+BLEGATTCPRIMSRV: GATTC %8 AR 55
iy

Dyie:
GATTC (Generic Attributes Client) % Pl EE AR 5

s

AT+BLEGATTCPRIMSRV=<conn_index>

W

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

BH

e <conn_index>: Bluetooth LE i£35-, JEH: [0,2].
o <srv_index>: R FE, M 1 FH4E,

o <srv_uuid>: f[k51 UUID,

* <srv_type>: [R5 HyAHY:

o 0: WEMRSS

I 2RSS .

B

o [EHAMA, T2 5E T Bluetooth LE # 4

il

AT+BLEINIT=1 // fAt: & P 3%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.27 AT+BLEGATTCINCLSRYV: GATTC %34 &Nk 5S

Brias

itk

GATTC %30 &5
%

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

Wi % ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],
o <srv_uuid>: fk51 UUID,

o <srv_type>: k5SS HL:

o 0: WEMRSS

o 1 EHERS

o <included_srv_uuid>: 15 k451 UUID,

* <included_srv_type>: 12 IR 45 my257:

o 00 RERSS

o L RS

o [HEHAMA, T2 5E T Bluetooth LE # 4,

il

AT+BLEINIT=1 // B : K p %

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REW — £ ®# 2 WL R, £ index &

3.4.28 AT+BLEGATTCCHAR: GATTC %I 55 H54ik

GATTC % Bl 55 5k

AN .
“Il/?\‘

’AT+BLEGATTCCHAR:<conn_index>,<srv_index> ‘

Wi i <
X IR G RAE AR R, MR AR :

’+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> ‘

XFTHRAHE S, WA

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

o <srv_index>: JR%FE, WiB{TAT+BLEGATTCPRIMSRV=<conn_index> 25,
o <char_index>: JREFFHEMITS, M 1 FFhRiEHS.

o <char_uuid>: JR4$4R-ER) UUID,

* <char_prop>: JRFSFHIER @

o <desc_index>: A FE .

o <desc_uuid>: JHERHIASFH UUID,
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L]
o fifHAAYS, FREEET Bluetooth LE #4%

Bl

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // RE W —F®# 4L MW E WL R, < index £

3.4.29 AT+BLEGATTCRD: GATTC 5 HUIR 45 e fiF i
UE A

Dyt
GATTC U 55 Rk (EL B R A

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W )i *

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].

o <srv_index>: {4575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RSH-EF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FHEFIAFT)TT

o HICE, BERHPRIATTIE

o HARRE, BEHHRRHERIE .

o <len>: FARK S,

o <value>: <char_value> 5{ ¥ <desc_value>,

o <char_value>: fR 55 E-EH., F45 84420, 131 TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>

BEHL. fFI4n, #WER A +BLEGATTCRD: 0, 1, 0, MIFIREIRKE R 1, WAR “07.

« <desc_value>: ]k % F¢ fF f A F WM H, F OHF H#£ & XL, B
1TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> % Ht. %l &0, # Wi
“N +BLEGATTCRD: 0, 4, 0123, NIFREFEKE RN 4, NEN “01237,

Bl

o fEFAGS, FRESEST Bluetooth LE i,
o 5 HARIRS FREA RS, WiR[E] “ERROR”,

il
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AT+BLEINIT=1 // f & : & P 5%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // R W — £ # L W &
/) Bldm, EBRE 3 BERFME 2 FHRMENE

AT+BLEGATTCRD=0, 3,2, 1

W 4R, 48 index & #
1 FHAFREE, #AL T

3.430 AT+BLEGATTCWR: GATTC G55 ¥ EA
BeE WA

Tyt
GATTC B i 55 AL (L oA AR AL

A

’AT+BLEGATTCWR=<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length>

Response:

E

|

P > Fn AT HERSFHCR 8, U T DA AR, 4 8ds K IR FI S8 <length> HYEIT,

PATE AL
AR RN, R

OK

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <srv_index>: k%575, WiafTAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: REHEHEFS, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

e [<desc_index>]: JHEHIATFITS:

o HIE, WEHR IR

o FARWHE, WEHRFHERE.

o <length>: HIEKE. ZSHBUETLE 7 gatts_data.csv H1 val_max_len SHEH .

vei
o ffHAMS, FEIHEST Bluetooth LE JEH; .
o #HRSFHEA L FFEHAE, WikE “ERROR”.

il

AT+BLEINIT=1 // f & : & P 3%

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W —F# 4 MW EHE R, < index £

/) Blim, BE 3 EREWE 4 BRI, EANKEN 6 FIHEE, #4T:
AT+BLEGATTCWR=0,3,4,,6

/O RE ST BFERE, BN 6 FEMBEENA, o "123456", REFHBEAN
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343

Aoy

i

1 AT+BLESPPCFG: #xily/i¥i Bluetooth LE SPP %

%S

¥if] Bluetooth LE SPP (Serial Port Profile) Z:%§

s

AT+BLESPPCFEFG?

W

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>

OK

BeE WA

Ly

15 # 5 #5E Bluetooth LE SPP £%{

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,

—<rx_char_index>] [, <auto_conn>]

Wi i ¢

OK

<cfg_enable>:

0: F'E Ty SPP 24, RSB ILHIHS;

I G SR EIHS

<tx_service_index>: tx fkR % & B, W iz fTAT+BLEGATTCPRIMSRV=<conn_index>
FAT+BLEGATTSSRV? 5],

<tx_char_index>: tx JIR % 4 1iF ¥ 5, W] i8 f7AT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 751

<rx_service_index>: rx fR % ¥ 5, W & FFAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 51y,

<rx_char_index>: 1x g 4% 5 1if ¥ 5, W i& {TAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FAT+BLEGATTSCHAR? 251 ,

<auto_conn>: H N FEEARENL, BOANEOLT, HIEEYGEGIRE.

0: 2% 1 Bluetooth LE %1% H s EIEINHE.

1: {#ifE Bluetooth LE %1% H sh EIEIN6E.

1 Bluetooth LE %% i, tx IRSEFAE B2 write with response B write without
response, X RFFMEEEVNHZ indicate B notify,
X}F Bluetooth LE [R5 %%, tx IRFSFHIEEHELAE indicate B notify, rx JRFSFHIEEHLAE

write with response B{ write without response,
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s SN T ASIEEDGG, AUREREIT, SPRARITERG SHR (KT AT+SYSMSG), %
HORT AR R Ay S (ERERYIS DL T, ERITITIG, S ESIEE, MCU IR EAA R ER WIT,
SR MAC A4 T3, MITCikiE s i) .

il

AT+BLESPPCFG=0 // E % Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // # & Bluetooth LE SPP % #
AT+BLESPPCFG? // & i Bluetooth LE SPP % ¥

3.4.32 AT+BLESPP: i A Bluetooth LE SPP Ei;
Wiifn %

Uyiik:
i3t A Bluetooth LE SPP 55

Do
iy

AT+BLESPP

W i <

OK

>

iR KRR AT 2 23F A Bluetooth LE SPP #15, ] PASFF T 8#E 1 K35 F2 I
77 Bluetooth LE SPP JRZS4E R ( X iAE Bluetooth LE #3288 37 5 K {#i i Notifications ), 3% [A] :

ERROR

e

* 1E SPP L, RIEAT+SYSMSG Bit0 2y 1, W AT A& ATR H SPP A fFE .
* 1E SPP f&fh, A RUEAT+SYSMSG Bit2 Jy 1, W AT A SAR AT BRES A R -
* URGWEIREH +++ U, Wk bl 2R ay >, i 2% H R 4 AT @

4.

il

AT+BLESPP // # N Bluetooth LE SPP # =

3.4.33 AT+BLESECPARAM: #il)/i% ¥ Bluetooth LE Ji#: 5%
A it 2

i
251fi] Bluetooth LE SMP Jjl1%5 5%k

s
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AT+BLESECPARAM?

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>, <auth_option>

OK

B

&F

Ly :

P
GRS

1% & Bluetooth LE SMP il %% 244

O e
iy

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

Wi i ¢

OK

<auth_req>: AJFER.
0: NO_BOND

1: BOND

4: MITM

8: SC_ONLY

9: SC_BOND

12: SC_MITM

13: SC_MITM_BOND
<iocap>: # AfHiAE ST,
0: DisplayOnly

1: DisplayYesNo

2: KeyboardOnly

3: NolnputNoOutput

4: Keyboard display

<enc_key_size>: NIHHEHKE . SHGEH: [7,16]. Hfi:

<init_key>: ZA R BRI LR E 4 -

<rsp_key>: ZANLUREAL AL I % 4 o
<auth_option>: “ZZ4 AL :

0: HBERR LI

L QAR TEYA W 2 2 R E 255, WIS iEs: .

<init_key> il <rsp_key> S A H AU

Bit0: FH A2 4047 U 2 A 7 285 ) T 2 25 40 5
Bitl: TR Hw i s A i 240 ) IRK %47 ;
Bit2: [T 3t b 25 1A B 254 ) CSRK 454 ;

Bit3: T A A b 2 AF R B 25 4H ) link %% (/T Bluetooth LE il BR/EDR A7 ) .
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il

AT+BLESECPARAM=1,4,16,3,3,0

3.4.34 AT+BLEENC: % Bluetooth LE Jjii%8i 2K
E WA

Jyiig:
LSRN

[

’ AT+BLEENC=<conn_index>, <sec_act>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
e <sec_act>:

0: SEC_NONE;

e 1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;

3: SEC_ENCRYPT_MITM.,

A
o fERA AT, W ERESE. B SRR .

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADDR?

AT+BLESECPARAM=1,0,16,3,3

AT+BLESETKEY=123456

AT+BLEADVSTART

// f£ F Bluetooth LE ¥ i& app % client 5 ESP32 % % # i Bluetooth LE # ¥
AT+BLEENC=0, 3

3.4.35 AT+BLEENCRSP: |05 %} 5 25 F e if e i =R

BE WA

g
I A2 S0 S A 6 A AL AT RO i 2K

e
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’AT+BLEENCRSP:<conn_index>,<accept>

e <conn_index>: Bluetooth LE i£3:5-, JER: [0,2].
* <accept>:

* 0: $E4;

o 1.

)
« EFIAASIE . AT AR R ARG e R4

+BLEAUTHCMPL: <conn_index>, <enc_result>

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
e <enc_result>:

o 0: i XS L 5

L: T e 2R

il

AT+BLEENCRSP=0, 1

3.4.36 AT+BLEKEYREPLY: #3%}J5 #0554

R

LA

itk
[] A2 Bt %o 54

’AT+BLEKEYREPLY:<conn_index>,<key>

W i <

[ox

S

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
 <key>: FLXIEEH.

il

AT+BLEKEYREPLY=0, 649784
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3.4.37 AT+BLECONFREPLY: #5%f s ISR G (165840 BE)

BeE WA

Jyiig:
[ 5 E X 25 24

s

’AT+BLECONFREPLY=<conn_index>,<confirm>

i) o
[ox
» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
¢ <confirm>:
e 0: 75
o 11 B
il

AT+BLECONFREPLY=0, 1

3.4.38 AT+BLEENCDEV: #%iggfi) Bluetooth LE Jjiiss 5 bl
s

ik
i) 46 5E 1) Bluetooth LE J%5 15 £ 1 %

AT+BLEENCDEV?

W i :

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

o+ <enc_dev_index>: CL4J T iRAMIERS . ESHA—E LT A AT+BLECONN %5 11 Bluetooth
LE #3235 F P conn_index %k, JLF: [0,14].
o <mac_address>: MAC Hifil-,

Bl

* ESP-AT iR AWSIE 15 ks, WRIEMBEHERIT 154, AR E & E SR
BREMF M 0 | 14 SR 162 BB (E S .
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il

AT+BLEENCDEV?

3.4.39 AT+BLEENCCLEAR: {5k Bluetooth LE Jjis 3 $5 514

BEE A

i

ML EHRES 2 H R — B S e
[

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
O 83 2 4 s P i A 5

A .
"ﬂé’\'

’AT+BLEENCCLEAR

Wi 3% ¢

’OK

« <enc_dev_index>: 4} EXSMIERES .

il

AT+BLEENCCLEAR

3.440 AT+BLESETKEY: % Bluetooth LE &52AsHCNf %540
AR A

itk

]:‘é?i’aj Bluetooth LE ¥ A B B4, £X%&E, N AT KE -1

A

’AT+BLESETKEY?

Wi 3% ¢
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+BLESETKEY:<static_key>
OK

Pa-

S

Yytig:
M i Bluetooth LE #3315 &~ Bluetooth LE #2524

O e
iy

’AT+BLESETKEY:<static_key>

W 3% ¢

[ox

S

» <static_key>: Bluetooth LE F#ZSARNT4H .

il

AT+BLESETKEY=123456

3.4.41 AT+BLEHIDINIT: Bluetooth LE HID il #4514t
Ao A

i
#if Bluetooth LE HID P FI#R L1 &L

T

AT+BLEHIDINIT?

Wi i ¢
HARMIIGAE, W AT & 0]

+BLEHIDINIT:0
OK

HORMAIL, W AT &

+BLEHIDINIT:1

¥4 4k Bluetooth LE HID i
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’AT+BLEHIDINIT:<init>

e <init>:
o 0: HUJlY Bluetooth LE HID sl (#T 444k ;
* 1: ¥J4f1k Bluetooth LE HID /33,

Bl

« Bluetooth LE HID J&:%: 5 il GATT/GAP 4 [a] i i .

2N

AT+BLEHIDINIT=1

3.4.42 AT+BLEHIDKB: ‘%1% Bluetooth LE HID #3515

gﬁ

CELA

Dyt
KRREFER

O e
iy

’ AT+BLEHIDKB=<Modifier_keys>, <key_1>, <key_2>,<key_3>,<key_4>, <key_5>, <key_6>

Wi 3% ¢

[ox

S8

« <Modifier_keys>: 2H {5,
o <key_1>: FHS 1.
o <key_2>: HALHS 2,
o <key_3>: #fUHG 3,
o <key_4>: HEUAY 4.
o <key_5>: fEfLRS 5,
» <key_6>: HHUIY 6.,

e

o LTSNS E, 2% Universal Serial Bus HID Usage Tables /) Keyboard/Keypad Page Z75.
o FHILA A5 10S PR E., REYR S TR BT MFLIAGIE.
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il

AT+BLEHIDKB=0,4,0,0,0,0,0 // BB NF K& "an

3.4.43 AT+BLEHIDMUS: % 3% Bluetooth LE HID Uk EL
wE WA

i
KAk AR E S

[

’AT+BLEHIDMUS=<buttons>,<X_displacement>,<Y_displacement>,<wheel>

o <buttons>: bRk,

» <X_displacement>: X {iif%.
« <Y_displacement>: Y {ii#%.
o <wheel>: &,

B
» T £ HID f#r{5 )8, , i 22% Universal Serial Bus HID Usage Tables ft] Generic Desktop Page #1 Application

Usages &7
o B4 10S PP E., REYR S IR BT MFLIAGIE.

il

AT+BLEHIDMUS=0,10,10,0

3.4.44 AT+BLEHIDCONSUMER: ‘%1% Bluetooth LE HID consumer {5 .
BE WA

Dyie:
%1% consumer 13 B,

e

’AT+BLEHIDCONSUMER=<consumer_usage_id>

Wi i ¢

’OK
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BH

» <consumer_usage_id>: consumer ID, %[l power. reset. help. volume %, /{1 2% HID Usage Tables
for Universal Serial Bus (USB) H1[#) Consumer Page (0x0C) 7,

Bl
o BAEIArS1T 108 PR ACH., R T E e i MFLIAGIE.

il

AT+BLEHIDCONSUMER=233 /) BB EE

3.4.45 AT+BLUFI: Jf 53k 5% ] BluFi
Ay

i
#if BluFi ARES

AT+BLUFI?

Mjn] oz <
# BIuFi RIT/H, WM :

+BLUFI:0

OK

# BluFi &P /E, Mg mE -

+BLUFI:1

OK

EmA

&E

Ly :
T ECK ] BluFi

O e
iy A

’AT+BLUFI:<option>[,<auth floor>]

Wi ¥ :

[ox
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BH

e <option>:
— 0: 5[] BluFi;
- 1: 7F)3 BluFi,
« <auth floor>: Wi-Fi iAUFBEECEE, ESP-AT A& R FIIER LT M SIER) AP:
- 0: OPEN (¥#ki\);
WEP;
: WPA_PSK;;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN R W =

(L]

* 4 HUBEAE Bluetooth LE SRAIIAAL 0L FHF = 5¢ 7] BluFi (AT+BLEINIT=0).

© MR HAFRPERE , HUEGEH BluFi DiBERT, JokiRAT+CWMODE=0/1 fiv 925 SoftAP. fEAR
TIRE AT, WP RE A7 S0

* BluFi [iS[¥ )55 %1% AT+BLUFI=0 fii< X BluFi, PAREBT .

il

AT+BLUFI=1

3.4.46 AT+BLUFINAME: #if)/i% % BluFi %454/
far A

hfik:
¥t BluFi 44 K

Py
A

AT+BLUFINAME?

Wi i ¢

+BLUFINAME: <device_name>
OK

S

N

R

&

i
TCE BluFi #4544 75

A

’ AT+BLUFINAME=<device_name>

W i :

[ox
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BH

+ <device_name>: BluFi #4544 %5,

Bl

© W ¥ E BWF B 4 FR, AR AT AT+BLUFI=I fir % Wl BB, 75 WRF 68 ) KA 44 Fx
BLUFI_DEVICE.

* BluFi i@ A AR KK 26 F5,

* Blufi APP u] DATERY R E A R 2K

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.47 AT+BLUFISEND: % 1% BluFi J ) 5 2 SCEcbs

)E’J

CE A

i
ik BluFi J 7 H 5E a4 FHlim

’AT+BLUFISEND:<length> ‘

Response:

Fi5 > FOR AT RGP D8, BERMET DS AR, 4 8i KA EI 240 <length> [H{ERT,
THa & s .
AR R, R -

OK

- <length>: HEKE, B .
B

o [ SCBdRM K AN AR 600 AT,
o QIR ESP YL B FHLAERIH P E & L8, B4 PA +BLUFIDATA: <len>, <data> #&x{{T I,

2Nl

AT+BLUFISEND=4
/)RR ST FEE, M 4 FHEHEENT, o234, REEEL W EH KX E S FAN
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3.5 ESP32 Classic Bluetooth® AT #y A4

o /23

e AT+BTINIT: Classic Bluetooth #J 154k

o AT+BTNAME: #¥if]/i5 & Classic Bluetooth 14544 B

o AT+BTSCANMODE: i%'& Classic Bluetooth iz,

e AT+BTSTARTDISC: F144 % ¥ )E 4 Classic Bluetooth 4%

e AT+BTSPPINIT : Classic Bluetooth SPP i i&4k

o AT+BTSPPCONN: 2%ifi)/7sr. SPP &4z

o AT+BTSPPDISCONN : WiF SPP %%

e AT+BTSPPSTART: J})& Classic Bluetooth SPP /3

o AT+BTSPPSEND: 7 i%ER|%} )5 Classic Bluetooth SPP % 4%
e AT+BTA2DPINIT : Classic Bluetooth A2DP M #] UGk

e AT+BTA2DPCONN: Zxif)/##sr A2DP %3

o AT+BTA2DPDISCONN: WiFF A2DP %4

o AT+BTA2DPSRC: Zrifij/i B 359504 URL

o AT+BTA2DPCTRL: ¥EH35 545

o AT+BTSECPARAM : Zxifj/i% & Classic Bluetooth Z¢4> 54

o AT+BTKEYREPLY : % A\ faj BAHC %} %54H (Simple Pair Key)

o AT+BTPINREPLY : i AMESGEE %955 (Legacy Pair PIN Code)
* AT+BTSECCFM: 45X} J5 ¥ M A GER (1B B )
o AT+BTENCDEV : #xifi Classic Bluetooth Jj[ %5k #5 41| 3%

o AT+BTENCCLEAR: %[ Classic Bluetooth fil1%5i& $5 41| 3¢

« AT+BTCOD: B ¥sdm

o AT+BTPOWER: #ifij/i&% & Classic Bluetooth f{) TX TJj3%

351 74

ESP32 AT [ {5045 B 2% OALIE 4.2 ilUA.

% BOARY AT EPEASCRFOUE R 89 AT 6% WRATE S ESP32 SRl F v, i HAT40 3%
ESP-AT T4z, TESRTLAPTCE TRV (FHEEIEMAY, RIEEHTHELRE):

o EHEMW T4 Component config->AT->AT bt command support

* J3 | SPP iy 4 : Component config -> AT -> AT bt command support -> AT bt spp
command support

* 2l A2DP 54 Component config -> AT -> AT bt command support -> AT bt al2dp
command support

3.5.2 AT+BTINIT: Classic Bluetooth #Ji&1k
Ay

Dyie:
#ifi) Classic Bluetooth #J 5 LARTS

AT+BTINIT?

Wi i ¢
LORIIAR, TR
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+BTINIT:1
OK

HARBIIRAL, IR (] -

+BTINIT:0

Yitig:
I hEA B Y4 Classic Bluetooth

[k

’AT+BTINIT=<init>

Wi i ¢
ox
e <init>:
— 0: H#4Y Classic Bluetooth;
— 1: #1464k Classic Bluetooth.,
el

o HIRIEHE IR RE , BEAE(# ] Classic Bluetooth THEERT , 76 & 1EAT+CWMODE=0/1 425 ] SoftAP,
WA TR Z 4077, W R RF U7 SRS
o YR Classic Bluetooth E.¥J154%, WIAT+CIPMODE oy E R 1,

il

AT+BTINIT=1

3.5.3 AT+BTNAME: #xify/i P Classic Bluetooth %55 #4155
Arifgin A

ig:
711 Classic Bluetooth % £% 44 FR

zs

AT+BTNAME?

Wi i ¢

+BTNAME : <device_name>
OK
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B

&F

Uik
B Classic Bluetooth 1% £5 44 FR

O e
iy

’AT+BTNAME:<device_name>

Wi i :

[ox

S
o <device_name>: Classic Bluetooth 545485, KN 32, ERA:” ESP32_AT”,
]

o FAT+SYSSTORE=1, Tt E UL NVS X,
o R\ Classic Bluetooth %454 Fr “ESP32_AT”,

il

AT+BTNAME="esp_demo"

3.54 AT+BTSCANMODE: ;¥ Classic Bluetooth F1HfiFiX,
WA

hiig:
% & Classic Bluetooth 9=,

[

’AT+BTSCANMODE:<scan_mode>

Wi i ¢

’OK

e <scan_mode>:
— 0: NA R H AR 7R
— 1 ATPERAER ] R s
- 2: PER] R FA R AR
- 3: AR PUEAR ] HE .

il
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AT+BTSCANMODE=2  // BE 7 X H 4 7 % £

3.5.5 AT+BTSTARTDISC: JIi&%8 )40 Classic Bluetooth %75

JF4 % F) Classic Bluetooth %45

Py
A

AT+BTSTARTDISC=<ing_mode>, <inqg_len>, <ing_num_rsps>

Wi 3% ¢

+BTSTARTDISC:<bt_addr>, <dev_name>, <major_dev_class>, <minor_dev_class>, <major_srv_
—~class>, <rssi>

OK

¢ <inq_mode>:
— 0: general inquiry mode;
— 1: limited inquiry mode.
* <ing_len>: inquiry M, {5 0x01 ~ 0x30.
e <ing_num_rsps>: 7] PAILF| A inquiry responses FIEE:, 75N 0, AT K E| FLRR response.
e <bt_addr>: Classic Bluetooth Hiiil,
o <dev_name>: W55 FK.
* <major_dev_class>: F T4 :
— 0x0: HAth;
- Ox1: 5L
- Ox2: Hih (FHL. Fofs. ATEIE. EHREeES) ;
— 0x3: LAN, M#%3: A5 ;
— Oxd: FAAI (HHL. Prds. SRR, Wi /R. VCR);
- Ox5: it (RUbR. WERAF. BEEL):
- 0x6: BB (FTED. =L, APL. BIR);
- Ox7: W 5H;
- 0x8: A
— 0x9: fHtfR;
— Ox1F: K425,
o <minor_dev_class>: 155% REH A (Minor Device Class field).
o <major_srv_class>: LIRSS :
— 0x0: JERUH;
- 0x1: AR & IR (Limited Discoverable Mode);
- O0x8: BN (frEHRE);
— 0x10: P25, UWTLAN, A%
- 0x20: yEZY, WHTE. Hrds
— 0x40: Fi#e, AL, Zre X
— 0x80: XJ4:f% 4, N v-Inbox, v-Folder;
- 0x100: F4t, Wz as. ZwX. HAURS ;
- 0x200: Hi3&, WJCagris. Hm ARG . BURS
- 0x400: {55, 1 WEB JIR%#%. WAP J[R55%%.

o <rssi>: [HEEIRE,
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il

AT+BTINIT=1
AT+BTSCANMODE=2
AT+BTSTARTDISC=0,10,10

3.5.6 AT+BTSPPINIT: Classic Bluetooth SPP [ il #)i5fk

it &

Tytig:
#51fi] Classic Bluetooth SPP M HAILIRES

Py -
iy

AT+BTSPPINIT?

W
O, W

+BTSPPINIT:1
OK

HARMIIAAE, R [m]:

+BTSPPINIT:0

WIHEAL BG4y Classic Bluetooth SPP 3%

ke

’AT+BTSPPINIT:<init>

My i+
|ox
S8
* <init>:

— 0: Y4 Classic Bluetooth SPP ¥ ;
— 1: HUH 1L Classic Bluetooth SPP ¥, £ {4} master;
- 2: #4fifk Classic Bluetooth SPP #p3L, £ {4 H slave,

il

AT+BTSPPINIT=1
AT+BTSPPINIT=2

// master
// slave
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3.5.7 AT+BTSPPCONN: 7tify/r. SPP ¥
A iRA

Yitig:
#71fi) Classic Bluetooth SPP %%

s

AT+BTSPPCONN?

W

+BTSPPCONN: <conn_index>, <remote_address>
OK

WERRESL R, R[] -

+BTSPPCONN: -1

)E’J

CEL A

7357 Classic Bluetooth SPP %422

’AT+BTSPPCONN:<conn_index>,<sec_mode>,<remote_address>

W i <

[ox

AR, W AT i8] :

’+BTSPPCONN:<conn_index>,<remote_address>

SRR M, AT iR [m]

’+BTSPPCONN:<conn_index>,71

BH

e <conn_index>: Classic Bluetooth SPP &35, Mui H i aiER:, S5 R0,
¢ <sec_mode>:

0x0000: Jr %4 5

0x0001: FFEAZAL ((UATIMERETR ) ;

0x0036: ZEZL %,

0x3000: ] AR

0x4000: /b 16 {3 %45,

o <remote_address>: XiJj Classic Bluetooth SPP % £l .

il

AT+BTSPPCONN=0,0,"24:0a:c4:09:34:23"
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3.5.8 AT+BTSPPDISCONN: IJ| SPP i
P4

Yitig:
¥7FF Classic Bluetooth SPP &4

s

’AT+BTSPPDISCONN=<conn_index>

W

’OK

Hr AT, R ]

’+BTSPPDISCONN:<conn_index>,<remote_address>

A A TR, MR [E]

’+BTSPPDISCONN:*1

+ <conn_index>: Classic Bluetooth SPP #£#25, Muj L FpaiERE, #ERS R0,
o <remote_address>: X5 Classic Bluetooth A2DP &£l .

il

AT+BTSPPDISCONN=0

3.5.9 AT+BTSPPSEND: ‘% iXZdaFI%lJi Classic Bluetooth SPP 5%

it A Classic Bluetooth SPP 45,
1]

A
mA:

’AT+BTSPPSEND

W % <

>

EmA

&E

Yytig:
RIEHHEF KT Classic Bluetooth SPP 1345

O e
iy 4
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’AT+BTSPPSEND:<conn_index>,<data_len>

 <conn_index>: Classic Bluetooth SPP #4#5, Mpj H A iER:, #ES5 R0,
o <data_len>: KiEFHEMKE.

L]

« RGEI AL RSB ATIR I >, SR)5 ESP32 45 7E A UART Bluetooth FEALHI, 24 A GEU | H
A+ IR, BRI E A A SR, SRR T A AT i

2N

AT+BTSPPSEND=0, 100
AT+BTSPPSEND

3.5.10 AT+BTSPPSTART: Jf k3 Classic Bluetooth SPP i
Pt %

hig:
FFj& Classic Bluetooth SPP 1313

[

’AT+BTSPPSTART

W

’OK

st

* £ SPP f&f, WIARARBEAT+SYSMSG a2/ bit2 2 1, MARGEA SR ML EERES A E
El

JEy o

il

AT+BTSPPSTART
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3.5.11 AT+BTA2DPINIT: Classic Bluetooth A2DP [} il #)i5fk
iy

i
#rif) Classic Bluetooth A2DP ¥ AR IRIRES

s

AT+BTA2DPINIT?

M]3 :
HOWIRIE, R E

+BTA2DPINIT:<role>

OK

FARBIIRAE, W3R (] -

+BTA2DPINIT:0

OK

BeE WA

Dyie:
s B34 Classic Bluetooth A2DP X

A

’AT+BTA2DPINIT=<role>

ja] o, =

o

B

» <role>: fA{t

— 0: Y4 Classic Bluetooth A2DP /33 ;
— 1: source;
— 2: sink,

ZN |

AT+BTA2DPINIT=2

3.5.12 AT+BTA2DPCONN: 7 i/t . A2DP i
Ay 4
e

#71i) Classic Bluetooth A2DP %2
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[

AT+BTA2DPCONN?

Wi i ¢

+BTA2DPCONN: <conn_index>, <remote_address>
OK

PR BESIIER:, W AT R4k [0] <conn_index> fll <remote_address> Z3{.

)E’J

CHLN A

k-
7357 Classic Bluetooth A2DP #:$2

’AT+BTA2DPCONN:<conn_index>,<remote_address>

W i <

|ox

ARSI, R [m]:

’+BTA2DPCONN:<conn_index>,<remote_address>

ArESLIEER M, R [m]

’+BTA2DPCONN:<conn_index>,—1

B

e <conn_index>: Classic Bluetooth A2DP #E§25-, Mul H A, EES 80,
o <remote_address>: ] J; Classic Bluetooth A2DP 5 Hudik

hil

AT+BTA2DPCONN=0,0,0,"24:0a:c4:09:34:23"

3513 AT+BTA2DPDISCONN: IfiJf A2DP i:f%
Baitrs

ik
W7 FF Classic Bluetooth A2DP 4%

AT+BTA2DPDISCONN=<conn_index>

W i :

+BTA2DPDISCONN: <conn_index>, <remote_address>

OK
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BH

e <conn_index>: Classic Bluetooth A2DP %325, a7 H s ds, %

o <remote_address>: XiJ5 Classic Bluetooth A2DP % £l .

Bl

FH 0,

AT+BTA2DPDISCONN=0

3.5.14 AT+BTA2DPSRC: 75 ifi/i 5 3555 S URL
iy iy A

yiig:
) FE AL URL

s

AT+BTA2DPSRC?

Wi i ¢

+BTA2DPSRC: <url>, <type>
OK

PATI %

D
B GO URL

[

’AT+BTA2DPSRC:<conn_index>,<url>

W i <

[ox

e <conn_index>: Classic Bluetooth A2DP %325, Mui H s gER:, %3580,

o <url>: JECURERAR, M4F1H S7E HTTP, HTTPS F1 FLASH,
o <type>: FHSCAEEZY, 40 “mp3”.

B
o [T S mp3 A%

il

AT+BTA2DPSRC=0, "flash://spiffs/zhifubao.mp3"

AT+BTA2DPSRC=0, "https://dl.espressif.com/dl/audio/ff-16b-2c-44100hz.mp3"
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3.5.15 AT+BTA2DPCTRL: #hl5%Wiskik
P4

Dytie:
Pl E A

[

’AT+BTA2DPCTRL:<conn_index>,<ctrl>

Wi % ¢

’OK

BH

 <conn_index>: Classic Bluetooth A2DP %5, YFj A2 RppiEss, #3558 0,
o <ctrl>: Jasif 2
— 0: A2DP Sink, 2 1F#&7;
: A2DP Sink, FFUAHEHL;
: A2DP Sink, eit;
: A2DP Sink, J5iB;
: A2DP Sink, itz ;
: A2DP Sink, il ;
: A2DP Source, {2 [F3EL;
: A2DP Source, FFUEFENN;
: A2DP Source, {537 .

I
N — O Db W~

il

AT+BTA2DPCTRL=0,1 // JF & & 5% & ¥

3.5.16 AT+BTSECPARAM: #ify/i ¥ Classic Bluetooth 22455
iR 4

Z¥ifi] Classic Bluetooth %-4=% %k

Pla sy
A

AT+BTSECPARAM?

Wi

+BTSECPARAM: <io_cap>, <pin_type>, <pin_code>
OK

)E’J

CEL A

Jyiie:
W E Classic Bluetooth 224> %]
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’AT+BTSECPARAM:<io_cap>,<pin_type>,<pin_code>

Wi % ¢

’OK

* <io_cap>: K AfithfES
— 0: DisplayOnly;
— 1: DisplayYesNo;
— 2: KeyboardOnly ;
— 3: NolnputNoOutput,
+ <pin_type>: i I i AL
— 0: ARG ;
- L FE .
* <pin_code>: ELRCAIET, HAKE: 16 775,

el
* HIE <pin_type> 40, WM& EHZNZM <pin_code> Z4L,

il

AT+BTSECPARAM=3, 1, "9527"

3.5.17 AT+BTKEYREPLY: % A fiafdxt %84 (Simple Pair Key)
PArm %

Yytig:
iy AT BATC T 45 4] (Simple Pair Key)

’AT+BTKEYREPLY:<conn_index>,<Key>

W i :

[ox

BH

+ <conn_index>: Classic Bluetooth i35, 4] H R sikER:, EHS5 N0,
o <Key>: fijHALX %4 (Simple Pair Key).

il

AT+BTKEYREPLY=0,123456
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3.5.18 AT+BTPINREPLY: i A4l %1% (Legacy Pair PIN Code)
PAT R4

ke
W AME G351 (Legacy Pair PIN Code)

s

’AT+BTPINREPLY=<conn_index>,<Pin>

o <conn_index>: Classic Bluetooth 5, 4wi A i, ERES5H0,
o <Pin>: G HEI%#HY (Legacy Pair PIN Code).

il

AT+BTPINREPLY=0, "6688"

3519 AT+BTSECCFM: Z3%fJj el S iilah R (feBeilielit)
WA

itk
NI AT R NG (RSB EY)

s

’AT+BTSECCFM:<conn_indeX>,<accept>

W i :

[ox

S

e <conn_index>: Classic Bluetooth i3, Y4ui H SR, 580,
o <accept>: JEAAEIESE:
- 0: fH4s;

- 1 8%,

il

AT+BTSECCEFM=0,1
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3.520 AT+BTENCDEV: #iifj Classic Bluetooth Jjiis& i $5 413

iy
i
I E B

s

AT+BTENCDEV?

W

+BTENCDEV:<enc_dev_index>, <mac_address>
OK

BH

o <enc_dev_index>: ZJEHESSITE .
o <mac_address>: MAC Hidil-.

2N

AT+BTENCDEV?

3.5.21 AT+BTENCCLEAR: {4 Classic Bluetooth Jjjiss #5414

)y

N

R

&

Dyt
MRS R H R — S s

’AT+BTENCCLEAR:<enc_dev_index>

W i :

[ox

WA 4

Yytie:
i 53 2 4 Al o B A 1B

A

’AT+BTENCCLEAR

W

[ox
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BH

» <enc_dev_index>: #ERET 5.

Bl

AT+BTENCCLEAR

3.522 AT+BTCOD: ¥ issm
LA

Dk
& Classic Bluetooth 775255

’AT+BTCOD:<major>,<minor>,<service>

Mjn] oz <

[ox

o <major>: FILFEIM (major class);

e <minor>: YRKILPFEZEA (minor class);
o <service>: [[R5525% (service class),

il

AT+BTCOD=6,32,32  // 3T 1 #L

3.5.23 AT+BTPOWER: #xily/i ¥ Classic Bluetooth 1) TX X3

it 2

tig:
5] Classic Bluetooth [ TX T3

Yy
A

AT+BTPOWER?

W i <

OK

+BTPOWER: <min_tx_power>, <max_tx_power>
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&F

Uik
1% & Classic Bluetooth [ TX T3

O e
iy

’AT+BTPOWER:<min_tx_power>, <max_tx_power> ‘

Wi i :

[ox |

BH

o <min_tx_power>: IH/NEFOKY, JEE: [0,7].
* <max_tx_power>: iz KIJFKF-, JEH: [0,7].

il

’AT+BTPOWER:5,6 // & & Classic Bluetooth tx If &

3.6 MOQTT AT A4k

o 48

o AT+MQTTUSERCFG: i%'& MQTT Jfl F'J@ ik

o AT+MQTTLONGCLIENTID: $£%& MQTT % F i ID

o AT+MQTTLONGUSERNAME: % & MQTT %t ] F 44
o AT+MQTTLONGPASSWORD: %'& MQTT &[5 15

o AT+MQTTCONNCFG: %% MQTT g3 )81

* AT+MQTTALPN: % MQTT [ HJZ L HprT (ALPN)
o AT+MQTTSNI: %8 MQTT JIR$5 284 Frdg7 (SNI)
o AT+MQTTCONN : %3 MQTT Broker

« AT+MQTTPUB: %15 MQTT {HE (F4FH)

o AT+MQTTPUBRAW: k7i¥ MQTT ji &

e AT+MQTTSUB: 1] 5] MQTT Topic

» AT+MQTTUNSUB: HUH7] 1% MQTT Topic

o AT+MQTTCLEAN: WiJF MQTT %42

o MOTT AT %%3%

o MOTT AT i#.#A

3.6.1 #r4

T BN AT SRS RO AT @4, WILGORT 5 ESP32 %HE MQTT 4, i F1474
i ESP-AT 142, {ES T LT TR

. %Hﬁ Component config->AT->AT MQTT command support
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3.6.2 AT+MQTTUSERCFG: i MQTT H F stk

BeE MQTT sk

s

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W

OK

BH

e <LinkID>: 4Hi{Y % $F link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AFZERIESS ) ;
: MQTT over TLS (R:56; server IF5)
: MQTT over TLS ($444k client JE45) ;
: MQTT over TLS (#:56; server I3 H i client IE4 ) ;
: MQTT over WebSocket (T TCP);
: MQTT over WebSocket Secure (ET TLS, ARIGUFF);
: MQTT over WebSocket Secure (ET TLS, R server IE5);
- 9: MQTT over WebSocket Secure (3T TLS, #24t client iF-);
— 10: MQTT over WebSocket Secure (3T TLS, 4 server 3IE 457 HAEMAE client ET5) .
o <client_id>: MQTT % /it ID, f K 256 75,
o <username>: {74, HT & MQTT broker, K& : 64 %95,
o <password>: %510, FT-Efl MQTT broker, K E: 64 F7,
o <cert_key_ID>: {[F35 ID, Hp{j ESP-AT {7 #—%F& cert iE 15, S%H 0.
« <CA_ID>: CAID, HjESP-AT {{Z#—%& CAIET, %0k 0,
o <path>: TEUEEKAS, HORKREE: 32 0.

|
0NN DN AW

B
- FE4 AT G4l K BERAERLE 256 545,
« M <scheme> A 3. 5. 8. 10, T RMIRSBHAE ARSI, e L EAT+ MOTTCONN fis

AHIHER ESP32 LI MR ). (57T PAKIEAT+CIPSNTPCFG 4 KL B SNTP, ARHCA R
6], %3AT+CIPSNTPTIME? 54251 24 Bt a] o )

3.6.3 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )3 ID

i
E MQTT % )i ID

zs

AT+MQTTLONGCLIENTID=<LinkID>, <length>

Wi i ¢
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OK

>

iR Y RN AT CHER LFEIC MQTT % i 1D, MBS RT AR ALK P 1D, 24 AT 320503 i % - i
ID KJFiKF| <length> 5, &R[MH:

OK

o <LinkID>: 47i{Z %%} link ID 0.
o <length>: MQTT & /i ID KJiF, Ji[: [1,1024],
el
* AT+MQTTUSERCFG fip Al AR E MQTT & g ID, — 3 2 [a] i 22 5 e 45 -
— AT+MQTTLONGCLIENTID x4 DA Ji S 5% A XH K 1 % Pt 1D, [R g AT+ MQTTUSERCFG

K Z IR
— AR EAT+MQTTUSERCFG J5 Fififi il AT+ MOTTLONGCLIENTID.,

3.64 AT+MQTTLONGUSERNAME: i%'¥ MQTT %k 1 #4

)E’J

CEL A

i
BE MQTT M4

Py -
“ﬂ4>‘

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W 3% ¢

OK

>

AR IR AT BRI MQTT 744, BT PAR A MQTT J 744, 24 AT #I3iy MQTT
M PA KRS <length> J5, &[]

OK
BH
e <LinkID>: 4Hij{{Z#F link ID 0,
e <length>: MQTT K&, L [1,1024].
B
* AT+MQTTUSERCFG iy AT AR E MQTT I P44, 35 2 [A] i) 22 5404 -
— AT+MQTTLONGUSERNAME 54 0] DAFH S5 BARXT B 45, RSN AT+MQTTUSERCEG fiy
LR EZIR .
- WA EAT+MQTTUSERCFG )5 ¥ [ AT+ MOTTLONGUSERNAME
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3.6.5 AT+MQTTLONGPASSWORD: ¥ MQTT %kl #6%
BEmA

i
BCE MQTT #H

[

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W

OK

>

Fiknay 2R AT CHER I MQTT 415, Ui &nT DA% A MQTT #5249 AT H(EIH) MQTT %5
KEZiAE| <length> J5, &M

OK

e <LinkID>: 4§i{{ % $¥# link ID 0,
o <length>: MQTT B K, JuF: [1,1024].

(|

* AT+MQTTUSERCFG fiy %] DA E MQTT %51, 35 2 [A] 0 25 A0 35 -
— AT+MQTTLONGPASSWORD W] DA R BE B X K %, AT+ MQTTUSERCFG i 41
FEZ IR
— MNAERE AT+MQTTUSERCFG J5&i i il AT+ MQTTLONGPASSWORD.,

3.6.6 AT+MQTTCONNCFG: #%H MQTT ER:EPE
BEWmA

itk
BEE MQTT i3 @t

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>, <"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i :

OK

BH

* <LinkID>: 43{{{ 34 link ID 0,
* <keepalive>: MQTT ping Bl I (], FAfi: Fb. JEF: [0,7200]. BRIAME: 0, KGRHIH 120 Fb.
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* <disable_clean_session>: i%# MQTT i & iftrds, A X ST L5 E1E5% MQTT 3.1.1
MY P Clean Session B75 ,
- 0: fligEE 2.
- I B TR
o <lIwt_topic>: #5ilIE topic, HAKE: 128 F7,
o <Iwt_msg>: i3I8 message, FxAKE: 128 F7.
o <Iwt_qos>: #lE QoS, SH AL 0. 1. 2, BRAE: 0.
o <Iwt_retain>: 1%IE retain, SEAIL 08k 1, BHAE: O,

3.6.7 AT+MQTTALPN: #:¥ MQTT J 20 BrR§ (ALPN)

)E’J

AUNTEC

i
BLE MQTT 2R (ALPN)

’AT+MQTTALPN:<LinkID>,<alpn_counts>[,<"alpn">}[,<"alpn">][,<"alpn">}

W i ¢

o <LinkID>: 4{i{¢ 35 $ link ID 0,
« <alpn_counts>: <” alpn” > &5, L [0,5].
- 0: %M MQTT ALPN i &
- [1,5]: i%E MQTT ALPN Ji &
o <” alpn” >: FERHRSH, FR ClientHello 1) ALPN, f P DA% %2 A~ ALPN “FE B R 5545 -

B
o B AT KN /NT 256 75 .

o HATE MQTT 35 TLS 5 WSS i, MQTT ALPN B A 245K .
o WAEVE B AT+MQOTTUSERCFG J5 5 Jf| AT+ MQTTALPN ,

2N

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt—-ca.cn", "mgtt-ca.us"

AT+MQTTCONN=0, "192.168.200.2",8883,1

3.68 AT+MOQTTSNI: ¥ MQTT JIR%5 2 4Rkdss: (SNI)
eV A

itk
BEE MQTT 45424 R4~ (SNI)
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[

’AT+MQTTSNI:<LinkID>,<"sni">

e <LinkID>: 4Hi{{ % $¥F link ID 0,
o <” sni” >: MQTT RF5#a 4 F5d6 . W PAFE ClientHello HoffH %0 ik B iR 5545

o BEAK AT iy o KRER/INT 256 55
« JATE MQTT £ TLS 5 WSS i, MQTT SNI“FEBrA /L3
o [AEVCE AT+MQOTTUSERCFG J5 T8 Ji§ AT+ MQTTSNI .

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32", "espressif","1234567890",0,0,""

AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com", 8883,1

3.6.9 AT+MQTTCONN: ¥%#: MQTT Broker
R

Yitig:
Zrifi] ESP32 545 EL 1121 MQTT broker

Py
A

AT+MQTTCONN?

Wi i ¢

+MQTTCONN: <LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>
OK

)y

N

&;

Tytig:
%3 MQTT Broker

A

AT+MQTTCONN=<LinkID>, <"host">, <port>, <reconnect>

W i :
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OK

o <LinkID>: 4#i{{ % #F link ID 0,
o <host>: MQTT broker 1844 , KKK E: 128 F3F
o <port>: MQTT broker 351, A : 65535,
 <path>: BEJFpRAT, mORKEE: 32 5475,
e <reconnect>:
- 0: MQTT A HZhE . WA MQTT @7 245 fi K, W IG A TR  FH AS i B i 422
EHREKIRAT+MOTTCLEAN=O fiy 25 HME R, EHACESE, HEmiEs:.
- 1L MQTT H3H %, SIHFERZ NI,
o <state>: MQTT JRZES:
- 0: MQTT KHJhafL
: BB AT+ MQOTTUSERCFG;
: BB AT+ MQTTCONNCFG;
DRI
D CEERE
C R, HRITH topic;
- 6: CER:, CATPH topic.
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS

|
N AW =

2 (RFIRUES ) ;
3: MQTT over TLS (#¢5; server yIE+5) ;
4: MQTT over TLS (#4it client jiF) ;
5: MQTT over TLS (#:4; server iIF 5 HiRAE client iET ) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (J:T TLS, AKEHET);
8: MQTT over WebSocket Secure (3T TLS, L server yIET5);
9: MQTT over WebSocket Secure (3T TLS, 32t client JEF3);
10: MQTT over WebSocket Secure (3T TLS, A4 server 3IF 357 HA2ML client E45) .

3.6.10 AT+MQTTPUB: %4ii MQTT #i55 (‘4 H:)
}Qﬁn /?

it

i 4T topic 752%’5 MQTT P4 E . ARG AN SN EdEEA R Z , B4l THA AT MK E
BIE 256 F7, HiJAT+MQOTTPUBRAW 54,

O e
iy

’ AT+MQTTPUB=<LinkID>, <"topic">,<"data">, <qos>, <retain>

 <LinkID>: 43i{% 374 link ID 0,

o <topic>: MQTT topic, FHRKJE: 128 FIF

o <data>: MQTT F/4 1A,

* <qos>: KHEM QoS, SH#E 0. 1. 52, BHAH: 0.

o <retain>: %47 retain,
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e

- 15 AT A4 1 KRBT 256 795
o RASTRERELIE \0, FHTERIETLEE, 0 IAT+MOTTPUBRAW 4,

Bl

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+MQTTUSERCFG=0, 1, "ESP32", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0 //_
KRB BAH, FEERAFAEZEFER L.

3.6.11 AT+MQTTPUBRAW: ‘KAl MQTT i,

A

=

&k .
HE*

i topic %7 K MQTT i 8. AN A I BB EARRAIRR >, AR T M4 AT G4 K BB 256
FAT, WA DA AT+ MQTTPUB 54>

LT

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <qos>, <retain>

Wi 3% ¢

OK
>

P > Fn AT HER R 8, U 0T DA AR, A4 80s KIE IR FI 240 <length> MY(EIT,
Bt .

AR, W AT 3R [0 -

’ +MQTTPUB: OK

ARG, W AT 3R Ju] -

’ +MQTTPUB:FAIL

B4
o <LinkID>: 4HFi{{ % $¥# link ID 0,
« <topic>: MQTT topic, F KK : 128 F7.
e <length>: MQTT y4 B K, AR ESP32 B4 A Fc KA 32 2 ml Al N ARG B il o
o <qos>: KHIHEN QoS, ZHF#E 0. 1. 52, ERIAH: 0.
e <retain>: 4 7f retain,
3.6.12 AT+MQTTSUB: iJ[E MQTT Topic

A i &

yite:
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L TT A topic

P e
"ﬂé?‘

AT+MQTTSUB?

W

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK

EmA

&F

i
W4 E MQTT topic FUHE QoS, SZHFIT 2 topic

Py -
iy

’ AT+MQTTSUB=<LinkID>, <"topic">, <qos>

W :

[ox

2 AT Z S ST HAY topic #Y MQTT JH R, iR [H]:

+MQTTSUBRECV:<LinkID>, <"topic">,<data_length>,data

AEIT FdZ topic, iR [H]:

’ALREADY SUBSCRIBE

BH

o <LinkID>: 43i{¢ 4% link ID 0,
o <state>: MQTT JIRZ:

- 0: MQTT K#JhH1k;
1: BB AT+MQOTTUSERCFG;
2: BB AT+ MQOTTCONNCFG;
3 W
4: BN
5: BER:, HRITIH topic;

- 6: CiE#E, TiTH MQTT topic.
* <topic>: V][ topic.
e <qos>: AT QoS.

3.6.13 AT+MQTTUNSUB: Hii§ilJ e MQTT Topic

)E’J

CEL A

i
F R BGH T A opic, W2 WAL, PABUHIT AR topic.

Py -
“ﬂ4>‘
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’AT+MQTTUNSUB:<LinkID>,<"topic">

Wi % ¢

’OK

A AT Bl % topic, MR a]:

NO UNSUBSCRIBE

OK

B

e <LinkID>: 4Hi{{ % $¥F link ID 0,
» <topic>: MQTT topic, fFx RKE: 128 Fi7.

3.6.14 AT+MQTTCLEAN: WiJF MQTT ¥4
B m A

Jyiig:
WioF MQTT 34, BEHEIA .

e

’AT+MQTTCLEAN=<LinkID>

Wi % ¢

’OK

o <LinkID>: 47ji{¥ 3% link ID 0,

3.6.15 MOQTT AT &6y

MQTT 424 L ERR CODE: 0x<%08x> JELF] HI.

SEIRFER $EIR A
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
Todkst
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R2-ZIW
HHiRIEE B
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE _READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041

Toidks:
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x2-4tm
EIRER $EIRAD
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.6.16 MQTT AT {5l

o ki, AT MQTT fy S8 AE 10 b, {HAT+MQTTCONN 14 4h. Blan, ki hesAs
AE M, frAAT+MQTTPUB £4E 10 ¥R, {HAT+MQTTCONN fis A5 W 44 SR B AT (RS 0T
A e TR BT 2 (I ) R EAA 5.

o WIRAT+MQTTCONN 3T TLS 4z, A EdR aag By a] 2 10 &b, ] i) s 1) 2 AR PR R
AR HCE A K.

o M4 MQTT &M R}, £3778 +MOTTDISCONNECTED : <LinkID> JH &,

o M MQTT E# LI, £3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JH§E .

3.7 HTTP AT &4 4k

* 23

o AT+HTTPCLIENT: %3% HTTP % J 3k

o AT+HTTPGETSIZE: 3KHU HTTP %&iE K/

o AT+HTTPCGET: #:B{ HTTP % JE

o AT+HTTPCPOST: Post 5% K FFi) HTTP i
o AT+HTTPCPUT: Put 3572 K &1y HTTP $38

o AT+HTTPURLCFG: ¥%E&/4#EK i) HTTP URL
o AT+HTTPCHEAD: ¥%'&/4#5] HTTP 3k 3k

o HTTP AT 44i% 7

371 4

W ERIAW AT B SC R TR T ATE AT 4. WREORTE 2 ESP32 Sk HTTP @4, 1 HAT%
¥ ESP-AT 142, FE55 HA A E TRE e

e #/f] Component config->AT->AT http command support
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3.7.2 AT+HTTPCLIENT: %% HTTP % ik

v

H

N

B

¥

A

=

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">],<transport_type>[,
—<"data">][,<"http_reqg _header">] [, <"http_reqg_header">][...]

W i :
+HTTPCLIENT:<size>, <data>
OK
SH
o <opt>: HTTP & igifsR .
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
- 5: DELETE

* <content-type>: 7 [t KA LA -
- 0: application/x-www—form-urlencoded
— 1: application/json
- 2! multipart/form-data
- 3: text/xml
* <” url” >: HTTP URL, 5[] <host> fil <path> ZHCHER, KSHAME RIS
o <” host” >: I EL IP Huht.
+ <” path” >: HTTP g4z,
o <transport_type>: HTTP & rimiGia2fl | BRIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> j& POST i3k, ARSHCH K KL HTTP 554 n9Edi. 4 <opt> Ag
POST if3Ki}, XS (W2, ATFERAEZSKERARXTSE) .
o <” http_req_header” >: W]k iEZ N RLLIRSEE.

st

o WAL URL FYRE S S K BEEE T T 256 7717, 1546 AT+ HTTPURLCFG fir % Tl & URL,
RIGAMA B <"url"> ZFEREN "".

o QR url ZHCOR A, HTTP % P B I 20 host S50 path S5 W url S04
WS BRI AS , HTTP % P host S50 path Z44.

o BEEE TR AT W [E 4 BRAOAAS SCRE HTTP % i i 4 (PR 1 WLESP-AT [ ¢ 2 5% ) , {H @] i PA
ThHAFEHE T FiZm4: . /build.py menuconfig > Component config > AT >AT http
command support, REHFIH (FEHE N A% F ESP-AT 1.42).,

o ZMmAAEHE URL EE ], FEIRIUEN IR 45 2 [ AR SRS 301 (R AEEE ) B0 302 (T
HEM) G BRI B0 URL Rk, 0] DA A 8 T = ARICE 5 ) () 35 B URL, SR )55
HZA VI E .

o QRIS <"data"> ZHIWRE K ar MK L T 256 Y, W AT+HTTPCPOST fin 4.

o BREHEZM HTTP 53Kk, il AT+ HTTPCHEAD fii %«
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il

// HEAD # 3k
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET i Kk
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST i %k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"

3.7.3 AT+HTTPGETSIZE: 3:H HTTP FEJ5 K/

B

=

=

e

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

Wi i ¢

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KiEGAEA/N. BAfL: 5. BRIAE: 2048, i : [0,10240],
o <rxsize>: HTTP UK ZEAF /N, A . BRIAE: 2048, JEFE: [0,10240],
o <timeout>: PIZGHART, Ff7: ZFb. BRAME: 5000, JEEl: [0,180000].,

o <size>: HTTP &K/,

Bl
* WPRALE URL AYRE SR QYKL T 256 5717, 5B AT+ HTTPURLCFG iy 4 TilCE URL,

IRIEA A LA <"ar 1> ZHGE B .
o WREAEECE HTTP 3Kk, AT+ HTTPCHEAD fi &V H..

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.74 AT+HTTPCGET: 3l HTTP ¥iji

v

o

N

Fan A

¥

e

o

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i ¢
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+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL,

o <tx size>: HTTP KiEZEIFI/DN. BN F347. BRIAME: 2048, JEHE: [0,10240].
o <rx size>: HTTP BRZEAFI/N. BN 7. BRIME: 2048, JEHE: [0,10240],
o <timeout>: M4, Ff7: ZFb. BRIAE: 5000, FEHE: [0,180000],

Bl
* WRALE URL AYRE S fir QYKL T 256 5717, 5B AT+ HTTPURLCFG fiy 4 TilC # URL,

RIGARMASHEE) <"url"> SETIREN """,
o AREAEECE HTTP 53Kk, I HAT+HTTPCHEAD i &V E..

3.7.5 AT+HTTPCPOST: Post 5% KR HTTP %4k

)E’J

CEL A

s

AT+HTTPCPOST=<"url">,<length>[,<http_reqg header_cnt>][,<http_req_header>..<http_
—reqg_header>]

W .

OK

>

P > Fn AT HERSFHCR 8, BUR T DA AR, 4 8s K IR FI 240 <length> AY(EIT,
fefITin .

Ay, MR :

’ SEND OK

At R, R ] :

’ SEND FAIL

B

e <” url” >: HTTP URL.,

e <length>: 75 POST ) HTTP $ifli K . KK ST AR50 e HEZS B /N .
 <http_req_header_cnt>: <http_req header> ZENEE .

* [<http_req_header>]: HTTP K3k, [ kKELZMERLGIRS -

o NSRS E URL 35 an K BERE T T 256 =277, il 56 AT+ HTTPURLCFG i % Tl & URL,
RGN <"url"> ZHFERER "".

o ZMAH] content—type BRIAZEAIN application/x-www-form-urlencoded,

R HITP ¥k %, i AT+ HTTPCHEAD fr 5.
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3.7.6 AT+HTTPCPUT: Put {55 K Jiiy HTTP it

v

H

N

B

¥

v

A

=

AT+HTTPCPUT=<"url">,<length>[, <http_req_header_cnt>] [, <http_req_header>..<http_req_
—header>]

W i :

OK

>

P45 > Fn AT HER IR D8R, ST DA AR, S8R KRB 240 <length> MYEIT,
(i PIR R

A, iR :

’SEND OK

A AN, IR :

’SEND FAIL

ZH
e <” url” >: HTTP URL,
* <length>: 7§ Put (¥ HTTP Bl B2 . SRR ST R G0 A/ Be A 25 ) R/ )N
o <http_req_header_cnt>: <http_req header> ZEHIHE .
* [<http_req_header>]: HTTP iRk, uJ K iELATER LA
Bl
o WURALS URL WS S MK BEE T T 256 747, 546l HHAT+HTTPURLCFG fin % Tiillii & URL,

A B <"url"> ZHEHELBEN ",
o QARAANCE HTTP 3Rk, Wl AT+HTTPCHEAD fiy %50 .

3.7.7 AT+HTTPURLCFG: /3K HTTP URL
A%

AT+HTTPURLCEG?

Wi i ¢

[+HTTPURLCFG:<url length>,<data>]
OK

X7
i
=
2

2
%
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AT+HTTPURLCFG=<url length>

W

OK

>

R > 3R AT HERGAFHCR D8, U T AR A URL, 288 KRS S 4L <url length> [
{EHI, RGLRM

SET OK

o <url length>: HTTP URL K&, BAf7: 7,
- 0: J5[% HTTP URL fl & .

— [8,8192]: &% HTTP URL it & .
« <data>: HTTP URL %

3.7.8 AT+HTTPCHEAD: ¥ /4# iy HTTP ik 3k

feififr 4

e

AT+HTTPCHEAD?

Wi % ¢

+HTTPCHEAD: <index>, <"req_header">

OK

N

ETTE

N

=

A

AT+HTTPCHEAD=<req_header_len>

W

OK

>

TS > Fon AT HERIHEIL AT 4 D 5dE, B EaT DU A HTTP 55K 3k (53K 3kh key: value B
X)), BEIKIEIRFI S <req_header_len> WEK, AT iR[A]:

’OK

e <index>: HTTP >k kIR T [ {H.
¢ <” req_header” >: HTTP i3Kk.
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 <req_header_len>: HTTP {f>KLKFF. BA7: FY,
- 0: JEBRITA CICER HTTP 353K 3k
- HAthfE: BeE—ASHY HTTP 655K 3k .

Bl

o Rpd—RK HAERE A HTTP ik k, HAIDAZKIEE, FHZAEK HTTP iR k.

o AAyAHLE R HTTP 3Rk mtkny, —Hi%E, i HTTP [y SERS ikt ok 2k

o REABCE R HTTP iR ki key QIR FIHE HTTP A ARk i key A, TS 4l 4
A i E ) HTTP 353Kk 3k .

il

// % E#F Kk
AT+HTTPCHEAD=18

/) EWCE >t K EE, ML TH Range kL, THEXEWH 256 MNFF.
Range: bytes=0-255

// T # HTTP %R
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32/index.
—html"

3.7.9 HTTP AT {56

e HTTP % Fifi:
HTTP & FimtEiReS | i3
0x7000 L ERR I
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c¢ Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed

e HTTP R 455
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HTTP RRS=5a1R50 | A

0x71f4 Internal Server Error

0x71f5 Not Implemented

0x71f6 Bad Gateway

0x71£7 Service Unavailable

0x71f8 Gateway Timeout

0x71f9 HTTP Version Not Supported

e HTTP AT:
— AT+HTTPCLIENT iy 245 iR 1/ 0x7000+Standard HITP Error Code (WZH x
Standard HTTP/1.1 Error Code [#){Z 5., %% RFC 2616).
— fGlhn, # AT {FJE ] AT+HTTPCLIENT fy2-BtUg %] HTTP error 404, <R[\ 0x7194 §5iR%15
(hex (0x7000+404)=0x7194),

3.8 WTE&:SE AT w24k

* 23

o AT+FS: U RGiH5AE
o AT+FSMOUNT : 30/ 02 S

381 ¥

W ERAM AT B A SR R A AT 4. ISR TS BSP32 i X 2% md, i HAiTHiF
ESP-AT 142, TR TP E TR Bk %

e |3 Component config->AT->AT FS command support

3.8.2 AT+FS: &%

v

15

N

R

¥

=

A

’ AT+FS=<type>, <operation>, <filename>, <offset>, <length>

M .
(o
ZH
o <type>: HTHI{L 3 FATFS
- 0: FATFS
¢ <operation>:
- 0: BRSO
-1 EI
- 2
- 30 AR
- 4 AT SO, HEMCHFR A %
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o <offset>: fmfsHihl, VEMXTIRGERIERE
o <length>: K, (U XHEGHMFRE

Bl

o R HEHEHSUT RS, AT+FS S RGBAETE UG, 3R Z A AT+ FSMOUNT=0 fiy -]
BOUERSGE, KRB E RAM 2],

o fi A & T5BEK at_customize.bin, ELH{F E A] 2% ESP-IDF 43X 3% Fl4ofT B 2 L4 X

o FEEHIRI R R TS BR SO RN, AGR B 58 A B R .

* Xj <operator> fwrite I, RGUWIN LA EREBATIRNE] >, IR DA A L5 8dE, £
K E N 5 <length> —3,

il

/) MBS B

AT+FS=0,0,"filename"

/) EENMXHRE A 100 AEXN 10 FF
AT+FS=0,1,"filename", 100,10

/R EANSX BB 0 AFEBR 100 FF
AT+FS=0,2,"filename", 0,100

/) B AR E KR B X B
AT+FS=0,4,"."

3.8.3 AT+FSMOUNT: /84 FS U R5%

N

BeEmA

X

=

A

’AT+FSMOUNT:<mOunt>

W] 7
’OK
SH
e <mount>:
- 0: iHIEk FS X R5:
- 1 H# FS RS
B

o AT+FS RGBT UG, SREUE U A & AT+ FSMOUNT=0 i & HIBSC I RS, FREHOK
# RAM = [H].

il
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/] FHAEXM RS

AT+FSMOUNT=0

/] FEHEREXHFREAL

AT+FSMOUNT=1

3.9 WebSocket AT #5245

. 43

o AT+WSCFG: TitE WebSocket Z:%§

o AT+WSHEAD: 1% /%5t WebSocket 53R 3
o AT+ WSOPEN: #5i1)/4]F WebSocket %43

o AT+WSSEND: [i] WebSocket %42 % £ LR
o AT+WSCLOSE: 4] WebSocket 143

391 ¥

Y BOARY AT B SCRpL DU T Y AT fird. QPRI %E ESP32 S0 WebSocket fir%, i HAT%
7 ESP-AT 142, TES TP RCE TR BLgtd:

* |3 Component config->AT->AT WebSocket command support

3.9.2 AT+WSCFG: [LE WebSocket 2%}

v

)E'\.

CELTA

[

’ AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] ‘

o <link_id>: WebSocket %35 ID, i : [0,2], Bk SZH: =4 WebSocket &% .

» <ping_intv_sec>: %% WebSocket Ping [8]F§. FAf7: #b. JUF: [1,7200]. BRIA(E: 10, BP: &[G
10 b % 26—k WebSocket Ping 41 .

* <ping_timeout_sec>: WebSocket Ping #AI}. BAf7: Fb. JUFE: [1,7200]. ERIAME: 120, EJ: 120 #
AU F| WebSocket Pong 41, W 3¢ P 4% .

o <buffer_size>: WebSocket Z X K/, B : F7. JGFE: [1,8192]. BRIA(E: 1024,

]

o Min S WAEAT+WSOPEN ZHilE, BMASAE.
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il

// B E link_id # 0 # WebSocket # # # Ping XFEFE A4 30 £, BH 60 &, ZWwR_
4096 F ¥
AT+WSCFG=0, 30, 60,4096

3.9.3 AT+WSHEAD: /4% WebSocket ik 3k
i) a4

AT+WSHEAD?

W

+WSHEAD : <index>, <"req_header">

OK

v

H

N

R

¥

=

./?\:

AT+WSHEAD=<reqg_header_len>

Wi i :

OK

>

5 > Fon AT WA AT fir 4 1180, AT DA A WebSocket 153K 3k (153Kk R key: value
), BEIRKIEIRFIBE <req_header_len> [fHIF, AT iR[H|:

 <index>: WebSocket {3k LHIZRT[{H.

* <” req_header” >: WebSocket ik k.

+ <req_header_len>: WebSocket iR T, B T,
- 0: JEFRITA I E R WebSocket 5Kk .
— AR BE—H WebSocket 13K 3k .

B

o Ay S—I HAEIRE—1> WebSocket i 3Kk, HATDAZRBCE., SCHRFZ AR 1) WebSocket 153Kk «
* Ay HCE R WebSocket 3K R RITER), —HIE, Ff WebSocket [ iy Q#f & H5lF X £E7 5K
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il

/1B Rk
AT+WSHEAD=49

/) BEWE ST FEE, MU TH authorization i kK
AUTHORIZATION: Basic QTIzMzIyMDESOTk6MTIzNDU2Nzg=

// T FF — ) WebSocket 3 ¥
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.94 AT+WSOPEN: #rify/¥7JF—4> WebSocket 1%

A ifo i &

.
"ﬂ/?\'

AT+WSOPEN?

Wi i ¢

AT, AT R[]

+WSOPEN:<link_id>, <state>, <"uri">

OK

MR, AT &1

OK
i
e

AT+WSOPEN=<1link_id>,<"uri">[,<"subprotocol">][,<timeout_ms>][,<"auth">]

Wi i :

+WS_CONNECTED: <link_id>

OK

Y

ERROR

ZH

o <link_id>: WebSocket %4 ID, i : [0,2], HI&k7#H: =4 WebSocket i##%,
o <state>: WebSocket LIRS .

- 0:
1:

~ Lo

WebSocket £ K .

WebSocket %2 IF 7R %

T 737, WebSocket %35,

F2Ii WebSocket Pong i i St U R A %%, IEAESF R E I .
T BN R 55 75 v WebSocket SCPAT,  TEFE A& 3% 5 MR IS5 45 -

Espressif Systems 185 Release v2.3.0.0-esp32c3-824-g8b01b678f 1

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 3. AT Ay d4E

o <” uri” >: WebSocket %5 #7AUSE— AR HAT o

« < subprotocol” >: WebSocket 71/} (Z% RFC6455 1.9 &),

 <timeout_ms>: 737 WebSocket 4 (1 BININ[A] . BAf7: ZFP. JEFE: [0,180000]. BRIA(E: 15000,
o <” auth” >: WebSocket 540 (%% RFC6455 4.1.12 2=77),

il

// uri B #H kB T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.9.5 AT+WSSEND: [i] WebSocket ¥E4%: % 1% 5t

iR s AT B UES I AT port 32050, I GSRT DA A SR, 24 AT 303 050 K JE A3
<length> J5, BiEEHITIA.

USRS TR SO AR i I BB, R[] -

’ ERROR

WREE e ), R[] -

’ SEND OK

S

o <link_id>: WebSocket i£32 ID, JulF: [0,2].
o <length>: KEMFAEKE, A FA7. W RIENIR KK EHAT+WSCFG 1) <buffer_size>
I 10 FIZRGEA] 0 Be Ay S R R NS R eE - (BT i/ IMA) «
» <opcode>: k3% ¥ WebSocket i 7 Y opcode., Ji [ : [0,0xF]. BRIAME : 1, B text i, 355 RFC6455
5.2 BT TR LY opeode.
— 0x0: continuation i
— Ox1: text Iy
— 0x2: binary i
- 0x3 - 0x7: Jy B AR il i fr B
— Ox8: JE4: KA
— 0x9: ping i
— OxA: pong I
— OxB - OxF: iy HE 5 il ik i
o <timeout_ms>: K iEEFEE]. B ZFP, JEE: [0,60000], ERIA(E: 10000,
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3.9.6 AT+WSCLOSE: 3:[i] WebSocket 4:$%

v

H

N

B

¥

A

=

’AT+WSCLOSE:<link_id>

W i <

[ox

S

o <link_id>: WebSocket i£32 ID, Jul#: [0,2].

il

// %M ID 4 0 B WebSocket i# ¥
AT+WSCLOSE=0

3.10 ESP32 L AkM AT @4

A2

BEEITAE

AT+CIPETHMAC : #5i0)/% & ESP32 DA 1 MAC Hihl
AT+CIPETH : i)/ '8 ESP32 DA M1 TP Hitl:

3101 £r &

WY BOAW AT [EEA SRR T R AT iy s QAR TR 5 ESP32 SLRFAKM G S, 16554173
A ESP-AT vA KW 73 7%, SCRY B 4745 ESP-AT 142,

3.10.2 #Ef5 1R
IBITPAKIM AT i Z Ji, T AR A

PR A4 DL ESP32-Ethernet-Kit JF % W B G5 1D AT &9 T4 A AL fes
FE LS BUASIT SobE, A B B R KUK 15 35HR RX/TX 0

o 1B AT UART 1 (BRI AT UART AT DAK I B REAS Il 5% ) -
— FTJF factory_param_data.csv FE#& 45
- WROVER-32 B uart_tx_pin M GPIO22 ¥ GPIO2, uart_rx_pin M GPIO19 BN
GPIO4, uart_cts_pin M GPIO15 ¥ GPIO1, uart_rts_pin M GPIO14 ¥k GPIOI
(REmI=Tfe T ik, X HERMHIZIIRE), 215 808 WA T & AT 3% 2§ .
* ffiff AT ethernet support, HZA5EIE W4T & A ESP-AT vA KA ) #t.
o G Ri% LAk 2 ESP32-Ethernet-Kit.
o TEREAEAE
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— #H:EHLMCU (40 PC, AJ{§i fj USB %% [1#ik) % ESP32-Ethernet-Kit [ GPIO2 (TX) #l
GPIO4 (RX), i ] ji4a g Jo 75 144 CTS/RTS;
— ESP32-Ethernet-Kit %33 DA I 2% .

3.10.3 AT+CIPETHMAC: #xify/ix¥ ESP32 UJ kM) MAC Huht
A%

Yitig:
2] ESP32 DA M ) MAC ik

O e
iy

AT+CIPETHMAC?

W 3% <

+CIPETHMAC:<"mac">

’AT+CIPETHMAC:<"maC">

Wi i ¢

’OK

o <” mac” >: FFHRSE, FRPUKMEE DR MAC Hbtik,

|
o BEPEBRARSCHEDAK R AT fiy4 G WLESP-AT [ 1 2 5%), (A2 Al AT 7 sl 1 0 % d

41 ./build.py menuconfig>Component config>AT>AT ethernet support, R)5
G LA (PR A eI ESP-AT 142).

#7AT+SYSSTORE=1, [t B ¥ MO RATAE NVS X,

PAKIME2 [T MAC HihkAS B8 -5 HAb 4 1 AH ] .

ESP32 MAC Hihiki bit0 ARESEN 1o B, FIESh “la-", HARTEHN <1507,
FF:FF:FF:FF:FF:FF f1 00:00:00:00:00:00 BT MAC Hudik, FEERE .

il

AT+CIPETHMAC="1a:fe:35:98:d4:7b"
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3.104 AT+CIPETH: i)/ ESP32 UM IP Huhk
iy

i
i) ESP32 PACKIM (1Y IP kit

s

AT+CIPETH?

L)V

+CIPETH:ip:<ip>
+CIPETH:gateway:<gateway>
+CIPETH:netmask:<netmask>

OK

P

fie:

158 ESP32 DAK M 1) TP ik
e

’AT+CIPETH:<ip>[,<gateway>,<netmask>]

o <ip>: FAHESE, Fok ESP32 DAY IP Hihk .
o [<gateway>]: ]3¢,
o [<netmask>]: W45,

Bl

o BEBRAR L AR AT 654 GERE WWESP-AT B4 £ 5, (EJE a3 a0 DL R 7 =0 #% oy
41 ./build.py menuconfig>Component config>AT>AT ethernet support, )5
iR TR (FENIE IRk i% ESP-AT 1.42).

* #iAT+SYSSTORE=1, WCLEHEURHRAFAE NVS X,

o KREAHIBEE 45 DHCP M H %0, UAT+CWDHCP:

- RS TP, I DHCP 948 ;
— #7JFi 1] DHCP, s IP 448 5
- fa R E S E N LK.

il

AT+CIPETH="192.168.6.100","192.168.6.1","255.255.255.0"

Espressif Systems 189 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 3. AT Ay d4E

311 {54 MR AT 674

« 4B
* AT+FACTPLCP: ) 3%¥% PLCP u% PLCP

3111 &

WP BRARY AT B SR I UE R AT AT frd. MR GORTFESE ESP32 St a4k 4, W E T4
iF ESP-AT 142, 1E55H A0 E TR B e

* 2] Component config->AT ->AT signaling test command support

3.11.2 AT+FACTPLCP: ‘%1% K PLCP g% PLCP

B A4
O e
"D/?\'

’ AT+FACTPLCP=<enable>, <tx_with_long>

 <enable>: &M/ FahflE

- 0: A TS, FEH <tx_with_long> ZEEIAE

- I B TFEhECE, AT &% PLCP BT <tx_with_long> Z4).
o <tx_with_long>: %% PLCP ®{%j PLCP:

- 0: K% PLCP (BRiN);

- 1: &% K PLCP,

312 Uigh AT %

« 4B

s AT+DRVADC: il ADC T8iB{H

o AT+DRVPWMINIT: #1444k PWM IR 5h2%
o AT+DRVPWMDUTY : ¥ PWM 5251
o AT+DRVPWMFADE: %'& PWM 75

o AT+DRVI2CINIT : #J4a4k 12C ALK Eh
o AT+DRVI2CRD: 5 12C $i¥i

o AT+DRVI2CWRDATA: B A 12C ¥

o AT+DRVI2CWRBYTES: B AANK 4 273519 12C B0
AT+DRVSPICONFGPIO: Ti'& SPI GPIO
AT+DRVSPIINIT : #1154k SPI F#LIK5h
AT+DRVSPIRD: 3251 SPI %3
AT+DRVSPIWR: ‘5 A SPI ¥
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3.12.1 #v#

T BRI AT B R SRR T R0 AT 64, WIS % BSP32 S a4, i 177487 ESP-AT
T2, I TR

e |3 Component config->AT->AT driver command support

3.12.2 AT+DRVADC: %l ADC il i

B A4
O e
“D/?\'

AT+DRVADC=<channel>, <atten>

W i :

+DRVADC:<raw data>

OK

S

e <channel>: ADCI ¥,
» ESP32 &4 HUE LR A [0,7].

B

GPIO36
GPIO37
GPIO38
GPIO39
GPIO32
GPIO33
GPIO34
GPIO35

i

\]O\LIILUJ[\)#O@

o <atten>: TE{H.

* 0: 0dB ZJ8, A&MEEFEI (100, 9501 mV.,

e 1:2.5dB 3, ARMETERE N [100, 1250] mV,
* 2: 6dB B, AR EEE [150, 1750l mV.

o 30 11.dB %k, AREIEEA [150, 2450l mV,

o <raw data>: ADC i@iH{H.
B
o ESP-AT H %4 ADCI.,

« ESP32 i% 12 f5EE,
o XFF AR EE EAON R, TAS % ADC fik.
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il

// ESP32 R &K HEH 0 dB KW, HAZAMEREA (100, 950] mv
// W 2048 / 4095 * 950 = 475.12 mV

AT+DRVADC=0,0

+DRVADC:2048

OK

3.12.3 AT+DRVPWMINIT: #Jigik PWM Bz 5%
AT

’ AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

o <freq>: LEDC SER2afis%R, BA{i: Hz, Ji[fl: 1 Hz~8 MHz,

+ <duty_res>: LEDC i_iﬁHj SRR, 0~20 1.

* <chx_gpio>:LEDC iiif x [{ %t GPIO. {71, WA AR GPTIO16 EAiiiE 0, FF i B <ch0_gpio>
N 16,

o ESP-AT & fE 15 4 ~0E.

cHHAGAWBE AW EENEEZIE T HE PWM @y 4 (WAT+DRVPWMDUTY
FMIAT+DRVPWMFADE ) § @Zuﬁé@fﬁ B, ﬁu%w\%ﬂﬁﬁﬂcwﬂi/\ il , il 4 AT+DRVPWMDUTY
i HAE R E O @ ) PWM (5251

o BRANG S A R R . T 225 S I SRR 5 7S L R R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 A H#E, M FEH 5 kHz, F XL A4 HE A
13 fi

AT+DRVPWMINIT=10000,10,17 /] R 0.

A Y
wkHz, W Z L #EA 10 L, HE puM ﬂraj‘zfﬁé\

3.12.4 AT+DRVPWMDUTY: ¥k# PWM N4l
BE A

A

AT+DRVPWMDUTY=<chO_duty>[, ..., <ch3_duty>]

W
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OK

* <duty>: LEDC ifiilf 525k, fifl: [0.2 W= HAPH,
st

* ESP-AT {2 HE (4 4 ANliE .
© FOABIETTHRCE A, HIREIZS L

il

AT+DRVPWMDUTY=255,512 // % B @& #&
B

0 W& =WA 255, HEFM 1 W& XA 512
AT+DRVPWMDUTY=, , 0 /P RBEEBEERE 2 HEElA O

3.12.5 AT+DRVPWMFADE: k¥ PWM i

=

=

AT+DRVPWMFADE=<chO_target_duty>, <chO_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_
<4»time>]

W i ¢

OK

S8
o <target_duty>: HFR¥iAs F45H, i [0,2 dv-resoluionp],
o <fade_time>: WiAZMX ST, L ZFb.

el

o ESP-AT & hE 7 f; 4 014,
o FHAHBETLFTFRE <target_duty> fil <fade_time>, FHHHMKRAIT].

il

AT+DRVPWMFADE=, , 0, 1000 /) ER— AR EEE 1L s RLRER O
AT+DRVPWMFADE=1024,1000,0,2000, // fEH — & @ HE¥@EE 0 b5 & E Ao

1024, WA HEEKAE 1 HEEHEA O
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3.12.6 AT+DRVI2CINIT: #ji&fk 12C FHL9RF)

v

H

N

B

¥

v

A

=

’AT+DRVIZCINIT:<num>,<scl_io>,<sda_io>,<clock> ‘

W i <

© <num>: 12CHE, S 0~ 1. WEKER TS, AT SRR 12C Hi.
e <scl_io>: 12C SCL {511 GPIO -,

e <sda_io>: I2C SDA {51 GPIO =,

<clock>: TR 12C BFE%, B Hz, HKfEH: 1 MHz,

|

o Afpd HHE 12C L.

il

AT+DRVI2CINIT=0,25,26,1000 // # % {4 12C0, SCL: GPIO25, SDA: GPIO26, I2C.
B H R 1 kHz
AT+DRVI2CINIT=0 // BUWH I2C0 s

3.12.7 AT+DRVI2CRD: {5 12C %

=

A .
A

=

AT+DRVI2CRD=<num>, <address>, <length>

W

+DRVI2CRD:<read data>
OK

BH

o <num>: 12C iS5, JEHE: 0~1,
o <address>: 12C MBI &Mt
- 7 fuisiht: 0~ OX7F;
— 10 ftidik - 55— ET-EAMLE 1111 0XX, Hrp i 5 7 XX 10 {7 11k i e i Az o i)
an, gt 10 fi 4k Ox2FF (b 1011111111), AR 2 % ARHuAEA 0X7AFF (b’ 111101011111111),
o <length>: 12C HEKE, JuH: 1~2048,
+ <read data>: 12C i,
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e
o 12C kg g [l —Fb.

Bl

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 M4k 0x34 A EEW 1 F
AT+DRVI2CRD=0, Ox7AFF, 1 // I2C0 M 10 1L H# 3k Ox2FF A i

R &
Bl F¥ M RE

// I2C0 M ik 0x34, FHF E MU 0x27, L 2 FH
AT+DRVI2CWRBYTES=0, 0x34,1,0x27 // I2C0 4B &% & Hoib 0x34. FHF &I 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2C0 I 2 FF

3.12.8 AT+DRVI2CWRDATA: E A 12C %5

)E’J

CELN A

LT

AT+DRVI2CWRDATA=<num>, <address>, <length>

W

OK
>

W) BRI, AR ANEE, SEIRAH SR E KREG, BiRfemITes.
A R AL Ay, R[] -

[ox

R R R, R [u] -

’ ERROR

BH

o <num>: 12C x5, JEHE: 0~1,
o <address>: 12C MALEAcHNLE:
- 7 fHudk: 0~ O0x7F;
— 10 izl 55— AFATRIRET-LAAE 1111 0XX, H A5 5 A7 XX 2 10 A7k i 5z i 9 7
i, ansk 10 [z thl >4 0x2FF (b” 1011111111), A2 4 A B ihl >4 0x7AFF (b” 111101011111111).
o <length>: 12C HHE K, JuR: 1~2048,

Bl

o 12C kgt A —#b

hil

AT+DRVI2CWRDATA=0, 0x34,10 // I2C0 BN 10 F ¥ HIEZE MU 0x34
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3.129 AT+DRVI2ZCWRBYTES: G A At 4 35l 12C By

B A

PI

?

%

=)

i)

’AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data> ‘

W i <

o <num>: I2C iS5, JEH: 0~1,
o <address>: 12C MHLiE#HIHLE .
— 7 {iHuhE: 0~ OXx7F,
— 10 ftidik : 55— ET-EANE 1111 0XX, Hrp i 5 W7 XX 10 {7 Hbdik i 5 i 437 1)
A, A0SR 10 SrHihk > Ox2FF (b7 1011111111), AR 255 ARHbHE A OXTAFF (b’ 111101011111111),
o <length>: £F5 A 12C K, JEF: 1~4 F15.
o <data>: Z% <length> {EKEFREIE, JEHE: 0~ 0xFFFFFFFF,

Bl

o 12C kgt i [a] o —#b

il

AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // I2C0 BN 2 F ¥ HiE 0x1234 F ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ I 0x1234 F 10 L Hy 4k
—0x2FF

// I2C0 B M it O0x34. 7 & H# 4 0x27, B A cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.12.10 AT+DRVSPICONFGPIO: [it¥ SPI GPIO

IJXLEA ng /\>
A

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs> ‘

W i :

[ox |

BH

o <mosi>: FHMAESXTI A GPIO 1.

o <miso>: FAMMEFXIN GPIO &, #AMHEH, EL-1.
<sclk>: SPI B4 {5 % 1. GPIO 45 .

o <es>: EEEMALAE SN GPIO 5, # AN, B -1
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3.12.11 AT+DRVSPIINIT: w444k SPI 819Kk 5)

v

H

N

B

¥

v

A

=

’AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

W i <

o <clock>: 4P, 43095i%kk 80 MHz, Bafi: Hz, HK{E: 40 MHz,
e <mode>: SPI i, JuR: 0~3.
o <cmd_bit>: iy HrBEIAGIEL, JER: 0~ 16,
 <addr_bit>: HihtFr B EGAGIEL, JER: 0~ 64.
o <dma_chan>: jfiH 182, AFEZE DMA KRS 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
« 0: SEf%%H MSB (RN )5
« 1: Jotbt LSB.,
— bitl:
« 0: JERI MSB (BRIA) ;
« 1: Jgd21k LSB,

Bl

 H7E SPI Wia4k Hi il & SPI GPIO.

2N

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100._

okHz; MR 0; #AMEMBIENBERIATLHEHF A 0; FFEA DMA; LM F K LsB
OK

AT+DRVSPIINIT=0 // #l % SPI I #

OK

3.12.12 AT+DRVSPIRD: it SPI %2

=

,/?\:

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W

+DRVSPIRD:<read data>
OK
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o <data_len>: FFiEHU) SPIBEK BE, JEH: 1 ~ 4092 735,
o <emd>: Ay HHE, BUEKEH <cmd_len> SN E .

» <cmd_len>: AYRAEEH R, JEH: 0~2 5.

o <addr>: fySHiidih, HibEK A H <addr_len> ZRE.
o <addr_len>: ZARAGHFHIEIEE, JEH: 0~4 5.

|

« #MJT DMA, <data_len> SHUAEK RS E MBI N 64 45

il

AT+DRVSPIRD=2 // # B 2 F¥ %
+DRVI2CREAD: ff£f
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // ¥ W 2 F ¥ K, <cmd> #} 0x03, <cmd_len> # 1.
S ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.12.13 AT+DRVSPIWR: E A SPI %

B A

=

DN .
A

=

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

] i 2
M <data_len> BEMEART 0, AT R[4 :
OK

>

YR BRI RS, A GRS AR, SRRAFISEIRE R E S, Rt mITh .
AR S, AT R[] :

’OK

Y <data_len> ZHUfEN O I, BED AT HtLharSRisthht, Atk SPT LR, SR AT & |u]:

o <data_len>: SPI##sK )&, Jif: 0~4092,

o <emd>: Ay HHE, BIEKIEH <cmd_len> ZEE .
o <emd_len>: ARAEE RS, JEH: 0~2 575,
* <addr>: fipHudlk, HHKJEH <addr_len> ZHE .
o <addr_len>: AU AGH PR, JERI: 0~4 5,
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e
« ZRIRI DMA, <data_len> ZHCRRKRENS I E M KH R 64 45

ZaL

AT+DRVSPIWR=2 // B A\ 2 F ¥ #H

OK

> /1T AT HOE

OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // <cmd_len> # 1.
% ¥, <addr> % 0x1000,

OK

EN O F¥ 4,
<addr_len> % 3 F#

<cmd> # 0x03,

3.13 Web JIli%5 28 AT &id

. AT+ WEBSERVER: J& /2% /i Web 7 45 240 & Wi-Fi %45

3.13.1 &

 BRARY AT PRSI T AT 4. MRS 2 ESP32 S2F Web figd5 dvan S, W HAT%

% ESP AT T4z, FESB TP T TR B -
e |3/ Component config->AT->AT Web Server command support

3.13.2 AT+WEBSERVER: J3 /28 Hifiik Web JIR 45 221t ® Wi-Fi %4

~

L A

v T

K

iR
&

5?

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

* <enable>: 3 /25 ] Web Ik % %5 .
- 0: 22§ Web Eﬁ%ﬁ%ﬁﬁifﬁ%%?ﬁo

- 1: JF3 ] Web lR554%, L5nT DATE A fc {5 sl 8 0 WA L B Wi-Fi 4245 L.
» <server_port>: Web IR 525 115,
« <connection_timeout>: &/~ ABT BT E] . B4 b, JER: [21,60].
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e

o HWIFJTVE AT DATRME Web IR 55 25 BT &5 1 HTML S, —Fjug (8] FAT SCIERSE, I 7525 H
ATFS A% 53— Rl i A SO R A HTML SO (BRIABRE) .

* BN HTML 342 index html o AR T2 [ @ L HTML SCAF) s g (el o S0y, R E
BUOZSCARI] s QIR FEEE A L HTML U B NES (B fm—A7 B ), TR ZEXT R
& PR RS SO at_web_server_cmd.c .

o TR IT I socket [ KECH A RE/NT 12, £ PAFE menuconfig H i B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, JR/GEH%H
FILRE (SF R ARk ESP-AT T42),

o AT [E{FERINA SR Web IR 5548 AT fird (S 30HY see ESP-AT Bl #+ % 5%) , {HEZX W] DAYE menuconfig

ik E Y Web iS5 8% AT 5% . /build.py menuconfig > Component config >AT > AT

WEB Server command support, AREEHMHIFLE (% R R%iF ESP-AT 1.42).

ESP-AT 7£ ESP32 #4145 H S #5317 (captive portal), A 2% 771,

W 2 5 ] 2% SCRY Web Server AT 7= 15) o

ZATA S ITTR, JEIS1E 2% at/src/at_web_server_cmd.c.

5% 4T £ 3, OTA SR FREUEZ OTA 4.

il

/) B web RE&H, wmA 80, EANEEMAEKHE 50 P
AT+WEBSERVER=1, 80, 50

// #ER web R FH
AT+WEBSERVER=0

3.14 H ) AT o2

45

AT+USERRAM : #84F 1l P25 1 RAM
AT+USEROTA: F3¥45 5 URL Fh4% [ {4
AT+USERWKMCUCFG: ¥%'% AT Mefif MCU [ il &
AT+USERMCUSLEEP: MCU 3571 B T BRI RS
AT+USERDOCS = 1) [l {45 [ 1 I P SCRY 4%

3.141 #r#j

T BRIAKY AT [/ SRR OO R HIFFAT AT rd. WISREORT % ESP32 S I Prin s, i B 340 i%
ESP-AT 142, ZE45H B FOWE T 2 HLpE S

e # /] Component config->AT->AT user command support

3.14.2 AT+USERRAM: $:1i: 1 P42 RAM

tEiiar A

Dy

A 24 B B AR RAM R/

ks
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AT+USERRAM?

Wi % ¢

+USERRAM: <size>

ifig:
L. BE. 5. R BEEUH T RAM %5[H]

e

AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®REN, 248N EHE

OK

S

¢ <operation>:
- 0: BERUH ' RAM 5[]
- 1t 4rfECH P RAM 5]
- 2: [ RAM B
- 3: MHF RAM 3e85#
- 4: 3B RAM _E 5
o <size>: AL/ SR T RAM K/
o <offset>: 32/ RAM i, Bhil: 0

B

o THEPATAR T AL BAE Z 7 BT P RAM %518]

* ¥4 <operator> fwrite B, RGEIEN LS JGEHATIRE] >, HUAHETT DU A B S 1 EdE, X
P EN 5 <length> —3(,

* ¥4 <operator> J read I HEK KT 1024, ESP-AT & DARFEAS 2R EIE , MR EIE RE
AT 1024 88, DA \r\nOK\r\n %}

il

// AW 1 KB fl F RAM % [
AT+USERRAM=1, 1024

// ¥ RAM R A FFHMEE AN 500 FH KL
AT+USERRAM=2, 500

// M REM E M 100 BB 64 FHHIE
AT+USERRAM=3, 64, 100

/) BIHA P RAM ZF |
AT+USERRAM=0
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3.14.3 AT+USEROTA: Hififaa URL Tl 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEL A

Dyt
TH9E] URL Hi 7E BAS 1 [

AT+USEROTA=<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>
Ja,

’Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[ox

WER SRR R B TR, R )

’ERROR

BH

o <urllen>: URL K, HifE: 8192

Bl

o TEA[ DA GitHub Actions 2. F 2, Ji 5 200 OTA [, WnlPAEF7% 35 ESP-AT 142 A R ir a5 B
OTA [#{4.

e OTA [&ff>5 build/esp—at .bin,

o FIGHEE T M 48R DL .

o UIRMZERZEAESF BT R, AT K& [ ERROR, if 45 RF— B A1 L.

o NEWTRBNHRA . BEEIHRARSAFE—EWARAMENE, E2T0P6ElT, W RRZEA 3
IHiCAS, TR B O =i B Tk Y G .

o HWTH AT [FF)G, M AT+RESTORE R ] R .

e AT+USEROTA % ff HITP Il HTTPS,

o AT St > 4505, BdE P I ERR AT AN T B AT T8 3L, AR ZLAFITT45RE (CR-LF).,

* 24 URL 24 HTTPS i}, AEW SSLiAGE. QARZEsK SSL AL, bz 8474 i PKI SCHA SRR EAT]
TEEBS X, ZJGTE AT+USEROTA g S8R gk ik 5. %1 PKI U5 5% 4o
77 & % PKI B2 & ., X}F AT+USEROTA 4, T[&% ESP-AT T FE#2{Ltf%77 %] USEROTA.,

o S H 4o fT LI OTA F+28 IKEUHE £ OTA .
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il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.144 AT+USERWKMCUCFG: ¥ AT Wi MCU 1)/ &

LB AL A
WA

ik
Bear B E AT A MCU [BLERIRES, DA AT Qufafiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT R MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SE SRR, AT 25 AR5 5 AR K . MCU i sl 2 i) Jo /g BRI (5 =

[

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

W

OK

* <enable>: & 1B 4% MR EEAC .
- 0: ZEHIMefiE MCU Jii &
- 1: {fEMLE MCU Bl &
» <wake mode>: MR,
- 1: GPIO Mafig
— 2: UART Mg
o <wake number>: %S E X BT <wake mode> H{H.
— IR <wake mode> & 1, <wake number> ftZEMEES I GPIO 4. F P aE B IE L & 1
WA B AR &, R R e A AL B
- R <wake mode> J2& 2, <wake number> fUFEMilE UART %45, 45l A %45 1, BId:
UART1 Mifif MCU,
o <wake signal>: ZZ 5= BT <wake mode> H{H.
— R <wake mode> 2 1, <wake signal> fUFEMLEEAF,
+ 00 KA
+ 10 EHLP
- W <wake mode> 22, <wake signal> fUFEMEEFYT. JEMH: [0,255].
o <delay time>: 5 RZERGRA], B 28, JEHE: [0,60000], ZSEH) = LR T <wake mode>
IHE.-
— MR <wake mode> 2 1, NIFE <delay time> H[E]N, BH—H % <wake signal> Hi,
<delay time> 3|5, W%E <wake signal> HiF,
- IR <wake mode> 22, W7 HI%. %X <wake signal> F77, #HAZEGEIEMN.
o <check mcu awake method>: AT K& MCU 254 TR IR ZS o
- Bit0: @& JF 5 5 AT+ USERMCUSLEEP iy 4[] 8k « BRIANTF 5 - B : Y 2] AT+USERMCUSLEEP=0
4 $ MCU ik 1ic3] AT+USERMCUSLEEP=1 fy4-, 471 MCU HER.
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- Bit 1: 25 FF 3 5AT+SLEEP=0/1/2/3 iy %1 KBk BRINEEM . Bl 43| AT+SLEEP=0 1y 4%, &
7~ MCU BE3€; k3] AT+SLEEP=1/2/3 64>, %%/~ MCU HEHR .

- Bit2: 2% IF)5 <delay time> HJEHE/8 MCU fEEDIRE. BROAZEAH . B ZEHIES, delay
time 5, 8/~ MCU BER; {HRERS, delay time 5, $§77~ MCU Xk,

- Bit3 (BARLH): 2%/ GPIO #5785 MCU BEkTIfE. BRIAAZHF.

|

o i HFEENE K.

o BRR AT [n] MCU 38l AR BARTT, 20k (59 ik A% fE, <delay time> WAE| T2 )5
B ESWE. BRSPS MCU (R L Hses.

o MNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H T2 MR
ST B PR BRI S5FFF <delay time> WG, & HINHREERE.

Bl

// ERYE MCU BEE . K AT H MCU XFHEwW, 2% A wi-Fi #HRE GPIO18.
S, W ERE McU, REHEHFZE L 10 H.
AT+USERWKMCUCFG=1,1,18,1,10000,3

// % E McU FE
AT+USERWKMCUCFG=0

3.14.5 AT+USERMCUSLEEP: MCU 4575 H IR &
BE A

Dyiie:
TEAT+USERWKMCUCFG &) <check mcu awake method> BitO FlE 5T, &dAL450. H
T45%0 AT 247 MCU [ BEIRAR S o

’AT+USERMCUSLEEP:<State>

W i :
[ox
S
* <state>:
- 0: $5/8 MCU [igk .
- 1: 4575 MCU Bl .
il

// MCU % 41 AT ¥ #] MCU @ k
AT+USERMCUSLEEP=0
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3.14.6 AT+USERDOCS: 75 iy {0 oz i 1 s So ik
A

i
P24 HAS A R I8 9 SO P SR i

s

AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

B8

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32/index.html

"
—

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

315 AT &K

W AT fir A Y Fh A :

FE i N 15t EA

Wizt a4 AT+< g2 5 >=? i E a2 1 NS RO L UE T
S AT+< A £ 5 >? e

BEE AT AT+< K >=<> WP H & WS EE, Hstrmd
PATARS AT+< g 244 F5 > T ICH P B E XS E A

o WA AT AR E £ FIRPURHRI Ay -

o W HEMASE, UH SRR TR SRR IE T SR

o BT <> WIS HOR T A .

o TS [ WISEOTLAE G, A TEGAE. BN, 181TAT+CWIAP iy & A I LE 24
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

MW SRV SESAE N, WA, PRk,

’AT+CWJAP:"SSid","password",,l

s RG I SFER TR S, W

’AT+CWSAP:"ESP756290","21030826",1,4

o BEIRFAFFMERE SCAbBE, LuTFE st VTR
- \\ 5 SURARIT
DR GES, rBESEINIE S o L.
- \"' 5 AWE T, FRFARSEING 5 ILTFE L.
- \<any>: # ¥ <any> F4¥, Eﬂx\ﬁﬁﬁ <any> FAF, AMEHREHT.
o HUH AT A IR AT R 2k X, He sy TERRH L. B, AT @4 14T E) > SR A S0
HT BT B L.

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

. AT ﬁﬁé\%%ﬁwﬁ‘%ﬁﬂﬂ 115200,
o Bk AT fir WK AR i 256 5
. AT/B/\U\%‘E (CR-LF) 453§, FJ?M% DIEJ” WEN P
o AT 345 1R ) 2 i WLAT API Reference:
- esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_ index

3.16  ZEAE BIRAFAE flash vy AT oy

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE— iy A S ROE O B A EE flash 7] AL AT+SYSSTORE fin 4L E , FAATE 2 WL ar A 140
LR

ik AT ey RS HRTF, il NVS Sy, Wik, aRa S EMFEMSEE, WASFHA
flash; AR Ay & W EAN R A S EUH ﬂash WAL PSR

317 AT 5

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT iy (943h)
FAHI A ESP-AT @y SR SR IR, H51f &% # ESP-AT iy & I AT45 R . WM i 5 — 2% 8
BRI OK 5 ERROR.,
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22 3: ESP-AT 1%/

AT Rz i%ﬂﬁ

OK T a5, &3] OK

ERROR AT AT TR T R P A A R

SEND OK BB k% 8t Wk (F X FAT+CIPSEND
MIAT+CIPSENDEX 1z %) , H A REHEE & %k 5
Xt i

SEND FAIL ] Hp W e 2% O I A B R (81 X FAT+CIPSEND
FIAT+CIPSENDEX /ﬁ/\)

SET OK URL C 2RI E (5 A AT+ HTTPURLCEG 75 %)

+<Command Name>: . . . TEANAIA AT Ay b FHgE R

o ESP-AT B4R 4 (E£3h)

ESP-AT &4t 45 R 48P H AR L EIH R .

7% 4: ESP-AT 4 B iltis

ESP-AT BB & 152 AA

ready ESP-AT [ {4 28 1 55 it 4

busy p--- RGN, IEfEAH @S, TP
1 i 2

ERR CODE:<0x308x%> NG LN

Will force to restart!!! DAENEIEER

smartconfig type:<xxx> Smartconfig 27

Smart get wifi info Smartconfig £\ 3k SSID Fil PASSWORD

+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 B3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station 2 11 O & J2 ] AP

WIFI GOT IP Wi-Fi station 2 [ £ #H [Pv4 bk

WIFI GOT IPv6 LL Wi-Fi station £ 7 LR B IPv6 HE % A H bl

WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl

WIFI DISCONNECT Wi-Fi station 2 1. 5 AP WiIT &

+ETH_CONNECTED PAK I 2 11 B 4%

+ETH_GOT_IP PA I 422 11 EL AR H TPv4 Hithl

+ETH_DISCONNECTED DA 22 1 2 BT

[<conn_id>,][CONNECT ID i <conn_id> (M ZERECE Y. (BHAKE
LR, ID R O)

[<conn_id>,]CLOSED ID } <conn_id> (ML EREE W (BRHA
#LF, ID 4 0)

+LINK_CONN

TCP/UDP/SSL yEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station %52 %| ESP-AT ) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP % [ %5 station 43 it IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 3% 1 %) & 1
Wr T

>

ESP-AT 1E7E% 15 HH P A B ds

Recv <xxx> bytes

ESP-AT M4 EFZ IR <xxx> AT

To4ksE
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R4-Z2IW

ESP-AT HEHE iHA
+IPD ESP-AT fEFZ& LA, EUCEIR A M2
g A AN B
-t R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] Hl: +IPD,
<length>
-1 H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,1, I
Fl: +IPD,<link_id>, <length>
- 5 AT+CIPMUX=0,

AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, il Fi: +1IPD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
f K JE, remote_ip bk i IP b ik,
remote_port NtHME 15, data NEIE.
R i@ SSLER, TEpshia i
N (AT+CIPRECVTYPE=1), AT iy4 11 [0 & 1)
length AJREFNSEER AT 320 SSL A< A —
. 4 AT 25k il SSL 2 nl S ry £
FZ, AR SSL AT SRR 0, AT 23R
Bl E TR B

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT t %% %] broker

+MQTTDISCONNECTED MQTT 5 broker Wi FF 1%

+MQTTSUBRECV MQTT & A broker W55

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TR4EE
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FK4-8FW
ESP-AT iHEHR & 1fe
+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP 45 i 21 I F-Hliin A6 1Y BluFi 7 H %

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

4% ID 2y <link_id> [ WebSocket 2% 5 [

+BLESCANDONE

ERE [ o]

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

211


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WA, McU ¥ E K P KA https://www.espressif.com/sites/default/files/
—home/hardware.png B H % & .

VA :
o WMRE R TELM, AT 3984 %% \r\nERROR\r\n (3t 9 F35) RSN E 4 MCU,
9. EE R
EIRaeE

’AT+SYSMSGFILTERCFG:O

Wi K7 -

[ox |
10. 4 RGE Bk

HP7

’AT+SYSMSGFILTER=O
Mg 3.«
[ox |

1. FE R
RS

’ATEl ‘
i B«

[ox |

4.2 TCP-IP AT 754

AR A EAE ESP32 55 EanfTTCP/P AT 4 % 2 B R Bl .

o ESP32 % &1FA TCP % F 5% 5 f ik 4%

o ESP32 5 &AFAH TCPIR % RE 5 %41

o i34 IP Ho3k Fosk 0 B 2 44 UDP i@ 13

o 3% [P ¥k Fesn 0 5T T oy UDP i@ {3

o ESP32 %% 1EH SSL % P st $ikis

o ESP32i% &1Fh SSL R 5 B3k 5 % i%54%

o ESP32 & &5 SSL & F J}é 5 WG INGE R E 4R

o ESP32 i% &1F A SSL AR %25 & 5 M GINIE % £ 4%

o ESP32 % &1k H TCP & F % s Pikds, 53, UART Wi-Fi %1%
o ESP32 1% &1FH TCP MR %%, 523N UART Wi-Fi # 1%
 ESP32 i% &1k softAP 4; UDP 1% #y % 5230, UART Wi-Fi i 1%
o ESP32 % &R BAR A AENAR X T a9 B4 F 38

4.2.1 ESP32 #5180 TCP % it v k£

1. %8 Wi-Fi #5} station,
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’AT+CWMODE=1
i B«
Lox |

2. BERER| B HA

’AT+CWJAP:"eSpreSSif","1234567890" ‘
M. :

WIFI CONNECTED
WIFI GOT IP

OK

K
o WX AR SSID MU A AT RERR _Fid iy & BT . 3760 RR A0 % h # 1 SSID FI%5 1Y .
3. #rif) ESP32 1% 4% 1P Hutik.

AN A -
e

AT+CIPSTA?
Mg B -

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
o I ILE AT BE S b adm B A i R [E] o
4. PC 5 ESP32 & #5 i3 [R—Ai h
T8 PC A F W 254k T, @ —> TCP ]k 55 %% - 9171 TCP IR 45 %) IP Hiht oAy 192.168.3.102,
1A 8080,
5. ESP32 i E A% Fimidid TCP 1423 TCP k54, Mess#s IP tihl>hy 192.168.3.102, bk

8080,

AT+CIPSTART="TCP","192.168.3.102",8080
N . :

CONNECT

OK

6. Ak 4 FATERE.

iy
AT+CIPSEND=4
Mg |3«

OK

>
4R, Bl ARG test, ZJa AT KR PATEE.

Recv 4 bytes

SEND OK
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A
o FEIAMFETEHEE AT+CIPSEND M@K E (n), MRS busy p. .., K
BEFEE 0 NFAY, AIESERGI SEND OK,
7. BRI 4 TR
% TCP R 528435 4 FATHEdE (Bdh test), MAGSHER:

+IPD,4:test

4.2.2 ESP32 551 TCP IS5 %3 2%
24 ESP32 % % 4F M TCP R45#sbt, WAL AT+CIPMUX=1 iy REL #H:, AW e £ 4> TCP &
Ui i3 5] ESP32 1545 .
DA & ESP32 1545 /E A softAP %37 TCP R4 481 7m i) fnSRj& ESP32 1545 /£ A station, 7 B2 H
P IR VR VT IR 5 2
1. &8 Wi-Fi #2354 softAP.
%

’AT+CWMODE=2

i B«

’OK

2. [EREL L.

s

’AT+CIPMUX=1

i B«

’OK

3. X H softAP,

’AT+CWSAP="ESP32_softAP","1234567890",5,3

N . :

’OK

4. F¥if] softAP {5 5.,
A

’AT+CIPAP?

M . <

AT+CIPAP?
+CIPAP:1ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

K
o EAFIRYHIIE T RE-S _Eadme B AR 1] .
5. #57 TCP g5, #RikdmI1h 333,

AT+CIPSERVER=1

i B <
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6.

7.
8.

10.

OK

PC #4235 ESP32 %51 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

£ PC 0 P 2810 T A —A> TCP % iy, 34% 3] ESP32 i @I # 1Y) TCP JIz 5545«
Kk 4 ARG B M 25 1 1Dy 0 B BERE .

AT+CIPSEND=0, 4

Nl B <

OK

>

B4 FARE, Bl AR test, ZJa AT R AT R R

Recv 4 bytes

SEND OK

K
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., A
EEARIOET 0 ANFT, KR SERUEIEY. SEND OK.
M2 %32 1D 4 O (8RS EI 4 758
%k TCP g5 A ik 4 T HEdE (Bdlih test), MARGSHER:

+IPD,0,4:test

K TCP i fe.

AT+CIPCLOSE=0

Nl B -

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Zrifi ESP32 1445 IP Hihk,
e
AT+CIPSTA?

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o EREIZER TR S LR AR
4. PC 5 ESP32 B 42 5 [l — A H i
£ PC LM 28I T 5., G184~ UDP &k, fill PC ) IP Hihik>y 192.168.3.102, GfH
>k 8080,
5. fifiE .

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112y ESP32 154511 UDP AHisf 11, %0 [GATRE, WABE N L FEHLE .
* 0 £/~ UDP izt IP Mok Al 12 B E ), ANBES k. i 74— PC Al T UDP igif:
H.m) ESP32 ¥ 11 1112 3653, ESP32 Bk #2050k A UDP Sl 1112 [%dE,
RAEH AT 14 AT+CIPSEND=4, X, HFAHHRTIIA N k%35 —6 PC g, (H& x4
SHARBLEN 0, ISLBIR 28 k%2 H PC i
7. Kk T AT B W 45 15 82 ID R 4 B L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

B
o fEH ARG SSID AT AR LA Gy & B R . 50 0B B 25 SSID RIS
#rif) ESP32 % 4% IP #ihl .

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

BLI -
VRN HEE ST S Eebu A MU E N TR
4. PC 5 ESP32 m%@ﬁ@ [ — A o
TPCL@ngﬂﬁQIN B/~ UDP t&45 . 40 IP Hiht 192.168.3.102,
5. (ERESATER:.
i

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

[
* 1112 2y ESP32 i) UDP AHits 1, 0 AA73ICE, WABCE NN BEYLA
* 2 F Y1 UDP f&kgid 7 )5, UDP f?ﬁj@ HEIIR AT UDP (&4 i i {5 B2 H 3 HE
BRI — U5 ESP32 ##5 UDP {5 g b IP Uik Ml 1.
7. Kk 4 AR .

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32 Uit SSL % ;s o U1

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK
LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. #rif) ESP32 4% 1P Hitdl:.
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGIR RS _Ladkm b AP A
4. PC 5 ESP32 &4 [fl— ik i .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
iy
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. ESP32 i & AE % Pt SSL %423 SSL ikR55+#, MR554s IP #ihk>h 192.168.3.102, imlh

8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32 B#rfizh SSL RS54 4t 2 3%
4 ESP32 Yr4fily SSL R4 250, AUEALAT+CIPMUX=1 fy > iREL HEHE, PN THEAR 2% 1 e
He ) ESP32 45

PATR & ESP32 45412 softAP @57 SSL RSG5 #vii7n il AR 2 ESP32 B4ty station, W YETEFE % Hi %
Ja, ZRAROIH R HNL S SSL 5543 1A K2 K

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

N . :

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. FCHE ESP32 softAP,
i

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

M. :

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

Mg |3«

’OK

6. PC i#4%%)] ESP32 54517 softAP,
7. #£ PC L ffi/H] OpenSSL fip 4, @fE—~ SSL & i, 4% 3] ESP32 S 436# 1Y SSL Ml d5-4x -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32 3 LAY -

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK

Espressif Systems 223 Release v2.3.0.0-esp32c3-824-g8b01b678f1

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 4. AT #y2 R

4.2.7 ESP32 B0 SSL % 3t W] DA IE S 5 12

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #¥ih) ESP32 #4845 IP Hiudil.
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32 P45 32 [F]— N i

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32 $ & L[ R -
ACCEPT
B -
o Ay H B UEAS AR T AR VRAY UL B 0 B A T IR B
8. ESP32 {45 # SSL & F i XL A IETCL B .

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32 45 VE & Pt SSL #4453 SSL k454, MR4-#e IP Huhib2ly 192.168.3.102, N
8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32 ety SSL R 5545 4t sr WA DA UE 2 4%
4 ESP32 B fily SSL M5 250, IAUEATAT+CIPMUX =1 fy > fifE L HEde, BN ATREAR 2% ik i
Bl ESP32 145

PAF /2 ESP32 1454 A station #57. SSL IR G54l AN /2& ESP32 45 1F M softAP, 1] £&% ESP32
WEEH SSL MAHE L% HEHRG.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Zxifi ESP32 144 IP Hitk .
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32 #5142 [ — M HA
7. 7£ PC _FffiJf] OpenSSL fiy4, Bl#—4 SSL % Fifii, 1435 ESP32 15 &0/ SSL iR 5545 .

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32 845 Ly :

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32 &4k TCP % hulk, vy deds, S8 UART Wi-Fi &1t

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. ¥ifi] ESP32 1445 IP Hitk .,
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o ISR T RE S _ B R AR
4. PC 5 ESP32 &£ R 5[] — AN B i .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32 At % ik TCP jE4:5) TCP R4 4%, Mka5# [P Huidikohy 192.168.3.102, il
8080,
iy

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4210 ESP32 %551f 0k TCP 552%%, 28 UART Wi-Fi #f&

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32 i% 4% IP ik,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o BHYAISERATRE S _Ead b o B AR [A] o
7. PC 2% ESP32 TCP %5,
PC 5 ESP32 i i £l [ — i i
15 PC LA MW TR, QI —4> TCP % /. JEHF] ESP32 ) TCP fltds#s. Ml 192.
168.3.112, A 8080,
AT i :
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0, CONNECT ‘
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

[ox |

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND ‘

M B <

OK

>

10. 457 11 AR 4
TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

WY (I +++ AE A AKX, FEEE X, I TCP ARG %, At ] DA T
AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

[ox |
12. 404 TCP ##2,
i

’AT+CIPCLOSE ‘

M .

CLOSED

OK

42,11 ESP32 %5514 softAP £ UDP {4zl UART Wi-Fi i L

1. %8 Wi-Fi #55% softAP.
fird:

’ AT+CWMODE=2 ‘
g
o |
2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %453 ESP32 X1 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP a =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

4. f#—1> UDP i si.
1E PC L M5 LB F, A —4 UDP &4, 40 PC i IP #ihlly 192.168.4.2, Hgllh
8080,

5. ESP32 5 PC X [t I 28 37 il % b iy [P Hbctik Al 11 %) UDP %% . Jfe IP Hidik Ay 192.168.4.2,
ki 124 8080, Kbk 2233, #&xlh 0.
i

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32 Bear ik B a2 OBE X B g4 ot

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

LR
o 5 AR SSID FI A% m GEER iRy & R AR . 1 FH 50 %t #% 9 SSID Fl% 65 .
3. Zrifi] ESP32 145 IP Hihl,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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(£ L£50)

OK

LR
o ERAIEE R AT RE S ik v P AR T .
4. PC 5 ESP32 i & #4% [F— A~ H o
7 PC A M 45 LA, ) —~ TCP IR 55 %% . B4 TCP R 4525 IP Mk 192.168.3.102,
WA 8080,
5. ESP32 % #&AE % Frimili il TCP 1%42 8] TCP 5548, k545 IP Mokl 192.168.3.102, ik
8080,

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32 bt B E P U sl

’AT+CIPRECVTYPE=1

Wi

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32 W Erifywishiz izt N B A BRI K B

AT+CIPRECVLEN?

Wi KV -

+CIPRECVLEN: 4
OK

9. ESP32 B RIS OB e 7 i -

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.3 Bluetooth LE AT 74

IR B Bluetooth® Low Energy AT 44 % W5k, HFH2HEE ESP32 54 LimfTiX saan S 1
NGB
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1 A~

Bluetooth LE & F %135 Mk 44 AE44

Bluetooth LE i% 370 5%

A ESP32 Fr & 48 2 9] 3 5 SPP i%3%, vA B J& UART-Bluetooth LE % 15 42 X, F 15 4 348
ESP32 5 F L3 5 SPP 4%, vAR {£ UART-Bluetooth LE i% 15 2 X T 1£ 4 448

ESP32 o5 #2173 5 Bluetooth LE % 3% 5 Bext

L] L] L] L] L] L]

4.3.1 W4

ESP-AT 477/ 37 43 Bluetooth LE 4.2 R iUE, A S04 948 { & F T Bluetooth LE protocol 4.2 {Jp
WG, 5S% 20 42 SRBCE 2 E R

Bluetooth LE Ppil{ 44

Bluetooth LE X3 M T 2 4N LA JEZL: Physical Layer (PHY)., Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP).

* PHY: PHY JZ EZATTHEWIEIE _F R EFMBE E L. Bluetooth LE ffiH] 40 MMifEHE. M
Vi 2402 MHz %] 2480 MHz,

o LL: LL 2 FEATTEIE . BolcfreiuZ e (A, WREE, e 2EEgm), kS
WA 2 R Y BREEBEAH I SR BT . BRI 2RV T 4. 8. Bvr/38. AR
#E., LHEBEAMPRESZ —.

* HCI: HCIJZ [ EALAE i #e e it — MR8 0 . %2 T AR AP T SEP el &l A A {442 T
UART, SPI. USB f#Efil.

* L2CAP: L2CAP JZ M TEx FAUA SR 2 [0 32 e B #- A T U e 0 . o BOR S A 4524 o

o ATT: ATT JZSEBL T B VENR S5 A8 A M5 s Z [A) ) Ot il ATT 2 P[] ATT JiiR 55 i A0 1%
A ARFIfIA . ATT 55t ) % i AR MR LY. . AR R .

o SMP: SMP 2l T-2E BN 35 B 40 FN By 8540 . SMP 0455 BRI 25 S5 6 AN B0 B4 420, It
TBER LR R B LI A B RS B

* GATT: GATT ZF/nEMIRSA A ki @R Pim e, ELE SCHE TR ek S 2 il
WIS « AR 2 IR G . ZZ2 R T R0, S B ARk SR EA R 0 .

* GAP: GAP EMCERITAH WA B4 H AT, BIAntE s . BSOS B R T B SOl A i s
MUY . GAP [R5 G L. EERX. 24, Bk, RPEFIIR S KB

Bluetooth LE ffj{t, %15y

1E Bluetooth LE PpisUke AN [H] 2B AR Fa (X 20 o X LA R AN .
o LL: XA R PARIZ K EHLA MAL, MM H&, THLRTAR &R
e GAP: EXNT 4MeEEMG: JHE. WEH. MEEEM PFOEE.
o GATT: WA PA N RE3mMl & F 3.

iR

o AR Bluetooth LE 43 Fl Bluetooth LE % F3##i2 GATT EMAA.

e 457, ESP-AT % Bluetooth LE R4 Ml Bluetooth LE & F 3g[a W A77E .

* ANt ESP-AT #]4f 4k~ Bluetooth LE filk 45 iy ifs /& Bluetooth LE 7 iy, [7] b 7 422 (1) e K A 450
3,

GATT HSE— Rl L L, f B YF T DOA 2 — Rl st i b 12 sl XA @ PR 454 R
W el AN, SRS A FRBE R AL, B FE LR Z BRI TRA .
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GATT R4 3%H1 GATT & F 3miX WiFh i (0 /77T Bluetooth LE M 83 2 J5 . GATT R4 287 1o J&@
PEPMUE R BIREE, H3258 [ GATT & s @t hisEsk . er O A, fims, AtEdmnm—
SARA GATT M43, VMR —BmfRoh GATT E 3.

4.3.2 Bluetooth LE %5 P13 B IR 55 FE e
DA 7R 90 [ 1 e ESP32 FF % L, Hopi—HeffE % Bluetooth LE 45 3% (FUff) Bluetooth LE fIf:45 i

firft), 73—3AER Bluetooth LE % i (HAEA Bluetooth LE % i i f4,) o 33X AN TR 1 1 Andif {5 )
AT 154257, Bluetooth LE #E4%, 5E M EE .

B YEPANEBEF L ESP32 Bluetooth LE R4 Ik #/E L 5% 7F ESP32 Bluetooth LE % 45
UEHATEIR], PAESP32 Bluetooth LE % & 3L i#E HFEEHE ESP32 Bluetooth LE % Pt AT HlI
Al

1. #1454k Bluetooth LE Tf§E.
ESP32 Bluetooth LE f}% 45 i :
e

’AT+BLEINIT=2

Mg [«

’OK

ESP32 Bluetooth LE % F i :
iy

’AT+BLEINIT=1

Mg |/«

[ox

2. ESP32 Bluetooth LE Jk 45 imfk B H: MAC itk .

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

i :
SR A% < T E S B 18| T = =R wh s ) VAL 1 2 [ I = T B v N 0P 11| R T S A 2 3 AP S B
1. ESP32 Bluetooth LE JIR 5 i) 7 IR 55 o

’AT+BLEGATTSSRVCRE

M B -

’OK

2. ESP32 Bluetooth LE IR & it R IR S o
e

’AT+BLEGATTSSRVSTART

i B -

[ox
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1. ESP32 Bluetooth LE i} 45 i % ¥ IR 45 5 4E

s
AT+BLEGATTSCHAR?

M .

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32 Bluetooth LE [[R 45316 #%, 2 J5 ESP32 Bluetooth LE % FU i FF- U 414 HLAREE 3 #b4h.
ESP32 Bluetooth LE Jl} 45 i :
iy

’AT+BLEADVSTART

M .

’OK

ESP32 Bluetooth LE % Jifi :

’AT+BLESCAN=1,3

M B -

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

LK
o RYHIMEIRTRE S _Fadkmp b P AN ]
3. 7357 Bluetooth LE 4%,
ESP32 Bluetooth LE % i :

AT+BLECONN=0,"24:0a:c4:d6:ed:46"

i [ <

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

R
o WA LA my, A ) ESP32 Bluetooth LE fiR 55 ik .
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o Y15 Bluetooth LE £33, W&$E/R +BLECONN: 0, "24:0a:cd4:d6:e4:46,
o 158 Bluetooth LE i35, W& /R +BLECONN: 0, -1,
4. ESP32 Bluetooth LE % P13 % PR 45

AT+BLEGATTCPRIMSRV=0

i .«

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

L

» ESP32 Bluetooth LE % Futi #rif IRS5 104558, 1 ESP32 Bluetooth LE JI F i 25 1) IR 45 1 45 3R %2
WA S (UUID: 0x1800 A1 0x1801), X & E#H M4 . IEFE A, X [F-—Hks, ESP32
Bluetooth LE 7% i 25 1] 1Y) <srv_index> {25 ESP32 Bluetooth LE JIR i 2 18] ) <srv_index> {H
+ 2, i EiAREI IR 4 0xA002, 24 HifE ESP32 Bluetooth LE 2 i 27 1A] 21| i) <srv_index>
%3, WS4 ESP32 Bluetooth LE JIf P st it AT+ BLEGATTSSRY? fy 4251, W] <srv_index>
1,

5. ESP32 Bluetooth LE % 13 % PSR «

AT+BLEGATTCCHAR=0, 3

Wi K7 -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

. ESP32 Bluetooth LE % F i B — N AFAE

fir s

AT+BLEGATTCRD=

0,3,1

iy R«

+BLEGATTCRD:O,

OK

1,0

AR

o THTERE H AR AL (RO 20T AT SRR

o N5 ESP32 Bluetooth LE % P15z BURHIE % ) , ESP32 Bluetooth LE [l 45 i ) <232 78 +READ: 0,

"7Tc:df:al:b3:8d:de",

7. ESP32 Bluetooth LE & it & — M A .
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’AT+BLEGATTCWR:O, 3,3,,2 ‘
i B«

E |
P > R AT HERSFEICE DB, U T AR AR, 48 KA EI 28 <length> |
HI, PETH AL

[ox |

A
o 0 £ ESP32 Bluetooth LE %% F7 ¥ 5 455 {iF 4 1A &F i ¥, ESP32 Bluetooth LE AR 45 i
M) &I/ +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],

<len>,<value>,

8. Indicate —/MZFMF{H .
ESP32 Bluetooth LE ¢ i :

’AT+BLEGATTCWR=O, 3,7,1,2 ‘

i . <

E |
5 > FUR AT HER IR D, R mT DA A, 45K SR B 340 <length> [
I, PATE ARLE,

R T #24% ESP32 Bluetooth LE i 45 i & % 1 SR s (Gl notify HEi# indicate H),
ESP32 Bluetooth LE & i SR 42w A IR 55 syt . X F notify =, FEE A({H 0x0001, X
F indicate K, FEEGA(H 00002, FEARFIFE A 0x0002 Kffiff] indicate Fx,

ox |

K
o {11 & ESP32 Bluetooth LE % F it 5 45 4iF 7 iR 75 1% &y, ESP32 Bluetooth LE JIR 4% it M| £
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,

<value>,

ESP32 Bluetooth LE fl% 45 i :

’AT+BLEGATTSIND=O, 1,7,3 ‘
W R

5 > FOR AT HER I D s, M RmT DU A, S8R K SR 3 240 <length> [
B}, $44T indicate #1f

[ox |

Vi :
o f15% ESP32 Bluetooth LE 7% F i 332 it 3] indication, M £x#2 7R +INDICATE:<conn_index>,
<srv_index>, <char_index>,<len>, <value>,
o X FR]—AR 4, ESP32 Bluetooth LE % i ) <srv_index> {H 45T ESP32 Bluetooth LE flig Fifi i)
<srv_index> {H + 2, X2IEHINER.
o W MRSS HEERIALIR , RIS SR e T B 2 UK T IR 5.

4.3.3 Bluetooth LE JI} 5535 B R 55 FrAEA

PAR 7 3 [R] s 5 W B ESP32 FF &, HoH—3efE Sk Bluetooth LE i 453 (S AE A Bluetooth LE AR 45 bii
fafh), 5—#AEH Bluetooth LE & Fiii (HAE A Bluetooth LE & FriinfA {4 ) o XA T JR/R 1 W A 37
Bluetooth LE 4%, PAK RS i35 HR 55 AR AEAEL R %% P i B, notify AR S5 FFAE(H .
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Figi: LIEHPLESP32 Bluetooth LE A& H L HE/E H 52 %iXF ESP32 Bluetooth LE 45 uii b AT Hl
7], PAESP32 Bluetooth LE % A 3L EfE B ZEEHE ESP32 Bluetooth LE % P i AT R 7] o

1. W4k 4k Bluetooth LE Tfjfig.
ESP32 Bluetooth LE A% 45 i :
%

’AT+BLEINIT=2

N . :

’OK

ESP32 Bluetooth LE % Jifi :

’AT+BLEINIT=1

i B«

’OK

1. ESP32 Bluetooth LE J} 4% i) 22 iR 45
i

’AT+BLEGATTSSRVCRE

i Y <

’OK

2. ESP32 Bluetooth LE IR 45 i 2 IR %5 »
e

’AT+BLEGATTSSRVSTART

Nl B <

’OK

1. ESP32 Bluetooth LE JIR %3t # B H: MAC H#ihl.

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PiHA :
o BATARIHLEE T RE S Bk N AR, SRR, S R4 A E .
2. ESP32 Bluetooth LE R4 ik &) #5540
A

’AT+BLEADVPARAM:50,50,0,0,7,0,,

i B -

’OK

3. ESP32 Bluetooth LE JI} 45 s b8 & #5554t
e
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’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

N . :

’OK

4. ESP32 Bluetooth LE R4 i UG 45 .

’AT+BLEADVSTART

M. :

’OK

1. ESP32 Bluetooth LE % F A 78R 45
i

’AT+BLEGATTSSRVCRE

Nl . <

’OK

2. ESP32 Bluetooth LE & P it IR 45 -
i

’AT+BLEGATTSSRVSTART

i B«

’OK

1. ESP32 Bluetooth LE % Fim it MAC Mtk

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:03:a7:4e"
OK

Vi :
o A HLAETTRE S _EdRm B R R, SRl TR IR e E .
2. ESP32 Bluetooth LE % g IF G4, $54E 3 70,

AT+BLESCAN=1, 3

Nl <

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al",-62,0201060a£f£f4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

i :
o ISR T B S bk B A R [E]
3. #£37. the Bluetooth LE %35,
ESP32 Bluetooth LE % F i :

fir s

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

N . :
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+BLECONN:0, "24:0a:c4:d6:ed:406"

OK

Vi :
o A _IRATARE, 8 F %451 ESP32 Bluetooth LE fil 45 i btk .
o MR Bluetooth LE £ i), N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE #E#22 M, M43 /R +BLECONN: 0, -1,

ESP32 Bluetooth LE f}% 45 i :

Py N
i

AT+BLECONN=0,"24:0a:c4:03:a7:4e"

M i/ :

+BLECONN:0, "24:0a:c4:03:a7:4e"

OK

i :
o A iRy A EF, 15 &) ESP32 Bluetooth LE % g bk .
o 41 Bluetooth LE % 32 i B, N &4 /8 oK, KN <& # /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o UNR Bluetooth LE ZE#24, N£3E/8 ERROR, A<fi/R +BLECONN:0, -1,

1. ESP32 Bluetooth LE % i A i) A< Hit Il 45 .
i

AT+BLEGATTSSRV?

Mg |3«

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

2. ESP32 Bluetooth LE 7% Fiiftt % I A Hi R AE
i

AT+BLEGATTSCHAR?

iy R«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR:"desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901

Q)
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+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

3. ESP32 Bluetooth LE 45 5t % F %] ik R 55
i

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

PAE
* ESP32 Bluetooth LE fIR 455 £ i IR 55 (945 5, 1 ESP32 Bluetooth LE % i 27 i Ik 45 1 45 - %
WANERIA R % (UUID: 0x1800 i1 0x1801), 1FF UL, T[4, ESP32 Bluetooth LE 745
UE AT <srv_index> {H 2% T ESP32 Bluetooth LE & i 25 ] 1) <srv_index> {H + 2. filf0, E
BRRBIPEIIR S 0xA002, 4HiHE ESP32 Bluetooth LE IR 453t 2r 1A £ (1) <srv_index> 24 3, AN5R
1£ ESP32 Bluetooth LE I} 45 141 i AT+ BLEGATTSSRV? A 253), M) <srv_index> K 1.
4. ESP32 Bluetooth LE JIF 45 i % B X} a4

AT+BLEGATTCCHAR=0, 3

Nl .«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3, 0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

5. ESP32 Bluetooth LE % F' it 5 B Il 55 A {H

PEPE SRR SRR SS FRAE (characteristic) KBEE MR AT FHAE(E.-

o

’AT+BLEGATTSSETATTR=1, 8,,1

N . :
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[ox

6. ESP32 Bluetooth LE JIl¢ 4% 5t 52 IR 45 - iF (8
i
’AT+BLEGATTCRD=O,3,8,
Mg |3

+BLEGATTCRD:0,1, 9

OK

7. ESP32 Bluetooth LE IR 4% it 5 IR 45 - EAH -
LTS EEEE L (RN E R ERE PN

’AT+BLEGATTCWR=O, 3,6,1,2

Mg J3

» N5 Bluetooth LE fik 55 i 5 R 55 FFAEE 8 H) )5, Bluetooth LE & i <48 /x +WRITE: 0, 1,
6,1,2,12,
8. ESP32 Bluetooth LE % /¥t notify i} 45 45 {H
iy 4

’Z—\T+BLEGATTSNTFY:O, 1,6,10

Mg K7 -

’ BN 12345678907 10N F F

[ox

Vi :
» 415 ESP32 Bluetooth LE % F'i notify R 5545 MEH 25 IR 55 i il 3, Bluetooth LE fii% 453 W & 412
7~ +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE ¥E#: %

DA 7% 91 [ B2 FH B B ESP32 FF KA, Horp—3ufE A Bluetooth LE IR %53 (M4} Bluetooth LE JI 45 i
fe) , 53 —HfiE) Bluetooth LE % P13 (JUAFh Bluetooth LE % FU i ) o 33AMEI TR T /BN
Bluetooth LE %3,

iR

o JEDAFH G DL ESP32 Bluetooth LE JR % 3% H-LIY#e/E H F22AE ESP32 Bluetooth LE [k 55 i
HATEIT], DAL ESP32 Bluetooth LE % 3% F3Li#/E R 22 EiAE ESP32 Bluetooth LE 4 F i 4l
AR,
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© B RPN RS . 485 R R A T — R E.
© ESP-AT % RUUF4HE 10 iskfs .

1. #1444k Bluetooth LE TfjEE.
ESP32 Bluetooth LE fl} 45 i :
fir g

’AT+BLEINIT=2

Mg |3«

[ox

ESP32 Bluetooth LE % i :

’AT+BLEINIT=1

iy B«

[ox

2. ESP32 Bluetooth LE Jig 453 #x B Bluetooth LE Hiidil: .
es

’AT+BLEADDR?

i B«

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Vi :
SR A% < T E S 9P 1| AT =R e s ) VAL 10 2 N [ I 7 T B v N 0B 11| R TIPS 2 3 AP S
1. ESP32 Bluetooth LE fig 45 st 1| 72 il 45
s

’AT+BLEGATTSSRVCRE

i B -

[ox

2. ESP32 Bluetooth LE k%5 i H /S R 45 -

’AT+BLEGATTSSRVSTART

i B«

[ox

1. ESP32 Bluetooth LE 745 i % i IR 45 5 4E
i

’AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901

Qi3
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£ B0

+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR:"desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32 Bluetooth LE JI 45 FF-46) 3%, 2 J5 ESP32 Bluetooth LE % FUufi FF- U413  HLER4LE 3 Bb4p.
ESP32 Bluetooth LE f}% 45 ifi :

’ AT+BLEADVSTART ‘
Mg |3

[ox |
ESP32 Bluetooth LE %% i :

’ AT+BLESCAN=1, 3 ‘
Mg |3«

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

PaHH :
o TR R T RES ik i o AR ] .
3. 757 Bluetooth LE i#$2.
ESP32 Bluetooth LE & i :
s

AT+BLECONN=0, "24:0a:c4:d6:ed:46"

Wi K7 -

+BLECONN:0,"24:0a:c4:d6:e4:46"

OK

AR
o A bR, 8 ESP32 Bluetooth LE fil 55 sttihk o
o 7N Bluetooth LE £ i), M<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 157 Bluetooth LE #E3: 5, W£$HE/R +BLECONN: 0, -1,

4. ESP32 Bluetooth LE % P13 % PR 45

A

’AT+BLEGATTCPRIMSRV=O
Mg |3

’ +BLEGATTCPRIMSRV: 0,1, 0x1801, 1 ‘
QS
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+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

K
» ESP32 Bluetooth LE % s 25 1) IR 5519 45 5%, H ESP32 Bluetooth LE JIR P i 2R IR 45 45 5 £
WAEAAR S (UUID: 0x1800 A1 0x1801), XA2IEH I 4. IEHANL, XTH—HK%, ESP32
Bluetooth LE % 73 25 1] 1Y) <srv_index> {H 25T ESP32 Bluetooth LE JlZ i 25 18] 1Y) <srv_index> {H
+ 2, i EAREI AR 4 0xA002, 24 HifE ESP32 Bluetooth LE % i 2r1f] 21| Y <srv_index>
> 3, UNHEAE ESP32 Bluetooth LE AR il i AT+ BLEGATTSSRV? fiy4-25i4], W <srv_index>

1.

. ESP32 Bluetooth LE % il A& FUAE(E

AT+BLEGATTCCHAR=0, 3

i . <

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3, 0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

6. WHEMFESE. K& auth_req iy SC_MITM_BOND, fR45iff) iocap i KeyboardOnly, &
itH) iocap SN KeyboardDisplay, key_size /16, init_key 5 3, rsp_key H 3,
ESP32 Bluetooth LE i 45 i :
s

’AT+BLESECPARAM=13, 2,16,3,3

N . :

’OK

ESP32 Bluetooth LE % i :
ey

’AT+BLESECPARAM=13, 4,16,3,3

i R ©

’OK

L
o JEA{] 1, ESP32 Bluetooth LE fIlt 45 st AC %1, ESP32 Bluetooth LE % F'if i 7R e % i o
* BESP-AT % 3§ Legacy Pairing fll Secure Connections BWNEZ T, HEEAEE =R
SIS . AR STt 7 Secure Connections, NM|£ ¥R Secure Connections
T
7. ESP32 Bluetooth LE % it & AR 2575 5K .
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iy

’AT+BLEENC=O,3 ‘
M B -
[ox |
WiH:

45 ESP32 Bluetooth LE iz 5% it A% ) 422 Ui ) i %% 3% >k, ESP32 Bluetooth LE J 45 i M) <% $2 7R
+BLESECREQ: 0,

1. ESP32 Bluetooth LE J}t 25 s i Ji7 it %5 5K
fir s

’AT+BLEENCRSP=O,1 ‘

Nl . <

Lox |

K
o 115 ESP32 Bluetooth LE % F i i s 2 Be S0 7, ] ESP32 Bluetooth LE 7% 7 i - £
PR A 6 LR LR o
o JEAHH, ESP32 Bluetooth LE % i ) &4 /K +BLESECNTEFYKEY: 0, 793718, Pt
ik 793718,

1. ESP32 Bluetooth LE 2% F-' i [a] 45 it %5
iR

’AT+BLEKEYREPLY:O,793718 ‘

Nl . -
[ox |
PATIX A2 5, 1F ESP32 Bluetooth LE JIF 25 5251 ESP32 Bluetooth LE % Pt 2 47 — Hexef R 1.
PR,

ESP32 Bluetooth LE fl% 45 i :

+BLESECKEYTYPE:0, 16

+BLESECKEYTYPE: 0, 1

+BLESECKEYTYPE: 0, 32

+BLESECKEYTYPE:0, 2

+BLEAUTHCMPL: 0, 0

ESP32 Bluetooth LE % i :

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0,0

A DAZ B DL +BLESECKEYTYPE H=Li{E B, {58 +BLEAUTHCMPL: 0, 0 IS &8k 0 3%
NI, A 1 FR IR

4.3.5 WA ESP32 JF KBz i r SPP i+, UL K ft UART-Bluetooth LE E{EEIA T
tehm o

PAT 7~ 30 [ s FH i e ESP32 FF e, Horp—3eAf: 2 Bluetooth LE filk 555w (H A Bluetooth LE fiit 55 i
fiita), J3—34EH Bluetooth LE & P (HAEH Bluetooth LE & i i €5,) o 33X ANl J@7m 17 1 A0 ] 8 57
Bluetooth LE 43, DA K% %18 {5 Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE &£ #50),
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HP: FELATN AP PLESP32 Bluetooth LE 43w 1k my#a/E R 75 34F ESP32 Bluetooth LE Ik 4%
SHATHEITT, DALESP32 Bluetooth LE & P33k f¥#/E T4 ESP32 Bluetooth LE 8 P kAT B
mJ,

1. #¥J54k Bluetooth LE Lk,
ESP32 Bluetooth LE f} 45 it :

’AT+BLEINIT=2

i . <

’OK

ESP32 Bluetooth LE %% i :
i

’AT+BLEINIT:1

Nl <

’OK

1. ESP32 Bluetooth LE Al 45 st 22 R 45
i

’AT+BLEGATTSSRVCRE

Wi K7 -

’ox

2. ESP32 Bluetooth LE J} 45 5t = iR 55 -
i

’AT+BLEGATTSSRVSTART

M B -

’OK

1. ESP32 Bluetooth LE Al 45 i 2R B H: MAC Mtk

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

LR
o EAEEIHAE T RE S _EdRm B b R, SRS L, RTE PR HE .
2. ESP32 Bluetooth LE R4 ik B #5545
e

’Z—\T+BLEADVPARZ—\M:50, 50,0,0,7,0,,

Wi K7 -

’ox

3. ESP32 Bluetooth LE JI} 45 s 58 & 4% 554 o
e
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’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

N . :

’OK

4. ESP32 Bluetooth LE R 45 BT 4AT 45 .

iy

’AT+BLEADVSTART

M. :

’OK

5. ESP32 Bluetooth LE % g IF 634, 354e 3 70,
poe

’AT+BLESCAN=1,3

i B <

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

AR
o AR BE S Bk B H AR

6. 7T the Bluetooth LE ﬁ?ﬁ .

ESP32 Bluetooth LE % i

AT+BLECONN=0,"24:0a:c4:d6:ed4:46"

Mg |3

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

ALK

o Wy A\ ke AET, i H %) ESP32 Bluetooth LE Al 45 g Hbhk .
o Y12 Bluetooth LE ﬁ:fiﬁﬁj}, Nj&3E/R +BLECONN:0, "24:0a:c4:d6:e4:46,
o f15% Bluetooth LE i35, W& /R +BLECONN: 0, -1
7. ESP32 Bluetooth LE JR %5 i if] iR 55 »
i

AT+BLEGATTSSRV?

Nl . <

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

8. ESP32 Bluetooth LE 4% it % PUEHIE
s

AT+BLEGATTSCHAR?

Mg K7 -

+BLEGATTSCHAR: "char", 1,1, 0xC300,0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901

Qi3
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+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:

OK

"char",1,2,0xC301,0x02
"desc",1,2,1,0x2901
"char",1,3,0xC302,0x08
"desc",1,3,1,0x2901
"char",1,4,0xC303,0x04
"desc",1,4,1,0x2901
"char",1,5,0xC304,0x08
"char",1,6,0xC305,0x10
"desc",1,6,1,0x2902
"char",1,7,0xC306, 0x20
"desc",1,7,1,0x2902
"char",1,8,0xC307,0x02
"desc",1,8,1,0x2901
"char",2,1,0xC400,0x02
"desc",2,1,1,0x2901
"char",2,2,0xC401,0x02
"desc",2,2,1,0x2901

. ESP32 Bluetooth LE % F1i# % Bl R % .

iy

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

K

* ESP32 Bluetooth LE % Ui 2 if] ik 45 454, b ESP32 Bluetooth LE fi i 25 i ik 55 45 S &2
PN BRIAR S5 (UUID: 0x1800 F1 0x1801), X @IEHIL. R, XMk, ESP32
Bluetooth LE & i 25 1] 1Y) <srv_index> {E 25T ESP32 Bluetooth LE JiZ it #r 18] 1Y) <srv_index> {H.
+ 2, B, FIRRGI RS 0xA002, 24 Fi7E ESP32 Bluetooth LE % P i1 ][] <srv_index>
>N 3, URAE ESP32 Bluetooth LE Rk J' il 18 AT+ BLEGATTSSRV? fiy 2251, M) <srv_index>

1.

AN A -
e

10. ESP32 Bluetooth LE % F1i % AL .

AT+BLEGATTCCHAR=0, 3

M B -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR:"char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02

(PR
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+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

11. ESP32 Bluetooth LE % i it & Bluetooth LE SPP.,
VEPE L FFEHAENI IR S HFE (characteristic) 1E A5 M IA K EEHE, 8 L EF notify 53 indicate 1)
characteristic 1E 42 E AR
fre:

’Z—\T+BLESPPCFG:1, 3,5,3,7

M .

’OK

12. ESP32 Bluetooth LE % i {#i §E Bluetooth LE SPP.,
ﬂp?

’AT+BLESPP

M K -

OK

>

iR KR AT ©23F A Bluetooth LE SPP #15, 1] DABFA T8 1) Ak Ak .
Tt
« ESP32 Bluetooth LE & F1i#J & Bluetooth LE SPP % {4485 J5 , 58 I 3] i BHE 238 1+ Bluetooth
LE f£%; %] ESP32 Bluetooth LE I 4532 .
13. ESP32 Bluetooth LE flg 453 it & Bluetooth LE SPP.,
P& notify B indicate ¥ characteristic /E 45 il i8 A X5, LS HEAMER characteristic
fgzy\b& T JE FESCR o

’Z—\T+BLESPPCFG:1, 1,7,1,5

Wi K7 -

’ox

14. ESP32 Bluetooth LE fik 45 i {#i §E Bluetooth LE SPP.,
frde:

’AT+BLESPP

M .

OK

>

iR RoR AT 2 43F A Bluetooth LE SPP £, AT DAHFATHIE 1) Ak F2 1K .
i :

» ESP32 Bluetooth LE [l i 7T /& Bluetooth LE SPP i&ZA )i, £ TR 3 A% <538 i1 Bluetooth
LE {£4#;%] ESP32 Bluetooth LE 7 F1ji .

o 75 ESP32 Bluetooth LE % Ji it 5% G St FF 5 Bluetooth LE SPP %45, B & i HoAth ik 451 R
Bluetooth LE % i, W) ESP32 Bluetooth LE & i 55 25 42T )5 il Notify 5 Indicate., 40,
ESP32 Bluetooth LE 7 1 1 5ok T B 45 . U7 SE3E 1] AT+BLEGATTCWR=0,3.7,1,1 JF. 3 il
I, ESP32 Bluetooth LE JI§ 45 3 A G M) 52 B A%

o %P T[A—JR%5, ESP32 Bluetooth LE % i i) <srv_index> {H %5 ESP32 Bluetooth LE JI% 453
<srv_index> {H + 2, XZIEFEM4.,
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4.3.6 ESP32 5 T-HLidt . SPP #4:, ULJAr UART-Bluetooth LE i {&1:58 T 14 5 5

RPN T IRAE ESP32 HF Kot (MU A ARIIAGH T IR S5 defa ) RITFHL (DR ARTIFEHE“F 2% F i
faf) ZIaESr SPP gL, PAKANA7E UART-Bluetooth LE i A &4 4t

g PP PLESP32 Bluetooth LE R4 3w kav#EfE HFE2AE ESP32 Bluetooth LE R 45 it A7 H]
Al MiPA Bluetooth LE & P 33Kk e LT EAEF AR A R B F s ST RI AT .

1. 7FFAlim K 3% Bluetooth LE J#i 1T, 40 LightBlue.
2. #J4E4% Bluetooth LE ZhHE.
ESP32 Bluetooth LE fl} 45 i :

LS

’AT+BLEINIT=2

i B«

’OK

1. ESP32 Bluetooth LE [} 45 i 61 72 R 45 .
A

’AT+BLEGATTSSRVCRE

M. :

’OK

2. ESP32 Bluetooth LE A} 45 5t = AR 45 -
A

’AT+BLEGATTSSRVSTART

i B -

’OK

1. ESP32 Bluetooth LE filz 45 i i B MAC Huhl .

’AT+BLEADDR?

Nl . <

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

iR
O € 741 e Bz e e = T ISV RSO B 7= T /2 S| W AT S 27 L R
2. ESP32 Bluetooth LE R4 ik &) #5550,

’AT+BLEADVPARAM=50, 50,0,0,7,0,,

M . :

’OK

3. ESP32 Bluetooth LE JIR 45 e & #6554t .
iR

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M B <
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’OK

4. ESP32 Bluetooth LE R4 i 46T 45 .

’AT+BLEADVSTART

i B <

’OK

5. 1% Bluetooth LE 3%,
FHLFT FF LightBlue | ] #2 )7, I 47 H SCAN F 45 4, 3% 3| ESP32 Bluetooth LE i} 55 i
1 MAC #iihl, & dF CONNECT #F47i# 8., I ESP32 i iV i% < T BI 2l T +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XERCLKLES T Bluetooth LE £,

6. ESP32 Bluetooth LE [z 45 i £ R 4 -

o

AT+BLEGATTSSRV?

N . :

OK

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

7. ESP32 Bluetooth LE IR 45 uiit & B4

AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. Bluetooth LE % F i & PLEFE .

I FE F 1 LightBlue % 7 i %6 4% &5 7 Properties 5 NOTIFY 1{# INDICATE # Ik 55454 (X B
ESP-AT %3\ Properties 5 NOTIFY 53 INDICATE [ Ik 55 44 &2 0xC305 F1 0xC306) , H-h4 iy
Properties “& NOTIFY Bi# INDICATE iR 554511 .

9. ESP32 Bluetooth LE J 45 i it & Bluetooth LE SPP,
e PE 3 FF notify B3 indicate f{] characteristic /F -8 518 KX EE, H%HF L5 E/ER characteristic
VA S T R USORIHE -

o
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’AT+BLESPPCFG=1,1,7,1,5 ‘
N . :

[ox |

10. ESP32 Bluetooth LE Ji} 4% 3 {#i fig Bluetooth LE SPP,
ar:

’AT+BLESPP ‘

i . -

OK

>

ik s AT B 43 A Bluetooth LE SPP #52,  W] PAFATHH i) K 8 FRdz
11. Bluetooth LE & Fif & 5 53E
1r LightBlue % i e £ 0xC304 AR 5545 4F(H & 5 BHE test 45 ESP32 Bluetooth LE IR 453, LAY
ESP32 Bluetooth LE R 453 ] AU E] test,
12. ESP32 Bluetooth LE 45 i % 3 504k .
7r ESP32 Bluetooth LE fil 45 it 4% & 1% test, B} LightBlue 2 i n] AILE] test.

4.3.7 ESP32 HIT-HL.z W& . Bluetooth LE ¥4 ji- Bt}

R Bl @R T W AE ESP32 JF &M (SUVEMRIIRERE A Ik S asfafh) AFAL (U MRTIRERE 4% i
F{1) 2 [A)7E 7 Bluetooth LE 8325y A %5 4H 58 i BE Xt -

Fgl: PPl ESP32 Bluetooth LE &3 H 3L #EE/E H 52 %iXF ESP32 Bluetooth LE 45 m b AT Hl
A, IMPA Bluetooth LE & /3 3k #fE R TR EAEFALR T R B AT RI ] .

1. #EF-HLig T 2k Bluetooth LE i B)F, 40 LightBlue [ FHFZF .
2. ¥jis4k Bluetooth LE TfjfE.
ESP32 Bluetooth LE f} 45 i :

’AT+BLEINIT=2 ‘
N . :

[ox |

1. ESP32 Bluetooth LE I}t 4% w1 2 R 45

e

’AT+BLEGATTSSRVCRE

i Y <

[ox |

2. ESP32 Bluetooth LE 45 5t B IR 55 -
i

’AT+BLEGATTSSRVSTART ‘
i

[ox |

1. ESP32 Bluetooth LE JIR 43t # B H: MAC #ihl .
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AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

AR
o BATARIHLEE T RE S B Y R, E IO SR, TSRS S AR
2. ESP32 Bluetooth LE fIR 45 ii% & & S5k
s

’AT+BLEADVPARAM=50,50,0,0,7,0,,

i W -

[ox

3. ESP32 Bluetooth LE fIlt 45 it B 1 35 5504 .
iR

’AT+BLEADVDATA="020106OAO9457370726573736966030302AO"

N 3. :

[ox

4. ESP32 Bluetooth LE fig 4% uifi5 B85 24K
s

’AT+BLESECPARAM=13, 2,16,3,3

N . :

’OK

5. ESP32 Bluetooth LE R 45 it FF 4G 4%
i

’AT+BLEADVSTART

i B ©

’OK

6. Bluetooth LE % i 1] 2 1E 4
FHLFT HF LightBlue | F #2 /¥, I 4T FF SCAN JF 4434, 4% #| ESP32 Bluetooth LE fiit 45 iify
7] MAC #bhl, il CONNECT #E4T7#E#:. M B} ESP32 i iV % 2 FT Bl 25l - +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XF/RCLE T Bluetooth LE 4%,

7. ESP32 Bluetooth LE [}z 45 i & 2 il 237 3K
s

’AT+BLEENC=O,3

M B <

[ox

8. Bluetooth LE 7% i [5] B B X .
F-H LightBlue [ F A% 5 NI M1 417 5 D7) Bluetooth LE 452 () U1 11 £ HE e X5 8 (&R 254
Blnae R 231518), sk BX. MU ESP32 iihVi% 24T ISl F +BLESECKEYREQ: 0 [ H i,
X FRFALE i B %

9. ESP32 Bluetooth LE JIZ 45 i [l 5 Jit X} %5 4 .
IR Bluetooth LE fIj 45 it 1] & 1) 25 4] B o8 b —25 B v F-AL LightBlue B F AR 738 H B BCXHE B Y
BEH: 231518,
e
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’AT+BLEKEYREPLY=O,231518 ‘
N . :
Lox |

i ESP32 Bluetooth LE R 45 i< T EIZRMRITF AN H7E, X378 ESP32 Bluetooth LE iR 453 5 T4
Bluetooth LE % i 5g i T HoXT .

+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0,1

+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE:0, 2

+BLEAUTHCMPL:0, 0

44 MOQTT AT 734

AT BRI ESP32 s LanfTMOTT AT 4 4 5 i S WTRAI R B .

TCP g MOTT 4% (% %Atk MOTT R32) (&R THiEE )
TCP t MOTT % 3% (%% A4l MOTT X32) (iER THEZS)

%
a-’—
T TLS oy MOTT #3% (F & Aneb)3E MOTT K32)
F WSS &y MOTT i3

R SO TR R B I TR R Wi-Fi AR5 .

44.1 JET TCP iy MQTT g (ifa ZA MBI MQTT {R81) (GENM T %tk )
DAT 7% 51 5 P P e ESP32 JF 8, Horh—BfFoly MQTT %Afig (JUE MQTT B fn), 53—
Befoly MQTT T (JUEK MQTT i1 & f (1)

NG T anfal T TCP @) MQTT i#:4:. HeEFHEAE 4 MQTT /LB, {&i MQTT H
IP #blh 192.168.3.102, ufA4 8883,

F%: PYPRPPLESP32 MOTT KA H TP KR L T2 ESP32 MQTT %A F AT HIA], DA ESP32
MQTT T [ 3 T 3k i A A 35 B AE ESP32 MQTT ] [ & Sin AT RI AT o A0 SR 48 A AT e S i B A A i £
B, WU B KA B AT B s AT -

1. &%'& MQTT I @
ESP32 MQTT %1%

s

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

N . :

[ox |

ESP32 MQTT ] 3% :
iy

’AT+MQTTUSERCFG=O, 1,"subscriber", "espressif","123456789",0,0,"" ‘

N . :
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’OK

2. 8 MQTT U,

’AT+MQTTCONN=O,"192.168.3.102",8883,1

g B <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

ALK
o A MQTT BRI 4 5 MQTT L3 IP Hudik il RE 5 Fik & th A [ o
3. 1T MQTT =4,
ESP32 MQTT i] %
i

’ AT+MQTTSUB=0, "topic", 1

M .

’OK

4. %A MQTT i E (P45 ).
ESP32 MQTT %% :

e

’AT+MQTTPUB=O,"topic","test“,l,O

Mg |3«

’OK

P :
* 43R ESP32 MQTT K ATH M AAIHE, PATEEAFSTE ESP32 MQTT 1] B3 i 7 -

’+MQTTSUBRECV:O,"topic",4,test

5. KM MQTT ##%.
LS

’AT+MQTTCLEAN=O

i B«

’OK

442 J&T TCP i) MQTT &% (WA Hbald MQTT {RB!) (GEM T8kt %)
PATR 7Bl ] R FH Wi ESP32 JF Bt , Horp—3fEol MQTT %A (HUEN MQTT KA fitn), 75—
Pt MQTT ITFd% (A MQTT iT# () .

NI T AT TCP A8 MQTT 4% . 1 eBTREAE — A MQTT /A3, {Ri%x MQTT A3y
IP #hlh 192.168.3.102, 4 8883,

WMREEAHEE W RMENE L, a7 8% AT S MK EEBE 256, AR DA
JIAT+MQTTPUBRAW 14>,

W PP PLESP32 MOTT KA H LAY #AE LFEEE ESP32 MQTT A A& i fTRITT, PAESP32
MQTT 1T [ # kB KT B7E ESP32 MQTT 17 [/ & gt AT BRI AT o 0 SR 458 4 75 A 455 1) i 0 W0 i 5
VB, W5 EAE R AT S AT B S T
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1. &#E MQTT M &
ESP32 MQTT %1%
fird:

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

i . <

’OK

ESP32 MQTT 7 % :
iy

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

i B <

’OK

2. 4% MQTT U,
i

’AT+MQTTCONN:O,"192.168.3.102",8883,l

Nl . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

PiHH :
o RET A MQTT AAEEIE 4 5% MQTT A3 IP #ihl ATk 5 _FiRar AR [ .
3. 1T MQTT F 4,
ESP32 MQTT i 43 :
e

’ AT+MQTTSUB=0, "topic", 1

M B -

’OK

4. BT MQTT W EL (FAFER).
IR A L BRI, K 427 573,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32 MQTT %1% :

AT+MQTTPUBRAW=0, "topic", 427,0,0

M B -

OK

>

FiARm Y FIR AT CHEAR I HECER AT A, ORI DA AN, 24 AT 3l 3 i £ K Rk 3|
<length> 5, LT,
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+MQTTPUB: 0K

LK
* ATHH > PG B I RIR TR B SCP AT TR L, AR AR T4 R (CR-LF).
* N2 ESP32 MQTT ZATH M AATHE , PAT G ERFS7E ESP32 MQTT 1] F# S/ -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/", "User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}

5. KM MQTT j##.
i

’AT+MQTTCLEAN:O

M .

’OK

443 JLT TLS iy MQTT %4 (ifs 24 Bl MQTT {R2H)
DA 7% 51 5 P P e ESP32 JF 48R, Horh—BfRoly MQTT %Afig (JUE MQTT B f(n), 53—
Bt MQTT i % (AUEN MQTT 1T & A ().

ANBIAEE T EF TLS A MQTT 4% . B /CEms S — >4 MQTT /AR, B MQTT B
IP #ihil>f 192.168.3.102, Hgldk 8883,

T PPRPPLESP32 MOTT KA H TP LRI L 528 ESP32 MQTT %A F kAT RIA], DA ESP32
MQTT T [ 3 T 3k i A 35 B AE ESP32 MQTT ] [ & Sin AT RI AT o A0 SR 48 VR 35 e S i B A A i £
T, DR B R AT B AT B s AT -

1. &KX SNTP R 454s .

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

iy K«

[ox

2. #Fif] SNTP Hifd].
s

’AT+CIPSNTPTIME?

i B«

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

K
o WAYALIH) SNTP 45 Rl GBS _Eadu iy A AN o
o TP SNTP I ] — 2 FLICA RN 1], ANBESE 1970 4F K 2 BRI TA] o
o WEBALE N THE TLS IAUERHE IR 1A 200 .
3. WA MQTT H &tk
ESP32 MQTT % 7% :
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’AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

i B«

’OK

ESP32 MQTT {7 [

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

i B«

’OK

4. WF MQTT JERIRIE

’AT+MQTTCONNCFG=0,0,0,"lwtt","lwtm",0,0

g B <

’OK

5. JE#: MQTT B,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

M B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

PiHH :
o ET A MQTT ACHELIE 4 5% MQTT A3 IP il AT ik 5 _FiRar AR .
6. 177 MQTT 3=/,
ESP32 MQTT i [ :
i

’ AT+MQTTSUB=0, "topic", 1

M B -

’OK

7. %A MQTT {5 (548 -
ESP32 MQTT %1% :

’AT+MQTTPUB=O,"topic","test",l,O

i B -

’OK

LK
* 43R ESP32 MQTT K ATH M AAIHE, PATEEARF&TE ESP32 MQTT 1] B3 7 -

’+MQTTSUBRECV:O,"topiC",4,teSt

8. KM MQTT 4.
XS

’AT+MQTTCLEAN=O

i B«
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’OK

4.4.4 JET WSS Iy MQTT &%
PATR IR G R B ESP32 TF A, b —Bffo MQTT %eAfidy (R MQTT Kflig ), 5n—
By MQTT i Fd# (A MQTT i & ) .

ﬁ?%ﬁ‘éﬁTﬁMﬂg? WSS 1]z MQTT HEH. MQTT ﬁﬁﬁﬁi@jﬂ mgtt.eclipseprojects.io, gl
B matt, Uldoh 443,

WY LIRAPPAESP32 MOTT X A7 4 Hk B4/ E L5 34 ESP32 MQTT A& AT EIRT, PAESP32
MOTT T [ # I3k i B4 L 35 24 ESP32 MQTT V7 5 2 it AT BRI AT o 401 SR 48 1 8 G 1 591 i A A W s 5
1, TR EAE R A i AT 53 S T

1. PEEBFIXHI SNTP 7428,

’AT+CIPSNTPCFG:1, 8, "ntpl.aliyun.com"

M .

’OK

2. Z%¥if) SNTP ],
e

’AT+CIPSNTPTIME?

M B -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LUK
o SR SNTP S5 A RE-S L b H A ] o
* JifHf PR SNTP IJa]—E @ FLIA R, ANEER 1970 4F K Z BT .
o WEBALE N THE TLS IAUERHRISIE 1A 200 .
3. WA MQTT il stk
ESP32 MQTT %7

AT+MQTTUSERCFG=0, 7, "publisher", "espressif","1234567890",0,0, "mgtt"
p

M 3. :

[ox

ESP32 MQTT {7 5% :
fiy

’AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

N . :

’OK

4. R MQTT QL.
o

’AT+MQTTCONN=O,"mqtt.eclipseprojects.io",443,l

N . :
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+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443"," /mgtt", 1

OK
Vi :
o EEIAR MQTT B4 5 MQTT U3 IP Hudik vl g 5 _Fikfr & Al o
5. 117% MQTT 4.
ESP32 MQTT ] 513 :
A

’Z—\T+MQTTSUB:O, "topic", 1 ‘

Wi K7 -

[ox |

6. A MQTT & (F4FH).
ESP32 MQTT %% :

’AT+MQTTPUB=O,"topic","test“,l,O ‘
W
Lox |

B -
o 2R ESP32 MQTT %A FH NN AAHALE, VAT ERRF&AE ESP32 MQTT 17 3 i/ -

’+MQTTSUBRECV:O,"topic“,4,test ‘

7. KM MQTT 442

iy
’ AT+MQTTCLEAN=0 ‘
Mg |3«

[ox |

4.5 MQTT AT &% znb

AT FEA BB IAE L AT 6y 9% AWS 1oT,

WL G U MQTT AT 2RI EEAIME B, WS RMOTT AT 44 % . 358 H 5 AWS ToT JF
KA KA AWS 10T,

TR IR DATT AP BR ) ESP-AT 5451 ESP32 3 #5 HE4£E] AWS IoT,

o I AWS IoT 3R B 5 vA R endpoint

o 1% MOTT AT 443 T 6130 GE %42 AWS IoT

4.5.1 M AWS IoT 3kHUUE15 L Bz endpoint

1. BFEE AWS IoT 6 S5, A ZE 10T Core services .
2. I A AWS ToT FEJR Wil A AWS ToT 5% . FYRIES .
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BRI A AR U AN B SO

* device.pem.crt (IX4FIEF)
* private.pem.key (FAH %4])
» Amazon-root-CA-1.pem (i CA JF3)

3. MRHESCRY 5L ELR I A (endpoint) PAK T A AT ek 55 A 4 5 21 SR

i S AE N “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF 2N G4 H PAT A i AR i — L2
© AWS 10T T2 Iy i A YIRS . FAE] . AIARIES .
A RAMTEEEIE S .
o DI Z MRIN (Ohio),

4.52 il MQTT AT A3 AN IEEEH;: AWS IoT
Bk 15
FTFAHL ESP-AT T2, FFHATa0 T HfE:

* ffi] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
» ffiffl device.pem.crt ¥t customized_partitions/raw_data/mqtt_cert/mqtt_client.crt.
* ffiffl private.pem.key ¥t customized_partitions/raw_data/mqtt_key/mqtt_client.key.

FERGER AT [E1F

%1% ESP-AT I H DAFIHE AT [EPF, FERFEPFRER B ESP32 . KT MFEZ (R, WS A%
i# ESP-AT 142,

il AiAESE ESP-AT TAREHAESS, Wl EHEMN AT Ay SR (Fh Bk, BAATES [l 4e T 2
# PKIBLE .

[ AT fir 244551 AWS 1oT

1. %8 Wi-Fi i3 A station,

’AT+CWMODE:1

M .

’OK

2. 4 AP,
i

’AT+CWJAP=<ssid>,<password>

M B -

’OK

3. %% SNTP Server,
i

’ AT+CIPSNTPCFG=1, 8, "pool.ntp.org"
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Mg |3

[ox

4. #¥if) SNTP Ha].
i

’AT+CIPSNTPTIME?

i B«

+CIPSNTPTIME:<asctime style time>
OK

K
o BEIFRASHY <asctime style time> WA g 5 BN XA SEIRFIRFR] 5 000 2 PR A e A5 A 800 T3 20
R
5. BEE MQTT i P&tk

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i B -

[ox

iR :
o AT+MQTTUSERCFG H55 “ S %k 5, B HAGE, A,
6. %3 AWS IoT,
T

AT+MQTTCONN=0, "<endpoint>", 8883, 1

Nl <

+MQTTCONNECTED:0, 5, <endpoint>, "8883","", 1
OK

Vi :
o T <endpoint> SR I %31 <endpoint> {H .
o JEYEEE T T 8883,
7. T FE S

’AT+MQTTSUB:O,"topic/esp32at",1

Nl B <

’OK

8. AL

’AT+MQTTPUB:O,"topic/esp32at","hello aws!",1,0

i B«

+MQTTSUBRECV:0, "topic/esp32at”,10,hello aws!

OK

Bl H

EERZHHEWT:
1. ESP32 3 H &
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client i

Subscriptions

Connected as lotconsole-1642593579651-0 -

topicfesp32at Export Clear Pause

Subscribe to a topic

Publish to a topic

I topic/esp32at

Publish
Specify a topic and a message to publish with a QoS of 0.

topic/esp32at Publish to topic

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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2. AWS i H &

4.6 ESP32 Ethernet AT 75344

A EBNZHESP32 A K AT % WEJIL, HHRMHHE ESP32 s BiafTiX Sean & iy HEA R Bl .

o X TFAKA A TCP 442 I

IpAH

o TEAli ] Ethernet AT /542 1, EJCIIEEE & T1F.
o SR IRR BT R BT ML E AR T .

4.6.1 T LOKMEIE TCP &k

L. (EREZ .

’AT+CIPMUX:1

M .

[ox |

2. 77 TCP JIR4534,

’AT+CIPSERVER21,8081 ‘

M .

[ox |

3. FKELTCP R 425 IP Hudk .

Py N
Ay

’AT+CIPETH? ‘
M B -

+CIPETH:1p:192.168.105.24
+CIPETH:gateway:192.168.105.1
+CIPETH:netmask:255.255.255.0
OK

ALK
o BRI A HHE R RE 5 bk . i AN ]
4. 7€ PC sy I 2580 T H A — A TCP % iy, IR 0K 2 a1 TCP k55, 1P Mk
2192.168.105.24, Ik 8081,
5. R B Kk 4 FATEIRE R M 2 %8 ID R 0 sk L.

AT+CIPSEND=0, 4

Wi K7 -
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OK

B4 FRAE, Bl AREE test, ZJ5 AT Rk AT R

Recv 4 bytes

SEND OK
R
o A ABFEEH L T AT+CIPSEND g K (n), WM busy p. .., A%

BARAIHT n AT, SGRSERUSIIN. SEND OK.
6. R A X ML IS ID S O fAERS 3l 4 55 .
&% TCP server 2L E| 4 FATREHE (il test), WRGESIRR:

’+IPD 0,4:test ‘

7. KM TCP 4%,
b

’AT+CIPCLOSE=O

i B -

0, CLOSED

OK

8.k TCP 453

’AT+CIPSERVER=O ‘
iy B«
B |

i}ﬁEﬁ

* i1 AT+CIPSERVER=0 HXMRS A, EHREIAR e, QR EAE R w5 By
B P miERE, HR T4 AT+CIPSERVER=0, 1.

4.7 Web Server AT 7534

AT A AT web server I, 59 R DA JLAS 7 TH A A -

o &R B HEAT Wi-Fi BRI

1% B 3 W, 25 AT OTA Bl #HFH 4K
1'93)%47({9 NAR T HEAT WI-Fi U9

1 R AAZ MR P AT OTA lﬁ‘ﬂ'f’}i
ESP32 4 J/ Captive Portal 1 4t

ik BROARY AT A SRR AT web server IIIBE, 15 57% Web IR 5 2% AT % Ja %I 6E .

4.7.1  {EHIMYEES A Wi-Fi fic

Espressif Systems 269 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 4. AT #y2 R

i
i 1 web server, FHLo PC 0] DA E: ESP32 1545 11 Wi-Fi #4405 5 o 0] DA F-HLek B i 1432 31 ESP32

BT AP, EE MBSO EC R P 5T, 5 Wi-Fi ﬁﬂﬁ%ﬁﬁ%@ ESP32 #¢4%, )5 ESP32 St#r-fiR
Pzl B B R B 1 2 i B i i o

BEAEMRAE AT DA AR =2

» B % &% 4% ESP32 %%
I SRR S AL EERA

o il SoBe A 25

AL Befr itk ESP32 Bety 145G, O 1ibBCM i A4 ESP32 4y, ESP32 it ZHCE M AP + STA
B, FFAIE—A WEB IR 8FFAECRE R, XYY AT i :

L EBRZ A RE LR, WERARERRICME R, FTRER AR OR B 2 By TC B 5 BT 3 20 WEB flik
S5 an ok .

¢ Command

’AT+RESTORE ‘

2. it '® ESP32 $£4 4 Station + SoftAP fi=t:,
¢ Command

’AT+CWMODE:3

3. iX'E SoftAP {1y ssid Fil password (135 B ERIN 4 HE ssid A pos_softap, TCEERSHY Wi-Fi),
¢ Command

AT+CWSAP="pos_softap","",11,0,3 ‘

4. (EREZ .

¢ Command

’AT+CIPMUX:1 ‘

5. Al web server, uHIl: 80, HRIEREWIAE]: 25s (BRIASK AN 605s),

¢ Command

’AT+WEBSERVER:1, 80,25 ‘

. A Bk 4 sl web server Jii, FTHFECME AR Wi-Fi 30068, %35 ESP32 4K AP:

WLAN . @

Bl F8 WLAN 713&

=
]
n
1]
Q
=
1Y)

g

)

s

& (7l ER)

F 1: %4 ESP32 AP
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M ﬂllﬁ%ﬁ:iﬁﬂl_ﬂn B FERC RS ESP32 45 )5, Rl &3k HTTP 32k, Fl B R AR H
TR (ERE, WIS SEC AR SRR M B4 A A RF A AP, 40, nsf (8 FHLi%E 25 ESP32 {1 AP,
1573 %EHLT BWUEN ESP32 W R AR S ) ?EEIX'J ) %%EP%JA web server BRIA 1) IP Hbdik (ﬂn%ﬂ%&
# BSP32 1% 4511 SoftAP IP Hihl, BRikJy 192.168.4.1, Asn] DAt AT+CIPAP? iy 25124 B HY SoftAP IP
Hihk), FTIFECR A, AP 0 5l 2 ssid password Jl CTFRAECR B R IT LA M -

® 192.168.4.1 @

waiting config

B 2: TITFRC K S im

FH P AT DA S I R TR e SSID S AME A 5 T HIHE, #F BSP32 BBRF LAy AP %113, 4% Hbr AP
FHHa A password Jii, iy “HFURECH” BP] RS -

MRS TR G R B R

LW L EERUSCEE, PITOR B P, A ARARSE T R T, G EOR R A ESP32 et IP MUk, ERT
TR T

[, FEAR H SR an R e R

+WEBSERVERRSP : 1 /] REE 3 EM

WIFI CONNECTED // REKIE K& #

WIFI GOT IP /) EERGFHBE I

+WEBSERVERRSP : 2 /O REM T kB B )53@117 R, e T UK WEB %R
AR EC I RIS, P TR S

[, e ER R 15 L

Espressif Systems 271 Release v2.3.0.0-esp32c3-824-g8b01b678f1

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 4. AT #y2 R

® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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+WEBSERVERRSP : 1 // Rk B B[

, RARESgAREEUWKKR IP B fF B, MCU_
ST EWK B A B EE A %ﬁﬂf it %

R M &R .

E’ﬁ &

AL FRHERR

BE) 1 FEM TR R R CBR R E R . KA ESP32 A Wi-Fi AP 25 IEHIFFE, AKX AP 1Y
MXRECE, IFHIAE L8 A BRI AT 62 305 web server,

4.7.2 HHRBE T OTA FIfETH,
Wi

W BERFSTIT web server M BUE, T LAREREFE A OTA JHEE U, S8 ik ¥ BT TR0 43 DX v g ] B
R RRES IR (2% 30 4o T 237 PKIRCE T RREZAEBEER).

Wikt

ITH OTA B & 7 &y
GFEEEHHHSR

AR E A
KA OTA 4%

FIOF OTA fi¥iviim i, sSEMITA M “OTA FH4” w0, F1JF OTA BB U5, W AR 4]
[l {44 . AT Core it

BEW] Lo SOY AR e B ESP32 MLl AP, sl i1 OTA Bl WUk At 455 ESP32 BIBIERAER] 1
TRy, AT PAFT OB A

B 2: T RSURAD CMREPERLA SR PR TR A, PRI . /ouild. py
menuconfig > Component config->AT->AT firmware version (Z# RKib4iF ESP-AT 1T.42)

SUOZIRASS, AL RS Y R F R [P K &, PASE T4 LY AR e [ A
PR Eg sy X A, Rl “Partition” "N RIEIRIUITA AT ATHEL 70 X -

Be KRR np, R TR RN SR, R AR AR AR
Zlamiat CEPETR SR AR

B 1 X T ota 43X, WL S XP BRI F TR A . B A4 B S B L bin, TEEROREFR)
K/NAREEN partitions_at.csv XHHE X ota 4K KN, A RHSCHETEAGEE., EHS% X
FY 4o T 3G Ao — AN F7 09420 £ 4.

B 20 XTFHEASX, WIS E TR . EaARNESLAR bin. IERREARR
INANELERLT at_customize.csv A HE XK KN B RISHERTEAE S, 5% 4T A

AR OTA £ e, FEPFARR, R “THRh”:
[, AR D R 4 5 8

+WEBSERVERRSP : 3 [/ RETF AR E R oA E KB
+WEBSERVERRSP : 4 /1 ROR S B oTA B
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server_ca
client_cert
client key
BiH
72 BRI A AT AT A 3 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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AR OTA AR RN, i “THRM, R R
[, AEHR H R an e R

+WEBSERVERRSP : 3 /I REFHEER oA B 4%
+WEBSERVERRSP : 5 /) REFRBEKRE oTa B4 %
SEEBERET, B LERFEHT oI EH AL

i
KXW, AP TINEEEHFITH OTAL

BEW] 10 XFT ota 70X, FREIATAT+RST )5 ESP32 DALY AT A& 1o
BEW] 20 ESP32 AL EN K ota [ NES . (BRI HCE 0 H e 7 IKIE fF N ZE, AT B ORI

o PR A IR -

4.7.3 RS/ DRYFETT Wi-Fi fid

wifr

TRl /IR P T 8 e e A /MR P % ESP32 s B AP, I3 i (ol /MR PP 7 B 12 1 AP

S sy ESP32 4, ESP32 il id iX Leq5 R BRI 0 AP, 18 HIRUAR /IR e THE 19 45 2R 14 A e
VR

H % ESP-AT SUfE/MEFFRT 2024 47 12 J] 31 HRAE. FECIE], GMchr ™ b AR . it )s
VAR, BOSECR REERTS7, FATRIBHON SR MR AT 2, IR BRI SO

Wikt

AT RAE AT DAY A LA P2

B 5 ESP32 i% & %3k
e B AT LT

H #7 AP it 45
FATE A

M¥E ESP32 Bty B8 O Tik/IMEFFIESL ESP32 B s, ESP32 Biarfy LML E A AP + STA KX, F-0l#
—/> WEB 55 a5 i/ MEF IS, XTRZET AT iy 4F

L BRI, AR RRIC IS R, FTREPR AR IR B 2 WA IO EL (7 AT 52 WEB fiRk
S5 an oIk .

¢ Command

’AT+RESTORE

2. it '® ESP32 $£44 Station + SoftAP f=t:,
¢ Command

’AT+CWMODE:3

3. 1% SoftAP 1 ssid il password (N B BRI 442 ssid A pos_softap, password “Hj espressif ) .
* Command

’AT+CWSAP:"pos_softap", "espressif",11,3,3

Fik: WS/ EFERIA R ssid 2y pos_softap, password 2y espressif 1] SoftAP ZE i, ifHifR
K ESP32 B (i S K IR e B AT L
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L (EREZ IS

¢ Command

AT+CIPMUX=1

2. 7 web server, 1T 80, I RIERENTAE]: 40s (ERAHAK R 60s).
¢ Command

AT+WEBSERVER=1, 80,40

IMEAEA/DEDY TIPS, SR TR —4ERD -

YT S iE—ig

B 11 BRIV Y 4ERD
FIIPRAE /IR, HEAE R 51 -

Hbs AP 2 g fa/ MY I, AERAERI AR AP, TR HCIR B 70 S i O

HE.

2. FHE AW HAR AP AAHLUEC M PSR BRI, s i deaF AP BUIHSHIDR “AHLFHLAGRT 210
HERBIL

PATHCH

THEAN H bs AP ASEAHUCH T-HL X B LATF R A RN SO 2 B, A ZAmE A A -
LATIFFHL Wi-Fi, R Has:
2 FTIF AR/ MR, WTAR B/ Y TR E 28 F 30 27 24 i i 4% 1 ssid 2y FAST_FWR310_02",

VR QR YW U R R C IR R B, FR A0 ssid, T T N B CEFEEANRET, R4 E o
R

3. F B ARG password J5, i “TTHAECM
4 FEFI BT, VIR TR -
[, AEAR H SR an e R

+WEBSERVERRSP : 1 // Rk B 3B M

WIFI CONNECTED /] RERIEKE#E

WIFI GOT IP /) HEERGFKIE 1P

+WEBSERVERRSP : 2 /) REANBRFREER ARG SR, T NEH WwEB KR
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ESP-AT

A SSID

B sinEmnns

P 12: /NP T ) L T

WLAN @)

Bl WLAN 53 :
FAST_FWR310_02 =
Bk E
B 130 PR BB A%
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting
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5. A TER I, /N e BT A -
[, AEHR H R an e R

, B’
¥ Bt A

+WEBSERVERRSP : 1 // Rk B 3B M

HESABREZWRFZR IP &, MCUL
S E A E R R A it %

U]

=
=

°

FHEABI bR AP JyABLRCI T-HL - AR IEAERC R B FAUE TR A AP, W PR T Z A ssid, H
LA AP 1) password , FFARIEHETR LI TITFAL AP RIRT (AR FHLSSFEF R TIF Wi-Fi 19y 52
MR, WATERHITIFFHL AP).

s FAHZIIRE, T ASGT MAC Mk A E 2 RtE M MAC HLhk o e o 22 /0 B A4 40
[Al o

L g e/ P BT AP BT, i AAYLA ) password )i, iy “THAECF”

ARAWERBA SSID

066888666

Message

AHFHAR

P 19: i A AP YT

2. BB, FERERR CERTFIRE T RS, EREAN PG E AT, i ESP32
BRI H Bl R B A RO AR i

3. BC P 25 RAE /IR e BT 114 52735 DA S A 1 it PS8R 5o SR AR H AR AP AR AHLIE M FHL”
IO —FE, WS% L3
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T WL HERR
BEWT 1: FEC TOTERCE RS B AR R . TR A ESP32 i) Wi-Fi AP 2B IERIH R, VAN AP [
MRECE, IFHAC L8 A LRI AT 652 8205 FH web server,

eI 2 BCR BTSN CIERE AP R, TR M A i Wi-Fi R DIRE RS TTIT, K ESP32
By Wi-Fi AP 275 IEWIFFS, DAJ AP (1 ssid, password 275 4% Fik BRI TRCHE

eI 30 FCMBTHEMCENER R “ RGERERY Wi-Fi BCELEN” . 3 T3 60 L% ESP32 Bk AP, Hfiik
ESP32 #iHf) ssid. password C 25 IR Fidkt b BRI T RO E

4.7.4 ONRE/ DR OTA [fESF2%
G /NP SCRFAE R 52 ) ESP32 B WY T2, 5% Biddc B ESP32 % & -4 W AP TR 5E

ESP32 B & (AR AAEM M e S, AN ERRE) . SR EE, SaHA4T OTA [E Tt
F AR5 S BE A AT OTA BEPETIERML, 5254 A Rl W &5 14T OTA B 2

4.7.5 ESP32 {§i f] Captive Portal Jjfig
Wi
Captive Portal , J2—Fh “SRHENAIET T $R, 248 ] 3+ Captive Portal f station #5742 3|2 {1t Captive

Portal g 55 1) AP £ i), Hfill & station 15845 1A Wi 2 B % 248 2 9 T . B £ & T+ Captive Portal [/}
2, 5% Captive Portal Wiki,

2 BATEOLR AT web IR B %I fE, AJLAMEE . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support JFH
ZUIRE, REHIFELE (E3% KksiF ESP-AT T42). Mk, BHZIIRE, o %ﬁtﬁﬁ%w‘(ﬁd\ﬁf?
PEATHCM B OTA [l {4 T2 A A2 Tkl , TR 0 i A5 1517 AT web HTF‘ L

JE ] Captive Portal THREESS , 5% LiRBLIR 1% &% 4% ESP32 3% % W H (AL 852 i ESP32 Bith (it &, 4
J& 1% ESP32 4511 AP:

WLAN &

o] F§ WLAN %z&

pos_softap —

0
SR (RBR/AID) '

& 21: #4:FTIF Captive Portal TIHER) AP

M _FK, station $£51EH:F] T Captive Portal ZHER) ESP32 %4510 AP )5, $/~ “FEFANLE", KRGk E
SIS, B S AT web 11 A0 . #5AGE H shBkEE, iEARYE station WA H9HRR, sy “INIE”
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b BRI “pos_softap” # LA FR, Falifilik Captive Portal H ZhFTHHI¥i#s, #EAF] AT web (¥
FH .
T WL SRR

Bl 1 G S (station ¥ 4. AP X 4s) #SZFF Captive Portal IHE A BEARIEIZTIREIEH A, H L,
P E TERE BSP32 X451 AP JG R R “EBSEANIE", I HI%A H B AR AT web [ 50, W HEZ
station B A L IIRE, HLF, 5% Lk ) B % 4 % B 12 8 (LIRS TR FZhFTIT AT web [
FHm

4.8 HTTP AT 7

AT BRI ESP32 e LasfTHTTP AT 44 % 2 IR 1l .

HTTP % p 3% HEAD % £ 7 %

HTTP & P 3% GET i £ 7 i%

HTTP % P 5% POST # K 7 i% (iR F POST v & 43 )
HTTP % F 3% POST & K. 7% (##H 7 X))

HTTP % f 3% PUT & £ 7 % (i& A F RIEE)
HTTP % F 3% PUT & £ 7 ik (3EH X))

HTTP & F 3% DELETE #% £ 7 i

HE: 4] ESP-AT {UCHFH > HTTP & i S fE -

4.8.1 HTTP %y HEAD 52K Jj ik

Z~ 5l PA http://httpbin.org /E% HTTP IR 4545 .
L YR .

’AT+RESTORE ‘

M .

[ox |
2. %E Wi-Fi £t station.
fird:

’AT+CWMODE=1
M B ©
[ox |

3. EREH .

’AT+CWJAP="espressif","1234567890" ‘

M B -
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WIFI CONNECTED
WIFI GOT IP

OK

LR
o Bk AR SSID A A BERR 3R v AN TR] 5 R0 % H #5517 SSID FI% A
4. K%k —> HTTP HEAD K. % H opt 4 1 (HEAD %), url § http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).,

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1
Mg |3«

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

AR
o ROREREI HTTP SGER(E 5 n] 5 _Eidm B g A F] o

4.8.2 HTTP %y GET ¥ :K Jj i

AFIPAF 88— PG &2 R i SC Bl . B R &84 4 https://www .espressif.com/sites/all/themes/espressif/

images/about-us/solution-platform.jpg.

L RE T BLE.

i
’ AT+RESTORE ‘
Mg |3«
o |
2. B Wi-Fi 25} station.
i

’AT+CWMODE=1
i B -
[ox |

3. EREH .

’AT+CWJAP:"eSpreSSif","1234567890" ‘
Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

LK
o fka A SSID HI RS i REER_Ead v H AN o i B SR B ph 45 SSID RS
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4. Jik— HTTP GET i3K. % H opt H 2 (GET ¥:), url i https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform.jpg",,,2

Wi

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>

<0x0c>HLino<0x02><0x10><break>

<break>

mntrRGB XYZ <0x07><0xce><break>

<0x02><break>

+HTTPCLIENT:512, <Oxeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<Oxaa>*p<0x7£>2",h<0x12>N<0xa5><0x1le><0xd2>bp<0xea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
—<0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcid>y<0Oxae><0xca><0xed><0xec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9%e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0x1lb><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>0@<0xbb><0xcc><0x88><0xd5>K<0xe3><0x£f0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>]| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_eb6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9¢c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]1<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xa0>
<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.8.3 HTTP % i POST iR Jjik (G T POST b i)

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L PR .

AT+RESTORE

M .

Espressif Systems 294 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback



http://httpbin.org
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 4. AT #y2 R

’OK

2. P Wi-Fi #8354 station,

’AT+CWMODE=1

i B <

’OK

3. MR oA

’AT+CWJAP:"espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK
K
o T4 AT SSID RIS A] BEER B A S BN o 1 8 AR % B 5 17) SSID F4% S
4. )% % — 4~ HTTP POST % K. &% & opt 2 3 (POST J ¥) , url N http://
httpbin.org/post, content—type A 1 (application/json) , transport_type N 1
(HTTP_TRANSPORT_OVER_TCP),

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\

<"HET
Wi K7 -
+HTTPCLIENT:282, {
"args": {},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {},
"form": {1},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=

+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
}

"json": {
"form": {
"purpose": "test"
}
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
LK

o BHRIEN R ZE R AT e -5 bk B2 A ] .
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4.8.4 HTTP % /i POST iR ik (et i)
MRS POST 8l AN 2, Ca@id T & AT S WK EEME 256, W@ WA DAl
JJAT+HTTPCPOST 4.
%/l LA http://httpbin.org {24 HTTP lRd54%, $RIEHN application/json.
L RS .

e

’AT+RESTORE

Wi K7 -

[ox

2. B Wi-Fi f25} station.

’AT+CWMODE:1

Mg <

’oz<

3. EREH .

’AT+CWJAP:"espressif","1234567890"

Nl <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o A SSID FIE I ] iR i ar & P RTR] . 56 A % B 45 ) SSID FIEfH
4. Post 5 & K H ¥, Z @SR E HTTP Ll F B & K 2, 4 2 connection F
Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,
R ARAEREL post 1) JSON FHaan T, KJEH 427 75,

{"headers": {"Accept": "application/json","Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}

AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

i . <

OK

>

ERma RN AT B HER R AT R, BT DA A ETHR B RY 427 RIS, 2 AT
FAEN IR KRS <length> Ja, BARfHITIS.

+HTTPCPOST:281, {

" args ". { } ,
(N oiakzn)
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(£ L£50)

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—qg=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\", \"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\", \"X-Amzn—-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4b£f5218070413\"}}

"

"files": {},
"form": {},
"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "Root=1-61505e76-278b5c267aaf55842bd58b32"
b
"json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
b
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
AR
o AT i > P45, HTTP body HHARFIATAT AN TR Ee SCFAFEA T L, MATREARITE: 2
(CR-LF),

4.8.5 HTTP %y PUT iR 57k GEN T EEHNTOL)

/R BilA http://httpbin.org {2 HTTP g 554 . PUT 35K S0 Al 745 h 240 K.
LRE 1) e

’AT+RESTORE

N . :

’w

2. B Wi-Fi f25} station.
i

’AT+CWMODE:1

M .
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’OK

3. JERS AR

iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

PP :
o LAY SSID RIS A] BEER B A S BN 1 8 AR % B 5 1) SSID F% A .
4. Jik—4 HTTP PUT iR, %% opt 4 4 (PUT }3¥%:), url A http://httpbin.org/put,
transport_type i 1 (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=£foo",,,1

M. :

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "R
+HTTPCLIENT:140, 00t=1-61503d41-1dd8cbe0056190f721ab1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
}
OK
K

o BARBEN R ZE R AT e -5 _Eadme B2 A ] o

4.8.6 HTTP %y PUT 5K Jijid (it )i X)

%I DA http://httpbin.org /F8 HTTP AR 4#%, $0E35%k application/json.,
L WE W) &K HE.

’AT+RESTORE

Nl B <

’ox

2. & Wi-Fi #8354 station,
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FHIE A% W] REFR_ ik dir & AN ] o 1 T F 80 8 FR 25179 SSID FH5 15
4. PUT #5 & K B 5. x4k & HTITP L F B ¥ &N 2, 4 4l /& connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARALEE put ) JSON Kl s, K 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPUT:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace—-Id\": \"Root=1-6150581e-1ad4bd5254b4b£f5218070413\"}}",

"files": {1},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-635f£7009-681be2d5478504dc5b83624a"
}

" j son": {
(N oiakzn)
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— like Gecko)

}

}l
"origin":
+HTTPCPUT:43, .57",
"url":

}

SEND OK

"X-Amzn-Trace—-Id":

"52.246.135

(8L 7))
"headers": {
+HTTPCPUT: 512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

Chrome/91.0.4472.114 Safari/537.36",

"Root=1-6150581e-1ad4bd5254b4b£5218070413"

"http://httpbin.org/put"

LK

« ATt > FAFIR, HTTP body iRk 4R 5 B UF AR T4 3L, W TR DA 745

(CR-LF),

4.8.7 HTTP %13 DELETE iR Jjik

%R BILA http://httpbin.org /£4 HTTP f[g45#%. DELETE J5 % TR Ik 55 #% L %E i . DELETE i#3K 11

SIS 55 45 o
L RE ) BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f525} station.

’AT+CWMODE=1

M B -

’OK

3. EREH .

’AT+CWJAP="espressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

B

o fka A SSID HI R i REER_Ead v H AN o i B SR B h 25 SSID FIERD -
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4. J3%—~HTTP DELETE i3k . #% % opt to 5 (DELETE J7%:), url F http://httpbin.org/
delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1
i . <
+HTTPCLIENT:282, {
"args": {}’
lldatall: AL ll,
"files": {},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a41l

+HTTPCLIENT:114,737b0d251672acec9d"
b

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
BEH:

o BHRBEIRIZE R AT -5 ik me B B AN ] o

4.9 ESP32 Classic Bluetooth AT 7554

ASCAY F B HEAE ESP32 1% 4% iz TESP32 Classic Bluetooth® AT 441 Ay 2 MR B .

o VIEE B X S F) W iE R H PC 4o ESP32 217 3% 5 SPP % 3% Bi% & 10 4% 71 5 Nolnput-
NoOQutput

o VAE BB X A B iERAE PC Fo ESP32 Z 7] 3% 5 SPP %45 BLi% & 10 %t /1 A NolnputNoOuiput

o BEFFH Y ERFE PC Fo ESP32 2 W) 3 5 SPP % 325 A% & 10 4% /1 # KeyboardOnly

o EMAS ESP32 JF R M Z W) 3% 5 SPP % 4+

o 3 A2DP #3551 8 B A2DP Sink #5353 &

o F b FoiF M Classic Bluetooth 7o 3515 &%) &

T [EEERAS SZ 4 Classic Bluetooth iy . A & U] i X Classic Bluetooth [} 2 35 , 1552 A Classic

Bluetooth AT 4409043 .

4.9.1 DLl e ek S it s & PC M ESP32 2] &t . SPP i) H.% ¥ 10
fie 7’4 NoInputNoOutput

FEABI R, BEhfifs PC ML, ESP32 NMAML. Z/nBIR T Wi dsr SPP .

1. Classic Bluetooth #J 154k .
A
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’AT+BTINIT21

N . :

’OK

2. Classic Bluetooth SPP 1My ¥ 4G 40 F HAX B A €6 °H slave,

’AT+BTSPPINIT=2

M. :
o
3. P¢'E Classic Bluetooth 14544 FF .

’AT+BTNAME="EXAMPLE"

i B <

’OK

4. $EE Classic Bluetooth = o] & PLTT 12,
i

’AT+BTSCANMODE:2

i B -

’OK

5. & B Classic Bluetooth %2424, X H io_cap & NoInputNoOutput, pin_type f fixed,
pin_codeto 9527,
iy

’ AT+BTSECPARAM=3,1,"9527"

O

K

Mg o
|

6. Classic Bluetooth SPP 1733 .

B
>

’AT+BTSPPSTART

Mg Jo

’OK

7. BEfiheE PC AR IER:
Fah ik PC W AEHRF 4 4 “EXAMPLE” [0k F 4. WRRSENHIE L PC &R EH IR oh T
49, ESP32 ¥R

’+BTSPPCONN:O, "e0:24:81:47:90:bc"

LUK
o BRI IR AT RE-S_E A AR AR
8. Kk 4 FHHR

AT+BTSPPSEND=0, 4

Nl . -
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E |
R > 2 AT HERGFRCR D8, BEIF T DA AR, U BKERE| 2 <data_len>

FIMERT, PETE AEAE.
A 4 T EdE, Bl AR E test, 25 AT Kot LR E R
[ox |
AR
o A ARFECH B AT+BTSPPSEND g i EMKE (n), MRS LMW busy p. .., Jf
RARBARH 0 AFAT, RIESTERUG LY. OK.
o AT ¥t > FRF)E, B N RRIR AT AN T7 Bk R T L, AR ELUR 1745 % (CR-LF).
9. FRUl 4 FATEE.
BRI sE PC &1k 4 FArEdE (Bdih test), WMARGKAHIR:

’+BTDATA:4,test ‘

10. WiFF Classic Bluetooth SPP i£3%,

’AT+BTSPPDISCONN:O

i . -

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

LUK
o QORI LR AT RE-S5_E i AR AN

4.9.2 DB LB AERSHIG S PC fl ESP32 Z[nj4k 3 SPP )1 H.st . 10 fith
& NoInputNoOutput
ARG, Bhrihel PC 0L, ESP32 MM Bl 7 anfif sz SPP 44k .

1. Classic Bluetooth #J 154, .
s

’AT+BTINIT=1
i B«
[ox |

2. Classic Bluetooth SPP 1My 414G 40 F: HAX B €6 A slave,
i

’AT+BTSPPINIT=2 ‘
i B«
[ox |

3. P& Classic Bluetooth 14544 FF

’AT+BTNAME="EXAMPLE" ‘

M B <
Lox |
4. P8 Classic Bluetooth 352 0] & PU T 12 .
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’AT+BTSCANMODE:2 ‘
i B«

[ox |

5. % B Classic Bluetooth %4 &%, & & io_cap N NoInputNoOutput, pin_type & fixed,
pin_code 24 9527,
i

’AT+BTSECPARAM=3, 1,"9527" ‘

Mg |3«

[ox |
6. FfJ5 Classic Bluetooth SPP /38,

s

’AT+BTSPPSTART ‘

M B <

[ox |

7. BB PC Kl iER:.
Bt sk PC W ESHR 514 “EXAMPLE” [ 4 . WKtk PC KR iEs I I &
4, ESP32 ¥4

’+BTSPPCONN:O,"eO:24:81:47:90:bc" ‘
K
o EAREEI W HohE R R85 bR ma B o AN ]
8. TEFEMERIAN kg .

i
AT+BTSPPSEND
M .

OK

>

iR FER AT 229 ABE LR,
BiH -
o AT FEAFEERUGE, B IS EdE S L2 Rl B iG e PC .
9. 1F 1k K IEE .
TEIBEAG R B Ry, R B — g +++, MRGESIB B FEE k. R 2 /0%
1Rb, FAT 4 AT s HHEE, WREBEMEEITmA +++, A 068 B AR A e
TRHIES = +. B2 S %5 AT+BTSPPSEND

W% ] +++ RIS R, I EHR AT . &dn DA AT+BTSPPSEND iy
AR A

10. BrFF Classic Bluetooth SPP 4%,
i

AT+BTSPPDISCONN=0
W i

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

B -
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o BRI HLIE AT RE-S_E A B R AR

4.9.3 fedhrhinsi PC fl ESP32 Z[u ity SPP 4571 H ik ¥ 10 fig )14 Keyboar-
dOnly

Vit B M AR G0 16 4 SR JE 75 3 0 35 S PC o ESP32 2 1 3k 3 SPP #4557 BLIX K 10 1 /) %
NolnputNoOutput FiR I —HE . ME— R HITET LS E .

1. Classic Bluetooth #J 154, .
s

’AT+BTINIT21

Mg 3

[ox

2. Classic Bluetooth SPP 1M #14G 40 FH: H ik B €64 slave,
Frs

’AT+BTSPPINIT=2

i B«

’OK

3. P¢'E Classic Bluetooth 144544 Ff
e

’AT+BTNAME="EXAMPLE"

i B«

’OK

4. $EE Classic Bluetooth F3#i#5i= ] & BL T i .
e

’AT+BTSCANMODE=2

N . :

’OK

5. % B Classic Bluetooth %4> &%, & & io_cap N KeyboardOnly, pin_type N variable,
pin_code 4 9527,

’AT+BTSECPARAM:2,0,"9527"

Nl . <

’OK

6. JFJ& Classic Bluetooth SPP /3.

’AT+BTSPPSTART

i .«

’OK

7. BEhHEEE PC AR ER: .
G e PC W] AR ZEHEH H= 2 PIN B, 50T PATE ESP32 iinfiy A PIN figh,
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’AT+BTKEYREPLY=O, 676572 ‘
RN T, RGN SR
’+BTSPPCONN:O,"eO:24:81:47:90:bc" ‘
LR
o fSH AR PIN BT g 5 _Fkan & PR o 3 6 B2 PIN RS AR
o TEAREE  HhE Pl -5 AR B AN [
8. Wi Classic Bluetooth SPP %3,

AT+BTSPPDISCONN=0
W i

+BTSPPDISCONN:0, "e0:24:81:47:90:bc"

OK

LK
o BREE R HhE AT BE -5 b B A ]

4.9.4 AL~ ESP32 JF Rtz Il ar. SPP 4%
e T PI ESP32 TR MR B, —BAER L, S —BAE AL,

s AEDA RS IR DA EHUIT K BB R 2 B AT RI AT, DA AL Sk i B4 5 2 E A L
PATEIAT . QSRR ERA R B IAE M s B, TG 2 E WL AL AR AT o

1. Classic Bluetooth #J 154k
e

’AT+BTINIT=1 ‘

Nl <

[ox |
2. Classic Bluetooth SPP M3 #]154% .
FAHL:

’AT+BTSPPINIT21 ‘

M .

& |
MAHL:

’Z—\T+BTSPPINIT=2 ‘
i

o |
3. % & Classic Bluetooth 1% 544 F5

MAHIL:

iy

Espressif Systems 306 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 4. AT #y2 R

’ AT+BTNAME="EXAMPLE" ‘
i B«
[ox |
4, }i% :Classic Bluetooth 33N ] R B v 24

LES
’AT+BTSCANMODE=2 ‘
W

[ox |

5. % B Classic Bluetooth %42 %, & & io_cap N NoInputNoOutput, pin_type N fixed,
pin_code 34 9527,
MAIL:

iy
’Z—\T+BTSECPARAM:3, 1,"9527" ‘

M .

[ox |
6. FJ Classic Bluetooth SPP /31
MAIL:

’AT+BTSPPSTART ‘

M . <

[ox |
7. JFJE % 3L Classic Bluetooth Ji] [l 545 . BCEFFLEN ]2 10 £, W] DAYSCEI Y (] B2 £ 10,
ML

’AT+BTSTARTDISC=O,10,10
Mg 3«

+BTSTARTDISC:"10:f6:05:f9:bc:4f", realme V11 5G, 0x2,0x3,0x2d0,-34
+BTSTARTDISC:"24:0a:c4:d6:e4:46", EXAMPLE, ,,, 27
+BTSTARTDISC:"10:£f6:05:f9:bc:4£f", realme V11 5G, 0x2,0x3,0x2d0,-33
+BTSTARTDISC:"24:0a:c4:d6:e4:46", EXAMPLE, ,,,—-25
+BTSTARTDISC:"ac:d6:18:47:0c:ae",,0x2,0x3, 0x2d0,-72
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,,—26
+BTSTARTDISC:"10:f6:05:f9:bc:4£f",,0x2,0x3,0x2d0,-41
+BTSTARTDISC:"24:0a:c4:2c:a8:a2",,,,,-50
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,,—26
+BTSTARTDISC:"10:f6:05:f9:bc:4f", realme V11 5G, 0x2,0x3,0x2d0,-39
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,, —23
+BTSTARTDISC:"10:f6:05:f9:bc:4f", realme V11 5G, 0x2,0x3,0x2d0,-36
+BTSTARTDISC:"10:£6:05:f9:bc:4£f", realme V11 5G,0x2,0x3,0x2d0,-41
+BTSTARTDISC:"b4:a5:ac:16:14:8c¢",,0x2,0x3, 0x2d0, =57
+BTSTARTDISC:"24:0a:c4:2c:a8:a2"
+BTSTARTDISC:"b4:a5:ac:16:14:8c"

OK
AR

o BRI BE S Bk . H AN A
8. 737 SPP 445,
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FHL:

s
AT+BTSPPCONN=0,0,"24:0a:c4:d6:e4:46"
N . :

+BTSPPCONN:0, "24:0a:c4:d6:e4:46"

OK

Ui
o A B A, I ASH ML
o WNSREREENT T, MALIEIN 247K +BTSPPCONN: 0, "30:ae:a4:80:06:8e",
9. WFF Classic Bluetooth SPP i£3%,
MAL:

AT+BTSPPDISCONN=0

M .

+BTSPPDISCONN:0,"30:ae:a4:80:06:8e"

OK

PR :
o EHLRIMMLAS ] DA E BT 4% .
o QR I, AL S3ER +BTSPPDISCONN: O, "24:0a:c4:d6:e4:46",

4.9.5 vy A2DP &£ 5F 53 A2DP Sink 8§l R

iR
o ffifl A2DP Sink FEEKFHCOEWM 128 AW, ¥Rtk 125 FHAIRILTE 2% a2dp sink
.

* decoder AR URBI AU B AR 2R EATHS I s 1 BB T B AR«

1. Classic Bluetooth #4154k
e

’AT+BTINIT:1

Wi K7 -

[ox |
2. Classic Bluetooth A2DP $MY I ia4FH: H % B M %4 sink

’AT+BTA2DPINIT:2

M .

& |
3. #& Classic Bluetooth 1% 524 F5

’AT+BTNAME:"EXAMPLE" ‘

M .
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’OK

4. $EE Classic Bluetooth F3#i#R= 0] & BL T i .
A

’AT+BTSCANMODE=2

i B <

’OK

5. B
source 4 REFFI 4N “EXAMPLE” WU A B FEABI 0T A AT G R 3 i 1 A %
W R T BT, ESP32 f4/R:

’+BTA2DPCONN:O,"eO:24:81:47:90:bc"

0
- PO I HHERT 5 LSRR R
6. FFIHHCE
2y

’AT+BTA2DPCTRL=O,1

N . :

’OK

PiHH :
o LKA PRHE S % AT+BTA2DPCTRL ,
7. A IR SR o

ik

’AT+BTA2DPCTRL:0,0

i . -

’ox

LR
o TR £ % AT+ BTA2DPCTRL,
8. Wi7F A2DP %%,

LS

AT+BTA2DPDISCONN=0

Mg .«

OK
+BTA2DPDISCONN:0, "e0:24:81:47:90:bc"

4.9.6 #rifyfIIEk: Classic Bluetooth i 5414

L RBUIM S B #5112

ik

’AT+BTENCDEV?

M B -

+BTA2DPDISCONN:0,"e0:24:81:47:90:bc"
OK

LK
o WERZHTEARA BN EDL, AT HafR oK.
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2. &4 Classic Bluetooth &5 45451 3%,
A WA 0] DA RN A8 2
L. JE A2 G LM BRI 20 25 i 48 E e

s

’AT+BTENCCLEAR:O

e Y =

’OK

2. MRS i A A

PNy N
iy

’AT+BTENCCLEAR

M 7 -

[ox

4.10 Sleep AT 734

SR BN ZHF 25 BB AT ESP32 R 507 it B AT iy & BB REIRASL

YN
o & Wi-Fi #: X Ti& & 4 Modem-sleep 3 X,

o & Wi-Fi #: X Ti& H A Light-sleep #2 X,
e % # 4 Deep-sleep 12 X,

4.10.1 W4y

ESP32 Z 51 R Jeit iy L AT PREOR , T DAEA Rl F P2 [0 . 241, ESP-AT SCHFLATR PUFP L)
FERE (2 IRIRIAE S5 AR ) -

1. Active Bi: W HAT TARRES. AT AR . RERIIHES .

2. Modem-sleep #iz: CPU u[izfy, WP nIgRAcE . Wi-Fi L7, W5 2 Sy F S 5 i o

3. Light-sleep #ix: CPU #{5i517. RTC fZiH#SMAMEDPAK ULP tbPEZRIZS T . AT i it
(MAC. FE#L. RTC @ZHf§oi oMW ) # M b

4. Deep-sleep #i: CPU FIKH M IMEESSHHL, HAT RTC {8l RTC AMEALT TARRE.

BAAIUR, ESP32 27 RAMAGHEA Act ive B, 4 CPU RTETEFL T AR, HHISH S
RN, ST ATE A ERERER .

ESP32 [ UIkE, 2% ESP32 RIE AN

ik
o FEo B IATE Wi-Fi BIUHNEE AR R ESP32 5 B A MEAR I .
o TEEA Wi-Fi B, Hf station B Modem—sleep #izUHl Light-sleep iz,

o XWFHEABATI Light-sleep f3X, HAPRINIAETE 32 KHz iR, WIERAMNIRAAELE 32 KHz
EEPR, ESP-AT }f TAE{E Modem-sleep 55,
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iy ik

G REI S A o B R T, B ARG A i AR S AL A T
WFEETSE T E. GEE, EPIFRARARE T ESP32 | SMECH I C . )

Digit Multimeter
DC Power supply

@ ESPRESSIF

& 22: ESP32 Fifif4: i

4.10.2 1r Wi-Fi B, F % ¥ & Modem-sleep B

1. %5 Wi-Fi 2 station Bz,

AT+CWMODE=1

i -

OK

2. e

AT+CWJAP="espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

K
o fki A SSID FIERS T REER iy BRI o 35 68 SR % b 5 ) SSID FIEERS .
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3. RIS, Modem-sleep Bt
o

’AT+SLEEP=1

iy B«

[ox

i
» RF Y545 AP ) DTIM & 560 (B hgs— i & DTIM A 1),

4.10.3 A{r Wi-Fi B, F % ¥ A Light-sleep i

1. % E Wi-Fi 2 station Bz,
s

’AT+CWMODE=1

N . :

[ox

2. HEHE A . R TR 3.
e

’AT+CWJAP="espressif","1234567890",,,,3

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PR
o Ak AR SSID Il eI iR ay & R B R TR . 56 430 % h #5110 SSID At
3. W ERIRELCA Light-sleep #575X
iR

’AT+SLEEP=2

i B -

’OK

e
« CPU ¥& HBhKIE, RF MISHRIEAT+CWIAP 13 A W T 8] B 2 391 55 1A

4.10.4 AEWF) #EE T ¥k Modem-sleep £5i5%
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Lox |

LR ES . R AR s,
oS

’Z—\T+BLEADVPZ—\RAM:1600,1600,0,0,7,0,0, "00:00:00:00:00:00" ‘

M B -

B |

L JFaR) %
e

’ AT+BLEADVSTART ‘

Mg o«

]oz< ‘

1. 22 Wi-Fi,
4

’AT+CWMODE:O ‘

i . <

[ox |

1. BEEMRHRAR A Modem-sleep 515
s

’Z—\T+SLEEP:1 ‘

M B -

B |

4.10.5 RSP IERE P b Modem-sleep X

1L AR 6 IR
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’AT+BLEINIT=2 ‘

i B«

Lox |
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iy
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OK

L. SFfFiEdk.
USRS, W AT &R

+BLECONN:0, "47:3f:86:dc:e4:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM: 0,0, 0,24,0,500

OK
AR
o TEXARBIF, W% Pl 47:3f:86:dc:ed:7d.
o Xf T/~ {5 B (+BLECONN and +BLECONNPARAM) | i & #AT+BLECONN

HIAT+BLECONNPARAM #HEUE £ {5 4.,
| B RS WEE RN s,
i

’AT+BLECONNPARAM=O,800,800,0,5OO ‘

N . :

Lox |

WRERSEE ), W AT 25K

’+BLECONNPARAM:O,800,800,800,0,500 ‘

BEHT:
o X THR{EE (+BLECONNPARAM), i§%:% AT+BLECONNPARAM FKEUH 215 5.
1. 25 Wi-Fi.
i

’AT+CWMODE:O ‘

N . :

Lox |

L BE KA Modem-sleep Fi3X
sk

’AT+SLEEP=1 ‘

i B«

[ox |

4.10.6 {EW5F) #K4F e A Light-sleep Bisk;

L R AR i 0 2 R 55 i o
iy
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’AT+BLEINIT=2 ‘

i B <

Lox |

L BEEE) RS BUEMCT) R s,
iy

’Z—\T+BLEADVPZ—\RZ—\M:1600,1600,0,0,7,0,0, "00:00:00:00:00:00" ‘

g Jo

[ox |

L I 4R
S

’ AT+BLEADVSTART ‘

Mg |3

[ox |

1. 25 Wi-Fi,
i

’AT+CWMODE:O ‘

i B -

[ox |

1. B EARIRARA Light-sleep #5X .
s

’Z—\T+SLEEP:2 ‘

Mg Jo

B |

4.10.7 AEf R P BEEY Light-sleep A

L. WA A A 7 s
i

’AT+BLEINIT=2 ‘

M. :

Lox |

L JHiR) 4%

i
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’ AT+BLEADVSTART ‘

i B <

[ox |

1. SFRFiEE.
WEREERGHNL ), W AT ff 23

+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM: 0, 0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
AR
o TERXAIRBI, WA P um ik 47:3f:86:dc:ed:7d.
o X%F T # % {5 B (+BLECONN and +BLECONNPARAM) , i % #AT+BLECONN

FIAT+BLECONNPARAM #REUE 25 4.,
L A S W N s,

AN A -
g

’ATJrBLECONNPARAM:O,800,800,0,500 ‘

N . :

[ox |

WRERSECE ), W AT 23R

’+BLECONNPARAM:O,800,800,800,0,500

LK
o SFFHER(EE (+BLECONNPARAM) , %% AT+BLECONNPARAM $KEUF 215 4.
1. %%/ Wi-Fi.
fir g

’AT+CWMODE=O ‘

Mg | :

Lox |

L BE RN A Light-sleep #5X.
iy

’AT+SLEEP=2 ‘

Mg J3

Lox |

4.10.8 Pt A Deep-sleep Bz,

1. BRI A Deep-sleep #3. i%E deep-sleep Hif[a] 5 3600000 ms.
AT
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’ AT+GSLP=3600000

N . :

’OK

LK
o BOEMBIENG, Bef B SmeRE, VAT R MERRMLREAE , SR gy AR -
* XfF Deep-sleep HiX, ME— XMLy 142 5 I L -

Espressif Systems 317 Release v2.3.0.0-esp32c3-824-g8b01b678f 1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 4. AT #y2 R

Espressif Systems 318 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 5

ESP-AT iR AR 4

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

<major>.<minor>.<patch>.<custom>

Hrpe

y <majc;2>§ﬁ~7£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA
5, ARSI

<major>.<minor>.0.0

oo

o <major> N FEFMA. Bl release/v4.0.0.0 RFEFHEKREH, WEOQIES | ADIGG A S H.
BRI A EHE R

o <minor> KRB A, Bl release/v3.3.0.0 fCFARIER, WE L5 Piessm: . ESP-IDF
WA TS . 1R RS SE

WHRNTOUT, FrAAnn AT BPERAE LA S LT 2R, ERIRA ERE)S, 2K AT B
] % %A1 73 52 %) GitHub,

o SHTRREIT SO H S AE master 43¢ BT, ARG EIRAI D L.

o BB S H S AE master 7} 30 EHHT, WISRMETVE, SEHFEIRAS S E.

54 2RIV

ESP-AT {1 1~ 1 BEMA RV BERLA AT AU 0 S FEIIIR . SRS | WA L SR, KR R
{ft 34, 1 ESP-AT 23T ESP-IDF JF& 0 H , [Hit ESP-AT 13 f:-01 L2 32T ESP-IDF () 345
AR, 43T ESP-AT & MAE BT :

AT fRA& (Bt | X E41& A& | IDF R IDF T3 HARR AL | AT #rhRAE KT
i&] ) A dl
v4.0.0.0 ESP32-C6 V512 2025.12.30 2025.7.30
(2023.12.29) 2025.9.30
v3.4.0.0 (2024.6.7) . Espa v5.0.6 2025.5.29 igggézz.?
« ESP32-S2 -
v3.3.0.0 (2024.5.9) . Espaaca | V306 2025.5.29 ;8545;.;22.;9
« ESP32-C3 -
3.2.0.0 ~v5.0.3 (24b9d38) | 2025.5.29
Z2023 7.28) * ESP32 Y03 ) « ESP32 & %
e « ESP32-C3 1o IR A
v3.4.0.0
. ESP32-C3
& & 7 A iR
K v3.3.0.0
ESP-AT 2% % A fiuAS 32 R I0IR A F

o SCRRARR AR 551
WM AT BATiZO B AT BTG, 20HRIEMZ SR T —A4 AT A R ik, F—
A~ AT JRAS Y KA [R]85 7R 100 F A R TR B8R, s X)) ESP-IDF 37 7 40
B Z5REILAN A (AT EAULE A 400 A %Y ) ESP-IDF U4 )
o STRFHARR 0 23 1
WHENMRS WG R, F1Z0 5% ESP-IDF SCREIFR 455K (AT RAuiB g/
A%t 7% W) ESP-IDF fft4%) . 40, ESP-IDF v5.0 {32 #F 1 BR %] 2025 45 5 H 29 H ,
H82, ESP-AT v3.0 ~ v3.3 4 R3] 2025 425 H 29 H.
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Service period (Recommanded for new designs)
Maintenance period

v4.0.0.0 ---------- 29 f])ec 2023 30 Iiec 2025 -
4 _ | | | | . | | |
« i i i ; H ; ; 1 1 ; i
g VBA00 7 Jun 2024 | : 29May 2025 0o
[ : ; : : : : ; 1 : :
= i i i i . i i |
< : 5 5 5 i ; ; : a 5 :
A V3.3.0.0 roreerrerieree s MIAWE 2024 ; 29 May 2025 - ---eeeordeeeeeeee oo
v H : H H * * ¥ . ; : H
23] : : : : ! : : :
v3.2.0.0 - 128 Jul 2023 § § 7 Jin 2024 | . 29May205
i i i i i i i i ; i i
2 X S [ B ) < ) ©
© o° W & o « N Sa o° W
Pl 1: ESP-AT JiAS SCRHIRR
R

o —H AT RZAAHIIA, MIHBAR SRR RIIR SRS R, #EA SRR 431 .
B, AT %15 T v3.3.0.0 A (%4F%F ESP32-C2 1 ESP32-C3 :f5 1+) , #4 ESP32-C3 1)
v3.2.0.0 MUARY SZRF R AU AR 55 45 o, HE A SRR 4EH3 5 ESP32-C2 ) v3.1.0.0 Jit
AP SCRFIBR I RS BIEE R, i A SCREIBR A 4E 311 .
o N4 GitHub K5, 51T5 AT pa R4 A, GitHub RFS7EBNRCAS A& 70 B B s A . 43 A
[ AT [&{44 Bugfix MUAR LA, 1EMUT T+ 2% Bugfix U4 B9 RLk] .
o TER PR A R A L R T, ERC T T R A R AR
o TECFFBIFR N B ESP-AT A AKRF4RZEAE GitHub 1) %154y 32 T E % bug B . LB R 5,
H AR T B 0 A AT B Bugfix B

5.5 FE 401 AT EPERAS
TR LAT+GMR fr 5255 AT BIRAME L, BHAT+GMR 4 FIS B0 TREZ 54,

5.6 TPy AT JiA K Au

o B—W: BFMuy GitHub W5
o B PFL R ILayilfe
s H=F EHAEA LR

5.6.1 i5—3b: BaEN GitHub iK'S
TEFFIEZ B, 56 BRI GitHub S B3 I K 70 T 2 A .

5.6.2 b dEPEE R
i) ESP-AT O, Sy A A watch, Ffdy Custom.
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= O espressif / esp-at Q +

<> Code () Issues (98 i Pullrequests 12 ) Di 5 (® Actions 3 Projects

@ esp-at Public Edit Pins Vatch 50 = % Fork 684
Notifications

¥ master - ¥ Goto® -+ Participating and @mentions

Only receive notifications from this repositon

when participating or @mentioned 1 for ESP32/ESH
@ xcguang Merge branch ‘bugfix/. IIESP32-
All Activity
) Maotified of all notificatior
B .github "
Ignore

B .gitlab/ci Never be notifi

B bootloader_compaon... chore: Updatec Custom

components
docs
examples

ETN
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5.6.3 b @il kA ]

£)3E Releases F 51 Apply.

O espressif Q +

<> Code (-) Issues 98 I L) Discussions () Actions [ Projects

@ es p-at Public 4 ¢ atch 50 % Fork 684

< Custom

¥ master - P , Goto: , I'I'I
1 for ESP32/ESP
xcguang Merge branch ‘bugfix/. Issues IESP32-

Pull requests
.github meleases
.gitlab/ci docs: Added the ¢ Discussions

Security alerts
bootloader_compon... ’
components

docs

examples

main

P 3: gAY (RETeR)

DORERESE I 1T AT KA. A8 AT AR Sy, o203 GitHub AYE AT
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Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ASCREEEAN A T WA AR M2 %k ESP-AT AR, FH-ReAE mind [ -besk 8] ESP32 ¥4 . 4B B 7 &
ﬂ:’zl# TCIEWG TR, IR EXAT s 05 R. KA E TR S AR %, ISR
% ESP-AT T2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

6.1.1 PEANBER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

6.1.2 5—3L: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

SRR ESP-IDF v5.0 et A 11 SCHS (9465, 52K hello_world TRMAMIE . HiikbA R FRELE%
ESP32 F 4 4 0.

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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6.1.3 5 2b: 3KHLESP-AT

%1 ESP-AT TART N BUREER LA PO S0 ESP-AT 0%

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
X ESP32 RAEL , HEFEEPAE PR A FRZ1T ESP-IDF 5.0 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
AIERINBR A2 Suserprofiles\esp. GHBAILAKF ESP-AT LR AALMIMLERART , (HITERAL M fir
AT B . R, BSP-AT ASCRFl A 2 I AR .

6.1.4 552 RAEIRBE

BATHUH TH install SRZCHEFREE. 2% THK E 8256 iy Python 41, ESP-IDF {3 J# DA &
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

AR — I, 15 ESP32 A5 R DA N BC BRI .

e P& Platform name, 54N ESP32 %X 45i%$E PLATFORM_ESP32, Platform name Hj fac-
tory_param_data CcSsV ;5)(

e ¥ Module name, 41 ESP32-WROOM-32D #2H 1% & WROOM-32, Module name H fac-
tory_param_data.csv & X,

* JBH B silence mode, Jo HHBPRFMHR—L8 HEFF R/ BN — Mol g5 -

* G5 build/module_info. json XHAHAE, LR =AEUEETURA S EI. Fit, R EHE
BB EALAAE R, WM IZ S

6.1.5 DUk Rk

ﬁﬁw%%ﬁﬁMEwn&%ﬁ%ﬂpct DAR SR IE R H A, PR A i de . TR, R
SSTERPERT R RS R AT iy O FITHEC AT R, WA EAT. “AT A/ M. %?Eﬁ%wm
I:I B EBIESZ TR B AT 5% 9 5,
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6.1.6 5hib: FCE TR

2f7UiH T.H menuconfig A HE .
 Linux B{ macOS

’./build.py menuconfig ‘

* Windows

’python build.py menuconfig

R PA_EFTAT A BRERIERR , DU 2 L T T Y SR B -

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
security features --->
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

1 TR -
MR IO KIEIL T80, AVICSAT G, RS TSI ARSI, A4t
i HRBRA B TR
6.7 A Gk IR

BITPA N A2 gmit LAE .
e Linux B{ macOS

’./build.py build

¢ Windows

’python build.py build

WEAREH TR IR, BERS SRKRIE. AR E AL ota 7} KK/
¥ RTE build/ factory BAR N AEMIT QIR EIF. EZEEHS LESP-AT B 25

6.1.8 S5Lib: RekSIBes

IBAT AT A - Ri Az U [ R sk 3] ESP32 145 |
* Linux B{ macOS

’./build.py -p (PORT) flash

¢ Windows
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python build.py -p (PORT) flash

R IE M ESP32 45 HR 4 FR v (PORT) o B & IR /N5 B A besk 2 flash . AR FREER
e (PORT) .

% ESP-AT bin ANgEE 3, F HFTHIH “ota data partition invalid” , %1547 python build.py
erase_flash REMRIEEA flash, IRIFHHTHE AT [,

6.1.9 build.py 5 M1k

build.py BAZET idf.py HHEW T H (B idf.py <cmd> IEEWME A TE build.py <cmd> H) |
AT LETTA R e BB 2 k.
e Linux B{ macOS

’ ./build.py —--help

¢ Windows

’ python build.py —-help

6.2 M4k ESP-AT T.f¢

SRR T Tﬁﬂﬁiﬁﬁ@ﬁéﬁi% ESP-AT TAHE. MERIAME 7 & A4 a9 B JovE 7oK, anfsss
BLFF 5 WebSocket 7y 7% - K PAImDNS 53 7t AP AR5 Bidii ESP-AT TA2 . IH W AR A IS B0 %5
ESP-AT T 4%, {HANSREAME @I H A WXE, WIS ARSCRY, @it 415 ESP-AT T%.

TR PIGUGRRNG AT BSIPE, G SRR A CIty™ i EL AT RS S e -
WPRATLE PRSI R B 8RRz, T a2 n] e A .

6.2.1 TEANDER

TR N TGP BR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K ik .

%— BRI GitHub K%
§ =3 Fork ESP-AT 142
% =% : J & GitHub Actions h #%

Fv9d: B E 4hiF ESP-AT TAEFfE 69 % éﬂ
AW ARA github.dev % % 3545 B Ao 1 XA
%<1 GitHub Actions %35 AT B

6.2.2 45— BN GitHub Ik

FEIFURZ W, 550 Bor Y GitHub K5, [RS8 (75 28 SRR

6.2.3 45 p: Fork ESP-AT T /¢

Vil ESP-AT @0, midi i A B Fork,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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piifi Create fork EHlXAER H W GitHub K5 . ERIARY Fork {#% Dl master 4337, U0 TR E AL
FHEEW D BN, WHEGE 2% Copy the master branch only.

i1 Pull requests

Create a new fork

Owner Repository name

° ustcew~ /[

By default, forks are named the same as their upstream repo . You can customize the name to distinguish it
further.

Description (op

AT application for ES

Copy the ster branch only

Create fork

¥ 3: 41 78 Fork

6.2.4 5= JFK GitHub Actions jfig

MO FE R Actions 3 A GitHub Actions T [ »

Hidi I understand my workflows, go ahead and enable them j5/f] GitHub Actions.

V)Y

J& ] GitHub Actions 52 Ji% .

6.2.5 PU: PCE 4k ESP-AT TR HEN Y]

ﬁn;ﬁ,mﬁ Espressif OTA server [l il OTA token, Ff H.F5%(di ] AT+CIUPDATE 4 T14% AT R, 3R
éﬁ%mﬁlﬂﬁbﬂ% =, Ll}(,u\mﬂﬂ CONFIG AT OTA_SUPPORT (H XEZIFHMEL, WSHF A
AR github.dev % 5% A5 P Ao KAL) B E Bkt AR B

J ﬂiﬁ‘ﬁ??ﬁ’] Settings ¥EABE .
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

% ustccw/esp-at P

forked from espressiflesp-at

<> Code [ Pullrequests

ACti ons New workflow
I All workflows

Build ESP-AT Project
Reusable esp32-at workflow...
Reusable esp32c2-at workfl...

Reusable esp32c3-at workfl...

Management

E; Caches

% ustccw /

forked from espressifiesp-at

<> Code [ Pullrequests

¥ master ~

H A AT TAE

<z Pin G>Watch 0 ~ vy Star 0

() Actions [ Projects [ wiki (© Security |~ Insights @ Settings

All workflows

0 workflow runs

)0

There are no workflow runs yet.

A 6: J3 i GitHub Actions 52 i,

<z Pin & Watch 0 - ¥ Star 0

() Actions [ Projects [0 Wiki 7 Security |~ Insights | Settings

Go to file Add file ~ <> Code~  About ]

AT application for ESP32 ESP-IDF

This branch is up to date with espressiflesp-atmaster. il Contribute _» Sync fork & ESP32C3 ESP-IDF & ESP8266

@ xcguang Merge branch ‘bugfix/relink_cause_to_crash’ int

B .oithub/workflows
components
docs
examples
main
module_config

tools

Espressif Systems

ESP8266_RTOS_SDK
m

s
w
O

L1

Releases

> 24 tags

B 7: pii Settings
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Hiidi Settings -> Secrets and variables ->Actions #EA Action it & T .

“ode [ Pull requests Actions [ Prc M wiki © ity |~ 5 Settings

General General

Repository name

esp-at Rename

Template repository

Require contributors to sign off on web-based commits

Social Preview

Environments
| Codespaces Upload an image to customize your reposi

Pages Image Id be at least 640

Dep

ecrets and variables

& 8: 3 A Actions [it & L

Eiii New repository secret 3 AZEEHA] 72 T .

i A Name FI Secrets, i Add secret fE—NHIEEH. HALRZELHENZ OTA token.
T B T BRI A AR AN

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

WRTFEHE Z AR S AT B9, WHEE DR, RN FERES, A %9008 58 s
TUE R .

Espressif Systems 333 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 6. #Ifa4 FAIT & H T AT T4%

Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

Pl 9: Bl BH DU IH
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tions [ Pro O wiki © Insights Settings

Action ts / New secret

Name *
AT_OTA_TOKEN_W

Secret *

Add secret

10: A% 4]

Repository secrets

8 AT_OTA_TOKEN_ESP3
AT_OTA_TOKEN_ES|
AT_OTA_TOKEN_ESP32_PICO_D4

88 GitHub AT_OTA_TOKEN_ESP32_S0L0_1

= Email n

AT_OTA_TOKEN_W

AT_OTA_TOKEN_WROVER

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 nizb: fEH github.dev ZhifH 75 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $T9F github.dev 44 23

IR GET 0, PR B MU 0 SE AR

(> Code % Pullrequests (® Actions [ Projects 0 wiki (J Security |~ Insights

| ¥ master - Go to file Add file ~ <> Code ~

Switch branchesltags % Ald ication for ESP32 ESP-IDF
master. 1 Contribute 2 syne fo & 32C3 ESP-IDF & ESP8266
[ | SP8266_RTOS_SDK

Branches g se_to_crash’ int

' master

Releases

> 24 tags

Packages

el 12: Ry 52

AL AL ., BT github.dev iR 2R TIT 70 SO AU

5.2 G or ¢

FEHEAA G, BRI 7 SR FR, FE R RR L, B BRI ) 23 S B A B 70 S A R

WG AR H 2 X

B+ switch to Branch, A,
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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-at/tree/master

produck/v

~+ Create new branch...
- Cn ew branch fr

1° master (default) -

shift + P

p

shift + F

OUTLINE
TIMELINE

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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Iy SR ESE N -

C { & github.dev/ustccw/esp-at/tree/product/v1.0.0

ESP-AT [GITHUE]
K5 .github
B components

E

M examples

M main

B module_config

# tools

.gitlab-ci.yml
readthedocs.yml
build.py
] CMakeLists.txt
R LICENSE
README.md

requirements.txt

[yhe) OUTLINE
Loa
Lt

TIMELINE

+¢ GitHub

Bl 16: 73 S BIE 5E

5.3 B WA

1& github.dev J%E28 PIE TS . BIANFF B WebSocket it 31 5% HimDNS hft, WIFRSEFT AR ZH AY it BT
{4 esp-at/module_config/<your_module_name>/sdkconfig.defaults M4, ¥INAITF4T:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

eGSR, Ry R EIE . A C SO S + BB

BSOS, AP E . Kl Commit & Push i3,

6.2.7 5,53 GitHub Actions 45k AT Wl

LR EN 2 )G, 2 B3k GitHub Actions 4t ESP-AT [, 152 4o T A GitHub T 3% #7
WGafRa A AT B PR SCRY, FEEITREMN AT B (HE: SORRW AP HRASE T H CIKS T esp-at
B EFATHY, TAZE https:/github.com/espressif/esp-at {32 )
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C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M x

SOURCE CONTROL madule config

#: AT
CONFIG AT ENABLE=y

Commit & Push |~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=Y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS _COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4071a65dd28b72656ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN NUM=5

CONFIG ESP AT FW VERSION="2.5.@"

Changes 1
[0 sdkconfig.defaults module... T3 9 + M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P& 17: B WebSocket 14371, 25 mDNS ZihE (fdimek)

C Y & githubdev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL module_config

# AT
CONFIG AT ENABLE=y

Commit & Push [~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a85dd28b72056ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c287f725de50d40871a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN_NUM=5

CONFIG ESP AT Fw VERSION="2.5.8"

Changes 1
[ sdkconfig.defaults module... T3 2|+ M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

Bl 18: EFEE (Raiiek)

C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

Y

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL medule config

20230321: Added websocket commands # AT

support and disabled mdns commands CONFIG AT ENABLE=y
CONFIG AT BASE ON UART=y

Commit & Push CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

. ) CONFIG AT WS COMMAND SUPPORT=y

hlfecanlia deraulisludl oo lia/ ot CONFIG AT MDNS COMMAND SUPPORT=n

Changes CONFIG_AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"
CONFIG_AT OTA SERVER PORT=80
CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a05dd28b72056ca7"
CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"
CONFIG AT SOCKET MAX CONN NUM=5
CONFIG ESP AT FW VERSION="2.5.0"

Staged Changes

# -Wear-Levelling
CONFIG_WL_SECTOR SIZE 512=y

B 19: 3l (maimeR)
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6.3 Il e AT % 1145 i)

A SR T AT & el ESP32 F 41 [ {4 i AT port . BRINTEOL T, ESP-AT i 4~ UART 2 114E
FAT S —NMHFREHEHE (U HESR D), AT A% AT G Rz, (PURFR A
A )
RSB 44 ESP32 AT [EF, I H R FEBsm VM, W EREf T apy T & BUEM, BN
BEZH AR SR . 75 AR EAE W ESP32 P45 AT i I, 7R 2858 iR AP 3R -

o %% ESP-AT .42,

* 7F menuconfig it & T E.5§, factory_param_data.csv FEk& A& k6] I 45 1) o

. BiFI AL,

o FFr0Y bin S REF L &,

ASCRYEE S AT R M, i BT B T R E P IR TR (R R

ik (O EEOMEN AT ar 8 6 2% (1] AT SPT3% 1, AT through SPT Al {1} AT B 7% 1 -

6.3.1 ESP32 %I

ESP32 AT [& ¥ H s L Ry < L BT DA B E SO M, W25 (ESP32 SRS H T 7
BRI HRE M.

sl H s 1135 D

BOATEOLT , AREEHefitny ESP32 AT [ DA T UARTO 45 jifidar i H & :

« TX: GPIO1
« RX: GPIO3

TE4iiF ESP-AT TAERS, A {# 1] menuconfig Fe B T HRFHAZ MO H e 4 -

e ./build.py menuconfig —> Component config-—>ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config->ESP System Settings —> UART RX
on GPIO#

fEs e iy A i 115 D

BOATEOL T, UARTL T &0k AT fipQHHEIC AT Wk, HASHH & SCAE factory_param_data.csv A% H Y

uart_port, uart_tx_pin. uart_rx_pin. uart_cts_pin £/ vart_rts_pin %],
0] DAE FEAF factory_param_data.csv 3% H 5 Wi 1145 1 -

o FTITHEAHIY factory_param_data.csv,

o FRENELTAERIAT.

o IR ERE vart_port (WIERAHE AT HE RN HE AT ay4 10, WFEEE ST, R
JE N uart_tx_pin fluart_rx_pin fl AT HE D& —FE) .

o MIEFTEIKNE vart_tx_pin Mluart_rx_pin (EFEFIERFEESOER, REH TG
M, B3 AT HE DS R) .

o EANTREM AR FRIEYIRE, R uart_cts_pin fluart_rts_pin WEN -1,

o PRI
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6.4 #mAwe X AT w4

ARG /28 T QA ESP-AT TAREHIRIN P SCHY AT fip4, DA AT+TEST A A Bl jerm a0 3R
s BT o

HE LA . DIRE R @4 2/ 0HE LN IR
o T L AT 44
o GEM AT 44
XN G A 2 B AT O B O«
¢« ZiX—TFE
HAr P IRE T XTI 2% a4, ATARE () TR 2k ik 4.
o T LIAEH B
o RIS AR
o fukar SRR
o ARG L ey PAT
o M AT 65435 7 3R BU N 0% 2 9%

AT Ay 2RI IR AT, DA FESCPE MTECEE, EWR M B E X AT ar i Eal

6.4.1 L AT W4

TEE SCAT 21, e AT ar @ RYZFRAIZEAL.
iy A i L

o ORI + BT
o SHFERE (2, az). BT (0~9) BITE ST (L 5 L /L 1L D), BEWIIAT 65

No

B4 AT i iRZ W DAAPUFZER: Iikar S, il WEmSMITmS, EZHEESWAT &4

WG, EXTHRBEA L. B AT+TEST ORI R PURIREY, R E SRR 7R B A o

=45 A -
Wit 4 -

=
ad

uint8_t at_test_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

i S
uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

QS
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(& b))
return ESP_AT_RESULT_CODE_OK;
i
B4
uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
;
if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._

—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

W

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT RESULT_CODE_OK;

e, WHesp_at_cmd_struct HE X AT AR SCHR2RAEL RGBS E LT 4/ FRA
+TEST  (HETY °CAT) HZFPra RSB 64

static esp_at_cmd_struct at_custom_cmnd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

WRANE SCRAIA, FFHARE ) NULL,
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6.4.2 LN AT

JHH APl esp_at_custom_cmd_array_regist () FEM AT 652, AR EHN AT+TEST WA FIL
.

esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) / sizeof (at_
—custom_cmd[0]));

F51F: BIUE esp_at_custom_cmd_array_regist JIA app_main () Y at_custom_init ().

6.43 ZZi— P

MBARE LW T LRI EE, 1915 ESP-AT TREHEEREM:, Zard I fEE &S LIRS EiT.
idistr— !

T AT+TEST BEFF I .

WA 4 :

AT+TEST="

M

AT+TEST="?
this cmd is test cmd: +TEST

OK

iy A

AT+TEST?

W i <

AT+TEST?
this cmd is query cmd: +TEST

OK
B arA:

AT+TEST=1, "espressif"

Wi i <

AT+TEST=1, "espressif"

this cmd is setup cmd and cmd num is: 2
first parameter is: 1

second parameter is: espressif
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AT+TEST
this cmd is execute cmd: +TEST

OK

6.4.4 5 LRI G

ESP-AT B4 HFesp_at_result_code_string index F X T—Lik[EE B, WLk EHEEIES AT
H A

W T return BERGRPIE A, AT APl esp_at_response_result () FKRE AL HATE R 7]
FEHS A [E]BHdi j§ APLI flESP_AT RESULT CODE_SEND_OK MESP_AT RESULT CODE_SEND_FATL,

B, 2446 fH AT+TEST BIHATAr S M kS #eak MCU &£ 503Em, Fesp_at_response_result ()
FeaR m] Kk, M return BEORIR B dar S HATEE R, ORGSR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

J/ A B MCU K EEN A E X

send_data_to_server();

// & SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

ABAT A2 S AR W] R .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

6.4.5 RINGESE

ESP-AT $2{lt LA R P> AP R S-S 4.

* esp_at_get_para_as_digit () Efﬁﬂ@[??ﬁﬁ(o
e esp_at_get_para_as_str () WIRBFFESE.

AN WAAT 6 4.

646 HMMAEBE

AU EHLE Ay & SHC TS 4L

o B K G ALK P IR Ak
o Bk % s —15 Ak
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A E AL h i S8

R EALRF AT+TEST fir 2 <param_2> fll <param_3> S E A FESE, H <param_2> K%
TS, <param 3> HFFFERESEL

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

PR IT

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT PARA_PARSE_RESULT OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/) TR
/O FREERXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

;»2) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
t
} else {
/R
V- B §
/) REEENXBRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/) FERXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
(R oaksn)
Espressif Systems 346 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 6. #Ifa4 FAIT & H T AT T4%

esp_at_port_write_data (buffer,
t
} else {
/7 R
VAR5 TR0
// FOH R XA
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

return ESP_AT_RESULT_CODE_OK;

esp_at_get_para_as_str (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"fourth parameter is:
strlen((char *)buffer));

strlen((char *)buffer));

"third parameter is omitted\r\n");
strlen((char *)buffer));

&para_str_4);

%s\r\n", para_str_4);

ik WA TARSEON ", WES AR

A i —hr S8

{B AT+TEST fir &1 <param_3> ZHCHFAFHSE, H RS,

AR ERCE N TS

AT+TEST=<param_1>, <param_2>[, <param_3>]

WG AT PR AR A B A5 1O
¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

FHAES AT

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result

snprintf ( (char *)buffer, 64,

—para_num) ;
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

"this cmd is setup cmd and cmd num is:

esp_at_get_para_as_digit (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"first parameter is:
strlen ((char *)buffer));

= ESP_AT_PARA_PARSE_RESULT_OK;

su\r\n", _

strlen((char *)buffer));

&para_int_1);

%d\r\n", para_int_1);

(T oUgkEE)

Espressif Systems 347

Release v2.3.0.0-esp32c3-824-g8b01b678f 1

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 6. Wi F1IT K H CHY AT TAE

(£ L£50)

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7T PR
/) FEEXENE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
} else {

/7 Bl R

/B EZANFEK

/) FEEXEAME

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WixSHBA B -

6.4.7 PHIEWASTIAT

IR ESANGSRPET, S88 — P HITEE, RERSGE T X R AT EES IR A [F fHI(E .
— R, X R AT SH B S I ST

et semaphore KA.

TRBIACHS IR .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
Q)
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snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 TR

// Kb A WA Al B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

// rﬂsiw A AT

/OEE G ANRATHER

// BB ES% T FH xSemaphoreGive ¥ # 3 semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

6.4.8 I\ AT iy 4> v 1V U A B

ESP-AT SCFpM AT fiv 4 v 5 R ARG, AR FELATT P4~ APL

* esp_at_port_enter_specific () WHEBIHREL, AT imlBI0CE 5 AMEHE G, R %R
s

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EITHEEL.

AREORAR ) T3 95 SRR R A B R A e e i Ay B AN

TR K 4 A B b
BB LM <param_1> $82 THIEKAE, WTHHIR.

AT+TEST=<param_1>

PAT /R BB A AT AN AT fir g ARBUK BN <param 1> FyH AL .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) |

return ESP_AT RESULT_CODE_ERROR;
I3

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");

QS
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esp_at_port_write_data (buffer, strlen((char *)buffer));

}

/7 Bl R

// Kb A AL Al B semaphores

if (l!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BB NBAER T >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREK, EEKIARAKERSRE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

aE: 1S WK &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len -_
—received_len) ;

if (specified_len == received_len) {
esp_at_port_exit_specific();

/S RBRAMNEENKE

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/)T B
/SRR ABERE >0, WERHAEEKEATE N EREEKE
VAN RS- &
/7 B A ROR T BRAT B R R
esp_at_port_recv_data_notify(remain_len, portMAX_ DELAY);

N

3

3
/7 R
VR A&
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);
break;
3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

L, GRS E AT+TEST=5, M AMEdE N 1234567890, HF4 ESP-AT iRMILEHATT IR

AT+TEST=5

>67890

received data is: 12345
OK
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AR K B A B
XA OLRMRL Wi-Fi S 42X, NEELIRRKIE.

AT+TEST

1B ESP-AT 53t SIUPTIFE FTAE R, RETAIT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/B R

// Kb A WAL Rl # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

//RERAKERTE ">

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// HEEEEEK, EEKIARAKESEE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AE:3'E DNk &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN);

/7 AR SR E R

/7 B A RFERE e FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

=

/7 7 Bl R

/SRR ABERE >0, WHEHRRAMAREFELH

/7 OB E AT A BE R & B

/7 WA R RAT W s KR

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}
(R oTakZE)
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break;
} else if (received_len > 0) {
/)T Bl R
/7 B R AT AL BE B B B Ay AR
/7 A RO R AT B W g B B
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
;
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

I, SRS — AN AR Z 1234567890, 55 AN ABdE 2 +++, A ESP-AT REIZERAUTF R

AT+TEST

>

received data is: 1234567890
OK

6.5 iy ESP-AT £ PEfE

BROATFOL T, ESP-AT Ml ALZ [H)ff 1] UART gEAT3@E (5, Bt fr iR R &l AR E, BIR
S 115200 bps. 1)1 40%E ESP-AT SEIUE Rt ie, &7 TARASC, FFEURA SRR ECE . AR SCRA
ESP32 Syfil, AZifnfalii i ESP-AT ZFtEAE

Frik: ASCET ESP-AT AT & 42X 1, fillidd4 s TCP/UDP/SSL A it PERERY— LTk -

JAP AT PARESE T R — BT IR, P ke

o [WE] Rt E
o [IF] RBBIER, AT MR E

6.5.1 [ PA] Pk ¥

L BB &S, LWIP. Wi-Fi iGH T el S8

YR TEACAD Be#E D13 NIl 2 module_config/module_esp32_default/sdkconfig.defaults S04 5 )5, He
‘B ESP32 RYR A HIE O I SCEJE R 1 sdkeonfig.defaults SC{4:.

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

CONFIG_ESP_DEFAULT CPU_FREQ_240=y
CONFIG_ESP_DEFAULT CPU_FREQ MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

(N oiaRss)
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# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi

CONFIG_ESP32 WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_ WIFI_DYNAMIC_ RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_BUFFER_NUM=64
CONFIG _ESP32 WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 7% UART ZE 1% o/
WA B #E D1 854k at_vart_task.c SO uart_driver_install() 47 o

uvuart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MBRERIANACEL . Bk fh . ekiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. iEfeniipe ey UART Pefpfs
AL AT iy A aE -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

. & &

PO IC B 7 A — AR BRI AR At (B I TR BRI B PR T . 0 SN S B R A
FeARRERE, BCER R ] BB E AT SR RE AT . I, PR ARAGE TR Tk, T
AR BCE

6.5.2  [Hfi47] BB FHxHPEHCE

S0 ESP-AT R f) R 2 KA HA I 14 -
W RS R -

o BSP-AT % 3% (TX) %2 S1-> 82 -> 83 >S4 -> S5 > S6 -> S7 > S8
o BSP-AT 25 (RX) H%#7% N R8 -> R7 -> R6 ->R5 -> R4 ->R3 ->R2 -> R1

A AR IR T KA, AR m i, TR RS AR B R R AR Y i TR O, AN B
W R A s B B Y 5 BT R M IR, PASRIE AN A B PRIR B . FESERR ™ mrp, AEAE
A2 m e 2B Bl P SRS R 5 S0t AT I A4 e 2 B AT

Frik: N IHAECEIY VAR A SR MR, PRI LAE I AT+SYSRAM iy 4 SR AL T AT
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium R5| 1S5
Rl Y
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Ethernet R6 “
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

L. GO 7¥H:fLfL
GO ARG AMLALAY Ry, IS H I EAT

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_240=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_ 80M=y

2. S1. R1 -4k

HWHEILN, S1MIRI JZ ESP-AT Frit kA it . FEABOAE LT, ESP-AT Ml ML [0
J UART BT A%, Bl 115200, 1) UART R £ L, 35 BRIy S Mbps. [Ht, J
M FATALT S Mbps, W] DARE I ERIARY UART V0 RIEALZ (B AE o, [l eT PAEA T
L.

2.1 $255 UART ZZf X Ko/
YR ACRD B D1 at_uart_task.c SCAET uart_driver_install() 17 o
o }27% UART TX 50t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

$42 UART RX %t

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

$225 UART TX #l RX 750

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART e
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WA AT 1S 7 A :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

AR Z & &

ik PR AR AL UART o] DASCRFRIRX 4 YRR, I H AHURI ESP-AT 2 (8] UART #4R
A]REHbAE .

il AR PRI R T BT T 5 Mbps, DA ISR SPT. SDIO. Socket %73t . JHKHH
5%

« SDIO: SDIO AT 4%

 Socket: Socket AT $5F5

3.82, R2. R3. S3 #ukfiifk

EEFMT, S2. R2, R3, S3 N2 ESP-AT FHi KIS . KA AT core £ UART ZE i [X
B &5 2 2 [ g, AU r) BARFERT B Y 2%, TofEii.

4.S4. R4. S5. R5. S6. R6 HH-iAL

ESP-AT =412 [6) {8 H UART #E/Ti#{5, S4. R4. S5. RS. S6. R6 JuFE{i4k. ESP-AT #I
FALZ L AL N BT TiEE I, S4. R4, S5, RS, S6. R6 @@ty — A HE.

S4. R4, S5. R5. S6. R6 ZlFHMLAIMEHZ . M2, MR 22 [ EdER. AP
77 2413 ESP-IDF H Q425 Wi-Fi PERE SCRY, THRIREE, ST aHiklE . XA E S nT A
IE . /build.py menuconfig HHfTHECE.

o {4k S4 -> S5 ->S6: LRy 1A T
o fiAk R6 ->R5 -> R4 F2USCE R ) it

5.S6. R6 {14t

S6 Fll R6 sl {5 M A Rttt 25, ESP32 I AR Wi-Fi s UKt/ it Wi-Fi
BT BN ERIAITEZ AL, ATRERTRE L

* $&m RE K45
BRI A S ) 258 8 AN SR A = AR, P ] A A AT+ RFPOWER iy 4 #5 # Fil i
H RF R ITI%.

o P 802.11 b/g/n Pl
BN Wi-Fi £z HIh 802.11 b/g/n 1, H P H] 38 13 AT+ CWSTAPROTO fir A2 )1 &
802.11 b/g/n PMY . HELEZXN, FHEI AP i Wi-Fi 5 2, 802.11 b/g/m $iHiil,
T FE Lk HT20/HT40 (20/40 MHz) 5,

6. S7. R7. S8. R8 i1k

WHAOLN, S7. R7. S8, R8 g ESP-AT Fik{LALHITEE . A X MISEkR M 24 9E . K]
BT PP R A K.

&

6.6  Wifnf Y mfg_nvs 53X
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6.6.1 mfg_nvs 43 XA+4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

« HSHCE (Wi-Fi il UART fE . SRS ): WSH T A8 E4028.
* PKICE (BRIEBABHANCE): WSHPKIRREAN 2.
* GATTS [t (RIIFEHET RS ). WHSH KA E T R G5 RLAN2B.

MIETEEB M SE . PKI A B B # GATTS Bl Ry, &0 DA #idm ik ESP-AT TR, AERUHm
mfg_nvs.bin X 8 arpy T A ABREE, SRR A OB R . AR ST T

6.6.2 :pk mfg_nvs.bin

Be B AE 258 UG, & # thiF ESP-AT T 42, JE 4 %Py B & B il i mfg nvs.py SE4 i build/
customized_partitions/mfg_nvs.csv X (BETITEREN ML SE,. 8. K8, fE
=H), H esp-idf 1) nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin X (NVS FEREE) .

6.6.3 |#% mfg_nvs.bin

AR A MEE — P52 H 2 mfg_nvs.bin S0

o FEEBgIELL) ESP-AT &4, PRI LS L ek FE &,
o {UF# mfg_nvs.bin, XA 5% H 5 H ESP32 Fff) mfg_nvs 27X,
— Windows
15 N %k Windows Flash N3, T H. &% zip X{:Jd readme. pdf 5i# doc HE Fik
B, T# build/customized_partitions/mfg_nvs.bin {45 ESP32, %nA]
PAE I AT+SYSFLASH? 5427 1A) mfg_nvs.bin K 23k .
— Linux or macOS
& {# ] esptool.py.
&P ATE ESP-AT i H s A7 PA R i 2 N 4% mfg_nvs.bin S04,

esptool.py —--chip auto —--port PORINAME --baud 921600 --before.
—default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

F5 PORTNAME B H A H: 4 FR. ADDRESS B4k T 2 mfg_nvs.bin SCEFAYHHE,
TR DAE I AT+SYSFLASH? fiy 42 1h) T 8k .
o MCU & 3£AT+SYSFLASH 14T 1 ESP32 ¥ mfg_nvs 431X,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE ¥ A T2 mfg nvs.bin SCEFH R/, AN EIERLAA A E )43 XS, @50] PATE
T AT+SYSFLASH? Gy A2 #]0 X K/ N6

6.7 i) 2%

ASCAYAZE T WA ESP-AT BOAM ) S8ECE . ) SEECE 528 Wi-Fi il E . UART & .
B E .
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o BT AHEENB
o 4 px, mfg_nvs.bin 3

o T2k mfg_nvs.bin 34

6.7.1 ) SHEBEND

MHTERA BT ) S5 B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR

Thie HEIALE X AT @&
Wi-Fi fit: JirA i 5 Wi-Fi ZhEER) AT iy

e max_tx_power (ESP32 [ Wi-Fi #x
KEFZF, TEEE I ESP32 &
UARZIE R STweN )]

* country_code (EFAHD)

« start_channel GEE#f Wi-Fi {51H)

* channel_num (Wi-Fi 1] S {E 8 5E)

E= eb by PNy
UART fil &  wart_port (I % 3 AT £ & Fil A 5% UART ThEEm AT fiyd
e AT Hi Y f) UART i 1)

* uart_baudrate (UART i 45%)
* uart_tx_pin (UART TX 5| )
« uart_rx_pin (UART RX 5] )
* uart_cts_pin (UART CTS 5| #)
* uart_rts_pin (UART RTS 5| J#)

FELZH 24 B module_name AT+GMR

RS A SRR REE ) S E, REEM nfg_nvs.bin ff.

6.7.2 Bk mfg_nvs.bin {1k

THZT & A mfg_nvs.bin SO A ) SHBCER) mfg_nvs.bin,

6.7.3 | # mfg_nvs.bin {7}

5% T 3 mfg_nvs.bin XY,

6.8  nfal g5y PKI fic

AR T AT T ESP-AT $LL A BRINRG PKT FicE . PKI Fit A% TLS % P, TLS AR5 %% . MQTT
% P11 WPA?2 Enterprise % P (IF 15 HI254H .

» PKI Bt EA-%5
o 2 %, mfg_nvs.bin XA

o T # mfg_nvs.bin I
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6.8.1 PKI it 4l

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

IngE SHulfl & HXAT %
TLS % i S gk
B 0 ﬁﬁf ;f%aﬁrt « AT+CIPSTART
. e AT+CIPSSLCCONF
e client_cert_00.crt
* client_key_00.key
5 1 BRIl E

e client_ca_Ol.crt
e client_cert_Ol1.crt
e client_key_O1I.key

TLS Jr 55 %% AT+CIPSERVER

* server_ca.crt
* server_cert.crt
* server.key

MQTT % ity + matt,_cacrt AT+MQTTUSERCFG
* mgqtt_client.crt
* mgqtt_client.key

WPA?2 Enterprise % i AT+CWJEAP

e wpa2_ca.pem
* wpa2_client.crt
* wpa2_client.key

WRGE A SRRk PKIFCE, RJ54 M mEg_nvs.bin I,

6.8.2 )k mfg_nvs.bin 3 ff
5% £ A mfg_nvs.bin SURY/E AT PKI BB ) mfg_nvs.bin.

6.8.3 Pk mfg_nvs.bin

TS T 3% mfe_nvs.bin LY.

6.9 nfal i e SUAKIIHE R 5 IR 55

ARSI 43 T AT A ESP-AT S (LAY IR FEIE T A 55 IR SCIRAE BSP32 548 b H i SURIIFE R 55 -

© IR T R SR L 2B
o diFet A UK AL TE T IR 5
- WS ERT A I T IR 5 IR S

— Zk Bx mfg_nvs.bin M
— T2k mfg_nvs.bin Xt

RINAEHE S MR 55 B SO GATT Z5 1) 2208l S 2 /00 & — AN JE P3S4 (attribute type) 2y 0x2800
(1 2R 55 (primary service). &S5 e Hi— MRS E CALANRHAEALL . BRI Z B MEA
AERRAFTA . EEMRAE RS R OHTEY  HH) Generic Attribute Profile (GATT) —7,
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6.9.1 {KIFERE SF IR 55 D SC kA2

IR T #E W A Mk 45 V8 SC 14 /2 ESP-AT L A% A1) 8 K o 48 5 2 Ik 45 P AR 9 19 SC 4, SO 7 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFEIFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

0 16 0x2800 | 0x01 2 2 A002

1 16 0x2803 | 0x01 1 1 2

2 16 0xC300 | 0x01 1 1 30

3 16 0x2901 | Ox11 1 1 30

PAF NZS Xt ERAU .
+ perm FEARL, ©1E ESP-AT TR LA FHTR.

/* relate to BTA_GATT PERM xxx in bta/bta_gatt_api.h */
/**
* @brief Attribute permissions
*/
#define ESP_GATT PERM READ (1 << 0) /* bit 0 — 0x0001 */
N /* relate to BTA_GATT_PERM _READ in bta/bta_gatt_api.h */
#define ESP_GATT _PERM READ_ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
. /* relate to BTA_GATT PERM READ ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
— /* relate to BTA_GATT_PERM_READ_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE (1 << 4) /* bit 4 — 0x0010 */
. /* relate to BTA_GATT_PERM WRITE in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ ENCRYPTED (1 << 5) /* bit 5 — 0x0020 */
. /* relate to BTA_GATT _PERM WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ENC_MITM (1 << 6) /* bit 6 - 0x0040 */
— /* relate to BTA_GATT_PERM_WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT_PERM _WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT_PERM _WRITE_SIGNED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE SIGNED MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT PERM WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE AUTHORIZATION (1 << 10) /* bit 10 — 0x0400 */

+ _EFRH—F7JL UUID 3 0x2002 HFRS 5 .
o AT RAFERTE]. UUID 0x2803 FRHERT, HU(H (value) 2 WELAUR, BURICEEY 8 i,
R BRAERUR, 1 R R, 0 B R

i R

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

o SBEATE ST ST RYRRE . %ATHY UUID 2 4pAERY UUID, AU{ER AR AUE.
o SEPUATE LT RHMERAST (FT3E) .

A % UUID M 25 QiS5 WA BRI 7 Befs .

U EEAE ESP32 B s BRI BROASRSCIE, AMUEMMEN, FH@RIARIIAEIR T iE%, I ATER &)
o5 a5 o, AR 4R .
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Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

6.9.2  ZiiEIb € SRR AF IR 55
THARGE DA T 2K A A SUIRDIRE I A R 55 -

o WSEIRIDALE TR G 0R A
o & R mfg_nvs.bin S

o T 2k mfg_nvs.bin S

TSR SR 58 1 55 D SC A

e X ARG, B, #Ew L= RS (Server A, Server_B fll Server_C), MIFFEHFX =4
R4 He Wi HER . T IR B E K /N, X LR ATAE SL— RS A B, HAt IR 55 s ml A
i R 05 9547 5 e

L A 55 5 3o
ABIRE LT —AME K OXFFOL {32 Bz 55

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1
2. TR IRFAESE BRI E
A LT —A> UUID 2y 0xC300 [ A BRHE, R HE 3 E S 0x30.
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

3. USIMEHEARART (AIk) o

ABUASIN 7B P AL ACE, %0 0x0000 27338 A1 (notification) A7 (indication) #i4EH -

SEMPA B BRGSO R FEIE T i 55 5 SCAE .

index

uuid_len

uuid

perm

val_max_len

val_cur_len

value

34

16

0x2902

Ox11

2

2

0000
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index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

34 16 0x2902 | Ox11 | 2 2 0000

A H O AT RIZ S GATTS e, AJEEM mfg_nvs.bin XfF,

H: g% mfg_nvs.bin 3

THZH £ A, mfg_nvs.bin ORI A IRIFE I A B 5 FE B mEg_nvs . bin,

I #; mfg_nvs.bin 3{4}:

WS T 8 mfg_nvs.bin 3.
TGS, FERTESARIIRRE T IR, AR A i R S5 AR S5 AR R

Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic + 1
UuID:

0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902 o

Value: Notifications and indications disabled

6.10  dnfaf Fi g L or IX

ARSI AR 1 Ui L iE B ESP-AT 4246 at_customize.csv 24 H E X ESP32 S iy 71X . LA
RFE PO KEM Ry K.

—Z4 4y X 3 partitions_at.csv ff GG, FEILALRE A partitions_at.bin SCPF. WR KA, &
ST Esh. Wi, AREHUE L partitions_at.csv,
ESP-AT $4it T =2 43 X 3 at_customize.csv IR0 H & XS, BHET R KFE,
BB ESP32 B ) o X, R IR = AP IR . S DUFR A 22 DI T R = AR
o 1%PX at_customize.csv
o B%, at_customize.bin

o B3 at _customize.bin £ ESP32 1% &
o T
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6.10.1 {%i% at_customize.csv
5% N RILBIHA at_customize.csv,

2% 1: at_customize.csv 18

=] 1= Bz
ESP32 d-
o * WROOM-32 $§ config/module_esp32_default/at | customize.csv
e PICO-D4 - - - T
* SOLO-1
e MINI-1
ESP32 WROVER-32 module_config/module_wrover-
32/at_customize.csv
ESP32 ESP32-D2WD module_config/module_esp32-
d2wd/at_customize.csv

RIG, TEAER at_customize.csv B SEAE DA T 0]

o BEE XHH P4 X Name 1 Type AW, {H SubType. Offset il Size HJPATE I,

o WIREFHEEBM— P2 IX, ek E e 2% 2 4LFE ESP-IDF (esp_partition.h) HjE
X

- WRC &L, WHRFF Type {55 ESP-IDF [fH[H .

- WRKRE L, HFF Type WEH 0x40,

o HFr X Name AR 16 SF5,

e at_customize 4} KFERIAK/INE XFF partitions_at.csv FEH, FIHETH 40 IR IR AS 2268 75 B o

6.10.2 :pk at_customize.bin

&2 at_customize.csv J5, A PAE T 4R1%F ESP-AT LR [ python IA gen_esp32part .py KA
at_customize.bin {4,

R A, #E ESP-AT TR H SR FHATPA a4, B4 INPUT FI1 OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT Frii M RFARNTIY) at_customize.csv Bl 3 il SCIFAA A2 o
» OUTPUT Fff A iy — Ik CSV U AR, AnSRAms, K6l AR

6.10.3 H45% at_customize.bin £ ESP32 7%

FF at_customize.bin "N F flash . ST AR BE R SRS R ESP32 4y, TS H bRk AT BIfF 241
%o NN at_customize.bin SCPFF)F 2k

2 2: AEIBELH at_customize.bin 1T 2kl

P B S X7

ESP32 WROOM.32 0x20000 0xE0000

WROVER-32
PICO-D4
SOLO-1

e MINI-1
ESP32-D2WD

L] L] L] L]

TEFLBCEESLR ) A4 at_customize.bin 2% F| flash 5 A GEfdi fi—L8 AT fd:
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o AT+SYSFLASH: %3i93%,i%5 flash | 7 5 X
o AT+FS: XM A %321k

* SSL fR45#rtH K

* BLE lR&5#rAH XS

6.10.4 s

AT RUARE 2 R test 1Y 4 KB 43 X% ESP32-WROOM-32 #i4 i,
B4k 3] ESP32-WROOM-32 [ at_customize.csv 3%, W B H/ XK Name, Type. SubType, Offset A

Size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3D000, 4K
fatfs,data, fat, 0x70000, 576K

84, BT BSP-AT A%, i#¥E ESP-AT 4R H 5% N 4T python IZ< 4 i, at_customize.bin.

python esp-idf/components/partition_table/gen_esp32part.py —-qg ./module_config/
—module_esp32_default/at_customize.csv at_customize.bin

X5, ESP-AT 8 H 44 i at_customize.bin.
=4, T2 at_customize.bin % flash,
1E ESP-AT TR H SR FHATPA T a4, 4k PORT A1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD —--before.
—default_reset —-—-after hard_reset --chip auto write_flash --flash_mode dio ——
—flash_size detect --flash_freq 40m 0x20000 ./at_customize.bin

* PORT #4 Ay 124 FK o
* BAUD B il e,

6.11  4nfal =) ESP-AT LK Hyiig

6.11.1 itk

AR FAEHE T M S ] ESP-AT Ethernet, Ff i ff AL, R UNTARIA 2 A5 ) o

6.11.2 45— AE IRk

1. ./build.py menuconfig -> Component config ->AT -> AT ethernet support B PA
KFLIfE .

2. ./build.py menuconfig->Component config->AT->Ethernet PHY &P KN PHY,
VEFEPAKIM PHY UL 25 PHY BL % .

3. EHRE esp-at TR (5% kbt ESP-AT T42), 528 s PR 81T B AT

PHY fic¥i

i) . /build.py menuconfig FLEDAKFHEE H A PHY Rk, 2 EUERF ARG (R 68 AN [F] 14
BE A AN o
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Espressif 145 7785 {4 DA M I % M BRIA B Bic A2 6 A IP101 PHY bk, ESP32 AT fiz 2 SCHEPUFPDAK K
PHY: LAN8720, IP101, DP83848 fl RTL8201, [T TI{& F4Er=, TLK110 PHY L&A ZHE.
SRR A PHY, {52:2% ESP32-Ethernet-Kit V1.2 A 1455 #7511

6.11.3 55 2B EHIF LRI

S5 R MOB I IR B B %, T RM 3% % DHCP #53R 2 I TP . st 4 I 1P
MR, W 2 T A e )2 o S840 PC ping il I 4R

6.12 I B Im—AFri B S+

ESP-AT TR #r 2 A, HH T AWt &S0 factory_param_data.csv #l module_config, 324
T ESP-AT TRECRHF6 (RS R &) . B DA ST L SO L

ta | E4E IABLE X
ESP32 ¢« WROOM- * module_config/module_esp32_default/sdkconfig.defaults
32 * module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
e MINI-1

ESP32 | WROVER-32
» module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
* module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32- | ESP32C2-2MB

. dule_config/module_esp32c2-2mb/sdkconfig.defaults

c2 H#: 2 MB modu'e_contig 5P g
g}ﬁa&? ESP32- ¢ module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
C2 (ESP8684)
EY))

ESP32- | ESP32C2-4MB

© (B 45 4 4 MB * module_config/module_esp32c2_default/sdkconfig.defaults
flash [f§ ESP32- * module_config/module_esp32c2_default/sdkconfig_silence.defaults
C2 (ESP8684)
#51)

ESP32- | MINI-1

3 * module_config/module_esp32c¢3_default/sdkconfig.defaults

¢ module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C6-4MB
c6 (B 4 W 4 » module_config/module_esp32c6_default/sdkconfig.defaults

MB flash ¢ module_config/module_esp32c6_default/sdkconfig_silence.defaults
ESP32-C6 &41)

T

e« M4 /build.py menuconfig H [ silence mode F 0 B}, X BLH 0y E B SC4H
sdkconfig.defaults,
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e 24 /build.py menuconfig W silence mode iy 1 W}, XMV B He B i & 4R

sdkconfig_silence.defaults,

WA EAE ESP-AT TAE AN ESP32 410 30HF, WIFG 2B X U e B30, LAkl “ESP32 ##
NI

o ESP-AT T FE%f A e Se A, 4% ESP-AT TU3ih B AH L Fr BB, AR & B A Bt H AR
Ho, EABBGRNEY, PR TERER, SR AMER.
» ESP-AT TRECIER SRR, (B P Z B MGERA B &1

ASCRFF UL AT e ESP-AT TAE ol ESP-AT LSRRk ESP32 0 R S B A RTZE S0 8F, R 3ChA
A hnxs ESP32-WROOM-32 .5 A1, %441 ] SDIO M A2 #kikr) UART #2H .

* J& factory_param_data.csv e 243 8
o 157X esp_at_module_info #E #)1k

o B E AR I

6.12.1 AF factory_param_data.csv NI {5 B

FTHFAHY) factory_param_data.csv , FEFRMERGHA T, RIELRTFEREM LS. RO, KA
¥ platform &% E N PLATFORM_ESP32, module_name ¥ N WROOM32-SDIO, HAWSHLEEN
TR (BREGESE LT AHRENE).

platform: PLATFORM_ESP32
module_name: WROOM?32-SDIO
description:

version: 4

max_tx_power: 78

uart_port: 1

start_channel: 1

channel_num: 13
country_code: CN
uart_baudrate: -1

uart_tx_pin: -1

vart_rx_pin: -1

vart_cts_pin: -1

uart_rts_pin: -1

6.12.2 {&X esp_at_module_info &5 {44

1E at/src/at_default_config.c F1HJ esp_at_module_info ZEMEFTRNIE & XEHER .
esp_at_module_info Z5MA4EMHE OTA FFHIGIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

PR oTA ThiE, IRAE — A% ota_token FIE=/13% ota_ssl_token Wi%iX& N NULL,
FH— 1S H module_name W5 factory_param_data.csv 4 H ) module_name —%{,

FHEBWNGEH esp_at_module_info ZEM,
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static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF _TARGET ESP32)

#endif
#if defined (CONFIG_IDF _TARGET _ESP32C3)
#egéif
#if defined (CONFIG_IDF _TARGET ESP32C2)
#endif
#if defined (CONFIG_IDF_TARGET _ESP32C6)
fendif

#if defined (CONFIG_IDF TARGET ESP32)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<.SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

bi

ﬁfCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%H%fCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XL 304 at/private_include/at_ota_token.h H

#i1f defined (CONFIG_IDF_TARGET_ESP32)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.12.3 i ¥ L AT

6, #A module_config U3, AN — AT SO I ok A7 UBE AR I L B S (SO SR k7
), SRIGTEH P AR E {4 IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults A f
sdkconfig_silence.defaults

A A, FATE RS M module_esp32_default SCHFJ K H b gy Bl E SO, HEGAH N
module_wroom32-sdio. FEAGIH, Hl'E 3 {} IDF_VERSION, at_customize.csv fil partitions_at.csv F555
Bk, Fefil1H &k sdkconfig.defaults il sdkconfig_silence.defaults :

* ffifl module_wroom32-sdio U T RFE, FEBGUFEE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_wroom32-sdio/
—partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/
—at_customize.csv"

* fii] SDIO i, #%[% UART FLE
- #Fk UART [iCE:

’CONFIG_AT_BASE_ON_UART=H

— B4 SDIO FilE

’CONFIG_AT_BASE_ON_SDIO:y
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SE R R IE, W EE BT 413 ESP-AT LREAE LA B (4. AGd, RATERE TR, Mk
PLATFORM_ESP32 Hl WROOM32-SDIO A SiAbi2H [ {2

6.13 ESP32 SDIO AT 31

6.13.1 TWij4r

ESP32 SDIO AT fii /f] SDIO Hpsliftf7iii, H ESP32 % SDIO slave 5 MCU #4713 .
SDIO AJfifi f —£k el Uiz, £/DFHE 4 14 CMD. CLK. DATO f1 DATI.,

o XTLBI, BRI 44 CMD. CLK. DATO F1 DATI, JLt DATI {EJ kit ;
o MTFPUSAR, LN DAT2 Fl DAT3,

SDIO slave & U1 frs

CLK is GPIO14
CMD is GPIOI15
DATO is GPIO2
DATI1 is GPIO4
DAT2 is GPIO12 (yk)
DAT3 is GPIOI13 (yzk)

6.13.2  imfffi ] SDIO AT

ZEt SDIO AT @52 B, 1G5 I SD Pull-up Requirements [ 7245 ESP32 Fi {4 HE A7 A0 HE, 765 1]
SDIO {523 F4

Slave il

AT T H BN ] UART {E-NA&E® A R, RAILAE T . /build.py menuconfig -> Component
config -> AT -> communicate method for AT command ->AT through SDIO Y5 SDIO

YERtE RN . 2R E ¥ esp-at TR, BB E 21T

Host ]

ESP-AT #3441t 7 ESP32 I STM32 /£ SDIO host ] at_sdio_host % R, %}F ESP32 (%% w6, AJPA
i AT TR esp-idf IRASBEATHR 0% X T STM32, FRATHEAEA 7 5T STM32F103ZET, 5 fii
Keil5 T4 P05 .

T HALFG, ATAS X AR Bl TG I -

6.13.3 SDIO % H #ife
Host il

1. W4k 4k SDIO host
* SDIO host ¥ 4fifk £ s SDIO VM HI iR e, W5 E | &alk# 4 2. SDIO S, #lihfk SD
mode.,
2. frrg SDIO iR,
o XS FEH IR SDIO spec MUARIERIZK, R SDIO slave 17 S 4L
o FRRIFR IR, IR SDIO host fl slave [RIHJE )/, P4, TR 2% RF slave #IURILTE AL
Ja IR . — % host XTEJS BB MMIER], “51F slave JHZh5E AL, FIFUATIRT SDIO @15 .
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3. BlcEdE
o FRMCEE  EEE I DATL ()R W (ES . 482003 k{55 5, host SEHCH I 2T v 7
&%, WRAWHE slave HHFRE L%, host 21 FH CMD53 B2HL slave % -
4. RIEEE
* SDIO AT DEMO Ht, ZakBdfimat 5 A, S8)5 host i ff CMDS53 R4 Acikid 2 .
. %E?E%E’J%7 QR IR, 24 P fE slave fIll B0 555, GRS host Al slave 75 BLEFH] 1A
1k, SDIO.,
o JEVH I AT+RST 53 AT+RESTORE %), host il slave [ FEEZE H# 154k SDIO.,

Slave il

SDIO slave ¥ 4b3H 5 SDIO host 231L), slave #E42 Uk F] SDIO host % ARG, 80 AT core FH550E &
&4 AT core HHTALIR, 7E AT core ZL¥R5E )5, FR%EEHR4T SDIO host.

1. #¥14&4k SDIO slave
e J# sdio_slave_initialize #J4{4{k SDIO slave driver.
e i1/ sdio_slave_recv_register_buf HEHHER AR buffer, 5T nbuizlsE Z, HabiE
W T 242K buffer.
o JEH sdio_slave_recv_load_buf f#kNIMIFENHE buffer, HEABAICEEE.
* sdio_slave_set_host_intena I & host B] I i, FIH B A EHEPRE L% T
Hfﬁ SDIO_SLAVE_HOSTINT_SEND_NEW_PACKET,
* Jiff] sdio_slave_start FERE: EIF IR A% .
2. KRR
* [A# SDIO slave % 3% ByHHE S BARIERERE DMA 500, FTDAGE 40 AT P 82 Ul 31 a] 9
DMA P NAAEY, X1 sdio_slave_transmit #fTk %,
3. B
* i T AR SDIO ¥l £ 445 AT core %, FEJHA] sdio_slave_recv 21§ SDIO %4k
Ja, R TG EEIARF RN I BdE L i 2] AT core.

6.14 nffscBE OTA F14%

ATCR i S ANl ESP32 R IBLRSCIL OTA JH. H T, ESP-AT #3f ARG SR LA =Fh OTA
iy . BRTDMRIE H TR IEFSE A H) OTA fird.

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCREEEHIANR Fr s -

o OTA 443t e B R 93
o 1% B ESP-AT OTA 44347 OTA F+2%

6.14.1 OTA a4 EE B i T ¥ 53¢

AT+USEROTA

It 4lad URL SEP OTA FH4 . 0] DATFH B EAE HTTP [l g5#% BRI, H RiiZ a2 A0SR
IRTIVGR . 5% AT+USEROTA JUELEH .

BT a4 ETH B EX S, B DLl B at/sre/at_user_cmd.c JEACHE R SEIiZ M4 .

Wi 2 3 5 R

1. B4 T ACK HTTP }552%5 .
2. fmpsidRE URL,
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P

o WUERGTIRAGEF AR R XA E N, FETHRGERUS , @I REJCIA(E 1] AT+CIUPDATE fiy
ST, BRARGEH RIS A AT+CIUPDATE #4T OTA H45 618 T H O34

AT+CIUPDATE

It 4 ] iot.espressif.cn {4 BRIA HTTP R 45 4% . %6 & AR AT AR 74 X, a8 0] AT
at_customize.csv HE LA P H & XK. WEREMH AR RFELGIIRA, ZaddRETH%
FRFBRMMIRA . 5% AT+CIUPDATE 3REUCEZ(5 H .
iz a9 E X bin S0, HEFELF R Z—.
1. ff iot.espressif.cn B b W) HTTP iR 5595 , I B4 B i . nfu] SC 88 H . #9 AT+CIUPDATE
2, £ at/src/at_ota_cmd.c,
2. 1t iot.espressif.cn _L@IE—AN ey, JEEIL E 4% bin S0rE. (Wi B @70 Bk g iz 18
1R BIRS 2% EOIEN S .) 55515 Al AT+CIUPDATE # 47 OTA #+ 48 3BUE 25 B,

ARt D)VAIERZ/b - I

L B RLRE R ARk, NI SRE KA.

2. BARI G A e U bin SCPE, U E K HTTP #5575

3. A ACK HTTP 3575 B VI RS XA, B4 2T AE at_customize.csv SRRz Y
) s Lo IX .

AT+WEBSERVER

B LT RSB N T AT . FI, Vo LT R IS 90 6. 2ETFAA T
G2 T web IS B FHBLHIAT AT IS MBIFL IS 201 - 4TV 5% AT+ WEBSERVER
i Web Server AT 18] FREUH 2215 & .

KT SCEAEE OB HTML W6, 155% 56 fs_image/index.html., 4 T SCHL4 H O 49 AT+WEBSERVER
2, H&% R at/src/at_web_server_cmd.c,

AR CISATEE SURE
I, B ) RPN OTA FHak, ARl IEE R4

iR

o WERETHEE AR S R AR E A, FETRSEUE, EnTREJCIA B AT+CIUPDATE fiy
T4, ARG IR 1E A AT+CIUPDATE # 47 OTA J-48 A7 T H C Y4 -

6.14.2 {f§i[f] ESP-AT OTA A 11 OTA T4
i)l AT+USEROTA 347 OTA F}4%

%% AT+ USEROTA JJUE 245 ..

{5l AT+CIUPDATE #E4F OTA J}-4%
L AT+CIUPDATE i %+ 1 78 L bin S0, B 5EZA 2R/ bin SCHF %3] iot.espressif.cn I H.K
H ) token {H . DA BSR4 IA T AT 7E iot.espressif.cn 8@ 45 H L A% bin 3L,

1. ¥TFF M3k http://iot.espressif.cn B https://iot.espressif.cn,
2. phMTUE EARY “Join”, A4 T, HEAEHIHEFIED
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o0e® < m = ft 0] iot.espressif.cn &

@ o
My tasks - Team Work  ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems S E
lotBucket Histart -  Join  Login
& 21: FTJT iot.espressif.cn ¥}
lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join
& 22: il A iot.espressif.cn
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i
o U Join IRER AR PR, WA i I6E, HEER KA.

3. AN BN “Device”, SRJG 5T “Create” RA|IE— A,

Iot' ESpreSSlf Device Product i Start ~ 2 weiyuanjia ~

-
Devlce search device name, serial, key, e product ] & Export <+ Create

'

iot_test

Id 147469
Serial 107¢7503 &
()  8daysago

K 23: fid “Device”
Iot‘ Es preSSif Device Product i Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+

Privacy © Private Device
Public Device

Product

4r

Create Batch Create?

& 24: 53k “Create”

4. MREBIH BN G A NS, W E TR
5. B R 4k G5 OTA bin SC{, FiLHE: AT OTA token ZHIR AL AN FANFIR -

#%7E: WM SSL OTA, #£1ii “The SSL token for AT OTA” 125 Bl &,
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|0t' EspreSSif Device Product it Start ~ 2 weiyuanijia ~
3 Device {id: 1 ial: 0f035413 }
# ot test (@

Private Device Not Activatedunactivated
P {id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
896eba@bd8f7c3b3ea5f2d0df6a906e7@del2d2e

| 2017 years ago |

2695e0e@406b8a816ca2b38b286e@27ccf2deald us developing
e Key 5802d1@b6ee86c617583371a%e4faf4fe@942f2c
~
Datastreams Request Logs o
1 walit for request...
+ Create

R Key set you as owner

Meta-Info @

master 5802d10bbee86cb17583371a%4faf4fe@942f2¢ (maste

owner 7109246496617d2482c6a3b38498119f81734162

+ Create

B 25: AL —

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config ——->
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help > < Save > < Load =

& 26: Fil B AT OTA token %54H - S48 1
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3

Espressif Systems 373 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 6. WA 4miF A & H O AT T2

6. wiiy “Product” #EAM L, 41 FQIETR . BdIER %%, £ “ROM Deploy” " AMUAFI corename.

FEAPIR S HY bin UPFE TSN “otabin” FFLRTF

IDt' ES pFESSif Device Product i Start - 2 weiyuanjia ~
PrOduct search product name, seral, dest product L status s
Id J867
MName esp iot test
Serial Bbiddd7al @ (in B hours)
Status developing
Description
Activated / Total 0r2
9 Product {id: 3867, serial: 6badd7a9 }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing..
Activated / Total o/f2
0%
Datastreams ROM Deploy
+ Create
version vi.0
beta
corename int test
upload rom files, support max 10 files 4
sy | ootabin
&) 28: %y AJRASFI corename
i

FE E 43X bin SCAERPTT
o XIF corename FE, MFEBAUUH T BIEIX 43 bin (4

. ﬁﬂ%féﬁﬁ%ﬂé& at_customize.csv HE LM P HE LXK, HFER ota.bin Bl H

7. Hiify ota.bin FFHLRAF N L HIRA -
8. TE¥ s LisfTAT+USEROTA fip % WPRMZEE ISR, F5IT4h OTA JH.

[iRAH
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9 Product {id: 3867, serial: 6b4dd7ag }

Id

SBET
Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status developing...
Activated / Total o/s2
Datastreams ROM Deploy
e vi.0
choredbeta): v1.0 codenamediot)
i o bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

o WE FALH] iot.espressif.cn [y bin SCAFZ TR, EEAE AT RN :
- WERFAG app 471X, #HKF bin XL E N ota.bin.
— WERFFHH A & LA IR, 3R bin U4 IRE A at_customize.csv H1f) Name B¢,
man, WRFY factory _Param 43X, {EHHRE N factory_ param.bin,
» ESP-AT RFH B A 7E 4 il OTA Zr X, sxX#E, Bl OTA T REAMNRE K, JFlh ESP-AT
P IE R 21T, (X T B 5K, BT ESP-AT (A &t , i/ NMOF9.
o ISRIEFT RN —IF UG TG F e i bin S0, IR 206K pIGIRAS, siR %8 OTA token ¥ ¥
b H &Y token i,

f#iJl AT+WEBSERVER 347 OTA 7}4%

5253 AT+ WEBSERVER 1 Web Server AT ) $REUHE 25 8.,

6.15 il i ESP-IDF fliAs

ESP-AT [ {45 T REEW I T A AESE (ESP-IDF), f3ANWUA ) ESP-AT [ 4% i 5445 1 ) ESP-IDF fit
A, GRFEET ] ESP-AT TFEERIA R ESP-IDF it , ANEE 558 ESP-IDF fift4s, [A°4 libesp32_at_core.a
JIC)Z 1) ESP-IDF fift4<5 ESP-AT T.#2[) IDF AR —Z0] GE 2 FEE 0 B R AE -

B2, FERSERFRIE N, ESP-IDF [R/NGRAS B3t il B4 A T ESP-AT T2, WIRETFTFEEH, AL
rEN S .

ESP-AT [& {4 %} i ] ESP-IDF {4 Sk #F IDF_VERSION 34, X %6 3¢ {4 4 7 #F module_config
SCHE IR BN A B2 SR e i % SO Rl R T B A [ 4 By B T ) ESP-IDF [ 4> 2. R

ID 14 B bk, i 41, PLATFORM_ESP32 F- & [f) WROOM-32 #i 4 ) IDF_VERSION {i F mod-
ule_config/module_esp32_default/IDF_VERSION,

WAy ESP-AT [B|{F 57 ESP-IDF AT, i # MDA AR AE
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o FFMIZ ¥ IDF_VERSION {4,

o MRPETEEEHH A3, #1252 1D F L.

o MBr esp-at WHFFIEA R esp-idf, DA F IR H 56 5k IDF_VERSION H1H5E 1Y
ESP-IDF 45,

o T Y% ESP-AT T 72,

R, 24 ESP-AT JiUAF ESP-IDF JRARIEHL, St S an T .

’Please wait for the update to complete, which will take some time

6.16 ESP-AT [i|{}2: 5%

AT LR T[] — ESP32 RN AT [P SCR a4 BEPF . B I 2257

6.16.1 ESP32 %I

AR LRVAT ESP32 251 AT [ X 531

« ESP32-WROOM-32-AT-Vx.xx.xzip (Z%fi#5 WROOM Bin)
e ESP32-WROVER-32-AT-Vx.x.x.x.zip (Z75&#7% WROVER Bin)
« ESP32-PICO-D4-AT-Vx.x.xx.zip (% f#: > PICO-D4 Bin)

» ESP32-SOLO-1-AT-Vx.x.x.x.zip (AF5fj#KH SOLO-1 Bin

e ESP32-MINI-1-AT-Vx.x.x.x.zip (A~F7f##K}y MINI-1 Bin)

» ESP32-D2WD-AT-Vx.x.x.x.zip (ZAFifai#K 4 D2WD Bin)

BE H1 R0 S

TERI M TE TG ESP32 251 AT BB R a9 5 (1] &0 F0R) - BRIAA SCRHE AT DATERL
EAIAiF ESP-AT TRYG LH Mm% (O 30R). ZaRFmmeE (8O FR), FRILASIH
War RN TERATFI A oM. LKA ECE AT B, SRR B, FEALT
GiiE. EATHIER ECEICTA AR 8 B O RS54t AT OTA TH4L.
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weE WROOM WROVER PICO-D4 SOLO-1 MINI-1 D2WD
Bin Bin Bin Bin Bin Bin

base

user
Wi-Fi
TCP-IP
mDNS

WPS
SmartConfig
ping

MQTT
HTTP
Bluetooth LE

Bluetooth LE
HID

BluFi

Bluetooth SPP
Bluetooth A2DP
ethernet

FileSystem

driver

WPAZ2 enterprise
Web server
WebSocket

OTA ()

W72 5

s WROOM WROVER PICO-D4 SOLO-1 MINI-1 Bin | D2WD Bin
Bin Bin Bin Bin
Flash 4 MB 4 MB 4 MB 4 MB 4 MB 2 MB
PSRAM [x] 8 MB [x] [x] [x] [x]
UART %
Hi_ﬂl

TX: 17 TX: 22 TX: 22 TX: 17 TX: 22 TX: 22
RX: 16 RX: 19 RX: 19 RX: 16 RX: 19 RX: 19
CTS: 15 CTS: 15 CTS: 15 CTS: 15 CTS: 15 CTS: 15
RTS: 14 RTS: 14 RTS: 14 RTS: 14 RTS: 14 RTS: 14

S HREIRELA]

NI T AR ESP32 251 AT BEPFER SRR s R (] & 308 ) . BOIAA SCREAT DA
iWitatpy T A AEWUGIFIIBAL (] @ 30R), URSESR B () © 2R). MFRaf L
(AL, (AT DA K e 433 ESP-AT T42 MR AR B p e B S0

VUART & ]IA] 5 X, PR SH ot Tid B AT #3050,
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T

WROOM
Bin

WROVER
Bin

PICO-D4
Bin

SOLO-1
Bin

MINI-1
Bin

D2WD
Bin

ESP32-WROOM-32

ESP32-WROOM-32D

ESP32-WROOM-32E

ESP32-WROOM-32U

ESP32-WROOM-32UE

ESP32-WROOM-32DA

ESP32-WROOM-32SE

0000000

ESP32-WROVER-E

ESP32-WROVER-IE

ESP32-WROVER-B

ESP32-WROVER-IB

ESP32-WROVER

ESP32-SOLO-1

ESP32-D2WD

ESP32-MINI-1

ESP32-MINI-1U

ESP32-PICO-D4

ESP32-PICO-V3-ZERO

ESP32-PICO-MINI-02

ESP32-PICO-MINI-02U

00000000

6.17 4l \ GitHub | Z 5@l AT [ 1

Hi T ESP-AT 1& GitHub _FJH ] CT (FrBEm) , bR AURD Bt % B GitHub #2421 ESP-AT [ {11
I A o

R PER I RIRRA AT BPE, & 28RS O Cry™ b B T A% IS RE -
WIRAFAE P ERWIPECL B b &R EEE, TR 2L T RE R R il .

PATR P gR A Ay A GitHub R 2ol A AT [

1.

b

SN

BRI GitHub K-S

EIFIAZ B, W GitHub WS R T 2 [ PR S8 AR

FTFFMI T https://github.com/espressif/esp-at

M “Actions” 3£ A “Actions” TJH

sl “Branch” JEHEHEE 7 3¢
BRI master 43 3. QERGEAE BdE 8 S S [ENF, il “Branch” iE A SR E 43 3¢
I workflow T JH] .

G workflow 3 A workflow T ]

FFHRZN B A e, fE Artifacts GUE HP A I B4

FT N B SR I RCAS AT [ £

il WEREHE Artifacts TR BCAREIN VAR, W SHESP-AT B4 £ 5% PEEURE
AT T
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[ espressif/ esp-at

<> Code () Issues 50
¥ master ~

B .github/workflows

8 components

B docs

B examples

B main

B module_config

B iools

xcguang Merge branch ‘docs/update_how_to_customize_ble...

@Wach ~ | 44

i Pull requests 4 (®) Actions

Go to file

feat: add new GitLab and GitHub jobs for all func...
feat(core): Update at core version to 8789daa0

Merge branch 'docs/update_how_to_customize_...
chore: remove deprecated esp8266 spi master (...

refactor: use esp-netif and esp-event instead of t...

fix: fix the issue of high power consumption when...

feature: Support compile on windows OS

[ Projects

070 wiki

v 6Gdaysago ¥91,473

2 months ago
7 days ago

6 days ago

2 months ago
16 days ago
20 days ago

7 months ago

¥y Star | 371

% Fork | 251

@ security ces

AT application for ESP32
ESP-IDF & ESP32S2 ESP-
IDF & ESP8266
ESP8266_RTOS_SDK

espB266 esp32 wifi

ble spi uart ethemet
esp-idf qeloud at sdio

esp32s2 esp32c3

00 Readme

& View license

I 30: ESP-AT GitHub ‘[ /7 51 i

H espressif/esp-at @ Watch ~ | 44 ¥y Star | 371 % Fark | 251
<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae
¥ master ~ Go to file Add file About

AT application for ESP32 ESP-
e xcguang Merge branch 'docs/update_how_to_customize_ble_s... v 6daysago Y9 1,473 IDF & ESP32S2 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

& 31: f55F Actions
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H espressif/ esp-at @Wakch ~ 44y S| 371 %9 Fork 251
<> Code () Issues 50 11 Pull requests 4 (@ Actions [ Projects M wiki @ Security [+ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
%, clciCl Q Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docs/update_how_to_customize ... T ] 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.6.0 espas [ 7 days ago
CIC++ Cl #270: Commit 7135f05 pushed by igrr G) 6m 44s
© Merge branch 'feature/update_at_core_esp8266'i... LT AP CHEL T P, [ 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr G) 8m 47s
¥ 32: Actions T [fj
All workflows
Showing runs from all workflows
Q branch:master
224 workflow run results Event = Status - Branch = Actor =

Filter by branch

Find a branch

@ Merge branch 'docs/update BLEADVPARAM_param... .
master
ClC++ CI #285: Commit b492079 pushed by igrr [
© Merge branch 'docsitrans_compile_project_and_ad... .
master
clC++ CI #283: Commit e5ca22e pushed by igrr
© Merge branch 'docsitrans_four_compile_develop_d... .
master
CIC++ Cl #282: Commit cc39436 pushed by igrr
@ Merge branch 'docs/update_copyright_year' into 'm... =
master
CIC++ CI #281: Commit c6c38fb pushed by igrr
@ Merge branch 'docsl/fix_firmware_diff_doc' into 'mas... .
master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

Merne hranch 'darsladd cinstate command' intn 'm

& 33: ;HiF Branch

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3
release/v2.2.0.0_espB8266

test

[ [T = Py
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Workflows All workflows

All workfl Showing runs from all workflows
workflows

Py Clc++Cl Q. Filter workflow runs

271 workflow runs Event ~ Status ~ Branch - Actor =

@ Merge branch 'docs/update_how_to_customize_ble... = B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
Merge branch ‘feature/lupdate_at_core_esp32' into ...

° g P - —esp. release/v2.2.0.0_esp32 ETMYS agoe
CIC++ CI #270: Commit 713505 pushed by igrr @ 6m 44s
Merge branch ‘feature/update_at_core_esp8266" into...

° g P - —esp! release/v2.2.0.0_esp8266 ETMYS agoe
CIC++ CI #269: Commit 48e0237 pushed by igrr @ 8m 47s

K 34: i fE Y Workflow

@ Merge branch 'docs/update_how to customize ble services' into 'master’ C/C++ Cl #271

Summ
GD ary Triggered via push & days ago Status Total duration Artifacts
o 2 igr pushed - ec5792h master Success 6m 255 1
obns
@ build-esp32-wroom-at
; main.ymil
@ build-esp32-wrover-at y
on: push

@ build-esp32-pico-d4-at

build-esp32-solo-at
o p @ build-esp32-wroom-at 4m33s

@ build-esp32-dzwd-at @ build-esp32-wrover-at Sm 40s

@ build-esp32-mini-1-at @ build-esp32-pico-dd-at  5m30s
@ build-esp32-gcloud @ build-esp32-solo-at 5m18s
@ build-esp32-at-full-function-test @ build-esp32-d2wd-at 5m27s
@ build-esp32c3-mini-1-at ®© huild-esp32-mini-1-at 5m25s
@ build-esp32c3-at-full-function-test © huild-esp32-gcloud 5m30s
@ build-esp32c3-qcloud @ build-esp32-at-full-functi... 5m46s

@ build-esp32¢3-mini-1-at 5mis
@ build-esp32c3-at-full-fun... &m 11s

@ build-esp32¢3-goloud 5m32s

&l 35: f2:ErH Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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6.18 at.py I 1L

at.py LH M T& ek ESP-AT & J7 &1 i & 4. GitHub I [E {451 2MB/AMB  [&] {4 H (1) 2 fh 2 50L&
X LU E AR WI-Fi BiUE . IF BAISANC S . UART Bl & . GATTS FlE %, 48R 00 B T0 300 2 0
SORBY, Al PAMEH at . py L HABBE L X S S5

6.18.1 {T:4IL5R

AR TR, SE at . py TR B AECEB SO S R R . IR SE R Linux
R -

o % —%: Python ¥

s B atpy TR

o H =% atpy BiEBLA

o B atpy 15 EE a4 B E )
s HAEY: BMRE

6.18.2 i5—: Python Z¢3

WEAREAH T 222240 Python, TR DABKIT B BR. 500, ARSI Python B J5 SRS, 5¢ 8 Python 1) 2
2o HEE R Python 3.8.0 Sl s wifiiAs .

LSRR, ETUMER QAT HIA python ——version, %7 Python HiA.
6.18.3 45 2: atpy Rk

Vi) at.py UL, smiifi Download raw file $%§ll, ¥ at.py UM NEEIAH.

6.18.4 52 at.py JHIEBIW]

Yl at .py XFRHESREAHTHSEECE, HEMITTHA python at.py modify_bin —-help,
B SR R A B U

6.18.5 VUL at.py & PFr AL E R B

o 4k Wi-Fifie. &

15 BGE P Fo BB E
147 UART fe &
142 GATTS e &

i

« BAINRA B ASEIE, G, GnT AR RHME S Wi-Fi 5E B AR A R0 E
s REMISEIE, WAL EHAEME, S ARSI E R AEr .
o BWGHISHELE, 7EX4H mig_nvs H3E FAY mfg_nvs.csv 1, &F %N AR,
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C (Y @& github.com/espress|

or jump to. Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~

Issues 116 Discussions Actions Projects Wiki ity (2 Insights

at.py

. ustcew History

: Code Blame
main

.glab-ci.yml

CMak

&l 37: "F# at.py SCHF
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& Wi-Fi it

B Wi-Fi 280 E AR R R

SH IhgE 1 AA
--tx_power Wi-Fi [ K & )% T WL ESP32 R II%
--country_code Wi-Fi HZ TR DL Wi-Fi B Z /X AR F 1 cc FEx

--start_channel

Wi-Fi i 18

HER I Wi-Fi [E XA H1 1Y) schan 2B

--channel_number

Wi-Fi [1) 5 51E 5L

TR L Wi-Fi [E 2/ XA 71 nchan 7B

Bilfn, FEATLAREAI AR fir 4, Bk Wi-Fi iR K& 2035 18 dBm, [EZRAYN US, RIGHER 1, &
fRIEECH 11

python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 —--input factory_XXX.bin

o --tx_power 72: BAfij 72 0.25dBm, 72 /R~ 18 dBm
« --input factory_XXX.bin: i A ¥ [E{4 04

e TS R PIC

A R UE A A A I AN R R -

S8 Ihge [R5 32
--server_ca TLS 55 #2208t CA -3 server_ca.crt
--server_cert TLS | 55 #509uk 15 server_cert.crt
--server_key TLS R 452105 4H server.key
-—client_ca0 0 EBX Funn CAEH client_ca_00.crt
--client_cert0 0B FimiuE client_cert_00.crt
—-client_key0 EESZ A AL client_key_00.key
-—client_cal w1 B il CAER client_ca_Ol.crt
--client_cert] %1 B P ik client_cert_O1.crt
--client_key1 EREST- Sy L] client_key_01 key
--mqtt_ca MQTT % iy CA jiEH mqtt_ca.crt
--mqtt_cert MQTT % Fig ik mgqtt_client.crt
--mqtt_key MQTT & it 2640 mgqtt_client key
--wpa2_ca WPA2-Enterprise % ) ¥ ) CA | wpa2_ca.pem
ey
--wpa2_cert WPA2-Enterprise 7% i Hlk45 | wpa2_client.crt
--wpa2_key WPA2-Enterprise % i) %54 | wpa2_client.key

B, ERTLAEAIPA T ar4, 22 MQTT & i) CA UL . & 7 ik A S -

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt --
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

o --input factory_XXX.bin: #ij A 7 {404

&k UART JicE

B UART BCE, [AIEAT 4 4-3% o 1) UART BB, AU SR BT R RAR
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e IhE L]
--uart_num AT 54 101 UART =5 {XFE AT H & ORI HAE AT a5 DB, 752148

WL [FBRHRIE R tx_pin Al rx_pin
MAT B Es5 0 1B H—F.

--baud AT fip 2 DB JA{E: 115200

--tX_pin AT fip % LY TX B T PR R B B A A S A HCARAE, B 5

--TX_pin AT iy % T RX T PRUE P8 ) A AN 2o MHARAS D 5%

--Cts_pin AT fip % 1) CTS &l T PRUEFRE B A S AHAR A R oe . A
A, BUSEC -1,

--1ts_pin AT 4% T RTS &1 T PR UE TR S A A S AHARE b oE . A

TR, BURISECN -1,

B, GATPAGH AT a4, B0 AT a4 HBARRR N 921600, TX AN 17, RXAFHY 16, S5

i

python at.py modify_bin —--baud 921600 --tx_pin 17 --rx_pin 16 —--cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

+ --input factory_XXX.bin: % A1 E{E 4

&k GATTS [iti

VT, e B4 T B R SR AL IR T IR 5 SCRY, T GATTS R E U gatts_data.csv HI4 7
Bt e
LHTAIMEEUY GATTS BB U R s

S8 Ihee

—-gatts_cfg0 BT gatts_data.csv SC{H index SRy O B)—1 78
—-gatts_cfgl T gatts_data.csv SC{EHT index O 1 —1 74
—-gatts_cfg2 HT gatts_data.csv SC{FH index SRy 2 BY—1 78
—-gatts_cfg3 T gatts_data.csv SCHFH index S 3 Y —1 74
—gatts_cfg4 B gatts_data.csv SCFH index O 4 B —1THUE
—-gatts_cfg5 T gatts_data.csv SO index 2 51— T4
—-gatts_cfg6 BB gatts_data.csv LR index Sy 6 H—4THUR
- gatts_cfg7 BB gatts_data.csv SCPFH index Sy 7 B—4T 8
—-gatts_cfg8 HT gatts_data.csv SC{H index iy 8 BY—1 74
--gatts_cfg9 SEHT gatts_data.csv SCPFH index Sy 9 BY—4T 4R

--gatts_cfgl0

T gatts_data.csv T index 4 10 f—F 78R

--gatts_cfgl1

P gatts_data.csv S index SR 11 i —F750RE

--gatts_cfgl2

T gatts_data.csv 0T index S 12 f—F T8

--gatts_cfgl3

B3P gatts_data.csv S index i 13 1 —1T50RE

--gatts_cfgl4

T gatts_data.csv SO index N 14 1 —F T80

--gatts_cfgl5

B3 gatts_data.csv 34 index iy 15 i —1THE

--gatts_cfgl6

BT gatts_data.csv SCPFH index 2fy 16 B—F75H

--gatts_cfgl7

B3 eatts_data.csv 34 index iy 17 i —1TH0E

--gatts_cfgl8

TP gatts_data.csv {1 index 5 18 f—F7%KHR

--gatts_cfgl9

BT gatts_data.csv S index 2Ry 19 —F 75k

--gatts_cfg20

BT gatts_data.csv SCfHT index 5 20 i —FTERE

--gatts_cfg21

BT gatts_data.csv SCPHT index 2Ry 21 —F7 5k

--gatts_cfg22

T gatts_data.csv SO index 4 22 B—FTH0R

--gatts_cfg23

T gatts_data.csv S index 2Ry 23 i—F 75

--gatts_cfg24

T gatts_data.csv 3L index N 24 — 1T H0RE

--gatts_cfg25

T gatts_data.csv L0 index S 25 f—4 T4

--gatts_cfg26

T gatts_data.csv U A index Sy 26 F—F T8

T

n

'~
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R3I-ZET

SH IhgE

--gatts_cfg27 AT gatts_data.csv U index SN 27 I—4T78dE
--gatts_cfg28 BT gatts_data.csv SCPEHT index Hy 28 B—F 75
--gatts_cfg29 B HT atts_data.csv U index SN 29 B —4T4dE
--gatts_cfg30 T gatts_data.csv SCFHT index 4 30 B —F T80

B, ERTLAE AT 4, B index 2 0 4714 perm ALFR.

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" —--input factory_
—XXX.bin

+ --input factory_XXX.bin: % A1 FE{E 4

TR BEURI AT [EE, SR F Cify™ i AT IS UE S fiE .
PR AFAF ORI E SOR I IR B T 3Rtk . T2l RERY AR L

hsk: WPk IR E A d, SEUE SR .

6.19 AT API Reference

6.19.1 Header File

» components/at/include/esp_at_core.h

6.19.2 Functions

void esp_at_module_init (const uint8_t *custom_version)

This function should be called only once.
%% custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value -the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)
Parse float parameter from command string.
S8
* para_index —the index of parameter

* value —the value parsed

R

ESP_AT_PARA_PARSE_RESULT_OK : succeed
ESP_AT PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
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esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8

* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
* len —data length
* msec -timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

Rl
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

S8
* custom_at_cmd_array —at command set
* cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%% ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom _ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
%4 ops —custom operate functions set

uint32_t esp_at_get_version (void)

get at module version number,

J&[A] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
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void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,
S8

¢ data —data buffer to be written
* len —data length

B
e >=0: the real length of the data written
* others : fail.
int32_tesp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
ZH
e data —data buffer to be written
* len —data length
B
* >=( : the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
SH
e data —data buffer
* len —data length
B
* >=(: the real length of the data read from device
e others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)

wait for transmitting data completely to peer device,

¥ timeout_msec —timeout time,The unit is millisecond.
Bl
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=0: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

Z¥ terminator —the line terminator
B
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is  “\r\n” .

#&[n] the command line terminator
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const esp_partition_t *esp_at_custom_partition_f£ind (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.
* type —the type of the partition

* subtype -the subtype of the partition
* label —Partition label

1R[] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (wvoid)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

%8 callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.
int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.
S8

» buffer —buffer to store the version string
* size —size of the buffer
Bl
* > (: the real length of the version string
* others : fail

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf’)

6.19.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command
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Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected
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struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)
callback when AT status changes

void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before entering light sleep

void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.19.4 Macros

at_min (x,y)

at_max (X,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT CMD_ERROR_OK
No Error
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ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch

ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_ CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.19.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.19.6 Enumerations
enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:
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enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP

enumerator AT_MIN_MODEM_SLEEP

enumerator AT_LIGHT_SLEEP

enumerator AT_MAX MODEM_SLEEP

enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch
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enumerator ESP_AT SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_ PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT_ OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT RESULT_CODE_OK
13 OK 7

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT RESULT_CODE_FAIL
“ERROR”
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enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT_RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_ AT _RESULT_CODE_MAX

6.19.7 Header File

¢ components/at/include/esp_at.h

6.19.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)
get current module id

void esp_at_set_module_id (uint32_tid)

Set current module id.
¥ id —[in] the module id to set

void esp_at_set_module_id_by_str (const char *buffer)

Get module id by module name.
%%, buffer [in] pointer to a module name string

void esp_at_main_preprocess (void)

some workarounds for esp-at project

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)

get storage mode of mfg parameters
i)ilﬁl at_mfg_params_storage_mode_t

void esp_at_ready_before (void)

Do some things before esp-at is ready.

£41{E: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.
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6.19.9 Macros

ESP_AT PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

6.19.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_ NONE

enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION
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AT FAQ

o AT EfF
— ROGABLAIZA B H KA B, 4o T IRIRE ) a9 [E) 4 2
— 4ofTIR I AT B4R 25 ¢
— B L E 0y AT B 4o T 2%, 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3% busy = H X )2 H ¢
- AT B, L9 EREH AN GAE RSB TmEL, A4
- ETRRAR LAy BRIN AT Bl L3R dr &, VA BRI G AR pe R T 46 33§ ¢
— I MCU %> ESP32 % &% AT %4 Fihw, A4 )RR 2
— Wi-Fi ¥ (4T¥F WIFI DISCONNECT) % H1t24 2
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
- REH AT 545 H TR = ARG R =78 ¢
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT &5 5k F 4 ho T AL 32 2
— AT AP B 2 R BTS2 (BRik: 115200)
— ESP32 1% A AT 0 5t NiE AR X, 4o REEa9 I S WA, ESP32 fe 4 By RT3 8 ¢

- IR E T E P 35t T1% 8 notify = indicate 5% ¢
o EAF
- ERFE AR Loy AT B2 K85 K flash % K 2
— AT B 4ot & & error log ¢
— AT j£ ESP32 #5#0 k04 UARTI i@ 12 % Wpl5 ESP32 ¥248.64 datasheet Bik UARTI % P TR — 3 2
o MAE
— AT Wi-Fi i 35360F % 00 2
— ESP-AT BEl#F TCP £ i % O K/ T T A 2
— ESP32 AT Bvt S 4o T iM)iX BARAL 2
o b
— RS R T AR AR 3R v Rty AT 4 2
ESP32 AT 4ofT45 2 TLS WU ¢
AT [ 4o T 157k TCP %353k 2
ESP32 AT % # PPP*%?
AT Hof T 48R X B & ¢
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8.1 AT |1

8.1.1 IR BAT I AN, AR IS T A B0 ?

WIERAT B+ TEAT B BRI R [, ST %5 B AR % -

o GEAR RIS IC B AL R [ (4 (R ESP-AT B A 2 5%)
o BH HILEAT KR8 AT B+ 2 .

8.1.2  MfARI AT [l gh ?

esp-at 1l H DAYE AR AN T4 136 R A 28 A T AR B G P vh 40 e« BRI PE (LT esp-at/
components/at/lib/ HRT) ZMIRRY, FIFEITE.

8.1.3 B L ¥ AT WlfEanf F#E ?

o sk TR Na Flash N T H..
o BESRHINLIE S FHAT T Hdsd.

8.1.4 ey ESP-AT 4k il R BiAT bin 34 7

Tl DA Flash 2k T H fi%) combine #4178 G .

8.1.5 iy ESP32-WROVE-E Kifl Lrfii, Hi 113 e “flash read err,1000” i
fH 2 7 Bl AT a5 4 ?

« ESP32-WROVER-E {541 ) 3% 45 B3t ESP-AT [&E{4:, FIEH P “flash read err” (145,

o GNSRAE L ESP32-WROVER-E #4111 AT 2 DIRE, 152 W F SEie RIS - Fbe s [ 4 .
- FHEH;
— EIER
- B E M

8.1.6 Eidlily) " AT [IfFRE M Frimdss ?

o BT SCRHE S, (HR A SRR
o X RRAIBEMEAREE, EnTAE LR 1 Ay AT+UART_CUR 5% AT+ UART_DEF #1154
o MU AE,

8.2 AT fwl L5

8.2.1 AT ¢/ busy &2 5K ?

o PR “busy” FURIEAEALPRTI A4S, TCIRMAN AT . O AT i B2 &k, A
WEERSERT— ke, ABERICE A
© WHEZRMATETRHAR, RERAPUR “busy” m “ERROR”, FEAMER IIHHIA, HI1E
KR AR
- B A AT+GMR (/747 CRLF) (A%4F), T AT+GMR (HA77F CRLF) ©42 A& 5e i
AT 6591, REXPITHML . WEUIR ARG M AR5 M AT+GMR #2405, Sl 15T
AT, RO B SmA, REHRER “busy”, HARE RGO LM | AT+GMR #
T, PRGBS AT, SHRAPREOA AR S, R4475 “ERROR”.
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- MCU %:i%x AT+CIPSEND J, Yi#| busy p.. Wi, MCU 525 Ak Xcdls. [ busy p.. i3
AR S AT, METE AT BIEF AT E—Z )G, MCU FEEH ik iy

4.

8.2.2 AT [ilfF, EWURRES a4 BB PifEe, Mha?

ERR CODE:0x010b0000
busy p...

o WEEARWRE” IEFEAR E—4md7.

o —BAEIL T A SR busyp-”, 278 ERR CODE J2PA AT IT T RIS .

o ISR RS AR Rtk ] TIXAME AR, WREMIRRLZ XA ST 2 R
THITAF IR AR S, B LR IE T E A AT fr

8.2.3 AEAFIBLAL ERERIN AT [ 1F SRR i 4, DLRWIBRE fir 4 AWIBAS R AS I 45 52
7

o ARGAE TR ESP-AT TEA [FIREALEBOA B (AR SRR fir &, T AS B ESP-AT B 2 7%
o ARG AR I G o M BCATT UG SR, ARSI IA BB TR e, &R PAS % release

notes,

8.2.4 1 MCU 43 ESP32 &4k AT a2 Joilknl, St 25K ?

24 MCU 45 ESP32 5 ik AT fiy & 5 T Wil METR TS, 7FEfRF SR :” ATv\n”,
W& E AT B & &R R R

8.2.5 Wi-Fi i) (JTE WIFI DISCONNECT) & hfl-2 ?

WAl DLFFAT B 3% v & FE P Wi-Fi WP R A, @ % 237 B “wifi disconnected,
rc:<reason_code>", ALY <reason_code> iEZ&% : Wi-Fi R [H{LHH,

8.2.6 Wi-Fi &% ULIT 3 25 Pk ] G4y Wk vk ?

* AMPDU ez PE L.
- QREK R8N SR AMPDU, 82 ESP32 AEFK AR A H I, H 3 X[ AMPDU LjfE.
— SRS 2e S AMPDU, {H 2 5% By 281 ESP32 2 6] /) AMPDU f& 5 {7 AE 2 bE A, A4z
WK A AMPDU ZifEE(# ESP32 (1) AMPDU Thfg. fR 245 ] ESP32 ) AMPDU
IhEE, 4 HAT%F ESP-AT 142, {ESB TRl E TR Bkt
x+ 25 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi->WiFi AMPDU RX
* phy mode FHEZE1E R Q1R B Hh #5F1 ESP32 2 [a] 1) phy mode f77EAEAS 1 0]/, P2 B )40 % th 2%
i) phy mode 5 # ESP32 [ phy mode. HIAREEY 5 ESP32 [¥) phy mode, i#5 % AT+ CWSTAPROTO
.

8.2.7 ESP-AT #4174 % + ESP-WIFI-MESH ?

ESP-AT 24 i A 57+ ESP-WIFI-MESH,
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8.2.8 EMA AT av A VEHER H 2z UL B s iz pil ?

MR AT B, BB 0LF R

o P =N HZ%: AT+MQTT aliyun,
s BR=MNHZ%: AT+MQTT QCloud,

8.2.9 AT an At Ml UL BRI RG I T R H h4 ?

A[PA. ESP32 i) Wi-Fi fll Bluetooth LE 3t i —#R Kk, W {ifi fHAT+RFPOWER fiy 43 E .

8.2.10 W Ulahxl AT 728 ESP32-WROOM-32 Eide vt ¥ b HID 8RB, ?
T PAWY, 8 Z% Bluetooth LE AT 474~ % . T X AN 842 7 B A0 s 4832 - https:/pan.baidu.
com/s/1 TgNE2DpJtVARGgB-jb8UIQ #ZHtfig : f6hu,

8.2.11  Jyifuf 5 I 2 BRI I P AS S £ AH vl DAAE G ¥ AN 2 1 ESP-AT R 52 £ 1% 4
7

BIANTE ESP32 R 51 SRy 4 WPA2 (ol itk th A5 DhAE, 75 4% 7L menuconfig H T /5% 20
B8 . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command support,.

8.2.12 AT iy APk AT i b2t 7

W PAZFZAT & & 53 BT P I SCPATEE .

8.2.13 AT firAvpih b P M T DLz 7 (BRik: 115200)

AT i 453 LAGBERE A8 i MBI .

o W—Fhiyyk, fal AT E 16y 4 AT+ UART_CUR 5 AT+ UART_DEF ,
o TR, ERTAE B R IE AT [, IFNGH: defT%HiF AT T2 5457 UART )%
HFEBE,

8.2.14 ESP32 fli}l] AT iy &k AELBLA, WOREZIIRIF, ESP32 G4y Al
WRHE R L 7

“WIFI DISCONNECT\r\n"”,
C WEEBNR, U fE ATV210 ZIFHN, v2.1.0 B2 WA TR G % 4

8.2.15 ADV ) kB Eld 31 v ZJn Wiz i e ?

AT+BLEADVDATA i34 345 adv 4k 25050k 31 735, WRHERE T K BS5, W
& | AT+BLESCANRSPDATA 4 %1% 'H .
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8.2.16 {IKLFEWE A % o i fnl fi fié notify Al indicate Hjfig ?

o (IRDIFERE A FHER B IERR T3, Bi8A notify fil indicate. XPFHERAE MRSt ]
B P A aRE R, (R A R IR ) B P i Al notification,
WELEE ccep BMH.

o MEBHHE notify, FE 0x01; WRTHFE indicate, FEE 0x02 (5 0x2902
ARAF) s WA RE notify WAEMHAE indicate, FFEE 0x03,

o b, ESP-AT WBRiAMIAR S, 0xC305 J27] notify [, 0xC306 &) indicate
B BT BB X NHE FTHRY 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// F 0x01

OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0, 3,7, 1,2

>

// B 0x02

OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>
// B ccc £ server H Pl 4k # notify F indicate H ] 3% & #

8.3 mEfE
8.3.1 {EARRIBAL LIy AT [EIPFEERAE)Y flash 2K 7

o %I ESP32 AL, HFTLASHESP-AT B £ 5

8.3.2 AT [ f-infu#55 error log ?

» ESP32 7F download port £ error log, ZRiA UARTO & GPIO1, GPIO3,
o TR AT A P iE Ak

8.3.3 AT 1t ESP32 Eigl |1ty UART1 {5515 ESP32 Kigl (1) datasheet 2k i\ UART1
o .
EA—3 ?

« ESP32 % 10 Mt 1E%i% ESP-AT fOPAE, 7 DALE menuconfig rhif it 4k (HHL B IS4 UARTI
M THIICE, FrPARkS B 3R datasheet 57 IR — AL -
o IR I PAZ: ] factory_param_data.csv.

8.4 TEig
8.4.1 AT Wi-Fi ¥EBEEH 2 7

* TN FEHFT, AT Wi-Fi FEZFER SN 5 A EAESCERE H, Wi-Fi S AT % 2
PERE, PIZGEREE, BIRKLIERESZ AT,
o W[PAEIZAT+CWIAP () <jap_timeout> 24, LA H AT .
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8.4.2 ESP-AT [t TCP %Kik id 1 K/l ULk ?
* TCP Ak % I M RIICTAE L a2 B0, 7520 M S ESP-AT AR OB [

o T DA H AL B menuconfig Z:4{, Component config > LWIP > TCP >Default send buffer
size,

8.4.3 ESP32 AT £ anfaf ik S 4L ?
o AT FEnb s s ma R 25 %, B esp-idf 1y iperf /R GIHEATINEL (F) AT WS, 355
BT, FEREAE RV R 1460 AT ESE KL ) .
o MR BFARNW L TR, B PASH 4ol TI2 & ESP-AT Bek bbb RAEREHE,
8.4.4 ESP32 AT #i\ltl1F Bluetooth LE UART & {414 KA H %L ?
WABIHEE R, BB IER3 8 2000000 ), ESP-AT Bluetooth -} 1% 4 284 0.56 Mbps,
ESP-AT Bluetooth LE P {£#5# # 4y 0.101 Mbps.

8.5 I

8.5.1 IREL N vl DLl B ok fekiy AT v % ?

« ESP32 3745 UART. SDIO %135 .

o AT BN 2 UART 42 kA%t . - QR 75248 A SDIO (3% SPI #% 1 #E4 73l
&, WPAEET ESP-AT Pl gai, 5 WLmF o 4.

s WEZYRHES % (I AT SDIO #:11 , i AT SPI#:11 , B i AT EH:FH D .

8.5.2 ESP32 AT U J<MLyfie o {i )] ?
AT BRIAE 2 AR AR I EERY, R AR I 3 AR T RE, Al ASH4e T 2 A
ESP-AT VA KR 4.,

8.5.3 ESP-AT iifaf k47 BOB i\ilF ?

Tl 5% ESP32 ¥ ¥ £ 1 BQB 5 il .

8.5.4 ESP32 AT Infn[fixg TLS BpiSUlRA ?

4% 1% ESP-AT T2 m}, B PAfE ./build.py menuconfig > Component config >
mbedTLS H3%F, W DARFATEZAY AR F A RE -

8.5.5 AT WlfFanfl i TCP &% ?

« Bl AT BHARFR) TCP s RIEHACH 5.
* ESP32 AT £ K % FF 16 4~ TCP 4%, 7] PAYE menuconfig HHEF TR E , & AT :
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
— ./build.py menuconfig>LWIP > (16)Max number of open sockets

Espressif Systems 406 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


https://github.com/espressif/esp-at/blob/8b01b678/main/interface/sdio/README.md
https://github.com/espressif/esp-at/blob/8b01b678/main/interface/spi/README.md
https://github.com/espressif/esp-at/blob/8b01b678/main/interface/socket/README.md
https://mp.weixin.qq.com/s?__biz=MzA4Nzc5MjkwNw==&mid=2651783810&idx=1&sn=fb0e132af240606d8178347966721542&chksm=8bcfaee6bcb827f03992aa200a2eb2baef5114712a4001da0c8282502a9183f5379605412cea&mpshare=1&scene=1&srcid=0920VLpOLubCew48DrCRdjCT&sharer_sharetime=1583218643838&sharer_shareid=1a1137fefea7b87a843519e48151f9a4&rd2werd=1#wechat_redirect
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 8. AT FAQ

8.5.6 ESP32 AT ¥ +f PPP 2

* A3, 2% pppos_client /B AFTEEEL.

8.5.7 AT Wl pEREIA H & 7

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity &XE %] Debug.,
— ffifie Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifE TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAHZN AR 2) log S5 E ] Debug.
— {# i BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥} H.{k

MBI ER S log G4k E #| Debug.
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Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

o After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

» After sending the AT+CIPSENDEX set command successfully and returns >.

» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command

and restart the module.

¢ After sending the AT+BTSPPSEND execute command successfully and returns >.

¢ After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.

A BER AT BN TARRG . FEar BT, AT & din LIS LA P AP S e 1F AT ardE 1AL

H, [E AT A2 0B A HATE R . AT FE FIEI T, SNG4 X dEASIER X,

* KIAAT+CIPSEND B n ), & > 2 )5
* KIKRAT+CIPSEND AT, WK > 25
* RIRAT+CIPSENDL B iy 182, 1 > 2 5
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L]

KEAT+CIPSENDEX V82, WE >2 )5

K IEAT+SAVETRANSLINK V5B T, &1L (AT+RST) wid, HHERZ G
K i%AT+BTSPPSEND P4 TS 2, WK >2 )5

K ik AT+BLESPP $A 762183, & > 2 )5

EBIAY, Kik+++ i, SMBIEREX B, dEAGESEX.

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

L]

After sending the AT+CIPSEND set command successfully and returns >.

After sending the AT+CIPSEND execute command successfully and returns >.

After sending the AT+CIPSENDL set command successfully and returns >.

After sending the AT+CIPSENDEX set command successfully and returns >.

After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command
and restart the module.

After sending the AT+BTSPPSEND execute command successfully and returns >.

After sending the AT+BLESPP execute command successfully and returns >.

In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
Blabik AT, AT S DR AT PR A R R (B THRERI+++), AN ZE AT
s, XUHPRS T KA. AT 7E FAIHOL T, S b #F A dB X,

L]

L]

KIEAT+CIPSEND B 553, & >2 5

KR AT+CIPSEND $ATan 4B, W& > 2 )5

K iEAT+CIPSENDL % B a4 831, FE > 2 )5

% 3% AT+CIPSENDEX ¥ B2 ), W& > 2 )5

%1% AT+SAVETRANSLINK B G, FRREAT+RST s, BAERZ G
K iKAT+BTSPPSEND $ AT 2, WX > 2 )5

K IEAT+BLESPP AT 4 3, B > 2 )5

RN, Kik+++ i, SAIIEEX R, FEAG S
DHCP Dynamic Host Configuration Protocol
B AL B
DNS Domain Name System
Ik R G
DTIM Delivery Traffic Indication Map
JE IR AL 5 7R LS
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT iR %43
HID Human Interface Device
NHUEE et
I2C Inter-Integrated Circuit
AR R B R
ICMP Intemet Control Message Protocol
PR A 2 o 4 SRR
LwIP A Lightweight TCP/IP stack
— MR H) TCP/IP Hll
LWT Last Will and Testament

gt

MAC Media Access Control
MAC Hiitik

mDNS Multicast Domain Name System
Z 1% DNS

manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.

—NE TR NVS. manufacturing nvs 770l 1 AT B PEBGART I 2IRBRAIE TS . #A4]. GATTS
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Hodf . BH(FE . Wi-Fi iU, UART FRCES, XSEEFR, BOAMATE raw_data BL, AT
mfg_nvs.bin, $EFF| at_customize.csv F5E LWL E .

MSB Most Significant Bit
R AR

MTU maximum transmission unit
R AL T

NVS Non-Volatile Storage
5 KA &

Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

WAL fRR BOAE s
TEE LT, PR PASGR AT fgdr. BN, P AT LAESEAT+CIPSEND fig 4, 4k AT fig
2 HE ) MCU Blla 2 & fidd s A ER sl 2 A% . 2l AT apd HaR 25 MCU, - [
2Bl +IPD ).
Tl Uy, ARIEEWTIT, ESP32 ALTEIE, HRRIELIBIT
WL A5 55 Transmission Mode Shift Diagram.,

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
L PETCLNNE . OWE 2 —Fh Wi-Fi ARifE, EHl PRAg S i s 2 () A8 15 52 B OR AP, AN 52 HoAt b 5
RIS o
WENHISH e AR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

ARG Wil @ Rar i s
TEBEWUT, PRREAISIHE AT i, B TR +++ S AT ay4 R BTA Y MCU
iﬁti‘}if%‘[ﬁﬁ%%ﬂﬂﬁ, KB EI R . WAL ER R AR il AT v 1 Jeigdioh, iz m
#5 MCU,
Wi-Fi BRI, WIRIESWTIT, ESP32 A% i, S AEHiE T, B i
At+++ B HE, WS IRETE; ESP32 A IRSTASIT, 2 X IR RN T B TR, O B
A+++ B ER .
WL N5 2% Transmission Mode Shift Diagram ,

Transmission Mode Shift Diagram

T
1
1 ]
: AT+SAVETRANSLINK=1],..] :
1 AT+RST |

e e e e e — — — — — — — ——— ———— —— — — ——  ——  — ——  — — —— ——— —————

& 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-&-i@ &3 42 X))
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e Passthrough Receiving Mode (i% 15 10542 X))
¢ Passthrough Mode (1542 X))
e AT+CIPMODE
e AT+CIPSEND
* +++
o AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
AW TE-5- 18 2442 X A A X Z [ — M Im IR
TEBEEFAR, AT R RE AR B B L iid o s (H AT AT DANCER A M 5o il 8o, @i AT fi
A O B HhIR F 25 MCU. £ /44152 % Transmission Mode Shift Diagram ,
PBC Push Button Configuration
A e
PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIiALE, 7t ESP-AT THEH4511 2 Fk OPEN Hl WEP PASMY Wi-Fi AUERE
PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NIFEPIER A . AR SIERN A (PKY) 22—t Bt 2595% . BHECR SR
B EERHZERE , MW TAIE . 8. 0. (. A e e 1.
EEZNHESH NI EYIERIE.
PLCP Physical Layer Convergence Procedure
PLCP #pi, B3 Z 2 R YL
PMF protected management frame
SZ AR ER
PSK Pre-shared Key
FiL ]
PWM Pulse-Width Modulation
kst S JEE i
QoS Quality of Service
Hiz 55 Joi i
RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SEIE RS, O SoC M — 2L, AEALMLEL A BT #RBERE I PR T AR
SMP Security Manager Protocol
ARG
SNI Server Name Indication
255 s AR 7S
SNTP Simple Network Time Protocol
G R L
SPI Serial Peripheral Interface
EpATAMRR D
SPP Serial Port Profile
SPP i, HEf 11X
SSL Secure Sockets Layer
SSL #pi%, BpZeas g fey il
system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.
RGN AT iy 1A MCU B8l . f45 RGHEEHE A \r\n 45 . TR RS B UL ILAT 7
a

TLS Transport Layer Security

TLS i, BiA&H 2 Al
URC Unsolicited Result Code

JEER G R, — i ABZH LT MCU ()5 Fk (A
UTC Coordinated Universal Time

P A B
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UUID universally unique identifier
T ME— TR D
WEP Wired-Equivalent Privacy
WEP iz =, B LS 80ms
WPA Wi-Fi Protected Access
Wi-Fi {4795 ]
WPA2 Wi-Fi Protected Access 11
Wi-Fi {4717 i) 11
WPS Wi-Fi Protected Setup
Wi-Fi R4 5.
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
?5 NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] 9e++

SEEEEEEEERERRR
ANSEEEEEEEERERRE
FESEEEEEEERERR
FEESEEEEEEERRRE
FEEEEEEEEEERERE

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o
* N TCP/IP HEALFIA G 2
o REMESEHDAR IR B2 BRIV T L5
o WU i1 18] 5.5 T A
o PR E SCAT iy

¢ genindex
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AT + CONNECT = CONTROL

. abcdef...

[OK]

/| 2: ESP-AT fir4
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A

A2DP, 409

ADC, 409

ALPN, 409

AT, 409

AT command port, 409

AT log port, 409

AT port, 409

AT 4430, 409

AT H&mH,409

AT 3% H, 409

AT_BUFFER_ON_STACK_SIZE (C macro), 397

at_get_data_len_fn_t (C++ type), 393

at_get_mfg_params_storage_mode
function), 396

at_handle_result_code (C++ function), 390

at_max (C macro), 392

at_mfg_params_storage_mode_t (C++ enum),
397

(C++

D

Data Mode, 410
DHCP, 410

DNS, 410

DTIM, 410

E

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL c
macro), 393

ESP_AT_CMD_ERROR_CMD_OP_ERROR (C macro),
393

ESP_AT_CMD_ERROR_CMD_PROCESSING (C
macro), 393

ESP_AT_CMD_ERROR_CMD_UNSUPPORT c
macro), 393

ESP_AT_CMD_ERROR_NON_FINISH (C macro),
392

ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),
393

at_mfg_params_storage_mode_t : :AT_PARAMSEIN MFGNIYVFRROR_OK (C macro), 392

(C++ enumerator), 397

ESP_AT_CMD_ERROR_PARA_INVALID (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_IN_PARYITION

(C++ enumerator), 397

ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_NONE 393

(C++ enumerator), 397
at_min (C macro), 392
at_read_data_fn_t (C++ type), 393
at_sleep_mode_t (C++ enum), 394
at_sleep_mode_t::AT_DISABLE_SLEEP
(C++ enumerator), 394
at_sleep_mode_t::AT_LIGHT_SLEEP
enumerator), 394
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator), 394
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator), 394
at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-
merator), 394
at_write_data_fn_t (C++ type), 393

B

Bluetooth LE, 409
BluFi, 409

C

Command Mode, 409

(C++

ESP_AT_CMD_ERROR_PARA_NUM (C macro), 393
ESP_AT_CMD_ERROR_PARA_PARSE_FATIL c
macro), 393
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 393
esp_at_cmd_struct (C++ struct), 390
esp_at_cmd_struct::at_cmdName
member), 391
esp_at_cmd_struct:

ber), 391

(C++

:at_exeCmd (C++ mem-

esp_at_cmd_struct::at_gqueryCmd (C++
member), 391

esp_at_cmd_struct::at_setupCmd (C++
member), 391

esp_at_cmd_struct::at_testCmd (C++

member), 391
esp_at_custom_ble_ops_regist (C++ func-
tion), 388
esp_at_custom_ble_ops_struct (C++ struct),
391

esp_at_custom_ble_ops_struct::connect_cb

(C++ member), 392

esp_at_custom_ble_ops_struct::disconnect_cb

(C++ member), 392

417
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esp_at_custom_ble_ops_struct::recv_data (C++ enumerator), 394

(C++ member), 392 esp_at_error_code: :ESP_AT_SUB_OK (C++
esp_at_custom_cmd_array_regist (C++ enumerator), 394

function), 388 esp_at_error_code: :ESP_AT_SUB_PARA_INVALID
esp_at_custom_cmd_line_terminator_get (C++ enumerator), 395

(C++ function), 389 esp_at_error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC
esp_at_custom_cmd_line_terminator_set (C++ enumerator), 394

(C++ function), 389 esp_at_error_code: :ESP_AT_SUB_PARA_NUM_MISMATCH
esp_at_custom_net_ops_regist (C++ func- (C++ enumerator), 394

tion), 388 esp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL
esp_at_custom_net_ops_struct (C++ struct), (C++ enumerator), 395

391 esp_at_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH
esp_at_custom_net_ops_struct: :connect_cb (C++ enumerator), 394

(C++ member), 391 esp_at_error_code: :ESP_AT_SUB_UNSUPPORT_CMD
esp_at_custom_net_ops_struct::disconnect_cb (C++ enumerator), 395

(C++ member), 391 ESP_AT_ERROR_NO (C macro), 392
esp_at_custom_net_ops_struct::recv_datasp_at_get_core_version (C++ function), 390

(C++ member), 391 esp_at_get_current_cmd_name (C++ func-
esp_at_custom_ops_regist (C++ function), tion), 390

388 esp_at_get_current_module_name (C++
esp_at_custom_ops_struct (C++ struct), 392 function), 396
esp_at_custom_ops_struct: :pre_active_wrhdie alatgetcadddalek id (C++ function), 396

(C++ member), 392 esp_at_get_module_name_by_id (C++ func-
esp_at_custom_ops_struct: :pre_deepsleep_callbdak), 396

(C++ member), 392 esp_at_get_para_as_digit (C++ function),
esp_at_custom_ops_struct: :pre_restart_callbacB87

(C++ member), 392 esp_at_get_para_as_~float (C++ function),
esp_at_custom_ops_struct: :pre_sleep_callback 387

(C++ member), 392 esp_at_get_para_as_str (C++ function), 387
esp_at_custom_ops_struct: :pre_wakeup_ceaddieatk get_version (C++ function), 388

(C++ member), 392 esp_at_main_preprocess (C++ function), 396
esp_at_custom_ops_struct::status_callbakp_at_module (C++ enum), 394

(C++ member), 392 esp_at_module: :ESP_AT_MODULE_NUM (C++
esp_at_custom_partition_find (C++ func- enumerator), 394

tion), 389 esp_at_module_init (C++ function), 387
esp_at_device_ops_regist (C++ function), esp_at_para_parse_result_type (C++

388 enum), 395
esp_at_device_ops_struct (C++ struct), 391 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_device_ops_struct::get_data_length (C++ enumerator), 395

(C++ member), 391 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_device_ops_struct::read_data (C++ enumerator), 395

(C++ member), 391 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_device_ops_struct::wait_write_complete (C++ enumerator), 395

(C++ member), 391 esp_at_port_active_write_data (C++ func-
esp_at_device_ops_struct::write_data tion), 389

(C++ member), 391 esp_at_port_enter_specific (C++ function),
esp_at_error_code (C++ enum), 394 390
esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_é¥dlat_port_exit_specific (C++ function),

(C++ enumerator), 395 390
esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERRGR at_port_get_data_length (C++ func-

(C++ enumerator), 395 tion), 389
esp_at_error_code: :ESP_AT_SUB_CMD_PROCESHIMNT_port_read_data (C++ function), 389

(C++ enumerator), 395 esp_at_port_recv_data_notify (C++ func-
esp_at_error_code: :ESP_AT_SUB_COMMON_ERROR tion), 388

(C++ enumerator), 394 esp_at_port_recv_data_notify_from_isr
esp_at_error_code: :ESP_AT_SUB_NO_AT (C++ function), 388

(C++ enumerator), 394 esp_at_port_specific_callback_t (C++

esp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR ftype), 393
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ESP_AT_PORT_TX_WAIT_MS_MAX (C macro), 397 MSB, 411
esp_at_port_wait_write_complete (C++ MTU, 411
function), 389
esp_at_port_write_data (C++ function), 389 N
esp_at_ready_before (C++ function), 396 Normal Transmission Mode, 411
esp_at_response_result (C++ function), 388 NVS, 411
esp_at_result_code_string_index (C++
enum), 395
esp_at_result_code_string_index::ESP_ATyREH{}T_CODE_ERROR
(C++ enumerator), 395
esp_at_result_code_string_index: :ESP_ATERESULT_CODE_FAIL

(C++ enumerator), 395 Passthrough Mode, 411
esp_at_result_code_string_index: :ESP—ATWM%g Mode, 412

(C++ enumerator), 396 PRC, 412
esp_at_result_code_string_index: :ESP_AT@WH&%MH, 412

(C++ enumerator), 396 PKI, 412
esp_at_result_code_string_index: :ESP_ATP_LP@PS,QHQ_CODE_OK

(C++ enumerator), 395 PMF, 412
esp_at_result_code_string_index:: ESP_ATP_é%E’sﬁéT_CODE_OK_AND_INPUT_PROMPT

(C++ enumerator), 396 PWM, 412
esp_at_result_code_string_index::ESP_AT_RESULT_CODE_PROCESS_DONE

(C++ enumerator), 396 Q

esp_at_result_code_string_index: :ESP_ATQ_ORéi%[iQT_CODE_SEND_FAIL
(C++ enumerator), 396 ’

esp_at_result_code_string_index: :ESP_ATBRESULT_CODE_SEND_OK
(C++ enumerator), 395

esp_at_set_module_id (C++ function), 396

esp_at_set_module_id_by_str (C++ func- S
tion), 396

RTC, 412

esp_at_status_type (C++ enum), 393 SMP, 412
esp_at_status_type: :ESP_AT STATUS NORMATND. 412
(C++ enumerator), 393 SNTP, 412
esp_at_status_type::ESP_AT STATUS TRANSHMr 412
(C++ enumerator), 394 SPP, 412
esp_at_transmit_terminal (C++ function), SSL, 412
388 system message, 412
esp_at_transmit_terminal_from_ isr T
(C++ function), 388
TLS, 412
G Transmission Mode Shift Diagram, 411
GATTC, 410 U
GATTS, 410
URC, 412
H UTC, 412
| W
12C, 410 WEP, 413
ICMP, 410 WPA, 413
WPA2, 413
L WS, 413
LwIP, 410
LWT, 410 0
AR, 409
M
MAC, 410 0
manufacturing nvs, 410 ¥4 X, 410
mDNS, 410 LHE MR, 411
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RAH R, 412

\ 4

# e AR R, 412
R, 411
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