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ESP32-WROOM-32 Z %]

[c[cc o O

[0[c600

Kl 2: ESP-AT il {s{ A {34 R B ]

# 2: ESP32-WROOM-32 R 5IAH {2 14 JHl 73 i

Ihee ESP32 Fr & t/1RAE /D HEEZER
AL ET
—Fﬁﬁ:/ﬁlﬁ EI [ UARTO PC
+ GPIO3 (RX) . TX
¢ GPIOI1 (TX) e RX
AT 52/ Y 2
Ladll UARTI USB % UART & 11 itk
¢ GPIO16 (RX) e TX
e GPIO17 (TX) e RX
¢ GPIO15 (CTS) * RTS
¢ GPIO14 (RTS) ¢ CTS

BeW 1: ESP32 FF A MMl PC 2 [] {4 B 1% 42 B ) B AE ESP32 FF &l b, H T A USB #din 4301
KARAN PC BT,

Bl 2: CTS/RTS & ) A5 7 (5 W Rt 2 T e i A 75 4%
MR TR H T ESP32-WROOM-32 #idH 4 7i#4%, 155% (ESP32-WROOM-32 £ RHAE ) .

Espressif Systems 7 Release v2.3.0.0-esp32c3-965-gb2842c6f6
Submit Document Feedback


https://www.espressif.com/sites/default/files/documentation/esp32-wroom-32e_esp32-wroom-32ue_datasheet_cn.pdf
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 1. A48/

ESP32-MINI-1 &7%1

Download/Log output

AT command/response

& 3: ESP32-WROOM-32 Z 51| fif {1143 7

ESP board USE to serial converter
RX T
™ RX
CTS RTS
RTS CTS
vy
=K

# 3: ESP32-MINI-1 Z 8R4 )7 i

Ihee ESP32 FF A& tR/HEEEHR] HEEZER
AL &
—Fﬁﬁ:/zﬁﬂﬁ EI [ UARTO PC
+ GPIO3 (RX) ¢ TX
¢ GPIOI1 (TX) e RX
AT i A/ 2
D UARTI USB % UART & 11 Kb
¢ GPIO19 (RX) e TX
* GPIO22 (TX) ¢« RX
¢ GPIO15 (CTS) e RTS
¢ GPIO14 (RTS) ¢ CTS

BEW] 11 ESP32 JF A& AR AN PC 2 8] 44 Il 4 5 . A B ESP32 JF &AL

KARAN PC BT,

BEW] 20 CTS/RTS A& A TE G RE (A4 D e A T34k

ESP32-WROVER #%i|

# 4: ESP32-WROVER R SR {17 58 [ 73 1L
Ihge ESP32 F L iR/ RAEM HEG&EEH
I HE T

KR/ H RS UARTO PC
« GPIO3 (RX) . TX
* GPIOI (TX) * RX

AT -/ 2

/L UARTI USB %% UART #: L1 i
* GPIO19 (RX) e TX
* GPIO22 (TX) * RX
* GPIO15 (CTS) e RTS
¢ GPIO14 (RTS) e CTS
Espressif Systems 8 Release v2.3.0.0-esp32c3-965-gb2842c6f6
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BEW] 11 ESP32 JF A AR Al PC 2 8] {4 I £ & A A ESP32 I et |

KA PC BT,

ESP board u

SB to serial converter

AT command/response

Pl 4: ESP32-MINI-1 RHIAE 1R 3

BEW] 20 CTS/RTS & A TE SRS (4 DI REIS 4 75184

ESP board
RX
™
CcTS
AT
command/response ATS

[ 5: ESP32-WROVER Z 5| fifi {4 % 332 7R 25 [&]

RX i
> RX
cTs RTS
RIS ———— CTS
, T USB Hin 2k i 0t
USB to serial converter
X
RX
RTS

R TR H T ESP32-WROVER B 4 71EH:, 5% (ESP32-WROVER $ARHE 1) o
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ESP32-PICO &%

2% 5: ESP32-PICO R4 fifi{fi% fiﬁ%ﬂﬁﬁﬂ

IfigE ESP32 F &R E M EigEEH
M HET
A E A H UARTO PC
« GPIO3 (RX) . TX
« GPIOI (TX) « RX
A 2
T fir /L UART1 USB %: UART 3 1 ibe
« GPIOI9 (RX) . TX
« GPIO22 (TX) « RX
« GPIOIS5 (CTS) « RTS
« GPIO14 (RTS) « CTS

UL 1: ESP32 JT A PC Z [A] 1048 I FERE N AR ESP32 JF Zetf b, R (] USB Bl 24T

KARAN PC BT,

BEW] 20 CTS/RTS & A TE S (A4 D eI A T34

ESP board

& 6: ESP32-PICO F {4 iE %~ = A

AR T H LT ESP32-PICO-D4 #7i#H:, #5% (ESP32-PICO-D4 £ AHE Y

ESP32-SOLO %%

2% 6: ESP32-SOLO Z 41| fifi {14 3245 i - i

Thie ESP32 F L iR/ AE HEREEW
> Ef A /:!;: I
BRI A H RS UARTO PC
* GPIO3 (RX) e TX
* GPIO1 (TX) * RX
A 2
T 6 2/ UART1 USB # UART s LT Ktk
¢ GPIOI16 (RX) e TX
* GPIO17 (TX) * RX
¢ GPIOI1S5 (CTS) e RTS
* GPIO14 (RTS) * CTS
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Ui 1: ESP32 Ff &Ml PC 2 [A] /)4 ITERE B N B ESP32 JF &bl I, BT H USB Bl 26 1427
B PC BT,

BtW] 2: CTS/RTS & BUATEM B2 e 4 ik .

 _L___Ja§f:ff.

Download/Log output

ESP board USB to serial converter
RX ™
X RX
AT command/response  CTS ATS
RTS CTS

] 7: ESP32-SOLO 4| {445 R i

WA R H AT ESP32-SOLO-1 #f1i##:, 5% (ESP32-SOLO-1 HARBAE Y

14 PR

ASCHY DA ESP32-WROOM-32 #2H K5l , 23 4n4n] T 2k ESP32-WROOM-32 #L41 X} M/ () AT [E44:, AR
(L R EIREA |, HUE ESP32 RAVBLULB T 5% A4 SR,

TR AT BEE2 0, WOREE ERERTT RN, SLKT 5% i ik i,
XTI RIUOBAL, AT B PERT LR o A TS . AR SHESP-AT 1 £ .

14.1 F#k AT [fF

THTE MDA 2B AT B8 PC:

o FIFEAT B4
o FRBEPIBI TS MV AT AT {4
o AN AT T 3R

BeAk, FRAT R % T ESP32-WROOM-32 X I ) ESP32-WROOM-32-AT-V3.2.0.0 [&E{F, %M H 3
Gk S L&A bin U, HE ESP32 RV E ) H 54514 2 bin SRR SE N N4

— at_customize.bin /] Z ARk

— bootloader

| L— bootloader.bin

— customized_partitions
F— mfg_nvs.csv

| L— mfg_nvs.bin

|— download.config

— esp-at.bin

— esp-at.elf

|— esp—at.map

— factory

// bootloader

// AT H & X bin X #

// EFF ONVS 4 K # R 4 B AR
// EF NVS 4K bin X #
/] B E M E R
// AT M B #

/] BEFEFEATAFE bin X #

(T IU4kEE)
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(£ L£50)

| L— factory_XxX.bin

— flasher_args.json

FA* ota_data_initial.bin
|— partition_table

| L— partition-table.bin

L— sdkconfig

//
//
//

ota data X 47 # 1H
— %4 R 5|k

/7

THEEE &I AR

AT [t BB 4R E

Hrr, download.config I HEREI I SEL:

—-—flash_mode dio —--flash_freqg 40m --flash_size 4MB
0x1000 bootloader/bootloader.bin

0x8000 partition_table/part

ition-table.bin

0x10000 ota_data_initial.bin

0x20000 at_customize.bin

0x21000 customized_partitions/mfg_nvs.bin

0x100000 esp-at.bin

* ——flash_mode dio fAFRULER K flash dio FLXHFA TR
* ——flash_freq 40m fAERIE R A flash #H5% 4 40 MHz;
o ——flash_size 4MB A FEIE:EHLY flash /)N K 4 MB;
* 0x10000 ota_data_initial.bin f0FEHF 0x10000 HilikBesF ota_data_initial.bin 3¢

(G

1.42 Bk AT SR %%

T ARYE R B R GE N B 8% T ¥k

Windows

TRk Z Hi, 18 F2k Flash T4 TH.,

* ¥TJF Flash 3 T.H;

o PR RAL (AL, AT ESP32.)
o MR ER TR ERE—F TAERGG (i, FRATTEE develop. )
s RRERTRIEE RN D (s, FAEsE vart. )

W24 K Flash T THEMNE, HSHEHEH doc IUF¥k.

P

5] DOWNLOADT..| o || @ |[ = |

chipType: IESF’BE

workMode: Ide"'e":’l}

loadMode: |Uart

1

Pl 8: [T FE B

o X AT BIPFGER E e, AR A7 ST —
- HETHEITEGYE™EA (B build/factory H3E FI¥ factory_XXX.bin) % 0x0 b
Ik /A% “DoNotChgBin”, i i & [ ) BRI C -5

Espressif Systems
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|j_ » HEHL » OS(C) » bin » ESP32-WROOM-32_AT Bin V2.2.0.0 » ESP32-WROOM-32-V2.2.0.0 » factory - |~‘-,|
BEIEP v HE ~ = R ==
EfR .
|| factory_parameter.log J SPID load ] HSPIDownload

|7 factory_WROOM-32.bin

m

o o | I

SpiFlashConfig
SHESPEEDL ) SFUMODE _DETECTED INFO
DoNotChgBin "
@40MHz O QIO
LOCK SETTINGS
©267MHz @ QOUT O
oowe 800
Cowe oo
() FASTRD
Download Panel 1
~
_
com:
START sTOP “ ERASE l COMT3 .
BAUD: (115200 =

9 FRE A I (RdeR)

Espressif Systems
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- T EZA bin LR AR FHBIE: ARIE download. config SCAHHTHELE, 57 A)i%
“DoNotChgBin”;

" download.config - B4

XHEF) BHE B0 BV #ESH
5 | ESP32 DOWNLOAD TOOL V3.9.2 [
]*fflash mode dio ——flash freq 40m ——flash size dNB = SEC
33 part1t15n7tab1;parutmn*tablemin J SPIDownload l HSPIDownload ‘
0x10000 ota_data initial.bin =

0xf000 phy_init_data bin

0x1000 bootloader/bootloader. bin

0100000 esp-at.bin

0x20000 at_customize. bin

0x24000 customized_partitions/server_cert.bin
0x39000 customized_partitions/mqtt_key. bin
0x26000 customized partitions/server_key. bin
0x28000 customized partitions/server_ca bin
0x2e000 customized partitions/client_ca bin
0230000 customized partitions/factory_param bin|
0x21000 customized partitions/ble_data. bin
0x3B000 customized partitions/mqtt_ca. bin
0x37000 customized partitions/mqtt_cert.bin
0x2a000 customized partitions/client_cert.bin <Pl SPEED. =Pl MODE

- P N - DETECTED INFO
0x2¢000 customized_partitions/client_key. bin H
@40MHz @ QIO
- . LOCK SETTINGS
©26.7MHz ) QOUT
CxMH: @00
sz 00Ut

) FASTRD

n

Download Panel 1

IDLE

grae A

START " sTOP " ERASE ]COM: coms M
BAUD: [g21600 -

Pl 10: RS kA E E (REEoL)

R TSR BRI, U AE T AR T B T COM i 15, FEA “COM:” "FHig1| Rk % i
5. 7 KA A i S TR N 4475 2% 4 Windows |78 i 11

B SE G, ik & AT B SRR .

Linux 3¢ macOS

FHIRBEFZ T, 4% esptool.py.
PAT PR AT —, FF AT [EFpasR 2k

o NIFFRE LA bin EE AR AL # A LA 2, B PORTNAME fil download.config &
£
esptool.py —--chip auto —--port PORTINAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z download.config

F PORTNAME #effe S HF K AR 805 1 48R, A B TCVER & %35 48R, 1 2% 7£ Linux il macOS
A E .

¥ download. confiqg Bl iz BN SE3)E.

PATF 2 [ (44257 2 ESP32-WROOM-32 Big1#y A f iy 4 :

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —--after hard_reset write_flash -z —--flash_mode.
—dio —-—-flash_freq 40m —--flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0x10000 ota_data_initial.bin 0x1000 bootloader/
—bootloader.bin 0x100000 esp-at.bin 0x20000 at_customize.bin 0x21000._
—customized_partitions/mfg_nvs.bin

o HEETFHRITUIHEFEFE 0x0 Hihk: AL T4, Bt PORTNAME fl FILEDIRECTORY &
g
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esptool.py —--chip auto --port PORTINAME --baud 115200 --before default_reset --
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Feffl il F AW ) 2k O AR, 47 0 YEM 8 1% 4% 1 248K, 162 % 7& Linux £l macOS
FEFEm .
Ff FILEDIRECTORY B i dT 6 i) r= A0 SO kA2, BRI, A E factory/

XXX .bin,
PATF 26 [ 4 55 & ESP32-WROOM-32 #i4 A s

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-

—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—dio -—-flash_freq 40m —--flash_size 4MB 0x0 factory/factory_ WROOM-32.
<4>bin

PaSESEIUG, TS AT B2 TR .

1.4.3 KA AT [l fFE MRessk k)

TR OA N AP BRI AT AT [ 2 A besi i -

e 3T T A, 11 SecureCRT;
o B PRI T R EERI CAT Ay SRR T (R AR ik aE ) ;
o PREE: 115200;
o BdEAL: 8;
o ¥:E&{7: None;
o IR 1
o Vi¥s: None;
« HIA “AT+GMR” 4, Jf Hi#fT (CR LF);

TR, WL OK, 2R AT [ ke 2 .

AT+GMR

AT version:3.2.0.0(s—ec2dec2 - ESP32 — Jul 28 2023 07:05:28)
SDK version:v5.0.2-376-g24b9d38a24-dirty

compile time (6118fc22) :Jul 28 2023 09:47:28

Bin version:v3.2.0.0 (WROOM-32)

OK

N, 5 EE I DA 7 sz —H6r A ESP32 g THHLH 65
Jitk 1:

o TR O T A, 4N SecureCRT;
o BB PR PR HE? MO, B OIS
o W 115200;
o BHEfL: 8;
 KU&{: None;
o (IR 1
e Ji¥s: None;
o BT AMY RST 8, 2 HERTHEE HEMLL, Wi ESP-AT B4 £ EMPIGIE T .
Jith2:
o FTHWIAER IO T H, 1l SecureCRT;
o HR: ArliE A T AGREE AT A /mahy” e AR T CRERE A BB BER T,
Fr R 1S S 4 A & 3%
o AR 115200;
o BHEfL: 8;
o K¥oH{i7: None;

o fEIRAE: 1
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* Jiif%: None;
o TERIZSIEIC “AT fy&/N" W D4 AAT+RST fy4, - H#4T (CRLF), # “ R E /4
7 RYER O H R AY H AL, R ESP-AT BB 2 IEMIRL T .

ESP32 JFHLH & :

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:Oxee
clk_drv:0x00,qg_drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DIO, clock div:2

load:0x3f£ff0030, 1en:5884

ho 0 tail 12 room 4

load:0x40078000,1len:15844

1oad:0x40080400, 1en:3560

entry 0x40080604

I (29) boot: ESP-IDF v5.0-541-g885e501d99-dirty 2nd stage bootloader

I (29) boot: compile time 08:40:13

I (29) boot: chip revision: v1.0

I (34) boot.esp32: SPI Speed : 40MHz

I (38) boot.esp32: SPI Mode : DIO

I (43) boot.esp32: SPI Flash Size : 4MB

I (47) boot: Enabling RNG early entropy source...

I (53) boot: Partition Table:

I (56) boot: ## Label Usage Type ST Offset Length

I (64) boot: 0 phy_init RF data 01 01 0000f000 00001000

I (71) boot: 1 otadata OTA data 01 00 00010000 00002000

I (78) boot: 2 nvs WiFi data 01 02 00012000 0000e000

I (86) boot: 3 at_customize unknown 40 00 00020000 000e0000

I (93) boot: 4 ota_0 OTA app 00 10 00100000 00180000

I (101) boot: 5 ota_l OTA app 00 11 00280000 00180000

I (108) boot: End of partition table

I (113) esp_image: segment 0: paddr=00100020 vaddr=3f400020 size=1a854h (108628)._
—map

I (161) esp_image: segment 1: paddr=0011a87c vaddr=3f£f80063 size=00008h ( 8) .
—load

I (161) esp_image: segment 2: paddr=0011a88c vaddr=3ffbdb60 size=04d5ch ( 19804).
—load

I (174) esp_image: segment 3: paddr=0011£f5f0 vaddr=40080000 size=00a28h ( 2600)_
—load

I (176) esp_image: segment 4: paddr=00120020 vaddr=400d0020 size=11f5cOh (1177024).
—map

I (609) esp_image: segment 5: paddr=0023f5e8 vaddr=40080a28 size=1e948h (125256).
—load

I (660) esp_image: segment 6: paddr=0025df38 vaddr=400c0000 size=00064h ( 100)
—load

I (676) boot: Loaded app from partition at offset 0x100000

I (676) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:17 rx:16 cts:15 rts:14 baudrate:115200

module_name: WROOM-32

max tx power=78, ret=0

2.5.0

MR AN T ESP-AT A%, 5 FJ3EESP-AT 2 1t 4 .

AR GRS ST QT ] ESP-AT, W58 S et Ak R, FRY AR BURE(FAIARME, AR ttidde, T
P R PELA SR A 2 TR AT P e, IR PR a8 3, ANl R ERnbesk AT FfE.
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AT [ilfF

2.1 RAWRIREE

FERE TS 0. HRT, SREERAT T UAT ESP32 RAIBILIAY AT [T,

e
o WIS E B OB AR WS AT [E4:, 35 5CRELESP-AT B 1 2 57 SCRY, %SO IR T
N[H) ESP32 AT AR SC i &4 . TR B A T 22 5, B Bh i 25 A i & gl
4 i

o QARGEANEHE Y AT EPFP R RIRCE, @n s atpy T F B AT BFH A S0RT AT EfF

— {52 UART i &

— 57 Wi-FiBe B

- BEGEF Fe FE AT E
— 147 GATTS fe &

2.1.1 F5sY

FERE R R TE AT BEARRT, 35AF4H5 524% 50 % 0, I REAG ) 4% TR ORI R 2R i

2.1.2 ESP32-WROOM-32 %

v3.4.0.0 ESP32-WROOM-32-AT-V3.4.0.0.zip (#E#F)
v3.2.1.0 ESP32-WROOM-32-AT-V3.2.1.0.zip
v3.2.0.0 ESP32-WROOM-32-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-WROOM-32-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-WROOM-32-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-WROOM-32-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-WROOM-32-AT-V2.0.0.0.zip
v1.1.2.0 ESP32-WROOM-32-AT-V1.1.2.0.zip
v1.1.1.0 ESP32-WROOM-32-AT-V1.1.1.0.zip
v1.1.0.0 ESP32-WROOM-32-AT-V1.1.0.0.zip
v1.0.0.0 ESP32-WROOM-32-AT-V1.0.0.0.zip
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https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.2.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.0.0.0.zip
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* v0.10.0.0 ESP32-WROOM-32-AT-V0.10.0.0.zip

2.1.3 ESP32-MINI-1 &%

* v3.4.0.0 ESP32-MINI-1-AT-V3.4.0.0.zip (%)
* v3.2.1.0 ESP32-MINI-1-AT-V3.2.1.0.zip
e v3.2.0.0 ESP32-MINI-1-AT-V3.2.0.0.zip
* v2.4.0.0 ESP32-MINI-1-AT-V2.4.0.0.zip
e v2.2.0.0 ESP32-MINI-1-AT-V2.2.0.0.zip

2.1.4 ESP32-WROVER-32 %1

HITRECFRR ), AR (1) ESP32-WROVER-B 541, 4§ il ] HiAth WROVER R4,

* v2.4.0.0 ESP32-WROVER-32-AT-V2.4.0.0.zip ()
* v2.2.0.0 ESP32-WROVER-32-AT-V2.2.0.0.zip

¢ v2.1.0.0 ESP32-WROVER-32-AT-V2.1.0.0.zip

* v2.0.0.0 ESP32-WROVER-32-AT-V2.0.0.0.zip

* v0.10.0.0 ESP32-WROVER-32-AT-V0.10.0.0.zip

2.1.5 ESP32-PICO ZJ%i

* v3.4.0.0 ESP32-PICO-D4-AT-V3.4.0.0.zip (#E¥%)
* v3.2.1.0 ESP32-PICO-D4-AT-V3.2.1.0.zip
e v3.2.0.0 ESP32-PICO-D4-AT-V3.2.0.0.zip
* v2.4.0.0 ESP32-PICO-D4-AT-V2.4.0.0.zip
* v2.2.0.0 ESP32-PICO-D4-AT-V2.2.0.0.zip
* v2.1.0.0 ESP32-PICO-D4-AT-V2.1.0.0.zip
* v2.0.0.0 ESP32-PICO-D4-AT-V2.0.0.0.zip

2.1.6 ESP32-SOLO #%i|

* v3.4.0.0 ESP32-SOLO-AT-V3.4.0.0.zip (#f#7)
* v3.2.1.0 ESP32-SOLO-AT-V3.2.1.0.zip
* v3.2.0.0 ESP32-SOLO-AT-V3.2.0.0.zip
* v2.4.0.0 ESP32-SOLO-AT-V2.4.0.0.zip
e v2.2.0.0 ESP32-SOLO-AT-V2.2.0.0.zip
* v2.1.0.0 ESP32-SOLO-AT-V2.1.0.0.zip
* v2.0.0.0 ESP32-SOLO-AT-V2.0.0.0.zip

2.1.7 iTPY AT JA %A
TH2ZIT I AT AR E AR SRV TFRATRI A A A0, B B H AR ) 2 A 1 O
ARSI E VAT /N

o T & ESP32 AT % 7 j 1)
o AT BVt AT [E160 2 mR e — gt i ek e HAE H

ik R N R T RS AATRE SR TS 07 B R AL AR A A A, BT
VORI ST R 3
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https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V0.10.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V3.2.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V3.2.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.0.0.0.zip
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6
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2.2 AT HilfFwigr

ESP-AT [ FA & 1 TR DI Ram — bl 3o

build

— at_customize.bin /) ZH ARk (APaKk, |7 mfg_nvs 4 K Y Ko
—fatfs A K oy & 4 H it Fo 4 K K /N)

I— bootloader

| L— bootloader.bin VAR 0 -8

— customized_partitions

| L— mfg_nvs.bin /) T BRESH, SHBENLFEREKXTH mfg_nvs.csv
— esp-at.bin // AT A E

|— factory

| L— factory_xxx.bin //

SR EHRN _H#FHXHEELE, CAURBRIAXFERBHI A 0 B flasho

~Z B, B#FMRE download.config X H HERERKE T34 X% F 2 flash.
o P XE R AD A Mk B & ] F

— partition_table

| L— partition-table.bin // — %4 K%k (A% 4 K %)

L— ota_data_initial.bin // OTA #% 18 47 45 b X
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Chapter 3

AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 80 & 2210 IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #ifjai 25 flash Ff F1431X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

21



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b
AT %

[

’AT+RST

Wi i ¢

[ox

3.1.4 AT+GMR: #HHEMAEE

AT 4

e

A

AT+GMR

W i ¢

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.UJERRAIE R, BNIAE esp—at/components/at/1ib/ HFE F. L

B PR, TP RGT4 -

» <SDK version info>: AT ffi fi{1J3F4& SDK A EE, BEN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [ {}4: iHtHE] o
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e <Bin version>: AT [ {4 A{E 5. WAE B 7] DAYE menuconfig H1{&£ k. (python build.py
menuconfig->Component config->AT->AT firmware ver51on.)

Bl

o QRAEAEMH ESP-AT B4 A T s, iRt AT+GMR RAAME .

il

AT+GMR

AT version:2.2.0.0-dev(cadlecd - ESP32 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: #cify 25505 B 7 S Fe Wi g v 4 Be v 4 23

Wi i ¢

+CMD:<index>, <AT command name>, <support test command>, <support query command>,
—<support set command>, <support execute command>

OK

'dMﬂfzﬂw7§§

o <AT command name>: AT 42 #

+ <support test command> 0 FRATH:, 1 FTTARTE

+ <support query command>: 0 FRATFF, 1 FRTHE
» <support set command>: 0 FR AL, 1 FRIHF

» <support execute command>: 0 TR AT, 1 FoRTH

3.1.6 AT+GSLP: jjt A Deep-sleep Bix;

B A

P

§>

TR

AT+GSLP=<time>

W i :

<time>

OK
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BH

* <time>: 4Tk A Deep-sleep HHC, Hf: ZFD,

MRS, RSN AR o
- 0 FRZHIE /S

— #r K Deep-sleep <22 28.8 K (2311 ZF#b).

(]

BOEN R 5, Boa F SR, 6 TR R

© HTAMRINERRE I, P sk A Deep-sleep B9 Frif & HHIBIHC 2 A S AFAEZE S

3.1.7 ATE: JFREOCH AT 1 Dy
AT

Do
ﬂﬂ4>°

’ATEO

14

’ATEl

W i <

S

* ATEO: XA [A] &
« ATEL: FFJ3[E 5

3.1.8 AT+RESTORE: k) 8
Parn %

A

’AT+RESTORE

W

’%

st

ﬁ@éﬁ%@ﬁﬁ%ﬁﬂmmm%ﬁ HIRE NERNSHL

o IBITIAM S S EIHIRAS .
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3.1.9 AT+SAVETRANSLINK: ¥ ¥l Wi-Fi/Bluetooth LE i# {4 i {5 5

o % B Lk N TCP/SSL % 15 45 X 4% 8.

o % E FF AL UDP i 124X 12 8.

o % ¥ FHLIEA BLE 51X A2 8
BEEIFHLEA TCP/SSL #1155

peEmY mA

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>[,<"type">, <keep_alive>]

Wi 3% <

[ox

* <mode>:
— 0: XM ESP32 FHiHEA Wi-Fi i 142X
- 1: ¥/ ESP32 _HLiEA Wi-Fi i X,
e <” remote host” >: FFERSH, Fonmiy IPv4 #ilik. IPve #hlik, aiisss . &K K 64 F37,
« <remote port>: L 1{H
o < type” > FHHFRSBE, FoRGHZEEL: TCP”,” TCPv6”,” SSL”, B “SSLv6”. BRiA(H:” TCP”
+ <keep_alive>: [l H &) SO_KEEPALIVE &3 (Z%: SO_KEEPALIVE /}'43), Hfi: #b.

« JEE: [0,7200].
- 0: £/ keep-alive Zijfig; (BAIA)
— 1~7200: JFJ keep-alive Hjfig. TCP_KEEPIDLE i}y <keep_alive>, TCP_KEEPINTVL {&iy
1, TCP_KEEPCNT {4 3.
o ISR <keep_alive> B HAT+CIPTCPOPT 14 H1 <keep_alive> ZEMHA], %
GBI YT . MBI ARSI E <keep_alive> 24k, MIERIAfE A LR B & 1(HE .

Bl
o AVENF Wi-Fi FLE AR FERAENVS X, #58( <node> Jy 1, MR L EHZNIEAE %
WX TEBE

2N

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"

AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

BEEIFHLEA UDP BB B

P A

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox
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BH

e <mode>:
— 0: %P ESP32 ik A Wi-Fi if f£ 45X,
- 1: JF)5 ESP32 - Hii#E A Wi-Fi i £ 4 X,
e <” remote host” >: FFERSH, Fonwmiyg IPv4 ik, IPve #ihk, siisiss . &K K 64 F37,
e <remote port>: JTifsi I {E
C < type” >: FHFRSHL FRMEHKA: T UDPT 5 “UDPVG", BRIAfH:" TCP”
* [<local port>]: FFALUEA UDP &4}, i A% A b 11

hei]
o ARPE R Wi-Fi TFHLE A2 X 5 BARAEAE NVS X, 538 <mode> N 1, FR R ESIEALE
X TEBEEN.
o QSRGEARELT IPVO 2% 57—~ UDP &4, WIATRA T #fE:

- Wil AP 7 EF IPv6
- BEAT+CIPV6=1
— WL AT+CWIAP 6y 53R BUE]—> TPv6 Hbdik
- (A1) i@iTAT+CIPSTA? /ﬁ/\#é ESP32 27 3REE| IPv6 Hihl

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UubP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve6", 1005

PEEIFPLEA BLE #E LB R
B mA

’ AT+SAVETRANSLINK=<mode>, <role>, <tx_srv>, <tx_char>, <rx_srv>, <rx_char>, <peer_addr> ‘

W

[ox |

S

* <mode>:
- 0: X4 ESP32 |Hii#t A BLE & 5 4% X,
- 2: JFJ5 ESP32 [Hiif A BLE i f£ 45X,
¢ <role>:
— 1: client fa {0
— 2: server fi {4,
o <tx_srv>: tx [R5 )75 . AT {E8 GATTC B}, it AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
Y4 GATTS W}, @it AT+BLEGATTSSRV? 34251
o <tx_char>: tx [RG4FHE)FS . AT {E8 GATTC i}, 3833 AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR 1N GATTS B, il 3fAT+BLEGATTSCHAR? £ 425 .
o <rx_srv>: 1x R4 F 5. AT {8~ GATTC I+, i i AT+BLEGATTCPRIMSRV=<conn_index> fiy & #x
15 YEN GATTS B, @it AT+BLEGATTSSRV? fin 2251,
o <rx_char>:rx RS 4HE)T5 . AT /N GATTC B}, 38 13t AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
A N GATTS B, 833 AT+BLEGATTSCHAR? £33 251
» <peer_addr>: X5 Bluetooth LE it

|

o ARENF BLE FFHLiE 1545 X 5 BARIFEAE NVS X, ZHZ 5 <mode> 8 2, FIR_EHL H 313 A Bluetooth
LE i #42X.. FEBFER.
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il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL: P& LA B & & b
Ay

[

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

o <interval>: FAE%&ik[EfE. B0 20, BRAE: 20, JEFE: [0,1000].

it

o BT, 24 ESP32 A UART Bl #I5IG , ARIREI R A K BER T 45T 2920 747, Hdles
7RI R 2920 AT AR T RS, HINSSERF <interval> EFPEEERPICE )RR T
ST 2920 FHY A AR -

o MEEERAVDN, HBEAGS RN, W PAEE R E <interval> SRIRBHE AR NHL. 24
<interval> fR/NEF, WTVAREAR ] PO A A B A AE IS, (ELK S 30 P RS i ) 45 4 114
R, — R IR AR T A e

il

/) B R B R AR

AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: ¥ UART %45ilniffice, APRAES] flash
Ay

[
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AT+UART_CUR?

W 7

+UART_CUR: <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

7

=

EanA

¥

=

,/,?\:

’AT+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

e <baudrate>: UART JHpR
— BSP32 %45 VG 80 ~ 5000000
<databits>: EHEAr
— 5: 5bit FIR(
- 6: 6 bit {EA7
— 7: 7 bit HIRA
— 8: 8 bit (v
o <stopbits>: %[/
— 1: 1 bit & k{v
- 2: 1.5bit {11
— 3: 2 bit {521 fi;
* <parity>: 5
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: NMfREmE
— 1: {#EERTS
- 2: {figg CTS
- 3: [AW{#ifE RTS i1 CTS

A

o AR Y 2 UART BCESEOWLER{E, BT IS I, T 685 B0 (EA 200 22 5% -

o RECEALRAFE] flash,

o U TR 4 I 45 2 TR B B2 i 4 1 CTS/RTS 45 M, 1% 1% W22 #+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

hil

AT+UART_CUR=115200,8,1,0,3
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3.1.12 AT+UART_DEF: %% UART BRi\fids, {#47%] flash

AT+UART_DEF?

W i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

¥

X

Wrs
4

=l

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

* <baudrate>: UART j4&%
— BSP32 %45 47N 80 ~ 5000000
<databits>: E{3E{7
— 50 5 bit FUR
— 6: 6 bit HIR{
— 7: 7 bit B 57
- 8: 8 bit HHE 7
 <stopbits>: {811/
— 1: 1bit {17
- 2: 1.5bit &1k
- 3: 2bit {F= 7
o <parity>: R
— 0: None
- 1: Odd
— 2: Even
» <flow control>: Ji#s
- 0: ANMfrpemds
- 1: fififg RTS
- 2: fififg CTS
- 3: [A|WH{#ERE RTS 1 CTS

|

o FCE S UCRHRAATE NVS 431X, 2308 PR EHLIHS AR 3K
o {5 T TR 1 U 4% 2 TR O B2 i 45 1 CTS/RTS 4 M, 1% 1% W2 1+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,
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il

AT+UART_DEF=115200,8,1,0,3

3.1.13 AT+SLEEP: ¥ EIENREI X

AT+SLEEP?

W i <

+SLEEP:<sleep mode>

OK

v

¥

X

W
4

=l

’AT+SLEEP:<sleep mode>

W

[ox

BH

¢ <sleep mode>:
- 0: A REARAEI
— 1: Modem-sleep F =
« B4 Wi-Fi
- SPBRSTHORHR S AP (¥ DTIM & 31 5K ]
« PA BLE $<z{
- 5 BLE J"HEAF, SRS HCRE AR I T4 6] B o 191 ¢ ]
- 7E BLE HAEST, ST HeRE AR 4 242 [a] e 2 15 5% 1]
— 2: Light-sleep 5
« J5 Wi-Fi fiR
- CPU Xf H Bk AREAR , SFHATARHOR: 5 P
« P Wi-Fi fR
- CPU X H Bt ARERR , ST R AR IEAT+ CWIAP iy B 1isten interval
ZHE W )
* EA Bluetooth FEz0
- 7£ Bluetooth |87, CPU K H Zhtk ARENR, SRR R AR 1 ] b5 2 19 3¢ P
- 1£ Bluetooth JEZZS T, CPU K H 2tk AR, SRR HE 14 12 (1] B 2 39 5 P4
+ Wi-Fi #1 Bluetooth {7z
- CPU i H Blit AMENR, AT AR e Fi Y58 BRASE R 40 5 P
— 3: Modem-sleep listen interval 555X
« PR Wi-Fi fHiR
- R ARYR AT+ CWIAP fir 2B 1isten interval ZUE MK H]
+ H1 BLE #ixX
- £ BLE J"HR7ST, SIS HeRAR SR 4 18] e e 15 ¢ 1]
- 7E BLE BT, SRS HCRE AR 4 242 1a] e i 15 ¢ 1]
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Chap

ter 3. AT o4&

e

il

2425 I REAR A5, Bluetooth LE RAT ARG Wi fk. 24 Bluetooth LE #I 4R J5, 7N AT DAZE FH IR HRAR
Ko

Modem-sleep 153Xl Light-sleep ##5 7] AYE Wi-Fi #ixU80# BLE i N, {HAE Wi-Fi BT,
XA HBBTE station BN iE

W Light-sleep BiH], HIIEHEITAT+SLEEPWKCFG fip % B B AP HANEYE , 5 WA, &4
FF— AL T HEIRRAS

W Light-sleep 53X J5 , 2154 Light-sleep M 45 (4 AN L 1], 152 85KF B 2l AMEIRAR L, 24 Light-sleep
W 25 1 I, TR R B B A M MRAS K v e il

X} T BLE 55N 19 Light-sleep A5, i FrusZiiffi 4% 32KHz gk, 50, Light-sleep £ 25 DA
Modem-sleep 1z TAE .

AT+SLEEP T £ /83 2% SCRYSleep AT =17 .

AT+SLEEP=0

3.1.14 AT+SYSRAM: #yify % fif 6] A k4 (] fll e /D HE 42 ]

i oy 4>
AT+SYSRAM?
Wi i ¢
+SYSRAM: <remaining RAM size>,<minimum heap size>
OK
SH
» <remaining RAM size>: M H[H| G HEZS[A], EA{/: byte
o <minimum heap size>: EITHAH/DHESS[E], A7 byte. 24 <minimum heap size> /NF o
It T 10 KB 1}, ESP32 1] Wi-Fi FIRIFER A T RE T BEL 3251 o
EN |
AT+SYSRAM?

+SYSRAM:148408,84044

OK

3.1.15 AT+SYSMSG: i)/ /Gt s 5

i)

P
“ﬂ<>

i

#ifl

wk

Ll ARG E ERES
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AT+SYSMSG?

Wi % ¢

+SYSMSG:<state>
OK

N

B

e
WEARIRER . WRETRZES A AT IR,

O e
iy

15 i ] AT+SYSMSGFILTER 5% .

’AT+SYSMSG:<state>

e
E
BHL
* <state>:
— Bit0: B Wi-Fi 51542 X, Bluetooth LE SPP }% Bluetooth SPP 2 4] Bl /R {5 &,
* 0 AFTEN
© ¥THI +QUITT
- Bitl U PAINERYIN S et
« 0 R BERRE R, ﬁn XX, CONNECT
» 1o 8 40 R4 78 {§ B, U0 +LINK_CONN:status_type, link_id, ip_type,
terminal_ type, remote_ip,remote_port,local_port
- Bi2: EERSIERAMES, EHT Wi-Fi 1545 X,. Bluetooth LE SPP }% Bluetooth SPP
+ 00 ATEIHRME R
« 1: 24 Wi-Fi. socket, Bluetooth LE 5§ Bluetooth JR7S & 4E i AS i, FTEIH RIEE., -
— "CONNECT\r\n" = Pl "+LINK_CONN:" JF 3k # 3% &= £ &
— "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
— "WIFI DISCONNECT\r\n"
- "+ETH_CONNECTED\r\n"
- "+ETH_DISCONNECTED\r\n"
— JA "4ETH_GOT_IP:" F kW& T E
- PL "+STA_CONNECTED:" F 3k ## xr £z &
- PL "+STA_DISCONNECTED:" JF 3k By 4% & 7 &
~ DA "+DIST_STA_IP:" F LW RRTF L
- PL "+BLECONN:" JFL W $# 7 &
- Pl "+BLEDISCONN:" JFk @i F fF B
B

o #FAT+SYSSTORE=1, Wi & WAL NVS 2 [X,
B Wi-Fi if 42X Bf &R +QUITT,

o I Bit0 S 1,
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« # ¥ Bitl N 1, ¥ £ ¥ WIAT+CIPSTART HFIAT+CIPSERVER 1y 2, % 4% ¥ £ R
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” , 1A
2 “XX,CONNECT”,

il

// BY wi-Fi BEBEKXHATHARETE L
// ﬁ%ﬁﬂfﬁﬂjﬁé&l}%ﬁ%%%%

/] EERAAAEBTHATH £ R

AT+SYSMSG=2

5%

/] FEHE X T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: RiJHskzH 2560 6001
A i) iy A

Lyite
ﬁlﬁ]é HI AR50 —I;u_;\ (JJ::E/J’H(/XIE

"ﬂ4>

AT+SYSMSGFILTER?

Wi

+SYSMSGFILTER: <enable>

JE S RGN Bk

iy

’AT+SYSMSGFILTER:<enable>

¢ <enable>:
- 0: BHAGHELIE. REBIME. G, REHEEASHRER T IERTIE.
- 11 BHARSGHEELNE. FEE, RE0HBHIENZERXVTH EREdE S8 AT gk, MCU
EN=E R ﬁ%ﬁﬁﬂ%ﬁﬁ@ML%ﬁﬁ,%ﬁﬁﬁﬁMﬂh
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e

. mf‘ﬁ@ﬂ%AﬂSYSMSGFILTERCFG AL E A e, PRl AL A H R 5 S g,
SEEE MRS AR ) R G B A
-mﬁﬁﬁ%ﬂwmmmﬂleﬁ , BT R RS S G ISR, Bk AT RS
TH BT .
-fﬁAk%mim,ﬁﬂ@ﬂﬁ%ﬂwmwwmmRO%v7T RYH RIS UE
o QAREET AT TR WRIF A, IR APIs 28 AT 4 1 EHE &% .

/) BAEW AT A O WMBEELE. BELRS Y AT+SYSMSGFILTER.
AR, REAKENL RS %E MCU (AT+USERWKMCUCEG # 4 % B # MCU % B o # )
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t 1len);

/) BATEI Y AT 4 OB e k. %3S M AT+HSYSMSGFILTER.
omAER (WREBEH) , KEHEM A2 %BE MCU (AT+USERWKMCUCEG # 4 % & # MCU_
W BB )

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ EAWEE MCU H# M AT #4540 WEKE L #. H#EFR L4 AT+SYSMSGFILTER.
oA IR, KEHWR S LB MCU (AT+USERWKMCUCFG # 4 % B #y MCU % E 3 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// FIHEAASE MCU e fn BT e AT A O W RERE . KIE LW AT+HSYSMSGFILTER.
swmAhaw (WEREA) , X 9“%&(%}%5@ W B MCU (AT+USERWKMCUCEG # 4 & & fy MCU_
M EE T B )

int32_t esp_at_port_active_write_data(uint8_t data, int32_t len);

Bl PEAURBIZE A i BiLiET ).

3.1.17 AT+SYSMSGFILTERCFG: #rify/lic s 28 B nligss

* = 76’&/@5%

b /Fj l”‘ﬁ’ﬁ&«?
° imf}n"‘/l\li/fﬁ
o Bl — AL

o?*% 3}*% %}*q

i) IE2S

iy W

AT+SYSMSGFILTERCFEG?

W 7 :

+SYSMSGFILTERCFG: <index>, "<head_regexp>", "<tail regexp>"

OK

ZH
o <index>: JIIELNIRT].
¢ <” head_regexp” >: SLPBIEMIFEEL,
e <” tail_regexp” >: EHIEMFEIAK.

Espressif Systems 34 Release v2.3.0.0-esp32c3-965-gb2842c6f6
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

1 LR ERUR e

4
B A

’ AT+SYSMSGFILTERCEFG=<operator>

Wi i <

¢ <operator>:

- 0: WEFBRATA I uESE . EERIE, T DARREIC LR R AR B T R HEZS TR RN

il

/) W BR IR #

AT+SYSMSGFILTERCFG=0

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

W 7

OK

>

aRm R R AT EERS I AT 4 DB, BURHETT DA AEE (BD: SBiE ) ek Cf B e
MZEER), 4 AT IR FEHEK LS| <head_regexp_len> +<tail_regexp_len> 5, #TIE
MRk e B A T

PUE SR BSvie: Wt S i ve S EIR AN IR/ N1 GRS Y T

’ ERROR

LB SV PLSASE L -3 R il vl w2 NSRS 1O R/ 190 % IS A T

’OK

* <operator>:
= 1 BEM— A uEds . — D PEAR AL A L BRI Ik RN e Bk ) ik K
* <head_regexp_len>: SLiFIEMIFAAKCE . JuH: [0,64]. WIEREEN 0, RERZMELPIENFE
FCHPCHED, [ER} <tail_regexp_len> AHEHN 0.
* <tail_regexp_len>: FEFFIENFRAEXKEE. Jufl: [0,64]. WIREEN O, AR ZHBIENFAEK
HIPLHEL, R} <head_regexp_len> AfEN 0.

Bl
o W SE A A O BCEA B L g gy, FRE L AT+SYSMSGFILTER iy 5 88k I RS0 Bl ug, 5k
DU AR AN R G0 B A EL
o SKERFIR AR IE Mk NS5 POSIX BAIENIETL (BRE) o
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o T RES AR 8 (AT iy ) TX Bl Pesizad

IEMFEAPA $ £
s HERZIHE

BdE, 2EEERE MCU,
o M ZRGH B TR R A
o RGN B VLR pERR T,

e, HETULHL.

o XA RS,

ARG ELE.

il

U8, SREN KRR MRIKPA ~ TRk, B

fﬁJH#IEEEJ:%%MEM%%ﬂjiﬁﬂl%iﬁft'ﬂﬂi%_iﬁﬁ , RBHEA S
GEH RAPOE N Fk VT L _E 1B 29 AT 4

1L yEH, MCU A WE]; i AR P 2k XL e By
SESRE . AR FARGILR L E R g -
RGN EAREAE, WASK E—RM RGN EMAZREHEEE—

5if ZN W B E A A i

TyEsE  [E B A BE i AT+ SYSMSGFILTER=0 {54

/) WE

A F

/] R ARG E Ik

AT+SYSMSGFILTER=1

// R I B
AT+CWMODE=1

E® P "WIFI CONNECTED"
AT+SYSMSGFILTERCFG=1,17,0

/] % &4 KE OK A > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.
¥, X M ASCII # ¥ § 0D OA)

AW ERE

AT+CWJAP="ssid", "password"
// AT X F # # WIFI CONNECTED % % 4 & # &

HARBIZE . A5 L

T YET B,

AT+SYSMSGFILTERCEFG=<operator>, <head_regexp_len>,<tail_regexp_len>

W i :

OK

>

AR FIR AT R I AT fird DR, R EmT DA A K (R SKEiE ik s iRk

M=),
N g k=58

AR IE )RR 5K

HEPERH

STV R s it

SRR R,

2 AT U B B K B A3 <head_regexp_len> + <tail_regexp_len> i, #fT1E

’ERROR

AR IR ek A SR AL I ) LA it

DEAT I, R[]

’OK

BH

* <operator>:
- 2:

B~ ad s -

» <head_regexp_len>: . FFIE N SR KE, B 2 [0,64], TR EHO, N <tail_regexp_len>

AERN 0.

o <tail_regexp_len>: FEFSIENFRANK A, JuH:

NEEH 0,

(0,641, UARIEN O,

] <head_regexp_len>
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BE]
o RpMHER IRt 0 e AR N ) i i o

il

/7 B bR o #y R

AT+SYSMSGFILTERCFG=2,17, 0

// & @ ARE OK # > 5, # A\ "WIFI CONNECTED\r\n (F & \r\n & f 2.
SANFE W, N ASCITI & ¥ @ 0D 0A)

/7 W

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT & # ¥ WIFI CONNECTED % % 4 & ) &

3.1.18 AT+SYSFLASH: #ifyoki%%5 flash il Fr4y X
AR A

Jifik:
#rif) flash H 43X

AT+SYSFLASH?

MW .

+SYSFLASH: <partition>, <type>, <subtype>, <addr>, <size>
OK

Has

&F

Jyiig:
B, 5. #EER flash X

e

=

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

W

+SYSFLASH:<length>, <data>
OK

e <operation>:
- 0: R
-1 54K
-2 K
e <partition>: ] /X 4K
o <offset>: ffLHiidl
o <length>: ¥k i
o <type>: JFrXIEH
* <subtype>: 14 X52A
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o <addr>: F P4 XAk
o <size>: F 4K/

o [ A & TR 56K at_customize.bin, FEYHFE A SH 4o fT B 2 Ly K.

o PERRAIXHT, THTEEEERIZ E AR X . XA AT A <of fset> fil <length> ZHCRTEM. Hi
M, 4 AT+SYSFLASH=0, "mfg_nvs" AJ#ERIEA “mfg_nvs” X,

o XTI E X[ 2% ESP-IDF 4 [X %,

* 4 <operator> Hwrite B}, RGULENAS/EHEMATRI] >, R DU AZEEdE, £
K E N 5 <length> —3,

o GO XHI, EEERIZS X,

o WSREAE L mfg_nvs 3 X BEBEHE , 1 FHAT+SYSMFG A4 (NVS R B (E X AT ) o« s
ERBUCEA mfg_nvs 431X, T FHAT+SYSFLASH 4 (43 IXEEE) .

il

/] BB EAN "mfg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// F "mfg_nvs" SR EHBEHI 0 L ENFH "mfg_nvs" 4K (A A 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #%ifyuki4; manufacturing nvs Jf] J1453 X
i %

Jtig:
1) manufacturing nvs f 743 X PN i 6y 44 25 A1) (namespace)

AT+SYSMFG?

W i <

+SYSMFG: <"namespace">

OK

PR iy 4 2 1) BV

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">]

Wi i *

[ox

BH

¢ <operation>:

- 0: HPRERIE
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- 1 EEHURAE
- 2 HAEAE
* <” namespace” >: fiy4a5|H].
o <” key” >: A, HFRMEE. M <"key"> BAAEF, PR <"namespace"> WETHREEN; T
M SRR M HIFE 1) <"key"> UBE{EXT

BEW]
© THICREE AR AT (NVS), T flar 22 im) . BE X S .

il

// B client cert A XHAMAMBEN (W: RBRAWE 0 EME 1o
~FF P AES )

AT+SYSMFG=0, "client_cert"

// #®% client_cert # & X |l 8 client_cert.0 #EX (H: BREBIAWE o
~EBEPHIEH)

AT+SYSMFG=0, "client_cert", "client_cert.0"

DMLy 428 T e BE VDX

ML AL A A o
weEmAs wmA:

AT+SYSMFG=<operation>[, <"namespace">] [, <"key">] [, <offset>, <length>]

W i ¢
Y <"namespace"> PAKZ GSEEA BT, 1k

+SYSMFG:<"namespace">

OK

H <"key"> NKZ R SHEAERS, R [A]:

+SYSMFG:<"namespace">, <"key">, <type>

OK

HANOL, R

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:

- 0 PEERERAE

- 1 PRHRAE

- 20 B ABE
* <” namespace” >: fiy4 %5 |H].
o <” key” >: A, BFRCME.
o <offset>: (AL .
o <length>: FE{EMKSE.
o <type>: HHH[HRAL,

- 1: u8
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i8

ulé
i16
u32
32
string
: binary

. <V;lue> D RE B .

|
[e<BEN Ie NNV, I U I 8}

il
o WHSCREE RS A (NVS), T f#ar 225l BEXT IS .

Bl

/7 EEBCH R BTR B A B = A

AT+SYSMFG=1

// #EE client_cert # L XA A M £ 48

AT+SYSMFG=1, "client_cert"

// LBl client_cert @ % X A B client_cert.0 T # W H
AT+SYSMFG=1, "client_cert","client_cert.0O"

// LBl client_cert @ % X H W W client_cert.0 T8 WH, MNEH 100 B F L B 200_
N
AT+SYSMFG=1, "client_cert", "client_cert.0",100,200

Tl iy 4 25 ] A 55 A BEAFDO

pEmYy mA

2

’AT+SYSMFG:<operation>, <"namespace">, <"key">, <type>, <value>

Mjn] Joz <

[ox

¢ <operation>:
- 0: HERIRAE
- 1o BEURAE
- 20 AR
* <” namespace” >: fiy44 %3 |H.
o <” key” >: R, BFRCME.
o <type>: HR{HAAA,
- 1: u8
i8
ul6
il6
u32
i32
string
: binary
- <value>: ZH( <type> R, MHLSHE LR :
- MR <type> & 1-6, <value> fCREERIEE.

|
[eBEN Ie) NNV, N NS I 8}
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- MR <type> & 7-8, <value> MURBEMBIMKIE. EEKRZHAAMSIG, AT R
>, Fn AT CHER IR AT RO, ST AR AR . 24 AT Bl il il 1 1k 2
<value> J5, MISZHI I fr44 2310 A5 A SEXT

Bl
o WHSCREE D) A (NVS), T f#ar 2 2sim) ., BEXT O .
* BRI, BT SRS SR SR EXT (NVS ARG B SRR (EXT) -

o ARG mfg_nvs 73X SRR, T BT AT+SYSMFG 64 (NVS WG4 ) o 2R
ERBUCEEA mfg_nvs 73X, T AT+SYSFLASH fiy % (73 IXARAE)

il

// W client_cert & % XA W W client_cert.0 # 5 NFH WA (B : ¥ #H client_cert.
A ZHEANE 0 BEFKIEH)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

/) £ EORE > B, BA 1164 ¥ ¥ 8L # X4

3.1.20 AT+RFPOWER: #if)/ix ¥ RF TX Power
A%

Tytig:
#7if) RF TX Power

Py -
“ﬂ4>‘

AT+RFPOWER?

Wi i <

+RFPOWER:<wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>
OK

B hr A

’AT+RFPOWER:<wi fi_power>[,<ble_adv_power>, <ble_scan_power>, <ble_conn_power>]

W i <

[ox

BH

o <wifi_power>: H{j>4 0.25dBm, HAIXENZSEIE R 78, NIZZFRM) RF Power {E4 78 * 0.25 dBm
=19.5dBm, & 5Ti5{T AT+RFPOWER? Ay oA SLP5 10 RF Power {1,
— ESP32 i #5 WHUEIE FH [40,84]:
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REME | EBYE | EFRE | EBr dBm
[40,43] | 34 34 85
[4451] | 44 44 11

[52,55] | 52 52 13

[56,59] | 56 56 14

[60,65] | 60 60 15

[66,71] | 66 66 16.5
(72,771 | 72 72 18

[78,84] | 78 78 19.5

» <ble_adv_power>: Bluetooth LE | %% RF TX Power. HUHE LK [0,7]:

e 0: 7dBm
e 1: 4dBm
: 1dBm
:-2dBm
:-5dBm
: -8 dBm
:-11 dBm
:-14 dBm

~N N L BN

 <ble_scan_power>: Bluetooth LE J94#{#) RF TX Power, Z%{BU{EF] <ble_adv_power> H¥{.
 <ble_conn_power>: Bluetooth LE i1 RF TX Power, Z%(H{E][F] <ble_adv_power> .

3.1.21

o M Wi-Fi R ERFILEIL, AT+RFPOWER iy Toyk % B/A0 1] Wi-Fi ) RF TX Power., 34 Bluetooth
LE K44, AT+RFPOWER fird Lk B /4 1f) Bluetooth LE [¥ RF TX Power

* B T RF TX Power 4+ b A [H W 55 %, M@ ANFRHMAE S 2 X N8 HCHEE H,
B DL il 4f esp_wifi_get_max_tx_power A ] ¥ 1) wifi_power [ {H | fE 5
esp_wifi_set_max_tx_power WENMBEMAELER, BEASHIZELK.

o ALK <ble_scan_power> £l <ble_conn_power> - S 40{H 1 & N5 <ble_adv_power> Z=EUR R 1{H
G, XPASECR 2 H 3 E 5 <ble_adv_power> F[R] FI{HE .

3.1.22 AT+SYSROLLBACK: [n]3 % CLit [k

WA %

A

=

’ AT+SYSROLLBACK

W i :

[ox

Bl

» Ay oA OTA J14K, HaBlRE] S — OTA 73 X .

3.1.23 AT+SYSTIMESTAMP: #% i)/ ¥ A< Hiisf fia] 3%

A

ik
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A ) AR 1 o 1) 78

A .
"ﬂ/?\‘

AT+SYSTIMESTAMP?

Wi i ¢

+SYSTIMESTAMP : <Unix_timestamp>
OK

B

&F

ifig:
P E AL )8, 24 SNTP B a W85, 52 5455

O e
iy

’AT+SYSTIMESTAMP:<UniX_timestamp>

W i+

[ox

S

* <Unix-timestamp>: Unix [f[a]#;, BAf7: 0.

2N

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.24 AT+SYSLOG: FYHkZE AT i fCrddn
i

i
il AT SRS R 27 E

O e
iy

AT+SYSLOG?

W ) :

+SYSLOG: <status>

OK

)E’J

CEL A

Bfe:
R EREE ) AT HHR R

ke
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’AT+SYSLOG:<status>

W

’OK

o <status>: FERIEIEARS

- 05 22
- 1A

il

// B R AT 4R R T E T
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// R AT #RAREEF
AT+SYSLOG=0

OK
AT+FAKE
// A4 7/ “ERR CODE:0x01090000"

ERROR

AT FF AU —> 32 L+ NS BUE, & SR

S FEH | §RE
bit32 ~ bit24 | bit23 ~ bit16 | bitl5 ~ bit0
* category: [ E{H 0x01
« subcategory: 4H{RASHY
$HIRER e ix X | %EA
5
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 {524
ESP_AT_SUB_NO_TERMINATOR 0x02 FERBNGEHRLF (VDL “m” Z5)8)
ESP_AT_SUB_NO_AT 0x03 KFFELE AT (B AR RERE at, At B
aT)
ESP_AT_SUB_PARA_LENGTH_MISMATCHXx04 SRKE TR
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 ZHERURNPURD
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 SRR = A VLED
ESP_AT_SUB_PARA_INVALID 0x07 TS H
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 AT SR
ESP_AT_SUB_UNSUPPORT_CMD 0x09 AT HzmS
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A AT A2
ESP_AT_SUB_CMD_PROCESSING 0x0B eI E—4md
ESP_AT_SUB_CMD_OP_ERROR 0x0C PR E R R R
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o extension: FiiRYIRAEE, AR TRUEGARPY RAEGE, #1% % W components/at/
include/esp_at.h,

BN, 5% ERR CODE:0x01090000 F/R “RIZHZm4L".

3.1.25 AT+SLEEPWKCFG: ¥ Light-sleep Wi/ i fle i GPIO

=

=

A

’AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
- 0: LREABCE, BALE:
- 1 fREBCE, BAE:
— 2: GPIO Mg
¢ <paraml>:
— YMLERE R E BERET, ZSEIORMRIRRTE], R R
— MaEEYE K GPIO B, % Z%(3FR GPIO i

e <param22>:
- RS R GPIO H, %S /R LT
- 0: fkF~F
~ 1t RHOE
ZN ]

// GPIOLl2 & 4 1% w F B 4 BE
AT+SLEEPWKCFG=2, 12, 0

3.1.26 AT+SYSSTORE: ¥ SH g
A%

Dyt
il AT A7

Py -
iy

AT+SYSSTORE?

W 3% <

+SYSSTORE : <store_mode>

OK
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=

=

A

’ AT+SYSSTORE=<store_mode>

o <store_mode>: ZEfEERIR
- 0: MAEEALEA flash
- 1 WAFEELA flash (ERIA)

Bl

- Ui A RIBIEE G S, REMEGS, KA L5EMN RAM i,
N RIN AN 2

o AT+SYSMSG

» AT+CWMODE

» AT+CIPV6

o AT+CWIJAP

* AT+CWSAP

* AT+CWRECONNCFG
e AT+CIPAP

e AT+CIPSTA

e AT+CIPAPMAC

* AT+CIPSTAMAC

» AT+CIPDNS

e AT+CIPSSLCCONF

e AT+CIPRECONNINTV
e AT+CIPTCPOPT

* AT+CWDHCPS

» AT+CWDHCP

* AT+CWSTAPROTO

e AT+CWAPPROTO

« AT+CWJEAP

e AT+CIPETH

» AT+CIPETHMAC

* AT+BLENAME

e AT+BTNAME

e AT+BLEADVPARAM
e AT+BLEADVDATA

* AT+BLEADVDATAEX
* AT+BLESCANRSPDATA
e AT+BLESCANPARAM
* AT+BTSCANMODE

il
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AT+SYSSTORE=0
AT+CWMODE=1 // F # A\ flash
AT+CWJAP="test","1234567890" // 7 f A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A\ flash
AT+CWJAP="test","1234567890" // #H# A flash

3.1.27 AT+SYSREG: 5% {£%

AT+SYSREG=<direct>, <address>[, <write value>]

W
+SYSREG:<read value> // (EH TR FHF E W
OK

o <direct>: FEEE TFIEAS

- 0: EAATAY

- EHEE
» <address>: (uint32) F/7avHubl, FHEIHSHEM XN (RARSEZFH
o <write value>: (uint32) 5 AfH, & T 5 S1Eesmt

Bl
o AT A&l , DT Af DR A 2 A e L AT 2%

3.2 Wi-Fi AT w44

N4

o AT+CWINIT : #JiE40/ 75T Wi-Fi IREFE 5

o AT+CWMODE: #5if)/i% & Wi-Fi i3, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: Z5if] Wi-Fi JRZSH Wi-Fi (5 B,

o AT+CWJAP: 3 AP

o AT+CWRECONNCFG: #5if]/i%'% Wi-Fi # % H %

o AT+CWLAPOPT: 5 AT+CWLAP £y FIH5 4551 JB

o AT+CWLAP: 13524 i7] iy AP

« AT+CWOQAP: WiFT'5 AP [f)3E:

o AT+CWSAP: [t ESP32 SoftAP 24§

o AT+CWLIF: )% 31: 5| ESP32 SoftAP (1] station {5 5,

o AT+CWQIF: WFT station 5 ESP32 SoftAP 1442

o AT+CWDHCP: F3J]/2%Ff] DHCP

o AT+CWDHCPS: i)/ & ESP32 SoftAP DHCP )it f) IPv4 Hiht i [l
o AT+CWAUTOCONN: | Hi275 H 8% AP

o AT+CWAPPROTO: #5if)/¥5'E: SoftAP £z 802.11 b/g/n Hp AR

o AT+CWSTAPROTO: %% Station #53XF 802.11 b/g/n sl A
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o AT+CIPSTAMAC : 2]/ & ESP32 Station [i{) MAC #iihik
o AT+CIPAPMAC: #¥ifij/i%E ESP32 SoftAP [ MAC #ijik

o AT+CIPSTA: #xif)/i%E ESP32 Station [ IP Hhihik

o AT+CIPAP: 25if)/¥% & ESP32 SoftAP [ IP Mkt

o AT+CWSTARTSMART : JT)& SmartConfig

o AT+CWSTOPSMART : {%]}- SmartConfig

« AT+WPS: % WPS ThE

o AT+CWJEAP: %3 WPA2 /™ Jik AP

o AT+CWHOSTNAME : #5ifi)/7% & BESP32 Station [ 34144 FR
o AT+CWCOUNTRY : /%8 Wi-Fi EZCh

321 #ivdd

gl BOARY AT [EF SRR U R BRAT+CWIEAP Z SN AT fin% . WERIETE ZAZ I ESP32 ERIA
Fefan 4, W BAT4F ESP-AT 142, fEE T RE TRREEE (NG Marn, RSN & 2k
#):
* 2 EAP 3% (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support
o ] WPS 14 (AT+WPS): Component config->AT->AT WPS command support
o 21| smartconfig iy % (AT+CWSTARTSMART . AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support
« SEPTA Wi-Fi % ORHER . —BESH, i Wi-Fi UGCA ERThEeRs Tovk i, TR aAT3E

PLIX L AT /54 ): Component config->AT->AT wifi command support

3.22 AT+CWINIT: &AL/ R Wi-Fi S5ah Ry
teiffr 4

i
i) ESP32 i 1) Wi-Fi FIRALIRE

O e
iy

AT+CWINIT?

W i ¢

+CWINIT:<init>

OK

LA

-t

itk
WAL EE BE ESP32 5419 Wi-Fi IRsh 7

O e
“ﬂ4>'

’AT+CWINIT:<init>

W i ©

[ox
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SH
e <init>:
- 0: &3 Wi-Fi IREhFLT
- L: #4k4k Wi-Fi R0 (BRHAE)
e

o AR EANEFE flash, TIPSR NEGME 1.
o M RAM BEYEA R, FEAME A Wi-Fi AT, o] DA Sbay &35 8 Wi-Fi IRaAR7, PAREI
RAM %,

il

// #HE Wi-Fi R EF
AT+CWINIT=0

3.2.3 AT+CWMODE: #rify/ix ¥ Wi-Fi i (Station/SoftAP/Station+SoftAP)
A%

Jyiig:
#if) ESP32 i 1) Wi-Fi i

O A e
iy

AT+CWMODE?

W

+CWMODE : <mode>
OK

[y

& &
i

T E R

P ESP32 451 Wi-Fi it

Py
i) H

=

’AT+CWMODE:<mode>[,<auto_connect>}

o <mode>: IR
— 0: J& Wi-Fi {58, 3 H.2¢ [l Wi-Fi RF
— 1: Station F=;
— 2: SoftAP iz
— 3: SoftAP+Station Fi=t

Espressif Systems 49 Release v2.3.0.0-esp32c3-965-gb2842c6f6
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

 <auto_connect>: Yk ESP32 #4511 Wi-Fi FizCi (640, A SoftAP 5§ F& Wi-Fi FizJJ4% 4 Station
1 Bk SoftAP+Station #52X) , 26 B ZhiEd: AP (WPJRE, BROAME: 1. SEEERE, (EHERA
8, WpidaelshiEs.
- 0: 25 ] H BhifE e AP (TR
- 1 3 A3ER: AP IIfe, A Z BT 2% B 8hiEs: AP WECERAFE] flash o, T ESP32 %
=15 B BhiER: AP

it

o FAT+SYSSTORE=1, ZRV%E-FHFAELE NVS 430X

o WIEZ EIEE RS A YIRE, RPAG L ERE, EIEE A SoftAP BY SoftAP+Station LJfERT, K
LA i Y T iRt e -
— AT+BTINIT=0 (34} Classic Bluetooth)
— AT+BLEINIT=0 (3144 Bluetooth LE)
— AT+BLUFI=0 (3[4 BluFi)
WA TR 2 40T, T IREE RF AEAE SOk .

il

AT+CWMODE=3

3.24 AT+CWSTATE: #rify Wi-Fi JR&HM Wi-Fi {55
feiudr e
#51) ESP32 4519 WicFi ARSI WicFi i)

AT+CWSTATE?

W i ¢

+CWSTATE:<state>, <"ssid">

OK

ZH

o <state>: Y47] Wi-Fi Jk5&

— 0: ESP32 station [ KT Wi-Fi £33
1: ESP32 station ©. 4 %4 F AP, {H ¥ K FKEF| IPv4 Huhik
2: ESP32 station .2 %R | AP, JC 4 3REF| IPv4 Hihl:
3: ESP32 station IEFE#AT Wi-Fi ##:8, Wi-Fi HEi%

— 4: ESP32 station 4bT* Wi-Fi WK
o <” ssid” >: H#FR AP 11 SSID

|

o 24 ESP32 station ¥4 i I AP B, HEZE(H by 22 Wi-Fi {5 5 ; 24 ESP32 station £ %3 I AP
Joi, A AT+ CWIAP 6y 4-45if) Wi-Fi {5 B
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3.2.5 AT+CWIAP: &% AP
iy

Dtig:
#rif] 5 ESP32 Station £ 1) AP {5 &

s

AT+CWJAP?

L)V

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
—, <scan_mode>, <pmf>
OK

BeE WA

Yytig:
B ESP32 Station FFiEH (1) AP

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

W .

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

AT %

Dy
 ESP32 station #4452 Yk Wi-Fi it & 117 AP

AT+CWJAP

W i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPvé6 GL]
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&

+CWJAP : <error code>
ERROR

SR

Bl

<ssid>: H#x AP 1% SSID
— 05 SSID AU A , o .\ SEERREAT, REE Y
— AT ZHpi%$: SSID Sy SCi AP, {H 2 HE 28 % fh 27 5l 5 #4517 S SSID A2 UTFE-8 gtk =X
BT PASEH SSID, AR Jefili 414 21 i SSID #FfTi%E$z
<pwd>: B K 63 529 ASCIT
<bssid>: HPx AP ) MAC Hbhit, 42> AP H [ SSID B, %S EA T4 %
<channel>: ZiH%
<rssi>: {55 g
<pci_en>: PCIiAJE
— 0: ESP32 station 1] 54T fi]—Flias =0 AP %42, {45 OPEN I WEP
— 1: ESP32 station 1] 5[ OPEN Fll WEP 2 AMUATAT— i as 7 20y AP 4
<reconn_interval>: Wi-Fi BEiE[E)fE, A B, BOME: 1, &I E: 7200
— 0: WrFi%E¥E), ESP32 station AN 4 AP
— [1,7200]: W42 )5, ESP32 station 4 [% 45 & I [E] 5 AP Hi%
<listen_interval>: Hil7 AP beacon [¥[E][, 5.~ AP beacon [B][%, BRIAME: 3, JERI: [1,100]
<scan_mode>: it
— O: PREIH, B HAR AP 52 R34, ESP32 station 55— NI EI AP 8
- I: & EEEN, A FEAEEE A Z 1R, ESP32 station 51211015 5 558 AP EH;
<jap_timeout>: AT+CWJAP A @B ER A, BA: B, BRIAME: 15, JEfl: [3,600]
<pmf>: PMF (Protected Management Frames, Z{F37H%& M), BRIAME 1
- 0 FRE ] PMF
— bit 0: BA5 PMF Zhfig, $/r38F PMF, QSR HAR 4 H A PMF Zifig, W] ESP32 4Rl seik
FEPA PMF i 4%
— bit 1: FFE PMF, $/RTE% PMF, AR 2 KPR SR PMF ZHRERY AT
<error code>: 4HiRtE, {Ufkz%
- 1: B
- 2: SRR
3: JLyERE H AR AP
4: TERR K
HE H: BRI

IR AT+SYSSTORE=1, Til'&E ¥ BCHRIES] NVS 43X

i A & TFH IS station 5

24 ESP32 station L1542 [ AP Ji7, A I UL rin & #xif) Wi-Fi {55 24 ESP32 station %4 1% I~ AP
B, e AT+ CWSTATE iy 4-25if) Wi-Fi {5 5

Ay AP <reconn_interval> ZE{5AT+CWRECONNCFG 54 H1ff) <interval_second>
SR . WMEBTAR AN RE <reconn_interval> S, Wi-Fi 5% i) i) R i 2R
UNER

MR [F A <ssid> fll <password> 4, KA E—REME

PATA S S BCE AT EAE R, BRACKH 15 7P, Wl S48 <jap_timeout> WHE

AN FpE S WAPL SR R i #e -

AEFLSRE IPve Hihlk, SEBER B AT+CIPV6=1

4 oK {03 IPv4 MK A HER LG, AL IPve LG HERT LS . 4 Ti ESP-AT DA IPv4 [ 2%y
=, IPV6 W 4% K% .

WIFI GOT IPv6 LL fUEDCLIREF|AMAER IPv6e Hihl, X Huhl 2t EUL-64 A il a2 sk
W), AREMERESS., mTITRY, XMTHRESE OK Z B, W EETE OK Z )5 .
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e WIFI GOT IPv6 GL{CEDZLIEE| 4R IPve Hullk, ZHiht 2k AP F & Mmigiin b papita s
R EBIATHATRY, FEKHSSS. BTIFRF, XAFTHIFHELE OK Z /i, WAl RELE
OK ZJ&; WrlREHHT AP AR IPVO i AT ED .

hil

// 4B B A AP By SSID & "abc", A E "0123456789", | @ 4 &
AT+CWJAP="abc", "0123456789"

// W R HA AP B SSID £ "ab\,c", HHZ "0123456789"\", M| & 4 £ :
AT+CWJAP="ab\\\,c", "0123456789\"\\"

/) R EZA AP FAM R # SSID "abc", WiE I BSSID # E| H A& AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// fw R ESP-AT E ki pMF #F # AP, W& 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: 7%ify/¥t' s Wi-Fi fiEh S
AR s

Ly
ity Wi-Fi BN E

s

AT+CWRECONNCFEG?

Wi % ¢

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

[y

Jfie:
% Wi-Fi &SR E

“ﬂ4>°

’AT+CWRECONNCFG:<interval_second>,<repeat_count>

W i <

[ox

* <interval_second>: Wi-Fi EIE[A][E, BN #, BRIAE: 0, FKME 7200
— 0: WrFFi%E¥E)5, ESP32 station ANE 4 AP
— [1,7200]: Wi %42 )5, ESP32 station 4 [% 45 & i [E] 55 AP Hi%
» <repeat_count>: ESP32 %4552t E1E AP IREL, BZEHE <interval_second> K 0 BfA
B, BME: 0, HRfE: 1000
— 0: ESP32 station J4 222 i# 4 AP
— [1,1000]: ESP32 station % BB A~ 2535 B 1R EE1E AP
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il

// ESP32 station & 1 B2 E# ap, 2K 100 %

AT+CWRECONNCFG=1,100

// ESP32 station HEW F A EF ~E % AP
AT+CWRECONNCFG=0, 0

i}
o At <interval_second> ZEHAT+CWJIAP ) [<reconn_interval>] ZEAH[H
o A T HEWIT AP, Wi-Fi B MAHLUE Wi-Fi 3 i

3.2.7 AT+CWLAPOPT: ¥ AT+CWLAP &y A FIHG4s 1 @ vk

i

=

’AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

o <reserved>: 1% BHji
o <print mask>: AT+CWLAP {45525 BaRA 2%k, BUAME: OXTFF, #bit %k 1, NE/R

papie =@
— bit O:
— bit 1:
— bit 2:
— bit 3:
— bit 4:
— bit 5:
— bit 6:
- bit 7:
— bit 8:
- bit 9:
— bit 10

FIH 0, WA R 250
A N <ecn>
15 BIR <ssid>
BB TR <rssi>
A5 R <mac>
245 7R <channel>
A BN <freq_offset>
A BN <freqeal_val>
275 IR <pairwise_cipher>
2% IR <group_cipher>
15 wn <bgn>

D SR <wps>

o [<rssifilter>]: AT+CWLAP W45 R 2 B A SHGL g, WD, 5 iGN T rssi
filter ZH¥MHN AP, Bfj: dBm, BRIA(H:-100, JuR: [-100,40]

* [<authmode mask>]: AT+CWLAP 4445 2% won A M NIE Xy AP, ERIAME: OxFFFF, 1
Rpit xR 1, WERXFWINERFRF) AP, N0, NRER

— bit 0: 275 &R OPEN ME R AP

— bit 1: Z%& &8 WEP AR Y AP

- bit 2: 275 R WPA_PSK IMIF I AP

— bit 3: 25 R WPA2_PSK IAE 1 AP

- bit4: 2R /8 WPA_WPA2_PSK AL =0AY) AP

— bit5: 2% T8 WPA2_ENTERPRISE TAUE T AP
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bit 6: B R WPA3_PSK A =Y AP

— bit 7: B B8 WPA2_WPA3_PSK IAIE T AP
bit 8: J275 7% WAPT_PSK MIE A AP

— bit 9: 27 /R OWE NIE U AP

il

/] BE—ANBBEA L, KT ATHCWLAP @A HEEREBEE T ERE
/] B AN H A 31, B OxiF, k- T HEME A 1 i
AT+CWLAPOPT=1, 31

AT+CWLAP

// R B INiEF X4 OPEN B AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £1§i2%min HIF) AP

R:

B A

4?

ik
AT G E S5 F) AP, NFEE SSID, MAC Hiht sl {FiE S

O e
iy

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT 4

g
F Y il 6 AP
A

AT+CWLAP

Wi i ¢

+CWLAP: (<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq offset>,<freqcal_val>,<pairwise_

—cilpher>, <group_cipher>, <bgn>, <wps>)
OK

o <ecn>: fiI%E A
- 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPL_PSK
OWE

|
O 001N WN
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il

=z

<ssid>: FHEHS50, AP [ SSID
<rssi>: {55 iR
<mac>: FHESE, AP 1) MAC H#ilk
<channel>: {FiE5
<scan_type>: Wi-Fi #2840, BRIA(EH: 0
- 0: R
R TERE
<scan_time_min>: &R MEE RN E, FA0L

fil, ASHICR

<scan_time_max>: EAMFHE AT ), AL

SHERME, ESAHH 120 ms, ahHih 360
<freq_offset>: il ({RAEWH)
<freqcal_val>: SUEMHEE (FRETIH )
<pairwise_cipher>: %558

0: None

: WEP40

: WEP104

: TKIP

: CCMP

: TKIP and CCMP

: AES-CMAC-128

70 RA

<group_cipher>: N A, 5 <pairwise_c

D 2R, Ul [0,1500], ANSRIHEIEAU BT
2, JEl: [0,1500], AR 0, F{ERA

ms

ipher> ZHIIHAEEM

<bgn>: 802.11 b/g/n, #7bit By 1, WIFIRMEREX VA, i 0, MR 48X R

— bit 0: JZ i fiE 802.11b 5

- bit 1: 2 EHRE 802.11g 5

- bit 2: 2EHRE 802.11n FF;
<wps>: wps flag

- 0: AN+ WPS

- 1: Z¥ WPS

/&

# 4§ £ SSID & ap

AT+CWLAP="Wi-Fi"

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

3.2.9

!

i1

v

A

=

H

AT+CWQAP: WiJF5 AP (s

we

’AT+CWQAP

W i :

[ox

3.2.10 AT+CWSAP: [l ESP32 SoftAP %

A i)

i

Ly :

pas

T
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251fi] ESP32 SoftAP [yt & 5%k

A .
"ﬂé’\‘

AT+CWSAP?

W

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>

1% & ESP32 SoftAP [Tl & S 4

[

’AT+CWSAP:<ssid>,<pwd>,<chl>,<ecn>[,<max conn>] [,<ssid hidden>]

W % <

’OK

o <ssid>: FAFHRSE, BA AT
o <pwd>: FEFFERESE, ®Y, JEH: 8~ 63 ) ASCII
o <channel>: 5%
o <een>: A%, ASZHF WEP

- 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
o [<max conn>]: 72 i A ESP32 SoftAP [#J#5% % station 3 H , BUEIEHE: £% max_connection ik,
¢ [<ssid hidden>]:

— 0: )75 SSID (BKiA)

- 1: AJ % SSID

o Ky HAYAT+CWMODE=2 83 AT+CWMODE=3 It 4 %X

* #FAT+SYSSTORE=1, P S BCRFRAFAE NVS 43X

o BRIA SSID 451 5, BT B4 i MAC sl 4 A, %30 DAGE FJAT+CWSAP? 5 i) BRIA 1)
SSID.

il

AT+CWSAP="ESP","1234567890",5,3

3.2.11 AT+CWLIF: #if)¥E$:5] ESP32 SoftAP [1] station {5 kL

AT 4

Eld

A
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AT+CWLIF

W 7

+CWLIF:<ip addr>, <mac>

OK

¢ <ip addr>: 42231 ESP32 SoftAP [ station [ IP Mkt
o <mac>: j%3E2] ESP32 SoftAP f1] station 1) MAC #ihil:

B

o Kby ST IP, (U FF(E ESP32 SoftAP FIHE A station DHCP ¥y (kT i1 T4k

3.2.12 AT+CWQIF: WiJJ station 15 ESP32 SoftAP [y
AT R %

ke
Wi 7 1% A\ ESP32 SoftAP [# station

’AT+CWQIF ‘

Mjn] oz <

WIFF 349 A ESP32 SoftAP [ station

s

’AT+CWQIF:<mac> ‘

o <mac>: FEWrTFiERE station 1) MAC Hiht

Espressif Systems 58 Release v2.3.0.0-esp32c3-965-gb2842c6f6
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

3.2.13 AT+CWDHCP: j3JH/25)1] DHCP

AT+CWDHCP?

W i <

+CWDHCP : <state>

Yytig:
J& /4% F] DHCP

A

’ AT+CWDHCP=<operate>, <mode>

W

[ox

¢ <operate>:
= 0: 557
- 1
¢ <mode>:
— Bit0: Station [1)) DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP IPIRTS
— BitO:
« 0: 25 1] Station /) DHCP
« 1: JB ] Station ) DHCP
- Bitl:
x 0: 25 SoftAP [{) DHCP
+ 1: J5 ] SoftAP [} DHCP
- Bit2:
« 0: 2% [f] Bthernet [1) DHCP
+ 1: J32 Jf] Bthernet |1 DHCP

e

o #7AT+SYSSTORE=1, [t E WU RIZE] NVS 43X

o KW HE G S BRCEEHS IPv4 ik 6y - AN ESEN, WAT+CIPSTA FIAT+CIPAP
— 2 DHCP, N#EZS IPv4 Ml 2 itk
- A IPv4, NI DHCP £:9%5 H
- R KR ESES L —REE
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il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #%if)/i ¥i ESP32 SoftAP DHCP 4yicit) IPv4 Huhk JiHil
Ay

e

AT+CWDHCPS?

Wi 3% ¢

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

Dytig:
B ESP32 SoftAP DHCP fi}t 45 2§73 Bt Iy IPv4 Hiutik 5 FFl

e

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

W

¢ <enable>:
— 1: % DHCP server {5 5., FESEMIEE
— 0: J& % DHCP server {5 5., MEBINE, FESHILFTFHSE
o <lease time>: FHZYW[E], FAf7: Zr4p, BUEVERE: [1,2880]
o <start IP>: ESP32 SoftAP DHCP Jii 45 %% IPv4 Hiht b [t i 1P
o <end IP>: ESP32 SoftAP DHCP ff 4528 IPv4 il b4t 1P

Bl
* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

o KA LU AE ESP32 SoftAP X {fi5E, H.JF)5 DHCP server [ 5t (i H
o BEE Y IPv4 HihE 3G FELY 5 5 ESP32 SoftAP 1E [/ — W Bf

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HHEE, WEZRIAE
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3.2.15 AT+CWAUTOCONN: #¢if)/i%E o s A aiEs: AP
AR

AT+CWAUTOCONN?

Wi 3% <

+CWAUTOCONN: <enable>

LT
OK
SH
¢ <enable>:
- 1: bR HZhERE AP (BHA)
- 0: LA HINER: AP
]

o ARERAFE] NVS X,

Bl

AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/i ¥ SoftAP Ei X 802.11 b/g/m Ppillbrifi
i

e

AT+CWAPPROTO?

Wi i ¢

+CWAPPROTO: <protocol>
OK
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=

=

A

’AT+CWAPPROTO:<protocol> ‘

* <protocol>:
— bit0: 802.11b HHMA7E
— bitl: 802.11g P AR
— bit2: 802.11n PrERNUE
— bit3: 802.11 LR 'R#E & FIthUbRfE

B
o M4, ESP32 %4573 PHY mode I : Wi-Fi #pis=
o BRAMEM T, ESP32 {4451 PHY mode J& 802.11bgn 55,

3.2.17 AT+CWSTAPROTO: k¥ Station iz, F 802.11 b/g/n il brifi

AT+CWSTAPROTO?

W i <

+CWSTAPROTO: <protocol>
OK

v

o

N

R

¥

=

MA

’AT+CWSTAPROTO:<protOCOl> ‘

e <protocol>:
— bit0: 802.11b Hpsl A7
— bitl: 802.11g P brif
— bit2: 802.11n Bk
— bit3: 802.11 LR 'R#% L FIHMUARE
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]

o M7, ESP32 %4 F5 PHY mode I Wi-Fi sz

o BRAMENLF, ESP32 #451% PHY mode & 802.11bgn izt
3.2.18 AT+CIPSTAMAC: #ify/¥¢¥ ESP32 Station 1) MAC Hiht
i A

Dyie:
#¥f] ESP32 Station 1) MAC #iihil:

AT+CIPSTAMAC?

W i :

+CIPSTAMAC:<mac>
OK

s
e

L
[y

s

¢ =

%% ESP32 Station f) MAC Hiii

P
] H

=

’AT+CIPSTAMAC:<mac>

Wi

o <mac>: FEFESE, Fn ESP32 Station 1) MAC Hihik:

|

o HAT+SYSSTORE=1, Wr'E HHUCRHRAGE] NVS 43X

ESP32 Station [1}) MAC H#ii4i 5 ESP32 Ethernet 1 ESP32 SoftAP A[a], NIk FH & B RFER MAC
Hohk

MAC Huliki Bit 0 Rk 1, Bilhn, MAC Hihk el AR “la:-7, {ERE[DAE “15:7
FF:FF:FF:FF:FF:FF #1 00:00:00:00:00:00 2 ol , Afeie s

il

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"
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3.2.19 AT+CIPAPMAC: #xify/¥ i ESP32 SoftAP [) MAC Huhl
iy

Dtig:
7] ESP32 SoftAP [f) MAC Hiht:

s

AT+CIPAPMAC?

W

+CIPAPMAC: <mac>
OK

)E’J

CHLN A

Yriie:
¥ ESP32 SoftAP [ MAC Hbh:

[

’AT+CIPAPMAC:<maC>

W i <

[ox

S

o <mac>: FREESEL, FIR8 ESP32 SoftAP i) MAC ik

Bl

H7AT+SYSSTORE=1, Pt E ¥ U RA7E] NVS 43X

ESP32 SoftAP [ MAC Hbfil5 ESP32 Station I ESP32 Ethernet /~[a], N3k — &3 [HEER MAC
Hiht

MAC Hihkf#%) Bit 0 RGeS 1, Filhn, MAC HihE A DUE “18:+7, (HRFRAE “15:7
FF:FF:FF:FF:FF:FF #1 00:00:00:00:00:00 & &bl , Ak s

il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.220 AT+CIPSTA: #if)/i % ESP32 Station [fy IP Hihf
feiffr 4

Tytig:
#¥ifi) ESP32 Station 1] IP #ihil:
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[

AT+CIPSTA?

Wi 3% ¢

+CIPSTA:ip:<"ip">
+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

¢ '& ESP32 Station [t IPv4 Hihl

’ AT+CIPSTA=<"ip">[,<"gateway">, <"netmask">]

o < ip” >: FRFERSEL, Fon ESP32 station {Y IPv4 Bk
e < gateway” >: [

e <” netmask” >: RS

e <” ipv6 addr” >: ESP32 station [} IPv6 il

Bl

o (TSR, A4 ESP32 station A AP B il S A4S IP Mk J5, A REASIEI© ) IP Hb
HE
o #7AT+SYSSTORE=1, P& W RIZE] NVS 43X
o REE 4S5 E DHCP [y SIS, WAT+CWDHCP
— PR S IPv4 Hodik, )%k ] DHCP
- #iJ5 ] DHCP, %% F S 1Pv4 Hiuhl
- R ESES L KRE

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: 7xif/v ¥ ESP32 SoftAP [1) IP Hiukl:
iy

i
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1f] ESP32 SoftAP ) IP ik

2 ot
4

AT+CIPAP?

Wi % ¢

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

Yytig:
¥ E ESP32 SoftAP [f] IPv4 itk

e

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

Wi % ¢

’OK

o <7 ip” > FFERSE, Fn ESP32 SoftAP (1) IPv4 Hidik
e < gateway” >: [

e <” netmask” >: T MY

e <” ipv6 addr” >: ESP32 SoftAP ] IPv6 Hiitil

(L]

o RREMASOGE T IPv4 W%, N3G T IPvo W24

o BAT+SYSSTORE=1, Wi B HHEHR1ES] NVS 43X

o AP A5 E DHCP (A 52, ANAT+CWDHCP
- AR AEE IPv4 #bdk, 2% F DHCP
— %75 1] DHCP, &% F#4s IPv4 Mt
- BRI E S F R

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: JI )k} SmartConfig
Wit

Ytk
FF )2 ESP-TOUCH+AirKiss 3255
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[

AT+CWSTARTSMART

hiie:
FFEF g 2524 1Y SmartConfig

e

’AT+CWSTARTSMART=<type>[,<auth floor>][,<"esptouch v2 key">]

Wi :
(o
o <type>: KA
— 1: ESP-TOUCH
- 2: AirKiss

— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi AT {E, ESP-AT A<xif#:% authmode {I% T M B(E ) AP
- 0: OPEN (EkiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
* <” esptouch v2 key” >: ESP-TOUCH v2 [ FbEH, H TR Wi-Fi 55 F0 5 & S8 . KB
H 16 5

|
oA S I S

e

* TZA K SmartConfig {5 5., #5Z% ESP-TOUCH i 5

* SmartConfig {¥ 3 %7F ESP32 Station #8520 NH 5

* JHE Smart get Wi-Fi info 3~ SmartConfig fiIN3RELE] AP {5 H., 2 )5 ESP32 24 iE#: AP;

e J§H +SCRD:<length>, <rvd data> F75 ESP-Touch v2 i REE| B & L EHRE

e J§ & Smartconfig connected Wi-Fi FE/R8INIEET] AP;

* [Ah ESP32 % £ 75 B 4% SmartConfig It % 45 IR [F] 2 45 F-Hluw, FrPAEIAETH S Smartconfig
connected Wi-Fi #iH)GER BT 6 #PHUEHAT+CWSTOPSMART ;

o W[ AT+CWSTOPSMART {5 ]F. SmartConfig, $X)5H AT HAL AT <. Y&, £ SmartConfig i 2 H
T RATHAB AL

il

AT+CWMODE=1
AT+CWSTARTSMART
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3.2.23 AT+CWSTOPSMART: {% - SmartConfig

WA %

v

A

=

’AT+CWSTOPSMART

W

’OK

st

» i SmartConfig S 575, #iEFEATHAL Ay 2 w5 JH AT+ CWSTOPSMART %% SmartConfig 5
WA

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: i&'# WPS Tt

)E’J

CE

A

’ AT+WPS=<enable>[, <auth floor>]

¢ <enable>:
- 1: JF5 PBC 24711 WPS
— 0: X4 PBC k%11 WPS
 <auth floor>: Wi-Fi IA{FA B {E, ESP-AT A<£i%E#%)] authmode KT I B{E ) AP
- 0: OPEN (2tiA)
- 1: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK

|
N O\ bW

Bl

* WPS Jjfigb 257 ESP32 Station i BERY 17 DL T 1 1)
* WPS R37HF WEP Jii 755
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il

AT+CWMODE=1
AT+WPS=1

3.2.25 AT+CWJEAP: #%:4: WPA2 i)l AP
iy

ik
#ifi) ESP32 station ¥ ARV AP #YC ELAR B

AT+CWJEAP?

W

+CWJEAP :<ssid>, <method>, <identity>, <username>, <password>, <security>

R H ARV AP

A .
"ﬂé?‘

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W i <

OK

£

+CWJEAP : Timeout
ERROR

BH

o <ssid>: 1 AP 1) SSID
— G0 SSID E I A, . L \\ SRR TS, R
o <method>: WPA2 I INIE 7=
— 0: EAP-TLS
— 1: EAP-PEAP
- 2: EAP-TTLS
o <identity>: [rEz 1 (8, FEAFHRBRTEN 1~32
o <username>: [N ES2 A4, JGFl: 1~32 7%, EAP-PEAP. EAP-TTLS WifliAiE A&k E
KZ4, EAP-TLS A TLH R EASH
o <password>: B¢ 2 f#TY, JiFE: 1 ~32 59, EAP-PEAP. EAP-TTLS WFfAIE )y st B A
2%, EAP-TLS FRIEFHREARSEL
e <security>:
- Bit0: & FugikEfs
- Bitl: iR ZHIET
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* [<jeap_timeout>]: AT+CWJEAP fiy Wy SOBININE], FRAL: #0, BOAME: 15, JEHL: [3,600]

il

// HEHZE EAP-TLS AEF AN ALK AP, RESH, RUERFBES, WRE P HIES
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ##HE EAP-PEAP AF F By A o
AP, HEEMHR. AP 4. B8, ARIERFEEFH, A HEPFHIEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl11l",0

HACHED:

WPA2 i 4R DA ERR CODE : 0x<$08x> ¥=0FT Bl :
AT _EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET PASSWORD_FAILED 0x8007
AT _EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT _EAP_SET CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT _EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT _EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET _CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

vl

* #TAT+SYSSTORE=1, BB EUCRHRAE] NVS 731X
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o (A4 TS Station A
o ] TLS TAIE 2R RE % P ik

3.2.26 AT+CWHOSTNAME: it/ ¥ ESP32 Station ) 1: L #4Fr
A it 2

i
Zrifi] ESP32 Station [1%) EH144 R

AT+CWHOSTNAME?

W i <

+CWHOSTNAME : <hostname>

OK

L

P
i

[y

=

T E S

15 ESP32 Station [ EH14 Fx

P
] H

=

’AT+CWHOSTNAME:<hostname>

LTIVE

’OK

A F 5 Station A, NI 1] -

’ERROR

B8

o <hostname>: ESP32 Station [ FHLE R, HmRKE: 32 %

|

o Jit B HEUONELE) flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"
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3.2.27 AT+CWCOUNTRY: #rify/i ¥ Wi-Fi [E ¢
Ao A

Jyiig:
#if) Wi-Fi FE 5 A0

s

AT+CWCOUNTRY?

L)V

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

BeE WA

Ly
R Wi-Fi [ 50

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count> ‘

W i :

E |

¢ <country_policy>:
— 0: FFEZAAGCH ESP32 AT A AP 1 E A0
- L AR EZRA, GARRA I E M E R A
* <country_code>: [HZMMY, HAKAE: 3 MFRF, &EEZAIES% 15O 3166-1 alpha-2 FrifE.
o <start_channel>: EIA(E53E, JUHE: [1,14]
o <total_channel_count>: =38 MANEL

B
o VIS S % Wi-Fi BRI AR,
* BEE SO RATE] flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT &%
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N4

AT+CIPV6: J2 /25 TPv6 W4 (IPV6)

AT+CIPSTATE: #¥ifi) TCP/UDP/SSL %35:(% &,

AT+CIPSTATUS (%7 ): #%if) TCP/UDP/SSL &R SIS B
AT+CIPDOMAIN : 3% f# ¥

AT+CIPSTART : #7. TCP %4, UDP {£#iuk SSL %4
AT+CIPSTARTEX : %257 A 2140 ID 1y TCP %32 . UDP {&#y8k SSL &4
ME ) B AR ] +++1 BB AEX

AT+SAVETRANSLINK : %% Wi-Fi JPHLE 52X (58
AT+CIPSEND: TE-5id@fEim 42 X, o Wi-Fi i X T AR H0E
AT+CIPSENDL: TE-&idifEimA2 X, FHAT Rt K5
AT+CIPSENDLCFG: %% AT+CIPSENDL 4 ) @tk
AT+CIPSENDEX : FE-&:if 42 X, TR Y i)y X & B 50
AT+CIPCLOSE: %4 TCP/UDP/SSL %1

AT+CIFSR: A H TP HuhkF1 MAC ik

AT+CIPMUX = J53JT1/25 F] £ it

AT+CIPSERVER: %57/ TCP 8 SSL Jif % 4%
AT+CIPSERVERMAXCONN : i)/ B IR 55 #% SevVF 8L I i K IE Bk
AT+CIPMODE : 51/ B A& Hikki 2

AT+CIPSTO: i)/ B AL TCP JIRk 45 2 i Bsf [)
AT+CIPSNTPCFG: #¥ i)/ & I X Il SNTP il 45 2%
AT+CIPSNTPTIME : #:1f] SNTP I

AT+CIPSNTPINTV :  25if/4% & SNTP i |a] [ 4 1 |7 b
AT+CIPFWVER: RS540 A 1 AT [E{ERR A

AT+CIUPDATE: &3} Wi-Fi 1% [

AT+CIPDINFO: % +IPD 5 A3

AT+CIPSSLCCONF : #5#]/i% % SSL % 1 i i 5

AT+CIPSSLCCN : Zrifi)/i5 B SSL %% i I/~ il 44 (common name)
AT+CIPSSLCSNI : 751/ 5 SSL % i) SNI

AT+CIPSSLCALPN : #5fi]/i% & SSL % P13 ALPN

AT+CIPSSLCPSK : B i)/ & SSL %% i) PSK (AR A8
AT+CIPSSLCPSKHEX : ¥ if]1% B SSL & Pt PSK (-} 753k k&0
AT+CIPRECONNINTV : 53/ & Wi-Fi i% £ 45 X, Ny TCP/UDP/SSL 4] I
AT+CIPRECVTYPE: #i)/i% B ok

AT+CIPRECVDATA : SREUHE sl k=X R B2 8
AT+CIPRECVLEN : Zifi g shizioii= N B Hdh i K
AT+PING: ping %3 34

AT+CIPDNS : %)/ & DNS Ik 52515 5.

AT+MDNS: %% mDNS Lij#g

AT+CIPTCPOPT : 25if)/3% B A B 30k I

331 #ivd

GRS

BRINEY AT [(F SCRFICTUA R AP A AT iy . QR TE 2B ESP32 BOA TR i, 15 HAT%

¥ ESP-AT T4z, Tef TP BUE TR RS (FEEIURMn, MRIEENTHEER)

21 OTA fird (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

2% PING 7% (AT+P1NG)2 Component config->AT->AT ping command support

2 1] mDNS 4 (AT+MDNS): Component config->AT ->AT MDNS command support
S5 TCP/IP fip % (CRHERE. —HAEH, i TCP/IP MIRerF i, AR 2 AT X L AT iy
4-): Component config->AT->AT net command support

3.3.2 AT+CIPV6: 3 HI/ZEH IPv6 4% (IPv6)
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A ifo i 4

i
) 1PV6 41275 e
LT

AT+CIPV6?

Wi i :

+CIPV6:<enable>

OK

CEL A

)E’J

Ly :
JE /S TPV6 [ 2%

I/ e
“ﬂ4>‘

’AT+CIPV6:<enable>

W i ¢

[ox

BH

* <enable>: IPv6 W& EEARS . BRIAME: O
— 0: 221 IPv6 M %%
— 1: J3H IPv6 M %%

B
o FE M OB T IPve W %5 b2 W A W,

T IPv6e W %% {fi ;i TCP/UDP/SSL/PING/DNS,
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

HE L E R IPve W 4,

SR

5

1, # & TCP6/UDP6/SSL6/PING6/DNS6 1

3.3.3 AT+CIPSTATE: #%ify TCP/UDP/SSL 455

Ay

A

Ele

AT+CIPSTATE?

W i ¢
MG TEERS, AT &[]

OK

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>
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WA R, AT R

OK

<link ID>: W%i%E$H: ID (0~ 4), HTZEEE
<7 type” >: FARSH, FR k4 TCP”” UDP”,” SSL”.” TCPV6”,” UDP6” 8 “SSLv6”
<” remote IP” >: FEFHE SR, Fonuong IPv4 Hihksk IPve Hihl
<remote port>: i_lffﬁlffﬁ mE(E]
<local port>: ESP32 Z<Hbif [1{H
<tetype>:
— 0: ESP32 i AFE & i
— 1: ESP32 & AE MRS 7%

3.34 AT+CIPSTATUS (5i¢H): #rify TCP/UDP/SSL ¥EEAREFME B

AT

Ele

ir

[y

AT+CIPSTATUS

Wi

V&

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>
OK

i

)

<stat>: ESP32 station 3% 1 LIRS
— 0: ESP32 station AR AR
— 1: ESP32 station ‘A EWIIAALIRES, HIB AT UG Wi-Fi %
: ESP32 station \7E$#: AP, #45 IP Hiuhl:
: ESP32 station £\ 737 TCP., UDP B{ SSL {&#;
- ESP32 %4 i1ty TCP. UDP I SSL ¥ FF
— 5: ESP32 station JF 454 Wi-Fi %32, {HRiERE L AP 8 M AP Wi
<link ID>: W%i%EH: ID (0~4), HTZEENR L
< type” >: TR SHL, FREHZAL TCP?,” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
<” remote IP” >: FFFEESH, Fonimiy [Pv4 Hihk sk IPve Hidik
<remote port>: i I {E
<local port>: ESP32 A<Hbif 11K
<tetype>:
— 0: ESP32 A VE & Py
- 1: ESP32 #5455 4%

B W

o WA AT+ CWSTATE 154251 Wi-FiARZS, {#HAT+CIPSTATE w4 #51f] TCP/UDP/SSL RES .
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3.3.5 AT+CIPDOMAIN: I #4@dr

v

H

N

B

¥

v

A

=

AT+CIPDOMAIN=<"domain name">[,<ip network>] [, <timeout>]

W i <

+CIPDOMAIN:<"IP address">

OK

o <” domain name” >: FHENTIVIE A
o <ip network>: ik IP [%%, BRIA(E: 1
— 1: HE¥EMENTA IPv4 Hitk
- 2: VU@EMTA IPv4 ik
_ 3 FEhT Y IPv6 HikE
o <” IP address” >: M5 IPv4 Hihksk IPv6 itk
s <timeout>: Ay, B 2ZFP. ERIAME: 0. JEH]: [0,60000]. BLE A O W, v A
T IILEF IWIP PSR BB MR O B, v 7EFR ST AR M, (HZiHFEZ 5 KB iHEZS .

il

AT+CWMODE=1 // % & station # R
AT+CWJAP="SSID", "password" /] E W%
AT+CIPDOMAIN="iot.espressif.cn" -2 X

/] B & BAT, REAT A Ipvd Hit

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B & BAT, REAT A IPve Mt

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B AN, BEBAA IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: &ty TCP ¥E8;. UDP {44k SSL &E#;
* 3 TCP#4k
* 35 UDP fhi
o @7 SSLiEd

ey TCP 4%

peEmY mA

// B % B (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">][,
—<timeout>]

Q)
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(£ L£50)

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

W 7
FRPERRTR, ARl

CONNECT

OK

SRR, R

<link ID>,CONNECT

OK

BH

* <link ID>: 257542 ID (0~ 4), HTZHEERMIEL. ZSE0E B BYLT nenuconfig PRIHA
BRE I, — A2 AT R E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A42 LWIP
AR BCE T LWIP_MAX_SOCKETS , ERIMEH 10, EEUGZSETEHE, EFHEZE il & I
AT_SOCKET_MAX_CONN_NUM H{E I M PR % E A KT LWIP_MAX_SOCKETS HfH. (EZ%%iF
ESP-AT T42 FKEUE £ 15 H..)

o <V type” >: FRFERSEL, FIRMLIEREM,” TCP” 1 “TCPv6”., ERIAME:” TCP”

« <” remote host” >: FEFEESE, FRuhs IPv4 Hihl. IPve Hihl, Sk, FKh 64 F35.
SRR B A2 B4 KT 64 <277, 15 i AT+CIPDOMAIN iy 23RBS 42 % B ) TP il
SRIGHE R TP bt T 4% .

* <remote port>: Vil I {E

o <keep_alive>: [l B £3: 1Y SO_KEEPALIVE %3 (&% : SO_KEEPALIVE N43), Bfi: b,

 JERE: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)5 keep-alive Bjfif. TCP_KEEPIDLE {}>}j <keep_alive>, TCP_KEEPINTVL {§}
1, TCP_KEEPCNT {H% 3.
o KA <keep_alive> BEHAT+CIPTCPOPT 4y <keep_alive> ZEUHHE, HEH
MG E NSO UE . MRBITARMOI AN REE <keep_alive> S5, WIBRIAM F LK B E O1E .

o <” local IP” >: ZAHbEY IPv4 Huhksk IPvo Mk, FHF48ai®dE. M2 AWM 024 1P bt
B, WESEEAEEA R . BRI, RS A E. TRE N,

o <timeout>: HAHBN. BN ZFb, BRAME: 0. JEEE: [0,60000]. BEER 0B, 64 RYABIHKHE
TIZEAN IWIP Pl s 3B AR O B, My TEfs Bt AR El, (H4ZIHFEZ) 5 KB [z ).

e
o QIR ELT IPVO 28 7N, —A~ TCP &4, T HATA N HAE:
— TR AP 7 IPv6
- B AT+CIPV6=1
— SH T AT+CWIAP 6y S 3REUE]—A~ IPv6 Hitil
— (W[3%) @ITAT+CIPSTA? 6y A¥5# ESP32 275 43 IPv6 it
il

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

Q)

Espressif Systems 77 Release v2.3.0.0-esp32¢3-965-gb2f842c6f6
Submit Document Feedback



https://man7.org/linux/man-pages/man7/socket.7.html#SO_KEEPALIVE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPIDLE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPINTVL
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPCNT
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

(£ L£50)

# ¥ GitHub # TCP M & #, % & 5 B

AT+CIPSTART="TCP", "www.github.com",80,,,5000

AT+CIPSTART="TCPv6", "test-ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at B i i AT+CWJAP 3% BL 3 IPve 2 B i it
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004", 80, ,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—">][,<timeout>]

// % & ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <
—"local IP">][,<timeout>]

W
EHER, R

CONNECT

OK

ZHERBAT, &I

<link ID>, CONNECT

OK

BH

o <link ID>: #5155 ID (0~ 4), HT 2R

o < type” >: FRIHSE, FIORMIERIA,” UDP” 5 “UDPv6”., ERiAfH:” TCP”

* <” remote host” >: FEEFFRSH, FRimin IPv4 Hidk, IPve #hhl, B4 . HKH 64 F37.
SRR L I HIsR A K T 64 =T, i FHAT+CIPDOMAIN 1y 4 3 B 44 % W i TP itk
RG] TP Mk iR .

« <remote port>: L 1{H

* <local port>: ESP32 %4511 UDP i I1{H

« <mode>: 7£ UDP Wi-Fi 4, ARSHURELAI A O

- 0: #i%) UDP $da )5, AoEst i UDP btk f5 B (Eﬁ}\)

— 1o AUEE— R R '??JJ BCEAN R X i UDP B, eloAs Xt UDP Mk {508 & a6 5 s
By 1P Huhk Al

- 2: FRRERIKCE] UDP %*&?E‘Hi FRCAE Xk v UDP #hEAF B R & iR 5 15 45 14 TP Mootk Al 1

* <” local IP” >: ZHif IPv4 Hihls IPve Mikl, FIT4Fa . 2 MEE: N2 A 1P Hitik
i, WEEEAEREER . BRI R EAEERfTRE. TiE NS,

o <timeout>: fBNf. HA: ZFP. BOAME: 0. JEM: [0,60000]. &K OB, A
T ILEH IWIP PSR B AR O B, v 7EdR @I R, (HZ2IHFEL 5 KB iiEZS [ .

Bl
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o IR UDP 342 WP At s 1P Mok 2 IPv4 ZH % AE (224.0.0.0 ~ 239.255.255.255), ESP32 % &4 K& 1%
F3 UDPv4 21 3%

o 3R UDP %4/ kg IP #udik 2 IPv4 3% Hidik (255.255.255.255), ESP32 14 455 A& 3% A2 UL
UDPv4 | #%

e fn X UDP % % b R i ouw IP ML AR 2 IPve 4 % b ik (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32 % £5 ¥ & T IPv6 W 4%, & & fl 2 Uk
UDP 4%

o [HiI S <mode> Hi, FIHLIFESE <local port>

o QISRGEARELT IPVO 2% 337 —A> UDP &4, WHATPA T

— T4 AP 3 IPv6

- WHEAT+CIPV6=1

— SBITAT+CWIAP 64 3REE—A IPv6 Hihk

- (W[3%) @ITAT+CIPSTA? G454 ESP32 275 43 IPv6 il

o QAR R T 1460 £ UDP 40, i H 174 1% ESP-AT T 42, fESR A AL & TR
P& Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 H #%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// ¥ pool.ntp.org W UDP feiyr, K E 5 &
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #ET 1Pve W % &y UDP H 3%
AT+CIPSTART="UDPvo","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9%b"

// #ET 1Pve WM % &y UDP % %
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

Wty SSL ¥Ef:

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">][,
—<timeout>]

// % % ¥ : (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local.
IP">][,<timeout>]

W i <

FRPEHART, k)
CONNECT

OK

ZHEREE, R

<link ID>, CONNECT

OK
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* <link ID>: %158 ID (0~ 4), HT 28N

o <7 type” >: FRFHRSE, FRMGIERA,” SSL Bk “SSLve”. BRIA{E:” TCP”

e <” remote host” >: FFEESE, Fonimiy IPv4 #uhk, 1Pve #bhik, =iisk4s. &K 64 235, 0
ST Bl % H % K R 64 27T, 15 i AT+ CIPDOMAIN iy 4 3R BUsk 44 % B 1) TP Hidik,
SRIGHE R TP bt T % .

e <remote port>: Tifii [ {E

+ <keep_alive>: [il & &E#;~) SO_KEEPALIVE 37 (Z%: SO_KEEPALIVE /14%), Hfi: #b.

« JEHE: [0,7200].,
- 0: Z&Jf] keep-alive ZHEE; (BRIA)
- 1~7200: JFJ3 keep-alive Ifj§E, TCP_KEEPIDLE {fi-} <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {#} 3.
o KA <keep_alive> B 5AT+CIPTCPOPT A1) <keep_alive> ZHMHF, HAH
HF B AT T E o AFRNBITA G QI E <keep_alive> 4, MIBGAMHA] ERBCEE.

* <” local IP” >: ZRHufy IPv4 Huhikal IPv6 Hidik, I TE8E . N2 ML OmZA 1P Hilk
W, WSEARREA M. BN . WG NEe HATiE . WRE N

o <timeout>: fiy& M. B ZFP. ERIAHE: 0. JERE: [0,60000], BEE K OB, iy 4K
T2 WIP Pl BEEONIE O I, Ay RAERTE N IR IE], (HZiHFEL 5 KB HyEs .

vei
o SSL MR T 0] AR IR K IR AR
o SSLIEER HEHKENA, WEAESFHEREER
o N AT+CIPSTART fipd kT SSL i E#:, HARNEE LRSI E] A 10 #2, D] SRR A Aisf ] 25 A8
BEK, AT R RN
o QISR GAEELT IPv6 W25 ST —> SSL i#ER: , AT N
— Tl AP 7§ IPv6
- B BAT+CIPV6=1
- ﬁﬁiiAT%«?WUAI’ﬁﬁé%%%ﬂyﬁﬂ—éﬁ\IPV6£&i&
- (W) @EFAT+CIPSTA? 655462 ESP32 27 4R EE] IPv6 Hutil

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/] EERKLRE sSL RA& B, &E 5 HER
AT+CIPSTART="SSL", "www.bing.com", 443,,,5000

// esp-at B i3 AT+CWJIAP # BL 3 IPve 2 B Hi it
AT+CIPSTART="SSLv6","240e:3a1:2070:11¢c0:6972:6£f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: &t (3205018 ID %) TCP ¥Eg:. UDP {&#ak SSL ¥EH:

A B A 5 AT+CIPSTART AL, AESTET: L EEER T (AT+CIPMUX=1) TLHEFHH D, RS
25 BB A 1D,

3.3.8 [MGEHEHEEGR] +++: BIBBIHELX

Rk T A

itk
BB FAERX, FEAGESEX

Command:
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/) AXE R B AR

+++

e
o WASIEHAT S =R + 545 (B ASCILAG: 0x2b), [Hitar44E R4 CR-LF 545
o WHRE A~ + FAFET 2 /04 20 ms W] [A] B A HABE A, 55 =4 + F4AFE 24045 20 ms i} E] 8]
B A HAb s A, = + FAFZ B 2L 20 ms WHE][E) RGN 3ca Hai A . B0, + FRFapiy
A B i 2
o KREKEFIRPAT a3 A T
o HEDIARE | AR T4 AT 4

3.3.9 AT+CIPSEND: ¥ {4t Xk Wi-Fi E b bRk 8k
B

itk

SRR, B K G AT R R T 8192 50, i AT+ CIPSENDL
Rk,

Py -
“ﬂ4>‘

// B ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % % H: (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

// UDP % #y [ & & * 3 £ AL e o
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">,<remote port>]

M

OK

>

R Fs AT CUE A iR O AT 800 , PRI S8m] DA AR , 24 AT S8 2l 1K 2k )] <length>
Ja, BRI

ANSRR ST VR R AL i I T B BT T, aR [ -

’ERROR

R BT B s A AR CRAEERC 240X B X im) , & [E]:

’SEND OK

AT+CIPSEND
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Wi 3% ¢

OK
>

11

ERROR

PEA Wi-Fi & 542X, ESP32 S GRRARIL 8192 47, e K&K 2920 Y. ANSRAEN 1 B K
RFAET 2920 7747, o r B s 2920 A5 — AR T AR, B W25 RF 20 Z PP fplicE
AEEE R T 45T 2920 A AR B (mT DAL AT+TRANSINTVL fiy B E VLR ) « 2% A Sl —
B+ B, RIS AR TR AR, DR 1 AT 4 AT

KAy UIAEF J5iE 42X AR ER F . %58 Wi-Fi UDP %1%, AT+CIPSTART 1in 4 15 4
<mode> WK E N 0.

<link ID>: [A43E45% D (0~ 4), T ZIEBEHT L

<length>: FHiKE, HAR(E: 8192 Fy

<” remote host” >: UDP &4l DAFR XTI AL : [Pv4 Hbhk. TPve Hiihl, =iiis
<remote port>: UDP &4 ] A$§ & X i Uiy I

]
o &AM AT+ CIPTCPOPT fin 4K}y 44~ TCP IR FL B R 7 e filn: 3 <so_sndtimeo> 2y
5000, W] TCP Kk ARAFRTE S NIRIEER, TR MIE R KM, XA PATIE MCU %54 AT iy
] 2 P ]

3.3.10 AT+CIPSENDL: fEd# il FIFirks KEd:

[y

EdR X R, BERKE, T RSREdE (AT drd i 0 BICBIR A AT Bt &k BaE 2 HH4T1)
T 0] DA FJ AT+CIPSENDLCFG iy 4 it B A £ 4o QSR 8B 36 (B0 1 B /N T 8192 27, &t ml pA
{#i F§ AT+CIPSEND £33 % 3% .

Py -
iy

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 & & * 3% £ AL e H
AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

ja] 7 =

OK

bRm R RN AT $EA SR A X H HE MR A AT Sl DR, HRHEmT DA AR, —H AT
A BB B, BRSO AR Z T, SR E TR .
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WRAERE TR, RERMIRAT+CIPSENDLCFG L E FAHOE L -

’+CIPSENDL:<had sent len>, <port recv len>

IR+ ++ A BUE, RGN :

’SEND

CANCELLED

WER A B Poe ki 2, REmRA RN :

’SEND

FAIL

TR A BRI A CRAEREIRC 40X B ), RETHRA& RN :

’SEND

OK

MIEERIRIT Iy, G AR +++ ar S BUH ek, A ESP32 i S NAIEAR X GBI . B, AT fir 4 s
Ha— B, BRERER <length> RIEHHNS, 4 SiBHAERX.

<link ID>: W51E4; ID (0~ 4), HTZHEENTEL

<length>: FiH i, wofEH: 23 -1 547

<” remote host” >: UDP & vl AT E X s 4L IPv4 Hihl . IPve Hihl, mliEi4%
<remote port>: UDP £y PAFS & Xt i i 11

<had sent len>: {2 & 2| I 2 VRSB A EicH < B2

<port recv len>: AT fir-43ify I U 1) B30 SR RE

AT UART jiids. A0, 402 UART Belfcil BT I 4 Ko il sl B I, fF 2 B0 22K .
TR A JHAT+CIPTCPOPT 1543 hEfA~ TCP 2l B B0 . filin: X E <so_sndtimeo> A
5000, W TCP Aik#RfEAE S FNIRIMIZER, TEie ML R R . XA DAY MCU 451 AT i
[m] 52 87 P 1] o

3.3.11 AT+CIPSENDLCFG: ¥ ¥ AT+CIPSENDL 1y 41 J&

A it &

i

B JAT+CIPSENDL 41l &

Py -
iy

AT+CIPSENDLCFEG?

W :

OK

+CIPSENDLCFG:<report size>,<transmit size>

)E’J

Ly :

CEL A

BEE AT+CIPSENDL iy A [ Te B
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[

’AT+CIPSENDLCFG:<report size>[,<transmit size>]

Wi 3% ¢

o <report size>: AT+CIPSENDL 4 i B4k, BRAE: 1024, JERE: [100,2 207, @iln: 35
<report size>{H} 100, WJAT+CIPSENDL 45 B <had sent len> EIRF4HN (100,
200, 300, 400, ---- ). BJAM <had sent len> LIR{EAESE TSP tE MK .

* <transmit size>: AT+CIPSENDL iy % H LA/, BHeE T8 KA R B . B
INME: 2920, JER: [100,2920], AR E| K ER T T <transmit size>, Ffior rH]
s A% <transmit size> FAT MBI TR, HIMSER 20 Z R SRR 8 KT
ZF <transmit size> FITHAREHIE (E0[ AT AT+TRANSINTVL i A BL &I IEIRG )

e
o XTIk R /IMEXT LR R S A A, RS ER /MY <transmit size>, WIEFEGHE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JEH:.
o X HFME RIS, HERIKER K <transmit size>, WHEFER 4o lTIE 5 ESP-AT &
vk kAR,

3.3.12 AT+CIPSENDEX: {5 ittt bR Y™ ety i X% 6 Bt

itk
WAEAR K N, FEE K REEIE, B AR \ 0 (0x5c, 0x30 ASCIT) fil & %5 ds & %

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP f&#y 7] 45 & X 3% IP M i fosg o
AT+CIPSENDEX=[<1link ID>,]<length>[,<"remote host">, <remote port>]

W i :

OK

>

AR AT EME SRR TS, BERFESRT DU AR E KR . 24 AT 308 ) Bt K B ik
B <length> JGE T B\ O FAFIE, BlifetmiTin .

QSRR 7V R A i S T T, R [

ERROR

TR A BRI AU CRAERERC & 40X 8% i), & W
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SEND OK

<link ID>: W% ID (0~ 4), HTZEENE

<length>: KA, A ARfH: 8192 FA7

<” remote host” >: UDP &4 v] AT E ST EAL: 1Pv4 Hihl . 1Pve bk, silEisz
<remote port>: UDP £ PATE & Xt v i 11

e

o BRI B L ORI, SO L\ 0 FAFI (0xSc, 0x30 ASCID, Hfiafehiiirls, RGTiRn
Tl ar oo, FRF & AT @

o AREEEPEE \<any>, WERBERFHL, A <any> 75

o QRFTFEKIENO, WHE LN \\O

o BRI LAEAT+CIPTCPOPT fiy 4 kg TCP ML BB e . Bl B <so_sndtimeo> 4y
5000, W TCP Ak #fEode S FPNIR ISR, ToiR it @RI, X ATPAT 4 MCU 2 fF AT fiy 4
[ 2 P IS 1] o

3.3.13 AT+CIPCLOSE: J:[i TCP/UDP/SSL 4%

)E’J

S

i
KM Z AN ) TCP/UDP/SSL 1 4%

P
"ﬂ<>‘

AT+CIPCLOSE=<1link ID>

W i ¢

<link ID>,CLOSED

OK

AT %

yite:
K AR ) TCP/UDP/SSL 144

AT+CIPCLOSE

W

CLOSED

OK

o <link ID>: F5RMIIMLESR ID, WRBY S, WFR KM Prf %
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3.3.14

AT+CIFSR: iyl IP Mkl 1 MAC Hil:

WA %

A

=

AT+CIFSR

W i <

+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:

OK

APIP,<"APIP">
APIP6LL, <"APIPGLL">
APIP6GL, <"APIPGGL">
APMAC, <"APMAC">
STAIP, <"STAIP">
STAIP6LL, <"STAIPALL">
STAIP6GL, <"STAIP6GL">
STAMAC, <"STAMAC">
ETHIP, <"ETHIP">
ETHIP6LL, <"ETHIPGLL">
ETHIP6GL, <"ETHIP6GL">
ETHMAC, <"ETHMAC">

B

APIP” >: ESP32 SoftAP [ IPv4 Hbil

APIPGLL” >: ESP32 SoftAP [ IPv6 ZxHii 4k i itk
APIP6GL” >: ESP32 SoftAP [ IPv6 4> fa ik
APMAC?” >: ESP32 SoftAP [ MAC i}

STAIP” >: ESP32 station [ IPv4 Hihl

STAIPG6LL” >: ESP32 station [{}] IPv6 75 1% Hihl-
STAIP6GL” >: ESP32 station [ IPv6 4= 5 il
STAMAC?” >: ESP32 station ) MAC #iihil:

ETHIP” >: ESP32 ethernet [1) IPv4 Hihl:
ETHIP6LL” >: ESP32 ethernet [1] IPv6 7 4 2% Hihl:
ETHIP6GL” >: ESP32 ethernet ¥ IPv6 4> 5ttt
ETHMAC” >: ESP32 ethernet ) MAC #iihl

o JUA 4 ESP32 W RIGEIA R0 NG B n, A R E E Y IP Mk Al MAC Mtk

3.3.15

AT+CIPMUX: /A 2B

it &

i :

A AR

O e
iy

AT+CIPMUX?

W
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+CIPMUX: <mode>
OK

o <mode>: JEFAIA, BUAME: O
- 0: BFAER:
- 1. ZiERE

B

o SV BB TE BT I A 0] SO R
o AFE 15X (AT+CIPMODE=0), A RERE AL HEH
o QRAESL T TCP/SSL e d5 i, ARV BAZERE , WK IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #\r /5[] TCP ok SSL i 5525
Ay

Dy
#if] TCP/SSL AR5 #tk 25

[

AT+CIPSERVER?

W i <

+CIPSERVER:<mode> [, <port>, <"type">] [, <CA enable>]

OK
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=

=

A

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>]

W]
E
e <mode>:
- 0: XRS5+
- 1 ST RS 5%

. <param2>: ZH <mode> K, ML B LA :

o QI <mode> £ 1, <param2> fXFEuI15 ., BIAE: 333
o W <mode> 2 0, <param2> fLERIRFSAHEE XA E Fim. BRIAE: 0
— 0 RPANRSS AR B & P 42
- 1 XPANRS AR KA A &
. <" type” >: fR42EHAL Y TCP”,” TCPv6”,” SSL”, # “SSLv6” . BRiAf{4:” TCP”
¢ <CA enable>:
- 0: Al CAAIE
- 1: ffif] CA AR

Bl

o ZEIIFUT (AT+CIPMUX=1), A REIFIEMRIS %t -

o BIERST AR IS, HSESIRG AR IET, 2 R AVreId— RIS

s BHEEEEA, SESNE N EE D,

o AURGEAEET IPv6 ML)~ TCP/SSL IlRd5 4%, 5 i Jei BAT+CIPV6=1, FF3RH-—> IPv6 b
k.

o RMIRSS 4RI SH <"type"> Fl <CA enable> WAHNE.

il

// # i TCP M4 B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B sSL & B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// ®ETF Ipve W%, A& SSL K% &
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1 kARG BOFE R A BT R &

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #%ify/i% B 55 2% fe il iy i K 5
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RrZs
fie:
#21 TCP st SSL s AL VPR IR B
e

AT+CIPSERVERMAXCONN?

Wi i :

+CIPSERVERMAXCONN :: <num>

158 TCP 5 SSL HR 55 7 FeifF 28 vy i B KI5k

Py
A

’AT+CIPSERVERMAXCONN:<num>

« <num>: TCP i SSL [ 5 28 i s K e, JE: (15, W G B %2 40 1
{8, 5% AT+CIPSTART 4 H1 34 <1ink ID> ¥R,

Bl

o UNTRBE I KIEHEL (AT+CIPSERVERMAXCONN=<num>), WE7EAIEIRSS %82 A E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #ify/V ik
A4

Yy
Rzl LS TN

A\ .
"ﬂé’\‘

AT+CIPMODE?

W
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+CIPMODE : <mode>
OK

Pa-

CEL A

Dyt
R A

Py -
iy

’AT+CIPMODE:<mode>

Wi 37 <
’OK ‘
55
¢ <mode>:
0: il AR,
— 1: Wi-Fi 5 #4008 X, (U FF TCP By . UDP [E5 (503 . SSL B pity It
B

o Mt SONRAEE) flash,

o {£ ESP32 if A Wi-Fi if #3002 X 5, AT A DI RERF JCvE T .

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 %3 d if i [ia]

Qi

i

i) A TCP/SSL i 55 # b i s a]

Pa sy
A

AT+CIPSTO?

W

+CIPSTO:<time>
OK
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B

&F

i
BCE A TCP/SSL fij 55 it I 8]

Py -
iy

’AT+CIPSTO:<time> ‘

Wi i :

[ox |

BH

o <time>: 7l TCP/SSL iR 55 st (a), H0i: £, HUEVER: [0,7200]

B

%4 TCP/SSL % Puifi{e <t ime> R oK S A BHBEINT, ESP32 [ 2 & WP UL
« MREESH <time> N0, MEBAGE R A, RABGKERE.

 FEBCEHIMTIN 45 PR S BB (o R o B R T PRI S T
HETE IR R e

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/i B mtX I SNTP )R 55 2%

iy

e

A

AT+CIPSNTPCFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

v

H

N

IR

¥

=

,/?\:

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

W i <

[ox
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o <enable>: % H SNTP iR%2s:
— 1: P8 SNTP flR5545;
— 0: NP SNTP IR 4555,
 <timezone>: SZHFDAFNPHIAAEK:
- PRI [-12,14], BRUVNEEREAL, Sl S R AR (UTC) s kirid K2
X (UTC-12:00 & UTC+14:00);
- MRk uTe R E, UTC R EIRE TIRTEEINZ AR 2] UTC IHE)_E A ARG 3 4%
MR, E RN [+ -] [hhlmm, W24 IXFEAW] - PAVE, WA GE, WRAEAR
21, WIPIEEL. /D (hh) Z0FE -12 2] 14 2 [H], 2380 (mm) DAZ07E 0 £ 59 2 [a]. fltn, fnif
EAERT IR BT Y IS A, R UTC+12:45, MW <timezone> SHE N
1245, BZFERIES%H UTC & .
o [<SNTP serverl>]: % — SNTP [R%#%.,
* [<SNTP server2>]: %5 4~ SNTP k55#%.
* [<SNTP server3>]: % =/ SNTP [R5 %%,

o WEMASEREGLAE=" SNTP iR% 45540, WEHAMEH “cn.ntp.org.ecn” | ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” FHAZ —,

o XFTAEIMMA, A <timezone> S RES MK E K <timezone> ZHA—H. BN
<timezone> ZEL L E —F UTC B EMKR, Hlan: &E AT+CIPSNTPCFG=1,015, Jf4
iy, ESP-AT S ZBKEXSEAHIS 0, BKEER 15. AETHFgal, Bl e —fp
UTC fmfe ts Ui, /g uTc+00:15, Wil A i kg 0 ifiX.

* [T SNTP 25 T UDP Pl AR U KA I 5, 425 AT, 23520 ESP32 i i) Jo vk S i
[l . — ELAT fir% D i+ TIME_UPDATED , fURI T[], M @n] PAAIR AT+CIPSNTPTIME?
i A 2 Hi IR .

il

// £ f SNTP M4 %, REFENK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
b

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn”

// fEH# SNTP M4 %, HEXEA Y MHE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
%,

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fFEf SNTP Mi 4 %, REHFWLHEHRXR EXBHA L W KK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #%ify SNTP Iv}]i]
A

O e
iy

AT+CIPSNTPTIME?

W

+CIPSNTPTIME:<asctime style time>
OK
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]
* A 5 asctime If[E] 1) E X% I asctime man page .

* f£ ESP32 jf A Light-sleep 5 Deep-sleep J5 - Mt i, Z 4t W) [A] 7] GE & A . #WEE &
£ AT+CIPSNTPCFG 5%, M NTP %5 #e 3R BUH 1]

* SNTP ZKIUE| W [EAF#HTE RTC K3, BMTERER G AEH) 5, BEASEER.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/i% ¥ SNTP ifia] [s] 25 1) ] Fi
A4

O e
A

=

AT+CIPSNTPINTV?

Wi 3% ¢

+CIPSNTPINTV:<interval second>

OK

)E’J

CHL A

A

’AT+CIPSNTPINTV:<interval second>

 <interval second>: SNTP WJa][@l5 0] . B0 : &b, o : [15,4294967].
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e
o BOE TIFREIE ARG, ERE ESP32 £ A —IK[W NTP fiz 55 & 3R BU ity s 1) o

Bl

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn”
OK

/) BANERE — K
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #rifyllk55%s A AT FEfERA
Arifgin A

yiig:
ARG & A H ESP32 AT [ {FiA

A .
"ﬂé’\‘

AT+CIPEWVER?

Wi i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32 AT [&|{4:h 4
]

o TESEPFETHINT OTA JRAKT, 58U B S AR AR AR A T+
3.3.24 AT+CIUPDATE: ik Wi-Fi 7191

ESP-AT TEiz47H}, @i Wi-Fi W35 E MRS £ b T 800 42 B 2643 X, AT - [
i A

riig:
#if) ESP32 & TR

Py
A

AT+CIUPDATE?
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Wi 3% ¢

+CIPUPDATE:<state>

OK

Parr %

i
TEFLZERA T @ 1d OTA THL R TCP it 55 i Lol A g [l F

O e
iy

AT+CIUPDATE

W
WEH LR SR R

[Fautigy

itk
TR B AR 55 7 L 48 8 A & 2

s

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

M) i :
A OTA FEPH ZERF LYy, 1Rl

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N -

OK

U2 OTA FEARFH BT iy, iR u]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

WRAEH IERITR OTA KN, & [nl:

+CIPUPDATE:<state>

ERROR

WPRAEARPHZERUT OTA KK, iR [u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1
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BH

¢ <ota mode>:
— 0: @1 HTTP OTA;
— 1: @33 HTTPS OTA, IR %%, 2 . /build.py menuconfig>Component config
>AT >OTA based upon ssl 27 HifE, 25 HiH L A% iF ESP-AT 142,
o <version>: AT {4, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <firmware name>: J|}Z¢ /¥ [E{F, 4l ota., mgtt_ca. client_ca 8{H'E at_customize.csv
W E R4 X
* <nonblocking>:
- 0: PHEERI OTA (AT, EF| OTA Gk R MG A W DA% AT /iy s ) ;
- 1: JEHZER OTA (BT, FRsERG (+CIPUPDATE:4) T F3h & ).
* <state>:
- 1 R BIRS525
2 R RS
3: IRIGFIA
4: SETIH;
-1: JEPHZERI T OTA R

]

o THPGE FE BT M 48R 0L

o UARMERZMAESF BRI, AT KR [ ERROR, if 45 RF— B A1 L.

o GARIRE AT AR SRALRY AT BIN, A g &M Espressif Cloud N#k AT [l £ F+4%

o HURAME A2 B AT4Ri%ERY AT BIN, i H 475231 AT+CIUPDATE FOTA 3 §E 8% - ili Ffl AT+ USEROTA
o #% AT+ WEBSERVER #54>, T %% ESP-AT T #3{tf075% {5 FOTA,

o FHWHY AT )5, WHAT+RESTORE WKW R

o OTA SRR FEIFIHE] N 3 204k

o |EPH ZEREZ I B H ) OK Il +CIPUPDATE : <state> FEH Hi WP b A 4% 5 S B8 5 0
OK AJfEFE +CIPUPDATE: <state> Z Wi, tWEAIHEYE +CIPUPDATE : <state> Z 5.

o NEWARBHRA . BFEEIHRASAFE—E W ARAEMENE, E2T08ElT, W RREAHE
IERRAS, R B O™ B AT 2 g .

o S H 4T LI OTA FH8 KIUE L OTA 4.

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mqtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota",1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: ¥ +IPD {55 if s
i A

[

AT+CIPDINFO?

W
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+CIPDINFO:true
OK

Y

+CIPDINFO: false
OK

v

7

=

g

¥

=

,/,?\:

’AT+CIPDINFO:<mOde>

LT)
[ox
S
e <mode>:
- 0: #£ “+IPD” F1 “+CIPRECVDATA” JH B, ANHERXTFi IP HuhbFlis 115 B
- 1: ¥ “+IPD” Fil “+CIPRECVDATA” 48, $&/m% i IP HuhkFlg 1145 5
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #rify/i ¥ SSL %% F i fic &
Ay

yiig:
#if] ESP32 {12y SSL & /i i e L .17 B

AT+CIPSSLCCONE?

W

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

)E’J

CEL A

e

// M ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>, <auth_mode> [, <pki_number>] [, <ca_number>]
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* <link ID>: M ZEi%EH: ID (0 ~ max), FEZERMGEL T, HSEERN max, WFRRIAGERE, &
SHERINMEN 5.
¢ <auth_mode>:
- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $##4it% Pk Ak 555 i CA IE 150 ;
— 2: ESP-AT % Pk A CA JIE+5 AL R 55 7 v F1IE 45 5
- 3: fHEINIE.
* <pki_number>: JEBFIFEAMRT], WRHAE—MIERAFH, HAEN N 0.
e <ca_number>: CA &3], WEHAE—14 CA, HENH O,

o WRAHZARRLE ST EIA AL, TR ST SSL IERERIE T T AR AT & .

o JCE S ECRHORAEAE NVS X, Q1SR 4848 ] AT+SAVETRANSLINK i %1% B AL A Wi-Fi SSL i% 1% 4
K., ESP32 KiAE Ny b A s LT AR Pt 7. SSL 4% .

o WREAMEH B CWIE RS EEHZEIET, §5% 4007 £47 PKIFLE .

o {14 <auth_mode> FlE N 2 8 3, N T RIS 2RIIEBAE R, 7 KLAT+CIPSTART fiy
A Hitf PR ESP32 ELAREREN 41T . (AT AR IRAT+CIPSNTPCFG 1ip 4Kl B SNTP, $RHCY Fif if
6], %EAT+CIPSNTPTIME? 5425 24 B ta] . )

3.3.27 AT+CIPSSLCCN: #if)/¥ ¥ SSL %yt /A 44 (common name)
iy A

B SSL HEE R PRI 47K

Py
A

AT+CIPSSLCCN?

M

+CIPSSLCCN:<1link ID>,<"common name'">

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <
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OK

o <link ID>: [J4FEH: 1D (0~ max), EMIEBMMGIT, ASHUEN 0; TELHEBRINFER T, &5
Bl max, WoRFA R ASHOAEN 5.
+ < common name” >: A S FIIEN S 28 R IEME 1 HIOA % . A& IRICK N 64 5745
)

o QERARSARFCE S AR, RN SSL B EHTIE AT A G 2

3.3.28 AT+CIPSSLCSNI: #5if)/¥% 8 SSL %5 iy SNI
A i) iy A

i
A TER R SNI i E

Pa sy
A

AT+CIPSSLCSNI?

W

+CIPSSLCSNI:<1link ID>,<"sni">
OK

)y

N

R

&

=

A
# 5

¥ 3k B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% ¥ ¥ : (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni'">

W i <

OK

BH
* <link ID>: 2534 ID (0 ~ max), fEFGERIEIL T, RASEEN 05 EZEERMELT, &5

BUEBA max, WIS EH: ASEERMEN 5.
« <” sni” >: ClientHello HLf%j SNI, SNI 5k B 64 2747,

Bl
o QARAR AP E ST AR, SHEH N SSL RIS T AR 2 o
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3.3.29 AT+CIPSSLCALPN: #rify/¥t ¥ SSL % )y i; ALPN

iy

i

#if] ESP32 {13y SSL % )i 4 H2 A ALPN JiC e

s

AT+CIPSSLCALPN?

L)V

+CIPSSLCALPN:<1link ID>,<"alpn">[,<"alpn">][,<"alpn">]

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % # ¥ (AT+CIPMUX=1)

AT+CIPSSLCALPN=<1link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

OK

BH

o <link ID>: PZ&%EH; ID (0 ~ max), FERIERIRIT, ASEEN 0; FEZEERNEL T, #5
BE BN max, WIFIRICAER: RSEEGMERN 5.
e <counts>: ALPN g%E. JuFE: [0,5].

0: % ALPN fil & .
* [15]: 5 E ALPN L # .

© <" alpn” >: FRHBHL, FR ClientHello H1¥) ALPN. ALPN fig KK JESZRFap S M KK E -

B

o QUERAREAPECE S AR, S e SSL RIS T A M2

3.3.30 AT+CIPSSLCPSK: #rify/ s SSL %5 )yl PSK (55 H A )

it &

i :

#if] ESP32 {2y SSL %3 4 M H11) PSK e i
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AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

A

-t

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W i <

OK

B
« <link ID>: %78 ID (0~ max), FERIERIMIT, RASEUEN 0; ELEHRNER T, #5
Bl max, WZRFA R ASHORAEN 5.
« <7 psk” >: PSK identity (FAFEHREY), SR KT 32 WIRGH <mpsk"> BRLEA \0, Wk
F AT+CIPSSLCPSKHEX 14>
e <” hint” >: PSK hint, fir KK EF: 32,
)

o QSRAREAHE ST BIAERL, AR SSL E I iIB T AR M S .
3.3.31 AT+CIPSSLCPSKHEX: i/ SSL % i) PSK (1753 X))
Lz

* FAUTAT+CIPSSLCPSK g4, %ty W T 3L E s A #) SSL & Fimpd fidk 2% 4] (PSK) , (HIL
<"psk"> ZHE A ANBERIR A R TR I, <"psk"> ZH0PR) N0 FRXh 00,

il

// ¥ % (AT+CIPMUX=0), PSK identity #* "psk", PSK hint % "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % #: (AT+CIPMUX=1), PSK identity * "psk", PSK hint * "myhint"
AT+CIPSSLCPSKHEX=0,"70736b", "myhint"

Espressif Systems 101 Release v2.3.0.0-esp32¢3-965-gb2f842c6f6
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

3.3.32 AT+CIPRECONNINTV: ##)/i% % Wi-Fi & {£8i% F iy TCP/UDP/SSL i &

T
A i) 4>
ig:
il Wi-Fi i 45X T B 3h B % 5] fR
A
AT+CIPRECONNINTV?
Mg i+
+CIPRECONNINTV:<interval>
OK
B e
e
W Wi-Fi i 12 4% X "N TCP/UDP/SSL 1% it )5 H 2l = 7 14 [
mA

e <interval>: HZIEZERIFEEE], F7: 100 ZF, BRIAME: 1, ' [1,36000].
]
* #rAT+SYSSTORE=1 B, L B MR PRAFAE NVS X

il

AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #rify/ik B eI
Ay

Dy
A TR

ke

AT+CIPRECVTYPE?

W i <
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+CIPRECVTYPE:<link ID>, <mode>

// B (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

W )7 :

OK

BH

* <link ID>: WZ57%EH ID (0 ~ max), FEHERMFIT, ASUEN 0; EZEZNNL T, &S
BUEBEN max, WFOR A ER . ASEEONEN S,
* <mode>: ERFHIFLNAI, BINHE: 0,
- 0: LA, ESP-AT R A HICE] M B3 7B v B AR 25 EHL MCU, Sy “+IPD” (854
FHMCE 112 5760 7747, K0 MCU FrR A& 3% 2920 “7H5 A 8085 ) -
- 1 Yok, ESP-AT A B i B TR AR W B AF X (B P il 1, A
(B 5760 5747) , “FfF MCU . %] TCP Ml SSL 4%, ARGEAFXWE T, K ILEET
s XIT UDP ki, MIRGAFRW T, W kAR ER.

(A

o ZACE AR T Wi-Fi i 42X,

o 4 ESP-AT FE# sl P UL B S 8RN, SRR LR RIS AR 15 B :
- ZiEEEN] (AT+CIPMUX=1), #&/~ +IPD,<link ID>,<len>;
— FAJERERT (AT+CIPMUX=0), #2758 +IPD, <len>,

o <len> FRGEAFX P ERE IR SR .

o« —HA +1PD i, MWi%izfTAT+CIPRECVDATA FRZHEE . &M, FERT—A +IPD Btz i,
A~ +IPD KA & 45 AL MCU.

o FEWITFEREN T, FhERFZEIRTAGEAE, MCU 398 v PAEEEL, H 3 &iXAT+CIPCLOSE
(AT VER%& i) 8{AT+CIPSERVER=0,1 (AT VEMIRS42%). HaiGie, i +1rD D284, I8
D AEAR B 32 AT+CIPCLOSE 5% % 3% AT+CIPSERVER=0, 1 53 3 AT+CIPRECVDATA £y A BT A 53
ZHI, XANTERR CLOSED 15 Bk .

o TR AR RN EAE I H MCU i AN ACHEES, vfPAS w1, i s e ii=X .

il

/) REBBEAT, REHDERER

AT+CIPRECVTIYPE=1

/I ZEBEREAT, REFAEEARDERER

AT+CIPRECVTYPE=5,1
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3.3.34 AT+CIPRECVDATA: B AR F £S48

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W i *

+CIPRECVDATA:<actual_len>, <data>
OK

&

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

<link_id>: Z#EZHATIER ID.

<len>: fR KB : OXTERFEE, QRSCERICEIRY BRI RE UASHUE ]S, Ik ] 52 Br 4 BE A Hd -
<actual_len>: ZZFRIRELY @ITEJKTEF

<data>: FKEUHEIRE .

[<remote IP>]: AT EBH, Forokii IP bk, jHiFAT+CIPDINFO=1 iy flifE.

[<remote port>]: XJifiis 1, L AT+CIPDINFO=1 fip4{{ifE.

e

o RS T EAEY SO N AT, W< B 2R B ERROR, W] PAif it AT+CIPRECVTYPE? fig %>
NS T Egsh it

o RO ATERCA BE AT R O AT B 2R 5] ERROR, 1] DA i AT+CIPRECVLEN? fiv i iA
&S A AT -

o PfT AT+CIPRECVDATA=<len> &0, B/ET <len> + 128 FHWNLE, BRI AT &y
4-AT+SYSRAM? £71f] é‘l BIFT A NI DL AN B BN AE F i R I it fip 2t 22 [7] ERROR .
M\T%\LFAT% B HET HEHFEERAERM alloc fail WITHMEE, PARIAZES HILT AR5
[WRLGHE

2N

AT+CIPRECVTYPE=1

/7 B, R EN McU K0 FEmb Kk E 100 FFMHEKE,
// M 24 R Y B "+IPD,0,100",

/PRE, ETNEREANT 4L ERX 100 F 4 6 K H#E -
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: #ifgtf ghtliobesX b &4 v Bl K
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BRI P GATI T A R

A .
"ﬂ/?\'

AT+CIPRECVLEN?

W

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

B

* <data length of link>: L33 d Zenh (1 Fir Ay I B K

Bl
o SSL 4%+, ESP-AT iR [ul &t ) B T i /NP ESS B i K%

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %3 4L

)E’J

CEL A

tik:
ping X i AL

O e
iy

AT+PING=<"host">

Wi i ©

+PING:<time>

OK

5,

+PING:TIMEOUT // REEH LM ALK PING BHEALT, t2H XN EAE

ERROR

o <” host” >: FEFESE, FoRkim EVLIAY IPv4 Hbhk, TPve #ihik, Bil#44 .
o <time>: ping FNR ], BALZ: ZZFD.
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e

o WEARGARET IPv6 R 4% Ping Xt 0L, THATRA N H#AE:
— % AP 35 IPv6
- B EAT+CIPV6=1
— WITAT+CWIAP 655 $ELE]—A IPv6 itk
— (A[3k) @I AT+CIPSTA? £y K52 ESP32 J& 75 # B E] IPv6 il
o RN EALRI A FAFE, W) ping K5 SeiE i DNS $EAT A AT (D0 SCf#Ar IPv4 Hudik) . 5 ping
X AL IP Hihk:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) FT-REBRMER TR $Q
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: #Fify/i%® DNS 55 72{5 5
A

24 3 DNS 45 2845 1

Pla sy
A

AT+CIPDNS?

W .

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeEmA

i
BE DNS fle 55 45 5

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

o <enable>: iX'E DNS fiR4%#%
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- 0: J5 /7 A 3h#HU DNS IR 425X 5, DNS R&#:HSWE R 208.67.222.222 f18.8.8.8,
N5 24 ESP32 station 5¢Jif, 7 DHCP i #%, DNS R45#% 46 il fE 2 T
- 1 B F3hiE DNS RS54 EE, WRA R ESH <DNs IPx> [{H, W HEIAME 208.
67.222.222%18.8.8.8,

¢ <DNSIP1>: %—> DNS []x 555 IP #ihik, XFTF e, HAY <enable> ZH0Ch 1 B, Hie)s
T3 DNS & &, ASHAFH: R E <enable> Ky 1, H AASERE—ME, UEEITE
WA, ESP-AT ¥HE %S 50/E N 24 Hir) DNS B &R 1,

* <DNSIP2>: %5 /> DNS flg45¢s IP ikl , XJTiEmS, HAY <enable> %4 1 i, Hie/H
HF3) DNS &, ASEA GG WHRKE <enable> N 1, I HASERE —ME, ¥EEITE
W ar A HF, ESP-AT RHU%SHE N 24 Hi17) DNS 3 &R [ .

o <DNSIP3>: %5 =/~ DNS flR55%s IP sk, XFT3E ML, HA2Y <enable> 54 1 i, ﬁ,ﬁ'jﬂm)ﬁ
FF3)) DNS WLE, ABBEAFRG WK E <enable> Ky 1, HHASHE—ME, BEEITHE
WA 4 Bf, ESP-AT K% S HE 24 Hi1) DNS &5 iR 1] .

o #iAT+SYSSTORE=1, T & i EHRAFTE NVS X,
© X=ASHORREBCEAL R — M5 a L
* 3 <enable>Jy O I}, DNS [z 55 il fE MR ESP32 154 I 42 1A i pb o5 ) T B 10T 5022

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) B—ANET 1Pve By DNS MEB: T REKMEXIEFN

// B _NET IPve B DNS M % #: google-public-dns-a.google.com
/] BEZ=ZANETF Ipve By DNsS R4 &#: WL H 4 £ DNS R4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS JjiE

B A

Pa

e

A

AT+MDNS=<enable>[,<"hostname">,<"service_type">,<port>][,<"instance">][,<"proto">
— ][, <txt_number>] [, <"key">,<"value">][...]

Mjn] oz <

OK

. <enable>:
: JF/E mDNS Ujhg, 4S8R EIHE

- 0 M mDNS Uifig, 43 HLHFHSE
e <” hostname” >: mDNS EHLXFK.
+ <” service_type” >: mDNS R4+ 241,
o <port>: mDNS 4% .
* <” instance” >: mDNS L4 FR. BRIAE: <"hostname">,
e <” proto” >: mDNS R, BIE: _tep 3 _udp, BRIAH: _tcp.
o <txt_number>: mDNS TXT it ® %=, JuH: [1,10].
o <” key” >: TXT i 0.
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o <” value” >: TXT iCFI{E.
o []: M3 <txt_number> YLHIHE TXT 12 R HIAENT

il

// Jt)8 mDNS g, EH A& K "espressif", AH KA A "_iot", 3 H K 8080
AT+MDNS=1, "espressif","_iot", 8080

// X W mDNS I #
AT+MDNS=0

PEANT 5% . mDNS 1) .

3.3.39 AT+CIPTCPOPT: 7 ify/i 8 £ 0 i
I

ik
TR S i

.
"ﬂ4>‘

AT+CIPTCPOPT?

Wi i :

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>

// ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % % ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

Wi i *

[ox

o5

’ERROR

S

o <link_id>: M4 ID (0 ~ max), EZERMWEILT, HGSHEBN max, WFORPrAER; 4

EICNINIEWIRE
o <so_linger>: [l B EH T SO_LINGER %1l (&% : SO_LINGER /147), Pfi: #b, ERIAHE: -1.
- =-1: XH);

- =0: J})3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
 <tcp_nodelay>: [l E 85 1) TCP_NODELAY %3 (£%: TCP_NODELAY /+43), BRAE: 0.
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|

— 0: & TCP_NODELAY
— 1: J3Ji] TCP_NODELAY
<so_sndtimeo>: [t B E 2 SO_SNDTIMEO &I (&% : SO_SNDTIMEO "41), Bifii: ZFb,

ERINME: 0.
<keep_alive>: FlEEREFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE \'44), BAfi: #b.

JEE: [0,7200].,
— 0: 2% keep-alive HJfE; (BRIA)
— 1~7200: JfJ& keep-alive BjfiE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {H
1, TCP_KEEPCNT {fi} 3.
o RS <keep_alive> BESAT+CIPSTART x4l <keep_alive> ZHAHFE, HE&HH
JEBE A ULE . MRIBITARMASIABE <keep_alive> 4§, MIERIAMFH LR ECE HIME

o TERCEEHTIRIAT, WRn VRIEEmihhe, LURACE T HErIm) .

3.4

SO_LINGER 337 A 2t il &4 KR . 91 20c B SO_LINGER iy 60, WJAT+CIPCLOSE fir 21ri
AEXfig TCP FIN AR O R, 2320 AT FHZE 60 £, M Jciim v HEdm4. Hit, SO_LINGER
B RFEERIAMA .

TCP_NODELAY #£3i& H T 77 ik &/ MEXT LB R S i 5. JFE G, LwlP 2R TCP 1) %
%, BASR MR 22, Sl T EL FEAEMREG. Fik, TCP_NODELAY # i fAHFERIAE .
SO_SNDTIMEO ¥E5jii# ]l F-AT+CIPSTART 1y %Ki & keepalive Z80f W H 3 5. Bt B AL )5,
AT+CIPSEND ., AT+CIPSENDL. AT+CIPSENDEX {4 R&AEZBI NRE, it E KiENY). X
B, SO_SNDTIMEO ZH¥ it & h 5 ~ 10 f5.

SO_KEEPALIVE #5138 H T 3 2l bRl 22 I i 5t 385 AT /5K TCP Ik 5255
B E R . BUE ARG, SHMBSMA M 498 . SO_KEEPALIVE i Fit & (H A /N T 60
(B

Bluetooth® Low Energy AT iy A4

28

AT+BLEINIT: Bluetooth LE #J#&4k

AT+BLEADDR: ¥ & Bluetooth LE ¥ 45 Hb il
AT+BLENAME: #%if)/% B Bluetooth LE %4544 Fr
AT+BLESCANPARAM : Z¥if/i% % Bluetooth LE F4i 5%
AT+BLESCAN : f§ifig Bluetooth LE 494§
AT+BLESCANRSPDATA : 1% & Bluetooth LE 91 1/
AT+BLEADVPARAM : 251/ 8 Bluetooth LE | #& 5%k
AT+BLEADVDATA: %% Bluetooth LE | &%}
AT+BLEADVDATAEX: [ 2h1% "% Bluetooth LE | #&%3
AT+BLEADVSTART : J}4£ Bluetooth LE | %
AT+BLEADVSTOP: {51l Bluetooth LE )" #%&
AT+BLECONN : 757 Bluetooth LE %3
AT+BLECONNPARAM : #5iH)/ % %7 Bluetooth LE ##:5:8
AT+BLEDISCONN : Wi} Bluetooth LE %33
AT+BLEDATALEN : % B Bluetooth LE %y K &
AT+BLECFGMTU : & Bluetooth LE MTU K- J&
AT+BLEGATTSSRVCRE: GATTS 67 IR%
AT+BLEGATTSSRVSTART : GATTS 1=k %
AT+BLEGATTSSRVSTOP: GATTS {2 [} R 4%
AT+BLEGATTSSRV : GATTS kLIRS
AT+BLEGATTSCHAR: GATTS % BLIRS4EE
AT+BLEGATTSNTFY : JIR45-4% notify IR 45 45 (E 25 % P it
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o AT+BLEGATTSIND: JJ{45% indicate JIf 4S5 AE(E 28 7% P

o AT+BLEGATTSSETATTR: GATTS % & IF & 45 fE (1

o AT+BLEGATTCPRIMSRV : GATTC Kk IE AR %

o AT+BLEGATTCINCLSRV : GATTC % I3 &1k 55

o AT+BLEGATTCCHAR: GATTC % LIRS E-AE

o AT+BLEGATTCRD: GATTC BB & HE A

o AT+BLEGATTCWR: GATTC B R 4% 554 H

o AT+BLESPPCFG: #¥if)/i% & Bluetooth LE SPP 5%

o AT+BLESPP: it A Bluetooth LE SPP 5=\

o AT+SAVETRANSLINK : %% Bluetooth LE FFHL:iZ 45 X (5B
o AT+BLESECPARAM : #5if)/1%' % Bluetooth LE 2858

o AT+BLEENC: %k Bluetooth LE JjjI%5 % 3K

» AT+BLEENCRSP: R4 3% ik £ A& i) e X i =K

o AT+BLEKEYREPLY: 5%} )7 1% 4% 0] & 2540
 AT+BLECONFREPLY : Z5%} 7 45 B S M\ G5 5 (G sem B )
o AT+BLEENCDEV : %514} € 1) Bluetooth LE 1255 4541 3

o AT+BLEENCCLEAR: &% Bluetooth LE J %55 45 51| %

o AT+BLESETKEY: %% Bluetooth LE #4750 2541

« AT+BLEHIDINIT: Bluetooth LE HID ¥4 451k

o AT+BLEHIDKB: 3% Bluetooth LE HID ##%{% &,

o AT+BLEHIDMUS: ‘% i% Bluetooth LE HID FR#7{5 K.

e AT+BLEHIDCONSUMER: % i% Bluetooth LE HID consumer & &,
o AT+BLUFI: FJ=8i %] BluFi

o AT+BLUFINAME: #5if)/3'% BluFi %% &4

o AT+BLUFISEND: % 3% BluFi i P & SR

341 74

2y, ESP32 R4 AT BfFSCRy i A 1200 MG 4.2 LA

WY BN AT [ SRR TR PR AT 6% WEPRIEREZE ek ESP32 FRIA SR ar 4, 16 HAT%
¥ ESP-AT TA42, FESB 0TS TREHERE (NHRIUR MY, AR R0 75 2k 8 ) -
o 2 BluFi fy%: Component config->AT->AT blufi command support

o 2% Bluetooth LE fjy4~: Component config->AT->AT ble command support
o 21 Bluetooth LE HID 54~ : Component config->AT->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #Ji&1t
it &

Tytig:
271 Bluetooth LE 2 &) 144k

A

AT+BLEINIT?

W i :
LU, AT R[H:

+BLEINIT:<role>
OK

FiARPIIRAL, AT &[0
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+BLEINIT:0
OK

Pa-

CEL A

Tytig:
¢ B Bluetooth LE ¥JIg{k A 4,

Py -
iy

’AT+BLEINIT:<init>

W 3% ¢

[ox

S

e <init>:

» 0: 4 Bluetooth LE
e 1: client f5 (5,

e 2: server fifh,

L

o JPIRAFE AP TERE, HIAERE Bluetooth LE THAERT, JEAiRAT+CWMODE=0/1 iy 45 SoftAP,
WNEAR TR 2 A0, IR RF 37 S0H,

* flJ] H'E Bluetooth LE fip %2 1, WG A<, ¥I4H1L Bluetooth LE f {4

* Bluetooth LE fy a6 fb)S , AREEHUI. MFEIIHA G, FTELFMAT+RST tr S ER AL, #

E P i54k Bluetooth LE £ f4 .

o AFETEEY Bluetooth LE Z 1, 5 IEIEFEVEATHI 3% . S IEWIIT g i iEE: .
o 1% Bluetooth LE B #1814k, WAT+CIPMODE Foi% 8K 1.

il

AT+BLEINIT=1

3.4.3 AT+BLEADDR: i Bluetooth LE %45 Huhl:

A%

ik

’_%_‘Tfeﬂ Bluetooth LE & & By /A 3£ H#b 4

A

’AT+BLEADDR?

Wi 3% ¢

OK

+BLEADDR: <BLE_public_addr>
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B

&F

ifig:
15 Bluetooth LE ¢ #5 [ S5 24

O e
iy

’AT+BLEADDR:<addr_type>[,<random_addr>]

Wi i :

[ox

BH

e <addr_type>:
o 0: /A3eibditk (Public Address)
o 1: Bfi#LHbAE (Random Address)

]

o HSHLAE (Static Address) Y3 AL AR A5 F:
o HuhkE R PIOLY N 13

o BEHLHAETR T 2 1 AR 05

o BEYLHAETR> B 16K L.

o WEMESHIIEA SBARIFAE NVS X,

il

AT+BLEADDR=1, "£8:7f:24:87:1c:7b" /) BB R A A
AT+BLEADDR=1 /) EE RN A K 8 FA A M it
AT+BLEADDR=0 // BN A H

3.4.4 AT+BLENAME: #%ifj/i% ¥ Bluetooth LE %75 %4
A%

Tytig:
251f] Bluetooth LE %4544 Ff

P
iy

AT+BLENAME?

Wi i <

+BLENAME : <device_name>
OK
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B

&F

ke
% & Bluetooth LE #4454 FF

O e
iy

’AT+BLENAME:<device_name>

Wi i :

[ox

S
o <device_name>: Bluetooth LE %4548, mARKE: 32, BHALFRN “ESP-AT”,
]

o #iAT+SYSSTORE=1, T & i EHRAFIE NVS X,
o WA BEBR S HAIE, BEAITAT+BLEADVDATA fiy R824 FRGH 154

il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #%il)/ix ¥ Bluetooth LE f1#i %%
A4

hig:
#51f] Bluetooth LE {94 Z:4k

[

AT+BLESCANPARAM?

Wi i ¢

+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

OK

BE WA

Hhiie:

1% & Bluetooth LE i &4}
s

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

W
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OK

o <scan_type>: {I{fiZA

o 0: Wigh 4

o 10 TR

o <own_addr_type>: it

o 0: AJLHbhE

o 1: FfALhE

o 2: RPA A dtHihl

* 3: RPA [fit/L3ht:

o <filter_policy>: ity =X

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

¢ 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: I HfF. A AN KT % T <scan_window> Z ¥ {H. = 336 H:
[0x0004,0x4000]. 14 [H] B /2 % S 3k DA 0. 625 /b, Fr RASE Br i 454 18] [ Y15 B4 [2.5,10240]
SR

o <scan_window>: HIitH . XS EE N /DT 4 T <scan_interval> Z¥{H. S5 H:
[0x0004,0x4000]. it 11 2% SR DA 0. 625 8, FrRASLPr 5 15 A [2.5,10240]
ZR.

2N

AT+BLEINIT=1 /] B B P
AT+BLESCANPARAM=0,0,0,100,50

3.4.6 AT+BLESCAN: f{iifi¢ Bluetooth LE i

FFiE/42 11 Bluetooth LE 3

AT+BLESCAN=<enable>[, <duration>] [, <filter_type>, <filter_param>]

W

+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

BH

¢ <enable>:

N ESI Y GERE S SRk ]

o 0: {Z S

o [<duration>]: FFEFFERA], AL FD.
o FREAFIEER, THRRERSEG
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o AREIFIREE, WREASE:
— RBEBEHN O B, WIFRFIFURFFEEH
- RSN AE O{ER), B4l AT+BLESCAN=1, 3, WIF/RHN 3 #0 )5 B ahai )R, RERM

FIaE R .
o [<filter_type>]: i yEPEI
e 1: “MAC”
¢ 2: “NAME”

o <filter_param>: FJES%L, FIRXI I MAC Hihik Bl 44 Fx
o <addr>: Bluetooth LE Hiihl:

* <rssi>: fFSRE

o <adv_data>: | #FEE

o <scan_rsp_data>: {T3imi 5 EidE

o <addr_type>: | R bR

e W [ ' B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> TEHi i W5 b %A ™ H B L ERYSESE . OK A BETE +BLESCAN:<addr>,
<rssi>, <adv_data>,<scan_rsp_data>,<addr_type> 2 W # H, W FH W B &
+BLESCAN:<addr>, <rssi>, <adv_data>,<scan_rsp_data>, <addr_type> Z J5 %
e

o QUSRGARBRAG I B, FFE MW AT+BLESCANPARAM iy 5B B AT 7 active scan
(AT+BLESCANPARAM=1,0,0,100,50), I HX ik HEIXE scan rsp data, A REFFKIGH

i) 254 o
il
AT+BLEINIT=1 /] A B PR
AT+BLESCAN=1 /] T
AT+BLESCAN=0 // &k H

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // FF#aH, L LA 4 MAC H it
AT+BLESCAN=1,3,2,"ESP-AT" // F#HAH, TR EA 4 & & L

3.47 AT+BLESCANRSPDATA: %% Bluetooth LE 15

L

&
mE

[y

=y

T E R

1% Bluetooth LE 44 i/

P
] :

=

’ AT+BLESCANRSPDATA=<scan_rsp_data>

MW .

o <scan_rsp_data>: AR, S HEX 4548, BN, AR & = s 50E 8 “0x11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",
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il

AT+BLEINIT=2 // fat: R4%& %
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #ify/i% ¥ Bluetooth LE ) &5 %%

Dy

Py
IJ'/\'\

iy

TS

A\ .
"Il/?\‘

AT+BLEADVPARAM?

W

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_filter_policy>, <peer_addr_type>, <peer_addr>

WE SR

A .
"ﬂ/?\'

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>]

W % <

OK

<adv_int_min>: /ARG . SEGER: [0x0020,0x4000], | IEE] A T2 5509k 0L 0. 625 2
B, BrPASE B e/ N 4 8] S BB A [20,10240] Z 8P, ASEEN /N T4 T <adv_int_max> &
BiE.
<adv_int_max>: 5 KR . SEGERE: [0x0020,0x4000], &6 EE T2 S509EL 0. 625 %2
F, PrPASEBR o) HE A Y LR [20,10240] Z8b. ASEEN K T4 T <adv_int_min> &
HH.

<adv_type>:

0: ADV_TYPE_IND

1: ADV_TYPE_DIRECT_IND_HIGH
2: ADV_TYPE_SCAN_IND

3: ADV_TYPE_NONCONN_IND

4: ADV_TYPE_DIRECT_IND_LOW

<own_addr_type>: Bluetooth LE Hiihil- 2574
0: BLE_ADDR_TYPE_PUBLIC

1: BLE_ADDR_TYPE_RANDOM
<channel_map>: | %58
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1: ADV_CHNL_37

2: ADV_CHNL_38

4: ADV_CHNL_39

e 7. ADV_CHNL_ALL

* [<adv_filter_policy>]: J" i JE#&sHL I

e 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
e 1: ADV_FILTER_ALLOW_SCAN_WLST _CON_ANY
e 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
e 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
* [<peer_addr_type>]: |77 Bluetooth LE Hih-25%!

e 0: PUBLIC

¢ 1: RANDOM

* [<peer_addr>]: X}J5 Bluetooth LE #iili:

Bl

© ARMAKIE I peer_addr, ARG RS ZEE,

il

AT+BLEINIT=2 // fAf: % %

AT+BLEADDR=1,"c2:34:45:78:66:89"
AT+BLEADVPARAM=50,50,0,1,4,0,1,"12:34:45:78:66:88"

// M H Bluetooth LE E F 3 H M Z| M ESP & & W MAC M ik A "c2:34:45:78:66:89"

349 AT+BLEADVDATA: ¥t¥ Bluetooth LE ) #i % ¥z
BE A

Lyiie

B A

Py -
iy A

’AT+BLEADVDATA:<adV_data> ‘

o <adv_data>: J3EEGE, b HEX F45EE. B0, 2R3 BN “0x11 0x22 0x33 0x44 0x557,
My AT+BLEADVDATA="1122334455", HRKKE: 31 F7.

e
o ER 2 HIE & f H fiy & AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
W T #HE0E, Wi En e S .
o QSR A A GBI AR, WEBAEIITIE R M2 2 JF A TAT+BLENAME iy 2558 £ 44
FRUEE MR RE) 24 F5 o

o WRTFEREERE) BEE, 5V AT+ BLESCANRSPDATA fiy %K H o
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il

AT+BLEINIT=2 /] e R B
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [zl Bluetooth LE )" #&%
iy s

i
EERZIE T EIEE 2

A\ .
"Il/?\‘

AT+BLEADVDATAEX?

W

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

B IR TR %

A .
"ﬂé’\'

’AT+BLEADVDATAEX:<deV_name>,<uuid>,<manufacturer_data>,<include_power>

Wi % ¢

’OK

* <dev_name>: F ff i 8, IR WK LW B, M EE RS LKA ust-
test” , 0 fy 4 N AT+BLEADVSTARTEX="Jjust-test", <uuid>, <manufacturer_data>,
<include_power>,

o <uuid>: FAF B Z K. W, A M E UUID h “0xA002” U |
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

« <manufacturer_data>: {fi| i ¥ 885, S8 HEX FEAFER. AN, #5883 & ) b i 8ois o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: % REHET S TX PR, RSN 15 B, 0.
Bl
o MR ZHIC LM iy S AT+BLEADVDATA=<adv_data> BH T ) SR B, W S wiAar a8 ik

Bnsig .
o Befiv 42 HEhRE Z Wi ] AT+ BLEADVPARAM iy 9B BRI B UCA 0.
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il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.11 AT+BLEADVSTART: JIi4 Bluetooth LE J 1§
AT

i
TG %

A\ .
"Il/?\‘

’AT+BLEADVSTART

W

’OK

Bl

o EAAL iy S AT+BLEADVPARAM=<adv_parameter> 3£ B &S50, W 2RI 4S50

o FARMH Air 4 AT+BLEADVDATA=<adv_data> ¥ 8 4408, A& 3% 4 0 $dlif.

¥ Z W & & i M fir SAT+BLEADVDATA=<adv_data> &% ‘& o |7 # % #, W =
Wi AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> & & ) |~ & %
BB, M, R AT+BLEADVDATAEX, N|4#f AT+BLEADVDATA X & 1) & HIE
Bk

 JfJ= Bluetooth LE ) #% J5, N34 757 Bluetooth LE ¥4, AF2Ba—EARR T #; WRHE T
Bz, W& HBNEHR 7.

Bl

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: {% |} Bluetooth LE £k
AT A

Jstie:
k) HE

A\ .
"Il/?\‘

’AT+BLEADVSTOP

W

’OK
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]
o HIFIGR)IRE, BESE Bluetooth LE #:4%, W<x H 8145 5K Bluetooth LE |7 4%, JoFF A H A M4 .

Bl

AT+BLEINIT=2 // fat: R % 8
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: #yy. Bluetooth LE ¥4
Ay

it
5] Bluetooth LE %432

[

AT+BLECONN?

W i <

+BLECONN: <conn_index>, <remote_address>
OK

RS IR, WY A B 7R <conn_index> il <remote_address> Z4§ .

NI
g

RO

4

fresin)
o6

7. Bluetooth LE i#3%

=
g

7

AT+BLECONN=<conn_index>, <remote_address> [, <addr_type>, <timeout>]

M
FHSLIEE ), R

+BLECONN: <conn_index>, <remote_address>

OK

AL IEHR I, R :

+BLECONN: <conn_index>, -1

ERROR

RN NSHEREE LR — LR N SEER R, MR-

ERROR
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

* <remote_address>: X5 Bluetooth LE 3£ ikl .
* [<addr_type>]: J A S :
- 0: A 3LHudk (Public Address)
— 1: [tk (Random Address)
* [<timeout>]: PEHGEMINI], FAi: . JEH: (3,301,

o BAEBNOITERZ W], JeiBfTAT+BLESCAN i3k &, MR B s b T # RS

o BORIESZRBIT R 30 b,

o {14 Bluetooth LE server E 4 IAL HIESE E IS, W] DAREH bt ay S HEXT 451548 (GATTC) Hik
PRS- AT A PAT GATTC 4

e AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

e AT+BLEGATTSIND

o f1 SEAT+BLECONN? #& Bluetooth LE 7 %] 44 1) 15 I F $44F (AT+BLEINIT=0), W & %5/~ £ H
+BLECONN:<conn_index>, <remote_address> ,

il

AT+BLEINIT=1 /] B B P
AT+BLECONN=0, "24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: #¢if)/¥i{f; Bluetooth LE 4 :5 %)
Ao A

hig:
#51f] Bluetooth LE %3 5:4k

e

AT+BLECONNPARAM?

L)V

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>,<latency>,
—<timeout>
OK

B

Dyie:
T3 Bluetooth LE i#8: 5%k

s
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’AT+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi % ¢

[ox

ABCERM, WA EE

’+BLECONNPARAM: <conn_index>, -1

 <conn_index>: Bluetooth LE i35, Jill: [0,2].

o <min_interval>: f/NEFEBEF. RSEEN /DT % T <max_interval> ZH{H. S5 :
[0x0006.0x0C80].. FHlF] i 45 T B ST bL 1. 25 AERY, DL S2HR 1 /M e W Jy 17.5.4000]
=,

* <max_interval>: fx KRIERELFIE. ASLUENKTHT <nin_interval> Z2H{H. ZHIEH:
[0x0006,0x0C80] . HE4%[A] ¢ TI%SHORIA 1. 25 2270, Fr AR K12 8] B i L [7.5,4000]
2.

o <cur_interval>: Y4HE[IEREE][E

 <latency>: ZEiR. ZHFEH: [0x0000,0x01F3],

.+ <timeout>: I}, ZHGE : [0x000A.0x0C80]., KB EF %S HGEDL 10 6, FRAT:FRIGHNT
L HEH [100,32000] Z 7D

el
o AREFASTRICHEN TER:, client B{# server A AHER SRR HTEE S AL

il

AT+BLEINIT=1 // & : & F 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14,1, 500

3.4.15 AT+BLEDISCONN: KiJF Bluetooth LE ¥E4%
PATa A

Dyie:
¥7FF Bluetooth LE 4%

Py
"Né?'

AT+BLEDISCONN=<conn_index>

W i <

OK // Y& % AT+BLEDISCONN 4
+BLEDISCONN:<conn_index>, <remote_address> // & 1T 4 2 & T

e <conn_index>: Bluetooth LE i£3:5-, JER: [0,2].
» <remote_address>: X5 Bluetooth LE £t .
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il

AT+BLEINIT=1 // f & : & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.16 AT+BLEDATALEN: ' Bluetooth LE % #i#{u K )%

LN

&E

Tytig:
¢ B Bluetooth LE Z(IE K )&

O e
iy

’AT+BLEDATALEN:<conn_index>,<pkt_data_len>

W

[ox

» <conn_index>: Bluetooth LE i£#25-, JEH: [0,2].
» <pkt_data_len>: Z#Em K, JEE: [0x001B,0x00FB].

B
* WRESCHE Bluetooth LE M4z, A REREAIHHEKE.

il

AT+BLEINIT=1 // # f: & p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3417 AT+BLECFGMTU: P Bluetooth LE MTU )i
feiffr 4

Jtig:
#if] MTU (maximum transmission unit, i KAEHHIC) KE

P
iy A

’AT+BLECFGMTU?

Wi i <

+BLECFGMTU: <conn_index>, <mtu_size>
OK
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N

ik
P8 MTU Ry K

e

’ AT+BLECFGMTU=<conn_index>, <mtu_size>

Wi i ¢

IOK & EX X

B8

- **<conn_index>**: Bluetooth LE # 5, W H: [0,2].
-  **<mtu_size>**: MTU K, B fr: %, H: [23,517],

B

- A& A ER%LHEI Bluetooth LE # .

- REFHEPHEBEAAARGSRE MTU Q’J{’t}?‘i

- MTU WERKEFEWBH, mE "ok RRFZHWHE MTU

SKE, FRHEZEKELR — 2 4%, %v}(ﬂ%)ﬂ :ref: AT+BLECFGMTU? <cmd-BMTU>' 4 ¥ 52 Ffo
SMTU £ E .

il

AT+BLEINIT=1 // fAt: & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.18 AT+BLEGATTSSRVCRE: GATTS @& NR%5
T A

Tytig:
GATTS (Generic Attributes Server) £| 7 Bluetooth LE J 4%

A

’ AT+BLEGATTSSRVCRE

W

[ox

Bl

* fifi il ESP32 1§} Bluetooth LE server SR 455, FhekTA GATTS Hl B A mfg_nvs.bin 3 {45 flash
H,

* Bluetooth LE server #1151L 5, 15 A& BHEH Ay 012 RS ; 47 Bluetooth LE 32, N JEE
AR %S .
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* W12 Bluetooth LE client EL 4144k 8, R LAGE I e iy & B E IR 555 o] DA At — 284 R 1)
GATTS 4, Bl kRS . 3B RS SR AEE AT notification/indication , &A1 :

AT+BLEGATTSSRVCRE (713 AE Bluetooth LE T4 7.2 i i i)

AT+BLEGATTSSRVSTART (334 Bluetooth LE %12 237 2 Bt i)

AT+BLEGATTSSRV

AT+BLEGATTSCHAR

AT+BLEGATTSNTFY

AT+BLEGATTSIND

AT+BLEGATTSSETATTR

il

AT+BLEINIT=2 // fAf: BR% &
AT+BLEGATTSSRVCRE

3.4.19 AT+BLEGATTSSRVSTART: GATTS JI 3Rk 55
AT

yite
GATTS /54 iBik4s

iy 4

AT+BLEGATTSSRVSTART

e
GATTS JFJR A E k55

[

’AT+BLEGATTSSRVSTART:<srv_index>

W i <

[ox

S5
o <srv_index>: fR55)75, M 1R,

il

AT+BLEINIT=2 // fat: R % B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
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3.4.20 AT+BLEGATTSSRVSTOP:

WA %

Jyiig:
GATTS {5 4R 55

s

GATTS #1155

AT+BLEGATTSSRVSTOP

GATTS {5 I3 4 IR 55

’AT+BLEGATTSSRVSTOP:<srv_index>

Wi i ¢

’OK

o <srv_index>: [R45FE, M 1 FFUGise,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.21 AT+BLEGATTSSRV: GATTS KR5S
A it 2

itk
GATTS % IR %

AT+BLEGATTSSRV?

W i <

OK

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
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BH

o <srv_index>: R55F5, M1 FFEGE,
e <start>:

o 0: lRF5ATTES

o 1 IR

e <srv_uuid>: g5 UUID,

o <srv_type>: JR45HHL:

o 0: RERSS

o L HERS

il

AT+BLEINIT=2 // A & : R4 &
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.22 AT+BLEGATTSCHAR: GATTS & MUK 55 54k
Aihr A

i
GATTS J BUIR 55 5k

’ AT+BLEGATTSCHAR?

] oz <

XIS RHLAE R, Wa AR :

’+BLEGATTSCHAR:"Char“,<srv_index>,<char_index>,<char_uuid>,<char_prop>

XEFIAAFE S, WA

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: R FE, M 1 FH4E,

* <char_index>: JREFFHEMITS, M 1 AZHGIENS .
e <char_uuid>: [RSE4HER UUID,

* <char_prop>: HR5SFHIEM JE -

o <desc_index>: FHEWIATTES .

o <desc_uuid>: FHERIALL UUID,

hil

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?
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3.4.23 AT+BLEGATTSNTFY: J}§245 %% notify JI 45 ¥Rk (Fi20 5 ok
wE WA

45 2% notify fI% 45 FHAE (24 7% i

s

’AT+BLEGATTSNTFY=<conn_index>,<srv_index>,<char_index>,<length>

W

>

|

P > Fn AT HERSFECR 8, U T DA ARG, 48 KA FI S48 <length> HYEIT,

AT notify k.,
PR T, R

OK

S

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: fR45 75, W[isfTAT+BLEGATTSCHAR? #5if).

o <char_index>: AREEFEN TS, R84 TAT+BLEGATTSCHAR? 25if] .

o <length>: FRKF, HAKKE: (:ref: MIU <cmd-BMTU> - 3).

il

AT+BLEINIT=2 /] A R E B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FEWTH, % client #HJF, A B E #E K notify
AT+BLEGATTSCHAR? // & # A ¥ notify & F 3% W & A1E

AT+BLEGATTSNTFY=0, 3, 6, 4

/PR E ST FER, BN 4 FEWEKE, o234, REHREE S LR

/) Bldm, ER O3 BRAHE 6 S notify KEN 4 FHFHWEKE, FHALTH# 4

3.4.24 AT+BLEGATTSIND: Ji552% indicate it 55 b EEL25 %% )i

Bae

&E

Yrfie:
JI7 54 indicate I} 455 287 P ik

O e
iy

’AT+BLEGATTSIND:<conn_index>,<srv_index>,<char_index>,<1ength>

W

>
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R > Fn AT HERAFHCR 8, U O] DA AR, 4 8s KRB S8 <length> HYEIT,

AT indicate EEAE .
FRARE T, MR

OK

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: [R%5F% 5, WiafTAT+BLEGATTSCHAR? Z5ifi.

o <char_index>: JR$HHEMITE, T84 FAT+BLEGATTSCHAR? 25if] .,
* <length>: ¥RKE, mAKE: (MTU-3).

il

AT+BLEINIT=2 /] R S B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADVSTART /] FFWTH, % client EEF, LA EE # K indication
AT+BLEGATTSCHAR? // # # & F 3% 7 DL # W indication M 4 1F

AT+BLEGATTSIND=0,3,7,4

/O RAE ST FER, RN 4 FEHKE, o on123an, REHREEH LR

/) Blte, R 3 FMREMW 7 FHA indicate KE AN 4 FHHKE, # LW T

3.4.25 AT+BLEGATTSSETATTR: GATTS ¥ %00 45 FRAEA

)E’J

CEL A

Dyt
GATTS B 55 R sl iR A

’AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, [<desc_index>], <length>

W i <

>

|

FP5 > FOR AT RGP D8, BERHETT DS AR, 4 8i KA EI 240 <length> {ERT,

PATRCE Bt
AR RN, R

OK

—

o <srv_index>: J[jR4$)FE-, A[iB{TAT+BLEGATTSCHAR? %,
o <char_index>: R&UHENIFEE, A[BfTAT+BLEGATTSCHAR? Z%if] .

o FHE, MR EAR AR
* FORET, WERERHEE.
o <length>: AfEKE.
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e

o W <length> BEH KT LMK, MKESKI. KT service table, I, gatts_data.csv

Bl

AT+BLEINIT=2 /] e R B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/) Bl W1 EREW L ERMEBEAKEN 1 FYWEE, o450 T:
AT+BLEGATTSSETATTR=1,1,,1

/O RE ST BFERE, BN L FEHNEERAT, Bl s, REKEFH

3.4.26 AT+BLEGATTCPRIMSRV: GATTC %A R 55
iy

Dyie:
GATTC (Generic Attributes Client) % PR AR 55

e

AT+BLEGATTCPRIMSRV=<conn_index>

Wi i ¢

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

S

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <srv_index>: [R%5F5, M1 FFEGE,

o <srv_uuid>: f[k5 1 UUID,

* <srv_type>: [R5 HYAHY:

o 0: WEMRSS

I 2RSS .

|

o [EHAMA, 752 5E T Bluetooth LE #4%

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0
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3.4.27 AT+BLEGATTCINCLSRYV: GATTC %341 k55

BeE WA

i

GATTC KR 55
[

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

W

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <srv_index>: 5575, T[imfTAT+BLEGATTCPRIMSRYV =<conn_index> #¥if].
o <srv_uuid>: fk51 UUID,

o <srv_type>: JR4IZETL:

o 0: MRS

o 1D RS

 <included_srv_uuid>: &R 41 UUID,

 <included_srv_type>: &R HIZEAL:

o 0: MRS

I 2RSS .

|

o fERAMS, FESEHET Bluetooth LE £ .

il

AT+BLEINIT=1 // fa€: % P #

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REWM — £ H# S EHLE R, £ index & H

3.4.28 AT+BLEGATTCCHAR: GATTC %R 55 H#ik

LA

-t

itk
GATTC % PUAR 55 4545

Sy
A

AT+BLEGATTCCHAR=<conn_index>, <srv_index>

W] 7 <
XFF IR FFEAE R, M R4

Espressif Systems 131 Release v2.3.0.0-esp32¢3-965-gb2f842c6f6
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

+BLEGATTCCHAR: "char", <conn_index>, <srv_index>, <char_index>, <char_uuid>, <char_prop>

XEFHAFFE R, MR

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>

OK

S
» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <srv_index>: [R5 /7 5, WiafTAT+BLEGATTCPRIMSRV=<conn_index> £y if],
o <char_index>: [[RFFHMERTS, M 1 IFURIEHIE.
e <char_uuid>: ARS4HER UUID,
s <char_prop>: [R5 FHEMJEM: .
o <desc_index>: FHFRIAGTFE .
o <desc_uuid>: FFEIALE UUID,

]
o ffHARMS, FEIHEST Bluetooth LE JEH;,

il

AT+BLEINIT=1 /] B B P

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // REW — K ®# 4 W LWL R, % index £

3.4.29 AT+BLEGATTCRD: GATTC U 55 Hr k(i

iy

&F

P
“D/?\

Dyt
GATTC BRI 55 R AL (EL Bl R A

we

.

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

Wi :
+BLEGATTCRD: <conn_index>, <len>, <value>
OK
e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].
o <srv_index>: [[R%5)F 5, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .
o <char_index>: RSHEHEF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif.
o [<desc_index>]: JFAEHEAG S
© HIRE, BEH AT
o HIARWE, FBHHREHERIE.
o <len>: HIEKEE,
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o <value>: <char_value> {3 <desc_value>,

o <char_value>: [R5 E-AEE., F45 4% 30 , 121T7AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, BN, #FmRYh +BLEGATTCRD: 0, 1, 0, WIZREAKEN 1, WEHR “07,

o <desc_value>: fx % 4 fE i A F M H O F O £ & KL, B
T AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> i3 Ht. 4, 25 W W
"N +BLEGATTCRD:0, 4, 0123, NFREEEKE N 4, WA R “01237,

]
o EHAMA, FFE5E T Bluetooth LE # 4§,

o FARM S FRAEA SCRFIEERAE, R[] “ERROR”,

il

AT+BLEINIT=1 // fat: & p 3%
AT+BLECONN=0, "24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // RE W — 4 H# A WEWLE R, ¥ T index £
/) B, BEE 3 EMAENE 2 SHRMAENE 1 BHALFEE, bW T

AT+BLEGATTCRD=0, 3,2, 1

3.430 AT+BLEGATTCWR: GATTC GJR 5

GATTC 5 i 55 F A (E B A AL

A .
"ﬂé’\‘

’AT+BLEGATTCWR:<conn_index>, <srv_index>, <char_index>[, <desc_index>], <length> ‘

Response:

P > Fn AT HER SRR D8, SUI 0T DA AR, 488 KA FI 280 <length> MY(EIT,
WITE AL
R R, SR :

OK

e <conn_index>: Bluetooth LE &35, LR : [0,2].

o <srv_index>: [R5 75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> £y if],

o <char_index>: JR45HE)TE, A4 FAT+BLEGATTCCHAR=<conn_index>,<srv_index> £¥if].
* [<desc_index>]: FHIEHHIATFF 5 :

o FIE, WEHRHIRRFIE;

o FARWE, WE HRFHERE.

» <length>: ¥ PEKE. ZZSEBUETLE 7 gatts_data.csv 1 val_max_len SHENH .
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e

o fifHAAYS, FREEET Bluetooth LE #4%
o #EBRSFEA L HFE A, WkE “ERROR”.

Bl

AT+BLEINIT=1 // fAf: % P ¥
AT+BLECONN=0,"24:12:5f£:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // ME W — 4 4 AW EHLEE, #§ T index £
/) Bl BE 3 EREWE 4 SHME, EANKEN 6 FEHEE, a5 T:
AT+BLEGATTCWR=0, 3, 4, , 6

ol

// %}%ﬁ% nsn fé‘,_%)é, %A 6 %Z’%’é@ék%ﬁp , ﬁl:l "123456", %}éﬂ:ﬁég)\

3.431 AT+BLESPPCFG: #if)/ix i Bluetooth LE SPP £:%
iy

hig:
251 Bluetooth LE SPP (Serial Port Profile) Z:%§

e

AT+BLESPPCFEG?

Wi i ¢

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>

OK

yiig:

15 H 5§ # Bluetooth LE SPP 2%k
i

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

W

OK

¢ <cfg_enable>:

0: F'E iy SPP 24, RSB ILHIEHS;

I G SR EIHS

o <tx_service_index>: x JR %
FIAT+BLEGATTSSRV? #51).

L

X

=, W iz fTAT+BLEGATTCPRIMSRV=<conn_index>

o <tx_char_index>: tx [k & 4 1F /¥ 5, W[ i fFAT+BLEGATTCCHAR=<conn_index>,<srv_index>

FIAT+BLEGATTSCHAR? 75,
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o <rx_service_index>: rx J[& 4% J¥ B, W] & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 2541,

e <rx_char_index>: rx R % % {F ¥ 5, ¥ i8 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 75

* <auto_conn>: HZEIEMRENL, BOIAKIL T, HINEE R ETRE.

e 0: 251 Bluetooth LE %1% H sh LI HE.

* 1: {#ifiE Bluetooth LE %1% [ s &% 2 HE .

o X Bluetooth LE % 'k, tx fRGUFIE B IE write with response Bf write without
response, 1x REEEEHELMZ indicate B notify,

* X} Bluetooth LE IR 55#% , tx IRGFFHEEMEMZE indicate B notify, rx [RFSHFHEEIELIZ
write with response B write without response.

BT HIEREGRE, WRERETT, SPRE W ERE BN (BT AT+SYSMSG), #FH%
B SOGRTERM G RIS T, WIS, SHEIEE, MCU IR RARR EREA BT,
AT IR MAC KA T oA, WITCE SR R Y) .

il

AT+BLESPPCFG=0 // ®¥® Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // % & Bluetooth LE SPP % ¥
AT+BLESPPCFG? // % # Bluetooth LE SPP % ¥

3.4.32 AT+BLESPP: jjt A Bluetooth LE SPP i

S
=
g

[

A

A=)

oF

fig:
i3k A Bluetooth LE SPP 5=
wA

Pray

.
.

=

AT+BLESPP

W o 3

OK

>

iR R AT £ &3E A Bluetooth LE SPP #55, A] DARFF TR 1) A3 AL
Z: Bluetooth LE SPP 3545 15% ( %] i#E Bluetooth LE 322 %8 37 5 A fHi §E Notifications ), 3% [A] :

ERROR

Bl

* £ SPP LT, FRICEAT+SYSMSG Bit0 2y 1, W AT AR/ AEATR i SPP i A BifF E .
* ¥E SPP &4, PRV EAT+SYSMSG Bit2 2 1, W AT NS48/ AR RS B £ B
o VRGN HEH +++ U, BRIy SR, 52 DEF B HRE T A AT @

2
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il

AT+BLESPP  // # A\ Bluetooth LE SPP # =

3.4.33 AT+BLESECPARAM: #%ify)/i}% ¥ Bluetooth LE %55
iy

ke
#¥if] Bluetooth LE SMP il %8 24k

[

AT+BLESECPARAM?

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>
OK

)E’J

CELN A

&

¢ =3

1% & Bluetooth LE SMP % 2%k

P
] H

=

AT+BLESECPARAM=<auth_req>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

Mjn] oz <

OK

o <auth_req>: AFiER.

* 0: NO_BOND

* 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND

o <iocap>: g AMiHiEE ST

¢ 0: DisplayOnly

* 1: DisplayYesNo

» 2: KeyboardOnly

 3: NolnputNoOutput

* 4: Keyboard display

* <enc_key_size>: fIHHPKE . SEGEH: [7.16]. Hfi:
o <init_key>: ZA~HER BV %E -
o <rsp_key>: ZANHCRROLZH ST IR B % .
* <auth_option>: 224 iA\TFZET :

0: [Pl a5

+
o
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o 1 AR TR R Z RTBOE R 25, MW iE.

]

* <init_key> fll <rsp_key> ZEH AR AR -

o Bit0: [T Re ) HA 38 A A S S5 80 0 n 5 5 401 5

o Bitl: [T Ac iR A 241 1) IRK 254 ;

o Bit2: T3l iR A 2% 91 CSRK 254 ;

o Bit3: T3l in s AR N 2% 417 link 254 ({HF Bluetooth LE 1 BR/EDR JEA745EK ) .

il

AT+BLESECPARAM=1,4,16,3,3,0 ‘

3.4.34 AT+BLEENC: % Bluetooth LE Jjii%4i# 2K

KRR

A .
"ﬂ/?\'

’AT+BLEENC:<corm_index>, <sec_act> ‘

Wi i ¢

e <conn_index>: Bluetooth LE i&325-, JER: [0,2].
e <sec_act>:

¢ 0: SEC_NONE;

e 1: SEC_ENCRYPT;

e 2: SEC_ENCRYPT_NO_MITM;

e 3: SEC_ENCRYPT_MITM,

BEW]
o MEAGLHT, WARELESU. B SRR S ERE.

il

AT+RESTORE
AT+BLEINIT=2
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEADDR?
AT+BLESECPARAM=1,0, 16,3, 3
AT+BLESETKEY=123456

AT+BLEADVSTART
(P ogkzE)
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(£ L£50)

AT+BLEENC=0, 3

// 1l Bluetooth LE & app 1 4 client 5 ESP32 % % # I Bluetooth LE # ¥

3.4.35 AT+BLEENCRSP: |n]52 %o e 4 S i i itk

yiig:
e 50 iy B 6 A A X 7 5K

A

’ AT+BLEENCRSP=<conn_index>, <accept>

Wi 3% ¢

[ox

e <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].
¢ <accept>:

o 0: fH4f;
o 1 57,

Bl

o ENAGARE, AT STEBIAG RIGFEES A S i OO 4528

+BLEAUTHCMPL: <conn_index>, <enc_result>

e <conn_index>: Bluetooth LE i#3:5-, JEH: [0,2].
e <enc_result>:

0: s fe Xt ) ;

IO PN

il

AT+BLEENCRSP=0, 1

3.4.36 AT+BLEKEYREPLY: #%fJj #5052 s

[m] 52 B} 5 4]

AT+BLEKEYREPLY=<conn_index>, <key>

Wi i ¢
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OK

e <conn_index>: Bluetooth LE i&3%5-, JER: [0,2].
o <key>: BCXTEE4H.

il

AT+BLEKEYREPLY=0, 649784

3.4.37 AT+BLECONFREPLY: A%} &M iNas R (fSEB: b EL)

CE

)E’J

i
[ 52 FE o 45 2

Py -
“ﬂ/?\‘

’AT+BLECONFREPLY:<conn_index>,<confirm>

W i ¢

[ox

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
¢ <confirm>:

e 0: 15

e 1 2

il

AT+BLECONFREPLY=0, 1

3.4.38 AT+BLEENCDEV: #rilyZ& i Bluetooth LE JjjI% Je 45 413
A ity 2

Dyiie:
i) 46 % 1Y) Bluetooth LE fiN 25 545413

AT+BLEENCDEV?

W i <
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+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

B
* <enc_dev_index>: TS AMIERES . S A—E % TS AT+BLECONN Zrif] 111 Bluetooth

LE 325 F ) conn_index 3. Jull: [0,14].
o <mac_address>: MAC Hilil:,

B
* ESP-AT i Z AVFSRE 15 ke, WRIEM BRI 15 4, MBI E i ff 5 SR

REMF I 0 | 14 SRR E 152 BB (EE .

il

AT+BLEENCDEV?

3.4.39 AT+BLEENCCLEAR: ji[& Bluetooth LE Jis %45 514

’AT+BLEENCCLEAR:<enc_dev_index>

Wi i ¢

’OK

AT 2

i
O 83 2 4 il P i A 8

Pa sy
A

’AT+BLEENCCLEAR

Wi

’OK

B8

e <enc_dev_index>: U ERSHIERES .
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il

AT+BLEENCCLEAR

3.440 AT+BLESETKEY: %' Bluetooth LE 5 At %55

o

i iy 4

=

&b .
HE

b

]-i’fﬂ Bluetooth LE B AWM B Y, £ARE, N AT HE -1

=4

,/,?\:

’AT+BLESETKEY?

W i ¢

+BLESETKEY:<static_key>

ke
N4 Bluetooth LE 7E#215 B —{~ Bluetooth LE E# 7S X 2541

A

’AT+BLESETKEY=<Static_key>

W

’%

B8

o <static_key>: Bluetooth LE ##SHEENT 24 .

il

AT+BLESETKEY=123456

3.4.41 AT+BLEHIDINIT: Bluetooth LE HID #1444t
it A

ifig:
Frifi] Bluetooth LE HID 4] a7 (0L

Py
A

AT+BLEHIDINIT?
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Wi 3% ¢
HARMIIAA, W AT &[0

+BLEHIDINIT:0
OK

AR, W AT &1

+BLEHIDINIT:1

Dyie:
w114k Bluetooth LE HID 131

e

’AT+BLEHIDINIT=<init>

Wi i ¢

’OK

* <init>:
* 0: J7H Bluetooth LE HID MY B #I 4G4k ;
* 1: 1141k Bluetooth LE HID #¥.

Bl

« Bluetooth LE HID J&%: 5 il GATT/GAP iy 4 [a] i i .

il

AT+BLEHIDINIT=1

3.4.42 AT+BLEHIDKB: %i% Bluetooth LE HID #3145 K

)E’J

CEL A

Dyt
KB BERAR S

[

’AT+BLEHIDKB:<Modifier_keys>, <key_1>,<key_2>,<key_3>,<key_4>,<key_5>, <key_6>

W % <

[ox
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« <Modifier_keys>: #H &%,
o <key_1>: FfLRY 1,
o <key_2>: HALHS 2,
o <key_3>: #fUHG 3,
o <key_4>: HEUHY 4.,
o <key_5>: HLHD S,
o <key_6>: LY 6.

]
s WEEMAIEM(EE,, 5% Universal Serial Bus HID Usage Tables [/ Keyboard/Keypad Page 2577,

o BAEIArST 108 UM ACH., BRI T E e i MFLIAIE.

il

AT+BLEHIDKB=0,4,0,0,0,0,0 // BBNF &K & "a"

3.443 AT+BLEHIDMUS: % 3% Bluetooth LE HID ELkif3 5

Ba
e
BRE R
e

’AT+BLEHIDMUS=<buttons>, <X_displacement>,<Y_displacement>, <wheel>

o <buttons>: bRk,

» <X_displacement>: X {iif%.
» <Y_displacement>: Y {ii#%.
o <wheel>: &%,

B
» T £ HID f#r{5 )8, , &5 % Universal Serial Bus HID Usage Tables ] Generic Desktop Page #1 Application

Usages &7,
o T4 10S PR E., IR TR B e T MFLIAGIE.

il

AT+BLEHIDMUS=0,10,10,0
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3.4.44 AT+BLEHIDCONSUMER: ‘%1% Bluetooth LE HID consumer {5 5.

%1% consumer {2 B,

s

’ AT+BLEHIDCONSUMER=<consumer_usage_id>

W

’OK

» <consumer_usage_id>: consumer ID, [ power. reset. help. volume 4. {¥{¥ 1% 2% HID Usage Tables
for Universal Serial Bus (USB) %) Consumer Page (0x0C) &5,

st

o WA 10S UM ACH,, BB R R el MELAGLE.

il

AT+BLEHIDCONSUMER=233 // BB ¥ &

3.4.45 AT+BLUFI: JI )38k 4] BluFi
A

i BIuFi RS

Py
A

AT+BLUFI?

W i
# BluFi KJF)E, W[E] -

+BLUFI: 0

OK

# BluFi ©IT/E, Mk :

+BLUFI:1

OK

Espressif Systems 144 Release v2.3.0.0-esp32¢3-965-gb2f842c6f6
Submit Document Feedback


https://usb.org/sites/default/files/hut1_21_0.pdf
https://usb.org/sites/default/files/hut1_21_0.pdf
https://mfi.apple.com/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

EmA

&F

i
T B ] BluFi

O e
iy

’ AT+BLUFI=<option>[,<auth floor>]

Wi i :

[ox

BH

e <option>:
— 0: 5 [4] BluFi;
- 1: )3 BluFi,
* <auth floor>: Wi-Fi A, ESP-AT N2 482 B IEB AL T S {H ) AP:
- 0: OPEN (¥ki\);
WEP;
: WPA_PSK;;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN kR W =

e

o &% H BELE Bluetooth LE 4 ia 4045 00~ FF Rk 34 1] BluFi (AT+BLEINIT=0),

o HARAREAFERE, B BluFi DhREHT, SERIEAT+CWMODE=0/I 1y %55 ] SoftAP. Nl
THREZ AT, R RF LA S0RY

« BluFi it W J5i % 3% AT+BLUFI=0 {5434 BluFi, DIREHCZE.

il

AT+BLUFI=1

3.4.46 AT+BLUFINAME: #ify/i% ¥ BluFi &85 #A%

Ay A

i

#if) BluFi 44 5

iy

AT+BLUFINAME?

W i ©

+BLUFINAME: <device_name>

OK
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EmA

&F

i
TCE BluFi #4544 75

O e
iy

’AT+BLUFINAME:<device_name> ‘

Wi i :

[ox |

BH

o <device_name>: BluFi %44 F5.

B

* N BCE BWF B4 44 K, W EiB AT AT+BLUFI=1 iy 4 B BB, 75 KF 6 1 BRA 44 %
BLUFI_DEVICE,

* BluFi S A AR KK 26 75,

* Blufi APP ] DATER I RIRG R 2K

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.447 AT+BLUFISEND: 3% BluFi J{ ) 1 @SB

EmA

&F

ifig:
k3% BluFi ] P H & B3 25 F L

O A e
iy s

’AT+BLUFISEND:<length> ‘

Response:

: |

R > Fn AT HERAFHCR 8, U T DA AR, 4 8s KRB S8 <length> HY(EIT,
iR ElES RN

AR, R -

OK

SR

- <length>: iRk, Wfi: 5

o
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Bl
o HE K N BRI 600 AT .

o W ESP YK B FHLUA K I P A & S8, 42 PA +BLUFIDATA: <len>, <data> #&xUFTE,

Bl

AT+BLUFISEND=4

/) FE ST BERE, AN A FRHKRENT, o123, ARKELREFRESL FA;N

3.5 ESP32 Classic Bluetooth® AT iy A4

o 2B

e AT+BTINIT : Classic Bluetooth #J154k

o AT+BTNAME: Z5if]/i%E Classic Bluetooth 54544 5
o AT+BTSCANMODE: %' Classic Bluetooth iz,

o AT+BTSTARTDISC: 144 % ¥iLJH1 Classic Bluetooth 1% 4%

e AT+BTSPPINIT : Classic Bluetooth SPP #4514k
o AT+BTSPPCONN : #3ifi)/7&~r. SPP &4z

o AT+BTSPPDISCONN : WiFT SPP #:4%

o AT+BTSPPSTART: JT)& Classic Bluetooth SPP /3

o AT+BTSPPSEND: JiE4#a3%} )7 Classic Bluetooth SPP 4%

o AT+BTA2DPINIT : Classic Bluetooth A2DP /M3 #] UG 1k
e AT+BTA2DPCONN : Zifij/##~r A2DP #%#;

o AT+BTA2DPDISCONN : WiFf A2DP %4

o AT+BTA2DPSRC: Zifij/i% B354 04 URL

« AT+BTA2DPCTRL: 335553k ik

o AT+BTSECPARAM : #if]/i% & Classic Bluetooth 274> S5

o AT+BTKEYREPLY : #j A\ & AR X254 (Simple Pair Key)

o AT+BTPINREPLY : i AMEGE NS (Legacy Pair PIN Code)
* AT+BTSECCFM : #5307 s IS N ES R (G e He i By )

e AT+BTENCDEV : #Zxifi Classic Bluetooth JjI%515% 4541 3¢

o AT+BTENCCLEAR: [ Classic Bluetooth fjI%5 % £5 41| 3¢
o AT+BTCOD: &4 A

» AT+BTPOWER: #rifj/i% & Classic Bluetooth [ TX Th#

351 iy

ESP32 AT [EIfF: 3035 i A 0 D ALTE 4.2 A

P BUARY AT [P SCRF U R B9 AT iy 4. MR
ESP-AT T2, TESHTAPTE TSR (NI,

# ESP32 FAMIEF G4, W HAThiT
R ) e ) -

o« EHEMW X2 Component config->AT->AT bt command support

2 ] SPP £y %: Component config -> AT -> AT
command support

bt command support -> AT bt spp

* |3 A2DP {54 Component config -> AT -> AT bt command support -> AT bt a2dp

command support
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3.5.2 AT+BTINIT: Classic Bluetooth #Ji51k
A by A

Yitig:
711 Classic Bluetooth #J 5N

s

AT+BTINIT?

L)V
HEAIR, R E

+BTINIT:1
OK

HARPIIARAL, IR ]

+BTINIT:0

WA B 4Y Classic Bluetooth

Py e
"Né?'

’AT+BTINIT:<init>

Wi i ¢
ox
e <init>:
— 0: 34 Classic Bluetooth;
— 1: #1464k Classic Bluetooth.,
B

o ISR AR, @Y AR Classic Bluetooth 3
WEMET RE 20T, 5 RE JLfF SORY.

, Je KL AT+CWMODE=0/1 15425 ] SoftAP.

o YR Classic Bluetooth 2. ¥ 454k, WIAT+CIPMODE o5& M 1,

il

AT+BTINIT=1
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3.5.3 AT+BTNAME: #ify/i%® Classic Bluetooth %75 %5

iy

hig:
#7ifi) Classic Bluetooth 1% £% 44 FR

[

AT+BTNAME?

Wi 3% ¢

+BTNAME : <device_name>

hig:
% Classic Bluetooth #4544 1

[

’AT+BTNAME:<device_name>

Wi i ¢

’OK

B

o <device_name>: Classic Bluetooth &R, R ER:

Bl

« ZAT+SYSSTORE=1, Wit o RAE1E NVS X,
o R\ Classic Bluetooth %454 5 “ESP32_AT”,

il

32, Bk :” ESP32_AT”,

AT+BTNAME="esp_demo"

3.54 AT+BTSCANMODE: ¥ Classic Bluetooth i,

&
I

L /
W

=

K
% B

N

Classic Bluetooth 9=

2

AT+BTSCANMODE=<scan_mode>

W i <
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OK

e <scan_mode>:
— 0: ANAT R H AW 4
— 1 AT PERAEAR ] I s
- 2: B A B AT S
- 3 AR BUEA ] B

il

AT+BTSCANMODE=2  // BE 7 % W 4 7 % #&

3.5.5 AT+BTSTARTDISC: JIi&%:8 )40 Classic Bluetooth %%

BeE WA

FF46 % PR Classic Bluetooth #55%

.
"ﬂ/?\'

AT+BTSTARTDISC=<ing_mode>, <ing_len>, <ing_num_rsps>

Wi i ¢

+BTSTARTDISC:<bt_addr>, <dev_name>, <major_dev_class>, <minor_dev_class>, <major_srv_

—class>, <rssi>

OK

¢ <inq_mode>:
— 0: general inquiry mode;
— 1: limited inquiry mode.

¢ <ing_len>: inquiry i, JEE: 0x01 ~ 0x30,
» <ing_num_rsps>: 7] PAIRLF| [ inquiry responses FIELE:, #5480, AT K E| FLBR response.

e <bt_addr>: Classic Bluetooth Hiiil.
o <dev_name>: 55 FK.
* <major_dev_class>: F T4
— 0x0: HAr;
— Ox1: TH5HL;

- Ox2: W3 (FHL. Jodg. SORPHIn. RS ) ;

— 0x3: LAN., MIZ4: A

- Oxd: FHUI (FAL. Frsds. ik, PR R

- Ox5: FiLfF (BlbR. BPWhT. 4%

- 0x6: it (3TED. Y. AHPL. BoR);

- Ox7: W[ ZH;
- 0x8: I E;

— 0x9: fathE;

— Ox1F: K425,

. VCR);
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o <minor_dev_class>: &% KR 4525H! (Minor Device Class field)
o <major_srv_class>: T ELiR4EA:

~ 0x0: JEA:

— Ox1: PR A& P (Limited Discoverable Mode);

- 0x8: &N (Prfbrd);

— 0x10: M %%, 40 LAN, A

- 0x20: yEYL, WFTHI. HEas;

— 0x40: e, L. Fx;

— 0x80: X% &%y, 1N v-Inbox, v-Folder;

- 0x100: 451, WiprEss. . HAURS

- 0x200: HLIE, fnJcgadih. JEH e . BAURSS ;
— 0x400: {5 5., @1 WEB J[R4#%. WAP IR%4#%.

o <rssi>: {555,

il

AT+BTINIT=1
AT+BTSCANMODE=2

AT+BTSTARTDISC=0,10,10

3.5.6 AT+BTSPPINIT: Classic Bluetooth SPP [ #1514t

A i &

Uik

2511 Classic Bluetooth SPP ¥ Ia LR 7S

e S N
“ﬂé?'

AT+BTSPPINIT?

W i <

HEWIHRM, TR

+BTSPPINIT:1
OK

HARMIIAA, R :

+BTSPPINIT:0
OK

gﬁ

CEL A

Ly :

a4 B 3345 Classic Bluetooth SPP i3

Py -
iy

’AT+BTSPPINIT:<init>

Wi 3% <

[ox
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BH

e <init>:
— 0: H#:4Y Classic Bluetooth SPP 4% ;
— 1: #1454k Classic Bluetooth SPP /MY, 44~ master;
— 2: 1454k Classic Bluetooth SPP Fip¥, £ 4 slave,

il

AT+BTSPPINIT=1 // master
AT+BTSPPINIT=2 // slave

3.5.7 AT+BTSPPCONN: #:ify/Gtr. SPP %$:
Hifhr A

Tytie:
711 Classic Bluetooth SPP %42

O e
iy A

AT+BTSPPCONN?

Wi i *

+BTSPPCONN: <conn_index>, <remote_address>
OK

UNRAR ISR, R [A] -

+BTSPPCONN: -1

’AT+BTSPPCONN:<conn_index>,<sec_mode>,<remote_address>

Wi 3% ¢

’OK

AR, W AT & [u]:

’+BTSPPCONN:<conn_index>,<remote_address>

SRR M, W AT & [u]:

’+BTSPPCONN:<conn_index>,71
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BH

e <conn_index>: Classic Bluetooth SPP i£3%5, Mui i iER:, 5RO,
¢ <sec_mode>:

— 0x0000: FoZ24 {5 hE

— 0x0001: FFEAZAL (fUXFIMERETRE)

— 0x0036: EZHN%E;

— 0x3000: Hr ] ALRAP;

— 0x4000: £2/b 16 2544,
o <remote_address>: X] 5 Classic Bluetooth SPP %45l .

il

AT+BTSPPCONN=0,0,"24:0a:c4:09:34:23"

3.5.8 AT+BTSPPDISCONN: I§J SPP i
P4

Yitig:
¥rFF Classic Bluetooth SPP 4%

e

’AT+BTSPPDISCONN:<conn_index>

Wi i ¢

’OK

AAIEATI, WA ]

’+BTSPPDISCONN:<conn_index>,<remote_address>

AIBATRIM, R [m]:

’+BTSPPDISCONN:*1

 <conn_index>: Classic Bluetooth SPP #1525, Mpi K BaiER:, #ES R0,
» <remote_address>: X} J; Classic Bluetooth A2DP ¢ #5 ik

2N

AT+BTSPPDISCONN=0

3.5.9 AT+BTSPPSEND: k%% &I%} Jj Classic Bluetooth SPP %%
Wiidr e

Ly :
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i A Classic Bluetooth SPP 4,
wmA

’AT+BTSPPSEND

[y

Dy
KBTI Classic Bluetooth SPP % £

A\ .
"Il/?\‘

’ AT+BTSPPSEND=<conn_index>, <data_len>

» <conn_index>: Classic Bluetooth SPP j#4%5-, Y4ui K X FriER:, #ESH 0.
e <data_len>: AEFINAIKE.

Bl
© RGEI A RS ATIR P >, SR)5 ESP32 45 7E A UART Bluetooth ALK, 4 R GEU | H
A +++ R, SR EEE Ay R, IR RIE T A AT .

il

AT+BTSPPSEND=0, 100
AT+BTSPPSEND

3.5.10 AT+BTSPPSTART: JF k3 Classic Bluetooth SPP i
PaTin A

ik
J¥ )& Classic Bluetooth SPP i

A .
"ﬂ/?\'

’AT+BTSPPSTART

Wi % ¢

’OK
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e

* ¥£ SPP ki, AR BLEAT+SYSMSG fiy [ bit2 2 1, MARGA ST MRS AR (H
=

ISR

Bl

AT+BTSPPSTART

3.5.11 AT+BTA2DPINIT: Classic Bluetooth A2DP il #)h&1t

iy

i

#71) Classic Bluetooth A2DP MM HI#I G4 IR TS

iy

AT+BTA2DPINIT?

ja] o =
HEMLRL, WER[E

+BTA2DPINIT:<role>

OK

FARBIIRAE, TR (] -

+BTA2DPINIT: 0

OK

BeEmA

Dyie:
s B34 Classic Bluetooth A2DP X

’AT+BTA2DPINIT:<role>

My i+
o
S8
o <role>: fAf4
— 0: Y4 Classic Bluetooth A2DP /3 ;
— 1: source;
— 2: sink,
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il

AT+BTA2DPINIT=2

3.5.12 AT+BTA2DPCONN: #rifij/dt . A2DP ¥4
A ifyfar &

Yitig:
#71fi) Classic Bluetooth A2DP %2

[

AT+BTA2DPCONN?

W

+BTA2DPCONN: <conn_index>, <remote_address>
OK

RS IER:, W) AT A4k [A] <conn_index> fl <remote_address> %},

By

N

FLaTA

X
s

Uik
%57, Classic Bluetooth A2DP {43

’AT+BTA2DPCONN:<conn_index>,<remote_address>

W 7 :

[ox

ORISR A :

’+BTA2DPCONN:<conn_index>,<remote_address>

Essciavac=r SN/ G IIB AR

’ +BTA2DPCONN: <conn_index>, -1

* <conn_index>: Classic Bluetooth A2DP &35, Mui H S fpishs, EH5 8 0.
» <remote_address>: X} J; Classic Bluetooth A2DP 45l .

2Nl

AT+BTA2DPCONN=0,0,0,"24:0a:c4:09:34:23"
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3.5.13 AT+BTA2DPDISCONN: KiJF A2DP ¥%§:
AT %

Yitig:
W7 FF Classic Bluetooth A2DP 4%

s

AT+BTA2DPDISCONN=<conn_index>

W

+BTA2DPDISCONN: <conn_index>, <remote_address>
OK

S8

« <conn_index>: Classic Bluetooth A2DP #E§#25-, Mul H LA dsEE, EES 80,
» <remote_address>: ] J; Classic Bluetooth A2DP 5 £5Hudik .

2N

AT+BTA2DPDISCONN=0

3.5.14 AT+BTA2DPSRC: #if)/i 8 {4 cfk URL
iy A

Dyt
FIE I URL

AT+BTA2DPSRC?

W i :

+BTA2DPSRC: <url>, <type>
OK

P4

riig:
BCEE WO URL

Py
A

’AT+BTA2DPSRC:<conn_index>,<url>

M

’OK
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* <conn_index>: Classic Bluetooth A2DP i35, Muj gz, E#SH 0,
o« <url>: JESCUEESFE, 47T H S HTTP. HTTPS 1 FLASH.
* <type>: FUICHFRAL, 41 “mp3”.

Bl
o 1A S mp3 A%

il

AT+BTA2DPSRC=0, "https://dl.espressif.com/dl/audio/ff-16b-2c-44100hz.mp3"
AT+BTA2DPSRC=0, "flash://spiffs/zhifubao.mp3"

3.5.15 AT+BTA2DPCTRL: #siil35 ik ik
AT

Driie:
U= TE 0

A\ .
"Il/?\‘

’AT+BTA2DPCTRL:<conn_index>,<ctrl>

W

’OK

S8

« <conn_index>: Classic Bluetooth A2DP 25, Mul H XA dsEE, EES 80,
o <ctrl>: i ZEAL:
— 0: A2DP Sink, 12 1] 4%ji;
: A2DP Sink, FTEAHEHL;
: A2DP Sink, ‘Hui#;
: A2DP Sink, JFiB;
: A2DP Sink, HeiiEE;
: A2DP Sink, Feikfst il ;
: A2DP Source, 155137k
: A2DP Source, FHIAFEIL;
: A2DP Source, E{ZIEIL.

|
N — O W Wi =

il

AT+BTA2DPCTRL=0,1 // F i # % ¥ M
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3.5.16 AT+BTSECPARAM: #ify/i¢ ¥ Classic Bluetooth 22455
by

hig:
#7ifi) Classic Bluetooth &5 4k

s

AT+BTSECPARAM?

W

+BTSECPARAM: <io_cap>, <pin_type>, <pin_code>

* <io_cap>: K AfithAET)
— 0: DisplayOnly;
— 1: DisplayYesNo;
— 2: KeyboardOnly;
— 3: NolnputNoOutput,
o <pin_type>: i ] ] AR o [& 5 B :
= 0: A ARG ;
- L [EEE Y.
* <pin_code>: LGRS ERD, KK 16 F7.

B

o FNE <pin_type> F 0, MEHIZM <pin_code> B,

il

AT+BTSECPARAM=3, 1, "9527"

Espressif Systems 159 Release v2.3.0.0-esp32¢3-965-gb2f842c6f6

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

3.5.17 AT+BTKEYREPLY: A i fidk} s %] (Simple Pair Key)
Parm A

Yyhig:
i AT B PO 5 8 (Simple Pair Key)

s

’AT+BTKEYREPLY=<conn_index>,<Key>

+ <conn_index>: Classic Bluetooth 5, Mu] R FHIERE, #EESHO0,
o <Key>: fijEARLX]IE54H (Simple Pair Key).

il

AT+BTKEYREPLY=0, 123456

3.5.18 AT+BTPINREPLY: #i A {5l %1% (Legacy Pair PIN Code)

PATa A

tig:

i N AL GERL AT %5 % (Legacy Pair PIN Code)
A

’AT+BTPINREPLY:<conn_index>,<Pin>

W i :

[ox

S

o <conn_index>: Classic Bluetooth 35, 4w A e spigds, EE-R0,
o <Pin>: {EGACXTHE S (Legacy Pair PIN Code).

Bl

AT+BTPINREPLY=0, "6688"
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3.5.19 AT+BTSECCFM: #5545 esa IS iihNgs R (HE8eE8:bBt)
PR A

i
X e AL AGE R (R BY)

[

’AT+BTSECCFM=<conn_index>,<accept>

o <conn_index>: Classic Bluetooth 742, 4wi A e saidds, ERS R0,
+ <accept>: fHAIEIET:

- 0: fH4;

- 1 837,

il

AT+BTSECCFM=0, 1

3.5.20 AT+BTENCDEYV: #tify Classic Bluetooth JiI%& ¢ £5 %14
a4

Dyt
I E W

s

AT+BTENCDEV?

Mjn] oz <

+BTENCDEV: <enc_dev_index>, <mac_address>
OK

o <enc_dev_index>: #EINF{TFE .
o <mac_address>: MAC Hidil.

il

AT+BTENCDEV?
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3.5.21 AT+BTENCCLEAR: {4 Classic Bluetooth Jiiss e 5 414

B AR B e MR — S i &

[

’AT+BTENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
O 83 2 4 i P B A 5

A .
"ﬂé’\'

’AT+BTENCCLEAR

o <enc_dev_index>: #EINFTFE .

il

AT+BTENCCLEAR

3.5.22 AT+BTCOD: V¥ ey
BEE WA

Yriie:
& Classic Bluetooth #5257

’AT+BTCOD:<major>,<minor>,<service>

W i <

|ox
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ZH
o <major>: G HA (major class);

o <minor>: KI5 (minor class);
o <service>: 4524 (service class),

il

AT+BTCOD=6,32,32 // T B

3.5.23 AT+BTPOWER: #%ifj/i% ' Classic Bluetooth [ TX 1%
a4

i
£51) Classic Bluetooth [ TX T

P e
"ﬂ4>‘

AT+BTPOWER?

L)V

+BTPOWER: <min_tx_power>, <max_tx_power>
OK

B

&F

Tytig:
1% & Classic Bluetooth [ TX T3

Py -
iy

’ AT+BTPOWER=<min_tx_power>, <max_tx_power>

W :

[ox

S

o <min_tx_power>: /N NHFKF, JEHE: [0,7].
* <max_tx_power>: I KINF/KF-, JiEf: [0,7].

Znii|

AT+BTPOWER=5, 6 // & & Classic Bluetooth tx If &
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3.6 MOQTT AT A4k

o« N2

o AT+MQTTUSERCFG: % MQTT | )@

o AT+MQTTLONGCLIENTID: & MQTT % Fiif ID

o AT+MQTTLONGUSERNAME: & MQTT %t ] F1 44
o AT+MQTTLONGPASSWORD: '8 MQTT % it %57

o AT+MQTTCONNCFG: %8 MQTT & /8 H:

o AT+MOQTTALPN: %% MQTT & 27 (ALPN)
* AT+MQTTSNI: ¥ MQTT fiR 555 %4 Frd57~ (SNI)

o AT+MQTTCONN: %1% MQTT Broker

« AT+MQTTPUB: %7 MQTT Ji . (F4F)

o AT+MQTTPUBRAW: %7i¥ MQTT ji4 4

o AT+MQTTSUB: 1] MQTT Topic

o AT+MQTTUNSUB: HUj477 1% MQTT Topic

o AT+MQTTCLEAN: WiFF MQTT %4

o MQTT AT 4432 45,

o MOTT AT %

361 ¥

B BOARY AT [EF ORI U TR AT i, WERAONTG 2 ESP32 3065 MQTT 4, iif HAT%
¥ ESP-AT T 42, TESHTOPHCE TA: HLkd:

e # /] Component config->AT->AT MQTT command support

3.6.2 AT+MQTTUSERCFG: ¥ MQTT H yf1)gth:
BEmA

i
HeE MQTT H sk

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

Wi i ¢

OK

ZH

e <LinkID>: 4Hi{{ % $¥F link ID 0,
¢ <scheme>:

— 1: MQTT over TCP;

— 2: MQTT over TLS (AREIHIE ) 5

: MQTT over TLS (56 server IF5)

: MQTT over TLS ($243t client §IE43) ;
: MQTT over TLS (#:54; server iIE-5 3 H Ak client IE45) ;
: MQTT over WebSocket (%:F TCP);

|
AN B~ W
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— 7: MQTT over WebSocket Secure (3T TLS, AIGIES);
— 8: MQTT over WebSocket Secure (LT TLS, L server E45);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client IE45);
— 10: MQTT over WebSocket Secure (ET TLS, ®:5& server IF-If HE2HE client IE).
o <dclient_id>: MQTT %/ 3 ID, Ak iE: 256 547,
e <username>: {44, H%?Z{‘Bﬂj MQTT broker, fr kK /E: 64 FF,
o <password>: #H, & MQTT broker, KK E: 64 %y
o <cert_key_ID>: jF35 ID, H i ESP-AT U #—% cert iEF5, &%0M 0.
« <CA_ID>: CAID, Hiif ESP-AT {342 CAIE, SE0H 0.
» <path>: BEJEEKAE, HORKEE: 32 F5.

o Bk AT B BN REE T 256 75,

o QIR <scheme> il K 3. 5. 8. 10, K TIKEEMRFSAHUEB AN, HFEKILAT+MOTTCONN iy
A Hitf PR ESP32 ELAREREN 4] . (AT PAKIRAT+CIPSNTPCFG 1ip 4Kl B SNTP, $RHCY Fif i
], KIiEAT+CIPSNTPTIME? iy 425 24 B[] . )

3.6.3 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID

R FR AT £ HEI MQTT % P 1D, LN T DU A% P38 1D, % AT BelcSI% P
ID KJFiKF| <length> 5, &[H:

OK

ZH

e <LinkID>: 4Hi{Y % $F link ID 0,
« <length>: MQTT %& P ID K3, JifEl: [1,1024].

Bl

* AT+MQTTUSERCFG fip %] DA MQTT )73 1D, 35 2 [ 22 51 (4 -
— AT+MQTTLONGCLIENTID 754~ 5] DA JF 5K 1% BRI X 8 K 1% P 1D, R AT+ MQTTUSERCFG
MK Z I
— RAER EAT+MQOTTUSERCFG J5 Fi{#i il AT+ MOTTLONGCLIENTID.
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3.64 AT+MQTTLONGUSERNAME: ¥ MQTT %k )y 144
B

i
WE MQTT I 44

s

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W

OK

>

i) IR AT SR Gl MQTT I P45, MEATERTT DA% A MQTT I F4%, 24 AT #:43i MQTT
AP ZKEIRF| <length> J5, &M

OK

B

e <LinkID>: 4§i{{ % $¥# link ID 0,
o <length>: MQTT "4 KJF. Ju: [1,1024].

el
o AT+MQTTUSERCFG &AW DL E MQTT H 74, — &2 i HafE:
— AT+MQTTLONGUSERNAME x4 7] DA Sl i EAHNT S K 10 ) 745, AT +MOQTTUSERCFG fiy

K EEZ IR
— VAEE B AT+MOQTTUSERCFG J5 T4 Jl AT+ MOTTLONGUSERNAME ,

3.6.5 AT+MQTTLONGPASSWORD: ¥ MQTT %kl 86
BEEm A

itk
B MQTT %Y

s

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <

OK

>

ik FOR AT SR LI MQTT %Y, IHF T AR A MQTT %515, 4 AT #:IkFIf) MQTT %%
KRS <length> J5, &[H:

OK
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BH

« <LinkID>: 4i{¥ 3745 link ID 0.
» <length>: MQTT 3K &, JEF: [1,1024].

B

* AT+MQTTUSERCFG fp -] AU MQTT %51, 35 2 [A) ) 22 HAL 45 -
— AT+MQTTLONGPASSWORD W] DA H SR B BAHRT B K %1, AT+ MQTTUSERCFG it
BEZIR;
— VA B AT+MQTTUSERCFG J5 T Fil AT+ MOTTLONGPASSWORD.

3.6.6 AT+MQTTCONNCFG: % MQTT &5k

B MQTT ##2 g1

e

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

o <LinkID>: 437{¢ 4% link ID 0,
o <keepalive>: MQTT ping #BHIHFE], By #b. JERE: [0,7200]. BRIAE: O, £@imEInch 120 7.
+ <disable_clean_session>: %% MQTT jFH S iEIrE, A X ZSHNEZ(EEi#ES % MQTT 3.1.1
M Py Clean Session 2577 o
- 0: fffRIE B 21
- 1 B E
o <Iwt_topic>: j5ilE topic, KK : 128 7.
o <Iwt_msg>: j5UE message, m[AKE: 128 FI5.
* <Iwt_qos>: j5ilE QoS, Z(m[#£ 0. 1. 2, ERIAfH: 0.
o <Iwt_retain>: j5UF retain, ZHn[¥E 08 1, BHAE: 0.

3.67 AT+MQTTALPN: %% MQTT )2 (ALPN)

B A
e
B MQTT BLFE AR (ALPN)
e

AT+MQTTALPN=<LinkID>, <alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">]

W
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OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,
 <alpn_counts>: <” alpn” > S M. JEE: [0,5].
~ 0: % MQTT ALPN it %
~ [1,5]: %% MQTT ALPN il &
o <”alpn” >: FRFERESH, FIR ClientHello 1) ALPN, H] Rl PAKIEZ A~ ALPN BB RS54

e
o B AT fr S KIER/NT 256 A7,

o HA77F MQTT £ T TLS 5 WSS i}, MQTT ALPN B A £ 2E 5.
. ﬁji&iﬁﬁAT+MQTTUSERCFG JE i F§ AT+ MQTTALPN .

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.6.8 AT+MQTTSNI: ¥ MQTT IR %525 #Fkism5: (SNI)

B
WH MQTT %5 75 44 i 2% (SND)
e

’AT+MQTTSNI:<LinkID>,<"Sni">

o <LinkID>: 4pif¢ 3 #% link ID 0.,
o <” sni” >: MQTT RE284Frdes. Aal ATE ClientHello HopH: % 136 2 IR 45 38

st

o B AT KB /INT 256 2717
o HUATE MQTT 2T TLS 5 WSS i}, MQTT SNI FFE: A& 434,
o WAL EAT+MQTTUSERCFG J5 Fidi il AT+ MQTTSNI .
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il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com", "ntp2.aliyun.com"

AT+MQTTUSERCFG=0,5, "ESP32", "espressif","1234567890",0,0,""

AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

3.6.9 AT+MQTTCONN: #4$: MQTT Broker
A%

£rif) ESP32 1545 EL1EH2 1) MQTT broker

Py -
iy A

AT+MQTTCONN?

Wi i :

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>

%382 MQTT Broker

P e
"ﬂ4>‘

’AT+MQTTCONN:<LinkID>,<"host">,<port>,<reconnect>

Wi % ¢

’OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,

o <host>: MQTT broker 3844, KK 128 F37,

e <port>: MQTT broker 551, K : 65535,

» <path>: FEJERKAE, HORKEE: 32 5.

* <reconnect>:
- 0: MQTT K HZhE %, WIH MQTT @ 7 45 fi KT, W JG P-4 i B i 142

EHREKIRAT+ MOTTCLEAN=O fin 2 TH B B, EHNCE S5, HELimiEe:.

- 1: MQTT B &%, SHFEREZHNEEE.

o <state>: MQTT IRFES:

0: MQTT AA14H 1k :

1: BB AT+MQTTUSERCFG;;

2: BB AT+ MQTTCONNCFG ;

3. R

4: O IERE

5: ELiEH:, [HRITH topic;
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- 6: B, Bl topic.
¢ <scheme>:
— 1: MQTT over TCP;
2: MQTT over TLS ( ARHIIEH);
3: MQTT over TLS (#¢4; server IE+5) ;
4: MQTT over TLS ($2fit client IF35) ;
5: MQTT over TLS (#% server yIF 457F HARE client JF 45 ) ;
— 6: MQTT over WebSocket (T TCP);
7: MQTT over WebSocket Secure (3T TLS, AKIEHET);
8: MQTT over WebSocket Secure (3T TLS, L server IET5);
9: MQTT over WebSocket Secure (3T TLS, #:fk client IE45);
10: MQTT over WebSocket Secure (3T TLS, 4 server 3IE 57 HAZMAE client E45) .

3.6.10 AT+MQTTPUB: %45 MQTT #58 (‘F45H)

ML

¥

KF
g

[y

tig:
il topic k?ﬁ MQTT PR R . GRS AN B R 2, Tl T A AT A KE
BI{E 256 FF7, HE AT+ MQOTTPUBRAW 54>,

“ﬂ4>

’AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain>

W % <

[ox

o <LinkID>: 4 4% link ID 0.

» <topic>: MQTT topic, A : 128 iy

o <data>: MQTT F/5 14 .,

* <qos>: KAHEM QoS, ML 0. 1. 52, BIME: 0.

e <retain>: % 1fj retain,

|

B4 AT p BRI AR 256 FY .

o A OMNRERIEEIR \0, EFEREZEE, WHHNAT+MOTTPUBRAW 54
il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0, 1, "ESP32", "espressif", "1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"",0,0 //_
SRFRHAR, FEEHATHESTFER L.
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3.6.11 AT+MQTTPUBRAW: % fiK MQTT 45,

B
i topic %Ak MQTT JEL. WA SATRIR RHIRR D, FORT 4 AT S iR 256
A, AATAMH AT+ MOTTPUB fir-.

AT+MQTTPUBRAW=<LinkID>, <"topic">, <length>, <qos>, <retain>

Wi % ¢

OK
>

FP5 > FOR AT RGP D8, BEIRMERT AR AR, 2 8i KA EI 240 <length> [ERT,
BAR et .

Atk s, W AT i a :

’+MQTTPUB:OK

RN, W AT i [a] -

’+MQTTPUB:FAIL

B8

<LinkID>: (¢34 link ID 0,

<topic>: MQTT topic, FZ KA 128 F7.

<length>: MQTT 5 S, Al ESP32 &£ 1 KA A2 2 mT FI H AR BR 1 o
<qos>: KIHER QoS, Sk 0. 1. Bi 2, BAA: 0.

e <retain>: &1 retain,

3.6.12 AT+MQTTSUB: iJ[g MQTT Topic
it &

Jyiig:
i E 1T FURY topic

s

AT+MQTTSUB?

W 7 :

+MQTTSUB: <LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB: <LinkID>, <state>, <"topic2">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK
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EmA

&F

i
46 E MQTT topic FIEE QoS, STFFTFIZ A topic (#Z X FFiTF] 10 4> topic).

O e
iy

’AT+MQTTSUB:<LinkID>, <"topic">, <gos>

Wi i :

[ox

2 AT ZA S T HAY topic Y MQTT R, & [H]:

+MQTTSUBRECV:<LinkID>, <"topic">,<data_length>,data

A AT P % topic, MR [a|:

’ALREADY SUBSCRIBE

BH

o <LinkID>: 43i{7 4% link ID 0,
o <state>: MQTT JIRZS:

- 0: MQTT K#JhH1k;
1: BB AT+MQTTUSERCFG;
2: BB AT+ MQOTTCONNCFG;
3 ERCWIT
4: BRI
5 B, HARTI T topic;

- 6: i%#E, TiTH MQTT topic.
* <topic>: V][ topic.
e <qos>: A QoS.

3.6.13 AT+MQTTUNSUB: HLii§iJ P MQTT Topic

gﬁ

S

i
F R BGH T A opic, W24, PABGHIT AR topic.

P
"ﬂ<>‘

’AT+MQTTUNSUB:<LinkID>,<"topic">

Wi i ¢

[ox

A ARV i % topic, N A :

NO UNSUBSCRIBE

OK
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BH

« <LinkID>: 4i{¥ 3745 link ID 0.
« <topic>: MQTT topic, F KK : 128 7.

3.6.14 AT+MQTTCLEAN: Wil MQTT ¥4

B

&F

i
Wit MQTT 842, BEHwIE.

P
iy

’AT+MQTTCLEAN:<LinkID>

W

[ox

BH

e <LinkID>: Y4Hij{{ 7 #F link ID 0,

3.6.15 MQTT AT &A%

MQTT 4%i%f5 DL ERR CODE: 0x<%08x> JERATEHI,

SEIRER SRR
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_ WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
Todkst
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x2-ZFn
SEIRFER $EIxRAD
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT _MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT _MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_ WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
TREE:
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R2-ZIW

HHiRIEE B
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.6.16 MQTT AT {5il{

o ki, AT MQTT 68 7E 10 by, {HAT+MQTTCONN 4 Fhh. Blan, s hmeass
A LW, A AT+MQOTTPUB 2345 10 # NI, {HAT+MQOTTCONN fiy 445 M 25 R AN IS DL
A 6 75 B 22 s [) FH R SA  f0..

o UNRAT+MQTTCONN ;23T TLS 4z, B L n i i e 10 F5, D) A8 i e fe) 2> M H 2 T
B LR AR K.

o 24 MQTT #3:W 0, 23878 +MQTTDISCONNECTED : <LinkID> Ji§E..

o 4 MQTT E#:E W, &#E/8 +MOTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JH & .

3.7 HTTP AT A4

o 4B

o AT+HTTPCLIENT: %% HTTP % FIiik sk

o AT+HTTPGETSIZE: #:Ht HTTP % JE K /)N

o AT+HTTPCGET: 3RE{ HTTP %I

o AT+HTTPCPOST: Post 57 K ) HTTP %4
o AT+HTTPCPUT: Put }57 K & HTTP $d

o AT+HTTPURLCFG: ¥£'8E/3-EUK ) HTTP URL
o AT+HTTPCHEAD: %% /%5 HTTP 53k 3L

o HTTP AT 443275

371 &

W BOAM AT FPE SRR R A AT fir. WERGORT 2 ESP32 SCFf HTTP @y, i A17%
7 ESP-AT 142, {e8f8 TP T T AR e

e # /] Component config->AT->AT http command support

3.7.2 AT+HTTPCLIENT: ‘%3% HTTP % i oK
B
e

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">] [,<"http_reqg_header">][,<"http_reg _header">][...]

W i <
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+HTTPCLIENT:<size>, <data>

OK

o <opt>: HTTP %& il K5y
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
— 5: DELETE
o <content-type>: % iR EIEISHY
— 0: application/x-www—form—-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3: text/xml
o <” url” >: HTTP URL, )51 <host> fl <path> ZECATH, ASHSHANEHXW NS
e <” host” >: 45k IP Hidik.
* <” path” >: HTTP §§4%,
 <transport_type>: HTTP & i fl | BRIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> /g POST 3K i}, ASHCHKikss HTTP G545 00%dE. 4 <opt> A2
POST if3Kki}, XMSERFE (W2, AFEM A S RERAXNSE) .
o <” http_req_header” >: A] KELZ NG R LGRS,

o NSRS E URL 325 an K BRI T 256 =277, il 56 AT+ HTTPURLCFG i 4 Tt & URL,
SRIGA AT Y <"url"> ZEHEREN ",

o W url ZHORHE, HTTP i fe i B 28 host S50 path 28 WA url S5
W FAFER S, HTTP & s host SR path Z%K.

o JRLE R B MR ERIACR SCRE HTTP % P fin 2 (FEAG 3 WWESP-AT B # 2 5F) , H @ W] ad A
THAMFHE T HiZm4: . /build.py menuconfig > Component config > AT > AT http
command support, RJGHIFEIH (FEEE W AxsmiF ESP-AT 1.42) .,

o ZATASASCRE URL FEE ], fEARIEI R S5 4R [l (AR ASAS 301 GRAPEE & 1)) 80 302 (I
HE M) AL H LR URL Hidik . 8007 A A 26 T B ARICE 7 A9 S5 B URL, K538
AT

o WERALE <"data"> SHIWEE K SRR T 256 Y, W AT+HTTPCPOST A4 .

o FXEWELY HTTP i53R:3L, M JAT+HTTPCHEAD i34,

il

// HEAD #
AT+HTTPCLIENT=1,0,"http://httpbin.org/get", "httpbin.org","/get", 1

// GET i K
AT+HTTPCLIENT=2,0,"http://httpbin.org/get", "httpbin.org","/get", 1

// POST & k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"
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3.7.3 AT+HTTPGETSIZE: 0 HTTP FEj5 kb

v

H

N

B

¥

A

=

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZAK/DN. AL FA7, BRAME: 2048, FEH: [0,10240].
o <rxsize>: HTTP B ZELFI/N. BN 7. BRIME: 2048, JEHE: [0,10240],
o <timeout>: [WZGHIN;. FAf7: ZFb. BRHAE: 5000, JEFEE: [0,180000].

o <size>: HTTP &FFE /N,

e
AR URL (R A an M KT 1 256 7Y, i Jofli HAT+HTTPURLCFG fiy % Hifid & URL,

RIFAR SR <"url"> SUHEREY "
« HRGSBE HTTP HR 3k, AT+ HTTPCHEAD fr 4.

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.7.4 AT+HTTPCGET: 3:HL HTTP %5

yLEE A
BEmA
Wi

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i :

+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZBIFI/N. BN F347. BRIAME: 2048, JEMH: [0,10240].
o <rxsize>: HTTP BURZELFI/N. BN 7. BRIAME: 2048, JEHE: [0,10240].
o <timeout>: [WZGHIN;. FAf7: ZFP. BRHAfE: 5000, JEFEE: [0,180000].

Espressif Systems 177 Release v2.3.0.0-esp32¢3-965-gb2f842c6f6
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

e
ARt URL (R A A MK HE 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hifid & URL,

RIGAR I <"url"> SHEHEEBREN "".
o QARGARBCE HTTP 355Kk, W5 AT+HTTPCHEAD fis %35 .

3.7.5 AT+HTTPCPOST: Post 5 K5 HTTP £

By

B WA

s

=

>/?"\:

AT+HTTPCPOST=<"url">,<length>[, <http_reg header_cnt>][,<http_reqg header>..<http_
—req_header>]

Wi ¥ *

OK

>

g% >f:z/% AT MEF IR DB, BEIF T AR AR, S4B KR EI B R <length> H{ERT,
Wta.

Ak, MR :

’SEND OK

Esxis PNV IPE T

’SEND FAIL

B

e <” url” >: HTTP URL.,

* <length>: 7§ POST 1) HTTP ¥l B A RS T R G0 ] 4 Be A e 2SR/
+ <http_req_header_cnt>: <http_req header> ZEEE .

* [<http_req_header>]: HTTP 3Kk, A Kk LR AR 45

Bl
* AR URL YRS MR 1 256 747, i AT+ HTTPURLCFG 1% Filic & URL,
RIEAA L L <"url"> SHEHELEN ",

o ZAa A M) content-type BRIAZEHLH application/x-www-form-urlencoded,
o WRGEAHBEE HTTP 53Kk, & AT+ HTTPCHEAD i % & .

3.7.6 AT+HTTPCPUT: Put $5% Ky HTTP %3

=

=

AT+HTTPCPUT=<"url">, <length>[, <http_req header_cnt>] [, <http_req header>..<http_req_
—header>]

W i ¢
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OK

>

(iRe2 >ﬁi§% AT MER IR DB, BEIF T DA AR, MBI K EZAEI S H <length> HIfERT,
(3 BIR R

o ek iy, R fa -

’SEND OK

AR, MR m]:

’SEND FAIL

S

<” url” >: HTTP URL.,

<length>: 75 Put [y HTTP (i B A KK BESE T RS0 T 4 Be A e 25 [0 K/
<http_req_header_cnt>: <http_req header> ZEEE .
[<http_req_header>]: HTTP if3K3k. 0 Kk iERLL M54

B
MR URL (R A ar M KT 1 256 7Y, i S fli AT+ HTTPURLCFG iy % Fific & URL,

SRIGAT B <"url"> SEFEEREN "".
o QIR E HTTP 3Kk, i JHAT+HTTPCHEAD iy 5B

3.7.7 AT+HTTPURLCFG: ¥ /KK HTTP URL

iy

e

A

AT+HTTPURLCFEG?

W i <

[+HTTPURLCFG:<url length>,<data>]

P > 2 AT HES IR 8, BERHERT DA A URL, M8l K EEIAFI 24 <url length> [
(I, RGLR[M
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SET OK

ZH

 <url length>: HTTP URL K J&., Bifii:
— 0: j& HTTP URL Jii% .
- [8,8192]: ix'E HTTP URL fil'& .
« <data>: HTTP URL 4.

+
<

3.7.8 AT+HTTPCHEAD: ¥¢¥E/#tify HTTP %Kk
Rl

Py -
iy A

AT+HTTPCHEAD?

Wi i ¢

+HTTPCHEAD: <index>, <"req_header">

OK

)E’J

CELN A

A

AT+HTTPCHEAD=<req_header_len>

Wi 3% ¢

OK

>

B9 > Fon AT HE T AT a4 D8, BEIFGn] DU A HTTP 53Rk 3L (R0 key: value JB
X)), BEIRKELHSH <req_header_len> [K{HEA}, AT iRA|:

OK

+ <index>: HTTP 3Rk 1&5|MH.

+ <” req_header” >: HTTP i3k,

+ <req_header_len>: HTTP ifsR3LKF, BAfi: 595,
- 0: JERITH CIRER HTTP 5Kk
- HAhfE: BE—F HTTP 3Kk .

st

o A —W HEERE — HTTP iRk, HuDAZWRBE., 2 AP HTTP #5k 3k,

o RAYAHEE HTTP RG24 /ER, —HIRE, Frff HTTP B2 # S i ix seigoRk 3k .

o AR EER HTTP 33Kk Hi key AR AIHE HTTP @y A0 R 5 ) key A, T4 4
A s E % HTTP 55k 3k,
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il

/1 BB E KK
AT+HTTPCHEAD=18

/1 EKRCE S FEE, MANTH Range Rk, THFXRMM 256 MFF.
Range: bytes=0-255

// T # HITP # R
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32/index.
—html"

3.7.9 HTTP AT (%563

o HTTP % Jifi:
HTTP & FimtEixeS | 58
0x7000 AR TN
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
o HTTP fRR55%s:
HTTP fRs5=aiEiREg | iR
0x71f4 Internal Server Error
0x71f5 Not Implemented
0x71f6 Bad Gateway
0x71£7 Service Unavailable
0x71f8 Gateway Timeout
0x71f9 HTTP Version Not Supported
* HTTP AT:

— AT+HTTPCLIENT fiy & 45 iR/ 0x7000+Standard HITP Error Code (WZH x
Standard HTTP/1.1 Error Code [#){Z 5., %% RFC 2616).

— fHlhn, # AT {FJE ] AT+HTTPCLIENT fy 20t %] HTTP error 404, <R[\ 0x7194 44i%15
(hex (0x7000+404)=0x7194),

3.8 TE&:SE AT w24k
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. oz

o AT+FS: CIF&RGHAE
o AT+FSMOUNT: #1125

381 &

WP BOAW AT BRSO R AT 4. WEARETT 2 ESP32 L UFR G M2, W HITHF
ESP-AT 1742, eSS AT E TR Hvkdk:

e |3 Component config->AT->AT FS command support

3.82 AT+FS: k&R ScHME

- A
BeEmA
Wi

’ AT+FS=<type>, <operation>, <filename>, <offset>, <length>

Wi i *

[ox

BH

o <type>: HTHI{L 3 FATFS
- 0: FATFS
¢ <operation>:
- 0: JHERSCHE
-1 B
-2 otk
- 3 AW RN
- 4 AW T S, HEACCRRE
o <offset>: fpAgHutl, (VE WS BERE
o <length>: [KJ7, (U RHEGEMFERE

L]

o Ky BN SUE RS . AT+FS U RGEAESE NG, TR ZVE WU AT+ FSMOUNT=0 fiy 4]
O RS, AR E RAM %5[H] .

o [ A &5 hesk at_customize.bin, H4H(FE 7S ESP-IDF 43 [X 3% fildefT B 2 L4 X .

o PEBUEE A R TF SR SO RN, AR 0] 58 B B RS o

* 4 <operator> Hwrite B}, RGULEIMN AL IGHEMATRE] >, HEER DU AZEEdE, £
K E N 5 <length> —3,

il
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/) B EANS X

AT+FS=0,0,"filename"

/) EENXHERE R 100 KEN 10 FF
AT+FS=0,1,"filename", 100,10

/) RNEASX B RAE A 0 AER 100 FF
AT+FS=0,2,"filename", 0,100

/) Bl ARE KT AR X

AT+FS=0,4,"."

3.8.3 AT+FSMOUNT: H:#/HIZ FS X125

Bra

-t

’ AT+FSMOUNT=<mount > ‘

i)
= |
¢ <mount>:
- 0: HHIZk FS (R4
- 1 8 FS RS
B

o AT+FS SCPFRGMESERUR, SIS AT+ FSMOUNT=0 iy 4 EIBSCIE R G, ROk
i RAM 7S],

il

/) FHAEXM AR

AT+FSMOUNT=0

/) FHERXMHRA

AT+FSMOUNT=1

3.9 WebSocket AT iy 245

43

AT+WSCFG: TiL&: WebSocket 24§
AT+WSHEAD: % /7% WebSocket i# 3K 3k
AT+WSOPEN : Zih)/¥TFF WebSocket 443
AT+WSSEND: [ii] WebSocket 132 & 1% 5
AT+WSCLOSE: 5[4 WebSocket %3
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391 ¥

W BN AT FEA ST T R AT 6. A3 4555 ESP32 374} WebSocket fiy4~, 5 H47%
iF ESP-AT 142, 1E55H A0 TR e :

e |3 Component config->AT->AT WebSocket command support

3.9.2 AT+WSCFG: [LE WebSocket 2%}

-

v e
S A
&

=

A

AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] [, <auth_mode>,
—<pki_number>, <ca_number>]

Wi i ¢

’OK

&

’ERROR

o <link_id>: WebSocket %35 ID, i : [0,2], Bk 74 =4 WebSocket 4% .
» <ping_intv_sec>: %% WebSocket Ping [a]Ff. FAf7: #b. JUH: [1,7200]. BRIA(E: 10, BP: &fE
10 % 2%—¥k WebSocket Ping 41 .
* <ping_timeout_sec>: WebSocket Ping #AI}. BAf7: Fb. JLFE: [1,7200]. ERIAME: 120, EJ: 120 #
AU F| WebSocket Pong 41, W 3¢ P 4% .
o <buffer_size>: WebSocket S X K/, B : F7. JGFE: [1,8192]. BRIA(E: 1024,
¢ <auth_mode>:
- 0: NAUE, WRHTEFEIETS <pki_number> fl <ca_number> Z4{;
— 1: ESP-AT $#4it7% Pk bk 5545 i CA IE 150 ;
— 2: ESP-AT % ik A CA UE RAR T AR 55 A i U155
- 3: fHEINIE.
* <pki_number>: JEBFIFEAMRT], WHRNAE—MIERAFH, HEN N 0.
+ <ca_number>: CA [R5, WHEILHG 1 CA, HEN KO,

o WA N AEAT+ WSOPEN 2 BT E:, H WAL,

o QWERGEHEAH B COIEBESEEHEZ B, WS % 4ofT L4 PKIFL % .

o WA <auth_mode> FiE N 2 8 3, K TREMRSARUET AR, 57 LIKAT+ WSOPEN 4
HIAf PR ESP32 B ARIEN M HiistE] . (0] LK EAT+CIPSNTPCFG 14 R ELE SNTP, FIY4 Bl
(6], %3%AT+CIPSNTPTIME? £ 425 1) 24 fif i) . )

o MHEANIERIRB]: 2T TLS 9 WebSocket i35 (412 %54)

il
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4096 FF
AT+WSCFG=0, 30, 60, 4096

// B E link_id 4 0 B WebSocket # H W Ping X ¥ W mA 30 #, BH 60 £, ZWHRK._

3.9.3 AT+WSHEAD: ¥¥/#vif) WebSocket i 2K 3k

AT+WSHEAD?

Wi i <

+WSHEAD : <index>, <"req_header">

OK

v

¥

K

WA
4

Ele

AT+WSHEAD=<req_header_len>

Wi i :

OK

>

V=

Gt

> Fn AT WERF B AT a4 8, B RT DA% A WebSocket 7K 3k (3R 3k M key :

value

ERX), LEIRKE LR S <req_header_len> [EHA}, AT iR[A]:

[ox

o <index>: WebSocket 3R 3L HKS [{H.

» <” req_header” >: WebSocket i53KJk.

» <req_header_len>: WebSocket {E3R3LE, B :
- 0: IHRIFA B ER WebSocket 53K 3k .
— HAfE: BE— 1 WebSocket 13K 3k .

+«
o

|

o RS —IR HBEE —1> WebSocket iRk 3L, (HAPAZIRILKE, XL A FEIF WebSocket 153K 3k .
o AAFATCE R WebSocket 153K 3k @4 mtERy, —Hi%E, T WebSocket iy 2 HR 2 i ixX Loi 3K

N
°

2N
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// % B #F kK
AT+WSHEAD=49

/1 EWE "> FEE, WA T # authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE5OTk6MTIzNDU2Nzg=

// 4T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.9.4 AT+WSOPEN: #rifg/¥IJF—4~ WebSocket ¥:42;

AT+WSOPEN?

M) v :
YA ERER, AT &[0

+WSOPEN:<link_id>, <state>, <"uri">

OK

MW BRI, AT 1R [0

OK

)E’J

S

iy

AT+WSOPEN=<1link_id>, <"uri">[, <"subprotocol">] [, <timeout_ms>] [, <"auth">]

Wi i ¢

+WS_CONNECTED: <link_id>

OK

4

ERROR

BH

o <link_id>: WebSocket i£32 ID, Jul: [0,2], Bk $r= WebSocket iz,
o <state>: WebSocket EREFIIRAS .
— 0: WebSocket & X .
— 1: WebSocket i IFAEE .
— 2: V75T WebSocket %% .
- 3: 32 WebSocket Pong B B SE OB A 4%, IEAESRfFEIE.
- 4: LB AR um WebSocket JEFAIT, TEFE A& 3% % PRI IR 5545 -
e <” uri” >: WebSocket ]2 455 48— AR HAT o
« < subprotocol” >: WebSocket 71/} (2% RFC6455 1.9 #&7).
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» <timeout_ms>: 37 WebSocket JEHZHEAM A . BN ZFb. JEME: [0,180000], BRIAME: 15000,
¢ <” auth” >: WebSocket 54X (Z:% RFC64554.1.12 F545),

il

// uri HZH kB T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvVR1elD3eiVjgZ9VRiaV&notify_self"

PR Z 2% : WebSocket 17 .

3.9.5 AT+WSSEND: [i] WebSocket ¥E+% % 1% EcP

XA

=

=

A

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

Wi i ¢

OK

>

iR m R s AT EE A AT port 3Es, BURE] DA AZHE , 24 AT 32003 /) B0 K B ik 3
<length> 5, HdE&Htin.

USRS R O AL i I BB, aR (] -

’ERROR

UREE e ), R[]

’SEND OK

S8

o <link_id>: WebSocket i£3Z ID, JulF: [0,2].
o <length>: BIEMBARKRE. B 9. AT RENTRKKEHAT+WSCFG W) <buffer_size>
{EIZ 10 FIZRGEA] 4 Be i s (R NS R PeE - (BORAS T/ IMA) «
» <opcode>: k3% WebSocket i 1 {4 opcode. Ji [ : [0,0xF]. BRIAME: 1, B text i, iF S RFC6455
5.2 BT TR £ opcode.
— 0x0: continuation i
— O0x1: text I
— 0x2: binary i
- 0x3-0x7: FHE IR SR H
— Ox8: 4z KA
— 0x9: ping i
— OxA: pong M
— OxB - OxF: S Hg 45l &
o <timeout_ms>: K iEHIRTEIE]. BALT: ZAP. JEE: [0,60000]. ERIA(E: 10000,

Espressif Systems 187 Release v2.3.0.0-esp32¢3-965-gb2f842c6f6
Submit Document Feedback


https://www.rfc-editor.org/rfc/rfc6455#section-4.1
https://www.rfc-editor.org/rfc/rfc6455#section-5.2
https://www.rfc-editor.org/rfc/rfc6455#section-5.2
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

3.9.6 AT+WSCLOSE: 3:[i] WebSocket 4:$%

v

H

N

B

¥

A

=

’AT+WSCLOSE:<link_id>

W i <

[ox

S

o <link_id>: WebSocket i£32 ID, Jul#: [0,2].

il

// %M ID 4 0 B WebSocket i# ¥
AT+WSCLOSE=0

3.10 ESP32 L AkM AT @4

A2

BEEITAE

AT+CIPETHMAC : #5i0)/% & ESP32 DA 1 MAC Hihl
AT+CIPETH : i)/ '8 ESP32 DA M1 TP Hitl:

3101 £r &

WY BOAW AT [EEA SRR T R AT iy s QAR TR 5 ESP32 SLRFAKM G S, 16554173
A ESP-AT vA KW 73 7%, SCRY B 4745 ESP-AT 142,

3.10.2 #Ef5 1R
IBITPAKIM AT i Z Ji, T AR A

PR A4 DL ESP32-Ethernet-Kit JF % W B G5 1D AT &9 T4 A AL fes
FE LS BUASIT SobE, A B B R KUK 15 35HR RX/TX 0

o 1B AT UART 1 (BRI AT UART AT DAK I B REAS Il 5% ) -
— FTJF factory_param_data.csv FE#& 45
- WROVER-32 B uart_tx_pin M GPIO22 ¥ GPIO2, uart_rx_pin M GPIO19 BN
GPIO4, uart_cts_pin M GPIO15 ¥ GPIO1, uart_rts_pin M GPIO14 ¥k GPIOI
(REmI=Tfe T ik, X HERMHIZIIRE), 215 808 WA T & AT 3% 2§ .
* ffiff AT ethernet support, HZA5EIE W4T & A ESP-AT vA KA ) #t.
o JiFJE % LAk 2 ESP32-Ethernet-Kit,
o TEREAEAE
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— #H:EHLMCU (40 PC, AJ{§i fj USB %% [1#ik) % ESP32-Ethernet-Kit [ GPIO2 (TX) #l
GPIO4 (RX), i ] ji4a g Jo 75 144 CTS/RTS;
— ESP32-Ethernet-Kit %33 DA I 2% .

3.10.3 AT+CIPETHMAC: #xify/ix¥ ESP32 UJ kM) MAC Huht
A%

Yitig:
2] ESP32 DA M ) MAC ik

O e
iy

AT+CIPETHMAC?

W 3% <

+CIPETHMAC:<"mac">

’AT+CIPETHMAC:<"maC">

Wi i ¢

’OK

o <” mac” >: FFHRSE, FRPUKMEE DR MAC Hbtik,

|
o BEPEBRARSCHEDAK R AT fiy4 G WLESP-AT [ 1 2 5%), (A2 Al AT 7 sl 1 0 % d

41 ./build.py menuconfig>Component config>AT>AT ethernet support, R)5
G LA (PR A eI ESP-AT 142).

#7AT+SYSSTORE=1, [t B ¥ MO RATAE NVS X,

PAKIME2 [T MAC HihkAS B8 -5 HAb 4 1 AH ] .

ESP32 MAC Hihiki bit0 ARESEN 1o B, FIESh “la-", HARTEHN <1507,
FF:FF:FF:FF:FF:FF f1 00:00:00:00:00:00 BT MAC Hudik, FEERE .

il

AT+CIPETHMAC="1a:fe:35:98:d4:7b"
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3.104 AT+CIPETH: i)/ ESP32 UM IP Huhk
iy

i
i) ESP32 PACKIM (1Y IP kit

s

AT+CIPETH?

L)V

+CIPETH:ip:<ip>
+CIPETH:gateway:<gateway>
+CIPETH:netmask:<netmask>

OK

P

fie:

158 ESP32 DAK M 1) TP ik
e

’AT+CIPETH:<ip>[,<gateway>,<netmask>]

o <ip>: FAHESE, Fok ESP32 DAY IP Hihk .
o [<gateway>]: ]3¢,
o [<netmask>]: W45,

Bl

o BEFERIAA SCRDUK I AT iy 4 (RS IE WESP-AT B # £ %), {H2 ] it DA T 7 A H R
41 ./build.py menuconfig>Component config>AT>AT ethernet support, )5
i A (PENS T W AR ESP-AT 1.42).

* #iAT+SYSSTORE=1, WCLEHEURHRAFAE NVS X,

o KA AR E 45 DHCP MIE 0, WAT+CWDHCP:

- RS TP, I DHCP 948 ;
— #i)ri 1l DHCP, JERZS TP P55 5
- fa R E S E N LK.

il

AT+CIPETH="192.168.6.100","192.168.6.1","255.255.255.0"
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311 {54 MR AT 674

« 4B
* AT+FACTPLCP: ) 3%¥% PLCP u% PLCP

3111 &

WP BRARY AT B SR I UE R AT AT frd. MR GORTFESE ESP32 St a4k 4, W E T4
iF ESP-AT 142, 1E55H A0 E TR B e

* 2] Component config->AT ->AT signaling test command support

3.11.2 AT+FACTPLCP: ‘%1% K PLCP g% PLCP

B A4

/7.’\

=

’ AT+FACTPLCP=<enable>, <tx_with_long>

 <enable>: &M/ FahflE

- 0: B FEECE, R <tx_with_long> ZEUNIBRIAE

- 1 FAFEACE, AT k% PLCP 2R8I T <tx_with_long> 4.
o <tx_with_long>: %% PLCP ®{%j PLCP:

- 0: &i%%H PLCP (2RiA);

- 1: &% K PLCP,

312 Uigh AT %

« 4B

s AT+DRVADC: il ADC T8iB{H

o AT+DRVPWMINIT: #1444k PWM IR 5h2%
o AT+DRVPWMDUTY : ¥ PWM 5251
o AT+DRVPWMFADE: %'& PWM 75

o AT+DRVI2CINIT : #J4a4k 12C ALK Eh
o AT+DRVI2CRD: 5 12C $i¥i

o AT+DRVI2CWRDATA: B A 12C ¥

o AT+DRVI2CWRBYTES: B AANK 4 273519 12C B0
» AT+DRVSPICONFGPIO: [t & SPI GPIO
o AT+DRVSPIINIT: #1154k SPI F#LEK5h

o AT+DRVSPIRD: 5 SPI %3

« AT+DRVSPIWR: B A SPI ¥
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3.12.1 #v#

T BRI AT B R SRR T R0 AT 64, WIS % BSP32 S a4, i 177487 ESP-AT
T2, I TR

e |3 Component config->AT->AT driver command support

3.12.2 AT+DRVADC: %l ADC il i

B A4
O e
“D/?\'

AT+DRVADC=<channel>, <atten>

W i :

+DRVADC:<raw data>

OK

S

e <channel>: ADCI ¥,
» ESP32 &4 HUE LR A [0,7].

B

GPIO36
GPIO37
GPIO38
GPIO39
GPIO32
GPIO33
GPIO34
GPIO35

i

\]O\LIILUJ[\)#O@

o <atten>: TE{H.

* 0: 0dB ZJ8, A&MEEFEI (100, 9501 mV.,

e 1:2.5dB 3, ARMETERE N [100, 1250] mV,
* 2: 6dB B, AR EEE [150, 1750l mV.

o 30 11.dB %k, AREIEEA [150, 2450l mV,

o <raw data>: ADC i@iH{H.
B
o ESP-AT H %4 ADCI.,

« ESP32 i% 12 f5EE,
o XFF AR EE EAON R, TAS % ADC fik.
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il

// ESP32 ¥ & ¥EH 0dB EW, AHXMEEEA [100, 950] mv
// W 2048 / 4095 * 950 = 475.12 mV

AT+DRVADC=0,0

+DRVADC:2048

OK

3.12.3 AT+DRVPWMINIT: #Jigik PWM Bz 5%
AT

’ AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

o <freq>: LEDC SER2afis%R, BA{i: Hz, Ji[fl: 1 Hz~8 MHz,

+ <duty_res>: LEDC i_iﬁHj SRR, 0~20 1.

* <chx_gpio>:LEDC iiif x [{ %t GPIO. {71, WA AR GPTIO16 EAiiiE 0, FF i B <ch0_gpio>
N 16,

o ESP-AT & fE 15 4 ~0E.

cHHAGAWBE AW EENEEZIE T HE PWM @y 4 (WAT+DRVPWMDUTY
FMIAT+DRVPWMFADE ) § @Zuﬁé@fﬁ B, ﬁu%w\%ﬂﬁﬁﬂcwﬂi/\ il , il 4 AT+DRVPWMDUTY
i HAE R E O @ ) PWM (5251

o BRANG S A R R . T 225 S I SRR 5 7S L R R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 A H#E, M FEH 5 kHz, F XL A4 HE A
13 fi

AT+DRVPWMINIT=10000,10,17 /] R 0.

A Y
wkHz, W Z L #EA 10 L, HE puM ﬂraj‘zfﬁé\

3.12.4 AT+DRVPWMDUTY: ¥k# PWM N4l
BE A

A

AT+DRVPWMDUTY=<chO_duty>[, ..., <ch3_duty>]

W
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OK

* <duty>: LEDC ifiilf 525k, fifl: [0.2 W= HAPH,
st

* ESP-AT {2 HE (4 4 ANliE .
© FOABIETTHRCE A, HIREIZS L

il

AT+DRVPWMDUTY=255,512 // % B @& #&
B

0 W& =WA 255, HEFM 1 W& XA 512
AT+DRVPWMDUTY=, , 0 /P RBEEBEERE 2 HEElA O

3.12.5 AT+DRVPWMFADE: k¥ PWM i

=

=

AT+DRVPWMFADE=<chO_target_duty>, <chO_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_
<4»time>]

W i ¢

OK

S8
o <target_duty>: HFR¥iAs F45H, i [0,2 dv-resoluionp],
o <fade_time>: WiAZMX ST, L ZFb.

el

o ESP-AT & hE 7 f; 4 014,
o FHAHBETLFTFRE <target_duty> fil <fade_time>, FHHHMKRAIT].

il

AT+DRVPWMFADE=, , 0, 1000 /) ER— AR EEE 1L s RLRER O
AT+DRVPWMFADE=1024,1000,0,2000, // fEH — & @ HE¥@EE 0 b5 & E Ao

1024, WA HEEKAE 1 HEEHEA O
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3.12.6 AT+DRVI2CINIT: #ji&fk 12C FHL9RF)

v

H

N

B

¥

v

A

=

’AT+DRVIZCINIT:<num>,<scl_io>,<sda_io>,<clock> ‘

W i <

© <num>: 12CHE, S 0~ 1. WEKER TS, AT SRR 12C Hi.
e <scl_io>: 12C SCL {511 GPIO -,

e <sda_io>: I2C SDA {51 GPIO =,

<clock>: TR 12C BFE%, B Hz, HKfEH: 1 MHz,

|

o Afpd HHE 12C L.

il

AT+DRVI2CINIT=0,25,26,1000 // # % {4 12C0, SCL: GPIO25, SDA: GPIO26, I2C.
B H R 1 kHz
AT+DRVI2CINIT=0 // BUWH I2C0 s

3.12.7 AT+DRVI2CRD: {5 12C %

=

A .
A

=

AT+DRVI2CRD=<num>, <address>, <length>

W

+DRVI2CRD:<read data>
OK

BH

o <num>: 12C iS5, JEHE: 0~1,
o <address>: 12C MBI &Mt
- 7 fuisiht: 0~ OX7F;
— 10 ftidik - 55— ET-EAMLE 1111 0XX, Hrp i 5 7 XX 10 {7 11k i e i Az o i)
an, gt 10 fi 4k Ox2FF (b 1011111111), AR 2 % ARHuAEA 0X7AFF (b’ 111101011111111),
o <length>: 12C HEKE, JuH: 1~2048,
+ <read data>: 12C i,
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e
o 12C kg g [l —Fb.

Bl

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 M4k 0x34 A EEW 1 F
AT+DRVI2CRD=0, Ox7AFF, 1 // I2C0 M 10 1L H# 3k Ox2FF A i

R &
Bl F¥ M RE

// I2C0 M ik 0x34, FHF E MU 0x27, L 2 FH
AT+DRVI2CWRBYTES=0, 0x34,1,0x27 // I2C0 4B &% & Hoib 0x34. FHF &I 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2C0 I 2 FF

3.12.8 AT+DRVI2CWRDATA: E A 12C %5

)E’J

CELN A

LT

AT+DRVI2CWRDATA=<num>, <address>, <length>

W

OK
>

W) BRI, AR ANEE, SEIRAH SR E KREG, BiRfemITes.
A R AL Ay, R[] -

[ox

R R R, R [u] -

’ ERROR

BH

e <num>: 12C G5, Jui: 0~1.
o <address>: 12C MALEAcHNLE:
- 7 fiistihk: 0~ OX7F;
— 10 izl 55— AFATRIRET-LAAE 1111 0XX, H A5 5 A7 XX 2 10 A7k i 5z i 9 7
i, ansk 10 [z thl >4 0x2FF (b” 1011111111), A2 4 A B ihl >4 0x7AFF (b” 111101011111111).
o <length>: 12C HHE K, JuR: 1~2048,

Bl

o 12C kgt A —#b

hil

AT+DRVI2CWRDATA=0, 0x34,10 // I2C0 BN 10 F ¥ HIEZE MU 0x34
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3.129 AT+DRVI2ZCWRBYTES: G A At 4 35l 12C By

B A

PI

?

%

=)

i)

’AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data> ‘

W i <

o <num>: I2C iS5, JEH: 0~1,
o <address>: 12C MHLiE#HIHLE .
— 7 {iHuhE: 0~ OXx7F,
— 10 ftidik : 55— ET-EANE 1111 0XX, Hrp i 5 W7 XX 10 {7 Hbdik i 5 i 437 1)
A, A0SR 10 SrHihk > Ox2FF (b7 1011111111), AR 255 ARHbHE A OXTAFF (b’ 111101011111111),
o <length>: £F5 A 12C K, JEF: 1~4 F15.
o <data>: Z% <length> {EKEFREIE, JEHE: 0~ 0xFFFFFFFF,

Bl

o 12C kgt i [a] o —#b

il

AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // I2C0 BN 2 F ¥ HiE 0x1234 F ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ I 0x1234 F 10 L Hy 4k
—0x2FF

// I2C0 B M it O0x34. 7 & H# 4 0x27, B A cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.12.10 AT+DRVSPICONFGPIO: [it¥ SPI GPIO

IJXLEA ng /\>
A

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs> ‘

W i :

[ox |

BH

o <mosi>: FHMAESXTI A GPIO 1.

o <miso>: FAMMEFXIN GPIO &, #AMHEH, EL-1.
<sclk>: SPI B4 {5 % 1. GPIO 45 .

o <es>: EEEMALAE SN GPIO 5, # AN, B -1
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3.12.11 AT+DRVSPIINIT: w444k SPI 819Kk 5)

v

H

N

B

¥

v

A

=

’AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

W i <

o <clock>: 4P, 43095i%kk 80 MHz, Bafi: Hz, HK{E: 40 MHz,
e <mode>: SPI i, JuR: 0~3.
o <cmd_bit>: iy HrBEIAGIEL, JER: 0~ 16,
 <addr_bit>: HihtFr B EGAGIEL, JER: 0~ 64.
o <dma_chan>: jfiH 182, AFEZE DMA KRS 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
« 0: SEf%%H MSB (RN )5
« 1: Jei%Hy LSB,
— bitl:
« 0: JERI MSB (BRIA) ;
« 1: Jgd21k LSB,

Bl

 H7E SPI Wia4k Hi il & SPI GPIO.

2N

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100._

okHz; MR 0; #AMEMBIENBERIATLHEHF A 0; FFEA DMA; LM F K LsB
OK

AT+DRVSPIINIT=0 // #l % SPI I #

OK

3.12.12 AT+DRVSPIRD: it SPI %2

=

,/?\:

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W

+DRVSPIRD:<read data>
OK
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o <data_len>: FFiEHU) SPIBEK BE, JEH: 1 ~ 4092 735,
o <emd>: Ay HHE, BUEKEH <cmd_len> SN E .

» <cmd_len>: AYRAEEH R, JEH: 0~2 5.

o <addr>: fySHiidih, HibEK A H <addr_len> ZRE.
o <addr_len>: ZARAGHFHIEIEE, JEH: 0~4 5.

|

« #MJT DMA, <data_len> SHUAEK RS E MBI N 64 45

il

AT+DRVSPIRD=2 // # B 2 F¥ %
+DRVI2CREAD: ff£f
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // ¥ W 2 F ¥ K, <cmd> #} 0x03, <cmd_len> # 1.
S ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.12.13 AT+DRVSPIWR: E A SPI %

B A

=

DN .
A

=

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

] i 2
M <data_len> BEMEART 0, AT R[4 :
OK

>

YR BRI RS, A GRS AR, SRRAFISEIRE R E S, Rt mITh .
AR S, AT R[] :

’OK

Y <data_len> ZHUfEN O I, BED AT HtLharSRisthht, Atk SPT LR, SR AT & |u]:

o <data_len>: SPI##sK )&, Jif: 0~4092,

o <emd>: Ay HHE, BIEKIEH <cmd_len> ZEE .
o <emd_len>: ARAEE RS, JEH: 0~2 575,
* <addr>: fipHudlk, HHKJEH <addr_len> ZHE .
o <addr_len>: AU AGH PR, JERI: 0~4 5,
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e
« ZRIRI DMA, <data_len> ZHCRRKRENS I E M KH R 64 45

ZaL

AT+DRVSPIWR=2 // B A\ 2 F ¥ #H

OK

> /1T AT HOE

OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // <cmd_len> # 1.
% ¥, <addr> % 0x1000,

OK

EN O F¥ 4,
<addr_len> % 3 F#

<cmd> # 0x03,

3.13 Web JIli%5 28 AT &id

. AT+ WEBSERVER: J& /2% /i Web 7 45 240 & Wi-Fi %45

3.13.1 &

 BRARY AT PRSI T AT 4. MRS 2 ESP32 S2F Web figd5 dvan S, W HAT%

% ESP AT T4z, FESB TP T TR B -
e |3/ Component config->AT->AT Web Server command support

3.13.2 AT+WEBSERVER: J3 /28 Hifiik Web JIR 45 221t ® Wi-Fi %4

~

L A

v T

K

iR
&

5?

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

* <enable>: 3 /25 ] Web Ik % %5 .
- 0: 22§ Web Eﬁ%ﬁ%ﬁﬁifﬁ%%?ﬁo

- 1: JF3 ] Web lR554%, L5nT DATE A fc {5 sl 8 0 WA L B Wi-Fi 4245 L.
» <server_port>: Web IR 525 115,
« <connection_timeout>: &/~ ABT BT E] . B4 b, JER: [21,60].
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e

o HWIFJTVE AT DATRME Web IR 55 25 BT &5 1 HTML S, —Fjug (8] FAT SCIERSE, I 7525 H
ATFS A% 53— Rl i A SO R A HTML SO (BRIABRE) .

* BN HTML 342 index html o AR T2 [ @ L HTML SCAF) s g (el o S0y, R E
BUOZSCARI] s QIR FEEE A L HTML U B NES (B fm—A7 B ), TR ZEXT R
& PR RS SO at_web_server_cmd.c .

o TR IT I socket [ KECH A RE/NT 12, £ PAFE menuconfig H i B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, JR/GEH%H
FILRE (SF R ARk ESP-AT T42),

o AT [E{FERINA SR Web IR 5548 AT fird (S 30HY see ESP-AT Bl #+ % 5%) , {HEZX W] DAYE menuconfig

ik E Y Web iS5 8% AT 5% . /build.py menuconfig > Component config >AT > AT

WEB Server command support, AREEHMHIFLE (% R R%iF ESP-AT 1.42).

ESP-AT 7£ ESP32 #4145 H S #5317 (captive portal), A 2% 771,

W 2 5 ] 2% SCRY Web Server AT 7= 15) o

ZATA S ITTR, JEIS1E 2% at/src/at_web_server_cmd.c.

5% 4T £ 3, OTA SR FREUEZ OTA 4.

il

/) B web RE&H, wmA 80, EANEEMAEKHE 50 P
AT+WEBSERVER=1, 80, 50

// #ER web R FH
AT+WEBSERVER=0

3.14 H ) AT o2

45

AT+USERRAM : #84F 1l P25 1 RAM
AT+USEROTA: F3¥45 5 URL Fh4% [ {4
AT+USERWKMCUCFG: ¥%'% AT Mefif MCU [ il &
AT+USERMCUSLEEP: MCU 3571 B T BRI RS
AT+USERDOCS = 1) [l {45 [ 1 I P SCRY 4%

3.141 #r#j

T BRIAKY AT [/ SRR OO R HIFFAT AT rd. WISREORT % ESP32 S I Prin s, i B 340 i%
ESP-AT 142, ZE45H B FOWE T 2 HLpE S

e # /] Component config->AT->AT user command support

3.14.2 AT+USERRAM: $:1i: 1 P42 RAM

A4

Dy

A 24 B B AR RAM R/

ks
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AT+USERRAM?

Wi % ¢

+USERRAM: <size>

ifig:
L. BE. 5. R BEEUH T RAM %5[H]

e

AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®REN, 248N EHE

OK

S

¢ <operation>:
- 0: BERUH ' RAM 5[]
- 1t 4rfECH P RAM 5]
- 2: [ RAM B
- 3: MHF RAM 3e85#
- 4: 3B RAM _E 5
o <size>: SEC/EL/ B H ' RAM K/
o <offset>: 32/5 RAM Wit E. BRik: 0

B

o THTEPA TR M AR EZ 114 B T RAM 23 6]

* Y <operator> N write B}, RGEEN AL EEIATIRI] >, AT DA AZES IR, %L
P EN 5 <length> —3(,

* % <operator> i read I HAK KT 1024, ESP-AT & PAFFEAE X 2Kk I0E, Rk NIE RE
57 1024 P78, B ZPA \r\nOK\r\n 4%

il

// AW 1 KB fl F RAM % [
AT+USERRAM=1, 1024

// ¥ RAM R A FFHMEE AN 500 FH KL
AT+USERRAM=2, 500

// M REM E M 100 BB 64 FHHIE
AT+USERRAM=3, 64, 100

/) BIHA P RAM ZF |
AT+USERRAM=0
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3.14.3 AT+USEROTA: Hififaa URL Tl 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEL A

Dyt
TH9E] URL Hi 7E BAS 1 [

AT+USEROTA=<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>
Ja,

’Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[ox

WER SRR R B TR, R )

’ERROR

BH

o <urllen>: URL K, HifE: 8192

Bl

o TEA[ DA GitHub Actions 2. F 2, Ji 5 200 OTA [, WnlPAEF7% 35 ESP-AT 142 A R ir a5 B
OTA [#{4.

e OTA [&ff>5 build/esp—at .bin,

o TR BT R 28R B o

o WERMGEZMAESFBOTF R, AT K& [0 ERROR, 1555 F— B A FH .

o RNEVTHHBNHMA . BEEIIHRASAAE— @ ARAEM RS, HRT0EETT, IR ERRFZEIAHE
IHACA, iR B O BTG uE D 6 «

o BWTHR AT )5, VAR AT+RESTORE YW ) 158 .

e AT+USEROTA % ff HITP Il HTTPS,

o AT fiith > FARFIE, Bl TIRRR E AN TR B PR T#E L, ARTRELARI 7452 (CR-LF).

* Y4 URL 34 HTTPS B, AEIL SSLAIE. WIHRELR SSLAAIE, &t 5174 i PKI SCHAR JERFEAT]
FEEIR R X, 2 J5HE AT+USEROTA A& SL AR Hom &k 45 . %1 PKI U1 5% 4o
77 & % PKI B2 & ., X}F AT+USEROTA 4, T[&% ESP-AT T FE#2{Ltf%77 %] USEROTA.,

» WS 4efT LI OTA 45 PRI L OTA s,
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il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.144 AT+USERWKMCUCFG: ¥ AT Wi MCU 1)/ &

LB AL A
WA

ik
Bear B E AT A MCU [BLERIRES, DA AT Qufafiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT R MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SE SRR, AT 25 AR5 5 AR K . MCU i sl 2 i) Jo /g BRI (5 =

[

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

W

OK

* <enable>: & 1B 4% MR EEAC .
- 0: ZEHIMefiE MCU Jii &
- 1: {fEMLE MCU Bl &
» <wake mode>: MR,
- 1: GPIO Mafig
— 2: UART Mg
o <wake number>: %S E X BT <wake mode> H{H.
— IR <wake mode> & 1, <wake number> ftZEMEES I GPIO 4. F P aE B IE L & 1
WA B AR &, R R e A AL B
- R <wake mode> J2& 2, <wake number> fUFEMilE UART %45, 45l A %45 1, BId:
UART1 Mifif MCU,
o <wake signal>: ZZ 5= BT <wake mode> H{H.
— R <wake mode> 2 1, <wake signal> fUFEMLEEAF,
+ 00 KA
+ 10 EHLP
- W <wake mode> 22, <wake signal> fUFEMEEFYT. JEMH: [0,255].
o <delay time>: 5 RZERGRA], B 28, JEHE: [0,60000], ZSEH) = LR T <wake mode>
IHE.-
— MR <wake mode> 2 1, NIFE <delay time> H[E]N, BH—H % <wake signal> Hi,
<delay time> 3|5, W%E <wake signal> HiF,
- IR <wake mode> 22, W7 HI%. %X <wake signal> F77, #HAZEGEIEMN.
o <check mcu awake method>: AT K& MCU 254 TR IR ZS o
- Bit0: @& JF 5 5 AT+ USERMCUSLEEP iy 4[] 8k « BRIANTF 5 - B : Y 2] AT+USERMCUSLEEP=0
4 $ MCU ik 1ic3] AT+USERMCUSLEEP=1 fy4-, 471 MCU HER.
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- Bit 1: 25 FF 3 5AT+SLEEP=0/1/2/3 iy %1 KBk BRINEEM . Bl 43| AT+SLEEP=0 1y 4%, &
7~ MCU BE3€; k3] AT+SLEEP=1/2/3 64>, %%/~ MCU HEHR .

- Bit2: 2% IF)5 <delay time> HJEHE/8 MCU fEEDIRE. BROAZEAH . B ZEHIES, delay
time 5, 8/~ MCU BER; {HRERS, delay time 5, $§77~ MCU Xk,

- Bit3 (BARLH): 2%/ GPIO #5785 MCU BEkTIfE. BRIAAZHF.

|

o i HFEENE K.

o BRR AT [n] MCU 38l AR BARTT, 20k (59 ik A% fE, <delay time> WAE| T2 )5
B ESWE. BRSPS MCU (R L Hses.

o MNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H T2 MR
ST B PR BRI S5FFF <delay time> WG, & HINHREERE.

Bl

// ERYE MCU BEE . K AT H MCU XFHEwW, 2% A wi-Fi #HRE GPIO18.
S, W ERE McU, REHEHFZE L 10 H.
AT+USERWKMCUCFG=1,1,18,1,10000,3

// % E McU FE
AT+USERWKMCUCFG=0

3.14.5 AT+USERMCUSLEEP: MCU 4575 H IR &
BE A

Dyiie:
TEAT+USERWKMCUCFG &) <check mcu awake method> BitO FlE 5T, &dAL450. H
T45%0 AT 247 MCU [ BEIRAR S o

’AT+USERMCUSLEEP:<State>

W i :
[ox
S
* <state>:
- 0: $5/8 MCU [igk .
- 1: 4575 MCU Bl .
il

// MCU % 41 AT ¥ #] MCU @ k
AT+USERMCUSLEEP=0
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3.14.6 AT+USERDOCS: 75 iy {0 oz i 1 s So ik
A

i
P24 HAS A R I8 9 SO P SR i

s

AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

B8

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32/index.html

"
—

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

315 AT &K

W AT fir A Y Fh A :

FE i N 15t EA

Wizt a4 AT+< g2 5 >=? i E a2 1 NS RO L UE T
S AT+< A £ 5 >? e

BEE AT AT+< K >=<> WP H & WS EE, Hstrmd
PATARS AT+< g 244 F5 > T ICH P B E XS E A

o WA AT AR E £ FIRPURHRI Ay -

o W HEMASE, UH SRR TR SRR IE T SR

o BT <> WIS HOR T A .

o TS [ WISEOTLAE G, A TEGAE. BN, 181TAT+CWIAP iy & A I LE 24
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

MW SRV SESAE N, WA, PRk,

’AT+CWJAP:"SSid","password",,l

s RG I SFER TR S, W

’AT+CWSAP:"ESP756290","21030826",1,4

o BEIRFAFFMERE SCAbBE, LuTFE st VTR
- \\ 5 SURARIT
DR GES, rBESEINIE S o L.
- \"' 5 AWE T, FRFARSEING 5 ILTFE L.
- \<any>: # ¥ <any> F4¥, Eﬂx\ﬁﬁﬁ <any> FAF, AMEHREHT.
o HUH AT A IR AT R 2k X, He sy TERRH L. B, AT @4 14T E) > SR A S0
HT BT B L.

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

. AT ﬁﬁé\%%ﬁwﬁ‘%ﬁﬂﬂ 115200,
o Bk AT fir WK AR i 256 5
. AT/B/\U\%‘E (CR-LF) 453§, FJ?M% DIEJ” WEN P
o AT 345 1R ) 2 i WLAT API Reference:
- esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_ index

3.16  ZEAE BIRAFAE flash vy AT oy

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE— iy A S ROE O B A EE flash 7] AL AT+SYSSTORE fin 4L E , FAATE 2 WL ar A 140
LR

Fil: AT a0 A SHORE, Rilid NVS LR, Hie, fRaGORCEMFMSEE, WAL
flash; AR Ay & W EAN R A S EUH ﬂash WAL PSR

317 AT 5

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT iy (943h)
FAHI A ESP-AT @y SR SR IR, H51f &% # ESP-AT iy & I AT45 R . WM i 5 — 2% 8
BRI OK 5 ERROR.,
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22 3: ESP-AT 1%/

AT Rz i%ﬂﬁ

OK T a5, &3] OK

ERROR AT AT TR T R P A A R

SEND OK BB k% 8t Wk (F X FAT+CIPSEND
MIAT+CIPSENDEX 1z %) , H A REHEE & %k 5
Xt i

SEND FAIL ] Hp W e 2% O I A B R (81 X FAT+CIPSEND
FIAT+CIPSENDEX /ﬁ/\)

SET OK URL C 2RI E (5 A AT+ HTTPURLCEG 75 %)

+<Command Name>: . . . TEANAIA AT Ay b FHgE R

o ESP-AT B4R 4 (E£3h)

ESP-AT &4t 45 R 48P H AR L EIH R .

7% 4: ESP-AT 4 B iltis

ESP-AT BB & 152 AA

ready ESP-AT [ {4 28 1 55 it 4

busy p--- RGN, IEfEAH @S, TP
1 i 2

ERR CODE:<0x308x%> NG LN

Will force to restart!!! DAENEIEER

smartconfig type:<xxx> Smartconfig 27

Smart get wifi info Smartconfig £\ 3k SSID Fil PASSWORD

+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 B3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station 2 11 O & J2 ] AP

WIFI GOT IP Wi-Fi station 2 [ £ #H [Pv4 bk

WIFI GOT IPv6 LL Wi-Fi station £ 7 LR B IPv6 HE % A H bl

WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl

WIFI DISCONNECT Wi-Fi station 2 1. 5 AP WiIT &

+ETH_CONNECTED PAK I 2 11 B 4%

+ETH_GOT_IP PA I 422 11 EL AR H TPv4 Hithl

+ETH_DISCONNECTED DA 22 1 2 BT

[<conn_id>,][CONNECT ID i <conn_id> (M ZERECE Y. (BHAKE
LR, ID R O)

[<conn_id>,]CLOSED ID } <conn_id> (ML EREE W (BRHA
#LF, ID 4 0)

+LINK_CONN

TCP/UDP/SSL yEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station %52 %| ESP-AT ) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP % [ %5 station 43 it IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 3% 1 %) & 1
Wr T

>

ESP-AT 1E7E% 15 HH P A B ds

Recv <xxx> bytes

ESP-AT M4 EFZ IR <xxx> AT

To4ksE
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R4-Z2IW

ESP-AT HEHE iHA
+IPD ESP-AT fEFZ& LA, EUCEIR A M2
g A AN B
-t R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] Hl: +IPD,
<length>
-1 H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,1, I
Fl: +IPD,<link_id>, <length>
- 5 AT+CIPMUX=0,

AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, il Fi: +1IPD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
f K JE, remote_ip bk i IP b ik,
remote_port NtHME 15, data NEIE.
R i@ SSLER, TEpshia i
N (AT+CIPRECVTYPE=1), AT iy4 11 [0 & 1)
length AJREFNSEER AT 320 SSL A< A —
. 4 AT 25k il SSL 2 nl S ry £
FZ, AR SSL AT SRR 0, AT 23R
Bl E TR B

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT t %% %] broker

+MQTTDISCONNECTED MQTT 5 broker Wi FF 1%

+MQTTSUBRECV MQTT & A broker W55

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TTU4REE
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FK4-8FW
ESP-AT iHEHR & 1fe
+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP 45 i 21 I F-Hliin A6 1Y BluFi 7 H %

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

4% ID 2y <link_id> [ WebSocket 2% 5 [

+BLESCANDONE

ERE [ o]

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

211


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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—2048,2048,5000

AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",

Wi K7 -

—home/hardware.png B F & & .

// WA, McU ¥ FE £ K B KA https://www.espressif.com/sites/default/files/

iﬁﬁ%i

o WMRE R THEIM, AT 3984 %% \r\nERROR\r\n (39 5=

9. IR ERS
frd:

’AT+SYSMSGFILTERCFG=O

M B :

[ox

10. ZEH RGN Bl g
S

’AT+SYSMSGFILTER:O

i B <

’ox

11. FFE A
e

’ATEl

W

[ox

4.2 TCP-IP AT 74

AT A A ESP32 5 LasATTCP/P AT 4

2 IR R

o ESP32 %% TCP % P 3% 5 ik 3
o ESP32 5 4&15h TCPIR %Rk 5 %i%54%
o 3% [P Wkt Fosy 0 ) € 44 UDP i@ fz
o i34 IP ¥ 3k Fosg 0 5 44 UDP i@ 13
o ESP32 5 &4k SSL & stk pikix
o ESP32 %444 SSLIR%%3E5 %44

» ESP32 1% &1¥h SSL & P Jﬁ,;\i;_ R INGE i
o ESP32 1% &AF A SSL MR % %312 5 @ ikiE % 54
o ESP32 3% &1k 4 TCP %\F% @ pikdE, LI, UART Wi-Fi ik 1
o ESP32 % &1¥H TCP IR %%, %3 UART Wi-Fi i5 1%

o ESP32 i% &1k # softAP f£ UDP 14 % 9230, UART Wi-Fi i 1%
o ESP32 % &R B A IMAE X T 09 B4 F 4495

o ESP32 % & /3 mDNS sh#%, PC i il% %% 355)3% &0 TCP IR %

4.2.1 ESP32 %4515k TCP % Passl vy i i

1. %8 Wi-Fi #5} station,
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fir

’AT+CWMODE=1

Mg J3

[ox |

2. AR B HE .

iy

’AT+CWJAP="espreSSif","1234567890" ‘
Mg .«

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o % AR SSID FIE RS ml REER iRy & R AOARTR] . 1 FH 50 % th #% 1 SSID Fl A5 .
3. #¥if] ESP32 #: 4% IP Mk,
e

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
ALK
o AR BE S Bk A AN
4. PC 5 ESP32 a5 4% R — 1~ i
AE PC _E A M 253 T, B1)8—> TCP iRk 55 %% . 510 TCP AR 45t IP #itht >k 192.168.3.102,
Ui 8080,
5. BESP32 % 44E M %& i TCP %428 TCP Ak 55+s, IR&E#: IP ik 192.168.3.102, N
8080,
e

AT+CIPSTART="TCP","192.168.3.102",8080
Mg 3.

CONNECT

OK

6. Ak 4 FHAER.

AT+CIPSEND=4

Wi K7 -

OK

>
4 FARE, Bl AR test, ZJa AT R AT AR

Recv 4 bytes

Q)
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(& E70)
SEND OK
AR
o HEARFEATEH L AT+CIPSEND i BOEMKE (n), WARFESWEN busy p..., HAK

ERERET 0 N, RIRSENJE L. SEND OK.,
7. I 4 FATEE .
st TCP R 5528 &1k 4 FmEdE (Bdih test), MAGKSHIR:

+IPD,4:test

4.2.2  ESP32 51 TCP JIR55 &3 5d o 2 itk
24 ESP32 i ff ol TCP iR 45 gy, WAl AT+CIPMUX =1 iy - (REL 2, A WA REA 24> TCP %)
IR B ESP32 %45
PATR @ ESP32 #4541 softAP @57 TCP fI45 a7l WIS JE ESP32 i f5/F2h station, WIYETER: i
i e R R PR YRS R 55 i o
1. X E Wi-Fi #34 softAP,
iy

’AT+CWMODE:2

Wi K7 -

’OK

2. (EREZ R

e

’AT+CIPMUX:1

M .

’OK

3. & H softAP,

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

M .

’OK

4. ¥ifi softAP {5 H.,
iy

’AT+CIPAP?

i B -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

LA :
o BATFIHIE T RES s B R R ]
5. @57 TCP R%54%, BRikuml1hy 333,

S
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10.

AT+CIPSERVER=1

i B <

OK

PC j##:3 ESP32 i% 51 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WIiFi-C403 a =
AC750 g8 =
aobrmtWGGx 8 =
8 =
a =

E PC_EAI I 45 THLRIIE—1 TCP %, MEHE] ESP32 B BIALH) TCP s 26
ek 4 FABRE AR 1D b 0 B 1.
o

AT+CIPSEND=0, 4

i . <

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

Recv 4 bytes

SEND OK

ALK
o AEIAMETEHEE AT+CIPSEND g K E (n), MRS LMY busy p. .., K
BRI ET 0 AT, KB SEMSIE. SEND OK,
MR 4 1D o 0 faERE B2k 4 238l
ik TCP g5k & ik 4 FIriEdE (Bdiih test), MRS SHUR:

+IPD,0,4:test

KM TCP 4%

AT+CIPCLOSE=0

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Zrifi ESP32 1445 IP Hihk,
e
AT+CIPSTA?

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o EREIZER TR S LR AR
4. PC 5 ESP32 B 42 5 [l — A H i
£ PC LM 28I T 5., G184~ UDP &k, fill PC ) IP Hihik>y 192.168.3.102, GfH
>k 8080,
5. fifiE .

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112y ESP32 154511 UDP AHisf 11, %0 [GATRE, WABE N L FEHLE .
* 0 £/~ UDP izt IP Mok Al 12 B E ), ANBES k. i 74— PC Al T UDP igif:
H.m) ESP32 ¥ 11 1112 3653, ESP32 Bk #2050k A UDP Sl 1112 [%dE,
RAEH AT 14 AT+CIPSEND=4, X, HFAHHRTIIA N k%35 —6 PC g, (H& x4
SHARBLEN 0, ISLBIR 28 k%2 H PC i
7. Kk T AT B W 45 15 82 ID R 4 B L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

B
o fEH ARG SSID AT AR LA Gy & B R . 50 0B B 25 SSID RIS
#rif) ESP32 % 4% IP #ihl .

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

BLI -
VRN HEE ST S Eebu A MU E N TR
4. PC 5 ESP32 m%@ﬁ@ [ — A o
TPCL@ngﬂﬁQIN B/~ UDP t&45 . 40 IP Hiht 192.168.3.102,
5. (ERESATER:.
i

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

[
* 1112 2y ESP32 i) UDP AHits 1, 0 AA73ICE, WABCE NN BEYLA
* 2 F Y1 UDP f&kgid 7 )5, UDP f?ﬁj@ HEIIR AT UDP (&4 i i {5 B2 H 3 HE
BRI — U5 ESP32 ##5 UDP {5 g b IP Uik Ml 1.
7. Kk 4 AR .

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32 Uit SSL % ;s o U1

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK
LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. #rif) ESP32 4% 1P Hitdl:.
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGIR RS _Ladkm b AP A
4. PC 5 ESP32 &4 [fl— ik i .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
iy
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. ESP32 i & AE % Pt SSL %423 SSL ikR55+#, MR554s IP #ihk>h 192.168.3.102, imlh

8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32 B#rfizh SSL RS54 4t 2 3%
4 ESP32 Yr4fily SSL R4 250, AUEALAT+CIPMUX=1 fy > iREL HEHE, PN THEAR 2% 1 e
He ) ESP32 45

PATR & ESP32 45412 softAP @57 SSL RSG5 #vii7n il AR 2 ESP32 B4ty station, W YETEFE % Hi %
Ja, ZRAROIH R HNL S SSL 5543 1A K2 K

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

N . :

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. FCHE ESP32 softAP,
i

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

M. :

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

Mg |3«

’OK

6. PC i#4%%)] ESP32 54517 softAP,
7. #£ PC L ffi/H] OpenSSL fip 4, @fE—~ SSL & i, 4% 3] ESP32 S 436# 1Y SSL Ml d5-4x -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32 3 LAY -

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32 B0 SSL % 3t W] DA IE S 5 12

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #¥ih) ESP32 #4845 IP Hiudil.
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32 P45 32 [F]— N i

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32 $ & L[ R -
ACCEPT
B -
o Ay H B UEAS AR T AR VRAY UL B 0 B A T IR B
8. ESP32 {45 # SSL & F i XL A IETCL B .

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32 45 VE & Pt SSL #4453 SSL k454, MR4-#e IP Huhib2ly 192.168.3.102, N
8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32 ety SSL R 5545 4t sr WA DA UE 2 4%
4 ESP32 B fily SSL M5 250, IAUEATAT+CIPMUX =1 fy > fifE L HEde, BN ATREAR 2% ik i
Bl ESP32 145

PAF /2 ESP32 1454 A station #57. SSL IR G54l AN /2& ESP32 45 1F M softAP, 1] £&% ESP32
WEEH SSL MAHE L% HEHRG.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Zxifi ESP32 144 IP Hitk .
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32 #5142 [ — M HA
7. 7£ PC _FffiJf] OpenSSL fiy4, Bl#—4 SSL % Fifii, 1435 ESP32 15 &0/ SSL iR 5545 .

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32 845 Ly :

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32 &4k TCP % hulk, vy deds, S8 UART Wi-Fi &1t

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. ¥ifi] ESP32 1445 IP Hitk .,
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o ISR T RE S _ B R AR
4. PC 5 ESP32 &£ R 5[] — AN B i .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32 At % ik TCP jE4:5) TCP R4 4%, Mka5# [P Huidikohy 192.168.3.102, il
8080,
iy

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4210 ESP32 %551f 0k TCP 552%%, 28 UART Wi-Fi #f&

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32 i% 4% IP ik,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o BHYAISERATRE S _Ead b o B AR [A] o
7. PC 2% ESP32 TCP %5,
PC 55 ESP32 P PEHE 2 [/ — N i .
15 PC LA MW TR, QI —4> TCP % /. JEHF] ESP32 ) TCP fltds#s. Ml 192.
168.3.112, A 8080,
AT i :
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0, CONNECT ‘
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

[ox |

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND ‘

M B <

OK

>

10. 457 11 AR 4
TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

WY (I +++ AE A AKX, FEEE X, I TCP ARG %, At ] DA T
AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

[ox |
12. 404 TCP ##2,
i

’AT+CIPCLOSE ‘

M .

CLOSED

OK

42,11 ESP32 %5514 softAP £ UDP {4zl UART Wi-Fi i L

1. %8 Wi-Fi #55% softAP.
fird:

’ AT+CWMODE=2 ‘
g
o |
2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %453 ESP32 X1 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32 55 PC R .t [ 8 57 [] 5 % v TP Huhk A3 171 1) UDP {435, o IP Mkt 192.168.4.2,

WLk 2 8080, AMLly N 2233, FAN 0.
2y

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA

Espressif Systems 232

Release v2.3.0.0-esp32c3-965-gb2842c6f6

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 4. AT #y2 R

TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32 Bear ik B a2 OBE X B g4 ot

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

LR
o 5 AR SSID FI A% m GEER iRy & R AR . 1 FH 50 %t #% 9 SSID Fl% 65 .
3. Zrifi] ESP32 145 IP Hihl,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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(£ L£50)

OK

LR
o ERAIEE R AT RE S ik v P AR T .
4. PC 5 ESP32 i & #4% [F— A~ H o
7 PC A M 45 LA, ) —~ TCP IR 55 %% . B4 TCP R 4525 IP Mk 192.168.3.102,
WA 8080,
5. ESP32 % #&AE % Frimili il TCP 1%42 8] TCP 5548, k545 IP Mokl 192.168.3.102, ik
8080,

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32 bt B E P U sl

’AT+CIPRECVTYPE=1

M B -

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32 W Erifywishiz izt N B A BRI K B

AT+CIPRECVLEN?

M .

+CIPRECVLEN: 4
OK

9. ESP32 B RIS OB e 7 i -

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.2.13 ESP32 i#7JF ki mDNS Jjfig, PC il A% 2] ey TCP )R 55 %5

1. 8 Wi-Fi i34 station,

AT+CWMODE=1

i & -
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[ox

2. BEREF|HHIA
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o 5 AR SSID FIERS AT BRER_ iR d & R AR . 1 FH L8 i ph #% 1 SSID FE A5 .
3. PC 5 ESP32 & 4R — 1 H H
HATEFR—AmE M, PC A fg k3L ESP32 %45,
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

’sudo avahi-browse -a -r

5. ESP32 ¥4 2 mDNS T,
iy

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp",2, "product", "my_
—printer", "firmware_version","AT-V3.4.1.0"

W R

OK

Vi :
o W4T e mDNS Ujhg, R TR LHIAFN ny_instance, IRFSERH _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (ML IR) PC ik ESP32 %45 .
PC 3 avahi-browse THSRR:

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX._.
—~Printer local

hostname = [espressif.local]

address = [192.168.200.90]

port = [35]

txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
AR

o BOBBR R, UL TIRIE ESP32 ¥4 1) mDNS JIAEE 75154,
7. ESP32 WA MR Z HEd:

’AT+CIPMUX:1

M .

’OK

8. ESP32 i # {12k TCP 4548, 3 35.
i
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’ AT+CIPSERVER=1, 35 ‘

N . :

[ox |
9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4

| ESP32 #4511 TCP iR 5545

fir g
’nc espressif.local 35 ‘
ESP32 P45 i R -
’ 0, CONNECT ‘
LK

o HEEESINIE, PC 1 ESP32 #5452 i) 37 BT DATEA TH AL 4 o

10. ESP32 %4 %4 mDNS TjjfE .
iR

’AT+MDNS=O ‘
i B -
[ox |

LUK
* M) mDNS IERE—EREE_ BB R TIFE.

4.3 Bluetooth LE AT 74

ARICRY FBE ] Bluetooth® Low Energy AT 44 % Wik, FFH2HEE ESP32 54 LimfTiX S8 e
HNFIR

o fi

e Bluetooth LE & P 3% % 5 R 545 4244

* Bluetooth LE % 3% /0 %%

o FA ESP32 Fr A AR Z 1) 3% 5 SPP i%4%, VA% {& UART-Bluetooth LE i 15 ¥ X, T 1% #h 3k 45
o ESP32 533 5 SPP i%4%, vAR JE UART-Bluetooth LE i% 1% ¥ X, F 1% 4 4235

* ESP32 #eF#LZ |8 3% 5 Bluetooth LE % 3+ B Ay

4.3.1 T4t

ESP-AT 47/ 3% £ Bluetooth LE 4.2 iU IE, A< 304 348 {E ] T Bluetooth LE protocol 4.2 {p
WG, HS% 20H0E 42 SRECEZ(EE .

Bluetooth LE il 24y

Bluetooth LE 104k M T 2 _E4- ML )ZZ,: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

* PHY: PHY JZ ERMITHEYBL(EIE L ARMIEZNE R . Bluetooth LE i} 40 MHHI{EIE. M
JEFE : 2402 MHz | 2480 MHz,
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o LL: LL)ZFEATTOE . BB e (DA, WRFRE, BAIHXMEESL), LS
B 2 [ R Y BREE A S ST B . B HISER 2SI T 4. 3. /38, A8
#HE. CEELMPRESZ —.

« HCI: HCIJZ [ EAUAEE H g2t — MrE i 0 . %2 T AR E AP T SEPR ek & F 6 {4 1
UART. SPI. USB J#%EfHl.

* L2CAP: L2CAP JZ e AR 2 [0 22 e BRSPS e . o BOR S 4 4524 o

o ATT: ATT 2L T B MR 554 Fl g % i 2 [ R SR SIS ATT % g ] ATT AR 45 i & 3%
e RN . ATT R 55 i n] 2 F i A 3K L Sl FIFNFE 7

e SMP: SMP 2 T4 Wi B0 B354 . SMP A& BN 235 55 5H N Sy SR G R774i , FF 3R
B BER AL IR FE LR f AT A B RS B .

* GATT: GATT EHR/REMNRSS AP @R P un i DI 6e . % B E SO T E R 4548
MRS . FHEFEMEZ RS . ZZ R T A8, 2L B AMIERIRS R ERE D .

o GAP: GAP ECERFTA W 5450 FH Y E AT 68, B0t sy . BIsCRI Y, F R Ay e v SO0 i
MTFHAET . GAP IRFFEIFERA LM, HEEHEX. L4, HH%l. KPR &8 .

Bluetooth LE fj {a, %14

1t Bluetooth LE WS AN R Y2 A A B A (ki 0o 3k 28 (X 7 HANEE N o

o LL: WAAAPARI N EHA KA, MBS 3G, TALRT DAL IR
e GAP: EXT AFMEEfat: JEE. WEL. SAEEEM FOEE.
o GATT: WA AG R RE3u Ml & F 3

R
o ARAYHFHEARA) Bluetooth LE A4 3% Bluetooth LE & Fig#lie GATT EME.
* 4q[, ESP-AT 37§ Bluetooth LE M4 35fll Bluetooth LE & P 3g[AlHA7LE.

* it ESP-AT #)J{k > Bluetooth LE [l 45 342 Bluetooth LE %P1y, [l Wb 4 12 A B I8 4 By
3.

GATT H 82— Mg &l , k] DUA K& —F@ A& w ey v ZE . X4 @ P 2544 9k
W, Bl RS, RS AR FEEER SN, R B R Z H T 4.

GATT R4 %A1 GATT & F3miX WP (0774 T Bluetooth LE 2 H . 2 5. GATT R4 47t g
PSR R8T, T2k B GATT & Fumi @ MEhist k. AL, fimsz, RIAEdEN—
AR GATT MR 43, VHIRIEHEA—ImFRh GATT & F 3.

4.3.2 Bluetooth LE % y13jisi3: 55 R 55 $5AE A
AR 7 (51 [e] i 6 FH W 5 ESP32 JF %A, e —3eff= >y Bluetooth LE i 553 (A4 Bluetooth LE fii 45 Ui

fa), 7—8AE) Bluetooth LE % /' (HU4f2y Bluetooth LE 225 i (1) o 3N 7R 17 L i fik )
AT fiy 457, Bluetooth LE 842, ¢ iS5 .

¥ EPANEBEF L ESP32 Bluetooth LE R4 31k #:/E L 353 4F ESP32 Bluetooth LE I 45
U ATEIR], PAESP32 Bluetooth LE % A 3 J-Ly#efE HFEEHE ESP32 Bluetooth LE 2 it AT Hl
A,

1. #1454 Bluetooth LE ZhHE.
ESP32 Bluetooth LE fl}f 45 i :
%

’ AT+BLEINIT=2

N . :

[ox
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ESP32 Bluetooth LE % i :

e

’AT+BLEINIT=1

N . :

’OK

2. ESP32 Bluetooth LE JIR 453t # B H: MAC Hidif.

i

’AT+BLEADDR?

N . :

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

PAE

S A < 91 o R R e e o R N T R TR

1. ESP32 Bluetooth LE R £ A1 22 R 5 .

fir s

A, NIRRT S AE

’AT+BLEGATTSSRVCRE

iy B«

’OK

2. ESP32 Bluetooth LE 45 5t B IR 45 -

e

’AT+BLEGATTSSRVSTART

T

’OK

1. ESP32 Bluetooth LE IR 4% it % PR S5 4841 o

’AT+BLEGATTSCHAR?

M . <

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

(N 4kZE)
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(£ L£50)

OK

2. ESP32 Bluetooth LE f[R 453146 #%, 2 J5 ESP32 Bluetooth LE 7% P FF- U 414 HLAREE 3 #b4h.
ESP32 Bluetooth LE Jl} 45 i :

o

’AT+BLEADVSTART

W

’OK

ESP32 Bluetooth LE % i :

’AT+BLESCAN=1,3

M. :

OK

+BLESCAN:"5b:3b:6¢c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
o PRI RE 5 iR A R R
3. 737 Bluetooth LE i%3%,
ESP32 Bluetooth LE % i :

AT+BLECONN=0, "24:0a:c4:d6:e4d4:46"

i B«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

PR :
o By A _LiRay A, 15 A1 ESP32 Bluetooth LE Az 55 itk o
o Y15 Bluetooth LE #E3#: %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #ER:K I, N&4E/R +BLECONN: 0, -1,
4. ESP32 Bluetooth LE % F' i % PRAR 5 -

AT+BLEGATTCPRIMSRV=0

iy B«

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

AR

+ ESP32 Bluetooth LE % FUig 2 if] iR 45 45, b ESP32 Bluetooth LE fi F' i 25 1] iR 55 45 S &2
PASERIAIR S (UUID: 0x1800 F1 0x1801), X ZIEH M. IEFEMM, X [H—Hiks, ESP32
Bluetooth LE & Fii 25 1] 1Y) <srv_index> {E 25T ESP32 Bluetooth LE Ji F it #r 18] 1Y) <srv_index> {H.
+ 2, i EARRE AR 45 0xA002, 24 HiHE ESP32 Bluetooth LE % Fi 2T if] 2| ) <srv_index>
>N 3, URAE ESP32 Bluetooth LE iRk il 118 AT+ BLEGATTSSRV? iy 225, M) <srv_index> i
1,

5. ESP32 Bluetooth LE 7 F'if % AR AF(H
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fir s

AT+BLEGATTCCHAR=0, 3

Mg |3«
+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6, 0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901
OK

6. ESP32 Bluetooth LE %% i sz B— N AiF (..

AT+BLEGATTCRD=0, 3,1

i . <

+BLEGATTCRD:0,1,0

OK

PRE
o HTER HARFFE LA EA AR .
* N5 ESP32 Bluetooth LE % i st BURE 12 , ESP32 Bluetooth LE fl 45 3ifig ) £x 3¢ 78 +READ : 0,
"Jc:df:al:b3:8d:de",
7. ESP32 Bluetooth LE %% i 5 — AN AE(HE .

’AT+BLEGATTCWR=O, 3,3,,2

i B -

>

P > FOR AT HERSFEICH D8, U T AR A K, 48R KA 240 <length> K
ERS, PATEABRAE.

[ox

LK
o 40 5 ESP32 Bluetooth LE % F* i 5 45 fiF £ & £F i 3, ESP32 Bluetooth LE f}% 4% if
N £ 7R +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>,<value>,
8. Indicate —MEFAF(HE
ESP32 Bluetooth LE % F i :
iy

AT+BLEGATTCWR=0,3,7,1,2

Mg J3
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: |

5 > Fon AT HER PRI DB, BERTETT DA A B, 48R KEIRH S35 <length> 1Y
EI, ATE ARLE,

AT #2104 ESP32 Bluetooth LE 45 it & % b R (5 (33 notify s indicate ),
ESP32 Bluetooth LE % i SR 42w A IR &5 s yE M. X F notify 2, F{EE A({H 0x0001, X
F indicate F=, FEE A(H 0x0002, FEABIHFE A 0x0002 Kffi/f] indicate .

ox |

RE
o 41 5 ESP32 Bluetooth LE & ' it 5 45 fiF 7 iA 45 i &), ESP32 Bluetooth LE [} 45 i N &
PR +WRITE:<conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,
<value>,
ESP32 Bluetooth LE H}% 45 ifi :

’Z—\T+BLEGZ—\TTSIND=O, 1,7,3 ‘
M B -
: |

75 > Fon AT WER IR D8, BT EmT DA A B , 48R KJZ A8 S48 <length> 1Y
fEE}, $44T indicate #1F
[ox |
AR

o N5 ESP32 Bluetooth LE % i 42 i 2 indication, M| £ $2/8 +INDICATE:<conn_index>,

<srv_index>, <char_index>,<len>, <value>,

o X [R]—HR 4, ESP32 Bluetooth LE % i <srv_index> {H 45T ESP32 Bluetooth LE flik Fifi i)
<srv_index>{H + 2, XRIEHINE.
o WT MRS HRFERIALIR , RIS SR e T B 2 TR T IR 5.

4.3.3 Bluetooth LE JIl# 55 3% 53 R 55 F Ak A

DA 7~ 30 [ s FH 5 e ESP32 FF e, Horp—3eAf: 2 Bluetooth LE fig 555 (H A4 Bluetooth LE fiit 55 i
), 7—3AEH Bluetooth LE % i (HAE Bluetooth LE % Pl i €6,) o 3X AN J&oR 1 B Anfu] i 7
Bluetooth LE 4%, DA KRGS v 3255 M 55 FRAEMEL RN Frimr i 8, notify R 45 R «

T HPFPPLESP32 Bluetooth LE AR %3 3L #4E HE2224E ESP32 Bluetooth LE JIR 45 A7 R
W, PAESP32 Bluetooth LE % F 3L H#/E HE225HE ESP32 Bluetooth LE % P A TR ] .

1. #1464k Bluetooth LE ZhHE.
ESP32 Bluetooth LE fl}z 45 ¥ :
e
’ AT+BLEINIT=2 ‘
i Y«
[ox |

ESP32 Bluetooth LE % i :
Y

’AT+BLEINIT=1 ‘

N . :
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’OK

1. ESP32 Bluetooth LE R} 4% ] 22 AR 45
iR

’AT+BLEGATTSSRVCRE

M B ©

’OK

2. ESP32 Bluetooth LE IR 45 i = IR %5 »
T

’AT+BLEGATTSSRVSTART

M B <

’OK

1. ESP32 Bluetooth LE flt 55 i e MAC Huhl .

’AT+BLEADDR?

W

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PiHH :
o BACARIHLEE AT RE S Bk N ], SRR, RS R A E .
2. ESP32 Bluetooth LE R4 ik B #5550

’AT+BLEADVPARAM:50,50,0,0,7,0,,

Mg B <

’OK

3. ESP32 Bluetooth LE I} 45 s 58 & #5554 .
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M 3«

’OK

4. ESP32 Bluetooth LE iR & it 45T 45 .
e

’AT+BLEADVSTART

Wi K7 -

’ox

1. ESP32 Bluetooth LE % F1 1] 2 IR 45
iRt

’AT+BLEGATTSSRVCRE

W
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’OK

2. ESP32 Bluetooth LE & P i R IR 4 -
i

’AT+BLEGATTSSRVSTART

i B <

’OK

1. ESP32 Bluetooth LE & Pt # B H MAC itk

’AT+BLEADDR?

Mg B <

+BLEADDR:"24:0a:c4:03:a7:4e"
OK

AR
o EAEIRHUETT RS Bk mg N iR BT, O ERHE, a4 A E .
2. ESP32 Bluetooth LE & PP a4, H74E 3 70,
i

AT+BLESCAN=1, 3

i B«

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o ISR T B bk B A R [R]
3. 757 the Bluetooth LE %3,
ESP32 Bluetooth LE % Fifi :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

i B -

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

i :
o B A _LiRay A, 15 H A1 ESP32 Bluetooth LE ARz 55 itk o
o Y15 Bluetooth LE &3 %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y Bluetooth LE #E#24: 1, M<K +BLECONN: 0, -1,

ESP32 Bluetooth LE f} 45 i :

Py N
iy

AT+BLECONN=0, "24:0a:c4:03:a7:4e"

M.

+BLECONN:0,"24:0a:c4:03:a7:4e"

OK
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Ui :
o A iR AE, 15 H #51 ESP32 Bluetooth LE % il o
o 40 % Bluetooth LE % 82 i B, N &4 /8 0K, A< /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o R Bluetooth LE 324, N4 /8 ERROR, Aafi/R +BLECONN:0, -1,

1. ESP32 Bluetooth LE % it A i) A Hi JIj 55

AT+BLEGATTSSRV?

M. :

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

2. ESP32 Bluetooth LE % F1ii % Pl A HUE AL

AT+BLEGATTSCHAR?

i B <

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR:"char",1,4,0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR:"char", 1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32 Bluetooth LE IR 45 i % UL X i IR 45 o

e

AT+BLEGATTCPRIMSRV=0

N . :
+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800,1
+BLEGATTCPRIMSRV:0, 3, 0xA002,1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1
OK

B :

« ESP32 Bluetooth LE ik 45 i & il IR 55 A 45 5%, Hb ESP32 Bluetooth LE & P 2 i IR 55 H 45 R 22
W ERIA R %S (UUID: 0x1800 F1 0x1801). 1EP AN, %FF[7—Rk 45, ESP32 Bluetooth LE I} 55
WAL 1) I <srv_index> {H 4% T ESP32 Bluetooth LE %% i 25 18] 1) <srv_index> {H + 2. 0, b
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BRRBIFEIAR S 0xA002, 4HiHFE ESP32 Bluetooth LE IR 453 2r 1A EI| 1% <srv_index> 24 3, N5
¥£ ESP32 Bluetooth LE I} 45 141 i AT+ BLEGATTSSRV? A 253), M) <srv_index> 2y 1.
4. ESP32 Bluetooth LE IF 45 i % PR X} a4
s

AT+BLEGATTCCHAR=0, 3

i .«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901

3,1
3,1
3,2
3,2
3,3
3,3
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
3,5,0xC304,0x08
3,6
3,6
3,7
3,7
3,8
3,8

, 0xC305,0x10

+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "char", 0,

+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

5. ESP32 Bluetooth LE % F' i 5 B IR 55 A {H
Ve CFF S HAER RS AL (characteristic) 158 B AR 55 FFAE(E -

s

’AT+BLEGATTSSETATTR=1, 8,,1

N . :

[ox

6. ESP32 Bluetooth LE IR 45 i 352 IR 55 - fiF (H
s

’AT+BLEGATTCRD=O, 3,8,

i B«

+BLEGATTCRD:0,1, 9

OK

7. ESP32 Bluetooth LE Jlt 4% i 6 R 55 - (B
TP S S BRI IR 55 e 5 AR .

’AT+BLEGATTCWR=O, 3,6,1,2

Mg J3
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B |
N . :
Lox |
AR
o N5 Bluetooth LE fl 55 i 5 Ak 55 FRAE(E {3 )5, Bluetooth LE & i &4 /8 +WRITE: 0, 1,
6,1,2,12,

8. ESP32 Bluetooth LE % it notify % 4545 {H

’AT+BLEGATTSNTFY=O,1,6,10 ‘
Wi .
> |
fir s
’zg)\ 11234567890 104 F ¥ ‘
M B -
G |
R

* 1 ESP32 Bluetooth LE % Fiii notify IR 45 45 fE (B 45 IR 45 % A 2h , Bluetooth LE JIZ 45 i M| £ 2
7N +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE YE4: 4%

PATR 7 3 [R] s W B ESP32 FF &, HoH—3eE 4 Bluetooth LE i 553 (HLAE A Bluetooth LE AR 45 bii
fata), 7—H4EH Bluetooth LE % i (HAEA Bluetooth LE & Pl (4 ) o XA TR T /BRI
Bluetooth LE i#4%.

GipAS

o AT AL ESP32 Bluetooth LE R4 3% JF 3k i#/E H 45 3ifE ESP32 Bluetooth LE fI? 45 i
HATEIW], DA ESP32 Bluetooth LE % P33k fHa/E H FE3YE ESP32 Bluetooth LE & F it i
ATRIWT,

o JnEA B ERWDAFEME . 902 HR I i EAE A AT T — NI

» ESP-AT 2 Ui 40 & 10 PNk .

1. #J1E4k Bluetooth LE I fE,
ESP32 Bluetooth LE Az 45 iifi :
il

’AT+BLEINIT=2 ‘
N . :
[ox |

ESP32 Bluetooth LE % i :

’AT+BLEINIT=1

M . <

Lox |
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2. ESP32 Bluetooth LE Ik 453t #5 B Bluetooth LE Hiidil: .

e

AT+BLEADDR?

i B«

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

PAE

G < ¥ o Rt T R e A Sl R N T R TR

1. ESP32 Bluetooth LE R £ 341 22 R % .

’AT+BLEGATTSSRVCRE

M B -

[ox

2. ESP32 Bluetooth LE 4% 5t B IR 55 -

’AT+BLEGATTSSRVSTART

iy B«

’OK

1. ESP32 Bluetooth LE fi 45 it % i IR 45 454E

’AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32 Bluetooth LE R4 8144 3%, 22 J5 ESP32 Bluetooth LE & 3 F i34 HLie4e 3 #04h .

ESP32 Bluetooth LE f% 453 :

AT+BLEADVSTART

i B«
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’OK

ESP32 Bluetooth LE %% i :

’AT+BLESCAN=1,3

i B <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
o PGSR TR S iR B A R [A]
3. 757 Bluetooth LE #$52.
ESP32 Bluetooth LE % F i :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

Mg |«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

iR
o Wy A\ ik A BT, i H %) ESP32 Bluetooth LE Al 45 g btk .
o Y15 Bluetooth LE #E3#: %), N&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o f15% Bluetooth LE #3250, W£$HL/R +BLECONN: 0, -1,
4. ESP32 Bluetooth LE % P13 % FL AR 45
T

AT+BLEGATTCPRIMSRV=0

Nl . <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

AR
» ESP32 Bluetooth LE % i & ) iR 54558, kb ESP32 Bluetooth LE il Fr i 2r 1A iR 45 1 45 R £
WABRAR S (UUID: 0x1800 A1 0x1801), X2 IEH 4. IEHEWL, X1 FH—HK%, ESP32
Bluetooth LE % i 25 18] ) <srv_index> {E 25T ESP32 Bluetooth LE Ji i 2y 18] {14 <srv_index> {H
+ 2, N EiAREI IR 4 0xA002, 24 HifE ESP32 Bluetooth LE % i 27 14] 21| i) <srv_index>
4 3. 15-7E ESP32 Bluetooth LE JI P13 35t AT+ BLEGATTSSRV? £ 42511, W <srv_index>
1,
5. ESP32 Bluetooth LE % F1i % Pl HE(H. .
i

AT+BLEGATTCCHAR=0, 3

Mg i -

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901

(P ogkzE)

Espressif Systems 248 Release v2.3.0.0-esp32¢3-965-gb2842¢6f6
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 4. AT #y2 R

(£ L£50)

+BLEGATTCCHAR: "char", 0,3, 3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

6. WHEMESH . HHE auth_req iy SC_MITM_BOND, HR45¥fif{) iocap j Keyboardonly, &)™
WitH) iocap SN KeyboardDisplay, key_size j 16, init_key 5 3, rsp_key N 3.
ESP32 Bluetooth LE % 55 i :

’AT+BLESECPARAM=13,2,16,3,3

i B <

’OK

ESP32 Bluetooth LE % 3 :

’AT+BLESECPARAM=13,4,16,3,3

Mg [«

’OK

L
o ZEAIH, ESP32 Bluetooth LE 74 it AFC XS, ESP32 Bluetooth LE 2% F i g 7R e g
» BESP-AT % 3§ Legacy Pairing fll Secure Connections WNEZ T, HEEAEE =R
SIS . R SFuit 7 # Secure Connections, NM|£ X f Secure Connections
Jr =
7. ESP32 Bluetooth LE % '3t & 2 fil 25K
s

’AT+BLEENC:O,3

Nl B <

’OK

AR
4 5 ESP32 Bluetooth LE Iz 55 it A% ) 432 Ui 3 Jin %% 3% >k, ESP32 Bluetooth LE i 45 i ) <% $2 7R~
+BLESECREQ:0,
1. ESP32 Bluetooth LE 4% s i fig %5 5K
s

’AT+BLEENCRSP=O,1 ‘

M B -

Lox |

AR
o {5 ESP32 Bluetooth LE % F i g S B B St mi 57, ) ESP32 Bluetooth LE 2 i - 2>
FEEE—AS 6 S ECXE o
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o YEZAR GBI H, ESP32 Bluetooth LE &% i | &3 /8 +BLESECNTFYKEY: 0, 793718, F%f
ik 793718,

1. ESP32 Bluetooth LE 2% F1 i [n] & e % i
iR

’AT+BLEKEYREPLY:O,793718 ‘

M .
[ox |
PATX 42 )5, 7E ESP32 Bluetooth LE fii 453 A ESP32 Bluetooth LE % Ui &5 — B3} W {5 B,
PR
ESP32 Bluetooth LE i 4 it
+BLESECKEYTYPE: 0, 16
+BLESECKEYTYPE: 0, 1
+BLESECKEYTYPE: 0, 32
+BLESECKEYTYPE: 0, 2
+BLEAUTHCMPL: 0, 0
ESP32 Bluetooth LE % i :

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE:0, 2
+BLESECKEYTYPE:0, 16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

TP LAZINE DA +BLESECKEYTYPE JF3L (5 B {55 +BLEAUTHCMPL: 0, 0 FIE 24k 0 %
IRV, R 1 TR R

4.3.5 W4~ ESP32 JF bz aldir. SPP #%E+;, U K fr UART-Bluetooth LE iE L i F
&5

PATR 7= Bl [ s FH P B ESP32 &b, Horp—3efE R Bluetooth LE Jg 553 (/A Bluetooth LE Al 55 i
), —3AEN Bluetooth LE % i (HAE Bluetooth LE % i i €4,) o 3X AN J&oR 1 W 4nuf i 7
Bluetooth LE i#43%, DA K77 1% /%18 {Z Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE % &5,

W EPA N DA ESP32 Bluetooth LE R4 JF 3k I #4E H 75 % 4E ESP32 Bluetooth LE iz 55
W ATEIR], PAESP32 Bluetooth LE % A 3 =LayHefE B 2234 E ESP32 Bluetooth LE % Pt Hi AT H]
.,

1. #J#f4L Bluetooth LE JfiE.
ESP32 Bluetooth LE f} 45 i :

’AT+BLEINIT:2

Nl B <

’OK

ESP32 Bluetooth LE % i :

’AT+BLEINIT21

i .«
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’OK

1. ESP32 Bluetooth LE R} 4% ] 22 AR 45
iR

’AT+BLEGATTSSRVCRE

M B ©

’OK

2. ESP32 Bluetooth LE IR 45 i = IR %5 »
T

’AT+BLEGATTSSRVSTART

M B <

’OK

1. ESP32 Bluetooth LE flt 55 i e MAC Huhl .

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PiHH :
o BACARIHLEE AT RE S Bk N ], SRR, RS R A E .
2. ESP32 Bluetooth LE R4 ik B #5550

’AT+BLEADVPARAM:50,50,0,0,7,0,,

Mg B <

’OK

3. ESP32 Bluetooth LE I} 45 s 58 & #5554 .
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M 3«

’OK

4. ESP32 Bluetooth LE iR & it 45T 45 .
e

’AT+BLEADVSTART

Wi K7 -

’ox

5. ESP32 Bluetooth LE & g P63, 3548 3 70,

’AT+BLESCAN21,3

IRy :
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OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0
AR

o ISR T B bk B R [A]
6. %57 the Bluetooth LE ##%,
ESP32 Bluetooth LE % Fifi :

AT+BLECONN=0,"24:0a:c4:d6:ed4:46"

Mg |3«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

A

o B A _LiRay A, 15 H A8 ESP32 Bluetooth LE Az 55 itk o
o Y15 Bluetooth LE 7&K, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 1157 Bluetooth LE i35, W& /R +BLECONN: 0, -1,

7. ESP32 Bluetooth LE H}? 45 521 45 -

AT+BLEGATTSSRV?

i B <

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

8. ESP32 Bluetooth LE [I# 45 i & FUAFE .
i
AT+BLEGATTSCHAR?
Nl <
+BLEGATTSCHAR: "char", 1,1, 0xC300,0x02
+BLEGATTSCHAR:"desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char", 1,4, 0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305, 0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901
OK

. ESP32 Bluetooth LE % Fiii & PR 55 o
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fir s

AT+BLEGATTCPRIMSRV=0

Mg B <

+BLEGATTCPRIMSRV:0, 1, 0x1801, 1
+BLEGATTCPRIMSRV: 0,2, 0x1800,1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

Ui :
« ESP32 Bluetooth LE & P #r il IR % 1455, 1 ESP32 Bluetooth LE i P £r i IR & 1 45 iR %
WA ERAR S (UUID: 0x1800 1 0x1801), X /2 iER 4. EHEWIL, X1 [F—HRks%, ESP32
Bluetooth LE % F i 25 1] 1)) <srv_index> {H 25T ESP32 Bluetooth LE JiR F i 25 1) 1Y) <srv_index> {H
+ 2, N, FiRRFIPEIAR S 0xA002, 24 HijHE ESP32 Bluetooth LE 2 i 25 1) 3| 14 <srv_index>
>4 3, HISAE ESP32 Bluetooth LE JIf Fisi@ 1 AT+BLEGATTSSRV ? £574-251), M <srv_index> 4
1,
10. ESP32 Bluetooth LE % Fii % BAFE .
s

AT+BLEGATTCCHAR=0, 3

M .

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,2, 0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

11. ESP32 Bluetooth LE % /e & Bluetooth LE SPP,
PR LR AR RS FFIE  (characteristic) {F 5B &6 8dE, PEHE SR notify 5 indicate 1Y
characteristic {F 52l H I IBCERE

iy

’Z—\T+BLESPPCFG:1, 3,5,3,7

Wi K7 -

’OK

12. ESP32 Bluetooth LE & i {#i fig Bluetooth LE SPP,
s

’AT+BLESPP

M .

OK
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iR FoR AT £ 43F A Bluetooth LE SPP X, ] DAHFATHICHR 1) A ik F2 K .
LR
« ESP32 Bluetooth LE % P 7 & Bluetooth LE SPP % #4458 J5 , 58 11 3] i 8 238 1+ Bluetooth
LE {%#%;%] ESP32 Bluetooth LE f} 55 i .
13. ESP32 Bluetooth LE fik 45 i it & Bluetooth LE SPP.,
4% #35 notify 5{ 3 indicate Y characteristic /F 5518 XX HHE, 8B H 5 #EAER characteristic
VB Ry 38 T8 S o

’AT+BLESPPCFG=1, 1,7,1,5

i B <

’OK

14. ESP32 Bluetooth LE I 45 i i€ Bluetooth LE SPP.

’AT+BLESPP

i B <

OK

>

ik R AT © 23 Bluetooth LE SPP A5, W] DA THHE i) A R FHAZ IR .
i

« ESP32 Bluetooth LE I P FF &t Bluetooth LE SPP % 444550 5 , 88 11 i 31 55 £33 33 Bluetooth
LE {%#%;%] ESP32 Bluetooth LE % F i,

o 115 ESP32 Bluetooth LE & i V% 4 & )5 Bluetooth LE SPP %1%, Bl (i F HAthi% 1E K
Bluetooth LE % i, W) ESP32 Bluetooth LE % i 55 22 45 /2 iU Notify 5% Indicate., f$il#1,
ESP32 Bluetooth LE & P an S R IF B 45, W S8 ] AT+BLEGATTCWR=0,3,7,1,1 FF J2 i
W7, ESP32 Bluetooth LE 7 45 i 4 B i D S FLBAL

o X FR]—AR 4, ESP32 Bluetooth LE % i ) <srv_index> {HZ#T ESP32 Bluetooth LE fl 45 i 1Y)
<srv_index>{H + 2, X2IEHINE.

4.3.6 ESP32 5 FHL4 . SPP %H;:, ULJAr UART-Bluetooth LE & &1 T 145 5 da

R BIRIR T IRAE ESP32 FF Ketin. (MU A ARIAGH T IR S5 defa ) RITFAL (DR ARIIAEIE T % P i
faf) ZIaESy SPP &L, DAKANA7E UART-Bluetooth LE i A5 &4 4t

wE: BIEPPLESP32 Bluetooth LE R4 smIfkAERME H 75 E4E ESP32 Bluetooth LE I 45 i #4047 HI
A, JfiPA Bluetooth LE & /s 3ki#fE L3R ZAEFALA I 4 i B Fh TR AT .

1. ZETFHLuE T 2k Bluetooth LE ¥t 3) T, 4N LightBlue.
2. #J4E4 Bluetooth LE T HE.
ESP32 Bluetooth LE fl% 45 i :

fir s

’AT+BLEINIT=2

Mg o :

[ox

1. ESP32 Bluetooth LE R £ 341 22 R 5 .
i

’AT+BLEGATTSSRVCRE
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Mg |3

[ox

2. ESP32 Bluetooth LE 4% 5t B IR 55 -
i

’AT+BLEGATTSSRVSTART

i B«

’OK

1. ESP32 Bluetooth LE IR % i $ B H: MAC #idik.

’AT+BLEADDR?

M. :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

R
o AR HLEE T RE S Bk Y RN, E IO SR hE, TSRS SR
2. ESP32 Bluetooth LE JIR 45 % &1 3% S50
i

’AT+BLEADVPARAM=50,50,0,0,7,0,,

Mg |3

[ox

3. ESP32 Bluetooth LE fIlt 45t i B 1 35 5504 .
iR

’AT+BLEADVDATA="020106OAO9457370726573736966030302AO"

iy B«

’OK

4. ESP32 Bluetooth LE R 45 5 FF1G) 4% .
i

’AT+BLEADVSTART

N . :

’OK

5. f]7& Bluetooth LE %$2.
FHLFT HF LightBlue [ i #2 /¥, If 4T FF SCAN JF 4494, #% 3| ESP32 Bluetooth LE fiit 45 iy
B MAC #ihik, &5 cONNECT #F47 4. ILBT ESP32 i iV i% £ 47 Bl 24 {l)l - +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFE/RELHESL T Bluetooth LE £z,

6. ESP32 Bluetooth LE IR 5 i 210 IR 55 o
e

AT+BLEGATTSSRV?

Mg |3«

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK
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7. ESP32 Bluetooth LE Jig 453 % FRARE

ﬁ\/\

AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

8. Bluetooth LE % i % U4 .
I EHE T-#1 LightBlue % F i %6 4% s T Properties > NOTIFY 5 3% INDICATE {4 IR 5 4+ 4iF (3 |
ESP-AT %A Properties 5 NOTIFY 53 INDICATE [ Ik 55 4-1E &2 0xC305 F1 0xC306) , Hh4 iy
Properties % NOTIFY =% % INDICATE f1) i} % 454iF «
9. ESP32 Bluetooth LE J 45 i i & Bluetooth LE SPP,
jﬁ?%j'iﬁ? notify B3 indicate ] characteristic {E 55 &
VB Ay 5230 T B S -
ﬁﬁ/\

TE AR, PSR S HAER characteristic

’AT+BLESPPCFG=1,1,7,1,5

N . :

’OK

10. ESP32 Bluetooth LE Ji§ 453 {#i fig Bluetooth LE SPP,
frd:

’AT+BLESPP

N . :

OK

RN F 7 AT 2483 A Bluetooth LE SPP 88X, RJ DAHFA T ) A ik AU o
Bluetooth LE % Fi & L 50E .
1r LightBlue % Fi e £E 0xC304 AR 554 MF(E K& X BHE test 45 ESP32 Bluetooth LE IR 453
ESP32 Bluetooth LE R 453 ] PAURE] test,
ESP32 Bluetooth LE [z 5% i & £ 5 .
7 ESP32 Bluetooth LE AR 45 i B & 1% test, IKH} LightBlue & i ] PAULE] test.

11.
I iy

12.
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4.3.7 ESP32 fIFHL.Z 4. Bluetooth LE ¥E£;: 31 A A

B T UNAAE ESP32 JF AL (IUEMARIIAE W IR S fa o) FIFHL (VARG % i
fafa) a7 7 Bluetooth LE 45295 A S840 52 BN

g PP PLESP32 Bluetooth LE R4 3w kav#EfE HFE2AE ESP32 Bluetooth LE R 45 it A7 H]
Al MiPA Bluetooth LE & P 33Kk e LT EAEF AR A R B F s ST RI AT .

1. #EF-#Lifi 2k Bluetooth LE i B)F, 40 LightBlue [ FHFEFF
2. #J4E4% Bluetooth LE ZhHE.
ESP32 Bluetooth LE fl} 45 i :

LS

’AT+BLEINIT=2

i B«

’OK

1. ESP32 Bluetooth LE [} 45 i 61 72 R 45 .
A

’AT+BLEGATTSSRVCRE

M. :

’OK

2. ESP32 Bluetooth LE A} 45 5t = AR 45 -

’AT+BLEGATTSSRVSTART

i B -

’OK

1. ESP32 Bluetooth LE filz 45 i i B MAC Huhl .

’AT+BLEADDR?

Nl . <

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

iR
O € 741 e Bz e e = T ISV RSO B 7= T /2 S| W AT S 27 L R
2. ESP32 Bluetooth LE R4 ik &) #5550,

’AT+BLEADVPARAM=50, 50,0,0,7,0,,

M . :

’OK

3. ESP32 Bluetooth LE JIR 45 e & #6554t .
iR

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M B <
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’OK

4. ESP32 Bluetooth LE fIR 4% it 5 B N8 245
i

’AT+BLESECPARAM213,2,16,3,3

i B <

[ox |

5. ESP32 Bluetooth LE R4 616 4% .
e

’AT+BLEADVSTART ‘

i B -

[ox |
6. Bluetooth LE % i )| 2 1% 4%

F HL4T IF LightBlue ¥ fi 72 )%, 3£ 4T JF SCAN JF #4 #14, 4% %| ESP32 Bluetooth LE JIf 4 ik

) MAC #ihl, i< CONNECT #1742, ILH} ESP32 i i 1% 2 4T Bl 5 {6l T* +BLECONN: 0,

"60:51:42:fe:98:aa" M HE, XF/RCLHET T Bluetooth LE 3%,

7. ESP32 Bluetooth LE fIlR 45 1 % e i 254 3K .
e

’AT+BLEENC=O,3 ‘
i B«
Lox |
8. Bluetooth LE % F i [A] = %t
FHL LightBlue 57 7% 7 W RG22 {2 1) Bluetooth LE JE£2 1) BT 23 B AHME B (B & BCxT 254
BN, 231518), i Bt Hoh ESP32 i W iZ 4T EI 25T +BLESECKEYREQ: 0 [ H 7,
X TR FHLE S Y BT
9. ESP32 Bluetooth LE JIf 45 i [1] 42 it % 25491 .
I Ff Bluetooth LE il 45 sits [F1 52 (1) 25 4 RISy b — 20 B v F-AL LightBlue [ FH A% 738 0 0 FE X B A i
2EH: 231518,
iy

’AT+BLEKEYREPLY:O,231518 ‘

i B -

Lox |

it ESP32 Bluetooth LE Al 45 i T EIZEMRITF-PAN HE, X378 ESP32 Bluetooth LE iR %53 5 T4
Bluetooth LE & Fim 58 A% 1 B X o

+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0, 1
+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE:0, 2
+BLEAUTHCMPL:0, 0

4.4 MOQTT AT 774

AT BRI E ESP32 s iz TMOTT AT & 4 5 a2 R4 R Bl .

Espressif Systems 258 Release v2.3.0.0-esp32¢3-965-gb2842¢6f6
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 4. AT #y2 R

AT TCP#4 MOTT 4% (5 2 AWl MOTT X32) (&R FHES V)
T TCP ¢ MQTT 3% (5% Anb)i MOTT K32) (& THIEES)

A
A F TLS 89 MOTT #3 (F % At MOTT RF2)
KT WSS o9 MQTT % 4%

s SO TR R B ISR R Wi-Fi AT .

44.1 T TCP iy MQTT 4% (%A Hbald MQTT {RB1) (GG T Bt i)
PA"R B ] R FH W ESP32 JF Sty , Horp—3fEoly MQTT %A (HUEN MQTT KA fitn), —
Bty MQTT i % (AUfEN MQTT 1T & M ().

B T A T TCP @ MQTT #4z . i e 2@ — 4 MQTT 3, fkix MQTT LB
IP iifil->h 192.168.3.102, #1134 8883,

T PPRPPLESP32 MOTT R AT H P KR A 35 27E ESP32 MQTT %At F kAT HIA], DA ESP32
MOTT T [ & JF K B A K5 %A E ESP32 MQTT 1 [ s A AT R AT o A0SR A1 05 A 0 Jol 4 AT WA i #5
T, DR B R A B AT B S AT -

1. &E MQTT H P&
ESP32 MQTT %7 %

iy

’AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,""

MM B ©

[ox |
ESP32 MQTT 7 43
i

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

Mg B <

[ox |

2. 4% MQTT U,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

i Y <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK
PRE
o {5 A MQTT fUBE 44 5% MQTT fUH IP Mkt AT 5 5 k@4 iR .
3. 1T MQTT /8.,
ESP32 MQTT ] [543 :
T
AT+MQTTSUB=0, "topic", 1

M B :
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’OK

4. KA MQTT {HE (F4FH) .
ESP32 MQTT %1%

’AT+MQTTPUB:O,"topic","test",l,O

Nl <

’ox

PAE
* Q2R ESP32 MQTT %A H NN AAHE, VAT ERFF&AE ESP32 MQTT 17 P35 i /i «

’+MQTTSUBRECV:O,"topic",4,test

5. XM MQTT %8

’ AT+MQTTCLEAN=0

M B -

’OK

442 JET TCP Iy MQTT &g (ifi 24 MBI MQTT {R81) (GEM THdhi%)
DA 7% 51 5 P P e ESP32 JF 48R, ek —BfEoly MQTT %Afig (JUE MQTT B f(n), 53—
Befflh MQTT T % (RUER MQTT iT % fi ).

ANBIAEE T anff BT TCP G MQTT i#:4: ., e HEAIE— 4 MQTT /LB, {&i MQTT HK
IP #ihil>f 192.168.3.102, gldk 8883,

WMREEHEEMBREM R Z, CE2lBi T & AT 2K E B 256, W& DA
HAT+MQTTPUBRAW fix4,

g BPRPPLESP32 MOTT KA H TP LR A F52E ESP32 MQTT %Al F i AT RIT], DA ESP32
MQTT 3T [A # JT 3k 0 B4 L5 2AE ESP32 MQTT 3] 2 s AT RIVAT o SR 45 A1 0 A R 5 i B 1 W i £
i, TG EAE KA AT B AT -

L. && MQTT i sk
ESP32 MQTT %1fi#

AN A -
e

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

M B :

’OK

ESP32 MQTT ][54 # :
iy

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

M B -

’OK

2. HE# MQTT LI,
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AT+MQTTCONN=0,"192.168.3.102",8883,1

N . :

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

K
o fE AR MQTT A3 44 5 MQTT Q3 IP Hikik AT RE S ik a2 T igA A
3. {71 MQTT /8.
ESP32 MQTT 7[5 :
i

’ AT+MQTTSUB=0, "topic", 1

Mg i«

’OK

4. %A MQTT JHE (74 ).
B AR B AT TH R RIS, KB 427 7Y

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<336 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32 MQTT ﬁ?ﬁ%

AT+MQTTPUBRAW=0, "topic",427,0,0

i B -

OK

>

iARm R FIR AT CHER I HECER AT A, BRI DA A, 24 AT 303 i s K ik 3|
<length> J5, FIEEHITLE.

+MQTTPUB : 0K

PEHA:
* AT il > TS Bl R IRIA T AT AN TR %%X?ﬁﬁ_ﬁ%‘x WAF AR T4 2 (CR-LF),
* N3 ESP32 MQTT ZATH M AAHE , PATEERFSTE ESP32 MQTT 1] Fd# i/ -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/","User-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}

5. KM MQTT #$2.
e

AT+MQTTCLEAN=0

Wi K7 -
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’OK

44.3 J& T TLS ¥ MQTT %4 (ifs 24 Bl MQTT {R2H)
AR 73 051 [ s (5 P W e ESP32 FF &M, Horp—3fE - MQTT &7 (HAEH MQTT ki), H—
P2 MQTT i1 g% (A MQTT 1T P& M ).«

ARG T AT AT TLS Q8 MQTT #8482, F/tHREald— 1AM MQTT A3, ik MQTT HEHHY
IP #hihik> 192.168.3.102, TGl h 8883,

WY LIRAPPAESP32 MOTT X A7 4 Hk B4/ E L5 34 ESP32 MQTT A& AT EIRT, PAESP32
MOTT 3T [ 2 JF 3k W AE X 35 5E7E ESP32 MQTT 7 5 & s $A AT BRI AT o A S 45 VR 15 4 31l i A 2 WO i 45
1, TR EAE R A i AT 53 S T

1. PEEBFIXHI SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com" ‘

M .

[ox |
2. #¥ifi] SNTP K],

e

’AT+CIPSNTPTIME? ‘

M B -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LUK
o SR SNTP S5 A RE-S L b H A ] o
* JifHf PR SNTP IJa]—E @ FLIA R, ANEER 1970 4F K Z BT .
o WEBALE N THE TLS IAUERHRISIE 1A 200 .
3. WA MQTT il stk
ESP32 MQTT %7

i
’AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""
iy B«
[ox |
ESP32 MQTT {7 5% :
fiy

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""
N . :
[ox |

4. B MQTT Hehe.
s

’AT+MQTTCONNCFG=O, 0,0,"lwtt", "lwtm", 0,0 ‘

N . :
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’OK

5. MQTT U

’AT+MQTTCONN=O,"192.168.3.102",8883,1

g B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

ALK
o A MQTT BRI 4 5 MQTT L3 IP Hudik il RE 5 Fik & th A [ o
6. 7% MQTT 32/,
ESP32 MQTT i] %
i

’ AT+MQTTSUB=0, "topic", 1

M .

’OK

7. %A MQTT {58 (545
ESP32 MQTT %% :

e

’AT+MQTTPUB=O,"topic","test“,l,O

Mg |3«

’OK

P :
* 43R ESP32 MQTT K ATH M AAIHE, PATEEAFSTE ESP32 MQTT 1] B3 i 7 -

’ +MQTTSUBRECV:0, "topic", 4, test

8. KM MQTT 4.
LS

’AT+MQTTCLEAN=O

i B«

’OK

4.4.4 JEF WSS ) MQTT %4
AR RG] R B ESP32 IF A, b —Hffo MQTT %Aty (R MQTT Kftig i), n—
By MQTT i Fd#  (RAEA MQTT i & f ).

NBINE T A T WSS Al MQTT 4. MQTT A4, °h matt .eclipseprojects.io, ¥
PRAZ K matt, Bk 443,

T BPRPPLESP32 MOTT R AT H TP LR A F52E ESP32 MQTT %Al F ik AT RIA], DA ESP32
MQTT 3T [A I 3k 0 A 75 2AE ESP32 MQTT 3T 2 s R AT RIVAT o SR 45 A1 50 A R ) i HO 1 W o £
T8, DTG B R A B AT B AT -

1. PEERFIX A SNTP 7428,
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’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

N . :

’OK

2. #rif] SNTP B[],

’AT+CIPSNTPTIME?

M. :

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRV SNTP Z5 80 5E 5 _EaRmn i i AN ]
o EHfAR SNTP i [a]— & & B3 AT E], ANEEZ 1970 4F K 2 Hi A E] .
o RETEE N THE TLS A IER A IIE 5 A0 %500 .
3. WE MQTT H g k.
ESP32 MQTT % i %

’AT+MQTTUSERCFG:O,7,"publisher","espressif","1234567890",0,0,"mqtt"

M B -

’OK

ESP32 MQTT 7 [ :
iy

’AT+MQTTUSERCFG:O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

M B -

’OK

4. M MQTT LB

AN A -
e

’AT+MQTTCONN=O,"mqtt.eclipseprojects.io",443,1

M B -

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443", " /mgtt", 1

OK

i :
o KT AN MQTT fUHE 44 5 MQTT U IP sl v 685 iR a4 AR .
5. {7 MQTT /5.
ESP32 MQTT 7] 53 :
A

’ AT+MQTTSUB=0, "topic", 1

i B -

[ox

6. %Al MQTT & (F4FER).
ESP32 MQTT %1%
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’AT+MQTTPUB=O,"topic","test",l,O

N . :

’OK

PEHA:
* 4N ESP32 MQTT ZATH M AAIHE , PATEEARFSFE ESP32 MQTT 1] B i 7 -

’ +MQTTSUBRECV:0, "topic", 4, test

7. KM MQTT ##.

’ AT+MQTTCLEAN=0

i B -

’OK

4.5 MQTT AT &+ &bl

AR FEEAN B i L AT a9 X4 AWS ToT,

T ARG MQTT AT iy R HEM(E R, WS FIMOTT AT 44 % . % P AWS IoT Jf
KA A E: AWS 10T,

T IR PAN AP BR T ESP-AT 5454 ESP32 i # £ 8] AWS IoT.

o M AWS IoT 3% B4 5 vA % endpoint

o 1% MOTT AT 442 F &1 iNit £ 4% AWS IoT

4.5.1 M AWS IoT 3RBUIEA5 LA B2 endpoint
1. BRI AWS 10T #EH G5, PAMNYZ ToT Core services,
2. MR A AWS 0T BEJ5 Hr iUl A8 AWS ToT 56Hg . SR AIIES .
TR L3RS DA IR 5 R0 S 4 -

* device.pem.crt (i%£5ET)
« private.pem.key (FLA%4H)
» Amazon-root-CA-1.pem (i CA JF45)

3. MRHESCRY 5L ERM PRI A (endpoint) PAK T A AT ek A5 A 4 5 2 SR

i S AE RN “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF 2N G H PATR A s AR R i — L2
* AWS 10T T2 Iy i i YIRS . SAE] . AIARIET .
o A RATEEEIE S .
o DI Z MRIN (Ohio),
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4.5.2 f§ij MQTT AT iy A3 F AU AMEZER: AWS ToT
e 1
FTFFASHL ESP-AT TAR, BT 445

o ffiffl Amazon-root-CA-1.pem ##f customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffiff] device.pem.crt ## customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
o ffi[f] private.pem.key #f customized_partitions/raw_data/mqtt_key/mqtt_client.key .

gaikpek AT 1T

%1% ESP-AT I H DAY EE AT [, IFRFECRRR B G0 ESP32 #cde. ST MREZ(RE, WS A%
% ESP-AT 142,

ik A AAEYIF ESP-AT TREF RS, nl E M AT S B E A eIt , BAARES 54T £
# PKIFLE

fEN] AT i 4 4% 2] AWS IoT

1. &8 Wi-Fi #3{4 station,
i

’AT+CWMODE=1

i B <

[ox

2. % AP,
i

’AT+CWJAP:<ssid>,<password>

N . :

[ox

3. & SNTP Server,
s

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B«

’OK

4. #¥if] SNTP Aifd],
s

’AT+CIPSNTPTIME?

i B ©

+CIPSNTPTIME:<asctime style time>
OK

AR
o JLHFERASH) <asctime style time> DAZE % B X A SERFERFIR] , 75 00 £ PR AAIE A 500 1 S B80E
2RI
5. BEE MQTT H P gk

s
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’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i B«

’OK

AR
o AT+MQTTUSERCFG H1%5 2%k 5, BIXUEHAGE, Ak,
6. %4 AWS IoT.
i

AT+MQTTCONN=0, "<endpoint>", 8883, 1

M .

+MQTTCONNECTED:0, 5, <endpoint>, "8883","",1
OK

Vi :
o WAL <endpoint> Z:4 T IH S 43 <endpoint> {H .
o JEYETE U T 8883,
7. _LT ]‘ﬂi\ﬁag\ °

’AT+MQTTSUB:O,"topic/esp32at",1

M [,

’OK

8. AL

’AT+MQTTPUB:O,"topic/esp32at","hello aws!",1,0

M .

+MQTTSUBRECV:0, "topic/esp32at”",10,hello aws!

OK

ABIH &
IEHAH H&T:

1. ESP32 i H i
2. AWS i H &

4.6 ESP32 Ethernet AT 7534

AR EBENZESP32 VA K AT 04 BIENTTIR, HHROUE ESP32 i BisfTiX S LAY HEA R Bl o

o A FVAKM A1 TCP 4% 4%

¥

* TEf# /] Ethernet AT fy4 2 Hi, WCIIEEE & 1k,
o Y THERR BT R R T ML E LA RE T .
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to topic
I topic/esp32at x

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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4.6.1 LT UKMBIHE TCP %

L (EREZ .

’AT+CIPMUX:1

M .

’OK

2. 757 TCP JR452%.

AN A -
e

’AT+CIPSERVER=1,8081

M B -

’OK

3. KU TCP [z 55 #wih IP Huhik .

e

’AT+CIPETH?

M B -

+CIPETH:1ip:192.168.105.24
+CIPETH:gateway:192.168.105.1
+CIPETH:netmask:255.255.255.0
OK

K
o BOREUE Rk RT BB 5 R ma B A AN ]
4. 7€ PC syt M 258 T H AN — A TCP % iy, B RP R 2 P aIE) TCP k55, 1P Mk
2192.168.105.24, Ik 8081,
5. RH-EB AR X Kk 4 FAr ARSI M4 %Rz 1D 3 0 idERk 1.

AT+CIPSEND=0, 4

M .

OK

>

4 FATRE, Bl ARG test, ZJa AT R AT

Recv 4 bytes

SEND OK

ALK
o FRIAMFEEH BT AT+CIPSEND iy E MK EE (n), WM busy p. .., k%
BHERIET 0 AT, EIESEUS MY SEND OK.,
6. R A -G E A X LK TERE ID SRy O pysER L Radi 4 =355 .
fBeise TCP server $2URE 4 FATHIEE (BdEA test), WARGESHIR:

+IPD,0,4:test

7. KM TCP 4.

Espressif Systems 270 Release v2.3.0.0-esp32¢3-965-gb2842¢6f6
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 4. AT #y2 R

AT+CIPCLOSE=0
N . :

0, CLOSED

OK

8. kR TCP 55 i
iy

’AT+CIPSERVER=O
Mg | :
’OK ‘
PR
e {4 AT+CIPSERVER=0 H & KMMRS 2, (HSRE AR FimiEdz. WS GA8 6] i 3¢ F e
B P miEsE, HR T4 AT+CIPSERVER=0, 1.

4.7 Web Server AT 734

AT F A AT web server I, 29 R PAT JLAS A TH A A -

1% A #) %, 35 AT Wi-Fi B A
A% 8 ) W 25 32E4T OTA B H9F 2R
A8 R AT A2 7 BEAT WiI-Fi BL A

1% R A5 N2 5 34T OTA B A4
ESP32 1% i) Captive Portal 5 4¢,

ik BROADY AT A SRR AT web server IIIRE, T 57% Web IR 5 2% AT % Ja %I 6E.

4.7.1 %S 1T Wi-Fi Bei
[Py
1H1d web server, FHLEL PC 1] PATK & ESP32 %4 1) Wi-Fi JERE(E B . B5n] DA H FHLEE H i 143 ESP32

WA AP, ﬁ;i{X'J BEAATIFIECI R BT, I Wi-Fi BUELE EAR 4y ESP32 4, A5 ESP32 & fiil
HEAC T B PR B i e 128

ik

BEAHC P AR AT DAY AT =2

o BCPA % &1 45 ESP32 1% %
SR IN R ST AL EW

LR TAREEES
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L Bes itk ESP32 Betfy 145G, A TiLRC M i A 14 ESP32 4T, ESP32 i LML EL A AP + STA
B, FFAIE—A WEB RSG5 F R M5 S, XA AT fr i :

L SRR Z BB RAEE,, WERATERREC R, ATREDR AR AR PR B 2 A e 1 AT 5:20 WEB fiik
S5 e IR B .

¢ Command

’AT+RESTORE

2. Ml ESP32 #4454 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3

3. X SoftAP { ssid fl password (HNi5E ERIA 44 ssid N pos_sofiap, TCEERBRT Wi-Fi) .,
¢ Command

’AT+CWSAP="pos?softap", ", 11,0,3

4. (EREZ .

¢ Command

’AT+CIPMUX21

5. 7 web server, 10 80, I RIERENTE]: 25s (BRAHAK A 60s).

¢ Command

’ AT+WEBSERVER=1, 80, 25

. L4 a3l web server J5, FTHFRC M &1 Wi-Fi 820088, %42 ESP32 %4511 AP:

WLAN . @

Al A WLAN %%

pos_softap
B (el _LR)

)

1: ¥4 ESP32 AP

PPN AR S B M . FERC I A E B8 ESP32 545 ), BRIl ik HTTP iR, BUEAHE AR B
e (ﬂzi‘, VYT ARHC A SCRFBL M B A VN R A AP, B, ISR FHLIE S S ESP32 [ AP,
WIZFHUA @A ESP32 B FFH AR A ) ﬁ?iﬂ%%%tlﬂ&ﬁﬁ/\ web server BRIAFY IP Huhl (1R A %
 ESP32 % #11) SoftAP IP Hiuhik, BRI\ 192.168.4.1, #WT DA 1L AT+CIPAP? iy 445 i) 24 7 SoftAP IP
SuE), TR T, 0 ASLPERE B th 200 ssid . password, fiil; “TFUAREI” BN FAALR

FH PR DA s e AC R BT T e SSID i AME A ) R RIHE, AF ESP32 BUHLFHUTAY AP #13%, kP H bR AP
Ir4 A password J5, s “FFURECH” B R]EshEC M :

MTIACIISS A TR B 5 s B

B 1 RERUIA, SO B, PRSI T, HA ESP32 4G P LAk, T
TFRI T .

[ RS, FEE DRl an ~E S
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:

Espressif Systems 275 Release v2.3.0.0-esp32¢3-965-gb2f842c6f6
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 4. AT fiy4 7R~

+WEBSERVERRSP : 1 // Rk B B[
WIFI CONNECTED /] RERIEE&E
WIFI GOT IP /) EER G FKEIE 1P
+WEBSERVERRSP : 2 /) REMARUKEERM ARG &R, T NEH WwEB BR
AOAREC SRS, I TORE SR
® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

oMy B &

connect fail

[FIE, FEER D RRcE] a5 B -

+WEBSERVERRSP : 1 /I REE

%A a&iﬁﬁ%uﬁz‘ﬂx IP H f5 &, MCU_
ST EK B A Y BB E B, N %

Ei-\w

DL B ERR

BEI 1 PC DT TRCEI PR B Ak R . AR ESP32 B Wi-Fi AP 2 R IEMIT I, A AP Y
MEEE, HRIACZLHm ALY AT 42 {3 5 H web server.

4.7.2 EHMBES T OTA FIfETH,
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wifr

W WS B4TFF web server [ BT )5, 7T DAREEEHE A OTA THR FUT , 3 aeh 90 BT TFER0R7 43 I v f ] 2k 56 3 G
AR IIES R E A (EFS % S0 4o T 37 PKIBeE TR ZIEER) .

Wikt

T OTAfe E W\
RFER I H SR

AR AR
RILOTA #5 R

FIOF OTA LB v e, SEMTTA T A “OTA FRR” 5, F19F OTA FLE TG, W PAEE 4]
[l {44 . AT Core i :

LW 1 Y30 AR e RE ESP32 ML AP, sl 171 OTA WL Ui 1 75 ESP32 BIBGE AL —4
TR, AT DAFT T B

AT 20 WO ESRE Y HTE AR ST P g R B R A S, P S . /build. py
menuconfig > Component config->AT->AT firmware version (Z# K4 iF ESP-AT 1L42)

WHGRRASS, LR SRR A A, DA T B AR PP [ R AAS o
PP SETFI sy X AN, mialy “Partition” NRIHEAAREUIA AT ATHI A 23 X -

e HRIEE  np, Rl SRR RN SR, R AR AR AR -
ZJamial CEPETR SR AR

BWI 12 AT ota MK, WUSATERNE TR . BG4 G ST, oin. SEHHRECE
JONREE L part itions_at . csv ICARHGE UK ota AHKA/N. AR SCPFHIHAIE R, 5% %
Rl 73 o — /N #r 09 A248 L 3

BEW] 20 T HEAIX, MU R BRI B TR A . [ a4 S AR L bin, TERRIRERTR
INRELHTT at_customize.csv SCHFE LI XK/ A RIEHETEAE R, 65 % X 41T A

AR OTA Z528 e, FEPFARR, FmR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF M ER ota B 4 H 4
+WEBSERVERRSP : 4 /) REFR S B, ota B %K

AU OTA AR RN, i “THRM, R e El:
[, FEAR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ot B K
+WEBSERVERRSP : 5 /) REFBKRE ot EHHEHKE X
SHEERHE, #R ER S HHAIT oA BHHA R

W, FPT LB EFHATA OTAL

BEW] 1 XHT ota 72X, FREIMATAT+RST HJ ESP32 DALY R AR IE 1 o

BEW] 20 ESP32 AL EI ) ota [EPFNZS . (AR SAEHCE e KIEPFNZE, FrATE B ORI
By PR A A -
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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4.7.3 R RYFETT Wi-Fi fid
iF]x
TRl /IR P T 0 i 2 R A /DR P 4% ESP32 s B AP, i i (ol /IR P 7 B 2 1 AP

S L4y ESP32 4, ESP32 i illid iX 245 5 BRI B AP, F I FIAR /IR T P 45 R P fepe o
%z,

H ¥ ESP-AT ffF/MEFFRT 2024 45 12 J] 31 HRAE. FEMCIUIE], Gl R . it )s
DA RTER, HOBECR RAERTST, BAVRFEWCOY BRI SRR I 5, RO G BRI S -

HEABE R AR AT AT R AT DU 2

o BLE ESP32 3% & %3k
o eBME R

e H#F AP £3F
» PATE M

MCYE ESP32 s S8y Tik/IMEFHE#E ESP32 14, ESP32 Bk WHLE K AP + STA £, H-AI#
—> WEB 55 4325 /MR 3L, XTI AT iy F

L SRR Z BT ECRAEE,, ERATERRIC AR, ATREDR AR AR PR B 2 AT e 15 AT 5:30 WEB fiik
S5 IR B .

¢ Command

’AT+RESTORE ‘

2. FilE ESP32 %454 Station + SoftAP #iz{,
¢ Command

’AT+CWMODE:3 ‘

3. iXE SoftAP { ssid il password (M5B ERIA 445 ssid A pos_softap, password “Hj espressif ) .
¢ Command

’AT+CWSAP:"posfsoftap", "espressif",11,3,3 ‘

ik s/ EFBRIA ] ssid oA pos_softap, password A espressif (1] SoftAP K2 1ERE, THf1E
Hf ESP32 S 0 S 10tk I _EIR e EEA T

L [EREZ IS

¢ Command

’AT+CIPMUX:1

2. B web server, i1 80, MM : 40s (BHAH A A 60s).
¢ Command

’AT+WEBSERVER21, 80,40 ‘

IR/ DRDY  FTIFFHURLE, SR TR —4ERD -
IR /MR, BE AL 53T -
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

HE.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 =

—
— e . B
B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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666888666

Message
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2. BB G, FEEIR R “ERTFIRGETT BWiERE, REAVFYRGEEZITE, Bk ESP32
BRI H Bl R B A RO AR i

Am T mEmA SSID

666888666

Message

AR FHAS

I 20: JHIREREE] AP

3. HC P 25 RAE /IR e DL THT 19 52705 DA B 1 s 1 OB 5 _Ead “Rr AR H AR AP AR AHLIE M B
L —FE, Z% L3

i WS B HERR
BEHH 1 TR RN B AR R . RS ESP32 B Wi-Fi AP @R IERIFE, PAK AP 1Y
MEEE, AT L AIEFR AT 6230 = FH web server,

AW 20 FCMBUHECRIER R IR AP R . TR AR M A Wi-Fi R IRE R T IT, KA ESP32
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEHH 30 TN R “ RGURARY Wi-Fi Bl . 3 T s F LT R ESP32 B AP, HiA
ESP32 #Hifi) ssid, password O £ I _F IR IR TR & .

4.74 A/ DR T OTA FfETF2

R /IR SCRFFE LR 58 L BSP32 B I BPE T, 55 % bikie & ESP32 % & A4k W B IR B IR 58I
ESP32 BURIICE. (WRCATEM N se e, AN ERAE). EMIEG, B IIT OTA [E 71
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R AL S M W Y gs 4T OTA TR, 555150 2 i 5 34T OTA B,

4.7.5 ESP32 {fi}}] Captive Portal Jjfig
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

J&H Captive Portal JJfE)5 , #§5% Likae M & &% 4% ESP32 % & (R ER5E B ESP32 BEH L& , &
G4 ESP32 #4511 AP:

WLAN &

0] FH WLAN %13

poa_sof’rap —
B (BES/IAIL) 4

& 21: j#42F] I Captive Portal THEER) AP

a0 FF, station i & i%3:FT H Captive Portal JREIY) ESP32 1% 71 AP J5, /R “T8skAME”, RIERHH
SFTIFNYE 2, IR AT web 9350 . 25 ANEE A Bk, 5 MR station B A4 R, A “IAIE”
s EEFR “pos_softap” 4 FR, Falifilk Captive Portal HZFT a4, #AZ] AT web [
F S

AL REHERR

BeW 12 G 07 (station %45, AP i 4) #3CHF Captive Portal D) REA BERIEIZ DI REIEH (FH, I,
FR AT BSP32 X451 AP JGRHR “FFaiMIE”, IFHEAE Eijh_/\%ﬂ AT web B, ATRER
station BEAT A SCHFZINRE, M, 5% il R R % B4 % Fe W12 8 R IR T 3h T AT web (1)
T 5t

4.8 HTTP AT 54
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AT BRI E ESP32 B LasfTHTTP AT 44 % iy WA R .

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.8.1 HTTP % fii HEAD 52K J5i:

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.8.2 HTTP %y GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
Qi)
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(£ L£50)

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

4.8.3 HTTP %3 POST iR Jjtk (i@ T POST /b i %)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.8.4 HTTP % ;3 POST iRk ik (et k)
R G POST Wi EAI M K £, B4l TH & AT AR K M 256, W)@ 3 & A DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.8.5 HTTP %y PUT iR Jjtk GEM T ICBcdkifsie)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.8.6 HTTP % i PUT R Jjik (HEt2)isk)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(N oiakzn)
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(£ L£50)

by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.8.7 HTTP %y DELETE 2K J5 1:

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT: 282, {
" args ". { } ,
"data": n "’
"files": {},
"form": {},
(N oLaksn)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.9 WebSocket AT 7554

RN T HE ESP32 B FizdT WebSocket AT 44 3& a2 AN 7R Bl o

o X F TCP vy WebSocket % 3=

o A F TLS 84 WebSocket 3% (48 2 %4

¥ BUAR AT [E {4 525 WebSocket ThfiE. AR AHT % ESP32 574 WebSocket Ifig, &% /42,

4.9.1 3T TCP 1) WebSocket %1%

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

Mg i -

’OK

2. FEHFIH S

’AT+CWJAP:"espressif","1234567890"

Wi K7 -

WIFI CONNECTED
WIFI GOT IP

OK

AR
o fka AR SSID IR T BEER_E iy AR IR o 5 68 SR B el 5 SSID FEERS .
3. PC 5 ESP32 S [fl— A i
4. 7£ PC Ef#i i} python B — LT TCP () WebSocket iz 55 . 7= BT :
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#!/usr/bin/env python

import asyncio
from websockets.server import serve

host = "192.168.200.249"
port = 8765

async def echo (websocket):
async for message in websocket:
await websocket.send (message)

async def main{():
async with serve (echo, host, port):
print (f"Server started at ws://{host}:{port}")
await asyncio.get_running_loop () .create_future() # run forever

asyncio.run(main())

B AR H R host Sy PC 1 IP HUIL I ERAF N ws—server.py X, FIBHBITZRRRF

python ws-server.py

U‘EEU%
o MREH) PC _F1RA %3 websockets JiE, iflif]l pip install websockets 223,
o BRIABL B WebSocket IR 55 #5118 8765, LA PARE N H BT,
5. ESP32 WA b ik H2 5| WebSocket IR 5545 -

AT+WSOPEN=0, "ws://192.168.200.249:8765"

i B«

+WS_CONNECTED: 0

OK

6. Ki%k 4 F 8.
frde

AT+WSSEND=0, 4

i B ©

OK

>

B 4 FATBOR, Bl ABOREE test, ZJ5 AT BT AT EE.

SEND OK

AR
. %%AE’J?%%{EE‘ AT+WSSEND fg 2 BEM K (n), MRS busy p..., HE
IRER O HT 0 DAY, KR SEJG LY. SEND OK.
7. BRI 4 FATEE.
i T Y WebSocket ik %5 #%2— IR G548, FICERYE LiEIG, RS A& RAER PR
P, B AT &

’+WS_DATA:O,4,test

4.9.2 JLT TLS Iy WebSocket ¥4 (M1 T %)

1. %8 Wi-Fi #5} station,

Espressif Systems 304 Release v2.3.0.0-esp32¢3-965-gb2842¢6f6
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 4. AT #y2 R

fir s

’AT+CWMODE=1

i B <

’OK

2. FEEEIH

’AT+CWJAP="espressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o W% AR SSID MU A AT RERR _Fid a4 BT . 3960 R0 B h # 1) SSID FI%5 1Y
3. XHE SNTP fi45#s.

AN A -
e

’AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

iy B«

’OK

PaHH :
o T DAARTE B & E Z A X% B SNTP iR 4545
4. ¥if] SNTP Bi}a],
e

AT+CIPSNTPTIME?

i B«

+CIPSNTPTIME:Wed Nov 13 17:00:15 2024
OK

AR
o A DA IR) SNTP Hsf[] -5 S B s [B] J& 75 AHA >R FIKT 558 B Y SNTP R 557 2 5 AR5
5. PC 5 ESP32 ¥ & &4 [ — AN H o
6. FKHL WebSocket Al 45 #%im ) CA. WE+. FAEH.
AT DA openssl THAM CAL {E4. FIFAEH. Q0SB E A XE, 56 0 DAF B B AT, -

server_ca.crt

MIIDNjCCAh6gAWIBAGIUDe6T+Pu0BgmmTjw3s4snVRNFiCMwDQYJKoZIhveNAQEL
BQAWNJELMAKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFUINJRiBBVDEQMA4GA1UE
AwwHUmM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDYxCzAJ
BgNVBAYTAkKkNOMRUWEWYDVQQKDAXFU1BSRVNTSUYgQVQOxEDAOBgNVBAMMB1Jvb3Qg
QO0EwggEiMAOGCSgGSIb3DQEBAQUAA4A IBDWAWGGEKAOIBAQCY1Qst JIGNFHLETF+gG
OMSZSrWV4+/50xwlCw3y5N10VKMSxppYHVX ) 6MbOWWoCgQcex /WMt gnhg9ATD1ZOE
bXFVB0aZd6EEBz24k7UvQ1ilfIw5tzmjl8SSbe7CiFg302WVokBVFhSeY2jrG+sI
6PWg0WsvxzierDL9hef708IJER1IX0ScBIsLZnVU4UBPtrbG2bgl3L6T51iQ95tSEX
Lsmfz41+/Q1xSC7VGHIKIWGBnUzGpvIvLCcIUFGZVCcAEKx1VIY7DsyJvTosfOOMmb
yUIcBk5nVCHREhmt r ERAWWD 9YaNcOgMPVpO6cHzGd/Fgw6v06QshMYUOE 6wxpVib
8JY1AgMBAAGIPDAGMAWGA1UJEWQFMAMBAf8wCwYDVROPBAQDAgGMMBOGAL1UdDgQW
BBRAPJ7NQ+WXS1iLN4ZLWJI1QQfjrm7zANBgkghkiGIw0OBAQsFAAOCAQEANYPETE2L
IpISbzJTvG6A67YMYMyadWSNGQ2V)dLK2s3zkggF96bIZz1iygOa9mgAKD/yTwl0t
VOxXF1GUDz43DtJZ1wxo8FPrxH41cP63vitp28+2NkylvIHrx8De2Jj1iYwRpZmlQY
EHwDEFpK26LdwPPalwdMZSyMzCtRNJ+08Bk5kSc3Vo9QImh91Le4PdfCIcfzwPskC

Q)
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dNgUMECRa4k3VFOYVUumyFofG8/kINcRogfPzZuUE20)1wCHgSpOaP2CIN9QTkOg
FnO0Itrjikv6zlaTp+SJPOzRPbympLIKhhhhcYJQdPaXHWWYfdhEU/abnndQpd+1Y
HPnBCb4tK/pS9w==

MIIDVTCCAJj2gAwIBAgIUPLhviJhl1UJDQ5Md6tHibK11jP24wDQYJKoZIhveNAQEL
BOAWNJELMAkKGAL1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFUINJRiBBVDEQMA4GALUE
AwwHUmM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDQxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFU1BSRVNTSUYgQVQxDjAMBgNVBAMMBUwx IENB
MIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEALKALI+zRbUaMjukAiZai
dzPdNdy+TUv2K+GyBl5yomIrOelclpfztk68zdHKcFFtORQfz1GYtxrZzgvOT704t
K9ijFAw+k498SCTmTgHW1UKc7BIMK6UZEZSkXUnufXKES5+N96u+49e3wbk7yoNfQ
kzdtwwXUtMé6ee5w7HVIwdKQcIXYWv/c/zVLWMAUG3AEaUknS8r4LdG/X+L/bxN+9
zyCcLL5tGgZg22KENW4AQWsSUY6ntuKQD1ohiNxi+wXyM3mVNOc94umICj7al0OhPst
UmuLYD/gUCnM4JRvVQYAVMPQC188KoLj7aIwdedQ7TIwhJIGDS6WDVEMeRfJVXswUk
4QIDAQABO10wWzAMBgNVHRMEBTADAQH/MASGA1UADWQEAWIBp JAABgNVHQ4EFgQU
elwZbnvInZr8js60EyIWiP6hRFAWHWYDVRO JBBgwFoAUNrQtNxDOtapUczc8Mwln
hPZE84YwDQYJKoZIhvcNAQELBQADggEBAICnosdYBc6enaKB7 7AWXFE zMWyDDLvd5
JSJalIRJ+Rhs1lgBxjIH66/+6QyZcJu5C/RZ+RZ04Mky3nMndc3kSCFgqauBCK9xoG
/f£Z25wrAfH5404P+3Z211GoK8E1tKulHuQYJTW8JKbLWCRISPNGkrDZBgSXgn8tyL4
U3hulMdmkH//£fiV0z6itfyJcZDu38718bGBhrAD3Z7gWcdIJbXxmubm7FJadUe/N
0vsLtgkOpOyUa2rThOnJpSyXB50nKifRGY juP rnOIWtmADYQRUeD2zdgqRUUUYJR
eedVz2BFXhpZzdGeD3bVAop+/YEbTa0iDxXSLWkPLQfCyTkdTPXmKQPQ=

MITIEVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQCO0As ] 7NFtRoyO
6QCLZgJI3M9013L5NS/Yr4bIHXnKiYivR7VzW1/02TrzNOcpwUW3RFB/PUZ1i3GtnO
g87uji0r2KMUDD6TJ3xIJ0Z00fCVQpzsH2YrpR191KRdASe59coTn433g77j17£fBu
TvKgl9CTN23DBdS0zp57nDse+PBOpBwldha/9z/NUtaYBQbcARpSSdLyvgt0b9f4
vIVE373PJwsvmOaBmDbYoQ1lbhBaxJRjge24pAOWiGI3GL7BfIzeZU052316YgKPt
rU6E+y1SadtgP+BOKczglGIBgBWY 9AKLzwqguPtojAL51DtMNCEKYNLpYNUQx5F 8
1VezBSThAgMBAAECGQEASKRF4FsWiyJDV91Y4nhsU6vpCCT/wCN8D/XoL9x3MOpB
JzrUAC4POoIWGXVvAKFWN8LkviemlX6+2n4bDFOFN4Ij+caflQ33ZPSRCW+3zdQVnW
OMVmMmSorDTN3JgSv1WgIO0wG3Kz8cKW2Ae JBR88YJbGbTgNiBXIZKVGkkWC/maULKa
L20md5ZzF 9gkWWoBk0GxrIME+V9726L6SJHIVESkKkPcbojXZPM06zmz84+2z£0UdG
pl+SocmQzo8yzhjXR8UHxtzfZ2bi1JZGCsWIxvizgM40TaRf IBPhmmSNwpO7Vk31D
t6XISALgMbIHV/co5LOWs5WnyQBud28MV7RpCD/tawkKBgQDnGuF Smi l1pMR6KgRrd
08amarsek1NDONiWsUcXLYYHQkNCITtr5Ggtm3EbJbROWLWUzL7PwgeuNmN6e6vz
IreS7wd+uO3HeVVsFPeOpT1lXzALMG6owuYN/Ipfe/T8v/vq9CkoZ6VDaDN6OJEBAG
gbpAUQFL+uamLfrKcCiZtiOR/wKBgQDIFRhC5MyLaF 1lw3XumgAsh37tmlGOQ/T+K
GAWX1iRhzXW340EVezNUUXeJcGig4BgNVwXBvIYTkOunyIw72bUNrIeOqp4Z2g02viW
NUgyDgIGKZuIIGI51FeezG6Qu2s93gZTYtdjHOM4ISKgrKOvY51fuXBNEFSuC7BOg
15MQamuJHWKBgHGJhiszgq6aPSCbt HIKTHGWDWXwgfRfEwWWd/HgLnbZJBXpPmhvPh
mvtBg5bHt 1kpmv1I/XFKLMXM2KCDAS54Gb10TdQYvy jmWhX386wY8a+1iTRMiLy9JZ
K3gC+aOWgelZ+/ZjO0AdnOgTLH+14y8hnOQwx/8YZNJltu2kbIwcpMV53A0GAFMzE
meepL/DoI2iS+ysifSICHFbexurc2SFIKAmwBgY3cX9NRt 6gZBSifIgnlbNiUl7p
rl18a6gqLiWeTqVypS5vPMroHQyPVp+2xS0C1V1JcpSOu6b6cKLxLZDQQZ1mglbNghmEFeV
JpPQbBxdujBYT9peONSRQ2IPpBNI/9SHPZwx5I2cCgYBACmby010B1i51CbCXKV5c3
mz1PpM6zR3aLYsSFyknWRt Lv3UPMGzOLSRDkwfQEMZWt /VF jXehajygqd8X7r3V01X
cz5LwmHOMSKDYgdzrJjvE31PxDdKtmyPr5nnF/8/SF6Law]7v6eGnpi ZNgHC/wkK
9EMCxWXJc/9GVWSZtEOz /Q==

7. ¥£ PC _LAfi [ python glj—~%T TLS ) WebSocket R 5545 . /R~ BRI -

#!/usr/bin/env python

(T IZEED
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import asyncio
import ssl
import websockets

host = '192.168.200.249"

port = 8766

server_ca = '/your_path/server_ca.crt'
server_cert = '/your_path/server.crt'
server_key = '/your_path/server.key'

async def echo (websocket, path):
async for message in websocket:
await websocket.send (message)

ssl_context = ssl.SSLContext (ssl.PROTOCOL_TLS_SERVER)
ssl_context.load_cert_chain(certfile=server_cert, keyfile=server_key)
ssl_context.verify_mode = ssl.CERT_REQUIRED
ssl_context.load_verify_locations (server_ca)

start_server = websockets.serve(echo, host, port, ssl=ssl_context)

asyncio.get_event_loop () .run_until_complete (start_server)
print (f"Server started at wss://<{host}:{port}")

asyncio.get_event_loop () .run_forever ()

B AR host 25 PC B IP #ilik, server_ca. server_cert, server_key NiR%
aimi CAL IR, FIRBHESAR, HARMER wss—server.py XM, [FBRHEITIZFET .

python wss—-server.py

K
o MREH) PC _FIRA LS websockets JE, il pip install websockets 4¢3,
* ) WebSocket [l 5525k 114 8766, BT AR & A H B i .
8. Mt ‘& WebSocket 7443 HFH T XA,

’AT+WSCFG:O,30,60,4096,3,0,0

i B -

’OK

i
o WERGHMEH AR Pk BEE M 2B, 5% o T 237 PKIRLE
9. ESP32 {&451E M7 Frim 132 5] WebSocket IR45 %%

AT+WSOPEN=0, "wss://192.168.200.249:8766"

Wi

+WS_CONNECTED: 0

OK

10. Kk 4 A8 .

AT+WSSEND=0, 4

Wi K7 -
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OK

>

B A TR, Bl AR test, ZJF AT fF&mi AT R

SEND OK
i :
o AR T HEH M AT+WSSEND AR EMKE (n), WAL busy p..., A

EEAEAET 0 DAY, RIRSEMG LY. SEND OK.
11, B2k 4 FA58dE .
H T _L T #Y WebSocket il 45 #5 2 — I Bk 5548, FINTESE Lk )5, IS4 AR %L

i, BIAT & :

’+WS_DZ—\TA: 0,4, test

4.10 ESP32 Classic Bluetooth AT 7554l

AT BRI E ESP32 4% LanfTESP32 Classic Bluetooth® AT 44 3 iy WA Bl o

o VAR 15 M AR X AL S B W5 R PC Ao ESP32 219 2 5 SPP % 355 H.i% & 10 4% 7 % Nolnput-
NoOutput

AFEAE X EAS 5 0365 R H PC = ESP32 2 19 3% 5 SPP % 4%+ Hi% & 10 #% 71 3 NolnputNoOutput
AW iERFE PC o ESP32 2 19 3% 5 SPP i 455 Hi% & 10 %% 71 4 KeyboardOnly

FEFAS ESP32 Fr X M Z W) 3 5. SPP % 4%

2 5 A2DP &35 2 B A2DP Sink #5355

B0 F23E Iy Classic Bluetooth o 5% %5 %

L] L] L] L] L]

T [EFERA S2 3 Classic Bluetooth 14 . A ¢ U] ffi X Classic Bluetooth [14) 37 45 , 52 kY Classic

Bluetooth AT 4 4-84 /23 .

4.10.1 Uil L s TeRs i sl PC f ESP32 2 [u] it vr. SPP #4471 H.i% ¥ 10
fie 7 4 NoInputNoOutput
TEABI, FEHEE PC AL, ESP32 AMAL. PR T anfifEar SPP %z .

1. Classic Bluetooth #J 151k .
s

’AT+BTINIT=1 ‘
Mg .«
’ OK ‘

2. Classic Bluetooth SPP 1My 414G 40 FH: H ik B €A slave,

’AT+BTSPPINIT=2

i B«
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o |
3. #E Classic Bluetooth 1% £ %% #1

’AT+BTNAME="EXAMPLE" ‘

i B <

[ox |

4. $EE Classic Bluetooth Ff##i= o] & PU T 12,
A

’AT+BTSCANMODE=2 ‘

i . <

Lox |

5. % B Classic Bluetooth %242 %, IXH io_cap & NoInputNoOutput, pin_type f fixed,
pin_codeto 9527,

’Z—\T+BTSECPARAM:3, 1,"9527" ‘

M .

B |

6. FFJ& Classic Bluetooth SPP 141,

’Z—\T+BTSPPSTART ‘

W -

’OK ‘
7. BB i PC AR R .

R f ik ek PC W AER 40 “EXAMPLE” {1 Fi 4. WISRRalfifek PC % s 3 sish 2T
143, ESP32 ¥R :

’+BTSPPCONN:O,"e0:24:81:47:90:bc" ‘
PRE
o EAREEI W HohE R RE S bR ma B A AN ]
8. Kk 4 FH .

’AT+BTSPPSEND:O,4 ‘

Nl B <

E |
g > R AT WERAFECH D80, BEmHEsnT DA AR, MR K I3 24 <data_len>

FIMERT, PITE A#AE.
A 4 FATEdE, Bl ASPEE test, ZJE AT o H AR E R
[ox |
AR
o A ARYFTECH L AT+BTSPPSEND M E M KIE (n), MRS &M busy p. ..,
RARBARIHT 0 ANFAT, KIRTERUE MY, OK.
o AT > TG Bl P BERE TR AN T B AR TR X, MR T B AT T4 B (CR-LF),
9. Uk 4 FATEE .
st s I E PC &1k 4 FArEdE (Bdih test), MRS SHR:
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’+BTDATA:4,test

10. WrFT Classic Bluetooth SPP j£#% .
iy

’AT+BTSPPDISCONN=O

i B <

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

LK
o BRI HLIE AT RE-S5_E A B AR AN

4.10.2 CLELEBALER G sk & PC fil ESP32 Z[ujidtay. SPP #E#:F H.ik ¥ 1O fig
A NoInputNoOutput

FEAGIH, FEhRIEE PC oy EHL, ESP32 AMAL. 2Bl 7R 1 anfaldtsr SPP k.

1. Classic Bluetooth #J154Y .
e

’AT+BTINIT=1

i B -

[ox

2. Classic Bluetooth SPP 1My #4G 40 FH: H X B €64 slave,

’AT+BTSPPINIT=2

i B <

[ox

3. P¢'E Classic Bluetooth 144544 i o
e

’AT+BTNAME="EXAMPLE"

N 3. :

’OK

4. $EE Classic Bluetooth 3= g o] & BL T i .
e

’AT+BTSCANMODE=2

i B«

’OK

5. % B Classic Bluetooth %4> &%, & & io_cap N NoInputNoOutput, pin_type 4 fixed,
pin_code 4 9527,
i

’AT+BTSECPARAM:3,1,"9527"

i B <
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’OK

6. FJ& Classic Bluetooth SPP #31.
i

’AT+BTSPPSTART

g B <

’OK

7. BEhREEE PC AR ER .
Rl PC W REHREI 42 “EXAMPLE” HYMEF st . QRSN EL PC AR IEHIT i # T
HEHE, ESP32 f5R:

’+BTSPPCONN:O,"eO:24:81:47:90:bc"

L
- GERREIHAE T R E R,
8. TEIBIEHIR T R AR,
o

AT+BTSPPSEND

N . :

OK

>

iR FR AT B4 A B,
P :
o AT HEAEABG, H DS k& A B sh Rl ek PC i,
9. fEIEAIE R
TEE A AR AR, A RO B B — B -+, WRGESIBIER k. MRS 2055y
LAb, FERTT 2% AT . 5VEE, WCREHEMERITTMA +++, A T RER IR A BEBY
WONELI =4 +. WENEES % AT+BISPPSEND .

WP A +++ TLR I EE R EEE, FRIER AT o, Sl e A AT+BTSPPSEND fiy
AR A

10. WrJF Classic Bluetooth SPP i##% .
iy

AT+BTSPPDISCONN=0

M -

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

K
o BORBCEI R HhE R] BE -5 _Eadme B A ]

4.10.3 {ERsaliifek# PC A ESP32 )t . SPP ¥4 )1 H.ix i 10 fig J1°h Keyboar-
dOnly

ot R E AR A A X A S B iR F PC o ESP32 2 W 3% 5 SPP #%3:5F B2 & I0 2 h A
NolnputNoOuiput FEIRH)—FE . ME—R X FIET % e 50 E .

1. Classic Bluetooth #J1514k .
ros
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’AT+BTINIT21

N . :

’OK

2. Classic Bluetooth SPP 1My ¥ 4G 40 F HAX B A €6 °H slave,

iy

’AT+BTSPPINIT=2

M. :
o
3. P¢'E Classic Bluetooth 14544 FF .

’AT+BTNAME="EXAMPLE"

i B <

’OK

4. $EE Classic Bluetooth = o] & PLTT 12,
i

’AT+BTSCANMODE:2

i B -

’OK

5. & B Classic Bluetooth %242 4. IXH io_cap i KeyboardOnly, pin_type j variable,
pin_code S} 9527,

’ AT+BTSECPARAM=2,0, "9527"

O

K

Mg o
|

6. Class1c Bluetooth SPP /pi3.

e
>

’AT+BTSPPSTART

Mg Jo

’OK

7. BEHLIEEE PC RO ER .
e rif e PC W LK R EHI Hy2E PIN £, 0T RATE ESP32 hinfi A PIN {5,

’AT+BTKEYREPLY=O,676572

WERERGH LN, RGN SRR

’+BTSPPCONN:O,"eO:24:81:47:90:bc"

iR
o AR PIN BT R S Rk dr & AR o 39 LS PIN A AR
o BOREGEN W HuHE v RE-S i ma . H B AN ]
8. WrJF Classic Bluetooth SPP 4§,
e
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AT+BTSPPDISCONN=0

N . :

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

P :
o BRI HLIE AT RE-S5_E A B R AR

4.10.4 {EBiA- ESP32 JF4MR 2 4 3r SPP 143
T2 W ESP32 FERMRIIRGI, —HAERENL, Ji—HAERMAL.

P AEDA R DA E AT KRB RF e B ATRI AT, DA AT Sk i A 5 e AL
PATRINT o AR AR EBAT R R e s B N R5 2 AL A Lo AT o

1. Classic Bluetooth #1514k .

’AT+BTINIT=1

M B -

’OK

2. Classic Bluetooth SPP {4151k .
FAL:

’AT+BTSPPINIT=1

N . :

[ox

ML
XS

’AT+BTSPPINIT=2

i B«

’OK

3. P¢'E Classic Bluetooth 144544 Ff
MAL:

’AT+BTNAME="EXAMPLE"

i . <

’OK

4. $#EE Classic Bluetooth = o] & PU T 12,
MAL:

’AT+BTSCANMODE:2

Mg K7 -
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OK

5. % B Classic Bluetooth %4> &%, & B io_cap N NoInputNoOutput, pin_type 4 fixed,
pin_code 4 9527,
MAIL:

e

’AT+BTSECPARAM=3,1,"9527"

M B -

’OK

6. FFJ5 Classic Bluetooth SPP 3%,
MAL:

’AT+BTSPPSTART

i B -

[ox

7. JFJE % B Classic Bluetooth Ji] il 5 f . BCELAFLERR] S 10 £, AT RANSCE Ay o] 52 £l 10,
ML

’ AT+BTSTARTDISC=0,10, 10

N . :

+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G, 0x2,0x3,0x2d0,-34
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE, ,,,-27
+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G,0x2,0x3,0x2d0, -33
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,, 25
+BTSTARTDISC:"ac:d6:18:47:0c:ae",,0x2,0x3,0x2d0,-72
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,, —206
+BTSTARTDISC:"10:f6:05:f9:bc:4£f",,0x2,0x3,0x2d0,-41
+BTSTARTDISC:"24:0a:c4:2c:a8:a2",,,,,-50
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,, —206
+BTSTARTDISC:"10:£f6:05:f9:bc:4£f", realme V11 5G, 0x2,0x3,0x2d0,-39
+BTSTARTDISC:"24:0a:c4:d6:e4:46", EXAMPLE, ,,,—23
+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G,0x2,0x3,0x2d0, -36
+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G, 0x2,0x3,0x2d0,-41
+BTSTARTDISC:"b4:a5:ac:16:14:8c",,0x2,0x3,0x2d0, =57
+BTSTARTDISC:"24:0a:c4:2c:a8:a2"
+BTSTARTDISC:"b4:a5:ac:16:14:8c"

OK

PiHH :
o TR ARG R RE S ik v i AR T .
8. . SPP i,
FAL:

AT+BTSPPCONN=0,0,"24:0a:c4:d6:ed4:46"

Wi K7 -

+BTSPPCONN:0, "24:0a:c4:d6:ed:46"

OK

LK
B TN 8 i L O X R RN
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o YR EEEESI T, ML N &4 7R +BTSPPCONN: 0, "30:ae:a4:80:06:8e",
9. W Classic Bluetooth SPP i£3%,
ML

AT+BTSPPDISCONN=0

i .«

+BTSPPDISCONN:0,"30:ae:a4:80:06:8e"

OK

i
o EHLFMBLER AT DA S W F i 5 .
o UNAR B IIWITT, FHLIEN 23R8 +BTSPPDISCONN: 0, "24:0a:c4:d6:e4:46",

4.10.5 & A2DP ¥ER:GF K A2DP Sink i %

iv/s
« ffifl A2DP Sink FEEFHOWM 125 AR . w1tk 128 RIS 1ES % a2dp sink
o

* decoder I AR URBI AU BT BER ) EATUS I s 1 BB T AR«

1. Classic Bluetooth #J 154k
e

’AT+BTINIT:1

Nl . -

’OK

2. Classic Bluetooth A2DP ¥ #1t54bH: Hi% B /A 8 sink,

’AT+BTA2DPINIT:2

Mg i -
’ OK
3. #& Classic Bluetooth 154524 F5
e

’AT+BTNAME:"EXAMPLE"

Wi K7 -

’OK

4. i%E Classic Bluetooth 333 A] & B v] 445 .

’AT+BTSCANMODE:2

M .

’OK

5. B
source ff (4. REF | % H “EXAMPLE” WS A 1% FEAB T @n] AR HT R RS 2 i i A 4%
W T d Sy, ESP32 FHis:
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+BTA2DPCONN: 0, "e0:24:81:47:90:bc"

LK
o CHRIEN R HhE R BE -5 Eadme B2 AR ] .
6. JHIRTRICE K -

S

’AT+BTA2DPCTRL=O,1

M B -

’OK

LR
o BRIt £ 2% AT+ BTA2DPCTRL,
7. A IR SR o

o

’AT+BTA2DPCTRL=0,0

N . :

’OK

PR
o T LR AP HE 5% AT+BTA2DPCTRL.,
8. WrFf A2DP i%$:.

AT+BTA2DPDISCONN=0

Wi K7 -

OK
+BTA2DPDISCONN:0, "e0:24:81:47:90:bc"

4.10.6 A RIS Classic Bluetooth hii% Ve £5 414
1 REUIN B 4591 36

’AT+BTENCDEV?

i . -

+BTA2DPDISCONN:0, "e0:24:81:47:90:bc"
OK

ALK
o WRZHBA RS IED, AT HadiR oK.
2. &4 Classic Bluetooth &5 45513,
AR AT DA R A A 41 2%
L. I RT MEMER I 5 = b B 48 e e

iy

’AT+BTENCCLEAR:O

Me =
’ OK
2. MR 51 R i A A
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’AT+BTENCCLEAR

Mg B <

’OK

4.11 Sleep AT 754

AR TR A 2 G AT ESP32 28417 i B AT iy S50 BRI

o f
o & Wi-Fi # X Fi% & A Modem-sleep #2 X,

o & Wi-Fi #2 X Fi% & A Light-sleep #2 X,
o % & A Deep-sleep 12 3,

4.11.1 4y

ESP32 ZF1R M SeBEn AT BEEOR W] DATES [l LR Z [ D04k . 24T, ESP-AT SZRpPAR PUFHZ)
FERE (CEZ R S BARE ) :

1.
2.
3.

4.

ENIN

Active B WA SHIALT TARIRES . A ATASRIL . KSRGS 5.

Modem-sleep #z: CPU Wizfy, WHhAIPiAlE . Wi-Fi 547, A EAFRISH ¢ .
Light-sleep #i: CPU #{&izfT. RTC fFEi#MAMELA K ULP b BEERIEFT . AT fa[efi = (4
(MAC. F#Ll. RTC @EHl2Fsk AT W) # M b

Deep-sleep #ix: CPU IR/ IMNEER S AL, HAG RTC 77425 Al RTC SMEALT TARIRES .

[EOLT, ESP32 2AERGRMGHEA Active B, 29 CPU ANTHFE—H TAER, BIANERINTE )

WRERIS, RG] PABE AARIIAERE.
ESP32 {II#E, 2% ESP32 RS EARMME

i
o P BIFEIATE Wi-Fi BiCHIE AR fF ESP32 35 B o BEAR AR .
o JEEL Wi-Fi BN, HfA station B H#F Modem—sleep #iHl Light-sleep B,
o XMTWABIA T Light-sleep X, HHIRINEAEAE 32 KHz ffk. Q1R AMBAAAE 32 KHz

indE, ESP-AT ¥ LTAELF Modem-sleep #={ .

5 7k

St G DA R B SR T, U AR O A i AR S A T

R

HEEAZE TR (R, EWIFRARE T ESP32 , SMEDTHIYEHER.)

4.11.2 Ar Wi-Fi BiX, F 3 ¥ & Modem-sleep Biz,

1.

& E Wi-Fi 24 station #i5{,

’AT+CWMODE:1

M .
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Digit Multimeter
DC Power supply

@ ESPRESSIF

P 22: ESP32 Fifi 144

OK

2. TERBK A
o

AT+CWJAP="espressif","1234567890"

M B«

WIFI CONNECTED
WIFI GOT IP

OK

i
{5 A SSID T TTAERR Lk & A R I . 300 ) 560 B e 2309 SSID AN
3. BB HKIREA A Modem-sleep i3t .

AT+SLEEP=1

M .

OK

/i
o RF FHR4 AP () DTIM 5@ 0 (% #8— % E DTIM 4 1),

Espressif Systems 318 Release v2.3.0.0-esp32c3-965-gb2{842c6f6
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 4. AT #y2 R

4.11.3 {r Wi-Fi B, F % Fi b Light-sleep i

1. &5 Wi-Fi 4 station fx,
i

’AT+CWMODE:1

M .

’OK

2. mEREH Ay, BEMITERE N 3.

ELs

’AT+CWJAP="espressif","1234567890",,,,3

N . :

WIFI CONNECTED
WIFI GOT IP

OK

K
o fki A1 SSID FIEFRS AT BEER i iy AR IR o 3 68 R % b 5 ) SSID FEFRS
3. BERHRFAN Light-sleep #.

s

’AT+SLEEP=2

N . :

’OK

e
« CPU ¥& HBhKIE, RF MISHRIEAT+CWIAP 3% B A W T 8] B 2 39 55 P

4.11.4 A7) RRE T ¥ Modem-sleep BixX
L. WAL € R T I 553

XY

’AT+BLEINIT=2 ‘

i B -

[ox |

ORISR BT R 1 s,
S

’AT+BLEADVPARAM=1600,1600,0,0,7,0,0,"OO:OO:OO:OO:OO:OO" ‘

N . :

Lox |

L. JHHR) 4%

oS
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’AT+BLEADVSTART ‘

i B <

Lox |

1. 22 Wi-Fi,
oS

’AT+CWMODE:O

g Jo

[ox |

L. BEERRELC Modem-sleep Fx{.
iy

’AT+SLEEP=1

Mg |3

[ox |

4115 AEdoF A T XA Modem-sleep x5\

L. BT 1T R
RS

’AT+BLEINIT:2 ‘

Wi K7 -

[ox |

L FFEEF #.
L

=

’AT+BLEADVSTART ‘

Mg 3«

[ox |

L. SEFFIESE.
RSN, W AT FF 2 fen:

+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM: 0, 0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK

AR
o TERXARBIT, R Pt ikl 47:3f:86:dc:ed:7d.
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o % F 42 /5 {5 & (+BLECONN and +BLECONNPARAM) , i % # AT+BLECONN
FIAT+BLECONNPARAM #BUE£(5H..

L SR RS BB AR s,
iy

’AT+BLECONNPARAM=O,800,800,0,500 ‘

i B <

[ox |

WERIEESHCEH S, W AT 4R

’+BLECONNPARAM:O,800,800,800,0,500 ‘

EHT:
o XfTHR{EE (+BLECONNPARAM), i§%:% AT+BLECONNPARAM FREUH 215 5.
1. 25 Wi-Fi.
fir

’ AT+CWMODE=0 ‘

W i

Lox |

1. BEEMRHRAR A Modem-sleep 515,
e

’AT-!—SLEEP:l ‘

i R«

[ox |

4.11.6 AEdEZF) BR& T ¥ B Light-sleep i\
L. BHG AR A W  FRSS S o

oS

’AT+BLEINIT=2 ‘

i . <

[ox |

LRSS ES. R AT R s,
s

’AT+BLEADVPARAM:1600,1600,0,0,7,0,0,"OO:OO:OO:OO:OO:OO" ‘

M .

Lox |

L JFe 4%
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e

’ AT+BLEADVSTART ‘

iy K«

]oz< ‘

1. Z5F Wi-Fi,

’AT+CWMODE:O ‘

i B <

[ox |

L. BERLARIRAER W Light-slecp st

’Z—\T+SLEEP:2 ‘

Mg B -

[ox |

4.11.7 AEd PR P ¥k Light-sleep BiX

L B A A 0 o e 2 TR 55 S o

’AT+BLEINIT=2 ‘

i B -

[ox |

L JHiR) 4%
i

’ AT+BLEADVSTART ‘

g Jo

B |

L SFfpiEs.
WEREERGHESL ), W AT ff &3

+BLECONN:0,"47:3f:86:dc:ed:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM: 0, 0,0, 24,0, 500

OK

PR :
o FERXARBIF, WA Pl A 47:3f:86:dcied:7d
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o % F 42 /5 {5 & (+BLECONN and +BLECONNPARAM) , i % # AT+BLECONN
MIAT+BLECONNPARAM $REUE £Z{5 ..

L SR RS BB AR s,
iy

’AT+BLECONNPARAM:O,800,800,0,500 ‘

M .

[ox |

WRERSEE ), W AT 258K

’+BLECONNPARAM:O,800,800,800,0,500 ‘

AR
o XTT4ER{EE (+BLECONNPARAM), £ AT+BLECONNPARAM #HHUHE 215 B, .
1. Z%H] Wi-Fi,
XS

’AT+CWMODE=O ‘

i R«

[ox |

1. BRI Light-sleep Hist.
o

’AT+SLEEP=2 ‘

iy B«

[ox |

4.11.8 ¥t 4 Deep-sleep Bisk,

1. WEARIRAER A Deep-sleep #2 . & '&: deep-sleep IR} [E] 24 3600000 ms,

’ AT+GSLP=3600000

i B -

’OK

R
o BOEMIAIENG, B Shmeie, Vo IR MERRML AT, SRS N AR -
* T Deep-sleep HixX, ME—F{MeE 7 2 E L -

4.12 AT i34

AR EENZIPAT LA ESP-AT SCRFIECM 72
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e BluFi Bt

o SmartConfig B

« SoftAP &R (WEB &R )

o WPS ELIX

e HEYEWS e 2 dst
B A BluFi g SmartConfig # | SoftAP g K WPS i
*

BRI SR O O (%:z1)
A8 BLE [x] [x] [x]
e T T SN T L (%32 2) (]
APP
B R fi] B fii] E ok Kok
TR AL Eiea &g HagE 45

o FYE 1 AR AT [ fFH S0RF SoftAP |, 1555 Web R 5535 AT %>,

o £yt 2: i f] SmartConfig H11¥) AirKiss ZEZU D W i35 K E 615 APP, & 4hFH P rT BE TG 368 A 1A

APP,

4.12.1 BluFi fidy

BluFi j2— 3R W il i) Wi-Fi MZABCEIIRE, 2 (5 EiH2% BluFi 3R,

1. FEFA L2 EspBluFi i LT .
* Android: %2 HLyf EspBluFi & (722 slimiifs)
* i0S: i0S i EspBluFi F#k (iOS ifEg)

2. ESP32 i £5ix ¥ BluFi £ K.

’AT+BLUFINAME="blufi_teSt"

Mg |3«

[ox

3. JFJ3 BluFi.

’AT+BLUFI:1

i R«

[ox

4. FHLAJE BluFi JEEIF TN .

4.1 BluFi j&#2

FHFTIF RGN GPS (i HfE, JFi3h EspBluFi i HAES? , #0F| 4 blufi_test [
Wt AR IR, PR E RV TR . BN, ESP A un T EIZE{BI T +BLUF ICONN
A H R, WOTIRR P DU 2 2R RIPA R (5 S, W] BluFi 48 Es ST .

Connected <mac>

Discover service and characteristics success
Set notification enable complete

Set mtu complete, mtu=...

4.2 BluFi fit %
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PR SEUS , 7E EspBIuFi W R 7 ity B W, DURPRF kA% 2 B0 & Um . 7R T
Thi i A Wi-Fi (19 SSID MR, FF iy # R ST ARRCI o R5F R %), TR Fr BT 2
BRZERPATE R

Post configure params complete

Receive device status response:
OpMode: Station

Station connect Wi-Fi now

Station connect Wi-Fi bssid: <mac>
Station connect Wi-Fi ssid: <ssid>

4.3 LN
RS %], ESP e i i AR Hilse 20k, ESP & RYEL M 2 iEh 58 .

WIFI CONNECTED
WIFI GOT IP

5. (WTHeAPRR) ESP32 $it ik BluFi JI 7 A & SCE

S

’AT+BLUFISEND=4

i B -

>

A 4TRSS, Bl AR test, ZJF AT FF&mH AT R

’OK

I FAUR AR s s T 2R A T AR R :

Receive custom data:
test

6. ESP32 i% £ 4] BluFi.

AT+BLUFI=0

i B«

+BLUFIDISCONN

OK

SR FAUR AR e i s T 2R APA T AR R :

Disconnect <mac>, status=19

4.12.2 SmartConfig i

AT SmartConfig il A PUFh2E7 | 435172 ESP-TOUCH. AirKiss., ESP-TOUCH+AirKiss #1 ESP-TOUCH v2,
PATF 42 AirKiss #11 ESP-TOUCH v2 258U i T 9 s3]

ESP-TOUCH v2 [t % 7733l

1. FEF-Hlim4$s EspTouch i F#2)T .
* Android: “Zgili EspTouch 3% (Z¢siif v F AR 5 VR A )
* i0S: iOS 3 EspTouch "%k (i0S ¥ v H &7 5 A )
2. PEE ESP %%} Station 5zt
e
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’AT+CWMODE=1
i B«
[ox |

3. ESP32 i%£57T)2 SmartConfig.

CEs

’AT+CWSTARTSMART:4,0,"1234567890123456" ‘

i . <

= +
4. FEFHURAEATALM o
IO TSR STIF T LAY Wi-Fi, MR FRRIM S (10 SSID: test, BiT: 1234567890),

JE 3l EspTouch [V JIREF, midi EspTouch V2 #i4Hl. TEBKEEHY VORI i A BT iEse Wi-Fi (09,
P AL A BB DA S AES 540, J01°F B -

Wi-Fi S A : 1234567890
FEREM A KEHE: 1
AES % 4f: 1234567890123456

5. 1 ESP B st A E M i -
LI ESP 4 2 i tH 2R UL H R :

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

Ft, ESP 34 By M B 52 il
6. ESP32 1% £515 11+ SmartConfig.
e

’AT+CWSTOPSMART ‘
Mg [«

[ox |

AirKiss Jic 753

L THFILE, BRI REFEERH AR5,
2. ' ESP %454 Station #5ix,
e

’ AT+CWMODE=1 ‘

g

E |
3. ESP32 %4472 SmartConfig.

e

’AT+CWSTARTSMART=2 ‘

W
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OK

4. FEFHUmHEFTHC R o

T2 B () Wi-Fi (51 SSID: test, ZEfiL: 1234567890) , SR

TIPS, A “IREE

SERHE A, AT RV, $8) Airkiss BAFHEAL ZEBLEE R T A Wi-Fi 50

1234567890, FHSFAZI, ?Mﬁﬁhiﬁ%UHu BERT ...

LRt ESP u% e THES VSN EYSE

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

F, ESP AR HC M 2l 58 i
5. ESP32 %4515 11+ SmartConfig.

’AT+CWSTOPSMART

M. :

’OK

4.12.3 SoftAP Pt

AT SoftAP [i M gAT2 WEB LM . 7 <1HE4IME E, 155 W Web Server AT 7= 1) .

4124 WPS i

1. HER—A 3R WPS [ 1% th s (15140 Wi-Fi SSID: test)
2. PEHE ESP %%} Station iz,
i

’AT+CWMODE=1

i . <

’OK

3. ESP32 i&#FF )5 WPS M,
i

’AT+WPS=1

Nl B«

’OK

BE AR S G P, JT /R WPS Zhisg, 55 %1, ESP it
M E M .

SETH TN E R, B

WIFI CONNECTED
WIFI GOT IP

4. #5if) BSP32 1% £ 1E#: 1) Wi-Fi {5 &L,
T

AT+CWJAP?

Mg [«
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+CWJAP:"test", ......
OK

5. ESP32 i&%% 514 WPS Bt .

’ AT+WPS=0

M B -

’OK
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Chapter 5

ESP-AT iR AR 4

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

<major>.<minor>.<patch>.<custom>

Hrpe

y <majc;2>§ﬁ~7£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA
5, ARSI

<major>.<minor>.0.0

Hora:

o <major> K FEMA. Bl release/v4.0.0.0 RFFHERER, WHAAIES AR L.
e, A EE R .

o <minor> KRB A, Bl release/v3.3.0.0 fCEERIER, W AHE 4. ESP-IDF
AT FEEER .

WHETGOUR, fFAfMN) AT BT L4402 By 2 s, EEA ERNE)E, &k AT B
[F)25 k74352 3] GitHub,

o SHIRFPETT AE # & E master 432 T, ANEEIFRIEAM S b

o MBS T 2 7E master 43 3¢ EdFAT, QARMEUVE, SR LKL L.

54 SRV

ESP-AT [R5/ B AR ERUAHA R S I . SRR, IRAS I TR, R TR
{ft 34, 1 ESP-AT 23T ESP-IDF JF& MM H , [Ht ESP-AT 13 01 L i2 32T ESP-IDF ff) 345
SRR 47T ESP-AT 45 HUAf BT

AT [RA& (%%Bt | B E4& A | IDF RRAE IDF Z#5HARR &L E | AT #rhRANE Rt
ig]) )al X
v4.0.0.0 ESP32-C6 v5.1.2 2025.12.30 2025.7.30
(2023.12.29) 2025.9.30
v3.4.0.0 (2024.6.7) . ESP1 v5.0.6 2025.5.29 ;(O);;tézz.?

« ESP32-S2 -
v3.3.0.0 (2024.5.9) . ESP12C2 v5.0.6 2025.5.29 ;852522.59

+ ESP32-C3 -
v3.2.1.0 ESP32 ~v5.0.3 (24b9d38) | 2025.5.29 ESP32 C© % i %
(2024.11.4) IR A v3.4.0.0

ESP-AT £ % A A S Hr WIBR I F

o THERIBR IR 510
WE MM AT KGR B AT BEEIFR, BRI ZOR T4 AT ANk, F—
A~ AT WA & AR )8 H AR 200 A R R 4, s %t i ESP-IDF % %4
B 25 mI LA H (AT RAGULIA 7 N4zt B 4 A ESP-IDF JiiAs )

o THERIBR 1Y
W NMRSS WG, 2%t 5 Xt ESP-IDF 2 HRUI R 4558 (AT LAt fA
S0 Bt B g ESP-IDF 4% ) . %4, ESP-IDF v5.0 [t 32 £ fR %] 2025 455 H 29 H ,
k4 ESP-AT v3.0 ~ v3.3 By 4EdP IR tha) 2025 4E 5 H 29 H.,

i

o —H AT EAGHRICAS, WIHBCASH) SRR ARSI 450, R A SRR BR A 4E 930
B4, AT %7 T v3.3.0.0 B A (4% ESP32-C2 il ESP32-C3 it B) , #k4 ESP32-C3 [{)
v3.2.0.0 FRAS I ST R BR A IR 45 14 o, 0B A S BR A 4330 ;. ESP32-C2 1) v3.1.0.0 i
ASH SR IR 45 S5 ok, A SRR IR A 443
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Service period (Recommanded for new designs)
Maintenance period

VAD.0.0 veoerssionssseenssonston 30 g 2023 . 30Dec2025 -

; | ; ; | | | ] 1 | ‘
% v3.4.0.0 _,..d ........... 77 Ji'ln 2024 : ' 29 M&ly 2025,,d

m H H H ! N H H H

< i ; i | i ; ; : | i i
Bl V3.3.0.0 reeereseseimersesmsnn s s 9May;2024 29 May 2025.,.

w ' H ' | ! ! 4 3 : H :

m H H H H H H :
v3.2.1.0 4 Nov 20524 29 mf[ay 2025

; : ; ; : T T ; ; : ;

g N s N3 > N3 N N N o S°

N o N LN RPN ¢ SN NP
W 0 W R W e W W W O W

& 1: ESP-AT Jii A 37 4R

* WA GitHub K5, 11§97 M AT R A A7, GitHub S SAEFAS S AT R I E AN G 24 BT 6
¥ AT 1A Bugfix fiA BARI, 35U TT2% 5512 Bugfix BUARHRLL .

o TR G R CAME ISR e R, AU T FTRAS R L .

o TESCRAHIR N ERE ESP-AT W BARFEZEAE GitHub /%A 7 2 B AT % bug 85 . ZAaBR %,
AR 2 U A AR Y Bugfix A

5.5 #ANni AT Bl fFRRoAs

T KIEAT+GMR fir &% AT BEPHRAMER, SHAT+GMR iy THISHILMA TIRE 258

5.6 TP AT AR A

D B F 8y GitHub WK%
DORAFE Ay i o
LR R A LR

Rt
N S

IR

5.6.1 45— BN GitHub iKY

TEITIRZ AT, T8 Eor A GitHub K5, BRI B Ao A 5 25 SRR -

5.6.2 b dEPEE Rl
iR ESP-AT /2, il A FAM watch, Fddi Custom.

5.6.3 =3B il %A i

7k Releases I 5 Apply.
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= O espressif / esp-at Q +

<> Code () Issues (98 i Pullrequests 12 ) Di 5 (® Actions 3 Projects

@ esp-at Public Edit Pins Vatch 50 = % Fork 684
Notifications

¥ master - ¥ Goto® -+ Participating and @mentions

Only receive notifications from this repositon

when participating or @mentioned 1 for ESP32/ESH
@ xcguang Merge branch ‘bugfix/. IIESP32-
All Activity
) Maotified of all notificatior
B .github "
Ignore

B .gitlab/ci Never be notifi

B bootloader_compaon... chore: Updatec Custom

components
docs
examples

ETN
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O espressif

<> Code (%) Issues (98 i Pull requests L)) Dis 5 Actions [ Projects

&) esp-at Puoic Edit Pins ~

¥ master ~ P Gotfo-

1for ESP32/ESP
@ xcguang Merge branch ‘bugfid. SSLe:! 3/ESP32-

Pull requests

B .github
9 Releases

B gitlablci docs: A C Discussions
Security alerts
B bootloader_compon...
components
docs

examples

main

P 30 sE A AR (iR )
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XFEFLTE T AT AT RARHRAE . A0 AT SR KA, @2 1E] GitHub FIE ] .
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Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ASCREEEAN A T WA AR M2 %k ESP-AT AR, FH-ReAE mind [ -besk 8] ESP32 ¥4 . 4B B 7 &
ﬂ:’zl# TCIEWG TR, IR EXAT s 05 R. KA E TR S AR %, ISR
% ESP-AT T2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

6.1.1 PEANBER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

6.1.2 5—3L: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

AR ESP-IDF v5.4 Ui A 1 130RS 1039 S, 56 hello_world TRHRLE. HiiRbAK FAEME
ESP32 FF 450K

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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6.1.3 5 2b: 3KHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
T ESP32 RAALAH , DA B iz4T ESP-IDF 5.4 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
HIBIABRAE N Suserprofiles\esp. A DAKF ESP-AT 2R AL E AR T, (HIFHEEAE MM iy
AT B . R, BSP-AT ASCRFl A 2 I AR .

6.1.4 52 RAEIRBE

BATUH TR install R, M2 % TR K B 32 R KM Python £, ESP-IDF 63 J% DA K
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

URR A — LRI, 08 ESP32 S A e DA Bl Bk i

o $E¥t Platform name, fi{l ESP32 2 %1% £ ¥ #¢ PLATFORM_ESP32, Platform
name [ factory_param_data.csv i % .

o P& Module name, fii ESP32-WROOM-32D #i£H#4% WROOM-32, Module name
iy factory_param_data.csv 7E X

o TEHEFEE L silence mode 2 Hif, THSCHIEECAS, T f# silence mode. — % IFH L T iF
M.

* Wi build/module_info.json PHAFFE, FIR=ARCEEILFA LI, Hit, 4
RAEHE R SR R, R S

PARE Platform name 4 ESP32, Module name & WROOM-32, 2 silence mode
Bi:

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Chgkze)
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Ready to install ESP-AT prerequisites..
(more lines of install ESP-IDF prerequisites)

Platform name:
PLATFORM_ESP32
PLATFORM_ESP32C3
PLATFORM_ESP32C2
PLATFORM_ESP32C6

. PLATFORM_ESP32S2
choose (range[1,5]):1

g w N

Module name:

1. WROOM-32 (Firmware description: TX:17 RX:16)

2. WROVER-32 (Firmware description: need PSRAM, TX:22 RX:19)

3. PICO-D4 (Firmware description: TX:22 RX:19)

4. SOLO-1 (Firmware description: not recommended for new design, TX:17.
—RX:16)

5. MINI-1 (Firmware description: TX:17 RX:16, ESP32-U4WDH chip inside)
6. ESP32-SDIO (Firmware description: communicate with MCU wvia SDIO)

7. ESP32-D2WD (Firmware description: 2MB flash, No OTA)

choose (range[1,7]):1

Enable silence mode to remove some logs and reduce the firmware size?
0. No
1. Yes
choose (range([0,1]) :1
Platform name:ESP32 Module name:WROOM-32 Silence:1l
Cloning into 'esp-idf'...
(more lines of clone esp-idf)
Ready to set up ESP-IDF tools..
(more lines of set up ESP-IDF tools)

All done! You can now run:

./build.py build

6.1.5 BPUb: EERA

i /i USB ZeRF45hY ESP32 #4513 %) PC I, PUREEFE H HAG, HERE Wi, dE, ik
BAE PRI R TP AR K% AT fr SN AT Wi, MIRGEEHS “AT (A" %8, T 3R
LIRS B S % Lo Tk B AT 3% 0 5.

6.1.6 SNk MCE TR

1T H TH menuconfig RELE .
e Linux B{ macOS

’./build.py menuconfig

¢ Windows

’python build.py menuconfig

UK PA A 2 BRI, ) x93 T T S B
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Espressif IoT Development Framework Configuration

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->

Bootloader config --->

Security features --->

|

pPartition Table --->

optimization level (Debug) --->

Component config --->

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

SR BART DA R L B A TR, Qs AT s I, B S ML D g
S BEA O B 1 TR

/\;

6.1.7 EN gk TR

BITPA R A2 gmit LAE .
e Linux 8{ macOS

S, WRABURECE,

2k

’./build.py build

¢ Windows

’python build.py build

W B TR, BRSSO EAA T AL ota 43 XA KN,
i SE G &7 build/ factory BAAE A ST WG == EE. BH24E R

6.1.8 S5Lib: Rk SIes

IBATPA T A2 Ri Az U [l R 5k 31 ESP32 4% |
e Linux B{ macOS

1% WLESP-AT & # £ 5%

’./build.py -p (PORT) flash

¢ Windows

’python build.py -p (PORT) flash

HE I H ESP32 #4510 H & FREf . (PORT)
it (PORT) .
11 5 ESP-AT bin A fig

erase_flash JREEEEA flash, IRIGE LT AT [FH{.

6.1.9 build.py 3

build.py HIARZET idf.py #3 TH
BRI DABITA PSR L HTE.

=3, 7 HITENH “ota data partition invalid” | %1z 4T

o BE R RPN F A B R E] flash o ADARTHREER

python build.py

(B idf.py <cmd> IREHHLEFE build.py <cmd> H) |

338
Submit Document Feedback

Espressif Systems

Release v2.3.0.0-esp32c3-965-gb2842c6f6


https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.4/esp32/api-guides/build-system.html#idf-py
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 6. WA ZiFHIF & H O AT TR

* Linux B{ macOS

’./build.py -~help

¢ Windows

’ python build.py —-help

6.2 M4k ESP-AT T f¢

AN 41 Tﬁnﬁn_l_ T BSP-AT TR, MERARE 5 4% A7 09 B0 Ty Rk, s
BT 5} WebSocket 7y it I 9 AImDNS e, AT Eid1%% ESP-AT 142, i & HEfE 1A m@%gm)@ﬁ%
ESP-AT T.42 , (RS A HIE S RSB TR, DU S AR SORY, 3liad 9 T 4% ESP-AT TF¢.

TERE: PIGEGRIRI AT WE, 3 SRR B ™ b B4 T DRSS IR S fiE .
PR ATLE PRSI R B 8RRz, 1T S n] e A i

6.2.1 PEANDER

TEHPE R RGN, 52 ESP-AT T 2Ry Fork, FRIEAIE . CRBEH L SIFE.
%—F: BFMEY GitHub &%

o % =3 Fork ESP-AT 142

o % =% JF & GitHub Actions 4%

o Fv9: WLE 4iF ESP-AT TAZFFE 0% éﬂ

o %A LA github.dev %% 345 P Fo % 3R A
o %< GitHub Actions %435 AT B 1

6.2.2 B2 BB GitHub k'S

FEITFIRZ W, 55 BRI GitHub IS, PRSI 258 (75 28 AR

6.2.3 45 %: Fork ESP-AT T /%

Vil ESP-AT 0%, midi WA B Fork,

il Create fork EilFES] H O GitHub K5 T . BRIARY Fork {U#% DI master 7337 . QIR GFE B
?Tﬁfﬁlﬁ"]ﬁjﬂ%ﬂlﬁﬁ& iﬁmfﬁ@iﬁ Copy the master branch only,

6.2.4 5-—=2F: JFE3 GitHub Actions Jjfig

Ed O T Actions #E A GitHub Actions T [

i I understand my workflows, go ahead and enable them & GitHub Actions,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - C ) % Fork

i1 Pull requ ) ssions Actions [ Proj ) Security

Create a new fork

Oowner Repository name

Q UStCCw ~ lI,I’ t

By default, forks are named the same as their upstream rep fou can customize the name to distinguish it
further.

Description (

AT ap on for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / Public $2 Pin @Watch 0 ~ {y Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master. il Contribute

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

% ustccw /esp-at | Pubic {x Pin | @Watch 0 ~

forked from espressif/esp-at

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

K 5: j5 /) GitHub Actions
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Actions Enabled.

“ode [ Pull requests

Actions ork All workflows

I All workflows
0 workflow runs

Build ESP-AT Project

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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J& i GitHub Actions 52 Ji{ .

6.2.5 EPUL: MCE Gk ESP-AT TR %Y

ﬁﬂ;’ﬁ,u\ﬁ Espressif OTA server {4 /41 OTA token, I H.FFZ# JJAT+CIUPDATE 14 F14% AT [E4:, R
LA ESEMAETR . A, @D@dﬁrfﬁ CONFIG_ AT OTA_SUPPORT (f XHEZIFAMEE., WHSHF L
¥ Ak github.dev 448 45 FedR KAL) BiE BT A TR .

MG Settings HEABE T .

im| M wiki @

¥ master ~ Go to file Add file = <> Code ~

ication for ESP32 ESP-IDF
This branch is up to date with es sp-at:master. 11 Contribute 3 Sync fo & ; ESP-IDF & ESPB266
 RTOS_SDK

xcguang Me anch 'b «_cause_to_crash’ int

wb/workflows

components

) Releases
main
> 24 tags

module_config

tools

K 7: ik Settings

Hiii Settings -> Secrets and variables ->Actions #EA Action it & T .

il New repository secret #E ASHHAIETIH.

i A\ Name I Secrets, i Add secret GE—NHHYEH . HAREYIHIZ OTA token,
e S C B ] B AR AN T

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

el 9: 4 BH T
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<> Code [ Pullrequests (® Actions [ Projects [0 wiki ) Security |~ Insights @ Settings

Actions secrets / New secret

Name *
AT_OTA_TOKEN_W
Secret *

<the OTA tokens from https:/fiot.e

Add secret

K 10: G %4
R FEE LA S HE AT BT, EEE DA, ORISR, g 2580 85 v
TUE R .

6.2.6 512k {4l github.dev gk 25 2RI LY
SR WA PAS % github.dev B 7 SCEY, N HERGITEE.

5.1 ¥TJF github.dev 445353

O 0T, PR BB 2 SEAA PR

AL EALS ., BT github.dev ZifR AR TIT 70 SO AU

5.2 QB 5y 3¢

TEG A RS, FRAPIRASII I 7 SO PR, TE TSR, BB 2 4 20 Sl A BT 7 SR A4 TR
WIEEE Al EF 2 X

B Switch to Branch, )2,

o SN HESE
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Security
@) Code security and analysis Repository secrets
&2 Deploy keys
Socrets and variablas & AT _OTA TOKEN ESP32C3 MINI
Actions
AT_OTA_TOKEN_ESP32_MINI_1

Codespaces

Dependabot
AT_OTA_TOKEN_ESP32_PICO_D4

Integrations
88 GitHub apps AT_OTA_TOKEN ESP32 S0LO 1
9 Email notifications
AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

K11 B e

< Pin G Watch 0 - ¥y Star 0

forked from espressif/esp-at

¢> Code I Pullrequests () Actions [ Projects [0 Wiki () Security |~ Insights 8 Settings

| # master ~ | Go to file Add file = <> Code~ | About ]

Switch branchesltags AT application for ESP32 ESP-IDF
master. 1 Contribute ~» Sync fork & ESP32C3 ESP-IDF & ESPB266
[ ESP8266_RTOS_SDK

Branches 1S se_to_crash’ int
~/ master
release/vl.1.0.0
release/v1.2.0.0
release/v2.0.0.0_esp32
release/v2.0.0.0_esp8266

Releases
release/v2.1.0.0_esp32s2

release/v2.1.0.0_esp32 > 24 tags
release/v2.1.0.0_esp8266

release/v2.2.0.0_esp32c3

release/v2.2.0.0_esp32 Packages

N all branches
[M CMakeLists.ixt

12: Y957
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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-at/tree/master

produck/v

~+ Create new branch...
- Cn ew branch fr

1° master (default) -

shift + P

p

shift + F

OUTLINE
TIMELINE

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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C Y & qithubdev/u lesp-at/tree/product/v1.0.0

EXPLORER
ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.yml
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

C Y @ github.dev/us

0L

SOURCE CONTROL

\FI6_AT_ENABLE=y
(= |~ INFIG_AT_BASE_ON_UART=y

Chang 1
onfig.defaults S I S

IG
IG
IG
CONFIG

ERE relling
CONFIG WL SECTOR SIZE 512=y

Pl 17: 34111 WebSocket fir4 345, 45 mDNS IjE (MHiicK)

eGSR, By R EIE. RSO ARS + E k.

C ) & githubdev/ustccw

SOURCE CONTROL

\ ENABLE=y
Commit & Push \ AT BASE ON UART=y
MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=Y
WS COMMAND SUPPORT:

Chang

COMMAND SUPPORT=n
PROCESS TASK . SIZE=614¢4
0 SERVER IP="1iot.es
OTA SERVER_PORT=8

SOCKET MA
SP_AT FW_VERSI

# Wear relling
CONFIG ) CTOR_SIZE 512=y

B 18: e (disoR)

MATERE R, HREITMA . S Commit & Push #2752,

ik RS F s A H AT [E{4Rsilence mode, 52:7% 4ot g J 242 A silence mode Y
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G_AT_ENABLE=y
AT BASE ON UART=y
AT_MQTT_COMMAND SUPPORT=y

]
]

A T |
CONFIG ESP AT FW VER

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

6.2.7 5,5 GitHub Actions 2% AT [l

IR BRI 2 J5E, 2 B3k GitHub Actions 4251 ESP-AT [, 15 2% 4o T AN GitHub F 23 #7
Gt R A AT EVHF SCRY, NEEITRR Y AT B¢ (R SO ELM P AR T H QRS T 1Y esp-at
B FEIEATHY, WiAE https://github.com/espressif/esp-at 3 )

6.3 Il e AT % 11551

ASCRYA R T A& o ESP32 G B (4 AT port %5 . BRAATENL T, ESP-AT {ifi 4> UART #3114
Sy AT S — AT HER QAR HER D), 5T R AT @Ry (DL
it ) o
WAREC LA ESP32 AT [, HHAFEB U um V-, WEEEapy T2 BSEM, HER
LA BB . 75 T A5 0 ESP32 401 AT i VS I, A58 i R T AP 0K

* L% ESP-AT 142,

* ¥ menuconfig fitl & T H. 5, factory_param_data.csv FH FF A& O 4 1 .

. HiF AL,

o JEFTEY bin THBER LS.

AR S/ B SO I, S B TR B IR TR

ik A EE DN AT o8 117527 (1] AT SPL# 11, AT through SPT Al fii ] AT E47H10 «

6.3.1 ESP32 F%%I

ESP32 AT &1 H i H A <3 A BT DA B E SON R, 825 (ESP32 RS H T #
BAIEHRE M

B2 2 3 11 55 D

BOAREOUT , AREEFLAIER) ESP32 AT [ DA UARTO 45 fifidar i H &
« TX: GPIOI1
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« RX: GPIO3
FE4i 1% ESP-AT "LARR}, m]ff] menuconfig i TR HAE U8 e :

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output > Custom UART

e ./build.py menuconfig —> Component config-—>ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig —> Component config->ESP System Settings —> UART RX
on GPIO#

B Ay 4 i 1145 RN
BIATEOLT, UARTL T %35 AT fn 2 F14E20 AT iRy, HAS I 2 AE factory_param_data.csv FA% 1)

uart_port, uart_tx_pin., uart_rx_pin, uart_cts_pin £ uart_rts_pin %],
#m] DA B 3EAE factory_param_data.csv % H 8 iU 020 B -

o FTIEAHAY factory_param_data.csv.
o RENBHTERTT.
o MR ERE vart_port (WIRAH AT HE D REHE AT ;4 10, WFEEBE ST, R
WE R uart_tx_pin fll uart_rx_pin fil AT HE&EDWER-—F).
o IRPEFEINE vart_tx_pin fll vart_rx_pin (EFEIERFEEUWER, KgHE6
M, fudE AT H/u\DE’J”@W)

o POREBHE N EIIEE, ¥ vart_cts_pin fluart_rts_piniXERH -1,
o DRAFFRAE .

6.4 .j.\}][lﬁﬂi_x AT np '

ASCREAER T A Es I B € L AT 134, PA at_custom_cmd “ffil, REREEA LRI R HIA .
HiE HEARR . TIRERFNMmS, 5N TNEHK.

s H—: %SLAT"P'\'

-%;&:wmmﬁmﬁ

o Fvg 3 hokkiEik M

s BAW: REAHNIETE

o BxY wmiF AT B
EHSER BN IR G, HiE AT AT+TEST 4 3R BGE T4 R o
H & AR R A4, SHZRBIUT :

o T LAWK 8

. zf—\ﬂiup f\*é(

® /él “I’ < f‘*’i

o [AERG a9 IMAT

o I\ AT 4455 2 38 B N B9 33k

AT iy -SRI ATTIR, DA FESCHE ENEEL, B MR it A & S AT a4 1 5tk .
6.4.1 HE X AT 4

% ELAT @k

A AE at_custom_cmd.c 1 at_custom_cmd.h S04 HE X AT 54, HAJHE examples/at_custom_cmd/custom
F1 examples/at_custom_cmd/include H 3% 62 #1115 jCﬁ:ﬂbijﬁ:fEX AT 4,

Espressif Systems 354 Release v2.3.0.0-esp32¢3-965-gb2f842c6f6
Submit Document Feedback


https://github.com/espressif/esp-at/blob/b2f842c6/components/customized_partitions/raw_data/factory_param/factory_param_data.csv
https://github.com/espressif/esp-at/tree/master/examples/at_custom_cmd
https://github.com/espressif/esp-at/tree/b2f842c6/components/at/lib
https://github.com/espressif/esp-at/blob/master/examples/at_custom_cmd/custom/at_custom_cmd.c
https://github.com/espressif/esp-at/blob/master/examples/at_custom_cmd/include/at_custom_cmd.h
https://github.com/espressif/esp-at/tree/master/examples/at_custom_cmd/custom/
https://github.com/espressif/esp-at/blob/master/examples/at_custom_cmd/include/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 6. WA ZiFHIF & H O AT TR

TEH 2 AT iy 2 1, WSEHiE AT a2 ARHIZ2E2.

A BRI«
o G NLA + FFS IRk
o TFFF (A~2, a~z). BUF(0~9) RHESERF (1, 5. -, . v ), TEIETE WLAT o 42
%,
AR
R4 AT iy 2 T DAA AL s, i, REGIAMITmS, E2EES AT ¢4

WIe, XN TEBI 4. BRI AT+TEST CREFTA MIPURPZEA, "2 E X AT fiy 124 BRI 52
FRRYIEA, PASSE SCRERRZE U 75 B AU «

s B/, Hesp_at_ cmd struct EEEXAT/E/\E’J%ﬂﬂIFE SRR RAL, TN R FIE E
N T#FR A +TEST S (F#T O AT) R UM m4.

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .
—~at_exe_cmd_test},
/**
* @brief A NERLE X B T AT @4
*/

bi

frik: WSS A, LR NULL.,
© Wi

static uint8_t at_test_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "test command: <AT%s=?> is executed\r\
—n", cmd_name) ;

esp_at_port_w