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Chapter 1

AlH5M

Zli}iéﬁﬁéﬂiﬂéﬁ ESP-AT @At 4. HORBEARL, WUAERAECE . DASAN R N EAGe s AT [, iDL REY
A

1.1 ESP-AT i1l2

ESP-AT 2 SR JT & (1 ] B2 T8 MR Y T F, SAERARE I ROl PR ™ i i
ESP-AT fig 4>, AIDAPREMATCL LS . =6 S 7 DA S AR h S D e, FIEAYE
ToL M IRSE BT Y B

ESP-AT ;& £t - ESP-IDF SEHL R4 T2, B fif ESP32-C2 BIHfE M MAL, MCU fERFHL. MCU K%k
AT fip 425 ESP32-C2 B2, {51l ESP32-C2 B PiAT AN M ng#eAE, FfH2ll ESP32-C2 A2H % [B] () AT 1
N . BSP-AT 244 7 K EINFEARFEIN AT 4, 1 Wi-Fi fiy4-. TCP/IP 54, Bluetooth LE fjr4~. Bluetooth

fird . MQTT 434, HTTP i34 . Ethernet fijy4-45,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<:> BT (ESP32)

& 1: ESP-AT %

AT @4 DL “AT” FFlf, 103 Atention, DAHTIY—F7 (CR LE) HE5R. i AMIA4 fr &HB 2RI OK o
ERROR WIIY, Fo7R 4l fh S IMRAAFTAR . TERE, FA AT @ A1 R E 9T, I AT — 4
s I, FERR AT @A BT, AR L& SPIT5EEIR, FEEF A6d. IR E Sk
PUTsete, SRR T B4, MRE ousy p. .. #UK. TEA % AT ARG ETS AT &4 4.
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BOABCE T, MCU it UART 74 % ESP32-C2 BiZH . ik AT A% DASAZIL AT ma iy, Hjg, &l
PARRSESE bR (8 RS DG ofe iy, i L sd &8 0, 9140 SDIO.

FIRE, i DAET ESP-AT T, AATIFAEZM AT 6, ASKBHE 21 h6E.

1.2 fiARER!

SRS BN Z AR AOE R IR B RE (™ it . AT BRPFD7 5. AR H RII A e 4

R WEREHAE R R . AT B R s, SRR REERT 5 B0 $ORSF.

1.2.1 PRy

TETFAA T ESP-AT Z A, fF5 B — 3 A 1E 0 RO A BN A i, S8R i K BE To 422
BE. BEPFRRALRE AR, WRHIEZTTHEER, W, Yke. A, ROFSE. PSR E
PN B R A

o AT T T RARE BT RN R AR 2R d B R X

o PORBUME A W LATE B8 T R0 e AR BT SO RO RE AR RE )

o BECFRERLAT RS AT DARE B Gty 2EXF HE i 2250, TS BEALL MOT B 22 50 DA R e 4
o

ik BRSSP RN R KGE ), AU AT BkAEGEJs . BN, ESP32-C6 itk Ji 3CHF Zigbee 3.0
J Thread 1.3, {H2BUA 1 AT S5 S8 AR SCRFX MR ICZ M

1.2.2 AT 8k Jj Rk md

AT BEJ7 0 SR B A A 4R (A AT [0, T DAHE Bl R SE BLTC R I RE -
o QARAAN T ESP32-C2 U AR AT FATRES) . WS HAT & 45

%

o WREAENT H ESP32-C2 ith A ANERY AT [E{4-Th6EE, 2% ESP-AT B 1 % 7+,
NI T A B XTI AT [t o

iYal ToLkINRE R AT B4 | 1A

ESP32-C6 | Wi-Fi 6 + BLE 5.0 v4.0.0.0

ESP32-C3 | Wi-Fi 4 + BLE 5.0 v3.3.0.0

ESP32-C2 | Wi-Fi 4 (& BLE 5.0) v3.3.0.0

ESP32 Wi-Fi 4 + BLE v4.2 (+ BT) | v3.4.0.0

ESP32-S2 | Wi-Fi4 v3.4.0.0 7 [ A P F o =5 1 ESP32-C 251

* (& BLE 5.0) FIR AT BPFI5 S0 SCRMEINFEIE T DhRE, (R A [ 1 R e 85 e I e
* (+ BT) FIR AT T P SR 2 A IR, B AATRIE F R 5 o BE .

s WSS R, R EESR AT [BElfF. SEA R, 1l R BTER X R 55 A 5L
sales@espressif.com, FRATEFEAL HLE =,
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TR AT AT [S19T: ?

ESP-AT [5 {47 PAF JURH SRS, Hob T sl 4 PR 00 T AR A B SRS, SR BA12E Rt B
TR

B R REE (R5)
GitHub 1\ 1% [ 14

5B A dh B 1
BATRIFHY B I

PPRARIEE (He42) PP RATRRSIE SR KA RIE R BB OB, IR
P ANl e o A AR R, P SR P e Rl JRL I A, R T ] 3 B AR 8 OTA il 55
ST AR P T R AR e A e s T H TR, UL et B WO R AR . R E Ty
WA SR RO, 0T DARRYE A2 #k 2 07, B AN A A AL S (P A 20 ) 1 A 7 I

o JBUEAR: ESP32-C2 AT B4

o LA

- T

L

— BREE O TAR R
o R

- HHENIK

- A HEBAA TR
« ZHEIH:

- B

- B FHRARTIES

— 5 % ESP-AT [ {4 35/ A SRR AEE i 241, 1557 ESP-AT GitHub 1 11 readme.md

GitHub [ 7F - GitHub I PF R 4 0OR AU HE% 2] GiHub I8 S AR IR EI R IR B [ 7 A1 R 2
PEAIE(E, S PRI A A 1, 3R B 5 R AR 4 1 I RSCAS A P (R AT 1 5 A1 Y 1]
P, HAPE v AT AR OTA M5 & T E 1

o PPURIE: WS H 4TI GitHub T 3R # 160 R A AT B # .
o A
— SCIPESR, HTAYRR PRI A MR S ) 4 ok
- A E BRI U, anET SDIO @i B fF . BT SPL IR &I

— PRIUE A TAER I
o B BT ARIERUAANY commit A B FECER S SE RN, WRESAE LR, HEEH
e R I

ESSBETE B SBIEE1EE UE S SR I AN B e B, 5T E R e
LT H R, AR BHORH LB OU T, 4 UART 3453 . UART GPIO % %S 51458, It
P 0] B AL T R 8% OTA IRS5 25 TR [
o KTWTBERSHON, S Hapy T3,
A
- AT EE G .
- BEPFRE . AR,
o BN FREALTAARBE R, ERRIC, ERERRA A .

FATS PR R SR T YO K el R A 5 . 52 H OBE OTA IR%5#5PASCF; OTA I
HE.

o KT AATH IR, S5 KikthiF ESP-AT 142,
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o fai: TIRE. R A SR,
o BRI E OIS HI

MR EHERENIIE, HEFET 0 R 5o & &R AR B ) 43 S2 T KRR AT B, R a2
W2 HIEE, RS T master 4337 AR AT [E{4,

1.2.3  BiH oWy
TH R E R B, s RN WO SR EETT A T AR AT o R H R0, RERSHE B b A g

e, PRAERECEANERAERE Sy, w0 F A FETTH ], RERSHE B D o RESR MM BEE , PEREDLIE, 4R
P RRCR AETTH S, e B RN E CL U, SEBL e PRI R A

RS A AT ay B0, B ST R Linux RGN TF A

13wk

AT AN HANGER AT [EF . A AT i AR AT Wi B 75 SR DA BB 7 2 1) ]
.

ARSI AT FEF SR A, 8 RBHEGE R AR, PR 7T S5 ESP-AT Bl 1+ £ 5t
SR AEEAE ] AT BOAE ), ATASH 4o T B AT 3% 2 & e SCRY SR

1.3.1  wfkdEsS

2 1: ESP-AT L r i i

it IhgE

ESP32-C2 7T &Mt ML

USB %dis2k (%4 ESP32-C2 1 & M fll PC) NEkE A R

PC FAL, RRRE T R E AL

USB %ii2k (%4 PC 1 USB #%; UART H: [1f55R) ik AT g4 00 AT W | Bs i 3%
USB #; UART H: 14555 4 USB {55 TTL {55

FEFFZR (3%EH: USB #% UART Hf BRI ESP32-C2 JF & M) | k3% AT fnds. Bl AT iy B

ViR
;
)

i

B IRULABAIAAT B 4 S FE 26 MHz (G . SR8 ESP32-C2 iRk 40 MHz, 5% A%
3% ESP-AT 142 H474%1% ESP32-C2 AT [, fE8HAE

python build.py menuconfig -> Component config -> Hardware Settings -> Main.
—XTAL Config -> Main XTAL frequency —> 40 MHz

o LM 4 HA IR 8 ESP32-C2 JF & MR USB %% UART £ B, ELA0 SR SO (0 2
ife, W 2 AR TX/RX Bl
o AR BSP32-C2 B4, WA I A, WS UART Besgimf, TG 20 f i UART 4

= A

i (2% https://www.espressif.com/sites/default/files/documentation/esp8684_datasheet_cn.pdf > 2554
FEFAA ), [R5 B SR DA A —
— T EE H Strapping 45l (2% https://www.espressif.com/sites/default/files/documentation/esp8684_
datasheet_cn.pdf > %7 Strapping EFH) , it IR ML P AT BB
- W KIRAT+RST=1,1 iy %, BEA T M
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Kl 2: ESP-AT il {s{ A {34 R B ]

1.3.2 ESP32C2-4MB &%

ESP32C2-4MB Z 414511 2 1 & ESP32-C2/ESP8684 ith -, [RIH 7 4 MB flash [F#4H/FF % #, f5l%01: ESP32-
C2 MINI £7%13 % . ESP32-C2 WROOM Z 1% .

ESP32C2-4MB AT F Wi/~ UART £ 11: UARTO FiT F#k B {4 f% tH H7E, UARTL T %% AT o
FHENC AT iR . BRIV LR, UARTO #1 UARTI ¥ ] 115200 sk fTifs.

7 2: ESP32C2-4AMB Z I M {F EEHEAS ] 73 TiE

IheE ESP32C2-4MB F A #/IRAEE | HEIZREEH
]
7 o ET
AR H UARTO PC
+ GPIOI19 (RX) . TX
+ GPIO20 (TX) « RX
N N
LRl UART1 USB % UART & 11 Kbk
+ GPIO6 (RX) . TX
« GPIO7 (TX) « RX
« GPIOS (CTS) « RTS
« GPIO4 (RTS) « CTS

BeW] 1: ESP32C2-4MB JF A Al PC 2 [H] i) 8 A 14 52 £ N B AE ESP32C2-4MB JFAAl |, 7 USB
Bl £ HT R AR PC BT

BEW] 20 CTS/RTS & A TE G BE (A4 2 RERS 4 /i
WA B LT ESP32C2-AMB KU BETIERE, S B X R SR MRS P

1.3.3 ESP32C2-2MB %%l

ESP32C2-2MB Z 5135112 N & ESP32-C2/ESP8684 ith K, [AlI4 2 MB flash (AR ZH /T B AR -

ESP32C2-2MB AT 3% W4~ UART % 0 : UARTO T F#E % E HE, UARTI BT &% AT 574
I AT W . BRARE SR, Pt H /) UARTO (GPIOS) A1 UARTL { /] 115200 AR Tl
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ESP board

Download/Log output

USB to serial COHV”BF ESP board USB to serial converter
o8] Frela RX —— TX
X —— RBRX

CTS RTS

AT command/response RTS ————— TS

] 3: ESP32C2-4MB 41 i 145 R B 1A

f5. 7E ROM BrBe, HRG/2PA 74880 Jkisgtmidy, FroAUnsiassids & ROM Iy HAE, W5 74880 I
F%4T9F UARTO (TX: GPIO20).

% 3: ESP32C2-2MB R H BE 1 HEHAE 1 73 TiE

e ESP32C2-2MB FF 2 /R EE | AEREEH
il
T

B UARTO PC
« GPIO19 (RX) « TX
« GPIO20 (TX) * RX

AT 138/ 2

i 2/ 3. UART1 USB % UART B 11 Eibh

« GPIO6 (RX) * TX
« GPIO7 (TX) * RX
» GPIO19 (CTS) * RTS
« GPIO20 (RTS) * CTS

o R

it H UARTO USB %% UART 3 11 ik
« GPIO8 (TX) * RX

BelW] 1: ESP32C2-2MB A ARl PC 2 [H] )8 & H2 T P B AE ESP32C2-2MB JF Kt |, A7 H USB
R4 EHTT SR PC RIAT

BEW] 20 CTS/RTS & BIUATE R BE (A D) eI A ik
R B E T ESP32C2-2MB MU IETIERE, SRR SRS P

14 paidRT
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AEEREEEE]

111111

USB to serial converter

ESP boa

Download

AT command/response ESP board USB to serial converter
RX >
X RX
CTS RTS
RTS CTS

Log output

=
=]
ST

& 4: ESP32C2-2MB 24 fifi {18 R 2 K]

AT LA ESP8684-MINI-1 K416, 23 an{n] |~ 2k ESP8684-MINI-1 BRI (1 AT [, DA ANLRF
BFRER BB |, e ESP32-C2 RBIMIH Al S5 A0

TNEABSE AT BB, HRA ST IEMRIER TR, B 2% s,

RETRFRIMOBEAL, AT BABPERT SR oA DTS . SRR BHESP-AT B £ 5.

141 Pk AT WlfE

TR AN 2B AT [BFF 2% PC:

o HIfEAT B4

o ARBVEROB IR Y AT [

o AR R SR I T K

oAb, FeATF % T ESP8684-MINI-1 %%/ [ ESP32C2-4MB-AT-V3.3.0.0 [E{, ZE R E G K&

Horr A~ bin SCPEAEHATT

H. ¥ ESP32-C2

Y N

Z IR Y F SRE5 & bin SRR S50 /4

— at_customize.bin

I— bootloader

| L— bootloader.bin

— customized_partitions
F— mfg_nvs.csv

| L— mfg_nvs.bin

— download.config

I— esp-at.bin

— esp-at.elf

— esp-at.map

/] Z R Kk
// bootloader

// AT H % X bin X #

// B NVS 4 K B R 4 5 E
// EF NVS 4 K bin X
/] B E N E R
// AT N A B #

QS
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(8L 7))
— factory /] BEFEHRFENAEE bin XH#
| L— factory_ XXX.bin
— flasher_args.json /] TEREBHEEFHHER
— ota_data_initial.bin // ota data X 474 &
— partition_table /] = A KAk
| L— partition-table.bin
L— sdkconfig // AT BN R FERE

Hr, download.config XfFEEHEREIFIISET

—-—flash_mode dio —--flash_freqg 60m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

0x60000 esp-at.bin

o« ——flash_mode dio f{FEIE 4R 1 flash dio £z #EFT461%;

¢ ——flash_freq 60m fQRILE{R H K flash 8 HHH % 4 60 MHz;

e ——flash_size 4MB{UFEILHEE AR flash £/)K 4 MB;

e 0xd000 ota_data_initial.bin fBFEAE 0xd000 Mk ota_data_initial.bin .

1.4.2 35t AT BEE %%
TEARIR R B R R G ot B e 7 ¥ 6

Windows

THifbesk 2w, 7 F# Flash T8 TR, WEZH X Flash T TRING, WSHEGET doc k.

* $TJF Flash N TH;

o WEFRIN AL (BbAh, FAi1ik$FE EsP32-C2.)

o MRIEBMT RIEE—F TAEFES (BAL, FRATT%E develop, )
o RAEGERTRRIER—F T8O, (B, Ff1E#E vart. )

B DOWNLOAD... — O e
WorkMode:; |Develop w

LoadMode: HUART

OK

Pl St R 28 E e g

o F AT BfFReR B8, AR A UL
- HEFEITEIMEEA (Bl build/factory H3E N factory XXX.bin) % 0x0 Hb
Hk: /A3 “DoNotChgBin™, i i 57 [l {4 1) BRI Fi
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£
o]

. 4 > WEBEE » OS(C) » bin > ESP32-C2-MINI-1_AT Bin V2.5.0.0 » ESP32-C2-MINI-1-V2.5.0.0 > factory

-

ER [ ESP32C2 FLASH DOWNLOAD TOOL V3.9.3

*

[ ] factory MINI-1.bin Jsplr'- load ]HSPI[“ load ]
3 factory_parameter.log

>

DDDDDDDH
®9 055008 8|0 |
[}

<

SPIFlashConfig

SPI SPEED SPI MODE Detectedinfo
[+l DoNotChgBin

@40MHz O QIO

LockSetti
(O267MHz  (OQOUT ceeeetnas

(O 20MHz  @®DIO CombineBin
(C80MHz O DOUT Default
(O FASTRD

DownloadPanel 1

COM: ‘ COM43 v |

|l START STOP ERASE

BAUD: ‘1152@ v|

6 TaE A I (RdeR)
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- T EZA bin LR AR FHBIE: ARIE download. config SCAHHTHELE, 57 A)i%

“DoNotChgBin”;

& download.config - B=% — m} X
XD RFEE B0 SEV EHH) WY ESP32C2 FLASH DOWNLOAD TOOL V3.9.3 - [m} X
—flash mode dio —flash freq 60m --flash size 4MB | - T Ty n ‘
0x0 bootloader/bootloader.bin J il
0x8000 partition_table/partition-table.bin -

0xd000 ota_data_initial.bin

0xf000 phy _init_data.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1F000 customized_partitions/server_cert.bin
0x21000 customized_partitions/server_key.bin
0x23000 customized_partitions/server_ca.bin
0x25000 customized _partitions/client_cert.bin
0x27000 customized_partitions/client_key.bin
0x29000 customized_partitions/client_ca.bin
0x32000 customized_partitions/mqtt_cert.bin |D DoNotChgBin |
0x34000 customized_partitions/mqtt_key.bin QemlE @D

Locksetti
0x36000 customized_partitions/mqtt_ca.bin O267MHz O QOUT ackSettings

0x2B000 customized partitions/factory_param.bin 20MHz  @DIO
Osomsz Opour

(O FASTRD

SPI SPEED SPI MODE

DownloadPanel 1

IDLE

A

START H sTOP H ERASE |COM‘ oM “|
BAUD: | 115200 |

B 7 NEEZA MR EE (RdEeR)

R T e besR BRI, T AE T AU R B D COM i 5, A “COM:” R4 3 ihide 1% i
5. A RUMATE R 1SRN 4 2% 1F Windows A& H i1 .

PEREUR, Wi & AT Bl 2 & s .

Linux 3¢ macOS

FHIRPESFZ I, 4% esptool.py.
PAF PR AT —, F AT [E{FRasR 2 k6
o NFFFREZA bin HEARFFHGE: # AL T2, B PORTNAME il download.config &

)

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset -—-—
—after hard_reset write_flash -z download.config

H§ PORTNAME Zrife BIT AR T #iHz 14458, A TG 1% 14 FR, 12 1 Linux Fl macOS
AE.

$f download. config Bl iZ K B SH K.

DA 258 & ESP8684-MINI-1 FEi4 45 Ao

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —--after hard_reset write_flash -z —--flash_mode.
—dio --flash_freq 60m —--flash_size 4MB 0x0 bootloader/bootloader.bin._
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin 0x1e000 at_customize.bin 0x1f000 customized_
—partitions/mfg_nvs.bin

o HEETEITOGM R B E 0x0 Hihk: A LA T4, ¥t PORTNAME fl FILEDIRECTORY &
LiE

Espressif Systems 12 Release v2.3.0.0-esp32¢3-824-g8b01b678f1
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/get-started/establish-serial-connection.html#windows
https://github.com/espressif/esptool
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/get-started/establish-serial-connection.html#linux-macos
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/get-started/establish-serial-connection.html#linux-macos
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 1. A48/

esptool.py —--chip auto --port PORTINAME --baud 115200 --before default_reset --
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Feffl il F AW ) 2k O AR, 47 0 YEM 8 1% 4% 1 248K, 162 % 7& Linux £l macOS
FEFEm .
Ff FILEDIRECTORY B i dT 6 i) r= A0 SO kA2, BRI, A E factory/

XXX .bin,
PAR 238 [ e 53 3 ESP8684-MINI-1 AR 4H i A g4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-

—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—dio -—-flash_freq 60m —--flash_size 4MB 0x0 factory/factory_ESP32C2-
—4MB. bln

PaSESEIUG, TS AT B2 TR .

1.4.3 KA AT [l fFE MRessk k)

TR OA N AP BRI AT AT [ 2 A besi i -

e 3T T A, 11 SecureCRT;
o B PRI T R EERI CAT Ay SRR T (R AR ik aE ) ;
o PREE: 115200;
o BdEAL: 8;
o ¥:E&{7: None;
o IR 1
o Vi¥s: None;
« HIA “AT+GMR” 4, Jf Hi#fT (CR LF);

TR, WL OK, 2R AT [ ke 2 .

AT+GMR

AT version:3.3.0.0(3b13d04 - ESP32C2 - May 8 2024 08:21:45)
SDK version:v5.0.6-dirty

compile time (be332568):May 8 2024 08:50:59

Bin version:v3.3.0.0(ESP32C2-4MB)

OK

N, 5 2EE I PR 7 Uz — M A ESP32-C2 i f JHHL H
Jitk 1:

o TR O T A, 4N SecureCRT;
o BB PR PR HE? MO, B OIS
o W 115200;
o BHEfL: 8;
 KU&{: None;
o (IR 1
e Ji¥s: None;
o BT AMY RST 8, 2 HERTHEE HEMLL, Wi ESP-AT B4 £ EMPIGIE T .
Jith2:
o FTHWIAER IO T H, 1l SecureCRT;
o HR: ArliE A T AGREE AT A /mahy” e AR T CRERE A BB BER T,
Fr R 1S S 4 A & 3%
o AR 115200;
o BHEfL: 8;
o K¥oH{i7: None;

o fEIRAE: 1
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* Jiif%: None;
o TERFEIIEW “AT /MR B % AAT+RST 134, I H¥f7 (CRLF), 2 “F#@E /4
7 RYER O H R AY H AL, R ESP-AT BB 2 IEMIRL T .

ESP32-C2 F#L H #&:

ESP-ROM:esp8684-api2—-20220127

Build:Jdan 27 2022

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:1

load:0x3fcd6108, 1en:0x18b0

load:0x403ae000, 1len:0x854

load:0x403b0000, len:0x2724

entry 0x403ae000

I (32) boot: ESP-IDF v5.0-dev-5949-9g885e501d99-dirty 2nd stage bootloader
I (32) boot: compile time 11:05:11

I (32) boot: chip revision: v1.0

I (36) boot.esp32c2: MMU Page Size : 64K

I (41) boot.esp32c2: SPI Speed : 60MHz

I (46) boot.esp32c2: SPI Mode : DIO

I (50) boot.esp32c2: SPI Flash Size : 4MB

I (55) boot: Enabling RNG early entropy source...

I (61) boot: Partition Table:

I (64) boot: ## Label Usage Type ST Offset Length

I (71) boot: 0 otadata OTA data 01 00 00004000 00002000
I (79) boot: 1 phy_init RF data 01 01 0000f000 00001000
I (86) boot: 2 nvs WiFi data 01 02 00010000 0000e000
I (94) boot: 3 at_customize unknown 40 00 0001e000 00042000
I (101) boot: 4 ota_O OTA app 00 10 00060000 00140000
I (109) boot: 5 ota_l OTA app 00 11 00230000 00140000
I (116) boot: End of partition table

I (121) esp_image: segment 0: paddr=00060020 vaddr=3c0e0020 size=288c8h (166088)._
—map

I (167) esp_image: segment 1: paddr=000888f0 vaddr=3fcab6010 size=02cl18h ( 11288).
I (170) esp_image: segment 2: paddr=0008b510 vaddr=40380000 size=04b08h ( 19208).
I (178) esp_image: segment 3: paddr=00090020 vaddr=42000020 size=d444ch (869452).
I (378) esp_image: segment 4: paddr=00164474 vaddr=40384b08 size=01508h ( 5384).

I (382) boot: Loaded app from partition at offset 0x60000
I (383) boot: Disabling RNG early entropy source...

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200
module_name: ESP32C2-4MB

max tx power=78, ret=0

3.0.0

WERTEM A T 1% ESP-AT 1A%, T FJ3EESP-AT et 4 .

AR AR ST Ay ) ESP-AT, T Je P Ak &, B Qe 2R AN, PP et ph i d, TR
PR M BE F A SRE PR B AT B, SRR PP T #d8 5, AR R ZRIbEk AT Rl
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AT [ilfF

2.1 RAWRIREE

FERE TR A 0. HAT, REERAT T UAR ESP32-C2 RIIKIAL R AT [ 1F.

ik
o RATHY AT [EFFAUSCRR 26 MHz SRR R iRAS . SRR REZE 6 T 2 40 MHz 1 iRAgE
W BATRIF ESP-AT TAZ, (R85 TP E TR B
— Component config -> Hardware Settings -> Main XTAL Config -> Main XTAL
frequency -> 40 MHz

o WRGHEALA KA ECE, T LA A R R B AR R [ 1 (R ESP-AT B 4 2 7 #2FK
SRR I EAN R R [ (R ), s R TR SO AR, WAl idarpy 5 BEUK
AR, A R A SR i [ 1«

— 14#% UART it &

— 157k Wi-Fifie &

- BEEEf fe EATE
— 147 GATTS fe. &

2.1.1 ESP32-C22MB %%l

* v3.3.0.0 ESP32-C2-2MB-AT-V3.3.0.0.zip (#E#)
* v3.1.0.0 ESP32-C2-2MB-AT-V3.1.0.0.zip
* v3.0.0.0 ESP32-C2-2MB-AT-V3.0.0.0.zip

2.1.2 ESP32-C24MB #%i|

* v3.3.0.0 ESP32-C2-4MB-AT-V3.3.0.0.zip (#E#)
e v3.1.0.0 ESP32-C2-4MB-AT-V3.1.0.0.zip
* v3.0.0.0 ESP32-C2-4MB-AT-V3.0.0.0.zip

15
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https://dl.espressif.com/esp-at/firmwares/esp32c2/ESP32-C2-2MB-AT-V3.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c2/ESP32-C2-4MB-AT-V3.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c2/ESP32-C2-4MB-AT-V3.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c2/ESP32-C2-4MB-AT-V3.0.0.0.zip
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2.1.3 Ty AT WA KA
THBEITIH AT R AL A7 SCREVT TR TR AS B A, S i PRI AR 1 R A R 00«
AR A AR /N -

T3k ESP32-C2 AT % 75 e ) 14
o AT EV#i A AT [EfFA S TRLE — ik SCrR B AR

ik iy PR R RS AR, AR TR ZS D7 R R B RN L A, R AT Bk
Elh 7SO T T 3

2.2 AT FifEwi4r

ESP-AT [E #4813 TR E DI Rem — bl 3ot

build

— at_customize.bin // ZH®kaREx (APaRK, 3lH T mfgnvs 4K W Ko
~fatfs K W R I o K K AN)

— bootloader

| L— bootloader.bin VA-E N -

— customized_partitions

| L— mfg_nvs.bin /) W BRESHK, 2HENELEXTH mfg_nvs.csv
— esp-at.bin // AT R A B #

— factory

| L— factory_xxx.bin //

SHEEDREN A XESE, ETUANRI AR RS M N 0 B flashe

~Z B, RFMRYPE download.config X H HFEREKET A4 X R F 3 flash.
o B XE R AR BA M By R ] 4.

— partition_table

| — partition-table.bin // — %A Kk (44K %)

L— ota_data_initial.bin // OTA ¥ 18 47 45 1 X
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AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 80 & 2210 IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #ifjai 25 flash Ff F1431X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

17
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3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b

W] 7
|ox
S8
* <mode>:
- 0: Hj ESP32-C2 JF#E AIEH 12475
- 1 EJF ESP32-C2 - AT 2
B
o WERERESCH R, IAE R AR E Ay A1k ESP32-C2 #F AN HAR, X PR AFERE (- AT
4 Boot &M,
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3.1.4 AT+GMR: #HHRAEER

WA %

v

A

=

AT+GMR

W i <

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.DJERRAE R, BNIAE esp—at/components/at/1ib/ HFE F. 1L
T2 PRV, ToIFRCT R .

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

» <Bin version>: AT [& {4 A5 H. WAE E 7] PAYE menuconfig /4. (python build.py

menuconfig->Component config->AT->AT firmware version. )

|
o AREAET ESP-AT [ ¢F A AR R, 5 Sehe it AT+OMR IRAE B

il

AT+GMR

AT version:2.2.0.0-dev(cad4lecd - ESP32-C2 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: i Y i [ 71 S SR AT i 4 B fin 4 S8 %Y

W ) :

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK
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e <index>: AT Wyl F%

o <AT command name>: AT iy 544 FR

» <support test command>: 0 FE/RALH, 1 FRTFF

+ <support query command>: 0 F/RATE, 1 LRI

« <support set command>: 0 F/RALH:, 1 FRIE

« <support execute command>: 0 FRA L, 1 FRTEF

3.1.6 AT+GSLP: j}i A Deep-sleep Fiz,
AR

A

AT+GSLP=<time>

Wi 3% ¢

<time>

OK

B
. <time>: AN Deep-sleep HUITK, S5 ZEA0. BEIE]R, i E0WER, HRIEIRR
WY, SR A R

- 0 Fm I E
— K Deep-sleep B K2 28.8 K (2311 ZFb).

|
o BTN, P ik A Deep-sleep B9 Frmf & HHBIHC Z A S AFAEZ S

3.1.7 ATE: JFpsk Yz AT vl i ohfe

* ATEO: 5X[[al 2
« ATE1: FFJ[E &
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3.1.8 AT+RESTORE: &)

WA %

v

A

=

’AT+RESTORE ‘

W i <

[ox |

]
o LA RHERICE A7 E] flash (S8, TR NERASHE.

© BITIRM S ERRE.

3.1.9 AT+SAVETRANSLINK: ¥ H-#lL Wi-Fi/Bluetooth LE i# L i {5 &

o % B FF AL N TCP/SSL i 15 42 X 4% 8.
o % FFHLEEN UDP i 14X 15 8,
o % F FFHLiE N BLE 5B A X AT 8

BEEIFHLEEA TCP/SSL ZE L BEAH R

B WA

’AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>] ‘

W

[ox |

ZH

¢ <mode>:
- 0: 2} ESP32-C2 [ A Wi-Fi if £ 42X,
— 1: 78 ESP32-C2 kA Wi-Fi 51542 X,
o <” remote host” >: FIFE SR, FRmns IPv4 Hihl . IPv6e Huhl, w4, il 64 535,
* <remote port>: i I {H
o < type” >: FELFERESE, FonfEimidsA:” TCP”,” TCPv6”,” SSL”, uY “SSLv6”, BRiA{E:” TCP”
o <keep_alive>: Pl B E#: ¥ SO_KEEPALIVE 3 (&% : SO_KEEPALIVE N47), Hfii: #b.

e JEREl: [0,7200].
- 0: Z&Jf] keep-alive ZHEE; (BRIA)
— 1~7200: JFJ keep-alive Hjfi. TCP_KEEPIDLE {3} <keep_alive>, TCP_KEEPINTVL i}
1, TCP_KEEPCNT i % 3.
o ARy <keep_alive> ZEHAT+CIPTCPOPT 411 <keep_alive> ZEUHE, H4YH
H G E R AT UE « WERIBITA M LI AN E <keep_alive> 2%k, MBIAMEH kB ERIME.

el
o RREN Wi-Fi FFHLE # X F BRI NVS X, HSE <mode> hy 1, Rk EHAZNHEAZLE
X WEBER
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il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a21:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFPLIEA UDP AL R

i fra

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox

B8

e <mode>:
- 0: 5[] ESP32-C2 _HL#EA Wi-Fi if 42X,
- 1: JFJi ESP32-C2 L Hiik A Wi-Fi i f£ 42X,
o <” remote host” >: FAFESH, FoRmmns IPv4 #itl. IPve dihl, Si%. FKh 64 F5.
« <remote port>: il I {E
o <7 type” >: FRHRSE, FoRtEiHdiAl:” UDP” m “UDPv6”., ERINfH:” TCP”
* [<local port>]: JFFAL#EA UDP &R, i1 F i 4 s 11

B
o AREN Wi-Fi FHHLE £ 42 X A5 BARTELE NVS X, #HZ% <mode> 2 1, FR_EHEBIHEAEE
X TEEER.
o QIR ELT IPVO 2% 7837 —A> UDP &40, 35HATPA T Ak
i AP 374 IPv6
% BAT+CIPV6=1
H T AT+CWIAP iy 23R B3 —~ IPv6 Hiht
(A3 WiTAT+CIPSTA? iy 4528 ESP32-C2 27 3k EE| IPv6 Hihl:

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

BEIFPLYEA BLE B R

wE

’AT+SAVETRANSLINK:<mode>,<role>,<tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<peer_addr>

W

’OK
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e <mode>:

- 0: XM] ESP32-C2 _EHIEA BLE i 542 X,
- 2: JFJH ESP32-C2 _EHiPEA BLE i {542 X,

e <role>:
— 1: client f3 {8
— 2: server fi {4,

o <tx_srv>: tx [R5 75 . AT {E8 GATTC B}, i1 AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
V£l GATTS B}, @it AT+BLEGATTSSRV? f54-251] .

o <tx_char>: tx R &5 . AT E R GATTC I, il i) AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
AR 1N GATTS K, i3t AT+BLEGATTSCHAR? £ 425 .

o <rx_srv>: 1x [R5 F5. AT {E8 GATTC i, 4 AT+BLEGATTCPRIMSRV=<conn_index> iy &%
W3 VN GATTS I}, @3 AT+BLEGATTSSRV? 425 .

o <rx_char> :rx R 55 4HIE 5 . AT 1Eh GATTC B, il #+f AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR MEN GATTS B, i iFAT+BLEGATTSCHAR? fi 445 .

e <peer_addr>: X775 Bluetooth LE H#iihik

L

o AER BLE FF#LiE £ 42 X 15 BARAFAE NVS X, S8 <mode> 4 2, TR _FH H 3 A Bluetooth

LE & 42X, FTREBEAER.

il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL:

A a4

zs

¢ B M BB P A A ik b

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

OK

LA

A .
"ﬂé’\'

’AT+TRANSINTVL:<interval>

o <interval>: FAEA&iE[EfE. B0 280, BRAE: 20, JEME: [0,1000].
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e

o BEMUN, 2 ESP32-C2 A UART Bl 2B, An s iR ) B R T2 F 2920 747, 4
WS R R 2920 T —HAYHIE T Kk, ISR <interval> ZRuEERICE] B
RTEET 2920 F45 F R A5 .

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> R/, FTRAREAR ] HMSOR As B B A i, AFL S 38 I isORR 5cdha ) 94 2% a8 4
WHL, — R T A RE

2N

/) R BB BKE R R
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

AT+UART_CUR?

W i <

+UART_CUR:<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

OK

v e
ST A

R

/7,’\

=

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
— ESP32-C2 4 SHHEIEY 80 ~ 5000000
* <databits>: HHE{7
- 5 5 bit Kl
~ 6 6 bit KR
— 7: 7 bit Fidfa{
— 8: 8 bit Fdla (v
* <stopbits>: {5}
— 1+ 1bit 31k
- 2: 1.5bit fE 111
—~ 31 2bit IR
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AMlREHEE
- 1: {¥ifg RTS
_2: ffifE CTS
- 3: [AHH#TRE RTS I CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
tifn 4

e

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

ke

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

o <baudrate>: UART %R

— BSP32-C2 %45 475 A 80 ~ 5000000
o <databits>: (v

— 5: 5 bit HEAL

- 6: 6 bit FEAL

— 7: 7 bit FEAL

— 8: 8 bit K
o <stopbits>: 15[ {V/

— 1: 1bit 2147

- 2: 1.5bit fg k17
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— 3: 2bit {2 -7
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: Afifgimis
- 1: {#igg RTS
- 2: fififg CTS
~ 3: [FIWH{iAE RTS Fl CTS

BEW]
o BUE S UCRORAFAE NVS 70X, 43 B B LM IR A 2L

o {1 9 45 2h R T O R A 19 CTS/RTS 4 M, 1% 7% W2 #+ £ 4% Ml components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF-115200,8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

"ﬂ4>°

’AT+SLEEP:<sleep mode>

Wi 3% ¢

’OK

BH

* <sleep mode>:
- 0: ZEHIREARAI
— 1: Modem-sleep #={;
« BA Wi-Fi 3
- SPPRBLHCRRYE AP ) DTIM & ) X
+ H1 BLE #i=X
- £ BLE 78R8T, ST HeREAR )4 18] B e 15 ¢ 1A
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- 7F BLE 28T, SHSIHCREAR H 2422 [a] B 2 1 9% 1A
— 2: Light-sleep #z
« IG5 Wi-Fi fHiR
- CPU K H Bk AREAR , SFPATAREHORE: 5 P4
+ B Wi-Fi #512{
- CPU ¥ H shik ABERR , SHA U RARIEAT+CWIAP 54X B listen interval
SR 5 A
+ A Bluetooth Fz;
- 7€ Bluetooth | &7, CPU ¥t H ik ABENR, SHIBHtRRAR I 15 ] B i 19 5¢ P4
- £ Bluetooth 7278, CPU K HaiE AREHR, bt R AR 212 ) b i 11 5% P4
+ Wi-Fi A1 Bluetooth FE{FAFFL
- CPU ¥fH 3 iiF/\ﬁﬁﬂE o SFPABASTHRORR AR H 5 AR O A
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fHER
- BPIEIHOR AR IEAT+CWIAP fin 2% E Y listen interval ZHUE M KM
+ B4 BLE 5z
- £ BLE JHEAS T, SPAURTHORE AR 4 5] B o 151 2 A
- 7E BLE ST, SHSIHCREAR S 2422 [R) B 2 1 5% 1A

Bl

o A HERIRAX S, Bluetooth LE RAT ARG #I 4Rk . 24 Bluetooth LE #JUA L5, AT PAZE F A AR AR
Ko

* Modem-sleep f5xC il Light-sleep #5:X3 1] PAE Wi-Fi #0835 BLE #5:0 FE, (HAE Wi-Fi fz0F
XA HBBTE station BN iKE

o X Light-sleep #ixXHT, BWIRHTEITAT+SLEEPWKCFG 6y A BE B I MR BEyE , 75 WSR3 4
B EH AT REIRR S

* X Light-sleep 83X J5 , 4154 Light-sleep M A5 (44 AN 2 0], 145K B 2hE A BEIRAR L, 24 Light-sleep
W TR 2K 6 JE I, 152 RE B Bl A R HRAS K o e i

 XfF BLE #i:X N #Y Light-sleep #5538, F FrnZiinfff 4% 32KHz 4%, 750, Light-sleep #3023 PA
Modem-sleep = T AE.

o AT+SLEEP £ 75013552 S0k Sleep AT 7151 .

2N

AT+SLEEP=0

3.1.14 AT+SYSRAM: iy Y fij sl e i as Rl Mg /DA ]
i) 4

LT

AT+SYSRAM?

Wi i <

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

e <remaining RAM size>: Y[ GxHEZS[A], BA7: byte
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« <minimum heap size>: ZFTHATR/DESS[E], B byte. 24 <minimum heap size> /INTE{IE
T 10KB Ff, ESP32-C2 ) Wi-Fi FMIKIIFEME A DI RE T E L 325210

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: #ify/it s 251 s a1
HihR A

ik
E Y H RGN E RS

mlé>:

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

BE A

&

i
WERAGIURNMEE . CRETREE IS E M AT JHE, 8 AT+SYSMSGFILTER fi5 %
A

’AT+SYSMSG:<state>

W] )
[ox
* <state>:
— Bit0: jB} Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2744 Bl R = &,
* 0 AFTEN
© FTEJ +QUITT
- Bltl $f§ﬁj‘%ﬂ_‘1ﬁhu\§§£
« 0 I BB R(E ., Q1 XX, CONNECT
« 10 i FE 4 3R 78 {5 ., Il +LINK_CONN:status_type, link_id, ip_type,
terminal _type, remote_ip, remote_port, local_port
- Bit2: EBRRESERER, @ T Wi-Fi i 4:X,. Bluetooth LE SPP J Bluetooth SPP
+ 00 ATEHHRMEE
1: 4 Wi-Fi. socket. Bluetooth LE 5§ Bluetooth JR7ZS % A stAs iy, $TEIHLR(Z A, -
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— "CONNECT\r\n" = PL "+LINK_CONN:" FF L @i T &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

— "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

- "4+ETH_DISCONNECTED\r\n"

- Db "+ETH_GOT_IP:" F %k # %ze-ﬂé B

- PL "+STA_CONNECTED:" F L #
- PA "+STA_DISCONNECTED:" %}é’]%f\% 1<
- PL "+DIST_STA_IP:" FME T E

~ DL "+BLECONN:" FFk #y F fF &

- PL "+BLEDISCONN:" JF k@i 7 fF K

ﬁﬁn‘
e[
—S
mny
g

]

o #AT+SYSSTORE=1, P& SURHIRIFAE NVS 231X,

o FiEBIt0 Ky 1, B Wi-Fi if X B8 +QUITT,

o« % Bitl K 1, ¥ £ ¥ WAT+CIPSTART FIAT+CIPSERVER iy 4, % % ¥ # /&
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” ERTIZ
2 “XX,CONNECT”,

Bl

/) BH wi-Fi BEBRANATHRT FEA
/) EEWRTHFARET R
/) EBERSAXEAXBATAREEL

AT+SYSMSG=2

%\7\\

B

/] HEHE KX T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsZEH R4 8 0kE
A i fir &

e
E TR W EYSSuR/ bk ey

[k

AT+SYSMSGFILTER?

Wi i ¢

+SYSMSGFILTER: <enable>

OK
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N

A

Dy
F’Fﬁj Fﬁ%ébfﬁzu\ }:E

O e
iy

’ AT+SYSMSGFILTER=<enable>

o] 7 <
[ox

S

¢ <enable>:
-0 BHARGHEELE. REBIME. 25, REHEASER BN IERTE.
D EHARGHEEMAIE. TFEE, REH BIE N R UTE E R EdE S8 AT gk, MCU
TAWﬂ M AR E N F B VTR EEdE, & FEAEEAE MCU.

e

o W5l AT+SYSMSGFILTERCFG iy 4 E AR iEds , Rl A a4 a8 el 8t 24000 Bt g,
SRS MRS 4 ) R GE T E L

o TR AT+SYSMSGFILTER=1 1%, WG B RS SIS E L EE I, Bk AT IR
TH R T .
o TEHENEEAEX B, AU FHAT+SYSMSGFILTER=0 4, 25 R4 Bt g,
o GIARRET AT TR WRIFA, WM AT APIs S8 AT 64 1R &% .

// JREW AT A4 BB KE. BHE LS W AT+HSYSMSGFILTER.
ARk, RAEHRFEW AL %E MCU (AT+USERWKMCUCFG # 4 X H B MCU % B I ) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ BEHAES RN AT A O BB L E. HIE S Y AT+SYSMSGFILTER.
A (WEEH) , XEHEWN AL % E MCU (ATHUSERWKMCUCFG 4 4 % & B MCUL
B E) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B EE MCU HE M AT # 4 O W I A% . KA LS4 AT+SYSMSGFILTER.
A, ABEHE S B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ B A K % B MCU y]ﬁtfﬂkﬁﬁ]% aﬁ AT @4 O W HELRE. KE LW AT+HSYSMSGFILTER.
AT (WEEA) , A2 HKEM 2% B MCU (AT+USERWKMCUCFG # 4 % B B MCU_
B E) .

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);

Bl GRS ZGE iR,

3.1.17 AT+SYSMSGFILTERCFG: #ify/fitE R0 6l ie s

o HamidiE R
hd ;%r/\ﬁﬁ'ﬁl\/v 5
o ¥Whe—A e R
° 7%”‘? "/\ f/@

B 3 28
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n

=

it i

%

iy A

s

O A .
"ﬂ/?\‘

AT+SYSMSGFILTERCEG?

Wi i ¢

+SYSMSGFILTERCEFG: <index>, "<head_regexp>","<tail regexp>"

OK

S8

o <index>: JIPERMIRT].
e <” head_regexp” >: SLERIENFEER.
e <” tail_regexp” >: REIIENFEERK.

WERAT L DB 2

BEmA mA

’AT+SYSMSGFILTERCFG:<OperatOr>

W

[ox

S

¢ <operator>:

- 0: JEBRFTA L uES . WG, AT DARER— L B B o S TR

il

/) T OPT R LR B

AT+SYSMSGFILTERCFG=0

Bm—A- L aE2

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi 3% ¢

OK

>

iR FRoR AT EHEA TP AT 4 SR, SUEHERT DA KR (RP - S ik =X 2R e
MFEE), Y AT W F AR JF AT <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
MRk TE B AL T

AR IR )2k e R R AL I 2R s N I s SR
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’ ERROR

LB BV B vea Vet -3 Gyl v e N SR 1P /5790 %I IS A T

s <operator>:
= 1t BEIM—AN g . — i e A AL A SR gk SN R Bk ) ik =K.
* <head_regexp_len>: SLPFIEMIZRIAAXKE . M [0,64]. WERKEN O, FRZBELEBIENFRE
FLHIPLHED, [} <tail_regexp_len> AFEH 0.
o <tail_regexp_len>: EFFIEMIZRIAFAKE . JEH: [0,64]. WHRIEN O, FZNEEHIENZFRHL
HIVCHED, [AIB} <head_regexp_len> AHEH O,

o RN A Ay B B gAY, PRl AT+SYSMSGFILTER iy 45 H B8R I R G0 B g, 58
DU MRS A0 A R 500 B A HE

o IR ARIE MRk A AF A S5 POSIX HAIENIETL (BRE) .

o 9 TG A RIE & (AT A4 1 TX ) Wbl e 98, s PO M ZGA (A ~ Ik, BT
IEMIRAPA $ 4530

o HAAARGHE WIPLe_E kAR W2k 20N e W kU, REHEA S0k, digks, &
GEH B W kAL B Rs S AT adigdel, MCU AU i ARl i W ik Ve e b
Wb, IR RAE MCU,

o MERGH LR — L IER G, AR FREEITE L E R g .

. ié‘dﬁ%ﬂﬁﬂﬂ?ﬁﬁﬁi RGHEARGEA, WASK E—FMRLHEMAZREHEGE—

o, YEATPUAC.

o MTHEMERRR R, SRR ER AR g, R Rl i AT+SYSMSGFILTER=0 fiy 4%

LB WENS PR/

il

// REEE, LHEHE "WIFI CONNECTED" R AW AR &
AT+SYSMSGFILTERCFG=1,17,0

/) A4S KRE OK f1 > J§, B A\ "WIFI CONNECTED\r\n (¥ & \r\n & A 2_
/ANFH, XN ASCIT # g @y 0D OA)

/1 FFR R GE R R
AT+SYSMSGFILTER=1

VAR o

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 1 F # ¥ WIFI CONNECTED % % W Bl &

PEARPI S % Z il AatiEr ).

MHER—A~ 3L DB %S

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢
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OK

>

FaRma R FRIR AT EHER G AT % DO, JURHEST DS KO (B s Sk iE ) ek =R R B AE
M), 4 AT ZUEIEHE K E5 3] <head_regexp_len> + <tail_regexp_len> J5, #fTIE
W) R 35 A o

AR I Rk e A 2 I s e B e R, AR ] -

’ERROR

B SRV B visea Vet -3 G v 1 R S| 50 st 7 00 I IS A T

[ox

* <operator>:
- 20 MHER—A Ik
» <head_regexp_len>: JFRIEMIFAK KL, il : [0.64]. WHBEER 0, W <tail regexp_len>
NEEH 0.
* <tail_regexp_len>: FEFRIEMFRIKAKSE. Jifl: [0,64]. AREEN O, M <head regexp_len>
ANEEH O,

Bl

TR MM e 0 2 s I A 0 AL D o

il

/7 B R R Ao By it R B

AT+SYSMSGFILTERCFG=2,17,0

/) % fHAHRE OK 1 > J&, WA "WIFI CONNECTED\r\n (% & \r\n & A 2_
~/MNFH, X ASCII # % # 0D 0A)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 4 & &

3.1.18 AT+SYSFLASH: #ifyukif 5 flash JIj J1531X
i A

ik
i flash F P43 X

Py
A

AT+SYSFLASH?

W

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK
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Ve a4
fie:
B 5. R fash J P
s

AT+SYSFLASH=<operation>, <partition>, <offset>, <length>

W

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #fRp X

- 10 HpX

-2 FAaK
 <partition>: X4k
o <offset>: mfsibhl
o <length>: i K&
* <type>: JJF4rIXEA
* <subtype>: JJF/rX 1R
o <addr>: J] X HihE
o <size>: I KAK/N

o [ A A5 keck at_customize.bin, FH4EE IS H 4T i 2 Lo R,

o BEERAIXHE, THSEEEERRIZ E AR X XA DA <of fset> fil <length> ZHCR5EN. B
W, 4 AT+SYSFLASH=0, "mfg_nvs" A[#ERIEEA “mfg_nvs” X,

o XTH XM L 5% ESP-IDF 4r X 3.

* ¥4 <operator> Nwrite B}, RGBS IEIEMITRE >, W DU A S WEdE, 3
PRKEN S <length> —F(.

o G XHI, EEERIZT X,

o QISR EAEE L mfg_nvs Sy XA R E, T AT+SYSMFG 14 (NVS H B EXT5AE ) . ansk
EARB A mfg_nvs 43X, 5 FJAT+SYSFLASH % (7 X#AE) .

il

/1 BB EA "mfg_nvs" oK
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" SR EHHA 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs Jf] J143 [X
iy 4

ig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 (] (namespace)
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[

AT+SYSMFG?

W

+SYSMFG: <"namespace">

OK

BBk fir #4248 I e BE YD

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">] ‘

Wi i ¢

[ox |

¢ <operation>:
- 0 PEBRERE
- 10 RERAE
- 21 B AHAE
* <” namespace”’ >: 44 ZS[H],
o < key” >: EHE, siFRCNEE. X4 <"key"> BB, S <"namespace"> WA IYEENT; &
M H BB A FTHEE R <"key "> [UER(EXT

il
o THICPIEE AED AT (NVS), T4 2s(a] . BERT AR

il

// W client_cert A XMW AMMEN (W: ERBRANE 0 EE 1
—~EF P RIEF)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # #& Z i A M client_cert.0 #EX (H: BRBIAWE o
CEEP RS

AT+SYSMFG=0, "client_cert", "client_cert.0"

DA 428 T e BV X
é\

B WA

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>,<length>]

Wi i ¢
Y <"namespace"> PAKZ GEEEA BT, 1&[H

+SYSMFG:<"namespace">

OK
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Y <"key"> NRZFSHERAE N, &M

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMEOL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: PEEREAE
- 1t SRHfE
- 20 HGABAE
e <” namespace” >: 44 a3[A,
o <" key” >: FHE, SiFRMEE.
o <offset>: F{EA M.
» <length>: {HWKE.
o <type>: FEHAYAAL.
- 1: u8
i8
ul6
16
u32
32
string
: binary

o <value>: SH{EAIEHN.

|
0NN L kW

B
o THICPIEE RS AT (NVS), T4 2s(a] . BERT AR

il

/) EBYM AW AL R
AT+SYSMFG=1

// E B client_cert ® & X 0 WA W £ 4#

AT+SYSMFG=1, "client_cert"

// #E B client_cert # % Z [l W # client_cert.0 F# W&
AT+SYSMFG=1, "client_cert", "client_cert.0"

// LBl client_cert @ % X A W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_
e
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 425 ] A 5 A BEFDO

)E’J

Tg
A frd

=l
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’ AT+SYSMFG=<operation>, <"namespace">,<"key">, <type>, <value>

Wi % ¢

[ox

S

¢ <operation>:
- 0 HEPRERAE
- 1t SRR
- 2: B A#AE
* <” namespace” >: fiy4%3[H.,
o <” key” >: B, siFROME.
o <type>: F{HIGAA,
- 1: u8
-2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: S <type> A, WILSEE ORI :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CERMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT EHES IR TR, BERTEn] DU A B, 24 AT £ 80 1 B0 K R R 5
<value> Ji, WIS7R[) a4 250 P E A SEEXT .

I
NN R W

Bl

o WHSCREE RS A (NVS), T f#ar a2, BEX IS .

* BN, GIEH TR a2 2 A SR (NVS ARG 2 A SRR RERT ) -

o WEREARME K mfg_nvs 7 APt SR E R, T AT +SYSMFG fip4 (NVS HEg B0 o J2R
GBAEECEA mfg_nvs 2} X, G HAT+SYSFLASH fir % (73X #AF)

il

// 1 client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : E#H client_cert.
SREEEAWE 0 BEPFHIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// B ORE > F, A 1164 FH WL $ T H

3.1.20 AT+RFPOWER: #ify/i% ¥ RF TX Power
i A

Yrtig:
7rifi] RF TX Power

Py
A

AT+RFPOWER?

W i <
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+RFPOWER:<wifi_power>
OK

BeE A

’ AT+RFPOWER=<wifi_power>

o <wifi_power>: {3} 0.25dBm, i %E’J%ﬁzﬁﬁ 78, MISZFRMY RE Power B4 78 * 0.25 dBm
=19.5dBm. [i® 50154 AT+RFPOWER? fiyd Eﬁm}\%ﬁﬁ’] RF Power 1f .
— ESP32-C2 ¥4 I BUE TG [40,84]:

BEE | IEBE Xhr{E SEfR dBm
[40,80] | < REH> | <HEH> | <&EH>*025
[81,84] | < &EH > | 80 20

3.1.21 il

o M Wi-Fi KB RFIEEIL}, AT+RFPOWER iy 2 Toik % B/A0 ] Wi-Fi 1) RF TX Power., 34 Bluetooth
LE K454}, AT+RFPOWER iy Joyk ik B/251A] Bluetooth LE H{ RF TX Power,

* B T RF TX Power 4+ b AN [H W) 58 4, W D> FRIAAE S 2 X MM HCHEE B,
B DA L esp_wifi_get_max_tx_power = i) F| ) wifi_power I {H B fE 5
esp_wifi_set_max_tx_power WEMMEAEES, HASHIREK.

o A <ble_scan_power> £l <ble_conn_power> - Z50{H % B N5 <ble_adv_power> ZEUFH [F] 1HE
BN, XDSEG 2 E S E N5 <ble_adv_power> [ [H{H -

3.1.22 AT+SYSROLLBACK: [HI7&ESICLin s 1

Bl

« ESP32C2- 4MB AT 2 ka4, i ESP32C2-2MB AT &4t TR ¥ Hi%i OTA 41X, Plik
AZ LA .

o Ry OTA 4, H4&RET| A — OTA 43 K4
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3.1.23 AT+SYSTIMESTAMP: #5if)/¥% A Hisif ] ik
iy A

i
A ) 7 L P )

s

AT+SYSTIMESTAMP?

W

+SYSTIMESTAMP: <Unix_timestamp>
OK

)E’J

CHLN A

ik
BCEAMIS AR, 24 SNTP WRIERS, K52 (A2 505

[

’AT+SYSTIMESTAMP:<UniX_timeStamp>

W i <

[ox

S

o <Unix-timestamp>: Unix f[a]#;, BAf7: 0.

2N

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.24 AT+SYSLOG: PP HkZE AT i Crddn
A A

ik

i) AT SRR 275 2 T

e

AT+SYSLOG?

W i :

+SYSLOG: <status>

OK
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EmA

&F

i
SRS AT AR

O e
iy

’AT+SYSLOG:<status>

Wi i :

[ox

S8
o <status>: FHRASHE RS

- 0: 3
SREl i

il

// B AT #EREIE R
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// #ER AT HiRREGRT
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR

AT FR AT R —A> 32 fi -/ BRI, & SCanF

ESl FRE

il

bit32 ~ bit24 | bit23 ~ bitl6

bitl5 ~ bit0

« category: [HE{H 0x01
« subcategory: 4HiRASHY
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=y il %ﬁ = K | WA
fig
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 f5Ler
ESP_AT_SUB_NO_TERMINATOR 0x02 FRFIZERG (UL “m” ZER)
ESP_AT_SUB_NO_AT 0x03 FIRARIG AT (5 AT AL at. AUER
aT)

ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 S NI
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 SRR AU
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 e e NI
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 (TS el
ESP_AT_SUB_UNSUPPORT_CMD 0x09 VSZ 3 L
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A L
ESP_AT_SUB_CMD_PROCESSING 0x0B THEDAT L —Zfn %
ESP_AT_SUB_CMD_OP_ERROR 0x0C PN Y (T

* extension: HiRYIR(GE, AR TFREGARPY RAEGE, #1%#H W components/at/
include/esp_at.h,

BN, 5% ERR CODE:0x01090000 F/R “RZHZMmL7.

3.1.25 AT+SLEEPWKCFG: V¥ Light-sleep Wi/t i fle i GPIO

=

=

A

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
- 0: {REABCE, BASLEF
- 1 {REARCE, BASEF
— 2: GPIO Mafig
* <paraml>:
— YEREEE A E BTSN, ZSEEOREIRR ], AL 2R
- Mgk GPIO B, %Z4(3R GPIO 1

e <param22>:
— MUY GPIO B, %M R
- 0 {LiF
SR T
il

// GPIOL12 & % A% ® F B} % B2
AT+SLEEPWKCFG=2,12, 0
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3.1.26 AT+SYSSTORE:

iy

i
i) AT SRR

s

BEE S HAEX

AT+SYSSTORE?

L)V

+SYSSTORE: <store_mode>

o <store_mode>: ZEIEERIR
- 0: WAHEAA flash

- 1: MAHEFA flash (BRA)

Bl

o R NP B, APmEiaS, FOyEa< 82N RAM Fif .

N RN

MDA iy 2

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIJAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
AT+CIPDNS
AT+CIPSSLCCONF
AT+CIPRECONNINTV
AT+CIPTCPOPT
AT+CWDHCPS
AT+CWDHCP
AT+CWSTAPROTO
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e AT+CWAPPROTO
« AT+CWJEAP

il

AT+SYSSTORE=0
AT+CWMODE=1 // F # A\ flash
AT+CWJAP="test","1234567890" // F 7 A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A\ flash
AT+CWJAP="test", "1234567890" // # A\ flash

3.1.27 AT+SYSREG: 5% (f8s

WA

-t

=

A

AT+SYSREG=<direct>, <address> [, <write value>]

W )i :

+SYSREG:<read value> // RNEH TR 545 £
OK

S

o <direct>: BN EZIEA

- 0: LA

- 1 B4
¢ <address>: (uint32) FFffgniit, FHHFESFHH XD (BARSE T
o <write value>: (uint32) 5 AfH, & T 5 S1Eesmt

Bl
o AT A&l , DT Af DR A 2 A e L AT 2%

32 Wi-Fi AT @445

o B

o AT+CWINIT : #IUEACEHE Wi-Fi IRSIE T

o AT+CWMODE: Zifi)/i% 8 Wi-Fi 23, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: #5it] Wi-Fi JRZESH Wi-Fi {5 8,

o AT+CWJAP: %3: AP

o AT+CWRECONNCFG: #5if]/i%'% Wi-Fi %0 %

o AT+CWLAPOPT: ‘& AT+CWLAP xS H14iss By @k
o AT+CWLAP: 545wl Fi Y AP

o AT+CWQAP: WiTF5 AP [

o AT+CWSAP: Tit'® ESP32-C2 SoftAP &%k

o AT+CWLIF: Zxif)i%E3:%) ESP32-C2 SoftAP [{ station {5 &,
o AT+CWOQIF: WiJF station 55 ESP32-C2 SoftAP )%
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* AT+CWDHCP: 3 /2% DHCP

o AT+CWDHCPS: 7%ifj/i%E ESP32-C2 SoftAP DHCP 4)-fr i 1Pv4 HbhikJu

s AT+CWAUTOCONN: FHL 2T HEh%ER: AP

o AT+CWAPPROTO: #¥ifi]/ 1% 5 SoftAP i 802.11 b/g/n Fpsl bR
o AT+CWSTAPROTO: ' Station izl 802.11 b/g/n Hpsl A5
o AT+CIPSTAMAC: #5if/15 % ESP32-C2 Station 1) MAC Hbik

o AT+CIPAPMAC: 5/ & ESP32-C2 SoftAP ) MAC i}

o AT+CIPSTA: #5if)/i% % ESP32-C2 Station [ IP H#iih

o AT+CIPAP: Z¥ifi)/i% 8 ESP32-C2 SoftAP [{ IP Hihk

o AT+CWSTARTSMART : T = SmartConfig

o AT+CWSTOPSMART : {2} SmartConfig

o AT+WPS: % WPS Tjfig

o AT+MDNS: V%% mDNS g

o AT+CWIEAP: E3: WPA2 L AP

o AT+CWHOSTNAME: #5if)/¥5¢ & ESP32-C2 Station [/ 3 H1.44 F5
o AT+CWCOUNTRY : #5if)/ 5 Wi-Fi [HZA0

321 e

¥ BUAR AT FCE SRR LT R BRAT+CWIEAP Z SNWBITAH AT 6o U2

T s ESP32-C2 2k

WCFrEr S, 1§ AT iF ESP-AT 142, TESRTOPACE TR (I, RSN

k)

* 2 EAP i34 (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command

support

o 25 WPS 74 (AT+WPS): Component config->AT ->AT WPS command support
» 2% mDNS 54 (AT+MDNS): Component config->AT->AT MDNS command support

%] smartconfig fiy4 (AT+CWSTARTSMART . AT+CWSTOPSMART ) :

-> AT smartconfig command support

Component config->AT

o SYWPTH WiFi fird (RS, —HAS, iy Wi-Fi DARVA ERINRERTCIA G, B A frss

PIX L AT /54 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #4458 Wi-Fi IR 3R
ity

i
#ify ESP32-C2 345 Wi-Fi HII5LIRES

s

AT+CWINIT?

Wi i ¢

+CWINIT:<init>

OK

)y

N

R

&

i
FIaR AL B ESP32-C2 54711 Wi-Fi SKEhAE R
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[

’AT+CWINIT:<init>

ja] o, <
[ox
e <init>:
— 0: JEP Wi-Fi IRah T
— 1: ¥tE 4k Wi-Fi BRSNS (BRA(HE)
B

o RUEARAFE flash, FHJG W ABOAE 1.
 YEERAM BHECA RIS, FEAGA Wi-Fi BURTEE T, AT DARE Tt 15 B Wi-Fi JREhRE, DAREIL
RAM B

il

// B Wi-Fi Wz T
AT+CWINIT=0

3.23 AT+CWMODE: #ify/i% ¥ Wi-Fi i (Station/SoftAP/Station+SoftAP)
iy

Yytig:
i) ESP32-C2 #4511 Wi-Fi #3{,

AT+CWMODE?

L)V

+CWMODE : <mode>
OK

)E’J

CEL A

yfik:
W E: ESP32-C2 %4511 Wi-Fi B,

Py -
“ﬂ4>‘

’AT+CWMODE:<mode>[,<auto_connect>]

W i <

[ox
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BH

o <mode>: izl
— 0: J& Wi-Fi 5%, 9f H. 2[4 Wi-Fi RE
— 1: Station Fiz\;
— 2: SoftAP iz
— 3: SoftAP+Station Fi=;

+ <auto_connect>: JJ{#ft ESP32-C2 % #511 Wi-Fi #3CI) (BI40, M SoftAP it Wi-Fi #5174k H
Station 55} SoftAP+Station #55X) , 27 /5 H HaliEH: AP IIfe, BOAE: 1. SHEERE, it
MEGAE, S aE H shidEs:.

- 0: 22 /] F shifE#: AP [Tfe
- 1: 3 B3hiER AP [MIIEE, &2 AIC &% H3liER: AP [WECE f-475) flash 1, JU] ESP32-C2
WAk B BhiEd: AP

Bl

o PAT+SYSSTORE=1, 7S5 ¥HARAEAE NVS 4 X

o WEZ EIEE S A YIRE, RIS ATAERE, EIZEE A SoftAP BY SoftAP+Station LJFERT, Sk
KA A Y EE DGt T g -
— AT+BLEINIT=0 (3144 Bluetooth LE)
— AT+BLUFI=0 (3[4 BluFi)
WA TR 24077, W R RE U7 SRS

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #ify Wi-Fi JR 581 Wi-Fi {58
i)y A

Jyiie:

25if] ESP32-C2 #4519 Wi-Fi RS H1 Wi-Fi {5 B,

AT+CWSTATE?

W i <

+CWSTATE: <state>, <"ssid">

OK

ZH

o <state>: Y47] Wi-Fi Ik5&
— 0: ESP32-C2 station [ A S T(EA0] Wi-Fi i#4%
— 1: ESP32-C2 station ©. 41532 | AP, {H¥ R IKER| IPv4 Hihik
— 2: ESP32-C2 station . & %3 | AP, & 4KEF] IPv4 #ihl
— 3: ESP32-C2 station IE¥E#4T Wi-Fi #E#25( Wi-Fi #iE
— 4: ESP32-C2 station b Wi-Fi BiFFIRES

o« <” ssid” >: H#FR AP 1% SSID
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e

o 24 BESP32-C2 station Y% g 1E#: AP I, #fEx{di f i dy &2 if) Wi-Fi {5 5.5 24 ESP32-C2 station %
B b AP J5, YRR AT+CWIAP iy 4-#5if] Wi-Fi {5 B

325 AT+CWJAP: iEf; AP
Ay

Yriie:
#5115 ESP32-C2 Station (1) AP 5 K,

P
iy

AT+CWJAP?

W

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
—, <scan_mode>, <pmf>
OK

)E’J

CEA

ik
1% & ESP32-C2 Station 55 7E R0 AP

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>][,<scan_mode>] [, <jap_timeout>] [, <pmf>]

Wi 3% ¢

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

Y

+CWJAP:<error code>
ERROR

eoral
=
|

22
frms

=

fe:
¥ ESP32-C2 station i£8: & Ik Wi-Fi it & ) AP

AT+CWJAP

W
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WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

i
+CWJAP:<error code>
ERROR
o <ssid>: H#x AP 1 SSID
— 405 SSID A A , o "L\ SRR AT, REE
— AT CHpERE SSID SRy 3CH AP, (HE RS K 45 5E PAsi i 3L SSID N2 UTF-8 Zmhtddg .
AT PASEH SSID, AR J5 {414 21 g SSID #EfTi%E$z

o <pwd>: FLEK 63 FU ASCI

* <bssid>: H#¥x AP 1§ MAC Hihl, 2424~ AP G#H[F[1) SSID B, SN 1

e <channel>: {ZiE%

o <rssi>: F5IRE

e <pci_en>: PCIiAJE

— 0: ESP32-C2 station W] 5/ fi]—Fifnas 7750 AP 42, {33E OPEN Fil WEP
— 1: ESP32-C2 station 7] 5[ OPEN F1 WEP 2 #NFATAR—Fimnas 5 R AP 545
» <reconn_interval>: Wi-Fi BiE[E]fE, A b, BROME: 1, & A{H: 7200
— 0: Wi, ESP32-C2 station A~ % AP
— [1,7200]: WiFFi&EdE )5, ESP32-C2 station 4[58 E I E]) 5 AP %
* <listen_interval>: i/ AP beacon [FJ[H]f%, R4 AP beacon [B]ff, ERIAME: 3, JEH: [1,100]
o <scan_mode>: FIHitR
- O: P id, #FIHIR AP J54 L34, ESP32-C2 station 55— P21 AP jE#:
- I: &EEEN, A EEEE G A 2 L35, ESP32-C2 station 55 255 AR 1) AP
JUEET
* <jap_timeout>: AT+CWJAP fir I YfME, A2 #b, BRIME: 15, JEE: [3,600]
o <pmf>: PMF (Protected Management Frames, Z{&3 R M), BRIAE 1
- 0 FRE ) PMF
— bit 0: A7 PMF ZhfE, $&/R308F PMF, WARLIHAd 55 B PMF ZhRg, W) ESP32-C2 i &Rk
SeBEFE A PMF B
— bit 1: FFE PMF, $2/RT% PMF, AR 2 KPR SOk PMF ZHRERY A
» <error code>: 4HiRMG, {Uft&%
- 1: ER B
- 2: R R
- 3: LA E| H AR AP
- 4 HERRIK
- HEMH: KARFER
]

o WRAT+SYSSTORE=1, W& HEUCHAEEE] NVS 43X

o [ A A &5 2T station I

o 24 ESP32-C2 station EL3%4% I AP Ji5, #E# A4 Wi-Fi {5 5; 24 ESP32-C2 station 14 %
He b AP B, HEFR (S AT+ CWSTATE fip%-£5ih) Wi-Fi {5 2,

o Ay A P <reconn_interval> B 5AT+CWRECONNCFG 54911 <interval_second>
SR WMRBITAMGASBI RN E <reconn_interval> 24, Wi-Fi 5% A 5% AR R A 2R
IME 1

* WERFEIHF44 g <ssid> fil <password> 4§, M F—RIKERHE
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o PUTAS SR E A IEETEEARE, BRIACH 15 #), S5 <jap_timeout> WE

o A HHE T WAPT S IR B 28

o FBLIREL IPVO Hitik, FEBLICI EAT+CIPV6=1

o [0]5g oK 03 IPv4 RIZR DA MEf s, MIA T IPv6 2R HESELE . 241l ESP-AT DA IPv4 {254
E, IPv6 KM%,

* WIFI GOT IPvé6 LL fLFEDZLIKIFNAHALRS IPv6 Hitik, XN Hihiki2 @it BUI-64 AR5 5k
W, AREghnss. I TR, XTHTREYE OK Z B, tHWRETE OK Z 5.

* WIFI GOT IPv6 GL fUHEAIIEN 4R IPv6 sk, %Huhl 2 b AP R & A28 _b i i
R EBIATHATRY, FEEHSSS. BT, XTI EELE OK Z /i, W r]RELE
OK ZJi; WAIBE T AP RN 3HF IPV6 MiAHTEl .

il

// R EAR AP # SSID £ "abc", H A EZ "0123456789", N @4 £ :
AT+CWJAP="abc", "0123456789"

// W F B A AP By SSID £ "ab\,c", FHEZ "0123456789"\", N & 4 &
AT+CWJIAP="ab\\\,c","0123456789\"\\"

// R LA AP FAIF B SSID "abc", Fi#E it BSSID # F H AF AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// R ESP-AT ERE i pMF ##H AP, N 44 R
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: #ify/i%® Wi-Fi fiERCE
i A

i
Fif] Wi-Fi EIERCE

P
iy A

AT+CWRECONNCFEG?

W i ¢

+CWRECONNCFG: <interval_second>, <repeat_count>

P8 Wi-Fi ®IER

e

’AT+CWRECONNCFG:<interval_second>,<repeat_count>

Wi i ¢

’OK

Espressif Systems 49 Release v2.3.0.0-esp32c3-824-g8b01b678f 1
Submit Document Feedback


https://zh.wikipedia.org/wiki/%E6%97%A0%E7%BA%BF%E5%B1%80%E5%9F%9F%E7%BD%91%E9%89%B4%E5%88%AB%E4%B8%8E%E4%BF%9D%E5%AF%86%E5%9F%BA%E7%A1%80%E7%BB%93%E6%9E%84
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 3. AT Ay d4E

BH

 <interval_second>: Wi-Fi =& [H)fE, H: B, BHME: 0, HK{H 7200
— 0: Wi, ESP32-C2 station A E i AP
[1,7200]: WiFFi4E3:)5, ESP32-C2 station 4 g8 £ HI ] 5 AP &%
. <repeat_c0unt> ESP32-C2 #4524 B 1% AP RSN, S <interval_second> A4 0 B}
ARk, BRIAME: 0, HKfH: 1000
— 0: ESP32-C2 station J5 2244 %92 AP
— [1,1000]: ESP32-C2 station ## & AR 538 E IR B E 1% AP

il

// ESP32-C2 station & F 1 $HZRE#&E Ar, F 2K 100 K%K
AT+CWRECONNCFG=1, 100

// ESP32-C2 station HEW F & HEFE K& & AP
AT+CWRECONNCFG=0, 0

e
o KA H <interval_second> B HAT+CWJAP 1) [<reconn_interval>] ZAHE
o A T HEWIT AP, Wi-Fi B MFHLUE Wi-Fi 3 i

3.2.7 AT+CWLAPOPT: %' AT+CWLAP &y A F1Hh&s 50 a1tk

BH

o <reserved>: {55
* <print mask>: AT+CWLAP [JHFE R @M Bon ARS8, BRIME: OXTFF, # bit 5 1, WE/R
XIS, AR 0, MR BIRXAT Y S5
— bit O: ﬂgE BN <ecn>
— bit I: B/ <ssid>
— bit 2: %%:E/j—'\‘ <rssi>
— bit 3: &7 E/~ <mac>
- bit4: 275 /R~ <channel>
— bit 5: Z75 ER~ <freq_offset>
— bit 6: 215 E/R <freqcal_val>
— bit 7: 215 /R <pairwise_cipher>
— bit 8: 275 /R~ <group_cipher>
- bit 9: 275 i~ <bgn>
— bit 10: 275 /R~ <wps>
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o [<rssifilter>]: AT+CWLAP 45 R R S H A SHGLIE, W), B E A SREIT rssi
filter Z¥{HY AP, f7: dBm, “\jn}\ﬁ 7100, JEHE: [-100,40]
* [<authmode mask>]: AT+CWLAP 4445 2% B A M AIE Xr AP, ERIAME: OxFFEF, 1
R bit Xlxjﬂ 1, WS 7R% B2 IAUE T ) AP, ELVJ\JO IR NTYR
— bit 0: 275 E/~ OPEN TAIE ) AP
- bit 1: E%_‘E/T WEP AIE =) AP
— bit 2: B R WPA_PSK AIF ) AP
— bit 3: 275 R WPA2_PSK AE 2 AP
- bit4: BE R /8 WPA_WPA2_PSK IAIE =AY AP
— bit 5: 275 /8 WPA2_ENTERPRISE AL AT AP
— bit 6: 275 % WPA3_PSK IANIF [ AP
- bit 7: B B8 WPA2_WPA3_PSK IAUEF T AP
— bit 8: 5% WAPT_PSK AE 201 AP
— bit 9: 27 /R OWE NIE i AP

EN|
/] E—ABEHA 1, T AT+CWLAP # A HE L EH W E 2% E RSSI A5
/] BEZANBHE A 31, W OOoxIF, KA AMEAN 1 8 bit FE NS HAL2ErdE X

AT+CWLAPOPT=1, 31
AT+CWLAP

// R B FINIEF A A OPEN H# AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £ %75 n HIT) AP

B A4

it

SUHPFARER A PF AP, W SSID. MAC Hbbitsifiiiti
Es

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT %

e
S 4 HI R ) AP

[

AT+CWLAP

W i <

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq_offset>,<freqcal_val>,<pairwise_
—cipher>, <group_cipher>, <bgn>, <wps>
OK
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BH

o <ecn>: fIE R
— 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
o <ssid>: FFEESEL, AP [y SSID
o <rssi>: [F55RE
o <mac>: FLRFEESH, AP /) MAC bt
e <channel>: {ZiE%
o <scan_type>: Wi-Fi J9§i2% BRAEHN: 0
- 0: EFhHH
- L gsh
* <scan_time_min>: fpMEIEFAAINMNE, RO 2R, JEHE: [0,1500], QAREHRACH B
i, ASHTH
* <scan_time_max>: FAMFE RN, BA: 2R, JEF: [0,1500]1, 45k 0, [EERA
ZHCERIME, TN 120 ms, S EHA 360 ms
o <freq_offset>: il (fFEWH)
o <freqcal_val>: SRMUEME (FETH)
o <pairwise_cipher>: % a5 7
— 0: None
- 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
— 6: AES-CMAC-128
- 7 RH
» <group_cipher>: %A, 5 <pairwise_cipher> SEIHESEAHF
* <bgn>: 802.11 b/g/n, # bit %A 1, WFIRMHEXTNAL, A0, WIFIREE XA
— bit 0: 25 #ifE 802.11b A=,
— bit 1: 275 FHE 802.11g FE=
— bit 2: EEHRE 802.11n Bz
e <wps>: wps flag
— 0: N WPS
— 1: %4 WPS

|
e e N S I O

|

2Nl

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID B AP
AT+CWLAP="Wi-Fi"

3.2.9 AT+CWQAP: WIS AP I)iER:
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’AT+CWQAP

W

’OK

3210 AT+CWSAP: [it® ESP32-C2 SoftAP £:%%
A

Dy :
7t 1] ESP32-C2 SoftAP [ it & Z:4k

Pa sy
A

AT+CWSAP?

W .

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>

P58 ESP32-C2 SoftAP [T BS54

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>]

Mjn] oz <

o <ssid>: FAFHRSA, AR
o <pwd>: FLAFERSE, Wi, JuHl: 8~ 63 F7 ASCI
e <channel>: {55
« <ecn>: JIE R, AHF WEP
- 0: OPEN
- 2: WPA_PSK
- 3: WPA2_PSK
- 4: WPA_WPA2_PSK
e [<max conn>]: % A ESP32-C2 SoftAP [ station 2t H , BUEILE: 2% max_connection
h
¢ [<ssid hidden>]:
- 0: )74 SSID (BkiA)
- 1: RJ7 4% SSID
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e

o Afigd HA Y AT+CWMODE=2 8# AT+CWMODE=3 W} A A3

« A AT+SYSSTORE=1, Tt WSO BRAFTE NVS 43X

o BRIA SSID &M, FAE Hik & MAC Huht 41 . 0] DA FHAT+CWSAP? 251 2RI 1
SSID.

il

AT+CWSAP="ESP","1234567890",5,3

3.2.11 AT+CWLIF: #%if)i%#; 5] ESP32-C2 SoftAP [t station {33 K&

AT %

=

A

AT+CWLIF

W ) :

+CWLIF:<ip addr>, <mac>

OK

S

o <ip addr>: JE#:F] ESP32-C2 SoftAP 1 station [ TP Mtk
o <mac>: %3] ESP32-C2 SoftAP [ station [) MAC #ihl

o)
o A4 TR IP, (L FiE ESP32-C2 SoftAP AIFE AT station DHCP ¥J( BRI T4 3

3.2.12 AT+CWQIF: KiJ| station 5 ESP32-C2 SoftAP [1)i%
AT

Jyiie:
K A 1% A ESP32-C2 SoftAP [} station

’AT+CWQIF

W i ¢

[ox
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EmA

&F

Yitig:
WL 1% A ESP32-C2 SoftAP [1y station

Py -
iy

’AT+CWQIF:<maC>

W

[ox

BH

o <mac>: FEWrFFiERE station 1) MAC Hihl
3.2.13 AT+CWDHCP: }EHi/Z5H DHCP
e iy 4>

P e
"Né?'

AT+CWDHCP?

Wi i ¢

+CWDHCP : <state>
OK

gﬁ

CEL A

Yriie:
J&= J11/2% )] DHCP

Py -
iy

’ AT+CWDHCP=<operate>, <mode>

Wi i ¢

[ox

S8

¢ <operate>:
- 0: 2H
- 1:)g3H
¢ <mode>:
— Bit0: Station [ DHCP
— Bitl: SoftAP [} DHCP
o <state>: DHCP {LIRFS
— Bit0:
+ 0: 25 Station fi{) DHCP
+ 1: J5 F Station [} DHCP
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- Bitl:
« 0: 25 SoftAP [\ DHCP
« 1: ;2 H SoftAP ff) DHCP
— Bit2:
+ 0: 25 Ethernet 1) DHCP
+ 1: J5 Jf] Ethernet [ DHCP

L

o FAT+SYSSTORE=1, Tt 'E W RAFE] NVS 431X

o KR E ML GURETS IPv4 Hihl G 2AHEFZ, WAT+CIPSTA FIAT+CIPAP
- # )5 DHCP, NS IPv4 sk £l sk
- FEHES IPv4, ) DHCP &2k
- e K ESES LRl E

il

// JB Jil Station DHCP, 41 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3 DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #rify/ix ¥ ESP32-C2 SoftAP DHCP 43Jicit) IPv4 Huhl Y5 Hi
Ay

s

AT+CWDHCPS?

W

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

)E’J

CHLN A

yfig:
P H ESP32-C2 SoftAP DHCP JI§ 45 %543 it i) TPv4 b3

[

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

W i :

[ox

BH

* <enable>:
- 1: % DHCP server {5 &, JG2ESHLAUHE
— 0: % DHCP server {5 5., KEZERINME, JFESHCHIES
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o <lease time>: FHZYEF[E], FA7: 204, HUEIER: [1,2880]
o <start IP>: ESP32-C2 SoftAP DHCP f# %%% IPv4 Hidil- M5 15 TP
o <end IP>: ESP32-C2 SoftAP DHCP [} 4558 IPv4 Mkl b 45k 1P

o #7AT+SYSSTORE=1, [l B ¥ RATE] NVS 43X
o KAyl WhMAE ESP32-C2 SoftAP #iffifig, H.JF/5 DHCP server FJ 13t {51 A
o PCE Y TPv4 Hudik T BBl 2625 5 ESP32-C2 SoftAP 7F ] — [ B¢

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // B %% &, k4 %A

32.15 AT+CWAUTOCONN: 75/t Ll 75 [ 2 AP

AT+CWAUTOCONN?

Wi i ¢

+CWAUTOCONN: <enable>

]
[ox
¢ <enable>:
- 1 FHHBhER AP (BHA)
- 0: _FHAH3NER: AP
B

o ARFERAEH] NVS X,

il
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AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/ ¥ SoftAP EiX | 802.11 b/g/n Wpilihrifi

R

Py -
iy A

AT+CWAPPROTO?

Wi i *

+CWAPPROTO: <protocol>
OK

>

¥

K

Wi
4

=l

’AT+CWAPPROTO:<protOCOl>

Wi i :

* <protocol>:
— bit0: 802.11b P FrUE
— bitl: 802.11g P FRHE
— bit2: 802.11n HHMAFE

st

o W ESP32-C2 4% % HifY PHY mode i : Wi-Fi PpilAist
o BAEILE, ESP32-C2 %45 PHY mode 2 802.11bgn =

3.217 AT+CWSTAPROTO: ¥ Station X F 802.11 b/g/n Ppiltbxnifi

it A

Py -
iy

AT+CWSTAPROTO?

W

+CWSTAPROTO: <protocol>
OK
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=

=

A

’AT+CWSTAPROTO:<protOCOl> ‘

* <protocol>:
— bit0: 802.11b M A5ifE
— bitl: 802.11g HisArHE
— bit2: 802.11n HpsAFRIE

it

o 497, ESP32-C2 %45 7 #:119 PHY mode IY,: Wi-Fi #pis 5=
o BATEMLT, BSP32-C2 #4514 PHY mode 2 802.11bgn 5=

3.2.18 AT+CIPSTAMAC: #ify/i% ¥ ESP32-C2 Station [¥] MAC Hiht:
iy

Yriie:
#5f] ESP32-C2 Station [ MAC #zhit

AT+CIPSTAMAC?

W i <

+CIPSTAMAC:<mac>

1% & ESP32-C2 Station ) MAC Hlii:

’AT+CIPSTAMAC:<maC> ‘

Wi i *

[ox |

B

o <mac>: TSR, #1 ESP32-C2 Station [ MAC Hijik:
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e

F7AT+SYSSTORE=1, it & WU RA73] NVS 431X

ESP32-C2 Station [#] MAC bt 5 ESP32-C2 SoftAP A[A], ANELN —Fi% B [FFER MAC Hitlk
MAC #ihik9 Bit 0 ANgER 1, Bilan, MAC Hubkn]PAZ “lac-”, (HARPAZ “15:--7
FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 2 Jeai ik, REEiEE

hil

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.19 AT+CIPAPMAC: #xif)/ix ¥l ESP32-C2 SoftAP ) MAC Huhk:
Ay

Yriie:
#5f] ESP32-C2 SoftAP ff) MAC Hiufi:

O e
iy

AT+CIPAPMAC?

Wi 3% <

+CIPAPMAC: <mac>
OK

[y

R
e

&

T E R

1% B ESP32-C2 SoftAP ) MAC Hiii:
A

=

’AT+CIPAPMAC:<maC>

o <mac>: FFHSEL, F7 ESP32-C2 SoftAP [ MAC Hihl

st

F=AT+SYSSTORE=1, it W M EAEE] NVS 43X

ESP32-C2 SoftAP /) MAC #iifil 5 ESP32-C2 Station A~[A], ANE N H B FFRER MAC ik
MAC Hbikfy Bit 0 AREK 1, Bldn, MAC HihibfAZ “18:+7, [HARTPAZ “15:7
FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 & TER b, RNEEiE s
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il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.20 AT+CIPSTA: #Fify/ix ¥ ESP32-C2 Station 1] IP Ml
iy

Yrite
#¥if) ESP32-C2 Station fJ IP 11t
[

AT+CIPSTA?

W

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK

[y

RE
i

=y

SEE

1% & ESP32-C2 Station ) IPv4 Hiiik

fir

=

’AT+CIPSTA:<"ip">[,<“qateway">,<“netmask">]

o < ip” > FEFESE, Fon ESP32-C2 station ) IPv4 Hiil:
e <” gateway” >: [

e <” netmask” >: MY

e <” ipv6 addr” >: ESP32-C2 station f{¥] IPv6 Jhiti

B

o MG, H7A2Y ESP32-C2 station 7 A AP s & it B 544 [P Hiht 5, A REE

Hihk
o P:AT+SYSSTORE=1, Tii& W oCEHEA7S] NVS 43 X
o REE AT HBE DHCP Wy A ESE N, AT+ CWDHCP
— PSS IPv4 ik, W25 DHCP
- # /5 DHCP, 1%k F #3S 1Pv4 Hitik
- E— U\@EEAE%L*U\EEE

WEIER IP
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il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: #ify/i% ¥ ESP32-C2 SoftAP [t) IP Hukl
iy

Dtig:
7] ESP32-C2 SoftAP [ IP Huhik

[

AT+CIPAP?

W

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

BeE WA

Dtig:
¥ E ESP32-C2 SoftAP (] IPv4 Hiht

zs

’ AT+CIPAP=<"ip">[, <"gateway">, <"netmask">]

Wi % ¢

[ox

. < p? >1 FHFEBEL, F7% ESP32-C2 SoftAP [ IPv4 Hiht
o < gateway” >: [

o <” netmask” >: M

¢ <” ipv6 addr” >: ESP32-C2 SoftAP f) IPv6 Ak

Bl

o RFEMAIGE T IPv4 W%, N3G T IPvo 2%

o HAT+SYSSTORE=1, Wr'E HUCRHRATE] NVS 43X

o ARk E 45 E DHCP (Y2 H 20, WNAT+CWDHCP
— PSS IPv4 Hichl, 2% B DHCP
- #7)5H DHCP, ik #S IPv4 Hihk
- A RECESES bR
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il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: Jfk} SmartConfig
P %

g
2 ESP-TOUCH+AirKiss 3231
s

AT+CWSTARTSMART

FFJE 38 E 2584 1) SmartConfig

[k

’AT+CWSTARTSMART:<type>[,<auth floor>][,<"esptouch v2 key">]

Wi i ¢

* <type>: A
— 1: ESP-TOUCH
— 2: AirKiss
— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi i\ JFEH{E, ESP-AT A< i%3£%] authmode I T I B{ER) AP
- 0: OPEN (EkKiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
+ <" esptouch vz key” >: ESP-TOUCH v2 HfREFHLH, i M6 Wi-Fi 85I F1 5 R IR
A 16 FAT .

|
oA S S S

e

* LA K SmartConfig {5 5., #5Z% ESP-TOUCH i 15 ;

* SmartConfig {¥ 3 #:7F ESP32-C2 Station #5215

* JHHE Smart get Wi-Fi info F/x SmartConfig iiINFKEE| AP {58, )5 ESP32-C2 Z£ifiE#:
AP;

e J & +SCRD:<length>, <rvd data> FE7~ ESP-Touch v2 I 3REE| B & L EHRE;
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e J§H Smartconfig connected Wi-Fi F/RINIEES] AP;

* A5 ESP32-C2 % #5 75 2245 SmartConfig it W 45 5 [7] 25 25 F-Hlue , Fr ABIAEIE B Smartconfig
connected Wi-Fi #jHGHEiRAE) 6 #PHE HAT+CWSTOPSMART ;

o T[E ] AT+CWSTOPSMART 1% 1I- SmartConfig, &G F-HITHA A2 . {2, 7F SmartConfig 13 f&H

) RATH A A2

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.23 AT+CWSTOPSMART: {2} SmartConfig

Wit

=

A

’AT+CWSTOPSMART

W

’OK

|

* 51t SmartConfig I 575, #iE7EATH AL Ay 42 Hii# AT+ CWSTOPSMART Fji% SmartConfig 5

AT

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: ¥ WPS Jfig

- :
wE WA
Wi

’Z—\T+WPS:<enable> [,<auth floor>]

W 3% ¢

[ox

S

e <enable>:
- 1: FF)& PBC kA1 WPS
— 0: %4 PBC 27 ) WPS

o <auth floor>: Wi-Fi IAFE H{E, ESP-AT A~4i%E3#:3 authmode % T It BB 1K) AP
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: OPEN (#tiA)

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

: WPA2_WPA3_PSK

|
NNk WY —=O

Bl

« WPS LjggA%i 7 ESP32-C2 Station {5 HE A1 0 T 1
* WPS A3ZHF WEP iy X

Bl

AT+CWMODE=1
AT+WPS=1

3.2.25 AT+MDNS: ¥ mDNS Jjig

- :
BeE A
Wi

’AT+MDNS:<enable>[,<hostname>,<service_name>,<port>]

Wi 3% <

[ox

S8

¢ <enable>:

o <hostname>: mDNS FHL4& )
o <service_name>: mDNS fi§ 4544 Fx
e <port>: mDNS ifi [

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0

3.2.26 AT+CWJEAP: #ER; WPA2 ikl AP
iy

Ly
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#rifi) ESP32-C2 station 7 AR AP FFE EA5 B

Py e
"ﬂé?'

AT+CWJEAP?

W

+CWJEAP:<ssid>, <method>, <identity>, <username>, <password>, <security>
OK

EmA

&F

i
HERE R H ARV AP

Py -
iy

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

Wi i ¢

OK

&

+CWJEAP : Timeout
ERROR

S8

e <ssid>: ™iRR AP 1) SSID
— IR SSID SRS A, o "\ SRR AT, TR
o <method>: WPA2 VA ik 5=
— 0: EAP-TLS
— 1: EAP-PEAP
— 2: EAP-TTLS
o <identity>: Py 1 B9 EH, FAFERIRGIN 1~ 32
o <username>: WWEX 2 W 44, J0EEl: 1~32 577, EAP-PEAP, EAP-TTLS Fifi il 7NN E
KZ4, EAP-TLS )y A TLH R EARSE
o <password>: [E% 2 (%Y, JEE: 1~32 5%, EAP-PEAP. EAP-TTLS i\l a5 B A
241, EAP-TLS X LR EARSE
<security>:
— Bit0: & ik 1y
— Bitl: f]x 5548k 13
o [<jeap_timeout>]: AT+CWJEAP 6y Wt SRS E], BAf7: B0, BRIAME: 15, JEH: [3.600]

il

/) HZEHE EAP-TLS A F AW ALK ap, RE SR, RIERFHEH, WHE P RIS

AT+CWJEAP="d1link11111", 0, "example@espressif.com",,,3

// #HFE EAP-PEAP AE 7 X B4 b B
AP, WEHMH. AP 4. &, THIERSBIEFH, T HE PP

AT+CWJEAP="d1link11111",1, "example@espressif.com", "espressif", "testl1l",0
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RS

WPA2 Vi 4= DA ERR CODE : 0x<$%$08x> #%zUF] i :
AT _EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET _CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT _EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT _EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

el

* FFAT+SYSSTORE=1, il FHCRHATEE] NVS 40X
(A4 FHFIFIS Station ARz
o (] TLS AU R AR Pl

3.2.27 AT+CWHOSTNAME: #%ify/i ¥ ESP32-C2 Station ) 1: L #4Fr

Ay ar 2

i

¥ ifi) ESP32-C2 Station [ EH14 FR

GRS
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AT+CWHOSTNAME?

W

+CWHOSTNAME : <hostname>

OK

[Fauntigy

e
15 ESP32-C2 Station [{] FHL4 FR

’AT+CWHOSTNAME:<hoStname> ‘

Wi ¥ *

[ox |

A% H i Station A, NI 1] :

’ERROR ‘

S

e <hostname>: ESP32-C2 Station [ EALLFR, K 32 %Y

Bl

o Ml B BONRATE] flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #if)/i s Wi-Fi [H5 10
Ay

i
#if] Wi-Fi [ 540

AT+CWCOUNTRY?

Mjn] oz <

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK
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B

&F

P
ﬂl]/?\

i

W

wn

Wi-Fi [FZA0h5

.

’AT+CWCOUNTRY:<country_policy>, <country_code>, <start_channel>, <total_channel_count> ‘

L)

[ox

BH

Bl

il

<country_policy>:
- 0: RFEZF AL ECH ESP32-C2 451 AR AP 1) E Z A5
- L ANUEEZRA, AR SR E N E R A
<country_code>: [EZMMY, HRKE: 3R, FEEZRMAIESS 1SO 3166-1 alpha-2 friff.
<start_channel>: 155518, JoH: [1,14]
<total_channel_count>: {335 a8

HEAIVLIIE 2% 0 Wi-Fi 5 /M X 6,
PiC B O A7 ] flash

AT +CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3

TCP/IP AT %

28

AT+CIPVG6: J3 /25 IPv6 %% (IPV6)

AT+CIPSTATE : #5if) TCP/UDP/SSL %35 B

AT+CIPSTATUS (-7 ): #%if] TCP/UDP/SSL &R ASFIE
AT+CIPDOMAIN : 15/ fi#thft

AT+CIPSTART : 77, TCP j&4%. UDP {4k SSL &2
AT+CIPSTARTEX : 77 B84 H¢ ID ) TCP 4% . UDP {&4 5% SSL #4:4%
[ME AR ABEAEX ] +++: B RIEHEX

AT+SAVETRANSLINK : %% Wi-Fi FFHLiE £ 42X, (5 H

AT+CIPSEND: HE-5-38 #5442 X, 8 Wi-Fi 53X, T kg
AT+CIPSENDL: Fi-i8 15442 X, R AT Kk KB
AT+CIPSENDLCFG: %8 AT+CIPSENDL iy 417 &
AT+CIPSENDEX : FE-&-i@ 154 42 X N R A BRI X A 58
AT+CIPCLOSE : 3 TCP/UDP/SSL %1%

AT+CIFSR: Zrifj7Hb TP #ihikF1 MAC Hbdil:

AT+CIPMUX : & 17125 F 2 14

AT+CIPSERVER: ##~7 /3¢ TCP 5% SSL % %548
AT+CIPSERVERMAXCONN : i) /{5 B IR 55 2% FUVF BT B Feo K IEIEKL
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o AT+CIPMODE: i)/ B AL Hikik

o AT+CIPSTO: iR/ A TCP AR5 7 i st ]

o AT+CIPSNTPCFG: A/ 388 I X Fll SNTP Jj 45 5%

o AT+CIPSNTPTIME: 7%if] SNTP ]

o AT+CIPSNTPINTV : Z5iH)/35 % SNTP b {a] i) 45 1) 8]

* AT+CIPFWVER: RS54 C A1 AT REI{ERRA

o AT+CIUPDATE: it Wi-Fi 4% &

« AT+CIPDINFO: %% +IPD ji§ B¢

o AT+CIPSSLCCONF: Z5if)/%E' 5 SSL 2 F i i

o AT+CIPSSLCCN : 2rif)/i%E: SSL & it 2x 44 (common name)
o AT+CIPSSLCSNI: Z5if/35% & SSL % F1i ) SNI

o AT+CIPSSLCALPN: #5if)/i% 5 SSL & F'i: ALPN

o AT+CIPSSLCPSK : #51#)/i% 8 SSL %P1ty PSK (545 H A% 30)

o AT+CIPSSLCPSKHEX : Zxifj/i5% & SSL % F i) PSK (1753t fhl4% =)
o AT+CIPRECONNINTV : 2%if)/i% & Wi-Fi i% 1 42 X, i TCP/UDP/SSL = % [a] %
o AT+CIPRECVTYPE: Eif)/i'EEZFHIR

* AT+CIPRECVDATA: #RH shi R B #F 5ds

* AT+CIPRECVLEN : E g~ B 5 K

o AT+PING: ping X}iff FEHL

* AT+CIPDNS: #xifj/iX & DNS k55415 5

o AT+CIPTCPOPT : Zifi)/ i BRI

331 ¥

WY BUAM AT B SRR IL U FRTA AT s WREFZE S ESP32-C2 B\ S, 1HH
F1%i% ESP-AT 142, TES5TAPTE TAR Bt (FHIETURANLNY, MRIEEHHREEsE)
o 25 OTA 174 (AT+CIUPDATE . AT+CIPFWVER): Component config->AT->AT OTA command
support
o #22H PING 7% (AT+PING): Component config->AT ->AT ping command support
o 25 TCP/IP % (R, —HEH, Frfy TCP/IP ThRERICIAE A, 72 BITSE X 4L AT iy
4-): Component config->AT->AT net command support

3.3.2 AT+CIPVG6: |3 H/ZEH 1IPv6 %% (IPv6)
iy

g
i) IPV6 [ 25 2 T RE

AT+CIPV6?

W

+CIPV6:<enable>

i
JE /AR PG [ %%
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[

’AT+CIPV6:<enable>

Wi 3% ¢

[ox

o <enable>: IPv6 W Z& (i BEARTS . BRIAME: O

— 0: 251 IPv6 %%
— 1: JJ ] IPv6 M 2%

]
o fE U BT IPve [ %% By b WO HT, @ E e | M IPve K 2K (B fn: Kk

T IPv6 M %% ffi i TCP/UDP/SSL/PING/DNS, i3 #% 25 TCP6/UDP6/SSL6/PING6/DNS6
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

3.3.3 AT+CIPSTATE: #¢ifj TCP/UDP/SSL #EE:A5 B

A4

[k

AT+CIPSTATE?

Wi 3% ¢
AT, AT & 1]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>

OK

MU RN, AT &[0

OK

 <link ID>: MZ&%EH ID (0~4), HTZHEEMHN
o < type” >: FRFR S, FREHRL Y TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FHHESE, Fonutng IPv4 Hihksk IPve #ihl
« <remote port>: T 1{H
* <local port>: ESP32-C2 Z<#h i [{H
* <tetype>:
= 0: ESP32-C2 J &M hy 7 s
— 1: ESP32-C2 &4k MR 45 52
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3.3.4 AT+CIPSTATUS (Gitifl): #rify TCP/UDP/SSL 2RSS B

WA %

v

A

=

AT+CIPSTATUS

W i <

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>
OK

o <stat>: ESP32-C2 station 32 [ PR
— 0: ESP32-C2 station "N AR#IALIRGS
1: ESP32-C2 station ;I IRIRAS , (HIBARIF I Wi-Fi i
2: ESP32-C2 station B, 1%E#2 AP, ##15 IP il
— 3: ESP32-C2 station £\ %37 TCP. UDP i, SSL 1%
4: ESP32-C2 %44 Jii 45111 TCP. UDP #1 SSL ¥l FF
— 5: ESP32-C2 station FF 4G Wi-Fi #:3, (Hi%AiE - AP sk M AP Wi
* <link ID>: MZ1E4; ID (0~ 4), HT 28N
o < type” >: FRFRBEL, FREHZI” TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FRFESEL, FRimi [Pv4 Hidksk IPve ik
* <remote port>: i 1 {H
* <local port>: ESP32-C2 7 I1{H
* <tetype>:
— 0: ESP32-C2 {3 &1 H & it
— 1: ESP32-C2 % & 1E Mk 5545

e
o AR F AT+ CWSTATE fip 452510 Wi-Fi k%S, il AT+CIPSTATE 45 i) TCP/UDP/SSL k7.

3.3.5 AT+CIPDOMAIN: %@t

v

)E'\.

CELN A

A

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W

+CIPDOMAIN:<"IP address">

OK

BH

o <” domain name” >: FHENTHIIE A
 <ip network>: ik IP %, BRHAE: 1
- 1 IR R IPv4 ikt

Espressif Systems 72 Release v2.3.0.0-esp32c3-824-g8b01b678f 1
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 3. AT Ay d4E

— 2: @A IPv4 HihE
- 3: HfRNTN IPv6 Huht
o <” IP address” >: f#HTH ) IP il

ZN ]|

AT+CWMODE=1 // & E station # R
AT+CWJAP="SSID", "password" /] W%
AT+CIPDOMAIN="iot.espressif.cn" VA% Y

/] B A EAT, REATA IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B A BAT, REATA IPve Mk

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B ABAT, BRMEATA IPv4 H i

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: #tyw TCP ¥E#:. UDP {44k SSL ¥
. #3 TCP#%i:

o 3 UDP £
o % SSLifiE

e TCP g

BEae @

// ik FE (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—"local IP">]

W
EREH T, R

CONNECT

OK

ZHEREUT, R

<link ID>,CONNECT

OK

S

* <link ID>: MZ4iE4; ID (0~ 4), H T2 EENNL. RS EEEHE BT nenuconfig HHHA
BB, —AN2 AT {4 AHc I AT_SOCKET_MAX_CONN_NUM , BRAE K 5. & LwIp
AP I E I LWIP_MAX_SOCKETS , ERIMEN 10, ZUEBOZSEITLE , BT 28 Ohd B 0
AT_SOCKET_MAX_CONN_NUM WE I BRI (EA KT LWIP_MAX_SOCKETS M. (iHS%%miF
ESP-AT T42 KBUE £ 15 H..)
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o <7 type” >: FLFHRSR, FoRMGEERELEA,” TCP” 8 “TCPv6”, EKiAfH:” TCP”

o <” remote host” >: FEESE, Fasiciy IPv4 Hihl, 1Pv6 #ihl, akdk4s. KR 64 F5.
RIETHE T I B4 K E S 64 77, 1l - AT+CIPDOMAIN iy 4 3RUS 44 % W i) TP itk
SR T TP bk T B .

* <remote port>: T F1{H

o <keep_alive>: [l B &£ SO_KEEPALIVE $E3 (&% : SO_KEEPALIVE N47), Hfii: #b.

. JEE: [0.7200].
- 0: Z5H] keep-alive fig; (BRIA)
- 1~7200: JFJ3 keep-alive Zjfg. TCP_KEEPIDLE {f >}y <keep_alive>, TCP_KEEPINTVL { >k
1, TCP_KEEPCNT {{i ¥ 3.
o RS <keep_alive> RS AT+CIPTCPOPT s W] <keep_alive> ZEMHIE, HZ&AH
H SR E R A E « WRBITA G QIR E <keep_alive> S48k, MBIAMEH IR E A,

o <” local IP” >: 345 E NN IPv4 ikl IPv6 Huhl . %S B AL £ W 45 352 LT R4S L £ 1P
Mt EE A H . BRIAHEER, R EHEMER, FAaTikE, SHEMAERUE

el
o QURGEHEET IPv6 M2 —A> TCP %4, HHITRA M HE:
- Halg AP % #; IPv6
— B AT+CIPV6=1
— SHFAT+CWIAP S 3R B —A 1Pv6 Hbdik
- (W[3%) @ITAT+CIPSTA? G445 ESP32-C2 275 3K E IPv6 ik
ZN ]

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at E @ i AT+CWJIAP ¥ B | IPve 4 & # it
AT+CIPSTART="TCPvo6","2404:6800:4005:80b::2004", 80, ,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

it UDP £y

B A

// ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
<~>">]

// % % H: (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <
—"local IP">]

W o 3
FRERRGUTR, g
CONNECT

OK

Z AT, R
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<link ID>,CONNECT

OK

o <link ID>: M#51%5: ID (0~ 4), HT 2B

o < type” >: FRIHRSE, FIRMKIERIA,” UDP” 5 “UDPv6”., ERiAfH:” TCP”

« <” remote host” >: FEFFFRBE, FRimin IPv4 ik, IPve bk, BilEi4. HKH 64 F37.
AT B 4 B4 KB AT 64 5275, T AT+CIPDOMAIN iy % 4R B 44 %5 [ 1) TP Hbhl
SRIGEH TP Mk iR .

« <remote port>: L 1{H

 <local port>: ESP32-C2 %451 UDP i [1{H

« <mode>: £ UDP Wi-Fi &L, ARSEELLIEH O

- 0: 20 E) UDP i )G, AeAsxtius UDP #idkfE B (2RiA)

= 1t U — R BRICE SRR B EAN [ B 6 i UDP s, A8 Xt UDP b5 o8 K3k 5o
WA Iy TP Hiyhk A 1

— 2: [ IEYLE] UDP S, F6okas it i UDP Mtk 88 &3 5 v 15 45 1 TP ikl Frogs r1

o < local IP” >: 3240 E AN IPv4 HohkB% IPv6 #blilk, %S 50AE A #h £ W 2442 O B A &2 TP
HohbrER A H . BRIACHEEA, ARG, fFETRE, SEW S ERIE

Ll
o U4 UDP i #2 H A9ac i [P Hiht )& IPv4 235 HE (224.0.0.0 ~ 239.255.255.255), ESP32-C2 ¥ 45°Kf /&
PEFIHE UDPv4 4H3%
o 5 UDP %42yt 1P #hhik 2 IPv4 T 3% bk (255.255.255.255), ESP32-C2 &£ K iE IR
UDPv4 |~ #%
el R UDP % % Y i uw IP M kb 2 IPve A # M 4k (FF00:0:0:0:0:0:0:0 ~
FFFF.FFFF:FFFF.FFFF:FFFF.FFFF:FFFF.FFFF), ESP32-C2 % £ I £ T IPv6 W 4%, & ik Fil 4
Ix UDP 41#%
* HHZE <mode> 1, FHRWESE <local port>
o QRGARELT IPV6 (25 H,—A> UDP {4, 35 IATLA N Ak
- Haff AP I #5 1IPv6
- W HEAT+CIPV6=1
— WITAT+CWIAP i35 FELE]—A IPv6 itk
— (W\[%k) @EFAT+CIPSTA? iy 4462 ESP32-C2 275 3K E % IPv6 Mtk
o QR AEER MK KT 1460 A5 UDP 44, 1 H 474 1% ESP-AT T 42, FE45 TP e TR H
##E: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 X #
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #TF IPve [ % # UDP ¥ %
AT+CIPSTART="UDPv6","fe80::32ac:a4ff:fe80:65ac",1000,,,"fe80::5512:f37f:bb03:5d9b"

// #TF IPve W % # UDP % #
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

@ty SSL ¥
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// ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local IP">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[, <keep_alive>,<"local.
~IP">]

ja] o =
PRI, R

CONNECT

OK

ZHEERAT, &6

<link ID>,CONNECT

OK

o <link ID>: WZEH ID (0~4), HTZHEEMTEOL

o <V type” >: FRFHRSYEL, FIRMYEIERZEA,” SSL” 5 “SSLv6”. ERIAfH:” TCP”

« <” remote host” >: FEFEESE, FRuhs IPv4 Hihl. IPve Hihl, Sidk4s. FKh 64 F35.
SRR B A2 B4 KB 64 <277, 15 i AT+CIPDOMAIN fiy 23RBS 42 % B ) TP ok
SRIGHE R TP bt T 4% .

* <remote port>: Vil L {E

o <keep_alive>: [l B £3: 1Y SO_KEEPALIVE %1 (&% : SO_KEEPALIVE N43), Bfi: b,

o JGHE: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)3 keep-alive Bjfit. TCP_KEEPIDLE {f}j <keep_alive>, TCP_KEEPINTVL {§}
1, TCP_KEEPCNT {H% 3.
o KA <keep_alive> BEHAT+CIPTCPOPT 4y <keep_alive> A, HEH
MG E NSO UE . RBITARMOI AN BREE <keep_alive> S5, WIBRIAM LK FCE O1E .

o < local IP” >: FEEYLE (AL IPv4 Hbhik 5 IPV6 Hihl, %S HE A ML W 4632 LRI AR b %2 TP
HhEREERE A . BRUCHEE . R, 5 AfTRE, SEECAARUE

|

o SSL MR T 0] AR B K I R
o SSL EHT A KENAE, WAEAMEXSFHRZES
o W AT+CIPSTART fipdedk T SSL 4%, HAg A GBIt 6] 10 b, D) S s b ] 228
BEK, BT TR 4L
o WIRGEARELT IPVO 2% 57—~ SSL %4, T TPA F#RAE:
— W AP 374 IPv6
- BB AT+CIPV6=1
— SBITAT+CWIAP 68 3REE|—A IPv6 it
— (W]3%) @iTAT+CIPSTA? fiy 5K s ESP32-C2 2733k EE| IPv6 Hitil:

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

(R oUgkzk)
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(£ L£50)

// esp-at O i it AT+CWJIAP # B % IPve £ 5 Hi it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: 7 (12540 d ID ¥ TCP ¥4:. UDP {44sk SSL ¥E+:
A4 5 AT+CIPSTART AL, R AAET : AELHERRITEIL T (AT+CIPMUX=1) THF /I D, RE
£ AHTRIIE B ID.

3.3.8 UG MBARER] +++: BHEDRELX

PepkIAT AT A

i
BHAIEARX, FEAFEEX

Command:

/) AXE R B R

+4+

Bl

o WARRBATAr 0 A =AME + 45 (R ASCILAG: 0x2b), [AlEfir %452 1A CR-LF F4f
o BEREE—A> + FAFRIE A 20 ms I [A) ARG A BCA AR A, 55 =4 + FAF IS 206 20 ms I5f1E][5]
BB HAf A, A + FRFZ B 2 2AT 20 ms B[R] [E] R P9 3 HARE A . B, + FRESERY
O A Ak 2

o AFREFIRIAT iy BT i I

 WHEDER | AT & AT @

339 AT+CIPSEND: {3l fE4BiAsk Wi-Fi B f508R T %k 8ol

- .
SAURTIRS

-

>k B
Y bE

i m AN, TE KRR RSB KR T 8192 577, 1§ i ) AT+ CIPSENDL
W KIA

ot
r=¢

2

// ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP % #y 7 45 & * 35 £ AL v H
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W :

OK

>
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R R 2R AT B OB AT RO, BT DA AR, 24 AT S8 iR K A F <length>
Ja, BRI

UNSRR S MR BB AR i I B RTT, aR (] -

’ERROR

WP B S AR CRAERERE 240X B ), & W]

’SEND OK

PATa A
Uitk
HEA Wi-Fi i £ 48X,

ke

AT+CIPSEND

W i <

&

ERROR

PEA Wi-Fi i 1542 X, ESP32-C2 BB RSN 8192 77, Rk 2920 747, QIARACE] i %<
JERT45T 2920 747, Bdli 2oL IR 4 2920 i — A ERIE T R ik, 451 20 ZRP sl SF Fpil
BIR BRI T45 T 2920 “FA IR (AT PAEIE AT+TRANSINTVL fir - FCEL LRI B ) « 2% A
e+ I, GRHE AR MBI R, R 1R T4 AT .

At 4 W BUE TF 1% 18 45 X DA B F (. %0 WicFi UDP {5, AT+CIPSTART 3 419 23
<mode> WAL E M 0.

o <link ID>: WZEH ID (0~4), ATZHEZMIENL

o <length>: ¥dRKAr, HRfE: 8192 iy

* <” remote host” >: UDP {4 v] PATE E N FAL: 1Pv4 Hihl . 1Pve Hihl, silEisg
» <remote port>: UDP £ PATS & Xt v i 11

L
* WATPABEAT+CIPTCPOPT fiy &5y tg > TCP I BERLE B HETHE . IAN: BE# <so_sndtimeo> g
5000, W TCP Ak IESAE S BNRIEIEGHR, ToiR b2 R . X LAY MCU 251 AT fiy %
(] 52 4 IRF ] o
3.3.10 AT+CIPSENDL: il b X FIFAr 56 KA
[Zauigcy

i
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LA X T, SERE, AT ARREE (AT iy LR AT 06 3t 2 8 Bl 29T THY ) -
AT PAGE AT +CIPSENDLCFG iy QLB ARy 2 PR AR BRI /N 8192 775, fimTpA
{ili ] AT+CIPSEND i 4% 3% .

I/ e
“ﬂ4>‘

// B (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % % H: (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP fg #r ® 48 & *t 3 £ ML o 3 1
AT+CIPSENDL=[<1link ID>,]<length>[,<"remote host">,<remote port>]

Wi i ¢

OK

>

IR AT 9E AR AR X H HEHERS U U AT <o PO 8s , ORHET AR AR, —H AT
it IR, B 2 AR R, SR RmIT I .

WRERMETTH R, RAXMIEAT+CIPSENDLCFG T E. EARIH B :

’+CIPSENDL:<had sent len>,<port recv len>

IR e+ ++ WUl , RGN :

’SEND CANCELLED

IR RA P E R L, RERARN:

’SEND FAIL

R BT B A AR CR AR C 2508 X)), RGTHRA R :

’SEND OK

BERWOTH, BT PAKIE+++ o BUH R, RN ESP32-C2 s M2 X B . I, AT fr
Lt S BRI, EEREHRER) <length> KEHIRS, A SBHAMEARX.

S8

<link ID>: W%i%E$H: ID (0~ 4), HTZEENR

<length>: K F, oM 23 - 1597

<” remote host” >: UDP {£#5 0] DAFE E X i AL : 1Pv4 #ihik, IPv6 #ihik, =ii6i44
<remote port>: UDP &5y a] DA+ & Xt i i 11

<had sent len>: i 2) & B IS 2 SRR B B2

<port recv len>: AT iy %ty ISR (1) e S K 32

Bl
o BN UART 4%, 0, A0 UART $IGEBER T M 28 AR s EE I, & B 5k
o 0] DA AT+ CIPTCPOPT 543 aiA~ TCP AL BBk . BHlun: % E <so_sndtimeo> A
5000, W TCP Aik#RfEAE S BNIRIMIEER, TEie s @ kM. XA AT MCU 451 AT fi %
[ 52 PSS TE]
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3.3.11 AT+CIPSENDLCFG: ¥ ¥ AT+CIPSENDL 1y 41 &Pk
Ao A

Dtig:
i AT+CIPSENDL i 4 (i 1ie B

s

AT+CIPSENDLCEG?

W

+CIPSENDLCFG:<report size>,<transmit size>

OK

BeE WA

Yytig:
W B AT+CIPSENDL iy 4l B

zs

’AT+CIPSENDLCFG:<report size>[,<transmit size>]

W i :

[ox

* <report size>: AT+CIPSENDL iy 4R/, BRIAE: 1024, JEF: [100,2 2], Giltn: &
<report size>{H} 100, WJAT+CIPSENDL fi4- &g i) <had sent len> FIRF4HN (100,
200, 300, 400, ---- ). WA <had sent len> FIR{EEEET LR LA K .

o <transmit size>: AT+CIPSENDL fig % H LR/, BEF6E T 50 L AR M EdE SN, B
IME: 2920, JEH: [100,2920], A0SR B EIEKERTET <transmit size>, Ffio rH]
B Bk <transmit size> FAT—HWHIT AL, BINSERF 20 2R E RIS B9 KT
&Y <transmit size> FIATFHAEEIE (B0 PAELT AT+TRANSINTVL iy A Hc B I E ) -

]
o XFT AN R/ IMEX SEE R EOR SR A, R ERE RN <transmit size>. tHEFEGE
1FAT+CIPTCPOPT fip4iX 8 TCP_NODELAY Jg&#.
o XWTHEMERKAES, WEGRERKN <transmit size>. WIEFFEFEA1TIR & ESP-AT &
wh bk AR

3.3.12 AT+CIPSENDEX: &% il fehie X R M9 ity X% ik Bode

B A

yfie:

SRR F, B R G, S R AR \0 (0xSc, 0x30 ASCID fil % Hcfin i i%
ke
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// ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP fE#y 7 4% & A IP Mk frog oo
AT+CIPSENDEX=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i ¢

OK

>

aRma R AT EE R R, BT DR AR KRB, 2 AT 30 8 R K8
#| <length> JGuidft Bl \0 T, Blmfetmirin.

LUES SEMVALS IRV CiT Eg lnpes TP S AL

’ERROR

AR B AL OB C 2R B0 3 ) , &[0

’SEND OK

BH

<link ID>: %4 1D (0~ 4), i Byt
<length>: H¥iK A, FARfE: 8192 F7

<” remote host” >: UDP £ n] DAFG E ST EAL: 1Pv4 Hihil . 1IPve bk, B4z
<remote port>: UDP %%y 0] PAFS & X i i

|

LR B R R, SRR T B\ 0 SEAFRT (0x5c, 0x30 ASCI), ¥R EHiTin, RERIM
WE R, SR & AT s

o WERBIEPAE \<any>, WEKERHT, JEH <any> 55

o WIRFE KL N0, 55 R \\O

o TR PAfl FHAT+CIPTCPOPT 143k h4EA~ TCP AL BB eI, Flin: BEE <so_sndtimeo> A
5000, W TCP ik #AESAE 5 BB MISER, LI MENIR 2R, X DA MCU 4545 AT 14
(1] & RIS ]

3.3.13 AT+CIPCLOSE: X:[4] TCP/UDP/SSL 4:4%

KM 2 AN ) TCP/UDP/SSL 14

A .
"ﬂ/?\‘

AT+CIPCLOSE=<1link ID>

W
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<link ID>,CLOSED

OK

Parhr %

i

KPR ) TCP/UDP/SSL 14 4%

AT+CIPCLOSE

W :

CLOSED

OK

S8

* <link ID>: TR FLIER: ID, ASRBEN S, WIFR I BrA %

3.3.14 AT+CIFSR: #rifyAciy IP Huht Al MAC Huhk

PAT %

=

A

AT+CIFSR

W i :

+CIFSR:
+CIFSR
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:
+CIFSR:

OK

APIP,<"APIP">

:APIP6LL, <"APIPG6LL">

APIP6GL, <"APIP6GL">
APMAC, <"APMAC">
STAIP,<"STAIP">

:STAIPOLL, <"STAIPG6LL">

STAIP6GL, <"STAIP6GL">
STAMAC, <"STAMAC">
ETHIP,<"ETHIP">
ETHIP6LL, <"ETHIPGLL">
ETHIP6GL, <"ETHIP6GL">
ETHMAC, <"ETHMAC">

.« <"
.« <"
o« <"
o« <
o« <
.« <"
.« <"

APIP” >: ESP32-C2 SoftAP { IPv4 Kt

APIP6LL” >: ESP32-C2 SoftAP [ IPv6 A< Hb %t i H -
APIP6GL” >: ESP32-C2 SoftAP [] IPv6 4 Jmyiiht:
APMAC” >: ESP32-C2 SoftAP (1) MAC #iih

STAIP” >: ESP32-C2 station [ IPv4 bt

STAIPGLL” >: ESP32-C2 station [t IPv6 A< Hii %k % Hu il
STAIP6GL” >: ESP32-C2 station [ IPv6 4= Jajil
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|

<” STAMAC” >: ESP32-C2 station 1] MAC #tihil:

<” ETHIP” >: ESP32-C2 ethernet [} IPv4 #ihil

<” ETHIP6LL” >: ESP32-C2 ethernet 1] IPv6 7154 i i ik
<” ETHIP6GL” >: ESP32-C2 ethernet [1}] IPv6 4= f5iiihl

<” ETHMAC” >: ESP32-C2 ethernet 1) MAC Hihik

« JU 4 ESP32-C2 i AR R IR RS, A BEENEIE Ry IP Hhhbfl MAC bt

3.3.15 AT+CIPMUX: KEH/ZEH 2 B85

A if i 4

Dyt
AR

AT+CIPMUX?

Mjn] oz <

+CIPMUX: <mode>
OK

%
L

L /
[y

=

o6

&b .
B.

B

N

1

X

&
°

’AT+CIPMUX:<mOde>

o <mode>: FEI, BHAME: O

- 0: FER;
- 1 25

e

o FUB 4 A BT T It A ] B O e
o AfE et X (AT+CIPMODE=0), A REBE N L HEH
o QRS T TCP/SSL RS54, MU RIS, W KIS 45 (AT+CIPSERVER=0)

Espressif Systems

83 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 3. AT Ay d4E

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: &/ TCP o SSL i 55 2%
Ay

i
#if] TCP/SSL 55 4k 25

AT+CIPSERVER?

Wi 3% ¢

+CIPSERVER:<mode> [, <port>,<"type">][,<CA enable>]

i)
[ox
e <mode>:
- 0: XRS5+
- 1o @ RS54

o <param2>: ZE{ <mode> KA, WSHE R :

o W <mode> j& 1, <param2> ARG5S BUAfE: 333
o QIR <mode> 2 0, <param2> fAERFSAHED/ XM IAR ) in. BRIAME: 0
- 00 RHAMRS AR E A K P
— 12 RPANRSS A X i f e
o <” type” >: fREELKA 7 TCP”,” TCPv6”,” SSL”,  “SSLv6” . BRi\{f:” TCP”
¢ <CA enable>:
- 0: A CAAIE
- 1: flif CAAIE

(A}

o ZEBEIT (AT+CIPMUX=1), A ReIF RS

o QMRS AYE, HIlERSSEYT, &2 RAafagE— 1 Rseas.

 MHKFImEA, B35 ER D,

o GNARFEAEEL T TPVO M 45 A i —A> TCP/SSL iR454%, 18 H G EAT+CIPV6=1, FFIREL—1> TPV6 Hh
ik,

o KRS AT SH <"type"> Fl <CA enable> WM,
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il

// B3 TCP 4% B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// ¥ SSL M4 B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// BT IPve W%, A% sSsL R% &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLve", 0

/1 R BOFE R A BT R EE
AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: ¢ ify/ B R 55 %% SC U d v i K e 5

A

yfig:

Frifi) TCP = SSL AR 45 S iAo i e R4
(e

AT+CIPSERVERMAXCONN?

W i <

+CIPSERVERMAXCONN: <num>
OK

g
BCE TCP 8 SSL fIR 55 i SLVF AL Y e KR AL

A

’AT+CIPSERVERMAXCONN:<num>

o <num>: TCP 8{ SSL R 448 A2 7 i B3 %k, JEE: [1,5]. WS AE s ooz 2500 R
{H, 5% AT+CIPSTART ti4 1580 <1ink ID> (iR,

(A

o NN B i KIERES (AT+CIPSERVERMAXCONN=<num>), iE1EA)EIR &2 AN E .
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il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #¢if)/¥ Bt
iR

Dyt
i A

Py -
iy

AT+CIPMODE?

Wi i :

+CIPMODE : <mode>

TeE A

P e
"ﬂé?'

’AT+CIPMODE:<mOde>

W] 7
[ox
e <mode>:
- 0: Fid A X
- 1: Wi-Fi i #3002 X, {USZHr TCP Bz . UDP [ 5 %o . SSLHIER A% Ol
B

o FCE S SCANRAEE] flash,
o £ ESP32-C2 i A Wi-Fi 5 30 X 5, AT T TaeIF JeiE A .

il

AT+CIPMODE=1
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3.3.19 AT+CIPSTO: #rify/is Al TCP/SSL JJit 55 23w if i [ia]
iy

i
i) A< TCP/SSL fIg 55 vk i s ]

s

AT+CIPSTO?

L)V

+CIPSTO:<time>

’AT+CIPSTO:<time>

W i <

[ox

S

o <time>: ZNHb TCP/SSL R45 2S4BT ], Bl &, BUEIERE: [0,7200]

Bl

o 4 TCP/SSL % FUuitHE <time> I[E] A K A il i, ESP32-C2 fR45#e & Wi T I 14 4% .

o WRFESE <time> N0, MIERIKZEAN LB, NEUGXFEBE.

o FEBEMIIRI Y, 245 P &R -5 IR SS #n 8 (5 58 IG5 # O 5% Pam i s g, T abrr s
THE . BB S, e o]

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/i Bt IXHI SNTP IR 55 %%

AT+CIPSNTPCEFG?
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Wi 3% ¢

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

B
O e
“D4}'

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

W i :

o <enable>: #H SNTP IR%28:
— 1: %% SNTP 4548
— 0: Rk SNTP 4542,
 <timezone>: SZHFDARNHIApAE
- F—FETER [F12,14], BRUVNESREAL, Sl S R AR (UTC) s kirid K2
B X (UTC-12:00 & UTC+14:00);
- B uTe R E, UTC R ESEE TIRFEMZ DEEE| UTC mE A fgf5 8] 4
HotE], GEE SN (+1-] [hh)mme A0SR YO KYEAY] T AVE, W8, WRAER
1, WISIEEL. /N (hh) Z0HE -12 2| 14 Z 6], 2080 (mm) DAZ57E O £ 59 Z 6], Fln, 4
EAETERT R BT 2 IS, B UTC+12:45, MW <timezone> SHE N
1245, BZ{FRIES% UTC il .
[<SNTP serverl>]: %i—~ SNTP [R5#%.
[<SNTP server2>]: % -~ SNTP R45%2%.
[<SNTP server3>]: %=/ SNTP [R5 %%,

L

o REMOSEARHEEPLE=1 SNTP k& 25540, WEBIAM ] “cnntp.org.cn” . ” ntp.sjtu.edu.cn” Fl
“us.pool.ntp.org” FH Az —,

o XFEMMS, HIME <timezone> B RES K B <timezone> BHA—FE. H N
<timezone> ZH L —Fp UTC i B, fFlan: % B AT+CIPSNIPCFG=1, 015, HF4
i), ESP-AT & ZMEHf IXSEIWHIT 0, Bl EfER 15. NETHE g, Fro A IaEE —fp
UTC fw#% EAg Uit , st uTc+00:15, Wat@Ar it kM2 0 i IX.

* HT SNTP 2L T UDP S A3k 1 SR AR IR mI &2, 24 9 28 5 A i, 2% 5: 30 ESP32-C2 [ i [] Jo ik K i)
4. —H AT x4 i + TIME_UPDATED , AXFIHRIC W4, W IHER] LKL 25 AT+CIPSNTPTIME?
AR 24 T A

il

// fE# SNTP M4 &, W E P EHK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fE# SNTP M4 %, R EX£EAHHEK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
B

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

Q)
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(£ L£50)

// fFEf SNTP Mi 4 %, REHFWLHRX EX WAL W KK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #ifj SNTP Iif[i]
A ity 4

Py -
iy

AT+CIPSNTPTIME?

Wi i ¢

+CIPSNTPTIME:<asctime style time>
OK

it

« A 5% asctime ][ %€ X% I, asctime man page .
* 7£ ESP32-C2 i}t A Light-sleep 5 Deep-sleep Ji5 Mt i, 740 H (0] 7] GE < AN . @I E B &
IEAT+CIPSNTPCFG fip%, M NTP g5 48 SKEUH I Bsfa] o

* SNTP FJIRE I 6] 8 A SCRpAFA A RTC I, IR O R ir) J5, WS EE ]
1970 4,

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/ik ¥ SNTP If[a] [R]85 ) ] FE

AT+CIPSNTPINTV?

Wi i ¢
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+CIPSNTPINTV:<interval second>

OK

v

7

4

H

Py
"D4>

¥

=28

=4

’AT+CIPSNTPINTV:<interval second>

Wi i *

 <interval second>: SNTP [[a][F A [a]FF . BAf7: Fb. LR : [15,4294967],
B
o B THSE[FEZE R, B ESP32-C2 £ A —IK 0] NTP [R5 25 SO I B Ta] .

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) BB — KR
AT+CIPSNTPINTV=3600

OK

3323 AT+CIPFWVER: #iflli% 2% CAI0 AT SR A
A iy A

g
IS5 E AR ESP32-C2 AT [l it 4

ez

AT+CIPFWVER?

Wi i ¢

+CIPFWVER:<"version">

OK

o <” version” >: ESP32-C2 AT [ {4/l
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Bl
o PRI OTA AR, 38 SN B R RAS MR T2

3.3.24 AT+CIUPDATE: jfixk Wi-Fi J}8¢ 511

ESP-AT FEia1TiN, ad Wi-Fi A B RIS # BR300 B 2R X, DI T2 1

AT+CIUPDATE?

W

+CIPUPDATE:<state>

OK

AT 4

g
TEFLZERTT @ OTA JHE| TCP iR 55 a% B A Y [ F

A

AT+CIUPDATE

THREN IR S5 s LA E AR [

O e
iy

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

Wi i ¢
W2 OTA e ZERT s, & m]:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Sw N

OK

AR OTA FEAEH 2T sy, R u]:
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OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Sw N e

WRAEH ZERCTR OTA K, R [n:

+CIPUPDATE:<state>

ERROR

URAEARPH AR OTA KK, iR [u]:

OK

+CIPUPDATE:<state>
+CIPUPDATE: -1

B

il

<ota mode>:
— 0: i@ HTTP OTA;
— 1: 3@ HTTPS OTA, WS- TR, % . /build.py menuconfig>Component config
>AT > OTA based upon ssl B HfE, FEEEEI A2 iF ESP-AT 142,
<version>: AT Jfi4~, #1v1.2.0.0, v1.1.3.08(v1.1.2.0,
<firmware name>: J}Z ) [E {4, U1 ota. mgtt_ca. client_ca B{H'E at_customize.csv
W E E LR X
<nonblocking>:
- 0: PHEERAW OTA (BT, H#| OTA FHUSII B R IME A T AK % AT 4 ) ;
- 1: JEPH R OTA (AR, THRSERUG (+CIPUPDATE:4) T F-aI ).
<state>:
- 1 B RS54
2 R RS A
3: RIS TR IA 5
4: SERTI
-1: JEPHZERT OTA RIK

T R ML T P 28R

AR 2% A AEEF BT R I, AT KR ] ERROR, i 4 fF— Bt i 1] Pt o

USRS E B SR SR AL AT BIN, A1y 4-Kf M\ Espressif Cloud N %% AT [E{FF+4%

TSR )2 B AT 40189 AT BIN, i 317528 AT+CIUPDATE FOTA Bfig sk 3 (i F§ AT+ USEROTA
o} # AT+ WEBSERVER (54, T %% ESP-AT T FLE{ILft =6 FOTA.,

BWTH AT B4 )5, WHAT+RESTORE YR W) WK E .

OTA I FEfHE IR A 3 404

JEPH ZEAR L B, H ) OK Al +CIPUPDATE : <state> FE4i )7 L% ™ L B 58 5 T .
OK W[ fEfE +CIPUPDATE :<state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z J5#itH .
AEWHARBHBRA . BEEHRASFEAE—E AN, 2 T0ksrT, R IREFET 2 2
IHARCAS, AR A O =i B T Y g .

155 % 4ot 3, OTA FF 45 3KIUEZ OTA 4.
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AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: ¥ +IPD {55 iE s
i A

A

AT+CIPDINFO?

Wi

+CIPDINFO:true
OK

&

+CIPDINFO: false
OK

v

7

X

W
4

’AT+CIPDINFO=<mOde>

LT)
E
S
e <mode>:
- 0: ¥ “+IPD” Fl “+CIPRECVDATA” B, ANEERXT i IP kbRl 115 B
- 1: £ “4IPD” A1 “+CIPRECVDATA” ji§E 1, $ERXTum IP Huhk Al 045 S
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #rify/i ¥ SSL %% F i fic &
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A1) ESP32-C2 {12y SSL 2 J i b A1 4 ) i B A 6
fir &

5

AT+CIPSSLCCONEF?

Wi % ¢

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

WA

I\
£

=
k=t

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

W i <

OK

¢ <link ID>: M Zi%EHz ID (0 ~ max), EZERMEOL T, HSEEBN max, WFERIIEE
SEEIMMEN 5.
¢ <auth_mode>:
- 0: NAUE, BT EIEE <pki_number> fll <ca_number> H4{;
— 1: ESP-AT ##4It% FrumilE LR 55 5 i CA JIE T3R50 ;
— 2: ESP-AT & i A CA UEA5 K A5 MR 557 v 1 UE+5 5
- 3: MHEINIE.
* <pki_number>: EPBFIRAM RG], WREAG—MIEBAFAH, HEN A 0.
e <ca_number>: CA HJ&R5|, WHEHE—14 CA, HEN KO,

o QUARARBUARRLE SRR, TEEES SSL B T A G Y .

o iR E W MCHRAETE NVS X, W8 Bl AT+SAVETRANSLINK 645 B FF#LE A Wi-Fi SSL i% % 42
A, ESP32-C2 Y75 F ik b HE I T AR e B @ 7 SSL 4% .

o ARG A CWIE BB EZEIET, HSFH o fT £37 PKIFLE

o i <auth_mode> BLE N 2 80 3, AT RIS AHRUEBA Y, E7E KL AT+CIPSTART fi
A HiAf PR ESP32-C2 ELAkIERY AT E] . (G50 AR IEAT+CIPSNTPCFG fiy %KL& SNTP, FRHY4
HiHHE], % 3%AT+CIPSNTPTIME? £ 475 18] 24 Fi i) . )

3.3.27 AT+CIPSSLCCN: #rify/¥ ¥ SSL % ruiifl’A Hl #4 (common name)
iy a4

i
A4 SSLHEE 1 PR T4 T
LT
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AT+CIPSSLCCN?

Wi % ¢

+CIPSSLCCN:<link ID>,<"common name">
OK

LA

-t

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <

OK

SH
o <link ID>: 2574 ID (0 ~ max), FEREZIHEL T, XSHEHR 0; HELZEZNBLT, #5
BUHBE N max, WIZFRIIAERE; RSEERIMERN 5.
 <” common name” >: AREEAHANIEIR 528 AL HIEB R AL . AL RKKE N 64 717,
e
o WNIRAREAE BT BIAERL, TEAEE SSL I HIB T AN S .
3.3.28 AT+CIPSSLCSNI: #ify/¥ ¥ SSL %% fuiit) SNI
a4

i
AR SNI i E

Py -
iy

AT+CIPSSLCSNI?

Wi 3% ¢

+CIPSSLCSNI:<link ID>,<"sni'">
OK

KE
=

=l
z
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¥ % B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

Wi i <

OK

S
o <link ID>: 25742 ID (0 ~ max), FERERABL T, XSEEHR 0; HELZERNHBLT, #5
BUEW N max, WFIRAIIEES; RSEEGAMER 5.
e <” sni” >: ClientHello B[ SNI, SNI i KK i34 64 537,
e
o WNIRAREAE BN RIS, TEAEE SSL I RIIB T ARG S .
3.3.29 AT+CIPSSLCALPN: #¥ify/¥3 ¥ SSL % fadi ALPN
i s

i
#if) ESP32-C2 {7 SSL % iy 4 1 H2 1) ALPN Jig .

Py -
iy A

AT+CIPSSLCALPN?

W

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

)E’J

TTE
s

// ¥ (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

W

OK
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BH

o <link ID>: PZ&i%EH; ID (0 ~ max), FERIERIRIT, ASEEN 0; A2 ERNELT, #5
BUER A max, WIFRITAES: ASEEGMEN S.
e <counts>: ALPN HIEE. JERE: [0,5].

* 0: [ ALPN it .
* [1,5]: & # ALPN [l &,

* <” alpn” >: FRHERZAL, FR ClientHello #1) ALPN., ALPN fr KRKEZRTar S mH K K.
Bl

o ARAHBIATCE S RIZAL, RS SSL R HIB T A M2

3.3.30 AT+CIPSSLCPSK: #rify/BtE SSL %5 )il PSK (= £F A% )
b A

i
#if] ESP32-C2 {2 SSL % /- imihf 451~ 1) PSK i’
A

AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

%

&F

LY
A

=’>

// B (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % % H: (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

Wi i ¢

OK

BH

¢ <link ID>: 28 7EHEE ID (0 ~ max), TEFRERIEIL T, ASHEN 0; EZEEWHLT, HS
BN max, WZTR AR ASEEGAEN 5.

¢ <” psk” >: PSK identity (FAFERARZY), ORKE: 32, WRMEH <"psk"> S E \0, Hl
JH AT+CIPSSLCPSKHEX %o

e <” hint” >: PSK hint, fKKKJE: 32

el
o WA AR E ST RIS, e SSL i HIE T A G S .
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3331 AT+CIPSSLCPSKHEX: # i/ SSL % )ity PSK (175 ukhii% 20
B

* RAUTAT+CIPSSLCPSK iy, %ty W THCE A #) SSL & Fimp itk 2% 4] (PSK) , (HIH;
<"psk"> ZHE A ANBERIR A R TR L, <"psk"> ZH0PR) N0 FRXh 00,

il

// ¥ % (AT+CIPMUX=0), PSK identity % "psk", PSK hint  "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % #: (AT+CIPMUX=1), PSK identity % "psk", PSK hint % "myhint"
AT+CIPSSLCPSKHEX=0,"70736b", "myhint"

3.3.32 AT+CIPRECONNINTV: i/ s Wi-Fi {45 F i) TCP/UDP/SSL #i%

[1a] i
A i fir 4>
Yytig:
i) Wi-Fi i 1 42X F 1Y H 2l #%E 6] B
A
AT+CIPRECONNINTV?
W i <
+CIPRECONNINTV:<interval>
OK
BEE A
Yyhig:
WE Wi-Fi i £ 42 X '~ TCP/UDP/SSL &4 k¥ J5 B 2l s 2 (1 [1]
A

’ AT+CIPRECONNINTV=<interval>

* <interval>: HZIEIEMFENE, R 100 25>, BRIAE: 1, FH: [1,36000].

B

o FFAT+SYSSTORE=1 B, TilH 9O AR AFAE NVS X,
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il

AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #rify/i B e IR
A it 2

e
) E RO

AT+CIPRECVTYPE?

Wi i *

+CIPRECVTYPE:<link ID>, <mode>

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % H: (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>,<mode>

Wi i ¢

OK

S

o <link ID>: %5144 ID (0 ~ max), ERERMELT, RSBEUEN 0; EZHERNELT, &2
BUH BN max, WIRRIrA #E#; ASEEAER S.
o <mode>: ERFHEEA, ZRIAE: 0,
- 0: EBifis, ESP-AT YAy BRI B 78 o7 R A 2445 £HLMCU, 3Lk “+IPD” (£
TR 18 5760 75, ARRIE MCU e K &% 2920 FH457 4 50800 )
- 1: PEhiist, ESP-AT i I B E R T E IR AR B (B 0, B
fHh 5760 F£35) , %5fF MCU 325, X1 TCP fil SSL i#8z, WIREFXWE T, HHILESEF
ks 4T UDP {645, WREFAXW T, MakERdnEk.

|

o ZACE AR T Wi-Fi i 42X,
* 4 ESP-AT 7ER S PR B B FHARRT, SRR O A RS R A FE R (E B -
- LR (AT+CIPMUX=1), 2755 +IPD,<link ID>,<len>;
— FAERNT (AT+CIPMUX=0), #75% +IPD, <len>.,
o <len> FREFRPEZFHIM LKL,
o —HA +IPD i, Wi%iz{TAT+CIPRECVDATA RN R . &0, FER—A> +IPD gtz ar,
A~ +IPD KA A48 4L MCU.,
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o FEWITFERMEN T, FERFZEIRTAEAE, MCU 398 v PAEEEL, H 3 A& iXAT+CIPCLOSE
(AT fEN% Fifi) B{AT+CIPSERVER=0,1 (AT {E MRS #%). Wa)ifie, Wk +1pD B &piisy,
D HEMR K% 3£ AT+CIPCLOSE 8% k& 1% AT+CIPSERVER=0,1 B{ifi i1 AT+CIPRECVDATA fir 2B A B3
ZHI, XATERR CLOSED 15 Bk A .

o TR AR ISR & I 28 5t o B MCU Sl R AR EERS , FTAZ 1), (it B sl i Bdmasiat .

il

/) BEBBEAT, REHGERER

AT+CIPRECVTYPE=1

/I ZHEBEREAT, REFAEEARDERER

AT+CIPRECVTYPE=5,1

3.3.34 AT+CIPRECVDATA: HEshE BB e 5
BB A

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W i <

+CIPRECVDATA:<actual_len>, <data>
OK

Y

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

<link_id>: Z#EZHATIER ID.

<len>: frKAH M : OXTHRAE, A0S bRl 2 AR K B ARSI, T3R5 o K J3E P 0000 «
<actual_len>: %BT%??EXEI’J@ITE{(TP

<data>: &Eﬂﬂ’]ﬁiﬁ

[<remote IP>]: “FAFERSHL, Forxfi IP Hdl, @i AT+CIPDINFO=1 fiy - {fifiE .

[<remote port>]: XJifiin 1, L AT+CIPDINFO=1 fip4{#ifiE.

il

AT+CIPRECVTYPE=1

/) Bldm, R EAN MCU K 0 FEEFRE 100 F M KE,
// M4 #FHE "+IPD,0,100",

/) RE, BTN ERBEAUN T & AERE 100 FF W HHE:
AT+CIPRECVDATA=0,100
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3.3.35 AT+CIPRECVLEN: #ifgtfalitWoX T Bt K

iy

Hhiie:

I — B P A I A B B
%

AT+CIPRECVLEN?

Wi i ¢

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

* <data length of link>: Jt—J&3% b Gl i) A3 I R 1
Bl
* SSL ¥4+, ESP-AT iR [u &t K T B /NP B S Bi i K%

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %} ¥ 4L
BEE WA

itk
ping X i FHL

AT+PING=<"host">

W i :

+PING:<time>

OK

&

+PING:TIMEOUT // RAEEH A BAT XA KK PING BHERLT, T2 AXNHEA

ERROR
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BH

o <” host” >: FERFRSEL, Fontim LAY IPv4 Hihk, TPve Huhlk, sidui4 .
o <time>: ping [KJIRR/ITE], BAL7: 2R,

B

o QAREAEET IPV6 W24 Ping Xifum AL, THHATLA T HRAE:
— % AP 5 IPv6
- & EAT+CIPV6=1
— W AT+CWIAP 655 $ELE]—A IPv6 itk
— (WA[%k) @EFAT+CIPSTA? fip 4462 ESP32-C2 275 KRB % IPv6 Mtk
o GG EALRIEA FAFEE . W ping KFSCiE AT DNS SEFFIRA fENT (I SCMRAT IPv4 Mkl ), ' ping
X AL IP Mk

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) FT-REBRMER TR SO
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: # /¥t DNS JJR55 3z B
ity iy A

i
)24 Hi DNS IR 45 #3455,

Pa sy
A

AT+CIPDNS?

W

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeE WA

i
T E DNS fle 55 45 5

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

] oz <

[ox

5%
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ERROR

e <enable>: % & DNS R%#s
- 0: 57 B3h#HU DNS IR%#51X 5, DNS R&#HSWE N 208.67.222.222 f18.8.8.8,
N5 24 ESP32-C2 station 5¢ A% | DHCP i 2, DNS fR%5#% 4 A vl RS-
- 1 JEHFohi% B DNS f45 4455, RN E S5 <DNs 1px> BUfH, W HERIAE 208.
67.222.222 %18.8.8.8,

* <DNSIP1>: %> DNS 4545 IP #uhk, XFFiEand, HA Y <enable> S5 1 B, HileS
F3) DNS & &, KSHAFHH: R E <enable> Ky 1, H AASERE—ME, UEEITE
WA, ESP-AT XHE%S45/E N 24 Hil) DNS ixﬁi_lﬁl

e <DNSIP2>: % "/~ DNS flR%#% IP #iht, X F3RE®2, N2 <enable> ZH0H4 1 i, ’fEEJEzEF'
i F3h DNS &, ASEAAR: WK E <enable> H 1, I HARSERE—ME, Ul
W ar A, ESP-AT RS HE N 247017 DNS B E R [ .

o <DNSIP3>: 55—/ DNS fR45#s IP Hihl, XfFiEmS, HAY <enable> 24 1 1}, Wie/H
T3/ DNS WE ASHAGRG WRRE <enable> hy 1, HAASHORE —ME, SYETEiTE
A4 Bf, ESP-AT RHHUZSHE 24 Hi) DNS %5k 1]

o #AT+SYSSTORE=1, W& i iHRAFE NVS X,
o XEASRONREBCEAE R — RS54
* 3 <enable>Jy O If, DNS [z 55 il fE SR ESP32-C2 Bt T £ 1 i b 4 14 e B0 M el 22

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) %H—/NETF 1pve B DNS A B T REFEFEZXIEFN

// B _NET IPve B DNS Mk % % : google-public-dns-a.google.com
// B Z=ZANHET 1Pve B DNS R4 #: I H4E E DNS R4 #
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+CIPTCPOPT: #vify/is £S5y ki
iy

i
isRE eI Sl
A

AT+CIPTCPOPT?

W

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK
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=

=

A

// B ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

Wi i <
’OK
B
’ERROR
B
o <link_id>: 2% ID (0 ~ max), FELEBENTEN T, ASHMEBH max, WFIRFTAERE; &
EICNNEVIRE
o <so_linger>: Jif ®E 7 H) SO_LINGER %%l (&% : SO_LINGER /t44), Bfi: 70, BRA(E: -

- =-1: KM
- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
o <tcp_nodelay>: Wil B £#:2[ TCP_NODELAY 33l (£%: TCP_NODELAY /}44), BRiA(H: 0.
— 0: 22| TCP_NODELAY
- 1: E’[ F TCP_NODELAY
» <so_sndtimeo>: il B EB:Ff¥ SO_SNDTIMEO i£T (£%: SO_SNDTIMEO 1+43), Pfi: ZFp,
PRIAE: 0.
o <keep_alive>: [il' B £ SO_KEEPALIVE ¥3il (£:%: SO_KEEPALIVE /v49), fi: #b.
e JEE: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
— 1~7200: JFJ2 keep-alive ZhfiE. TCP_KEEPIDLE {f}y <keep_alive>, TCP_KEEPINTVL i}
1, TCP_KEEPCNT {&% 3.
o A <keep_alive> ZHHAT+CIPSTART i HH] <keep_alive> Z¥HHE], HZ&1EH
JER BRI A UE . MABF TR E <keep_alive> B8, MIERAMEH LR B AY(E.

B

o ERCEERETIETIRT, W ViZEmae, RS E G v R .

e SO_LINGER 5 A 2 i it &4 KA{E . F1anfic & SO_LINGER {H 4 60, WAT+CIPCLOSE fix A 4EIX
ANEXT i TCP FIN ALIFAL R, 2580 AT FHIE 60 #5, M TG by H bﬁhé\o Ak, SO_LINGER
B R FEERIAA -

« TCP_NODELAY ¥E3i i H T F it &/ IMEX LR E R | i 5. JPRJE, LwIP 2k TCP 1) %
ik, (HIRMEIMR R, Sl TEATNSEEEHREG. Kk, TCP_NODELAY A AR ERA(E .

« SO_SNDTIMEO 333 il T-AT+CIPSTART i 4 [t & keepalive Z: %11 . Fl 7 5. it B A 6 10 ):,
AT+CIPSEND., AT+CIPSENDL, AT+CIPSENDEX iy Y-S AEiz B NEY, TLie 2w X,

H . SO_SNDTIMEO #i¥ it &k 5 ~ 10 Fb.

* SO_KEEPALIVE #3538 ] T = 2l 5 IR 1 2 R W i i 5%, 3% AT 1 TCP Iz 554k i
BB BRI, FCE ARG, S M4 9. SO_KEEPALIVE EHEL E(HA/NT 60
i
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3.4 Bluetooth® Low Energy AT 7y 44

o B

o AT+BLEINIT: Bluetooth LE #J#51k

o AT+BLEADDR: 4% Bluetooth LE # 45 Hiht

o AT+BLENAME: #if)/i% & Bluetooth LE X454 R

o AT+BLESCANPARAM : %5if)/¥%E Bluetooth LE 5%k
o AT+BLESCAN: {iifig Bluetooth LE 394§

o AT+BLESCANRSPDATA: ¥£'% Bluetooth LE 41 %/

o AT+BLEADVPARAM: 75/ & Bluetooth LE " #&5:%k

o AT+BLEADVDATA: %% Bluetooth LE " $&%iH

o AT+BLEADVDATAEX: [#1i%% Bluetooth LE | 3%

o AT+BLEADVSTART: J}1f Bluetooth LE | %

* AT+BLEADVSTOP: {3} Bluetooth LE )%

e AT+BLECONN: %57 Bluetooth LE 14§

o AT+BLECONNPARAM: #%if)/¥E 3 Bluetooth LE %3 5%
o AT+BLEDISCONN: WiJT Bluetooth LE %33

o AT+BLECFGMTU: %'& Bluetooth LE MTU - &

o AT+BLEGATTSSRV: GATTS %MKk 4%%

o AT+BLEGATTSCHAR: GATTS % PRIR S5 4-E

o AT+BLEGATTSNTFY: JJi45%% notify I} % S5 HF (B4 & P i
o AT+BLEGATTSIND: JR%#% indicate IR 44 iF(H 24 7% P v
e AT+BLEGATTSSETATTR: GATTS % B i} &5

o AT+BLEGATTCPRIMSRV : GATTC %k I EAIRS

o AT+BLEGATTCINCLSRV : GATTC % B2 IR 5

o AT+BLEGATTCCHAR: GATTC % ¥ iR 45 H54E

o AT+BLEGATTCRD: GATTC 5k 45 HEM

o AT+BLEGATTCWR: GATTC B R4 45AF

o AT+BLESPPCFG: #%if)/i% & Bluetooth LE SPP %%

e AT+BLESPP: i A Bluetooth LE SPP ##i5{;

o AT+BLESECPARAM: #5if)/i% % Bluetooth LE 1[I 5%}

o AT+BLEENC: %t Bluetooth LE &4 sk

o AT+BLEKEYREPLY : &%} )7 % 4% 0] 5 2540
 AT+BLECONFREPLY : #5% ) 45 B S M\ &5 5% (1S iEiemrB)
o AT+BLEENCDEV: 2145 5E %) Bluetooth LE [ %515 4591 5%
o AT+BLEENCCLEAR: %% Bluetooth LE 12845513

o AT+BLESETKEY: % Bluetooth LE #4 i X} 53544

o AT+BLUFI: T F55% 3 ] BluFi

o AT+BLUFINAME: #%if)/i% % BluFi %44/

e AT+BLUFISEND: %% BluFi [l 7 1 & K

o AT+BLEPERIODICDATA: #%'# Bluetooth LE J& 3 3% i
e AT+BLEPERIODICSTART : JFJ2 Bluetooth LE J& 1) 4%
o AT+BLEPERIODICSTOP: {21} Bluetooth LE J& 31 1%

o AT+BLESYNCSTART: JF 2 JEI A1 #5 5]

o AT+BLESYNCSTOP: {21 & 31tk ) 3% 5] 4

o AT+BLEREADPHY : #5454 i ity PHY

o AT+BLESETPHY : %8 4 EiiEs:(di i PHY

341 ¥

2, ESP32-C2 AT [ S2HF B A0 HVE 5.0 A

W% ERA 1 ESP32C2-4MB AT [l 4537 ¢ BluFi T fg, i ESP32C2-2MB AT [& {4~ 3% % BluFi I fig .
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ESP32C2-2MB AT [& {4 % #% BluFi g, 2F % 2 MB flash J/NAS 2 AR 3745 Wi-Fi. BIuFi #l OTA
YIHg .

¥ BRA [ ESP32C2-4MB AT [E{4:F1 ESP32C2-2MB AT [E {434~ % 1 Bluetooth LE Ffig., fnSfias g
7 FF Bluetooth LE ZHEE, i HAT% % ESP-AT 142, TE56 =285 50T, %8 ESP32C2-BLE-2MB,

i T ESP32-C2 WAFZ IR, 8 ICYAETE— [ 4 LA I 32 +F Wi-Fi fil Bluetooth LE TfjFE .

3.4.2 AT+BLEINIT: Bluetooth LE #ji&1t
it &

Tytig:
¥ Bluetooth LE 2 &) 144k

e

AT+BLEINIT?

W 7 :
LUV, AT & :

+BLEINIT:<role>
OK

FiARPIIRAL, AT &[0

+BLEINIT:0
OK

Dyie:
% B Bluetooth LE #J &4k /A {7

A

’AT+BLEINIT:<init>

Wi 3% ¢

[ox

¢ <init>:

e 0: Y144 Bluetooth LE
 1: client {5,

e 2: server fH{h,
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e

o RIS AR PERE, EIHE ] Bluetooth LE TREH], J¢&iEAT+CWMODE=0/I fiy
WA TR 2407, R RF L7 SORy.
* i HH& Bluetooth LE iy %2 1, HCHMH A2, PI4f1k Bluetooth LE ff .

A A
A2k

F SoftAP,

* Bluetooth LE fy (A9 UG IL)S , AREEHVIH . MFEUHA G, TLELWMAT+RST tr S ER AL,

1% 154k Bluetooth LE £ {4,
o EUUAFYEEY Bluetooth LE 22 B, = IEIEESATIIT #E . S WIT g no R
« 115 Bluetooth LE EL¥J 144k, WAT+CIPMODE JeiEiR 5 1.

il

AT+BLEINIT=1

3.4.3 AT+BLEADDR: 7 Bluetooth LE %45 bl

o

A i &

i

iy

’ﬁi@ Bluetooth LE & & & [ Al H 4
A

’AT+BLEADDR?

W i <

+BLEADDR:<BLE_random_addr>
OK

ifig:
15 & Bluetooth LE 154517tk 27

s

’AT+BLEADDR=<addr_type>

Wi % ¢

* <addr_type>:
o 0: /A3:ibdilk (Public Address)
o 1: BEMLH4E (Random Address)
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e

o HRASHINE (Static Address) [V & DA T 254 :

o HuhkdR R PIOLY N 1

o BEHLHAET > 2 1A 05
o BEMLHBHEAS > B 14600 1.

o WEINESHIIEA S BIRTE NVS X,

il

AT+BLEADDR=1

/) BB LR A A W AR A

344 AT+BLENAME: #%ily/i ¥ Bluetooth LE %55 #4F%

it &

Tytig:
251fi] Bluetooth LE %4544 Fi

AT+BLENAME?

W i <

+BLENAME : <device_name>

* <device_name>: Bluctooth LE & & F5, kK 32, BRHALF A “ESP-AT”,

(|

FAT+SYSSTORE=1, Wi B oeiRA77E NVS X,
WA B AR A AR, BWEIATAT+BLEADVDATA iy XF B4 4 ARl e 4 v
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il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #til)/ix ¥ Bluetooth LE $1#i %%
Ao A

ki
%t 1) Bluetooth LE #9325

[

AT+BLESCANPARAM?

W

+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>
OK

BeE WA

tig:
% B Bluetooth LE HH# &%k

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

Wi % ¢

OK

» <scan_type>: {T{fiZEH

N I ERE ]

o 1 FEhHH

o <own_addr_type>: il

o 0: AJLHbhE

o 1: FfiALhE

o 2: RPA A3tk

* 3: RPA [fiHLhl

o <filter_policy>: ity =\

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: I B fF. A AN K T4 T <scan_window> Z ¥ {H. = 376 H:
[0x0004,0x4000]. 14 [H] FE /2 % S 3k DA 0. 625 &b, Jr RASE Br i 454 1) [ ¥ B4 [2.5,10240]
2,
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o <scan_window>: HIFH . XS EEN /DT % T <scan_interval> Z¥{H. S5 H:
[0x0004,0x4000]. 4t N 2% SR PA 0. 625 ZF>, FrRASLPr 4 % 1 Y5 Bl A [2.5,10240]
E.

il

AT+BLEINIT=1 // # f: & p %
AT+BLESCANPARAM=0, 0, 0, 100, 50

3.4.6 AT+BLESCAN: f{ilifi¢ Bluetooth LE i

JF42/452 11 Bluetooth LE 74

Py
A

AT+BLESCAN=<enable> [, <duration>] [,<filter_type>,<filter_param>]

Wi 3% ¢

+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

B8

e <enable>:
N ESIY GRS SRk ]
o O {55 IR
* [<duration>]: HEFFEERIE], AL D,
o FIREATIEEH, THRRERSEG
o FIREITHRER, FREARSH:
- RSEN 0 iF, WIFIRIF AR
- &SR IR O HRF, Bl AT+BLESCAN=1, 3, WIFR/RHEH 3 B)5 B ah&5 R4, AJERM

EE AR
o [<filter_type>]: i yEETI
o I: “MAC”
* 2: “NAME”

o <filter_param>: #JES%L, FIRXI TR MAC Hihik 5544 Fx
e <addr>: Bluetooth LE #hili

o <rssi>: G5 IR

o <adv_data>: | 3ELE

o <scan_rsp_data>: FHm N B

o <addr_type>: &I f A

ey N ' B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> TEfi th )5 b %A A% B L B SEE Y. OK W fEYE +BLESCAN: <addr>,
<rssi>, <adv_data>, <scan_rsp_data>, <addr_type> 2z Eﬁ Ly ',:l:',, i ?ﬁ " gE AE
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 Hi

e
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o QUSRGARBIRAG I B R, 2 AT+BLESCANPARAM iy 5 BB AT T active scan
(AT+BLESCANPARAM=1,0,0,100,50), I HXliik s HEIXE scan rsp data, A REFFKIGH
i e A <

il

AT+BLEINIT=1 /] AR B PR
AT+BLESCAN=1 // T H
AT+BLESCAN=0 // &k H

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F#aH, L LA 4 MAC H it
AT+BLESCAN=1, 3,2, "ESP-AT" // F###H, TR LA K& & 4 K

3.4.7 AT+BLESCANRSPDATA: )4 Bluetooth LE FHim )

* <scan_rsp_data>: il A, S HEX FAFH . AN, AR B E i V8 A <0x11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",

il

AT+BLEINIT=2 /] R R A B
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #%if/i%¢ ¥ Bluetooth LE )55
ity A

i
EERZIIE e

A

AT+BLEADVPARAM?

W

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_filter_policy>, <peer_addr_type>, <peer_addr>, <primary_PHY>, <secondary_PHY>
OK
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B

&F

i

P
A

BE S

O e
iy

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>] [, <primary_PHY>, <secondary_
—PHY>]

W i <

OK

<adv_int_min>: §/ ARG . SEGERE: [0x0020,0x4000], KA G T2 5509k 0L 0. 625 2
Fb, BT ASERR s/ N #E ) B A R [20,10240] 2270 . ARSEEN /N T % T <adv_int_max> &
fE.

<adv_int_max>: K IR . S50 [0x0020,0x4000]. ) 3&E G S T% 5509k DL 0. 625 &
%{,ﬁﬁ?w&”%ﬂ@ﬁ%jﬁf“%l‘ﬂﬁ%?ﬁ@ﬂﬂ [20,10240] Z /. RSN KT T <adv_int_min> &

<adv_type>:

0: ADV_TYPE_IND

: ADV_TYPE_DIRECT_IND_HIGH

: ADV_TYPE_SCAN_IND

: ADV_TYPE_NONCONN_IND

: ADV_TYPE_DIRECT_IND_LOW

: ADV_TYPE_EXT_NOSCANNABLE_IND

: ADV_TYPE_EXT_CONNECTABLE_IND

: ADV_TYPE_EXT_SCANNABLE_IND
- YIRS ACN 0-4, W AT+BLEADVDATA fin 2 B8] # S8R 2 HERE 31 &

T, WARTEREEERKN) S5, R H AT+ BLESCANRSPDATA 1y 4 K% H
- YIREHERAC, 5-7, W HAT+BLEADVDATA fin %W BT #2482 H A E 119 F
7o

<own_addr_type>: Bluetooth LE Hiihi- 257

0: BLE_ADDR_TYPE_PUBLIC

1: BLE_ADDR_TYPE_RANDOM

<channel_map>: [ &5

1: ADV_CHNL_37

2: ADV_CHNL_38

4: ADV_CHNL_39

7: ADV_CHNL_ALL

[<adv_filter_policy>]: ) it 45 L0

0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST

3: ADV_FILTER_ALLOW_SCAN_WLST _CON_WLST

[<peer_addr_type>]: X} Bluetooth LE Hiihil- 357

0: PUBLIC

1: RANDOM

[<peer_addr>]: %}J5 Bluetooth LE #hilil:

[<primary_phy>]: | & primary PHY . ZLA{E: IMPHY,
- 1: IMPHY
— 3: Coded PHY

NN RN
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* [<secondary_phy>]: | % secondary PHY., BLiAf{EH: IMPHY.
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

Bl
o WRMABE T peer_addr, AT KGR EREE,

* primary_phy fll secondary_phy FR 58— E, WHRABE, AR ENSES M HRIA
IM PHY,

il

AT+BLEINIT=2 // faft: R4 B
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1, 3

349 AT+BLEADVDATA: %7 Bluetooth LE ) 5

BCE) R

’ AT+BLEADVDATA=<adv_data> ‘

W

[ox |

o <adv_data>: ] REEE, A HEX 47 B, A ARSEE T 1 EdE- “0x11 0x22 0x33 0x44 0x55”7,
Nl#y48 AT+BLEADVDATA="1122334455", fHRKKJF: 119 F37,

|

o IR Z HIE 208 [ iy S AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WE T #HBEdE, WS SR E ) Bl E .

o QUERGEAE A Bk AFR, WENAEITTE 1% 6 2 Z JG A TAT+BLENAME fit 315 £ 44
PRI E N [R5

o YE{#i [l AT+BLEADVDATA 542 Hi, Whseid it AT+ BLEADVPARAM 5% B &S5

o WMYHHAT+BLEADVPARAM -V B #2584 0-4, M AT+ BLEADVDATA 65 A1% B ) 1 KR
2 HEEWE 31 F7, WIRTEREFE KM 35, WM AT+BLESCANRSPDATA fip % K13 E .

o WY AT+BLEADVPARAM & A-U8 8 #2584 5-7, Wi [ AT+ BLEADVDATA 6 4% &) #& K
2 HEBRE 119 775,
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il

AT+BLEINIT=2 /] e R B
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [zl Bluetooth LE )" #&%
iy s

i
EERZIE T EIEE 2

A\ .
"Il/?\‘

AT+BLEADVDATAEX?

W

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

B IR TR %

A .
"ﬂé’\'

’AT+BLEADVDATAEX:<deV_name>,<uuid>,<manufacturer_data>,<include_power>

Wi % ¢

’OK

* <dev_name>: F ff i 8, IR WK LW B, M EE RS LKA ust-
test” , 0 fy 4 N AT+BLEADVSTARTEX="Jjust-test", <uuid>, <manufacturer_data>,
<include_power>,

o <uuid>: FAF B Z K. W, A M E UUID h “0xA002” U |
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

« <manufacturer_data>: {fi| i ¥ 885, S8 HEX FEAFER. AN, #5883 & ) b i 8ois o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: % REHET S TX PR, RSN 15 B, 0.
Bl
o MR ZHIC LM iy S AT+BLEADVDATA=<adv_data> BH T ) SR B, W S wiAar a8 ik

Bnsig .
o Befiv 42 HEhRE Z Wi ] AT+ BLEADVPARAM iy 9B BRI B UCA 0.
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il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.11 AT+BLEADVSTART: JIi4 Bluetooth LE J 1§
AT

i
TG %

A\ .
"Il/?\‘

’AT+BLEADVSTART

W

’OK

Bl

o WAJBISEAE F i & AT+ BLEADVPARAM=<adv_parameter> 76753 3% 2 B &) #5250

o FARMH Air 4 AT+BLEADVDATA=<adv_data> ¥ 8 4408, A& 3% 4 0 $dlif.

¥ Z W & & i M fir SAT+BLEADVDATA=<adv_data> &% ‘& o |7 # % #, W =
Wi AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> & & ) |~ & %
BB, M, R AT+BLEADVDATAEX, N|4#f AT+BLEADVDATA X & 1) & HIE
Bk

 JfJ= Bluetooth LE ) #% J5, N34 757 Bluetooth LE ¥4, AF2Ba—EARR T #; WRHE T
Bz, W& HBNEHR 7.

Bl

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVPARAM=50,50,0,0,7,0,,
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: £} Bluetooth LE )" £k
Wiidn s

Yytie:
(CIWAE

O e
iy

’AT+BLEADVSTOP

Wi i *

[ox
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e
o LI5S, iEh ST Bluetooth LE 382, W<x H 345K Bluetooth LE | #%, TR ARG S .

Bl

AT+BLEINIT=2 // fat: R % 8
AT+BLEADVPARAM=50,50,0,0,7,0,,
AT+BLEADVSTART

AT+BLEADVSTOP

3.4.13 AT+BLECONN: %1V Bluetooth LE 343
Ay 4

Yitig:
771 Bluetooth LE %%

AT+BLECONN?

Mjn] oz <

+BLECONN: <conn_index>, <remote_address>
OK

PR BESIIER:, WA R <conn_index> F1 <remote_address> 3§ .

7357 Bluetooth LE j%$2

O e
iy

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

W] ¥ :
LIRS, AR -

+BLECONN: <conn_index>, <remote_address>

OK

AL, R :

+BLECONN: <conn_index>, -1

ERROR

i SRR s B R — S5 SBOEHR I, MR

ERROR
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» <conn_index>: Bluetooth LE &35, JEH: [0,1].

* <remote_address>: X5 Bluetooth LE 3£ ikl .
* [<addr_type>]: J A S :
- 0: A 3LHudk (Public Address)
— 1: [tk (Random Address)
* [<timeout>]: PEHGEMINI], FAi: . JEH: (3,301,

o BAEBNOITERZ W], JeiBfTAT+BLESCAN i3k &, MR B s b T # RS

o BORIESZRBIT R 30 b,

o {14 Bluetooth LE server E 4 IAL HIESE E IS, W] DAREH bt ay S HEXT 451548 (GATTC) Hik
PRS- AT A PAT GATTC 4

e AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

e AT+BLEGATTSIND

o f1 SEAT+BLECONN? #& Bluetooth LE 7 %] 44 1) 15 I F $44F (AT+BLEINIT=0), W & %5/~ £ H
+BLECONN:<conn_index>, <remote_address> ,

il

AT+BLEINIT=1 /] B B P
AT+BLECONN=0, "24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: #¢if)/¥i{f; Bluetooth LE 4 :5 %)
Ao A

hig:
#51f] Bluetooth LE %3 5:4k

e

AT+BLECONNPARAM?

L)V

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>,<latency>,
—<timeout>
OK

B

Dyie:
T3 Bluetooth LE i#8: 5%k

s
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’AT+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi % ¢

[ox

ABCERM, WA EE

’+BLECONNPARAM: <conn_index>, -1

 <conn_index>: Bluetooth LE i35, Jill: [0,2].

o <min_interval>: f/NEFEBEF. RSEEN /DT % T <max_interval> ZH{H. S5 :
[0x0006.0x0C80].. FHlF] i 45 T B ST bL 1. 25 AERY, DL S2HR 1 /M e W Jy 17.5.4000]
=,

* <max_interval>: fx KRIERELFIE. ASLUENKTHT <nin_interval> Z2H{H. ZHIEH:
[0x0006,0x0C80] . HE4%[A] ¢ TI%SHORIA 1. 25 2270, Fr AR K12 8] B i L [7.5,4000]
2.

o <cur_interval>: Y4HE[IEREE][E

 <latency>: ZEiR. ZHFEH: [0x0000,0x01F3],

.+ <timeout>: I}, ZHGE : [0x000A.0x0C80]., KB EF %S HGEDL 10 6, FRAT:FRIGHNT
L HEH [100,32000] Z 7D

el
o AREFASTRICHEN TER:, client B{# server A AHER SRR HTEE S AL

il

AT+BLEINIT=1 // & : & F 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14,1, 500

3.4.15 AT+BLEDISCONN: KiJF Bluetooth LE ¥E4%
PATa A

Dyie:
¥7FF Bluetooth LE 4%

Py
"Né?'

AT+BLEDISCONN=<conn_index>

W i <

OK // Y& % AT+BLEDISCONN 4
+BLEDISCONN:<conn_index>, <remote_address> // & 1T 4 2 & T

e <conn_index>: Bluetooth LE i£3:5-, JER: [0,2].
» <remote_address>: X5 Bluetooth LE £t .
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il

AT+BLEINIT=1 // f & : & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.16 AT+BLECFGMTU: {%¥ Bluetooth LE MTU K:Ji
Ay

tie
Zi) MTU (maximum transmission unit, f KAZ&iBATE) K&
s

AT+BLECFGMTU?

W

+BLECFGMTU: <conn_index>, <mtu_size>
OK

[y

&E
i

&

S EE

MTU &

&

fir

=

’ AT+BLECFGMTU=<conn_index>

’— **<conn_index>**: Bluetooth LE # # &, L E: [0,1],

]

- 4‘@4\%*5}5%1 Bluetooth LE % # .

- NAXFHEPFPREAAGASRE MTU K E.
il

AT+BLEINIT=1 // fat: % p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0
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3.4.17 AT+BLEGATTSSRV: GATTS kMRS
b A

Dtig:
GATTS K iRk

s

AT+BLEGATTSSRV?

W

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

o <srv_index>: R FE, M 1 FihE,
<start>:

0: ik AKIT1R;

1: & E T A

<srv_uuid>: R4 UUID.,
<srv_type>: [R5 11241

0: KERSS

I HERS .

Bl

AT+BLEINIT=2 // fat: R 4%& %
AT+BLEGATTSSRV?

3.4.18 AT+BLEGATTSCHAR: GATTS ‘%8R 55 F54E
Rl

e
GATTS % Bl 45 45

Py
A

’AT+BLEGATTSCHAR?

W 7
XIS AL AR, MR AR :

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XEFAFTE R, WNAR

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK
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o <srv_index>: R55F5, M1 FFEGE,

¢ <char_index>: [RFFHMENTS, M 1 ARLGIEHY.
e <char_uuid>: AR$4:ER UUID,

o <char_prop>: FRZ4FEIT @M.

o <desc_index>: IR FEE .

o <desc_uuid>: FFEHIALE UUID,

2N

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSCHAR?

3.4.19 AT+BLEGATTSNTFY: JI}}45%% notify JI} 55 $HAE Fi8 %5 )i

MR35 28 motify JIR 45 43 IE (EL4 % P

’ AT+BLEGATTSNTFY=<conn_index>, <srv_index>, <char_index>, <length> ‘

Wi *

55 > Fon AT WER IR D 8ds,  BURm] DU A K, 48K iR 3 240 <length> {ERT,
AT notify /.,

PR T, R

OK

BH

» <conn_index>: Bluetooth LE i##25-, JEH: [0,2].
o <srv_index>: [R5 75, WiafTAT+BLEGATTSCHAR? 5],
o <char_index>: R4 EHEN)TE, Al TAT+BLEGATTSCHAR? #¥if].,

o <length>: FRKF, HAKKE: (:ref: MIU <cmd-BMTU>' - 3),
il
AT+BLEINIT=2 /] R R B
AT+BLEADVPARAM=50,50,0,0,7,0,,
AT+BLEADVSTART /) T, % client #H )5, LA B E E W notify

AT+BLEGATTSCHAR? // & # A ¥ notify & 7 3% # & %E
/) Blim, FH 3 EMEMW 6 S notify KE X 4 FHTWHE, FRHET a5

AT+BLEGATTSNTFY=0,3,6,4

/) Fm ST BEEE, N 4 FEEEKE, b o123, ARAKHE AR
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3.420 AT+BLEGATTSIND: J[§45%8 indicate JJ} 25 F5AENG 20 % )i
wE WA

Yrii:
2 45 %% indicate A} 45 R AF(E 24 7% Pk

s

’AT+BLEGATTSIND=<conn_index>,<srv_index>,<char_index>,<length>

W

>

|

P > Fn AT HERSFECR 8, SO T DA AR, 48 KA FI S48 <length> HYET,

4T indicate EEAE .
AR RS, RN

OK

S

<conn_index>: Bluetooth LE #E#:%, i : [0,2].

<srv_index>: R4 75, A[iafTAT+BLEGATTSCHAR? %51y,
<char_index>: JR4HEM)TS, W34 7AT+BLEGATTSCHAR? 25,
<length>: FHJE, HAKE: (MTU-3).

il

AT+BLEINIT=2 /] A R E B
AT+BLEADVPARAM=50, 50, 0,0, 7,0, ,

AT+BLEADVSTART /] FFRT ¥, % client #HF, LMW E K indication
AT+BLEGATTSCHAR? // & # & P 3% 7] L # I indication H 4R 4E

AT+BLEGATTSIND=0,3,7,4

J/OBET ST BEE, M 4 ZHHKE, W 1234, RERE LD EH

/7 Bl R 3 FMEMW 7 FAME indicate KE A 4 FHHEKE, # LW T

3.4.21 AT+BLEGATTSSETATTR: GATTS ¥ &R 55 FAEA

’AT+BLEGATTSSETATTR:<Srv_index>,<char_index>,<length>

Wi

>
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R > 2 AT HERAFHCR 8, U T DA AR, 4 8s KRB S 40 <length> YEIT,
PATBLE AR
PR, R

OK

o <srv_index>: [R%57 5, WiafTAT+BLEGATTSCHAR? Z5if.
o <char_index>: AREEEN TS, R84 TAT+BLEGATTSCHAR? 25if .

* [<desc_index>]: FfiEAlIAFT 5

o HIHE, MBCERIAFE
o EARIHT, WBCERHEE.
e <length>: FHEK .

BEH
o QIR <length> BHUEKRT LB KRKE, WESKIK. XTF service table, i, gatts_data.csv
o JUVEB BRI RS B

il

AT+BLEINIT=2 // fat: R4 B

AT+BLEGATTSCHAR?

/) B, B 1 ERAH 1 BEERAEEANKEN 1 FEHEE, 445w T
AT+BLEGATTSSETATTR=1, 1,1

/)RE ST BERE, OMN L FEHREENT, Bl s, REZEFH

3.4.22 AT+BLEGATTCPRIMSRV: GATTC %A R 55
iy

Dyie:
GATTC (Generic Attributes Client) % PR AR 5

e

AT+BLEGATTCPRIMSRV=<conn_index>

W % <

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

e <conn_index>: Bluetooth LE i&3%5-, JLR: [0,2].
o <srv_index>: REGFE, M 1 FHEEN,

e <srv_uuid>: J451y UUID,

o <srv_type>: [

o 0: WEMRSS
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o L HERSS

]

o [EHAMA, 752 5E T Bluetooth LE j# 4

il

AT+BLEINIT=1 // ft: & P 3%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.23 AT+BLEGATTCINCLSRYV: GATTC %341 &Nk SS

B
it

GATTC % Bt 5 iRk 55
e

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

Wi i ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

BH

e <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].

o <srv_index>: [R5 75, Wis{TAT+BLEGATTCPRIMSRV=<conn_index> £y if] .
e <srv_uuid>: fk51 UUID,

* <srv_type>: JR45HZEHY:

o 0: WEMRSS

o 1D RS

o <included_srv_uuid>: 13545119 UUID,

 <included_srv_type>: {15 ARSSHIZEAL :

o 0: RERSS

I HERSS .

Bl

o fEFARMGS, FESEST Bluetooth LE 4.,

il

AT+BLEINIT=1 // fat: & p 3%

AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REWM — £ H# S EHLE R, £ index & H
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3.4.24 AT+BLEGATTCCHAR: GATTC %3R35 F51E
BEmA

i
GATTC % PR 55 Ak

s

’AT+BLEGATTCCHAR=<conn_index>,<srv_index> ‘

Wi ¥ ¢
XIS FAE AR, WA AR :

’+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> ‘

XEFHAFF R, MR -

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK

BH

» <conn_index>: Bluetooth LE i##25-, JEH: [0,2].

o <srv_index>: [R5 75, WiafTAT+BLEGATTCPRIMSRV=<conn_index> £y if] .
o <char_index>: RESFHEMITS, M 1 FFURiENE.

e <char_uuid>: AR%4HER UUID.,

o <char_prop>: HRZSHFHEN @M.

o <desc_index>: FHFRIAGTE.

o <desc_uuid>: FFEIALFH UUID,

B

o fHAMmS, FEIHET Bluetooth LE EH; .

il

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // REE W — £ # A4 M E WL R, ¥ E index &

3.4.25 AT+BLEGATTCRD: GATTC B:HUIR 55 FrAiEAi

i
GATTC eI o5 5 (A
LT

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

Wi i3 ¢
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+BLEGATTCRD: <conn_index>, <len>, <value>
OK

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: k%575, WiafTAT+BLEGATTCPRIMSRV=<conn_index> #rif],

o <char_index>: REEHEFS, Win{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

o [<desc_index>]: JHEHIASFITS:

o FIRE, FEHHPRARFIIE

o FARUCE, BUHREHIERIE.

o <len>: K JE,

o <value>: <char_value> B{# <desc_value>,

o <char_value> : [RSEHE(E , FR AR, 18 TFAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, fltn, #mR o +BLEGATTCRD:0, 1, 0, MISERHBHERKE RN 1, HAEN “07,

o <desc_value>: ]t % 4 fE i A& M M H O F O £ O KL, B
1TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> 1 B, ] &0, 5 Wy 5
"N +BLEGATTCRD: 0, 4, 0123, NIZIREFECE 4, NAEN “01237,

L]
o ffifHAAYS, FREEET Bluetooth LE #4%,
o A HFRIRSFHEA LR EAE, Wk [E] “ERROR”,

il

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W — 4 4 AW EHLEE, #§ T index £

/) Bl EBE 3 BEREME 2 BRHMENSE L BHAKER, #450T
AT+BLEGATTCRD=0, 3,2, 1

3.4.26 AT+BLEGATTCWR: GATTC Gk 55 ¥ nEA

Has

&F

Dyt
GATTC 5 iR 55 R s A AT E

O e
iy

’AT+BLEGATTCWR:<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length> ‘

Response:

: |

P45 > FOR AT HER LN D8, BERHET DS AR, A 8n KA EI 240 <length> [{ERT,
PITH AL

AR R, R -

OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],

o <char_index>: HRSHEHEFS, Win{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FHEHEIATFF 5 :

o HIE, WS HRRRFIIE:;

o BAWRE, WS HARFHERE.

o <length>: HPEKE. ZZSEBUEILEZ gatts_data.csv H1 val_max_len SEEEH .

]
o HARMS, FEIHET Bluetooth LE JEH;,
o #HBRSFEA X FEEHAE, WEkE “ERROR”.

il

AT+BLEINIT=1 // f € : & P 3%

AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // RF W — £ H L W E WL R, #F index T

/) Bl M3 EREME 4 FHME, EAKEAN 6 FEHHEE, a5 T:
AT+BLEGATTCWR=0,3,4,,6

/) /R S BFEE, M 6 FHWMBEN T, W "123456", REFHE AN

3.4.27 AT+BLESPPCFG: #if)/ix i Bluetooth LE SPP %%
iy

hig:
5] Bluetooth LE SPP (Serial Port Profile) Z:%§

[

AT+BLESPPCFEFG?

L)V

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>
OK

BeE WA

Ly :
15 # 5 75 E Bluetooth LE SPP £:%{

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

Wi i ¢
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OK

¢ <cfg_enable>:

« 0: HEJA SPP 24, JFHSHILHES;

s I JFHSHHEEE.

o <tx_service_index>: x JR % ¥ 5, W & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 1]

o <tx_char_index>: tx f[g % 4 1F /¥ 5, W[ i fFAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FMAT+BLEGATTSCHAR? %51

o <rx_service_index>: rx fk 4% ¥ B, H & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 51,

o <rx_char_index>: rx R & % {F &% 5, W i8 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? i),

* <auto_conn>: [ HEERENL, BRIAL ﬁ{RT H h EIEDIRERLHRE .

 0: 2% Bluetooth LE %% H s EEINHE.

* 1: {#i§E Bluetooth LE %1% H Zh EEIN6E .

o X} Bluetooth LE %% i, tx ARSSEFAE BN write with response B write without
response, 1x [REFFEEHEVNAE indicate B notify,

* XfT Bluetooth LE R 4545, tx RGFHFHIEJEHELAE indicate B notify, rx fREHFHIEE LI
write with response B{ write without response,

« BT Eﬁ]ﬁi@lﬂﬁﬁlﬁ7 WARIERZRTT, PR AW ERE B3R (KT AT+SYSMSG), 7%
PR IRIEE A S MEREMIIEOL Y, WIS, S ESIEE, MCU 5B B ER W,
TARXT B ) MAC 7;zélz T, WG .

ZN ]

AT+BLESPPCFG=0 // #® % Bluetooth LE SPP % %
AT+BLESPPCFG=1,3,5,3,7 // % & Bluetooth LE SPP % ¥
AT+BLESPPCFG? // # i Bluetooth LE SPP % ¥

3.4.28 AT+BLESPP: 3}k A Bluetooth LE SPP Eizt:

4

T

=

ll

=y

G(V

fig:
i3t A Bluetooth LE SPP 5=
W

=

A

AT+BLESPP

W ¥ 3

OK

>

kR AT E4&3E A Bluetooth LE SPP 45X, 1] AHFA 448 1) & 3E R .
77 Bluetooth LE SPP IR ZS48 R ( XiAE Bluetooth LE #3428 37 5 K {#i g Notifications ), I3z [A] :
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ERROR

B

* 1E SPP L, A& RIEAT+SYSMSG Bit0 Jy 1, W AT A A ATAR i SPP i B fF E .
* 1E SPP e, HRVCEAT+SYSMSG Bit2 Jy 1, W AT A SR AT BRI R -
s UERGWEIREH +++ U, Wk bl 2R ay >, 3§ 2% AR 4 AT @

&,

il

AT+BLESPP  // # A Bluetooth LE SPP # =

3.4.29 AT+BLESECPARAM: #if/i% ¥ Bluetooth LE Ji#: 5%
A it 2

Tyt
Z5if] Bluetooth LE SMP 1% 2%k

A .
“ﬂ/?'

AT+BLESECPARAM?

W )i *

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>

% & Bluetooth LE SMP il %5 &4}

AT+BLESECPARAM=<auth_req>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>[, <auth_
—option>]

Wi i3 ¢

OK

BH

« <auth_req>: AJFEK.
0: NO_BOND

1: BOND

4: MITM

8: SC_ONLY

9: SC_BOND

12: SC_MITM

13: SC_MITM_BOND
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e <iocap>: i AfiHifESS.

* 0: DisplayOnly

* 1: DisplayYesNo

» 2: KeyboardOnly

* 3: NolnputNoOutput

* 4: Keyboard display

* <enc_key_size>: JIHHYIKE. SHGER: [7.16], AL T,
o <init_key>: ZA~HEA A BIHILEES .

o <rsp_key>: LSRRI AN R Y 555

* <auth_option>: 274\

o 0: HElF R eEg;

o L QERICTRME R Z I BOE ) 2359, W Wi iEs.

¢ <init_key> fll <rsp_key> ZHAY AR A AT :

o Bit0: FIF 3] fh s A A 1o 25 ) fin 2 25 41 5

o Bitl: T3l iR A 2581 ) IRK 254 5

o Bit2: I TR A3 A Y %491 CSRK %4 ;

* Bit3: FIF 3l dn s A N 25 41 link %54 ({XHF Bluetooth LE 1 BR/EDR JEA7A5 ) .

il

AT+BLESECPARAM=1,4,16,3,3,0

3.430 AT+BLEENC: % Bluetooth LE Jiis5i oK

KRR

A .
"ﬂ/?\‘

’ AT+BLEENC=<conn_index>, <sec_act>

e <conn_index>: Bluetooth LE i&325-, JERl: [0,2].
e <sec_act>:

¢ 0: SEC_NONE;

e 1: SEC_ENCRYPT;

e 2: SEC_ENCRYPT_NO_MITM;

e 3: SEC_ENCRYPT_MITM,

B
o EAMGLHT, WARELES. B SRS ERE.
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il

AT+RESTORE

AT+BLEINIT=2

AT+BLEADDR?

AT+BLESECPARAM=1,0,16,3,3

AT+BLESETKEY=123456

AT+BLEADVPARAM=50, 50,0,0,7,0,,

AT+BLEADVSTART

// 1 i Bluetooth LE & app 1 4 client 5 ESP32-C2 % & # & Bluetooth LE # #
AT+BLEENC=0, 3

3.4.31 AT+BLEKEYREPLY: £3%} 75545015 235

Bas

&E

i
[ 52 e X 4 4]

O e
iy s

’AT+BLEKEYREPLY:<conn_index>,<key>

W

[ox

S

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
* <key>: PRI,

il

AT+BLEKEYREPLY=0, 649784

3.4.32 AT+BLECONFREPLY: £ J5 eI miAai At (e bE)

[ 52 T X 25 2

’ AT+BLECONFREPLY=<conn_index>, <confirm>

Wi i ¢

’OK
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
¢ <confirm>:

e 0: &

e 11 B

il

AT+BLECONFREPLY=0, 1

3.4.33 AT+BLEENCDEV: #iy485€ 1) Bluetooth LE Jis % #5 5] 4#é
iy s

yfig:
EE4E5E 1Y Bluetooth LE Jji%& i £ 51 3%

A\ .
"Il/?\‘

AT+BLEENCDEV?

W i <

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

S8
 <enc_dev_index>: DM R&AIIERS . ZSEA—EF TS AT+BLECONN #if) H 1) Bluetooth

LE #3251 conn_index &%, Jol#E: [0,14].
e <mac_address>: MAC i,

(A

* ESP-AT i Z AAVFSRE 15 ke, WRIEMBEHEEEIE 15 4, IR E i ff 5 SR
ERENUF M 0 B 14 SRR 5 2 RIS (E B .

il

AT+BLEENCDEV?

3.4.34 AT+BLEENCCLEAR: %% Bluetooth LE Jis 4% 513

ML ARSI R R — B S s

A .
"Il/?\‘
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’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

PAT %

Dy
T 85 22 4 il P i A s

AN .
"Il/?\‘

’AT+BLEENCCLEAR

W

’OK

S

e <enc_dev_index>: U EIRSHIIERES .

il

AT+BLEENCCLEAR

3.4.35 AT+BLESETKEY: ¥ Bluetooth LE {f &t %

i &

Bluetooth LE # & B T % 47

’AT+BLESETKEY?

W

+BLESETKEY:<static_key>
OK

)E’J

CEL A

Tytig:
N Bluetooth LE %321 B —> Bluetooth LE ##SHC X %5 4H

P
ﬂﬂ4>‘

AT+BLESETKEY=<static_key>
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Wi 3% ¢

OK

B

 <static_key>: Bluetooth LE F#SHECXTE4H .

il

AT+BLESETKEY=123456

3.436 AT+BLUFI: Jf)53iok A BluFi
iy

ik
FEif BluFi AR7S

A .
"ﬂ/?\'

AT+BLUFI?

LIV
# BluFi KFF)e, ik

+BLUFI:0

OK

7 BluFi ©JF/5, MR[H

+BLUFI:1

OK

BeE WA

i
T B K ] BluFi

A

’AT+BLUFI:<option>[,<auth floor>] ‘

W

[ox |
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BH

e <option>:
— 0: 5[] BluFi;
- 1: 7F)3 BluFi,
« <auth floor>: Wi-Fi iAUFBEECEE, ESP-AT A& R FIIER LT M SIER) AP:
- 0: OPEN (¥#ki\);
WEP;
: WPA_PSK;;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN R W =

(L]

* 4 HUBEAE Bluetooth LE SRAIIAAL 0L FHF = 5¢ 7] BluFi (AT+BLEINIT=0).

© MR HAFRPERE , HUEGEH BluFi DiBERT, JokiRAT+CWMODE=0/1 fiv 925 SoftAP. fEAR
TIRE AT, WP RE A7 S0

* BluFi [iS[¥ )55 %1% AT+BLUFI=0 fii< X BluFi, PAREBT .

il

AT+BLUFI=1

3.4.37 AT+BLUFINAME: #if)/i% % BluFi %454/
far A

hfik:
¥t BluFi 44 K

Py
A

AT+BLUFINAME?

Wi i ¢

+BLUFINAME: <device_name>
OK

S

N

R

&

i
TCE BluFi #4544 75

A

’ AT+BLUFINAME=<device_name>

W i :

[ox
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BH

+ <device_name>: BluFi #4544 %5,

Bl

© W ¥ E BWF B 4 FR, AR AT AT+BLUFI=I fir % Wl BB, 75 WRF 68 ) KA 44 Fx
BLUFI_DEVICE.

* BluFi i@ A AR KK 26 F5,

* Blufi APP u] DATERY R E A R 2K

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.38 AT+BLUFISEND: % 1% BluFi J )y 5 %2 U

)E’J

CE A

i
ik BluFi J 7 H 5E a4 FHlim

’AT+BLUFISEND:<length> ‘

Response:

Fi5 > FOR AT RGP D8, BERMET DS AR, 4 8i KA EI 240 <length> [H{ERT,
THa & s .
AR R, R -

OK

- <length>: HEKE, B .
B

o [ SCBdRM K AN AR 600 AT,
o QIR ESP YL B FHLAERIH P E & L8, B4 PA +BLUFIDATA: <len>, <data> #&x{{T I,

2Nl

AT+BLUFISEND=4
/)RR ST FEE, M 4 FHEHEENT, o234, REEEL W EH KX E S FAN
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3.4.39 AT+BLEPERIODICDATA: ¥ Bluetooth LE J M) B &
VWA

Yitig:

BEE FEIAYE T 1 .

s

’AT+BLEPERIODICDATA=<periodic_data>

* <periodic_data>: I 3R, O 16 HERI AT . BN, A ARSCE) FREAR Y “0x11 0x22 0x33

0x44 0x55”, N34~ AT+BLEPERIODICDATA="1122334455",

il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.440 AT+BLEPERIODICSTART: JI )3 )5 01k #&
PR A

yiig:
FEIE R 1% .

iz

’AT+BLEPERIODICSTART

o] i 2

|ox

|

s TE T WO WM T % 2wl
ADV_TYPE_EXT_NOSCANNABLE_IND,

il

WOk IF R YR %,

/D SR WS

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455" // % B FH #A M )~ % K #
AT+BLEADVPARAM=32,32,5,0,7,0 // #B¥ B #45 K

AT+BLEADVSTART // FE ¥ B #
AT+BLEPERIODICSTART // FF B A ¥ M #
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3.441 AT+BLEPERIODICSTOP: 2 1| & 0Pk ) #5 Il 2
T4

Yitig:
5 E AR 4%

A

’AT+BLEPERIODICSTOP

Py o7 =

’OK

il

’AT+BLEPERIODICSTOP // fE Ok BB E

3.4.42 AT+BLESYNCSTART: JI i3 I 25 R 00PE ) 8
BEEm A

yiig:
SIEESAT R R R

fir 4

AT+BLESYNCSTART=<target_address>

W] 7 2

+BLESYNC:<addr>, <rssi>, <periodic_adv_data>
OK

B4
o <addr>: $E45 AR

o <rssi>: (570 )F
 <periodic_adv_data>: J& M) R

BEW]
o TETFR IR $R R 2 21, T 2R EF Bluetooth LE fM I RERFLEUEST .

il

AT+BLEINIT=1
AT+BLESCAN=1 // F 4 HH#
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH EAHME S EHF
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3.4.43 AT+BLESYNCSTOP: 2 |- J& It ) 5 Al 2
WATRr A

Yitig:
5B AR 4R R 25 2R

xS

’AT+BLESYNCSTOP

] 7 2

’OK

B
o QAR RS BLE SIIRER ], AR EITET R R 2 D ie i bl B Bk

il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.44 AT+BLEREADPHY: 7%y 4 i E£:0 Mg PHY

AL H R G B9 PHY

D e
A

AT+BLEREADPHY=<conn_index>

W] 7 2
QR ), R

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WRA R, &)

+BLEREADPHY : -1
OK

ZH

o <device_addr>: ¥ i 45 ol
e <tx_phy>:

e 1: IMPHY.

e 2: 2M PHY.
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¢ 3: Coded PHY.
e <rx_phy>:
1: IM PHY.
e 2: 2M PHY.
3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // #F # ¥ 7] % # & PHY

3.445 AT+BLESETPHY: ¥ i dEdi PHY

wE Y HIERE R PHY.,

o5 A
lll]é‘\-

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

] o 2
QR ), R

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERAL RN, R[]

+BLESETPHY: -1
OK

S8

o <device_addr>: X ikl
e <tx_rx_phy>:

e 1: IMPHY

e 2: 2M PHY

¢ 3: Coded PHY

il

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k
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o AT+MQTTUSERCFG: %% MQTT H F @

o AT+MQTTLONGCLIENTID: #%'& MQTT & Fi ID

o AT+MQTTLONGUSERNAME: & MQTT % Fii F 744
o AT+MQTTLONGPASSWORD: ¥¢'& MQTT %l 555

o AT+MQTTCONNCFG: '8 MQTT 42 @ 1t

« AT+MQTTALPN: %% MQTT [ )2l Hrrg (ALPN)
o AT+MQTTSNI: #£% MQTT JR4254FrF57 (SNI)
o AT+MQTTCONN: j#3% MQTT Broker

« AT+MQTTPUB: J)7i MQTT j§ 8 (FfFH)

o AT+MQTTPUBRAW : %:7iH MQTT ji4 &

o AT+MQTTSUB: 1] i MQTT Topic

o AT+MQTTUNSUB: Hji§37 % MQTT Topic

o AT+MOQOTTCLEAN: WiF MQTT %4

o MQOTT AT 441275

o MOTT AT %W

351 v

WY BOAR AT &SRO NI AT frd. WAREORTE 2 ESP32-C2 324 MQTT fipd-, 1 H
1747 ESP-AT 142, (e TP TS TAR HLEHE:

* 2/ Component config->AT->AT MQTT command support

3.5.2 AT+MQTTUSERCFG: ¥ MQTT ;)@ tk

BeE MQTT A stk

Py
A

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W i3 ¢

OK

BH

o <LinkID>: 4HFi{{ 3 $¥# link ID 0,

e <scheme>:
— 1: MQTT over TCP;

: MQTT over TLS (AREGIUEF ) 5

: MQTT over TLS (#:% server iIE 5 ) ;

: MQTT over TLS (#24t client 3iF45) ;

: MQTT over TLS (#:5& server JIF 57 HE2E client IF ) ;

: MQTT over WebSocket (5T TCP);

: MQTT over WebSocket Secure (ET TLS, ANRILGIFF ) ;

: MQTT over WebSocket Secure (7T TLS, K% server iE1);
— 9: MQTT over WebSocket Secure (3T TLS, #t client iE);
— 10: MQTT over WebSocket Secure (ET TLS, ®5& server IF-57f HELE client JEf).

o <client_id>: MQTT & i ID, K E: 256 F5.

|
0NN WL kAW
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<username>: 744, FT &R MQTT broker, f KK JE: 64 Fh,
<password>: %15, TR MQTT broker, fHAKE: 64 %7,
<cert_key_ID>: jE ID, Hpj ESP-AT {{ 3£ cert IE45, S5H 0,
<CA_ID>: CAID, H#iESP-AT {37 H—4 CAET, S%0h 0.
<path>: BEJEEKAE, HORKEE: 32 5.

st

o FR5 AT IR K R RE T 256 275,

o H15 <scheme> FEH 3. 5. 8. 10, N T RIS SSHAE AR , 157E K EAT+MOTTCONN fir
AR ESP32-C2 ELIREE M i 1], (450 DA% BEAT+CIPSNTPCFG fiv 4 it SNTP, 2KH(24
BT, 36 AT+CIPSNTPTIME? 6342534 Fi 1] . )

3.53 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID

gﬁ

CEA

Ly :

W MQTT % )i ID
e

AT+MQTTLONGCLIENTID=<LinkID>, <length>

Wi % ¢

OK

>

ik R AT EHER S MQTT % F i 1D, IS STT DA AR Py 1D, 24 AT 50310 % P i
ID KJFiLF| <length> )5, &MH:

OK
S

o <LinkID>: 47i{¥ 374 link ID 0.

o <length>: MQTT % J i ID K 2. JEE: [1,1024].
B

» AT+MQTTUSERCFG iyt n] ABEE MQTT % P ID, — 33 2 [ 2E 5 45
— AT+MQTTLONGCLIENTID fiy4 7] DAJH R 15 EAH XT3 K % P 1D, (R NAT+MQTTUSERCFG
AR EEZ IR
— NAERE AT+MQTTUSERCFG & Fidi il AT+ MOQTTLONGCLIENTID

3.54 AT+MQTTLONGUSERNAME: ¥ MQTT %k 1 #4

S

)F\.

CEL A

i
BE MQTT 744
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AT+MQTTLONGUSERNAME=<LinkID>, <length>

Wi % ¢

OK

>

FRm YRR AT SR LI MQTT M 4%, TR DA A MQTT 44, 4 AT #0531 MQTT
H P2 K ERT) <length> J5, i&[H]:

OK

o <LinkID>: 4{{% 3 #F link ID 0,
» <length>: MQTT i K&, JEH: [1,1024],
el
* AT+MQTTUSERCFG fip AT AR E MQTT H 44, & Z M2l a4 :
— AT+MQTTLONGUSERNAME x4 ] DA S5 AR K 1 4%, P2 AT+MOQTTUSERCFG i

K ZBR .
— VAE B AT+MOQTTUSERCFG J5 T Jl AT+ MOTTLONGUSERNAME ,

3.5.5 AT+MQTTLONGPASSWORD: ¥ ¥ MQTT %k #6%

)E’J

CE

Ly :
BE MQTT %14

P
“ﬂé?‘

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <

OK

>

AW AT CLE A0 MQTT 7, BLAETIARI A MQTT 8675, 24 AT B2lH] ) MQTT 579
KERF <length> )5, 1&[MH:

OK
S8

e <LinkID>: 47i{{ 3 #F link ID 0.

e <length>: MQTT LK. JEE: [1,1024],
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|
* AT+MQTTUSERCFG g -] AU MQTT %56, 35 2 [a) ) 22 HL 45 -
— AT+MQTTLONGPASSWORD W] DA H SR B BAHRT R K %0, AT+ MQTTUSERCFG fin
JEZIR
— VAR BAT+MQTTUSERCFG J5 T4 Fil AT+ MOTTLONGPASSWORD.

3.5.6 AT+MQTTCONNCFG: ¥ MQTT ZEE:EPE

WE MQTT 2 &1

[k

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

o <LinkID>: 43i{ 34} link ID 0.
o <keepalive>: MQTT ping #BHFHFE], B #b. JER: [0,7200]. BRIAE: O, S@mEInch 120 7.
* <disable_clean_session>: % MQTT {HFH & iiind, A XZSHMELFEIES% MQTT 3.1.1
M 1Y Clean Session 2577 o
- 0: fHRBIHE P&
- 1 RIS
o <lIwt_topic>: %l topic, HAKEF: 128 Fi,
o <Iwt_msg>: 5IF message, FERKJE: 128 Y,
o <Iwt_qos>: #lE QoS, ML 0. 1. 2, BRAE: 0.
o <Iwt_retain>: 5V retain, SEAIFE OB 1, BRINE: 0.

3.5.7 AT+MQTTALPN: ¥ MQTT )2V (ALPN)

B s

i

E MQTT [ ZHLHT (ALPN)
sy

’AT+MQTTALPN:<LinkID>,<alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">]

Wi i ¢

’OK
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BH

« <LinkID>: 4i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &1, L [0,5].
— 0: J%[% MQTT ALPN i &
- [1,5]: i%E MQTT ALPN Jii &
* <" alpn” >: FRFRSEL, FR ClientHello 1) ALPN, ] PRI PAKIEZ A~ ALPN B3I 5545

B
o B AT S KJEN/NT 256 75,

o HAG7E MQTT H:F TLS 5§, WSS i, MQTT ALPN B A &A%,
o WAEE B AT+MQOTTUSERCFG J5 5 Jf| AT+ MQTTALPN ,

2N

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt—-ca.cn", "mgtt-ca.us"

AT+MQTTCONN=0, "192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: ¥ MQTT Jit 5525 #hrfas (SNI)

LA

-t

yite:
BEE MQTT 4522 R4~ (SNI)

O e
“ﬂ4>°

’AT+MQTTSNI:<LinkID>,<"sni">

W i ¢

[ox

S

o <LinkID>: 47i{Y 3745 link ID 0.
o <” sni” >: MQTT RS #4367 . 0] PALE ClientHello HRFH & 3% B AR 5545 o

Bl

o B AT fr o KIZV /T 256 775,
o JUATE MQTT 51 TLS 5 WSS It}, MQTT SNI “F B A A5
o WHEK B AT+MQTTUSERCFG i ¥ ] AT+ MQTTSNI ,

il
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AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

3.59 AT+MQTTCONN: ¥:$% MQTT Broker
iy A

Yytig:
P ESP32-C2 4% EL #4421 MQTT broker

A

AT+MQTTCONN?

M

+MQTTCONN: <LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>
OK

)E’J

SRR

Jriie:
42 MQTT Broker

’ AT+MQTTCONN=<LinkID>, <"host">, <port>, <reconnect>

W i <

[ox

o <LinkID>: 24Hi{l 3 $¥F link ID 0,

e <host>: MQTT broker 1844, KK E: 128 F37,
» <port>: MQTT broker 3 1, KT 65535,
 <path>: BEJFpRAT, mORKEE: 32 5475,

e <reconnect>:

- 0: MQTT A [ EiE. 41R MQTT B2 HEHE 5 XTI, W TCTAFHICGE A iy & BB L T 2

BHREBI R IEAT+MOTTCLEAN=0 i 5 E, HEHRCESE, FHELHmiER:.
- L MQTT H3H %, SIHFERZ NI,
o <state>: MQTT JIRZ:
- 0: MQTT RAJ4H1L ;
1: BB AT+MQTTUSERCFG;
2: BB AT+ MQOTTCONNCFG;
3. RO W
4: LIRS
5 EER:, HAITH topics
6: CERE, ST topic,

¢ <scheme>:
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1: MQTT over TCP;
2: MQTT over TLS (AfEIGHIET ) ;
3: MQTT over TLS (#¢ S'A server JIE45) ;
4: MQTT over TLS ($Zfit client JIFF5) ;
5: MQTT over TLS (&B & server IE 7 HAEME client JEH) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (3T TLS, AIIET);
8: MQTT over WebSocket Secure (T TLS, L server IET5);
9: MQTT over WebSocket Secure (3T TLS, #2{it client JE33);
10: MQTT over WebSocket Secure (3T TLS, 5 server §iE F57 H3ZME client §IE45) .

3.510 AT+MQTTPUB: %4 MQTT iii& (‘45Hh)

e
i1 topic 7’;2%’5 MQTT PR B . QRS AA R BRI B 2, Tl T A AT KA
BI{E 256 F47, HE{HHAT+MQOTTPUBRAW 54>,

e

’AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain> ‘

o <LinkID>: 473723745 link ID 0,

» <topic>: MQTT topic, f REKE: 128 Fi7.

o <data>: MQTT FZ&FHEHE.

* <qos>: KN ER QoS, ZHMH 0. 1. w2, BKIAE: 0.

e <retain>: K7 retain,

st

« BRAC AT i S SEARGEREAL 256 “7 15
o RAQANBEIIEEAE \0, FRE AR, W AT+ MOTTPUBRAW fiy %

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0, 1, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0 //_
SKBEREAH, FEERAFHARELFTEH L.

3.511 AT+MQTTPUBRAW: %4t MQTT ikl
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i topic KA MQTT 1o QRS AATIHE B AT D, ART % AT iy 2RI ERIE 256
FAy, WA DA AT+ MQTTPUB 154>

.
"Il/?\‘

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <gos>, <retain>

W i :

OK
>

P > n AT HERSFHCR 8, U 0T DA AR, 4 8s KRB S 40 <length> HYEIT,
BT in.

ekl sy, W AT i a -

’+MQTTPUB:OK

AR, W) AT 3R Ja -

’+MQTTPUB:FAIL

ZH

e <LinkID>: 4Hi{Y % $F link ID O,

o <topic>: MQTT topic, FRKJE: 128 Fi7.

* <length>: MQTT J§ K, AN[A ESP32-C2 4511 e KK A2 2w I H WA BR i .
o <qos>: KTA{HEN QoS, ZHm#E 0, 1. =2, ERIAE: 0.

» <retain>: K 7f retain,

3.5.12 AT+MQTTSUB: iT] MQTT Topic
iy A

i
AT FIHY topic

A

AT+MQTTSUB?

W

+MQTTSUB: <LinkID>, <state>, <"topicl">, <qos>
+MQTTSUB: <LinkID>, <state>, <"topic2">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <qos>

OK

)E’J

SRR

Uik
1145 E MQTT topic B8 E QoS, ZHFIT 521> topic

A e
“ﬂ/?'
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’AT+MQTTSUB:<LinkID>,<"topic”>,<qos> ‘

W

[ox |

2 AT 2 ST topic 1) MQTT RIS, 1R [u]:

’ +MQTTSUBRECV:<LinkID>, <"topic">, <data_length>,data ‘

AT Pgid i topic, NIk [A]:

’ALREADY SUBSCRIBE ‘

%

e <LinkID>: 4Hi{Y % $F link ID 0,
o <state>: MQTT JRE:

- 0: MQTT FKWI4H1k:

- 1: X EAT+MQOTTUSERCFG;
: BB AT+MQTTCONNCFG;
DRI
D AR
c BERE, HARITTH topic;

- 6: iR, CiT kRt MQTT topic.
* <topic>: ][ topic.
e <qos>: J][HHY) QoS.

|
WA W

3.5.13 AT+MQTTUNSUB: Hii§iT 5 MQTT Topic

B PURBGHTTRARE topic, ATZYTHMAAS, LAGH TR R opic.

e

’AT+MQTTUNSUB:<LinkID>, <"topic"> ‘

W

[ox |

AR Fgidi% topic, MR [A]:

NO UNSUBSCRIBE

OK

BH

« <LinkID>: 437{¢ % link ID 0,
« <topic>: MQTT topic, F KK : 128 F7.
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3.5.14 AT+MQTTCLEAN: WiJf MQTT ¥4

BeE WA

Jyiig:
WioF MQTT 34, B .

s

’ AT+MQTTCLEAN=<LinkID>

L)V

’OK

o <LinkID>: 47i{¥ 3% link ID 0,

3.5.15 MQTT AT i

MQTT 4224 L ERR CODE: 0x<%08x> JEFLF] B,

$EIRIER B
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E

TodkEL
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x2-ZFn
SEIRFER $EIxRAD
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT _MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052
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3.5.16 MQTT AT it

o —fkil, ATMQTT A LH#AE 10 Ry, {HAT+MOTTCONN fi%-Fgsh. Bilan, g masn
RE_ LM, Ay AAT+MQOTTPUB 4345 10 BRI, {HAT+MQTTCONN fis A5 M 4 R AT LR
A RBTT 2L 2 1 I [] Ok B AL B 4

o WIRAT+MQOTTCONN JE5T TLS 8, RAEAR AR 10 Fb, 0S8 i i) AR 44 T
o mr g mAR SRR,

o 24 MQTT &M RT, £3E/~ +MOTTDISCONNECTED : <LinkID> JH &,

o 24 MQTT E# LI, £3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JHE .

3.6 HTTP AT #iA45

o 4B

o AT+HTTPCLIENT: %1% HTTP % Pk sk

o AT+HTTPGETSIZE: #FEt HTTP % JE K/

o AT+HTTPCGET: #}:Ht HTTP %5

o AT+HTTPCPOST: Post &5 EE1Y) HTTP %z
o AT+HTTPCPUT: Put #5:2 BEfr) HTTP % f

o AT+HTTPURLCFG: % & /38K 1) HTTP URL
o AT+HTTPCHEAD: £%/#5i] HTTP i3k 3k

o HTTP AT 4242

3.6.1 #ir#

TP BRiAG ESP32C2-4MB AT [ilf: % HTTP 454, i ESP32C2-2MB AT FlfEA L+, W45
ESP32C2-2MB 745 HTTP WjRE, 15 H T4 % ESP-AT 142, {E45 H A0 E TR B veds:

e J3H Component config->AT->AT http command support

3.6.2 AT+HTTPCLIENT: % 3% HTTP % )ik

- :
BEEmA
Wi

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">],<transport_type>[,
—<"data">][,<"http_reg header">][,<"http_reqg_header">][...]

Wi i ¢

+HTTPCLIENT:<size>, <data>

OK

o <opt>: HTTP & imig k.
- 1: HEAD
- 2: GET
- 3: POST
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- 4: PUT
— 5: DELETE
* <content-type>: & i KA A -
- 0: application/x-www—form-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3! text/xml
* <” wrl” >: HTTP URL, H4/5THY <host> Ml <path> ZHCHZEM, RS & ANEHEXN NS
e <” host” >: 445 IP #idik.
o <” path” >: HTTP {42,
* <transport_type>: HTTP % FuffEHiZeaL, EIMEN 1
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: ¥ <opt> @ POST i sKIf, ASHC N KikL HTTP R 55450 8. 4 <opt> A2
POST i3RI}, ENSEAFE (W, ARFEHMAZSRERAXNSE).
+ <” http_req_header” >: 1] KiEZ AR LGRS,

|

o WRALS URL HYRE S S MK BEEE T T 256 #1715 48l HAT+HTTPURLCFG fir % Tl ¥ URL,
RIGAMA BN <"url"> ZHFERER "".

o QR url ZHOR A, HTTP % P B I 28 host S50 path 24 W url S40i4
WS B4R A S, HTTP % il host S50 path Z44.

o BLEC T R A 0 [E 1 BRAOAAS SCRE HTTP % i 4 (PRI 1 WLESP-AT [ #F 2 %) , {H @ w i PA
FTHRMMH L Z 4 . /build.py menuconfig > Component config > AT > AT http
command support, REHIFMH (FIFRH LAk F ESP-AT T.42) .

o ZMAANCEE URL EE W], FEARIUEIIRSS #51R BRI ASAS 301 R AMEE M) 5034 302 (s
FHEM) A2 BB RH URL Btk . GmT DA 528 T B AR ICE 7 ) i 55 B URL, SR )58
HZAa VI E .

o WERALS <"data"> SHIWEE LSRR T 256 277, W HAT+HTTPCPOST 14 .

o TREE LM HTTP i3k 3k, W AT+ HTTPCHEAD iy 4.

2N

// HEAD % K
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET 3 %k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST % K
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org","/post", 1, "fieldl=valuels
—~field2=value2"

3.6.3 AT+HTTPGETSIZE: 3L HTTP ¥i 5 k/D

v

7

X7

JURTiRS

2
%

Eld

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

W 3% <
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+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEGAFE /N B FA7, BRAME: 2048, FEME: [0,10240].
o <rxsize>: HTTP BULZEF I/ BT F37. BRIAE: 2048, JEF: [0,10240].
o <timeout>: [ZGARNT. FAL7: ZFb. BRIAE: 5000, FEFE: [0,180000].

o <size>: HTTP &EFE K/,

Bl
* WPRALE URL YRS QYKL T 256 5717, 5B AT+ HTTPURLCFG iy 4 TilC # URL,

SRIF AR <turl> SHETEREY .
» WAL E HITP itk s, Wl IIAT+ HTTPCHEAD - B

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.64 AT+HTTPCGET: Il HTTP ¥iji

v

H

N

EanA

¥

=4

A

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i ¢

+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KiEGAEI/N. BAfL: 5, BRIAE: 2048, i : [0,10240],
o <rxsize>: HTTP BURZEF I/ BN F37. BRIAE: 2048, JEF: [0,10240].
o <timeout>: RIZGHEEM. B ZFb. BRAME: 5000, JEREI: [0,180000].,

L]

o WSRAE URL (RS S I K L T 256 547, I 5EMHAT+HTTPURLCFG fis % Wilid & URL,
IRIGARMAEY) <"url"> SETREN ",
© WEPREARBIE HTTP 352Kk, W AT+HTTPCHEAD fis % H .
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3.6.5 AT+HTTPCPOST: Post $55% K iy HTTP it

B A

PI

?

%

=)

i)

AT+HTTPCPOST=<"url">,<length>[, <http_reqgq_header_cnt>] [, <http_reg header>..<http_
—req_header>]

W

OK

>

g%‘ >;§/T AT HER IR DB, BT DU A, AR K R B S 40 <length> HYENT,
i—FEJﬂ: H o

o ek, R e

’ SEND OK

RN, IR

’ SEND FAIL

e <” url” >: HTTP URL,

* <length>: 5§ POST [¥] HTTP $fa 3. s KA ST R G0 ] 43 Be i e 25 1R R/
. <http_req_header_cnt> <http_req_header> Z¥HHH .

s [<http_req_header>]: HTTP iRk, W] KikEZAERLAIR S5

o WRALE URL ARG a2 YK 1 256 747, 5L AT+ HTTPURLCFG fin % TilC . URL,

@U:Zl—‘nuviﬂﬁ <"url"> SFEREN .
Zen A0 content —type BRAKHIK appllcatlon/x www—form-urlencoded,

. ﬁn%@ﬁuﬁ HTTP #3R3k, §5diJJAT+HTTPCHEAD i 3-8

3.6.6 AT+HTTPCPUT: Put 5 KR HTTP i

%

NI

AL R
At

=’>

AT+HTTPCPUT=<"url">,<length>[,<http_req header_cnt>] [, <http_reqg _header>..<http_req_
—header>]

Wi i ¢

OK

>

FFE > 2R AT AR LURCH LR DA AR, SR B I B4 <Lengtn> HOENT,
I 1.

Ay, MR :
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’SEND OK

R, R [a -

’SEND FAIL

e <” url” >: HTTP URL,

o <length>: 75 Put [ HTTP Fd . B R K ST RG] BL e B/
 <http_req_header_cnt>: <http_req header> ZEEE .

* [<http_req_header>]: HTTP if3Kk. W] KEZMERLLG M54

B
AR URL (R A ar M KR 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hilid & URL,

?ﬁ)ﬁzlgéﬁé\iﬂ/ﬂ <"url"> i}ﬁ%%&ﬁyg nu
o QERGARBCE HTTP 355Kk, W5 AT+HTTPCHEAD iy %35 .

3.6.7 AT+HTTPURLCFG: ¥ ¥H/3HK:K) HTTP URL

AT+HTTPURLCFEG?

Wi

[+HTTPURLCFG:<url length>, <data>]

AT+HTTPURLCFG=<url length>

Wi ¥ <

OK

>

P > 3R AT HERAFHCR D8, U T AR A URL, 488 K AT S 4L <url length> [
{EHI, RGLRME

SET OK

+ <urllength>: HTTP URL KJi. FAfi: 7.
~ 0: jE HTTP URL Jii& .
— [8,8192]: & E HTTP URL Jit ¥ .
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 <data>: HTTP URL ¥ .
3.6.8 AT+HTTPCHEAD: ¥:d/#vif) HTTP Kk
Aifar A

[k

AT+HTTPCHEAD?

W

+HTTPCHEAD: <index>, <"req_header">

OK

YL
23

-

E:
4

=

AT+HTTPCHEAD=<req_header_len>

W

OK

>

5 > Fon AT HER I AT 4 D8, BURHERT A A HTTP 53Rk 3k (R3kh key: value JE
X)), YEIEKIERFSH <req_header_len> [WEHK, AT R :

’OK

S

e <index>: HTTP iR kLRG| {H.

¢ <” req_header” >: HTTP i3k,

* <req_header_len>: HTTP iifi>KkLKE. Hfii: FAT,
- 0: JEIRETA CBCE R HTTP #35K k.
- oA BEE HTTP iRk

Bl

o KSR HEERE— HTTP 3Kk, HATAZWRIEEE, LN ARRA HTTP 3K 3k .

o Ay AHLE R HTTP 35k k2 mkny, —Hi%E, Frf HTTP [ AaR e X sk ok

o AREGABEER HTTP #3K ki) key (R FIHE HTTP A5 Rk iy key A, NS0 A
A BEE ) HTTP 35k 3k .

il

/] % E#E kK
AT+HTTPCHEAD=18

/) EWE ">t FEE, AT H Range ERL, THRIERMW 256 MFH .

Q)
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(£ L£50)

Range: bytes=0-255

// T # HTTP % &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

3.6.9 HTTP AT 5%i%tng

e HTTP % i :
HTTP & FimfEiReS | k3
0x7000 ST
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed

o HTTP R4 58:

HTTP fRS5=asEiRS | ithA

0x71f4 Internal Server Error

0x71f5 Not Implemented

0x71f6 Bad Gateway

0x71f7 Service Unavailable

0x71f8 Gateway Timeout

0x71£9 HTTP Version Not Supported

e HTTP AT:
— AT+HTTPCLIENT iy 2 B4R A 0x7000+Standard HTTP Error Code (HWZEH X
Standard HTTP/1.1 Error Code {5 5., 2% RFC 2616).,
- filtn, # AT ZEJH ] AT+HTTPCLIENT fig ik E] HTTP error 404, M<iz B 0x7194 4§80
(hex (0x7000+404)=0x7194),

3.7 XPE&RSE AT w24k

* 23

o AT+FS: U RGHAE
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o AT+FSMOUNT : ¥:#/H#E RS

371 4

s BOARY AT B A SRR GUE 69 AT fiv . WPRASHE 2 ESP32-C2 STRXUMF RS, i T4
7 ESP-AT T 42, eSS TP RCE TR BLtd:

* 2/l Component config->AT->AT FS command support

3.7.2 AT+FS: &S0

-t

=

’AT+FS:<type>,<operation>,<filename>,<offset>,<length>

o <type>: HHi{{Z#: FATFS

- 0: FATFS
¢ <operation>:

- 0: JHERSCHE

- 11 B3

- 20 B

- 3 AW

- 4 EWEAE T S, HBCCRRH %

o <offset>: fRfsHihl, VEIXTREERIERE
o <length>: K, (U XHEE#IFRE

|

o KA HEEESUERS . AT+FS U RGHAEE G, AW AT+ FSMOUNT=0 1y 4 #
B RS, KRN E RAM %5[].
o A 45 kEsk at_customize.bin, ¥4H(F E 7S ESP-IDF 43X 3% fildefT f 2 L4 X .

o LR R jt?;kﬁrjcﬁﬁjtd\ AR 7] S B A 0 o
« ¥4 <operator> Fwrite W, RGEIENILAA G EHATIRE] >, HUIHETT DA A B S 1 E0E, X
PR N 5 <length> —F(,

il

/) B EANS X

AT+FS=0,0,"filename"

/) EENMXHRE M 100 LEN 10 FF
AT+FS=0,1,"filename", 100,10

/)N EAN B RS R 0 LR 100 F¥

QS
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(£ L£50)

AT+FS=0,2,"filename", 0,100

/) B AR E KT B R X B
AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: :#/81% FS &5

v

)F\.

CEL A

[

’AT+FSMOUNT=<mount>

E
e <mount>:
- 0: HI# FS & RS
— 1 $E3k FS (R4
el

o AT+FS S RGRAETERUR , SELABUE A & AT+ FSMOUNT=0 fa S HIBSCHE R, HRHK
B RAM %5

hil

/) FHAEXM AR

AT+FSMOUNT=0

/] FEHEBEEXERS

AT+FSMOUNT=1

3.8 WebSocket AT 245

43

AT+WSCFG: TiC & WebSocket Z:%§
AT+WSHEAD: 5¢'&/2%1f] WebSocket 53K 3k
AT+WSOPEN : Z51i)/4]JF WebSocket 1443
AT+WSSEND: [fi] WebSocket %422 % 254
AT+WSCLOSE: 5[] WebSocket %3
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381 ¥

g BOAR AT A SR U R AT 4. Q2R fE5 2 ESP32-C2 S WebSocket A%, 1 H
174 ESP-AT 142, (e TP TE TAR HLERE

e |3 Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [iLE WebSocket 2%}

B A4
e o N
“D4}'

’AT+WSCFG:<link_id>,<ping_intv_sec>,<ping_timeout_sec>[,<buffer_size>}

W i :

[ox

5y

’ERROR

o <link_id>: WebSocket %2 ID, JEMHE: [0,2], BPHKZH: = WebSocket j##%,

» <ping_intv_sec>: %% WebSocket Ping [8][§. EA{7: #b. JOE: [1,7200]. BRiA{E: 10, BP: &FE
10 Fb A& i%—1k WebSocket Ping 4.

* <ping_timeout_sec>: WebSocket Ping #f. BAf7: #b. JEFE: [1,7200], BRA{E: 120, HP: 120 #b
S ) WebSocket Pong i, I 3 ] e

» <buffer_size>: WebSocket ZEr X /N, BAf: F7. JEEE: [1,8192]. BRIA(E: 1024,

e

o P4 W AEAT+ WSOPEN 2 Hilit B, HMIARSAER,

il

// B E link_id 4 0 B WebSocket #¥ ¥ W Ping KB W E A 30 #, #HE 60 #, ZWHR._
4096 F ¥
AT+WSCFG=0, 30, 60,4096

3.8.3 AT+WSHEAD: P:¥/#xif) WebSocket i 2K 3k
A

A

AT+WSHEAD?

L)V
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+WSHEAD : <index>, <"req_header">

OK

v

o

N

B

¥

A

=

AT+WSHEAD=<reqg_header_len>

W i <

OK

>

TF5 > FR AT HEA T2 AT 4 8, BEIHEE] AR A WebSocket 153K 3k (3K 3k key: value
ER), BEIRKIEIRFIBE <req_header_len> [fHI, AT iR[H|:

 <index>: WebSocket {3k LHIRT[{H.

* <” req_header” >: WebSocket i# 3Kk

+ <req_header_len>: WebSocket iR JF, B FT.
- 0: JEFRFITA I E R WebSocket 3Kk .
— AR BE—H WebSocket 13K 3k .

Bl
o g —I HAEIRE 1> WebSocket i 3Kk, HATDAZUCBCE., SCHFZ AR 1) WebSocket 173K 3k «

o ARA ATt B 1Y) WebSocket #5>R 3k B4/, —HEE, T WebSocket [ iy SHl £ iy i 2L 5K

il

// & B E Kk

AT+WSHEAD=49

/) EWE ST FEE, AL TH authorization iF K %k
AUTHORIZATION: Basic QTIzMzIyMDESOTk6MTIzNDU2Nzg=

// 3T FF — | WebSocket % #
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.84 AT+WSOPEN: #ify/¥T7H—/4> WebSocket j4:42;
A iy 4

Py -
iy
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AT+WSOPEN?

W] 7. <
MRS, AT &[]

+WSOPEN:<link_id>, <state>, <"uri">

OK

UPA LR, AT &1

OK
BArA

AT+WSOPEN=<1link_id>,<"uri">[,<"subprotocol">][,<timeout_ms>] [, <"auth">]

W i :

+WS_CONNECTED:<1link_id>

OK

Y

ERROR

o <link_id>: WebSocket %4 ID, M : [0,2], HI&HKZ#H: =4 WebSocket i##%,
o <state>: WebSocket LIRS .
— 0: WebSocket i#E#:E X .
1: WebSocket 13 IFfFH 1%,
2: E.7tsr WebSocket £ .
3: $2Ii WebSocket Pong i 5 e UE LR 2, IEAESRIEIE.
- 4: CULEIR A im WebSocket SEPAT, TEFE A& 3% 5 MR 5545 -
o <” uri” >: WebSocket IR & #5155 — EIRFRIFSE.
e <” subprotocol” >: WebSocket T-}¥ (&% RFC6455 1.9 &75),
* <timeout_ms>: 73/ WebSocket 7 3% (R ] . {7 : ZFP. JEFE: [0,180000], BRIA{E: 15000,
¢ <” auth” >: WebSocket 54X (Z:% RFC64554.1.12 F17),

il

// uri B % Kk B T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDVR1el1lD3eiVjgZ9VRiaV&notify_ self"

3.8.5 AT+WSSEND: [n] WebSocket ¥+ % ik B

v

¥

L

)4\-

Wi
A

=
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AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

W

OK

>

ik ma R s AT EME A AT port BEs, BURF ] DA AEHE , 24 AT 2003 /) B K B ik 3
<length> 5, FEfEHmtin.

USRS TR BB AR i I BB, aR [l -

’ERROR

URBE e ey, R[]

’SEND OK

S

e <link_id>: WebSocket %3z ID, i : [0,2].
o <length>: KEMEIEKE, A FA7. W RIEN IR KK EHAT+ WSCFG H1f) <buffer_size>
I 10 FIZRGE W] A Be A s (R NE R eE - (BT i/ IME) «
* <opcode>: Ji%[#) WebSocket fiii'[#] opcode. i : [0,0xF]. ERINE: 1, RJ text i, 1#Z% RFC6455
5.2 FAT TR 211 opcode.
— 0x0: continuation i
— O0x1: text i
— 0x2: binary i
— 0x3-0x7: FHE IR SR E
— Ox8: 4z KA
— 0x9: ping M
— OxA: pong I
— OxB - OxF: A g5l &
o <timeout_ms>: K iLHBIFIFE]. B 2R, JERE: [0,60000]. ZRIA(E: 10000,

3.8.6 AT+WSCLOSE: Y:[i] WebSocket ¥

=

=

’AT+WSCLOSE:<link_id>

o <link_id>: WebSocket i£3Z ID, JulFE: [0,2].

il
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// %P ID % 0 B WebSocket # #
AT+WSCLOSE=0

3.9 54K AT %

. 43
o AT+FACTPLCP: k) i%¥K PLCP u{%3 PLCP

391 #r¥

W BUAR AT B SRR IUE FIFTA AT s ARG TEE ESP32-C2 S RHE A Mlar 4, 1 H
1747% ESP-AT 142, {ES5 TP TS LA Lk

. %"—f}fﬁ Component config->AT->AT signaling test command support

3.9.2 AT+FACTPLCP: %% PLCP giji PLCP

=

A .
A

=

’ AT+FACTPLCP=<enable>, <tx_with_long>

» <enable>: J&H/25H ot ®

- 0: 2 FEhCE, R <tx_with_long> SEIELIAE:

- 1: BT E, AT k%M PLCP 2RI BT <tx_with_long> Z4{.
o <tx_with_long>: %% PLCP u{%j PLCP:

- 0: Ki%%55 PLCP (BRiN):

- 1: %% K PLCP,

3.10 Bid) AT fAd

o 48

s AT+DRVADC: B ADC i

o AT+DRVPWMINIT : #1514k PWM B #%

o AT+DRVPWMDUTY: #%'E PWM 5251

o AT+DRVPWMFADE: %8 PWM A5

o AT+DRVI2CINIT: #J#a4k 12C LHLERE)

o AT+DRVI2CRD: H:H{ 12C ¥5ii:

o AT+DRVI2CWRDATA: ‘B A 12C ¥#E

o AT+DRVI2CWRBYTES: B AN 4 471 12C iz
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o AT+DRVSPICONFGPIO: [it'& SPI GPIO
» AT+DRVSPIINIT : 14t SPI LK)
o AT+DRVSPIRD: 12EX SPI %3
o AT+DRVSPIWR: B A SPI ¥

3.10.1 &

W IOAM AT BRI VU T AT s, QSR 5532 BSP32-C2 St iksh a4, 1 Air4 %
ESP-AT 142, 18D E TR Bk $%

* 52/l Component config->AT->AT driver command support

3.10.2 AT+DRVADC: #Hl ADC i

- .
wE WA
i

AT+DRVADC=<channel>, <atten>

W i <

+DRVADC:<raw data>

OK

e <channel>: ADCI s .
 ESP32-C2 &£ B UETEFE A [0.4],

wiE | B

0 GPIOO
1 GPIOI
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: TEJH{H.

« 0: 0dB 3, ARMEEREA [0, 750l mV.

o 1:2.5dB B, ARNEERE S [0, 1050] mV,
e 2: 6dB FE, ARNEEE Y [0, 1300] mV.

« 3:11dB Zk, AAMEIERH [0, 25001 mV.
o <raw data>: ADC BB {H.

Be
« ESP-AT H % #} ADCI,

o ESP32-C2 7 #} 12 (5,
o X anfa R EE R T, TPAS % ADC 4,
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il

// ESP32-C2 # & KEH 0dB W, AXMEKEAN [0, 750] nmv
// B JE % 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0,0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #Jigik PWM Bz 55
AT

’ AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

o <freq>: LEDC SER2afis%R, BA{i: Hz, Ji[fl: 1 Hz~8 MHz,

+ <duty_res>: LEDC i_iﬁHj SRR, 0~20 1.

* <chx_gpio>:LEDC iiif x [{ %t GPIO. {71, WA AR GPTIO16 EAiiiE 0, FF i B <ch0_gpio>
N 16,

o ESP-AT & fE 15 4 ~0E.

cHHAGAWBE AW EENEEZIE T HE PWM @y 4 (WAT+DRVPWMDUTY
FMIAT+DRVPWMFADE ) § @Zuﬁé@fﬁ B, ﬁu%w\%ﬂﬁﬁﬂcwﬂi/\ il , il 4 AT+DRVPWMDUTY
i HAE R E O @ ) PWM (5251

o BRANG S A R R . T 225 S I SRR 5 7S L R R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 A H#E, M FEH 5 kHz, F XL A4 HE A
13 fi

AT+DRVPWMINIT=10000,10,17 /] R 0.

A Y
wkHz, W Z L #EA 10 L, HE puM ﬂraj‘zfﬁé\

3.10.4 AT+DRVPWMDUTY: & PWM h%:Lt
BE A

A

AT+DRVPWMDUTY=<chO_duty>[, ..., <ch3_duty>]

W
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OK

* <duty>: LEDC ifiilf 525k, fifl: [0.2 W= HAPH,
st

* ESP-AT {2 HE (4 4 ANliE .
© FOABIETTHRCE A, HIREIZS L

il

AT+DRVPWMDUTY=255,512 // % B @& #&
B

0 W& =WA 255, HEFM 1 W& XA 512
AT+DRVPWMDUTY=, , 0 /P RBEEBEERE 2 HEElA O

3.10.5 AT+DRVPWMFADE: k¥ PWM s

=

=

AT+DRVPWMFADE=<chO_target_duty>, <chO_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_
<4»time>]

W i ¢

OK

S8
o <target_duty>: HFR¥iAs F45H, i [0,2 dv-resoluionp],
o <fade_time>: WiAZMX ST, L ZFb.

el

o ESP-AT & hE 7 f; 4 014,
o FHAHBETLFTFRE <target_duty> fil <fade_time>, FHHHMKRAIT].

il

AT+DRVPWMFADE=, , 0, 1000 /) ER— AR EEE 1L s RLRER O
AT+DRVPWMFADE=1024,1000,0,2000, // fEH — & @ HE¥@EE 0 b5 & E Ao

1024, WA HEEKAE 1 HEEHEA O
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3.10.6 AT+DRVI2CINIT: #ji&gfk 12C FHL9RF)

v

H

N

B

¥

v

A

=

’AT+DRVIZCINIT:<num>,<scl_io>,<sda_io>,<clock> ‘

W i <

© <num>: 12CHE, S 0~ 1. WEKER TS, AT SRR 12C Hi.
e <scl_io>: 12C SCL {511 GPIO -,

e <sda_io>: I2C SDA {51 GPIO =,

<clock>: TR 12C BFE%, B Hz, HKfEH: 1 MHz,

|

o Afpd HHE 12C L.

il

AT+DRVI2CINIT=0,25,26,1000 // # % {4 12C0, SCL: GPIO25, SDA: GPIO26, I2C.
B H R 1 kHz
AT+DRVI2CINIT=0 // BUWH I2C0 s

3.10.7 AT+DRVI2CRD: {1 12C %

=

A .
A

=

AT+DRVI2CRD=<num>, <address>, <length>

W

+DRVI2CRD:<read data>
OK

BH

o <num>: 12C iS5, JEHE: 0~1,
o <address>: 12C MBI &Mt
- 7 fuisiht: 0~ OX7F;
— 10 ftidik - 55— ET-EAMLE 1111 0XX, Hrp i 5 7 XX 10 {7 11k i e i Az o i)
an, gt 10 fi 4k Ox2FF (b 1011111111), AR 2 % ARHuAEA 0X7AFF (b’ 111101011111111),
o <length>: 12C HEKE, JuH: 1~2048,
+ <read data>: 12C i,
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e
o 12C kg g [l —Fb.

Bl

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 M4k 0x34 A EEW 1 F
AT+DRVI2CRD=0, Ox7AFF, 1 // I2C0 M 10 1L H# 3k Ox2FF A i

R &
Bl F¥ M RE

// I2C0 M ik 0x34, FHF E MU 0x27, L 2 FH
AT+DRVI2CWRBYTES=0, 0x34,1,0x27 // I2C0 4B &% & Hoib 0x34. FHF &I 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2C0 I 2 FF

3.10.8 AT+DRVI2CWRDATA: E A 12C %5

)E’J

CELN A

LT

AT+DRVI2CWRDATA=<num>, <address>, <length>

W

OK
>

W) BRI, AR ANEE, SEIRAH SR E KREG, BiRfemITes.
A R AL Ay, R[] -

[ox

R R R, R [u] -

’ ERROR

BH

o <num>: 12C x5, JEHE: 0~1,
o <address>: 12C MALEAcHNLE:
- 7 fHudk: 0~ O0x7F;
— 10 izl 55— AFATRIRET-LAAE 1111 0XX, H A5 5 A7 XX 2 10 A7k i 5z i 9 7
i, ansk 10 [z thl >4 0x2FF (b” 1011111111), A2 4 A B ihl >4 0x7AFF (b” 111101011111111).
o <length>: 12C HHE K, JuR: 1~2048,

Bl

o 12C kgt A —#b

hil

AT+DRVI2CWRDATA=0, 0x34,10 // I2C0 BN 10 F ¥ HIEZE MU 0x34
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3.10.9 AT+DRVI2ZCWRBYTES: G A At 4 45l 12C B

B A

PI

?

%

=)

i)

’AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data> ‘

W i <

o <num>: I2C iS5, JEH: 0~1,
o <address>: 12C MHLiE#HIHLE .
— 7 {iHuhE: 0~ OXx7F,
— 10 ftidik : 55— ET-EANE 1111 0XX, Hrp i 5 W7 XX 10 {7 Hbdik i 5 i 437 1)
A, A0SR 10 SrHihk > Ox2FF (b7 1011111111), AR 255 ARHbHE A OXTAFF (b’ 111101011111111),
o <length>: £F5 A 12C K, JEF: 1~4 F15.
o <data>: Z% <length> {EKEFREIE, JEHE: 0~ 0xFFFFFFFF,

Bl

o 12C kgt i [a] o —#b

il

AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // I2C0 BN 2 F ¥ HiE 0x1234 F ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ I 0x1234 F 10 L Hy 4k
—0x2FF

// I2C0 B M it O0x34. 7 & H# 4 0x27, B A cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥ SPI GPIO

IJXLEA ng /\>
A

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs> ‘

W i :

[ox |

BH

o <mosi>: FHMAESXTI A GPIO 1.

o <miso>: FAMMEFXIN GPIO &, #AMHEH, EL-1.
<sclk>: SPI B4 {5 % 1. GPIO 45 .

o <es>: EEEMALAE SN GPIO 5, # AN, B -1
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3.10.11 AT+DRVSPIINIT: )54k SPT 3Pl 5)

v

H

N

B

¥

v

A

=

’AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

W i <

o <clock>: 4P, 43095i%kk 80 MHz, Bafi: Hz, HK{E: 40 MHz,
e <mode>: SPI i, JuR: 0~3.
o <cmd_bit>: iy HrBEIAGIEL, JER: 0~ 16,
 <addr_bit>: HihtFr B EGAGIEL, JER: 0~ 64.
o <dma_chan>: jfiH 182, AFEZE DMA KRS 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
« 0: SEf%%H MSB (RN )5
« 1: Jotbt LSB.,
— bitl:
« 0: JERI MSB (BRIA) ;
« 1: Jgd21k LSB,

Bl

 H7E SPI Wia4k Hi il & SPI GPIO.

2N

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100._

okHz; MR 0; #AMEMBIENBERIATLHEHF A 0; FFEA DMA; LM F K LsB
OK

AT+DRVSPIINIT=0 // #l % SPI I #

OK

3.10.12 AT+DRVSPIRD: it SPI %2

=

,/?\:

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W

+DRVSPIRD:<read data>
OK
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o <data_len>: FFiEHU) SPIBEK BE, JEH: 1 ~ 4092 735,
o <emd>: Ay HHE, BUEKEH <cmd_len> SN E .

» <cmd_len>: AYRAEEH R, JEH: 0~2 5.

o <addr>: fySHiidih, HibEK A H <addr_len> ZRE.
o <addr_len>: ZARAGHFHIEIEE, JEH: 0~4 5.

|

« #MJT DMA, <data_len> SHUAEK RS E MBI N 64 45

il

AT+DRVSPIRD=2 // # B 2 F¥ %
+DRVI2CREAD: ff£f
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // ¥ W 2 F ¥ K, <cmd> #} 0x03, <cmd_len> # 1.
S ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.10.13 AT+DRVSPIWR: A SPI %

B A

=

DN .
A

=

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

] i 2
M <data_len> BEMEART 0, AT R[4 :
OK

>

YR BRI RS, A GRS AR, SRRAFISEIRE R E S, Rt mITh .
AR S, AT R[] :

’OK

Y <data_len> ZHUfEN O I, BED AT HtLharSRisthht, Atk SPT LR, SR AT & |u]:

o <data_len>: SPI##sK )&, Jif: 0~4092,

o <emd>: Ay HHE, BIEKIEH <cmd_len> ZEE .
o <emd_len>: ARAEE RS, JEH: 0~2 575,
* <addr>: fipHudlk, HHKJEH <addr_len> ZHE .
o <addr_len>: AU AGH PR, JERI: 0~4 5,
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e
« ZRIRI DMA, <data_len> ZHCRRKRENS I E M KH R 64 45

ZaL

AT+DRVSPIWR=2 // B A\ 2 F ¥ #H

OK

> /1T AT HOE

OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // <cmd_len> # 1.
% ¥, <addr> % 0x1000,

OK

EN O F¥ 4,
<addr_len> % 3 F#

<cmd> # 0x03,

3.11 Web JIl%528 AT iid

. AT+ WEBSERVER: J& /2% /i Web 7 45 240 & Wi-Fi %45

3.11.1 #v&

WY ERIAN AT B SR R AT drd. QR ERTE 2L ESP32-C2 S0 4F Web [k 5545 an 4, HH
1T4hi% ESP-AT 142, Tr45 H AL S T sk

e |3/ Component config->AT->AT Web Server command support

3.11.2 AT+WEBSERVER: J3 /28 Hifiik Web JIR 45 221l Wi-Fi ¥4

~

L A

v T

K

iR
&

5?

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

* <enable>: 3 /25 ] Web Ik % %5 .
- 0: 22§ Web Eﬁ%ﬁ%ﬁﬁifﬁ%%?ﬁo

- 1: JF3 ] Web lR554%, L5nT DATE A fc {5 sl 8 0 WA L B Wi-Fi 4245 L.
» <server_port>: Web IR 525 115,
« <connection_timeout>: &/~ ABT BT E] . B4 b, JER: [21,60].
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e

o B WA AR DASRAE Web IR 5525 r i ) HTML SC:, —Fp@ i FAT SCHRSE, HETTFRZ A
AT FS 4. o5 — M2 i i A SCHRA7# HTML SO (BRIAIRE ) .

* BN HTML 342 index html o AR T2 [ @ L HTML SCAF) s g (el o S0y, R E
BUOZSCARI] s QIR FEEE A L HTML U B NES (B fm—A7 B ), TR ZEXT R
& PR RS SO at_web_server_cmd.c .

o B LRIT Y socket (135 KECH A RE/NT 12, f&0] PAYE menuconfig H1 % B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, R)GE
BRI (3% 0B A% iF ESP-AT T.42),

o AT [E{FERINA SR Web IR 5548 AT fird (S 30HY see ESP-AT Bl #+ % 5%) , {HEZX W] DAYE menuconfig

ik E Y Web iS5 8% AT 5% . /build.py menuconfig > Component config >AT > AT

WEB Server command support, AREEHMHIFLE (% R R%iF ESP-AT 1.42).

ESP-AT 7£ ESP32-C2 Z 41|44 4 S EFoi [ ] 7 (captive portal), 1] &%),

W 2 5 ] 2% SCRY Web Server AT 7= 15) o

ZATA S ITTR, JEIS1E 2% at/src/at_web_server_cmd.c.

5% 4T £ 3, OTA SR FREUEZ OTA 4.

il

/) B web RE&H, wmA 80, EANEEMAEKHE 50 P
AT+WEBSERVER=1, 80, 50

// #ER web R FH
AT+WEBSERVER=0

312 H ) AT o

45

AT+USERRAM : #84F 1l P25 1 RAM
AT+USEROTA: F3¥45 5 URL Fh4% [ {4
AT+USERWKMCUCFG: ¥%'% AT Mefif MCU [ il &
AT+USERMCUSLEEP: MCU 3571 B T BRI RS
AT+USERDOCS = 1) [l {45 [ 1 I P SCRY 4%

3.121 #r&

T BOAR AT BIPECHFICOUR FRIBTE AT frd. WSREOR TS ESP32-C2 LI 1, i F T4
% ESP-AT 142, 7E85F RO R T A% HLpk P

e # /] Component config->AT->AT user command support

3.12.2 AT+USERRAM: $:1i:H P42 RAM

A4

Dy

A A AT B2 RAM )

e
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AT+USERRAM?

Wi % ¢

+USERRAM: <size>

ifig:
L. BE. 5. R BEEUH T RAM %5[H]

e

AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®REN, 248N EHE

OK

S

¢ <operation>:
- 0: BERUH ' RAM 5[]
- 1t 4rfECH P RAM 5]
- 2: [ RAM B
- 3: MHF RAM 3e85#
- 4: 3B RAM _E 5
o <size>: AL/ SR T RAM K/
o <offset>: 32/ RAM i, Bhil: 0

B

o THEPATAR T AL BAE Z 7 BT P RAM %518]

* ¥4 <operator> fwrite B, RGEIEN LS JGEHATIRE] >, HUAHETT DU A B S 1 EdE, X
P EN 5 <length> —3(,

* ¥4 <operator> J read I HEK KT 1024, ESP-AT & DARFEAS 2R EIE , MR EIE RE
AT 1024 88, DA \r\nOK\r\n %}

il

// AW 1 KB fl F RAM % [
AT+USERRAM=1, 1024

// ¥ RAM R A FFHMEE AN 500 FH KL
AT+USERRAM=2, 500

// M REM E M 100 BB 64 FHHIE
AT+USERRAM=3, 64, 100

/) BIHA P RAM ZF |
AT+USERRAM=0
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3.12.3 AT+USEROTA: Hififaa URL T4l 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEL A

Dyt
TH9E] URL Hi 7E BAS 1 [

ke

AT+USEROTA=<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>

Ja, Rl

’Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[ox

WER SRR R B TR, R )

’ERROR

BH

o <urllen>: URL K, HifE: 8192

Bl

o TEA[ DA GitHub Actions 2. F 2, Ji 5 200 OTA [, WnlPAEF7% 35 ESP-AT 142 A R ir a5 B

OTA [ilf4,

o W fd H 1 & ESP32C2-2MB 45 4H fit &, OTA [ {42/ build/custom_ota_binaries/
esp-at.bin.xz.packed; I3 & T )2 ESP32C2-4MB #i2H it B, OTA [ {4} build/

esp-at.bin,

o THIUE T MRS

o WERMZRMEAESETIRRIU, AT FfiR[o] ERROR, HAERF— B .
o NEBTIEBNEIA . FEEIHRARSATAE—E WA, B Tokhaty, WRERRFETIHE]

IHRRAS, SRR H O™ e B AT ISR U fE

o BUUTIR AT FfF)E, JAMAT+RESTORE IR B

e AT+USEROTA T HTTP fll HTTPS,

© AT Hih > AP, Bl TP IRAR AT AN TR B S A it

PP X, WATRELAFT4E (CR-LF).,

« 24 URL 4 HTTPS i}, AW SSLAGE, WA ZEsK SSLAAGIE, i 84745 i PKI SCUER SR EAT]
THEEBDS R, ZJETE AT+USEROTA g S A hin gk 5. %1 PKI U5 S % 4o
T $ % PKIFL % . ST AT+USEROTA fid~, W 5% ESP-AT T REHLAL 7] USEROTA.,

* 5% o T I OTA F+8 FREUE £ OTA 4.
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Chapter 3. AT Ay d4E

il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wi MCU ¥y &

LB AL A
WA

ik
Bear B E AT A MCU [BLERIRES, DA AT Qufafiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT R MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SE SRR, AT 25 AR5 5 AR K . MCU i sl 2 i) Jo /g BRI (5 =

[

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

W

OK

* <enable>: & 1B 4% MR EEAC .
- 0: ZEHIMefiE MCU Jii &
- 1: {fEMLE MCU Bl &
» <wake mode>: MR,
- 1: GPIO Mafig
— 2: UART Mg
o <wake number>: %S E X BT <wake mode> H{H.
— IR <wake mode> & 1, <wake number> ftZEMEES I GPIO 4. F P aE B IE L & 1
WA B AR &, R R e A AL B
- R <wake mode> J2& 2, <wake number> fUFEMilE UART %45, 45l A %45 1, BId:
UART1 Mifif MCU,
o <wake signal>: ZZ 5= BT <wake mode> H{H.
— R <wake mode> 2 1, <wake signal> fUFEMLEEAF,
+ 00 KA
+ 10 EHLP
- W <wake mode> 22, <wake signal> fUFEMEEFYT. JEMH: [0,255].
o <delay time>: 5 RZERGRA], B 28, JEHE: [0,60000], ZSEH) = LR T <wake mode>
IHE.-
— MR <wake mode> 2 1, NIFE <delay time> H[E]N, BH—H % <wake signal> Hi,
<delay time> 3|5, W%E <wake signal> HiF,
- IR <wake mode> 22, W7 HI%. %X <wake signal> F77, #HAZEGEIEMN.
o <check mcu awake method>: AT K& MCU 254 TR IR ZS o
- Bit0: @& JF 5 5 AT+ USERMCUSLEEP iy 4[] 8k « BRIANTF 5 - B : Y 2] AT+USERMCUSLEEP=0
4 $ MCU ik 1ic3] AT+USERMCUSLEEP=1 fy4-, 471 MCU HER.
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- Bit 1: 25 FF 3 5AT+SLEEP=0/1/2/3 iy %1 KBk BRINEEM . Bl 43| AT+SLEEP=0 1y 4%, &
7~ MCU BE3€; k3] AT+SLEEP=1/2/3 64>, %%/~ MCU HEHR .

- Bit2: 2% IF)5 <delay time> HJEHE/8 MCU fEEDIRE. BROAZEAH . B ZEHIES, delay
time 5, 8/~ MCU BER; {HRERS, delay time 5, $§77~ MCU Xk,

- Bit3 (BARLH): 2%/ GPIO #5785 MCU BEkTIfE. BRIAAZHF.

|

o i HFEENE K.

o BRR AT [n] MCU 38l AR BARTT, 20k (59 ik A% fE, <delay time> WAE| T2 )5
B ESWE. BRSPS MCU (R L Hses.

o MNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H T2 MR
ST B PR BRI S5FFF <delay time> WG, & HINHREERE.

Bl

// ERYE MCU BEE . K AT H MCU XFHEwW, 2% A wi-Fi #HRE GPIO18.
S, W ERE McU, REHEHFZE L 10 H.
AT+USERWKMCUCFG=1,1,18,1,10000,3

// % E McU FE
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU 4575 H CHEIRIR &
BE A

Dyiie:
TEAT+USERWKMCUCFG &) <check mcu awake method> BitO FlE 5T, &dAL450. H
T45%0 AT 247 MCU [ BEIRAR S o

’AT+USERMCUSLEEP:<State>

W i :
[ox
S
* <state>:
- 0: $5/8 MCU [igk .
- 1: 4575 MCU Bl .
il

// MCU % 41 AT ¥ #] MCU @ k
AT+USERMCUSLEEP=0
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3.12.6 AT+USERDOCS: #5ifglalf: %t i H  Sepei 4
b A

i
P24 HAS A R I8 9 SO P SR i

s

AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

B8

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c2/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

313 AT &K

W AT fir A Y Fh A :

FE i N 15t EA

Wizt a4 AT+< g2 5 >=? i E a2 1 NS RO L UE T
S AT+< A £ 5 >? e

BEE AT AT+< K >=<> WP H & WS EE, Hstrmd
PATARS AT+< g 244 F5 > T ICH P B E XS E A

o WA AT AR E £ FIRPURHRI Ay -

o W HEMASE, UH SRR TR SRR IE T SR

o BT <> WIS HOR T A .

o TS [ WISEOTLAE G, A TEGAE. BN, 181TAT+CWIAP iy & A I LE 24
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

MW SRV SESAE N, WA, PRk,

’AT+CWJAP:"SSid","password",,l

s RG I SFER TR S, W

’AT+CWSAP:"ESP756290","21030826",1,4

o BEIRFAFFMERE SCAbBE, LuTFE st VTR
- \\ 5 SURARIT
DR GES, rBESEINIE S o L.
- \"' 5 AWE T, FRFARSEING 5 ILTFE L.
- \<any>: # ¥ <any> F4¥, Eﬂx\ﬁﬁﬁ <any> FAF, AMEHREHT.
o HUH AT A IR AT R 2k X, He sy TERRH L. B, AT @4 14T E) > SR A S0
HT BT B L.

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

. AT ﬁﬁé\%%ﬁwﬁ‘%ﬁﬂﬂ 115200,
o Bk AT fir WK AR i 256 5
. AT/B/\U\%‘E (CR-LF) 453§, FJ?M% DIEJ” WEN P
o AT 345 1R ) 2 i WLAT API Reference:
- esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_ index

3.14 A5 BIRAFAE flash vy AT oy

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE— iy A S ROE O B A EE flash 7] AL AT+SYSSTORE fin 4L E , FAATE 2 WL ar A 140
LR

ik AT ey RS HRTF, il NVS Sy, Wik, aRa S EMFEMSEE, WASFHA
flash; AR Ay & W EAN R A S EUH ﬂash WAL PSR

315 AT %5

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT iy (943h)
FAHI A ESP-AT @y SR SR IR, H51f &% # ESP-AT iy & I AT45 R . WM i 5 — 2% 8
BRI OK 5 ERROR.,
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22 3: ESP-AT 1%/

AT Rz i%ﬂﬁ

OK T a5, &3] OK

ERROR AT AT TR T R P A A R

SEND OK BB k% 8t Wk (F X FAT+CIPSEND
MIAT+CIPSENDEX 1z %) , H A REHEE & %k 5
Xt i

SEND FAIL ] Hp W e 2% O I A B R (81 X FAT+CIPSEND
FIAT+CIPSENDEX /ﬁ/\)

SET OK URL C 2RI E (5 A AT+ HTTPURLCEG 75 %)

+<Command Name>: . . . TEANAIA AT Ay b FHgE R

o ESP-AT B4R 4 (E£3h)

ESP-AT &4t 45 R 48P H AR L EIH R .

7% 4: ESP-AT 4 B iltis

ESP-AT BB & 152 AA

ready ESP-AT [ {4 28 1 55 it 4

busy p--- RGN, IEfEAH @S, TP
1 i 2

ERR CODE:<0x308x%> NG LN

Will force to restart!!! DAENEIEER

smartconfig type:<xxx> Smartconfig 27

Smart get wifi info Smartconfig £\ 3k SSID Fil PASSWORD

+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 B3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station 2 11 O & J2 ] AP

WIFI GOT IP Wi-Fi station 2 [ £ #H [Pv4 bk

WIFI GOT IPv6 LL Wi-Fi station £ 7 LR B IPv6 HE % A H bl

WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl

WIFI DISCONNECT Wi-Fi station 2 1. 5 AP WiIT &

+ETH_CONNECTED PAK I 2 11 B 4%

+ETH_GOT_IP PA I 422 11 EL AR H TPv4 Hithl

+ETH_DISCONNECTED DA 22 1 2 BT

[<conn_id>,][CONNECT ID i <conn_id> (M ZERECE Y. (BHAKE
LR, ID R O)

[<conn_id>,]CLOSED ID } <conn_id> (ML EREE W (BRHA
#LF, ID 4 0)

+LINK_CONN

TCP/UDP/SSL yEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station %52 %| ESP-AT ) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP % [ %5 station 43 it IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 3% 1 %) & 1
Wr T

>

ESP-AT 1E7E% 15 HH P A B ds

Recv <xxx> bytes

ESP-AT M4 EFZ IR <xxx> AT

To4ksE
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R4-Z2IW

ESP-AT HEHE iHA
+IPD ESP-AT fEFZ& LA, EUCEIR A M2
g A AN B
-t R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] Hl: +IPD,
<length>
-1 H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,1, I
Fl: +IPD,<link_id>, <length>
- 5 AT+CIPMUX=0,

AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, il Fi: +1IPD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
f K JE, remote_ip bk i IP b ik,
remote_port NtHME 15, data NEIE.
R i@ SSLER, TEpshia i
N (AT+CIPRECVTYPE=1), AT iy4 11 [0 & 1)
length AJREFNSEER AT 320 SSL A< A —
. 4 AT 25k il SSL 2 nl S ry £
FZ, AR SSL AT SRR 0, AT 23R
Bl E TR B

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT t %% %] broker

+MQTTDISCONNECTED MQTT 5 broker Wi FF 1%

+MQTTSUBRECV MQTT & A broker W55

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TR4EE
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FK4-8FW
ESP-AT iHEHR & 1fe
+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP 45 i 21 I F-Hliin A6 1Y BluFi 7 H %

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

4% ID 2y <link_id> [ WebSocket 2% 5 [

+BLESCANDONE

ERE [ o]

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

185


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WA, MCU ¥ & fE K B & D https://www.espressif.com/sites/default/files/
—home/hardware.png B H % & .

VA :
o WMRE R TELM, AT 3984 %% \r\nERROR\r\n (3t 9 F35) RSN E 4 MCU,
9. EE R

ZS

’AT+SYSMSGFILTERCFG:O

Wi K7 -
fox |
10. 2 R GE0H B g
iy

’AT+SYSMSGFILTER=O
Mg 3.«
o |

TR
-

’ATEl ‘
i B«

[ox |

4.2 TCP-IP AT 754

AR BN AHE ESP32-C2 i FiafTTCP/IP AT 4 % fir IR Bl -

o ESP32-C2 % &4 TCP % p 3% 3% 5 #3535

o ESP32-C2 % &1E4h TCPMR 4 B3t %454

o 3% IP ¥ bt Feif 0 B E 449 UDP id 12

o 3% [P ¥k Fesn 0 5T T oy UDP i@ {3

o ESP32-C2 %414 SSL & Pt $ikis

o ESP32-C2 % &1k H SSL IR 4R35 % k3%

o ESP32-C2 1% 41k A SSL % P 3% 3% 55 M6 AL 32 ik Ji

o ESP32-C2 i% %1k 4 SSL MR % %5 3% 5 ey ihiE % 5 45

o ESP32-C2 %41k % TCP % 3%, s %i%3%, 53| UART Wi-Fi 515
o ESP32-C2 1% %1% h TCP R %%, =3 UART Wi-Fi ik 1%

o ESP32-C2 % &1k # softAP f£. UDP 154 5230, UART Wi-Fi i% 1%
o ESP32-C2 % & R B IEMAE X T 09 B4 F 435

4.2.1 ESP32-C2 4512 h TCP %%yt P £

1. %8 Wi-Fi #5} station,
s
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’AT+CWMODE=1
i B«
Lox |

2. BERER| B HA

’AT+CWJAP:"eSpreSSif","1234567890" ‘
M. :

WIFI CONNECTED
WIFI GOT IP

OK

B
« {65 A SSID AT EHE 1 6 &b R . R 50 2510 SSID FUETS
3. #rif) ESP32-C2 %% 1P Mtk

AT+CIPSTA?
Mg B -

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PiHH :
o TRAIZE R AT RE S ik W o AR ] .
4. PC 5 ESP32-C2 & #5442 [/ — AN o
TE PC il H 28 P T 5, A4 TCP iR 45#% . 40 TCP AR 554804 IP Huhk>hy 192.168.3.102,
1A 8080,
5. ESP32-C2 &4 1VE N Fimid L TCP #5823 TCP ik 55#%, RS2 IP #uhlkk 192.168.3.102, I

125 8080,

AT+CIPSTART="TCP","192.168.3.102",8080
N . :

CONNECT

OK

6. Ak 4 FATERE.

iy
AT+CIPSEND=4
Mg |3«

OK

>
4R, Bl ARG test, ZJa AT KR PATEE.

Recv 4 bytes

SEND OK
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LK

o AR TR H T AT+CIPSEND iy
EREAER AT n AT, KGR FEUE IR, SEND OK.,

7. M 4 AR .

B TCP Weds #8436 4 S H0MU B test), WAL SHR:

BOERIRE (), MARGXWN busy p. .

, K

+IPD,4:test

4.2.2 ESP32-C2 %5180 TCP 55 %5 it 2 4%

4 ESP32-C2 i/ 4 TCP R 45 #vif, WAUHLAT+CIPMUX=1 fir - (EREL ¥4, PN ATHEA 24> TCP

% P F] ESP32-C2 545 .

PATF 2 ESP32-C2 %45 1F A softAP ##t57. TCP iR &#atnfl; Ui 2 ESP32-C2 k45 1F A station, B YL %

B R A T IR RV RE DT YRS R 55 4% -

1. &8 Wi-Fi #2354 softAP.
s

’AT+CWMODE=2

i B«

’w

2. [igEZ L.
N

’AT+CIPMUX=1

i B«

’w

3. X H softAP,

’AT+CWSAP="ESP32_softAP","1234567890",5,3

N . :

’w

4. F¥if] softAP {5 5.,
A

’AT+CIPAP?

M . <

AT+CIPAP?
+CIPAP:1ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

P :

o AR A HLIE AT RE-S_E e B R AR

5. B TCP [leg54%, #RIAuG TR 333,

AT+CIPSERVER=1

i B <
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6.

7.
8.

10.

OK

PC #4:3 ESP32-C2 X £ 1Y softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

£ PC Ll P 20810 TR A —A~ TCP % /iy, 3423 ESP32-C2 s i) TCP flR 5545 -
Kk 4 ARG B M 25 1 1Dy 0 B BERE .

AT+CIPSEND=0, 4

Nl B <

OK

>

B4 FARE, Bl AR test, ZJa AT R AT R R

Recv 4 bytes

SEND OK

K
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., A
EEARIOET 0 ANFT, KR SERUEIEY. SEND OK.
M2 %32 1D 4 O (8RS EI 4 758
%k TCP g5 A ik 4 T HEdE (Bdlih test), MARGSHER:

+IPD,0,4:test

K TCP i fe.

AT+CIPCLOSE=0

Nl B -

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

W

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Frifi ESP32-C2 4% IP Huhk.
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
N A LU NS NGO NG
4. PC 5 ESP32-C2 %45 B A — B HH
16 PC LM T A, 6l UDP {64, §I41 PC ) TP Hbilkly 192.168.3.102, 3
1 8080,
5. Bl L .

i

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112 >}y ESP32-C2 #4511 UDP At [1, #0] JATIRE, WA RE N K FEHLE .
e 0 /5 UDP i IP HuhbAlg 2 B, AREW L. Hindg 7 4h—& PC 4 T UDP i if:
H.7) ESP32-C2 #4535 11 1112 % 2E50dE, ESP32-C2 %411k 2 10k | UDP i 11 1112 (%K
P, GREH AT i34 AT+CIPSEND=4, X, ARAKIEIIE N &K F |54 PC . (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATEHES M4 ERE ID N 4 (BER L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o &Y SSID A% Al R kP IF] o 375 (0 AR B Pl A% 1Y SSTD A o
#51f) ESP32-C2 ¢ IP Mtk
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

LK
o BRERSTR TS LR iR .
4. PC 5 ESP32-C2 S e B[] — N il
TPCJ:@H%I_JQ%TF]&IA, B4~ UDP &4 . 6140 IP #ihik>h 192.168.3.102,
5. (ERESATER: .
iy

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

(L=
e 1112 >k ESP32-C2 #4511 UDP ZHbin 1, %0 AF7E, WA BE N HBEYLE.
* 2 FR2Y7] UDP &4 857 J5, UDP %ﬁm@ M\U}ﬁkAEE& UDP %4 i im {7 B2 H 8 8
Mk — R 5 ESP32-C2 445 UDP @ {Z 1 ie 1P Mkl Flss 1.,
7. Kik A FATEE.

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-C2 vesifi v SSL %5y il 3r Y 4%

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK

LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if ESP32-C2 #5:4% IP Huhl,
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGER RS Lk b AP A A
4. PC 5 ESP32-C2 %4548 [ — ANk il .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. BESP32-C2 545 E M & Fiiad ik SSL #3323 SSL IR455%, MR4#2 1P Mtk 192.168.3.102, i
124 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-C2 & 1i:h SSL JIR55 %5 v 2 i
24 ESP32-C2 i f:0y SSL kg5 iy, WATEILAT+CIPMUX=1 iy fiREL 4, AT A Z A%
Ui 4% F] ESP32-C2 4

PATR & ESP32-C2 B #5124 softAP #57. SSL fig 557 il s 4SR & ESP32-C2 i #/74 station, WJ7EEE
He g S S IAR B P ELIEE SSLRST AR HAH AP IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jii# ESP32-C2 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC 4% ESP32-C2 #5451 softAP,
7. 4£ PC L{ifi/f] OpenSSL #iy4>, 4> SSL % i, #4%3] ESP32-C2 i@ SSL ik 554 -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32-C2 ¥ 4% L fmi i :

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-C2 %1k SSL 2 Qv vr BRI\ E YA VB

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C2 #54% IP Huhl,
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32-C2 545 -4 [l — &y o

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C2 545 F iR -
ACCEPT
LR
o A H I UE A AR AT DAARSR AR UE L B A TR 3
8. ESP32-C2 1% #1% & SSL & Frim A A IE B &

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-C2 % 451E- % Fimgidad SSL iE4% 3| SSL AR %48, IR&EG#: IP Hihik-h 192.168.3.102,
14 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-C2 % #1i:4 SSL it 55 %5 e Sy AWUn N UE 2 XE4%
14 ESP32-C2 Ay SSL Mg 5t M ATEILAT+CIPMUX=1 i S RE S B8, N TTREA 2% P
R3] ESP32-C2 4% .

PAR 72 ESP32-C2 #5451 A station 757, SSL AR & 25 WA AR & ESP32-C2 %45 1E A softAP, W &%
ESP32-C2 #&MEH SSL R4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Frifi] ESP32-C2 4% 1P Mtk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C2 #¢ £ R2 [A]— i o
7. #£ PC I f#iJf] OpenSSL iy 4, A#—4> SSL % P, %35 ESP32-C2 15401721 SSL iR 4545 -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C2 545 F I -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-C2 #5112k TCP %)y, fevr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi ESP32-C2 445 IP Hbhk.,
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BLH:
o BEAEIEI R AT RE S AR P AR
4. PC 5 ESP32-C2 & 3 51 [ — A~ Bs o .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32-C2 B4 A% Frifiiliad TCP Y425 TCP 4548, MRS IP Hudik>h 192.168.3.102, i
I 8080,
fip

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4210 ESP32-C2 %#51F 0 TCP IR55%s, 2B UART Wi-Fi # £

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C2 1545 IP Huht.,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o BPIAIER TR S LR i A R A
7. PC jE3%%)| ESP32-C2 TCP JIj %548 .
PC 5 ESP32-C2 #5185 A — N H H
1 PC A M TR, G —4 TCP % P, #H#%] ESP32-C2 () TCP JiR45#%. Huhl
192.168.3.112, i1k 8080,
AT i :
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0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C2 %751: 4 softAP 1t UDP {4z UART Wi-Fi i (%

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %43 ESP32-C2 {5451 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP a =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

4. fI|7E#—1~ UDP i 5
1E PC L M5 LB F, A —4 UDP &4, 40 PC i IP #ihlly 192.168.4.2, Hgllh
8080,

5. ESP32-C2 5 PC X i I 78 37 [ 7 Xt vy TP Hbctik A1 11 /%) UDP A&y . oA TP Motk 192.168.4.2,
i oA 8080, AsHbum I8 2233, F=EH 0.
it

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32-C2 B pk o b s v 8o

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o &I A SSID FIE ] iR iR ar & P RTE . 56 A % fr 45 ) SSID FIfs
3. #rif] ESP32-C2 i%#% IP ik,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-C2 ¥4 1EHE [ — N i .
TE PC A 2508 T 5, A @ —> TCP k55 #% - 9140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BSP32-C2 & 451E- % Fusidad TCP %425 TCP iR55#%, IRS#s IP #uihikoh 192.168.3.102,
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

N . :

CONNECT

OK

6. ESP32-C2 i A R i ON B Bial.

e

’AT+CIPRECVTYPE=1

Wi

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32-C2 ¥ # E i s izt N B w B i K .

AT+CIPRECVLEN?

Wi KV -

+CIPRECVLEN: 4
OK

9. ESP32-C2 A& R sh i it i g 7 2t

AT+CIPRECVDATA=4

M B -

+CIPRECVDATA: 4, test
OK

4.3 Bluetooth LE AT 74

IO F2 2 4 Bluetooth® Low Energy AT 4744 WM 5k, HHRBUE ESP32-C2 i Limfrix 4
iuyEEA NI
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H A

Bluetooth LE & F %135 Mk 44 AE44

Bluetooth LE % 330 %

A~ ESP32-C2 JF A AR Z W) 3% 5 SPP %45, vA B & UART-Bluetooth LE i% 152 X T 15 4 # 3B
ESP32-C2 5 543 5 SPP i%3%, VA% j& UART-Bluetooth LE i 1% 42 X F 1 #i 2
ESP32-C2 %o #LZ 18] % 5 Bluetooth LE % 3% 5 fiexf

L] L] L] L] L] L]

4.3.1 W4

ESP-AT 477/ 37 43 Bluetooth LE 4.2 R iUE, A S04 948 { & F T Bluetooth LE protocol 4.2 {Jp
WG, 5S% 20 42 SRBCE 2 E R

Bluetooth LE Ppil{ 44

Bluetooth LE X3 M T 2 4N LA JEZL: Physical Layer (PHY)., Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP).

* PHY: PHY JZ EZATTHEWIEIE _F R EFMBE E L. Bluetooth LE ffiH] 40 MMifEHE. M
Vi 2402 MHz %] 2480 MHz,

o LL: LL 2 FEATTEIE . BolcfreiuZ e (A, WREE, e 2EEgm), kS
WA 2 R Y BREEBEAH I SR BT . BRI 2RV T 4. 8. Bvr/38. AR
#E., LHEBEAMPRESZ —.

* HCI: HCIJZ [ EALAE i #e e it — MR8 0 . %2 T AR AP T SEP el &l A A {442 T
UART, SPI. USB f#Efil.

* L2CAP: L2CAP JZ M TEx FAUA SR 2 [0 32 e B #- A T U e 0 . o BOR S A 4524 o

o ATT: ATT JZSEBL T B VENR S5 A8 A M5 s Z [A) ) Ot il ATT 2 P[] ATT JiiR 55 i A0 1%
A ARFIfIA . ATT 55t ) % i AR MR LY. . AR R .

o SMP: SMP 2l T-2E BN 35 B 40 FN By 8540 . SMP 0455 BRI 25 S5 6 AN B0 B4 420, It
TBER LR R B LI A B RS B

* GATT: GATT ZF/nEMIRSA A ki @R Pim e, ELE SCHE TR ek S 2 il
WIS « AR 2 IR G . ZZ2 R T R0, S B ARk SR EA R 0 .

* GAP: GAP EMCERITAH WA B4 H AT, BIAntE s . BSOS B R T B SOl A i s
MUY . GAP [R5 G L. EERX. 24, Bk, RPEFIIR S KB

Bluetooth LE ffj{t, %15y

1E Bluetooth LE PpisUke AN [H] 2B AR Fa (X 20 o X LA R AN .
o LL: XA R PARIZ K EHLA MAL, MM H&, THLRTAR &R
e GAP: EXNT 4MeEEMG: JHE. WEH. MEEEM PFOEE.
o GATT: WA PA N RE3mMl & F 3.

iR

o AR Bluetooth LE 43 Fl Bluetooth LE % F3##i2 GATT EMAA.

e 457, ESP-AT % Bluetooth LE R4 Ml Bluetooth LE & F 3g[a W A77E .

* ANt ESP-AT #]4f 4k~ Bluetooth LE filk 45 iy ifs /& Bluetooth LE 7 iy, [7] b 7 422 (1) e K A 450
3,

GATT HSE— Rl L L, f B YF T DOA 2 — Rl st i b 12 sl XA @ PR 454 R
W el AN, SRS A FRBE R AL, B FE LR Z BRI TRA .
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GATT R4 3%H1 GATT & F 3miX WiFh i (0 /77T Bluetooth LE M 83 2 J5 . GATT R4 287 1o J&@
PEPMUE R BIREE, H3258 [ GATT & s @t hisEsk . er O A, fims, AtEdmnm—
WFRR GATT M43, THRIBUEN SRRl GATT & P .

4.3.2 Bluetooth LE %y B IR 55 FAEA
AR 7~ 3 [l s (5 FH P e ESP32-C2 FF e, Horfr—3effE4 Bluetooth LE 455 (M4 Bluetooth LE i 5%

W), 7—3AE A Bluetooth LE & Fifi (HAE A Bluetooth LE & P fi 4 ) o X /MBI J /R T I anfal fff
JH AT fiy4 757 Bluetooth LE %4, 5 B H 15 .

B FEA A PLESP32-C2 Bluetooth LE A4 313k AY#AE H S5 3YF ESP32-C2 Bluetooth LE
R4 eI ATRI AT, DL ESP32-C2 Bluetooth LE & & 3% H-L#4E H FE3iYE ESP32-C2 Bluetooth LE
% P AT RIA]

1. #1454k Bluetooth LE Tf§E.
ESP32-C2 Bluetooth LE J 453 :

’AT+BLEINIT=2

Mg [«

’OK

ESP32-C2 Bluetooth LE % i :
iy

’AT+BLEINIT=1

Mg |/«

[ox

2. ESP32-C2 Bluetooth LE JIf 45 iifi #KHUH: MAC Hudik .
fir s

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

ALK
o AR PRI T R S _ERm B PN, IO b, TR R 2 E
1. ESP32-C2 Bluetooth LE f} 45 it % Fi IR 45 45 4iF
s

AT+BLEGATTSCHAR?

M B -

+BLEGATTSCHAR: "char",1,1,0xC300
+BLEGATTSCHAR: "char",1,2,0xC301
+BLEGATTSCHAR: "char", 1, 3, 0xC302
+BLEGATTSCHAR: "char", 1,4, 0xC303
+BLEGATTSCHAR: "char",1,5,0xC304
+BLEGATTSCHAR: "char", 1,6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char",1,8,0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400

(R ogkzk)
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(£ L£50)

+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

2. ESP32-C2 Bluetooth LE R 444 4%, 2 )5 ESP32-C2 Bluetooth LE %% P FF b4 34 7 HF4: 3
[
ESP32-C2 Bluetooth LE fIf45 3t :
s

’AT+BLEADVSTART

W

[ox

ESP32-C2 Bluetooth LE % i :

’AT+BLESCAN=1,3

N . :

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
AVEIUE REERE T =AM we ) )Vl I E N G
3. 77 Bluetooth LE %32,
ESP32-C2 Bluetooth LE % i :

iy

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

N . :

+BLECONN:0, "24:0a:c4:d6:ed4:406"

OK

AR
o A iR AEF, 5 ESP32-C2 Bluetooth LE g 55 bk .
o MR Bluetooth LE #3253, N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE #E#22 i, M43 /R +BLECONN: 0, -1,

4. ESP32-C2 Bluetooth LE % P13k % Bl R 55
s

AT+BLEGATTCPRIMSRV=0

Mg |3«

+BLEGATTCPRIMSRV: 0, 1,0x1800, 1
+BLEGATTCPRIMSRV:0,2,0x1801,1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV: 0, 4, 0xA003, 1
OK

B -

* ESP32-C2 Bluetooth LE & g & ifi Iz 55 (4528, bt ESP32-C2 Bluetooth LE Jiiz /3 25 1A iz 55 £
4ERZWABRAIRS (UUID: 0x1800 1 0x1801) , X 2IEH M4, FEHERIM, XTFH—RS%,
ESP32-C2 Bluetooth LE & it 2y 1A 1Y) <srv_index> {H 2T ESP32-C2 Bluetooth LE i i 25 11 (1)
<srv_index> {H + 2, FUN_ERRGFI IR S 0xA002, 247HiHE ESP32-C2 Bluetooth LE % i £y
B <stv_index> 3 3, HI15L7E ESP32-C2 Bluetooth LE JIf P13 if AT+ BLEGATTSSRV? iy 4
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#if], W] <srv_index> iy 1.
5. ESP32-C2 Bluetooth LE % F i % Pl (H .
A

AT+BLEGATTCCHAR=0, 3

i . <

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "char", 0,3, 3,0xC302, 0x08
+BLEGATTCCHAR: "char", 0, 3,4, 0xC303, 0x04
+BLEGATTCCHAR: "char", 0,3, 5,0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6, 0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR:"char",0,3,8,0xC307,0x02

OK

6. ESP32-C2 Bluetooth LE % P B — MR AE A
iy

AT+BLEGATTCRD=0, 3, 1
M 3. :

+BLEGATTCRD:0, 1,0

OK

BiH -
o R H AR IR AL AT HEAL R o
o 15 ESP32-C2 Bluetooth LE % i 32 BUASAF il B, ESP32-C2 Bluetooth LE fIg 45 i ) & 5 78
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C2 Bluetooth LE % F1iif B —ANMEHAE(H «

oS

’AT+BLEGATTCWR:O, 3,3,,2 ‘

Wi K7 -

T > FOR AT gl OB, AT AR ABCHE, U HCHE K B 5 B <Length> 1y
i, HETE AR

[ox |
LR
o 41 % ESP32-C2 Bluetooth LE % /7 i 5 45 £ i i& 45 )% 3, ESP32-C2 Bluetooth LE JIf % it

N &3t 78 +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,
8. Indicate —/MFHF(H .
ESP32-C2 Bluetooth LE % i :
o

’Z—\T+BLEGZ—\TTCWR=O, 3,7,1,2 ‘
M B -

E |
5 > Fon AT WER IR D8, ERHET DA AR, S8R KRS 24 <length> |
fER, ATE AR,
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>k 7 3215 ESP32-C2 Bluetooth LE i 453 % 12613 Sk 198k (Glad notify B indicate TR,
ESP32-C2 Bluetooth LE & i 5 TR g 1A IR 55 53 W . XFF notify =, FEES A(H 00001,
XTF indicate Fx, FHEEA(H 0x0002, FEABFIHE A 00002 EfH indicate k.
OK ‘
K
o N5 ESP32-C2 Bluetooth LE % i B4R AE i A 45 13, ESP32-C2 Bluetooth LE JR 4% i M| £
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>,<len>,
<value>,

ESP32-C2 Bluetooth LE JI7 53
il

’AT+BLEGATTSIND=O, 1,7,3 ‘

N Y. :

> |
5 > FUR AT HER I HICER T8, R mT DA A, S50 K R B B340 <length> [
{EH, $RAT indicate #EAE.
[ox |
i :
o Y15 ESP32-C2 Bluetooth LE % F 422 U 2| indication, N)<x3#E /K +INDICATE : <conn_index>,
<srv_index>, <char_index>, <len>, <value>,
o XFTA—R%:, ESP32-C2 Bluetooth LE % i) <srv_index> {H %% T ESP32-C2 Bluetooth LE fiit
P <srv_index> {H + 2, X EIEFNE.
o NPT IRSS HARFERIALR , SEPT S5 SO e T ) SR HIE T IR 5.

4.3.3 Bluetooth LE YE#: %%

DA 7 B RIS 6 AT e ESP32-C2 JF B2, Hrhi—Hff- Bluetooth LE Ji%-4 (F1ff:3 Bluetooth LE 45
§ifA (), % He/E Bluetooth LE % ik (Jff Bluetooth LE 7 P ). i MITFRR T /RN
Bluetooth LE %3,

G

o fEVA REBEH DL ESP32-C2 Bluetooth LE M43k #1E H 53 7F ESP32-C2 Bluetooth LE
MRS uATHI AT, PLESP32-C2 Bluetooth LE % F 3L #fE HFEBHE ESP32-C2 Bluetooth
LE & P AT EPAT

o A G RPN RIS . 98 FUR I ) R AE AU T N IR

» ESP-AT i R ifF 40 10 M.

1. 54k Bluetooth LE Lk,
ESP32-C2 Bluetooth LE H 45 i :

’AT+BLEINIT:2

i B :

[ox |

ESP32-C2 Bluetooth LE £ i :
i

’AT+BLEINIT:l

Nl B <
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’OK

2. ESP32-C2 Bluetooth LE filz 45 i #5 B Bluetooth LE #iidil: .

’AT+BLEADDR?

i B <

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

AR
o BAWEIRHEE AT RE S AN rh AR, IO L, R R S

1. ESP32-C2 Bluetooth LE Ji% 453t & BRAR 55 45-1E

AT+BLEGATTSCHAR?

i B«

+BLEGATTSCHAR: "char", 1,1, 0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char",1,3,0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR:"char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char",2,2,0xC401

OK

2. ESP32-C2 Bluetooth LE I 45 3 - 14) #&, 22 J5 ESP32-C2 Bluetooth LE 2% F' it FE a4 3 H %4 3
Fhh o
ESP32-C2 Bluetooth LE H 45 i :
i

’AT+BLEADVSTART

i . <

’OK

ESP32-C2 Bluetooth LE £ i :

’AT+BLESCAN:1,3

i . <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

PR :
o TR RATRES ik i o AR TH] .
3. 757 Bluetooth LE #$2.
ESP32-C2 Bluetooth LE % i :

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

N . :
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+BLECONN:0, "24:0a:c4:d6:ed:406"

OK

LR
o A _FIRATAIE, 350 451 ESP32-C2 Bluetooth LE 7 45 i ikl .
o {15 Bluetooth LE 7E422 53, N|&4/R +BLECONN:0, "24:0a:cd4:d6:e4:46,
o YN Bluetooth LE #E#22 M, M43 /R +BLECONN: 0, -1,
4. ESP32-C2 Bluetooth LE % Fii % BLIR 45
ar:

AT+BLEGATTCPRIMSRV=0

M B -

+BLEGATTCPRIMSRV:0,1,0x1800, 1
+BLEGATTCPRIMSRV:0, 2, 0x1801, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

i :

* ESP32-C2 Bluetooth LE % Fum £ if lx 55 19458, bt ESP32-C2 Bluetooth LE fiiz i 25 11 iz 55 1)
ZERZ A BRINR S (UUID: 0x1800 #1 0x1801) , X2 IEH 4. EREAM, T F—HRkS%,
ESP32-C2 Bluetooth LE &% Pt 2r A 1 <srv_index> {H 45 T ESP32-C2 Bluetooth LE fiZ F 3 %mﬁ] EI’J
<srv_index> {H + 2. B4 FR =6 IR S 0xA002, 4 7ifE ESP32-C2 Bluetooth LE % F1i
P31 <srv_index> k3, U AE ESP32-C2 Bluetooth LE JR F i 8 i- AT+ BLEGATTSSRV ? /Ef/\
i), N <srv_index> jg 1.

5. ESP32-C2 Bluetooth LE & it % PASHF(E .

fird:

AT+BLEGATTCCHAR=0, 3

W

+BLEGATTCCHAR: "char", 0, 3,1, 0xC300, 0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "char", 0, 3,4, 0xC303, 0x04
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02

OK

6. HEMEZESE, &F auth_reqg iy SC_MITM_BOND, JR4iH) iocap S KeyboardOnly, %%
Wit iocap SN KeyboardDisplay, key_size >} 16, init_key 5 3, rsp_key N 3.
ESP32-C2 Bluetooth LE [ 4 i
iy 4

’AT+BLESECPARAM=13,2,16,3,3

Mg .«

[ox

ESP32-C2 Bluetooth LE % i
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’AT+BLESECPARAM=13, 4,16,3,3 ‘

N . :
[ox |
PEHA:
o JEAH, ESP32-C2 Bluetooth LE Al 5% i i A FiL X%, ESP32-C2 Bluetooth LE % F i i 7~ fic
X5 .

o BESP-AT ¥ Legacy Pairing fll Secure Connections W, HEZEEE 5
WIPE g, ANt £ Secure Connections, M4 A Secure Connections
Jr e .
7. ESP32-C2 Bluetooth LE % i & e i 25 5K o

’AT+BLEENC:O,3 ‘

i . <

[ox |

ALK
U5 ESP32-C2 Bluetooth LE A 45 b T # I i 3=K , ESP32-C2 Bluetooth LE Al 45 Ui W 23 # 7R
+BLESECREQ:0,

1. ESP32-C2 Bluetooth LE % Fii [8] & it % i
iy 4
’AT+BLEKEYREPLY=O,793718 ‘
N . :
[ox |
PATIX NS Z 5, TE ESP32-C2 Bluetooth LE fift 45 5i Al ESP32-C2 Bluetooth LE & F' i 434 — 454}

IVAEFSE/ s
ESP32-C2 Bluetooth LE A 45 3 :

+BLESECKEYTYPE: 6
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:

+BLEAUTHCMPL: 0,

2

N W e

~ 0~ 0~ N

O O O O O

ESP32-C2 Bluetooth LE % i :

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

T PAZ W& DA +BLESECKEYTYPE J13k{E B, {5 B +BLEAUTHCMPL: 0, 0 W8 —ASEh 0 %
IRMEE ), h 1 FR IR

4.3.4 W4 ESP32-C2 JF R M2 4k 3. SPP ¥%4%, LKAt UART-Bluetooth LE i% 4
A e H s

PAF 73l ] B (5 i e ESP32-C2 FF %A, Hirpr—3eff 4 Bluetooth LE 453w (ML 4E K Bluetooth LE fiit 45
), J—HAEH Bluetooth LE & P (LA Bluetooth LE % Pl fA (4) o 3X AT F@m 1 W Q]
37, Bluetooth LE %42, DA S 7857151518 {E Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE i {£ 45
)
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T FEPANEEEPFPAESP32-C2 Bluetooth LE R4 3Tk R F554E ESP32-C2 Bluetooth LE
HR 45 i SATHI A, DA ESP32-C2 Bluetooth LE & P 3% 3L #:/E H 25 34 ESP32-C2 Bluetooth LE
& AT RIA]

1. #¥J54k Bluetooth LE Lk,
ESP32-C2 Bluetooth LE H 45 i :

e

’AT+BLEINIT=2

i . <

’OK

ESP32-C2 Bluetooth LE £ i :
s

’AT+BLEINIT:1

Nl <

’OK

1. ESP32-C2 Bluetooth LE R4 i B EH MAC btk
Foe

’AT+BLEADDR?

Wi K7 -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

3
 GATABIAAETE S AR HORT, AL, RIS 2 S
2. ESP32-C2 Bluetooth LE Az 55 it ) #& &4
e

’AT+BLEADVPARAM:50,5O,O,0,7,01,

i B <

’OK

3. ESP32-C2 Bluetooth LE J}t 45 i3 & T 3G di .
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

Nl B -

’OK

4. ESP32-C2 Bluetooth LE R 554G 4% .
T

’AT+BLEADVSTART

Nl . <

’OK

5. ESP32-C2 Bluetooth LE % P i34, £rze 3 #.
e
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AT+BLESCAN=1, 3

N . :

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o ISR TS bk B R[]
6. 757 the Bluetooth LE %32,
ESP32-C2 Bluetooth LE & i :

AT+BLECONN=0,"24:0a:c4:d6:e4d:46"

Mg [«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

A
o A _LiRar B, MY ESP32-C2 Bluetooth LE Al 45 itk o
o Y158 Bluetooth LE &8 3, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #ER:K I, N&$E/R +BLECONN: 0, -1,
7. ESP32-C2 Bluetooth LE fi 45 #5251 R 45

AT+BLEGATTSSRV?

i B -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK
8. ESP32-C2 Bluetooth LE J[t 45 it % BUAHE .
e
AT+BLEGATTSCHAR?
Nl <

+BLEGATTSCHAR: "char", 1,1, 0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char",1,3,0xC302
+BLEGATTSCHAR: "char", 1,4, 0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char", 1,7, 0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char",2,1,0xC400
+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

9. ESP32-C2 Bluetooth LE % Fii % PRAR % .
i

AT+BLEGATTCPRIMSRV=0

N Y. :
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+BLEGATTCPRIMSRV:0, 1, 0x1800, 1
+BLEGATTCPRIMSRV:0,2,0x1801, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1
OK

Vi :

» ESP32-C2 Bluetooth LE & P Zrif] IR & 145 5%, H ESP32-C2 Bluetooth LE fiiZ P 2T i) AR 45 14
LERZABRAIRS (UUID: 0x1800 1 0x1801) , X 2 IFH M4, EHEM, XTH-—RS%,
ESP32-C2 Bluetooth LE & i Ay 1A 1Y) <srv_index> {H 45T ESP32-C2 Bluetooth LE A i 25 1 )
<srv_index> {H + 2. B0, FiRRGIHHIIRSE 0xA002, 4Hi7E ESP32-C2 Bluetooth LE % i
A B Y <srv_index> °F 3, UNHFE ESP32-C2 Bluetooth LE R J i il i AT+ BLEGATTSSRV? fiiy
A1, W <srv_index> H 1.

10. ESP32-C2 Bluetooth LE % Fi# % AL .
AT+BLEGATTCCHAR=0, 3
i . <
+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "char",0,3,3,0xC302,0x08
+BLEGATTCCHAR:"char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
OK
11. ESP32-C2 Bluetooth LE % i it & Bluetooth LE SPP,
WL R H BRI RS FFE (characteristic) {E 45 @IE &R EE, W SLFF notify 53 indicate 1)
characteristic 1 532 18 B R B -
’AT+BLESPPCFG:1, 3,5,3,7
Mg B <
’ OK
12. ESP32-C2 Bluetooth LE % Fiii{i#i §E Bluetooth LE SPP.,
’AT+BLESPP
Wi K7 -
OK
>
ik R AT © 23 Bluetooth LE SPP #55X, WJ DATEA TAH i) A R FHAEIR -
AR
« ESP32-C2 Bluetooth LE & F i JF = Bluetooth LE SPP i & X J5, 58 1 Uic 31 1) B0 & 3 3
Bluetooth LE &4 %l ESP32-C2 Bluetooth LE [}t 4% 3 .
13. ESP32-C2 Bluetooth LE flig % it & Bluetooth LE SPP,
TEFESZHF notify B3 indicate /1Y characteristic 145 il iE AR5, BEF L FFEHAEN characteristic
VE Ry 3238 1B FEM RS -
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’AT+BLESPPCFG=1,1,7,1,5

N . :

[ox

14. ESP32-C2 Bluetooth LE IR 43 {#i §€ Bluetooth LE SPP,

’AT+BLESPP

W

OK

>

iR FRoR AT 2 43F A Bluetooth LE SPP X, AT DAHFA TR 1) Ak F2 K
i :
« ESP32-C2 Bluetooth LE [l P73t Ff =2 Bluetooth LE SPP & 55 5, Ef 11U # 1 Bi 3 2 5 1o
Bluetooth LE %4 %l ESP32-C2 Bluetooth LE & Fiifi .
o 75 ESP32-C2 Bluetooth LE % F i it V5 & 4&FF & Bluetooth LE SPP %1%, ¢ F HoAth i £51F
K Bluetooth LE % i, ] ESP32-C2 Bluetooth LE & i 5 22 42 I B il Notify %3 Indicate
5140, ESP32-C2 Bluetooth LE % P NS K - 8 i54% , W 5518 F AT+ BLEGATTCWR=0,3,7,1,1
FF 25T, ESP32-C2 Bluetooth LE % 45 5 4 g s ) SC IR5 4%
o X FR—HR 4%, ESP32-C2 Bluetooth LE & it <srv_index> {H 4% T ESP32-C2 Bluetooth LE fig
S5HY) <srv_index> {H + 2, XEIEHEIZ.

4.3.5 ESP32-C2 5FpLi . SPP #ER;:, Ul JeAr UART-Bluetooth LE iE LA T {& 40
Bt

VR BURR T WIfAITE ESP32-C2 JF &ML ((UEMIRSIRER: % dfn 6) RIFHL ((UIENIRIIFER: F%
FUf () 2 [y SPP i, DAY ANTFE UART-Bluctooth LE A F el

g BB PLESP32-C2 Bluetooth LE R4 3k io#/E R34 ESP32-C2 Bluetooth LE I} %%
U ATRIAT, MDA Bluetooth LE & P 3wk AU HAE R BAE LAY R B T s AT R AT .

1. ZEFHimw 2% Bluetooth LE i BhF, FI4N LightBlue.
2. ¥4k Bluetooth LE IjfE.
ESP32-C2 Bluetooth LE A 45 3 :

’AT+BLEINIT=2

i [ <

’OK

1. ESP32-C2 Bluetooth LE R 4% i3k B MAC #idil: .

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PR
o EAEIHUAE T RES Bk m N R ORI, ISR L, RS S A E .
2. ESP32-C2 Bluetooth LE %5 it 5t B & S5
s
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’AT+BLEADVPARAM=50, 50,0,0,7,0,,

N . :

’OK

3. ESP32-C2 Bluetooth LE J}t 45 i3 & 1 3& 0 dE
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

Nl <

’OK

4. ESP32-C2 Bluetooth LE R 554G 4% .
e

’AT+BLEADVSTART

M B -

’OK

5. f1# Bluetooth LE %%,
F-HLFT JF LightBlue I I #2/5, F47FF SCAN JF s 4, % %] ESP32-C2 Bluetooth LE i 45 iii
B MAC #Huhl, fsf conNECT RT3, HEAT ESP32-C2 i W i% £ 4] Bl 240 T +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFERELHSE T Bluetooth LE %z,

6. ESP32-C2 Bluetooth LE fi} % 325 i R 55 .
T

AT+BLEGATTSSRV?

Wi K7 -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

7. ESP32-C2 Bluetooth LE JI% 45 3 & PUAHE -
e

AT+BLEGATTSCHAR?

Wi

+BLEGATTSCHAR: "char",1,1,0xC300
+BLEGATTSCHAR: "char",1,2,0xC301
+BLEGATTSCHAR: "char", 1,3, 0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR: "char",1,5,0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char",1,8,0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char",2,2,0xC401

OK

8. Bluetooth LE % 3 & FUAHE .
I BAE B LightBlue % 77 3358 $& 5 i Properties & NOTIFY 1% # INDICATE IR 55 45 4F (X B
ESP-AT #£iA Properties 2 NOTIFY % INDICATE [} 4 54 i 0xC305 1 0xC306) , FFIA T
Properties ) NOTIFY B3 INDICATE B4 R 55 551 .

9. ESP32-C2 Bluetooth LE Jiz 45 i it & Bluetooth LE SPP.,
PP notify B indicate [ characteristic /F 45 il i8 AR5, S HEAER characteristic
VE R i338 18 B -
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fir s

’AT+BLESPPCFG=1, 1,7,1,5

Mg |3«

[ox

10. ESP32-C2 Bluetooth LE JIR 43 {#i §€ Bluetooth LE SPP,
s

’AT+BLESPP

i B -

OK

>

idmg R FRoR AT 243k A Bluetooth LE SPP 452X, ] DAHFA TR 1) A R F42 0K .
11. Bluetooth LE % Fifig & 25 5504 o
1r LightBlue % 4% 0xC304 AR 55 HR1E(E K 15 5 test 45 ESP32-C2 Bluetooth LE AR 453, I
B} ESP32-C2 Bluetooth LE R 45550 PAIKE] test .
12. ESP32-C2 Bluetooth LE I} %3t % 12 53 .
7£ ESP32-C2 Bluetooth LE f} 45 i B3 & 1% test, I LightBlue i il AN E] test.

4.3.6 ESP32-C2 fiIT-HL.z . Bluetooth LE #E#; I HeXf

Bl T ANfIAE ESP32-C2 JF At (U MARIIFE I g5 #i fa o) AFAL (UE A IREhFEE 4 %
Pl ) 2 [a)z 7. Bluetooth LE #2439y A\ 85 4H 5¢ UBC T

H¥: PPl ESP32-C2 Bluetooth LE R4 3% 3kl /E H 22 2 4E ESP32-C2 Bluetooth LE I} 4
IPATRIR], MiPA Bluetooth LE & P 3 kB E X T ZAE F LA 85 A VR B F rp AT BT

1. ZEFALim 2 Bluetooth LE 1By F, i LightBlue | FIFEFF
2. #14s4k Bluetooth LE I fE.
ESP32-C2 Bluetooth LE JR 453 :

e

’AT+BLEINIT=2

Mg o«

’OK

1. ESP32-C2 Bluetooth LE g 45 iR HUH: MAC Hiht .

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4d:46"
OK

LR
o MBI HAE TR S Bk B R BRI, ISR HEE, R AR IR 2 HE .
2. ESP32-C2 Bluetooth LE 7 4 i i B 1 250
s

AT+BLEADVPARAM=50,50,0,0,7,0,,

i
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’OK

3. ESP32-C2 Bluetooth LE J}t 45 i3 & 1 3& d .
e

’AT+BLEADVDATA="O20106OAO9457370726573736966030302AO"

i B <

’OK

4. ESP32-C2 Bluetooth LE JI45 s 15 &35 250
iR

’AT+BLESECPARAM:l3,2,16,3,3

i B -

’OK

5. ESP32-C2 Bluetooth LE iR 45 i 48 4% -

’AT+BLEADVSTART ‘

Nl . <

o |
6. Bluetooth LE & i i@t i% 4 .
FHLFT IT LightBlue WV #2), FHF7IF SCAN JF #5494, 3k %] ESP32-C2 Bluetooth LE fiiZ 45 i
7 MAC #ihl, fiif; CONNECT #E47# 4. B ESP32-C2 3if v % £ F7 B 25l T> +BLECONN: 0,
"60:51:42:fe:98:aa" [ HE, XFRELHEST T Bluetooth LE #3% .,
7. ESP32-C2 Bluetooth LE fI 45 it & I 5 3K
e

’ AT+BLEENC=0, 3 ‘
i B«
[ox |
8. Bluetooth LE % 1 [i] 2 %
F-HL LightBlue 5 FF2 7 W1 141 7 B2 i) Bluetooth LE #:432 1¥) U1 i 2 3 FCXHE B (RSB X235 4H
BINERE A 231518), i BExt. M ESP32-C2 i %4 BRI F +BLESECKEYREQ: 0 (1) H
5, L%%E‘?ME‘QXHDT”EBXT
9. ESP32-C2 Bluetooth LE fi} 45 i [ &2 it % 54 .
I} Bluetooth LE file 45 i [0 52 (1) %5 B B 4 b — 25 5% b 4L LightBlue i F #2358t 9 FCXHE S i)
2=EH: 231518,
i

’AT+BLEKEYREPLY:O,231518 ‘

Nl . <

’OK ‘
LI ESP32-C2 Bluetooth LE fiz 55 sig 24T EIZEMU T AN Hi&, iX /R ESP32-C2 Bluetooth LE JIZ 55 iy
5 F#1 Bluetooth LE %% i 52 i T B Xt »

6

+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: 0,

2

o oo oo
~ S~ o~ S
N W e
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4.4 MQTT AT 714

AT BRI E ESP32-C2 i FIfTMOTT AT 44 % fir BTN~ Bl o

AT TCP &4y MOTT %35 (5% At MOTT K32) (iEF THE5 V)
F TCP oy MQTT 43 (‘%% Axebls MOTT X32) (& FTHIEES)

H*
BT TLS 89 MOTT %3 (5% A3 4)iE MOTT 1X32)
A F WSS &9 MOTT % 3

R SR TR R B IR T R B R Wi-Fi AR .

44.1 JET TCP iy MQTT &g (ifs ZA MBI MQTT {R81) (GG T %tk )
DA77 B [ BT P e ESP32-C2 HF 42, Hohi—Heffy MQTT %Afigr (JUfh MQTT EAligifaa),
—HfEl MQTT iTF8%  (JUEA MQTT 1T # i ().

ANBIAEE T anfal T TCP @) MQTT i#:4: ., B eETHEAIE— 4 MQTT /LB, {&i MQTT B
IP #ihil>f 192.168.3.102, Ugldk 8883,

F%: PYPRPPLESP32-C2 MOTT & A7 & I KA 75 BAE ESP32-C2 MQTT %Ki & i AT RIHT, DA
ESP32-C2 MOTT 3T & I kM4 A 5 27 ESP32-C2 MQTT ] B sm AT RIAT o IR 44 A e 1
RFEMR s, D)5 A R A i AN 1T B S IAAT

1. &E MQTT i P&
ESP32-C2 MQTT %1
fir g

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

N . :

[ox |
ESP32-C2 MQTT 7 53 :

iy

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

i B <

[ox |

2. 8 MQTT L3,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

i B -

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

PR
o RET A MQTT ACEEIE 4 50 MQTT A3 IP il AT 5 iR dr AR .
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3. 1T MQTT =45,
ESP32-C2 MQTT ] 4% :
i
’AT+MQTTSUB=O,"topic",1 ‘

i . <

[ox |

4. K MQTT {8 (FfFH).
ESP32-C2 MQTT %1
i

’AT+MQTTPUB:O,"topic","test",l,O ‘

Wi K7 -

E |
Ui :

o i ESP32-C2 MQTT &A#E M AMiHE , PA NG ERF7E ESP32-C2 MQTT 1] [ # im e /s o
+MQTTSUBRECV:0, "topic", 4, test ‘

P MQTT %42 .

AL -

&

5. %
ﬁ

3

’AT+MQTTCLEAN=O ‘
M B -

[ox |

442 JET TCP iy MQTT &g (ifi 24 MBI MQTT {R81) (GEM THdi%)
DA 77 B [ BT P e ESP32-C2 HF 4, Hoop—-Heffly MQTT %iAfigy (JUfh MQTT KAl faa),
—HfE MQTT iTF8#  (JUE MQTT i # i ().

B T A 3T TCP @ MQTT #48z . e 2@ — 4 MQTT 3, fkik MQTT LB
IP #blh 192.168.3.102, 4 8883,

WMAREEHEEMBREEMN R Z, CElBi TH& AT 2K EHE 256, W& DA
FHAT+MQTTPUBRAW fi5%~.

W BEPPLESP32-C2 MQTT X i & ki #E H 55 Z4E ESP32-C2 MQTT K A& it ATRI AT, DA
ESP32-C2 MQTT T 8 # H3k i #fE L5 Z7E ESP32-C2 MQTT 7 & bt A TR o] o SR B4R A Hr 5]
SEHTER s 0, DR BAE AT 2 i AT B 2 i A A T o

1. & MQTT i g
ESP32-C2 MQTT % i
s

’AT+MQTTUSERCFG=O,1,"publisher","espressif“,"123456789“,0,0,"“

M B -

o= |
ESP32-C2 MQTT ] % :

iy
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’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

N . :

’OK

2. 4% MQTT fUE,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

i . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

Vi :
o EHIAM MQTT B4 5 MQTT U3 IP Hudik vl g 5 _Fikfr & iAo
3. 1T MQTT F /.,
ESP32-C2 MQTT ] [
A

’ AT+MQTTSUB=0, "topic", 1

Wi K7 -

’OK

4. BAT MQTT 48, (F4FH).
TR A I SR, Ky 427 545,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32-C2 MQTT %7
s

AT+MQTTPUBRAW=0, "topic",427,0,0

Nl B <

OK

>

b R AT CHER OB AT R, AT DA AN, 2 AT S0 i it K RE L 3
<length> 5, HHatehiitin.

+MQTTPUB: 0K

B
¢ AT At > FREIR, R RR T R S SRR X, R T S DA B4R (CR-L),
* 02 ESP32-C2 MQTT % AR & N AN E, AT E R &7E ESP32-C2 MQTT 77 Fi & lin s .

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/", "User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4bf5218070413"}}
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5. 30 MQTT i3
RS

’AT+MQTTCLEAN=O

N . :

’OK

44.3 J&T TLS [y MQTT &% (i 2B MQTT {URH)
PAR 7 B[R] (W ESP32-C2 JF by, Horp—3uffoy MQTT %Al (S MQTT A& fith), 73
— P2 MQTT 3T % (UERN MQTT il & f ).«

NBIAE T W 3T TLS A MQTT %42 15 /efETE 2l — M 4H MQTT 3, ik MQTT LR
IP #bhlh 192.168.3.102, 04 8883,

By BIEPPAESP32-C2 MQTT & A7 3 kM #ME R 75 Z7E ESP32-C2 MQTT & A& A TRITT, DA
ESP32-C2 MQTT T f# ki #fE L 75 Z7E ESP32-C2 MQTT 7 & bt A TR W] o SR B A Hr 5]
FRUAEWR s A, DR BAE A 2w AT B 2 i A A T o

1. PEERFIXH SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

i Y <

’OK

2. #¢ifi] SNTP Hi}d],
e

’AT+CIPSNTPTIME?

Wi K7 -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRAYAESH) SNTP £5 R v 585 _LaRm i o AN .
o PR SNTP i i) — & & E LA RUWETE], ANGEE 1970 4F K 2 Fi i B a] o
o E BRI T AE TLS AIERHAR IS IE A %50y .
3. WE MQTT M g k.
ESP32-C2 MQTT % i
s

’AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

M B -

’OK

ESP32-C2 MQTT i] %
s

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

i B -

[ox
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4. B MQTT JE3% R
o

’AT+MQTTCONNCFG=O, 0,0,"lwtt", "lwtm", 0,0 ‘
N . :
[ox |

5. #H: MQTT fURH.
i

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘
N . :

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK
AR
o fEI AR MQTT B4 5 MQTT 03 IP Hudik ] g 5 ik & H A ]
6. 7115 MQTT =45,
ESP32-C2 MQTT ] {3 :
i

’AT+MQTTSUB:O, "topic", 1 ‘

Nl .«

[ox |

7. KA MQTT {5 E (F4FER) .
ESP32-C2 MQTT %A%
fird:

’AT+MQTTPUB=O, "topic", "test",1,0 ‘
M B -
[ox |

BEH:
* 2R ESP32-C2 MQTT %Afi& i AAHE, LA MEERF&7E ESP32-C2 MQTT 1] & dindi s -

’ +MQTTSUBRECV:0, "topic", 4, test ‘

8. KM MQTT #4%.

’AT+MQTTCLEAN=O
Mg J3

[ox |

4.4.4 3T WSS Ity MQTT &4
AR (] B W ESP32-C2 JF e, Horp—IRAF2 MQTT %eAii (U/EH MQTT LAEME), 7
—BfE MQTT 4T g% (AU MQTT AT M ().

NPT ] BT WSS 1] MQTT %8, MQTT fUHiE 44 mgtt .eclipseprojects.io, Wi
A matt, Wk 443,

T PPRPPAESP32-C2 MOTT K A7 & I KA #AE i BEAE ESP32-C2 MQTT %A & i AT RIAT, DA
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ESP32-C2 MOTT T & JF LAY #AE L 7527 ESP32-C2 MQTT ] B i AT RIAT o R4 1A e il
FTEMR SR, 5 B R AT 2 B AN 1T B S AT o

1. P ERXH SNTP R %48,

Py N
g

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

M B -

’OK

2. #rif] SNTP Hifa].
e

’AT+CIPSNTPTIME?

Mg [«

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

L
o TRAYEL) SNTP £5 8 0] 685 _FaRm i s AN [H] .
o PR SNTP i [i]— & & H A R IR, ANHEE 1970 4F K2 Hif B B A] o
o BRI N THE TLS IATER R ISIE 5174 %5030
3. WE MQTT AP EhE.
ESP32-C2 MQTT %1%
e

’AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,"mqtt"

i B ©

’OK

ESP32-C2 MQTT 7 53 :
iy

’AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

i B«

’OK

4. EH MQTT L.

’AT+MQTTCONN=O,"mqtt.eclipseprojects.io",443,1

i B <

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443"," /mgtt", 1

OK

L
o ET A MQTT ACHELE 4 5% MQTT A3 IP ikl Al ik 5 _FiRdr A .
5. 37 MQTT /3.,
ESP32-C2 MQTT iJ {3
e

AT+MQTTSUB=0, "topic", 1

M B -
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’OK

6. %:Ai MQTT £ (F4FH).
ESP32-C2 MQTT %41 :

’AT+MQTTPUB:O,"topic","test",l,O

Nl <

’ox

LR
* Q2R ESP32-C2 MQTT %A M AAHE , A MEERF&7E ESP32-C2 MQTT 1] & e -

’+MQTTSUBRECV:O,"topic",4,test

|

7. XM MQTT 8.

’ AT+MQTTCLEAN=0

M B -

’OK

4.5 MQTT AT &8; zo73 61

AR BN AR @ L AT fir %X AWS IoT,

R A KA MQTT AT ar AR E, TS FMOTT AT & 4% . fRTF20E L 5 AWS IoT JF
KA AL AWS 0T,

TR IR PATN AP BR T ESP-AT 551 ESP32-C2 i #iEH5] AWS IoT.

o I AWS IoT 3% B3E 5 vA B endpoint

o f& F] MOTT AT 442 F R E)INIE i 35 AWS loT

4.5.1 M\ AWS IoT 3RHUUE45 UL B endpoint
1. BRI AWS ToT 5 GikS, PAMYZ ToT Core services,
2. ¥ HR A AWS ToT %5 P Egui Bl AWS ToT 5l . S ANER
AR E PAS DA N UE BRI S

* device.pem.crt (IX£FEF)
« private.pem.key (FL5%41)
+ Amazon-root-CA-1.pem (1R CA jF45)

3. MR SORY SR AR EGG AL (endpoint) DA K 1 A ANALE 1 TR AR 4 90 1 B e

I SRS RN “xxx-ats.iot.us-east-2.amazonaws.com” ,

ik SRIVABUEAE AWS ToT JF RN R DA R ARG v R B A — SR 2

* AWS IoT 5 2 A DA AUA FYRET . FPAY]. FIRUET.
o A RAMTEE UL o
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o DICH B PEAR 2 M (Ohio).,

4.5.2 f§il MQTT AT iy A 2% F AU AUEZER: AWS ToT
Brur 15
T4 ESP-AT TH2, FEHUATU T #4E:

o ffil] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffif] device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e fiiffl private.pem.key Fft customized_partitions/raw_data/mqtt_key/mqtt_client.key.

ivERGEsR AT 1R

%1 ESP-AT Tl H DAM T AT &5, IR B PEbEsR 2 i ESP32-C2 s . BT MREZ (L, WS Ak
%% ESP-AT L42,

il A G ESP-AT TARRHAIL TS, T EHEAN AT fir SR AT, B2 4o 7 2
# PKIBLE .

5 H AT iy 26455 AWS IoT

1. %8 Wi-Fi £i34 station.
i

’AT+CWMODE:1

Nl B <

’OK

2. ¥ AP,
i

’AT+CWJAP:<ssid>,<password>

Mg i«

’OK

3. % E SNTP Server,

’AT+CIPSNTPCFG:1,8,"pool.ntp.org"

M .

’OK

4. #%if) SNTP B[] .
e

’AT+CIPSNTPTIME?

M .

+CIPSNTPTIME:<asctime style time>
OK

B :
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o JLHFERASHY <asctime style time> DAZ R % B X B SERFEFIR) , 75 00 5 PRAAIE A 500 1 3 B0E
BRI
5. &E MQTT H )@t
s

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""
M 3.
[ox |
AR
o AT+MQTTUSERCFG H45 — ¥k 5, BRI AE, ANAJE M.
%4 AWS ToT,

AT+MQTTCONN=0, "<endpoint>", 8883, 1
M B -

+MQTTCONNECTED: 0, 5, <endpoint>, "8883","", 1
OK

BiHA :
o AL <endpoint> Z:%5 Hh IS 451 <endpoint> {H .
o JCYATE R ] 8883,
7. AT FHE .
’AT+MQTTSUB=O,"topic/esp32at",l ‘
M. :
Lox |
8. KAHE.
’AT+MQTTPUB=O,"topic/esp32at","hello aws!",1,0 ‘

Mg |3«

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

ABIH

Eﬁﬁﬁﬁ%@?:

1. ESP32 i H i
2. AWS j El,u

4.6 Web Server AT 734

AR EZENZ] AT web server IR, 29 L AR LA T I B2 -

Wi-Fi fie. 1

T OTA B 5+ 4
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client i

Subscriptions

Connected as lotconsole-1642593579651-0 -

topicfesp32at Export Clear Pause

Subscribe to a topic

Publish to a topic

I topic/esp32at

Publish
Specify a topic and a message to publish with a QoS of 0.

topic/esp32at Publish to topic

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!

Espressif Systems

234 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 4. AT #y2 R

o &R AZ AL R AT Wi-Fi BRI
o & A MAZ AR/ BEAT OTA B 2%

» ESP32-C2 1# ] Captive Portal =%

iz BROAR AT BE{EIEASZR: AT web server [ZNRE, 155:% Web IR %% AT 44 J3 %IR8

4.6.1 fEHIFGLES LT Wi-Fi B
(B
@i web server, FHLe PC nJ DABEE ESP32-C2 ##) Wi-Fi JEH 5 BL. 80T DABE AT F-HL ok ol il 25 45

3| ESP32-C2 ¥ 51y AP, @i W VEARFTITRCM M 0T, f-FF Wi-Fi BB B ik 4y ESP32-C2 5%, A5
ESP32-C2 SRR AL BLA5 BB 18 2 RO th s

Wikt

BATRRAE AT DA AR =2

o B iE ik 4% ESP32-C2 % &
s ARAR B R ERA L

DG CT AT

MC B 7 i 42 ESP32-C2 Bedy ¥ 4G, b kMM s s ESP32-C2 iy, ESP32-C2 i B BN
AP + STA Bz, H-BIH—4> WEB RS54 FMHF M EE , X AT 6y 40 :

L EBRZ BIRIECRAEE, PR RRICM AR, ATRER AR AR OR B 2 R RO L L5 B AT 52 WEB fiik
S5 as ok,

¢ Command

’AT+RESTORE ‘

2. Jit'® ESP32-C2 #4454 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3 ‘

3. iX'E SoftAP 1y ssid Fil password (15 B ERIA 4 $E ssid N pos_softap, TCEEHY Wi-Fi) .,
¢ Command

’AT+CWSAP:"pos_softap","",11,0,3 ‘

4. (EREZ .

¢ Command

’AT+CIPMUXZI ‘

5. fi] g web server, ugl1: 80, f KIEHEHIE: 25s (BRIAFK N 60s).,
¢ Command

’AT+WEBSERVER:1, 80,25 ‘

G, B Eidar 4 JE3)h web server Ji, FTIFRCI e 10 Wi-Fi ERZIIAE, 4 ESP32-C2 i H) AP:
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WLAN [ @

Al A WLAN %%

pos_softap
EERE (Rrl_LM)

)

1: %3 ESP32-C2 AP

i YXIJZESZzJéﬁLI_Jh B TERCM B R 3] ESP32-C2 45 J, BIInl A& i% HTTP 3K, o & A AN

HAsfE R (R, DUISASEC MR SCHRFEC M VE M Rr i A AP, il QSR (s FALiE 4% 5] ESP32-C2

) AP, MW%HLT AUAE N ESP32-C2 B Fr AN . ) E‘?ﬁd %%EP%J/\ web server BRIA[F) TP Hihl:

(A5 5 B ESP32-C2 4 1) SoftAP IP Hidil . KAk 192.168.4.1. %] DL AT+CIPAP? fiy 47524

Hi) SoftAP IP #ihit), FTHFHC I FEIT, i A PR 6 th 27 A ssid paSSWOFd sl TR REETHF
Gl ML

HI P AT DA C R DU e SSID i AMEAG J5 Y N HIHE, A7 ESP32-C2 fHpfhiiy AP 513, w#Hip
AP JHii A password J5, iy “TTAAECI” RIFATEEhECR -

MTIACIIES A TR B S B s A

BEWI L BCRBS, WOTCR B b, ARSI T, TR A ESP32-C2 Ay TP Hulik, T
BETIF R

[, AEAR H SR an e R

+WEBSERVERRSP : 1 /] REKE BN

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O REM Ak BB R4 %, it T NE K wEB ¥

AR BC R I, R R
I, FEES D R 4 5 6L :

+WEBSERVERRSP : 1 /] REKE W]

%l n%ﬁk%@ﬁ%&u&%‘éﬂx IP #yf5 B, MCU_
SN EK R AN E EE i, 0 %

>'f$

LB HERR
VEWT 10 B TR RN R “BUE IR RN . TE A AT ESP32-C2 Mt Wi-Fi AP 2B IEMTE, AKX
AP BIFH RELE, HHIAC 25 A LA AT 6529 W3 5 web server,
4.6.2 MRS T OTA [ fFF-9%
iy

W YT ESFTIF web server RIS, W ABESIE A OTA FRE T, 828 90 5T FFEH F 43 X o [ 2k 2
B KRS R ERIECE (S5 SR e T 237 PKIRLE TIEZIEHHE).
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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Wikt

T OTA T E &\
RFERITH SR

AR AR
RILOTA #5 R

FIOF OTA ¥ viim i, sSEMITA M “OTA FR” #0i, F1HF OTA e L5, W AEAE 4]
[l A . AT Core i

PEW 1 Y30 AR HE ESP32-C2 Bibk ) AP, =315 OTA JiC B UUTHI 415 % -5 ESP32-C2 B IEHEAE
[l A>T Ry, A AT AT S 5 T

eI 20 WU BRI CURTE R S EOH P R Y AR RS, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% Kib4iF ESP-AT 1T.42)

WHGRAS S, B ECECAR S I RRA CAR DA T B R PP R AAS o
PePf BEATFI sy X N, mialy “Partition” NRIHEAAREUIA AT ATH I 23 X :

Be KRR np, Rl SRR RN SR, R R A AR -
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL X BRR B E A TR A . B 44 B S B0 L bin, T EROR R
K/NAREHR partitions_at.csv XHHE X ota 4K K/, A XHCHETEAFEE, ES% X
Ry 4o T3 o — AN F7 04 420 3.

BEW] 20 XFFHE X, M SRR E IR . A RS Bl cbin. IR E R R
INAEGERLT at_customize.csv A HE XA K KN B RZISHERTEAE S, 1§55 4T A

AR OTA £ e, FEPEARR, FR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF B ER ota B 4 H e
+WEBSERVERRSP : 4 /) REFR G B, ota B 4%

AU OTA AR RN, i “THRM, R e E:
[, AEHR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ot B K
+WEBSERVERRSP : 5 /) REkBKRE ota B KX
~HERET, R LR P EHT o2 BHEAL

W, FP B EFHATA OTAL

BEW] 10 XHF ota 73X, FREIATAT+RST )5 ESP32-C2 DAR BT 1T

BEW] 2: ESP32-C2 AL EIY ota BEPFNE . (A K HIE e K EENE, FrATa iR
Hog s K A A IR

4.6.3 IS/ DR T Wi-Fi ficH
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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R’

FrREW, BREEE
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P&l 10: 7 R T 14 Ak 2R K
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wifr

B2/ P R0 3 o B/ R FE B2 ESP32-C2 246 QA AP, FEIT A B2/ IVEL P 6 7 B RE B 1) AP
= {42 ESP32-C2 B4, ESP32-C2 Al it i RErs B FE BB RTRVA0 AP, i A1 15 /IVEL i i 0 45
ARSI E

H % ESP-AT SUfE/MEFFRT 2024 45 12 J] 31 HRAL. FERCIE], GSMchr ™ b O ReAg . it )s
DA, BOSECR REERTST, FATRIBRHCN SR ST AT 2, IR BRI SO

Wikt

BEATELRAE AT DAY A LA U2

Bt B ESP32-C2 % & %3
e BT AT

H 7 AP it 45
FATE A

MLFE ESP32-C2 et S8y 7 ik/MEfyiEH: ESP32-C2 i35, ESP32-C2 U5 LHCE N AP + STA #it
X, HAE—A WEB IRF5&HERMEFER, XIVAY AT @&l :

L BRI, AR RRIC AR B, RTRE PR AR IR B 22 W AATICEL (7 AT 52 WEB fiRk
S5 an ok .

¢ Command

’AT+RESTORE ‘

2. it '® ESP32-C2 #4454 Station + SoftAP izt
¢ Command

’AT+CWMODE:3

3. iX'E SoftAP 1y ssid Fil password ({135 B ERIN 45 ssid A pos_softap, password >} espressif ) .
e Command

’AT+CWSAP:"pos_softap", "espressif",11,3,3 ‘

U WS/ EFEERAA ] ssid Ay pos_softap, password “Aj espressif ) SoftAP & Atigds, Hhfs:
K ESP32-C2 P& Y S04 It R Ie B A T8

L (EREZ .

¢ Command

’AT+CIPMUXZI ‘

2. B web server, Uil : 80, FRATEHEMIT]: 40s (BIAHK N 60s).

¢ Command

’AT+WEBSERVER:1, 80,40 ‘

IR/ DEDT  ATIFFHURLE, R T TR —4ERD
FIOPRUR /MR, SEABC R B -

Espressif Systems 247 Release v2.3.0.0-esp32c3-824-g8b01b678f 1
Submit Document Feedback


https://www.espressif.com/zh-hans/contact-us/sales-questions
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 4. AT #y2 R

IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

HE.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 =

—
— e . B
B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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666888666

Message

BHEN RS

P 19: f A AP S
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2. BB, AR R “HERFILRTT BN )G, A ALY G E 2978, i ESP32-C2
BRI H Bl R B A RO AR i

@A SSID

666888666

Message

S

AR FHAS

&l 20: JTURiEHE] AP

3. EBIW%%E/JV‘F J7 BT S8 DA B HR 1 i 1 B0 5t 5 B “Rr AR H AR AP AR ASHLEC R T
L —FE, Z% L3

5 WL BB
BEW) 1 W TR R RS CBE R IE R . 15T ESP32-C2 FEEL) Wi-Fi AP B IEHTF S, AKX
AP PUAHERLE, AT L5 A IEMA AT 62 213 H web server,

PEW] 20 FEP TR S T H: AP RIS R A LM B A Wi-Fi BRI E R BT IT, K ESP32-C2
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEWI 30 FCR R R ARG RAER Wi-Fi FCE 7. i Tl TALIERE ESP32-C2 ik AP, 1
A ESP32-C2 Bl ssid, password E.'ééi’ﬁﬁﬁti?ﬁ*ﬁ@%iﬁﬁ@ﬂﬁ

4.6.4 (A DR ST OTA WfETF2

Bl /BT S 50 L ESP32-C2 A BIPE L, 1§57 Lkl B ESP32-C2 i 4 5 O LIRS TR
528 ESP32-C2 B (WS CALER M SE SIS, AN TR, SRR, BT OTA
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W TH AR5 B I BE 4 AT OTA [ PFTHRRML, WS 1 A ) W 35 24T OTA Bl # I+ 28

4.6.5 ESP32-C2 i l}] Captive Portal JJjHg
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

J&i ] Captive Portal BHAESS , 5% | iRBL M 1% &% 35 ESP32-C2 3% & (R HAR AL BR 52 i ESP32-C2 Rl iyl
B, RJG I ESP32-C2 4511 AP:

WLAN @

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

n k&, station L ATIEHATIT Captive Portal JyFERY ESP32-C2 451y AP J5, #/R “f$8srANIE", )5
S5 BTN SR, FEBEREE) AT web 0 FLIiT. 4R AEE SUBKEE, TR station A MR, At “IA

HE” g b BRI RY “pos_softap” # S ZFR, F-ahifilik Captive Portal H #l$] X Wi #, #)\@J AT web
FEE AT
W B HERR

BEW 1 JEAEAUT (station ¥4, AP %45 ) #B3Z¥F Captive Portal DJREA REARUEZ IR IEH A, Bk, %
u% 4% ESP32-C2 %451 AP FEHE/T CEEFANIET, FHEG EsziF/\@J AT web [ T 5L, FIAE
12 station %45 AN IFZINRE, I, ES % Fadak R R 2R B M AS 8 1 ER S E T 33T T AT web
FES TR

4.7 HTTP AT 541
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AT BRI ESP32-C2 i BIZATHTTP AT 4 4 5 v QI HEA R Bl o

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.7.1 HTTP % pii HEAD 52K J5 1

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.7.2 HTTP % jui GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
(FIgk%:)
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(£ L£50)

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

473 HTTP %) POST Wik itk (GEMT POST Aitkei)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«

Espressif Systems 260 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


http://httpbin.org
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 4. AT #y2 R

WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.7.4 HTTP % ;355 POST iRk itk (et k)
R G POST Wi EAI M K £, B4l TH & AT AR K M 256, W)@ 3 & A DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.7.5 HTTP %y PUT iR Jiik GEM T ICBdkifse)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.7.6 HTTP % PUT §5RJjik (Mt i)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(N oiakzn)
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(£ L£50)

by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.7.7 HTTP % jii DELETE 2K J5 1:

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT: 282, {
" args ". { } ,
"data": n "’
"files": {},
"form": {},
(N oLaksn)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.8 Sleep AT 753451

AT N ZHF 25 BBV AT/ ESP32-C2 25157 fi BRI AT fip I B BRI

YN
o f& Wi-Fi 2 X F % & A Modem-sleep 72 X,

o & Wi-Fi # X Fi& & A Light-sleep 12X,
o X # A Deep-sleep 12 X,

4.8.1 fifr

ESP32-C2 Z RSt i A PECAR, W DAEA [ R f A [ U4, 2407, ESP-AT SCHFLAT Y
FHOFER (2 RIRIEA G S5 BRI ) -

1. Active Bigh: WAL T TARRES . AR, ZH R E S

2. Modem-sleep #izl: CPU W[iafy, HFBhl#ilcE . Wi-Fi BA7. W 3 FUEH A .

3. Light-sleep #ix: CPU {5217, RTCJ’?—@%%%%MWM&ULP VML PR AT . AT A e i =
(MAC. FE#L. RTC @ZHf#§s /N W) # Ml b

4. Deep-sleep fHz: CPU AR, N RTC f7fifigs fl RTC AMEALT TAERRES.

BOATE LT, ESP32-C2 AL RS LENEUEA Active B, 2 CPU ANFE—E TAERF, HIHANERFINR
BRI , ARG AT PAE AR FER

ESP32-C2 [JIh#E, S5 ESP32-C2 RIS BARKAME 13

i
o P B IATE Wi-Fi *ﬁiﬁﬂﬁﬁc B ESP32-C2 1% i A HEARAR .
o IR Wi-Fi B0, HfF station B Modem—sleep #izUHl Light-sleep iz,
o MT W AR T Light-sleep i, HHRIMNBAEAE 32 KHz Fifk. W1RAMNEBAAELE 32 KHz
iR, ESP-AT ¥ TAE{E Modem-sleep #={ .
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iy ik

G REI S A o B R T, B ARG A i AR S AL A T
WFERNS% TR, (R, BHPITRBARE T ESP32-C2 , SNHICHIFYEHE.)

Digit Multimeter
DC Power supply

@ ESPRESSIF

] 22: ESP32-C2 Fii {443

4.8.2 1t Wi-Fi BizX, F % ¥ & Modem-sleep 5=

1. %5 Wi-Fi 2 station Bz,

AT+CWMODE=1

M B <

OK

2. e

iy

AT+CWJAP="espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

K
o fki A SSID FIERS T REER iy BRI o 35 68 SR % b 5 ) SSID FIEERS .
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3. RIS, Modem-sleep Bt
o

’AT+SLEEP=1

N . :

’OK

e
» RF ¥i4% AP ) DTIM & 560 (B hgs— i & DTIM A 1).

4.8.3 At Wi-Fi Bi, F % ¥ & Light-sleep iz

1. ¥ Wi-Fi 4 station #5,
A

’AT+CWMODE:1

Nl <

’OK

2. FERBKHAS. BCE KT 3.

’AT+CWJAP:"espressif","1234567890",,,,3

Nl i«

WIFI CONNECTED
WIFI GOT IP

OK

K
o fika AH SSID HIEERD ] BEER_Eid iy & AR IR o 35 68 SR % b 5 ) SSID FIEERS .
3. BERIREEACN Light-sleep 5.

fir s

’AT+SLEEP=2

i B <

[ox

i
o CPU £ HahRHR, RF MSHRIGAT+CWIAP BB W T IH) B 52 3 54 P

4.8.4 V¥ k Deep-sleep fis

1. P BERIRAECH Deep-sleep #x . % & deep-sleep -} [a] 5 3600000 ms.,

’AT+GSLP=36000OO

i . <
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OK

LK
o BOEMEENG, BoAr E S, ORI, SRS N AT .
* T Deep-sleep #i3, ME— ML 5 {4 7 IR o
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ESP-AT iR AR 4

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

<major>.<minor>.<patch>.<custom>

Hrpe

y <majc;2>§ﬁ~7£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA

271
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA
5, ARSI

<major>.<minor>.0.0

oo

o <major> N FEFMA. Bl release/v4.0.0.0 RFEFHEKREH, WEOQIES | ADIGG A S H.
BRI A EHE R

o <minor> KRB A, Bl release/v3.3.0.0 fCFARIER, WE L5 Piessm: . ESP-IDF
WA TS . 1R RS SE

WHRNTOUT, FrAAnn AT BPERAE LA S LT 2R, ERIRA ERE)S, 2K AT B
] % %A1 73 52 %) GitHub,

o SHTRREIT SO H S AE master 43¢ BT, ARG EIRAI D L.

o BB S H S AE master 7} 30 EHHT, WISRMETVE, SEHFEIRAS S E.

54 2RIV

ESP-AT {1 1~ 1 BEMA RV BERLA AT AU 0 S FEIIIR . SRS | WA L SR, KR R
{ft 34, 1 ESP-AT 23T ESP-IDF JF& 0 H , [Hit ESP-AT 13 f:-01 L2 32T ESP-IDF () 345
AR, 43T ESP-AT & MAE BT :

AT fRA& (Bt | X E41& A& | IDF R IDF T3 HARR AL | AT #rhRAE KT
i&] ) A dl
v4.0.0.0 ESP32-C6 V512 2025.12.30 2025.7.30
(2023.12.29) 2025.9.30
v3.4.0.0 (2024.6.7) . Espa v5.0.6 2025.5.29 igggézz.?
« ESP32-S2 -
v3.3.0.0 (2024.5.9) . Espaaca | V306 2025.5.29 ;8545;.;22.;9
« ESP32-C3 -
3.2.0.0 ~v5.0.3 (24b9d38) | 2025.5.29
Z2023 7.28) * ESP32 Y03 ) « ESP32 & %
e « ESP32-C3 1o IR A
v3.4.0.0
. ESP32-C3
& & 7 A iR
K v3.3.0.0
ESP-AT 2% % A fiuAS 32 R I0IR A F

o SCRRARR AR 551
WM AT BATiZO B AT BTG, 20HRIEMZ SR T —A4 AT A R ik, F—
A~ AT JRAS Y KA [R]85 7R 100 F A R TR B8R, s X)) ESP-IDF 37 7 40
B Z5REILAN A (AT EAULE A 400 A %Y ) ESP-IDF U4 )
o STRFHARR 0 23 1
WHENMRS WG R, F1Z0 5% ESP-IDF SCREIFR 455K (AT RAuiB g/
A%t 7% W) ESP-IDF fft4%) . 40, ESP-IDF v5.0 {32 #F 1 BR %] 2025 45 5 H 29 H ,
H82, ESP-AT v3.0 ~ v3.3 4 R3] 2025 425 H 29 H.
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Service period (Recommanded for new designs)
Maintenance period

v4.0.0.0 ---------- 29 f])ec 2023 30 Iiec 2025 -
4 _ | | | | . | | |
« i i i ; H ; ; 1 1 ; i
g VBA00 7 Jun 2024 | : 29May 2025 0o
[ : ; : : : : ; 1 : :
= i i i i . i i |
< : 5 5 5 i ; ; : a 5 :
A V3.3.0.0 roreerrerieree s MIAWE 2024 ; 29 May 2025 - ---eeeordeeeeeeee oo
v H : H H * * ¥ . ; : H
23] : : : : ! : : :
v3.2.0.0 - 128 Jul 2023 § § 7 Jin 2024 | . 29May205
i i i i i i i i ; i i
2 X S [ B ) < ) ©
© o° W & o « N Sa o° W
Pl 1: ESP-AT JiAS SCRHIRR
R

o —H AT RZAAHIIA, MIHBAR SRR RIIR SRS R, #EA SRR 431 .
B, AT %15 T v3.3.0.0 A (%4F%F ESP32-C2 1 ESP32-C3 :f5 1+) , #4 ESP32-C3 1)
v3.2.0.0 MUARY SZRF R AU AR 55 45 o, HE A SRR 4EH3 5 ESP32-C2 ) v3.1.0.0 Jit
AP SCRFIBR I RS BIEE R, i A SCREIBR A 4E 311 .
o N4 GitHub K5, 51T5 AT pa R4 A, GitHub RFS7EBNRCAS A& 70 B B s A . 43 A
[ AT [&{44 Bugfix MUAR LA, 1EMUT T+ 2% Bugfix U4 B9 RLk] .
o TER PR A R A L R T, ERC T T R A R AR
o TECFFBIFR N B ESP-AT A AKRF4RZEAE GitHub 1) %154y 32 T E % bug B . LB R 5,
H AR T B 0 A AT B Bugfix B

5.5 FE 401 AT EPERAS
TR LAT+GMR fr 5255 AT BIRAME L, BHAT+GMR 4 FIS B0 TREZ 54,

5.6 TPy AT JiA K Au

o B—W: BFMuy GitHub W5
o B PFL R ILayilfe
s H=F EHAEA LR

5.6.1 i5—3b: BaEN GitHub iK'S
TEFFIEZ B, 56 BRI GitHub S B3 I K 70 T 2 A .

5.6.2 b dEPEE R
i) ESP-AT O, Sy A A watch, Ffdy Custom.
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= O espressif / esp-at Q +

<> Code () Issues (98 i Pullrequests 12 ) Di 5 (® Actions 3 Projects

@ esp-at Public Edit Pins Vatch 50 = % Fork 684
Notifications

¥ master - ¥ Goto® -+ Participating and @mentions

Only receive notifications from this repositon

when participating or @mentioned 1 for ESP32/ESH
@ xcguang Merge branch ‘bugfix/. IIESP32-
All Activity
) Maotified of all notificatior
B .github "
Ignore

B .gitlab/ci Never be notifi

B bootloader_compaon... chore: Updatec Custom

components
docs
examples

ETN
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5.6.3 b @il kA ]

£)3E Releases F 51 Apply.

O espressif Q +

<> Code (-) Issues 98 I L) Discussions () Actions [ Projects

@ es p-at Public 4 ¢ atch 50 % Fork 684

< Custom

¥ master - P , Goto: , I'I'I
1 for ESP32/ESP
xcguang Merge branch ‘bugfix/. Issues IESP32-

Pull requests
.github meleases
.gitlab/ci docs: Added the ¢ Discussions

Security alerts
bootloader_compon... ’
components

docs

examples

main

P 3: gAY (RETeR)

DORERESE I 1T AT KA. A8 AT AR Sy, o203 GitHub AYE AT
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Chapter 6

Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ARSI 21 T A A s 4% ESP-AT TA%, FFH52E B [ (- be s 3] ESP32-C2 e o 2M43BIARY B 7
K AT B TOIRI R R ORI, SRR A LAT st v iy AL K 45, IR 25055 24 ESP-AT ik,

WSRA S5 ESP-AT TAEA NAE, s 2B s U ERe /b, e i bo T & GitHub R 70 _E %%
ESP-AT 1 4%,

6.1.1 PEANDER

TR S RN IR, SE ESP-AT TAREM il . FAEEZeas . BlE . iAok, HERE I Sk £
Linux &5 % .

% —% 1 ESP-IDF Brig AT
% =% FRIESP-AT
ER A S £
Foad: EHERE

o BLHE I42
Foxd miF LAz
HXW REIRE
build.py Bt ik

i
p
S

6.1.2 5—3: ESP-IDF $RiEAl]

TE4i1% ESP-AT TR i, 555> (i i} ESP-IDF, [} ESP-AT 23T ESP-IDF JF 4 1) .

T MR ESP-IDF v5.0 B A 1] S0RY 99853, 5EM hello_world TARMIECE . SiikDAN T o & 5
ESP32-C2 JF AR AF A PR

ik WAL, (HUREGRP)E, SRS St IR, PARAZE ESP-IDF J-#f (R I 7
FIA T 5K

SE_E—21 ESP-IDF YU A1), 0] AJTAG TR ESP-AT TR S
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6.1.3 5 2b: 3KHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
T ESP32-C2 ZAIHRAH , HEFEDAEHE RALRiz4T ESP-IDF 5.0 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
HIBIABRAE N Suserprofiles\esp. A DAKF ESP-AT 2R AL E AR T, (HIFHEEAE MM iy
AT B . R, BSP-AT ASCRFl A 2 I AR .

6.1.4 552 RAEIRBE

BATUH TR install R, M2 % TR K B 32 R KM Python £, ESP-IDF 63 J% DA K
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

URR A — LR BT, 170 ESP32-C2 B bdf LA T e Bk il .

e YE¥ Platform name, 40 ESP32-C2 £7%)ik 514 PLATFORM_ESP32C2, Platform name
Hi factory_param_data.csv & X .

o % Module name, 11 ESP8684-MINI-1 4MB f5i4H %4 ESP32C2-4MB, Module name [ fac-
tory_param_data.csv & X,

* JHHEEE silence mode, Jo JHIPRAMNER—L8 HAEFF B FEFR RN — MG 00 TG4 .

* {5 build/module_info.json XMAFTE, LR =AECERTEASHI. FHit, WREHE
BB EALAAE R, WM IZ S

6.1.5 DUk Rk

fii JH USB 414511 ESP32-C2 #1443 PC I, PURNEREMFs it HAE, W5 1E W tEds. W2, W
REHE IRt AR AR 3% AT ey AR AT WL, WIRTREEN, “AT MR E8%. T HEBRERIA
i VG Bl % 4o TR B AT 58 0 5 i
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6.1.6 5hib: FCE TR

2f7UiH T.H menuconfig A HE .
 Linux B{ macOS

’./build.py menuconfig ‘

* Windows

’python build.py menuconfig

R PA_EFTAT A BRERIERR , DU 2 L T T Y SR B -

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
security features --->
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

1 TR -
MR IO KIEIL T80, AVICSAT G, RS TSI ARSI, A4t
i HRBRA B TR
6.7 A Gk IR

BITPA N A2 gmit LAE .
e Linux B{ macOS

’./build.py build

¢ Windows

’python build.py build

WEAREH TR IR, BERS SRKRIE. AR E AL ota 7} KK/
¥ RTE build/ factory BAR N AEMIT QIR EIF. EZEEHS LESP-AT B 25

6.1.8 S5Lib: RekSIBes

IBATPAT a2 Re A2 U [ R4 5k 51 ESP32-C2 55 b
* Linux B{ macOS

’./build.py -p (PORT) flash

¢ Windows
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python build.py -p (PORT) flash

HEETE H ESP32-C2 W& R H AR e (PORT) » BUE % IAH/RE B E (b3 flash . 398 T5 %
HEREF (PORT)

% ESP-AT bin ANgE/E 3, F HFT B “ota data partition invalid” , %1547 python build.py
erase_flash REMRIEEA flash, IRIFHHTHE AT [,

6.1.9 build.py [}
build.py MIAEET idf.py M TH (B idf.py <cmd> TEEHMLEHE build.py <cmd> H),

AT LETTA R e BB 2 k.
e Linux B{ macOS

’ ./build.py —--help

¢ Windows

’ python build.py —-help

6.2 M4k ESP-AT T.f¢

SRR T Tﬁﬂﬁiﬁﬁ@ﬁéﬁi% ESP-AT TAHE. MERIAME 7 & A4 a9 B JovE 7oK, anfsss
BLFF 5 WebSocket 7y 7% - K PAImDNS 53 7t AP AR5 Bidii ESP-AT TA2 . IH W AR A IS B0 %5
ESP-AT T 4%, {HANSREAME @I H A WXE, WIS ARSCRY, @it 415 ESP-AT T%.

TR PIGUGRRNG AT BSIPE, G SRR A CIty™ i EL AT RS S e -
WPRATLE PRSI R B 8RRz, T a2 n] e A .

6.2.1 TEANDER

TR N TGP BR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K ik .

%— BRI GitHub K5
% =% Fork ESP-AT T3
% =% R GitHub Actions 7 5%

Fv9d: B E 4hiF ESP-AT TAEFfE 69 % éﬂ
AW ARA github.dev % % 3545 B Ao 1 XA
%<1 GitHub Actions %35 AT B

6.2.2 45— BN GitHub Ik

FEIFURZ W, 550 Bor Y GitHub K5, [RS8 (75 28 SRR

6.2.3 45 p: Fork ESP-AT T /¢

Vil ESP-AT @0, midi i A B Fork,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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piifi Create fork EHlXAER H W GitHub K5 . ERIARY Fork {#% Dl master 4337, U0 TR E AL
FHEEW D BN, WHEGE 2% Copy the master branch only.

i1 Pull requests

Create a new fork

Owner Repository name

° ustcew~ /[

By default, forks are named the same as their upstream repo . You can customize the name to distinguish it
further.

Description (op

AT application for ES

Copy the ster branch only

Create fork

¥ 3: 41 78 Fork

6.2.4 5= JFK GitHub Actions jfig

MO FE R Actions 3 A GitHub Actions T [ »

Hidi I understand my workflows, go ahead and enable them j5/f] GitHub Actions.

V)Y

J& ] GitHub Actions 52 Ji% .

6.2.5 PU: PCE 4k ESP-AT TR HEN Y]

ﬁn;ﬁ,mﬁ Espressif OTA server [l il OTA token, Ff H.F5%(di ] AT+CIUPDATE 4 T14% AT R, 3R
éﬁ%mﬁlﬂﬁbﬂ% =, Ll}(,u\mﬂﬂ CONFIG AT OTA_SUPPORT (H XEZIFHMEL, WSHF A
AR github.dev % 5% A5 P Ao KAL) B E Bkt AR B

J ﬂiﬁ‘ﬁ??ﬁ’] Settings ¥EABE .
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

% ustccw/esp-at P

forked from espressiflesp-at

<> Code [ Pullrequests

ACti ons New workflow
I All workflows

Build ESP-AT Project
Reusable esp32-at workflow...
Reusable esp32c2-at workfl...

Reusable esp32c3-at workfl...

Management

E; Caches

% ustccw /

forked from espressifiesp-at

<> Code [ Pullrequests

¥ master ~

H A AT TAE

<z Pin G>Watch 0 ~ vy Star 0

() Actions [ Projects [ wiki (© Security |~ Insights @ Settings

All workflows

0 workflow runs

)0

There are no workflow runs yet.

A 6: J3 i GitHub Actions 52 i,

<z Pin & Watch 0 - ¥ Star 0

() Actions [ Projects [0 Wiki 7 Security |~ Insights | Settings

Go to file Add file ~ <> Code~  About ]

AT application for ESP32 ESP-IDF

This branch is up to date with espressiflesp-atmaster. il Contribute _» Sync fork & ESP32C3 ESP-IDF & ESP8266

@ xcguang Merge branch ‘bugfix/relink_cause_to_crash’ int

B .oithub/workflows
components
docs
examples
main
module_config

tools

Espressif Systems

ESP8266_RTOS_SDK
m

s
w
O

L1

Releases

> 24 tags

B 7: pii Settings
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Hiidi Settings -> Secrets and variables ->Actions #EA Action it & T .

“ode [ Pull requests Actions [ Prc M wiki © ity |~ 5 Settings

General General

Repository name

esp-at Rename

Template repository

Require contributors to sign off on web-based commits

Social Preview

Environments
| Codespaces Upload an image to customize your reposi

Pages Image Id be at least 640

Dep

ecrets and variables

& 8: 3 A Actions [it & L

Eiii New repository secret 3 AZEEHA] 72 T .

i A Name FI Secrets, i Add secret fE—NHIEEH. HALRZELHENZ OTA token.
T B T BRI A AR AN

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

WRTFEHE Z AR S AT B9, WHEE DR, RN FERES, A %9008 58 s
TUE R .
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

el 9: 4 BH T
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tions [ Pro O wiki © Insights Settings

Action ts / New secret

Name *
AT_OTA_TOKEN_W

Secret *

Add secret

10: A% 4]

Repository secrets

8 AT_OTA_TOKEN_ESP3
AT_OTA_TOKEN_ES|
AT_OTA_TOKEN_ESP32_PICO_D4

88 GitHub AT_OTA_TOKEN_ESP32_S0L0_1

= Email n

AT_OTA_TOKEN_W

AT_OTA_TOKEN_WROVER

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 nizb: fEH github.dev ZhifH 75 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $T9F github.dev 44 23

IR GET 0, PR B MU 0 SE AR

(> Code % Pullrequests (® Actions [ Projects 0 wiki (J Security |~ Insights

| ¥ master - Go to file Add file ~ <> Code ~

Switch branchesltags % Ald ication for ESP32 ESP-IDF
master. 1 Contribute 2 syne fo & 32C3 ESP-IDF & ESP8266
[ | SP8266_RTOS_SDK

Branches g se_to_crash’ int

' master

Releases

> 24 tags

Packages

el 12: Ry 52

AL AL ., BT github.dev iR 2R TIT 70 SO AU

5.2 G or ¢

FEHEAA G, BRI 7 SR FR, FE R RR L, B BRI ) 23 S B A B 70 S A R

WG AR H 2 X

B+ switch to Branch, A,
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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-at/tree/master

produck/v

~+ Create new branch...
- Cn ew branch fr

1° master (default) -

shift + P

p

shift + F

OUTLINE
TIMELINE

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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Iy SR ESE N -

C { & github.dev/ustccw/esp-at/tree/product/v1.0.0

ESP-AT [GITHUE]
K5 .github
B components

E

M examples

M main

B module_config

# tools

.gitlab-ci.yml
readthedocs.yml
build.py
] CMakeLists.txt
R LICENSE
README.md

requirements.txt

[yhe) OUTLINE
Loa
Lt

TIMELINE

+¢ GitHub

Bl 16: 73 S BIE 5E

5.3 B WA

1& github.dev J%E28 PIE TS . BIANFF B WebSocket it 31 5% HimDNS hft, WIFRSEFT AR ZH AY it BT
{4 esp-at/module_config/<your_module_name>/sdkconfig.defaults M4, ¥INAITF4T:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

eGSR, Ry R EIE . A C SO S + BB

BSOS, AP E . Kl Commit & Push i3,

6.2.7 5,53 GitHub Actions 45k AT Wl

LR EN 2 )G, 2 B3k GitHub Actions 4t ESP-AT [, 152 4o T A GitHub T 3% #7
WGafRa A AT B PR SCRY, FEEITREMN AT B (HE: SORRW AP HRASE T H CIKS T esp-at
B EFATHY, TAZE https:/github.com/espressif/esp-at {32 )
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C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M x

SOURCE CONTROL madule config

#: AT
CONFIG AT ENABLE=y

Commit & Push |~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=Y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS _COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4071a65dd28b72656ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN NUM=5

CONFIG ESP AT FW VERSION="2.5.@"

Changes 1
[0 sdkconfig.defaults module... T3 9 + M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P& 17: B WebSocket 14371, 25 mDNS ZihE (fdimek)

C Y & githubdev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL module_config

# AT
CONFIG AT ENABLE=y

Commit & Push [~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a85dd28b72056ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c287f725de50d40871a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN_NUM=5

CONFIG ESP AT Fw VERSION="2.5.8"

Changes 1
[ sdkconfig.defaults module... T3 2|+ M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

Bl 18: EFEE (Raiiek)

C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

Y

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL medule config

20230321: Added websocket commands # AT

support and disabled mdns commands CONFIG AT ENABLE=y
CONFIG AT BASE ON UART=y

Commit & Push CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

. ) CONFIG AT WS COMMAND SUPPORT=y

hlfecanlia deraulisludl oo lia/ ot CONFIG AT MDNS COMMAND SUPPORT=n

Changes CONFIG_AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"
CONFIG_AT OTA SERVER PORT=80
CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a05dd28b72056ca7"
CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"
CONFIG AT SOCKET MAX CONN NUM=5
CONFIG ESP AT FW VERSION="2.5.0"

Staged Changes

# -Wear-Levelling
CONFIG_WL_SECTOR SIZE 512=y

B 19: 3l (maimeR)
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6.3 Il e AT % 1145 i)

AR T AT & el ESP32-C2 R [E 4 AT porr 5. BRINIEOL T, ESP-AT fii i i1~ UART £2
FEN AT 30 —NHTFRB HE (AR HES ), 55— T RE AT G AElom . (AR
PR R 2o ) .
AT 24 BSP32-C2 AT [, I H ARSIt & N, S iatitapy T & BUEL, A
FREZH A BB [ 5 WS BLE W0 ESP32-C2 345 1) AT b A, T2l T A 5E:

o %% ESP-AT .42,

* 7F menuconfig it & T E.5§, factory_param_data.csv FEk& A& k6] I 45 1) o

. BiFI AL,

o FFr0Y bin S REF L &,

ASCRYEE S AT R M, i BT B T R E P IR TR (R R

ik (O EEOMEN AT ar 8 6 2% (1] AT SPT3% 1, AT through SPT Al {1} AT B 7% 1 -

6.3.1 ESP32-C2 %1

ESP32-C2 AT [& {14 H 75 i 1 ATy 2 1 BT DA H € Ch HEEH, 25 (ESP32-C2 i R&%5 T
WY 2 F A A

sl H s 1135 D

BN T, ARZEH21LAY) ESP32-C2 AT [& {4 F DA UARTO 45 % i H & :

 TX: GPIO20
« RX: GPIOI19

TE4iiF ESP-AT TAERS, A {# 1] menuconfig Fe B T HRFHAZ MO H e 4 -

e ./build.py menuconfig —> Component config-—>ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config->ESP System Settings —> UART RX
on GPIO#

fEs e iy A i 115 D

BOATEOL T, UARTL T &0k AT fipQHHEIC AT Wk, HASHH & SCAE factory_param_data.csv A% H Y

uart_port, uart_tx_pin. uart_rx_pin. uart_cts_pin £/ vart_rts_pin %],
0] DAE FEAF factory_param_data.csv 3% H 5 Wi 1145 1 -

o FTITHEAHIY factory_param_data.csv,

o FRENELTAERIAT.

o IR ERE vart_port (WIERAHE AT HE RN HE AT ay4 10, WFEEE ST, R
JE N uart_tx_pin fluart_rx_pin fl AT HE D& —FE) .

o MIEFTEIKNE vart_tx_pin Mluart_rx_pin (EFEFIERFEESOER, REH TG
M, B3 AT HE DS R) .

o EANTREM AR FRIEYIRE, R uart_cts_pin fluart_rts_pin WEN -1,

o PRI
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6.4 #mAwe X AT w4

ARG /28 T QA ESP-AT TAREHIRIN P SCHY AT fip4, DA AT+TEST A A Bl jerm a0 3R
s BT o

HE LA . DIRE R @4 2/ 0HE LN IR
o T L AT 44
o GEM AT 44
XN G A 2 B AT O B O«
¢« ZiX—TFE
HAr P IRE T XTI 2% a4, ATARE () TR 2k ik 4.
o T LIAEH B
o RIS AR
o fukar SRR
o ARG L ey PAT
o M AT 65435 7 3R BU N 0% 2 9%

AT Ay 2RI IR AT, DA FESCPE MTECEE, EWR M B E X AT ar i Eal

6.4.1 L AT W4

TEE SCAT 21, e AT ar @ RYZFRAIZEAL.
iy A i L

o ORI + BT
o SHFERE (2, az). BT (0~9) BITE ST (L 5 L /L 1L D), BEWIIAT 65

No

B4 AT i iRZ W DAAPUFZER: Iikar S, il WEmSMITmS, EZHEESWAT &4

WG, EXTHRBEA L. B AT+TEST ORI R PURIREY, R E SRR 7R B A o

=45 A -
Wit 4 -

=
ad

uint8_t at_test_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

i S
uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

QS
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(& b))
return ESP_AT_RESULT_CODE_OK;
i
B4
uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
;
if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._

—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

W

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT RESULT_CODE_OK;

e, WHesp_at_cmd_struct HE X AT AR SCHR2RAEL RGBS E LT 4/ FRA
+TEST  (HETY °CAT) HZFPra RSB 64

static esp_at_cmd_struct at_custom_cmnd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

WRANE SCRAIA, FFHARE ) NULL,
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6.4.2 LN AT

JHH APl esp_at_custom_cmd_array_regist () FEM AT 652, AR EHN AT+TEST WA FIL
.

esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) / sizeof (at_
—custom_cmd[0]));

F51F: BIUE esp_at_custom_cmd_array_regist JIA app_main () Y at_custom_init ().

6.43 ZZi— P

MBARE LW T LRI EE, 1915 ESP-AT TREHEEREM:, Zard I fEE &S LIRS EiT.
idistr— !

T AT+TEST BEFF I .

WA 4 :

AT+TEST="

M

AT+TEST="?
this cmd is test cmd: +TEST

OK

iy A

AT+TEST?

W i <

AT+TEST?
this cmd is query cmd: +TEST

OK
B arA:

AT+TEST=1, "espressif"

Wi i <

AT+TEST=1, "espressif"

this cmd is setup cmd and cmd num is: 2
first parameter is: 1

second parameter is: espressif
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AT+TEST
this cmd is execute cmd: +TEST

OK

6.4.4 5 LRI G

ESP-AT B4 HFesp_at_result_code_string index F X T—Lik[EE B, WLk EHEEIES AT
H A

W T return BERGRPIE A, AT APl esp_at_response_result () FKRE AL HATE R 7]
FEHS A [E]BHdi j§ APLI flESP_AT RESULT CODE_SEND_OK MESP_AT RESULT CODE_SEND_FATL,

B, 2446 fH AT+TEST BIHATAr S M kS #eak MCU &£ 503Em, Fesp_at_response_result ()
FeaR m] Kk, M return BEORIR B dar S HATEE R, ORGSR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

J/ A B MCU K EEN A E X

send_data_to_server();

// & SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

ABAT A2 S AR W] R .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

6.4.5 RINGESE

ESP-AT $2{lt LA R P> AP R S-S 4.

* esp_at_get_para_as_digit () Efﬁﬂ@[??ﬁﬁ(o
e esp_at_get_para_as_str () WIRBFFESE.

AN WAAT 6 4.

646 HMMAEBE

AU EHLE Ay & SHC TS 4L

o B K G ALK P IR Ak
o Bk % s —15 Ak
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A E AL h i S8

R EALRF AT+TEST fir 2 <param_2> fll <param_3> S E A FESE, H <param_2> K%
TS, <param 3> HFFFERESEL

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

PR IT

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT PARA_PARSE_RESULT OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/) TR
/O FREERXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

;»2) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
t
} else {
/R
V- B §
/) REEENXBRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/) FERXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
(R oaksn)
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esp_at_port_write_data (buffer,
t
} else {
/7 R
VAR5 TR0
// FOH R XA
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

return ESP_AT_RESULT_CODE_OK;

esp_at_get_para_as_str (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"fourth parameter is:
strlen((char *)buffer));

strlen((char *)buffer));

"third parameter is omitted\r\n");
strlen((char *)buffer));

&para_str_4);

%s\r\n", para_str_4);

ik WA TARSEON ", WES AR

A i —hr S8

{B AT+TEST fir &1 <param_3> ZHCHFAFHSE, H RS,

AR ERCE N TS

AT+TEST=<param_1>, <param_2>[, <param_3>]

WG AT PR AR A B A5 1O
¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

FHAES AT

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result

snprintf ( (char *)buffer, 64,

—para_num) ;
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

"this cmd is setup cmd and cmd num is:

esp_at_get_para_as_digit (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"first parameter is:
strlen ((char *)buffer));

= ESP_AT_PARA_PARSE_RESULT_OK;

su\r\n", _

strlen((char *)buffer));

&para_int_1);

%d\r\n", para_int_1);

(T oUgkEE)
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(£ L£50)

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7T PR
/) FEEXENE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
} else {

/7 Bl R

/B EZANFEK

/) FEEXEAME

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WixSHBA B -

6.4.7 PHIEWASTIAT

IR ESANGSRPET, S88 — P HITEE, RERSGE T X R AT EES IR A [F fHI(E .
— R, X R AT SH B S I ST

et semaphore KA.

TRBIACHS IR .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
Q)
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snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 TR

// Kb A WA Al B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

// rﬂsiw A AT

/OEE G ANRATHER

// BB ES% T FH xSemaphoreGive ¥ # 3 semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

6.4.8 I\ AT iy 4> v 1V U A B

ESP-AT SCFpM AT fiv 4 v 5 R ARG, AR FELATT P4~ APL

* esp_at_port_enter_specific () WHEBIHREL, AT imlBI0CE 5 AMEHE G, R %R
s

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EITHEEL.

AREORAR ) T3 95 SRR R A B R A e e i Ay B AN

TR K 4 A B b
BB LM <param_1> $82 THIEKAE, WTHHIR.

AT+TEST=<param_1>

PAT /R BB A AT AN AT fir g ARBUK BN <param 1> FyH AL .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) |

return ESP_AT RESULT_CODE_ERROR;
I3

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");

QS
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esp_at_port_write_data (buffer, strlen((char *)buffer));

}

/7 Bl R

// Kb A AL Al B semaphores

if (l!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BB NBAER T >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREK, EEKIARAKERSRE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

aE: 1S WK &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len -_
—received_len) ;

if (specified_len == received_len) {
esp_at_port_exit_specific();

/S RBRAMNEENKE

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/)T B
/SRR ABERE >0, WERHAEEKEATE N EREEKE
VAN RS- &
/7 B A ROR T BRAT B R R
esp_at_port_recv_data_notify(remain_len, portMAX_ DELAY);

N

3

3
/7 R
VR A&
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);
break;
3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

L, GRS E AT+TEST=5, M AMEdE N 1234567890, HF4 ESP-AT iRMILEHATT IR

AT+TEST=5

>67890

received data is: 12345
OK
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AR K B A B
XA OLRMRL Wi-Fi S 42X, NEELIRRKIE.

AT+TEST

1B ESP-AT 53t SIUPTIFE FTAE R, RETAIT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/B R

// Kb A WAL Rl # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

//RERAKERTE ">

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// HEEEEEK, EEKIARAKESEE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AE:3'E DNk &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN);

/7 AR SR E R

/7 B A RFERE e FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

=

/7 7 Bl R

/SRR ABERE >0, WHEHRRAMAREFELH

/7 OB E AT A BE R & B

/7 WA R RAT W s KR

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}
(R oTakZE)
Espressif Systems 303 Release v2.3.0.0-esp32c3-824-g8b01b678f1

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 6. WA ZiFHIF & H O AT TR

(£ L£50)

break;
} else if (received_len > 0) {
/)T Bl R
/7 B R AT AL BE B B B Ay AR
/7 A RO R AT B W g B B
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
;
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

I, SRS — AN AR Z 1234567890, 55 AN ABdE 2 +++, A ESP-AT REIZERAUTF R

AT+TEST

>

received data is: 1234567890
OK

6.5 iy ESP-AT £ PEfE

BANTE DR, ESP-AT Ml ML [fH ] UART #7385, Wb s Edf A s HEOA R E, BIA
Zxifad 115200 bps. JH 40 ESP-AT SRR At &, T TAR S, HAH A SR E . AR SCPA
ESP32-C2 Wi, Fraitnfafites ESP-AT it 6E .

Frik: ASCET ESP-AT AT & 42X 1, fillidd4 s TCP/UDP/SSL A it PERERY— LTk -

I DR RV 7i75 2 S NN Sy L R = R AL W i
o [fF] ik B E

o [EH]RAKIBA, HA MR E
6.5.1  [fhj ] P e v

L BB &S, LWIP. Wi-Fi iGH T el S8

R T ACHS BE#E UL I3B Il & module_config/module_esp32c2_default/sdkconfig.defaults {45 )5 ,
HE ESP32-C2 RGN AT B Ot B SC{4-e 1 sdkeonfig.defaults SC{4:.

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ_120=y
CONFIG_ESP_DEFAULT CPU_FREQ MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

(N oiaRss)
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# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi

CONFIG_ESP32 WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_ WIFI_DYNAMIC_ RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_BUFFER_NUM=64
CONFIG _ESP32 WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 7% UART ZE 1% o/
WA B #E D1 854k at_vart_task.c SO uart_driver_install() 47 o

uvuart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MBRERIANACEL . Bk fh . ekiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. iEfeniipe ey UART Pefpfs
AL AT iy A aE -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

. & &

PO IC B 7 A — AR BRI AR At (B I TR BRI B PR T . 0 SN S B R A
FeARRERE, BCER R ] BB E AT SR RE AT . I, PR ARAGE TR Tk, T
AR BCE

6.5.2  [Hfi47] BB FHxHPEHCE

S0 ESP-AT R f) R 2 KA HA I 14 -
W RS R -

o BSP-AT % 3% (TX) %2 S1-> 82 -> 83 >S4 -> S5 > S6 -> S7 > S8
o BSP-AT 25 (RX) H%#7% N R8 -> R7 -> R6 ->R5 -> R4 ->R3 ->R2 -> R1

A AR IR T KA, AR m i, TR RS AR B R R AR Y i TR O, AN B
W R A s B B Y 5 BT R M IR, PASRIE AN A B PRIR B . FESERR ™ mrp, AEAE
A2 m e 2B Bl P SRS R 5 S0t AT I A4 e 2 B AT

Frik: N IHAECEIY VAR A SR MR, PRI LAE I AT+SYSRAM iy 4 SR AL T AT
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium R5| 1S5
Rl Y
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Ethernet R6 “
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

L. GO 7¥H:fLfL
GO ARG AMLALAY Ry, IS H I EAT

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ_120=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

2. S1. R1 -4k

HWHEILN, S1MIRI JZ ESP-AT Frit kA it . FEABOAE LT, ESP-AT Ml ML [0
J UART BT A%, Bl 115200, 1) UART R £ L, 35 BRIy S Mbps. [Ht, J
M FATALT S Mbps, W] DARE I ERIARY UART V0 RIEALZ (B AE o, [l eT PAEA T
L.

2.1 $255 UART ZZf X Ko/
YR ACRD B D1 at_uart_task.c SCAET uart_driver_install() 17 o
o }27% UART TX 50t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

$42 UART RX %t

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

$225 UART TX #l RX 750

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART e
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WA AT 1S 7 A :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

AR Z & &

ik PR AR AL UART o] DASCRFRIRX 4 YRR, I H AHURI ESP-AT 2 (8] UART #4R
A]REHbAE .

il AR PRI R T BT T 5 Mbps, DA ISR SPT. SDIO. Socket %73t . JHKHH
5%

« SPI: SPIAT 3%

 Socket: Socket AT $5F5

3.82, R2. R3. S3 #ukfiifk

EEFMT, S2. R2, R3, S3 N2 ESP-AT FHi KIS . KA AT core £ UART ZE i [X
B &5 2 2 [ g, AU r) BARFERT B Y 2%, TofEii.

4.S4. R4. S5. R5. S6. R6 HH-iAL

ESP-AT =412 [6) {8 H UART #E/Ti#{5, S4. R4. S5. RS. S6. R6 JuFE{i4k. ESP-AT #I
FALZ L AL N BT TiEE I, S4. R4, S5, RS, S6. R6 @@ty — A HE.

S4. R4, S5. R5. S6. R6 ZlFHMLAIMEHZ . M2, MR 22 [ EdER. AP
77 2413 ESP-IDF H Q425 Wi-Fi PERE SCRY, THRIREE, ST aHiklE . XA E S nT A
IE . /build.py menuconfig HHfTHECE.

o {4k S4 -> S5 ->S6: LRy 1A T
o fiAk R6 ->R5 -> R4 F2USCE R ) it

5.S6. R6 {14t

S6 1 R6 2 i {5 W LAY K Hn At )=, ESP32-C2 m DAGEJH Wi-Fi 8 DA A5 74 i 7 Jo o
Wi-Fi i 7 AN AT RS0, ATRERREZ M 7 Rl

* $&m RE K45
BRI A S ) 258 8 AN SR A = AR, P ] A A AT+ RFPOWER iy 4 #5 # Fil i
H RF R ITI%.

o P 802.11 b/g/n Pl
BN Wi-Fi £z HIh 802.11 b/g/n 1, H P H] 38 13 AT+ CWSTAPROTO fir A2 )1 &
802.11 b/g/n PMY . HELEZXN, FHEI AP i Wi-Fi 5 2, 802.11 b/g/m $iHiil,
T FE Lk HT20/HT40 (20/40 MHz) 5,

6. S7. R7. S8. R8 i1k

WHAOLN, S7. R7. S8, R8 g ESP-AT Fik{LALHITEE . A X MISEkR M 24 9E . K]
BT PP R A K.

&

6.6  Wifnf Y mfg_nvs 53X
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6.6.1 mfg_nvs 43 XA+4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

« HSHCE (Wi-Fi il UART fE . SRS ): WSH T A8 E4028.
* PKICE (BRIEBABHANCE): WSHPKIRREAN 2.
* GATTS [t (RIIFEHET RS ). WHSH KA E T R G5 RLAN2B.

MIETEEB M SE . PKI A B B # GATTS Bl Ry, &0 DA #idm ik ESP-AT TR, AERUHm
mfg_nvs.bin X 8 arpy T A ABREE, SRR A OB R . AR ST T

6.6.2 :pk mfg_nvs.bin

Be B AE 258 UG, & # thiF ESP-AT T 42, JE 4 %Py B & B il i mfg nvs.py SE4 i build/
customized_partitions/mfg_nvs.csv X (BETITEREN ML SE,. 8. K8, fE
=H), H esp-idf 1) nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin X (NVS FEREE) .

6.6.3 |#% mfg_nvs.bin

AR A MEE — P52 H 2 mfg_nvs.bin S0

o FEEBgIELL) ESP-AT &4, PRI LS L ek FE &,
o VN2 mfg_nvs.bin, XA J5¥% H 3 ESP32-C2 A mfg_nvs 73X,
— Windows
T N2k Windows Flash N4 TH . &% zip I readme . pdf 5(#H doc HE T
P, F# build/customized_partitions/mfg_nvs.bin %] ESP32-C2.
] DA I AT+SYSFLASH? £i4-#5 1) mfg_nvs.bin {4~ 2k .
— Linux or macOS
& {# ] esptool.py.
&P ATE ESP-AT i H s A7 PA R i 2 N 4% mfg_nvs.bin S04,

esptool.py —--chip auto —--port PORINAME --baud 921600 --before.
—default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

¥ PORTNAME Z 4 51 H 1144 7%, ADDRESS ##k F %k mfg_nvs.bin SC{: bk,
FR0] DA T AT+SYSFLASH? A28 F 2k ik
o MCU %3%AT+SYSFLASH 34 8 %7 ESP32-C2 i) mfg_nvs 43X,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE ¥ A T2 mfg nvs.bin SCEFH R/, AN EIERLAA A E )43 XS, @50] PATE
T AT+SYSFLASH? Gy A2 #]0 X K/ N6

6.7 i) 2%

ASCAYAZE T WA ESP-AT BOAM ) S8ECE . ) SEECE 528 Wi-Fi il E . UART & .
B E .
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o BT AHEENB
o 4 px, mfg_nvs.bin 3

o T2k mfg_nvs.bin 34

6.7.1 ) SHEBEND

MHTERA BT ) S5 B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR

Thie HEIALE X AT @&
Wi-Fi fit: JirA i 5 Wi-Fi ZhEER) AT iy

» max_tx_power (ESP32-C2 [1%) Wi-Fi
KRG, G W, ESP32-
C2 Jeift o2 )

* country_code (EFAHD)

« start_channel GEE#f Wi-Fi {51H)

* channel_num (Wi-Fi 1] S {E 8 5E)

E= eb by PNy
UART fil &  wart_port (I % 3 AT £ & Fil A 5% UART ThEEm AT fiyd
e AT Hi Y f) UART i 1)

* uart_baudrate (UART i 45%)
* uart_tx_pin (UART TX 5| )
« uart_rx_pin (UART RX 5] )
* uart_cts_pin (UART CTS 5| #)
* uart_rts_pin (UART RTS 5| J#)

FELZH 24 B module_name AT+GMR

RS A SRR REE ) S E, REEM nfg_nvs.bin ff.

6.7.2 Bk mfg_nvs.bin {1k

THZT & A mfg_nvs.bin SO A ) SHBCER) mfg_nvs.bin,

6.7.3 | # mfg_nvs.bin {7}

5% T 3 mfg_nvs.bin XY,

6.8  nfal g5y PKI fic

AR T AT T ESP-AT $LL A BRINRG PKT FicE . PKI Fit A% TLS % P, TLS AR5 %% . MQTT
% P11 WPA?2 Enterprise % P (IF 15 HI254H .

» PKI Bt EA-%5
o 2 %, mfg_nvs.bin XA

o T # mfg_nvs.bin I
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6.8.1 PKI il ¥4

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

Inge e HX AT &<
TLS % ) S 0 B i « AT+CIPSTART
e client_ca_00.crt

client_cert_00.crt * AT+CIPSSLCCONF

client_key_00.key
B Pl
client_ca_0O1.crt
client_cert_O1.crt
client_key_01.key

%

e o o — o o

TLS k%% e server ca.crt AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % ity + matt,_cacrt AT+MQTTUSERCFG
* mgqtt_client.crt
* mgqtt_client.key

WPA?2 Enterprise % i AT+CWJEAP

e wpa2_ca.pem
* wpa2_client.crt
* wpa2_client.key

WRGE A SRRk PKIFCE, RJ54 M mEg_nvs.bin I,

6.8.2 )k mfg_nvs.bin 3 ff
5% £ A mfg_nvs.bin SURY/E AT PKI BB ) mfg_nvs.bin.

6.8.3 Pk mfg_nvs.bin

TS T 3% mfe_nvs.bin LY.

6.9 nfal i e SUAKIIHE R 5 IR 55

AN AT AT A ESP-AT $2 (LRI FE I o Mz 55 IR SCPFAE ESP32-C2 54 b H 7 SURIIFEIEF iR
%o

o KB T IR G IR A28
o thiFet A2 SR B T IR 5
— IS BRI T IR GRS

— A& px mfg_nvs.bin Xt
— T 2 mfg_nvs.bin Xt
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IRThFEM 2l 95 1 R GATT S5 1) 2 e, w3 2005 — A~ J@t358Y (attribute type) 2y 0x2800
()8 k55 (primary service). BEANRSS B2 H— P IRSS & SCRULAMFE AL . BN L2 Hh— A
ERFIAFL R . E2AHXAE BIESH CGETZ0HEY  HAY Generic Attribute Profile (GATT) —7 .,

6.9.1 {IRIFEH MR 55 PSS 4

I 2 FE 08 5 ik 55 U5 SC 4 /2 ESP-AT T A% 6 & AR 2 6 W o8 ik 45 Br i 4l 19 SCF, ST 2 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFRFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
0 16 0x2800 | 0x01 | 2 2 A002
1 16 0x2803 | 0x01 | 1 1 2

2 16 0xC300 | 0x01 | 1 1 30

3 16 0x2901 | Ox11 |1 1 30

PAT 0 BRI o
* perm FEAMAMIR, T BSP-AT TR 5E SR TR

/* relate to BTA_GATT_PERM_xxx 1in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

*/

#define ESP_GATT PERM READ (1 << 0) /* bit 0 - 0x0001 */
. /* relate to BTA_GATT_PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
o /* relate to BTA_GATT_PERM_READ_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
. /* relate to BTA_GATT PERM READ ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM_WRITE (1 << 4) /* bit 4 - 0x0010 */
. /* relate to BTA_GATT _PERM_WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */
. /* relate to BTA_GATT PERM _WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_WRITE_ENC_MITM (1 << 6) /* bit 6 — 0x0040 */
s /* relate to BTA_GATT PERM _WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM_WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT_PERM_WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT _PERM_WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

o FEF—17/2 UUID 3 0xA002 FARSS E Lo
o BBTATRAIFER M. UUID 0x2803 F/RFFER I, UH (value) 2 5 BEALRR, AUBRK R 8 i,
B RE M RERRUR, 1 FR SRR, 0 R F .

fi PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© BEATE LT M BIRHIE . %ATHY UUID 2RFERY UUID, S{E 2R AR EUE
o SEVUATE ST RHMERITEIRAE (T3 ) o
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1% UUID Hy S A5 B 5% i TR AR IR

UNSRE AR ESP32-C2 B LI BOATRSCHE, AMEAL MM, H @S RIFEIE T i, I AL il
RS AR m, SRREIUTR AR,

Unknown Service
) 0000a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e:0

6.9.2 Gkt A SURSHFEEE A IR 55
THARGE DA T 2K A SUIRD R IR 55 -

o IEBURAHIE T RG]
o & R mfg_nvs.bin S

o T 2k mfg_nvs.bin St

TSR SR EE 58 1 55 D SC A

Al E XS, B, #EE L= RS (Server A, Server_B fll Server_C), MIFFEHFX =4
IR 45 He Wi HES o T AR IR B E K /NGRS LR ATAE SL— RS A, HAt IR 55 s ml A
i R 05 3047 5 e

L A5 5 o
ABIRE LT AN OXFFOL [ 32 2R 55

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1

2. USRI BRI AL o
A58 LT —> UUID 2y 0xC300 [ AT EERN SHRHE, FHRHARBIE A 0x30.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

3. ISR (FTHE) .
APV T 2 o FE AL, E05* 0x0000 R Al (notification) FIfig7s (indication) 4%«
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index | uuid_len | uuid perm | val_max_len | val_cur_len | value
34 16 0x2902 | Ox11 | 2 2 0000

SEMPA BRGSO AR FEIE T i 55 5 SCAE .

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

34 16 0x2902 | Ox11 2 2 0000

A H O SRIB I GATTS Bt'E:, AJFEM mfg_nvs.bin X,

Hz % mfg_nvs.bin 3C{F:

THZH £ ax, mfg_nvs.bin SCRA WA RDIFE I A I 95 BE B mEg_nvs . bin,

T #; mfg_nvs.bin 3}

TES T 2 mfg_nvs.bin CHY,
TESENG, EHESARIIFEE A ER:, R T im A RS A IS IR TR .

Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic y 4
UUID;

0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902

Value: Notifications and indications disabled

6.10 il {w L IX

ASCRYA T Analii 48 2 ESP-AT #2414 at_customize.csv % H & X ESP32-C2 ¥4 9 IX . A5
PR — R RREM —Fr K,

— 24X 35 partitions_at.csv L RS T, 7 ERE_E A B partitions_at.bin S04, AR— A XFEHE, &
Gk RS, HIt, @B partitions_at.csv,

ESP-AT $#24L T 24 43X 3% at_customize.csv fIHEF7E i H & B . BRET—H0KE.
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LB ESP32-C2 i I X, T I AT = AP PR . SR DU 28 BB T R = IR

o 147X at_customize.csv

o & B at_customize.bin

o &3 at_customize.bin £ ESP32-C2 % %
o 17

6.10.1 {& at_customize.csv
5% N R FIHA at_customize.csv,

2 1: at_customize.csv 18

=] HH i g
ESP32- | ESP32C2-2MB (filf & % 2 MB flash 1) ESP32-C2 | module_config/module_esp32c2-
C2 (ESP8684) %41) 2mb/at_customize.csv

ESP32- | ESP32C2-4MB (fif 4 47 4 MB flash [ ESP32-C2 | module_config/module_esp32c2_default/at_g
C2 (ESP8684) #41)

RIG, FEMEUL at_customize.csv B SEAE DA LI

o BELE XHH P4 X Name Fl Type AU, {H SubType. Offset il Size HJPATH K.

o WEREFERM—DHI AP AIK, #EeE T 252 44 ESP-IDF (esp_partition.h) HE
X

- WREE X, EPREE Type {H 5 ESP-IDF FyAH [ .

- WRRE S, TR Type WE R 0x40,

* X Name AT 16 5477,

* at_customize 5 KIYBRIAK/INE LAE partitions_at.csv ZR M, FMIHT HI P43 DRI A 258 HH S R

6.10.2 /L JX at_customize.bin

&7 at_customize.csv J5, A A 4R ESP-AT LRES{# [ python IA gen_esp32part .py KA
at_customize.bin {4,

WERE A, 78 ESP-AT TAAR H X FHATA F a4, 8% INPUT Ml OUTPUT.

ustomize.csv

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT Fr M RARNTIY) at_customize.csv B 3 il SCIFAA A2
o OUTPUT #ff A iy — kil sk CSV SCUFRO A, WS, K6 AR S .

6.10.3 %¢5% at_customize.bin £ ESP32-C2 7%

Ff at_customize.bin | £ F| flash v, & AP i f SO 2 ESP32-C2 i 4%, 1S H ek AT B #
ZiE 4, FENAFFA at_customize.bin ST &k,

7% 2: A4 at_customize.bin 1 # bk

=] =H ik K
ESP32-C2 | ESP32C2-2MB (JirG#f 2 MB flash ) ESP32-C2 (ESP8684) Z41) | 0x1A000 | 0x26000
ESP32-C2 | ESP32C2-4MB (firf5iify 4 MB flash ) ESP32-C2 (ESP8684) %%41) | 0x1E000 | 0x42000

TEHLEE LR, WAATRF at_customize.bin N #¢F flash J5 4 REfT ] —LL AT fip4-:

o AT+SYSFLASH: #0215 flash JA P 5 X
o AT+FS: XM A GagtE

* SSL k55 #eh K i S

* BLE R 55#e K i
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6.10.4 s

AN EUMEL, R test 1Y 4 KB 43X 711 ESP8684-MINI-1 4MB 4 1,

B4k 3] ESP8684-MINI-1 4MB f1 at_customize.csv 3%, & E B4 X Name, Type. SubType., Offset
M size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat, 0x47000, 100K

FH, BEHSIE ESP-AT TR, Bi&7E ESP-AT MR H 5% T #1447 python A4 i, at_customize.bin.

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32c2_default/at_customize.csv at_customize.bin

KI5, ESP-AT i H 444 i at_customize.bin,
%5 =4, T# at_customize.bin % flash,
1E ESP-AT TR H K T HATLA N4, 4t PORT A1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD --before.
—default_reset ——after hard_reset —--chip auto write_flash ——-flash_mode dio —-—
—flash_size detect --flash_freq 40m O0x1E000 ./at_customize.bin

* PORT #4 Ayl 1 249K -
* BAUD B AR

6.11 gl B Im— APkl 32 Fy

ESP-AT TARESZHFZ M, FF32 it 7RI A ECE SCIF: factory_param_data.csv 1 module_config, 341
1T ESP-AT TRECHHNF&  (BUE R R5) . B DA B e S 37

Espressif Systems 315 Release v2.3.0.0-esp32c3-824-g8b01b678f 1
Submit Document Feedback



https://github.com/espressif/esp-at/blob/8b01b678/components/customized_partitions/raw_data/factory_param/factory_param_data.csv
https://github.com/espressif/esp-at/tree/8b01b678/module_config
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 6. WA ZiFHIF & H O AT TR

=] [EHE BRIAELE S
ESP32 * WROOM- ¢ module_config/module_esp32_default/sdkconfig.defaults
32 * module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
¢ MINI-1

ESP32 | WROVER-32
* module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
* module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32- | ESP32C2-2MB

. dule_config/module_esp32c2-2mb/sdkconfig.defaults

C2 Hr 2 MB modu'e_contig —o5P g
iizhﬁﬂ’?? ESP32- * module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
C2 (ESP8684)
EX))

ESP32- | ESP32C2-4MB

I (B 45 4 4 MB ¢ module_config/module_esp32c2_default/sdkconfig.defaults
flash [y ESP32- ¢ module_config/module_esp32c2_default/sdkconfig_silence.defaults
C2 (ESP8684)
£5)

ESP32- | MINI-1

C3 * module_config/module_esp32c¢3_default/sdkconfig.defaults

* module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C6-4MB
c6 (B 4 % 4 ¢ module_config/module_esp32c6_default/sdkconfig.defaults

MB flash ¢ module_config/module_esp32c6_default/sdkconfig_silence.defaults
ESP32-C6 #41)

e 4 ./build.py menuconfig H [ silence mode 5 0 W, Xf 5 FLH 19 Bl B S0 R
sdkconfig.defaults,

e 24 /build.py menuconfig W] silence mode 2 1 W}, XF M B i e B 4N

sdkconfig_silence.defaults,

NS ESP-AT TAEH NI~ ESP32-C2 A4 f) STHF , I S B0 LU e 301 - EAL Y “ESP32-C2
B HRn 2

o ESP-AT TR A G N SE FFAOREAL, AL3% ESP-AT 3@ Bkl RS i ABEAL, RIAE B AH B s A A
Ho EABGRMES, FATIERER, HSCRABAME L.
* ESP-AT TAEC@FCSTFFIORIAL, (EH P/ 20 HB e BN E B -

ARG AT 7E ESP-AT T A2 H 2 ESP-AT B S Rpi 5k ESP32-C2 0tk F IR IF A4l 5085, h 30
PAZS X ESP32-WROOM-32 St i, i} SDIO i A2 BIARY UART $1

* f& factory_param_data.csv I8 i 2013 6;
o 5B esp_at_module_info 7% ¥k

o BoH AR A
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6.11.1 A1t factory_param_data.csv ZR 4115 B

FTFFAHIY) factory_param_data.csv , TERMGEIGMA—AT, MIEERTFHFEREHRXSE. A60%, A
¥ plat form %A PLATFORM_ESP32, module_name ¥ &} WROOM32-SDTO, HoAth 2415 B W
TR (BUGGESH S A EN2B).

¢ platform: PLATFORM_ESP32
¢ module_name: WROOM?32-SDIO
* description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1

e uvart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.11.2 {ZX esp_at_module_info &5 {4

Tr at/src/at_default_config.c 1] esp_at_module_info ZEMfA N B & EHRE B, .
esp_at_module_info ARt oTa FFIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

FRMEEH oTA BhEE, IRAE A58 ota_token FIE =¥ ota_ssl_token Wi%iXE N NULL,
F—1Z% module_name W5 factory_param_data.csv 34 H ) module_name —F{,

FHEB WG esp_at_module_info g5,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF_TARGET _ESP32)

#endif
#if defined (CONFIG_IDF_TARGET_ESP32C3)
fendif
#if defined (CONFIG_IDF _TARGET ESP32C2)
#eA&;f
#1if defined (CONFIG_IDF _TARGET _ESP32C6)
fendif

#if defined (CONFIG_IDF_TARGET ESP32C2)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<+SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif
i
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ZfCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%ﬂ%fCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E A3k 34 at/private_include/at_ota_token.h H7 ,

#if defined (CONFIG_IDF_TARGET_ESP32C2)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.11.3 il ELiee S

T, #EA module config SCMFJE, AIEE—AS 1 SO R AF OB ZH (1 i & SCF (SO R A4 FR A/
5), SRIGTEE AN AR E S IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults DA J
sdkconfig_silence.defaults

A, FATE HK M module_esp32_default 3L K Hoo L & SO, HFEMA A
module_wroom32-sdio. fEABIH, AlE {4 IDF_VERSION, at_customize.csv 1 partitions_at.csv T35
B, FA1RFB U sdkeonfig.defaults £ sdkconfig_silence.defaults:

* ffifl module_wroom32-sdio U T IXE, FEMESRUTELE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_wroom32-sdio/
—partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/
—at_customize.csv"

* filiJ] SDIO i, FoFk UART R
- % UART fCE

’ CONFIG_AT_BASE_ON_UART=n ‘
— iy SDIO Jit'E:

’CONFIG_AT_BASE_ON_SDIO:y ‘

SE IR BR G, VT BT 4k ESP-AT TAE A4 BT A [ f4F. A@ldr, FRATERCE TR, Wit#e
PLATFORM_ESP32 Hl WROOM32-SDIO A FiAs 2 [& {2

6.12 SPIAT #31¥

A EZNG] SPLAT e B S, 2 AT LA :

- A
o {8 SPI AT

o SPI AT i% %

6.12.1 4y

SPIAT AT AT T2, fii ] SPT ¥ T8 8 (5 - ZE{81 1] SPTAT B, MCU %45 4 SPI master , ESP32-C2
WA AN SPLslave, JH{F U7 L SPT PR SLHE T AT fip S i B,
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i Jil SPI AT {3

AT TAEEAHH] UART HpsClEAT Bl 5, {H2 UART Pisloe— L0 55 2w AL A i 1 I 3 5296 A
W, P, BTSRRI SPT P S AL i RS i — PR 1) 1%

Wl ;3 7 SPI AT ?

T pAE i IR BRIC E I S SPTAT:

1. @d . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT through SPI ffifif SPI AT,

2. #T . /build.py menuconfig->Component config->AT->communicate method for
AT command->AT SPI Data Transmission Mode 45 SPI $({E{&Hiiz,

3. J#isd . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI GPIO settings Bt SPI{#iff ¥ GPIO & .

4. @il . /build.py menuconfig->Component config->AT->communicate method for

AT command ->AT SPI driver settings i%$& SPT MHLH) TAERRE, HECEA XEAFXKA K
P

5. Wik esp-at THE (5% As%hi% ESP-AT 1.42), BB EEIEE17 .

SPI AT BRIAGE I
TR TN AR S ESP32-C2 B (1] SPT AT HEERIA R {451 -

2% 3: SPL AT ZRiAE B

&S GPIO =
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout) ! 8
QUADHD (gio/qout) ' 9

BtW] 1: QUADWP 5|1 QUADHD 75| HI{LAEE ] 4 £k SPIL T AR o

A PAiE ) . /build.py menuconfig > Component config>AT > communicate method for
AT command >AT through SPI >AT SPI GPIO settings, fR/G4iF LAEREIE SPI AT X}
HH (3% Kbkt ESP-AT T42).,

6.12.2 f§i}{f] SPI AT

TEfH SPIAT i, ESP32-C2 545 Fiz47H SPIslave TAELE A Tl EHRAF .

{2 T2k (handshake line)

SPI m~$¢ master-slave Z5F 11 /M5, FTA (K& 517 Hi master &2, slave Jovk Eahfeftids. B2,
T TR A Y, 5% ESP32-C2 ¥ 45 180 @ZE&JL%&*ﬁ% So Bk, FAHE SPI master Al
slave ZIEIEM T —MEFE, SRSCH slave 5 [n] master L?E"d SERRZIN

2 slave 75 BAL AR, RSB TE M EHE, XSFE master M =4 — EFHER) GPIO HriT,
master &5 slave [iE15, EFH5EME, slave ﬁﬂ%?*ﬁ%ﬂhﬁ, ZER I GRE .

R R L L TR
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* Master [1] slave &% AT ¥dighf, (FHEFLEHER:
1. master [1] slave & 515 KGR MG K, SRGE51F slave [m 48 F 4k & ) i &2 B 015

o

2. master K E| 2 T2k LAY slave & A R AENES G, TFIREEEHE.

3. master ZiEHHEIE, A slave HHE LB LR

* Master 2 slave & i%[9 AT i, (BT B ER:

1. slave i 1148 T8 38 %1 master FHEA 38R .

2. master FUCEE, FHEAEROI A BORE G, 0 slave B C & 2.

gk X

SPI AT 1if {55 4%y CMD+ADDR+DUMMY+DATA (/5 ). fE{# il SPI AT i, SPI master {i ff 2| —

ESTECE S @Y NN

* Master [1] slave %A %508 AL 1 5C:

4 TP A R E

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (8i% 4092 =73)
%)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, 5 20 A— A MNH EORGTHRA R L, BARR sy :

%50 EHLEMMAL, FHUREEHRC 245K

CMD (1) ADDR (1 %) DUMMY (1 | DATA
F1)
0x7 0x0 0x0 null

o Master 32U slave % 25 AR BB EH S

2 6: FHUBEINL A% 1B

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (Ji% 4092 =73)
%)
0x4 0x0 0x0 data_buffer

* Master $2H{ slave Zif I8R5, 5 2 0A— AR B MIH EORGTHRA R B, BRSOy :

70 EALEMMAL, FEHLEEREE C 245K

CMD (1) ADDR (1 Z%7) DUMMY (1 | DATA
%)
0x8 0x0 0x0 null

* Master [1] slave &35 KA 548 & R/ N A 15 45

7 8 FHLm MBI KA S Bl oK

CMD (1) ADDR (1 =F7) DUMMY (1 | DATA (45%)
F)
0x1 0x0 0x0 data_info

o 4 <737 data_info FPALE T ARG MARRI R EE, BT

1. Master [1] slave & EMIEIRFETE, KJF 07 15 bit,
2. Master [i] slave LM EHREMTHS , 1ZTFH5HE master BRI KA BTSN, K FE 16 ~ 23 bit,

3. Magic {f, KJ¥ 24~ 31bit, [&%H OxFE,

* Master {5l 2148 T2k EA slave A MAI(ES )5, 2 AL 2% IH B2 slave JEA BRI T AR
X, R IEAR ER R TR, HARRE fE Moy -
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%9 FHUAEIPR, A ML AT AT AR

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (4 =2%)
FV)
0x2 0x4 0x0 slave_status

RIEEWEK G, slave R [7] AR SAE SR FE 4 171 slave_status H, HEARARE U
1. slave 2% [ master &1L MIBGRITETE, KR 07 15 bit; {24 slave AbF AR SHT, % FEEFE
e
2. BAREFAS, K16 723 bit, Y4755k F|HKAE OXFF i, F— AR 785 EHr Eh
0x0. 24 slave 4bF A ERARASHE, % F B A master 75 7] slave A& N — T EHREA)TFHS: 24 slave
&?Tb&/ﬁ(zu B, %FBA slave [a] master & iEH) T — MR EKFH]5
. slave A2/ AT ERIRAS, K 24 731 bit, Her, ox1 fAFEAEE, 0x2 AEn] 5,

SPI AT 0 28 T ifife

SPI AT (a4 A 32 525 I Wi~ J5 1l -
o SPI master [if] slave %% AT fiy2:

| SPI master | | SPI slave |
| |

| step 1: request to send-—--—-> |
| |
| <—————= step 2: GPIO interrupt------ |
|
] step 3: read slave status——> |
|
[ step 4: send data-—————————- >
|
|

[ step 5: send done-————————- >

B IREAAR BT -

1. master [A] slave %1% 3K [A] slave BEIRMIH K .

2. slave 22Uk master 1) &35 15 K, 2 I slave iU, I E) slave_status 217455 A 21 master
B AWREN, KI5 EF Lk master [fY) GPIO HIKT.

3. master FEULE| P WT IS, B2 slave [ slave_status ZFf7S, Kl F] slave #F AR RS .

4. master FFU&1H] slave & &R .

5. RFBIRESH )G, master [ slave ik — SR LRGSR IYIEE .

« SPI slave [1] master &% AT Wiy :

| SPI master | | SPI slave |
| <—————= step 1: GPIO interrupt------ |
| step 2: read slave status——> |
| <———=—- step 3: send data-————————- |

| step 4: receive done-——————- >

BASBREAR BT :

1. slave [i] slave_status 27 {7-¢% 5 A SLiF master S2HUOR H slave [ 8Hs i bR 07, 28 )5 18 1 98 F 4k il &
master _| /) GPIO ik,

2. master BEULEI TG, LHL slave [ slave_status ZFf74%, RrilF| slave # A AR EAEALIRAS .

3. master FFIGIEICR B slave BY%H .

4. Bl SE R, master [7] slave & 3% — 2 AR ICEIR S AR .
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B L o T O R, FRATIELAK IR AT fip % B, $&4E TR K B A B AR A R A M AR
1527 at_spi_master/spi/esp32_c_series/README.md.

SPI AT %} %11 SPI master M7= 5i{Ci%
SPI AT 7 £} J& >k SPI slave f§ H] 9, i i SPI master 5 SPI slave i#f 17 i 15 /) 7R 6l X 1 15 = %
at_spi_master/spi/esp32_c_series.

BEW] L AEfN MCU JF A2 1, 5 208U fi ] ESP32-C3 (3% ESP32 Kl MCU {12y SPI master Rizf71tt
B, PATT AR B AU B YR )

6.12.3 SPI AT #i#%
I eI
 fi ] ESP32 B}# ES32-C3 JJ &K MfFH SPI master, =47 ESP-AT H[{) at_spi_master/spi/esp32_c_series

FISRA AR o HARRE PRI E AT -

1. fififF: CPU TARESIR L E # 240 MHz, flash SPI mode il & 4 QIO i3, flash JJi%:15 & 4 40 MHz,
2. #fF: HT ESP-IDF v4.3 [4iEEREE, 15 BIAARS H ) streambuffer (/N K 8192 275 .

o {ifi | ESP32-C2 {E>} SPIslave, i 555k SPI AT [W{4: (&% Axb.4iF ESP-AT T42), F-6 ESP32-C2
e E TAEAE TCP 5. HARRE(FRCE QT

1. i CPU TARMA )y 160 MHz.
2. ¥4k SPL-AT [l 52 BACHS r, Hf streambuffer 1) /N B 8192 =47, I i ESP-IDF F [y
example/wifi/iperf ] sdkconfig.defaults.esp32c3 FRAH il B S 41

ISR
RN T AL SR BAT A B A7 R R

% 10: SPI AT Wi-Fi TCP {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BeW] 10 24 SPI (bR s i, 2R T FE MG AR BRE], 41 Dual 5(# Quad TA/ERIZ A E S
HRAR T Standard AR W EE .

B 2: W KT SPLEFMNGESH M WAL SRS % Tl

6.13  iifuscBE OTA F1-4%

ASCR R ANy ESP32-C2 RBIRERSCBL OTA T+, Hl, ESP-AT #1XFA [ 4L 7 AT =l
OTA fip%. &R LMRYE A SR HE G OTA fiyd-.
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1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRHEEAINTT B

* OTA 443 Y B 5 R 3%
o 1% ] ESP-AT OTA 4 43147 OTA F+44

6.13.1 OTA iy 4L B i Hl i 5%

AT+USEROTA

Iy 4iE ik URL 523 OTA TR, 5 ﬂ%ﬂﬁ%ﬂﬁiﬁf HTTP fif 55 %% LR H iz 40303
XIS 5% AT+ USEROTA Xﬁ@ﬁ%fn =

T adE TP AHE XS, BT LB B at/sre/at_user_cmd.c JFACHS R LI Z L

A RN ST

L &A)E T A Gl HTTP i 5545 .
2. s dithie URL,

o

o GSRETHR I R IR R E R R R, TR SERE, ] REJCE M AT+CIUPDATE fiy
ST, ARt BAE B AT+CIUPDATE # 47 OTA -4 B2 T H O % .

AT+CIUPDATE

iy A ] iot.espressif.cn /BRI HTTP IR 45 2%, %6 A LA AT AR 74 X, iR ] AT 2%
at_customize.csv FE X HE XX WM RERGRRA, Zad 5 HREeTH
FIRFERAMIRA . 7§25 % AT+CIUPDATE 3KBUE 215 H. .

% i T4 E S bin SUUF, IHERRA T 7z —.

1. ¥4 iot.espressif.cn P b 15 F i) HTTP IR 3525 , JF 98048 HLfRE . anf] S22 F ) AT+CIUPDATE
il &% at/src/at_ota_cmd.c,

2. {f. iot.espressif.cn Lﬁ“ﬁé’l‘&"ﬁ JELEIL B EA% bin SCPE. (AP Bl gt i B d%ﬂ@.‘@:
R EZ MRS 2% LA EST.) 5% 148 AT+CIUPDATE # 47 OTA FH48 3KEUH 215 5

B AR T3 5 R

L R IRER M EE, RARTHRSIRE AR B

2. BRA I A U bin SCPE, HEEAT ARG HTTP 5535 .

3. “3’ A G HTTP 55235 . B 7 IR0 IR X b, B Ay ST AE at_customize.csv SCEH o L
P E e o X

AT+WEBSERVER

I fir A A 0 B AR AR R TH R AT [l BT, a2 (R AL T AR T - I Eh Rk . AEFF IR T
RZ AT, HEM web 55 ar I HR AR AT ({452 1 2| Ha i sl 0L 1o BRI PAZ25 AT+ WEBSERVER
& Web Server AT 1) IREUE 25 5. .

HTSLPAE K HTML T, 2% m ) fs_image/index.html, 2 T SZHL48 H & 1) AT+WEBSERVER
2, i55% R~ at/src/at_web_server_cmd.c,

I i A4 I PR 37 BT
1. s Wi Jj W Peblny OTA Jh4, AHBL IR,
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CIRAH

o WERETHHE AR S R AT E A, FEFRSEUE, EnTREICIA i AT+CIUPDATE fiy
AT, ARG IRAE A AT+CIUPDATE #:47 OTA JH48 B7 T H O 4 .

6.13.2 {§il{] ESP-AT OTA A H1r OTA T4
¥ )1l AT+USEROTA 47 OTA F1-4%

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

B ILAT+CIUPDATE iy 12 F 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] iot.espressif.cn Hf 3K
%) token fEL. VAN A PRIEIA T ANATAE iot.espressif.cn b AIHEBLE I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~ Cisco WebEx Mestings  Espressif Systems  Hf +

|OtBUCket if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,LmDED i
PERIENCES == 7

ST AT -

B 21: 77T iot.espressif.cn [

2. M BCA_EARY “oin”, ERAGINA T, HRAEHLIEAI Y .

i
o U Join IRER AR PR, WA i IEE, AR KA.

3. w2 EARY “Device”, MRJ5 iy “Create” Fefl]E#— i
MR G S L — Y, T E PR
5. MEARZE SR HIFAR OTA bin U, FLE AT OTA token AR AN T U1 FT 7 -

B

%1k R SSL OTA, $E3i “The SSL token for AT OTA” LB E .

6. siifi “Product” H#EA M T, 41 FANFTR . B BIENIE %, 7 “ROM Deploy” T fii AMUAF corename.
KB TR 5 Hi bin SCHFE AN “otabin” FELRAE.
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lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join

& 22: i A iot.espressif.cn

|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~

-
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”

Espressif Systems 325 Release v2.3.0.0-esp32c3-824-g8b01b678f1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 6. Wi F1IT K H CHY AT TAE

Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
"' Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Device Status developing

Datastreams Request Logs O

1 wait for request...

+ Create
. Key set you as owner
Meta-Info &
| master 5802d10b6ee86c617583371a%e4 faf4fed94212¢ (master) I
owner 7109246496617d2482c6a3b38498719781734762 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

ik

o MR EAETTIZ, at_customize.csv PEXWHAFHE XK, HEW ota.bin BN
F B R S PR bin SCEERIH]

o XT corename FE, MFEAUUH THBIEX S bin S04

7. i ota.bin SFHLARAE A M BIALA
8. T LiBfTAT+USEROTA fp. WIRIZAC 4z, #7F1h OTA 7L

%

o P L E| iotespressif.cn fif) bin S BRI, G PAN HLN -
— WERFAL app 43X, 3K bin SUH4 I EHN ota.bin.
- WERFALH A2 XA X, 55 bin SCHL K EN at_customize.csv H1Y Name FE.
fBan, WRF factory_Param 4pK, B HIKE N factory_ param.bin,
* ESP-AT R A T7E S ] OTA pIXrpre xXHE, HIfi OTA BT EAMREF R, J5lf ESP-AT [#]
PR IE R 21T, (EXTT H @ AKX, |1 ESP-AT (%A &t E/NOFAH.
o WUREFTRON—IFUG B A e i bin SCPE, IR 2 E R A IGIA ], BiR %5 OTA token % ¥
“H A token {1 .

i/l AT+WEBSERVER #:47 OTA 4%

1527 AT+ WEBSERVER F1Web Server AT i+ %) 3XEUE Z{Z R,

6.14 i iy ESP-IDF fliAs

ESP-AT [{FHT IR WK TT S HEAS (ESP-IDF), 4 NHASHY) ESP-AT [ R AN 1) ESP-IDF Hi
A 5 ZUE ] ESP-AT TAEERIARY ESP-IDF A, ANt WU By ESP-IDF i, [H)) libesp32c2_at_core.a
Ji&)Z ) ESP-IDF Jift 4255 ESP-AT T#&#Y IDF JAAN—E0AT RE & S 2 R B AT o
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3887
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7ag }

Id

Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chorelbetal: 1.0 codenamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

B2, FEFSURRIRNS LT, ESP-IDF f/NBUAS B3 th ] e idi F T ESP-AT AR . WUREFTETH, AL
(ELIE (e =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4% i 5% #F IDF_VERSION ({4 Ht, 3X L% 3 4 43 i 7 module_config
SCAE IR WA [R]85 20 SO e v e i SOl T A 4 [ 4 B B T 1% ESP-IDF 11 73 32, $2%2 1D Al
G PEHL L. 541, PLATFORM_ESP32C2 “F-& [ ESP32C2-4MB L4 () IDF_VERSION {ii T- mod-
ule_config/module_esp32c2_default/IDF_VERSION,

UnREAE N ESP-AT [El{F 50 ESP-IDF A, 5% MDA N 23R4 A

o HFMiLfY IDF_VERSION 3,

o MR EH A 52, 32732 ID MG L.

o Mkk esp-at MHFEFIRAW esp-idf, PAE TR GRIER 1 JE % IDF_VERSION HT 58 E 1)
ESP-IDF i 4s .

o HHT4WIF ESP-AT T#2,

VER, 4 ESP-AT JiiAFI ESP-IDF iR A UCHL, Fwiskit S i T 45

’Please wait for the update to complete, which will take some time

6.15 ESP-AT [E1h2 5

ASCRIHCEL T i) — ESP32-C2 RFH AT LRI a5 . ffF. B 225

6.15.1 ESP32-C2 7%

I EVAT ESP32-C2 Z51] AT [ X 5

« ESP32C2-2MB-AT-Vx.x.x.x.zip (A5 fii#i %y ESP32C2-2MB Bin)
« ESP32C2-4MB-AT-Vx.x.x.x.zip (A5 f7i#i %y ESP32C2-4MB Bin)
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« ESP32C2-BLE-2MB Bin ({4 %1, %30 PAMGitHub Actions . F 3%, esp32c2-ble-2mb-at
4, BE AxesmiF ESP-AT 14%)

SCRpR a4

R T E BRI ESP32-C2 41 AT B BOA SRRy 048 (] & 3R ) . BRIAA SCRpH AT ATE
Wi BN % ESP-AT TAG SR m A (1 9 %%). BeRfmmd®E (1O RR), TREAY
Ay SRR SEEA R a2 . IR KA EPEILAT B4, SRR AR, FHEA
Fromik. BATHRFERECFICIE MR E B 7 IR 24T OTA TH-

weE ESP32C2-2MB Bin | ESP32C2-4MB Bin | ESP32C2-BLE-2MB Bin

base

user
Wi-Fi
TCP-IP
mDNS

WPS
SmartConfig
ping

MQTT
HTTP
Bluetooth LE
BluFi
FileSystem

0000000000

00

driver

WPA2 enterprise
WEB server
WebSocket

OTA

0000

WP 5%

G ESP32C2-2MB Bin ESP32C2-4MB Bin ESP32C2-BLE-2MB
Bin

Flash 2 MB 4 MB 2 MB

PSRAM [ x] [ x] [ x]

UART &'

TX:7 TX: 7 TX: 7
RX: 6 RX: 6 RX: 6
CTS: 19 CTS: 5 CTS: 5
RTS: 20 RTS: 4 RTS: 4

SCRe AL

NI T E I AR ESP32-C2 51 AT BFERIA SRR SN - (] &9 %) o BRIAR SCRHET
DAt arpy TR BBURSCHHOBAL ) @ F0R), ABGESR Bl O © 38). MTRaRL
FrBEan, (50T DA AR M 435 ESP-AT 142 WU TR SR B E R 2 HE

VUART BT B 5 L, ST S 4Tk B AT 352 4 i,
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EREE ESP32C2-2MB Bin | ESP32C2-4MB Bin | ESP32C2-BLE-

2MB Bin
ESP8684-MINI-1/1U
ESP8684-WROOM-02C/02UC
ESP8684-WROOM-03 [x]
ESP8684-WROOM-05 [x] /
ESP8684-WROOM-07 [x]

6.16 M\ GitHub & he#iln A AT [

Hi T ESP-AT 7& GitHub _FJH ] CT (Fr8Em) , iRk AURD piifE% B GitHub #2421 ESP-AT [ {11
I A o

R PER I RIRRA AT BPE, & 28RS O Cry™ i B TS IS 6E -
TEPRAFAF T RAISIPRCL B T 8EEE, TS 2 nT e )l

PATR A gRE  anfar A GitHub R 2ol i ARcAS AT [

1. BRI GitHub k-5
TEFFIEZ T, W oEE B GitHub WKS | R T B BB AR .
2. ¥TFFMTT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<> Code (©) Issues 50 Il Pull requests 4 () Actions [ Projects 07 wiki @ security

¥ master - Go to file Add file ~ About

AT application for ESP32

% xcguang Merge branch ‘docs/update_how_to_customize_ble... .. + 6daysago ¥0 1,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
53 View license
I tools feature: Support compile on windows OS 7 months ago

[ 30: ESP-AT GitHub ‘75 F{ i

3. Hiis “Actions” PEA “Actions” T [

4. piify “Branch” JEFHEE 53
ERINH master 4337 AR AR 8048 E 43 S B Im BT 4, s “Branch” #E AR 43¢
F{ workflow T T

5. HidE workflow #E A workflow T i

6. R EN BN )5, & Artifacts G PR N AR 4L
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[ espressif/ esp-at

<> Code  (5) Issues 50

¥ master - Go to file Add file =
0 xcguang Merge branch ‘docs/update_how_to_customize_ble_s... .. + 6daysago {91,473
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago
B components feat(core): Update at core version to 8789daa0 7 days ago
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
B main refactor: use esp-netif and esp-event instead of tc... 16 days ago
B module_config fix: fix the issue of high power consumption when ... 20 days ago
I tools feature: Support compile on windows OS 7 months ago

H espressif/ esp-at

<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights

Workflows

®Watch ~ 44

i1 Pullrequests 4 (®) Actions [T Projects 00 wiki

& 31: fi5 Actions

@ Watch ~

All workflows

Showing runs from all workflows
All workflows

Q Filter workflow runs

vy Star 37 Y Fork 251

@ security cae

About

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266
ESP8266_RTOS_SDK

esp8266 esp32 wifi ble
spi uart ethemet
esp-idf qcloud at sdio

esp32s2 esp32c3

0 Readme

&5 View license

44 ¢ Star | 371 % Fork 251

Submit Document Feedback

2, Clic++Cl
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch "docs/update_how to customize ... T, B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... release/v2.2.0.0_sspa2 B 7 days ago
CIC++ CI #270: Commit 7135f05 pushed by igrm @ 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... release/v2.2.0.0_espa2ss B 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr @ 8m 47s
. =
K 34: A ey Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status Total duration Artifacts

Success 6m 25s 1

K 35: i Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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7. il BB SR I iR AT AT [

20 WSRELE Artifacts TUE PG BTN IUIELL, 55 % ESP-AT B 1 £ 5 Sef 2ol E ¢4
TR

6.17 at.py 1.1

at.py LHMH T Bk ESP-AT By A A MR E . GitHub I i} & £HF1 2MB/AMB [ {4 v 1) 2 Fh 2 50 it -
IXUELE AR Wi-Fi [l UE SR E . UART Fl'E . GATTS iS5, 24 BRI [E 075 1 2 5
TR, EAAE at . py THABWUEFH X L8 ST

6.17.1 {R4NLiE

SR T AT, Sol at.py T4, BRIP4 BsPt 2 Linux
BB %

o % —%: Python %%

« H=Farpy TH

o B =% atpy BikHLA

o Hva¥ atpy 15 E P ey B E T 1)
s HEY: BMFRE

6.17.2 Z5—2L: Python 2¢%

MR EA R C 2 %% 0d Python, W RTDABK AP 3R 150, AR 4 Python ‘5 SCRY, 58 Python f R 2%
2% . ¢ SEMEN] Python 3.8.0 Sl BififA .

TA5ERIR, TR T A python ——version, #E7 Python HUZ.
6.17.3 45 b atpy F#
A at.py DL, Aiili Download raw file ¥4, f at.py XA FEE|AH.

6.17.4 4525 at.py MW

UHl at . py SCRHERE PR SHIECE, HEMSFTHHA python at.py modify bin --help,
AR S IR A R B

6.17.5 45PU2L: at.py fESCHEIPE AL ELA B

157k Wi-Fi it &

W5 BGE A Ao B 4 E H
W42 UART B &
W GATTS B &

e
o W DNRA B ZFSEECE, Fan, EaT AR BHE R Wi-Fi Bl g8 RNE SRS h E .
o FHMEMMSHICE , MATASKAELAEN, WHiOREHE AN SE &2 Ak .
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C (Y @& github.com/espress|

or jump to. Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~

Issues 116 Discussions Actions Projects Wiki ity (2 Insights

at.py

. ustcew History

: Code Blame
main

.glab-ci.yml

CMak

&l 37: "F# at.py SCHF

Espressif Systems 338 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 6. WA ZiFHIF & H O AT TR

s BEUSHIZEICE, 75470 mfg_nvs HRTFH mEg_nvs.csv i1, SAXMHLR.

f&¥ Wi-Fi it

YA E) Wi-Fi 200 E AT R

SH IhgE ;]

--tx_power Wi-Fi [ K &0 3% NG I ESP32-C2 A1) %

--country_code Wi-Fi EZ I W Wi-Fi [ Z XA R ce 2B,
--start_channel Wi-Fi ;B I51558 R L Wi-Fi [8 R/ XA 5 Ay schan F2E;
--channel_number Wi-Fi [ B 585 TG I Wi-Fi [E 5/ XA RS FH ) nchan 7 B

flhn, ERTPAETH AR fird, B Wi-Fi K A3 18 dBm, EIZAUHN US, BIAFEED 1, &

fRIEECN 11

python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o --tx_power 72: Fi{iji& 0.25 dBm, 72 F/~ 18 dBm
+ --input factory_XXX.bin: #j A [ {f S0

fE TS R Y1 B

AR IE A AN R B RC BN R R TR

S Ihge R 3X
--server_ca TLS R %281 CA IE+ server_ca.crt
--server_cert TLS iR %#a ik + server_cert.crt
--server_key TLS k45 2e i) 2540 server.key
--client_ca0 20 BX g CA RS client_ca_00.crt
—client_cert0 50 B Pk client_cert_00.crt
--client_key0O 50 % i 4R client_key_00.key
--client_cal 1 BXK P uEH CA RS client_ca_Ol.crt
--client_cert1 EREY el e client_cert_Ol.crt
--client_key1 21 EX PR a4AH client_key_01.key
--mgqtt_ca MQTT % Fim ) CA §EF5 mqtt_ca.crt
--mqtt_cert MQTT % g k15 mqtt_client.crt
--mqtt_key MQTT %& i 2540 mgqtt_client key
--wpa2_ca WPA2-Enterprise % 7 i () CA | wpa2_ca.pem
UEAS
--wpa2_cert WPA2-Enterprise % i i4 3L 15 wpa2_client.crt
--wpa2_key WPA2-Enterprise % i) %54 | wpa2_client.key

B, ERLAER LA T v,

i MQTT % 3ty CAE 15, % Ui B

python at.py modify_bin

—mgtt_key mgtt/mgtt.key —-—-input factory_XXX.bin

--mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-

+ --input factory_XXX.bin: % A f [ {30 ¢

& UART it

B UART BCE, (AIEAT 6 4-3% v () UART B8, "B SECE AR KRR
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https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-guides/wifi.html#id46
https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-guides/wifi.html#id46
https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-guides/wifi.html#id46
https://github.com/espressif/esp-at/blob/8b01b678/components/customized_partitions/raw_data/server_ca/server_ca.crt
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https://github.com/espressif/esp-at/blob/8b01b678/components/customized_partitions/raw_data/client_cert/client_cert_01.crt
https://github.com/espressif/esp-at/blob/8b01b678/components/customized_partitions/raw_data/client_key/client_key_01.key
https://github.com/espressif/esp-at/blob/8b01b678/components/customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt
https://github.com/espressif/esp-at/blob/8b01b678/components/customized_partitions/raw_data/mqtt_cert/mqtt_client.crt
https://github.com/espressif/esp-at/blob/8b01b678/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
https://github.com/espressif/esp-at/blob/8b01b678/components/customized_partitions/raw_data/wpa2_ca/wpa2_ca.pem
https://github.com/espressif/esp-at/blob/8b01b678/components/customized_partitions/raw_data/wpa2_cert/wpa2_client.crt
https://github.com/espressif/esp-at/blob/8b01b678/components/customized_partitions/raw_data/wpa2_key/wpa2_client.key
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e IhE L]
--uart_num AT 54 101 UART =5 {XFE AT H & ORI HAE AT a5 DB, 752148

WL [FBRHRIE R tx_pin Al rx_pin
MAT B Es5 0 1B H—F.

--baud AT fip 2 DB JA{E: 115200

--tX_pin AT fip % LY TX B T PR R B B A A S A HCARAE, B 5

--TX_pin AT iy % T RX T PRUE P8 ) A AN 2o MHARAS D 5%

--Cts_pin AT fip % 1) CTS &l T PRUEFRE B A S AHAR A R oe . A
A, BUSEC -1,

--1ts_pin AT 4% T RTS &1 T PR UE TR S A A S AHARE b oE . A

TR, BURISECN -1,

B, GATPAGH AT a4, B0 AT a4 HBARRR N 921600, TX AN 17, RXAFHY 16, S5

i

python at.py modify_bin —--baud 921600 --tx_pin 17 --rx_pin 16 —--cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

+ --input factory_XXX.bin: % A1 E{E 4

&k GATTS [iti

VT, e B4 T B R SR AL IR T IR 5 SCRY, T GATTS R E U gatts_data.csv HI4 7
Bt e
LHTAIMEEUY GATTS BB U R s

S8 Ihee

—-gatts_cfg0 BT gatts_data.csv SC{H index SRy O B)—1 78
—-gatts_cfgl T gatts_data.csv SC{EHT index O 1 —1 74
—-gatts_cfg2 HT gatts_data.csv SC{FH index SRy 2 BY—1 78
—-gatts_cfg3 T gatts_data.csv SCHFH index S 3 Y —1 74
—gatts_cfg4 B gatts_data.csv SCFH index O 4 B —1THUE
—-gatts_cfg5 T gatts_data.csv SO index 2 51— T4
—-gatts_cfg6 BB gatts_data.csv LR index Sy 6 H—4THUR
- gatts_cfg7 BB gatts_data.csv SCPFH index Sy 7 B—4T 8
—-gatts_cfg8 HT gatts_data.csv SC{H index iy 8 BY—1 74
--gatts_cfg9 SEHT gatts_data.csv SCPFH index Sy 9 BY—4T 4R

--gatts_cfgl0

T gatts_data.csv T index 4 10 f—F 78R

--gatts_cfgl1

P gatts_data.csv S index SR 11 i —F750RE

--gatts_cfgl2

T gatts_data.csv 0T index S 12 f—F T8

--gatts_cfgl3

B3P gatts_data.csv S index i 13 1 —1T50RE

--gatts_cfgl4

T gatts_data.csv SO index N 14 1 —F T80

--gatts_cfgl5

B3 gatts_data.csv 34 index iy 15 i —1THE

--gatts_cfgl6

BT gatts_data.csv SCPFH index 2fy 16 B—F75H

--gatts_cfgl7

B3 eatts_data.csv 34 index iy 17 i —1TH0E

--gatts_cfgl8

TP gatts_data.csv {1 index 5 18 f—F7%KHR

--gatts_cfgl9

BT gatts_data.csv S index 2Ry 19 —F 75k

--gatts_cfg20

BT gatts_data.csv SCfHT index 5 20 i —FTERE

--gatts_cfg21

BT gatts_data.csv SCPHT index 2Ry 21 —F7 5k

--gatts_cfg22

T gatts_data.csv SO index 4 22 B—FTH0R

--gatts_cfg23

T gatts_data.csv S index 2Ry 23 i—F 75

--gatts_cfg24

T gatts_data.csv 3L index N 24 — 1T H0RE

--gatts_cfg25

T gatts_data.csv L0 index S 25 f—4 T4

--gatts_cfg26

T gatts_data.csv U A index Sy 26 F—F T8

T

n

'~
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11 -BER

SH IhgE

--gatts_cfg27 AT gatts_data.csv U index SN 27 I—4T78dE
--gatts_cfg28 BT gatts_data.csv SCPEHT index Hy 28 B—F 75
--gatts_cfg29 B HT atts_data.csv U index SN 29 B —4T4dE
--gatts_cfg30 T gatts_data.csv SCFHT index 4 30 B —F T80

B, ERTLAE AT 4, B index 2 0 4714 perm ALFR.

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" —--input factory_
—XXX.bin

+ --input factory_XXX.bin: % A1 FE{E 4

TR BEURI AT [EE, SR F Cify™ i AT IS UE S fiE .
PR AFAF ORI E SOR I IR B T 3Rtk . T2l RERY AR L

hsk: WPk IR E A d, SEUE SR .

6.18 AT API Reference

6.18.1 Header File

» components/at/include/esp_at_core.h

6.18.2 Functions

void esp_at_module_init (const uint8_t *custom_version)

This function should be called only once.
%% custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value -the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)
Parse float parameter from command string.
S8
* para_index —the index of parameter

* value —the value parsed

R

ESP_AT_PARA_PARSE_RESULT_OK : succeed
ESP_AT PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
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esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8

* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
* len —data length
* msec -timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

Rl
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

S8
* custom_at_cmd_array —at command set
* cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%% ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom _ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
%4 ops —custom operate functions set

uint32_t esp_at_get_version (void)

get at module version number,

J&[A] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
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void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,
S8

¢ data —data buffer to be written
* len —data length

B
e >=0: the real length of the data written
* others : fail.
int32_tesp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
ZH
e data —data buffer to be written
* len —data length
B
* >=( : the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
SH
e data —data buffer
* len —data length
B
* >=(: the real length of the data read from device
e others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)

wait for transmitting data completely to peer device,

¥ timeout_msec —timeout time,The unit is millisecond.
Bl
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=0: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

Z¥ terminator —the line terminator
B
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is  “\r\n” .

#&[n] the command line terminator
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const esp_partition_t *esp_at_custom_partition_f£ind (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.
* type —the type of the partition

* subtype -the subtype of the partition
* label —Partition label

1R[] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (wvoid)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

%8 callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.
int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.
S8

» buffer —buffer to store the version string
* size —size of the buffer
Bl
* > (: the real length of the version string
* others : fail

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf’)

6.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command
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Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected
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struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)
callback when AT status changes

void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before entering light sleep

void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.18.4 Macros

at_min (x,y)

at_max (X,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT CMD_ERROR_OK
No Error
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ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch

ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_ CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.18.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.18.6 Enumerations
enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:
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enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP

enumerator AT_MIN_MODEM_SLEEP

enumerator AT_LIGHT_SLEEP

enumerator AT_MAX MODEM_SLEEP

enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch
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enumerator ESP_AT SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_ PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT_ OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT RESULT_CODE_OK
13 OK 7

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT RESULT_CODE_FAIL
“ERROR”
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enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT_RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_ AT _RESULT_CODE_MAX

6.18.7 Header File

¢ components/at/include/esp_at.h

6.18.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)
get current module id

void esp_at_set_module_id (uint32_tid)

Set current module id.
¥ id —[in] the module id to set

void esp_at_set_module_id_by_str (const char *buffer)

Get module id by module name.
%%, buffer [in] pointer to a module name string

void esp_at_main_preprocess (void)

some workarounds for esp-at project

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)

get storage mode of mfg parameters
i)ilﬁl at_mfg_params_storage_mode_t

void esp_at_ready_before (void)

Do some things before esp-at is ready.

£41{E: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.
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6.18.9 Macros

ESP_AT PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

6.18.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_ NONE

enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION
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AT FAQ

o AT EfF
— ROGABLAIZA B H KA B, 4o T IRIRE ) a9 [E) 4 2
— TR AT B 4 25 2
— B L E 0y AT B 4o T 2%, 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3% busy = H X )2 H ¢
- AT B, L9 EREH AN GAE RSB TmEL, A4
- ETRRAR LAy BRIN AT Bl L3R dr &, VA BRI G AR pe R T 46 33§ ¢
- % MCU % ESP32-C2 % &% AT w4 Rikw, A H LA RE 2
— Wi-Fi ¥ (4T¥F WIFI DISCONNECT) % H1t24 2
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
- RTH AT 455 2 = AR = =) ¢
- AT G5 R T TR BRI E T R hF 2
= G fT FAFAR L BN E A R I AF 2 T VA 2B B Ao thiF ESP-AT 142 6 L AFey a4 ¢
— AT &5 5k F 4 ho T AL 32 2
— AT AP B 2 R BTS2 (BRik: 115200)
— ESP32-C2 4 ) AT 4 it N EHEX,, 4o RFEIE0GH ST, ESP32-C2 6% 45 i A0 L 09 4R
T8¢
— KD T B P 5% ho 11 48 notify F= indicate T 4¢ ¢
o FRAF
- ETRIEA oy AT B2 RS K flash % X 2
— AT B 4o fT & F error log ?
— AT fx ESP32-C2 #3540 _+#4 UARTI i@ 12 5 ESP32-C2 #4064 datasheet B i\ UARTI 5 B
—5
o AR
— AT Wi-Fi i 35360F % 00 2
— ESP-AT Bl TCP £ F 0 K2 T 7T vAIS IR ?
— ESP32-C2 AT Bvk -z 4o fTiiX AL ¢
L)
— RS R T AR AR R v Rty AT 04 ©
ESP32-C2 AT H4ef145 € TLS W3 A ¢
AT B 4o fTi5 7 TCP 454 ¢
ESP32-C2 AT ¥ # PPP % ?
AT 4o fTik fE R X B & ¢
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8.1 AT |1

8.1.1 IR BAT I AN, AR IS T A B0 ?

WIERAT B+ TEAT B BRI R [, ST %5 B AR % -

o GEAR RIS IC B AL R [ (4 (R ESP-AT B A 2 5%)
o BH HILEAT KR8 AT B+ 2 .

8.1.2  MfARI AT [l gh ?

esp-at 1l H DAYE AR AN T4 136 R A 28 A T AR B G P vh 40 e« BRI PE (LT esp-at/
components/at/lib/ HRT) ZMIRRY, FIFEITE.

8.1.3 Py L E M AT W P4 ?

o bk THAE T3k Flash N3 TH.
. PEFHULTEBEAT T 50,

8.14 iy ESP-AT 4l ki)4s bin (1 ?
Tl DA Flash 2k T H fi%) combine #4178 G .

8.1.5 B " AT MR fpimids ?

o BRI RS, (RO A SCRIEPE LS -
o XTREIFEM AR, E0TLAEE A 16y AT+ UART_CUR 5(# AT+UART_DEF #HTIEEL.
« BAPEAAE .

8.2 AT fl S5

8.2.1 AT #/55 busy &l 25K ?

o LR “busy” FIORIEFEMPRRT L4, TCEMIN MATEIA . B AT @& A R Lk, Ra
WPRSEH— 22, A BB —&m 4.
o BHZRVAVEFEFRAR, RFEHSHR “busy” 3K “ERROR”, FMALfTH: OMHA, 9
NI
- %A AT+GMR (#174F CR LF) (Z#84F), BT AT+GMR (#174F CR LF) L4 @& — K58
B AT @4 7T, RESPITZG2L. WIIR RG0 A 5E K AT+GMR #4E, il TR
ZHEAF, RN AR, REHRR “busy”. (AR ZRGEC L5 T AT+GMR #t
1, FRIREI ST ZSAEAT, SR & — KRN m 4, R4~ “ERROR”,
— MCU %3 AT+CIPSEND J5, Ui#| busy p.. Wi, MCU 3556 5 & 2505 . % busy p.. 183
A IEFEPAT, METM A TR, BHEE AT b2kt A MmN s, MCU B33 & 1% #

&,

8.2.2 AT [ilfF, EWURRES a4 aBI P, s ?

ERR CODE:0x010b0000
busy p...

o WEEBARRMR" IEFEA E—4md7.

Espressif Systems 356 Release v2.3.0.0-esp32¢3-824-g8b01b678f 1
Submit Document Feedback


https://www.espressif.com/zh-hans/support/download/other-tools
https://www.espressif.com/zh-hans/support/download/other-tools
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-824-g8b01b678f1

Chapter 8. AT FAQ

o —BAEIL T A SRR busy p--”, 278 ERR CODE SR IT T RIS .
o AR EHLRS SR SRR ] TRXAME R AR, WTRERYIRIZ . XA a4 R 2 R
THATFF IR S, S LR IE T E A AT i

8.2.3 AEAFIBLA LRERIN AT [ R SRR i 4, DLRWIBRE fiy 4 AWIBAS R AS I 45 52
7
o WREAR T ESP-AT (e[RRI PEAR SRt a4, T AS % ESP-AT B # 2 5%
o ARG AERIA 6O M ICATT UGS, AR IA BB TR, &R PAS% release

notes,

8.24 I MCU 47 ESP32-C2 x#5'k AT a4 Jeigl, &t 25 7

3 MCU %5 ESP32-C2 ¥ 5 &3k AT fin & Ja i BN INAT AT, FEREF H AN 7 AT\r\n”,
WZ 0 E AT B & &R R R .

8.2.5 Wi-Fi i) (JTE WIFI DISCONNECT) & hfl2 ?

MR DLAEAT B £ 3% v HFF WIi-Fi W R F, 8% 23 B “wifi disconnected,
rc:<reason_code>", AL <reason_code> {5521 Wi-Fi J& [K/CHS,

8.2.6 Wi-Fi Wit e 2 Pk ) iAg Wik o ?

* AMPDU S i)
— WAREE R AR AMPDU, JIfi4 ESP32-C2 AERIEK A SC B, HZh5 ] AMPDU Jjfg.
— MR B R SR AMPDU, (B2 % fh#8 Al ESP32-C2 Z [8] ) AMPDU &4 fFFE A M R, TP
2B i AR AMPDU T gk % ESP32-C2 () AMPDU jfig. U4 ] ESP32-C2
i) AMPDU Tifig, i HiT40i% ESP-AT 142, {E55 ARl E TR B et
* 22 Component config->Wi-Fi->WiFi AMPDU TX
x 2 Component config->Wi-Fi->WiFi AMPDU RX
« phy mode 734 ] . A0SR %% Hi 25 F1 ESP32-C2 2 [H] 1) phy mode f77E 375 P A i, A4 2]
e % 2219 phy mode 5% # ESP32-C2 [¥) phy mode. #5344 ESP32-C2 [¥) phy mode, if%:
2 AT+CWSTAPROTO 154>,

8.2.7 ESP-AT w4 1%+ ESP-WIFI-MESH ?

ESP-AT 4 i~ 37 # ESP-WIFI-MESH,

8.2.8 JEMAT AT v A EHE P L 2 UL B I iR 2ol 7

AR AT B, W25 DR R

o =MW &% AT+MQTT aliyun,
o BN HZ%: AT+MQTT QCloud,

8.2.9 AT ay A M nl LB EARIIRCI S S 3 7

A PA. ESP32-C2 ) Wi-Fi Fl Bluetooth LE 3t Jl—#R K4k, A[{fi f AT+RFPOWER iy D% & .
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8.2.10 %ﬂi‘f#ﬂﬁ%#ﬂtuIﬁl#ﬂ‘)‘iﬁﬂﬂ'nﬂijﬁmﬁ*ﬂ%% ESP-AT 1) 3¢ Ry fi
O

BlanAE ESP32-C2 24 3 Fp i d WPA2 R B th 4 B , #9151 menuconfig Hh T %20
BE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command support.

8.2.11 AT fy APk FAF g b2t 7

W PABFEAT & % 5 3 BT PR SCP AR .

8.2.12 AT i Avp i 1 B3 T D&l 7 (BRIN: 115200)

AT iy 2-Hf FERFR2 0] DAB R -

o H—Fhyyk, AT DAE L ER 1 6y AT+ UART_CUR S AT+UART_DEF
o BRI, BRI DAEE R g AT B¢, gIFENG: defT4F AT 142 5157 UART %
BERE,

8.2.13 ESP32-C2 fli}l] AT A ABHEA, NRERRIWIF, ESP32-C2 [
A IVAL S N TSN

“WIFI DISCONNECT\\n”,
o FEEBENE, EHALE AT V210 ZJFHM, v2.1.0 &2 A k6T % 4

8.2.14 (KIREHEST % y v il {4 i€ motify 1 indicate Jjfig ?

o (RIDFEIE A AFER)JBIERR T3, B notify Ml indicate. XPHAPHRE MRS i n]
% P AR E R O, (BRI E W AR T K i B notification,
Wik2S ccep fE.

o WIRBEMIAE notify, FEE 0x01; YWIRBHFE indicate, FEE 0x02 (5 0x2902
EAEIATF) ;. R ZBEARERE notify WAEMHAE indicate, FHEE 0x03.

o Hn, ESP-AT [fERAMIIRZ H, 0xC305 2] notify fifj, 0xC306 & 1] indicate
B AT BB X NFRHE FTH R 022902 FiALT:

AT+BLEGATTCWR=0,3,6,1,2

>

// § 0x01

OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// ' 0x02

OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>
// B ccc £ server H W K i# notify #F indicate B E % & #

8.3 flift
8.3.1 AEARFIKIAL iy AT [5PFSERE ) flash 2K 7

* AT ESP32-C2 RIMIH, Gn]LASHESP-AT B 1+ £ 7%
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8.3.2 AT [ infu#5 % error log ?

» ESP32-C2 ¥£ download port £ error log, ERiA UARTO 25 GPIO21. GPIO20.
o T AS P st ik 4k

8.3.3 AT 1t ESP32-C2 Kig] |1y UARTI =555 ESP32-C2 Eigliy datasheet 2R\
UART1 & HA—3 ?
« ESP32-C2 37§ 10 A FEAN 4, 784w ESP-AT {WyHH5E, 7] PAFE menuconfig H i 1o 45 {4 fic 15 2L
UART! B4 BIFCE:, FTPARESs BT datasheet 45 BN —SA01B L
o B HHITERG P PAZ: ] factory_param_data.csv.
8.4 VEfiE
8.4.1 AT Wi-Fi A4 ktmt 20 ?
o HEMAZEGFT, AT Wi-Fi BRI SR 5 7. (BAESEPR(E A H, Wi-Fi 82 BT i th 7
PERE, MIZEREE, BiH RZEMRESZ A5
o A[PAEITAT+CWIAP [ <jap_timeout> B4, K15 B iy )BT .
8.4.2 ESP-AT [ TCP K k5d 11 A/ hEmal Ul isek ?
o TCP ik td N Y\ oykiEd ar 1Bk, T B E A gnik ESP-AT TTRRAE B i [ 14

o 1] DA EE Pl B menuconfig %, Component config > LWIP > TCP >Default send buffer
size,

8.4.3 ESP32-C2 AT fri: i dnfar i ke (L4t ?
o AT Frrt LKA RN 2 2, AR esp-idf iy iperf /R BIEEATINGL (T AT AT, 351

BTy, FHREE R 1460 T ELE KX)o
o FIGERAW R F K, G LASH 4o fTiR & ESP-AT ek ft KL R EAR,

8.5 1L

8.5.1 RE.SN vl DLl R 1L 1R L4 AT a4 7

« ESP32-C2 37 4% UART. SPI #1315 .

o AT BRINFE 26 H) UART 42 DR AE 4. P R TR0 1 SDIO s SPI #2 11 k473
5, FIDAKLT ESP-AT FrE 4wi, G W54 4.

« BEWHRHESH A ATSDIO #2171, i AT SPL#:11 , 5 i AT BH:FH0 .

8.5.2 ESP32-C2 AT infnf 452 TLS BpilliiAs 7

%% 1% BSP-AT T #£8}, W PA¥E ./build.py menuconfig > Component config >
mbedTLS HET, AIDARFASTR ZLMIUA 5 A (L R -
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8.5.3 AT [l ik TCP L% ?

o Hul AT BRIAE 6 TCP s KIEREHCH 5.
« ESP32-C2 AT # K37 FF 16 4~ TCP #$#2, W PAYE menuconfig it THCE:, FLE H¥EWT:

- ./build.py menuconfig > Component config > AT > (16)AT socket maximum

connection number
— ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-C2 AT 7}y PPP j?

* AN3ZHE, n[Z% pppos_client /Bl HT5E B

8.55 AT WA HERERIAH & 7

o ffifE log %% : ./build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffife Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % E 3| Debug,
— {#ifig TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > ff AL log F I EF] Debug.
— ffi f& BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥ E.{&

AR log S5 B E] Debug.
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Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARR . FEar BT, AT &b LIS LT TS eI 1F AT air &b T4t
H, [ AT S 7edr i O BIE G RATEE R . AT FE FAEIL T, SN e 4K A ZIE .

* KIKAT+CIPSEND &4y, BE >2 )5

» RIEAT+CIPSEND YT, WK > 25

KEAT+CIPSENDL % By s, WK > 25

KEAT+CIPSENDEX V82, WE > 2 )5

K IEAT+SAVETRANSLINK V% B T, FH &% (AT+RST) s, BHERZ G

L]
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RN, Kik+++ s, SAIEREXRE, FEAG S

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.

» After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

 After sending the AT+CIPSENDEX set command successfully and returns >.

 After sending the AT+SAVETRANSLINK set command successfully and sending the A7+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BAmBEX 7R, AT i I AR AT AU AR (B THRIIRIY+++) , A AT

T, IXHHE S OB A M G, AT 72 R OLR, MK FEARIEE X

* KiRAT+CIPSEND & w43, & > 25
o RIEAT+CIPSEND $ 476030, ME >2 )5
o RIEAT+CIPSENDL % B4 Y, BE >2 )5
* RIKAT+CIPSENDEX W&y, WK > )5
o RIEAT+SAVETRANSLINK % By S 83, BHAREAT+RST s, BAERZ G
LHIRRER T, R+ i, MR R, PEA G4 HEX.
DHCP Dynamic Host Configuration Protocol
A E NI E L
DNS Domain Name System
4 R 5
DTIM Delivery Traffic Indication Map
JIBINS RNV )
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT k%48
HID Human Interface Device
ML s
I2C Inter-Integrated Circuit
B FL B
ICMP Intemet Control Message Protocol
PRV P 4 il 41 SR
LwIP A Lightweight TCP/IP stack
—ME R TCP/IP Hpill
LWT Last Will and Testament
R
MAC Media Access Control
MAC Hiik
mDNS Multicast Domain Name System
% 4% DNS
manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANERT EFE’J NVS. manufacturing nvs F1 776 T AT [# .ﬁﬂjﬁi}\ BT BN A IS %UEE GATTS
%&‘%‘E FEAE R . Wi-Fi BLE . UART FLESF. XHUMEGEE, BOMETE raw_data B, HAEMT
mfg_nvs.bin, BEFF| at_customize.csv FE XK E .
MSB Most Significant Bit
T A R
MTU maximum transmission unit
= IN (2 T
NVS Non-Volatile Storage
IEZ) RVEAT
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Chapter 9. Index of Abbreviations

Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-C2 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

B3 0 NN RN
iR, TGS AT apd-. B, Pl PAES AT+CIPSEND %, %Kik AT fir
2 HYE Y MCU bl 21 & it o . AT i B 98t , Siliad AT fivd iR [ 45 MCU, - [ i
2Bl +IPD {5 E.
Tl s, WRIEHITIT, ESP32-C2 A g, FHemERNiIT.
WL AN L1522 Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
L PETCL % . OWE 2—Fh Wi-Fi ARifE, B PREERS ti sl Z A A8 (5 32 B ORI, A2 oAt b 5
VAR
WEZNASH YEH AR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C2 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C2 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

BAREGR Wil @R s i,
TEEMRBACE, AR REHE AT ai %, BR THREHII+++ ard. AT ayd HRER BT Y MCU
%ﬁ%ﬁ%%@‘ﬂ&i&, ReIE B ekt . AR F ] AR 20l AT Ay D e o, &1
74 MCU,
Wi-Fi B ARy, QRIEHEINTIT, BSP32-C2 M 0% Py, S Ao (T g, Mo 5
A+++BIFER, W RERE; ESP32-C2 A NARSF RNy, & oK PHEERE ]I T B 3 £, iy B
A+ ++ 1B AR
WL A 11557 Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

I
I
I 1
' AT+SAVETRANSLINK=1[,..] H
I AT+RST ]

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-5 1£ 445 X))
e Passthrough Receiving Mode (:% 153545 X))
* Passthrough Mode (:% 1542 X))
e AT+CIPMODE
e AT+CIPSEND
¢ +++
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
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Chapter 9. Index of Abbreviations

received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

ARG TE-5-30 R4 AR X S A AR X Z A — NI S
BB, AT AREAAEER S it (B AT aT AR R B & f o imi &, wid AT fy
A O TG IR B 25 MCU ., 8 £ A28 25 2% Transmission Mode Shift Diagram .

PBC Push Button Configuration
T E

PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIIAIE, 7E ESP-AT TAE {512 Er OPEN Al WEP PASMY) Wi-Fi IAIERLE.

PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NITEARN . ATTESIER AR (PKT) 2—4 i fh. PF. 25% . GHBCE SRR
B R, HEMIE TG 8. /B[R . A AR BT 1.
EENRESH NI EPIIAE .

PLCP Physical Layer Convergence Procedure
PLCP Wi, BI4EZ RN

PMF protected management frame
SZARIPIAE BHT

PSK Pre-shared Key
X |

PWM Pulse-Width Modulation
fkeb 5 P 9]

QoS Quality of Service
iz 55 o e

RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC HR)—ZH LG, TEARMTE AR AR BERE PR T A

SMP Security Manager Protocol
LA P

SNI Server Name Indication
i858 LS TN

SNTP Simple Network Time Protocol
{7 B[] 285 s i) P

SPI Serial Peripheral Interface
ERATAMREE

SPP Serial Port Profile
SPP #, R I #

SSL Secure Sockets Layer
SSL il RIZ2as g il

system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.

REENE AT 4 KA MCU f%dis . SRS EEH A \r\n 852, A0 RGH LU AT 4
a

TLS Transport Layer Security
TLS thil, R 22 e
URC Unsolicited Result Code
B RGN , — AL 2 MCU [ E TR [H]
UTC Coordinated Universal Time
PR AL B
UUID universally unique identifier
38— RS
WEP Wired-Equivalent Privacy
WEP fin# sk, BIA L4530
WPA Wi-Fi Protected Access
Wi-Fi {47151
WPA2 Wi-Fi Protected Access II
Wi-Fi f4p1)7 0] 1T
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WPS Wi-Fi Protected Setup
Wi-Fi [P 3
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Chapter 10

> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
?5 NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] 9e++

SEEEEEEEERERRR
ANSEEEEEEEERERRE
FESEEEEEEERERR
FEESEEEEEEERRRE
FEEEEEEEEEERERE

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o
* N TCP/IP HEALFIA G 2
o REMESEHDAR IR B2 BRIV T L5
o WU i1 18] 5.5 T A
o PR E SCAT iy

¢ genindex
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AT + CONNECT = CONTROL

. abcdef...

[OK]

/| 2: ESP-AT fir4
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A

A2DP, 361

ADC, 361

ALPN, 361

AT, 361

AT command port, 361

AT log port, 361

AT port, 361

AT g0, 361

AT H 30,361

AT 350,361

AT_BUFFER_ON_STACK_SIZE (C macro), 351

at_get_data_len_fn_t (C++ type), 347

at_get_mfg_params_storage_mode
function), 350

at_handle_result_code (C++ function), 344

at_max (C macro), 346

at_mfg_params_storage_mode_t (C++ enum),
351

(C++

D

Data Mode, 362
DHCP, 362

DNS, 362

DTIM, 362

E

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL c
macro), 347

ESP_AT_CMD_ERROR_CMD_OP_ERROR (C macro),
347

ESP_AT_CMD_ERROR_CMD_PROCESSING (C
macro), 347

ESP_AT_CMD_ERROR_CMD_UNSUPPORT c
macro), 347

ESP_AT_CMD_ERROR_NON_FINISH (C macro),
346

ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),
347

at_mfg_params_storage_mode_t : :AT_PARAMSEIN MFGNIVERROR_OK (C macro), 346

(C++ enumerator), 351

ESP_AT_CMD_ERROR_PARA_INVALID (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_IN_PARBZITION

(C++ enumerator), 351

ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_NONE 347

(C++ enumerator), 351
at_min (C macro), 346
at_read_data_fn_t (C++ type), 347
at_sleep_mode_t (C++ enum), 348
at_sleep_mode_t::AT_DISABLE_SLEEP
(C++ enumerator), 348
at_sleep_mode_t::AT_LIGHT_SLEEP
enumerator), 348
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator), 348
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator), 348
at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-
merator), 348
at_write_data_fn_t (C++ type), 347

B

Bluetooth LE, 361
BluFi, 361

C

Command Mode, 361

(C++

ESP_AT_CMD_ERROR_PARA_NUM (C macro), 347
ESP_AT_CMD_ERROR_PARA_PARSE_FATIL c
macro), 347
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 347
esp_at_cmd_struct (C++ struct), 344
esp_at_cmd_struct::at_cmdName
member), 345
esp_at_cmd_struct:

ber), 345

(C++

:at_exeCmd (C++ mem-

esp_at_cmd_struct::at_gqueryCmd (C++
member), 345

esp_at_cmd_struct::at_setupCmd (C++
member), 345

esp_at_cmd_struct::at_testCmd (C++

member), 345
esp_at_custom_ble_ops_regist (C++ func-
tion), 342
esp_at_custom_ble_ops_struct (C++ struct),
345

esp_at_custom_ble_ops_struct::connect_cb

(C++ member), 346

esp_at_custom_ble_ops_struct::disconnect_cb

(C++ member), 346
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esp_at_custom_ble_ops_struct::recv_data (C++ enumerator), 348

(C++ member), 346 esp_at_error_code: :ESP_AT_SUB_OK (C++
esp_at_custom_cmd_array_regist (C++ enumerator), 348

function), 342 esp_at_error_code: :ESP_AT_SUB_PARA_INVALID
esp_at_custom_cmd_line_terminator_get (C++ enumerator), 349

(C++ function), 343 esp_at_error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC
esp_at_custom_cmd_line_terminator_set (C++ enumerator), 348

(C++ function), 343 esp_at_error_code: :ESP_AT_SUB_PARA_NUM_MISMATCH
esp_at_custom_net_ops_regist (C++ func- (C++ enumerator), 348

tion), 342 esp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL
esp_at_custom_net_ops_struct (C++ struct), (C++ enumerator), 349

345 esp_at_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH
esp_at_custom_net_ops_struct: :connect_cb (C++ enumerator), 348

(C++ member), 345 esp_at_error_code: :ESP_AT_SUB_UNSUPPORT_CMD
esp_at_custom_net_ops_struct::disconnect_cb (C++ enumerator), 349

(C++ member), 345 ESP_AT_ERROR_NO (C macro), 346
esp_at_custom_net_ops_struct::recv_dateasp_at_get_core_version (C++ function), 344

(C++ member), 345 esp_at_get_current_cmd_name (C++ func-
esp_at_custom_ops_regist (C++ function), tion), 344

342 esp_at_get_current_module_name (C++
esp_at_custom_ops_struct (C++ struct), 346 function), 350
esp_at_custom_ops_struct: :pre_active_wrkdie alatgetcadddalek id (C++ function), 350

(C++ member), 346 esp_at_get_module_name_by_id (C++ func-
esp_at_custom_ops_struct: :pre_deepsleep_callbdak), 350

(C++ member), 346 esp_at_get_para_as_digit (C++ function),
esp_at_custom_ops_struct: :pre_restart_callback4l

(C++ member), 346 esp_at_get_para_as_~float (C++ function),
esp_at_custom_ops_struct: :pre_sleep_callback 341

(C++ member), 346 esp_at_get_para_as_str (C++ function), 341
esp_at_custom_ops_struct: :pre_wakeup_caddipeatk get_version (C++ function), 342

(C++ member), 346 esp_at_main_preprocess (C++ function), 350
esp_at_custom_ops_struct::status_callbap_at_module (C++ enum), 348

(C++ member), 346 esp_at_module: :ESP_AT_MODULE_NUM (C++
esp_at_custom_partition_find (C++ func- enumerator), 348

tion), 343 esp_at_module_init (C++ function), 341
esp_at_device_ops_regist (C++ function), esp_at_para_parse_result_type (C++

342 enum), 349
esp_at_device_ops_struct (C++ struct), 345 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_device_ops_struct::get_data_length (C++ enumerator), 349

(C++ member), 345 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_device_ops_struct::read_data (C++ enumerator), 349

(C++ member), 345 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_device_ops_struct::wait_write_complete (C++ enumerator), 349

(C++ member), 345 esp_at_port_active_write_data (C++ func-
esp_at_device_ops_struct::write_data tion), 343

(C++ member), 345 esp_at_port_enter_specific (C++ function),
esp_at_error_code (C++ enum), 348 344
esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_é¥dlat_port_exit_specific (C++ function),

(C++ enumerator), 349 344
esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERRGR at_port_get_data_length (C++ func-

(C++ enumerator), 349 tion), 343
esp_at_error_code: :ESP_AT_SUB_CMD_PROCESIMNI_ port_read_data (C++ function), 343

(C++ enumerator), 349 esp_at_port_recv_data_notify (C++ func-
esp_at_error_code: :ESP_AT_SUB_COMMON_ERROR tion), 342

(C++ enumerator), 348 esp_at_port_recv_data_notify_from_isr
esp_at_error_code: :ESP_AT_SUB_NO_AT (C++ function), 342

(C++ enumerator), 348 esp_at_port_specific_callback_t (C++

esp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR ftype), 347
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ESP_AT_PORT_TX_WAIT_MS_MAX (Cmacro), 351

esp_at_port_wait_write_complete
function), 343
esp_at_port_write_data (C++ function),
esp_at_ready_before (C++ function), 350
esp_at_response_result (C++ function),
esp_at_result_code_string_index
enum), 349
esp_at_result_code_string_index:
(C++ enumerator), 349
esp_at_result_code_string_index::
(C++ enumerator), 349
esp_at_result_code_string_index:
(C++ enumerator), 350
esp_at_result_code_string_index:
(C++ enumerator), 350
esp_at_result_code_string_index:
(C++ enumerator), 349
esp_at_result_code_string_index:
(C++ enumerator), 350
esp_at_result_code_string_index::
(C++ enumerator), 350
esp_at_result_code_string_index:
(C++ enumerator), 350
esp_at_result_code_string_index:
(C++ enumerator), 349
esp_at_set_module_id (C++ function), 35
esp_at_set_module_id_by_str (C++
tion), 350
esp_at_status_type (C++ enum), 347
esp_at_status_type: :ESP_AT_STATUS
(C++ enumerator), 347
esp_at_status_type::ESP_AT_STATUS
(C++ enumerator), 348

esp_at_transmit_terminal (C++ function),

342
esp_at_transmit_terminal_from_ isr
(C++ function), 342

G

GATTC, 362
GATTS, 362

H

HID, 362

I12C, 362
ICMP, 362

L

LwIP, 362
LWT, 362

M

MAC, 362
manufacturing nvs, 362
mDNS, 362

_NORMA

_ TRANSMT

MSB, 362
MTU, 362

N

Normal Transmission Mode, 363
NVS, 362

(C++
343

342
(C++

:ESP_ATyRE 3¢5 T_CODE_ERROR

ESP_ATPRESULT_CODE_FATL
Passthrough Mode, 363

: ESP_AT, RESH TP RIEGIORE g Mode, 363

PBC, 364

(ESP_ARSE I SADFedPon, 364

PKI, 364

:ESP_ATLRESBEY_CODE_OK

PMF, 364

:ESP_Aq%ﬁé%%&T_CODE_OK_AND_INPUT_PROMPT

PWM, 364
ESP_AT_RESULT_CODE_PROCESS_DONE

Q

:ESP_AQI§E%%&T_CODE_SEND_FAIL

:ESP_ATRRESULT_CODE_SEND_OK

RTC, 364

S

SMP, 364
SN, 364

0
Sfunc-

SNTP, 364

I 364

SPP, 364

SSL, 364

system message, 364

T

TLS, 364
Transmission Mode Shift Diagram, 363

U

URC, 364
UTC, 364
UuUID, 364

W

WEP, 364
WPA, 364
WPA2, 364
WPS, 365

\ 4
w R, 361

\ 4

HAEAE A, 362
EE R, 363
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