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AlH5M

$§$ﬁ%ﬁ%EWAT%ﬁZ\&ﬁﬁﬂ\mﬁﬁﬁﬁﬁ\%&Wﬁ?ﬁﬁ%%AT@#,m%T%%
A

1.1 ESP-AT {2

YL fEfH ESP-AT Hi, G40 FIEeE 50 % 0, 06 I i 4 AR B R0

ESP-AT & SR g5 JT A (4 n] ELA% T8 MR Y T, SRR I R8s, PRI i i
ESP-AT fiy4, R DAPGHE A TCZ M4 . R =5 . SR (F A SR il S5 2 e, HAEAYE
TeLm IR BTy H IR

ESP-AT 2 5T ESP-IDF SZHi R % TRE . ‘&2 ff ESP32-C2 gl fE g MAL, MCU E5 3 #Hl. MCU %%
AT fiy 445 ESP32-C2 #i41, $ 1 ESP32-C2 A4l SAAT AN M A, FF 420 ESP32-C2 #E413R 1] () AT Iy
N . BSP-AT $244 7 K EINFEARFEIR AT iy, 1 Wi-Fi fiy4-. TCP/IP 54>, Bluetooth LE fjr4~, Bluetooth

. MQTT fiy4~. HTTP 154, Ethernet fiy 445,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<i::$> BT (ESP32)

% 1: ESP-AT %

AT iy bA “AT” JHif, U Attention, DUBTI—47 (CR LF) W45, i A& Sy #f 2 iR [u] OK ok
ERROR MR, Fn M Alap S M A PATE R . HE, Il AT ey M BT, SRRAREIIT %
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frd. L, fEMH AT i, WAER b IiTsg e n, MRIE T &Kard. MR E—AamdR
WAToEEe, AR TH M, WERE busy p. .. K. HEH X AT 6 E BB AT ¢4 %

FOABLE T, MCU il UART #&#: 2 ESP32-C2 #i4H . &i%k AT 1S AU AT mhy. {2, ]
PARRIESE SR (5 B s efE e, i HA R4z 10, 6l SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.

1.2 BoRiE™

SR A U PR BB ) SRR REF 7l . AT BRPFTT . AR WU e 4 o

W AUREHERERERECE . AT AR PR, SR RS 8 SRS

1.2.1  wf ey

TETTUG ] ESP-AT Z 1, 5 B — s G i R 2 - S B FR i = i b, A7 i IR RE To 2 )
A MEPFIRALE MM, HEBEBZITMPINE, WAk, e, WA, RoF%E. W m
PR B B B

o PR T H T DARE BT AR () AR AR I O RE AR X 5«

o BORKUAEAS T DARE B T A0 R RSB SR I REAFRE ]

o WEPFHEZLAHE S W AR DGR B Ot 25, TR . B RITT A 22 I A S R A
o

ik BORBLESS BRI LRI RE s, AR AT BORRE ). B, ESP32-C6 St LF Zighee 3.0
Ji Thread 1.3, FRBA ) AT SCPI7 S8 LR PIFTEL L.

122 AT 8RkPEJ5 Rk %!

AT BAFT7 S8 SRR WL A 4R L) AT [, n] DARE B bR SE B TC LI fE -

o QSRR TR ESP32-C2 I A IRANM AT JAFRE S, IS HAT o4 %o
o AREAERS H ESP32-C2 I AR AT [BEHEhEE, WHZHESP-AT Bl £ 5.

NIV TR R AT [ f 20 A

Yl Tk IBE HEFR AT Bl | 35BS

ESP32-C6 | Wi-Fi 6 + BLE 5.0 v4.0.0.0

ESP32-C3 | Wi-Fi4 +BLE 5.0 v3.3.0.0

ESP32-C2 | Wi-Fi 4 (5 BLE 5.0) v3.3.0.0

ESP32 Wi-Fi 4 + BLE v4.2 (+ BT) | v3.4.0.0

ESP32-S2 | Wi-Fi4 v3.4.0.0 HEFA P LU 5 1Y) ESP32-C &R 7]

* (3 BLE 5.0) Fn AT BIFJ7 R SRR T ThaE, (BAARY IO R B 85 D RE
* (+ BT) 8 AT B0 S P SO M T IIRE, (FAARRY R R A5 D RE .

Gik: T OB T Bk AT B, 2 BRI R T % A
sales@espressif.com, FANTRHRULE A",
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TR AT AT [S19T: ?

ESP-AT [5 {47 PAF JURH SRS, Hob T sl 4 PR 00 T AR A B SRS, SR BA12E Rt B
TR

B R REE (R5)
GitHub 1\ 1% [ 14

5B A dh B 1
BATRIFHY B I

PPRARIEE (He42) PP RATRRSIE SR KA RIE R BB OB, IR
P ANl e o A AR R, P SR P e Rl JRL I A, R T ] 3 B AR 8 OTA il 55
ST AR P T R AR e A e s T H TR, UL et B WO R AR . R E Ty
WA SR RO, 0T DARRYE A2 #k 2 07, B AN A A AL S (P A 20 ) 1 A 7 I

o JBUEAR: ESP32-C2 AT B4

o LA

- T

L

— BREE O TAR R
o R

- HHENIK

- A HEBAA TR
« ZHEIH:

- B

- B FHRARTIES

— 5 % ESP-AT [ {4 35/ A SRR AEE i 241, 1557 ESP-AT GitHub 1 11 readme.md

GitHub [ 7F - GitHub I PF R 4 0OR AU HE% 2] GiHub I8 S AR IR EI R IR B [ 7 A1 R 2
PEAIE(E, S PRI A A 1, 3R B 5 R AR 4 1 I RSCAS A P (R AT 1 5 A1 Y 1]
P, HAPE v AT AR OTA M5 & T E 1

o PPURIE: WS H 4TI GitHub T 3R # 160 R A AT B # .
o A
— SCIPESR, HTAYRR PRI A MR S ) 4 ok
- A E BRI U, anET SDIO @i B fF . BT SPL IR &I

— PRIUE A TAER I
o B BT ARIERUAANY commit A B FECER S SE RN, WRESAE LR, HEEH
e R I

ESSBETE B SBIEE1EE UE S SR I AN B e B, 5T E R e
LT H R, AR BHORH LB OU T, 4 UART 3453 . UART GPIO % %S 51458, It
P 0] B AL T R 8% OTA IRS5 25 TR [
o KTWTBERSHON, S Hapy T3,
A
- AT EE G .
- BEPFRE . AR,
o BN FREALTAARBE R, ERRIC, ERERRA A .

FATS PR R SR T YO K el R A 5 . 52 H OBE OTA IR%5#5PASCF; OTA I
HE.

o KT AATH IR, S5 KikthiF ESP-AT 142,
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o fi: Thig, HMAC .

o BN WEH OB EIRERE
MR EHERENIIE, HEFET 0 R 5o & &R AR B ) 43 S2 T KRR AT B, R a2
W2 HIEE, RS T master 4337 AR AT [E{4,

1.2.3  BiH oWy

TH R E R B, s RN WO SR EETT A T AR AT o R H R0, RERSHE B b A g
e, PRAERECEANERAERE Sy, w0 F A FETTH ], RERSHE B D o RESR MM BEE , PEREDLIE, 4R
P RRCR AETTH S, e B RN E CL U, SEBL e PRI R A

RS A AT ay B0, B ST R Linux RGN TF A

13wk

AT AN HANGER AT [EF . A AT i AR AT Wi B 75 SR DA BB 7 2 1) ]
.

ARSI AT FEF SR A, 8 RBHEGE R AR, PR 7T S5 ESP-AT Bl 1+ £ 5t
SR AEEAE ] AT BOAE ), ATASH 4o T B AT 3% 2 & e SCRY SR

1.3.1  wfkdEsS

%% 1: ESP-AT 3 fr 5 1 {2
it IhgE
ESP32-C2 7T &Mt ML
USB %dis2k (%4 ESP32-C2 1 & M fll PC) NEkE A R
PC FAL, RRRE T R E AL
USB %ii2k (%4 PC 1 USB #%; UART H: [1f55R) Kok AT 4. 00 AT i |y K
USB #; UART H: 14555 4 USB {55 TTL {55
FIFZE (73 USB %% UART Hf [1RLHLAI ESP32-C2 FFEM) | K% AT il U AT iy B &

%
#

ViR
;
)

i

B IRULABAIAAT B 4 S FE 26 MHz (G . SR8 ESP32-C2 iRk 40 MHz, 5% A%
3% ESP-AT 142 H474%1% ESP32-C2 AT [, fE8HAE

python build.py menuconfig -> Component config -> Hardware Settings -> Main.
—XTAL Config -> Main XTAL frequency —> 40 MHz

o LR 4 HRALFRL 452 ESP32-C2 JT & A A USB %% UART H3 [IRH (S A (o i A3 4
ifg, WA 2 AL TX/RX HIAT .

o QARG ESP32-C2 #5842 T A, Wik UART By, A2 i UART &
[ (2% https://www.espressif.com/sites/default/files/documentation/esp8684_datasheet_cn.pdf > B {545
FEFAA ), [R5 B SR DA A —

— T EE H Strapping 45l (2% https://www.espressif.com/sites/default/files/documentation/esp8684_
datasheet_cn.pdf > %45 Strapping /1) , i iz 42 i A T L P A BB
- I KIEAT+RST=1,1 5%, BEATHAK

Espressif Systems 6 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback


https://github.com/espressif/esp-at/tree/master
https://www.espressif.com/zh-hans/products/devkits
https://www.espressif.com/sites/default/files/documentation/esp8684_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp8684_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp8684_datasheet_cn.pdf
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 1. A48/

[c[cc o O

[0[c600

] 2: ESP-AT Ml is0hE {2 12 7 7 P

1.3.2 ESP32C2-4MB &%

ESP32C2-4MB Z 5145112 P B ESP32-C2/ESP8684 i F-, [FI#G 4 MB flash FB41/F % 4, filfm: ESP32-
C2 MINI £%1|#%4% . ESP32-C2 WROOM £ 1545 .

ESP32C2-4MB AT 3% /4~ UART #:11: UARTO i F F#EE f% & H &, UARTI i F%3% AT 4
U AT 0 . BRI, UARTO FI UART1 ¥J(Hi [ 115200 P45y 75 . B {8 A 26 MHz
i XTAL, FTPAYE ROM BB H G2 PA 74880 4@t UARTO (TX: GPIO20) #2890 piefii F 40
MHz [ XTAL MI¥E ROM BBt H 72 PA 115200 JApRiEs UARTO (TX: GPIO20) #it .

# 2: ESP32C2-4MB RBIAE (184 73 1i

IngE ESP32C2-4MB F 4 Hi/HEAE | HEEEEH
]

TREA & UARTO pe
+ GPIOI19 (RX) . TX
+ GPIO20 (TX) « RX

AT 32/ v 2

LRl UART1 USB %% UART #3 11 Eitk

+ GPIO6 (RX) . TX
+ GPIO7 (TX) « RX
« GPIOS (CTS) « RTS
+ GPIO4 (RTS) « CTS

BiHH 1: ESP32C2-4MB Jf % il PC 2 ] B4 %% B N B 7E ESP32C2-4MB F- & e I, & T H USB
B LA & R PC BT,

AW 20 CTS/RTS 71 U4 7 B P (s D RN A e
QR TFEE AT ESP32C2-4MB S TR, 1S H N WA BRI .
1.3.3 ESP32C2-2MB &%

ESP32C2-2MB Z 51351742 N & ESP32-C2/ESP8684 ith H, [AHf45 2 MB flash [AELL/FF B A -
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ESP board

Download/Log output

USB to serial converter ESP board USB to serial converter
| ] TR [ RX P
™X ———— RX
AT command/response g-:-g J— CR;TI-g

] 3: ESP32C2-4MB 41 i 145 R B 1A

ESP32C2-2MB AT 3k {1 UART #211: UARTO f T R[4 4 H H& , UARTL HT %3k AT fig4-Fil
Pl AT iy BRIAEOL R, AT H &9 UARTO (GPIOS8) Al UARTI i f 115200 AR Tl (5 .
R # H 26 MHz (1) XTAL, JrDATE ROM BB H G2 DA 74880 s+ UARTO (TX: GPIO20) i
s FE M 40 MHz [ XTAL, M7 ROM Bt H B2 PA 115200 4%+ UARTO (TX: GPIO20)
LR

=% 3: ESP32C2-2MB £ 41| fifi {14 422455 I 43 Fic

e ESP32C2-2MB F X H/EHE | HEREEW
i
N T
R UARTO PC
« GPIO19 (RX) * TX
« GPIO20 (TX) * RX
AT G 2
fiy 2/ B UART1 USB %% UART 3 1B
« GPIO6 (RX) . TX
« GPIO7 (TX) * RX
« GPIO19 (CTS) « RTS
« GPIO20 (RTS) « CTS
o &=
s H 7 UARTO USB %% UART H3 11 §5iH
« GPIO8 (TX) « RX

BEW] 12 ESP32C2-2MB JT Al PC 2 ] A4S I H2 £ 9 ELAE ESP32C2-2MB JT %t b, AT USB
W L HEHTT R AR PC /AT,

BiW] 2: CTS/RTS A A AE M RE R 2 h eI A e o
AN B B R T ESP32C2-2MB R AT IR, TS B AR BRI AS
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ESP boa

REAEREEEEEEREEEE

Download

USB to serial converter

AT command/response ESP board USB to serial converter
RX >
X —— BRX
CTS RTS
RTS — CTS

Log output

& 4: ESP32C2-2MB Z 51| hifi {3445 7R 25 &

o

14 FHEET

AT LA ESP8684-MINI-1 B4y B, /M2 an{n] T~ 2k ESP8684-MINI-1 BRI I (1 AT [, DA ANLRF
BFRER BB |, e ESP32-C2 RAIMIH L al S5 A0

TNEABESE AT B BT, HR A ST IEIER TR, B 2% i dE,
XA RIVBEAL, AT BN PR SR i & XA 5. BRI SHESP-AT Bl 1 £ 5t

1.4.1 Pk AT 4

THTE DA 2R AT R N2 PC:

o FIHEAT B 1
o IREBNBRAL TR () AT E¢E
o AR SRR T R 3

A, FATTF# T ESP8684-MINI-1 X iV [f] ESP32C2-4MB-AT-V3.3.0.0 [E{:, ZMEEER H R4 &
Hrp&A bin AN, HE ESP32-C2 R FILLH [l {41 H 545 J bin U AT S5 40F /44 -

— at_customize.bin

— bootloader

| L— bootloader.bin
I— customized_partitions

F— mfg_nvs.csv
| L— mfg_nvs.bin

/R R KK
// bootloader

// AT B & X bin X
// B ONVS 4 KW R W HIE
// ETF NVS 4K bin X f##

QS
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Chapter 1. A48/

(£ L£50)

— download.config /] B RE B E E K
— esp-at.bin // AT A E
— esp-at.elf

— esp-at.map

— factory /) BEFERETATE bin X H#
| L— factory_XXX.bin

— flasher_args.json /] TEBEHEEIHB R

— ota_data_initial.bin // ota data KX #7514

— partition_table /] — F A KAk

| L— partition-table.bin

L— sdkconfig // AT BN EFRE

Hrr, download.config UPF BRI FAISEL:

——flash_mode dio —--flash_freq 60m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

0x60000 esp-at.bin

--flash_mode dio HFEMFER MM flash dio B HEATHI%;

-—flash_freq 60m QM 4R H Y flash i iR # 8 60 MHz;

—-—flash_size 4MB XIS H K flash f/NA 4 MB;

0xd000 ota_data_initial.bin fUFEFE 0xd000 HilitEEs: ota_data_initial.bin 34,

142 Jgexk AT [IPF e
TR AR A RGN N R T ¥

Windows

FaaFERZ BT, W F#k Flash N2k TH ., X245 3¢ Flash N THMNZ, ESFEHEY doc XFk.
o TH Flash F# T.H;
o PP AT (BEAL, FRAIBESE ESP32-C2,)
o MRIRETRRER M TR (AL, FATES develop. )
o MREHTRER—F N D (AL, FlTEsE vart. )

o FF AT [k 2 ss, DU BRI —:
- HETFEITEL R EA (B build/factory HE TR factory_XXX.bin) % 0x0 Hf
Hk: ik “DoNotChgBin” it i &ty [l {4 1) BRI B B 5
- D FEZA bin AR AR KL RE download. config SUH#HATRLE , % 7)/A ik
“DoNotChgBin”;

N TR R B, A T A B 118 COM b 1145, FFA “COM:” "R R pedfi%im
H5 o A RATEF b 1SRN G182 % 78 Windows EAA i 1 .

BEFSEUE, et AT B2 T RFE T .
Linux 3§ macOS

FFIRbesk 2 |, 1523 esptool.py.
PAR PR AR R —, o AT [ PFpER i
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i DOWNLOAD.. — O x
ChipType:  |ESP32-C2 v
WorkMode: Develop o
LoadMode:  UART -

oK

Bl 50 [T HOE B

_ s HEBEE > OS5 (C) » bin > ESP32-C2-MINI-1 AT Bin V2.5.0.0 » ESP32-C2-MINI-1-V2,5.0.0 » factory v B
£ [ ESP32C2 FLASH DOWNLOAD TOOL V3.9.3 = i X
[ ] factory MINI-1.bin J SPID load ] HSPIDownload l
3 factory_parameter.log .

b ESP32 Co N A B VA5 0 ESP23 G N 1 V25 60 aconyVecary M1 — 5 (00|
O -@
O - @
O - @
O - @
[} @
O - @
O @ £
SPIFlashConfig
SPISPEED 5Pl MODE Detectedinfo
®40MHz  OQlo
LockSetti
O267MHz O QOUT ceemEtnas
() 20MHz @®DIO CombineBin
O80MHz O DOUT Default
O FASTRD
DownloadPanel 1
IDLE
ﬂ START STOP rase | COM: ‘COM“ "|
BAUD: 115200 v
K6 N E Ak R R (o)
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&) download.config - 054
O R0 HER0 BBV M)

--flash mode dio —flash freq 60m —-flash size 4M
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data _initial.bin

0xf000 phy _init_data.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1F000 customized_partitions/server_cert.bin
0x21000 customized_partitions/server_key.bin
0x23000 customized _partitions/server_ca.bin
0x25000 customized_partitions/client_cert.bin
0x27000 customized_partitions/client_key.bin
0x29000 customized_partitions/client_ca.bin
0x32000 customized_partitions/mqtt_cert.bin
0x34000 customized_partitions/mqtt_key.bin
0x36000 customized_partitions/mqtt_ca.bin
0x2B000 customized partitions/factory_param.bin

WY ESP32C2 FLASH DOWNLOAD TOOL v3.9.3 - o >

i SPIDownload = HSPIDownload

\ SPIFlashConfig

SPI SPEED  SPI MODE Detectedinf

|DD0NulCthin |
®40MHz  OQlo

Locksetti
O 267MHz O QOUT ockSettings
Caowe @00
Comes o
O FASTRD
DownloadPanel 1
IDLE
START H sTOP H ERASE |COM‘ CoM v|
BAUD: | 115200 5

B 7 TEREZA IR A (RdEeR)

o S REZA bin U EAF AL AL 4, B PORTNAME fil download.config £

#

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —--
—after hard_reset write_flash -z download.config

f PORTNAME B4 T A AR F 2803% 1A B, & TG E %L N 48K, 1152 1 Linux Al macOS

FEF .

¥ download. confiqg Bl iz 3 B SE3)E.
PATF 2 [ (45257 2 ESP8684-MINI-1 AE40 i A v 4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —--after hard_reset write_flash -z —--flash_mode.
—dio ——flash_freq 60m —--flash_size 4MB 0x0 bootloader/bootloader.bin.
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin 0x1e000 at_customize.bin 0x1f000 customized_
—partitions/mfg_nvs.bin

o HEETNEITUOMWE B E 0x0 Hihk: A LN T4, Bt PORTNAME Ml FILEDIRECTORY £

e

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —--—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

f PORTNAME B4 piIT A AR F 280 LA B, A& ETCIAIE %L N 48K, 11527 1 Linux Al macOS

FEF .

Ff FILEDIRECTORY Frife siFT 6 b iy r= [l R nd e A, lHTEOL R, UK E factory/

XXX .bin,

PUR 2K e 5 ESP8684-MINI-1 R 4R 5 A S iy 4 :

—4MB.bin

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 60m —--flash_size 4MB 0x0 factory/factory_ ESP32C2-

PR RUGE, HeE AT B & T RF R .
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Chapter 1. A48/

1.4.3 KA AT [l fF e M Resk i)

T B DA T BRI A AT [l {4 s i) -

o IO T H, 1 SecureCRT;

o B PR AESERIL AT @A/ e T (S Ik iddE ) ;
o PR 115200

o BlEAL: 8;

* fBe{ii: None;

o IR 1

o Vi¥s: None;

* HIA “AT+GMR” fir%, Jf H#AT (CR LF);

HATRER, WV OK, MR AT BR8N .

AT+GMR

AT version:3.3.0.0(3b13d04 - ESP32C2 - May 8 2024 08:21:45)
SDK version:v5.0.6-dirty

compile time (be332568):May 8 2024 08:50:59

Bin version:v3.3.0.0(ESP32C2-4MB)

OK

EW, LA AR i kA ESP32-C2 & FHLH &
Jitk1:
o ¥THFER 0T H., 40 SecureCRT;
o BRI SEPEHT CPEBEM/AEE HE” MO, B S i,
o JEEEE: 115200
o BHEp: 8;
 KE&{: None;
o fsIRfL 1
o Ji¥s: None;
o HEHT AMAY RST &, 7 HER T HEALL, WL ESP-AT [ L1IEMRIHL T .
Jith 2:
o FIFFWIAE O T H, 1 SecureCRT;
o BT ArRIERR T AR BRI “AT dy &/ (e AT R E R4 HE e,
B OEES R hE .
o« PR 115200
o HREfL: 8;
 KE&{: None;
o Ik 1
e Jifs: None;
o TESGEEUIRIL “AT Ap4/ " [F)E D AAT+RST fin 4%, Hf Hi#4T (CRLF), #F “NERE /4
HE” 180 HEM e HEFEL, W3EHH ESP-AT [ .WE‘Z‘:IEHE?H!I“%T

ESP32-C2 F#L H #&:

ESP-ROM:esp8684-api2—-20220127

Build:Jan 27 2022

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:1l

load:0x3fcd6108, 1en:0x18b0

load:0x403ae000, 1en:0x854
load:0x403b0000,1len:0x2724

entry 0x403ae000

I (32) boot: ESP-IDF v5.0-dev-5949-g885e501d99-dirty 2nd stage bootloader
I (32) boot: compile time 11:05:11

I (32) boot: chip revision: v1.0

Q)
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(8L 7))
I (36) boot.esp32c2: MMU Page Size 64K
I (41) boot.esp32c2: SPI Speed 60MHz
I (46) boot.esp32c2: SPI Mode DIO
I (50) boot.esp32c2: SPI Flash Size 4MB
I (55) boot: Enabling RNG early entropy source...
I (61) boot: Partition Table:
I (64) boot: ## Label Usage Type ST Offset Length
I (71) boot: 0 otadata OTA data 01 00 00004000 00002000
I (79) boot: 1 phy_init RF data 01 01 0000£f000 00001000
I (86) boot: 2 nvs WiFi data 01 02 00010000 0000e000
I (94) boot: 3 at_customize unknown 40 00 0001e000 00042000
I (101) boot: 4 ota_O OTA app 00 10 00060000 00140000
I (109) boot: 5 ota_l OTA app 00 11 00230000 00140000
I (116) boot: End of partition table
I (121) esp_image: segment 0: paddr=00060020 vaddr=3c0e0020 size=288c8h (166088)._
—map
I (167) esp_image: segment 1: paddr=000888f0 vaddr=3fca6010 size=02cl18h ( 11288)._
—load
I (170) esp_image: segment 2: paddr=0008b510 vaddr=40380000 size=04b08h ( 19208).
—load
I (178) esp_image: segment 3: paddr=00090020 vaddr=42000020 size=d444ch (869452)._
—map
I (378) esp_image: segment 4: paddr=00164474 vaddr=40384b08 size=01508h ( 5384).
—load
I (382) boot: Loaded app from partition at offset 0x60000
I (383) boot: Disabling RNG early entropy source...

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200

module_name: ESP32C
max tx power=78,

3.0.0

2-4MB

ret=0

SRS R TR ESP-AT T, WIILESP-AT 21t 4.

WA ST QT (1) ESP-AT, 351G Pd 3 e 20, T OO BURE PEAN SR, PRI Eeat i, TR
JIr s BOREAE DA SCRE A 2 RV AA e e, SRS PRI R T 4046 5, T ARANT T 2AIGE R AT [

Espressif Systems

14

Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 2

AT [ilfF

2.1

FeAu iy E

FERE TR A 0. HAT, REERAT T UAR ESP32-C2 RIIKIAL R AT [ 1F.

e

RATHY AT [E LS 26 MHz @b RIS R CA . A0SR R B 0 11 1) /2 40 MHz 1 SR 4RATI42
W HATH I ESP-AT 142, R8T RCE TR BLgkd:
— Component config -> Hardware Settings -> Main XTAL Config -> Main XTAL
frequency -> 40 MHz

WA E H OB % B A~ AT [ 0F, 35 JoPIERESP-AT B # 2 5% SCRY, SRR T
ANIA) ESP32-C2 AT [FTE Ry 24 . REAFRCE AT iy 22 5, AR R A E A 1
LR B P L ) [

IR EAE R AT [ RO E, &l PAldarpy T2 B AT BECFIFEBUHTRY AT B

— 147 UART f. &

- M52k Wi-Fife &

— WSEGE B A B AR E
— 147 GATTS Fe &

HEil, Frg &g ESP32-C2 AT [& {4 14 A 32 357 KR4 Bluetooth® Low Energy AT 44~ (BluFi iy
A ), R AFE BSP32-C2 | H Tl Jfl & &k AT 44~ FllBluetooth® Low Energy AT %4~, W[ DA
R 4= 1T A GitHub Actions 2. F #x ESP-AT B3 4% WML HIE T3 esp32c2-ble—2mb-at [,
SUE IR A M2 iF ESP-AT TA2 3 4% FIATHRILIECE (JER: FESCRYREE =20 236 BREET, s
ESP32C2-BLE-2MB),

- BB R OTA T,

- GitHub F /) AT [E{FSAES]E 90 KARMG Hal ka8, W BITRAT N8 AT [E,

2.1.1 Feils)
FERE R TR AT ARG, 3545 520 50 5 B, I S0 v ) 4% TR ORI 7 2 i

15



Chapter 2. AT [E{4

2.1.2 ESP32-C22MB %%l
e v3.3.0.0 ESP32-C2-2MB-AT-V3.3.0.0.zip (#E¥E)

* v3.1.0.0 ESP32-C2-2MB-AT-V3.1.0.0.zip
* v3.0.0.0 ESP32-C2-2MB-AT-V3.0.0.0.zip

2.1.3 ESP32-C24MB %41
« v3.3.0.0 ESP32-C2-4MB-AT-V3.3.0.0.zip ()

* v3.1.0.0 ESP32-C2-4MB-AT-V3.1.0.0.zip
* v3.0.0.0 ESP32-C2-4MB-AT-V3.0.0.0.zip

2.1.4 TPy AT A %A
HS AT AT WA Z AR ST FFRATT IUAS A AT, S SRR A B A AT 1 0
ARG EPA T /AT

o T # ESP32-C2 AT % 7 pg E 4+
o AT EVMFR A AT [ SR — b i S S HAE H

ik AT RS RSN R ATRE F, AR A BT R A AN R e, RIRT Bk
FE ol 7SR T T 3

2.2 AT FfFw4r

ESP-AT [ #4087 TR DI RE g —db il 3o

build

— at_customize.bin /) ZH®kaREx (APaKRK, 3H T mfgnvs 4K W Ko
—~fatfs 4 X By & 4 H ik fo 20 K K /D)

F— bootloader

| L— bootloader.bin VA-E ¥ k%

— customized_partitions

| L— mfg_nvs.bin /) W HRES Y, SHEENFARE FTH mfg_nvs.csv
— esp-at.bin // AT N B #

— factory

| L— factory_xxx.bin //

SR EHRHN _HFHXHEELE, EAURRIAXFEREHA N 0 B flashe

~Z By, RFMRYPE download.config X HHEEKE T A4 X R F 3 flash.
RN AR A M A B R H

— partition_table

| — partition-table.bin // — %A Kk (44K %)

L— ota_data_initial.bin // OTA ¥ ¥E 40 46 L X
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Chapter 3

AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 80 & 2210 IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #ifjai 25 flash Ff F1431X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

17



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b

e <mode>:
- 0: )5 ESP32-C2 -k AN IEF B AL
- 1: )5 ESP32-C2 Ff-ik AR {4 R X

B

o WURBEALHRE, WAH R AR E AL ESP32-C2 #E A N a8, XREA ] DAZERE {4 by
4 Boot &M,
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3.1.4 AT+GMR: #HHRAEER

WA %

v

A

=

AT+GMR

W i <

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.DJERRAE R, BNIAE esp—at/components/at/1ib/ HFE F. 1L
T2 PRV, ToIFRCT R .

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

» <Bin version>: AT [& {4 A5 H. WAE E 7] PAYE menuconfig /4. (python build.py

menuconfig->Component config->AT->AT firmware version. )

|
o AREAET ESP-AT [ ¢F A AR R, 5 Sehe it AT+OMR IRAE B

il

AT+GMR

AT version:2.2.0.0-dev(cad4lecd - ESP32-C2 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: i Y i [ 71 S SR AT i 4 B fin 4 S8 %Y

W ) :

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK
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Chapter 3. AT Ay d4E

<index>: AT 475

<AT command name>: AT fy2-%FR
<support test command>: 0 FRALFF, 1 FTR(H

<support set command>: 0 F/RATFEE, 1 FRLFH

+ <support query command>: 0 F/RATE, 1 LRI

<support execute command>: 0 FRATF, 1 FRIE

3.1.6 AT+GSLP: j}i A Deep-sleep Fiz,

BE A

A

AT+GSLP=<time>

Wi 3% ¢

<time>

OK

BH

o <time>: BI#FUEA Deep-sleep YIS, H7: ZFb. BUENTRIE]G, BA HIhMeEE, T8 G HERR

WREEAE , SRS AR o
- 0 FRor B E S

— #r K Deep-sleep <22 28.8 K (2311 ZF#b).

it

o BTN, P ik A Deep-sleep B9 Frmf & HHBIHC Z A S AFAEZ S

3.1.7 ATE: JFpsk Yz AT vl i ohfe

* ATEO: 5X[[al 2
« ATE1: FFJ[E &
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Chapter 3. AT Ay d4E

3.1.8 AT+RESTORE: &)

WA %

v

A

=

’AT+RESTORE

W i <

[ox

]
o LA RHERICE A7 E] flash (S8, TR NERASHE.

© BITIRM S ERRE.

3.1.9 AT+SAVETRANSLINK: ¥ H-#lL Wi-Fi/Bluetooth LE i# L i {5 &

o % B FF AL N TCP/SSL i 15 42 X 4% 8.
o % FFHLEEN UDP i 14X 15 8,
o % F FFHLiE N BLE 5B A X AT 8

BEEIFHLEEA TCP/SSL ZE L BEAH R

B WA

’AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>]

W

’OK

ZH

¢ <mode>:
- 0: 2} ESP32-C2 [ A Wi-Fi if £ 42X,
— 1: 78 ESP32-C2 kA Wi-Fi 51542 X,
o <” remote host” >: FIFE SR, FRmns IPv4 Hihl . IPv6e Huhl, w4, il 64 535,
* <remote port>: i I {H
o < type” >: FELFERESE, FonfEimidsA:” TCP”,” TCPv6”,” SSL”, uY “SSLv6”, BRiA{E:” TCP”
o <keep_alive>: Pl B E#: ¥ SO_KEEPALIVE 3 (&% : SO_KEEPALIVE N47), Hfii: #b.

e JEREl: [0,7200].
- 0: Z&Jf] keep-alive ZHEE; (BRIA)
— 1~7200: JFJ keep-alive Hjfi. TCP_KEEPIDLE {3} <keep_alive>, TCP_KEEPINTVL i}
1, TCP_KEEPCNT i % 3.
o ARy <keep_alive> ZEHAT+CIPTCPOPT 411 <keep_alive> ZEUHE, H4YH
H G E R AT UE « WERIBITA M LI AN E <keep_alive> 2%k, MBIAMEH kB ERIME.

el
o RREN Wi-Fi FFHLE # X F BRI NVS X, HSE <mode> hy 1, Rk EHAZNHEAZLE
X WEBER

Espressif Systems 21 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback


https://man7.org/linux/man-pages/man7/socket.7.html#SO_KEEPALIVE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPIDLE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPINTVL
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPCNT
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 3. AT Ay d4E

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a21:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFPLIEA UDP AL R

i fra

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox

B8

e <mode>:
- 0: 5[] ESP32-C2 _HL#EA Wi-Fi if 42X,
- 1: JFJi ESP32-C2 L Hiik A Wi-Fi i f£ 42X,
o <” remote host” >: FAFESH, FoRmmns IPv4 #itl. IPve dihl, Si%. FKh 64 F5.
« <remote port>: il I {E
o <7 type” >: FRHRSE, FoRtEiHdiAl:” UDP” m “UDPv6”., ERINfH:” TCP”
* [<local port>]: JFFAL#EA UDP &R, i1 F i 4 s 11

B
o AREN Wi-Fi FHHLE £ 42 X A5 BARTELE NVS X, #HZ% <mode> 2 1, FR_EHEBIHEAEE
X TEEER.
o QIR ELT IPVO 2% 7837 —A> UDP &40, 35HATPA T Ak
i AP 374 IPv6
% BAT+CIPV6=1
H T AT+CWIAP iy 23R B3 —~ IPv6 Hiht
(A3 WiTAT+CIPSTA? iy 4528 ESP32-C2 27 3k EE| IPv6 Hihl:

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

BEIFPLYEA BLE B R

wE

’AT+SAVETRANSLINK:<mode>,<role>,<tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<peer_addr>

W

’OK
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e <mode>:

- 0: XM] ESP32-C2 _EHIEA BLE i 542 X,
- 2: JFJH ESP32-C2 _EHiPEA BLE i {542 X,

e <role>:
— 1: client f3 {8
— 2: server fi {4,

o <tx_srv>: tx [R5 75 . AT {E8 GATTC B}, i1 AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
V£l GATTS B}, @it AT+BLEGATTSSRV? f54-251] .

o <tx_char>: tx R &5 . AT E R GATTC I, il i) AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
AR 1N GATTS K, i3t AT+BLEGATTSCHAR? £ 425 .

o <rx_srv>: 1x [R5 F5. AT {E8 GATTC i, 4 AT+BLEGATTCPRIMSRV=<conn_index> iy &%
W3 VN GATTS I}, @3 AT+BLEGATTSSRV? 425 .

o <rx_char> :rx R 55 4HIE 5 . AT 1Eh GATTC B, il #+f AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR MEN GATTS B, i iFAT+BLEGATTSCHAR? fi 445 .

e <peer_addr>: X775 Bluetooth LE H#iihik

L

o AER BLE FF#LiE £ 42 X 15 BARAFAE NVS X, S8 <mode> 4 2, TR _FH H 3 A Bluetooth

LE & 42X, FTREBEAER.

il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL:

A a4

zs

¢ B M BB P A A ik b

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

OK

LA

A .
"ﬂé’\'

’AT+TRANSINTVL:<interval>

o <interval>: FAEA&iE[EfE. B0 280, BRAE: 20, JEME: [0,1000].
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e

o BEMUN, 2 ESP32-C2 A UART Bl 2B, An s iR ) B R T2 F 2920 747, 4
WS R R 2920 T —HAYHIE T Kk, ISR <interval> ZRuEERICE] B
RTEET 2920 F45 F R A5 .

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> R/, FTRAREAR ] HMSOR As B B A i, AFL S 38 I isORR 5cdha ) 94 2% a8 4
WHL, — R T A RE

2N

/) R BB BKE R R
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

AT+UART_CUR?

W i <

+UART_CUR:<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

OK

v e
ST A

R

/7,’\

=

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
— ESP32-C2 4 SHHEIEY 80 ~ 5000000
* <databits>: HHE{7
- 5 5 bit Kl
~ 6 6 bit KR
— 7: 7 bit Fidfa{
— 8: 8 bit Fdla (v
* <stopbits>: {5}
— 1+ 1bit 31k
- 2: 1.5bit fE 111
—~ 31 2bit IR
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AMlREHEE
- 1: {¥ifg RTS
_2: ffifE CTS
- 3: [AHH#TRE RTS I CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
tifn 4

e

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

ke

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

o <baudrate>: UART %R

— BSP32-C2 %45 475 A 80 ~ 5000000
o <databits>: (v

— 5: 5 bit HEAL

- 6: 6 bit FEAL

— 7: 7 bit FEAL

— 8: 8 bit K
o <stopbits>: 15[ {V/

— 1: 1bit 2147

- 2: 1.5bit fg k17
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— 3: 2bit {2 -7
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: Afifgimis
- 1: {#igg RTS
- 2: fififg CTS
~ 3: [FIWH{iAE RTS Fl CTS

BEW]
o BUE S UCRORAFAE NVS 70X, 43 B B LM IR A 2L

o {1 9 45 2h R T O R A 19 CTS/RTS 4 M, 1% 7% W2 #+ £ 4% Ml components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF-115200,8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

"ﬂ4>°

’AT+SLEEP:<sleep mode>

Wi 3% ¢

’OK

BH

* <sleep mode>:
- 0: ZEHIREARAI
— 1: Modem-sleep #={;
« BA Wi-Fi 3
- SPPRBLHCRRYE AP ) DTIM & ) X
+ H1 BLE #i=X
- £ BLE 78R8T, ST HeREAR )4 18] B e 15 ¢ 1A
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- 7F BLE 28T, SHSIHCREAR H 2422 [a] B 2 1 9% 1A
— 2: Light-sleep #z
« IG5 Wi-Fi fHiR
- CPU K H Bk AREAR , SFPATAREHORE: 5 P4
+ B Wi-Fi #512{
- CPU ¥ H shik ABERR , SHA U RARIEAT+CWIAP 54X B listen interval
SR 5 A
+ A Bluetooth Fz;
- 7€ Bluetooth | &7, CPU ¥t H ik ABENR, SHIBHtRRAR I 15 ] B i 19 5¢ P4
- £ Bluetooth 7278, CPU K HaiE AREHR, bt R AR 212 ) b i 11 5% P4
+ Wi-Fi A1 Bluetooth FE{FAFFL
- CPU ¥fH 3 iiF/\ﬁﬁﬂE o SFPABASTHRORR AR H 5 AR O A
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fHER
- BPIEIHOR AR IEAT+CWIAP fin 2% E Y listen interval ZHUE M KM
+ B4 BLE 5z
- £ BLE JHEAS T, SPAURTHORE AR 4 5] B o 151 2 A
- 7E BLE ST, SHSIHCREAR S 2422 [R) B 2 1 5% 1A

Bl

o A HERIRAX S, Bluetooth LE RAT ARG #I 4Rk . 24 Bluetooth LE #JUA L5, AT PAZE F A AR AR
Ko

* Modem-sleep f5xC il Light-sleep #5:X3 1] PAE Wi-Fi #0835 BLE #5:0 FE, (HAE Wi-Fi fz0F
XA HBBTE station BN iKE

o X Light-sleep #ixXHT, BWIRHTEITAT+SLEEPWKCFG 6y A BE B I MR BEyE , 75 WSR3 4
B EH AT REIRR S

* X Light-sleep 83X J5 , 4154 Light-sleep M A5 (44 AN 2 0], 145K B 2hE A BEIRAR L, 24 Light-sleep
W TR 2K 6 JE I, 152 RE B Bl A R HRAS K o e i

 XfF BLE #i:X N #Y Light-sleep #5538, F FrnZiinfff 4% 32KHz 4%, 750, Light-sleep #3023 PA
Modem-sleep = T AE.

o AT+SLEEP £ 75013552 S0k Sleep AT 7151 .

2N

AT+SLEEP=0

3.1.14 AT+SYSRAM: iy Y fij sl e i as Rl Mg /DA ]
i) 4

LT

AT+SYSRAM?

Wi i <

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

e <remaining RAM size>: Y[ GxHEZS[A], BA7: byte
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« <minimum heap size>: ZFTHATR/DESS[E], B byte. 24 <minimum heap size> /INTE{IE
T 10KB Ff, ESP32-C2 ) Wi-Fi FMIKIIFEME A DI RE T E L 325210

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: #ify/it s 251 s a1
HihR A

ik
E Y H RGN E RS

mlé>:

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

BE A

&

i
WERAGIURNMEE . CRETREE IS E M AT JHE, 8 AT+SYSMSGFILTER fi5 %
A

’AT+SYSMSG:<state>

W] )
[ox
* <state>:
— Bit0: jB} Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2744 Bl R = &,
* 0 AFTEN
© FTEJ +QUITT
- Bltl $f§ﬁj‘%ﬂ_‘1ﬁhu\§§£
« 0 I BB R(E ., Q1 XX, CONNECT
« 10 i FE 4 3R 78 {5 ., Il +LINK_CONN:status_type, link_id, ip_type,
terminal _type, remote_ip, remote_port, local_port
- Bit2: EBRRESERER, @ T Wi-Fi i 4:X,. Bluetooth LE SPP J Bluetooth SPP
+ 00 ATEHHRMEE
1: 4 Wi-Fi. socket. Bluetooth LE 5§ Bluetooth JR7ZS % A stAs iy, $TEIHLR(Z A, -
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— "CONNECT\r\n" = PL "+LINK_CONN:" FF L @i T &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

— "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

- "4+ETH_DISCONNECTED\r\n"

- Db "+ETH_GOT_IP:" F %k # %ze-ﬂé B

- PL "+STA_CONNECTED:" F L #
- PA "+STA_DISCONNECTED:" %}é’]%f\% 1<
- PL "+DIST_STA_IP:" FME T E

~ DL "+BLECONN:" FFk #y F fF &

- PL "+BLEDISCONN:" JF k@i 7 fF K

ﬁﬁn‘
e[
—S
mny
g

]

o #AT+SYSSTORE=1, P& SURHIRIFAE NVS 231X,

o FiEBIt0 Ky 1, B Wi-Fi if X B8 +QUITT,

o« % Bitl K 1, ¥ £ ¥ WAT+CIPSTART FIAT+CIPSERVER iy 4, % % ¥ # /&
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” ERTIZ
2 “XX,CONNECT”,

Bl

/) BH wi-Fi BEBRANATHRT FEA
/) EEWRTHFARET R
/) EBERSAXEAXBATAREEL

AT+SYSMSG=2

%\7\\

B

/] HEHE KX T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsZEH R4 8 0kE
A i fir &

e
E TR W EYSSuR/ bk ey

[k

AT+SYSMSGFILTER?

Wi i ¢

+SYSMSGFILTER: <enable>

OK
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N

A

Dy
F’Fﬁj Fﬁ%ébfﬁzu\ }:E

O e
iy

’ AT+SYSMSGFILTER=<enable>

o] 7 <
[ox

S

¢ <enable>:
-0 BHARGHEELE. REBIME. 25, REHEASER BN IERTE.
D EHARGHEEMAIE. TFEE, REH BIE N R UTE E R EdE S8 AT gk, MCU
TAWﬂ M AR E N F B VTR EEdE, & FEAEEAE MCU.

e

o W5l AT+SYSMSGFILTERCFG iy 4 E AR iEds , Rl A a4 a8 el 8t 24000 Bt g,
SRS MRS 4 ) R GE T E L

o TR AT+SYSMSGFILTER=1 1%, WG B RS SIS E L EE I, Bk AT IR
TH R T .
o TEHENEEAEX B, AU FHAT+SYSMSGFILTER=0 4, 25 R4 Bt g,
o GIARRET AT TR WRIFA, WM AT APIs S8 AT 64 1R &% .

// JREW AT A4 BB KE. BHE LS W AT+HSYSMSGFILTER.
ARk, RAEHRFEW AL %E MCU (AT+USERWKMCUCFG # 4 X H B MCU % B I ) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ BEHAES RN AT A O BB L E. HIE S Y AT+SYSMSGFILTER.
A (WEEH) , XEHEWN AL % E MCU (ATHUSERWKMCUCFG 4 4 % & B MCUL
B E) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B EE MCU HE M AT # 4 O W I A% . KA LS4 AT+SYSMSGFILTER.
A, ABEHE S B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ B A K % B MCU y]ﬁtfﬂkﬁﬁ]% aﬁ AT @4 O W HELRE. KE LW AT+HSYSMSGFILTER.
AT (WEEA) , A2 HKEM 2% B MCU (AT+USERWKMCUCFG # 4 % B B MCU_
B E) .

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);

Bl GRS ZGE iR,

3.1.17 AT+SYSMSGFILTERCFG: #ify/fitE R0 6l ie s

o HamidiE R
hd ;%r/\ﬁﬁ'ﬁl\/v 5
o ¥Whe—A e R
° 7%”‘? "/\ f/@

B 3 28
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n

=

it i

s%

iy A

s

O A .
"ﬂ/?\‘

AT+SYSMSGFILTERCEG?

Wi i ¢

+SYSMSGFILTERCEFG: <index>, "<head_regexp>","<tail regexp>"

OK

o <index>: JIPERMIRT].
e <” head_regexp” >: SLERIENFEER.
e <” tail_regexp” >: REIIENFEERK.

WERAT L DB 2

peEmY mA

’AT+SYSMSGFILTERCFG:<OperatOr>

W

[ox

S

¢ <operator>:

- 0: JEBRFTA L uES . WG, AT DARER— L B B o S TR

il

/) T OPT R LR B

AT+SYSMSGFILTERCFG=0

Bm—A L 2g2
B WA

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi 3% ¢

OK

>

kY Fs AT EMER IR AT fy 4 D R8s, BEE T DA A B (B SR aE ek X ofn 2 3 IE
MFEE), Y AT W F AR JF AT <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
MRk TE B AL T

AR IR )2k e R R AL I 2R s N I s SR
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’ ERROR

LB BV B vea Vet -3 Gyl v e N SR 1P /5790 %I IS A T

s <operator>:
= 1t BEIM—AN g . — i e A AL A SR gk SN R Bk ) ik =K.
* <head_regexp_len>: SLPFIEMIZRIAAXKE . M [0,64]. WERKEN O, FRZBELEBIENFRE
FLHIPLHED, [} <tail_regexp_len> AFEH 0.
o <tail_regexp_len>: EFFIEMIZRIAFAKE . JEH: [0,64]. WHRIEN O, FZNEEHIENZFRHL
HIVCHED, [AIB} <head_regexp_len> AHEH O,

o RN A Ay B B gAY, PRl AT+SYSMSGFILTER iy 45 H B8R I R G0 B g, 58
DU MRS A0 A R 500 B A HE

o IR ARIE MRk A AF A S5 POSIX HAIENIETL (BRE) .

o 9 TG A RIE & (AT A4 1 TX ) Wbl e 98, s PO M ZGA (A ~ Ik, BT
IEMIRAPA $ 4530

o HAAARGHE WIPLe_E kAR W2k 20N e W kU, REHEA S0k, digks, &
GEH B W kAL B Rs S AT adigdel, MCU AU i ARl i W ik Ve e b
Wb, IR RAE MCU,

o MERGH LR — L IER G, AR FREEITE L E R g .

. ié‘dﬁ%ﬂﬁﬂﬂ?ﬁﬁﬁi RGHEARGEA, WASK E—FMRLHEMAZREHEGE—

o, YEATPUAC.

o MTHEMERRR R, SRR ER AR g, R Rl i AT+SYSMSGFILTER=0 fiy 4%

LB WENS PR/

il

// REEE, LHEHE "WIFI CONNECTED" R AW AR &
AT+SYSMSGFILTERCFG=1,17,0

/) A4S KRE OK f1 > J§, B A\ "WIFI CONNECTED\r\n (¥ & \r\n & A 2_
/ANFH, XN ASCIT # g @y 0D OA)

/1 FFR R GE R R
AT+SYSMSGFILTER=1

VAR o

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 1 F # ¥ WIFI CONNECTED % % W Bl &

PEARPI S % Z il AatiEr ).

MHER—A~ 3L DB %S

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢
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OK

>

iR F R AT S UHER I AT v DR, BUIRHE] DAk ABE (B S ar 2k =R B HB 1k
MZEAR), 24 AT 23 MEHR K JF 53] <head_regexp_len> + <tail_regexp_len> J5, #FTIE

kA e AR -
AR I Rk e A 2 I s e B e R, AR ] -

’ERROR

B SRV B visea Vet -3 G v 1 R S| 50 st 7 00 I IS A T

[ox

* <operator>:

- 20 MR adugdE

» <head_regexp_len>: 3 IE N SR K ., 5 - [0,64], TR EHO, N <tail_regexp_len>

AERN 0.

o <tail_regexp_len>: FEIFIFENFEAXKE . L [0,64], WHEIEE N0, N <head_regexp_len>

NEEH 0,

Bl

TR MM e 0 2 s I A 0 AL D o

il

/7 M R g o R B
AT+SYSMSGFILTERCFG=2,17, 0

o/ANF ¥, %t B ASCII A ¥ fy 0D OA)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 4 & &

/] %f& 4 RE OK A > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.

3.1.18 AT+SYSFLASH: #ifyukif 5 flash JIj J1531X
i A

ik
i flash F P43 X

Py
A

AT+SYSFLASH?

W

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK
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Chapter 3. AT Ay d4E

Ve a4
fie:
B 5. R fash J P
s

AT+SYSFLASH=<operation>, <partition>, <offset>, <length>

W

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #fRp X

-1 BAK

-2 FAaK
 <partition>: X4k
o <offset>: mfsibhl
o <length>: i K&
* <type>: JJF4rIXEA
* <subtype>: JJF/rX 1R
o <addr>: J] X HihE
o <size>: I KAK/N

o [ A A5 keck at_customize.bin, FH4EE IS H 4T i 2 Lo R,

o B IXEF, EEEERIZBRSX., X PAEI A <of fset> fll <length> BHORFEM.
W, 4 AT+SYSFLASH=0, "mfg_nvs" A[#ERIEEA “mfg_nvs” X,

o KT X L W] 7% ESP-IDF 43X %

* M4 <operator> Kwrite B, RFEIWHN IS G EHATIRN >, HEERT A A Z S 1 4dE, X
PN 5 <length> —F(,

o GAyDXHT, WIS X,

o WERERE L mfg_nvs 43 XA RELOEE , 6 AT+SYSMFG 1% (NVS Hi SR HE ) o an s
TEAEMUCEEA mfg_nvs 43X, 150 AT+SYSFLASH 4 (43 DXERE) o

il

/1 BB EA "mfg_nvs" oK
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" SR EHHA 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs Jf] J143 [X
iy 4

ig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 (] (namespace)
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[

AT+SYSMFG?

W

+SYSMFG: <"namespace">

OK

BBk fir #4248 I e BE YD

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">] ‘

Wi i ¢

[ox |

¢ <operation>:
- 0 PEBRERE
- 10 RERAE
- 21 B AHAE
* <” namespace”’ >: 44 ZS[H],
o < key” >: EHE, siFRCNEE. X4 <"key"> BB, S <"namespace"> WA IYEENT; &
M H BB A FTHEE R <"key "> [UER(EXT

il
o THICPIEE AED AT (NVS), T4 2s(a] . BERT AR

il

// W client_cert A XMW AMMEN (W: ERBRANE 0 EE 1
—~EF P RIEF)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # #& Z i A M client_cert.0 #EX (H: BRBIAWE o
CEEP RS

AT+SYSMFG=0, "client_cert", "client_cert.0"

DA 428 T e BV X
é\

B WA

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>,<length>]

Wi i ¢
Y <"namespace"> PAKZ GEEEA BT, 1&[H

+SYSMFG:<"namespace">

OK
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Y <"key"> NRZFSHERAE N, &M

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMEOL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: PEEREAE
- 1t SRHfE
- 20 HGABAE
e <” namespace” >: 44 a3[A,
o <" key” >: FHE, SiFRMEE.
o <offset>: F{EA M.
» <length>: {HWKE.
o <type>: FEHAYAAL.
- 1: u8
i8
ul6
16
u32
32
string
: binary

o <value>: SH{EAIEHN.

|
0NN L kW

B
o THICPIEE RS AT (NVS), T4 2s(a] . BERT AR

il

/) EBYM AW AL R
AT+SYSMFG=1

// E B client_cert ® & X 0 WA W £ 4#

AT+SYSMFG=1, "client_cert"

// #E B client_cert # % Z [l W # client_cert.0 F# W&
AT+SYSMFG=1, "client_cert", "client_cert.0"

// LBl client_cert @ % X A W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_
e
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 425 ] A 5 A BEFDO

)E’J

Tg
A frd

=l
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’ AT+SYSMFG=<operation>, <"namespace">,<"key">, <type>, <value>

Wi % ¢

[ox

S

¢ <operation>:
- 0 HEPRERAE
- 1t SRR
- 2: B A#AE
* <” namespace” >: fiy4%3[H.,
o <” key” >: B, siFROME.
o <type>: F{HIGAA,
- 1: u8
-2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: S <type> A, WILSEE ORI :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CERMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT EHES IR TR, BERTEn] DU A B, 24 AT £ 80 1 B0 K R R 5
<value> Ji, WIS7R[) a4 250 P E A SEEXT .

I
NN R W

Bl

o WHSCREE RS A (NVS), T f#ar a2, BEX IS .

* BN, GIEH TR a2 2 A SR (NVS ARG 2 A SRR RERT ) -

o WEREARME K mfg_nvs 7 APt SR E R, T AT +SYSMFG fip4 (NVS HEg B0 o J2R
GBAEECEA mfg_nvs 2} X, G HAT+SYSFLASH fir % (73X #AF)

il

// 1 client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : E#H client_cert.
SREEEAWE 0 BEPFHIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// B ORE > F, A 1164 FH WL $ T H

3.1.20 AT+RFPOWER: #ify/i% ¥ RF TX Power
i A

Yrtig:
7rifi] RF TX Power

Py
A

AT+RFPOWER?

W i <
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+RFPOWER:<wifi_power>
OK

BeE A

’ AT+RFPOWER=<wifi_power>

o <wifi_power>: {3} 0.25dBm, i %E’J%ﬁzﬁﬁ 78, MISZFRMY RE Power B4 78 * 0.25 dBm
=19.5dBm. [i® 50154 AT+RFPOWER? fiyd Eﬁm}\%ﬁﬁ’] RF Power 1f .
— ESP32-C2 ¥4 I BUE TG [40,84]:

BEE | IEBE Xhr{E SEfR dBm
[40,80] | < REH> | <HEH> | <&EH>*025
[81,84] | < &EH > | 80 20

3.1.21 il

o M Wi-Fi KB RFIEEIL}, AT+RFPOWER iy 2 Toik % B/A0 ] Wi-Fi 1) RF TX Power., 34 Bluetooth
LE K454}, AT+RFPOWER iy Joyk ik B/251A] Bluetooth LE H{ RF TX Power,

* B T RF TX Power 4+ b AN [H W) 58 4, W D> FRIAAE S 2 X MM HCHEE B,
B DA L esp_wifi_get_max_tx_power = i) F| ) wifi_power I {H B fE 5
esp_wifi_set_max_tx_power WEMMEAEES, HASHIREK.

o A <ble_scan_power> £l <ble_conn_power> - Z50{H % B N5 <ble_adv_power> ZEUFH [F] 1HE
BN, XDSEG 2 E S E N5 <ble_adv_power> [ [H{H -

3.1.22 AT+SYSROLLBACK: [HI7&ESICLin s 1

Bl

« ESP32C2- 4MB AT 2 ka4, i ESP32C2-2MB AT &4t TR ¥ Hi%i OTA 41X, Plik
AZ LA .

o Ry OTA 4, H4&RET| A — OTA 43 K4
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3.1.23 AT+SYSTIMESTAMP: #5if)/¥% A Hisif ] ik
iy A

i
A ) 7 L P )

s

AT+SYSTIMESTAMP?

W

+SYSTIMESTAMP: <Unix_timestamp>
OK

)E’J

CHLN A

ik
BCEAMIS AR, 24 SNTP WRIERS, K52 (A2 505

[

’AT+SYSTIMESTAMP:<UniX_timeStamp>

W i <

[ox

S

o <Unix-timestamp>: Unix f[a]#;, BAf7: 0.

2N

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.24 AT+SYSLOG: PP HkZE AT i Crddn
A A

ik

i) AT SRR 275 2 T

e

AT+SYSLOG?

W i :

+SYSLOG: <status>

OK
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EmA

&F

i
SRS AT AR

O e
iy

’AT+SYSLOG:<status>

Wi i :

[ox

S8
o <status>: FHRASHE RS

- 0: 3
SREl i

il

// B AT #EREIE R
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// #ER AT HiRREGRT
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR

AT FR AT R —A> 32 fi -/ BRI, & SCanF

ESl FRE

il

bit32 ~ bit24 | bit23 ~ bitl6

bitl5 ~ bit0

« category: [HE{H 0x01
« subcategory: 4HiRASHY
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=y il %ﬁ = K | WA
fig
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 f5Ler
ESP_AT_SUB_NO_TERMINATOR 0x02 FRFIZERG (UL “m” ZER)
ESP_AT_SUB_NO_AT 0x03 FIRARIG AT (5 AT AL at. AUER
aT)

ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 S NI
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 SRR AU
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 e e NI
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 (TS el
ESP_AT_SUB_UNSUPPORT_CMD 0x09 VSZ 3 L
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A L
ESP_AT_SUB_CMD_PROCESSING 0x0B THEDAT L —Zfn %
ESP_AT_SUB_CMD_OP_ERROR 0x0C PN Y (T

* extension: HiRYIR(GE, AR TFREGARPY RAEGE, #1%#H W components/at/
include/esp_at.h,

BN, 5% ERR CODE:0x01090000 F/R “RZHZMmL7.

3.1.25 AT+SLEEPWKCFG: V¥ Light-sleep Wi/t i fle i GPIO

=

=

A

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
- 0: {REABCE, BASLEF
- 1 {REARCE, BASEF
— 2: GPIO Mafig
* <paraml>:
— YEREEE A E BTSN, ZSEEOREIRR ], AL 2R
- Mgk GPIO B, %Z4(3R GPIO 1

e <param22>:
— MUY GPIO B, %M R
- 0 {LiF
SR T
il

// GPIOL12 & % A% ® F B} % B2
AT+SLEEPWKCFG=2,12, 0
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3.1.26 AT+SYSSTORE:

iy

i
i) AT SRR

s

BEE S HAEX

AT+SYSSTORE?

L)V

+SYSSTORE: <store_mode>

o <store_mode>: ZEIEERIR
- 0: WAHEAA flash

- 1: MAHEFA flash (BRA)

Bl

o R NP B, APmEiaS, FOyEa< 82N RAM Fif .

N RN

MDA iy 2

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIJAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
AT+CIPDNS
AT+CIPSSLCCONF
AT+CIPRECONNINTV
AT+CIPTCPOPT
AT+CWDHCPS
AT+CWDHCP
AT+CWSTAPROTO
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e AT+CWAPPROTO
« AT+CWJEAP

il

AT+SYSSTORE=0
AT+CWMODE=1 // F # A\ flash
AT+CWJAP="test","1234567890" // F 7 A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A\ flash
AT+CWJAP="test", "1234567890" // # A\ flash

3.1.27 AT+SYSREG: 5% (f8s

WA

-t

=

A

AT+SYSREG=<direct>, <address> [, <write value>]

W )i :

+SYSREG:<read value> // RNEH TR 545 £
OK

S

o <direct>: BN EZIEA

- 0: LA

- 1 B4
¢ <address>: (uint32) FFffgniit, FHHFESFHH XD (BARSE T
o <write value>: (uint32) 5 AfH, & T 5 S1Eesmt

Bl
o AT A&l , DT Af DR A 2 A e L AT 2%

32 Wi-Fi AT @445

o B

o AT+CWINIT : #IUEACEHE Wi-Fi IRSIE T

o AT+CWMODE: Zifi)/i% 8 Wi-Fi 23, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: #5it] Wi-Fi JRZESH Wi-Fi {5 8,

o AT+CWJAP: %3: AP

o AT+CWRECONNCFG: #5if]/i%'% Wi-Fi %0 %

o AT+CWLAPOPT: ‘& AT+CWLAP xS H14iss By @k
o AT+CWLAP: 545wl Fi Y AP

o AT+CWQAP: WiTF5 AP [

o AT+CWSAP: Tit'® ESP32-C2 SoftAP &%k

o AT+CWLIF: Zxif)i%E3:%) ESP32-C2 SoftAP [{ station {5 &,
o AT+CWOQIF: WiJF station 55 ESP32-C2 SoftAP )%
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* AT+CWDHCP: 3 /2% DHCP

o AT+CWDHCPS: 7%ifj/i%E ESP32-C2 SoftAP DHCP 4)-fr i 1Pv4 HbhikJu

s AT+CWAUTOCONN: FHL 2T HEh%ER: AP

o AT+CWAPPROTO: #¥ifi]/ 1% 5 SoftAP i 802.11 b/g/n Fpsl bR
o AT+CWSTAPROTO: ' Station izl 802.11 b/g/n Hpsl A5
o AT+CIPSTAMAC: #5if/15 % ESP32-C2 Station 1) MAC Hbik

o AT+CIPAPMAC: 5/ & ESP32-C2 SoftAP ) MAC i}

o AT+CIPSTA: #5if)/i% % ESP32-C2 Station [ IP H#iih

o AT+CIPAP: Z¥ifi)/i% 8 ESP32-C2 SoftAP [{ IP Hihk

o AT+CWSTARTSMART : T = SmartConfig

o AT+CWSTOPSMART : {2} SmartConfig

o AT+WPS: %8 WPS IhfiE

o AT+CWIEAP: 53 WPA2 L AP

o AT+CWHOSTNAME: #xif)/15 & ESP32-C2 Station [/ FH144 F
o AT+CWCOUNTRY : #5if)/ 'S Wi-Fi [H 55

321 #7ivrdd

Hs: BN AT B SRR TR BRAT+CWIEAP Z SNWIITA AT %o Ui

5B ESP32-C2 2L

IR 4, 1§ AAT% 3% ESP-AT 142, JESRTOPICE TR LR (NI MO, MGG

k)

» G EAP 5% (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command

support

o 22H WPS /74 (AT+WPS): Component config->AT ->AT WPS command support

o 2] smartconfig iy % (AT+CWSTARTSMART . AT+CWSTOPSMART ) :

-> AT smartconfig command support

Component config->AT

o SNPTH Wi-Fi fip (AR —HEEA, BT Wi-Fi ARA ERIIRERICIA G, B At

PLIX 2 AT 54 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: @)L/ Wi-Fi SRE) R
Ay

i
i) ESP32-C2 #4571 Wi-Fi IR

AT+CWINIT?

W i <

+CWINIT:<init>

OK

B

itk
WAL s PR ESP32-C2 ¥ £5 1) Wi-Fi IRahFE 7

.
"Il/?\‘
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’AT+CWINIT:<init>

W] )b
E
e <init>:
- 0: J5H Wi-Fi IRZhFLF
— 1: ¥tE 1k Wi-Fi SRR (BRA(E)
i

o AUEARAFE flash, FFJE R AEOAE 1.
o L RAM BHEA RIS, A Wi-Fi i9RTEE T, o AR st -5 B Wi-Fi JR80A8 ), AREIL
RAM %

Bl

// EE Wi-Fi W A7
AT+CWINIT=0

3.2.3 AT+CWMODE: #ify/¥H Wi-Fi B3k, (Station/SoftAP/Station+SoftAP)
A

Yyfig:
e if] ESP32-C2 #4511 Wi-Fi jit,

AN .
“ﬂ4>‘

AT+CWMODE?

Wi

+CWMODE : <mode>
OK

Dyie:
P8 ESP32-C2 5451 Wi-Fi fizt

s

’AT+CWMODE:<mode>[,<auto_connect>}

Wi i ¢

[ox
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BH

o <mode>: izl
— 0: J& Wi-Fi 5%, 9f H. 2[4 Wi-Fi RE
— 1: Station Fiz\;
— 2: SoftAP iz
— 3: SoftAP+Station Fi=;

+ <auto_connect>: JJ{#ft ESP32-C2 % #511 Wi-Fi #3CI) (BI40, M SoftAP it Wi-Fi #5174k H
Station 55} SoftAP+Station #55X) , 27 /5 H HaliEH: AP IIfe, BOAE: 1. SHEERE, it
MEGAE, S aE H shidEs:.

- 0: 22 /] F shifE#: AP [Tfe
- 1: 3 B3hiER AP [MIIEE, &2 AIC &% H3liER: AP [WECE f-475) flash 1, JU] ESP32-C2
WAk B BhiEd: AP

Bl

o PAT+SYSSTORE=1, 7S5 ¥HARAEAE NVS 4 X

o WEZ EIEE S A YIRE, RIS ATAERE, EIZEE A SoftAP BY SoftAP+Station LJFERT, Sk
KA A Y EE DGt T g -
— AT+BLEINIT=0 (3144 Bluetooth LE)
— AT+BLUFI=0 (3[4 BluFi)
WA TR 24077, W R RE U7 SRS

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #ify Wi-Fi JR 581 Wi-Fi {58
i)y A

Jyiie:

25if] ESP32-C2 #4519 Wi-Fi RS H1 Wi-Fi {5 B,

AT+CWSTATE?

W i <

+CWSTATE: <state>, <"ssid">

OK

ZH

o <state>: Y47] Wi-Fi Ik5&
— 0: ESP32-C2 station [ A S T(EA0] Wi-Fi i#4%
— 1: ESP32-C2 station ©. 41532 | AP, {H¥ R IKER| IPv4 Hihik
— 2: ESP32-C2 station . & %3 | AP, & 4KEF] IPv4 #ihl
— 3: ESP32-C2 station IE¥E#4T Wi-Fi #E#25( Wi-Fi #iE
— 4: ESP32-C2 station b Wi-Fi BiFFIRES

o« <” ssid” >: H#FR AP 1% SSID
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e

o 24 BESP32-C2 station Y% g 1E#: AP I, #fEx{di f i dy &2 if) Wi-Fi {5 5.5 24 ESP32-C2 station %

b AP G, R AT+CWIAP iy 425 Wi-Fi {75

325 AT+CWJAP: iEf; AP
Ay

Yriie:
#5115 ESP32-C2 Station (1) AP 5 K,

P
iy

AT+CWJAP?

W

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>

—, <scan_mode>, <pmf>
OK

)E’J

CEA

ik
1% & ESP32-C2 Station 55 7E R0 AP

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_

—interval>][,<scan_mode>] [, <jap_timeout>] [, <pmf>]

Wi 3% ¢

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

Y

+CWJAP:<error code>
ERROR

eoral
=
|

22
frms

=

fe:
¥ ESP32-C2 station i£8: & Ik Wi-Fi it & ) AP

AT+CWJAP

W
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WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

17
+CWJAP:<error code>
ERROR
o <ssid>: H#x AP 1 SSID
— 405 SSID A A , o "L\ SRR AT, REE
— AT CHpERE SSID SRy 3CH AP, (HE RS K 45 5E PAsi i 3L SSID N2 UTF-8 Zmhtddg .
AT PASEH SSID, AR J5 {414 21 g SSID #EfTi%E$z

o <pwd>: B K 63 45 ASCI

* <bssid>: H#¥x AP 1§ MAC Hihl, 2424~ AP G#H[F[1) SSID B, SN 1

e <channel>: {ZiE%

o <rssi>: F5IRE

e <pci_en>: PCIiAJE

— 0: ESP32-C2 station 1] 5 {Ti—Fl a5 21 AP jE482, (5% OPEN il WEP
— 1: ESP32-C2 station 7] 5[ OPEN F1 WEP 2 #NFATAR—Fimnas 5 R AP 545
» <reconn_interval>: Wi-Fi BiE[E]fE, A b, BROME: 1, & A{H: 7200
— 0: Wi, ESP32-C2 station A~ % AP
— [1,7200]: WiFFi&EdE )5, ESP32-C2 station 4[58 E I E]) 5 AP %
* <listen_interval>: i/ AP beacon [FJ[H]f%, R4 AP beacon [B]ff, ERIAME: 3, JEH: [1,100]
o <scan_mode>: FIHitR
- O: P id, #FIHIR AP J54 L34, ESP32-C2 station 55— P21 AP jE#:
- I: &EEEN, A EEEE G A 2 L35, ESP32-C2 station 55 255 AR 1) AP
JUEET
* <jap_timeout>: AT+CWJAP fir I YfME, A2 #b, BRIME: 15, JEE: [3,600]
o <pmf>: PMF (Protected Management Frames, Z{&3 R M), BRIAE 1
- 0 FRE ) PMF
— bit 0: A7 PMF ZhfE, $&/R308F PMF, WARLIHAd 55 B PMF ZhRg, W) ESP32-C2 i &Rk
SeBEFE A PMF B
— bit 1: FFE PMF, $2/RT% PMF, AR 2 KPR SOk PMF ZHRERY A
o <error code>: 4EiRMD, (k&%
- 1: ER B
- 2: R R
- 3: LA E| H AR AP
- 4 HERRIK
- HEMH: KARFER
]

o WRAT+SYSSTORE=1, W& HEUCHAEEE] NVS 43X

o [ A A &5 2T station I

o 24 ESP32-C2 station EL3%4% I AP Ji5, #E# A4 Wi-Fi {5 5; 24 ESP32-C2 station 14 %
He b AP B, HEFR (S AT+ CWSTATE fip%-£5ih) Wi-Fi {5 2,

o Ay A P <reconn_interval> B 5AT+CWRECONNCFG 54911 <interval_second>
SR WMRBITAMGASBI RN E <reconn_interval> 24, Wi-Fi 5% A 5% AR R A 2R
IME 1

* WERFEIHF44 g <ssid> fil <password> 4§, M F—RIKERHE

Espressif Systems 48 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 3. AT Ay d4E

o PUTAS SR E A IEETEEARE, BRIACH 15 #), S5 <jap_timeout> WE

o REHRET WAPT X407 i3 0% e

o FTSRHEL IPV6 Hodik %ﬁ%&ﬁAT+CIPV6=I

o %7 OK {3 IPv4 BT AUER TGS, T AFE IPv6 RIHER i . 24T ESP-AT DA IPv4 [ 4%H)
F=, IPv6 W25 K%

* WIFI GOT IPvé6 LL fLFEDZLIKIFNAHALRS IPv6 Hitik, XN Hihiki2 @it BUI-64 AR5 5k
W, AREghnss. I TR, XTHTREYE OK Z B, tHWRETE OK Z 5.

e WIFI GOT IPv6 GL ALEDLIIEF| 4R IPv6 Motk , ZHiht 2 AP T R IEIZn F N EBit e s
R EBIATHATRY, FEEHSSS. BT, XTI EELE OK Z /i, W r]RELE
OK ZJ&; WnlBEHT AP AN 3CEE IPv6 MiAFTEL,

il

// R EAR AP # SSID £ "abc", H A EZ "0123456789", N @4 £ :
AT+CWJAP="abc", "0123456789"

// W F B A AP By SSID £ "ab\,c", FHEZ "0123456789"\", N & 4 &
AT+CWJIAP="ab\\\,c","0123456789\"\\"

// R LA AP FAIF B SSID "abc", Fi#E it BSSID # F H AF AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// R ESP-AT ERE i pMF ##H AP, N 44 R
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: #ify/i%® Wi-Fi fiERCE
i A

i
Fif] Wi-Fi EIERCE

P
iy A

AT+CWRECONNCFEG?

W i ¢

+CWRECONNCFG: <interval_second>, <repeat_count>

P8 Wi-Fi ®IER

e

’AT+CWRECONNCFG:<interval_second>,<repeat_count>

Wi i ¢

’OK
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BH

 <interval_second>: Wi-Fi =& [H)fE, H: B, BHME: 0, HK{H 7200
— 0: Wi, ESP32-C2 station A E i AP
[1,7200]: WiFFi4E3:)5, ESP32-C2 station 4 g8 £ HI ] 5 AP &%
. <repeat_c0unt> ESP32-C2 #4524 B 1% AP RSN, S <interval_second> A4 0 B}
ARk, BRIAME: 0, HKfH: 1000
— 0: ESP32-C2 station J5 2244 %92 AP
— [1,1000]: ESP32-C2 station ## & AR 538 E IR B E 1% AP

il

// ESP32-C2 station & F 1 $HZRE#&E Ar, F 2K 100 K%K
AT+CWRECONNCFG=1, 100

// ESP32-C2 station HEW F & HEFE K& & AP
AT+CWRECONNCFG=0, 0

e
o KA H <interval_second> B HAT+CWJAP 1) [<reconn_interval>] ZAHE
o A T HEWIT AP, Wi-Fi B MFHLUE Wi-Fi 3 i

3.2.7 AT+CWLAPOPT: %' AT+CWLAP &y A F1Hh&s 50 a1tk

BH

o <reserved>: {55
* <print mask>: AT+CWLAP [JHFE R @M Bon ARS8, BRIME: OXTFF, # bit 5 1, WE/R
XIS, AR 0, MR BIRXAT Y S5
— bit O: ﬂgE BN <ecn>
— bit I: B/ <ssid>
— bit 2: %%:E/j—'\‘ <rssi>
— bit 3: &7 E/~ <mac>
- bit4: 275 /R~ <channel>
— bit 5: Z75 ER~ <freq_offset>
— bit 6: 215 E/R <freqcal_val>
— bit 7: 215 /R <pairwise_cipher>
— bit 8: 275 /R~ <group_cipher>
- bit 9: 275 i~ <bgn>
— bit 10: 275 /R~ <wps>
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o [<rssifilter>]: AT+CWLAP {545 R B AR SH G g, B, B AR ST rssi

filter B¥HN AP, ¥fi: dBm, “jw}\ﬁ 7100, JEl: [-100,40]

* [<authmode mask>]: AT+CWLAP {41445 5 27 Bon AR IAE 2 AP, BRiAfE: OXFFFF, 1

Rbit Xlxjﬂ 1, NE7RXF RAAUE =) AP, Elxjﬂo [IFNTYN
— bit 0: 275 E/~ OPEN TAIE ) AP
- bit I E%_‘E/T WEP IAUE A ZCAT AP
— bit 2: B R WPA_PSK AIF ) AP
— bit 3: 275 R WPA2_PSK AE 2 AP
- bit4: BE R /8 WPA_WPA2_PSK IAIE =AY AP
— bit5: &% E/~ WPA2_ENTERPRISE TAIE I AP
— bit 6: 275 % WPA3_PSK IANIF [ AP
- bit 7: B B8 WPA2_WPA3_PSK IAUEF T AP
— bit 8: 5% WAPT_PSK AE 201 AP
— bit 9: 27 /R OWE NIE i AP

EN|
/] E—ABEHA 1, T AT+CWLAP # A HE L EH W E 2% E RSSI A5
/] BEZANBHE A 31, W OOoxIF, KA AMEAN 1 8 bit FE NS HAL2ErdE X

AT+CWLAPOPT=1, 31
AT+CWLAP

// R B FINIEF A A OPEN H# AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £ %75 n HIT) AP

B A4

it

SUHPFARER A PF AP, W SSID. MAC Hbbitsifiiiti
Es

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT %

e
S 4 HI R ) AP

[

AT+CWLAP

W i <

+CWLAP: (<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq_offset>,<freqcal_val>,<pairwise_
—cipher>, <group_cipher>, <bgn>, <wps>)
OK
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BH

o <ecn>: fIE R
— 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
o <ssid>: FFEESEL, AP [y SSID
o <rssi>: [F55RE
o <mac>: FLRFEESH, AP /) MAC bt
e <channel>: {ZiE%
o <scan_type>: Wi-Fi J9§i2% BRAEHN: 0
- 0: EFhHH
- L gsh
* <scan_time_min>: fpMEIEFAAINMNE, RO 2R, JEHE: [0,1500], QAREHRACH B
i, ASHTH
* <scan_time_max>: FAMFE RN, BA: 2R, JEF: [0,1500]1, 45k 0, [EERA
ZHCERIME, TN 120 ms, S EHA 360 ms
o <freq_offset>: il (fFEWH)
o <freqcal_val>: SRMUEME (FETH)
o <pairwise_cipher>: % a5 7
— 0: None
- 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
— 6: AES-CMAC-128
- 7 RH
» <group_cipher>: %A, 5 <pairwise_cipher> SEIHESEAHF
* <bgn>: 802.11 b/g/n, # bit %A 1, WFIRMHEXTNAL, A0, WIFIREE XA
— bit 0: 25 #ifE 802.11b A=,
— bit 1: 275 FHE 802.11g FE=
— bit 2: EEHRE 802.11n Bz
e <wps>: wps flag
— 0: N WPS
— 1: %4 WPS

|
e e N S I O

|

2Nl

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID B AP
AT+CWLAP="Wi-Fi"

3.2.9 AT+CWQAP: WIS AP I)iER:
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’AT+CWQAP

W

’OK

3210 AT+CWSAP: [it® ESP32-C2 SoftAP £:%%
A

Dy :
7t 1] ESP32-C2 SoftAP [ it & Z:4k

Pa sy
A

AT+CWSAP?

W .

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>

P58 ESP32-C2 SoftAP [T BS54

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>]

Mjn] oz <

o <ssid>: FAFHRSA, AR
o <pwd>: FLAFERSE, Wi, JuHl: 8~ 63 F7 ASCI
e <channel>: {55
« <ecn>: JIE R, AHF WEP
- 0: OPEN
- 2: WPA_PSK
- 3: WPA2_PSK
- 4: WPA_WPA2_PSK
e [<max conn>]: % A ESP32-C2 SoftAP [ station 2t H , BUEILE: 2% max_connection
h
¢ [<ssid hidden>]:
- 0: )74 SSID (BkiA)
- 1: RJ7 4% SSID
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e

o Afigd HA Y AT+CWMODE=2 8# AT+CWMODE=3 W} A A3

« A AT+SYSSTORE=1, Tt WSO BRAFTE NVS 43X

o BRIA SSID &M, FAE Hik & MAC Huht 41 . 0] DA FHAT+CWSAP? 251 2RI 1
SSID.

il

AT+CWSAP="ESP","1234567890",5,3

3.2.11 AT+CWLIF: #%if)i%#; 5] ESP32-C2 SoftAP [t station {33 K&

AT %

=

A

AT+CWLIF

W ) :

+CWLIF:<ip addr>, <mac>

OK

S

o <ip addr>: JE#:F] ESP32-C2 SoftAP 1 station [ TP Mtk
o <mac>: %3] ESP32-C2 SoftAP [ station [) MAC #ihl

o)
o A4 TR IP, (L FiE ESP32-C2 SoftAP AIFE AT station DHCP ¥J( BRI T4 3

3.2.12 AT+CWQIF: KiJ| station 5 ESP32-C2 SoftAP [1)i%
AT

Jyiie:
K A 1% A ESP32-C2 SoftAP [} station

’AT+CWQIF

W i ¢

[ox
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EmA

&F

Yitig:
WL 1% A ESP32-C2 SoftAP [1y station

O e
iy

’AT+CWQIF:<maC>

Wi i :

[ox

BH

o <mac>: FEWrFFiERE station 1) MAC Hihl
3.2.13 AT+CWDHCP: }EHi/Z5H DHCP
e iy 4>

.
"ﬂé?'

AT+CWDHCP?

Wi i ¢

+CWDHCP : <state>
OK

gﬁ

CEL A

Yriie:
J&= J11/2% )] DHCP

O e
iy

’ AT+CWDHCP=<operate>, <mode>

Wi i ¢

[ox

S8

¢ <operate>:
- 0: 2H
- 1:)g3H
¢ <mode>:
— Bit0: Station [ DHCP
— Bitl: SoftAP [} DHCP
o <state>: DHCP {LIRFS
— Bit0:
+ 0: 25 Station fi{) DHCP
+ 1: J5 F Station [} DHCP
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- Bitl:
« 0: 25 SoftAP [\ DHCP
« 1: ;2 H SoftAP ff) DHCP
— Bit2:
+ 0: 25 Ethernet 1) DHCP
+ 1: J5 Jf] Ethernet [ DHCP

L

o FAT+SYSSTORE=1, Tt 'E W RAFE] NVS 431X

o KR E ML GURETS IPv4 Hihl G 2AHEFZ, WAT+CIPSTA FIAT+CIPAP
- # )5 DHCP, NS IPv4 sk £l sk
- FEHES IPv4, ) DHCP &2k
- e K ESES LRl E

il

// JB Jil Station DHCP, 41 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3 DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #rify/ix ¥ ESP32-C2 SoftAP DHCP 43Jicit) IPv4 Huhl Y5 Hi
Ay

s

AT+CWDHCPS?

W

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

)E’J

CHLN A

yfig:
P H ESP32-C2 SoftAP DHCP JI§ 45 %543 it i) TPv4 b3

[

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

W i :

[ox

BH

* <enable>:
- 1: % DHCP server {5 &, JG2ESHLAUHE
— 0: % DHCP server {5 5., KEZERINME, JFESHCHIES
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o <lease time>: FHZYEF[E], FA7: 204, HUEIER: [1,2880]
o <start IP>: ESP32-C2 SoftAP DHCP f# %%% IPv4 Hidil- M5 15 TP
o <end IP>: ESP32-C2 SoftAP DHCP [} 4558 IPv4 Mkl b 45k 1P

o #7AT+SYSSTORE=1, [l B ¥ RATE] NVS 43X
o KAyl WhMAE ESP32-C2 SoftAP #iffifig, H.JF/5 DHCP server FJ 13t {51 A
o PCE Y TPv4 Hudik T BBl 2625 5 ESP32-C2 SoftAP 7F ] — [ B¢

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // B %% &, k4 %A

32.15 AT+CWAUTOCONN: 75/t Ll 75 [ 2 AP

AT+CWAUTOCONN?

Wi i ¢

+CWAUTOCONN: <enable>

]
[ox
¢ <enable>:
- 1 FHHBhER AP (BHA)
- 0: _FHAH3NER: AP
B

o ARFERAEH] NVS X,

il
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AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/ ¥ SoftAP EiX | 802.11 b/g/n Wpilihrifi

R

O e
iy A

AT+CWAPPROTO?

W

+CWAPPROTO: <protocol>
OK

>

¥

K

Wi
4

=l

’AT+CWAPPROTO:<protOCOl>

Wi i :

* <protocol>:
— bit0: 802.11b P FrUE
— bitl: 802.11g P FRHE
— bit2: 802.11n HHMAFE

st

o R, ESP32-C2 i%% 4%/ PHY mode I{,: Wi-Fi Hpilkizt
o BRANSILT, ESP32-C2 i%4%#% PHY mode J& 802.11bgn Fizt;

3.217 AT+CWSTAPROTO: ¥ Station X F 802.11 b/g/n Ppiltbxnifi

it A

O e
iy

AT+CWSTAPROTO?

W

+CWSTAPROTO: <protocol>
OK
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=

=

A

’AT+CWSTAPROTO:<protOCOl> ‘

* <protocol>:
— bit0: 802.11b M A5ifE
— bitl: 802.11g HisArHE
— bit2: 802.11n HpsAFRIE

it

o 497, ESP32-C2 %45 7 #:119 PHY mode IY,: Wi-Fi #pis 5=
o BATEMLT, BSP32-C2 #4514 PHY mode 2 802.11bgn 5=

3.2.18 AT+CIPSTAMAC: #ify/i% ¥ ESP32-C2 Station [¥] MAC Hiht:
iy

Yriie:
#5f] ESP32-C2 Station [ MAC #zhit

AT+CIPSTAMAC?

W i <

+CIPSTAMAC:<mac>

1% & ESP32-C2 Station ) MAC Hlii:

’AT+CIPSTAMAC:<maC> ‘

Wi i *

[ox |

B

o <mac>: TSR, #1 ESP32-C2 Station [ MAC Hijik:
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e

F7AT+SYSSTORE=1, it & WU RA73] NVS 431X

ESP32-C2 Station [#] MAC bt 5 ESP32-C2 SoftAP A[A], ANELN —Fi% B [FFER MAC Hitlk
MAC #ihik9 Bit 0 ANgER 1, Bilan, MAC Hubkn]PAZ “lac-”, (HARPAZ “15:--7
FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 2 Jeai ik, REEiEE

hil

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.19 AT+CIPAPMAC: #xif)/ix ¥l ESP32-C2 SoftAP ) MAC Huhk:
Ay

Yriie:
#5f] ESP32-C2 SoftAP ff) MAC Hiufi:

O e
iy

AT+CIPAPMAC?

Wi 3% <

+CIPAPMAC: <mac>
OK

[y

R
e

&

T E R

1% B ESP32-C2 SoftAP ) MAC Hiii:
A

=

’AT+CIPAPMAC:<maC>

o <mac>: FFHSEL, F7 ESP32-C2 SoftAP [ MAC Hihl

st

F=AT+SYSSTORE=1, it W M EAEE] NVS 43X

ESP32-C2 SoftAP /) MAC #iifil 5 ESP32-C2 Station A~[A], ANE N H B FFRER MAC ik
MAC Hbikfy Bit 0 AREK 1, Bldn, MAC HihibfAZ “18:+7, [HARTPAZ “15:7
FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 & TER b, RNEEiE s
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il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.20 AT+CIPSTA: #Fify/ix ¥ ESP32-C2 Station 1] IP Ml
iy

Yrite
#¥if) ESP32-C2 Station fJ IP 11t
[

AT+CIPSTA?

W

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK

[y

RE
i

=y

SEE

1% & ESP32-C2 Station ) IPv4 Hiiik

fir

=

’AT+CIPSTA:<"ip">[,<“qateway">,<“netmask">]

o < ip” > FEFESE, Fon ESP32-C2 station ) IPv4 Hiil:
e <” gateway” >: [

e <” netmask” >: MY

e <” ipv6 addr” >: ESP32-C2 station f{¥] IPv6 Jhiti

B

o MG, H7A2Y ESP32-C2 station 7 A AP s & it B 544 [P Hiht 5, A REE

Hihk
o P:AT+SYSSTORE=1, Tii& W oCEHEA7S] NVS 43 X
o REE AT HBE DHCP Wy A ESE N, AT+ CWDHCP
— PSS IPv4 ik, W25 DHCP
- # /5 DHCP, 1%k F #3S 1Pv4 Hitik
- E— U\@EEAE%L*U\EEE

WEIER IP
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il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: #ify/i% ¥ ESP32-C2 SoftAP [t) IP Hukl
iy

Dtig:
7] ESP32-C2 SoftAP [ IP Huhik

[

AT+CIPAP?

W

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

BeE WA

Dtig:
¥ E ESP32-C2 SoftAP (] IPv4 Hiht

zs

’ AT+CIPAP=<"ip">[, <"gateway">, <"netmask">]

Wi % ¢

[ox

. < p? >1 FHFEBEL, F7% ESP32-C2 SoftAP [ IPv4 Hiht
o < gateway” >: [

o <” netmask” >: M

¢ <” ipv6 addr” >: ESP32-C2 SoftAP f) IPv6 Ak

Bl

o RFEMAIGE T IPv4 W%, N3G T IPvo 2%

o HAT+SYSSTORE=1, Wr'E HUCRHRATE] NVS 43X

o ARk E 45 E DHCP (Y2 H 20, WNAT+CWDHCP
— PSS IPv4 Hichl, 2% B DHCP
- #7)5H DHCP, ik #S IPv4 Hihk
- A RECESES bR
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il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: Jfk} SmartConfig
P %

g
2 ESP-TOUCH+AirKiss 3231
s

AT+CWSTARTSMART

FFJE 38 E 2584 1) SmartConfig

[k

’AT+CWSTARTSMART:<type>[,<auth floor>][,<"esptouch v2 key">]

Wi i ¢

* <type>: A
— 1: ESP-TOUCH
— 2: AirKiss
— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi i\ JFEH{E, ESP-AT A< i%3£%] authmode I T I B{ER) AP
- 0: OPEN (EkKiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
+ <" esptouch vz key” >: ESP-TOUCH v2 HfREFHLH, i M6 Wi-Fi 85I F1 5 R IR
A 16 FAT .

|
oA S S S

e

* LA K SmartConfig {5 5., #5Z% ESP-TOUCH i 15 ;

* SmartConfig {¥ 3 #:7F ESP32-C2 Station #5215

* JHHE Smart get Wi-Fi info F/x SmartConfig iiINFKEE| AP {58, )5 ESP32-C2 Z£ifiE#:
AP;

e J & +SCRD:<length>, <rvd data> FE7~ ESP-Touch v2 I 3REE| B & L EHRE;

Espressif Systems 63 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback


https://www.espressif.com/sites/default/files/documentation/esp-touch_user_guide_cn.pdf
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 3. AT Ay d4E

e J§H Smartconfig connected Wi-Fi F/RINIEES] AP;

* A5 ESP32-C2 % #5 75 2245 SmartConfig it W 45 5 [7] 25 25 F-Hlue , Fr ABIAEIE B Smartconfig
connected Wi-Fi #jHGHEiRAE) 6 #PHE HAT+CWSTOPSMART ;

o T[E ] AT+CWSTOPSMART 1% 1I- SmartConfig, &G F-HITHA A2 . {2, 7F SmartConfig 13 f&H

) RATH A A2

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.23 AT+CWSTOPSMART: {2} SmartConfig

Wit

=

A

’AT+CWSTOPSMART

W

’OK

|

* 51t SmartConfig I 575, #iE7EATH AL Ay 42 Hii# AT+ CWSTOPSMART Fji% SmartConfig 5

AT

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: ¥ WPS Jfig

- :
wE WA
Wi

’Z—\T+WPS:<enable> [,<auth floor>]

W 3% ¢

[ox

S

e <enable>:
- 1: FF)& PBC kA1 WPS
— 0: %4 PBC 27 ) WPS

o <auth floor>: Wi-Fi IAFE H{E, ESP-AT A~4i%E3#:3 authmode % T It BB 1K) AP
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: OPEN (#tiA)

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

: WPA2_WPA3_PSK

|
NNk WY —=O

Bl

* WPS Jjfigb i1 ESP32-C2 Station HBER 17 4L T 4 )
* WPS A37HF WEP Jii 755X

Bl

AT+CWMODE=1
AT+WPS=1

3.2.25 AT+CWJEAP: ¥4 WPA2 MLt AP
i A

Ty
#rifi) ESP32-C2 station 7 AR AP FC EA5 B,

A .
"ﬂ/?\‘

AT+CWJEAP?

W

+CWJEAP :<ssid>, <method>, <identity>, <username>, <password>, <security>
OK

EmA

&F

i
HERE R H ARV AP

O e
iy

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W

OK

a

+CWJEAP : Timeout
ERROR
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o <ssid>: {l ik AP Y SSID
— 05 SSID EU S AL, o \\ SRR TR, T
o <method>: WPA2 I IAIF 7=
- 0: EAP-TLS
- 1: EAP-PEAP
— 2: EAP-TTLS
o <identity>: BB 1 B8, FAFERIRMHIN 1~ 32
o <username>: [WES2 %, JEEl: 1~32 5%, EAP-PEAP. EAP-TTLS WifAIE A EiE
AZH, EAP-TLS A\ LHREA S
o <password>: B2 (98560, il 1~32 5%, EAP-PEAP, EAP-TTLS WFPi\iE U as s B as
Z4, EAP-TLS X TLFH R EARSEL
¢ <security>:
— Bit0: & ik 43
— Bitl: ]x45 g8k 45
* [<jeap_timeout>]: AT+CWJEAP fiy %W AORETETE], B4 B, BUAME: 15, JEH: [3.600]

il

/) #BE EAP-TLS AEF AWM S UM AP, RE AR, RIERSBES, WRF P RIED
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ¥ ¥ F EAP-PEAP JAIE ¥ R H 4 b Mo
AP, REEMHR. AP 4. B8, ARIERFEEFH, A HEPFHIEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl11",0

HRACHS:
WPA2 Vil 4E RS DA ERR CODE : 0x<$08x> #=0FT El:

AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET _USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
TTI4R%:
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R1-ZIW
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

el

* HAT+SYSSTORE=1, WCEHUCRRTFE] NVS 73X
o A& IT /A Station FX
o fiH) TLS AUET5 A (EAER - itk 13

3.2.26 AT+CWHOSTNAME: 1 if)/i% i ESP32-C2 Station (1) 3L ARk
Ay

Tytig:
#rif] ESP32-C2 Station ) #1144 7K

AT+CWHOSTNAME?

] oz <

+CWHOSTNAME : <hostname>

OK

DEE A

yti:

145 ESP32-C2 Station [/ F:HL4 R
mA:

’AT+CWHOSTNAME:<hostname>

W

[ox

AT Station A, TR 1] :

’ERROR
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BH

e <hostname>: ESP32-C2 Station ) EHELFR, wRKEE: 32 &3y

Bl

o Ml B SONRAT S flash

hil

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.27 AT+CWCOUNTRY: #rif)/i ¥ Wi-Fi [H5 1009
iy

Jyiig:
i) Wi-Fi FE 5 A0

s

AT+CWCOUNTRY?

L)V

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

BeE WA

Ly :
R Wi-Fi [ 50

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count> ‘

W ) :

E |

¢ <country_policy>:
- 0: RFEZEAMCH ESP32-C2 #4515 A K AP 1 E A0
- I AU E RN, ARG SR B E RS
* <country_code>: [EZMH, HAKE: 3 NFRF, FEEZRNAIESS 1SO 3166-1 alpha-2 Frift.
o <start_channel>: EIA(E53E, JTHE: [1,14]
« <total_channel_count>: {4 a4k
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e

o PEANVLIIE S % Wi-Fi [EH 5 /X .,
* FCEEUCARFFE) flash

Bl

AT +CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT W%

28

AT+CIPV6: J2 /%5 ] TPv6 M 2% (IPv6)

AT+CIPSTATE: #%if) TCP/UDP/SSL %3515 B,

AT+CIPSTATUS (-7 ): #%if] TCP/UDP/SSL R SHIE B
AT+CIPDOMAIN : 15/ f#thfT

AT+CIPSTART : 77, TCP %42 . UDP {&#is} SSL %4
AT+CIPSTARTEX : 77 B340 HC ID 1) TCP 4% . UDP {4455 SSL %45
[ME AR AEAEX] +++: B RIEHEX

AT+SAVETRANSLINK : %% Wi-Fi JTFHLiE X (58,
AT+CIPSEND: FE-§idi 5442 X, 5 Wi-Fi i % 4 X T Ak HdE
AT+CIPSENDL: Fi-i8 154 42 X, FIHAT R KB
AT+CIPSENDLCFG: % ‘& AT+CIPSENDL 5411 J@ Mk
AT+CIPSENDEX : #E-&-i@ 42 X TR A Rr o X ks 58
AT+CIPCLOSE: %:J#] TCP/UDP/SSL %43

AT+CIFSR: Zrifj7Hb IP #ihikF1 MAC Hbdil:

AT+CIPMUX = & /25 ) 2 1 Bt

AT+CIPSERVER: 737 /54 TCP =% SSL fJ? %43
AT+CIPSERVERMAXCONN : i) A% B /R 55 2% FeVF 8 ) i R IE B4R
AT+CIPMODE: F5if)/ 5 B AL =

AT+CIPSTO: i)/ & A TCP [z 55 #58 H Biof 7]
AT+CIPSNTPCFG: 21/ ¥8 5 I Xl SNTP Jl 45 5¢
AT+CIPSNTPTIME : #%3f] SNTP i} ]

AT+CIPSNTPINTV : 5]/ 5 SNTP i {a] [ 45 1 8]
AT+CIPFWVER: RS54 C A 1 AT [E{ERR A

AT+CIUPDATE: i Wi-Fi TH4% & -

AT+CIPDINFO: %% +IPD 5,43

AT+CIPSSLCCONF : #5if)/i% & SSL & J i i &

AT+CIPSSLCCN : 2/ & SSL & i i 2 H 44 (common name)
AT+CIPSSLCSNI : 251/ & SSL % Fi ) SNI

AT+CIPSSLCALPN : #5if)/1%' 5 SSL & F'i: ALPN

AT+CIPSSLCPSK : #5if/% & SSL % 1) PSK (47 ER#%0)
AT+CIPSSLCPSKHEX : #5if/%¢'% SSL % Pt i) PSK (-1 753t & )
AT+CIPRECONNINTV : 2¥if)/1% & Wi-Fi i% 15 42 X, Ty TCP/UDP/SSL % [a] [
AT+CIPRECVTYPE: /% B E 7B
AT+CIPRECVDATA : RIS H X T i &3 w4
AT+CIPRECVLEN : ZEif# sl N B2 Bla K g
AT+PING: ping X}t F#L

AT+CIPDNS: £/ & DNS R %5275 B

AT+MDNS: % mDNS Ijfig

AT+CIPTCPOPT : =i/ % B 0T
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331 ¥

gl BOAM AT [ SRR T R ITA AT fird . WERETREB M ESP32-C2 BRI\ SCRr a2, 1 H
Fremi¥ ESP-AT 142, {ESHTATCE TREEEE (N2 mary, MRy HResE):
o 2] OTA 174 (AT+CIUPDATE . AT+CIPFWVER): Component config->AT->AT OTA command
support
o # 1 PING 1y% (AT+PING): Component config->AT->AT ping command support
o 2 mDNS fiy% (AT+MDNS): Component config->AT->AT MDNS command support
X TCP/IP fir 4 (RHERE. —HASM, i TCP/IP TIREFF VA, GFR2E BATSC0LX L8 AT 6y
4~): Component config->AT->AT net command support

3.3.2 AT+CIPV6: JBH/ZEH] IPv6 P%% (IPv6)
A

ik
i) IPV6 W 452 75 i fE

Pa sy
A

AT+CIPV6?

LTIVE

+CIPV6:<enable>

JE /AR TPv6 [ 2%

’AT+CIPV6:<enable> ‘

Wi i ¢

[ox |

o <enable>: IPv6 & (HHEAR . BRIME: O
— 0: 25 IPv6 M %%
- 1: 2 IPv6 2%

Bl

o FE fiE A BT IPve M %% B )R WO BT, @ B St R A IPve 4. (B e H
F IPv6 [ % ffi i TCP/UDP/SSL/PING/DNS, B % 3 TCP6/UDP6/SSL6/PING6/DNS6
TCPv6/UDPV6/SSLv6/PINGV6/DNSV6)
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3.3.3 AT+CIPSTATE: 7% ify TCP/UDP/SSL 455

AT+CIPSTATE?

M) i :
YA ERR, AT &[]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

WA BRI, AT 1R [0

OK

¢ <link ID>: [Z%3%H: ID (0~ 4), T ZEENEL
o < type” >: FRFHR B, TR LAY TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEFHESEL, Fonutng IPv4 Hihlkak IPve #ihl:
* <remote port>: T 1 {H
* <local port>: ESP32-C2 7 1{H
* <tetype>:
—0: ESP32-C2 1545 {1 Pt
- 1: ESP32-C2 it e 55

3.3.4 AT+CIPSTATUS (5itlfl): #¢ify TCP/UDP/SSL ¥R S5 B

AT %

=

A

AT+CIPSTATUS

W

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>
OK

BH

o <stat>: ESP32-C2 station 22 [T IR

— 0: ESP32-C2 station "N AR#IEALIRTGS

— 1: ESP32-C2 station “H WU IR, (BRI i5 Wi-Fi 154
: ESP32-C2 station &Li%:#% AP, #i45 IP itk
: ESP32-C2 station & @37, TCP, UDP 1§ SSL %%
: BESP32-C2 %4 fir& 1) TCP., UDP F1 SSL ¥ Wi FF

— 5: ESP32-C2 station FF- 10 Wi-Fi #45 , (Hi4oK %R [ AP s M AP WiFF

<link ID>: MZ53%E4Z ID (0~ 4), JHTZEENFN
o < type” > FIFER SR, TR EHZEA” TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEHESEL, Fnutng IPv4 Hihikak IPve Hidl

|
H LN
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Sply Sy

e <remote port>: JTifsi I {E
* <local port>: ESP32-C2 AHbifi I {H
¢ <tetype>:

— 0: ESP32-C2 544 h % Pk

— 1: ESP32-C2 #5451 M IR %5 2%

L

o BHAE ] AT+CWSTATE 64251 Wi-FiRZS, {# ) AT+CIPSTATE fiy4-#5if] TCP/UDP/SSL R %S

3.3.5 AT+CIPDOMAIN: I #4f@dr

B

AT+CIPDOMAIN=<"domain name">[,<ip network>] [, <timeout>]

W

+CIPDOMAIN:<"IP address">

OK

S

e <” domain name” >: FFENTIHIEG
o <ip network>: BiEIP W%, ERAE: 1
- 1: PEEfENT N 1Pv4 Hitik
— 2 HfEMTN IPv4 Hihl
- 3¢ Hf#h TPve Mkl
o <” IP address” >: M5 IPv4 Hidiksk IPv6 itk
o <timeout>: fyABET. A ZAP, BRAME: 0. JEHE: [0,60000]. BEE KO BF, A EHRE
TRIZEFN IWIP stk s B AR O B, fir 2 AEFS &I Nk ], (B2 IHFEZ) 5 KB =),

ZN 1]

AT+CWMODE=1 // % & station # R
AT+CWJAP="SSID", "password" /] N %
AT+CIPDOMAIN="iot.espressif.cn" // B4 AT

/1 BT, R A IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/1 BB, R A IPve Mt

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B AN, BEBAA IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: &ty TCP ¥8;. UDP {44k SSL E#;

o #3 TCPi%i:
o ¥ 5 UDP 154k
o i3 SSLifi:
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it TCP 4%

BEae @

// P EF (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>][,<"local IP">]][,
—<timeout>]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

W
FRPERARCR, Rl

CONNECT

OK

Z AT, R

<link ID>,CONNECT

OK

* <link ID>: 257542 ID (0~ 4), HTZHEERMIEL. ZSE0EFE YT nenuconfig PRIHA
BB, —ANE AT 41 A HC BT AT_SOCKET_MAX_CONN_NUM , BRIAMEHN 5. B2 LWIp
MO B E T LWIP_MAX_SOCKETS , ERINEH 10. ZBUGZSEWEE, EFHEZE i &
AT_SOCKET_MAX_CONN_NUM M{E I #ffiZ A KT LWIP_MAX_SOCKETS M{H. (&% %%
ESP-AT T42 JRWEZ(EHE..)

o <" type” >: FIFERSE, FRMERRE,” TCP” o “TCPv6”, EKA{H:” TCP”

o <” remote host” >: F{FHRSEL, FRITHE IPv4 Hihl . IPve Hitk, sidsi% . &K 64 47,
SRR B A B4 K 64 5277, W AT+CIPDOMAIN iy 4 3R US 44 % .1 TP Hihil
SR TP bkl 7 T 1 %

« <remote port>: L 1{H

o <keep_alive>: [il BEER:FM SO_KEEPALIVE &I (&% : SO_KEEPALIVE /t44), Hfi: .

« JEE: [0.7200].
— 0: ZEf] keep-alive ZhEE; (BRIA)
— 1~7200: FFJR keep-alive Bjf. TCP_KEEPIDLE {4}y <keep_alive>, TCP_KEEPINTVL {&iy
1, TCP_KEEPCNT {4 3.
o KA <keep_alive> BEHAT+CIPTCPOPT 4] <keep_alive> N, HE&H
H G B E I A E o WIS TR G S AR E <keep_alive> Z%k, MIBHAMEH R BLE HI(E.

o <” local IP” >: ZAHb IPv4 Huhksk IPvo Miht, FHF45ai®dE. M2 AW % 024 1P bk
B, WESEEAEEA R . RIS RS AfrsE. TRE A,

o <timeout>: AN, A ZR. BRAE: 0. JEFE: [0,60000]. BEEH OB, A MBRHKE
TIZEAN IWIP Pl s B AE O B, iy AEFe BN AR B, (H4 2 IHFEZ) 5 KB [z,

B
o QERAALET IPV6 ML —A> TCP 384k, i PATRA T #Af:
- TR AP 32 §F IPv6
- WEAT+CIPV6=1
— WL AT+CWIAP i RHUE] —~ IPv6 Hiuhik
- (W[3k) W T AT+CIPSTA? iy 44 ESP32-C2 275 #:Ht % IPv6 Hihik
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il

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

// # ¥ GitHub # TCP A& &8, #E 5
AT+CIPSTART="TCP", "www.github.com", 80,,,5000

AT+CIPSTART="TCPv6", "test-ipv6.com", 80
AT+CIPSTART="TCPvo6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at O i 1 AT+CWJIAP 3k BL Z IPve 4 & it
AT+CIPSTART="TCPvb6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

Wty UDP {5

Gt R X2

// ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—">][,<timeout>]

// % H ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">, <remote port>[,<local port>,<mode>, <
—"local IP">][,<timeout>]

L)V
FREERGUT, ag
CONNECT

OK

ZHHRGUT, R

<link ID>,CONNECT

OK

* <link ID>: MZi%E4H: ID (0~4), HTZHEEMWIFNL

o <7 type” >: FRHRSE, FRMYIEREZAL Y UDP” o “UDPv6”., ZRIA{H:” TCP”

o <” remote host” >: FFEESE, Fonicuy IPv4 Hihl, IPve Hihlk, akdsk4z. &Kl 64 5.
RIETHE TN 4 B4 K E S 64 577, 16 AT+CIPDOMAIN iy 4 3R US 44 % 1) TP Hihl
SRIGE TP Mk .

* <remote port>: G {4

* <local port>: ESP32-C2 iX 451 UDP i [1{H

* <mode>: £ UDP Wi-Fi &% T, ASHIPELAH O

- 0: B:i®| UDP #dii), AekAsxtin UDP Mtk (5 (BRA)

= I U — R BRI B SPGB B AN [ B 6 i UDP s, A8 Xt im UDP #ihbA5 58 K3k Fct
WA 1P Mokt A 01

— 2: FRRAEE) UDP 30ty #Recas wtiss UDP il (5 5~ % R 5 i3 45 1 TP Motk Al 1

* <” local IP” >: ZHif) IPv4 HihlE( IPv6 Hidil, MIT40a . A2 MHE N2 A 1P Hidlk
B, WESEEAEEAR. BRI . TS afTE. TiRENE.
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o <timeout>: fiyAIF. BAN7: 2R, BRIAME: 0. JE: [0,60000]. BEE N O I, iy K
T2 WIP Pk BEEOFIE O I, ay S RAERTE N R, (HZHFEL 5 KB HyEs .

v
o GNEE UDP 4 i IP Hidik /2 IPv4 ZH3% HidlE (224.0.0.0 ~ 239.255.255.255), ESP32-C2 #5456 &
PEFI2IL UDPv4 435
o 5% UDP %32ty uts 1P #uhl 2 IPv4 3% Hbdilk (255.255.255.255), EBSP32-C2 % &4 & LUk
UDPv4 )%
efn 2 UDP % % PR i ouw IP ML AR & IPve 4 % b ik (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C2 i% 4% ¥ & T IPv6 W 2%, % 1% fl 3%
It UDP 403%
o [HiI S <mode> Hi, FHIHLIFESE <local port>
o QIREARELT IPVO 2% 357 —A> UDP &4, WATPA T
— T4 AP 3 IPv6
- BEAT+CIPV6=1
— SBITAT+CWIAP 6 A 3REE|—A IPv6 itk
- (WI$k) #EFAT+CIPSTA? G5 #4r ESP32-C2 27 3R EE] IPv6 Hutil:
o QR R E KT 1460 TR UDP 4, 3 H 474 1% ESP-AT T 42, FE45 TP s TR
jﬁij’% Component config->LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 H #%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// B I pool.ntp.org W UDP f#r, B E 5 #HHEH
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #ET 1Pve WM % &y UDP H 3%
AT+CIPSTART="UDPvo6","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9%b"

// #ET 1Pve WM % & UDP % %
AT+CIPSTART="UDPvo6", "FF02::FC",1000,1002,0

Wty SSL ¥Ef%:

ML AL A A o
wEmAY wA

// B (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">][,
—<timeout>]

// % ¥ ¥ : (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local.
IP">][,<timeout>]

W i <

FRPEHARTY, k)
CONNECT

OK

ZHERGUT, R
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<link ID>,CONNECT

OK

 <link ID>: MZ&%EH ID (0~4), HTZHEEWIH

o < type” >: FLFERESEL, FRMGIERAL,” SSL” 1 “SSLve”. BRIN{H:” TCP”

e <” remote host” >: F/FERESE, Fonitiy IPv4 Hihl, IPve #bhik, =ilk4z . H&KN 64 F35.
RIETHEEN A B4 K E T 64 5277, 1 H AT+CIPDOMAIN iy 4 3R IUS 44 % i) TP Hihl
SRIGEH TP Mk iR .

« <remote port>: L 1{H

o <keep_alive>: [l EHERFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE N'4H), BAfi: Fb.

. S [0.7200].
— 0: 2% keep-alive ZHHE; (BRIA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {4 <keep_alive>, TCP_KEEPINTVL {&}
1, TCP_KEEPCNT {H# 3.
o KA <keep_alive> BESAT+CIPTCPOPT iAWl <keep_alive> M, HEAH
R E N OUE . REITAR MmO AN E <keep_alive> 4, NIERIAM A IR FCE HO1E.

o <” local IP” >: ZAHbfy IPv4 Hihtok IPve Hutik, FT40E R, T HZ M4 08 E 4 1P Hutik
B, WSEEAEE AR . BRI WEM IS afTsE. TE N,

o <timeout>: fiy S EHT. HA: ZRb. BUAME: 0. JEH: [0,60000]. A O B, Ay B H s
T LA IWIP PRk s B AR O B, iy AEFe BT MR E], (2 ZIHFEZ) 5 KB 133,

el
o SSL MR BT W H NAE o IE R
o SSLEER EHAKENG, WEALESSHRSES
o UNH AT+CIPSTART fipd kT SSL iRz, HARMNEUR LS A A 10 #5, DGR A s ] 25 A%
BEK, HARRE TR TR
o QUSRGAEELT IPv6 W25 7S, —~ SSL #ER: , W HFTRA T
- W AP 7 Hr IPv6
- WEAT+CIPV6=1
— SHTAT+CWIAP 6y 5 3REUE]—A~ IPv6 Hitil:
— (A[3k) 3#ITAT+CIPSTA? 45452 ESP32-C2 275 3k HZ| IPv6 Hitil

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/) HEBEHB LR ssL REE, BE 5 HEK
AT+CIPSTART="SSL", "www.bing.com", 443, ,,5000

// esp-at O i it AT+CWJIAP # Bl % IPve £ 5 Hi it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:075"

3.3.7 AT+CIPSTARTEX: &t F&h400e ID 1% TCP ¥E4;:. UDP {44k SSL ¥E4%:

AAir 4 S5AT+CIPSTART AL, ANFEGAET : FEZERINOLT (AT+CIPMUX=1) ok FEh 1 ID, R4
= BB I 1D,
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3.3.8 [DGEMBAREA] +++: BIEDEX

FRER AT A
Dyie:
IRHAEAR X, ALK
Command:
/) ACE R AR R
+++
vl
o HRRIR A /BA@QHZ/%HI_JE’J + F4F (RN ASCII 74 : 0x2b) HHT 245 %A CR-LF £4F
o RS —A + FAFED i&ﬁ 20 ms i [i) [a] i P A oA A FREZRVH 20 ms Fi[a] ]
e P A At A T2 2 ZH 20 ms HTI@IE‘IJFW&%EZ%%J/\ B, + FRFeY

(e ﬁé@lﬁi@itﬂ%
o REFFIRPIAT O WA 4]
o WEE/ERE I BEE T & A u‘
3.3.9 AT+CIPSEND: 1% ul{h ki ek Wi-Fi B ke

e

)‘3:

ng

- =

fe:
PR R, O KRR, IR E KRB K KT 8192 5595, AT+ CIPSENDL
LRy S5

.
"Il/?\‘

gt

// B ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

// UDP fk i [ 45 & X 3 £ AL Ao B

AT+CIPSEND=[<1link ID>, ]<length>[,<"remote host">,<remote port>]

W i :

OK

>

R FR AT EHE R R TR, BUR AT DA AR, 24 AT Sl 8 i KA F] <length>
Ja, BEte T

QR 7 T R £ i P T T T

’ERROR

TR A BRI A CRRERC & Ak B % i), & W]

’SEND OK
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WA %

Ly :
HEA Wi-Fi & 42X

Py -
iy

AT+CIPSEND

W

OK
>

&

ERROR

PEA Wi-Fi i£ 1542 X, ESP32-C2 BB RAIRNL 8192 747, R Ak 2920 747, QIARACE iR <
JERTAFT 2920 745, Bl or AR AH 2920 4y — A BRIE T 23k, 5 0 451 20 Z R0l S5 il
BIR B T4 T 2920 “FA AR (AT VAl I AT+TRANSINTVL fir & FCELILIRI B ) « 2% A
— e+ i, GBHE AR P RORR R, R 1R 4 AT .

A fy U AEFF Sk 42 X A SR T . #54 Wi-Fi UDP %1%, AT+CIPSTART 14112 5
<mode> WK E N 0.

S

» <link ID>: [@Z D (0~ 4), FITEHebah b

o <length>: HHiK A, FARMH: 8192 FA7

* <” remote host” >: UDP L] DAFEER b 4L TPv4 Hidik. TPv6 Mk, silEi4
+ <remote port>: UDP £ %] PATS & Xt i i 11

L]
o &R DA FH AT+CIPTCPOPT 143k W44~ TCP L B AR T Re . Flin: BEE <so_sndtimeo> Ay
5000, W TCP A ikEAESAE 5 FPNIR LSRR, LI MENIR 2R . X A4 MCU 4545 AT 4
[1] 5 R ERF []

3.3.10 AT+CIPSENDL: fE# il HieX FIrirks KEd:

&E
i
=N
7

&
=>
[$y

o

AR N, RERE, AT REEIE (AT 6y i 0 B8R AT A i & 26 s 2 171 .
DA F AT+ CIPSENDLCFG iy A it BAN S i 4o TR GR35 P B0 1 B /N T 8192 T, At ml A
AT+CIPSEND 1% k3%,

7R
pIony

e
@ EdE

R =

// B (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP f% #r ® 48 & *t 3 £ ML v 3w ©
AT+CIPSENDL=[<1link ID>,]<length>[,<"remote host">,<remote port>]
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Wi 3% ¢

OK

>

AR IR AT 9E 2B AR X H HEMES U HI AT a0 8s , OHEST AR AR, —H AT
it IR, B 2 AR, B mIT .

IR ETTIR . RESMIRAT+CIPSENDLCFG FLE EAE S -

’+CIPSENDL:<had sent len>,<port recv len>

IR+ ++ A BUE, RGN :

’SEND CANCELLED

IR EIR A PEE RN L, RERARN:

’SEND FAIL

R BT B s A AR CR AR C 240X BX 0w ) , RGTHRA RN :

’SEND OK

BERWOTR, GO AR IR+ ++ o BUH R, RN ESP32-C2 s M2 X B . I, AT fr
L H S EECEE, BRERER <length> KEHHRS, 4 SBHAIERX.

o <link ID>: MZ%EH ID (0~4), HTZHEEWTE

o <length>: Blli K, o Aff: 23 -1 54

e <” remote host” >: UDP £ n] DAJS &N EHL: 1Pv4 Hubik, IPv6 #huhk, B4
» <remote port>: UDP (&% 7] PATE & Xt i i 11

* <had sent len>: {3 & 2| JI5 2 MU O B

* <port recv len>: AT fiy%-sify U B EIcHE B K E

o AWM UART Jifs. A0, 402R UART Sca R T 4% bl I, R 8ol 2k

o BRI LAMEJAT+CIPTCPOPT fiy 4 ydEA> TCP ML B A 6. filN: . <so_sndtimeo>
5000, M TCP Ak #pfEAE S FPNIR ISR, ToiR b @R . XA MCU 2fF AT fir4
[ 52 8T P 1] o

3.3.11 AT+CIPSENDLCFG: %% AT+CIPSENDL 4 1) JE Pk
ity s

Dytig:
i AT+CIPSENDL i 4 (it B

[

AT+CIPSENDLCEG?

Wi i ¢
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+CIPSENDLCFG:<report size>,<transmit size>

1% B AT+CIPSENDL iy 4 [ it &
A

’AT+CIPSENDLCFG=<report size>[,<transmit size>]

W

’OK

o <report size>: AT+CIPSENDL 14y EARE /N, BRAE: 1024, JEE: [100,2 201, fidn: i&E
<report size>{H>4 100, WJAT+CIPSENDL 1545 ) <had sent len> EIRF4N (100,
200, 300, 400, ---- ). HJAM <had sent len> L?Eﬁfﬁlﬁ'\%%%i%%%’?ﬂgﬁﬁﬁﬁo

* <transmit size>: AT+CIPSENDL fi % ERHIUN, BHRE T8 LA BRI B o/ B
NMAE: 2920, R [100,2920]. ﬂu%%%ﬂﬂﬁﬁtﬁtﬂ“jﬁc%? <transmit size>, ¥ LR
i M <transmit size> FAT—HA B Vini 25515 20 2R E R LlﬁI?'JEI’J%ﬁE‘jt?
ZF <transmit size> FITHEARXRFIE (E0[ AT AT+TRANSINTVL iy A BL & IR ) -

el
o XTIk R /IMEXT SRR R R m I A, RSB ER /MY <transmit size>, WIEFEHE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JE .
o XFHEMERARE, HEREER KW <transmit size>, WIEFEEFEATIZ 3 ESP-AT 5
vk AR

3.3.12 AT+CIPSENDEX: A% ittt bR 9™ ety i X% 6 et

TR AR N, E KRR, S M AT \ 0 (0x5c, 0x30 ASCII) fil % i 4 1%
I

// B (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % % ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<1link ID>,<length>

// UDP ¥y W 45 & %3 IP H it Fusg o

AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi i ¢
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OK

>

ERmE R FIR AT CHER B ATROE , BT DA AR E RS, 24 AT Bl s B Kk
B <length> JFudus b B \ O T4, BT ia.

USRS MR O AL i BB, aR (] -

’ERROR

R BT B S AR CR AR E 240X B ) , &[]

’SEND OK

S

<link ID>: [M25%4; ID (0~ 4), HTZHEREWIEN

<length>: HHEKJE, FRME: 8192 F4F

<” remote host” >: UDP {&£#yu] DAFEEXT i 4L : IPv4 Hitht. IPve Hihlb, BilEi4
<remote port>: UDP &4y n] DA & Xt ik ik 11

B

o UK L BRI, s8R B\ O FATFIS (0xSc, 0x30 ASCID), #dfafetirin, R4tk
Tl ar R, A& AT i

o AREUETEE \<any>, WEERBERFHL, A <any> 75

o QRFTFELIENO, LN \\O

o BRI LAEJAT+CIPTCPOPT fiy 4 yEEA> TCP ML B A 6. filN: BE. <so_sndtimeo> g
5000, W TCP Aik#RfEAE S BNIRIMIEER, T a2 kM. XA AT MCU 451 AT fir %
(] 52 PR IS o

33.13 AT+CIPCLOSE: 3:[i] TCP/UDP/SSL i3
BeEmA

Ly :
KM Z AN ) TCP/UDP/SSL 4%

ke

AT+CIPCLOSE=<1link ID>

Mjn] oz <

<link ID>,CLOSED

OK

Wiidn s

i
KM FRIE RS N ) TCP/UDP/SSL 34 4%
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AT+CIPCLOSE

Wi % ¢

CLOSED

OK

o <link ID>: F5RMIIMLEES ID, WRBN S, WIFR KM Prf %

3.3.14 AT+CIFSR: #ifyAcHy IP Bkl 1 MAC Hahl:

WA %

=

AT+CIFSR

Wi i ¢

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIP6LL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIPO6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

e <” APIP” >: ESP32-C2 SoftAP 1} IPv4 #ihit

+ <” APIPGLL” >: ESP32-C2 SoftAP [{] IPv6 7k ikt
e <” APIP6GL” >: ESP32-C2 SoftAP ] IPv6 4= J5jihil:

e <” APMAC” >: ESP32-C2 SoftAP [\ MAC #iihil:

e <” STAIP” >: ESP32-C2 station 1] IPv4 il

« <” STAIPG6LL” >: ESP32-C2 station [ IPv6 ZsHb%% #% btk
e <” STAIP6GL” >: ESP32-C2 station 1] IPv6 4= J5yihhl

* <” STAMAC” >: ESP32-C2 station ) MAC Hiiil

e <” ETHIP” >: ESP32-C2 ethernet 1] IPv4 il

e <” ETHIP6LL” >: ESP32-C2 ethernet [\ IPv6 A<k g Huhlk
o <” ETHIP6GL” >: ESP32-C2 ethernet [ IPv6 4= 5t

e <” ETHMAC” >: ESP32-C2 ethernet [1}) MAC Hbht

o HUA 4 ESP32-C2 I AR GBI A A% DE RS, A BEANEIE R IP HuhtAl MAC #ihit
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3.3.15 AT+CIPMUX: IH/ESH 2 88
iy

i
A IEER

s

AT+CIPMUX?

W

+CIPMUX: <mode>

i i
[ox |
BH
o <mode>: FERARI, BHAME: O
- 0: FER:
- 1 25
el

o JUR ST EE BRI IR A" R] S A
o DA E 1 X (AT+CIPMODE=0), A REBE NZ HEH
o QRAESL T TCP/SSL e d5 i, ARUIN BAEERE , WA IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #tvr/352] TCP s SSL IR 5523
i

Dy
#if) TCP/SSL iR 55 A RS

A\ .
"Il/?\‘
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AT+CIPSERVER?

W

+CIPSERVER: <mode> [, <port>, <"type">] [, <CA enable>]

OK

v

7

=

EanA

¥

=

,/,?\:

’AT+CIPSERVER:<mode> [, <param2>][,<"type">][,<CA enable>]

LT)
[ox
ZH
e <mode>:
- 0: XMk 2R
- 1 RS A

* <param2>: Z%{ <mode> N[, MIKSHEE ORI :

o IR <mode> 2 1, <param2> f0FEigI15. BRiAME: 333
o QR <mode> & 0, <param2> fLEMRFSAEE XA E Fif. BRIAE: 0
- 0: XMk OR B A % P i 1%
— 12 RPANRSS A8 H KA f
. <” type? >: JR4IKM Y TCP”,” TCPv6”,” SSL”, B “SSLv6” . BRiAfii:” TCP”
¢ <CA enable>:
- 00 A CAAILE
- 1: ffif] CA AL

e

o ZIEENOLT (AT+CIPMUX=1), A BT EIRSS %%

« BIEARSS ARG HEhEHSSSR T, R R avrelg— A kasas.

s BHE RN, SHSNGE - EE D,

o QRGEAEET IPvo L5 —4> TCP/SSL JlR 554, i H JeEAT+CIPV6=1, FF3RH—> IPv6 b
k.

o KMIRSFARINSHL <"type"> I <CA enable> MMM

2N

// #EI TCP MR 4% B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B sSL R& B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// ET IPve W%, Al#E SsL K& #

Q)
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(£ L£50)

AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1 kA MG BOFE ok A BT R # &

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #ify/i Bl 552y FLvrd vt in KER 5L

iy

Jyiig:

#2if) TCP 8¢ SSL fIR 55 i SLVF AL Y e KR AL
[

AT+CIPSERVERMAXCONN?

Wi 3% ¢

+CIPSERVERMAXCONN: <num>
OK

B

Yitig:
BEE TCP 5 SSL HR 55 7 S ifF 2 7 i de R4k

s

’AT+CIPSERVERMAXCONN:<num> ‘

W i <

Lox |

S

* <num>: TCP 5 SSL [ 45 #% A vF S I ORIEBERR, JuRH: [15]. WS EARIEMO% S 5o IR I
{l, 5 #AT+CIPSTART 411588 <1ink ID> [Hik.

Bl

o T BEE B RIEREL (AT+CIPSERVERMAXCONN=<num>), i {EQIHR S 282 Bl & .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80
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3.3.18 AT+CIPMODE: 7%ify/¥ BiLiimik
A4

i
i e

s

AT+CIPMODE?

L)V

+CIPMODE : <mode>

’AT+CIPMODE:<mode> ‘

W i
|ox |
S
* <mode>:
— 0: Fdl AR X,
- 1 Wi-Fi i 30l X, (U0 TCP HiiEd: . UDP FE 5], SSL FIERAY L
BLW]

WSO RS fash.
» £ ESP32-C2 JEA WicFi if (5400 X 5, LTI A 2D e TETE A

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #vify/ix ¥ Al TCP/SSL JJit 55 23 df if i [ia]
ity &

yhig:
iy At TCP/SSL i 55 # i i ]

e
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AT+CIPSTO?

Wi % ¢

+CIPSTO:<time>
OK

B

&F

Yytie:
BB A TCP/SSL iR 45 2 it 8]

Py -
iy

’AT+CIPSTO:<time>

Wi ¥ *

[ox

S

o <time>: ZHb TCP/SSL R4 #SEmTHFa], BAfr: F, BUEMEE: [0,7200]

B

%4 TCP/SSL % ik <t ime> IR PYoR A2 SCHRBIN , ESP32-C2 eds 75 22T T ML B

¢ WRRESH <cine> 0, WHEBGER LRI, FRANXFRE.

 AEBCEMIMIN, % P SO IR R (5 o 5 78 SO 5 P , I R T
V. I, % PR

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #ify/it Bt X HI SNTP I} 5553

AT+CIPSNTPCEFG?

W i :

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK
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=

=

A

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

e <enable>: % & SNTP IR %2s:
— 1: % SNTP flR%5 85
- 0: RNi&'E SNTP [R5 %% .
* <timezone>: SZHFDATPFAE:
- B R UTE R [-12,14], BERVNESR AL, @ SR AR (UTC) iR Kimic K2
B (UTC=12:00 % UTC+14:00) ;
- Mg uTC R E, UTC R ETEE TIRTFEINZ R E] UTC BHE A fefs 2] 4
HuHHA], A SR (+1 -1 [hhlmm. U054 XAEARYI T2 0APE, MR, WRAEAR
i, WIAIEEL. /N (hh) WAZ5FE -12 ) 14 Z (8], 438k (mm) 2007E 0 3] 59 Z | Hln, i
AR XU B G A IS A, B UTC+12:45, Wz <timezone> SR E N
1245, WZFRIESH UTC st .
o [<SNTP serverl>]: %—> SNTP R%#%.
o [<SNTP server2>]: % 4> SNTP R%#%.
o [<SNTP server3>]: % =~ SNTP k5.

Bl

o HEMAOERIEEG L E=" SNTP [R5%25Z=%0, WEAfEH “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn”
“us.pool.ntp.org” H 2z —,

o XTEMMS, A <timezone> BEAIRES I E N <timezone> ZBHA—FE. HH
<timezone> ZE L FH —Fh UTC B EMKR, flin: &E AT+CIPSNTPCFG=1,015, A4
Frifjff, ESP-AT 2 ZBSHf X SE RIS 0, BIREME 15. NETH—FE, BroAfe s — M
UTC s A& N, /@ uTc+00: 15, WMEt@Aift ki 0 i IX.,

* BT SNTP 25T UDP WUk il sK IR [l 5, 24 ) 26 Z AU, 2 530 ESP32-C2 (Y [A] Jo ik S i
m&. —H AT @4 L+ TIME_UPDATED , fRFEWTRIE [R5, M) DA A 2 AT+CIPSNTPTIME?
AT AT 24 HT B A

Bl

// & SNTP M4 %, REFEMK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fE & SNTP R4 #, REXEA AWK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
=

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

/] 8 SNTP R4 %, BEFHL WX EEBAEG KX (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"
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3.3.21 AT+CIPSNTPTIME: 4&ifj SNTP B [i]

AT+CIPSNTPTIME?

W i <

+CIPSNTPTIME:<asctime style time>
OK

|

* A7 2% asctime I [A] Y E SCi DL asctime man page.
* 1F ESP32-C2 #t A Light-sleep B Deep-sleep J5 ML, RGN fES AUE. BN EH L
IEAT+CIPSNTPCFG fir%-, M NTP [Jg 55 28 SKECHT ¥ if ] o

* SNTP FRIFE A [ R SCHRFAF A AE RTC X, PIMAEAE S G A sr) 5, e & EE
1970 4,

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890™"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/is ¥ SNTP Ibf[a] 6] 2501 ] B
A%

e

AT+CIPSNTPINTV?

Wi i ¢

+CIPSNTPINTV:<interval second>

OK
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=

=

A

’AT+CIPSNTPINTV:<interval second>

 <interval second>: SNTP Ff[a|[a]5 6] fF. BAN7: Fb. JEFE: [15,4294967].

|
o BCE TR AR, EWE ESP32-C2 Z A K i) NTP 55 4 K HUB R I 1] o

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) BNEEF — kR
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #ifjfliR55as A AT [SHERAS
A HRA

i
i 54 E AR ESP32-C2 AT [l {HjiftA4

P
iy

AT+CIPFWVER?

W 3% <

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C2 AT [&E/{4fixAs

|

o TEREFRETIZ) OTA AT, 38 2SO R ARCAS [MRACAS T2
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3.3.24 AT+CIUPDATE: jixk Wi-Fi 718511

ESP-AT EizfTi}, il Wi-Fi Mg B SS 4 B R 308 [ 2 52800 X, NI T2 T 7

i A

i
#if] ESP32-C2 B THIRE

AN .
“Il/?\‘

AT+CIUPDATE?

Wi

+CIPUPDATE:<state>

OK

PaT 4

g
TEFZERAT @ OTA JH 3| TCP iR 55 #% B A Y [ F

A

AT+CIUPDATE

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

M) i <
A OTA FEPH 2R LYy, 1Rl

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Bsw N e

OK

AR OTA FEAEFH BT iy, iR m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Bsw N -
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WAL IERITR OTA KN, & [n:

+CIPUPDATE:<state>

ERROR

WPRAEARPHZERGUT OTA KK, iR u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

e <ota mode>:
— 0: i@ HTTP OTA;
— 1: 3@ HTTPS OTA, WS, i . /build.py menuconfig>Component config
>AT >OTA based upon ssl @#&fliEE, HEA5EIE W AN %F ESP-AT 142,
e <version>: AT R4, W v1.2.0.0, v1.1.3.08(v1.1.2.0,
o <firmware name>: J}Z¢ [ [E{f, 4l ota. mgtt_ca. client_ca 8{H'E at_customize.csv
HE E SR A X
¢ <nonblocking>:
- 0: PHZER OTA (MBGNT, H#| OTA FHSHI B R IME A FTAK % AT 4 ) ;
- 1 JEHZERE OTA (AR, AHSERUE (+CIPUPDATE:4) T3 EJH).
e <state>:
- 1 B 552%
2: TR RS
3: RIGTHRIA 5
4: ST
-1: JEPHZERLCT OTA RIK

|

o TP LT 2R DL

o UM RZMAETF BRI, AT K& [ ERROR, 45 RF— BRI L.

o UNARIRE T AR SRR AT BIN, Ay &M Espressif Cloud N#k AT [l F+4% .

o ISR 2 H AT SR AT BIN, 375 5 47523 AT+CIUPDATE FOTA Ify g8 3 (i F§ AT+ USEROTA
o # AT+ WEBSERVER £54>, T %% ESP-AT T A3 {tf7% 5 FOTA,

o FHWHY AT )5, WHAT+RESTORE WKW R

o OTA FERYFBIIE] N 3 %0

o AEPH ZERL I Y Y OK Fll +CIPUPDATE : <state> fEH H T b %A 4% 2 L e )5 0T«
OK H[HEAE +CIPUPDATE:<state> Z Hikil, WA W HEXE +CIPUPDATE:: <state> Z J5#itH .

o NEWARBHRA . BFEEIHRASAAE—EWARAEMNNE, E2T0FET, MR RRZEAHE
IERRAS, TR A 2= BT D g .

o B H 4T LI OTA #H28 FHUE % OTA s .

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1

Q)

Espressif Systems 92 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback



https://www.espressif.com/zh-hans/support/download/at
https://github.com/espressif/esp-at/blob/master/components/at/src/at_ota_cmd.c
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 3. AT Ay d4E

(£ L£50)

AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: 8 +IPD #55iETS

AT+CIPDINFO?

Wi

+CIPDINFO:true
OK

&

+CIPDINFO: false
OK

v

7

X7

W
4

=l

’AT+CIPDINFO:<mOde>

Wi i ¢
’w
S5
¢ <mode>:
- 0: ¥ “+IPD” Fl “+CIPRECVDATA” B, NEERXT i IP bk Al 145 B
- 1: £ “4IPD” A1 “+CIPRECVDATA” ji§E 1, $EXTum IP Huhk Al 0145 5
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #rify/ix ¥ SSL % f 1 fic &

i

St
i ESP32-C2 {2y SSL % P B4 M 0L £ L

Py
A

AT+CIPSSLCCONEFE?
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Wi 3% ¢

+CIPSSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number>

OK

i

=

[y

E:
4

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode> [, <pki_number>] [, <ca_number>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

Wi % ¢

OK

<link ID>: 451542 ID (0 ~ max), FEZHERNHOLT, HSEERN max, WFRRITHERE, &
SRERINE R 5,
<auth_mode>:
— 0: NAIE, R TEEIETE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $2E% Pk 5Lk 5545 iim CA IRk E:
— 2: ESP-AT % ik A CA UEF AT I 55 A i k15 5
- 3: fHEINIE.
<pki_number>: JERRIFAEHM RG], WHE A —AUERRFAE, HAEN K 0.
<ca_number>: CA [JZ&R5|, WHRAAG—4 CA, HAHW N O,

AR AR EEASL BT R AE R, AR SSL BRI TAR M4

TE BT R PR AAE NVS X, SRR ;] AT+SAVETRANSLINK i %1% & HHLE A Wi-Fi SSL i% 1% 42
K., ESP32-C2 RFAE R IR b HE I At B @ 37 SSL 4% .

WA B CRIE B E A 2B, 5% 4T £ PKI B % .

W <auth_mode> FLE N 2 834 3, N TREMRSAFIIEBA RN, W7E K iKAT+CIPSTART fiy
AHiHPRE ESP32-C2 EFRERE Y wiitiE] . (57 PAEIEAT+CIPSNTPCFG 14 R L 'E: SNTP, FRH4
B, &i3EAT+CIPSNTPTIME? £y 425 24 Fi i a] . )

3.3.27 AT+CIPSSLCCN: #ify/ ¥ SSL %%yt /A H 44 (common name)

i)

Lyt :

Lo N
“D4>

LIRS SSL MR R P a3 44

Py -
“ﬂ4>‘

AT+CIPSSLCCN?

W i <
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+CIPSSLCCN:<link ID>,<"common name">
OK

B

-t

e

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <

OK

S

o <link ID>: [M#%i%8: ID (0 ~ max), 7ERFESMEN T, ASBEN 0; HELERWENT, &5
BUHBE N max, WIFRIIAERE; RSEERIMERN 5.
 <” common name” >: AREEAANIEIR 58 ZEHEB AL . AL RKKE N 64 717,

N

e

o WNIRAREAE BN RIS, T SSL I HTIZ T ARG S .
3.3.28 AT+CIPSSLCSNI: #rify/it ¥ SSL % ;i SNI
AifmA

i
AR SNI i E

Py -
"ﬂlf\‘

AT+CIPSSLCSNI?

W i <

+CIPSSLCSNI:<link ID>,<"sni'">
OK

v

N

B

&

Ele

A

?:
¥ % B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

Wi i ¢
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OK

 <link ID>: M %&3%#: ID (0 ~ max), FERIELWELT, KSHMHEN 0; EZEENHLT, #5
BE BN max, WIFRIRFTA R ASEEOAER 5.
e <” sni” >: ClientHello H 1) SNI, SNI f KK 64 F37,

Bl

o QERARSARFCE S AR, RN SSL B EHTIE AT A G 2

3.3.29 AT+CIPSSLCALPN: #ify/i ' SSL % ) 13iis ALPN

i A

i

#if] ESP32-C2 ff7y SSL & /g 43~ 42 1) ALPN Jig .

Pa sy
A

AT+CIPSSLCALPN?

W

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

v

¥

N

H

¥

[y

o
%

=l

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % % H: (AT+CIPMUX=1)

AT+CIPSSLCALPN=<1link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

L)V

OK

B8

o <link ID>: W %%i%4; ID (0 ~ max), FEHIEZIEL T, RmSEUEN 0; FEZERVELT, A5
BUEBE N max, WIFIRITA EE; ASEERIMEN 5.
o <counts>: ALPN [W¥&. 5 : [0,5].

0: Jikk ALPN [,
* [L5]: 50 ALPN [iL# .

* <” alpn” >: FHHRSH, FUR ClientHello 1) ALPN. ALPN i KRKJEZRTar SR KK E .
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e
o QRAEARPECE SR, W AL SSL R ATIE T AR M2

3.3.30 AT+CIPSSLCPSK: 75/ SSL % /ity PSK (A7 % 5%)
LTS

i
#if] ESP32-C2 {f7 SSL & iy 451~ 1E4% 1) PSK iC '

AT+CIPSSLCPSK?

W i <

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W ) :

OK

* <link ID>: 4545 ID (0 ~ max), {EFIERAHO T, ASHUEN 05 AEZERNTIT, 55
BUH N max, WRRFTAERE: ASEEAMEN 5.
e < psk? >: PSK identity (FAFHRASSY), K 32, WA <"psk"> ZHEE \0, HiE
J AT+CIPSSLCPSKHEX 154>,
e <” hint” >: PSK hint, fHKKE: 32,
i

o INSRAHEARHUE S BRI, AR SSL B T A M A .
3.3.31 AT+CIPSSLCPSKHEX: #Fify/i3® SSL % radiiy PSK (-7 E IR )

]

* RUTAT+CIPSSLCPSK fip%, %4t T3 BB A SSL & P Witk 524 (PSK) , {HH
<"psk"> BRI AN BT R TR I, <"psk"> ZHPRY N0 FRh 00,
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il

// B % ¥ (AT+CIPMUX=0), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % ¥ : (AT+CIPMUX=1), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX=0, "70736b", "myhint"

3.3.32 AT+CIPRECONNINTV: #¢ify/i% ¥ Wi-Fi & %X F % TCP/UDP/SSL i i
[l b

R
ifig:
Arif) Wi-Fi if % 42X T H s #E %6

A .
"ﬂé’\‘

AT+CIPRECONNINTV?

W

+CIPRECONNINTV:<interval>
OK

ik
L Wi-Fi i f5 12X, F TCP/UDP/SSL 14 17 JF I 11 20 S0 19 171

O e
iy

&F

’AT+CIPRECONNINTV:<interval>

W

[ox

BH

* <interval>: HZEER|FEE, F47: 100 25, BOAME: 1, JEH: [1,36000].

B

* #FAT+SYSSTORE=1 B, L B O PRAFAE NVS X

il

AT+CIPRECONNINTV=10
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3.3.33 AT+CIPRECVTYPE: #rify/i ¥ &8 RO
iy

i
TR

s

AT+CIPRECVTIYPE?

W

+CIPRECVTYPE:<1link ID>, <mode>

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

Wi i <

OK

BH

o <link ID>: W Z&i#47 ID (0 ~ max), FEFIERZIEO T, RZSEEN 0; EZEZNELT, &5
BAEBE N max, WIFRFIAAER: RSBBAERN 5.
o <mode>: ERFHIEEA, RIAE: 0,
- 0: 33X, ESP-AT A BB R B FRER L B A% 4 0L MCU, Sk “+4IPD” (B
FHCE R 5760 75, AR A MCU e K &% 2920 34547 50808 )
- 1: Pk, ESP-AT i I B E R EIR TS B AFIX (Bl s 0, Bk
fHh 5760 F3Y), “54% MCU $2Ht. %} TCP 1 SSL #:8:, WIREHFEXWE T, HHLIkERET
gy, W UDP {84y, WRGEAXH T, MekAsdnEk.

|

o ZILEABEH T Wi-Fi i X

o X4 ESP-AT 7E9 S0 PR BB FHART, SRR O A RS R A FE R E B -
- ZIEER (AT+CIPMUX=1), &/~ +IPD, <link ID>,<len>;
— FASERNT (AT+CIPMUX=0), #2735 +IPD, <len>.,

o <len> FREHAXRPELZFHIM LKL,

o —HA +IPD ki, WZIzfTAT+CIPRECVDATA KW . W, FERT—A +IPD #i B i,
A~ +IPD R AR A48 4L MCU.,

o FEWITFERENELT , S ERFEIRTIRAAAE, MCU {53R W DAEEEL, B 2| & ikAT+CIPCLOSE
(AT fE M Fif) SKAT+CIPSERVER=0,1 (AT VERRSS#%). Bmpigil, W +1pD g s, AP
D HEMR K& 3£ AT+CIPCLOSE 8% % 3% AT+CIPSERVER=0,1 B%if i1 AT+ CIPRECVDATA éﬁé\iiﬂx Efﬁ%ﬁ(%};"i;
ZHI, XATERR CLOSED fF Bk .

o TR RO & W 26 5t 7 H MCU il R AR EERS , nTAS 4], (i g sl i Bcdasiat o
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il

/) BEEHEAT, RERFHEKER

AT+CIPRECVTYPE=1

/) ZEBBEAT, REFAEREAR S ELERX

AT+CIPRECVTIYPE=5,1

3.3.34 AT+CIPRECVDATA: RIS T £S5

Ve /?
A

// B E: (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>,<len>

Wi i ¢

+CIPRECVDATA:<actual_len>, <data>
OK

Y

+CIPRECVDATA:<actual_len>, <remote IP>,<remote port>, <data>
OK

<link_id>: Z#EEHFI9ER: ID,

<len>: HAKAE A : OxT7HFAE, AIARSEERICE]EHR K AR S HE /), R PR BE A -
<actual_len>: ZZFRIRELY @T}gﬁfh

<data>: FREU .

[<remote IP>]: FAFERSAL, FEmxti P #ihik, @ idAT+CIPDINFO=1 fir 4 fiE

[<remote port>]: Xiuqis I, i#@iLAT+CIPDINFO=1 fy4-fHigE.

B

AT T EAERE IO AN AT, & B4R 9] ERROR, W] DAl AT+CIPRECVTYPE? fiy %
A A AR

o A QAEBCA B ] BT DL AT & %R [1] ERROR, 0] DAEF AT+CIPRECVLEN? fir < ik
e PRt SRRV C/op

o J4T AT+CIPRECVDATA=<len> i}, F/EF <len> + 128 FAHINFE, B0 LA 6y
2 AT+SYSRAM? 530 4 B ol I IAFIG Do 24 NAFAN A2 S B AAT IS SR Bt iy B 2% 5] ERROR.
PRATPLEIIAT #r ik B &2 BEHFEREARM alloc fail WITHIEE, AFIARE H BT A7
P I DL

il
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AT+CIPRECVTYPE=1

// Bltm, R EN MCU K 0 FHEEF R E 100 FH M HE,
// M & 4#FHE "+IPD,0,100",

/R, BANEREZEAAUNTHAAELRK 100 FF 8 K ¥E:
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: #ifgtl gt b &4 v Bl K

iy

Hyiie:

B — TR P G AR B A R
%

AT+CIPRECVLEN?

Wi % ¢

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

BH

* <data length of link>: Jt—E8z th Znh 1) Ir g B 2
e
* SSL #4%r, ESP-AT & IR AT BB/ N T BB i K

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %33 bl
T URT oS

itk
ping X i FHL

ks

AT+PING=<"host">

Wi i :
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+PING:<time>

OK

B

+PING:TIMEOUT // RAEH LM . k=% PING BHERLT, A4FAXMEE

ERROR

BH

o <” host” >: FERFERSEL, Fonitim LAY IPv4 Huhk, TPve Huhl, sidmi4 .
o <time>: ping (NS IR [E], FRAL: ZEFD.

B

o QAREAEELT IPV6 %% Ping Xifum AL, THHATLA T HRAE:
— % AP 3¢ IPv6
- &EAT+CIPV6=1
— WITAT+CWIAP 55 $ELE]—A IPv6 itk
— (WA[%k) @ FAT+CIPSTA? iy 4462 ESP32-C2 275 KRB % IPv6 Mtk
o ISR EALR A FAFE, W ping X5 Jeilad DNS #4734 f#AT (fSCM@ApT IPv4 Hihl) , 7 ping
X AL IP Hihk:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) F-REBRMER TR 3O
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: #rify/i¢HE DNS 55858
i

#E14 AT DNS 45205 0

Py
A

AT+CIPDNS?

W

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeEmA

i
UE DNS e 5545 5

Espressif Systems 102 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 3. AT Ay d4E

[

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

» <enable>: %' DNS R 55 %%

- 0: 2 E 213K DNS R4 2415, DNS RE 24 kE K 208.67.222.222 f18.8.8.8,
WA ESP32-C2 station 5¢ % | DHCP i #%, DNS R55#8 A4 H " BE< B8 .

- 1: BTk E DNS IRF54E R, WRARESE <DNS 1px> [HMH, NI HEAME 208.
67.222.222 f18.8.8.8,

¢ <DNSIP1>: %5—> DNS flx55#5 IP #ihlk, XFF i, HAY <enable> ZH0Ch 1 K, Hiie)s
FIF3) DNS &, RXSEAF: WK E <enable> Ky 1, HARSHBE —ME, Lz ird
WA R;, ESP-AT X% S 5UE N 24 Hi%) DNS &% &k 1],

* <DNSIP2>: 554> DNS fI[R 4545 IP #ihil:, X Ti&E S, HA Y <enable> 44 1 B, 25
JF3) DNS & &, ASHA ARG WK E <enable> N 1, I WASERE —ME, ¥EEITA
a4 Bf, ESP-AT RHUZSHE R 24 Hi) DNS %5k 1]

* <DNSIP3>: 5=~ DNS flg45¢s IP ik, XfTiE Mm%, HA Y <enable> ZCH 1 i, WELEH
JH -2/ DNS #%8, ASEA G WEREE <enable> 2K 1, H ARSI E—ME, MUEiafrd
WAL E), ESP-AT X% S EUE R 24 Hi%) DNS &% &k 1],

o FAT+SYSSTORE=1, Wi'B i RrEte NVS X,
o XEABEORREBEEAE [ — MRS #% L
* 24 <enable> Sk O i, DNS AR55#% 0] RE AR ESP32-C2 1578 r 1412 1 % phy 21 174) e 288 17T A0 2%

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) H—NET 1pve B DNs A HE: T—REEMERXIEFQ

// % /N ETF IPve By DNS Mt 4 % : google-public-dns-a.google.com
/] HZANET IPve B DNS R4 H: L HAE E DNS & B
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS Jjig

N

BeEmA

X

=

AT+MDNS=<enable>[,<"hostname">, <"service_type">,<port>][,<"instance">][,<"proto">
][, <txt_number>][,<"key">,<"value">][...]

Wi i ¢
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OK

¢ <enable>:

5

- 0: X} mDNS Jjfg, FE:HLFHHE
e <” hostname” >: mDNS FHL4FR.
* <” service_type” >: mDNS 4275,
e <port>: mDNS R4 H .
e <” instance” >: mDNS L4 FR. BRIAE: <"hostname">,
e <” proto” >: mDNS R4 . HIYE: _tcp B _udp, BHAHE: _tcp.
o <txt_number>: mDNS TXT it #i9%E. JEHE: [1,10].
o <” key” >: TXT i,
o <” value” >: TXT i FHIMHE.
[-]1: R4 <txt_number> QKIS TXT 05T EEXT o

il

// JFJE mDNS B, T AHLAHL A "espressif", BREHEAE A "_iot", 3 H A 8080
AT+MDNS=1, "espressif","_iot", 8080

// *x W mDNS I
AT+MDNS=0

PEAUR WIS % mDNS bl

3.3.39 AT+CIPTCPOPT: #vify/is £y ko
Ay

i
iR eI A Suall

AT+CIPTCPOPT?

L)V

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

)E’J

CEL A

e

// B (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

Wi i :
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o <link_id>: 2542 ID (0 ~ max), FEZIERWIELT, ASEERN max, WFRRFITAERE: &
E € NINIEWIRE
o <so_linger>: Jit BERFM SO_LINGER %I (&% : SO_LINGER 1141), BHfi: #, BGME: -1,
- =-1: KM
- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
« <tcp_nodelay>: [l 'EEEFN TCP_NODELAY &I (Z%: TCP_NODELAY /+43), BRAME: 0.
- 0: #Jf] TCP_NODELAY
- 1: J3H TCP_NODELAY
o <so_sndtimeo>: [l FHEEFH SO_SNDTIMEO &Il (&% : SO_SNDTIMEO 1+43), Hifi: ZFb,
ZRINE: 0.
o <keep_alive>: [l B E#: ¥ SO_KEEPALIVE $£3 (&% : SO_KEEPALIVE N47), Hfii: #b.

. JEE: [0.7200].
- 0: %5 keep-alive Zfig; (BAIA)
— 1~7200: JFJ keep-alive HjiE. TCP_KEEPIDLE i} <keep_alive>, TCP_KEEPINTVL {fi}
1, TCP_KEEPCNT {{i ¥ 3.
o RS H <keep_alive> BESAT+CIPSTART iAW1 <keep_alive> ZHAHME, HZLZ{HH
JERCE T QUE . WRIBITA M S E <keep_alive> Z4L, WIERIAME N K EE.

Bl

o TERCE S TFIRIE, WRen Vi Emaae, LA ER vl GRS .

 SO_LINGER J&Ii A 2 fil B4 K f{E . 51 anfc & SO_LINGER {E°4 60, WJAT+CIPCLOSE fivAHAENL
ANFNF i TCP FIN 1M T, 2550 AT FHZE 60 #0, M ICyEm W H e 4. FHit, SO_LINGER
HWRRRERIAME

« TCP_NODELAY #5 id ] T itk & /MEXT SE i B R S 1 g 5. JFRJE, LwiP £k TCP [k
%, (HUER MR 2, i TERA FEEEREL. Fit, TCP_NODELAY Z i R IAME .

» SO_SNDTIMEO 33538 Fl T-AT+CIPSTART ir ATt B keepalive S5 11 W F 3 5. e B A TET )5
AT+CIPSEND, AT+CIPSENDL., AT+CIPSENDEX ty &S B iE Y, L LT, &%
H . SO_SNDTIMEO #iX it &K 5 ~ 10 fb.

* SO_KEEPALIVE #3034 H T 32 8l @ iR N E B2 B W . i 5%, #%5 AT /B8 TCP IR S5+ ht
UL BT, Bl E AR, SHOMAIMI M 2447 9. SO_KEEPALIVE Hil it B A /N 60
b,

3.4 Bluetooth® Low Energy AT iy 44

A

AT+BLEINIT : Bluetooth LE %] 54k

AT+BLEADDR: & Bluetooth LE ¥ £l
AT+BLENAME: 2/ B Bluetooth LE 154544 FR
AT+BLESCANPARAM : #5if)/i% & Bluetooth LE &%k
AT+BLESCAN : ffifig Bluetooth LE 393§
AT+BLESCANRSPDATA: ' Bluetooth LE {31 i/
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o AT+BLEADVPARAM: 75/ & Bluetooth LE " #&5:%k

« AT+BLEADVDATA: %8 Bluetooth LE J #&%i#

o AT+BLEADVDATAEX: [ Bluetooth LE | #&%3

o AT+BLEADVSTART: J} 14 Bluetooth LE | %

* AT+BLEADVSTOP: {3} Bluetooth LE )%

o AT+BLECONN: %57 Bluetooth LE %

o AT+BLECONNPARAM: #%ifi)/E ) Bluetooth LE #4355
o AT+BLEDISCONN: WiFF Bluetooth LE %43

o AT+BLECFGMTU: & Bluetooth LE MTU K:J&#

o AT+BLEGATTSSRV: GATTS %MKk 4%%

o AT+BLEGATTSCHAR: GATTS % ¥R & 454E

o AT+BLEGATTSNTFY : JJi4%% notify I % S5 HF(E 24 & P i
o AT+BLEGATTSIND: JR%#% indicate IR 4 iF(E 24 7% v
e AT+BLEGATTSSETATTR: GATTS % B i} &1

o AT+BLEGATTCPRIMSRV : GATTC kI EA RS

o AT+BLEGATTCINCLSRV : GATTC % 402 1H IR 5%

o AT+BLEGATTCCHAR: GATTC % FiIR 445

o AT+BLEGATTCRD: GATTC Bk &5 B HE M

o AT+BLEGATTCWR: GATTC B R4 45AF

o AT+BLESPPCFG: #%ifi)/i% & Bluetooth LE SPP %%

o AT+BLESPP: A Bluetooth LE SPP =

o AT+BLESECPARAM: #%ifi)/i% % Bluetooth LE il £ %}

e AT+BLEENC: % Bluetooth LE Jj%5 i 5k

o AT+BLEKEYREPLY : 5%} )7 1% 4% 0] 5 2540

* AT+BLECONFREPLY : #5% 7 45 B S HA &5 5 (1S iieprBy)
o AT+BLEENCDEV : 2514} £ 1) Bluetooth LE 12545 4541 3
o AT+BLEENCCLEAR: % Bluetooth LE HlI%8i4 45 %1 3

o AT+BLESETKEY: % Bluetooth LE #475Hi Xif 354H

o AT+BLUFI: F¥J28i %] BluFi

o AT+BLUFINAME: #%if)/4%'% BluFi %44/

e AT+BLUFISEND: %% BluFi [ F7 1 & K

o AT+BLEPERIODICDATA: #%'# Bluetooth LE J& M  3& %
e AT+BLEPERIODICSTART : JFJ2 Bluetooth LE J& 1) 3%
o AT+BLEPERIODICSTOP: {21} Bluetooth LE J& 1) 1%

o AT+BLESYNCSTART: JF 2 JEI 1S #5 5] #

o AT+BLESYNCSTOP: {21 & 31tk ) 3% 5] 4

o AT+BLEREADPHY : #if) 4 Hi iRl ] i) PHY

o AT+BLESETPHY: %8 4iiEss(di Ak PHY

341 ¥

21, ESP32-C2 AT [ S0HF B A0 HNE 5.0 A

W% ERA [ ESP32C2-4MB AT [E 4 57 5 BluFi T fg, i ESP32C2-2MB AT [& {4~ 3% % BluFi I fig .
ESP32C2-2MB AT [E {44 37+ BluFi TR, &Pk 2 MB flash K /NAS 2 AR B 574 Wi-Fi. BluFi f1 OTA
ifig.

Tl BRIAH ESP32C2-4MB AT [# {-f1 ESP32C2-2MB AT [& {34 3 Bluetooth LE JjfiE. U AFE 2
% #F Bluetooth LE TR, ¥ HAT% % ESP-AT 142, TE55 =05 305}, #4% ESP32C2-BLE-2MB,

H1 T ESP32-C2 WAFA2 KR, RETCIRAE— A Tl LR I 524 Wi-Fi Al Bluetooth LE JJfE .

3.4.2 AT+BLEINIT: Bluetooth LE #ji&1t
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A ifo i 4

Ly :
#if) Bluetooth LE J2 75441k

Py -
iy

AT+BLEINIT?

W
PO, AT R

+BLEINIT:<role>
OK

iRV, AT &[0

+BLEINIT: 0
OK

Dyie:
% B Bluetooth LE #Ji&4k /A {7

A

’AT+BLEINIT:<init>

Wi 3% ¢

[ox

e <init>:

e 0: Y44 Bluetooth LE
 1: client fg {5,

e 2: server fH{h,

Bl

o HFEBHEIFITERE, 2INAE{S T Bluetooth LE THEEH], JE&kIXEAT+CWMODE=0/] 5425 ] SoftAP,
AR T 2N, E R EE RE JLE S0k

o {i | H &2 Bluetooth LE 522 1, sCiE A2, #1141k Bluetooth LE £,

* Bluetooth LE AWl fb S, ANEEE D . MRV A, FEISCHHAT+RST i HE RS,

4454k Bluetooth LE £ f4 ,

o BIAEVES Bluetooth LE 2 Jf, {#IRIEAESATH 1. SIS WIIT A OIS
* f1% Bluetooth LE C ¥4k, WAT+CIPMODE Joiki%EH 1.

hil

AT+BLEINIT=1
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3.4.3 AT+BLEADDR: %7 Bluetooth LE 4%kt

Bluetooth LE & & Wy M Hl H#b 4 ‘

’AT+BLEADDR? ‘

W i <

+BLEADDR:<BLE_random_addr>

ik
1% & Bluetooth LE #5485 HyHihE 27

s

’AT+BLEADDR=<addr_type> ‘

W

[ox |

* <addr_type>:
o 0: N3l (Public Address)
o 1: FEMLHNE (Random Address)

|

AHAE (Static Address) By 2 DA 414
Mok f i P LEY R 15
BEPLHBHERR > 2 1 (22 05
BEPLHBHERR > 20 1 6 1.

BCE RS A 2 PRAFAE NVS X

il

AT+BLEADDR=1 /) EE RN A M8 AL it

3.4.4 AT+BLENAME: #rifi/i%¢ . Bluetooth LE %45 4k
iy 4

ik
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i) Bluetooth LE 54544 ¥t

2 ot
4

AT+BLENAME?

W

+BLENAME : <device_name>
OK

EmA

&F

Ly :
1% Bluetooth LE #4544 Fr

O e
iy

’AT+BLENAME:<device_name>

Wi i *

[ox

B8
o <device_name>: Bluetooth LE %448, mAKE: 32, BHALFRN “ESP-AT”,
]

o #iAT+SYSSTORE=1, T & H i fHRA7TE NVS X,
o WA SR EBR S HIE, BEAITAT+BLEADVDATA fiy R 5 44 FRGH 1 5 =

il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #tily)/ix ¥ Bluetooth LE i %%
Ao A

i
%t 1) Bluetooth LE #9325

s

AT+BLESCANPARAM?

W

+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>
OK

Espressif Systems 109 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 3. AT Ay d4E

EmA

&F

Tytig:
¢ B Bluetooth LE 33254

O e
iy

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

W

OK

» <scan_type>: A

o 0 PahiH

o 1 FEhHH

« <own_addr_type>: iihl-25%

o 0: AJLHbhE

o 1: BEHLMBAE

o 2: RPA 3kl

* 3: RPA [ifit/LHbsik

o <filter_policy>: ity =\

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: A [F. &S EEN KT % T <scan_window> Z#{H. 2 3L H:
[0x0004,0x4000]. 14 [H] FE /2 % S 3Rk DA 0. 625 &b, Jr RASE Br i 4514 18] [ Y5 L4 [2.5,10240]
R,

o <scan_window>: HIiH 0. XS EEN /DT 4% T <scan_interval> Z¥{H. 25 H:
[0x0004,0x4000]. it N 2% SR DA 0. 625 ZF, FrRASLPs 5 18 A [2.5,10240]
=R,

il

AT+BLEINIT=1 // A€ : & F 3%
AT+BLESCANPARAM=0, 0,0, 100, 50

3.4.6 AT+BLESCAN: {iifi¢ Bluetooth LE i
LS

Yitig:
F 4445 1k Bluetooth LE 34

A

AT+BLESCAN=<enable>[, <duration>] [, <filter_type>,<filter_param>]

Wi 3% ¢

Espressif Systems 110 Release v2.3.0.0-esp32c3-894-ga599a7¢639
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 3. AT Ay d4E

+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

e <enable>:
o 1 FRURHRREEH
o O {55 IR
o [<duration>]: JHIFEEEE], B .
o FUEAFIEEN, LHRRERSEG
o FIREITHRER, FREARSH:
- ARSEN 0 iF, WIFIRIFARHREEH
- RSHPEHAE O fHRF, Bt AT+BLESCAN=1, 3, MIF/Ri4H 3 #)5 AZh45 A, ARERE

ER IR
o [<filter_type>]: &I
o I: “MAC”
« 2: “NAME”

» <filter_param>: i8S 4L, FIRXH s MAC itk 4 Fr
e <addr>: Bluetooth LE #hlil:

o <rssi>: {55 IRE

o <adv_data>: | HEHIRE

o <scan_rsp_data>: I3 b 5

o <addr_type>: | ik £ A

e g N tH By OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> TE4i U7 EWRCA A% E X ERSEE Y. OK A fEFE +BLESCAN: <addr>,
<rssi>,<adv_data>, <scan_rsp_data>,<addr_type> 2 H| # H, W H 0 § 1
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 i
e

o MR GARZORAG IR Y 8 , 752 AT+ BLESCANPARAM i 5 W B )7\ active scan
(AT+BLESCANPARAM=1,0,0,100,50) , JH HX ik & R 2 E scan rsp data, AREIRIGH
) B 54 o

hil

AT+BLEINIT=1 /] A B P
AT+BLESCAN=1 /] TR
AT+BLESCAN=0 /7 E Ak

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F A H#, T HE KA 4 MAC # i
AT+BLESCAN=1,3,2,"ESP-AT" // F iAW, B R ER AR & £ K

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE F{§m )

&F

Dyt
1% & Bluetooth LE 44 1.

Py -
iy
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’AT+BLESCANRSPDATA:<scan_rsp_data>

Wi % ¢

’OK

* <scan_rsp_data>: M, S HEX 455 . Blhn, #5805 E S s R “ox11 0x22
0x33 0x44 0x55”, N4 A AT+BLESCANRSPDATA="1122334455",

il

AT+BLEINIT=2 // fat: R4 %
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #5if/i¢ ¥ Bluetooth LE )55
i A

Tyt
i) S

ZE

AT+BLEADVPARAM?

W

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <peer_addr>, <primary_PHY>, <secondary_PHY>

W) RS

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>] [, <primary_PHY>, <secondary_
<~>PHY>]

W i ¢

OK

S

o <adv_int_min>: H/)N T HEEIIE. SEGERE: [0x0020,0x4000], A T2 5509k 0L 0. 625 2
P, BT ASE BRI /N H E] B Y5 [20,10240] 280, RSEUEN /N T4 T <adv_int_max> £
ﬁﬁo
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o <adv_int_max>: KRG, SEGER: [0x0020,0x4000], 3G EIFGET %S5k, 0. 625 &2
BB, BT RASERR I d K 1 [E] R FEL R [20,10240) Z 80 . ASEEN K T4 T <adv_int_min> %
BfE.

e <adv_type>:

* 0: ADV_TYPE_IND
: ADV_TYPE_DIRECT_IND_HIGH
: ADV_TYPE_SCAN_IND
: ADV_TYPE_NONCONN_IND
: ADV_TYPE_DIRECT_IND_LOW
: ADV_TYPE_EXT_NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND
: ADV_TYPE_EXT_SCANNABLE_IND
- HUCE)HERAN 0-4, W {JAT+BLEADVDATA fiv 9 &) k28w 2 LB E 31 °F
T, WRTEEREE KA R SH, W5 AT+BLESCANRSPDATA fis KB .
- MBCE] RN 57, WA AT+BLEADVDATA fiy W B # S 8un2 HAEBLE 119 7
e

« <own_addr_type>: Bluetooth LE #2571

e 0: BLE_ADDR_TYPE_PUBLIC

e 1: BLE_ADDR_TYPE_RANDOM

e <channel_map>: | %58

e 1: ADV_CHNL_37

e 2: ADV_CHNL_38

e 4: ADV_CHNL_39

e 7. ADV_CHNL_ALL

* [<adv_filter_policy>]: ) it Egs LN

e 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
e 1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
e 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
e 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
» [<peer_addr_type>]: %{J5 Bluetooth LE Hihi-25%!

e 0: PUBLIC

¢ 1: RANDOM

* [<peer_addr>]: X}J5 Bluetooth LE #iilil:

o [<primary_phy>]: ) #% primary PHY. 2iA{&: IMPHY.
- 1: IMPHY
— 3: Coded PHY
* [<secondary_phy>]: | % secondary PHY., BLiAf(EH: IMPHY.
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

.
NN R W=

Bl
o WMRMKEE L peer_addr, ABAEMIERNLEREREE,

* primary_phy fll secondary_phy FR 58— E, WHRARE, IBARKENSES M HRIA
IM PHY,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3
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349 AT+BLEADVDATA: ¥ Bluetooth LE ) 8%
B

i
BCE )

s

’AT+BLEADVDATA=<adv_data> ‘

W

[ox |

o <adv_data>: JHEECE, S HEX 54568 B, SAEBCE T EE0ES “Ox11 0x22 0x33 0x44 055”7,
64>k AT+BLEADVDATA="1122334455", FRKE: 119 Fi7.

st

o IR HIE 208 1 iy S AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WHE T REWE, WA ar 58 0 FE 4o 3 5 .

o QERGEAE ARG Bk A PR, WENAEIIT5E 1% i 2 Z JG A TAT+BLENAME it 215 £ 44
PRI E N [FRER 2 F5

o YE{fi FJ AT+BLEADVDATA 542 Wi, W/ 4ci@ it AT+ BLEADVPARAM &A% BT #5450,

o MUHH AT+BLEADVPARAM iy V% B 32K A1 0-4, N FHAT+BLEADVDATA 6y A% B 1 E0R
I HAEWE 31 £, WIRTERE KW #K 8P, WM AT+BLESCANRSPDATA fin % K15 H .

o U AT+BLEADVPARAM £ A% B %27k 5-7, Wi [l AT+BLEADVDATA 4% BT #E0E
% HAEBEE 119 715,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [zl Bluetooth LE ) &%
iy A

i
EENE TRV G 2

A .
"ﬂé’\‘

AT+BLEADVDATAEX"?

W

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK
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B

Yrtie:
BCE) BRI

O e
iy

&F

’AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power>

Wi i :

[ox

BH

* <dev_name>: Fff H Z 8, Fox &k HF 4R B, A ERE RS HS KRN Cust-
test” , I Ay 4 N AT+BLEADVSTARTEX="just-test", <uuid>, <manufacturer_data>,
<include_power>,

o <uwid>: FF B 2 . f W, #F MR E UUID ko “0xA002” I .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

+ <manufacturer_data>: il i 7 &4, o HEX FAF R, B0, #5483 b w8 o “ox11
0x22 0x33 0x44 0x55”, N|fy4 H AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: ¥7] fEHET WG TX R, RSEVIXBHN 1; HI, 4 0.
|
o AR ZHIC L iy AT+BLEADVDATA=<adv_data> B8 T ) 8, W SgiAs iy QB E ) 7k

o B4 & HERFZ B 6 AT+ BLEADVPARAM fir - BLERY) RSB HCA 0.

il

AT+BLEINIT=2 // fat: R4 %

AT+BLEADVDATAEX="ESP-AT","A002","0102030405",1

3.4.11 AT+BLEADVSTART: J}i Bluetooth LE )£k
KR

i
THR) #%

A

’AT+BLEADVSTART

Wi i ¢

’OK
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v
o WIS 6y AT+ BLEADVPARAM=<adv_parameter> {57 B &2 Bl E] BESE.

o FiAflE Gy 2 AT+ BLEADVDATA=<adv_data> 3% &) k55, W& %4 0 Bdatl.

e Z Wl B & i fiy SAT+BLEADVDATA=<adv_data> % & & | # % 4, W &
#7 AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> &% B #J | #& 4
WEEE, M, RS AT+BLEADVDATAEX, N<&#: AT+BLEADVDATA % & 1) & 2R
B

 JFJ2 Bluetooth LE 3% )5, f15E1%4 757 Bluetooth LE 52, 22— AR 1%, WSR-S T
B, W HBEHR) 1.

il

AT+BLEINIT=2 // ff: R4 58
AT+BLEADVPARAM=50, 50, 0,0, 7,0, ,
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: #%|I- Bluetooth LE ) {§

’ AT+BLEADVSTOP

Wi 3% ¢

[ox

(|

* #TIR)#E)G . WP ST Bluetooth LE 4%, W& F 8145 Bluetooth LE )", JEFs i A<

il

AT+BLEINIT=2 // f&: B4 8
AT+BLEADVPARAM=50,50,0,0,7,0,,
AT+BLEADVSTART

AT+BLEADVSTOP

3.4.13 AT+BLECONN: &t Bluetooth LE Y%
i A

Yitig:
#1fi) Bluetooth LE %#%

A .
"ﬂé’\'
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AT+BLECONN?

W

+BLECONN: <conn_index>, <remote_address>
OK

PRSI, MY A 27 <conn_index> Fll <remote_address> S

A4

tig:
%7, Bluetooth LE %33

A\ .
"Il/?\‘

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

W] ¥ 2
LIRS, AR -

+BLECONN: <conn_index>, <remote_address>

OK

HORNLIERRIN, R

+BLECONN: <conn_index>, -1

ERROR

e A SR RS HE i — 2R R EOE R R, R -

ERROR

e <conn_index>: Bluetooth LE i#325-, JEhl: [0,1].

» <remote_address>: Xi75 Bluetooth LE £l .
* [<addr_type>]: | #BIATHbNEZEAL :
— 0: A 3tHdl (Public Address)
— 1: BYL A3k (Random Address)
o [<timeout>]: JEHHNIHIE], FA7: Fb. JEHE: [3.30],

o BUTEENLORNIEREZ W, JeiB TAT+BLESCAN fin i, itk B AR & T #RES.

o ORFEREENN 30 £,

* fi5% Bluetooth LE server T ¥J A4k HiEH: RSN EE ST, AT PAGE I b iy S AEXT 455 %5 (GATTC) ik
PUARSS « AT A PAF GATTC 4

o AT+BLEGATTCPRIMSRV

+ AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

o AT+BLEGATTSIND
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o WS AT+BLECONN? & Bluetooth LE 7 %] 46 i1 &L N /AT (AT+BLEINIT=0), W] & %t & H
+BLECONN:<conn_index>, <remote_address> ,

2N

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0, "24:0a:c4:09:34:23",0, 10

3.4.14 AT+BLECONNPARAM: #¢ify/di i Bluetooth LE 4:4: 5%}
A%

k-
#71fi) Bluetooth LE 32534

O e
iy

AT+BLECONNPARAM?

Wi

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>

W3 Bluetooth LE 5255

Pa sy
A

’ AT+BLECONNPARAM=<conn_index>, <min_interval>, <max_interval>, <latency>, <timeout>

Wi 3% ¢

[ox

HRCERN, WHRAMEE

’ +BLECONNPARAM: <conn_index>,—1

BH

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <min_interval>: F/NEREEE. KSEEN /DT % T <max_interval> ZE({H. S50 H:
[0x0006,0x0C80] . FEHZH] [ 5F T %S PA 1. 25 ZF>, FrPASE PRy i/ NERE B TE R R [7.5,4000]
=5,

o <max_interval>: i KiEEEE. KSHEN KT T <nin_interval> Z4{H. SHELH:
[0x0006,0x0C80] . 1##z[H] [ & TS ER A 1. 25 = FP, JT ASE bR fe K 42 1B v Bl A [7.5,4000]
.

o <cur_interval>: YFiiEREA|[E.

o <latency>: JEIR., ZEJERE 1 [0x0000,0x01F3],

o <timeout>: JBHf. SHGUE: [0x000A,0x0C80]. MM} T %S4 LA 10 ZFb, BT PASEFRAEE RS
JE A [100,32000] Z 5,
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]
o KA EORICHNLES:, client 3 server AT SR HERES L

Bl

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12,14, 1,500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE ¥
AT

Uik
#7 T Bluetooth LE %43

AT+BLEDISCONN=<conn_index>

W i <

OK // ¥ % AT+BLEDISCONN # 4
+BLEDISCONN: <conn_index>, <remote_address> // AT @ A R I

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
» <remote_address>: X J; Bluetooth LE i&£5Hdik .

il

AT+BLEINIT=1 // B & : K p %
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.16 AT+BLECFGMTU: %% Bluetooth LE MTU K-J&
Arifgin A

Dyie:
Z1h) MTU (maximum transmission unit, f KAZHEATC) K&

A

AT+BLECFGMTU?

W

+BLECFGMTU: <conn_index>, <mtu_size>
OK
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EmA

&F

ik
P8 MTU Ry K

O e
iy

’AT+BLECFGMTU:<conn_index>

Wi i :

IOK & S

BH

’7 **<conn_index>**: Bluetooth LE # # %, ¥ H: [0,1].

el

- K #@ A E k4 #E Bluetooth LE # .

- NEXFHEFHEARAGLSRE MTU K E.
EN (|

AT+BLEINIT=1 // fif: & P 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0

3.4.17 AT+BLEGATTSSRV: GATTS %k 55
Ay

i

GATTS & IR S

AT+BLEGATTSSRV?

W i :

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

o <srv_index>: R4 F5, M 1 FFHREM,
e <start>:

o 0: IR RIS

o 1D RS EHES

o <srv_uuid>: fR4#) UUID,

o <srv_type>: JRFHyIEHL:
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o 0: RENRSS
o 1 FEMRSS .

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSSRV?

3.4.18 AT+BLEGATTSCHAR: GATTS % B 25 Hi4iE
Arifgin A

g
GATTS % BUIR 55 5k

’ AT+BLEGATTSCHAR?

W
TR R, AT

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XEFHAFF R, MR

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

BH

<srv_index>: RS, M1 IFaGiEbE.
<char_index>: JRFSHFHERITS, M 1R,
<char_uuid>: f[RFH-ER UUID,

<char_prop>: JRSFFHIERIEM:

<desc_index>: JHFHIARTFEE .

<desc_uuid>: FHEIALIH UUID,

Zy |

AT+BLEINIT=2 // fat: R4%& %
AT+BLEGATTSCHAR?

3.4.19 AT+BLEGATTSNTFY: J[#4%%% notify It 55 FEAEM 4% o0t
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’AT+BLEGATTSNTFY:<conn_index>,<srv_index>,<char_index>,<length> ‘

W] 7. <

9 > FR AT HE TR DB, RET 00T DU A, 480K BRI 380 <length> HIERT,
IWAT notify #fFE.

LR Yy, R -

OK

e <conn_index>: Bluetooth LE &35, LRl [0,2].
o <srv_index>: [R5 75, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: R4 EHEM)TE-, AliEfTAT+BLEGATTSCHAR? i),
o <length>: ¥IEK)T, HRKK)F: (:ref: MTU <cmd-BMTU>' - 3),

hil

AT+BLEINIT=2 /] R & B

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART /) T, ¥ client HHE, LA E HE N notify

AT+BLEGATTSCHAR? // & # 4 % notify & F 3 # %%E
/) B, B O3 EMR4E M 6 S notify KE A 4 FHEHEKE, EHu T #4:
AT+BLEGATTSNTFY=0,3, 6,4

/) FE ST BEEE, N 4 FEEEKE, b o123, ARAKHE AR

3420 AT+BLEGATTSIND: JJi%2¢ indicate JJ§ 55 FEAEA20 % )b

)E’J

CEL A

Yyiie:
HR 4525 indicate 45 FRAF 28 7% P

’AT+BLEGATTSIND:<conn_index>,<srv_index>,<char_index>,<length> ‘

MW ¥ :

5 > FoR AT HERIF ol OBEE,  HmH T AR A, 480K IR B 240 <length> HY{EAT,
AT indicate #4E

R Y, WK

OK ‘
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
o <srv_index>: k%575, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4EHER)TE, AliEfTAT+BLEGATTSCHAR? 2¥if].,
o <length>: HFEK A, HAKE: (MTU-3),

il

AT+BLEINIT=2 /] RE RSB

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART /) FR T, ¥ client #HFE, LA E Y indication
AT+BLEGATTSCHAR? // & # & F 3% 7 M # ¥ indication # % 1E

AT+BLEGATTSIND=0, 3,7, 4

/) Fm ST BEEE, N 4 FEEEKE, W o123, ARAKHEEY R

/) Bt R 3 FMREMW 7 FHA indicate KE A 4 FHHKE, # LW T

3.4.21 AT+BLEGATTSSETATTR: GATTS ¥ %0 45 ¥4 A
VA

itk
GATTS B¢ R 55 FRAE(E s A E

fir 4

’ AT+BLEGATTSSETATTR=<srv_index>, <char_index>, <length>

W i <

>

|

P > FR AT HER IR D8, SR T DA AR, S8R KA FI 240 <length> MY(EIT,

PATBEE R
R R, R -
OK

o <srv_index>: [R5 75, WisfTAT+BLEGATTSCHAR? 5],
o <char_index>: JR4HEHEMTS, Fli84TAT+BLEGATTSCHAR? 2],

* [<desc_index>]: FHERHATTTS

o HIHG, W ERMAFFIE
o BRI, WK ERHEE.
o <length>: Z#EKE,

B

o WIR <length> ZEER T LR ARKE, WK E SR, KT service table, i il gatts_data.csv

o JoRBCEAF AR E.
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il

AT+BLEINIT=2 // fat: R4%& %

AT+BLEGATTSCHAR?

/) Bl B L BEREH L ERAESEAKEAS 1 FEHHEE, 450 T
AT+BLEGATTSSETATTR=1, 1, 1

/R S FERE, N L FEHBEHT, flm s, REREFS

3.4.22 AT+BLEGATTCPRIMSRYV: GATTC ‘kBIEANRSS
A

Dyiie:
GATTC (Generic Attributes Client) % Il EE AR 55

A\ .
"Il/?\‘

AT+BLEGATTCPRIMSRV=<conn_index>

Wi

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
o <srv_index>: RS FS, M 1 IFHRE.

o <srv_uuid>: fk51 UUID,

o <srv_type>: [R5 IR

o 0: WEMRSS

o 1D RS

Bl

o FHAMA, FEIHEST Bluetooth LE JEH; .

il

AT+BLEINIT=1 // fat: % p 3
AT+BLECONN=0,"24:12:5£:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.23 AT+BLEGATTCINCLSRV: GATTC %A1 & WINR 5SS

GATTC KA & M55

.
"Il/?\‘
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AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

Wi % ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

» <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].

o <srv_index>: J[R4$)FE-, WiB{TAT+BLEGATTCPRIMSRV=<conn_index> Zrif].
e <srv_uuid>: fg51 UUID,

o <srv_type>: fR45H2RAL:

o 0: RERSS

o 1 RS

o <included_srv_uuid>: 15451 UUID,

 <included_srv_type>: {5 ARSBYZEHL :

o 0: WEMRSS

I 2RSS .

Bl

o A4, FREEET Bluetooth LE #42,

il

AT+BLEINIT=1 // ff: & P ¥

AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // RE W — 4 H LW EHLE R, ¥ T index £

3.4.24 AT+BLEGATTCCHAR: GATTC %R 55 HAiE

)E’\l

CEL A

yiig:
GATTC % B 55 AL

O e
iy

’AT+BLEGATTCCHAR:<conn_index>,<srv_index>

ja] o <
XTI FSFHEAE R, W R A -

’+BLEGATTCCHAR:"char“,<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop>

XTRAFHE R, MM AT

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],
o <char_index>: [[RFGFFHMERTS, M 1 IFURIEHIE.

e <char_uuid>: AR%E4HER UUID,

s <char_prop>: fR5FFHER)JEM: .

o <desc_index>: FHFRIAGTFE.

o <desc_uuid>: FFEIALE UUID,

B

o A4, FREEET Bluetooth LE #:4%,

2N

AT+BLEINIT=1 /] A B P

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // RE W —F®# 4 W E WL R, #§E index £

3.4.25 AT+BLEGATTCRD: GATTC 5B 45 ki

By

N

R

&

Dyt
GATTC U 55 R Ak (EL B A A

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W i :

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].

o <srv_index>: {5575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RHE-EF S, Wia{TAT+BLEGATTCCHAR=<conn_index> <srv_index> Zrif.
o [<desc_index>]: FHEFIAFFTT

o FIE, BEHHPRIRRTIE

o FHARRE, EHRRHERE .

o <len>: HARK .

o <value>: <char_value> 5{# <desc_value>,

o <char_value>: IR 5B AEE., F45 84420, 121 TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>

SR fidn, MMk +BLEGATTCRD: 0,1, 0, WIF/REIHKEN 1, WER “07,

o <desc_value>: flx % fFF ME i & & W MH, F O = K KL,
1TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> & Ht. ] &1, 75 W
"N +BLEGATTCRD:0, 4, 0123, NFREEERKE N 4, NE R “01237,
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e

o fifHAAYS, FREEET Bluetooth LE #4%
o A HPRIRSFHEA SR EEAE, Wk [E] “ERROR”,

Bl

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W — 4 4 AW EHLEE, #§ T index £

/) Bldm, EBE 3 BEREME 2 BRHMENSE L BHAKERE, #450T
AT+BLEGATTCRD=0, 3,2, 1

3.4.26 AT+BLEGATTCWR: GATTC G55V nEA

Eas

&F

Dyt
GATTC 5 iR 55 R A s A AT (E

O e
iy A

’AT+BLEGATTCWR:<conn_index>, <srv_index>, <char_index>[, <desc_index>], <length> ‘

Response:

: |

PP > FOR AT RGP D8, BEIRHET DS AR, 4 8n KA EI 240 <length> [{ERT,
PITH AL

AR S, R -

OK

e <conn_index>: Bluetooth LE i#325-, JERl: [0,2].

o <srv_index>: {5575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RSH-ETF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FHEFIAFFTS

o HRCE, WG H AR RE

o HARWE, WS HRFHERIE.

o <length>: HHEKE. ASEWBUETER % gatts_data.csv 1 val_max_len Z4EH.

|

o [EHAMA, 52 5E T Bluetooth LE £
o T HPRIRSFHEAR LR HE, MR A “ERROR”.

il
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AT+BLEINIT=1 // f & : & P 5%

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W — 4 H# A WE WL K, # T index £

/) Bl BE 3 ERMEWE 4 FHME, EANKEHN 6 FEHEE, 4T
AT+BLEGATTCWR=0, 3,4, , 6

/) RE ST FERE, BN 6 FRMHKENT, o 1234567, REFHE N

3.4.27 AT+BLESPPCFG: #rif)/i¢ ¥ Bluetooth LE SPP £:%
A

e
Zvifi] Bluetooth LE SPP (Serial Port Profile) 4§

Py
A

AT+BLESPPCFEG?

W .

+BLESPPCFG:<tx_service_index>, <tx_char_index>,<rx_service_index>, <rx_char_index>,
—<auto_conn>

¢ B 5 E E Bluetooth LE SPP 24§

A\ .
"ﬂé’\'

AT+BLESPPCFG=<cfg_enable>[, <tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

W i <

OK

e <cfg_enable>:

« 0: HETH SPP 241, FHSHLHFES;

s I JFHSHEEEE.

o <tx_service_index>: tx R 4%
FIAT+BLEGATTSSRV? #51).

3

=, W & {TAT+BLEGATTCPRIMSRV=<conn_index>

o <tx_char_index>: tx f[g 4 45 1F /¥ 5, W] i f7AT+BLEGATTCCHAR=<conn_index>,<srv_index>

FIAT+BLEGATTSCHAR? #51f] .

o <rx_service_index>: rx fx % J¥ 5, H & {TAT+BLEGATTCPRIMSRV=<conn_index>

FIAT+BLEGATTSSRV? 251

o <rx_char_index>: rx [ 4 45 fiF ¥ 5, W 18 $7AT+BLEGATTCCHAR=<conn_index>,<srv_index>

FIAT+BLEGATTSCHAR? 75 .
o <auto_conn>: HEEAREN, BOATI T, HIEEREMIRE.
* 0: 2% || Bluetooth LE &% [ Zh I BE
* 1: fifif€ Bluetooth LE %% H S EIEIfE
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e

o X} Bluetooth LE %% i, tx ARSEFAE BN write with response B write without
response, 1X REFEFMEEHEVNE indicate B notify,

* XIF Bluetooth LE g 45#%, tx fRFHFHEBIELIE indicate B notify, rx fREFFHIEE LI
write with response B{ write without response,

« BT HSNEIEDIREG, WRIERET, SPURA BT ERE BN (KT AT+SYSMSG), R
H RN G MR T, HEWNE, S EIEE, MCU IR ERAR B ERA BT,
XSG MAC K2R T A8, N Je 2 i .

il

AT+BLESPPCFG=0 // E % Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // # & Bluetooth LE SPP % #
AT+BLESPPCFG? // & # Bluetooth LE SPP % ¥

3.4.28 AT+BLESPP: i A Bluetooth LE SPP Ei
Wiihn

Tytie:
i3t A Bluetooth LE SPP 5=

P
iy

AT+BLESPP

W i ¢

OK

>

ikm R AT B4 A Bluetooth LE SPP 455X, 1] ASFAT8H8 1) & 3R R -
#: Bluetooth LE SPP R4S 1% ( XTi#E Bluetooth LE ¥4 #3537 J5 Al §E Notifications ), 3 [H] :

ERROR

B

* 1E SPP L, A RIEAT+SYSMSG Bit0 2y 1, W AT A& ATR i SPP B fF e .
* £ SPP &, A RUEAT+SYSMSG Bit2 2y 1, W AT A SAR AT BRES A H A R
* URGWEIREH +++ U, kbl 2R ay >, i 2 0% R H RN 4 AT @

%.

il

AT+BLESPP // ¥ N Bluetooth LE SPP # R
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3.4.29 AT+BLESECPARAM: #%ify)/i}¢ ¥ Bluetooth LE %55

iy

ke
#¥if] Bluetooth LE SMP [ %8 24k

s

AT+BLESECPARAM?

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>

OK

«
—

PR
i

LIt Ay A
“D{>

&

¢ =3

1% & Bluetooth LE SMP % 2%k
il

=

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_

—option>]

W i :

OK

o <auth_req>: AFiER.
* 0: NO_BOND

* 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND
* <iocap>: Hii AfiihifE
* 0: DisplayOnly

* 1: DisplayYesNo

» 2: KeyboardOnly

* 3: NolnputNoOutput

* 4: Keyboard display

o <enc_key_size>: NIHHEYIKE . SHIEH: [7.16], Ffi:

o <init_key>: ZA~HARN AR IRE S

o <rsp_key>: ZANLUHRR AL Y 254 .

» <auth_option>: 24\ EET :

o 0: B 2%

o 1o WURTCVEI R 2 BB L5590, MWt iEz .

Ll

A
o

o <init_key> fl <rsp_key> S L EMH AT -
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o Bit0: T3] HA3E EH A S S5 8 0 n 38 5 4 5

o Bitl: [Tl iR s A 2411 IRK 254 ;

o Bit2: T AW g bk IR Y 25 8 1) CSRK 454 ;

o Bit3: FIF 3l in 3 AR 25 417 link 254 ({HF Bluetooth LE 1 BR/EDR JEA7A5EK ) .

il

AT+BLESECPARAM=1,4,16,3,3,0 ‘

3.430 AT+BLEENC: ‘% Bluetooth LE Jiisi oK

KT TR

’AT+BLEENC:<corm_index>, <sec_act> ‘

e <conn_index>: Bluetooth LE i&3:5-, JEH: [0,2].
e <sec_act>:

¢ 0: SEC_NONE;

e 1: SEC_ENCRYPT;

e 2: SEC_ENCRYPT_NO_MITM;

e 3: SEC_ENCRYPT_MITM,

BEW]
s AT, WARELESU. B 5XIT RS ERE.

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEADDR?

AT+BLESECPARAM=1, 0, 16, 3, 3

AT+BLESETKEY=123456

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART

// 1 I Bluetooth LE & app ¥ #4 client 5 ESP32-C2 % & # 7 Bluetooth LE # #
AT+BLEENC=0, 3
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3.4.31 AT+BLEKEYREPLY: 2%} J5i%% 0% %4
wE WA

Jyiig:
] 52 B} 4

s

’AT+BLEKEYREPLY=<conn_index>,<key>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <key>: FLXTEH.

il

AT+BLEKEYREPLY=0, 649784

3.4.32 AT+BLECONFREPLY: #3%}J5 Seac IS fiNas i (fhge B e )

LA

-t

itk
[1] 4 it o) 3% S

s

’AT+BLECONFREPLY:<conn_index>,<confirm>

W i :

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
¢ <confirm>:
e 0: 1%

e 11 B

il

AT+BLECONFREPLY=0, 1
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3.4.33 AT+BLEENCDEV: #rifyZ€h Bluetooth LE %8 Be 45 414
Ao A

Yyiig:
A48 E 1 Bluetooth LE N5 #5413

s

AT+BLEENCDEV?

W

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

B8
 <enc_dev_index>: TP RAMIERES . MSHA—EE T S AT+BLECONN 25 1) Bluetooth

LE 325 F P conn_index %, Jul#l: [0,14].
* <mac_address>: MAC #ihil.

BE]
* ESP-AT iZ AWSIE 15 k. WRIEMBIHEIT 154, IR ER & E SRk

REMF M 0 | 14 SRR E 162 BT (E .

il

AT+BLEENCDEV?

3.4.34 AT+BLEENCCLEAR: %[ Bluetooth LE Ji55i% 4% 514

wia s
i
T BRI M B R
s

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
T B3 2 4 i P i A 5

e
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’AT+BLEENCCLEAR

W

’OK

« <enc_dev_index>: B4} EXSMIERES .

il

AT+BLEENCCLEAR

3.4.35 AT+BLESETKEY: % Bluetooth LE &pAsHC%f %540

A a4

itk

’_%_‘1,@ Bluetooth LE # & B *T % 47

LT

’AT+BLESETKEY?

Wi i ¢

+BLESETKEY:<static_key>
OK

[Fautigy

Yriig:
i Bluetooth LE 4% 1% #—4> Bluetooth LE #7525

’AT+BLESETKEY:<static_key>

W i <

|ox

S

* <static_key>: Bluetooth LE FfZSHD X454

2N

AT+BLESETKEY=123456
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3.436 AT+BLUFI: Jf 3ok A BluFi
iy

i
i) BluFi ARZS

s

AT+BLUFI?

L)V
7 BluFi RIT/H, Mk [H:

+BLUFI:0

OK

# BIUFi CIFR, WGEM:

+BLUFI:1

T ECK ] BluFi

’ AT+BLUFI=<option>[,<auth floor>]

] oz <

[ox

BH

e <option>:
— 0: X[1] BluFi;
— 1: )3 BluFi,
* <auth floor>: Wi-Fi J\IFA I, ESP-AT N2 42 BB AL T S {E ) AP:
— 0: OPEN (2kiL);
WEP;
: WPA_PSK;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN kR W =

B

S

o X BEYE Bluetooth LE KA UIEILTE I T FF B % 2% 4] BluFi (AT+BLEINIT=0).
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o NPFFEAFIOVERE, AT BluFi JIRERT, Jo&ZIEAT+CWMODE=0/1 i 55 il SoftAP. UNfEAE
TR0, 3 FYEE RF JUA7 S0R.
* BluFi it i J51i§ %% AT+BLUFI=0 iy 4 1] BluFi, PAREHCHTR .

il

AT+BLUFI=1

3.4.37 AT+BLUFINAME: #%if)/i% ' BluFi %45 %8
w4

ik
2¥if) BluFi 4§

[

AT+BLUFINAME?

W

+BLUFINAME: <device_name>
OK

DR A

itk
1L BluFi #2544 %

s

’AT+BLUFINAME:<device_name>

W i <

[ox

ZH

o <device_name>: BluFi #4544 F5 .

Bl

W B E BWF B 4 FR, AR AT AT+BLUFI=I fiy % Wl BB, 75 WRF 66 ) 38K A 44
BLUFI_DEVICE.

* BluFi i AR KK 26 F5.,

* Blufi APP AT DATER. HI T RE R 4.

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?
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3.4.38 AT+BLUFISEND: % 3% BluFi ]y (@ SCEis
BeE WA

i

Hci% BluFi ] 77 H & B4 F Wl

iy

’AT+BLUFISEND:<length> ‘

Response:

: |

Fig > FOR AT RPN 8, BEIPET DS AR, 2 8i KA EI 240 <length> [H{ERT,
IR ElEs TEICIR

BRI, R -

OK

o2
o <length>: HdEKE, Bl FA5.
B
o HE CBIRK AR RER T 600 7T,
o W ESP YL B FHLA KM P A E X8, IBA2PA +BLUFIDATA: <len>, <data> #%zFT Hl,

il

AT+BLUFISEND=4
/)FT S RERE, RN 4 FEHBERT, 1234, RERFELMEFTRESL FAN

3.4.39 AT+BLEPERIODICDATA: i ¥ Bluetooth LE JS VL) Rk £

’AT+BLEPERIODICDATA:<periodiC_data>

My b7 <

[ox

BH

* <periodic_data>: VL) #R 0, S 16 BEHIFRE . G0, A REECE AR “Ox11 0x22 0x33
0x44 0x55”, Nfy4A AT+BLEPERIODICDATA="1122334455",
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il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.440 AT+BLEPERIODICSTART: JJ 3 )5 101k &
PaT@ A

yie:
FEIE R 5

D e
"ﬂ4>-

’AT+BLEPERIODICSTART

W] 2

’OK

Bl

CAE JF MR M W M )T W 2 R, R OE Sk IF R ¥R T,

ADV_TYPE_EXT _NOSCANNABLE_IND,

il

PR )T i KM

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // ¥ B A # M & %k &
AT+BLEADVPARAM=32,32,5,0,7,0 // B E§ B 45 %
AT+BLEADVSTART // F BV B #

AT+BLEPERIODICSTART // F B A iM% S #

3.441 AT+BLEPERIODICSTOP: 2 |- i) 5% ) 25
PArin A

itig:
15 E AR 4k

fir 4

’AT+BLEPERIODICSTOP

] 7 2

’OK

il

’ATJrBLEPERIODICSTOP // fE ok BB
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3.4.42 AT+BLESYNCSTART: J¥ &5 )25 B 01PE ) 8
BEmA

Yitig:
SIELEAAT R B R & R

A

AT+BLESYNCSTART=<target_address>

Py o7 =

+BLESYNC: <addr>, <rssi>, <periodic_adv_data>
OK

SH
o <addr>: {45k

o <rssi>: (5500

+ <periodic_adv_data>: J&I1:) 154

Bl
o AETTIREIINES $E 2 2 00, F5 2R FF Bluetooth LE il ShBEFFEEEAT -

il

AT+BLEINIT=1
AT+BLESCAN=1 // FF 4 H
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH AW & HF

3.443 AT+BLESYNCSTOP: {2 |- 5009k ) #& il 26
PaT@ A

yiig:
5 1 B R R A T RE

D e
“ﬂé?'

’AT+BLESYNCSTOP

W] 7 2

|ox

B
o QERZEFF BLE S IRE M, AR A AL #E ) P S e th i B s ok .
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il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.44 AT+BLEREADPHY: #¥ify 43 E£:04 HiY) PHY

BeE WA

Yitig:
PR iR A ) PHY .

A

AT+BLEREADPHY=<conn_index>

] o7 2
QR ), R

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERARNG, R[]

+BLEREADPHY : -1
OK

o <device_addr>: ¥ it a5t
e <tx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

e <rx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // % # % ® % # # PHY

3.445 AT+BLESETPHY: ¥ & Y uidEE:n PHY
YA

yiig:
BEE M HI AR PHY .
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A

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

] o7 2
QR ), R W

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERA RN, R[]

+BLESETPHY: -1
OK

o <device_addr>: Xiuisss il
e <tx_rx_phy>:

1: IMPHY

2: 2M PHY

¢ 3: Coded PHY

2y

AT+BLEINIT=1 // # f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

N

o AT+MQTTUSERCFG: %' MQTT H FE

o AT+MQTTLONGCLIENTID: %'& MQTT & Fif ID

o AT+MQTTLONGUSERNAME: & MQTT &t ] F7 44
o AT+MQTTLONGPASSWORD: & MQTT %[ %

o AT+MQTTCONNCFG: ¥ MQTT #4328 14

o AT+MQTTALPN: % E MQTT N 27 (ALPN)
o AT+MOQTTSNI: %8 MQTT I} 5#e44 5457~k (SNI)

o AT+MQTTCONN: %E4% MQTT Broker

* AT+MQTTPUB: J)1i MQTT j{ & (FFFH)

o AT+MQTTPUBRAW : %7 MQTT ji4 &,

o AT+MQTTSUB: 1] % MQTT Topic

o AT+MQTTUNSUB: E¥437 5% MQTT Topic

o AT+MOQOTTCLEAN: WiFf MQTT %4

o MOQTT AT %%i%

o MOQTT AT i%,8H
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351 e

WY BOAR AT &SRO NI AT frd. WAREORTE 2 ESP32-C2 324 MQTT A4, 1 H
1747 ESP-AT 142, (e TP TE TAR RS

e 28] Component config->AT ->AT MQTT command support

3.52 AT+MQTTUSERCFG: ¥ MQTT Hl y)gmtk

LB AL A
WA

Dy
BB MQTT J @tk

A\ .
“Il/?\‘

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W

OK

o <LinkID>: 477 % #% link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AKEEIETS) 5
: MQTT over TLS (#:56; server IE5) ;
: MQTT over TLS ($#24iE client §IE 45 ) ;
: MQTT over TLS (#:54: server 3IF 7 HA2AE client IE5) ;
: MQTT over WebSocket (3T TCP);
: MQTT over WebSocket Secure (3T TLS, AKIIETS);
: MQTT over WebSocket Secure (T TLS, ®:I server IE));
— 9: MQTT over WebSocket Secure (ET TLS, #ik client IE45);
— 10: MQTT over WebSocket Secure (ET TLS, ®5& server IF-7f HE2E client JEf).
o <client_id>: MQTT % /i ID, F K E: 256 %75,
o <username>: JJF'4, JIT %l MQTT broker, KK : 64 %7,
o <password>: 1, T MQTT broker, fHAKE: 64 %7,
o <cert_key_ID>: {35 ID, HpujESP-AT {3 #—%& cert ik, S%0H 0.
« <CA_ID>: CAID, HHul ESP-AT {{i5—%& CAF, &%0Hh 0.
o <path>: FEJEPKAS, HRKAE: 32 F7.

I
0O L AW

B

o B AT a0 K BN REE T 256 75,

o QIR <scheme> itE N 3. 5. 8. 10, B TKIRARSARIUEBA R, 57EKEAT+MQOTTCONN fiy
A HI R ESP32-C2 CAREUE Y FiS ] . (AT PAKIRAT+CIPSNTPCFG fi % R Bl SNTP, FKHY
BT, %3EAT+CIPSNTPTIME? £y 22514 24 i AHE] . )
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3.5.3 AT+MQTTLONGCLIENTID: %% MQTT % )13 ID
wE WA

i
E MQTT % )i ID

s

AT+MQTTLONGCLIENTID=<LinkID>, <length>

L)V

OK

>

iRm R RN AT SR I H2I MQTT % i ID, BB 50T AR AR P 1D, 24 AT 20503 1% 7 i
ID KJFiAH| <length> J5, &H:

OK

B

e <LinkID>: 4§i{{ % $¥# link ID 0,
« <length>: MQTT % /i ID K. JE[E: [1,1024].

(|
* AT+MQTTUSERCFG fiy -t n] DA MQTT %73 1D, — 35 2 [ 2 51 44 -
— AT+MQTTLONGCLIENTID 4 7] DA 5K ¥ B A A K 9% P ID, RS AT+MQTTUSERCFG

AR Z IR
— AE B AT+MQTTUSERCFG J& Fififi il AT+ MOTTLONGCLIENTID.,

3.54 AT+MQTTLONGUSERNAME: ¥ MQTT %k 1 #4
BEEm A

itk
B MQTT 44

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W i <

OK

>

FaRma FoR AT EHERAFHIC MQTT 4, BUI T A A MQTT I J'44, 24 AT #2429 MQTT
M PZRKERS| <length> J5, &[Hl:

OK
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BH

o <LinkID>: 437/ 3% link ID 0,
» <length>: MQTT H "4 KE., JLHE: [1,1024].

B

* AT+MQTTUSERCFG fiy WAl ABCE MQTT 4%, —FHZ AR 225 65 :
— AT+MQTTLONGUSERNAME iy 4 7] DA SR BB I K 1 P44, R AT+MQTTUSERCFG fiy
CHIREZIR.
— WAESCEAT+MQOTTUSERCFG J5 i il AT+ MQTTLONGUSERNAME

3.5.5 AT+MQTTLONGPASSWORD: ¥ MQTT %kl #h%

WHE MQTT %75

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W

OK

>

R AT DB MQTT %75, MEHTSTT DA A MQTT 8673, 24 AT SIS MQTT %7
KHEAE] <length> Jg, &I

OK

o <LinkID>: 47i{¢ 3} link ID 0,
« <length>: MQTT %R K.Ji, J5fE: [1,1024],

st

* AT+MQTTUSERCFG fin %] DA E MQTT %51, 35 2 [Al 0 25 40 4 :
— AT+MQTTLONGPASSWORD W] DA F R BAHRT R K %S, R AT+MQTTUSERCFG fin W
JEZRR
- ET{&LEAT+MQTTUSERCFG J& P F§ AT+ MQTTLONGPASSWORD

3.5.6 AT+MQTTCONNCFG: ¥ MQTT Z4%)m 1k

%!“D &3

L MQTT Jeb it

[
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AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

e <LinkID>: 43i{7 %45 link ID 0,
« <keepalive>: MQTT ping #BIFHFE], B #b. JER: [0,7200]. BRIA(E: O, %}ﬁ'ﬁ?‘ﬁjﬂ(j@ 120 Fb,
« <disable_clean_session>: 14 & MQTT }EH & iEFRE, ﬁﬁéﬁ%éﬁwﬁizh BiE 5% MQTT 3.1.1
MY Y Clean Session 2577 o
- O0: ffifRiE B 15
- 1 B E
o <Iwt_topic>: j5ilE topic, FAKJE: 128 37
o <Iwt_msg>: %8 message, HAKJE: 128 F35.
o <Iwt_qos>: i#illE QoS, ZH(m[i% 0. 1. 2, BRiME: 0.
o <Iwt_retain>: i5Ug retain, ZEn[E 08 1, BHAME: 0.

3.5.7 AT+MQTTALPN: &% MQTT A2 (ALPN)

<LinkID>: 4§i{¢ 374 link ID O,
* <alpn_counts>: <” alpn” > S0 M. JiEl: [0,5].
~ 0: ¥4 MQTT ALPN it %
— [1,5]: %% MQTT ALPN [il &
o <”alpn” >: FLFERESH, FIR ClientHello H1[¥) ALPN, HI Rl PAKIAZ A~ ALPN BB RS 45

e

o B AT a2 K EERN/INT 256 “FAT
o HAG7E MQTT £F TLS 5§ WSS B}, MQTT ALPN Bt A4 2440,
F_\ZT{?&EAT+MQTTUSERCFG J& 4 | AT+ MQOTTALPN ,

il
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AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: % MQTT R4 2 #4Fd5m: (SNI)

IR
e
B MQTT s 244 Fctir: (SNI)
s

AT+MQTTSNI=<LinkID>, <"sni'">

Wi % ¢

OK

S

e <LinkID>: 4Hi{{ % $¥F link ID 0,
o <” sni” >: MQTT fR5528 2 FREnm . FE0T PATE ClientHello HRFH & 2% I iR 5545 -

Bl

o BIR AT iy S KRR/ 256 75
« JUA7E MQTT B4F TLS 5 WSS i}, MQTT SNI 7 BeA 4%
o AEBREAT+MQOTTUSERCFG J5 54 )| AT+MQTTSNI ,

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

3.59 AT+MQTTCONN: #%4$: MQTT Broker
A ity 4

itk
Zrif] ESP32-C2 %45 B8 4% 1% MQTT broker

A .
"ﬂ/?\'

AT+MQTTCONN?
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Wi 3% ¢

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>
OK

SLEEL A A
BEmA

Dyiie:
i#42 MQTT Broker

"Il/?\°

’ AT+MQTTCONN=<LinkID>, <"host">, <port>, <reconnect>

Wi i <

[ox

o <LinkID>: 47i{{ 3 #F link ID 0.
e <host>: MQTT broker 1844, KK E: 128 F37,
o <port>: MQTT broker 551, A : 65535,
 <path>: BEJptAT, mORKEE: 32 5475,
e <reconnect>:
- 0: MQTT A HZhE . W MQTT @7 4% fi K, W JG A FR-UA FH AS i B S 7422
BHRBIKIEAT+MOTTCLEAN=0 finE G E, HEHRCESE, HEL g,
- 1: MQTT HBEIE, XHFERZHNARE.
o <state>: MQTTJRZES:
- 0: MQTT RHJhafL
- 1: B BEAT+MQTTUSERCFG;
: BB AT+ MQTTCONNCFG;
D IERC W
D DR
c B, HARITH topic;
- 6: CER:, C©ATPH topic.
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS

I
B W N

2 (RHHIE ) 5
3: MQTT over TLS (#¢5; server IET5) ;
4: MQTT over TLS (#4it client jiF) ;
5: MQTT over TLS (#:5; server iIE 5 HiRAE client iET ) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (J:T TLS, AKIEHET);
8: MQTT over WebSocket Secure (3T TLS, L server yET5);
9: MQTT over WebSocket Secure (3T TLS, 3¢t client JEF3);
10: MQTT over WebSocket Secure (H:T TLS, 5 server §iE F57 HAZE client IE45) .

3510 AT+MQTTPUB: %fi MQTT {55 (4FH)

>

H

N

R

&

i

it topic A1 MQTT pAF i E . AR L H S IR RN R 2, Calt T 545 AT K E
BE 256 747, i AT+ MQTTPUBRAW 14>,
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[

’AT+MQTTPUB:<LinkID>,<"topic">,<“data">,<qos>,<retain>

Wi 3% ¢

[ox

e <LinkID>: 4Hi{{ % $¥F link ID 0,

» <topic>: MQTT topic, fFxRKE: 128 Fi7.

o <data>: MQTT FZ&FHEHE.

* <qos>: KTHIHEM QoS, ZHF# 0. 1. 52, ERIAH: 0.

e <retain>: &1 retain,

o B AT ap SRR AR 256 717,
o A ANREAIERE \0, FiThEARIREE, W AT+ MOTTPUBRAW fir %

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTITUSERCFG=0, 1, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"tlmestamp\":\"20201121085253\"}\"",0,0 //

SRBRHOE, FERHATFRESFER X,

3.511 AT+MQTTPUBRAW: KAl MQTT i,

YL
23

Eﬁ
5

f topic AT K MQTT Ji Bl WRGEAA BB EANE D, ART A AT i RKIE
, WATPAGE HJAT+MOQTTPUB 5%

==
0 HE R

BIfH 256

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <qos>, <retain>

] oz <

OK
>

P > Fn AT HERRFECR D8, SO 0T DA AR, 4 8s KA 280 <length> MYEIT,

Bt
At sy, W AT iR :

+MQTTPUB : OK

AR, W AT 3R [H] -
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+MQTTPUB:FAIL

e <LinkID>: 4Hi{{ % $¥F link ID 0,

e <topic>: MQTT topic, FxRKKE: 128 Fi7.

* <length>: MQTT J§ K, N[ ESP32-C2 4511 e KK B2 A2 2w I H AR BR ] .
* <qos>: RIHEN QoS, Sk 0. 1. 52, BAAH: 0.

e <retain>: J7f retain,

3.5.12 AT+MQTTSUB: iJ[g MQTT Topic
iy

i
i E 1T FAY topic

AT+MQTTSUB?

W )i *

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <qos>

OK

T 46 € MQTT topic IFEE QoS, HHTFIZ A topic (#xZ X FFiTF] 10 4> topic).

A\ .
"Il/?\‘

’ AT+MQTTSUB=<LinkID>,<"topic">, <gos>

Wi i :

’OK

2 AT 2 2T Y topic 1) MQTT R, & [u]:

’+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

A BT % topic, N [A]:

’ALREADY SUBSCRIBE

S

e <LinkID>: 472 3745 link ID 0,
o <state>: MQTT JR7ES:
- 0: MQTT KWI4H1k;
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1: BB AT+ MQOTTUSERCFG;
2: BB AT+MQOTTCONNCFG;
30 R C W
4: BRI
5 CifERE, {HAKIITH topic;
- 6: iR, TiTH MQTT topic.
* <topic>: V][ topic.
e <qos>: ][ QoS.

3.513 AT+MQTTUNSUB: il MQTT Topic

)E’J

CEL A

Lyt :

F P U 1T B topic, AT U MIAR A4S, PABGH T AN H] Y topic,

’AT+MQTTUNSUB:<LinkID>,<"topic">

W i ¢

[ox

ARV g% topic, Mk [E] -

NO UNSUBSCRIBE

OK

S

e <LinkID>: 4Hi{Y % $F link ID 0,

o <topic>: MQTT topic, F KK : 128 Fi7.
3.5.14 AT+MQTTCLEAN: WiJF MQTT %42
wEmA

itk
Wi MQTT #:4%, BRI .

’AT+MQTTCLEAN:<LinkID>

W i <

[ox

S

e <LinkID>: 47i{¢ 3745 link ID 0.
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3.515 MOQTT AT &%y

MQTT 424 L ERR CODE: 0x<%08x> JELF] HI.

SEIRER $EIRAD
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT _KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
Todkst
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x2-4tm
EIRER $EIRAD
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.516 MQTT AT 5]

o —fBkii, ATMQTT A &H#AE 10 BR gL, {HAT+MQOTTCONN i 4-Frsh. Bilan, s hasn
e, fy&AT+MQOTTPUB 445 10 BRI L., {HAT+MQTTCONN fis A5 M B AR BL R
Tl e TR 2L 2 I ] R EAA 5.

o GNARAT+MQTTCONN ;23T TLS %4z, B L nyEaT i E) A 10 #5, W5 4 i el i) 2> A H g T
B LR AR K.

o 4 MQTT &M B, £3E/8 +MOTTDISCONNECTED : <LinkID> JHE..

o X4 MQTT #HEHE N, £3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">,<reconnect> JHE .

3.6 HTTP AT w44

N4

o AT+HTTPCLIENT : %3% HTTP % Pk

o AT+HTTPGETSIZE: #{Ht HTTP %&E /N

o AT+HTTPCGET: #kE{ HTTP %

o AT+HTTPCPOST: Post 155K J&¥ ) HTTP ¥
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AT+HTTPCPUT : Put 3572 K 11 HTTP ¥4
AT+HTTPURLCFG: % /4K ¥y HTTP URL
AT+HTTPCHEAD: ¥%'E/45iH) HTTP %3k 3k
HTTP AT #4i% 74

3.6.1 54

T BRiAg ESP32C2-4MB AT Filf: % HTTP 54, i ESP32C2-2MB AT FEfEA L. W45
ESP32C2-2MB 7 HTTP Mg, i H 7% % ESP-AT 142, {E45 F AT S TR B e f

* J2ff] Component config->AT->AT http command support

3.6.2 AT+HTTPCLIENT: %1% HTTP % yaisidR

Pi

=’>

LR
At

%

AT+HTTPCLIENT=<opt>, <content-type>, <"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">][,<"http_reg header">][,<"http_reqg_header">][...]

W
+HTTPCLIENT:<size>, <data>
OK
ZH
o <opt>: HTTP & imifRhvE:
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
- 5: DELETE
* <content-type>: & FUiiiiE sk A Al :
- 0: application/x-www—form-urlencoded
— 1: application/json
- 2: multipart/form-data
- 3: text/xml
* <” wrl” >: HTTP URL, H5THY <host> Ml <path> ZHCNZEM, RS ANEHEXNNS
.
e <” host” >: I8 IP Hidik.
e <” path” >: HTTP {4z,
* <transport_type>: HTTP & FumfG 2L, ERIMER 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2. HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> @ POST i3RI}, ASH N Kikss HTTP IR 5545008 . 24 <opt> A
POST i3k i, XPMSHAFE (Wite, AHREMmAESKREREXNSEH) .
e < http_req_header” >: 1] % i%kZ MG RLAIRE LS.
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e

o WARALE URL A8 i S KBS T 256 277, 15 e FHAT+HTTPURLCFG fip % Fillic & URL,
RGN <"url"> ZHFERER "".

o W url ZHCRRES, HTTP K © 20 host S50 path S8 WA url S504
WS EAFER S, HTTP & i host SR path Z%4.

o BEEETU A B I BRAAR SR HTTP % Frimdin 4 (FERE 1 WWESP-AT B+ 2 5%) , (@l 5d i DA
THAMFHE T FiZmS: . /build.py menuconfig > Component config > AT > AT http
command support, SRFHIFWH (FEHIE WA mIF ESP-AT T42).,

o ZATSASCRE URL HEE ], 7EARBUEI R 55 4R [l (AR ASHS 301 GRAEE @ 1)) 80 302 (e
HEN) A2 BRI URL Motk SnT DA A 528 T BLRICE 7 M) i S5 B URL, SR )58
%AV E .

o WAL <"data"> SHIWEE KK T 256 T, W AT+HTTPCPOST A4«

o TREE L HTTP 53Rk, 5 [JAT+HTTPCHEAD 5% .

il

// HEAD # 3k
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org", "/get", 1

// GET ¥ k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org", "/get", 1

// POST & k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post", 1, "fieldl=valuelé&
—field2=value2"

3.6.3 AT+HTTPGETSIZE: 3 HTTP $EJ5 K/

)E’J

CHL A

A

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

Wi 3% ¢

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KEZEAE /N BN 5. BRIAE: 2048, FiFl: [0,10240],
o <rxsize>: HTTP UL ZEAF /N, A 0. BRIAE: 2048, JEFE: [0,10240],
o <timeout>: RJZEHEM. BAf7: ZFP. BRIAE: 5000, JEFE: [0,180000].

o <size>: HTTP &FE /N,

Bl

* WRAE URL (RS ar S I K L T 256 547, 355G MIAT+HTTPURLCFG fis - Hilid & URL,
RIGAAT I <"url"> ZHHLBER "
o AREAEECE HTTP 3Kk, AT+ HTTPCHEAD iy &V & .
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il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.64 AT+HTTPCGET: 3Kl HTTP ¥iji

v

H

N

R

¥

A

=

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPCGET:<size>, <data>
OK

S
e <” url” >: HTTP URL.
o <txsize>: HTTP KiEE(EH/N. Bl 9. BRMA: 2048, JEE: [0,10240],

o <rxsize>: HTTP A7 h/N. BT F2345. BRIAME: 2048, 5 : [0,10240].
o <timeout>: [W#5HEIF. i 2Fb, BRIME: 5000, FEHE: [0,180000].

|
 WRAE URL (R SR ar S I K L T 256 547, I 5EMAT+HTTPURLCFG fis % Hilid & URL,

SRIEA A S ) <"url"> SR TEHEN .
WG HTTP iRk, AT+ HTTPCHEAD iy 4.

3.6.5 AT+HTTPCPOST: Post {55 K5 HTTP %

B WA

[

AT+HTTPCPOST=<"url">,<length>[,<http_reqg header_cnt>][,<http_req_header>..<http_
—reqg_header>]

Wi i ¢

OK

>

Fi5 > Fn AT HERSFHCR 8, U T DA AR, 488 KA FI S8 <length> Y(ET,
fefITaR .

Ay, MR :

’SEND OK

A AR, MR ] :

’SEND FAIL
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BH

e <” url” >: HTTP URL.,

* <length>: 7§ POST 1) HTTP (¥ . fe KK ESET R G0 40 Be A e 25 0] /.
» <http_req_header_cnt>: <http_req_header> ZEHIE = .

s [<http_req_header>]: HTTP iRk, W] KikEZAERLAIR S5
Lz
o G E URL RSk an S K BERE IS T 256 777, i 56 AT+ HTTPURLCFG A4 Tl it # URL,

9)(}:Z'KDD/7\EB/] <"url"> ;’%ﬁ %uﬁjj nn
o ZMA ) content-type BRAZETLY appllcation/x o formour lencoded.

o RGBT HTTP 5Kk, AT+ HTTPCHEAD iy 538 .

3.6.6 AT+HTTPCPUT: Put 53 K HTTP B

WA

RF

A

AT+HTTPCPUT=<"url">,<length>[,<http_req header_cnt>] [, <http_reqg _header>..<http_req_
—header>]

W

OK

>

T > F5 AT HER B DR, AT DU A, 480 K R8I B4 <Length> MR,
1%%]%111:0

AL, R

’ SEND OK

At AR, R[]

’ SEND FAIL

e <” url” >: HTTP URL,

¢ <length>: 75 Put () HTTP F . S KK ST RG] A B HEZS (B /.
» <http_req_header_cnt>: <http_req header> ZE%E .

* [<http_req_header>]: HTTP i#i>k3k. W[ kKEZ M RLGIRS 4.

o WAL URL &m0 KBS T 256 217, e AT+ HTTPURLCFG iy 4 Filfit & URL,
RIGAMABA <"url"> SEFERE R ",
o R AARE HTTP 53Kk, 18 ﬁﬂ%AT*rHTTPCHEAD I E .
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3.6.7 AT+HTTPURLCFG: ¥ /MK HTTP URL

AT+HTTPURLCFEG?

W i <

[+HTTPURLCFG:<url length>,<data>]

FE > FUR AT WA SFHCH TR, JORHETTAR A URL, S8 K IEAFIBH <url length> f)
fiii, FGugl

SET OK

ZH

+ <urllength>: HTTP URL KJiF., FAfi: 7.
~ 0: j HTTP URL Jii& .
~ [8,8192]: % HTTP URL Jii’& .

o <data>: HTTP URL %i#z,

3.68 AT+HTTPCHEAD: ¥t%¥/4%if) HTTP iRk J

AT+HTTPCHEAD?

W 7

+HTTPCHEAD: <index>, <"req_header">

OK

Ny
A

&

B
A

e
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AT+HTTPCHEAD=<req_header_len>

Wi % ¢

OK

>

5 > 2 AT HERFSFEIC AT iy DB, USRI DA A HTTP 355Kk (3R 620 key: value JE
X)), BEIERIELFSH <req_header_len> WYfEHR, AT R :

’OK

+ <index>: HTTP 3Rk 1&5|{H.

+ <” req_header” >: HTTP i3k,

« <req_header_len>: HTTP ifsR3LKF, Bfi: 595,
- 0: JERITH CIRER HTTP 3Kk,
- HABME: BE—ASHH HTTP 35Kk,

B

o RS —RK HAERE N HTTP ik Sk, HRIDAZKIEE, LHEZAREK HTTP ik k.

o Ay AHLE R HTTP 3Rk mtkny, —Hi%E, B HTTP [)ay SERS ikt ok 2k

o AR ECE R HTTP iR ki key QIR FIHE HTTP ARk i key #HE], TS 4
ErA R E ) HTTP 55k 3k,

il

/] % E#F kK
AT+HTTPCHEAD=18

/1 EWE S FEE, MAMTH Range Wk k, THRFEMH 256 MFF.
Range: bytes=0-255

// T # HTTP ¥ &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

3.69 HTTP AT #ieg

« HTTP % ik
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HTTP & PintEixe | kA
0x7000 AL TER RN
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
« HTTP 4545
HTTP fRaafaiRg | ithA
0x71f4 Internal Server Error
0x71f5 Not Implemented
0x71f6 Bad Gateway
0x71f7 Service Unavailable
0x71f8 Gateway Timeout
0x71f9 HTTP Version Not Supported
« HTTP AT:

— AT+HTTPCLIENT iy & W45 1R8N 0x7000+Standard HTTP Error Code (HZEZH *#
Standard HTTP/1.1 Error Code )1 5., %% RFC 2616).

— N, # AT {FJE ] AT+HTTPCLIENT fiy 20t %] HTTP error 404, <R[ 0x7194 45 iR15
(hex (0x70004+404)=0x7194),

3.7 SCfF&SE AT a4k

. {l\gg

o AT+FS: IR GHAF
o AT+FSMOUNT: 3/ #0125

371 v &

Foglis BRI AT SR SR T R Y AT 4. AR % BSP32-C2 S ClE RS mA, i 7%
i ESP-AT 142, {ESHARUH TR R

e J3M Component config->AT->AT FS command support
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3.7.2 AT+FS: SCIEZRGM%:

BEmA

N

v

A

=

’AT+FS:<type>,<operation>,<filename>,<offset>,<length>

M) i :
[ox
S8
o <type>: HHI{YZ# FATFS
— 0: FATFES
¢ <operation>:
- 0: MERSCiE
-1 53t
- 20

= 3 FHISCARN

— 4 FRFKAR TSN, HAEMUCCRR E SR
o <offset>: ffthihl, (EXTEEEERIERE
o <length>: K&, (U AHEZEHAERE

(]

o KA HIEESUERS . AT+FS U RGHAEE UG, AW AT+ FSMOUNT=0 fiy 4
O RS, SRR E RAM %3],

o [ A 45 bEsk at_customize.bin, H4(F H 7S ESP-IDF 43X 3% fildefT f 2 L4 X .

o FERUBEIA R R T S FR SO RN, AR 0] 32 K B B o

* ¥4 <operator> Hwrite B}, RGULEIH AL IEIEMITRE >, R DUSAZSWEdE, £
PR N 5 <length> —F(,

ZN |

/) B A X

AT+FS=0,0,"filename"

/) EEANAXERB A 100 XEN 10 FF
AT+FS=0,1,"filename", 100,10

/)N EAX R 0 L EB 100 FA
AT+FS=0,2, "filename", 0,100

/) B AR E KT B X B
AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: :#/81% FS &5
AR S

[
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’ AT+FSMOUNT=<mount > ‘

W] 7
= |
e <mount>:
- 0: H1#L FS LIRS
- 1: H#FS RS
B

o AT+FS U RGERESE UG, BV A Gy & AT+ FSMOUNT=0 fir - HIE U RS, RBEHOR
H# RAM %],

il

/) FHEAEXM AR

AT+FSMOUNT=0

/) FHERXMHR L

AT+FSMOUNT=1

3.8 WebSocket AT i A4

N

AT+WSCFG: [it & WebSocket Z%{
AT+WSHEAD: % /751 WebSocket i# 3K 3k
AT+WSOPEN : Zxif)/¥]FF WebSocket 443
AT+WSSEND: [ii] WebSocket 132 k& 1% 5w
o AT+ WSCLOSE: 3[4 WebSocket %32

381 #ir4

Tl BRIARY AT B OFR ORI T AT frd. Q147 ESP32-C2 35 WebSocket fr4, i
T74hiF ESP-AT 142, fEST0A0 LR DA% B

* J2Hf] Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [it¥i WebSocket %}

v

7

N

e

¥

H
A

e
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’AT+WSCFG:<link_id>,<ping_intv_sec>,<ping_timeout_sec>[,<buffer_size>]

o <link_id>: WebSocket #1% ID, il : [0,2], Bifgcszd =14 WebSocket j#12 .

» <ping_intv_sec>: %% WebSocket Ping [8]F§. EA{7: b, JOE: [1,7200]. BRiA{E: 10, BP: &fE
10 Fb A& % —1k WebSocket Ping 4.

» <ping_timeout_sec>: WebSocket Ping 8. {7 : #b. JLHE: [1,7200]. BRIA(E: 120, HI: 120 #»
KI5 WebSocket Pong 1, T % 41148 .

» <buffer_size>: WebSocket ZEri X /N, BAG: 7. JElE: [1,8192]. BRIA(E: 1024,

Bl

o MWATA W AEAT+ WSOPEN 2 Hilid &, HMALSHR,

il

// B E link_id 4 0 # WebSocket # # W Ping A X A 30 #, #H 60 #, ZWwRK_
4096 FF
AT+WSCFG=0, 30, 60,4096

3.8.3 AT+WSHEAD: ¥:¥/#rif) WebSocket i 2K 3k

AT+WSHEAD?

Wi 3% ¢

+WSHEAD : <index>, <"req_header">

OK

)y

15

N

R

X

=

AT+WSHEAD=<reqg_header_len>

W 7

OK

>
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5 > FOR AT HERIFEICAT iy MR, USR] DA% A WebSocket 73K 3k (35K k0 key: value
), AEERIEBFIZH <req_header_len> [YfHRS, AT iR

’OK

o <index>: WebSocket 3K HZ& T |{H.

* <” req_header” >: WebSocket 3Kk,

» <req_header_len>: WebSocket if3K3L K&, B Fi7.
- 0: VBRI B E R WebSocket 153K 3k o
— HABAE: BE S WebSocket 3K 3k .

B

o RS —I HAEBEE —1 WebSocket K3k, HA DAL KK E, SZHFLZMAE R WebSocket 15K 3k .
o ARANA T E 1) WebSocket 53R kB4 /R, —HIE, TH WebSocket )iy SH 4 Hr ik 2a i 5k

N
~
o

il

/] HE#F Kk
AT+WSHEAD=49

// 4T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_self"

/1 EWKE "> FEE, WA T# authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE5OTk6MTIzNDU2Nzg=

3.8.4 AT+WSOPEN: #rif)/¥IJF—4~ WebSocket ¥:42;

AT+WSOPEN?

W i :

AR, AT R[]

OK

+WSOPEN:<link_id>, <state>, <"uri">

LA BRI, AT 1R [0

OK

Re
o
=N
“7

b
%
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AT+WSOPEN=<link_id>,<"uri">[, <"subprotocol">][,<timeout_ms>][,<"auth">]

Wi % ¢

+WS_CONNECTED:<link_id>

OK

o

ERROR

* <link_id>: WebSocket 4% ID. i : [0,2], Rl K3FF=4> WebSocket #4%
» <state>: WebSocket IR TS .
— 0: WebSocket i K] .
— 1: WebSocket i#4% IFAE H %
— 2: 75T WebSocket i#4% ,
- 3: 32 WebSocket Pong B B S OB A 4%, IEAESF P EIE.
- 4: CUREIMRS5 i WebSocket SEPHMT, 1ETE A3k PRI IR 5545 -
o <” uri” >: WebSocket IR 4525155 — ﬁ{}?ﬁlﬁ%ﬁo
« < subprotocol” >: WebSocket 71/ (Z:% RFC6455 1.9 &),

+ <timeout_ms>: 737 WebSocket JERE AR E] . BAN7: ZFb. JEH: [0,180000]. ERIAME: 15000,

e <” auth” >: WebSocket 254Y (&% RFC6455 4.1.12 &45).,

il

// uri B #H E BH T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvVR1elD3eiVjgZ9VRiaV&notify_self"

3.8.5 AT+WSSEND: [n] WebSocket ¥4 % 258 Pa
RE A

I\ .
&g

=
k=t

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

Wi i ¢

OK

>

bk R AT CHES S AT port BBt , M nT DAS AR, 24 AT S8 B K Rk 3

<length>J5, HdlufefmITin.
USRS R O AL i I BB, R[] -

J

ERROR

PUBIS 56/ 1) v I AL
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SEND OK

o <link_id>: WebSocket i£3Z ID, JulF: [0,2].
o <length>: RiIEMIBHRKRE. A 5. AT RIERTERKEREHAT+WSCFG W) <buffer_size>
EIZ: 10 RG] A Fer s [ KON R deE (B AT i /IME ) -
» <opcode>: % %) WebSocket i 1) opcode . L : [0,0xF]. ERIAME: 1, B text i, 3% 2% RFC6455
5.2 5T THEE Z 1Y opcode
— 0x0: continuation My
Ox1: text My
0x2: binary i
0x3 - Ox7: Ry H-e dEg il it B
Ox8: 4% 5 PA i
0x9: ping iy
OxA: pong i
— OxB - OxF: Sy H e HlWif
o <timeout_ms>: KiXEIITE . Ffi: ZF. JuH: [0,60000]. BRIAE: 10000.

3.8.6 AT+WSCLOSE: X:[4] WebSocket 4%

v

)E'\.

CEL A

A

’AT+WSCLOSE=<link_id>

* <link_id>: WebSocket #£#; ID, juHl: [0,2].

il

// %P ID % 0 B WebSocket # #
AT+WSCLOSE=0

3.9 f54MK AT ar %

43
o AT+FACTPLCP: k) i%¥ PLCP u{%5 PLCP
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391 ¥

W BRAAM AT BRI R A AT @4 WA E ESP32-C2 L RHEA M4, HH
174 ESP-AT 142, (e TP TE TAR HLERE

e 28] Component config->AT ->AT signaling test command support

3.9.2 AT+FACTPLCP: %% PLCP gfiji PLCP

)E’J

CEA

[

’ AT+FACTPLCP=<enable>, <tx_with_long>

W i <

’OK

S

o <enable>: j5H/Z M TFoiiE:

- 0: TS, P <tx_with_long> ZEAYEIAME:;

- 1: BT E, AT k&K PLCP 2RI T <tx_with_long> Z4{.
» <tx_with_long>: %% PLCP ui44 PLCP:

- 0: Zi%%H PLCP (BRIA):

- 1: &% ¥ PLCP,

3.10 gl AT 4

o N5

o AT+DRVADC: El ADC i#E1H

o AT+DRVPWMINIT: ¥4k PWM K58
o AT+DRVPWMDUTY : #'& PWM 57251
o AT+DRVPWMFADE: %'& PWM 75
AT+DRVI2CINIT : #¥J4a4k 12C EHLIKEN
AT+DRVI2CRD: Ht 12C $if
AT+DRVI2CWRDATA: B A 12C ¥
AT+DRVI2CWRBYTES: B A8t 4 73511 12C $iE
o AT+DRVSPICONFGPIO: T8 SPI GPIO
o AT+DRVSPIINIT: #1154k SPI T HLEK5h

o AT+DRVSPIRD: i SPI %3

o AT+DRVSPIWR: E A SPI ¥

3.10.1 Ar#y

W BRIAR AT B R R B AT 54, Q1SR EF5 2 ESP32-C2 L IRsm 4, W HAT%4 %
ESP-AT T42, FE%8 AP B TR vk

* J3H Component config->AT ->AT driver command support
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3.10.2 AT+DRVADC: il ADC i

v

H

N

B

¥

v

A

=

AT+DRVADC=<channel>, <atten>

W i <

+DRVADC:<raw data>

OK

e <channel>: ADCI HiH.
 ESP32-C2 & &M BUETLFE A [0.4].

BiE | B

0 GPIOO
1 GPIO1
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: FJH{H.

* 0: 0dB g, ARMETERY [0, 7501 mV,

e 1:2.5dB ki, ARMETEE M [0, 1050] mV,
* 2: 6.dB R, AR EIEREY [0, 1300 mV.

* 3: 11.dB 3, ARIETER > [0,2500] mV.

o <raw data>: ADC i@ A,

L]
» ESP-AT H ¥ #§ ADCI1,

e ESP32-C2 4% 12 {58 .
o XHF AR EE EAHON R, TAS % ADC fik.

il

// ESP32-C2 ® &% EH 0dB X W, A MEFLEAN [0, 750] mv
// B JE 4 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #Ji&ik PWM Sz 35S

v

¥

L

)4\-

Wi
A

Ele
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’ AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>] ‘

Wi % ¢

[ox |

o <freq>: LEDC SERt2afisR, BA{i: Hz, Jiffl: 1 Hz~8 MHz,

e <duty_res>: LEDC i_iﬁﬂj SHAM R, JEE: 0~20 fi,

» <chx_gpio>:LEDC jHiH x f¥% i GPIO. il 4n , 4n S & A5 ¥ GPIO16 /- AiliE 0, 5% B <chO_gpio>
4 16,

* ESP-AT f £ fE % H5 4 M.

A WHE Y EEREEE R E T HE PWM & 4 (WAT+DRVPWMDUTY
FAT+DRVPWMFADE ) BEf% 1% & (1) 8 . TﬁJﬁu WRGE WG4 TP #IE , B4 AT+DRVPWMDUTY
fir 4 FURE R S MOX @ 1 ) PWM 525

o BEA 75 LA e LR Ezfnmﬁju %ﬁz%ui.%?tbéa\%%s’z%@i&;ﬁﬂo

hil

AT+DRVPWMINIT=5000,13,17,16,18,19 // % & 4 AN# ¥, M FEH 5 kHz, HF X o E H_
13 fL

AT+DRVPWMINIT=10000, 10,17 /) Rt E 0, MEH 10o

~kHz, HEZboHFEH 10 £, H¥ PuM HX A4S RHBERE—NEHE

3.10.4 AT+DRVPWMDUTY: k¥ PWM L%l
BE A

e

’AT+DRVPWMDUTY:<chO_duty> [,...,<ch3_duty>] ‘

o <duty>: LEDC ififi 5251, Jifl: [0,2 mo=Hamse

B

* ESP-AT {2 HE (4 4 NliE .
s AR MMEEICHRE S, HIRE%S
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il

AT+DRVPWMDUTY=255, 512 /) % EE M
#

55, W EEHE 1 8 &R A 512
AT+DRVPWMDUTY=, , 0 /) R E 0

0
B2 MR

3.10.5 AT+DRVPWMFADE: ¥ PWM i

WA
mA:
AT+DRVPWMFADE=<chO_target_duty>, <ch0O_fade_time>[, ..., <ch3_target_duty>,<ch3_fade_
%time>]
o
OK
o <target_duty>: HAR#As 525, JEEl: [0,2 dut-resoluton_jp
o <fade_time>: WA KIfA], AL ZFD.
e
* ESP-AT I Zfig (45 4 A .
o FHANEHIELEINE <target_duty> fll <fade_time>, HIEHMKEIHA],
il
AT+DRVPWMFADE=, , 0, 1000 /R HEEREE 1 AR ES O
AT+DRVPWMFADE=1024,1000,0,2000, // fFA— W H¥@EE 0 W EZHEE N

~1024, WA R EKEE 1 HFHEA O

3.10.6 AT+DRVI2CINIT: #jhgfk 12C F-PLER )

%

Pi-

ALk
At

EP

’ AT+DRVIZ2CINIT=<num>,<scl_io>, <sda_io>,<clock>

W

[ox

S

o <num>: 12C g%, JEHE: 0~ 1. QUERKREEEHEHISE, AT KAWHLZ 12C i .
e <scl_io>: I2C SCL {5511 GPIO &,

« <sda_io>: 12C SDA {52 GPIO &,

o <cock>: FAHUELTHY 12C BppgA, Hfi: Hz, f{KfH: 1 MHz,
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e

o Afgd HZFF12C FHL.

Bl

AT+DRVI2CINIT=0,25,26,1000 // # ¥ 4 I2C0, SCL: GPIO25, SDA: GPIO26, I2C.
B4R 1 kHz
AT+DRVI2CINIT=0 // B I2C0 AL

3.10.7 AT+DRVI2CRD: %t 12C %t

)E’J

CEL A

s

AT+DRVI2CRD=<num>, <address>, <length>

Wi % ¢

+DRVI2CRD:<read data>
OK

o <num>: 2C imH5, JEfH: 0~1,
o <address>: 12C M5 &kl :
- 7 {iHuhk: 0~ Ox7F;
— 10 fthdik : 55— HET-EANE 1111 0XX, P 5 M 67 XX 2 10 {57 Hbdik i 5 i 437 o )
101, G 10 Sk Ox2FF (b” 1011111111), FB2 85 A WAk Ox7AFF (b’ 111101011111111).,
o <length>: 12C HHREKE, JuR: 1~2048,
« <read data>: I2C ${E.

Bl

o 12C kg it i [a) R — A

il

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 MM i 0x34 A EEH 1 F¥WHEE
AT+DRVI2CRD=0, 0x7AFF, 1 // I2C0 M 10 AL M ik O0x2FF 4 i Bl Z3H W K E

// I2C0 M ik 0x34, FHF E MU 0x27, L 2 FH
AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 4B & &M 0x34. FHF EH A 0x27
AT+DRVI2CRD=0, 0x34,2 // I2C0 EHH 2 F¥

3.10.8 AT+DRVI2CWRDATA: G A 12C %8s

v

7

K

Wrs
4

Ele
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AT+DRVI2CWRDATA=<num>, <address>, <length>

Wi % ¢

OK
>

W) RN, WA ARGECR, SRR SRR E I SRR TR
LALLM

[ox

AR R R, R [a]

’ ERROR

o <num>: 12C 115, JER: 0~ 1.
o <address>: 12C ML #Huhl
— 7 fi#bdik: 0 ~ OX7F;
— 10 izl 55— AFATRHET-LAALE 1111 0XX, H i 5 A7 XX 2 10 A7k i 5 i w6 7« B
an, i 10 f2hE >4 0x2FF (b7 1011111111), HR 2 4 A Bkl A 0X7AFF (b’ 111101011111111),
o <length>: 12C HPEKE, JoR: 1~2048,

B
o 12C kg S )y —Fb.

il

AT+DRVI2CWRDATA=0, 0x34, 10 // I2C0 BN 10 F ¥ KIEE H H 0x34

3.10.9 AT+DRVI2CWRBYTES: ‘G AR 4 =151 12C £

N

e

)

=

A

’ AT+DRVI2CWRBYTES=<num>, <address>, <length>, <data>

o <num>: 12C i 5, JulE: 0~1,
o <address>: 12C MHLIE#HIHE .
— 7 {iHuhE: 0~ OXx7F,
— 10 fizldk - 55— AT LA 1111 0XX, H i 5 AL XX 10 Ak i 5 P 7« Bl
i, iR 10 fi7 R A Ox2FF (b’ 1011111111), B2 i A tihk >4 0x7AFF (b’ 111101011111111),
¢ <length>: fF5 AN 2C Fl< s, JulE: 1~4 577
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o <data>: B[ <length> {EKEFWEIE, JEMH: 0~ 0xFFFFFFFF,

]

o 12C kg i ) —#b

il

AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FHHIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F¥H HIE 0x1234 F 10 fL 4k
—0x2FF

// I2CO0 B it 0x34., FHF HH i 0x27, K H cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥i SPI GPIO

v

7

=

E A

¥

L2218

e

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

W i <

o <mosi>: FHMALFSXT P GPIO 45

o <miso>: FAMHFESNIN GPIO B, # A, B -1.
<sclk>: SPI B4l {E 5% 1 ) GPIO 251 .

<es>: EEEMALES XN GPIO ], #AEH, B -1.

3.10.11 AT+DRVSPIINIT: g)i5;4k SPI 3:HL3Kk5)

v

7

N

EanA

¥

=4

A

’AT+DRVSPIINIT:<clock>,<mode>,<cmd_bit>,<addr_bit>,<dma_chan>[,bits_msb]

o <clock>: HI&mEEE, 49550k 80 MHz, B{v: Hz, fHAf{E: 40 MHz.
e <mode>: SPIix;, Jull: 0~3.

o <cmd_bit>: @iy M B ERIAGIEL, JER: 0~ 16.

o <addr_bit>: HuhERY B ERINGEL, JER: 0~ 64,

o <dma_chan>: j#iH 18( 2, AFZ DMA KRS 0,
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o <bits_msb>: SPI #HEfg = :
— bit0:
« 0: SefEi MSB (2RiA);
« 1: SefE%r LSB,
— bitl:
« 0: Sl MSB (2RiA);
« 1: Sk LSB,

|

* {57E SPI WA L BT & SPI GPIO.,

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100._

~kHz; R 0 AN Ef AN BERIALEAN 0; F#F DMa; ki fEE ik LS
OK

AT+DRVSPIINIT=0 // #l % SPI K #

OK

3.10.12 AT+DRVSPIRD: %l SPI %

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i <

+DRVSPIRD:<read data>
OK

o <data_len>: fFE2HAY SPT A, JUEl: 1 ~4092 4y,
o <emd>: R, BURKERH <cmd_len> SHE .

o <emd_len>: ARAGE TGO, JER: 0~2 575,

o <addr>: fip&Hlihl, HubEK B <addr_len> ZEE.
o <addr_len>: ZARKAEHRHhEKEE, JER: 0~4 FHY.

Bl

* H A DMA, <data_len> ZHEKAESBUE MR AE N 64 F17.

il

AT+DRVSPIRD=2 // ¥ & 2 F % K #E
+DRVI2CREAD: f£ff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // B 2 F ¥ # ¥, <cmd> % 0x03, <cmd_len> # 1.
% ¥, <addr> % 0x1000, <addr_len> 4 3 F ¥

Q)
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(£ L£50)

+DRVI2CREAD: ffff
OK

3.10.13 AT+DRVSPIWR: A SPI %

By

BEE WA

N

=

A

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

i
Y <data_len> ZEEHNKT 0, AT R[A]:
OK

>

Wl AN S, A GRS ARESE, UEEARIS R E KL, BdRfemITn.
R, AT &[0 :

’OK

M <data_len> ZH(H N O If, LRI AT Rkt A%y SPL &, L AT ik [a]:

o <data_len>: SPIZG#R{CE, JifE: 0~4092,

o <emd>: AP, FHEKE R <omd_len> UL E
o <emd_len>: APRALH TR AKE, JEH: 0~2 577,
o <addr>: fipAHiht, HuhtKEH <addr_len> ZHERE
o <addr_len>: ARRAEH PHbEKEE, JEE: 0~4 75,

B

« #RHf DMA, <data_len> SHCEIK AES A ORI 64 47

il
AT+DRVSPIWR=2 // B N 2 F % ¥
OK
> /] TR EATEE
OK

AT+DRVSPIWR=0, 0x03,1,0x001000,3 // BN 0 F ¥ # £, <cmd> # 0x03, <cmd_len> % 1.
o ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥
OK
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3.11 Web #5525 AT Wi %

43

e AT+ WEBSERVER: JZ f{/25 Hi# 1 Web A 55 a3 Bl & Wi-Fi %4

3111 #r &

2 BN AT [P SCRR I DU N 1Y AT fir %o WIARERTR % ESP32-C2 SCHF Web [l 55 £ i 4
fr#mi¥ ESP-AT TAZ, TE56 TP B TR k4

e 2/ Component config->AT->AT Web Server command support

, WH

3.11.2 AT+WEBSERVER: i Hl/%E ik Web IR 55 23l ¥ Wi-Fi &4

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

* <enable>: J5 /25 ] Web iz 5525 .

- 0: 25 1] Web 458 H RO W55

- 1: J5H Web 4545, 0T DA G 35 508 ) Va4 i & Wi-Fi 1B S
 <server_port>: Web I} 55 ¢4 115,
* <connection_timeout>: i} ERZHER IR . B FP. Y [21,60].

B

. ﬁﬂﬁ?‘l‘*ﬁﬁTU\ﬁf Web filt 55 4 5 1) HIML 3C{F. —Ffo2 il FAT SCPERSE, SO & 20

ATFS fiy%o 75— R SR A SO R A7 HTML S (BRIABCED)

* BRIARY HTML SO indexhtml o SR H E L HTML SCPFR SRR A% U 2R 307, A B2
EUORSCPFRIA]; AIRTEE A E X HTML SCEFR R E N (B m— 7B, R 20 B

&M YRRD S48 at_web_server_cmd.c

o ORI Y socket Y B KELH AN BE/NT 12, AT PAYE menuconfig H1 5 E M . /build.py

menuconfig > Component config>LWIP >Max number of open sockets, R)GE I

HIARR (%0 A% iF ESP-AT 1.42).

o AT [EIFBRIAA SCRE Web IR 5545 AT v (2% S0 see ESP-AT EJ#F % 5) , {HAA] PAYE menuconfig
i B 4 Web IR45#% AT /7% . /build.py menuconfig > Component config > AT > AT

WEB Server command support, RIFEHIF LR (S R K piF ESP-AT 1.42),

ESP-AT 7£ ESP32-C2 25135 £ S H55m ][] 1 (captive portal), T &%,
W % 55 i) 225 SCRY Web Server AT 7= 15) o

Zam AR SEITITE, S5 5% at/src/at_web_server_cmd.c.

S 4ol 2, OTA S+ 48 FREUE £ OTA .
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il

// B web &, o 80, HAEHEHMEEFE 50 B
AT+WEBSERVER=1, 80, 50

// R web MR & #
AT+WEBSERVER=0

312 P AT w2

A28

AT+USERRAM : #:/EH P23 RAM
AT+USEROTA: 3124852 URL F+-2% [&{2F
AT+USERWKMCUCFG: $£'8 AT Majii MCU [t &
AT+USERMCUSLEEP: MCU %57 H CHEIRR S
AT+USERDOCS : i [5B[4 F 3 SCRY ek

3.12.1 #vr&

WY ZRIAM AT B SR i RO AT 4. AR GORTESE ESP32-C2 S H Fiin s, i HAT%
¥ ESP-AT T2, e85 Tl E T AR Bk s

* #Jf] Component config->AT->AT user command support

3.12.2 AT+USERRAM: ¥4 H w23 RAM
i A

riig:
A 2 EA] R 2SR RAM R/

Py
A

AT+USERRAM?

W

+USERRAM: <size>

L. B 5. R, BEEUH P RAM %5[H]

[k

AT+USERRAM=<operation>, <size>[,<offset>]

W
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+USERRAM: <length>, <data> /] RERE®REN, 28N EHE

OK

¢ <operation>:
- 0: B - RAM 73]
- 1 ZBCH - RAM %5[H]
- 2: [ f] F RAM G4k
- 3: WHF RAM 45k
- 4: RN RAM ERy%dsE
o <size>: /MEL/EL/ B H T RAM K/
o <offset>: 32/5 RAM i &. Bil: 0

]

o ETEPA TR HAERAE 2 Hi 40 B FH P RAM %56 .

* Yf <operator> N write B, RGENILATLJEEIATIRI] >, HATEFT DA AZESHERE, 4L
P EN 5 <length> —3(,

* 4 <operator> j read WJf HAKEE KT 1024, ESP-AT &AM Z R IIE, HRNE RE
AT 1024 FA58HE, 52 PA \r\nOK\r\n 455,

il

// A B 1 KB F F RAM % |
AT+USERRAM=1, 1024

// 1 RAM ZE FHMES N 500 FF H4E
AT+USERRAM=2, 500

// M RAM Z [a & #& 100 (L B LB 64 F ¥
AT+USERRAM=3, 64,100

// BWHA P RAM % J§
AT+USERRAM=0

3.12.3 AT+USEROTA: fifif5a URL T}l

ESP-AT Y5z AT}, T EI$5E URL ERHIE

B

Dy
T+ 3] URL Hi5 5 AR [

[

AT+USEROTA=<url len>

Wi i ¢
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OK

>

iR FoR AT EER4FHC URL, USR] PA%I A URL, 24 AT Hli(8I) URL K A% <url len>
Jei, R[]

’Recv <url len> bytes

AT it EIMERZ G, THGd I Ih . WRTI R, &[]

’OK

RS DR TR, R )

’ERROR

|

Bl

<urllen>: URL KJiF, fkcfi: 8192 4y

& W PAAK GitHub Actions 2. F 2%, a5 217 OTA [E{f, WnIPAEA T4 % ESP-AT T42 A& BT 75 1Y)
OTA [H{4.

B g ff g 2 ESP32C2-2MB  ## 4H fit B, OTA [E {4/ build/custom_ota_binaries/
esp-at.bin.xz.packed; I &g ] 1) & ESP32C2-4MB i 41 it B, OTA [& {425 build/
esp-at.bin,

TG FE BT P 28R B

MR K A AER BRI, AT X5i& 7] ERROR, 1 % fof— B[R] -l
AEWTHRBNAA . BERIHBAR A E AR EN, LR IPEtT, MRS RRFZET 3
IHACA, iR B 2R BT uE D 6 o

BT AT [fF)s, V8 AT+RESTORE ) T .

AT+USEROTA ¥ $§ HITP ] HTTPS.,

AT it > PG, s R TR A 35 B2 LA T8 L, AR Z AR 1452 (CR-LF).
24 URL S} HTTPS i}, A SSLIANE. QIARZIR SSLANIE, S B 4742 B PKI UK G R EAT]
TFEED R K, ZJEHE AT+HUSEROTA fir 2 B S BUACRS o8k 45 . %11 PKI U8 S 7% 4o
77 % % PKI 2 & ., X}F AT+USEROTA 4, T[&% ESP-AT T FE#{L[%77 %] USEROTA.,
5% 4o T L3, OTA A FFBUEZL OTA s .

OK

>

OK

AT+USEROTA=36

Recv 36 bytes

3.12.4 AT+USERWKMCUCFG: #t% AT Mg MCU [ icE
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B

&F

ifig:
WAL E AT Wk 4 MCU BRIk, PAK AT dnfafMefi MCU,
o 24 MCU ZERAIRE, AT $FHE R MCU KikFdE, AaRimiEs
24 MCU ZHEIRAVIRGS, AT R MCU 8 Ak FdEnt (sl kB FESP-AT i 8.4k 4%
FE HIE]) , AT 56k A s 5P A A EE . MCU gl ok 21 G 205 R (5

ke

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

W

OK

BH

* <enable>: 5 Jalt 4% ML TIC
- 0: ZEHIMifiE MCU B
- 1: {HREMLE MCU il &
o <wake mode>: MAfiEfI,
— 1: GPIO Mg
— 2: UART MafiE
* <wake number>: ZSHNE LT <wake mode> HH.
- W <wake mode> 2 1, <wake number> fUEMEEE I GPIO 455 . JH P EERIEHE &1
MR A AR B a5 TR 2 P R A A B
— MR <wake mode> 2 2, <wake number> fUFEMLEE UART 45 . Mui A1, BI%dE
UART1 Mafif MCU,
* <wake signal>: ZZSHHE LT <wake mode> HIfH.
— IR <wake mode> 2 1, <wake signal> fUFEMLERHF,
+ 00 KA
C 1 T
— R <wake mode> &2, <wake signal> fUFEMLEEFTY, LR [0,255].
o <delay time>: fH KM, B 28, JEFE: [0,60000]. ZSEH)E BT <wake mode>
I
- W <wake mode> &2 1, MFE <delay time> Wi[a]N, BF—E R <wake signal> HF,
<delay time> 3|5, W4t <wake signal> H F.
- W <wake mode> &2, NSZEI%. . <wake signal> FH7, A HTER.
o <check mcu awake method>: AT 7 MCU 2 &AL T HEESEFLIRZS o
- Bit0: @& JF )5 5 AT+ USERMCUSLEEP it 2 [1) 2 Jk . BRIANTT 5 - B < e ] AT+USERMCUSLEEP=0
frd . 4575 MCU Jif3k: %] AT+USERMCUSLEEP=1 4, 571 MCU JEfiE.
— Bit 1: @I SAT+SLEEP=0/172/3 i %1/ X5k . BRINEER . Bl 4ic#] AT+SLEEP=0 fip %, &
7~ MCU 3% ; k3] AT+SLEEP=1/2/3 fy4>, %/~ MCU HEHR .
- Bit2: @G5 <delay time> MHJFHE/8 MCU fEEDIRE. BOIAZEAH . BI: ZEHIE, delay
time Ji5, f§78 MCU HEHR; f#HERT, delay time J5, #8572 MCU %,
- Bit3 (ARLH): 2AIFH GPIO $5/8 MCU R IIRE. BRIAA SRR,

(A

o M HFEERE K.

o BRK AT [n] MCU 28 A iR BRI, 250 AR5 5 i A6 RF, <delay time> Hf[H]E] T2 )5
BHERESEE. B SPEIGE MCU (R e,

o MNHAE <delay time> ZFPZHi, AT J{F] <check mcu awake method> H [T ML
WIS7 BRI PR RS . I 5FFF <delay time> WG, & HINHREERE.
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il

// RSB MCU BE ., % AT i MCU X#HEW, 2% F A wi-Fi B R H cpIOls.
SR, W FERE MU, REHEHFZEF 10 #.
AT+USERWKMCUCFG=1,1,18,1,10000, 3

// % McU FE
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU #5755 H CHEHRIR &

Bas

&E

Dyie:
FEAT+USERWKMCUCFG fiv4[) <check mcu awake method> BitO Bl &R T, i A4k, H
THH AT 2475 MCU W RERRCIRAS .

s

’AT+USERMCUSLEEP:<State> ‘

Wi i3 ¢
[ox |
* <state>:
- 0: #5785 MCU [k,
- 1t $§/5 MCU HEAR -
il

// MCU % 4 AT ¥ #] MCU @ ¥
AT+USERMCUSLEEP=0

3.12.6 AT+USERDOCS: 75 ify[s 450k iy Seppif
AR A

ik

B2 B AT e R 4 R S i P SRS e

s

AT+USERDOCS?

W ) :

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK
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BH

o <” enurl” >: HECCRYEERE
o <" enurl” >: RS EES

Bl

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c2/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

OK

S ZNBUAE T > Z I JE P A TN, TR AT fiy o i — S lARfF L.

313 AT @il

W AT fip A7 U Rp2E 2

el A B WiAA

Mislan 2 AT+< fig 945 >=? PRI E A 1 N S B L UETE
b a2 AT+< AT P8 >? AEERTE 2T

WE AL ATH+< AT PR >=<---> BEN T AEXSEIE, Hhsfrad
ACRR e AT+< i 24475 > s IO HE X SR

© NRRA AT a8 AR AR Ay &

o W RMASL, HE SRR S BRI S

o RFEG <> WIS LA .

o TS 11 WIS EOTUAE N, ARSI EEATEGAE. B, i2fTAT+CWIAP fir &I i AL 24

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

o YR SEURVH SBEGN, DA, , DossrkE,

’AT+CWJAP:"ssid", "password",, 1 ‘
s ERXGE I SFR TS,

’AT+CWSAP:"ESP756290","21030826",1,4 ‘

o FRRFAFTRAER OB, Yl B A . " \.
-\ BRI,
-\, ¥GES, SRESEE S o L.
- \": BSOWES, FRFARSENEG S IR THEE L.
- \<any>: # ¥ <any> F4F, BPREA <any> F4F, A REHT.
. ﬁATm?*m%%?ﬁ%g%X7ﬂ B TR . BN, AT a4 DFTE > SRk A SR
, REIEANTE R L,

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0
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AT ﬁé‘ﬂ@%ﬁ%ﬁ##%ﬂﬂ 115200,
4 AT i 1K EEAR W 256
upvu%‘}?ﬁ (CR-LF) 453§, FJ?M% EII LW IRCEN BT,
AT AT 2B ARG 1) & L3 WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
- esp_at_result_code_string index

3.14 A5 BIRAFAE flash vy AT oy

PATF AT Grd S 50E SO I 2R AETE flash (1 NVS i, B ERE, SEEGH.

* AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE L S S BCE R IRA7E] flash W VAESAT+SYSSTORE fir 4K BCHE, R ARSIy & 14
e

AT 4 B SERATE, R0k NVS EsLPig. Wik, nfaAaEM NS5, WA
ﬂash ﬁﬂ%ﬁ\AEEEKIEIE’J’%ﬁ{E ﬂash WAL IR EIE .

315 AT %5

M ESP-AT iy 4 F 1% [1lf) ESP-AT Ji 2 A PIRIRAL . ESP-AT Why. (#2)) #1 ESP-AT JH 24t (£3h).

 ESP-AT Wy (#2h)
BEHI A ESP-AT @y #R SR IR R, #59f &% & ESP-AT iy &M T45 R . W A5 — 4578
BRI OK 5 ERROR.,

2 3: ESP-AT W%/

AT M vz 5 AR

OK AT /E/\KLEﬁjnﬂé &[5 OK

ERROR T i 5 R s A T A T R A R

SEND OK éﬁl o B &k % 2 M Wk (41 X FAT+CIPSEND
MAT+CIPSENDEX fx %) , H AR FEHIEC & K3
X ity

SEND FAIL ] B WA K 3 B i kA R (8T X FAT+CIPSEND
FNAT+CIPSENDEX fix4)

SET OK URL C & Ihix's (5% TAT+HTTPURLCFG f54%)

+<Command Name>:. . . TEFIR AT Ay AbFHZE 3

* ESP-AT R4 (F:3h)
ESP-AT 2t 5 R 48 P H SRS B B -

% 4: ESP-AT 4 HLR 45

ESPAT BERE 1 H
ready ESP-AT [l {2 fE £ sl 4
busy p--- ?\/L% I, IEAEALHR E—2%anS, ToikAb B HT
1) i 2

ERR CODE:<0x%08x> S [ i 2 A B R AU
Will force to restart!!! NAENE RS
smartconfig type:<xxx> Smartconfig 271
Smart get wifi info Smartconfig £\ #HX SSID #1 PASSWORD

Tk EE
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xK4-4tm
ESP-AT iHEHR & 1t B
+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 £ 3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station % [1 & %12 5] AP

WIFI GOT IP Wi-Fi station 22 1 £ $ L [Pv4 Hiidik

WIFI GOT IPv6 LL Wi-Fi station 32 [T £ AR B IPv6 £ i A< Hiu ik
WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl
WIFI DISCONNECT Wi-Fi station % 1. 5 AP WrT&#:
+ETH_CONNECTED DA 422 11 B 1 2

+ETH_GOT_IP DA 422 11 EL AR E TPv4 Hithl
+ETH_DISCONNECTED DA 22 11 E BT

[<conn_id>,]CONNECT

ID 3y <conn_id> M HERC Y (ERIA
ST, ID40)

[<conn_id>,]CLOSED

ID }y <conn_id> WM ZERECWIIT (BRIAK
LK, IDH0)

+LINK_CONN

TCP/UDP/SSL JEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station 14522 ESP-AT 1) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP 2% [ %5 station 43 i IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 55 ESP-AT [} Wi-Fi softAP 3% [1 ) i% 3%
W

>

ESP-AT 1E1E4 f¢ 1 i AR

Recv <xxx> bytes

ESP-AT M iy %3 I E R <xxx> G597

T o4ksE
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R4-Z2IW

ESP-AT HEHE iHA
+IPD ESP-AT fEFZ& LA, EUCEIR A M2
g A AN B
-t R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] Hl: +IPD,
<length>
-1 H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,1, I
Fl: +IPD,<link_id>, <length>
- 5 AT+CIPMUX=0,

AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, il Fi: +1IPD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
f K JE, remote_ip bk i IP b ik,
remote_port NtHME 15, data NEIE.
R i@ SSLER, TEpshia i
N (AT+CIPRECVTYPE=1), AT iy4 11 [0 & 1)
length AJREFNSEER AT 320 SSL A< A —
. 4 AT 25k il SSL 2 nl S ry £
FZ, AR SSL AT SRR 0, AT 23R
Bl E TR B

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT . %25 broker

+MQTTDISCONNECTED MQTT 5 broker C W&

+MQTTSUBRECV MQTT £ M broker I E %R

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TS
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FK4-8FW
ESP-AT iHEHR & 1fe
+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP 45 i 21 I F-Hliin A6 1Y BluFi 7 H %

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

4% ID 2y <link_id> [ WebSocket 2% 5 [

+BLESCANDONE

ERE [ o]

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

187


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WAL, MCU % % £ # K B &/ https://www.espressif.com/sites/default/files/
—home/hardware.png B F & & .

iE‘EEﬁi
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. THkRIIER
frd:

’AT+SYSMSGFILTERCFG=O ‘
M B :
E |

10. ZEH RGN Bl g
S

’AT+SYSMSGFILTER:O ‘

i B <

[ox |

11. FFE A
e

’ATEl ‘
W

[ox |

4.2 TCP-IP AT 74

AT A A ESP32-C2 ¥ 5 _BizATTCP/IP AT 4 % a2 A7~ Bl o

o ESP32-C2 % %1k TCP % F 543k 3 %1% 4%

o ESP32-C2 5 &4 TCPIR %Rk 5 %i%53E

o itig IP ¥ohtFosp 0 B] € 44 UDP it fz

o 3% IP ¥ohtbFesg 0 5 E o4y UDP i# 13

o ESP32-C2 5 &HEH SSL B Pt s ik

o ESP32-C2 5 415Hh SSL IR 4R35 %i%dE

» ESP32-C2 1% &1¥H SSL % P %g;m@i}\iﬁﬁ@g

o ESP32-C2 % &15# SSL MR 4B 3% 5 SGINGE % % 3%

» ESP32-C2 % %1F h TCP z\F% @5 ikdE, 2, UART Wi-Fi ik 1
o ESP32-C2 % &1E4 TCP IR %%, 53 UART Wi-Fi i&1%

o ESP32-C2 i% &1k % softAP {& UDP {£ %y 5230, UART Wi-Fi ik 1%

o ESP32-C2 % &R B A IMAE X T 09 B4 F 4495

o ESP32-C2 i% &7 & mDNS sh 4%, PC il itk &i5325)1% %09 TCP IR %%

4.2.1 ESP32-C2 %4514 TCP %5 Qi e v e

1. %8 Wi-Fi #5} station,
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fir
’AT+CWMODE=1

Mg J3

[ox |

2. AR B HE .

iy

’AT+CWJAP="espreSSif","1234567890" ‘
Mg .«

WIFI CONNECTED
WIFI GOT IP

OK
B
{5 ATy SSID FIEFL AT AEHR Lk 4 PRI, 0 S0 e 800 SSID FIASHY.
3. #rif) ESP32-C2 %45 IP Hudik .

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
ALK
o AR BE S Bk A AN
4. PC 5 ESP32-C2 & £ A — AN i .
AE PC _F A M 253 T, B1)8—> TCP iRk 55 %% . 510 TCP AR 45 %t IP #itht >k 192.168.3.102,
M I1h 8080,
5. BESP32-C2 &£ 1E N7 Fimid ik TCP %423 TCP iR &528, R4 1P #ulikhy 192.168.3.102,
124 8080,
e
AT+CIPSTART="TCP","192.168.3.102",8080

i B -

CONNECT

OK

6. Ak 4 FHAER.

AT+CIPSEND=4

Wi K7 -

OK

>
4 FARE, Bl AR test, ZJa AT R AT AR

Recv 4 bytes

Q)
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(& E70)
SEND OK
iR
o HEARFEATEH L AT+CIPSEND i BOEMKE (n), WARFESWEN busy p..., HAK
ERERET 0 N, RIRSENJE L. SEND OK.,
7. B4 AT
st TCP R 5528 &1k 4 FmEdE (Bdih test), MAGKSHIR:
+IPD,4:test
4.2.2 ESP32-C2 %7510 TCP 55 a5 v 251
24 ESP32-C2 % #51E A TCP R &5 #ait, i@t AT+CIPMUX =1 f3 > fREL #EH:, M AR 214> TCP

B RE F) ESP32-C2 145

PATR 72 ESP32-C2 i £ 1 softAP @57 TCP flg 5 i/l AR jg ESP32-C2 i #5/°h station, AIYEE

I R A e T BRI R YRS IR 55 44 -

1. 58 Wi-Fi 834 softAP,

’AT+CWMODE:2

Wi K7 -

’OK

2. (EREZ R

e

’AT+CIPMUX:1

M .

’OK

3. & H softAP,

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

M .

’OK

4. ¥ifi softAP {5 H.,
iy

’AT+CIPAP?

i B -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

K

o AR HIIE ] HE-5 b B AR ]

5. @57 TCP R%54%, BRikuml1hy 333,

S
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10.

AT+CIPSERVER=1

i B <

OK

PC #4:3 ESP32-C2 X £ 1 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WIiFi-C403 B =
AC750 g8 =
aobrmtWGGx 8 =
8 =
a =

E PC LA 45 THLRIRE—1 TCP 1, 5] ESP32-C2 WA QIALHY TCP I %5 .
ek 4 FABRE AR 1D b 0 B 1.
o

AT+CIPSEND=0, 4

i . <

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

Recv 4 bytes

SEND OK

ALK
o AEIAMETEHEE AT+CIPSEND g K E (n), MRS LMY busy p. .., K
BRI ET 0 AT, KB SEMSIE. SEND OK,
MR 4 1D o 0 faERE B2k 4 238l
ik TCP g5k & ik 4 FIriEdE (Bdiih test), MRS SHUR:

+IPD,0,4:test

KM TCP 4%

AT+CIPCLOSE=0

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

W

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Frifi ESP32-C2 4% IP Huhk.
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
N A LU NS NGO NG
4. PC 5 ESP32-C2 %45 B A — B HH
16 PC LM T A, 6l UDP {64, §I41 PC ) TP Hbilkly 192.168.3.102, 3
1 8080,
5. Bl L .

i

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112 >}y ESP32-C2 #4511 UDP At [1, #0] JATIRE, WA RE N K FEHLE .
e 0 /5 UDP i IP HuhbAlg 2 B, AREW L. Hindg 7 4h—& PC 4 T UDP i if:
H.7) ESP32-C2 #4535 11 1112 % 2E50dE, ESP32-C2 %411k 2 10k | UDP i 11 1112 (%K
P, GREH AT i34 AT+CIPSEND=4, X, ARAKIEIIE N &K F |54 PC . (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATEHES M4 ERE ID N 4 (BER L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o &Y SSID A% Al R kP IF] o 375 (0 AR B Pl A% 1Y SSTD A o
#51f) ESP32-C2 ¢ IP Mtk
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

LK
o BRERSTR TS LR iR .
4. PC 5 ESP32-C2 S e B[] — N il
TPCJ:@H%I_JQ%TF]&IA, B4~ UDP &4 . 6140 IP #ihik>h 192.168.3.102,
5. (ERESATER: .
iy

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

(L=
e 1112 >k ESP32-C2 #4511 UDP ZHbin 1, %0 AF7E, WA BE N HBEYLE.
* 2 FR2Y7] UDP &4 857 J5, UDP %ﬁm@ M\U}ﬁkAEE& UDP %4 i im {7 B2 H 8 8
Mk — R 5 ESP32-C2 445 UDP @ {Z 1 ie 1P Mkl Flss 1.,
7. Kik A FATEE.

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-C2 vesifi v SSL %5y il 3r Y 4%

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK

LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if ESP32-C2 #5:4% IP Huhl,
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGER RS Lk b AP A A
4. PC 5 ESP32-C2 %4548 [ — ANk il .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. BESP32-C2 545 E M & Fiiad ik SSL #3323 SSL IR455%, MR4#2 1P Mtk 192.168.3.102, i
124 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-C2 & 1i:h SSL JIR55 %5 v 2 i
24 ESP32-C2 i f:0y SSL kg5 iy, WATEILAT+CIPMUX=1 iy fiREL 4, AT A Z A%
Ui 4% F] ESP32-C2 4

PATR & ESP32-C2 B #5124 softAP #57. SSL fig 557 il s 4SR & ESP32-C2 i #/74 station, WJ7EEE
He g S S IAR B P ELIEE SSLRST AR HAH AP IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jii# ESP32-C2 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC 4% ESP32-C2 #5451 softAP,
7. 4£ PC L{ifi/f] OpenSSL #iy4>, 4> SSL % i, #4%3] ESP32-C2 i@ SSL ik 554 -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32-C2 ¥ 4% L fmi i :

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-C2 %1k SSL 2 Qv vr BRI\ E YA VB

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C2 #54% IP Huhl,
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32-C2 545 -4 [l — &y o

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C2 545 F iR -
ACCEPT
LR
o A H I UE A AR AT DAARSR AR UE L B A TR 3
8. ESP32-C2 1% #1% & SSL & Frim A A IE B &

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-C2 % 451E- % Fimgidad SSL iE4% 3| SSL AR %48, IR&EG#: IP Hihik-h 192.168.3.102,
14 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-C2 % #1i:4 SSL it 55 %5 e Sy AWUn N UE 2 XE4%
14 ESP32-C2 Ay SSL Mg 5t M ATEILAT+CIPMUX=1 i S RE S B8, N TTREA 2% P
R3] ESP32-C2 4% .

PAR 72 ESP32-C2 #5451 A station 757, SSL AR & 25 WA AR & ESP32-C2 %45 1E A softAP, W &%
ESP32-C2 #&MEH SSL R4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Frifi] ESP32-C2 4% 1P Mtk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C2 #¢ £ R2 [A]— i o
7. #£ PC I f#iJf] OpenSSL iy 4, A#—4> SSL % P, %35 ESP32-C2 15401721 SSL iR 4545 -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C2 545 F I -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-C2 #5112k TCP %)y, fevr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi ESP32-C2 445 IP Hbhk.,
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BLH:
o BEAEIEI R AT RE S AR P AR
4. PC 5 ESP32-C2 & 3 51 [ — A~ Bs o .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32-C2 B4 A% Frifiiliad TCP Y425 TCP 4548, MRS IP Hudik>h 192.168.3.102, i
I 8080,
fip

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4210 ESP32-C2 %#51F 0 TCP IR55%s, 2B UART Wi-Fi # £

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C2 1545 IP Huht.,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o BPIAIER TR S LR i A R A
7. PC jE3%%)| ESP32-C2 TCP JIj %548 .
PC 5 ESP32-C2 #5185 A — N H H
1 PC A M TR, G —4 TCP % P, #H#%] ESP32-C2 () TCP JiR45#%. Huhl
192.168.3.112, i1k 8080,
AT i :
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0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C2 %751: 4 softAP 1t UDP {4z UART Wi-Fi i (%

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %43 ESP32-C2 {5451 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32-C2 5 PC X 1 sy 71 757 [86] 5 X g [P ik A1 11 (1) UDP %45 . oA IP Mkt ok 192.168.4.2,

WLk 2 8080, AHLlg N 2233, AN 0.
2y

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32-C2 B pk o b s v 8o

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o &I A SSID FIE ] iR iR ar & P RTE . 56 A % fr 45 ) SSID FIfs
3. #rif] ESP32-C2 i%#% IP ik,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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(£ L£50)

OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-C2 ¥4 1EHE [ — N i .
TE PC A 2508 T 5, A @ —> TCP k55 #% - 9140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BSP32-C2 & 451E- % Fusidad TCP %425 TCP iR55#%, IRS#s IP #uihikoh 192.168.3.102,
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32-C2 i A R i ON B Bial.

’AT+CIPRECVTYPE=1

M B -

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32-C2 ¥ # E i s izt N B w B i K .

AT+CIPRECVLEN?

M .

+CIPRECVLEN: 4
OK

9. ESP32-C2 A& R sh i it i g 7 2t

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.2.13 ESP32-C2 458 ki mDNS Jjfig, PC il itk 2l Besri TCP IR55 4%

1. 8 Wi-Fi i34 station,

AT+CWMODE=1

i & -

Espressif Systems 210 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 4. AT #y2 R

[ox

2. BEREF|HHIA
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o %A SSID A1 AT fER Bk P AN IE] o i R0 2K B AR SSID FEE i .
3. PC 5 ESP32-C2 ¥ & iR — Mg i
HATEFR—A M, PC A fig k38 ESP32-C2 1% 4.
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

’sudo avahi-browse -a -r

5. ESP32-C2 %47+ & mDNS IRE.
iy

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp",2, "product", "my_
—printer", "firmware_version","AT-V3.4.1.0"

W R

OK

Vi :
o Ian4JF e mDNS ifig, £ TR LG4FRN my_instance, IRFHEEN _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (W[EAT) PC & I ESP32-C2 %4 .
PC 3 avahi-browse THSRR:

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX._.
—~Printer local

hostname = [espressif.local]

address = [192.168.200.90]

port = [35]

txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
AR

o BOBBR R, UL TR ESP32-C2 4 ) mDNS ik LA iE .
7. ESP32-C2 W5 iR & b

’AT+CIPMUX:1

M .
|ox
8. ESP32-C2 % %15 N TCP HR45%8, Mildh 35,
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’ AT+CIPSERVER=1, 35 ‘

i B«

[ox |
9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4

2l ESP32-C2 %41 TCP k%5#% .

Ay
’nc espressif.local 35 ‘

ESP32-C2 {545 i v :

’ 0, CONNECT ‘

PaHH :
o TS RIG, PC Ml ESP32-C2 #4442 6] 57 B 0] DA T EUR A 5
10. ESP32-C2 $£4% 3= mDNS g,
iR

’AT+MDNS=O ‘
i B -
B \

P :
* M) mDNS IERE—EREE_ BB R TIFE.

4.3 Bluetooth LE AT 74

RIS F2 2 A 2 Bluetooth® Low Energy AT 474 % WMk, FHRBUE ESP32-C2 i LizfTix e s
IR R 11

o fi

e Bluetooth LE & P 3% % 5 R 545 4244

* Bluetooth LE i% 3570 %

o FA ESP32-C2 Fr & A2 18 3% 5 SPP i%4%, VA% f£ UART-Bluetooth LE i 1% ¥ X, T 1% #h 3k 38
o ESP32-C2 5 F s 5 SPP %3, VA% {& UART-Bluetooth LE i% 1545 X T £ 338

o ESP32-C2 %o HUZ_IA) 3 5 Bluetooth LE % 355+ Bt

4.3.1 T4t

ESP-AT 47/ 3% £ Bluetooth LE 4.2 iU IE, A< 304 348 {E ] T Bluetooth LE protocol 4.2 {p
WG, HS% 20H0E 42 SRECEZ(EE .

Bluetooth LE il 24y

Bluetooth LE 104k M T 2 _E4- ML )ZZ,: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

* PHY: PHY JZ ERMITHEYBL(EIE L ARMIEZNE R . Bluetooth LE i} 40 MHHI{EIE. M
JEFE : 2402 MHz | 2480 MHz,
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o LL: LL)ZFEATTOE . BB e (DA, WRFRE, BAIHXMEESL), LS
B 2 [ R Y BREE A S ST B . B HISER 2SI T 4. 3. /38, A8
#HE. CEELMPRESZ —.

« HCI: HCIJZ [ EAUAEE H g2t — MrE i 0 . %2 T AR E AP T SEPR ek & F 6 {4 1
UART. SPI. USB J#%EfHl.

* L2CAP: L2CAP JZ e AR 2 [0 22 e BRSPS e . o BOR S 4 4524 o

o ATT: ATT 2L T B MR 554 Fl g % i 2 [ R SR SIS ATT % g ] ATT AR 45 i & 3%
e RN . ATT R 55 i n] 2 F i A 3K L Sl FIFNFE 7

e SMP: SMP 2 T4 Wi B0 B354 . SMP A& BN 235 55 5H N Sy SR G R774i , FF 3R
B BER AL IR FE LR f AT A B RS B .

* GATT: GATT EHR/REMNRSS AP @R P un i DI 6e . % B E SO T E R 4548
MRS . FHEFEMEZ RS . ZZ R T A8, 2L B AMIERIRS R ERE D .

o GAP: GAP ECERFTA W 5450 FH Y E AT 68, B0t sy . BIsCRI Y, F R Ay e v SO0 i
MTFHAET . GAP IRFFEIFERA LM, HEEHEX. L4, HH%l. KPR &8 .

Bluetooth LE fj {a, %14

1t Bluetooth LE WS AN R Y2 A A B A (ki 0o 3k 28 (X 7 HANEE N o

o LL: WAAAPARI N EHA KA, MBS 3G, TALRT DAL IR
e GAP: EXT AFMEEfat: JEE. WEL. SAEEEM FOEE.
o GATT: WA AG R RE3u Ml & F 3

R
o ARAYHFHEARA) Bluetooth LE A4 3% Bluetooth LE & Fig#lie GATT EME.
* 4q[, ESP-AT 37§ Bluetooth LE M4 35fll Bluetooth LE & P 3g[AlHA7LE.

* it ESP-AT #)J{k > Bluetooth LE [l 45 342 Bluetooth LE %P1y, [l Wb 4 12 A B I8 4 By
3.

GATT H 82— Mg &l , k] DUA K& —F@ A& w ey v ZE . X4 @ P 2544 9k
W, Bl RS, RS AR FEEER SN, R B R Z H T 4.

GATT R4 %A1 GATT & F3miX WP (0774 T Bluetooth LE 2 H . 2 5. GATT R4 47t g
PSR R8T, T2k B GATT & Fumi @ MEhist k. AL, fimsz, RIAEdEN—
AR GATT MR 43, VHIRIEHEA—ImFRh GATT & F 3.

4.3.2 Bluetooth LE %% yv3ii 5% 55 01 55 R AE A1
PATF 78l ] B (5 FH i e ESP32-C2 FF %Az, Horfr—3eff: 4 Bluetooth LE 453w (HL4E K Bluetooth LE fiit 55

Bffi ), 73—HRAFEA Bluetooth LE % /3 (Al Bluetooth LE % P Ui ffi () o 53X 1o 17 L i fi
JH AT iy 757 Bluetooth LE i3, 52 R # S .

F¥: FEA A BHEHPLESP32-C2 Bluetooth LE A4 313k AY#AE H S5 3YE ESP32-C2 Bluetooth LE
R4 uHATEIT], DAL ESP32-C2 Bluetooth LE & & 3 3L #4E K22 3i7E ESP32-C2 Bluetooth LE
% P AT RIA]

1. #1454 Bluetooth LE ZhHE.
ESP32-C2 Bluetooth LE ik 45 3 :
%

’ AT+BLEINIT=2

N . :

[ox

Espressif Systems 213 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 4. AT #y2 R

ESP32-C2 Bluetooth LE % i :
o

’AT+BLEINIT=1

i B <

@K ‘
2. ESP32-C2 Bluetooth LE JI? 4 1 #: i H: MAC Hitdil.
s

’AT+BLEADDR? ‘
Mg o«

+BLEADDR:"24:0a:c4:d6:e4d:46"
OK

K
o AW EHEE AT RE S AN rr R E], ISR AL, R R S

1. ESP32-C2 Bluetooth LE fi} 45 it % FILAR 55 45-4iF
fird:

AT+BLEGATTSCHAR?
N . :

+BLEGATTSCHAR: "char",1,1,0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char",1,3,0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

2. ESP32-C2 Bluetooth LE R4 344 #%, 2 J5 ESP32-C2 Bluetooth LE & Pt f- fa 47145 9 HL 4% 3
%’/[\%EIJ o
ESP32-C2 Bluetooth LE H 45 ifi :
A

’AT+BLEADVSTART ‘

Mg o

’ OK ‘
ESP32-C2 Bluetooth LE % i :
’AT+BLESCAN=1, 3 ‘

i Y«

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

LK
o HYHIMERTRE S _Fadkmp b P AN A
3. %7 Bluetooth LE #:4% .
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ESP32-C2 Bluetooth LE % i :
o

AT+BLECONN=0, "24:0a:c4:d6:ed:46"

Nl <

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

i :
o A Likar B, M%) ESP32-C2 Bluetooth LE Al 45 itk o
o Y15 Bluetooth LE 7&K, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE £k, W44 /R +BLECONN: 0, -1,

4. ESP32-C2 Bluetooth LE % i % PRAR % .

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0, 1, 0x1800, 1
+BLEGATTCPRIMSRV: 0,2, 0x1801, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

Ui :
* ESP32-C2 Bluetooth LE % P £ ifi] ]x 55 1 45 2%, bt ESP32-C2 Bluetooth LE fiiz F i 25 1 iz 55 1)
LR Z A BRINR S (UUID: 0x1800 1 0x1801) , X 2IEHM 4. IR, X [H—Rk %,
ESP32-C2 Bluetooth LE & it #r 1A 1) <srv_index> {H2+T ESP32-C2 Bluetooth LE i F i 25 14 (1Y)
<srv_index> {H + 2, FIN_ERRFI P IR S 0xA002, 41iHE ESP32-C2 Bluetooth LE % FiG £y
W EIHY <srv_index> 3 3, WIHRAE ESP32-C2 Bluetooth LE fi; F i i1t AT+ BLEGATTSSRV? £ 4>
2rif], N <srv_index> 24 1,
5. ESP32-C2 Bluetooth LE % F i % PR (H .
A

AT+BLEGATTCCHAR=0, 3

i . <

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR:"char", 0,3, 3,0xC302,0x08
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR:"char", 0,3, 6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR: "char",0,3,8,0xC307, 0x02

OK

6. ESP32-C2 Bluetooth LE % Pt 52 H — M (H
i

AT+BLEGATTCRD=0, 3, 1

W

+BLEGATTCRD:0, 1,0

Q)
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(£ L£50)

OK

i :
o THTRE HARFRIE (LA 0 BEA A PR
o Y15 ESP32-C2 Bluetooth LE % ' i Sz BUASRAE il 3, ESP32-C2 Bluetooth LE fl 45 i | < #2 7
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C2 Bluetooth LE % F it & — M EH
’AT+BLEGATTCWR=O, 3,3,,2 ‘
M B -
> |
9 > FUR AT HER I T s, e mT DA A, 430K R B B340 <length> [
fHI), PATE ARAE.
[ox |

BiH
* 4 % ESP32-C2 Bluetooth LE % [ i 5 435 4iF 4 18 45 1% B, ESP32-C2 Bluetooth LE g 45 i
N2 # IR +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,
8. Indicate —FHEAH

ESP32-C2 Bluetooth LE % i :

’AT+BLEGATTCWR=O, 3,7,1,2 ‘

i B«

> |
79 > Fon AT HER I EaUcs: I, SERHET DU A K, 4B K B A B| S50 <length> 1)
HI), AT AEAE.
b T 2 ESP32-C2 Bluetooth LE I 45 & 3% 13 R i BEE (33 notify R Ei#H indicate F),
ESP32-C2 Bluetooth LE % i a5 4L Fi [m] IR 55 s EE M. % F notify 3k, FEEAMH 00001,
XF indicate R, FEBAH 0x0002, FEAFIHE A 0x0002 Fffiff] indicate K.
OK
BiH -
« 4115 ESP32-C2 Bluetooth LE 7% J= i S 44 4R 25 i, ESP32-C2 Bluetooth LE g 45 5 ] £
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>,<len>,
<value>,

ESP32-C2 Bluetooth LE A 453 :
i

’AT+BLEGATTSIND=O, 1,7,3 ‘
Mg |3«

E |
P > R AT MR EICE D8, BT DA AR, 8 KA EI 28 <length> [
{HIS, #1047 indicate #1F.

[ox |

AR
o Y5 ESP32-C2 Bluetooth LE & F'iig 4221k F| indication, N|&4$2 /K + INDICATE : <conn_index>,
<srv_index>, <char_index>,<len>, <value>,
o X FR—AR 4, ESP32-C2 Bluetooth LE % i i1t <srv_index> {H %% T ESP32-C2 Bluetooth LE fi
P <srv_index> {H + 2, X2 IEHE A,
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o WFTF ST PRFERIALIR , R 225 S0 o AT B SR AL I T IR 5

4.3.3 Bluetooth LE YE#:%%

PATR 73l [R] IR F P e ESP32-C2 FF ot , Hop—3eEA Bluetooth LE iz %5 5w ( AEA Bluetooth LE [z 5%
s ), 5y —PelFh Bluctooth LE % 1 (FU{f:3% Bluetooth LE % iy 6). KXl TR T /BRI
Bluetooth LE %3,

o

o fEVA REBEH DA ESP32-C2 Bluetooth LE M4 3wk #1E H 55 7E ESP32-C2 Bluetooth LE
MRS uaATHI AT, PLESP32-C2 Bluetooth LE % F 3L #E HFEEHE ESP32-C2 Bluetooth
LE & AT EPAT .

o A G RPN RIS . 98 HUR I ) R TE AR T MK IR

» ESP-AT £ R ifF40E 10 M.

1. ¥Ji54k Bluetooth LE TfjfiE.
ESP32-C2 Bluetooth LE H 45 i :

’AT+BLEINIT=2

M B -

’OK

ESP32-C2 Bluetooth LE % i :
o

’AT+BLEINIT21

i B <

’OK

2. ESP32-C2 Bluetooth LE filt 535 #5H Bluetooth LE #iihl .
i

’AT+BLEADDR?

i B«

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

AR
o BEAEIRHUIE T RES Bk mg N R BN, ECEERRHE, NSRS A E .
1. ESP32-C2 Bluetooth LE JI 45 34 % iR 45 4541F
iR

AT+BLEGATTSCHAR?

M B -

+BLEGATTSCHAR:"char", 1,1, 0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char", 1, 3, 0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1,6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307

Q)
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(£ L£50)

+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char",2,2,0xC401

OK

2. ESP32-C2 Bluetooth LE ¢ 45 i 7 #5) #&, 2 J5 ESP32-C2 Bluetooth LE % i - i 4 HLA%4: 3
Fhoh
ESP32-C2 Bluetooth LE JJZ 45 i :
fiy

’AT+BLEADVSTART

M B -

[ox

ESP32-C2 Bluetooth LE % i :

’AT+BLESCAN=1,3

i R«

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

PRLE
A AN OEREr EA T T iRl et ) A R O N8
3. %37 Bluetooth LE %32,
ESP32-C2 Bluetooth LE % F i :

AT+BLECONN=0, "24:0a:c4:d6:ed:46"

M B -

+BLECONN:0, "24:0a:c4:d6:e4:46"

OK

i :
o AR AYAIE, 5 45 ESP32-C2 Bluetooth LE 7 45 i il
o N Bluetooth LE 7E#2 44T, N4s3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE &3k, W44 /8 +BLECONN: 0, -1,
4. ESP32-C2 Bluetooth LE & Fiifs % B S5 -
i

AT+BLEGATTCPRIMSRV=0

N . :

+BLEGATTCPRIMSRV:O0,
+BLEGATTCPRIMSRV: 0,
+BLEGATTCPRIMSRV:0,
+BLEGATTCPRIMSRV: O,

1,0x1800,1
2,0x1801,1
3,0xA002,1
4,0xA003,1

OK

AR
* ESP32-C2 Bluetooth LE %% Fim £r i iR 55 i 4558, b ESP32-C2 Bluetooth LE [l i 2 1) IR 4519
LEIZ WA BRA RS (UUID: 0x1800 H1 0x1801), X 2 E# P4, FHEWML, X H—R%,
ESP32-C2 Bluetooth LE & it Ay 18] 14 <srv_index> {H 25T ESP32-C2 Bluetooth LE A i 25 141 i)
<srv_index> {f + 2. Bil4n_FiRR 6 P gk 4 0xA002, 4 Fi#E ESP32-C2 Bluetooth LE % F i v
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P F| ) <srv_index> A 3, W5RAE ESP32-C2 Bluetooth LE flg J i i@ i3 AT+ BLEGATTSSRV ? iy %>
2], N <srv_index> K 1,
5. ESP32-C2 Bluetooth LE % F1 3 % Bl .

AT+BLEGATTCCHAR=0, 3

i . <

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "char", 0, 3,3, 0xC302, 0x08
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02

OK

6. WEMZESE., & auth_req iy SC_MITM_BOND, JR45IH) iocap & KeyboardOnly, %)™
itHY) iocap SN KeyboardDisplay, key_size 516, init_key 5 3, rsp_key H 3.
ESP32-C2 Bluetooth LE ik 453 :

’AT+BLESECPARAM=13, 2,16,3,3

Mg |3

’OK

ESP32-C2 Bluetooth LE % i :

’Z—\T+BLESECPZ—\RZ—\M:13, 4,16,3,3

i Jo
’OK
VK
* fEABIH, ESP32-C2 Bluetooth LE fii 55 by i A HCXF %, ESP32-C2 Bluetooth LE % /i {2 73 it
XY .

e BESP-AT ¥} Legacy Pairing fll Secure Connections W, HEEEE 5N
S Se . X gt % Secure Connections, W& R Secure Connections
Ty =
7. ESP32-C2 Bluetooth LE % P13t & e 8515 3K
A

’AT+BLEENC=O,3

i . -

’OK

L
{113 ESP32-C2 Bluetooth LE JIf 453 i sk 81 a7 5k , ESP32-C2 Bluetooth LE [ 45 3 ] 24 7
+BLESECREQ:0,

1. ESP32-C2 Bluetooth LE % J i [i] 42 Fit X i
e

AT+BLEKEYREPLY=0, 793718

M .
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OK

PATIXA4A 2 )G, 7E ESP32-C2 Bluetooth LE f7 45 #1 ESP32-C2 Bluetooth LE % F'ifi 22 4 — 65
A BRI o
ESP32-C2 Bluetooth LE % 45 i :

+BLESECKEYTYPE: 6
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:

+BLEAUTHCMPL: 0,

2

O O O O O
~ 0~ 0~ N
N W

ESP32-C2 Bluetooth LE % i :

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE:0, 2
+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0, 1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

AT PAZIE DA +BLESECKEYTYPE L5 E . {55 +BLEAUTHCMPL: 0, 0 45 A5k 0 %
TN, R 1 IR R

4.3.4 W4~ ESP32-C2 JF Wz mldvr SPP 4%, UL KA UART-Bluetooth LE & {451
vl N E g

PATR 70 1 [l i i i ik ESP32-C2 JF i, b —3ff:24 Bluetooth LE fiz 553 (L fE>4 Bluetooth LE [t 55
W), Bl Bluetooth LE % P1ifh (H{f Bluetooth LE 7 P (4 ). 3 A T 1 Bz infid
7. Bluetooth LE %42, DA K ##57.1% 1% 185 Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE i {45
).

T FA RS EPPAESP32-C2 Bluetooth LE M43k i#Ea/E H 22254 ESP32-C2 Bluetooth LE
K %5 PR ATHI ], DA ESP32-C2 Bluetooth LE % /2 3Ll H 527 ESP32-C2 Bluetooth LE
& AT R

1. #¥J54k Bluetooth LE Hfjfik .

ESP32-C2 Bluetooth LE AR 45 3 :

’AT+BLEINIT=2

Mg J3 -

’OK

ESP32-C2 Bluetooth LE i :

’AT+BLEINIT=1

Mg J3 -

’OK

1. ESP32-C2 Bluetooth LE AR 55 s R EUE: MAC Hitil-.

’AT+BLEADDR?

i J3/ -
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+BLEADDR:"24:0a:c4:d6:e4:46"
OK

LR
o EAEIRHAE AT R S _ Bk B P R, IO R R, R AR HE .
2. ESP32-C2 Bluetooth LE JI7 45 i B #6250
fird:

’AT+BLEADVPARAM=50,50,0,0,7,0,,

N 3. :

[ox

3. ESP32-C2 Bluetooth LE JI} 45 i & T #6500 .
iR

’AT+BLEADVDATA="020106OAO9457370726573736966030302AO"

N . :

’OK

4. ESP32-C2 Bluetooth LE k45w iG) 4%
e

’AT+BLEADVSTART

N Y. :

’OK

5. ESP32-C2 Bluetooth LE & Jrus T da 494, 54E 3 #b.
A

’AT+BLESCAN=1,3

i B«

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o TRHRGEER AT RE S Lk W o AR ] .
6. 757 the Bluetooth LE %32,
ESP32-C2 Bluetooth LE % i :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

Mg [

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

LR
o A _Likar AR, A ESP32-C2 Bluetooth LE Al 45 itk o
o Y15 Bluetooth LE &3 %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #ER:K K, W&$E/8 +BLECONN: 0, -1,
7. ESP32-C2 Bluetooth LE fi 45 5251 R 45
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AT+BLEGATTSSRV?

N . :

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

8. ESP32-C2 Bluetooth LE Jf % it % FUASE .
s

AT+BLEGATTSCHAR?

Mg J3

+BLEGATTSCHAR: "char",1,1,0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char",1,3,0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char",2,2,0xC401

OK

9. ESP32-C2 Bluetooth LE & F i % PR 45
i

AT+BLEGATTCPRIMSRV=0

i . <

+BLEGATTCPRIMSRV:0,1,0x1800, 1
+BLEGATTCPRIMSRV:0, 2, 0x1801, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

PAE
* ESP32-C2 Bluetooth LE % P A i ik 55 (454, & ESP32-C2 Bluetooth LE Jiig /=i 25 i) il 55 1)
ZERZ A BRINIRS: (UUID: 0x1800 F1 0x1801) , XJ2IE# M4, EFM, %1 F-—iRkS,
ESP32-C2 Bluetooth LE & it A i 1) <srv_index> {H 2T ESP32-C2 Bluetooth LE R i 25 i1 1)
<srv_index> {f + 2. 40, FRRGIFHIIRS 0xA002, 4Fi7E ESP32-C2 Bluetooth LE % i
%) <srv_index> 4 3, HIHAE ESP32-C2 Bluetooth LE fif 3 11F AT+ BLEGATTSSRV ? iy
A0, N <srv_index> K 1.
10. ESP32-C2 Bluetooth LE % 13 % FAFE o
s

AT+BLEGATTCCHAR=0, 3

iy B«

+BLEGATTCCHAR:"char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "char",0,3,3,0xC302,0x08
+BLEGATTCCHAR:"char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20

Q)
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(£ L£50)

+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02

OK

11. ESP32-C2 Bluetooth LE % i fic & Bluetooth LE SPP,
B SRFEHEAER IRSFHIE (characteristic) {10 53838 X500, ¥E8E 2 HF notify 52 indicate 1]
characteristic /F R 3238 1 I8k
oS

’AT+BLESPPCFG=1, 3,5,3,7

M B -

[ox

12. ESP32-C2 Bluetooth LE & Fiii{#i §€ Bluetooth LE SPP,
fir e

’AT+BLESPP

i R«

OK

>

A RoR AT 243k A Bluetooth LE SPP 452X, ] DAHFA TR 1) A R F2 K .
K
* ESP32-C2 Bluetooth LE & i 7T J& Bluetooth LE SPP #4550 )5, & I AR S E T
Bluetooth LE {£#%| ESP32-C2 Bluetooth LE k%53t .
13. ESP32-C2 Bluetooth LE 453 HC & Bluetooth LE SPP,
%?%ih notify 53 indicate [{{] characteristic 1N 5B E & X85, W LIS #AER characteristic
ﬁ ZSI\ LIl iE B .

’AT+BLESPPCFG=1, 1,7,1,5

i B -

’OK

14. ESP32-C2 Bluetooth LE JR 43 {#i §E Bluetooth LE SPP,
S

’AT+BLESPP

i B -

OK

>

iR KR AT & 23F A Bluetooth LE SPP #15, 1] DAFFF T4 1) Ak Ak .
K
« ESP32-C2 Bluetooth LE fig F* i FF 2 Bluetooth LE SPP i &4 5, &8 U B po e 25
Bluetooth LE {£ % %] ESP32-C2 Bluetooth LE % it .
o 15 ESP32-C2 Bluetooth LE & P 5 $5F i Bluetooth LE SPP #4% | uk i F HoAth 5 451
“A Bluetooth LE % i, ] ESP32-C2 Bluetooth LE % i 55 25 45 TF )3 il Notify 5% 2 Indicate
411, ESP32-C2 Bluetooth LE % P 115 S FF 5 4 , S 53 il AT+ BLEGATTCWR=0,3,7,1,1
FFJEAfilr, ESP32-C2 Bluetooth LE IR 4% 5 7 g i) S2 05 4%
o X TR —HR 4%, ESP32-C2 Bluetooth LE & Fiifi 1) <srv_index> {H 25T ESP32-C2 Bluetooth LE [l

550 <srv_index> {H + 2, XAZIEHHE.
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4.3.5 ESP32-C2 5L . SPP 4%, UL At UART-Bluetooth LE % f&BisX T 144
Bt

R BIJER T UNTAE ESP32-C2 PR ((UAE M ARIIFER A I o5 e (0) AITFHL (U ARIIFEE T %
PUmffif) ZAES. SPP #EH:, PAKANMTYE UART-Bluetooth LE A5 4 4 il

H: JHBFPL ESP32-C2 Bluetooth LE R4 3% 314 /E H 28 2 4E ESP32-C2 Bluetooth LE I} 45
IPATRI], MDA Bluetooth LE & P 3 kM E X TG EAE F LA 85 A VR B F P AT R AT

1. ¥FFAlig K 2% Bluetooth LE P&, 40 LightBlue.
2. #4E4% Bluetooth LE T HE.
ESP32-C2 Bluetooth LE J 453 :

iy

’AT+BLEINIT=2

N . :

’OK

1. ESP32-C2 Bluetooth LE [z 45 i # Bt MAC Hihil-,

’AT+BLEADDR?

M .

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PR
o EAEIHUE T RES Bk m N R R, ISR L, RS S A E .
2. ESP32-C2 Bluetooth LE %5 it st &) #& S 50.
i

’Z—\T+BLEADVPZ—\RZ—\M=50, 50,0,0,7,0,,

M B -

[ox

3. ESP32-C2 Bluetooth LE J} 45 i3 & ) 3R 54
i

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

N . :

’OK

4. ESP32-C2 Bluetooth LE R w15 45 .
e

’AT+BLEADVSTART

Wi K7 -

’OK

5. 1% Bluetooth LE #3%,
FHL$T I LightBlue W I #2 7, 37 JF SCAN FF i 4, 4k %] ESP32-C2 Bluetooth LE % 55 i
B MAC #Huhl, fsf conNECT #EfTiE8:, HEAT ESP32-C2 i WV i% £ 4] Bl 240 T +BLECONN: 0,
"60:51:42:fe:98:aa" HE, XF/RCLHESL T Bluetooth LE £,

6. ESP32-C2 Bluetooth LE J}f 55 25 IR 45
s
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AT+BLEGATTSSRV?

N . :

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

7. ESP32-C2 Bluetooth LE fI 4% i % PUAHE .

AT+BLEGATTSCHAR?

i B -

+BLEGATTSCHAR: "char", 1,1, 0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char",1,3,0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

8. Bluetooth LE % 3 % U4 .
I BFAE T 41 LightBlue % 7 i 358 $% 5 5 Properties 5 NOTIFY B% % INDICATE IR 5545 F (Gx B
ESP-AT %A Properties 5 NOTIFY 53 INDICATE [ Il 55 4-1E =2 0xC305 F1 0xC306) , FH-h4 iy
Properties “& NOTIFY 5% INDICATE iR 554511 .

9. ESP32-C2 Bluetooth LE filt 45 i it & Bluetooth LE SPP.
e PE 3 FF notify B3 indicate f{] characteristic /F 4 5818 KX EIE, EHF L5 EVER characteristic
Ry S T8 SRR -

i

’AT+BLESPPCFG=1,1,7,1,5

i B«

’OK

10. ESP32-C2 Bluetooth LE [z 45 i fdi fig Bluetooth LE SPP.,
ANy N
R -

’AT+BLESPP

i B«

OK

>

iR FoR AT 2 43F A Bluetooth LE SPP 55X, ] DAIFATHICHR 1) Ak Fz k.
11. Bluetooth LE & F'ifis % 36 503
1E LightBlue % i 1643 0xC304 R $4FAF(H & 15 83E test 45 ESP32-C2 Bluetooth LE iR %53, it
i ESP32-C2 Bluetooth LE Ji 455 0] AUK R test,
12. ESP32-C2 Bluetooth LE [} 45 1 % 16 BdE .
7£ ESP32-C2 Bluetooth LE [} 45w B3 & 1% test, I LightBlue i ] PAKE] test.
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4.3.6 ESP32-C2 fiIF-HL.Z . Bluetooth LE ¥ ;b

PoRBIJER T UNf0AE ESP32-C2 JF &M (AR MR ke F IR S5 #nfa tn) MTFHL (U IRTREW F%
Frmfata) 2 [6)7357 Bluetooth LE 7432 9% A% 40 5E UL X

¥ S FPL ESP32-C2 Bluetooth LE R4 3% 3k A0#E1E H 8 57 ESP32-C2 Bluetooth LE f? %
I ATRITT, MiPA Bluetooth LE & P 3k F4AE X T BAE F- LAY IE 4 LB F h A TR T .

1. ZEFALim 2k Bluetooth LE (B F, il LightBlue |3 FIFET .
2. #J4E4% Bluetooth LE ZhHE.
ESP32-C2 Bluetooth LE ik 45 3 :

LS

’AT+BLEINIT=2

i B«

’OK

1. ESP32-C2 Bluetooth LE iz 55 wim Ak it H: MAC Jbht.

’AT+BLEADDR?

M. :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

LR
o EAEIRHAE TR S _ B R b BRI, IO R R, R ER 2 HE .
2. ESP32-C2 Bluetooth LE JIF 45 i B & 250
s

’AT+BLEADVPARAM=50,50,0,0,7,0,,

Mg |3

[ox

3. ESP32-C2 Bluetooth LE JI} 45 i B T #6500 .
iR

’AT+BLEADVDATA="020106OAO9457370726573736966030302AO"

iy B«

’OK

4. ESP32-C2 Bluetooth LE JJ? 45 58 B85 280
i

’AT+BLESECPARAM=13, 2,16,3,3

i B«

’OK

5. ESP32-C2 Bluetooth LE 45 i 145 4% .
s

’AT+BLEADVSTART

i B«
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OK

6. Bluetooth LE % F i 1] 7 4%
F-HL4TJF LightBlue I H #2 )7, F47IF SCAN Ft 444, 4k F| ESP32-C2 Bluetooth LE [z 5% i
B MAC Hudil, S coNNECT #EfTiE#:, M ESP32-C2 i iV i% & 47 B 24T +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XERCLESL T Bluetooth LE i##E,
7. ESP32-C2 Bluetooth LE fIt 453 % 2 in &5 K
s
’AT+BLEENC=O,3 ‘
i B«
[ox |
8. Bluetooth LE 7% i [/ 25 ic %
F-#L LightBlue [ FF2 7 NI NG 531 Bluetooth LE JE4% 1 T T £ 3t Btk 5 B (L &Ei 24,
BlmaRgH R 231518), M X, BEHF ESP32-C2 B % 24T B2+ +BLESECKEYREQ: 0 ¥ H
&, XERTFHLE LM T
9. ESP32-C2 Bluetooth LE fIlt 45 v [l & I % 85 4H
It Bluetooth LE Al 45 i [9] &2 i 25 4 Bl A b —25 3% v F-#L LightBlue [ #2737 i x5 B Y

WA 231518,
i

’AT+BLEKEYREPLY=O,231518 ‘

i B -

[ox |
I} ESP32-C2 Bluetooth LE It 55 i 2 ATEIZR I T PAN HA&, X375 ESP32-C2 Bluetooth LE fiiz 55 iy
5FHL Bluetooth LE & i 5¢ Ji, T HLXT

+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0,1

+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE:0, 2

+BLEAUTHCMPL:0, 0

4.4 MQTT AT 74

AT BRI E ESP32-C2 i FIfTMOTT AT 44 % fir BTN~ Bl o

F TCP & MOTT % 4= (& A4 MOTT R32) (ER FTHEED)
T TCP ¢ MQTT i%54% (5 & A4\ MOTT K32) (EA THE=E2)
T TLS #9 MOTT %35 (‘% Adet)i MOTT R32)

F WSS &4 MOTT 4% 3%

E3
A
A
A

O SR TR R B IR B R Wi-Fi AR5 .

44.1 JET TCP i) MQTT % (i %A GIE MQTT {RBH) (M1 %t Hib)

PATR 71 B[] s i i Wk ESP32-C2 JF b, For—HfEl MQTT %A (FUAFEH MQTT LAt fie), 7
—BfE MQTT 4T g (U MQTT AT & M ).
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ARG T WA AT TCP gl MQTT #4% . 1 /eBFE 2AId— 1AM MQTT A3, fikix MQTT HEHHY
IP #ihik>h 192.168.3.102, Hgld A 8883,

W% BIEPPLESP32-C2 MQTT X i & kI #E L 55 Zi4E ESP32-C2 MQTT A& it ATRI AT, DA
ESP32-C2 MOQTT iT [ & kA #/E L3 5AE ESP32-C2 MQTT 7] & um i AT RI AT o G0 SR VRV 45 5]
TRUHLEWR s e, DR AR A S AT 15 2 U AT o

1. & MQTT i P&
ESP32-C2 MQTT %7
s

’AT+MQTTUSERCFG=O,1,"publisher“,"espressif","123456789",0,0,""

Mg R -

Lo |
ESP32-C2 MQTT ] % :

e

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

Mg [

Lox |
2. ¥4 MQTT 2.

iy
’AT+MQTTCONN=O,"192.168.3.102",8883,1 ‘
Mg |3

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

ALK
o EIAR MQTT MBI 44 5 MQTT LHE IP Hudik v] RE 5 i fir & Hh AN ]
3. 771 MQTT 4,
ESP32-C2 MQTT 7 53 :
iy

’AT+MQTTSUB=O, "topic", 1 ‘
T
[ox |

4. KA MQTT {8 (45 ).
ESP32-C2 MQTT %1
i

’AT+MQTTPUB:O,"topic","test",l,O ‘

i . <

[ox |
B
* f14L BSP32-C2 MQTT %Al U At B, DA T {5 LK e ESP32-C2 MQTT JT B4 5%

’+MQTTSUBRECV:O,"topic",4,test ‘

5. KM MQTT 8.

S
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’AT+MQTTCLEAN=O

N . :

’OK

4.4.2 JET TCP iy MQTT 4% (FEAMEAIE MQTT 1REL) (&M F4daw2)

AR 73 031 [ B (5 FH P ke ESP32-C2 el , Hirh—3/ESh MQTT %71 (RAEN MQTT kfiF ), 7
—HEHN MQTT 3T Fd3% (A MQTT i M#H M) .

ARG T WA AT TCP gl MQTT #4% . 1H/eEFE 2Ad — 1AM MQTT A3, fikix MQTT HZHY
IP #ihik>f 192.168.3.102, Hgld A 8883,

WMREBEAHENEEEMANKRZ, CE/BE T 8RL AT WK BE 256, W&W PAAE
JAT+MQOTTPUBRAW %74,

F%: PYPRPPLESP32-C2 MOTT & A7 & I KA 75 BEAE ESP32-C2 MQTT %Al & i AT RIT, DA
ESP32-C2 MOTT T & JF kA4 A 5 27 ESP32-C2 MQTT 1] B ST RIAT o IR 44 A e 1
FRIAEMR A, WIRE A A A o i R T [ B i AT -

1. B8 MQTT i &tk
ESP32-C2 MQTT ki

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

M. :

’OK

ESP32-C2 MQTT iJ 1%
fir s

’AT+MQTTUSERCFG=O, 1,"subscriber", "espressif","123456789",0,0,""

i B -

’OK

2. 4% MQTT fUE.
fir s

’AT+MQTTCONN=O,"192.168.3.102",8883,1

i . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

PR :
o ET A MQTT ACEEIE 4 5% MQTT A3 IP #ihl AT 5 _FiRdr AR .
3. 7T MQTT /3.,
ESP32-C2 MQTT iJ i3 :
e

’ AT+MQTTSUB=0, "topic", 1

M .

’OK
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4. KA MQTT JHE (F4FH) .
TR AR AR B A AT T R RIS, KN 427 77,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}

ESP32-C2 MQTT %7
s

AT+MQTTPUBRAW=0, "topic", 427,0,0

Mg o«

OK

>

idm R oR AT CHERT IR AT, U RRRT DA A B, 24 AT el 3 il Bd KRk 2|
<length> J5, HIELHITIH.

+MQTTPUB: OK

B
¢ BT TR ORI TR LT AR L, AR B AR T4 (CR-LF),
W1 ESP32-C2 MQTT % WA SATN KL, WA F i B4 &7 ESP32-C2 MQTT 11l #4275

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "0O", "Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/", "User-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}

5. S0 MQIT k.
e

’AT+MQTTCLEAN=O

N . :

’OK

44.3 J&T TLS [y MQTT &% (i 24l MQTT {U2H)
PAR 7GR W ESP32-C2 JF by, Horp—3effo MQTT %Al (M2 MQTT A& fith), 73
— P MQTT 4T % (UEN MQTT i1 & M ).

NBIAE T e 3T TLS A MQTT 4. 15 /efETE 2l — 44 MQTT 3, f&kik MQTT R
IP #bhlh 192.168.3.102, 04 8883,

wg: BPPAESP32-C2 MQTT & A7 3 ke R 75 Z7E ESP32-C2 MQTT & A& im A TRITAT, DA
ESP32-C2 MQTT ] 8 # F ki #fE L5 ZAE ESP32-C2 MQTT 7 & bt A TR W] o SR BRI A 5]
SEHALEMR i 0, DRR B AT 2 i T 2 i A A T o

1. PEEBTIX A SNTP 7428,
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’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

N . :

’OK

2. Prif] SNTP Hi}a] .

’AT+CIPSNTPTIME?

M. :

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRV SNTP Z5 80 5E 5 _EaRmn i i AN ]
o EHfAR SNTP i [a]— & & B3 AT E], ANEEZ 1970 4F K 2 Hi A E] .
o RETEE N THE TLS A IER A IIE 5 A0 %500 .
3. & MQTT Hl gtk
ESP32-C2 MQTT %7
s

’AT+MQTTUSERCFG:O,4,"publisher","espressif","123456789",0,0,""

M B -

’OK

ESP32-C2 MQTT ] [ :
e

’AT+MQTTUSERCFG:O,4,"subscriber","espressif","123456789",0,0,""

M B -

’OK

4. L MQTT JE3£ P

’Z—\T+MQTTCONNCFG=O, 0,0,"lwtt", "lwtm", 0,0

M B -

’OK

5. HE# MQTT LR,

Py N
g

’AT+MQTTCONN=O,"192.168.3.102",8883,1

W R

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

i :
o EEI A MQTT Q44 50 MQTT 3 IP ik v 5g 5 _Fidar & H A .
6. 17% MQTT /5.
ESP32-C2 MQTT ] 4% :
s

AT+MQTTSUB=0, "topic", 1

N . :
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’OK

7. %5 MQTT I8, (54 ).
ESP32-C2 MQTT %41 :
s

’AT+MQTTPUB:O,"topic","test",l,O

Nl <

’ox

PAE

* Q2R ESP32-C2 MQTT %A M AAHE , A MEERF&7E ESP32-C2 MQTT 1] & e -

’+MQTTSUBRECV:O,"topic",4,test

|

8. KM MQTT ##%.

oz

’AT+MQTTCLEAN=O

M B -

’OK

4.4.4 3L T WSS i) MQTT &4

PATR 71 B[] s i i Bk ESP32-C2 JF S by, For—HfEol MQTT %A (HUAEH MQTT LAl fie), 7

—BAfEH MQTT 4T g% (U MQTT AT & M ().

AP EE T U T WSS B MQTT #4#2. MQTT U4 matt .eclipseprojects.io, WA

B R matt, Bk 443,

T PYPRPPAESP32-C2 MOTT & A7 & I KA 75 B ESP32-C2 MQTT %Ki & i AT HIAT, DA
ESP32-C2 MOTT 3T & I KA A 5 2 ESP32-C2 MQTT 1] B sm AT RIAT o IR 44 A e 1

RITFEMR s, D)5 A R A 2 i AN 1T B S AT

1. B XA SNTP R 45%s .
s

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

iy B«

’OK

2. #¥if] SNTP B d].
s

’AT+CIPSNTPTIME?

N . :

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

i
-« {Eh#5i SNTP 555 A5 A g R

o T OR SNTP I JH]— 2 FLICA RN 1], ANBESE 1970 4F K 2 BRI TA] .

o R EIEE N TAE TLS ATER R ERAIE A5 176 %5030
3. WE MQTT H gk
ESP32-C2 MQTT %1
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e

’AT+MQTTUSERCFG:O,7,"publisher","espressif","1234567890",0,0,"mqtt"

M K7 -

’OK

ESP32-C2 MQTT i] %
A

’AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

M B -

’OK

4. R MQTT .

’AT+MQTTCONN=O,"mqtt.eclipseprojects.io",443,1

M B -

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443"," /mgtt", 1

OK

VA
o 3 AR MQTT B4 5 MQTT U3 IP Hudik AT RE 5 _Fakdn & s AR [l
5. 17 MQTT 4.
ESP32-C2 MQTT 1] 4% :
e

’AT+MQTTSUB:O,"tOpic",1

Nl . <

[ox

6. K7 MQTT JH K (F4FH).
ESP32-C2 MQTT %1

’AT+MQTTPUB=O,"topic","test“,l,O

Mg [«

’OK

K

* 2R ESP32-C2 MQTT %A M AAHE, A MEERF&7E ESP32-C2 MQTT 1] & i -

’+MQTTSUBRECV:O,"topic",4,test

|

7. XM MQTT &

’AT+MQTTCLEAN=O

W

’OK

4.5 MQTT AT &4 55
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AR BN R S L AT fir %X AWS IoT,

W AL MQTT AT S S [ PEAIE R, WS FAMOTT AT 44 . fE75 BHE i 33 AWS 10T JF
KAGE KK AWS ToT.

T IR PAN AP BR ) ESP-AT 545 ESP32-C2 i #i%H:5] AWS IoT.

o I AWS IoT 3% B4 5 vA B endpoint

o & MOTT AT 443 F i i it & 3 AWS IoT

4.5.1 J\ AWS IoT 3R HUIE 5 UL B2 endpoint
1. B AWS ToT #E#H GikS, PAMNYZ ToT Core services.,
2. ¥ IR A AWS ToT %5 HP Ui Bl G AWS ToT R . S ANIEF
AR E PAS DA N IR RIS S

* device.pem.crt (X£5EF)
« private.pem.key (FAG%41)
» Amazon-root-CA-1.pem (# CA jIF3)

3. MRHESCRY 5 AR RIS, (endpoint) PAK 1 g ] ek 5 A 4 5 21| SR

S RIS “xxx-ats.iot.us-east-2.amazonaws.com” .

ik SRZVEBUEIAE AWS ToT JF RN R DA R AR v R RS A — SR 2 A
* AWS IoT 5 Z A BLA AU FYRET . HPAY]. FMIRUES.
o A RAMTEEEIE T .
o DA Z MIN (Ohio),

4.5.2 {1l MQTT AT 6y 25 TR A IEEE: AWS ToT
PRUIE TS
FTIF A4 ESP-AT TAE, JFPATHI R #ef

o ffiffl Amazon-root-CA-1.pem ##f customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
* ffiffl device.pem.crt ¥ customized_partitions/raw_data/mqtt_cert/mqtt_client.crt.
o ffi[] private.pem.key ¥ customized_partitions/raw_data/mqtt_key/mqtt_client.key .

FvEHGER AT [E1F

%1% ESP-AT T H DAY AT [, FERFEFRREIGHY) ESP32-C2 ifr. ST EZHEE, WS Ak
%1% ESP-AT 142,

Friks ARG ESP-AT TAER LS, W B AT fy B el fF P agIES , ARG S 5l 4e fT 2
# PKIBL R ,
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M AT fiy 24251 AWS 1oT

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1

iy R«

’OK

2. &3 AP,

’AT+CWJAP:<ssid>,<password>

i B -

[ox

3. 1% B SNTP Server,
iy 4

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

Mg o

’OK

4. Z¥if] SNTP Fif[a] .
e

’AT+CIPSNTPTIME?

iy K«

+CIPSNTPTIME:<asctime style time>
OK

LK
o BEIPATHY <asctime style time> A2 e EL I DX SEIRF IR ), 5 000 2% PR R UE 5 A 28000 -5 20
R
5. BEE MQTT H & k.

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i B«

’OK

AR
* AT+MQTTUSERCFG H155 2%k 5, RIAURIAIE, AR,
6. %3 AWS IoT,
iR

AT+MQTTCONN=0, "<endpoint>", 8883, 1

Mg |3

+MQTTCONNECTED:0, 5, <endpoint>, "8883","",1
OK

L
o HIE <endpoint> ZE{H IEE 431 <endpoint> {H .
o JEYETE U I 8883,
7. _LT ]‘ﬂi‘ﬁag\ °
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’ AT+MQTTSUB=0, "topic/esp32at", 1

N . :

’OK

8. ZAMHE.

’AT+MQTTPUB=O, "topic/esp32at", "hello aws!",1,0

i . <

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

ABIH &

IEEZHHEWNT:
1. ESP32 i H it

AT+CWMODE=1 ~

OK =

AT+CWJAP="MERCURY_407","" ~

WIFI CONNECTED

WIFI GOT IP =

OK =
AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -
(o] o

AT+CIPSNTPTIME? =
+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 =

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,""

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =

AT+MQTTSUB=0,"topic/esp32at",1 =

OK =

AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

}=

2. AWS i H &
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to topic
I topic/esp32at x

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!

Espressif Systems 237 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 4. AT #y2 R

4.6 'Web Server AT 74l

AR A AT web server [, =29 AT LA TH A -

1% B R Y, 25 AT Wi-Fi Bz 9

A& R ) Y, 25 1 AT OTA B+ 2R

1% R Az N2 5 34T Wi-Fi BRI

12 A #1045 N2 24T OTA B R FH2%
ESP32-C2 14 )8 Captive Portal 5 #%

ik BOARY AT IR SCRR AT web server FUINRE, 15575 Web IR 5% AT &4 JE I ZIIRE.

4.6.1 i %2 2E T Wi-Fi S
s
1 web server, FHlmf PC n] DA E ESP32-C2 1% £ 1Y Wi-Fi HEH:{5 E. G0 DA H T H1 s5  fimi 1% 322

| ESP32-C2 5y AP, il i W VEZRFTITRCM M 0T, F-FF Wi-Fi BB B Kk 4y ESP32-C2 ixt4t, AR5
ESP32-C2 S #-F R A8 E BAR 4 B 5 (0 e % o

Wikt
BATMIRAE AT DA AR =2

o B % &ik4k ESP32-C2 i &
s ARAR B AERA L

DG CT AT S

MCW Bef dEtE ESP32-C2 ety 156, 4 kMM B s HE ESP32-C2 5t #%, ESP32-C2 i Z ML E AL
AP+ STA iz, F8IH—4> WEB RS2 5 IEMEE , W AT 6y anh

L R TR BCRAE R, ARG RRIC IR, RTRE R MR PR B 2 i A C 7 B AN T3 20 WEB iR
S5 LR .

¢ Command

’AT+RESTORE

2. Jit'® ESP32-C2 #4547 Station + SoftAP izt
¢ Command

’AT+CWMODE:3

3. X'E SoftAP [} ssid Fil password (U1 B ERIA 4 HE ssid A pos_softap, TCESH) Wi-Fi),
¢ Command

’AT+CWSAP:"pos_softap","",11,0,3 ‘

4. (EREZ .

¢ Command

’AT+CIPMUX:1

5. fll## web server, uilIl: 80, HRIEREWIE]: 25s (BRAHK N 605s),
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¢ Command

’ AT+WEBSERVER=1, 80, 25

WR)g, R iR 4 sl web server Ji5, FTHFECM 4R Wi-Fi #8068, %3 ESP32-C2 X %1% AP:

WLAN L @

Al F WLAN 3|3

pl:uf seﬁap
|_- {_/ |:J _I_.-:I:|

)

1: 8 ESP32-C2 AP

YA A B B FERC I i 45 1481 ESP32-C2 4% )5, BIn] &% HTTP 353K, FLERri AN

A E R VR, WEAHE MO SCRAIC M A VE M Rr e A AP, i, an s (i f FAL%H2 5 ESP32-C2

) AP, WIZFHUAEAE A ESP32-C2 & R AR H ) T{X'J Yias i A web server ERIA [ TP Hiht

( ﬁu%;ﬁxﬁ ESP32-C2 % %11 SoftAP IP #uhit, BRiAN 192.168.4.1, 0] PAiE L AT+CIPAP? 6y 425124

Hi[Y) SoftAP IP #ihit), FTHFHCI FLIE , i APUZERE I fh#71Y ssid, password, sy “FFIRECM” B m]
AIE Y :

FH PR DA 5 e G R TR e SSID B AE A R R RHE, A E ESP32-C2 BB T AP 513, E#EH AR
AP i A password Jii, il “TFAAECMT BIAT S ShEC M -

MFICIIEE A TR R S B s A

PEWI L BCRORIG, WOTCRs B B b, ARSI T, T E i A ESP32-C2 Ay IP Hudik, T
BETIT R

[, AEHR H R an R e R

+WEBSERVERRSP : 1 /] REKE BN

WIFI CONNECTED // REKIEKE##

WIFI GOT IP /) HEER G FKEIE 1P

+WEBSERVERRSP : 2 /) RER AR EREM BT ER, it T UEK wEB %R

URBCR I, R R
I, FEES D R 4 5 6L

umm IP # f& B, MCU_

+WEBSERVERRSP : 1 /I REE S EW
SHNAERBZAHERE LR, %

WAL ERR

Pel) 1 M GO R RS B R R . iR AT ESP32-C2 i) Wi-Fi AP B IERIT RS, PAK
AP E’Ji‘ﬁﬂéﬁﬂﬁ A C &5 A BRI AT 6y 4 33 i web server

4.6.2 fEHMBIES T OTA [l fETH4%
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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wifr

W WS B4TFF web server [ BT )5, 7T DAREEEHE A OTA THR FUT , 3 aeh 90 BT TFER0R7 43 I v f ] 2k 56 3 G
AR IIES R E A (EFS % S0 4o T 37 PKIBeE TR ZIEER) .

Wikt

T OTAfe E W\
RFER I H SR

AR AR
RILOTA #5 R

FIOF OTA LB v e, SEMTTA T A “OTA FRR” 5, F19F OTA FLE TG, W PAEE 4]
[l {44 . AT Core i :

PEWI 1 Y30 AR HE BSP32-C2 Bibkf) AP, =511 OTA JiC B U A Y15 7% -5 ESP32-C2 B IEHEAE
A>T Ry, A AT AT e 5 T

AT 20 WO ESRE Y HTE AR ST P g R B R A S, P S . /build. py
menuconfig > Component config->AT->AT firmware version (Z# K4 iF ESP-AT 1L42)

WHGRRASS, LR SRR A A, DA T B AR PP [ R AAS o
PP SETFI sy X AN, mialy “Partition” NRIHEAAREUIA AT ATHI A 23 X -

e HRIEE  np, Rl SRR RN SR, R AR AR AR -
ZJamial CEPETR SR AR

BWI 12 AT ota MK, WUSATERNE TR . BG4 G ST, oin. SEHHRECE
JONREE L part itions_at . csv ICARHGE UK ota AHKA/N. AR SCPFHIHAIE R, 5% %
Rl 73 o — /N #r 09 A248 L 3

BEW] 20 T HEAIX, MU R BRI B TR A . [ a4 S AR L bin, TERRIRERTR
INRELHTT at_customize.csv SCHFE LI XK/ A RIEHETEAE R, 65 % X 41T A

AR OTA Z528 e, FEPFARR, FmR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF M ER ota B 4 H 4
+WEBSERVERRSP : 4 /) REFR S B, ota B %K

AU OTA AR RN, i “THRM, R e El:
[, FEAR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ot B K
+WEBSERVERRSP : 5 /) REFBKRE ot EHHEHKE X
SHEERHE, #R ER S HHAIT oA BHHA R

W, FPT LB EFHATA OTAL

BEW] 1 XHF ota 73X, FREIMATAT+RST 5 ESP32-C2 DAR A 1T -

BEW] 2: ESP32-C2 A HIY ota [EPFNE . (A K HICE e IKEPENES, FrAT iR
Hog s X E A A IEA
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE

ota

ble_data

server_cert

server_key

server ca

client_cert

client key

BiH
72 BRI A AT AT A 3 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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4.6.3 PENRE/DRYFREST Wi-Fi fic
iF]x
Tl /IR e FE 190 e e el s /MR Py 4 ESP32-C2 B 5 B AP, F il flofi /MR P 7 B H2 (1) AP

5 L H 25 ESP32-C2 4, ESP32-C2 #r it iX 2815 BB HBIXS WY/ AP, FF I8 ANRUE /M7 BC I 25
RIFUTTH

H ¥ ESP-AT ffF/MEFFRT 2024 45 12 J] 31 HRAE. FEMCIUIE], Gl R . it )s
DA RTER, HOBECR RAERTST, BAVRFEWCOY BRI SRR I 5, RO G BRI S -

HEABE R AR AT AT R AT DU 2

o BoE ESP32-C2 % & %4k
o eBME R

© HAF AP itiF
» PATE M

MLV ESP32-C2 Bete B8 N 1 ik/IMEJF I8 ESP32-C2 504, ESP32-C2 i &l LWL BN AP + STA
X, FHAE—A WEB 55 &S50 MEFIER, XA AT 6l
L SRR Z BT ECRAEE,, ERATERRIC AR, ATREDR AR AR PR B 2 AT e 15 AT 5:30 WEB fiik
S5 IR B .

¢ Command

’AT+RESTORE ‘

2. [l & ESP32-C2 i %4 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3 ‘

3. iXE SoftAP { ssid il password (M5B ERIA 445 ssid A pos_softap, password “Hj espressif ) .
¢ Command

’AT+CWSAP:"posfsoftap", "espressif",11,3,3 ‘

ik WS/ MEFERIA ] ssid 2h pos_softap, password A espressif 1] SoftAP %t i RE, Wfifk
K ESP32-C2 B S 400 I R e B b T8

L [EREZ IS

¢ Command

’AT+CIPMUX:1

2. f# web server, Uil1: 80, feKIERENIE: 40s (BRIAFK N 60s).,
¢ Command

’AT+WEBSERVER21, 80,40 ‘

IR/ DRDY  FTIFFHURLE, SR TR —4ERD -
IR /MR, BE AL 53T -
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T

Espressif Systems 251 Release v2.3.0.0-esp32c3-894-ga599a7e639
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 4. AT #y2 R

Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

HE.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 =

—
— e . B
B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S
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2. BB, AR R “HERFILRTT BN )G, A ALY G E 2978, i ESP32-C2
BRI H Bl R B A RO AR i

@A SSID

666888666

Message

S

AR FHAS

&l 20: JTURiEHE] AP

3. EBIW%%E/JV‘F J7 BT S8 DA B HR 1 i 1 B0 5t 5 B “Rr AR H AR AP AR ASHLEC R T
L —FE, Z% L3

5 WL BB
BEW) 1 W TR R RS CBE R IE R . 15T ESP32-C2 FEEL) Wi-Fi AP B IEHTF S, AKX
AP PUAHERLE, AT L5 A IEMA AT 62 213 H web server,

PEW] 20 FEP TR S T H: AP RIS R A LM B A Wi-Fi BRI E R BT IT, K ESP32-C2
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEWI 30 FCR R R ARG RAER Wi-Fi FCE 7. i Tl TALIERE ESP32-C2 ik AP, 1
A ESP32-C2 Bl ssid, password E.'ééi’ﬁﬁﬁti?ﬁ*ﬁ@%iﬁﬁ@ﬂﬁ

4.6.4 (A DR ST OTA WfETF2

Bl /BT S 50 L ESP32-C2 A BIPE L, 1§57 Lkl B ESP32-C2 i 4 5 O LIRS TR
528 ESP32-C2 B (WS CALER M SE SIS, AN TR, SRR, BT OTA
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W TH AR5 B I BE 4 AT OTA [ PFTHRRML, WS 1 A ) W 35 24T OTA Bl # I+ 28

4.6.5 ESP32-C2 i l}] Captive Portal JJjHg
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

J&i ] Captive Portal BHAESS , 5% | iRBL M 1% &% 35 ESP32-C2 3% & (R HAR AL BR 52 i ESP32-C2 Rl iyl
B, RJG I ESP32-C2 4511 AP:

WLAN @

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

n k&, station L ATIEHATIT Captive Portal JyFERY ESP32-C2 451y AP J5, #/R “f$8srANIE", )5
S5 BTN SR, FEBEREE) AT web 0 FLIiT. 4R AEE SUBKEE, TR station A MR, At “IA

HE” g b BRI RY “pos_softap” # S ZFR, F-ahifilik Captive Portal H #l$] X Wi #, #)\@J AT web
FEE AT
W B HERR

BEW 1 JEAEAUT (station ¥4, AP %45 ) #B3Z¥F Captive Portal DJREA REARUEZ IR IEH A, Bk, %
u% 4% ESP32-C2 %451 AP FEHE/T CEEFANIET, FHEG EsziF/\@J AT web [ T 5L, FIAE
12 station %45 AN IFZINRE, I, ES % Fadak R R 2R B M AS 8 1 ER S E T 33T T AT web
FES TR

4.7 HTTP AT 541
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AT BRI ESP32-C2 i BIZATHTTP AT 4 4 5 v QI HEA R Bl o

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.7.1 HTTP % pii HEAD 52K J5 1

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.7.2 HTTP % jui GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
(FIgk%:)
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(£ L£50)

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

473 HTTP %) POST Wik itk (GEMT POST Aitkei)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.7.4 HTTP % ;355 POST iRk itk (et k)
R G POST Wi EAI M K £, B4l TH & AT AR K M 256, W)@ 3 & A DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.7.5 HTTP %y PUT iR Jiik GEM T ICBdkifse)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.7.6 HTTP % PUT §5RJjik (Mt i)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(N oiakzn)
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by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.7.7 HTTP % jii DELETE 2K J5 1:

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT:282, {
"args": {},
"data" : n "’
"files": {},
"form": {},
(T UaREE)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.8 Sleep AT 753451

AT N ZHF 25 BBV AT/ ESP32-C2 25157 fi BRI AT fip I B BRI

YN
o f& Wi-Fi 2 X F % & A Modem-sleep 72 X,

o & Wi-Fi # X Fi& & A Light-sleep 12X,
o X # A Deep-sleep 12 X,

4.8.1 fifr

ESP32-C2 Z RSt i A PECAR, W DAEA [ R f A [ U4, 2407, ESP-AT SCHFLAT Y
FHOFER (2 RIRIEA G S5 BRI ) -

1. Active Bigh: WAL T TARRES . AR, ZH R E S

2. Modem-sleep #izl: CPU W[iafy, HFBhl#ilcE . Wi-Fi BA7. W 3 FUEH A .

3. Light-sleep #ix: CPU {5217, RTCJ’?—@%%%%MWM&ULP VML PR AT . AT A e i =
(MAC. FE#L. RTC @ZHf#§s /N W) # Ml b

4. Deep-sleep fHz: CPU AR, N RTC f7fifigs fl RTC AMEALT TAERRES.

BOATE LT, ESP32-C2 AL RS LENEUEA Active B, 2 CPU ANFE—E TAERF, HIHANERFINR
BRI , ARG AT PAE AR FER

ESP32-C2 [JIh#E, S5 ESP32-C2 RIS BARKAME 13

i
o P B IATE Wi-Fi *ﬁiﬁﬂﬁﬁc B ESP32-C2 1% i A HEARAR .
o IR Wi-Fi B0, HfF station B Modem—sleep #izUHl Light-sleep iz,
o MT W AR T Light-sleep i, HHRIMNBAEAE 32 KHz Fifk. W1RAMNEBAAELE 32 KHz
iR, ESP-AT ¥ TAE{E Modem-sleep #={ .
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iy ik

G REI S A o B R T, B ARG A i AR S AL A T
WFERNS% TR, (R, BHPITRBARE T ESP32-C2 , SNHICHIFYEHE.)

Digit Multimeter
DC Power supply

@ ESPRESSIF

] 22: ESP32-C2 Fii {443

4.8.2 1t Wi-Fi BizX, F % ¥ & Modem-sleep 5=

1. %5 Wi-Fi 2 station Bz,

AT+CWMODE=1

M B <

OK

2. e

iy

AT+CWJAP="espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

K
o fki A SSID FIERS T REER iy BRI o 35 68 SR % b 5 ) SSID FIEERS .
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3. RIS, Modem-sleep Bt
o

’AT+SLEEP=1

N . :

’OK

e
» RF ¥i4% AP ) DTIM & 560 (B hgs— i & DTIM A 1).

4.8.3 At Wi-Fi Bi, F % ¥ & Light-sleep iz

1. ¥ Wi-Fi 4 station #5,
A

’AT+CWMODE:1

Nl <

’OK

2. FERBKHAS. BCE KT 3.

’AT+CWJAP:"espressif","1234567890",,,,3

Nl i«

WIFI CONNECTED
WIFI GOT IP

OK

K
o fika AH SSID HIEERD ] BEER_Eid iy & AR IR o 35 68 SR % b 5 ) SSID FIEERS .
3. BERIREEACN Light-sleep 5.

fir s

’AT+SLEEP=2

i B <

[ox

i
o CPU £ HahRHR, RF MSHRIGAT+CWIAP BB W T IH) B 52 3 54 P

4.8.4 V¥ k Deep-sleep fis

1. P BERIRAECH Deep-sleep #x . % & deep-sleep -} [a] 5 3600000 ms.,

’AT+GSLP=36000OO

i . <
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OK

LK
o BOEMEENG, BoAr E S, ORI, SRS N AT .
* T Deep-sleep #i3, ME— ML 5 {4 7 IR o
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Chapter 5

ESP-AT iR AR 4

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

<major>.<minor>.<patch>.<custom>

Hrpe

y <majc;2>§ﬁ~7£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA
5, ARSI

<major>.<minor>.0.0

oo

o <major> N FEFMA. Bl release/v4.0.0.0 RFEFHEKREH, WEOQIES | ADIGG A S H.
BRI A EHE R

o <minor> KRB A, Bl release/v3.3.0.0 fCFARIER, WE L5 Piessm: . ESP-IDF
WA TS . 1R RS SE

WHRNTOUT, FrAAnn AT BPERAE LA S LT 2R, ERIRA ERE)S, 2K AT B
] % %A1 73 52 %) GitHub,

o SHTRREIT SO H S AE master 43¢ BT, ARG EIRAI D L.

o BB S H S AE master 7} 30 EHHT, WISRMETVE, SEHFEIRAS S E.

54 2RIV

ESP-AT {1 1~ 1 BEMA RV BERLA AT AU 0 S FEIIIR . SRS | WA L SR, KR R
{ft 34, 1 ESP-AT 23T ESP-IDF JF& 0 H , [Hit ESP-AT 13 f:-01 L2 32T ESP-IDF () 345
AR, 43T ESP-AT & MAE BT :

AT fRA& (Bt | X E41& A& | IDF R IDF T3 HARR AL | AT #rhRAE KT
i&] ) A dl
v4.0.0.0 ESP32-C6 V512 2025.12.30 2025.7.30
(2023.12.29) 2025.9.30
v3.4.0.0 (2024.6.7) . Espa v5.0.6 2025.5.29 igggézz.?
« ESP32-S2 -
v3.3.0.0 (2024.5.9) . Espaaca | V306 2025.5.29 ;8545;.;22.;9
« ESP32-C3 -
3.2.0.0 ~v5.0.3 (24b9d38) | 2025.5.29
Z2023 7.28) * ESP32 Y03 ) « ESP32 & %
e « ESP32-C3 1o IR A
v3.4.0.0
. ESP32-C3
& & 7 A iR
K v3.3.0.0
ESP-AT 2% % A fiuAS 32 R I0IR A F

o SCRRARR AR 551
WM AT BATiZO B AT BTG, 20HRIEMZ SR T —A4 AT A R ik, F—
A~ AT JRAS Y KA [R]85 7R 100 F A R TR B8R, s X)) ESP-IDF 37 7 40
B Z5REILAN A (AT EAULE A 400 A %Y ) ESP-IDF U4 )
o STRFHARR 0 23 1
WHENMRS WG R, F1Z0 5% ESP-IDF SCREIFR 455K (AT RAuiB g/
A%t 7% W) ESP-IDF fft4%) . 40, ESP-IDF v5.0 {32 #F 1 BR %] 2025 45 5 H 29 H ,
H82, ESP-AT v3.0 ~ v3.3 4 R3] 2025 425 H 29 H.
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Service period (Recommanded for new designs)
Maintenance period

v4.0.0.0 ---------- 29 f])ec 2023 30 Iiec 2025 -
4 _ | | | | . | | |
« i i i ; H ; ; 1 1 ; i
g VBA00 7 Jun 2024 | : 29May 2025 0o
[ : ; : : : : ; 1 : :
= i i i i . i i |
< : 5 5 5 i ; ; : a 5 :
A V3.3.0.0 roreerrerieree s MIAWE 2024 ; 29 May 2025 - ---eeeordeeeeeeee oo
v H : H H * * ¥ . ; : H
23] : : : : ! : : :
v3.2.0.0 - 128 Jul 2023 § § 7 Jin 2024 | . 29May205
i i i i i i i i ; i i
2 X S [ B ) < ) ©
© o° W & o « N Sa o° W
Pl 1: ESP-AT JiAS SCRHIRR
R

o —H AT RZAAHIIA, MIHBAR SRR RIIR SRS R, #EA SRR 431 .
B, AT %15 T v3.3.0.0 A (%4F%F ESP32-C2 1 ESP32-C3 :f5 1+) , #4 ESP32-C3 1)
v3.2.0.0 MUARY SZRF R AU AR 55 45 o, HE A SRR 4EH3 5 ESP32-C2 ) v3.1.0.0 Jit
AP SCRFIBR I RS BIEE R, i A SCREIBR A 4E 311 .
o N4 GitHub K5, 51T5 AT pa R4 A, GitHub RFS7EBNRCAS A& 70 B B s A . 43 A
[ AT [&{44 Bugfix MUAR LA, 1EMUT T+ 2% Bugfix U4 B9 RLk] .
o TER PR A R A L R T, ERC T T R A R AR
o TECFFBIFR N B ESP-AT A AKRF4RZEAE GitHub 1) %154y 32 T E % bug B . LB R 5,
H AR T B 0 A AT B Bugfix B

5.5 FE 401 AT EPERAS
TR LAT+GMR fr 5255 AT BIRAME L, BHAT+GMR 4 FIS B0 TREZ 54,

5.6 TPy AT JiA K Au

o B—W: BFMuy GitHub W5
o B PFL R ILayilfe
s H=F EHAEA LR

5.6.1 i5—3b: BaEN GitHub iK'S
TEFFIEZ B, 56 BRI GitHub S B3 I K 70 T 2 A .

5.6.2 b dEPEE R
i) ESP-AT O, Sy A A watch, Ffdy Custom.
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= O espressif / esp-at Q +

<> Code () Issues (98 i Pullrequests 12 ) Di 5 (® Actions 3 Projects

@ esp-at Public Edit Pins Vatch 50 = % Fork 684
Notifications

¥ master - ¥ Goto® -+ Participating and @mentions

Only receive notifications from this repositon

when participating or @mentioned 1 for ESP32/ESH
@ xcguang Merge branch ‘bugfix/. IIESP32-
All Activity
) Maotified of all notificatior
B .github "
Ignore

B .gitlab/ci Never be notifi

B bootloader_compaon... chore: Updatec Custom

components
docs
examples

ETN
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5.6.3 b @il kA ]

£)3E Releases F 51 Apply.

O espressif Q +

<> Code (-) Issues 98 I L) Discussions () Actions [ Projects

@ es p-at Public 4 ¢ atch 50 % Fork 684

< Custom

¥ master - P , Goto: , I'I'I
1 for ESP32/ESP
xcguang Merge branch ‘bugfix/. Issues IESP32-

Pull requests
.github meleases
.gitlab/ci docs: Added the ¢ Discussions

Security alerts
bootloader_compon... ’
components

docs

examples

main

P 3: gAY (RETeR)

DORERESE I 1T AT KA. A8 AT AR Sy, o203 GitHub AYE AT
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Chapter 6

Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ARSI 21 T A A s 4% ESP-AT TA%, FFH52E B [ (- be s 3] ESP32-C2 e o 2M43BIARY B 7
K AT B TOIRI R R ORI, SRR A LAT st v iy AL K 45, IR 25055 24 ESP-AT ik,

WSRA S5 ESP-AT TAEA NAE, s 2B s U ERe /b, e i bo T & GitHub R 70 _E %%
ESP-AT 1 4%,

6.1.1 PEANDER

TR S RN IR, SE ESP-AT TAREM il . FAEEZeas . BlE . iAok, HERE I Sk £
Linux &5 % .

% —% 1 ESP-IDF Brig AT
% =% FRIESP-AT
ER A S £
Foad: EHERE

o BLHE I42
Foxd miF LAz
HXW REIRE
build.py Bt ik

i
p
S

6.1.2 5—3: ESP-IDF $RiEAl]

TE4i1% ESP-AT TR i, 555> (i i} ESP-IDF, [} ESP-AT 23T ESP-IDF JF 4 1) .

T MR ESP-IDF v5.0 B A 1] S0RY 99853, 5EM hello_world TARMIECE . SiikDAN T o & 5
ESP32-C2 JF AR AF A PR

ik WAL, (HUREGRP)E, SRS St IR, PARAZE ESP-IDF J-#f (R I 7
FIA T 5K

SE_E—21 ESP-IDF YU A1), 0] AJTAG TR ESP-AT TR S

281


https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/get-started/index.html

Chapter 6. WA ZiFHIF & H O AT TR

6.1.3 5 2b: 3KHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
T ESP32-C2 ZAIHRAH , HEFEDAEHE RALRiz4T ESP-IDF 5.0 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
HIBIABRAE N Suserprofiles\esp. A DAKF ESP-AT 2R AL E AR T, (HIFHEEAE MM iy
AT B . R, BSP-AT ASCRFl A 2 I AR .

6.1.4 52 RAEIRBE

BATUH TR install R, M2 % TR K B 32 R KM Python £, ESP-IDF 63 J% DA K
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

URR A — LR BT, 170 ESP32-C2 B bdf LA T e Bk il .

e Pt Platform name, il ESP32-C2 31|14 451%$E PLATFORM_ESP32C2,Platform
name [ factory_param_data.csv i % .

o 3% Module name, il ESP8684-MINI-1 4MB #i4H £33 ESP32C2-4MB, Module
name [ factory_param_data.csv 7E X,

o TEHEFEE L silence mode 2 Hif, THSCHIEECAS, T f# silence mode. — % IFH L T iF
M.

* Wi build/module_info.json PHAFFE, FIR=ARCEEILFA LI, Hit, 4
RAEHE R SR R, R S

PARE Platform name Sj ESP32C2, Module name f ESP32C2-4MB, 25 silence
mode {7 :

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Chgkze)
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(£ 50

Ready to install ESP-AT prerequisites..
(more lines of install ESP-IDF prerequisites)

Platform name:
PLATFORM_ESP32
PLATFORM_ESP32C3
PLATFORM_ESP32C2
PLATFORM_ESP32C6

. PLATFORM_ESP32S2
choose (range[1,5]) :3

g w N

Module name:

1. ESP32C2-2MB (Firmware description: single Wi-Fi, 2MB, TX:7 RX:6)
2. ESP32C2-4MB (Firmware description: Wi-Fi + BluFi, 4MB, TX:7 RX:6)
3. ESP32C2-BLE-2MB (Firmware description: single BLE, 2MB, TX:7 RX:6)
choose (range[1,3]) :2

Enable silence mode to remove some logs and reduce the firmware size?
0. No
1. Yes
choose (range[0,1]) :0
Platform name:ESP32C2 Module name:ESP32C2-4MB Silence:0
Cloning into 'esp-idf'...
(more lines of clone esp-idf)
Ready to set up ESP-IDF tools..

(more lines of set up ESP-IDF tools)

All done! You can now run:

./build.py build

6.1.5 DUk ERIR

i ] USB Zi$4 451 ESP32-C2 ik 51432 8] PC I, PATNEE A H A&, R L@ 4, dE, W
SRR R 3% AT e A FIHEN AT MRy, WIRFFHESr “AT G AR S8, 56T HHUBRIA
Ui 1V I 5 B &% 4o T ik 5 AT 3% 2 5 R

6.1.6 Eh%: BCE TR

1z 7 H TH menuconfig KL E.
e Linux 5{ macOS

’./build.py menuconfig

* Windows

’python build.py menuconfig

QR PA_ LA AP BRER IS, DU S8 T AT S B

B3 RT AR G BB TR, AN AT i R, B 2T hRESs , WERAB B E., B4t
ES NN T

Espressif Systems 283 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 6. WA ZiFHIF & H O AT TR

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
Security features --->
I
pPartition Table --->

optimization level (Debug) --->
Component config ---=>

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

6.1.7 N R

BITPA T i 2 gmik LAE.
* Linux B{ macOS

’./build.py build

* Windows

’python build.py build

WREM TRAIEE, B RS SRR, iR E AR ota 23 KRN
iETEN G AL build/ factory AR T A MFT CLFHY B [E1F. 25 BIES WESP-AT B 2t
618 L BB

BT AR A2 RF A B [ sk 31 ESP32-C2 48 L
 Linux 3{ macOS

’./build.py -p (PORT) flash

* Windows

’python build.py -p (PORT) flash

VEE T H] ESP32-C2 45 MU ER LI A4 B it (PORT) o BY i BBEE R BB [ hbe 57 2 flash v, 58K TE
HEEH (PORT) .

4 F ESP-AT bin ANEEJE 3, I HATEIH “ota data partition invalid” , %3147 python build.py
erase_flash RERIEEA~ flash, IRIFHFTFER AT Ef,

6.1.9 build.py JE5 7k

build.py AR ET idfpy B TEH (B idf.py <cmd> HJEEYH ST build.py <cmd> H),
BRI AIB T A T i o BB 2 k.
 Linux 5{ macOS

./build.py --help
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¢ Windows

’ python build.py —-help

6.2 M4k ESP-AT T f¢

AN Tﬁn{TLLHﬁﬁl% ESP-AT TH2. SERIARYE 7 4 A a4 B4 TovEw LR, iR
BLFF 5 WebSocket 7y 7%, H- X AlmDNS 7 #%., AP AR5 Eig15 ESP-AT TA2. (HH AR AL 32308 fﬁnﬂr
ESP-AT 142, {HUR A B4 A HME, NWHESH ARy, W5 M 7 4% ESP-AT T2,

TERE: PIGEGRPRI AT WE, 5 SRR B ™ b B AT DRSS IR S fiE .
WPRARLE PRSI B B 8RR EE, TS n] e T il

6.2.1 TEANDER

RIS NI APBR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K dmik .

% —F . B FEH GitHub %

% =% : Fork ESP-AT L3%

% =% JF 2 GitHub Actions 4%

Fv9d: B E 4hiF ESP-AT TAEFNE 69 5% éﬂ

$ AW AR github.dev % 4 3545 B Ao 1 XA
%< GitHub Actions %435 AT B

6.2.2 2B BHEN GitHub k'S

FEIFURZ W, 550 BRI GitHub K5, PRSI 458 (75 28 SRR

6.2.3 45 p: Fork ESP-AT T.f%

Vil ESP-AT @0, midi WA B Fork,

M7 Create fork Bl H Y GitHub k5~ . BRIAM Fork {13 DI master 7337 . QIR TR 2L
FIEEWR D B, BN Copy the master branch only.

6.2.4 45—=2B: JF)3 GitHub Actions 1jfig

Ed O T Actions #E A GitHub Actions T [

i I understand my workflows, go ahead and enable them & GitHub Actions,

J&i A GitHub Actions 528

Espressif Systems 285 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback


https://github.com/login
https://github.com/espressif/esp-at
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 6. WA ZiFHIF & H O AT TR

P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - C ) % Fork

i1 Pull requ ) ssions Actions [ Proj ) Security

Create a new fork

Oowner Repository name

Q UStCCw ~ lI,I’ t

By default, forks are named the same as their upstream rep fou can customize the name to distinguish it
further.

Description (

AT ap on for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

00 wiki

Actions ¢ All workflows

I All workflows
0 workflow runs

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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6.2.5 SEPUSE: MdE Lk ESP-AT TR %9]
ﬁn LA Espressif OTA server [l P11 OTA token, I H.25%{fi J§ AT+CIUPDATE x4 J+4% AT [E{4:, T

%Emﬁﬁﬁ% Ey, qum%CDMWBKFUMSWPmU(ﬁ%%%ﬁ%hu,m%@%ﬁ
A& github.dev % %% 3315 B At KAL) BUE Bt b A TR

%’@“E?TE’J Settings #EABE T .

B Pro

¥ master - Go to file Add file = <> Code ~

ication for ESP32 ESP-IDF
This branch is up to date with es sp-atmaster. 1% Contribute 3 Sync fo -':-_ SPs ESP-IDF & ESP8266

 RTOS_SDK
. § xcguang Merge branch ‘bu link_cause_to_crash’ int
b/workflows
components
docs

) Releases
main
24 tags

module_config

tools

B 7: fiids Settings

Ml Settings -> Secrets and variables ->Actions #fA Action il & T .

15 New repository secret #EAZHA] T .

#1 A Name Fl Secrets, fiil Add secret QJE—ANHHIZ4]. ALK 4] R OTA token.
TR TR B A TR

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

TR FEE 2 AL S AT BT, HEE DEA R, HRIINAEEY, A S8 0)5mn
U o
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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B Proj Settings

MNew repository secret

ets are encrypted and
1S plain t

Environment secrets

Environm
C

Repository secrets

Dey
| Secrets and variables

Actions

el 9: A B T
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> Code [ Pull requests Acions [ Pr O wiki ) sights | Settings

Actions =ts / New secret

Name *

AT_OTA_TOKEN_WR

Add secret

10: @ %5

Repository secrets

8 AT_OTA_TOKEN_ESP
AT_OTA_TOKEN_E
AT_OTA_TOKEN_ESP32_P

88 GitHub apps AT_OTA_TOKEN_ESP32_SOLO_1

B9 Email notifi

AT_OTA_TOKEN_WROOM32

AT_OTA_TOKEN_WRO

2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 hizb: fEH github.dev ZhifH 25 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $TJF github.dev &k} 2%

[ B G RET, PERREHE MU 0 SE AR

/esp-a

<> Code I Pull requests (® Actions [ Projects [0 wiki @) Security |~ Insights

| ¥ master ~ Go to file Add file ~ <> Code ~ About

Switch branchesitags e e Coror sz
~ cune § : 3 ESP-IDF & ESP8266
TOS _SDK

se_to_crash' int

Releases

> 24 tags

Packages

Al 12: e ¢

AL LA ., (U github.dev g8 aR T2 KA .

5.2 GEEW 5 3%

TEGARARIGTE, PR XA FR, FE FhE T, B0 B i 45 Sl A8 3 S 44 95
RIGHE QB2 X,

B Switch to Branch, )27,

o ST
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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sp-at/tree/master

product/v1.0.0

ESP-AT [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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C Y & qithubdev/u lesp-at/tree/product/v1.0.0

EXPLORER
ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.yml
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

C Y @ github.dev/us

0L

SOURCE CONTROL

\FI6_AT_ENABLE=y
(= |~ INFIG_AT_BASE_ON_UART=y

Chang 1
onfig.defaults S I S

IG
IG
IG
CONFIG

ERE relling
CONFIG WL SECTOR SIZE 512=y

Pl 17: 34111 WebSocket fir4 345, 45 mDNS IjE (MHiicK)

eGSR, By R EIE. RSO ARS + E k.

C ) & githubdev/ustccw

SOURCE CONTROL

\ ENABLE=y
Commit & Push \ AT BASE ON UART=y
MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=Y
WS COMMAND SUPPORT:

Chang

COMMAND SUPPORT=n
PROCESS TASK . SIZE=614¢4
0 SERVER IP="1iot.es
OTA SERVER_PORT=8

SOCKET MA
SP_AT FW_VERSI

# Wear relling
CONFIG ) CTOR_SIZE 512=y

B 18: e (disoR)

MATERE R, HREITMA . S Commit & Push #2752,

ik RS F s A H AT [E{4Rsilence mode, 52:7% 4ot g J 242 A silence mode Y
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G_AT_ENABLE=y
AT_BASE_ON_UART=y
AT_WOTT_COMMAND_SUPPORT=y

CONFIG

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

6.2.7 5,5 GitHub Actions 2% AT [l

iL%% W25, Ak GitHub Actions 47151451 ESP-AT [&{f. 2% 4o T GitHub F #. % #7
Gat R AT B P SCRY, FEEITR ) AT B (R SO LR PR R B T H C K-S T 1Y esp-at
ﬁ}?ﬁ PEATIY, TIASS2 https://github.com/espressif/esp-at {34 ) o

6.3 Il e AT % 11551

ASCREA T W& 2 ESP32-C2 27| IEH#EPE/JATPO” BH. BIAMEIT, ESP-AT (i i1~ UART $%
H/ER AT S —AMNHFREHE (AR HERD), B— T &% AT Gy (AR
FRAfi 2 ) o
AR E &4 ESP32-C2 AT [, I HHFEG S Sum N E M, 7 BHE T arpy T 2 B E:, M
BT A BT I [ . 5 IR BB o ESP32-C2 #4511 AT ﬁ%m%ﬂfﬂ, G ANTEZ$

o %% ESP-AT 1.42,

* 7F menuconfig fit & T..EL.5{ factory_param_data.csv FEk& H & elof 45 .

o MiF 142,

o Y#7aY bin IAEF IR
AR S A AU B S I, S B R TR E R IRA RN B

Frik: SEHHEE O AT o8 153 % (1] AT SPLEZIT, AT through SPT Al (i i} AT 47441

6.3.1 ESP32-C2 £#7%1

ESP32-C2 AT [E{4/Y H & 1 A6y & 0 1 A5 ] DAE 2 SCH B, 1521 (ESP32-C2 fiRkR&%F
WY AR A R .

B2 2 3 11 55 D

PRAE LT, SREETLALA) ESP32-C2 AT [ {1 A UARTO & % H H &
e TX: GPIO20
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« RX: GPIOI19
FE4i 1% ESP-AT "LARR}, m]ff] menuconfig i TR HAE U8 e :

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output > Custom UART

e ./build.py menuconfig —> Component config-—>ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig —> Component config->ESP System Settings —> UART RX
on GPIO#

B Ay 4 i 1145 RN
BIATEOLT, UARTL T %35 AT fn 2 F14E20 AT iRy, HAS I 2 AE factory_param_data.csv FA% 1)

uart_port, uart_tx_pin., uart_rx_pin, uart_cts_pin £ uart_rts_pin %],
#m] DA B 3EAE factory_param_data.csv % H 8 iU 020 B -

o FTIEAHAY factory_param_data.csv.
o RENBHTERTT.
o MR ERE vart_port (WIRAH AT HE D REHE AT ;4 10, WFEEBE ST, R
WE R uart_tx_pin fll uart_rx_pin fil AT HE&EDWER-—F).
o IRPEFEINE vart_tx_pin fll vart_rx_pin (EFEIERFEEUWER, KgHE6
M, fudE AT H/u\DE’J”@W)

o POREBHE N EIIEE, ¥ vart_cts_pin fluart_rts_piniXERH -1,
o DRAFFRAE .

6.4 .j.\}][lﬁﬂi_x AT np '

ASCREAER T A Es I B € L AT 134, PA at_custom_cmd “ffil, REREEA LRI R HIA .
HiE HEARR . TIRERFNMmS, 5N TNEHK.

s H—: %SLAT"P'\'

-%;&:wmmﬁmﬁ

o Fvg 3 hokkiEik M

s BAW: REAHNIETE

o BxY wmiF AT B
EHSER BN IR G, HiE AT AT+TEST 4 3R BGE T4 R o
H & AR R A4, SHZRBIUT :

o T LAWK 8

. zf—\ﬂiup f\*é(

® /él “I’ < f‘*’i

o [AERG a9 IMAT

o I\ AT 4455 2 38 B N B9 33k

AT iy -SRI ATTIR, DA FESCHE ENEEL, B MR it A & S AT a4 1 5tk .
6.4.1 HE X AT 4

% ELAT @k

A AE at_custom_cmd.c 1 at_custom_cmd.h S04 HE X AT 54, HAJHE examples/at_custom_cmd/custom
F1 examples/at_custom_cmd/include H 3% 62 #1115 jCﬁ:ﬂbijﬁ:fEX AT 4,
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TEH 2 AT iy 2 1, WSEHiE AT a2 ARHIZ2E2.

A BRI«
o G NLA + FFS IRk
o TFFF (A~2, a~z). BUF(0~9) RHESERF (1, 5. -, . v ), TEIETE WLAT o 42
%,
AR
R4 AT iy 2 T DAA AL s, i, REGIAMITmS, E2EES AT ¢4

WIe, XN TEBI 4. BRI AT+TEST CREFTA MIPURPZEA, "2 E X AT fiy 124 BRI 52
FRRYIEA, PASSE SCRERRZE U 75 B AU «

s B/, Hesp_at_ cmd struct EEEXAT/E/\E’J%ﬂﬂIFE SRR RAL, TN R FIE E
N T#FR A +TEST S (F#T O AT) R UM m4.

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .
—~at_exe_cmd_test},
/**
* @brief A NERLE X B T AT @4
*/

bi

frik: WSS A, LR NULL.,
© Wi

static uint8_t at_test_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "test command: <AT%s=?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT RESULT_CODE_OK;

}
. AL

static uint8_t at_query_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "query command: <AT%s?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

© RS

static uint8_t at_setup_cmd_test (uint8_t para_num)

{

uint8_t index = 0;

/ORBE NS, AEEBRTE AT
int32_t digit = 0;
if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;

(FItakss)
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(£ 50

}

/ORBE NS, FRERENE AN FRE
uint8_t *str = NULL;
if (esp_at_get_para_as_str (index++, &str) != ESP_AT_PARA_PARSE_
—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
}

/AR AERE, MAKE, REALE
¥ P K& E MCcU
uint8_t *buffer = (uint8_t *)malloc(512);
if (!buffer) {
return ESP_AT_RESULT_CODE_ERROR;

jut

(uart/spi/sdio/socket) .

}
int len snprintf ( (char *)buffer, 512, "setup command: <AT%s=%d,\"
—%s\"> is executed\r\n",

esp_at_get_current_cmd_name (), digit, str);
esp_at_port_write_data (buffer, len);

WARR - & &
free (buffer);

return ESP_AT_RESULT_CODE_OK;
}

« PATEr S

static uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] {0};

snprintf ( (char *)buffer, 64, "execute command: <AT%s> is executed\
—r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

S5 SCTENE AT fiv 2 sy

e i #F X esp_at_custom_cmd_register B #, I &£ K % b W H API
esp_at_custom_cmd_array_regist () N} AT b,

ZNIENEE

bool esp_at_custom_cmd_register (void)
{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) ..
—/ sizeof (esp_at_cmd_struct));

}

* X J5, W Al API ESP_AT_CMD_SET_INIT_EN 3k 4] 4f b %5 52 B 09 ¥ W AT iy 2 2R %K
esp_at_custom_cmd_register,

ZNIEMEE

ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1);

%5 W iR B2 JE examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H & T A @B W XML OB E XL AT ap 4, HRARFEMEEGL N
esp_at_custom_cmd_register, R MIZREAE at_custom_cmd 7~ B WP E 4 E XRG40 . 0] DA
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B %N esp_at_custom_cmd_register_foo, RJ5{#ifJ ESP_AT_CMD_SET_INIT_FN #1541k

S REmALrERE

WREHES —F L SL AT & & WA T FR at. freertos, nvs_flash SpH AL, 3 fE examples/
at_custom_cmd/CMakeLists.txt LR RMXLHAAMKE . 2, W PABKT A58, 6 a0 pr s
(] Iwip 410, RGN T -

set (require_components at freertos nvs_flash lwip)

CHIE ) | & 3l

EAF examples/at_custom_cmd/CMakeLists.txt X, B HE LHEM AT 44 33 ZIRVEN
— AR IR 658 47 ${COMPONENT_LIB} , ffiRFE) T THE AT AR B Z R 2. /R B AS AT

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register")

e R B E XHEM AT 44 3 24N esp_at_custom_cmd_register_foo, NI/RFIMCIELN
T

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo

(‘}")

Bhb: REAASE

AE TP E at_custom_cmd HFIEAS SRR 5, PAREOR ESP-AT Jil H 75 25 190 B 1R 4%
BRZAME. RGN RERE AR %, WRETE esp-at/components HR TR H E
SCAT fp BB, WIEFHATH IR HAREIAE esp-at/components Hig MW EIGA/ T H
ESCAT fip 2y, AR SCHAXS I T3 o

Jiik 12 e ik E AT_CUSTOM_COMPONENTS MEAr & (IEH T AiksmiF).

¢ Linux or macOS

’export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

¢ Windows

set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

P
* ¥ (path_of_at_custom_cmd) Bl at_custom_cmd H ) E LA IR
o BAIDATRE Z AR Bl
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"

Jjik 22 FE esp-at/build.py {4 setup_env_variables () AT AKE AT_CUSTOM_COMPONENTS
AR ER GEHT A% F FIR R %iF). ~ERIENT:

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path
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SAL ik AT [

SEMVA B BRIE AT TR B ) T 4 F RS AT B0, R BRI L.

6.4.2 iaf; AT+TEST fir &R IMLET 4R

IEEAE B IR)G, 21T AT+TEST 3RS R ATT .
MR a4

AT+TEST="?

W

AT+TEST="
test command: <AT+TEST=?> is executed

OK

A iffr 4

AT+TEST?

W

AT+TEST?
query command: <AT+TEST?> is executed

OK
BEmA:

AT+TEST=1, "espressif"

Wi % ¢

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

W

AT+TEST
execute command: <AT+TEST> is executed

OK

6.4.3 1 LA AT i %

SIS R A T SCE A A a4, AR SE e i 24T A R 3L
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& SR M B
ESP-AT B &Hfesp_at_result_code_string index X T —RETY S, LRk 01T EHS WLAT

I 7 return IR IFTH A, WATJHH APl esp_at_response_result () iR ar o HATE R 7]
TEATE  [FHE ] API fIESP_AT RESULT_CODE_SEND_OK MESP_AT RESULT CODE_SEND_FAIL,

Fan, XS AT+TEST WA T a2 iR %2a ek MCU Rk 83ERT, Hesp_at_response_result ()
iR m] Kk g, M return B IR B Ar S A TEE R, ARG ATTR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 W R & B MCcU R R BCE N OB OE R E
send_data_to_server();

// & [l SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT RESULT_CODE_OK;
}

IBAT A2 S AR W PR .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

N N TEEE

ESP-AT {2t NP4~ APT 3RHUar & 24

* esp_at_get_para_as_digit () Efﬁ@@[??ﬁﬁ(o
e esp_at_get_para_as_str () WIRBFHFESE.

A DA% E A4

A 2S5

AT AR B R L iy & SR TS AL

. B LRI Ak
o Hwi B —1i 54k

B e S8 BRI ATHTEST Sy <param_2> I <param_3> SR E NTERSHL,
Hrp <param 2> HEFSH, <param 3> HFLFERSHL

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

SIS .
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uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 Bl R A

/) REEE X B

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

—2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 =B R A
VAR N5 IEOr ¢
/) FEHEXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT PARA_PARSE_RESULT_OK) {
return ESP_AT RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/)Tl EX R
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 Bl R
/S B EZANSEHR
/) FEE XA
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
(FRZD)
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parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WA TARSEON ", WES AR

A58 RN AT+TEST a9 <param_3> ZHCN TS, Hovma—(S4, SRR
ERE NS

AT+TEST=<param_1>,<param_2>[,<param_3>]

WA PAT PR B AR O o
e AT+TEST=<param_1>,<param_2>
¢ AT+TEST=<param_1>,<param_2>,

P IT

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

(T TUoREE)
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(& b))
if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n")
esp_at_port_write_data (buffer, strlen((char *)buffer));
} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
// /T Tﬂ (A
/)T EEX B
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
I3
} else {
/7 7 Bl R
// ﬁ - A X ¢
7 B-F-S« X
memset(buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n")
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
I3
return ESP_AT_RESULT_CODE_OK;
3
I MR ANTFARFRSEC) ", WIZSEIA A% .
PHL%E iy A RO A T
A RIS W PAT, SR — DTSR, RERGET XS R TSR B R E .

ok, XA T EGH E%E‘Jé*%iﬁﬁlﬂﬁo
fEFZ ] semaphore R[FAA .
AP .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{
uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/B R

// R 8b A4 A # semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 BOE A A AT

QS
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/)R — AT R
// BH¥HES% A H xSemaphoreGive ¥k ¥ #X semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

I AT iy 2 i 1R ISR A0 i

ESP-AT SZFM AT iy %3 D5 AR RS, IR LA R #4> APLL

* esp_at_port_enter_specific () WERIVHRKEL, AT iy HICE S AREIEE, R %S

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EIHEEL.
AR 1) 7 VA SRR B2 5 e i 1A A [

e KA A Bl BREE AN <param_1> & THIRKE, WFFIR.

AT+TEST=<param_1>

PATT R BB AN AT AN AT fiv 40 U ARBUK BN <param_1> R4 A K .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)

{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) |

return ESP_AT RESULT_CODE_ERROR;
I3

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/7 Bl
// R A A ) # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) BERNKERTAE >

esp_at_port_write_data((uint8_t *)">", strlen(">"));
Q)
Espressif Systems 309 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 6. WA 4miF A & H O AT T2

(£ L£50)

// REEREHR, AEREARARERE AT HORA

esp_at_port_enter_specific(wait_data_callback);

1€ PNE &

while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {

received_len += esp_at_port_read_data(buf + received_len, specified_len -_

—received_len);

if (specified_len == received_len) {
esp_at_port_exit_specific();

AR B:E F DN &
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
/)RR
/SR RBEERE >0
/7 OB E A AT AL B A e R &
/7 A R BT O R AR &K
esp_at_port_recv_data_notify(remain_len, portMAX_ DELAY);

&
3

3

/7w B R A

/7 ol BB R

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);

break;

3
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

, WEFMANREREATHEN ERKE KK
3

L, GRS E AT+TEST=5, M AMEdE N 1234567890, W4 ESP-AT iREI[HLEHRATT IR,

AT+TEST=5

>67890

received data is: 12345
OK

AFRE RS A B XA DML Wi-Fi 58X, AMEEBIRKIE.

AT+TEST

fRix ESP-AT GiRar &M IITHR BIATEE R, /RBIAISATT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

(FOAkED)
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uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len =
int32_t remain_len = 0;
uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

0;

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/)RR

// Kb A AL Al B semaphores

if (l!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BB NBAER T A >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REBREK, EEKIARAKERSE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

a1 € N &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
memset (buf, 0, BUFFER_LEN);

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

// AR SR E R

/) B AR ERE e TR

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

// ﬂﬂ%“%“ﬂ : K B 0, WHEZHMRAMAHKEFTELE

ﬁﬁifiﬁlé\%ﬁm‘%

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX DELAY);

3

break;
} else if (received_len > 0) {
/7 R
/7 OB E A AT AL TR B 0 B B
VAR A - A
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));

}

free (buf) ;

(FOAkED)
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return ESP_AT_RESULT_CODE_OK;
}

I, RS — AN ARdE 2 1234567890, 55 AN ABdE 2 +++, 4 ESP-AT REIZERU TR

AT+TEST

>

received data is: 1234567890
OK

6.5 hnfuf iy ESP-AT £ PEfE

AN LT, ESP-AT I ML [6)ff ] UART #4745, b Al RN S HBOA R, EA
2xifad 115200 bps. JH P40 ESP-AT SRR A&, T TA S, HMUH A SRR E . A8 SCPA
ESP32-C2 Mffil, Fretnfafites ESP-AT Fit 4 fE .

Frik: ASCET ESP-AT AT & #4282 X 1, filliddm TCP/UDP/SSL Ay it RERY— etk Tk -

FAP AT PARESE T RO IR P A

o [WE] Rt E
o [IF] RBBIER, AT MR E

6.5.1 [ PA] Pk &

L R &S LWIP. Wi-Fi G T a5 8

R R A RS B2 DB & module_config/module_esp32¢2_default/sdkconfig.defaults SC{4 5 Ji
H'E ESP32-C2 YA B MO W SCF N Y sdkeonfig.defaults S

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ_120=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi

CONFIG_ESP32_WIFI_STATIC_RX BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_ BUFFER_NUM=64
CONFIG_ESP32_WIFI_TX_BA_WIN=32
CONFIG_ESP32_WIFI_RX_BA_WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y
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2. # UART ZEpp X K/
YR RS BedE DI 853 at_uart_task.c SCEEAT wart_driver_install() 7 o

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_

—uart_queue, 0);

3. MBRERARCYL . BrduiElsl k. Beskiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. Eenih ey UART P
RS AT iy JPAI AR -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPMODE=1

AT+CIPSEND

. & &

BEHROHEE B 7 A — AR BRI AR At (B I T BER BEIRE ) PR I . o3 SN S E T BEA
S AT, BCER R AT RE A AT SR B AR . I, P Rl DA R T vk, AT
A XL E

6.5.2 [HEf7] ABERing . BHPEHE AL
S ESP-AT A M B [N 5 R iR R 1 -

AT Core ‘—R3| '

[
G9
TCP/UDP - - == TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| |R8
A\ 1P
st |
Medium =1 Medium RS ’SS
R1 A
UART UART . \
= = Link Interface @
SDIO SDIO QLKL — (( )) S7 o
Socket Socket fithernet R6 A
Host MCU ESP-AT AP Internet
&l 20: FEntEd i
T bk s

o ESP-AT %% (TX) BB S1 > S2 -> S3 -> S4 -> S5 > S6 -> S7 -> S8
o ESP-AT #: (RX) [ 7i0 RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1
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A ARSI T KR, BARR At T RS TR B R AR Y R AT AL, TN B
s A IR B FUW Y S Z AT RN R, DAGRSE AN A BRI B . FESERR™ i rp, 1EAE
R B Horp— A Ba AR B AT, ) P R AR T 18-l B AT Rz ey e R

Frik: HHEECEI AR A SE R N RIRAY, P T AL AT+SYSRAM fiv 4 KA ] I AT

1. GO fyukfift
GO ARG AMLALAYER Sy, B S H AT :

CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT CPU_FREQ _MHZ_120=y
CONFIG_ESP_DEFAULT CPU_FREQ MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096

2. S1. R17vi:fRft

WHFREOLUT, S1AIRL & ESP-AT FFrEE RIS . FOMEIARE 0L T, ESP-AT Fl ML &) i
JH UART BT 1%, Bl 115200, 1) UART R £ L, 34 ERRy S Mbps. t, Ji
M FATALT S Mbps, 0] DA ERIARY UART VR0 R EALZ (B85 o, [l a AEA T

N
2.1 3275 UART ZZh X K/N

YR ACRS B D1 at_uart_task.c SCAET uart_driver_install() 17 o

« 3275 UART TX %t

—uart_queue, 0);

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_

#2155 UART RX i

—uart_queue, 0);

uart_driver_install (esp_at_uart_port,

1024 * 16, 100, &esp_at_

$225 UART TX #l RX 750

—at_uart_qgqueue, 0);

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_

2.2 LR UART JfpR
S AT fiy & FP8an s :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

. &

ik RO YL UART Al ASCRFENX AR B, I HLAUN ESP-AT 2 ] UART HEAR

A REHAE

flks AL PN R KT BT 5 Mbps, DA% (T SPI. SDIO. Socket 473, FLIAI

5%
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e SPI: SPI AT 35
* Socket: Socket AT $574

3.S2. R2. R3. S3&HH-L4L

WHEEM T, S2. R2, R3, S3 2 ESP-AT HMERAHIS. F4 AT core 7F UART 2 X
FLAE VM R 40 2 2 (A b i, DCA R BASRERTI N 25, oFRik.

4.84. R4. S5. R5. S6. R6 -4k

ESP-AT F1F:#L2 [a]f#i ] UART #4738 1%, S4. R4, S5. R5. S6. R6 LFEM:AL. ESP-AT I
FEWLZ [ A AL A TR T A, S4. R4, S5, R5. S6. R6 @FMEMH—NHEE.

S4. R4, S5, R5. S6. R6 il FMNAIEHZ . MZRZE . FIRUREER 2 2 B B . 1P
T ELR) ESP-IDF H Qnfif$id /5y Wi-Fi PEfE SCRY, THEREIE, ST EHEACE . X LEAE ST A
JE . /build.py menuconfig HfTHECE.

o fiAk S4 -> S5 ->S6: KBy A il E
o {4k R6 -> RS -> R4 FUCHdE 7 ) it &

5.S6. R6 LAt

S6 A1 R6 Jet il f Hip L% B ik e J=%, ESP32-C2 m DAGE ] Wi-Fi 538 DAK W 1 4 % i /v i o
Wi-Fi [i 7 EA AT RS, ATRERRE 2 ) Rl

* i RF R 4%
BRI K Sl wE A R A S AR ST, H P tA] PUE S AT+ RFPOWER fip %25 Fli
H RF KGR,

o 5 802.11 b/g/n YL
BRI Wi-Fi #250 BI 4 802.11 b/g/n ¥, JH P A[ 38 32 AT+CWSTAPROTO iy 425 1h) Fl ik &
802.11 b/g/n Fp. BLEEX MY, KA AP by Wi-Fi iU E Sy 802.11 b/g/m #HiL,
#i Tl B > HT20/HT40 (20/40 MHz) 5=,

6.S7. R7. S8. RS -1tk

WHAEOLR, S7. R7. S8, R8 A2 ESP-AT HALALITEE . MK NS FRM 45 98 4%
BRI RS AR K

6.6 Anfuf Yl mfg_nvs 531X

6.6.1 mfg_nvs 53 X444

s

mfg_nvs  (manufacturing nvs) 4 X E X fF esp-at/module_config/{module_name}/
at_customize.csv . % RAGAE T H B TS E |

o TS HAE (Wi-Fi ii'®. UART iiE . B4EE): &% d ARmEN 4.
o PKIFlE (BIOEBAEYECE): ESHPKIBLE A28,
o GATTS lit'® (KIWFEHE A RS ) : WS H KDL TR SR N2,

BEF B UL S HCE . PRI E B GATTS BUEny, Gon] AR 41 ESP-AT TAE, /EpiHiiY
mfg_nvs.bin 3CfF; s @ idarpy T2 BUECE, BB MO EE . AR EIRTE -

6.6.2 k)% mfg_nvs.bin

BL BB W sE MG, £ #7 4 F ESP-AT T 42, TR B2 B 3l i mfg nvspy J64 i build/
customized_partitions/mfg_nvs.csv X (BETHHAREMN MG S, 8. 28, MiEE
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{£8), Fh esp-idf 1) nvs_partition_gen.py A4 build/customized_partitions/
mfg_nvs.bin X (NVS FEEE) .

6.6.3 P #k mfg_nvs.bin

AR DAL — 007 20 2 mfg_nvs.bin 31

o NEERIES R ESP-AT FfF, HEHERLS ¥ RRILE.
o {UF#E mfg_nvs.bin, XA ¥E H T H ESP32-C2 {1 mfg_nvs 43X,
— Windows
15 N 2 Windows Flash 3% T E.. &% zip Xkt readme.pdf B doc HFEF
YA, TF# build/customized_partitions/mfg_nvs.bin 43| ESP32-C2,
W] DA I AT+SYSFLASH? 34251 mfg_nvs.bin [ F 2k
— Linux or macOS
& {# ] esptool.py.
R0 ATE ESP-AT i H s T LA N i T 8 mfg_nvs.bin ({4

esptool.py —--chip auto —--port PORTNAME --baud 921600 --before.
—~default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
—~—flash_freq 40m —--flash_size 4MB ADDRESS mfg_nvs.bin

Ff PORTNAME Frif A A K H: 11 #4F8 . ADDRESS #4 i T 2k mfg_nvs.bin ST,
] PAIB L AT+SYSFLASH? 4451 F #i it .
e MCU % 3%AT+SYSFLASH 4 ¥ ESP32-C2 i) mfg_nvs 43X .

# BB mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE # 2 T # mfg_nvs.bin LAYV, AN FBIBLALAE AR F 1 43 KR/, ] PATE
1L AT+SYSFLASH? iy 225150 XK/

6.7 Infal i) B4

ARG T WA HEEr ESP-AT BOAM ) S8 E . ) SR E A2 Wi-Fi it . UART L.
B E.

o BT AHEENB
o & g%, mfg_nvs.bin S

o T 2k mfg_nvs.bin S

6.7.1 1) BEECENA

MHTERA AT ) S B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR

Espressif Systems 316 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/api-reference/storage/nvs_flash.html
https://www.espressif.com/en/support/download/other-tools
https://github.com/espressif/esptool
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/factory_param/factory_param_data.csv
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 6. WA ZiFHIF & H O AT TR

INgE LA E X AT 6%
Wi-Fi fil ' A E3E Wi-Fi JI6Efd AT il

* max_tx_power (ESP32-C2 ff] Wi-Fi
R BB, PRI ESP32-
C2 AT BB

* country_code (JE A1)

o start_channel (f4f Wi-Fi {5iH)

* channel_num (Wi-Fi [ B EHE)

== Z5 nr NN
CART RCE ¢ wart_port (1 -4 1% AT ot | 10 UARTRER AT

e AT 1 )31 UART 3 1)
* uart_baudrate (UART i 43%)
* uart_tx_pin (UART TX 5| )
* uart_rx_pin (UART RX 5] i)
* uart_cts_pin (UART CTS 5] )
* uart_rts_pin (UART RTS 5| J#)

FELZH 44 R module_name AT+GMR

RIS A SR RES ) S, KRR nfg_nvs.bin ff.

6.7.2 H:)pk mfg_nvs.bin {4
WS A i mfg_nvs.bin SURYLE BGFA 1) S E M mEg_nvs . bin,

6.7.3 P #k mfg_nvs.bin {1k

2% T 2% mfg_nvs.bin SCFY.

6.8  fnfl g PKI fid

AR T AT R ESP-AT BLOLTIRIAROPKT 8. PRI UE @45 TLS % 0. TLS 5 8. MQTT
7 P13 Fl WPA2 Enterprise % P 1R 6).

o PKIBLHE A%
o & px, mfg_nvs.bin X

o T2k mfg_nvs.bin

6.8.1 PKIflE A4

A PKI & U5 SO T customized_partitions/raw_data H 3R, R s

Espressif Systems 317 Release v2.3.0.0-esp32c3-894-ga599a7¢639
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-reference/network/esp_wifi.html#_CPPv425esp_wifi_set_max_tx_power6int8_t
https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-reference/network/esp_wifi.html#_CPPv425esp_wifi_set_max_tx_power6int8_t
https://github.com/espressif/esp-at/tree/a599a7e6/components/customized_partitions/raw_data
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 6. WA ZiFHIF & H O AT TR

Thge

LA E

HXAT ¥

TLS % 'y

e AT+CIPSTART

55 0 2% i L

e client_ca_00.crt

e client_cert_00.crt

* client_key_00.key
B PR E
client_ca_Ol.crt
client_cert_O1.crt
client_key_01.key

e AT+CIPSSLCCONF

s

o o o —

TLS R 528 AT+CIPSERVER

* server_ca.crt
* server_cert.crt
* server.key

MQTT % i AT+MQTTUSERCFG

* mgqtt_ca.crt
* mgqtt_client.crt
e mgqtt_client.key

WPA?2 Enterprise % i AT+CWJEAP

* wpa2_ca.pem
* wpa2_client.crt
e wpa2_client.key

HIRYE A SR B PRI S, SRJ54 M mEg_nvs.bin fF,

6.8.2 ’k:)jk mfg_nvs.bin X {k
5% & mx, mfg_nvs.bin SCRYA BT A PKI L E R mfg_nvs.bin,

6.8.3 | Zk mfg_nvs.bin 3 {F

THSH T # mfg_nvs.bin 3.

6.9 nfaf Fi i SUARIHE R S IR 55

ARSCRGAE T AR A ESP-AT $ AR S AE 2 il 55 I SCPHAE ESP32-C2 e b A 5 SIRIIFE I A i
%o

o KA T RGBT AN-23
o iFet g g SR HE TR S5
- G BUR I F IR Gk

— & m% mfg_nvs.bin I
— T2k mfg_nvs.bin

IRThFEM 21 il 55 1 2 R GATT S5 1) 2 e, B3 205 —A - J@t258Y (attribute type) 2 0x2800
1 EAR S5 (primary service). MRS B2 — RS E XA MNMFELA R B NRFIE B2 B —MEF
AYERARFH . B A EEESE B OMIEY 1 Generic Attribute Profile (GATT) —37,
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https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/wpa2_cert/wpa2_client.crt
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6.9.1 {KIFERE SF IR 55 D SC kA2

IR T #E W A Mk 45 V8 SC 14 /2 ESP-AT L A% A1) 8 K o 48 5 2 Ik 45 P AR 9 19 SC 4, SO 7 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFEIFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

0 16 0x2800 | 0x01 2 2 A002

1 16 0x2803 | 0x01 1 1 2

2 16 0xC300 | 0x01 1 1 30

3 16 0x2901 | Ox11 1 1 30

PAF NZS Xt ERAU .
+ perm FEARL, ©1E ESP-AT TR LA FHTR.

/* relate to BTA_GATT PERM xxx in bta/bta_gatt_api.h */
/**
* @brief Attribute permissions
*/
#define ESP_GATT PERM READ (1 << 0) /* bit 0 — 0x0001 */
N /* relate to BTA_GATT_PERM _READ in bta/bta_gatt_api.h */
#define ESP_GATT _PERM READ_ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
. /* relate to BTA_GATT PERM READ ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
— /* relate to BTA_GATT_PERM_READ_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE (1 << 4) /* bit 4 — 0x0010 */
. /* relate to BTA_GATT_PERM WRITE in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ ENCRYPTED (1 << 5) /* bit 5 — 0x0020 */
. /* relate to BTA_GATT _PERM WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ENC_MITM (1 << 6) /* bit 6 - 0x0040 */
— /* relate to BTA_GATT_PERM_WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT_PERM _WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT_PERM _WRITE_SIGNED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE SIGNED MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT PERM WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE AUTHORIZATION (1 << 10) /* bit 10 — 0x0400 */

+ _EFRH—F7JL UUID 3 0x2002 HFRS 5 .
o AT RAFERTE]. UUID 0x2803 FRHERT, HU(H (value) 2 WELAUR, BURICEEY 8 i,
R BRAERUR, 1 R R, 0 B R

i R

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

o SBEATE ST ST RYRRE . %ATHY UUID 2 4pAERY UUID, AU{ER AR AUE.
o SEPUATE LT RHMERAST (FT3E) .

A % UUID M 25 QiS5 WA BRI 7 Befs .

U AT ESP32-C2 s BN TESCHR, AMUTATIER, H @SRRI 3, IBALE% i
RS A IR G, SFEIITR AR
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Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

6.9.2  ZiiEIb € SRR AF IR 55
THARGE DA T 2K A A SUIRDIRE I A R 55 -

o WSEIRIDALE TR G 0R A
o & R mfg_nvs.bin S

o T 2k mfg_nvs.bin S

TSR SR 58 1 55 D SC A

e X ARG, B, #Ew L= RS (Server A, Server_B fll Server_C), MIFFEHFX =4
R4 He Wi HER . T IR B E K /N, X LR ATAE SL— RS A B, HAt IR 55 s ml A
i R 05 9547 5 e

L A 55 5 3o
ABIRE LT —AME K OXFFOL {32 Bz 55

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1
2. TR IRFAESE BRI E
A LT —A> UUID 2y 0xC300 [ A BRHE, R HE 3 E S 0x30.
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

3. USIMEHEARART (AIk) o

ABUASIN 7B P AL ACE, %0 0x0000 27338 A1 (notification) A7 (indication) #i4EH -

SEMPA B BRGSO R FEIE T i 55 5 SCAE .

index

uuid_len

uuid

perm

val_max_len

val_cur_len

value

34

16

0x2902

Ox11

2

2

0000
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index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

34 16 0x2902 | Ox11 | 2 2 0000

A H O AT RIZ S GATTS e, AJEEM mfg_nvs.bin XfF,

H: g% mfg_nvs.bin 3

THZH £ A, mfg_nvs.bin ORI A IRIFE I A B 5 FE B mEg_nvs . bin,

I #; mfg_nvs.bin 3{4}:

WS T 8 mfg_nvs.bin 3.
TGS, FERTESARIIRRE T IR, AR A i R S5 AR S5 AR R

Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic + 1
UuID:

0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902 o

Value: Notifications and indications disabled

6.10  dnfaf Fi g L or IX

ARSCR A T AnE S B ESP-AT 4243t at_customize.csv 23K [ i X ESP32-C2 45 iy XK. A
PR G KB oy XK.

— 43 X3 partitions_at.csv LR G, FEICEL A A B partitions_at.bin S, MR A REHEH, R
ST Esh. Wi, AREHUE L partitions_at.csv,
ESP-AT $2{It T — 9 5 X 3 at_customize.csv A H 2 LE . ERET W0 IKE.
B2 ESPR-C2 e FHOSIK , SRR A ST, SOOI T A=A TR,
o 1574 at_customize.csv
e 4 m%, at_customize.bin
o B3 at_customize.bin £ ESP32-C2 1% %
o T
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6.10.1 {%i% at_customize.csv
5% N RILBIHA at_customize.csv,

2% 1: at_customize.csv 18

=] HELH Bz
ESP32- | ESP32C2-2MB (fiif & 45 2 MB flash [ ESP32-C2 | module_config/module_esp32c2-
C2 (ESP8684) %741]) 2mb/at_customize.csv

ESP32- | ESP32C2-4MB (fif & 4 4 MB flash [ ESP32-C2 | module_config/module_esp32c2_default/at_c¢ustomize.csv
C2 (ESP8684) Z%1)

SRIG, AEIBR at_customize.csv I REAE DA T AR o
o B XHH P4 X Name I Type AR, {H SubType. Offset il Size HJRATHI.
o WEORETFERSIM—NH N X, il & B R G C&7E ESP-IDF (esp_partition.h) Hiig
o
- WRCE X, WRFF Type {45 ESP-IDF gy .
— WRAKE L, R Type REH 0x40.
* P4 X Name AR 16 5.
+ at_customize 43X FKERINK/INE XAF partitions_at.csv 260, FRANHT A 40 K B8 A 2248 J F

6.10.2 /:pk at_customize.bin

1B at_customize.csv 5, 0] AT H4wi% ESP-AT TAEEf# ] python I gen_esp32part.py AL
at_customize.bin 14,

SR A, #E ESP-AT TR H S FHATRA Fand, HE#k INPUT Fl OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT e MAFENTIV at_customize.csv B¢ —3E | SOOI AR
* OUTPUT Fffe A sl — ik CSV Uk AR, AN ms, Ko AR e

6.10.3 J%¢5% at_customize.bin § ESP32-C2 %75

Ff at_customize.bin T £ F| flash o, & UNuPRE i Hil SO B ESP32-C2 145, 1S H ke AT B #
2%, TFFBIAFBLH at_customize.bin LT 2l .

2% 2: RI[AF4H at_customize.bin )T #k Hudik
P V] ik K
ESP32-C2 | ESP32C2-2MB (firf5 iy 2 MB flash ) ESP32-C2 (ESP8684) %%1]) | 0x1A000 | 0x26000
ESP32-C2 | ESP32C2-4MB (firf5iy 4 MB flash ) ESP32-C2 (ESP8684) %41) | 0x1E000 | 0x42000

TEHBAE DR, WAI0FF at_customize.bin “F#% 3| flash J5 A4 REfH L8 AT 54

AT+SYSFLASH: %193i%5 flash F) P 5 X
AT+FS: Xt A ik

SSL e 95w A K fir

BLE Jlg 55 #e Al K a4

6.10.4 /fi

AN EUTE L R test 1Y 4 KB 43X 711 ESP8684-MINI-1 4MB 4 1,

B4k 3] ESP8684-MINI-1 4MB f1 at_customize.csv 35, B H4XH) Name, Type. SubType., Offset
M Size,
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# Name, Type, SubType, Of fset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat,0x47000, 100K

¥, BRI BSP-AT TFE, 57 ESP-AT 8 H % K #147 python A4 i, at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —gq ./module_config/
—module_esp32c2_default/at_customize.csv at_customize.bin

X5, BSP-AT i H 24 i at_customize.bin,
% =4, T2k at_customize.bin & flash,
1£ ESP-AT TR H S FHATPA N4, H8Ht PORT 1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset --after hard_reset --chip auto write_flash —--flash_mode dio ——
—flash_size detect —-flash_freq 40m 0x1E000 ./at_customize.bin

* PORT &4t Ayl 1445 o
* BAUD B HilFrR.

6.11  hnfaf B Im— A Frif B A 32 FF

ESP-AT TR T LM, H3eat TRIH B E SCf4F . factory_param_data.csv 1 module_config, 15%%
1t ESP-AT TARE RIS 54> ESP32-C2 MLy 504, TR BB X Le g B30/ F . UALRY™ ESP32-C2 1
Y1 i

o ESP-AT TR RGN SCRFRURIA, AL4E ESP-AT CERCH MO8 i OB, FIRSE BCH WOt i p s
Ao EAEIRIEE, P TAERER, SOt
* ESP-AT TAREC@ERC SRR, ()5 2 HAZ OBRIAE B Y o

ARG UL AT 7E ESP-AT T A2 ESP-AT L SRk ESP32-C2 38 5 iR A2l S8, R s
PABS IS ESP32-C2-MINI-1 SRR B, A2 fdi ) SP I A 2 BN UART $210.

s H—¥ BEIELLL ST AH
o B ¥ BEIIGHLLN OTA
o B =¥ I KARE

6.11.1 45— EEPINEANIL) 3%

FTHAHY factory_param_data.csv , FERMEISGHA—AT, WIELIRTEEREMXSEH K04, KA
%?platformi&%ii]PLATFORM ESP32C2, module _name X HE N ESP32C2-USER-DEFINED, HAth

SHWEMEITR (SRS ESH L) SRR EANE),

¢ platform: PLATFORM_ESP32C2

¢ module_name: ESP32C2-USER-DEFINED
e description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1
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e uart_tx_pin: -1
e uart_rx_pin: -1
e uart_cts_pin: -1
e uart_rts_pin: -1

6.11.2 45 b BCEBHIEAL OTA

TE at/src/at_default_config.c H1f#] esp_at_module_info ZEMARF RN A E UBHME B .
esp_at_module_info A4t oTA FFZIGIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

P oTA BhE, R4S A% ota_token FIE =% ota_ssl_token Wi%iXE A NULL,
FH—NZH module_name W5 factory_param_data.csv X4 H ) module_name —F{,

T B HNER esp_at_module_info Z5HI{AK,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

pendif
#if defined (CONFIG_IDF_TARGET _ESP32C3)
#ez.'zéiif
#1f defined (CONFIG_IDF _TARGET ESP32C2)
#ez.zélif
#if defined (CONFIG_IDF _TARGET ESP32C6)
pendif

#if defined (CONFIG_IDF_TARGET ESP32C2)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<.SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

bi

7[_\' CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE ﬂ]?[: CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XAk 304 at/private_include/at_ota_token.h H

#if defined (CONFIG_IDF_TARGET_ESP32C2)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.11.3 55—=2b: WriEAI Al

R T ESP-AT TAESCFFHF-6 (RIS A1) PR, AL E A Bk A B 2% LR FC EE0F B2 4 i
SCPFRRLE
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T gRIEAITIT A H B AT TAE

FE | EARE BR XF Mz R BRIA R & S
ESP32 | WROOM-32
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | PICO-D4
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | SOLO-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | MINI-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | WROVER-32
module_config/module_wrover-32/sdkconfig.defaults
module_config/module_wrover-32/sdkconfig_silence.defaults
ESP32 | ESP32-D2WD
module_config/module_esp32-d2wd/sdkconfig.defaults
module_config/module_esp32-d2wd/sdkconfig_silence.defaults
ESP32 | ESP32-SDIO
module_config/module_esp32-sdio/sdkconfig.defaults
module_config/module_esp32-sdio/sdkconfig_silence.defaults
ESP32- | ESP32C2-2MB
o module_config/module_esp32c2-2mb/sdkconfig.defaults
module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
ESP32- | ESP32C2-BLE-
) MB module_config/module_esp32c2-ble-2mb/sdkconfig.defaults
module_config/module_esp32c2-ble-2mb/sdkconfig_silence.defaults
ESP32- | ESP32C2-4MB
™ module_config/module_esp32c2_default/sdkconfig.defaults
module_config/module_esp32c2_default/sdkconfig_silence.defaults
ESP32- | MINI-1
C3 module_config/module_esp32c3_default/sdkconfig.defaults
module_config/module_esp32c3_default/sdkconfig_silence.defaults
ESP32- | ESP32C3-SPI
C3 module_config/module_esp32c3-spi/sdkconfig.defaults
module_config/module_esp32c3-spi/sdkconfig_silence.defaults
ESP32- | ESP32C3_RAINMAKER
C3 - * module_config/module_esp32c3_rainmaker/sdkconfig.defaults
* module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
ESP32- | ESP32C6-4MB
c6 * module_config/module_esp32c6_default/sdkconfig.defaults
* module_config/module_esp32c6_default/sdkconfig_silence.defaults

o Mpython build.py install "f{#] silence mode & 0 I}, FEZH L& X W B E SN sdkconfig.
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defaults,
o Mpython build.py install H 1] silence mode & 1 I}, 40 it & XF W 1 B & S8

sdkconfig_silence.defaults,

e, #HA module_config XM, AT SCIFIORAFHUSLHBC B B E S (SCHIefaFRh/
5), SRIGAEE A A B 34 IDF_VERSION., patch. at_customize.csv. partitions_at.csv. sdkconfig.defaults
PAM sdkconfig_silence.defaults

G, AT R I module_esp32c2_default R JC K H Py e & CMF, HEMA N
module_esp32c2-user—defined. FEARY, Bl & X} IDF_VERSION, patch. at_customize.csv F
partitions_at.csv ILFEB I, TR FE BN sdkeonfig.defaults A1 sdkconfig_silence.defaults :

e f#iffl module_esp32c2-user—-defined TR XFE, ETHEWANTNECE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_ config/module_esp32c2-user—
—~defined/partitions_at.csv"
CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32c2-user-defined/
—partitions_at.csv"
CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32c2-user—
—defined/at_customize.csv"

o i SPIFCE, #Fk UART fiLE:
— #%F% UART [it &

CONFIG_AT_BASE_ON_UART=n
— iy SPI FiC

CONFIG_AT_BASE_ON_SPI=y
CONFIG_SPI_STANDARD_MODE=y
CONFIG_SPI_SCLK_PIN=6
CONFIG_SPI_MOSI_PIN=7
CONFIG_SPI_MISO _PIN=2
CONFIG_SPI_CS_PIN=10
CONFIG_SPI_HANDSHAKE_PIN=3
CONFIG_SPI_NUM=1
CONFIG_SPI_MODE=0
CONFIG_TX_STREAM BUFFER_SIZE=40096
CONFIG_RX_STREAM BUFFER_SIZE=4096

S IR IR )G, FEH A ESP-AT TARA: e ALl (F . Ay, FRATTEA i AT [EfF 5 =5 25
IRIE B, BEP]PAYERE PLATFORM_ESP32C2 il ESP32C2-USER-DEFINED 4 i AT [E{4:.

6.12 SPIAT #31¥

A EZNG] SPLAT BSc B S, 2 AT LA :

- WA
o {8 SPI AT

o SPI AT & %

6.12.1 4y

SPIAT £:F AT T2, i ] SPT WM AT HE M 15 - 7648 SPLAT i, MCU % #51F 4 SPI master, ESP32-C2
WA AN SPLslave, H{F A7 id AL SPT PRI SEHE T AT fir S iR B,
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i Jil SPI AT {3

AT TAEEAHH] UART HpsClEAT Bl 5, {H2 UART Pisloe— L0 55 2w AL A i 1 I 3 5296 A
W, P, BTSRRI SPT P S AL i RS i — PR 1) 1%

Wl ;3 7 SPI AT ?

T pAE i IR BRIC E I S SPTAT:

1. @d . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT through SPI ffifif SPI AT,

2. #T . /build.py menuconfig->Component config->AT->communicate method for
AT command->AT SPI Data Transmission Mode 45 SPI $({E{&Hiiz,

3. J#isd . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI GPIO settings Bt SPI{#iff ¥ GPIO & .

4. @il . /build.py menuconfig->Component config->AT->communicate method for

AT command ->AT SPI driver settings i%$& SPT MHLH) TAERRE, HECEA XEAFXKA K
P

5. Wik esp-at THE (5% As%hi% ESP-AT 1.42), BB EEIEE17 .

SPI AT BRIAGE I
TR TN AR S ESP32-C2 B (1] SPT AT HEERIA R {451 -

2% 3: SPL AT ZRiAE B

&S GPIO =
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout) ! 8
QUADHD (gio/qout) ' 9

BtW] 1: QUADWP 5|1 QUADHD 75| HI{LAEE ] 4 £k SPIL T AR o

A PAiE ) . /build.py menuconfig > Component config>AT > communicate method for
AT command >AT through SPI >AT SPI GPIO settings, fR/G4iF LAEREIE SPI AT X}
HH (3% Kbkt ESP-AT T42).,

6.12.2 f§i}{f] SPI AT

TEfH SPIAT i, ESP32-C2 545 Fiz47H SPIslave TAELE A Tl EHRAF .

{2 T2k (handshake line)

SPI m~$¢ master-slave Z5F 11 /M5, FTA (K& 517 Hi master &2, slave Jovk Eahfeftids. B2,
T TR A Y, 5% ESP32-C2 ¥ 45 180 @ZE&JL%&*ﬁ% So Bk, FAHE SPI master Al
slave ZIEIEM T —MEFE, SRSCH slave 5 [n] master L?E"d SERRZIN

2 slave 75 BAL AR, RSB TE M EHE, XSFE master M =4 — EFHER) GPIO HriT,
master &5 slave [iE15, EFH5EME, slave ﬁﬂ%?*ﬁ%ﬂhﬁ, ZER I GRE .

R R L L TR

Espressif Systems 327 Release v2.3.0.0-esp32¢3-894-ga599a7e¢639
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 6. WA ZiFHIF & H O AT TR

* Master [1] slave &% AT ¥dighf, (FHEFLEHER:
1. master [1] slave & 515 KGR MG K, SRGE51F slave [m 48 F 4k & ) i &2 B 015

o

2. master K E| 2 T2k LAY slave & A R AENES G, TFIREEEHE.

3. master ZiEHHEIE, A slave HHE LB LR

* Master 2 slave & i%[9 AT i, (BT B ER:

1. slave i 1148 T8 38 %1 master FHEA 38R .

2. master FUCEE, FHEAEROI A BORE G, 0 slave B C & 2.

gk X

SPI AT 1if {55 4%y CMD+ADDR+DUMMY+DATA (/5 ). fE{# il SPI AT i, SPI master {i ff 2| —

ESTECE S @Y NN

* Master [1] slave %A %508 AL 1 5C:

4 TP A R E

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (8i% 4092 =73)
%)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, 5 20 A— A MNH EORGTHRA R L, BARR sy :

%50 EHLEMMAL, FHUREEHRC 245K

CMD (1) ADDR (1 %) DUMMY (1 | DATA
F1)
0x7 0x0 0x0 null

o Master 32U slave % 25 AR BB EH S

2 6: FHUBEINL A% 1B

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (Ji% 4092 =73)
%)
0x4 0x0 0x0 data_buffer

* Master $2H{ slave Zif I8R5, 5 2 0A— AR B MIH EORGTHRA R B, BRSOy :

70 EALEMMAL, FEHLEEREE C 245K

CMD (1) ADDR (1 Z%7) DUMMY (1 | DATA
%)
0x8 0x0 0x0 null

* Master [1] slave &35 KA 548 & R/ N A 15 45

7 8 FHLm MBI KA S Bl oK

CMD (1) ADDR (1 =F7) DUMMY (1 | DATA (45%)
F)
0x1 0x0 0x0 data_info

o 4 <737 data_info FPALE T ARG MARRI R EE, BT

1. Master [1] slave & EMIEIRFETE, KJF 07 15 bit,
2. Master [i] slave LM EHREMTHS , 1ZTFH5HE master BRI KA BTSN, K FE 16 ~ 23 bit,

3. Magic {f, KJ¥ 24~ 31bit, [&%H OxFE,

* Master {5l 2148 T2k EA slave A MAI(ES )5, 2 AL 2% IH B2 slave JEA BRI T AR
X, R IEAR ER R TR, HARRE fE Moy -
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%9 FHUAEIPR, A ML AT AT AR

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (4 =2%)
FV)
0x2 0x4 0x0 slave_status

RIEEWEK G, slave R [7] AR SAE SR FE 4 171 slave_status H, HEARARE U
1. slave 2% [ master &1L MIBGRITETE, KR 07 15 bit; {24 slave AbF AR SHT, % FEEFE
e
2. BAREFAS, K16 723 bit, Y4755k F|HKAE OXFF i, F— AR 785 EHr Eh
0x0. 24 slave 4bF A ERARASHE, % F B A master 75 7] slave A& N — T EHREA)TFHS: 24 slave
&?Tb&/ﬁ(zu B, %FBA slave [a] master & iEH) T — MR EKFH]5
. slave A2/ AT ERIRAS, K 24 731 bit, Her, ox1 fAFEAEE, 0x2 AEn] 5,

SPI AT 0 28 T ifife

SPI AT (a4 A 32 525 I Wi~ J5 1l -
o SPI master [if] slave %% AT fiy2:

| SPI master | | SPI slave |
| |

| step 1: request to send-—--—-> |
| |
| <—————= step 2: GPIO interrupt------ |
|
] step 3: read slave status——> |
|
[ step 4: send data-—————————- >
|
|

[ step 5: send done-————————- >

B IREAAR BT -

1. master [A] slave %1% 3K [A] slave BEIRMIH K .

2. slave 22Uk master 1) &35 15 K, 2 I slave iU, I E) slave_status 217455 A 21 master
B AWREN, KI5 EF Lk master [fY) GPIO HIKT.

3. master FEULE| P WT IS, B2 slave [ slave_status ZFf7S, Kl F] slave #F AR RS .

4. master FFU&1H] slave & &R .

5. RFBIRESH )G, master [ slave ik — SR LRGSR IYIEE .

« SPI slave [1] master &% AT Wiy :

| SPI master | | SPI slave |
| <—————= step 1: GPIO interrupt------ |
| step 2: read slave status——> |
| <———=—- step 3: send data-————————- |

| step 4: receive done-——————- >

BASBREAR BT :

1. slave [i] slave_status 27 {7-¢% 5 A SLiF master S2HUOR H slave [ 8Hs i bR 07, 28 )5 18 1 98 F 4k il &
master _| /) GPIO ik,

2. master BEULEI TG, LHL slave [ slave_status ZFf74%, RrilF| slave # A AR EAEALIRAS .

3. master FFIGIEICR B slave BY%H .

4. Bl SE R, master [7] slave & 3% — 2 AR ICEIR S AR .
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B L o T O R, FRATIELAK IR AT fip % B, $&4E TR K B A B AR A R A M AR
1527 at_spi_master/spi/esp32_c_series/README.md.

SPI AT %} %11 SPI master M7= 5i{Ci%
SPI AT 7 £} J& >k SPI slave f§ H] 9, i i SPI master 5 SPI slave i#f 17 i 15 /) 7R 6l X 1 15 = %
at_spi_master/spi/esp32_c_series.

BEW] L AEfN MCU JF A2 1, 5 208U fi ] ESP32-C3 (3% ESP32 Kl MCU {12y SPI master Rizf71tt
B, PATT AR B AU B YR )

6.12.3 SPI AT #i#%
I eI
 fi ] ESP32 B}# ES32-C3 JJ &K MfFH SPI master, =47 ESP-AT H[{) at_spi_master/spi/esp32_c_series

FISRA AR o HARRE PRI E AT -

1. fififF: CPU TARESIR L E # 240 MHz, flash SPI mode il & 4 QIO i3, flash JJi%:15 & 4 40 MHz,
2. #fF: HT ESP-IDF v4.3 [4iEEREE, 15 BIAARS H ) streambuffer (/N K 8192 275 .

o {ifi | ESP32-C2 {E>} SPIslave, i 555k SPI AT [W{4: (&% Axb.4iF ESP-AT T42), F-6 ESP32-C2
e E TAEAE TCP 5. HARRE(FRCE QT

1. i CPU TARMA )y 160 MHz.
2. ¥4k SPL-AT [l 52 BACHS r, Hf streambuffer 1) /N B 8192 =47, I i ESP-IDF F [y
example/wifi/iperf ] sdkconfig.defaults.esp32c3 FRAH il B S 41

ISR
RN T AL SR BAT A B A7 R R

% 10: SPI AT Wi-Fi TCP {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BeW] 10 24 SPI (bR s i, 2R T FE MG AR BRE], 41 Dual 5(# Quad TA/ERIZ A E S
HRAR T Standard AR W EE .

B 2: W KT SPLEFMNGESH M WAL SRS % Tl

6.13  iifuscBE OTA F1-4%

ASCR R ANy ESP32-C2 RBIRERSCBL OTA T+, Hl, ESP-AT #1XFA [ 4L 7 AT =l
OTA fip%. &R LMRYE A SR HE G OTA fiyd-.
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1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRHEEAINTT B

* OTA 443 Y B 5 R 3%
o 1% ] ESP-AT OTA 4 43147 OTA F+44

6.13.1 OTA iy 4L B i Hl i 5%

AT+USEROTA

Iy 4iE ik URL 523 OTA TR, 5 ﬂ%ﬂﬁ%ﬂﬁiﬁf HTTP fif 55 %% LR H iz 40303
XIS 5% AT+ USEROTA Xﬁ@ﬁ%fn =

T adE TP AHE XS, BT LB B at/sre/at_user_cmd.c JFACHS R LI Z L

A RN ST

L &A)E T A Gl HTTP i 5545 .
2. s dithie URL,

o

o GSRETHR I R IR R E R R R, TR SERE, ] REJCE M AT+CIUPDATE fiy
ST, ARt BAE B AT+CIUPDATE # 47 OTA -4 B2 T H O % .

AT+CIUPDATE

iy A ] iot.espressif.cn /BRI HTTP IR 45 2%, %6 A LA AT AR 74 X, iR ] AT 2%
at_customize.csv FE X HE XX WM RERGRRA, Zad 5 HREeTH
FIRFERAMIRA . 7§25 % AT+CIUPDATE 3KBUE 215 H. .

% i T4 E S bin SUUF, IHERRA T 7z —.

1. ¥4 iot.espressif.cn P b 15 F i) HTTP IR 3525 , JF 98048 HLfRE . anf] S22 F ) AT+CIUPDATE
il &% at/src/at_ota_cmd.c,

2. {f. iot.espressif.cn Lﬁ“ﬁé’l‘&"ﬁ JELEIL B EA% bin SCPE. (AP Bl gt i B d%ﬂ@.‘@:
R EZ MRS 2% LA EST.) 5% 148 AT+CIUPDATE # 47 OTA FH48 3KEUH 215 5

B AR T3 5 R

L R IRER M EE, RARTHRSIRE AR B

2. BRA I A U bin SCPE, HEEAT ARG HTTP 5535 .

3. “3’ A G HTTP 55235 . B 7 IR0 IR X b, B Ay ST AE at_customize.csv SCEH o L
P E e o X

AT+WEBSERVER

I fir A A 0 B AR AR R TH R AT [l BT, a2 (R AL T AR T - I Eh Rk . AEFF IR T
RZ AT, HEM web 55 ar I HR AR AT ({452 1 2| Ha i sl 0L 1o BRI PAZ25 AT+ WEBSERVER
& Web Server AT 1) IREUE 25 5. .

HTSLPAE K HTML T, 2% m ) fs_image/index.html, 2 T SZHL48 H & 1) AT+WEBSERVER
2, i55% R~ at/src/at_web_server_cmd.c,

I i A4 I PR 37 BT
1. s Wi Jj W Peblny OTA Jh4, AHBL IR,
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CIRAH

o WERETHHE AR S R AT E A, FEFRSEUE, EnTREICIA i AT+CIUPDATE fiy
AT, ARG IRAE A AT+CIUPDATE #:47 OTA JH48 B7 T H O 4 .

6.13.2 {§il{] ESP-AT OTA A H1r OTA T4
¥ )1l AT+USEROTA 47 OTA F1-4%

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

B ILAT+CIUPDATE iy 12 F 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] iot.espressif.cn Hf 3K
%) token fEL. VAN A PRIEIA T ANATAE iot.espressif.cn b AIHEBLE I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~ Cisco WebEx Mestings  Espressif Systems  Hf +

|OtBUCket if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,LmDED i
PERIENCES == 7

ST AT -

B 21: 77T iot.espressif.cn [

2. M BCA_EARY “oin”, ERAGINA T, HRAEHLIEAI Y .

i
o U Join IRER AR PR, WA i IEE, AR KA.

3. w2 EARY “Device”, MRJ5 iy “Create” Fefl]E#— i
MR G S L — Y, T E PR
5. MEARZE SR HIFAR OTA bin U, FLE AT OTA token AR AN T U1 FT 7 -

B

%1k R SSL OTA, $E3i “The SSL token for AT OTA” LB E .

6. siifi “Product” H#EA M T, 41 FANFTR . B BIENIE %, 7 “ROM Deploy” T fii AMUAF corename.
KB TR 5 Hi bin SCHFE AN “otabin” FELRAE.
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lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join

& 22: i A iot.espressif.cn

|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~

-
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”

Espressif Systems 333 Release v2.3.0.0-esp32c3-894-ga599a7e639
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 6. Wi F1IT K H CHY AT TAE

Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
"' Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Device Status developing

Datastreams Request Logs O

1 wait for request...

+ Create
. Key set you as owner
Meta-Info &
| master 5802010b6eeB6C617583371ade41af4fe0942f2¢ (masier) I
owner 7189246496617d2482c6a3b38498f198173462 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

ik

o MR EAETTIZ, at_customize.csv PEXWHAFHE XK, HEW ota.bin BN
F B R S PR bin SCEERIH]

o XT corename FE, MFEAUUH THBIEX S bin S04

7. i ota.bin SFHLARAE A M BIALA
8. T LiBfTAT+USEROTA fp. WIRIZAC 4z, #7F1h OTA 7L

%

o P L E| iotespressif.cn fif) bin S BRI, G PAN HLN -
— WERFAL app 43X, 3K bin SUH4 I EHN ota.bin.
- WERFALH A2 XA X, 55 bin SCHL K EN at_customize.csv H1Y Name FE.
fBan, WRF factory_Param 4pK, B HIKE N factory_ param.bin,
* ESP-AT R A T7E S ] OTA pIXrpre xXHE, HIfi OTA BT EAMREF R, J5lf ESP-AT [#]
PR IE R 21T, (EXTT H @ AKX, |1 ESP-AT (%A &t E/NOFAH.
o WUREFTRON—IFUG B A e i bin SCPE, IR 2 E R A IGIA ], BiR %5 OTA token % ¥
“H A token {1 .

i/l AT+WEBSERVER #:47 OTA 4%

1527 AT+ WEBSERVER F1Web Server AT i+ %) 3XEUE Z{Z R,

6.14 i iy ESP-IDF fliAs

ESP-AT [{FHT IR WK TT S HEAS (ESP-IDF), 4 NHASHY) ESP-AT [ R AN 1) ESP-IDF Hi
A 5 ZUE ] ESP-AT TAEERIARY ESP-IDF A, ANt WU By ESP-IDF i, [H)) libesp32c2_at_core.a
Ji&)Z ) ESP-IDF Jift 4255 ESP-AT T#&#Y IDF JAAN—E0AT RE & S 2 R B AT o
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7ag }

Id

Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chorelbetal: 1.0 codenamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

B2, FEFSURRIRNS LT, ESP-IDF f/NBUAS B3 th ] e idi F T ESP-AT AR . WUREFTETH, AL
(ELIE (e =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4% i 5% #F IDF_VERSION ({4 Ht, 3X L% 3 4 43 i 7 module_config
SCAE IR WA [R]85 20 SO e v e i SOl T A 4 [ 4 B B T 1% ESP-IDF 11 73 32, $2%2 1D Al
G PEHL L. 541, PLATFORM_ESP32C2 “F-& [ ESP32C2-4MB L4 () IDF_VERSION {ii T- mod-
ule_config/module_esp32c2_default/IDF_VERSION,

UnREAE N ESP-AT [El{F 50 ESP-IDF A, 5% MDA N 23R4 A

o HFMiLfY IDF_VERSION 3,

o MR EH A 52, 32732 ID MG L.

o Mkk esp-at MHFEFIRAW esp-idf, PAE TR GRIER 1 JE % IDF_VERSION HT 58 E 1)
ESP-IDF i 4s .

o HHT4WIF ESP-AT T#2,

VER, 4 ESP-AT JiiAFI ESP-IDF iR A UCHL, Fwiskit S i T 45

’Please wait for the update to complete, which will take some time

6.15 ESP-AT [E1h2 5

ASCRIHCEL T i) — ESP32-C2 RFH AT LRI a5 . ffF. B 225

6.15.1 ESP32-C2 7%

I EVAT ESP32-C2 Z51] AT [ X 5

« ESP32C2-2MB-AT-Vx.x.x.x.zip (A5 fii#i %y ESP32C2-2MB Bin)
« ESP32C2-4MB-AT-Vx.x.x.x.zip (A5 f7i#i %y ESP32C2-4MB Bin)
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« ESP32C2-BLE-2MB Bin ({4 %1, %30 PAMGitHub Actions . F 3%, esp32c2-ble-2mb-at
4, BE AxesmiF ESP-AT 14%)

SCRpR a4

R T E BRI ESP32-C2 41 AT B BOA SRRy 048 (] & 3R ) . BRIAA SCRpH AT ATE
Wi BN % ESP-AT TAG SR m A (1 9 %%). BeRfmmd®E (1O RR), TREAY
Ay SRR SEEA R a2 . IR KA EPEILAT B4, SRR AR, FHEA
Fromik. BATHRFERECFICIE MR E B 7 IR 24T OTA TH-

weE ESP32C2-2MB Bin | ESP32C2-4MB Bin | ESP32C2-BLE-2MB Bin

base

user
Wi-Fi
TCP-IP
mDNS

WPS
SmartConfig
ping

MQTT
HTTP
Bluetooth LE
BluFi
FileSystem

0000000000

00

driver

WPA2 enterprise
WEB server
WebSocket

OTA

0000

WP 5%

G ESP32C2-2MB Bin ESP32C2-4MB Bin ESP32C2-BLE-2MB
Bin

Flash 2 MB 4 MB 2 MB

PSRAM [ x] [ x] [ x]

UART &'

TX:7 TX: 7 TX: 7
RX: 6 RX: 6 RX: 6
CTS: 19 CTS: 5 CTS: 5
RTS: 20 RTS: 4 RTS: 4

SCRe AL

NI T E I AR ESP32-C2 51 AT BFERIA SRR SN - (] &9 %) o BRIAR SCRHET
DAt arpy TR BBURSCHHOBAL ) @ F0R), ABGESR Bl O © 38). MTRaRL
FrBEan, (50T DA AR M 435 ESP-AT 142 WU TR SR B E R 2 HE

VUART BT B 5 L, ST S 4Tk B AT 352 4 i,
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EREE ESP32C2-2MB Bin | ESP32C2-4MB Bin | ESP32C2-BLE-

2MB Bin
ESP8684-MINI-1/1U
ESP8684-WROOM-02C/02UC
ESP8684-WROOM-03 [x]
ESP8684-WROOM-05 [x] /
ESP8684-WROOM-07 [x]

6.16 M\ GitHub & he#iln A AT [

Hi T ESP-AT 7& GitHub _FJH ] CT (Fr8Em) , iRk AURD piifE% B GitHub #2421 ESP-AT [ {11
I A o

R PER I RIRRA AT BPE, & 28RS O Cry™ i B TS IS 6E -
TEPRAFAF T RAISIPRCL B T 8EEE, TS 2 nT e )l

PATR A gRE  anfar A GitHub R 2ol i ARcAS AT [

1. BRI GitHub k-5
TEFFIEZ T, W oEE B GitHub WKS | R T B BB AR .
2. ¥TFFMTT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<> Code (©) Issues 50 Il Pull requests 4 () Actions [ Projects 07 wiki @ security

¥ master - Go to file Add file ~ About

AT application for ESP32

% xcguang Merge branch ‘docs/update_how_to_customize_ble... .. + 6daysago ¥0 1,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
53 View license
I tools feature: Support compile on windows OS 7 months ago

[ 30: ESP-AT GitHub ‘75 F{ i

3. Hiis “Actions” PEA “Actions” T [

4. piify “Branch” JEFHEE 53
ERINH master 4337 AR AR 8048 E 43 S B Im BT 4, s “Branch” #E AR 43¢
F{ workflow T T

5. HidE workflow #E A workflow T i

6. R EN BN )5, & Artifacts G PR N AR 4L
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[ espressif/ esp-at

<> Code () Issues 50 il Pull requests 4

(®) Actions

¥ master -

0 xcguang Merge branch 'docs/update_how_to_customize_ble_s...

B _oithub/workflows

Go to file

feat: add new GitLab and GitHub jobs for all functi...

@Watch ~ | 44 ¥ Star | 371 %9 Fork | 251
[T Projects 00 wiki © security cae
About

v Gdaysago Y9 1,473

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266

2 months ago ESP8266_RTOS_SDK

& 31: fi5 Actions

B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet
. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

H espressif/ esp-at @Wakch ~ 44 ¢ S| 371 %9 Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch "docs/update_how to customize ... T, B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... release/v2.2.0.0_sspa2 B 7 days ago
CIC++ CI #270: Commit 7135f05 pushed by igrm @ 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... release/v2.2.0.0_espa2ss B 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr @ 8m 47s
. =
K 34: A ey Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status Total duration Artifacts

Success 6m 25s 1

K 35: i Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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7. il BB SR I iR AT AT [

20 WSRELE Artifacts TUE PG BTN IUIELL, 55 % ESP-AT B 1 £ 5 Sef 2ol E ¢4
TR

6.17 at.py 1.1

at.py LEHTEMITELR 2 MB/4 MB AT B[4 (B build/factory H3F FH factory_ XXX.
bin) FHZFSECE . XL E AR Wi-Fi iiE . EBMSEECE . UART it ® . GATTS it &% . 24
BRI E M TR T oK, BT DAMH A at . py THEAB S EFH )X S L E .

6.17.1 {R4NLiE

SR T AT, Sol at.py T4, BRIP4 BsPt 2 Linux
BB %

o % —%: Python %%

« H= atpy T

e % =% atpy B iEVLA

o Hva¥ atpy 15 E P ey B E T 1)
o FAY: BEIMFRE

6.17.2 Z5—2L: Python 2¢%

MR EA R C 2 %% 0d Python, W RTDABK AP 3R 150, AR 4 Python ‘5 SCRY, 58 Python f R 2%
2% . ¢ SEMEN] Python 3.8.0 Sl BififA .

TA5ERIR, TR T A python ——version, #E7 Python HUZ.
6.17.3 45 b atpy F#
A at.py DL, Aiili Download raw file ¥4, f at.py XA FEE|AH.

6.17.4 4525 at.py MW

UHl at . py SCRHERE PR SHIECE, HEMSFTHHA python at.py modify bin --help,
AR S IR A R B

6.17.5 45PU2L: at.py fESCHEIPE AL ELA B

157k Wi-Fi it &

W5 BGE A Ao B 4 E H
W42 UART B &
W GATTS B &

e
o W DNRA B ZFSEECE, Fan, EaT AR BHE R Wi-Fi Bl g8 RNE SRS h E .
o FHMEMMSHICE , MATASKAELAEN, WHiOREHE AN SE &2 Ak .
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C (Y @& github.com/espress|

or jump to. Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~

Issues 116 Discussions Actions Projects Wiki ity (2 Insights

at.py

. ustcew History

: Code Blame
main

.glab-ci.yml

CMak

&l 37: "F# at.py SCHF
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s BEUSHIZEICE, 75470 mfg_nvs HRTFH mEg_nvs.csv i1, SAXMHLR.

f&¥ Wi-Fi it

YA E) Wi-Fi 200 E AT R

SH IhgE ;]

--tx_power Wi-Fi [ K &0 3% NG I ESP32-C2 A1) %

--country_code Wi-Fi EZ I W Wi-Fi [ Z XA R ce 2B,
--start_channel Wi-Fi ;B I51558 R L Wi-Fi [8 R/ XA 5 Ay schan F2E;
--channel_number Wi-Fi [ B 585 TG I Wi-Fi [E 5/ XA RS FH ) nchan 7 B

flhn, ERTPAETH AR fird, B Wi-Fi K A3 18 dBm, EIZAUHN US, BIAFEED 1, &

fRIEECN 11

python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o --tx_power 72: Fi{iji& 0.25 dBm, 72 F/~ 18 dBm
+ --input factory_XXX.bin: #j A [ {f S0

fE TS R Y1 B

AR IE A AN R B RC BN R R TR

S Ihge R 3X
--server_ca TLS R %281 CA IE+ server_ca.crt
--server_cert TLS iR %#a ik + server_cert.crt
--server_key TLS k45 2e i) 2540 server.key
--client_ca0 20 BX g CA RS client_ca_00.crt
—client_cert0 50 B Pk client_cert_00.crt
--client_key0O 50 % i 4R client_key_00.key
--client_cal 1 BXK P uEH CA RS client_ca_Ol.crt
--client_cert1 EREY el e client_cert_Ol.crt
--client_key1 21 EX PR a4AH client_key_01.key
--mgqtt_ca MQTT % Fim ) CA §EF5 mqtt_ca.crt
--mqtt_cert MQTT % g k15 mqtt_client.crt
--mqtt_key MQTT %& i 2540 mgqtt_client key
--wpa2_ca WPA2-Enterprise % 7 i () CA | wpa2_ca.pem
UEAS
--wpa2_cert WPA2-Enterprise % i i4 3L 15 wpa2_client.crt
--wpa2_key WPA2-Enterprise % i) %54 | wpa2_client.key

B, ERLAER LA T v,

i MQTT % 3ty CAE 15, % Ui B

python at.py modify_bin

—mgtt_key mgtt/mgtt.key —-—-input factory_XXX.bin

--mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-

+ --input factory_XXX.bin: % A f [ {30 ¢

& UART it

B UART BCE, (AIEAT 6 4-3% v () UART B8, "B SECE AR KRR
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https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-guides/wifi.html#id46
https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-guides/wifi.html#id46
https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-guides/wifi.html#id46
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/server_ca/server_ca.crt
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https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/server_key/server.key
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/client_ca/client_ca_00.crt
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/client_cert/client_cert_00.crt
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/client_key/client_key_00.key
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/client_ca/client_ca_01.crt
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/client_cert/client_cert_01.crt
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/client_key/client_key_01.key
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/mqtt_cert/mqtt_client.crt
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/wpa2_ca/wpa2_ca.pem
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/wpa2_cert/wpa2_client.crt
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/wpa2_key/wpa2_client.key
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S8 IhE iR

--uart_num AT 4 L) UART & {UFE AT Hg R e HAE AT @4 O, 2B
B FIRFRAIE R tx_pin Al rx_pin
BEECE SAT B &% 0 ) o M rx B2, W
AT B &g HECE T rx, WRHE tx_pin FF%
Bl E S R #EEE D (& G24iE4E) i) UART
1 tx A5 — 3

—baud AT 5 LRI R EIG{E: 115200

--tx_pin AT 4 O TX & T PR UEFR B RO A A S5 AL A A I o 28

--IX_pin AT 4 ) RX T PRIE RO T AN 25 AL A A Rl vh 2%

--cts_pin AT 4 O CTS & T PRIE R 1B 2 B TS S AL A4 v 28 . R
TR, Bk SECh -1,

--ts_pin AT 4 L) RTS & T PRIE R B R B A S S AL A A e 28 . R

MRS, BUISEOy -1,

e

Bian, EnTARH AT a4, B0 AT iy HRYBRER 921600, TX MY 17, RX BN 16, FHH

python at.py modify_bin —--baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

o --input factory_XXX.bin: #j A [ {f S0

&% GATTS [l

BERCHT, EICR AT B & SUKAAL I T AR - SCRY, 1% GATTS HYCESCF gatts_data.csv H 45~

By 3

B GATTS FE TR FR:

S Ihik

--gatts_cfg0 BB gatts_data.csv SCPFH index Sy 0 F—478UR
—gatts_cfgl B gatts_data.csv SCFH index Oy 1R —4THd
—-gatts_cfg2 T gatts_data.csv SCHFH index A 2 1 —1 T4
—-gatts_cfg3 BT gatts_data.csv SCFH index O 3 Y —ATHURE
—-gatts_cfg4 BB gatts_data.csv SCPFH index Sy 4 B—4T 8
—-gatts_cfg5 BB gatts_data.csv PR index Sy S —ATEUR
—-gatts_cfg6 BB gatts_data.csv SCPFH index Sy 6 BY—4T 4
—-gatts_cfg7 HT gatts_data.csv SC{H index SRy 7 B4 78
--gatts_cfg8 Tt gatts_data.csv U index o 8 F—ATEURE
--gatts_cfg9 HT gatts_data.csv SC{H index SRy 9 BY—1 78

--gatts_cfgl0

P gatts_data.csv S index iy 10 () —FT5RE

--gatts_cfgl1

BT gatts_data.csv 3L index iy 11 f—F T80

--gatts_cfgl2

B3P gatts_data.csv 34 index iy 12 i —1TH0E

--gatts_cfgl3

T gatts_data.csv SO index 4 13 B—F T80k

--gatts_cfgl4

W eatts_data.csv 34 index iy 14 i —1THHE

--gatts_cfgl5

TP gatts_data.csv AT index 5 15 f—F7%0

--gatts_cfgl6

BT gatts_data.csv ST index 2Ky 16 1—F 75k

--gatts_cfgl7

TP gatts_data.csv ST index 5 17 i—F750

--gatts_cfgl8

BT gatts_data.csv S index 2y 18 1—F7 5k

--gatts_cfgl9

TP gatts_data.csv SC{HT index 5 19 f—F7%0E

--gatts_cfg20

BT gatts_data.csv S index 2Ry 20 f—F 75k

--gatts_cfg21

T gatts_data.csv C{FH index oh 21 —4T40HE

--gatts_cfg2?2

3 eatts_data.csv A index iy 22 i—ATHUE

--gatts_cfg23

T gatts_data.csv U HY index Sy 23 f—F T8

To4ks:
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https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/ble_data/gatts_data.csv
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https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/ble_data/gatts_data.csv
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https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-894-ga599a7e639

Chapter 6. WA ZiFHIF & H O AT TR

11 -BER

SH IhgE

--gatts_cfg24 AT gatts_data.csv U index SN 24 19— dE
--gatts_cfg25 BT gatts_data.csv SCEEHT index Ky 25 B—F 75
--gatts_cfg26 B HT atts_data.csv U index Sh 26 1 —4T8
--gatts_cfg27 T gatts_data.csv SO index 4 27 B —F T80
--gatts_cfg28 T gatts_data.csv U A index Sy 28 F—F 18R
--gatts_cfg29 T gatts_data.csv SO index 4 29 B —F T80
--gatts_cfg30 T gatts_data.csv U A index Sy 30 f—F TR

B, GERTPAGE LA R x4, B index 2 0 47 perm AR,

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" --input factory_
XXX .bin

« --input factory_XXX.bin: #ij A 7[R {43044

TR BEURE AT [PE, SR F O™ b AT A U fiE .
WPRAFRF SRR SR A RO e T #REEE . T RS T RERY AR

Sl WIPRgEk IR E A s, e B SR .

6.18 AT API Reference

6.18.1 Header File

¢ components/at/include/esp_at_core.h

6.18.2 Functions

void esp_at_module_init (const uint8_t *custom_version)

This function should be called only once.
%4 custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S
* para_index —the index of parameter
* value —the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)
Parse float parameter from command string.
S8
* para_index —the index of parameter
* value —the value parsed
Bl
» ESP_AT_PARA_PARSE_RESULT_OK : succeed
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https://github.com/espressif/esp-at/blob/a599a7e6/components/customized_partitions/raw_data/ble_data/gatts_data.csv
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* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
e« ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%4 len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
¢ len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

P[]
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

SH
* custom_at_cmd_array —at command set
* cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%% ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)

regist custom operate functions set interacting with AT,

%% ops —custom operate functions set
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uint32_t esp_at_get_version (void)
get at module version number,

J&[A] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version

void esp_at_response_result (uint8_t result_code)
response AT process result,

%4 result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,

S8
* data —data buffer to be written
* len —data length

R A
e >=( : the real length of the data written
e others : fail.

int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
2H
* data —data buffer to be written
* len —data length
P
* >=( : the real length of the data written
e others : fail.

int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
S

* data —data buffer
* len —data length
B
* >=(: the real length of the data read from device
* others : fail

bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,

¥ timeout_msec —timeout time,The unit is millisecond.
Bl

* true : succeed,transmit data completely

* false : fail

int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=0: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,

but it just supports one character now.

%% terminator —the line terminator

Bl
* true : succeed,transmit data completely
* false : fail
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uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is “\r\n” .
J&n] the command line terminator

const esp_partition_t *esp_at_custom_partition_find (esp_partition_type_t type,

esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.
ZH
* type —the type of the partition
* subtype —the subtype of the partition
¢ label —Partition label

&9 pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (wvoid)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

%%t callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)

Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)
Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.

BH
* buffer —buffer to store the version string
* size —size of the buffer
B
* >0 : the real length of the version string
* others : fail

bool at_fatfs_mount (void)
Mount FATFS partition.

1 if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.
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& 1 esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

£41:: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()
to unmount the partition when you don’ t need it.

$EA |
e true : succeed
* false : fail

bool at_fatfs_unmount (void)
Unmount FATFES partition.
peq |
* true : succeed
* false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.
%4 str —the string to be checked
Bl
* true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

6.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer
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struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT
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Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before entering light sleep

void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.18.4 Macros

at_min (x,y)
at_max (X,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK
No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)
parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)
parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)
parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)
the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail
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ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.18.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.18.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_ STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_ SLEEP
enumerator AT_LIGHT_SLEEP

enumerator AT_MAX_ MODEM_SLEEP
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enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_ MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA_LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress
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enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT_PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT RESULT_CODE_OK
13 OK b

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT_RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT RESULT_CODE_MAX

6.18.7 Header File

» components/at/include/esp_at.h
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6.18.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)

get current module id

void esp_at_set_module_id (uint32_tid)
Set current module id.

%% id [in] the module id to set

void esp_at_set_module_id_by_str (const char *buffer)

Get module id by module name.
%% buffer —[in] pointer to a module name string

void esp_at_main_preprocess (void)

some workarounds for esp-at project

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)

get storage mode of mfg parameters
1R[] at_mfg_params_storage_mode_t

void esp_at_ready_before (void)

Do some things before esp-at is ready.

£ 7E: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by

calling APIs from esp-idf or esp-at.

6.18.9 Macros

ESP_AT PORT_TX_WAIT_ MS_MAX

AT _BUFFER_ON_STACK_SIZE

6.18.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE

enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION
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6.19  Jnfaf P v i R R X

6.19.1 4y

HHIRA (silence mode) J2 ESP-AT & {1 —FhZwif fie B, T4 AT fHE (RIAT B &35 0 il
HIFRE) F7h, PSRN . AR, SRR P . (A D% R TR s
R TR R

 {Epython build.py menuconfig > Component config > AT 432 T 22 FIAFEEN AT Hhg.
o 2% f/ M B SO RN SRR AL IT A -

120 5 I ANER A R 2 D10 e A BBk X B

BREkAES = R
SR (I | TP —2 AT H & I Ji I (esp-at.bin) B R/INEHIAN, X AT g
0), HEFILIE S AT BRI, Y BRI

TAREE R4 1 éj\lXjUJ\, PN e ]
PRRI (miFx e n &),

o B R (RIBEER | I [ (esp-atbin) (YK | BEARSX 2R —2 AT ) H 3%, Jf- 2 f# CON-
1)7 AN I E [bé%ﬁﬁd\ FIG_LOG_DEFAULT LE\THJEEE§QE§Q, M
7 FE3E4 AN S H s, ik 3 m A4
AT THREHIXEE

i R H R

$ ./build.py build
(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition —-
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
Error: app partition is too small for binary esp-at.bin size 0x135ae0:

- Part 'ota_0' 0/16 @ 0xd000O size 0x130000 (overflow 0x5ae0)
ninja: build stopped: subcommand failed.

6.19.2 PlE

o e B R
— K¥o%iF ESP-AT 142
TR =R L silence mode Sy No (5 ves) >RZEH (SUFH) #HEMEK,
— M | 4iE ESP-AT 142
TEPATEE 5.3 B IRATH MR, &K esp-at/.github/workflows/build_template_esp32¢2.yml 344+
silence_mode MM, Ko EZE HEHEEIE. BN, BT EEREREK, WHEN:

— name: Configure prerequisites
run: |
# set module information
silence_mode=1
mkdir build
echo -e "{\"platform\": \"PLATFORM_ESP32C2\", \"module\": \"${{ inputs.
—module_name }}\", \"silence\": $ }" > build/module_info. json
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o TEREHIEAFI AT BPERSREAL L, SRISHATAT+GMR fiy4, BT MBI E T e 5
e .
— MR EE, AT+GMR iy R AP A5 s—, Bilan:

AT+GMR
AT version:3.5.0.0-dev (s—88bdead...

(more lines of version information)

OK
- WREE A, AT+GMR iy Wiy A& s—, Hiln:
AT+GMR

AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK
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Chapter 8. AT FAQ

— AT 354 4ot 53 HTTP 17 & 4215 T hig ¢

8.1 AT |1

8.1.1  FeRyBA BT i S AR REIAE, Il 3R BGE A B 7

UIRAT B #5570 T BRI C I, T 2% AR 1e% -

o [ A [ (2 PRS2 R [ (ST ESP-AT BV 1 2 57 )
o BF: KIZEMAP XA 0y AT B 2,

8.1.2  nAiHL AT [SIPEJERS ?

esp-at i H AR S A 135 2 1) 20 5 T2 UFE DU A3 e P 4 o TR %O FE (10T esp-at/
components/at/lib/ H3E'F) ZHEM, JToHEH.

8.1.3 P LscE My AT WlfEanfl B 7

o Pk T HIE F# Flash M3k T.H.
o PORHIAIESHAT FHI5h.

8.1.4 ey ESP-AT 4k il RGBT bin 3044 7

AT PAGE Flash "R 2 T A ) combine #4H 1T #5

8.1.5 BALilY) " AT [fFiE 4 S Fridss ?

o BRALCRRRE R, (RO A SRR -
o WFREITEE R, G50] PAEH 1 iy AT+ UART_CUR B3 AT+UART_DEF #7124
© BAFEASF

8.2 AT A 5mup

8.2.1 AT /5 busy &l 25 ?

o $EUR “busy” FIRIFFEALPRAT—2kmm4, JCEMIN SHHA . B4 AT iR s 2 bk, J
WPESERT— A 5, A RBEICT — &2
o MHLZAMARTEFZEHAR, REHSEETR “busy” 3% “ERROR”, F M-l LI A, ¥k
INHZ A
- H A AT+GMR (#/74F CR LF) (Z#54F), H1T AT+GMR (#/74F CR LF) 42— &k
1 AT G341, RESPITZGS . HUIHIER RS0 A 58 % AT+GMR #:4E, wlcs] 15T
BREAE, KON RFII S, RERAR “busy”. [HUIRERECL5EM T AT+GMR #:
15, PRI ZSHBAE, SRR —&MiRNGmS, 2%H#7~ “ERROR”,
— MCU %3% AT+CIPSEND J5, I% busy p.. W5, MCU F5 & 3 & 1E5dE. K4 busy p.. 183
LA IEXENAT, YA AT, HIE AT b G, MCU FE 58 &2 # a

Ao
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8.2.2 AT Hilff, EWRRES AL FHifEe, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

8.2.3 AEAFIEAL LB AT [ F SRR iy 4, DLRWIBRE fiy 4 AWIBAS R A I 465 52
7

o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

8.24 1 MCU 4y ESP32-C2 &35k AT 2B, sttt 25K 7

4 MCU % ESP32-C2 5 %1% AT iy 0 R SR INATAAF 5, (BT PS4 7 AT,
W5 RLibE AT B2 FRERAS.

8.2.5 Wi-Fi liJF (JTEl WIFI DISCONNECT) & hfl2 ?

B DUAEAT B & 3% v & F 2 Wi-Fi W 09 J8 [, 5 & 7 B “wifi disconnected,
re:i<reason_code>” . AL <reason_code> {5 : Wi-Fi JEFEA,

8.2.6 Wi-Fi & Wik 3fe 25 Pk ) A mik e ?

* AMPDU S5 1) 8
- WEREEH AR A R AMPDU, JIf4 ESP32-C2 XAEAIER A8 3¢ B, HZh ] AMPDU JifE.
— QSRR g H AMPDU, {H 2%t #3511 ESP32-C2 2 [H] 1) AMPDU 1L 1A e Zs s, i
2BV A 4R AMPDU YjREE % ESP32-C2 [¥) AMPDU Ljjfig. R #EZ4EE ] ESP32-C2
) AMPDU Zhifg, 1 HAT4 1% ESP-AT T42, FE55 TP e E TR ke
* 2 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi ->WiFi AMPDU RX
« phy mode 3675 PE I, 1K th 851 ESP32-C2  [f]1) phy mode 7775371k 1A, 5 2 A Y]
e % i g8 19 phy mode 5 % ESP32-C2 [#J phy mode. #iI % #3524 # ESP32-C2 () phy mode, 5%
# AT+CWSTAPROTO 5%«

8.2.7 ESP-AT W4 &M%+ ESP-WIFI-MESH ?

ESP-AT 2474 37+ ESP-WIFI-MESH,

8.2.8 JEMAT AT fiv A JEHZ I T 2 VA B W iR 27 il ?

LA AT B, "IZH LT R6):

o TR N HZ%: AT+MQTT aliyun,
s BBR= VS AT+MQTT QCloud,
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8.2.9 AT an At Ml UL BRI RG I R H h4 ?

[ PA. ESP32-C2 [ Wi-Fi F1 Bluetooth LE 3t K2k, W] {#i HJ AT+RFPOWER 14 & .
8.2.10  Zyifuf 37 Ky AR BR I\ [SEAS S HrAH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIINTE ESP32-C2 R 51 SCRp R WPA2 AV 0 % i £ DI R , 759w 1% I 7E menuconfig FF T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.11 AT i AP ossk A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.12 AT anAvbf L e Ml DU 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.13 ESP32-C2 il AT ap A AEBIA, WREZIIRIWIF, ESP32-C2 fEi
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.14 (IRIFEEE ST % 4 % v £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// EARAL 0x01 B 0x00 (M F EF A hex # KX EWHIEH AL 0100)
OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// BARAL 0x02 BAL 0x00 (WREWF A hex # KX E WiF st £ 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc & server H Pl K i# notify F indicate B H 3 & H
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8.3 #liff
8.3.1 fEARIEA] LR AT FIfREERE N flash 2K 7

* AT ESP32-C2 RIMIH, Gn]LASHESP-AT B 1+ £ 7%

8.3.2 AT [ infu#5% error log ?

» ESP32-C2 ¥£ download port £ error log, ZkiA UARTO 25 GPIO21. GPIO20.
o T AS st ik 4k

8.3.3 AT 1¥ ESP32-C2 Eig] -1y UART1 {3455 ESP32-C2 [i41 (1) datasheet 2R\
UART1 & HA—5% ?
o ESP32-C2 37 #F 10 Hi[EAE ¥, FE 41 ESP-AT (¥ {5, W DAFE menuconfig HH i 1o 25 4 i B 15 vl

UART! (45 IR B, i DAL 25 HE BRI datasheet 45 1A —EL 1 0L«
o EIHENS ] PAZ 5] factory_param_data.csv,

8.4 PInE
8.4.1 AT Wi-Fi B ket 20 ?
* TENFEHFT, AT Wi-Fi SEZFE S 5 & EAESCBRH H, Wi-Fi S AT % 2%

PERE, PIZRIREE, B RAMREE A5,
» A[PAIEIFAT+CWIAP 1) <jap_timeout> S5, R i SO [E .

8.4.2 ESP-AT [hilfF TCP ik 1 /bl DI g ?

o TCP Jiktd N 4\ JeykiEd fr B0k, T ZEELE M gnik ESP-AT TREAE B i [ 14
o T PAE H L & menuconfig Z:4{, Component config > LWIP > TCP >Default send buffer
size,

8.4.3 ESP32-C2 AT £ & dnfol ik e fR AL ?

o AT FFrE S 0 R RS, AU esp-idf ARK) iperf Bl EA TN O AT ST, 35 664
BTy, TR R 1460 YRS AR ) .
o FEHERAW TR, B ASFH Lo TIR G ESP-AT Bk i ft KL RH A,

8.4.4 lnfnffzi ESP32-C2 AT BRi\ TCP HctiBede K itk % ?
BRINIEOLR, AT ¥ TCP %l Br s A% i RIRECH 6 k. F8n] DAE R AT 77 B i & TCP 4%
B A R (BUETERE D [3-12]):
* WSH R iF ESP-AT T42 SURY B AT401¢ AT [, EHTP Y, EHE Maxinun

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

« WBH M T 4k ESP-AT 142 SCRY H AT 1R AT {4, FE55 05 =/, B
CONFIG_LWIP_TCP_MAXRTX [ .
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8.5 IAih
8.5.1 IRZL N vl DLl WRee £ 1ok f4hm AT tn 4 7

o ESP32-C2 ¢ UART, SPI#:115f(=.

o AT BRIARMF 28 A UART 42 1R A% 5. H P a2 RF5 20 H SDIO 835 SPI £ 11 i
5, WIPAKET ESP-AT FLEZmiF, A5 WL 45 Fo I 4L

o WEYRHES® il AT SDIO #1171 , {fif] AT SPI#:11 , B il AT EFED .

8.5.2 ESP32-C2 AT W45 TLS BpillJiiAs ?

45 1% ESP-AT T.#E W, B PAYE ./build.py menuconfig > Component config >
mbedTLS HF, W LA ARTFEM A 2 A (il AE .

8.5.3 AT WlfFanfl & TCP &% ?

* HAl AT BIARR TCP FoRIERECH S.
* ESP32-C2 AT f R 3 HF 16 A~ TCP 42, W PAYE menuconfig HHgEATHCE., BLE AT
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-C2 AT 2}y PPP j?

* A3, P27 pppos_client /B AFTEIL.

8.5.5 AT mfuffieiitiH & ?

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§€ Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAH LR 2) log SEH I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥} H{&k

ALER A5 log %64k 3 Debug.,

8.5.6 AT R4 a8l HTTP Witk Jyie ?

o HHl AT 83 Ah 7 i
— i HTTP f#) Range “FEHE & B EHETEE , HAKTEE 2% AT+ HTTPCHEAD + #) .
— A[PAME ] AT TCP R348 HATH%E HTTP GET 53K . fEESP32-C2 3% & 3 Bk i X T
é’J BAEF R N 6 M T 208, Im—2% &M AT+CIPSEND 14 Kk H
T35 %) HTTP GET >R 25 R 55 o B o] o FERE sl o=, X MRS im 3k B HTTP
GET WREE, MCU 752t 5 & AT+CIPRECVDATA iy 4 RSO Se 854, DA e R AR
AL R B BRI S5 20 MCU i 763 M AR BRI 10
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Chapter 9

Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARR . FEar BT, AT &b LIS LT TS eI 1F AT air &b T4t
H, [ AT S 7edr i O BIE G RATEE R . AT FE FAEIL T, SN e 4K A ZIE .

* KIKAT+CIPSEND &4y, BE >2 )5

» RIEAT+CIPSEND YT, WK > 25

KEAT+CIPSENDL % By s, WK > 25

KEAT+CIPSENDEX V82, WE > 2 )5

K IEAT+SAVETRANSLINK V% B T, FH &% (AT+RST) s, BHERZ G

L]
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RN, Kik+++ s, SAIEREXRE, FEAG S

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.

» After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

 After sending the AT+CIPSENDEX set command successfully and returns >.

 After sending the AT+SAVETRANSLINK set command successfully and sending the A7+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BAmBEX 7R, AT i I AR AT AU AR (B THRIIRIY+++) , A AT

T, IXHHE S OB A M G, AT 72 R OLR, MK FEARIEE X

* KiRAT+CIPSEND & w43, & > 25
o RIEAT+CIPSEND $ 476030, ME >2 )5
o RIEAT+CIPSENDL % B4 Y, BE >2 )5
* RIKAT+CIPSENDEX W&y, WK > )5
o RIEAT+SAVETRANSLINK % By S 83, BHAREAT+RST s, BAERZ G
LHIRRER T, R+ i, MR R, PEA G4 HEX.
DHCP Dynamic Host Configuration Protocol
A E NI E L
DNS Domain Name System
4 R 5
DTIM Delivery Traffic Indication Map
JIBINS RNV )
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT k%48
HID Human Interface Device
ML s
I2C Inter-Integrated Circuit
B FL B
ICMP Intemet Control Message Protocol
PRV P 4 il 41 SR
LwIP A Lightweight TCP/IP stack
—ME R TCP/IP Hpill
LWT Last Will and Testament
R
MAC Media Access Control
MAC Hiik
mDNS Multicast Domain Name System
% 4% DNS
manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANERT EFE’J NVS. manufacturing nvs F1 776 T AT [# .ﬁﬂjﬁi}\ BT BN A IS %UEE GATTS
%&‘%‘E FEAE R . Wi-Fi BLE . UART FLESF. XHUMEGEE, BOMETE raw_data B, HAEMT
mfg_nvs.bin, BEFF| at_customize.csv FE XK E .
MSB Most Significant Bit
T A R
MTU maximum transmission unit
= IN (2 T
NVS Non-Volatile Storage
IEZ) RVEAT
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Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-C2 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

B3 0 NN RN
iR, TGS AT apd-. B, Pl PAES AT+CIPSEND %, %Kik AT fir
2 HYE Y MCU bl 21 & it o . AT i B 98t , Siliad AT fivd iR [ 45 MCU, - [ i
2Bl +IPD {5 E.
Tl s, WRIEHITIT, ESP32-C2 A g, FHemERNiIT.
WL AN L1522 Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
L PETCL % . OWE 2—Fh Wi-Fi ARifE, B PREERS ti sl Z A A8 (5 32 B ORI, A2 oAt b 5
VAR
WEZNASH YEH AR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C2 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C2 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

BAREGR Wil @R s i,
TEEMRBACE, AR REHE AT ai %, BR THREHII+++ ard. AT ayd HRER BT Y MCU
%ﬁ%ﬁ%%@‘ﬂ&i&, ReIE B ekt . AR F ] AR 20l AT Ay D e o, &1
74 MCU,
Wi-Fi B ARy, QRIEHEINTIT, BSP32-C2 M 0% Py, S Ao (T g, Mo 5
A+++BIFER, W RERE; ESP32-C2 A NARSF RNy, & oK PHEERE ]I T B 3 £, iy B
A+ ++ 1B AR
WL A 11557 Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

I
I
I 1
' AT+SAVETRANSLINK=1[,..] H
I AT+RST ]

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-5 1£ 445 X))
e Passthrough Receiving Mode (:% 153545 X))
* Passthrough Mode (:% 1542 X))
e AT+CIPMODE
e AT+CIPSEND
¢ +++
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
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received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

ARG TE-5-30 R4 AR X S A AR X Z A — NI S
BB, AT AREAAEER S it (B AT aT AR R B & f o imi &, wid AT fy
A O TG IR B 25 MCU ., 8 £ A28 25 2% Transmission Mode Shift Diagram .

PBC Push Button Configuration
T E

PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIIAIE, 7E ESP-AT TAE {512 Er OPEN Al WEP PASMY) Wi-Fi IAIERLE.

PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NITEARN . ATTESIER AR (PKT) 2—4 i fh. PF. 25% . GHBCE SRR
B R, HEMIE TG 8. /B[R . A AR BT 1.
EENRESH NI EPIIAE .

PLCP Physical Layer Convergence Procedure
PLCP Wi, BI4EZ RN

PMF protected management frame
SZARIPIAE BHT

PSK Pre-shared Key
X |

PWM Pulse-Width Modulation
fkeb 5 P 9]

QoS Quality of Service
iz 55 o e

RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC HR)—ZH LG, TEARMTE AR AR BERE PR T A

SMP Security Manager Protocol
LA P

SNI Server Name Indication
i858 LS TN

SNTP Simple Network Time Protocol
{7 B[] 285 s i) P

SPI Serial Peripheral Interface
ERATAMREE

SPP Serial Port Profile
SPP #, R I #

SSL Secure Sockets Layer
SSL il RIZ2as g il

system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.

REENE AT 4 KA MCU f%dis . SRS EEH A \r\n 852, A0 RGH LU AT 4
a

TLS Transport Layer Security
TLS thil, R 22 e
URC Unsolicited Result Code
B RGN , — AL 2 MCU [ E TR [H]
UTC Coordinated Universal Time
PR AL B
UUID universally unique identifier
38— RS
WEP Wired-Equivalent Privacy
WEP fin# sk, BIA L4530
WPA Wi-Fi Protected Access
Wi-Fi {47151
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WPS Wi-Fi Protected Setup
Wi-Fi [P 3
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