ESP32-C2
ESP-AT Ji] )45 i

Release v2.3.0.0-esp32¢3-929-
28f63974d7c

IREESR HRH %

2024 4F 12 A 18 H



Table of contents

Table of contents

1

YNRE ]
ESP-AT BF4 . oo
BRBEH . ...

1.1
1.2

1.3

1.4

1.2.1
1.2.2
1.2.3

REPEREZ . oo
AT B Seksy ..o
WHPES ..

BECRIESE . oo

1.3.1
1.3.2
1.3.3

BEPRMES .
ESP32C2-4MB £%1 . ... ........

ESP32C2-2MB %1 . . . ... ... ...

TEIES .

1.4.1
1.4.2
1.4.3

AT [l
RAGHIBEE ..o

2.1

22

3.1

2.1.1
2.1.2
2.1.3
2.14

TERATREMF . ..o
Pook AT EEZRRR . ..o
K AT [ bk . ...

BRRIEERR . ..
ESP32-C22MB &%l . . . . oo i

ESP32-C24MB £#%1 . . . ... ......
B AT AR ..o

AT BRI . . oo

AT w44
HMAT @A ...

3.1.1
3.1.2
3.1.3
3.14
3.1.5
3.1.6
3.1.7
3.1.8
3.19
3.1.10
3.1.11
3.1.12
3.1.13
3.1.14
3.1.15
3.1.16
3.1.17
3.1.18
3.1.19
3.1.20

1 <
AT: I AT =8 . . ... ..o L.
AT4+RST: BEEEEL . . .. . ... ...
AT+GMR: &HEFERAEE . ... ... ..

AT+CMD: ZEHPY AT SRR T o LR A . . o oo

AT+GSLP: it A Deep-sleep fizl . . . .
ATE: JFEE XM AT W 22068 . . . . .
AT+RESTORE: {45 H %8 . . . . . .

AT+SAVETRANSLINK : %41 Wi-Fi/Bluetooth LE B & =8 . . . . . . . .
AT+TRANSINTVL: st R e Z28mbg . . . . o o e
AT+UART_CUR: ¥ UART 4uilGntitE, AEFEs flash ... ... ... ...
AT+UART_DEF: %% UART ERIAFCE, fRfF&|flash. . . .. ... ... . ...

AT+SLEEP: ¥ hEleA . . . . . . . .

AT+SYSRAM: Aif2YFif SHesSmME/NEZSE] . . oo oo

AT+SYSMSG: #ifj/ iR E RGN EE .

AT+SYSMSGFILTER: B2 AN BTN . . . . . ..
AT+SYSMSGFILTERCFG: #ifij/fil B R2GH B IERs . - . . . o . . oL
AT+SYSFLASH: #FifjskiE flash FIF4MK o o o e e e e
AT+SYSMFG: Zif]af 525 manufacturing nvs /720X . o oo 0o 0oL

AT+RFPOWER: #rifi)/1% & RF TX Power




32

33

3021 UEHH ., 38
3.1.22 AT+SYSROLLBACK: [FIVEFIDABIIEML: . . o oo oo 38
3.1.23 AT+SYSTIMESTAMP: Zrifj/BeB AR EE . . . . . . . . .. 39
3.124 AT+SYSLOG: JEfakzsf AT SR04 . . o o o o o e 39
3.1.25 AT+SLEEPWKCFG: %% Light-sleep MRS FIMLEE GPIO . . . . . . . .. ... .. 41
3.126 AT+SYSSTORE: B Sfeftt=, . . . . . . . . . 42
3.127 AT+SYSREG: EEZIATRE . o o 43
Wi-Fi AT S8 . o o o o 43
320 N ., 44
322  AT+CWINIT: FJUGALAEE Wi-FLOREIREIT . . . o o o o e o . 44
323 AT+CWMODE: #rifj/i' s Wi-Fi #5iz (Station/SoftAP/Station+SoftAP) . . . . . .. 45
324  AT+CWSTATE: #if) Wi-FiRSH Wi-Fi(EE ... ... .. 46
325  AT+CWIAP: MR AP . . . . 47
3.2.6 AT+CWRECONNCFG: #ifj/ik®E Wi-Fi EiERE . . . . . . . . o .. 49
3.2.7 AT+CWLAPOPT: ¥¢'# AT+CWLAP A& @it . . . . . . oo . 50
32.8  AT+CWLAP: FHMEI M AP . . . 51
329 AT+CWQAP: WiFF5 AP IITER: . . . 52
3.2.10 AT+CWSAP: [il 5 ESP32-C2SoftAP 4 . . . . . . .. i 53
3211 AT+CWLIF: Zrifiji%: 3| BESP32-C2 SoftAP | station {582, . . . . ... .. ... .. 54
3.2.12 AT+CWQIE: WiFF station 5 ESP32-C2 SoftAP 4% . . . . . . . . . . . ... ... 54
3.2.13 AT+CWDHCP: REH/ZEFI DHCP . . . . . e e 55
3.2.14 AT+CWDHCPS: #if/i% % ESP32-C2 SoftAP DHCP 4t fr) IPv4 Hubl i . . .. 56
3.2.15 AT+CWAUTOCONN: Zrifj/ i s FHEEHSEBRAP . . . .. .. ... 57
3.2.16 AT+CWAPPROTO: #tifij/i% E: SoftAP i 802.11 b/g/m thillhnE . . . . . . .. 58
3.2.17 AT+CWSTAPROTO: 4 Station izt 802.11 b/g/m HMlAziE . . . . ... .. .. 58
3.2.18 AT+CIPSTAMAC: #rifi/i% & ESP32-C2 Station [ MAC Huht . . . . ... ... .. 59
3.2.19 AT+CIPAPMAC: #rifj/i's ESP32-C2 SoftAP () MAC Huhl . . . .. .. ... ... 60
3220 AT+CIPSTA: Frifj/i® ESP32-C2 Station [ IP #iht . . . . . ... ... ... ... 61
3.2.21 AT+CIPAP: #rifij/i%H ESP32-C2 SoftAP iy IP #bhil . . . . . . . . .. .. ... ... 62
3.2.22 AT+CWSTARTSMART: Jf/& SmartConfig . . . . . . . ... .. ... .. ...... 63
3.2.23 AT+CWSTOPSMART: {2} SmartConfig . . . . . . . . oo vv i, 64
3224 AT+WPS: BEE WPSITHEE . . . . . 64
3225 AT+CWIEAP: &8 WPA2 VAR AP . . . . o oo 65
3.2.26 AT+CWHOSTNAME: Z#rifi/i% & ESP32-C2 Station [ EMLEZFE . . . . . . . . . .. 67
3.2.27 AT+CWCOUNTRY: Frifj/i Wi-Fi EZAH . ... .. ... . ... .. 68
TCP/IP AT 12 o o o o o e e e e e e 69
330 IR . 70
332  AT+CIPV6: B H/ZESF IPVO 4% (IPVO) .« . o o o oo e e e e e 70
3.3.3  AT+CIPSTATE: #5iff TCP/UDP/SSL 8 (EE, . . . o o o o oo 71
3.3.4  AT+CIPSTATUS (#/H): Zrif] TCP/UDP/SSL #HERASHEE . . . .. ... .. 71
3.3.5  AT+CIPDOMAIN: SAZMNT . . . . o o e e 72
3.3.6  AT+CIPSTART: #3/ TCP i#E4:. UDP f&4yal SSL#H: . . .. ... .. ... ... 72
3.3.7 AT+CIPSTARTEX: 77 HZE)4 0 ID 1y TCP %3, UDP f&ua SSL & .. .. 76
33.8  [MUEAEIAE] 4+ BlBIEE 77
3.3.9 AT+CIPSEND: 7E¥s@fetfiol Wi-Fi s F R s ... ... .. .. 77
3.3.10 AT+CIPSENDL: fE¥s@fGmti FHiTeeksde . . . . ... . ... ... 78
3.3.11 AT+CIPSENDLCFG: {#'& AT+CIPSENDL & @it . . . . . . . ... ... ... 79
3.3.12 AT+CIPSENDEX: e Lt FRAY By edsds ... ... ... .. 80
3.3.13 AT+CIPCLOSE: [ TCP/UDP/SSL #E4 . . . . o v v oo e 81
3.3.14 AT+CIFSR: ZFifjAsHh IP HudibFI MAC HuhE . . . . . . o 82
3.3.15 AT+CIPMUX: JEH/ZM L=t . ... o . 83
3.3.16 AT+CIPSERVER: ZH3//3¢H TCP af SSL ARSSE . . . . . . o ... 83
3.3.17 AT+CIPSERVERMAXCONN: ZFifi/i iR E 2L foir o r i s e . . . . . .. 85
3.3.18 AT+CIPMODE: #ifj/ B . . . . . . . 86
3.3.19 AT+CIPSTO: #rif/ i B AxHL TCP/SSL R4S AeABII ] . . . . . . . .. ... ... 86
3.3.20 AT+CIPSNTPCFG: Zifj/B BT SNTP BR4S28 - - o o o o oo o oo e 87
3.3.21 AT+CIPSNTPTIME: ZFiff SNTPEJ[H] . . . . . . oo oo o oo 89
3.3.22 AT+CIPSNTPINTV: #rifj/is & SNTP Wa] RN . . . . . . .. .. ... 89




34

3.3.23 AT+CIPFWVER: ZifjfREIEAM AT BERA ... . 90
3.3.24 AT+CIUPDATE: i Wi-Fi FFLELE . . o o o o e e e e, 91
3.3.25 AT+CIPDINFO: % +IPD S ETER . . o o o o e e e e e e, 93
3.3.26 AT+CIPSSLCCONF: ZrifJ/i% s SSL & Pl E . . . o o oo 93
3.3.27 AT+CIPSSLCCN: #rif)/i% & SSL & iiht) s 44 (commonname) . . . . . . . . .. 94
3.3.28 AT+CIPSSLCSNI: Zrifl/i 8 SSL &I SN « o o o oo oo 95
3.3.29 AT+CIPSSLCALPN: ZFifj/i'E SSL &1 ALPN . . . . o v vt 96
3.3.30 AT+CIPSSLCPSK: #rifj/i'® SSL & Pty PSK (F4FE#4) . ..... ... 97
3.3.31 AT+CIPSSLCPSKHEX: #ifi/i4' % SSL & F ki) PSK (+75ibhltg=) . . ... .. 97
3.3.32  AT+CIPRECONNINTV: #rif)/$'E Wi-Fi &4 N TCP/UDP/SSL E & [A]f . 98
3.3.33 AT+CIPRECVTYPE: #ifj/iE i . . . . ... 99
3.3.34 AT+CIPRECVDATA: 3KEUSZhilE Frosssds ... .. .. . ... 100
3.3.35 AT+CIPRECVLEN: Zifjgizhiloiiat FER B KRE . . . . .. . ... 101
3.3.36  AT+PING: ping Bl . . . . . o o 101
3.3.37 AT+CIPDNS: ZFfl/ARHE DNS RESUZE . . . e 102
3.3.38 AT+MDNS: #E mDNS THAE . . . o o o e e 103
3.3.39 AT+CIPTCPOPT: IJ/ARE BRI . . . o o o e e e e, 104
Bluetooth® Low Energy AT A58 . . . . . . . . . 105
340 VG 106
3.4.2  AT+BLEINIT: Bluetooth LE #JHA4L . . o o o o e e . 106
343 AT+BLEADDR: % Bluetooth LE #5¢45HhE . . . . . . . . . ... ... ... ... 108
344 AT+BLENAME: #rifj/i% & Bluetooth LE BE&AZFE . o o o o oo oo i 108
3.4.5 AT+BLESCANPARAM: ZFifi/i%'% Bluetooth LE FIHES%0 . . . . . . . ... . ... 109
34.6 AT+BLESCAN: f{#igg Bluetooth LE 94§ . . . . . . . . . . . . . . . . . . . .. ... 110
3.47 AT+BLESCANRSPDATA: #'% Bluetooth LE 3N . . . . . . . . . ot 111
3.4.8 AT+BLEADVPARAM: #rifj/i% ' Bluetooth LE #6550 . . . . . . . .. ... ... 112
349 AT+BLEADVDATA: #'% Bluetooth LE J 350 . . . . . . . . . . ... ... ... 114
3.4.10 AT+BLEADVDATAEX: [z % Bluetooth LE #8558 . . . . . . .. ... ... 114
3.4.11 AT+BLEADVSTART: Ff#4 Bluetooth LE 3% . . . . . . . . ... ... ... ... 115
3.4.12 AT+BLEADVSTOP: {%|}- BluetoothLE J 3% . . . . . . . . . . . ... . ... .... 116
3.4.13 AT+BLECONN: 737 Bluetooth LE ¥E8: . . . . . . . oo . 116
3.4.14 AT+BLECONNPARAM: #5ifi)/H % Bluetooth LE ¥E3ES% . . . . . . . . . . . ... 118
3.4.15 AT+BLEDISCONN: Wif Bluetooth LE #42 . . . . . . . ... .. ... ....... 119
3.4.16 AT+BLECEGMTU: %% Bluetooth LEMTU K- J8 . . . . . . ... ... ... 119
3.4.17 AT+BLEGATTSSRV: GATTS KHUHRS . . . . . . o, 120
3.4.18 AT+BLEGATTSCHAR: GATTS KZIMRSHFE . . . . . . o o oo oo 121
3.4.19 AT+BLEGATTSNTFY: f}42¢ notify JRSHEHEMEAR 0 . . . . .. ... ... 121
3.420 AT+BLEGATTSIND: R4 %% indicate JREHF(EHA R0 . . . o o .o .. 122
3.421 AT+BLEGATTSSETATTR: GATTS ¥ MREHHEME . . . o o o o oo oo 123
3.4.22 AT+BLEGATTCPRIMSRV: GATTC B¥IEAMRSE . . . . . ... ... 124
3.4.23 AT+BLEGATTCINCLSRV: GATTC EIA SRS . . . . .. . ... ... 124
3.4.24 AT+BLEGATTCCHAR: GATTC RFUARSHHE . . . . o o o oo oo . 125
3.4.25 AT+BLEGATTCRD: GATTC BBURSHFEAE . . . . . o o o oo oo 126
3.426 AT+BLEGATTCWR: GATTC BHRSHEHMEME . . . . o o o oo oo 127
3.4.27 AT+BLESPPCFG: #rifj/i5 % BluetoothLESPP &8 . . . . . . . . ... ... .... 128
3.4.28 AT+BLESPP: #f A Bluetooth LESPP %50 . . . . ... .. ... ... ... ... .. 129
3.4.29 AT+BLESECPARAM: #rifj/i% & Bluetooth LE ZESEL . . . . . . .. .. ... .. 130
3.4.30 AT+BLEENC: %t Bluetooth LE %5453k . . . . . . . . . .. .. ... ... .... 131
3.431 AT+BLEKEYREPLY: $AX e mIE%E] .. ..o o oo . 132
3.432 AT+BLECONFREPLY: Z5%} 5 RIEMAGS R (BGiEREME) .. .. .. .. 132
3.4.33 AT+BLEENCDEV: #ifij4}5E ) Bluetooth LE 54553 . . . . . . . .. .. .. 133
3.4.34 AT+BLEENCCLEAR: j#[4: Bluetooth LE IZEBE&HZ2 . . . . . . . .o o 133
3.4.35 AT+BLESETKEY: %' Bluetooth LE #SHEINTE4] . . . . . o . .o .o ... 134
3436 AT+BLUFL: FFREEEM BIUFL . . . o o oo e e 135
3.4.37 AT+BLUFINAME: #rifj/% 8 BluFi & ZF8 . . . oo oo 136
3.4.38 AT+BLUFISEND: %% BluFi I HEXEIE . . o o o o . 137
3.439 AT+BLEPERIODICDATA: i Bluetooth LE JEIfME 385 . . . . . .. ... .. 137
3.4.40 AT+BLEPERIODICSTART: JFJRREIMME 38 . . . . . . o o . 138




3.5

3.6

3.7

3.8

39

3.10

3.4.41 AT+BLEPERIODICSTOP: {2 [ MM &4 o o o 138

3.4.42 AT+BLESYNCSTART: JFJEREA MM 3 . . . . . . o .. 139
3.4.43 AT+BLESYNCSTOP: - A 4G R . . . o o oo . 139
3.444 AT+BLEREADPHY: {24 miERMi I PHY . . . . . . . ... . ... . 140
3.445 AT+BLESETPHY: ¥ B M PFIiERM PHY . . . . . o o . 140
MQTT AT fAEE © . o o o e e e 141
350 MG . 142
3.52 AT+MQTTUSERCFG: % MQTT [ Et: . . . . o o o oo 142
3.5.3  AT+MQTTLONGCLIENTID: %% MQTT &/ ID . . o o oo oot 143
3.54 AT+MQTTLONGUSERNAME: #& MQTT &FEFH %4 . . o o o oo 143
3.5.5 AT+MQTTLONGPASSWORD: #% MQTT B . . . . . . o . 144
356 AT+MQTTCONNCFG: % MQTT iE®EM: . . . . . . . . . o .. 144
3.5.7 AT+MQTTALPN: %% MQTT W 2R (ALPN) . ... ... ... .... 145
3.5.8  AT+MQTTSNI: #5 MQTT 458547452 (SNI) . .. . .. ... ... .. ... 146
3.59 AT+MQTTCONN: %42 MQTT Broker . . . . . . . . ... 146
3.5.10 AT+MQTTPUB: %7 MQTT 58 (FZ4FE) . o o o oo . 147
3.5.11 AT+MQTTPUBRAW: %K MQTT JE . . . o oo oo oo 148
3.5.12 AT+MQTTSUB: ][ MQTTTOPIC . + « v v v v vt e e e e e e e e 149
3.5.13 AT+MQTTUNSUB: HUEITHEI MQTTTOPIC . « « v v v v oo e e e e et 150
3.5.14 AT+MQTTCLEAN: WiFF MQTT 3 . . . . o o oo e e e e 150
3.5.15 MQTT AT G50 . . o 151
3516 MQTT AT UEHH . . . o o 152
HTTP AT 85 . . o o o o o 152
3.6.1 ML 153
3.6.2  AT+HTTPCLIENT: %3k HTTP & iR . o o o o oo o 153
3.6.3  AT+HTTPGETSIZE: #HEUHTTP WEF/N o o o e 154
3.64  AT+HTTPCGET: ZRHUHTTP %UE . . . . o e e e e e e 155
3.6.5 AT+HTTPCPOST: Post $$5E KB HTTP 508E . . . . . . . . . o .. 155
3.6.6 AT+HTTPCPUT: Put 8K HTTP 5088 . . . . . . . . . . . . ... 156
3.6.7 AT+HTTPURLCFG: #E/ZREUEMHTTPURL . . . . . . o . 157
3.6.8  AT+HTTPCHEAD: &/ HTTP 3R . .o oo oo 157
3.6.9  HTTP AT E5RHD . . . . o 158
ARG AT 0EE . o 159
370 N 159
372 AT+FS: SUHZRGHEME . . . o 160
3.7.3  AT+FSMOUNT: $:#/HIZ FS SRS . . . . o . 160
WebSocket AT 5 EE . . . . o o 161
3.8.1 M 161
3.8.2 AT+WSCFG: [l WebSocket Z4L . . . . . . . . . . it 161
3.8.3  AT+WSHEAD: & /%5 WebSocket 353K . . . . . . . . . ... ... L. 162
3.84  AT+WSOPEN: Zrifj/4TFF—4> WebSocket #3 . . . . . . . .. . ... ... .... 163
3.8.5 AT+WSSEND: [i] WebSocket # 8 B8 E . . . . . . . . . L. 164
3.8.6 AT+WSCLOSE: XM WebSocket 4% . . . .. ... ... ... ... ........ 165
EAMERE AT A2 . o 166
3.9.0 M . e 166
392 AT+FACTPLCP: KEKPLCP M PLCP . . . . . . . . . . i i, 166
DR AT G2 o o o e 166
300 AR . 167
3.10.2 AT+DRVADC: {ZEUADC SHIBEE .« o o o o e e e e e e e e e 167
3.10.3 AT+DRVPWMINIT: #JHafk PWM OREIZE . . . . . . 168
3.104 AT+DRVPWMDUTY: %% PWM 525k .o . . o .o o L. 168
3.10.5 AT+DRVPWMFADE: 8 PWM¥AS . . . . . ... 169
3.10.6 AT+DRVI2CINIT: #¥Ja4k 12C EHLIKEN . . . . o o oo o 169
3.10.7 AT+DRVI2CRD: iZHI2CHE . . . . o 170
3.10.8 AT+DRVI2CWRDATA: B A DRCEHE . . . . . . 171
3.10.9 AT+DRVI2CWRBYTES: G ANKSL 4 FWHWR2CESE ... ... .. ... 171
3.10.10 AT+DRVSPICONFGPIO: [lE SPIGPIO . . . . . . . . . .. . ... 172
3.10.11 AT+DRVSPIINIT: #J4a4k SPL FHLBREN . . . . o o o oo o . 173




3.10.12 AT+DRVSPIRD: ZHUSPIEGIE . . . . . o 173

3.10.13 AT+DRVSPIWR: B A SPIEHE . . . . . . . 174
301 Web JRE2E AT A2 . o o 175
3ALL AV . 175
3.11.2 AT+WEBSERVER: 35 /2% i1 Web IR & 280 s Wi-Fi 8 . . . . ... ... .. 175
312 P AT 62« o o 176
3021 VR . 176
3.12.2  AT+USERRAM: #ER FIUZSH RAM .« © . oo oo e e e 176
3.12.3 AT+USEROTA: E#EF§% URL FFEMEME . . . . o o, 178
3.12.4 AT+USERWKMCUCFG: #'% AT Mefif MCU [ . . . . . o oo 179
3.12.5 AT+USERMCUSLEEP: MCU #5758 FH O HEIRIRZS « o v o o o e e e 180
3.12.6 AT+USERDOCS: Frif[El /XM P ocksdsz ... . ..o oo oo 181
303 AT A 181
314 ZEUEEARAETE flash I AT 652 . . . o o o e 182
305 AT B .« o o o 182
AT @47 187
4.1 AT N IEERISHIRE] . . o e 187
411  JEHERESGNESE, LM HTTP BEFHINEE . . . . . . 187
42 TCP-IP AT 7RFl . o o o 189
421 ESP32-C2 iX#5AE R TCP B P ms i BT E . o o o 189
4272  ESP32-C2 iX#5HE R TCP REARESI 228 . . . o 191
423 i IP MR O EER UDP S . . o 193
424 guvm IP MihEFISG R AR UDPGAE . . . oo oo 194
425 ESP32-C2 ¥ #AEHR SSL & P d N BAVERE . . . L L 196
42.6 ESP32-C2ix451F N SSL IRGH#S BN L0 . . . o o o o 198
4277  ESP32-C2 ¥t£54E N SSL & Pl @ W A IERATERE . . . 200
428  ESP32-C2 & #EHN SSL RS AMEZ R . . .. ..o 202
429 ESP32-C2 #%#1EH TCP & P, HA HER:, KB UARTWi-Figf . ... ... 204
42.10 ESP32-C2 %451E0 TCP R %#s, Sl UARTWi-Fi#f% . . ... . ... ... ... 205
4.2.11 ESP32-C2 #t£51E N softAP 7£ UDP &4 s s B UART Wi-Fi e . . ... ... .. 207
4212 ESP32-C2 45 Bupi szt P R8s . . . o o 209
4213 ESP32-C2 i%45FF /5 mDNS I, PC i@ ilimi 44 83235 40 TCP fkésas . . . . . 210
43 Bluetooth LE AT 7RI . . . . o o o e 212
431 TBIIY 212
432 Bluetooth LE & it G IRSGEAEE . . . . - o o o 213
433 Bluetooth LE JEFENNEE . . . . o o . o 217

434 WA ESP32-C2 Jf % Wi [al @7 SPP 4%, LK E UART-Bluetooth LE &£zt
NAEEEE . e 220
435 ESP32-C2 5F#Lad . SPP i##:, DAKAE UART-Bluetooth LE &£ N4 EHE 224
43.6  ESP32-C2 MIF-#HL2 ] Bluetooth LE MR . . . . . o o oo oo 226
44 MQTTAT RB . o o o e e 227
441 BT TCP ) MQTT i (FFEAHAIE MQTT A3) (&M FHd=L) ... 227
442  FT TCP ) MQTT i E#: (FEAHAIE MQTT AH) GEHTHE=EZ) . ... 229
443  HF TLS i MQTT &4 (FFZEAMAIE MQTT RBE) ... .. .. ... ... .. 230
444  FETWSSHIMQTT B . . . . o 232
45 MQTT AT BRG]« o o o o 233
451 M AWSToT 3REUIEFPA K endpoint . . . . . . . . oL 234
452  fHH MQTT AT A HEFAUAAUEZERE AWSToT . . . ... .o o 234
4.6  WebServer AT /Rl . . . o o o 238
4.6.1  fEREPLEYET WIFLERR . . 238
462  HERAMESSIET OTA BT . . . o o 239
463  (HERMEIMEEHT WIF R .. 250
464  (HERMEINEFET OTA BT . . o o o o 259
4.6.5 ESP32-C2 {fiff] Captive Portal HEE . . . . . . . . . . . ... . 260
47 HTTP AT /RG] . . o o o e e e e e e 260
471  HTTP & HEAD WK YE . . o o o o 261
472 HTTP & GET 3R . . . e e 262




473  HTTP % /i POST ik k. (GEAT POST 84dE) ... ... . ... ... .. 263

474  HTTP % /i POST iRk (i) ..o o oo 264
475 HTTP %/ PUT R 3E GER T REIREN) ..o oo o 266
47.6  HTTP % P PUT K5k (K)o oo oo oo 267
477  HTTP & DELETE R 73 . . o o o o o 269
4.8  WebSocket AT 7M. . o o 270
4.8.1 FELT TCP [y WebSocket 5422 . . . . . . . . e 270
482  FF TLS 1) WebSocket %82 (FHEXER) . . . . . 271
49  Sleep AT 7RH . o o o o 275
9.1 TITY o o e 275
49.2 ¥ Wi-Fi Bi{ R38N0 Modem-sleep 1 . . . . . . oL oo Lo 276
493  7F Wi-Fi Bist R385 0 Light-sleep B . . . . . . . ... ... ... ... 277
494  FE R Deep-sleep Bz, . . . .. 277
410 ATTERRB . . o 278
410.1 BIF IR . o oo o 278
4.10.2 SmartConfig Fill . . . . . .. 279
4103 SOftAP T . o o o 281
4104 WPSTEI . . o oo 281
ESP-AT Jli A i 283
5.0 BB . o o o, 283
5.2 FRAZIEFUIAST . o 283
53 BAEEHL . . . 283
53.1  BSP-AT BARBESHL . . o o 283
532  ESP-AT KA . . . 284
54 SERIRR . .o 284
55 BEFEMEIAT B .. . 285
56 THIAT BRASELT « o o o o e e 285
5.6.1 B BSEEEGItHub IS L . 285
562 BT WERERMLEGEEL . . .. 285
563 BT ERIEANI ... 285
W g RDF & A1 LR AT TR 289
6.1  AHBZRIFESP-AT THE .« o oo 289
6.1.1  BEAIEIE . . 289
6.1.2 i BSP-IDEHSEATT .« o oo o 289
6.13  H T FKIEUESP-AT . . . o 290
6.1.4  EETH ZEEIREE . L 290
6.1.5  EEPUH: B . 291
6.1.6  HTA TETHRL . . 291
6.1.7  ENH T GRIRETTRE e 292
6.1.8  HEH BESEFIBE .. 292
6.1.9  buildpy HEFTHYE . .. 292
6.2  MTHIFESP-AT THE . o o oo e 293
6.2.1  TRAEIE . 293
6.2.2 - BSEEE GItHub IS L . 293
623 T Fork ESP-AT THE . . . oo o 293
624 = B GitHub Actions THAE . . . . . . . ... 293
625 UK ECEZRIF ESP-AT TRFTFTRMESH .. .. .. o 298
6.2.6 A {fif] github.dev REHBIRARAACHS . . . . 302
627 75 GitHub Actions g AT [l . . . o o o . o o o 307
6.3 WM AT BEIVAEH . . . . 307
6.3.1  ESP32-C2 B . . o o 307
6.4  TIEENXL AT D o o 308
6.4.1  FHENX AT B o o 308
6.42 {7 ATH+TEST R BUBATEEE . . o 312
6.43  HENEZRM AT G52 o e 312
6.5  HWMAHEES BSP-AT FIEVERE . . . . . 320

Vi



6.6

6.7

6.8

6.9

6.10

6.12

6.13

6.14

6.15

6.16
6.17

6.18

6.19

6.5.1  [FRIEADREFCLE . . . o 320

6.52  [MEE] BUGREGEN . AOWPEHBERE . . .. 321
WTTEH mfg_nvs 700K . . L 323
6.6.1 mfg_nvs ZFIRATEE . . e 323
6.6.2 ERimfg nvsbin . ... 323
6.6.3 FEmfg nvsbin . . . ... 324
WHTHEGER T 350 . . o 324
6.7.1  HITBEEEANL . . 324
6.7.2 R mfg nvsbin UM .. L 325
6.7.3  FEmfg nvs.bin SCHF: . . ..o 325
ATEERT PRIELE . . o 325
6.8.1 PKIFEIENZ . . . . e 325
6.8.2  AEimfg nvsbin UM . L L L 326
6.8.3 i mfg nvs.bin LM . . . L L 326
WA HE ARTIEEE MRS . . . o o e e 326
6.9.1 ARIIEETE TR TE LD« o o o o e 327
692  HEERTHEXARINFEE TS . . . - o 328
W LATDR o 329
6.10.1 EEL at_CUSIOMIZE.CSY .+« v v v o e e e e e e e e e 330
6.10.2 Aplat customizebin. . . . . ... 330
6.10.3 &% at_customize.bin & ESP32-C2 %45 . . o o o o o i 330
6.10.4 JRPI . . e 330
I —ASEIRSEE S . 331
6.11.1 H— FEHHAH ) S50 . . . 331
6.11.2 557 FEFHALAIM OTA . . . . 332
6.11.3 S5=3F FImMAmEE . . . . . . 332
SPIAT FEFG . . . o o e 334
6.12.1 TN . o o e 334
6.122 (I SPIAT . . . . e 335
6.12.3 SPIAT R . . . . e 338
UAISEEE OTA TR . . . o e e 338
6.13.1 OTA X M SR . . o o 339
6.13.2 ffiff] ESP-AT OTA e 2P AT OTA T4 . . . . . . . . . e 340
WATHEE ESP-IDF JUAS . . . o o 343
ESP-AT [EFZER o e 346
6.15.1 ESP32-C2 &1 . . . . e 346
WA M GitHub FE e filmi iR A AT [ . . . . 348
atpy T H o 353
6.17.1 FTEAUATE . . e 353
6.17.2 55— Python Z23E . . . L 353
6.17.3 5 atpy FEL . . ... 353
6174 =2 atpy FIVEUERH . . . o o 353
6.17.5 PN atpy BB RECE RG] . .. 353
AT APIReference . . . . . . . . . . e e e 357
6.18.1 HeaderFile . . . . . . . . . . . . e 357
6.18.2 Functions . . . . . . . . . . i e e e e e 357
6.18.3 Structures . . . . . . . . e e e e e e e e e e 361
6.18.4 MaACIOS . . . . . o i e e e e 363
6.18.5 TypeDefinitions . . . . . . . . . . . 364
6.18.6 Enumerations . . . . . . . . . ... e e e e e 364
6.18.7 HeaderFile . . . . . . . . . . . . e 366
6.18.8 Functions . . . . . . . . . .. 367
6.18.9 MaCIos . . . . . . e e e e 367
6.18.10 Enumerations . . . . . . . . . . ... e e e 367
IR E BT L L 368
6.10.1  THIY . o o e 368
6.19.2 [LE . . . e 368

Vii



7 SB=Jii s RGN AT a4 R 371

8 ATFAQ 373
8.1 AT FHME . o o o o o e 374
8.1.1 I I A B AR, e sRBGE - EA? o 374
8.1.2  WHMAERE AT BIEEERL? . . . . o 374
8.1.3  EM EFRUEM AT BRI RER? . . . 374
8.1.4 UM% ESP-AT 4 R MFTA bin SCHE? o o o e 374
8.1.5 FILAW) AT BM-EE FMIE? - - o o o 374
82 AT AW« o o o 374
8.2.1 ATHUR busy BAFAJEH? . o 374
8.2.2 AT [}, FHFARE - wmS bR NHMER, Mta? ... 375
8.2.3  YEAFALL LI BRIA AT EF SRRy 4, DASHR 2Ly & MBS A FF 43 2 157 375
824  F: MCU % ESP32-C2 %45 % AT A Jeigk ], BAFABEHE? ..o ... 375
8.2.5  Wi-Fi WiJf (#7E] WIFIDISCONNECT) W42 oo 375
8.2.6  Wi-Fi & WA MERIBAMILE? . . . 375
8.2.7 ESP-AT 3427 % ESP-WIFI-MESH? . . . . . . o oo i 375
82.8 RBEH AT G EEIMHE ZARBERZ BB . 375
829 AT i REW DI EARIIEEY FRETHZR?Y . . 376
8.2.10  Gufuf SCREARLEBRIA [T {4 AN SCRFH AT DATE C 8 Al 4 i3 ESP-AT LR )5 SCReian%? . 376
8211 AT AR FAF WML EE? . . 376
8.2.12 AT A Ep MR R AT MBI ? (BRIA: 115200) . ... ... .. 376
8.2.13 ESP32-C2 i jj AT g%t ALz, e SIKIF, ESP32-C2 BEA 4,
AN RIS T 376
8.2.14 RKINFEIE A& S il B notify Al indicate THEE? . . . . . .. .. .. ... ... 376
83  WHME . . 377
83.1 {EARFEAELL iy AT BEERISE flash ZK? . . o o oo 377
8.3.2 AT [E/{fUNfiI#EF error log? . . . . . . . 377
8.3.3 AT ¥ ESP32-C2 #i4l |1y UARTI {545 55 ESP32-C2 A2 4 ) datasheet BRIA
UARTL S BIA—307 . 377
8.4  PERE . ., 377
8.4.1 AT Wi-Fi MEEEENIZ /DT 377
8.42  ESP-AT [E{H TCP ik td N K/INEE R DMER? . . . ..o o oo 377
8.43  ESP32-C2 AT FFmtEANMNE K fliAdk? .« . . o oo 377
8.4.4 M5 ESP32-C2 AT Bk TCP B B KB WE? . . . . . . . . ... 377
8.5  HUL . ., 378
8.5.1  IREEN R AIDLE R LR AT 587 378
8.5.2  ESP32-C2 AT UIMfi[35752 TLS PMMAAS? . o e e e e 378
8.53 AT E{FUMa & ek TCP LT . . . o 378
854 ESP32-C2AT HHiPPP LY . . . o o 378
855 ATHWMMEAETRHE? . . o 378
8.5.6 AT $4MMAISCIL HTTP Wi S S5 ThRE? . . . . e e . 378
9 Index of Abbreviations 379
10 %yl 385
10.1 WHIFEINE . . . o 385
102 FEZME - o 385
103 BREETFFIZIIN . . o o o 385
104 FEEFRMBUALFE . . . 385
105 FEHFRED . . o o e 385
10.6 TR . o o 386
107 BEFAEFIFER . 386
10.8 BRI . o o 386
109 FARTEFTGAED . . . o 386
1010 FEHHEETT .« o o o e e e e e e 386
1001 FIFISRAT o o e 386
11 % T ESP-AT 387

viii



389

389







Table of contents

ik B2 SR ESP-AT JF A HEZL I SCRY ol . ESP-AT {1y Espressif Systems A2 FIFEHLE A SR B
WiH, i&HF Windows, Linux, macOS | ESP32, ESP32-C2, ESP32-C3, ESP32-C6. il ESP32-S2 %
7oy

AR & % ESP32-C2 .83y 1) ESP-AT f§i il .

o
IJ:
I BI N S
11
et AT
commands
AT AT Binary 51 AT 2B
Examples
| m— |
AT
phe </>
—C
- P
i —
AT fir % /Rl I IEAIT A =T ik AT fiy %
A F
Espressif Systems 1 Release v2.3.0.0-esp32¢3-929-g8f63974d7c

Submit Document Feedback


https://github.com/espressif/esp-at
https://www.espressif.com/zh-hans/home
https://www.espressif.com/zh-hans/products/socs
Get_Started/index.html
AT_Binary_Lists/index.html
AT_Command_Set/index.html
Get_Started/index.html
AT_Binary_Lists/index.html
AT_Command_Set/index.html
AT_Command_Examples/index.html
Compile_and_Develop/index.html
Customized_AT_Commands_and_Firmware/index.html
AT_Command_Examples/index.html
Compile_and_Develop/index.html
Customized_AT_Commands_and_Firmware/index.html
Customized_AT_Commands_and_Firmware/index.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-929-g8f63974d7c

Table of contents

Espressif Systems 2 Release v2.3.0.0-esp32¢3-929-g8f63974d7c
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-929-g8f63974d7c

Chapter 1

AlH5M

$§$ﬁ%ﬁ%EWAT%ﬁZ\&ﬁﬁﬂ\mﬁﬁﬁﬁﬁ\%&Wﬁ?ﬁﬁ%%AT@#,m%T%%
A

1.1 ESP-AT {2

YL fEfH ESP-AT Hi, G40 FIEeE 50 % 0, 06 I i 4 AR B R0

ESP-AT & SR g5 JT A (4 n] ELA% T8 MR Y T, SRR I R8s, PRI i i
ESP-AT fiy4, R DAPGHE A TCZ M4 . R =5 . SR (F A SR il S5 2 e, HAEAYE
TeLm IR BTy H IR

ESP-AT 2 5T ESP-IDF SZHi R % TRE . ‘&2 ff ESP32-C2 gl fE g MAL, MCU E5 3 #Hl. MCU %%
AT fiy 445 ESP32-C2 #i41, $ 1 ESP32-C2 A4l SAAT AN M A, FF 420 ESP32-C2 #E413R 1] () AT Iy
N . BSP-AT $244 7 K EINFEARFEIR AT iy, 1 Wi-Fi fiy4-. TCP/IP 54>, Bluetooth LE fjr4~, Bluetooth

. MQTT fiy4~. HTTP 154, Ethernet fiy 445,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<i::$> BT (ESP32)

% 1: ESP-AT %

AT iy bA “AT” JHif, U Attention, DUBTI—47 (CR LF) W45, i A& Sy #f 2 iR [u] OK ok
ERROR MR, Fn M Alap S M A PATE R . HE, Il AT ey M BT, SRRAREIIT %
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frd. L, fEMH AT i, WAER b IiTsg e n, MRIE T &Kard. MR E—AamdR
WAToEEe, AR TH M, WERE busy p. .. K. HEH X AT 6 E BB AT ¢4 %

FOABLE T, MCU il UART #&#: 2 ESP32-C2 #i4H . &i%k AT 1S AU AT mhy. {2, ]
PARRIESE SR (5 B s efE e, i HA R4z 10, 6l SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.

1.2 BoRiE™

SR A U PR BB ) SRR REF 7l . AT BRPFTT . AR WU e 4 o

W AUREHERERERECE . AT AR PR, SR RS 8 SRS

1.2.1  wf ey

TETTUG ] ESP-AT Z 1, 5 B — s G i R 2 - S B FR i = i b, A7 i IR RE To 2 )
A MEPFIRALE MM, HEBEBZITMPINE, WAk, e, WA, RoF%E. W m
PR B B B

o PR T H T DARE BT AR () AR AR I O RE AR X 5«

o BORKUAEAS T DARE B T A0 R RSB SR I REAFRE ]

o WEPFHEZLAHE S W AR DGR B Ot 25, TR . B RITT A 22 I A S R A
o

ik BORBLESS BRI LRI RE s, AR AT BORRE ). B, ESP32-C6 St LF Zighee 3.0
Ji Thread 1.3, FRBA ) AT SCPI7 S8 LR PIFTEL L.

122 AT 8RkPEJ5 Rk %!

AT BAFT7 S8 SRR WL A 4R L) AT [, n] DARE B bR SE B TC LI fE -

o QSRR TR ESP32-C2 I A IRANM AT JAFRE S, IS HAT o4 %o
o AREAERS H ESP32-C2 I AR AT [BEHEhEE, WHZHESP-AT Bl £ 5.

NIV TR R AT [ f 20 A

Yl Tk IBE HEFR AT Bl | 35BS

ESP32-C6 | Wi-Fi 6 + BLE 5.0 v4.0.0.0

ESP32-C3 | Wi-Fi4 +BLE 5.0 v3.3.0.0

ESP32-C2 | Wi-Fi 4 (5 BLE 5.0) v3.3.0.0

ESP32 Wi-Fi 4 + BLE v4.2 (+ BT) | v3.4.0.0

ESP32-S2 | Wi-Fi4 v3.4.0.0 HEFA P LU 5 1Y) ESP32-C &R 7]

* (3 BLE 5.0) Fn AT BIFJ7 R SRR T ThaE, (BAARY IO R B 85 D RE
* (+ BT) 8 AT B0 S P SO M T IIRE, (FAARRY R R A5 D RE .

Gik: T OB T Bk AT B, 2 BRI R T % A
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TR AT AT [S19T: ?

ESP-AT [5 {47 PAF JURH SRS, Hob T sl 4 PR 00 T AR A B SRS, SR BA12E Rt B
TR

B R REE (R5)
GitHub 1\ 1% [ 14

5B A dh B 1
BATRIFHY B I

PPRARIEE (He42) PP RATRRSIE SR KA RIE R BB OB, IR
P ANl e o A AR R, P SR P e Rl JRL I A, R T ] 3 B AR 8 OTA il 55
ST AR P T R AR e A e s T H TR, UL et B WO R AR . R E Ty
WA SR RO, 0T DARRYE A2 #k 2 07, B AN A A AL S (P A 20 ) 1 A 7 I

o JBUEAR: ESP32-C2 AT B4

o LA

- T

L

— BREE O TAR R
o R

- HHENIK

- A HEBAA TR
« ZHEIH:

- B

- B FHRARTIES

— 5 % ESP-AT [ {4 35/ A SRR AEE i 241, 1557 ESP-AT GitHub 1 11 readme.md

GitHub [ 7F - GitHub I PF R 4 0OR AU HE% 2] GiHub I8 S AR IR EI R IR B [ 7 A1 R 2
PEAIE(E, S PRI A A 1, 3R B 5 R AR 4 1 I RSCAS A P (R AT 1 5 A1 Y 1]
P, HAPE v AT AR OTA M5 & T E 1

o PPURIE: WS H 4TI GitHub T 3R # 160 R A AT B # .
o A
— SCIPESR, HTAYRR PRI A MR S ) 4 ok
- A E BRI U, anET SDIO @i B fF . BT SPL IR &I

— PRIUE A TAER I
o B BT ARIERUAANY commit A B FECER S SE RN, WRESAE LR, HEEH
e R I

ESSBETE B SBIEE1EE UE S SR I AN B e B, 5T E R e
LT H R, AR BHORH LB OU T, 4 UART 3453 . UART GPIO % %S 51458, It
P 0] B AL T R 8% OTA IRS5 25 TR [
o KTWTBERSHON, S Hapy T3,
A
- AT EE G .
- BEPFRE . AR,
o BN FREALTAARBE R, ERRIC, ERERRA A .

FATS PR R SR T YO K el R A 5 . 52 H OBE OTA IR%5#5PASCF; OTA I
HE.

o KT AATH IR, S5 KikthiF ESP-AT 142,
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o fi: Thig, HMAC .

o BN WEH OB EIRERE
MR EHERENIIE, HEFET 0 R 5o & &R AR B ) 43 S2 T KRR AT B, R a2
W2 HIEE, RS T master 4337 AR AT [E{4,

1.2.3  BiH oWy

TH R E R B, s RN WO SR EETT A T AR AT o R H R0, RERSHE B b A g
e, PRAERECEANERAERE Sy, w0 F A FETTH ], RERSHE B D o RESR MM BEE , PEREDLIE, 4R
P RRCR AETTH S, e B RN E CL U, SEBL e PRI R A

RS A AT ay B0, B ST R Linux RGN TF A

13wk

AT AN HANGER AT [EF . A AT i AR AT Wi B 75 SR DA BB 7 2 1) ]
.

ARSI AT FEF SR A, 8 RBHEGE R AR, PR 7T S5 ESP-AT Bl 1+ £ 5t
SR AEEAE ] AT BOAE ), ATASH 4o T B AT 3% 2 & e SCRY SR

1.3.1  wfkdEsS

%% 1: ESP-AT 3 fr 5 1 {2
it IhgE
ESP32-C2 7T &Mt ML
USB %dis2k (%4 ESP32-C2 1 & M fll PC) NEkE A R
PC FAL, RRRE T R E AL
USB %ii2k (%4 PC 1 USB #%; UART H: [1f55R) Kok AT 4. 00 AT i |y K
USB #; UART H: 14555 4 USB {55 TTL {55
FIFZE (73 USB %% UART Hf [1RLHLAI ESP32-C2 FFEM) | K% AT il U AT iy B &

%
#

ViR
;
)

i

B IRULABAIAAT B 4 S FE 26 MHz (G . SR8 ESP32-C2 iRk 40 MHz, 5% A%
3% ESP-AT 142 H474%1% ESP32-C2 AT [, fE8HAE

python build.py menuconfig -> Component config -> Hardware Settings -> Main.
—XTAL Config -> Main XTAL frequency —> 40 MHz

o LR 4 HRALFRL 452 ESP32-C2 JT & A A USB %% UART H3 [IRH (S A (o i A3 4
ifg, WA 2 AL TX/RX HIAT .

o QARG ESP32-C2 #5842 T A, Wik UART By, A2 i UART &
[ (2% https://www.espressif.com/sites/default/files/documentation/esp8684_datasheet_cn.pdf > B {545
FEFAA ), [R5 B SR DA A —

— T EE H Strapping 45l (2% https://www.espressif.com/sites/default/files/documentation/esp8684_
datasheet_cn.pdf > %45 Strapping /1) , i iz 42 i A T L P A BB
- I KIEAT+RST=1,1 5%, BEATHAK
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[c[cc o O

[0[c600

] 2: ESP-AT Ml is0hE {2 12 7 7 P

1.3.2 ESP32C2-4MB &%

ESP32C2-4MB Z 5145112 P B ESP32-C2/ESP8684 i F-, [FI#G 4 MB flash FB41/F % 4, filfm: ESP32-
C2 MINI £%1|#%4% . ESP32-C2 WROOM £ 1545 .

ESP32C2-4MB AT 3% /4~ UART #:11: UARTO i F F#EE f% & H &, UARTI i F%3% AT 4
U AT 0 . BRI, UARTO FI UART1 ¥J(Hi [ 115200 P45y 75 . B {8 A 26 MHz
i XTAL, FTPAYE ROM BB H G2 PA 74880 4@t UARTO (TX: GPIO20) #2890 piefii F 40
MHz [ XTAL MI¥E ROM BBt H 72 PA 115200 JApRiEs UARTO (TX: GPIO20) #it .

# 2: ESP32C2-4MB RBIAE (184 73 1i

IngE ESP32C2-4MB F 4 Hi/HEAE | HEEEEH
]

TREA & UARTO pe
+ GPIOI19 (RX) . TX
+ GPIO20 (TX) « RX

AT 32/ v 2

LRl UART1 USB %% UART #3 11 Eitk

+ GPIO6 (RX) . TX
+ GPIO7 (TX) « RX
« GPIOS (CTS) « RTS
+ GPIO4 (RTS) « CTS

BiHH 1: ESP32C2-4MB Jf % il PC 2 ] B4 %% B N B 7E ESP32C2-4MB F- & e I, & T H USB
B LA & R PC BT,

AW 20 CTS/RTS 71 U4 7 B P (s D RN A e
QR TFEE AT ESP32C2-4MB S TR, 1S H N WA BRI .
1.3.3 ESP32C2-2MB &%

ESP32C2-2MB Z 51351742 N & ESP32-C2/ESP8684 ith H, [AHf45 2 MB flash [AELL/FF B A -
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ESP board

Download/Log output

USB to serial converter ESP board USB to serial converter
| ] TR [ RX P
™X ———— RX
AT command/response g-:-g J— CR;TI-g

] 3: ESP32C2-4MB 41 i 145 R B 1A

ESP32C2-2MB AT 3k {1 UART #211: UARTO f T R[4 4 H H& , UARTL HT %3k AT fig4-Fil
Pl AT iy BRIAEOL R, AT H &9 UARTO (GPIOS8) Al UARTI i f 115200 AR Tl (5 .
A4 H] 26 MHz [ XTAL, frPATE ROM BEr HE DA 74880 P4 1+ UARTO (TX: GPIO20) %
s FE M 40 MHz [ XTAL, M7 ROM Bt H B2 PA 115200 4%+ UARTO (TX: GPIO20)
LR

=% 3: ESP32C2-2MB £ 41| fifi {14 422455 I 43 Fic

e ESP32C2-2MB F X H/EHE | HEREEW
i
N T
R UARTO PC
« GPIO19 (RX) * TX
« GPIO20 (TX) * RX
AT G 2
fiy 2/ B UART1 USB %% UART 3 1B
« GPIO6 (RX) . TX
« GPIO7 (TX) * RX
« GPIO19 (CTS) « RTS
« GPIO20 (RTS) « CTS
o &=
s H 7 UARTO USB %% UART H3 11 §5iH
« GPIO8 (TX) « RX

BEW] 12 ESP32C2-2MB JT Al PC 2 ] A4S I H2 £ 9 ELAE ESP32C2-2MB JT %t b, AT USB
W L HEHTT R AR PC /AT,

BiW] 2: CTS/RTS A A AE M RE R 2 h eI A e o
AN B B R T ESP32C2-2MB R AT IR, TS B AR BRI AS
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ESP boa

REAEREEEEEEREEEE

Download

USB to serial converter

AT command/response ESP board USB to serial converter
RX >
X —— BRX
CTS RTS
RTS — CTS

Log output

& 4: ESP32C2-2MB Z 51| hifi {3445 7R 25 &

o

14 FHEET

AT LA ESP8684-MINI-1 B4y B, /M2 an{n] T~ 2k ESP8684-MINI-1 BRI I (1 AT [, DA ANLRF
BFRER BB |, e ESP32-C2 RAIMIH L al S5 A0

TNEABESE AT B BT, HR A ST IEIER TR, B 2% i dE,
XA RIVBEAL, AT BN PR SR i & XA 5. BRI SHESP-AT Bl 1 £ 5t

1.4.1 Pk AT 4

THTE DA 2R AT R N2 PC:

o FIHEAT B 1
o IREBNBRAL TR () AT E¢E
o AR SRR T R 3

A, FATTF# T ESP8684-MINI-1 X iV [f] ESP32C2-4MB-AT-V3.3.0.0 [E{:, ZMEEER H R4 &
Hrp&A bin AN, HE ESP32-C2 R FILLH [l {41 H 545 J bin U AT S5 40F /44 -

— at_customize.bin

— bootloader

| L— bootloader.bin
I— customized_partitions

F— mfg_nvs.csv
| L— mfg_nvs.bin

/R R KK
// bootloader

// AT B & X bin X
// B ONVS 4 KW R W HIE
// ETF NVS 4K bin X f##

QS
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(£ L£50)

— download.config /] B RE B E E K
— esp-at.bin // AT A E
— esp-at.elf

— esp-at.map

— factory /) BEFERETATE bin X H#
| L— factory_XXX.bin

— flasher_args.json /] TEBEHEEIHB R

— ota_data_initial.bin // ota data KX #7514

— partition_table /] — F A KAk

| L— partition-table.bin

L— sdkconfig // AT BN EFRE

Hrr, download.config UPF BRI FAISEL:

——flash_mode dio —--flash_freq 60m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

0x60000 esp-at.bin

--flash_mode dio HFEMFER MM flash dio B HEATHI%;

-—flash_freq 60m QM 4R H Y flash i iR # 8 60 MHz;

—-—flash_size 4MB XIS H K flash f/NA 4 MB;

0xd000 ota_data_initial.bin fUFEFE 0xd000 HilitEEs: ota_data_initial.bin 34,

142 Jgexk AT [IPF e
TR AR A RGN N R T ¥

Windows

FaaFERZ BT, W F#k Flash N2k TH ., X245 3¢ Flash N THMNZ, ESFEHEY doc XFk.
o TH Flash F# T.H;
o PP AT (BEAL, FRAIBESE ESP32-C2,)
o MRIRETRRER M TR (AL, FATES develop. )
o MREHTRER—F N D (AL, FlTEsE vart. )

o FF AT [k 2 ss, DU BRI —:
- HETFEITEL R EA (B build/factory HE TR factory_XXX.bin) % 0x0 Hf
Hk: ik “DoNotChgBin” it i &ty [l {4 1) BRI B B 5
- D FEZA bin AR AR KL RE download. config SUH#HATRLE , % 7)/A ik
“DoNotChgBin”;

N TR R B, A T A B 118 COM b 1145, FFA “COM:” "R R pedfi%im
H5 o A RATEF b 1SRN G182 % 78 Windows EAA i 1 .

BEFSEUE, et AT B2 T RFE T .
Linux 3§ macOS

FFIRbesk 2 |, 1523 esptool.py.
PAR PR AR R —, o AT [ PFpER i
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i DOWNLOAD.. — O x
ChipType:  |ESP32-C2 v
WorkMode: Develop o
LoadMode:  UART -

oK

Bl 50 [T HOE B

_ s HEBEE > OS5 (C) » bin > ESP32-C2-MINI-1 AT Bin V2.5.0.0 » ESP32-C2-MINI-1-V2,5.0.0 » factory v B
£ [ ESP32C2 FLASH DOWNLOAD TOOL V3.9.3 = i X
[ ] factory MINI-1.bin J SPID load ] HSPIDownload l
3 factory_parameter.log .

b ESP32 Co N A B VA5 0 ESP23 G N 1 V25 60 aconyVecary M1 — 5 (00|
O -@
O @
O - @
O @
[} @
O @
O @ £
SPIFlashConfig
SPISPEED 5Pl MODE Detectedinfo
®40MHz  OQlo
LockSetti
O267MHz O QOUT S
() 20MHz @®DIO CombineBin
O80MHz O DOUT Default
O FASTRD
DownloadPanel 1
IDLE
ﬂ START STOP rase | COM: ‘COM“ "|
BAUD: 115200 v
K6 N E Ak R R (o)
Espressif Systems 11 Release v2.3.0.0-esp32¢3-929-g8f63974d7¢c
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&) download.config - 054
O R0 HER0 BBV M)

--flash mode dio —flash freq 60m —-flash size 4M
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data _initial.bin

0xf000 phy _init_data.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1F000 customized_partitions/server_cert.bin
0x21000 customized_partitions/server_key.bin
0x23000 customized _partitions/server_ca.bin
0x25000 customized_partitions/client_cert.bin
0x27000 customized_partitions/client_key.bin
0x29000 customized_partitions/client_ca.bin
0x32000 customized_partitions/mqtt_cert.bin
0x34000 customized_partitions/mqtt_key.bin
0x36000 customized_partitions/mqtt_ca.bin
0x2B000 customized partitions/factory_param.bin

WY ESP32C2 FLASH DOWNLOAD TOOL v3.9.3 - o >

i SPIDownload = HSPIDownload

\ SPIFlashConfig

SPI SPEED  SPI MODE Detectedinf

|DD0NulCthin |
®40MHz  OQlo

Locksetti
O 267MHz O QOUT ockSettings
Caowe @00
Comes o
O FASTRD
DownloadPanel 1
IDLE
START H sTOP H ERASE |COM‘ CoM v|
BAUD: | 115200 5

B 7 TEREZA IR A (RdEeR)

o S REZA bin U EAF AL AL 4, B PORTNAME fil download.config £

#

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —--
—after hard_reset write_flash -z download.config

f PORTNAME B4 T A AR F 2803% 1A B, & TG E %L N 48K, 1152 1 Linux Al macOS

FEF .

¥ download. confiqg Bl iz 3 B SE3)E.
PATF 2 [ (45257 2 ESP8684-MINI-1 AE40 i A v 4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —--after hard_reset write_flash -z —--flash_mode.
—dio ——flash_freq 60m —--flash_size 4MB 0x0 bootloader/bootloader.bin.
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin 0x1e000 at_customize.bin 0x1f000 customized_
—partitions/mfg_nvs.bin

o HEETNEITUOMWE B E 0x0 Hihk: A LN T4, Bt PORTNAME Ml FILEDIRECTORY £

e

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —--—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

f PORTNAME B4 piIT A AR F 280 LA B, A& ETCIAIE %L N 48K, 11527 1 Linux Al macOS

FEF .

Ff FILEDIRECTORY Frife siFT 6 b iy r= [l R nd e A, lHTEOL R, UK E factory/

XXX .bin,

PUR 2K e 5 ESP8684-MINI-1 R 4R 5 A S iy 4 :

—4MB.bin

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 60m —--flash_size 4MB 0x0 factory/factory_ ESP32C2-

PR RUGE, HeE AT B & T RF R .
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1.4.3 KA AT [l fF e M Resk i)

T B DA T BRI A AT [l {4 s i) -

o IO T H, 1 SecureCRT;

o B PR AESERIL AT @A/ e T (S Ik iddE ) ;
o PR 115200

o BlEAL: 8;

* fBe{ii: None;

o IR 1

o Vi¥s: None;

* HIA “AT+GMR” fir%, Jf H#AT (CR LF);

HATRER, WV OK, MR AT BR8N .

AT+GMR

AT version:3.3.0.0(3b13d04 - ESP32C2 - May 8 2024 08:21:45)
SDK version:v5.0.6-dirty

compile time (be332568):May 8 2024 08:50:59

Bin version:v3.3.0.0(ESP32C2-4MB)

OK

EW, LA AR i kA ESP32-C2 & FHLH &
Jitk1:
o ¥THFER 0T H., 40 SecureCRT;
o BRI SEPEHT CPEBEM/AEE HE” MO, B S i,
o JEEEE: 115200
o BHEp: 8;
 KE&{: None;
o fsIRfL 1
o Ji¥s: None;
o HEHT AMAY RST &, 7 HER T HEALL, WL ESP-AT [ L1IEMRIHL T .
Jith 2:
o FIFFWIAE O T H, 1 SecureCRT;
o BT ArRIERR T AR BRI “AT dy &/ (e AT R E R4 HE e,
B OEES R hE .
o« PR 115200
o HREfL: 8;
 KE&{: None;
o Ik 1
e Jifs: None;
o TESGEEUIRIL “AT Ap4/ " [F)E D AAT+RST fin 4%, Hf Hi#4T (CRLF), #F “NERE /4
HE” 180 HEM e HEFEL, W3EHH ESP-AT [ .WE‘Z‘:IEHE?H!I“%T

ESP32-C2 F#L H #&:

ESP-ROM:esp8684-api2—-20220127

Build:Jan 27 2022

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:1l

load:0x3fcd6108, 1en:0x18b0

load:0x403ae000, 1en:0x854
load:0x403b0000,1len:0x2724

entry 0x403ae000

I (32) boot: ESP-IDF v5.0-dev-5949-g885e501d99-dirty 2nd stage bootloader
I (32) boot: compile time 11:05:11

I (32) boot: chip revision: v1.0

Q)
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(8L 7))
I (36) boot.esp32c2: MMU Page Size 64K
I (41) boot.esp32c2: SPI Speed 60MHz
I (46) boot.esp32c2: SPI Mode DIO
I (50) boot.esp32c2: SPI Flash Size 4MB
I (55) boot: Enabling RNG early entropy source...
I (61) boot: Partition Table:
I (64) boot: ## Label Usage Type ST Offset Length
I (71) boot: 0 otadata OTA data 01 00 00004000 00002000
I (79) boot: 1 phy_init RF data 01 01 0000£f000 00001000
I (86) boot: 2 nvs WiFi data 01 02 00010000 0000e000
I (94) boot: 3 at_customize unknown 40 00 0001e000 00042000
I (101) boot: 4 ota_O OTA app 00 10 00060000 00140000
I (109) boot: 5 ota_l OTA app 00 11 00230000 00140000
I (116) boot: End of partition table
I (121) esp_image: segment 0: paddr=00060020 vaddr=3c0e0020 size=288c8h (166088)._
—map
I (167) esp_image: segment 1: paddr=000888f0 vaddr=3fca6010 size=02cl18h ( 11288)._
—load
I (170) esp_image: segment 2: paddr=0008b510 vaddr=40380000 size=04b08h ( 19208).
—load
I (178) esp_image: segment 3: paddr=00090020 vaddr=42000020 size=d444ch (869452)._
—map
I (378) esp_image: segment 4: paddr=00164474 vaddr=40384b08 size=01508h ( 5384).
—load
I (382) boot: Loaded app from partition at offset 0x60000
I (383) boot: Disabling RNG early entropy source...

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200

module_name: ESP32C
max tx power=78,

3.0.0

2-4MB

ret=0

SRS R TR ESP-AT T, WIILESP-AT 21t 4.

WA ST QT (1) ESP-AT, 351G Pd 3 e 20, T OO BURE PEAN SR, PRI Eeat i, TR
JIr s BOREAE DA SCRE A 2 RV AA e e, SRS PRI R T 4046 5, T ARANT T 2AIGE R AT [
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AT [ilfF

2.1

FeAu iy E

FERE TR A 0. HAT, REERAT T UAR ESP32-C2 RIIKIAL R AT [ 1F.

e

RATHY AT [E LS 26 MHz @b RIS R CA . A0SR R B 0 11 1) /2 40 MHz 1 SR 4RATI42
W HATH I ESP-AT 142, R8T RCE TR BLgkd:
— Component config -> Hardware Settings -> Main XTAL Config -> Main XTAL
frequency -> 40 MHz

WA E H OB % B A~ AT [ 0F, 35 JoPIERESP-AT B # 2 5% SCRY, SRR T
ANIA) ESP32-C2 AT [FTE Ry 24 . REAFRCE AT iy 22 5, AR R A E A 1
LR B P L ) [

IR EAE R AT [ RO E, &l PAldarpy T2 B AT BECFIFEBUHTRY AT B

— 147 UART f. &

- M52k Wi-Fife &

— WSEGE B A B AR E
— 147 GATTS Fe &

HEil, Frg &g ESP32-C2 AT [& {4 14 A 32 357 KR4 Bluetooth® Low Energy AT 44~ (BluFi iy
A ), R AFE BSP32-C2 | H Tl Jfl & &k AT 44~ FllBluetooth® Low Energy AT %4~, W[ DA
R 4= 1T A GitHub Actions 2. F #x ESP-AT B3 4% WML HIE T3 esp32c2-ble—2mb-at [,
SUE IR A M2 iF ESP-AT TA2 3 4% FIATHRILIECE (JER: FESCRYREE =20 236 BREET, s
ESP32C2-BLE-2MB),

- BB R OTA T,

- GitHub F /) AT [E{FSAES]E 90 KARMG Hal ka8, W BITRAT N8 AT [E,

2.1.1 Feils)
FERE R TR AT ARG, 3545 520 50 5 B, I S0 v ) 4% TR ORI 7 2 i

15
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2.1.2 ESP32-C22MB %%l
e v3.3.0.0 ESP32-C2-2MB-AT-V3.3.0.0.zip (#E¥E)

* v3.1.0.0 ESP32-C2-2MB-AT-V3.1.0.0.zip
* v3.0.0.0 ESP32-C2-2MB-AT-V3.0.0.0.zip

2.1.3 ESP32-C24MB %41
« v3.3.0.0 ESP32-C2-4MB-AT-V3.3.0.0.zip ()

* v3.1.0.0 ESP32-C2-4MB-AT-V3.1.0.0.zip
* v3.0.0.0 ESP32-C2-4MB-AT-V3.0.0.0.zip

2.1.4 TPy AT A %A
HS AT AT WA Z AR ST FFRATT IUAS A AT, S SRR A B A AT 1 0
ARG EPA T /AT

o T # ESP32-C2 AT % 7 pg E 4+
o AT EVMFR A AT [ SR — b i S S HAE H

ik AT RS RSN R ATRE F, AR A BT R A AN R e, RIRT Bk
FE ol 7SR T T 3

2.2 AT FfFw4r

ESP-AT [ #4087 TR DI RE g —db il 3o

build

— at_customize.bin /) ZH®kaREx (APaKRK, 3H T mfgnvs 4K W Ko
—~fatfs 4 X By & 4 H ik fo 20 K K /D)

F— bootloader

| L— bootloader.bin VA-E ¥ k%

— customized_partitions

| L— mfg_nvs.bin /) W HRES Y, SHEENFARE FTH mfg_nvs.csv
— esp-at.bin // AT N B #

— factory

| L— factory_xxx.bin //

SR EHRHN _HFHXHEELE, EAURRIAXFEREHA N 0 B flashe

~Z By, RFMRYPE download.config X HHEEKE T A4 X R F 3 flash.
RN AR A M A B R H

— partition_table

| — partition-table.bin // — %A Kk (44K %)

L— ota_data_initial.bin // OTA ¥ ¥E 40 46 L X
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Chapter 3

AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 80 & 2210 IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #ifjai 25 flash Ff F1431X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

17
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3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b

W] 7
|ox
S8
* <mode>:
- 0: Hj ESP32-C2 JF#E AIEH 12475
- 1 EJF ESP32-C2 - AT 2
B
o WERERESCH R, IAE R AR E Ay A1k ESP32-C2 #F AN HAR, X PR AFERE (- AT
4 Boot &M,
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3.1.4 AT+GMR: #HHRAEER

WA %

v

A

=

AT+GMR

W i <

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.DJERRAE R, BNIAE esp—at/components/at/1ib/ HFE F. 1L
T2 PRV, ToIFRCT R .

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

» <Bin version>: AT [& {4 A5 H. WAE E 7] PAYE menuconfig /4. (python build.py

menuconfig->Component config->AT->AT firmware version. )

|
o AREAET ESP-AT [ ¢F A AR R, 5 Sehe it AT+OMR IRAE B

il

AT+GMR

AT version:2.2.0.0-dev(cad4lecd - ESP32-C2 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: i Y i [ 71 S SR AT i 4 B fin 4 S8 %Y

W ) :

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK
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<index>: AT 475

<AT command name>: AT fy2-%FR
<support test command>: 0 FRALFF, 1 FTR(H

<support set command>: 0 F/RATFEE, 1 FRLFH

+ <support query command>: 0 F/RATE, 1 LRI

<support execute command>: 0 FRATF, 1 FRIE

3.1.6 AT+GSLP: j}i A Deep-sleep Fiz,

BE A

A

AT+GSLP=<time>

Wi 3% ¢

<time>

OK

BH

o <time>: BI#FUEA Deep-sleep YIS, H7: ZFb. BUENTRIE]G, BA HIhMeEE, T8 G HERR

WREEAE , SRS AR o
- 0 FRor B E S

— #r K Deep-sleep <22 28.8 K (2311 ZF#b).

it

o BTN, P ik A Deep-sleep B9 Frmf & HHBIHC Z A S AFAEZ S

3.1.7 ATE: JFpsk Yz AT vl i ohfe

* ATEO: 5X[[al 2
« ATE1: FFJ[E &
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Chapter 3. AT Ay d4E

3.1.8 AT+RESTORE: &)

WA %

v

A

=

’AT+RESTORE

W i <

[ox

]
o LA RHERICE A7 E] flash (S8, TR NERASHE.

© BITIRM S ERRE.

3.1.9 AT+SAVETRANSLINK: ¥ H-#lL Wi-Fi/Bluetooth LE i# L i {5 &

o % B FF AL N TCP/SSL i 15 42 X 4% 8.
o % FFHLEEN UDP i 14X 15 8,
o % F FFHLiE N BLE 5B A X AT 8

BEEIFHLEEA TCP/SSL ZE L BEAH R

B WA

’AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>]

W

’OK

ZH

¢ <mode>:
- 0: 2} ESP32-C2 [ A Wi-Fi if £ 42X,
— 1: 78 ESP32-C2 kA Wi-Fi 51542 X,
o <” remote host” >: FIFE SR, FRmns IPv4 Hihl . IPv6e Huhl, w4, il 64 535,
* <remote port>: i I {H
o < type” >: FELFERESE, FonfEimidsA:” TCP”,” TCPv6”,” SSL”, uY “SSLv6”, BRiA{E:” TCP”
o <keep_alive>: Pl B E#: ¥ SO_KEEPALIVE 3 (&% : SO_KEEPALIVE N47), Hfii: #b.

e JEREl: [0,7200].
- 0: Z&Jf] keep-alive ZHEE; (BRIA)
— 1~7200: JFJ keep-alive Hjfi. TCP_KEEPIDLE {3} <keep_alive>, TCP_KEEPINTVL i}
1, TCP_KEEPCNT i % 3.
o ARy <keep_alive> ZEHAT+CIPTCPOPT 411 <keep_alive> ZEUHE, H4YH
H G E R AT UE « WERIBITA M LI AN E <keep_alive> 2%k, MBIAMEH kB ERIME.

el
o RREN Wi-Fi FFHLE # X F BRI NVS X, HSE <mode> hy 1, Rk EHAZNHEAZLE
X WEBER
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il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a21:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFPLIEA UDP AL R

i fra

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox

B8

e <mode>:
- 0: 5[] ESP32-C2 _HL#EA Wi-Fi if 42X,
- 1: JFJi ESP32-C2 L Hiik A Wi-Fi i f£ 42X,
o <” remote host” >: FAFESH, FoRmmns IPv4 #itl. IPve dihl, Si%. FKh 64 F5.
« <remote port>: il I {E
o <7 type” >: FRHRSE, FoRtEiHdiAl:” UDP” m “UDPv6”., ERINfH:” TCP”
* [<local port>]: JFFAL#EA UDP &R, i1 F i 4 s 11

B
o AREN Wi-Fi FHHLE £ 42 X A5 BARTELE NVS X, #HZ% <mode> 2 1, FR_EHEBIHEAEE
X TEEER.
o QIR ELT IPVO 2% 7837 —A> UDP &40, 35HATPA T Ak
i AP 374 IPv6
% BAT+CIPV6=1
H T AT+CWIAP iy 23R B3 —~ IPv6 Hiht
(A3 WiTAT+CIPSTA? iy 4528 ESP32-C2 27 3k EE| IPv6 Hihl:

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

BEIFPLYEA BLE B R

wE

’AT+SAVETRANSLINK:<mode>,<role>,<tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<peer_addr>

W

’OK
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e <mode>:

- 0: XM] ESP32-C2 _EHIEA BLE i 542 X,
- 2: JFJH ESP32-C2 _EHiPEA BLE i {542 X,

e <role>:
— 1: client f3 {8
— 2: server fi {4,

o <tx_srv>: tx [R5 75 . AT {E8 GATTC B}, i1 AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
V£l GATTS B}, @it AT+BLEGATTSSRV? f54-251] .

o <tx_char>: tx R &5 . AT E R GATTC I, il i) AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
AR 1N GATTS K, i3t AT+BLEGATTSCHAR? £ 425 .

o <rx_srv>: 1x [R5 F5. AT {E8 GATTC i, 4 AT+BLEGATTCPRIMSRV=<conn_index> iy &%
W3 VN GATTS I}, @3 AT+BLEGATTSSRV? 425 .

o <rx_char> :rx R 55 4HIE 5 . AT 1Eh GATTC B, il #+f AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR MEN GATTS B, i iFAT+BLEGATTSCHAR? fi 445 .

e <peer_addr>: X775 Bluetooth LE H#iihik

L

o AER BLE FF#LiE £ 42 X 15 BARAFAE NVS X, S8 <mode> 4 2, TR _FH H 3 A Bluetooth

LE & 42X, FTREBEAER.

il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL:

A a4

zs

¢ B M BB P A A ik b

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

OK

LA

A .
"ﬂé’\'

’AT+TRANSINTVL:<interval>

o <interval>: FAEA&iE[EfE. B0 280, BRAE: 20, JEME: [0,1000].
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e

o BEMUN, 2 ESP32-C2 A UART Bl 2B, An s iR ) B R T2 F 2920 747, 4
WS R R 2920 T —HAYHIE T Kk, ISR <interval> ZRuEERICE] B
RTEET 2920 F45 F R A5 .

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> R/, FTRAREAR ] HMSOR As B B A i, AFL S 38 I isORR 5cdha ) 94 2% a8 4
WHL, — R T A RE

2N

/) R BB BKE R R
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

AT+UART_CUR?

W i <

+UART_CUR:<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

OK

v e
ST A

R

/7,’\

=

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
— ESP32-C2 4 SHHEIEY 80 ~ 5000000
* <databits>: HHE{7
- 5 5 bit Kl
~ 6 6 bit KR
— 7: 7 bit Fidfa{
— 8: 8 bit Fdla (v
* <stopbits>: {5}
— 1+ 1bit 31k
- 2: 1.5bit fE 111
—~ 31 2bit IR
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AMlREHEE
- 1: {¥ifg RTS
_2: ffifE CTS
- 3: [AHH#TRE RTS I CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
tifn 4

e

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

ke

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

o <baudrate>: UART %R

— BSP32-C2 %45 475 A 80 ~ 5000000
o <databits>: (v

— 5: 5 bit HEAL

- 6: 6 bit FEAL

— 7: 7 bit FEAL

— 8: 8 bit K
o <stopbits>: 15[ {V/

— 1: 1bit 2147

- 2: 1.5bit fg k17
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— 3: 2bit {2 -7
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: Afifgimis
- 1: {#igg RTS
- 2: fififg CTS
~ 3: [FIWH{iAE RTS Fl CTS

BEW]
o BUE S UCRORAFAE NVS 70X, 43 B B LM IR A 2L

o {1 9 45 2h R T O R A 19 CTS/RTS 4 M, 1% 7% W2 #+ £ 4% Ml components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF-115200,8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

"ﬂ4>°

’AT+SLEEP:<sleep mode>

Wi 3% ¢

’OK

BH

* <sleep mode>:
- 0: ZEHIREARAI
— 1: Modem-sleep #={;
« BA Wi-Fi 3
- SPPRBLHCRRYE AP ) DTIM & ) X
+ H1 BLE #i=X
- £ BLE 78R8T, ST HeREAR )4 18] B e 15 ¢ 1A
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- 7F BLE 28T, SHSIHCREAR H 2422 [a] B 2 1 9% 1A
— 2: Light-sleep #z
« IG5 Wi-Fi fHiR
- CPU K H Bk AREAR , SFPATAREHORE: 5 P4
+ B Wi-Fi #512{
- CPU ¥ H shik ABERR , SHA U RARIEAT+CWIAP 54X B listen interval
SR 5 A
+ A Bluetooth Fz;
- 7€ Bluetooth | &7, CPU ¥t H ik ABENR, SHIBHtRRAR I 15 ] B i 19 5¢ P4
- £ Bluetooth 7278, CPU K HaiE AREHR, bt R AR 212 ) b i 11 5% P4
+ Wi-Fi A1 Bluetooth FE{FAFFL
- CPU ¥fH 3 iiF/\ﬁﬁﬂE o SFPABASTHRORR AR H 5 AR O A
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fHER
- BPIEIHOR AR IEAT+CWIAP fin 2% E Y listen interval ZHUE M KM
+ B4 BLE 5z
- £ BLE JHEAS T, SPAURTHORE AR 4 5] B o 151 2 A
- 7E BLE ST, SHSIHCREAR S 2422 [R) B 2 1 5% 1A

Bl

o A HERIRAX S, Bluetooth LE RAT ARG #I 4Rk . 24 Bluetooth LE #JUA L5, AT PAZE F A AR AR
Ko

* Modem-sleep f5xC il Light-sleep #5:X3 1] PAE Wi-Fi #0835 BLE #5:0 FE, (HAE Wi-Fi fz0F
XA HBBTE station BN iKE

o X Light-sleep #ixXHT, BWIRHTEITAT+SLEEPWKCFG 6y A BE B I MR BEyE , 75 WSR3 4
B EH AT REIRR S

* X Light-sleep 83X J5 , 4154 Light-sleep M A5 (44 AN 2 0], 145K B 2hE A BEIRAR L, 24 Light-sleep
W TR 2K 6 JE I, 152 RE B Bl A R HRAS K o e i

 XfF BLE #i:X N #Y Light-sleep #5538, F FrnZiinfff 4% 32KHz 4%, 750, Light-sleep #3023 PA
Modem-sleep = T AE.

o AT+SLEEP £ 75013552 S0k Sleep AT 7151 .

2N

AT+SLEEP=0

3.1.14 AT+SYSRAM: iy Y fij sl e i as Rl Mg /DA ]
i) 4

LT

AT+SYSRAM?

Wi i <

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

e <remaining RAM size>: Y[ GxHEZS[A], BA7: byte
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« <minimum heap size>: ZFTHATR/DESS[E], B byte. 24 <minimum heap size> /INTE{IE
T 10KB Ff, ESP32-C2 ) Wi-Fi FMIKIIFEME A DI RE T E L 325210

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: #ify/it s 251 s a1
HihR A

ik
E Y H RGN E RS

mlé>:

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

BE A

&

i
WERAGIURNMEE . CRETREE IS E M AT JHE, 8 AT+SYSMSGFILTER fi5 %
A

’AT+SYSMSG:<state>

W] )
[ox
* <state>:
— Bit0: jB} Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2744 Bl R = &,
* 0 AFTEN
© FTEJ +QUITT
- Bltl $f§ﬁj‘%ﬂ_‘1ﬁhu\§§£
« 0 I BB R(E ., Q1 XX, CONNECT
« 10 i FE 4 3R 78 {5 ., Il +LINK_CONN:status_type, link_id, ip_type,
terminal _type, remote_ip, remote_port, local_port
- Bit2: EBRRESERER, @ T Wi-Fi i 4:X,. Bluetooth LE SPP J Bluetooth SPP
+ 00 ATEHHRMEE
1: 4 Wi-Fi. socket. Bluetooth LE 5§ Bluetooth JR7ZS % A stAs iy, $TEIHLR(Z A, -
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— "CONNECT\r\n" = PL "+LINK_CONN:" FF L @i T &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

— "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

- "4+ETH_DISCONNECTED\r\n"

- Db "+ETH_GOT_IP:" F %k # %ze-ﬂé B

- PL "+STA_CONNECTED:" F L #
- PA "+STA_DISCONNECTED:" %}é’]%f\% 1<
- PL "+DIST_STA_IP:" FME T E

~ DL "+BLECONN:" FFk #y F fF &

- PL "+BLEDISCONN:" JF k@i 7 fF K

ﬁﬁn‘
e[
—S
mny
g

]

o #AT+SYSSTORE=1, P& SURHIRIFAE NVS 231X,

o FiEBIt0 Ky 1, B Wi-Fi if X B8 +QUITT,

o« % Bitl K 1, ¥ £ ¥ WAT+CIPSTART FIAT+CIPSERVER iy 4, % % ¥ # /&
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” ERTIZ
2 “XX,CONNECT”,

Bl

/) BH wi-Fi BEBRANATHRT FEA
/) EEWRTHFARET R
/) EBERSAXEAXBATAREEL

AT+SYSMSG=2

%\7\\

B

/] HEHE KX T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsZEH R4 8 0kE
A i fir &

e
E TR W EYSSuR/ bk ey

[k

AT+SYSMSGFILTER?

Wi i ¢

+SYSMSGFILTER: <enable>

OK
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N

A

Dy
F’Fﬁj Fﬁ%ébfﬁzu\ }:E

O e
iy

’ AT+SYSMSGFILTER=<enable>

o] 7 <
[ox

S

¢ <enable>:
-0 BHARGHEELE. REBIME. 25, REHEASER BN IERTE.
D EHARGHEEMAIE. TFEE, REH BIE N R UTE E R EdE S8 AT gk, MCU
TAWﬂ M AR E N F B VTR EEdE, & FEAEEAE MCU.

e

o W5l AT+SYSMSGFILTERCFG iy 4 E AR iEds , Rl A a4 a8 el 8t 24000 Bt g,
SRS MRS 4 ) R GE T E L

o TR AT+SYSMSGFILTER=1 1%, WG B RS SIS E L EE I, Bk AT IR
TH R T .
o TEHENEEAEX B, AU FHAT+SYSMSGFILTER=0 4, 25 R4 Bt g,
o GIARRET AT TR WRIFA, WM AT APIs S8 AT 64 1R &% .

// JREW AT A4 BB KE. BHE LS W AT+HSYSMSGFILTER.
ARk, RAEHRFEW AL %E MCU (AT+USERWKMCUCFG # 4 X H B MCU % B I ) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ BEHAES RN AT A O BB L E. HIE S Y AT+SYSMSGFILTER.
A (WEEH) , XEHEWN AL % E MCU (ATHUSERWKMCUCFG 4 4 % & B MCUL
B E) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B EE MCU HE M AT # 4 O W I A% . KA LS4 AT+SYSMSGFILTER.
A, ABEHE S B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ B A K % B MCU y]ﬁtfﬂkﬁﬁ]% aﬁ AT @4 O W HELRE. KE LW AT+HSYSMSGFILTER.
AT (WEEA) , A2 HKEM 2% B MCU (AT+USERWKMCUCFG # 4 % B B MCU_
B E) .

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);

Bl GRS ZGE iR,

3.1.17 AT+SYSMSGFILTERCFG: #ify/fitE R0 6l ie s

o HamidiE R
hd ;%r/\ﬁﬁ'ﬁl\/v 5
o ¥Whe—A e R
° 7%”‘? "/\ f/@

B 3 28

Espressif Systems 30 Release v2.3.0.0-esp32¢3-929-g8f63974d7c
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-929-g8f63974d7c

Chapter 3. AT Ay d4E

n

=

it i

%

iy A

s

O A .
"ﬂ/?\‘

AT+SYSMSGFILTERCEG?

Wi i ¢

+SYSMSGFILTERCEFG: <index>, "<head_regexp>","<tail regexp>"

OK

S8

o <index>: JIPERMIRT].
e <” head_regexp” >: SLERIENFEER.
e <” tail_regexp” >: REIIENFEERK.

WERAT L DB 2

BEmA mA

’AT+SYSMSGFILTERCFG:<OperatOr>

W

[ox

S

¢ <operator>:

- 0: JEBRFTA L uES . WG, AT DARER— L B B o S TR

il

/) T OPT R LR B

AT+SYSMSGFILTERCFG=0

Bm—A- L aE2

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi 3% ¢

OK

>

iR FRoR AT EHEA TP AT 4 SR, SUEHERT DA KR (RP - S ik =X 2R e
MFEE), Y AT W F AR JF AT <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
MRk TE B AL T

AR IR )2k e R R AL I 2R s N I s SR
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’ ERROR

LB BV B vea Vet -3 Gyl v e N SR 1P /5790 %I IS A T

s <operator>:
= 1t BEIM—AN g . — i e A AL A SR gk SN R Bk ) ik =K.
* <head_regexp_len>: SLPFIEMIZRIAAXKE . M [0,64]. WERKEN O, FRZBELEBIENFRE
FLHIPLHED, [} <tail_regexp_len> AFEH 0.
o <tail_regexp_len>: EFFIEMIZRIAFAKE . JEH: [0,64]. WHRIEN O, FZNEEHIENZFRHL
HIVCHED, [AIB} <head_regexp_len> AHEH O,

o RN A Ay B B gAY, PRl AT+SYSMSGFILTER iy 45 H B8R I R G0 B g, 58
DU MRS A0 A R 500 B A HE

o IR ARIE MRk A AF A S5 POSIX HAIENIETL (BRE) .

o 9 TG A RIE & (AT A4 1 TX ) Wbl e 98, s PO M ZGA (A ~ Ik, BT
IEMIRAPA $ 4530

o HAAARGHE WIPLe_E kAR W2k 20N e W kU, REHEA S0k, digks, &
GEH B W kAL B Rs S AT adigdel, MCU AU i ARl i W ik Ve e b
Wb, IR RAE MCU,

o MERGH LR — L IER G, AR FREEITE L E R g .

. ié‘dﬁ%ﬂﬁﬂﬂ?ﬁﬁﬁi RGHEARGEA, WASK E—FMRLHEMAZREHEGE—

o, YEATPUAC.

o MTHEMERRR R, SRR ER AR g, R Rl i AT+SYSMSGFILTER=0 fiy 4%

LB WENS PR/

il

// REEE, LHEHE "WIFI CONNECTED" R AW AR &
AT+SYSMSGFILTERCFG=1,17,0

/) A4S KRE OK f1 > J§, B A\ "WIFI CONNECTED\r\n (¥ & \r\n & A 2_
/ANFH, XN ASCIT # g @y 0D OA)

/1 FFR R GE R R
AT+SYSMSGFILTER=1

VAR o

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 1 F # ¥ WIFI CONNECTED % % W Bl &

PEARPI S % Z il AatiEr ).

MHER—A~ 3L DB %S

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢
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OK

>

iR F R AT S UHER I AT v DR, BUIRHE] DAk ABE (B S ar 2k =R B HB 1k
MZEAR), 24 AT 23 MEHR K JF 53] <head_regexp_len> + <tail_regexp_len> J5, #FTIE

kA e AR -
AR I Rk e A 2 I s e B e R, AR ] -

’ERROR

B SRV B visea Vet -3 G v 1 R S| 50 st 7 00 I IS A T

[ox

* <operator>:

- 20 MR adugdE

» <head_regexp_len>: 3 IE N SR K ., 5 - [0,64], TR EHO, N <tail_regexp_len>

AERN 0.

o <tail_regexp_len>: FEIFIFENFEAXKE . L [0,64], WHEIEE N0, N <head_regexp_len>

NEEH 0,

Bl

TR MM e 0 2 s I A 0 AL D o

il

/7 M R g o R B
AT+SYSMSGFILTERCFG=2,17, 0

o/ANF ¥, %t B ASCII A ¥ fy 0D OA)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 4 & &

/] %f& 4 RE OK A > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.

3.1.18 AT+SYSFLASH: #ifyukif 5 flash JIj J1531X
i A

ik
i flash F P43 X

Py
A

AT+SYSFLASH?

W

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK
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Ve a4
fie:
B 5. R fash J P
s

AT+SYSFLASH=<operation>, <partition>, <offset>, <length>

W

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #fRp X

- 10 HpX

-2 FAaK
 <partition>: X4k
o <offset>: mfsibhl
o <length>: i K&
* <type>: JJF4rIXEA
* <subtype>: JJF/rX 1R
o <addr>: J] X HihE
o <size>: I KAK/N

o [ A A5 keck at_customize.bin, FH4EE IS H 4T i 2 Lo R,

o BEERAIXHE, THSEEEERRIZ E AR X XA DA <of fset> fil <length> ZHCR5EN. B
W, 4 AT+SYSFLASH=0, "mfg_nvs" A[#ERIEEA “mfg_nvs” X,

o XTH XM L 5% ESP-IDF 4r X 3.

* ¥4 <operator> Nwrite B}, RGBS IEIEMITRE >, W DU A S WEdE, 3
PRKEN S <length> —F(.

o G XHI, EEERIZT X,

o QISR EAEE L mfg_nvs Sy XA R E, T AT+SYSMFG 14 (NVS H B EXT5AE ) . ansk
EARB A mfg_nvs 43X, 5 FJAT+SYSFLASH % (7 X#AE) .

il

/1 BB EA "mfg_nvs" oK
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" SR EHHA 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs Jf] J143 [X
iy 4

ig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 (] (namespace)
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[

AT+SYSMFG?

W

+SYSMFG: <"namespace">

OK

BBk fir #4248 I e BE YD

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">] ‘

Wi i ¢

[ox |

¢ <operation>:
- 0 PEBRERE
- 10 RERAE
- 21 B AHAE
* <” namespace”’ >: 44 ZS[H],
o < key” >: EHE, siFRCNEE. X4 <"key"> BB, S <"namespace"> WA IYEENT; &
M H BB A FTHEE R <"key "> [UER(EXT

il
o THICPIEE AED AT (NVS), T4 2s(a] . BERT AR

il

// W client_cert A XMW AMMEN (W: ERBRANE 0 EE 1
—~EF P RIEF)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # #& Z i A M client_cert.0 #EX (H: BRBIAWE o
CEEP RS

AT+SYSMFG=0, "client_cert", "client_cert.0"

DA 428 T e BV X
é\

B WA

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>,<length>]

Wi i ¢
Y <"namespace"> PAKZ GEEEA BT, 1&[H

+SYSMFG:<"namespace">

OK
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Y <"key"> NRZFSHERAE N, &M

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMEOL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: PEEREAE
- 1t SRHfE
- 20 HGABAE
e <” namespace” >: 44 a3[A,
o <" key” >: FHE, SiFRMEE.
o <offset>: F{EA M.
» <length>: {HWKE.
o <type>: FEHAYAAL.
- 1: u8
i8
ul6
16
u32
32
string
: binary

o <value>: SH{EAIEHN.

|
0NN L kW

B
o THICPIEE RS AT (NVS), T4 2s(a] . BERT AR

il

/) EBYM AW AL R
AT+SYSMFG=1

// E B client_cert ® & X 0 WA W £ 4#

AT+SYSMFG=1, "client_cert"

// #E B client_cert # % Z [l W # client_cert.0 F# W&
AT+SYSMFG=1, "client_cert", "client_cert.0"

// LBl client_cert @ % X A W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_
e
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 425 ] A 5 A BEFDO

)E’J

Tg
A frd

=l
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’ AT+SYSMFG=<operation>, <"namespace">,<"key">, <type>, <value>

Wi % ¢

[ox

S

¢ <operation>:
- 0 HEPRERAE
- 1t SRR
- 2: B A#AE
* <” namespace” >: fiy4%3[H.,
o <” key” >: B, siFROME.
o <type>: F{HIGAA,
- 1: u8
-2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: S <type> A, WILSEE ORI :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CERMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT EHES IR TR, BERTEn] DU A B, 24 AT £ 80 1 B0 K R R 5
<value> Ji, WIS7R[) a4 250 P E A SEEXT .

I
NN R W

Bl

o WHSCREE RS A (NVS), T f#ar a2, BEX IS .

* BN, GIEH TR a2 2 A SR (NVS ARG 2 A SRR RERT ) -

o WEREARME K mfg_nvs 7 APt SR E R, T AT +SYSMFG fip4 (NVS HEg B0 o J2R
GBAEECEA mfg_nvs 2} X, G HAT+SYSFLASH fir % (73X #AF)

il

// 1 client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : E#H client_cert.
SREEEAWE 0 BEPFHIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// B ORE > F, A 1164 FH WL $ T H

3.1.20 AT+RFPOWER: #ify/i% ¥ RF TX Power
i A

Yrtig:
7rifi] RF TX Power

Py
A

AT+RFPOWER?

W i <
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+RFPOWER:<wifi_power>
OK

BeE A

’ AT+RFPOWER=<wifi_power>

o <wifi_power>: {3} 0.25dBm, i %E’J%ﬁzﬁﬁ 78, MISZFRMY RE Power B4 78 * 0.25 dBm
=19.5dBm. [i® 50154 AT+RFPOWER? fiyd Eﬁm}\%ﬁﬁ’] RF Power 1f .
— ESP32-C2 ¥4 I BUE TG [40,84]:

BEE | IEBE Xhr{E SEfR dBm
[40,80] | < REH> | <HEH> | <&EH>*025
[81,84] | < &EH > | 80 20

3.1.21 il

o M Wi-Fi KB RFIEEIL}, AT+RFPOWER iy 2 Toik % B/A0 ] Wi-Fi 1) RF TX Power., 34 Bluetooth
LE K454}, AT+RFPOWER iy Joyk ik B/251A] Bluetooth LE H{ RF TX Power,

* B T RF TX Power 4+ b AN [H W) 58 4, W D> FRIAAE S 2 X MM HCHEE B,
B DA L esp_wifi_get_max_tx_power = i) F| ) wifi_power I {H B fE 5
esp_wifi_set_max_tx_power WEMMEAEES, HASHIREK.

o A <ble_scan_power> £l <ble_conn_power> - Z50{H % B N5 <ble_adv_power> ZEUFH [F] 1HE
BN, XDSEG 2 E S E N5 <ble_adv_power> [ [H{H -

3.1.22 AT+SYSROLLBACK: [HI7&ESICLin s 1

Bl

« ESP32C2- 4MB AT 2 ka4, i ESP32C2-2MB AT &4t TR ¥ Hi%i OTA 41X, Plik
AZ LA .

o Ry OTA 4, H4&RET| A — OTA 43 K4
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3.1.23 AT+SYSTIMESTAMP: #5if)/¥% A Hisif ] ik
iy A

i
A ) 7 L P )

s

AT+SYSTIMESTAMP?

W

+SYSTIMESTAMP: <Unix_timestamp>
OK

)E’J

CHLN A

ik
BCEAMIS AR, 24 SNTP WRIERS, K52 (A2 505

[

’AT+SYSTIMESTAMP:<UniX_timeStamp>

W i <

[ox

S

o <Unix-timestamp>: Unix f[a]#;, BAf7: 0.

2N

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.24 AT+SYSLOG: PP HkZE AT i Crddn
A A

ik

i) AT SRR 275 2 T

e

AT+SYSLOG?

W i :

+SYSLOG: <status>

OK
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EmA

&F

i
SRS AT AR

O e
iy

’AT+SYSLOG:<status>

Wi i :

[ox

S8
o <status>: FHRASHE RS

- 0: 3
SREl i

il

// B AT #EREIE R
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// #ER AT HiRREGRT
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR

AT FR AT R —A> 32 fi -/ BRI, & SCanF

ESl FRE

il

bit32 ~ bit24 | bit23 ~ bitl6

bitl5 ~ bit0

« category: [HE{H 0x01
« subcategory: 4HiRASHY
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=y il %ﬁ = K | WA
fig
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 f5Ler
ESP_AT_SUB_NO_TERMINATOR 0x02 FRFIZERG (UL “m” ZER)
ESP_AT_SUB_NO_AT 0x03 FIRARIG AT (5 AT AL at. AUER
aT)

ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 S NI
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 SRR AU
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 e e NI
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 (TS el
ESP_AT_SUB_UNSUPPORT_CMD 0x09 VSZ 3 L
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A L
ESP_AT_SUB_CMD_PROCESSING 0x0B THEDAT L —Zfn %
ESP_AT_SUB_CMD_OP_ERROR 0x0C PN Y (T

* extension: HiRYIR(GE, AR TFREGARPY RAEGE, #1%#H W components/at/
include/esp_at.h,

BN, 5% ERR CODE:0x01090000 F/R “RZHZMmL7.

3.1.25 AT+SLEEPWKCFG: V¥ Light-sleep Wi/t i fle i GPIO

=

=

A

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
- 0: {REABCE, BASLEF
- 1 {REARCE, BASEF
— 2: GPIO Mafig
* <paraml>:
— YEREEE A E BTSN, ZSEEOREIRR ], AL 2R
- Mgk GPIO B, %Z4(3R GPIO 1

e <param22>:
— MUY GPIO B, %M R
- 0 {LiF
SR T
il

// GPIOL12 & % A% ® F B} % B2
AT+SLEEPWKCFG=2,12, 0
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3.1.26 AT+SYSSTORE:

iy

i
i) AT SRR

s

BEE S HAEX

AT+SYSSTORE?

L)V

+SYSSTORE: <store_mode>

o <store_mode>: ZEIEERIR
- 0: WAHEAA flash

- 1: MAHEFA flash (BRA)

Bl

o R NP B, APmEiaS, FOyEa< 82N RAM Fif .

N RN

MDA iy 2

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIJAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
AT+CIPDNS
AT+CIPSSLCCONF
AT+CIPRECONNINTV
AT+CIPTCPOPT
AT+CWDHCPS
AT+CWDHCP
AT+CWSTAPROTO
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e AT+CWAPPROTO
« AT+CWJEAP

il

AT+SYSSTORE=0
AT+CWMODE=1 // F # A\ flash
AT+CWJAP="test","1234567890" // F 7 A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A\ flash
AT+CWJAP="test", "1234567890" // # A\ flash

3.1.27 AT+SYSREG: 5% (f8s

WA

-t

=

A

AT+SYSREG=<direct>, <address> [, <write value>]

W )i :

+SYSREG:<read value> // RNEH TR 545 £
OK

S

o <direct>: BN EZIEA

- 0: LA

- 1 B4
¢ <address>: (uint32) FFffgniit, FHHFESFHH XD (BARSE T
o <write value>: (uint32) 5 AfH, & T 5 S1Eesmt

Bl
o AT A&l , DT Af DR A 2 A e L AT 2%

32 Wi-Fi AT @445

o B

o AT+CWINIT : #IUEACEHE Wi-Fi IRSIE T

o AT+CWMODE: Zifi)/i% 8 Wi-Fi 23, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: #5it] Wi-Fi JRZESH Wi-Fi {5 8,

o AT+CWJAP: %3: AP

o AT+CWRECONNCFG: #5if]/i%'% Wi-Fi %0 %

o AT+CWLAPOPT: ‘& AT+CWLAP xS H14iss By @k
o AT+CWLAP: 545wl Fi Y AP

o AT+CWQAP: WiTF5 AP [

o AT+CWSAP: Tit'® ESP32-C2 SoftAP &%k

o AT+CWLIF: Zxif)i%E3:%) ESP32-C2 SoftAP [{ station {5 &,
o AT+CWOQIF: WiJF station 55 ESP32-C2 SoftAP )%
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* AT+CWDHCP: 3 /2% DHCP

o AT+CWDHCPS: 7%ifj/i%E ESP32-C2 SoftAP DHCP 4)-fr i 1Pv4 HbhikJu

s AT+CWAUTOCONN: FHL 2T HEh%ER: AP

o AT+CWAPPROTO: #¥ifi]/ 1% 5 SoftAP i 802.11 b/g/n Fpsl bR
o AT+CWSTAPROTO: ' Station izl 802.11 b/g/n Hpsl A5
o AT+CIPSTAMAC: #5if/15 % ESP32-C2 Station 1) MAC Hbik

o AT+CIPAPMAC: 5/ & ESP32-C2 SoftAP ) MAC i}

o AT+CIPSTA: #5if)/i% % ESP32-C2 Station [ IP H#iih

o AT+CIPAP: Z¥ifi)/i% 8 ESP32-C2 SoftAP [{ IP Hihk

o AT+CWSTARTSMART : T = SmartConfig

o AT+CWSTOPSMART : {2} SmartConfig

o AT+WPS: %8 WPS IhfiE

o AT+CWIEAP: 53 WPA2 L AP

o AT+CWHOSTNAME: #xif)/15 & ESP32-C2 Station [/ FH144 F
o AT+CWCOUNTRY : #5if)/ 'S Wi-Fi [H 55

321 #7ivrdd

Hs: BN AT B SRR TR BRAT+CWIEAP Z SNWIITA AT %o Ui

5B ESP32-C2 2L

IR 4, 1§ AAT% 3% ESP-AT 142, JESRTOPICE TR LR (NI MO, MGG

k)

» G EAP 5% (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command

support

o 22H WPS /74 (AT+WPS): Component config->AT ->AT WPS command support

o 2] smartconfig iy % (AT+CWSTARTSMART . AT+CWSTOPSMART ) :

-> AT smartconfig command support

Component config->AT

o SNPTH Wi-Fi fip (AR —HEEA, BT Wi-Fi ARA ERIIRERICIA G, B At

PLIX 2 AT 54 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: @)L/ Wi-Fi SRE) R
Ay

i
i) ESP32-C2 #4571 Wi-Fi IR

AT+CWINIT?

W i <

+CWINIT:<init>

OK

B

itk
WAL s PR ESP32-C2 ¥ £5 1) Wi-Fi IRahFE 7

.
"Il/?\‘
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’AT+CWINIT:<init>

W] )b
E
e <init>:
- 0: J5H Wi-Fi IRZhFLF
— 1: ¥tE 1k Wi-Fi SRR (BRA(E)
i

o AUEARAFE flash, FFJE R AEOAE 1.
o L RAM BHEA RIS, A Wi-Fi i9RTEE T, o AR st -5 B Wi-Fi JR80A8 ), AREIL
RAM %

Bl

// EE Wi-Fi W A7
AT+CWINIT=0

3.2.3 AT+CWMODE: #ify/¥H Wi-Fi B3k, (Station/SoftAP/Station+SoftAP)
A

Yyfig:
e if] ESP32-C2 #4511 Wi-Fi jit,

AN .
“ﬂ4>‘

AT+CWMODE?

Wi

+CWMODE : <mode>
OK

Dyie:
P8 ESP32-C2 5451 Wi-Fi fizt

s

’AT+CWMODE:<mode>[,<auto_connect>}

Wi i ¢

[ox
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BH

o <mode>: izl
— 0: J& Wi-Fi 5%, 9f H. 2[4 Wi-Fi RE
— 1: Station Fiz\;
— 2: SoftAP iz
— 3: SoftAP+Station Fi=;

+ <auto_connect>: JJ{#ft ESP32-C2 % #511 Wi-Fi #3CI) (BI40, M SoftAP it Wi-Fi #5174k H
Station 55} SoftAP+Station #55X) , 27 /5 H HaliEH: AP IIfe, BOAE: 1. SHEERE, it
MEGAE, S aE H shidEs:.

- 0: 22 /] F shifE#: AP [Tfe
- 1: 3 B3hiER AP [MIIEE, &2 AIC &% H3liER: AP [WECE f-475) flash 1, JU] ESP32-C2
WAk B BhiEd: AP

Bl

o PAT+SYSSTORE=1, 7S5 ¥HARAEAE NVS 4 X

o WEZ EIEE S A YIRE, RIS ATAERE, EIZEE A SoftAP BY SoftAP+Station LJFERT, Sk
KA A Y EE DGt T g -
— AT+BLEINIT=0 (3144 Bluetooth LE)
— AT+BLUFI=0 (3[4 BluFi)
WA TR 24077, W R RE U7 SRS

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #ify Wi-Fi JR 581 Wi-Fi {58
i)y A

Jyiie:

25if] ESP32-C2 #4519 Wi-Fi RS H1 Wi-Fi {5 B,

AT+CWSTATE?

W i <

+CWSTATE: <state>, <"ssid">

OK

ZH

o <state>: Y47] Wi-Fi Ik5&
— 0: ESP32-C2 station [ A S T(EA0] Wi-Fi i#4%
— 1: ESP32-C2 station ©. 41532 | AP, {H¥ R IKER| IPv4 Hihik
— 2: ESP32-C2 station . & %3 | AP, & 4KEF] IPv4 #ihl
— 3: ESP32-C2 station IE¥E#4T Wi-Fi #E#25( Wi-Fi #iE
— 4: ESP32-C2 station b Wi-Fi BiFFIRES

o« <” ssid” >: H#FR AP 1% SSID
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e

o 24 BESP32-C2 station Y% g 1E#: AP I, #fEx{di f i dy &2 if) Wi-Fi {5 5.5 24 ESP32-C2 station %

b AP G, R AT+CWIAP iy 425 Wi-Fi {75

325 AT+CWJAP: iEf; AP
Ay

Yriie:
#5115 ESP32-C2 Station (1) AP 5 K,

P
iy

AT+CWJAP?

W

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>

—, <scan_mode>, <pmf>
OK

)E’J

CEA

ik
1% & ESP32-C2 Station 55 7E R0 AP

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_

—interval>][,<scan_mode>] [, <jap_timeout>] [, <pmf>]

Wi 3% ¢

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

Y

+CWJAP:<error code>
ERROR

eoral
=
|

22
frms

=

fe:
¥ ESP32-C2 station i£8: & Ik Wi-Fi it & ) AP

AT+CWJAP

W
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WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

i
+CWJAP:<error code>
ERROR
o <ssid>: H#x AP 1 SSID
— 405 SSID A A , o "L\ SRR AT, REE
— AT CHpERE SSID SRy 3CH AP, (HE RS K 45 5E PAsi i 3L SSID N2 UTF-8 Zmhtddg .
AT PASEH SSID, AR J5 {414 21 g SSID #EfTi%E$z
o <pwd>: FLEK 63 FU ASCI
* <bssid>: H#¥x AP 1§ MAC Hihl, 2424~ AP G#H[F[1) SSID B, SN 1
e <channel>: {ZiE%
o <rssi>: F5IRE
e <pci_en>: PCIiAJE
— 0: ESP32-C2 station W] 5/ fi]—Fifnas 7750 AP 42, {33E OPEN Fil WEP
— 1: ESP32-C2 station 7] 5[ OPEN F1 WEP 2 #NFATAR—Fimnas 5 R AP 545
» <reconn_interval>: Wi-Fi BiE[E]fE, A b, BROME: 1, & A{H: 7200
— 0: Wi, ESP32-C2 station A~ % AP
— [1,7200]: WiFFi&EdE )5, ESP32-C2 station 4[58 E I E]) 5 AP %
* <listen_interval>: i/ AP beacon [FJ[H]f%, R4 AP beacon [B]ff, ERIAME: 3, JEH: [1,100]
o <scan_mode>: FIHitR
- O: P id, #FIHIR AP J54 L34, ESP32-C2 station 55— P21 AP jE#:
- I: &EEEN, A EEEE G A 2 L35, ESP32-C2 station 55 255 AR 1) AP
JUEET
* <jap_timeout>: AT+CWJAP fir I YfME, A2 #b, BRIME: 15, JEE: [3,600]
o <pmf>: PMF (Protected Management Frames, Z{&3 R M), BRIAE 1
- 0 FRE ) PMF
— bit 0: A7 PMF ZhfE, $&/R308F PMF, WARLIHAd 55 B PMF ZhRg, W) ESP32-C2 i &Rk
SeBEFE A PMF B
— bit 1: FFE PMF, $2/RT% PMF, AR 2 KPR SOk PMF ZHRERY A
» <error code>: 4HiRMG, {Uft&%
- 1: ER B
- 2: R R
- 3: LA E| H AR AP
- 4 HERRIK
- HEMH: KARFER
]
o WRAT+SYSSTORE=1, W& HEUCHAEEE] NVS 43X
o [ A A &5 2T station I
o 24 ESP32-C2 station EL3%4% I AP Ji5, #E# A4 Wi-Fi {5 5; 24 ESP32-C2 station 14 %
He b AP B, HEFR (S AT+ CWSTATE fip%-£5ih) Wi-Fi {5 2,
o Ay A P <reconn_interval> B 5AT+CWRECONNCFG 54911 <interval_second>
SR WMRBITAMGASBI RN E <reconn_interval> 24, Wi-Fi 5% A 5% AR R A 2R
IME 1
* WERFEIHF44 g <ssid> fil <password> 4§, M F—RIKERHE
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o PATAA S IE AR E, B 158, Tl S <jap_timeout> K

o ANEHERE T WAPT B4y 2B e 2

o FZRECIPVO Hidik, TR EAT+CIPV6=1

o A5 OK 13 IPv4 M4 B A HEf s, MIACFE IPve MM ml4s . 2477 ESP-AT DA IPv4 [ 45K
32, IPv6 M2 H .

e WIFI GOT IPvé6 LL fUETLHFIIN AL IPvo Hudik, X ANHihl 2 EUL-64 A3 H ok
W, ANBREBEHHSS. BTIMTRIT, XATHI R BELE OK Z |, W ABEYE OK Z 5.

* WIFI GOT IPv6 GL fUHEAIIEN 4R IPv6 sk, %Huhl 2 b AP R & A28 _b i i
KW EEHAATHATRN, TEEHRHS S, BT, XTI REAE OK Z /I, WA RETE
OK ZJ5; WAIfEl T AP AR 3CHFE IPV6 T AT HD

il

// R EAR AP # SSID £ "abc", H A EZ "0123456789", N @4 £ :
AT+CWJAP="abc", "0123456789"

// W F B A AP By SSID £ "ab\,c", FHEZ "0123456789"\", N & 4 &
AT+CWJIAP="ab\\\,c","0123456789\"\\"

// R LA AP FAIF B SSID "abc", Fi#E it BSSID # F H AF AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// R ESP-AT ERE i pMF ##H AP, N 44 R
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: #ify/i%® Wi-Fi fiERCE
i A

i
Fif] Wi-Fi EIERCE

P
iy A

AT+CWRECONNCFEG?

W i ¢

+CWRECONNCFG: <interval_second>, <repeat_count>

P8 Wi-Fi ®IER

e

’AT+CWRECONNCFG:<interval_second>,<repeat_count>

Wi i ¢

’OK
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BH

 <interval_second>: Wi-Fi =& [H)fE, H: B, BHME: 0, HK{H 7200
— 0: Wi, ESP32-C2 station A E i AP
[1,7200]: WiFFi4E3:)5, ESP32-C2 station 4 g8 £ HI ] 5 AP &%
. <repeat_c0unt> ESP32-C2 #4524 B 1% AP RSN, S <interval_second> A4 0 B}
ARk, BRIAME: 0, HKfH: 1000
— 0: ESP32-C2 station J5 2244 %92 AP
— [1,1000]: ESP32-C2 station ## & AR 538 E IR B E 1% AP

il

// ESP32-C2 station & F 1 $HZRE#&E Ar, F 2K 100 K%K
AT+CWRECONNCFG=1, 100

// ESP32-C2 station HEW F & HEFE K& & AP
AT+CWRECONNCFG=0, 0

e
o KA H <interval_second> B HAT+CWJAP 1) [<reconn_interval>] ZAHE
o A T HEWIT AP, Wi-Fi B MFHLUE Wi-Fi 3 i

3.2.7 AT+CWLAPOPT: %' AT+CWLAP &y A F1Hh&s 50 a1tk

BH

o <reserved>: {55
* <print mask>: AT+CWLAP [JHFE R @M Bon ARS8, BRIME: OXTFF, # bit 5 1, WE/R
XIS, AR 0, MR BIRXAT Y S5
— bit O: ﬂgE BN <ecn>
— bit I: B/ <ssid>
— bit 2: %%:E/j—'\‘ <rssi>
— bit 3: &7 E/~ <mac>
- bit4: 275 /R~ <channel>
— bit 5: Z75 ER~ <freq_offset>
— bit 6: 215 E/R <freqcal_val>
— bit 7: 215 /R <pairwise_cipher>
— bit 8: 275 /R~ <group_cipher>
- bit 9: 275 i~ <bgn>
— bit 10: 275 /R~ <wps>
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o [<rssifilter>]: AT+CWLAP {545 R B AR SH G g, B, B AR ST rssi

filter B¥HN AP, ¥fi: dBm, “jw}\ﬁ 7100, JEl: [-100,40]

* [<authmode mask>]: AT+CWLAP {41445 5 27 Bon AR IAE 2 AP, BRiAfE: OXFFFF, 1

Rbit Xlxjﬂ 1, NE7RXF RAAUE =) AP, Elxjﬂo [IFNTYN
— bit 0: 275 E/~ OPEN TAIE ) AP
- bit I E%_‘E/T WEP IAUE A ZCAT AP
— bit 2: B R WPA_PSK AIF ) AP
— bit 3: 275 R WPA2_PSK AE 2 AP
- bit4: BE R /8 WPA_WPA2_PSK IAIE =AY AP
— bit5: &% E/~ WPA2_ENTERPRISE TAIE I AP
— bit 6: 275 % WPA3_PSK IANIF [ AP
- bit 7: B B8 WPA2_WPA3_PSK IAUEF T AP
— bit 8: 5% WAPT_PSK AE 201 AP
— bit 9: 27 /R OWE NIE i AP

EN|
/] E—ABEHA 1, T AT+CWLAP # A HE L EH W E 2% E RSSI A5
/] BEZANBHE A 31, W OOoxIF, KA AMEAN 1 8 bit FE NS HAL2ErdE X

AT+CWLAPOPT=1, 31
AT+CWLAP

// R B FINIEF A A OPEN H# AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £ %75 n HIT) AP

B A4

it

SUHPFARER A PF AP, W SSID. MAC Hbbitsifiiiti
Es

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT %

e
S 4 HI R ) AP

[

AT+CWLAP

W i <

+CWLAP: (<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq_offset>,<freqcal_val>,<pairwise_
—cipher>, <group_cipher>, <bgn>, <wps>)
OK
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BH

o <ecn>: fIE R
— 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
o <ssid>: FFEESEL, AP [y SSID
o <rssi>: [F55RE
o <mac>: FLRFEESH, AP /) MAC bt
e <channel>: {ZiE%
o <scan_type>: Wi-Fi J9§i2% BRAEHN: 0
- 0: EFhHH
- L gsh
* <scan_time_min>: fpMEIEFAAINMNE, RO 2R, JEHE: [0,1500], QAREHRACH B
i, ASHTH
* <scan_time_max>: FAMFE RN, BA: 2R, JEF: [0,1500]1, 45k 0, [EERA
ZHCERIME, TN 120 ms, S EHA 360 ms
o <freq_offset>: il (fFEWH)
o <freqcal_val>: SRMUEME (FETH)
o <pairwise_cipher>: % a5 7
— 0: None
- 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
— 6: AES-CMAC-128
- 7 RH
» <group_cipher>: %A, 5 <pairwise_cipher> SEIHESEAHF
* <bgn>: 802.11 b/g/n, # bit %A 1, WFIRMHEXTNAL, A0, WIFIREE XA
— bit 0: 25 #ifE 802.11b A=,
— bit 1: 275 FHE 802.11g FE=
— bit 2: EEHRE 802.11n Bz
e <wps>: wps flag
— 0: N WPS
— 1: %4 WPS

|
e e N S I O

|

2Nl

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID B AP
AT+CWLAP="Wi-Fi"

3.2.9 AT+CWQAP: WIS AP I)iER:
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’AT+CWQAP

W

’OK

3210 AT+CWSAP: [it® ESP32-C2 SoftAP £:%%
A

Dy :
7t 1] ESP32-C2 SoftAP [ it & Z:4k

Pa sy
A

AT+CWSAP?

W .

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>

P58 ESP32-C2 SoftAP [T BS54

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>]

Mjn] oz <

o <ssid>: FAFHRSA, AR
o <pwd>: FLAFERSE, Wi, JuHl: 8~ 63 F7 ASCI
e <channel>: {55
« <ecn>: JIE R, AHF WEP
- 0: OPEN
- 2: WPA_PSK
- 3: WPA2_PSK
- 4: WPA_WPA2_PSK
e [<max conn>]: % A ESP32-C2 SoftAP [ station 2t H , BUEILE: 2% max_connection
h
¢ [<ssid hidden>]:
- 0: )74 SSID (BkiA)
- 1: RJ7 4% SSID
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e

o Afigd HA Y AT+CWMODE=2 8# AT+CWMODE=3 W} A A3

« A AT+SYSSTORE=1, Tt WSO BRAFTE NVS 43X

o BRIA SSID &M, FAE Hik & MAC Huht 41 . 0] DA FHAT+CWSAP? 251 2RI 1
SSID.

il

AT+CWSAP="ESP","1234567890",5,3

3.2.11 AT+CWLIF: #%if)i%#; 5] ESP32-C2 SoftAP [t station {33 K&

AT %

=

A

AT+CWLIF

W ) :

+CWLIF:<ip addr>, <mac>

OK

S

o <ip addr>: JE#:F] ESP32-C2 SoftAP 1 station [ TP Mtk
o <mac>: %3] ESP32-C2 SoftAP [ station [) MAC #ihl

o)
o A4 TR IP, (L FiE ESP32-C2 SoftAP AIFE AT station DHCP ¥J( BRI T4 3

3.2.12 AT+CWQIF: KiJ| station 5 ESP32-C2 SoftAP [1)i%
AT

Jyiie:
K A 1% A ESP32-C2 SoftAP [} station

’AT+CWQIF

W i ¢

[ox
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EmA

&F

Yitig:
WL 1% A ESP32-C2 SoftAP [1y station

O e
iy

’AT+CWQIF:<maC>

Wi i :

[ox

BH

o <mac>: FEWrFFiERE station 1) MAC Hihl
3.2.13 AT+CWDHCP: }EHi/Z5H DHCP
e iy 4>

.
"ﬂé?'

AT+CWDHCP?

Wi i ¢

+CWDHCP : <state>
OK

gﬁ

CEL A

Yriie:
J&= J11/2% )] DHCP

O e
iy

’ AT+CWDHCP=<operate>, <mode>

Wi i ¢

[ox

S8

¢ <operate>:
- 0: 2H
- 1:)g3H
¢ <mode>:
— Bit0: Station [ DHCP
— Bitl: SoftAP [} DHCP
o <state>: DHCP {LIRFS
— Bit0:
+ 0: 25 Station fi{) DHCP
+ 1: J5 F Station [} DHCP
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- Bitl:
« 0: 25 SoftAP [\ DHCP
« 1: ;2 H SoftAP ff) DHCP
— Bit2:
+ 0: 25 Ethernet 1) DHCP
+ 1: J5 Jf] Ethernet [ DHCP

L

o FAT+SYSSTORE=1, Tt 'E W RAFE] NVS 431X

o KR E ML GURETS IPv4 Hihl G 2AHEFZ, WAT+CIPSTA FIAT+CIPAP
- # )5 DHCP, NS IPv4 sk £l sk
- FEHES IPv4, ) DHCP &2k
- e K ESES LRl E

il

// JB Jil Station DHCP, 41 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3 DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #rify/ix ¥ ESP32-C2 SoftAP DHCP 43Jicit) IPv4 Huhl Y5 Hi
Ay

s

AT+CWDHCPS?

W

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

)E’J

CHLN A

yfig:
P H ESP32-C2 SoftAP DHCP JI§ 45 %543 it i) TPv4 b3

[

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

W i :

[ox

BH

* <enable>:
- 1: % DHCP server {5 &, JG2ESHLAUHE
— 0: % DHCP server {5 5., KEZERINME, JFESHCHIES
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o <lease time>: FHZYEF[E], FA7: 204, HUEIER: [1,2880]
o <start IP>: ESP32-C2 SoftAP DHCP f# %%% IPv4 Hidil- M5 15 TP
o <end IP>: ESP32-C2 SoftAP DHCP [} 4558 IPv4 Mkl b 45k 1P

o #7AT+SYSSTORE=1, [l B ¥ RATE] NVS 43X
o KAyl WhMAE ESP32-C2 SoftAP #iffifig, H.JF/5 DHCP server FJ 13t {51 A
o PCE Y TPv4 Hudik T BBl 2625 5 ESP32-C2 SoftAP 7F ] — [ B¢

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // B %% &, k4 %A

32.15 AT+CWAUTOCONN: 75/t Ll 75 [ 2 AP

AT+CWAUTOCONN?

Wi i ¢

+CWAUTOCONN: <enable>

]
[ox
¢ <enable>:
- 1 FHHBhER AP (BHA)
- 0: _FHAH3NER: AP
B

o ARFERAEH] NVS X,

il
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AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/ ¥ SoftAP EiX | 802.11 b/g/n Wpilihrifi

R

e

AT+CWAPPROTO?

W

+CWAPPROTO: <protocol>
OK

>

¥

K

Wi
4

=l

’AT+CWAPPROTO:<protOCOl>

Wi i :

* <protocol>:
— bit0: 802.11b P FrUE
— bitl: 802.11g P FRHE
— bit2: 802.11n HHMAFE

st

o R, ESP32-C2 i%% 4%/ PHY mode I{,: Wi-Fi Hpilkizt
o BRANSILT, ESP32-C2 i%4%#% PHY mode J& 802.11bgn Fizt;

3.217 AT+CWSTAPROTO: ¥ Station X F 802.11 b/g/n Ppiltbxnifi

it A

e

AT+CWSTAPROTO?

W

+CWSTAPROTO: <protocol>
OK
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=

=

A

’AT+CWSTAPROTO:<protOCOl> ‘

* <protocol>:
— bit0: 802.11b M A5ifE
— bitl: 802.11g HisArHE
— bit2: 802.11n HpsAFRIE

it

o 497, ESP32-C2 %45 7 #:119 PHY mode IY,: Wi-Fi #pis 5=
o BATEMLT, BSP32-C2 #4514 PHY mode 2 802.11bgn 5=

3.2.18 AT+CIPSTAMAC: #ify/i% ¥ ESP32-C2 Station [¥] MAC Hiht:
iy

Yriie:
#5f] ESP32-C2 Station [ MAC #zhit

AT+CIPSTAMAC?

W i <

+CIPSTAMAC:<mac>

1% & ESP32-C2 Station ) MAC Hlii:

’AT+CIPSTAMAC:<maC> ‘

Wi i *

[ox |

B

o <mac>: TSR, #1 ESP32-C2 Station [ MAC Hijik:
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e

F7AT+SYSSTORE=1, it & WU RA73] NVS 431X

ESP32-C2 Station [#] MAC bt 5 ESP32-C2 SoftAP A[A], ANELN —Fi% B [FFER MAC Hitlk
MAC #ihik9 Bit 0 ANgER 1, Bilan, MAC Hubkn]PAZ “lac-”, (HARPAZ “15:--7
FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 2 Jeai ik, REEiEE

hil

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.19 AT+CIPAPMAC: #xif)/ix ¥l ESP32-C2 SoftAP ) MAC Huhk:
Ay

Yriie:
#5f] ESP32-C2 SoftAP ff) MAC Hiufi:

O e
iy

AT+CIPAPMAC?

Wi 3% <

+CIPAPMAC: <mac>
OK

[y

R
e

&

T E R

1% B ESP32-C2 SoftAP ) MAC Hiii:
A

=

’AT+CIPAPMAC:<maC>

o <mac>: FFHSEL, F7 ESP32-C2 SoftAP [ MAC Hihl

st

F=AT+SYSSTORE=1, it W M EAEE] NVS 43X

ESP32-C2 SoftAP /) MAC #iifil 5 ESP32-C2 Station A~[A], ANE N H B FFRER MAC ik
MAC Hbikfy Bit 0 AREK 1, Bldn, MAC HihibfAZ “18:+7, [HARTPAZ “15:7
FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 & TER b, RNEEiE s
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il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.20 AT+CIPSTA: #Fify/ix ¥ ESP32-C2 Station 1] IP Ml
iy

Yrite
#¥if) ESP32-C2 Station fJ IP 11t
[

AT+CIPSTA?

W

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK

[y

RE
i

=y

SEE

1% & ESP32-C2 Station ) IPv4 Hiiik

fir

=

’AT+CIPSTA:<"ip">[,<“qateway">,<“netmask">]

o < ip” > FEFESE, Fon ESP32-C2 station ) IPv4 Hiil:
e <” gateway” >: [

e <” netmask” >: MY

e <” ipv6 addr” >: ESP32-C2 station f{¥] IPv6 Jhiti

B

o MG, H7A2Y ESP32-C2 station 7 A AP s & it B 544 [P Hiht 5, A REE

Hihk
o P:AT+SYSSTORE=1, Tii& W oCEHEA7S] NVS 43 X
o REE AT HBE DHCP Wy A ESE N, AT+ CWDHCP
— PSS IPv4 ik, W25 DHCP
- # /5 DHCP, 1%k F #3S 1Pv4 Hitik
- E— U\@EEAE%L*U\EEE

WEIER IP
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il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: #ify/i% ¥ ESP32-C2 SoftAP [t) IP Hukl
iy

Dtig:
7] ESP32-C2 SoftAP [ IP Huhik

[

AT+CIPAP?

W

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

BeE WA

Dtig:
¥ E ESP32-C2 SoftAP (] IPv4 Hiht

zs

’ AT+CIPAP=<"ip">[, <"gateway">, <"netmask">]

Wi % ¢

[ox

. < p? >1 FHFEBEL, F7% ESP32-C2 SoftAP [ IPv4 Hiht
o < gateway” >: [

o <” netmask” >: M

¢ <” ipv6 addr” >: ESP32-C2 SoftAP f) IPv6 Ak

Bl

o RFEMAIGE T IPv4 W%, N3G T IPvo 2%

o HAT+SYSSTORE=1, Wr'E HUCRHRATE] NVS 43X

o ARk E 45 E DHCP (Y2 H 20, WNAT+CWDHCP
— PSS IPv4 Hichl, 2% B DHCP
- #7)5H DHCP, ik #S IPv4 Hihk
- A RECESES bR
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il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: Jfk} SmartConfig
P %

g
2 ESP-TOUCH+AirKiss 3231
s

AT+CWSTARTSMART

FFJE 38 E 2584 1) SmartConfig

[k

’AT+CWSTARTSMART:<type>[,<auth floor>][,<"esptouch v2 key">]

Wi i ¢

* <type>: A
— 1: ESP-TOUCH
— 2: AirKiss
— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi i\ JFEH{E, ESP-AT A< i%3£%] authmode I T I B{ER) AP
- 0: OPEN (EkKiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
+ <" esptouch vz key” >: ESP-TOUCH v2 HfREFHLH, i M6 Wi-Fi 85I F1 5 R IR
A 16 FAT .

|
oA S S S

e

* LA K SmartConfig {5 5., #5Z% ESP-TOUCH i 15 ;

* SmartConfig {¥ 3 #:7F ESP32-C2 Station #5215

* JHHE Smart get Wi-Fi info F/x SmartConfig iiINFKEE| AP {58, )5 ESP32-C2 Z£ifiE#:
AP;

e J & +SCRD:<length>, <rvd data> FE7~ ESP-Touch v2 I 3REE| B & L EHRE;
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e J§H Smartconfig connected Wi-Fi F/RINIEES] AP;

* A5 ESP32-C2 % #5 75 2245 SmartConfig it W 45 5 [7] 25 25 F-Hlue , Fr ABIAEIE B Smartconfig
connected Wi-Fi #jHGHEiRAE) 6 #PHE HAT+CWSTOPSMART ;

o T[E ] AT+CWSTOPSMART 1% 1I- SmartConfig, &G F-HITHA A2 . {2, 7F SmartConfig 13 f&H

) RATH A A2

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.23 AT+CWSTOPSMART: {2} SmartConfig

Wit

=

A

’AT+CWSTOPSMART

W

’OK

|

* 51t SmartConfig I 575, #iE7EATH AL Ay 42 Hii# AT+ CWSTOPSMART Fji% SmartConfig 5

AT

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: ¥ WPS Jfig

- :
wE WA
Wi

’Z—\T+WPS:<enable> [,<auth floor>]

W 3% ¢

[ox

S

e <enable>:
- 1: FF)& PBC kA1 WPS
— 0: %4 PBC 27 ) WPS

o <auth floor>: Wi-Fi IAFE H{E, ESP-AT A~4i%E3#:3 authmode % T It BB 1K) AP
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: OPEN (#tiA)

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

: WPA2_WPA3_PSK

|
NNk WY —=O

Bl

* WPS Jjfigb i1 ESP32-C2 Station HBER 17 4L T 4 )
* WPS A37HF WEP Jii 755X

Bl

AT+CWMODE=1
AT+WPS=1

3.2.25 AT+CWJEAP: ¥4 WPA2 MLt AP
i A

Ty
#rifi) ESP32-C2 station 7 AR AP FC EA5 B,

A .
"ﬂ/?\‘

AT+CWJEAP?

W

+CWJEAP :<ssid>, <method>, <identity>, <username>, <password>, <security>
OK

EmA

&F

i
HERE R H ARV AP

O e
iy

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W

OK

a

+CWJEAP : Timeout
ERROR
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o <ssid>: {l ik AP Y SSID
— 05 SSID EU S AL, o \\ SRR TR, T
o <method>: WPA2 I IAIF 7=
- 0: EAP-TLS
- 1: EAP-PEAP
— 2: EAP-TTLS
o <identity>: BB 1 B8, FAFERIRMHIN 1~ 32
o <username>: [WES2 %, JEEl: 1~32 5%, EAP-PEAP. EAP-TTLS WifAIE A EiE
AZH, EAP-TLS A\ LHREA S
o <password>: B2 (98560, il 1~32 5%, EAP-PEAP, EAP-TTLS WFPi\iE U as s B as
Z4, EAP-TLS X TLFH R EARSEL
¢ <security>:
— Bit0: & ik 43
— Bitl: ]x45 g8k 45
* [<jeap_timeout>]: AT+CWJEAP fiy %W AORETETE], B4 B, BUAME: 15, JEH: [3.600]

il

/) #BE EAP-TLS AEF AWM S UM AP, RE AR, RIERSBES, WRF P RIED
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ¥ ¥ F EAP-PEAP JAIE ¥ R H 4 b Mo
AP, REEMHR. AP 4. B8, ARIERFEEFH, A HEPFHIEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl11",0

HRACHS:
WPA2 Vil 4E RS DA ERR CODE : 0x<$08x> #=0FT El:

AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET _USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
TTI4R%:
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R1-ZIW
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

el

* HAT+SYSSTORE=1, WCEHUCRRTFE] NVS 73X
o A& IT /A Station FX
o fiH) TLS AUET5 A (EAER - itk 13

3.2.26 AT+CWHOSTNAME: 1 if)/i% i ESP32-C2 Station (1) 3L ARk
Ay

Tytig:
#rif] ESP32-C2 Station ) #1144 7K

AT+CWHOSTNAME?

] oz <

+CWHOSTNAME : <hostname>

OK

DEE A

yti:

145 ESP32-C2 Station [/ F:HL4 R
mA:

’AT+CWHOSTNAME:<hostname>

W

[ox

AT Station A, TR 1] :

’ERROR
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BH

e <hostname>: ESP32-C2 Station ) EHELFR, wRKEE: 32 &3y

Bl

o Ml B SONRAT S flash

hil

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.27 AT+CWCOUNTRY: #rif)/i ¥ Wi-Fi [H5 1009
iy

Jyiig:
i) Wi-Fi FE 5 A0

s

AT+CWCOUNTRY?

L)V

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

BeE WA

Ly :
R Wi-Fi [ 50

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count> ‘

W ) :

E |

¢ <country_policy>:
- 0: RFEZEAMCH ESP32-C2 #4515 A K AP 1 E A0
- I AU E RN, ARG SR B E RS
* <country_code>: [EZMH, HAKE: 3 NFRF, FEEZRNAIESS 1SO 3166-1 alpha-2 Frift.
o <start_channel>: EIA(E53E, JTHE: [1,14]
« <total_channel_count>: {4 a4k
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e

o PEANVLIIE S % Wi-Fi [EH 5 /X .,
* FCEEUCARFFE) flash

Bl

AT +CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT W%

28

AT+CIPV6: J2 /%5 ] TPv6 M 2% (IPv6)

AT+CIPSTATE: #%if) TCP/UDP/SSL %3515 B,

AT+CIPSTATUS (-7 ): #%if] TCP/UDP/SSL R SHIE B
AT+CIPDOMAIN : 15/ f#thfT

AT+CIPSTART : 77, TCP %42 . UDP {&#is} SSL %4
AT+CIPSTARTEX : 77 B340 HC ID 1) TCP 4% . UDP {4455 SSL %45
[ME AR AEAEX] +++: B RIEHEX

AT+SAVETRANSLINK : %% Wi-Fi JTFHLiE X (58,
AT+CIPSEND: FE-§idi 5442 X, 5 Wi-Fi i % 4 X T Ak HdE
AT+CIPSENDL: Fi-i8 154 42 X, FIHAT R KB
AT+CIPSENDLCFG: % ‘& AT+CIPSENDL 5411 J@ Mk
AT+CIPSENDEX : #E-&-i@ 42 X TR A Rr o X ks 58
AT+CIPCLOSE: %:J#] TCP/UDP/SSL %43

AT+CIFSR: Zrifj7Hb IP #ihikF1 MAC Hbdil:

AT+CIPMUX = & /25 ) 2 1 Bt

AT+CIPSERVER: 737 /54 TCP =% SSL fJ? %43
AT+CIPSERVERMAXCONN : i) A% B /R 55 2% FeVF 8 ) i R IE B4R
AT+CIPMODE: F5if)/ 5 B AL =

AT+CIPSTO: i)/ & A TCP [z 55 #58 H Biof 7]
AT+CIPSNTPCFG: 21/ ¥8 5 I Xl SNTP Jl 45 5¢
AT+CIPSNTPTIME : #%3f] SNTP i} ]

AT+CIPSNTPINTV : 5]/ 5 SNTP i {a] [ 45 1 8]
AT+CIPFWVER: RS54 C A 1 AT [E{ERR A

AT+CIUPDATE: i Wi-Fi TH4% & -

AT+CIPDINFO: %% +IPD 5,43

AT+CIPSSLCCONF : #5if)/i% & SSL & J i i &

AT+CIPSSLCCN : 2/ & SSL & i i 2 H 44 (common name)
AT+CIPSSLCSNI : 251/ & SSL % Fi ) SNI

AT+CIPSSLCALPN : #5if)/1%' 5 SSL & F'i: ALPN

AT+CIPSSLCPSK : #5if/% & SSL % 1) PSK (47 ER#%0)
AT+CIPSSLCPSKHEX : #5if/%¢'% SSL % Pt i) PSK (-1 753t & )
AT+CIPRECONNINTV : 2¥if)/1% & Wi-Fi i% 15 42 X, Ty TCP/UDP/SSL % [a] [
AT+CIPRECVTYPE: /% B E 7B
AT+CIPRECVDATA : RIS H X T i &3 w4
AT+CIPRECVLEN : ZEif# sl N B2 Bla K g
AT+PING: ping X}t F#L

AT+CIPDNS: £/ & DNS R %5275 B

AT+MDNS: % mDNS Ijfig

AT+CIPTCPOPT : =i/ % B 0T
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331 ¥

gl BOAM AT [ SRR T R ITA AT fird . WERETREB M ESP32-C2 BRI\ SCRr a2, 1 H
Fremi¥ ESP-AT 142, {ESHTATCE TREEEE (N2 mary, MRy HResE):
o 2] OTA 174 (AT+CIUPDATE . AT+CIPFWVER): Component config->AT->AT OTA command
support
o # 1 PING 1y% (AT+PING): Component config->AT->AT ping command support
o 2 mDNS fiy% (AT+MDNS): Component config->AT->AT MDNS command support
X TCP/IP fir 4 (RHERE. —HASM, i TCP/IP TIREFF VA, GFR2E BATSC0LX L8 AT 6y
4~): Component config->AT->AT net command support

3.3.2 AT+CIPV6: JBH/ZEH] IPv6 P%% (IPv6)
A

ik
i) IPV6 W 452 75 i fE

Pa sy
A

AT+CIPV6?

LTIVE

+CIPV6:<enable>

JE /AR TPv6 [ 2%

’AT+CIPV6:<enable> ‘

Wi i ¢

[ox |

o <enable>: IPv6 & (HHEAR . BRIME: O
— 0: 25 IPv6 M %%
- 1: 2 IPv6 2%

Bl

o FE fiE A BT IPve M %% B )R WO BT, @ B St R A IPve 4. (B e H
F IPv6 [ % ffi i TCP/UDP/SSL/PING/DNS, B % 3 TCP6/UDP6/SSL6/PING6/DNS6
TCPv6/UDPV6/SSLv6/PINGV6/DNSV6)
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3.3.3 AT+CIPSTATE: 7% ify TCP/UDP/SSL 455

AT+CIPSTATE?

M) i :
YA ERR, AT &[]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

WA BRI, AT 1R [0

OK

¢ <link ID>: [Z%3%H: ID (0~ 4), T ZEENEL
o < type” >: FRFHR B, TR LAY TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEFHESEL, Fonutng IPv4 Hihlkak IPve #ihl:
* <remote port>: T 1 {H
* <local port>: ESP32-C2 7 1{H
* <tetype>:
—0: ESP32-C2 1545 {1 Pt
- 1: ESP32-C2 it e 55

3.3.4 AT+CIPSTATUS (5itlfl): #¢ify TCP/UDP/SSL ¥R S5 B

AT %

=

A

AT+CIPSTATUS

W

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>
OK

BH

o <stat>: ESP32-C2 station 22 [T IR

— 0: ESP32-C2 station "N AR#IEALIRTGS

— 1: ESP32-C2 station “H WU IR, (BRI i5 Wi-Fi 154
: ESP32-C2 station &Li%:#% AP, #i45 IP itk
: ESP32-C2 station & @37, TCP, UDP 1§ SSL %%
: BESP32-C2 %4 fir& 1) TCP., UDP F1 SSL ¥ Wi FF

— 5: ESP32-C2 station FF- 10 Wi-Fi #45 , (Hi4oK %R [ AP s M AP WiFF

<link ID>: MZ53%E4Z ID (0~ 4), JHTZEENFN
o < type” > FIFER SR, TR EHZEA” TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEHESEL, Fnutng IPv4 Hihikak IPve Hidl

|
H LN
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Sply Sy

e <remote port>: JTifsi I {E
* <local port>: ESP32-C2 AHbifi I {H
¢ <tetype>:

— 0: ESP32-C2 544 h % Pk

— 1: ESP32-C2 #5451 M IR %5 2%

L

o BHAE ] AT+CWSTATE 64251 Wi-FiRZS, {# ) AT+CIPSTATE fiy4-#5if] TCP/UDP/SSL R %S

3.3.5 AT+CIPDOMAIN: I #4f@dr

B

AT+CIPDOMAIN=<"domain name">[,<ip network>] [, <timeout>]

W

+CIPDOMAIN:<"IP address">

OK

S

e <” domain name” >: FFENTIHIEG
o <ip network>: BiEIP W%, ERAE: 1
- 1: PEEfENT N 1Pv4 Hitik
— 2 HfEMTN IPv4 Hihl
- 3¢ Hf#h TPve Mkl
o <” IP address” >: M5 IPv4 Hidiksk IPv6 itk
o <timeout>: fyABET. A ZAP, BRAME: 0. JEHE: [0,60000]. BEE KO BF, A EHRE
TRIZEFN IWIP stk s B AR O B, fir 2 AEFS &I Nk ], (B2 IHFEZ) 5 KB =),

ZN 1]

AT+CWMODE=1 // % & station # R
AT+CWJAP="SSID", "password" /] N %
AT+CIPDOMAIN="iot.espressif.cn" // B4 AT

/1 BT, R A IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/1 BB, R A IPve Mt

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B AN, BEBAA IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: &ty TCP ¥8;. UDP {44k SSL E#;

o #3 TCPi%i:
o ¥ 5 UDP 154k
o i3 SSLifi:
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it TCP 4%

BEae @

// P EF (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>][,<"local IP">]][,
—<timeout>]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

W
FRPERARCR, Rl

CONNECT

OK

Z AT, R

<link ID>,CONNECT

OK

* <link ID>: 257542 ID (0~ 4), HTZHEERMIEL. ZSE0EFE YT nenuconfig PRIHA
BB, —ANE AT 41 A HC BT AT_SOCKET_MAX_CONN_NUM , BRIAMEHN 5. B2 LWIp
MO B E T LWIP_MAX_SOCKETS , ERINEH 10. ZBUGZSEWEE, EFHEZE i &
AT_SOCKET_MAX_CONN_NUM M{E I #ffiZ A KT LWIP_MAX_SOCKETS M{H. (&% %%
ESP-AT T42 JRWEZ(EHE..)

o <" type” >: FIFERSE, FRMERRE,” TCP” o “TCPv6”, EKA{H:” TCP”

o <” remote host” >: F{FHRSEL, FRITHE IPv4 Hihl . IPve Hitk, sidsi% . &K 64 47,
SRR B A B4 K 64 5277, W AT+CIPDOMAIN iy 4 3R US 44 % .1 TP Hihil
SR TP bkl 7 T 1 %

« <remote port>: L 1{H

o <keep_alive>: [il BEER:FM SO_KEEPALIVE &I (&% : SO_KEEPALIVE /t44), Hfi: .

« JEE: [0.7200].
— 0: ZEf] keep-alive ZhEE; (BRIA)
— 1~7200: FFJR keep-alive Bjf. TCP_KEEPIDLE {4}y <keep_alive>, TCP_KEEPINTVL {&iy
1, TCP_KEEPCNT {4 3.
o KA <keep_alive> BEHAT+CIPTCPOPT 4] <keep_alive> N, HE&H
H G B E I A E o WIS TR G S AR E <keep_alive> Z%k, MIBHAMEH R BLE HI(E.

o <” local IP” >: ZAHb IPv4 Huhksk IPvo Miht, FHF45ai®dE. M2 AW % 024 1P bk
B, WESEEAEEA R . RIS RS AfrsE. TRE A,

o <timeout>: AN, A ZR. BRAE: 0. JEFE: [0,60000]. BEEH OB, A MBRHKE
TIZEAN IWIP Pl s B AE O B, iy AEFe BN AR B, (H4 2 IHFEZ) 5 KB [z,

B
o QERAALET IPV6 ML —A> TCP 384k, i PATRA T #Af:
- TR AP 32 §F IPv6
- WEAT+CIPV6=1
— WL AT+CWIAP i RHUE] —~ IPv6 Hiuhik
- (W[3k) W T AT+CIPSTA? iy 44 ESP32-C2 275 #:Ht % IPv6 Hihik
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il

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

// # ¥ GitHub # TCP A& &8, #E 5
AT+CIPSTART="TCP", "www.github.com", 80,,,5000

AT+CIPSTART="TCPv6", "test-ipv6.com", 80
AT+CIPSTART="TCPvo6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at O i 1 AT+CWJIAP 3k BL Z IPve 4 & it
AT+CIPSTART="TCPvb6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

Wty UDP {5

Gt R X2

// ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—">][,<timeout>]

// % H ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">, <remote port>[,<local port>,<mode>, <
—"local IP">][,<timeout>]

L)V
FREERGUT, ag
CONNECT

OK

ZHHRGUT, R

<link ID>,CONNECT

OK

* <link ID>: MZi%E4H: ID (0~4), HTZHEEMWIFNL

o <7 type” >: FRHRSE, FRMYIEREZAL Y UDP” o “UDPv6”., ZRIA{H:” TCP”

o <” remote host” >: FFEESE, Fonicuy IPv4 Hihl, IPve Hihlk, akdsk4z. &Kl 64 5.
RIETHE TN 4 B4 K E S 64 577, 16 AT+CIPDOMAIN iy 4 3R US 44 % 1) TP Hihl
SRIGE TP Mk .

* <remote port>: G {4

* <local port>: ESP32-C2 iX 451 UDP i [1{H

* <mode>: £ UDP Wi-Fi &% T, ASHIPELAH O

- 0: B:i®| UDP #dii), AekAsxtin UDP Mtk (5 (BRA)

= I U — R BRI B SPGB B AN [ B 6 i UDP s, A8 Xt im UDP #ihbA5 58 K3k Fct
WA 1P Mokt A 01

— 2: FRRAEE) UDP 30ty #Recas wtiss UDP il (5 5~ % R 5 i3 45 1 TP Motk Al 1

* <” local IP” >: ZHif) IPv4 HihlE( IPv6 Hidil, MIT40a . A2 MHE N2 A 1P Hidlk
B, WESEEAEEAR. BRI . TS afTE. TiRENE.
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o <timeout>: fiyAIF. BAN7: 2R, BRIAME: 0. JE: [0,60000]. BEE N O I, iy K
T2 WIP Pk BEEOFIE O I, ay S RAERTE N R, (HZHFEL 5 KB HyEs .

v
o GNEE UDP 4 i IP Hidik /2 IPv4 ZH3% HidlE (224.0.0.0 ~ 239.255.255.255), ESP32-C2 #5456 &
PEFI2IL UDPv4 435
o 5% UDP %32ty uts 1P #uhl 2 IPv4 3% Hbdilk (255.255.255.255), EBSP32-C2 % &4 & LUk
UDPv4 )%
efn 2 UDP % % PR i ouw IP ML AR & IPve 4 % b ik (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C2 i% 4% ¥ & T IPv6 W 2%, % 1% fl 3%
It UDP 403%
o [HiI S <mode> Hi, FHIHLIFESE <local port>
o QIREARELT IPVO 2% 357 —A> UDP &4, WATPA T
— T4 AP 3 IPv6
- BEAT+CIPV6=1
— SBITAT+CWIAP 6 A 3REE|—A IPv6 itk
- (WI$k) #EFAT+CIPSTA? G5 #4r ESP32-C2 27 3R EE] IPv6 Hutil:
o QR R E KT 1460 TR UDP 4, 3 H 474 1% ESP-AT T 42, FE45 TP s TR
jﬁij’% Component config->LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 H #%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// B I pool.ntp.org W UDP f#r, B E 5 #HHEH
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #ET 1Pve WM % &y UDP H 3%
AT+CIPSTART="UDPvo6","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9%b"

// #ET 1Pve WM % & UDP % %
AT+CIPSTART="UDPvo6", "FF02::FC",1000,1002,0

Wty SSL ¥Ef%:

ML AL A A o
wEmAY wA

// B (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">][,
—<timeout>]

// % ¥ ¥ : (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local.
IP">][,<timeout>]

W i <

FRPEHARTY, k)
CONNECT

OK

ZHERGUT, R
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<link ID>,CONNECT

OK

 <link ID>: MZ&%EH ID (0~4), HTZHEEWIH

o < type” >: FLFERESEL, FRMGIERAL,” SSL” 1 “SSLve”. BRIN{H:” TCP”

e <” remote host” >: F/FERESE, Fonitiy IPv4 Hihl, IPve #bhik, =ilk4z . H&KN 64 F35.
RIETHEEN A B4 K E T 64 5277, 1 H AT+CIPDOMAIN iy 4 3R IUS 44 % i) TP Hihl
SRIGEH TP Mk iR .

« <remote port>: L 1{H

o <keep_alive>: [l EHERFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE N'4H), BAfi: Fb.

. S [0.7200].
— 0: 2% keep-alive ZHHE; (BRIA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {4 <keep_alive>, TCP_KEEPINTVL {&}
1, TCP_KEEPCNT {H# 3.
o KA <keep_alive> BESAT+CIPTCPOPT iAWl <keep_alive> M, HEAH
R E N OUE . REITAR MmO AN E <keep_alive> 4, NIERIAM A IR FCE HO1E.

o <” local IP” >: ZAHbfy IPv4 Hihtok IPve Hutik, FT40E R, T HZ M4 08 E 4 1P Hutik
B, WSEEAEE AR . BRI WEM IS afTsE. TE N,

o <timeout>: fiy S EHT. HA: ZRb. BUAME: 0. JEH: [0,60000]. A O B, Ay B H s
T LA IWIP PRk s B AR O B, iy AEFe BT MR E], (2 ZIHFEZ) 5 KB 133,

el
o SSL MR BT W H NAE o IE R
o SSLEER EHAKENG, WEALESSHRSES
o UNH AT+CIPSTART fipd kT SSL iRz, HARMNEUR LS A A 10 #5, DGR A s ] 25 A%
BEK, HARRE TR TR
o QUSRGAEELT IPv6 W25 7S, —~ SSL #ER: , W HFTRA T
- W AP 7 Hr IPv6
- WEAT+CIPV6=1
— SHTAT+CWIAP 6y 5 3REUE]—A~ IPv6 Hitil:
— (A[3k) 3#ITAT+CIPSTA? 45452 ESP32-C2 275 3k HZ| IPv6 Hitil

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/) HEBEHB LR ssL REE, BE 5 HEK
AT+CIPSTART="SSL", "www.bing.com", 443, ,,5000

// esp-at O i it AT+CWJIAP # Bl % IPve £ 5 Hi it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:075"

3.3.7 AT+CIPSTARTEX: &t F&h400e ID 1% TCP ¥E4;:. UDP {44k SSL ¥E4%:

AAir 4 S5AT+CIPSTART AL, ANFEGAET : FEZERINOLT (AT+CIPMUX=1) ok FEh 1 ID, R4
= BB I 1D,
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3.3.8 [DGEMBAREA] +++: BIEDEX

FRER AT A
Dyie:
IRHAEAR X, ALK
Command:
/) ACE R AR R
+++
vl
o HRRIR A /BA@QHZ/%HI_JE’J + F4F (RN ASCII 74 : 0x2b) HHT 245 %A CR-LF £4F
o RS —A + FAFED i&ﬁ 20 ms i [i) [a] i P A oA A FREZRVH 20 ms Fi[a] ]
e P A At A T2 2 ZH 20 ms HTI@IE‘IJFW&%EZ%%J/\ B, + FRFeY

(e ﬁé@lﬁi@itﬂ%
o REFFIRPIAT O WA 4]
o WEE/ERE I BEE T & A u‘
3.3.9 AT+CIPSEND: 1% ul{h ki ek Wi-Fi B ke

e

)‘3:

ng

- =

fe:
PR R, O KRR, IR E KRB K KT 8192 5595, AT+ CIPSENDL
LRy S5

.
"Il/?\‘

gt

// B ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

// UDP fk i [ 45 & X 3 £ AL Ao B

AT+CIPSEND=[<1link ID>, ]<length>[,<"remote host">,<remote port>]

W i :

OK

>

R FR AT EHE R R TR, BUR AT DA AR, 24 AT Sl 8 i KA F] <length>
Ja, BEte T

QR 7 T R £ i P T T T

’ERROR

TR A BRI A CRRERC & Ak B % i), & W]

’SEND OK
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WA %

Ly :
HEA Wi-Fi & 42X

Py -
iy

AT+CIPSEND

W

OK
>

&

ERROR

PEA Wi-Fi i£ 1542 X, ESP32-C2 BB RAIRNL 8192 747, R Ak 2920 747, QIARACE iR <
JERTAFT 2920 745, Bl or AR AH 2920 4y — A BRIE T 23k, 5 0 451 20 Z R0l S5 il
BIR B T4 T 2920 “FA AR (AT VAl I AT+TRANSINTVL fir & FCELILIRI B ) « 2% A
— e+ i, GBHE AR P RORR R, R 1R 4 AT .

A fy U AEFF Sk 42 X A SR T . #54 Wi-Fi UDP %1%, AT+CIPSTART 14112 5
<mode> WK E N 0.

S

» <link ID>: [@Z D (0~ 4), FITEHebah b

o <length>: HHiK A, FARMH: 8192 FA7

* <” remote host” >: UDP L] DAFEER b 4L TPv4 Hidik. TPv6 Mk, silEi4
+ <remote port>: UDP £ %] PATS & Xt i i 11

L]
o &R DA FH AT+CIPTCPOPT 143k W44~ TCP L B AR T Re . Flin: BEE <so_sndtimeo> Ay
5000, W TCP A ikEAESAE 5 FPNIR LSRR, LI MENIR 2R . X A4 MCU 4545 AT 4
[1] 5 R ERF []

3.3.10 AT+CIPSENDL: fE# il HieX FIrirks KEd:

&E
i
=N
7

&
=>
[$y

o

AR N, RERE, AT REEIE (AT 6y i 0 B8R AT A i & 26 s 2 171 .
DA F AT+ CIPSENDLCFG iy A it BAN S i 4o TR GR35 P B0 1 B /N T 8192 T, At ml A
AT+CIPSEND 1% k3%,

7R
pIony

e
@ EdE

R =

// B (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP f% #r ® 48 & *t 3 £ ML v 3w ©
AT+CIPSENDL=[<1link ID>,]<length>[,<"remote host">,<remote port>]
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Wi 3% ¢

OK

>

AR IR AT 9E 2B AR X H HEMES U HI AT a0 8s , OHEST AR AR, —H AT
it IR, B 2 AR, B mIT .

IR ETTIR . RESMIRAT+CIPSENDLCFG FLE EAE S -

’+CIPSENDL:<had sent len>,<port recv len>

IR+ ++ A BUE, RGN :

’SEND CANCELLED

IR EIR A PEE RN L, RERARN:

’SEND FAIL

R BT B s A AR CR AR C 240X BX 0w ) , RGTHRA RN :

’SEND OK

BERWOTR, GO AR IR+ ++ o BUH R, RN ESP32-C2 s M2 X B . I, AT fr
L H S EECEE, BRERER <length> KEHHRS, 4 SBHAIERX.

o <link ID>: MZ%EH ID (0~4), HTZHEEWTE

o <length>: Blli K, o Aff: 23 -1 54

e <” remote host” >: UDP £ n] DAJS &N EHL: 1Pv4 Hubik, IPv6 #huhk, B4
» <remote port>: UDP (&% 7] PATE & Xt i i 11

* <had sent len>: {3 & 2| JI5 2 MU O B

* <port recv len>: AT fiy%-sify U B EIcHE B K E

o AWM UART Jifs. A0, 402R UART Sca R T 4% bl I, R 8ol 2k

o BRI LAMEJAT+CIPTCPOPT fiy 4 ydEA> TCP ML B A 6. filN: . <so_sndtimeo>
5000, M TCP Ak #pfEAE S FPNIR ISR, ToiR b @R . XA MCU 2fF AT fir4
[ 52 8T P 1] o

3.3.11 AT+CIPSENDLCFG: %% AT+CIPSENDL 4 1) JE Pk
ity s

Dytig:
i AT+CIPSENDL i 4 (it B

[

AT+CIPSENDLCEG?

Wi i ¢
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+CIPSENDLCFG:<report size>,<transmit size>

1% B AT+CIPSENDL iy 4 [ it &
A

’AT+CIPSENDLCFG=<report size>[,<transmit size>]

W

’OK

o <report size>: AT+CIPSENDL 14y EARE /N, BRAE: 1024, JEE: [100,2 201, fidn: i&E
<report size>{H>4 100, WJAT+CIPSENDL 1545 ) <had sent len> EIRF4N (100,
200, 300, 400, ---- ). HJAM <had sent len> L?Eﬁfﬁlﬁ'\%%%i%%%’?ﬂgﬁﬁﬁﬁo

* <transmit size>: AT+CIPSENDL fi % ERHIUN, BHRE T8 LA BRI B o/ B
NMAE: 2920, R [100,2920]. ﬂu%%%ﬂﬂﬁﬁtﬁtﬂ“jﬁc%? <transmit size>, ¥ LR
i M <transmit size> FAT—HA B Vini 25515 20 2R E R LlﬁI?'JEI’J%ﬁE‘jt?
ZF <transmit size> FITHEARXRFIE (E0[ AT AT+TRANSINTVL iy A BL & IR ) -

el
o XTIk R /IMEXT SRR R R m I A, RSB ER /MY <transmit size>, WIEFEHE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JE .
o XFHEMERARE, HEREER KW <transmit size>, WIEFEEFEATIZ 3 ESP-AT 5
vk AR

3.3.12 AT+CIPSENDEX: A% ittt bR 9™ ety i X% 6 et

TR AR N, E KRR, S M AT \ 0 (0x5c, 0x30 ASCII) fil % i 4 1%
I

// B (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % % ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<1link ID>,<length>

// UDP ¥y W 45 & %3 IP H it Fusg o

AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi i ¢
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OK

>

ERmE R FIR AT CHER B ATROE , BT DA AR E RS, 24 AT Bl s B Kk
B <length> JFudus b B \ O T4, BT ia.

USRS MR O AL i BB, aR (] -

’ERROR

R BT B S AR CR AR E 240X B ) , &[]

’SEND OK

S

<link ID>: [M25%4; ID (0~ 4), HTZHEREWIEN

<length>: HHEKJE, FRME: 8192 F4F

<” remote host” >: UDP {&£#yu] DAFEEXT i 4L : IPv4 Hitht. IPve Hihlb, BilEi4
<remote port>: UDP &4y n] DA & Xt ik ik 11

B

o UK L BRI, s8R B\ O FATFIS (0xSc, 0x30 ASCID), #dfafetirin, R4tk
Tl ar R, A& AT i

o AREUETEE \<any>, WEERBERFHL, A <any> 75

o QRFTFELIENO, LN \\O

o BRI LAEJAT+CIPTCPOPT fiy 4 yEEA> TCP ML B A 6. filN: BE. <so_sndtimeo> g
5000, W TCP Aik#RfEAE S BNIRIMIEER, T a2 kM. XA AT MCU 451 AT fir %
(] 52 PR IS o

33.13 AT+CIPCLOSE: 3:[i] TCP/UDP/SSL i3
BeEmA

Ly :
KM Z AN ) TCP/UDP/SSL 4%

ke

AT+CIPCLOSE=<1link ID>

Mjn] oz <

<link ID>,CLOSED

OK

Wiidn s

i
KM FRIE RS N ) TCP/UDP/SSL 34 4%
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AT+CIPCLOSE

Wi % ¢

CLOSED

OK

o <link ID>: F5RMIIMLEES ID, WRBN S, WIFR KM Prf %

3.3.14 AT+CIFSR: #ifyAcHy IP Bkl 1 MAC Hahl:

WA %

=

AT+CIFSR

Wi i ¢

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIP6LL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIPO6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

e <” APIP” >: ESP32-C2 SoftAP 1} IPv4 #ihit

+ <” APIPGLL” >: ESP32-C2 SoftAP [{] IPv6 7k ikt
e <” APIP6GL” >: ESP32-C2 SoftAP ] IPv6 4= J5jihil:

e <” APMAC” >: ESP32-C2 SoftAP [\ MAC #iihil:

e <” STAIP” >: ESP32-C2 station 1] IPv4 il

« <” STAIPG6LL” >: ESP32-C2 station [ IPv6 ZsHb%% #% btk
e <” STAIP6GL” >: ESP32-C2 station 1] IPv6 4= J5yihhl

* <” STAMAC” >: ESP32-C2 station ) MAC Hiiil

e <” ETHIP” >: ESP32-C2 ethernet 1] IPv4 il

e <” ETHIP6LL” >: ESP32-C2 ethernet [\ IPv6 A<k g Huhlk
o <” ETHIP6GL” >: ESP32-C2 ethernet [ IPv6 4= 5t

e <” ETHMAC” >: ESP32-C2 ethernet [1}) MAC Hbht

o HUA 4 ESP32-C2 I AR GBI A A% DE RS, A BEANEIE R IP HuhtAl MAC #ihit
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3.3.15 AT+CIPMUX: IH/ESH 2 88
iy

i
A IEER

s

AT+CIPMUX?

W

+CIPMUX: <mode>

i i
[ox |
BH
o <mode>: FERARI, BHAME: O
- 0: FER:
- 1 25
el

o JUR ST EE BRI IR A" R] S A
o DA E 1 X (AT+CIPMODE=0), A REBE NZ HEH
o QRAESL T TCP/SSL e d5 i, ARUIN BAEERE , WA IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #tvr/352] TCP s SSL IR 5523
i

Dy
#if) TCP/SSL iR 55 A RS

A\ .
"Il/?\‘
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AT+CIPSERVER?

W

+CIPSERVER: <mode> [, <port>, <"type">] [, <CA enable>]

OK

v

7

=

EanA

¥

=

,/,?\:

’AT+CIPSERVER:<mode> [, <param2>][,<"type">][,<CA enable>]

LT)
[ox
ZH
e <mode>:
- 0: XMk 2R
- 1 RS A

* <param2>: Z%{ <mode> N[, MIKSHEE ORI :

o IR <mode> 2 1, <param2> f0FEigI15. BRiAME: 333
o QR <mode> & 0, <param2> fLEMRFSAEE XA E Fif. BRIAE: 0
- 0: XMk OR B A % P i 1%
— 12 RPANRSS A8 H KA f
. <” type? >: JR4IKM Y TCP”,” TCPv6”,” SSL”, B “SSLv6” . BRiAfii:” TCP”
¢ <CA enable>:
- 00 A CAAILE
- 1: ffif] CA AL

e

o ZIEENOLT (AT+CIPMUX=1), A BT EIRSS %%

« BIEARSS ARG HEhEHSSSR T, R R avrelg— A kasas.

s BHE RN, SHSNGE - EE D,

o QRGEAEET IPvo L5 —4> TCP/SSL JlR 554, i H JeEAT+CIPV6=1, FF3RH—> IPv6 b
k.

o KMIRSFARINSHL <"type"> I <CA enable> MMM

2N

// #EI TCP MR 4% B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B sSL R& B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// ET IPve W%, Al#E SsL K& #

Q)
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(£ L£50)

AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1 kA MG BOFE ok A BT R # &

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #ify/i Bl 552y FLvrd vt in KER 5L

iy

Jyiig:

#2if) TCP 8¢ SSL fIR 55 i SLVF AL Y e KR AL
[

AT+CIPSERVERMAXCONN?

Wi 3% ¢

+CIPSERVERMAXCONN: <num>
OK

B

Yitig:
BEE TCP 5 SSL HR 55 7 S ifF 2 7 i de R4k

s

’AT+CIPSERVERMAXCONN:<num> ‘

W i <

Lox |

S

* <num>: TCP 5 SSL [ 45 #% A vF S I ORIEBERR, JuRH: [15]. WS EARIEMO% S 5o IR I
{l, 5 #AT+CIPSTART 411588 <1ink ID> [Hik.

Bl

o T BEE B RIEREL (AT+CIPSERVERMAXCONN=<num>), i {EQIHR S 282 Bl & .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80
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3.3.18 AT+CIPMODE: 7%ify/¥ BiLiimik
A4

i
i e

s

AT+CIPMODE?

L)V

+CIPMODE : <mode>

’AT+CIPMODE:<mode> ‘

W i
|ox |
S
* <mode>:
— 0: Fdl AR X,
- 1 Wi-Fi i 30l X, (U0 TCP HiiEd: . UDP FE 5], SSL FIERAY L
BLW]

WSO RS fash.
» £ ESP32-C2 JEA WicFi if (5400 X 5, LTI A 2D e TETE A

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #vify/ix ¥ Al TCP/SSL JJit 55 23 df if i [ia]
ity &

yhig:
iy At TCP/SSL i 55 # i i ]

e
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AT+CIPSTO?

Wi % ¢

+CIPSTO:<time>
OK

B

&F

Yytie:
BB A TCP/SSL iR 45 2 it 8]

Py -
iy

’AT+CIPSTO:<time>

Wi ¥ *

[ox

S

o <time>: ZHb TCP/SSL R4 #SEmTHFa], BAfr: F, BUEMEE: [0,7200]

B

%4 TCP/SSL % ik <t ime> IR PYoR A2 SCHRBIN , ESP32-C2 eds 75 22T T ML B

¢ WRRESH <cine> 0, WHEBGER LRI, FRANXFRE.

 AEBCEMIMIN, % P SO IR R (5 o 5 78 SO 5 P , I R T
V. I, % PR

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #ify/it Bt X HI SNTP I} 5553

AT+CIPSNTPCEFG?

W i :

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK
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=

=

A

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

e <enable>: % & SNTP IR %2s:
— 1: % SNTP flR%5 85
- 0: RNi&'E SNTP [R5 %% .
* <timezone>: SZHFDATPFAE:
- B R UTE R [-12,14], BERVNESR AL, @ SR AR (UTC) iR Kimic K2
B (UTC=12:00 % UTC+14:00) ;
- Mg uTC R E, UTC R ETEE TIRTFEINZ R E] UTC BHE A fefs 2] 4
HuHHA], A SR (+1 -1 [hhlmm. U054 XAEARYI T2 0APE, MR, WRAEAR
i, WIAIEEL. /N (hh) WAZ5FE -12 ) 14 Z (8], 438k (mm) 2007E 0 3] 59 Z | Hln, i
AR XU B G A IS A, B UTC+12:45, Wz <timezone> SR E N
1245, WZFRIESH UTC st .
o [<SNTP serverl>]: %—> SNTP R%#%.
o [<SNTP server2>]: % 4> SNTP R%#%.
o [<SNTP server3>]: % =~ SNTP k5.

Bl

o HEMAOERIEEG L E=" SNTP [R5%25Z=%0, WEAfEH “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn”
“us.pool.ntp.org” H 2z —,

o XTEMMS, A <timezone> BEAIRES I E N <timezone> ZBHA—FE. HH
<timezone> ZE L FH —Fh UTC B EMKR, flin: &E AT+CIPSNTPCFG=1,015, A4
Frifjff, ESP-AT 2 ZBSHf X SE RIS 0, BIREME 15. NETH—FE, BroAfe s — M
UTC s A& N, /@ uTc+00: 15, WMEt@Aift ki 0 i IX.,

* BT SNTP 25T UDP WUk il sK IR [l 5, 24 ) 26 Z AU, 2 530 ESP32-C2 (Y [A] Jo ik S i
m&. —H AT @4 L+ TIME_UPDATED , fRFEWTRIE [R5, M) DA A 2 AT+CIPSNTPTIME?
AT AT 24 HT B A

Bl

// & SNTP M4 %, REFEMK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fE & SNTP R4 #, REXEA AWK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
=

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

/] 8 SNTP R4 %, BEFHL WX EEBAEG KX (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"
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3.3.21 AT+CIPSNTPTIME: 4&ifj SNTP B [i]

AT+CIPSNTPTIME?

W i <

+CIPSNTPTIME:<asctime style time>
OK

|

* A7 2% asctime I [A] Y E SCi DL asctime man page.
* 1F ESP32-C2 #t A Light-sleep B Deep-sleep J5 ML, RGN fES AUE. BN EH L
IEAT+CIPSNTPCFG fir%-, M NTP [Jg 55 28 SKECHT ¥ if ] o

* SNTP FRIFE A [ R SCHRFAF A AE RTC X, PIMAEAE S G A sr) 5, e & EE
1970 4,

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890™"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/is ¥ SNTP Ibf[a] 6] 2501 ] B
A%

e

AT+CIPSNTPINTV?

Wi i ¢

+CIPSNTPINTV:<interval second>

OK
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=

=

A

’AT+CIPSNTPINTV:<interval second>

 <interval second>: SNTP Ff[a|[a]5 6] fF. BAN7: Fb. JEFE: [15,4294967].

|
o BCE TR AR, EWE ESP32-C2 Z A K i) NTP 55 4 K HUB R I 1] o

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) BNEEF — kR
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #ifjfliR55as A AT [SHERAS
A HRA

i
i 54 E AR ESP32-C2 AT [l {HjiftA4

P
iy

AT+CIPFWVER?

W 3% <

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C2 AT [&E/{4fixAs

|

o TEREFRETIZ) OTA AT, 38 2SO R ARCAS [MRACAS T2
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3.3.24 AT+CIUPDATE: jixk Wi-Fi 718511

ESP-AT EizfTi}, il Wi-Fi Mg B SS 4 B R 308 [ 2 52800 X, NI T2 T 7

i A

i
#if] ESP32-C2 B THIRE

AN .
“Il/?\‘

AT+CIUPDATE?

Wi

+CIPUPDATE:<state>

OK

PaT 4

g
TEFZERAT @ OTA JH 3| TCP iR 55 #% B A Y [ F

A

AT+CIUPDATE

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

M) i <
A OTA FEPH 2R LYy, 1Rl

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Bsw N e

OK

AR OTA FEAEFH BT iy, iR m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Bsw N -
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WAL IERITR OTA KN, & [n:

+CIPUPDATE:<state>

ERROR

WPRAEARPHZERGUT OTA KK, iR u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

e <ota mode>:
— 0: i@ HTTP OTA;
— 1: 3@ HTTPS OTA, WS, i . /build.py menuconfig>Component config
>AT >OTA based upon ssl @#&fliEE, HEA5EIE W AN %F ESP-AT 142,
e <version>: AT R4, W v1.2.0.0, v1.1.3.08(v1.1.2.0,
o <firmware name>: J}Z¢ [ [E{f, 4l ota. mgtt_ca. client_ca 8{H'E at_customize.csv
HE E SR A X
¢ <nonblocking>:
- 0: PHZER OTA (MBGNT, H#| OTA FHSHI B R IME A FTAK % AT 4 ) ;
- 1 JEHZERE OTA (AR, AHSERUE (+CIPUPDATE:4) T3 EJH).
e <state>:
- 1 B 552%
2: TR RS
3: RIGTHRIA 5
4: ST
-1: JEPHZERLCT OTA RIK

|

o TP LT 2R DL

o UM RZMAETF BRI, AT K& [ ERROR, 45 RF— BRI L.

o UNARIRE T AR SRR AT BIN, Ay &M Espressif Cloud N#k AT [l F+4% .

o ISR 2 H AT SR AT BIN, 375 5 47523 AT+CIUPDATE FOTA Ify g8 3 (i F§ AT+ USEROTA
o # AT+ WEBSERVER £54>, T %% ESP-AT T A3 {tf7% 5 FOTA,

o FHWHY AT )5, WHAT+RESTORE WKW R

o OTA FERYFBIIE] N 3 %0

o AEPH ZERL I Y Y OK Fll +CIPUPDATE : <state> fEH H T b %A 4% 2 L e )5 0T«
OK H[HEAE +CIPUPDATE:<state> Z Hikil, WA W HEXE +CIPUPDATE:: <state> Z J5#itH .

o NEWARBHRA . BFEEIHRASAAE—EWARAEMNNE, E2T0FET, MR RRZEAHE
IERRAS, TR A 2= BT D g .

o B H 4T LI OTA #H28 FHUE % OTA s .

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1

Q)
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(£ L£50)

AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: 8 +IPD #55iETS

AT+CIPDINFO?

Wi

+CIPDINFO:true
OK

&

+CIPDINFO: false
OK

v

7

X7

W
4

=l

’AT+CIPDINFO:<mOde>

Wi i ¢
’w
S5
¢ <mode>:
- 0: ¥ “+IPD” Fl “+CIPRECVDATA” B, NEERXT i IP bk Al 145 B
- 1: £ “4IPD” A1 “+CIPRECVDATA” ji§E 1, $EXTum IP Huhk Al 0145 5
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #rify/ix ¥ SSL % f 1 fic &

i

St
i ESP32-C2 {2y SSL % P B4 M 0L £ L

Py
A

AT+CIPSSLCCONEFE?

Espressif Systems 93

Release v2.3.0.0-esp32¢3-929-g8f63974d7c
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-929-g8f63974d7c

Chapter 3. AT Ay d4E

Wi 3% ¢

+CIPSSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number>

OK

i

=

[y

E:
4

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode> [, <pki_number>] [, <ca_number>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

Wi % ¢

OK

<link ID>: 451542 ID (0 ~ max), FEZHERNHOLT, HSEERN max, WFRRITHERE, &
SRERINE R 5,
<auth_mode>:
— 0: NAIE, R TEEIETE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $2E% Pk 5Lk 5545 iim CA IRk E:
— 2: ESP-AT % ik A CA UEF AT I 55 A i k15 5
- 3: fHEINIE.
<pki_number>: JERRIFAEHM RG], WHE A —AUERRFAE, HAEN K 0.
<ca_number>: CA [JZ&R5|, WHRAAG—4 CA, HAHW N O,

AR AR EEASL BT R AE R, AR SSL BRI TAR M4

TE BT R PR AAE NVS X, SRR ;] AT+SAVETRANSLINK i %1% & HHLE A Wi-Fi SSL i% 1% 42
K., ESP32-C2 RFAE R IR b HE I At B @ 37 SSL 4% .

WA B CRIE B E A 2B, 5% 4T £ PKI B % .

W <auth_mode> FLE N 2 834 3, N TREMRSAFIIEBA RN, W7E K iKAT+CIPSTART fiy
AHiHPRE ESP32-C2 EFRERE Y wiitiE] . (57 PAEIEAT+CIPSNTPCFG 14 R L 'E: SNTP, FRH4
B, &i3EAT+CIPSNTPTIME? £y 425 24 Fi i a] . )

3.3.27 AT+CIPSSLCCN: #ify/ ¥ SSL %%yt /A H 44 (common name)

i)

Lyt :

Lo N
“D4>

LIRS SSL MR R P a3 44

Py -
“ﬂ4>‘

AT+CIPSSLCCN?

W i <
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+CIPSSLCCN:<link ID>,<"common name">
OK

B

-t

e

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <

OK

S

o <link ID>: [M#%i%8: ID (0 ~ max), 7ERFESMEN T, ASBEN 0; HELERWENT, &5
BUHBE N max, WIFRIIAERE; RSEERIMERN 5.
 <” common name” >: AREEAANIEIR 58 ZEHEB AL . AL RKKE N 64 717,

N

e

o WNIRAREAE BN RIS, T SSL I HTIZ T ARG S .
3.3.28 AT+CIPSSLCSNI: #rify/it ¥ SSL % ;i SNI
AifmA

i
AR SNI i E

Py -
"ﬂlf\‘

AT+CIPSSLCSNI?

W i <

+CIPSSLCSNI:<link ID>,<"sni'">
OK

v

N

B

&

Ele

A

?:
¥ % B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

Wi i ¢

Espressif Systems 95 Release v2.3.0.0-esp32¢3-929-g8f63974d7c
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-929-g8f63974d7c

Chapter 3. AT Ay d4E

OK

 <link ID>: M %&3%#: ID (0 ~ max), FERIELWELT, KSHMHEN 0; EZEENHLT, #5
BE BN max, WIFRIRFTA R ASEEOAER 5.
e <” sni” >: ClientHello H 1) SNI, SNI f KK 64 F37,

Bl

o QERARSARFCE S AR, RN SSL B EHTIE AT A G 2

3.3.29 AT+CIPSSLCALPN: #ify/i ' SSL % ) 13iis ALPN

i A

i

#if] ESP32-C2 ff7y SSL & /g 43~ 42 1) ALPN Jig .

Pa sy
A

AT+CIPSSLCALPN?

W

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

v

¥

N

H

¥

[y

o
%

=l

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % % H: (AT+CIPMUX=1)

AT+CIPSSLCALPN=<1link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

L)V

OK

B8

o <link ID>: W %%i%4; ID (0 ~ max), FEHIEZIEL T, RmSEUEN 0; FEZERVELT, A5
BUEBE N max, WIFIRITA EE; ASEERIMEN 5.
o <counts>: ALPN [W¥&. 5 : [0,5].

0: Jikk ALPN [,
* [L5]: 50 ALPN [iL# .

* <” alpn” >: FHHRSH, FUR ClientHello 1) ALPN. ALPN i KRKJEZRTar SR KK E .
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e
o QRAEARPECE SR, W AL SSL R ATIE T AR M2

3.3.30 AT+CIPSSLCPSK: 75/ SSL % /ity PSK (A7 % 5%)
LTS

i
#if] ESP32-C2 {f7 SSL & iy 451~ 1E4% 1) PSK iC '

AT+CIPSSLCPSK?

W i <

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W ) :

OK

* <link ID>: 4545 ID (0 ~ max), {EFIERAHO T, ASHUEN 05 AEZERNTIT, 55
BUH N max, WRRFTAERE: ASEEAMEN 5.
e < psk? >: PSK identity (FAFHRASSY), K 32, WA <"psk"> ZHEE \0, HiE
J AT+CIPSSLCPSKHEX 154>,
e <” hint” >: PSK hint, fHKKE: 32,
i

o INSRAHEARHUE S BRI, AR SSL B T A M A .
3.3.31 AT+CIPSSLCPSKHEX: #Fify/i3® SSL % radiiy PSK (-7 E IR )

]

* RUTAT+CIPSSLCPSK fip%, %4t T3 BB A SSL & P Witk 524 (PSK) , {HH
<"psk"> BRI AN BT R TR I, <"psk"> ZHPRY N0 FRh 00,
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il

// B % ¥ (AT+CIPMUX=0), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % ¥ : (AT+CIPMUX=1), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX=0, "70736b", "myhint"

3.3.32 AT+CIPRECONNINTV: #¢ify/i% ¥ Wi-Fi & %X F % TCP/UDP/SSL i i
[l b

R
ifig:
Arif) Wi-Fi if % 42X T H s #E %6

A .
"ﬂé’\‘

AT+CIPRECONNINTV?

W

+CIPRECONNINTV:<interval>
OK

ik
L Wi-Fi i f5 12X, F TCP/UDP/SSL 14 17 JF I 11 20 S0 19 171

O e
iy

&F

’AT+CIPRECONNINTV:<interval>

W

[ox

BH

* <interval>: HZEER|FEE, F47: 100 25, BOAME: 1, JEH: [1,36000].

B

* #FAT+SYSSTORE=1 B, L B O PRAFAE NVS X

il

AT+CIPRECONNINTV=10
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3.3.33 AT+CIPRECVTYPE: #rify/i ¥ &8 RO
iy

i
TR

s

AT+CIPRECVTIYPE?

W

+CIPRECVTYPE:<1link ID>, <mode>

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

Wi i <

OK

BH

o <link ID>: W Z&i#47 ID (0 ~ max), FEFIERZIEO T, RZSEEN 0; EZEZNELT, &5
BAEBE N max, WIFRFIAAER: RSBBAERN 5.
o <mode>: ERFHIEEA, RIAE: 0,
- 0: 33X, ESP-AT A BB R B FRER L B A% 4 0L MCU, Sk “+4IPD” (B
FHCE R 5760 75, AR A MCU e K &% 2920 34547 50808 )
- 1: Pk, ESP-AT i I B E R EIR TS B AFIX (Bl s 0, Bk
fHh 5760 F3Y), “54% MCU $2Ht. %} TCP 1 SSL #:8:, WIREHFEXWE T, HHLIkERET
gy, W UDP {84y, WRGEAXH T, MekAsdnEk.

|

o ZILEABEH T Wi-Fi i X

o 4 ESP-AT FE# shibi=C P UL B S FHARN, SARIRE LR RIS AR R
- ZIEER (AT+CIPMUX=1)