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AlH5M

Zli}iéﬁﬁéﬂiﬂéﬁ ESP-AT @At 4. HORBEARL, WUAERAECE . DASAN R N EAGe s AT [, iDL REY
A

1.1 ESP-AT i1l2

ESP-AT 2 SR JT & (1 ] B2 T8 MR Y T F, SAERARE I ROl PR ™ i i
ESP-AT fig 4>, AIDAPREMATCL LS . =6 S 7 DA S AR h S D e, FIEAYE
ToL M IRSE BT Y B

ESP-AT ;& £t > ESP-IDF SLHL R4 T2, B i ESP32-C3 BIHfE M MAL, MCU fERFHL. MCU K%k
AT fip 425 ESP32-C3 BiZH, {51l ESP32-C3 B PiAT AN M ng#eAE, Ff B2l ESP32-C3 A2H % Bl [ AT 1
N . BSP-AT 244 7 K EINFEARFEIN AT 4, 1 Wi-Fi fiy4-. TCP/IP 54, Bluetooth LE fjr4~. Bluetooth

fird . MQTT 434, HTTP i34 . Ethernet fijy4-45,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<:> BT (ESP32)

& 1: ESP-AT %

AT @4 DL “AT” FFlf, 103 Atention, DAHTIY—F7 (CR LE) HE5R. i AMIA4 fr &HB 2RI OK o
ERROR WIIY, Fo7R 4l fh S IMRAAFTAR . TERE, FA AT @ A1 R E 9T, I AT — 4
s I, FERR AT @A BT, AR L& SPIT5EEIR, FEEF A6d. IR E Sk
PUTsete, SRR T B4, MRE ousy p. .. #UK. TEA % AT ARG ETS AT &4 4.
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BB T, MCU it UART 745 % ESP32-C3 BiZH . Kik AT A% DASAZIL AT ma iy, Hjg, @]
PARRSESE bR (8 RS DG ofe iy, i L sd &8 0, 9140 SDIO.

FIRE, i DAET ESP-AT T, AATIFAEZM AT 6, ASKBHE 21 h6E.

1.2 fiARER!

SRS BN Z AR AOE R IR B RE (™ it . AT BRPFD7 5. AR H RII A e 4

R WEREHAE R R . AT B R s, SRR REERT 5 B0 $ORSF.

1.2.1 PRy

TETFAA T ESP-AT Z A, fF5 B — 3 A 1E 0 RO A BN A i, S8R i K BE To 422
BE. BEPFRRALRE AR, WRHIEZTTHEER, W, Yke. A, ROFSE. PSR E
PN B R A

o AT T T RARE BT RN R AR 2R d B R X

o PORBUME A W LATE B8 T R0 e AR BT SO RO RE AR RE )

o BECFRERLAT RS AT DARE B Gty 2EXF HE i 2250, TS BEALL MOT B 22 50 DA R e 4
o

ik BRSSP RN R KGE ), AU AT BkAEGEJs . BN, ESP32-C6 itk Ji 3CHF Zigbee 3.0
J Thread 1.3, {H2BUA 1 AT S5 S8 AR SCRFX MR ICZ M

1.2.2 AT 8k Jj Rk md

AT BEJ7 0 SR B A A 4R (A AT [0, T DAHE Bl R SE BLTC R I RE -
o QARAEAN T ESP32-C3 WA TR AT BATRES), WS HAT & 45

%

o QREAENT H ESP32-C3 ith A ANEI Y AT [E{4-ThRE, ES% ESP-AT B 1 % 7+,
NI T A B XTI AT [t o

iYal ToLkINRE R AT B4 | 1A

ESP32-C6 | Wi-Fi 6 + BLE 5.0 v4.0.0.0

ESP32-C3 | Wi-Fi 4 + BLE 5.0 v3.3.0.0

ESP32-C2 | Wi-Fi 4 (& BLE 5.0) v3.3.0.0

ESP32 Wi-Fi 4 + BLE v4.2 (+ BT) | v3.4.0.0

ESP32-S2 | Wi-Fi4 v3.4.0.0 7 [ A P F o =5 1 ESP32-C 251

* (& BLE 5.0) FIR AT BPFI5 S0 SCRMEINFEIE T DhRE, (R A [ 1 R e 85 e I e
* (+ BT) FIR AT T P SR 2 A IR, B AATRIE F R 5 o BE .

s WSS R, R EESR AT [BElfF. SEA R, 1l R BTER X R 55 A 5L
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TR AT AT [S19T: ?

ESP-AT [5 {47 PAF JURH SRS, Hob T sl 4 PR 00 T AR A B SRS, SR BA12E Rt B
TR

B R REE (R5)
GitHub 1\ 1% [ 14

5B A dh B 1
BATRIFHY B I

PPRARIEE (He42) PP RATRRSIE SR KA RIE R BB OB, IR
P ANl e o A AR R, P SR P e Rl JRL I A, R T ] 3 B AR 8 OTA il 55
ST AR P T R AR e A e s T H TR, UL et B WO R AR . R E Ty
WA SR RO, 0T DARRYE A2 #k 2 07, B AN A A AL S (P A 20 ) 1 A 7 I

o JBUEAR: ESP32-C3 AT B 14

o LA

- T

L

— BREE O TAR R
o R

- HHENIK

- A HEBAA TR
« ZHEIH:

- B

- B FHRARTIES

— 5 % ESP-AT [ {4 35/ A SRR AEE i 241, 1557 ESP-AT GitHub 1 11 readme.md

GitHub [ 7F - GitHub I PF R 4 0OR AU HE% 2] GiHub I8 S AR IR EI R IR B [ 7 A1 R 2
PEAIE(E, S PRI A A 1, 3R B 5 R AR 4 1 I RSCAS A P (R AT 1 5 A1 Y 1]
P, HAPE v AT AR OTA M5 & T E 1

o PPURIE: WS H 4TI GitHub T 3R # 160 R A AT B # .
o A
— SCIPESR, HTAYRR PRI A MR S ) 4 ok
- A E BRI U, anET SDIO @i B fF . BT SPL IR &I

— PRIUE A TAER I
o B BT ARIERUAANY commit A B FECER S SE RN, WRESAE LR, HEEH
e R I

ESSBETE B SBIEE1EE UE S SR I AN B e B, 5T E R e
LT H R, AR BHORH LB OU T, 4 UART 3453 . UART GPIO % %S 51458, It
P 0] B AL T R 8% OTA IRS5 25 TR [
o KTWTBERSHON, S Hapy T3,
A
- AT EE G .
- BEPFRE . AR,
o BN FREALTAARBE R, ERRIC, ERERRA A .

FATS PR R SR T YO K el R A 5 . 52 H OBE OTA IR%5#5PASCF; OTA I
HE.

o KT AATH IR, S5 KikthiF ESP-AT 142,
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o fai: TIRE. R A SR,
o BRI E OIS HI

MR EHERENIIE, HEFET 0 R 5o & &R AR B ) 43 S2 T KRR AT B, R a2
W2 HIEE, RS T master 4337 AR AT [E{4,

1.2.3  BiH oWy
TH R E R B, s RN WO SR EETT A T AR AT o R H R0, RERSHE B b A g

e, PRAERECEANERAERE Sy, w0 F A FETTH ], RERSHE B D o RESR MM BEE , PEREDLIE, 4R
P RRCR AETTH S, e B RN E CL U, SEBL e PRI R A

RS A AT ay B0, B ST R Linux RGN TF A

13wk

AT AN HANGER AT [EF . A AT i AR AT Wi B 75 SR DA BB 7 2 1) ]
.

ARSI AT FEF SR A, 8 RBHEGE R AR, PR 7T S5 ESP-AT Bl 1+ £ 5t
SR AEEAE ] AT BOAE ), ATASH 4o T B AT 3% 2 & e SCRY SR

1.3.1  wfkdEsS

2 1: ESP-AT L r i i

it IhgE

ESP32-C3 T &Mt ML

USB %dis2k (i%4% ESP32-C3 1 & A fll PC) NEkE A R

PC FAL, RRRE T R E AL

USB %ii2k (%4 PC 1 USB #%; UART H: [1f55R) ik AT g4 00 AT W | Bs i 3%
USB #; UART H: 14555 4 USB {55 TTL {55

FEIT2E (3ERE USB % UART R 1Bl ESP32-C3 JT A | Kik AT fnd. eI AT i B

o LM 4 HORLFRLR 3 ESP32-C3 JF A MURT USB % UART 3 LIASH, H AR G4 (ff i A (4R i 4
haE, R 2 MHIRAER TX/RX B,
o QARG 2 ESP32-C3 B4, TR @JF A& tl, Wil UART/USB bk, GG 290 f
UART/USB &l (£ https://www.espressif.com/sites/default/files/documentation/esp32-c3_datasheet_
cn.pdf > FEAE L), [FIFHEZW R AT REZ—:
— T4 1 Strapping & (23 https://www.espressif.com/sites/default/files/documentation/esp32-c3_
datasheet_cn.pdf > F&77 Strapping 1 ) , JEA-42% ) A M L P-E AL RS
- WS SIRAT+RST=1,1 iy %, BEAT 2

1.3.2 ESP32-C3 %1
ESP32-C3 ZFI 4512 N B ESP32-C3 its i (RS 4H/FF & M, f514n: ESP32C3 MINI £ %1% % . ESP32C3
WROOM Z 51|44 .

ESP32-C3 AT R Wi UART #2111 : UARTO JF T #&E 4% H Hd, UARTL T 4% AT 4l
e AT mRy . B AL, UARTO 1 UARTI ¥{#i ] 115200 B4R 1S .
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[6[c 06 0]

[c[coo 0o

Kl 2: ESP-AT il {s{ A {34 R B ]

7 2: ESP32-C3 R I {F A I 70 i

IfifE ESP32-C3 F & #f/4E2HE R HEE&EH
a ET

TR H S UARTO PC
« GPIO20 (RX) . TX
+ GPIO21 (TX) « RX

AT 674/ vy 2

LR UART1 USB %% UART #3 11 itk

+ GPIO6 (RX) . TX
+ GPIO7 (TX) « RX
« GPIOS (CTS) « RTS
« GPIO4 (RTS) « CTS

BEW] 1: ESP32-C3 JF A Al PC 2 [A)f¥)AE B E4 O N L AE ESP32-C3 JF A b, B /1) USB Kidnzk
HERTT S AR AN PC HIH]

BEW] 2: CTS/RTS 451 ARG BE PR AT RERS A 5 H2

ESP board Download/Log output

USB to serial converter ESP board USB to serial converter
RX ————— TX

™

RX
cTS RTS
AT command/response ~ ATS cTS

K 3: ESP32-C3 RAE(F 4 = &
WA T AT ESP32-C3 MU I TIE S, 1S5 M WAL HARKAK 15
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14 PR

ARG LA ESP32-C3-MINI-1 415 Bil, /43 fnfe) T 4 ESP32-C3-MINI-1 BN AT [, DAL ey
PR B4 E, HE ESP32-C3 RNt n] %430

TNEABET AT B2 BT, IR EC B IERTRAEE, B 2% 0 it ik,
TR RS, AT BOAFECEI SR e A e . BIRISHESP-AT Bl # £ 3¢

141 T AT Rk

I DA T 2B AT BN #E PC:

* HIFEAT 12 #+
HEN R BLLIT R AT [
o AT Y SR I T 2K

BeAh, AT E T ESP32-C3-MINI-1 %W [ ESP32-C3-MINI-1-AT-V3.3.0.0 [@E{f, ZEAME S
SERE S A A bin SCHAYRUTT, HE ESP32-C3 R AL [ (41 H Sk 451 ) bin LA ZH 41~/

@

— at_customize.bin /] Z %Rk

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT B & X bin X #

F— mfg_nvs.csv // &7 ONVS o K B R 4 B
| L— mfg_nvs.bin // EF NVS 4K bin Xf#
— download.config /] O BEEHW SR
— esp-at.bin // AT A E

— esp-at.elf
I— esp—at.map

— factory // BEFERENAFH bin XH
| L— factory_XXX.bin

— flasher_args.json /! T ERBEE R WER

— ota_data_initial.bin // ota data X A7 # &

— partition_table /] — % KAk

| L— partition-table.bin

L— sdkconfig // AT BN EERE

Hrr, download.config UL BEREFHISEL:

——flash_mode dio —--flash_freq 40m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

0x60000 esp-at.bin

e ——flash_mode dio {FEMHE R AN flash dio B HEAT401%F

* ——flash_freq 40m fQFRULER A EY flash 8 HH % A 40 MHz;

e ——flash_size 4MB{UFE IS Y flash F/)NK 4 MB;

* 0xd000 ota_data_initial.bin f0EFF 0xd000 HilikEEsF ota_data_initial.bin {4,
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1.4.2 35k AT BIEE %
TR R B 2 G B BT T ¥

Windows

TFUGRBERZ AT, 5 T 3K Flash TETH. BEA K Flash PR THRIING, HSHEGHEH doc XK.

* $TJF Flash N T H;
o PR RAL (A, FATESE ESP32-C3,)

o RIEEITE kaﬁ?%~ﬂli1’ﬁ%ﬁ (Jead, FATIERE develop, )
o MIEHMTREFE M TR (B, 1% vart. )

" a1

] DOWNLOAD T..[ = |[ =@ |[ == |
chipType: [Espgzca v]
workMode: Ide"'E|DP v]
loadMaode: Iuart v]

‘ oK ‘

Pl 4: [T OE B

o FF AT [Efpesk 2 ss, PAF PR Rk H—:
- HETHITEFNEZEL () build/factory HFEF T factory_XXX.bin) & 0x0 #f
hk: ZJ3E “DoNotChgBin”, fiff FH & 7= [l {4 (1) BRI L B ;
- IR EZ A bin U AR AL HRAE download. config SCAFHEATRCE, 574k
“DoNotChgBin”;

N T sk R B, AR F AN R 2k D ) COM i 15, #/\}\ “COM:™ FFIFR PikEi%
H5 o A KA b H SRR N FE 2% 11 Windows _E 25 i 1

P SE UG, Wit & AT B2 T hados .

Linux 3¢ macOS

FUaFER 2 H, LS esptool.py.,
PAURPIRN T AT —, 3 AT B RS

o BHTFEEA bin BRI HHE: AL A4, it PORTNAME fil download.config &
18

esptool.py —--chip auto —--port PORTINAME --baud 115200 --before default_reset —-
—after hard_reset write_flash -z download.config

+F PORTNAME Bl T B R 8 DA FR, A EICVERE 1% O 4R, 1§2% 1£ Linux fil macOS
B

+ download config Bz S5 %.

PAR 2S5 5255 & ESP32-C3-MINI-1 4 A 4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —--

—before default_reset —--after hard_reset write_flash -z —--flash_mode.
dico—>Fflash freg 40m —flash-si AMB-0x3000 partition_tabl
N g e = (T IR
—partition-table.bin 0xd000 ota_data_initial.bin O0x0 bootloader

—bootloader.bin 0x60000 esp-at.bin 0x1e000 at_customize.bin 0x1£f000.
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|]. v iEHL » OS(C) » bin » ESP32-C3-MINI-1 AT Bin V2.3.0.0 » ESP32-C3-MINI-1-V2.3.0.0 » factory

BEEES v L RE FETE=E

-

=

|7] factory_MINI-1.bin J SPIDownload ] HSPIDownload ]

|| factory_parameter.log

E]@ 2
E]@

E]@

E]@

E]@

e §
SpiFlashConfig
SPISPEED  SPI MODE DETECTED INFO

g
@40MHz O QIO
e I []LOCK SETTINGS
©80MHz  © DOUT
©) FASTRD

Download Panel 1

. -~
START sTOP " ERASE l CORL COM73

BAUD: [115200

Bl 5 MR AR A (REeR)

" download.config - iCE&
A REE HBRO) EEV) EmH)

—flash mode dio ——flash freq 40m ——flash size dNB
ParTItIon. E/Dar 111100 Table. Bin

T e
0xd000 ota_data_initial.bin

0xf000 phy_init_data. bin

0x0 bootloader/bootloader. bin

0xB0000 esp-at.bin

0x1e000 at_customize. bin

0x1F000 customized partitions/ble_data bin
0x3a000 customized partitions/matt_key.bin
0x27000 customized partitions/server_key.bin
0x3c000 customized_partitions/mqtt_ca.bin
0x2d000 customized partitions/client_kev. bin
0x2b000 customized partitions/client_cert.bin
0x31000 customized partitions/factory_param bin
0z2f000 customized partitions/client_ca. bin
0x38000 customized partitions/matt_cert.bin
0x29000 customized partitions/server_ca.bin
0x25000 customized partitions/server_cert.bin

@ 40MHz  © QIO

) 267MHz  ©) QOUT

© FASTRD

Download Panel 1

[T]LOCK SETTINGS

oMz @00
O sz ©pout

IDLE

it
l START " sTOP " ERASE lmM‘ com72
BAUD: | 921600

B 6: M EZA MR A (RdEeR)
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(% E70)
[ |
o HZTHEITOH B E 0x0 Hihtk: # APL T4, &t PORTNAME fl FILEDIRECTORY &
g

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME FE3 i I A WP F 8088 A FR, A TCEN € 1% N 48K, 55 % 1£ Linux £l macOS
FERW.
$f FILEDIRECTORY Fre sl (L & i) i 7= B i SO AR, I OLT, XFé 2 factory/

XXX .bin,
PAF 26 [ Bt & ESP32-C3-MINI-1 B4 # A 14

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio -—-flash_freq 40m --flash_size 4MB 0x0 factory/factory MINI-1.bin

PRSEE, e E AT B2 G R s .

143 FiA AT [IfF & S Resk )

TR PA N P IRAG A AT [ he Rl

o ¥THE O T H, 1 SecureCRT;

o BRI SRR T ke AT Ay AR EE I (RIS LA 4R ) ;
o JRHREE: 115200;

o BEfL: 8;

o &0 : None;

o fEIEf: 13

* Jiif%: None;

« A “AT+GMR” 14>, If H#f7 (CR LF);

FATR TR, WNE OK, 2R AT [ {Fhes s 2«

AT+GMR

AT version:3.3.0.0(3b13d04 - ESP32C3 - May 8 2024 08:21:54)
SDK version:v5.0.6-dirty

compile time (be332568):May 8 2024 08:51:33

Bin version:v3.3.0.0 (MINI-1)

OK

T, EFEEE AL sz — K ESP32-C3 &AL H &
Jitk1:

o ¥THE O T H, 1 SecureCRT;

o I EEEHT “TEEMAAE HE WD, BIOEFES S EE,

o JEHRE: 115200;

o HlEf: 8;

o KuB{i7: None;

o (EIRfL: 1;

o Ji¥E: None;

o BRI AR RST 4, 25 H &R A H B, WA ESP-AT [E {42 £ IEMHIiHIL T .
Jjid 2:

o FTHMAH O LA, 4 SecureCRT;

o HRI: AraiEEEH T AR RN AT ay /My SR DA AT CFEE A HE B,

IR IS 0 6 1 iE 3
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W 115200

o BEfL: 8;

o K5{7: None;

o (IR 13

e Ji¥s: None;

o FERERBIRIL “AT AL/ (FE D AAT+RST w4, HH#4T (CRLF), #F “ k& /4 H
HE” fa 0 HEF IR HEMEL, W5 ESP-AT BB £ IEFPIHL T .

ESP32-C3 JFHLH #&:

ESP-ROM:esp32c3-apil-20210207

Build:Feb 7 2021

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:2

load:0x3fcd5820, len:0x16b4
load:0x403cc710,1en:0x970
load:0x403ce710,1len:0x2e90

entry 0x403cc710

I (31) boot: ESP-IDF v5.0-541-g885e501d99-dirty 2nd stage bootloader

I (31) boot: compile time 14:34:08

I (32) boot: chip revision: v0.3

I (35) boot.esp32c3: SPI Speed : 40MHz

I (40) boot.esp32c3: SPI Mode : DIO

I (45) boot.esp32c3: SPI Flash Size : 4MB

I (49) boot: Enabling RNG early entropy source...

I (55) boot: Partition Table:

I (58) boot: ## Label Usage Type ST Offset Length

I (66) boot: 0 otadata OTA data 01 00 00004000 00002000

I (73) boot: 1 phy_init RF data 01 01 0000f000 00001000

I (81) boot: 2 nvs WiFi data 01 02 00010000 0000e000

I (88) boot: 3 at_customize unknown 40 00 0001e000 00042000

I (95) boot: 4 ota_0 OTA app 00 10 00060000 00140000

I (103) boot: 5 ota_l OTA app 00 11 00230000 00140000

I (110) boot: End of partition table

I (115) esp_image: segment 0: paddr=00060020 vaddr=3c170020 size=3bd30h (245040).
—map

I (175) esp_image: segment 1: paddr=0009bd58 vaddr=3fc95400 size=03884h ( 14468).
—load

I (178) esp_image: segment 2: paddr=0009f5e4 vaddr=40380000 size=00a34h ( 2612)._
—load

I (181) esp_image: segment 3: paddr=000a0020 vaddr=42000020 size=167al0h (1473040)._
—map

I (497) esp_image: segment 4: paddr=00207a38 vaddr=40380a34 size=1486ch ( 84076).
—load

I (518) esp_image: segment 5: paddr=0021c2ac vaddr=50000000 size=00018h ( 24) .
—load

I (525) boot: Loaded app from partition at offset 0x60000

I (525) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200
module_name: MINI-1

max tx power=78, ret=0

2.5.0

MR AN T ESP-AT TA%, 5 FJ3EESP-AT 2 1t 4 .

WG E ST QT ) ESP-AT, 359 e it Rk 2, FEBD R BURECF AR O, PRI b de, TR
B RE LA S A 2 TR AT 22, IR R R A8 3, 1 ANl R Eomnbesk AT FfE.
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Chapter 2

AT [ilfF

2.1 RAWRIREE

FERE TR RS 0. HAT, REERAT T UAR ESP32-C3 RIBIALH) AT [ 1F.

e
¢ v2.2.0.0 ~v3.2.0.0 fR A< AT [E¢E3 % # ESP32-C3 ECOO (Rev v0.0) ~ ECO4 (Rev v0.4) &1 H ({1
3 ECOO0 F1 ECO4).,
e v3.3.0.0 iR A AT [Ef4E: 74 ESP32-C3 ECOO (Rev v0.0) ~ ECO4 (Rev v0.4). ECO6 (Rev v1.0). ECO7
(Rev vl.l) &Y.

o AREAHHE B CRBALR AT DA AT BOAE R, W58 EEESP-AT B # £ 5+ SO, %R
BT ORIF ESP32-C3 AT [{F7E CFFAY iy 46 . RECFBCE AT iy 25 5, A BD il po il
REPRRC B TE A AT BOARE (T

o QUERGEANEHE Y AT BfF P NRIRCE, @R AEatpy T F B AT [EFHF A SORTE AT B

— 147 UART f. &

- M52k Wi-Fife &

— WSEGE B A B AR E
— 147 GATTS Fe &

2.1.1 ESP32-C3-MINI-1 &%

v3.3.0.0 ESP32-C3-MINI-1-AT-V3.3.0.0.zip (#%%)
v3.2.0.0 ESP32-C3-MINI-1-AT-V3.2.0.0.zip
v2.4.2.0 ESP32-C3-MINI-1-AT-V2.4.2.0.zip
v2.4.1.0 ESP32-C3-MINI-1-AT-V2.4.1.0.zip
v2.4.0.0 ESP32-C3-MINI-1-AT-V2.4.0.0.zip
v2.3.0.0 ESP32-C3-MINI-1-AT-V2.3.0.0.zip
v2.2.0.0 ESP32-C3-MINI-1-AT-V2.2.0.0.zip

2.1.2 iTBY AT A %A
WHBEITH AT AL A SCRSTT TR TR AS B A, SRR iR A (0 R A 0«

13


https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V3.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.2.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.2.0.0.zip

Chapter 2. AT [E{4

AR LA /N :

* T3k ESP32-C3 AT % 7 i B 14
© AT EJfE R AT [P0 202t b SO S AR R

Frik: R SRR T RS BATRE SR TR e 7 R AL AR A A A, BT
VN F B SCEAT R 3

2.2 AT BilfFwigr

ESP-AT [ {F0 & 73 TN ReE DI Re R —Bh il S

build

— at_customize.bin /) ZHaRk (APaKk, |87 mfg_nvs £ K MU Ko
—~fatfs K oy R % H i fo o B A A)

I— bootloader

| L— bootloader.bin /] BB g

— customized_partitions

| L— mfg_nvs.bin /) BT RESEH, FHENFELEXTH mfg_nvs.csv
— esp-at.bin // AT A E #

|— factory

| L— factory_xxx.bin //

SR ENRHN _H#FHXEELE, CEAURBRIAXFERBEHI N 0 B flasho

> Z ¥, R#FMRE download.config X H P HE LK E T A # # X% x5 flasho
o Xt R AR WA MR B 1

— partition_table

| L— partition-table.bin // — %4 K %k (A% 4 K %)

L— ota_data_initial.bin // OTA #% 18 47 45 b X
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AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: BHEMRAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: ¥ E 1% 1% 45 X AR B9800 Ak 10)
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

AT+SYSTEMP: EHUE F N4 IR

15



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b

e <mode>:
- 0: )7 ESP32-C3 -k A IEH B
- 1: )5 ESP32-C3 Jf-k A R4 R X

B

o WAREEISCEUN R, WA R R LI B A ik ESP32-C3 #E A AR, XA ] DAFERE (4 b
4 Boot &M,
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3.1.4 AT+GMR: #HHRAEER

WA %

v

A

=

AT+GMR

W i <

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.DJERRAE R, BNIAE esp—at/components/at/1ib/ HFE F. 1L
T2 PRV, ToIFRCT R .

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

» <Bin version>: AT [& {4 A5 H. WAE E 7] PAYE menuconfig /4. (python build.py

menuconfig->Component config->AT->AT firmware version. )

|
o AREAET ESP-AT [ ¢F A AR R, 5 Sehe it AT+OMR IRAE B

il

AT+GMR

AT version:2.2.0.0-dev(cad4lec4d - ESP32-C3 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: i Y i [ 71 S SR AT i 4 B fin 4 S8 %Y

W ) :

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK
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<index>: AT 475

<AT command name>: AT fy2-%FR
<support test command>: 0 FRALFF, 1 FTR(H

<support set command>: 0 F/RATFEE, 1 FRLFH

+ <support query command>: 0 F/RATE, 1 LRI

<support execute command>: 0 FRATF, 1 FRIE

3.1.6 AT+GSLP: j}i A Deep-sleep Fiz,

BE A

A

AT+GSLP=<time>

Wi 3% ¢

<time>

OK

BH

o <time>: BI#FUEA Deep-sleep YIS, H7: ZFb. BUENTRIE]G, BA HIhMeEE, T8 G HERR

WREEAE , SRS AR o
- 0 FRor B E S

— #r K Deep-sleep <22 28.8 K (2311 ZF#b).

it

o BTN, P ik A Deep-sleep B9 Frmf & HHBIHC Z A S AFAEZ S

3.1.7 ATE: JFpsk Yz AT vl i ohfe

* ATEO: 5X[[al 2
« ATE1: FFJ[E &

Espressif Systems

18 Release v2.3.0.0-esp32c3-862-g7b9487c20f
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 3. AT Ay d4E

3.1.8 AT+RESTORE: &)

WA %

v

A

=

’AT+RESTORE

W i <

[ox

]
o LA RHERICE A7 E] flash (S8, TR NERASHE.

© BITIRM S ERRE.

3.1.9 AT+SAVETRANSLINK: ¥ H-#lL Wi-Fi/Bluetooth LE i# L i {5 &

o % B FF AL N TCP/SSL i 15 42 X 4% 8.
o % FFHLEEN UDP i 14X 15 8,
o % F FFHLiE N BLE 5B A X AT 8

BEEIFHLEEA TCP/SSL ZE L BEAH R

B WA

’AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>]

W

’OK

ZH

¢ <mode>:
— 0: ] ESP32-C3 LHi#EA Wi-Fi if 542X
- 1: JF)5 ESP32-C3 AL A Wi-Fi i f£ 45X
o <” remote host” >: FIFE SR, FRmns IPv4 Hihl . IPv6e Huhl, w4, il 64 535,
* <remote port>: i I {H
o < type” >: FELFERESE, FonfEimidsA:” TCP”,” TCPv6”,” SSL”, uY “SSLv6”, BRiA{E:” TCP”
o <keep_alive>: Pl B E#: ¥ SO_KEEPALIVE 3 (&% : SO_KEEPALIVE N47), Hfii: #b.

e JEREl: [0,7200].
- 0: Z&Jf] keep-alive ZHEE; (BRIA)
— 1~7200: JFJ keep-alive Hjfi. TCP_KEEPIDLE {3} <keep_alive>, TCP_KEEPINTVL i}
1, TCP_KEEPCNT i % 3.
o ARy <keep_alive> ZEHAT+CIPTCPOPT 411 <keep_alive> ZEUHE, H4YH
H G E R AT UE « WERIBITA M LI AN E <keep_alive> 2%k, MBIAMEH kB ERIME.

el
o RREN Wi-Fi FFHLE # X F BRI NVS X, HSE <mode> hy 1, Rk EHAZNHEAZLE
X WEBER
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il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a21:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFPLIEA UDP AL R

i fra

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox

B8

e <mode>:
- 0: 5[] ESP32-C3 [ HL#E A Wi-Fi if 42X,
- 1: JFJ& ESP32-C3 L HiiE A Wi-Fi i f£ 42X,
o <” remote host” >: FAFESH, FoRmmns IPv4 #itl. IPve dihl, Si%. FKh 64 F5.
« <remote port>: il I {E
o <7 type” >: FRHRSE, FoRtEiHdiAl:” UDP” m “UDPv6”., ERINfH:” TCP”
* [<local port>]: JFFAL#EA UDP &R, i1 F i 4 s 11

B
o AREN Wi-Fi FHHLE £ 42 X A5 BARTELE NVS X, #HZ% <mode> 2 1, FR_EHEBIHEAEE
X TEEER.
o QIR ELT IPVO 2% 7837 —A> UDP &40, 35HATPA T Ak
i AP 374 IPv6
% BAT+CIPV6=1
H T AT+CWIAP iy 23R B3 —~ IPv6 Hiht
(A3 WAL AT+CIPSTA? iy #6528 ESP32-C3 27 3k EF| IPv6 Hihl:

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

BEIFPLYEA BLE B R

wE

’AT+SAVETRANSLINK:<mode>,<role>,<tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<peer_addr>

W

’OK
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e <mode>:

— 0: %4 ESP32-C3 FHiHEA BLE if 1245 X,
- 2: JFJ8 ESP32-C3 [ HiJEA BLE % 242 X,

e <role>:
— 1: client f3 {8
— 2: server fi {4,

o <tx_srv>: tx [R5 75 . AT {E8 GATTC B}, i1 AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
V£l GATTS B}, @it AT+BLEGATTSSRV? f54-251] .

o <tx_char>: tx R &5 . AT E R GATTC I, il i) AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
AR 1N GATTS K, i3t AT+BLEGATTSCHAR? £ 425 .

o <rx_srv>: 1x [R5 F5. AT {E8 GATTC i, 4 AT+BLEGATTCPRIMSRV=<conn_index> iy &%
W3 VN GATTS I}, @3 AT+BLEGATTSSRV? 425 .

o <rx_char> :rx R 55 4HIE 5 . AT 1Eh GATTC B, il #+f AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR MEN GATTS B, i iFAT+BLEGATTSCHAR? fi 445 .

e <peer_addr>: X775 Bluetooth LE H#iihik

L

o AER BLE FF#LiE £ 42 X 15 BARAFAE NVS X, S8 <mode> 4 2, TR _FH H 3 A Bluetooth

LE & 42X, FTREBEAER.

il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL:

A a4

zs

¢ B M BB P A A ik b

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

OK

LA

A .
"ﬂé’\'

’AT+TRANSINTVL:<interval>

o <interval>: FAEA&iE[EfE. B0 280, BRAE: 20, JEME: [0,1000].
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e

o BEMSUN, 2 ESP32-C3 A UART Bl 2B, An i sl iR ) R T2 F 2920 77, 4%
WS R R 2920 T —HAYHIE T Kk, ISR <interval> ZRuEERICE] B
RTEET 2920 F45 F R A5 .

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> R/, FTRAREAR ] HMSOR As B B A i, AFL S 38 I isORR 5cdha ) 94 2% a8 4
WHL, — R T A RE

2N

/) R BB BKE R R
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

AT+UART_CUR?

W i <

+UART_CUR:<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

OK

v e
ST A

R

/7,’\

=

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
— ESP32-C3 4 SHHEIEY 80 ~ 5000000
* <databits>: HHE{7
- 5 5 bit Kl
~ 6 6 bit KR
— 7: 7 bit Fidfa{
— 8: 8 bit Fdla (v
* <stopbits>: {5}
— 1+ 1bit 31k
- 2: 1.5bit fE 111
—~ 31 2bit IR
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AMlREHEE
- 1: {¥ifg RTS
_2: ffifE CTS
- 3: [AHH#TRE RTS I CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
tifn 4

e

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

ke

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

o <baudrate>: UART %R

— BSP32-C3 i%4%: 49 H A4 80 ~ 5000000
o <databits>: (v

— 5: 5 bit HEAL

- 6: 6 bit FEAL

— 7: 7 bit FEAL

— 8: 8 bit K
o <stopbits>: 15[ {V/

— 1: 1bit 2147

- 2: 1.5bit fg k17
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— 3: 2bit {2 -7
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: Afifgimis
- 1: {#igg RTS
- 2: fififg CTS
~ 3: [FIWH{iAE RTS Fl CTS

BEW]
o BUE S UCRORAFAE NVS 70X, 43 B B LM IR A 2L

o {1 9 45 2h R T O R A 19 CTS/RTS 4 M, 1% 7% W2 #+ £ 4% Ml components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF-115200,8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

"ﬂ4>°

’ AT+SLEEP=<sleep mode>

Wi 3% ¢

’OK

BH

* <sleep mode>:
- 0: ZEHIREARAI
— 1: Modem-sleep #={;
« BA Wi-Fi 3
- SPPRBLHCRRYE AP ) DTIM & ) X
+ H1 BLE #i=X
- £ BLE 78R8T, ST HeREAR )4 18] B e 15 ¢ 1A
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- 7F BLE 28T, SHSIHCREAR H 2422 [a] B 2 1 9% 1A
— 2: Light-sleep #z
« IG5 Wi-Fi fHiR
- CPU K H Bk AREAR , SFPATAREHORE: 5 P4
+ B Wi-Fi #512{
- CPU ¥ H shik ABERR , SHA U RARIEAT+CWIAP 54X B listen interval
SR 5 A
+ A Bluetooth Fz;
- 7€ Bluetooth | &7, CPU ¥t H ik ABENR, SHIBHtRRAR I 15 ] B i 19 5¢ P4
- £ Bluetooth 7278, CPU K HaiE AREHR, bt R AR 212 ) b i 11 5% P4
+ Wi-Fi A1 Bluetooth FE{FAFFL
- CPU ¥fH 3 iiF/\ﬁﬁﬂE o SFPABASTHRORR AR H 5 AR O A
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fHER
- BPIEIHOR AR IEAT+CWIAP fin 2% E Y listen interval ZHUE M KM
+ B4 BLE 5z
- £ BLE JHEAS T, SPAURTHORE AR 4 5] B o 151 2 A
- 7E BLE ST, SHSIHCREAR S 2422 [R) B 2 1 5% 1A

Bl

o A HERIRAX S, Bluetooth LE RAT ARG #I 4Rk . 24 Bluetooth LE #JUA L5, AT PAZE F A AR AR
Ko

* Modem-sleep f5xC il Light-sleep #5:X3 1] PAE Wi-Fi #0835 BLE #5:0 FE, (HAE Wi-Fi fz0F
XA HBBTE station BN iKE

o X Light-sleep #ixXHT, BWIRHTEITAT+SLEEPWKCFG 6y A BE B I MR BEyE , 75 WSR3 4
B EH AT REIRR S

* X Light-sleep 83X J5 , 4154 Light-sleep M A5 (44 AN 2 0], 145K B 2hE A BEIRAR L, 24 Light-sleep
W TR 2K 6 JE I, 152 RE B Bl A R HRAS K o e i

 XfF BLE #i:X N #Y Light-sleep #5538, F FrnZiinfff 4% 32KHz 4%, 750, Light-sleep #3023 PA
Modem-sleep = T AE.

o AT+SLEEP £ 75013552 S0k Sleep AT 7151 .

2N

AT+SLEEP=0

3.1.14 AT+SYSRAM: iy Y fij sl e i as Rl Mg /DA ]
i) 4

LT

AT+SYSRAM?

Wi i <

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

e <remaining RAM size>: Y[ GxHEZS[A], BA7: byte
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« <minimum heap size>: ZFTHATR/DESS[E], B byte. 24 <minimum heap size> /INTE{IE
T 10KB Ff, ESP32-C3 ) Wi-Fi FMKIIFEME A DI RE T E L 325210

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: #ify/it s 251 s a1
HihR A

ik
E Y H RGN E RS

mlé>:

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

BE A

&

i
WERAGIURNMEE . CRETREE IS E M AT JHE, 8 AT+SYSMSGFILTER fi5 %
A

’AT+SYSMSG:<state>

W] )
[ox
* <state>:
— Bit0: jB} Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2744 Bl R = &,
* 0 AFTEN
© FTEJ +QUITT
- Bltl $f§ﬁj‘%ﬂ_‘1ﬁhu\§§£
« 0 I BB R(E ., Q1 XX, CONNECT
« 10 i FE 4 3R 78 {5 ., Il +LINK_CONN:status_type, link_id, ip_type,
terminal _type, remote_ip, remote_port, local_port
- Bit2: EBRRESERER, @ T Wi-Fi i 4:X,. Bluetooth LE SPP J Bluetooth SPP
+ 00 ATEHHRMEE
1: 4 Wi-Fi, socket, Bluetooth LE 5§ Bluetooth RS &4 s As i), T R{(EE, fn:
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— "CONNECT\r\n" = PL "+LINK_CONN:" FF L @i T &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

— "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

- "4+ETH_DISCONNECTED\r\n"

- Db "+ETH_GOT_IP:" F %k # %ze-ﬂé B

- PL "+STA_CONNECTED:" F L #
- PA "+STA_DISCONNECTED:" %}é’]%f\% 1<
- PL "+DIST_STA_IP:" FME T E

~ DL "+BLECONN:" FFk #y F fF &

- PL "+BLEDISCONN:" JF k@i 7 fF K

ﬁﬁn‘
e[
—S
mny
g

]

o #AT+SYSSTORE=1, P& SURHIRIFAE NVS 231X,

o FiEBIt0 Ky 1, B Wi-Fi if X B8 +QUITT,

o« % Bitl K 1, ¥ £ ¥ WAT+CIPSTART FIAT+CIPSERVER iy 4, % % ¥ # /&
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” ERTIZ
2 “XX,CONNECT”,

Bl

/) BH wi-Fi BEBRANATHRT FEA
/) EEWRTHFARET R
/) EBERSAXEAXBATAREEL

AT+SYSMSG=2

%\7\\

B

/] HEHE KX T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsZEH R4 8 0kE
A i fir &

e
E TR W EYSSuR/ bk ey

[k

AT+SYSMSGFILTER?

Wi i ¢

+SYSMSGFILTER: <enable>

OK
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N

A

Dy
F’Fﬁj Fﬁ%ébfﬁzu\ }:E

O e
iy

’ AT+SYSMSGFILTER=<enable>

o] 7 <
[ox

S

¢ <enable>:
-0 BHARGHEELE. REBIME. 25, REHEASER BN IERTE.
D EHARGHEEMAIE. TFEE, REH BIE N R UTE E R EdE S8 AT gk, MCU
TAWﬂ M AR E N F B VTR EEdE, & FEAEEAE MCU.

e

o W5l AT+SYSMSGFILTERCFG iy 4 E AR iEds , Rl A a4 a8 el 8t 24000 Bt g,
SRS MRS 4 ) R GE T E L

o TR AT+SYSMSGFILTER=1 1%, WG B RS SIS E L EE I, Bk AT IR
TH R T .
o TEHENEEAEX B, AU FHAT+SYSMSGFILTER=0 4, 25 R4 Bt g,
o GIARRET AT TR WRIFA, WM AT APIs S8 AT 64 1R &% .

// JREW AT A4 BB KE. BHE LS W AT+HSYSMSGFILTER.
ARk, RAEHRFEW AL %E MCU (AT+USERWKMCUCFG # 4 X H B MCU % B I ) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ BEHAES RN AT A O BB L E. HIE S Y AT+SYSMSGFILTER.
A (WEEH) , XEHEWN AL % E MCU (ATHUSERWKMCUCFG 4 4 % & B MCUL
B E) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B EE MCU HE M AT # 4 O W I A% . KA LS4 AT+SYSMSGFILTER.
A, ABEHE S B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ B A K % B MCU y]ﬁtfﬂkﬁﬁ]% aﬁ AT @4 O W HELRE. KE LW AT+HSYSMSGFILTER.
AT (WEEA) , A2 HKEM 2% B MCU (AT+USERWKMCUCFG # 4 % B B MCU_
B E) .

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);

Bl GRS ZGE iR,

3.1.17 AT+SYSMSGFILTERCFG: #ify/fitE R0 6l ie s

o HamidiE R
hd ;%r/\ﬁﬁ'ﬁl\/v 5
o ¥Whe—A e R
° 7%”‘? "/\ f/@

B 3 28
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n

=

it i

%

iy A

s

O A .
"ﬂ/?\‘

AT+SYSMSGFILTERCEG?

Wi i ¢

+SYSMSGFILTERCEFG: <index>, "<head_regexp>","<tail regexp>"

OK

S8

o <index>: JIPERMIRT].
e <” head_regexp” >: SLERIENFEER.
e <” tail_regexp” >: REIIENFEERK.

WERAT L DB 2

BEmA mA

’AT+SYSMSGFILTERCFG:<OperatOr>

W

[ox

S

¢ <operator>:

- 0: JEBRFTA L uES . WG, AT DARER— L B B o S TR

il

/) T OPT R LR B

AT+SYSMSGFILTERCFG=0

Bm—A- L aE2

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi 3% ¢

OK

>

iR FRoR AT EHEA TP AT 4 SR, SUEHERT DA KR (RP - S ik =X 2R e
MFEE), Y AT W F AR JF AT <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
MRk TE B AL T

AR IR )2k e R R AL I 2R s N I s SR
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’ ERROR

LB BV B vea Vet -3 Gyl v e N SR 1P /5790 %I IS A T

s <operator>:
= 1t BEIM—AN g . — i e A AL A SR gk SN R Bk ) ik =K.
* <head_regexp_len>: SLPFIEMIZRIAAXKE . M [0,64]. WERKEN O, FRZBELEBIENFRE
FLHIPLHED, [} <tail_regexp_len> AFEH 0.
o <tail_regexp_len>: EFFIEMIZRIAFAKE . JEH: [0,64]. WHRIEN O, FZNEEHIENZFRHL
HIVCHED, [AIB} <head_regexp_len> AHEH O,

o RN A Ay B B gAY, PRl AT+SYSMSGFILTER iy 45 H B8R I R G0 B g, 58
DU MRS A0 A R 500 B A HE

o IR ARIE MRk A AF A S5 POSIX HAIENIETL (BRE) .

o 9 TG A RIE & (AT A4 1 TX ) Wbl e 98, s PO M ZGA (A ~ Ik, BT
IEMIRAPA $ 4530

o HAAARGHE WIPLe_E kAR W2k 20N e W kU, REHEA S0k, digks, &
GEH B W kAL B Rs S AT adigdel, MCU AU i ARl i W ik Ve e b
Wb, IR RAE MCU,

o MERGH LR — L IER G, AR FREEITE L E R g .

. ié‘dﬁ%ﬂﬁﬂﬂ?ﬁﬁﬁi RGHEARGEA, WASK E—FMRLHEMAZREHEGE—

o, YEATPUAC.

o MTHEMERRR R, SRR ER AR g, R Rl i AT+SYSMSGFILTER=0 fiy 4%

LB WENS PR/

il

// REEE, LHEHE "WIFI CONNECTED" R AW AR &
AT+SYSMSGFILTERCFG=1,17,0

/) A4S KRE OK f1 > J§, B A\ "WIFI CONNECTED\r\n (¥ & \r\n & A 2_
/ANFH, XN ASCIT # g @y 0D OA)

/1 FFR R GE R R
AT+SYSMSGFILTER=1

VAR o

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 1 F # ¥ WIFI CONNECTED % % W Bl &

PEARPI S % Z il AatiEr ).

MHER—A~ 3L DB %S

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢
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OK

>

iR F R AT S UHER I AT v DR, BUIRHE] DAk ABE (B S ar 2k =R B HB 1k
MZEAR), 24 AT 23 MEHR K JF 53] <head_regexp_len> + <tail_regexp_len> J5, #FTIE

kA e AR -
AR I Rk e A 2 I s e B e R, AR ] -

’ERROR

B SRV B visea Vet -3 G v 1 R S| 50 st 7 00 I IS A T

[ox

* <operator>:

- 20 MR adugdE

» <head_regexp_len>: 3 IE N SR K ., 5 - [0,64], TR EHO, N <tail_regexp_len>

AERN 0.

o <tail_regexp_len>: FEIFIFENFEAXKE . L [0,64], WHEIEE N0, N <head_regexp_len>

NEEH 0,

Bl

TR MM e 0 2 s I A 0 AL D o

il

/7 M R g o R B
AT+SYSMSGFILTERCFG=2,17, 0

o/ANF ¥, %t B ASCII A ¥ fy 0D OA)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 4 & &

/] %f& 4 RE OK A > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.

3.1.18 AT+SYSFLASH: #ifyukif 5 flash JIj J1531X
i A

ik
i flash F P43 X

Py
A

AT+SYSFLASH?

W

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK
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Ve a4
fie:
B 5. R fash J P
s

AT+SYSFLASH=<operation>, <partition>, <offset>, <length>

W

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #fRp X

-1 BAK

-2 FAaK
 <partition>: X4k
o <offset>: mfsibhl
o <length>: i K&
* <type>: JJF4rIXEA
* <subtype>: JJF/rX 1R
o <addr>: J] X HihE
o <size>: F AKX/

o [ A A5 keck at_customize.bin, FH4EE IS H 4T i 2 Lo R,

o BEERAIXHE, THSEEEERRIZ E AR X XA DA <of fset> fil <length> ZHCR5EN. B
W, 4 AT+SYSFLASH=0, "mfg_nvs" A[#ERIEEA “mfg_nvs” X,

o XTH XM L 5% ESP-IDF 4r X 3.

* ¥4 <operator> Nwrite B}, RGBS IEIEMITRE >, W DU A S WEdE, 3
PRKEN S <length> —F(.

o G XHI, EEERIZT X,

o QISR EAEE L mfg_nvs Sy XA R E, T AT+SYSMFG 14 (NVS H B EXT5AE ) . ansk
EARB A mfg_nvs 43X, 5 FJAT+SYSFLASH % (7 X#AE) .

il

/1 BB EA "mfg_nvs" oK
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" SR EHHA 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs Jf] J143 [X
iy 4

ig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 (] (namespace)
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[

AT+SYSMFG?

W

+SYSMFG: <"namespace">

OK

BBk fir #4248 I e BE YD

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">] ‘

Wi i ¢

[ox |

¢ <operation>:
- 0 PEBRERE
- 10 RERAE
- 21 B AHAE
* <” namespace”’ >: 44 ZS[H],
o < key” >: EHE, siFRCNEE. X4 <"key"> BB, S <"namespace"> WA IYEENT; &
M H BB A FTHEE R <"key "> [UER(EXT

il
o THICPIEE AED AT (NVS), T4 2s(a] . BERT AR

il

// W client_cert A XMW AMMEN (W: ERBRANE 0 EE 1
—~EF P RIEF)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # #& Z i A M client_cert.0 #EX (H: BRBIAWE o
CEEP RS

AT+SYSMFG=0, "client_cert", "client_cert.0"

DA 428 T e BV X
é\

B WA

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>,<length>]

Wi i ¢
Y <"namespace"> PAKZ GEEEA BT, 1&[H

+SYSMFG:<"namespace">

OK
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Y <"key"> NRZFSHERAE N, &M

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMEOL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: PEEREAE
- 1t SRHfE
- 20 HGABAE
e <” namespace” >: 44 a3[A,
o <" key” >: FHE, SiFRMEE.
o <offset>: F{EA M.
» <length>: {HWKE.
o <type>: FEHAYAAL.
- 1: u8
i8
ul6
16
u32
32
string
: binary

o <value>: SH{EAIEHN.

|
0NN L kW

B
o THICPIEE RS AT (NVS), T4 2s(a] . BERT AR

il

/) EBYM AW AL R
AT+SYSMFG=1

// E B client_cert ® & X 0 WA W £ 4#

AT+SYSMFG=1, "client_cert"

// #E B client_cert # % Z [l W # client_cert.0 F# W&
AT+SYSMFG=1, "client_cert", "client_cert.0"

// LBl client_cert @ % X A W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_
e
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 425 ] A 5 A BEFDO

)E’J

Tg
A frd

=l
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’ AT+SYSMFG=<operation>, <"namespace">,<"key">, <type>, <value>

Wi % ¢

[ox

S

¢ <operation>:
- 0 HEPRERAE
- 1t SRR
- 2: B A#AE
* <” namespace” >: fiy4%3[H.,
o <” key” >: B, siFROME.
o <type>: F{HIGAA,
- 1: u8
-2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: S <type> A, WILSEE ORI :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CERMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT EHES IR TR, BERTEn] DU A B, 24 AT £ 80 1 B0 K R R 5
<value> Ji, WIS7R[) a4 250 P E A SEEXT .

I
NN R W

Bl

o WHSCREE RS A (NVS), T f#ar a2, BEX IS .

* BN, GIEH TR a2 2 A SR (NVS ARG 2 A SRR RERT ) -

o WEREARME K mfg_nvs 7 APt SR E R, T AT +SYSMFG fip4 (NVS HEg B0 o J2R
GBAEECEA mfg_nvs 2} X, G HAT+SYSFLASH fir % (73X #AF)

il

// 1 client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : E#H client_cert.
SREEEAWE 0 BEPFHIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// B ORE > F, A 1164 FH WL $ T H

3.1.20 AT+RFPOWER: #ify/i% ¥ RF TX Power
i A

Yrtig:
7rifi] RF TX Power

Py
A

AT+RFPOWER?

W i <
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OK

+RFPOWER: <wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>

-t

LA

’AT+RFPOWER:<wifi7power>[,<ble7adv7power>,<blefscan7power>,<ble7conn7power>]

3.1.2

<wifi_power>: Hifii>k 0.25 dBm, AN MSEUE N 78, WISLFRE RF Power (B4 78 * 0.25 dBm
=19.5dBm. Jit'® )5 iEfF AT+RFPOWER? T WA LRI RF Power {H.
— ESP32-C3 & % BUETE R [40,84]:

BEE | IEBE Xhr{E SEfR dBm
[40,80] | < REH> | <HEH> | <&EH>*025
[81,84] | < &EH > | 80 20

<ble_adv_power>: Bluetooth LE | 4%% RF TX Power., HBUEEE - [0,15]:

0: -24 dBm
1: -21 dBm
2: -18 dBm
3:-15dBm
4: -12 dBm
5: -9 dBm
6: -6 dBm
7: -3 dBm
8: -0 dBm
9: 3dBm
10: 6 dBm
11: 9 dBm
12: 12 dBm
13: 15 dBm
14: 18 dBm
15: 21 dBm

<ble_scan_power>: Bluetooth LE #94{§/#\) RF TX Power, Z$HUHF] <ble_adv_power> Z4{.
<ble_conn_power>: Bluetooth LE i3] RF TX Power, Z4{HUH[F] <ble_adv_power> .

1 B

Y Wi-Fi sl RATIE10I, AT+RFPOWER iy 2 ToVE IR B/ 2 1) Wi-Fi 1) RF TX Power, 4 Bluetooth
LE FAI4G40}, AT+RFPOWER fyd Joykik B /2] Bluetooth LE ) RF TX Power,

i T RF TX Power 4r b A [ W S5 4%, M NFRHAES 2 X N IHEE B,
B DA L esp_wifi_get_max_tx_power & if] F| 1 wifi_power 1 {H 7] fE &
esp_wifi_set_max_tx_power WEMMEMAEESR, HASHWIREK.

ALK <ble_scan_power> Fll <ble_conn_power> ™S E0{H % &N 5 <ble_adv_power> Z 50 [A] ({(E
BN, XWDSEG S E S E NS <ble_adv_power> [ [HI{H -
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3.1.22 AT+SYSROLLBACK: [n]7& %I ULy s
P4

A

=

’AT+SYSROLLBACK

W i <

[ox

Bl

» Ay A OTA 14K, HaBlRE] S — OTA 73 K .

3.1.23 AT+SYSTIMESTAMP: 7% if)/i% B AS i} fr] 2%
a4

itk
AR ) ) A

A\ .
"Il/?\‘

AT+SYSTIMESTAMP?

Wi i <

+SYSTIMESTAMP : <Unix_timestamp>
OK

BeE WA

Jyiig:
WE AR, 24 SNTP WA H G, &5 F45 85

LT

’AT+SYSTIMESTAMP:<Unix_timestamp>

Wi i ¢

[ox

B

o <Unix-timestamp>: Unix IE]J#, BN7: 5.

il
AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29
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3.1.24 AT+SYSLOG: k28 AT it fCrad i

iy

Jyiig:
i) AT SRR 2 A

s

AT+SYSLOG?

L)V

+SYSLOG:<status>

OK

BeE WA

ifig:
JE AR AT 452 TR

’AT+SYSLOG:<status>

W i :

[ox

o <status>: FHRASHE RS

- 05 221
- 1R

il

// B R AT #RAKART
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// R AT #FRBEFR
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR
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AT BRI R —A> 32 fi /N BEHIEE, & SCanF

e FER B
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0
* category: [&|E(H 0x01
« subcategory: 4H{RASHY
it iR K| A
3
ESP_AT _SUB_OK 0x00 OK
ESP_AT _SUB_COMMON_ERROR 0x01 f5Ler
ESP_AT_SUB_NO_TERMINATOR 0x02 FIREGATF (0L “m” Z5RE)
ESP_AT SUB_NO_AT 0x03 KFRFEE AT (B AL TEER at, At B

aT)

ESP_AT_SUB_PARA_LENGTH_MISMATCH0x04 SR EATRE
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 R eI
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 EY e 2y
ESP_AT_SUB_PARA_INVALID 0x07 T
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 e
ESP_AT_SUB_UNSUPPORT_CMD 0x09 RNEFZms
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A Rl
ESP_AT_SUB_CMD_PROCESSING 0x0B TERFTE— s
ESP_AT_SUB_CMD_OP_ERROR 0x0C o BT RAE

* extension: HiiRYIR(GE, AR TREGARMVY RAEGE, #1% % W components/at/
include/esp_at.h,

BN, RIS ERR CODE:0x01090000 F/R “RZHZMm4L7.

3.1.25 AT+SLEEPWKCFG: ¥ Light-sleep Wi/ Ji fli i GPIO

=

=

e

,%

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg

- 0: PREABCE, BALE:
- 1 {REARCE, BASEF
— 2: GPIO Mg

¢ <paraml>:

- YWY E R, ESREORMEIR ], B R

- YWY GPIO I, %S ¥R GPI

e <param22>:

— MUY GPIO B, B R T

- 0: (G
-1 FAT

O &
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il

// GPIOl2 & K A% w F Bt % &2
AT+SLEEPWKCFG=2, 12, 0

3.1.26 AT+SYSSTORE: ¥ ZE Atk

it A

Dy

i

AT ZHUFifRA

A\ .
"Il/?\‘

AT+SYSSTORE?

W

OK

+SYSSTORE: <store_mode>

v

7

X

Ele

E
%

[y

’AT+SYSSTORE:<store_mode>

W i ¢

[ox

BH

(A

<store_mode>: BEIEERR
- 0: A RCEATEA flash
- 11 GAHCELEA flash (ERIA)

Vil WP E A S, FRMEI S, FIAE S B R RAM fi
Ay o BN T -

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC

Espressif Systems 40 Release v2.3.0.0-esp32c3-862-g7b9487c20f

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 3. AT Ay d4E

e AT+CIPDNS

e AT+CIPSSLCCONF

* AT+CIPRECONNINTV
* AT+CIPTCPOPT

* AT+CWDHCPS

e AT+CWDHCP

* AT+CWSTAPROTO

e AT+CWAPPROTO

o AT+CWIJEAP

* AT+BLENAME

e AT+BLEADVPARAM
* AT+BLEADVDATA

e AT+BLEADVDATAEX
* AT+BLESCANRSPDATA
* AT+BLESCANPARAM

il

AT+SYSSTORE=0
AT+CWMODE=1 // A # A\ flash
AT+CWJAP="test","1234567890" // 77 A flash

AT+SYSSTORE=1
AT+CWMODE=3 // % A\ flash
AT+CWJAP="test","1234567890" // ¥ A\ flash

3.1.27 AT+SYSREG: B:GHA{¢ds

- :
wE WA
Wi

AT+SYSREG=<direct>, <address>[, <write value>]

Wi i ¢

+SYSREG:<read value> // REH T HFH EH
OK

B8

o <direct>: LGS TFIEAS

- 0: PEAA7AY

- 11 B4
» <address>: (uint32) FFfEasHbbl, FHEIHSHEM XN (RS ZFH
o <write value>: (uint32) 5 A(H, & T 5 S1Easmt

Bl
o AT ARG ZFfEan i, PR ORI S A2 M A 2k
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3.1.28 AT+SYSTEMP: ZHGE B P4 FC I e

Dyt
BEHO F PSR B A B R, e B R

=

i 4

Py
A

AT+SYSTEMP?

M

+SYSTEMP : <value>
OK

o <value>: BLICHREE. 7Fm 88, RPN/

3.2 Wi-Fi AT &4

. 4

o AT+CWINIT : G40/ ETE Wi-Fi BRshAE 7

o AT+CWMODE: #5if)/i% & Wi-Fi i3, (Station/SoftAP/Station+SoftAP)
« AT+CWSTATE: 75if] Wi-Fi 7SR Wi-Fi (=5,

o AT+CWIJAP: %3 AP

e AT+CWRECONNCFG: /%8 Wi-Fi il E

« AT+CWLAPOPT: B AT+CWLAP A1k B Bt

« AT+CWLAP: FH54 10 I AP

o AT+CWQAP: Wi 5 AP [fyikds

o AT+CWSAP: Tit'#: ESP32-C3 SoftAP Z%§

o AT+CWLIF: #ifi)i%E3: 2] ESP32-C3 SoftAP [} station {5 B,

o AT+CWOQIF: WiFF station 5 ESP32-C3 SoftAP [1i%: 4%

« AT+CWDHCP: = /%% F) DHCP

o AT+CWDHCPS: #if)/i% & ESP32-C3 SoftAP DHCP 4BC ) IPv4 #ihik 7 [l
« AT+CWAUTOCONN: | Hi 275 [ 3hi%EH: AP

o AT+CWAPPROTO: 5]/ B SoftAP #iz{ T 802.11 b/g/n WS ARAE
o AT+CWSTAPROTO: % 'E Station 5T 802.11 b/g/n ¥isl brifi

o AT+CIPSTAMAC: Zrifij/iX & ESP32-C3 Station [} MAC Hii:

o AT+CIPAPMAC: ZTifij/i% & ESP32-C3 SoftAP ) MAC H#iiik

o AT+CIPSTA: #5ih)/i% & ESP32-C3 Station [ IP Mkt

« AT+CIPAP: 25i)/i% 8 ESP32-C3 SoftAP [ TP Mkt

o AT+CWSTARTSMART : JTJ5 SmartConfig

o AT+CWSTOPSMART : {}: SmartConfig

« AT+WPS: ¥¥ WPS Hjfig

o AT+CWJEAP: %E3: WPA2 /I Jik AP

« AT+CWHOSTNAME: #5ifj/1% & ESP32-C3 Station [ M4 ik

« AT+CWCOUNTRY : Z5ifj/i & Wi-Fi [H 5t H5
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321 ¥

WY BOAM AT [ ORI DU R BRAT+CWIEAP Z AMW T AT fir% . AR EFR 28 i ESP32-C3 ¥R
INHFI S, 5 BAT4 % ESP-AT 42, YESS TP IS LA Bk (PG ui@ sy, MR ®
PR ) :
* 2 EAP i34 (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support
o ] WPS 14 (AT+WPS): Component config->AT->AT WPS command support
o %] smartconfig iy % (AT+CWSTARTSMART ., AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support
« SEAPTA Wi-Fi fpd ORHER . —BESH, i Wi-Fi UG CA TR o6, TR a AT

PIX L AT /54 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #JiGAL/s P Wi-Fi SR8 R
Ay

i
i ESP32-C3 #4571 Wi-Fi MRS

O e
iy A

AT+CWINIT?

W

+CWINIT:<init>

OK

)E’J

CELN A

i
HIHR AL B ESP32-C3 504711 Wi-Fi SKEh AR

’AT+CWINIT:<init>

W i <

[ox

BH

e <init>:
— 0: {5 Wi-Fi IKEIFLF
— L WItHik Wi-Fi SREhFET (BRIAMH)
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Bl
o AUEAGRAFE] flash, HRJE S AEOAE L.

o L RAM BHEA RN, FEAGT Wi-Fi i9RTEE~, AR st B Wi-Fi 88082, AREIL
RAM %

il

// #HHE wi-Fi R R)F
AT+CWINIT=0

3.23 AT+CWMODE: i)/ Wi-Fi i (Station/SoftAP/Station+SoftAP)
Ay

i ESP32-C3 %4519 Wi-Fi Kzt

AT+CWMODE?

W i <

+CWMODE : <mode>
OK

Dytig:
W E ESP32-C3 #4511 Wi-Fi it

iy

’AT+CWMODE:<mode>[,<auto_connect>]

Wi i ¢

’OK

o <mode>: R
- 0: Jo Wi-Fi 55X, Jf H.J¢H] Wi-Fi RF
— 1: Station Bz,
— 2: SoftAP #i=t
— 3: SoftAP+Station Fi5;
 <auto_connect>: ]f ESP32-C3 ¥ #51) Wi-Fi #izCI (B4, A SoftAP 8 J5 Wi-Fi £z )4 H
Station 525} SoftAP+Station 1=X,) , 25/l HahiEHz: AP Zifg, BAE: 1. SEEERT, i
FEGME, 2 ne B shiEs:.
- 0: 25 | hiEs: AP 1yThe
- 1 e B3hifEs: AP IEE, A ZRIC & B 3hiEs: AP L E fR17H] flash v, JI] ESP32-C3
WA A Bl AP

Espressif Systems 44 Release v2.3.0.0-esp32c3-862-g7b9487¢20f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 3. AT Ay d4E

Pyi]
o FrAT+SYSSTORE=1, A% E¥HARAEAE NVS 43X
o W2 AW ThAE, MRS ERE , BFE(E ] SoftAP 5 SoftAP+Station TIREH], &k
KA e oV E E A iG ad r Zh g -
— AT+BLEINIT=0 (344 Bluetooth LE)

— AT+BLUFI=0 (3:}4] BluFi)
WA TR Z 4077, W R RF JEAF SRS

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #%ify Wi-Fi JRZAHI Wi-Fi {3 5L
s

Ly
#if) ESP32-C3 345y Wi-Fi IR Wi-Fi {5 5

zs

AT+CWSTATE?

W )i *

+CWSTATE:<state>, <"ssid">

OK

BH

o <state>: X4F[ Wi-Fi JR5S

— 0: ESP32-C3 station [ R A TTA0] Wi-Fi 32
1: ESP32-C3 station B\ &4 | AP, {HARHEEF] IPv4 Hiht
2: ESP32-C3 station L &34 | AP, IF &R HUE] IPv4 Hihl:
3: ESP32-C3 station 1E7E#4T Wi-Fi 1425 Wi-Fi Fi%
4: ESP32-C3 station 4T Wi-Fi WiIRES
o« <” ssid” >: HAR AP 119 SSID

Bl

o 24 ESP32-C3 station %4 &3 AP I, #fEg{di ] b dy &2 ia) Wi-Fi {5 5 ; 24 ESP32-C3 station %
BE I AP 5, HEFHEHIATSCWIAP fn &) Wi-Fi {5

3.2.5 AT+CWIJAP: % AP
A%

Yyfig:
1] 5 ESP32-C3 Station HEHE( AP 15 4,

P
iy A
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AT+CWJAP?

W

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
—, <scan_mode>, <pmf>

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—~interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

Wi

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

o

+CWJAP : <error code>
ERROR

AT %

Tytie:
R ESP32-C3 station %% % |11k Wi-Fi Bt & H ) AP

O e
"H4>‘

AT+CWJAP

W i ¢

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

g},

+CWJAP:<error code>
ERROR
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o <ssid>: H#xr AP 1 SSID
— A SSID AU A , . "\ SRR TR, T
— AT 3CRpIE#: SSID S S0y AP, (HU2BLSb ik ph 25 508 O B H 3L SSID A2 UTF-8 4rfidig .
AT RASETH SSID, AR )5 4 2 1) SSID #Ef T+
<pwd>: HEK 63 47 ASCII
<bssid>: H#Fx AP () MAC Hithl:, 42> AP HAHIFI) SSID ff, ZSEA 144 1
<channel>: {FiE5
<rssi>: 5%
<pci_en>: PCIiAE
— 0: ESP32-C3 station 1] S5{-{a]—Ffhhnz5 a0 AP %8, 35 OPEN F] WEP
— 1: ESP32-C3 station 7] 5[ OPEN #11 WEP 2 #MPAMFArf—Fhn a8y =X i) AP 443
o <reconn_interval>: Wi-Fi EiE[E][GE, BAN7Z: #b, BUOME: 1, HKRfE: 7200
— 0: WrFiE#E)5, ESP32-C3 station AN EiE AP
- [1,7200]: WiFFiE4: )5, ESP32-C3 station 4345 & A 5 AP Fif
« <listen_interval>: i} AP beacon [¥[a][, BA{} AP beacon [A]fF, ZRIAME: 3, JEHl: [1,100]
o <scan_mode>: it
- O: R FIH, #ENHIR AP J5Z L34, ESP32-C3 station 55— P21 AP iE#:
- I: &FEE, A EEEE G A 2 L3345, ESP32-C3 station 5 {4 2| (55 iR 1) AP
U
* <jap_timeout>: AT+CWJAP iy B IHKAE, A &b, BRIAME: 15, JEfl: [3,600]
» <pmf>: PMF (Protected Management Frames, 247 HMmT), BRAE 1
- 0 F/REH PMF
— bit 0: A PMF IjfE, $#&/R3Ck: PMF, WIRHANR % BAT PMF JjRg, W ESP32-C3 &4 K51
JeiE#E A PMF B4
— bit 1: FFE PMF, $LRTFHE PMF, AR 2 RPN 3CRE PMF DIRERY &
e <error code>: fEiRY, (W52
- 1: RS
- 2: AR
- 3: LR EH AR AP
- 4 ERRIN
- HEE: RAERMER

it

o WNSRAT+SYSSTORE=1, o 'E B iR S| NVS 40X

o [ A A TR EIT ) station B

o 24 ESP32-C3 station &Li%4: F AP J5, #EEM a2 Wi-Fi {55 ; 24 ESP32-C3 station %4 %
2 1 AP B, JEFR(E I AT+CWSTATE iy 251 Wi-Fi 58,

o ARSI <reconn_interval> ZE 5AT+CWRECONNCFG 154 H1 1) <interval_second>

SHMNE . WRIBITARMASN AR E <reconn_interval> &8, Wi-Fi 5 [f] 7 a)EF R 2R

NME 1

W FII A <ssid> fll <password> S5, KA _F—EHE

PATEIAS SR E BRI E, BRACH 157, Ml S8 <jap_timeout> W HE

RS H i T WAPT YAy 77 20 iy 22

AHERH IPVO Mtk , TR EAT+CIPV6=1

% OK A0 IPv4 WS Al sr g, A3 IPve MZEUHES LA . 24T ESP-AT DA IPv4 W 25K

3, IPv6 % Akl

s WIFI GOT IPv6 LL fXFETLIREFNAHISEES TPv6 Mkl , XMl 2 it EUT-64 ZASHi T4 Y ok
), AREhins 5. I Ty, XATHTREYE OK Z B, tHWRETE OK Z 5.

e« WIFI GOT IPv6 GL ALEDZLIKEE| 4R IPv6 Motk , %Hiht 2 AP T & BIBIghn b EBit et
R EHMATHEGN Y, FEBBSSS. A THEF, XAFTHAEETE ok Zal, HAlEETE
OK 2 Ji; WRTREH T AP N3 IPv6 MiA4THl.
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il

// WwE B AP B SSID £ "abc", HAZ "0123456789", | 4 4 £
AT+CWJAP="abc","0123456789"

// W B E A AP B SSID £ "ab\,c", FH L "0123456789"\", M| & A £
AT+CWJIAP="ab\\\,c","0123456789\"\\"

// R %A AP FAMF# SSID "abc", Wi it BSSID # F| H AR AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// W F ESP-AT E Kk #E i pPMF #H #E Ap, N & 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: #rif)/des Wi-Fi fiEid
I

ik
i Wi-Fi 5% B

A\ .
"Il/?\‘

AT+CWRECONNCEG?

W

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

i
CE Wi-Fi B E

[

’AT+CWRECONNCFG:<interval_second>,<repeat_count>

Wi i ¢

[ox

B

* <interval_second>: Wi-Fi EE[A][FE, BN #, BRIAE: 0, fHK{EH 7200
- 0: W3S, ESP32-C3 station AN jf AP
— [1,7200]: WiFFiEs: )G, ESP32-C3 station 4[5 € ROt E] 5 AP %
o <repeat_count>: ESP32-C3 %4524 B AP HIREL, ASBHUE <interval_second> A 0 B
AR, BOME: 0, FHR{E: 1000
— 0: ESP32-C3 station J5 2244 1542 AP
— [1,1000]: ESP32-C3 station i 1 < 2445 8 1 KU 7% AP
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il

// ESP32-C3 station %[ 1 # % ® &% AP,
AT+CWRECONNCFG=1, 100

// ESP32-C3 station HAW FF & 85~ &F #F AP
AT+CWRECONNCFG=0, 0

%% 100 K

i}
o At <interval_second> ZEHAT+CWJIAP ) [<reconn_interval>] ZEAH[H
o A T HEWIT AP, Wi-Fi B MAHLUE Wi-Fi 3 i

3.2.7 AT+CWLAPOPT: ¥ AT+CWLAP &y A FIHG4s 1 @ vk

i

=

’AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

o <reserved>: {%F5ji

* <print mask>: AT+CWLAP (4552 5 Bon AR 24, BAE: OXTFF, #5 bit ik 1, WK

S SE, BER 0, IR RN S5k
— bit 0: &% E/8 <ecn>
— bit I: BRI/ <ssid>
— bit 2: B7E BN <rssi>
— bit 3: &7 E/~ <mac>
— bit 4: F4 7~ <channel>
- bit 5: 215 ER~ <freq_offset>
— bit 6: 215 /R <freqcal_val>
— bit 7: 215 B/ <pairwise_cipher>
— bit 8: 275 /R~ <group_cipher>
- bit 9: 275 i~ <bgn>
— bit 10: 275 R~ <wps>

o [<rssifilter>]: AT+CWLAP fHHEZ5 R @ B A SHEEE, M), Sl i G S EALT rssi
filter ZHHA AP, Hifi: dBm, ZRIA(H:-100, FEF: [-100,40]
* [<authmode mask>]: AT+CWLAP {43445 5275 R A IAIE T 2 AP, BRiAfE: OXFFFF, f1

Rbit xR 1, WERXNVINET T AP, #3h 0,

— bit 0: 275 &R OPEN ME R AP

— bit 1: Z%& &8 WEP AR Y AP

— bit 2: B R wPA_PSK AIE K AP

— bit 3: 25 R WPA2_PSK IAE 1 AP

- bit4: 2R /8 WPA_WPA2_PSK AL =0AY) AP

— bit5: 2% T8 WPA2_ENTERPRISE TAUE T AP

AN S 7
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bit 6: B R WPA3_PSK A =Y AP

— bit 7: B B8 WPA2_WPA3_PSK IAIE T AP
bit 8: J275 7% WAPT_PSK MIE A AP

— bit 9: 27 /R OWE NIE U AP

il

/] BE—ANBBEA L, KT ATHCWLAP @A HEEREBEE T ERE
/] B AN H A 31, B OxiF, k- T HEME A 1 i
AT+CWLAPOPT=1, 31

AT+CWLAP

// R B INiEF X4 OPEN B AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £1§i2%min HIF) AP

R:

B A

4?

ik
AT G E S5 F) AP, NFEE SSID, MAC Hiht sl {FiE S

O e
iy

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT 4

g
F Y il 6 AP
A

AT+CWLAP

Wi i ¢

+CWLAP: (<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq offset>,<freqcal_val>,<pairwise_

—cilpher>, <group_cipher>, <bgn>, <wps>)
OK

o <ecn>: fiI%E A
- 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPL_PSK
OWE

|
O 001N WN
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il

=z

<ssid>: FHEHS50, AP [ SSID
<rssi>: {55 iR
<mac>: FHESE, AP 1) MAC H#ilk
<channel>: {FiE5
<scan_type>: Wi-Fi #2840, BRIA(EH: 0
- 0: R
R TERE
<scan_time_min>: &R MEE RN E, FA0L

fil, ASHICR

<scan_time_max>: EAMFHE AT ), AL

SHERME, ESAHH 120 ms, ahHih 360
<freq_offset>: il ({RAEWH)
<freqcal_val>: SUEMHEE (FRETIH )
<pairwise_cipher>: %558

0: None

: WEP40

: WEP104

: TKIP

: CCMP

: TKIP and CCMP

: AES-CMAC-128

70 RA

<group_cipher>: N A, 5 <pairwise_c

D 2R, Ul [0,1500], ANSRIHEIEAU BT
2, JEl: [0,1500], AR 0, F{ERA

ms

ipher> ZHIIHAEEM

<bgn>: 802.11 b/g/n, #7bit By 1, WIFIRMEREX VA, i 0, MR 48X R

— bit 0: JZ i fiE 802.11b 5

- bit 1: 2 EHRE 802.11g 5

- bit 2: 2EHRE 802.11n FF;
<wps>: wps flag

- 0: AN+ WPS

- 1: Z¥ WPS

/&

# 4§ £ SSID & ap

AT+CWLAP="Wi-Fi"

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

3.2.9

!

i1

v

A

=

H

AT+CWQAP: WiJF5 AP (s

we

’AT+CWQAP

W i :

[ox

3.2.10 AT+CWSAP: (it ESP32-C3 SoftAP 2%

A i)

i

Ly :

pas

T
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1f] ESP32-C3 SoftAP [t & 2%k

2 ot
4

AT+CWSAP?

W

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

EmA

&F

Tytig:
¥ ESP32-C3 SoftAP [t & 2%k

Py -
iy

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>] ‘

W

[ox

S

o <ssid>: FAFRSA, AN
o <pwd>: FEFERSE, B, JEH: 8~ 63 57 ASCII
e <channel>: {FiE%5
o <ecn>: JIE A, A3CHF WEP

- 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
* [<max conn>]: % A ESP32-C3 SoftAP [ #%2 station £t H , BUEIEE: 2% max_connection
¢ [<ssid hidden>]:

- 0: )74 SSID (BkiA)

— 1: AJ"4% SSID

B

o A HA YAT+CWMODE=2 B ¥ AT+CWMODE=3 5} A 4%k

o #AT+SYSSTORE=1, Wit & ¥ MCERAFAE NVS 4 X

2R\ SSID [RI 45T 5, RN E i 4 i MAC Mkt 40 . 73 0] DAGE J AT+CWSAP? 253 2RA 1Y
SSID.

il

AT+CWSAP="ESP","1234567890",5,3
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3.2.11 AT+CWLIF: #%if)i%E#; 5] ESP32-C3 SoftAP [t station {3 &

WA %

A

=

AT+CWLIF

W i <

+CWLIF:<ip addr>, <mac>

OK

e <ip addr>: £3:%) ESP32-C3 SoftAP 1 station HJ IP Hidik
e <mac>: j#3:3] ESP32-C3 SoftAP [ station 1) MAC i

]

o RApLTIEA WIS IP, {USHFTE ESP32-C3 SoftAP HITE AR station DHCP ¥ RERY I UL T A 2L

3.2.12 AT+CWQIF: WiJF station 5 ESP32-C3 SoftAP W+

AT 4

Dyie:
Wi FF A 1% A ESP32-C3 SoftAP [1 station

’AT+CWQIF

L)V

’AT+CWQIF:<mac>

Wi i ¢

’OK

B

o <mac>: FEWHFEEN station 1) MAC Hihk
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3.2.13 AT+CWDHCP: j3JH/25)1] DHCP

AT+CWDHCP?

W i <

+CWDHCP : <state>

Yytig:
J& /4% F] DHCP

A

’ AT+CWDHCP=<operate>, <mode>

W

[ox

¢ <operate>:
- 0: 871
- 15
¢ <mode>:
— Bit0: Station [1)) DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP fIRES
- Bit0:
« 0: 2% Station [} DHCP
« 1: JB ] Station ) DHCP
- Bitl:
x 0: 25 SoftAP [{) DHCP
+ 1: J5 ] SoftAP [} DHCP
- Bit2:
« 0: 2% [f] Bthernet [1) DHCP
+ 1: J32 Jf] Bthernet |1 DHCP

e

» #AT+SYSSTORE=1, WiiH HHCRHATTE] NVS 43X

o KW HE G S BRCEEHS IPv4 ik 6y - AN ESEN, WAT+CIPSTA FIAT+CIPAP
— #5531 F] DHCP, WM IPv4 Motk £ 2
- FEAEA IPv4, Tl DHCP 24 5%
- RE R ESES LR E
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il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #rify/ix ¥ ESP32-C3 SoftAP DHCP 4}-Jicit) IPv4 Huhl 75 Hi
Ay

e

AT+CWDHCPS?

Wi 3% ¢

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

Dytig:
& ESP32-C3 SoftAP DHCP I 45 #3411 IPv4 Huhik- 75l

e

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

W

¢ <enable>:

— 1: % DHCP server {5 5., FESEMIEE

- 0: 75 F® DHCP server {5 5., KR EGAME, FESHLHES
o <lease time>: FHZYW[E], FAf7: Zr4p, BUEVERE: [1,2880]
o <start IP>: ESP32-C3 SoftAP DHCP JI} 4-4% IPv4 bbb it i 1P
o <end IP>: ESP32-C3 SoftAP DHCP [l 43¢ IPv4 Hidil iy 4t 1P

Bl
* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

© AT LHAE ESP32-C3 SoftAP X ffifE, HIF)5 DHCP server 15 &L (i H]
o PCE Y IPv4 Hodik 7 BBl 2625 5 ESP32-C3 SoftAP ¢ [f]— ¥ B¢

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HHEE, WEZRIAE
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3.2.15 AT+CWAUTOCONN: i/ s [ diEs: AP
AR A

AT+CWAUTOCONN?

Wi 3% <

+CWAUTOCONN: <enable>

LT
OK
SH
¢ <enable>:
- 1: bR HZhERE AP (BHA)
- 0: LA HINER: AP
]

o ARERAFE] NVS X,

Bl

AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/i ¥ SoftAP Ei X 802.11 b/g/m Ppillbrifi
i

e

AT+CWAPPROTO?

Wi i ¢

+CWAPPROTO: <protocol>
OK
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=

=

A

’AT+CWAPPROTO:<protocol> ‘

* <protocol>:
— bit0: 802.11b HHMA7E
— bitl: 802.11g P AR
— bit2: 802.11n PrERNUE
— bit3: 802.11 LR 'R#E & FIthUbRfE

B
o Y], ESP32-C3 545325 PHY mode Il : Wi-Fi tpilf5i=t
o BUATEDLR, ESP32-C3 #5451 PHY mode J2 802.11bgn i3t

3.2.17 AT+CWSTAPROTO: k¥ Station iz, F 802.11 b/g/n il brifi

AT+CWSTAPROTO?

W i <

+CWSTAPROTO: <protocol>
OK

v

o

N

R

¥

=

MA

’AT+CWSTAPROTO:<protOCOl> ‘

e <protocol>:
— bit0: 802.11b Hpsl A7
— bitl: 802.11g P brif
— bit2: 802.11n Bk
— bit3: 802.11 LR 'R#% L FIHMUARE
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e

o Upi, ESP32-C3 %% %51 PHY mode I.: Wi-Fi Hpisizt
o BREM T, ESP32-C3 #4411 PHY mode & 802.11bgn izt

3.2.18 AT+CIPSTAMAC: kify/i% ¥ ESP32-C3 Station [t) MAC Hudil:

it 4

Dyie:
#¥if] ESP32-C3 Station /) MAC #ii il

AT+CIPSTAMAC?

W i :

+CIPSTAMAC:<mac>
OK

s
e

L
[y

s

¢ =

% & ESP32-C3 Station ) MAC Hiii:

P
] H

=

’AT+CIPSTAMAC:<mac>

Wi

o <mac>: FHEESE, <8 ESP32-C3 Station [ MAC Hitik

|

o FFAT+SYSSTORE=1, Fit'& WO RA7E] NVS 43X

ESP32-C3 Station ) MAC H#ifik 5 ESP32-C3 SoftAP A[F], ANEH _FHEEFAER MAC itk

o MAC Huhtf) Bit 0 ANgEH 1, B, MAC #isikn]PAE “la---7, (AR PAZ “15:--7

il

FF:FF:FF:FF:FF:FF F1 00:00:00:00:00:00 J& o ht, AEESEE

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"
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3.2.19 AT+CIPAPMAC: #xify/i¥i ESP32-C3 SoftAP 1) MAC Huhl
iy

Dtig:
7] ESP32-C3 SoftAP [ MAC Hiijik

s

AT+CIPAPMAC?

W

+CIPAPMAC: <mac>
OK

)E’J

CHLN A

Yriie:
% ESP32-C3 SoftAP [ MAC Hiufi:

[

’AT+CIPAPMAC:<maC>

W i <

[ox

S

o <mac>: FHEESE, 8 ESP32-C3 SoftAP i) MAC ik

Bl

H7AT+SYSSTORE=1, Pt E ¥ U RA7E] NVS 43X

ESP32-C3 SoftAP ) MAC #iik 5 ESP32-C3 Station AR[a], AE k& FIALN MAC Hiht
MAC 5 Bit 0 FRE 1, BIA1, MAC HBAETTLUE “18:-7, [EARTTRUE 157
FF:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & TCa bl , ANEEXE

2N

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.20 AT+CIPSTA: #vify/i¥ ¥ ESP32-C3 Station 1] TP Huht:
A ity 2

Jtig:
Zrifi) ESP32-C3 Station 7 IP H#ihik
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AT+CIPSTA?

Wi % ¢

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

Ystie:
¥t # ESP32-C3 Station f] IPv4 Hitfik

e

’ AT+CIPSTA=<"ip">[,<"gateway">, <"netmask">]

Wi i ¢

’OK

BH

o < ip” > FRFESE, Fn ESP32-C3 station 1 IPv4 Hidik
o <” gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C3 station [{{] IPv6 il

(A

o ARG N), HA2Y ESP32-C3 station 1% A AP B4 il B i1 35 IP Huht 5, A ReAif s &) IP
Hidik
o FAT+SYSSTORE=1, [t W R4 E] NVS 43X
o A E 45 E DHCP [ H 0, WAT+CWDHCP
— PR S IPv4 Hihl, 2% F DHCP
— # )5 H DHCP, N2k S IPv4 Hihk
- R ESE S LR E

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: 4ily/ s ESP32-C3 SoftAP [¥) IP Hiuhl
Ay

Yriie:
#51f] ESP32-C3 SoftAP ff) IP Huhit
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AT+CIPAP?

Wi % ¢

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

Ystie:
¥ H ESP32-C3 SoftAP ff) IPv4 ik

e

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

o < ip” > FAFERSEL, F27% ESP32-C3 SoftAP [f IPv4 Hutl
e <” gateway” >: [

e <” netmask” >: T MY

e <” ipv6 addr” >: ESP32-C3 SoftAP |1 IPv6 Hii:

Bl

o ABREMANGE AT IPv4 M4, KNG T IPve 4%

o FAT+SYSSTORE=1, Wi W oCrHEAES] NVS 43 X

o ARPEE A5 E DHCP A 520, AT+ CWDHCP
— B RS IPv4 Hichl, 2% ] DHCP
— Z7J5 DHCP, &K S IPv4 Hihl
- KR ESES L —REE

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: JI )} SmartConfig
Wiifn %

Ytk
FFJ2 ESP-TOUCH+AirKiss 325

O e
iy
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AT+CWSTARTSMART

FFIE 38 E 258417 SmartConfig

iy 4

’AT+CWSTARTSMART:<type>[,<auth floor>] [,<"esptouch v2 key">]

LO)vE

’OK

SR

]

il

<type>: KA
— 1: ESP-TOUCH
- 2: AirKiss
— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
<auth floor>: Wi-Fi I\ i B {E, ESP-AT A<i%E3:%] authmode I I H{E L) AP
— 0: OPEN (EkKiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
<” esptouch v2 key” >: ESP-TOUCH v2 [fi Ak, TR Wi-Fi SR @ C8dE . KW
A 16 FAT .

|
oA L R S

W24 % SmartConfig K5 8., i5§Z% ESP-TOUCH {# I 55 ;

SmartConfig 1 3z #7F ESP32-C3 Station #5245

HH Smart get Wi-Fi info /8 SmartConfig W I FREE] AP {5 H, Z )5 ESP32-C3 2iif#:
AP;

4B +SCRD:<length>, <rvd data> /R~ ESP-Touch v2 i{Ih3RELE] H & L EE ;

HE Smartconfig connected Wi-Fi FE/RnmEhi%ER:S] AP;

lﬁ ESP32-C3 % 453221 SmartConfig Fitt (¥ 45 5 [7] 25 25 AL, FrDABHYAENS B Smartconfig
connected Wi-Fi &l )5HERE L 6 7 ﬁl}"‘]}iﬁAT+CWSTOPSMART

AV F AT+ CWSTOPSMART {5 1} SmartConfig, #&J5 4047 HAthi 4. W&, 7 SmartConfig 11 H
T THAB AT L

AT+CWMODE=1
AT+CWSTARTSMART
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3.2.23 AT+CWSTOPSMART: {% - SmartConfig

WA %

v

A

=

’AT+CWSTOPSMART

W

’OK

st

» i SmartConfig S 575, #iEFEATHAL Ay 2 w5 JH AT+ CWSTOPSMART %% SmartConfig 5
WA

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: i&'# WPS Tt

)E’J

CE

A

’ AT+WPS=<enable>[, <auth floor>]

¢ <enable>:
- 1: JF5 PBC 24711 WPS
— 0: X4 PBC k%11 WPS
 <auth floor>: Wi-Fi IA{FA B {E, ESP-AT A<£i%E#%)] authmode KT I B{E ) AP
- 0: OPEN (2tiA)
- 1: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK

|
N O\ bW

Bl

* WPS JjfigbZii{E ESP32-C3 Station HBER I IL T I ]
* WPS R37HF WEP Jii 755
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il

AT+CWMODE=1
AT+WPS=1

3.2.25 AT+CWJEAP: #%:4: WPA2 i)l AP
iy

ik
# i ESP32-C3 station ¥ AL AP HTCEL 5B

AT+CWJEAP?

W

+CWJEAP :<ssid>, <method>, <identity>, <username>, <password>, <security>

R H ARV AP

A .
"ﬂé?‘

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W i <

OK

£

+CWJEAP : Timeout
ERROR

BH

o <ssid>: 1 AP 1) SSID
— G0 SSID E I A, . L \\ SRR TS, R
o <method>: WPA2 I INIE 7=
— 0: EAP-TLS
— 1: EAP-PEAP
- 2: EAP-TTLS
o <identity>: [rEz 1 (8, FEAFHRBRTEN 1~32
o <username>: [N ES2 A4, JGFl: 1~32 7%, EAP-PEAP. EAP-TTLS WifliAiE A&k E
KZ4, EAP-TLS A TLH R EASH
o <password>: B¢ 2 f#TY, JiFE: 1 ~32 59, EAP-PEAP. EAP-TTLS WFfAIE )y st B A
2%, EAP-TLS FRIEFHREARSEL
e <security>:
- Bit0: & FugikEfs
- Bitl: iR ZHIET
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* [<jeap_timeout>]: AT+CWJEAP fiy Wy SOBININE], FRAL: #0, BOAME: 15, JEHL: [3,600]

il

// HEHZE EAP-TLS AEF AN ALK AP, RESH, RUERFBES, WRE P HIES
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ##HE EAP-PEAP AF F By A o
AP, HEEMHR. AP 4. B8, ARIERFEEFH, A HEPFHIEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl11l",0

HACHED:

WPA2 i 4R DA ERR CODE : 0x<$08x> ¥=0FT Bl :
AT _EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET PASSWORD_FAILED 0x8007
AT _EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT _EAP_SET CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT _EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT _EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET _CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

vl

* #TAT+SYSSTORE=1, BB EUCRHRAE] NVS 731X
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o (A4 TS Station A
o ] TLS TAIE 2R RE % P ik

3.2.26 AT+CWHOSTNAME: #%ify/i ¥ ESP32-C3 Station ) 1: L #4

A4

i
Zrif] ESP32-C3 Station {1 FH144 FK

AT+CWHOSTNAME?

W i <

+CWHOSTNAME : <hostname>

OK

L

P
i

[y

=

T E S

15 E ESP32-C3 Station [ M4 F

P
] H

=

’AT+CWHOSTNAME:<hostname>

LTIVE

’OK

A F 5 Station A, NI 1] -

’ERROR

B8

o <hostname>: ESP32-C3 Station ) EHLE R, S :

|

o Jit B HEUONELE) flash

il

2o

32 5

AT+CWMODE=3
AT+CWHOSTNAME="my_test"
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3.2.27 AT+CWCOUNTRY: #rify/i ¥ Wi-Fi [E ¢
Ao A

ik
it Wi-Fi [EZAC5

s

AT+CWCOUNTRY?

W

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

BeE WA

Ly
R Wi-Fi [ 50

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count> ‘

W i :

[ox |

¢ <country_policy>:
- 0: RFE Z AL ECH ESP32-C3 451 AR AP [ E Z A5
- L AR EZRA, GARRA I E M E R A
* <country_code>: [HZMMY, HAKAE: 3 MFRF, &EEZAIES% 15O 3166-1 alpha-2 FrifE.
o <start_channel>: EIA(E53E, JUHE: [1,14]
o <total_channel_count>: =38 MANEL

B
o VIS S % Wi-Fi BRI AR,
* BEE SO RATE] flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT &%
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N4

AT+CIPV6: J2 /25 TPv6 W4 (IPV6)

AT+CIPSTATE : #5if] TCP/UDP/SSL #%:35:(= 4.

AT+CIPSTATUS (%7 ): #%if) TCP/UDP/SSL &R SIS B
AT+CIPDOMAIN : 18,4 ffiHT

AT+CIPSTART = ##~7. TCP #%4% . UDP {4 #yul SSL 4%
AT+CIPSTARTEX : 7 2043 ID 1) TCP #:4% . UDP &4 5% SSL 443
ME ) B AR ] +++1 BB AEX

AT+SAVETRANSLINK : %% Wi-Fi JPHLE 52X (58
AT+CIPSEND: TE-5id@fEim 42 X, o Wi-Fi i X T AR H0E
AT+CIPSENDL: Fp-&i@ fE3i 42 X, FHAT Kk KB
AT+CIPSENDLCFG: %% AT+CIPSENDL 4 ) @tk
AT+CIPSENDEX : FE-&:if 42 X, TR Y i)y X & B 50
AT+CIPCLOSE: %4 TCP/UDP/SSL %1

AT+CIFSR: A H TP HuhkF1 MAC ik

AT+CIPMUX = J&3 /55 ] 22 1 3eAbiat

AT+CIPSERVER: %57/ TCP 8 SSL Jif % 4%
AT+CIPSERVERMAXCONN : i)/ B IR 55 #% SevVF 8L I i K IE Bk
AT+CIPMODE : 51/ B A& Hikki 2

AT+CIPSTO: i)/ B AL TCP JIRk 45 2 i Bsf [)
AT+CIPSNTPCFG: #¥ i)/ & I X Il SNTP il 45 2%
AT+CIPSNTPTIME : #:1f] SNTP I

AT+CIPSNTPINTV :  25if/4% & SNTP i |a] [ 4 1 |7 b
AT+CIPFWVER: RS540 A 1 AT [E{ERR A

AT+CIUPDATE: &3} Wi-Fi 1% [

AT+CIPDINFO: % +IPD 5 A3

AT+CIPSSLCCONF : #5#]/i% % SSL % 1 i i 5

AT+CIPSSLCCN : Zrifi)/i5 B SSL %% i I/~ il 44 (common name)
AT+CIPSSLCSNI : 751/ 5 SSL % i) SNI

AT+CIPSSLCALPN : #5fi]/i% & SSL % P13 ALPN

AT+CIPSSLCPSK : B i)/ & SSL %% i) PSK (AR A8
AT+CIPSSLCPSKHEX : ¥ if]1% B SSL & Pt PSK (-} 753k k&0
AT+CIPRECONNINTV : 53/ & Wi-Fi i% £ 45 X, Ny TCP/UDP/SSL 4] I
AT+CIPRECVTYPE: #i)/i% B ok

AT+CIPRECVDATA : SREUHE sl k=X R B2 8
AT+CIPRECVLEN : Zifi g shizioii= N B Hdh i K
AT+PING: ping %3 34

AT+CIPDNS : %)/ & DNS Ik 52515 5.

AT+MDNS: %% mDNS Lij#g

AT+CIPTCPOPT : 25if)/3% B A B 30k I

331 #ivd

iR

PO AT [ SCRFICOUE FRYFTA AT fiy 4. AREETREAE N ESP32-C3 BUA S Friin S, A

Fremi¥ ESP-AT 142, TESFTAPTCE TR (NS0 MALR), RIEER T ZEHE) -

21 OTA fird (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

2% PING 7% (AT+P1NG)2 Component config->AT->AT ping command support

2 1] mDNS 4 (AT+MDNS): Component config->AT ->AT MDNS command support
S5 TCP/IP fip % (CRHERE. —HAEH, i TCP/IP MIRerF i, AR 2 AT X L AT iy
4-): Component config->AT->AT net command support

3.3.2 AT+CIPV6: 3 HI/ZEH IPv6 4% (IPv6)
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A ifo i 4

i
) 1PV6 41275 e
LT

AT+CIPV6?

Wi i :

+CIPV6:<enable>

OK

S

)E’J

Ly :
JE /S TPV6 [ 2%

I/ e
“ﬂ4>‘

’AT+CIPV6:<enable>

W i ¢

[ox

BH

* <enable>: IPv6 M ZE (I EEIRZS. BRIAE: O
— 0: 221 IPv6 M %%
— 1: J3H IPv6 M %%

B
o FE M OB T IPve W %5 b2 W A W,

T IPv6e W %% {fi ;i TCP/UDP/SSL/PING/DNS,
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

S E O IPve W 2,

SR

5

1, # & TCP6/UDP6/SSL6/PING6/DNS6 1

3.3.3 AT+CIPSTATE: #%ify TCP/UDP/SSL 455

Ay

A

Ele

AT+CIPSTATE?

W i ¢
MG TEERS, AT &[]

OK

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>
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WA R, AT R

OK

<link ID>: W%i%E$H: ID (0~ 4), HTZEEE
<7 type” >: FARSH, FR k4 TCP”” UDP”,” SSL”.” TCPV6”,” UDP6” 8 “SSLv6”
<” remote IP” >: FEFHE SR, Fonuong IPv4 Hihksk IPve Hihl
<remote port>: i_lffﬁlffﬁ mE(E]
<local port>: ESP32-C3 71 118
<tetype>:
— 0: ESP32-C3 %45 1F 7% F i
— 1: ESP32-C3 #%451VE MR 4525

3.34 AT+CIPSTATUS (5i¢H): #rify TCP/UDP/SSL ¥EEAREFME B

P4

Eld

(T3

AT+CIPSTATUS

W i <

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>

OK
S
o <stat>: ESP32-C3 station 3 [T RS
— 0: ESP32-C3 station A& ¥ GRS
— 1: ESP32-C3 station *H WG ARAS, (HIEARIF1h Wi-Fi iE#:
— 2: ESP32-C3 station {\iE#: AP, #i15 IP #bhl
— 3: ESP32-C3 station .73 TCP. UDP &} SSL 1&#j
— 4: ESP32-C3 #4574 1) TCP., UDP HI SSL ¥JiH
— 5: ESP32-C3 station JF4&3d Wi-Fi i#4%, {(HM A% _E AP i M AP K
o <link ID>: MZEH ID (0~4), HTZEEMTEOL
° <” type” > Hﬂk@%é—%%& %\%iﬂ?ﬁi%@iﬂ” TCP”‘” UDP77‘77 SSLM‘M TCPV6”‘” UDPV677 ﬁ 4LSSLV677
e <” remote IP” >: FESE, Fonmiy [Pv4 Hubiksl IPve Hilik
« <remote port>: L I 1{H
* <local port>: ESP32-C3 7l I1{E
* <tetype>:
— 0: ESP32-C3 &451VE & i
— 1: ESP32-C3 %451 MR % 2%
B
o BN S AT+CWSTATE iy A-2514) Wi-Fi JRZS, i FJAT+CIPSTATE 1y 425 1) TCP/UDP/SSL IRTS o
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3.3.5 AT+CIPDOMAIN: I #4@dr

v

H

N

B

¥

A

=

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W i <

+CIPDOMAIN:<"IP address">

OK

o <” domain name” >: FHENTIVIE A

o <ip network>: ik IP [%%, BRIA(E: 1
— 1: WYEfERNTN IPv4 Hoht
— 2 FU@HTN IPv4 Hiht
~ 3 FUENTY IPV6 HikE

o <” IP address” >: fE#TH g IP Mt

il

AT+CWMODE=1 // B station # =R
AT+CWJAP="SSID", "password" /) EENE
AT+CIPDOMAIN="iot.espressif.cn" VRS- %

/1 B AT, R A IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/1 B BT, R A IPve M

AT+CIPDOMAIN="ipvé6.test—-ipvé6.com", 3

/1 B AT, BEBATA IPvA Hdt

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: #tv. TCP ¥%4$:. UDP {L#yuk SSL ¥E:

o %3 TCPi%4:
o 5 UDP £
o 5 SSLi%EdE

iy, TCP itk

>

¥

N

Eas A

¥

// % (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">]

// % # # (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—"local IP">]
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] o, <
HEHARATT, R

CONNECT

OK

ZHEERT, &[0

<link ID>,CONNECT

OK

* <link ID>: MZ%3EH ID (0~ 4), AT ZEEN L. RSBELERLT menuconfig HRYIA

BLE T, —A2 AT AP A HLE T AT_SOCKET_MAX_CONN_NUM , BRIAEHN 5. J—4 /& LWIP
AR ECE T LWIP_MAX_SOCKETS , ERIAME N 10, BUEMOZSEITERE , 55 ZE Ul B 0
AT_SOCKET_MAX_CONN_NUM HE I R1Z EA KT LWIP_MAX_SOCKETS MH. (iH&%%iF
ESP-AT T42 SIHEZ(5 .. )

o <7 type” >: FAFERSRL, FoRMGKIERSEAL,” TCP” i “TCPv6”. BRIA(E:” TCP”

o <” remote host” >: FEFESH, FRmus IPv4 Hidk, IPve bk, B4 . mKH 64 37,
RS B 4 B4 KT 64 277, 5 AT+CIPDOMAIN iy 4 4R BUs 44 %5 [ 1) TP Hihk

SRIGHE R TP bt T i $% .
* <remote port>: G {4
+ <keep_alive>: [il & &#;5~f) SO_KEEPALIVE 3 (Z%: SO_KEEPALIVE /14%), Hifi: #b.

e JERE: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
— 1~7200: JFJ keep-alive HjfE. TCP_KEEPIDLE {3}y <keep_alive>, TCP_KEEPINTVL i}
1, TCP_KEEPCNT ffi} 3.
o AP <keep_alive> ZEHAT+CIPTCPOPT 4% <keep_alive> ZEFHE], %

HUSBRER B . MALBIT A QA RE <keep_alive> 24§, MIEBGAM EKBCEMIE.
o <” local IP” >: JERHLE AN IPv4 Hutik o IPve Mtk , %S H0fe A i 2 N 45432 LI R4S #h 22 TP

HhEREEEA T . BOCHES, AR EAEMN, fFAfTRE, SEEChARIE

e
o WIRGEANELT IPv6 M 28— TCP %4z, i HITPA R HAE:
— Wt AP S H: IPv6
- BEAT+CIPV6=1
— BITAT+CWIAP £ A3REE|—A IPv6 it
— (W]3%k) @iTAT+CIPSTA? fiy 5K s ESP32-C3 2753 3R EE| IPv6 Al
hil

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at U i 3 AT+CWJIAP 3k B 3| IPve 4 & H# ik
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004", 80, ,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"
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&t UDP {4y

// B ¥: (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
<~>">]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <
—"local IP">]

W
FRPERARCR, Rl

CONNECT

OK

Z AT, R

<link ID>,CONNECT

OK

 <link ID>: MZEH ID (0~4), HTZHEEWHN

o < type” >: FRIHRSE, FIRMIERIA,” UDP” 5 “UDPv6”., ERiAfH:” TCP”

o <” remote host” >: FFFEESE, Fonicin IPv4 Mk, 1Pve Hidlk, skdki4z. HKR 64 5. A
ST B A4 B4 KB AT 64 5275, T AT+CIPDOMAIN iy % 4R B 44 %5 [ 1) TP Hbhl
SRIGEH TP Mk R .

« <remote port>: L 1{H

* <local port>: ESP32-C3 %451 UDP i [1{H

« <mode>: £ UDP Wi-Fi &L, ARSEMIELLIBEH O

- 0: 20 E) UDP i), AeAsxtug UDP #ihkfE B (2RIA)

= 1 U5 — R BRI B SRR B E AN [ B 6] i UDP i, A8 Xt UDP #ihb A5 58 K ik Bt
WA Iy 1P Mtk A 1

— 2: R E) UDP %idmint, #ReZE Xt UDP k{5 B ok A S B a3 4500 1P Hunik A 1

o < local IP” >: B340 E AN IPv4 HoikB% IPv6 #uhilk, %S5 A Hh £ W 2442 O B A #h &2 TP
HokrHEREA . BOACNEEH, RS, FafrkE, SEWMERUE

|

o Y5 UDP #4322 v i IP #udikj2 TPv4 4R35 ik (224.0.0.0 ~ 239.255.255.255), ESP32-C3 #4536 &
EANEEN UDPv4 21 3%

o 5 UDP %42 Fppyati 1P #hdik 2 IPv4 T 3% bk (255.255.255.255), ESP32-C3 &£ KL AEIR
UDPv4 | 3%

e N B UDP % ¥ b @y @ oug IP ML oMk 2 IPve 4H % Hb 4k (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C3 % 4% ¥ & T IPv6 W %%, ‘% 3% fll %
it UDP 4%

o THSE <mode> i, FLRRESE <local port>

o GRARIEAEELT TPV W25 7857 —> UDP &4, HHATRA N EAE:

- Wi AP 7 IPv6

B AT+CIPV6=1

W ITAT+CWIAP 1523k B E|—1~ IPv6 Hihik
(AJ3kE) Wit AT+CIPSTA? fy 4428 ESP32-C3 J2 A 3k HLE| TPv6 Hithl:
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o QR KT 1460 7Y UDP 4, i A 174 % ESP-AT T 42, JESR TP E TR H
##: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 ¥ %
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #TF IPve [ % # UDP ¥ #%
AT+CIPSTART="UDPv6", "fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9b"

// #TF IPve W % # UDP % #
AT+CIPSTART="UDPv6","FF02::FC",1000,1002,0

// ¥ ¥ ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>,<"local IP">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[, <keep_alive>,<"local.
SIP">]

W
T, R

CONNECT

OK

ZHEAGEUT, R

<link ID>,CONNECT

OK

* <link ID>: MZ1E4; ID (0~ 4), HT 28N

o < type” >: FLFERSEL, FoRMGIEREAL,” SSL” 1 “SSLv6”. ERINfH:” TCP”

o <” remote host” >: FLFERE S, Fonimif IPv4 Mk, TPve #ihik, Bilfi4. fKh 64 45, 0
FAGT B 4 HIs4 KB 64 277, 5 FJAT+CIPDOMAIN iy 23R HUsk 44 % W 1) TP Hidik,
SRIGHE R TP bt T 4% .

« <remote port>: JTifsi I {E

o <keep_alive>: Pl B E£3: 1 SO_KEEPALIVE %3 (&% : SO_KEEPALIVE N47), BAfii: b,

e JE: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)3 keep-alive BJfiE. TCP_KEEPIDLE {f 4 <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {4 3.
o Kb H <keep_alive> BEHAT+CIPTCPOPT firdH) <keep_alive> MR, & HE
H G E a2 UE . MFBIT ARSI AN E <keep_alive> Z4k, MIERINEH _FRECEME.

o < local IP” >: YL E AL IPv4 Hihik 5 IPV6 il , %S HE A ML M 432 DR R AR Hb %2 TP
bR . BRVCHEEN, R EAEMEN, R AfTRE, SHEECARUE
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i}
o SSL MR BT 7] H WAFFI oK IE R
o SSL#EEFR HEHKENA, WEAMEXFERSES
o WIS AT+CIPSTART fiyd 2T SSL iEH:, HARNEIR GRS A S 10 #5, D] R i s ] 25 A%
BEK, AR T R FEIR N
o QUSRGAEELT TPV W25 7S, —~ SSL 8z, i HATRA N
— TR AP 43 IPv6
BB AT+CIPV6=1
ST AT+CWIAP 6523k BLE]— IPv6 Rl
(R[#) iFAT+CIPSTA? £y 4K ESP32-C3 27540 % IPv6 Hihl

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at E @ i AT+CWJIAP ¥ B 2| IPve 4 & # it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£f96:9147:d66d",1000, ,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: &tV 124 AL ID (¥ TCP ¥%:4%. UDP fi4uk SSL ¥4
A HAT+CIPSTART AR{Ll, R SAET - AEL RO T (AT+CIPMUX=1) THRFHHI D, R4
£ BB E B ID.

3.3.8 UGB E] +++: BHEDREX

Feok AT o 4

i
BHEIEARX, HEAFESEX

Command:

/1 RE R B R

e+

|

o WRRRATA A AR + F4F (BRI ASCIL RS : 0x2b), [A]Efir 445218 CR-LF F4f

o BEREE—A> + FARIRTE A 20 ms I [A)E]FE SO HARE A, 5 = + F4F 5 2047 20 ms f{a][A]
PR HAb A, =AY + FREZ R E2A 20 ms I H] ] E  3A HABR A . I, + RSP

o AFRFFIRIAT iy B il i

 WHEDER RN % AT i

3.39 AT+CIPSEND: A% il f& ke Xok Wi-Fi @ 5P Rk Bl

SLEE AL A
A

-

=y

o
B

F AT, fRE KBRS AR AR R T 8192 747, 5l ] AT+CIPSENDL

5
7
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// ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP &y 7 48 & x5 £ WL 0o H
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i ¢

OK

>

R FR AT EHE SRR TR, BU T DA AR, 24 AT 08 i 8l KA F] <length>
Ja, BRI

LB SEMVALS AR eI i g TP AL

’ERROR

AR B AL OB C 2R B0 3 ) , &[0

’SEND OK

P4
i
BEA Wi-Fi i £ 42X

A

AT+CIPSEND

Wi i3 ¢

OK
>

1%

ERROR

PEA Wi-Fi 142 X,, ESP32-C3 B i K 8192 7747, R kik 2920 745, USRS i &ida i
JERTAET 2920 747, BARSSLAIPE A 2920 FA7T— AR BRUEAT Ak, M S2F1F 20 ZAPESETRIK
BRI R T 45T 2920 TR Ak 8 (BmT PAESS AT+ TRANSINTVL fip S FCEL BRI ) o 2450 A Bl
—fl+++ I, RIS AR NRORE AR, iR 1 AR 4 AT @l

K S NAEFF s # 42X DAL ER R . #54 Wi-Fi UDP #1%, AT+CIPSTART fii 4155k
<mode> WK E N 0.

BH

* <link ID>: W% ID (0 ~4), HITZEEANEN

o <length>: HHiK AL, FARMH: 8192 FA7

+ <” remote host” >: UDP &4 n] AFE & Xt EHL: IPv4 ik, TPv6 btk , siiisi4
* <remote port>: UDP %4 n] PAFE & X i it 1
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]
o UA] DA AT+CIPTCPOPT 436454~ TCP M4l B 7k . flin: %8 <so_sndtimeo>
5000, W TCP &ikfRfESAE S PR EIZER, TR MR 2RI, X AT MCU %575 AT a4
[ 42 PRy EsF]

3.3.10 AT+CIPSENDL: £ il ek X b IFA 7% KB
EaEs

yfik:

Sm AR AT, FERKE, T AREE (AT 64 IR AT A X A 22 5291 71) .
T AI LA ] AT+ CIPSENDLCFG fiy A Tl B A 4. NSRBI B /N T 8192 27, #tumT DA
{di F AT+CIPSEND £ 4 %:3% .

Py
A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 45 & * 35 £ AL v H
AT+CIPSENDL=[<link ID>, ]J<length>[,<"remote host">, <remote port>]

Wi 3% <

OK

>

AR IR AT JEAZIEAZ X - HEMERS U HIL AT f-oi 1 BORE , ORHEST AR AR, —HL AT
iy 4 H ZMCEI R, Bl S PUAEIRZ L, BaRfemITis.

MR C TR, RESMIRAT+CIPSENDLCFG LB FARE L -

’+CIPSENDL:<had sent len>, <port recv len>

IR+ ++ A BUE, RYGRMN:

’SEND CANCELLED

MR EIRA P E RN E, ARG RARN

’SEND FAIL

R BT B A A CRREEIRC 40X Bx i), RETHRA RN :

’SEND OK

MEERWOITR, GO AR IE+++ Ao WUH &4, [FIf ESP32-C3 i@ M2 X B . 70, AT fy
v H S B, EEMLEEER <length> KIEEHHNS, 4 SiBHAIERZX.

¢ <link ID>: [Z%3%H ID (0~ 4), T ZEENEL

* <length>: HU{CHE, HRME: 27 - 154

+ <” remote host” >: UDP &4 n] AFE X o £4L: IPv4 itk IPv6 Huhk, =isk4
+ <remote port>: UDP £ 4] PATS & Xt i i 11
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o <had sent len>: 3% 2| JiE 2 AR AU B
« <port recv len>: AT &3 U R 50 B K )

|

o BUUEET UART 4%, B0, R UART $IGH BT M 28 Ak sl BE I, & B0 & 2k

o BRI LAEFJAT+CIPTCPOPT fiy R A TCP ML BB e . Bl B <so_sndtimeo>
5000, M TCP Ak #fEoAE S FPNIR ISR, ToiR s @RI . X ATPAT 4 MCU 26£F AT fiy 4
[ A2 P IS 1]

3.3.11 AT+CIPSENDLCFG: ¥ AT+CIPSENDL 7y A1) @k
A ity 2

itk
251 AT+CIPSENDL £y A1y it B

AT+CIPSENDLCEG?

W i <

+CIPSENDLCFG:<report size>,<transmit size>

Dyie:
% B AT+CIPSENDL A 1T B

A

’AT+CIPSENDLCFG=<report size>[,<transmit size>]

Wi i ¢

’OK

BH

« <report size>: AT+CIPSENDL iy 4R/, BRIAE: 1024, JEF: [100,2 207, @ildn: &5
<report size>{H} 100, WJAT+CIPSENDL 145 B <had sent len> FIRJF4HN (100,
200, 300, 400, ---- ). fJEH) <had sent len> DFR{EEESE T SLPrf&fp8E KL .

* <transmit size>: AT+CIPSENDL fip % F LRI, BAaa T HdE LA Ok E o . B
IME: 2920, {ER]: [100,2920]. AR HIEHEKE R TET <transmit size>, HIELLR)
s A% <transmit size> FAT—ZHMBI TR, BIMSSER: 20 Z RS R 8 KT
T <transmit size> FATHRIEEDE (L0 DAET AT+ TRANSINTVL G4 B 3LIE] FF ) -

L]
o XF TR IMEXT SERF R R B A, IR E RN <transmit size>. WHEFEEGE
1 AT+CIPTCPOPT €4 & TCP_NODELAY J&:,
o MR KRR, WEERRER AN <transmit size>. WMHEFREFELA TR 5 ESP-AT 5
vk bk

Espressif Systems 78 Release v2.3.0.0-esp32c3-862-g7b9487c20f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 3. AT Ay d4E

3.3.12 AT+CIPSENDEX: fE# ittt R I Ity i Xk i 8
BeE WA

AR T, S KIERIEHOR, S M0/ \0 (OxSe, 030 ASCID A HCR K%

s

// B F: (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP M W35 & %t 3% IP H ik Fnsg o
AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

W

OK

>

EaRm R FoR AT CHE RO AT R, BT AR AR KRIER B, 24 AT 30 B K18
#| <length> JG#dlt Bl \O AP, Bl temirin .

USRS IR BB AR I B R T, R[] -

’ERROR

R BT A B O S AR CR R E 2 AR B ), &[]

’SEND OK

<link ID>: [A43E45% D (0~ 4), T ZIEBIT L

<length>: B, HAR(E: 8192 FFy

<” remote host” >: UDP &4l AFR S 4L : [Pv4 Hihik. IPv6 Hihl:, sl
<remote port>: UDP £ 1] PAS & X i i 11

(|

o BRI R R BORES, BUBE B\ 0 AT (0x5c, 0x30 ASCID), ¥dlE&IriG, RgtiRE
WE O, SRT & AT s

o IREHEPAE \<any>, WEEBRBFL, REH <any> 55

o WIRFE KRN0, 55 R \\O

o XA DA I AT+CIPTCPOPT fiy4 K WA~ TCP L B BRI, Hlin: $5E <so_sndtimeo> A
5000, W TCP A& ikEAESAE 5 B NIR LSRR, LB IR 2R . X DA MCU 4545 AT find
[1] 5 R ERF []

3.3.13 AT+CIPCLOSE: 3:}] TCP/UDP/SSL i}
Brias

i
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KM Z BT ) TCP/UDP/SSL #4%

A .
"ﬂé’\‘

AT+CIPCLOSE=<1link ID>

Wi % ¢

<link ID>,CLOSED

OK

AT 4

g
KM ISR ) TCP/UDP/SSL 14 4%

AT+CIPCLOSE

W i :

CLOSED

OK

B

* <link ID>: TR FLIER: ID, QRBEN S, WIFR KPR %

3.3.14 AT+CIFSR: #rifyAciy IP Huht Al MAC Huhk

PaT %

=

A

AT+CIFSR

W ) :

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIP6LL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK
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o <” APIP” >: ESP32-C3 SoftAP [fJ IPv4 Hiht

o <” APIPG6LL” >: ESP32-C3 SoftAP ] IPv6 7S A i Huht
e <” APIP6GL” >: ESP32-C3 SoftAP f{] IPv6 4 @ ikt

e <” APMAC” >: ESP32-C3 SoftAP f#) MAC Hiht

e <” STAIP” >: ESP32-C3 station [ IPv4 bl

e <” STAIPG6LL” >: ESP32-C3 station [ IPv6 ZSHi 5 i s ht
e <” STAIP6GL” >: ESP32-C3 station [ IPv6 4= et

* <” STAMAC” >: ESP32-C3 station 1§ MAC ik

e <” ETHIP” >: ESP32-C3 ethernet [¥] IPv4 Hil:

e <” ETHIP6LL” >: ESP32-C3 ethernet [/ IPv6 A< HbAdk i Hihl-
e <” ETHIP6GL” >: ESP32-C3 ethernet [J IPv6 4= JayHiht

e <” ETHMAC?” >: ESP32-C3 ethernet 1] MAC i

(L]

« HUA24 ESP32-C3 i KB A A% IR RS, A BEAINEIE /Y IP HuhtAl MAC ik

3.3.15 AT+CIPMUX: BEH/Z8H 280
A it 2

itk
R

ks

AT+CIPMUX?

W i <

+CIPMUX: <mode>
OK

B
fie:
P

[k

’AT+CIPMUX:<mOde>

Wi i ¢

[ox

BY

o <mode>: JEAR, BRIAE: O
- 0: BLiEg;
- 1: ZiER
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Bl
o JUB 4 BT A T BT T I A ] B O e

o AfE 1R X (AT+CIPMODE=0), A REBE N L HEH
o QRESL T TCP/SSL fied5 i, AUIN BAEERE , WK IS5 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #r /5[] TCP % SSL it 5525
A4

Iriig:
A1) TCP/SSL [z 55 #iRES

P e
"ﬂ4>‘

AT+CIPSERVER?

L)V

+CIPSERVER: <mode> [, <port>, <"type">] [, <CA enable>]

OK

v

7

N

g

¥

=4

A

’AT+CIPSERVER:<mode> [, <param2>][,<"type">][,<CA enable>]

LT)
[ox
ZH
e <mode>:
- 0: XHNRSS#R
- 1o @RS

* <param2>: Zf <mode> A[A], WHSHIE AR :

o IR <mode> 2 1, <param2> f0FEigIT5. BRIAME: 333
o GiH <mode> j2 0, <param2> fARMRFAEH KEIA R im. BRIAE: 0
- 0: XMk A OR B A % P i 1%
— 12 RMANRSS A H KA rf
. <” type” >: [R5 884%:7 TCP”,” TCPv6”,” SSL”, B “SSLv6” . MKiAfi:” TCP”
¢ <CA enable>:
- 0: A CAAIE
- 1: ffif CAAIE
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e

o ZIEEENT (AT+CIPMUX=1), A REHEIRS 2%

o BIEEIRSAE, BB RS T, e Hairald— RS

 MHEFImEA, 2HEHER D,

o GNSREAEUELT IPVO M 45 A @ —A> TCP/SSL 454, 11 G EAT+CIPV6=1, FFIREL—1 IPv6 Hh
Bk,

o KRS A% <"type"> fil <CA enable> W4 .

2N

// EI TCP MR 4% B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// BT SSL & B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// ET IPve M%, GAl#E SsL R 4& #
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLvé6", 0

/1R ARG BB KA BT R & &

AT+CIPSERVER=0,1

3.3.17 AT+CIPSERVERMAXCONN: #%if/i ¥R 45 2% o vt v s e 8k

#i
#5) TCP 5 SSL [} 55 28 VP A BOR A 4

AT+CIPSERVERMAXCONN?

Wi i ¢

+CIPSERVERMAXCONN: <num>
OK

Pa-

CEL A

ifig:
BeE TCP 5 SSL R 55 Feifr a7 i de R ek

O e
iy A

’AT+CIPSERVERMAXCONN:<num>

W 3% ¢

[ox
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BH

e <num>: TCP j SSL E&%%&ﬁi@@jgﬁﬂ_‘j{t?ﬁﬁ7 {Bl%l [1»5] ﬁu%;u\;ux/ﬂ&—d& %ﬁﬂﬁi‘]ﬁﬁlﬂ
{H, WBHAT+CIPSTART f4 3% <link ID> HHiik

]
o T BEE B RIEREL (AT+CIPSERVERMAXCONN=<num>), 5 EQIHRSS#% 2 Bl E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #%ify/¥t B L HiEik
AR A

Yriie
EEREIIES TSR

[

AT+CIPMODE?

W % <

+CIPMODE : <mode>
OK

B
i
BB
e

’AT+CIPMODE=<mOde>

Wi i ¢
[ox
* <mode>:
— 0: Fl AR X,
- 1: Wi-Fi & #3008 X, (U5 RF TCP BiiER: . UDP [l 5 X i . SSL B s I
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e

o FCE T SCARAEE] flash,
* 7£ ESP32-C3 i#t A Wi-Fi i 302 X 5, AR A TaerF JoiE i .

Bl

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 23 d if i [ia]
iy

yiig:
i) A< TCP/SSL I 55 vl i s 1]

s

AT+CIPSTO?

Wi i ¢

+CIPSTO:<time>

BB A TCP/SSL fIR 45 2 i} ]

’AT+CIPSTO:<time>

W i <

[ox

S
o <time>: ZSHi TCP/SSL 45 25 B IFA], BAL7: Fb, BUETEE : [0,7200]

Bl

o 4 TCP/SSL % FUtHE <time> I[E] A & A il i, ESP32-C3 fR45#e & Wi F b i .

o WRFESE <time> N 0, WIERIKEA LB, NEBGXFEBRE.

o FEBEMIIIRIY, 245 P &R -5 RS #n 8 (5 sl 8 IR G # O 5% Pm i s iy, TR s
THE . BB E, e o] .

il
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AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #ify/i% B mFIX A SNTP JIR55 %%
R

e

AT+CIPSNTPCEFG?

Wi i ¢

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

)E’J

CE

e

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

e <enable>: % & SNTP iR %2s:
— 1: %% SNTP Il 4554¢;
— 0: N5 SNTP JIR%525.
* <timezone>: SZRFLAFPIRAE :
— R UTE L [-12,14], BERAVNESR AL, @ SR R (UTC) iR R pmic K2
FiX (UTC-12:00 & UTC+14:00) ;
- Mg uTC R E, UTC R EIEE TIRTFEINZ HTE 2] UTC BE) A fefs 2] 4<
HoEF1A], JEH RN [+ -] [hhlmm. Q0524 A KAEAR 74 AVE,, WA 5E, ARAEAR
M, WSRIEEL. /N (hh) D20 -12 3] 14 2 [8], 408F (mm) DA7507E 0 21| 59 Z 6], flin, 4
AU PR BTV 2 A IS, B UTC+12:45, EWVIZIE <timezone> ZELE N
1245, BZFRESH UTC W5 & .
* [<SNTP serverl>]: 25—~ SNTP [k 55#%.
o [<SNTP server2>]: % 4> SNTP IR%#%.
o [<SNTP server3>]: % =/~ SNTP k5%,

L

o REMOSEREEPLE=1 SNTP R&2:5%80, NWEBIAM ] “cnntp.org.cn” . ” ntp.sjtu.edu.cn” Fl
“us.pool.ntp.org” FH Az —,

o XFEMMS, HME <timezone> B RES X B <timezone> BHA—FE. N
<timezone> ZH L —Fp UTC i B, fFlan: % B AT+CIPSNIPCFG=1, 015, HFA4
i), ESP-AT & ZMEHf IXSEIWHIT 0, EIEER 15. NETHE g, Fro A IEEE —fp
UTC fw#% EAg Uit , st uTc+00:15, Wat@Ar it kMg 0 i IX.

* HT SNTP 2L T UDP S A3k 1 SR AR IR R &2, 24 9 28 A i, 2% 5: 80 ESP32-C3 [ s ] Jo ik KB
[ . —H AT iy 4 i + TIME_UPDATED , AXFIHRIC W4, WIHER] LKL 5 AT+CIPSNTPTIME?
AR 24 T A
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il

// f£# SNTP MR & %, WE ¥ EHH KX (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fEf SNTP R &4, REFEAHH KK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
b3

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// EE SNTP R &, REFEZHX EXEBHH M HK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #%ifj SNTP Iif]i1]
A%

AT+CIPSNTPTIME?

Wi i ¢

+CIPSNTPTIME:<asctime style time>
OK

]
* A 5 asctime A1) X% I asctime man page .

* & ESP32-C3 i/t A Light-sleep 5 Deep-sleep Ji5 Fi-Mt [, %45 Hf[A] F] B A . A E B &
iR AT+CIPSNTPCFG 1554, M NTP [R& 48 3KBUHT Y B[R]

* SNTP IR EN A IFRIAFAETE RTC Xk, IMAERE S GERAER) J5, WAL ZER,

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

=

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK
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3.3.22 AT+CIPSNTPINTV: #xify/ik ¥ SNTP If[a] 6] 25 1 ] FE

AT+CIPSNTPINTV?

W i <

+CIPSNTPINTV:<interval second>

OK

v

¥

X

Wrs
4

=l

’AT+CIPSNTPINTV:<interval second>

W

[ox

BH

 <interval second>: SNTP H}[a][@lF 0] . B0 #b. o : [15,4294967].

B

o BCE TR FEE AR, EWE ESP32-C3 2 A—k i) NTP AR 55 4% K OB I ] o

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn”
OK

/) BANERE — K
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #rifyllR 5555 A AT kA
Arifgir A

rhig:
I 54 C AR ESP32-C3 AT [l {H/ifA

.
"ﬂé’\'

AT+CIPEWVER?
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Wi 3% ¢

+CIPFWVER:<"version">

OK

BH

e <” version” >: ESP32-C3 AT [ {4k 4~

Bl

o TEREFREETII) OTA HUAE, 582U E U S A [ (AR AR TH 2 o

3.3.24 AT+CIUPDATE: jixk Wi-Fi 71851

ESP-AT FEiafTIN, il Wi-Fi A B IRSS 4 B R 308 B 2 R0 X, DA T2 T 7

iy

g
#if] ESP32-C3 B I TR

A

AT+CIUPDATE?

Wi i ¢

+CIPUPDATE:<state>

OK

Parn %

yiig:
TEFLZERLA T @ 1d OTA THLH] TCP il 55 i sl A 1 [l F

AT+CIUPDATE

i Jo; 2
5% BE a2 )R B

LA

-t

yite:
TH20 3 AR 55 7 b6 e A 1) [ 4

O A e
“ﬂ4>'
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AT+CIUPDATE=<ota mode>[,<version>] [, <firmware name>] [, <nonblocking>]

W

Un2R OTA FEfH ZERT R A, iR [n:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

OK

Sw N

Wit OTA FEAFPHAERF izl &[0

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Sw N e

IARAEPHLIERTR OTA R, iR [u]:

+CIPUPDATE:<state>

ERROR

IRAEARPH BRI OTA KK, iR u]:

OK

+CIPUPDATE:<state>
+CIPUPDATE: -1

e

<ota mode>:
— 0: i@ HTTP OTA;
— 1: 3@ HTTPS OTA, WS Tk, % . /build.py menuconfig>Component config
>AT > OTA based upon ssl B ifE, HEEEHI Ao iF ESP-AT 142,
<version>: AT Jfi4<, #1v1.2.0.0, v1.1.3.08{v1.1.2.0,
<firmware name>: J1Z ) [E {4, U1 ota. mgtt_ca. client_ca B{H'E at_customize.csv
W E E SR X
<nonblocking>:
- 0: PHZERIA Y OTA (AR, EF| OTA FH sk 2k MG A I ALK % AT s ) ;
- 1 JEH R OTA (MR, AYsEi)G (+CIPUPDATE:4) 35 T3 H)5).
<state>:
- 1: FHN RS54
2 R RS A
3: RIS THRIA 5
4: SERTF
-1: JEPHZERCT OTA 2RI

THRE LI T P AR -
IR M2 A EAESETHHRIM, AT KR8] ERROR, 25— BUR T .
AR B i AR B R MY AT BIN, 7Ry 95 M Espressif Cloud "~ AT [HI{F- 7+
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o NSRS 2 B AT SRR AT BIN, 15 5 47523 AT+CIUPDATE FOTA Ifjfig 8% # {i# j] AT+ USEROTA
u{ % AT+ WEBSERVER 5%, W[ &% ESP-AT TR /R 5] FOTA,

o HUWTIR AT )G, iJEﬂH%AT+RESTORE W) WE .

o OTA I FERYHRBT BRI 3 4340 .

o JEPH ZERL Y A Y OK Fll +CIPUPDATE: <state> FE4i th ¥ B %A 4% 5 L LW e 50T«
OK A fEYE +CIPUPDATE : <state> Z HikiH, WA HELE +CIPUPDATE :<state> Z 5.

AN @uﬁﬁﬂlﬁﬂﬂi P2 IH A S AFAE— B AR A E R, BB ICvEETT, R R 2T 93|
IHAAS, SR E SR B A7 T 6 .

. i%%%&nﬁ 3, OTA F+25 FRPUE 2 OTA i .

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,, "ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: ¥ +IPD i 5 ¥ 1

A .
"ﬂé’\'

AT+CIPDINFO?

Wi i <

+CIPDINFO:true
OK

11

+CIPDINFO: false
OK

&E Il/?\
&

’AT+CIPDINFO:<mOde>

L)
|ox
S8
* <mode>:
- 0: 1£ “+IPD” F1 “+CIPRECVDATA” JHEH, A%t IP ik Al 1145 5
- 1: £ “+IPD” il “+CIPRECVDATA” JH S, $27-%f i IP Hbdi Al 115 5
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il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #ify/ix ¥ SSL % F i fic &
A4

g
A1) ESP32-C3 112y SSL 27 i 4~ M 432 (4 T B4 5

Py e
"ﬂ4>‘

AT+CIPSSLCCONE?

Wi 3% ¢

+CIPSSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number>
OK

)E’J

ST
e

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode> [, <pki_number>] [, <ca_number>]

// % H ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

L)V
OK
ZH
* <link ID>: £ ID (0 ~ max), 7EZHERHHOLT, HSEMEBON max, WFORPTA#ERE, &
SRERNEN S

¢ <auth_mode>:

- 0: NAIE, W IEEIETE <pki_number> fll <ca_number> Z4{(;

- 1: ESP-AT $24% Pk F AR 55 %5 i CA IE- PR ;

— 2: ESP-AT % i #k A CA JIE5 KA MR 552 i 1 1E 15 5

- 3: MHEIAIE.
 <pki_number>: {EPBFFHAKEG], WREAGMEBMREH, HENH O,
e <ca_number>: CA fJZ5|, WERBAE—1 CA, HEHWNH O,

o WERAEARE S BIARL, WEFEE ST SSL B TAR A

o L UCRHRAEAE NVS X, G4 F AT+SAVETRANSLINK iy 2% B FFHLE A Wi-Fi SSL i% 1% 4%
K., ESP32-C3 FF7E iR b HL I BT AR & 7. SSL 4% .

o WERGHMH B CPIEBESEEEHZ B, WS % 4T L4 PKIfLE .

* QIR <auth_mode> FLE N 2 80 3, K TS AROIER ARG, H1EKLAT+CIPSTART iy
A HiHfLR ESP32-C3 CARHUE Y FiH R . (AT A IEAT+CIPSNTPCFG iy % KBl & SNTP, FRHY
HIRFE], & 3EAT+CIPSNTPTIME? £y 425 1) 24 B i 1A] . )
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3.3.27 AT+CIPSSLCCN: #rify/¥ ¥ SSL % ruiifl’A H #4 (common name)
iy A

Jyiig:
RIS SSL HESE R a1 44 B

s

AT+CIPSSLCCN?

L)V

+CIPSSLCCN:<link ID>,<"common name'">
OK

)E’J

CHLN A

s

// B H: (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % # ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<link ID>,<"common name">

LTIVE

OK

o <link ID>: [W#%3%54 ID (0 ~ max), 7ESFEBMHR T, ASEUEN 0; HELERNHBERT, 5
BUE N max, WIRIRIrA #ER; AKSEERAER S.
« <” common name” >: AZHHRINIMESS LR HTE S P2 T4 o A AR BN 64 75
BRI
o UNRAHBEAHI B BIAERL, WAEESL SSL ERTBITAM S .
3.3.28 AT+CIPSSLCSNI: #5ify/¥% ¥ SSL %5 )13y SNI
i w A

yite:
RN RY SNI il B

Yy
A

AT+CIPSSLCSNI?

W i <

+CIPSSLCSNI:<link ID>,<"sni'">
OK
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B

&F

=

A
¥ % g (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

Wi i <

OK

B
o <link ID>: M54z ID (0 ~ max), FEREZHEL T, XSEEHR 0; L2 EZNHBLT, #5
BUEW N max, WFIRAIIAEEE; RSEEGAMER 5.
e <” sni” >: ClientHello B[ SNI, SNI i KK 30 64 537,
e
o WNIRAREAE BT RIS, TEAEE SSL I RIIB T AN G S .
3.3.29 AT+CIPSSLCALPN: #¥ify/i3 ¥ SSL % fadi ALPN
iy a4

i
#if ESP32-C3 {2 SSL % iy 4 H2 1) ALPN Jig e

Py -
iy A

AT+CIPSSLCALPN?

W

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">]1[,<"alpn">]

OK

)E’J

CELTA
A

// ¥ (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

W

OK
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BH

o <link ID>: PZ&i%EH; ID (0 ~ max), FERIERIRIT, ASEEN 0; A2 ERNELT, #5
BUER A max, WIFRITAES: ASEEGMEN S.
e <counts>: ALPN HIEE. JERE: [0,5].

* 0: [ ALPN it .
* [1,5]: & # ALPN [l &,

* <” alpn” >: FRHERZAL, FR ClientHello #1) ALPN., ALPN fr KRKEZRTar S mH K K.
Bl

o ARAHBIATCE S RIZAL, RS SSL R HIB T A M2

3.3.30 AT+CIPSSLCPSK: #rify/BtE SSL %5 )il PSK (= £F A% )
b A

i
#if] ESP32-C3 {2 SSL % /- imihf 451~ 1) PSK i’
A

AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

%

&F

LY
A

=’>

// B (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % % H: (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

Wi i ¢

OK

BH

¢ <link ID>: 28 7EHEE ID (0 ~ max), TEFRERIEIL T, ASHEN 0; EZEEWHLT, HS
BN max, WZTR AR ASEEGAEN 5.

¢ <” psk” >: PSK identity (FAFERARZY), ORKE: 32, WRMEH <"psk"> S E \0, Hl
JH AT+CIPSSLCPSKHEX %o

e <” hint” >: PSK hint, fKKKJE: 32

el
o WA AR E ST RIS, e SSL i HIE T A G S .
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3331 AT+CIPSSLCPSKHEX: # i/ SSL % )ity PSK (175 ukhii% 20
B

* RAUTAT+CIPSSLCPSK iy, %ty W THCE A #) SSL & Fimp itk 2% 4] (PSK) , (HIH;
<"psk"> ZHE A ANBERIR A R TR L, <"psk"> ZH0PR) N0 FRXh 00,

il

// ¥ % (AT+CIPMUX=0), PSK identity % "psk", PSK hint  "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % #: (AT+CIPMUX=1), PSK identity % "psk", PSK hint % "myhint"
AT+CIPSSLCPSKHEX=0,"70736b", "myhint"

3.3.32 AT+CIPRECONNINTV: i/ s Wi-Fi {45 F i) TCP/UDP/SSL #i%

[1a] i
A i fir 4>
Yytig:
i) Wi-Fi i 1 42X F 1Y H 2l #%E 6] B
A
AT+CIPRECONNINTV?
W i <
+CIPRECONNINTV:<interval>
OK
BEE A
Yyhig:
WE Wi-Fi i £ 42 X '~ TCP/UDP/SSL &4 k¥ J5 B 2l s 2 (1 [1]
A

’ AT+CIPRECONNINTV=<interval>

* <interval>: HZIEIEMFENE, R 100 25>, BRIAE: 1, FH: [1,36000].

B

o FFAT+SYSSTORE=1 B, TilH 9O AR AFAE NVS X,
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il

AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #rify/i B e IR
A it 2

e
) E RO

AT+CIPRECVTYPE?

Wi i *

+CIPRECVTYPE:<link ID>, <mode>

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % H: (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>,<mode>

Wi i ¢

OK

S

o <link ID>: %5144 ID (0 ~ max), ERERMELT, RSBEUEN 0; EZHERNELT, &2
BUH BN max, WIRRIrA #E#; ASEEAER S.
o <mode>: ERFHEEA, ZRIAE: 0,
- 0: EBifis, ESP-AT YAy BRI B 78 o7 R A 2445 £HLMCU, 3Lk “+IPD” (£
TR 18 5760 75, ARRIE MCU e K &% 2920 FH457 4 50800 )
- 1: PEhiist, ESP-AT i I B E R T E IR AR B (B 0, B
B4 5760 F45), Z#% MCU L. % TCP 1 SSL #:4%, WIRELEXW T, FHILERT
ks 4T UDP {645, WREFAXW T, MakERdnEk.

|

o ZIEABEH T Wi-Fi i X
* 4 ESP-AT 7ER S PR B B FHARRT, SRR O A RS R A FE R (E B -
- LR (AT+CIPMUX=1), 2755 +IPD,<link ID>,<len>;
— FAERNT (AT+CIPMUX=0), #75% +IPD, <len>.,
o <len> FREFRPEZFHIM LKL,
o —HA +IPD i, Wi%iz{TAT+CIPRECVDATA RN R . &0, FER—A> +IPD gtz ar,
A~ +IPD KA A 45 L MCU.,
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o FEWITFERMEN T, FERFZEIRTAEAE, MCU 398 v PAEEEL, H 3 A& iXAT+CIPCLOSE
(AT fEN% Fifi) B{AT+CIPSERVER=0,1 (AT {E MRS #%). Wa)ifie, Wk +1pD B &piisy,
D HEMR K% 3£ AT+CIPCLOSE 8% k& 1% AT+CIPSERVER=0,1 B{ifi i1 AT+CIPRECVDATA fir 2B A B3
ZHI, XATERR CLOSED 15 Bk A .

o TR AR ISR & I 28 5t o B MCU Sl R AR EERS , FTAZ 1), (it B sl i Bdmasiat .

il

/) BEBBEAT, REHGERER

AT+CIPRECVTYPE=1

/I ZHEBEREAT, REFAEEARDERER

AT+CIPRECVTYPE=5,1

3.3.34 AT+CIPRECVDATA: HEshE BB e 5
BB A

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W i <

+CIPRECVDATA:<actual_len>, <data>
OK

Y

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

<link_id>: Z#EZHATIER ID.

<len>: frKAH M : OXTHRAE, A0S bRl 2 AR K B ARSI, T3R5 o K J3E P 0000 «
<actual_len>: %BT%??EXEI’J@ITE{(TP

<data>: ﬁﬁlﬂ’]?ﬂﬁ

[<remote IP>]: “FAFERSHL, Forxfi IP Hdl, @i AT+CIPDINFO=1 fiy - {fifiE .

[<remote port>]: XJifiin 1, L AT+CIPDINFO=1 fip4{#ifiE.

|

o R AT EAERE SR N AT, 7502 B2k 1] ERROR, W] PAiE it AT+CIPRECVTYPE? fiy %>
WA ETER B

o L ATE A BE AT RS O AT 2 B 2R 5] ERROR, 1] DA #F AT+CIPRECVLEN? iy 2 1A
IUR A T R
o T AT+CIPRECVDATA=<len> fiy -0}, B/DFEF <len> + 128 FEWWHNIE, Bl DA 6y
L AT+SYSRAM? 25 4 5 FT I NAEIE 0 o 24 AR 2 BN A7 H T SR IO L i 2. 2% 1% [1] ERROR
WATPGEISAT Sk B & 0 HEHEREAHRM alloc fail WITEMER, PABINEE I T WES
(WS GOR R
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il

AT+CIPRECVTYPE=1

// M 43 73 8 "+IPD,0,100",
/) RE, BT UNAREANT &
AT+CIPRECVDATA=0, 100

/7 Bl R EHN Mcu K0 BEEFKE 100 FEHEKE,
é\

ER X 100 FF By K4

3.3.35 AT+CIPRECVLEN: ity a2 B X &8 Bmm 1K
A

g

AT T AR TG B K

O e
iy A

AT+CIPRECVLEN?

W

+CIPRECVLEN:<data length of 1ink0>,<data length of 1linkl>,<data length of link2>,
—<data length of 1ink3>,<data length of link4>
OK

S8

+ <data length of link>: J:—i%4: G b () T A BRI 3

]

* SSL ¥4, ESP-AT iR [ul 4 K BE T B /N T BB i K %

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %3 4L

ping X i AL

e

AT+PING=<"host">

W
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+PING:<time>

OK

B

+PING:TIMEOUT // RAEH LM . k=% PING BHERLT, A4FAXMEE

ERROR

BH

o <” host” >: FERFERSEL, Fonitim LAY IPv4 Huhk, TPve Huhl, sidmi4 .
o <time>: ping (NS IR [E], FRAL: ZEFD.

B

o QAREAEELT IPV6 %% Ping Xifum AL, THHATLA T HRAE:
— % AP 3¢ IPv6
- &EAT+CIPV6=1
— WITAT+CWIAP 55 $ELE]—A IPv6 itk
— (W\[%k) @ FAT+CIPSTA? fip 4462 ESP32-C3 275 Kk E % IPv6 Mtk
o ISR EALR A FAFE, W ping X5 Jeilad DNS #4734 f#AT (fSCM@ApT IPv4 Hihl) , 7 ping
X AL IP Hihk:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) F-REBRMER TR 3O
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: #rify/i¢HE DNS 55858
i

#E14 AT DNS 45205 0

Py
A

AT+CIPDNS?

W

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeEmA

i
UE DNS e 5545 5
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[

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

» <enable>: %' DNS R 55 %%

- 0: 2 E 213K DNS R4 2415, DNS RE 24 kE K 208.67.222.222 f18.8.8.8,
WA ESP32-C3 station 5¢ % | DHCP i #%, DNS R55#8 A4 H " RE< HHT .

- 1: BTk E DNS IRF54E R, WRARESE <DNS 1px> [HMH, NI HEAME 208.
67.222.222 f18.8.8.8,

¢ <DNSIP1>: %5—> DNS flx55#5 IP #ihlk, XFF i, HAY <enable> ZH0Ch 1 K, Hiie)s
FIF3) DNS &, RXSEAF: WK E <enable> Ky 1, HARSHBE —ME, Lz ird
WA R;, ESP-AT X% S 5UE N 24 Hi%) DNS &% &k 1],

* <DNSIP2>: 554> DNS fI[R 4545 IP #ihil:, X Ti&E S, HA Y <enable> 44 1 B, 25
JF3) DNS & &, ASHA ARG WK E <enable> N 1, I WASERE —ME, ¥EEITA
a4 Bf, ESP-AT RHUZSHE R 24 Hi) DNS %5k 1]

* <DNSIP3>: 5=~ DNS flg45¢s IP ik, XfTiE Mm%, HA Y <enable> ZCH 1 i, WELEH
JH -2/ DNS #%8, ASEA G WEREE <enable> 2K 1, H ARSI E—ME, MUEiafrd
WAL E), ESP-AT X% S EUE R 24 Hi%) DNS &% &k 1],

o FAT+SYSSTORE=1, Wi'B i RrEte NVS X,
o XEABEORREBEEAE [ — MRS #% L
* 24 <enable> Sk O i, DNS AR55#% 0] RES AR ESP32-C3 528 r 14122 1 % phy 21 174) e 288 1T A0 2%

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) H—NET 1pve B DNs A HE: T—REEMERXIEFQ

// % /N ETF IPve By DNS Mt 4 % : google-public-dns-a.google.com
// HEZ=ZANET 1Pve # DNS A& #: LK HE £ DNs R & B
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS Jjig

N

BeEmA

X

=

AT+MDNS=<enable>[,<"hostname">, <"service_type">,<port>][,<"instance">][,<"proto">
][, <txt_number>][,<"key">,<"value">][...]

Wi i ¢
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OK

¢ <enable>:

5

- 0: X} mDNS Jjfg, FE:HLFHHE
e <” hostname” >: mDNS FHL4FR.
* <” service_type” >: mDNS 4275,
e <port>: mDNS R4 H .
e <” instance” >: mDNS L4 FR. BRIAE: <"hostname">,
e <” proto” >: mDNS R4 . HIYE: _tcp B _udp, BHAHE: _tcp.
o <txt_number>: mDNS TXT it #i9%E. JEHE: [1,10].
o <” key” >: TXT i,
o <” value” >: TXT i FHIMHE.
[-]1: R4 <txt_number> QKIS TXT 05T EEXT o

il

// JFJE mDNS B, T AHLAHL A "espressif", BREHEAE A "_iot", 3 H A 8080
AT+MDNS=1, "espressif","_iot", 8080

// *x W mDNS I
AT+MDNS=0

PEAUR WIS % mDNS bl

3.3.39 AT+CIPTCPOPT: #vify/is £y ko
Ay

i
iR eI A Suall

AT+CIPTCPOPT?

L)V

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

)E’J

CEL A

e

// B (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

Wi i :
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o <link_id>: 2542 ID (0 ~ max), FEZIERWIELT, ASEERN max, WFRRFITAERE: &
E € NINIEWIRE
o <so_linger>: Jit BERFM SO_LINGER %I (&% : SO_LINGER 1141), BHfi: #, BGME: -1,
- =-1: KM
- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
« <tcp_nodelay>: [l 'EEEFN TCP_NODELAY &I (Z%: TCP_NODELAY /+43), BRAME: 0.
- 0: #Jf] TCP_NODELAY
- 1: J3H TCP_NODELAY
o <so_sndtimeo>: [l FHEEFH SO_SNDTIMEO &Il (&% : SO_SNDTIMEO 1+43), Hifi: ZFb,
ZRINE: 0.
o <keep_alive>: [l B E#: ¥ SO_KEEPALIVE $£3 (&% : SO_KEEPALIVE N47), Hfii: #b.

. JEE: [0.7200].
- 0: %5 keep-alive Zfig; (BAIA)
— 1~7200: JFJ keep-alive HjiE. TCP_KEEPIDLE i} <keep_alive>, TCP_KEEPINTVL {fi}
1, TCP_KEEPCNT {{i ¥ 3.
o RS H <keep_alive> BESAT+CIPSTART iAW1 <keep_alive> ZHAHME, HZLZ{HH
JERCE T QUE . WRIBITA M S E <keep_alive> Z4L, WIERIAME N K EE.

Bl

o TERCE S TFIRIE, WRen Vi Emaae, LA ER vl GRS .

 SO_LINGER J&Ii A 2 fil B4 K f{E . 51 anfc & SO_LINGER {E°4 60, WJAT+CIPCLOSE fivAHAENL
ANFNF i TCP FIN 1M T, 2550 AT FHZE 60 #0, M ICyEm W H e 4. FHit, SO_LINGER
HWRRRERIAME

« TCP_NODELAY #5 id ] T itk & /MEXT SE i B R S 1 g 5. JFRJE, LwiP £k TCP [k
%, (HUER MR 2, i TERA FEEEREL. Fit, TCP_NODELAY Z i R IAME .

» SO_SNDTIMEO 33538 Fl T-AT+CIPSTART ir ATt B keepalive S5 11 W F 3 5. e B A TET )5
AT+CIPSEND, AT+CIPSENDL., AT+CIPSENDEX ty &S B iE Y, L LT, &%
H . SO_SNDTIMEO #iX it &K 5 ~ 10 fb.

* SO_KEEPALIVE #3034 H T 32 8l @ iR N E B2 B W . i 5%, #%5 AT /B8 TCP IR S5+ ht
UL BT, Bl E AR, SHOMAIMI M 2447 9. SO_KEEPALIVE Hil it B A /N 60
b,

3.4 Bluetooth® Low Energy AT iy 44

A

AT+BLEINIT : Bluetooth LE %] 54k

AT+BLEADDR: & Bluetooth LE ¥ £l
AT+BLENAME: 2/ B Bluetooth LE 154544 FR
AT+BLESCANPARAM : #5if)/i% & Bluetooth LE &%k
AT+BLESCAN : ffifig Bluetooth LE 393§
AT+BLESCANRSPDATA: ' Bluetooth LE {31 i/
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o AT+BLEADVPARAM: 75/ & Bluetooth LE " #&5:%k

« AT+BLEADVDATA: %8 Bluetooth LE J #&%i#

o AT+BLEADVDATAEX: [ Bluetooth LE | #&%3

o AT+BLEADVSTART: J} 14 Bluetooth LE | %

* AT+BLEADVSTOP: {3} Bluetooth LE )%

o AT+BLECONN: %57 Bluetooth LE %

o AT+BLECONNPARAM: #%ifi)/E ) Bluetooth LE #4355
o AT+BLEDISCONN: WiFF Bluetooth LE %43

o AT+BLEDATALEN: #'E Bluetooth LE %K &

o AT+BLECFGMTU: % Bluetooth LE MTU K- J&

o AT+BLEGATTSSRVCRE: GATTS Al|7#R 4%

o AT+BLEGATTSSRVSTART : GATTS F1 )= R4

o AT+BLEGATTSSRVSTOP: GATTS {2}k 4%

o AT+BLEGATTSSRV: GATTS % IR 4%

o AT+BLEGATTSCHAR: GATTS % PR 45 4#1F

o AT+BLEGATTSNTFY: JR455% notify IR 55 EFHF(E 25 7 Pk
o AT+BLEGATTSIND: JJi45% indicate JIf 4 S5 AE(B 20 % P
e AT+BLEGATTSSETATTR: GATTS % B iR & A

o AT+BLEGATTCPRIMSRV : GATTC Kk IE AR %

o AT+BLEGATTCINCLSRV: GATTC % P12 1 Ik 5%

o AT+BLEGATTCCHAR: GATTC %) LIRS E-AE

o AT+BLEGATTCRD: GATTC :HUiR 55 B HE 1

o AT+BLEGATTCWR: GATTC E R4 4H5AE (4

o AT+BLESPPCFG: #%if)/i% & Bluetooth LE SPP %k

o AT+BLESPP: it A Bluetooth LE SPP %

o AT+SAVETRANSLINK : %% Bluetooth LE FF#L:iZ 45 X (5 H
o AT+BLESECPARAM: #%ifi/i% % Bluetooth LE 1[I %%

e AT+BLEENC: %t Bluetooth LE J2&i 3k

» AT+BLEENCRSP: [a] %% st 5 5 S S A T %ot sk

o AT+BLEKEYREPLY : 5%} )7 1% 4% 0] 5 2540
 AT+BLECONFREPLY : #5%} 7 45 B S HANS5 5 (G iem B )
o AT+BLEENCDEV : %514} € 1) Bluetooth LE I %54 4541 3
o AT+BLEENCCLEAR: &% Bluetooth LE J%5i5 4551 %

o AT+BLESETKEY: ¥ Bluetooth LE #4245 %5354

« AT+BLEHIDINIT: Bluetooth LE HID ¥4 4&1k

o AT+BLEHIDKB: % 1% Bluetooth LE HID ##4{Z B

o AT+BLEHIDMUS: ‘% i% Bluetooth LE HID FR#7{E K.

e AT+BLEHIDCONSUMER: % i% Bluetooth LE HID consumer & &,
o AT+BLUFI: FTJ2 85 %] BluFi

o AT+BLUFINAME: 5if)/3'% BluFi %% &4 ¢

e AT+BLUFISEND: %% BluFi [ F7 B & K

o AT+BLEPERIODICDATA: #%'& Bluetooth LE J& #i: " 3&EdE
o AT+BLEPERIODICSTART : JFJ2 Bluetooth LE J& 1) 4%

e AT+BLEPERIODICSTOP: {21} Bluetooth LE JE#iPE 1%

o AT+BLESYNCSTART: JF = JE 1S 1% 7] 4

e AT+BLESYNCSTOP: {2 |- Ja PE T $% 7] 4

o AT+BLEREADPHY : #5454 i ity PHY

o AT+BLESETPHY : '8 Y118 F i) PHY

341 7ir¥

21, ESP32-C3 AT [ S0HF B A0 HNE 5.0 A

W BRI AT B SRR TR R AT iy QSRR BB E ESP32-C3 BUASH S, 1 H
Fremi¥ ESP-AT 142, TESHTAPTCE TR (N2 Morn, RIEERTH2LHE) -

o %M BluFi 4 : Component config->AT->AT blufi command support

Espressif Systems 104 Release v2.3.0.0-esp32c3-862-g7b9487¢20f
Submit Document Feedback


https://www.bluetooth.com/specifications/specs/core-specification-5-0/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 3. AT Ay d4E

o 2% Bluetooth LE fj5%~: Component config->AT->AT ble command support
o 2511 Bluetooth LE HID 54 : Component config->AT->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #Ji&1t
Ay

e
¥ Bluetooth LE 275 ¥] 11k
mA:

AT+BLEINIT?

W 3% <
HUPIIRG, AT R[]

+BLEINIT:<role>
OK

HARVIIRAE, AT &[0

+BLEINIT:0
OK

BeEmA

i

¢ & Bluetooth LE #] #4144

A

’AT+BLEINIT:<init>

W i :

[ox

BH

¢ <init>:

0: Y344 Bluetooth LE
e 1: client f5 {4,

e 2: server fH{h,

]

o APAFHEAFRYIERE, BIAEMH Bluetooth LE TIRERT, SEAIXAT+CWMODE=0/1 1z 55 1] SoftAP.
ANEAR TR AN, IR RE JLEE OB

* (M HE Bluetooth LE iy 2 1, ¥ S5l H A<, #14H1L Bluetooth LE ffi .

. Bluetooth LE fi s yMAILIE , AREEBEVIBE. ITOIBAA t, B fcMAT+RST r A ERIRS, 1
HH W] 154k Bluetooth LE £,

o BHUAETESRS Bluetooth LE 2 i, {5 I IEAESEA TN # . SF Wi BT iz .

o {115 Bluetooth LE B Wji&4k., WIAT+CIPMODE Jo% 8K 1.
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il

AT+BLEINIT=1

3.4.3 AT+BLEADDR: 7 Bluetooth LE 4%t

o

i iy 4

=

&b .
HE

’,i@ Bluetooth LE & & By /A 3t H# 4

b

=

,/,?\:

’AT+BLEADDR?

W i ¢

+BLEADDR: <BLE_public_addr>

ik
1% & Bluetooth LE #5485 HyHihE 27

A

’ AT+BLEADDR=<addr_type>[, <random_addr>]

W

’OK

B8

* <addr_type>:
o 0: N3l (Public Address)
o 1: fEMLHNE (Random Address)

|

o FfSHLAE (Static Address) B JH DA T 25 F
Mol f i P LEY 15
BEPLHLHERR > 2 1 22 05
BEPLHBHERR > 2 1 60 1.

BCE RS A 2 PRAFAE NVS X

il

AT+BLEADDR=1, "£8:7f:24:87:1c:7b" /) BB A WA

AT+BLEADDR=1 /) B ML A A AR M

AT+BLEADDR=0 /) HE AR E R
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3.4.4 AT+BLENAME: #rifj/i¢ ¥ Bluetooth LE B:45 AR
ity 4>

hig:
#71fi) Bluetooth LE 154544 ¥

s

AT+BLENAME?

Wi 3% ¢

+BLENAME : <device_name>

hig:
% & Bluetooth LE %4544

s

’AT+BLENAME:<deVice_name>

Wi i ¢

’OK

ZH
o <device_name>: Bluetooth LE %454 Fk, AR KE: 32, BHALFR N “ESP-AT”,
B

o #AT+SYSSTORE=1, Wi SR RAFAE NVS X,
WA QB E B AARIE, EEAITAT+BLEADVDATA fiy R 55 44 RIGHE 1504

il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #ify)/i% ¥ Bluetooth LE $1#i% %
i A

Jyiie:
2¥if] Bluetooth LE 3424

A .
“Il/?\‘

AT+BLESCANPARAM?

W i <
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+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

OK

wEmA

hiig

% & Bluetooth LE 393 &4k
%

AT+BLESCANPARAM=<scan_type>, <own_addr_type>, <filter_policy>, <scan_interval>, <scan_
—window>

W

OK

o <scan_type>: JHf#2A

o 0: P

o 1o FFEHE

o <own_addr_type>: il

o 0: AFtdbik

o 1: BEHLBHE

¢ 2: RPA A3ttt

* 3: RPA [ Hihk

« <filter_policy>: ity =\

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: A fE. A ZEEH N KT % T <scan_window> & #({H. 2 $7E H:
[0x0004,0x4000]. 4 [H] PR /2 % Sk DA 0. 625 2 /b, Fr RASK Fr i 434 1] [ Y5 B 4 [2.5,10240]
.

o <scan_window>: HIiH . XS EEN /DT T <scan_interval> Z¥{H. S5 H:
[0x0004,0x4000]. 4t 1 2% SR DA 0. 625 ZF>, FrRASLPr 33 % 1 Y8 Bl A [2.5,10240]
)

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLESCANPARAM=0, 0,0, 100, 50

3.4.6 AT+BLESCAN: f{lifi¢ Bluetooth LE ¥

JF42/452 11 Bluetooth LE 74

Pa sy
A
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AT+BLESCAN=<enable>[, <duration>] [, <filter_type>, <filter_param>]

Wi % ¢

+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

e <enable>:
o 1 FFURRRETE
o 0: {5 RS
* [<duration>]: FHFEERELE R, AL Fb.
o FIREEILEH, THREERSE
o FREFFHEH, [RERSE:
- RBEBEHN O B, WFIRFF IR
— AZH IR O (RS, Bl AT+BLESCAN=1, 3, NIFR/RHEH 3 B)5 B ah45 R T4, AJFRM

ER I
o [<filter_type>]: &L
o I: “MAC”
« 2: “NAME”

o <filter_param>: #JES%L, FIRX IR MAC Hihk sk 44 Fx
« <addr>: Bluetooth LE Hiiil

o <rssi>: {55 IRE

o <adv_data>: JIEEHE

o <scan_rsp_data>: 30 b 5

o <addr_type>: | ik AL A

ey [ " B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> 7E i i WUF _E¥#A M B L ERYSEIE P, OK A BEYE +BLESCAN: <addr>,
<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> X2 HJ %W H, L H W FE 1
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 Hi
i

o QRGARZARAF R N K , 2 AT+BLESCANPARAM iy S BB T active scan
(AT+BLESCANPARAM=1,0,0,100,50) , H HXJimk &R 2 E scan rsp data, AREIHRIGH
] ) R

hil

AT+BLEINIT=1 /R B
AT+BLESCAN=1 /TR
AT+BLESCAN=0 /7 gk

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F i A, T HE KA 4 MAC # i
AT+BLESCAN=1, 3,2, "ESP-AT" // F#H#H, T REA A& L 4 K

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE F{§m )

)y

N

R

&

Jyiig:
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15 Bluetooth LE $4 i 7

A .
"ﬂé’\‘

’AT+BLESCANRSPDATA:<scan_rsp_data>

W

’OK

* <scan_rsp_data>: IV EHE, S HEX FAFER . B, AR5 s i AR A <0x11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",

il

AT+BLEINIT=2 // fat: R4 %
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #5if/i%¢ ¥ Bluetooth LE )55
i A

i
il S

[

AT+BLEADVPARAM?

W

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <peer_addr>, <primary_PHY>, <secondary_PHY>
OK

BeEmA

Dyt
B RS

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_£filter_policy>] [, <peer_addr_type>, <peer_addr>] [, <primary_PHY>, <secondary_
fHPHY>]

W % :

OK
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B

<adv_int_min>: /N IGEIG. SEGEE: [0x0020,0x4000], JIEEI MRS T 125809k 0A 0. 625 &
g{’g%%i%m%d\ﬁ%ﬁ B Y LA [20,10240] Z 8. ASEME N/ N TS5 T <adv_int_max> 7’5
<adv_int_max>: K &G . SEEEE: [0x0020,0x4000], | 1% R T2 5409k 0. 625 &
B, PrCASE BRI B ) K A R R R [20,10240] Z8b. ASEENY K T T <adv_int_min> &
Bl
<adv_type>:
0: ADV_TYPE_IND
: ADV_TYPE_DIRECT_IND_HIGH
: ADV_TYPE_SCAN_IND
: ADV_TYPE_NONCONN_IND
: ADV_TYPE_DIRECT_IND_LOW
: ADV_TYPE_EXT_NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND
: ADV_TYPE_EXT_SCANNABLE_IND
- %&Ef%*ﬁiﬁﬂ 0-4, W {f FJAT+BLEADVDATA fis % &) & S 8% H g & 31
A7, ﬁn%ﬁﬁ%uﬁﬁkmﬁ 2%k, WA AT+BLESCANRSPDATA fig %% TXL
- MR EHERACN 5-7, Wl AT+ BLEADVDATA fin 2B #S8un 2 Hi uﬁ 119 =
R
<own_addr_type>: Bluetooth LE #2711
0: BLE_ADDR_TYPE_PUBLIC
1: BLE_ADDR_TYPE_RANDOM
<channel_map>: | {&51H
1: ADV_CHNL_37
2: ADV_CHNL_38
4: ADV_CHNL_39
7: ADV_CHNL_ALL
[<adv_filter_policy>]: ) i &5 L
0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
3: ADV_FILTER_ALLOW_SCAN_WLST _CON_WLST
[<peer_addr_type>]: X}J5 Bluetooth LE Hih-35%1
0: PUBLIC
1: RANDOM
[<peer_addr>]: XiJj Bluetooth LE #hihk

[<primary_phy>]: | & primary PHY . ZRA{E: IMPHY,
- 1: IMPHY
— 3: Coded PHY
[<secondary_phy>]: | 4% secondary PHY. ZLiA{f: IMPHY,
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

NN BN =

o WRMAKBE T peer_addr, AT KGR EREE,

primary_phy fll secondary_phy TR E, WRAKE, BAREENSEHS LRI
IMPHY.
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il 1

AT+BLEINIT=2 /] e R B
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3

il 2

AT+BLEINIT=2 // fafs,: R4 &

AT+BLEADDR=1,"c2:34:45:78:66:89"
AT+BLEADVPARAM=50,50,0,1,4,0,1,"12:34:45:78:66:88"

// b H Bluetooth LE Z F A 2| M ESP K & W MAC Mt "c2:34:45:78:66:89"

3.4.9 AT+BLEADVDATA: ¥ Bluetooth LE ) %4k
BeE WA

Yyt
BRI

[

’ AT+BLEADVDATA=<adv_data> ‘

o <adv_data>: JIERCE, o HEX 5455, Gl EAEBEE T HEEUES “Ox11 0x22 0x33 0x44 0x55”,
M| ¢44 AT+BLEADVDATA="1122334455", KR 119 7,

it

o IR Z HIE 208 1 iy S AT+ BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
BB T 7R, WagiARa S En) g ExE.

o QAR ARG B AR, W BHE AT 5E 1% i 2 2 JF A TAT+BLENAME 1 2 X558 £ 24
PRI E R R RE R 24 F5 o

o YE{fi ] AT+BLEADVDATA 542 Wi, W/ 4ci@ it AT+ BLEADVPARAM &A% BT 550,

o MUHMH AT+BLEADVPARAM iy V% B 32K A1 0-4, N FHAT+BLEADVDATA 6y A% B 1 ER
I HEREE 31 7477, WISRTREE KM 8, 75V AT+BLESCANRSPDATA i % K15 E

o Y4iF AT+ BLEADVPARAM iy BEE ) #5284 K 5-7, WIfE FJAT+BLEADVDATA iy 25 &) #E5 s
% HAeiE 119 17,

il

AT+BLEINIT=2 // fat: R% B
AT+BLEADVDATA="1122334455"
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3.4.10 AT+BLEADVDATAEX: [4#¥'% Bluetooth LE ) 5
Arifg i A

i
)RR 24K
[

AT+BLEADVDATAEX?

W

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK

BeE WA

Yytie:
BCE) BRI

“D4>

’AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power>

W i :

[ox

* <dev_name>: ﬁ'—??% B, RoRBE LK. B, ABBEERESS KN “ust

test” , I Ay 4 & AT+BLEADVSTARTEX="just-test",<uuid>, <manufacturer_data>,
<include_power>,

o <uuid>: FHF B B K. W, A M E UUID h “0xA002” U .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

» <manufacturer_data>: il i B 404, SH HEX A7 R, B0, 25883 B i b w5 8o o “ox11
0x22 0x33 0x44 0x55”, Nfy4 4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: #5) HREET (LS TX I, ASHUVZICH 15 M, K 0.

|
o QR ZFIE 26 fiy 9 AT+ BLEADVDATA=<adv_data> BB T ]R80, M SBA G S BEE ) 7

BEES .
o A2 H B2 il AT+ BLEADVPARAM iy AU BT #E 2K AE N 0,

il

AT+BLEINIT=2 // fat: R % B
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1
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3.4.11 AT+BLEADVSTART: J}i Bluetooth LE )£k
WA %

i
THR) %

s

’AT+BLEADVSTART

L)V

’OK

st

o AR iy 9 AT+BLEADVPARAM=<adv_parameter> BEE ] R SH, WHHEOA T HES 2L

o ERAd Gy A AT+BLEADVDATA=<adv_data> ¥£ 5 ) &5, W& 364 0 ol .

X HI & & ff M fir RAT+BLEADVDATA=<adv_data> & ‘& i J© #% %t #, W =
¥ AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> & & ) |~ & %
PafEan, M, el ] AT+BLEADVDATAEX, W4 AT+BLEADVDATA % & 1) & 2
i

 JFJ Bluetooth LE J"#% 5, NS4 57 Bluetooth LE #42 , AP ffes— AR 4% WY T
AR, W HEEEHR) .

bl

AT+BLEINIT=2 // fat: R4 %

AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: #%|}- Bluetooth LE ) §§
WA 4

i
(I

[

’AT+BLEADVSTOP

L)V

’OK

]
» #TIR)#)G . NPT Bluetooth LE 345, 2 H 81454 Bluetooth LE )™, JEFF M A<
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il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: &ty Bluetooth LE 4%
Ay

e
#71fi) Bluetooth LE %4%
s

AT+BLECONN?

W

+BLECONN: <conn_index>, <remote_address>

PR ST IER:, WY AR <conn_index> Fll <remote_address> S%{.

Itig
%57, Bluetooth LE %33

fiy 4

AT+BLECONN=<conn_index>, <remote_address> [, <addr_type>, <timeout>]

M) i :
FHENLIER T, MR

+BLECONN: <conn_index>, <remote_address>

OK

FrOESLIERR M, R

+BLECONN: <conn_index>, -1

ERROR

TSR R H B — 2L N R EOE RN, R

ERROR

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].

o <remote_address>: X}J; Bluetooth LE #5453k .
o [<addr_type>]: J KA bR AL :
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— 0: /A3EHhik (Public Address)
— 1: fEFLHLHE (Random Address)
o [<timeout>]: FEHHRIHIE, $A7: FP. JERE: [3,30],

o FAEENORNIEEZ A, JeiBATAT+BLESCAN fip %134t , Wik B AR b T #Ras.

o I RIERBIY 30 72,

o {14 Bluetooth LE server B 4 IAL HIERE IS, W] DAREH bt ay S FEXT 45154 (GATTC) ik
MRS B AfE DA GATTC A%

e AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

e AT+BLEGATTCRD

e AT+BLEGATTCWR

e AT+BLEGATTSIND

o N HAT+BLECONN? ¥ Bluetooth LE & %] 45 1) 1% % F $4T (AT+BLEINIT=0), W) & 4 4 £ %
+BLECONN:<conn_index>, <remote_address> ,

il

AT+BLEINIT=1 // # & : & p %
AT+BLECONN=0, "24:0a:c4:09:34:23",0, 10

3.4.14 AT+BLECONNPARAM: #%ifj/ti¥r Bluetooth LE ¥:4% 5 $
Ay

i
£¥if] Bluetooth LE #3251

A .
"ﬂé’\'

AT+BLECONNPARAM?

Wi % ¢

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>,<latency>,
—<timeout>

Dyie:
3% Bluetooth LE i#R: 5%k

[

’AT+BLECONNPARAM=<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi % ¢

’OK

BRI, WERPAT R
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+BLECONNPARAM: <conn_index>, -1

» <conn_index>: Bluetooth LE i£#:%5-, Jul: [0,2].

o <min_interval>: fH/NEREA. ASBEN /DT 24T <max_interval> SE. SHIEH:
[0x0006,0x0C80], JEHE IG5 T %S HADA 1. 25 2ZFD, FT LASEER i fie/ N R B LA (7.5.,4000]
ZFb.

o <max_interval>: [ KIEHEIF. KSE(EN KT % T <min_interval> Z¥({H. SEIEH:
[0X0006,0x0C80], J 18] b 45 T % S ETRDA 1. 25 2250, T RASE Bt 35 K 12 422 ) Wi 62 L 17.5,4000]
=P
ey

e <cur_interval>: 4F[ERA]NE .

* <latency>: EiR. S : [0x0000,0x01F3].

« <timeout>: i}, S : [0x000A,0x0C80]. HiMFFTHSHALA 10 />, FrIASL P AEm
JE 24 [100,32000] ZFb.

Bl

o AR EORICHIIIERE, client i server fy RS SRR RUBTIEL S

il

AT+BLEINIT=1 // € : & P 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14,1, 500

3.4.15 AT+BLEDISCONN: [KiJ| Bluetooth LE ¥
P4

Dyie:
WrFF Bluetooth LE %43

LT

AT+BLEDISCONN=<conn_index>

Wi 3% ¢

OK // Yk % AT+BLEDISCONN £ 4
+BLEDISCONN:<conn_index>, <remote_address> // & 4T 4 2 i B

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
+ <remote_address>: Xy Bluetooth LE ¥ #5Hiutik .

il

AT+BLEINIT=1 // ft&: & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDISCONN=0
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3.4.16 AT+BLEDATALEN: % Bluetooth LE cfiifu K-)is
wE WA

Yitig:
% B Bluetooth LE (I K&

s

’AT+BLEDATALEN=<conn_index>,<pkt_data_len>

W

’OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
« <pkt_data_len>: Bt K i, if: [0x001B,0x00FB].

o]
+ B Bluetooth LE M4k, A BB ARG

il

AT+BLEINIT=1 // fata: & P ¥
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.17 AT+BLECFGMTU: %% Bluetooth LE MTU K-J&
Arifgin A

Dyie:
Z1) MTU (maximum transmission unit, f KAZHEATC) K&

ZE

AT+BLECFGMTU?

W

+BLECFGMTU: <conn_index>, <mtu_size>
OK

LA

-t

Yitig:
P MTU K

A e
“ﬂ/?\'
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’ AT+BLECFGMTU=<conn_index>, <mtu_size>

Wi % ¢

IOK /) B KA A

- **<conn_index>**: Bluetooth LE # &5, W H: [0,2].
-  *4<mtu_size>**: MTU K E, Bfw: %, CH: [23,517],

s

- ;kﬁ»é\%jié&}%j Bluetooth LE % ¥ .

- NEXBHEFHEAAGLSEE MTU K E.

- MTU éﬁé’é%%&%%%wﬁﬁ W CCOKY Y Rk W W W MTUL

Kk E, AR BEEELR—FE 4%, B WA :ref: AT+BLECFGMTU? <cmd-BMTU>" & ¥ 52 B
SMTU K E .

il

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.18 AT+BLEGATTSSRVCRE: GATTS fill& /it 55

GATTS (Generic Attributes Server) 417 Bluetooth LE IR 4%

A

’ AT+BLEGATTSSRVCRE

W i ¢

[ox

e

« f#iJfl ESP32-C3 {4 Bluetooth LE server | @ik 55, T4e%aA GATTS [t & ) mfg_nvs.bin {45
flash H7,
* Bluetooth LE server #4654k )5, 185 MEHRE AN G0 MRS (R SeE#T Bluetooth LE #4%, W JCvE
BIEARSS
e f0Jf Bluetooth LE client S 4 4L 5Ty, 7T DAGE A bty & 00 iRk 455t ] DAGH A o Ath— S8R0 R Y
GATTS @4, FlunEsh A 1EARSS . 3B RS S FIE(E AN notification/indication, H &M U0 :
— AT+BLEGATTSSRVCRE (ZiAF Bluetooth LE 143227 2 Hifdi F)
— AT+BLEGATTSSRVSTART (#i34F Bluetooth LE 32 #57 2 il /i)
— AT+BLEGATTSSRV
— AT+BLEGATTSCHAR
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— AT+BLEGATTSNTFY
— AT+BLEGATTSIND
— AT+BLEGATTSSETATTR

Zy |

AT+BLEINIT=2 /] e RSB
AT+BLEGATTSSRVCRE

3.4.19 AT+BLEGATTSSRVSTART: GATTS JI 3R 55
P2

riig:
GATTS JFjE 4R

Py
A

AT+BLEGATTSSRVSTART

Bra s

itk
GATTS H /848 2 k55

s

’AT+BLEGATTSSRVSTART:<SrV_indeX>

W i :

[ox

M

o <srv_index>: 5575, M 1R,

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.4.20 AT+BLEGATTSSRVSTOP: GATTS £ 11l 55
AT

ik
GATTS {5 1 4R 55

AN .
“Il/?\‘
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AT+BLEGATTSSRVSTOP

GATTS {5 1A IR 5

Pa sy
A

’AT+BLEGATTSSRVSTOP:<Srv_index>

W

’OK

SR

o <srv_index>: [[R%5F5, M1 FiGihd

il

H o

AT+BLEINIT=2 // A t&: R4 5B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.21 AT+BLEGATTSSRV: GATTS KR5S

i &

Yitig:
GATTS & IARSS

Py -
ﬂﬂ/?\‘

AT+BLEGATTSSRV?

W i ¢

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>

OK

o <srv_index>: R&FE, M 1 FFiGad,

* <start>:

o 0: ]RGS AK IR

o 1t IRFF IR

o <srv_uuid>: fR%#) UUID,
o <srv_type>: HRSIHISHL:
o 00 RERSS

I FERSS .
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il

AT+BLEINIT=2 /] e R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.22 AT+BLEGATTSCHAR: GATTS %3R5 554
R

i
GATTS J BUAR 55 5k

O e
iy

’AT+BLEGATTSCHAR?

W
SRS FEAE 5, BT

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XTRASHE R, MM AT

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: JREGFE, M 1 FERE,

* <char_index>: JREFFHEMITS, M 1 AZHGIENS .
o <char_uuid>: [RS4HER UUID,

¢ <char_prop>: fRFFHEMEM:.

o <desc_index>: JHFHIRGFEE .

o <desc_uuid>: JHEHIALTR UUID,

il

AT+BLEINIT=2 // fit: R%& 2B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.23 AT+BLEGATTSNTFY: JIi45 3% notify JIi§ 45 S5 AE 24 7% 1o

)E’J

CEL A

Yyfie:
IR 45 22 notify JIR S5 AEE 2822 P

[
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’AT+BLEGATTSNTFY:<conn_index>,<srv_index>,<char_index>,<length> ‘

W] 7. <

9 > FR AT HE TR DB, RET 00T DU A, 480K BRI 380 <length> HIERT,
IWAT notify #fFE.

LR Yy, R -

OK

e <conn_index>: Bluetooth LE &35, LRl [0,2].
o <srv_index>: [R5 75, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: R4 EHEM)TE-, AliEfTAT+BLEGATTSCHAR? i),
o <length>: ¥IEK)T, HRKK)F: (:ref: MTU <cmd-BMTU>' - 3),

hil

AT+BLEINIT=2 /] R & B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FFRTHE, ¥ client HHF, LA E E K notify
AT+BLEGATTSCHAR? // & # ##% notify & F 3 W B
/) Bldm, R O3 EMRAE 6 THAE notify KEHN 4 FHHHE, FHLT &4

AT+BLEGATTSNTFY=0, 3, 6, 4

/)RT T OREE, WA 4 FEWRE, & v12307, REREEHEH

3.4.24 AT+BLEGATTSIND: J|#552% indicate JJ} 55 AN 25 %% i
B mA

Yriie:
454 indicate 45 E5F(H28 7 P ik

zs

’AT+BLEGATTSIND:<conn_index>,<srv_index>,<char_index>,<length> ‘

] o =

9 > FoR AT RGP EAICR D 8ds, TR DAY K, MK SR B 240 <length> A{HRT,
AT indicate EEAE .

TR AR, R

OK
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: k%575, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4EHER)TE, AliEfTAT+BLEGATTSCHAR? 2¥if].,
* <length>: KRS, HAKE: (MTU-3).

il

AT+BLEINIT=2 /] R R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FWT ¥, % client HHF, LMW E K indication
AT+BLEGATTSCHAR? // & #W & F 3% 7 M # ¥ indication # ¥ 4E

/0 Bl R 3 FMEW 7 B indicate KE A 4 FHHEE, # LW T

AT+BLEGATTSIND=0,3,7,4

JIORFE ST EEE, BN 4 TEHKE, W o"1234, REKE L H LR

3.4.25 AT+BLEGATTSSETATTR: GATTS ¢ %R 55 FraEAi

&F

ik
GATTS 15 & i 55 FrAEE s i AR A

O e
iy

’AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, [<desc_index>], <length>

Wi i *

>

|

R > R AT HERSFHCR 8, U T DA AR, 4 8s K IR I S8 <length> HYMET,

PATIE A
AR R, R

OK

S
o <srv_index>: R FE, TiB{TAT+BLEGATTSCHAR? #5if].
o <char_index>: JR&4HENIFS, T[54 FAT+BLEGATTSCHAR? #5iH] .,

o FIHE, WIBERAFFIE;
o HARET, WIS ERHEE.
o <length>: Z{#iKE,

|

o WIR <length> ZEER T LR RARKE, WK E SR, KT service table, 7 il gatts_data.csv
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il

AT+BLEINIT=2 // fat: R4%& %

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/) B, 1 ERAE 1L ERAEEAKEN 1L FEHEE, #4500 T:
AT+BLEGATTSSETATTR=1,1,, 1

/) RE ST FERE, BN L FEHEERT, fl ove, REREAFS

3.4.26 AT+BLEGATTCPRIMSRV: GATTC %8 AR 55
iy

Dyie:
GATTC (Generic Attributes Client) % Pl R AR 5

s

AT+BLEGATTCPRIMSRV=<conn_index>

L)V
+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK
28

e <conn_index>: Bluetooth LE i&#:5-, JEH: [0,2].

o <srv_index>: [R%57, M1 UGN,

o <srv_uuid>: f[k51¢ UUID,

* <srv_type>: 552

o 0: WEMRSS

o L EHERS

|

o [EHAMA, T2 5E T Bluetooth LE # 4

il

AT+BLEINIT=1 // B : K p#%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

34.27 AT+BLEGATTCINCLSRV: GATTC KBits o5l %5
Behns

i
GATTC KB 55

e
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AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

Wi % ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

» <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].

o <srv_index>: J[R4$)FE-, WiB{TAT+BLEGATTCPRIMSRV=<conn_index> Zrif].
e <srv_uuid>: fg51 UUID,

o <srv_type>: fR45H2RAL:

o 0: RERSS

o 1 RS

o <included_srv_uuid>: 15451 UUID,

 <included_srv_type>: {5 ARSBYZEHL :

o 0: WEMRSS

I 2RSS .

Bl

o A4, FREEET Bluetooth LE #42,

il

AT+BLEINIT=1 // ff: & P ¥

AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // RE W — 4 H LW EHLE R, ¥ T index £

3.4.28 AT+BLEGATTCCHAR: GATTC %R 55 HAiE

)E’\l

CEL A

yiig:
GATTC % B 55 AL

O e
iy

’AT+BLEGATTCCHAR:<conn_index>,<srv_index>

ja] o <
XTI FSFHEAE R, W R A -

’+BLEGATTCCHAR:"char“,<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop>

XTRAFHE R, MM AT

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],
o <char_index>: [[RFGFFHMERTS, M 1 IFURIEHIE.

e <char_uuid>: AR%E4HER UUID,

s <char_prop>: fR5FFHER)JEM: .

o <desc_index>: FHFRIAGTFE.

o <desc_uuid>: FFEIALE UUID,

B

o A4, FREEET Bluetooth LE #:4%,

2N

AT+BLEINIT=1 /] A B P

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // RE W —F®# 4 W E WL R, #§E index £

3.4.29 AT+BLEGATTCRD: GATTC 5B 45 FeiEfii

By

N

R

&

Dyt
GATTC U 55 R Ak (EL B A A

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W i :

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].

o <srv_index>: {5575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RHE-EF S, Wia{TAT+BLEGATTCCHAR=<conn_index> <srv_index> Zrif.
o [<desc_index>]: FHEFIAFFTT

o FIE, BEHHPRIRRTIE

o FHARRE, EHRRHERE .

o <len>: HARK .

o <value>: <char_value> 5{# <desc_value>,

o <char_value>: IR 5B AEE., F45 84420, 121 TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>

SR fidn, MMk +BLEGATTCRD: 0,1, 0, WIF/REIHKEN 1, WER “07,

o <desc_value>: flx % fFF ME i & & W MH, F O = K KL,
1TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> & Ht. ] &1, 75 W
"N +BLEGATTCRD:0, 4, 0123, NFREEERKE N 4, NE R “01237,
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e

o fifHAAYS, FREEET Bluetooth LE #4%
o A HPRIRSFHEA SR EEAE, Wk [E] “ERROR”,

Bl

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W — 4 4 AW EHLEE, #§ T index £

/) Bldm, EBE 3 BEREME 2 BRHMENSE L BHAKERE, #450T
AT+BLEGATTCRD=0, 3,2, 1

3.430 AT+BLEGATTCWR: GATTC G55 ¥ nEA

Eas

&F

Dyt
GATTC 5 iR 55 R A s A AT (E

O e
iy A

’AT+BLEGATTCWR:<conn_index>, <srv_index>, <char_index>[, <desc_index>], <length> ‘

Response:

: |

PP > FOR AT RGP D8, BEIRHET DS AR, 4 8n KA EI 240 <length> [{ERT,
PITH AL

AR S, R -

OK

e <conn_index>: Bluetooth LE i#325-, JERl: [0,2].

o <srv_index>: {5575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RSH-ETF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FHEFIAFFTS

o HRCE, WG H AR RE

o HARWE, WS HRFHERIE.

o <length>: HHEKE. ASEWBUETER % gatts_data.csv 1 val_max_len Z4EH.

|

o [EHAMA, 52 5E T Bluetooth LE £
o T HPRIRSFHEAR LR HE, MR A “ERROR”.

il

Espressif Systems 128 Release v2.3.0.0-esp32c3-862-g7b9487c20f
Submit Document Feedback


https://github.com/espressif/esp-at/blob/7b9487c2/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 3. AT Ay d4E

AT+BLEINIT=1 // f & : & P 5%

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W — 4 H# A WE WL K, # T index £

/) Bl BE 3 ERMEWE 4 FHME, EANKEHN 6 FEHEE, 4T
AT+BLEGATTCWR=0, 3,4, , 6

/) RE ST FERE, BN 6 FRMHKENT, o 1234567, REFHE N

3.4.31 AT+BLESPPCFG: #rif)/i¢ ¥ Bluetooth LE SPP £:%
A

e
Zvifi] Bluetooth LE SPP (Serial Port Profile) 4§

Py
A

AT+BLESPPCFEG?

W .

+BLESPPCFG:<tx_service_index>, <tx_char_index>,<rx_service_index>, <rx_char_index>,
—<auto_conn>

¢ B 5 E E Bluetooth LE SPP 24§

A\ .
"ﬂé’\'

AT+BLESPPCFG=<cfg_enable>[, <tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

W i <

OK

e <cfg_enable>:

« 0: HETH SPP 241, FHSHLHFES;

s I JFHSHEEEE.

o <tx_service_index>: tx R 4%
FIAT+BLEGATTSSRV? #51).

3

=, W & {TAT+BLEGATTCPRIMSRV=<conn_index>

o <tx_char_index>: tx f[g 4 45 1F /¥ 5, W] i f7AT+BLEGATTCCHAR=<conn_index>,<srv_index>

FIAT+BLEGATTSCHAR? #51f] .

o <rx_service_index>: rx fx % J¥ 5, H & {TAT+BLEGATTCPRIMSRV=<conn_index>

FIAT+BLEGATTSSRV? 251

o <rx_char_index>: rx [ 4 45 fiF ¥ 5, W 18 $7AT+BLEGATTCCHAR=<conn_index>,<srv_index>

FIAT+BLEGATTSCHAR? 75 .
o <auto_conn>: HEEAREN, BOATI T, HIEEREMIRE.
* 0: 2% || Bluetooth LE &% [ Zh I BE
* 1: fifif€ Bluetooth LE %% H S EIEIfE
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e

o X} Bluetooth LE %% i, tx ARSEFAE BN write with response B write without
response, 1X REFEFMEEHEVNE indicate B notify,

* XIF Bluetooth LE g 45#%, tx fRFHFHEBIELIE indicate B notify, rx fREFFHIEE LI
write with response B{ write without response,

« BT HSNEIEDIREG, WRIERET, SPURA BT ERE BN (KT AT+SYSMSG), R
H RN G MR T, HEWNE, S EIEE, MCU IR ERAR B ERA BT,
XSG MAC K2R T A8, N Je 2 i .

il

AT+BLESPPCFG=0 // E % Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // # & Bluetooth LE SPP % #
AT+BLESPPCFG? // & # Bluetooth LE SPP % ¥

3.4.32 AT+BLESPP: i A Bluetooth LE SPP Ei;
Wiihn

Tytie:
i3t A Bluetooth LE SPP 5=

P
iy

AT+BLESPP

W i ¢

OK

>

ikm R AT B4 A Bluetooth LE SPP 455X, 1] ASFAT8H8 1) & 3R R -
#: Bluetooth LE SPP R4S 1% ( XTi#E Bluetooth LE ¥4 #3537 J5 Al §E Notifications ), 3 [H] :

ERROR

B

* 1E SPP L, A RIEAT+SYSMSG Bit0 2y 1, W AT A& ATR i SPP B fF e .
* £ SPP &, A RUEAT+SYSMSG Bit2 2y 1, W AT A SAR AT BRES A H A R
* URGWEIREH +++ U, kbl 2R ay >, i 2 0% R H RN 4 AT @

%.

il

AT+BLESPP // ¥ N Bluetooth LE SPP # R
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3.4.33 AT+BLESECPARAM: #%ify)/i}¢ ¥ Bluetooth LE %55

iy

ke
#¥if] Bluetooth LE SMP [ %8 24k

s

AT+BLESECPARAM?

L)V

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>

OK

«
—

&
i

LI AL A
"D{>

&

¢ =3

1% & Bluetooth LE SMP % 2%k
il

=

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_

—option>]

W i :

OK

o <auth_req>: AFiER.
* 0: NO_BOND

* 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND
* <iocap>: Hii AfiihifE
* 0: DisplayOnly

* 1: DisplayYesNo

» 2: KeyboardOnly

* 3: NolnputNoOutput

* 4: Keyboard display

* <enc_key_size>: WYKL, SHGEH: [7.16]. AL

o <init_key>: ZA~HARN AR IRE S

o <rsp_key>: ZANLUHRR AL Y 254 .

» <auth_option>: 24\ EET :

o 0: B 2%

o 1o WURTCVEI R 2 BB L5590, MWt iEz .

Ll

A
o

o <init_key> fl <rsp_key> S L EMH AT -
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o Bit0: T3] HA3E EH A S S5 8 0 n 38 5 4 5

o Bitl: [Tl iR s A 2411 IRK 254 ;

o Bit2: T AW g bk IR Y 25 8 1) CSRK 454 ;

o Bit3: FIF 3l in 3 AR 25 417 link 254 ({HF Bluetooth LE 1 BR/EDR JEA7A5EK ) .

il

AT+BLESECPARAM=1,4,16,3,3,0

3.4.34 AT+BLEENC: % Bluetooth LE Jjii#i 2K

KT TR

’ AT+BLEENC=<conn_index>, <sec_act>

e <conn_index>: Bluetooth LE i&3:5-, JEH: [0,2].
e <sec_act>:

¢ 0: SEC_NONE;

e 1: SEC_ENCRYPT;

e 2: SEC_ENCRYPT_NO_MITM;

e 3: SEC_ENCRYPT_MITM,

(|

s AT, WARELESU. B 5XIT RS ERE.

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADDR?

AT+BLESECPARAM=1, 0, 16, 3, 3

AT+BLESETKEY=123456

AT+BLEADVSTART

// f# i Bluetooth LE & app 1 4 client 5 ESP32-C3 % & # i1 Bluetooth LE # ¥
AT+BLEENC=0, 3
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3.4.35 AT+BLEENCRSP: [n]53 %3 sk 4% 5 e i oo i ok

I A2 S0 i B 6 A AL AT RO i 2K

s

’AT+BLEENCRSP=<conn_index>,<accept>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
* <accept>:

o 0: E4;

o 1z,

Bl

o BERAR AT, AT ATERUAIER MRS LS

+BLEAUTHCMPL: <conn_index>, <enc_result>

e <conn_index>: Bluetooth LE i£325-, JEH: [0,2].
e <enc_result>:

o O IEECN B 5

o 1 AT R

il

AT+BLEENCRSP=0, 1

3.4.36 AT+BLEKEYREPLY: #3%fJ7 45052 %%

[l 52 B} 4]

Py
A

’AT+BLEKEYREPLY:<conn_index>,<key>

W

’OK
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
* <key>: TR,

Bl

AT+BLEKEYREPLY=0, 649784

3.4.37 AT+BLECONFREPLY: %5 miNgs R (58 mes)
LA

yiig:
[ 52 T X 245 24

s

’AT+BLECONFREPLY=<conn_index>,<confirm>

Wi i ¢

’OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
e <confirm>:
e 0: 5

o 11 B

il

AT+BLECONFREPLY=0, 1

3.4.38 AT+BLEENCDEV: #¢iggfi) Bluetooth LE Jjiiss 375 bl
A s

ik
i) 46 5E 1) Bluetooth LE J%5 15 £ 91 %

ke

AT+BLEENCDEV?

W )i :

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK
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S8
* <enc_dev_index>: T4} MIERES . MSHA—EE T AL AT+BLECONN Zxifi] ¥ Bluetooth

LE #3252 conn_index &%, JolE: [0,14].
* <mac_address>: MAC Hilil:,

(A
* ESP-AT iR Z AVFSIE 15 ke, WRIEM B SR 15 4, IR E i ff 5 SR

GEEMUT 0 B 14 SHUCHE 55 2 BT F R

il

AT+BLEENCDEV?

3.4.39 AT+BLEENCCLEAR: ji[4& Bluetooth LE Jis% %45 514

PATI %
ik
T 85 2 4 il P i A 15

A\ .
"Il/?\‘

’AT+BLEENCCLEAR

W i :

’OK

S

 <enc_dev_index>: O 45ENSMIERES .

hil

AT+BLEENCCLEAR
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3.440 AT+BLESETKEY: %' Bluetooth LE 5 At %55

o

- i iy 4

Bluetooth LE # AWK X H, H#ARE, W AT RE -1

’AT+BLESETKEY?

W i <

+BLESETKEY:<static_key>

i
N4 Bluetooth LE 7E#15 B —{~ Bluetooth LE E# 7S X 2541

A

’AT+BLESETKEY=<Static_key>

W

’OK

B8

o <static_key>: Bluetooth LE ##SHENT24H .

il

AT+BLESETKEY=123456

3.4.41 AT+BLEHIDINIT: Bluetooth LE HID #1444t
i A

yfig:
Frifi] Bluetooth LE HID 4] 1Ak 0L

Py
A

AT+BLEHIDINIT?

W
FARMMA, W AT R

+BLEHIDINIT: 0
OK
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HEWIIRI, W AT &[] :

+BLEHIDINIT:1
OK

SLEEL A A
BEmA

Yyt
Y44 Bluetooth LE HID i

"ﬂ4>°

’AT+BLEHIDINIT:<init>

Wi i <

[ox

S8

e <init>:
» 0: Bl Bluetooth LE HID s T 464 ;
o 1: #11G4L Bluetooth LE HID ¥ .

e

« Bluetooth LE HID J:¥%: 54 fl GATT/GAP 4[5 B F

il

AT+BLEHIDINIT=1

3.4.42 AT+BLEHIDKB: ‘% i% Bluetooth LE HID #3155

Dyt
8Si SR NS,

’AT+BLEHIDKB:<Modifier_keys>,<key_1>,<key_2>,<key_3>,<key_4>,<key_5>,<key_6>

Wi i ¢

[ox

o <Modifier_keys>: ZH {4,
o <key_1>: ##ICHS 1,
o <key_2>: ALY 2,
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o <key_3>: HE{UAY 3.
o <key_4>: HEUAY 4.
o <key_5>: HEUAY 5.
o <key_6>: H{{HY 6,

o A E S, 1525 Universal Serial Bus HID Usage Tables /] Keyboard/Keypad Page &7 .
o TS 10S PR A H., TR A T B i MFLAAGLE .

il

AT+BLEHIDKB=0,4,0,0,0,0,0 // B ANF 4 & "an

3.4.43 AT+BLEHIDMUS: %1% Bluetooth LE HID Uk KL

BrE
i
BRERFF7
e

’ AT+BLEHIDMUS=<buttons>, <X_displacement>, <Y_displacement>, <wheel>

o <buttons>: AR,

o <X_displacement>: X {iif%.
» <Y_displacement>: Y {iif%.
o <wheel>: E#,

]
o T HID [AnE K., i5% Universal Serial Bus HID Usage Tables [ Generic Desktop Page #1 Application

Usages 7,
o BfithAr 415 10S P ACH., IR TR LS EE I MFLIAGE.

il

AT+BLEHIDMUS=0,10,10,0
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3.4.44 AT+BLEHIDCONSUMER: ‘%1% Bluetooth LE HID consumer {5 5.

%1% consumer {2 B,

s

’ AT+BLEHIDCONSUMER=<consumer_usage_id>

W

’OK

» <consumer_usage_id>: consumer ID, [ power. reset. help. volume 4. {¥{¥ 1% 2% HID Usage Tables
for Universal Serial Bus (USB) %) Consumer Page (0x0C) &5,

st

o WA 10S UM ACH,, BB R R el MELAGLE.

il

AT+BLEHIDCONSUMER=233 // BB ¥ &

3.4.45 AT+BLUFI: JI )38k 4] BluFi
A

i BIuFi RS

Py
A

AT+BLUFI?

W i
# BluFi KJF)E, W[E] -

+BLUFI: 0

OK

# BluFi ©IT/E, Mk :

+BLUFI:1

OK
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EmA

&F

i
T B ] BluFi

O e
iy

’ AT+BLUFI=<option>[,<auth floor>]

Wi i :

[ox

BH

e <option>:
— 0: 5 [4] BluFi;
- 1: )3 BluFi,
* <auth floor>: Wi-Fi A, ESP-AT N2 482 B IEB AL T S {H ) AP:
- 0: OPEN (¥ki\);
WEP;
: WPA_PSK;;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN kR W =

e

o &% H BELE Bluetooth LE 4 ia 4045 00~ FF Rk 34 1] BluFi (AT+BLEINIT=0),

o HARAREAFERE, B BluFi DhREHT, SERIEAT+CWMODE=0/I 1y %55 ] SoftAP. Nl
THREZ AT, R RF LA S0RY

« BluFi it W J5i % 3% AT+BLUFI=0 {5434 BluFi, DIREHCZE.

il

AT+BLUFI=1

3.4.46 AT+BLUFINAME: #ify/i% ¥ BluFi &85 #A%

Ay A

ik

#if) BluFi 44 5

iy

AT+BLUFINAME?

W] 7 <

+BLUFINAME: <device_name>

OK
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EmA

&F

i
TCE BluFi #4544 75

O e
iy

’AT+BLUFINAME:<device_name> ‘

Wi i :

[ox |

BH

o <device_name>: BluFi %44 F5.

B

* N BCE BWF B4 44 K, W EiB AT AT+BLUFI=1 iy 4 B BB, 75 KF 6 1 BRA 44 %
BLUFI_DEVICE,

* BluFi S A AR KK 26 75,

* Blufi APP ] DATER I RIRG R 2K

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.447 AT+BLUFISEND: 3% BluFi J{ ) 1 @SB

EmA

&F

ifig:
k3% BluFi ] P H & B3 25 F L

O A e
iy s

’AT+BLUFISEND:<length> ‘

Response:

: |

R > Fn AT HERAFHCR 8, U T DA AR, 4 8s KRB S8 <length> HY(EIT,
iR ElES RN

AR, R -

OK

SR

- <length>: iRk, Wfi: 5

o
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e

o HE XEdRW K B R 600 Y.
o WS ESP YR EIFHUL R H P B @ X8, 42 PA +BLUFIDATA: <len>, <data> #&=HTHI,

Bl

AT+BLUFISEND=4
/R ST FER, AN 4 FERRERT, o m1234n, ABRKELHEFT KA L FAMN

3.4.48 AT+BLEPERIODICDATA: i ¥ Bluetooth LE JS P Rk %hs

SLEE AL A
WA

yiig:
TBEE R 3R -

A

’AT+BLEPERIODICDATA:<periodic_data>

Mg o 2

* <periodic_data>: JIIPE HREE, S 16 BRI AR B0, A ARECE) T RRER ) “0x11 0x22 0x33
0x44 0x55”, Néy4A AT+BLEPERIODICDATA="1122334455",

2N

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.449 AT+BLEPERIODICSTART: J| 35010k &
PAT @A

itig:
FFE AT 175

fir 4

’AT+BLEPERIODICSTART

] o7 2

’OK
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e

CFEJF MR R WM M Tz oml, wOE IR Y ORTH VRO A N
ADV_TYPE_EXT_NOSCANNABLE_IND.

il

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // & B & 3 M S & % #
AT+BLEADVPARAM=32,32,5,0,7,0 // BBV E 5%
AT+BLEADVSTART // FE ¥ B #

AT+BLEPERIODICSTART // F B A M #%

3.4.50 AT+BLEPERIODICSTOP: 5 k- J51 0Pk ) Bk In] 20
P4

itig:
5 B AR 4%

A

’AT+BLEPERIODICSTOP

] 7 <

’OK

Bl

’ATJrBLEPERIODICSTOP // fE 0k B B4R

3.4.51 AT+BLESYNCSTART: JJ & )26 R 01 8

S IEAESEAT IR R s 2

D e
"ﬂ4>-

AT+BLESYNCSTART=<target_address>

My )7 <

+BLESYNC:<addr>, <rssi>, <periodic_adv_data>
OK

o <addr>: &£ Hbdk
o <rssi>: {55 IR
» <periodic_adv_data>: J&9%: ) #EHRE
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Bl
o AETTIREIINET FE R 2 00, 5 2R FF Bluetooth LE il Sh BB FF2E0EAT -

Bl

AT+BLEINIT=1
AT+BLESCAN=1 // FF 4 H
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH AW & FHF

3.4.52 AT+BLESYNCSTOP: {5 |- 5101k ) £k k) 2B
AT %

itig:
5 1 R R R A TR

i

’AT+BLESYNCSTOP

LTIVE

[ox

Bl
o QERZFF BLE S RE M, AR A AL $E ) 2 S e th e B a1k .

il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.53 AT+BLEREADPHY: #if) Y mi e % PHY

v

N

R

&;

itig:
i) 4 H R Y PHY .

[t

AT+BLEREADPHY=<conn_index>

i) )7 :
AR, R[]

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

Espressif Systems 144 Release v2.3.0.0-esp32c3-862-g7b9487¢20f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 3. AT Ay d4E

WRAR R, &

+BLEREADPHY : -1
OK

SR

o <device_addr>: ¥ i A5 ol
e <tx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

3: Coded PHY.

e <rx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // #F # ¥ 7] % # # PHY

3.4.54 AT+BLESETPHY: ¥ 2MijiE#:n) PHY

BEE A

Yitig:

BEE M HI RN PHY .
i

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

Ty 7 <
WERA AT, R[]

+BLESETPHY :<device_addr>, <tx_phy>, <rx_phy>
OK

IERA R, AR

+BLESETPHY: -1
OK

S8

o <device_addr>: XJuik s itk
* <tx_rx_phy>:

¢ 1: IMPHY

e 2: 2M PHY

¢ 3: Coded PHY
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il

AT+BLEINIT=1 // f & : & P 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

N4

o AT+MQTTUSERCFG: %' MQTT H P g

o AT+MQTTLONGCLIENTID: #%'& MQTT % F i ID

o AT+MQTTLONGUSERNAME: & MQTT &t ] F7 44
o AT+MQTTLONGPASSWORD: % ‘& MQTT %[ 2554

o AT+MQTTCONNCFG: '8 MQTT 328 14

o AT+MQTTALPN: $£% MQTT [ HE i (ALPN)
o AT+MOQTTSNI: %8 MQTT Ik &#e44Fr457~1 (SNI)

o AT+MQTTCONN : %32 MQTT Broker

* AT+MQTTPUB: J)1i MQTT {8 (FfFH)

o AT+MQOTTPUBRAW : %7 MQTT ji4 &

o AT+MQTTSUB: 1] % MQTT Topic

o AT+MQTTUNSUB: 3437 15 MQTT Topic

o AT+MOQOTTCLEAN: WiFF MQTT %4

o MQTT AT 441275

o MOTT AT .74

351 e

WY BUAR AT R SRR T AT drd. WEREORFEEE ESP32-C3 X kF MQTT A4, 16 H
1T41% ESP-AT T42, FE45 TP HC B TR k4%

221 Component config->AT->AT MQTT command support

3.52 AT+MQTTUSERCFG: ¥ MQTT Hl yf)gmtk
BEmA

itk
fid B MQTT A P gtk

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—1ID>,<CA_ID>,<"path">

W i :

OK
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BH

<LinkID>: 437 % link ID 0,
<scheme> :

— 1: MQTT over TCP;
: MQTT over TLS (AEEEGIES ) 5
: MQTT over TLS (#:56; server IE5 ) ;
: MQTT over TLS ($244E client JE45) ;
: MQTT over TLS (#:5& server JIF 57 HEZE client 1E4) ;
: MQTT over WebSocket (5T TCP);
: MQTT over WebSocket Secure (E:T TLS, ASRILGUFF ) ;
: MQTT over WebSocket Secure (T TLS, &I server IE1));

— 9: MQTT over WebSocket Secure (3T TLS, #2fit client IF35);

— 10: MQTT over WebSocket Secure (3T TLS, #%L: server iF 157 HAZ L client 3IE15) .
<client_id>: MQTT & i ID, K E: 256 F5.
<username>: f{lJ744, ﬁHﬂD%:EBﬂ} MQTT broker, KK E: 64 FTi
<password>: 2515, FFEf MQTT broker, fHAKE: 64 %7,
<cert_key_ID>: JE45 ID, Huj ESP-AT U 73— cert yIE45, S%0HM 0.
<CA_ID>: CAID, HHuijESP-AT {{—%& CAHE, %080,
<path>: KR, RARKE: 32595,

|
0NN WL kAW

2% AT i 2R KEEANREIE L 256 777

s <scheme> [ W 3. 5 8 10, jﬂTﬁ‘%Elﬁ%%%E’JﬁE%ﬁiﬁl%ﬁ THTE KL AT+MQOTTCONN iy
AP ESP32-C3 BRI E S mi st E] . (0] PARIEAT+CIPSNTPCFG iy 4 R L E: SNTP, FKH(4
WIRHN], %2 AT+CIPSNTPTIME? £y 45024 B H ] . )

3.5.3 AT+MQTTLONGCLIENTID: #% MQTT % )53 ID

E MQTT % Fi ID

[k

AT+MQTTLONGCLIENTID=<LinkID>, <length>

W

OK

>

iRm Y F R AT B3I MQTT % P ID, bR ] DA A% i 1D, 24 AT S8 (1% P i
ID K JFiAF| <length> J5, RH:

OK

B8

<LinkID>: 4§ 345 link ID 0,
<length>: MQTT %/ i ID K J&, JEE: [1,1024].
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e

* AT+MQTTUSERCFG fip %t il DA E MQTT 73 ID, 35 27 [A] i 22 5l (4
— AT+MQTTLONGCLIENTID iy 4] DA SR B B I AT K (9% F 3 ID, R S AT+ MQTTUSERCFG
QA B2 IR
— WAESEAT+MQOTTUSERCFG J5 Fiii il AT+ MQTTLONGCLIENTID,

3.54 AT+MQTTLONGUSERNAME: k¥ MQTT ki 44
ik

BE MQTT I 44

[k

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W

OK

>

RIRmIR R AT EMEA LI MQTT P4, MEIFER DA A MQTT I P44, 24 AT B20c%I 1 MQTT
4 K J#iE%] <length> 5, &[H:

OK

SHL
o <LinkID>: 472 3% #} link ID 0.
o <length>: MQTT Jfl "4 K. Jill: [1,1024].
el
* AT+MQTTUSERCFG fip WA AR E MQTT I 45, —F Z M ZE 0l e 4 :
— AT+MQTTLONGUSERNAME 4] DAJH S35 BRI K (I P14, BRI AT+MQTTUSERCFG iy
K EZ R
— WAE B AT+MQTTUSERCFG J5 P48 Fl AT+ MOTTLONGUSERNAME ,

3.5.5 AT+MQTTLONGPASSWORD: #¥¥ MQTT %l #6%

B WA

-t

Lyt :
B MQTT ##

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <
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OK

>

Eikm IR AT EHER G MQTT %0, B &nT DA A MQTT %14, 4 AT I3/ MQTT %14
KJEILF| <length> J5, &l

OK

o <LinkID>: 437{% % link ID 0,
o <length>: MQTT 23K )&, Ja/: [1,1024],
el
o AT+MQTTUSERCFG iy 4] DA & MQTT %6, 35 2 [A] ) 22 B 45 -
— AT+MQTTLONGPASSWORD T DAJH K33 BAR R K Y 85T . Pl AT+ MOTTUSERCFG iy A K-

FEAZRR
— WALV AT+MQTTUSERCFG )5 ¥4 Fil AT+ MQTTLONGPASSWORD .,

3.5.6 AT+MQTTCONNCFG: ¥ MQTT #4281k

)E’J

CEL A

i
BeE MQTT E#Jm 1k

Py -
“ﬂ/?\‘

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
—">,<lwt_gos>,<lwt_retain>

Wi i ¢

OK

e <LinkID>: 4Hi{{ % $¥# link ID 0,
* <keepalive>: MQTT ping #EHIHFA], B Fb. JER: [0,7200]. ERINE: O, SHHREINCH 120 7.
* <disable_clean_session>: %% MQTT jFHI &b, A X ZSHHELEEHESH MQTT 3.1.1
MY P Clean Session B75 o
- 0: fligEE 0.
- I B TE
o <lIwt_topic>: 5l topic, FAKE: 128 F7,
o <Iwt_msg>: i3I8 message, FARKE: 128 F5.
o <Iwt_qos>: I8 QoS, SH AL 0. 1. 2, BRAE: 0.
o <Iwt_retain>: %S retain, SEAIL 08k 1, BHAE: O,
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3.5.7 AT+MQTTALPN: ¥ MQTT )2 (ALPN)

BeE WA

Jyiig:

BCE MQTT 2 SR (ALPN)
[

’AT+MQTTALPN:<LinkID>,<alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">}

W

’OK

e <LinkID>: 47i{{37#F link ID 0,
 <alpn_counts>: <” alpn” > S5 4. Juf: [0,5].
~ 0: &% MQTT ALPN Jii
~ [1,5]: %% MQTT ALPN [ii' %
« <” alpn” >: FRFHFRSE, FR ClientHello 1) ALPN, H ] PAKEZ A~ ALPN FE B IR 5545

e
o BEIR AT o KIEN/NT 256 55,

o HA7E MQTT T TLS 5§ WSS i}, MQTT ALPN Bt A4 22430,
o WAEWE B AT+MOTTUSERCFG J5 54 il AT+ MOTTALPN

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: ¥ MQTT JIlR55 2% #Friis (SNI)

Dyt
WE MQTT 554844 Fkdin (SNI)
[k

’AT+MQTTSNI:<LinkID>,<"sni">

Wi 3% ¢

[ox
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e <LinkID>: 47i{Y 3745 link ID 0.
o <” sni” >: MQTT RS # 436~ . 0] PAFE ClientHello HofFH & 3% B AR 5545

B
o BER AT i KIE/NT 256 5,

« HA1E MQTT BT TLS ¢ WSS if, MQTT SNI FBtA 2454
o WAEBLEAT+MOTTUSERCFG J5 54 Ji| AT+MQTTSNI ,

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

3.59 AT+MQTTCONN: #:4$: MQTT Broker
iy 4>

Yytig:
#if ESP32-C3 4% EL #4421 MQTT broker

A

AT+MQTTCONN?

Wi i ¢

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>
OK

BeE WA

Jytie:
42 MQTT Broker

fir 4

’AT+MQTTCONN:<LinkID>,<"host">,<port>,<reconnect>

W i :

[ox

¥

o <LinkID>: 437{¢ 4% link ID 0,
e <host>: MQTT broker 1844, KK JE: 128 F37,
« <port>: MQTT broker 311, FAuEIT: 65535,
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o <path>: VEJREEAT, HORKEE: 32 5495,
* <reconnect>:
- 0: MQTT R HzhE . W MQTT @y 45 fq )UK, W TGk U A i 2 BB i vy 742
HREKIRAT+MOTTCLEAN=O fiy 2 TH A B, EHACE S, M EeE.
- L MQTT HHE, KIHFERZ NI,
o <state>: MQTT JIR7E:
- 0: MQTT RHJ1a1L
- 1: B EAT+MQOTTUSERCFG;
: B EAT+MQTTCONNCFG;
CIEBC T
D IR
- 5 ©iERE, (HARITH topic;
- 6: CiE#:, TITH topic.
e <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS

|
A W

2 (RRERHIE ) ;
3: MQTT over TLS (#%5 server IE5) ;
4: MQTT over TLS (#Zfit client IF35) ;
5: MQTT over TLS (#4 server §IF 459 H3Z L client yET5) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (3T TLS, AKEHET);
8: MQTT over WebSocket Secure (3T TLS, #: server yIE5) ;
9: MQTT over WebSocket Secure (3T TLS, & client jIE5);
10: MQTT over WebSocket Secure (3T TLS, AL server iF 157 HAZ ML client 3IE15) .

3.510 AT+MQTTPUB: %4 MQTT i (‘45Hh)

i1 topic 7’;2%’ﬁ MQTT PP B . GRS AmH BRI EM R 2, Dl T HA AT KA
BI{E 256 F47, HE AT+ MQOTTPUBRAW 34>,

O e
iy

’AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain>

W

[ox

BH

e <LinkID>: 437{¢ % link ID 0,

» <topic>: MQTT topic, F KK : 128 F7.

o <data>: MQTT F&FHEHE.

* <qos>: KAHER QoS, ZH 0. 1. 22, BIAE: 0.

o <retain>: %4 7j retain,

Bl

- B4 AT MoK BER BRI 256 35
AR \0, B LS, T AT+ MOTTPUBRAW %,
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il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0 //_
KRB AH, FEERAFAEZEFER L.

3.511 AT+MQTTPUBRAW: ‘KAl MQTT i

v

A

A=)

fig:
il topic KA MQTT JH 5. . WERBAATH BRI EAXE D, ART B AT dr i HI{E 256
FHAT, WA DA AT+ MQOTTPUB 4.

s

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <qgos>, <retain>

Wi i3 ¢

OK
>

P > Fn AT HER R 8, BUI 0T DA AR, 488 KRB 240 <length> MY(EIT,
Bt .

AR, W AT 3R [0 :

’+MQTTPUB:OK

AR, W AT & Ju] -

’+MQTTPUB:FAIL

BH

e <LinkID>: 47i{% %45 link ID 0.

» <topic>: MQTT topic, K 128 Fi7.

* <length>: MQTT J§ 5K, A[A ESP32-C3 B fe KA 852 2w A N FE B il -
* <qos>: KIHEM QoS, ZHn#E 0. 1. 52, BAAH: 0.

e <retain>: %4 7j retain,

3.512 AT+MQTTSUB: iJ g MQTT Topic
A it 2

itk
I ETT ) topic

AT+MQTTSUB?
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Wi 3% ¢

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB: <LinkID>, <state>, <"topic2">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK

A4

itk
1T H48 2 MQTT topic (Y38 E QoS, XHFTHZA™ topic (k2 SZHF11 1 10 4> topic) .

s

’AT+MQTTSUB:<LinkID>,<"topic">,<qos> ‘

W i <

[ox |

2 AT 2 2T Y topic 1) MQTT RS, iR [u]:

’ +MQTTSUBRECV:<LinkID>, <"topic">,<data_length>, data ‘

F eI Fdid i topic, iR [H]:

’ALREADY SUBSCRIBE ‘

S

o <LinkID>: 4Hi{{ 3 $¥F link ID 0,
o <state>: MQTT JIR7ES:

- 0: MQTT KWtH1k;

- 1: B HAT+MQOTTUSERCFG;;
. B AT+ MQTTCONNCFG;
DI E W
C BENLERE
C R, HARTTTH topic;

- 6: iR, CATH MQTT topic.
o <topic>: ][ topic.
o <qos>: ][R QoS.

|
DA W

3.5.13 AT+MQTTUNSUB: Hii§iT 5 MQTT Topic

B PURBGN TS opic, MTZYCRA R4, DURITTIAR R wopic.

Pla sy
A

AT+MQTTUNSUB=<LinkID>, <"topic">

LTIVE
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OK

AR FYid i topic, MR [H]:

NO UNSUBSCRIBE

OK

B

o <LinkID>: 47i{¢ 3 # link ID 0,
» <topic>: MQTT topic, K 128 Fi7.

3.5.14 AT+MQTTCLEAN: WiJf MQTT ¥4

WioF MQTT 34, B

[

’AT+MQTTCLEAN=<LinkID>

W

’OK

o <LinkID>: 47i{¥ 3% link ID 0,

3.515 MQTT AT i

MQTT 4%i%f4 L ERR CODE: 0x<%08x> JEFF] HI.

SEIRFER $EIRAG
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
TTU4k4E
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x2-ZFn
SEIRFER $EIxRAD
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_ WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT _MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
TREE:
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x2-4tm
EIRER $EIRAD
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x60438
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.5.16 MQTT AT iy

o Bk, AT MQTT fyA-#R&AE 10 IR, {HAT+MOTTCONN iy A 4b. Flan, QR basA
B LW, Ay S>AT+MOTTPUB 237E 10 PN LY., {HAT+MQOTTCONN iy S AEM I EEA TG 0L T
A HE TR 2 i) R EAA R .

o UNHRAT+MQTTCONN 23T TLS 4z, A NEdR L ng ey 10 #5048 i e R] <> MR Pz T
Bl BEm A E K.

o 24 MQTT &2 W IR, 2478 +MQTTDISCONNECTED : <LinkID> JH B .

o M4 MQTT #8771}, &3 7/8 +MQTTCONNECTED: <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> 4 E..

3.6 HTTP AT A4

o N5

o AT+HTTPCLIENT: “%3% HTTP % JiikEsk

o AT+HTTPGETSIZE: #HU HTTP % iE K/

o AT+HTTPCGET: %l HTTP %5

o AT+HTTPCPOST: Post $5& K () HTTP ¥
o AT+HTTPCPUT: Put 4% K ) HTTP ¥

o AT+HTTPURLCFG: & /4KEUK () HTTP URL
o AT+HTTPCHEAD: %% /%5 HTTP 53K 3%

o HTTP AT 44327

361 ¥

g BOAR AT [ PESCRFIL I R BT AT S WPREN TG 28 ESP32-C3 3ff HTTP %, 1 H
frémiF ESP-AT 142, {esf A E T AR Bk

* 28 Component config->AT->AT http command support

3.6.2 AT+HTTPCLIENT: %1% HTTP %5 ) viiis oK
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=

=

A

AT+HTTPCLIENT=<opt>, <content-type>, <"url">, [<"host">], [<"path">],<transport_type>[,
—<"data">][,<"http_reg_header">][,<"http_reg _header">][...]

W i :

+HTTPCLIENT:<size>, <data>

OK

» <opt>: HTTP &/ ik i

- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
— 5: DELETE

o <content-type>: % i R EIEIST
- 0: application/x-www—form—urlencoded
— 1: application/json
— 2! multipart/form-data
- 3! text/xml
* <” url” >: HTTP URL, /5T <host> fll <path> ZHCHER), KSR HNBREXWANS
e <” host” >: #4455 IP il
* <” path” >: HTTP 4%,
* <transport_type>: HTTP % FufifE g8, FNEH 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> & POST iR, ASHCH K EL HTTP [R5 25095 . 24 <opt> A
POST 3K}, XMSEAFE (WhE, AFEH A S KERARXNSE) .
* <” http_req_header” >: T LiELAER LGRS

o WRALE URL A8 5 an S MK BT T 256 277, e HAT+HTTPURLCFG i % il lic & URL,
IREAM S B <"url"> SHFERER "".

o Q2R url ZHOAHZE, HTTP % i1 B 20 host S8l path 46 AR url S8
WS B AR %S, HTTP % P host S4UMl path S%L.

o BRSO R A 0 MR ERIAR SCRE HTTP % P in 2 (W 3 WLESP-AT B ¢ 2 5% ), E @ W] 3d it A
THAMFE T HiZmS: . /build.py menuconfig > Component config > AT > AT http
command support, RFHIFHE (HFIHH I A5 ESP-AT 1.42),

o %A LEE URL g ], FEIRBUEN IR 55 2% [0 (IR SRS 301 (GRAPEEE E ) 80 302 (i
FHEN) A H B SIHTE) URL Hihk. S0] DAGHE 588 T = REUCE ) i) 35 s URL, &5 18
LAV E .

o IRALE <"data"> SHIEE S MAIKEE T 256 5477, W HAT+HTTPCPOST 4.

s FCEEZW HTTP 5Kk, WM AT+HTTPCHEAD iy % .

il
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// HEAD i %k
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET ¥# 3k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST i K
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"

3.6.3 AT+HTTPGETSIZE: 0 HTTP FEj5Kk/h

v

o

N

R

X

v

A

=

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i :

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KL/ BN F347. BRIAME: 2048, JEH: [0,10240].
o <rxsize>: HTTP BURZELFI/N. BN 7. BRIME: 2048, JEFE: [0,10240].
o <timeout>: [MZGHEN;. Hf7: ZF. BRHA{E: 5000, JEFE: [0,180000].

o <size>: HTTP &EJEK/N.

e
* AR URL (RS an M K EEHE 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hific & URL,

RIEA MR <murln> SHGEREY "
» WSRAHURE HTTP ok, Wl AT+ HTTPCHEAD 98B

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.6.4 AT+HTTPCGET: il HTTP %5

et f
BEEmA
Wi

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

M 7

Espressif Systems 159 Release v2.3.0.0-esp32c3-862-g7b9487¢20f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 3. AT Ay d4E

+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL,

o <tx size>: HTTP KiEZEIFI/DN. BN F347. BRIAME: 2048, JEHE: [0,10240].
o <rx size>: HTTP BRZEAFI/N. BN 7. BRIME: 2048, JEHE: [0,10240],
o <timeout>: M4, Ff7: ZFb. BRIAE: 5000, FEHE: [0,180000],

Bl
* WRALE URL AYRE S fir QYKL T 256 5717, 5B AT+ HTTPURLCFG fiy 4 TilC # URL,

RIGARMASHEE) <"url"> SETIREN """,
o AREAEECE HTTP 53Kk, I HAT+HTTPCHEAD i &V E..

3.6.5 AT+HTTPCPOST: Post 5% KR HTTP %4k

)E’J

CEL A

s

AT+HTTPCPOST=<"url">,<length>[,<http_reqg header_cnt>][,<http_req_header>..<http_
—reqg_header>]

W .

OK

>

P > Fn AT HERSFHCR 8, BUR T DA AR, 4 8s K IR FI 240 <length> AY(EIT,
fefITin .

Ay, MR :

’ SEND OK

At R, R ] :

’ SEND FAIL

B

e <” url” >: HTTP URL.,

e <length>: 75 POST ) HTTP $ifli K . KK ST AR50 e HEZS B /N .
 <http_req_header_cnt>: <http_req header> ZENEE .

* [<http_req_header>]: HTTP K3k, [ kKELZMERLGIRS -

o NSRS E URL 35 an K BERE T T 256 =277, il 56 AT+ HTTPURLCFG i % Tl & URL,
RGN <"url"> ZHFERER "".

o ZMAH] content—type BRIAZEAIN application/x-www-form-urlencoded,

R HITP ¥k %, i AT+ HTTPCHEAD fr 5.
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3.6.6 AT+HTTPCPUT: Put {55 KFEN HTTP 5

v

H

N

B

¥

v

A

=

AT+HTTPCPUT=<"url">,<length>[, <http_req_header_cnt>] [, <http_req_header>..<http_req_
—header>]

W i :

OK

>

P45 > Fn AT HER IR D8R, ST DA AR, S8R KRB 240 <length> MYEIT,
(i PIR R

A, iR :

’SEND OK

A AN, IR :

’SEND FAIL

ZH
e <” url” >: HTTP URL,
* <length>: 7§ Put (¥ HTTP Bl B2 . SRR ST R G0 A/ Be A 25 ) R/ )N
o <http_req_header_cnt>: <http_req header> ZEHIHE .
* [<http_req_header>]: HTTP iRk, uJ K iELATER LA
Bl
o WURALS URL WS S MK BEE T T 256 747, 546l HHAT+HTTPURLCFG fin % Tiillii & URL,

A B <"url"> ZHEHELBEN ",
o QARAANCE HTTP 3Rk, Wl AT+HTTPCHEAD fiy %50 .

3.6.7 AT+HTTPURLCFG: ¥/ HTTP URL
A%

AT+HTTPURLCEG?

Wi i ¢

[+HTTPURLCFG:<url length>,<data>]
OK

X7
i
=
2

2
%
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AT+HTTPURLCFG=<url length>

W

OK

>

R > 3R AT HERGAFHCR D8, U T AR A URL, 288 KRS S 4L <url length> [
{EHI, RGLRM

SET OK

o <url length>: HTTP URL K&, BAf7: 7,
- 0: J5[% HTTP URL fl & .

— [8,8192]: &% HTTP URL it & .
« <data>: HTTP URL %

3.6.8 AT+HTTPCHEAD: ¥ /4# iy HTTP iRk

feififr 4

e

AT+HTTPCHEAD?

Wi % ¢

+HTTPCHEAD: <index>, <"req_header">

OK

N

ETTE

N

=

A

AT+HTTPCHEAD=<req_header_len>

W

OK

>

TS > Fon AT HERIHEIL AT 4 D 5dE, B EaT DU A HTTP 55K 3k (53K 3kh key: value B
X)), BEIKIEIRFI S <req_header_len> WEK, AT iR[A]:

’OK

e <index>: HTTP >k kIR T [ {H.
¢ <” req_header” >: HTTP i3Kk.
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 <req_header_len>: HTTP {f>KLKFF. BA7: FY,
- 0: JEBRITA CICER HTTP 353K 3k
- HAthfE: BeE—ASHY HTTP 655K 3k .

Bl

o Rpd—RK HAERE A HTTP ik k, HAIDAZKIEE, FHZAEK HTTP iR k.

o AAyAHLE R HTTP 3Rk mtkny, —Hi%E, i HTTP [y SERS ikt ok 2k

o REABCE R HTTP iR ki key QIR FIHE HTTP A ARk i key A, TS 4l 4
A i E ) HTTP 353Kk 3k .

il

// % E#F Kk
AT+HTTPCHEAD=18

/) EWCE >t K EE, ML TH Range kL, THEXEWH 256 MNFF.
Range: bytes=0-255

// T # HTTP ¥ &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
—html"

3.6.9 HTTP AT 4564,

e HTTP % Fifi:
HTTP & FimtEiReS | i3
0x7000 L ERR I
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c¢ Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed

e HTTP R 455
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HTTP RRS=5a1R50 | A

0x71f4 Internal Server Error

0x71f5 Not Implemented

0x71f6 Bad Gateway

0x71£7 Service Unavailable

0x71f8 Gateway Timeout

0x71f9 HTTP Version Not Supported

« HTTP AT:

— AT+HTTPCLIENT iy 245 iR 1/ 0x7000+Standard HITP Error Code (WZH x
Standard HTTP/1.1 Error Code [#){Z 5., %% RFC 2616).

— fGlhn, # AT {FJE ] AT+HTTPCLIENT fy2-BtUg %] HTTP error 404, <R[\ 0x7194 §5iR%15
(hex (0x7000+404)=0x7194),

3.7 XPE&RSE AT a4k

* 23

o AT+FS: U RGiH5AE

o AT+FSMOUNT : 30/ 02 S

371 ¥

% BOARY AT BCEASCRRICGURAT M AT 4. BRI B ESP32-C3 SCfRF U RS Mm 4, W HAT%
7 ESP-AT 142, Teff TP E T AR HLpeHE:

e |3 Component config->AT->AT FS command support

3.7.2 AT+FS: 1FZ2Gc84%E

v

15

N

R

¥

=

A

’ AT+FS=<type>, <operation>, <filename>, <offset>, <length>

M .
(o
ZH
o <type>: HTHI{L 3 FATFS
- 0: FATFS
¢ <operation>:
- 0: BRSO
-1 EI
- 2
- 30 AR
- 4 AT SO, HEMCHFR A %
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o <offset>: fmfsHihl, VEMXTIRGERIERE
o <length>: K, (U XHEGHMFRE

Bl

o R HEHEHSUT RS, AT+FS S RGBAETE UG, 3R Z A AT+ FSMOUNT=0 fiy -]
BOUERSGE, KRB E RAM 2],

o fi A & T5BEK at_customize.bin, ELH{F E A] 2% ESP-IDF 43X 3% Fl4ofT B 2 L4 X

o FEEHIRI R R TS BR SO RN, AGR B 58 A B R .

* Xj <operator> fwrite I, RGUWIN LA EREBATIRNE] >, IR DA A L5 8dE, £
K E N 5 <length> —3,

il

/) MBS B

AT+FS=0,0,"filename"

/) EENMXHRE A 100 AEXN 10 FF
AT+FS=0,1,"filename", 100,10

/R EANSX BB 0 AFEBR 100 FF
AT+FS=0,2,"filename", 0,100

/) B AR E KR B X B
AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: /84 FS X R5%

N

BeEmA

X

=

A

’AT+FSMOUNT:<mOunt>

W] 7
’OK
SH
e <mount>:
- 0: iHIEk FS X R5:
- 1 H# FS RS
B

o AT+FS RGBT UG, SREUE U A & AT+ FSMOUNT=0 i & HIBSC I RS, FREHOK
# RAM = [H].

il
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/] FHAEXM RS

AT+FSMOUNT=0

/] FEHEREXHFREAL

AT+FSMOUNT=1

3.8 WebSocket AT #5245

. 43

o AT+WSCFG: TitE WebSocket Z:%§

o AT+WSHEAD: 1% /%5t WebSocket 53R 3
o AT+ WSOPEN: #5i1)/4]F WebSocket %43

o AT+WSSEND: [i] WebSocket %42 % £ LR
o AT+WSCLOSE: 4] WebSocket 143

381 ¥

g BOAR AT A SZRF U T AT 4. QIR fF5 2 ESP32-C3 S WebSocket fir %>, 1 H
frmi¥ ESP-AT 142, FES TP L E TR ELEFE

* |3 Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [ WebSocket 2%}

v

)E'\.

CELTA

[

’ AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] ‘

o <link_id>: WebSocket %35 ID, i : [0,2], Bk SZH: =4 WebSocket &% .

» <ping_intv_sec>: %% WebSocket Ping [8]F§. FAf7: #b. JUF: [1,7200]. BRIA(E: 10, BP: &[G
10 b % 26—k WebSocket Ping 41 .

* <ping_timeout_sec>: WebSocket Ping #AI}. BAf7: Fb. JUFE: [1,7200]. ERIAME: 120, EJ: 120 #
AU F| WebSocket Pong 41, W 3¢ P 4% .

o <buffer_size>: WebSocket Z X K/, B : F7. JGFE: [1,8192]. BRIA(E: 1024,

]

o Min S WAEAT+WSOPEN ZHilE, BMASAE.
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il

// B E link_id # 0 # WebSocket # # # Ping XFEFE A4 30 £, BH 60 &, ZWwR_
4096 F ¥
AT+WSCFG=0, 30, 60,4096

3.8.3 AT+WSHEAD: /4% WebSocket ik 3k
i) a4

AT+WSHEAD?

W

+WSHEAD : <index>, <"req_header">

OK

v

H

N

R

¥

=

./?\:

AT+WSHEAD=<reqg_header_len>

Wi i :

OK

>

5 > Fon AT WA AT fir 4 1180, AT DA A WebSocket 153K 3k (153Kk R key: value
), BEIRKIEIRFIBE <req_header_len> [fHIF, AT iR[H|:

 <index>: WebSocket {3k LHIZRT[{H.

* <” req_header” >: WebSocket ik k.

+ <req_header_len>: WebSocket iR T, B T,
- 0: JEFRITA I E R WebSocket 5Kk .
— AR BE—H WebSocket 13K 3k .

B

o Ay S—I HAEIRE—1> WebSocket i 3Kk, HATDAZRBCE., SCHRFZ AR 1) WebSocket 153Kk «
* Ay HCE R WebSocket 3K R RITER), —HIE, Ff WebSocket [ iy Q#f & H5lF X £E7 5K
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il

/1B Rk
AT+WSHEAD=49

/) BEWE ST FEE, MU TH authorization i kK
AUTHORIZATION: Basic QTIzMzIyMDESOTk6MTIzNDU2Nzg=

// T FF — ) WebSocket 3 ¥
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.84 AT+WSOPEN: #rify/¥7JF—4> WebSocket 1%

A ifo i &

.
"ﬂ/?\'

AT+WSOPEN?

Wi i ¢

AT, AT R[]

+WSOPEN:<link_id>, <state>, <"uri">

OK

MR, AT &1

OK

v

¥

L

)4\-

o
A

=

AT+WSOPEN=<1link_id>,<"uri">[,<"subprotocol">][,<timeout_ms>][,<"auth">]

Wi i :

+WS_CONNECTED: <link_id>

OK

Y

ERROR

ZH

o <link_id>: WebSocket %4 ID, i : [0,2], HI&k7#H: =4 WebSocket i##%,
o <state>: WebSocket LIRS .

— 0: WebSocket E#E, ] .
— 1: WebSocket R IFFEH T,
— 2: TS WebSocket 1%z,
— 3: $Ylt WebSocket Pong I BU L HUE A4S 1R, IEFESfrE .
- 4 TR IR 55 i WebSocket SEFAIMNT,  TEAE Ak 5 AN AR 55 4% -
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o <” uri” >: WebSocket %5 #7AUSE— AR HAT o

« < subprotocol” >: WebSocket 71/} (Z% RFC6455 1.9 &),

 <timeout_ms>: 737 WebSocket 4 (1 BININ[A] . BAf7: ZFP. JEFE: [0,180000]. BRIA(E: 15000,
o <” auth” >: WebSocket 540 (%% RFC6455 4.1.12 2=77),

il

// uri B #H kB T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.8.5 AT+WSSEND: [i] WebSocket ¥E4%: % 1% &

iR s AT B UES I AT port 32050, I GSRT DA A SR, 24 AT 303 050 K JE A3
<length> J5, BiEEHITIA.

USRS TR SO AR i I BB, R[] -

’ ERROR

WREE e ), R[] -

’ SEND OK

S

o <link_id>: WebSocket i£32 ID, JulF: [0,2].
o <length>: KEMFAEKE, A FA7. W RIENIR KK EHAT+WSCFG 1) <buffer_size>
I 10 FIZRGEA] 0 Be Ay S R R NS R eE - (BT i/ IMA) «
» <opcode>: k3% ¥ WebSocket i 7 Y opcode., Ji [ : [0,0xF]. BRIAME : 1, B text i, 355 RFC6455
5.2 BT TR LY opeode.
— 0x0: continuation i
— Ox1: text Iy
— 0x2: binary i
- 0x3 - 0x7: Jy B AR il i fr B
— Ox8: JE4: KA
— 0x9: ping i
— OxA: pong I
— OxB - OxF: iy HE 5 il ik i
o <timeout_ms>: K iEEFEE]. B ZFP, JEE: [0,60000], ERIA(E: 10000,
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3.8.6 AT+WSCLOSE: J:[i] WebSocket 4:$%

v

BEE A

XF

v

A

=

’AT+WSCLOSE:<link_id>

W i <

[ox

S

o <link_id>: WebSocket i£32 ID, Jul#: [0,2].

il

// %M ID 4 0 B WebSocket i# ¥
AT+WSCLOSE=0

3.9 &AW AT a7 %

.« 2B
e AT+FACTPLCP: K%K PLCP s/ PLCP

391 #ir#d

% BOAR AT SR SRR IR NI AT fip% . QPRGN 2 ESP32-C3 SCRE 2 Mlikar 4, i H
Fr4miF ESP-AT 142, {Esf AT e T AR B %

* #Jf] Component config->AT->AT signaling test command support

3.9.2 AT+FACTPLCP: )% PLCP giji PLCP

- .
wE WA
Wi

’AT+FACTPLCP:<enable>,<tx_with_long>

W i ¢

[ox
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BH

e <enable>: = H/25H FahlHE

- 0: B FhELE, KA <tx_with_long> Z4UMIBRIAE:

- L JHHThEE, AT &i%R) PLCP KA T <tx_with_long> Z4f.
» <tx_with_long>: %% PLCP u%3 PLCP:

- 0: Ki%k% PLCP (2RiA);

- 1: %% ¥ PLCP,

3.10 kgl AT 4

* N5

o AT+DRVADC: Bl ADC i#E1H

o AT+DRVPWMINIT: #JHa4k PWM B 5h5e
o AT+DRVPWMDUTY : & PWM 5251
o AT+DRVPWMFADE: #%'& PWM Y45

o AT+DRVI2CINIT : %154k 12C EHLEKE]
o AT+DRVI2CRD: BEE 12C ¥

o AT+DRVI2ZCWRDATA: B A 12C ¥ ¥

o AT+DRVI2CWRBYTES: B AN#ET 4 351y 12C $id
o AT+DRVSPICONFGPIO: Tii'& SPI GPIO
o AT+DRVSPIINIT: #]1&4k SPI FHLEKZ)

o AT+DRVSPIRD: 25 SPI %4

o AT+DRVSPIWR: = A SPI ¥

3101 £r &

R BOARY AT PR SRR LR N A AT fiy%-. QARG 2 ESP32-C3 SCRFIKEN i 4, i HAT%RF
ESP-AT 172, {5 HCE TA HLkd:

* 3/ Component config->AT ->AT driver command support

3.10.2 AT+DRVADC: i#ZHl ADC i

Bra

-t

e

AT+DRVADC=<channel>, <atten>

W

+DRVADC:<raw data>

OK

e <channel>: ADCI jHiH.
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ESP32-C3 # B ME L L [0.4].

BiE | B

0 GPIOO
1 GPIO1
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: TJE{H.

* 0: 0dB ZEjk, AR EE Y [0, 750] mV,

o 1:2.5dB 0, ARNETERE Y [0, 1050] mV,
* 2: 6.dB ZEH, ARETEE Y [0, 1300] mV,
* 30 11dB 3k, ARANEITLRE D [0, 25001 mV.

o <raw data>: ADC iBiE{H.

B
» ESP-AT H % #§ ADCI1,

o ESP32-C3 743 12 i 55 .
o NPT UMK EE (RO LR, W RASE ADC i,

il

// ESP32-C3 H &K EH 0dB FW, AXMERLEN [0, 750] mv
// B JE % 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #Ji&ft PWM Yiz)ds

- :
wE WA
i

’AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

Wi i ¢

[ox

S8

o <freq>: LEDC ENZafiix, EAfi: Hz, JiFl: 1Hz~8 MHz,

o <duty_res>: LEDC il 559, Jal: 0~201v.

* <chx_gpio>:LEDC ji@iif x i i GPIO. il 4, 4r 2R ZALLRF GPIO16 /E AyiifiiE 0, 75 1% & <ch0_gpio>
> 16,
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e

o ESP-AT e Z RE 0¥ 4 il

i HAGAMBE MW EERNEERE T HE PWM @&y 4 (WAT+DRVPWMDUTY
FIAT+DRVPWMFADE ) BEf% % B 13838  BFlan, ansf & Juriafe 7wWiA~iE5E , #84 AT+DRVPWMDUTY
A LR R X A EE B PWM (525 1

o BRANGZS A HRR A . T 25 S I SRR 5 S B R R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // &% 4 A#E#&, M EH 5 kHz, E o HEH_
13 fL

AT+DRVPWMINIT=10000, 10,17 /) Rt E 0, MEH 10o
~kHz, G2 bo#EEHh 10 1, ¥ PiM X H A RERE —1EH

3.10.4 AT+DRVPWMDUTY: k#E PWM h%:Lb

)E’J

CE

A

’AT+DRVPWMDUTY:<chO_duty> [,...,<ch3_duty>] ‘

* <duty>: LEDC i#iifi 523, Jif: [02 S=HAHEE,
B
o ESP-AT & e 4 EHE.

© FORTHEIELHRE T, HERERIZSA

2N

0 & =tk 255, HBHE 1L B b Rtk 512
H 2 HMERKA O

2

AT+DRVPWMDUTY=255,512 // 4 B @& @&
AT+DRVPWMDUTY=, , 0 /O RRER

3.10.5 AT+DRVPWMFADE: k¥ PWM i

)E'\l

STZS

e

AT+DRVPWMFADE=<chO_target_duty>, <chO_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_
—time>]

W i :
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OK

o <target_duty>: HAR#AS 525, JEEl: [0,2 duty-resoluton_jp
o <fade_time>: WA, ML ZFP,
e

o ESP-AT HZ e 4 .
o FHANHIELFEINE <target_duty> fll <fade_time>, HIEHMKEIHA],

hil
AT+DRVPWMFADE=, , 0, 1000 /) ER—AEHEEREE 1 WS EREES O
AT+DRVPWMFADE=1024,1000,0,2000, // fEf — @ EE#EE 0 B b & E Ao

1024, WAHHHEKEEYE 1 S EFHEA O

3.10.6 AT+DRVI2CINIT: #jigfk 12C F:PLER )

B
s

’ AT+DRVI2CINIT=<num>,<scl_io>, <sda_io>,<clock>

W

[ox

S
o <num>: I2C 55, R 0~1. WRREEGHMSE, AT FAWIH0IZ 12C 5m .
» <scl_io>: I2C SCL {51 GPIO =,
e <sda_io>: I2C SDA {51 GPIO =,
o <cock>: FAHUETHY 2C BppMA, Hfi: Hz, f{KfH: 1 MHz,
e

o Ay A 12C L.

il

AT+DRVI2CINIT=0,25,26,1000 // ## . I2C0, SCL: GPIO25, SDA: GPI026, I2C.

LB M E: 1 kHz
AT+DRVI2CINIT=0 // BUH 12C0 #7144 AL
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3.10.7 AT+DRVI2CRD: §#H 12C %

v

BEE A

N

v

A

=

AT+DRVI2CRD=<num>, <address>, <length>

W i <

+DRVI2CRD:<read data>
OK

BH

o <num>: 12C 115, JaRE: 0~ 1,
o <address>: 12C MHLi% £ HHE
— 7 {iHudlk: 0~ Ox7F;

— 10 fiidhlk : 55— DA 1111 0XX, H i 5 W7 XX 2 10 {7 bk i 55 s . Bl
n, andk 10 [zl >4 0x2FF (b” 1011111111), A2 4 A Bkl >4 0x7AFF (b’ 111101011111111),

o <length>: 12C HPEKE, Jul: 1~2048,
» <read data>: 12C %\,

B
o 12C kg i [l —Fb.

il

AT+DRVI2CRD=0, 0x34, 1 // I2CO M M i 0x34 4 B
AT+DRVI2CRD=0, 0x7AFF, 1 // I2CO0 M 10 1L # ik Ox2FF

// I2CO L H it 0x34, FHFHEHH 0x27, B 2 FF

Tt
AEB L FE WK

AT+DRVI2CWRBYTES=0, 0x34,1,0x27 // I2CO0 % B & & ik 0x34. F7F B A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO T HH 2 FH

3.10.8 AT+DRVI2ZCWRDATA: % A 12C %¥s

B WA

-t

=

A

AT+DRVI2CWRDATA=<num>, <address>, <length>

W

OK
>

W BRI, A GRS ANEDE, SEIRRE SR E KER, BlRfemITis.

FRE A Ry, R [

OK

AR R R, R [ -
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ERROR

o <num>: 12C imHS, JEH: 0~1,
o <address>: 12C MHLik £ Huhl
— 7 fuHbhlk: 0~ 0x7F;
— 10 fizdk - 55— AT LAMLE 1111 0XX, H i )5 WAL XX 10 A7k i 55 i 7« Bl
i, and 10 f7HhE A Ox2FF (b’ 1011111111), B2 i Atiht 4 0x7AFF (b’ 111101011111111),
o <length>: I2C {5 K&, JLHE: 1 ~2048,

|
o 12C kg [l —#b

il

AT+DRVI2CWRDATA=0,0x34,10 // I2C0 B A 10 F ¥ ¥ F H 4 0x34

3.10.9 AT+DRVI2ZCWRBYTES: 5 A ML 4 =1l 12C £48

B
CEE

’ AT+DRVI2CWRBYTES=<num>, <address>, <length>, <data>

W i <

o <num>: 12C iS5, JEHE: 0~1,
o <address>: I2C MHLixX45HbALE .
— 7 {iHsdk: 0~ Ox7F,
— 10 izl 55— AFATRIRET-LAAE 1111 0XX, H A i 5 A7 XX 2 10 A7k i 5z i 9 7
i, ansk 10 izl >4 0x2FF (b” 1011111111), A2 4 A Bkl >4 0x7AFF (b” 111101011111111).
o <length>: £F5 A 12C FHKE, 1 1~4 FH5.
o <data>: Z% <length> I{EKEFREIE, JEHE: 0~ OxFFFFFFFF,

B
o 12C kg g [l —Fb.

il
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AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FH HIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ HE 0x1234 F 10 L Hy 4k

// TI2C0 B My 0x34., HHF B I 0x27, HiEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥ SPI GPIO

v

H

N

B

¥

A

=

’ AT+DRVSPICONFGPIO=<mosi>, <miso>, <sclk>, <cs>

W i <

o <mosi>: FHMALES XM GPIO 4

o <miso>: FAMMEEXIY. GPIO E /), A, EHi-1.
<sclk>: SPI 40 E5XF N 1) GPIO & 1 .

<cs>: EBEMHLAIE S X GPIO &R, AR, EA -1,

3.10.11 AT+DRVSPIINIT: i1k SPI 3:HL9Kk5)

=

,/?\:

’AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

o <clock>: Wb, 4085i%0h 80 MHz, BAfv: Hz, fH K/H: 40 MHz.
e <mode>: SPI i, Jull: 0~3.
o <emd_bit>: BB RIEIAGIEL, JER: 0~ 16,
* <addr_bit>: HihEFTBAEIAGEL, TR 0~ 64,
e <dma_chan>: j#ijf 182, A7 DMA BHn] 4 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
+ 0: Jef%4 MSB (BhiA )
« 1: Jei%Hy LSB,
— bitl:
+ 0: Szl MSB (BKiN);
« 1: ezl LSB,
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e

* it SPI Wl tfik Hiffic & SPI GPIO.

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI M 4F: 100_

wkHz; BRA: 0; # AN BEf LN BEBRACEE A 0; FFEF pva; LEHmF Kk LSB
OK

AT+DRVSPIINIT=0 // & SPI ¥ %

OK

3.10.12 AT+DRVSPIRD: il SPI %

Bria

-t

e

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i ¢

+DRVSPIRD:<read data>
OK

o <data_len>: fF2HAY SPT A E, JUEEl: 1 ~4092 3y,
o <emd>: e, BRKERH <cmd_len> ZHE .

o <emd_len>: ARAGE AT, JER: 0~2 575,

o <addr>: A Hbdl, HHEKEH <addr_len> L E.
o <addr_len>: ZARfGHPHUBEK R, JERE: 0~4 FAY.

st

« #MT DMA, <data_len> S AES L E IR 64 5775

il

AT+DRVSPIRD=2 // & H 2 F ¥ % i
+DRVI2CREAD: ff£f
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // ¥ W 2 F ¥ H I, <cmd> #} 0x03, <cmd_len> # 1.
o ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD:ffff

OK

3.10.13 AT+DRVSPIWR: % A SPI ¥k

v

7

XF

R

EBH
%

Ele
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AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

Wi % ¢
M <data_len> BEMEART 0, AT K[H:
OK

>

e BRI RS, A GRS AR, SRIRARISEIRE KL, BRIt
R, AT R [H]:

’OK

Y <data_len> ZHUfEN O W, BED AT HtLhanSRisthht, Atk SPI &, SR AT & u]:

’OK

<data_len>: SPI 3B E, JulH: 0~4092,

<emd>: fr4dE, BIRKEH <cmd_len> S E .
<emd_len>: AYALH AR, JuH: 0~2 575,
<addr>: fySHitl, MK E R <addr_len> 0L E.
<addr_len>: ARLHPHUBEK R, JER: 0~4 F5.

(]

« HAMI DMA, <data_len> ZHRKREEBUE Wi AE N 64 F1Y.

il

AT+DRVSPIWR=2 // B N 2 F % K#E
OK

> /] TR AT R
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B X 0 F ¥ $# 4, <cmd> # 0x03, <cmd_len> % 1.
o W, <addr> # 0x1000, <addr_len> 4 3 F ¥
OK

3.11 Web #5525 AT Wi %>

* N2
* AT+ WEBSERVER: J3 f/%% fif ik Web IR 552500 & Wi-Fi %4

3111 #r&

P BHAN AT BEER LH 00 R AT a4 Q1R EFR 2 ESP32-C3 I Web R 45 #8m 4, #HH
1747 ESP-AT 142, (e TP IE TAR LERE:
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J2H Component config->AT->AT Web Server command support

3.11.

2  AT+WEBSERVER: /281 ik Web JIiR 55 230l ® Wi-Fi %8

Faunigy

LT

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

Bl

<enable>: |5 H/25 | Web IR %25 .

- 0: 254} Web Hﬁ%ﬁ%?ﬁi*ﬁ?&ﬁﬁ?

- 1: J5H Web 4548, 20T DA 3ol fs sl 8 ) Wi i B Wi-Fi 1345 5.
<server_port>: Web R4 #5115,
<connection_timeout>: &R RBIIE] . BAL: Fb, JEE: [21,60].

o AR AR Web flz 55 23 BT 5 00 HIML SC{F. —Fu@ 61 FAT SCPFRSE,  BEIEaR 25

il

ATFS fip4. J3—F il i A SCHRA7iE HTML S0 (BRIASEE )

ERIAT) HTML 3428 index.html o G1ARFE L H & L HTML SCH) R s N Elc s 305, W E 4
BUCZSCARI] 5 AR TR EE A L HTML U e Ngs (B $m—A7 B ), TGERFRZEX R
WO AS 4 at_web_server_cmd.c

5 1 PR Y socket ) B KA H ASBE/NT 12, £50T PAYE menuconfig HH i B LTI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, R)GE M
FIRE (B3R A miF ESP-AT T42).

AT [EEBIAAR SR Web lR554% AT fird (S 30 see ESP-AT B 1+ £ 3¢ ), {HAA] PATE menuconfig
i B Y Web IR 5528 AT fiy% . /build.py menuconfig > Component config > AT >AT
WEB Server command support, AEEHMHIFLE (% R Rib%iF ESP-AT 1.42).
ESP-AT 7 ESP32-C3 24|14 H L FFom il [ 1) (captive portal), W] &%)

L IR ] 25 Y Web Server AT =17 ,

ZE RIS IR, JEAYi55% at/src/at_ Web server_cmd.c,

TS 4o fT L, OTA 28 FREUEZL OTA 5%

B R web M4 #, smv 80, BEAEEHAHEE 50 B

AT+WEBSERVER=1, 80, 50

/1 R web M4 #
AT+WEBSERVER=0

3.12

P AT %
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25

AT+USERRAM : :4EF P23 RAM
AT+USEROTA: 4455 URL FF4% [ 14
AT+USERWKMCUCFG: #'8 AT Mifig MCU Byt &
AT+USERMCUSLEEP: MCU #5/R H C HEIRIETS
AT+USERDOCS = # [ {45 1 FH P SORY e

3.121 #vr4

Tl BN AT [T FROFTAT AT frd-. WSRERH 5 BSP32-C3 S il e, 1474
i ESP-AT 42, TE45 A RLE TR HLpEH

e #2/f] Component config->AT->AT user command support

3.12.2 AT+USERRAM: ¥ P4 RAM
Ay

Dy
LI 1] 2SR RAM R

[

AT+USERRAM?

Wi % ¢

+USERRAM: <size>

OK

BeE WA

ifig:
OBl B 5L R, BUH P RAM 45|

AT+USERRAM=<operation>, <size>[, <offset>]

W

+USERRAM: <length>, <data> /] RERE®BAEN, fT4HAXANEE

OK

¢ <operation>:
- 0: B F RAM %3]
1: 43ECH F RAM =5 i]
2: [ H P RAM ¥l
3: M FTRAM 3408
4: JEBRH P RAM _E Ry
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o <size>: /SR T RAM K/
o <offset>: 32/5 RAM e s. BRil: 0

Bl

o AHFEPATAEAT HAL EAE 2 B4 B P RAM %50H]

* ¥4 <operator> Nwrite B}, RGEUILEINALIEIEMITRE >, T DU A S WEdE, 3
WKW 5 <length> —F(,

* Y4 <operator> N read Wi HKJE KT 1024, ESP-AT &PAFRFEMEAZ R IIE, MRS RS
AT 1024 F 83, B2 PA \r\nOK\r\n %55,

il

// 4 ® 1 KB fl P RAM % i
AT+USERRAM=1,1024

// B RAM Z A FHMLEE AN 500 FHHE
AT+USERRAM=2, 500

// K RAM E JE g 100 LEEH 64 FHHE
AT+USERRAM=3, 64, 100

/) BEFA P RAM Z
AT+USERRAM=0

3.12.3 AT+USEROTA: i+ URL T2 1k

ESP-AT fEiafTi}, JHEI45%E URL ERYHE (.

T+ 3] URL $i5 5 AR [

Py
A

AT+USEROTA=<url len>

Wi 3% ¢

OK

>

Eadm IR AT BRI URL, JERHESHT DA AL URL, 24 AT i3 URL KJEIKF] <url len>
Ja, il

’Recv <url len> bytes

AT i EIMERZ )G, THGd TG . RIS, &[0

’OK

RS R TR M, R )
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ERROR

o <urllen>: URL K&, HfH: 8192 F¥F

st

o T PAM GitHub Actions 2. 2 FTEEH OTA {4, 0] DA F5% % ESP-AT 142 M i r 8By
OTA [,

e OTA [&f4/ build/esp—-at.bin.

o THPGHE BT M 2R DL o

o WERMLZEFZAAERBEOTHARM, AT K]0 ERROR, 1 5 R — B H] Fxll.

o NEWARBNHRA . BEEIHRAR AT E RS, E2T0dalr, MR RREAHH
IHRCAS, iR B O R BT IR 6 .

o BWIHR AT {5, AR AT+RESTORE W) 158 .

e AT+USEROTA f HTTP fll HTTPS,

o AT il > 4505, Bl PIREIR EAFANTR 2 PR TG 3L, AR AR 745 (CR-LF).

* 24 URL 3 HTTPS W}, AW SSLIANIE. AR ZK SSLINE, bt H 4742 L PKI UK G 1/ EAT
TEE R X, ZJ5HE AT+USEROTA fir A LIRS Foin ik 45 . X PKI U S % 4o
T 47 PKI ie 5. %} AT+USEROTA 54, W% ESP-AT TR MLY% USEROTA.,

* S H 4ol I OTA FH2R FREUEZ OTA 4.

il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wifi MCU ¥y /d &

WA AR AT QUTHE MCU [RARAS, AR, AT ANfT1EE MCU,

o 24 MCU 2 ERIPIRES, AT B E 30 MCU REsdE, ~a kLM EE .
o 4 MCU SEHEIRFPIRES, AT #E#5n) MCU F:8h Ak 8damt (Fah Kk B dE MESP-AT F 8.4k %
FE XA ) , AT &g &AM (E S5 AR 5E . MCU g i ol & 1 i o 25 1 PR (5 5

s

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>, <delay time>[,
—<check mcu awake method>]

W

OK
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* <enable>: 5 ] 4% MG EMC AL
- 0: ZEHIMifiE MCU B &
- 1: {fiEEMeE MCU fil &
o <wake mode>: MifiEfz,
~ 1: GPIO it
— 2: UART Wifif
* <wake number>: ZSHINE LT <wake mode> WfH.
— MR <wake mode> 2 1, <wake number> fQFEMEEE M GPIO %45 . SR IERL B
W R S A A B i, A5 I FR 2 P R A AL
— R <wake mode> J& 2, <wake number> fUFEMLEE UART 455 . Mui L4 1, BId:
UART! i MCU.
o <wake signal>: ZZE1 = LT <wake mode> [H{H.
— WHR <wake mode> 2 1, <wake signal> fUFEMLEEHF,
+ 0 fIRH~F
1
— R <wake mode> &£ 2, <wake signal> fUFEMLEEFT, JEHE: [0,255].
o <delay time>: f{ KZERFITA]. B ZFP. JEHE: [0,60000]. ZSEHE LT <wake mode>
I
- N5 <wake mode> & 1, WfE <delay time> MAEP, FF—EHIREF <wake signal>Hi P,
<delay time> 3|5, W%E <wake signal> Hi°F,
— R <wake mode> &2, NSZRI% % <wake signal> Fr, #AZGFEHIEN .
o <check mcu awake method>: AT k& MCU 2& A TR SE LR ZS o
- Bit0: @& JF /5 5 AT+ USERMCUSLEEP iy 4[] 2 Jk . BRIATT 5 - B : Y | AT+USERMCUSLEEP=0
fr4, 455 MCU Ji5k; Iic#] AT+USERMCUSLEEP=1 4, #5712 MCU JEHiE.
- Bit 1: I S5AT+SLEEP=0/172/3 iy 5 86 . BRINEE A . Bl i3] AT+SLEEP=0 154, &
S MCU 3% 3 18] AT+SLEEP=1/2/3 4, 4575 MCU i
- Bit2: @G Jf)5 <delay time> ME/FHE/ MCU AR RE. BRIAZEA . Bl ZEHIR, delay
time J5, 88 MCU RBERR; {HfERT, delay time J5, F57x MCU €.
- Bit3 (ZARLEHM): ZEIF/H GPIO F5/Rm MCU BEEIIfE. BRI SCHE.

B

o MW HFEEME K.

* KRR AT 1] MCU E 8l ZEBHRHT, 2k EE S B ASRF, <delay time> WHE| T2 )5
BB GREE . MR 2 BALE MCU ML REes.

o MMHAE <delay time> ZFZHi, AT Y% <check mcu awake method> H F{F & MLEEF (4,
ST BRI B BRAS . IS5 FF <delay time> WG, & HINHREERE.

il

/) fEH%E MCU BLE . Sk AT | MCU £ # K#EW, 244 A wi-Fi #H# GPIO18.
~EH, W T%E MCU, REKFERT 10 £.

AT+USERWKMCUCFG=1,1,18,1,10000, 3

// BB McU BE
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU 57 [ CUENGIR 4%
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TEAT+USERWKMCUCFG 41 <check mcu awake method> BitO Bg &L, i A<a4Est. 1

T4 AT 2417 MCU [BEIRLIRAS .

.
"Il/?\‘

’AT+USERMCUSLEEP:<State>

W i :
’OK
28
* <state>:
- 0: $57~ MCU [k,
— 1: ¥8/8 MCU JEIR .,
ZN ]

// MCU 4 41 AT ¥ ®] MCU P 3k
AT+USERMCUSLEEP=0

3.12.6 AT+USERDOCS: #ify [l f1%f w2 H s SO ik

i A

i

AL 2 BT IS AT RS Y AR A3 SO P SO -

AN .
“Il/?\‘

AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

S

o <” enurl” >: YL CRYEERE
o <" cenurl” >: ISR EEEE

il

AT+USERDOCS?

—html"

OK

+USERDOCS: "https://docs.espressif.com/projects/esp-at/en/latest/esp32c3/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
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SR ZUE BN iy Z BIC R EEPA T AT, TR AT i) — L8 RAF R

3.13 AT &k

WA AT fr A PUAh AL :
il BLHER 1 He
R AT+< g 225 >=? ol E a2 1N S B UE
e AT+< g 22 >? R ETSHUE
WHEmS AT+< S Z R >=<-> WEH A XN SEIE, sfrad
PS> AT+< i 2295 > BT A e XSRS

o NRfisk AT SR E A ER IR 4
o S HEEASE, METH SRR SRR SR
o RIES <> NS PAE I
o ¥R [ WS ET OB, A NEEHE HEAME. Blan, ZB1TAT+CWIAP fiy B4 S L2824

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

o YHWHSEUGUA SBESHEGN, WA, DoRsrkE,
’AT+CWJAPz"SSid","password",,1 ‘
s fERXGE I SFR TS,

’AT+CWSAP:"ESP756290","21030826",1,4 ‘

© FRIRTATTAERE S, YT 2 TR,
=\t B SCORURHT
=\, BSGES, RS S I L
= \" BONE1S, FORTAFRSHINNE S o d i .
- \<any>: #3¥ <any> F4F, E[Mﬁﬂ% <any> FAF, AR
o JUH AT @ 2 PIORFIR AT 2006 30, FOEHIO JORRE L. BN, AT fr< HFTE > S50 AL
I, B AT

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

. un A BIERINE AR R 115200,
o Bk AT fr WK BEA B 256 4y
. AT /Ff/\U\%‘ﬁﬁ (CR-LF) 453, frAHR EII,EJ” WEN P
* AT fip 5 RS 1 5 S35 WLAT API Reference::
- esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_ index

3.14 A5 B IRAFAE flash vy AT oy

PATR AT 541 S50 eI ZARAEAE flash ) NVS KIEh, BIERE, S8 .

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
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* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE L S S BCE IR A7 E] flash W VAESAT+SYSSTORE fir %K BCHE, RAKIES ULy 14
el

i ATy S HURAE, il NVS Sy, B, WRay SECEM R SEE, WAL
flash; ﬁﬂ%n‘ﬁ"@ﬂﬁﬂﬂé’]’%ﬁﬁ ﬂash WA SPIHEHERR

315 AT %5

M ESP-AT fir 4 1% [0l fY) ESP-AT i A PIRIEAL . ESP-AT Wiy (#2)) #1 ESP-AT JH 24 (£3h).

* ESP-AT Wi ($43h)
BN ESP-AT iy SR 2R I R, 535 ik BSP-AT iy I HAATEE R . W I i f5— 2% M
BIRIE OK B ERROR.

2 3: ESP-AT W%/

AT Nz 15 BF

OK AT Ay b P51k [E] OK

ERROR AT A a5 s TR R 2 A A i

SEND OK BBk % 8 M Wk (41 X FAT+CIPSEND
MIAT+CIPSENDEX %) , AR FLHHEE & % 5
Xt i

SEND FAIL ] B R e 2% B I & A R (4T % FAT+CIPSEND
FIAT+CIPSENDEX %)

SET OK URL C 2 W% E (5% T AT+HTTPURLCFG iy %)

+<Command Name>:. . . PEANIR AT Ay bRt R

* ESP-AT R4 (F:3h)
ESP-AT 2l 15 R 4¢ b H BPRS AL B0H B -

# 4: ESP-AT JH Bty

ESP-AT iHEHR & 1t B

ready ESP-AT [H{E 28 11 & i 4%

busy p-- ?\jﬁ%{f o, IEFEALEE E—Fmm s, ToyAALHH
) iy 2

ERR CODE:<0x%08x> AT i 2 A A R

Will force to restart!!! A7 R B e A

smartconfig type:<xxx> Smartconfig 257

Smart get wifi info Smartconfig £\ $H SSID 1 PASSWORD

+SCRD:<1length>,“<reserved data>* ESP-Touch v2 B 3REH & XL EHE

smartconfig connected wifi Smartconfig 52 i, ESP-AT £\ i3] Wi-Fi

WIFI CONNECTED Wi-Fi station % 1 £\ 7% %] AP

WIFI GOT IP Wi-Fi station % 1 & 35H [Pv4 HiihE

WIFI GOT IPv6 LL Wi-Fi station £z 1 2L 3R IPvO £ 2 A< it hl

WIFI GOT IPv6 GL Wi-Fi station 2 1 £ 3R H IPv6 4= JryHiidik

WIFI DISCONNECT Wi-Fi station 2 1 2.5 AP Wi

+ETH_CONNECTED PAK W2 1 42

+ETH_GOT_IP PAK I B2 11 23R IPv4 ik

+ETH_DISCONNECTED PAK W42 11 2 W T

[<conn_id>,]JCONNECT ID 35 <conn_id> M EREC EY. (BOATE
L, ID 4 0)

[<conn_id>,]CLOSED ID °fy <conn_id> MM ZEEREC KT (BT
LK, ID 4 0)

TTagkex
Espressif Systems 187 Release v2.3.0.0-esp32c3-862-g7b9487¢20f

Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c3/api-reference/storage/nvs_flash.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 3. AT Ay d4E

R4-Z2IW

ESP-AT HEHE

iR

+LINK_CONN

TCP/UDP/SSL &R 1E4015 2,

+STA_CONNECTED: <sta_mac>

station &5 R%| ESP-AT 1 Wi-Fi softAP $2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP 32 [145 station 43fii IP
Hodk

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 3% [0 1% 1% 3
W I

>

ESP-AT IEZES 15 FH P A5

Recv <xxx> bytes

ESP-AT M iy % 0 11 E 42 IR <xxx> F7

+IPD

ESP-AT ¥4k Z B0, CUCEIR B 45T
Bl AT B
- R’ AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] El: +1PD,
<length>
- <) AT+CIPMUX=1,
AT+CIPRECVTYPE=<«link_id>,1, I
Fl: +IPD,<link_id>,<length>
- R AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, 1T El: +1PD,
<length>:<data>
- R AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, I EJ: +1PD,
<link_id>,<length>:<data>
- 38 AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, ¥ FI: +1PD,
<length>,<"remote_ip">,
<remote_port>:<data>
- <) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, I
EJ: +1PD, <link_id>,
<length>,<"remote_ip">,
<remote_port>:<data>
H g link_id N i%E# ID, length K
B K, remote_ip A iE im IP Hb ik,
remote_port Nkl 15, data NEHE.
W M2 SSL ], FEgsh Bl
F (AT+CIPRECVTYPE=1), AT fiy2 1 [ul & 1)
length FJREFNSEFR A 320 SSL A< AR —
. W AT 2fiskik al SSL 2 Al Fdli
B, 2R SSLZE T R EHRAC N 0, AT 23R
Il S 2 AT B B

RS ENNEITT

ESP-AT 7EBIEHA I, LICER A MR
FHIBR

SEND Canceled

BUBAE Wi-Fi L@ 22 X, N A 80E

Have <xxx> Connections

EL IR B 55 5 ) s K A

+QUITT

ESP-AT 1B} Wi-Fi i5 4% X,

NO CERT FOUND

e H E X0 K S PSRN B A

NO PRVT_KEY FOUND

T H 52 3oy A A R ALY

NO CA FOUND

e H E S K A HRENA R0 CA Ik

+TIME_UPDATED

a2 H 8 . HAE KR AT+CIPSNTPCFG fiy
Al EHEERE, R4 SNTP [R5 #3K
BRI eE), A 23T A .

T o4ks:
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R4-Z2IW

ESP-AT BB R 15 AA

+MQTTCONNECTED MQTT E.j%E$# %] broker

+MQTTDISCONNECTED MQTT 5 broker C. Wi %5

+MQTTSUBRECV MQTT & M broker L& E

+MQTTPUB:FAIL MQTT %A Bie 2y

+MQTTPUB:OK MQTT &4 BE e i,

+BLECONN Bluetooth LE &R #57

+BLEDISCONN Bluetooth LE % 2 BT

+READ i 17 Bluetooth LE %52 364 ise BB AE

+WRITE W1 Bluetooth LE ¥F75 A B fE

+NOTIFY 3¢ B Bluetooth LE %422 notification

+INDICATE 3k B Bluetooth LE i#$4[¥ indication

+BLESECNTFYKEY Bluetooth LE SMP %4/

+BLESECREQ:<conn_index> %) 3k B Bluetooth LE 4422 14 Il 25 Fe o3 3K

+BLEAUTHCMPL:<conn_index>,<enc_result> Bluetooth LE SMP [ %} 5¢ i%;

+BLUFIDATA :<len>,<data> ESP 545 UCE M F Ml & £ 1 BluFi | - H &

+WS_DISCONNECTED:<link_id> 7% ID K <link_id> [} WebSocket %4 £ W7

+WS_CONNECTED:<link_id> 2 ID fy <link_id> [fJ WebSocket 35 /3 7.

+WS_DATA <link_id>,<data_len>,<data> E$ ID 4 <link_id> [ WebSocket & 2215 | B
P

+WS_CLOSED:<link_id> YERE ID fy <link_id> [) WebSocket 3 L 5= 1]

+BLESCANDONE EREL b

+BLESECKEYREQ:<conn_index> Kb L 24 Z o x>k, ESP % 45 v DA A%
HT

MR =) =i s, ESP-AT &7 R4 it = R EDR S EE A
% 5: ESP-AT 85 = = M B

ESP-AT iHEHE 15t BB
RainMaker AT 35 5, 15 &% ESP-AT RainMaker 75 8384 (£7))
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

191


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WAL, MCU % % £ # K B &/ https://www.espressif.com/sites/default/files/
—home/hardware.png B F & & .

iE‘EEﬁi
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. THkRIIER
frd:

’AT+SYSMSGFILTERCFG=O ‘
M B :
E |

10. ZEH RGN Bl g
S

’AT+SYSMSGFILTER:O ‘

i B <

[ox |

11. FFE A
e

’ATEl ‘
W

[ox |

4.2 TCP-IP AT 74

AT A A ESP32-C3 B 5 _FizATTCP/IP AT 4 % a2 A7~ Bl .

o ESP32-C3 % &1F#4 TCP % F 343 5 %1545

o ESP32-C3 54454 TCPIR %Rk 5 %i%53E

o itig IP ¥ohtFosp 0 B] € 44 UDP it fz

o 3% IP ¥ohtFosy 0 5] T a4 UDP i#f3

o ESP32-C3i5&1Eh SSL B Pt s ik

o ESP32-C3 5414 SSLIR 525 %ikd:

o ESP32-C3 % %1k # SSL %\F%E;Lﬂﬁﬂi}\iiﬁi%i%

o ESP32-C3 & &1E# SSL MR 4B 3 5 SGINGE % % 3%

» ESP32-C3 % %-1F h TCP z\F% @5 ikdE, 2, UART Wi-Fi ik 1
o ESP32-C3 % &1E#4 TCP IR %%, 53 UART Wi-Fi i&1%

o ESP32-C3 % &1k % softAP {& UDP {& %y 5230, UART Wi-Fi ik 1%

o ESP32-C3 % &R B A IMAE X T 09 B4 F 4495

o ESP32-C3 % & F & mDNS sh 4%, PC il itk &i5325)i% %09 TCP IR %%

4.2.1 ESP32-C3 %451k TCP % sl vr YaE

1. %8 Wi-Fi #5} station,
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fir

’AT+CWMODE=1

Mg J3

[ox |

2. AR B HE .

iy

’AT+CWJAP="espreSSif","1234567890" ‘
Mg .«

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o % AR SSID FIE RS ml REER iRy & R AOARTR] . 1 FH 50 % th #% 1 SSID Fl A5 .
3. Zrif ESP32-C3 #4:4% IP Hudil,
e

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
BiH -
o AR RES bk m i i AR ]
4. PC 5 ESP32-C3 ¥ 418 [ E& i -
AE PC _F A M 253 T, B1)8—> TCP iRk 55 %% . 510 TCP AR 45 %t IP #itht >k 192.168.3.102,
1A 8080,
5. ESP32-C3 & VE N Pt TCP £33 TCP R44%, MREHEIP #ihlh 192.168.3.102,
124 8080,
AT+CIPSTART="TCP","192.168.3.102",8080

i B -

CONNECT

OK

6. Ak 4 FHAER.

AT+CIPSEND=4

Wi K7 -

OK

>
4 FARE, Bl AR test, ZJa AT R AT AR

Recv 4 bytes

Q)
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(& E70)
SEND OK
AR
o HEARFEATEH L AT+CIPSEND i BOEMKE (n), WARFESWEN busy p..., HAK

ERERET 0 N, RIRSENJE L. SEND OK.,
7. I 4 FATEE .
st TCP R 5528 &1k 4 FmEdE (Bdih test), MAGKSHIR:

+IPD,4:test

4.2.2 ESP32-C3 %510 TCP 55 a5 v 2 %51
4 ESP32-C3 4 {24 TCP R4S 280, AUEIEAT+CIPMUX=1 fp & WiRE £ HE 4, NI REAT £/ TCP
R PR B ESP32-C3 s
PATF /& ESP32-C3 i £ /E - softAP 75/ TCP iR 45 a5 /nfil; WA E ESP32-C3 %451 H station, W7EI%E
B A B VS M 3

1. 58 Wi-Fi 834 softAP,

’AT+CWMODE:2

Wi K7 -

’OK

2. (EREZ R

e

’AT+CIPMUX:1

M .

’OK

3. & H softAP,
e

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

M .

’OK

4. ¥ifi softAP {5 H.,
iy

’AT+CIPAP?

i B -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

LA :
o BATFIHIE T RES s B R R ]
5. @57 TCP R%54%, BRikuml1hy 333,

S
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10.

AT+CIPSERVER=1

i B <

OK

PC jE#:%)| ESP32-C3 %451 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WIiFi-C403 B =
AC750 g8 =
aobrmtWGGx 8 =
8 =
a =

E PC LA 451 THLRIRE—1 TCP i, IEH:E] ESP32-C3 WA QIALHY TCP J%5 .
ek 4 FABRE AR 1D b 0 B 1.
o

AT+CIPSEND=0, 4

i . <

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

Recv 4 bytes

SEND OK

ALK
o AEIAMETEHEE AT+CIPSEND g K E (n), MRS LMY busy p. .., K
BRI ET 0 AT, KB SEMSIE. SEND OK,
MR 4 1D o 0 faERE B2k 4 238l
ik TCP g5k & ik 4 FIriEdE (Bdiih test), MRS SHUR:

+IPD,0,4:test

KM TCP 4%

AT+CIPCLOSE=0

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

W

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Frif ESP32-C3 4% IP Mtk
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
N A LU NS NGO NG
4. PC 5 ESP32-C3 %45 15 7] — B HH
16 PC LM T A, 6l UDP {64, §I41 PC ) TP Hbilkly 192.168.3.102, 1
1 8080,
5. Bl L .

i

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112 >}y ESP32-C3 #4511 UDP At [1, #0] JATIRE, WA EE N K FEHLE .
e 0 /5 UDP i IP HuhbAlg 2 B, AREW L. Hindg 7 4h—& PC 4 T UDP i if:
H.7) ESP32-C3 #4835 11 1112 % 2£50E, ESP32-C3 %4118k 2 0k | UDP i 11 1112 (%K
P, GREH AT i34 AT+CIPSEND=4, X, ARAKIEIIE N &K F |54 PC . (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATEHES M4 ERE ID N 4 (BER L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o 550 K SSID A5G i HEER i ar & HH YA 3950 A0 1% el 4 1 SSID RIS«
#rif) ESP32-C3 #¢45 IP it
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

LK
o BRERSTR TS LR iR .
4. PC 5 ESP32-C3 S e B[] — N il
TPCJ:@H%I_JQ%TF]&IA, B4~ UDP &4 . 6140 IP #ihik>h 192.168.3.102,
5. (ERESATER: .
iy

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

(L=
e 1112 >k ESP32-C3 #4511 UDP ZAHbin 1, %0 AF7RE, WA BE N HBEYLE.
* 2 FR2Y7] UDP &4 857 J5, UDP %ﬁm@ M\U}ﬁkAEE& UDP %4 i im {7 B2 H 8 8
kR 5 ESP32-C3 445 UDP @ {Z 11 ie 1P Mkl Filss 1.,
7. Kik A FATEE.

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-C3 vesifi v SSL %5 ) il 3 Y 1%

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK

LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if] ESP32-C3 #5:4% IP Huhl,
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGER RS Lk b AP A A
4. PC 5 ESP32-C3 %4548 [ — ANk il .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. ESP32-C3 %45 E M & Fiiad i SSL #3323 SSL IR455%, MR4#2 1P Huhilk>ly 192.168.3.102, i
124 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-C3 #5180 SSL k5545 dtvr 2%+
24 ESP32-C3 #4520y SSL RS54y, WATEILAT+CIPMUX=1 - fliREL 4, AT A Z A%
Ui 4% F] ESP32-C3 4

PATR & ESP32-C3 #5124 softAP #57. SSL fig 557 il s 4SR & ESP32-C3 i #74 station, WJ7EMEE
He g S S IAR B P ELIEE SSLRST AR HAH AP IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jil# ESP32-C3 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC %] ESP32-C3 #4511 softAP,
7. £ PC L-fifi/f] OpenSSL #iy4>, 4> SSL % i, #4%%] ESP32-C3 i@ SSL ik 554 -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32-C3 %45 IR Y -

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-C3 %1k SSL 2 Qv vr BRI\ E YA VB

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C3 #54% IP Hutl,
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32-C3 45 82 [l — &y «

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C3 4% I i 1 :
ACCEPT
LR
o 1A W BYIE AR T DRSS VR B IE A B TR
8. ESP32-C3 #4514 B SSL & it A A B &

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-C3 % 451N % il L SSL iE4%# 3 SSL AR %48, IR&G#: IP Hihik-h 192.168.3.102,
14 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-C3 % #71i: 4 SSL it 55 %5 e Sy W\ UE 2 XE4%
14 ESP32-C3 KAy SSL Mg 5t A ATEILAT+ CIPMUX=1 (B RE S HEH:, RN TTREA 2% P
R ESP32-C3 4% .

PAR 72 ESP32-C3 #4514 station 737, SSL AR & 25 WA B A& ESP32-C3 %45 1E A softAP, W &%
ESP32-C3 &4 SSL M&BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Frifi ESP32-C3 4% 1P Mtk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C3 B2 A — i o
7. #£ PC I f#iJf] OpenSSL iy 4, A#—4> SSL % P, %35 ESP32-C3 1540721 SSL iR 4545 -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C3 545 F I -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-C3 4511k TCP %)y, devr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi ESP32-C3 445 1P Mtk
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BLH:
 BEEINEIRATRE S AR P A
4. PC 5 ESP32-C3 {45 V425 [l — A B i .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32-C3 B4 A% Frifiiliad TCP ¥4 5] TCP 4548, FR4-#% IP Hudk>h 192.168.3.102, i
I 8080,
fip

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4.2.10 ESP32-C3 %451k TCP k%528, 928 UART Wi-Fi &%

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C3 #54% IP Huht.,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o BPIAIER TR S LR i A R A
7. PC jE$%)| ESP32-C3 TCP JIji %548
PC 5 ESP32-C3 #5182 A — N H H
1 PC LA M TR, G —4 TCP % P, %#:%] ESP32-C3 () TCP JigR45#%. Huhl
192.168.3.112, i1k 8080,
AT i :
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0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C3 %751: 4 softAP 1t UDP {4z UART Wi-Fi i (%

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %43 ESP32-C3 {451 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32-C3 5 PC X 1Y iy 71 757 [86] 5 X g [P ik A1 1 (1) UDP %45 . oA IP Hbhkoky 192.168.4.2,

WLk 2 8080, AHLlg N 2233, AN 0.
2y

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32-C3 Bk pk o b s v 8ol

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o &I A SSID FIE ] iR iR ar & P RTE . 56 A % fr 45 ) SSID FIfs
3. #rif] ESP32-C3 i% 4% IP ik,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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(£ L£50)

OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-C3 ¥4 1EHE [ — M i .
TE PC A 2508 T 5, A @ —> TCP k55 #% - 9140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BSP32-C3 & 451E % Fusidad TCP %425 TCP iR45#%, IRS#s IP #uihikoh 192.168.3.102, i
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32-C3 i A R i ON B Bial.

’AT+CIPRECVTYPE=1

M B -

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32-C3 & Arifi g sl i ik X N B R K

AT+CIPRECVLEN?

M .

+CIPRECVLEN: 4
OK

9. ESP32-C3 A& R sh i ot i g 7 2t

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.2.13 ESP32-C3 3458 K mDNS Jjfig, PC il ik 2l Besriy TCP IR554%

1. 8 Wi-Fi i34 station,

AT+CWMODE=1

i & -
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[ox

2. BEREF|HHIA
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o %A SSID A1 AT fER Bk P AN IE] o i R0 2K B AR SSID FEE i .
3. PC 5 ESP32-C3 ¥ A& iE# R — Mg i
HATEFR—AaE M, PC A fig k38 ESP32-C3 1% 4.
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

’sudo avahi-browse -a -r

5. ESP32-C3 #4577 /2 mDNS i fE.

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp",2, "product", "my_
—printer", "firmware_version","AT-V3.4.1.0"

W R

OK

Vi :
o W4T e mDNS Ujhg, R TR LHIAFN ny_instance, IRFSERH _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (AIHEAIR) PC % B ESP32-C3 #8145
PC 3 avahi-browse THSRR:

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX._.
—~Printer local

hostname = [espressif.local]

address = [192.168.200.90]

port = [35]

txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
AR

o BOBBR R, UL T R ESP32-C3 4 ) mDNS Tyt LA iE .
7. ESP32-C3 B iRl & b

’AT+CIPMUX:1

M .
|ox
8. ESP32-C3 &451EH TCP ikR%#%, Wwldh 35.
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’ AT+CIPSERVER=1, 35 ‘

i B«

[ox |
9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4

F| ESP32-C3 %751 TCP 55 %5 .

Ay
’nc espressif.local 35 ‘

ESP32-C3 ¥4I -

’ 0, CONNECT ‘

PaHH :
o JEBESIIE, PC Ml ESP32-C3 4% )7 B AT AEAT 8 5 5
10. ESP32-C3 $£4% 3= mDNS g,
iR

’AT+MDNS=O ‘
i B -
[ox |

LUK
* M) mDNS IERE—EREE_ BB R TIFE.

4.3 Bluetooth LE AT 74

RIS F2 2 A 2 Bluetooth® Low Energy AT 444 WM 5k, 4R BHE ESP32-C3 i Limfrix s
IR R 11

o f

e Bluetooth LE & P 3% % 5 R 545 4244

* Bluetooth LE i% 3570 %

o FA ESP32-C3 Fr & A2 19 3% 5 SPP i%4%, VA% {£ UART-Bluetooth LE i 1% ¥ X, T 1% #h 3038
o ESP32-C3 5 F#usd 5 SPP %3, VA% {& UART-Bluetooth LE i% 1545 X T 1 338

e ESP32-C3 #oF#LZ 1A 3% 5 Bluetooth LE % 355 Bext

4.3.1 T4t

ESP-AT 47/ 3% £ Bluetooth LE 4.2 iU IE, A< 304 348 {E ] T Bluetooth LE protocol 4.2 {p
WG, HS% 20H0E 42 SRECEZ(EE .

Bluetooth LE il 24y

Bluetooth LE 104k M T 2 _E4- ML )ZZ,: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

* PHY: PHY JZ ERMITHEYBL(EIE L ARMIEZNE R . Bluetooth LE i} 40 MHHI{EIE. M
JEFE : 2402 MHz | 2480 MHz,
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o LL: LL)ZFEATTOE . BB e (DA, WRFRE, BAIHXMEESL), LS
B 2 [ R Y BREE A S ST B . B HISER 2SI T 4. 3. /38, A8
#HE. CEELMPRESZ —.

« HCI: HCIJZ [ EAUAEE H g2t — MrE i 0 . %2 T AR E AP T SEPR ek & F 6 {4 1
UART. SPI. USB J#%EfHl.

* L2CAP: L2CAP JZ e AR 2 [0 22 e BRSPS e . o BOR S 4 4524 o

o ATT: ATT 2L T B MR 554 Fl g % i 2 [ R SR SIS ATT % g ] ATT AR 45 i & 3%
e RN . ATT R 55 i n] 2 F i A 3K L Sl FIFNFE 7

e SMP: SMP 2 T4 Wi B0 B354 . SMP A& BN 235 55 5H N Sy SR G R774i , FF 3R
B BER AL IR FE LR f AT A B RS B .

* GATT: GATT EHR/REMNRSS AP @R P un i DI 6e . % B E SO T E R 4548
MRS . FHEFEMEZ RS . ZZ R T A8, 2L B AMIERIRS R ERE D .

o GAP: GAP ECERFTA W 5450 FH Y E AT 68, B0t sy . BIsCRI Y, F R Ay e v SO0 i
MTFHAET . GAP IRFFEIFERA LM, HEEHEX. L4, HH%l. KPR &8 .

Bluetooth LE fj {a, %14

1t Bluetooth LE WS AN R Y2 A A B A (ki 0o 3k 28 (X 7 HANEE N o

o LL: WAAAPARI N EHA KA, MBS 3G, TALRT DAL IR
e GAP: EXT AFMEEfat: JEE. WEL. SAEEEM FOEE.
o GATT: WA AG R RE3u Ml & F 3

R
o ARAYHFHEARA) Bluetooth LE A4 3% Bluetooth LE & Fig#lie GATT EME.
* 4q[, ESP-AT 37§ Bluetooth LE M4 35fll Bluetooth LE & P 3g[AlHA7LE.

* it ESP-AT #)J{k > Bluetooth LE [l 45 342 Bluetooth LE %P1y, [l Wb 4 12 A B I8 4 By
3.

GATT H 82— Mg &l , k] DUA K& —F@ A& w ey v ZE . X4 @ P 2544 9k
W, Bl RS, RS AR FEEER SN, R B R Z H T 4.

GATT R4 %A1 GATT & F3miX WP (0774 T Bluetooth LE 2 H . 2 5. GATT R4 47t g
PSR R8T, T2k B GATT & Fumi @ MEhist k. AL, fimsz, RIAEdEN—
AR GATT MR 43, VHIRIEHEA—ImFRh GATT & F 3.

4.3.2 Bluetooth LE %% yv3ii 5% 55 01 55 R AE A1
PATF 78l ] B (5 FH i e ESP32-C3 FF %Az, Horfr—3eff: 4 Bluetooth LE 453w (ML AE K Bluetooth LE fiik 55

Bffi ), 73—HRAFEA Bluetooth LE % /3 (Al Bluetooth LE % P Ui ffi () o 53X 1o 17 L i fi
JH AT iy 757 Bluetooth LE i3, 52 R # S .

¥ FEA A BHHPLESP32-C3 Bluetooth LE A4 313k AY#AE H S5 3YE ESP32-C3 Bluetooth LE
R4 uHATEIT], DAL ESP32-C3 Bluetooth LE & & 3 3L #4E N 22 3i7E ESP32-C3 Bluetooth LE
% P AT RIA]

1. #1454 Bluetooth LE ZhHE.
ESP32-C3 Bluetooth LE ik 45 3 :
%

’ AT+BLEINIT=2

N . :

[ox
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ESP32-C3 Bluetooth LE % i :

e

’AT+BLEINIT=1

N . :

’OK

2. ESP32-C3 Bluetooth LE 55 ik BUH: MAC Hihilk .

’AT+BLEADDR?

N . :

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

PAE

S A < 91 o R R e e o R N T R TR

1. ESP32-C3 Bluetooth LE f? i 1| IR % .

fir s

A, NIRRT S AE

’AT+BLEGATTSSRVCRE

iy B«

’OK

2. ESP32-C3 Bluetooth LE IR % i IR % .

e

’AT+BLEGATTSSRVSTART

T

’OK

1. ESP32-C3 Bluetooth LE fI 453 % Pl IR 45 4541F o

’AT+BLEGATTSCHAR?

M . <

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

(N 4kZE)
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(£ L£50)

OK

2. ESP32-C3 Bluetooth LE [ 453t - #4) " #%, 2 J5 ESP32-C3 Bluetooth LE % it JF 4434 9 HA4k 3
P,
ESP32-C3 Bluetooth LE f 45 i :
i

’AT+BLEADVSTART

i B -

’OK

ESP32-C3 Bluetooth LE % i :

’AT+BLESCAN:1,3

i B <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
o PTG R RE 5 iR B A R A
3. 757 Bluetooth LE %4,
ESP32-C3 Bluetooth LE % i :

AT+BLECONN=0,"24:0a:c4:d6:ed:46"

i B <

+BLECONN:0,"24:0a:c4:d6:e4:46"

OK

AR
o A _FIRGTAEE, 5T %435 ESP32-C3 Bluetooth LE I 45 it #iidik .
o 7 Bluetooth LE &2 i), MJ<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 157 Bluetooth LE £, W& /R +BLECONN: 0, -1,
4. ESP32-C3 Bluetooth LE & i % FLAR 55
e

AT+BLEGATTCPRIMSRV=0

i B«

+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

BiHH -

+ ESP32-C3 Bluetooth LE % i A if IR 35 194554, bt ESP32-C3 Bluetooth LE filt /i A2 1) iz 55 1Y
LR Z A BRIAIR S (UUID: 0x1800 1 0x1801) , X 2IEFEM4 . IEFEAM, T F—HRk %,
ESP32-C3 Bluetooth LE & it #r 1A 1Y) <srv_index> {H 25T ESP32-C3 Bluetooth LE i i 25 141 (1Y)
<srv_index> {H + 2. B0 iR H IR % 0xA002, 4 Rife ESP32-C3 Bluetooth LE % i
W) <srv_index> 4 3, WIE-7E ESP32-C3 Bluetooth LE I 55 33 AT+ BLEGATTSSRV ? £ 4
6], N <srv_index> 24 1,
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5. ESP32-C3 Bluetooth LE % P % Pl (H .

e

AT+BLEGATTCCHAR=0, 3

N . :

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

6. ESP32-C3 Bluetooth LE % J3fi 32 Bl — M HE{H

AT+BLEGATTCRD=

0,3,1

Wi K7 -

OK

+BLEGATTCRD: 0,

1,0

PEHA:

o THER HARRR AL (ELAL A AR -
* 15 ESP32-C3 Bluetooth LE 7 /'3t St iURHF A2, ESP32-C3 Bluetooth LE it 45 3 ) £ 42 7

+READ:0, "7c:df:al:b3:8d:de",

LS

ESP32-C3 Bluetooth LE & i & — M E{HE .

’AT+BLEGATTCWR=

0,3,3,,2

N . :

>

V=]

(i)

> FR AT HER B 8, Ul T DU A KIS, U8 KA E B4 <length> 1Y

IS, IITEH AR

’OK

PEHA:

o U5 ESP32-C3 Bluetooth LE % 7 i 5 435 AiF i 1A 49 % &), ESP32-C3 Bluetooth LE fig 4% i
M £/ +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>,<value>,
8. Indicate —/MEHIE{H

ESP32-C3 Bluetooth LE % F1js
fird:

AT+BLEGATTCWR=0,3,7,1,2

N . :
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. |
5 > Fon AT HER PRI DB, BERTETT DA A B, 48R KEIRH S35 <length> 1Y
fHI, PATE ARAE.

T $:0k ESP32-C3 Bluetooth LE k453 & 3% 33 SR R (i3 notify R E#H indicate HR),
ESP32-C3 Bluetooth LE % it 75 ZHE Bl A iR 5 g . X F notify 2k, %5 AfH 0x0001,
ST indicate FR, FHEA(EH 0x0002, FEARFHFE A 00002 ffH] indicate FK.

o |
RE
« 15 ESP32-C3 Bluetooth LE % Pt B AL #3845 5y, ESP32-C3 Bluetooth LE fI 45 i ] 2
PR +WRITE:<conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,

<value>,

ESP32-C3 Bluetooth LE 7 453
i

’Z—\T+BLEGZ—\TTSIND=O, 1,7,3 ‘
M B -

75 > Fon AT HE IR DB, DU mT DA A, U8 K iR B 340 <length> [
fEE}, $44T indicate #1F

[ox |

K
75 ESP32-C3 Bluetooth LE % P42k F| indication, N &4 7~8 + INDICATE : <conn_index>,
<srv_index>,<char_index>,<len>, <value>,
o X [R]—HR 4, ESP32-C3 Bluetooth LE % i) <srv_index> {H 25+ ESP32-C3 Bluetooth LE fl
P <srv_index> {H + 2, X2IEFMNE.
o WT MRS HRFERIALIR , RIS SR e T B 2 TR T IR 5.

4.3.3 Bluetooth LE JIl# 55 3% 53 R 55 F Ak A

PAF 7 il ] B (5 FH i e ESP32-C3 FF Achz, Horfr—3eff: 4 Bluetooth LE 453w (HLAE K Bluetooth LE fii 5%
mfA), J—HAEN Bluetooth LE % i (HAEk Bluetooth LE % Pl f€6,) . 3X AN J@om 1 W 4nf] i
7. Bluetooth LE 4%, AR R S i 525 iR S5 FAE(EFN 4 Fm s &, notify Al 55 FRAF(HE -

TP Il ESP32-C3 Bluetooth LE AR 4 3% I3k i #a4/E H 22X ESP32-C3 Bluetooth LE [l 4%
W PATEI R, DA ESP32-C3 Bluetooth LE & A 3 H 3k i#/E H 22 3iYE ESP32-C3 Bluetooth LE &
AT R AT

1. ¥J54k Bluetooth LE Tk,

ESP32-C3 Bluetooth LE HR 45 i :

’AT+BLEINIT=2

i B -

[ox |
ESP32-C3 Bluetooth LE % /i
s

’AT+BLEINIT=1

i [ <
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’OK

1. ESP32-C3 Bluetooth LE JI# 45 361 28 iR % .
iR

’AT+BLEGATTSSRVCRE

M B ©

’OK

2. ESP32-C3 Bluetooth LE A 45 85 AR 45
i

’AT+BLEGATTSSRVSTART

M B <

’OK

1. ESP32-C3 Bluetooth LE [z 55 i # Bt MAC Hihl .

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

L
o A HUAETTRE S _EdRmg B R R, SRl RTE IR E .
2. ESP32-C3 Bluetooth LE IR 45 i e &) & 25K .
i

’AT+BLEADVPARAM:50,50,0,0,7,0,,

Mg B <

’OK

3. ESP32-C3 Bluetooth LE J}t 45 i3 & 1 3& £
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M 3«

’OK

4. ESP32-C3 Bluetooth LE R &% iR) 4% .
e

’AT+BLEADVSTART

Wi K7 -

’ox

1. ESP32-C3 Bluetooth LE % F1 it R 5
e

’AT+BLEGATTSSRVCRE

M B -

Espressif Systems 222 Release v2.3.0.0-esp32c3-862-g7b9487c20f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 4. AT #y2 R

’OK

2. ESP32-C3 Bluetooth LE & P8 AR 45
i

’AT+BLEGATTSSRVSTART

i B <

’OK

1. ESP32-C3 Bluetooth LE 7% i B H: MAC #bhik
i

’AT+BLEADDR?

Mg B <

+BLEADDR:"24:0a:c4:03:a7:4e"
OK

0
o QAEEIOAAL T 5 LAARI T R, A, TSR 2T 5.
2. ESP32-C3 Bluetooth LE & Flum i 44, 54 3 £,
i

AT+BLESCAN=1, 3

i B«

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o ISR T B bk B A R [R]
3. 757 the Bluetooth LE %3,
ESP32-C3 Bluetooth LE % i :

EEs

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

i B -

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

i :
o WA _LiRay A, 15 H A1 ESP32-C3 Bluetooth LE iz 55 ikt .
o Y15 Bluetooth LE &3 %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y Bluetooth LE #E#24: 1, M<K +BLECONN: 0, -1,

ESP32-C3 Bluetooth LE H% 45 ifi;:

Py N
iy

AT+BLECONN=0, "24:0a:c4:03:a7:4e"

M.

+BLECONN:0,"24:0a:c4:03:a7:4e"

OK
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Ui :
o A PRGS04 ESP32-C3 Bluetooth LE % Ptk
o 40 % Bluetooth LE % 82 i B, N &4 /8 0K, A< /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o R Bluetooth LE 324, N4 /8 ERROR, Aafi/R +BLECONN:0, -1,

1. ESP32-C3 Bluetooth LE & F it £ i) A< H IR 45 .

AT+BLEGATTSSRV?

M. :

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

2. ESP32-C3 Bluetooth LE & it & P A HUEFAE

AT+BLEGATTSCHAR?

i B <

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR:"char",1,4,0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR:"char", 1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C3 Bluetooth LE AR 45 5 % P05 v AR 45 o

e

AT+BLEGATTCPRIMSRV=0

N . :
+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800,1
+BLEGATTCPRIMSRV:0, 3, 0xA002,1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1
OK

B :

* ESP32-C3 Bluetooth LE fiit 55 i 2 if) il 55 145 5 , b ESP32-C3 Bluetooth LE & F' i 25 11 iR 55 11 25
RLZWANERIAIR S (UUID: 0x1800 F1 0x1801) ., 1E KA, XFF[a—fk4s, ESP32-C3 Bluetooth
LE R % i) i) <srv_index> {H 45T ESP32-C3 Bluetooth LE %% i 25 1) Y <srv_index> {H + 2,
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Ban, ERREIF R IRS 0xA002, 4HiTHE ESP32-C3 Bluetooth LE fl 45 i 2r i) 2] ) <srv_index>
g 3, f5AE ESP32-C3 Bluetooth LE 7 45 338 1 AT+ BLEGATTSSRV? £y 4253, W <srv_index>
W1,

4. ESP32-C3 Bluetooth LE [} 45 i % P S ERAE

AT+BLEGATTCCHAR=0, 3

N . :

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

5. ESP32-C3 Bluetooth LE % P15 IR 45 41 i -
A SRS BRAERY IR FFAE (characteristic) 245 HRHALAA.

’AT+BLEGATTSSETATTR:1,8,,1

M B :

’OK

6. ESP32-C3 Bluetooth LE fIZ 45 it 152 Ik 45 R fiF A
i

’AT+BLEGATTCRD=O,3,8,

Nl . -

+BLEGATTCRD:0,1, 9

OK

7. ESP32-C3 Bluetooth LE f}Z 4% 15 AR 55 S F AR
PP T S E IR S R B A

’AT+BLEGATTCWR=O, 3,6,1,2

i B«
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B |
N . :
Lox |
AR
o N5 Bluetooth LE fl 55 i 5 Ak 55 FRAE(E {3 )5, Bluetooth LE & i &4 /8 +WRITE: 0, 1,
6,1,2,12,

8. ESP32-C3 Bluetooth LE % it notify AR 55 435 (E

’AT+BLEGATTSNTFY=O,1,6,10 ‘
Wi .
> |
fir s
’zg)\ 11234567890 104 F ¥ ‘
M B -
G |
R

* Y15 ESP32-C3 Bluetooth LE % Fifii notify IR 5545 (H 28 IR 553 2, Bluetooth LE R 45 s ) &
/8 +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE YE4: 4%

PAR 73 [R] R Y e ESP32-C3 FF At HoHp—3efE A Bluetooth LE %5 5w ( AE A Bluetooth LE [z 5%
wfA ), —3ER Bluetooth LE & i (HAF4 Bluetooth LE & P f€4) o X MIlF R T /B REINE
Bluetooth LE %3 .

GipAS

o fEPA R EBEH DA ESP32-C3 Bluetooth LE A4 3w ki #1E H 555 4F ESP32-C3 Bluetooth LE
MR ATRI W], PAESP32-C3 Bluetooth LE % F 3L #E H 2 354E ESP32-C3 Bluetooth
LE & g AT R AT

o N BRI FE IS . S0 H2 N ) SR TE A AT T — NI R R .

« ESP-AT £ RLVF40E 10 PNk

1. #J1E4k Bluetooth LE I fE,
ESP32-C3 Bluetooth LE [ 453t
s

’AT+BLEINIT=2 ‘
N . :

[ox |

ESP32-C3 Bluetooth LE % F1jis
fird:

’AT+BLEINIT=1

M . <

Lox |
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2. ESP32-C3 Bluetooth LE Ik 45 i 3B Bluetooth LE #iidil:,

e

AT+BLEADDR?

N . :

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

PAE

G < ¥ o Rt T R e A Sl R N T R TR

1. ESP32-C3 Bluetooth LE fJ? 45 i 1| 3R % .

fir s

’AT+BLEGATTSSRVCRE

M B -

[ox

2. ESP32-C3 Bluetooth LE fif % it H 2R 5 -

fir s

’AT+BLEGATTSSRVSTART

iy B«

’OK

1. ESP32-C3 Bluetooth LE R %5 it & B AR S5 45+ &

’AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32-C3 Bluetooth LE R 45 i F i) #%, 22 J5 ESP32-C3 Bluetooth LE & Fum 4G 4 Hirss 3

i

ESP32-C3 Bluetooth LE H 45 i :
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’AT+BLEADVSTART ‘
N . :
[ox |

ESP32-C3 Bluetooth LE % F1ji
il

’AT+BLESCAN=1,3 ‘

i . <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

K
o TRYHIERATRE S Lk mp i P AN A
3. 757 Bluetooth LE %32,
ESP32-C3 Bluetooth LE % i :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"
Mg 3. :

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

LR
o B A _LiRay A, 5 H A8 ESP32-C3 Bluetooth LE iz 55 ikt .
o Y15 Bluetooth LE &3 %), W&$E/R +BLECONN: 0, "24:0a:cd4:d6:e4:46,
o 1% Bluetooth LE i35, W& /R +BLECONN: 0, -1,
4. ESP32-C3 Bluetooth LE & F'3it & FLIR %5

AT+BLEGATTCPRIMSRV=0

i B <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

i
» ESP32-C3 Bluetooth LE & i 2r i) IR 55 45 5, H ESP32-C3 Bluetooth LE fiig P 20 i Ak 45 14
ZE B ZHABRIAR S (UUID: 0x1800 1 0x1801) , X & iE4 P4 . IEHEM, ¥ HE-—RS,
ESP32-C3 Bluetooth LE % i Ay 16 1Y) <srv_index> {H 45T ESP32-C3 Bluetooth LE g " 25 14 )
<srv_index> {H + 2. Bil4n_FiR w6 P gk S: 0xA002, 4Fi#E ESP32-C3 Bluetooth LE % F it 2y
2| <srv_index> A 3, WISRAE ESP32-C3 Bluetooth LE [l F' i 38 i3 AT+ BLEGATTSSRV ? iy %>
), W) <srv_index> A 1,

5. ESP32-C3 Bluetooth LE % F13 % Pl .
A

AT+BLEGATTCCHAR=0, 3

Nl . -
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+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

OK

"char",0,3,1,0xC300,0x02
"desc",0,3,1,1,0x2901
"char",0,3,2,0xC301,0x02
"desc",0,3,2,1,0x2901
"char",0,3,3,0xC302,0x08
"desc",0,3,3,1,0x2901
"char",0,3,4,0xC303,0x04
"desc",0,3,4,1,0x2901
"char",0,3,5,0xC304,0x08
"char",0,3,6,0xC305,0x10
"desc",0,3,6,1,0x2902
"char",0,3,7,0xC306,0x20
"desc",0,3,7,1,0x2902
"char",0,3,8,0xC307,0x02
"desc",0,3,8,1,0x2901

6. WHEMESE. BE auth_req iy SC_MITM_BOND, fk45iil) iocap 4 KeyboardOnly, &J?
it iocap SN KeyboardDisplay, key_size /16, init_key 5 3, rsp_key N 3.
ESP32-C3 Bluetooth LE Ji% 453 :

o

’AT+BLESECPARAM=13, 2,16,3,3

N . :

’OK

ESP32-C3 Bluetooth LE % F'js

e

’AT+BLESECPARAM=13, 4,16,3,3

N . :

’OK

LK
X5 o

o JEAF T, ESP32-C3 Bluetooth LE [k 5% i éar A BC X%t A5, ESP32-C3 Bluetooth LE & i i /S e

o BESP-AT ¥ Legacy Pairing fll Secure Connections W, HEEEE 5
WIPEEg . ANt 7 #F Secure Connections, M4 XA Secure Connections

JrmeE .

7. ESP32-C3 Bluetooth LE % F i & e i 255 5K

’AT+BLEENC=O,3

i .«

’OK

K

5 ESP32-C3 Bluetooth LE AR 45 Uil # IE in &3 =K , ESP32-C3 Bluetooth LE Al 45 Ui W £ #2271

+BLESECREQ: 0,

1. ESP32-C3 Bluetooth LE [z 4% i 7 Fit X 355K

o

AT+BLEENCRSP=0,1

i . <
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OK

AR
o {5 ESP32-C3 Bluetooth LE % F 3 i Bhli 2|l %t ipg 7, W] ESP32-C3 Bluetooth LE % 7
i e Re St MR VAT DL WO R TS
o YEAAY H, ESP32-C3 Bluetooth LE %& i | &3¢ /R +BLESECNTFYKEY:0, 793718, [
SHg -k 793718,

1. ESP32-C3 Bluetooth LE % F i [1] 42 Fit X i
e

’AT+BLEKEYREPLY:O,793718 ‘

Nl B <

[ox |
PATIXA A2 )5, £ ESP32-C3 Bluetooth LE flz 55 3 Fl1 ESP32-C3 Bluetooth LE & i 23 45 — SEX

ISAEPSE/
ESP32-C3 Bluetooth LE H 453 :

+BLESECKEYTYPE: 6
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:

+BLEAUTHCMPL: 0,

2

O O O O O
~ 0~ 0~ N
N W

ESP32-C3 Bluetooth LE % F1jis

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE:0, 2
+BLESECKEYTYPE:0, 16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

HA] LIS DA +BLESECKEYTYPE F3k {5 B.. {55 +BLEAUTHCMPL: 0, 0 I S50k 0 3%
TNINEE Y, R 1 RN R

4.3.5 Wi ESP32-C3 JF kMR 2 4l 3. SPP ¥%4%, ULKAE UART-Bluetooth LE i% 4
EM RS e

AR 7 51 [ s (52 FH P e ESP32-C3 - #fe, Horp—3efE >y Bluetooth LE fik 453 (2 AE Bluetooth LE Iz 55
i ffi €6 ), J3—3AEA Bluetooth LE % P (A Bluetooth LE % i fi €8,) o X A1 J&oR T I Anfay g
57. Bluetooth LE %32, DA 57151418 {5 Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE i# £ 45
).

FE: EPAFHEFPAESP32-C3 Bluetooth LE M43 H L iFR/E H 55 %4E ESP32-C3 Bluetooth LE
M55 i ATRI AT, DA ESP32-C3 Bluetooth LE & 3 HL ¥ 4E H E34E ESP32-C3 Bluetooth LE
& AT RIA]

1. #1144k Bluetooth LE i fE.
ESP32-C3 Bluetooth LE A 45 3 :

AT+BLEINIT=2

Wi K7 -
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’OK

ESP32-C3 Bluetooth LE % F1jis
s

’AT+BLEINIT=1

g B <

’OK

1. ESP32-C3 Bluetooth LE fJ} 4 it 3R % .
T

’AT+BLEGATTSSRVCRE

M B <

’OK

2. ESP32-C3 Bluetooth LE AR 4% 8 TF AR 45
i

’AT+BLEGATTSSRVSTART

Wi K7 -

’ox

1. ESP32-C3 Bluetooth LE iz 55 i $i it H: MAC Hiht .

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PR :
o BACARIHLEE R RE S Bk N R, e R i, S RS A
2. ESP32-C3 Bluetooth LE IR 45 i e 8 & 254 .
iyl

’Z—\T+BLEADVPARAM:50, 50,0,0,7,0,,

M 3«

’OK

3. ESP32-C3 Bluetooth LE Jft 45 i i3 & 1 3& 4
e

’AT+BLEADVDATA:"O20106OAO9457370726573736966030302AO"

Wi K7 -

’ox

4. ESP32-C3 Bluetooth LE R % 3144 4%
e

’AT+BLEADVSTART

IRy :
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’OK

5. ESP32-C3 Bluetooth LE & Pt 4G4, ek 3 75,
i

’AT+BLESCAN21,3

Wi K7 -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

AR
o BRSNS A T S ik b A R TR]
. 757 the Bluetooth LE %32,

ESP32-C3 Bluetooth LE % /i

iy

AT+BLECONN=0, "24:0a:c4:d6:ed:46"

Wi K7 -

OK

+BLECONN:0, "24:0a:c4:d6:ed:406"

K

o WA\ _FiRETABT, i H 1% ESP32-C3 Bluetooth LE fiR 4% s Hittik .

o Y15 Bluetooth LE #E8: %), W43 /R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #E#:R M, N&$E/8 +BLECONN: 0, -1,

7. ESP32-C3 Bluetooth LE fi 45 5251 IR 45

AT+BLEGATTSSRV?

Nl . <

OK

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

8. ESP32-C3 Bluetooth LE Jt 45 it % PUAHE .

AT+BLEGATTSCHAR?

Mg [«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02

Q)
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(£ L£50)

+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:

OK

"desc",1,8,1,0x2901
"char",2,1,0xC400,0x02
"desc",2,1,1,0x2901
"char",2,2,0xC401,0x02
"desc",2,2,1,0x2901

. ESP32-C3 Bluetooth LE % F1i4 % P AR 45 .

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

K

* ESP32-C3 Bluetooth LE % P £ if] iR 55 (1) 45 5%, bt ESP32-C3 Bluetooth LE Ak i 25 1 iz 55 1)
ZERZFHABANR S (UUID: 0x1800 A1 0x1801) , X2 IE# B4 . IR, XRS5,
ESP32-C3 Bluetooth LE & it A if] 1) <srv_index> {45 T ESP32-C3 Bluetooth LE IR i 25 i1 1)
<srv_index> {f + 2. 40, FRRGIFEIIRS 0xA002, 43i7E ESP32-C3 Bluetooth LE % Jiif:
I FN ) <srv_index> 4 3, WERAE ESP32-C3 Bluetooth LE R F i3 s AT+BLEGATTSSRV? fi
AT, N <srv_index> K 1.

10. ESP32-C3 Bluetooth LE % F3ik % PAEFAE .

AT+BLEGATTCCHAR=0, 3

M .

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR:"char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char", 0, 3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR:"char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

11. ESP32-C3 Bluetooth LE % i it & Bluetooth LE SPP,

VEPE L FF S HAENI IR 5 FE (characteristic) 1B A5 M IA K EEHE, E8F L EF notify 53 indicate 1)
characteristic 1 k323 18 B I 5k .

AT+BLESPPCFG=1,3,5,3,7

Nl B«
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’OK

12. ESP32-C3 Bluetooth LE % F'ii{{i i Bluetooth LE SPP,
i

’AT+BLESPP

g B <

OK

>

iRm Y s AT B 43 A Bluetooth LE SPP #i5, 1] DA TR 1) Kk Az
L
o ESP32-C3 Bluetooth LE % F it F & Bluetooth LE SPP & &4 J5, = O Uk B 14l &3 o
Bluetooth LE {£ %% ESP32-C3 Bluetooth LE %53t
13. ESP32-C3 Bluetooth LE fijt % it & Bluetooth LE SPP,
e PE % FF notify B3 indicate f{] characteristic /F 4 518 KX EIE, H%HF L5 EVER characteristic
VA T R USORIHE -

fir:

’AT+BLESPPCFG=1,1,7,1,5

i B«

’OK

14. ESP32-C3 Bluetooth LE A} 45 ¥ {# & Bluetooth LE SPP,
AN
HE" -

’AT+BLESPP

M B <

OK

>

iR FoR AT 2L 43F A Bluetooth LE SPP X, ] DAIHFATHICHR 1) Ak Fz Ik .
Vi :
o ESP32-C3 Bluetooth LE I F7 i F & Bluetooth LE SPP & &4 J5, =B O Uk B i 4kdE &8 o
Bluetooth LE %4 3] ESP32-C3 Bluetooth LE % i
* YN ESP32-C3 Bluetooth LE 7 i 5 /5 4&JT )& Bluetooth LE SPP %1%, 5f i i HoAth i £51F
4 Bluetooth LE % g, ] ESP32-C3 Bluetooth LE & i aa 22 45T /5 i Notify 5% Indicate
fil4n, ESP32-C3 Bluetooth LE % i WIS AR I %A%, WM 5618 il AT+ BLEGATTCWR=0,3,7,1,1
FFJE ST, ESP32-C3 Bluetooth LE R 45 5t A RE i B SL Pl 1%
o X R —HR 4%, ESP32-C3 Bluetooth LE % i) <srv_index> {H 25T ESP32-C3 Bluetooth LE fl
£l <srv_index> {H + 2, X IEHE A,

4.3.6 ESP32-C3 5FHLE v SPP #4%, U J%ft UART-Bluetooth LE & {5 i T 144
&5

R BIJER T UNTHE ESP32-C3 JF R (UM ARIIFER A Ik 55 #efa €0) AL (U ARSIFEH 4 %
PUiffifa) ZIAES. SPP #H, PAKANMTYE UART-Bluetooth LE (AR 14 4 il «

¥ HBFPLESP32-C3 Bluetooth LE R4 3% 3L ig#/E R84 ESP32-C3 Bluetooth LE I %
U ATRIET, DA Bluetooth LE & P 33k O HAE R BAE T HLAY I AR B T s PATRI AT .

1. ¥FFHLig K 2% Bluetooth LE i 1T, 40 LightBlue.
2. ¥4k Bluetooth LE IfjfE.
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ESP32-C3 Bluetooth LE JI7 53
iyl

’AT+BLEINIT=2

i B«

’OK

1. ESP32-C3 Bluetooth LE fI} 45 i1 28R %5

’AT+BLEGATTSSRVCRE

i B«

’OK

2. ESP32-C3 Bluetooth LE 45 35 AR 45
A

’AT+BLEGATTSSRVSTART

M B«

’OK

1. ESP32-C3 Bluetooth LE it 45 i B E: MAC #bhit

’AT+BLEADDR?

Mg K -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

P -
o BAWEIRHIE T RE S _FaAm Y AP EOR ), TSRO UL, R AR

2. ESP32-C3 Bluetooth LE iz 4% w5 B ) % 344

’AT+BLEADVPARAM=50,50,0,0,7,0r,

i B«

’OK

3. ESP32-C3 Bluetooth LE J}t 45 i3 & 1 3G d
e

’AT+BLEADVDATA="O20106OAO9457370726573736966030302AO"

M B <

’OK

4. ESP32-C3 Bluetooth LE IR w15 45 .
e

’AT+BLEADVSTART

M B <

’OK

5. 1% Bluetooth LE &%,
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FHL¥T IF LightBlue i L, H-$TIF SCAN 4534, #% 5| ESP32-C3 Bluetooth LE AR 45 it
) MAC #uhl, /i cONNECT #EiTiE4:. BLAT ESP32-C3 3 W % 247 EI25{Ll T +BLECONN: 0,
"60:51:42:fe:98:aa" PWHE, XF/RCLHESL T Bluetooth LE £z,

6. ESP32-C3 Bluetooth LE fi}t % 32 il 55 .

AT+BLEGATTSSRV?

M B -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

7. ESP32-C3 Bluetooth LE fl 45 i % PR .

AT+BLEGATTSCHAR?

M B -

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char", 1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR:"desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. Bluetooth LE % F il % PRARAE

I BAE T4 LightBlue % 7 i 58 $& 15 i Properties & NOTIFY 1% # INDICATE Ik 55 45 4F (X B
ESP-AT ZRiA Properties 25 NOTIFY u{ 3 INDICATE f) iR 55 55 4F & 0xC305 F1 0xC306) , FF4f i it
Properties >4 NOTIFY 1§ # INDICATE {1 7 45454 .

9. ESP32-C3 Bluetooth LE filt 45 i it & Bluetooth LE SPP.,
PP notify B indicate ¥ characteristic /F 55 il i8 AR5, XS HEAER characteristic
Sy i S B -

’Z—\T+BLESPPCFG=1, 1,7,1,5

M B -

’OK

10. ESP32-C3 Bluetooth LE i 45 i {ii g Bluetooth LE SPP,

’AT+BLESPP

M B -
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OK

>

RN FIR AT EL439E A Bluetooth LE SPP 455X, AT DASEATHIcH 1) A& 25 FH 22U .
11. Bluetooth LE & F'ifi % 36 503
& LightBlue & i 64 0xC304 Jk 55 FAE{E & A5l test 45 ESP32-C3 Bluetooth LE [z 454y, Ut
i ESP32-C3 Bluetooth LE Ji 455 0] AULE] test,
12. ESP32-C3 Bluetooth LE I} 45 1 % 16 BdE
7£ ESP32-C3 Bluetooth LE fll} 45w B2 & 1% test, LAY LightBlue 2 i ] PAKE] test.

4.3.7 ESP32-C3 HIT-HLZ & . Bluetooth LE ¥4 3 Hcxt

BRI ER T Al ESP32-C3 H &M ((UAVEMREIREIE A s 2 ) APl (DU IR T %
PR €a) 2 [A]EST Bluetooth LE YB3 #r A B4 52 AN«

TP Il ESP32-C3 Bluetooth LE AR 4 3% I3k i/ H 224 ESP32-C3 Bluetooth LE [k 4%
IPATRI], MDA Bluetooth LE & 3 kM E R TR EAE F UL 8 A VR B F P ST RP AT .

1. ZEF-Hlum | 2% Bluetooth LE 1#1:{ )T, {40 LightBlue | FFEF .
2. #1154k Bluetooth LE I fE,

ESP32-C3 Bluetooth LE 7 45 i

s

’AT+BLEINIT=2

M . :

’OK

1. ESP32-C3 Bluetooth LE JI} 4 i8] 23R %5
e

’AT+BLEGATTSSRVCRE

Nl B <

’OK

2. ESP32-C3 Bluetooth LE A 45 35 AR 45
iRt

’AT+BLEGATTSSRVSTART

Wi K7 -

’OK

1. ESP32-C3 Bluetooth LE I 453 2 i H: MAC Hithl:.
s

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PR
o EAEIHUAE T RES Bk m N R ORI, ISR L, RS S A E .
2. ESP32-C3 Bluetooth LE %5 it 5t B & S5
s
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’AT+BLEADVPARAM=50,50,0,0,7,0,, ‘
N . :
[ox |

3. ESP32-C3 Bluetooth LE JI 45 i3 5 1 3G di .

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

i . <

[ox |
4. ESP32-C3 Bluetooth LE % 45 % B 2550
i

’AT+BLESECPARAM=13,2,16,3,3 ‘

i B <

Lox |
5. ESP32-C3 Bluetooth LE R 55 i 48 4% -

’AT+BLEADVSTART ‘

i B -

[ox |
6. Bluetooth LE % i 1| 2 iE 2
FHLITIF LightBlue | JIl 2, 4T JF SCAN JF 4414, 4% | ESP32-C3 Bluetooth LE fi 4 i
) MAC Hihik, A5 coNNECT #EATiE4%. i} ESP32-C3 ifi i 1% £ 4T BI 24l F +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFERELESE T Bluetooth LE %$#%.

7. ESP32-C3 Bluetooth LE fI 453 % #2 in 25 K
A

’AT+BLEENC=O,3 ‘
N . :
Lox |
8. Bluetooth LE % Fii [A] = %t
F-Hl LightBlue [ 27 [ NI G121 Bluetooth LE HEHER BT < #HH BOAE B (B &3,
BIHNEEE R 231518), il Bext. MEEF ESP32-C3 i i%2F] EI2R{LF +BLESECKEYREQ: 0 [fJ H
&, XFTRTFHLE L ERT
9. ESP32-C3 Bluetooth LE JI}Z 45 5 [1] & i % %54
Ut} Bluetooth LE Iz 45 s [l & (1 %5 £ B kb — 2 R b F-41 LightBlue [y FH AR 77 3L 4 1 e x5 B i
2EH: 231518,
iy

’AT+BLEKEYREPLY:O,231518 ‘

i B -

Jox |
It} ESP32-C3 Bluetooth LE 45 i £ FT EDZRAU T PAF Hi&i, iX 3/~ ESP32-C3 Bluetooth LE filt 45 iy
5T Bluetooth LE 7% i 52 A T FCXT

+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0, 1

Q3
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(£ L£50)

+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE: 0, 2
+BLEAUTHCMPL:0, 0

4.4 MOQTT AT 734

ARTCR TR A ESP32-C3 5 LisATMOTT AT 44 5% e IR B o

A F TCP oy MOTT %35 (5 & Aneb|sE MOTT X32) (i& fl TH4E8 7))
F TCP 5 MOTT %35 (5 % At MOTT K32) (iEF THEE %)

E-S
AT TLS 09 MOTT 3% (% %A t)i& MOTT R32)
H T WSS 84 MOTT 4% 4%

s ORI Il B I BT s TR Wi-Fi YT .

44.1 ST TCP iy MQTT &4 (Fa A Mald MQTT {RB1) (&M T Hihi b
PAR 7 BRI W ESP32-C3 JF by, Horp—3uffoy MQTT %Afi#s (U2 MQTT A& fith), 73
— P MQTT 3T (UEN MQTT i1 [4& M ).

NBIAE T A T TCP G178 MQTT 142, E/eETHREaE— N4 MQTT 3, fiik MQTT R
IP #bhlh 192.168.3.102, 04 8883,

wgl: BPPAESP32-C3 MQTT & A7 3 kM #ME R 75 Z7E ESP32-C3 MQTT & A& im A TRITT, DA
ESP32-C3 MQTT ] 8 # HF ki #fE L 75 ZAE ESP32-C3 MQTT 7 & bt A TRl W] o SR BRI A Hr 5]
FRUAEWR s 0, DRR e A 2w AT 8 2 i A T o

1. & MQTT H g
ESP32-C3 MQTT % 7%
s

’AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,""

M .

[ox |

ESP32-C3 MQTT 1] |53 :
e

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""
M B -
Lox |
2. M4 MQTT 2.

’AT+MQTTCONN=O,“192.168.3.102",8883,1 ‘

W
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+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK
AR
o EEIAR MQTT B4 5 MQTT U3 IP Hudik vl g 5 _Fikfr & Al o
3. 1T MQTT F /.,
ESP32-C3 MQTT ] [
A

’Z—\T+MQTTSUB:O, "topic", 1 ‘

Wi K7 -

[ox |

4. ZATMQTT M E (FAFH).
ESP32-C3 MQTT %A%
i

’AT+MQTTPUB=O,"topic","test“,l,O ‘
W
[ox |

B -
* HI3R ESP32-C3 MQTT %A M AAIHE, AN EERF &1 ESP32-C3 MQTT 1] & B /i .

’+MQTTSUBRECV:O,"topic“,4,test ‘

5. KM MQTT 442,

iy
’ AT+MQTTCLEAN=0 ‘
Mg |3«

[ox |

4.4.2 JET TCP i) MQTT &2 (il AMAIE MQTT 1RB!) (W& HEdis%)
PAR 7 B[] i i F Wk ESP32-C3 JF Jeff, Horr—Bffo MQTT %A (N MQTT RAiE ), 7
—BfE MQTT 4T g (AU MQTT T & M ).

NI T A BT TCP A8 MQTT %4 . 1 eBTHREAE — A MQTT /A3, {Ri%x MQTT 3Ry
IP #bhlh 192.168.3.102, B4 8883,

WAREEMEEMBEEMNEZ, CE&@Bd TR & AT LK HE 256, W &R DAAE
JAT+MQTTPUBRAW 14>,

F%: PYPRPPLESP32-C3 MOTT A7 & IF KA #HAE L 75 %EAE ESP32-C3 MQTT %Afi # il ATRIAT, DA
ESP32-C3 MOTT T & JF KA #Af L 7527 ESP32-C3 MQTT ] B i AT RIAT o IR A A e il
FUTEMR s, DG B R AT 2 B AN T B s AT o

1. WE MQTT i P E .
ESP32-C3 MQTT %7

iy
AT+MQTTUSERCFG=0, 1, "publisher", "espressif","123456789",0,0,""
iy B«
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’OK

ESP32-C3 MQTT ] 4% :
A

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

M .

[ox

2. HE#E MQTT LI,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

i . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

Vi :
o s AR MQTT B4 5 MQTT fUHE IP Hudik il RE 5 _Fiddn & Hr AR ] o
3. 9T/ MQTT =8,
ESP32-C3 MQTT i] %
s

’AT+MQTTSUB=O,"topiC",1

i . <

’OK

4. KA MQTT JH S (7458 )
B AR B AT TH R RIS, BN 427 7Y

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32-C3 MQTT %#i#:
i

AT+MQTTPUBRAW=0, "topic", 427,0,0

N . :

OK

>

b R AT CHER OB AT R, T DA AN, 24 AT S0 i it KRk 3
<length> 5, HHatehiitin.

+MQTTPUB : OK

PEHA:
o ATHH > TG Bn P IRR AT TG S SO AT TR L, AT AR T4 % (CR-LF).
* 4N ESP32-C3 MQTT %A H M AAIHE , A MEERF &4 ESP32-C3 MQTT 1] [ & lindl /i -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "O", "Host": "httpbin.org","Origin":
="nttp://nttpbin.org", "Referer": "Nttp://NtTtPbin.org/ ", "USSer-AJEeNnt " jiAk5:)
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
Chrome/91 . 0.4472 114 Safari/537 36" "X-Amzn-Trace=Id": "Root=1-615058le=
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(S B0
! )
5. KM MQTT 4%

iy
’AT+MQTTCLEAN=O
Mg .«

[ox |

443 JLT TLS iy MQTT %4 (ifi 24 Hhildt MQTT {R2H)
PA"R 7 B[] R W B ESP32-C3 JF Jcple, Mo — i MQTT %A (FUEN MQTT RAi ), )
— P2 MQTT i % (AUERN MQTT il & M ).

NI T A BT TLS A MQTT 8. 15 e i 28— 74 MQTT {3, f&ik MQTT I
IP ikl 192.168.3.102, 11k 8883,

WP BEHPLESP32-C3 MQTT % i & F ki #AE X 35 ZAE ESP32-C3 MQTT KA & it ATEIAT, DA
ESP32-C3 MQTT ] 4 & FF ki #fE L 75 ZAE ESP32-C3 MQTT 77 B & bt AT RI ] o SR BRI 4 51
SHTERR i 0, RS BAE A 2 b AT B 2 i A T o

1. &KX FI SNTP R %48,

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com" ‘

i . <

[ox |
2. #¥if] SNTP Ha],
i

’AT+CIPSNTPTIME? ‘

i . :

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRV SNTP 58 W g 5 _EaRma i i AN ]
* PR SNTP ] — & & E LA RUIE], ANBEZ 1970 4F K2 Fif i B[R]
o PEEINEZ A THE TLS IAER AR IS IEF 0 A %0 .
3. & MQTT HI gt
ESP32-C3 MQTT %7
s

’AT+MQTTUSERCFG:O,4,"publisher","espressif","123456789",0,0,""

M .

[ox |

ESP32-C3 MQTT ] % :
iy s

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

M B -
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[ox |

4. B MQTT HE#J&1E-
iy

’AT+MQTTCONNCFG=0,0,0,"lwtt","lwtm",0,0 ‘

i B <

[ox |

5. JE#: MQTT B,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

i B -

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK
L
o A MQTT BRI 4 5 MQTT L3 IP Hudik il RE 5 ik & th A [
6. 177 MQTT 3=/,
ESP32-C3 MQTT ] % :
e
’Z—\T+MQTTSUB:O, "topic",1 ‘
M B -
[ox |
7. KA MQTT JHE (F4FH ).
ESP32-C3 MQTT %1%
e
’AT+MQTTPUB=O, "topic", "test",1,0 ‘
Mg |3«
[ox |
PiHH :
o 45 ESP32-C3 MQTT A Af# M AfAIHE , PATNMEERF&7E ESP32-C3 MQTT 17 [ i 7 «
’+MQTTSUBRECV:O, "topic", 4, test ‘
8. XM MQTT #4% .
i
’ AT+MQTTCLEAN=0 ‘

i Y«

Lox |

4.4.4 JET WSS i) MQTT &%
AR RG] R P W B ESP32-C3 JF Actie, b —Hffoy MQTT %A (AEA MQTT AAiE M), 7
—BAEH MQTT 4T g (A4 MQTT T & ).

RPN T A RS WSS g7 MQTT 482, MQTT HBA 4l matt.eclipseprojects.io, B
AR matt, WOk 443,
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F%: PPRPPAESP32-C3 MOTT & A7 & I KA 75 BEAE ESP32-C3 MQTT %A & i AT RIAT, DA
ESP32-C3 MOTT 3T & JT ki #AE A 5 27 ESP32-C3 MQTT 1] B sm AT RIAT o IR 44 A e 1
RIATFEMR st , D5 B R A 5 i AN 1T B S AT

1. B X SNTP R 45%s .

s

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

i B <

’OK

2. Z¥if) SNTP ],
e

’AT+CIPSNTPTIME?

i B -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

AR
o TR SNTP 255 mT B85 Lk i i i R[]
o IR SNTP fifa]—E 2 B LA R R, ANEEE 1970 4F K 22 Hil Ay B 1R] o
o UEHTIEE R T AE TLS A GERHRIIE 5 A 3500 .
3. &'H MQTT H FE .
ESP32-C3 MQTT % #id
iRt

’AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,"mqtt"

M B -

[ox

ESP32-C3 MQTT i] %
s

’AT+MQTTUSERCFG:O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

i B <

’ox

4. R MQTT UL,

’AT+MQTTCONN=O,“mqtt.eclipseprojects.io",443,1

Mg |3

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443", " /mgtt", 1

OK

iR
o fHI AR MQTT B4 5 MQTT 03 IP Hutik vl B 5 _Eik iy & A ]
5. 777 MQTT =45,
ESP32-C3 MQTT ] 4% :
e

AT+MQTTSUB=0, "topic", 1

M .
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’OK

6. %:Ai MQTT 5 E. (54FH).
ESP32-C3 MQTT %41 :

’AT+MQTTPUB:O,"topic","test",l,O

Nl <

’ox

LR
* N2 ESP32-C3 MQTT %A M AAHE , PAMEERF&7E ESP32-C3 MQTT 1] & e -

’+MQTTSUBRECV:O,"topic",4,test

|

7. XM MQTT 8.

’ AT+MQTTCLEAN=0

M B -

’OK

4.5 MQTT AT &8; zo73 61

AR BN AR @ L AT fir %X AWS IoT,

R A KA MQTT AT ar AR E, TS FMOTT AT & 4% . fRTF20E L 5 AWS IoT JF
KA AL AWS 0T,

TR IR PAN AP BR8] ESP-AT 5431 ESP32-C3 i #7i%H5] AWS IoT.

o I AWS IoT 3% B3E 5 vA B endpoint

o f& F] MOTT AT 442 F R E)INIE i 35 AWS loT

4.5.1 M\ AWS IoT 3RHUUE45 UL B endpoint
1. BRI AWS ToT 5 GikS, PAMYZ ToT Core services,
2. ¥ HR A AWS ToT %5 P Egui Bl AWS ToT 5l . S ANER
AR E PAS DA N UE BRI S

* device.pem.crt (IX£FEF)
« private.pem.key (FL5%41)
+ Amazon-root-CA-1.pem (1R CA jF45)

3. MR SORY SR AR EGG AL (endpoint) DA K 1 A ANALE 1 TR AR 4 90 1 B e

I SRS RN “xxx-ats.iot.us-east-2.amazonaws.com” ,

ik SRIVABUEAE AWS ToT JF RN R DA R ARG v R B A — SR 2

* AWS IoT 5 2 A DA AUA FYRET . FPAY]. FIRUET.
o A RAMTEE UL o
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o DICH B PEAR 2 M (Ohio).,

4.5.2 f§il MQTT AT iy A 2% F AU AUEZER: AWS ToT
Brur 15
T4 ESP-AT TH2, FEHUATU T #4E:

o ffil] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffif] device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e fiiffl private.pem.key Fft customized_partitions/raw_data/mqtt_key/mqtt_client.key.

ivERGEsR AT 1R

%1 ESP-AT Tl H VAR AT &5, IR B PEbEsR 2 i ESP32-C3 s . BT MREZ(EE, WS Ak
%% ESP-AT L42,

il A G ESP-AT TARRHAIL TS, T EHEAN AT fir SR AT, B2 4o 7 2
# PKIBLE .

5 H AT iy 26455 AWS IoT

1. %8 Wi-Fi £i34 station.
i

’AT+CWMODE:1

Nl B <

’OK

2. ¥ AP,
i

’AT+CWJAP:<ssid>,<password>

Mg i«

’OK

3. % E SNTP Server,

’AT+CIPSNTPCFG:1,8,"pool.ntp.org"

M .

’OK

4. #%if) SNTP B[] .
e

’AT+CIPSNTPTIME?

M .

+CIPSNTPTIME:<asctime style time>
OK

B :
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o JLHFERASHY <asctime style time> DAZ R % B X B SERFEFIR) , 75 00 5 PRAAIE A 500 1 3 B0E
BRI
5. &E MQTT H )@t
s

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""
M 3.
[ox |
AR
o AT+MQTTUSERCFG H45 — ¥k 5, BRI AE, ANAJE M.
%4 AWS ToT,

AT+MQTTCONN=0, "<endpoint>", 8883, 1
M B -

+MQTTCONNECTED: 0, 5, <endpoint>, "8883","", 1
OK

BiHA :
o AL <endpoint> Z:%5 Hh IS 451 <endpoint> {H .
o JCYATE R ] 8883,
7. AT FHE .
’AT+MQTTSUB=O,"topic/esp32at",l ‘
M. :
Lox |
8. KAHE.
’AT+MQTTPUB=O,"topic/esp32at","hello aws!",1,0 ‘

Mg |3«

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

ABIH

Eﬁﬁﬁﬁ%@?:

1. ESP32 i H i
2. AWS j El,u

4.6 Web Server AT 734

AR EZENZ] AT web server IR, 29 L AR LA T I B2 -

Wi-Fi fie. 1

T OTA B 5+ 4
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to topic
I topic/esp32at x

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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o &R AZ AL R AT Wi-Fi BRI
o & A MAZ AR/ BEAT OTA B 2%

» ESP32-C3 1# ] Captive Portal %

iz BROAR AT BE{EIEASZR: AT web server [ZNRE, 155:% Web IR %% AT 44 J3 %IR8

4.6.1 fEHIFGLES LT Wi-Fi B
(B
@i web server, FHLe PC nJ DABEE ESP32-C3 #4i) Wi-Fi JEHF EL. 80T DABE AT ALk ol i 25 4%

3| ESP32-C3 ¥ 51y AP, @i W VEaRFTITRCM M 0T, F-FF Wi-Fi LB B ik 4y ESP32-C3 i5t4t, A5
ESP32-C3 SRR G L5 BB 18 2 RO th s

Wikt

BATRRAE AT DA AR =2

o o i% %&-i% 3% ESP32-C3 1% %
ORGP R-Y € AT EERN

DG CT AT

MC e 7 i 42 ESP32-C3 Bedy ¥ 4G, N VLI s s ESP32-C3 %, ESP32-C3 i B BN
AP + STA Bz, H-BIH—4> WEB RS54 FMHF M EE , X AT 6y 40 :

L EBRZ BIRIECRAEE, PR RRICM AR, ATRER AR AR OR B 2 R RO L L5 B AT 52 WEB fiik
S5 as ok,

¢ Command

’AT+RESTORE ‘

2. Jit'® ESP32-C3 #4454 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3 ‘

3. iX'E SoftAP 1y ssid Fil password (15 B ERIA 4 $E ssid N pos_softap, TCEEHY Wi-Fi) .,
¢ Command

’AT+CWSAP:"pos_softap","",11,0,3 ‘

4. (EREZ .

¢ Command

’AT+CIPMUXZI ‘

5. fi] g web server, ugl1: 80, f KIEHEHIE: 25s (BRIAFK N 60s).,
¢ Command

’AT+WEBSERVER:1, 80,25 ‘

G, B biday 453 web server Ji, FTIFRCI s 10 Wi-Fi ERZIIAE, 4 ESP32-C3 i H) AP:
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WLAN [ @

Al A WLAN %%

pos_softap
EERE (Rrl_LM)

)

1: #3 ESP32-C3 AP

i YXIJZESZzJéﬁLI_Jh B TERCM B R 3] ESP32-C3 45 J, BIInl A& ik HTTP 3K, o &R A M

HASAfE R (R, WSS EC MR SCRF I M s B AR A AP, i, SRl I FHLi% 325 ESP32-C3

) AP, MW%HLT AUAE N ESP32-C3 B i AR . ) E‘?ﬁd %%EP%J/\ web server BRIA[F) TP Hihl:

(AR 1B BSP32-C3 4 #9 SoftAP IP Hiik, BKAN 192.168.4.1, fi] At AT-+CIPAP? fiy 42524

Hi) SoftAP IP #ihit), FTHFHC I FEIT, i A PR 6 th 27 A ssid paSSWOFd sl TR REETHF
Gl ML

F P AT DA C R DR e SSID i AMEA J5 Y N HIHE, A 7F ESP32-C3 RBfhiziy AP 5%, w#Hip
AP JHii A password J5, iy “TTAAECI” RIFATEEhECR -

MTIACIIES A TR B S B s A

LI L BCRBS, WITCR B 3P, A ARSI BT, TR A ESP32-C3 Ay TP Hulik, T
BETIF R

[, AEAR H SR an e R

+WEBSERVERRSP : 1 /] REKE BN

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O REM Ak BB R4 %, it T NE K wEB ¥

AR BC R I, R R
I, FEES D R 4 5 6L :

+WEBSERVERRSP : 1 /] REKE W]

%l n%ﬁk%@ﬁ%&u&%‘éﬂx IP #yf5 B, MCU_
SN EK R AN E EE i, 0 %

>'f$

LB HERR
VEWT 10 B TR RN R “BUE IR RN . TE A AT ESP32-C3 Mtk Wi-Fi AP 2B IEM S, AKX
AP BIFH RELE, HHIAC 25 A LA AT 6529 W3 5 web server,
4.6.2 MRS T OTA [ fFF-9%
iy

W YT ESFTIF web server RIS, W ABESIE A OTA FRE T, 828 90 5T FFEH F 43 X o [ 2k 2
B KRS R ERIECE (S5 SR e T 237 PKIRLE TIEZIEHHE).
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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Wikt

T OTA T E &\
RFERITH SR

AR AR
RILOTA #5 R

FIOF OTA ¥ viim i, sSEMITA M “OTA FR” #0i, F1HF OTA e L5, W AEAE 4]
[l A . AT Core i

PEW 1 Y30 AR HE ESP32-C3 Bibk i) AP, i35 1751) OTA Ji B UUTHI 415 %5 ESP32-C3 FBIE LA
[l A>T Ry, A AT AT S 5 T

eI 20 WU BRI CURTE R S EOH P R Y AR RS, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% Kib4iF ESP-AT 1T.42)

WHGRAS S, B ECECAR S I RRA CAR DA T B R PP R AAS o
PePf BEATFI sy X N, mialy “Partition” NRIHEAAREUIA AT ATH I 23 X :

Be KRR np, Rl SRR RN SR, R R A AR -
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL X BRR B E A TR A . B 44 B S B0 L bin, T EROR R
K/NAREHR partitions_at.csv XHHE X ota 4K K/, A XHCHETEAFEE, ES% X
Ry 4o T3 o — AN F7 04 420 3.

BEW] 20 XFFHE X, M SRR E IR . A RS Bl cbin. IR E R R
INAEGERLT at_customize.csv A HE XA K KN B RZISHERTEAE S, 1§55 4T A

AR OTA £ e, FEPEARR, FR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF B ER ota B 4 H e
+WEBSERVERRSP : 4 /) REFR G B, ota B 4%

AU OTA AR RN, i “THRM, R e E:
[, AEHR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ot B K
+WEBSERVERRSP : 5 /) REkBKRE ota B KX
~HERET, R LR P EHT o2 BHEAL

W, FP B EFHATA OTAL

BEW] 10 XHF ota 73X, FREIMATAT+RST )5 ESP32-C3 DAN T E1T: -

BEW] 2: ESP32-C3 LA HICEIY ota BFNE . (A K HICE 1 e K EENES, FrAT R
Hog s K A A IR

4.6.3 IS/ DR T Wi-Fi ficH
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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wifr

/IR 0 S /R R ESP32-C3 A I AP, FFI B/ IVEL 5 T B 1 AP
= {42 ESP32-C3 B4, ESP32-C3 Al it i RErs B FE BB RV AP, H i A1 15 /IVEL e i 0 5
ARSI E

H % ESP-AT SUfE/MEFFRT 2024 45 12 J] 31 HRAL. FERCIE], GSMchr ™ b O ReAg . it )s
DA, BOSECR REERTST, FATRIBRHCN SR ST AT 2, IR BRI SO

Wikt

BEATELRAE AT DAY A LA U2

Bt B ESP32-C3 % & %3
e BT AT

H 7 AP it 45
FATE A

MLFE ESP32-C3 et S8y 7 ik/MEfy i ESP32-C3 i35, ESP32-C3 i LHCE N AP + STA it
X, HAE—A WEB IRF5&HERMEFER, XIVAY AT @&l :

L BRI, AR RRIC AR B, RTRE PR AR IR B 22 W AATICEL (7 AT 52 WEB fiRk
S5 an ok .

¢ Command

’AT+RESTORE ‘

2. it & ESP32-C3 #4454 Station + SoftAP i,
¢ Command

’AT+CWMODE:3

3. iX'E SoftAP 1y ssid Fil password ({135 B ERIN 45 ssid A pos_softap, password >} espressif ) .
e Command

’AT+CWSAP:"pos_softap", "espressif",11,3,3 ‘

U WS/ EFEERAA ] ssid Ay pos_softap, password “Aj espressif ) SoftAP & Atigds, Hhfs:
f ESP32-C3 B i S04 I R BC B A T8

L (EREZ .

¢ Command

’AT+CIPMUXZI ‘

2. B web server, Uil : 80, FRATEHEMIT]: 40s (BIAHK N 60s).

¢ Command

’AT+WEBSERVER:1, 80,40 ‘

IR/ DEDT  ATIFFHURLE, R T TR —4ERD
FIOPRUR /MR, SEABC R B -
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

HE.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 =

—
— e . B
B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S
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2. B G, AR R “HERTFLR T SRS, AL FYGE 29T, BEH ESP32-C3
BRI H Bl R B A RO AR i

@A SSID

666888666

Message

S

AR FHAS

&l 20: JTURiEHE] AP

3. EBIW%%E/JV‘F J7 BT S8 DA B HR 1 i 1 B0 5t 5 B “Rr AR H AR AP AR ASHLEC R T
L —FE, Z% L3

5 WL BB
BEW) 1 W TR B RS R IR R . 15T ESP32-C3 BiEL) Wi-Fi AP 2R IEHFF S, AKX
AP PUAHERLE, AT L5 A IEMA AT 62 213 H web server,

UL 20 FEP DO CR S R AP RIK . SR A L M B 19 Wi-Fi BRI RE 2 4T IT, Kk ESP32-C3
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEWI 3¢ FCR R R ARG RAER Wi-Fi FCE 7. i Tl TALIERE ESP32-C3 ik AP, 1
A ESP32-C3 Bl ssid, password E.'ééi’ﬁﬁﬁti?ﬁ*ﬁ@%iﬁﬁ@ﬂﬁ

4.6.4 (A DR ST OTA WfETF2

Bl /BT S 50 L ESP32-C3 AT BIPEF L, 1657 Lk | ESP32-C3 38 4 5 MO LIRS TR
528 ESP32-C3 BIM M (WD ALER M SE SIS, AN TR, SRR, BT OTA
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W TH AR5 B I BE 4 AT OTA [ PFTHRRML, WS 1 A ) W 35 24T OTA Bl # I+ 28

4.6.5 ESP32-C3 i l}] Captive Portal Jjfg
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

JEi ] Captive Portal BHREJ , #i5% FiRBL M % &% 4% ESP32-C3 % & [F) AR 358 it ESP32-C3 Bl (1 fit
B, RJG I ESP32-C3 {4511 AP:

WLAN @

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

n_kJ&l, station L ATIEHATIT Captive Portal JyfERY ESP32-C3 451y AP J5, #/R “H8srANIE", )5
S5 ELETTN SR, FEBEREE) AT web 05 FLIiT. 4R AEE SUBKEE, TR station A MR, At “IA

HE” g b BRI RY “pos_softap” # S ZFR, F-ahifilik Captive Portal H #l$] X Wi #, #)\@J AT web
FEE AT
W B HERR

BEW 1 JEAEAUT (station ¥4, AP %45 ) #B3Z¥F Captive Portal DJREA REARUEZ IR IEH A, Bk, %
u% 4% ESP32-C3 %451 AP FEHE/T CEEFANIET, FHEG EsziF/\@J AT web [ T 5L, FIAE
12 station %45 AN IFZINRE, I, ES % Fadak R R 2R B M AS 8 1 ER S E T 33T T AT web
FES TR

4.7 HTTP AT 541
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AT BRI ESP32-C3 i BIZATHTTP AT 4 4 5 i QI HEA R Bl o

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.7.1 HTTP % pii HEAD 52K J5 1

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.7.2 HTTP % jui GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
Qi)
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+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

473 HTTP %) POST Wik itk (GEMT POST Aitkei)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.7.4 HTTP % ;355 POST iRk itk (et k)
R G POST Wi EAI M K £, B4l TH & AT AR K M 256, W)@ 3 & A DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.7.5 HTTP %y PUT iR Jiik GEM T ICBdkifse)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.7.6 HTTP % PUT §5RJjik (Mt i)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(N oiakzn)
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by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.7.7 HTTP % jii DELETE 2K J5 1:

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT: 282, {
" args ". { } ,
"data": n "’
"files": {},
"form": {},
(N oLaksn)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
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o f& Wi-Fi 2 X F % & A Modem-sleep 72 X,

o & Wi-Fi # X Fi& & A Light-sleep 12X,
o X # A Deep-sleep 12 X,
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1. Active Bigh: WAL T TARRES . AR, ZH R E S

2. Modem-sleep #izl: CPU W[iafy, HFBhl#ilcE . Wi-Fi BA7. W 3 FUEH A .

3. Light-sleep #ix: CPU {5217, RTCJ’?—@%%%%MWM&ULP VML PR AT . AT A e i =
(MAC. FE#L. RTC @ZHf#§s /N W) # Ml b

4. Deep-sleep fHz: CPU AR, N RTC f7fifigs fl RTC AMEALT TAERRES.

BOATEOL T, ESP32-C3 AL RS L NEUEA Active B, 2 CPU ANFE—E TAERS, HIHANSERFINR
BRI , ARG AT PAE AR FER

ESP32-C3 [JZh#E, S5 ESP32-C3 RIS HBARKAME 15

i
o Kol iATE Wi-Fi *ﬁﬁ%ﬂﬁ%*ﬁﬁ?’{% ESP32-C3 % A HEARAR L .
o IR Wi-Fi B0, HfF station B Modem—sleep #izUHl Light-sleep iz,
o MT W AR T Light-sleep i, HHRIMNBAEAE 32 KHz Fifk. W1RAMNEBAAELE 32 KHz
iR, ESP-AT ¥ TAE{E Modem-sleep #={ .
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ESP-AT iR AR 4

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

<major>.<minor>.<patch>.<custom>

Hrpe

y <majc;2>§ﬁ~7£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA
5, ARSI

<major>.<minor>.0.0

oo

o <major> N FEFMA. Bl release/v4.0.0.0 RFEFHEKREH, WEOQIES | ADIGG A S H.
BRI A EHE R

o <minor> KRB A, Bl release/v3.3.0.0 fCFARIER, WE L5 Piessm: . ESP-IDF
WA TS . 1R RS SE

WHRNTOUT, FrAAnn AT BPERAE LA S LT 2R, ERIRA ERE)S, 2K AT B
] % %A1 73 52 %) GitHub,

o SHTRREIT SO H S AE master 43¢ BT, ARG EIRAI D L.

o BB S H S AE master 7} 30 EHHT, WISRMETVE, SEHFEIRAS S E.

54 2RIV

ESP-AT {1 1~ 1 BEMA RV BERLA AT AU 0 S FEIIIR . SRS | WA L SR, KR R
{ft 34, 1 ESP-AT 23T ESP-IDF JF& 0 H , [Hit ESP-AT 13 f:-01 L2 32T ESP-IDF () 345
AR, 43T ESP-AT & MAE BT :

AT fRA& (Bt | X E41& A& | IDF R IDF T3 HARR AL | AT #rhRAE KT
i&] ) A dl
v4.0.0.0 ESP32-C6 V512 2025.12.30 2025.7.30
(2023.12.29) 2025.9.30
v3.4.0.0 (2024.6.7) . Espa v5.0.6 2025.5.29 igggézz.?
« ESP32-S2 -
v3.3.0.0 (2024.5.9) . Espaaca | V306 2025.5.29 ;8545;.;22.;9
« ESP32-C3 -
3.2.0.0 ~v5.0.3 (24b9d38) | 2025.5.29
Z2023 7.28) * ESP32 Y03 ) « ESP32 & %
e « ESP32-C3 1o IR A
v3.4.0.0
. ESP32-C3
& & 7 A iR
K v3.3.0.0
ESP-AT 2% % A fiuAS 32 R I0IR A F

o SCRRARR AR 551
WM AT BATiZO B AT BTG, 20HRIEMZ SR T —A4 AT A R ik, F—
A~ AT JRAS Y KA [R]85 7R 100 F A R TR B8R, s X)) ESP-IDF 37 7 40
B Z5REILAN A (AT EAULE A 400 A %Y ) ESP-IDF U4 )
o STRFHARR 0 23 1
WHENMRS WG R, F1Z0 5% ESP-IDF SCREIFR 455K (AT RAuiB g/
A%t 7% W) ESP-IDF fft4%) . 40, ESP-IDF v5.0 {32 #F 1 BR %] 2025 45 5 H 29 H ,
H82, ESP-AT v3.0 ~ v3.3 4 R3] 2025 425 H 29 H.
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Service period (Recommanded for new designs)
Maintenance period

v4.0.0.0 ---------- 29 f])ec 2023 30 Iiec 2025 -
4 _ | | | | . | | |
« i i i ; H ; ; 1 1 ; i
g VBA00 7 Jun 2024 | : 29May 2025 0o
[ : ; : : : : ; 1 : :
= i i i i . i i |
< : 5 5 5 i ; ; : a 5 :
A V3.3.0.0 roreerrerieree s MIAWE 2024 ; 29 May 2025 - ---eeeordeeeeeeee oo
v H : H H * * ¥ . ; : H
23] : : : : ! : : :
v3.2.0.0 - 128 Jul 2023 § § 7 Jin 2024 | . 29May205
i i i i i i i i ; i i
2 X S [ B ) < ) ©
© o° W & o « N Sa o° W
Pl 1: ESP-AT JiAS SCRHIRR
R

o —H AT RZAAHIIA, MIHBAR SRR RIIR SRS R, #EA SRR 431 .
B, AT %15 T v3.3.0.0 A (%4F%F ESP32-C2 1 ESP32-C3 :f5 1+) , #4 ESP32-C3 1)
v3.2.0.0 MUARY SZRF R AU AR 55 45 o, HE A SRR 4EH3 5 ESP32-C2 ) v3.1.0.0 Jit
AP SCRFIBR I RS BIEE R, i A SCREIBR A 4E 311 .
o N4 GitHub K5, 51T5 AT pa R4 A, GitHub RFS7EBNRCAS A& 70 B B s A . 43 A
[ AT [&{44 Bugfix MUAR LA, 1EMUT T+ 2% Bugfix U4 B9 RLk] .
o TER PR A R A L R T, ERC T T R A R AR
o TECFFBIFR N B ESP-AT A AKRF4RZEAE GitHub 1) %154y 32 T E % bug B . LB R 5,
H AR T B 0 A AT B Bugfix B

5.5 FE 401 AT EPERAS
TR LAT+GMR fr 5255 AT BIRAME L, BHAT+GMR 4 FIS B0 TREZ 54,

5.6 TPy AT JiA K Au

o B—W: BFMuy GitHub W5
o B PFL R ILayilfe
s H=F EHAEA LR

5.6.1 i5—3b: BaEN GitHub iK'S
TEFFIEZ B, 56 BRI GitHub S B3 I K 70 T 2 A .

5.6.2 b dEPEE R
i) ESP-AT O, Sy A A watch, Ffdy Custom.
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= O espressif / esp-at Q +

<> Code () Issues (98 i Pullrequests 12 ) Di 5 (® Actions 3 Projects

@ esp-at Public Edit Pins Vatch 50 = % Fork 684
Notifications

¥ master - ¥ Goto® -+ Participating and @mentions

Only receive notifications from this repositon

when participating or @mentioned 1 for ESP32/ESH
@ xcguang Merge branch ‘bugfix/. IIESP32-
All Activity
) Maotified of all notificatior
B .github "
Ignore

B .gitlab/ci Never be notifi

B bootloader_compaon... chore: Updatec Custom

components
docs
examples

ETN
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5.6.3 b @il kA ]

£)3E Releases F 51 Apply.

O espressif Q +

<> Code (-) Issues 98 I L) Discussions () Actions [ Projects

@ es p-at Public 4 ¢ atch 50 % Fork 684

< Custom

¥ master - P , Goto: , I'I'I
1 for ESP32/ESP
xcguang Merge branch ‘bugfix/. Issues IESP32-

Pull requests
.github meleases
.gitlab/ci docs: Added the ¢ Discussions

Security alerts
bootloader_compon... ’
components

docs

examples

main

P 3: gAY (RETeR)

DORERESE I 1T AT KA. A8 AT AR Sy, o203 GitHub AYE AT
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Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ASCRYTEA N T AR A i i ESP-AT AR, 05 A2 U [ e 2 ESP32-C3 4. MENAR T 7
K A0 Bl TR R TR, IR EE & AT & v gl R4 T IR A R 45, IR ARRR%
Ji%F ESP-AT T#2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

6.1.1 PEANBER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

6.1.2 5—3L: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

T R4 ESP-IDF v5.0 Huil A 1] SCR (355, 520 hello_world TREEMIECE . SRiFVAK FHEEMZE
ESP32-C3 J K558 .

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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6.1.3 5 2b: 3KHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

¢ Windows
X ESP32-C3 RAB , HEEE A L AN FRiz 1T ESP-IDF 5.0 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
HIBIABRAE N Suserprofiles\esp. A DAKF ESP-AT 2R AL E AR T, (HIFHEEAE MM iy
AT B . R, BSP-AT ASCRFl A 2 I AR .

6.1.4 552 RAEIRBE

BATUH TR install R, M2 % TR K B 32 R KM Python £, ESP-IDF 63 J% DA K
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

URR A — LR BT, 170 ESP32-C3 s bdf LA T M Bk il

e YE¥ Platform name, 4N ESP32-C3 £7%ik #5164 PLATFORM_ESP32C3, Platform name
Hi factory_param_data.csv & X .

e % ¥ Module name, i 41 ESP32-C3-MINI-1 #i 20 %% $%& MINI-1, Module name M fac-
tory_param_data.csv & X,

* JHHEEE silence mode, Jo JHIPRAMNER—L8 HAEFF B FEFR RN — MG 00 TG4 .

* {5 build/module_info.json XMAFTE, LR =AECERTEASHI. FHit, WREHE
BB EALAAE R, WM IZ S

6.1.5 DUk Rk

fii FH USB 414511 ESP32-C3 i #1443 PC I, PAURNEREMFs it HAE, H51E W tiEds. W2, W
REHE IRt AR AR 3% AT ey AR AT WL, WIRTREEN, “AT MR E8%. T HEBRERIA
i VG Bl % 4o TR B AT 58 0 5 i
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6.1.6 5hib: FCE TR

2f7UiH T.H menuconfig A HE .
 Linux B{ macOS

’./build.py menuconfig ‘

* Windows

’python build.py menuconfig ‘

R PA_EFTAT A BRERIERR , DU 2 L T T Y SR B -

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
security features --->
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

1 TR -
MR IO KIEIL T80, AVICSAT G, RS TSI ARSI, A4t
i HRBRA B TR
6.7 A Gk IR

BITPA N A2 gmit LAE .
e Linux B{ macOS

’./build.py build

¢ Windows

’python build.py build

WEAREH TR IR, BERS SRKRIE. AR E AL ota 7} KK/
¥ RTE build/ factory BAR N AEMIT QIR EIF. EZEEHS LESP-AT B 25

6.1.8 S5Lib: RekSIBes

IBATPAT a2 Re A2 U [ 442 55 31 ESP32-C3 55 b
* Linux B{ macOS

’./build.py -p (PORT) flash

¢ Windows
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python build.py -p (PORT) flash

HEETE A ESP32-C3 &R H A PR (PORT) » B E 4 IAH/RE B E (Fe %3 flash . 398 T5 %
HEREF (PORT)

% ESP-AT bin ANgE/E 3, F HFT B “ota data partition invalid” , %1547 python build.py
erase_flash REMRIEEA flash, IRIFHHTHE AT [,

6.1.9 build.py [}
build.py MIAEET idf.py M TH (B idf.py <cmd> TEEHMLEHE build.py <cmd> H),

AT LETTA R e BB 2 k.
e Linux B{ macOS

’ ./build.py —--help

¢ Windows

’ python build.py —-help

6.2 M4k ESP-AT T.f¢

SRR T Tﬁﬂﬁiﬁﬁ@ﬁéﬁi% ESP-AT TAHE. MERIAME 7 & A4 a9 B JovE 7oK, anfsss
BLFF 5 WebSocket 7y 7% - K PAImDNS 53 7t AP AR5 Bidii ESP-AT TA2 . IH W AR A IS B0 %5
ESP-AT T 4%, {HANSREAME @I H A WXE, WIS ARSCRY, @it 415 ESP-AT T%.

TR PIGUGRRNG AT BSIPE, G SRR A CIty™ i EL AT RS S e -
WPRATLE PRSI R B 8RRz, T a2 n] e A .

6.2.1 TEANDER

TR N TGP BR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K ik .

%— BRI GitHub K5
% =% Fork ESP-AT T3
% =% R GitHub Actions 7 5%

Fv9d: B E 4hiF ESP-AT TAEFfE 69 % éﬂ
AW ARA github.dev % % 3545 B Ao 1 XA
%<1 GitHub Actions %35 AT B

6.2.2 45— BN GitHub Ik

FEIFURZ W, 550 Bor Y GitHub K5, [RS8 (75 28 SRR

6.2.3 45 p: Fork ESP-AT T /¢

Vil ESP-AT @0, midi i A B Fork,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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i create fork EHIGER A CH GitHub k2T . BRIAM Fork {3 Il master 4} 37, QNS AREEHIEL
FHEEW D BN, WHEGE 2% Copy the master branch only.

¢z Edit Pins « @ atc 0 % Fork 334 W Stared 596 -

107 i1 Pullreq ) C Actions [ Proj

Create a new fork

Owner Repository name

° ustcew~ /[

By default, forks are named the same as their ; ca mize the name to distir
further.

Description (opt

AT application for ES 5P- C3 ESP-IDF &

Copy the ster branch only

Create fork

¥ 3: 41 78 Fork

6.2.4 5= JFK GitHub Actions jfig

MO FE R Actions 3 A GitHub Actions T [ »

Hidi I understand my workflows, go ahead and enable them j5/f] GitHub Actions.

V)Y

J& ] GitHub Actions 52 Ji% .

6.2.5 PU: PCE 4k ESP-AT TR HEN Y]

ﬁn;ﬁﬁ?ﬁ Espressif OTA server {4 7 F1 OTA token, I HFF%Mli JAT+CIUPDATE 4 F14% AT &4, TR
éﬁ%mﬁlﬂﬁbﬂ% &, LDL..»mﬂﬂ CONFIG AT OTA_SUPPORT (FH XWZIEEE, HSH% A
AR github.dev % 5% A5 P Ao KAL) B E Bkt AR B

J ﬂiﬁ‘ﬁ??ﬁ’] Settings ¥EABE .
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% ustccw / Public $2 Pin @Watch 0 ~ {y Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master. il Contribute

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

% ustccw /esp-at | Pubic {x Pin | @Watch 0 ~

forked from espressif/esp-at

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

K 5: j5 /) GitHub Actions
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Actions Enabled.

% ustccw /esp-at | Public {2 Pin @Watch 0 ~ ¥r Star 0

forked from espressiflesp-at

<> Code [ Pullrequests () Actions [ Projects [0 wiki ) Security |~ Insights 83 Settings

Actions New workflow All workflows

I All workflows
0 workflow runs

Build ESP-AT Project
Reusable esp32-at workflow...
Reusable esp32c2-at workfl...

Reusable esp32c3-at workfl...

Management

E; Caches

)0

There are no workflow runs yet.

A 6: J3 i GitHub Actions 52 i,

% ustcew / Public ¢z Pin @ Watch 0 ~ ¢ Star 0

forked from espressifiesp-at

<> Code {9 Pullrequests (») Actions [ Projects [0 Wiki 7 Security |~ Insights | Settings

¥ master ~ Go to file Add file ~ <> Code ~ About o)

AT application for ESP32 ESP-IDF
This branch is up to date with espressiflesp-atmaster. il Contribute _» Sync fork & ESP32C3 ESP-IDF & ESP8266
ESP8266_RTOS_SDK

m

53

@ xcguang Merge branch ‘bugfix/relink_cause_to_crash’ int

B .github/workflows C gger GitHub Action if any push operation 2 days ago 7

components feat(core): Updated at core version to efo6eaff ast week ®
e
docs

examples

) Releases
main

> 24 tags

module_config

tools

B 7: pii Settings

Espressif Systems 304 Release v2.3.0.0-esp32c3-862-g7b9487c20f
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 6. #Ifa4 FAIT & H T AT T4%

Hiidi Settings -> Secrets and variables ->Actions #EA Action it & T .

“ode [ Pull requests Actions [ Prc M wiki © ity |~ 5 Settings

General General

Repository name

esp-at Rename

Template repository

Require contributors to sign off on web-based commits

Social Preview

Environments
| Codespaces Upload an image to customize your reposi

Pages Image Id be at least 640

Dep

ecrets and variables

& 8: 3 A Actions [it & L

Eiii New repository secret 3 AZEEHA] 72 T .

i A Name FI Secrets, i Add secret fE—NHIEEH. HALRZELHENZ OTA token.
T B T BRI A AR AN

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

WRTFEHE Z AR S AT B9, WHEE DR, RN FERES, A %9008 58 s
TUE R .
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

el 9: 4 BH T
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tions [ Pro O wiki © Insights Settings

Action ts / New secret

Name *
AT_OTA_TOKEN_W

Secret *

Add secret

10: A% 4]

Repository secrets

8 AT_OTA_TOKEN_ESP3
AT_OTA_TOKEN_ES|
AT_OTA_TOKEN_ESP32_PICO_D4

88 GitHub AT_OTA_TOKEN_ESP32_S0L0_1

= Email n

AT_OTA_TOKEN_W

AT_OTA_TOKEN_WROVER

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8

Espressif Systems 307 Release v2.3.0.0-esp32c3-862-g7b9487c20f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 6. WA ZiFHIF & H O AT TR

6.2.6 45 nizb: fEH github.dev ZhifH 75 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $T9F github.dev 44 23

IR GET 0, PR B MU 0 SE AR

(> Code % Pullrequests (® Actions [ Projects 0 wiki (J Security |~ Insights

| ¥ master - Go to file Add file ~ <> Code ~

Switch branchesltags % Ald ication for ESP32 ESP-IDF
master. 1 Contribute 2 syne fo & 32C3 ESP-IDF & ESP8266
[ | SP8266_RTOS_SDK

Branches g se_to_crash’ int

' master

Releases

> 24 tags

Packages

el 12: Ry 52

AL AL ., BT github.dev iR 2R TIT 70 SO AU

5.2 G or ¢

FEHEAA G, BRI 7 SR FR, FE R RR L, B BRI ) 23 S B A B 70 S A R

WG AR H 2 X

B+ switch to Branch, A,
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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-at/tree/master

produck/v

~+ Create new branch...
- Cn ew branch fr

1° master (default) -

shift + P

p

shift + F

OUTLINE
TIMELINE

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L

Espressif Systems 310 Release v2.3.0.0-esp32c3-862-g7b9487c20f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 6. #Ifa4 FAIT & H T AT T4%

Iy SR ESE N -

C { & github.dev/ustccw/esp-at/tree/product/v1.0.0

ESP-AT [GITHUE]
K5 .github
B components

E

M examples

M main

B module_config

# tools

.gitlab-ci.yml
readthedocs.yml
build.py
] CMakeLists.txt
R LICENSE
README.md

requirements.txt

[yhe) OUTLINE
Loa
Lt

TIMELINE

+¢ GitHub

Bl 16: 73 S BIE 5E

5.3 B WA

1& github.dev J%E28 PIE TS . BIANFF B WebSocket it 31 5% HimDNS hft, WIFRSEFT AR ZH AY it BT
{4 esp-at/module_config/<your_module_name>/sdkconfig.defaults M4, ¥INAITF4T:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

eGSR, Ry R EIE . A C SO S + BB

BSOS, AP E . Kl Commit & Push i3,

6.2.7 5,53 GitHub Actions 45k AT Wl

LR EN 2 )G, 2 B3k GitHub Actions 4t ESP-AT [, 152 4o T A GitHub T 3% #7
WGafRa A AT B PR SCRY, FEEITREMN AT B (HE: SORRW AP HRASE T H CIKS T esp-at
B EFATHY, TAZE https:/github.com/espressif/esp-at {32 )
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C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M x

SOURCE CONTROL madule config

#: AT
CONFIG AT ENABLE=y

Commit & Push |~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=Y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS _COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4071a65dd28b72656ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN NUM=5

CONFIG ESP AT FW VERSION="2.5.@"

Changes 1
[0 sdkconfig.defaults module... T3 9 + M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P& 17: B WebSocket 14371, 25 mDNS ZihE (fdimek)

C Y & githubdev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL module_config

# AT
CONFIG AT ENABLE=y

Commit & Push [~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a85dd28b72056ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c287f725de50d40871a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN_NUM=5

CONFIG ESP AT Fw VERSION="2.5.8"

Changes 1
[ sdkconfig.defaults module... T3 2|+ M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

Bl 18: EFEE (Raiiek)

C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

Y

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL medule config

20230321: Added websocket commands # AT

support and disabled mdns commands CONFIG AT ENABLE=y
CONFIG AT BASE ON UART=y

Commit & Push CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

. ) CONFIG AT WS COMMAND SUPPORT=y

hlfecanlia deraulisludl oo lia/ ot CONFIG AT MDNS COMMAND SUPPORT=n

Changes CONFIG_AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"
CONFIG_AT OTA SERVER PORT=80
CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a05dd28b72056ca7"
CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"
CONFIG AT SOCKET MAX CONN NUM=5
CONFIG ESP AT FW VERSION="2.5.0"

Staged Changes

# -Wear-Levelling
CONFIG_WL_SECTOR SIZE 512=y

B 19: 3l (maimeR)
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6.3 Il e AT % 1145 i)

A SO T AT & el ESP32-C3 R [E (4 AT porr 5 . BRINIE LT, ESP-AT fii i i1~ UART £2
FEN AT 30 —NHTFRB HE (AR HES ), 55— T RE AT G AElom . (AR
PR R 2o ) .
WMRMET 24 BSP32-C3 AT [, I H ARSIt & N, S iaitapy T & BSEL, M
FREZH A BB [ 5 WS BLE W0 ESP32-C3 345 1) AT b A, T2 T AP %R

o %% ESP-AT .42,

* 7F menuconfig it & T E.5§, factory_param_data.csv FEk& A& k6] I 45 1) o

. BiFI AL,

o FFr0Y bin S REF L &,

ASCRYEE S AT R M, i BT B T R E P IR TR (R R

ik (O EEOMEN AT ar 8 6 2% (1] AT SPT3% 1, AT through SPT Al {1} AT B 7% 1 -

6.3.1 ESP32-C3 %1

ESP32-C3 AT [& {14 H 7% i I ATy 4 1S BT DA H & Ch HEEH, 25 (ESP32-C3 HiR&% T
WY 2 F A A

sl H s 1135 D

BN, ARZEH21LAY) ESP32-C3 AT [& {4 F DA UARTO 45 il i H & :

« TX: GPIO21
* RX: GPIO20

TE4iiF ESP-AT TAERS, A {# 1] menuconfig Fe B T HRFHAZ MO H e 4 -

e ./build.py menuconfig —> Component config-—>ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config->ESP System Settings —> UART RX
on GPIO#

fEs e iy A i 115 D

BOATEOL T, UARTL T &0k AT fipQHHEIC AT Wk, HASHH & SCAE factory_param_data.csv A% H Y

uart_port, uart_tx_pin. uart_rx_pin. uart_cts_pin £/ vart_rts_pin %],
0] DAE FEAF factory_param_data.csv 3% H 5 Wi 1145 1 -

o FTITHEAHIY factory_param_data.csv,

o FRENELTAERIAT.

o IR ERE vart_port (WIERAHE AT HE RN HE AT ay4 10, WFEEE ST, R
JE N uart_tx_pin fluart_rx_pin fl AT HE D& —FE) .

o MIEFTEIKNE vart_tx_pin Mluart_rx_pin (EFEFIERFEESOER, REH TG
M, B3 AT HE DS R) .

o EANTREM AR FRIEYIRE, R uart_cts_pin fluart_rts_pin WEN -1,

o PRI
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6.4 MimpAe X AT w4

ASCRITEAN /A8 T QTR0 5 LH AT fir4, HSeqE ESP-AT TR E 2452 T at_custom_cmd 7631,
T ERE SRR BRI, FFLA AT+TEST iy 0 Bl n i A BRI B .

TEREE AT 21, e T
e at_custom_cmd A
HE X —EARN . ik RIS 2/ 0FEN T UL TE:

o {2 L AT 4 KA
o T EM AT 404 35t #4510
o # 37 CMakeLists.txt X
o R EHMMIIE T FTVAL BIF AT 142
SE R IRE, BATRE T Hian4d (AT+TEST) [z f7 K g i -
o “2iRiE {7 AT+TEST 4 4o,
T IRAEE T SR i air S, TARIE R TR B T R
LA EE 8
RIU A A
H ko A A Ak
ML o A~y AT
N AT 4438 1 3R I N0 2 3B
AT WA AT, DA SO B2, B B2 L AT dr A .

6.4.1 at_custom_cmd 1k

at_custom_cmd 44

TR PASE A2 at_custom_cmd ZH ) README f&j 52 T N E .

KT HAARS A X FIH, kS ESP-IDF W E R G0 /2R F 10 S0k
at_custom_cmd #4141} H b &5

at_custom_cmd ZH {1 H SEAEEF AT Frs -

- at_custom_cmd/
— custom/ - at_custom_cmd.c
— include/ - at_custom_cmd.h
— CMakeLists.txt
— README .md

BB H “at_custom_cmd” A5 DA H AR

* at_custom_cmd/custom/ H 5% F19.c X SRAZT B & L AT 49484 B R, 8T at_custom_cmd.c 3
4, FIFEMH SR P AM e S

« at_custom_cmd/include/ H 3 R .h X4 &0 8 E X AT 5213304 BT at_custom_cmd.h 3
4, ATAEMCH SRR AMIEh SO

» CMakeLists.txt 3L, HUA 23 @ L —L8A8 5 DA Gl A A ryp d g A, DAL S ESP-AT 3 H )4
. WZTEAE B2 41F CMakeLists SC{F.

* README.md 3Cf, HIRXZA AT .
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at_custom_cmd 2H{}: CMakeLists.txt 3 f}:

o B o ORI BN L bt sres

’file(GLOB_RECURSE srcs *.c)

o WELICF (at_custom_emd.h SCPF) A5 HR:

set (includes "include")

o e RO #HQE#FPJ@JJH@J*’J@%%EP
— 7 CMakeLists.txt 3C {4 R g & U AT 4 4~ K 5 b 22 30 41 R 4K . IF il
idf_component_register B2 AU MBIME RS, HAKT]£:2% idf_component_register.

set (require_components at freertos nvs_flash)

idf_component_register (
SRCS ${srcs}
INCLUDE_DIRS ${includes}
REQUIRES ${require_components})

SR R e o L AT 4 & K B *@ﬂﬂ?,\f’ﬂéﬂﬁ WHmEA esp-
at/examples/at_custom_cmd/CMakeLists.txt SC A4 F ¥ Il i 26 240 (AR . B an 53R {6 ] 2 T LwlP
A, MEBEE N R

set (require_components at freertos nvs_flash lwip)

o 1 E] SUBY M AT o4 2 WA FRVE R — B e 0 i) 5532 45 ${ COMPONENT_LIB} , #fif#
*If? AT AT PAIE B4 2% A R AT fir 2% AN EER R B2 A at_custom_cmd 7 f3if
0] esp_at_custom_cmd_register W AT 2Rk B -

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register
. n)

i WG A 2 ey iz M AT 4 4 53 M FRN esp_at_custom_cmd_register_1 NFEHE
VUGN EE

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_
—register_1")

at_custom_cmd Z11FH:

1. ¥ G & 3L AT 44K I INE] at_custom_cmd/custom/**/%.c Fll at_custom_cmd/custom/+%/%.h S rp (4,'_{:
&TM@%%%‘EE’J/J?X@%H%?C#F WEARAE A A, SRR R c UM AT 4 4%
QP DB

2. AR AR T AL, BT RERR AR at_custom_cmd/CMakeLists. ot SU: A I BE 22 44
MRS -

3. W at_custom_cmd APFAEEAS R, DML ESP-AT 50 H 7E 4 8 A RESR BZ AL, AR WA, 1k
FEH LT,

o Jjik—: HEAEMSITHIE AT_CUSTOM_COMPONENTS #3575 &

i
— B (path_of_at_custom_cmd) #4eH at_custom_cmd H 31 BUSL4E 0 R AR
O PAFS E A, Blin: export AT_CUSTOM_COMPONENTS=""~/prefix/my_pathl
~/preﬁx/my _path2”
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— Linux or macOS

’export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd)

— Windows

’set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

e Jj I 1t H A esp-atbuildpy L setup_env_variables () R E o oA K EH
AT_CUSTOM_COMPONENTS 525 g A0y, A Rilan T

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join(os.getcwd (), 'examples/at_custom_cmd"')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path

4. BEPEPATN IR L E B g AT [E44:
o Jiihir PR AR IF ESP-AT 5 B 45 SR E 1% AT [EE,
o JithTl: RYEM R 4 iF ESP-AT 5B A5 SR E B i AT & (ARSER T O ¥k T401% AT [E
4, W) BRI SR = Hrar_custom_cmd YAF R ik WGER # —AF ik ) .
6.4.2 HEX AT 52 b1
H X AT a4 RS

TE A E AT fir 21, WHICE AT i FR2eaL.

(RS GEAWIE
« OB + Ik
o FFFEE (A2, a~z). FUF (0~9) MHE—BFERF (1. 5. -, .. v ), THEE AT 4%
AR
£k AT iy i Z AT DAE DUARERL: a4 . Eifmd . WEGSHHITH S, HEE2EES AT 44
WG, EXrFRRA L. R AT+TEST SR IrA AR RL, FEE AR EBR R .
Ul Ewinges
static uint8_t at_test_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "test command: <AT%s=7?> is executed\r\n", cmd_
—name) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT_RESULT_CODE_OK;
}
S
static uint8_t at_qguery_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "query command: <AT%s?> is executed\r\n", cmd_
—name) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT_RESULT_CODE_OK;
i
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B4

static uint8_t at_setup_cmd_test (uint8_t para_num)
{

uint8_t index = 0;

// get first parameter, and parse it into a digit

int32_t digit = 0;

if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;

// get second parameter, and parse it into a string

uint8_t *str = NULL;

if (esp_at_get_para_as_str(index++, &str) != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;

// allocate a buffer and construct the data, then send the data to mcu via.
—interface (uart/spi/sdio/socket)
uint8_t “*buffer = (uint8_t *)malloc(512);
if (!buffer) {
return ESP_AT_RESULT_CODE_ERROR;
}

int len = snprintf ((char *)buffer, 512, "setup command: <AT%s=%d,\"%s\"> is_
—executed\r\n",
esp_at_get_current_cmd_name (), digit, str);

esp_at_port_write_data (buffer, len);

// remember to free the buffer
free (buffer);

return ESP_AT_RESULT_CODE_OK;

I3
PATAT -
static uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "execute command: <AT%s> is executed\r\n", cmd_
—name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

), Miesp_at_cmd_struct HiE AT firBAFRHISFFIZRAL, N m 7w B E LT 475N
+TEST (WS T AT) F SRR RSB a4

I WIRAE OEA A, R HRE A NULL,

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
/ *
* @brief You can define your own AT commands here.
*/
bi
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& LI AT v A RBO T p1ig it

at_custom_cmd 7~ 5] H esp_at_custom_cmd_register R APl esp_at_custom cmd_array _regist ()

KM AT 64, AN @M AT+TEST IR B,

bool esp_at_custom_cmd_register (void)
{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) /_
—sizeof (esp_at_cmd_struct));

}

% J5 J§ B APl ESP_AT _CMD_SET_INIT_FN 3k % & 4k % 52 9 19 ¥ B AT v 2 & 5k
esp_at_custom_cmd_register, DA WAL AT+TEST a2 BB~ IS o

ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1);

i WR IR BEARNAE at_custom_cmd.c Fl at_custom_cmd.h AT g & L AT 4 AR, T2 FE
esp-at/examples/at_custom_cmd/custom F| esp-at/examples/at_custom_cmd/include B 5 K 1] 2 27 19 I8 SC 44 A0
kbR & U AT & 4 Mg & SUEM AT & 4 & 30t w046 1o, WSHE SEBLTE T AT iy 2 58
B I Wl B ARk G K 2R BN 4% BRI BN esp_at_custom_cmd._register , “H¥E at_custom_cmd 7R 1 E & fF
TE T 44~ esp_at_custom_cmd_register [ 58 4, I X E#EAT TG, BT A L — DN AR 2
esp_at_custom_cmd._register [ BRI AT f5 4, RG] ESP_AT_CMD_SET_INIT_FN }-7 & X
P AT fir 2 R iR AL RI AT

i1 CMakeLists.txt 3C{f

PUAE T BEARE DA SR B 2 SU AT 6 4 K Fll B 52 SUIE HE AT 4 4 & 305t 46 10 K S B 3T
CMakeLists.txt S04, Bl AR A :

1. 38 Ao 20 HHIR Hh
2. ¥ hokk dE vk TR

BEEALIF A B DL B ik AT T2

o WETEPANTF WM AT TR VA Pk B —F 0k AT [

— ik WEREERRARYE A xb 1% ESP-AT 57 B 3% SR e AT EfE, Al EAE T G5
AT TREZ T, SCRYE 5 EIRE AR 5 SR iR i Ay vE BE B H—1% & at_custom_cmd
IR & .

— kT MRS M T 4% ESP-AT 37 B 3% % SR EHgwi% AT BE, IBATE EAEHMh 9
B AT TREZ T, oy & EHI AR SO 4 =4 7 i % B at_custom_cmd 41335548

L

==
o i PSR IEAIEN AT [E

6.4.3 2%Zikiafr AT+TEST a4t

WMRIRE RS T B & L AT S 4K, & SR M AT 604 F 35t nds 1L, #.# CMakeLists.oxt S AF DA%
IR S AR T AT 142 WU IR, AT+TEST a2 B nlfEE & LiER BT, 2lEsfit—T
|

R B2 PR IR 1, IR N e U UK AT+TEST fir & 1is T il

i & :

AT+TEST="?

W i <
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AT+TEST="?
test command: <AT+TEST=?> is executed

OK

feif A

AT+TEST?

Mjn] oz <

AT+TEST?
query command: <AT+TEST?> is executed

OK
BE A

AT+TEST=1, "espressif"

W

AT+TEST=1, "espressif"
setup command: <AT+TEST=1,"espressif"> is executed

Wi

AT+TEST
execute command: <AT+TEST> is executed

OK

6.4.4 1@ LA AT &y 400

WRESEK ¢ BB, MECLEaCLE K — AR AT+TEST @4 1, Rl 2 /g —2el i e 3
HRSL R i A A AR 7 B, i R RS o Sl A 7 e

BRI R

ESP-AT B4 Hfesp_at_result_code_string index X T —LikEE L, LIk EHEEIES AT

[%: 7 383 return BiECIR[PITE E,, WA]EH APl esp_at_response_result () iR IATEER ., 1]
R EREH API HIESP_AT RESULT_CODE_SEND_OK J{ESP_AT RESULT_CODE_SEND_FATIL,

Fian, S5 AT+TEST BIFT a2 1A iR 5 2a ek MCU KX 8 3R, Hesp_at_response_result ()
iR [m] Kk g, M return BEECRIR B Ar S A TEE R, R BIAIEATR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
(N oiakzn)
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(£ L£50)

esp_at_port_write_data (buffer, strlen((char *)buffer));

/) B EBRE McU xR KB Y E CEE
send_data_to_server () ;

// & [l SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

AT i 2 L 102 1] F o B

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

LN ERe

ESP-AT 42t F P4~ APL 3R & 24

e esp_at_get_para_as_digit () AIIREUEFESEL.
* esp_at_get_para_as_str () A IRBFFLESH.

NG ILAAT 64

BNk A S5

AT AT E R i o S RO RS L

o RSP I
o HwA 5 —1i Bk

Ao S RGN ATH+TEST 6y QR <param_2> il <param_3> SEE N ESHL,
Hrt <param_2> HHFBH, <param_3> HFFFHSHL.

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

SRS .

uint8_t at_setup_cmd_test (uint8_t para_num)
{

int32_t para_int_1 = 0;

int32_t para_int_2 = 0;

uint8_t *para_str_3 = NULL;

uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",_
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

Qs
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memset (buffer, 0, 64);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 R
/) FEERENEAE

memset (buffer, 0, 64);

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n",
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT _RESULT_CODE_OK;

snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

—2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/) TR
/) EHE A B R
/REERXEA
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 Bl R
/)" E R X EAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %$s\r\n", para_str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 BlR A
VAR N3 IR ¢
/) FEEXERE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

(22 B30
parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

para_str_4);
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ik WRBANTAFRSEC ", WS HBA PE N .

AWM B 8 R AT+TEST i) <param_3> ZHCHTFAFRSR, Hovia S5, R
ERE NS

AT+TEST=<param_1>, <param_2>[, <param_3>]

WA VAT A I 15 2 o

¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

SR .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, é&para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 Bl R
/)T EEXBAE
memset (buffer, 0, 64);

snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
Q)
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(£ L£50)

esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/)R A
VAR TN
//FERXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

}

return ESP_AT_RESULT_CODE_OK;

ik WARBARTAFRSEC ", WixS B BE I -

i o (HE7 K )

AIHEAEH A PIT, FERE—DHIITER, RERGE XA T RE 2R B F IE .
—RUL, XK SFEEH SNSRI .

We#E (T ] semaphore K[F& .

AR .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{
uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/) TP

// R A A A B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 MO & A AT

/O ERE AR ER

// H¥HE% T H xSemaphoreGive ¥k ¥} semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

I AT fir 4 S VAR IO A R 0t

ESP-AT SZFM AT iy 43w D5 AR RS, IR LA R #4> APLL

* esp_at_port_enter_specific () BCEMHRE, AT s HEMCE AR B G, KFH %

e esp_at_port_exit_specific () WMEH esp_at_port_enter_specific & EIHEEL.
ARIEE 1) 7 VA SRR B2 B e 1A A [
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foe KIS A Bl BB LM <param 1> f5E THIRKE, WTFFIR.

AT+TEST=<param_1>

PATT /R BB AN AT AN AT fiv -3 UERBUK BN <param_1> R4 A X .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer([64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0OK) {

return ESP_AT_RESULT_CODE_ERROR;

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n")
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/B R

// R sh & WA A #E semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

ZEL-L NS T Y N

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREH, ARKEARARKERFH AT H R A

esp_at_port_enter_specific(wait_data_callback);

a1 € WNE &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len -._
—received_len) ;

if (specified_len == received_len) {
esp_at_port_exit_specific();

/S BRB NN KE
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) |
/B R
/SRR ABKERE >0, WEFRABREREA TR ENEREEKE
/7 B E A AT AL TR X B R & B
/7 WA RO AT Bl R R SR

esp_at_port_recv_data_notify(remain_len, portMAX DELAY);

}
QiEiE3)
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/7 7 Bl R

// o R B S

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "\r\nreceived data is:

esp_at_port_write_data (buf, specified_len);

break;

free (buf) ;

return ESP_AT_RESULT_CODE_OK;

")

esp_at_port_write_data (buffer, strlen((char *)buffer));

L, AAREREE AT+TEST=5, M AMEIE N 1234567890, HF4 ESP-AT iRFIHL5HRATT IR,

AT+TEST=5

>67890

received data is: 12345
OK

AT KB A B XAE O Wi-Fi 52X, AMEEBIRKE.

AT+TEST

fRix ESP-AT SR ar 2B IITH R MIAATEE R, RBIRISAT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
int32_t received_len = 0;
int32_t remain_len = 0;
uint8_t *buf = NULL;
uint8_t buffer([64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");

}

/7w B R
// b A A A B semaphores
if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();

esp_at_port_write_data (buffer, strlen((char *)buffer));

assert (at_sync_sema != NULL);
}
Q)
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ZES-E PN T-EE-F I
esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REBEEREH, ARKERARERFE AT H R A

esp_at_port_enter_specific(wait_data_callback);

a1 € N &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
memset (buf, 0, BUFFER_LEN);

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

/o EREREZER

/R ERBWE e T

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

/7 Bl R

/SRR ABEKRKE >0, WHAZARXAMARETELE

/7B E e A AL R R 4 iR

/7 B ROR BRI R R B

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX DELAY);

}

break;
} else if (received_len > 0) {
/7 7 Bl R
/7 B R dm AT AL R B B B BCE
VAN S A N
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
}
free (buf);

return ESP_AT_RESULT_CODE_OK;
}

R, G — A ARHEZ 1234567890, 5 MM AEdEE +++, B4 ESP-AT RIISERUTF R

AT+TEST

>

received data is: 1234567890
OK

6.5 Inful$d g ESP-AT £rul: vk fE

ERANIE LT, ESP-AT I FHLZ [A)f# F UART #E17(5, b E s Al RN o AR, BEA
£xiffiat 115200 bps. i P A0%: ESP-AT SRR S AL &, TF T4 S, I A S0l E . 4 SCPA
ESP32-C3 Wi, 43 hnfafit s ESP-AT it 6E .
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Frik: ASCHET ESP-AT AT 4542 X ), fHibfe R TCP/UDP/SSL A3k PE AR — Btk 7 ik

F AT AERE R AR, PR AR A

o [F$] ik foE
o [IFH] RABBIER, AR E

6.5.1 [ ] Pk fic v

L i &S, LWIP, Wi-Fi G T s S8

B R A RS B DU 0 & module_config/module_esp32¢3_default/sdkconfig.defaults {45 Ji
H'E ESP32-C3 RYNB AT B0 B S N Y sdkeonfig.defaults U4

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi
CONFIG_ESP32_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_RX_BUFFER_NUM=64
CONFIG_ESP32 WIFI_DYNAMIC_TX_ BUFFER_NUM=64
CONFIG_ESP32 _WIFI_TX_BA WIN=32
CONFIG_ESP32_WIFI_RX_BA_WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 5275 UART ZB 71X S/
YR ACRD B D13 at_uart_task.c SCAEH uart_driver_install() 17 o

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MHBRERABCE . SRkl . Bexkiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. EfLie s UART P

S AT iy & FPoan s :
AT+CWMODE=1
AT+CWJAP="ssid", "password"

AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344

(R ogkzh)
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AT+CIPMODE=1
AT+CIPSEND

.z & &

PR B YA — R R AR A, (B AT REN BEIRE BT . 55 SN LEBCE T REAS
SIS, BCER R AT RE A A SR AR . L, PRl DA TR T vk, HEAT
A XA BCE

6.5.2  [HiEAfF] BEBREIGRA . T R Y
5o ESP-AT F ik ) PR & KRR -

System
3 GO
AT Core ‘—113|
Y
[ 3 G9
TCP/UDP - == =» TCP/UDP
A
R4| 1S4
S2||R2 Y Remote Host 58| [R8
Y 1
s1 |
Medium Interface "1 Medium R5 S5
Rl Y
UART UART X \j
e = Link Interface d—li
Wi-Fi
SDIO SDIO Lol —> (( )) 57
Sucket Socket Ethernet R6
R7
Host MCU ESP-AT AP Internet

K 20: FFrE

pUIEES DN

e BSP-AT %% (TX) 19835~ S1 > S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8

o ESP-AT £k (RX) By%dETi 5 R8 -> R7 ->R6 ->R5 ->R4 ->R3 ->R2 -> R1
BRSO T K, SRR S A, T R R AR T A A T AL, TR TR A
B A AR A B T A1 R A TR A B, DASR I BN B BERIR P . FESEER T, A
R S TN LR S 6 s St | T I a8 1S 1 N (A S WP VA O] LW WA TS

ik RIS EIY AR AT SR N EIRERY ] DAL AT+SYSRAM iy KA nl AT

L. GO 7¥iH:fLft
GO ARG AMLALAYHER T, B S H I EAT :

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160

Chgkzs)
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CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

2. S1. R1 sM:-{R4E

WHFNGOUR, S1AIRL J& ESP-AT b A . OMERATE 0L T, ESP-AT Rl ML &) i
M UART #EA 3@ {5, 4530 115200, ifii UART R {F E, SR EFRSY S Mbps. [,
MG FARMART S Mbps, AT LA ERIAR) UART VR AL (A AIEAE /5, Rl PAES T
AL

2.1 #2875 UART S X k)
YR ACHS BedE DI 853 at_uart_task.c SCEETT wart_driver_install() 7 o
« 427 UART TX %t

uvart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

$22 UART RX %t

uart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

25 UART TX il RX 77

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_queue, 0);

2.2 HEHIE R UART JAF%
R AT iy FPAI A E -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

. & &

ik P RO EHLE) UART W] LSRRI 2 iy, I HAHURI ESP-AT 2 [A]f) UART #2403
A REHIRE .

s AR PR R KT e T T S Mbps, R PAE EA A SPI. SDIO. Socket 25 3. HAKi
S

« SPI: SPIAT 35

e Socket: Socket AT $5Fq

3.S2. R2. R3. S3 &MLk

EHEM, S2. R2. R3. S3 A2 ESP-AT #HFM AU Si. K4 AT core £ UART Z& 11 [X.
FEAE M AL iy )2 2 R b 5 s, (O /D rg BASRERT BN 24, oz iitb.

4.S4. R4. S5. R5. S6. R6 &=H-fiL4L

ESP-AT H13:#L> []f# ] UART #:47i815, S4. R4. S5. R5. S6. R6 ILFE 4k, ESP-AT I
FHLZ B ARG A A T ER), S4. R4, S5, R5. S6. RO @&t —PHE.
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S4. R4, S5. R5. S6. RO ZHFMMNAIEHZ. M. FIEWRERK 22 RrEdsm. HE
53517 ESP-IDF sh W75 WicFi P SCHY, T ARIREL, BEF EMACE . LOM LRI ATIA
JE . /build.py menuconfig HifTHECE.

o fltfk S4 -> S5 -> S6: Kk E Ry 1 i B
o {4k R6 ->R5 -> R4 U 1) i
5.S6. R6 L4k
S6 FI R6 21l 15 M i Kt 6 i /2, ESP32-C3 0 DA 1] Wi-Fi 5% 3 DA K M AE R 1% i /v it
Wi-Fi & T _FiRN AL EZ 46, FTREE T EH 0
o $215 RF ZHT%
ERAN K ST Rl A R A SRR, P el DAE AT+ RFPOWER 1y 4R A%
# RF EHT%,
o PEE 802.11 b/g/n HpiX
2R\ Wi-Fi #2024 802.11 b/g/m HpsL, F F o] 18 i AT+ CWSTAPROTO fin A28 ) flik &
802.11 b/g/n Ppill. HCEEX AN, HbEi AP im Wi-Fi Bi=CC & 802.11 b/g/n HHiL,
455 55 B Bk HT20/HT40 (20/40 MHz) A,
6.S7. R7. S8. RS &1tk

WHAEOLR, S7. R7. S8, R8 A ESP-AT Frik ARALAITEE . [RX MISEEr 2 9E . 2%
B, PR R AR K.

6.6 W Y@ mfg_nvs 43 [X

6.6.1 mfg_nvs 53 X444

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv XN, A A T T BIRRS T 51 ELE

o WM SEEE (Wi-Fi ii® . UART BB, MARE): HS%d A4 i N2,

o PKIFtE (BJOEBMEHECE): HESHPKIBLE A28,

o GATTS Wil® (LI ARG ). WS HIRA L T IR 5B A2,
WIRFFAEM ) S E . PKI AL E 8 GATTS BB R, &0 PAE B4k ESP-AT TR, A i
mfg_nvs.bin X4 BiE @ arpy T A BWRE, AR B E . A SN ETE .

6.6.2 k)% mfg_nvs.bin

Bl B2 W 5E G, & A 4R F ESP-AT T 42, FE4R R P B2 B 3hi# i mfg nvspy SE4 B build/
customized_partitions/mfg_nvs.csv X (BETIAEEMN MG SSE. . K8, fMEHE
=H), FH esp-1idf F1y nvs_partition_gen.py AL H build/customized_partitions/

mfg_nvs.bin 3 (NVS EREEH) .

6.6.3 P#k mfg_nvs.bin

AR LA MAEE A0 77 30 F 2k mfg_nvs.bin SCPF.

o TEEBIIFLN ESP-AT [, HEHHLE ¥ kx| E.
o {UF# mfg_nvs.bin, XFh 5 ¥E H T ESP32-C3 H1f) mfg_nvs 43X,

— Windows
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i N # Windows Flash N# T H.. &% zip {4 JeH readme.pdf B(#F doc HEF
P, F# build/customized_partitions/mfg_nvs.bin 4% ESP32-C3,
0] AIE 3L AT+SYSFLASH? 5425 14] mfg_nvs.bin (1) # ik .

— Linux or macOS
& {# ] esptool.py.
0] DATE ESP-AT R H s A7 AR i 2 F 8 mfg_nvs.bin 307,

esptool.py —--chip auto —--port PORTNAME --baud 921600 —--before.
—default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

$ PORTNAME #4510 H 1144 7% . ADDRESS ##k F % mfg_nvs.bin Stk
TR] DA i AT+ SYSFLASH? iy 228 16) N 2 Huhk .
o MCU % 3£AT+SYSFLASH 4 ¥ ESP32-C3 Hf{) mfg_nvs 43X,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# 5 N\ mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE £ F#% mfg_nvs.bin SCAHI /N, RNIa A4 A F B4 KA, GaT PLE
1 AT+SYSFLASH? fiy 4251173 X K/

6.7 WS S

AR T WA ST ESP-AT BUARY T SHACE. ) S8 E 45 —2L Wi-Fi it . UART fL#.
B L .

o )T AHEE N
o %, mfg_nvs.bin XA

o T2k mfg_nvs.bin Xk

6.7.1 1N SHEECENA

M ETEA R TS50 B 1B L8 customized _partitions/raw_data/factory_param/factory_param_data.csv, flI
THIR:
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INgE LA E X AT 6%
Wi-Fi fil ' A E3E Wi-Fi JI6Efd AT il

* max_tx_power (ESP32-C3 ffj Wi-Fi
R BRI, P I ESP32-
C3 RYFT BB

* country_code (JE A1)

o start_channel (f4f Wi-Fi {5iH)

* channel_num (Wi-Fi [ B EHE)

== Z5 nr NN
CART RCE ¢ wart_port (1 -4 1% AT ot | 10 UARTRER AT

e AT 1 )31 UART 3 1)
* uart_baudrate (UART i 43%)
* uart_tx_pin (UART TX 5| )
* uart_rx_pin (UART RX 5] i)
* uart_cts_pin (UART CTS 5] )
* uart_rts_pin (UART RTS 5| J#)

FELZH 44 R module_name AT+GMR

RIS A SR RES ) S, KRR nfg_nvs.bin ff.

6.7.2 H:)pk mfg_nvs.bin {4
WS A i mfg_nvs.bin SURYLE BGFA 1) S E M mEg_nvs . bin,

6.7.3 P #k mfg_nvs.bin {1k

2% T 2% mfg_nvs.bin SCFY.

6.8  fnfl g PKI fid

AR T AT R ESP-AT BLOLTIRIAROPKT 8. PRI UE @45 TLS % 0. TLS 5 8. MQTT
7 P13 Fl WPA2 Enterprise % P 1R 6).

o PKIBLHE A%
o & px, mfg_nvs.bin X

o T2k mfg_nvs.bin

6.8.1 PKIflE A4

A PKI & U5 SO T customized_partitions/raw_data H 3R, R s
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Thge

LA E

HXAT ¥

TLS % 'y

e AT+CIPSTART

55 0 2% i L

e client_ca_00.crt

e client_cert_00.crt

* client_key_00.key
B PR E
client_ca_Ol.crt
client_cert_O1.crt
client_key_01.key

e AT+CIPSSLCCONF

s

o o o —

TLS R 528 AT+CIPSERVER

* server_ca.crt
* server_cert.crt
* server.key

MQTT % i AT+MQTTUSERCFG

* mgqtt_ca.crt
* mgqtt_client.crt
e mgqtt_client.key

WPA?2 Enterprise % i AT+CWJEAP

* wpa2_ca.pem
* wpa2_client.crt
e wpa2_client.key

HIRYE A SR B PRI S, SRJ54 M mEg_nvs.bin fF,

6.8.2 ’k:)jk mfg_nvs.bin X {k
5% & mx, mfg_nvs.bin SCRYA BT A PKI L E R mfg_nvs.bin,

6.8.3 | Zk mfg_nvs.bin 3 {F

THSH T # mfg_nvs.bin 3.

6.9 nfaf Fi i SUARIHE R S IR 55

ARSCRGA A T AR A ESP-AT $ AR DAL 8 2 il 55 IHSCPHAE ESP32-C3 B b A 5 SIRIIFEH A it
%o

o KA T RGBT AN-23
o iFet g g SR HE TR S5
- G BUR I F IR Gk

— & m% mfg_nvs.bin I
— T2k mfg_nvs.bin

IRThFEM 21 il 55 1 2 R GATT S5 1) 2 e, B3 205 —A - J@t258Y (attribute type) 2 0x2800
1 EAR S5 (primary service). MRS B2 — RS E XA MNMFELA R B NRFIE B2 B —MEF
AYERARFH . B A EEESE B OMIEY 1 Generic Attribute Profile (GATT) —37,
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6.9.1 {KIFERE SF IR 55 D SC kA2

IR T #E W A Mk 45 V8 SC 14 /2 ESP-AT L A% A1) 8 K o 48 5 2 Ik 45 P AR 9 19 SC 4, SO 7 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFEIFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

0 16 0x2800 | 0x01 2 2 A002

1 16 0x2803 | 0x01 1 1 2

2 16 0xC300 | 0x01 1 1 30

3 16 0x2901 | Ox11 1 1 30

PAF NZS Xt ERAU .
+ perm FEARL, ©1E ESP-AT TR LA FHTR.

/* relate to BTA_GATT PERM xxx in bta/bta_gatt_api.h */
/**
* @brief Attribute permissions
*/
#define ESP_GATT PERM READ (1 << 0) /* bit 0 — 0x0001 */
N /* relate to BTA_GATT_PERM _READ in bta/bta_gatt_api.h */
#define ESP_GATT _PERM READ_ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
. /* relate to BTA_GATT PERM READ ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
— /* relate to BTA_GATT_PERM_READ_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE (1 << 4) /* bit 4 — 0x0010 */
. /* relate to BTA_GATT_PERM WRITE in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ ENCRYPTED (1 << 5) /* bit 5 — 0x0020 */
. /* relate to BTA_GATT _PERM WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ENC_MITM (1 << 6) /* bit 6 - 0x0040 */
— /* relate to BTA_GATT_PERM_WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT_PERM _WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT_PERM _WRITE_SIGNED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE SIGNED MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT PERM WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE AUTHORIZATION (1 << 10) /* bit 10 — 0x0400 */

+ _EFRH—F7JL UUID 3 0x2002 HFRS 5 .
o AT RAFERTE]. UUID 0x2803 FRHERT, HU(H (value) 2 WELAUR, BURICEEY 8 i,
R BRAERUR, 1 R R, 0 B R

i R

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

o SBEATE ST ST RYRRE . %ATHY UUID 2 4pAERY UUID, AU{ER AR AUE.
o SEPUATE LT RHMERAST (FT3E) .

A % UUID M 25 QiS5 WA BRI 7 Befs .

U ELEAE ESP32-C3 s A IBIATESCHE, AMUTATIER, @SRRI 3, IBALE% i
RS A IR G, SFEIITR AR
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Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

6.9.2  ZiiEIb € SRR AF IR 55
THARGE DA T 2K A A SUIRDIRE I A R 55 -

o WSEIRIDALE TR G 0R A
o & R mfg_nvs.bin S

o T 2k mfg_nvs.bin S

TSR SR 58 1 55 D SC A

e X ARG, B, #Ew L= RS (Server A, Server_B fll Server_C), MIFFEHFX =4
R4 He Wi HER . T IR B E K /N, X LR ATAE SL— RS A B, HAt IR 55 s ml A
i R 05 9547 5 e

L A 55 5 3o
ABIRE LT —AME K OXFFOL {32 Bz 55

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1
2. TR IRFAESE BRI E
A LT —A> UUID 2y 0xC300 [ A BRHE, R HE 3 E S 0x30.
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

3. USIMEHEARART (AIk) o

ABUASIN 7B P AL ACE, %0 0x0000 27338 A1 (notification) A7 (indication) #i4EH -

SEMPA B BRGSO R FEIE T i 55 5 SCAE .

index

uuid_len

uuid

perm

val_max_len

val_cur_len

value

34

16

0x2902

Ox11

2

2

0000
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index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

34 16 0x2902 | Ox11 | 2 2 0000

A H O AT RIZ S GATTS e, AJEEM mfg_nvs.bin XfF,

H: g% mfg_nvs.bin 3

THZH £ A, mfg_nvs.bin ORI A IRIFE I A B 5 FE B mEg_nvs . bin,

I #; mfg_nvs.bin 3{4}:

WS T 8 mfg_nvs.bin 3.
TGS, FERTESARIIRRE T IR, AR A i R S5 AR S5 AR R

Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic + 1
UuID:

0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902 o

Value: Notifications and indications disabled

6.10  dnfaf Fi g L or IX

ARSCR YA T AneE S 2 B ESP-AT 4243t at_customize.csv 23K [ i 3 ESP32-C3 4 iy XK. A
PR G KB oy XK.

— 43 X3 partitions_at.csv LR G, FEICEL A A B partitions_at.bin S, MR A REHEH, R
ST Esh. Wi, AREHUE L partitions_at.csv,
ESP-AT $2{It T — 9 5 X 3 at_customize.csv A H 2 LE . ERET W0 IKE.
B2 ESPR-C3 e IS IX , SRR A S TREME . SOOI T A=A TR,
o 1574 at_customize.csv
e 4 m%, at_customize.bin
o e at_customize.bin £ ESP32-C3 1% %
o T
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6.10.1 & at_customize.csv
152 N AL at_customize.csv,
2% 1: at_customize.csv 18

=] 1= B’z
ESP32-C3 | MINI-1 | module_config/module_esp32c3_default/at_customize.csv

RIG, FEMEUL at_customize.csv B FEAE DA LI

o BEE XHH P4 X Name Fl Type AW, {H SubType. Offset il Size DA,

o RTINS HB A X, G T 2 E 4 AE ESP-IDF (esp_partition.h) H5E
X

- WREE X, EPREE Type {H 5 ESP-IDF FyAH A .

- WRKRE L, TR Type WEH 0x40,

o X Name AN 16 477,

* at_customize 5 KIYBRIAK/INE LAE partitions_at.csv ZRH, GAIHT HI P43 DR 37 AN 258 L S

6.10.2 ’L:JX at_customize.bin

&7 at_customize.csv J5, A A 4R ESP-AT LAES{# [ python IA gen_esp32part .py KA
at_customize.bin {4,

WA, 78 ESP-AT TR H X FHATLA T a4, 8% INPUT Ml OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT Fr M RARNTIY) at_customize.csv Bl 3 il SCIFAY) 42
* OUTPUT Ffe M 2E iy — it il ul CSV SXHFHIBEAE, WNSRAANE, RO R ARiEs

6.10.3 %¢5% at_customize.bin $ ESP32-C3 %75

FF at_customize.bin "3 flash o T UMARRE —iE 6 SO 2 ESP32-C3 %45, WS % be & AT B4
ZiE 4, FENAFFA at_customize.bin U T &k .

2% 2: A4 at_customize.bin 1 #bhk

=] ®E | Hodt P\
ESP32-C3 | MINI-1 | 0xIE000 | 0x42000

FEHLEE IR, IR at_customize.bin "N # 3 flash J5 4 BB 4L AT 4
o AT+SYSFLASH: #i893.%5 flash i P 55X
o AT+FS: HF A %iR1E
o SSL IR&#RH Kmd
* BLE R5#5H K@ s

6.10.4

RIT AR 2 test 19 4 KB 73 XIS E] ESP32-C3-MINI-1 4]

B c$k 3] ESP32-C3-MINI-1 1 at_customize.csv 3%, X EHT /X Name, Type. SubType., Offset #l
Size,
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# Name, Type, SubType, Of fset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat,0x47000, 100K

o, EPIRIE ESP-AT T.#2, & 7E ESP-AT AR H 5% F 4T python 454 i, at_customize.bin .,

python esp-idf/components/partition_table/gen_esp32part.py —gq ./module_config/
—module_esp32c3_default/at_customize.csv at_customize.bin

SKJ5, ESP-AT #R H 3£ 4E i at_customize.bin,
# =3, T2k at_customize.bin % flash,

1E ESP-AT TR H X FHATPA R4, JF# 4 PORT Fl BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset —-—-after hard_reset --chip auto write_flash —-—-flash_mode dio ——
—flash_size detect --flash_freq 40m O0x1E000 ./at_customize.bin

* PORT Er i Hyin 1 44 FK
* BAUD B Hil R,

6.11 Al g im—A Bt Bd] 52+

ESP-AT T3 2 A, H3 T Il & S04 factory_param_data.csv #l module_config, N34
T ESP-AT TR 6 (BN R FR5) . B DA SARLH L& SO E
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=] [EHE BRIAELE S
ESP32 * WROOM- ¢ module_config/module_esp32_default/sdkconfig.defaults
32 * module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
¢ MINI-1

ESP32 | WROVER-32
* module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
* module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32- | ESP32C2-2MB

. dule_config/module_esp32c2-2mb/sdkconfig.defaults

C2 Hr 2 MB modu'e_contig —o5P g
iizhﬁﬂ’?? ESP32- * module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
C2 (ESP8684)
EX))

ESP32- | ESP32C2-4MB

I (B 45 4 4 MB ¢ module_config/module_esp32c2_default/sdkconfig.defaults
flash [y ESP32- ¢ module_config/module_esp32c2_default/sdkconfig_silence.defaults
C2 (ESP8684)
£5)

ESP32- | MINI-1

C3 * module_config/module_esp32c¢3_default/sdkconfig.defaults

* module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C6-4MB
c6 (B 4 % 4 ¢ module_config/module_esp32c6_default/sdkconfig.defaults

MB flash ¢ module_config/module_esp32c6_default/sdkconfig_silence.defaults
ESP32-C6 #41)

e 4 ./build.py menuconfig H [ silence mode 5 0 W, Xf 5 FLH 19 Bl B S0 R
sdkconfig.defaults,

e 24 /build.py menuconfig W] silence mode 2 1 W}, XF M B i e B 4N

sdkconfig_silence.defaults,

WA ESP-AT T AR H RIS~ ESP32-C3 B ) S Hy , W5 2B BOX S e B30« ALY “ESP32-C3
B HRn 2

o ESP-AT TR A G N SE FFAOREAL, AL3% ESP-AT 3@ Bkl RS i ABEAL, RIAE B AH B s A A
Ho EABGRMES, FATIERER, HSCRABAME L.
* ESP-AT TAEC@FCSTFFIORIAL, (EH P/ 20 HB e BN E B -

ARG AT AE ESP-AT T A2 H 2 ESP-AT £ S Rpiy 5k ESP32-C3 itk F IR IFT A4l 5085, 30
PAZS X ESP32-WROOM-32 St i, i} SDIO i A2 BIARY UART $1

* f& factory_param_data.csv I8 i 2013 6;
o 5B esp_at_module_info 7% ¥k

o BoH AR A
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6.11.1 A1t factory_param_data.csv ZR 4115 B

FTFFAHIY) factory_param_data.csv , TERMGEIGMA—AT, MIEERTFHFEREHRXSE. A60%, A
¥ plat form %A PLATFORM_ESP32, module_name ¥ &} WROOM32-SDTO, HoAth 2415 B W
TR (BUGGESH S A EN2B).

¢ platform: PLATFORM_ESP32
¢ module_name: WROOM?32-SDIO
* description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1

e uvart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.11.2 {ZX esp_at_module_info &5 {4

Tr at/src/at_default_config.c 1] esp_at_module_info ZEMfA N B & EHRE B, .
esp_at_module_info ARt oTa FFIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

FRMEEH oTA BhEE, IRAE A58 ota_token FIE =¥ ota_ssl_token Wi%iXE N NULL,
F—1Z% module_name W5 factory_param_data.csv 34 H ) module_name —F{,

FHEB WG esp_at_module_info g5,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF_TARGET _ESP32)

#endif
#if defined (CONFIG_IDF_TARGET_ESP32C3)
fendif
#if defined (CONFIG_IDF _TARGET ESP32C2)
#eA&;f
#1if defined (CONFIG_IDF _TARGET _ESP32C6)
fendif

#if defined (CONFIG_IDF_TARGET ESP32C3)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<+SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif
i
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ZfCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%ﬂ%fCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E A3k 34 at/private_include/at_ota_token.h H7 ,

#if defined (CONFIG_IDF_TARGET_ESP32C3)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.11.3 il ELiee S

T, #EA module config SCMFJE, AIEE—AS 1 SO R AF OB ZH (1 i & SCF (SO R A4 FR A/
5), SRIGTEE AN AR E S IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults DA J
sdkconfig_silence.defaults

A, FATE HK M module_esp32_default 3L K Hoo L & SO, HFEMA A
module_wroom32-sdio. fEABIH, AlE {4 IDF_VERSION, at_customize.csv 1 partitions_at.csv T35
B, FA1RFB U sdkeonfig.defaults £ sdkconfig_silence.defaults:

* ffifl module_wroom32-sdio U T IXE, FEMESRUTELE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_wroom32-sdio/
—partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/
—at_customize.csv"

* filiJ] SDIO i, FoFk UART R
- % UART fCE

’ CONFIG_AT_BASE_ON_UART=n ‘
— iy SDIO Jit'E:

’CONFIG_AT_BASE_ON_SDIO:y ‘

SE IR BR G, VT BT 4k ESP-AT TAE A4 BT A [ f4F. A@ldr, FRATERCE TR, Wit#e
PLATFORM_ESP32 Hl WROOM32-SDIO A FiAs 2 [& {2

6.12 SPIAT #31¥

A EZNG] SPLAT e B S, 2 AT LA :

- A
o {8 SPI AT

o SPI AT i% %

6.12.1 4y

SPIAT AT AT T2, fifi ] SPT ¥ T8 8 45 - ZE481 1] SPTAT K, MCU %454F 4 SPI master , ESP32-C3
WA AN SPLslave, JH{F U7 L SPT PR SLHE T AT fip S i B,
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i Jil SPI AT {3

AT TAEEAHH] UART HpsClEAT Bl 5, {H2 UART Pisloe— L0 55 2w AL A i 1 I 3 5296 A
W, P, BTSRRI SPT P S AL i RS i — PR 1) 1%

Wl ;3 7 SPI AT ?

T pAE i IR BRIC E I S SPTAT:

1. @d . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT through SPI ffifif SPI AT,

2. #T . /build.py menuconfig->Component config->AT->communicate method for
AT command->AT SPI Data Transmission Mode 45 SPI $({E{&Hiiz,

3. J#isd . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI GPIO settings Bt SPI{#iff ¥ GPIO & .

4. @il . /build.py menuconfig->Component config->AT->communicate method for

AT command ->AT SPI driver settings i%$& SPT MHLH) TAERRE, HECEA XEAFXKA K
P

5. Wik esp-at THE (5% As%hi% ESP-AT 1.42), BB EEIEE17 .

SPI AT BRIAGE I
TR TN AR5 ESP32-C3 B (1] SPT AT WEERIA R {451 -

2% 3: SPL AT ZRiAE B

&S GPIO =
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout) ! 8
QUADHD (gio/qout) ' 9

BtW] 1: QUADWP 5|1 QUADHD 75| HI{LAEE ] 4 £k SPIL T AR o

A PAiE ) . /build.py menuconfig > Component config>AT > communicate method for
AT command >AT through SPI >AT SPI GPIO settings, fR/G4iF LAEREIE SPI AT X}
HH (3% Kbkt ESP-AT T42).,

6.12.2 f§i}{f] SPI AT

TEfH SPIAT i, ESP32-C3 %45 iz 47H SPIslave TAELE A Tl EHRAR .

{2 T2k (handshake line)

SPI m~$¢ master-slave Z5F 11 /M5, FTA (K& 517 Hi master &2, slave Jovk Eahfeftids. B2,
T TR A Ty, 5% ESP32-C3 ¥ 45 180 @ZE&JL%&*ﬁ% So Bk, FAHE SPI master Al
slave ZIEIEM T —MEFE, SRSCH slave 5 [n] master L?E"d SERRZIN

2 slave 75 BAL AR, RSB TE M EHE, XSFE master M =4 — EFHER) GPIO HriT,
master &5 slave [iE15, EFH5EME, slave ﬁﬂ%?*ﬁ%ﬂhﬁ, ZER I GRE .

R R L L TR
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* Master [1] slave &% AT ¥dighf, (FHEFLEHER:
1. master [1] slave & 515 KGR MG K, SRGE51F slave [m 48 F 4k & ) i &2 B 015

o

2. master K E| 2 T2k LAY slave & A R AENES G, TFIREEEHE.

3. master ZiEHHEIE, A slave HHE LB LR

* Master 2 slave & i%[9 AT i, (BT B ER:

1. slave i 1148 T8 38 %1 master FHEA 38R .

2. master FUCEE, FHEAEROI A BORE G, 0 slave B C & 2.

gk X

SPI AT 1if {55 4%y CMD+ADDR+DUMMY+DATA (/5 ). fE{# il SPI AT i, SPI master {i ff 2| —

ESTECE S @Y NN

* Master [1] slave %A %508 AL 1 5C:

4 TP A R E

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (8i% 4092 =73)
%)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, 5 20 A— A MNH EORGTHRA R L, BARR sy :

%50 EHLEMMAL, FHUREEHRC 245K

CMD (1) ADDR (1 %) DUMMY (1 | DATA
F1)
0x7 0x0 0x0 null

o Master 32U slave % 25 AR BB EH S

2 6: FHUBEINL A% 1B

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (Ji% 4092 =73)
%)
0x4 0x0 0x0 data_buffer

* Master $2H{ slave Zif I8R5, 5 2 0A— AR B MIH EORGTHRA R B, BRSOy :

70 EALEMMAL, FEHLEEREE C 245K

CMD (1) ADDR (1 Z%7) DUMMY (1 | DATA
%)
0x8 0x0 0x0 null

* Master [1] slave &35 KA 548 & R/ N A 15 45

7 8 FHLm MBI KA S Bl oK

CMD (1) ADDR (1 =F7) DUMMY (1 | DATA (45%)
F)
0x1 0x0 0x0 data_info

o 4 <737 data_info FPALE T ARG MARRI R EE, BT

1. Master [1] slave & EMIEIRFETE, KJF 07 15 bit,
2. Master [i] slave LM EHREMTHS , 1ZTFH5HE master BRI KA BTSN, K FE 16 ~ 23 bit,

3. Magic {f, KJ¥ 24~ 31bit, [&%H OxFE,

* Master {5l 2148 T2k EA slave A MAI(ES )5, 2 AL 2% IH B2 slave JEA BRI T AR
X, R IEAR ER R TR, HARRE fE Moy -
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%9 FHUAEIPR, A ML AT AT AR

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (4 =2%)
FV)
0x2 0x4 0x0 slave_status

RIEEWEK G, slave R [7] AR SAE SR FE 4 171 slave_status H, HEARARE U
1. slave 2% [ master &1L MIBGRITETE, KR 07 15 bit; {24 slave AbF AR SHT, % FEEFE
e
2. BAREFAS, K16 723 bit, Y4755k F|HKAE OXFF i, F— AR 785 EHr Eh
0x0. 24 slave 4bF A ERARASHE, % F B A master 75 7] slave A& N — T EHREA)TFHS: 24 slave
&?Tb&/ﬁ(zu B, %FBA slave [a] master & iEH) T — MR EKFH]5
. slave A2/ AT ERIRAS, K 24 731 bit, Her, ox1 fAFEAEE, 0x2 AEn] 5,

SPI AT 0 28 T ifife

SPI AT (a4 A 32 525 I Wi~ J5 1l -
o SPI master [if] slave %% AT fiy2:

| SPI master | | SPI slave |
| |

| step 1: request to send-—--—-> |
| |
| <—————= step 2: GPIO interrupt------ |
|
] step 3: read slave status——> |
|
[ step 4: send data-—————————- >
|
|

[ step 5: send done-————————- >

B IREAAR BT -

1. master [A] slave %1% 3K [A] slave BEIRMIH K .

2. slave 22Uk master 1) &35 15 K, 2 I slave iU, I E) slave_status 217455 A 21 master
B AWREN, KI5 EF Lk master [fY) GPIO HIKT.

3. master FEULE| P WT IS, B2 slave [ slave_status ZFf7S, Kl F] slave #F AR RS .

4. master FFU&1H] slave & &R .

5. RFBIRESH )G, master [ slave ik — SR LRGSR IYIEE .

« SPI slave [1] master &% AT Wiy :

| SPI master | | SPI slave |
| <—————= step 1: GPIO interrupt------ |
| step 2: read slave status——> |
| <———=—- step 3: send data-————————- |

| step 4: receive done-——————- >

BASBREAR BT :

1. slave [i] slave_status 27 {7-¢% 5 A SLiF master S2HUOR H slave [ 8Hs i bR 07, 28 )5 18 1 98 F 4k il &
master _| /) GPIO ik,

2. master BEULEI TG, LHL slave [ slave_status ZFf74%, RrilF| slave # A AR EAEALIRAS .

3. master FFIGIEICR B slave BY%H .

4. Bl SE R, master [7] slave & 3% — 2 AR ICEIR S AR .
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B L o T O R, FRATIELAK IR AT fip % B, $&4E TR K B A B AR A R A M AR
1527 at_spi_master/spi/esp32_c_series/README.md.

SPI AT %} %11 SPI master M7= 5i{Ci%
SPI AT 7 £} J& >k SPI slave f§ H] 9, i i SPI master 5 SPI slave i#f 17 i 15 /) 7R 6l X 1 15 = %
at_spi_master/spi/esp32_c_series.

BEW] L AEfN MCU JF A2 1, 5 208U fi ] ESP32-C3 (3% ESP32 Kl MCU {12y SPI master Rizf71tt
B, PATT AR B AU B YR )

6.12.3 SPI AT #i#%
I eI
 fi ] ESP32 B}# ES32-C3 JJ &K MfFH SPI master, =47 ESP-AT H[{) at_spi_master/spi/esp32_c_series

FISRA AR o HARRE PRI E AT -

1. fififF: CPU TARESIR L E # 240 MHz, flash SPI mode il & 4 QIO i3, flash JJi%:15 & 4 40 MHz,
2. #fF: HT ESP-IDF v4.3 [4iEEREE, 15 BIAARS H ) streambuffer (/N K 8192 275 .

« {i F| ESP32-C3 {E>} SPIslave, 4% - 655% SPI AT [ (&% Axb4piF ESP-AT T42), 3 ESP32-C3
e E TAEAE TCP 5. HARRE(FRCE QT

1. i CPU TARMA )y 160 MHz.
2. ¥4k SPL-AT [l 52 BACHS r, Hf streambuffer 1) /N B 8192 =47, I i ESP-IDF F [y
example/wifi/iperf ] sdkconfig.defaults.esp32c3 FRAH il B S 41

ISR
RN T AL SR BAT A B A7 R R

% 10: SPI AT Wi-Fi TCP {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BeW] 10 24 SPI (bR s i, 2R T FE MG AR BRE], 41 Dual 5(# Quad TA/ERIZ A E S
HRAR T Standard AR W EE .

B 2: W KT SPLEFMNGESH M WAL SRS % Tl

6.13  iifuscBE OTA F1-4%

ASCRG R ANy ESP32-C3 RBIRERSCBL OTA T+, HEl, ESP-AT #1XFA 3R 4L 7 AT =l
OTA fip%. &R LMRYE A SR HE G OTA fiyd-.
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1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRHEEAINTT B

* OTA 443 Y B 5 R 3%
o 1% ] ESP-AT OTA 4 43147 OTA F+44

6.13.1 OTA iy 4L B i Hl i 5%

AT+USEROTA

Iy 4iE ik URL 523 OTA TR, 5 ﬂ%ﬂﬁ%ﬂﬁiﬁf HTTP fif 55 %% LR H iz 40303
XIS 5% AT+ USEROTA Xﬁ@ﬁ%fn =

T adE TP AHE XS, BT LB B at/sre/at_user_cmd.c JFACHS R LI Z L

A RN ST

L &A)E T A Gl HTTP i 5545 .
2. s dithie URL,

o

o GSRETHR I R IR R E R R R, TR SERE, ] REJCE M AT+CIUPDATE fiy
ST, ARt BAE B AT+CIUPDATE # 47 OTA -4 B2 T H O % .

AT+CIUPDATE

iy A ] iot.espressif.cn /BRI HTTP IR 45 2%, %6 A LA AT AR 74 X, iR ] AT 2%
at_customize.csv FE X HE XX WM RERGRRA, Zad 5 HREeTH
FIRFERAMIRA . 7§25 % AT+CIUPDATE 3KBUE 215 H. .

% i T4 E S bin SUUF, IHERRA T 7z —.

1. ¥4 iot.espressif.cn P b 15 F i) HTTP IR 3525 , JF 98048 HLfRE . anf] S22 F ) AT+CIUPDATE
il &% at/src/at_ota_cmd.c,

2. {f. iot.espressif.cn Lﬁ“ﬁé’l‘&"ﬁ JELEIL B EA% bin SCPE. (AP Bl gt i B d%ﬂ@.‘@:
R EZ MRS 2% LA EST.) 5% 148 AT+CIUPDATE # 47 OTA FH48 3KEUH 215 5

B AR T3 5 R

L R IRER M EE, RARTHRSIRE AR B

2. BRA I A U bin SCPE, HEEAT ARG HTTP 5535 .

3. “3’ A G HTTP 55235 . B 7 IR0 IR X b, B Ay ST AE at_customize.csv SCEH o L
P E e o X

AT+WEBSERVER

I fir A A 0 B AR AR R TH R AT [l BT, a2 (R AL T AR T - I Eh Rk . AEFF IR T
RZ AT, HEM web 55 ar I HR AR AT ({452 1 2| Ha i sl 0L 1o BRI PAZ25 AT+ WEBSERVER
& Web Server AT 1) IREUE 25 5. .

HTSLPAE K HTML T, 2% m ) fs_image/index.html, 2 T SZHL48 H & 1) AT+WEBSERVER
2, i55% R~ at/src/at_web_server_cmd.c,

I i A4 I PR 37 BT
1. s Wi Jj W Peblny OTA Jh4, AHBL IR,
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CIRAH

o WERETHHE AR S R AT E A, FEFRSEUE, EnTREICIA i AT+CIUPDATE fiy
AT, ARG IRAE A AT+CIUPDATE #:47 OTA JH48 B7 T H O 4 .

6.13.2 {§il{] ESP-AT OTA A H1r OTA T4
¥ )1l AT+USEROTA 47 OTA F1-4%

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

B ILAT+CIUPDATE iy 12 F 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] iot.espressif.cn Hf 3K
%) token fEL. VAN A PRIEIA T ANATAE iot.espressif.cn b AIHEBLE I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~ Cisco WebEx Mestings  Espressif Systems  Hf +

|OtBUCket if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,LmDED i
PERIENCES == 7

ST AT -

B 21: 77T iot.espressif.cn [

2. M BCA_EARY “oin”, ERAGINA T, HRAEHLIEAI Y .

i
o U Join IRER AR PR, WA i IEE, AR KA.

3. w2 EARY “Device”, MRJ5 iy “Create” Fefl]E#— i
MR G S L — Y, T E PR
5. MEARZE SR HIFAR OTA bin U, FLE AT OTA token AR AN T U1 FT 7 -

B

%1k R SSL OTA, $E3i “The SSL token for AT OTA” LB E .

6. siifi “Product” H#EA M T, 41 FANFTR . B BIENIE %, 7 “ROM Deploy” T fii AMUAF corename.
KB TR 5 Hi bin SCHFE AN “otabin” FELRAE.
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lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join

& 22: i A iot.espressif.cn

|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~

-
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”
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Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
"' Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Device Status developing

Datastreams Request Logs O

1 wait for request...

+ Create
. Key set you as owner
Meta-Info &
| master 5802d10b6ee86c617583371ade4faf4fend42f2c (master) I
owner 7109246496617d2482c6a3b38498719781734162 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

ik

o MR EAETTIZ, at_customize.csv PEXWHAFHE XK, HEW ota.bin BN
F B R S PR bin SCEERIH]

o XT corename FE, MFEAUUH THBIEX S bin S04

7. i ota.bin SFHLARAE A M BIALA
8. T LiBfTAT+USEROTA fp. WIRIZAC 4z, #7F1h OTA 7L

%

o P L E| iotespressif.cn fif) bin S BRI, G PAN HLN -
— WERFAL app 43X, 3K bin SUH4 I EHN ota.bin.
- WERFALH A2 XA X, 55 bin SCHL K EN at_customize.csv H1Y Name FE.
fBan, WRF factory_Param 4pK, B HIKE N factory_ param.bin,
* ESP-AT R A T7E S ] OTA pIXrpre xXHE, HIfi OTA BT EAMREF R, J5lf ESP-AT [#]
PR IE R 21T, (EXTT H @ AKX, |1 ESP-AT (%A &t E/NOFAH.
o WUREFTRON—IFUG B A e i bin SCPE, IR 2 E R A IGIA ], BiR %5 OTA token % ¥
“H A token {1 .

i/l AT+WEBSERVER #:47 OTA 4%

1527 AT+ WEBSERVER F1Web Server AT i+ %) 3XEUE Z{Z R,

6.14 i iy ESP-IDF fliAs

ESP-AT [{FET SR ZEWIHRFTT S HEAL (ESP-IDF), 4 NHASHY) ESP-AT [ R AN 5E 1) ESP-IDF Hi
A 5 ZUE ] ESP-AT TAEERIARY ESP-IDF A, ANt WU B ESP-IDF i, [H)) libesp32c3_at_core.a
Ji&)Z ) ESP-IDF Jift 4255 ESP-AT T#&#Y IDF JAAN—E0AT RE & S 2 R B AT o
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7a9 }

Id aBav

Name esp_iot_test
Serial Bbddd7ad (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chore(beta): 1.0 codanamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

B2, TEHLERRIRIGOLT , ESP-IDF /A TR Ll GE1E 1 T ESP-AT TAE. WIRETHEE R, 43
(ERIK (S =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4% i 5% #F IDF_VERSION ({4 Ht, 3X L% 3 4 43 i 7 module_config
A I TR BN R B A SR e b % SR AR T OB A [ 4 B B T ) ESP-IDF ) 4 2. A
ID Fl4: 5 #ihk. 541, PLATFORM_ESP32C3 V-4 ) MINI-1 B4l [y IDF_VERSION {i F mod-
ule_config/module_esp32c3_default/IDF_VERSION,

UnREAE N ESP-AT [El{F 50 ESP-IDF A, 5% MDA N 23R4 A

o HFMiLfY IDF_VERSION 3,

o MR EH A 52, 32732 ID MG L.

o Mkk esp-at MHFEFIRAW esp-idf, PAE TR GRIER 1 JE % IDF_VERSION HT 58 E 1)
ESP-IDF i 4s .

o HHT4WIF ESP-AT T#2,

VER, 4 ESP-AT JiiAFI ESP-IDF iR A UCHL, Fwiskit S i T 45

’Please wait for the update to complete, which will take some time

6.15 ESP-AT [E1h2 5

AR T i) — ESP32-C3 RFH AT BIFAE SRR a5 . fF. BT 225

6.15.1 ESP32-C3 %1

AP ESP32-C3 241 AT [l {11 X 51 :
« ESP32-C3-MINI-1-AT-Vx.x.x.x.zip (<5 f#i# >y MINI-1 Bin)
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SeRp G A4

NI T E BRI ESP32-C3 41 AT BN SRR fr 48 (1 & 301 ) . BRI SCRpEAT PATE
Wi BN % ESP-AT TG SR Mk (8 @ %R). SR Fmmas (O RR), FREAY
SN SE A SR Ao . IEUAARYREIE AT BV #, & RER AAR R fE, A
Fromik. BATHFERECFICIE MR E 7 RS 2T OTA TH-

meE MINI-1 Bin

base

user
Wi-Fi

TCP-IP

mDNS

WPS

SmartConfig

ping

MQTT

HTTP

Bluetooth LE
Bluetooth LE HID
BluFi

FileSystem

driver

WPAZ2 enterprise
Web server
WebSocket

OTA

PO e

Wi MINI-1 Bin
Flash 4 MB
PSRAM [x]

UART &

TX: 7
RX: 6
CTS: 5
RTS: 4

SCRFIBEAL

NS TE KA ESP32-C3 R4 AT [E BRI SCRAR e st e (] &9 F0R) . BRIAR SCREHTT
At arpy T B ABHUE SRR (@ %), USSR STRREH (O £5). MTRERL
HRREAL, B DR M i% ESP-AT T42 B B T S G S 3.

VUART BT HE X, PEHESZ TR E AT # 0% .
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BAMN R MINI-1 Bin
ESP32-C3-MINI-1/1U
ESP32-C3-WROOM-02/02U
ESP8685-WROOM-01
ESP8685-WROOM-03
ESP8685-WROOM-04
ESP8685-WROOM-05
ESP8685-WROOM-06
ESP8685-WROOM-07

6.16 WM\ GitHub & he#iln A AT W

Hi T ESP-AT 7& GitHub [ ] CT (FP2R8E0) , bR RS B % B GitHub #i2x A4 i ESP-AT [ {11
Ik A o

R PERIRIRTRA AT BFE, & 28RS A Cry™ i AT A% IS 6E -
WPRAFAF T RAISIPRCL B P8 EEE, TS 2 mT e )i

PATR A gR A anfar A GitHub R 2l i ARAS AT [

1. BRI GitHub k-5
TEFFHEZ 1T, ek Y GitHub WK'S | K0 R 80 B B8 SR AR
2. ¥TFFMTT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<> Code (©) Issues 50 i1 Pull requests 4 (*) Actions [ Projects 00 wiki @) Security

¥ master - Go to file Add file ~ About

AT application for ESP32

ﬁ xcguang Merge branch 'docsiupdate_how_to_customize_ble... .. + 6daysago Y0 1,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
&8 View license
I tools feature: Support compile on windows OS 7 months ago

& 30: ESP-AT GitHub ‘B 75 F fi

3. Hiis “Actions” PEA “Actions” T [

4. il “Branch” 3EFEARE 3L
ERIA K master 4332 . QIARGEAR R 248 € A S IE T 4, A “Branch” #FAFEE X
I workflow T JH] .
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[ espressif/ esp-at

<> Code () Issues 50 il Pull requests 4

(®) Actions

¥ master -

0 xcguang Merge branch 'docs/update_how_to_customize_ble_s...

B _oithub/workflows

Go to file

feat: add new GitLab and GitHub jobs for all functi...

@Watch ~ | 44 ¥ Star | 371 %9 Fork | 251
[T Projects 00 wiki © security cae
About

v Gdaysago Y9 1,473

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266

2 months ago ESP8266_RTOS_SDK

& 31: fi5 Actions

B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet
. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

H espressif/ esp-at @Wakch ~ 44 ¢ S| 371 %9 Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch "docs/update_how to customize ... T, B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...

CIC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsltrans_compile_project_and_ad...

CIC++ Cl #283: Commit e5ca22e pushed by igrr

© Merge branch 'docsitrans_four_compile _develop_d...

CIC++ ClI #282: Commit cc39436 pushed by igrr

@ Merge branch 'docsl/update_copyright_year' into 'm...

CIC++ Cl #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docslfix_firmware_diff_doc' into 'mas...

CJC++ CI #280: Commit e2b9d35 pushed by igrr

M Merae hranch 'dacc/add cinstate cammand' inta 'm

& 33: 5 Branch

5. mdiEcEY workflow 3 A workflow T Jhj

Workflows All workflows

Showing runs from all workflows
All workflows

%, Clc++Cl Q. Filter workflow runs

271 workflow runs

master

master

master

master

master

Event - Status ~ Actor =

Filter by branch

[ Find a branch

ci/github_compile_fail
feature/add_build_script
~/ master

release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3
release/v2.2.0.0_espB8266

test

e e

Event ~ Status -

Branch ~ Actor ~

@ Merge branch 'docslupdate_how_to_customize_ble... B 6 days ago
master
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
Merge branch ‘feature/lupdate_at_core_esp32'into ...

° 9 P - —esp release/v2.2.0.0_esp32 E! 7 days ago
CIC++ CI #270: Commit 7135f05 pushed by igrm @ 6m 44s
Merge branch 'feature/update_at_core_esp8266’ into...

° g P - —esp release/v2.2.0.8_esp8266 Ej 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr @ 8m 47s

& 34: SikfErn) Workflow

6. P IR 2 )5, £ Artifacts GUENH PEFRMIXT R4

7. miai FEBCA R ORI RS AT FF

il WERGEHE Artifacts TR ERCA KRB B, 1§ SHESP-AT B4 £ 5% PEEUm

AT

6.17 at.py 1.1

at.py LEHTEMSRITHIFH 2 MB/4 MB AT &7 & {4 (B build/factory H3F I factory XXX.
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status Total duration Artifacts

Success 6m 25s 1

K 35: i Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]

Espressif Systems 359 Release v2.3.0.0-esp32c3-862-g7b9487c20f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 6. WA ZiFHIF & H O AT TR

bin) WHZMSHILE . XUHE A5 Wi-Fi BLE . IERFAI% AR E . UART U, GATTS fCE . 4
BRI EICTA R TRy, BT AR at .oy T RAB B F )X LS A

6.17.1  PEAILE

TS N T AR, e at . py TRNE. FEIFHAECEBSOA R EFbER. it IREEHE Linux
RGNk -

o % —%: Python %%

s H=F: atpy T

s H=F: atpy MiELA

o FV9F: atpy 5B E P AY T E T 1)
s B AP EMRE

6.17.2 45—2: Python %%

R AT 22225 Python, R ABEL SR . 50N, AR Python By 30, 5 Python [ R 2k
2R, Het# BT Python 3.8.0 gl s S Ak .

AT, T PMEMFTH A python —-version, #7F Python i .

6.17.3 45 3B at.py F#

VjlA) at.py Ui, sidi Download raw file $#4ll, ¥F at.py SCHF FEE|4H,

< C (¢ @& github.com/espre p-at/blob/master/tools/at.py

( , Search or jump to... Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~ 3 Fork 380
Code Issues 116 Pull requests 2 Discussions Actions Projects Security 2 Insights
Code at.py

master @ ustcew History

: Code Blame
main

] 37: "N # at.py SCHF
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6.17.4 52 at.py JHIEBEW]

Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,
B F SR R A B U

6.17.5 50U at.py & PF AL E R B

o 152 Wi-Fife g

s WSPUER Fe B AR E
o %7k UART fe &

o 157 GATTS B &

i
o BAIPANIR GBI L FSEECE, BN, AATARIHME B Wi-Fi Bt B AR A A i E

s MEMSEIE, WAIALAE AN, B AN SHIE R AR .
B EH S E, 15248 mfg_nvs H3R R mfg_nvs.csv 1, &GXNATIET.

e Wi-Fi ficE

MR E ) Wi-Fi S0 E AR R R

S IhgE ;]

--tx_power Wi-Fi [ K D% NG UL ESP32-C3 A1) %

--country_code Wi-Fi B ZE G W Wi-Fi B Z XA P ce 2B,
—-start_channel Wi-Fi ® 15158 TG W Wi-Fi [5 2/ XA RS A ) schan B
--channel_number Wi-Fi ) B 51854 TG I Wi-Fi [E 22/ XA RS HH ) nchan 7B

fhn, ERTLARTH AR fisd, BE Wi-Fi K A1) 18 dBm, EIZAUHN US, BIAFEED 1, &
fRIEECN 11

python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o --tx_power 72: Fi{ij i 0.25 dBm, 72 ¥/~ 18 dBm
* --input factory_XXX.bin: #i A {4 3042

fE 15 R T B
YA S I AN PR E AN T R TR
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SH IhgE R34 L
--server_ca TLS R %251 CA ik server_ca.crt
--server_cert TLS RS2t server_cert.crt
--server_key TLS k45 2ei) %40 server.key
--client_ca0 50 B Fimiy CAER client_ca_00.crt
--client_cert0 EESY I8 jﬁﬁ I 3':5 client_cert_00.crt
--client_key0 50 BK R client_key_00.key
-—client_cal "" 1 BRI CA IEJFE client_ca_Ol.crt
--client_cert1 % 1 &% ik client_cert_01.crt
—-client_key1 EREST ARGl client_key_01.key
--mgqtt_ca MQTT X s CA IE+ mqtt_ca.crt
--mqtt_cert MQTT & F gk mqtt_client.crt
--mgqtt_key MQTT % i i 25 4A mqtt_client.key
--wpa2_ca WPA2-Enterprise % ) i 1) CA | wpa2_ca.pem
ks
--wpa2_cert WPA2-Enterprise 2 i i35 15 wpa2_client.crt
--wpa2_key WPA2-Enterprise % i) %4 | wpa2_client.key

Buan, GEATAGEPAR a4, BE MQTT & i) CA LTS . &7 S F Uk F5 R4 .

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

o —-input factory_XXX.bin: #j A E{F Sk

&k UART Jic ¥

FEMH) UART BEEL, {UEEAT 45% 2 () UART BCE. MBS R E T AR

S IhgE 15t B

--uart_num AT %14 0 UART & IFE AT HE D FEBHAE AT ep 2 0, SFEBER
WESE. FRERIE R P tx_pin Al rx_pin
B 'ﬁAT B &% [ o Al ox B8 W
AT B Eaa HECE T rx, MR tx_pin FFE
Be 5 # R (Té%@‘lﬁﬁ&) #J UART
M) tx 4 B —2.

--baud AT /E/\ T I JEAE{E . 115200

--tx_pin AT 1y 4 1) TX & Tﬁ b PRIE RS S RIS 2 A A 8 T 28

--IX_pin AT /E/\ T RX 45 T PRUEFFAE 254 TS 2 LA A8 J v 58

--Cts_pin AT %1111 CTS & T PRUE R S B8 AN 2 R A A B 2e . R
{JIL?"E]L BB ECh -1,

--Its_pin AT 7y T RTS 45 i) T PR UERHE B B A A S FUOAL A b 2e . AN H

ARy, BMEESECh -1,

Bian, ERTPARE AT 4, B0 AT fiy 4 HRYBREA 921600, TX A 17, RX M 16, SR

python at.py modify_bin —--baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 ——-input factory_XXX.bin

o --input factory_XXX.bin: #j A1 {2F S0

& GATTS P E

BV, ESER AT B R SR AL T AR 5 SCRY, T % GATTS (YL E S gatts_data.csv H4 7
Bt e

Espressif Systems 362 Release v2.3.0.0-esp32c3-862-g7b9487c20f
Submit Document Feedback



https://github.com/espressif/esp-at/blob/7b9487c2/components/customized_partitions/raw_data/server_ca/server_ca.crt
https://github.com/espressif/esp-at/blob/7b9487c2/components/customized_partitions/raw_data/server_cert/server_cert.crt
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https://github.com/espressif/esp-at/blob/7b9487c2/components/customized_partitions/raw_data/client_key/client_key_01.key
https://github.com/espressif/esp-at/blob/7b9487c2/components/customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt
https://github.com/espressif/esp-at/blob/7b9487c2/components/customized_partitions/raw_data/mqtt_cert/mqtt_client.crt
https://github.com/espressif/esp-at/blob/7b9487c2/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
https://github.com/espressif/esp-at/blob/7b9487c2/components/customized_partitions/raw_data/wpa2_ca/wpa2_ca.pem
https://github.com/espressif/esp-at/blob/7b9487c2/components/customized_partitions/raw_data/wpa2_cert/wpa2_client.crt
https://github.com/espressif/esp-at/blob/7b9487c2/components/customized_partitions/raw_data/wpa2_key/wpa2_client.key
https://github.com/espressif/esp-at/blob/7b9487c2/components/customized_partitions/raw_data/ble_data/gatts_data.csv
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LT AME Y GATTS Bl R 5

SH IhgE

--gatts_cfg0 T gatts_data.csv 3CAFH index o O F—A T4
--gatts_cfgl BT atts_data.csv U index Sh 1 I—4780HE
--gatts_cfg2 T gatts_data.csv SCAEH index O 2 —A TR
--gatts_cfg3 T gatts_data.csv U index o 3 F—A T8
--gatts_cfg4 T gatts_data.csv LA index N 4 1 — TR
--gatts_cfg5 TP gatts_data.csv SO index S 5 F—A T8
--gatts_cfgb g gatts_data.csv 3L index O 6 F—1TEE
--gatts_cfg7 BT gatts_data.csv SO index b 7 B—A T8
--gatts_cfg8 g gatts_data.csv CfFH index O 8 H—ATEHE
--gatts_cfg9 TP gatts_data.csv SO index oh 9 B—A T8
--gatts_cfg10 T gatts_data.csv U index Sh 10 f—4T4HE
--gatts_cfgl1 TP gatts_data.csv SO A index iy 11 f—FT800%
--gatts_cfg12 B HT atts_data.csv U index i 12 1—F780HE
—-gatts_cfg13 BT gatts_data.csv SCEEHT index Ky 13 —F 75
--gatts_cfgl4 B HT atts_data.csv U index SN 14 1 —F783E
--gatts_cfgl5 BT gatts_data.csv SCPEHT index Ky 15 p—F 75
--gatts_cfgl6 B HT atts_data.csv U index Sh 16 1 —F780dE
—-gatts_cfgl7 BT gatts_data.csv SCEEHT index Ky 17 —F 75
--gatts_cfgl8 T gatts_data.csv U H index Sy 18 f—F 78R
--gatts_cfg19 T gatts_data.csv SO index 24 19 B —F T80
--gatts_cfg20 T gatts_data.csv U A index Sy 20 f—F 78R
--gatts_cfg21 g gatts_data.csv SC{FH index °h 21 —4T4E
--gatts_cfg22 T gatts_data.csv U A index Sy 22 F—F TR
--gatts_cfg23 T3 gatts_data.csv A H index b 23 1—4780E
--gatts_cfg24 TP gatts_data.csv U index Sy 24— TR
--gatts_cfg25 T gatts_data.csv SO index 4 25 B—FTH0R
--gatts_cfg26 TP gatts_data.csv U H index Sy 26 F—F TR
--gatts_cfg27 T gatts_data.csv C{FH index b 27 —4T4E
--gatts_cfg28 TP gatts_data.csv U H index Sy 28 F—F TR
--gatts_cfg29 T gatts_data.csv U index SH 29 —4T 4
--gatts_cfg30 T gatts_data.csv SCAH index Sy 30 —F TR

Bian, GEATPAGEHI AR x4, B index 2 0 47HY perm AR

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" --input factory_
—XXX.bin

o --input factory_XXX.bin: #j A 7[R {2E S0

TR BIURR AT [E, SRR B O™ b B AT AR U fiE .
PR AL i A ORI PR e 8kt . 1T 58T RERY AR

Shsb: WIPRRE IR B R R A s, SRR .

6.18 AT API Reference

6.18.1 Header File

e components/at/include/esp_at_core.h
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6.18.2 Functions

void esp_at_module_init (const uint8_t *custom_version)

This function should be called only once.
%4 custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value —the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)

Parse float parameter from command string.

S8
* para_index —the index of parameter
* value —the value parsed
B
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)

Parse string parameter from command string.

S8
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
» ESP_AT_PARA_PARSE_RESULT_FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%4 len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-
MAX_DELAY.
PEA ]
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

Espressif Systems 364 Release v2.3.0.0-esp32c3-862-g7b9487c20f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 6. WA ZiFHIF & H O AT TR

void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.
bool esp_at_custom_cmd_array_ regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)
regist at command set, which defined by custom,
S
* custom_at_cmd_array —at command set
¢ cmd_num —command number
void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%%, ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom _ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)

regist custom operate functions set interacting with AT,
%% ops —custom operate functions set

uint32_t esp_at_get_version (void)
get at module version number,
J&[A] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint8_t result_code)

response AT process result,
%4 result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,
S
* data —data buffer to be written
* len —data length
pq |
* >=(: the real length of the data written
 others : fail.
int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
S
¢ data —data buffer to be written
* len —data length
peq |
e >=(: the real length of the data written
 others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,

S8
* data —data buffer
* len —datalength
Bl
* >=0: the real length of the data read from device
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* others : fail

bool esp_at_port_wait_write_complete (int32_t timeout_msec)

wait for transmitting data completely to peer device,

24 timeout_msec —timeout time,The unit is millisecond.
B
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
B
e >=0: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

%% terminator —the line terminator
PEA ]
* true : succeed,transmit data completely
* false : fail
uint§_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is “\r\n” .

#&[n] the command line terminator

const esp_partition_t *esp_at_custom_partition_f£ind (esp_partition_type_t type,

esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.
* type —the type of the partition

* subtype —the subtype of the partition
* label —Partition label

1R[] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{

xSemaphoreGive (sync_sema) ;

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_ DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:
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%% callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.

S8
* buffer —buffer to store the version string
* size —size of the buffer
R M
* > (: the real length of the version string
* others : fail

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

6.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device
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int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes
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void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before entering light sleep

void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.18.4 Macros

at_min (x,y)
at_max (x,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT

Starting “AT” not found (or at, At or aT entered)
ESP_AT CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed
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ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.18.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.18.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_ SLEEP
enumerator AT_LIGHT_ SLEEP
enumerator AT_MAX_ MODEM_SLEEP
enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:
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enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT _SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type
the result of AT parse

Values:
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enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT_PARA PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_RESULT_CODE_OK
[13 OK b2

enumerator ESP_AT_RESULT CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_ CODE_FAIL
“ERROR”

enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

6.18.7 Header File

¢ components/at/include/esp_at.h

6.18.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name
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const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)

get current module id

void esp_at_set_module_id (uint32_tid)

Set current module id.
%% id —[in] the module id to set

void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.

%4 buffer —[in] pointer to a module name string

void esp_at_main_preprocess (void)
some workarounds for esp-at project

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)

get storage mode of mfg parameters
jE_(lEl at_mfg_params_storage_mode_t

void esp_at_ready_before (void)

Do some things before esp-at is ready.

£ 1E: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by

calling APIs from esp-idf or esp-at.

6.18.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

6.18.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE

enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION
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Chapter 7

Bz - R lie AT oy 2 AT

7.1

MR =0 IS TR E B AT Gr AR A R R, TR R A S

RainMaker AT 72 Fll5E 1

7.1.1 RainMaker AT #5245

GEUAH

BROARY AT [P SCRR I R 09 AT fird-. WRESE 2 ESP32-C3 37§ RainMaker fiy%>, if{Li%

(Ve

5% ho T A GitHub F 3 5 #1168t iR A AT B SCRY, "F# esp32c3-rainmaker-at [E{4f:
B 174 iF ESP-AT T 42, JE8H =4 4 B B Platform name % #f PLATFORM_ESP32C3,
Module name $4#% ESP32C3_RAINMAKER,

AT+RMNODEINIT : W44k &

AT+RMNODEATTR: J@&MHAS B 5/E

AT+RMDEV : $£45454E

AT+RMPARAM : V45580 #u4E
AT+RMPARAMBOUNDS: W) S5 yEE
AT+RMPARAMSTRLIST :  [v)F 45 S5 E45 58 51 3
AT+RMPARAMCOUNT : [m) 34 S50 N e KT %%
AT+RMUSERMAPPING = FF &3 F PRI 5 22 [) frg e st
AT+RMUSERUNMAPPING : 3518 FH PRI 55,2 6] e i
AT+RMPROV = Tig [ -5 B F PRI 52 [) g e 5
AT+RMCONN : %323 ESP RainMaker 7
AT+RMCLOSE: Fzh¥1FF5 ESP RainMaker 7 [ %4
AT+RMPARAMUPDATE : %05 3

AT+RMMODE : %5t bzt

AT+RMSEND: ¥t RainMaker -5 i 1% 4 # X, B{ RainMaker & 5 4% X, " &35 505
AT+RMOTARESULT : % 3% OTA %53
AT+RMOTAFETCH : 3KER OTA 1 &,

AT+RMNODEINIT: #JiGALT5 x5,

WA Wi
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’AT+RMNODEINIT ‘

W

[ox |

AL PITININZ )5, R ES AR Fr7 JSON A% SR AT AE 1 -

{
"node_id":"XXXXXXXXXXXX",
"config_version":"xxxx-xx-xx",
"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"xxxxxxx",
"type":"AT Node",
"model":"esp-at",
"project_name":"esp-at",
"platform":"esp32c3"
by
"devices": [
1,
"services": [
{
"name":"System",
"type":"esp.service.system",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 4
{
"name":"Factory—-Reset",
"type":"esp.param.factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 4
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
3
1
}I
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"Tz",
Q)
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"type":"esp.param.tz",
"data_type":"string",
"properties": [

"read",

"write"

"name" :"TZ-POSIX",

"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
1
}I
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"

1,
"bounds": {

ax":10
}

B
* YEPATHE ESP RainMaker AT iy 4 Z I WV i% G A TIZ A 2
. iZﬁ‘Eé\E}W)\fFF' TRGAENRS . OTA IRd5. WHXARST. & B A ETT IR 55 .
o R e RBUEAEAE & 7740 X rmaker_mfg FGIANIER B . QEREA KEE], WMAIERS
NVS F3 KRB B AnRERECA SREE , WA 24T claiming.
. légg%ﬁﬂﬁﬁﬁ%‘fifﬁﬁl: rmaker_mfg EPEI’J"%& WRSHORAE, WEBGARCE(E BT
[fEaEp=g
o T RGO - S BAA R SEE R
- node_id: JEHEIEFS, ME—HRIEAF, AR,
— config_version: R} IG5k i, JoFEHE .
— name: [H5E}N “ESP RainMaker AT Node”,
— fw_version: RainMaker AT lA{ZH..
- type: [EEN “AT Node”.
— model: [HEN “esp-at”.
— project_name: [EEH “esp-at”.
— platform: [#H%E R “ESP32-C3”,
— services: RGNS . OTA JIjR5s. BFXMRS:. @l AT RS

Espressif Systems 377 Release v2.3.0.0-esp32c3-862-g7b9487¢20f
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 7. 55 =TTz F- G2 filfb AT fiy - Fl [

AT+RMNODEATTR: B 1E{E B

B A

AT+RMNODEATTR=<"namel">, <"valuel">[<"name2">, <"value2">,<"name3">,<"value3">,...,<
—"name8">, <"value8">]
W i :
[ox |
ZH

* <” name” >: T rijEMEEA .

o <” value” >: 7 SJEME(E.
wi]

o ZATA NVAZLE AT 12 [ RainMaker =2 BiHAT (#§2:% AT+RMPROV 5,3 AT+RMCONN ).,
il
AT+RMNODEATTR="serial_num","123abc"
AT+RMDEV: P¥:45Hf4:
wEmS WA
’AT+RMDEV:<dev_opt>,<"unique7name">,<"device7name">,<"device7type"> ‘
WAL
[ox |

o <” dev_opt” >: PEEHAE.

- 0 Whn—A~K4%s
TR — A5

e <” unique_name” >: %4 ME—HRIH4 .

* <” device_name” >: R&EHXFR, FFERNNH R RHERINE 2R

o <” device_type” >: X425, H5E# Devices,
el

o R NILTE R A 15 | RainMaker = Z HIIWAT (15255 AT+RMPROV 3345 AT+RMCONN ) .

. E Bl AN BB I — 4

Z AT G, BRSNS . BAATE params S AUR(E R “esp.param.name” , £#fi

%ﬁéﬁﬁﬁ “string”, AUPRA “read” FI “write”,

il

AT+RMDEV=0, "Light", "Light", "esp.device.light"

A PATHENZ G, B “Light” SPERMNETTARCE S, FAEATRLALIT Br7R JSON M frry (7

i iC i & % AT+ RMNODEINIT )

VA
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"node_id":"XXXXXXXXXXXX",

"config_version":"xxxx-xx-xx",

"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"xxxxxxx",
"type":"AT Node",
"model":"esp—-at",
"project_name":"esp-at",
"platform":"esp32c3"

}I

"attributes": [

Submit Document Feedback

{
"name":"serial_nun",
"value":"123abc"
}
] 4
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
}
] 4
"services": [
{
"name":"System",
"type":"esp.service.systemn",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
]
} ’
{
"name":"Factory—-Reset",
"type":"esp.param. factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} ’
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
(N oiakzn)
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(8L 7))
"read",
"write"
]
}
]
}I
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"TZ",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"
]
}I
{
"name" :"TZ-POSIX",
"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
}I
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
JI
"bounds": {
"max":10
}
}
]
}

AT+RMPARAM: 4% 5 5icdf:

peEaA Uik

i3 I 24

AT+RMPARAM=<"unique_name">, <"param name">, <"param_ type">,<data_type>, <properties>, <
—"ui_type">,<"def">
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Wi 3% ¢

OK

e <” unique_name” >: B ME—FRIHA .
e <” param_name” >: ZE4FR.
e <” param_type” >: S(EH ., {5 S% Parameters,
o <data_type>: FJEZA,
— bit 0: boolean,
— bit 1: integer,
— bit 2: floating-point number ,
— bit 3: string,
— bit4: object,
— bit5: array,
 <properties>: E{IEFR .
— bit 0: read,
— bit 1: write,
— bit 2: time_series,
— bit 3: persist,
o <” ui_type” >: Ul A, {%2:% Ul Elements.
o <7 def” >: BRIAMH.

e
o HA NAZTE B 5 1%E4% I RainMaker =2 BitAT (752% AT+RMPROV 53 AT+RMCONN ) ,
* HIRSE <def> LS4 <data_type>. AT ALNTRRA.
* ¥ERainMaker % 542X 1, HAFFE—NSE ORI & a2 AT+RMDEV T3 NPT S ERIAS L) .
WERAER S FAAEZANSE, WIGHERE A RainMaker % 1% 45X,

il

AT+RMPARAM="Light", "Brightness", "esp.param.brightness",2,3,"esp.ui.slider", "50"

AT+RMPARAMBOUNDS: [ S B0 MIE

BEmA wmA

’AT+RMPARAMBOUNDS:<"uniquefname">,<"param7name">,<"min">,<"max">,<"step">

W

’OK

e <” unique_name” >: P ME—FRIHA .
o <” param_name” >: ZHZFR.

e <” min” >: H/MH.

o <” max” >: HIMH.

o <” step” >: HHHH.
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v
o A MIZAE B ER: [ RainMaker 2 HiAAT (i§2% AT+RMPROV 5 # AT+RMCONN ) .
o ZAT 4N <data_type> (B FAT+RMPARAM WY <data_type> Z4{) A integer B ¥
floating-point number )41 . EFEZSE <"min">, <"max"> fil <"step"> VLfL <data_type>,
AT AN ER K2

il

AT+RMPARAMBOUNDS="Switch", "brightness™,"0","100", "1"

A PATINZ 5,7 bounds” Sk HNABESE “Switch” ) FHAENEBLALN R 7R JSON A% RARAE (55
Jit B it 2% AT+RMNODEINIT ),

{
"name" :"Brightness",
"type":"esp.param.brightness",
"data_type":"int",
"properties": [

"read",
"write"
1,
"bounds" : {
"min":0,
"max":100,
"step":1
}I
"ui_type":"esp.ui.slider"

AT+RMPARAMSTRLIST: [0] 7452 5o I 40 53 51l

pEmY mA

AT+RMPARAMSTRLIST=<"unique_name">, <"param_name">,<"strl">[,<"str2">,<"str3">,...,<
—"strld4">]

W

OK

e <” unique_name” >: FHEME—FRIHEL.
o <” param_name” >: ZHZFR.
o < ostr” > FEAFERERPI A

vei
o AN IZAE B ERE [ RainMaker =2 W4T (#5235 AT+RMPROV ¥ AT+RMCONN ) .
o AT MUE AT <data_type> (IEZFHAT+RMPARAM Wi <data_type> Z%k) H string [ S5k,
HEHRSE <"str"> PLL <data_type>, AT R&MNTRKGE.

il

AT+RMPARAM="Light", "Color", "esp.param.color", 4,3, "esp.ui.dropdown", "white"

AT+RMPARAMSTRLIST="Light", "Color", "white", "red", "blue", "yellow"
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EMAPATIINZ J5,” valid_strs” 2P A &% “Light” v, FHAENFRLAL T B~ ISON &R ARfE (T
S B 1 2% AT+ RMNODEINIT )

{

"name":"Color",
"type":"esp.param.color",
"data_type":"string",
"properties": [

"read",

"write"
]I
"valid_strs": [

"white",

"red",

"blue",

"yellow"
]I
"ui_type":"esp.ui.dropdown"

AT+RMPARAMCOUNT: %8 S 5miin Koo =5k

pEmY mA

’AT+RMPARAMCOUNT:<"unique_name">,<"param_name">,<array_count>

W i :

* <” unique_name” >: FFME—HRIHL .
o <” param_name” >: Z4Fr.
o <array_count>: {4 E KICESL.

el
o LA A MNAZTE B L RainMaker 5 Z Bi#AT (1§53 AT+RMPROV ¥ AT+RMCONN ) .
o LS N <data_type> (S AT+RMPARAM W) <data_type> Z%k) K array IS5,

HHRSEL <array_count> JUE <data_type>, AT AN,

il

AT+RMPARAM="Light", "Color", "esp.param.color", 6,3, "esp.ui.hidden",""

AT+RMPARAMCOUNT="Light", "Color", 5

B PATHINZ G ,” bounds” LA B s “Light” o, FHAENFBLALIN BT/ JSON A8 fRA7 (1A
Jit &1 2% AT+ RMNODEINIT ) ,

{
"name":"Color",
"type":"esp.param.color",
"data_type":"array",
"properties": [
"read",
"write"

(T IU7RED
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1,
"bounds" : {
"max":5
by
"ui_type":"esp.ui.hidden"

AT+RMUSERMAPPING : JF 53 PR s 2 iy g5t

peEmY mA

’AT+RMUSERMAPPING:<"user_id">,<"secret_key">

Wi i *

[ox

AR PRI R Z AR 520, AT 1R 1] :

’+RMMAPPINGDONE

S
o <” user_id” >: I RN
o < secret_key” >: %4H,
]
o HHIAERITIZ G2 B £ B 4535 ESP RainMaker 7, 5% AT+RMCONN ,
o LA A PRUEBIR ST . B AE R T B % i B RS 25 (Phone app/CLI) .

AT+RMUSERUNMAPPING : 55 H Ry s 2 [y g

Params wa:

’AT+RMUSERUNMAPPING

W i <

|ox

AT+RMPROV: FERIJT 52 T R iz e s

BeEmA A

’AT+RMPROV:<mode>[,<customer_id>,<device_extra_code>,<"broadcast7name">]

Wi i ¢

’OK
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o <mode>: I,
- 0: FFUSECM, FHFEAERCM S FF 5 M PRI 2 1) R o
- 1+ {5 IERECH .
o <customer_id>: Z RIS, HTXRAARRNE . JEF: [0,65535]. WIERIRAE(H ] Nova Home,
i RARKAT.
¢ <device_extra_code>: ¥£4mid, T app BoMEFRIHE & E bR, JEE: [0,255].
* <” broadcast_name” >: H & AT RIS AFR. JEE: [0,12]. BAL: FY.

AT+RMCONN: 34:$:%] ESP RainMaker z;

BEae @

AT+RMCONN=<conn_timeout>

o] o7 =
AR B8 ) 1% H2 3 ESP RainMaker 2, AT j& 1] :

+RMCONNECTED
OK

NS5 451632 ESP RainMaker 2, AT & [H]:

’ERROR

Piran s wa:

’AT+RMCONN

W] 3 :
AR B8 1Y) 1% H2 3 ESP RainMaker 2, AT j& 1] :

+RMCONNECTED
OK

N5 451632 ESP RainMaker 2, AT & [H]:

ERROR

B
o <conn_timeout>: JEEESABIIIE] . JLR: [3,600], PAfNZ: Fb. BRINE: 15,

AT+RMCLOSE: J:ZjliJF 15 ESP RainMaker 2[4

Pira s wa:

’AT+RMCLOSE

Wi i ¢

’OK
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Bl
o N AT SWIT S SRR, A& TSRk +RMDISCONNECTED KIS, R BR&
NS WIS, AT 424l +RMDISCONNECTED HiH .«

AT+RMPARAMUPDATE: Z:%¥ ¥t

B A

AT+RMPARAMUPDATE=<"unique_name">, <"param_namel">,<"param_valuel">[,<"param_name2">,
—<"param_value2">, ..., <"param_name7">,<"param_value7">]

W i <

OK

e <” unique_name” >: EFGME—RIH
e <” param_name” >: ZH(4 .
o <” param_value” >: ZE{{H.

o BH <"param_value"> WHIILE AT AT+RMPARAM H55 <data_type> I EHIZEAL,
s ZWMAHE I I5AZ%, B 14 <"unique_name"> + 7 > <"param_name"> + 7 />
<"param_value">,

o B AT QW RIEN/NT 256 F7 . WERVRAEE BB S BOR, W B AT+RMSEND 654

il

AT+RMPARAMUPDATE="Light", "Power", "1"

AT+RMMODE: B LR

BEES s

’ AT+RMMODE=<mode>

Wi i ¢

’OK

o <mode>: fZiizt,
— 0: RainMaker “&i@ £ 12X,
— 1: RainMaker £ 1E422X,,

Bl

* ¥£RainMaker & 154 X, 1, HAVGFE— NS (R GASAT+RMDEV AN S BOASED)
WIRIER S FFEZANSE, WIETEE A RainMaker % 542X,
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AT+RMSEND: {f RainMaker a1 4y nk RainMaker & {5 & L5

BeEMA Hyhe:
{ERainMaker 538 £ 4 3 X, W& 82 KB R B -

O e
iy

AT+RMSEND=<"unique_name">, <"param_name">, <len>

W )7 :

OK

>

EiAm Y FIR AT B2 ME R IR TRE , IR AT DA AR, 24 AT Bl s i 8die K LA 3 <len>
Ja, Rl

Recv <len> bytes

MR EIREA RN E, RERARN

’SEND FAIL

WA O h Kok, ARG R ZR ] :

’SEND OK

Parin A Thik:
B A RainMaker 51512 X,.

AT+RMSEND

W i ¢

OK

>

g,

ERROR

i ARainMaker 515+ X, . 245 A—4) +++ B}, ESP32-C3 X§2xiR H RainMaker % 15 42 X, " W5 &
BRI WERDERE L AEE T 4 AT 4.

S8
e <” unique_name” >: iXFGME—RIRS .
e <” param_name” >: ZH[(4.
o <len>: HEK . KEMEBLT RAM Kb, RT] DA AT+SYSRAM fiy4 25 1)) 43 7] il RAM
Ko

Bl
* fERainMaker F X W, RAVFIE—DSH (ML E iy AT+RMDEV FET mEASEL) .

WAL A TAAEL B, WIEIEIE A RainMaker 35 £ A X,
o WRAFEFINEH ZANSH, S %AT+RMPARAMUPDATE fii %
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AT+RMOTARESULT: [|-i# OTA £t

B A

’ AT+RMOTARESULT=<type>, <"ota_job_id">,<result>,<"additional_info">

Wi i ¢

’OK

o <type>: 4%,
e <” ota_job_id” >: OTA job ID.
o <result>: OTA %%
- 1: OTA #Ff7H,
- 2: OTA 2.
- 3: OTA %K.,
— 4: OTA Y1 HFETPIEIR
- 5: OTA T R gl 4
o <” additional_info” >: OTA RZSHIMINER.

L]
o I HiE H T 324 MCU OTA, %I ESP32-C3 Wi-Fi OTA, %4 A3 ik OTA IRE.

AT+RMOTAFETCH: 3kHl OTA 1 5L

Wiif s @

’ AT+RMOTAFETCH

W

’OK

el
o Xf T FE 4% MCU OTA, ESP-AT 2% 57 BIRF 82 4 3 19 OTA {7 B & i 3 3 48 MCU, #%h
+RMFWNOTIFY:<type>,<size>,<url>,<fw_version>, <ota_job_id>,
- <type>: {5, ESP-AT i 2¥E 40,
<size>: 35 MCU OTA [/, B 5,
<url>: F# MCU OTA [H{4 F# URL, {R7] PAITAT+HTTPCGET €54 3% F # [ 4
— <fw_version>: F:#3 MCU OTA [ {4 4,
<ota_job_id>: 4% MCU OTA job ID. /7] PANFTAT+RMOTARESULT x4 4% OTA 45
o X%FT ESP32-C3 Wi-Fi OTA, #4i4 Hzh#hfT OTA, ESP-AT 2 OTA WS AT £ MCU, 5=
“H +RMOTA: <status>,

- 1: OTA #f7H.

- 2: OTA 3.,

— 3: OTA 2.

— 4: OTA #hy HFRFAER .

- 5: OTA i T HEAh e R B4
o &% RainMaker AT OTA 3% & T U0 13 ESP RainMaker 7 523 OTA.,
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7.1.2 RainMaker AT 7534

AL BN A RainMaker AT & %5 L, HHRMHE ESP32-C3 #i# b fTiX 2ban & MRl .

A
JEE R AR AR X T %453 RainMaker = 34T ) 04815

BEHEAERR T %13 RainMaker = 3471 04813
FUT A P Ao B2 W) 0 o 44

wifr

SREHLHE T — A7 L Nova Home JAI S 4 HEA7A2 1. #7T DAE 3 Google Play (Android) 5% App
Store (10S) F#k. 76 CHFRRBIT, BRI Nova Home (BiA: 1.6.2) 1% .

FE3 0 AR M X T JE 2 2] RainMaker 233877 Sl s

1. WAL A5
ESP32-C3 G4k i -

’AT+RMNODEINIT ‘
Nl . <
Lox |
AR
A PATIINZ Ja, 5 R E R E N TR AT . FIAG ALY LB R .
{

"node_id" :"XXXXXXXXXXXX",

"config_version":"2020-03-20",

"info":{

"name" :"ESP RainMaker AT Node",
"fw_version":"2.4.0 (esp32c3_MINI-1_4b42408) :Sep 20 2022 11:58:48",
"type":"AT Node",
"model":"esp-at",
"project_name":"esp-at",
"platform":"esp32c3"
}V

"devices": [
} 14
"services": [
{
"name":"System",
"type":"esp.service.system",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
1
} 14
Q)
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(8L 7))
{
"name":"Factory—-Reset",
"type":"esp.param.factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
1
} 14
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
}
]
b
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"TZ",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"
1
} 14
{
"name" :"TZ-POSIX",
"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
1
}
]
} 14
{
"name":"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
] r
"bounds": {
"max":10
3
}
]
Q)
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}

2. JRME S B e, (Tik)
Fan, ESP32-C3 45~k “serial_num”, {H>A “123abc” 7))@ M2y S .

’AT+RMNODEATTR:"serial_num","123abc" ‘

Wi K7 -
[ox |
AR
R PATIING , B B R A By S .
{
"node_id":"XXXXXXXXXXXX",

"config_version":"2020-03-20",
"info":0bject{...},

"attributes": [
{
"name":"serial_num",
"value":"123abc"
I3
} 14
"devices": [

1,
"services":Array[3]

}

3. WI— i
BN, ESP32-C3 fSfn—A iy, WaME—tni4h “Light”, &M P8 “Light”, Ba&2RHN

“esp.device.light” ,

’AT+RMDEV=O,"Light","Light","esp.device.light" ‘
Mg |3«
[ox |
BiH :
A PATIING , PR INE Y S E .
{
"node_1d": "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0Object{...},
"attributes":Array[1l],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
(FITakE:)
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"read" ,
"write"

i

"services":Array[3]

4. A IS
Bin, ESP32-C3 s/ “Power” #1 “Brightness” #| “Light” &£5H1.
SR N “Power” , ZHIALN “esp.param.power” , FHEIEALN bool, AR ATEMT, UL KA
“esp.ui.toggle”, ERIAE K false ( “0” ).

’AT+RMPARAM="Light","Power","esp.param.power",1,3,"esp.ui.toggle","O"

M B <

[ox |
844N “Brightness”, SH2%1°) “esp.param.brightness”, Z{HEISAL N int, IR MEEME, UL
Iy “esp.uislider”, BRIAEN “507,

iy
’AT+RMPARAM="Light","Brightness","esp.param.brightness",2,3,"esp.ui.slider","SO"
N . :
[ox |
LK
B PATIIG,” Power” ZH1 “Brightness” S AR &4 .
{
"node_id" : "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0bject{...},
"attributes":Array[1l],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
} ’
{
"name" :"Brightness",
"type":"esp.param.brightness",
"data_type":"int",
"properties": [
"read",
"write"
] 14
"ui_type":"esp.ui.slider"
Q)
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"name" :"Power",
"type":"esp.param.power",
"data_type":"bool",
"properties": [

"read",

"write"
] 14
"ui_type":"esp.ui.toggle"

}
J 4

"services":Array[3]

}

5. ST 52 R A R 22 T R e df o
{# ] Nova Home app 1F R 7% 13 o

AT+RMPROV=0

i B -

WIFI DISCONNECT

OK

i ESP32-C3 Z HIC & 1EH:— 1 AP, Wiy oWt Es: . 257 app f1 b, I PASE
“+” #4ll > Add Device, #R)5 app j\_J:_J‘_ Bluetooth LE 94 & 7s & BLAY 14
—[Eu% 47 Bluetooth LE B, 7F Connecting Device FE&EH i A SSID FI%S . Z G HECM I

TEEI_JE’J SRR FIRC M B IG , R G

WIFI CONNECTED
WIFI GOT IP

+RMCONNECTED
+RMMAPP INGDONE

Ja AT DATE app L% B A )44 A B ] .
6. E%ﬁ?”%ﬁl
AE app [ R/RAT PR N K PPIRES . B “Power” SECKHEMCH true ( “17 ).
ﬁﬁ/\

’AT+RMPARAMUPDATE:"Light","Power","l"

i B«

’OK

Z G DALE app 1 F BT PR S K PRSI BT RS
7. JE%ET""FE'LV\%
AT DATE app A HIATHRIRAS . AN, Z50] PRRHT BRRAS B4 T RS DI 21 & RS . 24 ESP32-C3
%%@U?’ﬁ% HER, FRERN :

+RMRECV:Local, Light,Power:0

8. {zjj Eﬁﬁﬂ: 5 ESP RainMaker 7 1954 .

ﬂP?
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)

7:28 PM 2 P @+

of

My Device

Add Device

Welcome to Add Multiple Devices

S

home > {z
(7
& Scan QR code
Add Your First Device!

Tap the button below or on the top right.

L 4 @

Home Room Scene User

& 1: Nova Home FRMIE4S
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5:07 PM 120 € AT @

Add Device BLE =

Scanning for devices nearby.

PROV _

ALL Device

@ Lighting

Socket

Switch

Fan

@

Sensor

&

Router

m) [E

Garage Door

| 2: Nova Home & I %45
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5:08 PM 2t () b Yl eal

< Connecting Device

Q Configuring...
Q Registering...
Q Completing Setup...

Tips: Please place the device near your Wi-Fi
router.

& 3: Nova Home FF4&TC
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5:09 PM "2t [ AR @

My Device

Welcome to

home >
Common
light
Common
[ ®
Room Scene User
¥ 4: Nova Home % 4%
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8:32PMZ @ O xR
My Device +
i
Welcome to ' I :
home > CATH {o /
Common
Light ©
Common

A [ @

Home Room Scene User

& 5: Nova Home & UCkT IR TS
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’AT+RMCLOSE ‘

N . :

Lox |

TEEAEBLA F %EH;: 8] RainMaker 25854 11 ) i

1.

2.

HIHRALAT
EEEEE kf’%é]ﬁi’ﬁ%#@%@] RainMaker = AT i - 045815 /R0 PR A48 10357 &
JEPERG B EAE. (AriE) i

1v

WS % -5 B X T #3525 RainMaker = W ayia s RO TPRE S AR AR,
WA

WS% 4l i X T £ 452) RainMaker = 247 6 049815 IR0 — AL &
A IR IS

TERainMaker &A% 42X 1, RAFFE NS (MLE S AT+RMDEV TN s BRASE0) .
WERAER R TAAEZ N SE, MIJCE#E A RainMaker i% 1% 45X,

i1, ESP32-C3 ¥l “Power” 413 “Light " X £ # . 25042}y “Power” , 2425 5 k) “esp.param.power”,
BT R bool, FUFRMIEAIE, UL KA. “esp.uitoggle”, BRIAE N false ( 07 ).,

’AT+RMPARAM="Light","Power","esp.param.power",l,S,"esp.ui.toggle","O"

i . <
Lox |
BiHA :
A PATIING " Power” SRS B H
{
"node_id" : "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0Object{...},
"attributes":Array[1],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
} 4
{
"name" : "Power",
"type":"esp.param.power",
"data_type":"bool",
"properties": [
"read",
"write"
] ’
"ui_type":"esp.ui.toggle"
}
]
}
(N oiakzn)
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1,
"services":Array[3]

}

5. PATHC 52 B PRI S R A A
WS L@ AR X T £ 453 RainMaker = 34717 3043812 RBIHR I RATECR 5 T A F Fo
B Z ) ek 5T,

6. B,

’AT+RMMODE=1

W

’OK

7. Kk

’AT+RMSEND

Mg 3

OK

>

I DAE AR AR, FA L T AT YR BT AR, FA 0 RTRARFAT U] AT AR
8. 1k Ak K .

Y AT B E A — G +++ I, RGEB H RainMaker 51542 X, B 2SR F—F, F

KB —2% AT 4o WER, WSREHNEERA +++, AT RER A ALK A GERER 51 0 HELE

B =+

WwE: i H+++ 1R tHRainMaker % 15 42 X, W] 8| RainMaker 5 3@ 1% iy 42 X, 0] PLER R A H
AT+RMSEND iy A B RainMaker % 145X, ,

9. FFWiFF5 ESP RainMaker 75 [ 1%:4% .
TGS 48 542 X T £ 4% %) RainMaker = 347 7 043813 R BIHP ) 220 47 I &5 ESP RainMaker
=hyiEdE,

PATHD R R Z R

1. 58 Wi-Fi i34 station,

’AT+CWMODE:1

Nl Y -

’ox

2. FEHEEIH S

’AT+CWJAP:"espressif","1234567890"

Wi K7 -

WIFI CONNECTED
WIFI GOT IP

OK
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Vi :

&% A SSID I AT el bk ar & PR R] . 6 S 2% B #5119 SSID FIHH
3. WAL R

W% E-fil i #ﬁz\Tﬁ&éJ RainMaker 2 HEAT [ 40491845 TR GBI B #4607 &
4. JEtkfE BaRE. (Wik)

WS el ALK T %42 5] RainMaker 7 #4711 09 815 7RO B2 15 G401
5. W—ABE

B 4R AE X T #4453 RainMaker = #4T
6. B IS

W% {5 iR 40 MK, £ 425 RainMaker 7 #4710 491815 RO HI63 &b Ao S,
7. %335 ESP RainMaker 7=,

e

T E AR RBIP R e — AR

\A

AT+RMCONN

W

OK

MR MINEE S =, RGERI

+RMCONNECTED

8. JFJe PRI s 2 (Rl A LS
IRFEPLL T REST APIs #:4F RainMaker J5E IR %5 -
BRI PAE S API /{version}/login #j A user_name il password ¥3REL accesstoken., ZJ5
T PA AT Authorize ¥4 RH ANIZRELE| 1Y accesstoken,

m /{version}/login Handie login or extend session request from the user Py
This API will be used by the users to Login to RainMaker or to extend an existing session
Name Description
version * reauired
string API Version (Current supported API Version is 'v1')
(path)
vl
Request body 97" applicationijson v

username and password for Login

User Login ~

{
"user_name": “username@domain.com”,
“password”: "password”

¥ 6: REST API & [ifi

1% F§ API /{version}/user #£BY user_id.

P2 %5 8 1 API /{version}/user/nodes/mapping ¢ # Bl request_id. #F & fr~, ESP32-C3 ¥l
node_id f “84F70308E0QE8”, secret_key H “test”

)5, 8 AT+RMUSERMAPPING FF )5 B PRI s 2 (8] EI’J@%ET
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200 Response body

succes
a eraMQlDLIBUUlLathDUlhT!HBcJNéHVZlHkaZHG(lZa)RENHEYEQ‘FcLJ TWmR2bOUIT iwi YWxnIjoiULMyNTYifQ. eyzdwli0iI3ZjBiMTkNy6OY]IhLTOyN;jktOTOwOCBANZ WM c1ZTBhNDKiLCILbW

FpbF92ZXIpZmL1ZCT6dHI1Z5wiY3VzdG9t0m1haWS6YWLuZXTi01 InYWxzZSTsImN1c3RvbTphZG1pbiT6InRydWUiL CIpc3Mi0iJodHRwezpcl 1uvY29nbml 8by1pZHAudXMt ZWFzdCOX Lt YXpybmF 3cy5jb21cL3VzLWVhc30tH
V9rV300TTZNZkQiLCIjdXNObZO6dXN c19pZCI6TkdpdEN1YLOUTWE2QUI5HTK2SGpXbLI rWWRXZKSLTiwiY29nbml @bzplc2VybnFtZS161jdnMGIx0TQ3LTRiMmEtNDI20S05NDAALTg3NzAYNZVIHGEBOS TS InF1ZCI6IjYwaTZr

Zj1yanVidHFucTVtbnlhcXY21iwiZXZ1bnRfah0i0iI2N2EINTFLZSBzYTYOLTO2HZ I t0TYwYy1iZGN NzQzNzA1YmE] LCIOb2 tLb191c2Ui0ipZCTSINF1dGh fdGLtZSIGMTYZMDTwMze2NCwiZXhwl joxNj YuMjASMZYOLC]
PYXQi0jE2Nj AyMDM3N} Qs ImVtYW1sT joidHhfZGFueWFuZOAxN]MuY29tInd . LB7SLQihXeXVh_Fk0-dugP-pwORXF1T8GtOyb03_94oro3fWX4kpDTE_Kj_2C58fk_LI3t97tz_65DttZnD3YuZWKuTOzCHFHvT2HoezswqDCY5LhD
ALTuSrDWM5uMEX6rx)4nRUMIBIXEH_dOHIBbMLSx- TbIEAZTg d--8jRdL57q07vT_EqZ0-ndoonfo2hxGR7S4BonSS rnkRHAHMBK7Jr IAthHOZS_sbQ-8vY778MUATV6Yo0zpoaM32kta-40iKKZTOy YPIaMWEL CCPFLWA tFu

0GajCOg9etkIpP2ZcgqzAndb7H5 Ll BIGol 0zkj

ccesstoken” ”ey:rawuluuquxormsrrwrrznumurhmatmn1w:n4ussuv1v3kxuun1wsu1xa;ugnmvmnnmuwyurvlfo eyJzdWIi0i13Z1BiMTkONyBOY;InLTQyN] kt0TQWOCO4NzZCWNjc1ZTBRNDKILC
IdmVudFIpZCIELjY3YTUIMWVLLTNRN] QtNDYZzMiB5N]BjLWIkY2ZM3NDM3MDViYSIsInRva2VuX3VzZSI6ImFjY2VzcyIsInNjb3B1IjoiYXdzLmNvZ25pdG8uc2 LnbnlulnVzZXIuYWRtal4il CJhdXRoX3RpbWUi0jE2ZNjAyMDM3N
jOsInlzcyl6Inh0dHBZ0LwvXC9jb2duaXRvLWLkcCS ey 1LYXNOLTEYW1hen9uYXdzLnNvbVuvd XMt ZWFzdCOXX2 tXe RNNK LnRCTs InV4cCIGMTYZHD 1uNzH2NCwiahlFOLjoxNj YuM jAzNzYOLCI Gk 01 T3M02ZTNINS 1i0TZn
LTQ50WI t0DYxZCOz0GVAMTLiY2UwMnYiLCJ] bGLLbnRFaWQi0iT2MGk2a2F ] NWYS5 cmpl ZXRxbnE 1bW5 tYXF2Ni s InVzZXJuYWILTj 0iN2YwY ] ESNDC tNGIyYS0BM] Y5LTkOMDgtODC3MDINWUWYT  16.u0BMEq4VQ0ngLnGzHWd
dLsYcML5TGDRXSAFVIJa8APRpIh1IzPOP2YutsEy75a6AoxjZhvRyxWktgD7BmZECmz4Hz1U35bkhbRD - 2Ft5pw3Gxke] lSqu_rhNkfﬂIRMD’lﬂquZI:uZHAIfI'-VZlKnQththzvnH_yBSEH[HEF_::HUE::G!IHZINB!HI’S;SEFV]FR
bBKBX3w40yM5SIne_tzhOehsCHuoSIguSDhrhIFDWWYSM22ZbK34rZUScLMihw_7SBLSpYThHNm-LijwfUvrwgEnQQtzHChViduOPqqv336LuverBIHXt YidacFgmaRZKPTxawn2uDIm03r9-tyA" ,

“refreshtoken”: "eyljdHki0iJKV1QiLCJ1bmMi0iJBMjUZRENNTiwiYWxnIjoiUINBLUSBRVA1TQ. UUWMGQSmBMOFBIVONTY_mmHAYbYGA2yob0Zs W] IPbvzeNnShwhecR6h1960K_kJzeFyMoaQWoGzCX5Tn6LsxwlujObTr
85MkGHEQkcac6tFtGKBYObIFHZYmi3 jD4gM1Mm5 3qTBZ2hbmQNWeUL - F_cW180x42YF4py fBfX27dS9vgd9dDyxEW304HgZSP2cRjBAhON_OB \lSYﬁ1er13Kh[EBrry[Eaf1 chK_0 IIYB]KlhaBﬂNlEf»lY’lﬂdSAGﬂlF‘(hqﬂnlL
€1kbHGWsBRghLTjuBn4uT -NPCAVuxsal g1IsD}(hI\'.'UmRHUcuOowungV\‘dDBrhSSPS 0ZYA. 1eIN1G3AVVVMWISh . ykzU7 i6MIPfOvCS9406RL - XA45nuBN TKOPby 36CanSLgpcGqDkkyU2v-r -kkNKnkELHgIaCNy IRP3mBCRH
gWyTqup6ejr-KESe 6 9 KDm-0hL3FZMse5zUPYcvA9snudlquyKaVHIFOF ibwUKVWUHAHYSWAN24FGvx87 -2tn0_BCDYcOD19EBLrFZXcA_ESVOMVPSNgC-NI54ZkdckQEaLsTcbBIr
£rd8q3rnIXLvihE cLULIAWCUDUNANiLbsE4tgBI2OMS _PGbCaG3P- CTHxVikvEfEEORbbETnqLIVWBNNNaxxi0z01E IKMDUuHihWe1 42 TXSLIUoYAIuBThoRS40P 3ovo,_78IXrD2bIBBIVIREDIVHIZStVTZ3ZFGdfyaBYK2SHN
YvsxU2F2cqIGqUNUTXWISE irdTyxOg 3zcypIBBpRTZCScAoLnX36rIZ5q4KgonsGIhd62-u51KBhXFYOnVpaC2gCuHul Lx JHneQOEAIMXE1dXbd076nSnH3Zvr TpYqsbFX_yOntPBsXVnlwAaH-ToaN4d 0XgBGnyAKORib7CESZ
j50buByd90XjZxVz1RK4UVAITIZuhTc 65u-6 6. ‘ j ! e UFNQbX fkz1w0zzXGPLmaYrVih706Y-NtYIKX vSPXjq-f
mE_iokqzoDbd4-fDVQ_GPj5EmbHIjVyGkz1B18033pciFI3KNCI5Gc7GATyPhBIBK_B_sGyNk3DGgAmqDksy1B-nPtxTKrPnFFMZTEHNpNKKAD_51TFocddgh8Z-12UGUS5_BytRDAAT1KdpSxXnb9YNTLO3ZTtXql2cPNruJWAKGdX
tg0jZe2sz9uEqYQSpZAUalwAGIPrDrAGHX2SyVCHs 1LGEVPBWODpreUBBs CZFXrrsc_HY2EULAOW2pdPiHLKBAAKt3MbSqcBTwWX3DWeN24wg7 ziibkc5MtASRGyo9EBDNYT oII2D9 LBkobpEZ78hbKOzeYNt1K3 f0w-RKWSRFBnYS
WCXK1ESETSx2koTVKBBWNYVZIINGE3wxDn1QEDX TUsokq3Ag3TkQn JwohECs PXNGJ5PAAPCFULPT FSmBzuwD1Yz6MbsOxPF2s fur4MX100t 50kdBP1X4fCF1-0BhORGFygp5XsDIQ91 63H_Jo9gn5RT7CSAEmryMot. eFnWouRRnA
VGVDk1el9wnsMGNIdy9216ncB-zoLT4. MCYSTTHG_UYQSWKHO1Li7u" £ Download
}

Response headers

content-length: 3980
content-type: application/json

K 7: REST API 5[] 4t

Available authorizations

AccessToken (apiKey)

Name: Authorization
n: header

Value:

Author

I 8: REST API %741

/{version}/user Fetches the details of current user A~ &

This API fetches user_id, user_name, super_admin flag, URL of profile picture and name of current user.

The super_admin flag is returned only when the user is a super admin, in other cases, it will not be returned in the output.
Also the picture_url and name are not returned in the output, if it is not set by the user.

Parameters Cancel

Neme Description
version *
string API Version (Current supported API Version is 'v1')
(path)

vl

custom_data
boolean When true, will feich the custom data of the logged in user

(query)

[ 9: REST API $EUH P40
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/{version}/user/nodes/mapping Add or Remove the User Node mapping ~ @

= You can oplionally specify tags and metadata.
- Nodes can be searched by tags.
+ litags are not provided in the request, and esp.location is present in the user's custom_data, then all the keys starting with esp under it are converted o tags.

Parameters Cancel ‘ | Reset

Name Description

version * reauired
string API Version (Current supported AP Version is 'v1')

(path)
vl

Request body "¢ application/fjson v

Add or Remove User Node Mapping Request Parameters

Examples:
[Modified value] v

1
"lmde_il!": “84FTB3BBEBES",
ecret_key": "test",
“operatIon”: “add"

& 10: REST API #;H{ Request id

AT+RMUSERMAPPING="GitHub_ XXXXXXXXXXXXXXXXXXxxXx",6 "test"

M. :

OK
WRWL e, RETIR A -
+RMMAPP INGDONE

2 I, 4TOME app LBHTHET AT SR
B
i S RBRIEMSIRY . W4T 25 3 A 45 (Phone app/CLI),
9. ik PRI R WU, (1T30)
o
AT+RMUSERUNMAPP ING

iy B«

OK

7.1.3 RainMaker AT OTA 514

ASCRIFEME TR Y RainMaker AT 445 7R BISR UL H I AE ESP32-C3 _Li/t4T OTA JH4¢.

e F 4 MCU OTA
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Chapter 7. 55 =TTz F- G2 filfb AT fiy - Fl [

* Wi-Fi MCU OTA I

Wi

24457 ESP RainMaker Dashboard 33 2 #h OTA il & 5=

» Force Push: FE7}4% . ESP RainMaker =3/ Bl F % —2%% OTA 4 E..
* User Approval: il Pl . F P55 2T _E#IA S 74 fE#:0k 3] ESP RainMaker 5 T A1) OTA
HE. ()

i 95 MCU F1 Wi-Fi MCU # 57 #7174 ESP RainMaker = #47 OTA F+4¢:

« k¥ MCUOTA: OTA [{: /I KT+ E45 MCU.
* Wi-Fi MCU OTA: OTA [l {: ]k 744 ESP32-C3.

15 OTA AR, AFAELAT S PR

* OTA #Hf7H.

« OTA 3.

« OTA 220,

o OTA ¥ FIFEFHER .

o OTA T IEFh R B AR 4

o

o AT+RMNODEINIT 554 B\FF = OTA R4 .
o HAYE& FIRE) OTA Ry oTA R Boli# oTA W T E£M R EH LN, mimd 2 OTA job
/Lﬂﬂﬁj‘j 7‘3)&4

J:# MCU OTA

F45 MCU 58445 H OTA iy T+t #E .
A OTA JiAE nT AT VAT =B

. R G
- FHEM

* L3R OTA #5 R

AR ESP-AT BUASBEh I OTA {55 . Rt n PAZEZhIATAT+RMOTAFETCH iy K ARHL
OTA fFE..

1. $H OTA fii .

’AT+RMOTAFETCH

i -

[ox |

B = i A7 AE & 52 B OTA job, ESP-AT £ 7 BB 432 0 3| 1) OTA 13 H %k i % EE%”‘
MCU, &3/ +RMFWNOTIFY :<type>,<size>, <url>,<fw_version>, <ota_job_id>, i§
é%%‘AT+RMOTAFETCH KBUEZ OTA WA= 4.,

+RMFWNOTIFY:0,1740880,https://esp-rainmaker-ota-315787942180-prod.s3.us—east-1.
—amazonaws.com/users/GitHub_TMo6ABIY96HIJWnNnRKYdAWENK/ firmwareimages/fnwHonS4g/
—AT OTA TEST 2.bin?X-Amz-Algorithm=AWNS4-HMAC-SHA256&X-Amz—
_.Credential=ASTAUTBTNTESPBAWFGEF32F20221114%2Fus—east—1%2Fs3%2Fawsd_reqid SLasd)
—Amz-Date=20221114T114202Z&X-Amz-Expires=86400&X-Amz-Security-

EspressffTS§/Fs g WOCERIVYXAZEOSS2FS2E% 252154 MQ‘SZF s2E% ZF Zf?egse v2.3.0.0-esp32c3-862-g7b9487c20f

wEaDHKEHIt 8cAKM633AF, % %@§£2F6 i]‘ZFU g
—%2FNPuCgDF3xDY0u9kZ1LKr g PQBE f?i x51 WW7Y7WwrOh6iYrtUyhWpPoapDZYNKyesfQST

—%2BfFnWig7nDYMyaqYfezI02e60b50IEqW4aES58krGecO0F4TuMleG4ZkLX7skw
—%2BuSRkhVmMo4YmlrO%$2Bbi49%2Fel2DmETnX69inFXvdZqyQ4ws2T7YmDu%2BC
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(£ L0

FERE

1. ¥%'% K HTTP URL,
fir s

AT+HTTPURLCFG=1083

Mg K7 -

OK

>

F75 > Bl AT HE & cs 8k, BERHARTAT AR A URL, 2488 K2R E| 24 <url length>
A(EIS, RGLR M :

’SET OK

2. FEKEME

’AT+HTTPCGET:""

Nl B <

+HTTPCGET:<size>, <data>
OK

e, T4 MCU A5 H AL BRI S (1 (4 . 3525 AT+ HTTPCGET fin R ZfH ) .

kit OTA 4521

1. 4R OTA &%
e

’ AT+RMOTARESULT=0, "cpudraj3cxmAXuw8ER2GAe", 2, "OTA success"

M B -

’OK

Wi-Fi MCU OTA

ESP32-C3 5g 41l H: OTA iy H+gid e

7E OTA i dr, ESP-AT & H 3K OTA RS i =i, FfPA +RMOTA: <status> %3 |n) 345 MCU %
HUIRES . 5% AT+RMOTAFETCH 43K <status> (Z 4.,

Wi-Fi MCU OTA 3 )5, ESP-AT #[f] 145 MCU %1% +RMOTA: 1., ZEMZ )5, 2434 MCU % 3% AT+RST
B AT+RESTORE 4 & ESP32-C3, (¥ ESP32-C3 P HE RHE TR, WABHmEL.
Jods MCU BEICE] +RMOTA : 1 JE{E A iGN I A AT+ RST i 4Ty ESP32-C3 R 3

7.1.4 Index of Abbreviations

RainMaker Normal Transmission Mode Default Transmission Mode
In RainMaker Normal Transmission Mode, you must first add parameters to the device. ESP-AT will convert
the parameters to the RainMaker data model and communicate with the cloud in string form (JSON format).
In this mode, you can operate multiple parameters of the device.
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RainMaker ¥ ill fE AR BOA L4
TEME A, B SEAE IR & N ININZS L, ESP-AT 25240y RainMaker ZdlafiiZd 5
DFRFERIES (JSON 3) AZ I . MM, T DARHR A T 102 S HUETHIE.
RainMaker Passthrough Mode Also called as “RainMaker Passthrough Sending & Receiving Mode” .
RainMaker Passthrough Mode only supports one parameter under the device (excluding default parameters).
The topic to publish is node/<node_id>/params/local. ESP-AT will automatically pushes the data
sent by the MCU to the RainMaker cloud in string form (JSON format). The topic to subscribe to is node /
<node_id>/params/remote. ESP-AT will automatically parses the data received from the RainMaker
cloud and sends the parsed data (string format) to the MCU.
In RainMaker Passthrough Mode, other AT commands can not be sent except the special +++ command.
In RainMaker Passthrough Mode, the scheduling service unavailable.
RainMaker E B KR “RainMaker i % & ik BRI
RainMaker % £ B XA L& R HAE DS (AEHFEBRASH) . £ £8 N node/
<node_id>/params/local, ESP-AT £ H ¥ MCU k£ EIELFAEIER (JSON #%R)
HE3% RainMaker Z . 7] % 38 H node/<node_id>/params/remote., ESP-AT £ H 3 M
RainMaker Z Ui OB OB BEATARAT . FFREBAT G B0 (547 at% ) ik MCU.
£ RainMaker BTN, [ TR Q+++, TLIRAIEHADL AT a4
1. RainMaker FEEHIT, EmFRS AT -

7.1.5 RainMaker AT {45

 ESP-AT RainMaker J}§ B 745 (3:3))
ESP-AT 2445 2245 H #2211 RainMaker JRAZEALEIHE . .

% 1: ESP-AT ji4 B 745

ESP-AT R & ;]

A AT JHE WS ESP-AT iF 8.4k % (£3))

+RMRECV:<src_name>,<device_name>,<param_nathSP<Airiif pafhidRainMaker = i) 1 5, 50
<param_value> A& FAFH

+RMCONNECTED RainMaker 1% 4515328 =

+RMDISCONNECTED RainMaker X458 s IF T 5 =1 i%ER:

+RMRESET RainMaker % #5322 U5 2 reset Jl 5. F 35 MCU
TERMCENE B B 3h AT A S AT+RST > H
JEEEER

+RMREBOOT RainMaker 1% %5322kt 2] reboot J5 B, . F 3 MCU
TERMCENE B B sh AT A S AT+RST K
JEEEER

+RMTIMEZONE RainMaker 1% £592:0 3] timezone Ji 5,

+RMMAPPINGDONE RainMaker T4 52 BT AT /5.2 ] g

+RMFWNOTIFY :<type>,<size>,<url>,<fw_version>RaitaMaiterid$ 45 i i 3221 2 ¥ F#5 MCU OTA

Es
+RMOTA :<status> RainMaker %45 %7 4 Wi-Fi MCU OTA RS
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AT FAQ

o AT [F 4
- RGP B A A e B, defTRIRGE R o4 B4 ¢
— 4ofTIR I AT B4R 25 ¢
- BWM L E 0y AT B 4ol T3 2
— dof kA ESP-AT %i% d1 £ by PR R bin XA 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3%5F busy = H 45 A ¢
- AT Aft, Lo BB AN GLEARER TENEL, AHAY
- ERFARL Lo BRIN AT Bl B0 b A AR G S AR B8R T 46 34
— I MCU % ESP32-C3 % &% AT %45 RiAw |, A 4RAE 2
— Wi-Fi w7+ (3T¥P WIFI DISCONNECT) = At 4 %
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
- R EH AT 455 T 2 = VARG R = T 1) 2
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT A P F 5k F 45 ho T 4L 32 2
— AT A B 2 4 BT B TSP 2 (BRIN: 115200)
— ESP32-C3 1 ) AT 4p it NaBEEHEX,, 4o RFEIE0GH ST, ESP32-C3 A% 45 i A0 L 09 4R
ENER K]
- IR E T E P 35t T1% 8 notify = indicate 5% ¢
o EAF
- ETRRB Loy AT B2 KSR flash % K 2
- AT Bt & & error log ¢
— AT j& ESP32-C3 #2480 k0% UARTI i@ 12 % Wrk5 ESP32-C3 ¥240.64 datasheet 2k UARTI 6 By 7~
—3?
o AR
— AT Wi-Fi i 35360F % 00 2
— ESP-AT Bl TCP £ F 0 K2 T 7T vAIS IR ?
— ESP32-C3 AT Bvk -z 4o fTiiX B AL ¢
— 4o fTI5 7 ESP32-C3 AT %1k TCP 3 4B R R K T 044 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-C3 AT 4ef735 % TLS ¥ A ¢
AT Bl fT15 7k TCP 354 2
ESP32-C3 AT ¥ 3% PPPv%?
AT 4o fTiE A8 iRK B & 2

407
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— AT 354 4ot 53 HTTP 17 & 4215 T hig ¢

8.1 AT |1

8.1.1  FeRyBA BT i S AR REIAE, Il 3R BGE A B 7

UIRAT B #5570 T BRI C I, T 2% AR 1e% -

o [ A [ (2 PRS2 R [ (ST ESP-AT BV 1 2 57 )
o BF: KIZEMAP XA 0y AT B 2,

8.1.2  nAiHL AT [SIPEJERS ?

esp-at i H AR S A 135 2 1) 20 5 T2 UFE DU A3 e P 4 o TR %O FE (10T esp-at/
components/at/lib/ H3E'F) ZHEM, JToHEH.

8.1.3 P LscE My AT WlfEanfl B 7

o Pk T HIE F# Flash M3k T.H.
o PORHIAIESHAT FHI5h.

8.1.4 ey ESP-AT 4k il RGBT bin 3044 7

AT PAGE Flash "R 2 T A ) combine #4H 1T #5

8.1.5 BALilY) " AT [fFiE 4 S Fridss ?

o BRALCRRRE R, (RO A SRR -
o WFREITEE R, G50] PAEH 1 iy AT+ UART_CUR B3 AT+UART_DEF #7124
© BAFEASF

8.2 AT A 5mup

8.2.1 AT /5 busy &l 25 ?

o $EUR “busy” FIRIFFEALPRAT—2kmm4, JCEMIN SHHA . B4 AT iR s 2 bk, J
WPESERT— A 5, A RBEICT — &2
o MHLZAMARTEFZEHAR, REHSEETR “busy” 3% “ERROR”, F M-l LI A, ¥k
INHZ A
- H A AT+GMR (#/74F CR LF) (Z#54F), H1T AT+GMR (#/74F CR LF) 42— &k
1 AT G341, RESPITZGS . HUIHIER RS0 A 58 % AT+GMR #:4E, wlcs] 15T
BREAE, KON RFII S, RERAR “busy”. [HUIRERECL5EM T AT+GMR #:
15, PRI ZSHBAE, SRR —&MiRNGmS, 2%H#7~ “ERROR”,
— MCU %3% AT+CIPSEND J5, I% busy p.. W5, MCU F5 & 3 & 1E5dE. K4 busy p.. 183
LA IEXENAT, YA AT, HIE AT b G, MCU FE 58 &2 # a

Ao

Espressif Systems 408 Release v2.3.0.0-esp32c3-862-g7b9487c20f
Submit Document Feedback


https://www.espressif.com/zh-hans/support/download/other-tools
https://www.espressif.com/zh-hans/support/download/other-tools
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-862-g7b9487c20f

Chapter 8. AT FAQ

8.2.2 AT Hilff, EWRRES AL FHifEe, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

8.2.3 AEAFIEAL LB AT [ F SRR iy 4, DLRWIBRE fiy 4 AWIBAS R A I 465 52
7

o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

824 1 MCU # ESP32-C3 Btk AT ar JGiGHI, 112 50H 2

4 MCU % ESP32-C3 4 %1% AT iy 0 R SR INATHAF 5, (BT PS4 7 AT,
W5 RLibE AT B2 FRERAS.

8.2.5 Wi-Fi liJF (JTEl WIFI DISCONNECT) & hfl2 ?

B DUAEAT B & 3% v & F 2 Wi-Fi W 09 J8 [, 5 & 7 B “wifi disconnected,
re:i<reason_code>” . AL <reason_code> {5 : Wi-Fi JEFEA,

8.2.6 Wi-Fi & Wik 3fe 25 Pk ) A mik e ?

* AMPDU S5 1) 8
- WREEH AR A R AMPDU, JIf4 ESP32-C3 XAEAIER a8 3¢ B, HZh 4] AMPDU L.
— WS s H AMPDU, {H2 % 1 #5511 ESP32-C3 2 [i] ) AMPDU 1L fEAE Je 251k i) i, B
2 T % 2509 AMPDU ZhGEEL# ESP32-C3 1) AMPDU Ihfig. ISR 4544 )il ESP32-C3
i) AMPDU Tjfig, 1§ HiT% 1% ESP-AT T42, {E55 TP E TS Bk
* 2 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi ->WiFi AMPDU RX
« phy mode 3675 PE I, 1K th 851 ESP32-C3 2 [i]1) phy mode 7775371k 18, 52 A Y]
1 3% th #5149 phy mode =Y 3% ESP32-C3 {4 phy mode. 415 % )4 ESP32-C3 (%) phy mode, %%
# AT+CWSTAPROTO 5%«

8.2.7 ESP-AT W4 &M%+ ESP-WIFI-MESH ?

ESP-AT 2474 37+ ESP-WIFI-MESH,

8.2.8 JEMAT AT fiv A JEHZ I T 2 VA B W iR 27 il ?

LA AT B, "IZH LT R6):

o TR N HZ%: AT+MQTT aliyun,
s BBR= VS AT+MQTT QCloud,
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8.2.9 AT an At Ml UL BRI RG I R H h4 ?

T PA. ESP32-C3 [ Wi-Fi Fl Bluetooth LE 3t —#8 K 2k, W] {#i FJ AT+RFPOWER 514 & .
8.2.10  Zyifuf 37 Ky AR BR I\ [SEAS S HrAH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIUNTE ESP32-C3 R 51 SCRpERE WPA2 AV 0 % i £ DI , 759w 1% I 7E menuconfig FP T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.11 AT i AP ossk A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.12 AT anAvbf L e Ml DU 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.13 ESP32-C3 il AT ar At AEBIA, WREZIIRIWIF, ESP32-C3 [
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.14 (IRIFEEE ST % 4 % v £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// EARAL 0x01 B 0x00 (M F EF A hex # KX EWHIEH AL 0100)
OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// BARAL 0x02 BAL 0x00 (WREWF A hex # KX E WiF st £ 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc & server H Pl K i# notify F indicate B H 3 & H
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Chapter 8. AT FAQ

8.3 #liff
8.3.1 fEARIEA] LR AT FIfREERE N flash 2K 7

* AT ESP32-C3 RIMIH, Gn]LASHESP-AT B 1+ £ 7%

8.3.2 AT [ infu#5% error log ?

» ESP32-C3 ¥£ download port £ error log, 2kiA UARTO 25 GPIO21. GPIO20.
o T AS st ik 4k

8.3.3 AT 1r ESP32-C3 Eig] -1y UART1 {3455 ESP32-C3 k5411 datasheet 2RI\
UART1 & HA—5% ?
» ESP32-C3 37 #F 10 Hi[EAE#, FE 41 ESP-AT ({5, W DAFE menuconfig HH i 1:f 25 4 i B 45 vl

UART! (45 IR B, i DAL 25 HE BRI datasheet 45 1A —EL 1 0L«
o EIHENS ] PAZ 5] factory_param_data.csv,

8.4 PInE
8.4.1 AT Wi-Fi B ket 20 ?
* TENFEHFT, AT Wi-Fi SEZFE S 5 & EAESCBRH H, Wi-Fi S AT % 2%

PERE, PIZRIREE, B RAMREE A5,
» A[PAIEIFAT+CWIAP 1) <jap_timeout> S5, R i SO [E .

8.4.2 ESP-AT [hilfF TCP ik 1 /bl DI g ?

o TCP Jiktd N 4\ JeykiEd fr B0k, T ZEELE M gnik ESP-AT TREAE B i [ 14
o T PAE H L & menuconfig Z:4{, Component config > LWIP > TCP >Default send buffer
size,

8.4.3 ESP32-C3 AT 5w dnfol ik e fR AL ?

o AT FFrE S 0 R RS, AU esp-idf ARK) iperf Bl EA TN O AT ST, 35 664
BTy, TR R 1460 YRS AR ) .
o FEHERAW TR, B ASFH Lo TIR G ESP-AT Bk i ft KL RH A,

8.4.4 lmfnffz ESP32-C3 AT ERi\ TCP HctiBede K itk % ?
BRINIEOLR, AT ¥ TCP %l Br s A% i RIRECH 6 k. F8n] DAE R AT 77 B i & TCP 4%
B A R (BUETERE D [3-12]):
* WSH R iF ESP-AT T42 SURY B AT401¢ AT [, EHTP Y, EHE Maxinun

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

« WBH M T 4k ESP-AT 142 SCRY H AT 1R AT {4, FE55 05 =/, B
CONFIG_LWIP_TCP_MAXRTX [ .
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8.5 IAih
8.5.1 IRZL N vl DLl WRee £ 1ok f4hm AT tn 4 7

o ESP32-C3 ¥ UART, SPI #:115f(=.

o AT BRIARMF 28 A UART 42 1R A% 5. H P a2 RF5 20 H SDIO 835 SPI £ 11 i
5, WIPAKET ESP-AT FLEZmiF, A5 WL 45 Fo I 4L

o WEYRHES® il AT SDIO #1171 , {fif] AT SPI#:11 , B il AT EFED .

8.5.2 ESP32-C3 AT W45 TLS BpillJiiAs ?

45 1% ESP-AT T.#E W, B PAYE ./build.py menuconfig > Component config >
mbedTLS HF, W LA ARTFEM A 2 A (il AE .

8.5.3 AT WlfFanfl & TCP &% ?

* HAl AT BIARR TCP FoRIERECH S.
* ESP32-C3 AT f R 3 HF 16 A~ TCP 42, W PAYE menuconfig HHEATHCE., BLE AT
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-C3 AT 7 PPP 2

* A3, P27 pppos_client /B AFTEIL.

8.5.5 AT mfuffieiitiH & ?

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§€ Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAH LR 2) log SEH I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥} H{&k

ALER A5 log %64k 3 Debug.,

8.5.6 AT R4 a8l HTTP Witk Jyie ?

o HHl AT 83 Ah 7 i
— i HTTP f#) Range “FEHE & B EHETEE , HAKTEE 2% AT+ HTTPCHEAD + #) .
— A[PAMEEH AT TCP £%1)#54 A4TH5% HTTP GET 53K . FEESP32-C3 3% & - Bk #h 3 2 X F
é’J BAEF R N 6 M T 208, Im—2% &M AT+CIPSEND 14 Kk H
T35 %) HTTP GET >R 25 R 55 o B o] o FERE sl o=, X MRS im 3k B HTTP
GET WREE, MCU 752t 5 & AT+CIPRECVDATA iy 4 RSO Se 854, DA e R AR
AL R B BRI S5 20 MCU i 763 M AR BRI 10
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Chapter 9

Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
¢ After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARRG . FEar BT, AT & uim HICE L AT T AP S e 1F AT ar B 1At
, [AIN AT e 02 A AT R . AT FE RIEI T, M4 X JEASIER X .

* KIKAT+CIPSEND WE W), W > 25

* KIKAT+CIPSEND P ATap % Y, I > 2 )5

o % PEAT+CIPSENDL Y8645, W > 25
o % 3%AT+CIPSENDEX VB4, WE >2 )5

413
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* KIKRAT+SAVETRANSLINK B E A8, AR (AT+RST) fiy %, MAEHZ G
* KIKAT+BLESPP $A76n4 MY, WK > 25

TR, Kk +++ s

, SMEIEAR X GRH, FEAG AR

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

 After sending the AT+CIPSEND execute command successfully and returns >.

 After sending the AT+CIPSENDL set command successfully and returns >.

o After sending the AT+CIPSENDEX set command successfully and returns >.

o After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command

and restart the module.

» After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BB R, AT fir s DI FAT T AR U R (B THIRI+++ ), TIRZ AT
s, XEHHES B U LA X . AT FE FAEL T, SMe SR #EA 3B X

KIKAT+CIPSEND P& A ), B > 25
K IXAT+CIPSEND 7 1, I > 2 )5

o RikAT+CIPSENDL % EA Y, & > 25

o KiRAT+CIPSENDEX ¥ B2, BlE >2Z2 )5

o RiEAT+SAVETRANSLINK V¢ &5 31, FRILAT+RST 34, BAEBEZ G
* KIKAT+BLESPP i f71ep 4 Y, WK > 25

TR, Rk +++ s

, SMEIEAREX GBI, FEAGSAEX.

DHCP Dynamic Host Configuration Protocol

A FALBCE YL

DNS Domain Name System

DTIM Delivery Traffic Indication Map
JUSI e e EAN LS E I

GATTC Generic Attributes client
GATT % i

GATTS Generic Attributes server
GATT flR%54%

HID Human Interface Device
AAUEE O

I2C Inter-Integrated Circuit
SRR K R 2k

ICMP Intemet Control Message Protocol
PRI A5 19X 2 T 4 SO

LwIP A Lightweight TCP/IP stack
—/NME B P) TCP/IP #p3%

LWT Last Will and Testament
i

MAC Media Access Control
MAC #bhk

mDNS Multicast Domain Name System

Z 4 DNS

manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANiE ?Efm % NVS. manufacturing nvs I7£f# T AT IEIFFE){U\E? MBI . ﬂx%ﬁ GATTS
s, BHEE . Wi-Fi iCE . UART IUESE. XEEACEER, BOAETE raw_data WL, A48T
mfg_nvs.bin, $EFF| at_customize.csv FE LWL E .

MSB Most Significant Bit
R R
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MTU maximum transmission unit
oINS

NVS Non-Volatile Storage
AE5 K AEA it A

Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-C3 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

WL R BOAL R
B LA, PRI PAAR AT 6. B, el LA AT+CIPSEND fiv %, Kik AT fiy
2 FYE Y MCU %odls 21 (2 it om . AT imli B BBt , Sl AT 64 HaR [ 45 MCU, - [ b
Zats +IPD {55
WAL U, WSRIERENTT, ESP32-C3 AN&EIE, HHRRIERWITIT.
WL N5 7% Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
Pl PEToLn . OWE 2 —Fh Wi-Fi ARifE, EHl PRt sl Z [ A (5 52 B OR AP, AN 52 HoAt b 5
S o
EZNHESH iR F .

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C3 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C3 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

ARG Wil @i sk
MBEERGECT, I PARERSIE AT iy, B TR +++ a4 AT a4 FHRE] 1 Frf i) MCU
B oo, kR um. M A i s ol ad AT ayd HciE o, &[]
% MCU,
Wi-Fi SRR, WERIEEWTTT, ESP32-C3 (N5 iy, SIS E I, Ly sl
A+++ B HFER, WL ERE; ESP32-C3 fENRSFaRiNy, & K PHEERE AN T B 5, iy B
T A +++ 1B HIER
L AN 2HE 27 Transmission Mode Shift Diagram .,

Transmission Mode Shift Diagram

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (<538 1% 5 12 X))
e Passthrough Receiving Mode (i% 15 32542 X))
* Passthrough Mode (:% 1£#2 X))
e AT+CIPMODE
o AT+CIPSEND
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¢ 44+
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
WA TE-5- 8 240 A2 X A 1542 X Z [ — A
TEBL RN, AT ANRER AL 2 L fxd ;5 AT AT AR SR B A% 0 i s, il AT 6y
A O TR v 25 MCU., T8 £ 14415 55 Transmission Mode Shift Diagram.,
PBC Push Button Configuration
A
PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCLAdIE, 7E ESP-AT LA 8RR OPEN A1 WEP PASMY) Wi-Fi (AR
PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NIPEGIER AR ARG (PKY) 22— mirE. . 25% . BHECRS A
R R, HEMIE TS . R, [H . A AR S T 1.
HEZNHESH NI EYIERE .
PLCP Physical Layer Convergence Procedure
PLCP ti%, EIHBHZE SN
PMF protected management frame
ZART ) H
PSK Pre-shared Key
Pt S
PWM Pulse-Width Modulation
fikir 5 JEE A il
QoS Quality of Service
i 55 ot B
RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC 4T, FEALMLI R AR BE B I R T AR
SMP Security Manager Protocol
LAY
SNI Server Name Indication
i85t S TN
SNTP Simple Network Time Protocol
] B oA 225 Hh TR M
SPI Serial Peripheral Interface
TR D
SPP Serial Port Profile
SPP i, BlEs MY
SSL Secure Sockets Layer
SSL #ifl, BPZe4E e il
system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.
RGN AT 634 1 4 MCU g8 . S5 RGN R A \r\n 452 . AR RS0 B VL] ILAT
TLS Transport Layer Security
TLS P, R& 2 22 e il
URC Unsolicited Result Code
FEFREANS, — OB % MCU By Mk [l
UTC Coordinated Universal Time
i S
UUID universally unique identifier
A E—H 51
WEP Wired-Equivalent Privacy
WEP 5K, R 4R
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WPA Wi-Fi Protected Access
Wi-Fi {47151

WPA2 Wi-Fi Protected Access 11
Wi-Fi {47151 1T

WPS Wi-Fi Protected Setup
Wi-Fi {3715 5
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Chapter 10

> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
?5 NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] 9e++

SEEEEEEEERERRR
ANSEEEEEEEERERRE
FESEEEEEEERERR
FEESEEEEEEERRRE
FEEEEEEEEEERERE

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o
* N TCP/IP HEALFIA G 2
o REMESEHDAR IR B2 BRIV T L5
o WU i1 18] 5.5 T A
o PR E SCAT iy

¢ genindex
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Chapter 10. T ESP-AT

AT + CONNECT = CONTROL

. abcdef...

[OK]

/| 2: ESP-AT fir4
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A

A2DP, 413

ADC, 413

ALPN, 413

AT, 413

AT command port, 413

AT log port, 413

AT port, 413

AT 440,413

AT H&mH,413

AT 3% 1,413

AT_BUFFER_ON_STACK_SIZE (C macro), 373

at_get_data_len_fn_t (C++ type), 370

at_get_mfg_params_storage_mode
function), 373

at_handle_result_code (C++ function), 367

at_max (C macro), 369

at_mfg_params_storage_mode_t (C++ enum),
373

(C++

D

Data Mode, 414
DHCP, 414

DNS, 414

DTIM, 414

E

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL c
macro), 369

ESP_AT_CMD_ERROR_CMD_OP_ERROR (C macro),
370

ESP_AT_CMD_ERROR_CMD_PROCESSING (C
macro), 369

ESP_AT_CMD_ERROR_CMD_UNSUPPORT c
macro), 369

ESP_AT_CMD_ERROR_NON_FINISH (C macro),
369

ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),
369

at_mfg_params_storage_mode_t ::AT_PARAMSEIN MFGNIVFRROR_OK (C macro), 369

(C++ enumerator), 373

ESP_AT_CMD_ERROR_PARA_INVALID (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_IN_PARBRGITION

(C++ enumerator), 373

ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_NONE 369

(C++ enumerator), 373
at_min (C macro), 369
at_read_data_fn_t (C++ type), 370
at_sleep_mode_t (C++ enum), 370
at_sleep_mode_t::AT_DISABLE_SLEEP
(C++ enumerator), 370
at_sleep_mode_t::AT_LIGHT_SLEEP
enumerator), 370
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator), 370
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator), 370
at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-
merator), 370
at_write_data_fn_t (C++ type), 370

B

Bluetooth LE, 413
BluFi, 413

C

Command Mode, 413

(C++

ESP_AT_CMD_ERROR_PARA_NUM (C macro), 369
ESP_AT_CMD_ERROR_PARA_PARSE_FATIL c
macro), 369
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 369
esp_at_cmd_struct (C++ struct), 367
esp_at_cmd_struct::at_cmdName
member), 367
esp_at_cmd_struct:

ber), 367

(C++

:at_exeCmd (C++ mem-

esp_at_cmd_struct::at_gqueryCmd (C++
member), 367

esp_at_cmd_struct::at_setupCmd (C++
member), 367

esp_at_cmd_struct::at_testCmd (C++

member), 367
esp_at_custom_ble_ops_regist (C++ func-
tion), 365
esp_at_custom_ble_ops_struct (C++ struct),
368

esp_at_custom_ble_ops_struct::connect_cb

(C++ member), 368

esp_at_custom_ble_ops_struct::disconnect_cb

(C++ member), 368
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esp_at_custom_ble_ops_struct::recv_data (C++ enumerator), 371

(C++ member), 368 esp_at_error_code: :ESP_AT_SUB_OK (C++
esp_at_custom_cmd_array_regist (C++ enumerator), 371

function), 365 esp_at_error_code: :ESP_AT_SUB_PARA_INVALID
esp_at_custom_cmd_line_terminator_get (C++ enumerator), 371

(C++ function), 366 esp_at_error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC
esp_at_custom_cmd_line_terminator_set (C++ enumerator), 371

(C++ function), 366 esp_at_error_code: :ESP_AT_SUB_PARA_NUM_MISMATCH
esp_at_custom_net_ops_regist (C++ func- (C++ enumerator), 371

tion), 365 esp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL
esp_at_custom_net_ops_struct (C++ struct), (C++ enumerator), 371

368 esp_at_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH
esp_at_custom_net_ops_struct: :connect_cb (C++ enumerator), 371

(C++ member), 368 esp_at_error_code: :ESP_AT_SUB_UNSUPPORT_CMD
esp_at_custom_net_ops_struct::disconnect_cb (C++ enumerator), 371

(C++ member), 368 ESP_AT_ERROR_NO (C macro), 369
esp_at_custom_net_ops_struct::recv_datasp_at_get_core_version (C++ function), 367

(C++ member), 368 esp_at_get_current_cmd_name (C++ func-
esp_at_custom_ops_regist (C++ function), tion), 367

365 esp_at_get_current_module_name (C++
esp_at_custom_ops_struct (C++ struct), 368 function), 372
esp_at_custom_ops_struct: :pre_active_wrdde alatgetcadddalek id (C++ function), 373

(C++ member), 369 esp_at_get_module_name_by_id (C++ func-
esp_at_custom_ops_struct: :pre_deepsleep_callbdak), 372

(C++ member), 369 esp_at_get_para_as_digit (C++ function),
esp_at_custom_ops_struct: :pre_restart_callback64

(C++ member), 369 esp_at_get_para_as_~float (C++ function),
esp_at_custom_ops_struct: :pre_sleep_callback 364

(C++ member), 368 esp_at_get_para_as_str (C++ function), 364
esp_at_custom_ops_struct: :pre_wakeup_caddieatk get_version (C++ function), 365
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