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| L— mfg_nvs.bin // EF NVS 4K bin Xf#
— download.config /] O BEEHW SR
— esp-at.bin // AT N F E #

— esp-at.elf
I— esp—at.map

— factory // BEFERENAFH bin XH
| L— factory_XXX.bin

— flasher_args.json /! T ERBEE R WER

— ota_data_initial.bin // ota data X A7 # &

— partition_table /] — % KAk

| L— partition-table.bin

L— sdkconfig // AT BN EERE

Hrr, download.config UL BEREFHISEL:

——flash_mode dio —--flash_freq 40m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

0x60000 esp-at.bin

e ——flash_mode dio {FEMHE R AN flash dio B HEAT401%F

* ——flash_freq 40m fQFRULER A EY flash 8 HH % A 40 MHz;

e ——flash_size 4MB{UFE IS Y flash F/)NK 4 MB;

* 0xd000 ota_data_initial.bin f0EFF 0xd000 HilikEEsF ota_data_initial.bin {4,
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1.4.2 35k AT BIEE %
TR R B 2 G B BT T ¥

Windows

TFUGRBERZ AT, 5 T 3K Flash TETH. BEA K Flash PR THRIING, HSHEGHEH doc XK.

* $TJF Flash N T H;
o PR RAL (A, FATESE ESP32-C3,)

o RIEEITE kaﬁ?%~ﬂli1’ﬁ%ﬁ (Jead, FATIERE develop, )
o MIEHMTREFE M TR (B, 1% vart. )

" a1

] DOWNLOAD T..[ = |[ =@ |[ == |
chipType: [Espgzca v]
workMode: Ide"'E|DP v]
loadMaode: Iuart v]

‘ oK ‘

Pl 4: [T OE B

o FF AT [Efpesk 2 ss, PAF PR Rk H—:
- HETHITEFNEZEL () build/factory HFEF T factory_XXX.bin) & 0x0 #f
hk: ZJ3E “DoNotChgBin”, fiff FH & 7= [l {4 (1) BRI L B ;
- IR EZ A bin U AR AL HRAE download. config SCAFHEATRCE, 574k
“DoNotChgBin”;

N T sk R B, AR F AN R 2k D ) COM i 15, #/\}\ “COM:™ FFIFR PikEi%
H5 o A KA b H SRR N FE 2% 11 Windows _E 25 i 1

P SE UG, Wit & AT B2 T hados .

Linux 3¢ macOS

FUaFER 2 H, LS esptool.py.,
PAURPIRN T AT —, 3 AT B RS

o BHTFEEA bin BRI HHE: AL A4, it PORTNAME fil download.config &
18

esptool.py —--chip auto —--port PORTINAME --baud 115200 --before default_reset —-
—after hard_reset write_flash -z download.config

+F PORTNAME Bl T B R 8 DA FR, A EICVERE 1% O 4R, 1§2% 1£ Linux fil macOS
B

+ download config Bz S5 %.

PAR 2S5 5255 & ESP32-C3-MINI-1 4 A 4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —--

—before default_reset —--after hard_reset write_flash -z —--flash_mode.
dico—>Fflash freg 40m —flash-si AMB-0x3000 partition_tabl
N g e = (T IR
—partition-table.bin 0xd000 ota_data_initial.bin O0x0 bootloader

—bootloader.bin 0x60000 esp-at.bin 0x1e000 at_customize.bin 0x1£f000.
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|]. v iEHL » OS(C) » bin » ESP32-C3-MINI-1 AT Bin V2.3.0.0 » ESP32-C3-MINI-1-V2.3.0.0 » factory

BEEES v L

FEit=

=

=

| 7] factory_MINI-1.bin
|| factory_parameter.log

-

J SPIDownload ] HSPIDownload ]

m

[-]a
[-)e
[«]a
[-)e
[-)e
[w)o -
SpiFlashConfig

SPISPEED  SPI MODE DETECTED INFO

O n -~
DoNotChgBi
©40MHz O QIO
LOCK SETTINGS

©)267MHz  ©) QOUT H

O20MHz @O0

OsoMHz  ©DOUT

() FASTRD

Download Panel 1

COM:  COM73 v

START

oo | e

BAUD: [ 115200 -

Bl 5 MR AR A (REeR)

" download.config - iCE&
A REE HBRO) EEV) EmH)

——flash mode dio ——flash fre.
ParTItIon. E/Dar 111100 Table. Bin

X _tal
0xd000 ota_data_initial.bin

0=60000
0x1000
0x1F000

0xf000 phy_init_data. bin
0x0 bootloader/bootloader. bin

esp-at. bin
at_customize. bin
customized_partitions/ble_data. bin

0x3a000 customized partitions/matt_key.bin
0x27000 customized partitions/server_key.bin
0x3c000 customized_partitions/mqtt_ca.bin
0x2d000 customized partitions/client_kev. bin
0x2b000 customized partitions/client_cert.bin
0x31000 customized partitions/factory_param bin
0z2f000 customized partitions/client_ca. bin
0x38000 customized partitions/matt_cert.bin
0x29000 customized partitions/server_ca.bin
0x25000 customized partitions/server_cert.bin
@ 40MHz  © QIO
LOCK SETTINGS
(©) 267MHz O QOUT 0
oMz @00
o sowre @ pour
©) FASTRD

Download Panel 1

IDLE N

it .
[ START " sToP " ERASE ImM‘ com72 M
BAUD: (921600 =

i

B 6: M EZA MR A (RdEeR)
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(% E70)
[ |
o HZTHEITOH B E 0x0 Hihtk: # APL T4, &t PORTNAME fl FILEDIRECTORY &
g

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME FE3 i I A WP F 8088 A FR, A TCEN € 1% N 48K, 55 % 1£ Linux £l macOS
FERW.
$f FILEDIRECTORY Fre sl (L & i) i 7= B i SO AR, I OLT, XFé 2 factory/

XXX .bin,
PAF 26 [ Bt & ESP32-C3-MINI-1 B4 # A 14

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio -—-flash_freq 40m --flash_size 4MB 0x0 factory/factory MINI-1.bin

PRSEE, e E AT B2 G R s .

143 FiA AT [IfF & S Resk )

TR PA N P IRAG A AT [ he Rl

o ¥THE O T H, 1 SecureCRT;

o BRI SRR T ke AT Ay AR EE I (RIS LA 4R ) ;
o JRHREE: 115200;

o BEfL: 8;

o &0 : None;

o fEIEf: 13

* Jiif%: None;

« A “AT+GMR” 14>, If H#f7 (CR LF);

FATR TR, WNE OK, 2R AT [ {Fhes s 2«

AT+GMR

AT version:3.3.0.0(3b13d04 - ESP32C3 - May 8 2024 08:21:54)
SDK version:v5.0.6-dirty

compile time (be332568):May 8 2024 08:51:33

Bin version:v3.3.0.0 (MINI-1)

OK

T, EFEEE AL sz — K ESP32-C3 &AL H &
Jitk1:

o ¥THE O T H, 1 SecureCRT;

o I EEEHT “TEEMAAE HE WD, BIOEFES S EE,

o JEHRE: 115200;

o HlEf: 8;

o KuB{i7: None;

o (EIRfL: 1;

o Ji¥E: None;

o BRI AR RST 4, 25 H &R A H B, WA ESP-AT [E {42 £ IEMHIiHIL T .
Jjid 2:

o FTHMAH O LA, 4 SecureCRT;

o HRI: AraiEEEH T AR RN AT ay /My SR DA AT CFEE A HE B,

IR IS 0 6 1 iE 3
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W 115200

o BEfL: 8;

o K5{7: None;

o (IR 13

e Ji¥s: None;

o FERERBIRIL “AT AL/ (FE D AAT+RST w4, HH#4T (CRLF), #F “ k& /4 H
HE” fa 0 HEF IR HEMEL, W5 ESP-AT BB £ IEFPIHL T .

ESP32-C3 JFHLH #&:

ESP-ROM:esp32c3-apil-20210207

Build:Feb 7 2021

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:2

load:0x3fcd5820, len:0x16b4
load:0x403cc710,1en:0x970
load:0x403ce710,1len:0x2e90

entry 0x403cc710

I (31) boot: ESP-IDF v5.0-541-g885e501d99-dirty 2nd stage bootloader

I (31) boot: compile time 14:34:08

I (32) boot: chip revision: v0.3

I (35) boot.esp32c3: SPI Speed : 40MHz

I (40) boot.esp32c3: SPI Mode : DIO

I (45) boot.esp32c3: SPI Flash Size : 4MB

I (49) boot: Enabling RNG early entropy source...

I (55) boot: Partition Table:

I (58) boot: ## Label Usage Type ST Offset Length

I (66) boot: 0 otadata OTA data 01 00 00004000 00002000

I (73) boot: 1 phy_init RF data 01 01 0000f000 00001000

I (81) boot: 2 nvs WiFi data 01 02 00010000 0000e000

I (88) boot: 3 at_customize unknown 40 00 0001e000 00042000

I (95) boot: 4 ota_0 OTA app 00 10 00060000 00140000

I (103) boot: 5 ota_l OTA app 00 11 00230000 00140000

I (110) boot: End of partition table

I (115) esp_image: segment 0: paddr=00060020 vaddr=3c170020 size=3bd30h (245040).
—map

I (175) esp_image: segment 1: paddr=0009bd58 vaddr=3fc95400 size=03884h ( 14468).
—load

I (178) esp_image: segment 2: paddr=0009f5e4 vaddr=40380000 size=00a34h ( 2612)._
—load

I (181) esp_image: segment 3: paddr=000a0020 vaddr=42000020 size=167al0h (1473040)._
—map

I (497) esp_image: segment 4: paddr=00207a38 vaddr=40380a34 size=1486ch ( 84076).
—load

I (518) esp_image: segment 5: paddr=0021c2ac vaddr=50000000 size=00018h ( 24) .
—load

I (525) boot: Loaded app from partition at offset 0x60000

I (525) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200
module_name: MINI-1

max tx power=78, ret=0

2.5.0

MR AN T ESP-AT TA%, 5 FJ3EESP-AT 2 1t 4 .

WG E ST QT ) ESP-AT, 359 e it Rk 2, FEBD R BURECF AR O, PRI b de, TR
B RE LA S A 2 TR AT 22, IR R R A8 3, 1 ANl R Eomnbesk AT FfE.
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Chapter 2

AT [ilfF

2.1

FeAu iy E

FERE TR RS 0. HAT, REERAT T UAR ESP32-C3 RIBIALH) AT [ 1F.

e

v2.2.0.0 ~v3.2.0.0 M A AT [ 143937 5 ESP32-C3 ECOO (Rev v0.0) ~ ECO4 (Rev v0.4) 245175 B (3
}5 ECOO0 F1 ECO4).
v3.3.0.0 A AT [E1{4: 57 3 ESP32-C3 ECOO (Rev v0.0) ~ ECO4 (Rev v0.4). ECO6 (Rev v1.0). ECO7
(Rev vl.l) &Y.

ARG E B ORISR T AGE I AT BOARCE, 65 oI BESP-AT B # 2 5 SCR, %30k
BT ORIF ESP32-C3 AT [{F7E CFFAY iy 46 . RECFBCE AT iy 25 5, A BD il po il
REPRRC B TE A AT BOARE (T

IR EAE R AT [ RO E, &l PAldarpy T2 B AT BECFIFEBUHTRY AT B

— %% UART fe %

- M52k Wi-Fife &

- BHEL A E AR E
— 147 GATTS Fe &

2.1.1 keI

FEREF R AI Y AT SR, G5 P40 IR e 2 75 AR, HE SR v g 4% T R ORI S

2.1.2 ESP32-C3-MINI-1 &%

v3.3.0.0 ESP32-C3-MINI-1-AT-V3.3.0.0.zip (#i47)
v3.2.0.0 ESP32-C3-MINI-1-AT-V3.2.0.0.zip
v2.4.2.0 ESP32-C3-MINI-1-AT-V2.4.2.0.zip
v2.4.1.0 ESP32-C3-MINI-1-AT-V2.4.1.0.zip
v2.4.0.0 ESP32-C3-MINI-1-AT-V2.4.0.0.zip
v2.3.0.0 ESP32-C3-MINI-1-AT-V2.3.0.0.zip
v2.2.0.0 ESP32-C3-MINI-1-AT-V2.2.0.0.zip

13


https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V3.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.2.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.2.0.0.zip

Chapter 2. AT [E{4

2.1.3 Ty AT WA KA
THBEITIH AT R AL A7 SCREVT TR TR AS B A, S i PRI AR 1 R A R 00«
AR A AR /N -

* T3 ESP32-C3 AT % 75 & ) 1
o AT EV#i A AT [EfFA S TRLE — ik SCrR B AR

ik iy PR R RS AR, AR TR ZS D7 R R B RN L A, R AT Bk
Elh 7SO T T 3

2.2 AT FifEwi4r

ESP-AT [E #4813 TR E DI Rem — bl 3ot

build

— at_customize.bin // ZH®kaREx (APaRK, 3lH T mfgnvs 4K W Ko
~fatfs K W R I o K K AN)

— bootloader

| L— bootloader.bin VA-E N -

— customized_partitions

| L— mfg_nvs.bin /) W BRESHK, 2HENELEXTH mfg_nvs.csv
— esp-at.bin // AT N FH B #

— factory

| L— factory_xxx.bin //

SHEEDREN A XESE, ETUANRI AR RS M N 0 B flashe

~Z B, RFMRYPE download.config X H HFEREKET A4 X R F 3 flash.
o B XE R AR BA M By R ] 4.

— partition_table

| — partition-table.bin // — %A Kk (44K %)

L— ota_data_initial.bin // OTA ¥ 18 47 45 1 X
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AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: BHEMRAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: ¥ E 1% 1% 45 X AR B9800 Ak 10)
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

AT+SYSTEMP: EHUE F N4 IR

15



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b

e <mode>:
- 0: )7 ESP32-C3 -k A IEH B
- 1: )5 ESP32-C3 Jf-k A R4 R X

B

o WAREEISCEUN R, WA R R LI B A ik ESP32-C3 #E A AR, XA ] DAFERE (4 b
4 Boot &M,
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3.1.4 AT+GMR: #HHRAEER

WA %

v

A

=

AT+GMR

W i <

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.DJERRAE R, BNIAE esp—at/components/at/1ib/ HFE F. 1L
T2 PRV, ToIFRCT R .

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

» <Bin version>: AT [& {4 A5 H. WAE E 7] PAYE menuconfig /4. (python build.py

menuconfig->Component config->AT->AT firmware version. )

|
o AREAET ESP-AT [ ¢F A AR R, 5 Sehe it AT+OMR IRAE B

il

AT+GMR

AT version:2.2.0.0-dev(cad4lec4d - ESP32-C3 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: i Y i [ 71 S SR AT i 4 B fin 4 S8 %Y

W ) :

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK
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<index>: AT 475

<AT command name>: AT fy2-%FR
<support test command>: 0 FRALFF, 1 FTR(H

<support set command>: 0 F/RATFEE, 1 FRLFH

+ <support query command>: 0 F/RATE, 1 LRI

<support execute command>: 0 FRATF, 1 FRIE

3.1.6 AT+GSLP: j}i A Deep-sleep Fiz,

BE A

A

AT+GSLP=<time>

Wi 3% ¢

<time>

OK

BH

o <time>: BI#FUEA Deep-sleep YIS, H7: ZFb. BUENTRIE]G, BA HIhMeEE, T8 G HERR

WREEAE , SRS AR o
- 0 FRor B E S

— #r K Deep-sleep <22 28.8 K (2311 ZF#b).

it

o BTN, P ik A Deep-sleep B9 Frmf & HHBIHC Z A S AFAEZ S

3.1.7 ATE: JFpsk Yz AT vl i ohfe

* ATEO: 5X[[al 2
« ATE1: FFJ[E &
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3.1.8 AT+RESTORE: &)

WA %

v

A

=

’AT+RESTORE

W i <

[ox

]
o LA RHERICE A7 E] flash (S8, TR NERASHE.

© BITIRM S ERRE.

3.1.9 AT+SAVETRANSLINK: ¥ H-#lL Wi-Fi/Bluetooth LE i# L i {5 &

o % B FF AL N TCP/SSL i 15 42 X 4% 8.
o % FFHLEEN UDP i 14X 15 8,
o % F FFHLiE N BLE 5B A X AT 8

BEEIFHLEEA TCP/SSL ZE L BEAH R

B WA

’AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>]

W

’OK

ZH

¢ <mode>:
— 0: ] ESP32-C3 LHi#EA Wi-Fi if 542X
- 1: JF)5 ESP32-C3 AL A Wi-Fi i f£ 45X
o <” remote host” >: FIFE SR, FRmns IPv4 Hihl . IPv6e Huhl, w4, il 64 535,
* <remote port>: i I {H
o < type” >: FELFERESE, FonfEimidsA:” TCP”,” TCPv6”,” SSL”, uY “SSLv6”, BRiA{E:” TCP”
o <keep_alive>: Pl B E#: ¥ SO_KEEPALIVE 3 (&% : SO_KEEPALIVE N47), Hfii: #b.

e JEREl: [0,7200].
- 0: Z&Jf] keep-alive ZHEE; (BRIA)
— 1~7200: JFJ keep-alive Hjfi. TCP_KEEPIDLE {3} <keep_alive>, TCP_KEEPINTVL i}
1, TCP_KEEPCNT i % 3.
o ARy <keep_alive> ZEHAT+CIPTCPOPT 411 <keep_alive> ZEUHE, H4YH
H G E R AT UE « WERIBITA M LI AN E <keep_alive> 2%k, MBIAMEH kB ERIME.

el
o RREN Wi-Fi FFHLE # X F BRI NVS X, HSE <mode> hy 1, Rk EHAZNHEAZLE
X WEBER
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il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a21:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFPLIEA UDP AL R

i fra

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox

B8

e <mode>:
- 0: 5[] ESP32-C3 [ HL#E A Wi-Fi if 42X,
- 1: JFJ& ESP32-C3 L HiiE A Wi-Fi i f£ 42X,
o <” remote host” >: FAFESH, FoRmmns IPv4 #itl. IPve dihl, Si%. FKh 64 F5.
« <remote port>: il I {E
o <7 type” >: FRHRSE, FoRtEiHdiAl:” UDP” m “UDPv6”., ERINfH:” TCP”
* [<local port>]: JFFAL#EA UDP &R, i1 F i 4 s 11

B
o AREN Wi-Fi FHHLE £ 42 X A5 BARTELE NVS X, #HZ% <mode> 2 1, FR_EHEBIHEAEE
X TEEER.
o QIR ELT IPVO 2% 7837 —A> UDP &40, 35HATPA T Ak
i AP 374 IPv6
% BAT+CIPV6=1
H T AT+CWIAP iy 23R B3 —~ IPv6 Hiht
(A3 WAL AT+CIPSTA? iy #6528 ESP32-C3 27 3k EF| IPv6 Hihl:

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

BEIFPLYEA BLE B R

wE

’AT+SAVETRANSLINK:<mode>,<role>,<tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<peer_addr>

W

’OK
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e <mode>:

— 0: %4 ESP32-C3 FHiHEA BLE if 1245 X,
- 2: JFJ8 ESP32-C3 [ HiJEA BLE % 242 X,

e <role>:
— 1: client f3 {8
— 2: server fi {4,

o <tx_srv>: tx [R5 75 . AT {E8 GATTC B}, i1 AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
V£l GATTS B}, @it AT+BLEGATTSSRV? f54-251] .

o <tx_char>: tx R &5 . AT E R GATTC I, il i) AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
AR 1N GATTS K, i3t AT+BLEGATTSCHAR? £ 425 .

o <rx_srv>: 1x [R5 F5. AT {E8 GATTC i, 4 AT+BLEGATTCPRIMSRV=<conn_index> iy &%
W3 VN GATTS I}, @3 AT+BLEGATTSSRV? 425 .

o <rx_char> :rx R 55 4HIE 5 . AT 1Eh GATTC B, il #+f AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR MEN GATTS B, i iFAT+BLEGATTSCHAR? fi 445 .

e <peer_addr>: X775 Bluetooth LE H#iihik

L

o AER BLE FF#LiE £ 42 X 15 BARAFAE NVS X, S8 <mode> 4 2, TR _FH H 3 A Bluetooth

LE & 42X, FTREBEAER.

il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL:

A a4

zs

¢ B M BB P A A ik b

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

OK

LA

A .
"ﬂé’\'

’AT+TRANSINTVL:<interval>

o <interval>: FAEA&iE[EfE. B0 280, BRAE: 20, JEME: [0,1000].
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e

o BEMSUN, 2 ESP32-C3 A UART Bl 2B, An i sl iR ) R T2 F 2920 77, 4%
WS R R 2920 T —HAYHIE T Kk, ISR <interval> ZRuEERICE] B
RTEET 2920 F45 F R A5 .

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> R/, FTRAREAR ] HMSOR As B B A i, AFL S 38 I isORR 5cdha ) 94 2% a8 4
WHL, — R T A RE

2N

/) R BB BKE R R
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

AT+UART_CUR?

W i <

+UART_CUR:<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

OK

v e
ST A

R

/7,’\

=

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
— ESP32-C3 4 SHHEIEY 80 ~ 5000000
* <databits>: HHE{7
- 5 5 bit Kl
~ 6 6 bit KR
— 7: 7 bit Fidfa{
— 8: 8 bit Fdla (v
* <stopbits>: {5}
— 1+ 1bit 31k
- 2: 1.5bit fE 111
3 2bit fFIEf
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AMlREHEE
- 1: {¥ifg RTS
_2: ffifE CTS
- 3: [AHH#TRE RTS I CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
tifn 4

e

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

ke

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

o <baudrate>: UART %R

— BSP32-C3 i%4%: 49 H A4 80 ~ 5000000
o <databits>: (v

— 5: 5 bit HEAL

- 6: 6 bit FEAL

— 7: 7 bit FEAL

— 8: 8 bit K
o <stopbits>: 15[ {V/

— 1: 1bit 2147

- 2: 1.5bit fg k17
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— 3: 2bit {2 -7
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: ANHRERIE
- 1: {#igg RTS
- 2: ffifg CTS
- 3: [AAf{#ifE RTS i1 CTS

BEW]
o BUE S UCRORAFAE NVS 70X, 43 B B LM IR A 2L

o {1 9 45 2h R T O R A 19 CTS/RTS 4 M, 1% 7% W2 #+ £ 4% Ml components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF-115200,8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

"ﬂ4>°

’ AT+SLEEP=<sleep mode>

Wi 3% ¢

’OK

BH

* <sleep mode>:
- 0: ZEHIREARAI
— 1: Modem-sleep #={;
« BA Wi-Fi 3
- SPPRBLHCRRYE AP ) DTIM & ) X
+ H1 BLE #i=X
- £ BLE 78R8T, ST HeREAR )4 18] B e 15 ¢ 1A
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- 7F BLE 28T, SHSIHCREAR H 2422 [a] B 2 1 9% 1A
— 2: Light-sleep #z
« IG5 Wi-Fi fHiR
- CPU K H Bk AREAR , SFPATAREHORE: 5 P4
+ B Wi-Fi #512{
- CPU ¥ H shik ABERR , SHA U RARIEAT+CWIAP 54X B listen interval
SR 5 A
+ A Bluetooth Fz;
- 7€ Bluetooth | &7, CPU ¥t H ik ABENR, SHIBHtRRAR I 15 ] B i 19 5¢ P4
- £ Bluetooth 7278, CPU K HaiE AREHR, bt R AR 212 ) b i 11 5% P4
+ Wi-Fi A1 Bluetooth FE{FAFFL
- CPU ¥fH 3 iiF/\ﬁﬁﬂE o SFPABASTHRORR AR H 5 AR O A
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fHER
- BPIEIHOR AR IEAT+CWIAP fin 2% E Y listen interval ZHUE M KM
+ B4 BLE 5z
- £ BLE JHEAS T, SPAURTHORE AR 4 5] B o 151 2 A
- 7E BLE ST, SHSIHCREAR S 2422 [R) B 2 1 5% 1A

Bl

o A HERIRAX S, Bluetooth LE RAT ARG #I 4Rk . 24 Bluetooth LE #JUA L5, AT PAZE F A AR AR
Ko

* Modem-sleep f5xC il Light-sleep #5:X3 1] PAE Wi-Fi #0835 BLE #5:0 FE, (HAE Wi-Fi fz0F
XA HBBTE station BN iKE

o X Light-sleep #ixXHT, BWIRHTEITAT+SLEEPWKCFG 6y A BE B I MR BEyE , 75 WSR3 4
B EH AT REIRR S

* X Light-sleep 83X J5 , 4154 Light-sleep M A5 (44 AN 2 0], 145K B 2hE A BEIRAR L, 24 Light-sleep
W TR 2K 6 JE I, 152 RE B Bl A R HRAS K o e i

 XfF BLE #i:X N #Y Light-sleep #5538, F FrnZiinfff 4% 32KHz 4%, 750, Light-sleep #3023 PA
Modem-sleep = T AE.

o AT+SLEEP £ 75013552 S0k Sleep AT 7151 .

2N

AT+SLEEP=0

3.1.14 AT+SYSRAM: iy Y fij sl e i as Rl Mg /DA ]
i) 4

LT

AT+SYSRAM?

Wi i <

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

e <remaining RAM size>: Y[ GxHEZS[A], BA7: byte
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« <minimum heap size>: ZFTHATR/DESS[E], B byte. 24 <minimum heap size> /INTE{IE
T 10KB Ff, ESP32-C3 ) Wi-Fi FMKIIFEME A DI RE T E L 325210

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: #ify/it s 251 s a1
HihR A

ik
E Y H RGN E RS

mlé>:

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

BE A

&

i
WERAGIURNMEE . CRETREE IS E M AT JHE, 8 AT+SYSMSGFILTER fi5 %
A

’AT+SYSMSG:<state>

W] )
[ox
* <state>:
— Bit0: jB} Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2744 Bl R = &,
* 0 AFTEN
© FTEJ +QUITT
- Bltl $f§ﬁj‘%ﬂ_‘1ﬁhu\§§£
« 0 I BB R(E ., Q1 XX, CONNECT
« 10 i FE 4 3R 78 {5 ., Il +LINK_CONN:status_type, link_id, ip_type,
terminal _type, remote_ip, remote_port, local_port
- Bit2: EBRRESERER, @ T Wi-Fi i 4:X,. Bluetooth LE SPP J Bluetooth SPP
+ 00 ATEHHRMEE
1: 4 Wi-Fi. socket. Bluetooth LE 5§ Bluetooth JR7ZS % A stAs iy, $TEIHLR(Z A, -
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— "CONNECT\r\n" = PL "+LINK_CONN:" FF L @i T &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

— "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

- "4+ETH_DISCONNECTED\r\n"

- Db "+ETH_GOT_IP:" F %k # %ze-ﬂé B

- PL "+STA_CONNECTED:" F L #
- PA "+STA_DISCONNECTED:" %}é’]%f\% 1<
- PL "+DIST_STA_IP:" FME T E

~ DL "+BLECONN:" FFk #y F fF &

- PL "+BLEDISCONN:" JF k@i 7 fF K

ﬁﬁn‘
e[
—S
mny
g

]

o #AT+SYSSTORE=1, P& SURHIRIFAE NVS 231X,

o FiEBIt0 Ky 1, B Wi-Fi if X B8 +QUITT,

o« % Bitl K 1, ¥ £ ¥ WAT+CIPSTART FIAT+CIPSERVER iy 4, % % ¥ # /&
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” ERTIZ
2 “XX,CONNECT”,

Bl

/) BH wi-Fi BEBRANATHRT FEA
/) EEWRTHFARET R
/) EBERSAXEAXBATAREEL

AT+SYSMSG=2

%\7\\

B

/] HEHE KX T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsZEH R4 8 0kE
A i fir &

e
E TR W EYSSuR/ bk ey

[k

AT+SYSMSGFILTER?

Wi i ¢

+SYSMSGFILTER: <enable>

OK
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N

A

Dy
F’Fﬁj Fﬁ%ébfﬁzu\ }:E

O e
iy

’ AT+SYSMSGFILTER=<enable>

o] 7 <
[ox

S

¢ <enable>:
-0 BHARGHEELE. REBIME. 25, REHEASER BN IERTE.
D EHARGHEEMAIE. TFEE, REH BIE N R UTE E R EdE S8 AT gk, MCU
TAWﬂ M AR E N F B VTR EEdE, & FEAEEAE MCU.

e

o W5l AT+SYSMSGFILTERCFG iy 4 E AR iEds , Rl A a4 a8 el 8t 24000 Bt g,
SRS MRS 4 ) R GE T E L

o TR AT+SYSMSGFILTER=1 1%, WG B RS SIS E L EE I, Bk AT IR
TH R T .
o TEHENEEAEX B, AU FHAT+SYSMSGFILTER=0 4, 25 R4 Bt g,
o GIARRET AT TR WRIFA, WM AT APIs S8 AT 64 1R &% .

// JREW AT A4 BB KE. BHE LS W AT+HSYSMSGFILTER.
ARk, RAEHRFEW AL %E MCU (AT+USERWKMCUCFG # 4 X H B MCU % B I ) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ BEHAES RN AT A O BB L E. HIE S Y AT+SYSMSGFILTER.
A (WEEH) , XEHEWN AL % E MCU (ATHUSERWKMCUCFG 4 4 % & B MCUL
B E) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B EE MCU HE M AT # 4 O W I A% . KA LS4 AT+SYSMSGFILTER.
A, ABEHE S B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ B A K % B MCU y]ﬁtfﬂkﬁﬁ]% aﬁ AT @4 O W HELRE. KE LW AT+HSYSMSGFILTER.
AT (WEEA) , A2 HKEM 2% B MCU (AT+USERWKMCUCFG # 4 % B B MCU_
B E) .

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);

Bl GRS ZGE iR,

3.1.17 AT+SYSMSGFILTERCFG: #ify/fitE R0 6l ie s

o HamidiE R
hd ;%r/\ﬁﬁ'ﬁl\/v 5
o ¥Whe—A e R
° 7%”‘? "/\ f/@

B 3 28
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n

=

it i

s%

iy A

s

O A .
"ﬂ/?\‘

AT+SYSMSGFILTERCEG?

Wi i ¢

+SYSMSGFILTERCEFG: <index>, "<head_regexp>","<tail regexp>"

OK

o <index>: JIPERMIRT].
e <” head_regexp” >: SLERIENFEER.
e <” tail_regexp” >: REIIENFEERK.

WERAT L DB 2

peEmY mA

’AT+SYSMSGFILTERCFG:<OperatOr>

W

[ox

S

¢ <operator>:

- 0: JEBRFTA L uES . WG, AT DARER— L B B o S TR

il

/) T OPT R LR B

AT+SYSMSGFILTERCFG=0

Bm—A L 2g2
B WA

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi 3% ¢

OK

>

kY Fs AT EMER IR AT fy 4 D R8s, BEE T DA A B (B SR aE ek X ofn 2 3 IE
MFEE), Y AT W F AR JF AT <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
MRk TE B AL T

AR IR )2k e R R AL I 2R s N I s SR
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’ ERROR

LB BV B vea Vet -3 Gyl v e N SR 1P /5790 %I IS A T

s <operator>:
= 1t BEIM—AN g . — i e A AL A SR gk SN R Bk ) ik =K.
* <head_regexp_len>: SLPFIEMIZRIAAXKE . M [0,64]. WERKEN O, FRZBELEBIENFRE
FLHIPLHED, [} <tail_regexp_len> AFEH 0.
o <tail_regexp_len>: EFFIEMIZRIAFAKE . JEH: [0,64]. WHRIEN O, FZNEEHIENZFRHL
HIVCHED, [AIB} <head_regexp_len> AHEH O,

o RN A Ay B B gAY, PRl AT+SYSMSGFILTER iy 45 H B8R I R G0 B g, 58
DU MRS A0 A R 500 B A HE

o IR ARIE MRk A AF A S5 POSIX HAIENIETL (BRE) .

o 9 TG A RIE & (AT A4 1 TX ) Wbl e 98, s PO M ZGA (A ~ Ik, BT
IEMIRAPA $ 4530

o HAAARGHE WIPLe_E kAR W2k 20N e W kU, REHEA S0k, digks, &
GEH B W kAL B Rs S AT adigdel, MCU AU i ARl i W ik Ve e b
Wb, IR RAE MCU,

o MERGH LR — L IER G, AR FREEITE L E R g .

. ié‘dﬁ%ﬂﬁﬂﬂ?ﬁﬁﬁi RGHEARGEA, WASK E—FMRLHEMAZREHEGE—

o, YEATPUAC.

o MTHEMERRR R, SRR ER AR g, R Rl i AT+SYSMSGFILTER=0 fiy 4%

LB WENS PR/

il

// REEE, LHEHE "WIFI CONNECTED" R AW AR &
AT+SYSMSGFILTERCFG=1,17,0

/) A4S KRE OK f1 > J§, B A\ "WIFI CONNECTED\r\n (¥ & \r\n & A 2_
/ANFH, XN ASCIT # g @y 0D OA)

/1 FFR R GE R R
AT+SYSMSGFILTER=1

VAR o

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 1 F # ¥ WIFI CONNECTED % % W Bl &

PEARPI S % Z il AatiEr ).

MHER—A~ 3L DB %S

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢
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OK

>

iR F R AT S UHER I AT v DR, BUIRHE] DAk ABE (B S ar 2k =R B HB 1k
MZEAR), 24 AT 23 MEHR K JF 53] <head_regexp_len> + <tail_regexp_len> J5, #FTIE

kA e AR -
AR I Rk e A 2 I s e B e R, AR ] -

’ERROR

B SRV B visea Vet -3 G v 1 R S| 50 st 7 00 I IS A T

[ox

* <operator>:

- 20 MR adugdE

» <head_regexp_len>: 3 IE N SR K ., 5 - [0,64], TR EHO, N <tail_regexp_len>

AERN 0.

o <tail_regexp_len>: FEIFIFENFEAXKE . L [0,64], WHEIEE N0, N <head_regexp_len>

NEEH 0,

Bl

TR MM e 0 2 s I A 0 AL D o

il

/7 M R g o R B
AT+SYSMSGFILTERCFG=2,17, 0

o/ANF ¥, %t B ASCII A ¥ fy 0D OA)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 4 & &

/] %f& 4 RE OK A > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.

3.1.18 AT+SYSFLASH: #ifyukif 5 flash JIj J1531X
i A

ik
i flash F P43 X

Py
A

AT+SYSFLASH?

W

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK
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Ve a4
fie:
B 5. R fash J P
s

AT+SYSFLASH=<operation>, <partition>, <offset>, <length>

W

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #fRp X

-1 BAK

-2 FAaK
 <partition>: X4k
o <offset>: mfsibhl
o <length>: i K&
* <type>: JJF4rIXEA
* <subtype>: JJF/rX 1R
o <addr>: J] X HihE
o <size>: F AKX/

o [ A A5 keck at_customize.bin, FH4EE IS H 4T i 2 Lo R,

o BEERAIXHE, THSEEEERRIZ E AR X XA DA <of fset> fil <length> ZHCR5EN. B
W, 4 AT+SYSFLASH=0, "mfg_nvs" A[#ERIEEA “mfg_nvs” X,

o XTH XM L 5% ESP-IDF 4r X 3.

* ¥4 <operator> Nwrite B}, RGBS IEIEMITRE >, W DU A S WEdE, 3
PRKEN S <length> —F(.

o G XHI, EEERIZT X,

o QISR EAEE L mfg_nvs Sy XA R E, T AT+SYSMFG 14 (NVS H B EXT5AE ) . ansk
EARB A mfg_nvs 43X, 5 FJAT+SYSFLASH % (7 X#AE) .

il

/1 BB EA "mfg_nvs" oK
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" SR EHHA 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs Jf] J143 [X
iy 4

ig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 (] (namespace)
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[

AT+SYSMFG?

W

+SYSMFG: <"namespace">

OK

BBk fir #4248 I e BE YD

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">] ‘

Wi i ¢

[ox |

¢ <operation>:
- 0 PEBRERE
- 10 RERAE
- 21 B AHAE
* <” namespace”’ >: 44 ZS[H],
o < key” >: EHE, siFRCNEE. X4 <"key"> BB, S <"namespace"> WA IYEENT; &
M H BB A FTHEE R <"key "> [UER(EXT

il
o THICPIEE AED AT (NVS), T4 2s(a] . BERT AR

il

// W client_cert A XMW AMMEN (W: ERBRANE 0 EE 1
—~EF P RIEF)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # #& Z i A M client_cert.0 #EX (H: BRBIAWE o
CEEP RS

AT+SYSMFG=0, "client_cert", "client_cert.0"

DA 428 T e BV X
é\

B WA

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>,<length>]

Wi i ¢
Y <"namespace"> PAKZ GEEEA BT, 1&[H

+SYSMFG:<"namespace">

OK
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Y <"key"> NRZFSHERAE N, &M

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMEOL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: PEEREAE
- 1t SRHfE
- 20 HGABAE
e <” namespace” >: 44 a3[A,
o <" key” >: FHE, SiFRMEE.
o <offset>: F{EA M.
» <length>: {HWKE.
o <type>: FHHAEAL.
- 1: u8
i8
ul6
16
u32
32
string
: binary

o <value>: SH{EAIEHN.

|
0NN L kW

B
o THICPIEE RS AT (NVS), T4 2s(a] . BERT AR

il

/) EBYM AW AL R
AT+SYSMFG=1

// E B client_cert ® & X 0 WA W £ 4#

AT+SYSMFG=1, "client_cert"

// #E B client_cert # % Z [l W # client_cert.0 F# W&
AT+SYSMFG=1, "client_cert", "client_cert.0"

// LBl client_cert @ % X A W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_
e
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 425 ] A 5 A BEFDO

)E’J

Tg
A frd

=l
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’ AT+SYSMFG=<operation>, <"namespace">,<"key">, <type>, <value>

Wi % ¢

[ox

S

¢ <operation>:
- 0 HEPRERAE
- 1t SRR
- 2: B A#AE
* <” namespace” >: fiy4%3[H.,
o <” key” >: B, siFROME.
o <type>: F{HIGAA,
- 1: u8
-2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: S <type> A, WILSEE ORI :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CERMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT EHES IR TR, BERTEn] DU A B, 24 AT £ 80 1 B0 K R R 5
<value> Ji, WIS7R[) a4 250 P E A SEEXT .

I
NN R W

Bl

o WHSCREE RS A (NVS), T f#ar a2, BEX IS .

* BN, GIEH TR a2 2 A SR (NVS ARG 2 A SRR RERT ) -

o WEREARME K mfg_nvs 7 APt SR E R, T AT +SYSMFG fip4 (NVS HEg B0 o J2R
GBAEECEA mfg_nvs 2} X, G HAT+SYSFLASH fir % (73X #AF)

il

// 1 client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : E#H client_cert.
SREEEAWE 0 BEPFHIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// B ORE > F, A 1164 FH WL $ T H

3.1.20 AT+RFPOWER: #ify/i% ¥ RF TX Power
i A

Yrtig:
7rifi] RF TX Power

Py
A

AT+RFPOWER?

W i <
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OK

+RFPOWER: <wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>

-t

LA

’AT+RFPOWER:<wifi7power>[,<ble7adv7power>,<blefscan7power>,<ble7conn7power>]

3.1.2

<wifi_power>: Hifii>k 0.25 dBm, AN MSEUE N 78, WISLFRE RF Power (B4 78 * 0.25 dBm
=19.5dBm. Jit'® )5 iEfF AT+RFPOWER? T WA LRI RF Power {H.
— ESP32-C3 & % BUETE R [40,84]:

BEE | IEBE Xhr{E SEfR dBm
[40,80] | < REH> | <HEH> | <&EH>*025
[81,84] | < &EH > | 80 20

<ble_adv_power>: Bluetooth LE | 4%% RF TX Power., HBUEEE - [0,15]:

0: -24 dBm
1: -21 dBm
2: -18 dBm
3:-15dBm
4: -12 dBm
5: -9 dBm
6: -6 dBm
7: -3 dBm
8: -0 dBm
9: 3dBm
10: 6 dBm
11: 9 dBm
12: 12 dBm
13: 15 dBm
14: 18 dBm
15: 21 dBm

<ble_scan_power>: Bluetooth LE #94{§/#\) RF TX Power, Z$HUHF] <ble_adv_power> Z4{.
<ble_conn_power>: Bluetooth LE i3] RF TX Power, Z4{HUH[F] <ble_adv_power> .

1 B

Y Wi-Fi sl RATIE10I, AT+RFPOWER iy 2 ToVE IR B/ 2 1) Wi-Fi 1) RF TX Power, 4 Bluetooth
LE FAI4G40}, AT+RFPOWER fyd Joykik B /2] Bluetooth LE ) RF TX Power,

i T RF TX Power 4r b A [ W S5 4%, M NFRHAES 2 X N IHEE B,
B DA L esp_wifi_get_max_tx_power & if] F| 1 wifi_power 1 {H 7] fE &
esp_wifi_set_max_tx_power WENMBEMEIEER, BASHIZELR.

ALK <ble_scan_power> Fll <ble_conn_power> ™S E0{H % &N 5 <ble_adv_power> Z 50 [A] ({(E
BN, XWDSEG S E S E NS <ble_adv_power> [ [HI{H -
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3.1.22 AT+SYSROLLBACK: [n]7& %I ULy s
P4

A

=

’AT+SYSROLLBACK

W i <

[ox

Bl

» Ay A OTA 14K, HaBlRE] S — OTA 73 K .

3.1.23 AT+SYSTIMESTAMP: 7% if)/i% B AS i} fr] 2%
a4

itk
AR ) ) A

A\ .
"Il/?\‘

AT+SYSTIMESTAMP?

Wi i <

+SYSTIMESTAMP : <Unix_timestamp>
OK

BeE WA

Jyiig:
WE AR, 24 SNTP WA H G, &5 F45 85

LT

’AT+SYSTIMESTAMP:<Unix_timestamp>

Wi i ¢

[ox

B

o <Unix-timestamp>: Unix IE]J#, BN7: 5.

il
AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29
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3.1.24 AT+SYSLOG: k28 AT it fCrad i

iy

Jyiig:
i) AT SRR 2 A

s

AT+SYSLOG?

W

+SYSLOG:<status>

OK

BeE WA

ifig:
JE AR AT 452 TR

’AT+SYSLOG:<status>

W i :

[ox

o <status>: FERICISHERIRTS

- 0: 271
-1 R

il

// B R AT #RAKART
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// ZEHE AT #BEREE T
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR

Espressif Systems

38

Release v2.3.0.0-esp32c3-965-gb2842c6f6

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

AT BRI R —A> 32 fi /N BEHIEE, & SCanF

e FER B
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0
* category: [&|E(H 0x01
« subcategory: 4H{RASHY
it iR K| A
3
ESP_AT _SUB_OK 0x00 OK
ESP_AT _SUB_COMMON_ERROR 0x01 f5Ler
ESP_AT_SUB_NO_TERMINATOR 0x02 FIREGATF (0L “m” Z5RE)
ESP_AT SUB_NO_AT 0x03 KFRFEE AT (B AL TEER at, At B

aT)

ESP_AT_SUB_PARA_LENGTH_MISMATCH0x04 SR EATRE
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 R eI
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 EY e 2y
ESP_AT_SUB_PARA_INVALID 0x07 T
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 e
ESP_AT_SUB_UNSUPPORT_CMD 0x09 RNEFZms
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A Rl
ESP_AT_SUB_CMD_PROCESSING 0x0B TERFTE— s
ESP_AT_SUB_CMD_OP_ERROR 0x0C o BT RAE

* extension: HiiRYIR(GE, AR TREGARMVY RAEGE, #1% % W components/at/
include/esp_at.h,

BN, RIS ERR CODE:0x01090000 F/R “RZHZMm4L7.

3.1.25 AT+SLEEPWKCFG: ¥ Light-sleep Wi/ Ji fli i GPIO

=

=

e

,%

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg

- 0: PREABCE, BALE:
- 1 {REARCE, BASEF
— 2: GPIO Mg

¢ <paraml>:

- YWY E R, ESREORMEIR ], B R

- YWY GPIO I, %S ¥R GPI

e <param22>:

— MUY GPIO B, B R T

- 0: (G
-1 FAT

O &
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il

// GPIOl2 & K A% w F Bt % &2
AT+SLEEPWKCFG=2, 12, 0

3.1.26 AT+SYSSTORE: ¥ ZE Atk

it A

Dy

i

AT ZHUFifRA

A\ .
"Il/?\‘

AT+SYSSTORE?

W

OK

+SYSSTORE: <store_mode>

v

7

X

Ele

E
%

[y

’AT+SYSSTORE:<store_mode>

W i ¢

[ox

BH

(A

<store_mode>: BEIEERR
- 0: A RCEATEA flash
- 11 GAHCELEA flash (ERIA)

Vil WP E A S, FRMEI S, FIAE S B R RAM fi
Ay o BN T -

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
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e AT+CIPDNS

e AT+CIPSSLCCONF

* AT+CIPRECONNINTV
* AT+CIPTCPOPT

* AT+CWDHCPS

e AT+CWDHCP

* AT+CWSTAPROTO

e AT+CWAPPROTO

o AT+CWIJEAP

* AT+BLENAME

e AT+BLEADVPARAM
* AT+BLEADVDATA

e AT+BLEADVDATAEX
* AT+BLESCANRSPDATA
* AT+BLESCANPARAM

il

AT+SYSSTORE=0
AT+CWMODE=1 // A # A\ flash
AT+CWJAP="test","1234567890" // 77 A flash

AT+SYSSTORE=1
AT+CWMODE=3 // % A\ flash
AT+CWJAP="test","1234567890" // ¥ A\ flash

3.1.27 AT+SYSREG: B:GHA{¢ds

- :
wE WA
Wi

AT+SYSREG=<direct>, <address>[, <write value>]

Wi i ¢

+SYSREG:<read value> // REH T HFH EH
OK

B8

o <direct>: LGS TFIEAS

- 0: PEAA7AY

- 11 B4
» <address>: (uint32) FFfEasHbbl, FHEIHSHEM XN (RS ZFH
o <write value>: (uint32) 5 A(H, & T 5 S1Easmt

Bl
o AT ARG ZFfEan i, PR ORI S A2 M A 2k
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3.1.28 AT+SYSTEMP: ZHGE B P4 FC I e

Dyt
BEHO F PSR B A B R, e B R

=

i 4

Py
A

AT+SYSTEMP?

M

+SYSTEMP : <value>
OK

o <value>: BLICHREE. 7Fm 88, RPN/

3.2 Wi-Fi AT &4

. 4

o AT+CWINIT : G40/ ETE Wi-Fi BRshAE 7

o AT+CWMODE: #5if)/i% & Wi-Fi i3, (Station/SoftAP/Station+SoftAP)
« AT+CWSTATE: 75if] Wi-Fi 7SR Wi-Fi (=5,

o AT+CWIJAP: %3 AP

e AT+CWRECONNCFG: /%8 Wi-Fi il E

« AT+CWLAPOPT: B AT+CWLAP A1k B Bt

« AT+CWLAP: FH54 10 I AP

o AT+CWQAP: Wi 5 AP [fyikds

o AT+CWSAP: Tit'#: ESP32-C3 SoftAP Z%§

o AT+CWLIF: #ifi)i%E3: 2] ESP32-C3 SoftAP [} station {5 B,

o AT+CWOQIF: WiFF station 5 ESP32-C3 SoftAP [1i%: 4%

« AT+CWDHCP: = /%% F) DHCP

o AT+CWDHCPS: #if)/i% & ESP32-C3 SoftAP DHCP 4BC ) IPv4 #ihik 7 [l
« AT+CWAUTOCONN: | Hi 275 [ 3hi%EH: AP

o AT+CWAPPROTO: 5]/ B SoftAP #iz{ T 802.11 b/g/n WS ARAE
o AT+CWSTAPROTO: % 'E Station 5T 802.11 b/g/n ¥isl brifi

o AT+CIPSTAMAC: Zrifij/iX & ESP32-C3 Station [} MAC Hii:

o AT+CIPAPMAC: ZTifij/i% & ESP32-C3 SoftAP ) MAC H#iiik

o AT+CIPSTA: #5ih)/i% & ESP32-C3 Station [ IP Mkt

« AT+CIPAP: 25i)/i% 8 ESP32-C3 SoftAP [ TP Mkt

o AT+CWSTARTSMART : JTJ5 SmartConfig

o AT+CWSTOPSMART : {}: SmartConfig

« AT+WPS: ¥¥ WPS Hjfig

o AT+CWJEAP: %E3: WPA2 /I Jik AP

« AT+CWHOSTNAME: #5ifj/1% & ESP32-C3 Station [ M4 ik

« AT+CWCOUNTRY : Z5ifj/i & Wi-Fi [H 5t H5
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321 ¥

WY BOAM AT [ ORI DU R BRAT+CWIEAP Z AMW T AT fir% . AR EFR 28 i ESP32-C3 ¥R
INHFI S, 5 BAT4 % ESP-AT 42, YESS TP IS LA Bk (PG ui@ sy, MR ®
PR ) :
* 2 EAP i34 (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support
o ] WPS 14 (AT+WPS): Component config->AT->AT WPS command support
o %] smartconfig iy % (AT+CWSTARTSMART ., AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support
« SEAPTA Wi-Fi fpd ORHER . —BESH, i Wi-Fi UG CA TR o6, TR a AT

PIX L AT /54 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #JiGAL/s P Wi-Fi SR8 R
Ay

i
i ESP32-C3 #4571 Wi-Fi MRS

O e
iy A

AT+CWINIT?

W

+CWINIT:<init>

OK

)E’J

CELN A

i
HIHR AL B ESP32-C3 504711 Wi-Fi SKEh AR

’AT+CWINIT:<init>

W i <

[ox

BH

e <init>:
— 0: {5 Wi-Fi IKEIFLF
— L WItHik Wi-Fi SREhFET (BRIAMH)
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Bl
o AUEAGRAFE] flash, HRJE S AEOAE L.

o L RAM BHEA RN, FEAGT Wi-Fi i9RTEE~, AR st B Wi-Fi 88082, AREIL
RAM %

il

// #HHE wi-Fi R R)F
AT+CWINIT=0

3.23 AT+CWMODE: i)/ Wi-Fi i (Station/SoftAP/Station+SoftAP)
Ay

i ESP32-C3 %4519 Wi-Fi Kzt

AT+CWMODE?

W i <

+CWMODE : <mode>
OK

Dytig:
W E ESP32-C3 #4511 Wi-Fi it

iy

’AT+CWMODE:<mode>[,<auto_connect>]

Wi i ¢

’OK

o <mode>: R
- 0: Jo Wi-Fi 55X, Jf H.J¢H] Wi-Fi RF
— 1: Station Bz,
— 2: SoftAP #i=t
— 3: SoftAP+Station Fi5;
 <auto_connect>: ]f ESP32-C3 ¥ #51) Wi-Fi #izCI (B4, A SoftAP 8 J5 Wi-Fi £z )4 H
Station 525} SoftAP+Station 1=X,) , 25/l HahiEHz: AP Zifg, BAE: 1. SEEERT, i
FEGME, 2 ne B shiEs:.
- 0: 25 | hiEs: AP 1yThe
- 1 e B3hifEs: AP IEE, A ZRIC & B 3hiEs: AP L E fR17H] flash v, JI] ESP32-C3
WA A Bl AP
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Pyi]
o FrAT+SYSSTORE=1, A% E¥HARAEAE NVS 43X
o W2 AW ThAE, MRS ERE , BFE(E ] SoftAP 5 SoftAP+Station TIREH], &k
KA e oV E E A iG ad r Zh g -
— AT+BLEINIT=0 (344 Bluetooth LE)

— AT+BLUFI=0 (3:}4] BluFi)
WA TR Z 4077, W R RF JEAF SRS

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #%ify Wi-Fi JRZAHI Wi-Fi {3 5L
s

Ly
#if) ESP32-C3 345y Wi-Fi IR Wi-Fi {5 5

zs

AT+CWSTATE?

W )i *

+CWSTATE:<state>, <"ssid">

OK

BH

o <state>: X4F[ Wi-Fi JR5S

— 0: ESP32-C3 station [ R A TTA0] Wi-Fi 32
1: ESP32-C3 station B\ &4 | AP, {HARHEEF] IPv4 Hiht
2: ESP32-C3 station L &34 | AP, IF &R HUE] IPv4 Hihl:
3: ESP32-C3 station 1E7E#4T Wi-Fi 1425 Wi-Fi Fi%
4: ESP32-C3 station 4T Wi-Fi WiIRES
o« <” ssid” >: HAR AP 119 SSID

Bl

o 24 ESP32-C3 station %4 &3 AP I, #fEg{di ] b dy &2 ia) Wi-Fi {5 5 ; 24 ESP32-C3 station %
BE I AP 5, HEFHEHIATSCWIAP fn &) Wi-Fi {5

3.2.5 AT+CWIJAP: % AP
A%

Yyfig:
1] 5 ESP32-C3 Station HEHE( AP 15 4,

P
iy A
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Chapter 3. AT Ay d4E

AT+CWJAP?

W

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
—, <scan_mode>, <pmf>

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—~interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

Wi

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

o

+CWJAP : <error code>
ERROR

AT %

Tytie:
R ESP32-C3 station %% % |11k Wi-Fi Bt & H ) AP

O e
"H4>‘

AT+CWJAP

W i ¢

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

g},

+CWJAP:<error code>
ERROR
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o <ssid>: H#xr AP 1 SSID
— {0 SSID AR A , .« "L\ SRR AT, R
— AT 3CRpIE#: SSID S S0y AP, (HU2BLSb ik ph 25 508 O B H 3L SSID A2 UTF-8 4rfidig .
AT RASETH SSID, AR )5 4 2 1) SSID #Ef T+
<pwd>: R E K 63 3T ASCII
<bssid>: H#Fx AP () MAC Hithl:, 42> AP HAHIFI) SSID ff, ZSEA 144 1
<channel>: {FiE5
<rssi>: 5%
<pci_en>: PCIIAGE
— 0: ESP32-C3 station 1] S5{-{a]—Ffhhnz5 a0 AP %8, 35 OPEN F] WEP
— 1: ESP32-C3 station 1] 5[ OPEN H1 WEP 2 A ATAr]—Fh & 7 = AP 44
o <reconn_interval>: Wi-Fi EiE[E][GE, BAN7Z: #b, BUOME: 1, HKRfE: 7200
— 0: WrFiE#E)5, ESP32-C3 station AN EiE AP
- [1,7200]: WiFFiE4: )5, ESP32-C3 station 4345 & A 5 AP Fif
« <listen_interval>: i} AP beacon [¥[a][, BA{} AP beacon [A]fF, ZRIAME: 3, JEHl: [1,100]
o <scan_mode>: it
- O: R FIH, #ENHIR AP J5Z L34, ESP32-C3 station 55— P21 AP iE#:
- I: &FEE, A EEEE G A 2 L3345, ESP32-C3 station 5 {4 2| (55 iR 1) AP
U
* <jap_timeout>: AT+CWJAP iy B IHKAE, A &b, BRIAME: 15, JEfl: [3,600]
» <pmf>: PMF (Protected Management Frames, 247 HMmT), BRAE 1
- 0 R H PMF
— bit 0: A PMF IjfE, $#&/R3Ck: PMF, WIRHANR % BAT PMF JjRg, W ESP32-C3 &4 K51
JeiE#E A PMF B4
— bit 1: FFE PMF, $LRTFHE PMF, AR 2 RPN 3CRE PMF DIRERY &
e <error code>: fEiRY, (W52
- 1: RS
- 2: AR
- 3: LA F H AR AP
- 4 ERRIN
- HEE: RAERMER

it

o WISRAT+SYSSTORE=1, Pt BEUCRHRAFEE] NVS 401X

o [ A A TR EIT ) station B

o 24 ESP32-C3 station &Li%4: F AP J5, #EEM a2 Wi-Fi {55 ; 24 ESP32-C3 station %4 %
P b AP I, (I AT+ CWSTATE fiy 4751 WicFi {58

o ARSI <reconn_interval> ZE 5AT+CWRECONNCFG 154 H1 1) <interval_second>

SR WARBITA GO INANRE <reconn_interval> 24, Wi-Fi 5% [A] &I} [R]RFR 2

IME 1

W [F 4 I <ssid> fll <password> 4, A _E—RIEEE

PATA S TR E A ETEEAE, BRIACH 157>, Wl 2480 <jap_timeout> WHE

N EE T WAPT SRy 201532 1% F 28

AERICIPVG itk , FEESEIEAT+CIPV6=1

4 OK {3 IPv4 MK UEfes, A IPve MK HER L . 24 HT ESP-AT DA IPv4 (W24

£, IPv6 (2% Kkl .

* WIFI GOT IPvé6 LLfLFEDLIKIFNAHAERE IPv6 Hihik, XNihik2 @it BUI-64 ARbiT8 5k
0, AFEEHBSSS. BT, X NTHWRERE OK Z I, tHATHEYE OK Z 5.

« WIFI GOT IPv6 GLfCFEDZIREF|4)R IPv6 Hidik, ZHitki2 B AP F & AR Z b it et
R EBIATHAMRY, FWEKHSSS. BT, XANTEHREELE OK /i, WrlgEfE
OK Z Ji; WRJREH T AP A SZHF IPve M AFTHI.
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Chapter 3. AT Ay d4E

il

// WwE B AP B SSID £ "abc", HAZ "0123456789", | 4 4 £
AT+CWJAP="abc","0123456789"

// W B E A AP B SSID £ "ab\,c", FH L "0123456789"\", M| & A £
AT+CWJIAP="ab\\\,c","0123456789\"\\"

// R %A AP FAMF# SSID "abc", Wi it BSSID # F| H AR AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// W F ESP-AT E Kk #E i pPMF #H #E Ap, N & 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: #rif)/des Wi-Fi fiEid
I

ik
i Wi-Fi 5% B

A\ .
"Il/?\‘

AT+CWRECONNCEG?

W

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

i
CE Wi-Fi B E

[

’AT+CWRECONNCFG:<interval_second>,<repeat_count>

Wi i ¢

[ox

B

* <interval_second>: Wi-Fi EE[A][FE, BN #, BRIAE: 0, fHK{EH 7200
- 0: W3S, ESP32-C3 station AN jf AP
— [1,7200]: WiFFiEs: )G, ESP32-C3 station 4[5 € ROt E] 5 AP %
o <repeat_count>: ESP32-C3 %4524 B AP HIREL, ASBHUE <interval_second> A 0 B
AR, BOME: 0, FHR{E: 1000
— 0: ESP32-C3 station J5 2244 1542 AP
— [1,1000]: ESP32-C3 station i 1 < 2445 8 1 KU 7% AP
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il

// ESP32-C3 station %[ 1 # % ® &% AP,
AT+CWRECONNCFG=1, 100

// ESP32-C3 station HAW FF & 85~ &F #F AP
AT+CWRECONNCFG=0, 0

%% 100 K

i}
o At <interval_second> ZEHAT+CWJIAP ) [<reconn_interval>] ZEAH[H
o A T HEWIT AP, Wi-Fi B MAHLUE Wi-Fi 3 i

3.2.7 AT+CWLAPOPT: ¥ AT+CWLAP &y A FIHG4s 1 @ vk

i

=

’AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

o <reserved>: {%F5ji

* <print mask>: AT+CWLAP (4552 5 Bon AR 24, BAE: OXTFF, #5 bit ik 1, WK

S SE, BER 0, IR RN S5k
— bit 0: &% E/8 <ecn>
— bit I: BRI/ <ssid>
— bit 2: B7E BN <rssi>
— bit 3: &7 E/~ <mac>
— bit 4: F4 7~ <channel>
- bit 5: 215 ER~ <freq_offset>
— bit 6: 215 /R <freqcal_val>
— bit 7: 215 B/ <pairwise_cipher>
— bit 8: 275 /R~ <group_cipher>
- bit 9: 275 i~ <bgn>
— bit 10: 275 R~ <wps>

o [<rssifilter>]: AT+CWLAP fHHEZ5 R @ B A SHEEE, M), Sl i G S EALT rssi
filter ZHHA AP, Hifi: dBm, ZRIA(H:-100, FEF: [-100,40]
* [<authmode mask>]: AT+CWLAP {43445 5275 R A IAIE T 2 AP, BRiAfE: OXFFFF, f1

Rbit xR 1, WERXNVINET T AP, #3h 0,

— bit 0: 275 &R OPEN ME R AP
- bit 1: 275 s WEP AE =) AP

- bit 2: 275 R WPA_PSK IMIF I AP
— bit 3: 25 R WPA2_PSK IAE 1 AP
— bit4: 275 E/R WPA_WPA2_PSK AIF AU AP

— bit5: 2% T8 WPA2_ENTERPRISE TAUE T AP

AN S 7
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bit 6: B R WPA3_PSK A =Y AP

— bit 7: B B8 WPA2_WPA3_PSK IAIE T AP
bit 8: J275 7% WAPT_PSK MIE A AP

— bit 9: 27 /R OWE NIE U AP

il

/] BE—ANBBEA L, KT ATHCWLAP @A HEEREBEE T ERE
/] B AN H A 31, B OxiF, k- T HEME A 1 i
AT+CWLAPOPT=1, 31

AT+CWLAP

// R B INiEF X4 OPEN B AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £1§i2%min HIF) AP

R:

B A

4?

ik
AT G E S5 F) AP, NFEE SSID, MAC Hiht sl {FiE S

O e
iy

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT 4

g
F Y il 6 AP
A

AT+CWLAP

Wi i ¢

+CWLAP: (<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq offset>,<freqcal_val>,<pairwise_

—cilpher>, <group_cipher>, <bgn>, <wps>)
OK

o <ecn>: fiI%E A
- 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPL_PSK
OWE

|
O 001N WN
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il

=z

<ssid>: FHEHS50, AP [ SSID
<rssi>: {55 iR
<mac>: FHESE, AP 1) MAC H#ilk
<channel>: {FiE5
<scan_type>: Wi-Fi #2840, BRIA(EH: 0
- 0: R
R TERE
<scan_time_min>: &R MEE RN E, FA0L

fil, ASHICR

<scan_time_max>: EAMFHE AT ), AL

SHERME, ESAHH 120 ms, ahHih 360
<freq_offset>: il ({RAEWH)
<freqcal_val>: SUEMHEE (FRETIH )
<pairwise_cipher>: %558

0: None

: WEP40

: WEP104

: TKIP

: CCMP

: TKIP and CCMP

: AES-CMAC-128

70 RA

<group_cipher>: N A, 5 <pairwise_c

D 2R, Ul [0,1500], ANSRIHEIEAU BT
2, JEl: [0,1500], AR 0, F{ERA

ms

ipher> ZHIIHAEEM

<bgn>: 802.11 b/g/n, #7bit By 1, WIFIRMEREX VA, i 0, MR 48X R

— bit 0: JZ i fiE 802.11b 5

- bit 1: 2 EHRE 802.11g 5

- bit 2: 2EHRE 802.11n FF;
<wps>: wps flag

- 0: AN+ WPS

- 1: Z¥ WPS

/o F

# 4§ £ SSID & ap

AT+CWLAP="Wi-Fi"

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

3.2.9

!

i1

v

A

=

n

AT+CWQAP: WiJF5 AP (s

we

’AT+CWQAP

W i :

[ox

3.2.10 AT+CWSAP: (it ESP32-C3 SoftAP 2%

A i)

i

Ly :

pas

T
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1f] ESP32-C3 SoftAP [t & 2%k

2 ot
4

AT+CWSAP?

W

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

EmA

&F

Tytig:
¥ ESP32-C3 SoftAP [t & 2%k

Py -
iy

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>]

W

[ox

S

o <ssid>: FAFRSA, AN
o <pwd>: FEFERSE, B, JEH: 8~ 63 57 ASCII
e <channel>: {FiE%5
o <ecn>: JIE A, A3CHF WEP

- 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
* [<max conn>]: % A ESP32-C3 SoftAP [ #%2 station £t H , BUEIEE: 2% max_connection
¢ [<ssid hidden>]:

- 0: )74 SSID (BkiA)

— 1: AJ"4% SSID

B

o A HA YAT+CWMODE=2 B ¥ AT+CWMODE=3 5} A 4%k

o #AT+SYSSTORE=1, Wit & ¥ MCERAFAE NVS 4 X

2R\ SSID [RI 45T 5, RN E i 4 i MAC Mkt 40 . 73 0] DAGE J AT+CWSAP? 253 2RA 1Y
SSID.

il

AT+CWSAP="ESP","1234567890",5,3
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3.2.11 AT+CWLIF: #%if)i%E#; 5] ESP32-C3 SoftAP [t station {3 &

WA %

A

=

AT+CWLIF

W i <

+CWLIF:<ip addr>, <mac>

OK

e <ip addr>: £3:%) ESP32-C3 SoftAP 1 station HJ IP Hidik
e <mac>: j#3:3] ESP32-C3 SoftAP [ station 1) MAC i

]

o RApLTIEA WIS IP, {USHFTE ESP32-C3 SoftAP HITE AR station DHCP ¥ RERY I UL T A 2L

3.2.12 AT+CWQIF: WiJF station 5 ESP32-C3 SoftAP W+

AT 4

Dyie:
Wi FF A 1% A ESP32-C3 SoftAP [1 station

’AT+CWQIF

W

’AT+CWQIF:<mac>

Wi i ¢

’OK

B

o <mac>: FEWHFEEN station 1) MAC Hihk
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3.2.13 AT+CWDHCP: j3JH/25)1] DHCP

AT+CWDHCP?

W i <

+CWDHCP : <state>

Yytig:
J& /4% F] DHCP

A

’ AT+CWDHCP=<operate>, <mode>

W

[ox

¢ <operate>:
= 0: 557
- 1
¢ <mode>:
— Bit0: Station [1)) DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP IPIRTS
— BitO:
« 0: 25 1] Station /) DHCP
« 1: JB ] Station ) DHCP
- Bitl:
x 0: 25 SoftAP [{) DHCP
+ 1: J5 ] SoftAP [} DHCP
- Bit2:
« 0: 2% [f] Bthernet [1) DHCP
+ 1: J32 Jf] Bthernet |1 DHCP

e

o #7AT+SYSSTORE=1, [t E WU RIZE] NVS 43X

o KW HE G S BRCEEHS IPv4 ik 6y - AN ESEN, WAT+CIPSTA FIAT+CIPAP
— 2 DHCP, N#EZS IPv4 Ml 2 itk
- A IPv4, NI DHCP £:9%5 H
- R KR ESES L —REE
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il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #rify/ix ¥ ESP32-C3 SoftAP DHCP 4}-Jicit) IPv4 Huhl 75 Hi
Ay

e

AT+CWDHCPS?

Wi 3% ¢

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

Dytig:
& ESP32-C3 SoftAP DHCP I 45 #3411 IPv4 Huhik- 75l

e

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

W

¢ <enable>:

— 1: % DHCP server {5 5., FESEMIEE

- 0: 75 F® DHCP server {5 5., KR EGAME, FESHLHES
o <lease time>: FHZYW[E], FAf7: Zr4p, BUEVERE: [1,2880]
o <start IP>: ESP32-C3 SoftAP DHCP JI} 4-4% IPv4 bbb it i 1P
o <end IP>: ESP32-C3 SoftAP DHCP [l 43¢ IPv4 Hidil iy 4t 1P

Bl
* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

© AT LHAE ESP32-C3 SoftAP X ffifE, HIF)5 DHCP server 15 &L (i H]
o PCE Y IPv4 Hodik 7 BBl 2625 5 ESP32-C3 SoftAP ¢ [f]— ¥ B¢

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HHEE, WEZRIAE
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3.2.15 AT+CWAUTOCONN: i/ s [ diEs: AP
AR A

AT+CWAUTOCONN?

Wi 3% <

+CWAUTOCONN: <enable>

LT
OK
SH
¢ <enable>:
- 1: bR HZhERE AP (BHA)
- 0: LA HINER: AP
]

o ARERAFE] NVS X,

Bl

AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/i ¥ SoftAP Ei X 802.11 b/g/m Ppillbrifi
i

e

AT+CWAPPROTO?

Wi i ¢

+CWAPPROTO: <protocol>
OK
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=

=

A

’AT+CWAPPROTO:<protocol> ‘

* <protocol>:
— bit0: 802.11b HHMA7E
— bitl: 802.11g P AR
— bit2: 802.11n PrERNUE
— bit3: 802.11 LR 'R#E & FIthUbRfE

B
o Y], ESP32-C3 545325 PHY mode Il : Wi-Fi tpilf5i=t
o BUATEDLR, ESP32-C3 #5451 PHY mode J2 802.11bgn i3t

3.2.17 AT+CWSTAPROTO: k¥ Station iz, F 802.11 b/g/n il brifi

AT+CWSTAPROTO?

W i <

+CWSTAPROTO: <protocol>
OK

v

o

N

R

¥

=

MA

’AT+CWSTAPROTO:<protOCOl> ‘

e <protocol>:
— bit0: 802.11b Hpsl A7
— bitl: 802.11g P brif
— bit2: 802.11n Bk
— bit3: 802.11 LR 'R#% L FIHMUARE
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e

o Upi, ESP32-C3 %% %51 PHY mode I.: Wi-Fi Hpisizt
o BREM T, ESP32-C3 #4411 PHY mode & 802.11bgn izt

3.2.18 AT+CIPSTAMAC: kify/i% ¥ ESP32-C3 Station [t) MAC Hudil:

it 4

Dyie:
#¥if] ESP32-C3 Station /) MAC #ii il

AT+CIPSTAMAC?

W i :

+CIPSTAMAC:<mac>
OK

s
e

L
[y

s

¢ =

% & ESP32-C3 Station ) MAC Hiii:

P
] H

=

’AT+CIPSTAMAC:<mac>

Wi

o <mac>: FHEESE, <8 ESP32-C3 Station [ MAC Hitik

|

o FFAT+SYSSTORE=1, Fit'& WO RA7E] NVS 43X

ESP32-C3 Station ) MAC H#ifik 5 ESP32-C3 SoftAP A[F], ANEH _FHEEFAER MAC itk

o MAC Huhtf) Bit 0 ANgEH 1, B, MAC #isikn]PAE “la---7, (AR PAZ “15:--7

il

FF:FF:FF:FF:FF:FF F1 00:00:00:00:00:00 J& o ht, AEESEE

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"
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3.2.19 AT+CIPAPMAC: #xify/i¥i ESP32-C3 SoftAP 1) MAC Huhl
iy

Dtig:
7] ESP32-C3 SoftAP [ MAC Hiijik

s

AT+CIPAPMAC?

W

+CIPAPMAC: <mac>
OK

)E’J

CHLN A

Yriie:
% ESP32-C3 SoftAP [ MAC Hiufi:

[

’AT+CIPAPMAC:<maC>

W i <

[ox

S

o <mac>: FHEESE, 8 ESP32-C3 SoftAP i) MAC ik

Bl

H7AT+SYSSTORE=1, Pt E ¥ U RA7E] NVS 43X

ESP32-C3 SoftAP ) MAC #iik 5 ESP32-C3 Station AR[a], AE k& FIALN MAC Hiht
MAC Hilikig) Bit 0 ANl 1, Billn, MAC #hkv] PR “18:---7, [HAW PAZE “15:-7
FF:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & TCa bl , ANEEXE

2N

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.20 AT+CIPSTA: #vify/i¥ ¥ ESP32-C3 Station 1] TP Huht:
A ity 2

Jtig:
Zrifi) ESP32-C3 Station 7 IP H#ihik
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AT+CIPSTA?

Wi % ¢

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

Ystie:
¥t # ESP32-C3 Station f] IPv4 Hitfik

e

’ AT+CIPSTA=<"ip">[,<"gateway">, <"netmask">]

Wi i ¢

’OK

BH

o < ip” > FRFESE, Fn ESP32-C3 station 1 IPv4 Hidik
¢ <” gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C3 station [{{] IPv6 il

(A

o ARG N), HA2Y ESP32-C3 station 1% A AP B4 il B i1 35 IP Huht 5, A ReAif s &) IP
Hidik
o FAT+SYSSTORE=1, [t W R4 E] NVS 43X
o A E 45 E DHCP [ H 0, WAT+CWDHCP
— PR S IPv4 Hihl, 2% F DHCP
— # )5 H DHCP, N2k S IPv4 Hihk
- R ESE S LR E

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: 4ily/ s ESP32-C3 SoftAP [¥) IP Hiuhl
Ay

Yriie:
#51f] ESP32-C3 SoftAP ff) IP Huhit
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AT+CIPAP?

Wi % ¢

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

Ystie:
¥ H ESP32-C3 SoftAP ff) IPv4 ik

e

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

o < ip” > FAFERSEL, F27% ESP32-C3 SoftAP [f IPv4 Hutl
e <” gateway” >: [

e <” netmask” >: T MY

e <” ipv6 addr” >: ESP32-C3 SoftAP |1 IPv6 Hii:

Bl

o ABREMANGE AT IPv4 M4, KNG T IPve 4%

o FAT+SYSSTORE=1, Wi W oCrHEAES] NVS 43 X

o ARPEE A5 E DHCP A 520, AT+ CWDHCP
— B RS IPv4 Hichl, 2% ] DHCP
- #5)5H DHCP, &k H #2S IPv4 Mtk
- KR ESES L —REE

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: JI )} SmartConfig
Wiifn %

Ytk
FFJ2 ESP-TOUCH+AirKiss 325

O e
iy
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AT+CWSTARTSMART

FFIE 38 E 258417 SmartConfig

iy 4

’AT+CWSTARTSMART:<type>[,<auth floor>] [,<"esptouch v2 key">]

LO)vE

’OK

SR

]

il

<type>: KA
— 1: ESP-TOUCH
- 2: AirKiss
— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
<auth floor>: Wi-Fi I\ i B {E, ESP-AT A<i%E3:%] authmode I I H{E L) AP
— 0: OPEN (EkKiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
<” esptouch v2 key” >: ESP-TOUCH v2 [fi Ak, TR Wi-Fi SR @ C8dE . KW
A 16 FAT .

|
oA L R S

W24 % SmartConfig K5 8., i5§Z% ESP-TOUCH {# I 55 ;

SmartConfig 1 3z #7F ESP32-C3 Station #5245

HH Smart get Wi-Fi info /8 SmartConfig W I FREE] AP {5 H, Z )5 ESP32-C3 2iif#:
AP;

4B +SCRD:<length>, <rvd data> /R~ ESP-Touch v2 i{Ih3RELE] H & L EE ;

HE Smartconfig connected Wi-Fi FE/RnmEhi%ER:S] AP;

lﬁ ESP32-C3 % 453221 SmartConfig Fitt (¥ 45 5 [7] 25 25 AL, FrDABHYAENS B Smartconfig
connected Wi-Fi &l )5HERE L 6 7 ﬁl}"‘]}iﬁAT+CWSTOPSMART

AV F AT+ CWSTOPSMART {5 1} SmartConfig, #&J5 4047 HAthi 4. W&, 7 SmartConfig 11 H
T THAB AT L

AT+CWMODE=1
AT+CWSTARTSMART

Espressif Systems 62 Release v2.3.0.0-esp32¢3-965-gb2842¢6f6

Submit Document Feedback



https://www.espressif.com/sites/default/files/documentation/esp-touch_user_guide_cn.pdf
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

3.2.23 AT+CWSTOPSMART: {% - SmartConfig

WA %

v

A

=

’AT+CWSTOPSMART

W

’OK

st

» i SmartConfig S 575, #iEFEATHAL Ay 2 w5 JH AT+ CWSTOPSMART %% SmartConfig 5
WA

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: i&'# WPS Tt

)E’J

CE

A

’ AT+WPS=<enable>[, <auth floor>]

¢ <enable>:
- 1: JF5 PBC 24711 WPS
— 0: X4 PBC k%11 WPS
 <auth floor>: Wi-Fi IA{FA B {E, ESP-AT A<£i%E#%)] authmode KT I B{E ) AP
- 0: OPEN (2tiA)
- 1: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK

|
N O\ bW

Bl

* WPS JjfigbZii{E ESP32-C3 Station HBER I IL T I ]
* WPS R37HF WEP Jii 755
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il

AT+CWMODE=1
AT+WPS=1

3.2.25 AT+CWJEAP: #%:4: WPA2 i)l AP
iy

ik
# i ESP32-C3 station ¥ AL AP HTCEL 5B

AT+CWJEAP?

W

+CWJEAP :<ssid>, <method>, <identity>, <username>, <password>, <security>

R H ARV AP

A .
"ﬂé?‘

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W i <

OK

£

+CWJEAP : Timeout
ERROR

BH

o <ssid>: 1 AP 1) SSID
— G0 SSID E I A, . L \\ SRR TS, R
o <method>: WPA2 I INIE 7=
— 0: EAP-TLS
— 1: EAP-PEAP
- 2: EAP-TTLS
o <identity>: [rEz 1 (8, FEAFHRBRTEN 1~32
o <username>: [N ES2 A4, JGFl: 1~32 7%, EAP-PEAP. EAP-TTLS WifliAiE A&k E
KZ4, EAP-TLS A TLH R EASH
o <password>: B¢ 2 f#TY, JiFE: 1 ~32 59, EAP-PEAP. EAP-TTLS WFfAIE )y st B A
2%, EAP-TLS FRIEFHREARSEL
e <security>:
- Bit0: & FugikEfs
- Bitl: iR ZHIET
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* [<jeap_timeout>]: AT+CWJEAP fiy Wy SOBININE], FRAL: #0, BOAME: 15, JEHL: [3,600]

il

// HEHZE EAP-TLS AEF AN ALK AP, RESH, RUERFBES, WRE P HIES
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ##HE EAP-PEAP AF F By A o
AP, HEEMHR. AP 4. B8, ARIERFEEFH, A HEPFHIEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl11l",0

HACHED:

WPA2 i 4R DA ERR CODE : 0x<$08x> ¥=0FT Bl :
AT _EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET PASSWORD_FAILED 0x8007
AT _EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT _EAP_SET CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT _EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT _EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET _CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

vl

* #TAT+SYSSTORE=1, BB EUCRHRAE] NVS 731X
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o (A4 TS Station A
o ] TLS TAIE 2R RE % P ik

3.2.26 AT+CWHOSTNAME: #%ify/i ¥ ESP32-C3 Station ) 1: L #4

A4

i
Zrif] ESP32-C3 Station {1 FH144 FK

AT+CWHOSTNAME?

W i <

+CWHOSTNAME : <hostname>

OK

L

P
i

[y

=

T E S

15 E ESP32-C3 Station [ M4 F

P
] H

=

’AT+CWHOSTNAME:<hostname>

LTIVE

’OK

A F 5 Station A, NI 1] -

’ERROR

B8

o <hostname>: ESP32-C3 Station ) EHLE R, S :

|

o Jit B HEUONELE) flash

il

2o

32 5

AT+CWMODE=3
AT+CWHOSTNAME="my_test"
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3.2.27 AT+CWCOUNTRY: #rify/i ¥ Wi-Fi [E ¢
Ao A

ik
it Wi-Fi [EZAC5

s

AT+CWCOUNTRY?

W

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

BeE WA

Ly
R Wi-Fi [ 50

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count> ‘

W i :

[ox |

¢ <country_policy>:
- 0: RFE Z AL ECH ESP32-C3 451 AR AP [ E Z A5
- L AR EZRA, GARRA I E M E R A
* <country_code>: [HZMMY, HAKAE: 3 MFRF, &EEZAIES% 15O 3166-1 alpha-2 FrifE.
o <start_channel>: EIA(E53E, JUHE: [1,14]
o <total_channel_count>: =38 MANEL

B
o VIS S % Wi-Fi BRI AR,
* BEE SO RATE] flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT &%
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N4

AT+CIPV6: J2 /25 TPv6 W4 (IPV6)

AT+CIPSTATE: #¥ifi) TCP/UDP/SSL %35:(% &,

AT+CIPSTATUS (%7 ): #%if) TCP/UDP/SSL &R SIS B
AT+CIPDOMAIN : 3% f# ¥

AT+CIPSTART : #7. TCP %4, UDP {£#iuk SSL %4
AT+CIPSTARTEX : %257 A 2140 ID 1y TCP %32 . UDP {&#y8k SSL &4
ME ) B AR ] +++1 BB AEX

AT+SAVETRANSLINK : %% Wi-Fi JPHLE 52X (58
AT+CIPSEND: TE-5id@fEim 42 X, o Wi-Fi i X T AR H0E
AT+CIPSENDL: TE-&idifEimA2 X, FHAT Rt K5
AT+CIPSENDLCFG: %% AT+CIPSENDL 4 ) @tk
AT+CIPSENDEX : FE-&:if 42 X, TR Y i)y X & B 50
AT+CIPCLOSE: %4 TCP/UDP/SSL %1

AT+CIFSR: A H TP HuhkF1 MAC ik

AT+CIPMUX = J53JT1/25 F] £ it

AT+CIPSERVER: %57/ TCP 8 SSL Jif % 4%
AT+CIPSERVERMAXCONN : i)/ B IR 55 #% SevVF 8L I i K IE Bk
AT+CIPMODE : 51/ B A& Hikki 2

AT+CIPSTO: i)/ B AL TCP JIRk 45 2 i Bsf [)
AT+CIPSNTPCFG: #¥ i)/ & I X Il SNTP il 45 2%
AT+CIPSNTPTIME : #:1f] SNTP I

AT+CIPSNTPINTV :  25if/4% & SNTP i |a] [ 4 1 |7 b
AT+CIPFWVER: RS540 A 1 AT [E{ERR A

AT+CIUPDATE: &3} Wi-Fi 1% [

AT+CIPDINFO: % +IPD 5 A3

AT+CIPSSLCCONF : #5#]/i% % SSL % 1 i i 5

AT+CIPSSLCCN : Zrifi)/i5 B SSL %% i I/~ il 44 (common name)
AT+CIPSSLCSNI : 751/ 5 SSL % i) SNI

AT+CIPSSLCALPN : #5fi]/i% & SSL % P13 ALPN

AT+CIPSSLCPSK : B i)/ & SSL %% i) PSK (AR A8
AT+CIPSSLCPSKHEX : ¥ if]1% B SSL & Pt PSK (-} 753k k&0
AT+CIPRECONNINTV : 53/ & Wi-Fi i% £ 45 X, Ny TCP/UDP/SSL 4] I
AT+CIPRECVTYPE: #i)/i% B ok

AT+CIPRECVDATA : SREUHE sl k=X R B2 8
AT+CIPRECVLEN : Zifi g shizioii= N B Hdh i K
AT+PING: ping %3 34

AT+CIPDNS : %)/ & DNS Ik 52515 5.

AT+MDNS: %% mDNS Lij#g

AT+CIPTCPOPT : 25if)/3% B A B 30k I

331 #ivd

iR

PO AT [ SCRFICOUE FRYFTA AT fiy 4. AREETREAE N ESP32-C3 BUA S Friin S, A

Fremi¥ ESP-AT 142, TESFTAPTCE TR (NS0 MALR), RIEER T ZEHE) -

21 OTA fird (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

2% PING 7% (AT+P1NG)2 Component config->AT->AT ping command support

2 1] mDNS 4 (AT+MDNS): Component config->AT ->AT MDNS command support
S5 TCP/IP fip % (CRHERE. —HAEH, i TCP/IP MIRerF i, AR 2 AT X L AT iy
4-): Component config->AT->AT net command support

3.3.2 AT+CIPV6: 3 HI/ZEH IPv6 4% (IPv6)
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A ifo i 4

i
) 1PV6 41275 e
LT

AT+CIPV6?

Wi i :

+CIPV6:<enable>

OK

S

)E’J

Ly :
JE /S TPV6 [ 2%

I/ e
“ﬂ4>‘

’AT+CIPV6:<enable>

W i ¢

[ox

BH

* <enable>: IPv6 M ZE (I EEIRZS. BRIAE: O
— 0: 221 IPv6 M %%
— 1: J3H IPv6 M %%

B
o FE M OB T IPve W %5 b2 W A W,

T IPv6e W %% {fi ;i TCP/UDP/SSL/PING/DNS,
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

S E O IPve W 2,

SR

5

1, # & TCP6/UDP6/SSL6/PING6/DNS6 1

3.3.3 AT+CIPSTATE: #%ify TCP/UDP/SSL 455

Ay

A

Ele

AT+CIPSTATE?

W i ¢
MG TEERS, AT &[]

OK

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>
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WA R, AT R

OK

<link ID>: W%i%E$H: ID (0~ 4), HTZEEE
<7 type” >: FARSH, FR k4 TCP”” UDP”,” SSL”.” TCPV6”,” UDP6” 8 “SSLv6”
<” remote IP” >: FEFHE SR, Fonuong IPv4 Hihksk IPve Hihl
<remote port>: i_lffﬁlffﬁ mE(E]
<local port>: ESP32-C3 71 118
<tetype>:
— 0: ESP32-C3 %45 1F 7% F i
— 1: ESP32-C3 #%451VE MR 4525

3.34 AT+CIPSTATUS (5i¢H): #rify TCP/UDP/SSL ¥EEAREFME B

P4

Eld

(T3

AT+CIPSTATUS

W i <

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>

OK
S
o <stat>: ESP32-C3 station 3 [T RS
— 0: ESP32-C3 station A& ¥ GRS
— 1: ESP32-C3 station *H WG ARAS, (HIEARIF1h Wi-Fi iE#:
— 2: ESP32-C3 station {\iE#: AP, #i15 IP #bhl
— 3: ESP32-C3 station .73 TCP. UDP &} SSL 1&#j
— 4: ESP32-C3 #4574 1) TCP., UDP HI SSL ¥JiH
— 5: ESP32-C3 station JF4&3d Wi-Fi i#4%, {(HM A% _E AP i M AP K
o <link ID>: MZEH ID (0~4), HTZEEMTEOL
° <” type” > Hﬂk@%é—%%& %\%iﬂ?ﬁi%@iﬂ” TCP”‘” UDP77‘77 SSLM‘M TCPV6”‘” UDPV677 ﬁ 4LSSLV677
e <” remote IP” >: FESE, Fonmiy [Pv4 Hubiksl IPve Hilik
« <remote port>: L I 1{H
* <local port>: ESP32-C3 7l I1{E
* <tetype>:
— 0: ESP32-C3 &451VE & i
— 1: ESP32-C3 & 41E MR %5 2%
B
o BN S AT+CWSTATE iy A-2514) Wi-Fi JRZS, i FJAT+CIPSTATE 1y 425 1) TCP/UDP/SSL IRTS o
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3.3.5 AT+CIPDOMAIN: I #4@dr

v

H

N

B

¥

v

A

=

AT+CIPDOMAIN=<"domain name">[,<ip network>] [, <timeout>]

W i <

+CIPDOMAIN:<"IP address">

OK

o <” domain name” >: FHENTIVIE A
o <ip network>: ik IP [%%, BRIA(E: 1
— 1: HE¥EMENTA IPv4 Hitk
- 2: VU@EMTA IPv4 ik
_ 3 FEhT Y IPv6 HikE
o <” IP address” >: M5 IPv4 Hihksk IPv6 itk
s <timeout>: Ay, B 2ZFP. ERIAME: 0. JEH]: [0,60000]. BLE A O W, v A
T IILEF IWIP PSR BB MR O B, v 7EFR ST AR M, (HZiHFEZ 5 KB iHEZS .

il

AT+CWMODE=1 // % & station # R
AT+CWJAP="SSID", "password" /] E W%
AT+CIPDOMAIN="iot.espressif.cn" -2 X

/] B & BAT, REAT A Ipvd Hit

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B & BAT, REAT A IPve Mt

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B AN, BEBAA IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: &ty TCP ¥E8;. UDP {44k SSL &E#;
* 3 TCP#4k
* 35 UDP fhi
o @7 SSLiEd

ey TCP 4%

peEmY mA

// B % B (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">][,
—<timeout>]

Q)
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(£ L£50)

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

W 7
FRPERRTR, ARl

CONNECT

OK

SRR, R

<link ID>,CONNECT

OK

BH

* <link ID>: 257542 ID (0~ 4), HTZHEERMIEL. ZSE0E B BYLT nenuconfig PRIHA
BRE I, — A2 AT R E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A42 LWIP
AR BCE T LWIP_MAX_SOCKETS , ERIMEH 10, EEUGZSETEHE, EFHEZE il & I
AT_SOCKET_MAX_CONN_NUM H{E I M PR % E A KT LWIP_MAX_SOCKETS HfH. (EZ%%iF
ESP-AT T42 FKEUE £ 15 H..)

o <V type” >: FRFERSEL, FIRMLIEREM,” TCP” 1 “TCPv6”., ERIAME:” TCP”

« <” remote host” >: FEFEESE, FRuhs IPv4 Hihl. IPve Hihl, Sk, FKh 64 F35.
SRR B A2 B4 KT 64 <277, 15 i AT+CIPDOMAIN iy 23RBS 42 % B ) TP il
SRIGHE R TP bt T 4% .

* <remote port>: Vil I {E

o <keep_alive>: [l B £3: 1Y SO_KEEPALIVE %3 (&% : SO_KEEPALIVE N43), Bfi: b,

 JERE: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)5 keep-alive Bjfif. TCP_KEEPIDLE {}>}j <keep_alive>, TCP_KEEPINTVL {§}
1, TCP_KEEPCNT {H% 3.
o KA <keep_alive> BEHAT+CIPTCPOPT 4y <keep_alive> ZEUHHE, HEH
MG E NSO UE . MRBITARMOI AN REE <keep_alive> S5, WIBRIAM F LK B E O1E .

o <” local IP” >: ZAHbEY IPv4 Huhksk IPvo Mk, FHF48ai®dE. M2 AWM 024 1P bt
B, WESEEAEEA R . BRI, RS A E. TRE N,

o <timeout>: HAHBN. BN ZFb, BRAME: 0. JEEE: [0,60000]. BEER 0B, 64 RYABIHKHE
TIZEAN IWIP Pl s 3B AR O B, My TEfs Bt AR El, (H4ZIHFEZ) 5 KB [z ).

]
o QREAEET IPv6 W2 —A> TCP %42, iHHITRA T HAE:
— TR AP 7 IPv6
- WHEAT+CIPV6=1
— Wit AT+CWIAP 54 3R ELF]—4 IPv6 Hihl:
— (W\[%k) @EFAT+CIPSTA? fip 4462 ESP32-C3 275 4Kk E % IPv6 Mtk
EN (|

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

Q)
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# ¥ GitHub # TCP M & #, % & 5 B

AT+CIPSTART="TCP", "www.github.com",80,,,5000

AT+CIPSTART="TCPv6", "test-ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at B i i AT+CWJAP 3% BL 3 IPve 2 B i it
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004", 80, ,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—">][,<timeout>]

// % & ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <
—"local IP">][,<timeout>]

W
EHER, R

CONNECT

OK

ZHERBAT, &I

<link ID>, CONNECT

OK

BH

o <link ID>: #5155 ID (0~ 4), HT 2R

o < type” >: FRIHSE, FIORMIERIA,” UDP” 5 “UDPv6”., ERiAfH:” TCP”

* <” remote host” >: FEEFFRSH, FRimin IPv4 Hidk, IPve #hhl, B4 . HKH 64 F37.
SRR L I HIsR A K T 64 =T, i FHAT+CIPDOMAIN 1y 4 3 B 44 % W i TP itk
RG] TP Mk iR .

« <remote port>: L 1{H

* <local port>: ESP32-C3 %4514 UDP i [1{H

« <mode>: 7£ UDP Wi-Fi 4, ARSHURELAI A O

- 0: #i%) UDP $da )5, AoEst i UDP btk f5 B (Eﬁ}\)

— 1o AUEE— R R '??JJ BCEAN R X i UDP B, eloAs Xt UDP Mk {508 & a6 5 s
By 1P Huhk Al

- 2: FRRERIKCE] UDP %*&?E‘Hi FRCAE Xk v UDP #hEAF B R & iR 5 15 45 14 TP Mootk Al 1

* <” local IP” >: ZHif IPv4 Hihls IPve Mikl, FIT4Fa . 2 MEE: N2 A 1P Hitik
i, WEEEAEREER . BRI R EAEERfTRE. TiE NS,

o <timeout>: fBNf. HA: ZFP. BOAME: 0. JEM: [0,60000]. &K OB, A
T ILEH IWIP PSR B AR O B, v 7EdR @I R, (HZ2IHFEL 5 KB iiEZS [ .

Bl
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o N UDP 32 i IP Hudh 2 1Pv4 ZH4E bk (224.0.0.0 ~ 239.255.255.255), ESP32-C3 %454 %
PEFIEIL UDPv4 435

o N5 UDP &3 h ki IP #hb 2 1Pv4 T 3% Hhk (255.255.255.255), ESP32-C3 #4546 Kk 1k
UDPv4 | 4%

e fn X UDP % % b R i ouw IP ML AR 2 IPve 4 % b ik (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C3 X 45 & T IPv6 W %%, K& & fl 3%
It UDP 41 #%

o [HiI S <mode> Hi, FIHLIFESE <local port>

o QUAREAEELT TPV W24 78S —> UDP %4, HPATRA N EAE:

- Half AP I #; IPv6

- WHEAT+CIPV6=1

— SBITAT+CWIAP 64 3REE—A IPv6 Hihk

— (W\[%) WFAT+CIPSTA? iy 4K ESP32-C3 275 3Kk E % IPv6 Hihik

o QR R E KT 1460 TR UDP 4, 16 H 474 1% ESP-AT T 42, FE45 TP s TR H
P& Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 H #%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// ¥ pool.ntp.org W UDP feiyr, K E 5 &
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #ET 1Pve W % &y UDP H 3%
AT+CIPSTART="UDPvo","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9%b"

// #ET 1Pve WM % &y UDP % %
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

Wty SSL ¥Ef:

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">][,
—<timeout>]

// % % ¥ : (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local.
IP">][,<timeout>]

W i <

FRPEHART, k)
CONNECT

OK

ZHEREE, R

<link ID>, CONNECT

OK
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* <link ID>: %158 ID (0~ 4), HT 28N

o <7 type” >: FRFHRSE, FRMGIERA,” SSL Bk “SSLve”. BRIA{E:” TCP”

e <” remote host” >: FFEESE, Fonimiy IPv4 #uhk, 1Pve #bhik, =iisk4s. &K 64 235, 0
ST Bl % H % K R 64 27T, 15 i AT+ CIPDOMAIN iy 4 3R BUsk 44 % B 1) TP Hidik,
SRIGHE R TP bt T % .

e <remote port>: Tifii [ {E

+ <keep_alive>: [il & &E#;~) SO_KEEPALIVE 37 (Z%: SO_KEEPALIVE /14%), Hfi: #b.

« JEHE: [0,7200].,
- 0: Z&Jf] keep-alive ZHEE; (BRIA)
- 1~7200: JFJ3 keep-alive Ifj§E, TCP_KEEPIDLE {fi-} <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {#} 3.
o KA <keep_alive> B 5AT+CIPTCPOPT A1) <keep_alive> ZHMHF, HAH
HF B AT T E o AFRNBITA G QI E <keep_alive> 4, MIBGAMHA] ERBCEE.

* <” local IP” >: ZRHufy IPv4 Huhikal IPv6 Hidik, I TE8E . N2 ML OmZA 1P Hilk
W, WSEARREA M. BN . WG NEe HATiE . WRE N

o <timeout>: fiy& M. B ZFP. ERIAHE: 0. JERE: [0,60000], BEE K OB, iy 4K
T2 WIP Pl BEEONIE O I, Ay RAERTE N IR IE], (HZiHFEL 5 KB HyEs .

vei
o SSL HEREBCR BT W] ] WAE oK IE R
o SSL iERT I KRN, WIIANESSEREER
o N AT+CIPSTART fipd kT SSL i E#:, HARNEE LRSI E] A 10 #2, D] SRR A Aisf ] 25 A8
AR, BB TR TR A5
o WIRBAEELT IPv6 W45 77— SSL 4%, 5 PATRA T #RfE:
— Wil AP % IPve
- B AT+CIPV6=1
- ﬁﬁfiATH«?WUAI’ﬁﬁé}%%ﬂyﬁﬂ444\IPV6t&i&
— (A¥k) ILAT+CIPSTA? 6y A H# ESP32-C3 2754k HLF] IPv6 Hiht

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/] EERKLRE sSL RA& B, &E 5 HER
AT+CIPSTART="SSL", "www.bing.com", 443,,,5000

// esp-at B i3 AT+CWJIAP # BL 3 IPve 2 B Hi it
AT+CIPSTART="SSLv6","240e:3a1:2070:11¢c0:6972:6£f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: &t (3205018 ID %) TCP ¥Eg:. UDP {&#ak SSL ¥EH:

A B A 5 AT+CIPSTART AL, AESTET: L EEER T (AT+CIPMUX=1) TLHEFHH D, RS
25 BB A 1D,

3.3.8 [MGEHEHEEGR] +++: BIBBIHELX

Rk T A

itk
BB FAERX, FEAGESEX

Command:
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/) AXE R B AR

+++

e
o WASIEHAT S =R + 545 (B ASCILAG: 0x2b), [Hitar44E R4 CR-LF 545
o WHRE A~ + FAFET 2 /04 20 ms W] [A] B A HABE A, 55 =4 + F4AFE 24045 20 ms i} E] 8]
B A HAb s A, = + FAFZ B 2L 20 ms WHE][E) RGN 3ca Hai A . B0, + FRFapiy
A B i 2
o KREKEFIRPAT a3 A T
o HEDIARE | AR T4 AT 4

3.3.9 AT+CIPSEND: ¥ {4t Xk Wi-Fi E b bRk 8k
B

itk

SRR, B K G AT R R T 8192 50, i AT+ CIPSENDL
Rk,

Py -
“ﬂ4>‘

// B ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % % H: (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

// UDP % #y [ & & * 3 £ AL e o
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">,<remote port>]

M

OK

>

R Fs AT CUE A iR O AT 800 , PRI S8m] DA AR , 24 AT S8 2l 1K 2k )] <length>
Ja, BRI

ANSRR ST VR R AL i I T B BT T, aR [ -

’ERROR

R BT B s A AR CRAEERC 240X B X im) , & [E]:

’SEND OK

AT+CIPSEND
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Wi 3% ¢

OK
>

11

ERROR

PEA Wi-Fi i 1542 X, ESP32-C3 B BRI KRN 8192 77, R Ak 2920 747, QAR EI i & 1<
JERTAET 2920 747, BARSSLRIPE A 2920 FA7T— AR BRUET ik, R S2F1F 20 ZAPESETRIK
BRI R T 45T 2920 TR Al Bl (ESmT DA AT+ TRANSINTVL fip 2 FCELBLIAIRG ) o 2450 A Bl
—fl+++ I, GRIE AR AR FRORE AR, W R 1A R — 4 AT @l

KAy UIAEF J5iE 42X AR ER F . %58 Wi-Fi UDP %1%, AT+CIPSTART 1in 4 15 4
<mode> WK E N 0.

<link ID>: [A43E45% D (0~ 4), T ZIEBEHT L

<length>: FHiKE, HAR(E: 8192 Fy

<” remote host” >: UDP &4l DAFR XTI AL : [Pv4 Hbhk. TPve Hiihl, =iiis
<remote port>: UDP &4 ] A$§ & X i Uiy I

]
o &AM AT+ CIPTCPOPT fin 4K}y 44~ TCP IR FL B R 7 e filn: 3 <so_sndtimeo> 2y
5000, W] TCP Kk ARAFRTE S NIRIEER, TR MIE R KM, XA PATIE MCU %54 AT iy
] 2 P ]

3.3.10 AT+CIPSENDL: fEd# il FIFirks KEd:

EdR X R, BERKE, T RSREdE (AT drd i 0 BICBIR A AT Bt &k BaE 2 HH4T1)
T 0] DA FJ AT+CIPSENDLCFG iy 4 it B A £ 4o QSR 8B 36 (B0 1 B /N T 8192 27, &t ml pA
{#i F§ AT+CIPSEND £33 % 3% .

Py -
iy

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 & & * 3% £ AL e H
AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

ja] 7 =

OK

bRm R RN AT $EA SR A X H HE MR A AT Sl DR, HRHEmT DA AR, —H AT
A BB B, BRSO AR Z T, SR E TR .
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WRAERE TR, RERMIRAT+CIPSENDLCFG L E FAHOE L -

’+CIPSENDL:<had sent len>, <port recv len>

IR+ ++ A BUE, RGN :

’SEND CANCELLED

WER A B Poe ki 2, REmRA RN :

’SEND FAIL

TR A BRI A CRAEREIRC 40X B ), RETHRA& RN :

’SEND OK

MEERWOITR, GO AR IE+++ S BUH k. [FINf ESP32-C3 it M2 X B . 70U, AT fiy
L H & ELEOEE, EEMERER <length> KIEEHHNS, A SiBHAIERZX.

¢ <link ID>: W% ID (0 ~4), HTZ MG

* <length>: HUE{HEE, HRME: 27 - 1574y

* <” remote host” >: UDP &4 0] DAFSE X =4 : IPv4 Huhik. IPve Hudik, B4
+ <remote port>: UDP £ %] PAFS & Xt i i 11

* <had sent len>: J{ 2 % B I Z SR R T

* <port recv len>: AT g3y 2 A4 G 5

o HECEE ] UART Jids. 0, A0SR UART $ISGH R T M 48 Ak BRI, R & S8 22k

o W] DM FJAT+CIPTCPOPT 1543 RaiA> TCP Bl B B0k . il : X8 <so_sndtimeo> A
5000, W TCP Aik#RfEAE S FNIRIMIZER, TEie ML R R . XA DAY MCU 451 AT i
[m] 52 87 P 1] o

3.3.11 AT+CIPSENDLCFG: ¥ ¥ AT+CIPSENDL 1y 41 J&
A%

Yriie:
P AT+CIPSENDL fiv 4 lic B

Py -
iy

AT+CIPSENDLCFEG?

W :

+CIPSENDLCFG:<report size>,<transmit size>

OK

)E’J

CEL A

Tytig:
BEE AT+CIPSENDL iy A [ Te B
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[

’AT+CIPSENDLCFG:<report size>[,<transmit size>]

Wi 3% ¢

o <report size>: AT+CIPSENDL 4 i B4k, BRAE: 1024, JERE: [100,2 207, @iln: 35
<report size>{H} 100, WJAT+CIPSENDL 45 B <had sent len> EIRF4HN (100,
200, 300, 400, ---- ). BJAM <had sent len> LIR{EAESE TSP tE MK .

* <transmit size>: AT+CIPSENDL iy % H LA/, BHeE T8 KA R B . B
INME: 2920, JER: [100,2920], AR E| K ER T T <transmit size>, Ffior rH]
s A% <transmit size> FAT MBI TR, HIMSER 20 Z R SRR 8 KT
ZF <transmit size> FITHAREHIE (E0[ AT AT+TRANSINTVL i A BL &I IEIRG )

e
o XTIk R /IMEXT LR R S A A, RS ER /MY <transmit size>, WIEFEGHE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JEH:.
o X HFME RIS, HERIKER K <transmit size>, WHEFER 4o lTIE 5 ESP-AT &
vk kAR,

3.3.12 AT+CIPSENDEX: {5 ittt bR Y™ ety i X% 6 Bt

itk
WAEAR K N, FEE K REEIE, B AR \ 0 (0x5c, 0x30 ASCIT) fil & %5 ds & %

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP f&#y 7] 45 & X 3% IP M i fosg o
AT+CIPSENDEX=[<1link ID>,]<length>[,<"remote host">, <remote port>]

W i :

OK

>

AR AT EME SRR TS, BERFESRT DU AR E KR . 24 AT 308 ) Bt K B ik
B <length> JGE T B\ O FAFIE, BlifetmiTin .

QSRR 7V R A i S T T, R [

ERROR

TR A BRI AU CRAERERC & 40X 8% i), & W
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SEND OK

<link ID>: W% ID (0~ 4), HTZEENE

<length>: KA, A ARfH: 8192 FA7

<” remote host” >: UDP &4 v] AT E ST EAL: 1Pv4 Hihl . 1Pve bk, silEisz
<remote port>: UDP £ PATE & Xt v i 11

e

o BRI B L ORI, SO L\ 0 FAFI (0xSc, 0x30 ASCID, Hfiafehiiirls, RGTiRn
Tl ar oo, FRF & AT @

o AREEEPEE \<any>, WERBERFHL, A <any> 75

o QRFTFEKIENO, WHE LN \\O

o BRI LAEAT+CIPTCPOPT fiy 4 kg TCP ML BB e . Bl B <so_sndtimeo> 4y
5000, W TCP Ak #fEode S FPNIR ISR, ToiR it @RI, X ATPAT 4 MCU 2 fF AT fiy 4
[ 2 P IS 1] o

3.3.13 AT+CIPCLOSE: J:[i TCP/UDP/SSL 4%

)E’J

S

i
KM Z AN ) TCP/UDP/SSL 1 4%

P
"ﬂ<>‘

AT+CIPCLOSE=<1link ID>

W i ¢

<link ID>,CLOSED

OK

AT %

yite:
K AR ) TCP/UDP/SSL 144

AT+CIPCLOSE

W

CLOSED

OK

o <link ID>: F5RMIIMLESR ID, WRBY S, WFR KM Prf %
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3.3.14 AT+CIFSR: #rifyAs i IP Huhl 1 MAC Hahk
P4

A

=

AT+CIFSR

W i <

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIP6LL">
+CIFSR:APIP6GL, <"APIPO6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPG6LL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

o <” APIP” >: ESP32-C3 SoftAP [ IPv4 Hidi:

o <” APIPG6LL” >: ESP32-C3 SoftAP ] IPv6 S b & Hht-
e <” APIP6GL” >: ESP32-C3 SoftAP f{tj IPv6 4 J5 bt

¢ <” APMAC” >: ESP32-C3 SoftAP (¥ MAC Hbiik

e <” STAIP” >: ESP32-C3 station [} IPv4 #ifil:

o <” STAIP6LL” >: ESP32-C3 station [{§) IPv6 7M1 b -
o <” STAIP6GL” >: ESP32-C3 station [ IPv6 4= Jajihi

e <” STAMAC” >: ESP32-C3 station [{) MAC Hihil:

e <” ETHIP” >: ESP32-C3 ethernet 11} IPv4 il

e <” ETHIP6LL” >: ESP32-C3 ethernet [/ IPv6 A< HbAk & Hiht
e <” ETHIP6GL” >: ESP32-C3 ethernet [ IPv6 4= 5yttt

e <” ETHMAC” >: ESP32-C3 ethernet [ MAC bt

B
« JUf 24 ESP32-C3 i AR ARG IR RS, A BEENEI e IP dbhtFl MAC Huht

3315 AT+CIPMUX: RIS S EHBBIA
teififr 4
EHHEBEHN

O e
iy

AT+CIPMUX?

W
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+CIPMUX: <mode>
OK

o <mode>: JEFAIA, BUAME: O
- 0: BFAER:
- 1. ZiERE

B

o SV BB TE BT I A 0] SO R
o AFE 15X (AT+CIPMODE=0), A RERE AL HEH
o QRAESL T TCP/SSL e d5 i, ARV BAZERE , WK IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #\r /5[] TCP ok SSL i 5525
Ay

Dy
#if] TCP/SSL AR5 #tk 25

[

AT+CIPSERVER?

W i <

+CIPSERVER:<mode> [, <port>, <"type">] [, <CA enable>]

OK
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=

=

A

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>]

W]
E
e <mode>:
- 0: XRS5+
- 1 ST RS 5%

. <param2>: ZH <mode> K, ML B LA :

o QI <mode> £ 1, <param2> fXFEuI15 ., BIAE: 333
o W <mode> 2 0, <param2> fLERIRFSAHEE XA E Fim. BRIAE: 0
— 0 RPANRSS AR B & P 42
- 1 XPANRS AR KA A &
. <" type” >: fR42EHAL Y TCP”,” TCPv6”,” SSL”, # “SSLv6” . BRiAf{4:” TCP”
¢ <CA enable>:
- 0: Al CAAIE
- 1: ffif] CA AR

Bl

o ZEIIFUT (AT+CIPMUX=1), A REIFIEMRIS %t -

o BIERST AR IS, HSESIRG AR IET, 2 R AVreId— RIS

s BHEEEEA, SESNE N EE D,

o AURGEAEET IPv6 ML)~ TCP/SSL IlRd5 4%, 5 i Jei BAT+CIPV6=1, FF3RH-—> IPv6 b
k.

o RMIRSS 4RI SH <"type"> Fl <CA enable> WAHNE.

il

// # i TCP M4 B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B sSL & B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// ®ETF Ipve W%, A& SSL K% &
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1 kARG BOFE R A BT R &

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #%ify/i% B 55 2% fe il iy i K 5
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RrZs
fie:
#21 TCP st SSL s AL VPR IR B
e

AT+CIPSERVERMAXCONN?

Wi i :

+CIPSERVERMAXCONN :: <num>

158 TCP 5 SSL HR 55 7 FeifF 28 vy i B KI5k

Py
A

’AT+CIPSERVERMAXCONN:<num>

« <num>: TCP i SSL [ 5 28 i s K e, JE: (15, W G B %2 40 1
{8, 5% AT+CIPSTART 4 H1 34 <1ink ID> ¥R,

Bl

o UNTRBE I KIEHEL (AT+CIPSERVERMAXCONN=<num>), WE7EAIEIRSS %82 A E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #ify/V ik
A4

Yy
Rzl LS TN

A\ .
"ﬂé’\‘

AT+CIPMODE?

W
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+CIPMODE : <mode>
OK

Pa-

CEL A

Dyt
R A

Py -
iy

’AT+CIPMODE:<mode>

Wi 37 <
’OK ‘
55
¢ <mode>:
0: il AR,
— 1: Wi-Fi 5 #4008 X, (U FF TCP By . UDP [E5 (503 . SSL B pity It
B

o Mt SONRAEE) flash,

* 1£ ESP32-C3 Yt A Wi-Fi & 30 X J5, ALATHE T D RERF Tk A .

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 %3 d if i [ia]

Qi

i

i) A TCP/SSL i 55 # b i s a]

Pa sy
A

AT+CIPSTO?

W

+CIPSTO:<time>
OK
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B

&F

i
BCE A TCP/SSL fij 55 it I 8]

Py -
iy

’AT+CIPSTO:<time> ‘

Wi i :

[ox |

BH

o <time>: 7l TCP/SSL iR 55 st (a), H0i: £, HUEVER: [0,7200]

B

% TCPISSL % PURE <t ime> IR A& LRI , ESP32-C3 Itds 25 SUTFFILIE E
¢ WRRESH <cine> 0, WIEBKERSEIN, AR E .

 AERLEAOIHL DY, 9% R S I RN oot s 6 22 5 RIS T, 2 T
V. R, RO

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/i B mtX I SNTP )R 55 2%

iy

e

A

AT+CIPSNTPCFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

v

H

N

IR

¥

=

,/?\:

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

W i <

[ox
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BH

o <enable>: % H SNTP iR%2s:

— 1: P8 SNTP flR5545;

— 0: NP SNTP IR 4555,
 <timezone>: SZHFDAFNPHIAAEK:

- PRI [-12,14], BRUVNEEREAL, Sl S R AR (UTC) s kirid K2
X (UTC-12:00 & UTC+14:00);

- MRk uTe R E, UTC R EIRE TIRTEEINZ AR 2] UTC IHE)_E A ARG 3 4%
MR, E RN [+ -] [hhlmm, W24 IXFEAW] - PAVE, WA GE, WRAEAR
21, WIPIEEL. /D (hh) Z0FE -12 2] 14 2 [H], 2380 (mm) DAZ07E 0 £ 59 2 [a]. fltn, fnif
EAERT IR BT Y IS A, R UTC+12:45, MW <timezone> SHE N
1245, BZFERIES%H UTC & .

[<SNTP serverl>]: %i—{~ SNTP [R5#%.
* [<SNTP server2>]: %5 4~ SNTP k55#%.
[<SNTP server3>]: £ =/ SNTP k%25,

(A

o WEMASEREGLAE=" SNTP iR% 45540, WEHAMEH “cn.ntp.org.ecn” | ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” FHAZ —,

o XFTAEIMMA, A <timezone> S RES MK E K <timezone> ZHA—H. BN
<timezone> ZEL L E —F UTC B EMKR, Hlan: &E AT+CIPSNTPCFG=1,015, Jf4
iy, ESP-AT S ZBKEXSEAHIS 0, BKEER 15. AETHFgal, Bl e —fp
UTC ffe ts Uit , /g uTc+00: 15, Wil A ik g 01X,

* T SNTP 25T UDP VSRR KNI 52, 4 [ 28 E AU, 2258 ESP32-C3 (1 i} ] To vk S i
[, —H AT fip4 i i+ TIME_UPDATED , AAEEHEIC [F25, BUHHERT A& 3£ AT+CIPSNTPTIME?
i A 2 Hi IR .

il

// £ f SNTP M4 %, REFENK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
b

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn”

// fEH# SNTP M4 %, HEXEA Y MHE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
%,

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fFEf SNTP Mi 4 %, REHFWLHEHRXR EXBHA L W KK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #%ify SNTP Iv}]i]
A

O e
iy

AT+CIPSNTPTIME?

W

+CIPSNTPTIME:<asctime style time>
OK
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]
* A 5 asctime If[E] 1) E X% I asctime man page .

* ¥£ ESP32-C3 it A Light-sleep 5{ Deep-sleep J5 Fj-Mi i, ZSGLHT[H P RE S A . @ E K
£ AT+CIPSNTPCFG 5%, M NTP %5 #e 3R BUH 1]

* SNTP ZKIUE| W [EAF#HTE RTC K3, BMTERER G AEH) 5, BEASEER.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/i% ¥ SNTP ifia] [s] 25 1) ] Fi
A4

O e
A

=

AT+CIPSNTPINTV?

Wi 3% ¢

+CIPSNTPINTV:<interval second>

OK

)E’J

CHL A

A

’AT+CIPSNTPINTV:<interval second>

 <interval second>: SNTP WJa][@l5 0] . B0 : &b, o : [15,4294967].
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e
o BCE TR AR, EWE ESP32-C3 2 A— ki) NTP AR5 48 K ORI ] o

Bl

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn”
OK

/) BANERE — K
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #rifyllk55%s A AT FEfERA
Arifgin A

yiig:
IR 954 C A Y ESP32-C3 AT [ {F A

A .
"ﬂé’\‘

AT+CIPEWVER?

Wi i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C3 AT [&/{ x4
e

o TEPRPEFETI) OTA JRAKS, SR ZUA IO i AR ) A T2
3.3.24 AT+CIUPDATE: ik Wi-Fi 7191

ESP-AT TEiz47H}, @i Wi-Fi W35 E MRS £ b T 800 42 B 2643 X, AT - [
i A

riig:
#if) ESP32-C3 B THIUIRE

Py
A

AT+CIUPDATE?
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Wi 3% ¢

+CIPUPDATE:<state>

OK

Parr %

i
TEFLZERA T @ 1d OTA THL R TCP it 55 i Lol A g [l F

O e
iy

AT+CIUPDATE

W
WEH LR SR R

[Fautigy

itk
TR B AR 55 7 L 48 8 A & 2

s

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

M) i :
A OTA FEPH ZERF LYy, 1Rl

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N -

OK

U2 OTA FEARFH BT iy, iR u]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

WRAEH IERITR OTA KN, & [nl:

+CIPUPDATE:<state>

ERROR

WPRAEARPHZERUT OTA KK, iR [u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1
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BH

¢ <ota mode>:
— 0: @1 HTTP OTA;
— 1: @33 HTTPS OTA, IR %%, 2 . /build.py menuconfig>Component config
>AT >OTA based upon ssl 27 HifE, 25 HiH L A% iF ESP-AT 142,
o <version>: AT {4, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <firmware name>: J|}Z¢ /¥ [E{F, 4l ota., mgtt_ca. client_ca 8{H'E at_customize.csv
W E R4 X
* <nonblocking>:
- 0: PHEERI OTA (AT, EF| OTA Gk R MG A W DA% AT /iy s ) ;
- 1: JEHZER OTA (BT, FRsERG (+CIPUPDATE:4) T F3h & ).
* <state>:
- 1 R BIRS525
2 R RS
3: IRIGFIA
4: SETIH;
-1: JEPHZERI T OTA R

]

o THPGE FE BT M 48R 0L

o UARMERZMAESF BRI, AT KR [ ERROR, if 45 RF— B A1 L.

o GARIRE AT AR SRALRY AT BIN, A g &M Espressif Cloud N#k AT [l £ F+4%

o HURAME A2 B AT4Ri%ERY AT BIN, i H 475231 AT+CIUPDATE FOTA 3 §E 8% - ili Ffl AT+ USEROTA
o #% AT+ WEBSERVER #54>, T %% ESP-AT T #3{tf075% {5 FOTA,

o FHWHY AT )5, WHAT+RESTORE WKW R

o OTA SRR FEIFIHE] N 3 204k

o |EPH ZEREZ I B H ) OK Il +CIPUPDATE : <state> FEH Hi WP b A 4% 5 S B8 5 0
OK AJfEFE +CIPUPDATE: <state> Z Wi, tWEAIHEYE +CIPUPDATE : <state> Z 5.

o NEWARBHRA . BFEEIHRASAFE—E W ARAEMENE, E2T08ElT, W RREAHE
IERRAS, R B O™ B AT 2 g .

o S H 4T LI OTA FH8 KIUE L OTA 4.

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mqtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota",1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: ¥ +IPD {55 if s
i A

[

AT+CIPDINFO?

W
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+CIPDINFO:true
OK

Y

+CIPDINFO: false
OK

v

7

=

g

¥

=

,/,?\:

’AT+CIPDINFO:<mOde>

LT)
[ox
S
e <mode>:
- 0: #£ “+IPD” F1 “+CIPRECVDATA” JH B, ANHERXTFi IP HuhbFlis 115 B
- 1: ¥ “+IPD” Fil “+CIPRECVDATA” 48, $&/m% i IP HuhkFlg 1145 5
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #rify/i ¥ SSL %% F i fic &
Ay

yiig:
#if] ESP32-C3 {2 SSL % /i 4 NI A L EL 7 R

AT+CIPSSLCCONE?

W

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

)E’J

CEL A

e

// M ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>, <auth_mode> [, <pki_number>] [, <ca_number>]
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* <link ID>: M ZEi%EH: ID (0 ~ max), FEZERMGEL T, HSEERN max, WFRRIAGERE, &
SHERINMEN 5.
¢ <auth_mode>:
- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $##4it% Pk Ak 555 i CA IE 150 ;
— 2: ESP-AT % Pk A CA JIE+5 AL R 55 7 v F1IE 45 5
- 3: fHEINIE.
* <pki_number>: JEBFIFEAMRT], WRHAE—MIERAFH, HAEN N 0.
e <ca_number>: CA &3], WEHAE—14 CA, HENH O,

o WERAHEIARLE S RV, WEFEE ST SSL B TAR M A

o JLE W UCRHRAELE NVS X, WA AT+SAVETRANSLINK iy 41U B I HLE A Wi-Fi SSL i% % 42
K., ESP32-C3 4 R Uk - HU LA fig ¥ 87 SSL 9%

o WERGHMN B CPIERSEE N ZEIET, WS % 4T L4 PKIFLE .

* QIR <auth_mode> FlE N 2 8(#H 3, N T RIS ARUER AR, 1L KLAT+CIPSTART iy
A HITf LR ESP32-C3 CARHUE Y FiS ] . (AT PAKIRAT+CIPSNTPCFG fin % R BLE SNTP, FKEY
BIRFE], & 3EAT+CIPSNTPTIME? {3425 14 24 B i 1A] . )

3.3.27 AT+CIPSSLCCN: #if)/¥ ¥ SSL %yt /A 44 (common name)
iy A

B SSL HEE R PRI 47K

Py
A

AT+CIPSSLCCN?

M

+CIPSSLCCN:<1link ID>,<"common name'">

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <
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OK

o <link ID>: [J4FEH: 1D (0~ max), EMIEBMMGIT, ASHUEN 0; TELHEBRINFER T, &5
Bl max, WoRFA R ASHOAEN 5.
+ < common name” >: A S FIIEN S 28 R IEME 1 HIOA % . A& IRICK N 64 5745
)

o QERARSARFCE S AR, RN SSL B EHTIE AT A G 2

3.3.28 AT+CIPSSLCSNI: #5if)/¥% 8 SSL %5 iy SNI
A i) iy A

i
A TER R SNI i E

Pa sy
A

AT+CIPSSLCSNI?

W

+CIPSSLCSNI:<1link ID>,<"sni">
OK

)y

N

R

&

=

A
# 5

¥ 3k B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% ¥ ¥ : (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni'">

W i <

OK

BH
* <link ID>: 2534 ID (0 ~ max), fEFGERIEIL T, RASEEN 05 EZEERMELT, &5

BUEBA max, WIS EH: ASEERMEN 5.
« <” sni” >: ClientHello HLf%j SNI, SNI 5k B 64 2747,

Bl
o QARAR AP E ST AR, SHEH N SSL RIS T AR 2 o
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3.3.29 AT+CIPSSLCALPN: #rify/¥t ¥ SSL % )y i; ALPN

iy

i

#if] ESP32-C3 {2y SSL % F iy 431> 1) ALPN Jit B

s

AT+CIPSSLCALPN?

L)V

+CIPSSLCALPN:<1link ID>,<"alpn">[,<"alpn">][,<"alpn">]

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % # ¥ (AT+CIPMUX=1)

AT+CIPSSLCALPN=<1link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

OK

BH

o <link ID>: PZ&%EH; ID (0 ~ max), FERIERIRIT, ASEEN 0; FEZEERNEL T, #5
BE BN max, WIFIRICAER: RSEEGMERN 5.
e <counts>: ALPN g%E. JuFE: [0,5].

0: % ALPN fil & .
* [15]: 5 E ALPN L # .

© <" alpn” >: FRHBHL, FR ClientHello H1¥) ALPN. ALPN fig KK JESZRFap S M KK E -

B

o QUERAREAPECE S AR, S e SSL RIS T A M2

3.3.30 AT+CIPSSLCPSK: #rify/ s SSL %5 )yl PSK (55 H A )

it &

i :

#if] ESP32-C3 ff7 SSL & i} 451~ #E4% 1) PSK [ic’E.
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AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

A

-t

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W i <

OK

B
« <link ID>: %78 ID (0~ max), FERIERIMIT, RASEUEN 0; ELEHRNER T, #5
Bl max, WZRFA R ASHORAEN 5.
« <7 psk” >: PSK identity (FAFEHREY), SR KT 32 WIRGH <mpsk"> BRLEA \0, Wk
F AT+CIPSSLCPSKHEX 14>
e <” hint” >: PSK hint, fir KK EF: 32,
)

o QSRAREAHE ST BIAERL, AR SSL E I iIB T AR M S .
3.3.31 AT+CIPSSLCPSKHEX: i/ SSL % i) PSK (1753 X))
Lz

* FAUTAT+CIPSSLCPSK g4, %ty W T 3L E s A #) SSL & Fimpd fidk 2% 4] (PSK) , (HIL
<"psk"> ZHE A ANBERIR A R TR I, <"psk"> ZH0PR) N0 FRXh 00,

il

// ¥ % (AT+CIPMUX=0), PSK identity #* "psk", PSK hint % "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % #: (AT+CIPMUX=1), PSK identity * "psk", PSK hint * "myhint"
AT+CIPSSLCPSKHEX=0,"70736b", "myhint"
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3.3.32 AT+CIPRECONNINTV: ##)/i% % Wi-Fi & {£8i% F iy TCP/UDP/SSL i &

T
A i) 4>
ig:
il Wi-Fi i 45X T B 3h B % 5] fR
A
AT+CIPRECONNINTV?
Mg i+
+CIPRECONNINTV:<interval>
OK
B e
e
W Wi-Fi i 12 4% X "N TCP/UDP/SSL 1% it )5 H 2l = 7 14 [
mA

e <interval>: HZIEZERIFEEE], F7: 100 ZF, BRIAME: 1, ' [1,36000].
]
* #rAT+SYSSTORE=1 B, L B MR PRAFAE NVS X

il

AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #rify/ik B eI
Ay

Dy
A TR

ke

AT+CIPRECVTYPE?

W i <
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+CIPRECVTYPE:<link ID>, <mode>

// B (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

W )7 :

OK

BH

* <link ID>: WZ57%EH ID (0 ~ max), FEHERMFIT, ASUEN 0; EZEZNNL T, &S
BUEBEN max, WFOR A ER . ASEEONEN S,
* <mode>: ERFHIFLNAI, BINHE: 0,
- 0: LA, ESP-AT R A HICE] M B3 7B v B AR 25 EHL MCU, Sy “+IPD” (854
FHMCE 112 5760 7747, K0 MCU FrR A& 3% 2920 “7H5 A 8085 ) -
- 1 Yok, ESP-AT A B i B TR AR W B AF X (B P il 1, A
(B 5760 5747) , “FfF MCU . %] TCP Ml SSL 4%, ARGEAFXWE T, K ILEET
s XIT UDP ki, MIRGAFRW T, W kAR ER.

(A

o ZACE AR T Wi-Fi i 42X,

o 4 ESP-AT FE# sl P UL B S 8RN, SRR LR RIS AR 15 B :
- ZiEEEN] (AT+CIPMUX=1), #&/~ +IPD,<link ID>,<len>;
— FAJERERT (AT+CIPMUX=0), #2758 +IPD, <len>,

o <len> FRGEAFX P ERE IR SR .

o« —HA +1PD i, MWi%izfTAT+CIPRECVDATA FRZHEE . &M, FERT—A +IPD Btz i,
A~ +IPD KA & 45 AL MCU.

o FEWITFEREN T, FhERFZEIRTAGEAE, MCU 398 v PAEEEL, H 3 &iXAT+CIPCLOSE
(AT VER%& i) 8{AT+CIPSERVER=0,1 (AT VEMIRS42%). HaiGie, i +1rD D284, I8
D AEAR B 32 AT+CIPCLOSE 5% % 3% AT+CIPSERVER=0, 1 53 3 AT+CIPRECVDATA £y A BT A 53
ZHI, XANTERR CLOSED 15 Bk .

o TR AR RN EAE I H MCU i AN ACHEES, vfPAS w1, i s e ii=X .

il

/) REBBEAT, REHDERER

AT+CIPRECVTIYPE=1

/I ZEBEREAT, REFAEEARDERER

AT+CIPRECVTYPE=5,1

Espressif Systems 98 Release v2.3.0.0-esp32¢3-965-gb2842¢6f6
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

3.3.34 AT+CIPRECVDATA: B AR F £S48

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W i *

+CIPRECVDATA:<actual_len>, <data>
OK

&

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

<link_id>: Z#EZHATIER ID.

<len>: fR KB : OXTERFEE, QRSCERICEIRY BRI RE UASHUE ]S, Ik ] 52 Br 4 BE A Hd -
<actual_len>: ZZFRIRELY @ITEJKTEF

<data>: FKEUHEIRE .

[<remote IP>]: AT EBH, Forokii IP bk, jHiFAT+CIPDINFO=1 iy flifE.

[<remote port>]: XJifiis 1, L AT+CIPDINFO=1 fip4{{ifE.

e

o RS T EAEY SO N AT, W< B 2R B ERROR, W] PAif it AT+CIPRECVTYPE? fig %>
NS T Egsh it

o RO ATERCA BE AT R O AT B 2R 5] ERROR, 1] DA i AT+CIPRECVLEN? fiv i iA
&S A AT -

o PfT AT+CIPRECVDATA=<len> &0, B/ET <len> + 128 FHWNLE, BRI AT &y
4-AT+SYSRAM? £71f] é‘l BIFT A NI DL AN B BN AE F i R I it fip 2t 22 [7] ERROR .
M\T%\LFAT% B HET HEHFEERAERM alloc fail WITHMEE, PARIAZES HILT AR5
[WRLGHE

2N

AT+CIPRECVTYPE=1

/7 B, R EN McU K0 FEmb Kk E 100 FFMHEKE,
// M 24 R Y B "+IPD,0,100",

/PRE, ETNEREANT 4L ERX 100 F 4 6 K H#E -
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: #ifgtf ghtliobesX b &4 v Bl K
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BRI P GATI T A R

A .
"ﬂ/?\'

AT+CIPRECVLEN?

W

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

B

* <data length of link>: L33 d Zenh (1 Fir Ay I B K

Bl
o SSL 4%+, ESP-AT iR [ul &t ) B T i /NP ESS B i K%

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %3 4L

)E’J

CEL A

tik:
ping X i AL

O e
iy

AT+PING=<"host">

Wi i ©

+PING:<time>

OK

5,

+PING:TIMEOUT // REEH LM ALK PING BHEALT, t2H XN EAE

ERROR

o <” host” >: FEFESE, FoRkim EVLIAY IPv4 Hbhk, TPve #ihik, Bil#44 .
o <time>: ping FNR ], BALZ: ZZFD.
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e

o WEARGARET IPv6 R 4% Ping Xt 0L, THATRA N H#AE:
— % AP 35 IPv6
- B EAT+CIPV6=1
— WITAT+CWIAP 655 $ELE]—A IPv6 itk
— (A[3k) @TTAT+CIPSTA? 54 ¥52F ESP32-C3 275 3k HE] IPv6 Hitilk
o RN EALRI A FAFE, W) ping K5 SeiE i DNS $EAT A AT (D0 SCf#Ar IPv4 Hudik) . 5 ping
X AL IP Hihk:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) FT-REBRMER TR $Q
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: #Fify/i%® DNS 55 72{5 5
A

24 3 DNS 45 2845 1

Pla sy
A

AT+CIPDNS?

W .

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeEmA

i
BE DNS fle 55 45 5

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

o <enable>: iX'E DNS fiR4%#%
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- 0: J5 /7 A 3h#HU DNS IR 425X 5, DNS R&#:HSWE R 208.67.222.222 f18.8.8.8,
4524 ESP32-C3 station 5¢ %, 7 DHCP i #%, DNS JR%4% 44 G2 W .
- 1 JE HFahi% E DNS f45 #5558, RN E S5 <DNs 1px> BUfE, WM HERIAE 208.
67.222.222%18.8.8.8,

¢ <DNSIP1>: %—> DNS []x 555 IP #ihik, XFTF e, HAY <enable> ZH0Ch 1 B, Hie)s
T3 DNS & &, ASHAFH: R E <enable> Ky 1, H AASERE—ME, UEEITE
WmAE, ESP-AT FHEZSEE R M4 Hi¥) DNS #E & 1,

* <DNSIP2>: %5 /> DNS flg45¢s IP ikl , XJTiEmS, HAY <enable> %4 1 i, Hie/H
HF3) DNS &, ASEA GG WHRKE <enable> N 1, I HASERE —ME, ¥EEITE
W ar A HF, ESP-AT RHU%SHE N 24 Hi17) DNS 3 &R [ .

o <DNSIP3>: %=/ DNS fR%#s IP #iht, XFFEMS, HAY <enable> ZH0Hh 1 i, ﬁ,ﬁ'jﬂm)ﬁ
FF3)) DNS WLE, ABBEAFRG WK E <enable> Ky 1, HHASHE—ME, BEEITHE
WA 4 Bf, ESP-AT K% S HE 24 Hi1) DNS &5 iR 1] .

. 74§AT+SYSSTORE=17 Eﬂﬁﬁﬂ&l{%ﬁﬁﬁ NVS K.
o XEANBBONRER BEALR RS L
» 24 <enable> 0 i}, DNS 5% v e MRS ESP32-C3 15 £ T PR 1Y) 4% Hh 43 1 T 8 1 e A%

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) B—ANET 1Pve By DNS MEB: T REKMEXIEFN

// B _NET IPve B DNS M % #: google-public-dns-a.google.com
/] BEZ=ZANETF Ipve By DNsS R4 &#: WL H 4 £ DNS R4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS JjiE

B A

Pa

e

A

AT+MDNS=<enable>[,<"hostname">,<"service_type">,<port>][,<"instance">][,<"proto">
— ][, <txt_number>] [, <"key">,<"value">][...]

Mjn] oz <

OK

. <enable>:
: JF/E mDNS Ujhg, 4S8R EIHE

- 0 M mDNS Uifig, 43 HLHFHSE
e <” hostname” >: mDNS EHLXFK.
+ <” service_type” >: mDNS R4+ 241,
o <port>: mDNS 4% .
* <” instance” >: mDNS L4 FR. BRIAE: <"hostname">,
e <” proto” >: mDNS R, BIE: _tep 3 _udp, BRIAH: _tcp.
o <txt_number>: mDNS TXT it ® %=, JuH: [1,10].
o <” key” >: TXT i 0.
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o <” value” >: TXT iCFI{E.
o []: M3 <txt_number> YLHIHE TXT 12 R HIAENT

il

// Jt)8 mDNS g, EH A& K "espressif", AH KA A "_iot", 3 H K 8080
AT+MDNS=1, "espressif","_iot", 8080

// X W mDNS I #
AT+MDNS=0

PEANT 5% . mDNS 1) .

3.3.39 AT+CIPTCPOPT: 7 ify/i 8 £ 0 i
I

ik
TR S i

.
"ﬂ4>‘

AT+CIPTCPOPT?

Wi i :

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>

// ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % % ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

Wi i *

[ox

o5

’ERROR

S

o <link_id>: M4 ID (0 ~ max), EZERMWEILT, HGSHEBN max, WFORPrAER; 4

EICNINIEWIRE
o <so_linger>: [l B EH T SO_LINGER %1l (&% : SO_LINGER /147), Pfi: #b, ERIAHE: -1.
- =-1: XH);

- =0: J})3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
 <tcp_nodelay>: [l E 85 1) TCP_NODELAY %3 (£%: TCP_NODELAY /+43), BRAE: 0.
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|

— 0: & TCP_NODELAY
— 1: J3Ji] TCP_NODELAY
<so_sndtimeo>: [t B E 2 SO_SNDTIMEO &I (&% : SO_SNDTIMEO "41), Bifii: ZFb,

ERINME: 0.
<keep_alive>: FlEEREFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE \'44), BAfi: #b.

JEE: [0,7200].,
— 0: 2% keep-alive HJfE; (BRIA)
— 1~7200: JfJ& keep-alive BjfiE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {H
1, TCP_KEEPCNT {fi} 3.
o RS <keep_alive> BESAT+CIPSTART x4l <keep_alive> ZHAHFE, HE&HH
JEBE A ULE . MRIBITARMASIABE <keep_alive> 4§, MIERIAMFH LR ECE HIME

o TERCEEHTIRIAT, WRn VRIEEmihhe, LURACE T HErIm) .

3.4

SO_LINGER 337 A 2t il &4 KR . 91 20c B SO_LINGER iy 60, WJAT+CIPCLOSE fir 21ri
AEXfig TCP FIN AR O R, 2320 AT FHZE 60 £, M Jciim v HEdm4. Hit, SO_LINGER
B RFEERIAMA .

TCP_NODELAY #£3i& H T 77 ik &/ MEXT LB R S i 5. JFE G, LwlP 2R TCP 1) %
%, BASR MR 22, Sl T EL FEAEMREG. Fik, TCP_NODELAY # i fAHFERIAE .
SO_SNDTIMEO ¥E5jii# ]l F-AT+CIPSTART 1y %Ki & keepalive Z80f W H 3 5. Bt B AL )5,
AT+CIPSEND ., AT+CIPSENDL. AT+CIPSENDEX {4 R&AEZBI NRE, it E KiENY). X
B, SO_SNDTIMEO ZH¥ it & h 5 ~ 10 f5.

SO_KEEPALIVE #5138 H T 3 2l bRl 22 I i 5t 385 AT /5K TCP Ik 5255
B E R . BUE ARG, SHMBSMA M 498 . SO_KEEPALIVE i Fit & (H A /N T 60
(B

Bluetooth® Low Energy AT iy A4

28

AT+BLEINIT: Bluetooth LE #J#&4k

AT+BLEADDR: ¥ & Bluetooth LE ¥ 45 Hb il
AT+BLENAME: #%if)/% B Bluetooth LE %4544 Fr
AT+BLESCANPARAM : Z¥if/i% % Bluetooth LE F4i 5%
AT+BLESCAN : f§ifig Bluetooth LE 494§
AT+BLESCANRSPDATA : 1% & Bluetooth LE 91 1/
AT+BLEADVPARAM : 251/ 8 Bluetooth LE | #& 5%k
AT+BLEADVDATA: %% Bluetooth LE | &%}
AT+BLEADVDATAEX: [ 2h1% "% Bluetooth LE | #&%3
AT+BLEADVSTART : J}4£ Bluetooth LE | %
AT+BLEADVSTOP: {51l Bluetooth LE )" #%&
AT+BLECONN : 757 Bluetooth LE %3
AT+BLECONNPARAM : #5iH)/ % %7 Bluetooth LE ##:5:8
AT+BLEDISCONN : Wi} Bluetooth LE %33
AT+BLEDATALEN : % B Bluetooth LE %y K &
AT+BLECFGMTU : & Bluetooth LE MTU K- J&
AT+BLEGATTSSRVCRE: GATTS 67 IR%
AT+BLEGATTSSRVSTART : GATTS 1=k %
AT+BLEGATTSSRVSTOP: GATTS {2 [} R 4%
AT+BLEGATTSSRV : GATTS kLIRS
AT+BLEGATTSCHAR: GATTS % BLIRS4EE
AT+BLEGATTSNTFY : JIR45-4% notify IR 45 45 (E 25 % P it
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o AT+BLEGATTSIND: JJ{45% indicate JIf 4S5 AE(E 28 7% P

o AT+BLEGATTSSETATTR: GATTS ¥ [} &

o AT+BLEGATTCPRIMSRV : GATTC Kk IE AR %

o AT+BLEGATTCINCLSRV : GATTC % I3 &1k 55

o AT+BLEGATTCCHAR: GATTC % LIRS E-AE

o AT+BLEGATTCRD: GATTC HUIR 55

o AT+BLEGATTCWR: GATTC B} & F il
 AT+BLESPPCFG: #5if]/i% % Bluetooth LE SPP Z:%k

o AT+BLESPP: 3t A Bluetooth LE SPP =

o AT+SAVETRANSLINK : %% Bluetooth LE FFHL:iZ 45 X (5B
o AT+BLESECPARAM : #%if)/¥% 8 Bluetooth LE 3554k

o AT+BLEENC: %t Bluetooth LE i1 %553k

o AT+BLEENCRSP: [8] %% st 5 5 S S A T %ot ok

o AT+BLEKEYREPLY: 5%} )7 1% 4% 0] & 2540
 AT+BLECONFREPLY : Z5%} 7 45 B S M\ G5 5 (G sem B )
o AT+BLEENCDEV : %514} € 1) Bluetooth LE 1255 4541 3

o AT+BLEENCCLEAR: %[ Bluetooth LE HIZ8¥5% 4541 5

« AT+BLESETKEY: %% Bluetooth LE #4SHt %t 254

e AT+BLEHIDINIT : Bluetooth LE HID FMY¥)t41k

o AT+BLEHIDKB: % 1% Bluetooth LE HID ##4{Z B

o AT+BLEHIDMUS: ‘% i% Bluetooth LE HID FR#7{5 K.

e AT+BLEHIDCONSUMER: % i% Bluetooth LE HID consumer & &,
o AT+BLUFI: F¥J38 3 BluFi
 AT+BLUFINAME: #5/i%'E BluFi ¥ 45 % Fr

o AT+BLUFISEND: %3% BluFi | ' { & ¥R

e AT+BLEPERIODICDATA: ¥} Bluetooth LE J&#iME &5 R
o AT+BLEPERIODICSTART : T} Bluetooth LE JE3l1t) 1%

o AT+BLEPERIODICSTOP: {21} Bluetooth LE J& i) #%

o AT+BLESYNCSTART: JTJ3 JEIHET 3% [ 4

o AT+BLESYNCSTOP: {2 || & i) 1% 7 4

o AT+BLEREADPHY : #%if) 24138 Fl iy PHY

o AT+BLESETPHY : ¥&8 iR ) PHY

341 Aid

21, ESP32-C3 AT [ S0HF B A0 HNE 5.0 A

P BRIARY AT B RR I NPT AT fipd. WRRIETFE B ESP32-C3 BSR4, 1A
T14miF ESP-AT T42, {ESBTPCE TR Bk s: (FIHEIUE M, AR TR ) -
« M BluFi fiy4: Component config->AT->AT blufi command support

2% Bluetooth LE f54: Component config->AT->AT ble command support
2% Bluetooth LE HID f54: Component config->AT->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #Ji;{k
iy

i
751 Bluetooth LE 2744 154k

A

AT+BLEINIT?
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Wi 3% ¢
HOWIRTE, AT R[]

+BLEINIT:<role>
OK

HiARPIIARAL, AT R[]

+BLEINIT:0

Dyie:
% B Bluetooth LE #J &4k /A {7
mA:

’AT+BLEINIT=<init>

Wi i ¢

’OK

<init>:

0: Y44 Bluetooth LE
1: client f{%

2: server {4,

Bl

o NARIBE LTI MERE, ENAE (] Bluetooth LE IhEERT, G Kk IEAT+CWMODE=0/1 fi54-%% i SoftAP,
WA T R 2G0T, WL RE JEAE SOk
* i HHH& Bluetooth LE fy %2 1, HCHH A2, PI4f1k Bluetooth LE .

* Bluetooth LE f 8] i1k )5, Af a’%ﬂ%)ﬁﬂ?ﬁé mFTRUI A, TR AT+RST (2 ES RS, F
B HWI 451k Bluetooth LE £,

o BAFYEY Bluetooth LE 22 B, f=IEIEESATII . SHHHWIT g iR
o N4 Bluetooth LE EWJ a4k, WIAT+CIPMODE Jo¥ki% 8k 1,

Bl

AT+BLEINIT=1

3.4.3 AT+BLEADDR: ' Bluetooth LE %45 Huhl:
iy A

Ly :

i Bluetooth LE 3% & #y A £ # 4k
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[

AT+BLEADDR?

Wi 3% ¢

+BLEADDR: <BLE_public_addr>
OK

[Fautigy

ik
1% Bluetooth LE 154517 il 2570

fir 4

’ AT+BLEADDR=<addr_type>[, <random_addr>]

W i <

[ox

S

e <addr_type>:
o 0: AJtHihl (Public Address)
o 1: fEHLHNE (Random Address)

B

o ML (Static Address) i & DA T Stk
o HhbE SO A 15

o BEMLHHETR > 2 1478 05

o BEMUHBHERR 20 1K 1,

o WEMESHIEEA S RAFAE NVS X,

il

AT+BLEADDR=1, "£8:7£:24:87:1c:7b" /) BN E A K
AT+BLEADDR=1 /) & E RN A M 8 FA A M it
AT+BLEADDR=0 /) BN E R

3.4.4 AT+BLENAME: #rifi/i¢® Bluetooth LE %5 Ak
iy A

Jyiie:
1) Bluetooth LE %4544 X

Pa sy
A

AT+BLENAME?

Wi
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+BLENAME : <device_name>
OK

CEL A

P

yiie:
1% & Bluetooth LE 54544 Fk

O e
iy

’AT+BLENAME:<device_name> ‘

W 3% ¢

[ox |

ZH
o <device_name>: Bluetooth LE %4548, KA 32, BRHALFRAN “ESP-AT”,
]

o #AT+SYSSTORE=1, Wi SR RAFAE NVS X,
o ALV EB A ARG, BWEIITAT+BLEADVDATA fiy &R 4 ARk 5 24 v«

il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #%il)/ix ¥ Bluetooth LE f1#i 2%
Ao A

ig:
#51f] Bluetooth LE {3424k

A

AT+BLESCANPARAM?

W

+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_

—window>
OK

)y

N

R

&

Dyite:
% E Bluetooth LE JHH#i &%k
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AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

W i <

OK

» <scan_type>: JHf{ZA

N e EREi]

o 1o FFEHE

« <own_addr_type>: Hifl-Z5%Y

o 0: AN FtHihk

o 1: [t LR

e 2: RPA /A 3tsbht

» 3: RPA [ Hhk

» <filter_policy>: 34l g =0

e 0: BLE_SCAN_FILTER_ALLOW_ALL

¢ 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: i8] fF. A& B (H N KT % F <scan_window> Z({H. & &0 Bl
[0x0004,0x4000]. [ FR /2% S5k PA 0. 625 &, Fr RASE PR i 3345 18] B Y5 Bl 4 [2.5,10240]
ZRD.

o <scan_window>: HIFH . AZHEN /DT 4% T <scan_interval> ZHH. S H:
[0x0004,0x4000]. i 2% S HR DA 0. 625 =/, FrRASLPr 4 2 1 Y8 Bl A [2.5,10240]
2R,

il

AT+BLEINIT=1 // fata: & P ¥
AT+BLESCANPARAM=0, 0,0, 100, 50

3.4.6 AT+BLESCAN: f{iifig Bluetooth LE {14
BE A

Yriig:
F-4f/45 11 Bluetooth LE 4

O e
“ﬂ4>'

AT+BLESCAN=<enable>[, <duration>] [,<filter_type>,<filter_param>]

W i <

+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

¢ <enable>:
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1 FHOA RS

0: {55 R FRL 14

o [<duration>]: FIHEFRFZERTH], A Rb.

o FREAE IR, TRREASEG

o HREIIGER, TRREARSE

— ABEEHK 0 B, WFIRIF LR

- ASHE% MR O [, Bl AT+BLESCAN=1, 3, NFERH 3 M5 Asha R iaH, RI51R M

EREERT
o [<filter_type>]: &L
o 1: “MAC”
e 2: “NAME”

o <filter_param>: JES%L, FIRXI IR MAC Hihik sk 44 5
e <addr>: Bluetooth LE #bilik

o <rssi>: G5B

o <adv_data>: | 3ELE

o <scan_rsp_data>: I v E

o <addr_type>: | Rk

eI [ ¥ B OK HF1 +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> fEHi WP E¥A M E X B I)F . OK W fEfE +BLESCAN: <addr>,
<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> 2 H 4 H, M H W FE 1E
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 Hi
e

o QSRGARBIRAG I B R, 72 AT+ BLESCANPARAM fip S5 BT 7 active scan
(AT+BLESCANPARAM=1,0,0, 100, 50) , H X iGiR4FH T E scan rsp data, A HEHREH

it 7 04
hil
AT+BLEINIT=1 VAR -E- -
AT+BLESCAN=1 /] AR
AT+BLESCAN=0 // Ak

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F i H4, Tk £ A % MAC H ik
AT+BLESCAN=1,3,2,"ESP-AT" // Fi# AW, TR ER A& & 4K

3.4.7 AT+BLESCANRSPDATA: k¥ Bluetooth LE ffmp;

Hyiie:
& Bluetooth LE F4#ii i

e

’ AT+BLESCANRSPDATA=<scan_rsp_data>

Wi i ¢

’OK
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BH

o <scan_rsp_data>: 05, S HEX FAFER . Bilan, 283 i S B 8 “ox11 0x22
0x33 0x44 0x55”, N4 A AT+BLESCANRSPDATA="1122334455",

Bl

AT+BLEINIT=2 /] e R B
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #ify/i% ¥ Bluetooth LE ) &5 %%

A

ik
EERZIAE e i

A\ .
“Il/?\‘

AT+BLEADVPARAM?

Wi

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_filter_policy>, <peer_addr_type>, <peer_addr>,<primary_PHY>, <secondary_PHY>

WEHESE

A .
"ﬂé’\‘

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>][,<peer_addr_type>, <peer_addr>] [, <primary_PHY>, <secondary_

PHY>]

Wi 3% ¢

OK

* <adv_int_min>: f/ R R . SHGERE: [0x0020,0x4000]1, J R R SE T A SHORA 0. 625 2
b, B PASEBR /N R ] RS O [20,10240] 2270, RSEER/NT 4T <adv_int_max>

i

o <adv_int_max>: £ K)IEEE . SEGER: [0x0020,0x4000], J & E]FE4 T2 S50k 0L 0. 625 2
B, PrPASE B 5 K 45 8] 3 B A [20,10240] Z 8P, ASEEN K T4 T <adv_int_min> £

ﬁ{go
e <adv_type>:
0: ADV_TYPE_IND

1: ADV_TYPE_DIRECT_IND_HIGH
2: ADV_TYPE_SCAN_IND
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* 3: ADV_TYPE_NONCONN_IND

* 4: ADV_TYPE_DIRECT_IND_LOW

* 5: ADV_TYPE_EXT _NOSCANNABLE_IND
* 6: ADV_TYPE_EXT CONNECTABLE_IND
e 7: ADV_TYPE_EXT_SCANNABLE_IND

- MUE)IERAN 0-4, W HJAT+BLEADVDATA fiy 9B RS 8um 2 b E 31 7
T, WRGEREFE R ESEL, 5 AT+BLESCANRSPDATA fir %K H .
- MCE)IRIAN 57, WIGEAT+BLEADVDATA %) S B2 HAERE 119 7

o

» <own_addr_type>: Bluetooth LE #hilik25 7

e 0: BLE_ADDR_TYPE_PUBLIC

 1: BLE_ADDR_TYPE_RANDOM

» <channel_map>: | %518

e 1: ADV_CHNL_37

e 2: ADV_CHNL_38

e 4: ADV_CHNL_39

e 7. ADV_CHNL_ALL

* [<adv_filter_policy>]: | &1 yEas L0

e 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

e 1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
e 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
e 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
 [<peer_addr_type>]: X} Bluetooth LE #iihil-357

e 0: PUBLIC

e 1: RANDOM

o [<peer_addr>]: X}J5 Bluetooth LE #iilil:

e [<primary_phy>]: 4% primary PHY. 2iAfE: IMPHY.

- 1: IMPHY
— 3: Coded PHY

- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

Bl

[<secondary_phy>]: J 3% secondary PHY . ZRiAfH: IMPHY.

o WM A E T peer_addr, IBAER SRR S REE,
* primary_phy fll secondary_phy f5B—ik &, WHEARE, B2 REENSESMHEHEIA

IMPHY.

il 1

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVPARAM=50, 50,0, 0, 4
AT+BLEADVPARAM=32,32,6,0, 7

, 0, "12:34:45:78:66:88"
VOV

1,
0,"62:34:45:78:66:88",1,3

il 2

AT+BLEINIT=2 // fat: R4% %
AT+BLEADDR=1, "c2:34:45:78:66:89"
AT+BLEADVPARAM=50,50,0,1,4,0,1,"12:34:45:78:66:88"

// b H Bluetooth LE E F 3 2| M ESP K & MW MAC Mt A "c2:34:45:78:66:89"
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349 AT+BLEADVDATA: ¥ Bluetooth LE ) 8%
B

i
BCE )

s

’AT+BLEADVDATA=<adv_data> ‘

W

[ox |

o <adv_data>: JHEECE, S HEX 54568 B, SAEBCE T EE0ES “Ox11 0x22 0x33 0x44 055”7,
64>k AT+BLEADVDATA="1122334455", FRKE: 119 Fi7.

st

o IR HIE 208 1 iy S AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WHE T REWE, WA ar 58 0 FE 4o 3 5 .

o QERGEAE ARG Bk A PR, WENAEIIT5E 1% i 2 Z JG A TAT+BLENAME it 215 £ 44
PRI E N [FRER 2 F5

o YE{fi FJ AT+BLEADVDATA 542 Wi, W/ 4ci@ it AT+ BLEADVPARAM &A% BT #5450,

o MUHH AT+BLEADVPARAM iy V% B 32K A1 0-4, N FHAT+BLEADVDATA 6y A% B 1 E0R
I HAEWE 31 £, WIRTERE KW #K 8P, WM AT+BLESCANRSPDATA fin % K15 H .

o U AT+BLEADVPARAM £ A% B %27k 5-7, Wi [l AT+BLEADVDATA 4% BT #E0E
% HAEBEE 119 715,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [zl Bluetooth LE ) &%
iy A

i
EENE TRV G 2

A .
"ﬂé’\‘

AT+BLEADVDATAEX"?

W

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK
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B

Yrtie:
BCE) BRI

O e
iy

&F

’AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power>

Wi i :

[ox

BH

* <dev_name>: Fff H Z 8, Fox &k HF 4R B, A ERE RS HS KRN Cust-
test” , I Ay 4 N AT+BLEADVSTARTEX="just-test", <uuid>, <manufacturer_data>,
<include_power>,

o <uwid>: FF B 2 . f W, #F MR E UUID ko “0xA002” I .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

+ <manufacturer_data>: il i 7 &4, o HEX FAF R, B0, #5483 b w8 o “ox11
0x22 0x33 0x44 0x55”, N|fy4 H AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: ¥7] fEHET WG TX R, RSEVIXBHN 1; HI, 4 0.
|
o AR ZHIC L iy AT+BLEADVDATA=<adv_data> B8 T ) 8, W SgiAs iy QB E ) 7k

o B4 & HERFZ B 6 AT+ BLEADVPARAM fir - BLERY) RSB HCA 0.

il

AT+BLEINIT=2 // fat: R4 %

AT+BLEADVDATAEX="ESP-AT","A002","0102030405",1

3.4.11 AT+BLEADVSTART: J}i Bluetooth LE )£k
KR

i
THR) #%

A

’AT+BLEADVSTART

Wi i ¢

’OK
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B
o AR 4 AT+BLEADVPARAM=<adv_parameter> BEH) #ES4L, WA RS 4L

o FiAflE Gy 2 AT+ BLEADVDATA=<adv_data> 3% &) k55, W& %4 0 Bdatl.

e Z Wl B & i fiy SAT+BLEADVDATA=<adv_data> % & & | # % 4, W &
#7 AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> &% B #J | #& 4
WEEE, M, RS AT+BLEADVDATAEX, N<&#: AT+BLEADVDATA % & 1) & 2R
B

 JFJ2 Bluetooth LE 3% )5, f15E1%4 757 Bluetooth LE 52, 22— AR 1%, WSR-S T
B, W HBEHR) 1.

il

AT+BLEINIT=2 // ff: R4 58
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: £} Bluetooth LE ) £k

’AT+BLEADVSTOP

W i ¢

[ox

B
o AT )G, RUEhET Bluetooth LE #42, W4 Hzh455R Bluetooth LE | %, TLFRH ARG .

il

AT+BLEINIT=2 // fat: R % 8
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: #yy. Bluetooth LE ¥
Ay

Uik
5] Bluetooth LE %432

AT+BLECONN?
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Wi 3% ¢

+BLECONN: <conn_index>, <remote_address>

OK

PRI

FERE, Y A g <conn_index> Fll <remote_address> Z% .

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

W

HRALERNY), R

+BLECONN: <conn_index>, <remote_address>

OK

AHSTIEER M, SRR

+BLECONN: <conn_index>, -1

ERROR

PSR R HE i — 25 N P EOE R R, 3R -

ERROR

S

<conn_index>: Bluetooth LE #E#:%, Jif : [0,2].

<remote_address>: X5 Bluetooth LE #&#5 bk .
[<addr_type>]: J"FFBrariihbEm:

— 0: A3tk (Public Address)

— 1: fEALHE (Random Address)
[<timeout>]: FEHENIIN ], B2 Fb. JEF: [3,30].

BNAEHNL B2 B, JeiB1TAT+BLESCAN A 4A5i% %, Wl BRSO T 7R Es.

B IEEHEI R 30 #2.

AR Bluetooth LE server T )AL HiE: TR E ST, BT PASE I I iy S AEXT 5545 (GATTC) W &
PUARSS o« AT PAE DA GATTC fijy4:

AT+BLEGATTCPRIMSRV

AT+BLEGATTCINCLSRV

AT+BLEGATTCCHAR

AT+BLEGATTCRD

AT+BLEGATTCWR

AT+BLEGATTSIND

N R AT+BLECONN? 1r Bluetooth LE 7K #] 46 W9 18 & K W4T (AT+BLEINIT=0), W & %t & <%y
+BLECONN:<conn_index>, <remote_address> ,
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il

AT+BLEINIT=1 // f & : & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: i)/t 31 Bluetooth LE Y4255
it A

Dyiie:
2¥if] Bluetooth LE %325

A\ .
"Il/?\‘

AT+BLECONNPARAM?

W

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>

W Bluetooth LE #2551

A .
"ﬂ/?\'

’AT+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi % ¢

’OK

ARCERM, WHR/R AR R

’+BLECONNPARAM: <conn_index>, -1

e <conn_index>: Bluetooth LE i&325-, JEH: [0,2].

o <min_interval>: F/NEBEN. ASBEN /DT % T <max_interval> ZE{H. SHIEE:
[0x0006,0x0C80] . ##z[H] [ & TS ER A 1. 25 = FP, T ASE bR e/ INEE 2 [ B v B A [7.5,4000]
EH,

* <max_interval>: f KIEHZ[E M. ASHEN KT % T <min_interval> Z8({H. SHIEH:
[0x0006,0x0C80]. 4% [H] 55 T2 S E LA 1. 25 28>, P LASERR A fi K% 0] B Bl > [7.5,4000]
% /I\O

o <cur_interval>: Y4FiiERE][E.

* <latency>: fEiR. Z¥EH: [0x0000,0x01F3].

o <timeout>: M. SHFER]: [0x000A,0x0C80], HEHETZSEIPL 10 ZF>, FrASE v
JEFE N [100,32000] ZFb,
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]
o KA EORICHNLES:, client 3 server AT SR HERES L

Bl

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12,14, 1,500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE ¥
AT

Uik
#7 T Bluetooth LE %43

AT+BLEDISCONN=<conn_index>

W i <

OK // ¥ % AT+BLEDISCONN # 4
+BLEDISCONN: <conn_index>, <remote_address> // AT @ A R I

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
» <remote_address>: X J; Bluetooth LE i&£5Hdik .

il

AT+BLEINIT=1 // B & : K p %
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDISCONN=0

34.16 AT+BLEDATALEN: % Bluetooth LE cfiifu K-)is

Dyie:
% B Bluetooth LE (B K&

A

’AT+BLEDATALEN=<conn_index>,<pkt_data_len>

W

[ox
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
» <pkt_data_len>: Z#EE K, JEE: [0x001B,0x00FB],

B

o TEBESEHEST Bluetooth LE 58, A REiXBEHINEKE.

il

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.17 AT+BLECFGMTU: ¥} Bluetooth LE MTU )i
Ay

Tytig:
Zri) MTU (maximum transmission unit, fx KAZHiEATE) K&

[

AT+BLECFGMTU?

W % <

+BLECFGMTU: <conn_index>, <mtu_size>

ifig:
P MTU Jy£

A

’AT+BLECFGMTU=<conn_index>,<mtu_size>

Wi i ¢

IOK /) B KA A

- **<conn_index>**: Bluetooth LE # 5, & H: [0,2].
- **<mtu_size>**: MTU K, Bfr: F%, LHE: [23,517].

B
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- ;kﬁfé\%j(;w%j Bluetooth LE # ¥,
- NXBEFHEAARASERE MIU B KE.
- MTU 7%%%&%%%% W CCOKY Y Rk W W W MTUL

Sk E, AR REBKER T A%, BWHEA :ref: AT+BLECFGMTU? <cmd-BMTU>' 4 3 5 Ffo
SMTU K E .

Zy 1|

AT+BLEINIT=1 // # f: % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.18 AT+BLEGATTSSRVCRE: GATTS fill& /it 55

GATTS (Generic Attributes Server) 417 Bluetooth LE iR 4%

“ﬂ<>

’ AT+BLEGATTSSRVCRE

Wi i <

[ox

B

* fifi j§ ESP32-C3 {f:>}y Bluetooth LE server | @k 45, 4% GATTS [ E (1) mfg_nvs.bin 3C{4%]
flash 7,
* Bluetooth LE server #1464k )5, 76 M HHE A ar 018 M55 AR SEE 7 Bluetooth LE 1842, W TGk
B AR5
* 4n4 Bluetooth LE client T4 45 4b Yy, W] DAGE A bt w2012 MRk 45t ] DA A Ath— S8R0 B 1
GATTS %, Bl shFfs ik ikss . B R S5 FFAEE AN notification/indication, H KA 41T :
— AT+BLEGATTSSRVCRE (#34E Bluetooth LE 3257 2 Hifdi i)
— AT+BLEGATTSSRVSTART (#i\7F Bluetooth LE 35 27 2 il )
— AT+BLEGATTSSRV
— AT+BLEGATTSCHAR
— AT+BLEGATTSNTFY
— AT+BLEGATTSIND
— AT+BLEGATTSSETATTR

il

AT+BLEINIT=2 // At : B4 &
AT+BLEGATTSSRVCRE

3.4.19 AT+BLEGATTSSRVSTART: GATTS JI B3k 55
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Parn %

ifig:
GATTS JF )4k %5

e

AT+BLEGATTSSRVSTART

Dt
GATTS JFaXE A E g5

A

’AT+BLEGATTSSRVSTART:<srv_index>

Wi i <

o <srv_index>: R&FE, M 1 FFiGEa,

il

AT+BLEINIT=2 // ft: R4 58
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.420 AT+BLEGATTSSRVSTOP: GATTS {4 11JIR55

Parr %

ifig:
GATTS 151 &Pk 55

AT+BLEGATTSSRVSTOP

i
GATTS {5 I IR 55

[

AT+BLEGATTSSRVSTOP=<srv_index>

W
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OK

o <srv_index>: R4FE, M 1 FFUGisE,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.21 AT+BLEGATTSSRV: GATTS KR5S
A it &

itk
GATTS % iR %

AT+BLEGATTSSRV?

W i <

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

BH

o <srv_index>: R F5S, M 1 ITEG8,
* <start>:

o 0: IR AT

o I RS E SR

e <srv_uuid>: Jk551 UUID,

o <srv_type>: fR45 A

o 0: WERSS

o LRSS

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.22 AT+BLEGATTSCHAR: GATTS % BR 25 H¢4iE
iy A

i

Espressif Systems 122 Release v2.3.0.0-esp32¢3-965-gb2842¢6f6
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

GATTS % BLIR 55 F i

A .
"ﬂ/?\‘

’AT+BLEGATTSCHAR?

W
XIS FAE AR R, MR AR :

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<Char_uuid>,<char_prop>

XA R, MR :

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: RS, M 1 IFHRE.

o <char_index>: RFFHEMITS, M 1 ARIGIENE.
o <char_uuid>: [R4F-EfR UUID,

o <char_prop>: HRZSHFHEN @M.

o <desc_index>: FHEIALIT S .

o <desc_uuid>: FFEIALTH UUID,

il

AT+BLEINIT=2 /] e R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.23 AT+BLEGATTSNTFY: J}§245 %% notify JIl 45 ¥ ¥4Ik (Fi 20 5% o

W54 notify 55 HEGE (4% 3

e

’AT+BLEGATTSNTFY=<conn_index>,<srv_index>,<char_index>,<length> ‘

Wja] o =

T55 > Fon AT WER IR D 8ds,  BURT s m] DU A K, 48K iR 3 240 <length> {ERT,
AT notify /.

R L RN, WHER

OK

Espressif Systems 123 Release v2.3.0.0-esp32¢3-965-gb2842¢6f6
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: k%575, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4EHER)TE, AliEfTAT+BLEGATTSCHAR? 2¥if].,

o <length>: FRKF, HAKKE: (:ref: MIU <cmd-BMTU>' - 3).

il

AT+BLEINIT=2 /] A R E B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /] TR, Y client FHE, LB EE K notify
AT+BLEGATTSCHAR? // # # £ % notify & F 3 & 1E

J/ Bldm, R 3 B ESH 6 B4 notify K EH 4 FEYWEKE, FABT &4
AT+BLEGATTSNTFY=0, 3, 6, 4

/ORE ST FER, BN 4 FEWHEKE, o on1234n, REREE S LR

3.4.24 AT+BLEGATTSIND: Jli557s indicate it 55 R E{E 4L %% ) i

)E’J

CEA

Dyt
JIR45-2¢ indicate I} 5 E(H 24 7% P i

Py -
“ﬂ/?\‘

’ AT+BLEGATTSIND=<conn_index>, <srv_index>, <char_index>, <length> ‘

W i <

: |

FF5 > R AT WEA IR L e, BUR ] DU A B, 2480 KR 31 B340 <length> W{ERT,
P47 indicate #AE,

AR R, R -

OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <srv_index>: JR%FE, A[iBfTAT+BLEGATTSCHAR? #5if].
o <char_index>: JR&HHENIFS, T[54 FAT+BLEGATTSCHAR? #5if] .,

o <length>: ¥l K, HARKE: (MTU-3).

hil

AT+BLEINIT=2 /A RE B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /] TR ¥, % client #HEF, S ME E # K indication
AT+BLEGATTSCHAR? // & & F 3 7 WL # ¥ indication H 4 1E
/) Bl R 3 SR4AE 7 THAE indicate KEH 4 FHHHKE, 4L T

Q)
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(£ L£50)

AT+BLEGATTSIND=0, 3, 7,4

/0ORE T BEE, WA 4 FRERE, o on123a, RERBEH LR

3.4.25 AT+BLEGATTSSETATTR: GATTS % &R 55 F5AEAi
U4

Ditig:
GATTS 5% & R 55 FrE (R s i AR A

A

’AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, [<desc_index>], <length> ‘

] o, <

9 > FR AT YE SRR 8, RET 0T US4 50 K B2 A 8 380 <length> WI{ERT,
PATIRE BB

TR ), W -

OK

S

o <srv_index>: {4575, WiafTAT+BLEGATTSCHAR? Z5ifi).
o <char_index>: RSHEFAEN TS, AI184TAT+BLEGATTSCHAR? 253

o FHEET, WBCE R IE
o HRIEE, W ERHEE.
 <length>: FHEKE.

it

* QIR <length> SHUER T SRR BRI, MBCE LKW . KT service table, 5L gatts_data.csv

il

AT+BLEINIT=2 // fit: R%& 2B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/7 B, B 1L BERASM L EREEAKEN 1 FEHHRE, 4450
AT+BLEGATTSSETATTR=1,1,,1

/R S FEE, AN L FEHBEHT, flm o"s, REXREFS
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3.4.26 AT+BLEGATTCPRIMSRV: GATTC %8 AR 55
iy

Dyie:
GATTC (Generic Attributes Client) % Pl EE AR 5

s

AT+BLEGATTCPRIMSRV=<conn_index>

W

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

BH

e <conn_index>: Bluetooth LE i£35-, JEH: [0,2].
o <srv_index>: R FE, M 1 FH4E,

o <srv_uuid>: f[k51 UUID,

* <srv_type>: [R5 HyAHY:

o 0: WEMRSS

I 2RSS .

B

o [EHAMA, T2 5E T Bluetooth LE # 4

il

AT+BLEINIT=1 // fAt: & P 3%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.27 AT+BLEGATTCINCLSRYV: GATTC %34 &Nk 5S

Brias

itk

GATTC %30 &5
%

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

Wi % ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],
o <srv_uuid>: fk51 UUID,

o <srv_type>: k5SS HL:

o 0: WEMRSS

o 1 EHERS

o <included_srv_uuid>: 15 k451 UUID,

+ <included_srv_type>: {7 ik 45 11257 :

o 00 RERSS

o L RS

o [HEHAMA, T2 5E T Bluetooth LE # 4,

il

AT+BLEINIT=1 // B : K p %

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REW — £ ®# 2 WL R, £ index &

3.4.28 AT+BLEGATTCCHAR: GATTC %I 55 H54ik

GATTC % Bl 55 5k

AN .
“Il/?\‘

’AT+BLEGATTCCHAR:<conn_index>,<srv_index> ‘

Wi i <
X IR G RAE AR R, MR AR :

’+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> ‘

XFTHRAHE S, WA

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

o <srv_index>: JR%FE, WiB{TAT+BLEGATTCPRIMSRV=<conn_index> 25,
o <char_index>: JREFFHEMITS, M 1 FFhRiEHS.

o <char_uuid>: JR4$4R-ER) UUID,

* <char_prop>: JRFSFHIER @

o <desc_index>: A FE .

o <desc_uuid>: JHERHIASFH UUID,
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L]
o fifHAAYS, FREEET Bluetooth LE #4%

Bl

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // RE W —F®# 4L MW E WL R, < index £

3.4.29 AT+BLEGATTCRD: GATTC 5 HUIR 45 e fiF i
UE A

Dyt
GATTC U 55 Rk (EL B R A

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W )i *

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].

o <srv_index>: {4575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RSH-EF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FHEFIAFT)TT

o HICE, BERHPRIATTIE

o HARRE, BEHHRRHERIE .

o <len>: FARK S,

o <value>: <char_value> 5{ ¥ <desc_value>,

o <char_value>: fR 55 E-EH., F45 84420, 131 TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>

BEHL. fFI4n, #WER A +BLEGATTCRD: 0, 1, 0, MIFIREIRKE R 1, WAR “07.

« <desc_value>: ]k % F¢ fF f A F WM H, F OHF H#£ & XL, B
1TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> % Ht. %l &0, # Wi
“N +BLEGATTCRD: 0, 4, 0123, NIFREFEKE RN 4, NEN “01237,

Bl

o fEFAGS, FRESEST Bluetooth LE i,
o 5 HARIRS FREA RS, WiR[E] “ERROR”,

il
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AT+BLEINIT=1 // f & : & P 5%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // R W — £ # L W &
/) Bldm, EBRE 3 BERFME 2 FHRMENE

AT+BLEGATTCRD=0, 3,2, 1

W 4R, 48 index & #
1 FHAFREE, #AL T

3.430 AT+BLEGATTCWR: GATTC G55 ¥ EA
BeE WA

Tyt
GATTC B i 55 AL (L oA AR AL

A

’AT+BLEGATTCWR=<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length> ‘

Response:

P > Fn AT HERSFHCR 8, U T DA AR, 4 8ds K IR FI S8 <length> HYEIT,
PATE AL
AR RN, R

OK

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: k%575, WiafTAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: REHEHEFS, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FiEflIAFT 5

o HIRE, WS HRRRFIIE:;

o BARWE, WS HARRHERE.

o <length>: FHEKE . AZSHPETER 3 atts_data.csv H' val_max_len ZEI .

vei
o ffHAMS, FEIHEST Bluetooth LE JEH; .
o #HRSFHEA L FFEHAE, WikE “ERROR”.

il

AT+BLEINIT=1 // fAf: & P ¥

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W —F# 4 MW EHE R, < index £
/Bl % 3 EREWNE 4 SR, EAKES 6 FEMHE, ST
AT+BLEGATTCWR=0, 3,4, , 6

/)R S FERE, BN 6 FHWBENT, W "123456", REFHE AN
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343

Aoy

i

1 AT+BLESPPCFG: #xily/i¥i Bluetooth LE SPP %

%S

¥if] Bluetooth LE SPP (Serial Port Profile) Z:%§

s

AT+BLESPPCFEFG?

W

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>

OK

BeE WA

Ly

15 # 5 #5E Bluetooth LE SPP £%{

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,

—<rx_char_index>] [, <auto_conn>]

Wi i ¢

OK

<cfg_enable>:

0: F'E Ty SPP 24, RSB ILHIHS;

I G SR EIHS

<tx_service_index>: tx fkR % & B, W iz fTAT+BLEGATTCPRIMSRV=<conn_index>
FAT+BLEGATTSSRV? 5],

<tx_char_index>: tx JIR % 4 1iF ¥ 5, W] i8 f7AT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 751

<rx_service_index>: rx fR % ¥ 5, W & FFAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 51y,

<rx_char_index>: 1x g 4% 5 1if ¥ 5, W i& {TAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FAT+BLEGATTSCHAR? 251 ,

<auto_conn>: H N FEEARENL, BOANEOLT, HIEEYGEGIRE.

0: 2% 1 Bluetooth LE %1% H s EIEINHE.

1: {#ifE Bluetooth LE %1% H sh EIEIN6E.

1 Bluetooth LE %% i, tx IRSEFAE B2 write with response B write without
response, X RFFMEEEVNHZ indicate B notify,
X}F Bluetooth LE [R5 %%, tx IRFSFHIEEHELAE indicate B notify, rx JRFSFHIEEHLAE

write with response B{ write without response,
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s SN T ASIEEDGG, AUREREIT, SPRARITERG SHR (KT AT+SYSMSG), %
HORT AR R Ay S (ERERYIS DL T, ERITITIG, S ESIEE, MCU IR EAA R ER WIT,
SR MAC A4 T3, MITCikiE s i) .

il

AT+BLESPPCFG=0 // E % Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // # & Bluetooth LE SPP % #
AT+BLESPPCFG? // & i Bluetooth LE SPP % ¥

3.4.32 AT+BLESPP: i A Bluetooth LE SPP Ei;
Wiifn %

Uyiik:
i3t A Bluetooth LE SPP 55

Do
iy

AT+BLESPP

W i <

OK

>

iR KRR AT 2 23F A Bluetooth LE SPP #15, ] PASFF T 8#E 1 K35 F2 I
77 Bluetooth LE SPP JRZS4E R ( X iAE Bluetooth LE #3288 37 5 K {#i i Notifications ), 3% [A] :

ERROR

e

* 1E SPP L, RIEAT+SYSMSG Bit0 2y 1, W AT A& ATR H SPP A fFE .
* 1E SPP f&fh, A RUEAT+SYSMSG Bit2 Jy 1, W AT A SAR AT BRES A R -
* URGWEIREH +++ U, Wk bl 2R ay >, i 2% H R 4 AT @

4.

il

AT+BLESPP // # N Bluetooth LE SPP # =

3.4.33 AT+BLESECPARAM: #il)/i% ¥ Bluetooth LE Ji#: 5%
A it 2

i
251fi] Bluetooth LE SMP Jjl1%5 5%k

s
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AT+BLESECPARAM?

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>, <auth_option>

OK

B

&F

Ly :

P
GRS

1% & Bluetooth LE SMP il %% 244

O e
iy

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

Wi i ¢

OK

<auth_req>: AJFER.
0: NO_BOND

1: BOND

4: MITM

8: SC_ONLY

9: SC_BOND

12: SC_MITM

13: SC_MITM_BOND
<iocap>: # AfHiAE ST,
0: DisplayOnly

1: DisplayYesNo

2: KeyboardOnly

3: NolnputNoOutput

4: Keyboard display

<enc_key_size>: JIEHHKIE. SHTLH: [7,16]. B

<init_key>: ZA R BRI LR E 4 -

<rsp_key>: ZANLUREAL AL I % 4 o
<auth_option>: “ZZ4 AL :

0: HBERR LI

L QAR TEYA W 2 2 R E 255, WIS iEs: .

<init_key> il <rsp_key> S A H AU

Bit0: FH A2 4047 U 2 A 7 285 ) T 2 25 40 5
Bitl: TR Hw i s A i 240 ) IRK %47 ;
Bit2: [T 3t b 25 1A B 254 ) CSRK 454 ;

Bit3: T A A b 2 AF R B 25 4H ) link %% (/T Bluetooth LE il BR/EDR A7 ) .
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il

AT+BLESECPARAM=1,4,16,3,3,0

3.4.34 AT+BLEENC: % Bluetooth LE Jjii%8i 2K
E WA

Jyiig:
LSRN

[

’ AT+BLEENC=<conn_index>, <sec_act>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
e <sec_act>:

0: SEC_NONE;

e 1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;

3: SEC_ENCRYPT_MITM.,

A
o fERA AT, W ERESE. B SRR .

il

AT+RESTORE
AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADDR?

AT+BLESECPARAM=1,0,16, 3,3

AT+BLESETKEY=123456

AT+BLEADVSTART

// £ H Bluetooth LE # & app % # client B ESP32-C3 & % # 7 Bluetooth LE # ¥
AT+BLEENC=0, 3

3.4.35 AT+BLEENCRSP: |05 %} 5 25 F e if e i =R

BE WA

g
I A2 S0 S A 6 A AL AT RO i 2K

e
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’AT+BLEENCRSP:<conn_index>,<accept>

W

’OK

e <conn_index>: Bluetooth LE i£3:5-, JER: [0,2].
* <accept>:

* 0: $E4;

o 1.

)
« EFIAASIE . AT AR R ARG e R4

+BLEAUTHCMPL: <conn_index>, <enc_result>

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
e <enc_result>:

o 0: i XS L 5

o 1 M R

il

AT+BLEENCRSP=0, 1

3.4.36 AT+BLEKEYREPLY: #3%}J5 #0554

LA

R

itk
[] A2 Bt %o 54

’AT+BLEKEYREPLY:<conn_index>,<key>

W i <

[ox

S

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
 <key>: FLXIEEH.

il

AT+BLEKEYREPLY=0, 649784
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3.4.37 AT+BLECONFREPLY: #5%f s ISR G (165840 BE)

BeE WA

Jyiig:
[ 5 E X 25 24

s

’AT+BLECONFREPLY=<conn_index>,<confirm>

i) o
[ox
» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
¢ <confirm>:
e 0: 75
o 11 B
il

AT+BLECONFREPLY=0, 1

3.4.38 AT+BLEENCDEV: #%iggfi) Bluetooth LE Jjiiss 5 bl
s

ik
i) 46 5E 1) Bluetooth LE J%5 15 £ 1 %

AT+BLEENCDEV?

W i :

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

o+ <enc_dev_index>: CL4J T iRAMIERS . ESHA—E LT A AT+BLECONN %5 11 Bluetooth
LE #3235 F P conn_index %k, JLF: [0,14].
o <mac_address>: MAC Hifil-,

Bl

* ESP-AT iR AWSIE 15 ks, WRIEMBEHERIT 154, AR E & E SR
BREMF M 0 | 14 SR 162 BB (E S .
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il

AT+BLEENCDEV?

3.4.39 AT+BLEENCCLEAR: {5k Bluetooth LE Jjis 3 $5 514

BEE A

i

ML EHRES 2 H R — B S e
[

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
O 83 2 4 s P i A 5

A .
"ﬂé’\'

’AT+BLEENCCLEAR

Wi 3% ¢

’OK

« <enc_dev_index>: 4} EXSMIERES .

il

AT+BLEENCCLEAR

3.440 AT+BLESETKEY: % Bluetooth LE &52AsHCNf %540
AR A

itk

]:‘é?i’aj Bluetooth LE ¥ A B B4, £X%&E, N AT KE -1

A

’AT+BLESETKEY?

Wi 3% ¢
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+BLESETKEY:<static_key>
OK

Pa-

S

Yytig:
M i Bluetooth LE #3315 &~ Bluetooth LE #2524

O e
iy

’AT+BLESETKEY:<static_key>

W 3% ¢

[ox

S

» <static_key>: Bluetooth LE F#ZSARNT4H .

il

AT+BLESETKEY=123456

3.4.41 AT+BLEHIDINIT: Bluetooth LE HID il #4514t
Ao A

i
#if Bluetooth LE HID P FI#R L1 &L

T

AT+BLEHIDINIT?

Wi i ¢
HARMIIGAE, W AT & 0]

+BLEHIDINIT:0
OK

HORMAIL, W AT &

+BLEHIDINIT:1

¥4 4k Bluetooth LE HID i
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’AT+BLEHIDINIT:<init>

e <init>:
o 0: HUJlY Bluetooth LE HID sl (#T 444k ;
* 1: ¥J4f1k Bluetooth LE HID /33,

Bl

« Bluetooth LE HID J&:%: 5 il GATT/GAP 4 [a] i i .

2N

AT+BLEHIDINIT=1

3.4.42 AT+BLEHIDKB: ‘%1% Bluetooth LE HID #3515

gﬁ

CELA

Dyt
KRREFER

O e
iy

’ AT+BLEHIDKB=<Modifier_keys>, <key_1>, <key_2>,<key_3>,<key_4>, <key_5>, <key_6>

Wi 3% ¢

[ox

S8

« <Modifier_keys>: 2H {5,
o <key_1>: #fUHY 1,
o <key_2>: HUMY 2,
o <key_3>: #fUHG 3,
o <key_4>: HEUAY 4.
o <key_5>: HHUHY 5.
» <key_6>: HHUIY 6.,

e

o LTSNS E, 2% Universal Serial Bus HID Usage Tables /) Keyboard/Keypad Page Z75.
o FHILA A5 10S PR E., REYR S TR BT MFLIAGIE.
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il

AT+BLEHIDKB=0,4,0,0,0,0,0 // BB NF K& "an

3.4.43 AT+BLEHIDMUS: % 3% Bluetooth LE HID Uk EL
wE WA

i
KAk AR E S

[

’AT+BLEHIDMUS=<buttons>,<X_displacement>,<Y_displacement>,<wheel>

o <buttons>: bRk,

» <X_displacement>: X {iif%.
« <Y_displacement>: Y {ii#%.
o <wheel>: &,

B
» T £ HID f#r{5 )8, , i 22% Universal Serial Bus HID Usage Tables ft] Generic Desktop Page #1 Application

Usages &7
o B4 10S PP E., REYR S IR BT MFLIAGIE.

il

AT+BLEHIDMUS=0,10,10,0

3.4.44 AT+BLEHIDCONSUMER: ‘%1% Bluetooth LE HID consumer {5 .
BE WA

Dyie:
%1% consumer 13 B,

e

’AT+BLEHIDCONSUMER=<consumer_usage_id>

Wi i ¢

’OK
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BH

» <consumer_usage_id>: consumer ID, %[l power. reset. help. volume %, /{1 2% HID Usage Tables
for Universal Serial Bus (USB) H1[#) Consumer Page (0x0C) 7,

Bl
o BAEIArS1T 108 PR ACH., R T E e i MFLIAGIE.

il

AT+BLEHIDCONSUMER=233 /) BB EE

3.4.45 AT+BLUFI: Jf 53k 5% ] BluFi
Ay

i
#if BluFi ARES

AT+BLUFI?

Mjn] oz <
# BIuFi RIT/H, WM :

+BLUFI:0

OK

# BluFi &P /E, Mg mE -

+BLUFI:1

OK

EmA

&E

Ly :
T ECK ] BluFi

O e
iy A

’AT+BLUFI:<option>[,<auth floor>]

Wi ¥ :

[ox
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BH

e <option>:
— 0: 5[] BluFi;
- 1: 7F)3 BluFi,
« <auth floor>: Wi-Fi iAUFBEECEE, ESP-AT A& R FIIER LT M SIER) AP:
- 0: OPEN (¥#ki\);
WEP;
: WPA_PSK;;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN R W =

(L]

* 4 HUBEAE Bluetooth LE SRAIIAAL 0L FHF = 5¢ 7] BluFi (AT+BLEINIT=0).

© MR HAFRPERE , HUEGEH BluFi DiBERT, JokiRAT+CWMODE=0/1 fiv 925 SoftAP. fEAR
TIRE AT, WP RE A7 S0

* BluFi [iS[¥ )55 %1% AT+BLUFI=0 fii< X BluFi, PAREBT .

il

AT+BLUFI=1

3.4.46 AT+BLUFINAME: #if)/i% % BluFi %454/
far A

hfik:
¥t BluFi 44 K

Py
A

AT+BLUFINAME?

Wi i ¢

+BLUFINAME: <device_name>
OK

S

N

R

&

i
TCE BluFi #4544 75

A

’ AT+BLUFINAME=<device_name>

W i :

[ox
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BH

+ <device_name>: BluFi #4544 %5,

Bl

© W ¥ E BWF B 4 FR, AR AT AT+BLUFI=I fir % Wl BB, 75 WRF 68 ) KA 44 Fx
BLUFI_DEVICE.

* BluFi i@ A AR KK 26 F5,

* Blufi APP u] DATERY R E A R 2K

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.47 AT+BLUFISEND: % 1% BluFi J ) 5 2 SCEcbs

)E’J

CE A

i
ik BluFi J 7 H 5E a4 FHlim

’AT+BLUFISEND:<length> ‘

Response:

Fi5 > FOR AT RGP D8, BERMET DS AR, 4 8i KA EI 240 <length> [H{ERT,
THa & s .
AR R, R -

OK

- <length>: HEKE, B .
B

o [ SCBdRM K AN AR 600 AT,
o QIR ESP YL B FHLAERIH P E & L8, B4 PA +BLUFIDATA: <len>, <data> #&x{{T I,

2Nl

AT+BLUFISEND=4
/)RR ST FEE, M 4 FHEHEENT, o234, REEEL W EH KX E S FAN

Espressif Systems 142 Release v2.3.0.0-esp32¢3-965-gb2f842c6f6
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-965-gb2f842c6f6

Chapter 3. AT Ay d4E

3.4.48 AT+BLEPERIODICDATA: i Bluetooth LE J VL) #k &
BeE WA

Yitig:
BEE FEIAYE T 1 .

xS

’AT+BLEPERIODICDATA=<periodic_data>

* <periodic_data>: {14 HREIE, S 16 SEHI AT a0, AARBRCE TR “O0x11 0x22 0x33
0x44 0x55”, N34~ AT+BLEPERIODICDATA="1122334455",

il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.449 AT+BLEPERIODICSTART: JI )3 )5 010k #5&
PR A

yiig:
FEIE R 1% .

iz

’AT+BLEPERIODICSTART

i )7 :

[ox

|

CFEJF MR M M MR )T B Z oW, R OE L JF R YRk VR KA
ADV_TYPE_EXT_NOSCANNABLE_IND,

il

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // % B FH #A M )~ % K #
AT+BLEADVPARAM=32,32,5,0,7,0 // #B¥ B #45 K
AT+BLEADVSTART // FE ¥ B &

AT+BLEPERIODICSTART // FF B A # ¥ &
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3.4.50 AT+BLEPERIODICSTOP: 2 1| & 0P ) #5 Il 2
T4

Yitig:
5 E AR 4%

A

’AT+BLEPERIODICSTOP

Py o7 =

’OK

il

’AT+BLEPERIODICSTOP // fE Ok BB E

3.4.51 AT+BLESYNCSTART: JI 55 I 206 R 00PE ) 8
BEEm A

yiig:
SIEESAT R R R

fir 4

AT+BLESYNCSTART=<target_address>

W] 7 2

+BLESYNC:<addr>, <rssi>, <periodic_adv_data>
OK

B4
o <addr>: $E45 AR

o <rssi>: (570 )F
 <periodic_adv_data>: J& M) R

BEW]
o TETFR IR $R R 2 21, T 2R EF Bluetooth LE fM I RERFLEUEST .

il

AT+BLEINIT=1
AT+BLESCAN=1 // F 4 HH#
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH EAHME S EHF
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3.4.52 AT+BLESYNCSTOP: £ 1k 80Pk ) Bkl 2B
P4

Yitig:
5B AR 4R R 25 2R

xS

’AT+BLESYNCSTOP

Py o7 =

’OK

B
o QAR RS BLE SIIRER ], AR EITET R R 2 D ie i bl B Bk

il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.53 AT+BLEREADPHY: 7% if) % i 808 Nl i PHY

AL H R G B9 PHY

Py
A

AT+BLEREADPHY=<conn_index>

W] 7 2
QR ), R

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WRA R, &)

+BLEREADPHY : -1
OK

ZH

o <device_addr>: ¥ i 45 ol
e <tx_phy>:

e 1: IMPHY.

e 2: 2M PHY.
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¢ 3: Coded PHY.
e <rx_phy>:
1: IM PHY.
e 2: 2M PHY.
3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // #F # ¥ 7] % # & PHY

3.4.54 AT+BLESETPHY: % MiiZ8:1y PHY

wE Y HIERE R PHY.,

D e
Ill]é’\.

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

] o 2
QR ), R

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERAL RN, R[]

+BLESETPHY: -1
OK

S8

o <device_addr>: X ikl
e <tx_rx_phy>:

e 1: IMPHY

e 2: 2M PHY

¢ 3: Coded PHY

il

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k
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o AT+MQTTUSERCFG: %% MQTT H F @

o AT+MQTTLONGCLIENTID: #%'& MQTT & Fi ID

o AT+MQTTLONGUSERNAME: & MQTT % Fii F 744
o AT+MQTTLONGPASSWORD: ¥¢'& MQTT %l 555

o AT+MQTTCONNCFG: '8 MQTT 42 @ 1t

« AT+MQTTALPN: %% MQTT [ )2l Hrrg (ALPN)
o AT+MQTTSNI: #£% MQTT JR4254FrF57 (SNI)
o AT+MQTTCONN: j#3% MQTT Broker

« AT+MQTTPUB: J)7i MQTT j§ 8 (FfFH)

o AT+MQTTPUBRAW : %:7iH MQTT ji4 &

o AT+MQTTSUB: 1] i MQTT Topic

o AT+MQTTUNSUB: Hji§37 % MQTT Topic

o AT+MOQOTTCLEAN: WiF MQTT %4

o MQOTT AT 441275

o MOTT AT %W

351 v

WY BOAR AT &SRO NI AT frd. WREORTE 2 ESP32-C3 328 MQTT fipd-, 1 H
1747 ESP-AT 142, (e TP TS TAR HLEHE:

* 2/ Component config->AT->AT MQTT command support

3.5.2 AT+MQTTUSERCFG: ¥ MQTT ;)@ tk

BeE MQTT A stk

Py
A

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W i3 ¢

OK

BH

o <LinkID>: 4HFi{{ 3 $¥# link ID 0,

e <scheme>:
— 1: MQTT over TCP;

: MQTT over TLS (AREGIUEF ) 5

: MQTT over TLS (#:% server iIE 5 ) ;

: MQTT over TLS (#24t client 3iF45) ;

: MQTT over TLS (#:5& server JIF 57 HE2E client IF ) ;

: MQTT over WebSocket (5T TCP);

: MQTT over WebSocket Secure (ET TLS, ANRILGIFF ) ;

: MQTT over WebSocket Secure (7T TLS, K% server iE1);
— 9: MQTT over WebSocket Secure (3T TLS, #t client iE);
— 10: MQTT over WebSocket Secure (ET TLS, ®5& server IF-57f HELE client JEf).

o <client_id>: MQTT & i ID, K E: 256 F5.

|
0NN WL kAW
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<username>: 744, FT &R MQTT broker, f KK JE: 64 Fh,
<password>: %15, TR MQTT broker, fHAKE: 64 %7,
<cert_key_ID>: jE ID, Hpj ESP-AT {{ 3£ cert IE45, S5H 0,
<CA_ID>: CAID, H#iESP-AT {37 H—4 CAET, S%0h 0.
<path>: BEJEEKAE, HORKEE: 32 5.

st

o ok AT G QR B K BN BERE T 256 775 .

* QIR <scheme> WL 3. 5. 8. 10, N TEIMRSFAFHIUEBAROY , WHEAIXAT+MOTTCONN fiy
A HIH P ESP32-C3 CLARIE M aif ). (AT A& IEAT+CIPSNTPCFG fig QR SNTP,  ZRH Y
HIF IR, %2 3&AT+CIPSNTPTIME? iy 253 24 R I H] - )

3.53 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID

gﬁ

CEA

Ly :

W MQTT % )i ID
e

AT+MQTTLONGCLIENTID=<LinkID>, <length>

Wi % ¢

OK

>

ik R AT EHER S MQTT % F i 1D, IS STT DA AR Py 1D, 24 AT 50310 % P i
ID KJFiLF| <length> )5, &MH:

OK
S

o <LinkID>: 47i{¥ 374 link ID 0.

o <length>: MQTT % J i ID K 2. JEE: [1,1024].
B

» AT+MQTTUSERCFG iyt n] ABEE MQTT % P ID, — 33 2 [ 2E 5 45
— AT+MQTTLONGCLIENTID fiy4 7] DAJH R 15 EAH XT3 K % P 1D, (R NAT+MQTTUSERCFG
AR EEZ IR
— NAERE AT+MQTTUSERCFG & Fidi il AT+ MOQTTLONGCLIENTID

3.54 AT+MQTTLONGUSERNAME: ¥ MQTT %k 1 #4

S

)F\.

CEL A

i
BE MQTT 744
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AT+MQTTLONGUSERNAME=<LinkID>, <length>

Wi % ¢

OK

>

FRm YRR AT SR LI MQTT M 4%, TR DA A MQTT 44, 4 AT #0531 MQTT
H P2 K ERT) <length> J5, i&[H]:

OK

o <LinkID>: 4{{% 3 #F link ID 0,
» <length>: MQTT i K&, JEH: [1,1024],
el
* AT+MQTTUSERCFG fip AT AR E MQTT H 44, & Z M2l a4 :
— AT+MQTTLONGUSERNAME x4 ] DA S5 AR K 1 4%, P2 AT+MOQTTUSERCFG i

K ZBR .
— VAE B AT+MOQTTUSERCFG J5 T Jl AT+ MOTTLONGUSERNAME ,

3.5.5 AT+MQTTLONGPASSWORD: ¥ ¥ MQTT %k #6%

)E’J

CE

Ly :
BE MQTT %14

P
“ﬂé?‘

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <

OK

>

AW AT CLE A0 MQTT 7, BLAETIARI A MQTT 8675, 24 AT B2lH] ) MQTT 579
KERF <length> )5, 1&[MH:

OK
BH

e <LinkID>: 4{{{¢ 5 # link ID 0,

o <length>: MQTT 3K &, JLF: [1,1024].
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|
* AT+MQTTUSERCFG g -] AU MQTT %56, 35 2 [a) ) 22 HL 45 -
— AT+MQTTLONGPASSWORD W] DA H SR B BAHRT R K %0, AT+ MQTTUSERCFG fin
JEZIR
— VAR BAT+MQTTUSERCFG J5 T4 Fil AT+ MOTTLONGPASSWORD.

3.5.6 AT+MQTTCONNCFG: ¥ MQTT ZEE:EPE

WE MQTT 2 &1

[k

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

o <LinkID>: 437{¢ 4% link ID 0,
o <keepalive>: MQTT ping #BHFHFE], B #b. JER: [0,7200]. BRIAE: O, S@mEInch 120 7.
* <disable_clean_session>: % MQTT {HFH & iiind, A XZSHMELFEIES% MQTT 3.1.1
M 1Y Clean Session 2577 o
- O: flRETE PR &h
- 1 RIS
o <Iwt_topic>: jHilE topic, F KK : 128 7.
o <Iwt_msg>: j5ilE message, H[AKE: 128 FI5.
o <Iwt_qos>: #lE QoS, ML 0. 1. 2, BRAE: 0.
o <Iwt_retain>: 5V retain, SEAIFE OB 1, BRINE: 0.

3.5.7 AT+MQTTALPN: ¥ MQTT )2V (ALPN)

B s

i

E MQTT [ ZHLHT (ALPN)
sy

’AT+MQTTALPN:<LinkID>,<alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">]

Wi i ¢

’OK
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BH

« <LinkID>: 4i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &1, L [0,5].
— 0: J%[% MQTT ALPN i &
- [1,5]: i%E MQTT ALPN Jii &
* <" alpn” >: FRFRSEL, FR ClientHello 1) ALPN, ] PRI PAKIEZ A~ ALPN B3I 5545

B
o B AT S KJEN/NT 256 75,

o HAG7E MQTT H:F TLS 5§, WSS i, MQTT ALPN B A &A%,
o WAEE B AT+MQOTTUSERCFG J5 5 Jf| AT+ MQTTALPN ,

2N

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt—-ca.cn", "mgtt-ca.us"

AT+MQTTCONN=0, "192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: ¥ MQTT Jit 5525 #hrfas (SNI)

LA

-t

yite:
BEE MQTT 4522 R4~ (SNI)

O e
“ﬂ4>°

’AT+MQTTSNI:<LinkID>,<"sni">

W i ¢

[ox

S

o <LinkID>: 47i{Y 3745 link ID 0.
o <” sni” >: MQTT RS #4367 . 0] PALE ClientHello HRFH & 3% B AR 5545 o

Bl

o B AT fr o KIZV /T 256 775,
o JUATE MQTT 51 TLS 5 WSS It}, MQTT SNI “F B A A5
o WHEK B AT+MQTTUSERCFG i ¥ ] AT+ MQTTSNI ,

il
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AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

3.59 AT+MQTTCONN: ¥:$% MQTT Broker
iy A

Yytig:
P ESP32-C3 ¢4 L #4421 MQTT broker

A

AT+MQTTCONN?

W

+MQTTCONN: <LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>
OK

)E’J

SRR

Jriie:
42 MQTT Broker

’ AT+MQTTCONN=<LinkID>, <"host">, <port>, <reconnect>

W i <

[ox

o <LinkID>: 24Hi{l 3 $¥F link ID 0,

e <host>: MQTT broker 1844, KK E: 128 F37,
» <port>: MQTT broker 3 1, KT 65535,
 <path>: BEJFpRAT, mORKEE: 32 5475,

e <reconnect>:

- 0: MQTT A [ EiE. 41R MQTT B2 HEHE 5 XTI, W TCTAFHICGE A iy & BB L T 2

BHREBI R IEAT+MOTTCLEAN=0 i 5 E, HEHRCESE, FHELHmiER:.
- L MQTT H3H %, SIHFERZ NI,
o <state>: MQTT JIRZ:
- 0: MQTT RAJ4H1L ;
1: BB AT+MQTTUSERCFG;
2: BB AT+ MQOTTCONNCFG;
3. RO W
4: LIRS
5 EER:, HAITH topics
6: CERE, ST topic,

¢ <scheme>:
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1: MQTT over TCP;
2: MQTT over TLS (AfEIGHIET ) ;
3: MQTT over TLS (#¢ S'A server JIE45) ;
4: MQTT over TLS ($Zfit client JIFF5) ;
5: MQTT over TLS (&B & server IE 7 HAEME client JEH) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (3T TLS, AIIET);
8: MQTT over WebSocket Secure (T TLS, L server IET5);
9: MQTT over WebSocket Secure (3T TLS, #2{it client JE33);
10: MQTT over WebSocket Secure (3T TLS, 5 server §iE F57 H3ZME client §IE45) .

3.510 AT+MQTTPUB: %4 MQTT iii& (‘45Hh)

e
i1 topic 7’;2%’5 MQTT PR B . QRS AA R BRI B 2, Tl T A AT KA
BI{E 256 F47, HE{HHAT+MQOTTPUBRAW 54>,

e

’AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain> ‘

o <LinkID>: 473723745 link ID 0,

» <topic>: MQTT topic, f REKE: 128 Fi7.

o <data>: MQTT FZ&FHEHE.

* <qos>: KN ER QoS, ZHMH 0. 1. w2, BKIAE: 0.

e <retain>: K7 retain,

st

« BRAC AT i S SEARGEREAL 256 “7 15
o RAQANBEIIEEAE \0, FRE AR, W AT+ MOTTPUBRAW fiy %

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0, 1, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0 //_
SKBEREAH, FEERAFHARELFTEH L.

3.511 AT+MQTTPUBRAW: %4t MQTT ikl
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i topic KA MQTT 1o QRS AATIHE B AT D, ART % AT iy 2RI ERIE 256
FAy, WA DA AT+ MQTTPUB 154>

.
"Il/?\‘

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <gos>, <retain>

W i :

OK
>

P > n AT HERSFHCR 8, U 0T DA AR, 4 8s KRB S 40 <length> HYEIT,
BT in.

ekl sy, W AT i a -

’+MQTTPUB:OK

AR, W) AT 3R Ja -

’+MQTTPUB:FAIL

ZH

e <LinkID>: 4Hi{Y % $F link ID O,

o <topic>: MQTT topic, FRKJE: 128 Fi7.

* <length>: MQTT J5§E K, AN[H ESP32-C3 B4 11 e KK A2 2w I H WA BR i .
o <qos>: KTA{HEN QoS, ZHm#E 0, 1. =2, ERIAE: 0.

» <retain>: K 7f retain,

3.5.12 AT+MQTTSUB: iT] MQTT Topic
iy A

i
AT FIHY topic

A

AT+MQTTSUB?

W

+MQTTSUB: <LinkID>, <state>, <"topicl">, <qos>
+MQTTSUB: <LinkID>, <state>, <"topic2">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <qos>

OK

)E’J

SRR

Uik
1148 2 MQTT topic (38 E QoS, XTI HZA™ topic (2 ZHF1T 1 10 4> topic) .

A e
“ﬂ/?'
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’AT+MQTTSUB:<LinkID>,<"topic”>,<qos> ‘

W

[ox |

2 AT 2 ST topic 1) MQTT RIS, 1R [u]:

’ +MQTTSUBRECV:<LinkID>, <"topic">, <data_length>,data ‘

AT Pgid i topic, NIk [A]:

’ALREADY SUBSCRIBE ‘

%

e <LinkID>: 4Hi{Y % $F link ID 0,
o <state>: MQTT JRE:

- 0: MQTT FKWI4H1k:

- 1: X EAT+MQOTTUSERCFG;
: BB AT+MQTTCONNCFG;
DRI
D AR
c BERE, HARITTH topic;

- 6: iR, CiT kRt MQTT topic.
* <topic>: ][ topic.
e <qos>: J][HHY) QoS.

|
WA W

3.5.13 AT+MQTTUNSUB: Hii§iT 5 MQTT Topic

B PURBGHTTRARE topic, ATZYTHMAAS, LAGH TR R opic.

e

’AT+MQTTUNSUB:<LinkID>, <"topic"> ‘

W

[ox |

AR Fgidi% topic, MR [A]:

NO UNSUBSCRIBE

OK

BH

« <LinkID>: 437{¢ % link ID 0,
« <topic>: MQTT topic, F KK : 128 F7.
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3.5.14 AT+MQTTCLEAN: WiJf MQTT ¥4

BeE WA

Jyiig:
WioF MQTT 34, B .

s

’ AT+MQTTCLEAN=<LinkID>

W

’OK

o <LinkID>: 47i{¥ 3% link ID 0,

3.5.15 MQTT AT i

MQTT 4224 L ERR CODE: 0x<%08x> JEFLF] B,

$EIRIER B
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E

TodkEL
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x2-ZFn
SEIRFER $EIxRAD
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT _MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052
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3516 MOQTT AT #:M

o ki, AT MQTT @iy &#RHE 10 FR NN, {HAT+MQTTCONN 4 Fhbh. Flan, ansfi&hisAs
RE_ LM, Ay AAT+MQOTTPUB 4345 10 BRI, {HAT+MQTTCONN fis A5 M 4 R AT LR
A BB 5 2T 22 W I [a] FH R S AR AR ..

o WIERAT+MQTTCONN J&3ET TLS %48z, MR aag e iy a2 10 #b, ]G i s ) AR PR R T
Bm AL B AR

o 24 MQTT &M RT, £3E/~ +MOTTDISCONNECTED : <LinkID> JH &,

o 24 MQTT E# LI, £3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JHE .

3.6 HTTP AT &4

o /2B

o AT+HTTPCLIENT: %1% HTTP % Pk sk

o AT+HTTPGETSIZE: #FEt HTTP % JE K/

o AT+HTTPCGET: #Ht HTTP %

o AT+HTTPCPOST: Post &5 EE1Y) HTTP %z
o AT+HTTPCPUT: Put #5:2 BEfr) HTTP % f

o AT+HTTPURLCFG: % & /38K 1) HTTP URL
o AT+HTTPCHEAD: £%/#5i] HTTP i3k 3k

o HTTP AT 4274

3.6.1 #ir#

WP BN AT R SRR I TUR R T AT fiv%. SR EORTR 28 ESP32-C3 S #F HTTP iy, H
1747 ESP-AT 142, {E55 TP TS TAR ks

e 28] Component config->AT ->AT http command support

3.6.2 AT+HTTPCLIENT: % 3% HTTP % )ik

- :
BEEmA
Wi

AT+HTTPCLIENT=<opt>, <content-type>, <"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">][,<"http_reg header">][,<"http_reqg_header">][...]

Wi i ¢

+HTTPCLIENT:<size>, <data>

OK

o <opt>: HTTP & imig k.
- 1: HEAD
- 2: GET
- 3: POST
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- 4: PUT
— 5: DELETE
* <content-type>: & i KA A -
- 0: application/x-www—form-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3! text/xml
* <” wrl” >: HTTP URL, H4/5THY <host> Ml <path> ZHCHZEM, RS & ANEHEXN NS
e <” host” >: 445 IP #idik.
o <” path” >: HTTP {42,
* <transport_type>: HTTP % FuffEHiZeaL, EIMEN 1
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: ¥ <opt> @ POST i sKIf, ASHC N KikL HTTP R 55450 8. 4 <opt> A2
POST i3RI}, ENSEAFE (W, ARFEHMAZSRERAXNSE).
+ <” http_req_header” >: 1] KiEZ AR LGRS,

|

o WRALS URL HYRE S S MK BEEE T T 256 #1715 48l HAT+HTTPURLCFG fir % Tl ¥ URL,
RIGAMA BN <"url"> ZHFERER "".

o QR url ZHOR A, HTTP % P B I 28 host S50 path 24 W url S40i4
WS B4R A S, HTTP % il host S50 path Z44.

o BLEC T R A 0 [E 1 BRAOAAS SCRE HTTP % i 4 (PRI 1 WLESP-AT [ #F 2 %) , {H @ w i PA
FTHRMMH L Z 4 . /build.py menuconfig > Component config > AT > AT http
command support, REHIFMH (FIFRH LAk F ESP-AT T.42) .

o ZMAANCEE URL EE W], FEARIUEIIRSS #51R BRI ASAS 301 R AMEE M) 5034 302 (s
FHEM) A2 BB RH URL Btk . GmT DA 528 T B AR ICE 7 ) i 55 B URL, SR )58
HZAa VI E .

o WERALS <"data"> SHIWEE LSRR T 256 277, W HAT+HTTPCPOST 14 .

o TREE LM HTTP i3k 3k, W AT+ HTTPCHEAD iy 4.

2N

// HEAD % K
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET 3 %k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST % K
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org","/post", 1, "fieldl=valuels
—~field2=value2"

3.6.3 AT+HTTPGETSIZE: 3L HTTP ¥i 5 k/D

v

7

X7

JURTiRS

2
%

Eld

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

W 3% <
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+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEGAFE /N B FA7, BRAME: 2048, FEME: [0,10240].
o <rxsize>: HTTP BULZEF I/ BT F37. BRIAE: 2048, JEF: [0,10240].
o <timeout>: [ZGARNT. FAL7: ZFb. BRIAE: 5000, FEFE: [0,180000].

o <size>: HTTP &EFE K/,

Bl
* WPRALE URL YRS QYKL T 256 5717, 5B AT+ HTTPURLCFG iy 4 TilC # URL,

SRIF AR <turl> SHETEREY .
» WAL E HITP itk s, Wl IIAT+ HTTPCHEAD - B

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.64 AT+HTTPCGET: Il HTTP ¥iji

v

H

N

EanA

¥

=4

A

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i ¢

+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KiEGAEI/N. BAfL: 5, BRIAE: 2048, i : [0,10240],
o <rxsize>: HTTP BURZEF I/ BN F37. BRIAE: 2048, JEF: [0,10240].
o <timeout>: RIZGHEEM. B ZFb. BRAME: 5000, JEREI: [0,180000].,

L]

o WSRAE URL (RS S I K L T 256 547, I 5EMHAT+HTTPURLCFG fis % Wilid & URL,
IRIGARMAEY) <"url"> SETREN ",
© WEPREARBIE HTTP 352Kk, W AT+HTTPCHEAD fis % H .
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3.6.5 AT+HTTPCPOST: Post $55% K iy HTTP it

B A

PI

?

%

=)

i)

AT+HTTPCPOST=<"url">,<length>[, <http_reqgq_header_cnt>] [, <http_reg header>..<http_
—req_header>]

W

OK

>

g%‘ >;§/T AT HER IR DB, BT DU A, AR K R B S 40 <length> HYENT,
i—FEJﬂ: H o

o ek, R e

’ SEND OK

RN, IR

’ SEND FAIL

e <” url” >: HTTP URL,

* <length>: 5§ POST [¥] HTTP $fa 3. s KA ST R G0 ] 43 Be i e 25 1R R/
» <http_req_header_cnt>: <http_req_header> ZEHIE=.

* [<http_req_header>]: HTTP iRk, WAk A RLA RS 45

o WRALE URL ARG a2 YK 1 256 747, 5L AT+ HTTPURLCFG fin % TilC . URL,

@U:Zl—‘nuviﬂﬁ <"url"> SFEREN .
Zen A0 content —type BRAKHIK appllcatlon/x www—form-urlencoded,

. ﬁn%@ﬁuﬁ HTTP #3R3k, §5diJJAT+HTTPCHEAD i 3-8

3.6.6 AT+HTTPCPUT: Put 5 KR HTTP i

%

NI

AL R
At

=’>

AT+HTTPCPUT=<"url">,<length>[,<http_req header_cnt>] [, <http_reqg _header>..<http_req_
—header>]

Wi i ¢

OK

>

(13 » 27 AT HEAFFARGH T, ISPV ABR, S8 RIGSBIBHC <1engen> 0,
I 1.

Ay, MR :
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’SEND OK

R, R [a -

’SEND FAIL

e <” url” >: HTTP URL,

o <length>: 75 Put [ HTTP Fd . B R K ST RG] BL e B/
 <http_req_header_cnt>: <http_req header> ZEEE .

* [<http_req_header>]: HTTP if3Kk. W] KEZMERLLG M54

B
AR URL (R A ar M KR 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hilid & URL,

?ﬁ)ﬁzlgéﬁé\iﬂ/ﬂ <"url"> i}ﬁ%%&ﬁyg nu
o QERGARBCE HTTP 355Kk, W5 AT+HTTPCHEAD iy %35 .

3.6.7 AT+HTTPURLCFG: ¥ ¥H/3HK:K) HTTP URL

AT+HTTPURLCFEG?

Wi

[+HTTPURLCFG:<url length>, <data>]

AT+HTTPURLCFG=<url length>

Wi ¥ <

OK

>

P > 3R AT HERAFHCR D8, U T AR A URL, 488 K AT S 4L <url length> [
{EHI, RGLRME

SET OK

+ <urllength>: HTTP URL KJi. FAfi: 7.
~ 0: jE HTTP URL Jii& .
— [8,8192]: & E HTTP URL Jit ¥ .
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 <data>: HTTP URL ¥ .
3.6.8 AT+HTTPCHEAD: ¥:d/#vif) HTTP Kk
Aifar A

[k

AT+HTTPCHEAD?

W

+HTTPCHEAD: <index>, <"req_header">

OK

YL
23

-

E:
4

=

AT+HTTPCHEAD=<req_header_len>

W

OK

>

5 > Fon AT HER I AT 4 D8, BURHERT A A HTTP 53Rk 3k (R3kh key: value JE
X)), YEIEKIERFSH <req_header_len> [WEHK, AT R :

’OK

S

o <index>: HTTP iEK3LMZEBIE.
¢ <” req_header” >: HTTP i3k,
 <req_header_len>: HTTP iR BE, Bl F7,
- 0: JERRFTA EBEE R HTTP ik 3k .
— HAfE: BE—ANHT HTTP 35K 3k .

Bl

o KSR HEERE— HTTP 3Kk, HATAZWRIEEE, LN ARRA HTTP 3K 3k .

o Ay AHLE R HTTP 35k k2 mkny, —Hi%E, Frf HTTP [ AaR e X sk ok

o AREGABEER HTTP #3K ki) key (R FIHE HTTP A5 Rk iy key A, NS0 A
A BEE ) HTTP 35k 3k .

il

/] % E#E kK
AT+HTTPCHEAD=18

/) EWE ">t FEE, AT H Range ERL, THRIERMW 256 MFH .

Q)
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(£ L£50)

Range: bytes=0-255

// T # HTTP % &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
—html"

3.6.9 HTTP AT 5%i%tng

e HTTP % i :
HTTP & FimfEiReS | k3
0x7000 ST
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed

o HTTP R4 58:

HTTP fRS5=asEiRS | ithA

0x71f4 Internal Server Error

0x71f5 Not Implemented

0x71f6 Bad Gateway

0x71f7 Service Unavailable

0x71f8 Gateway Timeout

0x71£9 HTTP Version Not Supported

e HTTP AT:
— AT+HTTPCLIENT iy 2 B4R A 0x7000+Standard HTTP Error Code (HWZEH X
Standard HTTP/1.1 Error Code {5 5., 2% RFC 2616).,
- filtn, # AT ZEJH ] AT+HTTPCLIENT fig ik E] HTTP error 404, M<iz B 0x7194 4§80
(hex (0x7000+404)=0x7194),

3.7 XPE&RSE AT w24k

* 23

o AT+FS: U RGHAE
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o AT+FSMOUNT : ¥:#/H#E RS

371 4

Y BOAR AT B SCRRI TR T AT fipd. ARATEZE ESP32-C3 TR U RS Ar %, i HAT%
7 ESP-AT T 42, eSS TP RCE TR BLtd:

* 2/l Component config->AT->AT FS command support

3.7.2 AT+FS: &S0

-t

=

’AT+FS:<type>,<operation>,<filename>,<offset>,<length>

o <type>: HHi{{Z#: FATFS

- 0: FATFS
¢ <operation>:

- 0: JHERSCHE

- 11 B3

- 20 B

- 3 AW

- 4 EWEAE T S, HBCCRRH %

o <offset>: fRfsHihl, VEIXTREERIERE
o <length>: K, (U XHEE#IFRE

|

o KA HEEESUERS . AT+FS U RGHAEE G, AW AT+ FSMOUNT=0 1y 4 #
B RS, KRN E RAM %5[].
o A 45 kEsk at_customize.bin, ¥4H(F E 7S ESP-IDF 43X 3% fildefT f 2 L4 X .

o LR R jt?;kﬁrjcﬁﬁjtd\ AR 7] S B A 0 o
« ¥4 <operator> Fwrite W, RGEIENILAA G EHATIRE] >, HUIHETT DA A B S 1 E0E, X
PR N 5 <length> —F(,

il

/) B EANS X

AT+FS=0,0,"filename"

/) EENMXHRE M 100 LEN 10 FF
AT+FS=0,1,"filename", 100,10

/)N EAN B RS R 0 LR 100 F¥

QS
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(£ L£50)

AT+FS=0,2,"filename", 0,100

/) B AR E KT B R X B
AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: :#/81% FS &5

v

)F\.

CEL A

[

’AT+FSMOUNT=<mount>

E
e <mount>:
- 0: HI# FS & RS
— 1 $E3k FS (R4
el

o AT+FS S RGRAETERUR , SELABUE A & AT+ FSMOUNT=0 fa S HIBSCHE R, HRHK
B RAM %5

hil

/) FHAEXM AR

AT+FSMOUNT=0

/] FEHEBEEXERS

AT+FSMOUNT=1

3.8 WebSocket AT 245

43

AT+WSCFG: TiC & WebSocket Z:%§
AT+WSHEAD: % B /#51f] WebSocket i#3K 3k
AT+WSOPEN : Z51i)/4]JF WebSocket 1443
AT+WSSEND: [fi] WebSocket %422 % 254
AT+WSCLOSE: 5[] WebSocket %3
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381 ¥

gl

BN AT PR SCRFILUUR T 19 AT ay%-. Q1A 28 ESP32-C3 S7Hf WebSocket fiy<-, 1if H

174 ESP-AT 142, (e TP TE TAR HLERE

J2H Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [iLE WebSocket 2%}

-

L
Hacy
53

=

A

[y

AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] [, <auth_mode>,
—<pki_number>, <ca_number>]

Wi i ¢

’OK

&

’ERROR

il

<link_id>: WebSocket 354 ID. i : [0.2], HI& K H =4 WebSocket 14
<ping_intv_sec>: %% WebSocket Ping [8]fF. EAf7: #b. JOE: [1,7200]. BRIA{E: 10, BP: &fE
10 Fb %% —% WebSocket Ping £ .
<ping_timeout_sec>: WebSocket Ping #8i}. BAf7: Fb, JoRE: [1,7200]. BRIA(E: 120, Bp: 120
AU F| WebSocket Pong 41, W 3¢ P 4% .
<buffer_size>: WebSocket Z X K/, B : F5. JGME: [1,8192]. BRIA(E: 1024,
<auth_mode>:

- 0: NAUE, WRHTEFEIETS <pki_number> fl <ca_number> Z4{;

— 1: ESP-AT $#4it7% Pk bk 5545 i CA IE 150 ;

— 2: ESP-AT % ik A CA UE RAR T AR 55 A i U155

- 3: fHEINIE.
<pki_number>: {EFAFEAMERG], WR A —AEBMAL, HAHW A 0.
<ca_number>: CA &3], WHENAG—1 CA, HEN K 0.

WA A W AEAT+WSOPEN 2 BilicE, HUASA3.

WA B CRIE B E A 2B, 1§55 4T 2 PKIBu % .

R <auth_mode> BLE N 2 80 3, N TRIGIRSAFUETA RN, 1ETEKLAT+ WSOPEN %
R £ ESP32-C3 B3R BN M piita] . (50T PAKIEAT+CIPSNTPCFG 14K Be B SNTP,  $RI04 fif
W], A& EAT+CIPSNTPTIME? 6542510 24 By fa] . )

FHEANIER R B : T TLS 89 WebSocket #4% (AL %SH) .
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4096 FF
AT+WSCFG=0, 30, 60, 4096

// B E link_id 4 0 B WebSocket # H W Ping X ¥ W mA 30 #, BH 60 £, ZWHRK._

3.8.3 AT+WSHEAD: ¥:¥/#rif) WebSocket i 2K 3k

AT+WSHEAD?

Wi i <

+WSHEAD : <index>, <"req_header">

OK

v

¥

K

WA
4

Ele

AT+WSHEAD=<req_header_len>

Wi i :

OK

>

V=

Gt

> Fn AT WERF B AT a4 8, B RT DA% A WebSocket 7K 3k (3R 3k M key :

value

ERX), LEIRKE LR S <req_header_len> [EHA}, AT iR[A]:

[ox

o <index>: WebSocket 3R 3L HKS [{H.

» <” req_header” >: WebSocket i53KJk.

» <req_header_len>: WebSocket {E3R3LE, B :
- 0: IHRIFA B ER WebSocket 53K 3k .
— HAfE: BE— 1 WebSocket 13K 3k .

+«
o

|

o RS —IR HBEE —1> WebSocket iRk 3L, (HAPAZIRILKE, XL A FEIF WebSocket 153K 3k .
o AAFATCE R WebSocket 153K 3k @4 mtERy, —Hi%E, T WebSocket iy 2 HR 2 i ixX Loi 3K

N
°

2N
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// % B #F kK
AT+WSHEAD=49

/1 EWE "> FEE, WA T # authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE5OTk6MTIzNDU2Nzg=

// 4T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.8.4 AT+WSOPEN: #rifg/¥IJF—4~ WebSocket ¥:42;

AT+WSOPEN?

M) v :
YA ERER, AT &[0

+WSOPEN:<link_id>, <state>, <"uri">

OK

MW BRI, AT 1R [0

OK

)E’J

S

iy

AT+WSOPEN=<1link_id>, <"uri">[, <"subprotocol">] [, <timeout_ms>] [, <"auth">]

Wi i ¢

+WS_CONNECTED: <link_id>

OK

4

ERROR

BH

o <link_id>: WebSocket i£32 ID, Jul: [0,2], Bk $r= WebSocket iz,
o <state>: WebSocket EREFIIRAS .
— 0: WebSocket & X .
— 1: WebSocket i IFAEE .
— 2: V75T WebSocket %% .
- 3: 32 WebSocket Pong B B SE OB A 4%, IEAESRfFEIE.
- 4: LB AR um WebSocket JEFAIT, TEFE A& 3% % PRI IR 5545 -
e <” uri” >: WebSocket ]2 455 48— AR HAT o
« < subprotocol” >: WebSocket 71/} (2% RFC6455 1.9 #&7).
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» <timeout_ms>: 37 WebSocket JEHZHEAM A . BN ZFb. JEME: [0,180000], BRIAME: 15000,
¢ <” auth” >: WebSocket 54X (Z:% RFC64554.1.12 F545),

il

// uri HZH kB T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvVR1elD3eiVjgZ9VRiaV&notify_self"

PR Z 2% : WebSocket 17 .

3.8.5 AT+WSSEND: [i] WebSocket ¥E+% % 1% B

XA

=

=

A

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

Wi i ¢

OK

>

iR m R s AT EE A AT port 3Es, BURE] DA AZHE , 24 AT 32003 /) B0 K B ik 3
<length> 5, HdE&Htin.

USRS R O AL i I BB, aR (] -

’ERROR

UREE e ), R[]

’SEND OK

S8

o <link_id>: WebSocket i£3Z ID, JulF: [0,2].
o <length>: BIEMBARKRE. B 9. AT RENTRKKEHAT+WSCFG W) <buffer_size>
{EIZ 10 FIZRGEA] 4 Be i s (R NS R PeE - (BORAS T/ IMA) «
» <opcode>: k3% WebSocket i 1 {4 opcode. Ji [ : [0,0xF]. BRIAME: 1, B text i, iF S RFC6455
5.2 BT TR £ opcode.
— 0x0: continuation i
— O0x1: text I
— 0x2: binary i
- 0x3-0x7: FHE IR SR H
— Ox8: 4z KA
— 0x9: ping i
— OxA: pong M
— OxB - OxF: S Hg 45l &
o <timeout_ms>: K iEHIRTEIE]. BALT: ZAP. JEE: [0,60000]. ERIA(E: 10000,
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3.8.6 AT+WSCLOSE: J:[i] WebSocket 4:$%

v

BEE A

XF

v

A

=

’AT+WSCLOSE:<link_id>

W i <

[ox

S

o <link_id>: WebSocket i£32 ID, Jul#: [0,2].

il

// %M ID 4 0 B WebSocket i# ¥
AT+WSCLOSE=0

3.9 &AW AT a7 %

.« 2B
e AT+FACTPLCP: K%K PLCP s/ PLCP

391 #ir#d

% BOAR AT SR SRR IR NI AT fip% . QPRGN 2 ESP32-C3 SCRE 2 Mlikar 4, i H
Fr4miF ESP-AT 142, {Esf AT e T AR B %

* #Jf] Component config->AT->AT signalin