ESP32-C6

ESP-AT |

H

_’_A

D)

ESPRESSIF

Release latest

IRE(E BB
2025 4E 12 A 12 H



Table of contents

Table of contents

1

PNRE
ESP-AT /T4 o
FRBEIL . o

1.1
1.2

1.3

1.4

1.2.1
1.2.2
1.2.3

2
AT HPEFGER © .o
WHBIESR .

BEPFIESE © . o

1.3.1
1.3.2

BEERMESS . o
ESP32-CO-4MB ZF . . . . oo

B 2 1 = P

1.4.1
1.4.2
143

AT [8l
5130

2.1

2.2

3.1

2.1.1
2.1.2
2.1.3

TEATFEE o
B AT IR o o o e e e
Koy AT BRI . . o

1
ESP32-C6-4MB F51| . . . . o

TIT AT BUARETT « o o o o e e

AT BRI © o o e

AT G4
R AT A EE . . o

3.1.1
3.1.2
3.13
3.14
3.1.5
3.1.6
3.1.7
3.1.8
3.1.9
3.1.10
3.1.11
3.1.12
3.1.13
3.1.14
3.1.15
3.1.16
3.1.17
3.1.18
3.1.19
3.1.20
3.1.21
3.1.22

<
AT: JI AT B3l . . . e
AT4RST: EEJEFIEL . . o o
AT+GMR: BEAGEE . . o
AT+CMD: AY Fi SRR I e M SR8 . . oo
AT+GSLP: A Deep-sleep B2 . . . . . . . . . .. .. ...
ATE: FFJEi e AT IRINAE . . . . . o
AT+RESTORE: MR BEE . . . o
AT+SAVETRANSLINK : % #FF#HL Network/Bluetooth LE #&E R EH, . . . . . . .
AT+TRANSINTVL: & EEEEARES IS Lm0 o o oo
AT+UART_CUR: % UART Mpiilait e, Apffs flash .. .00 ..
AT+UART _DEF: %% UART BRIAFCE, fRff®| flash . . . .. .. .. ... .. ...
AT+SLEEP: ¥ EMEIRFII . . . . o o o
AT+SYSRAM: Frifyeasalfi SN . . . . . . o
AT+SYSMSG: BRI/ E RGHTAZE o o
AT+SYSMSGFILTER: U AG M ERE - o .
AT+SYSMSGFILTERCFG: #ifj/fit 8 &5 0 A tygss . . . .. ..
AT+SYSFLASH: #Fifja 5 flash P43 X . o oo oo
AT+SYSMFG: 5]l #5 manufacturing nvs 70K . . ..o .. ...
AT4+RFPOWER: #ifijl/i B REFTXPower . . . . . . . o oo v i ittt e e e
PR .
AT: RFEEWIFHE . . . o e




32

33

3123 UEHH .« 40
3.1.24 AT+SYSROLLBACK: [IVEFIDARTRIEME . . o o oo . 40
3.1.25 AT+SYSTIMESTAMP: #ifj/ixBEARMBEE . . . . . . o o L 41
3.126 AT+SYSLOG: R akzs ] AT SR8 R . . o o o o e 42
3.1.27 AT+SLEEPWKCFG: %% Light-sleep MRS FIMLEE GPIO . . . . . . ... ... .. 43
3.1.28 AT+SYSSTORE: B SEfEfbti . . . . . . . . 44
3.1.29 AT+SYSREG: iEEZF1E0E . . 45
Wi-FI AT 584 . . o 46
321 LB 46
322  AT+CWINIT: ¥R Wi-FLORENFRE . . o o e 46
323  AT+CWMODE: #rifi/i% # Wi-Fi #%; (Station/SoftAP/Station+SoftAP) . . . .. .. 47
324 AT+CWBANDWIDTH: ZFfj/38 Wi-FialyTe . . . . o o . 48
325  AT+CWSTATE: #if Wi-FiRSHI Wi-FifgE . ... .. oo oo 49
32.6 AT+CWCONFIG: #rifj/$¢s Wi-Fi JE3E s e o ml g . . . ... 50
327  AT+CWIAP: JEFE AP . . o o 51
3.2.8 AT+CWRECONNCFG: #rifj/iE Wi-Fi TEIERCE . . . . oo . 53
329 AT+CWLAPOPT: ¥ AT+CWLAP A& @t . . . . . .o .. 54
3.2.10 AT+CWLAP: FHIYUFIAIHM AP . . o o 55
3.2.11 AT+CWQAP: WiFF5 AP WIIER: . . . 57
3.2.12 AT+CWSAP: [l H ESP32-C6 SoftAP S5 . . . o o o oo 57
3.2.13 AT+CWLIF: #rifijiE4:5] ESP32-C6 SoftAP [ station (=&, . . . . . . . . ... ... 58
3.2.14 AT+CWQIF: WiFF station 55 ESP32-C6 SoftAP [JEHE . . . . . o o v i i 58
3.2.15 AT+CWDHCP: BEH/ZEFI DHCP . . . . oo e 59
3.2.16 AT+CWDHCPS: #rifi/ix & ESP32-C6 SoftAP DHCP 4 it (r) IPv4 #idiksE . . . . 60
3.2.17 AT+CWAUTOCONN: Zrifj/38 P B HEHBIEB AP . . . . . ... 61
3.2.18 AT+CWAPPROTO: #rifij/i% & SoftAP BiXF Wi-Fi PishriE . . . .. ... .. .. 62
3.2.19 AT+CWSTAPROTO: ¥ Station st N Wi-Fi th3FRIE . . . . . . . . ... ... 63
3.2.20 AT+CIPSTAMAC: #¥ifj/i5# ESP32-C6 Station [) MAC Hbhl . . . . .. ... ... 64
3.2.21 AT+CIPAPMAC: #rifi/i% & ESP32-C6 SoftAP [y MAC Huht . . . . . .. ... ... 64
3.2.22 AT+CIPSTA: #rif/i% & ESP32-C6 Station [ IP Mkl . . . . . . .. ... ... ... 65
3.2.23 AT+CIPAP: #if/$¢'% ESP32-C6 SoftAP [ IP Mkt . . . . . . . . . ... ... ... 66
3.2.24 AT+CWSTARTSMART: JFJ& SmartConfig . . . . . . . oo vvv i, 67
3.2.25 AT+CWSTOPSMART: {2 SmartConfig . . . . . . . .. oo v .. 69
3226 AT+WPS: #EE WPSIHEE . . . . . . 69
3.2.27 AT+CWIEAP: & WPA2 DI AP . . . . o 70
3.2.28 AT+CWHOSTNAME: #rifij/i4 & ESP32-C6 Station [ FHLZFR . . . . . . . .. .. 72
3.2.29 AT+CWCOUNTRY: ZFifj/is Wi-Fi [EEMAE . ... .. 73
TCP/AP AT 52« o o o e e e e e e e 74
33.1 NGB . 75
3.3.2  AT+CIPVG: JEH/ZEFH IPV6 4% (IPVE) . . . o o e e e 75
3.3.3  AT+CIPSTATE: #rif) TCP/UDP/SSL S E . . . . . o o . 76
3.34  AT+CIPDOMAIN: IEZMRNT . .« o o o e e e e e e 76
3.3.5 AT+CIPSTART: 7+ TCP 4. UDPAL#El SSLiEH: . . . . . . .. . ... ... 77
3.3.6  AT+CIPSTARTEX: 757 HE4MH ID 1y TCP i3 . UDP f&4ya SSL &R .. .. 82
337  UCEPEARAE] -+ BEBEEE 82
3.3.8  AT+CIPSEND: fr¥ifettinol Wi-Fi R F R fde ... ... .. .. 82
3.3.9 AT+CIPSENDL: 7E¥iGfist FIATREKESE . . . . ... 83
3.3.10 AT+CIPSENDLCFG: i% % AT+CIPSENDL &)@ . . . o o o o 84
3.3.11 AT+CIPSENDEX: fEMSil Lt FRAY B s .. ... ... .. 85
3.3.12 AT+CIPCLOSE: :[f TCP/UDP/SSL #35 . . . . . . o oo 86
3.3.13 AT+CIPCONNPERSIST: #if. %% TCP/SSL & A4k s% . . . . . . . .. .. 87
3.3.14 AT+CIFSR: ZrifjAih IP Huhl-fl MAC HhE . . . . . . . o o . 88
3.3.15 AT+CIPMUX: JER/ZR SRt o . 89
3.3.16 AT+CIPSERVER: ZE3//3PH TCP 8] SSL IRZ2% . . . . . . . 89
3.3.17 AT+CIPSERVERMAXCONN: ZFif/ 35 B IR 2e fo ey i ok . . . . . .. 9]
3.3.18 AT+CIPMODE: #Fifj/BEfGabiz . . . . . . . 92
3.3.19 AT+CIPSTO: #rifi/i% &4 TCP/SSL R4 2S ] . . . . . . . . ... .. .. 93
3.3.20 AT+CIPSNTPCFG: #rif/i%Emt XA SNTP IR4%% . . . . . ... ... ... ... 93




34

3.3.21
3.3.22
3.3.23
33.24
3.3.25
3.3.26
3.3.27
3.3.28
3.3.29
3.3.30
3.3.31
3332
3.3.33
3334
3.3.35
3.3.36
3.3.37
3.3.38
3.3.39
3.3.40

AT+CIPSNTPTIME: #:if) SNTP HHE] . . . . . o o oo o e e e
AT+CIPSNTPINTV: #rifi)/i% & SNTP Wf[E] R AWM . . . .. ..o oo
AT+CIPFWVER: iR A AT FERAS .. . ... oo ..
AT+CIUPDATE: @i Wi-Fi FFREME . . o o
AT+CIPDINFO: 8 +IPD B BEER - o o o o o e e e e
AT+CIPSSLCCONF: #if/ 8 SSL & Pt & . . . o o o oo oo
AT+CIPSSLCCIPHER : Fifi)/#% & SSL & F i it %5 i 244 (Cipher Suite) . . . . . . .
AT+CIPSSLCCN: #rif)/i% & SSL & i) 2~ 14 (commonname) . . . . . . . . ..
AT+CIPSSLCSNI: ZFifl/i 5 SSL &M SNL © o o oo oo oo
AT+CIPSSLCALPN: #if)/% 5 SSL & 18 ALPN . . . o o o oo
AT+CIPSSLCPSK : ZFifij/i% & SSL % F ki PSK (F44eMa) . ... ... ..
AT+CIPSSLCPSKHEX : #if)/#5 & SSL & i) PSK (+/5obhiag=) ... .. ..
AT+CIPRECONNINTV : Z5i/$%¢ % Wi-Fi 14455 7 %) TCP/UDP/SSL & 4[] f5 .
AT+CIPRECVTYPE: #Rifj/i B Em izt . . ... ...
AT+CIPRECVDATA: #EBU Ak s 8de .. . .. . ...
AT+CIPRECVLEN: ZEifjpishizloii st PS8R KE . . . . . . ...
AT+PING: ping %S EHL . . . . . oo
AT+CIPDNS: Zifj/i% B DNS R4 ES . . o o o
AT+MDNS: B8 mDNS THAE . o o o o o e e e e
AT+CIPTCPOPT: FRifj/i AT . . . . . .

Bluetooth® Low Energy AT Ay44E . . . . . . . o

34.1

342

343

344

345

3.4.6

3.4.7

3438

349

3.4.10
34.11
3.4.12
3.4.13
3.4.14
3.4.15
34.16
3.4.17
3.4.18
3.4.19
3.4.20
3421
3422
3.4.23
3.4.24
3.4.25
3.4.26
3.4.27
3.4.28
3.4.29
3.4.30
3431
3.4.32
3.4.33
3.4.34
3.4.35
3.4.36
3.4.37

2=
AT+BLEINIT: Bluetooth LE #JU&4k . . . . . . . . o .

AT+BLEADDR: P8 Bluetooth LE %2Rl . . . . . oo oo oo oo
AT+BLENAME: #0if]/i% % Bluetooth LE BEAZHFE « o o o o oo e e
AT+BLESCANPARAM: #5ifi/#% % Bluetooth LE #5550 . . . . . . .. ... ...
AT+BLESCAN: f#ifig Bluetooth LE 94 . . . . . . . oo .
AT+BLESCANRSPDATA : % Bluetooth LE FFEMR . . . . . . . oot
AT+BLEADVPARAM: 7]/ Bluetooth LE J3&&%0 . . . . . . . . ... .. ..
AT+BLEADVDATA: % Bluetooth LE 34 . . . . . . .. ... ... .. ...
AT+BLEADVDATAEX: [ 7% % Bluetooth LE J3&K3E . . . . . . ... .. ...
AT+BLEADVSTART: Jf%4 Bluetooth LE 74& . . . . . . . . i .
AT+BLEADVSTOP: 2|l Bluetooth LE 4% . . . . . . . . . .
AT+BLECONN: #E3/ Bluetooth LE 3842 . . . . . . . . . . . . . o . ..
AT+BLECONNPARAM: #rifi)/H i Bluetooth LE #4550 . . . . . . . . ... ...
AT+BLEDISCONN: WiJF Bluetooth LE #E45 . . .« o oo oo e
AT+BLECFGMTU: %% Bluetooth LEMTU K- . . . . . ... ... ... . ....
AT+BLEGATTSSRV: GATTS RIIMRS . . . . . o
AT+BLEGATTSCHAR: GATTS B FRIREHFAE . . . o o oo .
AT+BLEGATTSNTFY : [ 45#% notify JREFFFEEAR P . . . o o o oo
AT+BLEGATTSIND: [} %-2¢ indicate RSB0 © . o o oo
AT+BLEGATTSSETATTR: GATTS B RAHEME . o o o o o o o e e e
AT+BLEGATTCPRIMSRV: GATTC KMEARS ... ... .. ... ...
AT+BLEGATTCINCLSRV: GATTC KA EMMRS . . . .« o o oo
AT+BLEGATTCCHAR: GATTC AFURSHFE . . . . . ..o o oo o,
AT+BLEGATTCRD: GATTC HUIREHEME . . . . o o o oo
AT+BLEGATTCWR: GATTC BEREHEMEM . - o o o o o e e
AT+BLESPPCFG: #ifij/i%'% Bluetooth LESPP &% . . . . . . ... ... .. ....
AT+BLESPP: i A Bluetooth LESPP #ist . . . . . . .. .. ... ... .......
AT+BLESECPARAM: 5]/ & Bluetooth LE IIZESKL . . . . . . . .. .. ..
AT4+BLEENC: %t Bluetooth LE JI%EH53K . . . . . o o o o o o o o s
AT+BLEKEYREPLY: Z5XF & RIE%E] . .. oo
AT+BLECONFREPLY : A% k& I HAGE R (S ERENE) ... . .. ..
AT+BLEENCDEV: ZFifj455€ ) Bluetooth LE i1 45132 . . . . . .. . .. ...
AT+BLEENCCLEAR: J&[4 Bluetooth LE II&5 451032 . . . . . o . . oo ..
AT+BLESETKEY: %' Bluetooth LE BSHEIAE] . . . . . . oo oo oo
AT+BLUFL: JFREEEH BIUFL . . o o oo e e e
AT+BLUFINAME: Z5if)/3 8 BUFL B ZFE « o o o e e e e e




3.5

3.6

3.7

3.8

39

3.10

3.4.38 AT+BLUFISEND: %1% BluFi I H@EXEHE .. . . . o o oo 146

3.4.39 AT+BLEPERIODICDATA: 1% Bluetooth LE M #6588 . . . . . . . ... .. 146
3.4.40 AT+BLEPERIODICSTART: FF/R AT 36 . . . . o o o o e . 147
3.4.41 AT+BLEPERIODICSTOP: {2 [ JEAME 3& R . . . o o oo oo . 147
3.4.42 AT+BLESYNCSTART: FE A RIMIME 38 . . . . . 148
3.4.43 AT+BLESYNCSTOP: {2 [FEAME &2 . . .o o . 148
3.4.44 AT+BLEREADPHY: #rifl 4Bl PHY . . o o o oo e 149
3.4.45 AT+BLESETPHY: ¥ E M HIiEM PHY . . . o oo 149
MQTT AT 845 © . o o o o 150
350 IV 150
3.52 AT+MQTTUSERCFG: % MQTT B . o o o o o o e 151
3.53 AT+MQTTLONGCLIENTID: i%E MQTT & EID © o o v oo 152
354 AT+MQTTLONGUSERNAME: #'% MQTT &F 4 o o o o oo e e 152
3.5.5 AT+MQTTLONGPASSWORD: P8 MQTT B . . . . . . . o . . 153
3.5.6 AT+MQTTCONNCFG: %8 MQTT @M . . . . . o o oo . 153
3.57 AT+MQTTALPN: #% MQTT N HEWLEIRT (ALPN) . ... ... ... .. .. 154
3.5.8  AT+MQTTSNI: 5% MQTT JRE2e&ZFR4%7 (SNI) . . oo oo oo 155
359 AT+MQTTCONN: i#4 MQTT Broker . . . . . . .. oo, 155
3.5.10 AT+MQTTPUB: ki MQTT HE (FFFFEE) . . o o o . 156
3.5.11 AT+MQTTPUBRAW: %K MQTT HB . . o o o oo e e 157
3.5.12 AT+MQTTSUB: ] MQTT TOPIC . . .« v v oovoeii e e e e e e 158
3.5.13 AT+MQTTUNSUB: HBUHTTHE MQTTTOPIC . « « o v v vov oo e e e e 159
3.5.14 AT+MQTTCLEAN: WidF MQTT 33 . . . o o e e e e 160
3515 MQTT AT B55R1 . . o o o 160
3516 MQTT AT BEHH . . . . 162
HTTP AT G845« o o o o o e e e 162
3.6.1 AV 162
3.6.2  AT+HTTPCLIENT: ik HTTP & FumigsRK ... ..o oo o 162
3.63 AT+HTTPGETSIZE: #EHUHTTP WIEK/IN o e e e 163
3.64 AT+HTTPCGET: #KEUHTTP % . . . . . e, 164
3.6.5 AT+HTTPCPOST: Post $$E KM HTTP 508 . . . . . . . . . o . 164
3.6.6 AT+HTTPCPUT: Put $§ KM HTTP 58 . . . . . . . . ... ... ... ... 165
3.6.7 AT+HTTPURLCFG: BEE/FEKMHTTPURL . . . . . oo oo 166
3.6.8 AT+HTTPCHEAD: #&E/#f) HTTP 5k . . . . . . ... 166
3.6.9 AT+HTTPCFG: ## HTTP & UmheE . . . o o oo oo oo oo 168
3.6.10 HTTP AT S50 . . . o o e 168
THFRGE AT G5 . o 169
370 IV 169
372  AT+FS: SCHEREGEAE . . . . 169
373  AT+FSMOUNT: $E#/H12 FS SCHFERSE . . . . o o o e 170
WebSocket AT 5 EE . . . . o o 171
381 AN 171
3.82 AT+WSCFG: Ji# WebSocket B0 . . . . . . . o o oo 171
3.8.3 AT+WSHEAD: %% /% WebSocket i53K 3 . . . . . . . . .. ... ... ... ... 172
3.8.4  AT+WSOPEN: Zrifil/f]FF—> WebSocket #&42 . . . . . . . . . .. ... .. .... 173
3.8.5 AT+WSSEND: [i WebSocket &3 A5 . . . . . . . . . o 174
3.8.6  AT+WSCLOSE: [ WebSocket 4% . . . o o o oo e e e e 175
FEAMER AT G52« o o o o 175
390 AV 176
3.92 AT+FACTPLCP: % PLCPEK/HPLCP . . . . o oo oo i 176
BREN AT G2 . o o 176
3001 AV . o 177
3.10.2 AT+DRVADC: {ZH ADC B . . . o v o o e e e e e e e e 177
3.10.3 AT+DRVPWMINIT: #JUGk PWM BRENEE . . . o o e 178
3.10.4 AT+DRVPWMDUTY: & PWM L2500 ... .. .. . 178
3.10.5 AT+DRVPWMFADE: #E PWMMIAE . . . . . e . 179
3.10.6 AT+DRVI2CINIT: #Jhafk 12C EHLIKEN . . . o o oo o e e e 179
3.10.7 AT+DRVI2CRD: iEEUIR2CHIHE . . . o o o 180




3.10.8 AT+DRVI2CWRDATA: SARCHIE . ... ... ... ... .. ... ... ... 181

3.10.9 AT+DRVI2CWRBYTES: G ANKEL 4 FHWRCESE ... .. .. ... ... 181
3.10.10 AT+DRVSPICONFGPIO: Tt SPIGPIO . . . . . . . . oo i i i, 182
3.10.11 AT+DRVSPIINIT: #J4a4k SPL EHBRE . . . . . . o o oo 183
3.10.12 AT+DRVSPIRD: HUSPLEHE . . . o o o 183
3.10.13 AT+DRVSPIWR: B A SPIEE . . . . . . 184
301 Web RS2 AT M52 o o o 185
3ALL AV . 185
3.11.2 AT+WEBSERVER: 2 H/2% Fl3ii i) Web R4 S80S Wi-Fi g% . . ... .. ... .. 185
312 PV AT 62« o o e e 186
3021 VR . 186
3.12.2 AT+USERRAM: #EH PSS RAM . . . . . e 186
3.12.3 AT+USEROTA: fE#EF5% URL FFEREE . . . .o o, 188
3.12.4 AT+USERWKMCUCFG: #& AT Mifif MCU fJcE . . .. . .. .. .. ... ... 189
3.12.5 AT+USERMCUSLEEP: MCU #5755 HOMEIRIRES .« . o o o o o . 190
3.12.6 AT+USERDOCS: Frifj[E {4 W r P SCrysess .. .. oo oo oo oo 191
313 AT B 191
314 BEE EARAETE flash H AT 652 . . . o o e 192
305 AT B o o, 192
316 AT HilE .« o o o e 195
AT iy A 74l 197
4.1 AT N IEERISHIRE] . . o e 197
411 BEHESGEEENE, LW HTTPEEFEIIEE . . . . . . . o . . o 197
42 TCP-IP AT 7RPIl . o o o 199
42.1 ESP32-C6 ix451F N TCP & ' um ST BAIESE . . o o o o o 199
4272 ESP32-C6 iX#5HE R TCP R&AREI 218 . . . o 201
423 i IP MR O EER UDP S . . o 203
424  PEEE TP HBHERIEE CIRA[ASA UDP LS . o o o o e e e e 204
425 ESP32-CO Br#EHR SSL & P BAVERE . . . . L 206
42.6 ESP32-COX451F N SSL IRGHS BN 2R . . . o o o o o 208
4277  ESP32-C6 ¥t£51E N SSL & P @ W m A IEBATERE . . . 210
4.2.8  ESP32-C6 Bt£5/E N SSL RS e B M AL R . . . . o oo 212
429  ESP32-C6 #t451E0 TCP % i, #ES7 MR, S8 UART Wi-Fiaffe . .. .. .. 214
42.10 ESP32-C6 %4510 TCP R %%, Sl UARTWi-Fi#fs . . ... . ... ... ... 215
4.2.11 ESP32-C6 #t£51FE N softAP 7£ UDP &4 v 2B UART Wi-Fi ity . . ... ... .. 217
4212 ESP32-C6 X458 sz P8 . . . o o o 219
4213 ESP32-C6 iX45TF /5 mDNS k45, PC il ilimi 448385 40 TCP késds . . . . . 220
43 Bluetooth LE AT /Rl . . . . o o o e 222
431 TBIY o 222
432 Bluetooth LE & it GRS EAEE . . . . - o o o 223
433 Bluetooth LE IR IGIEEIRSEAEE . . . . - o o o o o 227
434  Bluetooth LE HEFEMIZE . . . . . 231

435 W4~ ESP32-C6 J| % M2 [a] @7 SPP &4, LK TE UART-Bluetooth LE &£zt
TR . . 235
43.6  ESP32-C6 5F-#1#t7 SPP i%E$%, DA KTE UART-Bluetooth LE FHEH M & Zds 239
437  ESP32-C6 FMIF-HL2 []7: 7 Bluetooth LE MEREFFEIN . . . . . o o oo oo 241
44  MQTTAT BB« o 242
441  FT TCP ) MQTT i (FREAHAIE MQTT A3) (&M FHdk=L) ... 243
442 HF TCP ) MQTT &4 (FFEAHAIHE MQTT fR#) GEHFHIEREZ) . ... 244
443  HF TLS ) MQTT &4 (FFEAMAE MQTT RRBE) . ... ... ... ... .. 246
444  FETWSSHIMQTT HE: . . . . 247
45 MQTT AT B ZRO] .« o o o 249
451 M AWSToT 3REUIEFPA K endpoint . . . . . . . . Lo 249
452 A MQTT AT A HEFAUAAUEZERE AWSToT . . . ... o . 250
4.6 WebServer AT /R0 . . . o o o e 251
4.6.1  HERAMESSIET W-FLECRD .. 254
462  HERWESSIET OTA BT . . . o o 259




463  MRBMEMEREIT WIFI TR . .o 265

4.64 iS00S/ NERE AT OTA l{ﬁltﬂéﬁ ........................... 275
4.6.5 ESP32-C6 ffiff] Captive Portal HEE . . . . . . . . . . . .. .. 275
47 HTTP AT 7R . o o o o o e e e e e e 276
471  HTTP Z | HEAD R YE . . o o o o 276
472 HTTP & GET 3R . . . e 277
473  HTTP %/ POST #53k s (GEM T POST D) .. .. .. .. .. .. ... 278
474  HTTP % P POST ik s (EFEH) oo oo o 280
475 HTTP %/ PUT #R 3k GEMTREdERE) ... oo oo 281
47.6  HTTP % P PUT K5k (K)o oo oo 282
477 HTTP & DELETE 53R 7% . . . o o o o 284
4.8  WebSocket AT /R0 . o o o 285
4.8.1 FLF TCP i) WebSocket 42 . . . . . . . . e 285
482  FF TLS 1) WebSocket %82 (FHEXER) .. . . o 287
4.9 Sleep AT 7B o o o o 290
9.1 I 290
492 AF Wi-Fi 20 & E N Modem-sleep #5858 . . . . . . . .. L 291
493 A Wi-Fi 50 BE o) Light-sleep £ . . . . . . . . . . 292
494 TS NIEE N Lightsleep 5528 . . . . . . . L 293
495 FEWFERASTFRE R Light-sleep 558 . . . . . ... 293
49.6  PE A Deep-sleep Bzl . . .. 295
410 ATECURB . o o o e 295
410.1 BIF IR« oo o 295
4.10.2 SmartConfig [l . . . . . . . e 297
4103 SoftAP TN . . o o 298
4104 WPSTE . o o oo e 299
ESP-AT JliA Wi 301
5.0 BAIRRAS © o 301
5.2 FRIZEFMIIAST . 301
53 BUAREFEL . . 301
53.1  BSP-AT BRBEAEL . . . o 301
532  ESP-AT B AHL . . . o 302
54 FEHIBR . .o 302
5.5  BFEMETAT FEEIRAS . . o 303
56 TITIAT HRARKELT . . o o o o e o e e e e e e 303
561 B BSEEN GItHub 2 L oL 304
562 BT SRPEERMLPEI ... 304
563 BT BHRIEAN . .. 304
I R PERIF 2 A LY AT TR 307
6.1  AHWGEEE ESP-AT TRE . . . o o e 307
6.1.1 ﬁfﬁijﬂﬁé .......................................... 307
6.12 & BSPAIDF HEEATT o o o e 307
6.1.3  E T BHUESP-AT . . o o ot e 308
6.1.4  ETH TEEEIREE L L 308
6.1.5  EBPUM: HEEARR . 309
6.1.6  EEEE: FUE TR . .. 309
6.1.7 A HHRTRR 309
6.1.8  HH-EH BRIV 310
6.1.9  buildpy HEFHE . .. 310
6.2  WITHFESP-AT THE . o o o oo e e e e 311
6.2.1  PEAIBIE . . 311
6.2.2 - BB GItHub IS L . 311
6.23 5 H: Fork BSP-AT TR © o o o o e e e e e 311
624 =4 )3 GitHub Actions THEE . . . . . . . . . . 311
625 HEPUN: ECE W ESP-AT TRETHRMES .. .. . .o 316
6.2.6 ST T github.dev A B MRS . . .o 320

Vi



6.3

6.4

6.5

6.6

6.7

6.8

6.9

6.10

6.11

6.12

6.13

6.14

6.15
6.16

6.17
6.18

6.19

6.2.7 A GitHub Actions g3 AT [l . . . o . o . o o o 325

W E AT S . . . e 325
6.3.1 ESP32-CO RA1 . . . . e 325
WHINEE S AT 52 e s 326
641  HEXLAT D o o o 326
6.42 {7 ATH+TEST 2k BUBATEEE . . o 329
6.43  HENEZRM AT G52 . o e 330
WA BESP-AT RHERE . . . o o o o 338
6.5.1 (FAIBA) BREBCE . . . L 338
6.52  (ME#E) BOREIEG. S MHEE . ... 339
W mfg_nvs 701X . . o 341
6.6.1  mfg nvs SRR .. e 341
6.6.2 Eimfg nvsbin . ... 341
6.6.3 FEmfg nvsbin . . . . ... 341
WATTEET T 80 . . e 342
6.7.1 W SBEECENLE . .. 342
6.7.2  ARmfg nvsbin SCHF ... 343
6.7.3  FEZmfg nvs.bin UM . . . L 343
WA PKITILE . . o o 343
6.8.1  PKITENZ . o o o 343
6.8.2 AR mfg nvs.bin SCH .. L 344
6.8.3  FEmfg nvs.bin SCHF . . ..o 344
W JE XARIIFEE FIARSS . - o e 345
6.9.1  ARIHEEEE FHRSTESCHENGE © o o o o e e 345
6.9.2  HpiFNHEXRFEEE RS . . . 346
WA EE XA« o o e e e e 347
6.10.1 fEIL at_CUStOMIZE.CSV . . . . . v v v v e e 348
6.10.2 Azplat_customize.bin . . . . . ... 348
6.10.3 5% at_customize.bin 2 ESP32-CO AT . . o o o v v o e 349
6.10.4 IR . . e 349
HATREI— AR LS . 349
6.11.1 —: FEHMEAMBT S5 . .. 350
6.11.2 250 FUESNEBLM OTA . . . . 350
6.11.3 SE=2F: FIREHECE . . . . . . e 351
ESP32-C6 SDIO AT HEEE . . . . . . o o e e e e e e e e e 353
61021 TAITT « o o e e e 353
6.12.2 WUAME I SDIO AT .« o« o o oo e e e e 354
6.12.3 SDIO X H AR .« 354
SPIAT FEFE . . . o o o e 355
6.13.1 AN . o o e 355
6.13.2 (I SPIAT . . . . . . e 356
6.13.3 SPIAT B . . . . e 358
OIS 0 VNG 2 359
6.14.1 OTA AT MW G . o o e 359
6.14.2 {fiffl ESP-AT OTA 8T OTA THL .« o o o o e 360
A EEE BESP-IDF IS . . . o e 366
ESP-AT [EIEZESE © o o o o e e 367
6.16.1 ESP32-CO B . . . . e 367
M GitHub Falde il ieA AT E4E . . o o o o 368
atpy L o e 369
6.18.1 TEAHATE . . e 374
6.18.2 Ai—: Python B2 . . . o 374
6.18.3 5 atpy FEL . . . ... 374
6.18.4 = atpy FIVEUEHL . . . ... 375
6.18.5 HEPUM: atpy BB IECE RG] . . . . 375
AT API Reference . . . . . . . . . . e e e e 378
6.19.1 HeaderFile . . . . . . . . . . . . e e e 378
6.19.2 Functions . . . . . . . . . . . e e e 378

Vii



7

8

6.20

6.21

6.19.3
6.19.4
6.19.5
6.19.6
6.19.7
6.19.8
6.19.9

Structures . . . . . . . e e
Macros . . . . e e e e e e e
Type Definitions . . . . . . . . . .. e e e e
Enumerations . . . . . . . . ... e e e
Header File . . . . . . . . . . . . e
Functions . . . . . . . . . e e
Macros . ... e e e e e

6.19.10 Enumerations . . . . . . . . . ... e e e e e e e e

WAECERFEEEIY .« L

6.20.1
6.20.2

1772
=

R EEZ AT HE . . .

6.21.1
6.21.2
6.21.3
6.214
6.21.5

AT Wi-Fi ZHRET . . . o
AT MIZBIHEETEI . . . .
ATBLE ZhHEER . . . . .
AT B:ONFEE . . o
TR . o

HJiF e lilfe AT a4 Rl

AT FAQ
AT EIE o o

8.1

8.2

8.3

8.4

8.5

8.1.1
8.1.2
8.1.3
8.1.4
8.1.5

IOV B 7 A, AfRBGE A7
WATEREL AT BERIERD? . . o
B EHCER AT BEEATRER? .
W34 ESP-AT 4 R TA bin SCEE? oo
BT AT B2 S ST .

AT TSN, o

8.2.1
8.2.2
8.2.3
8.2.4
8.2.5
8.2.6
8.2.7
8.2.8
8.2.9
8.2.10
8.2.11
8.2.12
8.2.13

8.2.14
FE
8.3.1
8.3.2
8.3.3

(Rl
8.4.1
8.4.2
8.4.3
8.4.4
HAh
8.5.1
8.5.2
853
8.5.4

AT HL78 busy BAFAJRH? oo o
AT [, FRFARSE — NMme i B NHMER, Mha? oo
TEAR R _E BRI AT R SRR a2, DASCHIRLE iy S B WUAS T B S 35 7
F: MCU % ESP32-C6 445 % AT 35Tk, RBAFAJER? .. o ..
Wi-Fi WiFF ($7E1 WIFI DISCONNECT) & W A7 o oo oo
Wi-Fi 3 WIFEZS M RUEA WREE? . . o
ESP-AT 427 % # ESP-WIFI-MESH? . . . . . . oo
BB AT A B DR EIRZREI? o o
AT 65 RET DI BARIHEE T TR TR L .
QAT S AR SO BRI AN S (B T DATEIC A i ESP-AT TAR )5 S HF &7
AT G HERIR A UMATALFE? . L o
AT 4 H R O ARR BRI DME MY (BRA: 115200) .. ..o oL
ESP32-C6 fifi ffl AT fip &b ABEAEHR, WERERMIEKIT, ESP32-C6 REG %44
BRI SEET e
IRIHFETE A% P A {4 BE notify F11 indicate THEE? . . . . .. ... .. ... ...
TERRRELE By AT Bkt B flash 27 .. oo
AT BRI error 1027 . . o o o o o e
AT 7F ESP32-C6 #5i4H ) UARTI i@ {544 5 ESP32-C6 #i2H [t datasheet BRIA
UARTI B HIA—F? . . o e
AT Wi-Fi #EEREIT 2707
ESP-AT [E{F:d TCP K365 I A/NEE T DMEIL? . o o e
ESP32-C6 AT &Mt A k? . . o o
WA & ESP32-C6 AT BRiA TCP B ES i REEWED . . . . .
TREES B AT DAE o PR TSR AL Y AT 27 o o o
ESP32-C6 AT W[ #5 4% TLS PRHYARA? . . . . .
AT BEFIAE S TCP FE4E07 . o o o o

viii



8.5.5 AT WMAMHEEIR HE? .« o o o
8.5.6 AT $42 NSzl HTTP WSS /ET0RE? . . . .

9 Index of Abbreviations

10 FEH5HW]

10.1
10.2
10.3
10.4
10.5
10.6
10.7
10.8
10.9

WA REAE . ...
MWtk oo
W55t TR
o)y AL E .
SEFBRS . . ...
TALRRE ...
BZITHAMBAR .
B
7N TR /R

1000 FEHHTR © o o o o e e e e e e e e
1001 PS54 . ...

11 X% T ESP-AT

11.1

=5l
#51

HAth Espressif &8l %

405

411
411
411
411
411
411
412
412
412
412
412
412

413
413

415

415







Table of contents

X HUR SR 2 ESP-AT JFAMESR M SO 0o ESP-AT {2y i Espressif Systems A2 Al §2 {1t 52 AR SCRp i
J75i H , & i1 F Windows, Linux, macOS [ ESP32, ESP32-C2. ESP32-C3. ESP32-C5. ESP32-C6.

ESP32-C61. Fl ESP32-S2 Rtk A .
ASCRUAL B 6% ESP32-C6 85 )i 1) ESP-AT 1] .

commands
Al AT Binary 513 AT fir 4t
—
Examples
—l
AT
phe </>
—O0
—4 1 o—
TS —0
AT fig %7 Bl G IEANIT A F=J7E ML AT iy
I
Espressif Systems 1 Release latest

Submit Document Feedback


https://github.com/espressif/esp-at
https://www.espressif.com/zh-hans/home
https://www.espressif.com/zh-hans/products/socs
https://www.espressif.com/zh-hans/products/socs
Get_Started/index.html
AT_Binary_Lists/index.html
AT_Command_Set/index.html
Get_Started/index.html
AT_Binary_Lists/index.html
AT_Command_Set/index.html
AT_Command_Examples/index.html
Compile_and_Develop/index.html
Customized_AT_Commands_and_Firmware/index.html
AT_Command_Examples/index.html
Compile_and_Develop/index.html
Customized_AT_Commands_and_Firmware/index.html
Customized_AT_Commands_and_Firmware/index.html
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Table of contents

Espressif Systems 2 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 1

AlH5M

$§$ﬁ%ﬁ%EWAT%ﬁZ\&ﬁﬁﬂ\mﬁﬁﬁﬁﬁ\%&Wﬁ?ﬁﬁ%%AT@#,m%T%%
A

1.1 ESP-AT {2

YL fEfH ESP-AT Hi, G40 FIEeE 50 % 0, 06 I i 4 AR B R0

ESP-AT & SR g5 JT A (4 n] ELA% T8 MR Y T, SRR I R8s, PRI i i
ESP-AT fiy4, R DAPGHE A TCZ M4 . R =5 . SR (F A SR il S5 2 e, HAEAYE
TeLm IR BTy H IR

ESP-AT /&5t ESP-IDF SCE 3k {4 TRE . B ESP32-C6 f411E ML, MCU fEH £HL. MCU k%
AT fip 425 ESP32-C6 #i4, {51l ESP32-Co BiZH PiAT AN M ng#efE, Jf- B2k ESP32-C6 AR2H % [H] [ AT 1
. ESP-AT 24t T K EINHER[F Y AT fiv4~, 11 Wi-Fi fy4. TCP/IP fy4~. Bluetooth LE fir4. MQTT

4. HTTP i34,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<i::$> BT (ESP32)

% 1: ESP-AT %

AT iy bA “AT” JHif, U Attention, DUBTI—47 (CR LF) W45, i A& Sy #f 2 iR [u] OK ok
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frd. L, fEMH AT i, WAER b IiTsg e n, MRIE T &Kard. MR E—AamdR
WAToEEe, AR TH M, WERE busy p. .. K. HEH X AT 6 E BB AT ¢4 %

PAAFCE N, MCU @i UART %42 % ESP32-C6 1. ik AT A DAL AT ma . {Hi2, &)
PARRIESE SR (5 B s efE e, i HA R4z 10, 6l SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.
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SR A U PR BB ) SRR REF 7l . AT BRPFTT . AR WU e 4 o

W AUREHERERERECE . AT AR PR, SR RS 8 SRS

1.2.1  wf ey

TETT AT ESP-AT 21, fETH Ve A G B RO R B R i b, 7™ K BE T &
A MEPFIRALE MM, HEBEBZITMPINE, WAk, e, WA, RoF%E. W m
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o PR T H T DARE BT AR () AR AR I O RE AR X 5«

o BORKUAEAS T DARE B T A0 R RSB SR I REAFRE ]

o WEPFHEZLAHE S W AR DGR B Ot 25, TR . B RITT A 22 I A S R A
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frik: BB BRI LGP K fiE 7, AR AT BAFAE ). BIII1, ESP32-C6 i 1 F Zighee 3.0
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122 AT 8RkPEJ5 Rk %!

AT BAFT7 S8 SRR WL A 4R L) AT [, n] DARE B bR SE B TC LI fE -
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o QIREARNT L ESP32-C6 ith i AN[FIRY AT E{4FTIRE, 1S5 ESP-AT B 1 2 7+,

NN AT B SRR SR I AR EE R SR R B L . et R SRR A AT IR P R

iy TeLk IhRE HER AT & %88
{3
ESP32-C6 Wi-Fi 6 + BLE 5.0 v4.1.1.0
ESP32-C5 5G Wi-Fi + Wi-Fi 6 + BLE5.0  v5.0.0.0
ESP32-C61 Wi-Fi 6 + BLE 5.0 v5.0.0.0
ESP32-C3 Wi-Fi 4 + BLE 5.0 v4.1.1.0
ESP32-C2 Wi-Fi 4 (& BLE 5.0) v4.1.1.0
ESP32 Wi-Fi 4 + BLE v4.2 (+ BT) v4.1.1.0
ESP32-S2 Wi-Fi 4 v4.1.1.0 SR T HG B S 4 ESP32-C
EY|

* (3 BLE 5.0) FIR AT BMFJ7 S SR RIIAEH T DhhE, (B ARG I o R 85 I RE
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FrgvEi e SRS T YO AR A A . R A DR OTA JIRS54% LASCR; OTA I

o

F
i

o KTl BT, ES% ARbthiF ESP-AT 142,
o Ui Thee., BMIEC .
o BN TREHCIERIESIF.

QR A B E TS, MR T A o C A A H AR B 23 SO AR AT [ J R i 2
WZHIIAE, HEFET master 7330 JFRBERY AT [t

1.2.3  miH @i

TH I E R T B, S RN W SR EETT A T AR R o R F R0, RERS A I b A
Wk, PRASTECEAIBAERE Sy, 380 F A s AR H ], RERSHR B e pud o REAR MRS, PEREDLIE, 4R
T AR AR ], e B R B E CL A, SEBL™ PRI E A

WREGE B TR iEa B, BB e Linux RGN AT .

1.3 #fRES

AR EEEN AT BRIBER AT [BfF. Kik AT i FIHC AT Wi . B 75 2R REF DA SRE (2 A1 a0 e
.

RIRZRF W) AT B LR AR, &R0 A AR, 5 2% ESP-AT Bl 1 £ % .
TSR B AT ZBRIAE ), WASH hofTik B AT 3% 2 Ry SCRY S 1
131 WfEEd

% 1: ESP-AT ATt 1

EiE Ihie

ESP32-C6 Jf %l MAL

USB #fls2k (%4 ESP32-C6 J & Hifil PC) NEEC . SR

PC FHL, REF T E ML

USB $#l 2k (#%:42 PC 1 USB % UART & 14k ) Kk AT 4. Bl AT Wi Ry 55 % B
USB %% UART H: 115 ¥4 USB {5541 TTL {55

FIBL (382 USB #% UART Hf DTSRI ESP32-C6 FF &) A&k AT fipd. 3200 AT i b 45 %

3

o BRI 4 HALITRZR %3 ESP32-C6 JF A MURT USB 4% UART 53 FIA5EHL, H AR GO (A i 4%
ifE, R 2 AR TX/RX BT,

o QARGRAE A0 J2 ESP32-Co f2H, TN @HF K, NiEt UART B, EFEZEHE i UART 45
B (2% https://www.espressif.com/sites/default/files/documentation/esp32-c6_datasheet_cn.pdf > &7
AR ) , T H Strapping & (2% https://www.espressif.com/sites/default/files/documentation/

esp32-c6_datasheet_cn.pdf > Z7 Strapping 4 ), #1451 Strapping 5 I 1 F-E AR i,

1.3.2 ESP32-C6-4MB %]

ESP32-C6-4MB 2714511 /2 N B ESP32-C6 its F, [A]H4 4 MB flash [ 2H/FF & M, 540 : ESP32-C6 MINI
Z5| 34 . ESP32-C6 WROOM Z 1|5 45 .
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ESP32-C6-4MB AT Z i~ UART $:10: UARTO A+ F#k A%+ HE, UART1 B+ &% AT 655
A AT m R . BRI, UARTO #1 UARTI ¥ 115200 427 s .

% 2: ESP32-C6-4MB A 51IAH {2 445 ) 7o i

Ihge ESP32-C6-4MB F A /EHE HEERZEHR
B
TR A
UARTO PC
« GPIO17 (RX) . TX
« GPIO16 (TX) « RX
IR H| VY 2
AT iy S/ UARTI USB %% UART 3 I Rtk
« GPIO6 (RX) . TX
« GPIO7 (TX) « RX
« GPIOS5 (CTS) « RTS
« GPIO4 (RTS) . CTS

BEHH 1: ESP32-C6-4MB JT & #iufll PC 2 [a] (1) & B $2 € ) B AE ESP32-C6-4MB J1 & i [, % HFEMH
USB 0 fa £ 4 & A A PC Blim],

BEW] 20 CTS/RTS & A TE SRR L4 DI REIS 4 514
WS H AT ESP32-C6-AMB Rl AT IR, TS B M AR SRS

14 PR

AICHAPA ESP32-C6-MINI-1 B2 B, /48 4] T 2 ESP32-C6-MINI-1 B4RV A AT [, DAL A
R PFRR BRI b, HE ESP32-C6 RFBAH ] 25430k

FHAET: AT B2 i, AT W T RRnLE, ST 2% a0tk 4,
TR ZIBLL, AT BN EIT R S A 2B T2 R . FUKTTSHESP-AT B £ 7,
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SP bar

ESP board USB to serial converter

RX —m4 4 ——— TX

™X — RX

— CTS RTS
AT command/response RIS ————— (TS

] 3: ESP32-C6-4MB R 51 {1445 73 3 K]

1.4.1 F#k AT -

T DA R AT [ T 4% PC:
o HIFEAT B #
o FENEABIAL TN A AT [E14:
o AR AT T 3

AL, FRAT R 2% T ESP32-C6-MINI-1 X}V [ ESP32C6-4MB-AT-V4.0.0.0 [E{:, ZEMER H FL5H &
Hrp A bin S TARWTT, HE ESP32-C6 RANBLLH [l {119 H SR 4544 & bin LA AT SR 43 -

— at_customize.bin // Z ARk
— bootloader // bootloader
| L— bootloader.bin
— customized_partitions // AT @B & X bin X #
F— mfg_nvs.csv // BT ONVS oK R 4 &K
| L— mfg_nvs.bin // EF NVS 4K bin X f#
— download.config /] % E SR
— esp-at.bin // AT N F E #

— esp-at.elf
I— esp—at.map

— factory /) EFFEFTAFE bin X #
| L— factory_XXX.bin

— flasher_args.json /] TESHGE RN R

— ota_data_initial.bin // ota data X A7 # &

— partition_table /] — % KAk

| L— partition-table.bin

L— sdkconfig // AT BN e ERE

Hrr, download.config IUPFEL BRI SEL:

——flash_mode dio —--flash_freqg 80m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

0x60000 esp-at.bin

Espressif Systems 8 Release latest
Submit Document Feedback



https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 1. A48/

--flash_mode dio HFEMFER MY flash dio B HEATHI%;

-—flash_freq 80m QM 4R H Y flash i tHAFI %8 80 MHz;

—-—flash_size 4MB XIS H K flash /A 4 MB;

0xd000 ota_data_initial.bin fUFEFE 0xd000 HilitEEs: ota_data_initial.bin {4,

142 sk AT [T ey
TH RS AR A RGN N R T ¥

Windows

TFURBERZ AT, 5 T %K Windows Flash R T 5, {41455 1] 25 Flash TR A 745w

* $T9F Flash £ T.H;

o BEPRN R RAL (BbAh, FA1ikEE Esp32-cé.)

o WRPEER TR R TR (e, A1 develop, )
o RIEER TR —F T D (b, T3S vart. )

EIDOWN. — O X

ChipType: ESP32-C6 "

WorkMode: Develop ~

LoadMode: YART o
‘ OK ‘

Pl 4 R 28 e g

o B AT [FEfpesk 2k, PURBF ULk H—:
- HEFEITRMEEA (Bl build/factory H3E FAY factory XXX.bin) % 0x0 Hb
ht: 7% “DoNotChgBin”, s F 7™ [ 14 ) R IA Bt 2 s
- I LA bin X R A AL RHE download.config CHFHATHECE, 1574 %k
“DoNotChgBin”;
AT B P, EAE T AR N R COM g5, IFAM “COM:” "FHiF £ k% i
5. B XU E I S RN 22152 % /F Windows b A F i 11

BaRsE G, ik E AT B TR .

Linux 3¢ macOS

FHRBEk Z HI, 1H4%E esptool.py.
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v T T > EEEE > OS(C) > bin > ESP32-C6-4MB-V4.0.0.0 > ESP32-C6-4MB-V4.0.0.0 » factory

-~

ER (87 ESP32C6 FLASH DOWNLOAD TOOL V3.9.4

factory ESP32C6-4MB.bin

SPIDownload

<]
=]

Oo0o0ooooo

8 8 8 8 8 8 8

SPIFlashConfig

SPI SPEED SPI MODE Detectedinfo

! DoMotChgBin | a

LockSettings

D40MHz O Qlo

(O 267MHz (O QOUT

O20MHz  @QDIO

©80MHz O DOUT
(O FASTRD

CombineBin

Default

DownloadPanel 1

B download.config X +

a
v
W sTOP ERASE | oM [COM10 -
BAUD: 115200 v
K5 FEFE AR R (o)
= a X
| ] ESP32C6 FLASH DOWNLOAD TOOL V3.9.4 - o %

X e =T

-_flash_mode dio --flash_freq 88m --flash_size 4MB SPIDawnload

[0x@ bootloader/bootloader.bin |
Bx800@ partition_table/partition-table.bin
Bxd00@ ota_data_initial.bin

Bxf00@ phy multiple init_data.bin

Bx1e080 at_customize.bin

Bx1f080 customized partitions/mfg_nvs.bin
Bx650080 esp-at.bin

SPIFlashConfig
SPI SPEED

SPI MODE DetectedInfo

(] DoMotChgBin

O40MHz O QIO

LockSettings

267MHz (O QOUT

O20MHz  @DIO CombineBin
Default

©O80MHz (O DOUT
(O FASTRD

DownloadPanel 1

COM: | comin

START STOP ERASE
BAUD: 115200 ~
iT9. Fh
Bl 6: R 2 i A A (o)
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PATR IR ST —, K AT [PEpesR 2 i

o BN FEZA bin B AR AL : B AL R4, &t PORTNAME il download.config %
g

esptool.py —--chip auto —-—-port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z download.config

F5 PORTNAME B iU A MR 80 D A FR , A 8 T0¥Eif & 1282 N4 F%, 1#i5% 7 Linux il macOS
AR .

¥ download.confiqg ¥ Mz 3 S E0 %,

PAF 2 (bt & ESP32-C6-MINI-1 B4 A4 :

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 -—
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio —-—flash_freq 80m —--flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0xd000 ota_data_initial.bin 0x0 bootloader/
—bootloader.bin 0x60000 esp-at.bin 0x1e000 at_customize.bin 0x1f000.
—customized_partitions/mfg_nvs.bin

. ET%T HATEIR R E 2 0x0 Mtk # APA T4, Fff PORTNAME fl FILEDIRECTORY &

i

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio --flash_ freq 40m --flash__
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Feffl il T A AR ) 2k O AR, 27 T YEM 8 1% 4% 1 248K, 1§25 % 7& Linux £l macOS
FERW.
Ff FILEDIRECTORY Fre sl Gl & i) 7= B 4 i SO AR, BRI OLT, XFié 2 factory/

XXX .bin,

PAF 245 e & ESP32-C6-MINI-1 20 55 A

esptool.py —--chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --

—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—~dio —--flash_freq 80m —--flash_size 4MB 0x0 factory/factory_ ESP32C6-
—4MB.bin

BRSE G, e d AT B2 SRR o

1.4.3 KA AT [IfF2 M Resk )

TR DA T AP RREG AT AT [ {2 5 hesi i) -

o ITHER I T H, 1 SecureCRT;

o HA PR T R REEEEL AT AR BIE T (VERTE IL A A );
o AR 115200;

o i 8

o ¥;3&/H7: None;

RV

o JitE: None;

« HIA “AT+GMR” %, I HAfT (CR LF);

IR, WRLE OK, IR AT [ ke 2 .

AT+GMR

AT version:4.0.0.0(3fe3806 - ESP32C6 — Dec 29 2023 11:10:21)
SDK version:v5.1.2-dirty

compile time (89040be7) :Jan 2 2024 05:53:07

Bin version:v4.0.0.0 (ESP32C6—-4MB)

OK
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N, 5 2EE L AR 7 Uz —H A ESP32-C6 i f il H i :
Jitk 1:

o ITHEE O T H, 40 SecureCRT;
o BB EEPEHT CNEE R H
o PR 115200:
© K 8
K317 : None;
o FEIRf: 13
» Jiifs: None;
BT AR RST 4, 4 HERTHER HEMLRL, W ESP-AT B2 £ IEMPIGIE T .
Jith 2:
o FTFFFIAE 0 LE, 10 SecureCRT;
o BRI AR T AR B AT ar/ma s e AT <R # M4 H
Fr R G S 0 A & 3%
o JEEER: 115200:
o K 8
* KU&{V: None;
o fFEIRf: 13
e Ji¥s: None;
o FEREEIRIL “AT AL/ (FE D AAT+RST 4, HHi#47 (CRLF), #F “FNEkE /4 H
HE” fa 0 HER IR HEMEL, W5 ESP-AT {2 £ IEFPIHL T .

ESP32-C6 JFHLH #&:

—+=»
TN

e O, B OREEES .

—+=»
Iy

HIER T,

ESP-ROM:esp32c6-20220919
Build:Sep 19 2022

rst:0xc (SW_CPU),boot:0x6c
Saved PC:0x4001975a
SPIWP:0Oxee
mode:DIO,

(SPI_FAST_FLASH_BOOT)

clock div:2

load:0x4086¢c410, 1len
load:0x4086e610, len
load:0x40875720, 1len
entry 0x4086c410

:0xd50
:0x2d74
:0x1800

I (27) boot: ESP-IDF v5.0-dev-9643-g4bc762621d-dirty 2nd stage bootloader

I (27) boot: compile time Jul 5 2023 11:12:16

I (29) boot: chip revision: v0.1

I (32) boot.esp32c6b: SPI Speed 40MHz

I (37) boot.esp32c6: SPI Mode DIO

I (41) boot.esp32c6b: SPI Flash Size 4MB

I (46) boot: Enabling RNG early entropy source...

I (52) boot: Partition Table:

I (55) boot: ## Label Usage Type ST Offset Length

I (62) boot: 0 otadata OTA data 01 00 00004000 00002000

I (70) boot: 1 phy_init RF data 01 01 0000£f000 00001000

I (77) boot: 2 nvs WiFi data 01 02 00010000 0000e000

I (85) boot: 3 at_customize unknown 40 00 0001e000 00042000

I (92) boot: 4 ota_0 OTA app 00 10 00060000 001d0000

I (100) boot: 5 ota_l OTA app 00 11 00230000 00140000

I (107) boot: End of partition table

I (112) esp_image: segment 0: paddr=00060020 vaddr=42140020 size=30628h (198184).

—map

I (198) esp_image: segment 1: paddr=00090650 vaddr=40800000 size=0f9c8h ( 63944).

—load

I (228) esp_image: segment 2: paddr=000a0020 vaddr=42000020 size=13c688h (1296008)._

—map

I (740) esp_image: segment 3: paddr=001dc6b0 vaddr=4080£9c8 size=05bf4dh ( 23540)._

—load

I (752) esp_image: segment 4: paddr=001e22ac vaddr=408155c0 size=03c54h ( 15444).
G
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(B LEm)
—load
I (760) esp_image: segment 5: paddr=001e5f08 vaddr=50000000 size=00068h ( 104)
—load

I (771) boot: Loaded app from partition at offset 0x60000
I (772) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200
module_name: ESP32C6-4MB

max tx power=78, ret=0

4.0.0

SRR T f# ESP-AT TH2, 15 EEESP-AT = H 4.

WER AR ST QA (1] ESP-AT, 3§ P AL 2, FY B O BURE PEAN SR (F, FRPSeat k%, TR
FIr 5 BOREE DA SCRE A 2 RV AA e b, SRS FRIS R T 4046 5, T ARANT 1 2ANGE R AT [
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Chapter 2

AT [ilfF

2.1 RAWRIREE

FERE TR A 0. HA, SREERAT T DAR ESP32-Co IR AT [,

e
o WSREAHE B OIS T AR AT BN, WESCFSRESP-AT B A £ 5% SCRY, %30kt
BT RIA] ESP32-C6 AT [E/7E SCRe a5 . R (FEL S AL i i) 22 5%, 5 B sl i i
TE R R TG A AT BRI .

o QARGEANEHE Y AT EPFP R RIRCE, @n s atpy T F B AT BFH A S0RT AT EfF

— {52 UART i &

— 57 Wi-FiBe B

- BEGEF Fe FE AT E
— 147 GATTS fe &

2.1.1 F5sY
FERE R R TE AT BEARRT, 35AF4H5 524% 50 % 0, I REAG ) 4% TR ORI R 2R i

2.1.2 ESP32-C6-4MB %41
e v4.1.1.0 ESP32-C6-4MB-AT-V4.1.1.0.zip  (#E##)

* v4.1.0.0 ESP32-C6-4MB-AT-V4.1.0.0.zip
* v4.0.0.0 ESP32-C6-4MB-AT-V4.0.0.0.zip

2.1.3 TPy AT M %A

TWEHIT I AT KA SURTT BRI AR BA A, SRR AR 9 A AR L«
A& AT /N :

15
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Chapter 2. AT [E{4

o T3 ESP32-C6 AT % i Ji I8 1
o AT BIPER A AT [0 SR a — kil S e HoAE

ik ity PR R RS ARSI, AR TR ZE D7 R SR B AN I L A, R R] Bk
E ol 7 SO T T 3

AT Fo 4 52+ ESP32-H £%1] . ESP32-P 241, ESP32-S3 R4 H, 2 o Rirg AT [, i
ESP32-C Z41it5 )7

2.2 AT HilfFwigr

ESP-AT [ {FA & 7o TR DI Raf — kil 3o

build

— at_customize.bin /I ZF Rk (APaRE, AT mfgnvs £ KU Ao
~fatfs R R GBHIF 5K KA)

I— bootloader

| L— bootloader.bin VA0 k&

— customized_partitions

| L— mfg_nvs.bin /) BT BRESH, SHBENLFEREKXT W mfg_nvs.csv
— esp-at.bin // AT R A B

|— factory

| L— factory_xxx.bin [/

SR EDRN R XHEEE, ETUANRIAXHFEREHAN 0 B flash.

~Z EH, B#FMPE download.config X H HFERKE T34 X% T2 flash.
o Xt R A A MR B A

— partition_table

| L— partition-table.bin // — %4 K %k (Z% 4 K %)

L— ota_data initial.bin // OTA ¥ 3 47 4 . X ¥
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AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

4B

AT: i AT J53)

AT+RST: TG

AT+GMR: EFEMWA(EE

AT+CMD: 524 Fi [ SCRF T i 2 B fim 22 AL
AT+GSLP: #t A\ Deep-sleep #x;

ATE: JFJRE ] AT o] 22 hE

AT+RESTORE: WRE W) #*E

AT+SAVETRANSLINK : &5 F#1 Network/Bluetooth LE £ /£ /2 X, {5 &,

AT+TRANSINTVL: & E 1% 1% 45 X AR B8 &k 10)
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART_DEF: % UART ZRIATCE, 4775 flash
AT+SLEEP: % & HEARA,

AT+SYSRAM = i) M2 1] {5 %5 L

AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X

AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power

AT+RFCAL: RF £k

AT+SYSROLLBACK =[] % 3| DA i %) [&142:
AT+SYSTIMESTAMP : 25 11]/35 B 7 Hb sk 151 7%
AT+SYSLOG: Ja HEEE AT #HR A4 s
AT+SLEEPWKCFG: %% Light-sleep Wi JEFIHL{E GPIO
AT+SYSSTORE : % ‘&S5t

AT+SYSREG: B &HA758

17



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"ﬂé’\‘

3.1.3 AT+RST: &b
AT %

[

[AT+RST

Wi i ¢

[OK

3.1.4 AT+GMR: #HHEMAEE

AT 4

e

A

[AT+GMR

W i ¢

<AT version info>

<SDK version info>

<compile time>

Bin version:<Bin version> (<module_name>)

OK

ZH

o <AT version info>: AT #Z.UJERRAIE R, BNIAE esp—at/components/at/1ib/ HFE F. L
T PR, ottt

» <SDK version info>: AT ffi fi{1J3F4& SDK A EE, BEN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [ {}4: iHtHE] o
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» <Bin version>: AT [ {f R A5 B . WA (S E 7 PL7E menuconfig &, python build.py
menuconfig>Application manager >Project version. KK E: 32 FT.

e <module_name>: i I 44 FK, FF esp-at/components/customized_partitions/
raw_data/factory_param/factory_param_data.csv BE X,

Bl
o WEREAERN ESP-AT FfF AR, 5 et AT+eMR IAE R .

il

AT+GMR

AT version:2.2.0.0-dev (cadlecd - ESP32-C6 — Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :0ct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

-

3.5 AT+CMD: i bk S BT fr & B iy 4t

+CMD:<index>, <"AT command name">, <support test command>, <support query command>,
—<support set command>,<support execute command>

OK

e <index>: AT Myl ¥%

e <” AT command name” >: AT fy2-%FR

+ <support test command>: 0 FE/RA T, 1 FRTHE

+ <support query command>: 0 F/RAZFF, 1 FRTHE
» <support set command>: 0 F/RATH:, 1 FTRIFF

« <support execute command>: 0 FRALH, 1 FRIE

3.1.6 AT+GSLP: jji A Deep-sleep izt

v

¥

=

L

¥

&

=

A

[AT+GSLP:<time>

W i :
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<time>

OK

BY

o <time>: ¥#UEA Deep-sleep (IS, HAr: ZFb. BoEMHBIEIG, Boay H Ml , i HERR
MR, SRJE N AR .

— 2/ Deep-sleep K2k 5 Z b,
- K Deep-sleep I K24 28.8 K (231-1 ZF#).

Bl
o HTANRINERIE, Frf it A Deep-sleep F5EFr K S B IR 2 7] 7R 2SR

3.1.7 ATE: JF)3skiep] AT ol Dt

PaT %

* ATEO: Pl
« ATEL: FF/= [0 k2

3.1.8 AT+RESTORE: %) ¥
Parhr %

s

[AT+RESTORE

Wi % ¢

[OK

Bl

© B ANRHEIRIA RS flash (9S40, FEIRE HRIASEL
© BT S EREE.
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3.1.9 AT+SAVETRANSLINK: ¥ JF#HL Network/Bluetooth LE i {4 i 5 K

o % B Wik N TCP/SSL % P 3%k 45 # X 12 8.
o % F FF#Lit N TCP/SSL H&K"":ﬁ XSG L
o % B AN UDP i§ 14X 12 4
-uﬁ%ﬂ AMEk%ﬁié%

BEEIFBLEEA TCP/SSL % pooii& AL X 15 1

BEEmA mA

[AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>[,<"type">,<keep_alive>]

e <mode>:
- 0: ¢4 ESP32-C6 i A\ TCP/SSL % i ifs 15 42 X,
- 1: JFj5 ESP32-C6 L Hiit A TCP/SSL & Fifisif 1% 45 X,
o <” remote host” >: FFESE, Fomwwg IPv4 ik, IPve #uhl, siif4s . &Kk 64 F45,
* <remote port>: Wil I {E
o < type” > FAFERSH, FRAEHIZEM Y TCP?,” TCPv6”,” SSL”, & “SSLv6”. BRiA{l:” TCP”
o <keep_alive>: [l B F N SO_KEEPALIVE ;ﬁIﬁ (5% SO_KEEPALIVE ), B #.

o JEHE: [0,7200].
— 0: 225 keep-alive ZfE; (BRIN)
-1~nm:%Emwmmw%oﬂmxmmmﬁﬁﬁ<mmﬂmxImumwmﬂmﬁﬁ
, TCP_KEEPCNT % 3.
. ZIK/E/\EPE]’J <keep_alive> B 5AT+CIPTCPOPT 54 HH) <keep_alive> ZEMFE, HL&(H
H S E R A E o WIARBITA G OB AR E <keep_alive> S48k, MIBHAMLEH B ERIME.

st
o RULERFIHLE AL X (G RPRAFAE NVS X, B8 <mode> N 1, FR A AZNBEAZ AKX,
s AR

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

B ELIFHLIEA TCP/SSL JIR 55 %53E fe B A5 B

[AT+SAVETRANSLINK:<mode>[,<port>][,<"type">][,<CA enable>] [, <netif>]

Wi i ¢
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L]

hil

<mode>:
- 0: XM4] ESP32-C6 |- Hiit A TCP/SSL IR 4545 1542 X,
- 3: JfJ3 ESP32-C6 L Hiilt A TCP/SSL fi 554 15 42 X
[<port>]: AR45#rilridom 1, ERINE: 333.
< type” >: JR4&SLA:” TCP”,” TCPv6”,” SSL”, 1 “SSLv6” . BRiA{H:” TCP”
<CA enable>: {UFE <type> K “SSL” B{ “SSLv6” HfA A IS4k,
- 0: Al CAAIE
- 1: ffif] CA AR
<netif>: 5 RFSARIEITHIMZEEE T, ERIAME: 0.

- 0: rAMggsEn
— 1: Wi-Fi station ¥ 1
— 2: Wi-Fi SoftAP # 1

ABBATFHLIE HEX (5 EBRAFAE NVS X, S8 <mode> Jy 1, Tk L H AL K.
BHARVER

ESP32-Cé fI-% WicFi Staton I, AR EEAF WicFi M35 ST B TR {3 SoftAP B,
UL AL AT SoftAP S8, {RAIE brb I AETE 34 T AE.

1 TCP/SSL [l BB B |, (LR ikt — BAR PO LB, MR
HE A P AR 035 1 ERET R

M RZ I 45 11 (netif) (IESRWITRT, DT HERE SR ], TS B WAL IR, MEA 2 00
R AL 3

BB, TCPISSL S A5 USARHFEAT, (ARARE (IEdt) MRIILIS , RO it
HAHH 1.

// % B Wi-Fi SoftAP fz K ,
11

AT+CWSAP="esp-ap-001","", ,

% WA esp-ap-001, H& KX,
BH 3
0

4

i

M

/) EEFNHN TCP REBFEEHEKX, B e 1002
AT+SAVETRANSLINK=3,1002,"TCP", 2

// PC # ¥ 2| esp-ap-001, 3t i#it TCP % ;3% L H 3% # 3| ESP32-C6 # 1002 3 H
nc 192.168.4.1 1002

/] &R E

BEIFPLEEA UDP AL R

B

[AT+SAVETRANSLINK=<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[OK
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e <mode>:
- 0: X4 ESP32-C6 _I"Hift A\ UDP % £ 42X,
— 1: 7F)3 ESP32-C6 | Hii A UDP £ 1542 X,
o <” remote host” >: FAFESH, FoRuts IPv4 Hidl. IPve Hihk, 4. FKH 64 FH5.
e <remote port>: JTifsi I {E
o <" type” >: FERFHRSH, FontEdial:” UDP” o “UDPv6”. BRIN{EH:” TCP”
+ <local port>: FFHLHEA UDP {4t fdf I A A sk 11 .

]
o AR ERF UDP HHLiE £ 42 X 5 BARAE NVS X, #3848 <mode> N 1, MR _EH H3li#EA UDP
EEEX . TEBAER

o WIRGEANELT IPvO M 25 57— UDP &4, EHATA N #EAE:
— Wt AP S7E: IPv6
- BEAT+CIPV6=1
— AT+ CWIAP 574 3RELE]—4 IPv6 Hiht
— (W]3%k) @iTAT+CIPSTA? iy 5K s ESP32-C6 273 3R EE| IPv6 Al

il
AT+SAVETRANSLINK=1,"192.168.6.110",1002,"UDP", 1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8081, "UDPv6", 1005

BEEIFHLEEA BLE & fe A5 B

P A

[AT+SAVETRANSLINK:<mode>, <role>, <tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<"peer_addr"> }

] o <
(ox )
ZH
e <mode>:
- 0: 5[4 ESP32-C6 L Hiift A BLE i% f£ 4% X,
- 2: JF)5 ESP32-C6 L Hi it A BLE i £ 42 X,
e <role>:
— 1: client f5 {5,
— 2: server fi {4,

o <tx_srv>: tx [R5 )75 . AT {E8 GATTC B}, it AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
Y3k GATTS B}, i@t AT+BLEGATTSSRV? fip 5251 .

o <tx_char>: tx [RG4FHE)FS . AT {E8 GATTC i}, 3833 AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR 1N GATTS B, il 3fAT+BLEGATTSCHAR? £ 425 .

o <rx_srv>: 1x R4 F 5. AT {8~ GATTC I+, i i AT+BLEGATTCPRIMSRV=<conn_index> fiy & #x
W3 18 GATTS W}, @3 AT+BLEGATTSSRV? iy 425 .

o <rx_char> :rx R4 HHIEF 5 . AT 4E 4 GATTC B, il i AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
A 1EN GATTS B}, il idAT+BLEGATTSCHAR? i 445 .

e <” peer_addr” >: XI5 Bluetooth LE Hidil:.

|

« ASBTDRE BLE TFHLIE 5 B 5 BRAEAE NVS X, #7534 <mode> 2, Tk L [ 1EA Bluetooth
LE i £ X, MERAL.
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il

[AT+SAVETRANSLINK:2,2,1,7,1,5,"26:a2:11:22:33:88"

3.1.10 AT+TRANSINTVL: P& LA B & & b
Ay

[

[AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

[AT+TRANSINTVL:<interval>

Wi % ¢

[OK

o <interval>: FAE%&ik[EfE. B0 20, BRAE: 20, JEFE: [0,1000].

it

« BB, 24 ESP32-Co M UART S EI Bl )n , A RICE] i 8t K BER T2 F 2920 7747, %K
WSRO A 2920 P — R BT Ak, SRR <interval> 2R EEERHEI R EE
RFAET 2920 FA5 AR K -

o MEEERAVDN, HBEAGS RN, W PAEE R E <interval> SRIRBHE AR NHL. 24
<interval> fR/NEF, WTVAREAR ] PO A A B A AE IS, (ELK S 30 P RS i ) 45 4 114
R, — R IR AR T A e

il

/) RERE KEE LR R

AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: ¥ UART %45ilniffice, APRAES] flash
A%

[
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[AT+UART_CUR? J

Wi % ¢

+UART_CUR: <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

o

N

EanA

¥

e

o

[AT+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control> ]

e <baudrate>: UART JHpR
— BSP32-C6 i&45: S F#EEI A4 80 ~ 5000000
o <databits>: E{¥EAr
— 5: 5bit FIR(
— 6: 6 bit Z IR
— 7: 7 bit HIRA
— 8: 8 bit (v
o <stopbits>: %[/
— 1: 1 bit & k{v
- 2: 1.5bit {11
- 3: 2bit {F= 17
o <parity>: L1
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: NMfREmE
— 1: {#EERTS
- 2: ffifg CTS
- 3: [AW{#ifE RTS i1 CTS

e
o iR B2 UART Bl & S50 S5, BTaMeh i i, ol 68 5 e (EA 41 22 5.
o AREARAFE flash,

o U TR 4 I 45 2 TR B B2 i 4 1 CTS/RTS 45 M, 1% 1% W22 #+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

hil

[AT+UART_CUR:115200,8,1,0,3 ]
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3.1.12 AT+UART_DEF: %% UART BRi\fids, {#47%] flash

[AT +UART_DEF?

W i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

¥

X

Wrs
4

=l

[AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

[OK

* <baudrate>: UART j4&%

— ESP32-C6 i&45: S 4:7E I H 80 ~ 5000000
o <databits>: FIR{

— 5: 5 bit HERAT

- 6: 6 bit £

— 7: 7 bit H w7

— 8: 8 bit HFE{r
 <stopbits>: {811/

— 1: 1bit {17

— 21 1.5bit {F= ]} 7

— 3: 2 bit {E k{7
o <parity>: R

— 0: None

- 1: Odd

— 2: Even
» <flow control>: Ji#s

- 0: Afigemis

— 1: {fifg RTS

- 2: {fifg CTS

- 3: [A|mH#ifiE RTS Fil CTS

|

o FCE S UCRHRAATE NVS 431X, 2308 PR EHLIHS AR 3K
o {5 T TR 1 U 4% 2 TR O B2 i 45 1 CTS/RTS 4 M, 1% 1% W2 1+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,
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il

[AT+UART_DEF:115ZOO,8,1,0,3

3.1.13 AT+SLEEP: %FEIEHRE

[AT+SLEEP?

W i <

+SLEEP:<sleep mode>

OK

v

¥

N

é>

¥

Wi
4

=l

[AT+SLEEP:<sleep mode>

W :

[OK

BH

* <sleep mode>:

- 0: ZEFHHEAREL.

— 1: Wi-Fi Modem-sleep 53, SRt 4l AP 1Y) DTIM 5 8 5P . (AR Wi-Fi £} Station
WP E ARG B0 Wi-Fi BT, AvrikE, RSB O TR IR AT &) HAb
NI &

— 2: Light-sleep Bi=. 7E Wi-Fi £i3{2}j SoftAP 5 Station+SoftAP I A 15 & .

* IG5 Wi-Fi fER
- CPU X H Bli#k ABEHR, FHREBLHCRE 5 o
« B Wi-Fi
- CPU K5 B 3liiff AREHR, SR RIEAT+CWIAP S{AT+CWCONFIG fig % B E 1
listen interval ZEUEM XM,
* A Bluetooth Fz;
- 7E Bluetooth J"#875F, CPU X H itk ABEAR , S AU RE AR A 42 a] B i 5 5% FAT
- 7F Bluetooth 275, CPU K H 2k AR, SRRt R AR I % 122 A B o 101 5% P
+ Wi-Fi A1 Bluetooth JE77AF
- CPU Kt H Bl AR, ST HRAR I FiL Y5 /8 BRASCHR G 201 56 PA)

- 3: Wi-Fi Modem-sleep listen interval 5, HISMHIGFARPEAT+CWIAP 8 AT+ CWCONFIG 1%
BEEM listen interval SHUEM K. (U Wi-Fi #55X 4 Station % B2ERL: FETC Wi-Fi
BN, AVFRE, HARAER CH TR AT FEfF): HARR O N AT 3RE .

(A
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* BH Light-sleep BiHT, BUURATELAT+SLEEPWKCFG i QU E AR, 5 ISR, B

FF—H AT HEIRIRAS .
o %8 Light-sleep #i:0 )5

, TR Light-sleep M [l 25 (AN 2 B, 415 B 2k AREAREL , 24 Light-sleep

Wl 25 A1 G 1) BL%H 2l A RIS 2 v e i
o B BLE #iz{'F, H7f BLE Light-sleep il BLE Modem-sleep W flEIRIE . i) AT+SLEEP=2 fip%
J& J BLE Light-sleep, j#iid AT+SLEEP=0 #5435 /] BLE Modem-sleep.

* XFF BLE #i50NY Light-sleep £, FI Frb e (R4 32KHz findik, 50, Light-sleep £i3(% DA

Modem-sleep #3 TAE .

* AT+SLEEP T Z /R il %% 1Y Sleep AT 7 151) o

il

[AT+SLEEP:O

3.1.14 AT+SYSRAM:

iy

A eSS IR G O

[AT+SYSRAM?

W i <

OK

+SYSRAM: <remaining RAM size>,<minimum heap size>

* <remaining RAM size>:
¢ <minimum heap size>:

L FIR AR R], B byte
AT R/ NEZS ], BAAV: byte. 4 <minimum heap size> /NFHifE

LT 10KB I, ESP32-C6 i) Wi-Fi FHUEIIAER T R BErT BE & 5250 1«

il

AT+SYSRAM?
+SYSRAM:148408,84044

FITEL E BT W R GE N A DL

"ﬂ4>

[AT+SYSRAM:<caps>

Wi 3% ¢

+SYSRAM: <caps_largest_free_block_size>, <caps_free_size>,<caps_minimum_free_size>,

—<caps_total_size>
OK
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<caps>: fEJi{H. TEIL A6 capabilities i# L. FJPALHAH, 41 AT+SYSRAM=0x1800, F/Rn
MALLOC_CAP_INTERNAL | MALLOC_CAP_DEFAULT,

<caps_largest_free_block_size>: :4Hi caps [ EEWE 0 ELAm KSR, BAf7: byte,
<caps_free_size>: 47 caps A WA/ NER, HA7: byte.

<caps_minimum_free_size>: {5 5 LS, caps T AFE S REI NS RIS/ IME, B7: byte,
<caps_total_size>: 4Fij caps FENTER/DN, A byte.

ARG mfrdBih, —BRNEARNRB AT B &35 0 & M 1 alloc failed,
size:<requested_size>, caps:<requested_caps>. 7w uJ PA o3 *

AT+SYSRAM=<requested_caps> & FH 4 Wl caps W W £ B 1 M. FH
<caps_largest_free_block_size> E T R /0 Bl <requested_size> K/NH) N F
He.

3.1.15 AT+SYSMSG: #ify/i% ¥ ARG 158

A ify)

Py
A

g

ik
I H ARG R G EARES

e

[AT+SYSMSG?

Wi % ¢

+SYSMSG:<state>

OK

)E’J

CH

Lo N
“D<>

Dyt
&Lﬁzg\%%i{‘{%a%\ o ﬁn%f@%%%ﬁu%éﬁ E‘J%}E AT ?ﬁ/%\v “L%a’fﬁFHAT'FSYSMSGFILTER ﬁﬁ/‘\°

e

[AT+SYSMSG:<state>

W i ¢
(ox
ZH
* <state>:
— Bit0: BH Wi-Fi i# 1542 X, Bluetooth LE SPP }% Bluetooth SPP i 2 &3 ElE /R E B
0 RETED
+ 11 FTEJ +QUITT
- Bitl: JEEM R KA
« 00 IR BB R (G, , A XX, CONNECT
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x 1 ﬁ i ﬁé 40 ki EF% R 1§ E\, ] +LINK_CONN: status_type, link_id, ip_type,
terminal_type, remote_ip, remote_port, local_port
- Bit2: EERESHNMEE, T Wi-Fii£ 42X, Bluetooth LE SPP J% Bluetooth SPP
D ANTHERRE R
: 24 Wi-Fi, socket, Bluetooth LE B Bluetooth RS & AE B}, FTEIHRE L., f0:

N

C>

*

*

—_—

- "CONNECT\r\n" = P\ "+LINK_CONN:" FF L W 7 £ &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

— "WIFI DISCONNECT\r\n"

— "+ETH_CONNECTED\r\n"

- "+ETH_DISCONNECTED\r\n"

- PL "+ETH_GOT_IP:" F LW E TR A

- DL "+STA_CONNECTED:" JF k By 4% &~ 7 B

- PL "+STA_DISCONNECTED:" JF 3k /Ji;f? z B

- BA "+DIST_STA_IP:" %%é’m—erﬁ &

- Pl "+BLECONN:" FFL W R R K

- PL "+BLEDISCONN:" Jf 3k @ & £ B

— "+BLE_TT_MODE\r\n"

- EHEERXT, # & notify = # indicate M, FT B DL "+WRITE:".
o FEHRTHE

Bl

* HAT+SYSSTORE=1, Wi E BEUCRHIRAFAE NVS 73X

* #ix Bit0 2y 1, B Wi-Fi U’%a‘%i& 2R +QUITT,

o« # % Bitl N 1, ¥ £ ¥ WIAT+CIPSTART FIAT+CIPSERVER 1y &, % % % # =
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” RENTTIZ
& “XX,CONNECT”,

il

/) R Wi-Fi BHEEKABATAIRTEE
/) EEBRTHFARET FE
/] EERAAABTTHATH E R

AT+SYSMSG=2

o

// HEHE KX T, Wi-Fi. socket. Bluetooth LE # Bluetooth KA KL W 2T IR T B
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: k2 R5:0 85000k
b A

Dyt
i ETIES W EYSSuR/ bk

[k

[AT+SYSMSGFILTER?

W i :
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+SYSMSGFILTER:<enable>

OK
BE WA
Dyie:
BN E RS W EPSPuR
A
[AT+SYSMSGFILTER:<enable> }
My o 2
[0 )
SHL
e <enable>:
- 0 BHARGEELE. REBIME. 255, REHEEARERN T IELRTE.
D EHARGEHEEANE. RS, RS BEIEN R ITE_E R EdE S8 AT fghi, MCU
TAWﬂ T A 1 R = T e b s, &R &4 MCU.,
wi

°m%ﬁﬁ”ﬁmm@%mﬂﬂVVﬁEﬁﬂ% gAY, RO A B N B A ARG B g,
SCIE RS A R GUH B

'ﬁ@ﬁﬁ%ﬂﬂmm@ﬂMRva,LﬂM%FﬁhﬁMﬂﬁ H R BRI, BT Ik AT RS
H S L g

o TEHENE AKX B, RZUEWUE T AT+SYSMSGFILTER=0 fir %, M R G0H Bt vk

o QUERAHT AT TR YT K, WEAAT R APIs SCHL AT iy 11 B0 4% .

// BAH AT 450 HELRX., HELR 4L W AT+SYSMSGFILTER.
AR, REHZEMEL LA S %E MCU (AT+USERWKMCUCFG # AR B M MCU % B Zh i) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ ARG AT ¢S O Wik E. B LYW AT+HSYSMSGFILTER.
ARk (WREER) , REEEN L 2% E MCU (AT+USERWKMCUCFG # 4 % & # MCU.
< BT B ) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ EAEE MCU Bl AT #4 0OWEKE L #E . HEF L4 AT+SYSMSGFILTER.
AR, REHKEMN S4B MCU (AT+USERWKMCUCEG #r 4 % BE W MCU % B 3 &) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// A BB A % B MCU I & %nﬁ/}’éljb B AT A OB B KE. HIE AW AT+SYSMSGFILTER.
ARk (WRERER) , A& #%m ¥ B MCU (AT+USERWKMCUCFG # 4 & B #§ MCU_
BT B ) .

int32_t esp_at_port_active_write_data(uint8_t data, int32_t len);

Wl PRGBS A% BALiETR ),
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3.1.17 AT+SYSMSGFILTERCFG: #rify/fit s R0l ie s

L4 7‘!"1’73\/\; aa

o AR TIEE

o W —AiER

o B —A e B
AL IR AN
Aifytn s A
[AT+SYSMSGFILTERCFG?
L)V
+SYSMSGFILTERCFG: <index>, <"head_regexp">,<"tail regexp">
OK

o <index>: JIJERMZES|,
+ < head_regexp” >: SLEBIEMFEk,
o <” tail_regexp” >: EIBIENFEiEKL.

BRI IS

BEEmA WA

[AT+SYSMSGFILTERCFG=<Operator>

W i <

[OK

S

* <operator>:

- 0: HERITAEERE . R, W DARE— L PR AR T o5 SRR

il

/) B BT A LR B

AT+SYSMSGFILTERCFG=0

[AT+SYSMSGFILTERCFG:<operator>, <head_regexp_len>,<tail_regexp_len>

Wi i ¢

OK
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aRm R R AT EMER I AT 2 OROEdE, BURERT DA AR (B SKSRIE M5k =0 R iR IE
MFEAR), Y AT 23 B JF 53] <head_regexp_len> + <tail_regexp_len> J5, #FTIE
MR SE B A T

AR I ik o5 AR 2R MBS I AR SR, 2R [l

[ERROR }

B SRV B vieea Wt -3 G v R N ER A PR /58790 ) IS A T

& )

BH

* <operator>:
— 1 BEM—A g . — Dt PEAR AL A S BRI Ik RN e Bk ) ek K
* <head_regexp_len>: SLFFIENIZRIANKEE. il [0,64]. WIREEN 0, FRZMELEBIEN KL
FCHYPCHED, [EB} <tail_regexp_len> AHEN 0.
o <tail_regexp_len>: JEFIEMFALKE. il [0,64]. QIEREEEN 0, FARZMEZIBIENFREA
HIVLHED, [AB} <head_regexp_len> AfEHN O,

o WM ARMGATEA MRS NESS, Hl T AT+SYSMSGFILTER 4 5 s 25 F 2400 Bad ik, 52

ﬂ%Mﬁ%%%%ﬁ%ﬁﬁ

o SRR ERIE WA kg S % POSIX HAIENEYE (BRE) .

o N TR A E S (AT 4 ) TX ) Bhe iR g, sha B E W Rk A ~ I3k, RBHp

IEMIZEIRAPA ¢ 455

o WA RS E MIBHPCES_F S0 E gk R B ERIE WA, REHEA Spdig. diEE, &

Se i B E WA VUL E B 258 AT i 384, MCU A Us] s 1 A8 1 W) ek xCPCid b

Bk, SIRFERA MCU,

o MERGIHEICEHE—AUER G, ARSI ITH TR IERS .

-i%ﬁﬁﬂm gL, REHEASE, AR RN RGHEMARK RS EGHE—
ATVERE

o WFEER KA, AR R AR kg, A B T AT+ SYSMSGFILTER=0 iy %>

BHMARGHELE.

EN |

// BB EE, HEHAE "WIFI CONNECTED" % 4 M B iR &
AT+SYSMSGFILTERCFG=1,17,0

// &4 EE OK f1 > &, 8 A\ "WIFI CONNECTED\r\n (# & \r\n & Ff 2_
~/ANFF, Xt E ASCII # ¥ # 0D 0A)

/) R ER G E Tk

AT+SYSMSGFILTER=1

/7 PR LR R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT KB #r#f WIFI CONNECTED % %4 4 E i) &

PR S A5l BadiEa ),

TR —A~ i 28

7
wEmA WA
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[AT+SYSMSGFILTERCFG:<operator>,<head_regexp_len>,<tail_regexp_len>

Wi % ¢

OK

>

aRm R R AT EMER I AT 2 DOROEdE, BURTETT DA AR (B SKSRIE M5k =0R iR IE
MFEAR), 24 AT 23 MEEE K JF 53] <head_regexp_len> + <tail_regexp_len> j5, #FTIE

kA e AL
ARSR IR D ek e R A 0 2R U S ik o i A, R ] -

[ERROR

B SRV B vieea Vet -3 G v 1 R NE ] 5 rstr 90 I IS A T

[OK

* <operator>:

= 2 MRt ks .

» <head_regexp_len>: S5 1F &R . JEF - [0,64]. WHHRE N0, N <tail regexp_len>

AERN 0.

o <tail_regexp_len>: FEIFIFENFEAXKE . L [0,64], WHRIZE N0, N <head_regexp_len>

NEEH 0,

Bl

MM 0 2 A I A A AL DB

il

VAl Ry o
AT+SYSMSGFILTERCFG=2,17,0

S/ANFE ¥, N ASCITI & WY 0D O0A)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 W & i &

// %t & 4 KE OK #1 > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.

3.1.18 AT+SYSFLASH: #ifyukif5 flash JIj 153X
R

ik
#rif) flash H] 740X

Py
A

[AT+SYSFLASH?

Wi i ¢
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+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK

[AT+SYSFLASH:<operation>, <partition>, <offset>, <length> }

W 3% ¢

+SYSFLASH:<length>, <data> J

OK

¢ <operation>:

- 0 BERAIX

- 1 B

-2 HAK
 <partition>: X4k
o <offset>: fmfsHihl
o <length>: (i K&
o <type>: 4 IXAAY
* <subtype>: JJ 43X 1R
e <addr>: 4 XHuhk
o <size>: ] KAK/N

o [ AN A5 beok at_customize.bin, FH4EE IS H 4efT i 2 Lo R,

o B IXEF, EEEERIZERSX., XTPLEIT A <of fset> fl <length> BHORFEM.
W, 4 AT+SYSFLASH=0, "mfg_nvs" AJ[#ERIEA “mfg_nvs” X,

o XT3 X n] 2% ESP-IDF 73X 3%,

* ¥4 <operator> Nwrite B}, RGBS IERMITRE >, R DU A S WEdE, 5k
PN 5 <length> —F(,

o EArIKHI, S EERIZS XK.

o GNARGEARE L mfg_nvs 43 X H AR, T AT+SYSMFG 4 (NVS H i B EXTAE ) . ansk
BB A mfg_nvs 431X, 50 AT+SYSFLASH fiy% (43 IXEEE) o

o H4rIXEF, MCU Wik G AEHE, #e—KES AL 28R SENAFAA L. FlindERE A 4KB
FAEAE, HRB AT

Bl

// BB EAN "mfg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_ nvs" S REHHI 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs", 0, 0x1C000

Espressif Systems 35 Release latest
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c6/api-guides/partition-tables.html
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 3. AT Ay d4E

3.1.19 AT+SYSMFG: #¥ifjali% T manufacturing nvs Jf j143 X
ity 4>

hig:
1) manufacturing nvs f 743 X N ¥ 6 44 25 [] (namespace)

s

[AT+SYSMFG? }

L)V

+SYSMFG:<"namespace">

OK

Rk A #4 ] SEBEAEDN
%

{AT+SYSMFG:<operation>, <"namespace">[,<"key">] J

Wi 3% ¢

& ]

ZH

¢ <operation>:
- 0: EEREAE
- 1 BRHURAE
- 20 GARME
* <” namespace” >: fiy443|A].
o <” key” >: FHE, EUFCMEE. 2 <"key"> BT, R <"namespace"> WA RIEEXT; &
M BB M BT HE E ) <"key"> AN

Bl

o THICPIEE AR AT (NVS), T a4 23(a] . BERT AR

2l
// B client cert #AZHMAAANRER (H: RRBRAWE 0 £RE 1
~EEPRES)

AT+SYSMFG=0, "client_cert"

// ¥EH% client_cert # & X FE W MW client_cert.0 X (W : R %AW E oo
B E P IS )

AT+SYSMFG=0, "client_cert", "client_cert.0"

I 44 2 ] SR (R
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[AT+SYSMFG:<operation>[,<"namespace">][,<"key">][,<offset>,<length>]

Wi i
Y <"namespace"> PAKZ IGSEGA BT, 1&[H

+SYSMFG:<"namespace">

OK

Y <"key"> NRZJGZHURAE IS, &1

+SYSMFG:<"namespace">, <"key">, <type>

OK

Hopfigol, &

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: BEEREAE
- 1t SEHAE
- 20 HABLE
e <” namespace” >: 4 a3[A,
o <” key” >: U, EFRNEE.
o <offset>: fB{HMMIZ.
* <length>: FE{EAIKJE.
 <type>: FEEAYIHL,
- 1: u8
i8
ul6
i16
u32
i32
string
— 8: binary
o <value>: FEMIEERE.

|
NN W

Bl
o WHSCREE RS AT (NVS), T f#ar 2 2Sim) ., BEXT S .

2N

/) BB A BT A A A
AT+SYSMFG=1

// BB client_cert # A X F W AW 5
AT+SYSMFG=1, "client_cert"

// EZ Bl client_cert # % R [ W ¥ client_cert.0 T # K H
AT+SYSMFG=1, "client_cert", "client_cert.0"

(T
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(750
// LB client_cert # % B H MW client_cert.0 FH#WME, NEH 100 W & 3 B 200
s
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

AT EEPN L he)

BeE M WA

[AT+SYSMFG:<operation>, <"namespace">,<"key">, <type>, <value>

W

[OK

¢ <operation>:
- 0: {EEREAE
- 10 EEUEEAE
-2 BARME
e <” namespace” >: 443 [A,
o <” key” >: FHE, M.
o <type>: HE{HAYARIL.
- 1: u8
-2:18
ul6
i16
u32
132
¢ string
— 8: binary
* <value>: Z4J <type> AF, WSRO :
- QiR <type> & 1-6, <value> fRFEEMNEE.
- QR <type> & 7-8, <value> NFEMMAEMEIRMKE. EEEETMEFEMS G, AT &[H
>, FN AT CHER IR T80, i EnT DA AR, 24 AT 2003 i Bl K 28 3
<value> J5, WISZ R4 2510 N B ASEXT

|
NN kW

|

* WHICREE RS AT (NVS), T flar 2 2sim) . BE MRS -

* BRI, BT SR S SR (NVS SARIGTE 2 B ShIRERE(EXT ) -

o AREAEB Y mfg_nvs 73X SRR, T BT AT+SYSMFG 64 (NVS HRGEEEDH#AE) o A2k
FREUCEA mfg_nvs 73X, 5 AT+SYSFLASH fig % (73X #4F)

il

// 1 client_cert @ % X Al A W client_cert.0 # 5 NFH WA (B : ¥ #H client_cert.
SRmAREANKE 0 EEFRIES)

AT+SYSMFG=2, "client_cert", "client_cert.0",8,1164

/) EFEORE > B, BA 1164 FH HIEH X4
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3.1.20 AT+RFPOWER: #5if)/i'% RF TX Power
Arifg i A

Yitig:
#¥if] RF TX Power

s

[AT+RFPOWER?

W

+RFPOWER: <wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>
OK

)E’J

CHLN A

A

[AT+RFPOWER=<wifi_power>[,<ble_adv_power>,<ble_scan_power>,<ble_conn_power>]

Wi i ¢

[OK

o <wifi_power>: BA{4 0.25dBm, AKX ERISEE N 78, MIZLFRE RF Power {H4 78 * 0.25 dBm
=19.5dBm. [t )50iE4F AT+RFPOWER? A HiIASL P RE Power {f.
— ESP32-C6 45 I HUE G A [40,84]:

REME ERE KER{E 5kfR dBm

[40,80] <&EME> <KTH> <KEEME>*0.25
[81,84] <ikE(i> 80 20

* <ble_adv_power>: Bluetooth LE | 4% RF TX Power, HUEEE S [3,15]:

:-15dBm
:-12dBm
: -9 dBm

: -6 dBm
:-3dBm

: 0 dBm

¢ 9:3dBm

¢ 10: 6 dBm
e 11: 9dBm
e 12: 12dBm
¢ 13: 15dBm
e 14: 18 dBm
e 15: 20 dBm

 <ble_scan_power>: Bluetooth LE J94#{#) RF TX Power, Z%{BU{EH[F] <ble_adv_power> H¥{.
 <ble_conn_power>: Bluetooth LE j£321) RF TX Power, Z(HUE][H] <ble_adv_power> .

.
[c BN I e) NV I SN
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3.1.21 il

o M Wi-Fi & RFI I/}, AT+RFPOWER A2 ok % B/EE ] Wi-Fi 1) RF TX Power. 24 Bluetooth
LE FAIMG40}, AT+RFPOWER fyd Joykik B /2] Bluetooth LE ) RF TX Power,

e F RF TX Power 40 A AN W%, MG NFRMAEE XN K HEEE R,
B DA L esp_wifi_get_max_tx_power £ i) F| ¥ wifi_power I {H B & 5
esp_wifi_set_max_tx_power WEMEFAEZER, HEAXREK.

o A <ble_scan_power> Fll <ble_conn_power> S EUH % B N5 <ble_adv_power> Z5UR [A] H(HE
BN, XDSEG 2 E S E NS <ble_adv_power> ] [{H -

3.1.22 AT: RF ik
Wit

[k

[AT+RFCAL

W .

& J

3.1.23

* ESP32-C6 HK/Aslt & B 34T RF £iAE, 2 )53t & 33T RE 04 2% RF
FEHE T A0
o WHEAEE T WA, B RPN SEHOUE, BT RF SmAHE.

3.1.24 AT+SYSROLLBACK: [n]7& %I ULy [
AT A

g
)Y H2 AT R (VR [ Y kR RCAS

e

[AT+SYSROLLBACK? }

W 7

+SYSROLLBACK: <running_app_addr>, <"running_app_version">,<rollback_app_addr>, <
—"rollback_app_version">
OK

WA 4

=t

,/?\:

LAT+SYSROLLBACK ]

W i :

& )
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BH

e <running_app_addr>: 43z {7 E LRk .

* <” running_app_version” >: 4FZfTE LRI A .
<rollback_app_addr>: [5]7 [E{F ik

* <” rollback_app_version” >: [0 & /RIS .

(]

» Ay Al OTA J14%, R BIRE] S — OTA 7 K .

3.1.25 AT+SYSTIMESTAMP: 7% ifi)/i ¥ AS Hiu it i) 2%
AR A

ik
B A B P )

A

[AT+SYSTIMESTAMP?

Wi 3% ¢

+SYSTIMESTAMP : <Unix_timestamp>
OK

B

itk
BEEASH R, 24 SNTP W EHE, K52 FEHE

fir 4

[AT+SYSTIMESTAMP:<UniX_timeStamp>

 <Unix-timestamp>: Unix [J[a]#, PAfi: #.

il
[AT+SYSTIMESTAMP:1565853509 //2019-08-15 15:18:29
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3.1.26 AT+SYSLOG: K3HukZsH AT #5iR St

iy

Jyiig:
i) AT SRR 2 A

s

[AT+SYSLOG?

W

+SYSLOG:<status>

OK

BEmA

ifig:
JE AR AT 452 TR

zs

[AT+SYSLOG:<status>

Wi i ¢

[OK

BH
o <status>: FFRIUHEHEAVIRE

- 0: 287
- 1R

il

// B AT 4iE R AR R
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// ER AT #RREGRT
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR
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AT BRI R —A> 32 fi /N BEHIEE, & SCanF

XA FRE R
bit32 ~ bit24  bit23 ~ bitl6  bitl5 ~ bit0

* category: [ E{H 0x01
« subcategory: 4H{RASHY

fRIREE iR K A
3

ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 {568
ESP_AT_SUB_NO_TERMINATOR 0x02 RIBBNEHREE (LA “m” 452)
ESP_AT_SUB_NO_AT 0x03 KL F|E G AT (& AR REE at, At B

aT)
ESP_AT_SUB_PARA_LENGTH_MISMATC 0x04 2 e U
ESP_AT_SUB_PARA_TYPE_MISMATCH 0x05 SRR RUR L
ESP_AT_SUB_PARA_NUM_MISMATCH 0x06 SRR AN DL
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 R S50
ESP_AT_SUB_UNSUPPORT_CMD 0x09 A EZ S
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A HATar 54K
ESP_AT_SUB_CMD_PROCESSING 0x0B e IT E— % s
ESP_AT_SUB_CMD_OP_ERROR 0x0C A O PRAE S R A5

* extension: iRV RGEE, AW TREGARMWY BEE, #1EE W components/at/
include/esp_at.h,

B, AR ERR CODE:0x01090000 R “AHEFZMmS7.

3.1.27 AT+SLEEPWKCFG: ¥t Light-sleep Mg s filefii GPIO

[Fautigy

=N

A

[AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

» <wakeup source>: M H
- 0: fREABCE, BALE:
- 1 REECE, BASEE
— 2: GPIO Mg
e <paraml>:
- YMLEJE N GPIO I, % Z4(3R GPIO & i
- PREGELE, BAF:
¢ <param22>:
- YMLfE)E R GPIO B, %SGR L1
- 0: fKH-F
- 1: FHF
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il

// GPIO12 F K 1k W F mf 4 B
AT+SLEEPWKCFG=2, 12, 0

A
o MR A R RO AL, ARNBEAL TR SRS, A PR e P B A

3.1.28 AT+SYSSTORE: ¥ SRfEhkki
wifhr 4

e
#if] AT ZHUFRER

"ﬂ4>

[AT+SYSSTORE?

W i <

+SYSSTORE: <store_mode>

OK

%

&F

AR
Is

O

X

=

[AT+SYSSTORE=<store_mode>

W

[OK

BH

o <store_mode>: ZHIFEfEHIA;
-0: up Al E A flash
- 1 WAEELFA flash (ERIA)

Bl

P HP R B, APmEiiiaS, POy a2 2N RAM i) .
AR XL MILAT fir -

o AT+SYSMSG

» AT+CWMODE

* AT+CWBANDWIDTH
* AT+CIPV6

* AT+CWCONFIG

o AT+CWIJAP
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e AT+CWSAP

e AT+CWRECONNCFG
o AT+CIPAP

* AT+CIPSTA

* AT+CIPAPMAC

e AT+CIPSTAMAC

e AT+CIPDNS

* AT+CIPSSLCCONF

* AT+CIPRECONNINTV
» AT+CIPTCPOPT

e AT+CWDHCPS

» AT+CWDHCP

e AT+CWSTAPROTO

* AT+CWAPPROTO

* AT+CWIJEAP

il

AT+SYSSTORE=0
AT+CWMODE=1 // AF # A\ flash
AT+CWJAP="test","1234567890" // K& AN\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // f# N\ flash
AT+CWJAP="test","1234567890" // # A\ flash

3.1.29 AT+SYSREG: iZ5%E0%

- :
wE WA
Wi

[AT+SYSREG:<direct>, <address> [, <write value>]

Wi i ¢

+SYSREG:<read value> // (& H T &FHF &
OK

B8

o <direct>: LGS TFIEAS

- 0: 7R

- 11 Gafias
» <address>: (uint32) FFfEasHbbl, FHEIHSHEM XN (RS ZFH
o <write value>: (uint32) 5 A(H, & T 5 S1Easmt

B
o AT ARG E gl , DA DR A 2 A L AT 2%
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3.2 Wi-Fi AT #4144

o B

o AT+CWINIT : HJUaAL/3EH Wi-Fi IR0 FL

o AT+CWMODE: #5if)/#% & Wi-Fi $i3, (Station/Soft AP/Station+SoftAP)
o AT+CWBANDWIDTH : #5ifj/i% % Wi-Fi 5%

o AT+CWSTATE: #5ifi) Wi-Fi JRZSH Wi-Fi (5B

o AT+CWCONFIG: A/ '8 Wi-Fi B sl B 5] 1 e W7 5] B ) [R)
o AT+CWJAP: i#3% AP

o AT+CWRECONNCFG: 5if]/¥% '8 Wi-Fi Tk g

o AT+CWLAPOPT: %% AT+CWLAP AR 45 51 B 1k

o AT+CWLAP: 54500l FifY AP

o AT+CWOQAP: WiIT5 AP flyi%ds

o AT+CWSAP: Tl & ESP32-C6 SoftAP Z:%k

o AT+CWLIF: 75iH)1%53:%] ESP32-C6 SoftAP {Y station {5 4,

o AT+CWOQIF: WiJT station 5 ESP32-C6 SoftAP [ 4

o AT+CWDHCP: 3 /2% DHCP

o AT+CWDHCPS: 5]/ & ESP32-C6 SoftAP DHCP 4} i) IPv4 k3 il
o AT+CWAUTOCONN: I Hi 275 H i AP

o AT+CWAPPROTO: Z¥if)/#5 5 SoftAP #ixt T Wi-Fi tpsUbz e

o AT+CWSTAPROTO: ¥¢'& Station 155 F Wi-Fi W bRifE

o AT+CIPSTAMAC: 5if/3%'% ESP32-C6 Station (1) MAC Hbiik

o AT+CIPAPMAC: 75/ & ESP32-C6 SoftAP ] MAC Hiht

o AT+CIPSTA: Z5if)/i'% ESP32-C6 Station {y IP Hiht

o AT+CIPAP: Z¥ifi)/$3'E ESP32-C6 SoftAP f1 IP Hbik

o AT+CWSTARTSMART : JTJ5 SmartConfig

o AT+CWSTOPSMART: {2 1}- SmartConfig

o AT+WPS: '8 WPS Iifig

o AT+CWIJEAP: 32 WPA2 Vi AP

o AT+CWHOSTNAME: #5i)/¥% & ESP32-C6 Station [ 414 Fx
o AT+CWCOUNTRY : #if]/4% 5 Wi-Fi [E 5 /CHY

321 ¥

W BRIAM AT B SR TR T BRAT+CWIEAP Z AN IT A AT fin% . QAR TE BLE W ESP32-C6 R
IR a4, 75 T4 1% ESP-AT T42, FESR TP IS LA EER: (Pt mu@msrny, Ry em R
PR ) :
e =M EAP 5% (AT+CWJEAP): Component config>AT>AT WPA2 Enterprise command
support
o ] WPS 14 (AT+WPS): Component config>AT >AT WPS command support
o #%Jf] smartconfig 5% (AT+CWSTARTSMART . AT+CWSTOPSMART): Component config>AT >
AT smartconfig command support
o BTG Wi-Fi ipd (M. — B2, Irfy Wi-Fi DURRA ERSIRes oA B, SF s gATss

I 2e AT 54 ): Component config>AT >AT wifi command support

3.2.2 AT+CWINIT: #JiaAL/s P Wi-Fi 98 R
iy

Jyiig:
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i ESP32-C6 #4571y Wi-Fi IR
i

)

&

.

[AT+CWINIT?

Wi % ¢

+CWINIT:<init>

i
IR LR B ESP32-C6 504511 Wi-Fi BKEh 27

A

{AT+CWINIT=<init> ]

Wi i ¢

e <init>:
- 0: 5 Wi-Fi BRI YT
- 1: WIAAk Wi-Fi BREhFL  (BRAME)

BEW
o RUEARAFE flash, FHJG R ABOAE 1.

o Y RAM BHEA RIS, A Wi-Fi BURTEE T, o DABE I st -5 B Wi-Fi SRE0R8 ), AREIL
RAM B

Bl

/) EE wi-Fi BFRE)F
AT+CWINIT=0

3.23 AT+CWMODE: #rify/ix ¥ Wi-Fi i, (Station/SoftAP/Station+SoftAP)
A4

Ystie:
#rif] ESP32-C6 15245 11 Wi-Fi #5x{

Py
A :

[AT+CWMODE?

W
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+CWMODE : <mode>
OK

Pa-

STES

Yy
W ESP32-C6 #5451 Wi-Fi fist,

s

[AT+CWMODE:<mode> [, <auto_connect>]

W 3% ¢

o <mode>: izl
— 0: JC Wi-Fi k52t , 9 H.3% 4] Wi-Fi RF
— 1: Station 5z
— 2: SoftAP =z
— 3: SoftAP+Station £
* <auto_connect>: 1]z ESP32-C6 % £51 Wi-Fi i) (40, M SoftAP 5% It Wi-Fi #i:1] 4 K
Station 55} SoftAP+Station #55X,) , 27 /5 H HaliEH: AP IIfe, BAE: 1. SHEERE, it

FABOAE, it A shigs.

 0: 44 1 05 AP fy e
= L R E1 e AP SDRE, 452 BT £ 90 AP ORLEE (7] flash 1, ) ESP32-Co

WA H BhiEs: AP
B
o FAT+SYSSTORE=1, ZRV%EFHFAELE NVS 430X
RERT, JEK

o WA S R T AR, NS AFRPERE, TR SoftAP By SoftAP+Station T
EPA N i Y I iRt i T e -
— AT+BLEINIT=0 (344 Bluetooth LE)

— AT+BLUFI=0 (4] BluFi)
WS T REZ 0T, 15 R RF L7 SORY.

2N
)

[AT+CWMODE:3

3.24 AT+CWBANDWIDTH: #%if)/i e Wi-Fi 4575

i fi &

e
J

[AT +CWBANDWIDTH?

W
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+CWBANDWIDTH: <netif>, <bandwidth_2ghz>, <bandwidth_5ghz>

OK

v

o

N

B

¥

v

A

=

[AT+CWBANDWIDTH:<netif> , <bandwidth_2ghz>[, <bandwidth_5ghz>]

W i <

[OK

S

e <netif>:
— 0: Station 321
— 1: SoftAP ¥
» <bandwidth_2ghz>: 2.4 GHz i/ %

- 00 A3, EEMGSTAHEL
- 1: 20 MHz
- 2:40 MHz

e

o #AT+SYSSTORE=1, AiZEFFIRAFAE NVS 53X

o BRIAIEM T, ESP32-C6 % %5 11 Station F5\F Wi-Fi 47 %5 J& 20 MHz, SoftAP izl Wi-Fi 4 55 2
40 MHz

o VARG Wi-Fi 5 S8 B2 BT 148 A Wi-Fi HsUbR e

3.2.5 AT+CWSTATE: #ify Wi-Fi R0 Wi-Fi {355
i A

i
rif) ESP32-C6 #4511 Wi-Fi R Wi-Fi {5 5

.
"Il/?\‘

[AT+CWSTATE?

W

+CWSTATE:<state>, <"ssid">

OK
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BH

o <state>: Y47 Wi-Fi k&
— 0: ESP32-C6 station [ R AT Wi-Fi 3%
— 1: ESP32-C6 station . & %4 | AP, {Hif R KEEF] IPv4 #ihl
— 2: ESP32-C6 station L &1z | AP, 23K E] IPv4 Hbtik
— 3: ESP32-C6 station IFE#F4T Wi-Fi 45k Wi-Fi #i%E
— 4: ESP32-C6 station 4t Wi-Fi WrIFIRAS

o« <” ssid” >: H#FR AP 119 SSID

B

o 24 BESP32-C6 station %G 1EH: - AP I, #fE{di ] b dy &2 if) Wi-Fi {5 5.5 24 ESP32-C6 station %
b AP J5, AT+ CWIAP fin%45if) Wi-Fi {5 8

3.2.6 AT+CWCONFIG: #if)/i ¥ Wi-Fi JE3G it [ Fnswr ] bt i)
Ay

{AT +CWCONFIG?

W

+CWCONFIG:<ap_inactive_time>,<sta_inactive_time>,<listen_interval>

OK

v

o

N

B

¥

=

./?\:

[AT+CWCONFIG:[<ap_inactive_time>][,<sta_inactive_time>][,<listen_interval>}

Wi i :

[OK

S

* <ap_inactive_time>: SoftAP i N IE{G B[R] . B2 FP, BRIAE: 300, il : [10,3600]. 414
SoftAP £ 3k 1% g i 8] Py 1 A B B HaAS L1211 Station AT, SoftAP Rf5 il i % Station
i) Wi-Fi 142,

 <sta_inactive_time>: Station iz N IETE BN E] . BALZ: P, BRIAME: 6, JERE: [3,600]. fiR
Station 7£ 3} 1% gl Bif 1] A B2UCE B H2 1) SoftAP AR A[{E 45T, KF5i il iy F+ ESP32-C6 1) Wi-Fi
.

* <listen_interval>: Ii T AP beacon [{][a]FF, EA{ A AP beacon [H][E, ERIAE: 3, JLME: [1,100].
FIAT+CWIAP iy <listen_interval> Z40H[R], (AL E 24 RPER .

e

o EAT+SYSSTORE=1, Z¥%E-BHEITAE NVS 43X

Espressif Systems 50 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 3. AT Ay d4E

3.2.7 AT+CWIAP: &% AP
iy

Dtig:
#rif] 5 ESP32-C6 Station 1321 AP 15 B,

[

[AT+CWJAP? }

W

+CWJAP :<"ssid">, <"bssid">, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_
—~interval>, <scan_mode>, <pmf>
OK

BEmA

Ly

1% & ESP32-C6 Station F5 £ AP

zs

AT+CWJAP=[<"ssid">], [<"pwd">] [, <"bssid">] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

Wi % ¢

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

o

+CWJAP : <error code>
ERROR

AT %

i
¥ ESP32-C6 station 4% % [k Wi-Fi it & H ) AP

fir 4

[AT+CWJAP ]

W i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]
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&

+CWJAP : <error code>
ERROR

ZH

(]

<” ssid” >: H#xr AP ) SSID
— IR SSID ARG A , . "\ SRR TR, T
— AT ZHpi%$: SSID Sy SCi AP, {H 2 HE 28 % fh 27 5l 5 #4517 S SSID A2 UTFE-8 gtk =X
T ASET S SSID, AR Je (i FH 45 2] 1 SSID #4714z
< pwd” >: BRLIEK 63 45 ASCI
<” bssid” >: H#x AP ) MAC #ihl, 2424~ AP HAH[E K SSID B}, ZSEA 4 0%
<channel>: ZiH%
<rssi>: {E5 90
<pci_en>: PCIiAGE
— 0: ESP32-C6 station ] 54LAa[—F{fin % 7y =) AP #4%, {J4% OPEN il WEP
— 1: ESP32-C6 station 7] 5[ OPEN £1 WEP 2 #MAATAr]—Fhhnss 5 =5 AP #32
<reconn_interval>: Wi-Fi BN, BEA: #, BHME: 1, SE: 7200
— 0: Wi, ESP32-C6 station A~ E % AP
— [1,7200]: WiFFi%E4E )5, ESP32-C6 station 4[5 $5 E IE]) 5 AP %
<listen_interval>: [T AP beacon [#[a][F, Bi{i>}y AP beacon [A]FF, ZRIAE: 3, JLFEl: [1,100]
<scan_mode>: 3
- O: P4, #FIHIR AP J52 L34, ESP32-C6 station 5 55— A 211 AP jE#:
- 1t &EEEE, A EEEARER G A Z 1B, ESP32-C6 station 5 2| ({5 5 &5k 1) AP
JLEEE
<jap_timeout>: AT+CWIJAP GBI R, Bafi: #, BRAE: 15, FEREl: [3,600]
<pmf>: PMF (Protected Management Frames, Z{&3PHY%E M), BRIAME 1
- 0 £/R%EH PMF
— bit 0: B PMF Ijfig, $&/R3CHf PMF, WS HAbL s B PMF JjGE, I ESP32-C6 %415
SeBEFE A PMF B84
— bit 1: 5% PMF, 3% PMF, 05 R4 SR 2 PMF 3 A i
<error code>: 4%iRMD, (Uft&%
- 1: R
- 2: R R
3: JyAREI H AR AP
4: TR W
HEAA: AR R

WHAT+SYSSTORE=1, Tt W MeEHRA7E] NVS 430X

i A Ay & 75 BT e station A5

24 ESP32-C6 station 354 | AP J5, MM A4 Wi-Fi {5 5. 24 ESP32-C6 station {547 i
Pz b AP W}, HEEEH AT+CWSTATE fi4-#5if) Wi-Fi {5 &,

A AP <reconn_interval> ZE{5AT+CWRECONNCFG 491 <interval_second>
SHMI . MRBFTARG A NNE <reconn_interval> 2%, Wi-Fi 5% a]B& i a)RFR FH 2k
UNEER!

WL E 4B <"ssid"> Fl <"password"> Z4§, M bR ERH

PATI S TR E A WBEETEEAEFE, BRI 157>, Wl S5 <jap_timeout> WHE
NSt WAPT 25450 sC e i h 4

AHBEIREN IPv6 Hiht, FREICIREAT+CIPV6=1

[]5F OK {36 IPv4 W28 DA ksl , A3 IPve RIZ8HES 4% . 4Bl ESP-AT DA IPv4 (4% 4
I, IPv6 M4 Mt

WIFI GOT IPv6 LL ftETLIREF|AHIBEREE IPv6 skl , 3Nl 21 EUI-64 ZSHib+44 Y ok
0, AFREKBSSS. BT TIF, XNMTEWRERE OK Z i, tLAHEYE OK Z 5.
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e WIFI GOT IPv6 GL{CEDZLIEE| 4R IPve Hullk, ZHiht 2k AP F & Mmigiin b papita s
R EBIATHATRY, FEKHSSS. BTIFRF, XAFTHIFHELE OK Z /i, WAl RELE
OK Z J&; WhJREH T AP A 3ZHF IPve i AFT HI.

hil

// R B4 AP #y SSID & "abc", ® A Z "0123456789", M| & 4 F:
AT+CWJAP="abc", "0123456789"

// W R HA AP B SSID £ "ab\,c", HH A "0123456789"\", | & 4 £ :
AT+CWJIAP="ab\\\,c","0123456789\"\\"

// R %A AP K AIF K SSID "abc", W # i BSSID & F| H AF AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// f R ESP-AT E ki PMF # # AP, U H 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.8 AT+CWRECONNCFG: 7%ify/¥t® Wi-Fi fiERE
AR s

ik
¥k Wi-Fi S5

s

[AT+CWRECONNCFG?

Wi i ¢

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

[y

Jfie:
% Wi-Fi &SR E

AN .
“Il/?\‘

[AT+CWRECONNCFG:<interval_second>,<repeat_count>

W i <

[OK

BH

* <interval_second>: Wi-Fi EIE[A][E, BN #, BRIAE: 0, FKME 7200
— 0: WrIFi%4E )5, ESP32-C6 station NE 4 AP
— [1,7200]: WrIFi&E$Rs)5, ESP32-C6 station &35 EHIHE 5 AP EiE
» <repeat_count>: ESP32-C6 X522 E 8 AP HIIREL, "B HE <interval_second> Ak 0 Ik}
AR, BRME: 0, FHKMEH: 1000
— 0: ESP32-C6 station #52% 22151 AP
— [1,1000]: ESP32-C6 station $# B A~ S48 & IR EU B 1% AP
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il

// ESP32-C6 station # [ 1 = HK E#% ap, £ 100 %
AT+CWRECONNCFEG=1, 100

// ESP32-C6 station HEW F & & FE K & % AP
AT+CWRECONNCFG=0, 0

el
« ZAT+SYSSTORE=1, Mt 8 o RAETE NVS 43 %
o At <interval_second> ZEHAT+CWIAP Fi[) [<reconn_interval>] Z4AH

* AT REBIRIT AP, Wi-Fi BRI HLS Wi-Fi B 3
o BHUE Wi-Fi NG AT I A 2

3.2.9 AT+CWLAPOPT: ¥ AT+CWLAP iy A& 20k

=

=

A

[AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>] [, <authmode mask>] J

Wi i ¢

[ox J
o #

[ERROR }

 <reserved>: {1
o <print mask>: AT+CWLAP {45 2B BonA TS50, BHAME: OXTFF, # bitikk 1, NER
KN SEL, AR 0, WIS ERN N 2480
— bit 0: 27 B/~ <ecn>
- bit1: BEHER <7 ssid” >
— bit2: B&H B~ <rssi>
— bit 3: B2 E/R <” mac” >
— bit 4: 24 E 7~ <channel>
— bit 5: 215 BN <freq_offset>
— bit 6: 275 R~ <freqcal_val>
— bit 7: J275 7~ <pairwise_cipher>
— bit 8: 275 i/~ <group_cipher>
- bit 9: 215 B/ <bgn>
- bit 10: B7E E/R <wps>
o [<rssifilter>]: AT+CWLAP S5 R 2B ASHGLE, W), R E G ST rssi
filter ZEEN AP, PA(y: dBm, BRIA(E:-100, JE[: [-100,40]
* [<authmode mask>]: AT+CWLAP AR E S ERATINET A AP, EA(H: OxFFFF, 1
Woit x &R 1, MERINIAIES R AP, 2k 0, NIR SR
— bit 0: 275 iR OPEN AIIET X AP
- bit I: 25 /R WEP AUE Y AP
— bit 2: 5 R WPA_PSK AIE I AP
— bit 3: BH B/~ WPA2_PSK IAIE 1 AP
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— bit4: 27 R wPA_wWPA2_PSK YIE RN AP

— bit 5: 27 /8 WPA2_ENTERPRISE TAIE =1 AP

- bit 6: 7 R WPA3_PSK AUE /=K AP

- bit 7: B4R WPA2_WPA3_PSK AIF N R AP

— bit 8: AR WAPT_PSK AIF I AP

— bit 9: E75 R owE AIE R AP

— bit 10: 27 B/~ WPA3_ENT_192 (AUE R AP

— bit 11: BB/~ WPA3_EXT_PSK IANEA 1 AP

— bit 12: 2% B/~ WPA3_EXT_PSK_MIXED_MODE TAEJT =) AP
- bit 13: 27 B8 DPP AIF =1 AP

— bit 14: 27578 WPA3_ENTERPRISE JAIF 7 URY AP

— bit 15: 275 B /8 WPA2_WPA3_ENTERPRISE IAUE T AP

il

/BN SHRE

/BB 3L, B OOxIF, RTFTAMEA L B bit XEHSEEAM2ETFEX
AT+CWLAPOPT=, 31

AT+CWLAP

// R BTN F A A OPEN Hy AP
AT+CWLAPOPT=,31,-100,1
AT+CWLAP

3.2.10 AT+CWLAP: £1i%ni 0 HInY) AP

BE WA

i

ST AREE S5 AP, Tdg e SSID. MAC Hidik 5 (5165

e

AT+CWLAP=[<"ssid">] [, <"mac">] [, <channel>] [, <scan_type>] [, <scan_time_min>] [, <scan_

—time_max>] [, <2ghz_channel_bitmap>]

PaT %

itk
B 24 H AT ) AP

[AT+CWLAP

W i <

+CWLAP: (<ecn>, <"ssid">, <rssi>, <"mac">, <channel>, <freq offset>,<freqcal_val>,
—~<pairwise_cipher>, <group_cipher>,<wifi_protocol>, <wps>)

OK

B

+ <ecn>: %
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: OPEN
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
- 11: WPA3_EXT_PSK
— 12: WPA3_EXT_PSK_MIXED_MODE
— 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
o < ssid” > FRESEL, AP [y SSID
o <rssi>: G5 IRE
e <” mac” >: FHESE, AP 1) MAC Hilik
* <channel>: {5i5%5, #8& 5 (A EE.
o <scan_type>: Wi-Fi J9fi2% BRLAEHN: 0
- 0: EFHHH
- L gl
o <scan_time_min>: TAMFIESFEHER], B4 2R, JEE: [0,1500], WAREHEEECA B8
i, ASHTCH
* <scan_time_max>: FAMEHE RN, BA: 2R, JERE: [0,1500], 415k 0, [EfER A
SZEEME, T 120 ms, P24 360 ms
» <2ghz_channel_bitmap>: 2.4 GHz Sl {58 LK . 7E <channel> G4 BTECH 0 If A%, BF—1{7
K —AMFIE, 1 FaHMZEE, 0 FRAHHIZEE. 2.4 GHz B RIEE L : 2.4G (Fil.
fFan, 5 bitl Fbit2 ¥4 1, WZRERHIEE 1 AEE 2.

» <freq_offset>: #iifm (LRFETH)
* <freqcal_val>: JiAHEE (PREATIH )
* <pairwise_cipher>: J{%I 5255
— 0: None
— 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
— 6: AES-CMAC-128
7o RH
* <group_cipher>: A%}, 5 <pairwise_cipher> ZEAIHEEHM A
* <wifi_protocol>: Wi-Fi ¥plA5ifl, #7 bit (&4 1, WIFRIRMEEXT WA, AR 0, MIZRIREE X}
AR
— bit 0: 27F&#fE 802.11b Az,
— bit 1: 2 A fdiAE 802.11g #ix{
— bit 2: A& #ifE 802.11n Az
— bit 3: 802.11 LR [R&EL FI MU
— bit 4: 802.11ax PMUARHE
— bit 5: 802.11a Hpil AR HE
— bit 6: 802.11ac Hpil A7 HE
* <wps>: wps flag
— 0: A WPS
- 1: & WPS

|
0NN W —O

|
WA W N
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il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID # Aap
AT+CWLAP="Wi-Fi"

3.2.11 AT+CWQAP: WiIrYS AP iER:

Par a4

A

=

[AT+CWQAP

W i ©

[OK

3.2.12 AT+CWSAP: [it¥f ESP32-C6 SoftAP £ %}

A i &

yfik:
£rif) ESP32-C6 SoftAP L & S5

[AT+CWSAP?

W i ¢

‘+CWSAP:<"ssid">,<"pwd">,<channel>,<ecn>,<max conn>, <ssid hidden>

1555 ESP32-C6 SoftAP [t & S5

A

[AT+CWSAP:<"ssid">,<"pwd">,<chl>,<ecn>[,<max conn>] [,<ssid hidden>]

W .

[OK

o <7 ssid” >: FRAHSEL, EARAK
o <7 pwd” >: FRIHSEL, D, JEM: 8~ 63 7T ASCII

e <channel>: {55

» <ecn>: fIE R, ACHF WEP
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0: OPEN
2: WPA_PSK
3: WPA2_PSK
- 4: WPA_WPA2_PSK
e [<max conn>]: % A ESP32-C6 SoftAP [} 2 station {H , BUETEMH: £% max_connection
¢ [<ssid hidden>]:
- 0: )7 SSID (EKiN)
— 1: AJ7#% SSID

e

o AAr4 R MAT+CWMODE=2 5% AT+CWMODE=3 I A H 3

o #AT+SYSSTORE=1, T EBChHRAFE NVS 431X

o BRIA SSID (A4 1 5%, AR E i B4 (19 MAC bk 210, %57T DA I AT+CWSAP? 253 BRI
SSID.,

il

[AT+CWSAP:"ESP", "1234567890",5,3

3.2.13 AT+CWLIF: #%ifyi4:42: 5] ESP32-C6 SoftAP [ station {3 5
AT

LT

[AT+CWL IF

Wi i ¢

+CWLIF:<ip addr>, <mac>

OK

BH

o <ip addr>: E#:%3] ESP32-C6 SoftAP ¥ station ) TP Mtk
o <mac>: &%) ESP32-C6 SoftAP [#] station [1) MAC #ihl

e
o Ay TCIRA WS IP, ({SCFAE ESP32-C6 SoftAP 1% A station DHCP S RER I A 2L

3.2.14 AT+CWQIF: WiJ| station 5 ESP32-C6 SoftAP [1)i
AT

Uyiie:
K A 1% A ESP32-C6 SoftAP [}y station

[
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[AT+CWQIF

K HEAN 1% A ESP32-C6 SoftAP [1y station

AN .
“Il/?\‘

[AT+CWQIF:<"maC">

W

[OK

BH

e <” mac” >: FEWTFFIEREN) station [ MAC Hihk

3.2.15 AT+CWDHCP: }uHI/Z] DHCP
Qi

Py -
iy

[AT+CWDHCP?

LR

+CWDHCP : <state>

J& /2% i DHCP

Py
A

[AT+CWDHCP:<operate>,<mode>

Wi 3% ¢

{OK
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BH

¢ <operate>:
- 0: 4]
- LA
e <mode>:
— Bit0: Station [1) DHCP
— Bitl: SoftAP [j DHCP
o <state>: DHCP {LRFS
— BitO:
+ 0: 25 Station [}{) DHCP
+ 1: J5 J Station [1}) DHCP
- Bitl:
x 0: 25 1] SoftAP f¢) DHCP
« 1: 2 SoftAP ff) DHCP
- Bit2:
+ 0: 25 Ethernet 1) DHCP
+ 1: J5 Jf] Ethernet [ DHCP

]

* #FAT+SYSSTORE=1, Pl SR RAEE] NVS 43X

o RRE AL S RETS IPv4 ikl G SAHESE, WAT+CIPSTA FIAT+CIPAP
- #7/5H DHCP, JEHZS IPv4 Hihl 24 5%
- /A S IPv4, I DHCP 24 2%
- B RS B bR

il

// JB il Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 JH SoftAP DHCP, R JE DHCP mode 4 3, M| 3 DHCP mode # 1
AT+CWDHCP=0, 2

3.2.16 AT+CWDHCPS: #Fify/ix ¥ ESP32-C6 SoftAP DHCP 4}Jici) IPv4 Huhl 75 Hi
Ay

[

[AT+CWDHCPS? }

W

+CWDHCPS:<lease time>, <start IP>,<end IP> J

OK

)E’J

CELN A

Dfig:
P . ESP32-C6 SoftAP DHCP ff 45 %% /3 it ) TPv4 Mkl 7t Fl
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[AT+CWDHCPS:<enable>,<lease time>, <"start IP">,<"end IP">

Wi % ¢

[OK

¢ <enable>:
— 1: %8 DHCP server (5 8., FESHUFIEE
- 0: }§F% DHCP server {5 5., MEEIME, FESHLTFIHE
o <lease time>: FHZJI[E], FAf7: 234, TUETER: [1,2880]
o <” start IP” >: ESP32-C6 SoftAP DHCP [}z 4 2¢ IPv4 Mtk jth (721G 1P
o <” end IP” >: ESP32-C6 SoftAP DHCP I 4558 IPv4 Hihil b it 45 5 TP

B
» #FAT+SYSSTORE=1, Tl FHCRHATEE] NVS 40X

« A Ay AU AE ESP32-C6 SoftAP HLRUIERE, FLJTJ DHCP server iy fiuL - {H/H
o PCE A TPv4 Hik FE 415 ESP32-C6 SoftAP 7 [/ — [ Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // W %R & B, WE B AE

3.2.17 AT+CWAUTOCONN: #rify/i% s i e A A ahEs: AP
i) iy A

Py -
iy 4

[AT+CWAUTOCONN?

W

+CWAUTOCONN: <enable>
OK

%

&E

EIJ
&

=’>

[AT+CWAUTOCONN:<enable>

Wi i ¢

[OK
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S
¢ <enable>:
- 1: bR HZhERE AP (L)
- 0: _FHIANHBNIER: AP
]

o ARFERATH NVS K.

o MIFERUR S, BCCH] B E 3% AP, sUfEAT+CWRECONNCFG Wi <repeat_count>

BCENBRUIMEL, DARES bR SR T S BUR O MER .

il

{AT+CWAUTOCONN:1

3.2.18 AT+CWAPPROTO: #rif)/i ¥ SoftAP EiX F Wi-Fi [lpil{brifE

A4

zs

[AT+CWAPPROTO?

W )i :

+CWAPPROTO: <protocol_2g>
OK

v

¥

~

L

N

[y

E:
4

=

[AT+CWAPPROTO:<protocol_2g>

W i :

[OK

o <protocol_2g>: 2.4 GHz #iiE N Wi-Fi iRy

bit0: 802.11b FMYARE

bitl: 802.11g HislhnifE

bit2: 802.11n PpSLARHE

bit3: 802.11 LR 4224 FIHs by
bitd: 802.11ax PrislkrvE
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e

o« PAT+SYSSTORE=1, Wi&E HiHErEs] NVS 43X

o 23], ESP32-C6 ##  Frft) Wi-Fi PSR L. Wi-Fi pislfiat
« BUATEOLT , ESP32-C6 ©i#H) SoftAP il AnifEE 802.11bgn B

o YERL: Wi-Fi PMURIESZ FRTHE (R 6E R Wi-Fi fi S8 8. B0 40 MHz #F S0, (U n] il &

802.11n (2.4 GHz)

3.2.19 AT+CWSTAPROTO: k¥ Station X, F Wi-Fi PpillbrifE

it &

s

[AT+CWSTAPROTO?

W

+CWSTAPROTO: <protocol_2g>
OK

)E’J

CELN A

s

[AT+CWSTAPROTO:<protocol_2g>

» <protocol_2g>: 2.4 GHz i E: iy Wi-Fi P niE

bit0: 802.11b Fp AR

bitl: 802.11g ti¥ bR

bit2: 802.11n PHislkriE

bit3: 802.11 LR 'R£E & I Hp bR e
bit4: 802.11ax PMMARUE

(|

i AT+SYSSTORE=1, TCE UL RAFE] NVS 43X

802.11n (2.4 GHz)

2], ESP32-C6 1545 L HFI1) Wi-Fi PMUARHEDL : Wi-Fi PRzt
BRI, ESP32-C6 144517 Station P i i2 802.11bgnax #Hi
HR: Wi-Fi PR iE 2 FR TR (68 11 A0 Wi-Fi A S8 % B . Bilfn: 40 MHz 27 Se iR, {n] il &
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3.2.20 AT+CIPSTAMAC: #rify/ix ¥ ESP32-C6 Station [¥) MAC Hihl
iy

Dtig:
7 ESP32-C6 Station [f) MAC Hihik:

s

[AT+CIPSTAMAC? }

W

+CIPSTAMAC:<"mac"> J

[AT+CIPSTAMAC:<"maC"> }

W i <

& )

S

e <” mac” >: FHESE, Fis ESP32-C6 Station [ MAC H#iik

Bl

H7AT+SYSSTORE=1, Pt E ¥ U RA7E] NVS 43X

ESP32-C6 Station /) MAC #hihik 5 ESP32-C6 SoftAP A[a], NIk —FHKERFEH MAC #ibik
MAC #i3ik9 Bit 0 ANEH 1, B, MAC Huhk vl AR “la:--7, {HARPLZE “15:-7
FF:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & TCa bl , ANEEXE

2N

[AT+CIPSTAMAC:"1a:fe:35:98:d3:7b" ]

3.2.21 AT+CIPAPMAC: #ify/iE ESP32-C6 SoftAP i) MAC Huhl:
i A

itk
25if) ESP32-C6 SoftAP 1) MAC H#ihl:
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[AT+CIPAPMAC?

Wi % ¢

+CIPAPMAC:<"mac">
OK

Bae

&E

Ly :

% ESP32-C6 SoftAP 1)) MAC Hihit:

O e
iy

[AT+CIPAPMAC:<"maC">

W

[OK

BH

e <” mac” >: FLRFEESEL, IR ESP32-C6 SoftAP [ MAC Hitht

B

il

F=AT+SYSSTORE=1, it & WM EIEE] NVS 43X
ESP32-C6 SoftAP ) MAC #ifil- 5 ESP32-C6 Station /N[i], ANBiky & B [FEEK MAC bk
MAC Hli3ikff) Bit 0 RRER 1, B, MAC Huhbnl P2 187, {HARFDLZ “15:-7

FF:FF:FF:FF:FF:FF #1 00:00:00:00:00:00 & &bl , Ak s

[AT+CIPAPMAC:"18:fe:35:98:d3:7b"

3.2.22 AT+CIPSTA: #ify/ix ¥ ESP32-C6 Station 1) IP Hihl:

A iffir &

Ly :

#rifi) ESP32-C6 Station 1) IP #ihl

Py -
iy

[AT+CIPSTA?

Wi i ¢
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+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK

R
I

[y

=y

5

1% & ESP32-C6 Station ) IPv4 Hiik

A

=)

[AT+CIPSTA:<"ip">[,<"gateway">,<"netmask">] ]

W

o < ip” > FEFERSE, Fn ESP32-C6 station 1) IPv4 Hidik
e <” gateway” >: [

e <” netmask” >: 5

e <” ipv6 addr” >: ESP32-C6 station [1¥] IPv6 Mk

B

o [EHAERIGAR, RG24 ESP32-C6 station JE A AP i F it B 545 IP #ihtJ5, A REA IR & 1P
Hidik
o FAT+SYSSTORE=1, Tt W R4 E] NVS 43X
o ARPFE A4 51 E DHCP W A H 0, WAT+CWDHCP
— PSS IPv4 Hidl, 2% B DHCP
— 2] DHCP, 2% | #45 IPv4 Hiht
- FF—mﬁﬂﬁAﬁéi—{Aﬁaﬁ

il

[AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0" }

3.2.23 AT+CIPAP: #ify/i% ¥ ESP32-C6 SoftAP [v) IP Hiukl
A ity &

Ystie
#5if] ESP32-C6 SoftAP i) IP Mkl

[k

[AT+CIPAP? }

Espressif Systems 66 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 3. AT Ay d4E

Wi 3% ¢

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

v

N

&;

Yriie:
¥ H: ESP32-C6 SoftAP [f) IPv4 bkt

O e
iy

[AT+CIPAP:<"ip">[,<"gateway">,<"netmask">] }

W

& )

o < ip” > FERFESE, Fn ESP32-C6 SoftAP 1) IPv4 ik
o < gateway” >: W%

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C6 SoftAP ) IPv6 Hiik

|

o AR E AT IPv4 (2%, R3EHT IPve [ 4%

o FAT+SYSSTORE=1, Wi'BHE i REE NVS 23X

o ARk E 45 E DHCP (Y2 H 20, WAT+CWDHCP
— PR EAS IPv4 Hbhl, %% ] DHCP
- #7531 DHCP, %% S IPv4 Hotik
- BRI ESEE E—RKEE

il

[AT+CIPAP:"192.168.5.1","192.168.5.1","255.255.255.0" J

3.2.24 AT+CWSTARTSMART: J| k3 SmartConfig
AT

Lyt :
JJ& ESP-TOUCH+AIrKiss FEZH;

A\ .
"ﬂé’\‘

[AT+CWSTARTSMART
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B

&F

Dy
TF e 348 A4 1) SmartConfig

O e
iy

[AT+CWSTARTSMART:<type> [, <auth floor>][,<"esptouch v2 key">]

W
(ox
S
* <type>: JA
— 1: ESP-TOUCH
— 2: AirKiss

— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi A\ JF [, ESP-AT A~<i%3:%] authmode T I BR{E R AP
— 0: OPEN (ZkiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
- 11: WPA3_EXT_PSK
- 12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
« < esptouch v2 key” >: ESP-TOUCH v2 [ffShbsf], JII Ta% Wi-Fi BRI F 5 SO, K JEms
16 5T

I
0NN W

B

T2 A K SmartConfig {5 5., #§Z% ESP-TOUCH i 1 #5F4;

* SmartConfig {¥ 3 7F ESP32-C6 Station #= T # f ;

* 4B Smart get Wi-Fi info /8 SmartConfig WIIFREE| AP (5 E, ZJ5 ESP32-C6 2iiE 1%
AP;

* 4B +SCRD:<length>, <rvd data> 7 ESP-Touch v2 Ih B E] B & L EHE

e & Smartconfig connected Wi-Fi F/nINIERET] AP;

* A2k ESP32-C6 ¥ £ 75 24 SmartConfig it % 25 5 W] 25 45 FMli , Fr DAEAETH B Smartconfig
connected Wi-Fi #iH)5HER T 6 #PHUEHAT+CWSTOPSMART ;

o W[ AT+CWSTOPSMART {51 SmartConfig, X5 FATHALm 4. R, £ SmartConfig i 2 1
BT

Espressif Systems 68 Release latest
Submit Document Feedback


https://www.espressif.com/sites/default/files/documentation/esp-touch_user_guide_cn.pdf
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 3. AT Ay d4E

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.25 AT+CWSTOPSMART: {2} SmartConfig

PATa %

e

[AT+CWSTOPSMART

W

[OK

B

o JCit SmartConfig {3 545, HRiELEPATE Aty 22 B8 H AT+CWSTOPSMART F%ji% SmartConfig ;5

AT

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.26 AT+WPS: ' WPS Uitk

v

7

K

[y

E
%

Ele

[AT+WPS:<enable> [, <auth floor>]

W 7 :

¢ <enable>:

— 1: 7F)2 PBC 257U WPS
— 0: %] PBC 257U WPS
o <auth floor>: Wi-Fi IAFEER B{E, ESP-AT A~<iE#:3] authmode {51 M BI{E ) AP

- 0: OPEN (ZkiA)

- 1: WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

|
AN AW
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7: WPA2_WPA3_PSK

8: WAPI_PSK

9: OWE

10: WPA3_ENT_192

11: WPA3_EXT_PSK

12: WPA3_EXT_PSK_MIXED_MODE
— 13: DPP

14: WPA3_ENTERPRISE

15: WPA2_WPA3_ENTERPRISE

e

* WPS IjfE /i 7E ESP32-C6 Station {fi Y17 150 1 I
« WPS K% WEP s )5 3%

il

AT+CWMODE=1
AT+WPS=1

3.2.27 AT+CWJEAP: #%E#;: WPA2 Mt AP
A ity 2

yiie:
251 ESP32-C6 station 7% A VI AP [l B4 B

[AT+CWJEAP?

W i <

+CWJEAP:<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>
OK

BeEmA

Jyiig:
LR H brARL I AP

[

AT+CWJEAP=<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>[,
—<jeap_timeout>]

Wi i ¢

{OK

o

+CWJEAP : Timeout
ERROR
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e <” ssid” >: ik AP [ SSID
— A SSID s RS, . .
o <method>: WPA2 VA iE 5=

— 0: EAP-TLS
— 1: EAP-PEAP
— 2: EAP-TTLS

W\ SERIR AT, REEX

<” identity” >: BBt 1 B84y, FAFERIRGIN 1~ 32
<” username” >: [frB 2 4, JEEl: 1 ~32 595, EAP-PEAP. EAP-TTLS WifiAIE T 55

WEAZSH, EAP-TLS i\ LH W EASH

BAZE, EAP-TLS T EFREASSIL

* <security>:
- Bit0: $2 ikt WPA2 Enterprise 255 # i CA UEH5 5
- Bitl: % hma A CA IR A% WPA2 Enterprise it 55 i A IE 13 ;

[<jeap_timeout>]: AT+CWJEAP fip RGN IR ], AL &P, BRIAME: 15, JEH: [3,600]

<” password” >: [VEX 2 fU%GS, JURE: 1~32 577, EAP-PEAP. EAP-TTLS WAL X7

il

// #HEE EAP-TLS AEF AW ALK 2P, RE &K, RUERSFHEIEH, WHE P miE+H
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// HEE EAP-PEAP JAE & R M4 ok Ko

~AP, WE &K . AP 4. 54, TRIERFBELEH, THHEFRIESH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "test11",0

RS
WPA2 il 4R DA ERR CODE : 0x<$08x> #=0FT El:

AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT _EAP_SET_IDENTITY_FAILED 0x8005
AT _EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT _EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT _EAP_ENABLE FAILED 0x8010
AT _EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019

ZTh
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RI1-#IWN
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

]

* #TAT+SYSSTORE=1, B EUCRHRAFE] NVS 731X

o A4 TS Station A
o ] TLS TAGIE 205 RE % P k-1

o WIRGEANHEH B CWIES, E1ThHEH HAT+SYSMFG fiy4 ¥ # WPA?2 Enterprise % i
AT H CHIIES, 155 % 40T 237 PKIBLE .

wiilE Ao A

o QIR <security> BlE N 2, N TGRS AFAIEB AR, 5 KIKAT+CWIEAP iy 4 Hi i £#
ESP32-C6 TR M BiRa] . (#37] DA K 3£ AT+SYSTIMESTAMP=<unix_timestamp> 52> Bl & 24 B

W], %325 AT+SYSTIMESTAMP? 425 24 i i) . )

3.2.28 AT+CWHOSTNAME: #if)/i i ESP32-C6 Station 1) 1L 4 Fk

I

itie
Zrifi] ESP32-C6 Station {1 FH14 Fi

iy 4

[AT+CWHOSTNAME?

Wi i <

+CWHOSTNAME : <hostname>

OK

BEE A

Dyite:

1555 ESP32-C6 Station [ FHL4
A

[AT+CWHOSTNAME:<"hostname">

W

[OK
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F% T Station A, NI 1] :

[ERROR

BY

* <” hostname” >: ESP32-C6 Station ) EHLGFR, mARKE: 32 F47

(]
o BCEEHCRRAFE] flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.29 AT+CWCOUNTRY: #Fify/¥t® Wi-Fi [H51C0
i) iy A

i
2] Wi-Fi [F %A

A\ .
"Il/?\‘

[AT+CWCOUNTRY? ]

W

+CWCOUNTRY : <country_policy>,<"country_ code">,<start_channel>, <total_channel_count>

P8 Wi-Fi BRI

.
"ﬂé’\‘

‘ AT+CWCOUNTRY=<country_policy>, <"country_code">,<start_channel>, <total_channel_
—count>

W i <

[OK
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BH

¢ <country_policy>:
- 0: FFE Z AL ECH ESP32-C6 451 AR AP 1) E Z A5
- L ANUEEZRA, BARRA I E W E R A
* <” country_code” >: [EZMM, HAKE: 3PMERF, FEEZRMRIIRSF% 1SO 3166-1 alpha-2 #i
1.
o <start_channel>: SEIA{E53E, JTUHE: [1,14]
o <total_channel_count>: {Zi8 N4

B
o EHBEES % Wi-Fi B Z /KA.
o BUEH SRR flash

il

AT +CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/P AT W4

2B

AT+CIPV6: = /55 H TPv6 M 2% (IPv6)

AT+CIPSTATE : #%5if) TCP/UDP/SSL %325 &,

AT+CIPDOMAIN : 184 fli#f

AT+CIPSTART : %57, TCP #%:4%. UDP &8} SSL 44
AT+CIPSTARTEX : 77 B84 8¢ ID () TCP %4 . UDP {&# 5% SSL 1445
[MLE AR AEAEX ] +++: BB RIEHEX

AT+SAVETRANSLINK : ¥£'% Wi-Fi JFHLE 4 X (&8,

AT+CIPSEND: FE-§idi 5442 X, 5 Wi-Fi i % 4 X T Ak 5
AT+CIPSENDL: F-&i8 154 42 X, R IHAT Rk KB
AT+CIPSENDLCFG: % & AT+CIPSENDL £54-1 J@

AT+CIPSENDEX : {E-§ i@t X, TR AP iy =0 & £ 50
AT+CIPCLOSE: 34 TCP/UDP/SSL 43

AT+CIPCONNPERSIST : 751, % & TCP/SSL &3 A {b S5
AT+CIFSR: ZrifjZHb IP #ihikF1 MAC Hbdil:

AT+CIPMUX : J3 JH/25 L i

AT+CIPSERVER: J37./% ) TCP 5§ SSL k%5 #%
AT+CIPSERVERMAXCONN : 20)/15 B R 55w SOV BT 1 B R IR AL
AT+CIPMODE : #5135 B AL i

AT+CIPSTO: £/ B A TCP Iz 55 #5 8 H Bif 7]
AT+CIPSNTPCFG: i)/ B I X FI SNTP fijt %5#%
AT+CIPSNTPTIME : %5 SNTP Hf]

AT+CIPSNTPINTV : #51f)/3 5 SNTP H{a] [5) 45 ) 8] b
AT+CIPFWVER: #HIlRF5# A AT ({44

AT+CIUPDATE: i Wi-Fi TF2% FE{

AT+CIPDINFO: %8 +IPD 4 B i

AT+CIPSSLCCONF : #%if]/i% & SSL 7% i Ficl -

AT+CIPSSLCCIPHER : F5if]/1% B SSL 7% i B B M A (cipher suite)
AT+CIPSSLCCN : Zrifi)/i5E 8 SSL %% i 4/~ Fl 44 (common name)
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3.3.1

AT+CIPSSLCSNI: 53/ B SSL % i 1) SNI

AT+CIPSSLCALPN : Z5if]/i% % SSL % 13 ALPN

AT+CIPSSLCPSK : #xif)/i% & SSL % F i it PSK (4554520
AT+CIPSSLCPSKHEX : #rif]/i% B SSL % F i) PSK (/5345 =0)
AT+CIPRECONNINTV : 25if)/1% & Wi-Fi i5 142 X, iy TCP/UDP/SSL & % [a] [
AT+CIPRECVTYPE: #rif)/i% BERE TR,

AT+CIPRECVDATA : SREAE S T i B3 74
AT+CIPRECVLEN : FEifigshi i N S8 8K
AT+PING: ping % i EA/L

AT+CIPDNS: 25/ DNS [l %245 B,

AT+MDNS: %5 mDNS Lfjfig

AT+CIPTCPOPT : =i/ B 0T

I

GRS

BROAEY AT [ SRR L OO N RYPTAT AT fiyd. AR ETR BB ESP32-C6 B SC R a4, i H

FremiF ESP-AT 142, TESHTAPTCE TR (NI ML, RIEERTHE L) -

2 H OTA 5% (AT+CIUPDATE . AT+CIPFWVER): Component config>AT>AT OTA command
support

2] PING % (AT+PING): Component config>AT>AT ping command support

25 mDNS 1534 (AT+MDNS): Component config>AT >AT MDNS command support
S5 TCPIP iy 4 (R —BHE, Arfs TCP/IP ThRERF LA, 7R2E B ATSCBlX 4L AT iy
/7\) Component config>AT>AT net command support

3.3.2

AT+CIPV6: I HI/ZEH] TPv6 4% (IPv6)

A i &

Ly :

i) IPv6 [ 452 T HE

Py -
iy

[AT+CIPV6?

W i ¢

+CIPV6:<enable>

OK

-t

itk

LA

Je /A TPv6 4%

[

[AT+CIPV6:<enable>

W i ©

[OK
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ZH
* <enable>: IPV6 W24 fiFEIRAS . ERIAME: O
— 0: 251 IPv6 R 2%
— 1: 3 IPv6 %%
Ba]
o FFAT+SYSSTORE=1, [l & ¥ UCRRA7E] NVS 43X
s FEfE R B T OIPve W Z5 W b2 W O R, R B A IPve M4, (B 4n: X

F IPv6 W %% ffi i TCP/UDP/SSL/PING/DNS, 5 %% 25 TCP6/UDP6/SSL6/PING6/DNS6 &
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

3.3.3 AT+CIPSTATE: #ifj TCP/UDP/SSL YE:{5E
A

O e
iy

[AT+CIPSTATE?

Wi i ¢
YA R, AT R[]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

LA TR, AT IR [0

[OK

¢ <link ID>: [Z%1EH: ID (0~ 4), T ZEEEL
o < type” >: PSR, FoREEEAL:” TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
e <” remote IP” >: FAFHESE, Fonmiy [Pv4 Hihiksk IPve ik
e <remote port>: Jifsi I {E
* <local port>: ESP32-C6 7 #h i [1{H
* <tetype>:
— 0: ESP32-C6 & £1E N i
— 1: ESP32-C6 544 I 4528

3.3.4 AT+CIPDOMAIN: I #4@Mr

v

o

N

R

X

A

=

[AT+CIPDOMAIN:<"domain name">[, <ip network>] [, <timeout>] ]

W i <
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+CIPDOMAIN:<"IP address">

OK

e <” domain name” >: AT
o <ip network>: P1EIP %, BRiA(E: 1
— 1: EEeMEaTh IPv4 Huhl
- 2: Hf@NTN IPv4 Huht
— 3: Hf@EMk 1Pv6 Hihit
e <” IP address” >: f#MT)GH IPv4 #ihikak IPv6 Hidik
o <timeout>: fy&EEHT. B ZF. BUAME: 0. JEME: [0,60000]. BEHE K OB, ArS B
TR WIP PR B AR O B, And-7eEfe e it kIl (HeZIEFE2Y 5 KB 1yEas[i].

]

o MR ARMEMNTIE G LA TP #idik, 30 python build.py menuconfig > Component
config > LWIP > DNS > Maximum number of IP addresses per host W{H, RIGEH
%1% ESP-AT THE. R ZR [mpis T :

+CIPDOMAIN:<"IP address">
+CIPDOMAIN:<"IP address">

OK
il
AT+CWMODE=1 // % & station # R
AT+CWJAP="SSID", "password" /] R
AT+CIPDOMAIN="iot .espressif.cn" VRS- %

/] B & BAT, REAT A Ipvd Hit

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B & BAT, REAT A IPve Mt

AT+CIPDOMAIN="ipv6.test—-ipv6.com", 3

/] B AN, BEBANA IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.5 AT+CIPSTART: & TCP #%H:. UDP {44k SSL %1%
o #5 TCPi%i:

» 35 UDP sy
o ¥ SSLifdE

i3 TCP 4%

)E’J

A frd
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// % F (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>][,<"local IP">][,
—<timeout>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

W

PR, R[]

CONNECT

OK

Z AT, R

<link ID>,CONNECT

OK

B

<link ID>: R#51EH: ID (0~ 4), HTZEEMEN . ZSEERE BT menuconfig HEYHA
BB, —ANE AT 41 A HC BT AT_SOCKET_MAX_CONN_NUM , BRIAMEHN 5. /2 LwIp
MO B E T LWIP_MAX_SOCKETS , ERINEH 10, EEUGZSEWTEHE, GFHEZAE i &
AT_SOCKET_MAX_CONN_NUM M{E I #iffiZ A KT LWIP_MAX_SOCKETS M{H. (&% %%
ESP-AT T42 SRPUEZ(FHE..)

<” type” >: FFERESH, FRMGERRE,” TCP” o “TCPv6”, ERiA{H:” TCP”

<” remote host” >: FIFHRE SR, FRitus IPv4 Mk, IPv6e Huhl, siig4. &Kl 64 F47. W
RSB A B4 K 64 5277, W AT+CIPDOMAIN iy 4 3R BUS 44 % .1 TP Hihil
SR TP bkl T 14 %

<remote port>: i I {E

<keep_alive>: [fil BEBF SO_KEEPALIVE &I (&% : SO_KEEPALIVE ©'44), Hfi: .

SEl [0.7200].
- 0: Z41) keep-alive Zfig; (BAIA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {2} <keep_alive>, TCP_KEEPINTVL {{}
1, TCP_KEEPCNT {&% 3.
KA <keep_alive> BESAT+CIPTCPOPT iAW <keep_alive> ZEHFE, HEH
H G B E I A E . WIS TR G BN E <keep_alive> Z%k, MIBHAME A B E HI(E.

<” local IP” >: ZSHiiff) IPv4 Hiht ol IPv6 Huhl, FT40E . M HZA M3 024> IP Hihk
B, WESEEAEEA R . BRI RS A sE. TRE A,

<timeout>: BNl LA ZRP. BRAE: 0. JEE: [0,60000]. 5K 0B, A28
TIZEAN IWIP Pl s 3B AR O B, iy AEFe Bt AR E], (£ ZIHFEZ) 5 KB [z a).

W AAEUEL T IPv6 W45 7857 —A TCP i3, 5 HITA R #1E:

— Wil AP 1 IPv6

— JEAT+CIPV6=1

— JHITAT+CWIAP £ 23k B E|—1~ IPv6 Hihik

— (W) EILAT+CIPSTA? fy 4 K2t ESP32-C6 2 752K F TPv6 Huhl:
PG B L TCP I RINR N, Wiz fTAT+SYSLOG=1 J5 ] H G EilAmS . KRIKE, AT
23R ] S EGH ) B 1RY +ERRNO: <error_code>, DAHE 7 F#H,
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il

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

// # ¥ GitHub # TCP & &8, X E 5 HHEH
AT+CIPSTART="TCP", "www.github.com", 80,,,5000

AT+CIPSTART="TCPv6", "test-ipv6.com", 80
AT+CIPSTART="TCPvb6", "fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at E i 1 AT+CWJIAP 3k BL Z| IPve 4 & it
AT+CIPSTART="TCPvb6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

Wty UDP {5

>3

DL AL A ACAL.
fURTiRS At

i (i}

// ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
<">][,<timeout>]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>, <
—"local IP">][,<timeout>]

L)V
FREERGUT, ag
CONNECT

OK

ZHHRGUT, R

<link ID>,CONNECT

OK
* <link ID>: 2% ID (0 ~4), HITZ RO
o <V type” >: FAFHRSH, FRMEREZA " UDP” o “UDPv6”, ZRIA{E:” TCP”
o <” remote host” >: FFEESE, Fonicuy IPv4 Hihl, IPve Hihlk, akdsk4z. &Kl 64 5.
AT B % B Kt 64 5277, 15 AT+ CIPDOMAIN iy 23R HUs 44 % B 1) TP Hihik,
SR G TP Huhk ey 4%
* <remote port>: G {4
* <local port>: ESP32-C6 #4511 UDP i [{H
* <mode>: 7f UDP Wi-Fi i#f% T, ARSEWELHI A O
- 0: $210%) UDP ¥t f5, Aekex)ug UDP Hihk5FE (BA)
— 1 A — LB S W LA B E AN A %] i UDP $dfa iy, 20285t UDP ikt A5 5 R A ik B
W TP otk A 11
— 2 BRI BEIE) UDP BT, #okzs st UDP Hidik 5 8k & 365 34517 TP Mk i 11
* <” local IP” >: AHufy) IPv4 Hihikal IPve Hitik, 40 s, (2 ML ns A 1P ik
B, ISEEAEREA M. BRIACHEER . B AE L AfTRE . ATIRE NS,
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o <timeout>: fiyAHENT, BAfL: 2R, BRIME: 0. JEF: [0,60000], HEH 0 W, fird AR
T2 WIP Pk BEEOFIE O I, ay S RAERTE N R, (HZHFEL 5 KB HyEs .

B
o HN4E UDP #33: dr mu TP HudilkJ2 TPv4 235 Hihk (224.0.0.0 ~ 239.255.255.255), ESP32-C6 #8456 &
PEFI2IL UDPv4 435
o YN UDP 32 R ikt IP #idlk 2 IPv4 4% il (255.255.255.255), ESP32-C6 #5451 & 6 Ik
UDPv4 | #%
efn 2 UDP % % PR i ouw IP ML AR & IPve 4 % b ik (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C6 X 45 ' & T IPv6 W %%, K& & fl 3%
It UDP 41#%
o [HiI S <mode> Hi, FHIHLIFESE <local port>
o QIREARELT IPVO 2% 357 —A> UDP &4, WATPA T
— T4 AP 3 IPv6
- & HAT+CIPV6=1
— SBITAT+CWIAP 6 A 3REE|—A IPv6 itk
— (W\[%k) WFAT+CIPSTA? £y 4462 ESP32-C6 275 3R B %] IPv6 Atk
o QR AR K E R T 1460 FEAT Y UDP 43, i H 474 iF ESP-AT T4z, TE45 A2 E T
Hk#: Component config>LWIP >Enable reassembly incoming fragmented IP4
packets
o A @S UDP AL R IR, 1 5ei84TAT+SYSLOG=1 J5 Fl H & G Eil AR i 4. KRIGHT, AT
2R A EAH ) 45 1A% +ERRNO: <error_code>, DAfHE {7 A &,

il

// UDPv4 H %
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// B pool.ntp.org K UDP feiy, &% & 5 # # &
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #F Ipve W %4 ¢ ubDp # %
AT+CIPSTART="UDPv6","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9b"

// #TF Ipve W% # ubp £ 4%
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

# . SSL ¥ H:

peEmYy mA

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">, <"remote host">,<remote port>[,<keep_alive>,<"local IP">] [,
—<timeout>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[, <keep_alive>,<"local.
—IP">] [, <timeout>]

Wi i ¢
FRPEREARSTR, Gk

CONNECT

OK
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ZHEERT, &[0

<link ID>,CONNECT

OK

o <link ID>: MZEH ID (0~4), HTZEEMTEO

o < type” >: FLFERSEL, FoRMIERSEAL,” SSL” B “SSLve”. BRINH:” TCP”

* <” remote host” >: FFHRBEL, FIRILHG IPv4 Hudik. IPve Huhk, sidk44. HekKh 64 FA5. AN
SRR B A2 Hilf KT 64 <277, 15 i AT+ CIPDOMAIN iy 23RBS 42 % B ) TP ik
SR 5 TP Mkt vy i

* <remote port>: il [ {E

o <keep_alive>: [il BEFERF SO_KEEPALIVE &I (&% : SO_KEEPALIVE /+4), Hfi: .

o JGHE: [0,7200].
— 0: 2% keep-alive ZhEE; (BRIA)
- 1~7200: JF)5 keep-alive Bjfit. TCP_KEEPIDLE {}>}j <keep_alive>, TCP_KEEPINTVL {f}
1, TCP_KEEPCNT {H% 3.
o RS <keep_alive> BEHAT+CIPTCPOPT fr4 i) <keep_alive> A, HEH
HFIRE NSO UE . RSB ITARMAOI AN BEE <keep_alive> S5, WIERIAM A LK B E O1E .

o <” local IP” >: ZAHbY IPv4 Huhksk IPvo Mk, FF48ai®dE. M2 AWM % 024 1P bk
B, WESEEAEREA M. BRIAKER . R CEITiEE. TE N,

o <timeout>: BT, A7 ZRP. BRIAE: 0. JEFE: [0,60000]. P55 0 B, i8I
T ILEH IWIP PSRk B AEE O B, M 7EHE @@ R, (HZiHFEL 5 KB 7S .

]
o SSL MR T 0] H AT R IE R
o SSL #H#FZ HEHRKENA, WA FERSES
o WIS AT+CIPSTART fiyS &3t T SSL iEH:, HARNEIR IS IHE] A 10 #5, D] EHE e psf ] 25 A%
K, AR TREFER
o fy—L8 SSL IR %5 #% 75 B SSL % i 75 1% £z i) B oK 4R B 2 By 3 RF SNI, il 7 SSL 3% 2 i 4 ff
FHAT+CIPSSLCSNI iy 4 Fic . SNL, #1550, SNI E MR S5 A B34 o
o WIRBHEUELT IPvo W45 5T —A> SSL 4, W PATLA R #AE:
— Wi AP 4§ IPve
— & EAT+CIPV6=1
— BT AT+CWIAP 6543 BF]—A~ TPv6 Hihl
- (Eﬁ?_‘a) ST AT+CIPSTA? ﬁﬁé\ﬁjﬁ ESP32-C6 2 #H 3] 1Pv6 itk
o AT AR HNL SSL RIS, W IiB TAT+SYSLOG=1 |3 H &G EilA M4 . KRIWE, AT 2
IR 8] A ) 45 1R +ERRNO: <error_code>, PAfHE A @1,

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/) EBEWH RN ssL A B, RE 5 DA
AT+CIPSTART="SSL", "www.bing.com", 443,,,5000

// esp-at B # 3 AT+CWJAP # B % IPve 2 & #i it
AT+CIPSTART="SSLv6","240e:3a1:2070:11¢c0:6972:6f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"
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3.3.6 AT+CIPSTARTEX: #tr [12)400d ID (%) TCP ¥4 . UDP f&45ok SSL ¥4

A 145 AT+CIPSTART Mifel, ARSAET: L BRI T (AT+CIPMUX=1) BT840 ID, RE
2 BB M 1D,

3.3.7 MGEMBAIRESA] +++: BIBIRESX

PEERAT i &

Yyfik:

BIAIEARX, FEAGSHX

Command:

/1 RE R B AR

4+

|
o WRRRMATA WA AR + F4F (RP ASCIL RS : 0x2b), [AJEfir 452 1A CR-LF F4F
o BIPRE A + FAFRI 2/ 20 ms RFE][A]FE A BOA bR A, 2 =AY + AT 20 20 ms AR
B BT Hefb i A, = A + FAFZ A 224 20 ms [SFE][E]FE A 30 AR A . B0, + FRFS Y
o AFRFFIRIAT iy B0 i -l i
« WHEDER P & AT @i

3.3.8 AT+CIPSEND: 1 il & ke ek Wi-Fi Z BN ks Bl
BeE WA

i

PR R, 0 KRR, WA EE RSN BR K EAT 81925595, AT+ CIPSENDL
oKk

e

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP 1% #r ¥ 35 & *t 3 £ ML A i H
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">,<remote port>]

W i <

OK

>

AR 2R AT BRI TR , BURHET DA AR , 24 AT Sl 8 i 8l KA F] <length>
Ja, BRIt

LUET SERVALS TR CiT i g TP S AT

[ERROR
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WR BT A B s A il CRREEIRC & 40X B %) , &

[SEND OK

PaTa s
i
HEA Wi-Fi 142X

e

{AT+CIPSEND

Wi % ¢

OK
>

£

[ERROR

HEA WicFi i 48X, ESP32-C6 B RRURICHEIR 8192 5, Bk ik 2020 547, A0 Bct K
FE KT 2000 S35, $UHE A S MIBES A 2920 5L RUHGIAT Rk, 75 A% 1 20 SERVS 45 Pl
SRR KT 5T 2920 35 T RERUR (4] DB AT+ TRANSINTVL iy & BB IRIIG ) o 24460 A 26 flt—
bt B, GRS X TR LM, RPN | R T4 AT 4

Ay WHETF R 5 42X DARERE T . %8 Wi-Fi UDP & {4, AT+CIPSTART 14 15 5L
<mode> WK E N 0.

BH

<link ID>: W%i%EH: ID (0~4), HTZEENRE

<length>: B, fHoRfE: 8192 4y

<” remote host” >: UDP &4 ] LS Xt EHL: IPv4 Hudik, TPve Hihl, siis4
<remote port>: UDP %%y 0] PAFS & X i i [

|
o GEALAME I AT+CIPTCPOPT fiy 4R 4> TCP ML BB T eI . Bl B <so_sndtimeo> 4

5000, M TCP Ak #fEoAe S FPNIRMISER, ToiR s @ R, XATPAT4 MCU 26 £F AT fiy 4
[ 52 4 F 1]

3.3.9 AT+CIPSENDL: el fefmbisX FIFrk s B

SRR

)E’J

ik

LA R, IREKE, RSB (AT 4 i 1 B AT A i & 28 B2 1 710) .
0] DA FHAT+CIPSENDLCFG fip 2 PR B AN S5 S QNSRS Ak i B BE /N 8192 =2y, i A
{§i FJAT+CIPSEND iy 4% 3%

zs
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// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<link ID>,<length>

// UDP % #r ¥ 38 & *t 3 £ ML A 3 H
AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i ¢

OK

>
J

IR RIR AT P8 ZIEAE X I HEMERSUFHIL AT iy 1RO RS, ORHEST AR AR, —HL AT
iy &b H EMCEN R, Bl S PUAEIRZ N, BaRfemIT .

WREMET R, RESMRIEAT+CIPSENDLCFG KL EARIE R :

[+CIPSENDL:<had sent len>,<port recv len>

AR+ + A BUE, RYGERMN:

[SEND CANCELLED

MR IR BA ek N, RERARN

[SEND FAIL

W BT A BRI A A CRREEIRC 50X X ) , REtHRA& iR :

[SEND OK

MEERWOITR, G PAKIE+++ G QWU &4, [FINf ESP32-C6 it MAE 12 X B . 7, AT fiy
A H S — ELHECEE, EEMLEEER <length> KRIEHHNS, A SiBHAIERZX.

S

<link ID>: W% ID (0~ 4), JHTZEERN

<length>: $¥fE, JAME: 23 -1 74y

<” remote host” >: UDP %4 0] A& X i 4L : IPv4 #ihl. IPve Hihik, iiiss
<remote port>: UDP (&4 i] DAHS &2 %} it 1

<had sent len>: {3 % FI|IC)Z SRR IR B 3

<port recv len>: AT iy %3t IS () B B K B

|
o HEUEE A UART Jids. &0, A0SR UART $RIGH R T M 48 AR R, R & S8 2k
o GERLAE I AT+CIPTCPOPT fiy 4R g TCP ML BB 8. Bl #E: <so_sndtimeo> 4y
5000, M TCP Ak #fEoAE S FPNIRMIGER, ToiR Mt @RI, X ATPAT54 MCU 26 £F AT fiy 4
[ 2 PSS

3.3.10 AT+CIPSENDLCFG: ¥ ¥ AT+CIPSENDL 1y A1 J& Mk
A%

it :
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EHJAT+CIPSENDL iy A1) it &

A .
"ﬂé’\‘

{AT+CIPSENDLCFG?

M

+CIPSENDLCFG:<report size>,<transmit size>

1 ¥ AT+CIPSENDL i - i

A\ .
"ﬂé’\‘

[AT+CIPSENDLCFG:<report size>[, <transmit size>]

W i <

[OK

BH

o <report size>: AT+CIPSENDL 4y Fdd /. BRAE: 1024, FERE: [100,2 201, Hil4n: &% &
<report size>{H} 100, WJAT+CIPSENDL fir4-nl5g i) <had sent len> FIHRJF4HN (100,
200, 300, 400, - ). Gl <had sent len> FHRAAEESET PG g K.

* <transmit size>: AT+CIPSENDL iy % F LRI/, BAaa T HdE LKA Uk BRI . B
NME: 2920, R [100,2920]. WAL EIEHRKE R T4 T <transmit size>, ¥ il
B9 AEE <transmit size> FAT—ZHMBIF TR, FBINSSER: 20 ZAPE SRR i KT
%T <transmit size> FEIAFRIEHIE (B0 PLELTAT+TRANSINTVL fiy 4 i & LA ) -

]
o NPT AL E/IMEXT SRR BOR R i A, HERERIRE R /MY <transmit size>. WIEFEEGHE
L AT+CIPTCPOPT 4% & TCP_NODELAY JE .
o XTHEERWRE, MHEERERAN <transnit size>., WHEFEEFI 41742 3 ESP-AT 5
vk 14 A8

3.3.11 AT+CIPSENDEX: fi ittt bR Y™ et i 5% 6 Bt

v

o
i

fir

4

=

o0

ol
HE*

AR R E, $E R AR, B M T \ 0 (0x5c, 0x30 ASCII) filt % i A i

(=

= ok
>

// M ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

(T
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(B L)

// UDP f& %y 7 45 % X 3% IP M i fosg o
AT+CIPSENDEX=[<1link ID>,]<length>[,<"remote host">, <remote port>]

W ) :

OK

>

AR AT EME S R TR, SR RSRT DA AR E KR . 24 AT 3 ) Bt K R ik
B <length> JGu B \O TP, Bl fetmiTin .

QSRR 7 T R L i S T T, R [

[ERROR }

TR BRI AU CRAERERC 240X B i), & W

[SEND OK }

<link ID>: W%i%EH: ID (0~ 4), HTZHEEE L

<length>: K, HAfE: 8192 F4y

<” remote host” >: UDP L4 n] DAFSEX i 4L : IPv4 Huhik . IPve Huhik, Bl
<remote port>: UDP £ PATE & Xt v v 11

Bl

o MR B L BRI, UM P\ 0 SRR (0x5c, 0x30 ASCID), #dEfLimtin, RERME
WEm S, SN K AT S

o WERBIEP A \<any>, WEKERAL, REH <any> 55

o MNSEE LK N0, X \\0

o TN A FHAT+CIPTCPOPT 142K M4~ TCP M4 I B 7. F0: 5 E <so_sndtimeo> A
5000, W] TCP K ik#EESAE S FPNRIBISEE, T it 2RI . XA PAT 4 MCU 45 AT 54
[] 5 (TS} ]

3.3.12 AT+CIPCLOSE: J:[i TCP/UDP/SSL 4%

LA

-t

itk
F P £ 44 N ) TCP/UDP/SSL 14

Sy
A

[AT+CIPCLOSE:<link ID>

W i <

<link ID>,CLOSED

OK
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WA %

i

KM FR SRS ) TCP/UDP/SSL 3 4%

[AT+CIPCLOSE

W i :

CLOSED

OK

ZH

* <link ID>: TR PR IER: ID, ARBEN S, WIHIR RP A 8%

3.3.13 AT+CIPCONNPERSIST: #tify. #t¥ TCP/SSL ZE8: R AL S5

iy

g
#if) TCP/SSL 3 AR A LB I

e

[AT+CIPCONNPERSIST?

L)V

+CIPCONNPERSIST:<persist_link>[...][,<persist_link>]

OK

BeE WA

Jyiig:
U TCP/SSL IR I AL B It

ZE

// B ¥ (AT+CIPMUX=0)
AT+CIPCONNPERSIST=<persist_link>

// % ¥ ¥ (AT+CIPMUX=1)

AT+CIPCONNPERSIST=<1link ID>,<persist_link>

W

[OK
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o <link ID>: % B M 453 ID
o <persist_link>: 2755 HIESAREE. K (BUA) K, ESP32-C6 7£ netif {511, Wi o &% IP J5
257 B =3 6 A% netif | %) TCP/SSL w4 ; BT, AT A2 E3hWrFr, Mk A 47ab3iigsak

3K
DN o

o 0: SEERARES (BOA).
o 1 RS

3.3.14 AT+CIFSR: #rifyAsHi IP Huhlfl MAC Hihl
Wiidre

s

[AT+CIFSR

W

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIP6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIP6LL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

e <” APIP” >: ESP32-C6 SoftAP [ IPv4 Hiti

e <” APIPG6LL” >: ESP32-C6 SoftAP [1{] IPv6 7 Mt 4% Hb ik
e <” APIP6GL” >: ESP32-C6 SoftAP [{] IPv6 4> Ja bt

e <” APMAC” >: ESP32-C6 SoftAP ) MAC Hiiht

e <” STAIP” >: ESP32-C6 station [{] IPv4 Hbihit

e <” STAIPG6LL” >: ESP32-C6 station [ IPv6 7S Hi 4 i s ht:
e <” STAIP6GL” >: ESP32-C6 station [ IPv6 4= Jajil

e <” STAMAC” >: ESP32-C6 station ) MAC Hiht

e <” ETHIP” >: ESP32-C6 ethernet 1§ IPv4 il

o <” ETHIPG6LL” >: ESP32-C6 ethernet 1] IPv6 Z i g st
e <” ETHIP6GL” >: ESP32-C6 ethernet [/J IPv6 4= JajHiht:

¢ <” ETHMAC” >: ESP32-C6 ethernet 1) MAC Hiz}ik

 HUA24 ESP32-C6 I AR I A A% I F RS, A BEAEIE R IP HuhtAl MAC ik
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3.3.15 AT+CIPMUX: EH/Z8H 2800
iy

i
A IEER

s

[AT+CIPMUX?

W

+CIPMUX: <mode>

[AT+CIPMUX:<mOde>

W i <
[OK
BH
o <mode>: FERARI, BHAME: O
- 0: HER:
- 1 ZiEE
el
o HG YA EREER T B AR o e
o NE@ i X, (AT+CIPMODE=0), A REXE L EH
o WAL, T TCP/SSL R554%, MU s, WA KRS #% (AT+CIPSERVER=0)
o ZHEIFATIE R EEARR, WRES B I NAFIE(EAS B I 00, 15 AR = o i 52 i DA )
i, IS MCU S HAEAR 2 B b P
N

[AT+CIPMUX:1

3.3.16 AT+CIPSERVER: #& /%] TCP s SSL i 55 2%

it &

Dyt

#if) TCP/SSL iR 55 s
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[

[AT+CIPSERVER?

Wi 3% ¢

+CIPSERVER: <mode> [, <port>, <"type">,<CA enable>,<netif>]

[AT+CIPSERVER:<mode> [,<param2>] [,<"type">] [, <CA enable>][,<netif>]

Wi
(o
e <mode>:
- 0: XRS5
- 1o @RS

* <param2>: Z4J <mode> A[A], WIMSHE AR :

o M <mode> £ 1, <param2> fXFEuI15 . BIAE: 333
* QIR <mode> 2 0, <param2> RFEMFaE XM A Fif. BIME: 0
- 0: XM eIt R B BUA % ) i 14
- 1t KPR S5 4T K I
o < type” > JR4BLHI 7 TCP”,” TCPv6”,” SSL”, u “SSLv6” . BRIAf{:” TCP”
* <CA enable>:
- 0: A CAINIE
- 1: ffi{ CAINIE
o <netif>: f5E RS MITHI MR, BINME: 0.

- 0: FrAMggsEn
— 1: Wi-Fi station ¥
— 2: Wi-Fi SoftAP # 1

|

o ZIEEOLT (AT+CIPMUX=1), A G ERk 554

o BlEIRSAY G, BIEIRSGERIEYT, &2 HArelE— RS

« MHK A, B35 %R D,

o WARGEAET 1Pv6 M8 ANE-—4> TCP/SSL lx554%, H EH i EAT+CIPVo=1, FHHRH—1> TPv6
hk.

o KRR, B8 <"type">. <CA enable> fll <netiif> AN,

o HR A E RS AR R, ESEIB I TAT+SYSLOG=1 Ji il H S G Hil A 4. RIGHT, AT 2k
[ RN Y B 1R +ERRNO : <error_code>, PATHELIFAIE,
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il

// B TCP & B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// # I SSL M4 B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// BT Ipve W%, A& sSSL R% &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLv6e", 0

/1 R MR EBOEE R A BT R EE
AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #5ifi/i% Bk S5 2% eV i e K e s 5
i) iy A

ik
#if] TCP 5 SSL AR 55 i SV AL Y A KIS AL

A\ .
"ﬂé?'

LAT+CIPSERVERMAXCONN? ]

W i <

+CIPSERVERMAXCONN: <num> J

OK

BeE WA

g
BCE TCP 8 SSL fIR 55 i SLVF AL Y e KR AL

A

[AT+CIPSERVERMAXCONN:<num> J

Wi 3% ¢

[ox )

B

o <num>: TCP 8{ SSL R 448 A2 7 i B3 %k, JEE: [1,5]. WS AE s ooz 2500 R
B, 5% AT+CIPSTART 454 <link ID> MR,

o NN B i KIERES (AT+CIPSERVERMAXCONN=<num>), iE1EA)EIR &2 AN E .
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il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #¢if)/¥ Bt
RIS

Dyt
i A

Py -
iy

[AT+CIPMODE?

Wi i :

+CIPMODE : <mode>

W] 7
[OK
e <mode>:
- 0: Fid A X,
- 1: Wi-Fi i 30l X, 2Ry TCP Mk, UDP [EE 5% b SSL HLERZ 1% 0
B

o FCE S SCANRAEE] flash,
1 ESP32-C6 i A Wi-Fi 5 302 X 5, AT A TReIF JeiE M .

il

[AT+CIPMODE:1
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3.3.19 AT+CIPSTO: #rify/is Al TCP/SSL JJit 55 23w if i [ia]
iy

Jyiig:
i) A< TCP/SSL fIg 55 vk i s ]

s

[AT+CIPSTO? }

L)V

+CIPSTO:<time> J

[AT+CIPSTO:<time> }

W i <

& )

S

* <time>: A<M TCP/SSL 45 afamf i), B #b, HUETEHE: [0,7200]

Bl

o 4 TCP/SSL % FUitHE <time> WA YA & A il i, ESP32-C6 R 45w & Wi T It 14 4% .

o WRRESH <time> N0, NWFERKEASHEE, NEBOXFERE .

o FEBEMIIRI Y, 245 P &R -5 IR SS #n 8 (5 58 IG5 # O 5% Pam i s g, T abrr s
THE . BB S, e o]

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/i Bt IXHI SNTP IR 55 %%

[AT+CIPSNTPCFG?
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Wi 3% ¢

+CIPSNTPCFG:<enable>, <timezone>[, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP.
server3">]

o .
=

AT+CIPSNTPCFG=<enable>[,<timezone>] [, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP.
—server3">]

W i <

[ox )

e <enable>: % & SNTP [iR%2s:
— 1: %% SNTP [ 454¢;
— 0: N5 SNTP JIR%525 .
* <timezone>: SZRFLAFPIFE :
- SF—PEYE L [-12,14], BERUVNESREAL, @ 5 PR TR (UTC) i R inid K2
$of X (UTC-12:00 & UTC+14:00) ;
- Mg uTC R E, UTC R EIRE TIRTFEINZ TR 2] UTC BE) A fefs 2] 4
HuHHA], A SR (+1 -1 [hhlmm. U054 XAEARYI T2 AP, MR, AR
1, WAIEEL. /N (hh) WAZ5FE -12 $) 14 Z (8], 438k (mm) S207E 0 B 59 Z | B, i
foETEHTIZ&E%%‘ﬁEéﬁi%ﬁ%, Bl uTc+12:45, ZWiZIE <timezone> ZEBE N
1245, BZFRES% UTC s i
e [<” SNTP serverl” >]: 55—~ SNTP H[i%%%
e [<” SNTP server2” >]: "’“:/\ SNTP R4 5.
e [<” SNTP server3” >]: 5=/ SNTP R%#%.

Bl

o HEMAOEARIEEG A E=" SNTP [R5%25Z=%0, WEAfEH “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” H 2 —,

e MFEMMS, TR <timezone> B HES MK ER <timezone> ZH A —FE. HH
<timezone> ?%ﬁj'zﬁc’“’“*ﬂ: UTC i E4&=, Bilhn: i%® AT+CIPSNTPCFG=1,015, A4
Frifiif, ESP-AT SZRKHTIXSEHIS 0, RIREEE 15. NETHFg, Broli ”’“*ﬂ'
UTC (g AT, @ uTc+00: 15, WMEt@Ait ki 0 B IX,

* BT SNTP 25T UDP ¥l ik il sK IR 1 5, 24 ) 2 Z AT, 2 530 ESP32-C6 [P ] Joik M i
m&. —H AT @4 i B+ TIME_UPDATED , fRFEWTRIE ]2, ME 4] DL A EAT+CIPSNTPTIME?
BRI 24 HT B A

il

// fE# SNTP M4 %, % E ¥ B K (UTC+08:00)

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// 8 SNTP R4 &, REXEA AW /K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"

(T
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%

AT+CIPSNTPCFG=1,-500, "0.pool.ntp.org", "time.google.com"

// fEB SNTP M4 %, REHWLHR EEBAHAY WK K (Chatham Islands,

AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

(% L 50)

UTC+12:45)

3.3.21 AT+CIPSNTPTIME: #%ifj SNTP I}
A%

s

[AT+CIPSNTPTIME?

W

+CIPSNTPTIME:<asctime style time>
OK

Bl

7 % asctime P[] A9 E XA W, asctime man page.

* 1 ESP32-C6 it A Light-sleep 5 Deep-sleep J5 Wi, 40 I [A] W] AE & AN, H WU &

BAT+CIPSNTPCFG 154>, M NTP AR 55 %5 3RBUGH R a] o

* SNTP S EN A RIFEAATE RTC Kk, BIMAERRES GERAER) 5, MEASZEL,

2Nl

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: i/ ¥ SNTP W] [ 25 i [a] b
iy

[AT+CIPSNTPINTV?

W i <
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+CIPSNTPINTV:<interval second>

OK

v

o

<

H

Py
"P4>

¥

oy

=4

[AT+CIPSNTPINTV:<interval second> }

Wi i *

[ox )

B8

 <interval second>: SNTP [[a][F A [a]FF . BAf7: Fb. LR : [15,4294967],

]

o BOE 7IFREIE AR, R ESP32-C6 22 A — K [ NTP 55 A gk IUHT 1 A -

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) EANEE =k

AT+CIPSNTPINTV=3600

OK

3323 AT+CIPFWVER: 7eifglli%s 28 AT AT [ A
iy 4>

Dyie:

il 4545 A 1Y ESP32-C6 AT [E|{4:hii 4

EE

{AT+CIPFWVER? }

Wi i ¢

+CIPFWVER:<"version">

OK

o <” version” >: ESP32-C6 AT [ {4/l
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Bl
o PRI OTA AR, 38 SN B R RAS MR T2

3.3.24 AT+CIUPDATE: jfixk Wi-Fi J}8¢ 511

ESP-AT FEia1TiN, ad Wi-Fi A B RIS # BR300 B 2R X, DI T2 1

iy

g
#if] ESP32-C6 B THIUIRE

A

[AT+CIUPDATE?

W

+CIPUPDATE:<state>

OK

AT 4

g
TEMLZERCT il OTA JH44 2| TCP Iz 55 g L asof A 1 [

A

[AT+CIUPDATE

Wi % ¢
HSH R E ML TR L

gﬁ

CE

Dyt
THREN IR S5 s LA E AR [

O e
iy

[AT+CIUPDATE:<ota mode>[,<"version">] [,<"firmware name">] [, <nonblocking>]

Wi i ¢
W2 OTA e ZERT s, & m]:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

OK

AR OTA FEAEH 2T sy, R u]:
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OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DWW N e

WRAEH ZERCTR OTA K, R [n:

+CIPUPDATE:<state>

ERROR

URAEARPH AR OTA KK, iR [u]:

OK

+CIPUPDATE:<state>
+CIPUPDATE: -1

B

il

<ota mode>:
— 0: i@ HTTP OTA;
— 1: 3@ HTTPS OTA, WS- TR, % . /build.py menuconfig>Component config
>AT > OTA based upon ssl B HfE, FEEEEI A2 iF ESP-AT 142,
<version>: AT Jfi4~, #1v1.2.0.0, v1.1.3.08(v1.1.2.0,
<” firmware name” >: JFZ ) E 4, Ul ota. mgtt_ca. client_ca 8{H P at_customize.csv
W E E LR X
<nonblocking>:
- 0: FHZERKY OTA. BT, EHF| OTA FF s I G4 T PAKIE AT fiv4.
— 1 JEPHZERIA) OTA. WAL, AH5EH)S (+CIPUPDATE:4) T3 #H)H .
<state>:
- 1 FENR 545
2 R RS A
3: RIS TR IA 5
4: SERTIH
-1: JEPHZERT OTA RIK

T R ML T P 28R

AR 2% A AEEF BT R I, AT KR ] ERROR, i 4 fF— Bt i 1] Pt o

USRS E B SR SR AL AT BIN, A1y 4-Kf M\ Espressif Cloud N %% AT [E{FF+4%

TSR )2 B AT 40189 AT BIN, i 317528 AT+CIUPDATE FOTA Bfig sk 3 (i F§ AT+ USEROTA
o} # AT+ WEBSERVER (54, T %% ESP-AT T FLE{ILft =6 FOTA.,

BWTH AT B4 )5, WHAT+RESTORE YR W) WK E .

OTA I FEfHE IR A 3 404

JEPH ZEAR L B, H ) OK Al +CIPUPDATE : <state> FE4i )7 L% ™ L B 58 5 T .
OK W[ fEfE +CIPUPDATE :<state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z J5#itH .
AEWHARBHBRA . BEEHRASFEAE—E AN, 2 T0ksrT, R IREFET 2 2
IHARCAS, AR A O =i B T Y g .

155 % 4ot 3, OTA FF 45 3KIUEZ OTA 4.
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AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: %% +IPD i{§ 5L ik
RIS

s

[AT+CIPDINFO?

W

+CIPDINFO:true
OK

&

+CIPDINFO: false
OK

v

¥

X

W
4

Eld

[AT+CIPDINFO=<mOde>

Wi % ¢
[OK
S
e <mode>:
— 0: 7£ “+IPD” HI “+CIPRECVDATA” JHEH, ANt IP HubkFlg 145 5
- 1: £ “+IPD” HI “+CIPRECVDATA” W EY, $E/RXTus [P HhkFlss 115 )8,
il

[AT+CIPDINFO:1

3.3.26 AT+CIPSSLCCONF: #rify/i ¥ SSL %% F i fic &
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2
fir &

5

ESP32-C6 >} SSL 2 it 4 > 1 1 i i (3

[AT+C

IPSSLCCONE?

Wi % ¢

+CIP
OK

SSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number>

BEE A

=
k=t

I\
£

// B ¥ (AT+CIPMUX=0)

AT+C

IPSSLCCONF=<auth_mode> [, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)

AT+CIPSSLCCONF=<link ID>,<auth_mode> [, <pki_number>] [, <ca_number>]
L)V
G
ZH
¢ <link ID>: M Zi%EHz ID (0 ~ max), EZERMEOL T, HSEEBN max, WFERIIEE
ZHERINER 5.
¢ <auth_mode>:
- 0: ANATE, B EEEE <pki_number> fll <ca_number> Z%{;
- 1: ESP-AT $24t% FrmilE TR 55 2% i CA IE A5
— 2: ESP-AT % Pk A CA {IEA5 K58 MR 55 25 v PR IE 45 5
- 3: MEIANE.
* <pki_number>: LBV RG], QR EA—MUEBFFA, HAEN A 0.
e <ca_number>: CA [JZ&5], WHEBAE—1 CA, HEHNH O,
]

WA AL B RV, e SSL S HHE 1A M4

il - W CRHRAEAE NVS X, fI1 5 34 il AT+SAVETRANSLINK £y B IFHLIE A Wi-Fi SSL i 1% 42
K., ESP32-C6 RF-AF T Ik I H i B AN & 7 7. SSL 8 42 .

WERGEAEE ] B CWIETS, B THHE M AT+SYSMFG fip 4887 SSLAE . AT EH O
W, S % 4ofT 247 PKIFLE

WIR <auth_mode> FLE N 2 80 3, K TS AROIEA RO, HEKLAT+CIPSTART iy
A HITf LR ESP32-Co CAREUE Y FilS[a] .  (fR] PAKIRAT+CIPSNTPCFG fi % R Bl SNTP, FKHY
HIEHE], & iEAT+CIPSNTPTIME? £y 4251024 Bl i a] . )

3.3.27 AT+CIPSSLCCIPHER: #%ify/¥ ¥ SSL %5 )it #iE:F (Cipher Suite)

i)

Py
"P4>

i

iy

ESP32-C6 112y SSL % gt SCH5 1 W 21

e
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[AT+CIPSSLCCIPHER?

Wi % ¢

+CIPSSLCCIPHER:<idx>, <cipher_suite>

OK

v

7

XF

fURTiRS

oo
%

Ele

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCCIPHER=<counts>[,<cipher_suite>][...][,<cipher_suite>]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCIPHER=<1link ID>,<counts>[,<cipher_suite>][...][,<cipher_suite>]

W

& J

o <idx>: HFWEAHERETS, N0 I,
o <link ID>: %1542 ID (0 ~ max), FEZHERAHLT, HASEERN max, WRRITAER, &
SHERINER 5.
* <counts>: FHEMIER . RIMEZR T a2 MK 256 77,
- 0: B E R E N S B,
- HE: WEEMNERN .
* <cipher_suite>: I~ ClientHello H BB E(: . XN BI{EE XAF ssl_ciphersuites.h A1,

EAj]
o QRAREAHE T BIAERL, AR SSL IER I iIB T AR M A .

il

// ¥ EFE: (AT+CIPMUX=0), % # &+ % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #1.
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=2, 0xC023, 0xCOAD

// % #% ¥ (AT+CIPMUX=1), % # & {f % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #F1._
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=0, 2, 0xC023, 0xCOAD

3.3.28 AT+CIPSSLCCN: #ify/¥ SSL %%y it/ H 44 (common name)
ity A

Dyt
LIRS SSL HERE R S 44
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[AT+CIPSSLCCN? J

Wi % ¢

+CIPSSLCCN:<link ID>,<"common name"> }
OK

B

-t

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<link ID>,<"common name">

W i <

& )

SH
o <link ID>: 2574 ID (0 ~ max), FEREZIHEL T, XSHEHR 0; HELZEZNBLT, #5
BUHBE N max, WIZFRIIAERE; RSEERIMERN 5.
* <” common name” >: ASHRINUEIRS A8 AL UE P A4 .
e
o QISRAHEARHCE BRI, WEAEEST SSL ERERIB T A M S .
3.3.29 AT+CIPSSLCSNI: #ify/¥ ¥ SSL %% fuait) SNI
i A

i
AR SNI i E

Py -
iy

[AT+CIPSSLCSNI?

Wi 3% ¢

+CIPSSLCSNI:<link ID>,<"sni">
OK

RE
i

Eld
i
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¥ 3% (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% ¥ ¥ : (AT+CIPMUX=1)

AT+CIPSSLCSNI=<link ID>,<"sni">

Wi i <

[OK

S

o <link ID>: 2% ID (0 ~ max), FERIEBRIEILT, RSN 0; FEZERWIELT, 55
BUEBEN max, WIERITAER: ASEEOAER 5.
e <” sni” >: ClientHello B /Y SNI.

B

o WNIRAREAE BN RIS, TEAEE SSL I RIIB T ARG S .

3.3.30 AT+CIPSSLCALPN: ify/i ¥ SSL %y ALPN

it &

Ly :

#2if] ESP32-C6 fi2% SSL & g 3~ 422 1) ALPN Jig B

Py -
iy A

[AT+CIPSSLCALPN?

W

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

)E’J

CEL A

A

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">] [,<"alpn">][,<"alpn">]

// % ¥ ¥ (AT+CIPMUX=1)

AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

W

[OK
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BH

o <link ID>: PZ&i%EH; ID (0 ~ max), FERIERIRIT, ASEEN 0; A2 ERNELT, #5
BUER A max, WIFRITAES: ASEEGMEN S.
o <counts>: ALPN % &. JifE: [0.5].

* 0: j#%: ALPN [it & .
o [1,5]: ¥ ALPN Jil s,

* <” alpn” >: FRHERZAL, FR ClientHello #1) ALPN., ALPN fr KRKEZRTar S mH K K.
Bl

o ARAHBIATCE S RIZAL, RS SSL R HIB T A M2

3331 AT+CIPSSLCPSK: #ify/i%'s SSL % ity PSK (345t i 50)
LS

i
#if] ESP32-C6 124 SSL % /- imihf 451~ 1) PSK i

[

[AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

v

i

K

[y

W
%

Ele

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

Wi i ¢

[OK

BH

¢ <link ID>: M %57%E# ID (0 ~ max), FERIEEMIEN T, RKSHMER 0; EZEERNENLT, #5
BUER A max, WIFRITAES: ASEEGMEN S.

* <” psk” >: PSK identity (FAFHIE), RIKEE: 32, QRGN <"psk"> S \0, iEH
| AT+CIPSSLCPSKHEX %>

e <” hint” >: PSK hint, ficKJE: 32,

el
o WA AR E ST RIS, e SSL i HIE T A G S .
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3.3.32 AT+CIPSSLCPSKHEX: #%ify/ & SSL % i) PSK (|75 2EHilis )
(A

* RAUTAT+CIPSSLCPSK iy, %ty W THCE A #) SSL & Fimp itk 2% 4] (PSK) , (HIH;
<"psk"> ZHE A ANBERIR A R TR L, <"psk"> ZH0PR) N0 FRXh 00,

il

// ¥ % ¥ (AT+CIPMUX=0), PSK identity % "psk", PSK hint  "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % ¥ : (AT+CIPMUX=1), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX=0, "70736b", "myhint"

3.3.33 AT+CIPRECONNINTV: #¢ify/i% ¥ Wi-Fi i % X F % TCP/UDP/SSL i i
]

A i &
Dy
Aif) Wi-Fi i 42 A2 X T H 2l B A B

[AT+CIPRECONNINTV?

W i <

+CIPRECONNINTV:<interval>
OK

yiig:
BE Wi-Fi i (542X~ TCP/UDP/SSL &4 Wi T i [ sl 2 1Y [7] B

[

[AT+CIPRECONNINTV=<interval> }

Wi % ¢

& )

* <interval>: HZIEIEMFENE, R 100 25>, BRIAE: 1, FH: [1,36000].
B

o FFAT+SYSSTORE=1 B, TilH 9O AR AFAE NVS X,
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il

[AT+CIPRECONNINTV:lO

3.3.34 AT+CIPRECVTYPE: #rify/i B e
Ay

e
) E RO

[AT+CIPRECVTYPE?

Wi i *

+CIPRECVTYPE:<link ID>, <mode>

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVIYPE=<mode>

// % % ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

Wi % ¢

[OK

S

o <link ID>: %5144 ID (0 ~ max), ERERMELT, RSBEUEN 0; EZHERNELT, &2
BUH BN max, WIRRIrA #E#; ASEEAER S.
o <mode>: ERFHEEA, ZRIAE: 0,
- 0: BB, ESP-AT ¥ iy BB BB 7 HARL Bl R 3£ 45 BHLMCU, 3oy “+IPD” (&
TR 18 5760 75, ARRIE MCU e K &% 2920 FH457 4 50800 )
- L Plishiiat, ESP-AT ¥ B M ERE TR R WREFX (Bl 0, Bl
B4 5760 F45), Z#% MCU L. % TCP 1 SSL #:4%, WIRELEXW T, FHILERT
ks 4T UDP {645, WREFAXW T, MakERdnEk.

|

o ZIEABEH T Wi-Fi i X
* 4 ESP-AT 7ER S PR B B FHARRT, SRR O A RS R A FE R (E B -
- ZiEBN (AT+CIPMUX=1), #&/5% +IPD, <link ID>,<len>;
— FEERN (AT+CIPMUX=0), $75% +IPD, <len>.
o <len> FREFRPEZFHIM LKL,
o —HA +IPD i, Wi%iz{TAT+CIPRECVDATA RN R . &0, FER—A> +IPD gtz ar,
A~ +IPD KA A 45 L MCU.,
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o FEWTFESEINOLT , Zrb e TR AL, MCU (3SR n] DA, H | &R AT+CIPCLOSE
(AT fER% i) WAT+CIPSERVER=0,1 (AT fEMRS54%) . #emifid, Wik +IpD Cgdlsd, B
LAENR K EAT+CIPCLOSE 5, % 3% AT+CIPSERVER=0, 1 5{3# it AT+CIPRECVDATA £y AU 5§ 4
ZHI, XA CLOSED fif BakiE A& .

o BOTBARF BRI M 2 eI B MCU sk SARBRIN, nTPAZ 4], s fon i

il

/) BREBBEAT, REHGERERX

AT+CIPRECVTYPE=1

/I ZHEERERT, REFAZEEARSERER

AT+CIPRECVTYPE=5,1

3.3.35 AT+CIPRECVDATA: 3k shE BB e 5
BEL A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W i ©

+CIPRECVDATA:<actual_len>, <data>
OK

Y

+CIPRECVDATA:<actual_len>,<"remote IP">,<remote port>,<data>
OK

<link_id>: ZEHAA T ZER ID.

<len>: f KAHJy: OXTRFAE, WA SERRILEI MBS B LA SEE /]S, R[] S B 4 B i s
<actual_len>: SZFRIRET iﬂﬁiﬁkﬁ

<data>: FREUPEHE

<” remote IP” >: FAFESE, FonXtug [P Hidlk, i AT+CIPDINFO=1 6344 5E

<remote port>: Xl 1, it AT+CIPDINFO=1 fip % {{ifig.

|

o R AT EAERE SR N AT, 7502 B2k 1] ERROR, W] PAiE it AT+CIPRECVTYPE? fiy %>
WA ETER B

o L ATE A BE AT RS O AT 2 B 2R 5] ERROR, 1] DA #F AT+CIPRECVLEN? iy 2 1A
IUR A T R
o T AT+CIPRECVDATA=<len> fiy -0}, B/DFEF <len> + 128 FEWWHNIE, Bl DA 6y
L AT+SYSRAM? 25 4 5 FT I NAEIE 0 o 24 AR 2 BN A7 H T SR IO L i 2. 2% 1% [1] ERROR
WATPGEISAT Sk B & 0 HEHEREAHRM alloc fail WITEMER, PABINEE I T WES
(WS GOR R
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il

AT+CIPRECVTYPE=1

// W 4% & "+IPD,0, 100",
/) RE, BT NEAREFTNT &
AT+CIPRECVDATA=0,100

/7 B, wREA MCU K 0 FEEFKE 100 F MK HE,
é,\

HEE 100 FF MK

3.3.36 AT+CIPRECVLEN: #%ifyl g IBiX b &8 Bl i 1

A i fir &

Dyt
BRI B AT B 2 I JEE

O e
iy A

[AT+CIPRECVLEN?

Wi i :

+CIPRECVLEN:<data length of link>[...][,<data length of link>]

OK

SH

+ <data length of link>: X354 G b 4 BEA I BGREK .

]

* SSL ¥4, ESP-AT iR [ul 4 K BE T B /N T BB i K %

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.37 AT+PING: ping %} 3% 4L

ping X i AL

[AT+PING:<"host">

W
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+PING:<time>
OK

o
rnmmmmw [/ REERE BN KKK PING BHERT, A2AXNEL

ERROR

S

o <” host” >: FERFERSEL, Fonitim LAY IPv4 Huhk, TPve Huhl, sidmi4 .
o <time>: ping (NS IR [E], FRAL: ZEFD.

B

o GNARIRAEELT TPVv6 2% Ping X um AL, TEIATRA T AR
— M AP 45 IPv6
- BB AT+CIPV6=1
— HFAT+CWIAP 6523 BLE]—A IPv6 Hihk
— (Alk) HITAT+CIPSTA? Gy 4K # ESP32-C6 & 75 3K B E] IPv6 Hutl:
o QSR AL TR, N ping S5t DNS BEATIER A HT (DLSE@bT IPv4 Hodik) . i ping
Xt i S AL TP skt

Bl

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) T—REBFRMER TR FQ
AT+PING="240c::6666"

3.3.38 AT+CIPDNS: #rif)/t ¥ DNS JIR5583 5 5
i

ik
)24 Hi DNS iR 45 #345 E,

Py
A

{AT+CIPDNS?

Wi 3% ¢

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BEmY

i
UE DNS e 5545 5
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[

[AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

» <enable>: %' DNS R 55 %%

- 0: J3JT A Zh3KE DNS IR 4%-#51% 8, DNS R&E 2 HSWE N 208.67.222.222, 114.114.
114.114 #18.8.8.8, H7A 4 ESP32-C6 station 52 iy 7 DHCP 11#%, DNS [R5 4 A fE2
GiETe

- 1: J3HF3hitE DNS ks #fE E, RN ESE <DNs 1rx> [KfE, W HEBHAME 208.
67.222.222, 114.114.114.114 f18.8.8.8,

* <” DNSIP1” >: %5/~ DNS R4 #% IP Hutik, FF3EEm4, HA Y <enable> 2k 1 B, Lk
T2 DNS 3%, RSHA G WHEBEE <enable> 4 1, RS HEE —/ME, M4&iE
e A, ESP-AT XHZ S 5UE N 24 7% DNS % & ik 1],

« <” DNSIP2” >: %5/~ DNS fli45#s IP Huhl, XFFiEmS, KA <enable> ZH0CH 1, 5L
SIS T2 DNS B8, RBHEAHHG MR E <enable> Hy 1, I NARSHBE —ME, U&KiE
ey AR, ESP-AT X% S5 N 241017 DNS 3% & ik 1]

e <” DNSIP3” >: 5=/ DNS R4 IP #uhl, ST 3EmS, HAY <enable> ZH0N 1 B, sk
RT3 DNS %8, RSHAER; WS <enable> K 1, W ASENE AME, M4EE
A, ESP-AT YIS EE A 241 DNS % Hik [ .

o #AT+SYSSTORE=1, &5 i fHRAFTE NVS X,
© X=ASHORREBCEAL R — M5 dr L
* 3 <enable>Jy O I}, DNS Iz 55 i fE MR ESP32-C6 Beat T H i i i 2 14 e B i i 22

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/] %H—NET 1Pve B DNS i F B T REIKMERXIEFRQ

// & _/NET IPve B DNS Mt % % : google-public-dns-a.google.com
/] BE=ANHET 1pve B DNS M & B LK 4E E DNs R4 #
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.39 AT+MDNS: ¥ mDNS 3jfig

o % &I B —/~ mDNS R %
o 2538 B3R M 2 &Y mDNS Bk %-
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XA IFki—/> mDNS fil 55

BHES s

AT+MDNS=<mode>[, <"hostname">, <"service_type">,<port>][,<"instance">][,<"proto">][,
—<txt_number>] [, <"key">,<"value">][...]

¢ <mode>:
- 1: JF)j5 mDNS [IlR%5, G858 FHEHT
- 0: X} mDNS IjjfE, ):?i‘%ﬁﬁﬁ HE
* <” hostname” >: mDNS EHL4FK.
* <” service_type” >: mDNS JIR45-27,
« <port>: mDNS R4 .
e <” instance” >: mDNS B4 Fk. BRHAE: <"hostname">,
+ <” proto” >: mDNS R% Y. BHYE: _tcp 3% _udp, BRIAHE: _tcp.
« <txt_number>: mDNS TXT it 0%k, i : [1,20].
o < key” >: TXT B4,
e <” value” >: TXT {C%IM1{H.
[]1: R4 <txt_number> J¥LRIHE TXT {CRH #EXT .

il

// F )& mDNS M %, A& K "espressif", R E&F XA K "_iot", 3 T K 8080
AT+MDNS=1, "espressif","_iot", 8080

// X W mDNS I
AT+MDNS=0

PEN 7R 151 5% mDNS BB -7 11 o

A5 0 )y B L) mDNS il 55

BEEmA mA

/) EBWH R M EH PIR 2%

AT+MDNS=<mode>, <type>, <"service">, <"proto">[,<timeout>] [, <max_results>]

// EE BB M ERK TXT. SRV, TXT + SRV i@ K
AT+MDNS=<mode>, <type>, <"instance">,<"service">,<"proto">[,<timeout>] [, <max_results>

=]

// EAEF N B A, AAAA, A + AAAA EE

AT+MDNS=<mode>, <type>, <"hostname">[, <timeout>] [, <max_results>]

Wi i ¢

+MDNS:<data_len>,
IF=<netif>
IP=<ip_type>
PTR=<instance>
SRV=<hostname>:<port>

(T
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TXT=<key>=<value>
A=<ip4>
AAAA=<ip6>

OK

(B L)

%

2B

e <mode>:

- 2: R R M L mDNS R4, 4SBT B
- 0: X4 mDNS UjRE, s HLFHIHE

<type>: FrifjJfy,
- 0: PTRigF
- 1: TXT g

SRV i

TXT + SRV it

A

© AAAA 0

- 6: A+ AAAA TS

|
AW

<” instance” >: mDNS B4k, fx K JE: 64 FHAF

i

<” hostname” >: TAHIHFR. HARKE: 64 FH7, #Bide AW

<” service” >: mDNS R4 H, {mRKE: 64 F37,

g 2 H B ET

<” proto” >: mDNS R Hill. FARKEE: 64 57, il Hahlib. #W{H: _tep M _udp.
<timeout>: FJEAMI[A], Ffi: 2ZFP, ERIAfEH: 5000, {EH: [1000,180000]. A RA K%L

KibF| <max_results>, NWFERBNGIR L iH 455 .

<max_results>: i 45 B 1 KRR, BOAE: 1. JERE: [1,255]. 40 SR A i i S Ok ik #
<max_results>, WIYE@BH fFREIERLR. B, S7ELREE R

iy A i 5 5

il

<data_len>: FFfEERMIKE .
<netif>: W53, F/n mDNS R4 Frerg M 45811 .
— 1: Wi-Fi Station £ 1
— 2: Wi-Fi SoftAP 1
<ip_type>: 4545 [11 IP Huhik A,
- 0: IPv4 btk
— 1: IPv6 btk
<instance>: mDNS 24544 FR .
<hostname>: FHL4FR.
<port>: mDNS iR 5311 .
<key>: TXT ig5tfr4E.
<value>: TXT iCF1H1H.
<ip4>: mDNS g5 BT7E 1Pv4 Hidik,
<ip6>: mDNS [z 45 e IPve Hihil .

// PC Fi# N avahi-publish % # mDNS JR %

avahi-publish -s my_instance _my_printer._tcp 35

// @i AT A EHRHEMEH PTR L X

AT+MDNS=2,0,"_my_printer","_tcp"

[/ R %R

"version=v4.1.0.0"

+MDNS: 234,
IF=1

(BT )
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(% L 50)

IP=0

PTR=my_instance

SRV=espressif-1.local:35
TXT=version=v4.1.0.0

A=192.168.200.249
ARAAA=240e:1234:204c:bd02:d80f:8c45:3576:2574
AAAA=240e:1234:204c:0bd02:£f043:47£f0:7¢39:0002
AAAA=240e:1234:204c:bd02:2971:£412:14c6:£a00

OK

// X W mDNS Ij &
AT+MDNS=0

3.3.40 AT+CIPTCPOPT: #ify/i3 Btk i
Rl

e
B S

Py
A

[AT+CIPTCPOPT? J

Wi 3% ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive> }

// B ¥ ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [,<keep_alive>]

W i ¢
(ox }
B
[ERROR }
o <link_id>: MJZ87EHE ID (0 ~ max), TEZIERMEOLT, ASBUAEBCH max, WERIRTAERE; &
SEEIEN 5.
* <so_linger>: [il BEHF N SO_LINGER ¥3H (£%: SO_LINGER /t49), BAfi: Fb, BRME: -1,
- =-1: XM
- =0: J}/8, linger time =0;
- >0: JF)3, linger time = <so_linger>;
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34

<tcp_nodelay>: [l B EREFN TCP_NODELAY &1 (£%: TCP_NODELAY /+43), BRiAME: 0.
- 0: 28 TCP_NODELAY
- 1: J3H TCP_NODELAY
<so_sndtimeo>: [l FHERF M SO_SNDTIMEO &I (&% : SO_SNDTIMEO 1}+43), Hfi: ZFb,
ZRINE: 0.
<keep_alive>: Wl £ SO_KEEPALIVE ¥EMi (£%: SO_KEEPALIVE /1v4%), Mfii: #b.

$FE: [0.7200].
- 0: %X keep-alive HJBE; (BRIA)
- 1~7200: JFJ3 keep-alive Zjfg. TCP_KEEPIDLE {f >}y <keep_alive>, TCP_KEEPINTVL { >k
1, TCP_KEEPCNT {{i ¥ 3.
Ay <keep_alive> 7"%%( 5 AT+CIPSTART 549 <keep_alive> ZEHHE, HZ1EH
JERE RS UE . MBI TR AN E <keep_alive> S8, WIBAMEH LR AL E E.

F=AT+SYSSTORE=1, it W EAEE] NVS 43X,

ERCE SR FEIAT, Ws VIiZEmIhae, LR ACE vl GE M .

SO_LINGER &1 A i e B8 R E . N B SO_LINGER {H A 60, )FHJAT+ CIPCLOSE i A1k
ANE X TCP FIN ALIEHL R, 2580 AT PHZE 60 #0, M JCyEm N HE a4 . Bk, SO_LINGER
B RRBGAE .

TCP_NODELAY 350 i ] T ik g/ MEXT SE i R s g 5. PG, LwlP 2 TCP [ %
%, (HUER MR 2, Sl TEATSEEREIE. Fit, TCP_NODELAY A ERIAE .
SO_SNDTIMEO 33 3 il T-AT+CIPSTART iy 4 it & keepalive 251 W il 75+ . Hﬂﬁﬁiﬁilﬁiﬁ,
AT+CIPSEND. AT+CIPSENDL. AT+CIPSENDEX T4 A1E% B NEY, BiLRELLmI.

., SO_SNDTIMEO #i{fiil &4 5 ~ 10 fb,

SO_KEEPALIVE #3038 ] = 2l % PR 1 32 2 R W i i 5%, il AT /58 TCP R 55 2% i
B E LR . BlEAEI S, SHOINESMG ML 58 . SO_KEEPALIVE ZH it & H A /N T 60
i

Bluetooth® Low Energy AT iy A4

28

AT+BLEINIT : Bluetooth LE %] 454k,

AT+BLEADDR: %5 Bluetooth LE 5 £5 il
AT+BLENAME: 25if]/1% & Bluetooth LE %4544 Fi
AT+BLESCANPARAM : #5ifi)/#% & Bluetooth LE JHH#i &%
AT+BLESCAN : {fifig Bluetooth LE {4
AT+BLESCANRSPDATA : %% Bluetooth LE 41 %/
AT+BLEADVPARAM : Z5if]/i% & Bluetooth LE | &S %L
AT+BLEADVDATA: %% Bluetooth LE | #5 51
AT+BLEADVDATAEX: HZh#%E Bluetooth LE J 3%
AT+BLEADVSTART : J1-44 Bluetooth LE %
AT+BLEADVSTOP: {2 |- Bluetooth LE "%
AT+BLECONN : 737 Bluetooth LE %52
AT+BLECONNPARAM : #:]/TE 3 Bluetooth LE ¥ 5%k
AT+BLEDISCONN : Wi Bluetooth LE %43
AT+BLECFGMTU': %% Bluetooth LE MTU :J&
AT+BLEGATTSSRV : GATTS kIR %
AT+BLEGATTSCHAR: GATTS % FRAR 45 5 4E
AT+BLEGATTSNTFY : JIR45-5% notify IR 454 i (E 45 % Pk
AT+BLEGATTSIND: JI}%-3% indicate I} 55 45 iF(H 26 7 ik
AT+BLEGATTSSETATTR: GATTS 55 Ik 5 B+ F
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o AT+BLEGATTCPRIMSRV : GATTC % Pl E AR %%

o AT+BLEGATTCINCLSRV : GATTC %I & IR 5%

o AT+BLEGATTCCHAR: GATTC % PR & 4541

o AT+BLEGATTCRD: GATTC 35Uk &5 4541

o AT+BLEGATTCWR: GATTC ER& 4 HEH

o AT+BLESPPCFG: #%if)/i% & Bluetooth LE SPP %

o AT+BLESPP: A Bluetooth LE SPP izt

o AT+SAVETRANSLINK : ‘% Bluetooth LE JF#Li% £ 4 X, (5 B,
o AT+BLESECPARAM : #¥if)/1% & Bluetooth LE %% &%)

o AT+BLEENC: %t Bluetooth LE hiZ5i5 sk

o AT+BLEKEYREPLY : #5%} 7 15 4% [u] & %341
 AT+BLECONFREPLY : #5317 b4 IS WA S5 R (fE G EL)
» AT+BLEENCDEV : #:if) 4 3£ 7] Bluetooth LE Jill % 15 45 41 3%

o AT+BLEENCCLEAR: J&[4: Bluetooth LE 85k 4541 32
 AT+BLESETKEY: %' Bluetooth LE S %2540

o AT+BLUFI: F)5 5 %] BluFi

» AT+BLUFINAME: #i/i% 8 BluFi 452 Pk

o AT+BLUFISEND: % 3% BluFi ff F7' 3 & X HdE

o AT+BLEPERIODICDATA: #& Bluetooth LE J&| P &K de
o AT+BLEPERIODICSTART : F¥J& Bluetooth LE J&HA M) 4%

* AT+BLEPERIODICSTOP: {5} Bluetooth LE J& 4] #&

o AT+BLESYNCSTART: FFJ= JE M & [/ 4

o AT+BLESYNCSTOP: f=F J&34:) 4% [ 5

o AT+BLEREADPHY: Z%if] 2414808 F 1y PHY

o AT+BLESETPHY : ¥ Y1 i%R:(d Fl ) PHY

341 74

24y, ESP32-C6 AT [ {3085 B A% L AIE 5.0 FUA

WU BRAM AT FE SR U R RTA AT fd. Q1SR TT 280 ESP32-Co B\ 2 H a4, W H
174mi% ESP-AT 142, TR0 HEE TREEER (FHamiEmmarn, RIsEmnes 2ks)
o 2% BluFi fy%: Component config>AT>AT blufi command support

o 2% Bluetooth LE fjy%~: Component config>AT>AT ble command support
o 2511 Bluetooth LE HID f54~: Component config>AT>AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #Ji&1t
it &

Tytig:
271 Bluetooth LE 2 &) 144k

A

[AT+BLEINIT?

W i :
LU, AT R[H:

+BLEINIT:<role>
OK

FiARPIIRAL, AT &[0
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+BLEINIT:O0
OK

Pa-

STES

Yriie:
15 & Bluetooth LE ¥ IH LA {4

O e
iy

[AT+BLEINIT:<init> }

W 3% ¢

<init>:

0: ¥4 Bluetooth LE

1: client f {4,

2: server fi {4,

3: WA (client il server)

|

o NIRRT, BHAE (T Bluetooth LE BHEERT, ¢ KEAT+CWMODE=0/1 {1425 SoftAP,
WGEAR T 240y, TR RE JLfE S0k,

 {ifi f] H'E2 Bluetooth LE v 2 Wi, EJcEM A2, #1441k Bluetooth LE £ {7,

* Bluetooth LE AWl fb S5, ANEEE Y. MFRVHfA e, FEILHHAT+RST S HE RS,
B HWI 151k Bluetooth LE £,

o FUWAETEY Bluetooth LE 2 Hi, 5 IEIELESATHY) 375 SR WITFIrg iz .

o I3 Bluetooth LE B2 #1154k, WIAT+CIPMODE JoiEik & R 1.

o GNARUEE AR, WIBERT DA IR Ss#5 f rE A, o mT AGE F % i £ fAH i i 2o

o TEMAEBIATN, BLE G4 XAy F BLE B 3iE &L REA SR

o TERUAEBIETT, ATARE S Al TS B0 RS I

o FEMAEHT, ATARERRSE. ERHMS OGS IR,

o TR EREUT, ATPAKGE I A XS HOE T AR e 240

o TERMAEBITT, )RR SRR 3.

Bl

[AT+BLEINIT:1

3.4.3 AT+BLEADDR: %7 Bluetooth LE 45 Huht
by A

e
E

Bluetooth LE % & By M AL # 4b

i
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[AT+BLEADDR?

Wi % ¢

+BLEADDR: <BLE_random_addr>
OK

Bae

&E

Yitig:
1% & Bluetooth LE % £514 ik 257

Py -
iy

[AT+BLEADDR:<addr_type>

W

[OK

BH

e <addr_type>:
o 0: A3eibdilk (Public Address)

o 1: fEMLHAIE (Random Address)

|

o #ASHIIL (Static Address) F7 i 2 AR 444

o HuhkEEPIOLY N 15

o BEHLHAET T 2 1 AR 05
o BEYLHAER > B 16K 1.

o WEMNESHIIEA S BARIFTE NVS X,

il

[AT+BLEADDR:l

/1 R EMAR & A AR A

3.44 AT+BLENAME: #%if)/¥% % Bluetooth LE $£45 2k

A ity 4

ig:
#71i) Bluetooth LE 154544 ¥R

LT

[AT+BLENAME?

Wi 3% ¢

+BLENAME : <device_name>
OK
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S

N

&

ke
% & Bluetooth LE #4454 FF

O e
iy

[AT+BLENAME:<device_name>

Wi i :

[OK

S
o <device_name>: Bluetooth LE %4548, mARKE: 32, BHALFRN “ESP-AT”,
]

o #iAT+SYSSTORE=1, T & i EHRAFIE NVS X,
o WA BEBR S HAIE, BEAITAT+BLEADVDATA fiy R824 FRGH 154

il

[AT+BLENAME:"esp7demo"

3.4.5 AT+BLESCANPARAM: #%il)/ix ¥ Bluetooth LE f1#i %%
A4

hig:
#51f] Bluetooth LE {93 &4k

[

[AT-FBLESCANPARAM?

Wi i ¢

+BLESCANPARAM: <scan_type>, <own_addr_type>, <filter_policy>,<scan_interval>, <scan_
—window>

OK

wEmA

hiig:

% & Bluetooth LE 393§ &5k
s

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>, <scan_interval>, <scan_
—window>

Wi % ¢
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o <scan_type>: {I{fiZA

o 0: Wigh 4

o 10 TR

o <own_addr_type>: it

o 0: AJLHbhE

o 1: FfALhE

o 2: RPA A3tk

* 3: RPA [fit/L3ht:

o <filter_policy>: ity =X

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

¢ 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: I HfF. A AN KT % T <scan_window> Z ¥ {H. = 336 H:
[0x0004,0x4000]. 14 [H] B /2 % S 3k DA 0. 625 /b, Fr RASE Br i 454 18] [ Y15 B4 [2.5,10240]
=R,

o <scan_window>: HIH O, ASEMEN/PNT % T <scan_interval> S {E. &5 H:
[0x0004,0x4000]. it 11 2% SR DA 0. 625 8, FrRASLPr 5 15 A [2.5,10240]
=5,

2N

AT+BLEINIT=1 // fat: & 3%
AT+BLESCANPARAM=0, 0, 0, 100, 50

3.4.6 AT+BLESCAN: f{iifi¢ Bluetooth LE i

FFiE/42 11 Bluetooth LE 3

[AT+BLESCAN:<enable> [,<duration>] [, <filter_type>,<filter_param>] }

W

+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

¢ <enable>:

N ESI Y GERE S SRk ]

o 0: Z I RREE

o [<duration>]: FFEFFERA], AL FD.
o FREAFIEER, THRRERSEG
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o AREIFIREE, WREASE:
— RBEBEHN O B, WIFRFIFURFFEEH
- RSN AE O{ER), B4l AT+BLESCAN=1, 3, WIF/RHN 3 #0 )5 B ahai )R, RERM

g R
o [<filter_type>]: &L
o 1: “MAC”
e 2: “NAME”

o <filter_param>: jFJES%L, FRX ks MAC Hikik o2 Fr
o <addr>: Bluetooth LE #bhl:

* <rssi>: fFSRE

o <adv_data>: | #FEE

o <scan_rsp_data>: {T3imi 5 EidE

o <addr_type>: | R bR

e W [ ' B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> TEHi i W5 b %A ™ H B L ERYSESE . OK A BETE +BLESCAN:<addr>,
<rssi>, <adv_data>,<scan_rsp_data>,<addr_type> 2 W # H, W FH W B &
+BLESCAN:<addr>, <rssi>, <adv_data>,<scan_rsp_data>, <addr_type> Z J5 %
e

o QR TR SR , T2l I AT+BLESCANPARAM i W &3 73 active scan
(AT+BLESCANPARAM=1,0,0,100,50), I HX ik HEIXE scan rsp data, A REFFKIGH

i) 254 o
il
AT+BLEINIT=1 /] A B PR
AT+BLESCAN=1 /] FF e
AT+BLESCAN=0 // &k H#

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F 4 H, HE KA 4 MAC M it
AT+BLESCAN=1, 3,2, "ESP-AT" // Fi# AW, HEER A& & 4K

3.47 AT+BLESCANRSPDATA: %% Bluetooth LE 15

L

&
mE

[y

=y

T E R

Bluetooth LE =4 i i/

.
.

&L

Py
]

=

[AT+BLESCANRSPDATA:< scan_rsp_data>

MW .

* <scan_rsp_data>: il EHE, S HEX FAFH . BAN, AR B E S Hm 8 A <0x11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",
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il

AT+BLEINIT=2 // faf: R4 %
AT+BLEADVPARAM=32,32,0,0,7,0,, // & B %% %
AT+BLESCANRSPDATA="1122334455" /) REAFE N KE

3.4.8 AT+BLEADVPARAM: #:ify/iX i Bluetooth LE ) #5%

i fi &

Yrtie:
i) RS

ws

.
.

[AT+BLEADVPARAM?

L)

.
.

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_filter_policy>, <peer_addr_type>, <"peer_addr">,<primary_PHY>, <secondary_PHY>

OK

)E’J

Ay

o

i

Dyt
BEHESE

e

WA

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>][,<peer_addr_type>,<"peer_addr">] [, <primary_PHY>,
—<secondary_PHY>]

Wi % ¢

[OK

<adv_int_min>: /NG RIE. SEGERE: [0x0020,0x4000]. J 462 Ti% S5k L 0. 625 22
gﬁﬁui%%ﬁd\fﬁl‘ﬂﬁ?@@ﬁ [20,10240] Z /. ASEUAN/INTET <adv_int_max> £
<adv_int_max>: 5 A I . SHIEE : [0x0020,0x4000], [ KA T %S5k 0L 0. 625 =
Fb, BrRASERR g f ) 15 B] R T Rk [20,10240) 22 FP . RS EEN K T4 T <adv_int_min> &
KA.

<adv_type>:

0: ADV_TYPE_IND

: ADV_TYPE_DIRECT_IND_HIGH

: ADV_TYPE_SCAN_IND

: ADV_TYPE_NONCONN_IND

: ADV_TYPE_DIRECT_IND_LOW

: ADV_TYPE_EXT NOSCANNABLE_IND

: ADV_TYPE_EXT CONNECTABLE_IND

AN AW~

*7: ADV_TYPE_EXT_SCANNABLE_IND
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- YRR 0-4, W AT+BLEADVDATA fin 2 B8] #S45un 2 HEEE 31 &
T, WARTEREERKN) S5, R HAT+BLESCANRSPDATA 1y 4 K% H
- M) IERACN 5-7, Wl AT+ BLEADVDATA fn %8 #S8un 2 HEBiE 119 &
7o

o <own_addr_type>: Bluetooth LE #iihil- 257

e 0: BLE_ADDR_TYPE_PUBLIC

* 1: BLE_ADDR_TYPE_RANDOM

* <channel_map>: | %518

e 1: ADV_CHNL_37

e 2: ADV_CHNL_38

e 4: ADV_CHNL_39

e 7. ADV_CHNL_ALL

* [<adv_filter_policy>]: | it JE#5 AL

e 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

e 1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

e 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST

e 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST

* [<peer_addr_type>]: X} Bluetooth LE #hihil-357

e 0: PUBLIC

e 1: RANDOM

o [<” peer_addr” >]: %}J5 Bluetooth LE Hiihil:

* [<primary_phy>]: | & primary PHY . ZKA{E: IMPHY,
- 1: IMPHY
— 3: Coded PHY
* [<secondary_phy>]: | 4% secondary PHY ., ZRAfE: 1M PHY,
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

~=ynl

Bl

o WERM AR E T peer_addr, IPATMRILREREE.

* primary_phy fll secondary_phy fRE—E&E, WRARE, PBAKREENSESMHEHRIA
1M PHY.

il

AT+BLEINIT=2 // fat: R4% B
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3

3.49 AT+BLEADVDATA: k¥ Bluetooth LE )" 84

)y

N

&;

Dytig:
BCE) R

[AT +BLEADVDATA=<adv_data>

W i :
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o <adv_data>: ] REEE, A HEX 47 B, A REE T 1 EdE- “Ox11 0x22 0x33 0x44 0x55”7,
Nisy44 AT+BLEADVDATA="1122334455", fHRKKJF: 119 F37,

|

o WIRZ HIE 208 [ iy S AT+ BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WE T B0, M SR E ) Bl E .

o AR A B K, W HEIT5E 1% i & 2 JE A TAT+BLENAME fig 21558 £ 24
PRI E N FREI 25

o YEffi FHAT+BLEADVDATA #3542 Hi, Wi 5ciBid AT+ BLEADVPARAM i85 B #5450,

o M AT+BLEADVPARAM G E #5258 % 0-4, M){if FJ AT+ BLEADVDATA iy &3¢ 8 ) #5503
2 HARRE 31 777, WISRTFRERE KM 8, 75V AT+BLESCANRSPDATA i % K15 o

o Ui AT+BLEADVPARAM 64 B #5258k 5-7, W){di AT+ BLEADVDATA 348 ) 1% 58
Iz HEgE 119 F75,

il

AT+BLEINIT=2 // faf: R4 %

AT+BLEADVPARAM=32,32,0,0,7,0,, // & B &% %
AT+BLEADVDATA="1122334455" /] KRB HEE

3.4.10 AT+BLEADVDATAEX: [3z)i%¥ Bluetooth LE ) f§%
A%

Yrtie:
EERZI I CI TR 2

O e
iy A

[AT+BLEADVDATAEX? }

W

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK

)E’J

CEL A

Yriie:
B R B IT R

[AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power> }

W 3% <
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B

il

<dev_name>: ¥ ff i & M, LON B A L Bl A RE R &S KN Cust

test” , I fy 4 & AT+BLEADVSTARTEX="just-test",<uuid>, <manufacturer_data>,
<include_power>,
<uwuid>: FfF H 2 . 6 1, # M & E UUID h “0xA002” .|

AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,
<manufacturer_data>: il % F 4, oy HEX FAF . B 4n, #5485 8 b i 20 “ox11
0x22 0x33 0x44 0x55”, W&y AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

<include_power>: 77 AT 5 TX A, ASHOVIZBN 15 B, 0,

WSR2 B E 40 i 9 AT+ BLEADVDATA=<adv_data> B8 1) #5808, WIS 9y BB 1)k
Bnig .

A4 2 H 3K 2 Ji i J] AT+ BLEADVPARAM iy BCE ) RIS ECH 0.

AT 2R AR SEAK A S A, (BRI EERAN 31 7737, AR HHE KR, R

AT+BLEINIT=2 // A ®&: R4 &
AT+BLEADVDATAEX="ESP-AT", "A002","0102030405", 1

3.4.11 AT+BLEADVSTART: Ji4 Bluetooth LE )"k

LK
e

s
l"\

g

TR

we

.
.

[ATJrBLEADVS TART

Wi i <

[OK

B

WA A iy 4 AT+ BLEADVPARAM=<adv_parameter> {EJT 3] #& 2 Flik &) 1S5

#r A fir AT+ BLEADVDATA=<adv_data> & ) 4548, W&k 4 0 £t

#Z oH B & ff A fiy SAT+BLEADVDATA=<adv_data> % & & J© # % #, W £
# AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % B ] | % 4
Ped T, Mk, ARJEi ] AT+BLEADVDATAEX, 24 AT+BLEADVDATA ¥ & 1)) 3% &
B o

JFJ Bluetooth LE 4% 5, f5E 7% 45 757 Bluetooth LE 4%, A4S —HARE 4% WEEr T
R, W H SR .

Espressif Systems 124 Release latest

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 3. AT Ay d4E

il

AT+BLEINIT=2 // fat: 4% %
AT+BLEADVPARAM=50, 50, 0,0,7, 0, ,
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: £} Bluetooth LE )£k
Wiihr s

Yytie:
(CIWAE

O e
iy

[AT+BLEADVSTOP

W

[OK

i}
o FIET RIS, R{Zh#ET Bluetooth LE #4%, W4 H 5h455R Bluetooth LE |5, TFHHHA G .

Bl

AT+BLEINIT=2 // fat: R% %
AT+BLEADVPARAM=50,50,0,0,7,0,,
AT+BLEADVSTART

AT+BLEADVSTOP

3.4.13 AT+BLECONN: &3y Bluetooth LE %%
iy

Yitig:
#71fi) Bluetooth LE %3%

s

[AT+BLECONN?

Wi % ¢

+BLECONN: <conn_index>, <remote_address>
OK

FERFESLIERE, MM A g <conn_index> Fll <remote_address> Z% .
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N

Uik
%57, Bluetooth LE 43
s

[AT+BLECONN:<conn_indeX>,<remote_address>[,<addr_type>,<timeout>] }

W
PR, AR

+BLECONN: <conn_index>, <remote_address>

OK

PRSI, R

+BLECONN: <conn_index>, -1

ERROR

TSR R ECE e ) — 2L N P EOE R R, /R

[ERROR ]

S

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].

» <remote_address>: XfJ5 Bluetooth LE £l .
. [<addr type>1: [ RE A HIAIE AL :
— 0: A3tk (Public Address)
- 1- Rt H L4k (Random Address)
* [<timeout>]: FEHREETEIN], FA: Fbo JWH: [3,30].

o FEAEENLORNIEEZ H, JeisATAT+BLESCAN fip % 133iess, Wik HARR AL T #RRas.

o RERGEE 30 7.

o {14 Bluetooth LE server E 4 UA L HIEREE IS, W DAREH bt ay S HEXT 451545 (GATTC) ik
MRS . B A DA GATTC A4

e AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

e AT+BLEGATTCCHAR

o AT+BLEGATTCRD

e AT+BLEGATTCWR

e AT+BLEGATTSIND

o N HAT+BLECONN? 7£ Bluetooth LE & #] 45 B9 1% &L T $ 4T (AT+BLEINIT=0), W) & 5 A 2= % H
+BLECONN:<conn_index>, <remote_address> ,

il

AT+BLEINIT=1 // fat: % p 3%
AT+BLECONN=0,"24:0a:¢c4:09:34:23",0,10

Espressif Systems 126 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 3. AT Ay d4E

3.4.14 AT+BLECONNPARAM: #rifj/¥i i Bluetooth LE 4 4:5 %
Ao A

hig:
51f] Bluetooth LE #3254k

s

[AT+BLECONNPARAM?

W

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>,<latency>,
—<timeout>

OK

WEWA

tig:

T 37 Bluetooth LE i£35 55
ey

[AT+BLECONNPARAM:<conn_index>, <min_interval>, <max_interval>,<latency>, <timeout>

W i :

[OK

VBRI, WHERPATRE

[+BLECONNPARAM: <conn_index>, -1

B

e <conn_index>: Bluetooth LE i£#:5-, Ll : [0,2].

o <min_interval>: fH/NEREEF. RSEEENV /DT T <max_interval> ZH{E. SEELHE:
[0x0006,0x0C80]. 1A S TS KR A 1. 25 ZFP, FT ASE br i dpe/ N2 [R] B v Bl A [7.5,40001]
=5,

o <max_interval>: I KIEHEIF. XS2HEN KT % T <nin_interval> Z¥{H. SHTEHE:
[0x0006,0x0C80] . 2 [H] [ 5E TZSER A 1. 25 ZFP, BT DASE bR e K 242 R B v Bl A [7.5,4000]
2R,

o <cur_interval>: 4H[IEZEENG.

o <latency>: #EIR. ZHFEH: [0x0000,0x01F3],

o <timeout>: BN}, SHGUE: [0x000A,0x0C80]. HI4F T %S4k LA 10 ZFb, BT AL RS
YA [100,32000] Z 75,

]
o KRS EORICHNLES:, client 3 server A SCRFEHIERES L

il
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AT+BLEINIT=1 // B f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14,1, 500

3.4.15 AT+BLEDISCONN: WiJ} Bluetooth LE %
WA 4

Dyie:
¥7FF Bluetooth LE %4

T

[AT+BLEDISCONN=<conn_index>

W

OK // Yk % AT+BLEDISCONN £ 4
+BLEDISCONN:<conn_index>, <remote_address> // i&

17 2 R B

e <conn_index>: Bluetooth LE i##5-, JEH: [0,2].
o <remote_address>: X}J; Bluetooth LE #5453k .

il

AT+BLEINIT=1 // fat: % 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.16 AT+BLECFGMTU: %' Bluetooth LE MTU [ &
i A

Tyt
#1f] MTU (maximum transmission unit, fx KAEHEIC) KR

[AT+BLECFGMTU?

W i <

+BLECFGMTU: <conn_index>, <mtu_size>
OK

BeE WA
g
WHE MTU K

[
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[AT+BLECFGMTU:<conn_index> J
Wi % ¢
[OK /KB R A A J

» <conn_index>: Bluetooth LE i£#25-, JEH: [0,2].

Bl

o AAyATER ST Bluetooth LE i35,
o AR Pisf T A T B MTU (1K

Bl

AT+BLEINIT=1 // # f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0

3417 AT+BLEGATTSSRV: GATTS %34
teia s

Yriie:
GATTS K855

O e
iy 4

[AT+BLEGATTSSRV?

W

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

<srv_index>: fR&F5S, M 1 IFtAEEM,
<start>:

0: g4 K I 1

1: IR 2R

e <srv_uuid>: fR%#) UUID,

o <srv_type>: JRHyIEHL:

o 0: WEMRSS

o 1 HERS
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il

AT+BLEINIT=2 // fat: 4% %
AT+BLEGATTSSRV?

3.4.18 AT+BLEGATTSCHAR: GATTS %R 55 FH- T
it A

i
GATTS J BUIR 55 5k

A\ .
"ﬂé’\‘

[AT+BLEGATTSCHAR?

Wi ¥+
X IR SRR AR R, MR AR :

[+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

X HRAHE S, WA

OK

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>, <desc_uuid>

B8

<srv_index>: RS, M1 IFaRiENE.
<char_index>: JREFHEMITS, M 1 AZIRIENS.
<char_uuid>: fR54-AER UUID,

<char_prop>: HR55HHER RN .

<desc_index>: JHFHIARST TS .

<desc_uuid>: FHEIALTH) UUID,

il

AT+BLEINIT=2 // fAft: K% %
AT+BLEGATTSCHAR?

3.4.19 AT+BLEGATTSNTFY: JI}i45 %8 notify JIE 45 S5 AE 24 % oo

)E’J

CHL A

Yyfie:
IR 45 2% notify JIR S5 282 P

[

[AT+BLEGATTSNTFY:<conn_index>,<srv_index>,<char_index>,<length>

W i <
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Fi5 > 2 AT HERRFECR D8, SO 0T DA AR, 488 KA 280 <length> MY(EIT,
AT notify #1E.

AR R, R

G 1

BH

» <conn_index>: Bluetooth LE #4225, JEH: [0,2].

o <srv_index>: [R5 75, W iafTAT+BLEGATTSCHAR? 5if].

o <char_index>: R4 EHEM)FE-, Tl TAT+BLEGATTSCHAR? i),

o <length>: FRKEF, HAKKE: (iref: MIU <cmd-BMTU>' - 3),

il

AT+BLEINIT=2 /] AE R B

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART /) FR ¥, ¥ client #HHF, LA E K notify
AT+BLEGATTSCHAR? // # # £ % notify H F 3 & 1F

/) P, EH 3 BEMEH 6 B notify KE X 4 FHWEKE, £HBT a4
AT+BLEGATTSNTFY=0, 3, 6, 4

JIORF ST EER, WA 4 FHHRE, W "1234, REKEEH R

3.4.20 AT+BLEGATTSIND: JIi45%% indicate I 45454 (20 % oo

)E’J

SR

Dyt
I 452 indicate i} 5B 28 7% P i

[

[AT+BLEGATTS IND=<conn_index>, <srv_index>, <char_index>, <length> }

Wja] 7 <

5 > FoR AT HER I lcR 8GR, M EmT AR A, 480K IR B 240 <length> Y{EHT,
AT indicate #4E

RS, WK

& )

<conn_index>: Bluetooth LE %355, [ : [0,2].

<srv_index>: R FE, TiBfFAT+BLEGATTSCHAR? T3,
<char_index>: JREISEFS, W34 FAT+BLEGATTSCHAR? 25
<length>: Bk, wARKE: (MTU-3).
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il

AT+BLEINIT=2 /] RE RE B

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART /] FRTH, ¥ client HHF, LA E K indication
AT+BLEGATTSCHAR? // Z # & F 3 7 DL # )k indication % 1L

/) B, AR 3 FMR4EM 7 THAE indicate K E K 4 FHWHEE, 44w T
AT+BLEGATTSIND=0, 3,7, 4

/]RT ST BEE, AN 4 FEMKE, I "1234", REKEEHEHR

3.421 AT+BLEGATTSSETATTR: GATTS ¥ %R 45 ¥4 A

[AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, <length> }

W i :

P > FoR AT HERSF IR 8, T DA AR, 48R KA S 240 <length> HYEIY,
AT EHRAE .

HRARAE R, R -

o <srv_index>: k%575, WiafTAT+BLEGATTSCHAR? Z5ifi).
o <char_index>: [R4EERI)TS, WiBFFAT+BLEGATTSCHAR? 7).

* [<desc_index>]: FHEAHIAFTIF5

o FHE, M ER R
s ARG, WERERHEME.
o <length>: FEK)E,

i
o QR <length> ZEE KT LMK, MEE KK, XT service table, 1 I, gatts_data.csv
o JoVEIR EAHEERA T (E .

il

AT+BLEINIT=2 // fift: R& B

AT+BLEGATTSCHAR?

/) Blam, B L EREM L EBRMESTEAKEN 1 FEHHE, #4500 T:
AT+BLEGATTSSETATTR=1,1, 1

/O RE ST BFERE, BN L FEREERT, Blw s, REKEFH
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3.4.22 AT+BLEGATTCPRIMSRV: GATTC %8 AR 55
iy

Dyie:
GATTC (Generic Attributes Client) % Pl EE AR 5

s

[AT+BLEGATTCPRIMSRV=<corm_index> }

W

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type> J

OK

BH

e <conn_index>: Bluetooth LE i£35-, JEH: [0,2].
o <srv_index>: R FE, M 1 FH4E,

o <srv_uuid>: f[k51 UUID,

o <srv_type>: [[i55HyZeAL:

o 0: WEMRSS

I 2RSS .

B

o [EHAMA, T2 5E T Bluetooth LE # 4

il

AT+BLEINIT=1 // fA € : & P 3%
AT+BLECONN=0, "24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.23 AT+BLEGATTCINCLSRYV: GATTC %340 &Nk 5SS

BeR A

Ui

GATTC &I & k55

mA:

[AT+BLEGATTCINCLSRV:<conn_index>,<srv_index> ]
Wi % ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

Espressif Systems 133 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 3. AT Ay d4E

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],
o <srv_uuid>: fk51 UUID,

o <srv_type>: k5SS HL:

o 0: WEMRSS

o 1 EHERS

o <included_srv_uuid>: 15 k451 UUID,

+ <included_srv_type>: {7 ik 45 11257 :

o 0: WEMRSS

o L RS

o [HEHAMA, T2 5E T Bluetooth LE # 4,

il

AT+BLEINIT=1 // A f: & P 3%

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REWM — £ H# 2 W WL R, £ index &

3.4.24 AT+BLEGATTCCHAR: GATTC % Bl 55 54

GATTC % Bl 55 5k

AN .
“Il/?\‘

[AT+BLEGATTCCHAR:<conn_index>,<srv_index> ]

Wi
HF SRS, WA

[+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> }

XFTHRAHE S, WA

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid> }
OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

o <srv_index>: {4575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .
o <char_index>: JREFFHEMITS, M 1 FFhRiEHS.

o <char_uuid>: JR4$4R-ER) UUID,

* <char_prop>: HRFSHFHEN @M.

» <desc_index>: FEHIRT S .

o <desc_uuid>: JHERHIASFH UUID,
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L]
o fifHAAYS, FREEET Bluetooth LE #4%

Bl

AT+BLEINIT=1 /] A B P

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // MRE W —F w4 MW E WL R, < index £

3.4.25 AT+BLEGATTCRD: GATTC 5B 45 FiF i
UE A

Dyt
GATTC U 55 Rk (EL B R A

ez

[AT+BLEGATTCRD:<conn_index>,<srv_index>,<char_index>[,<desc_index>] }

W )i *

+BLEGATTCRD: <conn_index>, <len>, <value> J

OK

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].

o <srv_index>: [R5/ 75-, Tis{TAT+BLEGATTCPRIMSRV =<conn_index> #¥if.,

o <char_index>: RSH-EF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

* [<desc_index>]: FHEHIATT TS

o HICE, BERHPRIATTIE

o BIARWE, BHHARFHERIE .

o <len>: HAEKEE,

o <value>: <char_value> 5{ ¥ <desc_value>,

o <char_value>: fR 55 E-EH., F45 84420, 131 TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
PEHL. filhn, #WARA +BLEGATTCRD:0, 1,0, WFEIREBHRKE N 1, NN “07.

o <desc_value>: fx & 4 fE i & F M H O F O/ O£ B KL, B
1TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> % Ht. %l &0, # Wi
"N +BLEGATTCRD:0, 4, 0123, NWFREEEKE N 4, NE R “01237,

Bl

o fEFAGS, FRESEST Bluetooth LE i,
o 5 HARIRS FREA RS, WiR[E] “ERROR”,

il
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AT+BLEINIT=1 // fAt: & P 3%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

//

AT+BLEGATTCCHAR=0,3 // RTE W — £ @AW EHE R, % index £
Hy %

Blw, #WE 3 TREME 2 FHA 1 SHARRBE, #2 W T

AT+BLEGATTCRD=0,3,2,1

3.426 AT+BLEGATTCWR: GATTC ‘E 55 ¥rAEA

BeE WA

i
GATTC SRS
s

[AT+BLEGATTCWR=<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length>

Response:

>

P > Fn AT HERSFHCR 8, U T DA AR, 4 8ds K IR FI S8 <length> HYEIT,

Pig

TEHABAE.

R S, R

(ox
ZH

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: k%575, WiafTAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: REHEHEFS, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

* [<desc_index>]: FHEHIATT TS

o HIRE, WS HRRRFIIE:;

o FARWHE, WEHRFHERE.

o <length>: FHEKE . AZSHPETER 3 atts_data.csv H' val_max_len ZEI .
vl

o ffHAMS, FEIHEST Bluetooth LE JEH; .

o A HPRSFHEARN SR G445, WkE “ERROR”,
il

//

1/

AT+BLEINIT=1 /] A B P

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // REE WM — £ # AWM E WL R, € index &

Blw, m% 3 EMEWE 4 THA, ”%)\i”x};%ﬁ 6 FVHHAE, #LWwT:

AT+BLEGATTCWR=0,3,4,,6

#Bx "> FEE, N 6 FHEHWEEH T, W "123456", REFHE AN
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3.4.27 AT+BLESPPCFG: #if)/ix i Bluetooth LE SPP %%
iy

hig:
¥if] Bluetooth LE SPP (Serial Port Profile) Z:%§

s

[AT+BLE SPPCFEG?

W

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>

OK

[Zaieigy

Jyiig:

15 E 5 # # Bluetooth LE SPP 2%k
s

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

Wi % ¢

[OK

¢ <cfg_enable>:

« 0: HEITAH SPP 24, FHSHLF RS

s I RS HHEEE.

o <tx_service_index>: x JR % ¥ 5, W & {TAT+BLEGATTCPRIMSRV=<conn_index>
FAT+BLEGATTSSRV? 5],

o <tx_char_index>: tx JIR % 4% 1F )3 B, W] i8 $7AT+BLEGATTCCHAR=<conn_index>,<srv_index>
FAT+BLEGATTSCHAR? %51 ,

o <rx_service_index>: rx fk % ¥ 5, H & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 51y,

e <rx_char_index>: rx IR & % 1L &% 5, W i8 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FMIAT+BLEGATTSCHAR? %1,

¢ <auto_conn>: HZEEAREN, BOAEOLT, HIEEYGEGIEGE.

e 0: 251 Bluetooth LE %1% H s EEIHE.

* 1: {§ifE Bluetooth LE %1% H s ®EEIN6E .

o X} Bluetooth LE %% i, tx IRSERAE B NI 2 write with response B write without
response, X RFFMEEEVNHZ indicate B notify,
* X7 Bluetooth LE JI[g 55#% , tx fRGFFHEEMEMIZE indicate B notify, rx [RFSHFHEEMELAZ

write with response B{ write without response,
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s SN T ASIEEDGG, AUREREIT, SPRARITERG SHR (KT AT+SYSMSG), %
HORT AR R Ay S (ERERYIS DL T, ERITITIG, S ESIEE, MCU IR EAA R ER WIT,
SR MAC A4 T3, MITCikiE s i) .

il

AT+BLESPPCFG=0 // E® Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // #% B Bluetooth LE SPP % ¥
AT+BLESPPCFG? // % # Bluetooth LE SPP % ¥

3.4.28 AT+BLESPP: i A Bluetooth LE SPP Ei;
Wiidr s

Uyiik:
i3t A Bluetooth LE SPP 55

Do
iy

[AT+BLESPP

W i <

OK

>

A RoR AT 243k A Bluetooth LE SPP 84X, AT DAFEA T4 1) Ak AL
77 Bluetooth LE SPP JRZS4E R ( X iAE Bluetooth LE #3288 37 5 K {#i i Notifications ), 3% [A] :

[ERROR

e

* 1E SPP L, RIEAT+SYSMSG Bit0 2y 1, W AT A& ATR H SPP A fFE .
* 1E SPP f&fh, A RUEAT+SYSMSG Bit2 Jy 1, W AT A SAR AT BRES A R -
* URGWEIREH +++ U, Wk bl 2R ay >, i 2% H R 4 AT @

4.

il

{AT+BLESPP // ¥ N Bluetooth LE SPP # & ]

3.4.29 AT+BLESECPARAM: #%ifj/i% ¥ Bluetooth LE Jii% 5%
i A

i
7514 Bluetooth LE SMP %% 24§

s
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[AT+BLE SECPARAM?

Wi % ¢

OK

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option> }

&E

Ly :

B

1% & Bluetooth LE SMP il %% 244

O e
iy

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>[, <auth_
—option>]

Wi i ¢

[OK

<auth_req>: AJFER.
0: NO_BOND

1: BOND

4: MITM

8: SC_ONLY

9: SC_BOND

12: SC_MITM

13: SC_MITM_BOND
<iocap>: # AfHiAE ST,
0: DisplayOnly

1: DisplayYesNo

2: KeyboardOnly

3: NolnputNoOutput

4: Keyboard display

<enc_key_size>: IS KE ., S50 [7,16]. Hf7:

<init_key>: ZA R BRI LR E 4 -

<rsp_key>: ZANLUREAL AL I % 4 o
<auth_option>: “ZZ4 AL :

0: HBERR LI

L QAR TEYA W 2 2 R E 255, WIS iEs: .

<init_key> il <rsp_key> S A H AU

BitO: 11 A AT A I L 2 B 14 0 9 5
Bitl: [T A2 ey i S A 2 4 1) IRK #5475
Bit2: JII T 2B ah IR B 41 CSRK 4] 5

Bit3: T A A b 2 AF R B 25 4H ) link %% (/T Bluetooth LE il BR/EDR A7 ) .
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il

[ATJrBLESECPARAM:l,4,16,3,3,O }

3430 AT+BLEENC: % Bluetooth LE i sk
wE WA

Jyiig:
LSRN

[

[AT+BLEENC=<conn_index>, <sec_act> }

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
¢ <sec_act>:

0: SEC_NONE;

1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;

3: SEC_ENCRYPT_MITM.,

A
o fERA AT, W ERESE. B SRR .

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEADDR?

AT+BLESECPARAM=1,0,16,3,3

AT+BLESETKEY=123456

AT+BLEADVPARAM=50, 50, 0,0,7,0,,

AT+BLEADVSTART

// 1 i Bluetooth LE & app ¥ 4 client 5 ESP32-C6 % & # & Bluetooth LE # #
AT+BLEENC=0, 3

3.4.31 AT+BLEKEYREPLY: £3%}J5 845015 235

S

N

B

R

i
[m] 52 e 4% 4]

O e
iy
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[AT+BLEKEYREPLY:<conn_index>,<key> }
W] 7
& J

e <conn_index>: Bluetooth LE i£3:5-, JER: [0,2].
o <key>: FrXfa54H.

il

[AT+BLEKEYREPLY:O,649784 }

3.4.32 AT+BLECONFREPLY: A%} 5 M il i (fSEB: b EL)

CEL

)E'\J

i
[ 52 FE o 25 2

/e
iy

[AT+BLECONFREPLY:<conn_index>,<confirm> }

W i <

[OK

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
¢ <confirm>:
e 0: 5

1: &

il

[AT+BLECONFREPLY:O,1 ]

3.4.33 AT+BLEENCDEV: #2511 Bluetooth LE JjI% k4 5|4
LTS

Dyiie:
Frif) 46 % 1) Bluetooth LE fiN %25 54541 3%

s

Espressif Systems 141 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 3. AT Ay d4E

[AT+BLEENCDEV?

Wi % ¢

OK

+BLEENCDEV:<enc_dev_index>, <mac_address>

S

¢ <enc_dev_index>: TSRS MIERES . MSEA—E T A2 AT+BLECONN Zrif] 111 Bluetooth
LE &35 21 conn_index &%, JolE: [0,14].

» <mac_address>: MAC Hifil-,

e

* ESP-AT iRZ AVFSIE 15 k. WRIEM BRI 154, MBI Er & f R SR
GEEMUT 0 B 14 SHUCHE o5 2 BT F R

il

[AT+BLEENCDEV?

3.4.34 AT+BLEENCCLEAR: ji[& Bluetooth LE Jiis %45 514

AT %

ik
O 83 22 4 il P i A 8

AN .
“Il/?\‘

[AT+BLEENCCLEAR

Wi

[OK
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BH

* <enc_dev_index>: O ERSEHIERES .

il

{AT+BLEENCCLEAR

3.4.35 AT+BLESETKEY: ¥ Bluetooth LE 5pAC R %551

Bluetooth LE AWM X4, £XK%E, N AT BH -1

[AT+BLESETKEY?

W i ¢

+BLESETKEY:<static_key>
OK

)E'\J

CE

Yyfie:
M A7 Bluetooth LE %45 & — Bluetooth LE it %145 4]

Py -
iy

[AT+BLESETKEY:<Static_key>

W i ¢

[OK

BH

« <static_key>: Bluetooth LE #}ZSHEI%254H .

il

[AT+BLESETKEY=123456

3.4.36 AT+BLUFI: Jf5isk %P BluFi
A%

Yrii:
#if) BluFi {75
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[

[AT+BLUFI?

Wi 3% ¢
#r BluFi KIF/5, JRE

+BLUFI:0

OK

# BluFi &P/, Mg m

+BLUFI:1

OK

)y

N

&

i
T X P BluFi

O e
iy

[AT+BLUFI:<option> [, <auth floor>]

Wi i *

[OK

BH

e <option>:
— 0: 5 [4] BluFi;
— 1: )3 BluFi,

* <auth floor>: Wi-Fi I\UEELNHIE, ESP-AT ASIEHEFAUEBAR T IEER) AP:

— 0: OPEN (EkKiA)

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

: WAPI_PSK

OWE

: WPA3_ENT_192

: WPA3_EXT_PSK

: WPA3_EXT_PSK_MIXED_MODE
: DPP

: WPA3_ENTERPRISE

: WPA2_WPA3_ENTERPRISE

|
0NNk W

| N T I NN N B |
— ek k= \O
N W~ O

]

o % H HEFE Bluetooth LE ARF A1 It I B 8% 5% ] BluFi (AT+BLEINIT=0),
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o NPFFEAFIOVERE, AT BluFi JIRERT, Jo&ZIEAT+CWMODE=0/1 i 55 il SoftAP. UNfEAE
TR0, 3 FYEE RF JUA7 S0R.
* BluFi it i J51i§ %% AT+BLUFI=0 iy 4 1] BluFi, PAREHCHTR .

Bl

[AT+BLUFI:1 J

3.4.37 AT+BLUFINAME: #5if)/¥ % BluFi 245 %6k
w4

Yytig:
i) BluFi 44K

[

[AT+BLUFINAME?

Wi % ¢

+BLUFINAME: <device_name> J
OK

LA

-t

itk
1L BluFi #2544 %

s

[AT+BLUFINAME:<device_name> ]

W i <

[OK

ZH

o <device_name>: BluFi #4544 F5 .

Bl

o W FF X E BWFi % % £ %, 1 7E 18 17 AT+BLUFI=1 iy % B & ¥, A& W R 68 A BRA 45 #
BLUFI_DEVICE,

* BluFi 42 PR K BE R 26 275,

« Blufi APP T DLZER IR R4

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?
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3.4.38 AT+BLUFISEND: % 3% BluFi ]y (@ SCEis
BEmA

yfie:
%% BluFi JI P 1 Sy THL
iy

{AT+BLUFISEND:<length> J

Response:

& )

Fig > FOR AT RPN 8, BEIPET DS AR, 2 8i KA EI 240 <length> [H{ERT,
IR ElEs TEICIR

BRI, R -

& )

SH

* <length>: HlEi)%, B T,

|

o HESCEHRI R BEA B L 600 75,
o 2R ESP WEIFHLA KRB A & B, ABAL DA +BLUFIDATA: <len>, <data> #X4THI.

il

AT+BLUFISEND=4

/]RF ST AFEE, BN 4 FERKEN T, o m1234", AEKBELHEFT L EL FN

3.4.39 AT+BLEPERIODICDATA: i ¥ Bluetooth LE JS VL) Rk £

[AT+BLEPERIODICDATA:<periodic_data> }

My b7 <

[OK }

* <periodic_data>: E[#1) T FEEE, S 16 JEHIFAFER . G0, AARBCE TR <Ox11 0x22 0x33
0x44 0x55”, Nfy4A AT+BLEPERIODICDATA="1122334455",
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il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.440 AT+BLEPERIODICSTART: JJ 3 )5 101k &
PaT@ A

yie:
FEIE R 5

D e
"ﬂ€>-

[AT+BLEPERIODICSTART

W] 2

[OK

Bl

< FE JF M O W k)T i 2 Al
ADV_TYPE_EXT_NOSCANNABLE_IND,

il

ORI R YR %,

S/ R L U

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // & B A # M I % % #
AT+BLEADVPARAM=32,32,5,0,7,0 // B EBF B B 5 %
AT+BLEADVSTART // F B ¥ B #%

AT+BLEPERIODICSTART // F B B # ¥  #%

3.4.41 AT+BLEPERIODICSTOP: {5 1k 0 ) & W) 2B
P4

itig:
15 E AR 4k

[

[AT+BLEPERIODICSTOP

W] o 2

[OK

il

[AT+BLEPERIODICSTOP // fE 0k BB
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3.4.42 AT+BLESYNCSTART: JI )36 20 JEH0IPE ) #&
B

Yitig:
SIELESAT R B R s Rl .

A

[AT+BLESYNCSTART:<target_address>

] 7 2

+BLESYNC: <addr>, <rssi>, <periodic_adv_data>
OK

S5
o <addr>: &£k

o <rssi>: {550
+ <periodic_adv_data>: J&I1:) 154

Bl
o AETTIREIINES $E 2 2 00, F5 2R FF Bluetooth LE il ShBEFFEEEAT -

il

AT+BLEINIT=1
AT+BLESCAN=1 // F#HHE
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FHE M) EHF

3.443 AT+BLESYNCSTOP: {5 |- 5101k ) #& Ik 2B
AT %

yiig:
5 1 B R R A T RE

D e
"ﬂ4>'

[AT+BLESYNCSTOP

W] 7 2

[OK

B
o QERZEFF BLE S IRE M, AR A AL #E ) P S e th i B s ok .
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il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.44 AT+BLEREADPHY: i)Y miEd: 4 Hit PHY
UE A

Yitig:
PR iR A ) PHY .

A

[AT+BLEREADPHY:<COnn_index> }

Mja] o 2
QR ), R

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERARNG, R[]

+BLEREADPHY: -1
OK

o <device_addr>: ¥ it a5t
e <tx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

e <rx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // #& # % ®f #% # & PHY

3.445 AT+BLESETPHY: ¥ & Y uidEE:n PHY
wEmA

yite:
BEE M HI AR PHY .
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A

[ATJrBLE SETPHY=<conn_index>, <tx_rx_phy>

] o7 2
QR ), R W

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERAEM R, AR

+BLESETPHY:-1
OK

o <device_addr>: XTifi% 45 Hidlk
e <tx_rx_phy>:

1: IMPHY

2: 2M PHY

¢ 3: Coded PHY

Bl

AT+BLEINIT=1 // # & : & p %
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

o N

o AT+MQTTUSERCFG: & MQTT f F' @k

o AT+MQTTLONGCLIENTID: %% MQTT % /i ID

o AT+MQTTLONGUSERNAME: & MQTT & Fii F 44
o AT+MQTTLONGPASSWORD: & MQTT %[ %

o AT+MQTTCONNCFG: ¥ MQTT #4328 14

« AT+MQTTALPN: %% MQTT [ )2 MU IR (ALPN)
» AT+MQTTSNI: & MQTT JIR%5 a4 Frdg (SNI)
o AT+MQTTCONN: %3 MQTT Broker

* AT+MQTTPUB: %A1 MQTT {HE (F4FH)

o AT+MQTTPUBRAW: %7i¥ MQTT ji4 4

o AT+MQTTSUB: 1] MQTT Topic

o AT+MQTTUNSUB: E¥437 5% MQTT Topic

o AT+MQTTCLEAN: WiJF MQTT 4§

o MOQTT AT %%i%

o MQTT AT %A

351 vt
IS
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o BROIARY AT [EFSCRRTURT R R BT A AT fig4r. QPR BORTR 2 ESP32-C6 32 4f MQTT %, i H
F74i% ESP-AT 142, TE55 T 0 E TR Bk
- %’L‘Hﬂ Component config>AT>AT MQTT command support
o MQTT %4z 4H Broker /85l WLMOQTT AT 7+ 15)
o MQTT %32 AWS IoT /Rl WWMQTT = i% 4% AT -7 43

3.52 AT+MQTTUSERCFG: P MQTT H f)gmtk

BoE MQTT A gk

A .
"ﬂé’\‘

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">,<cert_key__
—ID>,<CA_ID>,<"path">

W i :

& )

BH

o <LinkID>: 4Hi{{ 3 $¥F link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AREGIUEF ) 5
: MQTT over TLS (#:5 server 15 ) ;
: MQTT over TLS ($244E client JE45) ;
: MQTT over TLS (#:5& server 3IF 5 7f HE2AE client IF ) ;
: MQTT over WebSocket (5T TCP);
: MQTT over WebSocket Secure (ET TLS, ARILGUFF ) ;
: MQTT over WebSocket Secure (3£ TLS, #:5i server yIE45);
— 9: MQTT over WebSocket Secure (3T TLS, # client iE);
— 10: MQTT over WebSocket Secure (ET TLS, ®5& server IF-F7f HERE client JEf).
o <” client_id” >: MQTT & i ID, K JE: 256 7,
« <” username” >: 44, TR MQTT broker, #HAKE: 64 F7
e <” password” >: #5fY . ] T-EGE MQTT broker, fH KK JEF: 64 F77,
o <cert_key_ID>: -5 ID, H i ESP-AT X %454 cert iE 45, &% 0.
o« <CA_ID>: CAID, HHul ESP-AT {{—%& CAET, %080,
* <” path” >: BEJERKEE, BORKEE: 32 5.

|
0NN A W

B

o B2k AT fy &K BN AR I 256 5277,

o WERGHMH B CWUES, BTHHEE HAT+SYSMFG 14 358 MQTT iE45. QRGBT E O
HPES, WS 4o fT £.3 PKIBLE .

o MR <scheme> BE N 3. 5. 8. 10, KT IRS 2SHIEFA Y, ETEKLLEAT+MOTTCONN fiy
A HiHffRE ESP32-Co B RE A 4 mibta] . (48] A& IEAT+CIPSNTPCFG 1in 4 Kl & SNTP, #iH4
HiRFE], B 3EAT+CIPSNTPTIME? £y 4- 2514 24 i i 1a] . )
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3.5.3 AT+MQTTLONGCLIENTID: %% MQTT % )13 ID
wE WA

itk
B MQTT % /i ID

s

[ATJrMQTTLONGCLIENTID=<Li1’1kID>, <length> }

L)V

OK

>

bk 3R AT CHER U MQTT % i 1D, B ESTT DAY AR P 1D, 24 AT $500 8 1% - it
ID KJFiAH| <length> J5, &kM:

e <LinkID>: 4§i{{ % $¥# link ID 0,
« <length>: MQTT % /i ID K. JE[E: [1,1024].

B
* AT+MOQTTUSERCFG 4] A MQTT % i ID, 35 2 [H] 1) 22 A0 45 -
— AT+MQTTLONGCLIENTID iy 4] DA I 3 5 BAH ST K 9% Pk 1D, (R AT+MQTTUSERCFG

AR Z IR
- VAEREAT+MOTTUSERCFG J& Fifii i AT+ MQTTLONGCLIENTID.,

3.54 AT+MQTTLONGUSERNAME: ¥ MQTT %k 1 #4
BEWmA

itk
B MQTT 44

fiy 4

[AT+MQTTLONGUSERNAME:<LinkID>, <length> ]

W i <

OK

>

FaRma FoR AT EHERAFHIC MQTT 4, BUI T A A MQTT I J'44, 24 AT #2429 MQTT
M PZRKERS| <length> J5, &[Hl:

& ]
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ZH
o <LinkID>: 4#i{ 4% link ID 0.
» <length>: MQTT H "4 KE., JLHE: [1,1024].
]
* AT+MQTTUSERCFG fip AWl A E MQTT [ 45, — & Z a2 a4 :
— AT+MQTTLONGUSERNAME 54 0] DA S E AT K i 44 “NAT+MQTTUSERCFG iy

CHIREZIR.
- RFEBEEAT+MQTTUSERCFG J& T8 il AT+MQTTLONGUSERNAME .

3.5.5 AT+MQTTLONGPASSWORD: ¥ MQTT %kl #h%

B MQTT ##
[

[AT+MQTTLONGPASSWORD:<LinkID>, <length> ]

W

OK

>

R AT DB MQTT %75, MEHTSTT DA A MQTT 8673, 24 AT SIS MQTT %7
KHEAE] <length> Jg, &I

& )

o <LinkID>: 47i{¢ 3} link ID 0,
« <length>: MQTT %R K.Ji, J5fE: [1,1024],

st

* AT+MQTTUSERCFG fin %] DA E MQTT %51, 35 2 [Al 0 25 40 4 :
— AT+MQTTLONGPASSWORD W] DA K EAHRT R K %1, AT+ MQTTUSERCFG fin WK
JESZRR 5
- ET{&LEAT+MQTTUSERCFG J& P F§ AT+ MQTTLONGPASSWORD

3.5.6 AT+MQTTCONNCFG: ¥ MQTT #4281k

%“D &3

L MQTT Jeb it

[
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AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>, <"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

o <LinkID>: 4Hi{{ 3 $¥F link ID 0,
o <keepalive>: MQTT ping BT[], By #b. JERE: [0,7200]. BRIAE: O, £@EamEInch 120 75,
+ <disable_clean_session>: % 'E MQTT jFH SiEfrE, AR ZSHNEZ(EEiES % MQTT 3.1.1
MY Y Clean Session 2577 o
- O: fHRETE P &0h
- 1 B E
o <” lwt_topic” >: #iIE topic, HAKE: 128 Y.
o <” lwt_msg” >: i3I8 message, Fx FKJE: 128 7,
o <Iwt_qos>: #=IE QoS, SFm[1E 0, 1. 2, BAE: 0.
o <Iwt_retain>: i5Ug retain, ZEn[E 08 1, BHAME: 0.

st

o EEILATSHT, NS B AT+ MOTTUSERCFG,
3.5.7 AT+MQTTALPN: ¥ MQTT W EW iR (ALPN)
Yitig:

BCE MQTT 2 s (ALPN)

s

[AT+MQTTALPN=<LinkID>, <alpn_counts>[,<"alpn">] [,<"alpn">][,<"alpn">] }

L)V

& )

e <LinkID>: 47i{{37#F link ID 0.
 <alpn_counts>: <” alpn” >S54, L [0,5].
~ 0: &% MQTT ALPN Jii
~ [1,5]: %% MQTT ALPN [ii' &
« <” alpn” >: FRFHFSE, FR ClientHello 1) ALPN, H ] PAKEZ A~ ALPN FE B IR 5545 -

B

« BE AT A KB/ N T 256 F7.
o LA 7E MQTT EF TLS 5§ WSS i}, MQTT ALPN FE: A 2350,
o NAEBLEAT+MQOTTUSERCFG J& T i AT+ MQTTALPN .
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il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+CIPSNTPCFG=1, 8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C6", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: ¥ MQTT Ji# 55 2% #Fr4i< (SNI)
e A

Dyt
B MQTT M54 44 Frdin (SNI)

O e
iy A

[AT+MQTTSNI:<LinkID>,<"sni"> J

Wi i3 <

e <LinkID>: 47i{¥ 3745 link ID 0.
o <” sni” >: MQTT R5# 4746 . 0 LAFE ClientHello HoffH & 3% B AR 5545

© RO AT o RED/INE 256 77
o JUATE MQTT HT TLS 5{ WSS Itf, MQTT SNI 7B A4 &%
o WAEW B AT+MQTTUSERCFG & P f§ AT+ MQTTSNI ,

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C6", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com", 8883, 1

3.59 AT+MQTTCONN: ¥:$% MQTT Broker
i A

Yitig:
#rif) ESP32-C6 %45 2L i%EH:1 MQTT broker

e

Espressif Systems 155 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 3. AT Ay d4E

[AT+MQTTCONN?

Wi % ¢

+MQTTCONN: <LinkID>, <state>, <scheme>, <"host">, <port>, <"path">, <reconnect>
OK

B

&E

Tytie:
%32 MQTT Broker

Py -
iy

[AT+MQTTCONN:<LinkID>, <"host">, <port>, <reconnect>[,<timeout_ms>]

Wi ¥ *

[OK

S

o <LinkID>: 4HFi{{ % $¥# link ID 0,
e <” host” >: MQTT broker 3844, fxKE: 128 5,
e <port>: MQTT broker ¥ [T, HRiwT: 65535,
« <” path” >: WER, BORKEE: 32 595,
* <reconnect>:
- 0: MQTT R HzhE . IR MQTT @y Z:4 fq K, W IG A FR-U  AS fi 2 B ar 7 4%
BRI KIRAT+MQOTTCLEAN=O iy {5 HE D, EHNCE S, HE LR,
- 1. MQTT HEEE, XHFERZ NI,
o <timeout_ms>: AN, BA{7: ZFb. JER: [3000,60000], BRIA(E: 15000 ZFb.
o <state>: MQTT JIR7S:
0: MQTT KA 4G 1L
1: BB AT+MQTTUSERCFG;
2: iR EAT+MQTTCONNCFG;
3. BT W
4: AR
5: O, (HARITIH topic;
6: CLiEH:, CiT i topic.
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS

2 (RAZIRUES ) ;
3: MQTT over TLS (#%4 server IE+5) ;
4: MQTT over TLS (#2{it client IEF5) ;
5: MQTT over TLS (5 server JiF 457 H3ZME client I35 ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (3T TLS, AIIET);
8: MQTT over WebSocket Secure (3T TLS, #25 server IE$5);
9: MQTT over WebSocket Secure (3T TLS, #24 client iE);
10: MQTT over WebSocket Secure (JtT TLS, L server yIE 355 HAZME client E35) .

3.510 AT+MQTTPUB: %4 MQTT #§5 (4%5H)
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i

i topic A7 MQTT “FAF I B . WA BB BAIN I 2, T T4 AT oK E
W 256 4, i AT+ MQTTPUBRAW 4.

[

&F

[AT+MQTTPUB=<LinkID>,<"topic">,<"data">,<qos>,<retain>[,<timeout_ms>] }

Wi i ¢

[ox )

e <LinkID>: 4Hi{{ % $¥F link ID 0,

* <” topic” >: MQTT topic, fFAKJE: 128 Fi7,

o <data>: MQTT FZ&FHEHE.

» <qos>: KHIHEM QoS, ZHF# 0. 1. 52, ERIAH: 0.

e <retain>: K 7j retain,

o <timeout_ms>: HMFIFE], BAf7: ZAP. JEHE: [3000,60000]. BRIAfE: 15000 ZFb.

B
- 15 AT fr 4005 KR BERAT 256 235

o RAQANBERIBEAE \0, HIHEAERZEDE, WHNAT+MOTTPUBRAW iy 4

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32-C6", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"",0,0 //_
SRKERGAN, FEIRAFHESTFER L.

3.511 AT+MQTTPUBRAW: ‘Efil MQTT i
BEmA

i

i3 topic %A K MQTT JH . AR EAAH BB RAIRR A, AT AT ay S K EZBIE 256
FAT, WA LAME AT+ MOTTPUB iy %

s

[AT+MQTTPUBRAW:<LinkID>,<"topic">,<length>,<qos>,<retain>[,<timeout_ms>] }

Wi i ¢

OK
>
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P > Fn AT HERSFHCR 8, U T DA AR, 4 8s KRB S 40 <length> HYEIT,
Bt mITin.

AR, W AT iR A :

[+MQTTPUB:OK

AR RN, W AT 3R Ja -

[+MQTTPUB:FAIL

o <LinkID>: 47i{¥ %+ link ID 0,

o <” topic” >: MQTT topic, FHRKJEF: 128 Fi7,

¢ <length>: MQTT JHE &, NI ESP32-C6 543 i) e KA B2 A2 2 v A1 FH N AE R B i o
* <qos>: KTAIHEM QoS, SH#E 0. 1. 52, BRAH: 0.

» <retain>: kK 7jj retain,

o <timeout_ms>: ABIFIFE], BAf7: ZFP. JEH: [3000,60000], BRIAME: 15000 ZFb.

3.5.12 AT+MQTTSUB: {Jpg MQTT Topic
A far A

FHIE TN topic

Py
A

[AT+MQTTSUB?

Wi 3% ¢

+MQTTSUB:<LinkID>,<state>,<"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK

BEmA

i
48 E MQTT topic FIEE QoS, SCFFTFIZ A topic (FZ XFFiTF] 10 4> topic).

[AT+MQTTSUB:<LinkID>,<"topic">,<qos>[,<timeout_ms>}

W ) :

[OK

2 AT S CITHAY topic Y MQTT JH R, & [H]:

[+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

R topic, MM :
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[ALREADY SUBSCRIBE

o <LinkID>: 4#i{Z 7 +F link ID 0,
o <state>: MQTT JRZES:
- 0: MQTT KWJtH1k;
- 1: B HAT+MQOTTUSERCFG;;
. BB AT+ MOTTCONNCEG
DI E W
D BT
C EERE, HRITTH topic;
- 6: iR, CATH MQTT topic.
e <” topic” >: V] HH) topic.
* <qos>: T[T QoS.
o <timeout_ms>: #AMIAE], BAA7: 2ZFb. JEH: [3000,60000], ERIA(E: 15000 ZF5.

|
VAW N

o IR R YRR MTU R B0 B RIS A HESE . MQTT broker AGRI—400H R, 4 0]
BES W M AN & 4 BSP32-C6 4%, [A Ik ESP32-C6 ] A2t £ 4% +MOTTSUBRECY i &
* # ESP32-Co B4 MQTT I, HAHE KT 1024 47 (045 MQTT iz3kF1 MQTT A
), WA N2 4 +MQTTSUBRECY JH H. MY, ST DA N1 7 g m MQTT ZZnfi X
Rk I L o
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations >Default MQTT Buffer Size>1460

3.513 AT+MQTTUNSUB: il e MQTT Topic

LA

-t

yite:
& PN 1T H3E € topic, T2 WRIAMAAGS, PABGHTT FIAS Y topic,

Yy
A

[AT+MQTTUNSUB:<LinkID>, <"topic">[,<timeout_ms>]

Wi i ¢

[OK

FAIT L topic, R [H :

NO UNSUBSCRIBE

OK

BH

o <LinkID>: 47i{¥ % $} link ID 0,
* <” topic” >: MQTT topic, HAKE: 128 FIi.
o <timeout_ms>: FBEJHFE], BAf7: ZFP. JEFE: [3000,60000]. ERIA(E: 15000 ZFb.
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3.5.14 AT+MQTTCLEAN: WiJI MQTT #%E£:

WioF MQTT 34, B .

e

[AT+MQTTCLEAN=<LinkID>

W

[OK

o <LinkID>: 47i{¥ 3% link ID 0,

3.5.15 MQTT AT i

MQTT 4224 L ERR CODE: 0x<%08x> JEFLF] B,

Eix IR EIRAD
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT _MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT _MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT _MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT _MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT _MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT _MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT _MQTT_CLIENT _ID_IS NULL 0x6015
AT _MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT _MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT _MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E

ZTn
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A A
fHIRAR $HIRAD
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT _MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT _MQTT_CERT_READ_FAILED 0x6024
AT _MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT _MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_ WRONG 0x602F
AT _MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT _MQTT_LWT_TOPIC_IS_NULL 0x6031
AT _MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT _MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT _MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT _MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_ WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052
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3516 MOQTT AT #iH]

* 24 MQTT ##WiH R, 248K +MOTTDISCONNECTED : <LinkID> .
o M4 MQTT HEEHE I, &3/~ +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> J§ & .

3.6 HTTP AT w44k

o /B

o AT+HTTPCLIENT: %% HTTP % Pk

o AT+HTTPGETSIZE: #Et HTTP % JE K /N

o AT+HTTPCGET: #H{ HTTP % E

o AT+HTTPCPOST: Post 3572 K £y HTTP ¥
o AT+HTTPCPUT: Put 3572 K 1y HTTP $d

o AT+HTTPURLCFG: P85 /4REUK: ) HTTP URL
o AT+HTTPCHEAD: 8 /#i] HTTP ik 3k

o AT+HTTPCFG: ‘% HTTP & ikl &

o HTTP AT 4%i% 75,

361 ¥

TP BRHAY AT B ST E TUE F TG AT frd. WA 2 ESP32-C6 S0 # HTTP /i, 15 H
F7% % ESP-AT 142, TE45TARN0E TAR B ek

e 22 Component config>AT>AT http command support

3.6.2 AT+HTTPCLIENT: %1% HTTP %5 )y viiif oK

v

)F\.

AUN T

A

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">] [,<"http_reqg header">][,<"http_reg header">][...]

W

+HTTPCLIENT:<size>, <data>

OK

o <opt>: HTTP % P sk vk :
1: HEAD
2: GET
- 3: POST
4: PUT
— 5: DELETE
o <content-type>: % i REIEISHY

- 0: application/x-www—-form-urlencoded
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— 1: application/json
— 2: multipart/form-data
- 3 text/xml
e <” url” >: HTTP URL, X451 <"host"> Fll <"path"> ZECNEH), ASES H B SXW
e ¢
o <” host” >: /4 EL IP #utik.
e <” path” >: HTTP §§4%,
+ <transport_type>: HTTP & g f&i2efl | BRIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> J& POST ik, ASHCH K ikL HTTP RF52R19EHE. 24 <opt> A
POST i3k Hf, XPNSHAFE (Wite, AFREMAESKEREEXNSE) .
o <” http_req_header” >: A KEL NGRS 2.

o WURALE URL BB S MK BEE T T 256 747, 1546l HHAT+HTTPURLCFG fin % Tiillii & URL,
SRIGA AT Y <"url"> SEHEREH ",

o W url ZHORHNE, HTTP P fe i1 B 28 host S5 path 28 WA url S84

W EAFER S, HTTP & s host SR path Z%4.

He 26 L R A B BN SR HTTP & P éin % (FEIG 5 WESP-AT Bl #+ 2% ) , {H2 vl i PA

THAMFHE T HiZm4: . /build.py menuconfig > Component config > AT > AT http

command support, RJGHIFEIH (G W AxsmiF ESP-AT 1.42) .,

A AN SR URL EE ], FEARICEI IR S5 #4512 [ RASES 301 GRAEE @ m)) sl 302 (i

HE M) JEAL HBBEE R0 URL Hidik . 007 A A 86 T B ARICE 7 A9 S5 B URL, 4R 538

AT E

o WERALE <"data"> SHIWEE K ar S KM T 256 ST, W HAT+HTTPCPOST A4 .

o FXEWELY HTTP #43R:3kL, 56 AT+HTTPCHEAD i34,

il

// HEAD # X
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET i# %k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST # 3k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"

3.6.3 AT+HTTPGETSIZE: 3L HTTP %S/

B

=

A

[AT+HTTPGETSIZE:<"url">[,<tx size>][,<rx size>][,<timeout>]

W )i :

+HTTPGETSIZE:<size>

OK
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¢ <” url” >: HTTP URL,
o <txsize>: HTTP KiESAFI/N. BAfi: F345, BRAE: 2048, G : [0,10240].
o <rxsize>: HTTP R/, B 35, BRIAME: 2048, JEfl: [0,10240],
o <timeout>: ZGHART. FAf7: ZFb. BRUAME: 5000, JEEl: [0,180000].,

e <size>: HTTP %&iE K/,

]
o GNSRALE URL (355 an K BERE T T 256 277, i 56 AT+ HTTPURLCFG s 4 Tl & URL,

yj(}:Z'_Q/B/\EH/J <"yrl"> 74%@ %mﬁj‘] UL
o QISREARRE HTTP 35Rk3k, i AT+HTTPCHEAD i

2N

[AT+HTTPGETSIZE:"http://www.baidu.com/img/bdlogo.gif"

3.64 AT+HTTPCGET: 3Kt HTTP %5

S EL A

-t

=

[AT+HTTPCGET:<"url">[,<tx size>][,<rx size>][,<timeout>]

W

+HTTPCGET:<size>, <data>
OK

ZH
e <” url” >: HTTP URL,
o <txsize>: HTTP KiEZA K/, AL T35, BAE: 2048, FEM: [0,10240].
o <rxsize>: HTTP ZILGEIF /N, BN F35 . BRIAE: 2048, JiH: [0,10240].
o <timeout>: ZGHART, FAf7: ZFb. BRUAME: 5000, JEEl: [0,180000].,
]
o G E URL RSk an S K BERE S T 256 777, i 56 HAT+HTTPURLCFG A4 Tl it # URL,
RIGAMA B <"url"> ZFEREN "".
o AUSRGARIRE HTTP 355k 3k, 6 AT+HTTPCHEAD B .
3.6.5 AT+HTTPCPOST: Post 5% KNy HTTP %

%

D3

AR
At

EP

AT+HTTPCPOST=<"url">,<length>[, <http_req header_cnt>][,<"http_reg header">..<"http_
—req_header">]
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]y :

OK

>

K > 2R AT A ISR LURCR, JUIRH AT DA AR, SR A B B4 <Lengtn> HOEAT,
fEFF 1

A, iR :

{SEND OK }

AR R, R [a] :

[SEND FAIL ]

<” url” >: HTTP URL,

* <length>: F§ POST fi) HTTP $dli < B . SR EESE T ARG8T Z3 FC Y i 2 [H] /)
» <http_req_header_cnt>: <"http_req header"> ZEHHE.

[<” http_req_header” >]: HTTP ik, W %% % itk ki 26

Bl

WAL S URL p 8 5 an S K BRI T 256 277, i 46l AT+ HTTPURLCFG iy % Wil # URL,
RGN <"url"> ZHFERER "".

o ZMAH] content-type BRIAZEAIN application/x-www—-form-urlencoded,

o WRGEARE HTTP 53Kk, M AT+ HTTPCHEAD 6 U .

3.6.6 AT+HTTPCPUT: Put {5 KN HTTP 5

v

o

N

B

¥

A

=

N

AT+HTTPCPUT=<"url">, <length>[, <http_req header_cnt>] [,<"http_req header">..<"http_
—req_header">]

W] 7 <

OK

>

P > Fn AT HER ISR N8R, U T DA AR, S8R KA FI 240 <length> HY(EIT,
(i BIR R

A, Wik :

[SEND OK }

A AR, IR ]

[SEND FAIL }
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BH

e <” url” >: HTTP URL.,

* <length>: 5 Put i) HTTP Hfli . R RS T R GE 7 Bp =S [ R0

» <http_req_header_cnt>: <"http_req_header"> S E.

 [<” http_req_header” >]: HTTP 3Kk, W ARLZ AR LARSG 4.

Bl

* WRALE URL YRS QYKL T 256 5717, 5B AT+ HTTPURLCFG iy 4 TilC E URL,

A L <"url"> ZHEHELBEN ",
o QARAEANICE HTTP 35Kk, Wl AT+HTTPCHEAD fiy 950 .

3.6.7 AT+HTTPURLCFG: ¥ /KK HTTP URL
A ity &

[AT+HTTPURLCFG?

Wi i ¢

[+HTTPURLCFG:<url length>, <data>]
OK

B WA

-t

=

A

[AT+HTTPURLCFG:<url length>

W

OK

>

P > 3R AT HERFHCR D8, U T AR A URL, 88 KRS S8 <url length> [

{HI, FRYER[AE:

[SET OK

o <url length>: HTTP URL K-JF, BAfi: F7.
- 0: 7% HTTP URL [ &,

- [8,8192]: %% HTTP URL Jii% .
« <data>: HTTP URL %,

3.6.8 AT+HTTPCHEAD: ¥%¥/#xiig HTTP 5K 3k
iy

A

Ele
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[AT+HTTPCHEAD? J

Wi % ¢

+HTTPCHEAD: <index>, <"req_header">

OK

v

o

N

EanA

¥

e

o

[AT+HTTPCHEAD:<req_header_len> ]

W i <

OK

>

75 > FIR AT HER IR AT @4 D8, BUERHERT AR A HTTP 353Kk (k3L -k key: value JB
), BEIREKE LR SE <req_header_len> WER, AT k[H]:

& ]

S

* <index>: HTTP 3K LR T M.

* <” req_header” >: HTTP k3L,

» <req_header_len>: HTTP iE3k3L K., Hfif:
- 0: JEBRIrACRE R HTTP 353Kk .
- HlE: BE—HY HTTP 3Kk

+F
o

(A

o AW HEERE 1 HTTP iRk, (HuDAZWRIE., 2 AP HTTP #52k k.

o AREAECEM HTTP iRk 2 4 /tEn, —HIKE, A HTTP 1 S# & X sl ok 3k .

o AR EE R HTTP iRk H i key ASRFIHE HTTP @A Rk ) key A, &6 f 4
B s B HTTP 55k 3k,

il

/) R EE Rk

AT+HTTPCHEAD=18

/) FEWRE "> FEE, MANTH Range HRL, TRERMM 256 MFH .
Range: bytes=0-255

// T # HITP % &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c6/index.
—html"
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3.69 AT+HTTPCFG: %% HTTP % /iyl s

B A

PI

%

”?

i)

[AT+HTTPCFG:<auth_mode>[,<pki_number>][,<ca_number>] ]

W i <

& ]

¢ <auth_mode>:

— 0: NAIE, WP TEEIETE <pki_number> fll <ca_number> Z4{(;

— 1: ESP-AT #2fit HTTP % ik 541t HTTP fle 45 #%im CA {E 15455 ;

— 2: ESP-AT HTTP % ik A CA UE-T A5 HTTP [z 55 2 i 1 1E 15 5

- 3: fHEINIE.
o <pki_number>: JEHFAHAKRG], WRAGMEBMAEH, HEN N0,
 <ca_number>: CA [R5, WHEIEG 1 CA, HENHO.

o BRiA AT FEA X HITP JEHECE, B LABE M . /build.py menuconfig > Component
config>AT > AT http command support >AT HTTP authentication method T iEZY
AR

o A Bl ENSERAER/RMN, —HiRE, rff HTTP dydaR st FHiZil e .

o WG A CHET, BTHHE T AT+SYSMFG 6498 HTTP E ., R EHE R EH T
MIUESS, TS5 4ot L7 PKIBLE .

o QR <auth_mode> FLEN 2 8 3, AT RIS ARIUEBARUY, W57 &% E HTTP 441
PR ESP32-C6 T ARIUEN M Tt ] . (%0] AR IEAT+CIPSNTPCFG fiip 2 it & SNTP BRI HT
], &3EAT+CIPSNTPTIME? 65425124 T i [E] . )

3.6.10 HTTP AT %569

JEMAT+SYSLOG=1 J&i, HTTP % iSRRI, AT ZaR [l 555 . Apb ks :

[ERR CODE: 0x010a7xxx }

Horp 01 R BIRARIRAT, Oa RBURINAT AT Ay S RYM N SR, Txxx o8 HTTP 80, WIAR xxx &
HTTP PRUERSTIERIN , WIZoRAriE HTTP RS BINEIR AT HTTP NERAT D%, F A1 T #E
Jr HTTP JRESHFER, EZ1EEHS% RFC 2616).
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HTTP $&iR%0 (HTTPRZSHES)  tEA

0x7000 FE AT TR R

0x7190 (400) Bad Request

0x7191 (401) Unauthorized

0x7192 (402) Payment Required
0x7193 (403) Forbidden

0x7194 (404) Not Found

0x7195 (405) Method Not Allowed
0x7196 (406) Not Acceptable

0x7197 (407) Proxy Authentication Required
0x7198 (408) Request Timeout

0x7199 (409) Conflict

0x719a (410) Gone

0x719b (411) Length Required

0x719c (412) Precondition Failed
0x719d (413) Request Entity Too Large
0x719e (414) Request-URI Too Long
0x719f (415) Unsupported Media Type
0x71a0 (416) Requested Range Not Satisfiable
Ox71al (417) Expectation Failed
0x71f4 (500) Internal Server Error
0x71£5 (501) Not Implemented

0x71f6 (502) Bad Gateway

0x71£7 (503) Service Unavailable
0x71f8 (504) Gateway Timeout

0x71£9 (505)

HTTP Version Not Supported

3.7 &S AT w24k

. 2

o AT+FS: U RG#HAE
o AT+FSMOUNT: f£#/H# 425

371 &

% BOARY AT BCFA SRR TUR N Y AT fird-. IR

¥ ESP-AT 142, Jr36 10 HCE TR

* 3 Component config>AT>AT FS command support

TRFEE ESP32-C6 Y R4, W HITSH

3.7.2 AT+FS: 1R Sc84E

=

=

[AT+FS:<type>, <operation>, <filename>, <offset>, <length>
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o <type>: HH{LZH: FATFS
- 0: FATFS
¢ <operation>:
- 00 JHERSCHF
-1 53
- 20 EH
- 30 SR
-4 EEART U, HEMOCRRE
o <offset>: fmfsHihl, VE T IREERIERE
* <length>: K, fUEFX S5 HAFRE

Bl

© R HEEHECUF RS, AT+FS SUE RGBS MG, SRAEW AT+ FSMOUNT=0 iy 4 #]

BOUFRGE, AR R RAM %5[H],

o i AR A 55 ka5t at_customize.bin, {5 B W £ ESP-IDF 43X 3% Fl4=fT f 7 Lo X,

o HEEBCEHR AR R T SE BRSO, AR 18] 52 K A R

* ¥ <operator>Hwrite W, RGEWENMATSEILHATRI >, MR AL EHIRAE, £

P E N 5 <length> —3(,

il

// MBS X

AT+FS=0,0,"filename"

/) EEAXHREHAE 100 XEAN 10 FF
AT+FS=0,1,"filename", 100,10

/) REAXERB A 0 LB 100 FF
AT+FS=0,2,"filename", 0,100

// Bl AR E ET A X

AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: $:#y/#H1#k FS X1t & 5

v

BE A

N

A

=

[AT+FSMOUNT:<mOunt>

W i <

[OK
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ZH
e <mount>:
- 0: % FS &S5
- 1 H#EFS RS
Ba]

o AT+FS SCAFRGHASENUR , STV T A G AT+ FSMOUNT=0 s 4 EIBCCIF RS, FREHOK
= RAM %3],

il

/] FHAEXM RS

AT+FSMOUNT=0

/] FHEEXMGR A

AT+FSMOUNT=1

3.8 WebSocket AT #5245

. 4

o AT+ WSCFG: Ti¢HE WebSocket Z:%§

o AT+WSHEAD: 1% /%5t WebSocket 53R 3k
o AT+ WSOPEN: #xif)/4]FF WebSocket %42

o AT+WSSEND: [a] WebSocket 3% & &5 s
o AT+WSCLOSE: 3[4 WebSocket %4

381 ¥

Tosis BN AT [EFFAR CHFI U R Y AT 4. WIS % ESP32-C6 % WebSocket 4, 7 1
Fi4i® ESP-AT 42, {055 A RLE TR

* |3/ Component config>AT >AT WebSocket command support

3.8.2 AT+WSCFG: JL¥: WebSocket Z%

LA

-t

=

A

AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] [, <auth_mode>,
—<pki_number>, <ca_number>]

W%
[ox J

54
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|

il

<link_id>: WebSocket i#3% ID. JEF: [0,2], Bk %+ =4 WebSocket 1445 .
<ping_intv_sec>: %% WebSocket Ping [8]FF. EA{7: #b. JOE: [1,7200]. BRIA(E: 10, BP: &fE
10 Fb % 3% —¥% WebSocket Ping £ .
<ping_timeout_sec>: WebSocket Ping #81}. BAf7: Fb, JoHE: [1,7200]. BRIA(EH: 120, Bp: 120
F e #| WebSocket Pong £, | 5& [H] 4 .
<buffer_size>: WebSocket Z X K/, BAfV: F5. JEME: [1,8192]. BRIA(E: 1024,
<auth_mode>:

- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;

— 1: ESP-AT $##4it% FrumiiE itk 555 i CA IE 1AL ;

— 2: ESP-AT % Pk A CA JIE+5 AR AR 55 % v F1IE 45 5

- 3: fHEINIE.
<pki_number>: {EHFFEAMERG], WR G —AEBMAL, HAHW A 0.
<ca_number>: CA fJ&5], R G CA, HAHN K 0.

LS MW AEAT+WSOPEN 2 Bilic g, WA SARL.
ﬁn%ﬁ M B CRIET, B1THHE M HAT+SYSMFG fin 455 WebSocket k45, Q1AL AR TR %
HOMIES, S %4ofT #37 PKIGLE
IR <auth_mode> FLE N 2 8034 3, N TGRS AHUEBARY , #54E K IEAT+ WSOPEN fix%
R AR ESP32-C6 LRI M FiE] . (S50 DAL IEAT+CIPSNTPCFG fip 4 R AL & SNTP, FRECYS i
WHE), &3EAT+CIPSNTPTIME? £y 4251 24w itia . )
MHINIE RG] T TLS &4 WebSocket i%3% (ARZ %) .

// ®HE link_id # 0 # WebSocket # # # Ping X Z HE# 30 &, BH 60 #, ZWwR_
4096 FH
AT+WSCFG=0,30,60,4096

3.8.3 AT+WSHEAD: ¥:¥/#5if) WebSocket i 2K 3.

A ity 2

g

(Tifevs

Py
4

[AT+WSHEAD?

Wi i+

+WSHEAD : <index>, <"req_header">

OK

B A

[
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[AT+WSHEAD:<req_header_len> J

Wi % ¢

OK

>

75 > FR AT HE I AT 4 L8, BEEHET] DAS A WebSocket 13K 3k (73K 3k A key: value
), SEHK ARSI SE <req_header_len> [W{HMK}, AT & :

& 1

» <index>: WebSocket i3k {H

* <” req_header” >: WebSocket i3k 3k

+ <req_header_len>: WebSocket ifsR3LK B, Hfi: FAY.
- 0: WA T % E A WebSocket 13K 3k .
- HABAE: BE—ASHTH) WebSocket 153K 3k .

e
o RS —I HAEBEE —1 WebSocket K3k, HW DAL KIKE, SZHRFZMANE R WebSocket 15K 3k .

o ANAATE ) WebSocket 3K Sk &4 RtERy, —Hi%E, i WebSocket {1y R4 HEA1F iX L84 3K

il

/] HE#F kK
AT+WSHEAD=49

/) EWKE "> FEFE, WAMTH authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE50Tk6MTIzNDU2Nzg=

// T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_ self"

3.8.4 AT+WSOPEN: #:ify/$TH—4> WebSocket 1%

[AT +WSOPEN? }

M) i :
YA ERR, AT R[]

+WSOPEN:<1link_id>, <state>, <"uri">

OK

LA B, AT 1R [0
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N~
e

-
v E

[AT+WSOPEN:<link_id>,<"uri">[,<"subprotocol">}[,<timeout_ms>][,<"auth">]

W 3 :

+WS_CONNECTED:<1link_id>

OK

o <link_id>: WebSocket %4 ID, M : [0,2], HI& K Z#H: =/ WebSocket £,
o <state>: WebSocket LIRS .
— 0: WebSocket &3 K],
— 1: WebSocket &3 IEAE T IE
— 2: B2t WebSocket £z,
- 3: 2t WebSocket Pong I s S UE BRI AT IR, IEAESSTFEIE.
- 4: DB S5 um WebSocket P, 1EAE A3k 5 PR IR 5545 «
o <” uri” >: WebSocket IR & #5155 — EIFFRIFLE.
* <” subprotocol” >: WebSocket T/} (&% RFC6455 1.9 &77),

* <timeout_ms>: 737 WebSocket 8 (BT A ] . BAA7: ZEFb. JEHE: [0,180000]. ERIA(E: 15000,

« <” auth” >: WebSocket ¥4 (Z:% RFC6455 4.1.12 #77).

il

// uri HZ ¥ Kk B T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDVR1el1lD3eiVjgZ9VRiaV&notify_ self"

MRS WebSocket 715 .

3.8.5 AT+WSSEND: [i] WebSocket ¥E42: % 1% Bt

v

)F\.

AUNTEC

s

[AT+WSSEND=<link_id>,<length>[,<opcode>][,<timeout_ms>]

W

OK

>
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bk RoR AT CHER S AT port BB, O mT DA AR, 24 AT U2 5O Bodh 1K RE 1k 3]

<length>J5, HdlufefmItin.
UNSRR S MR BB AR i I B RTT, aR (] -

[ERROR

LUBS S6 /i 1) Y I A

[SEND OK

ZH

o <link_id>: WebSocket i£32 ID, JulH: [0,2].

o <length>: KEMHIEIE. B T, A EENTRKKEHRAT+ WSCFG H) <buffer_size>

{EI 2 10 FARGE ] M FEpg 2SN E R P (A /M) «

» <opcode>: k3% WebSocket i 7Y opcode., Ji [ : [0,0xF]. BRIAME : 1, B text i, 355 RFC6455

5.2 BT TR Z 1 opcode.
— 0x0: continuation ij{
— Ox1: text fif
— 0x2: binary i
- 0x3 - 0x7: fy H e 45 il i fr B4
— Ox8: JEFE K MM
— 0x9: ping i
— OxA: pong fiji
- OxB - OxF: ez il e &

o <timeout_ms>: AIiKHERIHE]. BA7: 2R, JERE: [0,60000]. EFRIAfE: 10000,

3.8.6 AT+WSCLOSE: X:[4] WebSocket j4:4%

o <link_id>: WebSocket i3z ID, JL[E: [0,2].

Bl

// *M ID 4 0 B WebSocket £ ¥
AT+WSCLOSE=0

3.9 &AM AT %
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o AT+FACTPLCP: J % PLCP =43 PLCP

391 #r¥

T BOARY AT B SRR R PRI AT %o R EONTREE ESP32-C6 SCfHF M, 1 H

frhi¥E ESP-AT 142, FES AL E TR HLEFE

o 2 Component config>AT>AT signaling test command support

3.9.2 AT+FACTPLCP: %% PLCP giji PLCP

)E'\J

CE

e

[AT+FACTPLCP=<enable>, <tx_with_long>

Wi i ¢

[OK

* <enable>: J3 /25 FahlidE

- 0: ] FEhEE, R <tx_with_long> ZEUHIBRIAE

- 1 B TS, AT &9 PLCP 85B8IBT <tx_with_long> 4k,
« <tx_with_long>: %% PLCP &% PLCP:

- 0: Zi£55 PLCP (BRiN):

- 1: %% K PLCP,

3.10 K5 AT %

o /B

« AT+DRVADC: #:Hl ADC it

o AT+DRVPWMINIT: ¥t&4k PWM IK 5 5%
o AT+DRVPWMDUTY : ¥%'% PWM 5251
o AT+DRVPWMFADE: %'& PWM 75

« AT+DRVI2CINIT: 444k 12C FHLIKE
o AT+DRVI2CRD: 5 12C ¥k

o AT+DRVI2CWRDATA: B A 12C %

o AT+DRVI2CWRBYTES: B ARt 4 F451 12C Hi
« AT+DRVSPICONFGPIO: it & SPI GPIO
» AT+DRVSPIINIT : 14t SPI LK)

« AT+DRVSPIRD: iH{ SPI %3

o AT+DRVSPIWR: ‘B A SPI ¥
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3101 A&

WY BHAM AT [P R R AT 6. QSR #5525 ESP32-C6 X Hrakz a4, i HiT4 5
ESP-AT 142, TR TP E TR B k%

e |3 Component config>AT>AT driver command support

3.10.2 AT+DRVADC: %l ADC il i

YL
23

-

[y

E:
4

=

[AT+DRVADC:<channel>, <atten> }

W i :

+DRVADC:<raw data>

OK

S

e <channel>: ADCI ¥,
 ESP32-C6 %43 I HUE A [0,4],

BiE B

0 GPIOO0
1 GPIOl1
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: TEJH{H.

« 0: 0dB FE0, AR [0,750] mV.

o 1:2.5dB 320, AAESEEY [0, 1050] mV.
* 2: 6.dB 3, AR [0, 1300] mV,
© 3: 11 dB 80, ARCIETERH [0, 2500 mV.,

o <raw data>: ADC iHiE{H.

B
* ESP-AT H 3§} ADCI.

o ESP32-C6 745 12 (v S5,
o XFFanfa R EE (AR L, TPAS % ADC i,

il
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// ESP32-C6 ¥ &% EH 0dB EWH, A%MEFEF [0, 750] nv
// B &% 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #jisft PWM Yiz)gs

wE WA
mA:
[AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>] ]
W i <
[ox )
ZH
o <freq>: LEDC EWfeafi, BE{i: Hz, JiF#: 1 Hz~8 MHz,
* <duty_res>: LEDC jfiii 25 A 3E%, JEll: 0~20 {7,
* <chx_gpio>:LEDC i#iif x %t GPIO. 7, i AR GPIO16 /EAiiiE 0, FF i # <ch0_gpio>
K 16,
]
» ESP-AT IR Z g 345 4 NHiAE.
e AMAS BN BEERNEBEZRE T HE PVM v 4 (WAT+DRVPWMDUTY
MIAT+DRVPWMFADE ) REM % BRI o B0, SR 4 JAihib TWi4~814 , A4 AT+DRVPWMDUTY
A HE AR B G N 1 PWM (25 1.
o BN A A PERAR ERS I . B 2 B UL AN 2 T R SRR
il
AT+DRVPWMINIT=5000,13,17,16,18,19 // % & 4 A#E#&, M EH 5 kHz, H o B =E 4o
<13 fr
AT+DRVPWMINIT=10000,10,17 /) RATHLEE 0, M E 0=

i
~kHz, AZHAp#HEH 10 fr, £ € PuM XA 4L ABRE - MEE

3.10.4 AT+DRVPWMDUTY: k¥ PWM L%:Lb

v

15

N

R

X

=

[AT+DRVPWMDUTY:<ChO_duty>[,...,<ch3_duty>]

Wi i ¢

{OK
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5%
* <duty>: LEDC i 555 H, 5[ [0,2 WFRIE],
e

» ESP-AT £ e ¥ 4 MiliE.
o AHAEBEILTNRE LT, HEAEIZSE.

il

AT+DRVPWMDUTY=255,512 // & B # & 55, WEEE 1 a2 thA 512
B i % 0

AT+DRVPWMDUTY=, , 0 /A&

3.10.5 AT+DRVPWMFADE: ¥ PWM @i

%

&E

AR
Is

O

X

=

‘AT+DRVPWMFADE—<chO_target_duty>, <chO_fade_time>[,...,<ch3_target_duty>, <ch3_fade_ J
—time>]

o <target_duty>: HAR¥EA 525H, JEE: [0,2 duty_resolution ]
o <fade_time>: WiAZ[ i KEIE], Hfi: ZF,

]

o ESP-AT i ZHE ¥+ 4 MEiE .
o FEANEIELFEINE <target_duty> fll <fade_time>, FHIZEHMKEITA],

il
AT+DRVPWMFADE=, , 0, 1000 /) ER— AW R EEE 1 R ER O
AT+DRVPWMFADE=1024,1000,0,2000, // R — S e E¥EE 0 & & = HiEE Ho
~1024, WHHHEAKEE 1 B ERHERH O
3.10.6 AT+DRVI2CINIT: #Ji&4k 12C FEHLIRE)
E WA
A
[AT+DRVIZCINIT:<num>, <scl_io>,<sda_io>, <clock> }
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Wi 3% ¢

[OK

- <mum>: D2C B, W 0~ 1 WRAEERTOSE, AT RIS 2C H.

e <scl_io>: I2C SCL {5511 GPIO 5.,
e <sda_io>: I2C SDA {51 GPIO =-,

o <dock>: FAHUBT Y 12C MR, A7 Hz, fR{H: 1 MHz.

Bl

o AR SR 12C AL

il

AT+DRVI2CINIT=0,25,26,1000 // #J# {4 I2C0, SCL: GPIO25,

LB A E 1 kHz
AT+DRVI2CINIT=0 // BUH I2C0 ¥

SDA: GPIO26,

IT2C.

3.10.7 AT+DRVI2CRD: i 12C %

- :
wE WA
Wi

[AT+DRVIZCRD:<num>, <address>, <length>

W 3% ¢

+DRVI2CRD:<read data>
OK

o <num>: 12C i A5, JuH: 0~1,
o <address>: 12C M5 HhL
— 7 {iHhE: 0~ OX7F;

— 10 fiiddil : 55— DI RTHT-EAM R 1111 0XX, HrP i 5 M7 XX 2 10 {7 bk i 5 2 9 A7 o Bl
an, g 10 f7 ikl >4 0x2FF (b” 1011111111), AR 245 A Byl A 0X7AFF (b’ 111101011111111),

o <length>: I2C ¥{i K&, JWHE: 1~2048,
 <read data>: 12C %,

(A
o 12C kg i il — A

il
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AT+DRVI2CRD=0, 0x34, 1 // I2CO M M i 0x34 A EE 1 F¥WHE
AT+DRVI2CRD=0, 0x7AFF,1 // I2C0 M 10 fr 4 Ox2FF A B 1 F ¥ #h R

// I2C0 M4 0x34, FHEH I 0x27, E 2 FH
AT+DRVI2CWRBYTES=0, 0x34,1, 0x27 // I2C0 4 B3 & H i 0x34. FH EH 4 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO0 T HH 2 F¥

3.10.8 AT+DRVI2CWRDATA: G A 12C %

v

H

N

B

¥

v

A

=

[AT+DRVIZCWRDATA:<num> , <address>, <length>

W i <

OK
>

e BRI RS, A GRS AR, SRRAFISEERE R E S, B mITR .
R R, R ]

[OK

AR AR, R[]

[ERROR

o <num>: 12C A5, JEHE: 0~1,
o <address>: 12C MHLAsHALE
— 7 fiithihl: 0~ OX7F;
— 10 ik - 55— AR ET-EAM2 1111 0XX, Hodr i J5 Az XX & 10 bk i 5w W« il
an, ansf 10 fHehk A 0x2FF (b’ 1011111111), AR % AR Hu4EA 0X7AFF (b 111101011111111),
» <length>: I2C ¥R K&, JLHE: 1 ~2048,

A
o 12C kg i i)y —#b.

il

[AT+DRVI2CWRDATA:0,0x34,10 // I2c0 BN 10 F ¥ % Z # it 0x34 ]

3.10.9 AT+DRVI2ZCWRBYTES: G AAME L 4 1) 12C £ds

v

7

XF

fir &

iy
2

Ele
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[AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data>

o <num>: 2CimHS, JEH: 0~1,
o <address>: 12C MHLi%gHudl .
— 7 fiHitk: 0~ O0x7F,

— 10 fihbdik - 55— ADFAT R E-EAALE 1111 0XX, Hodr g 5P A7 XX A2 10 {7k ) f s A7 . Bl
an, sk 10 fiz k4 0x2FF (b° 1011111111), AR A% ARGHHE A OxX7TAFF (b’ 111101011111111),

* <length>: 5 AR 2C Hi g, G/ 1~4 735,
« <data>: Z¥{ <length> $&E KEEHEIRE, #iF: 0~ OXFFFFFFFF,

]

o 12C kg i Al —#b

il

AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FH #HE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F¥H HIE 0x1234 £ 10 AL 4k
—0xX2FF

// I2CO0 B ik 0x34., F 7 HH i 0x27, K H cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥i SPI GPIO

v

7

4

E A

¥

oy
%

e

[AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

W i <

[OK

S

o <mosi>: FHMAESXTI A GPIO 1.

o <miso>: FAMMBIESHN GPIO &, #AMM, B -1.
o <sclk>: SPI 4P E-4F 1) GPIO & .

o <cs>: BEFEMALIIE SRR GPIO 4], #ANEH, B -1,
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3.10.11 AT+DRVSPIINIT: )54k SPT 3Pl 5)

v

BEE A

N

v

A

=

[AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb] ]

W i <

o <clock>: W4, 45%0ckh 80 MHz, BAfv: Hz, HK{H: 40 MHz.
e <mode>: SPI i, JuR: 0~3.
o <emd_bit>: BB RIERIAGEL, JER: 0~ 16,
* <addr_bit>: HihEFrERBGAGEL, JEH: 0~ 64,
e <dma_chan>: jiijf 18 2, AF% DMA IR 4 0,
o <bits_msb>: SPI %#Etg = :
— bit0:
« 0: SEf%%H MSB (RN )5
« 1: Jei%Hy LSB,
— bitl:
« 0: JERI MSB (BRiA )
« 10 32l LSB,

Bl

* {51E SPI WA L Ei T & SPI GPIO,

2N

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H % : 100._

~kHz; R 0 AN Ef i BERKIALEAN 0; L@ F DMa; K f gk LS
OK

AT+DRVSPIINIT=0 // Ml SPI I 3z

OK

3.10.12 AT+DRVSPIRD: it SPI %2

=

,/?\:

[AT+DRVSP IRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

Wi

+DRVSPIRD:<read data>
OK
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o <data_len>: FFiEHU) SPIBEK BE, JEH: 1 ~ 4092 735,
o <emd>: Ay HHE, BUEKEH <cmd_len> SN E .

» <cmd_len>: AYRAEEH R, JEH: 0~2 5.

o <addr>: fy&Hidk, HuhEKEH <addr_len> S E.
o <addr_len>: ZARAGHFHIEIEE, JEH: 0~4 5.

|

« #MJT DMA, <data_len> SHUAEK RS E MBI N 64 45

il

AT+DRVSPIRD=2 // B 2 F % %
+DRVI2CREAD: ffff
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // # B 2 F % H## , <cmd> % 0x03, <cmd_len> 4 1.
% ¥, <addr> % 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.10.13 AT+DRVSPIWR: A SPI %

=

DN .
A

=

[AT+DRVSP IWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

] i 2
M <data_len> BEMEART 0, AT R[4 :

OK
>

YR BRI RS, A GRS AR, SRRAFISEIRE R E S, Rt mITh .
AR S, AT R[] :

[OK

Y <data_len> BN O W, BEN AT HtLharSRisthht, Atk SPI &, SR AT iR |u]:

o <data_len>: SPIZ#R{CE, JiFE: 0~4092,

o <emd>: Ay HHE, BIEKIEH <cmd_len> ZEE .
o <emd_len>: ARAEE RS, JEH: 0~2 575,
o <addr>: fyHidik, HbbKEH <addr_len> K E .
o <addr_len>: ZARAfEHPHUBEK RS, JER: 0~4 FAY.
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B
« FARMH DMA, <data_len> ZHIFKAENS IR AIE N 64 545
2N
AT+DRVSPIWR=2 // BN 2 F ¥ % &
SK /] T B B AT R E
OK
AT+DRVSPIWR=0, 0x03,1,0x001000,3 // B AN 0 F ¥ H# #, <cmd> # 0x03, <cmd_len> # 1.

“*%—:—%—1

OK

<addr> % 0x1000, <addr_len> # 3 F %

3.11 Web JIl%528 AT iid

. AT+ WEBSERVER: J& /2% /i Web 7 45 240 & Wi-Fi %45

3.11.1 #v&

Y BOARY AT B SCRRIC I 1) AT 6% WERERTE 2 ESP32-C6 SCHF Web [l 45 #rfin 4, 1 H
1747 ESP-AT 142, {E55 TP TS TAR HLESE:
e |3 Component config>AT>AT Web Server command support
3.11.2 AT+WEBSERVER: pijl/28 1t Web JIl 55 25 0ic & Wi-Fi ¥4
BE WA
%
[AT+WEBSERVER:<enable> , <server_port>,<connection_timeout> }
M)
[ex 1

o <enable>: 5 H/2% H Web iR 55#5% .
— 0: 25 J1] Web I 55 45 H-RERUEH X B2 U .

- 1: JF3 ] Web lR554%, L5nT DATE A fc {5 sl 8 0 WA L B Wi-Fi 4245 L.
» <server_port>: Web IR &#5i 15 .
* <connection_timeout>: £ EZ KM EE] . B FP. JER: [21,60].
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e

o B WA AR DASRAE Web IR 5525 r i ) HTML SC:, —Fp@ i FAT SCHRSE, HETTFRZ A
AT FS 4. o5 — M2 i i A SCHRA7# HTML SO (BRIAIRE ) .

* BN HTML 342 index html o AR T2 [ @ L HTML SCAF) s g (el o S0y, R E
BUOZSCARI] s QIR FEEE A L HTML U B NES (B fm—A7 B ), TR ZEXT R
& PR RS SO at_web_server_cmd.c .

o B LRIT Y socket (135 KECH A RE/NT 12, f&0] PAYE menuconfig H1 % B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, JR/GEH%H
B (%30 ResiF ESP-AT 1.42).

o AT [E{FERINA SR Web IR 5548 AT fird (S 30HY see ESP-AT Bl #+ % 5%) , {HEZX W] DAYE menuconfig

ik E Y Web iS5 8% AT 5% . /build.py menuconfig > Component config >AT > AT

WEB Server command support, AREEHMHIFLE (% R R%iF ESP-AT 1.42).

ESP-AT ¥£ ESP32-C6 & 5% 45 25kl ] 7 (captive portal), W] S35,

W 2 5 ] 2% SCRY Web Server AT 7= 15) o

ZATA S ITTR, JEIS1E 2% at/src/at_web_server_cmd.c.

5% 4T £ 3, OTA SR FREUEZ OTA 4.

il

// B web R4 &, wuE 80, FAEEHEHEE 50 B

AT+WEBSERVER=1, 80, 50

// ZER web R & &H
AT+WEBSERVER=0

312 H ) AT o

45

AT+USERRAM : #84F 1l P25 1 RAM
AT+USEROTA: F3¥45 5 URL Fh4% [ {4
AT+USERWKMCUCFG: ¥%'% AT Mefif MCU [ il &
AT+USERMCUSLEEP: MCU 3571 B T BRI RS
AT+USERDOCS = 1) [l {45 [ 1 I P SCRY 4%

3.121 #r&

T BOAR AT P CHFICOUR FRIBTA AT frd. WSREORFE ESP32-C6 Sl 1, i F 7%
% ESP-AT 142, 7E85F RO R T A% HLpk P

e 2] Component config>AT>AT user command support

3.12.2 AT+USERRAM: $:1i:H P42 RAM

tEiiar A

Dyt

A A AT B2 RAM )

ks
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[AT+USERRAM?

Wi % ¢

+USERRAM: <size>

OK

ifig:
L. BE. 5. R BEEUH T RAM %5[H]

e

[AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®RER, 28X NEHE

OK

¢ <operation>:
- 0: BERUH ' RAM 5[]
- 1t 4rfECH P RAM 5]
- 2: [ RAM B
- 3: MHF RAM 3e85#
- 4: R RAM %
o <size>: AL/ SR T RAM K/
o <offset>: 32/ RAM i, Bhil: 0

BEW]
o WPEPATARAT AR A 2 i BE 7 RAM Z5[]

* Y <operator> iy write I, RGEUE| a5 ILHATIRE] >, MR

P EN 5 <length> —3(,

o M <operator> A read BHF H K KT 1024, ESP-AT & DARIFEASEZ KN E ,

AT 1024 FEPE, 5% LA \r\nOK\r\n %%

il

nTDAR A RS R, %L
BRINE RZ

// AW 1 KB K F RAM % Jq
AT+USERRAM=1, 1024

// # RAM R FHMEE AN 500 FH HE
AT+USERRAM=2, 500

// M RAM B A g H 100 LB LB 64 FFHE
AT+USERRAM=3, 64, 100

// BHH P RAM % ]
AT+USERRAM=0
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3.12.3 AT+USEROTA: Hififaa URL T4l 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEA

Dyt
TH9E] URL Hi 7E BAS 1 [

[AT+USEROTA:<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>

Ja, Rl

[Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[OK

WER SRR R B TR, R )

[ERROR

ZH

o <urllen>: URL K, HifE: 8192

Bl

o TEA[ DA GitHub Actions 2. F 2, Ji 5 200 OTA [, WnlPAEF7% 35 ESP-AT 142 A R ir a5 B

OTA [,
e OTA [&ff>5 build/esp—at .bin,
o FHHE T 2R DL .

o WERMZE R ESETTRRIN, AT KfiR [ ERROR, FHAERF— B .
o NEBTIRBNHBA . FEENHRARSAFAE—E AR TR, H ATk

IHAS, AR E TR B AT B .

o BTG AT FfF)a, WHAT+RESTORE YR ) B E -

e AT+USEROTA ¥ HTTP fil HTTPS.,

LUB SIS S &l

o AT fiith > FARFIE, Bl TIRRR E AN TR B PR T#E L, ARTRELARI 7452 (CR-LF).

* Y4 URL 34 HTTPS B, AEIL SSLAIE. WIHRELR SSLAAIE, &t 5174 i PKI SCHAR JERFEAT]
FEEIR R X, 2 J5HE AT+USEROTA A& SL AR Hom &k 45 . %1 PKI U1 5% 4o
77 & % PKI B2 & ., X}F AT+USEROTA 4, T[&% ESP-AT T FE#2{Ltf%77 %] USEROTA.,

« (S H Ao T R OTA FH48 FKEEZ OTA fird.
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il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wi MCU ¥y &

LB AL A
WA

ik
Bear B E AT A MCU [BLERIRES, DA AT Qufafiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT R MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SE SRR, AT 25 AR5 5 AR K . MCU i sl 2 i) Jo /g BRI (5 =

[

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

* <enable>: 5 I E( 4% IR TIC o
- 0: ZEHIMefiE MCU Jii &
- 1: ffifEmefiE MCU il &
» <wake mode>: MR,
- 1: GPIO Mafig
— 2: UART Mg
o <wake number>: %S E X BT <wake mode> H{H.
— IR <wake mode> & 1, <wake number> ftZEMEES I GPIO 4. F P aE B IE L & 1
WA B AR &, R R e A AL B
- R <wake mode> J2& 2, <wake number> fUFEMilE UART %45, 45l A %45 1, BId:
UART1 Mifif MCU,
o <wake signal>: ZZ 5= BT <wake mode> H{H.
— R <wake mode> 2 1, <wake signal> fUFEMLEEAF,
+ 00 KA
+ 10 EHLP
- W <wake mode> 22, <wake signal> fUFEMEEFYT. JEMH: [0,255].
o <delay time>: 5 RZERGRA], B 28, JEHE: [0,60000], ZSEH) = LR T <wake mode>
IHE.-
— MR <wake mode> 2 1, NIFE <delay time> H[E]N, BH—H % <wake signal> Hi,
<delay time> 3|5, W%E <wake signal> HiF,
- IR <wake mode> 22, W7 HI%. %X <wake signal> F77, #HAZEGEIEMN.
o <check mcu awake method>: AT K& MCU 254 TR IR ZS o
- Bit0: @& JF 5 5 AT+ USERMCUSLEEP iy 4[] 8k « BRIANTF 5 - B : Y 2] AT+USERMCUSLEEP=0
4 $ MCU ik 1ic3] AT+USERMCUSLEEP=1 fy4-, 471 MCU HER.
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- Bit 1: @ EIF R HAT+SLEEP=0/1/2/3 s %1 KBk ERIAZEM . Bl 13 AT+SLEEP=0 1y 4, &
7~ MCU BE3€; k3] AT+SLEEP=1/2/3 64>, %%/~ MCU HEHR .

- Bit2: @EIF)H <delay time> #@HI/EHE/~ MCU kTR, BUAZEH . BP: ZEHA), delay
time 5, 8/~ MCU BER; {HRERS, delay time 5, $§77~ MCU Xk,

- Bit3 (BARLIM): 2 FFE GPIO #5/8 MCU ERIIEE. ERIAA R

|

o i HFEENE K.

o BRR AT [n] MCU 38l AR BARTT, 20k (59 ik A% fE, <delay time> WAE| T2 )5
B ESWE. BRSPS MCU (R L Hses.

o MNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H T2 MR
ST B PR BRI S5FFF <delay time> WG, & HINHREERE.

Bl

// FERYE MCU BBE . K AT M MCU XFHEwW, 2% A wi-Fi #HRE GPIO18.
SEM, BWT%E MU, AHEHFEET 10 .
AT+USERWKMCUCFG=1,1,18,1,10000, 3

// ZEF%EBE MCU BE
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU 4575 H CHEIRIR &
At o

Dy :
TEAT+USERWKMCUCFG 41 <check mcu awake method> Bit O iR B &N T, A S4E%%. H
T4 AT 2457 MCU [ RERGIR A o

[AT+USERMCUSLEEP:<State>

o] 7 <
(o
* <state>:
- 0: /8 MCU [iEk .,
- 1t ¥8/8 MCU REHR.
il

// MCU 4 41 AT ¥% ® MCU P %
AT+USERMCUSLEEP=0
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3.12.6 AT+USERDOCS: #5ifglalf: %t i H  Sepei 4
b A

i
P24 HAS A R I8 9 SO P SR i

s

[AT+USERDOCS? }

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c6/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c6/index.
—html"

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

3.13 AT &2k

] AT Ay A PRz
it BN WA
it s 2 AT+< i QAR >=? FRIBCE A 1 N SR UEE
a4 AT+< T2 55 >? iR ]2 B S
BEAS AT+< AT QAR >=<---> BEM P AEXSEUE, Hsfrad
W AT+< A Q2 F5 > AT B E XSRS

o NREA AT a8 AR AR Ay &

o W BMASL, HE SRR S BRI T S

o RFEG <> WIS LA ] LA .

o RS 11 WISHOTUAE M, ARSI EEATEGAE. B0, i2fTAT+CWIAP fir & i I A LS4
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

© VEHHSBOGIA SRR, LA, DRk,

[AT+CWJAP:"ssid" , "password", , 1

s RG I SFER TR S, W

[AT+CWSAP:"ESP756290", "21030826",1,4

o BEIRTFAFFNERL LB, YEF s TR A . "\,
-\ SRR
-\, BGES, MBS HNES ILHERE L.
- \": FSOGS, FRTFAFRSEINE |5 ToHE L.
- \<any>: ¥ <any> FfF, BRI <any> F4°F, A RBHTL.
o HA AT @A R IR AT R B0 3L, He R R L. BN, AT @4 03T > S A SR
b, BN B

AT+CWJAP="comma\,backslash\\ssid", "1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"",1,0

o AT fip % HBRIAB R % 115200,
o Bk AT fir MK BEA B 256 5
* AT i DUBIAT (CR-LF) 453, FrLAR 0 THVIE N .
o AT 345 1R ) 2 i WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string index

3.14 S fE RRAFAE flash iy AT @54

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—Ha oM SECE SRR IR S flash 7] DAUEALAT+SYSSTORE fir QR CE, RS WL a9 1A
R

il AT S B SHURAE, 2l NVS BESCiiy. Wik, QRaSIEMENSEIE, WASEA
flash; QR AFSTCEAFKSEAE, fash A PITE SR

3.15 AT {8

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT IR, (#3h)
AN K ESP-AT iy SR £ R IR, #51ff & 3% ESP-AT iy B BATEE R o WM 5 — 4% T
BRI OK 5 ERROR.,
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22 3: ESP-AT 1%/

AT Nz 52 RR

OK AT iy Ab P52 e, 3k [A] OK

ERROR AT iy -G R s AT A rp 2 A R

SEND OK BB k2% E Wk (4 X} FAT+CIPSEND
MIAT+CIPSENDEX iy %) , HARFLHEED £ K 3
P

SEND FAIL i) P IS AR K2 36 BB B AR AR R (41 X% T AT+CIPSEND
FNAT+CIPSENDEX fi54)

SET OK URL B2 82hikE (4% TAT+HTTPURLCFG %)

+<Command Name>:. . .

FEAtE AT fiy &40 BHEER

« ESP-AT j Bty (F:3h)
ESP-AT &:4R45 A4 P B EAPIRSZ LB B

% 4: ESP-AT 34 HLR 45

ESP-AT &2 & it BA

ready ESP-AT [E{/-C & HE &2k

busy p--- %%%ﬁ,EEﬁﬂL %A%, oI
s

ERR CODE:<0x%08x> ANl i 2 B A R AR

Will force to restart!!! A7 R B e A

smartconfig type:<xxx>
Smart get wifi info
+SCRD:<length>,<reserved data>
smartconfig connected wifi
WIFI CONNECTED
WIFI GOT IP

WIFI GOT IPv6 LL

WIFI GOT IPv6 GL
WIFI DISCONNECT
+ETH_CONNECTED
+ETH_GOT_IP
+ETH_DISCONNECTED
[<conn_id>,|CONNECT

[<conn_id>,]CLOSED

+ERRNO:<error_code>

+LINK_CONN
+STA_CONNECTED: <sta_mac>

+DIST_STA_IP: <sta_mac>,<sta_ip>

Smartconfig 257

Smartconfig &3k HX SSID F] PASSWORD

ESP-Touch v2 23k B & L5

Smartconfig 52 /%, ESP-AT 3443 Wi-Fi

Wi-Fi station 3 [ & 7323 AP

Wi-Fi station % 1 2L 3K HL IPv4 Mk

Wi-Fi station 43 [T L $RH IPv6 i A i1 ik

Wi-Fi station 42 [ 2L 3R HL IPv6 4 Jmyiik

Wi-Fi station 3 1 2.5 AP Wi FFi%4:

PAK M2 O B EH:

PAK 422 11 23R IPv4 Hiihl:

PAK M2 01 E BT

ID fy <conn_id> ML EREE Y (BRI

#LF, ID K 0)

ID 4 <conn_id> (M EZ W (ERIATE

{ET ID 3 0)

A PAT IR MO A B 1

- B TCP jE4:. UDP f&%j. SSL R 45 #%
RIS, SRS EguR A R NE
P71 SO_ERROR; #: SO_ERROR 0,
D3R ] LwIP [ errno; #r errno A 0, Niji%
[l ESP-AT & 5 1R
— ST SSL ERERIET, BRI R

Ml S A UE A R AR R R
FETRAS M 0, IR [0 mbedTLS [ 45 iR h ;
#7 mbedTLS FJ45 RIS H 0, NJ3R M esp-tls
MR RIS # esp-tls PUEETRIGA 0, MR
] ESP-AT & X 45150

TCP/UDP/SSL #1411 B

station 143 % ESP-AT [ Wi-Fi softAP 2 [
ESP-AT 1) Wi-Fi softAP 33 [ 45 station 4} fi. IP
Hhdik

ZTm
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R4-BEW

ESP-AT B & WiAA
+STA_DISCONNECTED: <sta_mac> station 5 ESP-AT [ Wi-Fi softAP % I [/ 3%

Wt

>
Recv <xxx> bytes
+IPD

FEARX TREE

SEND Canceled

Have <xxx> Connections
+QUITT

NO CERT FOUND

NO PRVT_KEY FOUND
NO CA FOUND
+TIME_UPDATED

+MQTTCONNECTED
+MQTTDISCONNECTED
+MQTTSUBRECV
+MQTTPUB:FAIL
+MQTTPUB:OK

ESP-AT (E7ESE R P A58

ESP-AT M fir4-iiis 1 E L E] <xxx> T4
ESP-AT e JE B LA T, SUREIR A M4
HdE. ALATHHEERE:

- R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #J HlI: +1PD,
<length>

- R AT+CIPMUX=1,

AT+CIPRECVTYPE=<link_id>,1, T
Fl: +IPD,<link_id>, <length>

-1 LA AT+CIPMUX=0,
AT+CIPRECVTYPE=0, AT+CIPDINFO=0,
THI: +IPD, <length>:<data>

-t H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, T Ei: +1IPD,
<link_id>, <length>:<data>

— 1 ) AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, ¥ Hl: +IPD,

<length>,<"remote_ip">,
<remote_port>:<data>

-1 T AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 7

EJ: +1PD, <link_id>,
<length>, <"remote_ip">,
<remote_port>:<data>
H i link_id F i# # ID, length H
B4 K JE, remote_ip 4 it 4y IP M ik,
remote_port Nkl 15, data NEHE.
HE: MR SSL R, FERiahizl
T (AT+CIPRECVTYPE=1 ) , AT 52 M B & 1
length W] BEFNSE PR AT B SSL Al BEA—
. N AT 25 A SSL 2 Al se i Fii <
BE, R SSL R AT BN 0, AT £k
Il 2 A B
ESP-AT fEi#E LB, CURER B M 4k
T
BUHFE Wi-Fi 558 a2 X, T 2880
LR BN R 55 25 B s K IE B
ESP-AT ;B 4} Wi-Fi i£ 542X,
TE H E S K AR R EIA R s A1
TE B & U KA A B A R L5
TE H & o R H A 3401 CA I
RGBSR B . HAEKIRAT+CIPSNTPCFG iy
LIEEHE B EEE, RS SNTP k55 453K
HUEIH IR, A 2FTEIHIE S .
MQTT . %E#% broker
MQTT 5 broker & WrIT %42
MQTT & M broker Uit 2% #E
MQTT %A £ 2R
MQTT A1 458 52 i

ZTn
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F4-#ELEW
ESP-AT i 2 & 1A
+BLECONN Bluetooth LE &2 2 3 57.
+BLEDISCONN Bluetooth LE &4 2. W -
+READ il i Bluetooth LE MEHz 4T RE UAE
+WRITE i# 17 Bluetooth LE #4755 A#E/E
+NOTIFY 3k H Bluetooth LE i%$%[# notification
+INDICATE 3k H Bluetooth LE #4211 indication
+BLESECNTFYKEY Bluetooth LE SMP %£4H

+BLESECREQ:<conn_index>
+BLEAUTHCMPL:<conn_index>,<enc_result>
+BLUFIDATA :<len>,<data>
+WS_DISCONNECTED:<link_id>
+WS_CONNECTED:<link_id>

+WS_DATA <link_id>,<data_len>,<data>
+WS_CLOSED:<link_id>

+BLESCANDONE
+BLESECKEYREQ:<conn_index>

+BLE_TT_MODE
+WRITE:<conn_index>

33 E Bluetooth LE 35 (4 I 45 i %5 5K
Bluetooth LE SMP P % 52 5

ESP 345 U B M FHlim & 3% 1) BluFi ] P E &
#3: ID 5 <1link_id> ) WebSocket 1433 L Wt
3:':

R ID i <1link_id> [ WebSocket %42 £
A

#42 ID 2l <1ink_1id> 1) WebSocket 25 %]
B

#42 ID 2 <1ink_id> 1) WebSocket #4E &
]

HitgR

Xof i L 2B Z BU AT 5K, ESP 35045 1l DA A %5
HT

A BLE &R

EFELRATT, (HE notify (% indicate i}, §T
FIPA “+WRITE:” JF3KIHRIE B

3.16 AT Hi&

Wi en ik de o B R IREXT LR I, ESP-AT Skl R HAGEE, A T ESP-AT 19
BATRE . BMATLAR A R R ERE, EREZSHMNHERR. Ty a5 e HERE
SR -
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2% 5: ESP-AT Hi

AT BE

iR

at-common: write dlen:0

at-init: at param mode: <mode>

at-init: v4.1.0.0 (<src>)
at-wifi: negotiated phy mode: <phy_mode>

at-wifi: wifi disconnected, rc:<reason_code>
at-wifi: wifi recon-
nect..(<index>/<total_count>)

at-net: unknown host: <hostname>

at-net: send failed, s:<send_len>ri<ret_len>

at-net: link is changed

at-net: link:<link_id> is on netif:<netif_id>

AT 64 ) RX US| JEFH A #icdhs . 1 5 X 2e %
PFEEHZN\0 F5F. R UART F1 MCU
WeE, HKAE:
« ESP32-C6 ) UART RX 5| Jiil /& 75 1F ff % 322
3| MCU 1 TX 5|}
* MCU &% %3k T 3k AT fp 248 X4
* MCU E G IEHICE T UART AR, K
(A A I VAN & 57 8 AN T
« MCU [ GND 275 IF i %4 5 ESP32-C6 [
GND 5|

AT HIIHALI ) S50
* 0: LS
o 1: fii ] mfg_nvs 43X B S5
e 2: ffiff] factory_param 43 [X B {344

AT & {4 8 RRCAS-Z R0 7 o] 424 A= RSP A T

Wi-Fi Station i£32%3| AP BHF Y PHY Bz
¢ 0: Low Rate

11b

11g

11a

HT20

HT40

HE20

VHT20

e o o o o o o
N O R W -

Wi-Fi station Wi FF &8 [t A 4G A5
Wi-Fi station 1F 7F HiE %] AP

TLIEMAT EHL44 <hostname>, iff % DNS %
R I 285 12 2
RIEFAER M, KFERK R <send_len>, SLfx
REK N <ret_len>., THRE TR,
AT {ER R S5 A50, FEBIR AR SRR, % i
E2 30 [P =T N OE- 9 b L )i e
4 <link_id> 7E W 2582 11 <netif_id> | #5717 i)
T

e 1: Wi-Fi station [

e 2: Wi-Fi softAP £ [

e 3: PAKMED
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Chapter 4

AT iy % 7l

4.1 AT il bz {15 S Sl B

s BRRGIHE L8, KA HTTP &% T R4k

411 FHRSENSAIE, S HTTP &1 b Rhe

ARGIPA R 38— PNG #& 2089 B R SC ), B R824 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

[AT+RESTORE }

M .

[ox )
2. #%E Wi-Fi £t station.
fird:

[AT+CWMODE=1 }
M .
o ]

3. e A

[AT+CWJAP="eSpreSSif","1234567890" }
M K -

WIFI CONNECTED
WIFI GOT IP

OK
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LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

[AT+SYSMSGFILTERCFG:1,18,3 }

i Y«

OK

>

BERHIA ©+HTTPCGET: [0-91*, (3518 F45) M \r\ns (353 547, Hobt \r\n XHR; ASCI
AT AIE 4, Bi: OD OA). Wik :

[ox )
ALK
e “+HTTPCGET: [0-9]*, ALFPIEN KRN, F/RVUALPA +HTTPCGET : F13k, BRERFHE —HAL
T, WA NESHTAE.
o \r\n$ NREIMEMFRL, FI/RVEEA \r\n TS
5%%%%%%&%%::ﬁ%@ﬁ?ﬁ%&ﬁ%OK%%ﬁﬁo
? N

[AT+SYSMSGFILTERCFG=1, 0,7 }
N . :

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

(ox 1
PiHH -
* \r\nOK\r\n$ HEIIEMFAEF, FIRVLEPA \r\nOK\r\n RN T .
6. BEHASZEELE

[AT+SYSMSGFILTER=1 }
i . <
[ox J
K
* HRMARGH R, a4 S8
7. R
[ATEO ]
M B -
& )
8. MEkE A

THEE R, BCEARINEICGAT RN 2048 547, MZEHEINTA 5000 2£ 70 (VERL: MAGERIN AN 2 iy
LI, BLARRY S YA EINEAT EESE 5 AR BNCE MRS5S R, WP 4% R . TR
E‘JW%%?%EP, UNSRAF PR RERN — R S5 SR am O Rt , WA & KPR 25 5, X P RS 2k &
HIFR ) .
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-
AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
—2048,2048,5000

Nl . <

// WAL, MCU % % £ # 0 3| &/ https://www.espressif.com/sites/default/files/
—home/hardware.png & H X K .

iﬁﬁﬁﬁi
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. kRt ks
frd:

[AT+SYSMSGFILTERCFG=0 }

M B :

(ox J
10. 25 RS0 E g
‘DLE/\

[AT+SYSMSGFILTER:O }

i B <

[ox )
1L JF/5

%

[ATEZL }

M B -

& )

4.2 TCP-IP AT 754

AT A2 AE ESP32-C6 B 5 BindTTCP/IP AT 4 % v 2 A7~ Bl o

o ESP32-C6 % &HEH TCP % P o3t 5 % ik 1

o ESP32-C6 5445 TCPIR %Rk 5 %i%53E

o 3% [P Wkt Fosy 0 ) € 44 UDP i@ fz

o 3% IP Ho 3k Fosg v 9 T oy UDP i#fz

o ESP32-C6 & &1Fh SSL % P 5% 3k 5 ik 4%

o ESP32-C6 % &1EH SSL R 4R %44

o ESP32-C6 % &1¥ % SSL % P J@g;uéﬁuﬁaﬁ-@%

o ESP32-C6 1% &5 SSL MR 45 3% 5 SGINGE % % 3%

 ESP32-C6 % %1% h TCP %\F«% w3 Pikds, I UART Wi-Fi & 1%
o ESP32-C6 % &1E#4 TCP IR %%, 53 UART Wi-Fi & 1%

o ESP32-C6 i% &1k % softAP £ UDP 1 ¥y ¥ 5231, UART Wi-Fi i 1%

o ESP32-C6 % & R B A IENMAL X T 09 B4 F 4495

o ESP32-C6 i% %7 /32 mDNS JR %, PC ifiiti% %i%4£%)1% &9 TCP R 4%

4.2.1 ESP32-C6 551 h TCP %5yt vr P £

1. 8 Wi-Fi i34 station,
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[AT+CWMODE=1 }

i

& )
2. EPEFIE

[AT+CWJAP:"espressif","1234567890" ]

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o T4 A SSID %55 ml BRI iRy S H AR . 5 150 B 251 26 FR #4517 SSID F1%515 .
3. #rifi ESP32-C6 4% 1P Mtk
e

[AT+CIPSTA? }
M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
K
o WA BE S Bk A AT

4. PC & ESP32-C6 &% £ [l — A i .

AEPC _EAf 25538 T2, 81—~ TCP iR 45 %5 . 15110 TCP AR 45 % TP #itht >l 192.168.3.102,

Wik 8080,
5. ESP32-C6 &£ 1F N7 Fimid ik TCP #4238 TCP iR 528, R4 1P #ubikly 192.168.3.102,

124 8080,

iy 4

[AT+CIPSTART="TCP","192.168.3.102",8080 }

M B -

CONNECT

OK

6. Kk 4 FHAE.

[AT+CIPSEND:4 J
N . :

OK

>
A4 AR, Bl ARG test, ZJa AT KA AT AR

-
Recv 4 bytes

(T
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lSEND OK

(B L)

LUK

-ﬁﬁJAE’J?%ﬁEﬁ AT+CIPSEND My EMEKE (n), WMHRERES

IREARAHT 0 DAY, KGR SEMS LY. SEND OK.
7. I 4 FATEE .

s TCP M55 i Aik 4 FAr i (Bl test), MARLLSIUR:

WL busy p..., K

[+IPD,4:test

4.2.2 ESP32-C6 551k TCP 55254t v 2 &4

24 ESP32-C6 i TCP JiR55 #eit, AUETAT+CIPMUX=1 fiy - fREL B, P wl e 24> TCP

2 P R 5] ESP32-C6 1545

PATF 2 ESP32-C6 1% 45 1F A softAP %37 TCP iR & #aitn Bl N2 ESP32-C6 X5 {F A station, W] 7L %

I P A5 e 1 TR R R YRS R 5

1. %% Wi-Fi 3t softAP.,
firde:

[AT+CWMODE=2

i . <

[OK

2. [fREZ .
fird:

[AT+CIPMUX=1

i B -

[OK

3. & H softAP,

[AT+CWSAP="ESP32_SOftAP","1234567890",5,3

i [ <

[OK

4. T3] softAP (5 H.,
e

[AT+CIPAP?

i . -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

R
o AR L RT AES A AR AR ]
5. 57 TCP 55+, BikumI1h 333,
i
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[AT+CIPSERVER=1 J

i B <

& J

6. PC jER:%| ESP32-C6 1% 511 softAP,

Wi-Fi: Looking for Networks...

Turn Wi-Fi Off

v ESP32_SOFTAP a =
360WIiFi-C403 8 =
AC750 a =
aobrmtWGGx 8 =
ASUS_AC1200 8 =
ASUS_AC1200_5G 8 =

7. £ PC AT M4 T B TCP %7, 453 ESP32-C6 & @i TCP R 55 -
8. KK 4 FATEUREI M 45 R ID O 0 f5ER% L

i

[AT+CIPSEND=O,4 ]

i . <

e

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

AR
o A ARFETEH L AT+CIPSEND M ERKEE (n), MRS SN busy p. .., kA
EHHEET 0 ANFAY, KESERUGIR. SEND OK.,
9. MIMZEIESRE ID 0 f4%Rs il 4 745
e TCP k528 4% 4 AT EE (Bdih test), MARGESHFIR:

[+IPD,O,4:test

10. 4P TCP #:3%,
i

[AT+CIPCLOSE=O }

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
iy

[AT+CWMODE:l ]

i . <

Lox J
2. HEHE| B

[AT+CWJAP:"espressif","1234567890" ]

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Fxifi] ESP32-C6 4% IP Mtk
e
[AT+CIPSTA? }

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

K
o A ZE R T g 5 _LaRm by AN ]
4. PC 5 ESP32-C6 %45 5 7] — B HH -
1E PC i M &I T2, G1#—4 UDP f£4. 40 PC 1 IP #uik>ly 192.168.3.102, N
#8080,
5. ffife2 .

[AT+CIPMUX=1 J

i B <

[ox )
6. A7 UDP &4, 404 ER: ID 2 4, Jofe IP Hihkh 192.168.3.102, ik 8080, 4
Mg 1ok 1112, BEECh 0.

¥ AT+CIPSTART i@ MS 4 mode Yeig T UDP i {5 At IP Motk Flg @45 [l g . A S5
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

EAT+CIPSTART:4,"UDP","192.168.3.102",8080,1112,0 ]
Nl . -
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4, CONNECT
OK
LR
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
T o

+ 1112 >}y ESP32-C6 #4511 UDP At [1, #0] JATIRE, WA RE N FEHLE .
* 0 /i UDP iz IP Huhb Al 2 B2 ), AREE. il 544 PC g T UDP iglf
HL[A] ESP32-C6 & 43 11 1112 K 3%850dE , ESP32-C6 #4739k 23210k ok [ UDP 11 1112 fil%k
P, WA AT 4 AT+CIPSEND=4, X, 2B NSk EB | —6 PC g, (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATER R M 41482 1D K 4 fOBER L.

[AT+CIPSEND:4,7

i .«

-

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

-
Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
BRI T 0 AFAT, KESERUS MM, SEND OK.,
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

[+IPD,4,4:test

9. KMIMHEES ID Hy 4 (1) UDP 8

[AT+CIPCLOSE:4

Nl i <

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi £ A station,

[AT+CWMODE:1

M .

[OK

2. FEHEIH
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[AT+CWJAP="eSpreSSif","1234567890" J
N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK
o 55 K SSID A5 AD i HERR i ar & T YA o 3950 A 1% b 4% 1 SSID RIS«
3. #rif] ESP32-C6 545 IP Hudit.

[AT+CIPSTA? }

M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

AR
o WP EIE R RE 5 iR A R R
4. PC 5 ESP32-C6 &% 45 15 [7]— AN i
TPCL{Eﬂm%ﬂﬁtim Al 72—~ UDP {& 45, BN IP #ulikfy 192.168.3.102, #i04 8080,
5. fRERIES:,
e

[AT‘FCIPMUX:O }
M B -
[ox )

6. )% UDP {%45. i IP #idil2l 192.168.3.102, i 1% 8080, AsHiugi1h 1112, B h
2,

s
[AT+CIPSTART="UDP", "192.168.3.102",8080,1112, 2 }
i B«

CONNECT

OK
LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP
B E .
e 1112 >4 ESP32-C6 ¥t £51) UDP AHbigg 11, 0] BATE, WA BEE W REALE .
e 2 FRY47] UDP {£5i 857 5, UDP &%ﬁuﬂ_: nuﬂﬁﬁkAEEﬁt UDP & ()i i 5 5 2> H 8l 5
R it — k5 ESP32-C6 15 7% UDP 3l {5 19 2 v 1P Mk Fl g 17
7. Kk 4 FATEE .
i

[AT+CIPSEND=4 }
Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
A :
o EEIAMTF R H N AT+CIPSEND AR ENKE (n), MAGE LW busy p..., HE

EHARAET 0 N7, KESERUSIE. SEND OK,

8. %1% UDP 45 He UDP il BNk 4 748k, i LALK IP itk 192.168.3.103, i

kG 124 1000,

Fiih 2o & UDP 25 1 UDP dsiy, 2T E X7 1P HLhk s F RIAT .

[AT+CIPSEND:4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

-
Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

[+IPD,4:test

10. 354 UDP %45,
i

[AT+CIPCLOSE

N . :

CLOSED

OK

4.2.5 ESP32-C6 ux#fi ol SSL % i or i e 4%

1. &%E Wi-Fi #3} station,

[AT+CWMODE=1

i . <

[OK

2. BERER| A

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

(BET D

Espressif Systems 206
Submit Document Feedback

Release latest



https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 4. AT #y2 R

"

PR :
o fk AR SSID FI 9 m GEER iRy & R AYANTR] . 1 F 450 %t 2 Y SSID Fl% 65 .
3. Frifi ESP32-C6 4% IP Mtk
i

[AT‘FCIPSTA? }
M B -

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

(B L)

OK
WA :
o RYAIRAIR AT RE S Bk i A AN ]
4. PC & ESP32-C6 &4 4z [ — N H i
5. 7E PC i [} OpenSSL x4, @]~ SSL [k 55 #% - B 40 SSL [ 4551 TP itk 4y 192.168.3.102,
U1 8070,
openssl s_server —-cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

i R ©
[ACCEPT }

6. ESP32-C6 %45V N & Fusimad SSL #4225 SSL Ik45r#%, NRS#5 1P #bhdikoly 192.168.3.102,
124 8070,
i

[AT+CIPSTART="SSL","192.168.3.102",8070 J
Mg |3«

CONNECT

OK

7. Kk 4 TR

[AT+CIPSEND=4 J

i B -

OK

>
4R, Bl ARG test, ZJa AT FaRH AT EE.

P
Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEPER BT 0 NFAT, KR SEMJS L. SEND OK.,
8. I 4 FHTEE
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fBise TCP i 5548 Kok 4 Tl (Bdiih test), MAGRLIR:

[+IPD,4:test

4.2.6 ESP32-C6 %41 SSL IR 45 28 4t o 2 Wit
24 ESP32-C6 #7510 SSL R 454}, WA AT+CIPMUX =1 iy (HRE 2 158, B MW REA 2K
e e E) ESP32-C6 1345

PAF A& ESP32-C6 145 1E A softAP 5y, SSL 4545 i/nfiil; /@& ESP32-C6 i £ M station, WJ7ETERE
B HAYE, S RATRGIh R @Rz SSL RS54 A K AP BR
1. &8 Wi-Fi 83 softAP,
e

[AT+CWMODE=2

i B«

[OK

2. (EREZ TR .

[AT+CIPMUX=1

M B -

[OK

3. Jil# ESP32-C6 softAP,
i

[AT+CWSAP:"ESP32_softAP", "1234567890",5, 3

i . -

[OK

4. £ softAP {5 H.,
e

[AT+CIPAP?

i . <

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

[AT+CIPSERVER=1 , 8070, "SSL"

iy B«

[OK

6. PC %] ESP32-C6 %1 softAP,
7. #£ PC LAfi/H] OpenSSL fiy%-, A —~ SSL % i, 4% ESP32-C6 Be# I #Y SSL IR 5545 -
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

[openssl s_client -host 192.168.4.1 -port 8070

ESP32-C6 % £ _F I Y -
[CONNECT ]

8. KK 4 FATEUREI M 4R ID Oy O fEERK

e

[AT+CIPSEND=O,4

M .

r

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
BRI ET 0 AT, KB SERUSIE. SEND OK,
9. ML ID Sk O AY4ERE L3RI 4 A58 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

[+IPD,0,4:test

10. %P SSL #:#%,
e

[AT+CIPCLOSE=O

M .

0, CLOSED

OK
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4.2.7 ESP32-C6 %1k SSL %8 sl vr AUn N F PR YE

AR B BRIE 152 ESP-AT HRERIARYIESS, il A A 2 AYIES:

o BMAE CR SSL & P iEAS, WARYE Lo T 27 PKI B E SR HERIARYIES -
o BMAECH SSL ARG #HIESS, WA CHNIER AR MR SSL RS54k

1. 8 Wi-Fi 884 station.
s

[AT+CWMODE=1 }
i B«
o

2. HeEE B .
e

[AT+CWJAP="espressif","1234567890"

iy B«

WIFI CONNECTED
WIFI GOT IP

OK

P -
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. ¥EHE SNTP %545

e
[AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn" J
i B <

& J
YA :

o TR PARTE A C B KW X3S SNTP [lR%5#%
4. #%if) SNTP B[] .
e

[AT+CIPSNTPTIME?

M .

{+CIPSNTPTIME:MOH Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C6 #54% IP Hutl,
i

[AT+CIPSTA?

i . <

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
PAE
o EHYAISER AT RS _Ead R WY H B AN o
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6. PC 5 ESP32-C6 X 451ER: [l —/ % H «

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
i 14 8070,
iy
openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/

—customized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C6 i&45_E Iy iy :
[ACCEPT }

LR
o 1A W BYIE AR T DRSS VR B IE A B TR
8. ESP32-C6 1 4%i% B SSL & it A A B & o
A
[AT+CIPSSLCCONF=3, 0,0 J

i . <

[ox )
9. ESP32-C6 % 451E- % Frimidid SSL 43| SSL AR %48, IR&EG#: IP Hihik-h 192.168.3.102,
14 8070,

[AT+CIPSTART:"SSL","192.168.3.102",8070 }

Nl i <

CONNECT

OK

10. K% 4 T8

[AT+CIPSEND=4 J

M . <
e 3

OK

B4 FRE, Bl ARG test, ZJ5 AT Rk AT R R

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
ik TCP i d5#% &3k 4 R8s (Bdlih test), MARG SR

[+IPD,4:test J
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4.2.8 ESP32-C6 x5 1E 4 SSL IR 55 s S MU A UE 2 ¥+

24 ESP32-C6 By SSL AR S5 Ay, WAl L AT+CIPMUX=1 fy - fREL 4L, AR BEA Z 1%

U3 ESP32-C6 15 4% -

PATR S ESP32-C6 i at /A station 57, SSL AR 55 &7 Bl 4R jg ESP32-C6 s/ softAP, W[ &%

ESP32-C6 W &MEH SSL M4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

[AT+CWMODE=1

M B <

[OK

2. FEREFIH S

[AT+CWJAP="espressif","1234567890"

M B <

WIFI CONNECTED
WIFI GOT IP

OK

K

o {5k AR SSID FIEERS T REER i iy AR IR] o 33 68 A B h 5 SSID FEERY .

3. Frifi ESP32-C6 4% 1P Mtk
e

[AT+CIPSTA?

M B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PERA:
o BHENETR TS LR AR .
4. (EREZ .

[AT+CIPMUX=1

M .

[OK

5. 757 SSL k4548, Ik 8070,

e

[AT+CIPSERVER=1, 8070, "SSL", 1

M .

[OK

6. PC 5 ESP32-C6 %45 Al — Mg .

7. 1£ PC L f#i /il OpenSSL x4, Q#—4> SSL % )i, ¥E4%3] ESP32-C6 #6214 SSL ik 5548«

iy
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 -port 8070

ESP32-C6 1545 b [ I«
[0 , CONNECT }

8. Kik 4 FATHIR B ML ERE ID Sy 0 fEERK F.

[AT+CIPSEND=O, 4 }
B

OK

>
4R, Bl ARG test, ZJa AT F&AH AT R

-
Recv 4 bytes

SEND OK

AR
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. ML ID ok O AO4ERE 3L 4 358 .
ik SSL 45 %8 & 1% 4 FrEds (Bdih test), MRGSHIR:

[+IPD,O,4:test }

10. 4P SSL 4%,
s

[AT+CIPCLOSE=O }

N . :

J

Espressif Systems 213 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 4. AT #y2 R

0, CLOSED

OK

1. 0] SSL %53
EEY

[AT+CIPSERVER=O

N . :

[OK

4.2.9 ESP32-C6 ¥#51E:k TCP % )yhiis, fevr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

[AT+CWMODE=1 ]

Nl . <

[OK

2. FEEFIH b

[AT+CWJAP="espressif","1234567890" ]

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi] ESP32-C6 445 IP Mtk
i

[AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

K
o ARSI AT BE S _Eadkmm B H AR
4. PC 5 ESP32-C6 & #5 R H Al — N il
16 PC Eff M 28 i TR, A4 TCP k55 4%, B0 IP Hikk>h 192.168.3.102, HGHH
8080,
5. BESP32-C6 #4516 % Fugimad TCP %23 TCP iR55#%, RS#5 IP #uhikoh 192.168.3.102, &
14 8080,

[AT+CIPSTART="TCP","192.168.3.102",8080 ]

Nl B <
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CONNECT

OK

6. A UART Wi-Fi i 5350 X,
i

[AT+CIPMODE=1 }

iy R«

(o }
7. A UART Wi-Fi i 1848 X, I Sk 8idia
RS

[AT‘FCIPSEND }
i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

W ] +++ AR A AR, MERE AR X, I TCP HEA R A . it m] DA
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,
s

[AT+CIPMODE=O ]

M B <

& J
10. x4 TCP j&E#z,
ke

[AT+CIPCLOSE ]

i B <

CLOSED

OK

4.2.10 ESP32-C6 75 1i:h TCP JIi552%, 2B UART Wi-Fi E{4

1. %8 Wi-Fi £ 4 station,
s

[AT+CWMODE:1 ]

i .«

[ox 1
2. R o 25

s
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[AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

[AT+CIPMUX:1

M .

[OK

AR
o TCP 55 # W iHE £ U A BT
4. BEE TCP MR 554t KIEHECH 1.
i

[AT+CIPSERVERMAXCONN=1

i B«

(ox

PLIA -
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

[AT+CIPSERVER:1,8080

Nl i«

& )

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C6 1545 IP Huhk,
i

[AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

A
o ISR T B bk B R [A]
7. PC i#$:%| ESP32-C6 TCP IR %544,
PC 5 ESP32-C6 &£ 4% 3 [A]— P i
1 PC A M TR, 81— TCP % P, %#:%] ESP32-C6 1) TCP JiR55#%. Huhl
192.168.3.112, WEIO4 8080,
AT W) :
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[O,CONNECT

8. #EA UART Wi-Fi i #5300 48 X,
fir s

[AT+CIPMODE=1

i B <

[OK

9. #EA UART Wi-Fi i (542X I K5t

[AT+CIPSEND

i B -

OK

>

10. 45 1k Ak Kol

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b

WIHHELE =A +. EENHESHMGER L ERX] +++.

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

[AT+CIPMODE=O

M .

[OK

12. 404 TCP ##2,
i

[AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C6 %7514 softAP 11 UDP {4z UART Wi-Fi i (%

1. 8 Wi-Fi 83 softAP,

[AT+CWMODE=2

M B -

[OK

2. B SoftAP,
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[AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

[OK

3. PC %43 ESP32-C6 1451 softAP,

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
1) ) ) 9) ) )

4. BE—4~ UDP g5 .
1E PC L M5 LB F, A —4 UDP &4, 40 PC i IP #ihlly 192.168.4.2, Hgllh
8080,

5. ESP32-C6 5 PC 3 Ji. sty I g8 37 [8] 2 X iy TP ik Al 1179 UDP %% . Jf% IP itk ok 192.168.4. 2,
TLU 0k 8080, AHuM N 2233, #ixlH 0.
A

[AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

W i

CONNECT

OK

6. #E A UART Wi-Fi i 32045 X,

[AT+CIPMODE=1

M .

[OK

7. JEA UART Wi-Fi i 542 X I Sk il .

[AT+CIPSEND

M .

OK

>

8. fE Ik KRB
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PG FOR BRI AR, AP AR — B +++, MRS SR EL Ak . B 25
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
WHIAESR =4 +. HENGESH[IEREEARX] +++,

g ]+ AR A AR, BIFE E AR, M TCP B R A AL G nT AR

AT+CIPSEND il ke HA% .

9. iBH UART Wi-Fi #4042 X .
sk

[AT+CIPMODE=O

M .

[OK

10. 4P TCP #:#2,
e

[AT+CIPCLOSE

iy B«

CLOSED

OK

4.2.12 ESP32-C6 453Kk a2 ok X T 42 80
i B U R 45 5508 9 B MCU ok R JACSERT , ATPAS 2 %, (Bt sh it

1. %8 Wi-Fi £ A station,

[AT+CWMODE=1

M B :

[OK

2. HEHEIF .
Y

[AT+CWJAP="eSpressif","1234567890"

i B«

WIFI CONNECTED
WIFI GOT IP

OK

PEHA:

o AR SSID FEE R T AEER ik a4 P YA .

3. #rifi ESP32-C6 4% IP Rtk
e

0 o 2310 SSID IS

[AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

(T
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(B L)

OK

B
o ERYEMEERTRES Lok B2 h AN o
4. PC 5 ESP32-C6 ¥ # 1 4H2 [d] — A~ i .
£ PC b W 281 T A, B —A> TCP [l 55445 . B4 TCP Ik 54119 TP Hiidik 4y 192. 168.3. 102,
i1k 8080,
5. ESP32-C6 /A% Pl TCP ERF] TCP Mizs5 4, M5 IP il 192.168.3.102, i
F°4 8080,
i

[AT+CIPSTART="TCP","192.168.3.102",8080

Mg B -

CONNECT

OK

6. ESP32-C6 i #ris B e O piah i

[AT+CIPRECVTYPE:1 ]

Nl B <

[OK ]
7. TCP 5o K1k 4 FHnEds (Bdlih test).
i
e WBf & & +1PD, 4, WHRGFLEFZIE RS S 26 0BE +1PD,, FH A
StAT+CIPRECVTYPE i BHEA) «
8. ESP32-C6 ¥ s A ify g i Wi~ B3 A i K

[AT+CIPRECVLEN?

M B <

+CIPRECVLEN: 4
OK

9. ESP32-C6 A& R MU sh Bt i =27 Al

[AT+CIPRECVDATA:4

M .

{+CIPRECVDATA:4,teSt
OK

4.2.13 ESP32-C6 BesyJF it mDNS fijR55, PC il i+ 2l e TCP IR 5535

1. 8 Wi-Fi £i34 station.

[AT+CWMODE:l

M B <
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[OK

2. EEFIH A

iy

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o %A SSID A1 AT fER Bk P AN IE] o i R0 2K B AR SSID FEE i .
3. PC 5 ESP32-C6 WA iE# R — Mg i
HATEFR—A M, PC A fig &3 ESP32-C6 1% 4.
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

[sudo avahi-browse -a -r

5. ESP32-C6 #4572 mDNS R % .

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp", 2, "product", "my__
—printer", "firmware_version","AT-V3.4.1.0"

M B -

[OK

Vi :
o W4T e mDNS filRg5, R TR LHIAF N ny_instance, IjRFSERH printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (AIHEAI) PC % B ESP32-C6 %845 .
PC i) avahi-browse T HAER:

-

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX..
—~Printer local
hostname = [espressif.local]
address = [192.168.200.90]
port = [35]
txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
.
AR

o AR, HERTHAE ESP32-C6 #4511 mDNS I B 1IEH .
7. ESP32-C6 &4 flifie £ 1%4% .
e

[AT+CIPMUX:1

M .

[OK

8. ESP32-C6 i&#51F >/ TCP k%78, umldH 35,

Espressif Systems 221 Release latest
Submit Document Feedback


https://linux.die.net/man/1/avahi-browse
https://developer.apple.com/bonjour/
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 4. AT #y2 R

[AT+CIPSERVER=1, 35 }
i B«
& ?

9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4
3| ESP32-C6 #4511 TCP il %%

[nc espressif.local 35 ]
ESP32-C6 £ I ¥ :

[0, CONNECT }
AR

o EREST NG, PC HI ESP32-C6 ¥ #% [a]57 B ] PAEATRCRAL #
10. ESP32-C6 $£4% 3= mDNS g,
iR

[AT+MDNS=O }
i B -
(ox )

P :
* M) mDNS IERE—EREE_ BB R TIFE.

4.3 Bluetooth LE AT 74

RIS F2 2 4 Bluetooth® Low Energy AT 474 % WMk, 4R BHE ESP32-C6 i Lizmfrix ey s
IR R 11

o

* Bluetooth LE % F 3%1% 5 IR %45 1214

* Bluetooth LE % 3% /0 %%

o A ESP32-C6 Fr X MR Z W 3 5 SPP 4 4%, VAR f& UART-Bluetooth LE i 1542 X, F 154 238
o ESP32-C6 5 FHust 55 SPP i%4%, vAB {E UART-Bluetooth LE i% 15 42 X, F 15 4 445

o ESP32-C6 #o5#LZ 17) 3% 5 Bluetooth LE % 35 F B xf

4.3.1 T4t

ESP-AT 47/ 3% £ Bluetooth LE 4.2 iU IE, A< 304 348 {E ] T Bluetooth LE protocol 4.2 {p
WG, HS% 20H0E 42 SRECEZ(EE .

Bluetooth LE il 24y

Bluetooth LE 104k M T 2 _E4- ML )ZZ,: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

* PHY: PHY JZ ERMITHEYBL(EIE L ARMIEZNE R . Bluetooth LE i} 40 MHHI{EIE. M
JEFE : 2402 MHz | 2480 MHz,
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o LL: LL)ZFEATTOE . BB e (DA, WRFRE, BAIHXMEESL), LS
B2 (B YRS M S E B . EE T 2R T 4. 8. B/, A
#HE. CEELMPRESZ —.

« HCI: HCIJZ [ EAUAEE H g2t — MrE i 0 . %2 T AR E AP T SEPR ek & F 6 {4 1
UART. SPI. USB J#%EfHl.

* L2CAP: L2CAP JZ e AR 2 [0 22 e BRSPS e . o BOR S 4 4524 o

o ATT: ATT 2L T B MR 554 Fl g % i 2 [ R SR SIS ATT % g ] ATT AR 45 i & 3%
e RN . ATT R 55 i n] 2 F i A 3K L Sl FIFNFE 7

e SMP: SMP 2 T4 Wi B0 B354 . SMP A& BN 235 55 5H N Sy SR G R774i , FF 3R
B BER AL IR FE LR f AT A B RS B .

* GATT: GATT EHR/REMNRSS AP @R P un i DI 6e . % B E SO T E R 4548
MRS . FHEFEMEZ RS . ZZ R T A8, 2L B AMIERIRS R ERE D .

o GAP: GAP ECERFTA W 5450 FH Y E AT 68, B0t sy . BIsCRI Y, F R Ay e v SO0 i
MTFHAET . GAP IRFFEIFERA LM, HEEHEX. L4, HH%l. KPR &8 .

Bluetooth LE fj {a, %14

1t Bluetooth LE WS AN R Y2 A A B A (ki 0o 3k 28 (X 7 HANEE N o

o LL: WAAAPARI N EHA KA, MBS 3G, TALRT DAL IR
e GAP: EXT AFMEEfat: JEE. WEL. SAEEEM FOEE.
o GATT: WA AG R RE3u Ml & F 3

R
o ARRYHHEIARR Bluetooth LE fR43fl Bluetooth LE & P 3g#liiZ GATT Efifh.
* 4q[, ESP-AT 37§ Bluetooth LE M4 35fll Bluetooth LE & P 3g[AlHA7LE.

* it ESP-AT #)J{k > Bluetooth LE [l 45 342 Bluetooth LE %P1y, [l Wb 4 12 A B I8 4 By
3.

GATT H 82— Mg &l , k] DUA K& —F@ A& w ey v ZE . X4 @ P 2544 9k
W, Bl RS, RS AR FEEER SN, R B R Z H T 4.

GATT R4 %A1 GATT & F3miX WP (0774 T Bluetooth LE 2 H . 2 5. GATT R4 47t g
PSR R8T, T2k B GATT & Fumi @ MEhist k. AL, fimsz, RIAEdEN—
AR GATT MR 43, VHIRIEHEA—ImFRh GATT & F 3.

4.3.2 Bluetooth LE %% yr3ii i3 G R 55 FFAEAL
PATF 78l ] B (5 FH i e ESP32-C6 FF %Az, Horfr—3eff: 4 Bluetooth LE 453w (ML 4E K Bluetooth LE fiit 45

Bffi ), 73—HRAFEA Bluetooth LE % /3 (Al Bluetooth LE % P Ui ffi () o 53X 1o 17 L i fi
JH AT iy 757 Bluetooth LE i3, 52 R # S .

¥ YEA A BHEHPLESP32-C6 Bluetooth LE A4 313k AY#RAE H S5 3YE ESP32-C6 Bluetooth LE
R4 uATEIT], DAL ESP32-C6 Bluetooth LE & & 3 3L #4E H 22 3i7E ESP32-C6 Bluetooth LE
% P AT RIA]

1. #1454 Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE ik 45 3 :
%

[AT‘FBLEINIT:Z }
iy B«

(ox
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ESP32-C6 Bluetooth LE % i :

o

[AT+BLEINIT=1

W

[OK

2. ESP32-C6 Bluetooth LE IR 45 i B EH: MAC btk

[AT+BLEADDR?

i B <

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

LK

o AR HIE AT RES BRSO, ISR

1. ESP32-C6 Bluetooth LE JIf 4 % FIR 4545 4F

i

[AT+BLEGATTSCHAR?

M .
(+BLEGATTSCHAR:"char",1,1,0XCBO0,0XO2
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305, 0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char", 2,1, 0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C6 Bluetooth LE R 55 JF 46 #%, Z ) ESP32-C6 Bluetooth LE % i T 46348 H H R4k 3

g,

ESP32-C6 Bluetooth LE HZ 45 i :

[AT+BLEADVSTART

N . :

[OK

ESP32-C6 Bluetooth LE % i :

iy

[AT+BLESCAN21,3

M .
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OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0af£4c001005071c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0

+BLESCAN:"24:0a:c4:d6:e4

:46",-29,,,0

K

. 737 Bluetooth LE %32,

o TSR TR Rk

M7 AN TR o

ESP32-C6 Bluetooth LE % i :

[AT+BLECONN=O,"24:Oa:c4:d6:e4:46"

i B«

+BLECONN:0, "24:0a:c4:d6:e4:46"

OK

PERA:
ol AN i gl I T E

o N Bluetooth LE #E#2 553, N4s3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,

11 ESP32-C6 Bluetooth LE IR % sl .

o Y15% Bluetooth LE &8, M&$E/8 +BLECONN: 0, -1,

4. ESP32-C6 Bluetooth LE & F13i % Bl IR 55

fir s

[AT+BLEGATTCPRIMSRV=O

i . <

+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

K

« ESP32-C6 Bluetooth LE % P12 IR 45 (4555, 11 ESP32-C6 Bluetooth LE JIf P 325 i [ 46 11
ZERZWABRIARS (UUID: 0x1800 A1 0x1801) , X RIEH B, IEHEWM, X+ FE—RSE,
ESP32-C6 Bluetooth LE & it A 1A 1) <srv_index> {2+ T ESP32-C6 Bluetooth LE IR J i 25 i 1Y)
<srv_index> ff + 2. Bf_FiR R Bl B IR S5 0xA002, Y4 Fi7E ESP32-C6 Bluetooth LE & F1ii ¥
HIFN ) <stv_index> 2 3, QI5-7E ESP32-C6 Bluetooth LE JI 135 if AT+ BLEGATTSSRV? iy 4>
2], N <srv_index> A 1,

5. ESP32-C6 Bluetooth LE % il i SUAAFAE

Py N
Ay

[AT+BLEGATTCCHAR=O,3

iy B«
(+BLEGATTCCHAR:"char",O,3,l,OxC300,0X02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,3, 0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

(T
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(750
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901
OK
6. ESP32-C6 Bluetooth LE 7% i 32 BL— R AE (L.
[AT+BLEGATTCRD:O, 3,1 J
i . <

+BLEGATTCRD:0, 1,0

OK
AR
o THVEE HPRFHE(E L AT B .
* N5 ESP32-C6 Bluetooth LE % i i3z BUASRAE 5 ), ESP32-C6 Bluetooth LE Rz 45 it | & 42 7
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C6 Bluetooth LE % 3 B ANFH (K .
e

[AT+BLEGZ—\TTCWR=O, 3,3, ;2 }

M B -

g > FoR AT HERIFEICE D8, BT DA AREE , ABE KR EI 28 <length> [
{EHIF, PATEABAE.

[ox ]
K
o 1 5 ESP32-C6 Bluetooth LE % 7' i 5 43 AiF 4 1A 45 il 21, ESP32-C6 Bluetooth LE fIg 45 i

M £ /R +WRITE::<conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,
8. Indicate —MEFAE{H..
ESP32-C6 Bluetooth LE % J i :

[AT+BLEGATTCWR=O, 3,7,1,2 }

Mg |3«

F79 > FrR AT WEA WU D8, BUrEsn] DU AL, MK iR 8| B340 <length> )
R, PATEAELE.

>} 7 $: ESP32-C6 Bluetooth LE IR 45 i & 3% 1 Sk e (i3 notify FREH indicate ),
ESP32-C6 Bluetooth LE % iy 5 242 Hi ] il 55 i M. % T notify JraX, FFEH AfH 0x0001,
¥F indicate HRX, FEGA(H 0x0002, FEAFIFEA 0x0002 Kffif indicate F.

[OK }
IE
* N5 ESP32-C6 Bluetooth LE % i G 4FAE i A 45 13, ESP32-C6 Bluetooth LE JR 45 i | £
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>,<len>,
<value>,
ESP32-C6 Bluetooth LE H 45 i :
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[AT+BLEGATTS IND=0,1,7,3 J

N . :

> )
55 > Fon AT ER R D50, T BmT DA ARG, 45 KIE AR B35 <length> |
B}, P47 indicate #fE.

[ox )
i :
* YN ESP32-C6 Bluetooth LE % 14221k F| indication, N &4/~ + INDICATE : <conn_index>,
<srv_index>,<char_index>, <len>, <value>,
o %P T[A—R%5, ESP32-C6 Bluetooth LE % i) <srv_index> {H %% T ESP32-C6 Bluetooth LE fiit
Frig ) <srv_index> {H + 2, X 2IEHNE.
o NPT IRSS HARREIAL R, SEPTS25 SOR e T ) s SR HIE T IR 5.

4.3.3 Bluetooth LE JJ}t 55 3% 5 IR 55 AE A

AR 7 31 [ IR J 5 B ESP32-C6 T % #ft, Horp—3eff= )y Bluetooth LE 453 (44 Bluetooth LE fii 55
S ), 75— Bluetooth LE % /i (24 Bluetooth LE % i ff () o 3X M1 o 17 W A
37 Bluetooth LE 345, PARZHZSS 355 IR S5 FHALE A A P, notify AR 55 AL -

Y LSBT PLESP32-C6 Bluetooth LE R4 3% 3L ig#/E R34 ESP32-C6 Bluetooth LE Il 4%
MHATEIT], PLESP32-C6 Bluetooth LE & & 3% I3k i #EAE H 55 34 ESP32-C6 Bluetooth LE % 1
U R AT R

1. 144k Bluetooth LE IfjfE.
ESP32-C6 Bluetooth LE 453 :

[Z—\T+BLEINIT=2 }
M B ©

[OK }
ESP32-C6 Bluetooth LE % i :

i

[AT+BLEINIT=1 ]

M B -

& )
1. ESP32-C6 Bluetooth LE Al 45 sim R BUH: MAC Hidik .

iy

[AT+BLEADDR? }

Mg o :

{HBLEADDR:"24:Oa:c4:d6:e4:46" J

OK

A :
o BARB L T RES _FRm S R R, IO RuhE, RR RS E
2. ESP32-C6 Bluetooth LE 4% ik &) #& 44
iRt
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[AT+BLEADVPARAM=50, 50,0,0,7,0,,

N . :

[OK

3. ESP32-C6 Bluetooth LE Jft 45 i i3 & 1 3E S04
e

[AT+BLEADVDATA="020lO6OAO9457370726573736966030302AO"

i

[OK

4. ESP32-C6 Bluetooth LE R4S 5t 15T 45 .

[AT+BLEADVSTART

Nl B«

[OK

1. ESP32-C6 Bluetooth LE % i 3K HUH: MAC Hitl:.
fir s

[AT+BLEADDR?

i B -

{+BLEADDR:"24:Oa:c4:03:a7:4e"
OK

Vi :
o A HAE T RE S Bk m B R R, SRl RS ER e A E .
2. ESP32-C6 Bluetooth LE % P FF 44314, 148 3 #b.
iy

[AT+BLESCAN21,3

M .

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

Vi :
o RS T S ik b R ]
3. 737 the Bluetooth LE %35,
ESP32-C6 Bluetooth LE % 3 :

[AT+BLECONN=O,"24:0a:c4:d6:e4:46“

Mg o«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

K
o A _LiRar AR, 160 H #51 ESP32-C6 Bluetooth LE Iz 45 v ikl .
o YN Bluetooth LE &2 i), M<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 15 Bluetooth LE £ 5, W< R +BLECONN: 0, -1,

ESP32-C6 Bluetooth LE H} 45-¥i :
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=

_%>:

[AT+BLECONN=O,"24:Oa:c4:03:a7:4e"

M K/ :

+BLECONN:0, "24:0a:c4:03:a7:4e"

OK

BERA -

o I A _bBREr AT, 15 431 ESP32-C6 Bluetooth LE & P il .

o 41 5 Bluetooth LE % 22 i B, N &4 /R oK, KN4 # /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o R Bluetooth LE ZE#24, N£3E/8 ERROR, A< /R +BLECONN:0, -1,

1. ESP32-C6 Bluetooth LE % F-' it v i) A< Hi IR 45

iy

[AT+BLEGATTSSRV?

Mg |3

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

. ESP32-C6 Bluetooth LE %% Fifis % B A HuASHAE o

-
[AT+BLEGATTSCHAR?

iy R«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR:"char",2,1,0xC400,0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C6 Bluetooth LE R4 it % B0 % vt AR 45 o

[AT+BLEGATTCPRIMSRV=O

Mg .«
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+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1
OK

Vi :

« ESP32-C6 Bluetooth LE fI 45 5625 1) IR 45 [ 25 58, H ESP32-C6 Bluetooth LE 2% F i i) IR 45 ) 45
LW BARS (UUID: 0x1800 F1 0x1801) . 1EE AN, T [6-—k%, ESP32-C6 Bluetooth
LE R % i) i <srv_index> {H 45T ESP32-C6 Bluetooth LE 7% i 25 4] Y <srv_index> {H + 2,
man, FaRRFIREIARS 0xA002, 24 HiTE ESP32-C6 Bluetooth LE g 55 i 2514 2] H{ <srv_index>
> 3, UnHEAE ESP32-C6 Bluetooth LE AR 45 il 1 AT+ BLEGATTSSRV? fiy4-2514], N <srv_index>

H .

4. ESP32-C6 Bluetooth LE J[7 45 1 % P SR

[AT+BLEGATTCCHAR=O,3

i . <

-

+BLEGATTCCHAR

+BLEGATTCCHAR

OK

+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
:"desc",0,3,2,1,0x2901
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
:"desc",0,3,7,1,0x2902
+BLEGATTCCHAR:
+BLEGATTCCHAR:

"char",0,3,1,0xC300, 0x02
"desc",0,3,1,1,0x2901
"char",0,3,2,0xC301, 0x02

"char",0,3,3,0xC302,0x08
"desc",0,3,3,1,0x2901
"char",0,3,4,0xC303,0x04
"desc",0,3,4,1,0x2901
"char",0,3,5,0xC304,0x08
"char",0,3,6,0xC305,0x10
"desc",0,3,6,1,0x2902
"char",0,3,7,0xC306,0x20

"char",0,3,8,0xC307,0x02
"desc",0,3,8,1,0x2901

. ESP32-C6 Bluetooth LE % Pt 5 B R 55 AE{H

Ve SRS BAERY IR FHIE (characteristic) 53 BRI HFFAEA -

iy

[AT+BLEGATTSSETATTR=1, 8,,1

i B -

[OK

6. ESP32-C6 Bluetooth LE R 45 it 32 AR 45 45+ 1E (8

iy

[AT+BLEGATTCRD=

0,3,8,

i B -
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+BLEGATTCRD:0, 1,9

OK

7. ESP32-C6 Bluetooth LE JIf 45 5 I 45 511
LTS EESEE L L (RS R RE PN T

i

[AT+BLEGATTCWR=O, 3,6,1,2

N . :

>

o

[:%)\24?—% 120

iy B«

(ox

AR
o N5 Bluetooth LE flk 45 i 5 Ik 55 B AE(E (3 )5, Bluetooth LE & P & 4278 +WRITE: 0, 1,
6,1,2,12,
8. ESP32-C6 Bluetooth LE % it notify AR 55 4251 (E

[Z—\T+BLEGZ—\TTSNTFY:O, 1,6,10

M .

[E)\ 1012345678907 104N F F

WA :
o f15 ESP32-C6 Bluetooth LE % J'iifi; notify iR 55 4 iF {45 IR 45 35 2, Bluetooth LE iR 45 i M) £
#78 +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE YE{: %

PATR 73 [R] iR B W e ESP32-C6 FF &t , HoH—3efE A Bluetooth LE 2455w (HLAE A Bluetooth LE 55
S ), 55—HEH Bluetooth LE % i (HAEA Bluetooth LE & Flimffi6) . XMl @R T /BRI
Bluetooth LE #:4$%.

GipAH

o fEPA R BEH DA ESP32-C6 Bluetooth LE A4 3w kA #ME H 75 34E ESP32-C6 Bluetooth LE
AR 45 5t TRIT], PAESP32-C6 Bluetooth LE & P 3#FF3Li#EfE N 22 3iYE ESP32-C6 Bluetooth
LE & A7 RIHAT

o N HE WA FEE . S0 F2nE ) R EA AT T — K IRE e .

» ESP-AT 2 FUiF40E 10 PNk

1. #1454 Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE [ 45 -
%
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[AT+BLEINIT=2

N . :

[OK

ESP32-C6 Bluetooth LE % F1jis

[AT+BLEINIT=1

i . <

[OK

2. ESP32-C6 Bluetooth LE filz 45 i #5H Bluetooth LE #iidil: .

[AT+BLEADDR?

i B <

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

LR

<1 Eop: it T Rl e VA Sl R N T R TR

1. ESP32-C6 Bluetooth LE Ji% 453t & B AR 55 45-11E

s
[AT+BLEGATTSCHAR?

N . :
r+BLEGATTSCHAR:"char",1,1,OXC300,Ox02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C6 Bluetooth LE iz 45 iR #%, 2 5 ESP32-C6 Bluetooth LE % i - ia 4 i H: HL 54k 3

i

ESP32-C6 Bluetooth LE H 45 i :

iy

[AT+BLEADVSTART

i B <
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[OK

ESP32-C6 Bluetooth LE % F1jis

iy

[AT+BLESCAN=1,3

i B <

OK

+BLESCAN:"5b:3b:6c:51:90
+BLESCAN:"c4:5b:be:93:ec

+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

:49",-87,02011a020a0c0aff4c001005071c3024dc, , 1
:66",-84,0201060303111809095647543147572d58020a03,,0

K

SRR AT AE LR .

3. 757 Bluetooth LE

JEEE 8

ESP32-C6 Bluetooth LE % i :

[AT+BLECONN=O,"24:0a:c4:d6:e4:46“

Mg |«

+BLECONN:0, "24

OK

:0a:c4:d6:ed:46"

LR

o Wy A\ Lk AEE, i H %) ESP32-C6 Bluetooth LE iR 45 itk .
o Y15 Bluetooth LE #E3#: %), N&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o f15% Bluetooth LE #3250, W£$HL/R +BLECONN: 0, -1,

4. ESP32-C6 Bluetooth LE & 13 % PR % .

s

[AT+BLEGATTCPRIMSRV:O

Nl . <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

LR

» ESP32-C6 Bluetooth LE & i 2r i) IR 55 45 5%, H ESP32-C6 Bluetooth LE Ji P 28 i) Ak 55 14
ZERZABRARS (UUID: 0x1800 1 0x1801) , X 2 IFE# M4, EHERAM, T H—RS%,
ESP32-C6 Bluetooth LE % i v 1A /1Y) <srv_index> {H 25T ESP32-C6 Bluetooth LE A " 25 1] )
<srv_index> {H + 2. B0 _EiARBIH IR S 0xA002, 4 HifE ESP32-C6 Bluetooth LE % F i
2| <srv_index> A 3, W5RAE ESP32-C6 Bluetooth LE [l F i i@ i3 AT+ BLEGATTSSRV ? £y %>
2], N <srv_index> 4 1,

5. ESP32-C6 Bluetooth LE % F1 3 % FiUAR A .

oS

[AT+BLEGATTCCHAR:O,3

Mg i -

+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

"char",0,3,1,0xC300, 0x02
"desc",0,3,1,1,0x2901
"char",0,3,2,0xC301,0x02
"desc",0,3,2,1,0x2901

T
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+BLEGATTCCHAR

OK

L

+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
:"desc",0,3,4,1,0x2901
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

"char",0,3,3,0xC302,0x08
"desc",0,3,3,1,0x2901
"char",0,3,4,0xC303, 0x04

"char",0,3,5,0xC304, 0x08
"char",0,3,6,0xC305,0x10
"desc",0,3,6,1,0x2902
"char",0,3,7,0xC306, 0x20
"desc",0,3,7,1,0x2902
"char",0,3,8,0xC307,0x02
"desc",0,3,8,1,0x2901

(B L)

J

6. IEIMESE. XE auth_reqg i) SC_MITM_BOND, fR41#) iocap & KeyboardOnly, %&J*
Wi iocap SN KeyboardDisplay, key_size 16, init_key 5 3, rsp_key N 3.
ESP32-C6 Bluetooth LE A} 453 :

[Z—\T+BLESECPZ—\RZ—\M:13, 2,16,3,3

M .

[OK

ESP32-C6 Bluetooth LE % i :

Py N
e

[AT+BLESECPARAM=13,4,16,3,3

M B -

[OK

AR

* TEA91Hr, ESP32-C6 Bluetooth LE fiiz 45 siti4ii A B X%, ESP32-C6 Bluetooth LE % F i i 75 il

XFA .

» BESP-AT % #f Legacy Pairing fil Secure Connections BFZ T, HEEEE B
SIS . R %f it Secure Connections, NM|£ K Secure Connections

r=meE .

7. ESP32-C6 Bluetooth LE % Fif % #2255 5K

[AT+BLEENC=O,3

Mg |3«

[OK

B

44 ESP32-C6 Bluetooth LE ik 45 s il D2 I I i %3 =K, ESP32-C6 Bluetooth LE fii 45 s W £ $2 7R

+BLESECREQ: 0,

1. ESP32-C6 Bluetooth LE % 13 [a] & it % il .

[AT+BLEKEYREPLY:O,793718

M .

[OK

)

HAF XA A2 )5, 1E ESP32-C6 Bluetooth LE f[7 45 #4711 ESP32-C6 Bluetooth LE 7% Jii 247 — st}

IVAEHSE T

ESP32-C6 Bluetooth LE [t 45 :
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(+BLESECKEYTYPE :0,16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE:0, 2
+BLEAUTHCMPL:0, 0

ESP32-C6 Bluetooth LE % i :
(+BLESECNTFYKEY:0,793718 )
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE: 0, 16
+BLESECKEYTYPE: 0, 1
+BLESECKEYTYPE: 0, 32
+BLEAUTHCMPL: 0, 0

A PAZ B DA +BLESECKEYTYPE =L 5 E.. {58 +BLEAUTHCMPL: 0, 0 IS &%k 0 3%
INIEE R, R 1 R R

.

4.3.5 W4~ ESP32-C6 JF kW z bl . SPP #%EH;, UL JAr UART-Bluetooth LE i {4
AP g s

PATR 7 9 [ B R i Bk ESP32-C6 JF &t , Hi—#eE R Bluetooth LE 453w ( Ak Bluetooth LE fil 55
), J3—8AEA Bluetooth LE & P (A Bluetooth LE & i fA€6,) o X AN J&om 1 . anfa
57 Bluetooth LE %32, DA #1537 i% 1% 38 {F Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE % /&5
).

B FEA AT PLESP32-C6 Bluetooth LE A4 313k Ay #AE H S5 3iYE ESP32-C6 Bluetooth LE
R4 eI ATRITT, DL ESP32-C6 Bluetooth LE & & 3% H-LAyH4E H FE5iHF ESP32-C6 Bluetooth LE
& AT RIA]

1. #1414 Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE J 453 :

[AT+BLEINIT=2 }

Mg |3«

[OK }
ESP32-C6 Bluetooth LE % i :
o

[AT‘FBLEINIT:l J

N . :
o )

1. ESP32-C6 Bluetooth LE fiz 45 st g B H: MAC Hidil:,
i

[AT+BLEADDR? J
N Y. :

{+BLEADDR:"24:Oa:c4:d6:e4:46" J

OK

K
o AR LT RE S AN R R, ISR L, R R S
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2. ESP32-C6 Bluetooth LE 45 it i & % 250
fird:

[Z—\T+BLEADVPARZ—\M=50, 50,0,0,7,0,,

M .

[OK

3. ESP32-C6 Bluetooth LE JIf 45 i & T #6500 .
iR

[AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M. :

(o
4. ESP32-C6 Bluetooth LE k45w 46 4% -
TEx

[AT+BLEADVSTART

Nl Y -

[OK

5. ESP32-C6 Bluetooth LE % P FFGa 04, Hr4k 3 #b.
iy

[AT+BLESCAN21,3

i 5 -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,, 0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

AR
o TR RE 5 iR Hr R R
6. 7237 the Bluetooth LE i#$%,
ESP32-C6 Bluetooth LE % i :

[AT+BLECONN=O,"24:Oa:c4:d6:e4:46"

iy B«

+BLECONN:0, "24:0a:c4:d6:ed:46"

OK

L
o i A Byt 5 4% ESP32-C6 Bluetooth LE fig 45 sk
o N Bluetooth LE #2543, N43E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE 7E#24 M, N<s#E/R +BLECONN: 0, -1,
7. ESP32-C6 Bluetooth LE Ji} 45 i 25 1 IR 45
A

[AT+BLEGATTSSRV?

Nl . <

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

Espressif Systems 236 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 4. AT #y2 R

8. ESP32-C6 Bluetooth LE JIf 45 it % SIAE .

s
[AT+BLEGATTSCHAR?

N . :
r+BLEGATTSCHAR:"char",1,1,OxC300,OxO2
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR:"char", 1,4, 0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR:"char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR:"char",2,1,0xC400,0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C6 Bluetooth LE % F1i % iR 55

iy

[AT+BLEGATTCPRIMSRV=O

Mg .«

+BLEGATTCPRIMSRV: 0,1, 0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

LR

* ESP32-C6 Bluetooth LE % P £ ifi] []x 55 1) 4528, bt ESP32-C6 Bluetooth LE fliz F i 25 1 iz 55 1)
ZER LA BAA RS (UUID: 0x1800 1 0x1801) , X2 IEHFIL . ERM, X E—RS,
ESP32-C6 Bluetooth LE & it #r 1A 1Y) <srv_index> {H 2T ESP32-C6 Bluetooth LE i i 25 141 (1Y)
<srv_index>{H + 2. BN, FIARREIFHIAR S 0xA002, 4HiHE ESP32-C6 Bluetooth LE 2% i
A BB <srv_index> 24 3, UNHFE ESP32-C6 Bluetooth LE R i il i AT+BLEGATTSSRV ? iy
A2, N <srv_index> A 1.

fir s

10. ESP32-C6 Bluetooth LE % P13t % BUARAE

[AT+BLEGATTCCHAR=O,3

i B«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR:"char", 0, 3, 3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04

(ZF 30

Espressif Systems

Submit Document Feedback

237

Release latest



https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 4. AT #y2 R

+BLEGATTCCHAR

OK

L

+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
:"desc",0,3,6,1,0x2902
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

"desc",0,3,4,1,0x2901
"char",0,3,5,0xC304, 0x08
"char",0,3,6,0xC305,0x10

"char",0,3,7,0xC306, 0x20
"desc",0,3,7,1,0x2902
"char",0,3,8,0xC307,0x02
"desc",0,3,8,1,0x2901

(B L)

11. ESP32-C6 Bluetooth LE % J i ic & Bluetooth LE SPP,

P L S HEAEM IR ST 4ME  (characteristic) fE NG TE LA HdE, Y8 2 FF notify 5 indicate 1Y
characteristic F A2 18 F2ICE i -

[AT+BLESPPCFG:1, SR

M .

[OK

12. ESP32-C6 Bluetooth LE % 1 £ Bluetooth LE SPP,

Py N
e

[AT+BLESPP

M B -

OK

>

iAo AT B 4508\ Bluetooth LE SPP 455X, ] DABEATHis ) A s MU .

K

» ESP32-C6 Bluetooth LE % F it - &5 Bluetooth LE SPP # (&I 5, &8 MU 2| % & i

Bluetooth LE &% %] ESP32-C6 Bluetooth LE [l 4% 3ifi .
13. ESP32-C6 Bluetooth LE JIg 55 i fic B Bluetooth LE SPP,

PR FF notify B % indicate 1Y) characteristic {F 45 B8 & A8, %85 5 BAER) characteristic
Ay 3 T R -

[Z—\T+BLESPPCFG:1, 1,7,4,5

M .

[OK

14. ESP32-C6 Bluetooth LE [ 43 {# §€ Bluetooth LE SPP,

[AT+BLESPP

M .

OK

>

iR AT E 4508\ Bluetooth LE SPP 455X, T DABEST &l i) A s MU o

PAE

» ESP32-C6 Bluetooth LE fI§ F7 it - &5 Bluetooth LE SPP # (&I J5, &8 O U 2] i % & oo

Bluetooth LE {£#j %] ESP32-C6 Bluetooth LE & i,

o 75 ESP32-C6 Bluetooth LE % F i it 5 5 4&FF )& Bluetooth LE SPP 1%4% | % i F HoAth i 45 1F
K Bluetooth LE % i, ] ESP32-C6 Bluetooth LE & i 55 22 42 TT J5 il Notify 1§ 3 Indicate
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4N, ESP32-C6 Bluetooth LE & P AR AR IR i 4%, WM 4ei# i AT+ BLEGATTCWR=0,3,7,1,1
FFJEAfilT, ESP32-C6 Bluetooth LE fl 45 it A RE i 2 SL PR 1%

o X R]—HR 4, ESP32-C6 Bluetooth LE % i) <srv_index> {H 25T ESP32-C6 Bluetooth LE fl
£ <srv_index> {H + 2, X IEHE A,

4.3.6 ESP32-C6 5F MLt SPP ¥4%, LLJ1E UART-Bluetooth LE & {4 BiX F {5
Kb

R BIJER T UNTHE ESP32-C6 JF A (UM ARIIFER A Ik 55 e ) AT (U ARIIFEH 4 %
PUiffifa) ZIA#ES. SPP #H, PAKANMTTE UART-Bluetooth LE (AR 4 4 il

Y HBFPLESP32-C6 Bluetooth LE R4 3% 3L #/E R84 ESP32-C6 Bluetooth LE %%
U ATRIAT, TWPA Bluetooth LE & P 33k O HAE R BAE T HLAY IE AR B T s AT R AT .

1. £ F-HL3E T % Bluetooth LE i3 T, i LightBlue.
2. ¥4k Bluetooth LE IfjfE.
ESP32-C6 Bluetooth LE i}t 45 i :

[AT+BLEINIT=2

M B -

[OK

1. ESP32-C6 Bluetooth LE I 45 3 H: MAC Hizhl-.
s

[AT+BLEADDR?

Mg .«

PBLEADDR: "24:0a:c4:d6:e4:46"
OK

A :
o BARE| R HE T RES _FRm S R R, SRS RuhE, RR R4 A E
2. ESP32-C6 Bluetooth LE 4% i &) #& 44
e

[Z—\T+BLEADVPZ—\RZ—\M=50, 50,0,0,7,0,,

M B -

[OK

3. ESP32-C6 Bluetooth LE J} 45 i i3 & | 3 504
iR

[AT+BLEADVDATA="02010GOAO9457370726573736966030302AO"

M B -

[OK

4. ESP32-C6 Bluetooth LE fIR %5 3 TF44) #% .
e

[AT+BLEADVSTART

i i
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[OK

5. 1% Bluetooth LE %%,
F-HL4TJF LightBlue I H #2)7, F4TFF SCAN Ffir 44, 4k F| ESP32-C6 Bluetooth LE [z 5% i
B MAC Hutk, J5ih coNNECT #E4TE8:, LA} ESP32-C6 i W i% 247 B 24l T +BLECONN: 0,

"60:51:42:fe:98:aa" Y HE, XERCLESL T Bluetooth LE i##E,

6. ESP32-C6 Bluetooth LE fIR 45 525 1] IR 55

e

[AT+BLEGATTSSRV?

N . :

+BLEGATTSSRV:1,1,0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

7. ESP32-C6 Bluetooth LE Ji} 4% 3t & B4 o

s
[AT+BLEGATTSCHAR?

N . :
r+BLEGATTSCHAR:"char",1,1,OxC300,Ox02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR:"char", 1,4, 0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

8. Bluetooth LE % i % U4 .
I EHE T-#L LightBlue % F i %6 4% 5 T Properties > NOTIFY 5 3% INDICATE {4 IR 5+ 4iF (3x H
ESP-AT %A Properties 5 NOTIFY 53 INDICATE /%Il 55 - 1E &2 0xC305 F1 0xC306) , H-h4 iy

Properties >4 NOTIFY 5% INDICATE (%)} % 55 .
. ESP32-C6 Bluetooth LE Jk 4 i i & Bluetooth LE SPP,

PEPE S 1 notify B3 indicate [1Y) characteristic /b 518 &8s, kXIS EAEN characteristic
VE Ry S8 T8 SRR -

o

[AT+BLESPPCFG=1,1,7,1,5

M 3. :

(ox

10. ESP32-C6 Bluetooth LE fIk 451 {# E Bluetooth LE SPP.,

o
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[AT+BLESPP

N . :

OK

>

ik R AT © 23 A Bluetooth LE SPP A5, W DA THHE i) Ak FHAZ I .
11. Bluetooth LE % i A& 15 8504
1r LightBlue % i 64 0xC304 IR SS9 AF(H K 1B R test %45 ESP32-C6 Bluetooth LE iR %53, it
i} ESP32-C6 Bluetooth LE AR 45550 PAIKE] test .
12. ESP32-C6 Bluetooth LE I} 45 1 % 1% B¥E
7£ ESP32-C6 Bluetooth LE [} 45 i B2 & 1% test, LAY LightBlue i ] PAKE] test.

4.3.7 ESP32-C6 I T-HLz 4. Bluetooth LE ¥ 1t

Bl &R T M AE ESP32-C6 JF At (IVENRIIREE A MRS anfi () FIFHL (UVENIRIIAETR A&
Frmfata) 2 [6)7357 Bluetooth LE 7432 9% A% 4] 5E iU C X

¥ S FPL ESP32-C6 Bluetooth LE R4 3% 3k A0#E1E N2 5iE ESP32-C6 Bluetooth LE fi? %
I ATRIAT, MiPA Bluetooth LE & 33k B4AE LT BAE F- LAY IE 4 LB F R A TR T .

1. ZEF-HLi F 2k Bluetooth LE &3t B)F, 40 LightBlue [ FHFEF .
2. #l4E4% Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE ik 45 3 :

o

[AT+BLEINIT=2 ]

i B«

(ox

1. ESP32-C6 Bluetooth LE fl¢ 45 i 3R B H: MAC Hbik .

[AT+BLEADDR?

i B <

{+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PEHH
o EAEIRHAE AT R S _ bk B R BRI, IO R R, R IR  HE .
2. ESP32-C6 Bluetooth LE 7 45 i B #6250
fird:

[AT+BLEADVPARAM=50, 50,0,0,7,0,,

i B«

[OK

3. ESP32-C6 Bluetooth LE JIf 45 i B T #6500 .
iR

[AT+BLEADVDATA="020106OAO9457370726573736966030302AO"

iy B«
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[ox )
4. ESP32-C6 Bluetooth LE % 45 % B 25 550
i

[AT+BLESECPARAM=13,2,16,3,3 J

i B <

[ox J
5. ESP32-C6 Bluetooth LE R 45 i 48 4% -

[AT+BLEADVSTART }

i B -

[ox )
6. Bluetooth LE % il 2 iE 82
F-HL4TJF LightBlue I H #2 )7, F4TFF SCAN JF 444, 4k | ESP32-C6 Bluetooth LE [z 55 i
) MAC #ihil, s CONNECT #E4Ti%4%. I ESP32-C6 i i i% 23T BV 25l T +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XERCLHESL T Bluetooth LE £,
7. ESP32-C6 Bluetooth LE fIR 453 % #2 in 25 K
fird:

[AT+BLEENC=O,3 J

N . :

[ox J
8. Bluetooth LE % F i [A] = %t
F-HL LightBlue 57 7% 7 W RG22 {2 1) Bluetooth LE JE£2 1) BT 23 i B XHME B (RS BCxT 254
BIHNEEE R 231518), il Bext. ML ESP32-C6 iM% 2 F] EI2R{F +BLESECKEYREQ: 0 ¥ H
&, XFTRTFHLE L ERT .
9. ESP32-C6 Bluetooth LE JI}Z 45 5 [1] 4 i % %54
I Bluetooth LE Iz 45 i [m] 52 (1 B £H E kb — 2D 3R b AL LightBlue [ A% 77 3t i ek (5 5L P i
2EH: 231518,
e

[AT+BLEKEYREPLY:O,231518 }

i B -

[ox )
I H ESP32-C6 Bluetooth LE g 55 iy 4T EIZRAU T AT HA&, iX /R ESP32-C6 Bluetooth LE iz 55 iy
5 F#/l Bluetooth LE & i 52 A T FCXT

6

+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: 0,

2

oo oo o
S
N W e

4.4 MOQTT AT 774

AT BRI E ESP32-C6 i FIafTMOTT AT 44 % fir IR~ Bl o
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A F TCP ty MOTT %35 (%2 Atz MOTT X32) (&8 FHIEZD)
A F TCP ty MOTT 53 (%2 At MOTT K32) (&R FHIEZS)
AT TLS o9 MOTT %43 (%% Aet)sE MOTT X32)

A T WSS o5 MQTT % 4%

s SO TR R B ISR R Wi-Fi AT .

44.1 T TCP iy MQTT 4% (%A Hbald MQTT {RB1) (GG T Bt i)
DA 7 81 e T e ESP32-C6 JF iz, i —fEsly MQTT %iAfidg (RUfEG MQTT KAt fita), 5
— BN MQTT 4T & (JMEh MQTT T ¥ fi 1) «

NBIY T A T TCP @ MQTT #4z . g e 2@ — 4 MQTT 3, fkix MQTT LB
IP ifil2h 192.168.3.102, #1134 8883,

T PYPRPPAESP32-C6 MOTT & A7 & IT KA 75 BAE ESP32-C6 MQTT %Ki & i AT RIAT, DA
ESP32-C6 MOTT i [ & JT ki #AfE 5 27 ESP32-C6 MQTT 1] B sm AT RIAT o A1 R4 A A e 1
FIATFEMR st , D5 B R A 5 i AN 1T B S S AT -

1. &E MQTT AI )@t
ESP32-C6 MQTT %%
i

[AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,"" ]

MM B ©

[ox )
ESP32-C6 MQTT i] j#
i

[AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,"" ]

i[5/ -

& 1
2. HEHMQTT fLHL.

[AT+MQTTCONN:0,"192.168.3.102",8883,1 ]

i Y <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

PiHH :
o ET A MQTT fREEIE 4 5% MQTT A3 IP #ihk AT ik 5 iR ar AR .
3. 715 MQTT /3.
ESP32-C6 MQTT ] [
e

[AT+MQTTSUB=O, "topic", 1 }

M B :
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[OK

4. KA MQTT . (F4F ).
ESP32-C6 MQTT %1
fird:

[AT+MQTTPUB:O,"topic","test",l,O

Nl <

[OK

)

PAE

* 2R ESP32-C6 MQTT AAfi & M AAHE , LA MEERF&7E ESP32-Co MQTT 1] & i -

[+MQTTSUBRECV:O,"topic",4,test

)

5. XM MQTT #4%.

[AT+MQTTCLEAN=O

M .

[OK

442 T TCP ¥y MQTT &% (5 24 MG MQTT L) GEM T8 %)
DA 72 B 60 P 7 ESP32-C6 JF A, Hhobr—Heffely MQTT %A (JUEH MQTT %eAtifirta),

—BAfEH MQTT 4T g% (U MQTT AT & M ().

AP T I T TCP A7 MQTT 34, /el 2 ald — A MQTT /LR, i MQTT fURER)

IP #ihil->f 192.168.3.102, gldk 8883,

WAREEAME R BEEHXNEZ, Sl T 8% AT a9 M KIERME 256, W& A

JHAT+MQTTPUBRAW fi4>.

W BEPPLESP32-C6 MQTT % i & kW #AE H 55 Z4E ESP32-C6 MQTT K7 it ATRI AT, DA
ESP32-C6 MQTT T A& H ki #fE 75 ZAE ESP32-C6 MQTT 7 5 & b A TR W] o SR BRAE A Hr 5]

FRUAEMR s A, A e R A o s AT B S A T

1. BLE MQTT i PUb .
ESP32-C6 MQTT A ffid:

[AT+MQTTUSERCFG=O,1,“publisher",“espressif",“123456789",0,0,"“

M B :

[OK

ESP32-C6 MQTT ] [
e

[AT+MQTTUSERCFG=O,1,“subscriber","espressif","123456789",0,0,“"

M B -

[OK

2. HE# MQTT LI,

e
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[AT+MQTTCONN:O,"192.168.3.102",8883,1 J

N . :

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

B

L]

3. 3T

&% A K MQTT A HHE 4 5 MQTT U3 IP #ihk v 585 iRy & H A TH .
MQTT 245,

ESP32-C6 MQTT 1] {3
A

[AT+MQTTSUB:O, "topic", 1 }

Mg i«

[OK

4. B MQTT JHE (FA4FER) .
R VRAB A AT E BRI, B 427 737,
{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,2zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<336 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id

LU
—

"Root=1-6150581e-1ad4bd5254b4b£f5218070413" }}

ESP32-C6 MQTT %%
i

[AT+MQTTPUBRAW:O,"topic",427,0,0 }

i B -

OK

>

bk R IR AT EE R SRR AT RS, O T DA AR, 24 AT RIS B K R R F
<length> J5, FIEEHITLE.

[+MQTTPUB:OK ]

PEHA:
o AT > PAFS , B T RRIR AT AN TR S SCP AT T S, AR EEDAR 45 % (CR-LF),

* 2R ESP32-C6 MQTT AAfi M AAHE, , A MEERF&7E ESP32-Co MQTT 1] & i s -

N

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org", "Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/","User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace-Id": "Root=1-6150581e-
—1ad4bd5254b4bf5218070413"} }

5. KM MQTT .
i
[Z—\T+MQTTCLEAN:O }
M .
Espressif Systems 245 Release latest

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 4. AT #y2 R

[OK

443 JLT TLS iy MQTT %4 (75 %A Hafil g MQTT 1LBR)

AR B[] IR W ESP32-C6 T A, Horp—BR{E2 MQTT %A (RAEN MQTT L&A E), 7

—BAEH MQTT 3T g (A MQTT T & M ).

ABISYEE T AR T TLS A7 MQTT #He. ¥ /ol 2 aId— 7 MQTT LB, fRix MQTT fUBLHY

IP #hihik> 192.168.3.102, Hgld A 8883,

W PP PLESP32-C6 MQTT % 1 F I ki #AE L 3R 24E ESP32-C6 MQTT K A& it AT EIAT, DA
ESP32-C6 MQTT T I #H I 3kAY#RME LT ZAE ESP32-C6 MQTT ] & s AT Bl ] o WS B 15 4 )

TRUIEMR A, WITG A A A o i RO 2 B ah AT

1. PEEBFIXHI SNTP 7428,

[AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

M .

[OK

2. Z%¥if) SNTP ],
e

[AT+CIPSNTPTIME?

M .

{+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LUK
o SR SNTP S55R AT RE-5 L b A [l o

* JifHf PR SNTP IJa]—E @ FLIA R, ANEER 1970 4F K Z BT .

o CEBTEE R T AE TLS A IEBHR IS IE A 30
3. WE MQTT H P EdE.
ESP32-C6 MQTT %4
i

[AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

M 3. :

[OK

ESP32-C6 MQTT 1] % :
i

[AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

N . :

(ox

4. B MQTT 3% R
o

[AT+MQTTCONNCFG=0,0,0,"lwtt","lwtm",0,0

i B«
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[ox ]
5. MQTT U

[AT+MQTTCONN=O,"192.168.3.102",8883,1 J

i B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK
L
o A MQTT BRI 4 5 MQTT L3 IP Hudik il RE 5 Fik & th A [ o
6. 17 MQTT /3.,
ESP32-C6 MQTT 7 5i] 3 :
e
[Z—\T+MQTTSUB=O, "topic", 1 }
M .
[ox J
7. B4 MQTT JHE (FR/E ).
ESP32-C6 MQTT %1%
e
[AT+MQTTPUB=O, "topic", "test",1,0 }
Mg Y.«
[ox 1
LR
* 45 ESP32-C6 MQTT KA M AN A, PATE B K7 ESP32-C6 MQTT 17 [ & i 7 «
[+MQTTSUBRECV:O, "topic",4,test }
8. XM MQTT %4z,
i
[AT+MQTTCLEAN=O }

i B«

& )

4.4.4 LT WSS [y MQTT 4%

AR (] i B ESP32-C6 JF A, i —Heffoh MQTT %A (UAFEA MQTT %AiE M), 7
—BfE MQTT 4T g (A4 MQTT T & M ).

NG T g 2T WSS 417 MQTT E#:, MQTT (U4, F test .mosquitto.org, WIEKE N
mgtt, Ik 8081,

WP BEHPLESP32-C6 MQTT %X i & 3k #AE R 535 Zi4E ESP32-C6 MQTT KA it ATRIAT, DA
ESP32-C6 MQTT ] I8 # H ki #fE L5 ZAE ESP32-C6 MQTT 7 & st A TRI ] o SR BRI e 5]
FRUIAEW s 0, DR BAE A 2 b T B 2 i A A T o

1. PEERFIX A SNTP 7428,
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[AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

N . :

[OK

2. 7¥if) SNTP Hfi].
i

[AT+CIPSNTPTIME?

i . <

{+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRV SNTP Z5 80 5E 5 _EaRmn i i AN ]
* PR SNTP ] —E & E LA RUWIE], ANBEZ 1970 48 K2 Fif i B IA] o
o BRI THE TLS A UER R IEIE 5 1A %00
3. WE MQTT H g k.
ESP32-C6 MQTT % i
s

[AT+MQTTUSERCFG=O, 7, "publisher","","", 0,0, "mgtt"

M .

[OK

ESP32-C6 MQTT 7 [5{] 3 :
iy

[AT+MQTTUSERCFG=O, 7, "subscriber","","" 0,0, "mgtt"

M .

[OK

4. M MQTT LB

[AT+MQTTCONN=O,"test.mosquitto.org",8081,1

M B -

+MQTTCONNECTED:0, 7, "test .mosquitto.org","8081","/mgtt", 1

OK

ik
o fosi A MQTT fUHE 44 5k MQTT CH IP Hihk nl fE 5 iRy AR .
5. 1717 MQTT 4.
ESP32-C6 MQTT 1] % :
fir g

[AT+MQTTSUB=O,"topic",1

N . :

[OK

6. KA MQTT & (F4FeR).
ESP32-C6 MQTT %A :
fird:

Espressif Systems 248
Submit Document Feedback

Release latest


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 4. AT #y2 R

[AT+MQTTPUB=O, "topic", "test", 1,0 J
i B«
& ?
LR
* 4n2f ESP32-C6 MQTT A Afi & M AL, A MEERF&7E ESP32-Co MQTT i & s -
[+MQTTSUBRECV:O, "topic",4,test J
7. KM MQTT ##.
[AT+MQTTCLEAN:O }
i B -

& J

4.5 MQTT AT &+ &bl

AR FEEAN B i L AT a9 X4 AWS ToT,

W XU MQTT AT f3 RIS B, IS RMOTT AT 44 % . 55 E I s AWS ToT JF
KAar KA AWS ToT,

T IR PAN AP BR8] ESP-AT 5451 ESP32-C6 5 i # 5] AWS IoT.

o M AWS IoT 3% B4 5 vA % endpoint
o 1% MOTT AT 442 F &1 iNit £ 4% AWS IoT

4.5.1 M AWS IoT FRIUIE15 L) Bz endpoint

1. BRI AWS 10T #EH G5, PAMNYZ ToT Core services,
2. B Q) AWS ToT B iyt Q18 AWS ToT 3l . FHHES .
BRI RIS A N IR AN BH S

* device.pem.crt (i%£5ET)
* private.pem.key (FAH%4])
» Amazon-root-CA-1.pem (i CA JF45)

3. MRHESCRY 5L ERM PRI A (endpoint) PAK T A AT ek A5 A 4 5 2 SR

i S AE RN “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF 2N G H PATR A s AR R i — L2
* AWS 10T T2 Iy i i YIRS . SAE] . AIARIET .
o A RATEEEIE S .
o DI Z MRIN (Ohio),
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4.5.2 fiH MQTT AT &y A3 W mAIEZEE: AWS ToT
Beir 1
FTHFAHD ESP-AT TA%, FHHUATan N #AE:

o ffiffl Amazon-root-CA-1.pem ##f customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
e ffiffl device.pem.crt ¥t customized_partitions/raw_data/mqtt_cert/mqtt_client.crt.,
o ffi[f] private.pem.key #f customized_partitions/raw_data/mqtt_key/mqtt_client.key .

gaikpek AT 1T

%1% ESP-AT Tl H DAY AT [, FFRF R FG RN B3R ESP32-C6 . ST MEZHE, WS Ak
Y%iF ESP-AT 142,

Friks ARSI ESP-AT TAEE AL, W B AT fy B el fF P agiE, BRI S 5l 4o fT 2
# PKIF % .

1] AT a2 EE4% 8] AWS ToT
1. &8 Wi-Fi #3{4 station,
iy 4
[AT+CWMODE=1 J
iy B«
E )
2. 42 AP,
TS

[AT+CWJAP=<"ssid">,<"password"> }

N . :

[ox }
3. & SNTP Server,
s

[AT+CIPSNTPCFG=1,8,"pool.ntp.org" ]

N . :

& )

4. #¥if] SNTP Aifd],
s

[AT+CIPSNTPTIME? J
N . :

{+CIPSNTPTIME:<asctime style time> J

OK

AR
o BLHFIRASHY) <asctime style time> DAZ 2 35 B I X [ SEIFIRFIR] - 75 0] £ BR AR 5 5500 1 3 B0
BRI
5. #E MQTT H P gt
e
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[AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,"" J
N . :
[ox )
AR

o AT+MQTTUSERCFG H1%5 2%k 5, BIXUEHAGE, Ak,
%% AWS IoT,

s
[Z—\T+MQTTCONN:O, "<endpoint>", 8883, 1 ]

M .

OK

+MQTTCONNECTED:0, 5, <endpoint>, "8883","", 1 }

B A :
o JHLE <endp0mt> ZH P IE S 451 <endpoint> {H .
o JLEEHE R 1 8883,
7. AT FEH
iy

[AT+MQTTSUB:O,"topic/esp32at",1 }

M .

E ]
8. B
s

[AT+MQTTPUB:O,"topic/espSZat","hello aws!",1,0 }

M .

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

BilH

Eﬁ&‘ﬁﬂ%ﬁn?:
1. ESP32 3fii H &
2. AWS it H 7

4.6 'Web Server AT 754

AR A AT web server I, 29 R PAT JLAS 7 TH MY -

o 4% W R BEAT Wi-Fi B

o fE AR W B TOTA ) IH 2R

1% B A5 N2 A 24T WI-Fi B A

12 A #1452 24T OTA B 4R -2
ESP32-C6 1% ]/ Captive Portal 5 4%,
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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il BOARY AT B4 SCRF AT web server HUIIRE, T5Z7% Web ik 525 AT 44 JB % II6E

4.6.1 fE NS 24T Wi-Fi B
s
j 3t web server, FHLEL PC T DA ESP32-C6 4 1) Wi-Fi 432 (3 .. (4T DA 1) 5 Lo e g i 2

3| ESP32-C6 B 51y AP, @i W VEaR AT ITRC M M 0T, -FF Wi-Fi FL B 5 ik 4y ESP32-C6 54, A5
ESP32-C6 SRR AL L5 BB 18 2 R th e

BATMRAE AT DA AR =2

o i 1% &% 4% ESP32-C6 1% &
ORI R-Y € AL EERN
R T TAR PSS

ML B 7 i1 ESP32-C6 Bedy ¥ 4E, b ik sr s ESP32-C6 %, ESP32-C6 i L BN
AP + STA Bz, FHBIH—4> WEB [R5 45 M EE , W AT 6y a0

L JEBRZ BIRIECRAE PR RRIECM AR, ATRER AR AR OR B 2 A B C L5 B AT 3-8 WEB fiik
S5 as oIk .

¢ Command

[AT+RESTORE J

2. Jit & ESP32-C6 1454 Station + SoftAP iz,
e Command

[AT+CWMODE:3 ]

3. iX'E SoftAP [y ssid Fil password (135 B ERIA 4 $E ssid A pos_softap, TCEEH) Wi-Fi) .,
¢ Command

[AT+CWSAP:"pos_softap", wwodl, 0,3 }

4. (EREZ .

¢ Command

[AT+CIPMUX:1 }
5. Az web server, uflIl: 80, HRIEREWIE]: 25s (BRIASK N 605s),

¢ Command

[AT+WEBSERVER:1 , 80,25 }

G, B Eaday 453 web server Ji, FTIFRCI e 10 Wi-Fi HEHZIIAE, 4 ESP32-C6 i) AP:

i vxﬂbzﬁﬂi;ﬁﬁﬂlﬂlh B FERC B 8] ESP32-Co 45 J, BIRI &% HTTP 3K, fil B AR AN

A E R VR, WSAHEC MO SCHRAIC R S A VE M Rr 2 A AP, i, an s (i i FALi%E 2 £ ESP32-C6

1) AP, NZFHUIREIAE R ESP32-Co W& fF R AN ) £ {XJ Wsas e A web server ZRIA [ TP Hiht

(ﬁn%ﬂewﬁ ESP32-C6 4 #5111 SoftAP IP bk, ZRiAk 192.168.4.1, #Eu DAL AT+CIPAP? 425124
HiY) SoftAP IP #ihit), FTHFHC I B, i APUZERZ 6 th #8110 ssid, password, sy “FFIRECM” B Al
A 9 -
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WLAN @)

FIF WLAN %z

pos_softap
B (R L)

)

& 1: %42 ESP32-C6 AP

® 192.168.4.1 @

waiting config

H Bk

Pl 2: TITFRC K S im
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FH P AT DA s G R0 B e SSID g AME A T R HiHE, A5 F ESP32-C6 Rt AP 5135, %#H
AP Ff#i A password J5, s “FFURECH” B AT EShEC M :

® 192.168.4.1 O

Wi-Fi 5% Rl

FAST_FWR310_02 a
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

A 3: W R A IREL Wi-Fi AP 51| 3R = K

MRS TR S5 R B R R

L) L BCRG, WITCR BBl ek, ARSI T, ST A ESP32-C6 Ay IP Ml T
BFTITR L

[ A, FEE DRl E S

+WEBSERVERRSP : 1 // REE S EM

WIFI CONNECTED /] REE & &#

WIFI GOT IP /) FEER G FRBE 1P

+WEBSERVERRSP : 2 /) RERAMK BN E MR 4R, it TUEK wEB &R

PUES MR PR SEDIE R V
]S, FEHR H R R R

+WEBSERVERRSP : 1 // REKE 3 WJ PR KB IP B B, MCUL

ST U AEK B Z AW EFEE TR
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(D 192.168.4.1

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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LI RHERR

BEWI 1 O TR S B IR I . A AR ESP32-C6 FRER Y Wi-Fi AP 2 B IEMHE, PAK
AP [ AR E, HHIA D L8 AL AT 65230 B i web server.

4.6.2 ML AT OTA FIfETH,
wifv

WS EFTIF web server [T, T LARESRIE A OTA TR U, 38 3k 90 T FHE5 R FH 43 DX H f ] 2w
B R RRES BRI ECE (2% 30 4o T 47 PKIRCE T RREZAEBEER).

Wikt

ITIF OTA B B W &y
WHEEIHH R
B AEHTHR B
FILOTA %5 %

L] L] L] L]

FIOF OTA ¥ viim i, sSEMITA T “OTA FR” w5, F1HF OTA BLE U5, W AE A 4]
[l A . AT Core i

PEW 1 Y30 Y AS 4 ESP32-C6 Mibk i) AP, %1751 OTA Ji B U A 415 % -5 ESP32-C6 FBIE LA
[l A>Ty, A T AT e 5

eI 20 WO ESRRE CUETE R S EH P R Y AR IR S, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% Kib4iF ESP-AT 1T.42)

WHGRRASS, BB SRR A AR, DA T B A PP [ R AAS o

PP BHTFI sy X AN, mialy “Partition” "NRIHEAAREUIA AT ATH R 23 X -

BeBHRIEE  npE, Rl SRR RN SR, PR R A AR
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL S XPEFRR B E A TR A . B A4 B R B bin, TE ORI
KN partitions_at.csv CHHE XL ota 0K K/N. A RISCHEIEEAIE S, 5%
FY 4o AT 38 o — /B e EE X 4%,

BEW] 20 XFFHE X, W SRR E R A . A RS Bl cbin. TR R
INANELGRIT at_customize.csv SUAFHE XK KN RIESTHFRITEAE S, 5% X 4T A

AR OTA £ i, FEPEARR, FR “THn”:
I, FEES D R 4R 5 6

+WEBSERVERRSP : 3 /) REF M ER ota B 4 H i
¥

%
+WEBSERVERRSP : 4 /) RER S E R ota B 4%
5

AU OTA AR RN, i “TIHRM, HH
[, AEHR H R an e R

Tk
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE

ota

ble_data

server_cert

server_key

server ca

client_cert

client key

BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K

Espressif Systems 264 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 4. AT #y2 R

+WEBSERVERRSP : 3 // REFHEER ot B H %
+WEBSERVERRSP : 5 /) REREBEKRE ota HE %
SHERAW, R LR SBHT oA EHEA L

i
KW, AP TUHEEIHITF OTAL

BEW] 12 XFF ota 72X, FREIMATAT+RST HJH ESP32-C6 AR T (T
BEW] 2: ESP32-C6 2 ARBR L BIAY ota [IFNE . (AASKEHICEIR e K EF A, FriAsiir

Hog sy K A A IER

4.6.3 (LIRS DR T Wi-Fi iCM

wifv

TR/ IVER e B X 2 3 Aol /IR FP 4 ESP32-C6 e Bl AP, I (i /M 5 7 2LE B 1) AP

5 L2y ESP32-C6 A, ESP32-C6 Bl iX 28(5 EUE L BINS WY 14 AP, F 18 IR /M C ) 45
RIRVTTH

H % ESP-AT fUfE/MEFFRT 2024 45 12 J] 31 HRAE. FERCIE], GSMchr ™ b I REAO . it )s
VAR AR, BOSECR REERTST, FATRIBHON SR MR AT 2, IR BRI SO

Wikt

A PELRAE AT DAY LA I 2

B 5 ESP32-C6 % & %4k
M BAAT AT

A 4% AP 4%

FATE A

ML ESP32-C6 et B4y O 1 ik/MiR 7P % ESP32-C6 i #, ESP32-C6 7 S ML E A AP + STA
X, A WEB RS0 MEFIERE, XIVAY AT Gl :

L EBRZ BIRECRAEE,, EPRATERREC MR, ATRED AR AR PR B 2 TRy C A5 AT 5:50 WEB fiik
S5 as oIk .

¢ Command

[AT-%—RE STORE ]

2. it & ESP32-C6 1454 Station + SoftAP iz,
e Command

[AT+CWMODE:3 }

3. iX'E SoftAP 1y ssid Fil password (45 B ERIN 4 $E ssid A pos_softap, password A espressif ) .
e Command

[AT+CWSAP:"pos_softap" ,"espressif",11,3,3 }

s s/ MR ERIA IR ssid N pos_softap, password iy espressif f] SoftAP K ELiERE, R
f ESP32-C6 P& S It AR B A TR

L. (EREZ .

¢ Command
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[AT+CIPMUX=1 ]

2. 7 web server, 1T 80, I RIEREMIAE]: 40s (ERAHA A 60s).

¢ Command

[AT+WEBSERVER:1,80,4O ]

IMERA/ DR FTIFFAURE, S48 R 4

T S e —ig

B 11 BRIV Y 4ERD
IR /MR, HEARC I ST -

Hbs AP &% ﬁﬂﬁﬁﬂéd\ﬁf?}: *ETEHLEE’J H 7FT AP, —H?rEEI_J Fﬁﬁﬁﬂﬁﬁ“ I :

1‘E

2. FHE AW HAR AP AAHLUEC M PSR, W didRar AP BUIHEHIDR “AHLFHLAT 210
HERBIL

PATHCH

THEAN H bs AP ASEAHUCIH T-HL X B LATF R AR SO i B, A ZA e g A -
LATIFFHL Wi-Fi, R Hs
2 FTIF AR/, W PAR B/ Y TR EL 48 F 3 2/ Y i i 4% 1 ssid 2" FAST_FWR310_02",

VER QR YW DT R BN C IR B FR A0 ssid, T T N B CEFHEANET, R4 E o
Th] :

3. By B ASHY password J5, s “TFIRECH .
4. BERI R, /N DL T S
[, FEER R R {5

+WEBSERVERRSP : 1 // Rk B 3B [

WIFI CONNECTED /] RRIEE#E

WIFI GOT IP /) HFEER G FKIE 1P

+WEBSERVERRSP : 2 /] REANBRFUREBEEMABR &R, T NEH WwEB KR

5. FFECPI AR, DU/ e T S

[, R PR~ 5 B
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ESP-AT

A SSID

B sinEmnns

P 12: /NP T ) L T

WLAN @)

Bl WLAN 53 :
FAST_FWR310_02 =
Bk E
B 130 PR BB A%
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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+WEBSERVERRSP : 1 /) REEFEM, RAESEAREENRKE IP £ K, MCUL
SN AEREZAMEFRI R, BB, MWRRFN K.

=
=

FHEAR bR AP AR THL - MR IEAERC R B FAUE TR A AP, W PURT A ssid, A
%%A$M%APMWMMm FEARGESE TR ST FAL AP BIWT (AR FHLSCRF RN ATIT Wi-Fi f17=
\\\\\\\\ , WATRHITITFAL AP).

ik EANZIGE, T ASGE MAC ik FE 2 RtE M MAC Hhk i O 22 /0 B 1054540
[Fl o

Perp /IR DU “ASHLP LA EIUHE, S AAHLIR G password J5, iy “THIRTCI "

Am A RmERA SSID

666888606

Message

AHFHAR

Kl 19: f A AP [95H
2. BB, AR R P BfeR)E , IR ALY G E 2T R, Bt ESP32-C6
T Sl B AR i

3. L S5 SRAE /IR e T ) S s A R 1 i i i S A R AR FL AR AP A2 AL AL
WYL, 5% L

Espressif Systems 273 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 4. AT #y2 R

666888666

Message

EEFA

AR FHAS

I 20: JHAREREE] AP
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T WL HERR
BRI 1 B TR R R S R AR RN . A A ESP32-C6 FRELY) Wi-Fi AP @R IERH S, PAK
AP [ AR E, HHIA D L8 AL AT 65230 B i web server.

UL 20 BEP TR SRS T AP RIK” . SRR LM B A1 Wi-Fi BRI ER AT IT, K ESP32-C6
B Wi-Fi AP 2 R IERTTE, PAMK AP (9 ssid, password J2 3% BB P IRIEATHCE. -

BEWI 30 TR RS Wi-Fi BCE . TSl L% RE ESP32-C6 bk AP, #ff
i\ ESP32-C6 FiHefy ssid. password O 245 8 _E R BB A TR & -

4.6.4 ENGE/ DR OTA [fESF2%
AR/ SCRFE 2 52 I ESP32-C6 B BB 12, 11§57 Eiddc B ESP32-C6 % & A4 i RS IR

5S¢ ESP32-Co Bt E:. (WIRCAIERC 52 ML s, A EENE). NI ES, &&hiT OTA
W TH RS O BE 4 AT OTA [EPFTIRRML, TS 1A %1 W 35 4T OTA Bl # I+ 2

4.6.5 ESP32-C6 i li] Captive Portal Jjfig
Wi
Captive Portal , J2—Fh “SRHENAIET T $R, 248 ] 3+ Captive Portal f station #5742 3|2 {1t Captive

Portal g 55 1) AP £ i), Hfill & station 15845 1A Wi 2 B % 248 2 9 T . B £ & T+ Captive Portal [/}
2, 5% Captive Portal Wiki,

2 BATEOLR AT web IR B %I fE, AJLAMEE . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support G
ZUIRe, REHIFELRE (E5% KksiF ESP-AT T42) . WAL, BEHZIIRE, mRe S8R MIE/MET
BEATHC I B OTA [l TH N A AR DUk , AR s ) a7 0] AT web I HIZ 2D RE -

JEtHI Captive Portal BJfEJ5 , 5% LiRBL A i% &% 4% ESP32-C6 % & M H AL BR5E i ESP32-C6 (1 fic
B SRJGTER: ESP32-C6 4511 AP:

WLAN @

B] F WLAN %I)3&

ros_softap =
;.:I.; I\E |?:_: (.-r.__ S . !

- j% i |
o ‘Y En:
m =2 el WAL I }

& 21: j#42F]IF Captive Portal THEER) AP

b, station a5 E4%F]JT Captive Portal JIfER) ESP32-C6 i #5# AP )i, f2/n “Fdg/iNiE”, )5
FEEBIITIFNYE RS, FHBEREE] AT web ) E 500 . A ARE A BBk, WIRYE station A& HIFLR, sl “A
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E” g b BRI RY “pos_softap” #A A FR, Falifili’k Captive Portal H ¥ Yi#s, #EAZF] AT web
FER R
T WL SRR

B L2 Gl {F X0 (station ey . AP i54%) #BSZHF Captive Portal DIREA BEARUEIZINBEIE MM, HIL, 4%
WA HEHE ESP32-CO i AP JG AR “FRdrkANIE”, FFHBCH B3yt AR AT web i) £ 540, WIHE
J2 station WA AN SCRFZIIRE, MUHT, 1HS% LR R b B AL E B A2 8 BB BET-Z4T I AT web
= FH .

4.7 HTTP AT 541

AT BRI E ESP32-C6 i FIsfTHTTP AT 4y 4 5% e QWA= Bl .

HTTP % F 5% HEAD i £ 7 i%

HTTP % F 3% GET i X7 i%

HTTP % p 5% POST & K7 i% (&) F POST 'y &4k )
HTTP % F 3% POST & K. 7% (##H 7 X))

HTTP % f 3% PUT & £ 7 % (i& A F RIEE)
HTTP % F 3% PUT & £ 7 ik (3EH X))

HTTP % F 3% DELETE # % 7 %

HE: 4] ESP-AT {UCHFH > HTTP & i S fE -

4.7.1 HTTP % i HEAD 2K J5 i

Z~ 5l PA http://httpbin.org /E% HTTP IR 4545 .
L YR .

[AT+RESTORE

M .

[OK

2. E Wi-Fi £ A station,

[AT+CWMODE=1

M B ©

[OK

3. TEZESHAR

e

[AT+CWJAP="espressif","1234567890"

M B -
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WIFI CONNECTED
WIFI GOT IP

OK

LR
o W% AR SSID MRS AT RERR _Fid iy & TR . 3960 R0 B h # 1 SSID FI%5 1Y
4. K%k — HTTP HEAD 3K . i%H opt 1 (HEAD %), url Sh http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

[AT+HTTPCLIENT=1, 0, "http://httpbin.org/get",,, 1 }
Mg |3«

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

AR
o ROREREI HTTP SGER(E 5 n] 5 _Eidm B g A F] o

4.7.2 HTTP %y GET WK Jjik

AFIPAF 88— PG &2 R i SC Bl . B R &84 4 https://www .espressif.com/sites/all/themes/espressif/

images/about-us/solution-platform.jpg.

L RE T BLE.

[AT+RESTORE
iz
(o

2. B Wi-Fi 25} station.
i

[AT+CWMODE=1

i B -

[OK

3. EREH .

fir s

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

P :
o fka A SSID HI RS i REER_Ead v H AN o i B SR B ph 45 SSID RS
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4. Jik— HTTP GET i3K. % H opt H 2 (GET ¥:), url i https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

-

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform.jpg",,,2

W i

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>

<0x0c>HLino<0x02><0x10><break>

<break>

mntrRGB XYZ <0x07><0xce><break>

<0x02><break>

+HTTPCLIENT:512, <Oxeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<Oxaa>*p<0x7£>2",h<0x12>N<0xa5><0x1le><0xd2>bp<0xea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xcb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0%x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
—<0xe7><0xc2>Vv<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xci4>y<0Oxae><0xca><0xed><0xec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0x1lb><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>0@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_eb6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xfl1>
—<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t0?7<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d [<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xa0>
<0xc4d>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.7.3 HTTP % i POST iRk Jj7k (G T POST b i)

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L PR .

[AT+RESTORE

M .
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& ]

2.

&% B Wi-Fi #2 ) station,
A

[

AT+CWMODE=1 J

i B <

[

OK }

3.

TERB &t

[AT+CWJAP:"espressif","1234567890" ]

i B -

WIFI CONNECTED
WIFI GOT IP

OK
K

o T4 AT SSID RIS A] BEER B A S BN o 1 8 AR % B 5 17) SSID F4% S
% % — /)~ HTTP POST % k. & & opt & 3 (POST F ) , url N http://
httpbin.org/post, content—type A 1 (application/json) , transport_type N 1
(HTTP_TRANSPORT_OVER_TCP),

(

~

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\
:‘)"}}"

-

L

Wi K7 -
+HTTPCLIENT:282, { ]
"args": {},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {},
"form": {},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=

+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
by

"json": {
"form": |
"purpose": "test"
}
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post"
}
OK
J
LK

o BHRIEN R ZE R AT e -5 bk B2 A ] .
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4.7.4 HTTP % ;3 POST iR i (Heti k)

MRS POST 8l AN 2, Ca@id T & AT S WK EEME 256, W@ WA DAl
JJAT+HTTPCPOST 4.

Zn B PA http://httpbin.org /4 HTTP k4525, $HE258N application/json.

LR R
s

[AT+RESTORE ]

i B <

[ox )
2. %E Wi-Fi £t station.
fird:

[AT+CWMODE=1 }

M 3. :

[ox J
3. R AT

[AT+CWJAP="espressif","1234567890" }

M .

WIFI CONNECTED
WIFI GOT IP

OK

AR
o A SSID FIE I ] iR i ar & P RTR] . 35 6 A % B 45 ) SSID FIE
4. Post F5 & K B Ps. %y S i E HTTP L B3 &/ 2, 4 %l 2 connection
Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,
R ARAEEE post 1) JSON FHan s, KJEH 427 75,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9, zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive","content-
—type: application/json"

.

N . :
s )

OK

>

Eadwe R AT CHE R A B RAT RO, U T A A BT 2R 427 T K g s, 24 AT
BEI B EIRE] <length> J5, BEEHITE.

+HTTPCPOST:281, {
"args": {},

(T
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(750

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf55842bd58b32"
by

"json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

< like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581le-1ad4bd5254b4b£f5218070413"

}
by
"origin": "20.187.154
+HTTPCPOST: 45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
K
* AT it > P75, HTTP body H1HFIATFATA F5 B CFAFIA T4 L, WATE AT
(CR-LF).,

4.7.5 HTTP %y PUT #5RJik GEM T ICBlinie)

%R BILA http://httpbin.org /E25 HTTP 4545 . PUT 53K 308 A if) FAF R S5 A

L WRE ) &E.
e

[AT+RESTORE

W

[OK

2. EE Wi-Fi #8354 station.

[AT+CWMODE:1

M .
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[OK

3. IR HAR

iy

[AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

K

o f&HI A SSID R ] iR iR ay S PR TE . 56 A % th 45 ) SSID A1
4. &E— HTTP PUT k. X% opt 4 (PUT A¥), url 2k http://httpbin.org/put,

transport_type 2§ 1 (HTTP_TRANSPORT_OVER_TCP).
s

[AT+HTTPCLIENT=4,0,"http://httpbin.org/put?user=foo",,,1

i . <

-

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www—form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "R
+HTTPCLIENT:140, 00t=1-61503d41-1dd8cbe0056190f721ab1912"
}I

"json": null,

"origin": "20.187.154.207",
"url": "http://httpbin.org/put?user=foo"
}
OK
.
K

o BARBEN R ZE R AT e -5 _Eadme B2 A ] o

4.7.6 HTTP %y PUT 5K Jiik (it X)

%I DA http://httpbin.org /F8 HTTP AR 4#%, $0E35%k application/json.,
L RE W)

[AT+RESTORE

Nl B <

[OK

2. & Wi-Fi #8354 station,
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[AT+CWMODE=1 J

i B«

& )
3. BB

%

[AT+CWJAP="espreSSif","1234567890" J
Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o fad A1) SSID FH4 A% AT BEFR ik iy & AN ] o T3 6T AR 8 e #5179 SSID FH5 T
4. PUT $5 & &K BE 8 #ls. iz & & % HTTP L7 BB it h 2, 4 52 connection
Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR AR AE 2 put 1) JSON KR s, KN 427 75

e Y
{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,2zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

. J
-

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive", "content-
—type: application/json"

|

M . <

OK

>

b R AT EER IR TR, T DA BT PR 2 427 TR IEE, 24 AT
FAEN R K EILE] <length> J5, BAEEHITI.

+HTTPCPUT:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—qg=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\", \"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"json": {

(T
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— like Gecko)

}
by

}

SEND OK

(750
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

Chrome/91.0.4472.114 Safari/537.36",

"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"

"origin": "52.246.135
+HTTPCPUT:43, .57",
"url": "http:

//httpbin.org/put"

AR
* AT Hiili >
(CR-LF).,

4.7.7 HTTP % fig

FAFIE, HTTP body HRIIA AT AN TR B8 SCPATUER TG S, AR A T4

DELETE 52K J5 i

WORMIDA hutp://hupbin.org i HTTP %%, DELETE J7i% I TR 545 109605, DELETE #RA

S BUHAIR S5 % -

L WRE T 3.
iy

[AT+RESTORE

i B -

[OK

2. P Wi-Fi #i34 station.

TS

[AT+CWMODE:1

Nl . <

[OK

e B 2
s

[AT+CWJAP:"espressif","1234567890"

Mg i -

WIFI CONNECTED
WIFI GOT IP

OK

K

o fki AR SSID HIERS T REER_Ead iy & AR IR o 335 68 R 5 b 5 SSID FEERS .

Espressif Systems

284 Release latest
Submit Document Feedback



http://httpbin.org
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 4. AT #y2 R

4. J3%—~HTTP DELETE i3k . #% % opt to 5 (DELETE J7%:), url F http://httpbin.org/
delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).

[AT+HTTPCLIENT=5,0,"https://httpbin.org/delete",,,l J
i . <
e R
+HTTPCLIENT:282, {
"args": {},
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "Root=1-61504289-468a41l

+HTTPCLIENT:114,737b0d251672acec9d"
by

"Json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
BEH:

o BHRBEIRIZE R AT -5 ik me B B AN ] o

4.8 WebSocket AT 7134

ARG T AE ESP32-C6 5 _EizfT WebSocket AT 444 s 2 WITEA 7~ Bl o

o L F TCP &4 WebSocket % &
A F TLS 04 WebSocket i3 (482 %42)

W IRIARY AT [E{HA X HF WebSocket g . WHR AT ZE ESP32-C6 57 WebSocket HIfiE, S % /N4,

4.8.1 LT TCP 1) WebSocket ¥4
1. &8 Wi-Fi #5354 station,
A
[AT+CWMODE:1 }
Mg |3«
(ox J
2. HEREE B AR
A
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[AT+CWJAP="espressif","1234567890" J
N . :

WIFI CONNECTED
WIFI GOT IP

OK
AR
o fas A1) SSID FI RS ] REFR bRy & R AR ] o 3 T F A8 8 Fh #4517 SSID Rl
3. PC 5 ESP32-C6 WA IEBE[R— Ml o
4. ¥£ PC ¥ [ python Al #d-—4~HF TCP () WebSocket 4548, NN :

p
#!/usr/bin/env python

import asyncio
from websockets.server import serve

host = "192.168.200.249"
port = 8765

async def echo (websocket) :
async for message in websocket:
await websocket.send (message)

async def main():
async with serve (echo, host, port):
print (f"Server started at ws://{host}: {port}")
await asyncio.get_running_ loop () .create_future() # run forever

asyncio.run(main())

H B BRI host Oy PC (1 IP MU I ERAF N ws—server.py X, FIBHEITIZRERF

[python ws—server.py }

i
o MIREH PC 3B L websockets iE, #f#i pip install websockets 223,
o BRINIE Y WebSocket iR 55 253 1128 8765, Zt AT DA B A H B G 1 o
5. ESP32-C6 #5451 M7 P %43 ) WebSocket IR 5545,

e

[AT+WSOPEN=O,“ws://192.168.200.249:8765"

M .

+WS_CONNECTED: 0

OK

6. Ak 4 TR

[AT+WSSEND=O,4

i . <

OK

>

A 4R, Bl ARG test, ZJa AT KR AT AR

[SEND OK

B -
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o FHIARFEIEH L AT+WSSEND AR KE (n), WARSLSWY busy p..., HE
EEAEAET 0 N, RIRSEMG L. SEND OK.
7. BRI 4 TR
i T LTI ) WebSocket i 45 #% & — AN B2 R 5 4%, BRICAESOR &6 I5, R4S At 2 iR [ml i 4L
P, BRI AT i

[+WS_DZ—\TA: 0,4, test

4.8.2 JET TLS ) WebSocket ¥4 (AT %4L)

1. P8 Wi-Fi 884 station.
s

[AT+CWMODE21 }

i B«

& 1

2. EEFIH A

s

[AT+CWJAP="eSpressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o f&k A SSID MRS il REER_Eadair & A A IR] o i B SR i e 4519 SSID AI%ERS -
3. XHE SNTP 45 #s .

[AT+CIPSNTPCFG:1, 8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

M .

[OK

iR
o AT DAARYE B O B Z I X B SNTP iR 5545
4. #¥if] SNTP Hi}q],
s

[AT+CIPSNTPTIME? ]

N . :

{+CIPSNTPTIME:Wed Nov 13 17:00:15 2024 J
OK

BiHH -
o W RAAEIA) SNTP K [B] 5 SR H (]2 5 A A R W 5 B SNTP il 458 @ B A R4
o PEE AN THE TLS A TERHARIIE 150G %6 «
5. PC 5 ESP32-C6 % £ 52 [f]— N iy o
6. 3R WebSocket IR 55 #5um ) CA. k4. FA4H.
AT PAE ] openssl THAR CAL {EF5. FURAEH. WAL EBAXE, 35060 H AR e E A7 :

wss_ca.crt

Espressif Systems 287 Release latest
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 4. AT #y2 R

MIIDNjCCAh6gAWIBAgIUDe6T+PulOBgmmT jw3s4snVRNFiCMwDQYJKoZIhvcNAQEL
BOAWNJELMAkKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFUINJRiIBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDYxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQOxEDAOBgNVBAMMB1 Jvb3Qg
QOEwggEiMAOGCSQGSIb3DQEBAQUAAAL IBDWAWGGEKAOIBAQCY1Qst JGNFHLE7F +gG
OMSZSrWV4+/50xwlCw3y5N10VKMSxppYHVX ] 6MbOWWoCgQcex/WMtanhg9ATD1ZOE
PXFVB0aZd6EEBz24k7UvQ1ilfIw5tzmjl8SSbe7CiFg302WVokBVEFhSeY2jrG+sI
6PWgOWsvxzierDL9hef708IJER1IX0ScBIsLZnVU4UBPtrbG2bgl3L6T51Q95t SEX
Lsmfz41+/Q1xSC7VGHIK1IWGBnUzGpvIvLcIUFGZVCcAEKx1VIY7DsyJvTosfOOMmb
yUIcBk5nVCHRfhmt r FRAWWD9YaNcOgMPVpO6cHzGd/Fgw6v06QshMYUOE 6wxpVijb
8JY1AgMBAAGJPDA6MAWGAL1UJEWQFMAMBAf8wCwYDVROPBAQDAgGMMBOGAL1UdADgQW
BBRAPJ7NG+WXS1iLN4ZLWJI1QQf jrm7zANBgkghkiGIw0BAQsFAAOCAQEANYpPErE2L
IpISbzJTvG6A67YMYMyadWSNGQ2VidLK2s3zkggF96bIZz1iygOa9mgAKD/yTwl0t
VOxF1GUDz43DtJZ1wxo8FPrxH41cP63vjtp28+ZNkylvIOHrx8De2JjiYwWRpZm1QY
EHWDEFpK26LdwPPalwdMZSyMzCtRNJ+08Bk5kSc3VIQImh91Led4PdfCIcfzwPskC
dNgUMECRa4k3VFOYVUumyFofG8/kINcRogfPzZuUE20])1wCHgSpOaP2CJIN9QTkOg
FnO0Itrjikvé6zlaTp+SJPOzRPbympLIKhhhhcYJQdPaXHWWYfdhEU/abnndQpd+1Y
HPnBCb4tK/pS9w==

MIIDVTCCAJj2gAwIBAgIUPLhviJh1UJDQ5Md6tHibK11jP24wDQYJKoZIhveNAQEL
BOAWNJELMAKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFUINJRiBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDQxCzAJ
BgNVBAYTAKkNOMRUWEWYDVQQKDAXFU1BSRVNTSUYgQVQxDjAMBgNVBAMMBUwx IENB
MIIBIJjANBgkghkiG9wOBAQEFAAOCAQS8AMIIBCgKCAQEALKALI+zRbUaMjukAiZ2ai
dzPdNdy+TUv2K+GyBl5yomIrOelclpfztk68zdHKcFFtORQfz1GYtxrZzgvOT704t
K9ijFAw+k498SCTmTgHW1UKc7BIMK6UZEZSkXUnufXKES5+N96u+49e3wbk7yoNfQ
kzdtwwXUtM6ee5w7HV jwdKQcIXYWv/c/zVLWmAUG3AEaUknS8r4LdG/X+L/bxN+9
zyCcLL5tGgZg22KENW4AQWsSUY6ntuKQD1ohiNxi+wXyM3mVNOc94umICj7al0OhPst
UmuLYD/gUCnM4JRvVQYAVMPQC188KoLj7aIwJedQ7TIwhJIGDS6WDVEMeRfJVXswUk
4QIDAQABO10wWzAMBgNVHRMEBTADAQH /MASGA1UADWQEAWIBp JAABgNVHQ4EFgQU
elwZbnvInZr8js60EyIWiP6hRFAWHWYDVRO JBBgwFoAUNrQtNxDOtapUczc8Mwln
hPZE84YwWDQYJKoZIhvcNAQELBQADggEBAICnosdYBc6enaKB7 7AWXFE zMWyDDLvd5
JSJalIRJ+Rhs1gBxjIH66/+6QyZcJu5C/RZ+RZ04Mky3nMndc3kSCFgqauBCK9xoG
/£Z5wrAfH5404P+3Z11GoK8EL1tKulHUQYJTW8JKbLWCRIBPNGkrDZBgSXgn8tyL4
U3hulMdmkH//£fiV0z6itfyJcZDu38718bGBhrAD3Z7gWcdIJbXxmubm7FJadUe/N
0vsLtgkOpOyUa2rThOnJpSyXB50nKifRGY juP rnOIWtmADYQRUeD2zdggRUUUYJR
eedVz2BFXhpZzdGeD3bVAop+/YEbLTa0iDxXSLWkPLQfCyITkdTPXmKQPQ=

MIIEVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQCO0As ] 7NFtRoyO
6QCLZgqJI3M9013L5NS/Yr4bIHXnKiYivR7VzW1/02TrzNOcpwUW3RFB/PUZ13Gtn0O
g87uji0r2KMUDD6T3xIJ0Z00fCVQpzsH2YrpR191KRASe59coTn433g77j17£Bu
TvKgl9CTN23DBdS0zp57nDse+PBOpBwldha/9z/NUtaYBQbcARpSSdLyvgt0b9f4
vIVE373PJwsvmOaBmDbYoQ1lbhBaxJRjge24pAOWiGI3GL7BfIzeZU052316YgKPt
rU6E+y1SadtgP+BOKczglGIBgBWY 9AKLzwqguPtojAl51DtMNnCEKYNLpYNUQxX5SF 8
1VezBSThAgMBAAECGgEASKRF4FsWiyJDV91Y4nhsU6vpCCT/wCN8D/XoL9Ix3MOpB
JzrUAC4PoIWGXVvAKkFWN8LkviemlX6+2n4bDFOFN4Ij+caflQ33ZPSRCW+3zdQVnW
OMVmSorDTN3JgSv1WgIOwG3Kz8cKW2Ae JBR88YIJbGbTgNiBXIZKVGkkWC/maULKa
L20md5ZzF 9gkWWoBk0Gxr1ME+V9726L6SJHIVESkPcbojXZPM06zmz84+Zz£0UdG
pl+SocmQzo8yzhjXR8UHxtzfZbi1JZGCsWIxvizgM40TaRf IBPhmmSNwpO7Vk31D
t 6XISALgMbIHV/co5LOWs5WnyQBud28MV7RpCD/tawkKBgQDnGuF SmilpMR6KgRrd
08amarsek1INDONiWsUcXLYYHQkNCITtr5Ggtm3EbJbROWLWUzZL7PwgeuNmN6e6vz
IreS7wd+uO3HeVVsFPeOpT1lXzALMG6owuYN/Ipfe/T8v/vq9CkoZ6VDaDN6OJEBAQ
gbpAUQFL+uamLfrKcCiZtiOR/wKBgQDIFRhC5MyLaF 1lw3XumgAsh37tmlGOQ/T+K
GAWX1iRhzXW340EVezNUUXeJcGig4BgNVwXBvIYTkOunyIw72bUNrIeOqp4Zg02viW

(T
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(B L)

NUgyDgIGKZuIIGI51FeezG6Qu2s93gZTYtdjHOM4ISKgrKOvY51fuXBNFSuC7BOg
15MQamuJHWKBgHGJhiszgq6aPSCbt HIKTHGWDWXwqfRfEwWd/HgLnbZJBXpPmhvPh
mvtBg5bHt 1kpmv1I/XFKLMXM2KCDAS4Gb10TdQYvy jmWhX386wY8a+1iTRMiLy9JZ
K3gC+aOWgelZ+/ZjO0AdnOgTLH+14y8hnOQwx/8YZNJltu2kbIwcpMV53A0GAFMzZE
meepL/DoI2iS+ysifSICHFbexurc2SFIKAmwBgY3cX9NRt 6gZBSifIgnlbNiUl7p
r18a6gLlWeTqVypS5vPMroHQyPVp+2xS0C1V1JcpSOu6b6cKLXLZDQQZ1mglbNghmFeV
JpPQObBxdujBYT9peONSRQ2IPpBNI/9SHPZwx5I2cCgYBACmby010B1i51CbCXKV5c3
mz1PpM6zR3aLYSFyknWRt Lv3UPMGzOLSRDkwfQEMZWt /VF jXeha jygqd8X7r3V01X
cz5LwmHOMSKDYgdzrJjvE31PxDdKtmyPr5nnF/8/SF6Law]7v6eGnpi ZNgHC/wkK
9EMCxWXJc/9GVWSZtEOz/Q==

7. ¥£ PC _Lffi [ python g1j7— 45T TLS ) WebSocket R 5545 . /R~ BRI -

p
#!/usr/bin/env python

import asyncio
import ssl
import websockets

host = '192.168.200.249"

port = 8766

wss_ca = '/your_path/wss_ca.crt'
wss_cert = '/your_path/wss_server.crt'
wss_key = '/your_path/wss_server.key'

async def echo (websocket, path):
async for message in websocket:
await websocket.send (message)

ssl_context = ssl.SSLContext (ssl.PROTOCOL_TLS_SERVER)
ssl_context.load_cert_chain(certfile=wss_cert, keyfile=wss_key)
ssl_context.verify_mode = ssl.CERT_REQUIRED
ssl_context.load_verify_ locations (wss_ca)

start_server = websockets.serve(echo, host, port, ssl=ssl_context)

asyncio.get_event_loop () .run_until_complete (start_server)
print (f"Server started at wss://{host}: {port}")

asyncio.get_event_loop () .run_forever ()
.

B AR host S PC 1y IP #ihik, wss_ca. wss_cert., wss_key MRS #5IGH) CA,
WETS . ARV AR, HORFER wss—server.py XM, FEHEITIZRET .

[python wSs—server.py ]
LR
o WERERY PC _EBA %4 websockets JiE, Wil pip install websockets %K.
o BHE Y WebSocket IR 45483 118 8766, ] DL E HH M,
8. Mit & WebSocket JE42 AH T 24

J

s
[AT+WSCFG:O,30,60,4096,3,0,0 }
iy B«
& )
BEHH:

o MR T C R P B S, WS 4T B 3 PKIBLE L
9. ESP32-C6 & 1VE % P3| WebSocket I 4585 .
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[AT+WSOPEN=O, "wss://192.168.200.249:8766" J
N . :

{HNSCONNECTED :0 ]

OK

10. %Kik 4 P8R

e
[AT+WSSEND=O, 4 }

Mg | :

OK
>

4R, Bl ARG test, ZJa AT FF&5H AT R

[SEND OK ]
R
o AW H i AT+WSSEND My B EKE (n), WARSGE LML busy p..., A&

EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5
i T TE Y WebSocket il %5 #2 — N EIB RS54, FIIEEDE Likl5, RS AH SRR R %L
P, BRI AT i :

[+WS_DATA: 0,4, test ]

4.9 Sleep AT 7=

ASCR TR S 25 B UL R AT ESP32-C6 517 i (] AT iy -0 B AR .

T

o & Wi-Fi 2 X F % & A Modem-sleep 72 X,
o f& Wi-Fi #2 X Fi% & A Light-sleep #2 X,

o AT I IATILEA Light-sleep 23,

o Y FiEIESTIRE A Light-sleep # X,

o % & A Deep-sleep 12 R,

49.1 T4

ESP32-C6 AR et iy LA, I DAIFEA R I 2 AP0 . 241, ESP-AT SCHFLATIY
FHOFERE (EZIRIRBLTE S5 SRS ) -

L. Active B O SPBALT TARRES. SRl A, R SR (5= .

2. Modem-sleep fix: CPU Mlizfy, WPPhAlgfcE . Wi-Fi By, W4 B Ao il o

3. Light-sleep #i: CPU ¥{iatT. RTC {7l el SN LA B ULP Al BRZRIZAT . AT fu[M R = F
(MAC. F#L. RTC @ gemifh i) AR )T

4. Deep-sleep i : CPU FIAF MR &AL, A RTC 17451 RTC AMSAL T TARRE .

RN T, ESP32-C6 AL RSLENHEA Active B, 2 CPU ANFHE—E TAERS, HIHANERFIMR
BT, R GEnT AE AR RERE.

ESP32-C6 [Zh#E, 11§57 ESP32-Co RN A AR 13
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i
o P BIFEIATE Wi-Fi BIUHEE A B R ESP32-C6 & B oA BREIRA .
o TR Wi-Fi BN, Hf station B Modem—sleep £zl Light-sleep iz,

o XTWABA T Light-sleep f3X, HHAINTAELE 32 KHz i fik. Q1R AMBAFFE 32 KHz
EEPR, ESP-AT }f LAE{E Modem-sleep 55,

Uk W RPS

Syt G AR R T B SR T, R SR B0 A R R AL A T
WAER 2% TR, (R, EHITRBUARE T ESP32-C6 , SNHILHIHCHE.)

Digit Multimeter
DC Power supply

@ ESPRESSIF

I 22: ESP32-C6 fiifi {414 1

4.9.2 1t Wi-Fi BiX, F % & Modem-sleep 5=

1. %8 Wi-Fi 2 station Bz,
A

[AT-’-CWMODE: 1

N . :

G |

2. RS

i
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[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

B
{6k AT SSID ST AEHL L SR . 3000 50086 o 3y SSID AT
3. BEELARIRH A Modem-sleep Hit .

[AT+SLEEP=1

M .

[OK

#rili: RFFHAR4E AP ) DTIM @16 H (% — B8 DTIM 4 1)

4.9.3 1r Wi-Fi B3 B %&b Light-sleep iz

1. ¥ Wi-Fi 4 station fx,
i

[AT+CWMODE=1

M B -

[OK

2. B HAT. BCE KT 3.

e

[AT+CWJAP="espressif","1234567890",,,,3

M B -

WIFI CONNECTED
WIFI GOT IP

OK

0
o {85 A0 SSID RIS HERR L3 i &b R L. WG 6503 h 2540 SSID IS,
3. WEIRBGUY Light-sleep B
i

[AT+SLEEP=2

i . <

[OK

Frik: CPU KF2 HBIAHR, RE W SARYEAT+CWIAP T EL 1) M W 7] B 7 391 5K P
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4.9.4 AEOF)HRA F B EDh Light-sleep fiX
L. WIARAL A 3 0 R BE 2 1R 55 B o

[AT+BLEINIT:2 ]

W [ -

[ox )
2. WEEATHBSE WEET) RN s,

iy s

[AT+BLEADVPARAM=1600,1600,0,0,7,0, 0,"00:00:00:00:00:00" ]

Mg 3«
[OK ]
3. FFGT .
e

[AT-’-BLEADVSTART ]

i . <
[ox ]
4. #51H Wi-Fi,

[AT+CWINIT:O ]

g Jo
[OK ]
5. WERIRACY Light-sleep A5
i

[AT+SLEEP=2 J

Mg |3«

G )

4.9.5 AESOFERA I Bl Light-sleep fiX

L Wraa Ao i 0 3 AR 55 o

[AT+BLEINIT=2 ]
MY :
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& )
2. JHR) Tk
iy

[AT+BLEADVSTART ]

M .

& ]
3. SRpiERE.

WARFER NN, W AT $f 2R -

+BLECONN:0,"47:3f:86:dc:ed:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
R
o FERXARBIF, WA Pum il A 47:3f:86:dcied:7d
o Xt F # 5 f5 B (+BLECONN and +BLECONNPARAM) |, % % #AT+BLECONN

FIAT+BLECONNPARAM 3EUHE £ {5 4.,
4. ORI A RS WEIE RN 1s.
iy s

[AT+BLECONNPARAM=O,800,800,0,500 ]

M. :
& ]
WRERSECE ), W AT 23R

[+BLECONNPARAM:O,800,800,800,0,500 ]

BiH:
o X4 E (+BLECONNPARAM), {5 % AT+BLECONNPARAM FEUHE 245 B .
5. 1] Wi-Fi.
i

[AT+CWINIT=O J

i <

s J

6. W EARIRAEA Light-sleep #i2,

[AT+SLEEP=2 ]
M B -
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& )

4.9.6 Bt M Deep-sleep Fxiz\

BEENARE AN Deep-sleep 13, L deep-sleep Iif[] 2y 3600000 ms.

i
[Z—\T+GSLP=36000OO ]
Mg J3
[OK ]
RE

o BOEMEENG, BoA EahMeE, TR REIRMOERE SRS B AT .
* XFF Deep-sleep FiX, ME— MLy 142 E ML -

4.10 AT 541

A LB AT LAY ESP-AT SCRFIECM 5 2

e BluFi Bt ™
o SmartConfig B
o SoftAP B ( WEB B )

o WPS Bt
2% 1 ey X SRR 4G
[ BluFi g SmartConfig FEl SoftAP FEg X WPS iz [
|
BRI R SRR O ¢ : O (5iz1)
B E T BLE S (%] (%] (%]
TR HEHITFI S (& 2) . [ x)
APP
(M RZIES =] B =] =
BVER Rt i £ i ER RS R4S
HEAAFREL e & &g &g

o FBIE 1 AR AT [EI{FH SHF SoftAP IR, 15551 Web R 535 AT 44>,

« Y 20 ffi ] SmartConfig ¥y AirKiss 2824 iE B I T KB AE APP, [ AN P ] B JC vl AR
APP,

4.10.1 BluFi fid™

BluFi /23R W il i) Wi-Fi MZABCEIIRE, 2 (5 EiH2% BluFi 3(H.

1. 7EF- Ml 2% EspBluFi i 12T «
» Android: ‘77 gl EspBluFi N2 (28 5Ly )
 i0S: iOS i EspBluFi R~z (iOS i AL )
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2. ESP32-C6 #4515 i BluFi 44 7K.
s

[AT+BLUFINAME="blufiitest"

N . :

[OK

3. )3 BluFi.
e

[AT+BLUFI=1

N . :

[OK

4. FHLAIE BluFi EEIF TR -
4.1 BluFi 4%

FHATIF R G0 1 GPS (i YIRE, J&i5h EspBluFi [ HER Y, #EI4 h blufi_test )
W st FAT E B TIER . IR, ESP BEasum v T EIZEI T +BLUF ICONN

MHE, WA U2 2R PA TR, K] BluFi R CR & .

Connected <mac>
Discover service and characteristics success

Set notification enable complete

Set mtu complete, mtu=...

4.2 BluFi Ji %]

PERSERUS . 7E EspBluFi B HRE 7w nialy B W #8H, TOmRRF Shs 2 B & TR . 7RI
Thi i A Wi-Fi (19 SSID MR, FF il # R ST IRRCI o R5F R %), BT AR Fr BT th 2

BREMPATE R

Post configure params complete

Receive device status response:
OpMode: Station

Station connect Wi-Fi now

Station connect Wi-Fi bssid: <mac>
Station connect Wi-Fi ssid: <ssid>

4.3 BE Y 2
RS %], ESP e ifh i AR Hilie 20k, ESP & RYEL M 2 izh 58 il

WIFI CONNECTED
WIFI GOT IP

5. (I BR) ESP32-C6 5t & 1% BluFi JiI /™ A % S «

[AT+BLUFISEND=4

Mg o«

>

B4 FRE, Bl ARG test, ZJ5 AT Rk AT R

[OK

I TR AR s s T 2R AP T AR R :
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{Receive custom data: }
test
6. ESP32-C6 15 #% < [4] BluFi.
[Z—\T+BLUFI=O }
M .
+BLUFIDISCONN
OK
LI AL AR e i /s T 2R AA TR R
[Disconnect <mac>, status=19 }

4.10.2 SmartConfig [ic %

AT SmartConfig fit WG PUFZEFL, 43 512 ESP-TOUCH., AirKiss. ESP-TOUCH+AirKiss 1 ESP-TOUCH v2,
PAF & AirKiss F1 ESP-TOUCH v2 &7 [ e 9 7 43 .

ESP-TOUCH v2 it 7733l

1. FEFHLim4$ EspTouch i T .
* Android: % 5L EspTouch "F#k (42 wi I I FZ P PR )
* i0S: iOS i EspTouch F#  (iOS i L7 56D )
2. PEE ESP %%} Station izt
iy s

[AT+CWMODE=1 }

M B -

(ox }
3. ESP32-C6 144571 /& SmartConfig.,

[AT+CWSTARTSMART=4,0,"1234567890123456" }

M .

[OK }
4. FEFAm A TR

TEH DA SR FTIF AL Wi-Fi, B2 PRI 2 (540 SSID: test, #f: 1234567890),

53l EspTouch W IR ¥, Aidi EspTouch V2 %4, FEBKHE Y UL H i A FTiEH: Wi-Fi %5, £f

Hie 9 s A 0 DA K. AES %541, WR s

Wi-Fi A : 1234567890
FERMMGEEHE: 1
AES % 4 : 1234567890123456

5. 7£ ESP Sag st A e M 2 .
1LY ESP S8 # i 2 i HH AU R R R :

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

(T
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WIFI CONNECTED
WIFI GOT IP
smartconfig connected wifi

(B L)

F, ESP A HIHEL M 2 B2 ¢ -
6. ESP32-C6 1% %515 I SmartConfig .,
ey

[AT+CWSTOPSMART

Nl . <

[OK

AirKiss Ft 4
L 3THFIE, BRIFXE REFEERH AR 5.
2. PEE ESP %%} Station 5zt
e

[AT+CWMODE=1

i B«

[OK

3. ESP32-C6 144571 /= SmartConfig,
oS

[AT+CWSTARTSMART=2

i B -

[OK

J

4. FEF AU EATHC R o

FHLEREFI LA Wi-Fi (40 SSID: test, #fh: 1234567890) , RJSITIFRUE, dEA “RéE
FERHT AT, YT, R AirKiss BEa I EEA L EBRER ) TUTE A Wi-Fi

1234567890, f% %], FHLRHRHERRPHE RERS ... .. .o
LIy ESP B # i 2 i 2R TR R :

-

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

51, ESP UEAHIRLM CURIN
5. ESP32-C6 %4515 I SmartConfig.
oS

[AT+CWSTOPSMART

W

[OK

4.10.3 SoftAP Pt

AT SoftAP ML $511)2 WEB FLM . A KFFEAEE . 7S W Web Server AT 7151«
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4.10.4 WPS it

1. fE£s—N 3R WPS e i e % (5140 Wi-Fi SSID: test)
2. PEE ESP %} Station iz,
s

[AT+CWMODE=1 }

M .

[ox ]
3. ESP32-C6 %45TT = WPS BE¥ .

[AT+WPS=1 }
M) R -
& J

LR % e 0 G F0F, JT R WPS Zhig, Ri4F R %), ESP Biarim i R~ ER, Bk
IR .

WIFI CONNECTED
WIFI GOT IP

4. 5if) ESP32-CO B IERE 1) Wi-Fi (3.
o

[AT+CWJAP? J
i R ©

+CWJAP:"test", ......
OK

5. ESP32-C6 ¥ 45 x4 WPS Ft M,

[AT+WPS:0 }

M. :

& ]
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ESP-AT [t AN i 4t

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

[<maj or>.<minor>.<patch>.<custom>

Hrpe

y <maj<;2>/§ﬁﬂ£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA

Z, ARSI TR

[<major> .<minor>.0.0

)

Hora:

o <major> N FETA ., Bl release/v4.0.0.0 REHERER, BH ST ABAE R HE.

R . A EE A .

o <minor> KR FEIRA, Bl release/v3.3.0.0 fCEGRIER, W A5 P4 . ESP-IDF
WRATHH . FEEE .

WHEREOUT, FrAAi) AT BT LA S BT 2 RN, BRI ERIS, 2K AT B

[F)25 k74352 3] GitHub,

o SBTRRPETT A S S AE master 732 EIEHT, ARG EIRA D L.

o BB E H SAE master 5330 LT, WERFEUYE, SEIFEIRAD L.

54 SRR

ESP-AT /> BERUA IV B RAKA MG SR, SRR , WA ISR 4D, R TR
{45 T ESP-AT B3 ESP-IDF JFAANITH , [tk ESP-AT () 3 HE WKL 2324 * ESP-IDF )3
AR, 437 ESP-AT & MAE BT

ATHA (B7M R EFERG (DF Rk DF ZRMRALE AT FRAE R
i] ) R %l
v5.0.0.0 ~v5.5.2 (cc569chbd)  2028.1.21 2027.8.21 -
« ESP32-C5
(2025.11.24) g 2027.10.21
v4.1.1.0 ~v5.4.2 (8ad0d3d8)  2027.7.5 2027.2.5 - 2027.4.5
(2025.7.31) o St
« ESP32-C2
« ESP32-C3
« ESP32-C6
« ESP32-S2
v4.1.0.0 ~v5.4.2 (8ad0d3d8)  2027.7.5 B % 1 H R A
(2025.7.18) o EakEn v4.1.1.0
« ESP32-C2
« ESP32-C3
- ESP32-C6
v4.0.0.0 ESP32-C6 v5.1.2 2025.12.30 B % 1R A
(2023.12.29) v4.1.1.0
v3.4.0.0 (2024.6.7) V5.0.6 2025.5.29 B % B R A
. ESP32 aiso
« ESP32-S2 e
v3.3.0.0 (2024.5.9) Espracy | V306 2025.5.29 v% 17;21 gﬁ R A
« ESP32-C3 e
ESP-AT 2% % A JiAS 32 F#0IR 4n F
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Service period (Recommanded for new designs)
Maintenance period

B L B T T S 24 N;ov 2025 21 Jém 2028 -
§ : : I : :
£ Va110 o 5098 S I2027
o : : : : : : : : :
= : : i
< ; i : ; ; : ‘
[ T T B 18:Jul 2025 : FOB Jul 2027 e
W) - . . - " : :
53] : : : : : :
v4.0.0.0 - 29 Dec 2023% 30 Dec 2025 ---------------------
i i i i i i i i
I A
S O RO L R L AR g
\’&Q \\30 V\Oq ?’Q‘ cOQ/Q QQ:O \\} 0?5’ @’bﬂ OC} @’8‘

& 1: ESP-AT A 37 3R

o SCRFIRAY AR 55301
WH AN AT ZATZER I AT BTG, BRI IZS R F—1 AT AN k. F—

A~ AT RRASHY S AT )38 FE A0t A R SR 28 5, s %] I (% ESP-IDF 7 £71Y]
PR SEHRRILA A (AT RATBLIT AT/ 433%85 7 X ¢ ESP-IDF A o

o SCRPIRAYZES Y]
MRS AR, B0 X 4 ESP-IDF SCRAHUIR 4550 (AT KA st A 7

Z4iZts 7 XF W) ESP-IDF Jii4%) . 41, ESP-IDF v5.0 {32 R BR % 2025 425 H 29 H ,
4 ESP-AT v3.0 ~ v3.3 [ 4 i FRth 5] 2025 4E 5 H 29 H .

— iR & :

o —H AT KAGHIICA, IWITHBCAS I SCRF BRI 55 I ZE TR, A SRS BR A 4E 4740
fihn, AT %% T v3.3.0.0 A (4% ESP32-C2 il ESP32-C3ith F) , F4 ESP32-C3 14
v3.2.0.0 MUAS Y SR IARR A AR S5 A S5 0, BEA SRR R 441 ;. ESP32-C2 ) v3.1.0.0 i)t
AW SRR IR S A S o, R A SR BR300

o N4 GitHub K, 51T0 AT pa K& A, GitHub RS FEBARCAS A& 70 B B s A1 . 24 5

1 AT &4 Bugfix AR LGS, TEHETF T2 2 1% Bugfix MUASIKFLE .
o TR BT R AR L S TR, AR TR A AR AR
o TESCRHFIIR N ER TS ESP-AT FIBARF4AZEAE GitHub 1) &7l 73 3¢ B TEHE bug B85 . WA 4%,

HEMRE S 2 U A AT HT Y Bugfix AR .

5.5 FE 401 AT EERAS
TR LAT+GMR f 5755 AT BIHIRAME L, SHAT+GMR 4 F IS B0 TREZ (54,

5.6 TPy AT JiA K An

D R F AR GitHub W%
D OEARE LY iE fe
DR R A LR

o)
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5.6.1 55— B5EN GitHub IK'S

TEHIRZ T, 158 AN GitHub K-S, TRATT B 70 T3 B SRAL R o

5.6.2 55 b gEFoEhlen i
Vi ESP-AT @)%, sl iiA_ B watch, gl Custom,

O espressif Q +

<> Code () Issues (98 {1 Pullrequests 12 ) Discussions (+) Actions [ Projects

@ esp-at Public 57 Edit Pins - atch 50 ¥ Fork 684
Notifications

¥ master ~ I Goto' + Participating and @mentions
: eceive notifications from this repositorn
Sl R D 1 for ESP32/ESH
@ xcguang Werge branch ‘bugf

All Activity

Motified of all notification
.github .

_ _ Ignore
.gitlab/ci

bootloader_compan...

components

docs

examples

main

P 20 g iR (o)

5.6.3 5B @il kA

£)3E Releases H 5 Apply.

DERESE I T IT T8 AT RATIIEAE. 4080 AT BUARZAI, o203 GitHub Ay AT
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¥ master ~

@ xcguang Merge branch ‘bugf

B .github

B .gitlablci

B bootloader_compon...
components
docs
examples

main

i Pull requests

Edit Pins -

Goto-

1for ESP32/ESP
3I/IESP32-
Pull requests
Relea

Security alerts

P 30 sE A AR (iR )
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Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ASCRYTEA N T Anfe] A i i ESP-AT AR, 05 A2 U [ e 2 ESP32-C6 g MAAR T 7
K A0 Bl TR R TR, IR EE & AT & v gl R4 T IR A R 45, IR ARRR%
Ji%F ESP-AT T#2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

6.1.1 PEANBER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

6.1.2 5—3L: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

T MR ESP-IDF v5.4 Huil A ] SCR (355, 520 hello_world TREEMIECE . SRiFVA K FHEEHZE
ESP32-C6 Jf K550 % .

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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6.1.3 5 2b: 3KHLESP-AT

%1 ESP-AT TART N BUREER LA PO S0 ESP-AT 0%

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
Zl-‘ﬂﬂml]zii PATR Al E R SR PRI 5

* Linux B{ macOS

cd ~/esp

git clone --recursive https://github.com/espressif/esp-at.git
e Windows

XIF ESP32-Co RANBILH, HEFEPAE I AL Riz4T ESP-IDF 5.4 CMD.

cd %userprofile%\esp

git clone —-recursive https://github.com/espressif/esp-at.git

QAR AE P E B TC YA DT A GitHub Bg3IX, BT DA AT B4 B peith s ESP-AT: git clone https:/

/jihulab.com/esp-mirror/espressif/esp-at.git,

ESP-AT ¥ K~ #; % Linux 1 macOS [{] ~/esp/esp-at. Windows [{] Suserprofile$\esp\esp-at,

Frilis ZEASCRY, Linux Fl macOS 45 R 45 H ESP-AT HJERIN A K12 ~/esp; Windows #:AFE R 4E
HIBRIABR IS Suserprofiles\esp. I DAKF ESP-AT LALLM EBAR T, (R E M 6y
AT AT B . R, ESP-AT A SRl A 2 i B AR .

6.1.4 =20 ARWBE

BATHH TR install SRZ4IEL, M2 e T B R 5 3l 42 B 4K 1% Python 4. ESP-IDF 3 JiE DA J¢
ESP-IDF [l i T.H%,

* Linux B{ macOS

[./build.py install J
* Windows
[python build.py install J

URR A — LR RT3 ESP32-C6 B ibdf LA T M Bk il .

e P Plat form name, U1 ESP32-C6 £71%£1%B PLATFORM_ESP32C6,Plat form
name [ factory_param_data.csv F X .

e EFE Module name, il ESP32-C6-MINI-1 ##4H 1% $& ESP32C6-4MB, Module name
i factory_param_ data.csv E X,

o FESEPES FH B EE ] silence mode 2 B, 155G EES 4%, T f# silence mode. —fIFH N NG
ok
=
e YN build/module_info.json XAFLE, FiR= R E R ASHIL. Kk,
R E LS E R, MRS

DA E Platform name S5 ESP32C6, Module name f ESP32C6-4MB, Ff2Z5H] silence

mode A5 :

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Ready to install ESP-AT prerequisites..
(BT )
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(% £ 50)
(more lines of install ESP-IDF prerequisites)
Platform name:
5. PLATFORM_ESP32C6
choose (range([1,7]) :5
Module name:
1. ESP32C6-4MB (Firmware description: ...)
choose (range[1,1]):1
Enable silence mode to remove some logs and reduce the firmware size?
0. No
1. Yes
choose (range[0,1]) :0
Platform name:ESP32C6 Module name:ESP32C6-4MB Silence:0
Cloning into 'esp-idf'...
(more lines of clone esp-idf)
Ready to set up ESP-IDF tools..

(more lines of set up ESP-IDF tools)

All done! You can now run:

./build.py build

6.1.5 DU VEENSS

fii JH USB 4125114 ESP32-C6 #1443 PC I, PAURNEREMFs i HA&, H51E W tiEds. HE, W
REHE IRt AR AR K 3% AT ey AR AT N, WIRTREEN, “AT MR %, T HiERIA
U VG B S % 4o T B AT 38 0 5 i,

6.1.6 SNl MCE TR

1T H TH menuconfig RELE .
e Linux B¢ macOS

[./build.py menuconfig

¢ Windows

[python build.py menuconfig }

AR VA BT AL SRR LA, D S R THT Y SR A

BESEER T DA R P B TR, QNS AT i VR, R 2L P hRESs , WERAB RO E., B4
E NN W

6.1.7 IEyN2b: Gk LRE

BITPA N A2 gmik LAE.
 Linux B{ macOS
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable
SDK tool configuration --->
Bootloader config --->
Security features --->
| | Serial flasher config --->
pPartition Table --->
optimization level (Debug) --->
Component config --->
< Exit > < Help > < Save > < Load >
1 TR - 15
[./build.py build }
¢ Windows
[python build.py build }

WA TR TRE, BRSSO, R AR E A ota 2 KRN
HIFSEMJG AL build/ factory MR N AMET QIR [EIF. H2EEHS WESP-AT B 25,
6.1.8 L RR BB

BATLA T i - RFAE U L be sk 3] ESP32-C6 1545 I
 Linux 5{ macOS

[./build.py -p (PORT) flash ]
* Windows
[python build.py -p (PORT) flash }

HERETE H ESP32-Co W& R A PR e (PORT) o BUE R IAHLRE B E Fe %% flash H . 398 TH %
HEEH (PORT) .

4 % ESP-AT bin A fE 530, H H T EIH “ota data partition invalid” , iz 4T python build.py
erase_flash JEGEEEA flash, RIGE LT AT FH{.

6.1.9 build.py ¥ M7k

build.py A ZET idf.py HEMHTH (B) idf.py <cmd> IREW M EFE build.py <cmd> H) |
AT PAETTA F e BB/ 2 Hvk.

e Linux B{ macOS

[./build.py ——~help }
¢ Windows

[python build.py ——help }
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6.2 M4k ESP-AT T %

$i%ﬁ%ﬁ%TwﬁLkﬂﬁﬁ EWATIE BRI\ B 7 R A v B YR R AR, TR
BLFF 5 WebSocket 7y 7% - K AImDNS 53 ¢, P Ak T5 Eignis ESP-AT TA2 . Il H AR AL 0B 415
ESP-AT T 3%, (HANREAME @RS 4R G WXE, WiES AR, @it 7T 415 ESP-AT T2,

TR PIGUGRIRNg AT FSIPE, 5 SRR A Cty™ b B AT RS I S e -
THPRATAF T RRAISIPRCL B P 8EEE, TS 2T e R i

6.2.1 VRN
TR TR0 0, 52 ESP-AT TR Fork, FABSRCHE . AARDIE A K i

o F—3F: KFMY GitHub W5

o % —3F: Fork ESP-AT T2

o % =% JF 2 GitHub Actions 4t

e B9 BEHiE ESP-AT T E 0 EH

o %AW (%A github.dev %% 3345 P At s KA
o %< GitHub Actions %% AT B 1

6.2.2 53 BN GitHub Ik'S

FEIFURZ W, 3550 BRI GitHub IS, [RS8 (75 28 SR AR

6.2.3 45 2: Fork ESP-AT T

ViR ESP-AT /2, i 4 LA Fork,

M Create fork ZHlPES H K GitHub K5 K. BRIARY Fork {UF% D1 master 43 37 . SR s 52 1
THEMN D BB, BN 2% Copy the master branch only,

6.2.4 %5—2B: JF)3 GitHub Actions Jjfig

RO T Actions #E A GitHub Actions T [fij .

B I understand my workflows, go ahead and enable them & GitHub Actions,

J& i GitHub Actions 5 Ji{ .
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - ¢ . % Fork

i1 Pull requests ) Dist s [ Projects © Security

Create a new fork

Oowner Repository name

Q ustcew~ | esp-at

By default, forks are named the same as their upstream reposi an c ize the name to distinguish it
further.

Description

AT application for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / Public $2 Pin @Watch 0 ~ {y Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master. il Contribute

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

% ustccw /esp-at | Pubic {x Pin | @Watch 0 ~

forked from espressif/esp-at

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

K 5: j5 /) GitHub Actions
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Actions Enabled.

Actions [ Proj 00 wiki

Actions N All workflows

I All workflows
0 workflow runs

Build ESP-AT Pr

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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6.2.5 BEPUL: MCE Sk ESP-AT TR 1% 9]

ﬁn;ﬁ,@ﬁ Espressif OTA server [T U F1 OTA token, If H.ZEFL(f ] AT+CIUPDATE 655 T14% AT [E{4:, Fi
Eﬁgmﬁilﬂiﬁﬂﬁ? Ey, Ll)(,umfﬁ CONFIG_ AT _OTA_SUPPORT (fXHEZHMIFEE, SRS A
A& github.dev % %% 3315 B At KAL) BUE Bt b A TR

%’@“E?TE’J Settings #EABE T .

B Pro

¥ master - Go to file Add file = <> Code ~

ication for ESP32 ESP-IDF
This branch is up to date with es sp-atmaster. 1% Contribute 3 Sync fo -':-_ SPs ESP-IDF & ESP8266

 RTOS_SDK
. § xcguang Merge branch ‘bu link_cause_to_crash’ int
b/workflows
components
docs

) Releases
main
24 tags

module_config

tools

B 7: fiids Settings

il Settings > Secrets and variables >Actions #fA Action fil & T .

15 New repository secret #EAZHA] T .

#1 A Name Fl Secrets, fiil Add secret QJE—ANHHIZ4]. ALK 4] R OTA token.
TR TR B A TR

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT _OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C5_4MB_TOKEN
ESP32C6_4MB_TOKEN
ESP32C61_4MB_TOKEN

J

U BOE 2RISR AT BCETI, ER LA IR, FRRESIOREIR Y], A S8 008 58 s
BUHATR -
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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B Proj Settings

MNew repository secret

ets are encrypted and
1S plain t

Environment secrets

Environm
C

Repository secrets

Dey
| Secrets and variables

Actions

el 9: A B T
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> Code [ Pull requests Acions [ Pr O wiki ) sights | Settings

Actions =ts / New secret

Name *

AT_OTA_TOKEN_WR

Add secret

10: @ %5

Repository secrets

8 AT_OTA_TOKEN_ESP
AT_OTA_TOKEN_E
AT_OTA_TOKEN_ESP32_P

88 GitHub apps AT_OTA_TOKEN_ESP32_SOLO_1

B9 Email notifi

AT_OTA_TOKEN_WROOM32

AT_OTA_TOKEN_WRO

2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 nizb: fEH github.dev ZhifH 75 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $T9F github.dev 44 23

IR GET 0, PR B MU 0 SE AR

(> Code % Pullrequests (® Actions [ Projects 0 wiki (J Security |~ Insights

| ¥ master - Go to file Add file ~ <> Code ~

Switch branchesltags % Ald ication for ESP32 ESP-IDF
master. 1 Contribute 2 syne fo & 32C3 ESP-IDF & ESP8266
[ | SP8266_RTOS_SDK

Branches g se_to_crash’ int

' master

Releases

> 24 tags

Packages

el 12: Ry 52

AL AL ., BT github.dev iR 2R TIT 70 SO AU

5.2 G or ¢

FEHEAA G, BRI 7 SR FR, FE R RR L, B BRI ) 23 S B A B 70 S A R

WG AR H 2 X

B+ switch to Branch, A,
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C {} & github.dev/ustccw/esp-at/tree/master

EXPLORER

ESP-AT [GITHUB]
K3 .github
B components
docs
examples
main

module_config

build.py
) ,

README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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& github.dev/ p-at/tree/master

product/v1.0.0

T [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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53 SRR TE .
C { & github.dev/ustccw/esp-at/tree/product;

EXPLORER

ESP-AT [GITHUE]
K3 .github
B components
B docs
examples
main

module_config

readthedocs.yml
build.py

R LICENSE
README.md

requirements.txt

OUTLINE
TIMELINE

e
coS
Lo ny

S

+¢ GitHub

Bl 16: 73 S BIE 5E

5.3 B WA

1& github.dev J%E28 PIE TS . BIANFF B WebSocket it 31 5% HimDNS hft, WIFRSEFT AR ZH AY it BT
{4 esp-at/module_config/<your_module_name>/sdkconfig.defaults M4, ¥INAITF4T:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

eGSR, Ry R EIE . A C SO S + BB

BSOS, AP E . Kl Commit & Push i3,

Frik: WURAEAREE M AT & F(silence mode, T§Z7% ot g A KA silence mode (Y.
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C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M x

SOURCE CONTROL madule config

#: AT
CONFIG AT ENABLE=y

Commit & Push |~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=Y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS _COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4071a65dd28b72656ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN NUM=5

CONFIG ESP AT FW VERSION="2.5.@"

Changes 1
[0 sdkconfig.defaults module... T3 9 + M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P& 17: B WebSocket 14371, 25 mDNS ZihE (fdimek)

C Y & githubdev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL module_config

# AT
CONFIG AT ENABLE=y

Commit & Push [~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a85dd28b72056ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c287f725de50d40871a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN_NUM=5

CONFIG ESP AT Fw VERSION="2.5.8"

Changes 1
[ sdkconfig.defaults module... T3 2|+ M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

Bl 18: EFEE (Raiiek)

C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

Y

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL medule config

20230321: Added websocket commands # AT

support and disabled mdns commands CONFIG AT ENABLE=y
CONFIG AT BASE ON UART=y

Commit & Push CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

. ) CONFIG AT WS COMMAND SUPPORT=y

hlfecanlia deraulisludl oo lia/ ot CONFIG AT MDNS COMMAND SUPPORT=n

Changes CONFIG_AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"
CONFIG_AT OTA SERVER PORT=80
CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a05dd28b72056ca7"
CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"
CONFIG AT SOCKET MAX CONN NUM=5
CONFIG ESP AT FW VERSION="2.5.0"

Staged Changes

# -Wear-Levelling
CONFIG_WL_SECTOR SIZE 512=y

B 19: 3l (maimeR)
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6.2.7 5 GitHub Actions 45f AT [#{k

LR RERZ G, 2 A3k GitHub Actions 4] ESP-AT [E{4:. 15 Z% 4o T A GitHub T 3% 7
Gt R AR AT BV P SCRY, NEEITRR S AT B¢ (R SCRE P BRAEE T 4 H OIS T 1Y esp-at
CEEHATHY, A2 https://github.com/espressif/esp-at (3 ) . GitHub _Ff{) AT [ {42AE 255 90 KA R
S EHBREL, W BT N AT [E .

6.3 I AT S 1145

ARSI T A& ek ESP32-C6 241 [ {4 AT port 45, BRAATE LR, ESP-AT fii i %4~ UART #%
P AT S0 — AT B (URARY A8, 75— T &% AT f o Asliony, (R
PRA 2t ) o
WG 24 ESP32-C6 AT [E{4:, I B R FEEM A S0 A1, W B Bl idarpy T A B, A
FIREE A B R . 75 W IR B il ESP32-C6 BE4S 1) AT 3 LIA5 I, SB35t il R4 0% :

« Jilk ESP-AT 142,

* J£ menuconfig fit & T H 5 factory_param_data.csv &A% F & ot b 45 1 .

s JmiF AL,

o 53704 bin THFBER LIRS

AR R IME BT, i BRI TR E SRR R R

Fil: SR EE R AT 698 15275 (i1] AT SPLEZ T, AT through SPI il (i /] AT B4 1

6.3.1 ESP32-C6 %1

ESP32-C6 AT [E {414 H &5 b 11 A6y & i 145 B P DAE 2 SCh B, 162104 (ESP32-C6 Fi R &% T
Wy Al A .

sl Y i i 1155

BOATOLT, SRS ESP32-C6 AT [A{F 6 LA T UARTO 45 il i H 7 :

« TX: GPIO16
* RX: GPIO17

TE4R1% ESP-AT TH2H, 1] {# i} menuconfig it & T H 5 HAS MO B 45 B -

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config-—>ESP System Settings —> UART TX
on GPIO#

e . /build.py menuconfig —> Component config-—->ESP System Settings —> UART RX
on GPIO#

{0 i 4 B 1145

BRI, UARTL BT %1% AT 6y R0 AT iRy, HAF I XAE factory_param_data.csv 4% H
uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £ uart_rts_pin %],

TSR] DA BEAE factory_param_data.csv 2% H& oz 1145 1 -

o FTFFEAHIRY factory_param_data.csv,
o FRBIBLFTLEMIFT o
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o RIGTFHFER'E vart_port (WRAE AT HE DR HAE AT @40, WFHEESL T,
UE N uart_tx_pin fluart_rx_pin fl AT HEOEH—FE) .

o MIETERE vart_tx_pin fluart_rx_pin (EHFEIERFEBSEEMH, KL EI6e
M, W3 AT HEOWER) .

o HATHEME AR IIRE, 5 vart_cts_pin flluart_rts_pin &N -1,

o DREEFRNE.

6.4 EME e X AT 54

ARSI A T AT B E L AT 654, DA at_custom_cmd NI, FE/REED BRI BIACAD .
HE CHEAN . IRER a2, HSH AT LK.

s H—F RLAT &4

o H= W T EM AT G4 55k
o =% WA HIR

o B9 K hobd Rk R

s BB REMMKHETE

o ¥ ik AT B

e LIREIRIG, WHEAT AT+TEST & AR BUEIT45 R
FE SCHIXT S 256 %, S5 RPN :

CEACH )

PRI 4 Stk

A b A A

ML & 40 AT

A AT 4 43% RIS N 049 44

AT fr MRS ATTIR, DA ESCHE BB, BRI B SCHY AT a4 Btk

641 PEXAT w5
B AT w4
A FE at_custom_cmd.c il at_custom_cmd.h L4 H5E X AT 634, A FF examples/at_custom_cmd/custom
F1 examples/at_custom_cmd/include H 5% N A8 B9V SO S S04 2 AT a4
EHENX AT g8 21, 5 5EHiE AT A FRFIZEEL,
(et ES IR
o I NPA + FFEI k.
L TR (32, a-z), BF 0-9) BHEHFE (L 5 - L /L D, AT ¢4
Jom:

/7"\
Rk AT iy fe e TAEIURREAL: il Eiflard . REMSMIITmS, HESHEESWAT 64
x

o

S E B

N

RIa, EXTHRRBMGL . Bt AT+TEST LR IrA MU FRAL, T2 e X AT 124 AT X
FRZEAY, PARE SCEER B R A

* 1, MHesp_at_cmd_struct KiE X AT f 3 A FRAT TR LR, N A G &
X TZFHN +TEST  (FHT O AT) HSCEFTA T RRA R a4
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static const esp_at_cmd_struct at_custom_cmd[] = {

—at_exe_cmd_test},
/**
* @brief B P AERLEX T MW AT &4
74

bi

.

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .

ik WERAE SCRASA, FFHE N NULL,

o Mikap S

static uint8_t at_test_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};

—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_ RESULT_CODE_OK;

snprintf ((char *)buffer, 64, "test command: <AT%s=2?> is executed\r\

s Eifjd:

static uint8_t at_query_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "query command: <AT%s?> is executed\r\
—n", cmd_name) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT_RESULT_CODE_OK;
}
o WE MY
static uint8_t at_setup_cmd_test (uint8_t para_num)
{
uint8_t index = 0;
/ORBE NS, AREBRT DT
int32_t digit = 0;
if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
}
/BRBEANSE, RUHEBIN—NFHE
uint8_t *str = NULL;
if (esp_at_get_para_as_str(index++, &str) != ESP_AT_PARA_PARSE_

< RESULT_OK) {

return ESP_AT RESULT_CODE_ERROR;
I3

¥ B dE &k # 3| mMcU
uint8_t *buffer = (uint8_t *)malloc(512);
if (!buffer) {
return ESP_AT_RESULT_CODE_ERROR;
}

int len = snprintf((char *)buffer, 512, "setup command:
—%s\"> is executed\r\n",

/) AR —ANEHR, MEHKE, REBIED (vart/spi/sdio/socket).

<AT%s=%d, \"

(BT
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(B LET10)
esp_at_get_current_cmd_name (), digit, str);
esp_at_port_write_data (buffer, len);
// BB ERE WK
free (buffer);
return ESP_AT_RESULT_CODE_OK;
I3
s AT
static uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "execute command: <AT%$s> is executed\
—r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT_RESULT_CODE_OK;
I3

5 CTENE AT fir & s

e i #F X esp_at_custom_cmd_register B #, I &£ K % b W H API
esp_at_custom_cmd_array_regist () W} AT 6.

ZNIENEE

bool esp_at_custom_cmd_register (void)

{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) .
—/ sizeof (esp_at_cmd_struct));

}

* X J5, W Al API ESP_AT_CMD_SET_INIT_EN 3k 4] 4f b %5 52 B 09 ¥ W AT iy 2 eR %K
esp_at_custom_cmd_register,

NI EE

[ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1)

5 1 W 8 2 F examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H & & A 8 B 09 W5 SCHE R Sk S B AT dy 4, 0 e ok M R g & ok
esp_at_custom_cmd_register, FHNIZEELE at_custom_cmd 7R O 9% LRI EE4 . R DK
KA 4 N esp_at_custom_cmd_register_foo, #RJ5{#iJ ESP_AT_CMD_SET_INIT_FN #]i&fk
R

I ) I KRR

TR EIES —F: & L AT 44 Bfi il T % at. freertos. nvs_flash #hH Al 2 {4, % 7F examples/
at_custom_cmd/CMakeLists.txt SCAFHPEIIX L. fez, 7T ARk BB 98 Bl anidg
{8 Iwip 410, NIRRT :

[set(require_components at freertos nvs_flash lwip) ]
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SEPUL: BEEE L

5AF examples/at_custom_cmd/CMakeLists.txt XA, B H T LHEM AT 4433 ZFRVEN
— AN T ) BB 4S ${COMPONENT_LIB}, H{fAL a7 n] AR 2% R 4. BT :

[target_link_libraries(${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register") ]

i W B E XHEM AT 44 R 3 4K esp_at_custom_cmd_register_foo, NIZRFEMCHELN
T

;}")

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo J

Hhsb: REAEABE

RATNET IR E at_custom_cmd HFIGEAS R Ik, PABRER ESP-AT T H 74 15 I AEAS 1A 4%
Bl R EAHE RIS G TIE. WRETE esp-at/components H & N EIRAMEH A &
SCAT fip Qe U, MILFHHRATHE TR, (HARIAE esp-at/components H3R T JEMRAIFH H
TESCAT fip 4, ARSCHEAXT AT .

Jiiki 1 AT E AT_CUSTOM_COMPONENTS FMEAR & (Gl T Atk ).

¢ Linux or macOS

[export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]
¢ Windows

[set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]

ik

o ¥ (path_of_at_custom_cmd) Bl at_custom_cmd H I ESLLA SRR .
o AIDATREZ MR Bldn:
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"

Jjik 22 FE esp-at/build.py {4 setup_env_variables () BRI AR E AT_CUSTOM_COMPONENTS
FRIEAS RS (& T A %id AN 7 405 ) o R AS N :

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path

SN Gaik AT lfE

SEMA LIRS, ATARYE TR B RRE 1 M T4 i SRR AT B, IR e BIERY S L.

6.4.2 iafy AT+TEST A kPLE 558

B EAE BN IRIG, 21T AT+TEST fy RIS R ATE .

I 4 :
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[AT+TEST=? J

Wi % ¢

AT+TEST="?
test command: <AT+TEST=?> is executed

OK

A4

[AT+TEST? J

Wi i ¢

AT+TEST?
query command: <AT+TEST?> is executed

OK

BeEm A

[AT+TEST=1,"espressif" ]

W

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

OK

AT %

[AT+TEST ]

W i <

AT+TEST
execute command: <AT+TEST> is executed

OK

6.4.3 [ LN AT %

RIS R R B T SCE NS IR 4, T ARIE L il 2084 T B E e

o SR M1

ESP-AT U4 ffesp_at_result_code_string index & X [ —HiR Y E , WLIR MW EIES WAT
N Q

8.

F T return BEGRERE S, WA APl esp_at_response_result () KRS HAT455%. 7]
TEAHS B [EHEE ] API f1ESP_AT RESULT_CODE_SEND_OK MESP_AT RESULT _CODE_SEND_FAIL,

B, M4fEH AT+TEST fIHATm 2 k& w5k MCU &% EdERT, Hesp_at_response_result ()
Koz ] ek g, return ARXORAR Wy S PATEER, RBIRILIT,
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uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};

esp_at_port_write_data (buffer, strlen((char *)buffer));

WA % 2 o MCU Rk HfE B o= X E

send_data_to_server();

// & [Bl SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

snprintf ( (char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

IBAT A2 SR B .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

N IR

ESP-AT {2t F P4~ APL 3kHiin & 24

* esp_at_get_para_as_digit () AJIREEFSEL.
* esp_at_get_para_as_str () ﬂ?ﬁﬁ&?ﬁz}%?ﬁ%{o

B DL B 4

A A S

AT AT E R i > S RO TR S

o HwEH A5 P IR A
o HWA I B —1a A

B S8 BRI AT+TEST M4 K <param_2> fil <param_3> SEBEE N ESEL,

Hrr <param_2> HEFSHL, <param_3> NFFFHSHL.

[AT+TEST=<param_1>[,<param_2>][,<param_3>],<param_4>

SR .

uint8_t at_setup_cmd_test (uint8_t para_num)
{

int32_t para_int_1 = 0;

int32_t para_int_2 = 0;

uint8_t *para_str_3 = NULL;

uint8_t *para_str_4 = NULL;

uint8_t num_index = 0;

uint8_t buffer[64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

(%

T
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(% 750
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._

—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 B R A

/) REEREXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

—2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 7 Bl R A
V- T
/) FREEENXRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
7 B-D-SE: X
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %$s\r\n", para_str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 7 BlR A
/) BBE =N HK
/) FEEXEAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);
esp_at_port_write_data (buffer, strlen((char *)buffer));
(BT )
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(% L 50)

return ESP_AT_RESULT_CODE_OK;

ik WA TAFRSECON ", WIZS B B

AW — B8 R AT+TEST &) <param_3> ZHCHFAFRSE, Hobia—(S%, R
ERE RS

[AT+TEST=<param_l>,<param_2>[,<param_3>]

WA AR PRI I A O o

e AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

SRS AT .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result esp_at_get_para_as_digit (num_index++, &para_int_1);

if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result

esp_at_get_para_as_str (num_index++, &para_str_2);

if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_ RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
(BLFT0)
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return ESP_AT RESULT_ CODE_ERROR;
} else {

/7 7w B R

/TR X R

memset (buffer, 0, 64);

snprintf ((char *)buffer, 64, "third parameter is: %s\r\n",
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/)RR A
/) BWME =R
//FwERXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
s

}

return ESP_AT_RESULT_CODE_OK;

(% L 50)

para_

’

ik W ANTRFRSECR ", WSRO A .

PHLE iy 2 AP 7

A EREPHIERA ST, S0 — DTSR, R REETXAEIR TR IR B A

— R, XM TESHEAL SRR .
HEE ] semaphore ¥K[A# .
AT .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/)7 R

// b A AL Al B semaphores
at_operation_sema = xSemaphoreCreateBinary () ;
assert (at_operation_sema != NULL);

// ME & A RAT

/O ERE AN RATHER

// HEEHES T H xSemaphoreGive 3k ¥ }X semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY) ;

return ESP_AT_RESULT_CODE_OK;
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I\ AT i % Siis VRIS A PR B dha

ESP-AT SZHFM AT g4 3 5 05 AR RS, e LA R #4> APL

e esp_at_port_enter_specific() PEEBJEERE, AT i 020 m AWEIEE, FHEHZS%E
%

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific BN EITHEREEL.

AR ) J5 T 2 MRS RO K S R A e A AN o]

e KEMMA B BSEE LM <param_1> §if5@E THIRKE, WTHHIR.

[AT+TEST:<param_i> }

PATT /R BB A2 AT AN AT fiv i HERBUK 2N <param_1> 4 A X .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—O0K) A

return ESP_AT_RESULT_CODE_ERROR;
}

buf = (uint8_t *)malloc (specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n")
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/) BR A

// R 3b AW A G # semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) RERANBERT S >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREHR, EEKIAMAREEE AT 3% 0B A

esp_at_port_enter_specific(wait_data_callback);

A1 € N &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len -_
—received_len) ;

if (specified_len == received_len) {
(BT )
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esp_at_port_exit_specific();
/7 REBR RN K E

if (remain_len > 0) {

// wBRE
/MR AKEKRE > 0,

I3

/7 7 Bl R

VA L& &
memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64,

esp_at_port_write_data (buf,
break;

}

free (buf) ;

return ESP_AT_RESULT_CODE_OK;

}

esp_at_port_write_data (buffer,

(% L 50)

remain_len = esp_at_port_get_data_length();

MEGRABEREATH AN EREELKE

ZAEN- S RPN TSP &
/7 AR EEBEATH W R

esp_at_port_recv_data_notify(remain_len,

&
portMAX_DELAY) ;

"\r\nreceived data is: ");
strlen((char *)buffer));

specified_len);

UL, WA E AT+TEST=5, MAMEHE N 1234567890, A4 ESP-AT iR [FIILE RN IR.

AT+TEST=5

>67890

received data is:
OK

12345

AFRE K I A B

XAEBLRM, Wi-Fi S5 A2X, AEELR KL,

{AT+TEST

fRix% ESP-AT G ar M IITHFR I ATEE R, /R BIRISATT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

{
int32_t
int32_t
uint8_t
uint8_t

received_len
remain_len =
*pbuf = NULL;
buffer[64]

= O,-
0;

{0};

buf
if

(uint8_t *)malloc (BUFFER_LEN) ;
(buf == NULL) {

NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

(T
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(% L 50)

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

/) B R

// A sh AW A A ZE semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BREMNKERTHF >
esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREEK, EHEKIARAKERSRH AT U RA

esp_at_port_enter_specific(wait_data_callback);

AR LS W&
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

// AR SR EZER

/SR EA B RBERE e TR

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

/7 7 Bl R A
/SRR BERE >0, WHEZHEAMALET ELE
/7 OB E AT AR R & B
/7 A R REEATHE M A KE
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
esp_at_port_recv_data_notify (remain_len, portMAX_DELAY);

}

break;

} else if (received_len > 0) {
/7 7 Bl R
A N-WS S RO 3 N
/7 A RO AT Bl Kk B
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

iR &3
| & % ¥

esp_at_port_write_data (buf, strlen((char *)buf));
I3
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
t
J

PRI, RS — AN ARG 2 1234567890, 55 “AMMIARIER +++, A4 ESP-AT R BIZRAT R,

~N

AT+TEST

>

received data is: 1234567890
OK
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6.5 nfulid g ESP-AT frul:ttfE

BRANTEOUT . ESP-AT M EALZ (B fl 1] UART gEATIE A, PR bt A7 b s R Sl A, B
2t 115200 bps. i J1A0%E ESP-AT SCBUR AR, 5 1 ARASC, U A S PR E . A< SCRA
ESP32-C6 S, Fr4i i ESP-AT FrnthhE .

Frik: ASCHET ESP-AT AT 542X ), fiibfe i TCP/UDP/SSL A5 ik PEBE R — Btk I ik

i DR RVSi7% 2 S NN Sy L RN = R S R i

o (M%) Heikf®
o (EFE) RAFIBA. T HEE

6.51 (i) Pediices

1. i &%, LWIP. Wi-Fi & e ns 5

B R A RS B DU 1 & module_config/module_esp32¢6_default/sdkconfig.defaults U145 Ji
HE ESP32-C6 ZAFN AT B MO B 3498 R Y sdkeonfig.defaults SC4:

r# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

CONFIG_ESP_DEFAULT_ CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M-y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi

CONFIG_ESP_WIFI_STATIC_RX_ BUFFER_NUM=16
CONFIG_ESP_WIFI_DYNAMIC_RX_ BUFFER_NUM=64
CONFIG _ESP_WIFI DYNAMIC_TX BUFFER NUM=64
CONFIG_ESP_WIFI_TX BA_WIN=32
CONFIG_ESP_WIFI_RX_BA_WIN=32
CONFIG_ESP_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP_WIFI_AMPDU_RX_ENABLED=y

2. $27% UART ZE 71X o/
SRS B DL at_uart_task.c SCAET uart_driver_install() 17 o

e 3

uart_driver_install (g_at_cmd_port, 1024 * 16, 1024 * 16, 100, &s_at_uart_
—queue, 0);

3. MBRERARCE . SRkl . Bexkiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

L J

4. EfLniheg UART Jeff
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RS AT iy FPAI AR :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

//%ﬁﬁ%

WP B () A — R L AT DA B R 7t (AT T RS RS IH P U . 5 S BERL I AT RE A
AR, FCER TR PSR SCNAE S . R, JH P nT AR R TR D, AT
AR

6.5.2  (ffit) BABBAMGE . BhovhPE AL

S ESP-AT I p) PR SR AR FA 40 R -

System
3 GO0
AT Core ‘—R3| ’
[ 3
G9
TCP/UDP - == =#  TCP/UDP
A
R4| 154
S2||R2 v Remote Host 58| [R8
Y 1P
St [
Medium "1 Medium Interface R5| IS5
Rl Y
UART UART . \j
e = Link Interface m—li
SDIO SDIO HL —> (( )) S7
Socket Socket Ethernet R6
R7
Host MCU ESP-AT AP Internet

Bl 20: Fr it iR

PUIEE SN

o BSP-AT %1% (TX) B9%FE5 A S1 -> S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8

o ESP-AT 425 (RX) H1%##77% 5 R8 -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1
B SEL T ok, SRR A, SRS A B O BN R WA T, AN TR A
B AR Sk B PO B R AT RN L E,, DA BN B R SR RIR B . AESEER e, AR
HFEERE m I — %At ARl P FRZARYE T e S 0 b (0 e B AT .

ik NIAEEIY AR ATE SR O ETRE Y, TP R] AL AT +SYSRAM iy KA Al I NAT

L. GO 7¥iH:fL At
GO ARG AMLALAYTER 7y, RIS BT EAT :
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CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

CONFIG_ESP_DEFAULT CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

L J

2. S1. R1 HH:PL4E

WHFFOLT , S1 AR j& ESP-AT Fnb e A 8 . FUONBRAOL T, ESP-AT A 4L i)
I UART BEATIEAR, PRl 115200, 7 UART REfF L, 4 ERR S Mbps. RtE, J
M FATEALT S Mbps, W] DARE I ERIARYS UART VR WL (A R85 5, [l PAEAT
AL

2.1 $#1% UART Znj X K/
B EACHD B U187 4 at_vart_task.c SCEFH uart_driver_install() 7 .
« $7% UART TX 7t

uart_driver_install (g_at_cmd_port, 1024 * 16, 8192, 100, &s_at_uart_
—queue, 0);

$47 UART RX it

uart_driver_install (g_at_cmd_port, 2048, 1024 * 16, 100, &s_at_uart_
—queue, 0);

#2155 UART TX fl RX 70

uvart_driver_install (g_at_cmd_port, 1024 * 16, 1024 * 16, 100, &s_at_
—uart_queue, 0);

2.2 LTI R UART JfpR
S AT 6y Fe8an s :

(AT+CWMODE:].

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPMODE=1

AT+CIPSEND

|/ 15 4 %

ik PR P UART nASCRFEIX AR PR, I HLEALUN ESP-AT Z 8] UART #HEZR
A BEHIAL

i WA P E AR R K T ek T 5 Mbps, T PAE EA# ] SPI. SDIO. Socket 48 /7, HA&{E
5%

e SDIO: SDIO AT #% &
e SPI: SPIAT 35
* Socket: Socket AT 4474

3.S2. R2. R3. S3&H:fifk

HEEMT, S2. R2, R3., S3 A& ESP-AT SRS . K2~ AT core ¥ UART S5 X
FLEAE I S5 2 2 s g, AR B BAFERT R 25, TTHE .
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4.S4. R4. S5. R5. S6. R6 &HH-AL

ESP-AT =ML [6){#i F UART #E/Ti#{5, S4. R4. S5. RS. S6. R6 JLFE{t4k. ESP-AT HI
FALZ [EE ] H AL N BT TiE E R, S4. R4, S5, R5. S6. R6 @@ty — P HE.

S4. R4, S5. R5. S6. RO ZilfFHMLMIEH)Z . MLEZ . MR Z 2 MW EdER. M
5 92 ESP-IDF it AT Wi-Fi PERE SCRS, TR, Ef7 EPALEL, BCRERy BN T
IE . /build.py menuconfig HHfTHECE.

o {4k S4 -> S5 ->S6: KL ER 1A
o fiAk R6 ->R5 -> R4 FRUSCE R ) it

5.S6. R6 -1t

S6 I R6 2 il {7 W A K it )=, ESP32-C6 nJ DAGE Ji Wi-Fi B DA A5 4 74 i 17 Jo
Wi-Fi i 7 AN AT RS0, ATRERRE 2 7 Rl

* $25 RE K45
BRI S ) 250 1 AN SR A i = AR, P ] DA AL AT+ RFPOWER i 2 #5 1
H RF KI5

o P 802.11 b/g/n il
BRI Wi-Fi #5024 802.11 b/g/m 8, B P ] 8 3 AT+ CWSTAPROTO i A28 ) FI E
802.11 b/g/n PiM. HCLEZXAN, FHEI AP i Wi-Fi 5 24 802.11 b/g/m $Hil,
5 5 0B HT20/HT40 (20/40 MHz) A5,

6.S7. R7. S8. RS &xH-1k4t

WHAEOLR, S7. R7. S8, R8 g ESP-AT Frik{RALHITEE . Ak MISEkr M 44 9E . ]
BT PP R K.

&

6.6  Wifnf Y mfg_nvs 5y [X

6.6.1 mfg_nvs 5} X4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv CIFHT. %A AR T ) RIRR NI BCE -

o W SHCE (Wi-Fi [iiE . UART [CE. BARCE): i§S%E T A8 E A4,
* PKILE (RRIEBMEHICE): HSHPKIRE )23,
* GATTS [t (RIIFEHET ST ) . WHSHRA L T IR 5 R LA 2B

BIEHEB U SR E . PRI BCE B3 GATTS FCE I, fn] AR 4415 ESP-AT TA%, ZEniH
mfg_nvs.bin {5 SE @ idarpy T BUECE, SRR A SEREF . AR EERTE -

6.6.2 H:pk mfg_nvs.bin

Be B AE ok 52 MG, & #7 4 iF ESP-AT T 42, fEm ¥ Py B < A 3l i mfg_nvs.py 464k i build/
customized_partitions/mfg_nvs.csv X (BE& THAEREN MG S A, g, 258, fsE
=H), Bl esp-idf 1) nvs_partition_gen.py A4 i build/customized_partitions/

mfg_nvs.bin X (NVS FERHEE) .

6.6.3 |#%k mfg_nvs.bin

AR A MEE P75 2R 2 mfg_nvs.bin S0
o TEREBGIFILA ESP-AT EF, WG A Y mRIEE
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o VN2 mfg_nvs.bin, X757k H T3 ESP32-C6 A mfg_nvs 731X,

— Windows
1 T #k Windows Flash N # T H. (44550 S5 Flash N8 T HH T 488. T2k
build/customized_partitions/mfg_nvs.bin {4 | ESP32-C6. ] DLiE
T AT+SYSFLASH? 5425 mfg_nvs.bin 1) 2 #dil .

— Linux or macOS
& {# ] esptool.py.
TEAT ATE ESP-AT i H s A7 PA R 2 N 4% mfg_nvs.bin S04,

esptool.py —--chip auto —--port PORTINAME --baud 921600 --before.
—~default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
——flash_freqg 40m --flash_size 4MB ADDRESS mfg_nvs.bin

¥ PORTNAME Br ey (¥ Hf 1 44 F%. ADDRESS 4l T 4% mfg_nvs.bin SCIFfHuhiE,
] DA 35 AT+ SYSFLASH? £y 2251 F bl
« MCU k3% AT+SYSFLASH 4 %7 ESP32-C6 H1(#) mfg_nvs 4> X .

# % mfg_nvs 4 K
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X ¥
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_STZE &t~ 8 mfg_nvs.bin LR/, AR EEALIA AN [F B 43 KRS, SR AT
1L AT+SYSFLASH? iy 4251143 X KN,

6.7 il i) B4

ASCEAE T WA SET ESP-AT BOARY ) 2R . ) SHIEE AR L8 Wi-Fi it . UART [t
PR L B .

o T AKEENB
o & R mfg_nvs.bin S
o T 2k mfg_nvs.bin S

6.7.1 1) BEECE N

LHTERARY ) S B A YR S customized_partitions/raw_data/factory_param/factory_param_data.csv, %]l
TR
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Thie ELI X AT <
Wi-Fi it & JIr i 2 Wi-Fi ThEERY AT figd

» max_tx_power (ESP32-C6 [1] Wi-Fi
R EGTI%, HRE W ESP32-
C6 Kt B )

* country_code ([EZF )

« start_channel (245 Wi-Fi {Z18)

e channel_num (Wi-Fi [{ B EE %)

= ab A\
UART [t & « uart_port (B % 3% AT frd 18 BT 752 UART 3hfeHy AT a5%

Wi AT i i1 UART St 1)
uvart_baudrate (UART %)
uart_tx_pin (UART TX 5| )
uart_rx_pin (UART RX 5| i)
uvart_cts_pin (UART CTS 5| )
uvart_rts_pin (UART RTS 5| i)

T A4 FR module_name AT+GMR

AR H ORISR S5 E, SFER nfg_nvs.bin .

6.7.2 Bk mfg_nvs.bin 3k
27 £ ax, mfg_nvs.bin SRR ) SHRCE R mfg_nvs.bin,

6.7.3 I #% mfg_nvs.bin {4}

W% T omfg_nvs.bin X

6.8 il 5 PKI fic i

ASCRYAEE T U ST ESP-AT $2 4t BRIARPKT LB . PRI FCE AL TLS % i, TLS flR454% . MQTT
% Pl WPA2 Enterprise % -1 HAIE 15155401 .

o PKI fe. E /23
o & R mfg_nvs.bin S
o T 2k mfg_nvs.bin I

6.8.1 PKI P E A4

LT BRI PKI [t & A5 SCAAL T customized_partitions/raw_data H3 R, WITFFis:
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Ifige LA E X AT %
> St RNt
TLS & iy %0 £% P E o G
e client_ca_00.crt

e client_cert_00.crt o AR CPERC TR

e client_key_00.key
51 BE il E

e client_ca_Ol.crt

e client_cert_01.crt

e client_key_01.key

TLS 55 4% R AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % J i . it cacrt AT+MQTTUSERCFG

e mgqtt_client.crt
* mgqtt_client.key

WebSocket % P i 50 EX P unht & AT+ WSCFG

e wss_ca_00.crt
e wss_client_00.crt
* wss_client_00.key

51 BE PGl E
e wss_ca_0Ol.crt
e wss_client_01.crt
* wss_client_01.key

HTTP % F i %0 EX Fimbc & AT+HTTPCFG

e https_ca_00.crt
e https_client_00.crt
¢ https_client_00.key

1 BRI
e https_ca_Ol.crt
e https_client_0l.crt
e https_client_01.key

WPAZ2 Enterprise % i AT+CWJEAP
* wpa2_ca.pem

* wpa2_client.crt
» wpa2_client.key

WRYE A SRRk PKIFCE, SRJ54 M mEg_nvs.bin I,

6.8.2 H:pk mfg_nvs.bin {7k
5S4 &, mfg_nvs.bin SCRYAE FE PKI LB M) mfg_nvs.bin.

6.8.3 Pk mfg_nvs.bin

WS% T #omfg_nvs.bin XA
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https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/mqtt_cert/mqtt_client.crt
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/wss_ca/wss_ca_00.crt
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/wss_cert/wss_client_00.crt
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/wss_key/wss_client_00.key
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/wss_ca/wss_ca_01.crt
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/wss_cert/wss_client_01.crt
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/wss_key/wss_client_01.key
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/https_ca/https_ca_00.crt
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/https_cert/https_client_00.crt
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/https_key/https_client_00.key
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/https_ca/https_ca_01.crt
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/https_cert/https_client_01.crt
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/https_key/https_client_01.key
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/wpa2_ca/wpa2_ca.pem
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/wpa2_cert/wpa2_client.crt
https://github.com/espressif/esp-at/blob/690713c5/components/customized_partitions/raw_data/wpa2_key/wpa2_client.key
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6
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6.9 Il A SUAKIHERE S i 55

ARSI EE T AT A ESP-AT SRR DI FERE 7 iz 55 IR SCPH7E ESP32-C6 i b H 7 SRS FERE “F iR
%

o IKHALIE T RS IR LMHN-28

o et i & UK K TR

— {5 BRI T IR 58 A
— 4 R, mfg_nvs.bin HF
— T # mfg_nvs.bin 3HF

TRIIFEIE Wk 55 9l S GATT 250 2 7oA, 2B 204 & — AN @ PEZEA (attribute type) 2A 0x2800
M EER 45 (primary service)o BEAMIRSS B H— RS E XAULANEFEA AL . BEAMFAE B2 B —AME A
AEMHAFFA . B AXERESH A Z0MIEY  H1 Generic Attribute Profile (GATT) —7,

6.9.1 (KIHFESE SF IR 55 5 SC k42

IG T #E W& A MRk 45 V8 SC 14 2 ESP-AT T 7% A1) 8 K o 48 8 2 Ik 45 B 4K 9 19 S, ST 7 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFRFR.

index uuid len uuid perm val_max_len val_cur_len value
0 16 0x2800 0x01 2 2 A002
1 16 0x2803 0x01 1 1 2

2 16 0xC300 0x01 1 1 30

3 1 1

16 0x2901  Ox11 30

PATF WA SRR BRI
* perm FEAMAMIR, T ESP-AT TR 5E AR TR

(/* relate to BTA_GATT PERM xxx in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

7

#define ESP_GATT_ PERM READ (1 << 0) /* bit 0 - 0x0001 */
AN /* relate to BTA_GATT _PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ ENCRYPTED (1 << 1) /* bit 1 — 0x0002 */
- /* relate to BTA GATT PERM READ ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
N /* relate to BTA_GATT PERM READ ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE (1 << 4) /* bit 4 — 0x0010 */
AN /* relate to BTA_GATT PERM WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE_ENCRYPTED (1 << 5) /* bit 5 — 0x0020 */
- /* relate to BTA GATT PERM WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE ENC_MITM (1 << 6) /* bit 6 — 0x0040 */
N /* relate to BTA_GATT PERM _WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE SIGNED (1 << 7) /* bit 7 — 0x0080 */
s /* relate to BTA_GATT _PERM WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE_SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
- /* relate to BTA GATT PERM WRITE_SIGNED MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

* 1772 UUID Jfy 0xA002 YARSS E X
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o B ATRAFAEAY . UUID 0x2803 FRFFAEA ], (A (value) 2 BEEAUR, AURKSEN 8 fif,
BRI EIERRUR, 1 FORSRRZIRME, 0 RS

i PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© SR EATRE T WSS IRHIE . AT UUID 244 UUID, BUE24FAE R EUE
o SEPUATRE LT RMEROALT (AT3E)
A % UUID W Z (5 B 2% # A ORI A .

QR B AR ESP32-C6 B B HBOAIRSCIE, AL B, HESL R FEI A 8, IRAAER i
RS AR n, SREIUR AR .

Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
pert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

6.9.2  ZiikI [ SUARIIFEE AF IR 55
TEARGE DA T 25K A R SUIRDIARE I R 55 -

o WEBURAHIE T RS R
o & R mfg_nvs.bin S
o T2k mfg_nvs.bin X

T SO IR B 5 M 55 D5 SC A

e LIRS, B, #HEE X ZARS (Server_ A, server_B fil Server_C), NIFFEHFX =4
R4 He Wi HES . T RIS B E K /NGRS IR ATAE LRSS A B, HAt IR 55 s ml A
Fie BRI T
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L AR S5 & 3o
ABIE LT —E OXFFOL 1 2 5R S5

index uuid_len uuid perm val max_len val_cur_len value
31 16 0x2800 O0x01 2 2 FFO1

2. UL AR AL
A5E LT 4> UUID 2y 0xC300 J AT EERN SHAE, F-4 HAR B E R 0x30.

index uuid_len uuid perm val_max_len val_cur_len value
32 16 0x2803 Ox11 1 1 0A
33 16 0xC300 Ox11 1 1 30

3. WINFFAERGASF (T3k)
ABUGIN T % PO RS, $07 0x0000 #7838 %1 (notification) A5/ (indication) #i25H .

index uuid_len uuid perm val_max_len val cur_len value
34 16 0x2902 Ox11 2 2 0000

SEMPA BRGSOV ARIFEIE T M55 5 LR .

index uuid len uuid perm val_max_len val cur_len value
31 16 0x2800 0x01 2 2 FFO01
32 16 0x2803 Ox11 1 1 0A
33 16 0xC300 Ox11 1 1 30

34 16 0x2902 Ox11 2 2 0000

AR A YRR RIE N GATTS B, RfF4AEM mfg_nvs.bin .

H: % mfg_nvs.bin {4

TS & R mfg_nvs.bin SURAE B A IRIIFEICF (R S5 BCEL ) mEg_nvs . bin.

F # mfg_nvs.bin ({1}

WE% T Homfg_nvs.bin XA
TGS, AR T IR, R A i R 55 AR A5 AR R

6.10  4nfaf Fi e Lo IX

ASCRYAER T anAn] i i 18 Bk ESP-AT #2411 at_customize.csv #25K H i L ESP32-C6 %45 /X A
WA X — R KRG X 3R

— 243 X 3 partitions_at.csv LR G, FEICELRY A B partitions_at.bin U4, R —F K EHE, &
SR IS . BRI, AREWUEEL partitions_at.csv.

ESP-AT {1t " 4¢3 X 5% at_customize.csv A7 A & SO ERET XK.
T ESP32-C6 s Y X, R AT = PR B SR DU 25 B 1 R = 0K

o 147X at_customize.csv
e 4 m%, at_customize.bin
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Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic y 4
UUID:

0000¢300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902

Value: Notifications and indications disabled

o e at_customize.bin £ ESP32-C6 % %
o T

6.10.1 {& at_customize.csv

5% T R LB at_customize.csv,

% 1: at_customize.csv 1%
ST o] B’z

ESP32-  ESP32C6-4MB (g7 4 MB flash ) ESP32- module_config/module_esp32c6_default/at_customize.csv
C6 C6 &%)

SRIG, AEIBR at_customize.csv FFREAE DA T AR o

o EE X H P43 X Name fil Type ANH[HEH, {H SubType. Offset fll Size A DA,

o WREFTF IR —HBH P X, ek E 25 O 4TE ESP-IDF (esp_partition.h) HiE
P

- WREE X, AR Type {55 ESP-IDF [#4H [

- WERAE L, R Type BEE R 0x40,

o H P4 X Name AR 16 SF7,

* at_customize 5 KIYBRIAK/INE LAE partitions_at.csv ZR 1, GMIHT HI P40 DR I8 AN 248 L o

6.10.2 ’Epk at_customize.bin

&R at_customize.csv 55, 0] AR H4i% ESP-AT TAEEf# /] python i gen_esp32part.py AL
at_customize.bin 14,

SR A, #E ESP-AT TR H S FHATPA Fand, 8 INPUT F1 OUTPUT,

[python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT] ]

o INPUT B M ARFENTIV at_customize.csv B¢ —JE | SOOI AR
* OUTPUT Ffie M2k miny — il il ol CSV XM BEAE, NSRS, RO FbRiEs
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6.10.3 %¢5% at_customize.bin $ ESP32-C6 75

FF at_customize.bin T3 flash . 5T UK 6 SO 2 ESP32-C6 %45, WS % be &k AT B4
2%, FFMIAFBLH at_customize.bin T T 2l .
2 2: R[F#E4H at_customize.bin [ T 2k bl

Ta 1R4E Hy 3k K
ESP32-C6 ESP32C6-4MB (Fifi# 4 MB flash [ ESP32-C6 £51)) 0x1E000  0x42000

TERBLEE LR, WA at_customize.bin N #;F| flash 5 A fEff ] —L% AT fipd-:

o AT+SYSFLASH: #3435 flash | P 5 X
o AT+FS: XM % 481k

* SSL fR45#rtH K

* BLE R55#RHH XS

6.10.4 s

AT UTRF 2 test [ 4 KB 73 IXES I E] ESP32-C6-MINI-1 4

B 44k 3] ESP32-C6-MINI-1 1 at_customize.csv 35, X E P2 XH Name, Type. SubType, Offset #l
Size,

# Name, Type, SubType, Offset, Size
test, 0x40,15,0x3E000, 4K
fatfs,data, fat, 0x47000, 100K

7, TIPSR ESP-AT T2, Bi#E¥E ESP-AT M H 5% F T python 4~ 4= % at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32c6_default/at_customize.csv at_customize.bin

KI5, EBSP-AT 8 H 444 i at_customize.bin.
=4, T# at_customize.bin % flash,
TE ESP-AT TAEMR H & FHATPA N ird, I8 PORT il BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD —-before.
—default_reset —-—after hard_reset --chip auto write_flash —-—-flash _mode dio —-—
—flash_size detect --flash_freq 40m O0x1E000 ./at_customize.bin

* PORT Fr e Ay ity 11 44 7K
* BAUD B iR,

6.11  dnfaf B im— A B AL S+

ESP-AT TR LM, 3t TR pg e & S ff - factory_param_data.csv il module_config, 415 %
{E ESP-AT TR IS It HA~ ESP32-Co BLZH 1 2 FF, WIFRZAE BGX SEhe B 5CfF. Ay ESP32-C6 i
H “Prre:

o ESP-AT T R4 K& M 5 H0Mdl, AU4E ESP-AT B0 B A Bt B BoAia | 153 BoAH s B i
H, EABGRINGEE, FAT/ERER, HSORBAHER.
* ESP-AT TSR Z R, (B P R2x e BBl &1 .
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AR RH AN £ ESP-AT TREF >k ESP-AT & 37 f5 0431 ESP32-C6 i8N A2 L +E, R3¢
DAV N ESP32-C6-MINI-1 374540, ZA4H i Fi] SPT 1 A2 2RIA 1 UART 211 .

o H—F: REIIEME T HA
o o BUE ARG OTA
§ = FGARMEE

6.11.1 5520 ECVLHIMEAINI) 2%

FTFFAHIY) factory_param_data.csv , FEFRMEEIGIHHA—AT, MWL IRFTEREMXSE. K004, FA
¥ platform X B A PLATFORM_ESP32C6, module _name ¥ N ESP32C6-USER-DEFINED, Al

SHREMEN TR (SREESH L S HREAN ).

¢ platform: PLATFORM_ESP32C6
¢ module_name: ESP32C6-USER-DEFINED
e description:

e version: 4

* max_tx_power: 78

e uart_port: 1

e start_channel: 1

e channel num: 13

¢ country_code: CN

e uart_baudrate: -1

e uart_tx_pin: -1

e uvart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.11.2 55 b BCEFTHEAL OTA

1E at/src/at_default_config.c H1[1) s_module_info LEMIAPERME & LA E..
s_module_info ZEMAEELE oTA TR IGIE token:

typedef struct ({
char* module_name;
char* ota_token;
char* ota_ssl_token;
} at_module_info_t;

A oTA ThfE, IBAE A58 ota_token fIZE=/1Z% ota_ssl_token Wiz B A NULL,
F—AZH module_name P45 factory_param_data.csv 34 H) module_name —F(.

THE2BWEH s_module_info Z5M{A,

static const at_module_info_t s_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

#er.iéiif
#if defined (CONFIG_IDF _TARGET ESP32C3)
#er.u‘j;f
#if defined (CONFIG_IDF_TARGET ESP32C2)

#endif

(BT )
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(B LEm)

#1f defined(CONFIG_IDF TARGET ESP32C5)

#endif

#1f defined (CONFIG_IDF TARGET ESP32C6)

#endif

#1f defined (CONFIG_IDF TARGET ESP32C6)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_

—S3SL_TOKEN_MY_MODULE 1}, // MY_MODULE

#endif

bi

23CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%HzfCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XFE3L 304 at/private_include/at_ota_token.h H

#if defined (CONFIG_IDF_TARGET_ESP32C6)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.11.3 =20 PriMEd B

T%ﬂﬁTEW%TI&i%%”é(WK#%%)%%\ﬁﬁ%ﬁ@%%&%ﬁﬁﬁmﬁﬁ&%mﬁ
BELRIDIAT
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T gRIEAITIT A H B AT TAE

Ta HEHAL B R Xt R ERIAED B 31
ESP32 WROOM-32
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 PICO-D4
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 SOLO-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 MINI-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 WROVER-32
module_config/module_wrover-32/sdkconfig.defaults
module_config/module_wrover-32/sdkconfig_silence.defaults
ESP32 ESP32-D2WD
module_config/module_esp32-d2wd/sdkconfig.defaults
module_config/module_esp32-d2wd/sdkconfig_silence.defaults
ESP32 ESP32-SDIO
module_config/module_esp32-sdio/sdkconfig.defaults
module_config/module_esp32-sdio/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB
@ module_config/module_esp32c2-2mb/sdkconfig.defaults
module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB-
o) BLE module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults
ESP32- ESP32C2-4MB
@ module_config/module_esp32c2_default/sdkconfig.defaults
module_config/module_esp32c2_default/sdkconfig_silence.defaults
ESP32- MINI-1
C3 module_config/module_esp32c3_default/sdkconfig.defaults
module_config/module_esp32c3_default/sdkconfig_silence.defaults
ESP32- ESP32C3-SPI
C3 module_config/module_esp32c3-spi/sdkconfig.defaults
module_config/module_esp32c3-spi/sdkconfig_silence.defaults
ESP32- ESP32C3_RAINM
3 - module_config/module_esp32c3_rainmaker/sdkconfig.defaults
module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
ESP32- ESP32C5-4MB
cs module_config/module_esp32cS_default/sdkconfig.defaults
module_config/module_esp32c5_default/sdkconfig_silence.defaults
ESP32- ESP32C6-4MB
c6 module_config/module_esp32c6_default/sdkconfig.defaults
module_config/module_esp32c6_default/sdkconfig_silence.defaults
ESP32- ESP32C61-4MB
co1 module_config/module_esp32c61_default/sdkconfig.defaults

module_config/module_esp32c61_default/sdkconfig_silence.defaults
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https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_wrover-32/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_wrover-32/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32-d2wd/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32-d2wd/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32-sdio/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32-sdio/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c2-2mb/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c2_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c2_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c3_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c3_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c3-spi/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c3-spi/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c3_rainmaker/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c5_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c5_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c6_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c6_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c61_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/690713c5/module_config/module_esp32c61_default/sdkconfig_silence.defaults
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6
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o Mpython build.py install "P1#] silence mode >4 0 I, FEZH L E XNV B E 8 sdkconfig.
defaults,
o Ypython build.py install H1 ] silence mode 3§ 1 W}, ML 4H W B X 09 6 B X H

sdkconfig_silence.defaults,

B, #HA module_config SCMJE, QAT SCAICSRAF R B E L E SO (S frh/h
), RGP ARG E 4 IDF_VERSION, patch, at_customize.csv, partitions_at.csv, sdkconfig.defaults
PAM sdkconfig_silence.defaults

ARG, AT KRG I module_esp32c6_default {4 K Horp g BC & SCE, HFEM AN
module_esp32c6-user—-defined, FEASHI AT, WL E {4 IDF_VERSION, patch, at_customize.csv Fll
partitions_at.csv TLFEEH, FA1 R F B0 sdkeonfig.defaults £ sdkconfig_silence.defaults:

o ffif] module_esp32c6-user-defined R FHHXFE, FEBEMWTCE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_esp32c6-user—
—defined/partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32c6-user—-defined/
—partitions_at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32c6-user—
—~defined/at_customize.csv"

o flJ SPIFCE, #Fk UART L
- Mk UART fCE:

[CONFIG_AT_BASE_ON_UART:H }
— Fihy SPI FCE

CONFIG_AT_BASE_ON_SPI=y
CONFIG_SPI_STANDARD_MODE=y
CONFIG_SPI_SCLK_PIN=6
CONFIG_SPI_MOSI_PIN=7
CONFIG_SPI_MISO_PIN=2
CONFIG_SPI_CS_PIN=10
CONFIG_SPI_HANDSHAKE_PIN=3
CONFIG_SPI_NUM=1
CONFIG_SPI_MODE=0
CONFIG_TX_STREAM BUFFER_SIZE=4096
CONFIG_RX_STREAM BUFFER_SIZE=40096

J

SER IR RIS , W E B4 EE ESP-AT TAREAE L [ . Al FRATIEAHBG 3% AT [ 5 = % 5%
IRIE B, BRI PAEEE PLATFORM_ESP32C6 il ESP32C6-USER-DEFINED 4 i AT [E{4:.

6.12 ESP32-C6 SDIO AT }514

6.12.1 4y

ESP32-C6 SDIO AT fifi | SDIO i i@, FHH ESP32-C6 #£34 SDIO slave 5 MCU #7381 .
SDIO n[fifi f§ —£REPUZ iz, Z/DFEE 4 #iZk: CMD. CLK. DATO £ DATI,

o WT—2ER, £/FEE 44 CMD. CLK. DATO 1 DAT1, H'f' DATI {4 ek ;
o RTPULAREN, FFELE DAT2 #1 DAT3.

SDIO slave & I s
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CLK is GPIO19

CMD is GPIO18

DATO is GPI0O20

DATI is GPIO21

DAT2 is GPIO22 (pu4k)
DAT3 is GPIO23 (pu4k)

6.12.2  imfffi B SDIO AT

FEMi SDIO AT @5 2 /i, H5CiiZ I SD Pull-up Requirements {112} ESP32-C6 fifl {f-uE T4 2, 750
SDIO 3 {7 Ff 2 5 o

Slave i

AT Ui H BAfE H UART AE &S A, /RATPAIE T .« /build.py menuconfig>Component config
>AT > communicate method for AT command >AT through SDIO ¥4k SDIO {E A&/

Bi. ZIGEHGE esp-at TR, BERHWELHE1T.

Host fil]

ESP-AT {1t 7 ESP32-C6 H1 STM32 £} SDIO host ] at_sdio_host & 5. X}F ESP32-C6 ()5 % 7K
B, AIPAE AT TARERY esp-idf AR HEAT4mie0e % T STM32, FRATHR LA 25T STM32F103ZET,
T Keil5 479015 58% .

XEFHA-G, ATAS AR B TE R -

6.12.3 SDIO %2 4.
Host

1. ¥14H4k SDIO host
* SDIO host #J k. 3= 252 SDIO FHliIatt, tfieE 1 Zieli 4 2. SDIO M. H)4h 1k SD
mode,
2.t SDIO i iR
o B4y 3 ZH% 8 SDIO spec HRUBRIERY %K, B SDIO slave YT 4L
o FRRITF BRI Z, W05 SDIO host Al slave [l E R, IE2, HIFTFR LT slave HIHEILSE
JEFITFIR . — % host e BN AANAERT, 2545 slave JH8hoe A, FIFHAPIRT SDIO 15 .
3. R
o Bl T EREE S DAT BRI E5 . 4 BUE P IS )5, host SEH IO HIWT 8
fis, WRPINTE slave f 82 % 5%, host 21 il CMDS3 2L slave (145 .
4. Fir R
* SDIO AT DEMO #, Sk $iefiidlad #5 A, 28J5 host i) CMDS3 Fefldli ikt &
s WEHEMIE, WRABEES, IB2A T EE slave M H BLF5, BLH) host Al slave 35 5 8 Hi ¥ 1R
1k, SDIO.
* TEV I AT+RST 535 AT+RESTORE iy % )5, host Fl slave 1 [7] #1735 2L H #9154 SDIO.

Slave ]

SDIO slave {4t HE 5 SDIO host Z51L), slave #E42215% F] SDIO host &5 )5, @1 AT core H--4504E &
B4R AT core HATANI, FF AT core AbFR5E G, F-AIXEHEZ SDIO host,

1. #14&4k SDIO slave
e J#H sdio_slave_initialize ¥4k SDIO slave driver.
* i/l sdio_slave_recv_register_buf JFEMHEW R buffer, 5 T bueloE &, b
W T 24824 buffer.
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o i sdio_slave_recv_load_buf HnzkWIRIEENHY buffer, HEAIZIEHE.
* sdio_slave_set_host_intena T & H host A JHH Iy, FEHIMWEHBIEE KET
[Z{fﬁ' SDIO_SLAVE_HOSTINT_SEND_NEW_PACKET,
» Ji/f] sdio_slave_start 7Efff FIFIREIN AL .
2. JORER
* [H°} SDIO slave % 3% HE S EALIFRE: DMA 15, FTRAGEEESeH AT i i BcE 2 Ul 31 ] gk
DMA i NAET, KRG sdio_slave_transmit $847 k3%,
3.
* R T AR SDIO ¥4 4i4s AT core B, YL H] sdio_slave_recv 1§ SDIO %4
Ja, T IERRREE R B % i £ AT core,

6.13 SPIAT #i1¥

A EZNG] SPLAT e BGEA], E2 AT LANT5 i :

o B
o 1% SPI AT
o SPI AT ik &

6.13.1 W4

SPIAT AT AT T, i Jf] SPI VMU THE 15 - 7648 /] SPIAT i, MCU % %1} SPI master, ESP32-C6
WA AEN SPLslave, JH{F U7 Ad SPT PR SEHE T AT p S H%i 2 B,

)1 SPLAT [t

AT TGN UART PpsCiEAT i i, {52 UART s — L5505 5w e A Bt i) B2 37 589 A
WY, PRI, (SR S e A R AR 1Y SPT MM it 1k — R o .

el ;31 SPIAT ?
] DA L R AR PR B B IS SPLAT:

1. it . /build.py menuconfig > Component config > AT > communicate method for
AT command>AT through SPI ffifg SPI AT,

2. L ./build.py menuconfig > Component config > AT > communicate method for
AT command>AT SPI Data Transmission Mode %#% SPI (B L=,

3. it ./build.py menuconfig > Component config > AT > communicate method for
AT command>AT SPI GPIO settings [it® SPI i ) GPIO 4.

4. #31d ./build.py menuconfig > Component config > AT > communicate method for
AT command >AT SPI driver settings i%$E SPI MHLE) TAERER,, FFECE A X EHE KKK
/N

5. B4k esp-at TR (S A3shiF ESP-AT 142), BB B FHI21T.

SPI AT ERiNEHI

RGN TAE R ESP32-C6 B i ] SPT AT WHERIA MRS 145 ) -
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%2 3: SPI AT BRAAS B

&5 GPIO %S
SCLK 19

MISO 20

MOSI 18

CS 23
HANDSHAKE 21

GND GND
QUADWP (gio/qout) L 22
QUADHD (gio/qout) ' 2

B 1: QUADWP 5 i QUADHD 7 | JI{UAENE ] 4 £k SPT TARI

A PAE L . /build.py menuconfig > Component config>AT >communicate method for
AT command >AT through SPI >AT SPI GPIO settings, ZRJG4iiE TRk E SPI AT X5V [
EH (3% Akt ESP-AT T42).,

6.13.2 {lif] SPI AT

T SPLAT I, ESP32-C6 ¥ 45 Fizf T SPLslave T AR LAl fFHAT

J& T-2¢ (handshake line)

SPI j&—F master-slave Z5#4J 114 M5, A ML ¥ i master &2, slave ok EaifEsmEds. HeE,
AT WA T8EEA BN, 755 ESP32-C6 %X £ Eah ey 380 Fifk—2ef5 8. EHit, FAT¢E SPI master
slave Z [AJ N T —MEF-2k, KSLH slave E5fj[a] master (5 EA9TIEE .

24 slave 75 BALHEIEE, BSICETFEM Eshfim, X &7 master Ml 7= 25 —A_ETFFHHF#) GPIO Hr T,
master &5 slave il f5, AHSCHUG, slave FHEFERITAC, S50 BGET S

i 4R T B AR o -
» Master [] slave % 3% AT ¥Ry, HIBTFLW TN
1. master [1] slave % %15 RAZ ARG K, ARG %R slave [m 4R T2 & ) o ilF & R B 15

7o
2. master Kl 2 {2 F£&_ 11 slave 2 A AR VF LGS )G, THRAEEHE.
3. master K IEFHEIG, A slave Fd LR E5H .
* Master $2I{ slave &% AT FdE, (HH4ETFLI %N
1. slave ifi i) $2 T2k 38 1 master IR ICEER .
2. master KR, AR BIE G, B0 slave B E & 4RI

LN

SPI AT {1 {5 #43 & CMD+ADDR+DUMMY+DATA (/%5 ). {E{#i}f] SPI AT I}, SPImaster fifi ffl €] —
SEE IR SO AT -

* Master [i1] slave /& 2% B0 I A 3l 15 41 5C:
%% 4 FALM ML 2B

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (5i% 4092 ==37)
F)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, #5250k — A0 MH EORGTHRA R L, BRSOy :
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%50 FALEMMAL, FEHUREEREC £45R

CMD (1 =%) ADDR (1 =%) DUMMY (1 DATA
F7)
0x7 0x0 0x0 null

o Master $2Ui slave % 3% B4 &5 Bsf 838 15 415
F 6: FHLEHUAML K 2 B

CMD (1 =) ADDR (1 %) DUMMY (1  DATA (i 4092 %)
FH)
Ox4 0x0 0x0 data_buffer

* Master $ZH{ slave K HRE )G, 5 2K iA— Al M EORETHRA I L, FLARR B (5 o0l -

7 EALEAMMAL, EVRBRE 245K

CMD (1 =%) ADDR (1 Z%%) DUMMY (1 DATA
FW)
0x8 0x0 0x0 null

* Master [1] slave A 3% if K% i 48 & K/ N g E o
8 ML ML E % BEHRE K

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (4 =%%)
F)
0x1 0x0 0x0 data_info

o 4 <7471 data_info AP TARRIERGMEIRI B G R, BT

1. Master [n] slave A& IERIEIREOFI5 8, K& 07 15 bit,

2. Master [1] slave K EHIEHREHIFH)S, %FH)S5HE master BR L ERHEIE, KB 16 23 bit,

3. Magic {H, KJ& 24 ~31bit, [H5E K OxFE,

* Master £ |8 T2k A7 slave KIBIES G, T8 AE—4KIHE A slave HEAFEUCEHR ) TAERL
X, BEEAZ LRI TR, BAREERSCh:

9 EHUAIRTER, ALY AT BT BARES

CMD (1) ADDR (1) DUMMY (1  DATA (4 Z%)
F)
0x2 0x4 0x0 slave_status

RIFEWIEK )G, slave & [A] PR SR ERFAEEAE 4 2151 slave_status 1, HEAR AR AN

1. slave 755 [i] master A& 2% AEHRA T4, KF 07 15bit; (U2 slave 40T I ERSHE, &R T BT
H.

2. B aFAS, KB 16 7 23 bit, MFHISiAF | FKAE OXFF B, MR ar 755 B E N
0x0. 24 slave 4bF AT ERARASHT, B R master 75 1] slave &Ik~ — FEHHALN) TS5 24 slave
AT AT ERIRASI, % F-BCH slave [n] master KRR — MR EE P .

3. slave AL/ BRAS, HKCBE 24 7 31 bit, Hir, Ox1 fAERWEL, 0x2 AR E,

SPI AT %9058 T iife

SPL AT i B AR 32 2800 WA~ 7 I -
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» SPI master [1] slave &% AT iy

| SPI master | | SPI slave |
| |

| step 1: request to send-—-———> |
| |
| <—————= step 2: GPIO interrupt--—-—-—-—- |

| step 3: read slave status——>

[ == step 4: send data-—————————- >

[ step 5: send done—-————————- >

B P BREAR BT -

1. master [A] slave % 1%iE K 7] slave BEIRMIIH K .

2. slave Uk master 1Y &% 15K, T slave iU R, I E) slave_status 217285 A 21 master
BARbREN, REilid T4l & master [ GPIO H1iff,

3. master FEULE| T/, B2 slave [ slave_status ZFfE4Y, Kzl F] slave i ABICEHE ARAS

4. master &) slave & L% .

5. RIEBIREH G, master [] slave ik — xR LR RBYIEE .

* SPI slave [1] master %% AT WK :

| SPI master | | SPI slave |

| <—————= step 1: GPIO interrupt-----—- |

[ —=—===== step 2: read slave status——> |

| <—————= step 3: send data--—————————- |

| step 4: receive done-——————- >

B P REAAR BT -

1. slave [i] slave_status 2f 7% 5 A FLIF master 2HOR B slave 50HE AR & AL, S8 5 i 48 T 4 fil &
master _| 1) GPIO k.,

2. master FUE| W5, F2HL slave [ slave_status ZFf74E, Kl F] slave #F A KGR FHR ARAS .

3. master JFIGREUK B slave B5k .

4. Flse SR )E, master [ slave & ik — 2 ERIEINEHR S R TH A -

UEW 1T O R, RATIELAKE AT ar 2 0, $EAE T A5V B0 Bir s A2 BRI 5 o I SR
il Z% at_spi_master/spi/esp32_c_series/README.md.,

SPI AT %} )% 11 SPI master 73 5i{Ci%

SPI AT # £} J& {F >k SPI slave fii f] 9, i i SPI master 5 SPI slave i#f 17 i 15 /) 7% 6l (X 1 15 & %

at_spi_master/spi/esp32_c_series.

BEW] L AEfUN MCU JF k2 i, 5 208 i ] ESP32-C3 (3% ESP32 Kifll MCU ff: 2y SPI master Rizf71tt
B, RATT AR B AU B YR )

6.13.3 SPIAT i
PR 0]

o (]} ESP32 53 ES32-C3 J¥ A Muff 2y SPI master, 1247 ESP-AT [} at_spi_master/spi/esp32_c_series
H AU . HAKRE BB AT -
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1. W CPU TESZEE N 240 MHz,

1. fififf:: CPU TAESR E -} 160 MHz.

flash SPI mode Fit & & QIO #i3;, flash #Hi &5 &~ 40 MHz,

2. ¥4 BT ESP-IDF v4.3 4R 3Abs, H-RER IS Hr 1 streambuffer (1) K/ N 8192 237
o {fi[f] ESP32-C6 13} SPIslave, 415155 SPIAT [ (5% A% it ESP-AT T.42 ), 344 ESP32-C6
Pl TAEAE TCP B HERRE LB AT -

2. B SPIAT By s AU, Kf streambuffer ) K /N E Sl 8192 775, Ff{fi i} ESP-IDF i)

example/wifi/iperf B[ sdkconfig.defaults.esp32c3 H ) K B B S 5K .

A S

RN T AL SR BAT A5 2

% 10: SPI AT Wi-Fi TCP i {5 #%

ERLE ST

master->slave

slave->master

Clock SPI mode
10 M Standard
10M Dual

10 M Quad
20M Standard
20 M Dual
20M Quad
40M Standard
40 M Dual
40M Quad

0.95 MByte/s
1.37 MByte/s
1.43 MByte/s
1.41 MByte/s
1.39 MByte/s
1.39 MByte/s
1.37 MByte/s
1.40 MByte/s
1.48 MByte/s

1.00 MByte/s
1.29 MByte/s
1.31 MByte/s
1.30 MByte/s
1.30 MByte/s
1.30 MByte/s
1.30 MByte/s
1.31 MByte/s
1.31 MByte/s

BEWI: 24 SPI A EMIREE ), SZBRT LR MR, 31] Dual 2% Quad TARRI A (5

ZAH T Standard AR B GE .
WENINGESH XN AR 8RS Tl

Bl

6.14

W% KT SPIj

hnnf SEEE

OTA TI%%

ARSCRG G RN ESP32-C6 R ARSI OTA T+, HHl, ESP-AT F#1XFA [R5 4t 7 AR =Fh

OTA frd.

1. AT+USEROTA

2. AT+CIUPDATE
3. AT+ WEBSERVER

SERUNTT BT -

SO

o OTA 443 Y B R 3%+

1%l ESP-AT OTA 44147 OTA F+2%

6.14.1 OTA 74X EE B i 5t

AT+USEROTA

Bh i<

ﬁ[ﬂq&

URL SCE OTA FF4%.
5% AT+ USEROTA 3KEUE 215 5 .

Mt | T 1 B E X, BT A

b B A0

TR B C I FRIEFOE G 17 OTA fird.

(ST DA TH RS HTTP [ 4558 FRO L PR, H T

A LR

&k at/src/at_user_cmd.c JEALHD SR SZIIZ G2
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L BA7E T F 2R HTTP I]R5525%
2. B At URL.

¥

o WERETHR I O A R R AR, R sE S, T REJCIA (T AT+CIUPDATE fiy
ST, BRARGEHIRAE A AT+CIUPDATE #47 OTA 48 B T H O A4S

AT+CIUPDATE

My & iot.espressif.cn /£ b ERIN HTTP R 45 %% . % AL AT R P43 X, i ] PATF2
at_customize.csv HE L P E & K. WEREMT R RFELATIRA, Zad R Ha2T%
FRFRAIA . 1§57 AT+CIUPDATE 3REUEZ 5 E. .
ST H & X bin SCF, WEEAT Xz —.
1. % iot.espressif.cn b 15 F i) HITP IR 3525 , JF 98088 FLfARE - anfl S22 1) AT+CIUPDATE
b, &% at/src/at_ota_cmd.c,
2. 1f iot.espressif.cn |- GId— 445, FEEI L 4% bin SCfE. (BBl a1 TG B g i
TERENRSS 2% L OIS . ) T55% 18 M AT+CIUPDATE 34T OTA S+ 3REUE 255 .
Har SN 5T
L BRHRE RS, NAARERE LR AR,
2. AT A SO bin SCPE, (HBEAT G HTTP R 5525
3. BA A CH HTTP 3575 B ¥ IR IR XA, 384 1 IHAE at_customize.csv Sz Y
A LK.

AT+WEBSERVER

I fir A A 0 B AR S R TH R AT [l . BT, % (R AE T AR 7 2 X Eh Rk . ZEFT IR T
R A0, IR web ik 55 2% Gy H PRI AT [EFE 2] kel TAL E. @] PAZ5 AT+ WEBSERVER
B Web Server AT 7 18] $REUH 215 B,

HTSLPAE R HTML T, 2% ~ 6 fs_image/index.html, 2 T SZL48 H 1) AT+WEBSERVER
2, i55% /R~ at/src/at_web_server_cmd.c,

S SRR 8 BT
L S MR OTA JH8, AIRELT-MZs AR

Cip°X

o WERGTHEA IR IR S IR X AT, FET RS, ErTRETCIA M AT+CIUPDATE fiy
AT, ARG B AL A AT+CIUPDATE #:47 OTA JH48 A7 T H T4«

6.14.2 {§iJ] ESP-AT OTA #4471 OTA 4%
f§i)l] AT+USEROTA 3471 OTA J}-4%

1% AT+ USEROTA 3k EUE £ 15 H..

f¥i ] AT+CIUPDATE #47 OTA J}-4%

i3 AT+CIUPDATE iy T1 4% H 7€ SCHY bin SCF, 1 5G 2B w2 5 bin SCF AL F] iot.espressif.cn H LAk
% token fE. VAR A PRAEIA T UNTAE iot.espressif.cn b AIHBE I 1L bin U
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1. FTFFRsk hitp://iot.espressif.cn B https://iot.espressif.cn,

o0 e < O = ot (9] iot.espressif.cn [V} il 2

My tasks - Team Work ESP32 Programming Guide ~Cisco WebEx Mestings  Espressif Systems i +

lotBucket #Start - Join  Login

S pcaunte THE mokin ™ \ o
. ~O0R~ '
WHAT * MOBILE ' REAG MERNS /)

B 21: 7T iot.espressif.cn FH

2. iR _EARY “oin”, ERAGNA T, HRAETHLIE A .

lot-Espressif fistart- Join  Login
Join
Name Username [a-zA-Z0-9_+
Email Email
Password Password
Join

& 22: il A iot.espressif.cn

i
o U Join IRER AR PR, WA i IEE, EEER KA.

3. Wil M EFRY “Device”, MRJ5 iy “Create” FeflE#— it
MR QRN G S — Y, T EPR
5. MEARZE IR HIF A OTA bin U, BLE AT OTA token AR AN T U1 FT 7 :

&

#71E: WIEM SSL OTA, 3T “The SSL token for AT OTA” 22 3Ef &

6. wiiy “Product” #EAM L, 41 FQIFTR . BdBIER % &, £ “ROM Deploy” "N AMUAFI corename.
R PR 5 Y bin SCAFE AN “otabin” FFELRLE
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Iot' ESpI'eSSIf Device Product i Start ~ L weiyuanjia ~

.
DeVI ce search | device name, serial, key, e product H & Export <+ Create

4

iot_test

Id 147469
Serial 107¢7503 @
(*)  8daysago

& 23: Sif “Device”

Iot' ES preSSif Device Product 2 Start ~ A weiyuanjia ~

9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
"~ Public Device

Product s
Create Batch Create?
K 24: i “Create”
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|0t' EspreSSif Device Product it Start ~ 2 weiyuanijia ~
3 Device {id: 1 ial: 0f035413 }
# ot test (@

Private Device Not Activatedunactivated
P {id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
896eba@bd8f7c3b3ea5f2d0df6a906e7@del2d2e

| 2017 years ago |

2695e0e@406b8a816ca2b38b286e@27ccf2deald us developing
e Key 5802d1@b6ee86c617583371a%e4faf4fe@942f2c
~
Datastreams Request Logs o
1 walit for request...
+ Create

R Key set you as owner

Meta-Info @

master 5802d10bbee86cb17583371a%4faf4fe@942f2¢ (maste

owner 7109246496617d2482c6a3b38498119f81734162

+ Create

B 25: AL —

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config ——->
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help > < Save > < Load =

& 26: Fil B AT OTA token %54H - S48 1
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, seral, desc pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3887
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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ik

o MR TF Y at_customize.csv PENMH T HE XX, RFEH ota.bin B hH
FHE R AP bin SCEEFRPAT

o XIF corename FE, MFEAU A THBIEIX 5) bin S0,

7. Hiidi ota.bin K HARAT R M HIRA -

9 Product {id: 3867, serial: 6b4dd7a9 }

Id ABET
Name esp ot test
Serial BbdddTad (In 8 hours)
/ Secret click to show secret
Description
Status develoging...
Activataed / Total o/s2
0%
Datastreams ROM Deploy
i N Current version |

chorelbetal: 1.0 codenamediot)

@ ot bin

+ Deploy

& 29: AR 24 iR A1) ota.bin

8. fEBL# LisfTAT+USEROTA fip% . WIURMAEE R, TR OTA J14%.

CiRAH

» WE FAZ3F] iot.espressif.cn [y bin SUFZ PRI, HEAG AT HLN -
- WERTTGR app 73X, #EHF bin AFHIE N ota.bin.
— WERFGH P H & X4, 5 bin U4 E N at_customize.csv 1) Name FEZ,
BN, WHEFR factory_Param 40X, iR HIXE N factory_ param.bin,
* ESP-AT KifrE A 7E 4 H OTA 43X rbre iX#f, HIff OTA f T EAMNERE K, J5ihs ESP-AT
HRBBIE R B T. (EXFT HE X5 IK, BT ESP-AT WA &6, iE/IMoTH.
o WEREBFIRON IR BTG A iy bin SCHE, IR 2 ERATRIRERRASIR) , 5800 %5 OTA token i3 ¥
S Al token {1 .

fi)ll AT+WEBSERVER 41 OTA - 4%

1523 AT+ WEBSERVER 1 Web Server AT 7% $REUE £/ H.,

6.15 il g ESP-IDF JiliAs
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ESP-AT [l /-5 T SR WK I K HESE (ESP-IDF ), - MARUA Y ESP-AT [l {1 46] . A5 & 1) ESP-IDF fiit
A, iR ZN U ] ESP-AT TAEERIA MY ESP-IDF it A4S , AN@E i T 5 ESP-IDF Jiii 4, [K] A libesp32c¢6_at_core.a
JIK/Z 1 ESP-IDF ffi 4~ 5 ESP-AT T 219 IDF AN A —S00] fE 2 B0 A A o

H2, FERLUERIRTGOUT , ESP-IDF [/ MIA BBt n] e 1 T ESP-AT TAE. WIRATE EH0H, A3
(EDIK(E e 2

ESP-AT [& {4 X i ) ESP-IDF Jix 4% 5% #£ IDF_VERSION ({4 f1, X L% 3 {4 4> i £ module_config
SO R AN R SO e . i SO IR T B A [ 44 BT B T ) ESP-IDF [ 4> . #2732 ID
G PEHLHE, 5, PLATFORM_ESP32C6 “F- & [ ESP32C6-4MB 44 () IDF_VERSION {7 T mod-
ule_config/module_esp32c6_default/IDF_VERSION,

WR ARy ESP-AT [B|{F 57 ESP-IDF JiiAS, i DA PR AE

* HREIBLHN IDF_VERSION {4

o WP EEHH P52 #2352 ID M AL .

o MER esp-at MEZFIRAW esp-1df, PAHF IR 4 R0 8 ¢ e % IDF_VERSION H14g & 1)
ESP-IDF fji7<.

o HE 4% ESP-AT TFE.

W, 24 ESP-AT iiZH1 ESP-IDF fiAAILHL, it &3 a0 T AR

[Please wait for the update to complete, which will take some time

6.16 ESP-AT [l {2 5

AT LA 1R — ESP32-C6 RAH AT [ PFFE SR a4 fE(F, Bl ZE5

6.16.1 ESP32-C6 %%

ARATNZPAT ESP32-C6 R4 AT [ {1 X 51 -
e ESP32-C6-4MB-AT-Vx.x.x.x.zip (A~ f&i#7~ ESP32-C6-4MB Bin)

SRp A AR

NI T E BRI ESP32-C6 41 AT BN SRR 48 (] & 301 ) . BRI SCRpEAT PATE
Wi BN % ESP-AT TGS m Ak (9 %R). 2R fmmdsE (1O £R), TREAY
SN SE A SR a4 . IEXURARYREIE AT BV #, EERER A AR fE, FHEH
Fromik. BATHFERECEICEMNREE 7 RS 2T OTA TH-
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meE ESP32-C6-4MB Bin

base

user

Wi-Fi
TCP-IP
mDNS

WPS
SmartConfig
ping

MQTT
HTTP
Bluetooth LE
BluFi
FileSystem
driver

WPA2 enterprise
Web server
WebSocket
OTA

W22 5

B ESP32-C6-4MB Bin

Flash 4 MB
PSRAM [ x)
UART % J#)!

TX: 7
RX: 6
CTS: 5
RTS: 4

SCREREL

NI T E Iy KA ESP32-C6 R4 AT [N SCR MR 8 ) (1
Al atpy TP GG SRR (] &9 30R), VARSE A SRR (1
FRAREE, ST AR 2R iF ESP-AT TAZ (B0 IRRR BRI IC &S SCHF -

BB ESP32-C6-4MB Bin

ESP32-C6-MINI-1
ESP32-C6-WROOM-01

6.17 4nfaf ]\ GitHub 25 Pl A AT [ 1F

VUART B HITT H & X, PSS 4Tk B AT 60§ iy,

FR
0%

3.

K)o

BRI SCRHE ]
PO R
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H1 - ESP-AT £ GitHub _FJe ] CT (FR2RBEm), it ik AURD i % ) GitHub 2 A= 1 ESP-AT [ {1
I A o

R FER I RIRmRA AT BPE, L8RS O Cry™ i BT RS I hE -
TEPRATAF P BRI CL B P 8REE TR 2L ml B R il

PATR B S Al A GitHub "R s Bl A AT [

1. B GitHub IiK-5
TR Z |, WX BN GitHub WK, R4 25 [E 475 B8 R AR
2. ¥TFFM BT https://github.com/espressif/esp-at

H espressif/ esp-at @Watch ~ | 44 |y Str | 371 % Fork 251

<> Code (©) Issues 50 il Pull requests 4 (®) Actions [ Projects 00 wiki © security

¥ master ~ Go to file Add file ~ About

AT application for ESP32

% xcguang Merge branch 'docs/update_how_to_customize ble... .. + Gdaysago Y0 1,473 ESP-IDF & ESP32S2 ESP-
IDF & ESP8266
B .github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espa266 esp32 wifi
B docs Merge branch 'docsfupdate_how_to_customize_... 6 days ago ble  spi uvart  ethemet
i esp-idf geloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
01 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
&5 view license
I tools feature: Support compile on windows OS 7 months ago

] 30: ESP-AT GitHub ‘F 77 71 Jfi

M “Actions” #E A “Actions” TJH

4. pidi “Branch” #EHRHEE 5L

BRINK master 43 3. QSRR #oHE & 43 S IE RS [ (:, sy “Branch” #E A8 733
1] workflow T [

5. mEcH Y workflow i3 A workflow T Taj
6. PR BN BN IRJG, 1E Artifacts U P EHRAH XS B AL

7. il N R B I I R A AT [P

il WEREHE Artifacts TR AR BN VA, S ESP-AT B £ 5% PEREIRE
AT T

6.18 at.py T.H

at.py LEMATBMRITHEIFN 2 MB/4 MB AT 8724 (B build/factory H3E FIY factory XXX.
bin) FZFSECE . XLHE A Wi-Fi iiE . E B E . UART i ® . GATTS it &4, 4
BRI [ R TCVA I I 7oK E, T DA at .oy THEABSE A i X L6 S50
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H espressif/ esp-at @Watch ~ 44 | ¢ Star | 371

<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security

¥ master ~ Go to file Add file About

Y Fork 251

AT application for ESP32 ESP-

0 xcguang Merge branch 'docs/update_how_to_customize ble s... ...  6Gdaysago Y% 1,473 IDF & ESP3252 ESP-IDF &
ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet
. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of tc... 16 days ago
00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago
&5 View license
I tools feature: Support compile on windows OS 7 months ago
K 31: 5355 Actions
H espressif/ esp-at @Wakch ~ 44 ¢ S| 371 %9 Fork 251

<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights

Workflows All workflows

Showing runs from all workflows
All workflows

Q Filter workflow runs

2, Clic++Cl
271 workflow runs Event = Status « Branch~ Actor =
@ Merge branch 'docs/update_how to_customize ... =TT B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
Merge branch 'feature/lupdate_at_core_esp8266' i...
© Merg pdate_at_core_esp! release/v2.2.0.0_espa266 B37days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch = Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... TV B 7 days ago
CIC++ CI #270: Commit 7135705 pushed by igrr . 3 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... S R et 1 EENT TS B 7 days ago
CIC++ CI 4260 Commit 4820237 pushed by igrr SR & amais
. =
Pl 34: gk o) Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

K 35: i Workflow T ]

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status

Success

Total duration

6m 25s

Artifacts

11

Espressif Systems

372

Submit Document Feedback

Release latest


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release latest%20for ESP32-C6

Chapter 6. WA 4miF A & H O AT T2

Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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6.18.1 4Lk

R TP IR TE, SeAt at .oy THFHR. PR R0 a0 B e . Mt fsPRJERE R Linux
BEI .

o % —3F: Python %%

* Hi=¥: atpy Tk

e %= atpy B iEVLEA

o HvaF: atpy 15 E P ey B E T 1)
s FAY: BEIMFRE

6.18.2 %5—2p: Python Z¢%

MR A C 222256 5 Python, AT AR AR TR . 0, 54k Python B 5 S0y, 58/ Python /Y F 2k
2R, HEt B Python 3.10.0 s iR A .

BHSEIG, A ATEAR T A python —-version, #7% Python fii4s.

6.18.3 45 "2 atpy F#k
1fE] atpy DL, iy Download raw file 4, ¥ at.py U N B4 H.

e

Pull requests Issues Codespaces Marketplace Explore
Edit Pins ~
Code Issues 116 Pull requests (2 Discussions Actions Projects Security (2 Insights

Code at.py

master ‘ ustcew

: Code Blame
main

Configs

relink

esp_at_factory_bin_combine.py

aram_generate.py

&l 37: "F# at.py SCHF
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6.18.4 52 at.py JHILEBEW]

Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,

B SR IR LA KA -

6.18.5 VUL at.py e PF AL E B

Wk Wi-Fi ie B
WBBGE P A FE A E
147 UART fe &
1474 GATTS e 5.

i

FFEMMSEICE, WA E AR, Wi ARSI E R 5E .
BUUSHSHICE, 75200 mfg nvs HR T mEg_nvs.csv i1, A XMAILR.

EANR GBS ZFSEIECE, BIan, GRTAR B Wi-Fi B EARIE R S E

e Wi-Fi ficE

MR E ) Wi-Fi S0 E AR R R

S I 152 RA

--tx_power Wi-Fi [ K & 501 5% P45 L ESP32-C6 K iah =

--country_code Wi-Fi [HZAHE g W Wi-Fi [ Z XA ) ce B
--start_channel Wi-Fi jE i4 {58 S W Wi-Fi B Z XA F1#) schan 2B
--channel_number Wi-Fi [#) A E 85 R L, Wi-Fi [8] Z/H X A 33 nchan 52

B, ERTPAGEHI AR fir 4, 8o Wi-Fi iR & 52035 18 dBm, [ERZMR N US, BIG([EEN 1, &

fRIEZCH 11:
python at.py modify _bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o -tx_power 72: BFAfij}2 0.25dBm, 72 F/~ 18 dBm
« --input factory_XXX.bin: i A ¥ [E{4 04

fesCE 15 R P
B R UE SR A I AN R R R
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SH Inge Rt
--server_ca TLS R%#51 CA IE+H server_ca.crt
--server_cert TLS AR #atiE+ server_cert.crt
--server_key TLS AR 525105540 server.key
--client_ca0 20 EBE iy CAE client_ca_00.crt
--client_cert0 %0 ER P umAYIES client_cert_00.crt
--client_keyO 20 EX R A client_key_00.key

--client_cal
--client_certl
--client_keyl
--mqtt_ca
--mqtt_cert
--mqtt_key
--wpa2_ca

--wpa2_cert
--wpa2_key

% 1 £ il CAES

% 1 EX PRIk

% 1 BK P ini %4

MQTT % i) CA k45
MQTT % F i k45

MQTT % it %5 4H
WPA2-Enterprise % /™' iiii f) CA
ik

WPA2-Enterprise % i (I 35
WPA2-Enterprise % )3 1 35 4H

client_ca_01.crt
client_cert_O01.crt
client_key_01.key
mqtt_ca.crt
mgqtt_client.crt
mgqtt_client.key
wpa2_ca.pem

wpa2_client.crt
wpa2_client.key

Blan, GRIAGEIPA R fiy%, B MQTT )ik CAGIES: . &) s uE R4 .

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt —--mgtt_cert mgtt/mgtt.crt —-
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

« --input factory_XXX.bin: #ij A 7 [& {43044

&k UART Ffic ¥

FEMH) UART [EEL, {ELEAT 4 45% 2 () UART BCE. MBS R E T R AR

S IngE bz

AT g4 1) UART 5 {XAE AT H & D [EEHAE AT dpd 08, {2
WS FRFGAIE R tx_pin fil rx_pin
%mﬁ%ﬂﬂiﬁﬂmmﬁm EH—%,
AT B Es%v HECE T rx, MR tx_pin FF%
il B 5 T3k IEWFIII (TE%&# i£4%) f) UART
[ tx 45 B — 2.

--uart_num

--baud AT 14 FTH AR JRUGE : 115200

--tx_pin AT 174 i TX &1 i B R IE RRIE B0 B RN 2 A HAh A5 B v 2

--IX_pin AT @4 ) RX 45 TR PRE AR5 TR B TN AR b A JA v 2

--Cts_pin AT 154 O CTS 4 1 T PRAIE R R A N S R A A Bl vh 2 . AN
IR, BRI SECh -1,

--rts_pin AT 1iy4 1) RTS 4 1 T PRIE R B0 B BN £ R A A Bl v 2 . AN

ARy, BESISECN -1,

B, ERIABE AR ird, B AT fird L BARRA 921600, TX AN 17, RX AR 16, AR
python at.py modify_bin --baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

o —-input factory_XXX.bin: #j A E {3k
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&k GATTS fiti

EPRT, WA fT B SR AL S T IR 4 SCRY, T/ GATTS RYRCE S gatts_data.csv HHAYAA
By e
TR B GATTS Jit B4R 2 fis -

SH In&e

--gatts_cfg0 BT gatts_data.csv 3C4H index A 0 [ —4 T4k e
--gatts_cfgl T gatts_data.csv U index Sh 1 —4T740E
--gatts_cfg2 BT gatts_data.csv U index oh 2 —4T4HE
--gatts_cfg3 BHr atts_data.csv X index O 3 I—4T8HE
--gatts_cfgd T gatts_data.csv SO index O 4 B—F T8
--gatts_cfg5 T gatts_data.csv (T index K 5 I —4 TR
--gatts_cfg6 T gatts_data.csv L4 index K 6 [ —4TEkdE
--gatts_cfg7 T gatts_data.csv S H index °h 7 —4T4HE
--gatts_cfg8 BT gatts_data.csv U index O 8 I—4T8HE
--gatts_cfg9 BT gatts_data.csv SO index oh 9 B—ATEE
--gatts_cfg10 TPt catts_data.csv U index S 10 F—F T80
--gatts_cfgl1 T gatts_data.csv 3L index Ky 11 B—475dR
--gatts_cfgl2 BT gatts_data.csv U4 index o4 12 1—478E
--gatts_cfgl3 BB gatts_data.csv U index S 13 1—478E
--gatts_cfgl4 BHHT gatts_data.csv U index S 14 1—478HE
—-gatts_cfgl5 T eatts_data.csv U index Sy 15 —F T80
--gatts_cfg16 BT gatts_data.csv 3L index Ky 16 1—F75 R
--gatts_cfgl7 T gatts_data.csv SC{4H index Ky 17 B—475dR
--gatts_cfgl8 BT gatts_data.csv U4 index S 18 1—478HE
--gatts_cfg19 B HT atts_data.csv X index i 19 I—478HE
--gatts_cfg20 T gatts_data.csv U index S 20 F—F T8
--gatts_cfg21 BT gatts_data.csv SCEHT index K 21 P—4T5R
--gatts_cfg22 BT gatts_data.csv 3L index 2y 22 1—FT5dR
--gatts_cfg23 T gatts_data.csv U index O 23 —4T4E
--gatts_cfg24 BT gatts_data.csv U index S 24 1—4T8HE
--gatts_cfg25 BT atts_data.csv U index S 25 I—4T4 R
--gatts_cfg26 T catts_data.csv U index S 26 F—FTHE
--gatts_cfg27 BT gatts_data.csv 3L index Ky 27 H—4T5R
--gatts_cfg28 TH T gatts_data.csv 304 index 4 28 B —4 T4
--gatts_cfg29 BT gatts_data.csv U index b 29 —4T8E
--gatts_cfg30 BHHT gatts_data.csv CH index oA 30 H—4T 4R

B, ERTLAE AT a4, B index 2 0 4714 perm ALFR

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" --input factory_
—XXX.bin

« --input factory_XXX.bin: #ij A 7 {43044

R BEURE AT [E, o SR F O™ i B AT IS UE S fiE .
T PRAT AP R BT A SR A WP DA R B R E 1T e 2L T RE R M il

Shob: WIPRREk IR E A S, e SR .
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6.19 AT API Reference

6.19.1 Header File

» components/at/include/esp_at_core.h

6.19.2 Functions

void esp_at_module_init (const uint8_t *custom_version)
This function should be called only once.
S
custom_version —version information by custom
esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)
Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value -the value parsed

B

* ESP_AT_PARA_PARSE_RESULT_OK : succeed

* ESP_AT_PARA_PARSE_RESULT_FAIL : fail

* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)

Parse float parameter from command string.

SH
* para_index —the index of parameter
* value —the value parsed

Bl

e ESP_AT PARA_PARSE RESULT_OK : succeed
 ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

S8
len —data length
bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

BH
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* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-
MAX_DELAY.
Rl
e true : succeed
* false : fail
void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.
bool esp_at_custom_cmd_array_regist (const esp_ar_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)
register at command set, which defined by custom,
S8
* custom_at_cmd_array —at command set
* cmd_num —command number
void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)
register device operate functions set,

S
ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
register custom operate functions set interacting with AT,
S8
ops —custom operate functions set
uint32_t esp_at_get_version (void)
get at module version number,
Bl
at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint§_t result_code)
response AT process result,
S8
result_code —see esp_at_result_code_string_index
int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,

SH
e data —data buffer to be written
* len —data length

Rl

* >=(: the real length of the data written
* others : fail.

int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)

call pre_active_write_data_callback() first and then write data into device,

B8
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* data —data buffer to be written
* len —data length

* >=(: the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
S

* data —data buffer
* len —data length

i e >=0: the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,
B

timeout_msec —timeout time,The unit is millisecond.
Bl
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=(: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)

Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

B8

terminator —the line terminator
RA
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is “\r\n” .
P
the command line terminator

const esp_partition_t *esp_at_custom_partition_f£find (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char

*label)
Find the partition which is defined in at_customize.csv.
S8
* type —the type of the partition
* subtype —the subtype of the partition
¢ label —Partition label
S|

pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid for
the lifetime of the application
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void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_ DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

B
callback ~which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)

Get the version of the AT core library.

S
* buffer —buffer to store the version string
* size —size of the buffer

Bl

* > (: the real length of the version string
* others : fail

bool at_fatfs_mount (void)
Mount FATFS partition.

1 if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.

% Tk esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

£41:: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()

to unmount the partition when you don’ t need it.

&
* true : succeed
* false : fail
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bool at_fatfs_unmount (void)
Unmount FATFS partition.

B
e true : succeed
* false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.

S
str —the string to be checked
R
e true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

6.19.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device
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int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(ar_sleep_mode_t mode)

callback before entering light sleep
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void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.19.4 Macros

at_min (x,y)
at_max (x,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT

Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress
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ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.19.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.19.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT STATUS_TRANSMIT

Transparent Transmission mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_ SLEEP
enumerator AT_LIGHT_ SLEEP
enumerator AT_MAX_ MODEM_SLEEP
enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_ MODULE_NUM
AT module
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enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_ SUB_PARA_LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT _SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_ SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_ SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:
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enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT_PARA PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_RESULT_CODE_OK
[13 OK b2

enumerator ESP_AT_RESULT CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_ CODE_FAIL
“ERROR”

enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

6.19.7 Header File

¢ components/at/include/esp_at.h

6.19.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name
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const char *esp_at_get_module_name_by_id (uint32_tid)
get module name by index
uint32_t esp_at_get_module_id (void)
get current module id
void esp_at_set_module_id (uint32_tid)
Set current module id.
S
id —[in] the module id to set
void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.
S8
buffer —[in] pointer to a module name string
void esp_at_main_preprocess (void)
some workarounds for esp-at project
at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)
get storage mode of mfg parameters
Bl
at_mfg_params_storage_mode_t
void esp_at_ready_ before (void)
Do some things before esp-at is ready.

$47¥: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.

void esp_at_log_write (esp_log_level_t level, const char *tag, const char *format, ...)

Write message into the log.

This function is not intended to be used directly. Instead, use one of ESP_AT_LOGE, ESP_AT_LOGW,
ESP_AT LOGI, ESP_AT_LOGD, ESP_AT_LOGYV macros.

This function or these macros should not be used from an interrupt.

esp_err_t esp_at_nvs_set_str (nvs_handle_t handle, const char *key, const char *value)
NVS operations for string and blob.

2L

nvs_set_str,nvs_get_str,nvs_set_blob,nvs_get_blob

$&7E: These functions can be overridden with custom implementations. For example: you can override these
functions to encrypt the data before writing to NVS (decrypt the data after reading from NVS).

esp_err_t esp_at_nvs_get_str (nvs_handle_t handle, const char *key, char *out_value, size_t *length)
esp_err_t esp_at_nvs_set_blob (nvs_handle_t handle, const char *key, const void *value, size_t length)

esp_err_t esp_at_nvs_get_blob (nvs_handle_t handle, const char *key, void *out_value, size_t *length)
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6.19.9 Macros

ESP_AT PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

ESP_AT_LOG_BUFFER_HEXDUMP (tag, buffer, buff_len, level)
Same to ESP_LOG_BUFFER_HEXDUMP, but only output when buffer is not NULL.

CONFIG_AT_ LOG_DEFAULT_LEVEL

ESP_AT_LOGE (tag, format, ...)
runtime macro to output logs at a specified level.

S
printf
S
* tag —tagof the log, which can be used to change the loglevel by esp_log_level_set
at runtime.
* format —format of the output log. See printf
e ... —variables to be replaced into the log. See print £

ESP_AT_LOGW (tag, format, ...)
ESP_AT_ LOGI (tag, format, ...)
ESP_AT_ LOGD (tag, format, ...)

ESP_AT_LOGV (tag, format, ...)

6.19.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE
enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_ IN_PARTITION

6.20  fyifof P R B
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6.20.1 T4

AR (sﬂence mode) s& ESP-AT [&]{4: (1) —Fh gt 125 L - 1B 150

I HZE) 178, WEBEBEEE. WRBEH, ﬁﬁ"\ﬁ”ﬂ%lﬁﬂﬂ’]ﬁtd\
B H [EI#FE’WUJ\

, TG AT B HE (BIAT B &% o i

(EAEBUAE PRSE5 8T T PRy =X

 TEpython build.py menuconfig > Component config > AT 452 T 28 FIAFEEN AT HhE.

* 2% /ML IR SO SO PRI

& 12: JF AR A B‘Jﬁﬁmﬁﬂﬁ}%)ﬁﬁ 54

BRRAIRC s

SR EE el (RES JFPE—
0), HEFFILACE:

—LE AT f H &

o R (DN W H [ (esp-at.bin) [k
1), AEFILEE JNEHIN

mﬂi 514 (esp-at.bin) FR/NEHENN, X AT RE
S EIE AT FEERE, N BN
T ARSI B A XK, T 52
BEW (miFxmn ).

A S MR — 28 AT B9 H &5, 92 CON-
FIG_LOG_DEFAULT_LEVEL Bt & 23, M

T JCIE i A RS H R, X e n i
AT ZHRERIMERE .

ETIE SN S RVINTE

$ ./build.py build
(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition —-—
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
app partition is too small for binary esp-at.bin size 0x135ae0:

— Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x5ae0)
ninja: build stopped:

Error:

subcommand failed.

6.20.2 Jil¥E

o JEUH S BB
- Kithi¥ ESP-AT T42

TER = AR LE silence mode Sy No (B Yes) &M (BUFH) #EEK.
— M W #iF ESP-AT 142

TEPATHS 5.3 B IRATH BT, & EL esp-at/.github/workflows/build_template_esp32c6.yml 3 {4: Ff
silence_mode [{H, RN EEENFEE. Hlan, ZOFEEHEEC, WERER:

— name:

Configure prerequisites
run: |

# set module information

silence_mode=1

mkdir build

echo -e "{\"platform\": \"PLATFORM_ESP32C6\",
\"silence\": $

© RS AT B EBALE, RISHATAT+GMR 64, B2 i & T R )5
HEEEH
- ﬁu%ﬁﬁﬂ%@%ﬁﬁﬁ, AT+GMR fip MR B AL s—, filhn:

\"module\": \"S${{ inputs.
}" > build/module_info. json
J

—module_name }}\",
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AT+GMR
AT version:3.5.0.0-dev (s—-88bdead...

(more lines of version information)

OK
— R R, AT+GMR Gy M B4 s—, filt:

AT+GMR
AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK

6.21 W% AT Wik H &

ASCEEAG T E A HERCEET . A TIRECEZ T ESP-AT g HEE R, 1§ B 1% %
ESP-AT 142, 755 =5t ¥ T AL L ¥E % silence mode “hy No. FESE HA ML E TAE R, MRIGEALERTE M,
EEXp b S H A R

o AT Wi-Fi 428K
o« AT R 2% AR
AT BLE $#¢iRiX

o AT 3% gy 4% iRX
o IR B

AWM H &, FFIAT B &% 0 fith, R SR, 3% Ml XA TX GPIO &,
I ER 0 THARZE M HE.

ik B HEECE TS, HG R, AR SR R R
i) RS . B IR H & K, SEOCEE RS H I task wdt SR E.

JoH H B E RS, BN, RESEGRER I, BEi, AU‘TMT python build.py
menuconfig> Component config>AT I NEEHANEER AT SHEESRBUNEER /N,

6.21.1 AT Wi-Fi Jjigilik

o SEATLUR T DA R AT DATE R Wi-Fi il % L0563 s H 25

Component config > Log > Log Level > Default log verbosity > Info (Eﬁ Info.
N EFR)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi_
—statistics

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi.
—statistics > The interval of dumping Wi-Fi statistics (ms)

o ST DR DL FICELATE S Wi-Fi S b BT ik FI 2

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Wi-Fi > Print debug messages from WPA Supplicant
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Pk AEor A gy, )

2B %) Wi-Fi JGH, HARS E5% Wi-Fi 7 R,

6.21.2 AT Mgt

L]

TCP 4%,

e UDP /4%,

SSL )X,
ICMP /3%,
IWIP W 2438 4X,

TCP i

W #2 TCP jz%? TCP il (ﬂu SSL. HTTP, MQTT. WebSocket 25) 1% H (TX) Fl

145/\ (RX) %t

R, &AHHEHRHTE TCP HulitufF B, BF IP B KA.

TCP i K2 TCP J¥415 . TCP HffiA*5 . TCP ik H . H AR Al TCP AR5 0% (TCP flags),
Horr, TCP fRifi /2 CWR(128), ECN(64), Urgent(32), Ack(16). Push(8). Reset(4). SYN(2)

A1 FIN(1) R

Component config >
~Info W L% %)

Component config >
Component config > AT >
Component config > AT >
—Enable the TCP packet
Component config > AT >
—Enable the TCP packet

AT >

L

—numbers to monitor > 0

Enable ESP-AT Debug

Enable ESP-AT Debug > Enable
Enable ESP-AT Debug > Enable
debug messages

Enable ESP-AT Debug > Enable
debug messages > Specify the

Log > Log Level > Default log verbosity >

Network
Network

Network
list of

(=

Info
Debug
Debug >_

Debug >..
TCP port.

UDP ik

iy UDP 8+ UDP B’]T}fm)( (ﬁl] DHCP, DNS., SNTP, mDNS %) £ (TX) 95‘[]145/\

(RX) Bt R AT RCE,
P . H A5 AT UDP ﬁi‘Eﬁf

.

2y HG P47 E UDP B i B, Hrp s 1P Bk

-

~Info WLt %R)
Component config
Component config
Component config
—Enable the UDP
Component config > AT >
—Enable the UDP packet
— (UDP TX) port numbers
Component config > AT >
—Enable the UDP packet
— (UDP RX) port numbers

> AT >
> AT >
> AT >
packet

Enable ESP-AT Debug

Enable ESP-AT Debug > Enable
Enable ESP-AT Debug > Enable
debug messages

Enable ESP-AT Debug > Enable
debug messages > Specify the
to monitor

Enable ESP-AT Debug > Enable
debug messages > Specify the
to monitor

Component config > Log > Log Level > Default log verbosity >

Network
Network

Network
list of

Network
list of

Info

(=&
Debug
Debug >.

Debug >..
outgoing

Debug >..
incoming

UDP.

UDP.

SSL ik

AT AR AR BC L LAJT i SSL B ey il H 5
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Component config > Log > Log Level > Default log verbosity > Verbose
Component config > mbedTLS > Enable mbedTLS debugging
Component config > mbedTLS > Enable mbedTLS debugging > Set mbedTLS_

—debugging level > Verbose

ICMP

REATAE I LA BCE PAJT IS ICMP Z16E (AT+PING) H¥{ H 25

Component config > Log > Log Level > Default log verbosity > Info (EE_

—Info M\ k4% 4&)

Component config > AT > Enable ESP-AT Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >._

—Enable the ICMP packet debug messages

IWIP 45 ik

s H AL ) H BT G E I R ERR K, W DAFER{ A4S Component  config
>LWIP >Enable LWIP Debug FEMFENIEIXECE .

6.21.3 AT BLE Jjfig ik

BOTVABIAEAT 7 &30 AREWITEN, AT BLE BiFd
EATVARE I PA N BCE AT BLE Zhagrg i H &

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > NimBLE Options > NimBLE Host log verbosity >._
—Debug logs

6.21.4 AT B0 3fgiait

YEAHEAEAT 7 &3k v SKE] AT dliid TX Ak% MCU BRIy, GnTIF R e e -

Component config > Log > Log Level > Default log verbosity > Info (# Info._
N EER)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.
—MCU (AT —-—-—-> MCU)

Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.
—MCU (AT —---> MCU) > The maximum length of the data sent from AT to MCU to be.
qlogged > 8192

MEHEAEAT 7 E35% 2 JRECAT @il RX Bl i) MCU Sk iy, Gl rman R e :

(

Component config > Log > Log Level > Default log verbosity > Info (2 Info.

- £ % %)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data received by AT.
—from MCU (AT <--—— MCU)

Component config > AT > Enable ESP-AT Debug > Logging the data received by AT.
—from MCU (AT <-—-—- MCU) > The maximum length of the data received by AT from.
—MCU to be logged > 8192
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6.21.5  idon il
A1 PR TCP MR Bl B RO

it ESP BLAAESARRR N 115200 DA GE AR iR 00T, A TCP % i 5 MR 554 27 T TCP i
%, EABERE, I REBIRG RS

System
3 G0
AT Core ‘—RS|
Y
[ 3 G9
TCP/UDP e i =# TCP/UDP
A
R4| 1S4
S2(|R2 Y Remote Host 58| [R8
Y 1
St |
Medium Interface "1 Medium R5 S5
R1 Y
UART UART X \j
o = Link Interface «—Ii
SDIO SDIO RISk —» (( )) 57
Socket Socket Lithernes R6
R7
Host MCU ESP-AT AP Internet

Bl 38: B i

ANET R TR

o BSP-AT % 3% (TX) %72 S1 -> 82 -> 83 >S4 -> S5 > S6 -> S7 > S8
o BSP-AT 425 (RX) H%##37% 5 R8 -> R7 -> R6 ->R5 -> R4 ->R3 ->R2 -> R1

RS AT BUTEA IR (5B O . AT HEr . %, Wi-Fi %) hIBCR 5 i, 50,
ORI, PRI IR I 47

o X SURL (H3 F3dA(F)
i 2 580 M #R MCU i) ESP R4l &% i EB D8 (TX -> RX 261% ), AR UART {5 215
EH . WREISE GEERIOVBIF RAEE ER), Gk agik. & L R R 35 i ReR
1% . MCU f1 ESP (1 UART £ KK . AU s le Ba 18 . A3t A G4,

o X[ S2/R2 (AT £:11)2):
JE AT 3% 2 85X LS IF EHr e AT BleE. Bl sint, @dAT B & 2 ey HERAE RX
() M TX (&%) BdRRGIER . WRAMEIEESR, WA R 2B, &g
Ak AT 5] KR8, 5AE esp-at/issues $EAZ issue.

o X S3/R3 (AT PEpubEE):
THH .

o %} S4-S5/R4-R5 (45 )2):
JEHITCP AKX &I E o gmis AT [EfF, sy, AT 8 &% o fHtrg HE 08 LwlP J2
LR SR IES . MR LR B, AE esp-at/issues $£3¢ issue,

o % S6/R6 (Wi-Fi J2):
JetH Wi-Fi X B8 R gmie AT B4, s, 2% 5k Wireshark (i H 555 iR 4k
Patd, HEGAT B %2 ) HESH Wi-Fi 2R E 2B IR RN R 87 Wi-Fi 2,
T 1E esp-at/issues $2A¢ issue; 7 [FIAYE H Ik 55 A%, 15 HATHRA .
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Bl 2: X BLE &+, Ffid R

Y5t ESP #ZH{E BLE % i 5 FAL AL @57 BLE BEEFIRTT 4% .
o AR BLE Wt IR, e gt , JURAT 7 &3 v il H BT, Bl
BEAL AP R A, X U F & BLE @AY, JF3E AT £55. Rfl:

[Disconnect reason = 0x13 }

o FAAER BLE I sERSRdAE, WEHAT BLE o4 VIBCE, IFo%i% AT B0k, 7e5 375t
W, JURAT B &% v P8l H S 704
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AT FAQ

o AT [F 4
- RGP B A A e B, defTRIRGE R o4 B4 ¢
— 4ofTIR I AT B4R 25 ¢
- BWM L E 0y AT B 4ol T3 2
— dof kA ESP-AT %i% d1 £ by PR R bin XA 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3%5F busy = H 45 A ¢
- AT Aft, Lo BB AN GLEARER TENEL, AHAY
- ERFARL LA BRIN AT Bl B0 b A TR G S AR B8R T 46 34
— I MCU % ESP32-C6 % %% AT %4 RiAw |, At 4RE 2
— Wi-Fi w7+ (3T¥P WIFI DISCONNECT) = At 4 %
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
- R EH AT 455 T 2 = VARG R = T 1) 2
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT A P F 5k F 45 ho T 4L 32 2
— AT A B 2 4 BT B TSP 2 (BRIN: 115200)
— ESP32-C6 1 ) AT 4 it NaBEAEHEX,, 4o RFEIE0GH S W, ESP32-C6 #7545 o 40 L G 4R
T8¢
- IR E T E P 35t T1% 8 notify = indicate 5% ¢
o EAF
- ETRRB Loy AT B2 KSR flash % K 2
- AT Bt & & error log ¢
— AT j& ESP32-C6 #240 k0% UARTI i@ 12 % Wrk5 ESP32-C6 ¥240.64 datasheet 2k UARTI 6 B 7~
—3?
o AR
— AT Wi-Fi i 35360F % 00 2
— ESP-AT Bl TCP £ F 0 K2 T 7T vAIS IR ?
— ESP32-C6 AT Bvk -z 4o fTiiX B AL ¢
— 4o fTI5 7 ESP32-C6 AT %1k TCP 3 4B R R K T 040 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-C6 AT 4ef745 % TLS ¥ A ¢
AT Bl fT15 7k TCP 354 2
ESP32-C6 AT ¥ 3% PPPv%?
AT 4o fTiE A8 iRK B & 2
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— AT 354 4ot 53 HTTP 17 & 4215 T hig ¢

8.1 AT |1

8.1.1  FeRyBA BT i S AR REIAE, Il 3R BGE A B 7

UIRAT B #5570 T BRI C I, T 2% AR 1e% -

o [ A [ (2 PRS2 R [ (ST ESP-AT BV 1 2 57 )
o BF: KIZEMAP XA 0y AT B 2,

8.1.2  nAiHL AT [SIPEJERS ?

esp-at i H AR S A 135 2 1) 20 5 T2 UFE DU A3 e P 4 o TR %O FE (10T esp-at/
components/at/lib/ H3E'F) ZHEM, JToHEH.

8.1.3 P LscE My AT WlfEanfl B 7

* Jg5k Windows Flash N2 T.H., 1404550 25 Flash "~k THH 488
o BESRHINEIE S HAT T #dsd .

8.1.4 ey ESP-AT 4k il RGBT bin 3044 7

THT WA AR B A S gridt e i 2R, 32 B A T 2MB/4AMB K]
B bin 34, {VF build/factory H3®F.

8.1.5 B4l " AT R M Frimdss ?

o BRALCRRREF L, (RO A SRR -
o MTREIFEERLE, AT AL A O v AT+ UART_CUR 53 AT+ UART_DEF #HATIEEL.
« BAFEASF

8.2 AT &y Wi
8.2.1 AT #&/5 busy &l 25 ?

o $EUR “busy” FIRIEFEALPRFI—kn4, JCIEMIN S HHA . FoA AT e s 2 bk, XN
WPESERT— A5, A RBIEICT —4m 2
o YWHEZROATTEFZFMAR, REMEIER “busy” 3 “ERROR”, BT DHIA, B9
INHZ A HIA
- O A AT+GMR (##174F CR LF) (ZH84F), BT AT+GMR (##174F CR LF) ©. 4@ — 45
AT 38T, REXPITIZG L. HWHHNR RS 0H AR 588 AT+GMR #:4E, Bl 15T
SR, OIS, REHR “busy”. HUIRE R RG LM T AT+GMR
1B, FRUREISTHZSHERT, SRR —RMiRN ML, REHR “ERROR”,
— MCU %% AT+CIPSEND J55, W% busy p.. i, MCU FFEHEH A L8838, 4 busy p.. 05
£—%§ﬁ‘ﬁé\ﬂi7ﬁi‘ﬁﬁ, YHHATCR . IS AT b—Z&ar M )5, MCU FLE 8 A% fir
o
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8.2.2 AT Hilff, EWRRES AL FHifEe, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

8.2.3 AEAFIEAL LB AT [ F SRR iy 4, DLRWIBRE fiy 4 AWIBAS R A I 465 52
7

o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

8.2.4 1 MCU # ESP32-C6 Btk AT v JGiGkI, 112 50H 2

4 MCU £ ESP32-C6 8 %1% AT iy 0 R SR INATAAF 5, 1B PS4 7 AT,
W5 RLibE AT B2 FRERAS.

8.2.5 Wi-Fi liJF (JTEl WIFI DISCONNECT) & hfl2 ?

B DUAEAT B & 3% v & F 2 Wi-Fi W 09 J8 [, 5 & 7 B “wifi disconnected,
re:i<reason_code>” . AL <reason_code> {5 : Wi-Fi JEFEA,

8.2.6 Wi-Fi & Wik 3fe 25 Pk ) A mik e ?

* AMPDU e ) 8 .
- WUR B AR A S AMPDU, JI$2 ESP32-C6 & 7EMIBE AR 2 B, H 3l X ] AMPDU Jjfig.,
— W B s+ AMPDU, (B2 8% H#8H1 ESP32-C6 2 [a]f#) AMPDU &5 fEAE 325 M ), P
2 5% P I h # a9 AMPDU IffErl % ESP32-C6 ) AMPDU IhfE., fl R 3545 ] ESP32-C6
i) AMPDU Tifig, i Hi1401% ESP-AT 142, e85 T TR LS
+ 22 Component config>Wi-Fi>WiFi AMPDU TX
+ 25 Component config>Wi-Fi>WiFi AMPDU RX
« phy mode 3675 PE I, 1B th 851 ESP32-C6 [ phy mode 7775 371k 1A, 52 AL Y]
e % 1 24 1 phy mode (3% ESP32-C6 [ phy mode. 14 % Fi)4: ESP32-C6 1) phy mode, i
# AT+CWSTAPROTO 5%«

8.2.7 ESP-AT W4 &M%+ ESP-WIFI-MESH ?

ESP-AT 2474 37+ ESP-WIFI-MESH,

8.2.8 JEMAT AT fiv A JEHZ I T 2 VA B W iR 27 il ?

LA AT B, "IZH LT R6):

o TR N HZ%: AT+MQTT aliyun,
s BBR= VS AT+MQTT QCloud,
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8.2.9 AT an At Ml UL BRI RG I R H h4 ?

T PA. ESP32-C6 [ Wi-Fi Fl Bluetooth LE 3t 8 K2k, W] {#i FJ AT+RFPOWER 514 & .
8.2.10  Zyifuf 37 Ky AR BR I\ [SEAS S HrAH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIUNTE ESP32-C6 R 51 SURp R WPA2 AV 20 % i £ DI , 759w 1% I 7E menuconfig FP T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.11 AT i AP ossk A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.12 AT anAvbf L e Ml DU 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.13 ESP32-C6 (il AT i A AEBIA, WREZIIRIWIF, ESP32-C6 fEh
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.14 (IRIFEEE ST % 4 % v £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// BARAL 0x01 B 0x00 (W EEF A hex # KX EF MWIE A 0100)
OK

// server: +WRITE:0,1,6
AT+BLEGATTCWR=0, 3,7, 1, 2
>

/] EARAL 0x02 B AL 0x00 (MR EF A hex # X5 ##E 3 2 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc £ server F P KX i notify F indicate H ] 3% &

,1,2,<0x01>,<0x00>
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8.3 ffift
8.3.1 AEARFIKIAL iy AT [5PFSERE ) flash 2K 7

o T ESP32-C6 ZRUIMLL, 5T PASHESP-AT [ £ 57,

8.3.2 AT [ #: % error log ?

s FERATAS s it 4%

8.3.3 AT 1f ESP32-C6 Eig] |1y UART1 jlif:45% Y5 ESP32-C6 Bigl (1) datasheet 2R\
UART1 & MA—5 ?
» ESP32-C6 7 #F 10 Hi[4E48#, ¥E4m 1% ESP-AT (i 5, W DAYE menuconfig H i iof 514 it 15 vk

UART! (/8 BIBCE, FroAsies R BLA datasheet 48 A — SR 1H L -
o FHERS ] VLS factory_param_data.csv,

8.4 ki
8.4.1 AT Wi-Fi ¥E#%4Em £/ 7

* TN FEHFT, AT Wi-Fi SEZFER S 5 & EAESCBRE M, Wi-Fi S AT % 2
PERE, PIZGEREE, BURKLIERESFZ AT,
o A[PAEIEAT+CWIAP () <jap_timeout> 24, KA AT ] .

8.4.2 ESP-AT [hlfF TCP Kk 1 K/t nl DU g ?

* TCP Jikfd M MBI JCEHEA A 1B 0, T B0 S F 1% ESP-AT TR A Ui [ 44 o
o 1] DAEE H Al B menuconfig %, Component config> LWIP > TCP >Default send buffer
size,

8.4.3 ESP32-C6 AT £t qnfal il ke (L4t ?

o AT RN R 2, BWE esp-idf H1i iperf /R BIHEA TG (A AT WlE, &6 H
B, IREHR RN 1460 FAELSLE) .
o MR RN L ERK, AT PAS 4ol TI2 2 ESP-AT vt bk it SREEE B,

8.4.4 I fE ESP32-C6 AT ERi\ TCP Bli Bl KoL ?
AOATFOLT . AT ) TCP ¥l B AL i R 6 Y. T A ad AR J7 X HHTRC . TCP %L
PRBHE LR KU (BUETER: [3-12]):
* WEH AR T ESP-AT 142 SUR A AT 4% AT [E1F, T F, iHlE Maxinum

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

* WEHF N iF ESP-AT 142 SR HATH I AT [0F, R AP = by, i
CONFIG_LWIP_TCP_MAXRTX H{H .
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8.5 IAih
8.5.1 IRZL N vl DLl WRee £ 1ok f4hm AT tn 4 7

o ESP32-C6 7 #; UART. SPI #1315,

o AT BRI 200 UART $2 1R, P an 752l i SDIO s # SPI 2 11 #4738
5, PIAET ESP-AT BLEZmis, TEIHIHE W% 54T 4.

o WZURIE S il AT SDIO #2111, {fif] AT SPI#:11 , =X ] AT EHF#1 .

8.5.2 ESP32-C6 AT 45 TLS BpillJiiAs ?

9% 1%k ESP-AT T #£m}, W PAFE ./build.py menuconfig > Component config >
mbedTLS H3g N, W AKFATEEM A KA RE .

8.5.3 AT WlfFanfl & TCP &% ?

* HAl AT BIARR TCP FoRIERECH S.
* ESP32-C6 AT f R 3 HF 16 A~ TCP 42, W PAYE menuconfig HHEATHCE., BLE AT
./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-C6 AT 3 7 PPP 2

* A3, P27 pppos_client /B AFTEIL.

8.5.5 AT mfuffieiitiH & ?

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§€ Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAH LR 2) log SEH I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥} H{&k

ALER A5 log %64k 3 Debug.,

8.5.6 AT R4 a8l HTTP Witk Jyie ?

o HHl AT 83 Ah 7 i
- i@l HTTP ) Range %&T ERR A EPETER, BRI 2% AT+ HTTPCHEAD -+ #) .
— A PAf# A AT TCP Z7%1$54 H47H 1% HTTP GET 3K . FEESP32-C6 1% & Bk M AR X F
04 B3R F AR T ) AR 6 iﬁﬂl% 7208, Whn—%: B AT+CIPSEND i 4 Kk 125 H
T35 %) HTTP GET >R 25 R 55 o B o] o FERE sl o=, X MRS im 3k B HTTP
GET 5 >KEdl , MCU 75 2t F 8 & AT+CIPRECVDATA iy 4 RSB Se 54, DA e R AR
45 AL B R B T 3 MCU 3 IG 3 S b BRI A5 L
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Index of Abbreviations

A2DP
Advanced Audio Distribution Profile
FLE Y B
ADC
Analog-to-Digital Converter
BRI ety
ALPN
Application Layer Protocol Negotiation
I 2 SRR
AT
AT stands for “attention” .
AT J2 attention [H4EE .
AT command port
The port that is used to send AT commands and receive responses. More details are in the AT port introduction.
AT &g
WHRR AT fr 11, T AL AT fr o HHEIR Y AR 1 . B2 NHESHAT 50 .
AT log port
The port that is used to output log. More details are in the AT port introduction.
AT H&%hgH
WHEN AT HAED, T4 AT HERmH . EEZNEIHSHAT 350,
AT port
AT port is the general name of AT log port (that is used to output log) and AT command port (that is used to
send AT commands and receive responses). Please refer to #% #41% 4 for default AT port pins and 4={Ti% &
AT 3% 2 % jép for how to customize them.
AT il
AT S 52 AT Hisn o BTl Hi&) FAT st (T 50k AT Gr o FHEIOREL) ) SR,
HSH R EE TRIGAN AT 35 VSR, 2% 4efTiRE AT 3% 045 R T REMIT 8 AT i 1155
.
Bluetooth LE
Bluetooth Low Energy
R IhAEHEF
BluFi
Wi-Fi network configuration function via Bluetooth channel
BluFi 2 — T @ i ) Wi-Fi [ 25150 B ) g
Command Mode
Default operating mode of AT. In the command mode, any character received by the AT command port will
be treated as an AT command, and AT returns the command execution result to the AT command port. AT
enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.
 After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
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» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
[
AT BBOA TAERE . FEAr OB, AT iy i DR AR P AP 224 1 AT iy S uEFT AL BE,
[l AT S7EfrAuE 02 GO HAT4 R . AT FE ISR T, S 41X PEAZIER X

* RIRAT+CIPSEND BE M2 ), K > 25

* KIKAT+CIPSEND AT, I > 2 5

o KIKAT+CIPSENDL % B4, ME > 25

* RIRAT+CIPSENDEX BG4I, P& >2 )5

o RiKAT+SAVETRANSLINK % 'E 43, K% (AT+RST) 4, HAHEPZ G
R, Kk +++ e, SMNHIERX B, HEAG X

Data Mode

In the data mode, any character received by the AT command port will be treated as data (except for special
+++) instead of the AT command, and these data will be sent to the opposite end without modification. AT
enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

¢ After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

» After sending the AT+CIPSENDEX set command successfully and returns >.

» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BhhigeX

TERARRUT , AT i DRI AR FAFR 2 BeU R (B TRIRI+++), TR AT @i,
DR 2 TS AL X . AT AE FAIE LT, 2GS A8X BEASE IR X .

» RIEAT+CIPSEND V&4 M, Pk >2 )5
* KIRAT+CIPSEND PATan W, W > 25
o KiRAT+CIPSENDL X &4y, ME >2)5
o RiEAT+CIPSENDEX &AW, ME >2)5
o RIEAT+SAVETRANSLINK % B S Y, HAEAT+RST s, BHERZ G
R, Kik+++ i, SMBIEIEX BRI, FEAG S
DHCP
Dynamic Host Configuration Protocol
B FEHUBCE Y
DNS
Domain Name System
W4 25
DTIM
Delivery Traffic Indication Map
FIE SR A% i i 7R RSB
GATTC
Generic Attributes client
GATT % i
GATTS
Generic Attributes server
GATT k%48
HID
Human Interface Device
ML 7%
12C
Inter-Integrated Circuit
AR R B
ICMP
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LwIP

LWT

MAC

mDNS

Intemet Control Message Protocol

RIS 19 2 Al 41 SC PR

A Lightweight TCP/IP stack
—NME G TCP/IP Hpisl Rk

Last Will and Testament
o

Media Access Control
MAC Hbht

Multicast Domain Name System

Z 1% DNS

manufacturing nvs

MSB

MTU

NVS

Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private keys, GATTS
data, module information, Wi-Fi configurations, UART configurations, etc. The default values of these con-
figurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin file and
downloaded to the flash at the address defined in at_customize.csv.

—/INiE )T E 7 NVS. manufacturing nvs H7Efig 7 AT [EIEBRAA BT I 29 FTFA IS . FA%H . GATTS
BdE. BiH(EE . Wi-Fi il . UART FCE4SE. XUERLEF R, BROIAELE raw_data B, AT
mfg_nvs.bin, BEFH| at_customize.csv F5E LI E .

Most Significant Bit
SR SR EIA
maximum transmission unit

S YN L

Non-Volatile Storage

AT KA &

Normal Transmission Mode

Default Transmission Mode

In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.

During a normal transmission, if the connection breaks, ESP32-C6 will give a prompt and will not attempt to
reconnect.

More details are in Transmission Mode Shift Diagram.

b X

OWE

BNINEZ R

TE BT, WP AR IR AT 652, BN, WP e LAE AT+CIPSEND fin %, &i% AT fiy
A R MCU Bis s (& 4kt . AL Bt s 8] e, 2ilid AT 411k 45 MCU,  [F] B}
27 +IPD {5 2.

WAL, AR IEREKTT, ESP32-C6 A& ik, FHHURNIEREWTH.

WL A 557 Transmission Mode Shift Diagram.,

Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.

More details are in Wikipedia.

Pl Iegmss. OWE &—Fh Wi-Fi b, B ORAEx i i Z (B Rl 5 32 2O/, A a2 HoAth i
(IS o

WENAIWSH e AR

Passthrough Mode

Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
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received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.

During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C6 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C6 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.

More details are in Transmission Mode Shift Diagram.

ALV

WK L RN .

TEEEREUY, HPARKERE AT s, B TR +++ 1%, AT frd HCEI BT A 1) MCU
%%TE%M%%%E&%, 3 B A i Yo ity /\Af??ﬁﬂﬁﬁﬁqﬁlﬂ HEE oI AT dp s 0 JoiE s, &0
# MCU,

Wi-Fi i T, QRN , ESP32-C6 1E 7% Fimhy, S Fs i e, it s
A+++ BH#E, WHEILEE; ESP32-C6o 1R MRS AT, 23 IR R By IS T pr i 342, e
iﬂiim/\+++ BH#EE .

WL A 11557 Transmission Mode Shift Diagram.,

Transmlssmn Mode Shift Diagram

]
AT+SAVETRANSLINK=1],..] :
AT+RST |

e e e e e — — — — — — — ——— ———— —— — — ——  ——  — ——  — — —— ——— —————

I 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (<58 1% 5 12 X))
e Passthrough Receiving Mode (i% 15 3£l 4% X))
* Passthrough Mode (:% &2 X))
e AT+CIPMODE
o AT+CIPSEND
o 44+
« AT+SAVETRANSLINK

Passthrough Receiving Mode

The temporary mode between Normal Transmission Mode and Passthrough Mode.

In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

EA OB

TEG @ 2 4 A2 X T AR X Z [ — I A
TEEAARNUE, AT AR AR AR E (it i AT AT LA B (S it Kol , Jiad AT iy
A O BRI %4 MCU., 8 £ /14313452 Transmission Mode Shift Diagram .

PBC
Push Button Configuration
A

PCI Authentication
Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication modes except
OPEN and WEP.
PCIIAGIE, 7E ESP-AT TAEH {512k OPEN Al WEP PASMY) Wi-Fi IAUEAE.

PKI
A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
RITEGIERER . AT %E%ﬁthiix (PKI) 22— mfEfE. 1F. 5%, FHECK S hifed
B EERIZEAE , HHMWAETAE . 8. 0. . A R e IE 1.
WENGHESH A ’sﬂ%ﬁﬁiuo

PLCP
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PMF

PSK

PWM

RTC

SMP

SNI

SNTP

SPI

SPP

SSL

Physical Layer Convergence Procedure

PLCP 3%, BIELIR &R X

protected management frame

SEARIPR A PR

Pre-shared Key
P

Pulse-Width Modulation
kv 5 B

Quality of Service

e 55 o

Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.

SRS, A SoC Hg— AL, FEAEATE A RIRHRREREIN PR FF T A

Security Manager Protocol

LA PN

Server Name Indication

55 A 2 R AR 7R

Simple Network Time Protocol

i B Do 25 B ] BApAL

Serial Peripheral Interface
AT D

Serial Port Profile

SPP 8%, B FHf

Secure Sockets Layer

SSL M, RiZe4=E iy il

system message
Data sent via AT command port to MCU. Each system message usually ends with \r\n. Detailed system

message descriptions are available at AT Messages.

AT fip% HAAE MCU 10%idis . B4 RGN BB R DA \r\n 5. T RGN B UL HIILAT % &

TLS

URC

UTC

UUID

WEP

WPA

Transport Layer Security

TLS i, RIf& )= 2t

Unsolicited Result Code
R RN, —BCABLIZH 25 MCU (15 MR 1]

Coordinated Universal Time

A T S

universally unique identifier

A ] LA B

Wired-Equivalent Privacy
WEP #7530, R 250

Wi-Fi Protected Access
Wi-Fi {ii71177])
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WPA2
Wi-Fi Protected Access II
Wi-Fi {479 1) 11

WPS
Wi-Fi Protected Setup
Wi-Fi {5 S
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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10.6  TAERR

XTHFEMATTSR (AREF) R, B, SR RS E (B EARRTEdE £k .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

10.7 S5 =Ji R AFRIBAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

10.8 Bt

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

10.9 A 9 3 L i

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

10.10 5 WIS

AT RS A E MR, A ST
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
‘% NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] S++

SEEEEEEEERERRR
.....-.-.----“

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o

. Vﬂﬁ TCP/IP SR AN 2% o

RE 5 i b g A 21 W U A2 BR A B ML 5 o
. EHLXT fir 44 [ 5. 5 T AT
o PRI HE AT i34

11.1  3:Aih Espressif ¥4 iR

BT ESP-AT Z4b, REEDRIRUL T HABER TS, DA A B RINTK

 ESP-Hosted Jj &1 ffi /R 55 R 50 FVEMANT FHL RS M L 5 VML BERR - ARiF EAL s (T
Linux 7 247 58 fcdas i 48 MCU) @3 FR7ER2 10 (40 SPI, SDIO 5% UART) 7%/l Wi-Fi #1 Bluetooth/BLE
IhEE. NI W ESP-Hosted GitHub,

* ESP-IoT-Bridge Jj & 24X} IoT [ 35 50 T B4 N 254 11 2 (Rl %42 5 {5, 40 SPI. SDIO,
USB. Wi-Fi, PAKRSEMZ5HE: 1, FEiZff )y %, Bridge 45 ERT UK H B S a P2 4t E I ThRE,
MORTPAVE R AR AR 55 25 R Ak A7 i & . 1A WL ESP-10T-Bridge GitHub,
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AT + CONNECT = CONTROL

B abcdef...

[OK]

/] 2: ESP-AT fir4

IR Ty ST AN F A AR GEAA A I TEoR o X T A BEAE AR UTC RS I T4k AT [ ASME AT
Fr, AT ARREE L5 RE T RIAR L H AR B A E AT R

* genindex
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A

A2DP, 405

ADC, 405

ALPN, 405

AT, 405

AT command port, 405

AT log port, 405

AT port, 405

AT 443 1, 405

AT H &3 H,405

AT 3% H, 405

AT_BUFFER_ON_STACK_SIZE (C macro) , 389

at_fatfs_mount (C++ function) , 381

at_fatfs_unmount (C++ function) , 381

at_get_data_len_fn_t (C++ type) ,385

at_get_mfg_params_storage_mode (C++
function) , 388

at_handle_result_code (C++ function) ,
382

at_max (C macro) ,384

C

Command Mode, 405
CONFIG_AT_LOG_DEFAULT_LEVEL (C macro),

389

D

Data Mode, 406

DHCP, 406

DNS, 406

DTIM, 406

E

ESP_AT_CMD_ERROR_CMD_EXEC_FATIL (C
macro) , 384

ESP_AT_CMD_ERROR_CMD_OP_ERROR (C
macro) , 384

ESP_AT_CMD_ERROR_CMD_PROCESSING (C
macro) , 384

ESP_AT_CMD_ERROR_CMD_UNSUPPORT (C
macro) , 384

at_mfg_params_storage_mode_t::AT_PARAMSIN. MFGCNIYSERROR_NON_FINISH (C macro),

(C++ enumerator) ,389

384

at_mfg_params_storage_mode_t: :AT_PARAMSEIN FARIMY IERROR_NOT_FOUND_AT (C

(C++ enumerator) ,389

macro) , 384

at_mfg_params_storage_mode_t: :AT_PARAMSINONET CMD ERROR_OK (c macro) , 384

(C++ enumerator) ,389
at_mfg_params_storage_mode_t (C++
enum) , 389
at_min (C macro) , 384
at_read_data_fn_t (C++ type) , 385
at_sleep_mode_t::AT_DISABLE_SLEEP (C++
enumerator) ,385
at_sleep_mode_t::AT_LIGHT_SLEEP (C++
enumerator) ,385
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator) ,385
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator) ,385
at_sleep_mode_t::AT_SLEEP_MAX (C++
enumerator) , 385
at_sleep_mode_t (C++ enum) , 385
at_str_is_null (C++ function) ,382
at_write_data_fn_t (C++ type) ,385

B

Bluetooth LE, 405
BluFi, 405

ESP_AT_CMD_ERROR_PARA_INVALID (C

macro) , 384
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro)
, 384

ESP_AT_CMD_ERROR_PARA_NUM(C macro), 384
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (C

macro) , 384
ESP_AT_CMD_ERROR_PARA_TYPE (C macro) ,
384

esp_at_cmd_struct::at_cmdName (C++
member) , 382
esp_at_cmd_struct:
member) , 382
esp_at_cmd_struct:
member) , 382
esp_at_cmd_struct:
member) , 382
esp_at_cmd_struct:
member) , 382
esp_at_cmd_struct (C++ struct) , 382
esp_at_custom_ble_ops_regist (C++
function) , 379

tat_exeCmd (C++
rat_gqueryCmd (C++
rat_setupCmd (C++

tat_testCmd (C++
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esp_at_custom_ble_ops_struct:

?C++ member) , 383

esp_at_custom_ble_ops_struct

(C++ member) , 383

esp_at_custom_ble_ops_struct:

(C++ member) , 383

esp_at_custom_ble_ops_struct

struct) , 383

esp_at_custom_cmd_array_regist (C++

function) , 379

esp_at_custom_cmd_line_terminator_get

(c++ function) ,380

esp_at_custom_cmd_line_terminator_set

(c++ function) ,380

esp_at_custom_net_ops_regist

function),379
esp_at__
(C++ member) , 383

esp_at_custom_net_ops_struct

(C++ member) , 383

esp_at_custom_net_ops_struct:

(C++ member) , 383

esp_at_custom_net_ops_struct

struct) , 383

esp_at_custom_ops_regist (C++

function) , 379
esp_at__
(C++ member) , 384

esp_at_custom_ops_struct:

7C++ member) , 384

esp_at_custom_ops_struct:

YC++ member) , 384
esp_at__
(C++ member) , 383

esp_at_custom_ops_struct:

(C++ member) , 383

esp_at_custom_ops_struct:

(C++ member) , 383

esp_at_custom_ops_struct(C++ struct),

383

esp_at_custom_partition_find (C++

function) , 380

esp_at_device_ops_regist (C++

function) , 379

esp_at_device_ops_struct:

7C++ member) , 382

esp_at_device_ops_struct::

YC++ member) , 382

esp_at_device_ops_struct:

(C++ member) , 383

esp_at_device_ops_struct:

(C++ member) , 382

esp_at_device_ops_struct(C++ struct),

382

(C++ enumerator) ,386

custom_net_ops_struct:

custom_ops_struct:

custom_ops_struct:

:connect_dasp_at_error_code: :ESP_AT_SUB_CMD_PROCESSING

YC++ enumerator) , 386

::disconnecsmlat_error_code: :ESP_AT_SUB_COMMON_ERROR

?C++ enumerator) , 386

:recv_dateesp_at_error_code::ESP_AT_SUB_NO_AT

(C++ enumerator) ,386

(c++

esp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR

(C++ enumerator) ,386

esp_at_error_code: :ESP_AT_SUB_OK (C++

enumerator) , 386

esp_at_error_code::ESP_AT_SUB_PARA_INVALID

YC++ enumerator) , 386

esp_at

error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC

7C++ enumerator) , 386

(c++ esp_at

error_code: :ESP_AT_SUB_PARA NUM_MISMATCH

YC++ enumerator) , 386

:connect_dasp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL

YC++ enumerator) , 386

::disconnecsmlat_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH

(C++ enumerator) , 386

:recv_dateesp_at_error_code: :ESP_AT_SUB_UNSUPPORT_CMD

(C++ enumerator) ,386

(c++

esp_at_error_code (C++ enum) , 385

ESP_AT_ERROR_NO (C macro) , 384

, 381

esp_at_get_core_version (C++ function)

:pre_active_wrEde aatgetcadiltyesakt  cmd_name (C++
function) , 381
:pre_deepsleersmldibagakt current_module_name (C++
function) , 387
:pre_restart_cddlsckyet_module_id(C++ function),388
esp_at_get_module_name_by_id (C++
:pre_sleep_callback function) ,387
esp_at_get_para_as_digit (C++
:pre_wakeup_callback function) , 378
esp_at_get_para_as_float (C++

:status_callback

function) , 378

esp_at_get_para_as_str(C++ function),

378

esp_at_get_version (C++ function) , 379

ESP_AT_LOG_BUFFER_HEXDUMP(C macro),389

esp_at_log_write (C++ function) , 388

ESP_AT_LOGD
ESP_AT_LOGE
:get_data_lend3P_AT_LOGI
ESP_AT_LOGV

read_data ESP_AT_LOGW

(c

(c
(c
(c
(c

macro),389
macro) , 389
macro) , 389
macro) , 389
macro) , 389

esp_at_main_preprocess (C++ function),

:walt_write_complete 388

esp_at_module: :ESP_AT_MODULE_NUM (C++

:write_data

enumerator) ,385

esp_at_module_init (C++ function) ,378

esp_at_module (C++ enum) , 385

esp_at_nvs_get_blob(c++ function),388
esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_&9dlat_nvs_get_str (C++ function) ,388

esp_at_nvs_set_blob (C++ function),388

esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERRER at_nvs_set_str (C++ function) , 388

(C++ enumerator) ,386

esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
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(C++ enumerator) ,386

(C++ enumerator) ,385

esp_at_para_parse_result_type: :ESP_AT_PARA PARSFaRESUH©OKC++ enum) , 385

(C++ enumerator) ,387

esp_at_transmit_terminal_from_isr(C++

esp_at_para_parse_result_type::ESP_AT_PARA_PAESRCRESH)T, II TTED

(C++ enumerator) ,387

esp_at_para_parse_result_type (C++
enum) , 386
esp_at_port_active_write_data (C++

function) , 379
esp_at_port_enter_specific (C++
function),380
esp_at_port_exit_specific (C++
function) , 381
esp_at_port_get_data_length (C++
function) , 380
esp_at_port_read_data (C++ function),
380
esp_at_port_recv_data_notify_ from_isr
(C++ function) ,378
esp_at_port_recv_data_notify (C++
function) , 378
esp_at_port_specific_callback_t (C++

type) ,385
ESP_AT_PORT_TX_WAIT_MS_MAX (C macro) ,
389

esp_at_port_wait_write_complete (C++
function),380

esp_at_port_write_data(C++ function),
379

esp_at_ready_before (C++ function), 388

esp_at_response_result (C++ function),
379

esp_at_transmit_terminal (C++
function) , 379

G

GATTC, 406
GATTS, 406

F{

HID, 406

I12C, 406
ICMP, 406

L

LwIP, 407
LWT, 407

M

MAC, 407
manufacturing nvs, 407
mDNS, 407
MSB, 407
MTU, 407

N

Normal Transmission Mode, 407

esp_at result_code_string_index::ESP_A%?§%§QZT_CODE_ERROR

(C++ enumerator) ,387
esp_at_result_code_string_index:
C++ enumerator) , 387
result_code_string_index:
C++ enumerator),387
result_code_string_index:
C++ enumerator) , 387
result_code_string_index:
C++ enumerator) , 387
result_code_string_index:
C++ enumerator) , 387
esp_at_result_code_string_index:

(C++ enumerator) ,387
esp_at_result_code_string_index:

(C++ enumerator) ,387
esp_at_result_code_string_index:

(C++ enumerator) ,387
esp_at_result_code_string_index (C++

enum) , 387
esp_at_set_module_id_by_str (C++

function),388
esp_at_set_module_id(C++ function),388

|

esp_at

~— |

esp_at

~— I

esp_at

—~I

esp_at

~— |

:ESP_AT_RESULT_CODE_FAIL

OWE, 407

:ESP_AHDRESULT_CODE_IGNORE

:ESP_ AT agstiimouspriogs: 407

Passthrough Receiving Mode, 408

:ESP_ATEGEHY8T CODE_OK_AND_INPUT_PROMPT

PCI Authentication, 408

:ESP_ATKREMIST copE_OK

PLCP, 408

:ESP_ATMEHY9T CODE_PROCESS_DONE

PSK, 409

:Esp_ATBEMIT CoDE_SEND_FATL

:ESP_A{;%ESULT_CODE_SEND_OK

Qos, 409

R

RTC, 409

S

esp_at_status_type: :ESP_AT_STATUS_NORMAdMmp, 409

(C++ enumerator) ,385

SNI, 409

esp_at_status_type: :ESP_AT_STATUS_TRANSINFD 409
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SPI, 409
SPP, 409
SSL, 409
system message, 409

T

TLS, 409
Transmission Mode Shift Diagram, 408

U

URC, 409
UTcC, 409
Uu1lD, 409

W

WEP, 409
WPA, 409
WPA2, 410
WPS, 410

\ 4
WK, 406

L4

HAEHE K, 406
FELHIER, 407

\ 4

% H K, 409

L4

e AR X, 408
#EH R, 408
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