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AlH5M

$§$ﬁ%ﬁ%EWAT%ﬁZ\&ﬁﬁﬂ\mﬁﬁﬁﬁﬁ\%&Wﬁ?ﬁﬁ%%AT@#,m%T%%
A

1.1 ESP-AT {2

YL fEfH ESP-AT Hi, G40 FIEeE 50 % 0, 06 I i 4 AR B R0

ESP-AT & SR g5 JT A (4 n] ELA% T8 MR Y T, SRR I R8s, PRI i i
ESP-AT fiy4, R DAPGHE A TCZ M4 . R =5 . SR (F A SR il S5 2 e, HAEAYE
TeLm IR BTy H IR

ESP-AT 25T ESP-IDF SR % TAE. & fi ESP32-C6 41 {E- W MAL, MCU YEhF#L. MCU k%
AT fiy 445 ESP32-C6 141, | ESP32-C6 A4l AT AN [F [ AE, FF 421 ESP32-C6 #5413k 1] () AT I
N . BSP-AT $244 7 K EINFEARFEIR AT iy, 1 Wi-Fi fiy4-. TCP/IP 54>, Bluetooth LE fjr4~, Bluetooth

. MQTT fiy4~. HTTP 154, Ethernet fiy 445,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<i::$> BT (ESP32)

% 1: ESP-AT %

AT iy bA “AT” JHif, U Attention, DUBTI—47 (CR LF) W45, i A& Sy #f 2 iR [u] OK ok
ERROR MR, Fn M Alap S M A PATE R . HE, Il AT ey M BT, SRRAREIIT %
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frd. L, fEMH AT i, WAER b IiTsg e n, MRIE T &Kard. MR E—AamdR
WAToEEe, AR TH M, WERE busy p. .. K. HEH X AT 6 E BB AT ¢4 %

EARCE T, MCU J#id UART 1£8: % ESP32-C6 #4H . ik AT fn % DAL AT m . {Hi2, &S
PARRIESE SR (5 B s efE e, i HA R4z 10, 6l SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.

1.2 BoRiE™

SR A U PR BB ) SRR REF 7l . AT BRPFTT . AR WU e 4 o

W AUREHERERERECE . AT AR PR, SR RS 8 SRS

1.2.1  wf ey

TETTUG ] ESP-AT Z 1, 5 B — s G i R 2 - S B FR i = i b, A7 i IR RE To 2 )
A MEPFIRALE MM, HEBEBZITMPINE, WAk, e, WA, RoF%E. W m
PR B B B

o PR T H T DARE BT AR () AR AR I O RE AR X 5«

o BORKUAEAS T DARE B T A0 R RSB SR I REAFRE ]

o WEPFHEZLAHE S W AR DGR B Ot 25, TR . B RITT A 22 I A S R A
o

ik BORBLESS BRI LRI RE s, AR AT BORRE ). B, ESP32-C6 St LF Zighee 3.0
Ji Thread 1.3, FRBA ) AT SCPI7 S8 LR PIFTEL L.

122 AT 8RkPEJ5 Rk %!

AT BAFT7 S8 SRR WL A 4R L) AT [, n] DARE B bR SE B TC LI fE -

o WIERAEAR T i ESP32-C6 ith 4l AT BAFRE ST, WS HAT o4&,
o UNSRARARNT L ESP32-C6 s B AR AT [FE{FThEe, iS5 ESP-AT Bl £ 7.,

NIV TR R AT [ f 20 A

Yl Tk IBE HEFR AT Bl | 35BS

ESP32-C6 | Wi-Fi 6 + BLE 5.0 v4.0.0.0

ESP32-C3 | Wi-Fi4 +BLE 5.0 v3.3.0.0

ESP32-C2 | Wi-Fi 4 (5 BLE 5.0) v3.3.0.0

ESP32 Wi-Fi 4 + BLE v4.2 (+ BT) | v3.4.0.0

ESP32-S2 | Wi-Fi4 v3.4.0.0 HEFA P LU 5 1Y) ESP32-C &R 7]

* (3 BLE 5.0) Fn AT BIFJ7 R SRR T ThaE, (BAARY IO R B 85 D RE
* (+ BT) 8 AT B0 S P SO M T IIRE, (FAARRY R R A5 D RE .

Gik: T OB T Bk AT B, 2 BRI R T % A
sales@espressif.com, FANTRHRULE A",
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TR AT AT [S19T: ?

ESP-AT [5 {47 PAF JURH SRS, Hob T sl 4 PR 00 T AR A B SRS, SR BA12E Rt B
TR

B R REE (R5)
GitHub 1\ 1% [ 14

5B A dh B 1
BATRIFHY B I

PPRARIEE (He42) PP RATRRSIE SR KA RIE R BB OB, IR
P ANl e o A AR R, P SR P e Rl JRL I A, R T ] 3 B AR 8 OTA il 55
ST AR P T R AR e A e s T H TR, UL et B WO R AR . R E Ty
WA SR RO, 0T DARRYE A2 #k 2 07, B AN A A AL S (P A 20 ) 1 A 7 I

o JBUEAR: ESP32-C6 AT 81+

o LA

- T

L

— BREE O TAR R
o R

- HHENIK

- A HEBAA TR
« ZHEIH:

- B

- B FHRARTIES

— 5 % ESP-AT [ {4 35/ A SRR AEE i 241, 1557 ESP-AT GitHub 1 11 readme.md

GitHub [ 7F - GitHub I PF R 4 0OR AU HE% 2] GiHub I8 S AR IR EI R IR B [ 7 A1 R 2
PEAIE(E, S PRI A A 1, 3R B 5 R AR 4 1 I RSCAS A P (R AT 1 5 A1 Y 1]
P, HAPE v AT AR OTA M5 & T E 1

o PPURIE: WS H 4TI GitHub T 3R # 160 R A AT B # .
o A
— SCIPESR, HTAYRR PRI A MR S ) 4 ok
- A E BRI U, anET SDIO @i B fF . BT SPL IR &I

— PRIUE A TAER I
o B BT ARIERUAANY commit A B FECER S SE RN, WRESAE LR, HEEH
e R I

ESSBETE B SBIEE1EE UE S SR I AN B e B, 5T E R e
LT H R, AR BHORH LB OU T, 4 UART 3453 . UART GPIO % %S 51458, It
P 0] B AL T R 8% OTA IRS5 25 TR [
o KTWTBERSHON, S Hapy T3,
A
- AT EE G .
- BEPFRE . AR,
o BN FREALTAARBE R, ERRIC, ERERRA A .

FATS PR R SR T YO K el R A 5 . 52 H OBE OTA IR%5#5PASCF; OTA I
HE.

o KT AATH IR, S5 KikthiF ESP-AT 142,
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o fai: TIRE. R A SR,
o BRI E OIS HI

MR EHERENIIE, HEFET 0 R 5o & &R AR B ) 43 S2 T KRR AT B, R a2
W2 HIEE, RS T master 4337 AR AT [E{4,

1.2.3  BiH oWy

TH R E R B, s RN WO SR EETT A T AR AT o R H R0, RERSHE B b A g
e, PRAERECEANERAERE Sy, w0 F A FETTH ], RERSHE B D o RESR MM BEE , PEREDLIE, 4R
P RRCR AETTH S, e B RN E CL U, SEBL e PRI R A

RS A AT ay B0, B ST R Linux RGN TF A

13wk

AT AN HANGER AT [EF . A AT i AR AT Wi B 75 SR DA BB 7 2 1) ]
.

ARSI AT FEF SR A, 8 RBHEGE R AR, PR 7T S5 ESP-AT Bl 1+ £ 5t
SR AEEAE ] AT BOAE ), ATASH 4o T B AT 3% 2 & e SCRY SR

1.3.1  wfkdEsS

2 1: ESP-AT L r i i

it IhgE

ESP32-C6 JT & fit ML

USB %dis2k (4% ESP32-C6 1 & Hifll PC) NEkE A R

PC FAL, RRRE T R E AL

USB %ii2k (%4 PC 1 USB #%; UART H: [1f55R) ik AT g4 00 AT W | Bs i 3%
USB #; UART H: 14555 4 USB {55 TTL {55

FEIT2E (3ERE USB % UART R 1Bl ESP32-C6 JT A M) | &ik AT fnd. FeI AT i B e

o FEMEH 4 MRFEIPLL R ESP32-C6 H- &Ml USB %% UART Hf AR, (H A0SR A (5 FH A 2R i 48
Uigg, W 2 RFEIFLER: TX/RX Bin],

o QNSREEME A Y2 ESP32-CO M4, MA@ TF &b, Wit UART Jsghf, SR 2 1 UART 4

MW (&% https://www.espressif.com/sites/default/files/documentation/esp32-c6_datasheet_cn.pdf > &7

WA ) , T Strapping B (Z% https://www.espressif.com/sites/default/files/documentation/
esp32-c6_datasheet_cn.pdf > Z7 Strapping 47§ ), #8147 Strapping & I F PR AR #idR = .

1.3.2 ESP32C6-4MB %%
ESP32C6-4MB Z 7145112 N E ESP32-C6 itk F-, [A]H)45 4 MB flash [F#2H/IT % M, Fll: ESP32C6 MINI
5% % . ESP32C6 WROOM Z 51344 .

ESP32C6-4MB AT 3R i) UART $11: UARTO i T Rk [E AFFI% 4 H &, UARTL T &% AT fird
FIHEIL AT Wi BRIAESL T, UARTO I UART1 3§ 115200 BRIl .
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Kl 2: ESP-AT il {s{ A {34 R B ]

# 2: ESP32C6-4MB ARSI (344545 M) 73 Iic

IhEE ESP32C6-4MB F A #/HEHE | HEEZEZEH
FE
; S
AR E M H UARTO PC
+ GPIO17 (RX) ¢ TX
+ GPIO16 (TX) « RX
AT &2/ 2
M UARTI USB % UART & I Kb
¢ GPIO6 (RX) e TX
+ GPIO7 (TX) « RX
¢ GPIOS (CTS) e RTS
¢ GPIO4 (RTS) e CTS

W] 11 ESP32C6-4MB JT Al il PC 2 ] A4S I H2 E N ELAE ESP32C6-4MB JT %t b, AT USB
WA EERTT AR PC BT W]

BEW] 20 CTS/RTS & A TE RS (4 I REIS A 5184
UNAR T B E R T ESP32C6-4MB Bl AT IERE . TS B M AR SRR S

14 PR

ARG LA ESP32-Co-MINI-1 410 Bil, /43 fnfe] T 4 ESP32-C6-MINI-1 BEAIXF I AT [, AL ey
PR RI4] E, HE ESP32-Co RNt n] 2% A 30

TEAIREK AT B2 0T, RS C IEERITREC, B S5 @i i,
XFARFARINNHAL, AT BOAECEIT S o A 2es . AW SHESP-AT B £ 57
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i,

Download/Log output

& 3: ESP32C6-4MB 51| fifi {14422 7 7 &

1.4.1 pF#k AT S

W DA A R AT [E R 3% PC:
o FIHEAT B #
o IRENBBLLAL TR (1) AT ¢
o AN BRI T R 3

USB to serial converter ESP board USB to serial converter
RX >
X RX
[ —— CTS RTS
AT command/response RTS cTs

WAL, FRfTR2k T ESP32-C6-MINI-1 %} [ ESP32C6-4MB-AT-V4.0.0.0 [E{, ZE0H FL54 &
Hrp&A bin ST, HE ESP32-Co RABLALE 1Y H sk 4514 J bin U AT 2% 41N /145 -

— at_customize.bin /] Z R A KK

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT B & X bin X #

F— mfg_nvs.csv // BFFONVS 4K B 4 HE
| L— mfg_nvs.bin // &F NVS 4K bin X #
— download.config /] R EE M S K
— esp-at.bin // AT KA EH

|— esp-at.elf

I— esp—at.map

— factory /] BEFEHRFNAMTE bin XH
| L— factory_XXX.bin

— flasher_args.json // TERBHEEFHER

— ota_data_initial.bin // ota data X A7 4 &

— partition_table /] — R A KA FK

| L— partition-table.bin

L— sdkconfig // AT BN EFERE

Hrr, download.config BRI FHISEL:

—-—flash_mode dio —--flash_freqg 80m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin
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0x1f000 customized_partitions/mfg_nvs.bin
0x60000 esp-at.bin

-—flash_mode dio IR M) flash dio BT T4%

——flash_freq 80m {UF I E (4K H # flash A% 4 80 MHz;

——flash_size 4MB {UF I EA5E Y flash f%/N A 4 MB;

0xd000 ota_data_initial.bin fCFEFE 0xd000 Hibkpist ota_data_initial.bin {4,

1.4.2 35t AT BIEE %
TR R B AR 2 G B B T T ¥

Windows

TFURBERZ AT, 5 T 3K Flash THECTH. BEA K Flash PR THRIING, WHSHEFHEH doc K.

* $TJF Flash N T H;

o PR RAL (A, FATESE ESP32-C6.)

o MG Rk —Fh TR (BAb, FRATT%EHEE develop, )
o MIEEHFRER M FERED; (M, FATESE vart, )

#IDOWN. — O X

ChipType: ESP32-Co v

WorkMaode: Develop w

LoadMode: YART v
‘ OK ‘

Pl 4 R 2 g

o 5 AT [fReR R R A, PARPIF T R —:
- HIETEITRMRE & (B build/factory H3R FHY factory XXX.bin) % 0x0
hk: 2% “DoNotChgBin” it i &t [ {4 1) R IA Bl B 5
- D FEZA bin AR AR HEE: RE download. config SUAF#FTRLE , % 7)/A ik
“DoNotChgBin”;

AT RS IR, AR TR R % O COM i 15, FEM “COM:” "Rhrs) 3 k% i
5. B XU E b DS RN 4155 % 76 Windows A8 B[ .

BaRsE G, ik E AT B S RF R .
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Chapter

1. AT36H

v o1

£

factory ESP32C6-4MB.bin

T > EEEE > OS(C) > bin > ESP32-C6-4MB-V4.0.0.0 > ESP32-C6-4MB-V4.0.0.0 » factory

-~

|87 ESP32C6 FLASH DOWNLOAD TOOL V3.9.4

SPIDownload

<]
=]

Bl S: R A A L (RETEOR)

. @
. . @
. . @
. . @
. . @
. . @
- @
SPIFlashConfig

SPI SPEED SPI MODE Detectedinfo

E DoMotChgBin | .
O 40MHz [@]e][e]
LockSettings

O267MHz O QOUT

() 20MHz ODIO CombineBin

080MHz (O DOUT Default

O FASTRD
v
DownloadPanel 1
COM:
sToP ERASE COM10
BAUD: 115200

B download.config X +
Xt mE BF 8] ESP32C6 FLASH DOWNLOAD TOOL V3.9.4
-_flash_mode dio --flash_freq 88m --flash_size 4MB ERlDawnioad
[Bx bootloader/bootloader.bin
Bx800@ partition_table/partition-table.bin @
Bxd00@ ota_data_initial.bin =
0xf000 phy multiple_init_data.bin =
Bx1e080 at_customize.bin - @
Bx1f080 customized partitions/mfg_nvs.bin @
Bx650080 esp-at.bin @
- @
- @

[ - @

SPIFlashConfig

SPI SPEED SPI MODE DetectedInfo

C4omMHz  OQI0

LockSettings

(0267MHz O QoUT

) 20MHz obio CombineBin

©s80MHz O DoUT Default

() FASTRD
DownloadPanel 1
COM:
START STOP ERASE comio
BAUD: 115200
iT9, B
. A >
K 6: FEEZ bR mE (S EEoR)
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Chap

ter 1. A[J46Fd

Linux 5 macOS

FrRFEFZ T, 2% esptool.py.
PAR PRI AT —, 5 AT B R 54

hesk

DR B Z A bin SCOFZRAE FHHE: B AP T4, Erf PORTNAME fl download.config &
B

esptool.py —-chip auto —--port PORTNAME --baud 115200 —--before default_reset —-—
—after hard_reset write_flash -z download.config

FF PORTNAME B4 iU A ARG T 8 O FK, A IR TCVEM e %3 D 245K, #5% 7£ Linux il macOS
AEH G .

Ff download. config B iz LI IS HDI %K.

PLF S8 6 [ 42 53 & ESP32-C6-MINI-1 fE4 #y A 4

esptool.py —--chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—~dio --flash_freqg 80m --flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0xd000 ota_data_initial.bin 0x0 bootloader/
—bootloader.bin 0x60000 esp-at.bin 0x1e000 at_customize.bin 0x1£f000._
—customized_partitions/mfg_nvs.bin

HETEHITOTWESZE TR 0x0 Hitlk: # AL T A4, % PORTNAME ] FILEDIRECTORY &
g

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —--
—after hard_reset write_flash -z —--flash_mode dio —--flash_freqg 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Fre il A M P 803% L4 FR, A ICIERE R 4K, 165 % {£ Linux fil macOS
TAEH G .

Ff FILEDIRECTORY Frife sdT 6 b i) r= it SO A, lE TR, UK E factory/
XXX .bin,

PAF 425 [ (445 & ESP32-C6-MINI-1 B4 A4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-

—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 80m —--flash_size 4MB 0x0 factory/factory_ ESP32C6-
—4MB.bin

SEG, Wt E AT B2 TR .

1.4.3  F3A AT IR R Resk i)

e

#m

WA IR A AT [ R bk i s -

FTFEE 11 T, 1 SecureCRT;

BT BEPR T ke AT G /R [IER I (PERE LA 42 )
WEE#e: 115200;

BN 8;

&1y : None;

B 15

W4 None;

fiA “AT+GMR” 4, Jf H#4T (CR LF);

TR, MR OK, NIZIR AT [ {Fhes )82«

AT+GMR
AT version:4.0.0.0(3fe3806 - ESP32C6 - Dec 29 2023 11:10:21)

SDK version:v5.1.2-dirty
(FoUgker)
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Chapter 1. A48/

(£ L£50)

compile time (89040be7) :Jan 2 2024 05:53:07
Bin version:v4.0.0.0(ESP32C6—-4MB)

OK

MW, e 2Ll AR Sz —H6a# ESP32-C6 B L H &
Jiitk1:
o FIIFER O T H, 41 SecureCRT;
o B P CPFHEEMBEE RO, BOREES R EE,
PR 115200;
o HlEf: 8;
 KE&(V: None;
o (RS 15
e Jifs: None;
HARHOT MR RST 48, 7 HER R HEAELL, WL ESP-AT [E{4:C £ IEMwIHL T .
Jiik 2
o FTHPIE 0 L H, 1 SecureCRT;
o BRI ARSI ER T AR “AT dr &/ (e AT R R4 HE e,
BB ORI E S 2 £ 3%
o JEHRE: 115200;
RO 8:
o KiI5{7: None;
o (RS 15
e Jifs: None;
o TESGEEIRIL “AT A&/ [FE D AAT+RST fin 4%, H Hi#AT (CRLF), #7 “"NREA/ 4
HE” i HERTTmER HEMLL, WL ESP-AT [E {2 £ IEMPIiGIL T .

ESP32-C6 H#L H #&:

ESP-ROM:esp32c6-20220919

Build:Sep 19 2022

rst:0xc (SW_CPU),boot:0x6c (SPI_FAST_FLASH_BOOT)
Saved PC:0x4001975a

SPIWP:0Oxee

mode:DIO, clock div:2

load:0x4086c410, len:0xd50
load:0x4086e610, len:0x2d74
load:0x40875720,1en:0x1800

entry 0x4086c410

27) boot: ESP-IDF v5.0-dev-9643-g4bc762621d-dirty 2nd stage bootloader
27) boot: compile time Jul 5 2023 11:12:16

29) boot: chip revision: v0.1

32) boot.esp32c6: SPI Speed : 40MHz

37) boot.esp32c6: SPI Mode : DIO

41) boot.esp32c6: SPI Flash Size : 4MB

46) boot: Enabling RNG early entropy source...

52) boot: Partition Table:

55) boot: ## Label Usage Type ST Offset Length
62) boot: 0 otadata OTA data 01 00 00004000 00002000
70) boot: 1 phy_init RF data 01 01 0000f000 00001000
77) nvs WiFi data 01 02 00010000 0000e000
85) boot: at_customize unknown 40 00 0001e000 00042000
92) boot: ota_0 OTA app 00 10 00060000 00140000
100) boot: 5 ota_l OTA app 00 11 00230000 00140000
107) boot: End of partition table

(112) esp_image: segment 0: paddr=00060020 vaddr=42140020 size=30628h (198184).

N

boot:

w

HoH H H H H H H H H H H H H H H e
S

(N gkze)
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Chapter 1. A48/

(£ L£50)

I (198) esp_image: segment 1: paddr=00090650 vaddr=40800000 size=0f9c8h ( 63944).
—load

I (228) esp_image: segment 2: paddr=000a0020 vaddr=42000020 size=13c688h (1296008)._
—map

I (740) esp_image: segment 3: paddr=001dc6b0 vaddr=4080£9c8 size=05bf4dh ( 23540).
—load

I (752) esp_image: segment 4: paddr=001e22ac vaddr=408155c0 size=03c54h ( 15444).
—load

I (760) esp_image: segment 5: paddr=001e5f08 vaddr=50000000 size=00068h ( 104)
—load

I (771) boot: Loaded app from partition at offset 0x60000

I (772) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200

module_name: ESP32C6-4MB

max tx power=78, ret=0

4.0.0

MR AN T ESP-AT A%, 5 FJ3EESP-AT 2 1t 4 .

WS GEARE T QT ) ESP-AT, 359 el Rk 2, FEBN R BURECF AR O, PRI A b i, TR
B RE LA S A 2 TR AT 2 2, IR R RS A8 3, ANl R EoRnbesk AT FEfk.
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Chapter 2

AT [ilfF

2.1 RAWRIREE

FERE TR A 0. HA, SREERAT T DAR ESP32-Co IR AT [,

e
o WSREAHE B OIS T AR AT BN, WESCFSRESP-AT B A £ 5% SCRY, %30kt
BT RIA] ESP32-C6 AT [E/7E SCRe a5 . R (FEL S AL i i) 22 5%, 5 B sl i i
TE R R TG A AT BRI .

o QARGEANEHE Y AT EPFP R RIRCE, @n s atpy T F B AT BFH A S0RT AT EfF

— {52 UART i &

— 57 Wi-FiBe B

- WSHGEf fe F AR E
— 147 GATTS fe &

2.1.1 Fls ]
FERE R R TE AT BEARRT, 35AF4H5 524% 50 % 0, I REAG ) 4% TR ORI R 2R i

2.1.2 ESP32-C6 4MB Z%i|

* v4.0.0.0 ESP32-C6-4MB-AT-V4.0.0.0.zip (#E##)

2.1.3 Ty AT WA KA
TWHBEITH AT R AL A SCRSTT ST AS B A, S I PRI R AR 1 R A % 00«
AR A AR /N -

o T #k ESP32-C6 AT % # J5 [B) 14
o AT EIFR A AT [0 SR — ik o BOHAR

15


https://dl.espressif.com/esp-at/firmwares/esp32c6/ESP32-C6-4MB-AT-V4.0.0.0.zip

Chapter 2. AT [E{4

ik R SRR T RS BATRE TR TR 7 BRI AR A A A, BT
VR I SO T R

2.2 AT FilfFwi4r

ESP-AT ({018 74 T D RERY —dE i SCit:

build

— at_customize.bin /) ZHaRk (APaKEk, I8 T mfg_nvs 2 K MU Ko
—~fatfs A K oy R % H i fo o B A A)

I— bootloader

| L— bootloader.bin A-E- b k&

— customized_partitions

| L— mfg_nvs.bin /) BT BRESH, SHEBENLFEREKXTH mfg_nvs.csv
— esp-at.bin // AT A E

|— factory

| L— factory_xxx.bin //

SR EHREN _H#FHXEELE, CEAURBRIAXFERBEHA A 0 B flasho

~Z B, BR#FMRE download.config X H HFERKE T A3 4 X% F 2 flash.
N ST I R I L

— partition_table

| L— partition-table.bin // — % 4K %k (A% 4 K %)

L— ota_data_initial.bin // OTA ¥ 1E 47 45 b X
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Chapter 3

AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 80 & 2210 IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #ifjai 25 flash Ff F1431X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

17



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b
AT %

[

’AT+RST

Wi i ¢

[ox

3.1.4 AT+GMR: #HHEMAEE

AT 4

=

A

AT+GMR

W i ¢

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.UJERRAIE R, BNIAE esp—at/components/at/1ib/ HFE F. L

B PR, TP RGT4 -

» <SDK version info>: AT ffi fi{1J3F4& SDK A EE, BEN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [ {}4: iHtHE] o
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Chapter 3. AT Ay d4E

e <Bin version>: AT [ {4 A{E 5. WAE B 7] DAYE menuconfig H1{&£ k. (python build.py
menuconfig->Component config->AT->AT firmware ver51on.)

Bl

o QRAEAEMH ESP-AT B4 A T s, iRt AT+GMR RAAME .

il

AT+GMR

AT version:2.2.0.0-dev(cadlec4d — ESP32-C6 — Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: #cify 25505 B 7 S Fe Wi g v 4 Be v 4 23

Wi i ¢

+CMD:<index>, <AT command name>, <support test command>, <support query command>,
—<support set command>, <support execute command>

OK

'dMﬂfzﬂw7§§

o <AT command name>: AT 42 #

+ <support test command> 0 FRATH:, 1 FTTARTE

+ <support query command>: 0 FRATFF, 1 FRTHE
» <support set command>: 0 FR AL, 1 FRIHF

» <support execute command>: 0 TR AT, 1 FoRTH

3.1.6 AT+GSLP: jjt A Deep-sleep Bix;

B A

P

§>

TR

AT+GSLP=<time>

W i :

<time>

OK

Espressif Systems 19 Release v2.3.0.0-esp32c3-898-gcb74b8677e
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

BH

* <time>: 4Tk A Deep-sleep HHC, Hf: ZFD,

MR, SRJEmE Y R
~ Jj/N Deep-sleep Ky 5 25

— #r K Deep-sleep <22 28.8 K (2311 ZF#b).

(]

BOEN R 5, Boa F SR, 6 TR R

© HTAMRINERRE I, P sk A Deep-sleep B9 Frif & HHIBIHC 2 A S AFAEZE S

3.1.7 ATE: JFREOCH AT 1 Dy
AT

Do
ﬂﬂ4>°

’ATEO

14

’ATEl

W i <

S

* ATEO: XA [A] &
« ATEL: FFJ3[E 5

3.1.8 AT+RESTORE: k) 8
Parn %

A

’AT+RESTORE

W

’%

st

ﬁ@éﬁ%@ﬁﬁ%ﬁﬂmmm%ﬁ HIRE NERNSHL

o IBITIAM S S EIHIRAS .
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Chapter 3. AT Ay d4E

3.1.9 AT+SAVETRANSLINK: ¥ ¥l Wi-Fi/Bluetooth LE i# {4 i {5 5

o % B Lk N TCP/SSL % 15 45 X 4% 8.

o % E FF AL UDP i 124X 12 8.

o % ¥ FHLIEA BLE 51X A2 8
BEEIFHLEA TCP/SSL #1155

peEmY mA

’ AT+SAVETRANSLINK=<mode>, <"remote host">, <remote port>[,<"type">,<keep_alive>]

Wi 3% <

[ox

* <mode>:
- 0: XM ESP32-C6 i A Wi-Fi if £ 42X,
— 1: JF)2 ESP32-C6 _E i3t A Wi-Fi if 1545 X,
e <” remote host” >: FFERSH, Fonmiy IPv4 #ilik. IPve #hlik, aiisss . &K K 64 F37,
« <remote port>: L 1{H
o < type” > FHHFRSBE, FoRGHZEEL: TCP”,” TCPv6”,” SSL”, B “SSLv6”. BRiA(H:” TCP”
+ <keep_alive>: [l H &) SO_KEEPALIVE &3 (Z%: SO_KEEPALIVE /}'43), Hfi: #b.

« JEE: [0,7200].
- 0: £/ keep-alive Zijfig; (BAIA)
— 1~7200: JFJ keep-alive Hjfig. TCP_KEEPIDLE i}y <keep_alive>, TCP_KEEPINTVL {&iy
1, TCP_KEEPCNT {4 3.
o ISR <keep_alive> B HAT+CIPTCPOPT 14 H1 <keep_alive> ZEMHA], %
GBI YT . MBI ARSI E <keep_alive> 24k, MIERIAfE A LR B & 1(HE .

Bl
o AVENF Wi-Fi FLE AR FERAENVS X, #58( <node> Jy 1, MR L EHZNIEAE %
WX TEBE

2N

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"

AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

BEEIFHLEA UDP BB B

P A

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox
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Chapter 3. AT Ay d4E

BH

e <mode>:
— 0: X[ ESP32-C6 FHLiEA Wi-Fi i f£ 45 X
— 1: 73 ESP32-C6 it A Wi-Fi i5 152X,
e <” remote host” >: FFERSH, Fonwmiyg IPv4 ik, IPve #ihk, siisiss . &K K 64 F37,
e <remote port>: JTifsi I {E
o <7 type” >: FRHRSE, FRfEHZAL:” UDP” o “UDPv6”, ZRIA{H:” TCP”
* [<local port>]: FFHliE A UDP t& i}, ] B4t 11

hei]
o ARPE R Wi-Fi TFHLE A2 X 5 BARAEAE NVS X, 538 <mode> N 1, FR R ESIEALE
X TEBEEN.
o QSRGEARELT IPVO 2% 57—~ UDP &4, WIATRA T #fE:

- Wil AP 7 EF IPv6
- BEAT+CIPV6=1
— WL AT+CWIAP 6y 53R BUE]—> TPv6 Hbdik
- (T¥k) iBITAT+CIPSTA? /ﬁ/\#ﬁ ESP32-C6 254 H 5| IPv6 Mtk

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UubP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve6", 1005

PEEIFPLEA BLE #E LB R
B mA

’ AT+SAVETRANSLINK=<mode>, <role>, <tx_srv>, <tx_char>, <rx_srv>, <rx_char>, <peer_addr> ‘

W

[ox |

S

* <mode>:
— 0: 4] ESP32-C6 | HiiE A BLE i% 1542 X,
- 2: 1) ESP32-C6 | Hii A BLE i 1% 42 X,
¢ <role>:
— 1: client fa {0
— 2: server fi {4,
o <tx_srv>: tx [R5 )75 . AT {E8 GATTC B}, it AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
Y4 GATTS W}, @it AT+BLEGATTSSRV? 34251
o <tx_char>: tx [RG4FHE)FS . AT {E8 GATTC i}, 3833 AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR 1N GATTS B, il 3fAT+BLEGATTSCHAR? £ 425 .
o <rx_srv>: 1x R4 F 5. AT {8~ GATTC I+, i i AT+BLEGATTCPRIMSRV=<conn_index> fiy & #x
15 YEN GATTS B, @it AT+BLEGATTSSRV? fin 2251,
o <rx_char>:rx RS 4HE)T5 . AT /N GATTC B}, 38 13t AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
A N GATTS B, 833 AT+BLEGATTSCHAR? £33 251
» <peer_addr>: X5 Bluetooth LE it

|

o ARENF BLE FFHLiE 1545 X 5 BARIFEAE NVS X, ZHZ 5 <mode> 8 2, FIR_EHL H 313 A Bluetooth
LE i #42X.. FEBFER.
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il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL: P& LA B & & b
Ay

[

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

o <interval>: FAE%&ik[EfE. B0 20, BRAE: 20, JEFE: [0,1000].

it

o BN, 2 ESP32-C6 A UART LB, AR I iR I BT 25F 2920 77, &
WSRO A 2920 P — R BT Ak, SRR <interval> 2R EEERHEI R EE
RFAET 2920 FA5 AR K -

o LRHERAVD, HAER AR AR, WA R <interval> RIFREEHE KA L. 2
<interval> fR/NEF, WTVAREAR ] PO A A B A AE IS, (ELK S 30 P RS i ) 45 4 114
R, — R IR AR T A e

il

/) B R B R AR

AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: ¥ UART %45ilniffice, APRAES] flash
Ay

[
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AT+UART_CUR?

W 7

+UART_CUR: <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

7

=

EanA

¥

=

,/,?\:

’AT+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

e <baudrate>: UART JHpR
— BSP32-C6 i&45: S F#EEI A4 80 ~ 5000000
o <databits>: E{¥EAr
— 5: 5bit FIR(
- 6: 6 bit {EA7
— 7: 7 bit HIRA
— 8: 8 bit (v
o <stopbits>: %[/
— 1: 1 bit & k{v
— 2t 1.5bit &k
— 3: 2 bit {521 fi;
* <parity>: 5
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: NMfREmE
— 1: {#EERTS
- 2: {figg CTS
- 3: [AW{#ifE RTS i1 CTS

el
o Hiff AR M A2 UART S S5 SChE, BTV EE , nT eSS B A i 22 5.
o AREE AR E] flash,

o U TR 4 I 45 2 TR B B2 i 4 1 CTS/RTS 45 M, 1% 1% W22 #+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

hil

AT+UART_CUR=115200,8,1,0,3
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3.1.12 AT+UART_DEF: %% UART BRi\fids, {#47%] flash

AT+UART_DEF?

W i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

¥

X

Wrs
4

=l

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

* <baudrate>: UART j4&%

— ESP32-C6 4% 378 N 80 ~ 5000000
o <databits>: FIR{

— 50 5 bit FUR

— 6: 6 bit HIR{

— 7: 7 bit B 57

- 8: 8 bit HHE 7
 <stopbits>: {811/

— 1: 1bit {17

- 2: 1.5bit &1k

- 3: 2bit {F= 7
o <parity>: R

— 0: None

- 1: Odd

— 2: Even
» <flow control>: Ji#s

- 0: ANMfrpemds

- 1: fififg RTS

- 2: fififg CTS

- 3: [A|WH{#ERE RTS 1 CTS

|
o BCEHHCRRATAE NVS 20 X, MR R B8 A 2

o {5 T TR 1 U 4% 2 TR O B2 i 45 1 CTS/RTS 4 M, 1% 1% W2 1+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

Espressif Systems 25 Release v2.3.0.0-esp32c3-898-gcb74b8677e
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

il

AT+UART_DEF=115200,8,1,0,3

3.1.13 AT+SLEEP: ¥ EIENREI X

AT+SLEEP?

W i <

+SLEEP:<sleep mode>

OK

v

¥

X

W
4

=l

’AT+SLEEP:<sleep mode>

W

[ox

BH

¢ <sleep mode>:
- 0: A REARAEI
— 1: Modem-sleep F =
« B4 Wi-Fi
- SPBRSTHORHR S AP (¥ DTIM & 31 5K ]
« PA BLE $<z{
- 5 BLE J"HEAF, SRS HCRE AR I T4 6] B o 191 ¢ ]
- 7E BLE HAEST, ST HeRE AR 4 242 [a] e 2 15 5% 1]
— 2: Light-sleep 5
« J5 Wi-Fi fiR
- CPU Xf H Bk AREAR , SFHATARHOR: 5 P
« P Wi-Fi fR
- CPU X H Bt ARERR , ST R AR IEAT+ CWIAP iy B 1isten interval
ZHE W )
* EA Bluetooth FEz0
- 7£ Bluetooth |87, CPU K H Zhtk ARENR, SRR R AR 1 ] b5 2 19 3¢ P
- 1£ Bluetooth JEZZS T, CPU K H 2tk AR, SRR HE 14 12 (1] B 2 39 5 P4
+ Wi-Fi #1 Bluetooth {7z
- CPU i H Blit AMENR, AT AR e Fi Y58 BRASE R 40 5 P
— 3: Modem-sleep listen interval 555X
« PR Wi-Fi fHiR
- R ARYR AT+ CWIAP fir 2B 1isten interval ZUE MK H]
+ H1 BLE #ixX
- £ BLE J"HR7ST, SIS HeRAR SR 4 18] e e 15 ¢ 1]
- 7E BLE BT, SRS HCRE AR 4 242 1a] e i 15 ¢ 1]
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e

il

2425 I REAR A5, Bluetooth LE RAT ARG Wi fk. 24 Bluetooth LE #I 4R J5, 7N AT DAZE FH IR HRAR
Ko

Modem-sleep 153Xl Light-sleep ##5 7] AYE Wi-Fi #ixU80# BLE i N, {HAE Wi-Fi BT,
XA HBBTE station BN iE

W Light-sleep BiH], HIIEHEITAT+SLEEPWKCFG fip % B B AP HANEYE , 5 WA, &4
FF— AL T HEIRRAS

W Light-sleep 53X J5 , 2154 Light-sleep M 45 (4 AN L 1], 152 85KF B 2l AMEIRAR L, 24 Light-sleep
W 25 1 I, TR R B B A M MRAS K v e il

X} T BLE 55N 19 Light-sleep A5, i FrusZiiffi 4% 32KHz gk, 50, Light-sleep £ 25 DA
Modem-sleep 1z TAE .

AT+SLEEP T £ /83 2% SCRYSleep AT =17 .

AT+SLEEP=0

3.1.14 AT+SYSRAM: #yify % fif 6] A k4 (] fll e /D HE 42 ]

i
AT+SYSRAM?
Wi i ¢
+SYSRAM: <remaining RAM size>,<minimum heap size>
OK
SH
» <remaining RAM size>: M H[H| G HEZS[A], EA{/: byte
o <minimum heap size>: EITHAH/DHESS[E], A7 byte. 24 <minimum heap size> /NF o
It 10 KB i}, ESP32-C6 1) Wi-Fi HURIIFEIE A 1 DI BE W] BE 25255l
EN |
AT+SYSRAM?

+SYSRAM:148408,84044

OK

3.1.15 AT+SYSMSG: i)/ /Gt s 5

i)

P
“ﬂ<>

i

#ifl

wk

Ll ARG E ERES
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AT+SYSMSG?

Wi % ¢

+SYSMSG:<state>
OK

N

B

e
WEARIRER . WRETRZES A AT IR,

O e
iy

15 i ] AT+SYSMSGFILTER 5% .

’AT+SYSMSG:<state>

e
E
BHL
* <state>:
— Bit0: B Wi-Fi 51542 X, Bluetooth LE SPP }% Bluetooth SPP 2 4] Bl /R {5 &,
* 0 AFTEN
© ¥THI +QUITT
- Bitl U PAINERYIN S et
« 0 R BERRE R, ﬁn XX, CONNECT
» 1o 8 40 R4 78 {§ B, U0 +LINK_CONN:status_type, link_id, ip_type,
terminal_ type, remote_ip,remote_port,local_port
- Bi2: EERSIERAMES, EHT Wi-Fi 1545 X,. Bluetooth LE SPP }% Bluetooth SPP
+ 00 ATEIHRME R
« 1: 24 Wi-Fi. socket, Bluetooth LE 5§ Bluetooth JR7S & 4E i AS i, FTEIH RIEE., -
— "CONNECT\r\n" = Pl "+LINK_CONN:" JF 3k # 3% &= £ &
— "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
— "WIFI DISCONNECT\r\n"
- "+ETH_CONNECTED\r\n"
- "+ETH_DISCONNECTED\r\n"
— JA "4ETH_GOT_IP:" F kW& T E
- PL "+STA_CONNECTED:" F 3k ## xr £z &
- PL "+STA_DISCONNECTED:" JF 3k By 4% & 7 &
~ DA "+DIST_STA_IP:" F LW RRTF L
- PL "+BLECONN:" JFL W $# 7 &
- Pl "+BLEDISCONN:" JFk @i F fF B
B

o #FAT+SYSSTORE=1, Wi & WAL NVS 2 [X,
B Wi-Fi if 42X Bf &R +QUITT,

o I Bit0 S 1,
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« # ¥ Bitl N 1, ¥ £ ¥ WIAT+CIPSTART HFIAT+CIPSERVER 1y 2, % 4% ¥ £ R
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” , 1A
2 “XX,CONNECT”,

il

// BY wi-Fi BEBEKXHATHARETE L
// ﬁ%ﬁﬂfﬁﬂjﬁé&l}%ﬁ%%%%

/] EERAAAEBTHATH £ R

AT+SYSMSG=2

5%

/] FEHE X T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: RiJHskzH 2560 6001
A i) iy A

Lyite
ﬁlﬁ]é HI AR50 —I;u_;\ (JJ::E/J’H(/XIE

"ﬂ4>

AT+SYSMSGFILTER?

Wi

+SYSMSGFILTER: <enable>

JE S RGN Bk

iy

’AT+SYSMSGFILTER:<enable>

¢ <enable>:
- 0: BHAGHELIE. REBIME. G, REHEEASHRER T IERTIE.
- 11 BHARSGHEELNE. FEE, RE0HBHIENZERXVTH EREdE S8 AT gk, MCU
EN=E R ﬁ%ﬁﬁﬂ%ﬁﬁ@ML%ﬁﬁ,%ﬁﬁﬁﬁMﬂh
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e

. mf‘ﬁ@ﬂ%AﬂSYSMSGFILTERCFG AL E A e, PRl AL A H R 5 S g,
SEEE MRS AR ) R G B A
-mﬁﬁﬁ%ﬂwmmmﬂleﬁ , BT R RS S G ISR, Bk AT RS
TH BT .
-fﬁAk%mim,ﬁﬂ@ﬂﬁ%ﬂwmwwmmRO%v7T RYH RIS UE
o QAREET AT TR WRIF A, IR APIs 28 AT 4 1 EHE &% .

/) BAEW AT A O WMBEELE. BELRS Y AT+SYSMSGFILTER.
AR, REAKENL RS %E MCU (AT+USERWKMCUCEG # 4 % B # MCU % B o # )
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t 1len);

/) BATEI Y AT 4 OB e k. %3S M AT+HSYSMSGFILTER.
omAER (WREBEH) , KEHEM A2 %BE MCU (AT+USERWKMCUCEG # 4 % & # MCU_
W BB )

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ EAWEE MCU H# M AT #4540 WEKE L #. H#EFR L4 AT+SYSMSGFILTER.
oA IR, KEHWR S LB MCU (AT+USERWKMCUCFG # 4 % B #y MCU % E 3 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// FIHEAASE MCU e fn BT e AT A O W RERE . KIE LW AT+HSYSMSGFILTER.
swmAhaw (WEREA) , X 9“%&(%}%5@ W B MCU (AT+USERWKMCUCEG # 4 & & fy MCU_
M EE T B )

int32_t esp_at_port_active_write_data(uint8_t data, int32_t len);

Bl PEAURBIZE A i BiLiET ).

3.1.17 AT+SYSMSGFILTERCFG: #rify/lic s 28 B nligss

* = 76’&/@5%

b /Fj l”‘ﬁ’ﬁ&«?
° imf}n"‘/l\li/fﬁ
o Bl — AL

o?*% 3}*% %}*q

i) IE2S

iy W

AT+SYSMSGFILTERCFEG?

W 7 :

+SYSMSGFILTERCFG: <index>, "<head_regexp>", "<tail regexp>"

OK

ZH
o <index>: JIIELNIRT].
¢ <” head_regexp” >: SLPBIEMIFEEL,
e <” tail_regexp” >: EHIEMFEIAK.
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1 LR ERUR e

4
B A

’ AT+SYSMSGFILTERCEFG=<operator>

Wi i <

¢ <operator>:

- 0: WEFBRATA I uESE . EERIE, T DARREIC LR R AR B T R HEZS TR RN

il

/) W BR IR #

AT+SYSMSGFILTERCFG=0

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

W 7

OK

>

aRm R R AT EERS I AT 4 DB, BURHETT DA AEE (BD: SBiE ) ek Cf B e
MZEER), 4 AT IR FEHEK LS| <head_regexp_len> +<tail_regexp_len> 5, #TIE
MRk e B A T

PUE SR BSvie: Wt S i ve S EIR AN IR/ N1 GRS Y T

’ ERROR

LB SV PLSASE L -3 R il vl w2 NSRS 1O R/ 190 % IS A T

’OK

* <operator>:
= 1 BEM— A uEds . — D PEAR AL A L BRI Ik RN e Bk ) ik K
* <head_regexp_len>: SLiFIEMIFAAKCE . JuH: [0,64]. WIEREEN 0, RERZMELPIENFE
FCHPCHED, [ER} <tail_regexp_len> AHEHN 0.
* <tail_regexp_len>: FEFFIENFRAEXKEE. Jufl: [0,64]. WIREEN O, AR ZHBIENFAEK
HIPLHEL, R} <head_regexp_len> AfEN 0.

Bl
o W SE A A O BCEA B L g gy, FRE L AT+SYSMSGFILTER iy 5 88k I RS0 Bl ug, 5k
DU AR AN R G0 B A EL
o SKERFIR AR IE Mk NS5 POSIX BAIENIETL (BRE) o
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o T RES AR 8 (AT iy ) TX Bl Pesizad

IEMFEAPA $ £
s HERZIHE

BdE, 2EEERE MCU,
o M ZRGH B TR R A
o RGN B VLR pERR T,

e, HETULHL.

o XA RS,

ARG ELE.

il

U8, SREN KRR MRIKPA ~ TRk, B

fﬁJH#IEEEJ:%%MEM%%ﬂjiﬁﬂl%iﬁft'ﬂﬂi%_iﬁﬁ , RBHEA S
GEH RAPOE N Fk VT L _E 1B 29 AT 4

1L yEH, MCU A WE]; i AR P 2k XL e By
SESRE . AR FARGILR L E R g -
RGN EAREAE, WASK E—RM RGN EMAZREHEEE—

5if ZN W B E A A i

TyEsE  [E B A BE i AT+ SYSMSGFILTER=0 {54

/) WE

A F

/] R ARG E Ik

AT+SYSMSGFILTER=1

// R I B
AT+CWMODE=1

E® P "WIFI CONNECTED"
AT+SYSMSGFILTERCFG=1,17,0

/] % &4 KE OK A > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.
¥, X M ASCII # ¥ § 0D OA)

AW ERE

AT+CWJAP="ssid", "password"
// AT X F # # WIFI CONNECTED % % 4 & # &

HARBIZE . A5 L

T YET B,

AT+SYSMSGFILTERCEFG=<operator>, <head_regexp_len>,<tail_regexp_len>

W i :

OK

>

AR FIR AT R I AT fird DR, R EmT DA A K (R SKEiE ik s iRk

M=),
N g k=58

AR IE )RR 5K

HEPERH

STV R s it

SRR R,

2 AT U B B K B A3 <head_regexp_len> + <tail_regexp_len> i, #fT1E

’ERROR

AR IR ek A SR AL I ) LA it

DEAT I, R[]

’OK

BH

* <operator>:
- 2:

B~ ad s -

» <head_regexp_len>: . FFIE N SR KE, B 2 [0,64], TR EHO, N <tail_regexp_len>

AERN 0.

o <tail_regexp_len>: FEFSIENFRANK A, JuH:

NEEH 0,

(0,641, UARIEN O,

] <head_regexp_len>
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BE]
o RpMHER IRt 0 e AR N ) i i o

il

/7 B B ody R B

AT+SYSMSGFILTERCFG=2,17, 0

// & @ ARE OK # > 5, # A\ "WIFI CONNECTED\r\n (F & \r\n & f 2.
SANFE W, N ASCITI & ¥ @ 0D 0A)

/7 W

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT & # ¥ WIFI CONNECTED % % 4 & ) &

3.1.18 AT+SYSFLASH: #ifyoki%%5 flash il Fr4y X
AR A

Jifik:
#rif) flash H 43X

AT+SYSFLASH?

MW .

+SYSFLASH: <partition>, <type>, <subtype>, <addr>, <size>
OK

Has

&F

Jyiig:
B, 5. #EER flash X

e

=

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

W

+SYSFLASH:<length>, <data>
OK

e <operation>:
- 0: R
-1 54K
-2 K
e <partition>: ] /X 4K
o <offset>: ffLHiidl
o <length>: ¥k i
o <type>: JFrXIEH
* <subtype>: 14 X52A
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o <addr>: F P4 XAk
o <size>: F 4K/

o A 45 bEsk at_customize.bin, FHELI(FEE IS H 4ol f & Lo K.

o PERRAIXHT, THTEEEERIZ E AR X . XA AT A <of fset> fil <length> ZHCRTEM. Hi
M, 4 AT+SYSFLASH=0, "mfg_nvs" AJ#ERIEA “mfg_nvs” X,

o XTI E X[ 2% ESP-IDF 4 [X %,

* 4 <operator> Hwrite B}, RGULENAS/EHEMATRI] >, R DU AZEEdE, £
K E N 5 <length> —3,

o GO XHI, EEERIZS X,

o WSREAE L mfg_nvs 3 X BEBEHE , 1 FHAT+SYSMFG A4 (NVS R B (E X AT ) o« s
TERUE A mfg_nvs 431X, i AT+SYSFLASH 64 (43 IX#EME) o

il

/] BB EAN "mfg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// F "mfg_nvs" SR EHBEHI 0 L ENFH "mfg_nvs" 4K (A A 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #%ifyuki4; manufacturing nvs Jf] J1453 X
i %

Jtig:
1) manufacturing nvs f 743 X PN i 6y 44 25 A1) (namespace)

AT+SYSMFG?

W i <

+SYSMFG: <"namespace">

OK

PR iy 4 2 1) BV

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">]

Wi i *

[ox

BH

¢ <operation>:

- 0: HPRERIE
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- 1 EEHURAE
- 2 HAEAE
* <” namespace” >: fiy4a5|H].
o <” key” >: A, HFRMEE. M <"key"> BAAEF, PR <"namespace"> WETHREEN; T
M SRR M HIFE 1) <"key"> UBE{EXT

BEW]
© THICREE AR AT (NVS), T flar 22 im) . BE X S .

il

// B client cert A XHAMAMBEN (W: RBRAWE 0 EME 1o
~FF P AES )

AT+SYSMFG=0, "client_cert"

// #®% client_cert # & X |l 8 client_cert.0 #EX (H: BREBIAWE o
~EBEPHIEH)

AT+SYSMFG=0, "client_cert", "client_cert.0"

DMLy 428 T e BE VDX

ML AL A A o
weEmAs wmA:

AT+SYSMFG=<operation>[, <"namespace">] [, <"key">] [, <offset>, <length>]

W i ¢
Y <"namespace"> PAKZ GSEEA BT, 1k

+SYSMFG:<"namespace">

OK

H <"key"> NKZ R SHEAERS, R [A]:

+SYSMFG:<"namespace">, <"key">, <type>

OK

HANOL, R

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:

- 0 PEERERAE

- 1 PRHRAE

- 20 B ABE
* <” namespace” >: fiy4 %5 |H].
o <” key” >: A, BFRCME.
o <offset>: (AL .
o <length>: FE{EMKSE.
o <type>: HHH[HRAL,

- 1: u8
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i8

ulé
i16
u32
32
string
: binary

. <V;lue> D RE B .

|
[e<BEN Ie NNV, I U I 8}

il
o WHSCREE RS A (NVS), T f#ar 225l BEXT IS .

Bl

/7 EEBCH R BTR B A B = A

AT+SYSMFG=1

// #EE client_cert # L XA A M £ 48

AT+SYSMFG=1, "client_cert"

// LBl client_cert @ % X A B client_cert.0 T # W H
AT+SYSMFG=1, "client_cert","client_cert.0O"

// LBl client_cert @ % X H W W client_cert.0 T8 WH, MNEH 100 B F L B 200_
N
AT+SYSMFG=1, "client_cert", "client_cert.0",100,200

Tl iy 4 25 ] A 55 A BEAFDO

pEmYy mA

2

’AT+SYSMFG:<operation>, <"namespace">, <"key">, <type>, <value>

Mjn] Joz <

[ox

¢ <operation>:
- 0: HERIRAE
- 1o BEURAE
- 20 AR
* <” namespace” >: fiy44 %3 |H.
o <” key” >: R, BFRCME.
o <type>: HR{HAAA,
- 1: u8
i8
ul6
il6
u32
i32
string
: binary
- <value>: ZH( <type> R, MHLSHE LR :
- MR <type> & 1-6, <value> fCREERIEE.

|
[eBEN Ie) NNV, N NS I 8}
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- MR <type> & 7-8, <value> MURBEMBIMKIE. EEKRZHAAMSIG, AT R
>, Fn AT CHER IR AT RO, ST AR AR . 24 AT Bl il il 1 1k 2
<value> J5, MISZHI I fr44 2310 A5 A SEXT

Bl
o WHSCREE D) A (NVS), T f#ar 2 2sim) ., BEXT O .
* BRI, BT SRS SR SR EXT (NVS ARG B SRR (EXT) -

o ARG mfg_nvs 73X SRR, T BT AT+SYSMFG 64 (NVS WG4 ) o 2R
ERBUCEEA mfg_nvs 73X, T AT+SYSFLASH fiy % (73 IXARAE)

il

// W client_cert & % XA W W client_cert.0 # 5 NFH WA (B : ¥ #H client_cert.
A ZHEANE 0 BEFKIEH)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

/) £ EORE > B, BA 1164 ¥ ¥ 8L # X4

3.1.20 AT+RFPOWER: #if)/ix ¥ RF TX Power
A%

Tytig:
#7if) RF TX Power

Py -
“ﬂ4>‘

AT+RFPOWER?

Wi i <

+RFPOWER:<wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>
OK

B hr A

’AT+RFPOWER:<wi fi_power>[,<ble_adv_power>, <ble_scan_power>, <ble_conn_power>]

W i <

[ox

BH

o <wifi_power>: Hi{ii>} 0.25 dBm, WANERSEE R 78, WSLERA RF Power {4 78 * 0.25 dBm
=19.5dBm, & 5Ti5{T AT+RFPOWER? Ay oA SLP5 10 RF Power {1,
— ESP32-C6 £ BUE L A [40,84]:

BEE | ERE R Sfxr dBm
[40,80] | <i&EfH > | <BEfH > | <WEfH >*0.25
[81,84] | < ¥EfE > | 80 20
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<ble_adv_power>: Bluetooth LE | J%# RF TX Power., HUEEE - [3,15]:

:-15dBm
:-12 dBm
: -9 dBm

: -6 dBm
:-3dBm

: -0 dBm
9: 3dBm
10: 6 dBm
11: 9 dBm
12: 12 dBm
13: 15 dBm
14: 18 dBm
15: 20 dBm

<ble_scan_power>: Bluetooth LE 394} [) RF TX Power, Z$HUHF] <ble_adv_power> Z4{.
 <ble_conn_power>: Bluetooth LE i) RF TX Power, Z%(H{H[F] <ble_adv_power> .

03O\ L bW

3.1.21 i

o M Wi-Fi B RFIEEIL}, AT+RFPOWER fiy4 Joyk % B/A0 1] Wi-Fi 1Y) RF TX Power., 34 Bluetooth
LE K#JI54bH}, AT+RFPOWER fiyd Joiik & /2511 Bluetooth LE 1) RF TX Power

* i T° RF TX Power 4 b A [A W) S5 4, M ADFRIEAE S 2 X MM BCHEE B,
B DA f esp_wifi_get_max_tx_power =t i) F| ) wifi_power 1 {H B fE 5
esp_wifi_set_max_tx_power WEMMBEMFEESR, EASHIREK.

o AU <ble_scan_power> £l <ble_conn_power> - S 0{H % B N5 <ble_adv_power> Z R [F] (H
TN, XA SECRF P E R E A S <ble_adv_power> FH[R] Y {H .

3.1.22 AT+SYSROLLBACK: [nly %I UL i [ 2k

Parr %

=

>/?"\:

’AT+SYSROLLBACK

W

’OK

Bl

» g A OTA 1K, HaBlRE] S — OTA 73 X (.

3.1.23 AT+SYSTIMESTAMP: 7% ify/i3% B AS B} ] 3%
i A

ks
AL

Pla sy
A

AT+SYSTIMESTAMP?
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Wi 3% ¢

+SYSTIMESTAMP : <Unix_timestamp>
OK

SLEEL A A
BEmA

itk

WEAME I, 24 SNTP BIRIEHE, K52 FEEH

"ﬂ4>°

’AT+SYSTIMESTAMP:<Unix_timestamp>

Wi i <

[ox

S8

 <Unix-timestamp>: Unix [J[a]#, PAf7: #P.

hil

AT+SYSTIMESTAMP=1565853509

//2019-08-15 15:18:29

3.1.24 AT+SYSLOG: s AT w5

i &

i
i) AT SRR 27 A

O e
iy

AT+SYSLOG?

Wi 3% <

+SYSLOG: <status>

OK

)E’J

CELN A

Dyt
R BEE AT # RS HR

[

AT+SYSLOG=<status>

W i <
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OK

o <status>: FEIRIEIEARTS

- 0: B
-1 R

il

// B R AT 4R R EF
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// R AT #RREEF
AT+SYSLOG=0

OK
AT+FAKE
// A4 7/ “ERR CODE:0x01090000"

ERROR

AT F AU —> 32 L /NSl BE, & SR

B FEH TR
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0

* category: [HE{H 0x01
« subcategory: 4H{RASHY

$RIRZEE iR | A
A5

ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 e
ESP_AT_SUB_NO_TERMINATOR 0x02 FWIFNEHRLF (MPL “m” Z58)
ESP_AT_SUB_NO_AT 0x03 KB EGEIG AT (AR HERE at, At 5k

aT)
ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 SR ERVLED
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 SRR BUR LD
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 SRR R ULHD
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 RSB
ESP_AT_SUB_UNSUPPORT_CMD 0x09 ATz S
ESP_AT _SUB_CMD_EXEC_FAIL 0x0A HATa ALK
ESP_AT_SUB_CMD_PROCESSING 0x0B THEPAT E—%md
ESP_AT _SUB_CMD_OP_ERROR 0x0C A PR E R R AR

* extension: F5iRYJEEE, AR TFREAAFEMY REEE, HHEIH WL components/at/

include/esp_at.h,

4N, #5RMAM ERR CODE:0x01090000 FRm “AZFFxmd”.
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3.1.25 AT+SLEEPWKCFG: % Light-sleep W5 fi g GPIO

v

H

N

B

¥

v

A

=

’AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

Wi 3% ¢

’OK

BH

» <wakeup source>: Mg i
- 0: CREATCE, BAKHE
- 1 REME, AR
- 2: GPIO Mifif
e <paraml>:
- ML E N g, ESUER IR ], AL 2R
- YMefEJE N GPIO I, %S4 GPIO & i
e <param22>:
- MR GPIO I, 1% SRR e -
- 0: fRH 1
- 1: FHP

il

// GPIOLl2 B K A% v F B % B
AT+SLEEPWKCFG=2, 12, 0

3.1.26 AT+SYSSTORE: ¥ SH g
Ay

ik
i) AT SHAFERL

O A e
“ﬂ/?'

AT+SYSSTORE?

Wi % ¢

+SYSSTORE : <store_mode>

OK

)E’J

CE

A

AT+SYSSTORE=<store_mode>

W i <
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OK

ZH

o <store_mode>: ZEAEMERIR
- 0: MAEEALEA flash
- 1: fAEUELEA flash (BRIA)

Bl

© By HIGIR B,
RSN NN 23

o AT+SYSMSG

e AT+CWMODE

o AT+CIPV6

o AT+CWIJAP

*» AT+CWSAP

* AT+CWRECONNCFG
e AT+CIPAP

e AT+CIPSTA

* AT+CIPAPMAC

* AT+CIPSTAMAC

» AT+CIPDNS

* AT+CIPSSLCCONF

e AT+CIPRECONNINTV
e AT+CIPTCPOPT

* AT+CWDHCPS

* AT+CWDHCP

* AT+CWSTAPROTO

e AT+CWAPPROTO

« AT+CWJEAP

il

A4, RO a2 E2 M RAM i .

AT+SYSSTORE=0

AT+CWMODE=1 // F # A flash
AT+CWJIAP="test", "1234567890" // A~ AN flash

AT+SYSSTORE=1

AT+CWMODE=3 // & A\ flash
AT+CWJAP="test","1234567890" // F AN flash

3.1.27 AT+SYSREG: 5% (r8s

=

=

A

AT+SYSREG=<direct>, <address>[, <write value>]

Wi % ¢
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+SYSREG:<read value> // XEFH TR &FHF &

OK
S
o <direct>: FEo{E 7R
- 0: e
- 11 B4

* <address>: (uint32) Ff7geiht, FHEHEESHH XN (FEARSZFH
o <write value>: (uint32) 5 AfH, & T 5 S1Eesmt

|
o AT RRGEFFAAa L, PRI ORI T A s A AL

3.2 Wi-Fi AT &4

o B

o AT+CWINIT : HJiEA0/ 75 Wi-Fi IRSh AL

o AT+CWMODE: #5ifi)/{% & Wi-Fi i3, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: it Wi-Fi RS Wi-Fi {5 4,

o AT+CWJAP: %:3: AP

o AT+CWRECONNCFG: #if]/i%% Wi-Fi T %%

o AT+CWLAPOPT: 8 AT+CWLAP A3 45 50 Jg ik

o AT+CWLAP: 5450l FifY AP

o AT+CWQAP: Wit 5 AP W%

o AT+CWSAP: Tii & ESP32-C6 SoftAP Z:%k

o AT+CWLIF: Txifiji%E3:%] ESP32-C6 SoftAP [f station {5 5,

o AT+CWQIF: WiFF station 15 ESP32-C6 SoftAP [1)i%:43;

o AT+CWDHCP: J3 /%% DHCP

o AT+CWDHCPS: Zif)/35 B ESP32-C6 SoftAP DHCP /it ) IPv4 Mtk 35 ]
o AT+CWAUTOCONN: L Hi 275 HzhiEs: AP

o AT+CWAPPROTO: #rif)/ 55 SoftAP 43\ 802.11 b/g/n thilhnifE
o AT+CWSTAPROTO: ' Station 2z 802.11 b/g/n Hpslkrie

o AT+CIPSTAMAC: #5if)/$%¢'E ESP32-C6 Station 1) MAC Huik

o AT+CIPAPMAC: 75/ B ESP32-C6 SoftAP {) MAC it

o AT+CIPSTA: #5if)/¥% & ESP32-C6 Station { IP bk

o AT+CIPAP: Z5ifij/i% '8 ESP32-C6 SoftAP [1 IP Hihl

o AT+CWSTARTSMART: J}J SmartConfig

o AT+CWSTOPSMART : 15 ][- SmartConfig

o AT+WPS: ¥'H WPS Ifig

o AT+CWIEAP: 32 WPA2 ViR AP

o AT+CWHOSTNAME: #5if)/¥%¢ % ESP32-C6 Station (1) M4 Fi

o AT+CWCOUNTRY : #5if)/4% 5 Wi-Fi E /0

321 #rd

Y BRIANY AT [ SRR U T BRAT+CWIEAP Z AMNAFTA AT fir . WIAR ST E1E M ESP32-C6 ¥k
i}\S'ii)%E‘Jﬁ*ﬁé\, W HATIF ESP-AT 42, (TP ICE TR kss (TRifE o2 miar iy, AREmHRE
pizE Ok
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JEH EAP 154 (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command

support

o 2 WPS 74 (AT+WPS): Component config->AT ->AT WPS command support

o 2% J1] smartconfig iy % (AT+CWSTARTSMART ., AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support

« SEPTA Wi-Fi 4 ORHER . —BESH, Brfy Wi-Fi UG CA ERThEeR Tok i, TR A AT

PLIX 2 AT 154 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #JiafL/is P Wi-Fi JRE) R
Ay

i
i) ESP32-C6 #4571 Wi-Fi IR LIRES

AT+CWINIT?

W i ¢

+CWINIT:<init>

OK

BeE WA

itk
WAL B PR ESP32-C6 ¥ £5 1) Wi-Fi IRah#E+

’AT+CWINIT:<init>

My i :
[ox
S
e <Zinit>:
— 0: JEFH Wi-Fi JREhFLFE
- 1: WitRtk Wi-Fi IRshf2 7 (BRAME)
s

o AUEAGRAFE] flash, FRJG S AEONE L.
o 2 RAM BHEA LIS, FEAGH Wi-Fi fURTEE R, ATRAGEH Bt ar -5 51 Wi-Fi JREhAET, DAREIL
RAM %5,
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il

// EE Wi-Fi W A7
AT+CWINIT=0

3.2.3 AT+CWMODE: #ify/¥H Wi-Fi B3k, (Station/SoftAP/Station+SoftAP)
it A

Yyfi:
i) ESP32-C6 #5451 Wi-Fi jizt:

A\ .
"ﬂ4>‘

AT+CWMODE?

W

+CWMODE : <mode>
OK

BeE WA

ke
& E ESP32-C6 &4 ) Wi-Fi £

’AT+CWMODE:<mode>[,<auto_connect>}

W )i *

[ox

o <mode>: R
- 0: Jg Wi-Fi #i5X, I H. X Wi-Fi RF
— 1: Station £z
— 2: SoftAP iz
— 3: SoftAP+Station F3;

s <auto_connect>: 14t ESP32-C6 % #5 1) Wi-Fi #izUi) (B, M SoftAP = I Wi-Fi iz ¥ Ky
Station #55X5} SoftAP+Station 55X ) , 2755 M H & AP 9TheE, BRIME: 1. SHEERE,
FERANE, BtEaEEshiEs.

- 0: 25 H ohiER: AP TRE
- 1: B A3hiEs: AP IIEE, A2 i 45 H ohiER: AP R E LR 175 flash B, W] ESP32-C6
W H ohiER: AP

B

o EAT+SYSSTORE=1, Z¥%E-BHRITAE NVS 43X

o W2 AW ThAE, WA A ERE , BFE(E A SoftAP 5 SoftAP+Station TREHT, &k
IEPA R i VR I iRt i T e -
— AT+BLEINIT=0 (344 Bluetooth LE)

Espressif Systems 45 Release v2.3.0.0-esp32¢3-898-gcb74b8677e
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

— AT+BLUFI=0 (] BluFi)
WM T RE 20T, 15 R RF L7 SORY.

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #rify Wi-Fi JR &M Wi-Fi {55
A%

Tytig:
rif] ESP32-C6 144411 Wi-Fi JRZSH1 Wi-Fi 3 5,

Py
iy

AT+CWSTATE?

W i+

+CWSTATE:<state>, <"ssid">

OK

S

o <state>: X4F[ Wi-Fi JR3S
— 0: ESP32-C6 station [ R TTA0] Wi-Fi 3%
— 1: ESP32-C6 station £\ 4 1%42 | AP, {H¥ K IKER| 1Pv4 bt
— 2: ESP32-C6 station L& 1EHz | AP, 223K E IPv4 ik
— 3: ESP32-C6 station IEFE##4T Wi-Fi 7425 Wi-Fi #iE
— 4: ESP32-C6 station 4T Wi-Fi WrFFIRES

o« <” ssid” >: HAFR AP 119 SSID

Bl

» 24 ESP32-C6 station V%G 1E3E_ AP I, gl ] b dy &2 if) Wi-Fi {5 5. ; 24 ESP32-C6 station %
b AP 5, EREMTHAT+CWIAP fiy4-#5ih) Wi-Fi {5 B

3.2.5 AT+CWIJAP: % AP
Ay

2rifi] 5 ESP32-C6 Station 3211 AP {5 5,

AT+CWJAP?

W i <
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+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
-, <scan_mode>, <pmf>
OK

)E’J

SRR

yite:
{5 ESP32-C6 Station 2= #3211 AP

[

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

M

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP :<error code>
ERROR

(ol
=
|

=V,
frm%

=y

fe:
¥ ESP32-C6 station #:4% Fyk Wi-Fi il & AP

A .
"ﬂ/?\'

AT+CWJAP

W

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

o
+CWJAP:<error code>
ERROR
BH
e <ssid>: H#xr AP 1) SSID
— 0% SSID RS A , o "\ FRRRTARE, HEEL
— AT SCHpHEHE SSID Sy SCHY AP, fHg S8ty 5 5 TR 1 3 SSID A& UTF-8 4l Xl
AT ASE I SSID, AR5 1 4 21y SSID ATz .
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B

il

<pwd>: K 63 47 ASCII
<bssid>: HPx AP [) MAC Hitik, 242~ AP 5 4H[RI SSID B}, %S HOR T4 %
<channel>: {FiE5
<rssi>: 5%
<pci_en>: PCIiAJE
— 0: ESP32-C6 station °] 5/Em—FhhnaZ 7 i AP #:4%, 3% OPEN #l WEP
— 1: ESP32-C6 station 7] 5[ OPEN F1 WEP 2 #MAEAr—Fhnss 5 =) AP %932
<reconn_interval>: Wi-Fi EiZE]lF, BN F, BME: 1, e KME: 7200
— 0: WriFiE#E)5, ESP32-C6 station ASEiE AP
- [1,7200]: WiFFi%82)5, ESP32-C6 station 4515 E [t a5 AP FiE
<listen_interval>: {77 AP beacon [¥J[A][, BA{i>Ay AP beacon [a][F, BRIAE: 3, G [1,100]
<scan_mode>: it
- O: B4, #ENHIR AP J5Z EHH, ESP32-C6 station 55— A2 AP iE#:
- L & FHEER, TR EEEREE A 2 534, ESP32-C6 station 5434 2| (1) 55 ik 1) AP
LD
<jap_timeout>: AT+CWJAP Ay 8T ARAE, B4 B, BRIAME: 15, JEfl: [3.600]
<pmf>: PMF (Protected Management Frames, Z/33 004 Fm), BRIAME 1
- 0 F/REH PMF
— bit 0: B4 PMF Difig, $#&/R3CHE PMF, WA 5 HA PMF Djfg, W) ESP32-C6 &K
JeiE#E A PMF Bz 4%
— bit 1: FFE PMF, $LRTFHE PMF, AR 2 RPN 3CRE PMF DIRERY &
<error code>: 45iRAL [Ufitz
— 1 B
- 2: B R
3: JuyA$RE B R AP
4: HERERIG
HEAE: RAERA R

AN AT+SYSSTORE=1, W& ¥ U3 A73] NVS 43X

fifi AR 6y A7 T station X

24 ESP32-C6 station B2 12 | AP 5, A ard-2Eih) Wi-Fi {25 ; 24 ESP32-C6 station %4 %
Be | AP, et AT CWSTATE 44 463) Wi-Fi {2 £

A AP <reconn_interval> B 5AT+CWRECONNCFG 1541 <interval_second>
%g*ﬁlﬂo WRIBFTARM OB AR E <reconn_interval> Z4L, Wi-Fi 5% k] b i) R R H 2k
I 1

WIER AT A I <ssid> fil <password> B8, A K ERIE

PATA A S BE A WA R AR, BRI 15 #P, Wil 340 <jap_timeout> BEH

A HpE T WAPT SRy s 82 0% e

AL IPVO ik, FRESEREAT+CIPV6=1

4% OK {0% IPv4 M B A UERINLE , AR IPV6 MG HES 4% . 24 i ESP-AT DA IPv4 W45
E, IPv6 4K R%E.

WIFT GOT IPv6 LL fAFETLIREFNAHIBEREE TPv6 skl , XM ihl 2 i EUT-64 ZSHi T4 Y ok
B, AEKbHRSS. BT, XTI REYE OK 2 Hl, WAIEEYE OK Z )5,

WIFI GOT IPv6 GLLEDLIREE|4 R IPv6 Hitik, iZ bl 2 AP F & Bymi g b ERitaE H
KGRI AR, FEKbSRSS. BT, XTI AETE oK 2 B, ] fEYE
OK ZJ5; WaJREH T AP A SZER IPVO MM AFTED .

// 4R EH A AP B SSID R "abc", H A R "0123456789", M & A &
AT+CWJAP="abc","0123456789"

// R B A AP B SSID £ "ab\,c", HARZ "0123456789"\", N & 4 £:
AT+CWJAP="ab\\\,c","0123456789\"\\"

Q)
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(£ L£50)

// R %A AP H AR # SSID "abc", T i it BSSID K F| H #F AP:
AT+CWJIAP="abc", "0123456789", "ca:d7:19:d8:a6:44"

// f R ESP-AT E ki pMF # # AP, U # 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: #rif)/¥cs Wi-Fi fiEicE
i A

e
iR Wi-Fi TERLT

.
"ﬂ/?\‘

AT+CWRECONNCEG?

W

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

&F

i
BCE Wi-Fi B

O e
iy

’ AT+CWRECONNCFG=<interval_second>, <repeat_count> ‘

Wi i *

[ox |

BH

 <interval_second>: Wi-Fi TiZ[E]fF, BN £, BRAME: 0, Hx/K{H 7200
- 0: WiiTiE#E ), ESP32-C6 station AN EiE AP
— [1,7200]: WiFFi#E#: 5, ESP32-C6 station 45535 E A5 AP &k
o <repeat_count>: ESP32-C6 X452 B AP HIIREL, ASHUE <interval_second> AN 0 B
AR, BOME: 0, HKRfE: 1000
— 0: ESP32-C6 station 5222 i53: AP
— [1,1000]: ESP32-C6 station % I8 7 S 5045 & [ Y S 1% AP

il

// ESP32-C6 station 4§ 1 # & ® E % AP, # 2 100 %
AT+CWRECONNCFEG=1, 100

// ESP32-C6 station HEW FFHE HF & AP
AT+CWRECONNCFG=0, 0
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e

o AT <interval_second> B HAT+CWIAP F[) [<reconn_interval>] ZHAH[R

* T YEBIROT AP Wi-Fi BRI HLS Wi-Fi B 8

3.2.7 AT+CWLAPOPT: ¥ AT+CWLAP iy A& 20 E Pk

XA

=

=

A

’ AT+CWLAPOPT=<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

Wi i ¢

o <reserved>: {451

* <print mask>: AT+CWLAP 1452 7 2R AR S5, BOAME: OXTFF, #7 bit 50 1, NE/R

KNV SEL, AR 0, WIS SR 2480
— bit 0: &% B/~ <ecn>
— bit 1: 2& B~ <ssid>
— bit2: & BN <rssi>
— bit 3: & E 7~ <mac>
— bit 4: 24 E 7~ <channel>
- bit 5: 215 BN <freq_offset>
— bit 6: 275 R~ <freqcal_val>
— bit 7: J275 7~ <pairwise_cipher>
— bit 8: 275 i/~ <group_cipher>
- bit 9: 215 B/ <bgn>
- bit 10: 27 E/R <wps>

o [<rssifilter>]: AT+CWLAP ()45 R 2 G AR SHGgE , wR), 20 R ST rssi

filter ZHUEHM AP, PAf7: dBm, ERIAME:-100, JEFE: [-100,40]

* [<authmode mask>]: AT+CWLAP {43445 B2 7 Son LT IAIE 20 AP, BRiAfE: OxFFFF, f1i

Woit x &R 1, MERXNIAIES R AP, 2k 0, NIRER
— bit 0: J275 i/ OPEN TAHE ) AP
- bit 1: 2% B8 WEP A A AP
— bit 2: & HR WPA_PSK AIE I AP
— bit 3: B&H /N WPA2_PSK IAE ) AP
— bit4: 27 5% WPA_WPA2_PSK IANE T AP
— bit 5: 27 /8 WPA2_ENTERPRISE TAE =1 AP
— bit 6: 275 8 WPA3_PSK iAIE 1 AP
- bit 7: 275 R WPA2_WPA3_PSK MEH R Ay AP
— bit & EH T/ WAPI_PSK IAIE =1 AP
— bit 9: 7 ER OWE IANIE AR AP
- bit 10: 2% /8 WPA3_ENT_SUITE_B_192_BIT IAIE =) AP
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il

/] B —AN%H K 1, kT AT+CWLAP # 4 3 % %4

/) B ZASHEA 31, B OxIF, KT PTAHMEN 1 8 bit TENSEHL L
AT+CWLAPOPT=1, 31

AT+CWLAP

2 B
i
HE
AF
B
e
<Ju
=
P
x
0
H
[

// R B FINIEF A A OPEN H AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £ %75 n HIT) AP

BEE A

yfig:

SIHAFERRE A AP, R SSID. MAC Hihlk sk (5iE5
i

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT %

Dy
S 24 HT R ) AP

AT+CWLAP

W i <

+CWLAP: (<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq_offset>,<freqcal_val>,<pairwise_
—cipher>, <group_cipher>, <bgn>, <wps>)
OK

o <ecen>: fii% A
— 0: OPEN
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2 _PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_SUITE_B_192_BIT
o <ssid>: FFEESEL, AP [y SSID
o <rssi>: G5B
e <mac>: FEFEESH, AP #) MAC #biht
e <channel>: {EiE%5

|
0NNk W=
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 <scan_type>: Wi-Fi F##i2%, BRIAEN: O
- 0: F3HH
Lt CIEEE ]
* <scan_time_min>: - MEIEBAAIME, RO 2R, JEHE: [0,1500], QARERRACH B
i, ASHTTH
* <scan_time_max>: FAMFHE RN, BA: 2R, JEE: [0,1500]1, Q5K 0, [EERA
SEEME, EZHEHR 120 ms, HEEhHH 360 ms
o <freq_offset>: #fifw (fRFEWIH)
o <freqcal_val>: BiRKUHEME (RETIH)
 <pairwise_cipher>: X528
— 0: None
- 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
- 6: AES-CMAC-128
- 70 RA
* <group_cipher>: HMNHHKA, 5 <pairwise_cipher> ZAUHIHZHEAF]
* <bgn>: 802.11 blg/n, #bit Bhy 1, MIFIRMREX AR, BN 0, MIFREE X R
~ bit 0: J275{fif 802.11b Kzt
— bit 1: 275 FHE 802.11g FE=;
— bit 2: 27F#ifiE 802.11n Az
e <wps>: wps flag
~ 0: R A WPS
~ 1: %§5 WPS

|
B W N

il

AT+CWLAP="Wi-Fi", "ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID By AP
AT+CWLAP="Wi-Fi"

3.2.9 AT+CWQAP: WiIF5S AP ER:

P4

Eld

43

’AT+CWQAP

W

[ox

3.2.10 AT+CWSAP: i ESP32-C6 SoftAP 5%
Ay

Yriie:
#51f] ESP32-C6 SoftAP ffit & 24k
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AT+CWSAP?

Wi % ¢

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

B

&E

Dy :
1% ESP32-C6 SoftAP [t & 2%k

Py -
iy

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>] ‘

Wi ¥ *

[ox |

S

o <ssid>: FAFRSA, AN
o <pwd>: FEFERSE, B, JEH: 8~ 63 577 ASCII
e <channel>: {FiE%
« <een>: JIE A, A3ZHF WEP
- 0: OPEN
- 2: WPA_PSK
- 3: WPA2_PSK
- 4: WPA_WPA2_PSK
* [<max conn>]: iFi%E A ESP32-C6 SoftAP [ #22 station Z{H , BUEIEE: 2 max_connection
[<ssid hidden>]:
- 0: 73 SSID (i)
~ 1: RS 4% SSID

|

A fiy 4 U Y4 AT+CWMODE=2 5% AT+CWMODE=3 I A 4

F7AT+SYSSTORE=1, it & W MU RAFAE NVS 431X

ZRIN SSID [HBLA T 5, 54 f iR 45 19 MAC Mk 4l it. 0T AR FIAT+CWSAP? 253 BRIA MY
SSID.

il

AT+CWSAP="ESP","1234567890",5,3

3.2.11 AT+CWLIF: #rifyiE$: 8] ESP32-C6 SoftAP [1) station {35 &
Wiihn s

A
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AT+CWLIF

W 7

+CWLIF:<ip addr>, <mac>

OK

¢ <ip addr>: 154231 ESP32-C6 SoftAP |14 station [1] IP Mkl
e <mac>: j%E3EF] ESP32-C6 SoftAP 14 station [} MAC il

B

o KAy TIEAWFE IP, {USFHE ESP32-C6 SoftAP HIFE AR station DHCP ¥ RERY I DL T A 4L

3.2.12 AT+CWQIF: WiJf station '5 ESP32-C6 SoftAP (3%
Wi a4

Dyie:
Wi B 1% A\ ESP32-C6 SoftAP 11y station

’ATJrCWQIF ‘

Mjn] oz <

T34 1% A ESP32-C6 SoftAP 11y station

s

’AT+CWQIF:<mac> ‘

o <mac>: FEWrTFiERE station 1) MAC Hiht
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3.2.13 AT+CWDHCP: j3JH/25)1] DHCP

AT+CWDHCP?

W i <

+CWDHCP : <state>

Yytig:
J& /4% F] DHCP

A

’ AT+CWDHCP=<operate>, <mode>

W

[ox

¢ <operate>:
- 0: 871
- 15
¢ <mode>:
— Bit0: Station [1)) DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP fIRES
- Bit0:
« 0: 2% Station [} DHCP
« 1: JB ] Station ) DHCP
- Bitl:
x 0: 25 SoftAP [{) DHCP
+ 1: J5 ] SoftAP [} DHCP
- Bit2:
« 0: 2% [f] Bthernet [1) DHCP
+ 1: J32 Jf] Bthernet |1 DHCP

e

» #AT+SYSSTORE=1, WiiH HHCRHATTE] NVS 43X

o KW HE G S BRCEEHS IPv4 ik 6y - AN ESEN, WAT+CIPSTA FIAT+CIPAP
— #5531 F] DHCP, WM IPv4 Motk £ 2
- FEAEA IPv4, Tl DHCP 24 5%
- RE R ESES LR E
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il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #if)/i¥i ESP32-C6 SoftAP DHCP 4}t IPv4 Huht i Hil
Ay

e

AT+CWDHCPS?

Wi 3% ¢

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

Dytig:
¥ E ESP32-C6 SoftAP DHCP JI# 55 #3431 TPv4 Hiuhk- 75l

e

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

W

¢ <enable>:

— 1: % DHCP server {5 5., FESEMIEE

- 0: 75 F® DHCP server {5 5., KR EGAME, FESHLHES
o <lease time>: FHZYW[E], FAf7: Zr4p, BUEVERE: [1,2880]
o <start IP>: ESP32-C6 SoftAP DHCP JI} 45-4% IPv4 kb it i 1P
o <end IP>: ESP32-C6 SoftAP DHCP [l 43¢ IPv4 ik 4t 1P

Bl
* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

© AT LHAE ESP32-C6 SoftAP #EX e, HIF)5 DHCP server 1 &L {5 H]
o PCE Y TPv4 Hdik 7 BBl 2625 5 ESP32-C6 SoftAP ¢ /] — ¥ B¢

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HHEE, WEZRIAE
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3.2.15 AT+CWAUTOCONN: #¢if)/i%E o s A aiEs: AP
AR

AT+CWAUTOCONN?

Wi 3% <

+CWAUTOCONN: <enable>

LT
OK
SH
¢ <enable>:
- 1: bR HZhERE AP (BHA)
- 0: LA HINER: AP
]

o ARERAFE] NVS X,

Bl

AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/i ¥ SoftAP Ei X 802.11 b/g/m Ppillbrifi
i

e

AT+CWAPPROTO?

Wi i ¢

+CWAPPROTO: <protocol>
OK
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=

=

A

’AT+CWAPPROTO:<protOCOl> ‘

* <protocol>:
— bit0: 802.11b HpXARE
bitl: 802.11g Pl FritE
bit2: 802.11n PpARHE
bit3: 802.11 LR 'Rk#% % ARt
bitd: 802.11ax PrislkrvE

|

o Y7, ESP32-C6 %45 11 PHY mode Ii,: Wi-Fi 5=
o BRAMEMT, ESP32-C6 % #1% PHY mode & 802.11bgnax f&:

3.2.17 AT+CWSTAPROTO: k¥ Station iz, F 802.11 b/g/n il brifi

AT+CWSTAPROTO?

Wi i ¢

+CWSTAPROTO: <protocol>
OK

B WA

-t

’AT+CWSTAPROTO:<protOCOl> ‘

Wi i :

* <protocol>:
— bit0: 802.11b HpXAriE
— bitl: 802.11g FpXFRHE
— bit2: 802.11n HpsAFRIE
— bit3: 802.11 LR k%% FIPbnritE
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— bitd: 802.11ax HpMARIE

]

o M4pT, ESP32-C6 BE#% #5719 PHY mode I{.: Wi-Fi #pili=t
o BRAMEM T, ESP32-C6 % #1% PHY mode & 802.11bgnax &

3.2.18 AT+CIPSTAMAC: #rify/ix¥ ESP32-C6 Station ) MAC Hihl

QI

Yriig:
#5f] ESP32-C6 Station ) MAC #iht

A\ .
"Il/?\‘

AT+CIPSTAMAC?

W

+CIPSTAMAC: <mac>
OK

Ystie:
¥ H ESP32-C6 Station [} MAC #zhit

[

’AT+CIPSTAMAC:<maC>

Wi 3% ¢

[ox

B

e <mac>: FEFEESH, 8 ESP32-C6 Station ) MAC Hihik

(]

il

FTAT+SYSSTORE=1, it & MU PRA7 3] NVS 431X

ESP32-C6 Station ) MAC Hiihik 5 ESP32-C6 SoftAP AN[r], NEh — B E R MAC Hihk
MAC il Bit 0 Afigsy 1, Bifn, MAC Hihkaf AR “la:-7, {HARATPARE “15:--7
FF:FF:FF:FF:FF:FF F1 00:00:00:00:00:00 j& To3cihl, RRESE

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"
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3.2.19 AT+CIPAPMAC: #xify/i i ESP32-C6 SoftAP ) MAC Hihl
iy

Ystie:
#51f] ESP32-C6 SoftAP ff) MAC Hiufi:

s

AT+CIPAPMAC?

W

+CIPAPMAC: <mac>
OK

)E’J

CHLN A

Yriie:
% ESP32-C6 SoftAP [f) MAC Hiufi:

[

’AT+CIPAPMAC:<maC>

W i <

[ox

S

o <mac>: FHEESE, FE8 ESP32-C6 SoftAP i) MAC ik

Bl

H7AT+SYSSTORE=1, Pt E ¥ U RA7E] NVS 43X

ESP32-C6 SoftAP ] MAC #iik 5 ESP32-C6 Station AR[a], AE k¥ & RAEN MAC Hiht
MAC Hilikig) Bit 0 ANl 1, Billn, MAC #hkv] PR “18:---7, [HAW PAZE “15:-7
FF:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & TCa bl , ANEEXE

2N

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.20 AT+CIPSTA: i/ ¥ ESP32-C6 Station 1] TP Huhk:
A ity 2

Jtig:
Zrifi] ESP32-C6 Station 7 IP Hihik
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AT+CIPSTA?

Wi % ¢

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

Yitig:
¢ '8 ESP32-C6 Station ] IPv4 Mk

e

’ AT+CIPSTA=<"ip">[,<"gateway">, <"netmask">]

Wi i ¢

’OK

BH

o < ip” > FERFESE, Fn ESP32-C6 station 1 IPv4 Hidik
o <” gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C6 station [{{] IPv6 Hilil:

(A

o ARG N), HA2Y ESP32-C6 station 1% A AP B4 il B 11 #35 IP Huht 5, A ReAif 3| &) IP
Hidik
o FAT+SYSSTORE=1, [t W R4 E] NVS 43X
o A E 45 E DHCP [ H 0, WAT+CWDHCP
— PR S IPv4 Hihl, 2% F DHCP
— # )5 H DHCP, N2k S IPv4 Hihk
- R ESE S LR E

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: #ily/E ESP32-C6 SoftAP [¥) IP Hiuhl
Ay

Yriie:
#51f] ESP32-C6 SoftAP [f) IP kit
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AT+CIPAP?

Wi % ¢

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

Ystie:
P H ESP32-C6 SoftAP ff) IPv4 ik

e

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

o < ip” > FLERSE, Fn ESP32-C6 SoftAP 1Y) IPv4 ik
e <” gateway” >: [

e <” netmask” >: T MY

e <” ipv6 addr” >: ESP32-C6 SoftAP [ IPv6 Hii:

Bl

o ABREMANGE AT IPv4 M4, KNG T IPve 4%

o FAT+SYSSTORE=1, Wi W oCrHEAES] NVS 43 X

o ARPEE A5 E DHCP A 520, AT+ CWDHCP
— B RS IPv4 Hichl, 2% ] DHCP
— Z7J5 DHCP, &K S IPv4 Hihl
- KR ESES L —REE

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: JI )} SmartConfig
Wiifn %

Ytk
FFJ2 ESP-TOUCH+AirKiss 325

O e
iy
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AT+CWSTARTSMART

FFIE 38 E 258417 SmartConfig

iy 4

’AT+CWSTARTSMART:<type>[,<auth floor>] [,<"esptouch v2 key">]

LO)vE

’OK

SR

]

il

<type>: KA
— 1: ESP-TOUCH
- 2: AirKiss
— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
<auth floor>: Wi-Fi I\ i B {E, ESP-AT A<i%E3:%] authmode I I H{E L) AP
— 0: OPEN (EkKiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
<” esptouch v2 key” >: ESP-TOUCH v2 [fi Ak, TR Wi-Fi SR @ C8dE . KW
A 16 FAT .

|
oA L R S

W24 % SmartConfig K5 8., i5§Z% ESP-TOUCH {# I 55 ;

SmartConfig 1 3z $7F ESP32-C6 Station #5524 H ;

HH Smart get Wi-Fi info /8 SmartConfig W IFREE] AP (5 H, Z )5 ESP32-C6 2ii% 1%
AP;

4B +SCRD:<length>, <rvd data> /R~ ESP-Touch v2 i{Ih3RELE] H & L EE ;

HE Smartconfig connected Wi-Fi FE/RnmEhi%ER:S] AP;

lﬁ ESP32-C6 % 453221 SmartConfig Fitt (¥ 45 5 [7] 25 28 AL, FroABHYAENS B Smartconfig
connected Wi-Fi &l )5HERE L 6 7 ﬁl}"‘]}iﬁAT+CWSTOPSMART

AV F AT+ CWSTOPSMART {5 1} SmartConfig, #&J5 4047 HAthi 4. W&, 7 SmartConfig 11 H
T THAB AT L

AT+CWMODE=1
AT+CWSTARTSMART
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3.2.23 AT+CWSTOPSMART: {% - SmartConfig

WA %

v

A

=

’AT+CWSTOPSMART

W

’OK

st

» i SmartConfig S 575, #iEFEATHAL Ay 2 w5 JH AT+ CWSTOPSMART %% SmartConfig 5
WA

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: i&'# WPS Tt

)E’J

CE

A

’ AT+WPS=<enable>[, <auth floor>]

¢ <enable>:
- 1: JF5 PBC 24711 WPS
— 0: X4 PBC k%11 WPS
 <auth floor>: Wi-Fi IA{FA B {E, ESP-AT A<£i%E#%)] authmode KT I B{E ) AP
- 0: OPEN (2tiA)
- 1: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK

|
N O\ bW

Bl

* WPS Jjfigb2ii{E ESP32-C6 Station HBER 7 HL T I ]
* WPS R37HF WEP Jii 755
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il

AT+CWMODE=1
AT+WPS=1

3.2.25 AT+CWJEAP: #%:4: WPA2 i)l AP
iy

ik
# i ESP32-C6 station ¥ AL AP #TCEL B

AT+CWJEAP?

W

+CWJEAP :<ssid>, <method>, <identity>, <username>, <password>, <security>

R H ARV AP

A .
"ﬂé?‘

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W i <

OK

£

+CWJEAP : Timeout
ERROR

BH

o <ssid>: 1 AP 1) SSID
— G0 SSID E I A, . L \\ SRR TS, R
o <method>: WPA2 I INIE 7=
— 0: EAP-TLS
— 1: EAP-PEAP
- 2: EAP-TTLS
o <identity>: [rEz 1 (8, FEAFHRBRTEN 1~32
o <username>: [N ES2 A4, JGFl: 1~32 7%, EAP-PEAP. EAP-TTLS WifliAiE A&k E
KZ4, EAP-TLS A TLH R EASH
o <password>: B¢ 2 f#TY, JiFE: 1 ~32 59, EAP-PEAP. EAP-TTLS WFfAIE )y st B A
2%, EAP-TLS FRIEFHREARSEL
e <security>:
- Bit0: & FugikEfs
- Bitl: iR ZHIET
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* [<jeap_timeout>]: AT+CWJEAP fiy Wy SOBININE], FRAL: #0, BOAME: 15, JEHL: [3,600]

il

// HEHZE EAP-TLS AEF AN ALK AP, RESH, RUERFBES, WRE P HIES
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ##HE EAP-PEAP AF F By A o
AP, HEEMHR. AP 4. B8, ARIERFEEFH, A HEPFHIEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl11l",0

HACHED:

WPA2 i 4R DA ERR CODE : 0x<$08x> ¥=0FT Bl :
AT _EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET PASSWORD_FAILED 0x8007
AT _EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT _EAP_SET CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT _EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT _EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET _CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

vl

* #TAT+SYSSTORE=1, BB EUCRHRAE] NVS 731X
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o (A4 TS Station A
o ] TLS TAIE 2R RE % P ik

3.2.26 AT+CWHOSTNAME: #ify/i ¥ ESP32-C6 Station ) 1: L #4Fr

A4

i
Zrifi] ESP32-C6 Station {1 FH144 FK

AT+CWHOSTNAME?

W i <

+CWHOSTNAME : <hostname>

OK

L

P
i

[y

=

T E S

15 E ESP32-C6 Station [ M4 Fi

P
] H

=

’AT+CWHOSTNAME:<hostname>

LTIVE

’OK

A F 5 Station A, NI 1] -

’ERROR

B8

o <hostname>: ESP32-C6 Station ) EHLLFR, S K :

|

o Jit B HEUONELE) flash

il

2o

32 5

AT+CWMODE=3
AT+CWHOSTNAME="my_test"
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3.2.27 AT+CWCOUNTRY: #rify/i ¥ Wi-Fi [E ¢
Ao A

ik
it Wi-Fi [EZAC5

s

AT+CWCOUNTRY?

W

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

BeE WA

Ly
R Wi-Fi [ 50

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count> ‘

W i :

[ox |

¢ <country_policy>:
- 0: FFE Z AL A ESP32-C6 451 AR AP [ E Z A5
- L AR EZRA, GARRA I E M E R A
* <country_code>: [HZMMY, HAKAE: 3 MFRF, &EEZAIES% 15O 3166-1 alpha-2 FrifE.
o <start_channel>: EIA(E53E, JUHE: [1,14]
o <total_channel_count>: =38 MANEL

B
o VIS S % Wi-Fi BRI AR,
* BEE SO RATE] flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT &%
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N4

AT+CIPV6: J2 /25 TPv6 W4 (IPV6)

AT+CIPSTATE: #¥ifi) TCP/UDP/SSL %35:(% &,

AT+CIPSTATUS (%7 ): #%if) TCP/UDP/SSL &R SIS B
AT+CIPDOMAIN : 3% f# ¥

AT+CIPSTART : #7. TCP %4, UDP {£#iuk SSL %4
AT+CIPSTARTEX : %257 A 2140 ID 1y TCP %32 . UDP {&#y8k SSL &4
ME ) B AR ] +++1 BB AEX

AT+SAVETRANSLINK : %% Wi-Fi JPHLE 52X (58
AT+CIPSEND: TE-5id@fEim 42 X, o Wi-Fi i X T AR H0E
AT+CIPSENDL: TE-&idifEimA2 X, FHAT Rt K5
AT+CIPSENDLCFG: %% AT+CIPSENDL 4 ) @tk
AT+CIPSENDEX : FE-&:if 42 X, TR Y i)y X & B 50
AT+CIPCLOSE: %4 TCP/UDP/SSL %1

AT+CIFSR: A H TP HuhkF1 MAC ik

AT+CIPMUX = J53JT1/25 F] £ it

AT+CIPSERVER: %57/ TCP 8 SSL Jif % 4%
AT+CIPSERVERMAXCONN : i)/ B IR 55 #% SevVF 8L I i K IE Bk
AT+CIPMODE : 51/ B A& Hikki 2

AT+CIPSTO: i)/ B AL TCP JIRk 45 2 i Bsf [)
AT+CIPSNTPCFG: #¥ i)/ & I X Il SNTP il 45 2%
AT+CIPSNTPTIME : #:1f] SNTP I

AT+CIPSNTPINTV :  25if/4% & SNTP i |a] [ 4 1 |7 b
AT+CIPFWVER: RS540 A 1 AT [E{ERR A

AT+CIUPDATE: &3} Wi-Fi 1% [

AT+CIPDINFO: % +IPD 5 A3

AT+CIPSSLCCONF : #5#]/i% % SSL % 1 i i 5

AT+CIPSSLCCN : Zrifi)/i5 B SSL %% i I/~ il 44 (common name)
AT+CIPSSLCSNI : 751/ 5 SSL % i) SNI

AT+CIPSSLCALPN : #5fi]/i% & SSL % P13 ALPN

AT+CIPSSLCPSK : B i)/ & SSL %% i) PSK (AR A8
AT+CIPSSLCPSKHEX : ¥ if]1% B SSL & Pt PSK (-} 753k k&0
AT+CIPRECONNINTV : 53/ & Wi-Fi i% £ 45 X, Ny TCP/UDP/SSL 4] I
AT+CIPRECVTYPE: #i)/i% B ok

AT+CIPRECVDATA : SREUHE sl k=X R B2 8
AT+CIPRECVLEN : Zifi g shizioii= N B Hdh i K
AT+PING: ping %3 34

AT+CIPDNS : %)/ & DNS Ik 52515 5.

AT+MDNS: %% mDNS Lij#g

AT+CIPTCPOPT : 25if)/3% B A B 30k I

331 #ivd

iR

BRI AT [ SCRFICOUE FRYFTA AT fiv 4. AIREETREAE N ESP32-Co BUA S Fiiir <, 1A

Fremi¥ ESP-AT 142, TESFTAPTCE TR (NS0 MALR), RIEER T ZEHE) -

21 OTA fird (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

2% PING 7% (AT+P1NG)2 Component config->AT->AT ping command support

2 1] mDNS 4 (AT+MDNS): Component config->AT ->AT MDNS command support
S5 TCP/IP fip % (CRHERE. —HAEH, i TCP/IP MIRerF i, AR 2 AT X L AT iy
4-): Component config->AT->AT net command support

3.3.2 AT+CIPV6: 3 HI/ZEH IPv6 4% (IPv6)
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A ifo i 4

i
) 1PV6 41275 e
LT

AT+CIPV6?

Wi i :

+CIPV6:<enable>

OK

S

)E’J

Ly :
JE /S TPV6 [ 2%

I/ e
“ﬂ4>‘

’AT+CIPV6:<enable>

W i ¢

[ox

BH

* <enable>: IPv6 M ZE (I EEIRZS. BRIAE: O
— 0: 221 IPv6 M %%
— 1: J3H IPv6 M %%

B
o FE M OB T IPve W %5 b2 W A W,

T IPv6e W %% {fi ;i TCP/UDP/SSL/PING/DNS,
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

S E O IPve W 2,

SR

5

1, # & TCP6/UDP6/SSL6/PING6/DNS6 1

3.3.3 AT+CIPSTATE: #%ify TCP/UDP/SSL 455

Ay

A

Ele

AT+CIPSTATE?

W i ¢
MG TEERS, AT &[]

OK

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>
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WA R, AT R

OK

<link ID>: W%i%E$H: ID (0~ 4), HTZEEE
<7 type” >: FARSH, FR k4 TCP”” UDP”,” SSL”.” TCPV6”,” UDP6” 8 “SSLv6”
<” remote IP” >: FEFHE SR, Fonuong IPv4 Hihksk IPve Hihl
<remote port>: i_lffﬁlffﬁ mE(E]
<local port>: ESP32-C6 71 {8
<tetype>:
— 0: ESP32-C6 %45 1F N 7% F i
— 1: ESP32-C6 %451V MR 4525

3.34 AT+CIPSTATUS (5i¢H): #rify TCP/UDP/SSL ¥EEAREFME B

P4

Eld

(T3

AT+CIPSTATUS

W i <

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>

OK
S
o <stat>: ESP32-C6 station 3 [T RS
— 0: ESP32-C6 station bR ¥ GRS
— 1: ESP32-C6 station WG ARAS, (HIEARIF4h Wi-Fi iEH
— 2: ESP32-C6 station {\iE#: AP, #i15 IP #bhl
— 3: ESP32-C6 station .73 TCP. UDP &} SSL 1&#;
— 4: ESP32-C6 #4574 1) TCP., UDP H1 SSL ¥JiH
— 5: ESP32-C6 station JF 4G Wi-Fi i#4%, (HM AR %R _E AP i M AP K
o <link ID>: MZEH ID (0~4), HTZEEMTEOL
° <” type” > Hﬂk@%é—%%& %\%iﬂ?ﬁi%@iﬂ” TCP”‘” UDP77‘77 SSLM‘M TCPV6”‘” UDPV677 ﬁ 4LSSLV677
e <” remote IP” >: FESE, Fonmiy [Pv4 Hubiksl IPve Hilik
« <remote port>: L I 1{H
* <local port>: ESP32-C6 71 I1{E
* <tetype>:
— 0: ESP32-C6 %451V N& i
— 1: ESP32-C6 & 451E MR %5 2%
B
o BN S AT+CWSTATE iy A-2514) Wi-Fi JRZS, i FJAT+CIPSTATE 1y 425 1) TCP/UDP/SSL IRTS o
Espressif Systems 7 Release v2.3.0.0-esp32¢3-898-gcb74b8677e

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

3.3.5 AT+CIPDOMAIN: I #4@dr

v

H

N

B

¥

v

A

=

AT+CIPDOMAIN=<"domain name">[,<ip network>] [, <timeout>]

W i <

+CIPDOMAIN:<"IP address">

OK

o <” domain name” >: FHENTIVIE A
o <ip network>: ik IP [%%, BRIA(E: 1
— 1: HE¥EMENTA IPv4 Hitk
- 2: VU@EMTA IPv4 ik
_ 3 FEhT Y IPv6 HikE
o <” IP address” >: M5 IPv4 Hihksk IPv6 itk
s <timeout>: Ay, B 2ZFP. ERIAME: 0. JEH]: [0,60000]. BLE A O W, v A
T IILEF IWIP PSR BB MR O B, v 7EFR ST AR M, (HZiHFEZ 5 KB iHEZS .

il

AT+CWMODE=1 // % & station # R
AT+CWJAP="SSID", "password" /] E W%
AT+CIPDOMAIN="iot.espressif.cn" -2 X

/] B & BAT, REAT A Ipvd Hit

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B & BAT, REAT A IPve Mt

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B AN, BEBAA IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: &ty TCP ¥E8;. UDP {44k SSL &E#;
* 3 TCP#4k
* 35 UDP fhi
o @7 SSLiEd

ey TCP 4%

peEmY mA

// B % B (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">][,
—<timeout>]

Q)
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(£ L£50)

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

W 7
FRPERRTR, ARl

CONNECT

OK

SRR, R

<link ID>,CONNECT

OK

BH

* <link ID>: 257542 ID (0~ 4), HTZHEERMIEL. ZSE0E B BYLT nenuconfig PRIHA
BRE I, — A2 AT R E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A42 LWIP
AR BCE T LWIP_MAX_SOCKETS , ERIMEH 10, EEUGZSETEHE, EFHEZE il & I
AT_SOCKET_MAX_CONN_NUM H{E I M PR % E A KT LWIP_MAX_SOCKETS HfH. (EZ%%iF
ESP-AT T42 FKEUE £ 15 H..)

o <V type” >: FRFERSEL, FIRMLIEREM,” TCP” 1 “TCPv6”., ERIAME:” TCP”

« <” remote host” >: FEFEESE, FRuhs IPv4 Hihl. IPve Hihl, Sk, FKh 64 F35.
SRR B A2 B4 KT 64 <277, 15 i AT+CIPDOMAIN iy 23RBS 42 % B ) TP il
SRS TP bk ST 3 4%

* <remote port>: Vil I {E

o <keep_alive>: [il BFER:F SO_KEEPALIVE &I (&% : SO_KEEPALIVE /+44), Hfi: .

e JL[E: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: HE keep-alive i, TCP_KEEPIDLE {H % <keep_alive>, TCP_KEEPINTVL =
1, TCP_KEEPCNT {HH 3.
o Ay <keep_alive> B HAT+CIPTCPOPT 14 H1f) <keep_alive> Z¥HHE], HZ1H
MG E NSO UE . MRBITARMOI AN REE <keep_alive> S5, WIBRIAM F LK B E O1E .

o <” local IP” >: ZAHbEY IPv4 Huhksk IPvo Mk, FHF48ai®dE. M2 AWM 024 1P bt
B, WESEEAEEA R . BRI, RS A E. TRE N,

o <timeout>: HAHBN. BN ZFb, BRAME: 0. JEEE: [0,60000]. BEER 0B, 64 RYABIHKHE
TIZEAN IWIP Pl s 3B AR O B, My TEfs Bt AR El, (H4ZIHFEZ) 5 KB [z ).

e
o QIR ELT IPVO 28 7N, —A~ TCP &4, T HATA N HAE:
— TR AP 7 IPv6
- B AT+CIPV6=1
— SH T AT+CWIAP 6y S 3REUE]—A~ IPv6 Hitil
— (A[gk) EiTAT+CIPSTA? fiy 4Kt ESP32-C6 275 2K Hi#] IPv6 Huhik
il

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

Q)

Espressif Systems 73 Release v2.3.0.0-esp32c3-898-gcb74b8677e
Submit Document Feedback



https://man7.org/linux/man-pages/man7/socket.7.html#SO_KEEPALIVE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPIDLE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPINTVL
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPCNT
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

(£ L£50)

# ¥ GitHub # TCP M & #, % & 5 B

AT+CIPSTART="TCP", "www.github.com",80,,,5000

AT+CIPSTART="TCPv6", "test-ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at B i i AT+CWJAP 3% BL 3 IPve 2 B i it
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004", 80, ,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—">][,<timeout>]

// % & ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <
—"local IP">][,<timeout>]

W
EHER, R

CONNECT

OK

ZHERBAT, &I

<link ID>, CONNECT

OK

BH

o <link ID>: #5155 ID (0~ 4), HT 2R

o < type” >: FRIHSE, FIORMIERIA,” UDP” 5 “UDPv6”., ERiAfH:” TCP”

* <” remote host” >: FEEFFRSH, FRimin IPv4 Hidk, IPve #hhl, B4 . HKH 64 F37.
SRR L I HIsR A K T 64 =T, i FHAT+CIPDOMAIN 1y 4 3 B 44 % W i TP itk
RG] TP Mk iR .

« <remote port>: L 1{H

* <local port>: ESP32-C6 iX 4514 UDP i [1{H

« <mode>: 7£ UDP Wi-Fi 4, ARSHURELAI A O

- 0: #i%) UDP $da )5, AoEst i UDP btk f5 B (Eﬁ}\)

— 1o AUEE— R R '??JJ BCEAN R X i UDP B, eloAs Xt UDP Mk {508 & a6 5 s
By 1P Huhk Al

- 2: FRRERIKCE] UDP %*&?E‘Hi FRCAE Xk v UDP #hEAF B R & iR 5 15 45 14 TP Mootk Al 1

* <” local IP” >: ZHif IPv4 Hihls IPve Mikl, FIT4Fa . 2 MEE: N2 A 1P Hitik
i, WEEEAEREER . BRI R EAEERfTRE. TiE NS,

o <timeout>: fBNf. HA: ZFP. BOAME: 0. JEM: [0,60000]. &K OB, A
T ILEH IWIP PSR B AR O B, v 7EdR @I R, (HZ2IHFEL 5 KB iiEZS [ .

Bl
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o N UDP &3 mig IP Hudih 2 1Pv4 ZH4E bk (224.0.0.0 ~ 239.255.255.255), ESP32-C6 %454 %
PEFIEIL UDPv4 435

o N5 UDP &3 h ki IP kb2 1Pv4 T % Hhk (255.255.255.255), ESP32-C6 #4546 & ik 1k
UDPv4 | 4%

e fn X UDP % % b R i ouw IP ML AR 2 IPve 4 % b ik (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C6 X 45 & T IPv6 W %%, K& 15 fl 3%
It UDP 41 #%

o [HiI S <mode> Hi, FIHLIFESE <local port>

o QUAREAEELT TPV W24 78S —> UDP %4, HPATRA N EAE:

- Half AP I #; IPv6

- WHEAT+CIPV6=1

— SBITAT+CWIAP 64 3REE—A IPv6 Hihk

— (H\[%k) WFAT+CIPSTA? £y A K652 ESP32-C6 275 3R E %] IPv6 Mtk

o QR R E KT 1460 TR UDP 4, 16 H 474 1% ESP-AT T 42, FE45 TP s TR H
P& Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 H #%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// ¥ pool.ntp.org W UDP feiyr, K E 5 &
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #ET 1Pve W % &y UDP H 3%
AT+CIPSTART="UDPvo","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9%b"

// #ET 1Pve WM % &y UDP % %
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

Wty SSL ¥Ef:

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">][,
—<timeout>]

// % % ¥ : (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local.
IP">][,<timeout>]

W i <

FRPEHART, k)
CONNECT

OK

ZHEREE, R

<link ID>, CONNECT

OK
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* <link ID>: %158 ID (0~ 4), HT 28N

o <7 type” >: FRFHRSE, FRMGIERA,” SSL Bk “SSLve”. BRIA{E:” TCP”

e <” remote host” >: FFEESE, Fonimiy IPv4 #uhk, 1Pve #bhik, =iisk4s. &K 64 235, 0
ST Bl % H % K R 64 27T, 15 i AT+ CIPDOMAIN iy 4 3R BUsk 44 % B 1) TP Hidik,
SRIGHE R TP bt T % .

e <remote port>: Tifii [ {E

+ <keep_alive>: [il & &E#;~) SO_KEEPALIVE 37 (Z%: SO_KEEPALIVE /14%), Hfi: #b.

« JEHE: [0,7200].,
- 0: Z&Jf] keep-alive ZHEE; (BRIA)
- 1~7200: JFJ3 keep-alive Ifj§E, TCP_KEEPIDLE {fi-} <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {#} 3.
o KA <keep_alive> B 5AT+CIPTCPOPT A1) <keep_alive> ZHMHF, HAH
HF B AT T E o AFRNBITA G QI E <keep_alive> 4, MIBGAMHA] ERBCEE.

* <” local IP” >: ZRHufy IPv4 Huhikal IPv6 Hidik, I TE8E . N2 ML OmZA 1P Hilk
W, WSEARREA M. BN . WG NEe HATiE . WRE N

o <timeout>: fiy& M. B ZFP. ERIAHE: 0. JERE: [0,60000], BEE K OB, iy 4K
T2 WIP Pl BEEONIE O I, Ay RAERTE N IR IE], (HZiHFEL 5 KB HyEs .

vei
o SSL HEREBCR BT W] ] WAE oK IE R
o SSL iERT I KRN, WIIANESSEREER
o N AT+CIPSTART fipd kT SSL i E#:, HARNEE LRSI E] A 10 #2, D] SRR A Aisf ] 25 A8
AR, BB TR TR A5
o WIRBAEELT IPv6 W45 77— SSL 4%, 5 PATRA T #RfE:
— Wil AP % IPve
- B AT+CIPV6=1
— T AT+CWIAP ﬁ*ﬁé\%}%HX@JQ/P 1Pv6 Mt
—  (A¥k) JBILAT+CIPSTA? 6y A H#s ESP32-C6 2754k B F] IPv6 Hiht

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/] EERKLRE sSL RA& B, &E 5 HER
AT+CIPSTART="SSL", "www.bing.com", 443,,,5000

// esp-at B i3 AT+CWJIAP # BL 3 IPve 2 B Hi it
AT+CIPSTART="SSLv6","240e:3a1:2070:11¢c0:6972:6£f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: &t (3205018 ID %) TCP ¥Eg:. UDP {&#ak SSL ¥EH:

A B A 5 AT+CIPSTART AL, AESTET: L EEER T (AT+CIPMUX=1) TLHEFHH D, RS
25 BB A 1D,

3.3.8 [MGEHEHEEGR] +++: BIBBIHELX

Rk T A

itk
BB FAERX, FEAGESEX

Command:
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/) AXE R B AR

+++

e
o WASIEHAT S =R + 545 (B ASCILAG: 0x2b), [Hitar44E R4 CR-LF 545
o WHRE A~ + FAFET 2 /04 20 ms W] [A] B A HABE A, 55 =4 + F4AFE 24045 20 ms i} E] 8]
B A HAb s A, = + FAFZ B 2L 20 ms WHE][E) RGN 3ca Hai A . B0, + FRFapiy
A B i 2
o KREKEFIRPAT a3 A T
o HEDIARE | AR T4 AT 4

3.3.9 AT+CIPSEND: ¥ {4t Xk Wi-Fi E b bRk 8k
B

itk

SRR, B K G AT R R T 8192 50, i AT+ CIPSENDL
Rk,

Py -
“ﬂ4>‘

// B ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % % H: (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

// UDP % #y [ & & * 3 £ AL e o
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">,<remote port>]

M

OK

>

R Fs AT CUE A iR O AT 800 , PRI S8m] DA AR , 24 AT S8 2l 1K 2k )] <length>
Ja, BRI

ANSRR ST VR R AL i I T B BT T, aR [ -

’ERROR

R BT B s A AR CRAEERC 240X B X im) , & [E]:

’SEND OK

AT+CIPSEND
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Wi 3% ¢

OK
>

11

ERROR

PEA Wi-Fi if 1542 X, ESP32-C6 Beav Rk KRN 8192 777, oAk 2920 47, AARILEI i & 1<
JERTAET 2920 747, BARSSLRIPE A 2920 FA7T— AR BRUET ik, R S2F1F 20 ZAPESETRIK
BRI R T 45T 2920 TR Al Bl (ESmT DA AT+ TRANSINTVL fip 2 FCELBLIAIRG ) o 2450 A Bl
—fl+++ I, GRIE AR AR FRORE AR, W R 1A R — 4 AT @l

KAy UIAEF J5iE 42X AR ER F . %58 Wi-Fi UDP %1%, AT+CIPSTART 1in 4 15 4
<mode> WK E N 0.

<link ID>: [47582 1D (0~ 4), T2

<length>: iR, FARfH: 8192 FA7

<” remote host” >: UDP £ n] AT E Xt E4L: 1Pv4 Hihil . IPve Hihl, mliEi4%
<remote port>: UDP £ 1] PAS & X i i 11

]
o &AM AT+ CIPTCPOPT fin 4K}y 44~ TCP IR FL B R 7 e filn: 3 <so_sndtimeo> 2y
5000, W] TCP Kk ARAFRTE S NIRIEER, TR MIE R KM, XA PATIE MCU %54 AT iy
] 2 P ]

3.3.10 AT+CIPSENDL: fEd# il FIFirks KEd:

EdR X R, BERKE, T RSREdE (AT drd i 0 BICBIR A AT Bt &k BaE 2 HH4T1)
T 0] DA FJ AT+CIPSENDLCFG iy 4 it B A £ 4o QSR 8B 36 (B0 1 B /N T 8192 27, &t ml pA
{#i F§ AT+CIPSEND £33 % 3% .

Py -
iy

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 & & * 3% £ AL e H
AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

ja] 7 =

OK

bRm R RN AT $EA SR A X H HE MR A AT Sl DR, HRHEmT DA AR, —H AT
A BB B, BRSO AR Z T, SR E TR .
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WRAERE TR, RERMIRAT+CIPSENDLCFG L E FAHOE L -

’+CIPSENDL:<had sent len>, <port recv len>

IR+ ++ A BUE, RGN :

’SEND CANCELLED

WER A B Poe ki 2, REmRA RN :

’SEND FAIL

TR A BRI A CRAEREIRC 40X B ), RETHRA& RN :

’SEND OK

MEERWOIT, G AR IE+++ Ao HUH ek, [FINf ESP32-C6 St M2 X B . I, AT fiy
L H & ELEOEE, EEMERER <length> KIEEHHNS, A SiBHAIERZX.

* <link ID>: %154 ID (0~ 4), H T2

o <length>: FEK S, FAfE: 27 -1 54

o <” remote host” >: UDP {£&i 0] DAFS E ST AL 1Pv4 Hihl . IPv6 Hihl, B4
+ <remote port>: UDP £ %] PAFS & Xt i i 11

* <had sent len>: j{3)) & 5| IK)2 VMU B B2

* <port recv len>: AT fir4-uity B 1 £l K 2

o HECEE ] UART Jids. 0, A0SR UART $ISGH R T M 48 Ak BRI, R & S8 22k

o W] DM FJAT+CIPTCPOPT 1543 RaiA> TCP Bl B B0k . il : X8 <so_sndtimeo> A
5000, W TCP Aik#RfEAE S FNIRIMIZER, TEie ML R R . XA DAY MCU 451 AT i
[m] 52 87 P 1] o

3.3.11 AT+CIPSENDLCFG: ¥ ¥ AT+CIPSENDL 1y 41 J&
A%

Yriie:
P AT+CIPSENDL fiv 4 lic B

Py -
iy

AT+CIPSENDLCFEG?

W :

+CIPSENDLCFG:<report size>,<transmit size>

OK

)E’J

CEL A

Tytig:
BEE AT+CIPSENDL iy A [ Te B
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[

’AT+CIPSENDLCFG:<report size>[,<transmit size>]

Wi 3% ¢

o <report size>: AT+CIPSENDL 14 EARER KN, BRAE: 1024, JEE: [100,2 21, fidn: &
<report size>{H} 100, WJAT+CIPSENDL 45 B <had sent len> EIRF4HN (100,
200, 300, 400, ---- )o G <had sent len> HR{EEESE T LG KA.

* <transmit size>: AT+CIPSENDL fir % BRI, AR E T8 LR B H /N B
INME: 2920, JER: [100,2920], AR E| K ER T T <transmit size>, Ffior rH]
Beor g <transmit size> FAT—HWHIITRIE, BNSER 20 ZRP e SE A BIE T
ZF <transmit size> FITHAREHIE (E0[ AT AT+TRANSINTVL i A BL &I IEIRG )

e
o XTIk R /IMEXT LR R S A A, RS ER /MY <transmit size>, WIEFEGHE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JEH:.
o X HFME RIS, HERIKER K <transmit size>, WHEFER 4o lTIE 5 ESP-AT &
vk kAR,

3.3.12 AT+CIPSENDEX: {5 ittt bR Y™ ety i X% 6 Bt

itk
WAEAR K N, FEE K REEIE, B AR \ 0 (0x5c, 0x30 ASCIT) fil & %5 ds & %

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP f&#y 7] 45 & X 3% IP M i fosg o
AT+CIPSENDEX=[<1link ID>,]<length>[,<"remote host">, <remote port>]

W i :

OK

>

AR AT EME SRR TS, BERFESRT DU AR E KR . 24 AT 308 ) Bt K B ik
B <length> JGE T B\ O FAFIE, BlifetmiTin .

QSRR 7V R A i S T T, R [

ERROR

TR A BRI AU CRAERERC & 40X 8% i), & W
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SEND OK

<link ID>: W% ID (0~ 4), HTZEENE

<length>: KA, A ARfH: 8192 FA7

<” remote host” >: UDP &4 v] AT E ST EAL: 1Pv4 Hihl . 1Pve bk, silEisz
<remote port>: UDP £ PATE & Xt v i 11

e

o BRI B L ORI, SO L\ 0 FAFI (0xSc, 0x30 ASCID, Hfiafehiiirls, RGTiRn
Tl ar oo, FRF & AT @

o AREEEPEE \<any>, WERBERFHL, A <any> 75

o QRFTFEKIENO, WHE LN \\O

o BRI LAEAT+CIPTCPOPT fiy 4 kg TCP ML BB e . Bl B <so_sndtimeo> 4y
5000, W TCP Ak #fEode S FPNIR ISR, ToiR it @RI, X ATPAT 4 MCU 2 fF AT fiy 4
[ 2 P IS 1] o

3.3.13 AT+CIPCLOSE: J:[i TCP/UDP/SSL 4%

)E’J

S

i
KM Z AN ) TCP/UDP/SSL 1 4%

P
"ﬂ<>‘

AT+CIPCLOSE=<1link ID>

W i ¢

<link ID>,CLOSED

OK

AT %

yite:
K AR ) TCP/UDP/SSL 144

AT+CIPCLOSE

W

CLOSED

OK

o <link ID>: F5RMIIMLESR ID, WRBY S, WFR KM Prf %
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3.3.14 AT+CIFSR: #rifyAs i IP Huhl 1 MAC Hahk
P4

A

=

AT+CIFSR

W i <

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIP6LL">
+CIFSR:APIP6GL, <"APIPO6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPG6LL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

e <” APIP” >: ESP32-C6 SoftAP [ IPv4 Hidil:

o <” APIPG6LL” >: ESP32-C6 SoftAP ] IPv6 S b & Hht
o <” APIP6GL” >: ESP32-C6 SoftAP f{ij IPv6 4 5 Hb il

¢ <” APMAC” >: ESP32-C6 SoftAP (¥ MAC Hbiik

e <” STAIP” >: ESP32-C6 station 1] IPv4 H#ifil:

o <” STAIP6LL” >: ESP32-C6 station [ IPv6 7 Hb 8 1% b -
o <” STAIP6GL” >: ESP32-C6 station [ IPv6 4= Jajii i

e <” STAMAC” >: ESP32-C6 station [{) MAC Hi il

e <” ETHIP” >: ESP32-C6 ethernet [ IPv4 il

e <” ETHIPG6LL” >: ESP32-C6 ethernet [/ IPv6 7 HbA i Hiht
o <” ETHIP6GL” >: ESP32-C6 ethernet [ IPv6 4= Jajibhl

e <” ETHMAC” >: ESP32-C6 ethernet [ MAC bt

B
 JUf 24 ESP32-C6 I I A REE IR RS, A BEENEI e IP dhhtFl MAC bt

3315 AT+CIPMUX: RIS S EHBBIA
teififr 4
EHHEBEHN

O e
iy

AT+CIPMUX?

W
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+CIPMUX: <mode>
OK

o <mode>: JEFAIA, BUAME: O
- 0: BFAER:
- 1. ZiERE

B

o SV BB TE BT I A 0] SO R
o AFE 15X (AT+CIPMODE=0), A RERE AL HEH
o QRAESL T TCP/SSL e d5 i, ARV BAZERE , WK IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #\r /5[] TCP ok SSL i 5525
Ay

Dy
#if] TCP/SSL AR5 #tk 25

[

AT+CIPSERVER?

W i <

+CIPSERVER:<mode> [, <port>, <"type">] [, <CA enable>]

OK
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=

=

A

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>]

W]
E
e <mode>:
- 0: XRS5+
- 1 ST RS 5%

. <param2>: ZH <mode> K, ML B LA :

o QI <mode> £ 1, <param2> fXFEuI15 ., BIAE: 333
o W <mode> 2 0, <param2> fLERIRFSAHEE XA E Fim. BRIAE: 0
— 0 RPANRSS AR B & P 42
- 1 XPANRS AR KA A &
. <" type” >: fR42EHAL Y TCP”,” TCPv6”,” SSL”, # “SSLv6” . BRiAf{4:” TCP”
¢ <CA enable>:
- 0: Al CAAIE
- 1: ffif] CA AR

Bl

o ZEIIFUT (AT+CIPMUX=1), A REIFIEMRIS %t -

o BIERST AR IS, HSESIRG AR IET, 2 R AVreId— RIS

s BHEEEEA, SESNE N EE D,

o AURGEAEET IPv6 ML)~ TCP/SSL IlRd5 4%, 5 i Jei BAT+CIPV6=1, FF3RH-—> IPv6 b
k.

o RMIRSS 4RI SH <"type"> Fl <CA enable> WAHNE.

il

// # i TCP M4 B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B sSL & B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// ®ETF Ipve W%, A& SSL K% &
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1 kARG BOFE R A BT R &

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #%ify/i% B 55 2% fe il iy i K 5
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RrZs
fie:
#21 TCP st SSL s AL VPR IR B
e

AT+CIPSERVERMAXCONN?

Wi i :

+CIPSERVERMAXCONN :: <num>

158 TCP 5 SSL HR 55 7 FeifF 28 vy i B KI5k

Py
A

’AT+CIPSERVERMAXCONN:<num>

« <num>: TCP i SSL [ 5 28 i s K e, JE: (15, W G B %2 40 1
{8, 5% AT+CIPSTART 4 H1 34 <1ink ID> ¥R,

Bl

o UNTRBE I KIEHEL (AT+CIPSERVERMAXCONN=<num>), WE7EAIEIRSS %82 A E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #ify/V ik
A4

Yy
Rzl LS TN

A\ .
"ﬂé’\‘

AT+CIPMODE?

W
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+CIPMODE : <mode>
OK

Pa-

CEL A

Dyt
R A

Py -
iy

’AT+CIPMODE:<mode>

Wi 37 <
’OK ‘
55
¢ <mode>:
0: il AR,
— 1: Wi-Fi 5 #4008 X, (U FF TCP By . UDP [E5 (503 . SSL B pity It
B

o Mt SONRAEE) flash,

* 1£ ESP32-C6 Yt A Wi-Fi & 30 X J5, ALATHE T D RERF Tk A .

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 %3 d if i [ia]

Qi

i

i) A TCP/SSL i 55 # b i s a]

Pa sy
A

AT+CIPSTO?

W

+CIPSTO:<time>
OK
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B

&F

i
BCE A TCP/SSL fij 55 it I 8]

Py -
iy

’AT+CIPSTO:<time> ‘

Wi i :

[ox |

BH

o <time>: 7l TCP/SSL iR 55 st (a), H0i: £, HUEVER: [0,7200]

B

% TCPISSL % PURE <t ime> IF] A% BRI , ESP32-C6 ltds 2 SUTFFILIE E
¢ WHRRESH <tines 0, WIEBKERSEIN, AR

 AERLEAOIHL DY, 9% R S I RN oot s 6 22 5 RIS T, 2 T
V. R, RO

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/i B mtX I SNTP )R 55 2%

iy

e

A

AT+CIPSNTPCFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

v

H

N

IR

¥

=

,/?\:

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

W i <

[ox
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o <enable>: % H SNTP iR%2s:
— 1: P8 SNTP flR5545;
— 0: NP SNTP IR 4555,
 <timezone>: SZHFDAFNPHIAAEK:
- PRI [-12,14], BRUVNEEREAL, Sl S R AR (UTC) s kirid K2
X (UTC-12:00 & UTC+14:00);
- MRk uTe R E, UTC R EIRE TIRTEEINZ AR 2] UTC IHE)_E A ARG 3 4%
Hiffa], EE SRR [(+1-] [hhlmme WY HIE DXAEARR] -2 DAVE, 78, anARAEAR
21, WIPIEEL. /D (hh) Z0FE -12 2] 14 2 [H], 2380 (mm) DAZ07E 0 £ 59 2 [a]. fltn, fnif
EAERT IR BT Y IS A, R UTC+12:45, MW <timezone> SHE N
1245, BZFERIES%H UTC & .
o [<SNTP serverl>]: % — SNTP [R%#%.,
* [<SNTP server2>]: %5 4~ SNTP k55#%.
* [<SNTP server3>]: % =/ SNTP [R5 %%,

o WEMASEREGLAE=" SNTP iR% 45540, WEHAMEH “cn.ntp.org.ecn” | ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” FHAZ —,

o XFTAEIMMA, A <timezone> S RES MK E K <timezone> ZHA—H. BN
<timezone> ZEL L E —F UTC B EMKR, Hlan: &E AT+CIPSNTPCFG=1,015, Jf4
iy, ESP-AT S ZBKEXSEAHIS 0, BKEER 15. AETHFgal, Bl e —fp
UTC ffe ts Uit , /g uTc+00: 15, Wil A ik g 01X,

* [T SNTP 25T UDP VSRR KNI 52, 4 190 28 E AU B, 22 F: 80 ESP32-C6 (11} 1] To vk S i
[, —H AT fip4 i i+ TIME_UPDATED , AAEEHEIC [F25, BUHHERT A& 3£ AT+CIPSNTPTIME?
i A 2 Hi IR .

il

// £ f SNTP M4 %, REFENK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
b

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn”

// fEH# SNTP M4 %, HEXEA Y MHE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
%,

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fFEf SNTP Mi 4 %, REHFWLHEHRXR EXBHA L W KK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #%ify SNTP Iv}]i]
A

O e
iy

AT+CIPSNTPTIME?

W

+CIPSNTPTIME:<asctime style time>
OK
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]
* A 5 asctime If[E] 1) E X% I asctime man page .

* ¥£ ESP32-C6 #t A Light-sleep 5{ Deep-sleep J5 Fj-Mi i, Z ST [H P RE A . @A E K
£ AT+CIPSNTPCFG 5%, M NTP %5 #e 3R BUH 1]

* SNTP ZKIUE| W [EAF#HTE RTC K3, BMTERER G AEH) 5, BEASEER.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/i% ¥ SNTP ifia] [s] 25 1) ] Fi
A4

O e
A

=

AT+CIPSNTPINTV?

Wi 3% ¢

+CIPSNTPINTV:<interval second>

OK

)E’J

CHL A

A

’AT+CIPSNTPINTV:<interval second>

 <interval second>: SNTP WJa][@l5 0] . B0 : &b, o : [15,4294967].
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e
o BCE TR AR, EWE ESP32-C6 2 A— ki) NTP AR 55 s HUH I ] o

Bl

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn”
OK

/) BANERE — K
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #rifyllk55%s A AT FEfERA
Arifgin A

yiig:
IR 954 A Y ESP32-C6 AT [ fiA

A .
"ﬂé’\‘

AT+CIPEWVER?

Wi i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C6 AT [E{ x4
e

o TEPRPEFETI) OTA JRAKS, SR ZUA IO i AR ) A T2
3.3.24 AT+CIUPDATE: ik Wi-Fi 7191

ESP-AT TEiz47H}, @i Wi-Fi W35 E MRS £ b T 800 42 B 2643 X, AT - [
i A

riig:
#if] ESP32-C6 B THIUIRE

Py
A

AT+CIUPDATE?
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Wi 3% ¢

+CIPUPDATE:<state>

OK

Parr %

i
TEFLZERA T @ 1d OTA THL R TCP it 55 i Lol A g [l F

O e
iy

AT+CIUPDATE

W
WEH LR SR R

[Fautigy

itk
TR B AR 55 7 L 48 8 A & 2

s

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

M) i :
A OTA FEPH ZERF LYy, 1Rl

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N -

OK

U2 OTA FEARFH BT iy, iR u]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

WRAEH IERITR OTA KN, & [nl:

+CIPUPDATE:<state>

ERROR

WPRAEARPHZERUT OTA KK, iR [u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

Espressif Systems 91 Release v2.3.0.0-esp32c3-898-gcb74b8677e
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

BH

¢ <ota mode>:
— 0: @1 HTTP OTA;
— 1: @33 HTTPS OTA, IR %%, 2 . /build.py menuconfig>Component config
>AT >OTA based upon ssl 27 HifE, 25 HiH L A% iF ESP-AT 142,
o <version>: AT {4, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <firmware name>: J|}Z¢ /¥ [E{F, 4l ota., mgtt_ca. client_ca 8{H'E at_customize.csv
W E R4 X
* <nonblocking>:
- 0: PHEERI OTA (AT, EF| OTA Gk R MG A W DA% AT /iy s ) ;
- 1: JEHZER OTA (BT, FRsERG (+CIPUPDATE:4) T F3h & ).
* <state>:
- 1 R BIRS525
2 R RS
3: IRIGFIA
4: SETIH;
-1: JEPHZERI T OTA R

]

o THPGE FE BT M 48R 0L

o UARMERZMAESF BRI, AT KR [ ERROR, if 45 RF— B A1 L.

o GARIRE AT AR SRALRY AT BIN, A g &M Espressif Cloud N#k AT [l £ F+4%

o HURAME A2 B AT4Ri%ERY AT BIN, i H 475231 AT+CIUPDATE FOTA 3 §E 8% - ili Ffl AT+ USEROTA
o #% AT+ WEBSERVER #54>, T %% ESP-AT T #3{tf075% {5 FOTA,

o FHWHY AT )5, WHAT+RESTORE WKW R

o OTA SRR FEIFIHE] N 3 204k

o |EPH ZEREZ I B H ) OK Il +CIPUPDATE : <state> FEH Hi WP b A 4% 5 S B8 5 0
OK AJfEFE +CIPUPDATE: <state> Z Wi, tWEAIHEYE +CIPUPDATE : <state> Z 5.

o NEWARBHRA . BFEEIHRASAFE—E W ARAEMENE, E2T08ElT, W RREAHE
IERRAS, R B O™ B AT 2 g .

o S H 4T LI OTA FH8 KIUE L OTA 4.

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mqtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota",1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: ¥ +IPD {55 if s
i A

[

AT+CIPDINFO?

W
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+CIPDINFO:true
OK

Y

+CIPDINFO: false
OK

v

7

=

g

¥

=

,/,?\:

’AT+CIPDINFO:<mOde>

LT)
[ox
S
e <mode>:
- 0: #£ “+IPD” F1 “+CIPRECVDATA” JH B, ANHERXTFi IP HuhbFlis 115 B
- 1: ¥ “+IPD” Fil “+CIPRECVDATA” 48, $&/m% i IP HuhkFlg 1145 5
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #rify/i ¥ SSL %% F i fic &
Ay

yiig:
#if] ESP32-C6 12 SSL % /s 41N IEHE A L EL 7 L

AT+CIPSSLCCONE?

W

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

)E’J

CEL A

e

// M ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>, <auth_mode> [, <pki_number>] [, <ca_number>]
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* <link ID>: M ZEi%EH: ID (0 ~ max), FEZERMGEL T, HSEERN max, WFRRIAGERE, &
SHERINMEN 5.
¢ <auth_mode>:
- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $##4it% Pk Ak 555 i CA IE 150 ;
— 2: ESP-AT % Pk A CA JIE+5 AL R 55 7 v F1IE 45 5
- 3: fHEINIE.
* <pki_number>: JEBFIFEAMRT], WRHAE—MIERAFH, HAEN N 0.
e <ca_number>: CA &3], WEHAE—14 CA, HENH O,

o GNARAREURRLE ST RIAERL, WAEES SSL B RE TGS .

o PO UCRHRAEAE NVS X, GnSR A ] AT+SAVETRANSLINK iy 25 B FFHLIE A Wi-Fi SSL i% 1% 4%
K., ESP32-C6 $HAE Rk b I 3T AR fi & 757, SSL 4% .

o IR HECWIE RS HHEZEIETY, HSHofT 837 PKITLE

o {14 <auth_mode> FlE N 2 8 3, N T RIS 2RIIEBAE R, 7 KLAT+CIPSTART fiy
A HIHf PR ESP32-C6 T AREE Y RIHTE] . (50T AR IEAT+CIPSNTPCFG iy % K BLE SNTP, RIS
BIRFE], & 3EAT+CIPSNTPTIME? {3425 14 24 B i 1A] . )

3.3.27 AT+CIPSSLCCN: #if)/¥ ¥ SSL %yt /A 44 (common name)
iy A

B SSL HEE R PRI 47K

Py
A

AT+CIPSSLCCN?

M

+CIPSSLCCN:<1link ID>,<"common name'">

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <
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OK

o <link ID>: [J4FEH: 1D (0~ max), EMIEBMMGIT, ASHUEN 0; TELHEBRINFER T, &5
Bl max, WoRFA R ASHOAEN 5.
+ < common name” >: A S FIIEN S 28 R IEME 1 HIOA % . A& IRICK N 64 5745
)

o QERARSARFCE S AR, RN SSL B EHTIE AT A G 2

3.3.28 AT+CIPSSLCSNI: #5if)/¥% 8 SSL %5 iy SNI
A i) iy A

i
A TER R SNI i E

Pa sy
A

AT+CIPSSLCSNI?

W

+CIPSSLCSNI:<1link ID>,<"sni">
OK

)y

N

R

&

=

A
# 5

¥ 3k B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% ¥ ¥ : (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni'">

W i <

OK

BH
* <link ID>: 2534 ID (0 ~ max), fEFGERIEIL T, RASEEN 05 EZEERMELT, &5

BUEBA max, WIS EH: ASEERMEN 5.
« <” sni” >: ClientHello HLf%j SNI, SNI 5k B 64 2747,

Bl
o QARAR AP E ST AR, SHEH N SSL RIS T AR 2 o
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3.3.29 AT+CIPSSLCALPN: #rify/¥t ¥ SSL % )y i; ALPN

iy

i

#if] ESP32-C6 ff:2y SSL % F iy 431N 1) ALPN Jit B

s

AT+CIPSSLCALPN?

L)V

+CIPSSLCALPN:<1link ID>,<"alpn">[,<"alpn">][,<"alpn">]

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % # ¥ (AT+CIPMUX=1)

AT+CIPSSLCALPN=<1link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

OK

BH

o <link ID>: PZ&%EH; ID (0 ~ max), FERIERIRIT, ASEEN 0; FEZEERNEL T, #5
BE BN max, WIFIRICAER: RSEEGMERN 5.
e <counts>: ALPN g%E. JuFE: [0,5].

0: % ALPN fil & .
* [15]: 5 E ALPN L # .

© <" alpn” >: FRHBHL, FR ClientHello H1¥) ALPN. ALPN fig KK JESZRFap S M KK E -

B

o QUERAREAPECE S AR, S e SSL RIS T A M2

3.3.30 AT+CIPSSLCPSK: #rify/ s SSL %5 )yl PSK (55 H A )

it &

i :

#if] ESP32-C6 fi:7% SSL & i} 451~ #E4% 1) PSK [ic’E.
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AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

A

-t

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W i <

OK

B
« <link ID>: %78 ID (0~ max), FERIERIMIT, RASEUEN 0; ELEHRNER T, #5
Bl max, WZRFA R ASHORAEN 5.
« <7 psk” >: PSK identity (FAFEHREY), SR KT 32 WIRGH <mpsk"> BRLEA \0, Wk
F AT+CIPSSLCPSKHEX 14>
e <” hint” >: PSK hint, fir KK EF: 32,
)

o QSRAREAHE ST BIAERL, AR SSL E I iIB T AR M S .
3.3.31 AT+CIPSSLCPSKHEX: i/ SSL % i) PSK (1753 X))
Lz

* FAUTAT+CIPSSLCPSK g4, %ty W T 3L E s A #) SSL & Fimpd fidk 2% 4] (PSK) , (HIL
<"psk"> ZHE A ANBERIR A R TR I, <"psk"> ZH0PR) N0 FRXh 00,

il

// ¥ % (AT+CIPMUX=0), PSK identity #* "psk", PSK hint % "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % #: (AT+CIPMUX=1), PSK identity * "psk", PSK hint * "myhint"
AT+CIPSSLCPSKHEX=0,"70736b", "myhint"
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3.3.32 AT+CIPRECONNINTV: ##)/i% % Wi-Fi & {£8i% F iy TCP/UDP/SSL i &

T
A i) 4>
ig:
il Wi-Fi i 45X T B 3h B % 5] fR
A
AT+CIPRECONNINTV?
Mg i+
+CIPRECONNINTV:<interval>
OK
B e
e
W Wi-Fi i 12 4% X "N TCP/UDP/SSL 1% it )5 H 2l = 7 14 [
mA

e <interval>: HZIEZERIFEEE], F7: 100 ZF, BRIAME: 1, ' [1,36000].
]
* #rAT+SYSSTORE=1 B, L B MR PRAFAE NVS X

il

AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #rify/ik B eI
Ay

Dy
A TR

ke

AT+CIPRECVTYPE?

W i <
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+CIPRECVTYPE:<link ID>, <mode>

// B (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

W )7 :

OK

BH

* <link ID>: WZ57%EH ID (0 ~ max), FEHERMFIT, ASUEN 0; EZEZNNL T, &S
BUEBEN max, WFOR A ER . ASEEONEN S,
* <mode>: ERFHIFLNAI, BINHE: 0,
- 0: LA, ESP-AT R A HICE] M B3 7B v B AR 25 EHL MCU, Sy “+IPD” (854
FHMCE 112 5760 7747, K0 MCU FrR A& 3% 2920 “7H5 A 8085 ) -
- 1 Yok, ESP-AT A B i B TR AR W B AF X (B P il 1, A
(B 5760 5747) , “FfF MCU . %] TCP Ml SSL 4%, ARGEAFXWE T, K ILEET
s XIT UDP ki, MIRGAFRW T, W kAR ER.

(A

o ZACE AR T Wi-Fi i 42X,

o 4 ESP-AT FE# sl P UL B S 8RN, SRR LR RIS AR 15 B :
- ZHER (AT+CIPMUX=1), 275 +IPD,<link ID>,<len>;
— FASERNT (AT+CIPMUX=0), 275 +IPD, <len>,

o <len> FRGEAFX P ERE IR SR .

o« —HA +1PD i, MWi%izfTAT+CIPRECVDATA FRZHEE . &M, FERT—A +IPD Btz i,
A~ +IPD KA & 45 AL MCU.

o FEWITFEREN T, FhERFZEIRTAGEAE, MCU 398 v PAEEEL, H 3 &iXAT+CIPCLOSE
(AT VER%& i) 8{AT+CIPSERVER=0,1 (AT VEMIRS42%). HaiGie, i +1rD D284, I8
DAENR % 2 AT+CIPCLOSE B % 3% AT+CIPSERVER=0, 1 53 1t AT+CIPRECVDATA 54 3BT B
ZHI, XANTERR CLOSED 15 Bk .

o TR AR RN EAE I H MCU i AN ACHEES, vfPAS w1, i s e ii=X .

il

/) REBBEAT, REHDERER

AT+CIPRECVTIYPE=1

/I ZEBEREAT, REFAEEARDERER

AT+CIPRECVTYPE=5,1
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3.3.34 AT+CIPRECVDATA: B AR F £S48

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W i *

+CIPRECVDATA:<actual_len>, <data>
OK

&

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

<link_id>: Z#EZHATIER ID.

<len>: fR KB : OXTERFEE, QRSCERICEIRY BRI RE UASHUE ]S, Ik ] 52 Br 4 BE A Hd -
<actual_len>: ZZFRIRELY @ITEJKTEF

<data>: FKEUHEIRE .

[<remote IP>]: AT EBH, Forokii IP bk, jHiFAT+CIPDINFO=1 iy flifE.

[<remote port>]: XJifiis 1, L AT+CIPDINFO=1 fip4{{ifE.

e

o RS T EAEY SO N AT, W< B 2R B ERROR, W] PAif it AT+CIPRECVTYPE? fig %>
NS T Egsh it

o RO ATERCA BE AT R O AT B 2R 5] ERROR, 1] DA i AT+CIPRECVLEN? fiv i iA
&S A AT -

o PfT AT+CIPRECVDATA=<len> &0, B/ET <len> + 128 FHWNLE, BRI AT &y
4-AT+SYSRAM? £71f] é‘l BIFT A NI DL AN B BN AE F i R I it fip 2t 22 [7] ERROR .
M\T%\LFAT% B HET HEHFEERAERM alloc fail WITHMEE, PARIAZES HILT AR5
[WRLGHE

2N

AT+CIPRECVTYPE=1

/7 B, R EN McU K0 FEmb Kk E 100 FFMHEKE,
// M 24 R Y B "+IPD,0,100",

/PRE, ETNEREANT 4L ERX 100 F 4 6 K H#E -
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: #ifgtf ghtliobesX b &4 v Bl K
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BRI P GATI T A R

A .
"ﬂ/?\'

AT+CIPRECVLEN?

W

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

B

* <data length of link>: L33 d Zenh (1 Fir Ay I B K

Bl
o SSL 4%+, ESP-AT iR [ul &t ) B T i /NP ESS B i K%

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %3 4L

)E’J

CEL A

tik:
ping X i AL

O e
iy

AT+PING=<"host">

Wi i ©

+PING:<time>

OK

5,

+PING:TIMEOUT // REEH LM ALK PING BHEALT, t2H XN EAE

ERROR

o <” host” >: FEFESE, FoRkim EVLIAY IPv4 Hbhk, TPve #ihik, Bil#44 .
o <time>: ping FNR ], BALZ: ZZFD.
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e

o QAREAEET IPv6 %% Ping Xifum AL, THHATLA T HRAE:
— % AP 35 IPv6
- B EAT+CIPV6=1
— WITAT+CWIAP 655 $ELE]—A IPv6 itk
— (A[3k) #FTAT+CIPSTA? 54 ¥5 2 ESP32-C6 275 3k HE| IPv6 Hiilk
o it EALRIA FATE, W ping KAl DNS S84 fEpT (D0 JCi@AT IPv4 Hudik), i ping
X AL IP Hihk:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) FT-REBRMER TR $Q
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: #Fify/i%® DNS 55 72{5 5
A

24 3 DNS 45 2845 1

Pla sy
A

AT+CIPDNS?

W .

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeEmA

i
BE DNS fle 55 45 5

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

o <enable>: iX'E DNS fiR4%#%

Espressif Systems 102 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

- 0: J5 /7 A 3h#HU DNS IR 425X 5, DNS R&#:HSWE R 208.67.222.222 f18.8.8.8,
4524 ESP32-C6 station 5¢ %, 7 DHCP i #2, DNS JR%4% 44 G2 W .
- 1 B F3hiE DNS RS54 EE, WRA R ESH <DNs IPx> [{H, W HEIAME 208.
67.222.222 f18.8.8.8,

* <DNSIP1>: 5> DNS flg45¢5 IP il , XfTi&E Mm%, HAY <enable> Z4H 1 i, WELEF
T3 DNS i &, ASEA AR RBE <enable> 1, HAASERE —ME, UEBiTHE
WA EF, ESP-AT X% S EUE R 24 Hi) DNS #% &k 1],

* <DNSIP2>: 55"/ DNS [R5 IP i, XTiE M4, HA2Y <enable> Z4CH 1 i, Wil2)H
M T3 DNS &, KSEAF R E <enable> 2 1, H AASEHRE —ME, S iTH
a2 HT, ESP-AT RUZSHUE R 24 HilY) DNS & Bk 1]

e <DNSIP3>: %5 =/~ DNS R4 4% IP #itik, XFiEms, HA 2 <enable> S5 h 1 B, J@,EJEEF'
13/ DNS WLE, ASRAGRG WNHRBEE <enable> 4 1, HAARSHRE —ME, HTETE
WAL EF, ESP-AT X4EiZ S E01E R 24 1) DNS #% &k 1],

. 74§AT+SYSSTORE=17 Eﬂﬁﬁﬂ&l{%ﬁﬁﬁ NVS K.
o XEANBBONRER BEALR RS L
» 24 <enable> 0}, DNS 5% GE MR ESP32-C6 1575 T R4 17 4% Hh 43 1 T o T e A%

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) % —NET 1pve B DNS A B T REIKMERXIEFRQ

// B _NET IPve B DNS M % #: google-public-dns-a.google.com
/) BE=ANHET Ipve B DNS M & & LK 4E E DNs R4 #
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS JjiE

B A

Pa

e

A

AT+MDNS=<enable>[,<"hostname">,<"service_type">,<port>][,<"instance">][,<"proto">
— ][, <txt_number>] [, <"key">,<"value">][...]

Mjn] oz <

OK

. <enable>:
: JF/E mDNS Ujhg, 4S8R EIHE

- 0 M mDNS Uifig, 43 HLHFHSE
e <” hostname” >: mDNS EHLXFK.
+ <” service_type” >: mDNS R4+ 241,
o <port>: mDNS 4% .
* <” instance” >: mDNS L4 FR. BRIAE: <"hostname">,
e <” proto” >: mDNS R, BIE: _tep 3 _udp, BRIAH: _tcp.
o <txt_number>: mDNS TXT it ® %=, JuH: [1,10].
o <” key” >: TXT i 0.
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o <” value” >: TXT iCFI{E.
o []: M3 <txt_number> YLHIHE TXT 12 R HIAENT

il

// Jt)8 mDNS g, EH A& K "espressif", AH KA A "_iot", 3 H K 8080
AT+MDNS=1, "espressif","_iot", 8080

// X W mDNS I #
AT+MDNS=0

PEANT 5% . mDNS 1) .

3.3.39 AT+CIPTCPOPT: 7 ify/i 8 £ 0 i
I

ik
TR S i

.
"ﬂ4>‘

AT+CIPTCPOPT?

Wi i :

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>

// ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % % ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

Wi i *

[ox

o5

’ERROR

S

o <link_id>: M4 ID (0 ~ max), EZERMWEILT, HGSHEBN max, WFORPrAER; 4

EICNINIEWIRE
o <so_linger>: [l B EH T SO_LINGER %1l (&% : SO_LINGER /147), Pfi: #b, ERIAHE: -1.
- =-1: XH);

- =0: J})3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
 <tcp_nodelay>: [l E 85 1) TCP_NODELAY %3 (£%: TCP_NODELAY /+43), BRAE: 0.
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|

— 0: & TCP_NODELAY
— 1: J3Ji] TCP_NODELAY
<so_sndtimeo>: [t B E 2 SO_SNDTIMEO &I (&% : SO_SNDTIMEO "41), Bifii: ZFb,

ERINME: 0.
<keep_alive>: FlEEREFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE \'44), BAfi: #b.

JEHE: [0,7200].
- 0: 2%JY keep-alive HJfE; (BLIA)
— 1~7200: JfJ& keep-alive BjfiE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {H
1, TCP_KEEPCNT {§} 3.
o RS <keep_alive> BESAT+CIPSTART x4l <keep_alive> ZHAHFE, HE&HH
SR ERmARE . WRBITARMGON AL E <keep_alive> B8, NIERIAMH Rl E HIHE.

o TERCEEHTIRIAT, WRn VRIEEmihhe, LURACE T HErIm) .

3.4

SO_LINGER &35 A #Y it B R i . il ANt & SO_LINGER {H 4 60, W AT+CIPCLOSE fir A 1EIk
AFE X} TCP FIN B AL T, 2580 AT FHZE 60 £, MImJciEm N HEdm4. Hit, SO_LINGER
e ISR NN

TCP_NODELAY #:55i 3 ] Tk /IMEXT SE PR S 1 5. g )a, LwiP 2k TCP (1) &
%, UMK, ST EAN S EAE%IE. FHik, TCP_NODELAY Z iR HFERIAME.
SO_SNDTIMEO #3538 ] T-AT+CIPSTART 4 A I & keepalive S5 1) 37 5. Bl B AL )5,
AT+CIPSEND ., AT+CIPSENDL. AT+CIPSENDEX 4 Y& @ B, TG LIXEHI. X
H . SO_SNDTIMEO #¥ it E K 5 ~ 10 fb.

SO_KEEPALIVE ¥E3iid ] T £ 8l iR 82 2 B W N 5, @5 AT /58 TCP %5 i)
WA E R, BEASBES , SIOMARSM M 454798 . SO_KEEPALIVE Zifl & {E /N 60
o

Bluetooth® Low Energy AT iy A4

28

AT+BLEINIT : Bluetooth LE #Ji54k.

AT+BLEADDR: %% Bluetooth LE 4 #¢ Hiht
AT+BLENAME: #%if)/% B Bluetooth LE %4544 Fr
AT+BLESCANPARAM : #5if]/%¢'% Bluetooth LE 355k
AT+BLESCAN : f§ifig Bluetooth LE 494§
AT+BLESCANRSPDATA : 1% & Bluetooth LE 91 1/
AT+BLEADVPARAM : 251/ 8 Bluetooth LE | #& 5%k
AT+BLEADVDATA: #£'% Bluetooth LE | #E5#iE
AT+BLEADVDATAEX : [ Zhi% % Bluetooth LE | &%
AT+BLEADVSTART : J}4£ Bluetooth LE | %
AT+BLEADVSTOP: {51l Bluetooth LE )" #%&
AT+BLECONN : 757 Bluetooth LE %3
AT+BLECONNPARAM : #%if)/ % i Bluetooth LE &35
AT+BLEDISCONN : ;¥ Bluetooth LE 4%
AT+BLECFGMTU : % & Bluetooth LE MTU - J&#
AT+BLEGATTSSRV : GATTS % PR %
AT+BLEGATTSCHAR: GATTS R ILIRSHHE
AT+BLEGATTSNTFY : [} 4548 notify R 4545 AF (.24 7% 1ok
AT+BLEGATTSIND: J[R%5%% indicate IR 55 B F (24 % F it
AT+BLEGATTSSETATTR: GATTS ¥ 5 R 45 S5 AF 1
AT+BLEGATTCPRIMSRV : GATTC % ¥ H A )k 5%
AT+BLEGATTCINCLSRV : GATTC kA4 RS
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o AT+BLEGATTCCHAR: GATTC % PRHR & 454iF

o AT+BLEGATTCRD: GATTC 35Uk 45 HE M

« AT+BLEGATTCWR: GATTC B} & FiE(H

o AT+BLESPPCFG: #xif)/i% & Bluetooth LE SPP 5%

o AT+BLESPP: A Bluetooth LE SPP =

o AT+SAVETRANSLINK : ' Bluetooth LE FF#Li% 12 4 X, (5 B,
o AT+BLESECPARAM: #5if)/i%' 5 Bluetooth LE JZ55:%8)

o AT+BLEENC: % Bluetooth LE i85k

o AT+BLEKEYREPLY : #5%} )7 %45 |0l 55 254

* AT+BLECONFREPLY : %5351 )7 45 I WA R (G Bm BL)
» AT+BLEENCDEV : Zif) 4% ) Bluetooth LE JlI%% i 45 51 4%

o AT+BLEENCCLEAR: 3% Bluetooth LE i85 551 32

o AT+BLESETKEY : % Bluetooth LE ##7SH%} 254H

o AT+BLUFI: FJ25% % BluFi

o AT+BLUFINAME: #5if)/i'% BluFi % % 4 #

o AT+BLUFISEND: %% BluFi f{ 7' 3 & X R

o AT+BLEPERIODICDATA: %' Bluetooth LE J& A ME) #& 5P
o AT+BLEPERIODICSTART : F})& Bluetooth LE J& 14 %

o AT+BLEPERIODICSTOP: {1} Bluetooth LE J&3j14: 3%

o AT+BLESYNCSTART: FFj= a5 2

o AT+BLESYNCSTOP: {511 5 BAVE) 45 [F] 25

o AT+BLEREADPHY : #if) X4 BiiER:f i) PHY

o AT+BLESETPHY : V&8 YR v PHY

341 ir#

2Hi, ESP32-C6 AT [{fS0HF B A L HVE 5.0 A

W BOAMW AT [ SRR ILTUE N T AT s WRER &M ESP32-Co B\ SZ R4, i H
f14mi% ESP-AT 142, TR0 E TR EEE (FHETHEM R, WP Eks)
o £ BluFi % : Component config->AT ->AT blufi command support

» #£ 5 Bluetooth LE fji4~: Component config->AT->AT ble command support
o %1 Bluetooth LE HID 5% : Component config->AT->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #Ji44k
i A

i
2¥if] Bluetooth LE 2754 ik 1k,

.
"Il/?\‘

AT+BLEINIT?

M) i :
FOWIRM, AT R :

+BLEINIT:<role>
OK

HARYIIG, AT &[0

Espressif Systems 106 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback



https://www.bluetooth.com/specifications/specs/core-specification-5-0/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

+BLEINIT:0
OK

Pa-

CEL A

Tytig:
¢ B Bluetooth LE ¥JIg{k A 4,

Py -
iy

’AT+BLEINIT:<init>

W 3% ¢

[ox

S

e <init>:

» 0: 4 Bluetooth LE
e 1: client f5 (5,

e 2: server fifh,

L

o JPIRAFE AP TERE, HIAERE Bluetooth LE THAERT, JEAiRAT+CWMODE=0/1 iy 45 SoftAP,
WNEAR TR 2 A0, IR RF 37 S0H,

* flJ] H'E Bluetooth LE fip %2 1, WG A<, ¥I4H1L Bluetooth LE f {4

* Bluetooth LE fy a6 fb)S , AREEHUI. MFEIIHA G, FTELFMAT+RST tr S ER AL, #

E P i54k Bluetooth LE £ f4 .

o AFETEEY Bluetooth LE Z 1, 5 IEIEFEVEATHI 3% . S IEWIIT g i iEE: .
o 1% Bluetooth LE B #1814k, WAT+CIPMODE Foi% 8K 1.

il

AT+BLEINIT=1

3.4.3 AT+BLEADDR: i Bluetooth LE %45 Huhl:

A%

ik

’_%_‘Tfeﬂ Bluetooth LE & & B & #l Hb 4

A

’AT+BLEADDR?

Wi 3% ¢

OK

+BLEADDR: <BLE_random_addr>
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EmA

&F

ifig:
15 Bluetooth LE ¢ #5 [ S5 24

O e
iy

’AT+BLEADDR:<addr_type>

W

[ox

BH

e <addr_type>:
o 0: y3LHbdik (Public Address)
o 1: fEMLHAE (Random Address)

]

o HSHLAE (Static Address) Y3 AL AR A5 F:
o HuhkE R PIOLY N 13

o BEHLHAETR T 2 1 AR 05

o BEYLHAETR> B 16K L.

o WEMESHIIEA SBARIFAE NVS X,

il

AT+BLEADDR=1 /) & E RN A H i 8 FA A it

3.44 AT+BLENAME: #ify/i ¥ Bluetooth LE ¥:%5 AR5
iy

ig:
#71fi) Bluetooth LE 154544 Fx

A

AT+BLENAME?

W

+BLENAME : <device_name>
OK

BE A

Yytie:
1% Bluetooth LE %4544 Fi

A\ .
“ﬂé?'
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’AT+BLENAME:<device_name>

Wi % ¢

’OK

o <device_name>: Bluetooth LE 454K, wAKE: 32, BHALFRN “ESP-AT”,
el

o FAT+SYSSTORE=1, Ti'B o RAErE NVS X,
o WM AW BERGEANIE, BUWEIITAT+BLEADVDATA iy 545 A PRG35 24 .

il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #%ify/i¥i Bluetooth LE i 5%k
A g4

i
2¥if] Bluetooth LE 394 24X

A\ .
“ﬂ/?\'

AT+BLESCANPARAM?

W i <

+BLESCANPARAM: <scan_type>, <own_addr_type>, <filter_policy>,<scan_interval>, <scan_
—window>
OK

P
mg

L
[y

=)

T E S

%% Bluetooth LE #9424

P
] H

=

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>, <scan_interval>, <scan_
—window>

Wi i ¢

OK
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* <scan_type>: A

N e ERE]

o 1o FFEHE

« <own_addr_type>: HiflZ%]

o 0: AtHihlk

o 1: A LR

e 2: RPA /A3t

* 3: RPA Bt HhE

» <filter_policy>: 4y =0

e 0: BLE_SCAN_FILTER_ALLOW_ALL

¢ 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: i [6] [F. &SN KT 4 T <scan_window> ZE({H. & %70 H
[0x0004,0x4000]. 4[] FE /2% S5k DA 0. 625 &, Jr RASE Br i 3 4 18] Y5 6L 4 [2.5,10240]
R,

o <scan_window>: HIFH . AZHEN /DT % T <scan_interval> Z¥{H. S H:
[0x0004,0x4000]. 4 N 2% Sk PA 0. 625 =/, FrRASLPr 4 B 1 Y8 Bl A [2.5,10240]
2R,

il

AT+BLEINIT=1 // fata: & P ¥
AT+BLESCANPARAM=0, 0,0, 100, 50

3.4.6 AT+BLESCAN: f{iifig Bluetooth LE {14

S

)E'\.

CHL A

i
FFUh/M5: 1 Bluetooth LE 14

AT+BLESCAN=<enable>[, <duration>] [, <filter_type>,<filter_param>]

W i <

+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

¢ <enable>:
o 1 HFIGRr S
o 0: {5 I RPEEH
o [<duration>]: FHGFREEmIE], B FD,
o HrIEEILEH, THREERSEG
o FHIREITHRER, TREARSH:
- RSN O B, WFTRFFURFFEE
- Zlié%‘fﬁiﬁjbiﬂf O i, Bil4n AT+BLESCAN=1, 3, WFR/AREH 3 #/5 AShgmEH, AERE
ERETESE
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o [<filter_type>]: 1 jEIEI

e 1: “MAC”

e 2: “NAME”

o <filter_param>: IJESHL, FIRXT g MAC Hihl s 44 %%
» <addr>: Bluetooth LE #bhil:

o <rssi>: G5B

o <adv_data>: | HEHIE

o <scan_rsp_data>: f=Hma N SE

o <addr_type>: [ IKBEf bR

el [ ' B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> 7 & H W7 L% A MM B L RS RN, OK W] fEF#E +BLESCAN: <addr>,
<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> 2 W 4 o, L H W fE &
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J§5 i
e

o MR GAR R R A , 75 2 AT+ BLESCANPARAM fin 2 & /7l active scan
(AT+BLESCANPARAM=1,0,0,100,50) , }f HX ik &R &% E scan rsp data, A RERIGH

i ) S H5CHH
il
AT+BLEINIT=1 /] s B
AT+BLESCAN=1 /] FFEE A H
AT+BLESCAN=0 // &k H

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // FH#HAH#H, LR EA A MAC H i
AT+BLESCAN=1, 3,2, "ESP-AT" // F iAW, H R ER A& & £ K

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE FHm )
BE A

Jyiie:
P E: Bluetooth LE 341 .

’ AT+BLESCANRSPDATA=<scan_rsp_data>

W i <

[ox

BH

o <scan_rsp_data>: NN EHE, S8 HEX “FAFER . B, AR E I fm s 8 A “ox11 0x22
0x33 0x44 0x55”, N|ay4 A AT+BLESCANRSPDATA="1122334455",

Bl

AT+BLEINIT=2 // fat: R4%& %
AT+BLESCANRSPDATA="1122334455"
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34.8

AT+BLEADVPARAM: #ify/% % Bluetooth LE )" ¥ 55

iy

i

i) S

s

AT+BLEADVPARAM?

L)V

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <peer_addr>, <primary_PHY>, <secondary_PHY>

OK

BeE WA

Ly

W RS

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>] [, <primary_PHY>, <secondary_
—PHY>]

W i <

OK

<adv_int_min>: /ARG . SEGER: [0x0020,0x4000], | IEE G4 T2 5509k 0L 0. 625 2
B, BrASE B e/ N 4 8] S LA [20,10240] Z 8P, ASEEN /N T4 T <adv_int_max> &
ﬁﬁo
<adv_int_max>: 5K B . SHGEE: [0x0020,0x4000], J G E G4 T %S HTRDA 0. 625 2
FE, T PASE R i K HE 6] [ Y L [20,10240] 2270, RSHUEN K T4 T <adv_int_min> %
HH.

<adv_type>:

0: ADV_TYPE_IND
: ADV_TYPE_DIRECT_IND_HIGH
: ADV_TYPE_SCAN_IND
: ADV_TYPE_NONCONN_IND
: ADV_TYPE_DIRECT_IND_LOW
: ADV_TYPE_EXT_NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND
: ADV_TYPE_EXT_SCANNABLE_IND
- YUCE)RIAY 0-4, WL AT+BLEADVDATA fis 208 ) #2802 A RERE 31 7
T, WRHE BN EE RS, WM AT+BLESCANRSPDATA fiy 9 K BLHE .
- HBET RN 57, W AT+BLEADVDATA fiy QBB 1S 8un 2 HAEBLE 119 7
e

<own_addr_type>: Bluetooth LE #2571
0: BLE_ADDR_TYPE_PUBLIC
1: BLE_ADDR_TYPE_RANDOM

NN RN
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e <channel_map>: | #%&{E1H
1: ADV_CHNL_37

2: ADV_CHNL_38

e 4. ADV_CHNL_39

7: ADV_CHNL_ALL

* [<adv_filter_policy>]: "L yigaw ML

0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

* 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST

3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST

* [<peer_addr_type>]: %]J5 Bluetooth LE Mk 257

* 0: PUBLIC
1: RANDOM

* [<peer_addr>]: X} Bluetooth LE #iili:
* [<primary_phy>]: J % primary PHY ., ZRA{H: IMPHY,

- 1: IMPHY
— 3: Coded PHY

 [<secondary_phy>]: | % secondary PHY. 2LiA{H: 1M PHY.

- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

st

o WARMABE L peer_addr, IFAEMHPRM GRS ZEE.
* primary_phy fll secondary_phy fRE—fIE, WRARE, BARKENSHS /BN

IM PHY.

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3

349 AT+BLEADVDATA:

% ¥ Bluetooth LE ) #5454

o <adv_data>: JUIREE, S HEX FAF . G, A REE ) #EdEh “0x11 0x22 0x33 0x44 0557,
NIfy4-4 AT+BLEADVDATA="1122334455", fHAKKJF: 119 F37,
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e

o 2 HIE. & f# H fiy S AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WE T REdE, M ar 0B B R 3 6 -

o QERGEAREE A G B BOR A AR, WESHERAT 58 % 6 2 Z JG A TAT+BLENAME fir 455 % 4
PR A R AR 2 R o

o YEffi fAT+BLEADVDATA 342 Hi, W/ 55813 AT+ BLEADVPARAM 1y % & 1S4k

o MHHAT+BLEADVPARAM G5BT #5580 0-4, N){di F{ AT+ BLEADVDATA iy 438 15 5d
2 HARRCE 31 07, WIRTFERE T K B8R, I8 AT+BLESCANRSPDATA fit % KU & .

o UHHAT+BLEADVPARAM 45 B #2580k 5-7, W{fi AT+ BLEADVDATA iy A &) 15 5dR
% HABE 119 577,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [#)i% % Bluetooth LE ) ¥k%La
by A

Yytie:
ISR 22

O e
iy

AT+BLEADVDATAEX?

Wi i *

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK

gﬁ

CE

Dyt
BCE) A IR

Py -
“ﬂ4>‘

’AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power> ‘

W i ¢

[ox |

* <dev_name>: F ff H B, IR W H LW B W, FHEEE RS LKA ust
test” , I 4y 4 & AT+BLEADVSTARTEX="just-test",<uuid>, <manufacturer_data>,
<include_power>,

o <uuid>: FAF B S . # w, # MR E UUID k “0xA002” ;A AR
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,
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+ <manufacturer_data>: il i ¥ 8%, S8 HEX FAF R, a0, #5883 b g 8ois o “ox11
0x22 0x33 0x44 0x55”, Nfy4 N AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: 5 RHHET G TX PR, RASH RN 1; B, K0,

B
o QR Z AIE 26 fiy & AT+ BLEADVDATA=<adv_data> W& ) 4880, WA piAar S BEER) #f

o B2 R Z Wi 8 AT+ BLEADVPARAM iy BLE R R IBUH A 0.

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.11 AT+BLEADVSTART: JI44 Bluetooth LE )"
Wiidn s

Yytie:
TR 4%

O e
iy

’AT+BLEADVSTART

Wi 3% <

[ox

]

o WMVSEE Ay 4 AT+ BLEADVPARAM=<adv_parameter> 7E 715 & Z AliX B BS540,

o B 4 AT+ BLEADVDATA=<adv_data> B H4LE , %% 4 0 M.

B Z W T % fff M fiv SAT+BLEADVDATA=<adv_data> % & it 7 4% %% #2, W &
#7 AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % B #J | #§ 2
P, M, W AT+BLEADVDATAEX, <% AT+BLEADVDATA % ¥ 1)) #5 £
7 o

 JFJ Bluctooth LE {5, 4114 57 Bluctooth LE J4, 64 K4— M54 WA T
B, W HBEHR) 1.

il

AT+BLEINIT=2 // ft: BR% &
AT+BLEADVPARAM=50,50,0,0,7,0,,
AT+BLEADVSTART
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3.4.12 AT+BLEADVSTOP: {% |} Bluetooth LE J &
WA 4

i
(I

s

’AT+BLEADVSTOP

Wi % ¢

’OK

|
 #TR)#E)S . P)EST Bluetooth LE 3445, W2 H 81454 Bluetooth LE )", JEFF I A<

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVPARAM=50,50,0,0,7,0,,
AT+BLEADVSTART

AT+BLEADVSTOP

3.4.13 AT+BLECONN: #tyy. Bluetooth LE ¥%:4%
it 4

itk
#t1fi) Bluetooth LE 7%

A\ .
"Il/?\‘

AT+BLECONN?

Wi i <

+BLECONN: <conn_index>, <remote_address>
OK

RS IR, WY A B 7R <conn_index> Fll <remote_address> Z:%§ .

AT+BLECONN=<conn_index>, <remote_address> [, <addr_type>, <timeout>]

W 7
ArHSLIEE ), R
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+BLECONN: <conn_index>, <remote_address>

OK

HORNLIEERRIN, R

+BLECONN: <conn_index>, -1

ERROR

tooe RN SRR CE B — SR S EGE R RN, s

ERROR

BH

» <conn_index>: Bluetooth LE #3225, JEH: [0,2].

» <remote_address>: XfJ5 Bluetooth LE £l .
* [<addr_type>]: )" i stk A :
— 0: A tHudik (Public Address)
— 1: [tk (Random Address)
* [<timeout>]: JEHRMTIFE, MO Fbo JHE: [3.30].

o BAEBNOITERZ W], JeiBfTAT+BLESCAN fin ik &, MR B s b T #IR A

o BORIESZABIT R 30 b,

o {II4R Bluetooth LE server E 4 IAL HIESEE IS, W] DAREH bt ay S AEXT 451545 (GATTC) Hik
PRS- AT A AT GATTC f4:

e AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

e AT+BLEGATTSIND

o f1 SEAT+BLECONN? #£ Bluetooth LE 7 %] 44 1) 15 I F $44F (AT+BLEINIT=0), W] & %5/~ £ H
+BLECONN:<conn_index>, <remote_address> ,

2N

AT+BLEINIT=1 /] B B P
AT+BLECONN=0, "24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: #¢if)/¥i i Bluetooth LE 4 :5 %
Ao A

hig:
#51f] Bluetooth LE i#3%5:4k

e

AT+BLECONNPARAM?
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Wi 3% ¢

+BLECONNPARAM: <conn_index>,<min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>
OK

EmA

&F

ik
T 37 Bluetooth LE #3255k

O e
iy

’ AT+BLECONNPARAM=<conn_index>, <min_interval>, <max_interval>, <latency>, <timeout>

W

[ox

VBRI, WFERPATRE

+BLECONNPARAM: <conn_index>, -1

BH

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <min_interval>: fF/NEREIF. ASEEN /DT % T <max_interval> SH{H. SETLH:
[0x0006,0x0C80]. 4z [H]fa 55 TS ELA 1. 25 ZF>, P LASERR A fie/ N2 0] B Rl > [7.5,4000]
R,

o <max_interval>: I KZEZEREE. ASEEN KT T <min_interval> Z8{H. S50 HE:
[0x0006,0x0C80] . H##z[H] [ 5E TZSER LA 1. 25 = FP, FT DASE bR e K 42 R B v Bl A [7.5,4000]
R,

o <cur_interval>: 4H[iEZEENG.

o <latency>: FEIR. ZEERE : [0x0000,0x01F3],

o <timeout>: BHf. SHGUE: [0x000A,0x0C80]. HMI4F T%SHR LA 10 ZFP, FTPASEFRAEERT
YA [100,32000] Z 75,

Bl

o A EORSGHENIIER, client i server f AT SCRFEBTE RS AL

il

AT+BLEINIT=1 /] B B P
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12,14,1,500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE ¥
P4

tig:
7T Bluetooth LE %43
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[

AT+BLEDISCONN=<conn_index>

Wi 3% ¢

OK // Y& % AT+BLEDISCONN 4 4
+BLEDISCONN:<conn_index>, <remote_address> // & AT 4 2 i B

S

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].
* <remote_address>: Xi7J5 Bluetooth LE £l .

il

AT+BLEINIT=1 // ff: % P %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0

34.16 AT+BLECFGMTU: ¥ Bluetooth LE MTU )i
A

yiie:
#1f] MTU (maximum transmission unit, fx KAEHHEIC) KR

A\ .
"Il/?\‘

AT+BLECFGMTU?

M

+BLECFGMTU: <conn_index>, <mtu_size>
OK

yiig:
WE MTU K JE

LT

’AT+BLECFGMTU:<conn_index>

Wi 3% ¢

yOK /) B KA A

B

’— **<conn_index>**: Bluetooth LE # # %, W H: [0,1].
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]
- KA EKS%HEL Bluetooth LE # .,
- REXFEPFPREARASSEE MIU B K
il

AT+BLEINIT=1 // fat: % p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0

3.4.17 AT+BLEGATTSSRV: GATTS ‘KBRS
A

Ystie:
GATTS Kk #HR 55

Py
A

AT+BLEGATTSSRV?

W .

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

BH

<srv_index>: fR%)F 5, M 1 FFtaue,
<start>:

0: ik %5 A1

1: R5E IR

<srv_uuid>: R4 UUID.,
<srv_type>: [R5 H2EHL:

0: RS

L 2RSS .

il

AT+BLEINIT=2 // ft: R4 58
AT+BLEGATTSSRV?

3.4.18 AT+BLEGATTSCHAR: GATTS &3R5 i 4F
AR A

i
GATTS kIR 55 4FAIE
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’AT+BLEGATTSCHAR?

W] 7. <
XTI FHAE(E S, WA AT -

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XA R, MR

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: RS FS, M 1 IFHRE.

* <char_index>: [RFFHEMTS, M 1RIHIENE.
e <char_uuid>: AR%4HER UUID.,

* <char_prop>: fR55FFHENJEM: .

o <desc_index>: FHFRIAGTFE.

o <desc_uuid>: FFEiIALFH UUID,

il

AT+BLEINIT=2 // fat: R% %

AT+BLEGATTSCHAR?

3.4.19 AT+BLEGATTSNTFY: J#55%% notify I} 5 ¥5AE 45 % o i

[y

Dyt
I 4542 notify JIF 45 (25 % P

.
“Il/?\‘

’AT+BLEGATTSNTFY:<conn_index>,<srv_index>,<char_index>,<length>

Wi

>

|

P > Fn AT HER IR D8, BT DA AR, 4 80n KA FI 280 <length> MY(EIT,

AT notify F1E.
AR RN, R

OK

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <srv_index>: J[R4$)FE-, A[iB{TAT+BLEGATTSCHAR? 2.

o <char_index>: R&UHENIFEE-, A[EfTAT+BLEGATTSCHAR? Z%if].

o <length>: ¥¥EK)F, HKRKEF: (iref: MTU <cmd-BMTU>' - 3),
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il

AT+BLEINIT=2 /] A B

AT+BLEADVPARAM=50, 50, 0,0, 7,0, ,

AT+BLEADVSTART /) TR, % client #HEF, S ME E # K notify
AT+BLEGATTSCHAR? // #& i 4 ¥ notify & F 3t By AL

/) Bltwm, R 3 FMEH 6 TR notify KEN 4 FHFHHE, EHLT &4

AT+BLEGATTSNTFY=0, 3, 6, 4

/) RE ST FEEE, N 4 FREEEKE, b o234, ARKEES R

3.420 AT+BLEGATTSIND: J§45%8 indicate JJ} 25 ¥ AEA 20 % ) v

Yrti:
2 45 %% indicate i} 45 R AF(E 24 7% Pk

s

’ AT+BLEGATTSIND=<conn_index>, <srv_index>, <char_index>, <length>

Wi i ¢

>

|

R > Fn AT HERSFECR D8, SO T DA AR, 488 KA FI 280 <length> HY(ET,

P47 indicate #AE.
AR, MR
OK
ZH
» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <srv_index>: R4 75, AiafTAT+BLEGATTSCHAR? %51y,
o <char_index>: REEEN TS, R[i8fTAT+BLEGATTSCHAR? 25if] .
* <length>: B, HAKE: (MTU-3).

il

AT+BLEINIT=2 /] R R B

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART /) FFH T, Y client HEJF, L MEE Y indication
AT+BLEGATTSCHAR? // # # & ;3% 7 LL # W indication M 4 1E

/) Bl R 3 SREAE 7 THAE indicate K EH 4 FHWHKE, 4L T
AT+BLEGATTSIND=0, 3, 7,4

JIORTE ST BEEBE, BN 4 ZHHKE, W o"1234, REKEE LR

3.4.21 AT+BLEGATTSSETATTR: GATTS ¥ &R 55 FrAEA

[y
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GATTS B¢ R 55 R AE(E S A E

A .
"ﬂé’\‘

’AT+BLEGATTSSETATTR:<srv_index>,<char_index>,<length> ‘

Wi i :

P45 > Fn AT HER IR D8, U T DA AR, A4 8s KIZ A FI 280 <length> MY(EIT,
PATBEEBRAE.

R R ), R

OK

o <srv_index>: R4 75, AiafTAT+BLEGATTSCHAR? %51y,
o <char_index>: REEFEN TS, R84 TAT+BLEGATTSCHAR? 25if] .

o [<desc_index>]: FHFHIAS TS

o FHE, MR ERARF I
* FORET, NWERERHEE.
o <length>: FEKE,

it

o QIR <length> BHUEKT LK KE, WLESRIK. T service table, i, gatts_data.csv
o LR EFHEERATFIE.

il

AT+BLEINIT=2 /] R R E B

AT+BLEGATTSCHAR?

/) Bl W1 EREW L ERMEBEAKEN 1 FYHEE, o5 T
AT+BLEGATTSSETATTR=1,1,1

/)BT S FERE, BN L FYHEEHT, flw s, REXEFH

3.4.22 AT+BLEGATTCPRIMSRYV: GATTC ‘kBIEANRSS
i A

i
GATTC (Generic Attributes Client) %& 3 3£ 74 ik 4%

AN .
"Il/?\‘

AT+BLEGATTCPRIMSRV=<conn_index>

Wi 3% ¢

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>

OK
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
o <srv_index>: RS F5, M 1 IFHRE.

e <srv_uuid>: fR4#) UUID,

o <srv_type>: [R5 Hy2EH

o 00 RERSS

o 1 EHERS

Bl

o fEFAMS, FEJET Bluetooth LE 74,

il

AT+BLEINIT=1 // fat: % p 3%
AT+BLECONN=0,"24:12:5£:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.23 AT+BLEGATTCINCLSRV: GATTC %BALE MRS

GATTC KB & R 55

Py
A

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

Wi 3% ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

o <srv_index>: R FE, WiB{TAT+BLEGATTCPRIMSRV=<conn_index> ZX i,
e <srv_uuid>: g5 UUID,

o <srv_type>: JR4MZEA:

o 0: RERSS

o 1 RS

e <included_srv_uuid>: 5551 UUID,

o <included_srv_type>: 5 R4F1IZEHL:

o 0: WEMRSS

L EHEMRSS .

Bl

o FHAMA, FEIHET Bluetooth LE JEH; .
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il

AT+BLEINIT=1 // fAf: % F 3%

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // RFEW —FH# AW EHLE R, T index &

3.4.24 AT+BLEGATTCCHAR: GATTC % Bl 55 F5 4
BE WA

i
GATTC % IR 55 44k

[

’AT+BLEGATTCCHAR=<conn_index>,<srv_index> ‘

ja] o =
XTI FHEEE, MR AT :

’+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> ‘

XEFHAFF R, MR

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK

» <conn_index>: Bluetooth LE 425, JEH: [0,2].

o <srv_index>: [R5 75, WiafTAT+BLEGATTCPRIMSRV=<conn_index> £y if] .
o <char_index>: RFFHEMITS, M 1 FFURiENE.

e <char_uuid>: ARS4HER UUID,

o <char_prop>: HRZSHFHENJEM: .

o <desc_index>: FHEIALITE S .

o <desc_uuid>: FFEIALFH UUID,

]
o fHAMA, FEIHET Bluetooth LE JEH; .,

Bl

AT+BLEINIT=1 // faf: % P ¥

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // REE W — £ # LM E WL R, ¥ E index &
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3.4.25 AT+BLEGATTCRD: GATTC iU 55 FeAi (i
wE WA

i
GATTC U 55 R o iR AT

s

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

e <conn_index>: Bluetooth LE i£35-, JEH: [0,2].

o <srv_index>: k%575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RSHEFEF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

¢ [<desc_index>]: FHEFIARTTT

o HUCE, BEHH PR IE ;

o BIARWE, BHHAREHERIE .

o <len>: FIRK .

e <value>: <char_value> {3 <desc_value>,

o <char_value>: JR &5 E-EE , F45F 84520, 131 TAT+ BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, BN, #FWRYA +BLEGATTCRD: 0, 1, 0, WIZREHRESN 1, WEHR “07.

e <desc_value>: Jx 4 4F ME i @& & W H, F OHF B K A, &
#TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> i BX. 7 4, 25 Wy &
"N +BLEGATTCRD: 0,4, 0123, NWFREHEKE N 4, WA R “01237,

vei
o ffHAMS, FEIHEST Bluetooth LE JEH; .
o A HVRIRS LA SRR, Wz [a] “ERROR”,

il

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W —F w4 MW E WL R, #§E index £

/) Blde, BEE 3 BEREFMNE 2 FHMAKE L THAKEE, 4T
AT+BLEGATTCRD=0, 3, 2, 1

3.4.26 AT+BLEGATTCWR: GATTC ‘Bl 555 AE1

)E’J

CEL A

yfik:
GATTC 5 i 55 FRAE(E S AR A (E
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’AT+BLEGATTCWR:<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length> ‘

Response:

E |

P45 > Fn AT HERRFECR D80, SO T DA AR, 488 KIZ IR FI 240 <length> MYEIT,
WATE AL

HRRA R, SRR

OK

e <conn_index>: Bluetooth LE &35, LRl [0,2].

o <srv_index>: [R5 75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> £y if] .

o <char_index>: [R&GHEHEFS, Wi8fTAT+BLEGATTCCHAR=<conn_index> <srv_index> #rif].
* [<desc_index>]: FHEFIATFF 5

o FIE, WEHRHIRRFIE;

o FARWE, WE HRFHERE.

o <length>: HPEKE. ZSEBUETLE 7 gatts_data.csv H1 val_max_len SHENH .

]
o fHAMS, FEIHET Bluetooth LE EH; .
o A HVRIRSFHEA SRS EAE, Wk “ERROR”,

il

AT+BLEINIT=1 // fAf: % P ¥
AT+BLECONN=0,"24:12:5f£:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // ME W — 4 # AW E WL E, #§ T index £
/) Bl BE 3 EREWE 4 FHEME, EANKEHN 6 FEHEE, a4 T:
AT+BLEGATTCWR=0, 3, 4,, 6

';JT

// %j% nsn fé‘,_'%)é, %I)\ 6 %Z"—ﬁ'é@%f{%ﬁp , ﬁlﬂ "123456", %}éﬂ:ﬁég)\

3.4.27 AT+BLESPPCFG: #ify/i i Bluetooth LE SPP 5%
iy

i
%] Bluetooth LE SPP (Serial Port Profile) Z:%§

AT+BLESPPCFEG?

W 7

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>
OK
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B

&F

Yytie:
W E 5 H E Bluetooth LE SPP £

wn

.

AT+BLESPPCFG=<cfg_enable> [, <tx_service_index>, <tx_char_index>,<rx_service_index>,

—<rx_char_index>] [, <auto_conn>]

W i <

OK

<cfg_enable>:

0: F'E Ty SPP 24, JGHSHILHHS;

I G SR EIHS

<tx_service_index>: tx fkR % & B, W iz fTAT+BLEGATTCPRIMSRYV=<conn_index>
FAT+BLEGATTSSRV? 5],

<tx_char_index>: tx JIR % 4 1iF ¥ 5, W] i8 f7AT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 751 .

<rx_service_index>: rx fR % ¥ 5, W & FFAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 5.,

<rx_char_index>: rx g 4% 5 1 ¥ 5, W i& {TAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FAT+BLEGATTSCHAR? 251 ,

<auto_conn>: HZEEAREN, BOAEOLT, HIEEYGEGERE.

0: 2% 1| Bluetooth LE %1% H sh EIEINHE.

1: {#ifE Bluetooth LE %1% H s EEIN6E.

1F Bluetooth LE %% i, tx ARSSEFAE B2 write with response B{ write without
response, X REFFFMEEBHEVNE indicate B notify,

X}T Bluetooth LE filg 545, tx IR FHEJRIHELIZE indicate B notify, rx JREFHIEJE ML
write with response B{ write without response,

ST HIEEDRE, WRERNTT, SRaWITEREEERR (O T AT+SYSMSG), FH%
BT RRIEE A S MEREMIIEOLY, WIS, S HESIEE, MCU 5B BB W,
QAR I MAC KA T oA, WITeik R ) .

il

AT+BLESPPCFG=0 // ®¥® Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // % & Bluetooth LE SPP % ¥
AT+BLESPPCFG? // % # Bluetooth LE SPP % ¥

3.4.28 AT+BLESPP: it A Bluetooth LE SPP Fix

AT

L N
“D/\'\

Ttig:
i3t A Bluetooth LE SPP 5=

Espressif Systems 128 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

AT+BLESPP

Wi % ¢

OK

>

ik IR AT B 433 A Bluetooth LE SPP #5x(,  RJ DAHFA TR A ik FH2 1K -
7+ Bluetooth LE SPP JqRZE4E1R ( X]3AE Bluetooth LE #E32%8 3 )5 A f# € Notifications ), J3&% [A] :

ERROR

|

* 1E SPP fLhh , A R UCEAT+SYSMSG Bit0 4y 1, W AT A SR/ TATIR H SPP i B H R .

* fE SPP &4, PR EAT+SYSMSG Bit2 2y 1, W AT NS4RS A B 5 B

o BRGWEHEH +++ (U, BRSO R, 52 DEF AT A AT 6
A

o

il

AT+BLESPP  // # A Bluetooth LE SPP # R

3.4.29 AT+BLESECPARAM: #%ify)/i}¢ ¥ Bluetooth LE iS5
iy

ke
¥ Bluetooth LE SMP [ 24k

[

AT+BLESECPARAM?

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>
OK

)E’J

CELN A

ik
X Bluetooth LE SMP il 3%

[

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

Mjn] oz <

OK

Espressif Systems 129 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

o <auth_req>: AIFEK.

* 0: NO_BOND

* 1: BOND

e 4: MITM

» 8: SC_ONLY

* 9: SC_BOND

¢ 12: SC_MITM

¢ 13: SC_MITM_BOND

s <iocap>: M AfiiHAESS.

¢ 0: DisplayOnly

* 1: DisplayYesNo

 2: KeyboardOnly

* 3: NolnputNoOutput

4: Keyboard display

<enc_key_size>: MIFHHIKIE, SHGLM: (7,16, B 7,
<init_key>: Z/> R BRI IR B«

<rsp_key>: Z/>HURF( 2 B IR LA B o

* <auth_option>: ZZ4-iANEEDI :

* 0: HEEFEREER;

o 1 QERICIRME R Z BT BOE 25, W Wi iEs.

* <init_key> fil <rsp_key> S AR H AR ANT :

o Bit0: F A 4047) Idy 2 H A 7 25 0 1 o o 2 4

o Bitl: T A2 1% A A B 254 Y TIRK %54 5

o Bit2: T AcHA 1A % A A B 25 4H 1Y CSRK %54H 5

o Bit3: JH T34 bR % A A [ %5 £A 1 link %540 (/T Bluetooth LE F1 BR/EDR JEA7AR) o

il

AT+BLESECPARAM=1,4,16,3,3,0

3.4.30 AT+BLEENC: %2 Bluetooth LE %K
BeE WA

Jyiig:
S W PN

A

’ AT+BLEENC=<conn_index>, <sec_act>

W

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
e <sec_act>:
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0: SEC_NONE;

1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;
3: SEC_ENCRYPT_MITM,

Bl

o fENAGORHT, WRELESH. B SRR,

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEADDR?

AT+BLESECPARAM=1,0,16,3,3

AT+BLESETKEY=123456

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART

// f# i Bluetooth LE & app 1 4 client 5 ESP32-C6 % & # I Bluetooth LE # ¥
AT+BLEENC=0, 3

3.4.31 AT+BLEKEYREPLY: #3% J5 BE45 s %%
UE A

Jyiig:
] 52 B} 4

A

’AT+BLEKEYREPLY:<conn_index>, <key> ‘

Wi i ¢

[ox |

» <conn_index>: Bluetooth LE i£#:5-, JEHl: [0,2].
 <key>: JCXTE4.

il

AT+BLEKEYREPLY=0, 649784

3.4.32 AT+BLECONFREPLY: #%f 5 dessimlsZoiNai it (B8 a0 B )

)E’J

CEL A

i
[ 52 e o 25 2
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’AT+BLECONFREPLY:<conn_index>,<confirm> ‘

e <conn_index>: Bluetooth LE i£3:5-, JER: [0,2].
¢ <confirm>:

e 0:

e I: 2

il

AT+BLECONFREPLY=0, 1

3.4.33 AT+BLEENCDEV: #iggf£i) Bluetooth LE Jjii% s 55 bl
iy

Yyiig:
45 E 1 Bluetooth LE N5 #5413

[

AT+BLEENCDEV?

L)V

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

SH
* <enc_dev_index>: TP AMIERES . MSHA—EE T AL AT+BLECONN Zxifi] 111 Bluetooth

LE #3225 F P8 conn_index Z%. Jul#: [0,14].
o <mac_address>: MAC #ihil.

BE]
* ESP-AT iZ AWSIE 15 ikdf. WRIEMBIHEIT 154, IR ER & F R SRk

EREMF M 0 | 14 SRR E 152 BB (E 5 .

il

AT+BLEENCDEV?
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3.4.34 AT+BLEENCCLEAR: 5[ Bluetooth LE Jji55i% 4% 514

LSRR S 2 h R R — B S e

s

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
O 83 2 4 i P B A 5

A .
"ﬂé’\'

’AT+BLEENCCLEAR

Wi i ¢

’OK

» <enc_dev_index>: 4} EXSMIERES .

il

AT+BLEENCCLEAR

3.4.35 AT+BLESETKEY: % Bluetooth LE &5AsHCNf %540

A a4

itk

]:‘é?i’aj Bluetooth LE # AW B4, £X%&E, N AT KE -1

ZE

’AT+BLESETKEY?

Wi 3% ¢

OK

+BLESETKEY:<static_key>
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EmA

&F

Tytig:
i Bluetooth LE £ & —~ Bluetooth LE E#+ 7S X 2548

O e
iy

’AT+BLESETKEY:<static_key>

W i ¢

’OK

« <static_key>: Bluetooth LE #}ZSHEIX254H .

il

AT+BLESETKEY=123456

3.436 AT+BLUFI: Jf)iok %P4 BluFi
Ay

i
#if) BluFi AR5

O e
iy A

AT+BLUFI?

W i ¢
#i BluFi RIFH, MR -

+BLUFI: 0

OK

47 BluFi ©L )5, MR [m] :

+BLUFI:1

OK

EmA

&F

Ly :
TFE ECK ] BluFi

O e
iy 4

AT+BLUFI=<option>[,<auth floor>]

W i <
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OK

¢ <option>:
— 0: 5% [4] BluFi;
- 1: JF& BluFi,
* <auth floor>: Wi-Fi I\ IERGU(E, ESP-AT A2 B IERUR T HBER AP:
- 0: OPEN (ZkiL);
WEP;
: WPA_PSK;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK,

|
N kR W =

L

o X L BEFE Bluetooth LE KA UL IS I T )2 B 2% 4] BluFi (AT+BLE1NIT—0)
o RIS E AT ERE, AR BluFi DhRERT, SERIRAT+CWMODE=0/I fiv %55 SoftAP. 4Nt
TREEZA0T, W5 RE L4 S0RY,

* BluFi [it W J5 i &% AT+BLUFI=0 fip4 %4 BluFi, DAREHCZEIE .

il

AT+BLUFI=1

3.4.37 AT+BLUFINAME: #il)/i% ¥ BluFi 5954
iy

Ly
#if BluFi 44 5

[

AT+BLUFINAME?

W )i *

+BLUFINAME: <device_name>
OK

%
mE

[y

BluFi 1% 4544 F1

L
& m S

AT+BLUFINAME=<device_name>
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o <device_name>: BluFi %44 F5.

(]

© W5 ¥ E BWF B % 4 FR, 5 AL is 1T AT+BLUFI=I fir % Al B B, 75 WK 68 ) 3BK0A 44 Fx
BLUFI_DEVICE,

* BluFi B R RN 26 777

* Blufi APP W] DAYE R I RTIE HHR #K

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.38 AT+BLUFISEND: %1% BluFi J y» 1 @ SCEcis

ifig:
&% BluFi il P 3 @ OB 26 Vi

s

’AT+BLUFISEND:<leDgth> ‘

Response:

R > 2 AT HERSFHCR 8, U T DA AR, 4 8s K IR FI S48 <length> Y(EIT,
T U e il
PR R, R

OK

S8

* <length>: HlE)E, B T,

|

 HE BRI BN BB R I 600 Y.
o WNER ESP YEIFALUA R P H & B, B4 £3PA +BLUFIDATA: <len>, <data> f&=XFTHl.
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il

AT+BLUFISEND=4
/R ST FER, AN 4 FEFRREHRT, o m1234n, ABRKELHEFTRESL FAMN

3.4.39 AT+BLEPERIODICDATA: i ¥ Bluetooth LE JS IV ) Rk %a

TCE R R A

2 A
O

’AT+BLEPERIODICDATA:<periodic_data>

W] 2

* <periodic_data>: JSIPEHREE, S 16 BRI AR BN, A AHBCE) T R “0x11 0x22 0x33
0x44 0x55”, Né4A AT+BLEPERIODICDATA="1122334455",

il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.440 AT+BLEPERIODICSTART: JJ )35 1010k %
PAT @A

rtig:
FFE AT 175

fir 4

’AT+BLEPERIODICSTART

Py Jif =

’OK

|

cHEJF M M M T W2 E, ® R BR Y RE VR EXE N
ADV_TYPE_EXT_NOSCANNABLE_IND,
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il

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // % B & 8 M % % 4
AT+BLEADVPARAM=32,32,5,0,7,0 // BV E 5%
AT+BLEADVSTART // FE¥ B #

AT+BLEPERIODICSTART // F B A M %

3.4.41 AT+BLEPERIODICSTOP: {5 1k S 01PE ) Rk W) 2B

2N

’Z—\TJrBLEPERIODICSTOP // fE 0k B BT

3.4.42 AT+BLESYNCSTART: JI 53] 26 R 0P ) 8

)y

N

R

&

itig:
S IEAEGEAT R R TR A

oz

AT+BLESYNCSTART=<target_address>

o] i 2

+BLESYNC:<addr>, <rssi>, <periodic_adv_data>
OK

o <addr>: i%#5Hbdk

o <rssi>: {555

* <periodic_adv_data>: J&1%: ) #EHRE
i

o AETTIE IR $E R 2 AT, T 2R FF Bluetooth LE i ShBEFF2EEAT -
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il

AT+BLEINIT=1
AT+BLESCAN=1 // FH#HE
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH AW & FHF

3.4.43 AT+BLESYNCSTOP: {5k 5301k ) #& s 20
Wiidn s

itig:
5 1k B R R A TR

[t

’AT+BLESYNCSTOP

W] 7 2

[ox

Bl
o QIR HF BLE S I RE M, A8 A ML) $E ) A2 S e B e B s ok .

Zy |

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.44 AT+BLEREADPHY: #%ify >4 i 808 F g PHY
Y A

itig:
Y iR A ) PHY .

e

AT+BLEREADPHY=<conn_index>

] 7 2
QA ), R

+BLEREADPHY :<device_addr>, <tx_phy>, <rx_phy>
OK

WERARNG, R[]

+BLEREADPHY : -1
OK
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BH

o <device_addr>: X uii5 & ikl
o <tx_phy>:

e 1: IMPHY.

2: 2M PHY.

¢ 3: Coded PHY.

e <rx_phy>:

e 1: IMPHY.

2: 2M PHY.

3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // Z i % #f #% ¥ # PHY

3.4.45 AT+BLESETPHY: & %R PHY

BE Y HEREN PHY .

xS

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

] o7 2
WRAR ALY, R[]

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

PUE Sicn PNV @SR

+BLESETPHY: -1
OK

o <device_addr>: SJupik gl
e <tx_rx_phy>:

e 1: IMPHY

e 2: 2M PHY

¢ 3: Coded PHY

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0
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3.5 MOQTT AT A4k

o« N2

o AT+MQTTUSERCFG: % MQTT | )@

o AT+MQTTLONGCLIENTID: & MQTT % Fiif ID

o AT+MQTTLONGUSERNAME: & MQTT %t ] F1 44
o AT+MQTTLONGPASSWORD: '8 MQTT % it %57

o AT+MQTTCONNCFG: %8 MQTT & /8 H:

o AT+MOQTTALPN: %% MQTT & 27 (ALPN)
* AT+MQTTSNI: ¥ MQTT fiR 555 %4 Frd57~ (SNI)

o AT+MQTTCONN: %1% MQTT Broker

« AT+MQTTPUB: %7 MQTT Ji . (F4F)

o AT+MQTTPUBRAW: %7i¥ MQTT ji4 4

o AT+MQTTSUB: 1] MQTT Topic

o AT+MQTTUNSUB: HUj477 1% MQTT Topic

o AT+MQTTCLEAN: WiFF MQTT %4

o MQTT AT 4432 45,

o MOTT AT %

351 &

W B AT [EPF SRR G0 N PTA AT fird. WRECR T 2 ESP32-C6 30 MQTT 4, 5 H
FrémiF ESP-AT 142, {e8f AP T B T AR Lk

e # /] Component config->AT->AT MQTT command support

3.52 AT+MQTTUSERCFG: ¥ MQTT H yf1)gth:
BEmA

i
HeE MQTT H sk

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

Wi i ¢

OK

ZH

e <LinkID>: 4Hi{{ % $¥F link ID 0,
¢ <scheme>:

— 1: MQTT over TCP;

— 2: MQTT over TLS (AREIHIE ) 5

: MQTT over TLS (56 server IF5)

: MQTT over TLS ($243t client §IE43) ;
: MQTT over TLS (#:54; server iIE-5 3 H Ak client IE45) ;
: MQTT over WebSocket (%:F TCP);

|
AN B~ W
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— 7: MQTT over WebSocket Secure (3T TLS, AIGIES);
— 8: MQTT over WebSocket Secure (LT TLS, L server E45);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client IE45);
— 10: MQTT over WebSocket Secure (ET TLS, ®:5& server IF-If HE2HE client IE).
o <dclient_id>: MQTT %/ 3 ID, Ak iE: 256 547,
e <username>: {44, H%?Z{‘Bﬂj MQTT broker, fr kK /E: 64 FF,
o <password>: #H, & MQTT broker, KK E: 64 %y
o <cert_key_ID>: {35 ID, HpujESP-AT {3 #—%& cert ik, Z%0H 0.
« <CA_ID>: CAID, Hiif ESP-AT {342 CAIE, SE0H 0.
» <path>: BEJEEKAE, HORKEE: 32 F5.

o Bk AT B BN REE T 256 75,

o QN5 <scheme> FLEH 3. 5 8\ 10, A TR S 2R EUE AR, 157 & EAT+MOTTCONN fiy
AHiHf Pk ESP32-C6 ELARERE Y AT E] . (Z50T PAKIEAT+CIPSNTPCFG 14 KIS SNTP, FRH(Y4
HIFFE], K IEAT+CIPSNTPTIME? iy 425 1A 24 B s 1A] . )

3.53 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID

R FR AT £ HEI MQTT % P 1D, LN T DU A% P38 1D, % AT BelcSI% P
ID KJFiKF| <length> 5, &[H:

OK

ZH

e <LinkID>: 4Hi{Y % $F link ID 0,
« <length>: MQTT %& P ID K3, JifEl: [1,1024].

Bl

* AT+MQTTUSERCFG fip %] DA MQTT )73 1D, 35 2 [ 22 51 (4 -
— AT+MQTTLONGCLIENTID 754~ 5] DA JF 5K 1% BRI X 8 K 1% P 1D, R AT+ MQTTUSERCFG
MK Z I
— RAER EAT+MQOTTUSERCFG J5 Fi{#i il AT+ MOTTLONGCLIENTID.
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3.54 AT+MQTTLONGUSERNAME: ¥ MQTT %k )y 144
B

i
WE MQTT I 44

s

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W

OK

>

i) IR AT SR Gl MQTT I P45, MEATERTT DA% A MQTT I F4%, 24 AT #:43i MQTT
AP ZKEIRF| <length> J5, &M

OK

B

e <LinkID>: 4§i{{ % $¥# link ID 0,
o <length>: MQTT "4 KJF. Ju: [1,1024].

el
o AT+MQTTUSERCFG &AW DL E MQTT H 74, — &2 i HafE:
— AT+MQTTLONGUSERNAME x4 7] DA Sl i EAHNT S K 10 ) 745, AT +MOQTTUSERCFG fiy

K EEZ IR
— VAEE B AT+MOQTTUSERCFG J5 T4 Jl AT+ MOTTLONGUSERNAME ,

3.5.5 AT+MQTTLONGPASSWORD: #¥¥ MQTT % 86
BEEm A

itk
B MQTT %Y

s

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <

OK

>

ik FOR AT SR LI MQTT %Y, IHF T AR A MQTT %515, 4 AT #:IkFIf) MQTT %%
KRS <length> J5, &[H:

OK
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BH

« <LinkID>: 4i{¥ 3745 link ID 0.
» <length>: MQTT 3K &, JEF: [1,1024].

B

* AT+MQTTUSERCFG fp -] AU MQTT %51, 35 2 [A) ) 22 HAL 45 -
— AT+MQTTLONGPASSWORD W] DA H SR B BAHRT B K %1, AT+ MQTTUSERCFG it
BEZIR;
— VA B AT+MQTTUSERCFG J5 T Fil AT+ MOTTLONGPASSWORD.

3.5.6 AT+MQTTCONNCFG: % MQTT &8k

B MQTT ##2 g1

e

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

o <LinkID>: 437{¢ 4% link ID 0,
o <keepalive>: MQTT ping #BHIHFE], By #b. JERE: [0,7200]. BRIAE: O, £@imEInch 120 7.
+ <disable_clean_session>: %% MQTT jFH S iEIrE, A X ZSHNEZ(EEi#ES % MQTT 3.1.1
M Py Clean Session 2577 o
- O: fHRETE PR &E
- 1 B E
o <Iwt_topic>: j5ilE topic, KK : 128 7.
o <Iwt_msg>: j5UE message, m[AKE: 128 FI5.
o <Iwt_qos>: i5iliE QoS, ZH(m[ik 0. 1. 2, BRiME: 0.
o <Iwt_retain>: j5UF retain, ZHn[¥E 08 1, BHAE: 0.

3.57 AT+MQTTALPN: %% MQTT )2 (ALPN)

B A
e
B MQTT BLFE AR (ALPN)
e

AT+MQTTALPN=<LinkID>, <alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">]

W

Espressif Systems 144 Release v2.3.0.0-esp32¢3-898-gcb74b8677e
Submit Document Feedback



http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.pdf
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,
 <alpn_counts>: <” alpn” > S M. JEE: [0,5].
~ 0: % MQTT ALPN it %
~ [1,5]: %% MQTT ALPN il &
o <”alpn” >: FRFERESH, FIR ClientHello 1) ALPN, H] Rl PAKIEZ A~ ALPN BB RS54

e
o B AT fr S KIER/NT 256 A7,

o HA77F MQTT £ T TLS 5 WSS i}, MQTT ALPN B A £ 2E 5.
. ﬁji&iﬁﬁAT+MQTTUSERCFG JE i F§ AT+ MQTTALPN .

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C6", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: ¥ MQTT IR 4525 #Fkismn: (SNI)

B
WH MQTT %5 75 44 i 2% (SND)
e

’AT+MQTTSNI:<LinkID>,<"Sni">

o <LinkID>: 4pif¢ 3 #% link ID 0.,
o <” sni” >: MQTT RE284Frdes. Aal ATE ClientHello HopH: % 136 2 IR 45 38

st

o B AT KB /INT 256 2717
o HUATE MQTT 2T TLS 5 WSS i}, MQTT SNI FFE: A& 434,
o WAL EAT+MQTTUSERCFG J5 Fidi il AT+ MQTTSNI .
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il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com", "ntp2.aliyun.com"

AT+MQTTUSERCFG=0,5, "ESP32-C6", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

3.59 AT+MQTTCONN: #4$: MQTT Broker
A%

27 ESP32-C6 %45 2 1% 321 MQTT broker

Py -
iy A

AT+MQTTCONN?

Wi i :

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>

%382 MQTT Broker

P e
"ﬂ4>‘

’AT+MQTTCONN:<LinkID>,<"host">,<port>,<reconnect>

Wi % ¢

’OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,

o <host>: MQTT broker 3844, KK 128 F37,

e <port>: MQTT broker 551, K : 65535,

» <path>: FEJERKAE, HORKEE: 32 5.

* <reconnect>:
- 0: MQTT K HZhE %, WIH MQTT @ 7 45 fi KT, W JG P-4 i B i 142

EHREKIRAT+ MOTTCLEAN=O fin 2 TH B B, EHNCE S5, HELimiEe:.

- 1: MQTT B &%, SHFEREZHNEEE.

o <state>: MQTT IRFES:

0: MQTT AA14H 1k :

1: BB AT+MQTTUSERCFG;;

2: BB AT+ MQTTCONNCFG ;

3. R

4: O IERE

5: ELiEH:, [HRITH topic;
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- 6: B, Bl topic.
¢ <scheme>:
— 1: MQTT over TCP;
2: MQTT over TLS ( ARHIIEH);
3: MQTT over TLS (#¢4; server IE+5) ;
4: MQTT over TLS ($2fit client IF35) ;
5: MQTT over TLS (#% server yIF 457F HARE client JF 45 ) ;
— 6: MQTT over WebSocket (T TCP);
7: MQTT over WebSocket Secure (3T TLS, AKIEHET);
8: MQTT over WebSocket Secure (3T TLS, L server IET5);
9: MQTT over WebSocket Secure (3T TLS, #:fk client IE45);
10: MQTT over WebSocket Secure (3T TLS, 4 server 3IE 57 HAZMAE client E45) .

3.5.10 AT+MQTTPUB: %45 MQTT #58 (‘F45H#)

ML

¥

KF
g

[y

tig:
il topic k?ﬁ MQTT PR R . GRS AN B R 2, Tl T A AT A KE
BI{E 256 FF7, HE AT+ MQOTTPUBRAW 54>,

“ﬂ4>

’AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain>

W % <

[ox

o <LinkID>: 4 4% link ID 0.

» <topic>: MQTT topic, A : 128 iy

o <data>: MQTT F/5 14 .,

* <qos>: KTTHEN QoS, ZHAI#k 0. 1. 52, BIAH: O,

e <retain>: % 1fj retain,

|

B4 AT p BRI AR 256 FY .

o A OMNRERIEEIR \0, EFEREZEE, WHHNAT+MOTTPUBRAW 54
il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32-C6", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"",0,0 //_
SRFRHAR, FEEHATHESTFER L.
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3511 AT+MQTTPUBRAW: % fiK MQTT j§5.

B
i topic %Ak MQTT JEL. WA SATRIR RHIRR D, FORT 4 AT S iR 256
A, AATAMH AT+ MOTTPUB fir-.

AT+MQTTPUBRAW=<LinkID>, <"topic">, <length>, <qos>, <retain>

Wi % ¢

OK
>

FP5 > FOR AT RGP D8, BEIRMERT AR AR, 2 8i KA EI 240 <length> [ERT,
BAR et .

Atk s, W AT i a :

’+MQTTPUB:OK

RN, W AT i [a] -

’+MQTTPUB:FAIL

B8

<LinkID>: (¢34 link ID 0,

<topic>: MQTT topic, FZ KA 128 F7.

<length>: MQTT jHE K, [ ESP32-C6 1545 1 e KK A2 2 W 1 H AR BR ] .
<qos>: KIHER QoS, Sk 0. 1. Bi 2, BAA: 0.

e <retain>: &1 retain,

3.5.12 AT+MQTTSUB: iJ[g MQTT Topic
it &

Jyiig:
i E 1T FURY topic

s

AT+MQTTSUB?

W 7 :

+MQTTSUB: <LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB: <LinkID>, <state>, <"topic2">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK
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EmA

&F

i
46 E MQTT topic FIEE QoS, STFFTFIZ A topic (#Z X FFiTF] 10 4> topic).

O e
iy

’AT+MQTTSUB:<LinkID>, <"topic">, <gos>

Wi i :

[ox

2 AT ZA S T HAY topic Y MQTT R, & [H]:

+MQTTSUBRECV:<LinkID>, <"topic">,<data_length>,data

A AT P % topic, MR [a|:

’ALREADY SUBSCRIBE

BH

o <LinkID>: 4737/ 3% 4% link ID 0,
o <state>: MQTT JIRZS:

- 0: MQTT K#JhH1k;
1: BB AT+MQTTUSERCFG;
2: BB AT+ MQOTTCONNCFG;
3 W
4: BRI
5 B, HARTI T topic;

- 6: i%#E, TiTH MQTT topic.
* <topic>: V][ topic.
e <qos>: A QoS.

3.513 AT+MQTTUNSUB: HLii§iJ g MQTT Topic

gﬁ

S

i
F R BGH T A opic, W24, PABGHIT AR topic.

P
"ﬂ<>‘

’AT+MQTTUNSUB:<LinkID>,<"topic">

Wi i ¢

[ox

A ARV i % topic, N A :

NO UNSUBSCRIBE

OK
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BH

« <LinkID>: 4i{¥ 3745 link ID 0.
« <topic>: MQTT topic, F KK : 128 7.

3.5.14 AT+MQTTCLEAN: Wil MQTT ¥

B

&F

i
Wit MQTT 842, BEHwIE.

P
iy

’AT+MQTTCLEAN:<LinkID>

W

[ox

BH

e <LinkID>: Y4Hij{{ 7 #F link ID 0,

3.5.15 MQTT AT &A%

MQTT 4%i%f5 DL ERR CODE: 0x<%08x> JERATEHI,

SEIRER SRR
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_ WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
Todkst
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R2-ZFQ
SRR SEIRAD
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT _MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT _MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT _MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT _MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT _MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT _MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT _MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT _MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT _MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT _MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT _MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
TREE:
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R2-ZIW

HHiRIEE B
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.5.16 MQTT AT #:1]

o ki, AT MQTT 68 7E 10 by, {HAT+MQTTCONN 4 Fhh. Blan, s hmeass
A LW, A AT+MQOTTPUB 2345 10 # NI, {HAT+MQOTTCONN fiy 445 M 25 R AN IS DL
A 6 75 B 22 s [) FH R SA  f0..

o UNRAT+MQTTCONN ;23T TLS 4z, B L n i i e 10 F5, D) A8 i e fe) 2> M H 2 T
B LR AR K.

o 24 MQTT #3:W 0, 23878 +MQTTDISCONNECTED : <LinkID> Ji§E..

o 4 MQTT E#:E W, &#E/8 +MOTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JH & .

3.6 HTTP AT &4k

o 4B

o AT+HTTPCLIENT: %% HTTP % FIiik sk

o AT+HTTPGETSIZE: #:Ht HTTP % JE K /)N

o AT+HTTPCGET: 3RE{ HTTP %I

o AT+HTTPCPOST: Post 57 K ) HTTP %4
o AT+HTTPCPUT: Put }57 K & HTTP $d

o AT+HTTPURLCFG: ¥£'8E/3-EUK ) HTTP URL
o AT+HTTPCHEAD: %% /%5 HTTP 53k 3L

o HTTP AT 443275

361 ¥

WY BN AT R SRR R r A AT fird. R EORTE B2 ESP32-C6 S HTTP iy, i H
1147% ESP-AT 142, (eS8 TP TS LA e

e # /] Component config->AT->AT http command support

3.6.2 AT+HTTPCLIENT: ‘%3% HTTP %5 i oK
B
e

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">] [,<"http_reqg_header">][,<"http_reg _header">][...]

W i <
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+HTTPCLIENT:<size>, <data>

OK

o <opt>: HTTP %& il K5y
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
— 5: DELETE
o <content-type>: % iR EIEISHY
— 0: application/x-www—form—-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3: text/xml
o <” url” >: HTTP URL, )51 <host> fl <path> ZECATH, ASHSHANEHXW NS
e <” host” >: 45k IP Hidik.
* <” path” >: HTTP §§4%,
 <transport_type>: HTTP & i fl | BRIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> /g POST 3K i}, ASHCHKikss HTTP G545 00%dE. 4 <opt> A2
POST if3Kki}, XMSERFE (W2, AFEM A S RERAXNSE) .
o <” http_req_header” >: A] KELZ NG R LGRS,

o NSRS E URL 325 an K BRI T 256 =277, il 56 AT+ HTTPURLCFG i 4 Tt & URL,
SRIGA AT Y <"url"> ZEHEREN ",

o W url ZHORHE, HTTP i fe i B 28 host S50 path 28 WA url S5
W FAFER S, HTTP & s host SR path Z%K.

o JRLE R B MR ERIACR SCRE HTTP % P fin 2 (FEAG 3 WWESP-AT B # 2 5F) , H @ W] ad A
THAMFHE T HiZm4: . /build.py menuconfig > Component config > AT > AT http
command support, RJGHIFEIH (FEEE W AxsmiF ESP-AT 1.42) .,

o ZATASASCRE URL FEE ], fEARIEI R S5 4R [l (AR ASAS 301 GRAPEE & 1)) 80 302 (I
HE M) AL H LR URL Hidik . 8007 A A 26 T B ARICE 7 A9 S5 B URL, K538
AT

o WERALE <"data"> SHIWEE K SRR T 256 Y, W AT+HTTPCPOST A4 .

o FXEWELY HTTP i53R:3L, M JAT+HTTPCHEAD i34,

il

// HEAD #
AT+HTTPCLIENT=1,0,"http://httpbin.org/get", "httpbin.org","/get", 1

// GET i K
AT+HTTPCLIENT=2,0,"http://httpbin.org/get", "httpbin.org","/get", 1

// POST & k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"
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3.6.3 AT+HTTPGETSIZE: 0 HTTP FEj5 kb

v

H

N

B

¥

A

=

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZAK/DN. AL FA7, BRAME: 2048, FEH: [0,10240].
o <rxsize>: HTTP B ZELFI/N. BN 7. BRIME: 2048, JEHE: [0,10240],
o <timeout>: [WZGHIN;. FAf7: ZFb. BRHAE: 5000, JEFEE: [0,180000].

o <size>: HTTP &FFE /N,

e
AR URL (R A an M KT 1 256 7Y, i Jofli HAT+HTTPURLCFG fiy % Hifid & URL,

RIFAR SR <"url"> SUHEREY "
« HRGSBE HTTP HR 3k, AT+ HTTPCHEAD fr 4.

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.6.4 AT+HTTPCGET: 3KI{ HTTP %5

yLEE A
BEmA
Wi

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i :

+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZBIFI/N. BN F347. BRIAME: 2048, JEMH: [0,10240].
o <rxsize>: HTTP BURZELFI/N. BN 7. BRIAME: 2048, JEHE: [0,10240].
o <timeout>: [WZGHIN;. FAf7: ZFP. BRHAfE: 5000, JEFEE: [0,180000].
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e
ARt URL (R A A MK HE 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hifid & URL,

RIGAR I <"url"> SHEHEEBREN "".
o QARGARBCE HTTP 355Kk, W5 AT+HTTPCHEAD fis %35 .

3.6.5 AT+HTTPCPOST: Post 5 K5 HTTP £

By

B WA

s

=

>/?"\:

AT+HTTPCPOST=<"url">,<length>[, <http_reg header_cnt>][,<http_reqg header>..<http_
—req_header>]

Wi ¥ *

OK

>

P45 > Fn AT HER IR N8, BUI T DA AR, A4 8s KA FI 280 <length> MY(EIT,
(i BIR R

Ak, MR :

’SEND OK

Esxis PNV IPE T

’SEND FAIL

B

e <” url” >: HTTP URL,

¢ <length>: 75 POST (1Y) HTTP FHi BE . S R BESE T R G0 ] 4 B A HE S (8] R/
+ <http_req_header_cnt>: <http_req header> ZEEE .

* [<http_req_header>]: HTTP 5Kk, W A EZ AN K LA RS % .

Bl
* AR URL YRS MR 1 256 747, i AT+ HTTPURLCFG 1% Filic & URL,
RIEAA L L <"url"> SHEHELEN ",

o ZAa A M) content-type BRIAZEHLH application/x-www-form-urlencoded,
o WRGEAHBEE HTTP 53Kk, & AT+ HTTPCHEAD i % & .

3.6.6 AT+HTTPCPUT: Put 5% Ky HTTP %

=

=

AT+HTTPCPUT=<"url">, <length>[, <http_req header_cnt>] [, <http_req header>..<http_req_
—header>]

W i ¢
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OK

>

Fi5 > 8 AT HERSFHCR 8, U T DA AR, 2488 KRB S 40 <length> HIEIT,
efITiR .

o ek iy, R fa -

’SEND OK

AR, MR m]:

’SEND FAIL

S

<” url” >: HTTP URL,

<length>: 75 Put ) HTTP £l . SR KBS T R G0 AT 40 B B 2 [ R/
<http_req_header_cnt>: <http_req_header> S E.
[<http_req_header>]: HTTP K3k, R &ZikL KRB IRS 25

B
MR URL (R A ar M KT 1 256 7Y, i S fli AT+ HTTPURLCFG iy % Fific & URL,

SRIGAT B <"url"> SEFEEREN "".
o QIR E HTTP 3Kk, i JHAT+HTTPCHEAD iy 5B

3.6.7 AT+HTTPURLCFG: ¥ /MK HTTP URL

iy

e

A

AT+HTTPURLCFEG?

W i <

[+HTTPURLCFG:<url length>,<data>]

P > 2 AT HES IR 8, BERHERT DA A URL, M8l K EEIAFI 24 <url length> [
(I, RGLR[M
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SET OK

ZH

 <url length>: HTTP URL K J&., Bifii:
— 0: j& HTTP URL Jii% .
— [8,8192]: & E HTTP URL Jit & .
« <data>: HTTP URL 4.

+
<

3.6.8 AT+HTTPCHEAD: % /4y HTTP i3k kL
Rl

Py -
iy A

AT+HTTPCHEAD?

Wi i ¢

+HTTPCHEAD: <index>, <"req_header">

OK

)E’J

CELN A

A

AT+HTTPCHEAD=<req_header_len>

Wi 3% ¢

OK

>

B9 > Fon AT HE T AT a4 D8, BEIFGn] DU A HTTP 53Rk 3L (R0 key: value JB
X)), BEIRKELHSH <req_header_len> [K{HEA}, AT iRA|:

OK

+ <index>: HTTP 3Rk 1&5|MH.

+ <” req_header” >: HTTP i3k,

+ <req_header_len>: HTTP ifsR3LKF, BAfi: 595,
- 0: JERITH CIRER HTTP 5Kk
- HAhfE: BE—F HTTP 3Kk .

st

o A —W HEERE — HTTP iRk, HuDAZWRBE., 2 AP HTTP #5k 3k,

o RAYAHEE HTTP RG24 /ER, —HIRE, Frff HTTP B2 # S i ix seigoRk 3k .

o AR EER HTTP 33Kk Hi key AR AIHE HTTP @y A0 R 5 ) key A, T4 4
A s E % HTTP 55k 3k,
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il

/1 BB E KK
AT+HTTPCHEAD=18

/1 EKRCE S FEE, MANTH Range Rk, THFXRMM 256 MFF.
Range: bytes=0-255

// T #& HTTP % &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c6/index.
—html"

3.6.9 HTTP AT (%563

o HTTP % Jifi:
HTTP & FimtEixeS | 58
0x7000 AR TN
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
o HTTP fRR55%s:
HTTP fRs5=aiEiREg | iR
0x71f4 Internal Server Error
0x71f5 Not Implemented
0x71f6 Bad Gateway
0x71£7 Service Unavailable
0x71f8 Gateway Timeout
0x71f9 HTTP Version Not Supported
* HTTP AT:

— AT+HTTPCLIENT fiy & 45 iR/ 0x7000+Standard HITP Error Code (WZH x
Standard HTTP/1.1 Error Code [#){Z 5., %% RFC 2616).

— fHlhn, # AT {FJE ] AT+HTTPCLIENT fy 20t %] HTTP error 404, <R[\ 0x7194 44i%15
(hex (0x7000+404)=0x7194),

3.7 XPE&RSE AT w24
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. {I\éﬂ

o AT+FS: CIF&RGHAE
o AT+FSMOUNT: #1125

371 v&i

B BRIAR AT B LT R AT @54 WERETE 2 ESP32-C6 2 # ¥ LR G m4, iEH T4
¥ ESP-AT 142, 1E55 A0 TR B e :

e |3 Component config->AT->AT FS command support

3.7.2 AT+FS: R4

%

i

AR
At

EP

’ AT+FS=<type>, <operation>, <filename>, <offset>, <length>

Wi i *

[ox

BH

o <type>: HTHI{L 3 FATFS

- 0: FATFS
¢ <operation>:

- 0: JHERSCHE

-1 Xl

-2 otk

- 3 AW RN

- 4 AW T S, HEACCRRE

o <offset>: bl , (NEMXT RS EAERE:
o <length>: K, (UEXHEEHAERE

L]

o Ky BN SUE RS . AT+FS U RGEAESE NG, TR ZVE WU AT+ FSMOUNT=0 fiy 4]
O RS, AR E RAM %5[H] .
o [ A &5 hesk at_customize.bin, H4H(FE 7S ESP-IDF 43 [X 3% fildefT B 2 L4 X .

o FEEHEIRKE j(?;kﬁj(fﬁ?j(/]\ AR ] S B4 2 R 0 o
* ¥4 <operator> Fwrite B, RFEIENILS G EHATIRE] >, HUAHETT DA A B S 1 5dE, 4L
K E N 5 <length> —3,

il

Espressif Systems 159 Release v2.3.0.0-esp32¢3-898-gcb74b8677e
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c6/api-guides/partition-tables.html
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

/) B EANS X

AT+FS=0,0,"filename"

/) EENXHERE R 100 KEN 10 FF
AT+FS=0,1,"filename", 100,10

/) RNEASX B RAE A 0 AER 100 FF
AT+FS=0,2,"filename", 0,100

/) Bl ARE KT AR X

AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: H:#/HZ FS X125

Bra

-t

’ AT+FSMOUNT=<mount > ‘

i)
= |
¢ <mount>:
- 0: HHIZk FS (R4
- 1 8 FS RS
B

o AT+FS SCPFRGMESERUR, SIS AT+ FSMOUNT=0 iy 4 EIBSCIE R G, ROk
i RAM 7S],

il

/) FHAEXM AR

AT+FSMOUNT=0

/) FHERXMHRA

AT+FSMOUNT=1

3.8 WebSocket AT iy 245

43

AT+WSCFG: TiL&: WebSocket 24§
AT+WSHEAD: % /7% WebSocket i# 3K 3k
AT+WSOPEN : Zih)/¥TFF WebSocket 443
AT+WSSEND: [ii] WebSocket 132 & 1% 5
AT+WSCLOSE: 5[4 WebSocket %3
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381 ¥

g BOAR AT B SR U R AT 4. Q2R AE5 2 ESP32-C6 S WebSocket A%, 1 H
174 ESP-AT 142, (e TP TE TAR HLERE

e |3 Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [iLE WebSocket 2%}

B A4
e o N
“D4}'

’AT+WSCFG:<link_id>,<ping_intv_sec>,<ping_timeout_sec>[,<buffer_size>}

W i :

[ox

5y

’ERROR

o <link_id>: WebSocket %2 ID, JEMHE: [0,2], BPHKZH: = WebSocket j##%,

» <ping_intv_sec>: %% WebSocket Ping [8][§. EA{7: #b. JOE: [1,7200]. BRiA{E: 10, BP: &FE
10 Fb A& i%—1k WebSocket Ping 4.

* <ping_timeout_sec>: WebSocket Ping #f. BAf7: #b. JEFE: [1,7200], BRA{E: 120, HP: 120 #b
S ) WebSocket Pong i, I 3 ] e

» <buffer_size>: WebSocket ZEr X /N, BAf: F7. JEEE: [1,8192]. BRIA(E: 1024,

e

o P4 W AEAT+ WSOPEN 2 Hilit B, HMIARSAER,

il

// B E link_id 4 0 B WebSocket #¥ ¥ W Ping KB W E A 30 #, #HE 60 #, ZWHR._
4096 F ¥
AT+WSCFG=0, 30, 60,4096

3.8.3 AT+WSHEAD: P:¥/#xif) WebSocket i 2K 3k
A

A

AT+WSHEAD?

L)V
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+WSHEAD : <index>, <"req_header">

OK

v

o

N

B

¥

A

=

AT+WSHEAD=<reqg_header_len>

W i <

OK

>

TF5 > FR AT HEA T2 AT 4 8, BEIHEE] AR A WebSocket 153K 3k (3K 3k key: value
ER), BEIRKIEIRFIBE <req_header_len> [fHI, AT iR[H|:

 <index>: WebSocket {3k LHIRT[{H.

* <” req_header” >: WebSocket i# 3Kk

+ <req_header_len>: WebSocket iR JF, B FT.
- 0: JEFRFITA I E R WebSocket 3Kk .
— AR BE—H WebSocket 13K 3k .

Bl
o g —I HAEIRE 1> WebSocket i 3Kk, HATDAZUCBCE., SCHFZ AR 1) WebSocket 173K 3k «

o ARA ATt B 1Y) WebSocket #5>R 3k B4/, —HEE, T WebSocket [ iy SHl £ iy i 2L 5K

il

// & B E Kk

AT+WSHEAD=49

/) EWE ST FEE, AL TH authorization iF K %k
AUTHORIZATION: Basic QTIzMzIyMDESOTk6MTIzNDU2Nzg=

// 3T FF — | WebSocket % #
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.84 AT+WSOPEN: #ify/¥T7H—/4> WebSocket j4:42;
A iy 4

Py -
iy
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AT+WSOPEN?

W] 7. <
MRS, AT &[]

+WSOPEN:<link_id>, <state>, <"uri">

OK

UPA LR, AT &1

OK
BArA

AT+WSOPEN=<1link_id>,<"uri">[,<"subprotocol">][,<timeout_ms>] [, <"auth">]

W i :

+WS_CONNECTED:<1link_id>

OK

Y

ERROR

o <link_id>: WebSocket %4 ID, M : [0,2], HI&HKZ#H: =4 WebSocket i##%,
o <state>: WebSocket LIRS .
— 0: WebSocket i#E#:E X .
1: WebSocket 13 IFfFH 1%,
2: E.7tsr WebSocket £ .
3: $2Ii WebSocket Pong i 5 e UE LR 2, IEAESRIEIE.
- 4: CULEIR A im WebSocket SEPAT, TEFE A& 3% 5 MR 5545 -
o <” uri” >: WebSocket IR & #5155 — EIRFRIFSE.
e <” subprotocol” >: WebSocket T-}¥ (&% RFC6455 1.9 &75),
* <timeout_ms>: 73/ WebSocket 7 3% (R ] . {7 : ZFP. JEFE: [0,180000], BRIA{E: 15000,
¢ <” auth” >: WebSocket 54X (Z:% RFC64554.1.12 F17),

il

// uri B % Kk B T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDVR1el1lD3eiVjgZ9VRiaV&notify_ self"

3.8.5 AT+WSSEND: [n] WebSocket ¥+ % ik B

v

¥

L

)4\-

Wi
A

=
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AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

W

OK

>

ik ma R s AT EME A AT port BEs, BURF ] DA AEHE , 24 AT 2003 /) B K B ik 3
<length> 5, FEfEHmtin.

USRS TR BB AR i I BB, aR [l -

’ERROR

URBE e ey, R[]

’SEND OK

S

e <link_id>: WebSocket %3z ID, i : [0,2].
o <length>: KEMEIEKE, A FA7. W RIEN IR KK EHAT+ WSCFG H1f) <buffer_size>
I 10 FIZRGE W] A Be A s (R NE R eE - (BT i/ IME) «
* <opcode>: Ji%[#) WebSocket fiii'[#] opcode. i : [0,0xF]. ERINE: 1, RJ text i, 1#Z% RFC6455
5.2 FAT TR 211 opcode.
— 0x0: continuation i
— O0x1: text i
— 0x2: binary i
— 0x3-0x7: FHE IR SR E
— Ox8: 4z KA
— 0x9: ping M
— OxA: pong I
— OxB - OxF: A g5l &
o <timeout_ms>: K iLHBIFIFE]. B 2R, JERE: [0,60000]. ZRIA(E: 10000,

3.8.6 AT+WSCLOSE: Y:[i] WebSocket ¥

=

=

’AT+WSCLOSE:<link_id>

o <link_id>: WebSocket i£3Z ID, JulFE: [0,2].

il
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// %P ID % 0 B WebSocket # #
AT+WSCLOSE=0

3.9 54K AT %

. 43
o AT+FACTPLCP: k) i%¥K PLCP u{%3 PLCP

391 #r¥

W BOAR AT B SRR IUE FIFTA AT s ARG TEE ESP32-C6 S RHE A Milar 4, 1 H
1747% ESP-AT 142, {ES5 TP TS LA Lk

. %"—f}fﬁ Component config->AT->AT signaling test command support

3.9.2 AT+FACTPLCP: %% PLCP giji PLCP

=

A .
A

=

’ AT+FACTPLCP=<enable>, <tx_with_long>

» <enable>: J&H/25H ot ®

- 0: 2 FEhCE, R <tx_with_long> SEIELIAE:

- 1: BT E, AT k%M PLCP 2RI BT <tx_with_long> Z4{.
o <tx_with_long>: %% PLCP u{%j PLCP:

- 0: Ki%%55 PLCP (BRiN):

- 1: %% K PLCP,

3.10 Bid) AT fAd

o 48

s AT+DRVADC: B ADC i

o AT+DRVPWMINIT : #1514k PWM B #%

o AT+DRVPWMDUTY: #%'E PWM 5251

o AT+DRVPWMFADE: %8 PWM A5

o AT+DRVI2CINIT: #J#a4k 12C LHLERE)

o AT+DRVI2CRD: H:H{ 12C ¥5ii:

o AT+DRVI2CWRDATA: ‘B A 12C ¥#E

o AT+DRVI2CWRBYTES: B AN 4 471 12C iz
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o AT+DRVSPICONFGPIO: [it'& SPI GPIO
» AT+DRVSPIINIT : 14t SPI LK)
o AT+DRVSPIRD: 12EX SPI %3
o AT+DRVSPIWR: B A SPI ¥

3.10.1 &

s BOAR AT EPEA SRR ICIUR N A AT iy Q2R

ESP-AT 142, 18D E TR Bk $%

st
:fﬂ\ T

% ESP32-C6 XL H;IKEh v 4, W HAT4HIF

* 52/l Component config->AT->AT driver command support

3.10.2 AT+DRVADC: #Hl ADC i

- .
wE WA
i

AT+DRVADC=<channel>, <atten>

W i <

+DRVADC:<raw data>

OK

e <channel>: ADCI s .
* ESP32-C6 & & BUETLRE M [0,4].

wiE | B

0 GPIOO
1 GPIOI
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: FEJH{H.

« 0: 0dB 3, ARMEEREA [0, 750l mV.

e 1:2.5dB 20, GRS TEE Y [0, 1050] mV,
e 2: 6dB FE, ARNEEE Y [0, 1300] mV.

« 3:11dB Zk, AAMEIERH [0, 25001 mV.

o <raw data>: ADC BB {H.

|

* ESP-AT H ¥} ADCI1,
o ESP32-C6 >(#F 12 (V5

o MFFUTRREE RO L, TAS % ADC Bl
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il

// ESP32-C6 # & HEH 0dB EH, AXMEFKEA [0, 750] nmv
// B 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0,0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #Jigik PWM Bz 55
AT

’ AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

o <freq>: LEDC SER2afis%R, BA{i: Hz, Ji[fl: 1 Hz~8 MHz,

+ <duty_res>: LEDC i_iﬁHj SRR, 0~20 1.

* <chx_gpio>:LEDC iiif x [{ %t GPIO. {71, WA AR GPTIO16 EAiiiE 0, FF i B <ch0_gpio>
N 16,

o ESP-AT & fE 15 4 ~0E.

cHHAGAWBE AW EENEEZIE T HE PWM @y 4 (WAT+DRVPWMDUTY
FMIAT+DRVPWMFADE ) § @Zuﬁé@fﬁ B, ﬁu%w\%ﬂﬁﬁﬂcwﬂi/\ il , il 4 AT+DRVPWMDUTY
i HAE R E O @ ) PWM (5251

o BRANG S A R R . T 225 S I SRR 5 7S L R R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 A H#E, M FEH 5 kHz, F XL A4 HE A
13 fi

AT+DRVPWMINIT=10000,10,17 /] R 0.

A Y
wkHz, W Z L #EA 10 L, HE puM ﬂraj‘zfﬁé\

3.10.4 AT+DRVPWMDUTY: & PWM h%:Lt
BE A

A

AT+DRVPWMDUTY=<chO_duty>[, ..., <ch3_duty>]

W

Espressif Systems 167 Release v2.3.0.0-esp32¢3-898-gcb74b8677e
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c6/api-reference/peripherals/ledc.html#ledc-api-supported-range-frequency-duty-resolution
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

OK

* <duty>: LEDC ifiilf 525k, fifl: [0.2 W= HAPH,
st

* ESP-AT {2 HE (4 4 ANliE .
© FOABIETTHRCE A, HIREIZS L

il

AT+DRVPWMDUTY=255,512 // % B @& #&
B

0 W& =WA 255, HEFM 1 W& XA 512
AT+DRVPWMDUTY=, , 0 /P RBEEBEERE 2 HEElA O

3.10.5 AT+DRVPWMFADE: k¥ PWM s

=

=

AT+DRVPWMFADE=<chO_target_duty>, <chO_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_
<4»time>]

W i ¢

OK

S8
o <target_duty>: HFR¥iAs F45H, i [0,2 dv-resoluionp],
o <fade_time>: WiAZMX ST, L ZFb.

el

o ESP-AT & hE 7 f; 4 014,
o FHAHBETLFTFRE <target_duty> fil <fade_time>, FHHHMKRAIT].

il

AT+DRVPWMFADE=, , 0, 1000 /) ER SR EFEE 1 WSS EN O
AT+DRVPWMFADE=1024,1000,0,2000, // fEH — & @ HE¥@EE 0 b5 & E Ao

1024, WA HEEKAE 1 HEEHEA O
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3.10.6 AT+DRVI2CINIT: #ji&gfk 12C FHL9RF)

v

H

N

B

¥

v

A

=

’AT+DRVIZCINIT:<num>,<scl_io>,<sda_io>,<clock> ‘

W i <

© <num>: 12CHE, S 0~ 1. WEKER TS, AT SRR 12C Hi.
e <scl_io>: 12C SCL {511 GPIO -,

e <sda_io>: I2C SDA {51 GPIO =,

<clock>: TR 12C BFE%, B Hz, HKfEH: 1 MHz,

|

o Afpd HHE 12C L.

il

AT+DRVI2CINIT=0,25,26,1000 // # % {4 12C0, SCL: GPIO25, SDA: GPIO26, I2C.
B H R 1 kHz
AT+DRVI2CINIT=0 // BUWH I2C0 s

3.10.7 AT+DRVI2CRD: {1 12C %

=

A .
A

=

AT+DRVI2CRD=<num>, <address>, <length>

W

+DRVI2CRD:<read data>
OK

BH

o <num>: 12C iS5, JEHE: 0~1,
o <address>: 12C MBI &Mt
- 7 fuisiht: 0~ OX7F;
— 10 ftidik - 55— ET-EAMLE 1111 0XX, Hrp i 5 7 XX 10 {7 11k i e i Az o i)
an, gt 10 fi 4k Ox2FF (b 1011111111), AR 2 % ARHuAEA 0X7AFF (b’ 111101011111111),
o <length>: 12C HEKE, JuH: 1~2048,
+ <read data>: 12C i,
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e
o 12C kg g [l —Fb.

Bl

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 M4k 0x34 A EEW 1 F
AT+DRVI2CRD=0, Ox7AFF, 1 // I2C0 M 10 1L H# 3k Ox2FF A i

R &
Bl F¥ M RE

// I2C0 M ik 0x34, FHF E MU 0x27, L 2 FH
AT+DRVI2CWRBYTES=0, 0x34,1,0x27 // I2C0 4B &% & Hoib 0x34. FHF &I 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2C0 I 2 FF

3.10.8 AT+DRVI2CWRDATA: E A 12C %5

)E’J

CELN A

LT

AT+DRVI2CWRDATA=<num>, <address>, <length>

W

OK
>

W) BRI, AR ANEE, SEIRAH SR E KREG, BiRfemITes.
A R AL Ay, R[] -

[ox

R R R, R [u] -

’ ERROR

BH

o <num>: 12C x5, JEHE: 0~1,
o <address>: 12C MALEAcHNLE:
- 7 fHudk: 0~ O0x7F;
— 10 izl 55— AFATRIRET-LAAE 1111 0XX, H A5 5 A7 XX 2 10 A7k i 5z i 9 7
i, ansk 10 [z thl >4 0x2FF (b” 1011111111), A2 4 A B ihl >4 0x7AFF (b” 111101011111111).
o <length>: 12C HHE K, JuR: 1~2048,

Bl

o 12C kgt A —#b

hil

AT+DRVI2CWRDATA=0, 0x34,10 // I2C0 BN 10 F ¥ HIEZE MU 0x34
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3.10.9 AT+DRVI2ZCWRBYTES: G A At 4 45l 12C B

B A

PI

?

%

=)

i)

’AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data> ‘

W i <

o <num>: I2C iS5, JEH: 0~1,
o <address>: 12C MHLiE#HIHLE .
— 7 {iHuhE: 0~ OXx7F,
— 10 ftidik : 55— ET-EANE 1111 0XX, Hrp i 5 W7 XX 10 {7 Hbdik i 5 i 437 1)
A, A0SR 10 SrHihk > Ox2FF (b7 1011111111), AR 255 ARHbHE A OXTAFF (b’ 111101011111111),
o <length>: £F5 A 12C K, JEF: 1~4 F15.
o <data>: Z% <length> {EKEFREIE, JEHE: 0~ 0xFFFFFFFF,

Bl

o 12C kgt i [a] o —#b

il

AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // I2C0 BN 2 F ¥ HiE 0x1234 F ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ I 0x1234 F 10 L Hy 4k
—0x2FF

// I2C0 B M it O0x34. 7 & H# 4 0x27, B A cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥ SPI GPIO

IJXLEA ng /\>
A

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs> ‘

W i :

[ox |

BH

o <mosi>: FHMAESXTI A GPIO 1.

o <miso>: FAMMEFXIN GPIO &, #AMHEH, EL-1.
<sclk>: SPI B4 {5 % 1. GPIO 45 .

o <es>: EEEMALAE SN GPIO 5, # AN, B -1
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3.10.11 AT+DRVSPIINIT: )54k SPT 3Pl 5)

v

H

N

B

¥

v

A

=

’AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

W i <

o <clock>: 4P, 43095i%kk 80 MHz, Bafi: Hz, HK{E: 40 MHz,
e <mode>: SPI i, JuR: 0~3.
o <cmd_bit>: iy HrBEIAGIEL, JER: 0~ 16,
 <addr_bit>: HihtFr B EGAGIEL, JER: 0~ 64.
o <dma_chan>: jfiH 182, AFEZE DMA KRS 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
« 0: SEf%%H MSB (RN )5
« 1: Jotbt LSB.,
— bitl:
« 0: JERI MSB (BRIA) ;
« 1: Jgd21k LSB,

Bl

 H7E SPI Wia4k Hi il & SPI GPIO.

2N

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100._

okHz; MR 0; #AMEMBIENBERIATLHEHF A 0; FFEA DMA; LM F K LsB
OK

AT+DRVSPIINIT=0 // #l % SPI I #

OK

3.10.12 AT+DRVSPIRD: it SPI %2

=

,/?\:

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W

+DRVSPIRD:<read data>
OK
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o <data_len>: FFiEHU) SPIBEK BE, JEH: 1 ~ 4092 735,
o <emd>: Ay HHE, BUEKEH <cmd_len> SN E .

» <cmd_len>: AYRAEEH R, JEH: 0~2 5.

o <addr>: fySHiidih, HibEK A H <addr_len> ZRE.
o <addr_len>: ZARAGHFHIEIEE, JEH: 0~4 5.

|

« #MJT DMA, <data_len> SHUAEK RS E MBI N 64 45

il

AT+DRVSPIRD=2 // # B 2 F¥ %
+DRVI2CREAD: ff£f
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // ¥ W 2 F ¥ K, <cmd> #} 0x03, <cmd_len> # 1.
S ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.10.13 AT+DRVSPIWR: A SPI %

B A

=

DN .
A

=

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

] i 2
M <data_len> BEMEART 0, AT R[4 :
OK

>

YR BRI RS, A GRS AR, SRRAFISEIRE R E S, Rt mITh .
AR S, AT R[] :

’OK

Y <data_len> ZHUfEN O I, BED AT HtLharSRisthht, Atk SPT LR, SR AT & |u]:

o <data_len>: SPI##sK )&, Jif: 0~4092,

o <emd>: Ay HHE, BIEKIEH <cmd_len> ZEE .
o <emd_len>: ARAEE RS, JEH: 0~2 575,
* <addr>: fipHudlk, HHKJEH <addr_len> ZHE .
o <addr_len>: AU AGH PR, JERI: 0~4 5,
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e
« ZRIRI DMA, <data_len> ZHCRRKRENS I E M KH R 64 45

ZaL

AT+DRVSPIWR=2 // B A\ 2 F ¥ #H

OK

> /1T AT HOE

OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // <cmd_len> # 1.
% ¥, <addr> % 0x1000,

OK

EN O F¥ 4,
<addr_len> % 3 F#

<cmd> # 0x03,

3.11 Web JIl%528 AT iid

. AT+ WEBSERVER: J& /2% /i Web 7 45 240 & Wi-Fi %45

3.11.1 #v&

WY ERIAN AT B SRR R AT frd. QR EETE 2 ESP32-C6 L iF Web [k 5545 an 4, HH
1T4hi% ESP-AT 142, Tr45 H AL S T sk

e |3/ Component config->AT->AT Web Server command support

3.11.2 AT+WEBSERVER: J3 /28 Hifiik Web JIR 45 221l Wi-Fi ¥4

~

L A

v T

K

iR
&

5?

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

* <enable>: 3 /25 ] Web Ik % %5 .
- 0: 22§ Web Eﬁ%ﬁ%ﬁﬁifﬁ%%?ﬁo

- 1: JF3 ] Web lR554%, L5nT DATE A fc {5 sl 8 0 WA L B Wi-Fi 4245 L.
» <server_port>: Web IR 525 115,
« <connection_timeout>: &/~ ABT BT E] . B4 b, JER: [21,60].

Espressif Systems

174

Release v2.3.0.0-esp32c3-898-gcb74b8677e
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 3. AT Ay d4E

e

o B WA AR DASRAE Web IR 5525 r i ) HTML SC:, —Fp@ i FAT SCHRSE, HETTFRZ A
AT FS 4. o5 — M2 i i A SCHRA7# HTML SO (BRIAIRE ) .

* BN HTML 342 index html o AR T2 [ @ L HTML SCAF) s g (el o S0y, R E
BUGZ ORI s AR TR E L HTML SCAF B NES (Fan: Bn— B, IR 2T,
& PR RS SO at_web_server_cmd.c .

o B LRIT Y socket (135 KECH A RE/NT 12, f&0] PAYE menuconfig H1 % B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, R)GE
BRI (3% 0B A% iF ESP-AT T.42),

o AT [E{FERINA SR Web IR 5548 AT fird (S 30HY see ESP-AT Bl #+ % 5%) , {HEZX W] DAYE menuconfig

ik E Y Web iS5 8% AT 5% . /build.py menuconfig > Component config >AT > AT

WEB Server command support, AREEHMHIFLE (% R R%iF ESP-AT 1.42).

ESP-AT ¥£ ESP32-C6 & 5% 45 25kl ] 7 (captive portal), W] S35,

W 2 5 ] 2% SCRY Web Server AT 7= 15) o

ZATA S ITTR, JEIS1E 2% at/src/at_web_server_cmd.c.

5% 4T £ 3, OTA SR FREUEZ OTA 4.

il

/) B web RE&H, wmA 80, EANEEMAEKHE 50 P
AT+WEBSERVER=1, 80, 50

// #ER web R FH
AT+WEBSERVER=0

312 H ) AT o

45

AT+USERRAM : #84F 1l P25 1 RAM
AT+USEROTA: F3¥45 5 URL Fh4% [ {4
AT+USERWKMCUCFG: ¥%'% AT Mefif MCU [ il &
AT+USERMCUSLEEP: MCU 3571 B T BRI RS
AT+USERDOCS = 1) [l {45 [ 1 I P SCRY 4%

3.121 #r&

T BOAR AT P CHFICOUR FRIBTA AT frd. WSREORFE ESP32-C6 Sl 1, i F 7%
% ESP-AT 142, 7E85F RO R T A% HLpk P

e # /] Component config->AT->AT user command support

3.12.2 AT+USERRAM: $:1i:H P42 RAM

A4

Dy

A A AT B2 RAM )

e
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AT+USERRAM?

Wi % ¢

+USERRAM: <size>

ifig:
L. BE. 5. R BEEUH T RAM %5[H]

e

AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®REN, 248N EHE

OK

S

¢ <operation>:
- 0: BERUH ' RAM 5[]
- 1t 4rfECH P RAM 5]
- 2: [ RAM B
- 3: MHF RAM 3e85#
- 4: 3B RAM _E 5
o <size>: AL/ SR T RAM K/
o <offset>: 32/ RAM i, Bhil: 0

B

o THEPATAR T AL BAE Z 7 BT P RAM %518]

* ¥4 <operator> fwrite B, RGEIEN LS JGEHATIRE] >, HUAHETT DU A B S 1 EdE, X
P EN 5 <length> —3(,

* ¥4 <operator> J read I HEK KT 1024, ESP-AT & DARFEAS 2R EIE , MR EIE RE
AT 1024 88, DA \r\nOK\r\n %}

il

// AW 1 KB fl F RAM % [
AT+USERRAM=1, 1024

// ¥ RAM R A FFHMEE AN 500 FH KL
AT+USERRAM=2, 500

// M REM E M 100 BB 64 FHHIE
AT+USERRAM=3, 64, 100

/) BIHA P RAM ZF |
AT+USERRAM=0
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3.12.3 AT+USEROTA: Hififaa URL T4l 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEL A

Dyt
TH9E] URL Hi 7E BAS 1 [

AT+USEROTA=<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>
Ja,

’Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[ox

WER SRR R B TR, R )

’ERROR

BH

o <urllen>: URL K, HifE: 8192

Bl

o TEA[ DA GitHub Actions 2. F 2, Ji 5 200 OTA [, WnlPAEF7% 35 ESP-AT 142 A R ir a5 B
OTA [#{4.

e OTA [&ff>5 build/esp—at .bin,

o FIGHEE T M 48R DL .

o UIRMZERZEAESF BT R, AT K& [ ERROR, if 45 RF— B A1 L.

o NEWTRBNHRA . BEEIHRARSAFE—EWARAMENE, E2T0P6ElT, W RRZEA 3
IHiCAS, TR B O =i B Tk Y G .

o HWTH AT [FF)G, M AT+RESTORE R ] R .

e AT+USEROTA % ff HITP Il HTTPS,

o AT St > 4505, BdE P I ERR AT AN T B AT T8 3L, AR ZLAFITT45RE (CR-LF).,

* 24 URL 24 HTTPS i}, AEW SSLiAGE. QARZEsK SSL AL, bz 8474 i PKI SCHA SRR EAT]
TEEBS X, ZJGTE AT+USEROTA g S8R gk ik 5. %1 PKI U5 5% 4o
77 & % PKI B2 & ., X}F AT+USEROTA 4, T[&% ESP-AT T FE#2{Ltf%77 %] USEROTA.,

o S H 4o fT LI OTA F+28 IKEUHE £ OTA .
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il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wi MCU ¥y &

LB AL A
WA

ik
Bear B E AT A MCU [BLERIRES, DA AT Qufafiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT R MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SE SRR, AT 25 AR5 5 AR K . MCU i sl 2 i) Jo /g BRI (5 =

[

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

W

OK

* <enable>: & 1B 4% MR EEAC .
- 0: ZEHIMefiE MCU Jii &
- 1: {fEMLE MCU Bl &
» <wake mode>: MR,
- 1: GPIO Mafig
— 2: UART Mg
o <wake number>: %S E X BT <wake mode> H{H.
— IR <wake mode> & 1, <wake number> ftZEMEES I GPIO 4. F P aE B IE L & 1
WA B AR &, R R e A AL B
- R <wake mode> J2& 2, <wake number> fUFEMilE UART %45, 45l A %45 1, BId:
UART1 Mifif MCU,
o <wake signal>: ZZ 5= BT <wake mode> H{H.
— R <wake mode> 2 1, <wake signal> fUFEMLEEAF,
+ 00 KA
+ 10 EHLP
- W <wake mode> 22, <wake signal> fUFEMEEFYT. JEMH: [0,255].
o <delay time>: 5 RZERGRA], B 28, JEHE: [0,60000], ZSEH) = LR T <wake mode>
IHE.-
— MR <wake mode> 2 1, NIFE <delay time> H[E]N, BH—H % <wake signal> Hi,
<delay time> 3|5, W%E <wake signal> HiF,
- IR <wake mode> 22, W7 HI%. %X <wake signal> F77, #HAZEGEIEMN.
o <check mcu awake method>: AT K& MCU 254 TR IR ZS o
- Bit0: @& JF 5 5 AT+ USERMCUSLEEP iy 4[] 8k « BRIANTF 5 - B : Y 2] AT+USERMCUSLEEP=0
4 $ MCU ik 1ic3] AT+USERMCUSLEEP=1 fy4-, 471 MCU HER.
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- Bit 1: 25 FF 3 5AT+SLEEP=0/1/2/3 iy %1 KBk BRINEEM . Bl 43| AT+SLEEP=0 1y 4%, &
7~ MCU BE3€; k3] AT+SLEEP=1/2/3 64>, %%/~ MCU HEHR .

- Bit2: 2% IF)5 <delay time> HJEHE/8 MCU fEEDIRE. BROAZEAH . B ZEHIES, delay
time 5, 8/~ MCU BER; {HRERS, delay time 5, $§77~ MCU Xk,

- Bit3 (BARLH): 2%/ GPIO #5785 MCU BEkTIfE. BRIAAZHF.

|

o i HFEENE K.

o BRR AT [n] MCU 38l AR BARTT, 20k (59 ik A% fE, <delay time> WAE| T2 )5
B ESWE. BRSPS MCU (R L Hses.

o MNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H T2 MR
ST B PR BRI S5FFF <delay time> WG, & HINHREERE.

Bl

// ERYE MCU BEE . K AT H MCU XFHEwW, 2% A wi-Fi #HRE GPIO18.
S, W ERE McU, REHEHFZE L 10 H.
AT+USERWKMCUCFG=1,1,18,1,10000,3

// % E McU FE
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU 4575 H CHEIRIR &
BE A

Dyiie:
TEAT+USERWKMCUCFG &) <check mcu awake method> BitO FlE 5T, &dAL450. H
T45%0 AT 247 MCU [ BEIRAR S o

’AT+USERMCUSLEEP:<State>

W i :
[ox
S
* <state>:
- 0: $5/8 MCU [igk .
- 1: 4575 MCU Bl .
il

// MCU % 41 AT ¥ #] MCU @ k
AT+USERMCUSLEEP=0
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3.12.6 AT+USERDOCS: #5ifglalf: %t i H  Sepei 4
b A

i
P24 HAS A R I8 9 SO P SR i

s

AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

B8

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c6/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c6/index.
—html"

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

313 AT &K

W AT fir A Y Fh A :

FE i N 15t EA

Wizt a4 AT+< g2 5 >=? i E a2 1 NS RO L UE T
S AT+< A £ 5 >? e

BEE AT AT+< K >=<> WP H & WS EE, Hstrmd
PATARS AT+< g 244 F5 > T ICH P B E XS E A

o WA AT AR E £ FIRPURHRI Ay -

o W HEMASE, UH SRR TR SRR IE T SR

o BT <> WIS HOR T A .

o TS [ WISEOTLAE G, A TEGAE. BN, 181TAT+CWIAP iy & A I LE 24
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

MW SRV SESAE N, WA, PRk,

’AT+CWJAP:"SSid","password",,l

s RG I SFER TR S, W

’AT+CWSAP:"ESP756290","21030826",1,4

o BEIRFAFFMERE SCAbBE, LuTFE st VTR
- \\ 5 SURARIT
DR GES, rBESEINIE S o L.
- \"' 5 AWE T, FRFARSEING 5 ILTFE L.
- \<any>: # ¥ <any> F4¥, Eﬂx\ﬁﬁﬁ <any> FAF, AMEHREHT.
o HUH AT A IR AT R 2k X, He sy TERRH L. B, AT @4 14T E) > SR A S0
HT BT B L.

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

. AT ﬁﬁé\%%ﬁwﬁ‘%ﬁﬂﬂ 115200,
o Bk AT fir WK AR i 256 5
. AT/B/\U\%‘E (CR-LF) 453§, FJ?M% DIEJ” WEN P
o AT 345 1R ) 2 i WLAT API Reference:
- esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_ index

3.14 A5 BIRAFAE flash vy AT oy

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE— iy A S ROE O B A EE flash 7] AL AT+SYSSTORE fin 4L E , FAATE 2 WL ar A 140
LR

Fil: AT a0 A SHORE, Rilid NVS LR, Hie, fRaGORCEMFMSEE, WAL
flash; AR Ay & W EAN R A S EUH ﬂash WAL PSR

315 AT %5

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT iy (943h)
FAHI A ESP-AT @y SR SR IR, H51f &% # ESP-AT iy & I AT45 R . WM i 5 — 2% 8
BRI OK 5 ERROR.,
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22 3: ESP-AT 1%/

AT Rz i%ﬂﬁ

OK T a5, &3] OK

ERROR AT AT TR T R P A A R

SEND OK BB k% 8t Wk (F X FAT+CIPSEND
MIAT+CIPSENDEX 1z %) , H A REHEE & %k 5
Xt i

SEND FAIL ] Hp W e 2% O I A B R (81 X FAT+CIPSEND
FIAT+CIPSENDEX /ﬁ/\)

SET OK URL C 2RI E (5 A AT+ HTTPURLCEG 75 %)

+<Command Name>: . . . TEANAIA AT Ay b FHgE R

o ESP-AT B4R 4 (E£3h)

ESP-AT &4t 45 R 48P H AR L EIH R .

7% 4: ESP-AT 4 B iltis

ESP-AT BB & 152 AA

ready ESP-AT [ {4 28 1 55 it 4

busy p--- RGN, IEfEAH @S, TP
1 i 2

ERR CODE:<0x308x%> NG LN

Will force to restart!!! DAENEIEER

smartconfig type:<xxx> Smartconfig 27

Smart get wifi info Smartconfig £\ 3k SSID Fil PASSWORD

+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 B3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station 2 11 O & J2 ] AP

WIFI GOT IP Wi-Fi station 2 [ £ #H [Pv4 bk

WIFI GOT IPv6 LL Wi-Fi station £ 7 LR B IPv6 HE % A H bl

WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl

WIFI DISCONNECT Wi-Fi station 2 1. 5 AP WiIT &

+ETH_CONNECTED PAK I 2 11 B 4%

+ETH_GOT_IP PA I 422 11 EL AR H TPv4 Hithl

+ETH_DISCONNECTED DA 22 1 2 BT

[<conn_id>,][CONNECT ID i <conn_id> (M ZERECE Y. (BHAKE
LR, ID R O)

[<conn_id>,]CLOSED ID } <conn_id> (ML EREE W (BRHA
#LF, ID 4 0)

+LINK_CONN

TCP/UDP/SSL yEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station %52 %| ESP-AT ) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP % [ %5 station 43 it IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 3% 1 %) & 1
Wr T

>

ESP-AT 1E7E% 15 HH P A B ds

Recv <xxx> bytes

ESP-AT M4 EFZ IR <xxx> AT

To4ksE
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R4-Z2IW

ESP-AT HEHE iHA
+IPD ESP-AT fEFZ& LA, EUCEIR A M2
g A AN B
-t R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] Hl: +IPD,
<length>
-1 H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,1, I
Fl: +IPD,<link_id>, <length>
- 5 AT+CIPMUX=0,

AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, il Fi: +1IPD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
f K JE, remote_ip bk i IP b ik,
remote_port NtHME 15, data NEIE.
R i@ SSLER, TEpshia i
N (AT+CIPRECVTYPE=1), AT iy4 11 [0 & 1)
length AJREFNSEER AT 320 SSL A< A —
. 4 AT 25k il SSL 2 nl S ry £
FZ, AR SSL AT SRR 0, AT 23R
Bl E TR B

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT t %% %] broker

+MQTTDISCONNECTED MQTT 5 broker Wi FF 1%

+MQTTSUBRECV MQTT £ M broker I E %R

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TTU4REE
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FK4-8FW
ESP-AT iHEHR & 1fe
+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP 45 i 21 I F-Hliin A6 1Y BluFi 7 H %

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

4% ID 2y <link_id> [ WebSocket 2% 5 [

+BLESCANDONE

ERE [ o]

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

185


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s

Espressif Systems 186 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 4. AT #y2 R

AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WAL, MCU % % £ # K B &/ https://www.espressif.com/sites/default/files/
—home/hardware.png B F & & .

iE‘EEﬁi
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. THkRIIER
frd:

’AT+SYSMSGFILTERCFG=O ‘
M B :
E |

10. ZEH RGN Bl g
S

’AT+SYSMSGFILTER:O ‘

i B <

[ox |

11. FFE A
e

’ATEl ‘
W

[ox |

4.2 TCP-IP AT 74

AT A2 AE ESP32-C6 B 5 BindTTCP/IP AT 4 % v 2 A7~ Bl o

o ESP32-C6 % %1F 4 TCP % F 53 5 %1% 4%

o ESP32-C6 5445 TCPIR %Rk 5 %i%53E

o itig IP ¥ohtFosp 0 B] € 44 UDP it fz

o 3% IP ¥ohtFosy 0 5] T a4 UDP i#f3

o ESP32-C6 % &1EH SSL B Pt s #ik1

o ESP32-C6 & &1EH SSL R %32 5 % %%

o ESP32-C6 % %1k # SSL %\F%E;Lﬂﬁﬂi}\iiﬁi%i%

o ESP32-C6 1% &5 SSL MR 45 3% 5 SGINGE % % 3%

 ESP32-C6 % %1% h TCP z\F% @5 ikdE, 2, UART Wi-Fi ik 1
o ESP32-C6 % &1E#4 TCP IR %%, 53 UART Wi-Fi & 1%

o ESP32-C6 % &1k % softAP {& UDP {& %y 5230, UART Wi-Fi ik 1%

o ESP32-C6 i% &k BRI MAE X T 09 B4 F 4495

o ESP32-C6 % &-F & mDNS sh 4%, PC il itk &i5325)i% %09 TCP IR %%

4.2.1 ESP32-C6 %451k TCP % sl v YaE

1. %8 Wi-Fi #5} station,

Espressif Systems 187 Release v2.3.0.0-esp32¢3-898-gcb74b8677e
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 4. AT #y2 R

fir

’AT+CWMODE=1

Mg J3

[ox |

2. AR B HE .

iy

’AT+CWJAP="espreSSif","1234567890" ‘
Mg .«

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o % AR SSID FIE RS ml REER iRy & R AOARTR] . 1 FH 50 % th #% 1 SSID Fl A5 .
3. Z¥if] ESP32-C6 4% IP Hudil,
e

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
BiH -
o AR RES bk m i i AR ]
4. PC 5 ESP32-C6 #4518 [ E& i -
AE PC _F A M 253 T, B1)8—> TCP iRk 55 %% . 510 TCP AR 45 %t IP #itht >k 192.168.3.102,
1A 8080,
5. ESP32-C6 & AVE R Pt TCP iE1:5) TCP R44%, REHEIP bk 192.168.3.102,
124 8080,
AT+CIPSTART="TCP","192.168.3.102",8080

i B -

CONNECT

OK

6. Ak 4 FHAER.

AT+CIPSEND=4

Wi K7 -

OK

>
4 FARE, Bl AR test, ZJa AT R AT AR

Recv 4 bytes

Q)
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(& E70)
SEND OK
AR
o HEARFEATEH L AT+CIPSEND i BOEMKE (n), WARFESWEN busy p..., HAK

ERERET 0 N, RIRSENJE L. SEND OK.,
7. I 4 FATEE .
st TCP R 5528 &1k 4 FmEdE (Bdih test), MAGKSHIR:

+IPD,4:test

4.2.2 ESP32-C6 751z h TCP 5525 dir 2 4%
24 ESP32-C6 B¢ {F2 TCP 55 aeit, AUl AT+CIPMUX=1 fir % fliRE2 H#E, I ey 24> TCP
B RE 3 ESP32-C6 14
PATR 72 ESP32-C6 i #11 softAP @57 TCP flg 5 iy Bl AR jg ESP32-C6 i #foh station, AIYETE
eI A oAk BRI TR R 55 4 -
1. X E Wi-Fi #34 softAP,
iy

’AT+CWMODE:2

Wi K7 -

’OK

2. (EREZ R

e

’AT+CIPMUX:1

M .

’OK

3. & H softAP,

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

M .

’OK

4. ¥ifi softAP {5 H.,
iy

’AT+CIPAP?

i B -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

LA :
o BATFIHIE T RES s B R R ]
5. @57 TCP R%54%, BRikuml1hy 333,

S
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10.

AT+CIPSERVER=1

i B <

OK

PC jER:%)| ESP32-C6 1% 5] softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WIiFi-C403 B =
AC750 g8 =
aobrmtWGGx 8 =
8 =
a =

E PC LA 45 THLRIRE—1 TCP 1, 5] ESP32-C6 WA QILHY TCP %5 .
ek 4 FABRE AR 1D b 0 B 1.
o

AT+CIPSEND=0, 4

i . <

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

Recv 4 bytes

SEND OK

ALK
o AEIAMETEHEE AT+CIPSEND g K E (n), MRS LMY busy p. .., K
BRI ET 0 AT, KB SEMSIE. SEND OK,
MR 4 1D o 0 faERE B2k 4 238l
ik TCP g5k & ik 4 FIriEdE (Bdiih test), MRS SHUR:

+IPD,0,4:test

KM TCP 4%

AT+CIPCLOSE=0

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

W

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Fxifi] ESP32-C6 4% IP Mtk
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
N A LU NS NGO NG
4. PC 5 ESP32-C6 %45 5 7] — B HH -
16 PC MM T A, 6l UDP {64, G141 PC ) TP Hbilkly 192.168.3.102, S
1 8080,
5. Bl L .

i

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

+ 1112 >}y ESP32-C6 #4511 UDP At [1, #0] JATIRE, WA RE N FEHLE .
e 0 /5 UDP i IP HuhbAlg 2 B, AREW L. Hindg 7 4h—& PC 4 T UDP i if:
H.|7) ESP32-C6 #4535 11 1112 % 2£50iE, ESP32-C6 %111k $2 10k | UDP i 11 1112 (%K
P, GREH AT i34 AT+CIPSEND=4, X, ARAKIEIIE N &K F |54 PC . (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATEHES M4 ERE ID N 4 (BER L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o 55 K SSID A5 AD i HERR i ar & T YA o 3950 A 1% b 4% 1 SSID RIS«
#rifi) ESP32-C6 #¢45 IP it
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

LK
o BRERSTR TS LaRma b iR .
4. PC 5 ESP32-C6 S FI [/ — N il
TPCJ:@H%I_JQ%TF]&IA, B4~ UDP &4 . 6140 IP #ihik>h 192.168.3.102,
5. (ERESATER: .
iy

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

(L=
* 1112 >k ESP32-C6 #4511 UDP ZHbin 1, %0 AF7RE, WA BE N HBEYLE.
* 2 FR2Y7] UDP &4 857 J5, UDP %ﬁm@ M\U}ﬁkAEE& UDP %4 i im {7 B2 H 8 8
Mk — R 5 ESP32-C6 445 UDP @ {Z 11 ie 1P Mkl Filss 1.,
7. Kik A FATEE.

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-C6 vtsifi v SSL %5 ) il 3 ML %

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK

LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if ESP32-C6 4% 1P Huhl,
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGER RS Lk b AP A A
4. PC 5 ESP32-C6 %4543 [ — ANk il .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. ESP32-C6 %45 E R & Fiiid ik SSL #3423 SSL IR455%, MR4#2 1P Huhik 2l 192.168.3.102, i
124 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-C6 %41 SSL IR 45 28 4t o 2 Wit
24 ESP32-C6 #7510 SSL R 454}, WA AT+CIPMUX =1 iy (HRE 2 158, B MW REA 2K
e e E) ESP32-C6 1345

PATR & ESP32-C6 B #1124 softAP @57 SSL fig 557 il s 4SR J& ESP32-C6 i #574 station, WJ7EEE
He g S S IAR B P ELIEE SSLRST AR HAH AP IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jil# ESP32-C6 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC %] ESP32-C6 %1 softAP,
7. 4£ PC L-{ifi/f] OpenSSL x4, 4> SSL % i, ##4%%] ESP32-C6 i@y SSL ik 554 -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32-C6 % £ _F I Y -

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-C6 %1k SSL 2 vl vr BRI\ E YA VB

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C6 #54% IP Hutl,
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32-C6 15 £ 42 [l — &y «

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C6 545 I i 1 :
ACCEPT
LR
o 1A W BYIE AR T DRSS VR B IE A B TR
8. ESP32-C6 1 4%i% B SSL & it A A B & o

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-C6 % 451E- % Frimidid SSL 43| SSL AR %48, IR&EG#: IP Hihik-h 192.168.3.102,
14 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-C6 X #71i:h SSL it 55 %5 e Sy AW\ UE 2 XE4%
14 ESP32-C6 KA1y SSL Mg 5t A AUEILAT+ CIPMUX=1 p S RE S B8, RN TTREA 2 /1% P
%2 %] ESP32-C6 445 .

DA 72 ESP32-C6 #5451 A station 737, SSL AR & 25 /R AR /& ESP32-C6 545 1E A softAP, W &%
ESP32-C6 W &MEH SSL M4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Frifi ESP32-C6 4% 1P Mtk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C6 #¢ £ R2 [A]— i o
7. #£ PC I f#iJf] OpenSSL 1iy4, A#—4> SSL % P, %35 ESP32-C6 15 £- 071 SSL iR 4545 -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C6 545 F M) -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-C6 ¥#51E:k TCP % )yhiis, fevr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi] ESP32-C6 445 IP Mtk
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BLH:
 BIAEIEIRATRE S AR P AR
4. PC 5 ESP32-C6 145 7425 [l — A B i .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32-C6 B4 7% Frifiiliad TCP ¥E4:5] TCP 4548, R4 IP Hudk>h 192.168.3.102, i
I 8080,
fip

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4.2.10 ESP32-C6 %451k TCP k%528, 9:8 UART Wi-Fi &%

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C6 1545 IP Huhk,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o BPIAIER TR S LR i A R A
7. PC jE3%%)| ESP32-C6 TCP JIlR %548 .
PC 5 ESP32-C6 #5182 [A]— N H H
1 PC A M TR, 81— TCP % P, %#:%] ESP32-C6 1) TCP JiR55#%. Huhl
192.168.3.112, i1k 8080,
AT i :
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0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C6 %7514 softAP 11 UDP {4z UART Wi-Fi i (%

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %43 ESP32-C6 1451 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32-C6 55 PC XiJ 1 iy I 757 [i6] 5 X g [P ik A1 1 (1) UDP %45 . oA IP Mkt ok 192.168.4.2,

WLk 2 8080, AHLlg N 2233, AN 0.
2y

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12 ESP32-C6 ek pl ol b s v 8o

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o &I A SSID FIE ] iR iR ar & P RTE . 56 A % fr 45 ) SSID FIfs
3. #rif] ESP32-C6 %% IP ik,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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(£ L£50)

OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-C6 ¥4 HE [ — M i .
TE PC A 2508 T 5, A @ —> TCP k55 #% - 9140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BESP32-C6 & 451E- % Fusidad TCP %425 TCP iR45#%, IRSG#s IP #uihikof 192.168.3.102,
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32-C6 i i A R iR ON B Bisl.

’AT+CIPRECVTYPE=1

M B -

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32-C6 & Erifi sl ik X B R K

AT+CIPRECVLEN?

M .

+CIPRECVLEN: 4
OK

9. ESP32-C6 A& R sh i it i g 7 2t

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.2.13 ESP32-C6 $t#5JF ki mDNS Jjfig, PC il itk 2l Besiy TCP IR55 4%

1. 8 Wi-Fi i34 station,

AT+CWMODE=1

i & -
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[ox

2. BEREF|HHIA
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o %A SSID A1 AT fER Bk P AN IE] o i R0 2K B AR SSID FEE i .
3. PC 5 ESP32-C6 WA iE# R — Mg i
HATEFR—A M, PC A fig &3 ESP32-C6 1% 4.
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

’sudo avahi-browse -a -r

5. ESP32-C6 #4577 /2 mDNS i fE.

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp",2, "product", "my_
—printer", "firmware_version","AT-V3.4.1.0"

W R

OK

Vi :
o W4T e mDNS Ujhg, R TR LHIAFN ny_instance, IRFSERH _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (AIHEAI) PC % B ESP32-C6 %845 .
PC 3 avahi-browse THSRR:

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX._.
—~Printer local

hostname = [espressif.local]

address = [192.168.200.90]

port = [35]

txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
AR

o BOBBR R, UL TR ESP32-C6 54 i) mDNS Jifk L7 iE 3 .
7. ESP32-C6 B 5 fHiflE & b

’AT+CIPMUX:1

M .
|ox
8. ESP32-C6 &451EM TCP ikR%#%, Wwldh 35.
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’ AT+CIPSERVER=1, 35 ‘

i B«

[ox |
9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4

F| ESP32-C6 1% 751 TCP 55 %5 .

Ay
’nc espressif.local 35 ‘

ESP32-C6 1545 Wi [ :

’ 0, CONNECT ‘

PaHH :
o JEBESTIE, PC Ml ESP32-C6 4% ] 7 B T AEAT S A5 5
10. ESP32-C6 $£4% 3= mDNS g,
iR

’AT+MDNS=O ‘
i B -
B \

P :
* M) mDNS IERE—EREE_ BB R TIFE.

4.3 Bluetooth LE AT 74

RIS F2 2 4 Bluetooth® Low Energy AT 474 % WMk, 4R BHE ESP32-C6 i Lizmfrix ey s
IR R 11

o f

e Bluetooth LE & P 3% % 5 R 545 4244

* Bluetooth LE i% 3570 %

o FA ESP32-C6 Fr £ A2 18 3% 5 SPP i%4%, VA% {£ UART-Bluetooth LE i 1% ¥ X, T 1% #h 3k 38
o ESP32-C6 5 F i3 5 SPP %3, VA% {& UART-Bluetooth LE i% 1545 X T 1 338

e ESP32-C6 o5 #LZ 17 3% 5 Bluetooth LE % 355 B xt

4.3.1 T4t

ESP-AT 47/ 3% £ Bluetooth LE 4.2 iU IE, A< 304 348 {E ] T Bluetooth LE protocol 4.2 {p
WG, HS% 20H0E 42 SRECEZ(EE .

Bluetooth LE il 24y

Bluetooth LE 104k M T 2 _E4- ML )ZZ,: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

* PHY: PHY JZ ERMITHEYBL(EIE L ARMIEZNE R . Bluetooth LE i} 40 MHHI{EIE. M
JEFE : 2402 MHz | 2480 MHz,
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o LL: LL)ZFEATTOE . BB e (DA, WRFRE, BAIHXMEESL), LS
B 2 [ R Y BREE A S ST B . B HISER 2SI T 4. 3. /38, A8
#HE. CEELMPRESZ —.

« HCI: HCIJZ [ EAUAEE H g2t — MrE i 0 . %2 T AR E AP T SEPR ek & F 6 {4 1
UART. SPI. USB J#%EfHl.

* L2CAP: L2CAP JZ e AR 2 [0 22 e BRSPS e . o BOR S 4 4524 o

o ATT: ATT 2L T B MR 554 Fl g % i 2 [ R SR SIS ATT % g ] ATT AR 45 i & 3%
e RN . ATT R 55 i n] 2 F i A 3K L Sl FIFNFE 7

e SMP: SMP 2 T4 Wi B0 B354 . SMP A& BN 235 55 5H N Sy SR G R774i , FF 3R
B BER AL IR FE LR f AT A B RS B .

* GATT: GATT EHR/REMNRSS AP @R P un i DI 6e . % B E SO T E R 4548
MRS . FHEFEMEZ RS . ZZ R T A8, 2L B AMIERIRS R ERE D .

o GAP: GAP ECERFTA W 5450 FH Y E AT 68, B0t sy . BIsCRI Y, F R Ay e v SO0 i
MTFHAET . GAP IRFFEIFERA LM, HEEHEX. L4, HH%l. KPR &8 .

Bluetooth LE fj {a, %14

1t Bluetooth LE WS AN R Y2 A A B A (ki 0o 3k 28 (X 7 HANEE N o

o LL: WAAAPARI N EHA KA, MBS 3G, TALRT DAL IR
e GAP: EXT AFMEEfat: JEE. WEL. SAEEEM FOEE.
o GATT: WA AG R RE3u Ml & F 3

R
o ARAYHFHEARA) Bluetooth LE A4 3% Bluetooth LE & Fig#lie GATT EME.
* 4q[, ESP-AT 37§ Bluetooth LE M4 35fll Bluetooth LE & P 3g[AlHA7LE.

* it ESP-AT #)J{k > Bluetooth LE [l 45 342 Bluetooth LE %P1y, [l Wb 4 12 A B I8 4 By
3.

GATT H 82— Mg &l , k] DUA K& —F@ A& w ey v ZE . X4 @ P 2544 9k
W, Bl RS, RS AR FEEER SN, R B R Z H T 4.

GATT R4 %A1 GATT & F3miX WP (0774 T Bluetooth LE 2 H . 2 5. GATT R4 47t g
PSR R8T, T2k B GATT & Fumi @ MEhist k. AL, fimsz, RIAEdEN—
AR GATT MR 43, VHIRIEHEA—ImFRh GATT & F 3.

4.3.2 Bluetooth LE %% yv3ii 5% 55 01 55 R AE A1
PATF 78l ] B (5 FH i e ESP32-C6 FF %Az, Horfr—3eff: 4 Bluetooth LE 453w (ML 4E K Bluetooth LE fiit 45

Bffi ), 73—HRAFEA Bluetooth LE % /3 (Al Bluetooth LE % P Ui ffi () o 53X 1o 17 L i fi
JH AT iy 757 Bluetooth LE i3, 52 R # S .

¥ YEA A BHEHPLESP32-C6 Bluetooth LE A4 313k AY#RAE H S5 3YE ESP32-C6 Bluetooth LE
R4 uATEIT], DAL ESP32-C6 Bluetooth LE & & 3 3L #4E H 22 3i7E ESP32-C6 Bluetooth LE
% P AT RIA]

1. #1454 Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE ik 45 3 :
%

’ AT+BLEINIT=2

N . :

[ox
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ESP32-C6 Bluetooth LE % i :

o

’AT+BLEINIT=1

W

’ox

2. ESP32-C6 Bluetooth LE Al 55 g 3R BUE: MAC Hitil .

’AT+BLEADDR?

i B <

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

LK

o AR HIE AT RES BRSO, ISR

1. ESP32-C6 Bluetooth LE fi} 45 it % FILHR 55 45-4iF «

i

AT+BLEGATTSCHAR?

Wi K7 -

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32-C6 Bluetooth LE iR 55 i i) 1%, 2 J5 ESP32-C6 Bluetooth LE & F i H- i A48 9F HAF4E 3

g,

ESP32-C6 Bluetooth LE HZ 45 i :

’AT+BLEADVSTART

N . :

’OK

ESP32-C6 Bluetooth LE % i :

e

’AT+BLESCAN21,3

M .
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OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

K
A OERE AR A M VA SR N BT

3. 757 Bluetooth LE %32,

ESP32-C6 Bluetooth LE % i :
e

AT+BLECONN=0, "24:0a:c4:d6:e4:46"

i B«

+BLECONN:0, "24:0a:c4:d6:ed4:46"

OK

L
o i A iRyt 5 457 ESP32-C6 Bluetooth LE fiig 45 sk
o N Bluetooth LE #E#2 553, N4s3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15% Bluetooth LE &8, M&$E/8 +BLECONN: 0, -1,

4. ESP32-C6 Bluetooth LE & F13i % Bl IR 55

fir s

AT+BLEGATTCPRIMSRV=0

i . <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

i :

« ESP32-C6 Bluetooth LE % P12 IR 45 (4555, 11 ESP32-C6 Bluetooth LE JIf P 325 i [ 46 11
ZERZWABRIARS (UUID: 0x1800 A1 0x1801) , X RIEH B, IEHEWM, X+ FE—RSE,
ESP32-C6 Bluetooth LE & it A 1A 1) <srv_index> {2+ T ESP32-C6 Bluetooth LE IR J i 25 i 1Y)
<srv_index> ff + 2. Bf_FiR R Bl B IR S5 0xA002, Y4 Fi7E ESP32-C6 Bluetooth LE & F1ii ¥
HIFN ) <stv_index> 2 3, QI5-7E ESP32-C6 Bluetooth LE JI 135 if AT+ BLEGATTSSRV? iy 4>

2], N <srv_index> A 1,
. ESP32-C6 Bluetooth LE % F i & FAFF(E .

Py N
Ay

AT+BLEGATTCCHAR=0, 3

iy B«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR:"desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,3, 0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

Q)
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(£ L£50)

+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

6. ESP32-C6 Bluetooth LE % J 3 32 Bl — M AE(H
s

AT+BLEGATTCRD=0, 3, 1

M .

+BLEGATTCRD:0, 1,0

OK

RE
o HTER HARFHE LA EA AR .
* N5 ESP32-C6 Bluetooth LE % i 15z BUASAE (B, ESP32-C6 Bluetooth LE Jlz 55 i | 2 42 75
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C6 Bluetooth LE & F i E —ANEHIE(E
s

’AT+BLEGATTCWR=O, 3,3,,2 ‘

N . :

E |
5 > Fon AT WER S DB, I 0] DA A B, S8R R B 240 <length> 1)
EI, ATHABRE.
Lox |
BiHA :
o {11 £ ESP32-C6 Bluetooth LE % 7 ifi 5 43 4F i i 457 i T, ESP32-C6 Bluetooth LE f} 5% ifig
N 24278 +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,
8. Indicate —MFAF(H

ESP32-C6 Bluetooth LE % /1jis
fird:

’AT+BLEGATTCWR:O, 3,7,1,2 ‘
i B«

E |
P > R AT HERSFEICE D8, U T AR AR, 4Bl KA EI 28 <length> K
HI, PATH AL,

AT #24x ESP32-C6 Bluetooth LE flit 55 3ifs A 1% 5 SR A& (i not i £y J5 3 indicate JyaX),

ESP32-C6 Bluetooth LE % i 75 ZEH2 1 [a] AR 55 g . X F notify 2, 25 A(H 0x0001,
ST indicate FR, FIHEA(EH 0x0002, FEAFIHFE A 00002 ZfHH indicate K.

OK
K
o 115 ESP32-C6 Bluetooth LE 7% i 5 SR i 1A £F 1 2l , ESP32-C6 Bluetooth LE R 55 i I £
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,

<value>,

ESP32-C6 Bluetooth LE 453 :
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’AT+BLEGATTSIND:0, 1,7,3 ‘
i B«

E ‘
P75 > Fon AT HE A BCp D i, Ui @m] AR AR, 8 KRB 24K <length> 1)
{R}, $1F7 indicate #1.

E ‘

i :
* YN ESP32-C6 Bluetooth LE % 14221k F| indication, N &4/~ + INDICATE : <conn_index>,
<srv_index>,<char_index>, <len>, <value>,
o %P T[A—R%5, ESP32-C6 Bluetooth LE % i) <srv_index> {H %% T ESP32-C6 Bluetooth LE fiit
FUEY <srv_index> (B + 2, XEIEFS.
o NPT IRSS HARREIAL R, SEPTS25 SOR e T ) s SR HIE T IR 5.

4.3.3 Bluetooth LE JJ}t 55 3% 5 IR 55 AE A

AR 7 31 [ IR J 5 B ESP32-C6 T % #ft, Horp—3eff= )y Bluetooth LE 453 (44 Bluetooth LE fii 55
S ), 75— Bluetooth LE % /i (24 Bluetooth LE % i ff () o 3X M1 o 17 W A
37 Bluetooth LE 345, PARZHZSS 355 IR S5 FHALE A A P, notify AR 55 AL -

Y LSBT PLESP32-C6 Bluetooth LE R4 3% 3L ig#/E R34 ESP32-C6 Bluetooth LE Il 4%
MHATEIT], PLESP32-C6 Bluetooth LE & & 3% I3k i #EAE H 55 34 ESP32-C6 Bluetooth LE % 1
U R AT R

1. 144k Bluetooth LE IfjfE.

ESP32-C6 Bluetooth LE 453 :

’AT+BLEINIT=2 ‘
M B ©

[ox |

ESP32-C6 Bluetooth LE % i :

’AT+BLEINIT=1
M B -

[ox |

1. ESP32-C6 Bluetooth LE I 45 3B H: MAC Hihl-.
s

’AT+BLEADDR?
Mg o :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

A :
o EAEIHUE T RE S Bk m N R R, ISR L, FTRRE IR S E .
2. ESP32-C6 Bluetooth LE 4% ik &) #& 44
iRt
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’AT+BLEADVPARAM=50, 50,0,0,7,0,,

N . :

’OK

3. ESP32-C6 Bluetooth LE Jft 45 i i3 & 1 3E S04
e

’AT+BLEADVDATA=“020106OAO9457370726573736966030302AO"

Mg [

’OK

4. ESP32-C6 Bluetooth LE R4S 5t 15T 45 .

’AT+BLEADVSTART

Wi K7 -

’OK

1. ESP32-C6 Bluetooth LE % i 3K HUH: MAC Hitl:.
fir s

’AT+BLEADDR?

i B -

+BLEADDR:"24:0a:c4:03:a7:4e"
OK

ALK
o AR HHE AT RE 5 _ LR PR, SRR HhE , TR IR 2 E
2. ESP32-C6 Bluetooth LE % i T a4, F54E 3 7.
i

AT+BLESCAN=1, 3

M B -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

Vi :
o RS T S ik b R ]
3. 737 the Bluetooth LE %35,
ESP32-C6 Bluetooth LE % Jiifi:

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

Mg o«

+BLECONN:0, "24:0a:c4:d6:ed:406"

OK

K
o A B AR, A 45 ESP32-C6 Bluetooth LE Jg 55 bk .
o YN Bluetooth LE &2 i), M<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 15 Bluetooth LE £ 5, W< R +BLECONN: 0, -1,

ESP32-C6 Bluetooth LE 7 453
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=

__/?\:

AT+BLECONN=0,"24:0a:c4:03:a7:4e"

M K/ :

OK

+BLECONN:0, "24:0a:c4:03:a7:4e"

BERA -

o A LR AEF, A 50 ESP32-C6 Bluetooth LE % i itk .
o 41 5 Bluetooth LE % 22 i B, N &4 /R oK, KN4 # /8 +BLECONN:O,

"24:0a:c4:03:a7:4e,

o R Bluetooth LE ZE#24, N£3E/8 ERROR, A< /R +BLECONN:0, -1,

1. ESP32-C6 Bluetooth LE % F-' it v i) A< Hi IR 45

iy

AT+BLEGATTSSRV?

Mg |3

OK

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

2. ESP32-C6 Bluetooth LE % Fi# % Bl AS HudSH1iE o

fir g

AT+BLEGATTSCHAR?

iy R«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR:"desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR:"char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char", 2,2, 0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

3. ESP32-C6 Bluetooth LE JIl 45 5ift: % I X it Il 55

e

AT+BLEGATTCPRIMSRV=0

Mg .«
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+BLEGATTCPRIMSRV:0, 1, 0x1801, 1
+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

RE
« ESP32-C6 Bluetooth LE fI 45 5625 1) IR 45 [ 25 58, H ESP32-C6 Bluetooth LE 2% F i i) IR 45 ) 45
LW BARS (UUID: 0x1800 F1 0x1801) . 1EE AN, T [6-—k%, ESP32-C6 Bluetooth
LE R % i) i <srv_index> {H 45T ESP32-C6 Bluetooth LE 7% i 25 4] Y <srv_index> {H + 2,
man, FaRRFIREIARS 0xA002, 24 HiTE ESP32-C6 Bluetooth LE g 55 i 2514 2] H{ <srv_index>
> 3, UnHEAE ESP32-C6 Bluetooth LE AR 45 il 1 AT+ BLEGATTSSRV? fiy4-2514], N <srv_index>

H .

. ESP32-C6 Bluetooth LE fI 45 3 % Bl B4 41F

AT+BLEGATTCCHAR=0, 3

i . <

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,3, 0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR:"char",0,3,4,0xC303,0x04
+BLEGATTCCHAR:"desc",0,3,4,1,0x2901
+BLEGATTCCHAR:"char", 0, 3,5, 0xC304,0x08
+BLEGATTCCHAR:"char", 0,3, 6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

5. ESP32-C6 Bluetooth LE % Fifii 5 B R 55 - AE{H

Ve SRS BAERY IR FHIE (characteristic) 53 BRI HFFAEA -

iy

’AT+BLEGATTSSETATTR:1, 8,,1

i B -

’OK

6. ESP32-C6 Bluetooth LE R 45 it 32 AR 45 45+ 1E (8

’AT+BLEGATTCRD=

0,3,8,

i B -
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+BLEGATTCRD:0, 1,9

OK

7. ESP32-C6 Bluetooth LE JIf 45 5 I 45 511
LTS EESEE L L (RS R RE PN T

i

’AT+BLEGATTCWR=O, 3,6,1,2

N . :

>

TS

]:%)\M%‘Z*ﬁ 120

iy B«

’OK

PTRE
o N5 Bluetooth LE flk 45 i 5 Ik 55 B AE(E (3 )5, Bluetooth LE & P & 4278 +WRITE: 0, 1,
6,1,2,12,
8. ESP32-C6 Bluetooth LE % it notify AR 55 4251 (E

’AT+BLEGATTSNTFY:O,1,6,10

M .

’ BN 12345678907 10N F

’OK

K
o f15 ESP32-C6 Bluetooth LE % J'iifi; notify iR 55 4 iF {45 IR 45 35 2, Bluetooth LE iR 45 i M) £
#78 +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE YE{: %

PATR 73 [R] iR B W e ESP32-C6 FF &t , HoH—3efE A Bluetooth LE 2455w (HLAE A Bluetooth LE 55
uf ), 55—3EH Bluetooth LE % i (R AEA Bluetooth LE & Pl ffi 6) . XMl TR T /BFEINS
Bluetooth LE #:4$%.

GipAH

o fEPA R BEH DA ESP32-C6 Bluetooth LE A4 3w kA #ME H 75 34E ESP32-C6 Bluetooth LE
AR 45 5t TRIT], PAESP32-C6 Bluetooth LE & P 3#FF3Li#EfE N 22 3iYE ESP32-C6 Bluetooth
LE & A7 RIHAT

o N HE WA FEE . S0 F2nE ) R EA AT T — K IRE e .

» ESP-AT 2 FUiF40E 10 PNk

1. #1454 Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE [ 45 -

Espressif Systems 219 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 4. AT #y2 R

’AT+BLEINIT=2

N . :

’OK

ESP32-C6 Bluetooth LE % F1jis

’AT+BLEINIT=1

i . <

’OK

2. ESP32-C6 Bluetooth LE filz 45 i #5H Bluetooth LE #iidil: .

’AT+BLEADDR?

i B <

OK

+BLEADDR:"24:0a:c4:d6:e4:46"

BEH:
7

[
LNy

G T ioBauth R I 2R M e oty ) A e D RN G I T TR B

1. ESP32-C6 Bluetooth LE Ji% 453t & B AR 55 45-11E

AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32-C6 Bluetooth LE I 45 5 - 1G4 &, 22 J5 ESP32-C6 Bluetooth LE & F' it Ff i 4 9 H %4k 3

i

ESP32-C6 Bluetooth LE H 45 i :

iy

AT+BLEADVSTART

i B <
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’OK

ESP32-C6 Bluetooth LE % F1jis
s

’AT+BLESCAN=1,3

i B <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
AV EIUE REERE ST =AM we ) VARl I N G
3. 757 Bluetooth LE #$52.
ESP32-C6 Bluetooth LE % i :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

Mg |«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

BiH -
o g A FRAAIT, 5 4511 ESP32-C6 Bluetooth LE JIR 45 il
o Y15 Bluetooth LE #E3#: %), N&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o f15% Bluetooth LE #3250, W£$HL/R +BLECONN: 0, -1,
4. ESP32-C6 Bluetooth LE & i % FLHR 55

AT+BLEGATTCPRIMSRV=0

Nl . <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

AR

» ESP32-C6 Bluetooth LE % i Arif) IR 45 4558, H ESP32-C6 Bluetooth LE JIR Fifis 25 1) Ik 45 19
ZE R Z PN ERANRS: (UUID: 0x1800 1 0x1801) , X2 EHEM4 . IERW, X1 FE—R5%,
ESP32-C6 Bluetooth LE % i v 1A /1Y) <srv_index> {H 25T ESP32-C6 Bluetooth LE A " 25 1] )
<srv_index> {f + 2. Bil4n_FiR RGP iR S 0xA002, 4Fi#E ESP32-C6 Bluetooth LE % F i ¥
2| <srv_index> A 3, W5RAE ESP32-C6 Bluetooth LE [l F i i@ i3 AT+ BLEGATTSSRV ? £y %>
2], N <srv_index> 4 1,

5. ESP32-C6 Bluetooth LE % F1 3 % FiUAR A .

AT+BLEGATTCCHAR=0, 3

Mg i -

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901

(P ogkzE)
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(£ L£50)

+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

OK

"char",0,3,3,0xC302,0x08
"desc",0,3,3,1,0x2901
"char",0,3,4,0xC303,0x04
"desc",0,3,4,1,0x2901
"char",0,3,5,0xC304,0x08
"char",0,3,6,0xC305,0x10
"desc",0,3,6,1,0x2902
"char",0,3,7,0xC306,0x20
"desc",0,3,7,1,0x2902
"char",0,3,8,0xC307,0x02
"desc",0,3,8,1,0x2901

6. WEIMEZSE . WE auth_req iy SC_MITM_BOND, fR% M) iocap i KeyboardOnly, %!
WitH) iocap SN KeyboardDisplay, key_size j 16, init_key 5 3, rsp_key N 3.
ESP32-C6 Bluetooth LE fIfi 4 3

’AT+BLESECPARAM

=13,2,16,3,3

i B«

[ox

ESP32-C6 Bluetooth LE % i :

LS

’AT+BLESECPARAM

=13,4,16,3,3

i B«

’OK

PERH:

o JEZAF|H1, ESP32-C6 Bluetooth LE fii% 4% i éa A BC X5, ESP32-C6 Bluetooth LE & Fii i /R ic

X5 .

* BESP-AT % 3§ Legacy Pairing fil Secure Connections WMNEZ T, HGEAE =R
BIPEeg . NGt 7 #F Secure Connections, M4 R Secure Connections

77 5

7. ESP32-C6 Bluetooth LE % P & #2 fin 25 K

’AT+BLEENC=O,3

M . <

’OK

LK

IR ESP32-C6 Bluetooth LE R 45 i il B 42U B #8453k, ESP32-C6 Bluetooth LE g 45 i W) <= 32 7~

+BLESECREQ: 0,

1. ESP32-C6 Bluetooth LE 2 F i [a] &2 B X1 .

’AT+BLEKEYREPLY

=0,793718

Mg |3

[ox

|

PATIXA L2 )5, #F ESP32-C6 Bluetooth LE 745 i Fl ESP32-C6 Bluetooth LE 7% P i £ 5 — 5}

IVAEYSE/ T

ESP32-C6 Bluetooth LE H 45 i :
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+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0,1

+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE:0, 2

+BLEAUTHCMPL:0, 0

ESP32-C6 Bluetooth LE % i :

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0,0

A PAZ B DA +BLESECKEYTYPE =L 5 E.. {58 +BLEAUTHCMPL: 0, 0 IS &%k 0 3%
ININE R, R L RN R

4.3.5 W4~ ESP32-C6 JF kW z bl . SPP #%EH;, UL JAr UART-Bluetooth LE i {4
AP g s

PATR 7 9 [ B R i Bk ESP32-C6 JF &t , Hi—#eE R Bluetooth LE 453w ( Ak Bluetooth LE fil 55
), J3—8AEA Bluetooth LE & P (A Bluetooth LE & i fA€6,) o X AN J&om 1 . anfa
57 Bluetooth LE %32, DA #1537 i% 1% 38 {F Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE % /&5

-

B FEA AT PLESP32-C6 Bluetooth LE A4 313k Ay #AE H S5 3iYE ESP32-C6 Bluetooth LE
R4 eI ATRITT, DL ESP32-C6 Bluetooth LE & & 3% H-LAyH4E H FE5iHF ESP32-C6 Bluetooth LE
& AT RIA]

1. #1414 Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE J 453 :
iy 4

’AT+BLEINIT=2

Mg .«

[ox

ESP32-C6 Bluetooth LE % i :

’AT+BLEINIT=1

iy R«

[ox

1. ESP32-C6 Bluetooth LE g 45l K BUH: MAC #iidil:.
i

’AT+BLEADDR?

N Y. :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PAE
o AR HAE AT RES BRI AR RATE, EICERRhE, TR AR S
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2. ESP32-C6 Bluetooth LE 45 it i & % 250
fird:

’Z—\T+BLEADVPARZ—\M:50, 50,0,0,7,0,,

Wi K7 -

[ox

3. ESP32-C6 Bluetooth LE JIf 45 i & T #6500 .
iR

’AT+BLEADVDATA:"O20106OAO9457370726573736966030302A0"

Wi K7 -

[ox

4. ESP32-C6 Bluetooth LE R 45 i H 15 #% .

’AT+BLEADVSTART

Mg K7 -

[ox

5. ESP32-C6 Bluetooth LE % P R ha 314, 4548 3 7.
fird:

’AT+BLESCAN21,3

i 5 -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o TR RE 5 iR Hr R R
6. 7237 the Bluetooth LE i#$%,
ESP32-C6 Bluetooth LE 7% i :

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

iy B«

+BLECONN:0, "24:0a:c4:d6:ed:46"

OK

A
o WA\ iR A BT, 58 ] 1% ESP32-C6 Bluetooth LE fiiz 4% ik o
o N Bluetooth LE #2543, N43E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15% Bluetooth LE &Rk, W44 /8 +BLECONN: 0, —1,
7. ESP32-C6 Bluetooth LE Ji} 45 i 25 1 IR 45
e

AT+BLEGATTSSRV?

Nl . <

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK
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8. ESP32-C6 Bluetooth LE JIf 45 it % SIAE .

10.

s
AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

ESP32-C6 Bluetooth LE % J13# % Fi R 45 .

iy

AT+BLEGATTCPRIMSRV=0

Mg .«

+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

LR

* ESP32-C6 Bluetooth LE % Pl £ ifi] IR 55 (1) 45 5% , b ESP32-C6 Bluetooth LE Al i 25 1 iz 55 1)
ZERLZTHABRIARSS (UUID: 0x1800 #1 0x1801) , X 2 E# L. ERWM, XFTR—RkS,
ESP32-C6 Bluetooth LE & it #r 1A 1Y) <srv_index> {H 2T ESP32-C6 Bluetooth LE i i 25 141 (1Y)
<srv_index>{H + 2. BN, FIARREIFHIAR S 0xA002, 4HiHE ESP32-C6 Bluetooth LE 2% i
I F| I <srv_index> 4 3, WISEFE ESP32-C6 Bluetooth LE i F i 5t AT+ BLEGATTSSRV ? iy
A2, N <srv_index> K 1.

ESP32-C6 Bluetooth LE % F il % PRAFAE .

fir s

AT+BLEGATTCCHAR=0, 3

Mg 3

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR:"char", 0,3, 3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04

(N gksr)
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(£ L£50)

+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

11. ESP32-C6 Bluetooth LE % i it - Bluetooth LE SPP,
WP B HAEMI RS FAE (characteristic) 1F 58 AR s, #EHESHE notify B indicate 1)
characteristic 1 A3z 18 22 R B0k .

’AT+BLESPPCFG=1, 3,5,3,7

i B <

[ox

12. ESP32-C6 Bluetooth LE & i {ii fE Bluetooth LE SPP,
0

’AT+BLESPP

iy B«

OK

>

ik KR AT 243k A Bluetooth LE SPP A5, ] DAHFA TR 1) A R F2 1K .
Vi :
 ESP32-C6 Bluetooth LE % J'iifii JT- J&f Bluetooth LE SPP & #1 = 5, & 1 e 2 i £l £ i
Bluetooth LE {£#%| ESP32-C6 Bluetooth LE k%53t .
13. ESP32-C6 Bluetooth LE filt 4535 L & Bluetooth LE SPP,
VP& notify B indicate ¥ characteristic /F 45 il i8 AR5, XS HEAER characteristic
VRS B WS

e

’AT+BLESPPCFG=1, 1,7,1,5

Mg o«

[ox

14. ESP32-C6 Bluetooth LE IR 43 {ii §€ Bluetooth LE SPP,
A

’AT+BLESPP

i B -

OK

>

igmg KR AT 243k A Bluetooth LE SPP 452X, W] DAHFA TR 1) A R F2 0K .
Tk
+ ESP32-C6 Bluetooth LE iz )73 7T 5 Bluetooth LE SPP # &L 5, H 11U 3 i it £ 3 it
Bluetooth LE £ %% ESP32-C6 Bluetooth LE % 3 .
415 ESP32-C6 Bluetooth LE % i i 15 A 45 FF 5t Bluetooth LE SPP %1% | 8 3 F HoAth 1% 451
“A Bluetooth LE % i, NI ESP32-C6 Bluetooth LE % i 55 22 45 TT J3 il Notify 5% Indicate
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{541, BSP32-C6 Bluetooth LE % Ui WIS AT Jeiids 1% , MW 56 i AT+BLEGATTCWR=0,3,7,1,1
FERE T, ESP32-C6 Bluetooth LE Il 45 5 A GE M) 52 B A%

* X [R5, ESP32-C6 Bluetooth LE % i) <srv_index> {55 > ESP32-C6 Bluetooth LE ffit
S5 U <srv_index> fH + 2, X IEHENS.

4.3.6 ESP32-C6 5F MLt SPP ¥4%, LLJ1E UART-Bluetooth LE & {4 BiX F {5
Kb

R BIJER T UNTHE ESP32-C6 JF A (UM ARIIFER A Ik 55 e ) AT (U ARIIFEH 4 %
PUiffifa) ZIA#ES. SPP #H, PAKANMTTE UART-Bluetooth LE (AR 4 4 il

Fg: HPEPL ESP32-C6 Bluetooth LE R4 3% 3L H4E H 75 2i4E ESP32-C6 Bluetooth LE JI} 45
I PATRIRT, MiPA Bluetooth LE & 3 f 3k B4 E R 75 B T LA 8 A4 L) F R AT BT .

1. £ F-HL3E T % Bluetooth LE i3 T, i LightBlue.
2. ¥4k Bluetooth LE IfjfE.
ESP32-C6 Bluetooth LE i}t 45 i :

’AT+BLEINIT=2

M B -

’OK

1. ESP32-C6 Bluetooth LE I 45 3 H: MAC Hizhl-.
s

’AT+BLEADDR?

Mg .«

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

A :
o EAEIHUE T RES Bk m N R R, ISR L, FTRE IR S E .
2. ESP32-C6 Bluetooth LE 4% i &) #& 44
e

’Z—\T+BLEADVPZ—\RZ—\M=50, 50,0,0,7,0,,

M B -

’OK

3. ESP32-C6 Bluetooth LE J} 45 i i3 & | 3 504
iR

’AT+BLEADVDATA="02010601-\09457370726573736966030302AO"

M B -

’OK

4. ESP32-C6 Bluetooth LE k55 umIF16) 3% -

’AT+BLEADVSTART

Wi
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OK

5. 1% Bluetooth LE %%,
FHLIT I LightBlue 7 HFE)J7, I 4TI SCAN FF 45494, 4% %] ESP32-C6 Bluetooth LE fiiz 55 iify
) MAC Hitk, 55 CONNECT #4743, BLH ESP32-C6 i i % 247 Bl 25 bl F +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XERCLESL T Bluetooth LE i##E,

6. ESP32-C6 Bluetooth LE i} 45 i 25 1 IR 45

TEx

AT+BLEGATTSSRV?

N . :

OK

+BLEGATTSSRV:1,1,0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

7. ESP32-C6 Bluetooth LE Ji} 4% 3t & B4 o

s
AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. Bluetooth LE % it % BUERAE

I EHE T-#L LightBlue % F i %6 4% 5 T Properties > NOTIFY 5 3% INDICATE {4 IR 5+ 4iF (3x H
ESP-AT ®kiA Properties > NOTIFY 5 INDICATE { il 45 4#51iF 52 0xC305 F11 0xC306) , FT-4h il
Properties >4 NOTIFY 5% INDICATE (%)} % 55 .

9. ESP32-C6 Bluetooth LE g 45 ¥ i & Bluetooth LE SPP,
PEPE S 1 notify B3 indicate [1Y) characteristic /b 518 &8s, kXIS EAEN characteristic
VE R 1338 T8 FE MR -
fir g

’AT+BLESPPCFG=1,1,7,1,5

M 3. :

’OK

10. ESP32-C6 Bluetooth LE fIk 451 {# E Bluetooth LE SPP.,
s

228 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback

Espressif Systems


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 4. AT #y2 R

AT+BLESPP

N . :

OK

>

iR FoR AT £ 43F A Bluetooth LE SPP 55X, ] DAIFATHICR 1) Ak F2 Ik .
11. Bluetooth LE % i A& 15 8504
TE LightBlue % Fiiie 45 0xC304 iR 55 B E(E & 3% 5 test 45 ESP32-C6 Bluetooth LE fiZ 553, I
i} ESP32-C6 Bluetooth LE AR 45550 PAIKE] test .
12. ESP32-C6 Bluetooth LE I} 45 1 % 1% B¥E
7£ ESP32-C6 Bluetooth LE [} 45 i B2 & 1% test, LAY LightBlue i ] PAKE] test.

4.3.7 ESP32-C6 fIT-HL.Z . Bluetooth LE ¥ #; Jf b}

BRI R T Anfal e ESP32-C6 H- &Mt ((UAVEMRIhREIE A s s o) MFHL (DUER IR T %
Pl @) Z a7, Bluetooth LE 42422 &y A\ 25 4H 5¢ i BC T o

¥ S FPL ESP32-C6 Bluetooth LE R4 3% 3k A0#E1E N2 5iE ESP32-C6 Bluetooth LE fi? %
I ATRIAT, MiPA Bluetooth LE & 33k B4AE LT BAE F- LAY IE 4 LB F R A TR T .

1. ZEFALim 2k Bluetooth LE i B)F, i LightBlue )3 FIFE¥ .
2. #l4E4% Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE AR 45 i :

o

’AT+BLEINIT=2

N . :

’OK

1. ESP32-C6 Bluetooth LE iz 55 wim Ak B H: MAC Hbht.

’AT+BLEADDR?

i B«

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PEHH
o EAEIRHAE AT R S _ bk B R BRI, IO R R, R IR  HE .
2. ESP32-C6 Bluetooth LE 7 45 i B #6250
fird:

’AT+BLEADVPARAM=50,50,0,0,7,0,,

i B«

[ox

3. ESP32-C6 Bluetooth LE JIf 45 i B T #6500 .
iR

’AT+BLEADVDATA="020106OAO9457370726573736966030302AO"

iy B«
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’OK

4. ESP32-C6 Bluetooth LE % 45 % B 25 550
i

’AT+BLESECPARAM213,2,16,3,3

i B <

’OK

5. ESP32-C6 Bluetooth LE g 45 5 JT-46) " 1% .
i

’AT+BLEADVSTART

i B -

’OK

6. Bluetooth LE % il 2 iE 82
FHU4T JF LightBlue . FH #2 7, FF 47 SCAN F 454, 4% %] ESP32-C6 Bluetooth LE i 45 ifii
1 MAC Hudik, &S5 CONNECT ¥EfTi#H:. IH} ESP32-C6 iffi W i% & T EF 251l T +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFERELHESE T Bluetooth LE %$#%.

7. ESP32-C6 Bluetooth LE fIR 453 % #2 in 25 K
A

’AT+BLEENC=O,3 ‘
N . :
[ox |
8. Bluetooth LE % F i [A] = %t
F#HL LightBlue i H#2 )7 FI 161 22 i D11 Bluetooth LE M4 (1) BT i 23 5 UM B, (T BexT 258
BIHNEEE R 231518), il Bext. ML ESP32-C6 iM% 2 F] EI2R{F +BLESECKEYREQ: 0 ¥ H
&, XFRTFHLE LM FXT .
9. ESP32-C6 Bluetooth LE JI}Z 45 5 [1] 4 i % %54
I} Bluetooth LE Iz 45 i [l & 11 %5 £ H kb — 2 R b F-41 LightBlue [y FH AR /73 4 1 e x5 B P iy
2EH: 231518,
iy

’AT+BLEKEYREPLY:O,231518 ‘

i B -

Jox |
I H ESP32-C6 Bluetooth LE g 55 iy 4T EIZRAU T AT HA&, iX /R ESP32-C6 Bluetooth LE iz 55 iy
5T Bluetooth LE 7% i 52 A T FCXT

6

+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: 0,

2

o oo oo
~ o~ o~ S
N W e

4.4 MOQTT AT 774

AT BRI E ESP32-C6 i FIafTMOTT AT 44 % fir IR~ Bl o
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AT TCP#4 MOTT 4% (5 2 AWl MOTT X32) (&R FHES V)
T TCP ¢ MQTT 3% (5% Anb)i MOTT K32) (& THIEES)

A
A F TLS 89 MOTT #3 (F % At MOTT RF2)
KT WSS o9 MQTT % 4%

s SO TR R B ISR R Wi-Fi AT .

44.1 T TCP iy MQTT 4% (%A Hbald MQTT {RB1) (GG T Bt i)
DA 7 81 e T e ESP32-C6 JF iz, i —fEsly MQTT %iAfidg (RUfEG MQTT KAt fita), 5
— BN MQTT 4T & (JMEh MQTT T ¥ fi 1) «

NBIY T A T TCP @ MQTT #4z . g e 2@ — 4 MQTT 3, fkix MQTT LB
IP ifil2h 192.168.3.102, #1134 8883,

T PYPRPPAESP32-C6 MOTT & A7 & IT KA 75 BAE ESP32-C6 MQTT %Ki & i AT RIAT, DA
ESP32-C6 MOTT i [ & JT ki #AfE 5 27 ESP32-C6 MQTT 1] B sm AT RIAT o A1 R4 A A e 1
FIATFEMR st , D5 B R A 5 i AN 1T B S S AT -

1. & #E MQTT Ml &
ESP32-C6 MQTT %%
i

’AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,""

MM B ©

[ox |
ESP32-C6 MQTT i] j#
i

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

Mg B <

[ox |

2. 4% MQTT U,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

i Y <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK
A :
o ET A MQTT fREEIE 4 5% MQTT A3 IP #ihk AT ik 5 iR ar AR .
3. 715 MQTT /3.
ESP32-C6 MQTT ] i :
iR

AT+MQTTSUB=0, "topic", 1

M B :
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’OK

4. KA MQTT Ji . (FF4FH) .
ESP32-C6 MQTT %%
il

’AT+MQTTPUB:O,"topic","test",l,O

Nl <

’ox

PAE

* 2R ESP32-C6 MQTT AAfi & M AAHE , LA MEERF&7E ESP32-Co MQTT 1] & i -

’+MQTTSUBRECV:O,"topic",4,test

|

5. XM MQTT %8

oz

’ AT+MQTTCLEAN=0

Mg Jo

’OK

442 JET TCP Iy MQTT &g (ifi 24 MBI MQTT {R81) (GEM THdhi%)
DA 7 [ BT P e ESP32-C6 HF 42, Hoohi—Heffy MQTT %Afigr (JUfh MQTT %Al faa),

—BAfEH MQTT 4T g% (U MQTT AT & M ().

AP T I T TCP A7 MQTT 34, /el 2 ald — A MQTT /LR, i MQTT fURER)

IP #ihil->f 192.168.3.102, gldk 8883,

WAREEAME R BEEHXNEZ, Sl T 8% AT a9 M KIERME 256, W& A

HAT+MQTTPUBRAW 14>

F¥: PRPPAESP32-Co MOTT KA1 H T kA #E A F52AE ESP32-C6 MQTT i # i dh AT Il , DA
ESP32-C6 MOTT 7] 8 # I kMM A FF AL ESP32-C6 MQTT 1] B itk AT BT o IR ARAE AT R 31

FRUAEMR s A, A e R A o s AT B S A T

L. ¥ MQTT FI Pt
ESP32-C6 MQTT ki :
s

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

M B :

’OK

ESP32-C6 MQTT 1] j#i% :
iy

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

M B -

’OK

2. HE# MQTT LI,

TS
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AT+MQTTCONN=0,"192.168.3.102",8883,1

N . :

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

AR
o EHIAR MQTT B4 5 MQTT 03 IP Hudik ] B 5 _Fik iy & H A ] o
3. 175 MQTT =45,
ESP32-C6 MQTT 1] {3
A

’ AT+MQTTSUB=0, "topic", 1

Mg i«

’OK

4. Jfii MQTT WL (7).
BB AR 32 A AT SR T, KR 427 25

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<336 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32-C6 MQTT %4

AT+MQTTPUBRAW=0, "topic",427,0,0

i B -

OK

>

s R AT EHER R AT R, AT DA AN, 24 AT S0 i it K RE A 3
<length> 5, ¥atehiiTin.

+MQTTPUB : 0K

PEHA:
o AT > PAFS , B T RRIR AT AN TR S SCP AT T S, AR EEDAR 45 % (CR-LF),
* 4N ESP32-C6 MQTT %A I AAIHE , AN EERF &4 ESP32-Co MQTT 1] [ & hind /i -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/","User-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}

5. KM MQTT .

AT+MQTTCLEAN=0

Wi K7 -
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’OK

44.3 J& T TLS ¥ MQTT %4 (ifs 24 Bl MQTT {R2H)
AR 73 31 [ B (2 P ke ESP32-C6 - el , Hirh—3 /Sl MQTT %71 (RAEN MQTT kfiE ), 7
—HER MQTT T3 (HAEH MQTT T i M) .

ARG T T AT TLS Q)8 MQTT #8482, F/tHREald— 1AM MQTT 3, ik MQTT HEHHY
IP #hihik> 192.168.3.102, Hgld A 8883,

¥ BIEPPLESP32-C6 MOTT A& M & 13k Ay HAE L 75 B7E ESP32-C6 MQTT & A& it AT RN, DA
ESP32-C6 MQTT T I #H I 3kAY#RME LT ZAE ESP32-C6 MQTT ] & s AT Bl ] o WS B 15 4 )
BHATEWR S A, R AR A 2 S AT 15 2 I AT o

1. PEEBFIXHI SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com" ‘

M .

[ox |
2. #¥ifi] SNTP K],

e

’AT+CIPSNTPTIME? ‘

M B -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

TR
o TRAYELH) SNTP £5 8 0] 585 _LaRm i s AN [H] .
o AR SNTP A& 2 ELSCA R E], ANRER 1970 4 K2 Bl a] .
o EBEE N T AE TLS A IERHR IS IE i Aa %50Y .
3. WE MQTT H @k
ESP32-C6 MQTT %7
s

’AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

iy B«

[ox |
ESP32-C6 MQTT 1] % :

i

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""
N . :
[ox |

4. B MQTT Hehe.
s

’AT+MQTTCONNCFG=O, 0,0,"lwtt", "lwtm", 0,0 ‘

N . :
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[ox |

5. %8 MQTT {3,

’AT+MQTTCONN=O,"192.168.3.102",8883,1 ‘

i B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK
L
o ET A MQTT ACHEIE 4 5% MQTT A3 IP #ihl ATk 5 _FiRdr AR .
6. 11% MQTT 5.
ESP32-C6 MQTT 1] i3 :
e

’Z—\T+MQTTSUB:O, "topic", 1 ‘

M .

[ox |

7. %Al MOTT L (74 ).
ESP32-C6 MQTT Ak

’AT+MQTTPUB=O,"topic","test“,l,O ‘
Mg |3«
[ox |

LK
* 43R ESP32-C6 MQTT %A M &AM, AN FERF &1 ESP32-Co MQTT ] & Bindé /s .

’+MQTTSUBRECV:O,"topic",4,test ‘

8. KM MQTT 4.
LS

’ AT+MQTTCLEAN=0 ‘
i B«

[ox |

4.4.4 JET WSS i) MQTT &%
AR (] i B ESP32-C6 JF A, i —Heffoh MQTT %A (UAFEA MQTT %AiE M), 7
—BfE MQTT 4T g (A4 MQTT T & M ).

NBINEE T A T WSS Al MQTT 4. MQTT A4,/ matt .eclipseprojects.io, ¥
PRAZ K matt, Bk 443,

WP BEHPLESP32-C6 MQTT %X i & 3k #AE R 535 Zi4E ESP32-C6 MQTT KA it ATRIAT, DA
ESP32-C6 MQTT ] I8 # H ki #fE L5 ZAE ESP32-C6 MQTT 7 & st A TRI ] o SR BRI e 5]
FRUIAEW s 0, DR BAE A 2 b T B 2 i A A T o

1. PEERFIX A SNTP 7428,
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’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

N . :

’OK

2. #rif] SNTP B[],

’AT+CIPSNTPTIME?

M. :

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRV SNTP Z5 80 5E 5 _EaRmn i i AN ]
o EHfAR SNTP i [a]— & & B3 AT E], ANEEZ 1970 4F K 2 Hi A E] .
o RETEE N THE TLS A IER A IIE 5 A0 %500 .
3. WE MQTT H g k.
ESP32-C6 MQTT %7
s

’AT+MQTTUSERCFG:O,7,"publisher","espressif","1234567890",0,0,"mqtt"

M B -

’OK

ESP32-C6 MQTT 1] 53 :
iR

’AT+MQTTUSERCFG:O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

M B -

’OK

4. M MQTT LB

AN A -
e

’AT+MQTTCONN=O,"mqtt.eclipseprojects.io",443,1

M B -

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443", " /mgtt", 1

OK

i :
o KT AN MQTT fUHE 44 5 MQTT U IP sl v 685 iR a4 AR .
5. {7 MQTT /5.
ESP32-C6 MQTT i] %
A

’ AT+MQTTSUB=0, "topic", 1

i B -

[ox

6. %Al MQTT JHE, (F4FeR).
ESP32-C6 MQTT %1% :
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’AT+MQTTPUB=O,"topic","test",l,O

N . :

’OK

LR
* 4N ESP32-C6 MQTT KA NI AAMIHE , AN EERF &AL ESP32-C6 MQTT 11 & i dé /i -

’ +MQTTSUBRECV:0, "topic", 4, test

7. KM MQTT ##.
Ve

’ AT+MQTTCLEAN=0

i B -

’OK

4.5 MQTT AT &+ &bl

AR FEEAN B i L AT a9 X4 AWS ToT,

W AR MQTT AT ap LI IE4I(E S, WS FMOTT AT 44 5 . 7 2Ll Pk AWS ToT JF
K46 KB AWS ToT,

T DA BRI ESP-AT F5 ) ESP32-C6 5% 1£4% 5] AWS IoT,

o M AWS IoT 3% B4 5 vA % endpoint

o f& F] MOTT AT 4y 4~ F M) INIE & 35 AWS IoT

4.5.1 M AWS IoT 3RBUIEA5 LA B2 endpoint
1. BRI AWS 10T #EH G5, PAMNYZ ToT Core services,
2. MR A AWS 0T BEJ5 Hr iUl A8 AWS ToT 56Hg . SR AIIES .
TR L3RS DA IR 5 R0 S 4 -

* device.pem.crt (i%£5ET)
« private.pem.key (FLA%4H)
» Amazon-root-CA-1.pem (i CA JF45)

3. MRHESCRY 5L ERM PRI A (endpoint) PAK T A AT ek A5 A 4 5 2 SR

i S AE RN “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF 2N G H PATR A s AR R i — L2

o AWS IoT TFEIA & U A FHYES . YR . FIARIES.
o B RABEIEIET .
o IR 2 N (Ohio).
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4.5.2 f§ij MQTT AT iy A3 F AU AMEZER: AWS ToT
e 1
FTFFASHL ESP-AT TAR, BT 445

o ffiffl Amazon-root-CA-1.pem ##f customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffiff] device.pem.crt ## customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
o ffi[f] private.pem.key #f customized_partitions/raw_data/mqtt_key/mqtt_client.key .

gaikpek AT 1T

%1% ESP-AT Tl H DAY AT [, FFRF R FG RN B3R ESP32-C6 . ST MEZHE, WS Ak
Y%iF ESP-AT 142,

ik A AAEYIF ESP-AT TREF RS, nl E M AT S B E A eIt , BAARES 54T £
# PKIFLE

fEN] AT i 4 4% 2] AWS IoT

1. &8 Wi-Fi #3{4 station,
i

’AT+CWMODE=1

i B <

[ox

2. % AP,
i

’AT+CWJAP:<ssid>,<password>

N . :

[ox

3. & SNTP Server,
s

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B«

’OK

4. #¥if] SNTP Aifd],
s

’AT+CIPSNTPTIME?

i B ©

+CIPSNTPTIME:<asctime style time>
OK

AR
o JLHFERASH) <asctime style time> DAZE % B X A SERFERFIR] , 75 00 £ PR AAIE A 500 1 S B80E
2RI
5. BEE MQTT H P gk

s
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’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""
N . :
[ox |
AR
o AT+MQTTUSERCFG H1%5 2%k 5, BIXUEHAGE, Ak,

6. 1EH: AWS IoT,

AT+MQTTCONN=0, "<endpoint>", 8883, 1
M B -

+MQTTCONNECTED:0, 5, <endpoint>, "8883","",1
OK

AR
o WAL <endpoint> Z:4 T IH S 43 <endpoint> {H .
o JLYATE I 8883,
7. AT FEH
’AT+MQTTSUB:O,"topic/esp32at",1 ‘
M B -
[ox |
8. KAIHE.
’AT+MQTTPUB:O,"topic/esp32at","hello aws!",1,0 ‘

M B -

+MQTTSUBRECV:0, "topic/esp32at”",10,hello aws!

OK

ABIH &

LR H HET:

1. ESP32 3 1 i
2. AWS 3 H b

4.6 Web Server AT 734

ASCRE T HAE AT web server O, R85 K DR JUAS 5 T A -

S

%

SN N

T Wi-Fi B2

o AE AR Nt
AT OTA B 48

o AE A A Y%

ol

1 R AZ AR 4T Wi-Fi B
1% A Az A2 R 24T OTA BRI
ESP32-C6 1% & Captive Portal 7 it
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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278 BN AT BRI 5 AT web server [IITNRE, 1553 Web R 455 AT 44 2 %6,

4.6.1 fEHIFGES LEFT Wi-Fi B
(B
@i web server, FHLe PC nJ LABEE ESP32-C6 4 1) Wi-Fi 45 BL. 80T DA AT ALk ol i 25 4%

F| ESP32-C6 & 51 AP, @IS & FT PR M 1T, - Wi-Fi it B 15 B & 2545 ESP32-C6 ¥t 4%, AR
ESP32-C6 45 R i1 it B A5 BIE LR IR @ s s

Wikt

BATMRAE AT DA AR =2

o ML 1R &% 35 ESP32-C6 15 &
o AR AW 3 KA B AE

DGR AT S

MC e 7 42 ESP32-C6 4 H4E, jﬂTlﬁ@ﬂl_Jlx% 44% ESP32-C6 ¥t #, ESP32-C6 B LML B
AP + STA Bz, FHBIH—4> WEB [R5 45 M EE , W AT 6y a0

L JEBRZ BIRIECRAE PR RRIECM AR, ATRER AR AR OR B 2 A B C L5 B AT 3-8 WEB fiik
S5 as oIk .

¢ Command

’AT+RESTORE

2. Jit & ESP32-C6 1454 Station + SoftAP iz,
e Command

’AT+CWMODE:3 ‘

3. iX'E SoftAP [y ssid Fil password (135 B ERIA 4 $E ssid A pos_softap, TCEEH) Wi-Fi) .,
¢ Command

’AT+CWSAP:"pos_softap","",11,0,3 ‘

4. (EREZ .

¢ Command

’AT+CIPMUX:1 ‘

5. Az web server, uflIl: 80, HRIEREWIE]: 25s (BRIASK N 605s),

¢ Command

’AT+WEBSERVER:1, 80,25 ‘

G, B Eaday 453 web server Ji, FTIFRCI e 10 Wi-Fi HEHZIIAE, 4 ESP32-C6 i) AP:

PV ES S B R . PR I 1R 45 112 21 ESP32-Co 124 )5, RIW] ik HTTP 53K, FLE R A%

HAsEE: (VEE, WIBERFEL A ORI A A R AP, i, qniifit j FALZER: ] ESP32-C6

) AP, MZFHAEWAE R ESP32-Co A R AR ) T{XJ Sihie A web server BRA [ TP Hihlt

(@%%uﬁEWﬂC6u%%SﬁMﬂPﬂﬂ 2R\ K 192.168.4.1, A PAE T AT+CIPAP? fiy 425124
HIFY) SoftAP IP #ihl), FTIFECHIATH , H APUEREE i #R Y ssid. password, pisfy “FFURECM” BRI IF
ARECM -
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Chapter 4. AT fiy4 7R~

WLAN @)

FIF WLAN %z

pos_softap
B (R L)

)

& 1: %42 ESP32-C6 AP

® 192.168.4.1 @

waiting config

H Bk

Pl 2: TITFRC K S im
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FH P AT DA s G R0 B e SSID g AME A T R HiHE, A5 F ESP32-C6 Rt AP 5135, %#H
AP Ff#i A password J5, s “FFURECH” B AT EShEC M :

® 192.168.4.1 O

Wi-Fi FI& 3R

FAST_FWR310_02 a
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

A 3: W R A IREL Wi-Fi AP 51| 3R = K

MRS TR S5 R B R R

L) L BCRG, WITCR BBl ek, ARSI T, ST A ESP32-C6 Ay IP Ml T
BFTITR L

[ A, FEE DRl E S

+WEBSERVERRSP : 1 // Rk B 3 M

WIFI CONNECTED /] RFE K& #

WIFI GOT IP /] EER G FKBE 1P

+WEBSERVERRSP : 2 /O REMAH KB ER RS EE, Wit TUE KL wEB XK

PUES MR PR SEDIE R V
[, FEHR H iR R e R

+WEBSERVERRSP : 1 // th*%)%‘d]ﬁﬂm KA B LR LS W\ZQ%EEX IP # £ &, MCU_
b i Hﬂ’ N %

LS N E SRV R
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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LI RHERR

BEWI 1 O TR S B IR I . A AR ESP32-C6 FRER Y Wi-Fi AP 2 B IEMHE, PAK
AP [ AR E, HHIA D L8 AL AT 65230 B i web server.

4.6.2 ML AT OTA FIfETH,
wifv

WS EFTIF web server [T, T LARESRIE A OTA TR U, 38 3k 90 T FHE5 R FH 43 DX H f ] 2w
B P RYUES " RERIE F (275 SO Lo fT 247 PKI R T fRE Z AR5 5 ) -

Wikt

ITH OTA B & 7 &y
EFEEHFHHHR

AR R
RILOTA #5 R

FIOF OTA ¥ viim i, sSEMITA T “OTA FR” w5, F1HF OTA BLE U5, W AE A 4]
[l A . AT Core i

PEW 1 Y30 Y AS 4 ESP32-C6 Mibk i) AP, %1751 OTA Ji B U A 415 % -5 ESP32-C6 FBIE LA
[l A>Ty, A T AT e 5

eI 20 WO ESRRE CUETE R S EH P R Y AR IR S, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% Kib4iF ESP-AT 1T.42)

WHGRRASS, BB SRR A AR, DA T B A PP [ R AAS o

PP BHTFI sy X AN, mialy “Partition” "NRIHEAAREUIA AT ATH R 23 X -

BeBHRIEE  npE, Rl SRR RN SR, PR R A AR
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL S XPEFRR B E A TR A . B A4 B R B bin, TE ORI
KN partitions_at.csv CHHE XL ota 0K K/N. A RISCHEIEEAIE S, 5%
RY 4o foT 36 ho — A Fr e 4520 X 3

BEW] 20 XFFHE X, W SRR E R A . A RS Bl cbin. TR R
INANELGRIT at_customize.csv SUAFHE XK KN RIESTHFRITEAE S, 5% X 4T A

AR OTA £ i, FEPEARR, FR “THn”:
I, FEES D R 4R 5 6

+WEBSERVERRSP : 3 /) REF B ER ota B 4 H i
#

%
+WEBSERVERRSP : 4 /) REFR G ER ota B 4%
5

AU OTA AR RN, i “TIHRM, HH
[, AEHR H R an e R

Tk
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE

ota

ble_data

server_cert

server_key

server ca

client_cert

client key

BiH
72 BRI A AT AT A 3 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il

Espressif Systems 250 Release v2.3.0.0-esp32c3-898-gcb74b8677¢
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 4. AT fiy4 7R~

Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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+WEBSERVERRSP : 3 /I REFHEER oA B 4%
+WEBSERVERRSP : 5 // REREBKRE ot HH#HE
SHRERWE, WEB LRSS BEHIT oA BEHEA R

i
KXW, AP TINEEEHFITH OTAL

BEW] 12 XFF ota 72X, FREIMATAT+RST HJH ESP32-C6 AR T (T
BEW] 2: ESP32-C6 2 ARBR L BIAY ota [IFNE . (AASKEHICEIR e K EF A, FriAsiir

Hog sy K A A IER

4.6.3 (LIRS DR T Wi-Fi iCM

wifv

TR/ IVER e B X 2 3 Aol /IR FP 4 ESP32-C6 e Bl AP, I (i /M 5 7 2LE B 1) AP

5 L2y ESP32-C6 A, ESP32-C6 Bl iX 28(5 EUE L BINS WY 14 AP, F 18 IR /M C ) 45
RIRVTTH

H % ESP-AT fUfE/MEFFRT 2024 45 12 J] 31 HRAE. FERCIE], GSMchr ™ b I REAO . it )s
VAR AR, BOSECR REERTST, FATRIBHON SR MR AT 2, IR BRI SO

Wikt

A PELRAE AT DAY LA I 2

fie. & ESP32-C6 1% % %4k
PEE- ¥ CERINE 4

H 7 AP it 45
FATE A

L ESP32-C6 Uk B Til/IMEEFF 42 ESP32-C6 4, BSP32-C6 Ut # f FHLELM, AP + STA H
3, I WEB R4 285 f IV HERE , WERIA AT 4 F
L BRI L, WA IR R, TR SR B 2 FA (2 M T S5 WEB I
I

¢ Command

’AT+RESTORE

2. it & ESP32-C6 1454 Station + SoftAP iz,
e Command

’AT+CWMODE:3

3. iX'E SoftAP 1y ssid Fil password (45 B ERIN 4 $E ssid A pos_softap, password A espressif ) .
e Command

’AT+CWSAP:"pos_softap", "espressif",11,3,3

s s/ MR ERIA IR ssid N pos_softap, password iy espressif f] SoftAP K ELiERE, R
f ESP32-C6 P& S It AR B A TR

L. (EREZ .

¢ Command
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AT+CIPMUX=1

2. 7 web server, 1T 80, I RIEREMIAE]: 40s (ERAHA A 60s).

¢ Command

AT+WEBSERVER=1, 80,40

IMERA/ DR FTIFFAURE, S48 R 4

T S e —ig

B 11 BRIV Y 4ERD
IR /MR, HEARC I ST -

Hbs AP &% bnﬁﬁ‘ﬁﬁd%ﬁf?)‘ *ﬁTEHJJiE’J H 7FT AP, Tﬁ@ﬂﬂ F‘/ﬁﬁjﬁﬁﬁ‘ I :

1‘E

2. FHE AW HAR AP AAHLUEC M PSR, W didRar AP BUIHEHIDR “AHLFHLAT 210
HERBIL

PATHCH

THEAN H bs AP ASEAHUCIH T-HL X B LATF R AR SO i B, A ZA e g A -
LATIFFHL Wi-Fi, R Hs
2 FTIF AR/, W PAR B/ Y TR EL 48 F 3 2/ Y i i 4% 1 ssid 2" FAST_FWR310_02",

VER QR YW DT R BN C IR B FR A0 ssid, T T N B CEFHEANET, R4 E o
Th] :

3. By B ASHY password J5, s “TFIRECH .
4. BERI R, /N DL T S
[, FEER R R {5

+WEBSERVERRSP : 1 // Rk B 3B M

WIFI CONNECTED /) RERIEKE#E

WIFI GOT IP /) HEERGFKBE 1P

+WEBSERVERRSP : 2 /) REANBRFUREER AR SR, LT NEH WwEB KR

5. FFECPI A, DU/ e T SR

[, R PRl ~ 5 B
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ESP-AT

A SSID

B sinEmnns

P 12: /NP T ) L T

WLAN @)

A A WLAN %Iz :
FAST_FWR310_02 =
Bk E
Bl 13: ERE B A%
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K

Espressif Systems 260 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 4. AT #y2 R

&

%ﬁ%ﬁ

+WEBSERVERRSP : 1 // Rk B B[

AES A REHENKFHR IP #fF &, MCU-
ST N EK B A H B EE it %

B

=
=

°

FHEAR bR AP AR THL - MR IEAERC R B FAUE TR A AP, W PURT A ssid, A
L AAHLE AP 1) password , FFARIEHETR ST FAL AP RIRT (AR FHLSCFEF R TIF Wi-Fi #1935
R, WATERHITIFFHL AP).

ik EANZIGE, T ASGE MAC ik FE 2 RtE M MAC Hhk i O 22 /0 B 1054540
[Fl o

L g /P BT “AHLFALARD” T, i AP password )i, il “THIATER”

S FRERAN SSID

666888606

Message

AHFHAR

Kl 19: f A AP [95H
2. BB, AR R P BfeR)E , IR ALY G E 2T R, Bt ESP32-C6
BRI H SR B A RO RO i

3. L S5 SRAE /IR e T ) S s A R 1 i i i S A R AR FL AR AP A2 AL AL
W OL—FE, E% L3
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666888666

Message

AR FHAS

I 20: JHAREREE] AP
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T WL HERR
BRI 1 B TR R R S R AR RN . A A ESP32-C6 FRELY) Wi-Fi AP @R IERH S, PAK
AP [ AR E, HHIA D L8 AL AT 65230 B i web server.

UL 20 BEP TR SRS T AP RIK” . SRR LM B A1 Wi-Fi BRI ER AT IT, K ESP32-C6
B Wi-Fi AP 2 R IERTTE, PAMK AP (9 ssid, password J2 3% BB P IRIEATHCE. -

BEWI 30 TR RS Wi-Fi BCE . TSl L% RE ESP32-C6 bk AP, #ff
i\ ESP32-C6 FiHefy ssid. password O 245 8 _E R BB A TR & -

4.6.4 ENGE/ DR OTA [fESF2%
AR/ SCRFE 2 52 I ESP32-C6 B BB 12, 11§57 Eiddc B ESP32-C6 % & A4 i RS IR

5S¢ ESP32-Co Bt E:. (WIRCAIERC 52 ML s, A EENE). NI ES, &&hiT OTA
W TH RS O BE 4 AT OTA [EPFTIRRML, TS 1A %1 W 35 4T OTA Bl # I+ 2

4.6.5 ESP32-C6 i li] Captive Portal Jjfig
Wi
Captive Portal , J2—Fh “SRHENAIET T $R, 248 ] 3+ Captive Portal f station #5742 3|2 {1t Captive

Portal g 55 1) AP £ i), Hfill & station 15845 1A Wi 2 B % 248 2 9 T . B £ & T+ Captive Portal [/}
2, 5% Captive Portal Wiki,

2 BATEOLR AT web IR B %I fE, AJLAMEE . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support G
ZUIRe, REHIFELRE (E5% KksiF ESP-AT T42) . WAL, BEHZIIRE, mRe S8R MIE/MET
BEATHC I B OTA [l TH N A AR DUk , AR s ) a7 0] AT web I HIZ 2D RE -

JEtHI Captive Portal BJfEJ5 , 5% LiRBL A i% &% 4% ESP32-C6 % & M H AL BR5E i ESP32-C6 (1 fic
B SRJGTER: ESP32-C6 4511 AP:

WLAN @

B] F WLAN %I)3&

ros_softap =
;.:I.; I\E |?:_: (.-r.__ S . !

- j% i |
o ‘Y En:
m =2 el WAL I }

& 21: j#42F]IF Captive Portal THEER) AP

b, station a5 E4%F]JT Captive Portal JIfER) ESP32-C6 i #5# AP )i, f2/n “Fdg/iNiE”, )5
FEEBIITIFNYE RS, FHBEREE] AT web ) E 500 . A ARE A BBk, WIRYE station A& HIFLR, sl “A
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E” g b BRI RY “pos_softap” #A A FR, Falifili’k Captive Portal H ¥ Yi#s, #EAZF] AT web
FER R

5 WL R

W] 1: HfEAC) (station 545 AP $5t45) AR SCFF Captive Portal TIREA BEPRIEIZTNREIE R (A, UL, #
P& 1 RE BSP32-C6 &1 AP JG R HR “TFERANE”, FHBA HBhdEAF] AT web ) =5 H, FIHE
& station BEAS N X EHZIRE, UL, iES% iR A R K 2 B3 8 1A IEF ST AT web
DR AT

4.7 HTTP AT 541

AT BRI E ESP32-C6 i FIsfTHTTP AT 4y 4 5% e QWA= Bl .

HTTP % p 3% HEAD % £ 7 %

HTTP & P 3% GET i £ 7 i%

HTTP % P 5% POST # K 7 i% (iR F POST v & 43 )
HTTP % F 3% POST & K. 7% (##H 7 X))

HTTP % f 3% PUT & £ 7 % (i& A F RIEE)
HTTP % F 3% PUT & £ 7 ik (3EH X))

HTTP & F 3% DELETE #% £ 7 i

HE: 4] ESP-AT {UCHFH > HTTP & i S fE -

4.7.1 HTTP % i HEAD 2K J5 i

Z~ 5l PA http://httpbin.org /E% HTTP IR 4545 .
L YR .

’AT+RESTORE ‘

M .

[ox |
2. %E Wi-Fi £t station.
fird:

’AT+CWMODE=1
M B ©
[ox |

3. EREH .

’AT+CWJAP="espressif","1234567890" ‘

M B -
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WIFI CONNECTED
WIFI GOT IP

OK

LR
o Bk AR SSID A A BERR 3R v AN TR] 5 R0 % H #5517 SSID FI% A
4. K%k —> HTTP HEAD K. % H opt 4 1 (HEAD %), url § http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).,

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1
Mg |3«

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

AR
o ROREREI HTTP SGER(E 5 n] 5 _Eidm B g A F] o

4.7.2 HTTP %y GET i :K Jj i

AFIPAF 88— PG &2 R i SC Bl . B R &84 4 https://www .espressif.com/sites/all/themes/espressif/

images/about-us/solution-platform.jpg.

L RE T BLE.

i
’ AT+RESTORE ‘
Mg |3«
o |
2. B Wi-Fi 25} station.
i

’AT+CWMODE=1
i B -
[ox |

3. EREH .

’AT+CWJAP:"eSpreSSif","1234567890" ‘
Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

LK
o fka A SSID HI RS i REER_Ead v H AN o i B SR B ph 45 SSID RS
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4. Jik— HTTP GET i3K. % H opt H 2 (GET ¥:), url i https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform.jpg",,,2

Wi

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>

<0x0c>HLino<0x02><0x10><break>

<break>

mntrRGB XYZ <0x07><0xce><break>

<0x02><break>

+HTTPCLIENT:512, <Oxeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<Oxaa>*p<0x7£>2",h<0x12>N<0xa5><0x1le><0xd2>bp<0xea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
—<0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcid>y<0Oxae><0xca><0xed><0xec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9%e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0x1lb><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>0@<0xbb><0xcc><0x88><0xd5>K<0xe3><0x£f0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>]| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_eb6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9¢c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]1<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xa0>
<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.7.3 HTTP % i POST iRk Jj7k (G T POST b i)

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L PR .

AT+RESTORE

M .
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’OK

2. P Wi-Fi #8354 station,

’AT+CWMODE=1

i B <

’OK

3. MR oA

’AT+CWJAP:"espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK
K
o T4 AT SSID RIS A] BEER B A S BN o 1 8 AR % B 5 17) SSID F4% S
4. )% % — 4~ HTTP POST % K. &% & opt 2 3 (POST J ¥) , url N http://
httpbin.org/post, content—type A 1 (application/json) , transport_type N 1
(HTTP_TRANSPORT_OVER_TCP),

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\

<"HET
Wi K7 -
+HTTPCLIENT:282, {
"args": {},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {},
"form": {1},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=

+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
}

"json": {
"form": {
"purpose": "test"
}
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
LK

o BHRIEN R ZE R AT e -5 bk B2 A ] .
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4.7.4 HTTP % /i POST iR ik (et i)
MRS POST 8l AN 2, Ca@id T & AT S WK EEME 256, W@ WA DAl
JJAT+HTTPCPOST 4.
%/l LA http://httpbin.org {24 HTTP lRd54%, $RIEHN application/json.
L RS .

e

’AT+RESTORE

Wi K7 -

[ox

2. B Wi-Fi f25} station.

’AT+CWMODE:1

Mg <

’oz<

3. EREH .

’AT+CWJAP:"espressif","1234567890"

Nl <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o A SSID FIE I ] iR i ar & P RTR] . 56 A % B 45 ) SSID FIEfH
4. Post 5 & K H ¥, Z @SR E HTTP Ll F B & K 2, 4 2 connection F
Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,
R ARAEREL post 1) JSON FHaan T, KJEH 427 75,

{"headers": {"Accept": "application/json","Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}

AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

i . <

OK

>

ERma RN AT B HER R AT R, BT DA A ETHR B RY 427 RIS, 2 AT
FAEN IR KRS <length> Ja, BARfHITIS.

+HTTPCPOST:281, {

"args": {},
(FIEED
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(£ L£50)

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—qg=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\", \"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\", \"X-Amzn—-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4b£f5218070413\"}}

"

"files": {},
"form": {},
"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "Root=1-61505e76-278b5c267aaf55842bd58b32"
b
"json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
b
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
AR
o AT i > P45, HTTP body HHARFIATAT AN TR Ee SCFAFEA T L, MATREARITE: 2
(CR-LF),

4.7.5 HTTP %y PUT iR 751k GEN T EEHENT L)

/R BilA http://httpbin.org {2 HTTP g 554 . PUT 35K S0 Al 745 h 240 K.
LRE 1) e

’AT+RESTORE

N . :

’w

2. B Wi-Fi f25} station.
i

’AT+CWMODE:1

M .
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’OK

3. JERS AR

iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

PP :
o LAY SSID RIS A] BEER B A S BN 1 8 AR % B 5 1) SSID F% A .
4. Jik—4 HTTP PUT iR, %% opt 4 4 (PUT }3¥%:), url A http://httpbin.org/put,
transport_type i 1 (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=£foo",,,1

M. :

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "R
+HTTPCLIENT:140, 00t=1-61503d41-1dd8cbe0056190f721ab1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
}
OK
K

o BARBEN R ZE R AT e -5 _Eadme B2 A ] o

4.7.6 HTTP %y PUT 5K Jiik (it X)

%I DA http://httpbin.org /F8 HTTP AR 4#%, $0E35%k application/json.,
L WE W) &K HE.

’AT+RESTORE

Nl B <

’ox

2. & Wi-Fi #8354 station,
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FHIE A% W] REFR_ ik dir & AN ] o 1 T F 80 8 FR 25179 SSID FH5 15
4. PUT #5 & K B 5. x4k & HTITP L F B ¥ &N 2, 4 4l /& connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARALEE put ) JSON Kl s, K 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPUT:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace—-Id\": \"Root=1-6150581e-1ad4bd5254b4b£f5218070413\"}}",

"files": {1},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-635f£7009-681be2d5478504dc5b83624a"
}

" j son": {
(R oUgkzh)
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— like Gecko)

}

}l
"origin":
+HTTPCPUT:43, .57",
"url":

}

SEND OK

"X-Amzn-Trace—-Id":

"52.246.135

(8L 7))
"headers": {
+HTTPCPUT: 512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

Chrome/91.0.4472.114 Safari/537.36",

"Root=1-6150581e-1ad4bd5254b4b£5218070413"

"http://httpbin.org/put"

LK

« ATt > FAFIR, HTTP body iRk 4R 5 B UF AR T4 3L, W TR DA 745

(CR-LF),

4.7 HTTP %13 DELETE iR Jj ik

%R BILA http://httpbin.org /£4 HTTP f[g45#%. DELETE J5 % TR Ik 55 #% L %E i . DELETE i#3K 11

SIS 55 45 o
L RE ) BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f525} station.

’AT+CWMODE=1

M B -

’OK

3. EREH .

’AT+CWJAP="espressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

B

o fka A SSID HI R i REER_Ead v H AN o i B SR B h 25 SSID FIERD -
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4. J3%—~HTTP DELETE i3k . #% % opt to 5 (DELETE J7%:), url F http://httpbin.org/
delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
ey

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

i . <

+HTTPCLIENT:282, {
"args": {},
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a41l
+HTTPCLIENT:114,737b0d251672acecod"
}I
"Json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
BEH:

o PRI AR A LA AR

4.8 Sleep AT 7=

AR TR A 25 BB/ ESP32-C6 Z851)7 i B ] AT iy B B RN

<A
o & Wi-Fi #2 X, Fi% & A Modem-sleep 2 X,

o & Wi-Fi #: X T & A Light-sleep #2 X,
o X H A Deep-sleep KR,

4.8.1 T4

ESP32-C6 ARSIt o P BEEOR, ATDAEA R AL RS 2 (B U4 . 247, ESP-AT SZHFLATR Y
FHOFERE (2 IRIRIEA G 2% SRS 5 ) -

1. Active fx: WA AT TARIRZS. SR AT PASRIL . RAFRIBIVTE S .

2. Modem-sleep #z: CPU WiafT, HhnlwificE . Wi-Fi iy, WA SRS ¢ o] .

3. Light-sleep #x: CPU £{{55217. RTC fEEREAISMELA L ULP PpAbBEGE T, ATl 04
(MAC. FAL. RTC ZHfZRoi s ERHWT) #BSMAEEE Ao

4. Deep-sleep fiz: CPU FIHBAIMEAS AL, HA RTC 722 A RTC SMEALF TARIRES .

BOATEL T, ESP32-C6 AL RGE (G HEA Active B, 2 CPU ANHE—B TAERS, HIANSEFFIMR
GBIy, ZR G AT ARE AR FER

ESP32-C6 [ Zh#E, 2% ESP32-C6 RIE T FARMAME
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i
o R4 ANHRATE Wi-Fi BEUHTE AR R ESP32-C6 5 B R HENRAR A .
o TR Wi-Fi BN, Hf station B Modem—sleep £zl Light-sleep iz,

o XTWABA T Light-sleep f3X, HHAINTAELE 32 KHz i fik. Q1R AMBAFFE 32 KHz
EEPR, ESP-AT }f LAE{E Modem-sleep 55,

Uk W RPS

Syt G AR R T B SR T, R SR B0 A R R AL A T
WAER 2% TR, (R, EHITRBUARE T ESP32-C6 , SNHILHIHCHE.)

Digit Multimeter
DC Power supply

@ ESPRESSIF

I 22: ESP32-C6 fiifi {414 1

4.8.2 1t Wi-Fi BiX, F % & Modem-sleep 5=\

1. %8 Wi-Fi 2 station Bz,
A

AT+CWMODE=1

N . :

OK

2. TEHEBK A

o
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

B
- {25k A1) SSID RIGETWTAEHL L 00 AT 505 50 o 2310 SSID IS
3. BB LY Modem-sieep L.
e

’AT+SLEEP:1

M .

’OK

ik
 RF 54k AP i) DTIM E I 0 (#hi#s— %% E DTIM A 1),

4.8.3 1r Wi-Fi A F %&b Light-sleep iz

1. 8 Wi-Fi 3 station #55{,
iy 4

’AT+CWMODE=1

M B -

[ox

2. B B BRI 3.
e

’AT+CWJAP="espressif","1234567890",,,,3

N . :

WIFI CONNECTED
WIFI GOT IP

OK

A
o 8 AR SSID AUl fEER iR ay & PR . 56 430 % 25 1% SSID At
3. WEKIRIZCH Light-sleep #X.
e

’AT+SLEEP:2

i Y -

’OK

e
o CPU ¥4 HBhKIE, RF MISHRIEAT+CWIAP 15 A W T 8] B 2 39 55 P
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4.8.4 ¥tk Deep-sleep X

1. B ERIEALA Deep-sleep #5x . % & deep-sleep I} [a] 25 3600000 ms.,

’ AT+GSLP=3600000

i . <

’OK

K
© BOEMSEENG, Boar E SR, T ORERERMLERE SRS Y AT .
* XfF Deep-sleep #i3, FE— ML T5 T4 5 IR EE o

4.9 AT B 6

AR EENZPAT LA ESP-AT SCRFECM 7K

BluFi B4

o SmartConfig Bt 9

o SoftAP & (WEB B )

o WPS &t

% 1 O K SRR
RN BIuFi Bz SmartConfig & | SoftAP &g WPS B
Py

[NEE O (5:z1)
5% BLE [x] [ x] [x]
15 T AN T L (&% 2) [ x]
APP
[FEEIES = 3= =3 =
RS ek [ [HE) RS 57
WAL Hets H o o 2

o £ 10 AR AT [E4H 245 SoftAP @Bﬂ, 5% Web IR% % AT 4,

o £3E2: fi ] SmartConfig H () AirKiss ZE 7 it W i 75 (KM i3t {5 APP, Iﬁl\ﬂ?l JRT RE TC A B AR
APP,

4.9.1 BluFi fic

BluFi Jg& T H S I ) Wi-Fi MZEEIRE, 2 E 8527 BluFi 30,

1. FEFHLig 44 EspBluFi [V 2T .
* Android: %2 HLif EspBIuFi FN# (722 sligiifs)
» i0S: iOS i EspBluFi F#; (iOS it )
2. ESP32-C6 %4515 & BluFi &4 ¥R
’AT+BLUFINAME="blufi_test"

W R

’OK
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3. JF)= BluFi,
s

’AT+BLUFI:1

N . :

’OK

4. FHLANE BluFi #8347 HC M
4.1 BluFi %3
FHATIF R G0 A 1 GPS E (i YIRE, &i5h EspBluFi I HER Y, #EI4 H blufi_test )
RIS VEA, By EEIHTiERE. e, BSP 4T EIZ4L T +BLUFICONN
M HE, MR IE R R IATE S, R BuFi 85 E 8T # .

Connected <mac>

Discover service and characteristics success
Set notification enable complete

Set mtu complete, mtu=...

4.2 BluFi Ji %]
HERSE UG, 7E EspBluFi W IR 7 ity B W, DURPRF kA% 2 B & Um . 7R T
Thi i A Wi-Fi (1) SSID MRS, iy # R ST ARRCI o F55 R %), WA Fr BTt 2
BRERPATE R

Post configure params complete

Receive device status response:
OpMode: Station

Station connect Wi-Fi now

Station connect Wi-Fi bssid: <mac>
Station connect Wi-Fi ssid: <ssid>

4.3 e 2
WA Z], ESP e ifi i AR Hile 20k, ESP & RYEL M 2 iiEh 58 .

WIFI CONNECTED
WIFI GOT IP

5. (Wl BR) ESP32-C6 544 A1k BluFi J /™ A i S «

e

’AT+BLUFISEND=4

Mg .«

>

4R, Bl ARG test, ZJa AT KR AT EE.

’OK

I FAUR AR e i s T 2R APA T AR R :

Receive custom data:
test

6. ESP32-C6 5% 5% /4] BluFi.
EZs

AT+BLUFI=0

N . :
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+BLUFIDISCONN

OK

I TR AR e i s T 2R APA R AR L :

Disconnect <mac>, status=19

4.9.2 SmartConfig Jit[%

AT SmartConfig fit WG PUAZEFL, 43 5.2 ESP-TOUCH. AirKiss. ESP-TOUCH+AirKiss ] ESP-TOUCH v2,
PAF 42 AirKiss #11 ESP-TOUCH v2 258U i T ) s 14

ESP-TOUCH v2 it X 77331l

1. AEF-Hli 24 EspTouch i 12T
* Android: %5l EspTouch &k (22 sip i I FE P PR )
* i0S: i0S i EspTouch F#K (108 s i F2 7 A5 )
2. PEE ESP %5} Station izt
e

’AT+CWMODE=1

W R

’OK

3. ESP32-C6 144571 /& SmartConfig.
i

’AT+CWSTARTSMART=4,0,"1234567890123456"

Mg 3«

[ox

4. FEFHUmIEFTECM .
TR DA R A IR TIFFHLAY Wi-Fi, 28 HARM % (140 SSID: test, #1: 1234567890),
JEi 5l EspTouch [ FESY, i EspTouch v2 441 7RSS A T H 4 A BT I8 Wi-Fi (%05 . £F
e 0 B 15 25 AR DA S, ABS S84, IR B :

Wi-Fi S : 1234567890
FEBRMNREHE: 1
AES % 4f: 1234567890123456

5. 1 ESP & i A TC M i o
LI ESP a2 i R R -

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

M, ESP Beas fY ALK O 5E
6. ESP32-C6 145 1I: SmartConfig.
e

AT+CWSTOPSMART

M .
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OK

AirKiss Jit 534

L fTHFFAE, BRI REFEERY AR5 .
2. % H ESP %%} Station £,
e
’ AT+CWMODE=1 ‘
i R ©
Jox |

3. ESP32-C6 #4571 /5 SmartConfig,

’AT+CWSTARTSMART=2 ‘

M. :

Lox |
4. TEF LG HEATHC M o

FHLER B ZEC ) Wi-Fi (#i0 SSID: test, #f%: 1234567890) , SRJGITIHF#ME, BEA “RiE

SRR ARG, AR, R3] AirKiss BT BEA . ZEBREE I TUE A Wi-Fi B

1234567890, M%) %], FHLRERHERRELHE RER . ... ..o
LIy ESP a2 i 2R TR R :

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

F, ESP %A HIHL M 2 B2 ¢ -
5. ESP32-C6 1% %515 I SmartConfig .
i

’AT+CWSTOPSMART ‘
N Y. :

Lox |

4.9.3 SoftAP Pt

AT SoftAP it M F517) 5= WEB i . 4 5164015 5., 755 0L Web Server AT 719,

4.9.4 WPS it

1. g — 3R WPS B f# 2% (140 Wi-Fi SSID: test) .
2. % H ESP %%} Station £z,
fird:

AT+CWMODE=1

i B <
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o |
3. ESP32-C6 &% FF 2 WPS it ¥ .
i

’AT+WPS=1 ‘

g B <

[ox |

U R % b e O G T, JF R WPS ZhfE, F4E %), ESP Btarima i i LIAMFER, RIS
F M E M .

WIFI CONNECTED

WIFI GOT IP

4. #if] ESP32-C6 £ 4% 11y Wi-Fi {5 E..

’AT+CWJAP? ‘
Mg |3

+CWJAP:"test", ......
OK

5. ESP32-C6 1% £5 55 WPS Fic ¥ .

’AT+WPS:O ‘
i B ©

Lox |
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ESP-AT iR AR 4

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

<major>.<minor>.<patch>.<custom>

Hrpe

y <majc;2>§ﬁ~7£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA

281


https://github.com/espressif/esp-at/releases
https://semver.org/lang/zh-CN/

Chapter 5. ESP-AT fiiASf#j /1

5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA
5, ARSI

<major>.<minor>.0.0

Hora:

o <major> K FEMA. Bl release/v4.0.0.0 RFFHERER, WHAAIES AR L.
e, A EE R .

o <minor> KRB A, Bl release/v3.3.0.0 fCEERIER, W AHE 4. ESP-IDF
AT FEEER .

WHETGOUR, fFAfMN) AT BT L4402 By 2 s, EEA ERNE)E, &k AT B
[F)25 k74352 3] GitHub,

o SHIRFPETT AE # & E master 432 T, ANEEIFRIEAM S b

o MBS T 2 7E master 43 3¢ EdFAT, QARMEUVE, SR LKL L.

54 SRV

ESP-AT [R5/ B AR ERUAHA R S I . SRR, IRAS I TR, R TR
{ft 34, 1 ESP-AT 23T ESP-IDF JF& MM H , [Ht ESP-AT 13 01 L i2 32T ESP-IDF ff) 345
SRR 47T ESP-AT 45 HUAf BT

AT [RA& (%%Bt | B E4& A | IDF RRAE IDF Z#5HARR &L E | AT #rhRANE Rt
ig]) )al X
v4.0.0.0 ESP32-C6 v5.1.2 2025.12.30 2025.7.30
(2023.12.29) 2025.9.30
v3.4.0.0 (2024.6.7) . ESP1 v5.0.6 2025.5.29 ;(O);;tézz.?

« ESP32-S2 -
v3.3.0.0 (2024.5.9) . ESP12C2 v5.0.6 2025.5.29 ;852522.59

+ ESP32-C3 -
v3.2.1.0 ESP32 ~v5.0.3 (24b9d38) | 2025.5.29 ESP32 C© % i %
(2024.11.4) IR A v3.4.0.0

ESP-AT £ % A A S Hr WIBR I F

o THERIBR IR 510
WE MM AT KGR B AT BEEIFR, BRI ZOR T4 AT ANk, F—
A~ AT WA & AR )8 H AR 200 A R R 4, s %t i ESP-IDF % %4
B 25 mI LA H (AT RAGULIA 7 N4zt B 4 A ESP-IDF JiiAs )

o THERIBR 1Y
W NMRSS WG, 2%t 5 Xt ESP-IDF 2 HRUI R 4558 (AT LAt fA
S0 Bt B g ESP-IDF 4% ) . %4, ESP-IDF v5.0 [t 32 £ fR %] 2025 455 H 29 H ,
k4 ESP-AT v3.0 ~ v3.3 By 4EdP IR tha) 2025 4E 5 H 29 H.,

i

o —H AT EAGHRICAS, WIHBCASH) SRR ARSI 450, R A SRR BR A 4E 930
B4, AT %7 T v3.3.0.0 B A (4% ESP32-C2 il ESP32-C3 it B) , #k4 ESP32-C3 [{)
v3.2.0.0 FRAS I ST R BR A IR 45 14 o, 0B A S BR A 4330 ;. ESP32-C2 1) v3.1.0.0 i
ASH SR IR 45 S5 ok, A SRR IR A 443
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Service period (Recommanded for new designs)
Maintenance period

% : : : : : : |
% v3.4.0.0 _,..d ........... 7 Ji'ln 2024 : : 29 B:lﬂy 2025,,d

o : : : : . : H : : : :

< i ; i s ; ; ; : s i i
Al V330,00 roeeeememdn b 9May;2024 29 May 2025...

w) : H H ' ’ ’ ¥ ' : : ;

23] : : : : : : :

i i L : i ; i L : i }

g & N Na N3 Nd NG NG N N NG

N o N LN RPN ¢ SN NP
w© S W L W o W W W o W

& 1: ESP-AT Jii A 37 4R

* WA GitHub K5, 11§97 M AT R A A7, GitHub S SAEFAS S AT R I E AN G 24 BT 6
¥ AT 1A Bugfix fiA BARI, 35U TT2% 5512 Bugfix BUARHRLL .

o TR G R CAME ISR e R, AU T FTRAS R L .

o TESCRAHIR N ERE ESP-AT W BARFEZEAE GitHub /%A 7 2 B AT % bug 85 . ZAaBR %,

AR 2 U A AR Y Bugfix A

5.5 #ANni AT Bl fFRRoAs

T KIEAT+GMR fir &% AT BEPHRAMER, SHAT+GMR iy THISHILMA TIRE 258

5.6 TP AT AR A

o F—Y: BFMaYy GitHub &%
o = AR AMay il e
s H=F EHAA LR

5.6.1 55— RN GitHub K
TEFFIEZ T, W5 TR UG GitHub Ik, PRI I B o B SRR

5.6.2 45 b ke HIfLEA
Ui ESP-AT O, giili W47 LMY watch, FAd; custom,

5.6.3 =3B il %A i

7k Releases I 5 Apply.
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Chapter 5. ESP-AT fiiASf#j /1

= O espressif / esp-at Q +

<> Code () Issues (98 i Pullrequests 12 ) Di 5 (® Actions 3 Projects

@ esp-at Public Edit Pins Vatch 50 = % Fork 684
Notifications

¥ master - ¥ Goto® -+ Participating and @mentions

Only receive notifications from this repositon

when participating or @mentioned 1 for ESP32/ESH
@ xcguang Merge branch ‘bugfix/. IIESP32-
All Activity
) Maotified of all notificatior
B .github "
Ignore

B .gitlab/ci Never be notifi

B bootloader_compaon... chore: Updatec Custom

components
docs
examples

ETN
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O espressif

<> Code (%) Issues (98 i Pull requests L)) Dis 5 Actions [ Projects

&) esp-at Puoic Edit Pins ~

¥ master ~ P Gotfo-

1for ESP32/ESP
@ xcguang Merge branch ‘bugfid. SSLe:! 3/ESP32-

Pull requests

B .github
9 Releases

B gitlablci docs: A C Discussions
Security alerts
B bootloader_compon...
components
docs

examples

main

P 30 sE A AR (iR )
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XFEFLTE T AT AT RARHRAE . A0 AT SR KA, @2 1E] GitHub FIE ] .
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Chapter 6

Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ASCRYTEA N T Anfe] A i i ESP-AT AR, 05 A2 U [ e 2 ESP32-C6 g MAAR T 7
K A0 Bl TR R TR, IR EE & AT & v gl R4 T IR A R 45, IR ARRR%
Ji%F ESP-AT T#2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

6.1.1 PEANBER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

6.1.2 5—3L: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

T MR ESP-IDF v5.1 Huil A 1] SCR (355, 520 hello_world TREEMIECE . SRiFVA KL FHEEMZE
ESP32-C6 Jf K550 % .

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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6.1.3 5 2b: 3KHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

¢ Windows
X ESP32-C6 RANB , HEEE A HE AN fRiz 1T ESP-IDF 5.1 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
HIBIABRAE N Suserprofiles\esp. A DAKF ESP-AT 2R AL E AR T, (HIFHEEAE MM iy
AT B . R, BSP-AT ASCRFl A 2 I AR .

6.1.4 52 RAEIRBE

BATUH TR install R, M2 % TR K B 32 R KM Python £, ESP-IDF 63 J% DA K
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

URR A — LRI, 808 ESP32-CO B DA T

e
e Pt Platform name, il ESP32-C6 31|15 £51%$E PLATFORM_ESP32C6,Platform
name [ factory_param_data.csv i % .
* % Module name, f5U1 ESP32-C6-MINI-1 #i4H %4 ESP32C6—-4MB, Module name
iy factory_param_data.csv 7E X

o TEHEFEE L silence mode 2 Hif, THSCHIEECAS, T f# silence mode. — % IFH L T iF
M.

* Wi build/module_info.json PHAFFE, FIR=ARCEEILFA LI, Hit, 4
RAEHE R SR R, R S

PARE Platform name S ESP32C6, Module name f ESP32C6-4MB, 25 silence
mode i :

$ ./build.py install
Ready to install ESP-IDF prerequisites..

I,

(more lines of install ESP-IDF prerequisites)

Chgkze)
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(£ 50

Ready to install ESP-AT prerequisites..
(more lines of install ESP-IDF prerequisites)

Platform name:

1. PLATFORM_ESP32

. PLATFORM_ESP32C3

. PLATFORM_ESP32C2

. PLATFORM_ESP32C6

. PLATFORM_ESP32S2
choose (range[1,5]) :4

g w N

Module name:
1. ESP32C6-4MB (Firmware description: TX:7 RX:6)
choose (range[1,1]):1

Enable silence mode to remove some logs and reduce the firmware size?

0. No
1. Yes
choose (range[0,1]) :0

Platform name:ESP32C6 Module name:ESP32C6-4MB Silence:0
Cloning into 'esp-idf'...
(more lines of clone esp-idf)
Ready to set up ESP-IDF tools..
(more lines of set up ESP-IDF tools)
All done! You can now run:

./build.py build

6.1.5 HIUL: ERRS

{11} USB 21 ESP32-C6 Beari®si | PC L, PAREIEMFRIS N H &, PR ILR i d. TR,
RETEGFIIRRE A K IE AT iy S FIEIC AT R, WIARTREESL “AT fy /MRy . XTHESCEIA
Uy U IR E B S bo T & AT 350 5 .

6.1.6 S5hib: MCE TR

zfTHH TH menuconfig RELE .
e Linux B{ macOS

’./build.py menuconfig

¢ Windows

’python build.py menuconfig

U PA LA 2 BRER IR, ) x93 T T S B

BESEER AT AR B TR, ANSE 0 AT i S, R 20 ThRe S, AR AMBEORE:, A8 Amt
AR IO B 2 1 T A
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
Security features --->
I
pPartition Table --->

optimization level (Debug) --->
Component config ---=>

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

6.1.7 N R

BITPA T i 2 gmik LAE.
* Linux B{ macOS

’./build.py build

* Windows

’python build.py build

WREM TRAIEE, B RS SRR, iR E AR ota 23 KRN
iETEN G AL build/ factory AR T A MFT CLFHY B [E1F. 25 BIES WESP-AT B 2t
618 L BB

BT AR A2 RF A B [ sk 31 ESP32-C6 145 L
 Linux 3{ macOS

’./build.py -p (PORT) flash

* Windows

’python build.py -p (PORT) flash

VEE T H] ESP32-C6 45 MU ER LI A4 FREi e (PORT) o BY i BBEL R BB [ hbe 57 2 flash v, 58K 55
HEEH (PORT) .

4 F ESP-AT bin ANEEJE 3, I HATEIH “ota data partition invalid” , %3147 python build.py
erase_flash RERIEEA~ flash, IRIFHFTFER AT Ef,

6.1.9 build.py JE5 7k

build.py AR ET idfpy B TEH (B idf.py <cmd> HJEEYH ST build.py <cmd> H),
BRI AIB T A T i o BB 2 k.
 Linux 5{ macOS

./build.py --help
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¢ Windows

’ python build.py —-help

6.2 M4k ESP-AT T f¢

AN Tﬁn{TLLHﬁﬁl% ESP-AT TH2. SERIARYE 7 4 A a4 B4 TovEw LR, iR
BLFF 5 WebSocket 7y 7%, H- X AlmDNS 7 #%., AP AR5 Eig15 ESP-AT TA2. (HH AR AL 32308 fﬁnﬂr
ESP-AT 142, {HUR A B4 A HME, NWHESH ARy, W5 M 7 4% ESP-AT T2,

TERE: PIGEGRPRI AT WE, 5 SRR B ™ b B AT DRSS IR S fiE .
WPRARLE PRSI B B 8RR EE, TS n] e T il

6.2.1 TEANDER

RIS NI APBR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K dmik .

% —F . B FEH GitHub %

% =% : Fork ESP-AT L3%

% =% JF 2 GitHub Actions 4%

Fv9d: B E 4hiF ESP-AT TAEFNE 69 5% éﬂ

$ AW AR github.dev % 4 3545 B Ao 1 XA
%< GitHub Actions %435 AT B

6.2.2 2B BHEN GitHub k'S

FEIFURZ W, 550 BRI GitHub K5, PRSI 458 (75 28 SRR

6.2.3 45 p: Fork ESP-AT T.f%

Vil ESP-AT @0, midi WA B Fork,

M7 Create fork Bl H Y GitHub k5~ . BRIAM Fork {13 DI master 7337 . QIR TR 2L
FIEEWR D B, BN Copy the master branch only.

6.2.4 45—=2B: JF)3 GitHub Actions 1jfig

Ed O T Actions #E A GitHub Actions T [

i I understand my workflows, go ahead and enable them & GitHub Actions,

J&i A GitHub Actions 528
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - C ) % Fork

i1 Pull requ ) ssions Actions [ Proj ) Security

Create a new fork

Oowner Repository name

Q UStCCw ~ lI,I’ t

By default, forks are named the same as their upstream rep fou can customize the name to distinguish it
further.

Description (

AT ap on for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

00 wiki

Actions ¢ All workflows

I All workflows
0 workflow runs

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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6.2.5 SEPUSE: MdE Lk ESP-AT TR %9]
ﬁn LA Espressif OTA server [l P11 OTA token, I H.25%{fi J§ AT+CIUPDATE x4 J+4% AT [E{4:, T

%Emﬁﬁﬁ% Ey, qum%CDMWBKFUMSWPmU(ﬁ%%%ﬁ%hu,m%@%ﬁ
A& github.dev % %% 3315 B At KAL) BUE Bt b A TR

%’@“E?TE’J Settings #EABE T .

B Pro

¥ master - Go to file Add file = <> Code ~

ication for ESP32 ESP-IDF
This branch is up to date with es sp-atmaster. 1% Contribute 3 Sync fo -':-_ SPs ESP-IDF & ESP8266

 RTOS_SDK
. § xcguang Merge branch ‘bu link_cause_to_crash’ int
b/workflows
components
docs

) Releases
main
24 tags

module_config

tools

B 7: fiids Settings

Ml Settings -> Secrets and variables ->Actions #fA Action il & T .

15 New repository secret #EAZHA] T .

#1 A Name Fl Secrets, fiil Add secret QJE—ANHHIZ4]. ALK 4] R OTA token.
TR TR B A TR

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

TR FEE 2 AL S AT BT, HEE DEA R, HRIINAEEY, A S8 0)5mn
U o
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

el 9: 4 BH T
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tions [ Pro O wiki © Insights Settings

Action ts / New secret

Name *
AT_OTA_TOKEN_W

Secret *

Add secret

10: A% 4]

Repository secrets

8 AT_OTA_TOKEN_ESP3
AT_OTA_TOKEN_ES|
AT_OTA_TOKEN_ESP32_PICO_D4

88 GitHub AT_OTA_TOKEN_ESP32_S0L0_1

= Email n

AT_OTA_TOKEN_W

AT_OTA_TOKEN_WROVER

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 hizb: fEH github.dev ZhifH 25 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $TJF github.dev &k} 2%

[ B G RET, PERREHE MU 0 SE AR

/esp-a

<> Code I Pull requests (® Actions [ Projects [0 wiki @) Security |~ Insights

| ¥ master ~ Go to file Add file ~ <> Code ~ About

Switch branchesitags e e Coror sz
~ cune § : 3 ESP-IDF & ESP8266
TOS _SDK

se_to_crash' int

Releases

> 24 tags

Packages

Al 12: e ¢

AL LA ., (U github.dev g8 aR T2 KA .

5.2 GEEW 5 3%

TEGARARIGTE, PR XA FR, FE FhE T, B0 B i 45 Sl A8 3 S 44 95
RIGHE QB2 X,

B Switch to Branch, )27,

o ST
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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sp-at/tree/master

product/v1.0.0

ESP-AT [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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C Y & qithubdev/u lesp-at/tree/product/v1.0.0

EXPLORER
ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.yml
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

C Y @ github.dev/us

0L

SOURCE CONTROL

\FI6_AT_ENABLE=y
(= |~ INFIG_AT_BASE_ON_UART=y

Chang 1
onfig.defaults S I S

IG
IG
IG
CONFIG

ERE relling
CONFIG WL SECTOR SIZE 512=y

Pl 17: 34111 WebSocket fir4 345, 45 mDNS IjE (MHiicK)

eGSR, By R EIE. RSO ARS + E k.

C ) & githubdev/ustccw

SOURCE CONTROL

\ ENABLE=y
Commit & Push \ AT BASE ON UART=y
MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=Y
WS COMMAND SUPPORT:

Chang

COMMAND SUPPORT=n
PROCESS TASK . SIZE=614¢4
0 SERVER IP="1iot.es
OTA SERVER_PORT=8

SOCKET MA
SP_AT FW_VERSI

# Wear relling
CONFIG ) CTOR_SIZE 512=y

B 18: e (disoR)

MATERE R, HREITMA . S Commit & Push #2752,

ik RS F s A H AT [E{4Rsilence mode, 52:7% 4ot g J 242 A silence mode Y
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G_AT_ENABLE=y
AT_BASE_ON_UART=y
AT_WOTT_COMMAND_SUPPORT=y

CONFIG

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

6.2.7 5,5 GitHub Actions 2% AT [l

iL%% W25, Ak GitHub Actions 47151451 ESP-AT [&{f. 2% 4o T GitHub F #. % #7
Gat R AT B P SCRY, FEEITR ) AT B (R SO LR PR R B T H C K-S T 1Y esp-at
ﬁ}?ﬁ PEATIY, TIASS2 https://github.com/espressif/esp-at {34 ) o

6.3 Il e AT % 11551

ARG T W& 2 ESP32-C6 27| IEH#EPE/JATPO” BH. BIAMEIT, ESP-AT (i i1~ UART $%
H/ER AT S —AMNHFREHE (AR HERD), B— T &% AT Gy (AR
FRAfi 2 ) o
AR E &4 ESP32-C6 AT [, I H A FEG S Sum 1 E M, 7 BEHE T arpy T 2 B E 1, MK
HABEEE A BT I [ . 5 DI R BB 2 ESP32-C6 #4511 AT ﬁ%m%ﬂfﬂ, G ANTEZ$

o %% ESP-AT 1.42,

* 7F menuconfig fit & T..EL.5{ factory_param_data.csv FEk& H & elof 45 .

o MiF 142,

o Y#7aY bin IAEF IR
AR S A AU B S I, S B R TR E R IRA RN B

Frik: SEHHEE O AT o8 153 % (1] AT SPLEZIT, AT through SPT Al (i i} AT 47441

6.3.1 ESP32-C6 F%1

ESP32-C6 AT [E{4:/Y H i 1 A6y & i 145 AT DAE 2 SCH B, 1521 (ESP32-C6 FiR&%F
WY AR A R .

B2 2 3 11 55 D

PN LT, SREETRLALA) ESP32-C6 AT [ {1 A UARTO & % H H &
* TX: GPIO16
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+ RX: GPIOI17
FE4i 1% ESP-AT "LARR}, m]ff] menuconfig i TR HAE U8 e :

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output > Custom UART

e ./build.py menuconfig —> Component config-—>ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig —> Component config->ESP System Settings —> UART RX
on GPIO#

B Ay 4 i 1145 RN
BIATEOLT, UARTL T %35 AT fn 2 F14E20 AT iRy, HAS I 2 AE factory_param_data.csv FA% 1)

uart_port, uart_tx_pin., uart_rx_pin, uart_cts_pin £ uart_rts_pin %],
#m] DA B 3EAE factory_param_data.csv % H 8 iU 020 B -

o FTIEAHAY factory_param_data.csv.
o RENBHTERTT.
o MR ERE vart_port (WIRAH AT HE D REHE AT ;4 10, WFEEBE ST, R
WE R uart_tx_pin fll uart_rx_pin fil AT HE&EDWER-—F).
o IRPEFEINE vart_tx_pin fll vart_rx_pin (EFEIERFEEUWER, KgHE6
M, fudE AT H/u\DE’J”@W)

o POREBHE N EIIEE, ¥ vart_cts_pin fluart_rts_piniXERH -1,
o DRAFFRAE .

6.4 .j.\}][lﬁﬂi_x AT np '

ASCREAER T A Es I B € L AT 134, PA at_custom_cmd “ffil, REREEA LRI R HIA .
HiE HEARR . TIRERFNMmS, 5N TNEHK.

s H—: %SLAT"P'\'

-%;&:wmmﬁmﬁ

o Fvg 3 hokkiEik M

s BAW: REAHNIETE

o BxY wmiF AT B
EHSER BN IR G, HiE AT AT+TEST 4 3R BGE T4 R o
H & AR R A4, SHZRBIUT :

o T LAWK 8

. zf—\ﬂiup f\*é(

® /él “I’ < f‘*’i

o [AERG a9 IMAT

o I\ AT 4455 2 38 B N B9 33k

AT iy -SRI ATTIR, DA FESCHE ENEEL, B MR it A & S AT a4 1 5tk .
6.4.1 HE X AT 4

% ELAT @k

A AE at_custom_cmd.c 1 at_custom_cmd.h S04 HE X AT 54, HAJHE examples/at_custom_cmd/custom
F1 examples/at_custom_cmd/include H 3% 62 #1115 jCﬁ:ﬂbijﬁ:fEX AT 4,
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TEH 2 AT iy 2 1, WSEHiE AT a2 ARHIZ2E2.

A BRI«
o G NLA + FFS IRk
o TFFF (A~2, a~z). BUF(0~9) RHESERF (1, 5. -, . v ), TEIETE WLAT o 42
%,
AR
R4 AT iy 2 T DAA AL s, i, REGIAMITmS, E2EES AT ¢4

WIe, XN TEBI 4. BRI AT+TEST CREFTA MIPURPZEA, "2 E X AT fiy 124 BRI 52
FRRYIEA, PASSE SCRERRZE U 75 B AU «

s B/, Hesp_at_ cmd struct EEEXAT/E/\E’J%ﬂﬂIFE SRR RAL, TN R FIE E
N T#FR A +TEST S (F#T O AT) R UM m4.

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .
—~at_exe_cmd_test},
/**
* @brief A NERLE X B T AT @4
*/

bi

frik: WSS A, LR NULL.,
© Wi

static uint8_t at_test_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "test command: <AT%s=?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT RESULT_CODE_OK;

}
. AL

static uint8_t at_query_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "query command: <AT%s?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

© RS

static uint8_t at_setup_cmd_test (uint8_t para_num)

{

uint8_t index = 0;

/ORBE NS, AEEBRTE AT
int32_t digit = 0;
if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;

(FItakss)
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(£ 50

}

/ORBE NS, FRERENE AN FRE
uint8_t *str = NULL;
if (esp_at_get_para_as_str (index++, &str) != ESP_AT_PARA_PARSE_
—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
}

/AR AERE, MAKE, REALE
¥ P K& E MCcU
uint8_t *buffer = (uint8_t *)malloc(512);
if (!buffer) {
return ESP_AT_RESULT_CODE_ERROR;

jut

(uart/spi/sdio/socket) .

}
int len snprintf ( (char *)buffer, 512, "setup command: <AT%s=%d,\"
—%s\"> is executed\r\n",

esp_at_get_current_cmd_name (), digit, str);
esp_at_port_write_data (buffer, len);

WARR - & &
free (buffer);

return ESP_AT_RESULT_CODE_OK;
}

« PATEr S

static uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] {0};

snprintf ( (char *)buffer, 64, "execute command: <AT%s> is executed\
—r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

S5 SCTENE AT fiv 2 sy

e i #F X esp_at_custom_cmd_register B #, I &£ K % b W H API
esp_at_custom_cmd_array_regist () N} AT b,

ZNIENEE

bool esp_at_custom_cmd_register (void)
{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) ..
—/ sizeof (esp_at_cmd_struct));

}

* X J5, W Al API ESP_AT_CMD_SET_INIT_EN 3k 4] 4f b %5 52 B 09 ¥ W AT iy 2 2R %K
esp_at_custom_cmd_register,

ZNIEMEE

ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1);

%5 W iR B2 JE examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H & T A @B W XML OB E XL AT ap 4, HRARFEMEEGL N
esp_at_custom_cmd_register, R MIZREAE at_custom_cmd 7~ B WP E 4 E XRG40 . 0] DA
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B %N esp_at_custom_cmd_register_foo, RJ5{#ifJ ESP_AT_CMD_SET_INIT_FN #1541k

S REmALrERE

WREHES —F L SL AT & & WA T FR at. freertos, nvs_flash SpH AL, 3 fE examples/
at_custom_cmd/CMakeLists.txt LR RMXLHAAMKE . 2, W PABKT A58, 6 a0 pr s
(] Iwip 410, RGN T -

set (require_components at freertos nvs_flash lwip)

CHIE ) | & 3l

EAF examples/at_custom_cmd/CMakeLists.txt X, B HE LHEM AT 44 33 ZIRVEN
— AR IR 658 47 ${COMPONENT_LIB} , ffiRFE) T THE AT AR B Z R 2. /R B AS AT

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register")

e R B E XHEM AT 44 3 24N esp_at_custom_cmd_register_foo, NI/RFIMCIELN
T

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo

(‘}")

Bhb: REAASE

AE TP E at_custom_cmd HFIEAS SRR 5, PAREOR ESP-AT Jil H 75 25 190 B 1R 4%
BRZAME. RGN RERE AR %, WRETE esp-at/components HR TR H E
SCAT fp BB, WIEFHATH IR HAREIAE esp-at/components Hig MW EIGA/ T H
ESCAT fip 2y, AR SCHAXS I T3 o

Jiik 12 e ik E AT_CUSTOM_COMPONENTS MEAr & (IEH T AiksmiF).

¢ Linux or macOS

’export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

¢ Windows

set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

P
* ¥ (path_of_at_custom_cmd) Bl at_custom_cmd H ) E LA IR
o BAIDATRE Z AR Bl
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"

Jjik 22 FE esp-at/build.py {4 setup_env_variables () AT AKE AT_CUSTOM_COMPONENTS
AR ER GEHT A% F FIR R %iF). ~ERIENT:

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path
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SAL ik AT [

SEMVA B BRIE AT TR B ) T 4 F RS AT B0, R BRI L.

6.4.2 iaf; AT+TEST fir &R IMLET 4R

IEEAE B IR)G, 21T AT+TEST 3RS R ATT .
MR a4

AT+TEST="?

W

AT+TEST="
test command: <AT+TEST=?> is executed

OK

A iffr 4

AT+TEST?

W

AT+TEST?
query command: <AT+TEST?> is executed

OK
BEmA:

AT+TEST=1, "espressif"

Wi % ¢

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

W

AT+TEST
execute command: <AT+TEST> is executed

OK

6.4.3 1 LA AT i %

SIS R A T SCE A A a4, AR SE e i 24T A R 3L
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& SR M B
ESP-AT B &Hfesp_at_result_code_string index X T —RETY S, LRk 01T EHS WLAT

I 7 return IR IFTH A, WATJHH APl esp_at_response_result () iR ar o HATE R 7]
TEATE  [FHE ] API fIESP_AT RESULT_CODE_SEND_OK MESP_AT RESULT CODE_SEND_FAIL,

Fan, XS AT+TEST WA T a2 iR %2a ek MCU Rk 83ERT, Hesp_at_response_result ()
iR m] Kk g, M return B IR B Ar S A TEE R, ARG ATTR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 W R & B MCcU R R BCE N OB OE R E
send_data_to_server();

// & [l SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT RESULT_CODE_OK;
}

IBAT A2 S AR W PR .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

N N TEEE

ESP-AT {2t NP4~ APT 3RHUar & 24

* esp_at_get_para_as_digit () Efﬁ@@[??ﬁﬁ(o
e esp_at_get_para_as_str () WIRBFHFESE.

A DA% E A4

A 2S5

AT AR B R L iy & SR TS AL

. B LRI Ak
o Hwi B —1i 54k

B e S8 BRI ATHTEST Sy <param_2> I <param_3> SR E NTERSHL,
Hrp <param 2> HEFSH, <param 3> HFLFERSHL

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

SIS .
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uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 Bl R A

/) REEE X B

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

—2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 =B R A
VAR N5 IEOr ¢
/) FEHEXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT PARA_PARSE_RESULT_OK) {
return ESP_AT RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/)Tl EX R
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 Bl R
/S B EZANSEHR
/) FEE XA
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
(FRZD)
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parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WA TARSEON ", WES AR

A58 RN AT+TEST a9 <param_3> ZHCN TS, Hovma—(S4, SRR
ERE NS

AT+TEST=<param_1>,<param_2>[,<param_3>]

WA PAT PR B AR O o
e AT+TEST=<param_1>,<param_2>
¢ AT+TEST=<param_1>,<param_2>,

P IT

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

(T TUoREE)
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(& b))
if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n")
esp_at_port_write_data (buffer, strlen((char *)buffer));
} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
// /T Tﬂ (A
/)T EEX B
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
I3
} else {
/7 7 Bl R
// ﬁ - A X ¢
7 B-F-S« X
memset(buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n")
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
I3
return ESP_AT_RESULT_CODE_OK;
3
I MR ANTFARFRSEC) ", WIZSEIA A% .
PHL%E iy A RO A T
A RIS W PAT, SR — DTSR, RERGET XS R TSR B R E .

ok, XA T EGH E%E‘Jé*%iﬁﬁlﬂﬁo
fEFZ ] semaphore R[FAA .
AP .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{
uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/B R

// R 8b A4 A # semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 BOE A A AT

QS
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/)R — AT R
// BH¥HES% A H xSemaphoreGive ¥k ¥ #X semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

I AT iy 2 i 1R ISR A0 i

ESP-AT SZFM AT iy %3 D5 AR RS, IR LA R #4> APLL

* esp_at_port_enter_specific () WERIVHRKEL, AT iy HICE S AREIEE, R %S

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EIHEEL.
AR 1) 7 VA SRR B2 5 e i 1A A [

e KA A Bl BREE AN <param_1> & THIRKE, WFFIR.

AT+TEST=<param_1>

PATT R BB AN AT AN AT fiv 40 U ARBUK BN <param_1> R4 A K .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)

{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) |

return ESP_AT RESULT_CODE_ERROR;
I3

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/7 Bl
// R A A ) # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) BERNKERTAE >

esp_at_port_write_data((uint8_t *)">", strlen(">"));
Q)
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// REEREHR, AEREARARERE AT HORA

esp_at_port_enter_specific(wait_data_callback);

1€ PNE &

while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {

received_len += esp_at_port_read_data(buf + received_len, specified_len -_

—received_len);

if (specified_len == received_len) {
esp_at_port_exit_specific();

AR B:E F DN &
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
/)RR
/SR RBEERE >0
/7 OB E A AT AL B A e R &
/7 A R BT O R AR &K
esp_at_port_recv_data_notify(remain_len, portMAX_ DELAY);

&
3

3

/7w B R A

/7 ol BB R

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);

break;

3
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

, WEFMANREREATHEN ERKE KK
3

L, GRS E AT+TEST=5, M AMEdE N 1234567890, W4 ESP-AT iREI[HLEHRATT IR,

AT+TEST=5

>67890

received data is: 12345
OK

AFRE RS A B XA DML Wi-Fi 58X, AMEEBIRKIE.

AT+TEST

fRix ESP-AT GiRar &M IITHR BIATEE R, /RBIAISATT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

(FOAkED)
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uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len =
int32_t remain_len = 0;
uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

0;

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/)RR

// Kb A AL Al B semaphores

if (l!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BB NBAER T A >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REBREK, EEKIARAKERSE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

a1 € N &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
memset (buf, 0, BUFFER_LEN);

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

// AR SR E R

/) B AR ERE e TR

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

// ﬂﬂ%“%“ﬂ : K B 0, WHEZHMRAMAHKEFTELE

ﬁﬁifiﬁlé\%ﬁm‘%

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX DELAY);

3

break;
} else if (received_len > 0) {
/7 R
/7 OB E A AT AL TR B 0 B B
VAR A - A
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));

}

free (buf) ;

(FOAkED)
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return ESP_AT_RESULT_CODE_OK;
}

I, RS — AN ARdE 2 1234567890, 55 AN ABdE 2 +++, 4 ESP-AT REIZERU TR

AT+TEST

>

received data is: 1234567890
OK

6.5 hnfuf iy ESP-AT £ PEfE

AN LT, ESP-AT I ML [6)ff ] UART #4745, b Al RN S HBOA R, EA
2xifad 115200 bps. JH P40 ESP-AT SRR A&, T TA S, HMUH A SRR E . A8 SCPA
ESP32-C6 M|, Fraitnfafits ESP-AT Fit 4 fE .

Frik: ASCET ESP-AT AT & #4282 X 1, filliddm TCP/UDP/SSL Ay it RERY— etk Tk -

FAP AT PARESE T RO IR P A

o [WE] Rt E
o [IF] RBBIER, AT MR E

6.5.1 [ PA] Pk &

L R &S LWIP. Wi-Fi G T a5 8

B R A RS B EE DL & module_config/module_esp32¢6_default/sdkconfig.defaults SC{4 5 Ji
H'E ESP32-C6 R U A 1B MO W SC2 N Y sdkeonfig.defaults S

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

CONFIG_ESP_DEFAULT CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi
CONFIG_ESP_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP_WIFI_DYNAMIC_RX_BUFFER_NUM=64
CONFIG_ESP_WIFI_DYNAMIC_TX BUFFER_NUM=64
CONFIG_ESP_WIFI_TX_ BA_WIN=32
CONFIG_ESP_WIFI_RX_BA_WIN=32
CONFIG_ESP_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP_WIFI_AMPDU_RX_ENABLED=y
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2. # UART ZEpp X K/
YR RS BedE DI 853 at_uart_task.c SCEEAT wart_driver_install() 7 o

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_

—uart_queue, 0);

3. MBRERARCYL . BrduiElsl k. Beskiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. Eenih ey UART P
RS AT iy JPAI AR -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPMODE=1

AT+CIPSEND

. & &

BEHROHEE B 7 A — AR BRI AR At (B I T BER BEIRE ) PR I . o3 SN S E T BEA
S AT, BCER R AT RE A AT SR B AR . I, P Rl DA R T vk, AT
A XL E

6.5.2 [HEf7] ABERing . BHPEHE AL
S ESP-AT A M B [N 5 R iR R 1 -

AT Core ‘—R3| '

[
G9
TCP/UDP - - == TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| |R8
A\ 1P
st |
Medium =1 Medium RS ’SS
R1 A
UART UART . \
= = Link Interface @
SDIO SDIO QLKL — (( )) S7 o
Socket Socket fithernet R6 A
Host MCU ESP-AT AP Internet
&l 20: FEntEd i
T bk s

o ESP-AT %% (TX) BB S1 > S2 -> S3 -> S4 -> S5 > S6 -> S7 -> S8
o ESP-AT #: (RX) [ 7i0 RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1
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A ARSI T KR, BARR At T RS TR B R AR Y R AT AL, TN B
s A IR B FUW Y S Z AT RN R, DAGRSE AN A BRI B . FESERR™ i rp, 1EAE
R B Horp— A Ba AR B AT, ) P R AR T 18-l B AT Rz ey e R

Frik: HHEECEI AR A SE R N RIRAY, P T AL AT+SYSRAM fiv 4 KA ] I AT

1. GO fyukfift
GO ARG AMLALAYER Sy, B S H AT :

CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT CPU_FREQ _MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096

2. S1. R17vi:fRft

WHFREOLUT, S1AIRL & ESP-AT FFrEE RIS . FOMEIARE 0L T, ESP-AT Fl ML &) i
JH UART BT 1%, Bl 115200, 1) UART R £ L, 34 ERRy S Mbps. t, Ji
M FATALT S Mbps, 0] DA ERIARY UART VR0 R EALZ (B85 o, [l a AEA T

N
2.1 3275 UART ZZh X K/N

YR ACRS B D1 at_uart_task.c SCAET uart_driver_install() 17 o

« 3275 UART TX %t

—uart_queue, 0);

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_

#2155 UART RX i

—uart_queue, 0);

uart_driver_install (esp_at_uart_port,

1024 * 16, 100, &esp_at_

$225 UART TX #l RX 750

—at_uart_qgqueue, 0);

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_

2.2 LR UART JfpR
S AT fiy & FP8an s :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

. &

ik RO YL UART Al ASCRFENX AR B, I HLAUN ESP-AT 2 ] UART HEAR

A REHAE

flks AL PN R KT BT 5 Mbps, DA% (T SPI. SDIO. Socket 473, FLIAI

5%

Espressif Systems 320

Release v2.3.0.0-esp32c3-898-gcb74b8677e

Submit Document Feedback


https://github.com/espressif/esp-at/blob/cb74b867/main/interface/uart/at_uart_task.c
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 6. WA ZiFHIF & H O AT TR

SDIO: SDIO AT %%
* Socket: Socket AT $574

SPI: SPI AT 35
 Socket: Socket AT $5F5

3.82, R2. R3. S3 %Ak

EEEN T, S2. R2. R3. S3 AN ESP-AT M BRI #i. A AT core 7£ UART ZE i [X
BT PS5 50 2 2 L b 5, CE W) HANRERT N 258, Teastitk.

4.S4. R4. S5. R5. S6. R6 &HH-fiAL

ESP-AT F1F:#L> [6]f# ] UART #:/7i1%, S4. R4, S5. R5. S6. R6 IoFik. ESP-AT I
FALZ B AL N BT TiEE R, S4. R4, S5, R5. S6. R6 @@ty — 1 HE.

S4. R4, S5. RS, S6. R6 ZiBF NG HIZE . M%ZE . MEHRGENRZ 2 B Edan. -
455k ESP-IDF ot AL WicFi Pl SR, T ARV, ¥BF7 A PRCHE . BOSSRe BT ML
IE . /build.py menuconfig HHfTHEIE.

o {4k S4 -> S5 ->S6: LRy A
o {4k R6 -> R5 -> R4 Utk Jy 1) i

5.S6. R6 &AL

S6 il R6 /2 il {7 W LAY K i )=, ESP32-C6 nJ DAGE I Wi-Fi 5 DA W 45 4 74 4 7 o
Wi-Fi [i 7 AN AT R Z 50, ATRERRE M 7 ol

* $215 RF RT3
BRIN S DRl F A R A S AR, P e PUE S AT+RFPOWER iy 425 Fllik
B RF KBTI,

o % H 802.11 b/g/n
BRI\ Wi-Fi #5081 24 802.11 b/g/m tY, B Pl i# 3 AT+ CWSTAPROTO i A28 ) FIi &
802.11 b/g/n Pl BLEEXLEY, P AP by Wi-Fi Bi(HLE A 802.11 b/g/n #pil,
35 S5 it B4 HT20/HT40 (20/40 MHz) f55%,

6. S7. R7. S8. R8 &1k

WO T, S7. R7. S8. R8 AJ2 ESP-AT FHARALIKTEE o PR A X SR R 2541 5 . 0265
BRH . YIRREE B

6.6  Wifnf Y& mfg_nvs 53X

6.6.1 mfg_nvs 4 X444

mfg_nvs  (manufacturing nvs) 4 X E X fF esp-at/module_config/{module_name}/
at_customize.csv CAFEH. R KAFERE T ) AR R S RCE

o W SHCE (Wi-Fi fiiE . UART fLE. BARCE): i§S%E T S8 5404,
« PKICE (ZRIEBFHANE): SHPKIRLEAN 2.
* GATTS [t (RIFEHETIRST) . WHSH R E T R G5 RLAN2B.

MK EB UL SR E . PRI BCE B3 GATTS FCE I, fn] IS Hi41% ESP-AT TA%, ZEpiH
mig_nvs.bin {5 BiF @ darpy TR BN, SAERBAA OB E . ASOT AR -
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6.6.2 Bk mfg_nvs.bin

Bl B AE W58 S, & #7 % iF ESP-AT T 42, {E4m B Bie A 3@ i mfg nvspy SE4E M build/
customized_partitions/mfg_nvs.csv X/ (BETIFERERN ML S, 8. K8, fgE
=H), B esp-idf FIf¥ nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin 3 (NVS FERZE) .

6.6.3 P #k mfg_nvs.bin

AR AR AR B — By 2R 8 mfg_nvs.bin S04,

o FEEF IR ESP-AT [, PEIFIH LS L BRENEE,
o {U N2 mfg_nvs.bin, XFJ5¥% H 3 ESP32-C6 A mfg_nvs 73X,
— Windows
1~ 3 Windows Flash F# TH. Z% zip (- readme.pdf 5(# doc HEF
P, FN# build/customized_partitions/mfg_nvs.bin X {f%] ESP32-C6.
TR 0] A I AT+SYSFLASH? £y 42511 mfg_nvs.bin [ F 2 HuhE
— Linux or macOS
& {# ] esptool.py.
AT ATE ESP-AT R H SR AT A T fir S N4 mfg_nvs.bin 3.

esptool.py —--chip auto —--port PORINAME --baud 921600 --before.
—default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

H§ PORTNAME iy B H: 4 FF. ADDRESS #ri >y T # mfg_nvs.bin SCHF L,
AT DAIE I AT+SYSFLASH? fip 201~ a8k .
e MCU Kk 3XAT+SYSFLASH x4 53 ESP32-C6 H1[1) mfg_nvs 431X,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE % A T3 mfg_nvs.bin SCEER RN, ARG A E )43 X RS, f850] PATE
T AT+SYSFLASH? fiy 22 143 X K/

6.7 il gdgnill) B4

A SCRYA TR T A0 S ESP-AT BRAMH ) S5 E . ) S50 B 45 —2E Wi-Fi it & . UART [ & .
B .

o T AKBENB
o A& gk mfg_nvs.bin Xk

o T #k mfg_nvs.bin S

6.7.1 1) BEEE N

M ETEAA R S B0ECE 1R S8 customized _partitions/raw_data/factory_param/factory_param_data.csv, I
%
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INgE LA E X AT 6%
Wi-Fi fil ' A E3E Wi-Fi JI6Efd AT il

* max_tx_power (ESP32-C6 [f] Wi-Fi
R EGIIR, P I ESP32-
C6 BT BB

* country_code (JE A1)

o start_channel (f4f Wi-Fi {5iH)

* channel_num (Wi-Fi [ B EHE)

== Z5 nr NN
CART RCE ¢ wart_port (1 -4 1% AT ot | 10 UARTRER AT

e AT 1 )31 UART 3 1)
* uart_baudrate (UART i 43%)
* uart_tx_pin (UART TX 5| )
* uart_rx_pin (UART RX 5] i)
* uart_cts_pin (UART CTS 5] )
* uart_rts_pin (UART RTS 5| J#)

FELZH 44 R module_name AT+GMR

RIS A SR RES ) S, KRR nfg_nvs.bin ff.

6.7.2 H:)pk mfg_nvs.bin {4
WS A i mfg_nvs.bin SURYLE BGFA 1) S E M mEg_nvs . bin,

6.7.3 P #k mfg_nvs.bin {1k

2% T 2% mfg_nvs.bin SCFY.

6.8  fnfl g PKI fid

AR T AT R ESP-AT BLOLTIRIAROPKT 8. PRI UE @45 TLS % 0. TLS 5 8. MQTT
7 P13 Fl WPA2 Enterprise % P 1R 6).

o PKIBLHE A%
o & px, mfg_nvs.bin X

o T2k mfg_nvs.bin

6.8.1 PKIflE A4

A PKI & U5 SO T customized_partitions/raw_data H 3R, R s
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Thge

LA E

HXAT ¥

TLS % 'y

e AT+CIPSTART

55 0 2% i L

e client_ca_00.crt

e client_cert_00.crt

* client_key_00.key
B PR E
client_ca_Ol.crt
client_cert_O1.crt
client_key_01.key

e AT+CIPSSLCCONF

s

o o o —

TLS R 528 AT+CIPSERVER

* server_ca.crt
* server_cert.crt
* server.key

MQTT % i AT+MQTTUSERCFG

* mgqtt_ca.crt
* mgqtt_client.crt
e mgqtt_client.key

WPA?2 Enterprise % i AT+CWJEAP

* wpa2_ca.pem
* wpa2_client.crt
e wpa2_client.key

HIRYE A SR B PRI S, SRJ54 M mEg_nvs.bin fF,

6.8.2 ’k:)jk mfg_nvs.bin X {k
5% & mx, mfg_nvs.bin SCRYA BT A PKI L E R mfg_nvs.bin,

6.8.3 | Zk mfg_nvs.bin 3 {F

THSH T # mfg_nvs.bin 3.

6.9 nfaf Fi i SUARIHE R S IR 55

ARSCRGA A T AR A ESP-AT $ AR S AE 8 5 il 55 I SCPHAE ESP32-C6 Bt b A 5 SARIIFEH A it
%o

o KA T RGBT AN-23
o iFet g g SR HE TR S5
- G BUR I F IR Gk

— & m% mfg_nvs.bin I
— T2k mfg_nvs.bin

IRThFEM 21 il 55 1 2 R GATT S5 1) 2 e, B3 205 —A - J@t258Y (attribute type) 2 0x2800
1 EAR S5 (primary service). MRS B2 — RS E XA MNMFELA R B NRFIE B2 B —MEF
AYERARFH . B A EEESE B OMIEY 1 Generic Attribute Profile (GATT) —37,

Espressif Systems 324 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/client_ca/client_ca_00.crt
https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/client_cert/client_cert_00.crt
https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/client_key/client_key_00.key
https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/client_ca/client_ca_01.crt
https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/client_cert/client_cert_01.crt
https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/client_key/client_key_01.key
https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/server_ca/server_ca.crt
https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/server_cert/server_cert.crt
https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/server_key/server.key
https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt
https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/mqtt_cert/mqtt_client.crt
https://github.com/espressif/esp-at/blob/cb74b867/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
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6.9.1 {KIFERE SF IR 55 D SC kA2

IR T #E W A Mk 45 V8 SC 14 /2 ESP-AT L A% A1) 8 K o 48 5 2 Ik 45 P AR 9 19 SC 4, SO 7 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFEIFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

0 16 0x2800 | 0x01 2 2 A002

1 16 0x2803 | 0x01 1 1 2

2 16 0xC300 | 0x01 1 1 30

3 16 0x2901 | Ox11 1 1 30

PAF NZS Xt ERAU .
+ perm FEARL, ©1E ESP-AT TR LA FHTR.

/* relate to BTA_GATT PERM xxx in bta/bta_gatt_api.h */
/**
* @brief Attribute permissions
*/
#define ESP_GATT PERM READ (1 << 0) /* bit 0 — 0x0001 */
N /* relate to BTA_GATT_PERM _READ in bta/bta_gatt_api.h */
#define ESP_GATT _PERM READ_ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
. /* relate to BTA_GATT PERM READ ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
— /* relate to BTA_GATT_PERM_READ_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE (1 << 4) /* bit 4 — 0x0010 */
. /* relate to BTA_GATT_PERM WRITE in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ ENCRYPTED (1 << 5) /* bit 5 — 0x0020 */
. /* relate to BTA_GATT _PERM WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ENC_MITM (1 << 6) /* bit 6 - 0x0040 */
— /* relate to BTA_GATT_PERM_WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT_PERM _WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT_PERM _WRITE_SIGNED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE SIGNED MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT PERM WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE AUTHORIZATION (1 << 10) /* bit 10 — 0x0400 */

+ _EFRH—F7JL UUID 3 0x2002 HFRS 5 .
o AT RAFERTE]. UUID 0x2803 FRHERT, HU(H (value) 2 WELAUR, BURICEEY 8 i,
R BRAERUR, 1 R R, 0 B R

i R

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

o SBEATE ST ST RYRRE . %ATHY UUID 2 4pAERY UUID, AU{ER AR AUE.
o SEPUATE LT RHMERAST (FT3E) .

A % UUID M 25 QiS5 WA BRI 7 Befs .

U EL#AE ESP32-C6 B BN TESCHE, AT ISR, H @SRRI 3, IBALE% i
RS A IR G, SFEIITR AR
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Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

6.9.2  ZiiEIb € SRR AF IR 55
THARGE DA T 2K A A SUIRDIRE I A R 55 -

o WSEIRIDALE TR G 0R A
o & R mfg_nvs.bin S

o T 2k mfg_nvs.bin S

TSR SR 58 1 55 D SC A

e X ARG, B, #Ew L= RS (Server A, Server_B fll Server_C), MIFFEHFX =4
R4 He Wi HER . T IR B E K /N, X LR ATAE SL— RS A B, HAt IR 55 s ml A
i R 05 9547 5 e

L A 55 5 3o
ABIRE LT —AME K OXFFOL {32 Bz 55

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1
2. TR IRFAESE BRI E
A LT —A> UUID 2y 0xC300 [ A BRHE, R HE 3 E S 0x30.
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

3. USIMEHEARART (AIk) o

ABUASIN 7B P AL ACE, %0 0x0000 27338 A1 (notification) A7 (indication) #i4EH -

SEMPA B BRGSO R FEIE T i 55 5 SCAE .

index

uuid_len

uuid

perm

val_max_len

val_cur_len

value

34

16

0x2902

Ox11

2

2

0000
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index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

34 16 0x2902 | Ox11 | 2 2 0000

A H O AT RIZ S GATTS e, AJEEM mfg_nvs.bin XfF,

H: g% mfg_nvs.bin 3

THZH £ A, mfg_nvs.bin ORI A IRIFE I A B 5 FE B mEg_nvs . bin,

I #; mfg_nvs.bin 3{4}:

WS T 8 mfg_nvs.bin 3.
TGS, FERTESARIIRRE T IR, AR A i R S5 AR S5 AR R

Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic + 1
UuID:

0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902 o

Value: Notifications and indications disabled

6.10  dnfaf Fi g L or IX

ARSCR YA T AnE S 2 B ESP-AT 4243t at_customize.csv 23K [ i X ESP32-C6 45 iy X I
PR G KB oy XK.

— 43 X3 partitions_at.csv LR G, FEICEL A A B partitions_at.bin S, MR A REHEH, R
ST Esh. Wi, AREHUE L partitions_at.csv,
ESP-AT $2{It T — 9 5 X 3 at_customize.csv A H 2 LE . ERET W0 IKE.
B2 ESPR2-Co e FHOSIX , SRR A S TREME . SITHEA RO T HI =BT,
o 1574 at_customize.csv
e 4 m%, at_customize.bin
o e at_customize.bin £ ESP32-C6 1% %
o T
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6.10.1 & at_customize.csv
5% N RILBIHA at_customize.csv,

2% 1: at_customize.csv 18
E& =4E i gEs
ESP32- | ESP32C6-4MB (firA; 4 MB flash ) ESP32- | module_config/module_esp32c6_default/at_customize.csv
Co6 C6 #41)

SRJG, TEME L at_customize.csv B IEAE AR LI .
o B XA X Name fil Type ARA[HEL, {H SubType. Offset fl Size A DAL,
o WURETFERM— A X, oA B2 B4 HE ESP-IDF (esp_partition.h) g
X

- WEREE X, #WREF Type {H5 ESP-IDF KA .
- WMERE X, EH Type WHE N 0x40,
o HF9r X1 Name ARG 16 SF5,
e at_customize 43K ERIAK/INE XFF partitions_at.csv FEH, FSIETH 40 IR IS5 AS 2268 75 B o

6.10.2 ’J:pk at_customize.bin

&4 at_customize.csv Ji5, 0] DAEH41% ESP-AT A28l f#i ] python 4% gen_esp32part .py K4
at_customize.bin {4,

AR A, #E ESP-AT TR H R FHATPA R @4, B 1NPUT FI OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT #:¥ B EHEMTHY at_customize.csv 3§ FE 5] ST BE AR .
* OUTPUT Ffe 2k miny — it il sl CSV U IR, WNSRAANE, RO AR .

6.10.3 B¢5% at_customize.bin £ ESP32-C6 75

Ff at_customize.bin N F| flash H1. ST UAPRF — 3 SCHBESR 2 ESP32-C6 4%, 1S4 btk AT B4+
Zi& 4%, FENAFBA at_customize.bin LT 2k,

2 2: AR at_customize.bin 1T ZE bk

& B B [ A
ESP32-C6 | ESP32C6-4MB (5 4 MB flash f) ESP32-C6 £41]) | 0x1E000 | 0x42000

TERBLEE LR, WA at_customize.bin N #;F| flash 5 A GEffi | —L% AT fipd-:

AT+SYSFLASH: #8325 flash i P 4 X
AT+FS: S & 448 1E

SSL k&5 #AH K4

BLE [R5 #5HH Kt 2

6.10.4

AATAEUT G4 R test ) 4 KB 4 X E NN E] ESP32-C6-MINI-1 f#i4H v,

B4k 3] ESP32-C6-MINI-1 1 at_customize.csv 32, X EF X # Name, Type. SubType, Offset #
Size,
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# Name, Type, SubType, Of fset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat,0x47000, 100K

¥, BRI BSP-AT TFE, 57 ESP-AT 8 H % K #147 python A4 i, at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —gq ./module_config/
—module_esp32c6_default/at_customize.csv at_customize.bin

X5, BSP-AT i H 24 i at_customize.bin,
% =4, T2k at_customize.bin & flash,
1£ ESP-AT TR H S FHATPA N4, H8Ht PORT 1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset --after hard_reset --chip auto write_flash —--flash_mode dio ——
—flash_size detect —-flash_freq 40m 0x1E000 ./at_customize.bin

* PORT &4t Ayl 1445 o
* BAUD B HilFrR.

6.11  hnfaf B Im— A Frif B A 32 FF

ESP-AT TR T LM, H3eat TRIH B E SCf4F . factory_param_data.csv 1 module_config, 15%%
1t ESP-AT TRE RIS 54~ ESP32-Co ALy 0, T BB B Le g B30 /. HUALRY™ ESP32-C6 i
Y1 i

o ESP-AT TR RGN SCRFRURIA, AL4E ESP-AT CERCH MO8 i OB, FIRSE BCH WOt i p s
Ao EAEIRIEE, P TAERER, SOt
* ESP-AT TAREC@ERC SRR, ()5 2 HAZ OBRIAE B Y o

ARG UL AT 7E ESP-AT A2 ESP-AT L SRk ESP32-C6 i85 iR i A2l S8, R 30
PABS IS ESP32-CO-MINI-1 SR A B, %A L fdi ) SP T A 2 BN UART $211.

s H—¥ BEIELLL ST AH
o B ¥ BEIIGHLLN OTA
o B =¥ I KARE

6.11.1 45— EEPINEANIL) 3%

FTHAHY factory_param_data.csv , FERMEISGHA—AT, WIELIRTEEREMXSEH K04, KA
%?platformi&%ii]PLATFORM ESP32C6, module _name X H N ESP32C6-USER-DEFINED, HAh

SHWEMEITR (SRS ESH L) SRR EANE),

¢ platform: PLATFORM_ESP32C6

¢ module_name: ESP32C6-USER-DEFINED
e description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1
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e uart_tx_pin: -1
e uart_rx_pin: -1
e uart_cts_pin: -1
e uart_rts_pin: -1

6.11.2 45 b BCEBHIEAL OTA

TE at/src/at_default_config.c H1f#] esp_at_module_info ZEMARF RN A E UBHME B .
esp_at_module_info A4t oTA FFZIGIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

P oTA BhE, R4S A% ota_token FIE =% ota_ssl_token Wi%iXE A NULL,
FH—NZH module_name W5 factory_param_data.csv X4 H ) module_name —F{,

T B HNER esp_at_module_info Z5HI{AK,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

pendif
#if defined (CONFIG_IDF_TARGET _ESP32C3)
#ez.'zéiif
#1f defined (CONFIG_IDF _TARGET ESP32C2)
#ez.zélif
#if defined (CONFIG_IDF _TARGET ESP32C6)
pendif

#if defined (CONFIG_IDF_TARGET ESP32C6)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<.SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

bi

7[_\' CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE ﬂ]?[: CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XAk 304 at/private_include/at_ota_token.h H

#if defined (CONFIG_IDF_TARGET_ESP32C6)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.11.3 55—=2b: WriEAI Al

R T ESP-AT TAESCFFHF-6 (RIS A1) PR, AL E A Bk A B 2% LR FC EE0F B2 4 i
SCPFRRLE
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T gRIEAITIT A H B AT TAE

FE | EARE BR XF Mz R BRIA R & S
ESP32 | WROOM-32
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | PICO-D4
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | SOLO-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | MINI-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | WROVER-32
module_config/module_wrover-32/sdkconfig.defaults
module_config/module_wrover-32/sdkconfig_silence.defaults
ESP32 | ESP32-D2WD
module_config/module_esp32-d2wd/sdkconfig.defaults
module_config/module_esp32-d2wd/sdkconfig_silence.defaults
ESP32 | ESP32-SDIO
module_config/module_esp32-sdio/sdkconfig.defaults
module_config/module_esp32-sdio/sdkconfig_silence.defaults
ESP32- | ESP32C2-2MB
o module_config/module_esp32c2-2mb/sdkconfig.defaults
module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
ESP32- | ESP32C2-BLE-
) MB module_config/module_esp32c2-ble-2mb/sdkconfig.defaults
module_config/module_esp32c2-ble-2mb/sdkconfig_silence.defaults
ESP32- | ESP32C2-4MB
™ module_config/module_esp32c2_default/sdkconfig.defaults
module_config/module_esp32c2_default/sdkconfig_silence.defaults
ESP32- | MINI-1
C3 module_config/module_esp32c3_default/sdkconfig.defaults
module_config/module_esp32c3_default/sdkconfig_silence.defaults
ESP32- | ESP32C3-SPI
C3 module_config/module_esp32c3-spi/sdkconfig.defaults
module_config/module_esp32c3-spi/sdkconfig_silence.defaults
ESP32- | ESP32C3_RAINMAKER
C3 - * module_config/module_esp32c3_rainmaker/sdkconfig.defaults
* module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
ESP32- | ESP32C6-4MB
c6 * module_config/module_esp32c6_default/sdkconfig.defaults
* module_config/module_esp32c6_default/sdkconfig_silence.defaults

o Mpython build.py install "f{#] silence mode & 0 I}, FEZH L& X W B E SN sdkconfig.

Espressif Systems

331 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32_default/sdkconfig.defaults
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https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c2-2mb/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c2-ble-2mb/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c2-ble-2mb/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c2_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c2_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c3_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c3_default/sdkconfig_silence.defaults
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https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c3-spi/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c3_rainmaker/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c6_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/cb74b867/module_config/module_esp32c6_default/sdkconfig_silence.defaults
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defaults,
o Mpython build.py install H 1] silence mode & 1 I}, 40 it & XF W 1 B & S8

sdkconfig_silence.defaults,

e, #HA module_config XM, AT SCIFIORAFHUSLHBC B B E S (SCHIefaFRh/
5), SRIGAEE A A B 34 IDF_VERSION., patch. at_customize.csv. partitions_at.csv. sdkconfig.defaults
PAM sdkconfig_silence.defaults

A, AT R I module_esp32c6_default I K H g i & CF, HEMAHA N
module_esp32c6-user—defined. FEARY, Bl & X} IDF_VERSION, patch. at_customize.csv F
partitions_at.csv ILFEB I, TR FE BN sdkeonfig.defaults A1 sdkconfig_silence.defaults :

e f#iffl module_esp32c6-user—-defined TR XFE, ETBEWNTFECE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_ config/module_esp32cb-user—
—~defined/partitions_at.csv"
CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32c6-user-defined/
—partitions_at.csv"
CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32c6-user—
—defined/at_customize.csv"

o i SPIFCE, #Fk UART fiLE:
— #%F% UART [it &

CONFIG_AT_BASE_ON_UART=n

— Bt SPI Jic .

CONFIG_AT_BASE_ON_SPI=y
CONFIG_SPI_STANDARD_MODE=y
CONFIG_SPI_SCLK_PIN=6
CONFIG_SPI_MOSI_PIN=7
CONFIG_SPI_MISO _PIN=2
CONFIG_SPI_CS_PIN=10
CONFIG_SPI_HANDSHAKE_PIN=3
CONFIG_SPI_NUM=1
CONFIG_SPI_MODE=0
CONFIG_TX_STREAM BUFFER_SIZE=40096
CONFIG_RX_STREAM BUFFER_SIZE=4096

SEM AR IR)E , T4 ESP-AT TARA sUBLH F . ARG, FRATHEA AR AT [B{F5 =5 2%
IRIE B, BEP]PAYERE PLATFORM_ESP32C6 il ESP32C6-USER-DEFINED A4 5 AT [E{4:.

6.12 ESP32-C6 SDIO AT }514

6.12.1 4y

ESP32-C6 SDIO AT f{ii i SDIO ¥ #E47i@ iR, HH ESP32-C6 1% SDIO slave 5 MCU #E4738 15
SDIO m[ffi f —£kek ULz, Z/DFE 4 #2: CMD. CLK. DATO fl DATI.

o XT—EIR, BRI 44 CMD. CLK. DATO F1 DATI, Lt DATI fEJ kit ;
o MTFPHAAR, FHEHIIN DAT2 Fl DAT3,

SDIO slave & U1 frs

* CLK is GPIO19
* CMD is GPIO18
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DATO is GPI020
DATI is GPIO21
DAT? is GPI022 ([k)
DAT3 is GPI023 (Puzk)

6.12.2  hfal i ] SDIO AT

#EIIA SDIO AT 5.2 ], #5352 SD Pull-up Requirements [/} ESP32-C6 R PEHEATALE, 70
SDIO {425

Slave il

AT T H BN ] UART /E- N A& A, RAILAE T . /build.py menuconfig -> Component
config -> AT -> communicate method for AT command ->AT through SDIO ¥J#5f SDIO

YRR . ZJGER i esp-at TR, BB ECEIHzTT.

Host ]

ESP-AT #4it 7 ESP32-C6 il STM32 /E4 SDIO host {4 at_sdio_host % 5|, %FF ESP32-C6 [ 5% 7R
B, ATPAME AT TARI) esp-idf BUA I T4 iRk X STM32, FRATTHRMLA 7 23T STM32F103ZET,
T Keil5 1 790158 b6k -

X HA- . ATAS ISR B TIE R -

6.12.3 SDIO %2 I
Host fil]

1. #)1{ 1k SDIO host
* SDIO host ¥4 fk =252 SDIO PRI dafl , (UG e | il 4 2. SDIO M #)4h 1k SD
mode,
2. ¥Ry SDIO i,
o JXFBSy F-F4% IR SDIO spec HMIARMERYZEK, B SDIO slave HhriS 4L
o PRMFEEVERENZ, W SDIO host Al slave A &/, A4, IFTH L1 slave 141k 5E
GG . —fik host STEJIBI TR IR, 2545 slave RIZh52 8, TEIFUA PR SDIO i#fs.
3.
o FaOB £ ERSE IS DAT {55 M4EUE PS5, host SEEC IR HIT Ik
{5, WRHWTE slave AHHRE AL, host 27 il CMD53 LI slave (945 -
4. SRR
* SDIO AT DEMO i, Zib it i A, #AJ5 host ] CMDS3 et A ikt % .
o WEHEREMZ, WRERMET, IBAMTHE slave il PR, ULHT host Al slave 752 B HHI 4G
1k SDIO,
* TEVAMAT+RST 53 AT+RESTORE i34 J55 , host Fl slave 11 [i FEF 22 B 9] 4yt SDIO.,

Slave il

SDIO slave [{j4b 3 5 SDIO host 251L), slave #E42 1% F] SDIO host %k ARG, @0 AT core 5 50E &
ik%5 AT core /T4, 7E AT core AbFRSERG , A% $#i45 SDIO host,

1. #¥14&4k SDIO slave
e [ sdio_slave_initialize #J4{4{k SDIO slave driver.
e i/ sdio_slave_recv_register_buf WFEHHEW ALY buffer, 5 TP loE &, b
W T Z Ak buffer.
o JEH sdio_slave_recv_load_buf fiZkNIMIFENHE buffer, HEA&BICEHE.

Espressif Systems 333 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c6/api-reference/peripherals/sd_pullup_requirements.html#solutions
https://github.com/espressif/esp-at/tree/cb74b867/examples/at_sdio_host
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 6. WA ZiFHIF & H O AT TR

e sdio_slave_set_host_intena T H host ] W, FEHIWEHEIECLE T
%ﬁ' SDIO_SLAVE_HOSTINT_SEND_NEW_PACKET,
* ] sdio_slave_start fEffiff EIFIREICRIA R .
2. Bkl
* [H} SDIO slave % 3% 5 TR EARIERED, DMA 7)), B DATEELSEHE AT w5 Ul 3w i
DMA i NET, R)GIEH sdio_slave_transmit #Hf741%.
3. FCEdE
o N T AL SDIO ¥ G Hizh AT core [, FEH sdio_slave_recv #IX SDIO %i
J&, R TIRFREE S BB BB AL F £ AT core.

6.13 SPIAT #i1¥

AR BN SPLAT BB S, T2 AT LA -

o
* %A SPI AT

o SPIAT it %

6.13.1 T4y

SPIAT 3T AT T#2, {ifi I SPT Pl #4745 15 - £ 001 F SPLAT K}, MCU #5424 SPI master , ESP32-C6
P45 N SPLslave, {5 AU L SPT MM SLHLET AT iy A my 8 &2 1.

i Jil SPI AT {3

AT TAEEAMH] UART Hps(lEA T 8l (5, {H2 UART Philoe— Lo a2 AL e i 1 1 34 52964
W, P, A SR A i RSP SUA% S R Ok — R I (s %

54 SPLAT ?
Gl A T i BRI BT A SPLAT

1. @ . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT through SPI {#ifig SPI AT,

2. #T . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI Data Transmission Mode 4% SPI $({E{&Hz.

3. J@s) . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI GPIO settings BRHE SPI{#iff{#) GPIO & .

4. #7f . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI driver settings ¥t SPI MALH TAER, FFECEA XEHE XTI K
VS

5. EHigiiF esp-at LR (% A%t ESP-AT T42), Besfiy B Hz1T.

SPI AT ZRiNE R

TR TNE RS ESP32-C6 B (] SPT AT WFERIA R {451 -
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%2 3: SPI AT BRAAS B

=5 GPIO H#E
SCLK 19

MISO 20

MOSI 18

CS 23
HANDSHAKE 21

GND GND
QUADWP (gio/qout) ! 22
QUADHD (gio/qout) I 2

B 1: QUADWP 5 i QUADHD 7 | I AENE ] 4 £k SPT TAEI ] -

A PAE L . /build.py menuconfig > Component config>AT > communicate method for
AT command >AT through SPI >AT SPI GPIO settings, ZRJG4iiE TRk E SPI AT X5V
EM (3% Akt ESP-AT T42).,

6.13.2 {lij] SPI AT

T SPLAT I, ESP32-C6 i 45 Fiz T SPLslave T AR LAl fHHAT

J& T-2¢ (handshake line)

SPI j&—7 master-slave Z5#4 1) S5, T AZ 55 B master &2, slave Jok Eaifefsidhi. B2, A
AT S8 A2 By, 7558 ESP32-C6 4% EalREne 180 bi—24(5 E. ik, FLATFE SPI master Fl
slave Z AR T —MMBET-28, ksl slave 350 [\ master 3R {5 BT RE.

24 slave 75 BALHEAEE, BSICETFEM Eshfim, X &7 master Ml 7= 25 —A_E T GPIO Hr T,
master &5 slave il f5, ZHSCHUG, slave FHEFERIPAC, S50 BGET S

i 4R T Bk ok -
» Master [] slave % 3% AT £y, B TFLW TN
1. master i slave %R {64 BRI, 2 7 slave R4 % 10 Ao 6 36 KO0 5

7o
2. master Kl 2§82 F2&_ 11 slave & A RVF MG S )G, THIR A EEE.
3. master K IEFHEIG, A slave Fd LB L5H .
* Master $2I{ slave &% AT R, (HH4ETFLI 5N
1. slave ifi i) #2 T2k 8 A1 master IR ICEER .
2. master KR, HAERIOTAE BIE G, B0 slave B E &AL

LN

SPI AT {1l {5 #43 & CMD+ADDR+DUMMY+DATA (/%5 ). {E{#i}f] SPI AT I}, SPImaster fifi ffl €] —
SEE IR SO AT -

* Master [i1] slave /& 2% B0 I A 3 15 41 5C:
%% 4 FALM ML L 2B

CMD (1 =) ADDR (12%) DUMMY (1 | DATA (&% 4092 %)
F1)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR RIRE G, 77 B A AN ERETHR AR ek, BARmdfE4sCh -
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5 FHLEAMMAL, FHL AR T 245

CMD (1) ADDR (1 =%7) DUMMY (1 | DATA
F1)
0x7 0x0 0x0 null

* Master $2U{ slave %1% BRI 938 15 i 5C
7% 6: EHLREUANL AL 5

CMD (1 =%) ADDR (1 %) DUMMY (1 DATA (53X 4092 =)
%)
0x4 0x0 0x0 data_buffer

* Master 12§ slave JifIRHE )5, 5 2 00A— AR MIH EORGTHRA R B, FARm i1y :
T EHLEMMAL, EALERER T 245

CMD (1 =%) ADDR (1 %) DUMMY (1 DATA
FV)
0x8 0x0 0x0 null

* Master [1] slave A i SR A4 15 1 R/INESCH )T 7 4 5C -
7 8 FHLm ML KA S Bl i oK

CMD (1 =) ADDR (1 %) DUMMY (1 DATA (4 =)
F1)
0x1 0x0 0x0 data_info

o 4 737 data_info FRALE T ARREPRAGEAIRI B EE S, BA%T:

1. Master [] slave &35 MIEIRIFT 4, K 07 15 bit,
2. Master [1] slave K& EHRELITFHS, ZFHI5HE master FER KB, KEE 16 7 23 bit,
3. Magic ff, KJi 24 ~ 31 bit, [F54 OxFE,
* Master 5 2|8 T4k A7 slave & HMES )5, TFE&E—FKIHE A slave FE AR TAERL
X, BEIEARN AR EEER TAERSS, BRI EE R SCh

%9 PHLAEIER, A ML ] B AT BARES

CMD (1 47) ADDR (1) DUMMY (1 | DATA (4=%)
F4)
0x2 0x4 0x0 slave_status

RIERRIER G, slave iR [B] RIRSAE BARFAAELE 4 F27RY slave_status H, RS Q0T
1. slave 23] master &L MEHRII T4, KB 07 15bit; {024 slave 4bF A BRIRSHE, R FET
PER @
2. BAREFAS, KA 16 723 bit, 4JFH| 585 i KA OXFF i, F— MR 755 B el
0x0, 24 slave 4b T I EPIRASHY, %5 B master 75 [1] slave &) T — N EIREIIFH]S; 24 slave
AT RIERRASHY, R BN slave 1] master &£ T —MEAHF515
3. slave A2/ T ERRAS, KBE 24 731 bit, Hdr, ox1 AT, 0x2 AEN] 5,

SPI AT %4058 Hifife

SPI AT ${#632 B e £ o WA 7 1
 SPI master [i] slave %1% AT o

Espressif Systems 336 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 6. WA ZiFHIF & H O AT TR

| SPI master | | SPI slave |
| |

| step 1: request to send--———> |

| |
| <—————= step 2: GPIO interrupt------ |

|
| step 3: read slave status——> |
| |
I step 4: send data--————————- >
|
|

[ step 5: send done-—————————- >

BB IREAR BRI -

1. master [7] slave % 351K 7] slave BRI K

2. slave 2 master f) &35 TE K, A UL slave FiFRRUREE , WU slave_status 27 {7-#% 5 A SR iF master
B AWREN, ARG EF Lk master [ GPIO HIKT.

3. master FZYE| BT 5, 152 slave [ slave_status /74y, FaillE] slave #E A BCEHE IR AS .

4. master FFI5[A slave K iEEHE

5. RIEBARESH G, master [q] slave &%k — 2R A LGSR IGIEE.

* SPI slave [i] master %1% AT M)y :

| SPI master | | SPI slave |

| <—————- step 1: GPIO interrupt------ |

| step 2: read slave status——> |

| <—————= step 3: send data-———————- |

| step 4: receive done-——————- > |

B P BREAR BT :

1. slave [] slave_status 7 77-#% 5 A fL1F master BEHCE [ slave W A ARG AL, 28 5 i 48 T 2 fiil &
master _[ Y] GPIO H1#f,
2. master U H| W5, FEHL slave [ slave_status ZRf74E, FaillF] slave #F A KR FHR RS .
3. master FFIREE K H slave BIEE .
4. el sE )G, master [ slave A ik — A RBICEHRES RITH S .
VW] 1. R T O ERRAR, FRATIELAKR AT % A6, SR T 005 3 S0 Birfy A8 B R AN 58 o B a0
145 2% at_spi_master/spi/esp32_c_series/README.md ,

SPI AT 3§ )wi1¥) SPI master fll73 8%

SPI AT 74 5 & {5 SPI slave i fj iy, fifi | SPI master 5 SPI slave i 17 i 15 19 7 6l X 15 5 = %

at_spi_master/spi/esp32_c_series.

BEW] 1. AEME ) MCU JF A2 1, 58 U 1] ESP32-C3 5 ESP32 #i4ll MCU #1:2y SPI master SRizfTiit
AP, AT EAE H B I A B B YA P

6.13.3 SPI AT @i%
iR

o il ESP32 53 ES32-C3 J & M f -l SPI master, izf7 ESP-AT H1[1] at_spi_master/spi/esp32_c_series
H A . HRRE A ECE AT

1. fff4: CPU TAEHiIZ%E N 240 MHz, flash SPI mode Fit B & QIO A5z, flash #i% % B & 40 MHz,
2. ¥Aff: BT ESP-IDF v4.3 [ 4miefts, H KBRS 1 streambuffer )R /NJEEE K 8192 T,
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o {ii ] ESP32-C6 {4 SPIslave, 41t {15 SPT AT [l {4 (£33 A %i% ESP-AT T.42), 334 ESP32-C6
Bi i TAEAE TCP i1, HARME R E 4

1. T CPU TAEHi#i% E 4 160 MHz,
2. B fF: SPI-AT Ry sE BLAR IS, K streambuffer ) K /N5t &N 8192 5277, I {# i ESP-IDF T ¥
example/wifi/iperf H1fY sdkconfig.defaults.esp32c¢3 I S it B S 5K

MRAAR
RN T BATLE SR BA A B A7 R R

% 10: SPI AT Wi-Fi TCP {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40M Quad 1.48 MByte/s 1.31 MByte/s

BEWI 10 24 SPI fyB AR e i, ZBRT L2 M AR RR S, £ ] Dual 5(# Quad TAERIZCAYEMS
R LT Standard A5 R g 3 000

B 20 EZ T SPLEAEH M HE S E XA FiAR S Tt

6.14 Infif5:BL OTA T2

ASCRG G R AT ESP32-C6 R PRI OTA J+. HHl, ESP-AT F#1XFA [ R4 4L 7 AR =Fh
OTA fip %« BEFDAMRYE H R FE A1) OTA il

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCREEE AT BrR -

o OTA 443 YL B S 3%
* 1% ] ESP-AT OTA #4147 OTA F+2%

6.14.1 OTA 2% e K v 3 5t

AT+USEROTA

4l it URL S2F OTA F12%. 8T AT 3 HicE 4 HTTP fR4528 FR . B aii% e 10 2w
DRI . ESHAT+USEROTA FHUEZ A5 K. .

BTG ET R B E L s, Bn]PLE B at/sre/at_user_cmd.c JEACAL RS HIZ a2 .
Al VA ER7/p=s K

L&A T H 2 HTTP 5525 .
2. s sithie URL,
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P

o WUERGTIRAGEF AR R XA E N, FETHRGERUS , @I REJCIA(E 1] AT+CIUPDATE fiy
ST, BRARGEH RIS A AT+CIUPDATE #4T OTA H45 618 T H O34

AT+CIUPDATE

It 4 ] iot.espressif.cn {4 BRIA HTTP R 45 4% . %6 & AR AT AR 74 X, a8 0] AT
at_customize.csv HE LA P H & XK. WEREMH AR RFELGIIRA, ZaddRETH%
FRFBRMMIRA . 5% AT+CIUPDATE 3REUCEZ(5 H .
iz a9 E X bin S0, HEFELF R Z—.
1. ff iot.espressif.cn B b W) HTTP iR 5595 , I B4 B i . nfu] SC 88 H . #9 AT+CIUPDATE
2, £ at/src/at_ota_cmd.c,
2. 1t iot.espressif.cn _L@IE—AN ey, JEEIL E 4% bin S0rE. (Wi B @70 Bk g iz 18
1R BIRS 2% EOIEN S .) 55515 Al AT+CIUPDATE # 47 OTA #+ 48 3BUE 25 B,

ARt D)VAIERZ/b - I

L B RLRE R ARk, NI SRE KA.

2. BARI G A e U bin SCPE, U E K HTTP #5575

3. A ACK HTTP 3575 B VI RS XA, B4 2T AE at_customize.csv SRRz Y
) s Lo IX .

AT+WEBSERVER

B LT RSB N T AT . FI, Vo LT R IS 90 6. 2ETFAA T
G2 T web IS B FHBLHIAT AT IS MBIFL IS 201 - 4TV 5% AT+ WEBSERVER
i Web Server AT 18] FREUH 2215 & .

KT SCEAEE OB HTML W6, 155% 56 fs_image/index.html., 4 T SCHL4 H O 49 AT+WEBSERVER
2, H&% R at/src/at_web_server_cmd.c,

AR CISATEE SURE
I, B ) RPN OTA FHak, ARl IEE R4

iR

o WERETHEE AR S R AR E A, FETRSEUE, EnTREJCIA B AT+CIUPDATE fiy
T4, ARG IR 1E A AT+CIUPDATE # 47 OTA J-48 A7 T H C Y4 -

6.14.2 {f§i[f] ESP-AT OTA A 11 OTA T4
i)l AT+USEROTA 347 OTA F}4%

%% AT+ USEROTA JJUE 245 ..

{5l AT+CIUPDATE #E4F OTA J}-4%
L AT+CIUPDATE i %+ 1 78 L bin S0, B 5EZA 2R/ bin SCHF %3] iot.espressif.cn I H.K
H ) token {H . DA BSR4 IA T AT 7E iot.espressif.cn 8@ 45 H L A% bin 3L,

1. ¥TFF M3k http://iot.espressif.cn B https://iot.espressif.cn,
2. phMTUE EARY “Join”, A4 T, HEAEHIHEFIED
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o0e® < m = ft 0] iot.espressif.cn &

@ o
My tasks - Team Work  ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems S E
lotBucket Histart -  Join  Login
K 21: 7T iot.espressif.cn {3
lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join
& 22: il A iot.espressif.cn
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i
o U Join IRER AR PR, WA i I6E, HEER KA.

3. AN BN “Device”, SRJG 5T “Create” RA|IE— A,

Iot' ESpreSSlf Device Product i Start ~ 2 weiyuanjia ~

-
Devlce search device name, serial, key, e product ] & Export <+ Create

'

iot_test

Id 147469
Serial 107¢7503 &
()  8daysago

K 23: fid “Device”
Iot‘ Es preSSif Device Product i Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+

Privacy © Private Device
Public Device

Product

4r

Create Batch Create?

& 24: 53k “Create”

4. MREBIH BN G A NS, W E TR
5. B R 4k G5 OTA bin SC{, FiLHE: AT OTA token ZHIR AL AN FANFIR -

#%7E: WM SSL OTA, #£1ii “The SSL token for AT OTA” 125 Bl &,
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|0t' EspreSSif Device Product it Start ~ 2 weiyuanijia ~
3 Device {id: 1 ial: 0f035413 }
# ot test (@

Private Device Not Activatedunactivated
P {id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
896eba@bd8f7c3b3ea5f2d0df6a906e7@del2d2e

| 2017 years ago |

2695e0e@406b8a816ca2b38b286e@27ccf2deald us developing
e Key 5802d1@b6ee86c617583371a%e4faf4fe@942f2c
~
Datastreams Request Logs o
1 walit for request...
+ Create

R Key set you as owner

Meta-Info @

master 5802d10bbee86cb17583371a%4faf4fe@942f2¢ (maste

owner 7109246496617d2482c6a3b38498119f81734162

+ Create

B 25: AL —

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config ——->
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help > < Save > < Load =

& 26: Fil B AT OTA token %54H - S48 1
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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6. wiiy “Product” #EAM L, 41 FQIETR . BdIER %%, £ “ROM Deploy” " AMUAFI corename.

FEAPIR S HY bin UPFE TSN “otabin” FFLRTF

IDt' ES pFESSif Device Product i Start - 2 weiyuanjia ~
PrOduct search product name, seral, dest product L status s
Id J867
MName esp iot test
Serial Bbiddd7al @ (in B hours)
Status developing
Description
Activated / Total 0r2
9 Product {id: 3867, serial: 6badd7a9 }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing..
Activated / Total o/f2
0%
Datastreams ROM Deploy
+ Create
version vi.0
beta
corename int test
upload rom files, support max 10 files 4
sy | ootabin
&) 28: %y AJRASFI corename
i

FE E 43X bin SCAERPTT
o XIF corename FE, MFEBAUUH T BIEIX 43 bin (4

. ﬁﬂ%féﬁﬁ%ﬂé& at_customize.csv HE LM P HE LXK, HFER ota.bin Bl H

7. Hiify ota.bin FFHLRAF N L HIRA -
8. TE¥ s LisfTAT+USEROTA fip % WPRMZEE ISR, F5IT4h OTA JH.

[iRAH
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9 Product {id: 3867, serial: 6b4dd7ag }

Id

SBET
Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status developing...
Activated / Total o/s2
Datastreams ROM Deploy
e vi.0
choredbeta): v1.0 codenamediot)
i o bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

o WE FALH] iot.espressif.cn [y bin SCAFZ TR, EEAE AT RN :
- WERFAG app 471X, #HKF bin XL E N ota.bin.
— WERFFHH A & LA IR, 3R bin U4 IRE A at_customize.csv H1f) Name B¢,
man, WRFY factory _Param 43X, {EHHRE N factory_ param.bin,
» ESP-AT RFH B A 7E 4 il OTA Zr X, sxX#E, Bl OTA T REAMNRE K, JFlh ESP-AT
P IE R 21T, (X T B 5K, BT ESP-AT (A &t , i/ NMOF9.
o ISRIEFT RN —IF UG TG F e i bin S0, IR 206K pIGIRAS, siR %8 OTA token ¥ ¥
b H &Y token i,

f#iJl AT+WEBSERVER 347 OTA 7}4%

15%:% AT+ WEBSERVER F| Web Server AT 1) 3XBUEZ 5 H..

6.15 il i ESP-IDF fliAs

ESP-AT [E{4:5: T SR FZ WM - A HESE (ESP-IDF) , B4R [ ESP-AT [ 4% . 5 A€ ) ESP-IDF it
A SR ZN AU B ESP-AT T #EERA 1% ESP-IDF Jii 7 , ANEE i 557 ESP-IDF Jii 4% , [H 4 libesp32c6_at_core.a
JIKJZ 1) ESP-IDF Jii 4~ 5 ESP-AT T.#£1) IDF fiuA A —2 ] 58 2 S 20 E R ) A R BRAE

H2, FERSUERIRTGOU T, ESP-IDF [/ MICA BUB t n] e 1 T ESP-AT TAE. WIRMATHEEH0H, A3
(ECIK(S e 2

ESP-AT [& {4 %} . i) ESP-IDF i A% iC 5% #F IDF_VERSION A4 H, X 6 3¢ {4 43 7 ¥£ module_config
SCHR IR O A B4 SO e e A% SO Rl IR T OB [ 4 r & T 19 ESP-IDF [ 4352, #2272 ID Al
G PEHLHE, 54N, PLATFORM_ESP32C6 “F- & [ ESP32C6-4MB 4 [ IDF_VERSION {7 mod-
ule_config/module_esp32c6_default/IDF_VERSION,

0144548 ESP-AT [HI{ 37 ESP-IDF J§iA, iDL T AT 1E
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o HFML A IDF_VERSION 34,
o MRIETREIH AR5 $32 ID FIQ L .
o MEE esp-at MHZFIRAM esp-1df, PAMHEF IR 4 PEH 8 ¢ 7 % IDF_VERSION H 45 E 1)

ESP-IDF i A,
o Wi ESP-AT T#2,

R, 24 ESP-AT JiUAF ESP-IDF JRARIEHL, St S an T .

’Please wait for the update to complete, which will take some time

6.16 ESP-AT [i|{}2: 5%

ASCR UL 1R — ESP32-C6 R AH AT [ PHAE SR a4 ffE. B 25

6.16.1 ESP32-C6 %%

ARATAALAT ESP32-Co R4 AT [l {:#) X 51
* ESP32C6-4MB-AT-Vx.x.x.x.zip (435f##5y ESP32C6-4MB Bin)

BE H1 TR0 S

R T E IS E R ESP32-C6 41 AT BN SRRy 048 (] &0 3R ) . BRIAA SCRpH AT ATE
Wi BN %% ESP-AT TAG SR M (9 %%). eRmad®E (1O RR), TREAY
Ay S LA N SEEA IR a2 . IR KA EPEILAT B4, SRR AR, FHEA
Fromik. BATHRFERECFICIE MR E B 7 IR 2T OTA TH-

BoH

ESP32C6-4MB Bin

base

user

Wi-Fi

TCP-IP

mDNS

WPS

SmartConfig

ping

MQTT

HTTP

Bluetooth LE

BluFi

FileSystem

driver

WPA2 enterprise

Web server

WebSocket

OTA
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B 22 S
s ESP32C6-4MB Bin
Flash 4 MB
PSRAM (]
UART &
TX: 7
RX: 6
CTS: 5
RTS: 4
SR B

NI T AR ESP32-C6 R4 AT BN SRR B0 i (] 0 ) - BRIAR SCRHEAT
DAl itat py T A AEBUR SR (1 @ %), DRGSR smomdl (1 © %), W Feafs
FrORie, T AR He 2R iF ESP-AT TA2 (G0 eR SRl B S 5

BAEE ESP32C6-4MB Bin
ESP32-C6-MINI-1
ESP32-C6-WROOM-01

6.17 4nfaf ]\ GitHub b 5Pt A AT [ fF

1T ESP-AT 7£ GitHub FJ5J1 CI (FRZ8E00) , IR RS Bl 2] GitHub #2x 4 ji ESP-AT [
e s A o

R PRI RIRTRA AT BFE, o5 L8R O Ciy™ i E T RS IS RE -
TEPRATAF P BAISIPREL B P 8REEEE, 1T )L n] BRI T il

PATR B S AT A GitHub "R Bl A AT [

1. SRR GitHub -5
TEFF IR B, WG GitHub WK AT 25 B 535 28 SRR .

2. ¥TFFMI T https://github.com/espressif/esp-at

Eidr “Actions” gEA “Actions” T

4. fii “Branch” 445 E 4 X
ERIN A master 4337 WR AR 8048 E 4 S pIm B 4, s “Branch” #E AR E 43 3¢
I workflow T A .

5. mdiEcEY workflow 3 A workflow T Jhj

FFUR BB A5, 7F Artifacts U REEAHRT B (L2

7. Sl N A ORI B ARUAS AT [ {4

w

o

ik WERGHE Artifacts WA B W AL, 155 %ESP-AT Bl % 5+ PRl E 4
AT T

VUART BT HE X, PEEESH Tk & AT st o § i,
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B espressif/ esp-at @Waich ~ 44 7 Str | 371 | Y Fork | 251

<> Code () Issues 50 i Pull requests 4 (®) Actions [T Projects 00 wiki @ security ces

¥ master ~ Go to file Add file ~ About

AT application for ESP32

e xcguang Merge branch 'docs/update_how_to_customize ble... .. + Gdaysago Y0 1,473 ESP-IDF & ESP32S2 ESP-
IDF & ESP8266
B .github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS SDK
8 components feat(core): Update at core version to 8789daa0 7 days ago espa266 esp32  wifi
B docs Merge branch 'docsfupdate_how_to_customize_... 6 days ago Dle  spi uvart  ethemet
. esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
& View license
I tools feature: Support compile on windows OS 7 months ago

I 30: ESP-AT GitHub ‘[ /7 51 i

H espressif/ esp-at @Watch ~ 44 | ¢ Star | 371 %P Fork | 251

<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae

¥ master ~ Go to file Add file About

AT application for ESP32 ESP-

e xcguang Merge branch 'docs/update_how_to_customize_ble_s... -- + Gdaysago 1,473 IDF & ESP32S2 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

& 31: f55F Actions
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H espressif/ esp-at @Wakch ~ 44y S| 371 %9 Fork 251
<> Code () Issues 50 11 Pull requests 4 (@ Actions [ Projects M wiki @ Security [+ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
%, clciCl Q Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docs/update_how_to_customize ... T ] 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.6.0 espas [ 7 days ago
CIC++ Cl #270: Commit 7135f05 pushed by igrr G) 6m 44s
© Merge branch 'feature/update_at_core_esp8266'i... LT AP CHEL T P, [ 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr G) 8m 47s
¥ 32: Actions T [fj
All workflows
Showing runs from all workflows
Q branch:master
224 workflow run results Event = Status - Branch = Actor =

Filter by branch

Find a branch

@ Merge branch 'docs/update BLEADVPARAM_param... .
master
ClC++ CI #285: Commit b492079 pushed by igrr [
© Merge branch 'docsitrans_compile_project_and_ad... .
master
clC++ CI #283: Commit e5ca22e pushed by igrr
© Merge branch 'docsitrans_four_compile_develop_d... .
master
CIC++ Cl #282: Commit cc39436 pushed by igrr
@ Merge branch 'docs/update_copyright_year' into 'm... =
master
CIC++ CI #281: Commit c6c38fb pushed by igrr
@ Merge branch 'docsl/fix_firmware_diff_doc' into 'mas... .
master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

Merne hranch 'darsladd cinstate command' intn 'm

& 33: ;HiF Branch

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3
release/v2.2.0.0_espB8266

test

[ [T = Py

Espressif Systems 349

Release v2.3.0.0-esp32c3-898-gcb74b8677e
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 6. WA 4miF A & H O AT T2

Workflows All workflows

All workfl Showing runs from all workflows
workflows

Py Clc++Cl Q. Filter workflow runs

271 workflow runs Event ~ Status ~ Branch - Actor =

@ Merge branch 'docs/update_how_to_customize_ble... = B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
Merge branch ‘feature/lupdate_at_core_esp32' into ...

° g P - —esp. release/v2.2.0.0_esp32 ETMYS agoe
CIC++ CI #270: Commit 713505 pushed by igrr @ 6m 44s
Merge branch ‘feature/update_at_core_esp8266" into...

° g P - —esp! release/v2.2.0.0_esp8266 ETMYS agoe
CIC++ CI #269: Commit 48e0237 pushed by igrr @ 8m 47s

K 34: i fE Y Workflow

@ Merge branch 'docs/update_how to customize ble services' into 'master’ C/C++ Cl #271

Summ
GD ary Triggered via push & days ago Status Total duration Artifacts
o 2 igr pushed - ec5792h master Success 6m 255 1
obns
@ build-esp32-wroom-at
; main.ymil
@ build-esp32-wrover-at y
on: push

@ build-esp32-pico-d4-at

build-esp32-solo-at
o p @ build-esp32-wroom-at 4m33s

@ build-esp32-dzwd-at @ build-esp32-wrover-at Sm 40s

@ build-esp32-mini-1-at @ build-esp32-pico-dd-at  5m30s
@ build-esp32-gcloud @ build-esp32-solo-at 5m18s
@ build-esp32-at-full-function-test @ build-esp32-d2wd-at 5m27s
@ build-esp32c3-mini-1-at ®© huild-esp32-mini-1-at 5m25s
@ build-esp32c3-at-full-function-test © huild-esp32-gcloud 5m30s
@ build-esp32c3-qcloud @ build-esp32-at-full-functi... 5m46s

@ build-esp32¢3-mini-1-at 5mis
@ build-esp32c3-at-full-fun... &m 11s

@ build-esp32¢3-goloud 5m32s

&l 35: f2:ErH Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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6.18 at.py I 1L

at.py LE M TBMSITHEIFN 2 MB/4 MB AT 8724 () build/factory H3E Y factory XXX.
bin) FZFSENCE . XLHCE AR Wi-Fi iiE . E B E . UART it ® . GATTS it &%, 4
BRI [ R TCVA 0 I 7oK, T DA at .oy TEABS E A i X Se S50 E

6.18.1 {T:4IL5R

AR TR, SE at . py TR B AECEB SO S R R . IR SE R Linux
R -

Vo3

. Python 2%

D atpy F X,

©oatpy AL

tatpy 15 ECEVAE oG B E 1)
E] bt

T3 ¥

¥
S

BB

6.18.2 i5—: Python Z¢3

WEAREAH T 222240 Python, TR DABKIT B BR. 500, ARSI Python B J5 SRS, 5¢ 8 Python 1) 2
2o HEE R Python 3.8.0 Sl s wifiiAs .

LSRR, ETUMER QAT HIA python ——version, %7 Python HiA.
6.18.3 45 2: atpy Rk

Vi) at.py UL, smiifi Download raw file $%§ll, ¥ at.py UM NEEIAH.

6.18.4 52 at.py JHIEBIW]

Yl at .py XFRHESREAHTHSEECE, HEMITTHA python at.py modify_bin —-help,
B SR R A B U

6.18.5 VUL at.py & PFr AL E R B

o 4k Wi-Fifie. &

15 BGE P Fo BB E
147 UART fe &
142 GATTS e &

i

« BAINRA B ASEIE, G, GnT AR RHME S Wi-Fi 5E B AR A R0 E
s REMISEIE, WAL EHAEME, S ARSI E R AEr .
o BWGHISHELE, 7EX4H mig_nvs H3E FAY mfg_nvs.csv 1, &F %N AR,

Espressif Systems 352 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://www.python.org/downloads/
https://github.com/espressif/esp-at/blob/cb74b867/tools/at.py
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 6. WA ZiFHIF & H O AT TR

C (Y @& github.com/espress|

or jump to. Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~

Issues 116 Discussions Actions Projects Wiki ity (2 Insights

at.py

. ustcew History

: Code Blame
main

.glab-ci.yml

CMak

&l 37: "F# at.py SCHF
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& Wi-Fi it

B Wi-Fi 280 E AR R R

55 e EL
--tx_power Wi-Fi [ 35 K &% T L ESP32-C6 K BT
--country_code Wi-Fi HZ TR DL Wi-Fi B Z /X AR F 1 cc FEx

--start_channel

Wi-Fi i 18

HER I Wi-Fi [E XA H1 1Y) schan 2B

--channel_number

Wi-Fi [1) 5 51E 5L

TR L Wi-Fi [E 2/ XA 71 nchan 7B

Bilfn, FEATLAREAI AR fir 4, Bk Wi-Fi iR K& 2035 18 dBm, [EZRAYN US, RIGHER 1, &
fRIEECH 11

python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 —--input factory_XXX.bin

o --tx_power 72: BAfij 72 0.25dBm, 72 /R~ 18 dBm
« --input factory_XXX.bin: i A ¥ [E{4 04

e TS R PIC

A R UE A A A I AN R R -

S8 Ihge [R5 32
--server_ca TLS 55 #2208t CA -3 server_ca.crt
--server_cert TLS | 55 #509uk 15 server_cert.crt
--server_key TLS R 452105 4H server.key
-—client_ca0 0 EBX Funn CAEH client_ca_00.crt
--client_cert0 0B FimiuE client_cert_00.crt
—-client_key0 EESZ A AL client_key_00.key
-—client_cal w1 B il CAER client_ca_Ol.crt
--client_cert] %1 B P ik client_cert_O1.crt
--client_key1 EREST- Sy L] client_key_01 key
--mqtt_ca MQTT % iy CA jiEH mqtt_ca.crt
--mqtt_cert MQTT % Fig ik mgqtt_client.crt
--mqtt_key MQTT & it 2640 mgqtt_client key
--wpa2_ca WPA2-Enterprise % ) ¥ ) CA | wpa2_ca.pem
ey
--wpa2_cert WPA2-Enterprise 7% i Hlk45 | wpa2_client.crt
--wpa2_key WPA2-Enterprise % i) %54 | wpa2_client.key

B, ERTLAEAIPA T ar4, 22 MQTT & i) CA UL . & 7 ik A S -

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt --
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

o --input factory_XXX.bin: #ij A 7 {404

&k UART JicE

B UART BCE, [AIEAT 4 4-3% o 1) UART BB, AU SR BT R RAR
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S8 IhE iR

--uart_num AT 4 L) UART & {UFE AT Hg R e HAE AT @4 O, 2B
B FIRFRAIE R tx_pin Al rx_pin
BEECE SAT B &% 0 ) o M rx B2, W
AT B &g HECE T rx, WRHE tx_pin FF%
Bl E S R #EEE D (& G24iE4E) i) UART
1 tx A5 — 3

—baud AT 5 LRI R EIG{E: 115200

--tx_pin AT 4 O TX & T PR UEFR B RO A A S5 AL A A I o 28

--IX_pin AT 4 ) RX T PRIE RO T AN 25 AL A A Rl vh 2%

--cts_pin AT 4 O CTS & T PRIE R 1B 2 B TS S AL A4 v 28 . R
TR, Bk SECh -1,

--ts_pin AT 4 L) RTS & T PRIE R B R B A S S AL A A e 28 . R

MRS, BUISEOy -1,

e

Bian, EnTARH AT a4, B0 AT iy HRYBRER 921600, TX MY 17, RX BN 16, FHH

python at.py modify_bin —--baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

o --input factory_XXX.bin: #j A [ {f S0

&% GATTS [l

BERCHT, EICR AT B & SUKAAL I T AR - SCRY, 1% GATTS HYCESCF gatts_data.csv H 45~

By 3

B GATTS FE TR FR:

S Ihik

--gatts_cfg0 BB gatts_data.csv SCPFH index Sy 0 F—478UR
—gatts_cfgl B gatts_data.csv SCFH index Oy 1R —4THd
—-gatts_cfg2 T gatts_data.csv SCHFH index A 2 1 —1 T4
—-gatts_cfg3 BT gatts_data.csv SCFH index O 3 Y —ATHURE
—-gatts_cfg4 BB gatts_data.csv SCPFH index Sy 4 B—4T 8
—-gatts_cfg5 BB gatts_data.csv PR index Sy S —ATEUR
—-gatts_cfg6 BB gatts_data.csv SCPFH index Sy 6 BY—4T 4
—-gatts_cfg7 HT gatts_data.csv SC{H index SRy 7 B4 78
--gatts_cfg8 Tt gatts_data.csv U index o 8 F—ATEURE
--gatts_cfg9 HT gatts_data.csv SC{H index SRy 9 BY—1 78

--gatts_cfgl0

P gatts_data.csv S index iy 10 () —FT5RE

--gatts_cfgl1

BT gatts_data.csv 3L index iy 11 f—F T80

--gatts_cfgl2

B3P gatts_data.csv 34 index iy 12 i —1TH0E

--gatts_cfgl3

T gatts_data.csv SO index 4 13 B—F T80k

--gatts_cfgl4

W eatts_data.csv 34 index iy 14 i —1THHE

--gatts_cfgl5

TP gatts_data.csv AT index 5 15 f—F7%0

--gatts_cfgl6

BT gatts_data.csv ST index 2Ky 16 1—F 75k

--gatts_cfgl7

TP gatts_data.csv ST index 5 17 i—F750

--gatts_cfgl8

BT gatts_data.csv S index 2y 18 1—F7 5k

--gatts_cfgl9

TP gatts_data.csv SC{HT index 5 19 f—F7%0E

--gatts_cfg20

BT gatts_data.csv S index 2Ry 20 f—F 75k

--gatts_cfg21

T gatts_data.csv C{FH index oh 21 —4T40HE

--gatts_cfg2?2

3 eatts_data.csv A index iy 22 i—ATHUE

--gatts_cfg23

T gatts_data.csv U HY index Sy 23 f—F T8

To4ks:
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11 -BER

SH IhgE

--gatts_cfg24 AT gatts_data.csv U index SN 24 19— dE
--gatts_cfg25 BT gatts_data.csv SCEEHT index Ky 25 B—F 75
--gatts_cfg26 B HT atts_data.csv U index Sh 26 1 —4T8
--gatts_cfg27 T gatts_data.csv SO index 4 27 B —F T80
--gatts_cfg28 T gatts_data.csv U A index Sy 28 F—F 18R
--gatts_cfg29 T gatts_data.csv SO index 4 29 B —F T80
--gatts_cfg30 T gatts_data.csv U A index Sy 30 f—F TR

B, GERTPAGE LA R x4, B index 2 0 47 perm AR,

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" --input factory_
XXX .bin

« --input factory_XXX.bin: #ij A 7[R {43044

TR BEURE AT [PE, SR F O™ b AT A U fiE .
WPRAFRF SRR SR A RO e T #REEE . T RS T RERY AR

Sl WIPRgEk IR E A s, e B SR .

6.19 AT API Reference

6.19.1 Header File

¢ components/at/include/esp_at_core.h

6.19.2 Functions

void esp_at_module_init (const uint8_t *custom_version)

This function should be called only once.
%4 custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S
* para_index —the index of parameter
* value —the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)
Parse float parameter from command string.
S8
* para_index —the index of parameter
* value —the value parsed
Bl
» ESP_AT_PARA_PARSE_RESULT_OK : succeed
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* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
e« ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%4 len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
¢ len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

P[]
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

SH
* custom_at_cmd_array —at command set
* cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%% ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)

regist custom operate functions set interacting with AT,

%% ops —custom operate functions set
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uint32_t esp_at_get_version (void)
get at module version number,

J&[A] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version

void esp_at_response_result (uint8_t result_code)
response AT process result,

%4 result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,

S8
* data —data buffer to be written
* len —data length

R A
e >=( : the real length of the data written
e others : fail.

int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
2H
* data —data buffer to be written
* len —data length
P
* >=( : the real length of the data written
e others : fail.

int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
S

* data —data buffer
* len —data length
B
* >=(: the real length of the data read from device
* others : fail

bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,

¥ timeout_msec —timeout time,The unit is millisecond.
Bl

* true : succeed,transmit data completely

* false : fail

int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=0: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,

but it just supports one character now.

%% terminator —the line terminator

Bl
* true : succeed,transmit data completely
* false : fail
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uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is “\r\n” .
J&n] the command line terminator

const esp_partition_t *esp_at_custom_partition_find (esp_partition_type_t type,

esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.
ZH
* type —the type of the partition
* subtype —the subtype of the partition
¢ label —Partition label

&9 pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (wvoid)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

%%t callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)

Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)
Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.

BH
* buffer —buffer to store the version string
* size —size of the buffer
B
* >0 : the real length of the version string
* others : fail

bool at_fatfs_mount (void)
Mount FATFS partition.

1 if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.
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& 1 esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

£41:: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()
to unmount the partition when you don’ t need it.

$EA |
e true : succeed
* false : fail

bool at_fatfs_unmount (void)
Unmount FATFES partition.
peq |
* true : succeed
* false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.
%4 str —the string to be checked
Bl
* true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

6.19.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer
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struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT
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Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before entering light sleep

void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.19.4 Macros

at_min (x,y)
at_max (X,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK
No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)
parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)
parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)
parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)
the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail
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ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.19.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.19.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_ STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_ SLEEP
enumerator AT_LIGHT_SLEEP

enumerator AT_MAX_ MODEM_SLEEP
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enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_ MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA_LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress
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enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT_PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT RESULT_CODE_OK
13 OK b

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT_RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT RESULT_CODE_MAX

6.19.7 Header File

» components/at/include/esp_at.h

Espressif Systems 365 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://github.com/espressif/esp-at/blob/cb74b867/components/at/include/esp_at.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 6. WA ZiFHIF & H O AT TR

6.19.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)

get current module id

void esp_at_set_module_id (uint32_tid)
Set current module id.

%% id [in] the module id to set

void esp_at_set_module_id_by_str (const char *buffer)

Get module id by module name.
%% buffer —[in] pointer to a module name string

void esp_at_main_preprocess (void)

some workarounds for esp-at project

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)

get storage mode of mfg parameters
1R[] at_mfg_params_storage_mode_t

void esp_at_ready_before (void)

Do some things before esp-at is ready.

£ 7E: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by

calling APIs from esp-idf or esp-at.

6.19.9 Macros

ESP_AT PORT_TX_WAIT_ MS_MAX

AT _BUFFER_ON_STACK_SIZE

6.19.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE

enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION
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6.20  Jn ] P VL iR R X

6.20.1 4y

HHIRA (silence mode) J2 ESP-AT & {1 —FhZwif fie B, T4 AT fHE (RIAT B &35 0 il
HIFRE) F7h, PSRN . AR, SRR P . (A D% R TR s
R TR R

 {Epython build.py menuconfig > Component config > AT 432 T 22 FIAFEEN AT Hhg.
o 2% f/ M B SO RN SRR AL IT A -

120 5 I ANER A R 2 D10 e A BBk X B

BREkAES = R
SR (I | TP —2 AT H & I Ji I (esp-at.bin) B R/INEHIAN, X AT g
0), HEFILIE S AT BRI, Y BRI

TAREE R4 1 éj\lXjUJ\, PN e ]
PRRI (miFx e n &),

o B R (RIBEER | I [ (esp-atbin) (YK | BEARSX 2R —2 AT ) H 3%, Jf- 2 f# CON-
1)7 AN I E [bé%ﬁﬁd\ FIG_LOG_DEFAULT LE\THJEEE§QE§Q, M
7 FE3E4 AN S H s, ik 3 m A4
AT THREHIXEE

i R H R

$ ./build.py build
(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition —-
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
Error: app partition is too small for binary esp-at.bin size 0x135ae0:

- Part 'ota_0' 0/16 @ 0xd000O size 0x130000 (overflow 0x5ae0)
ninja: build stopped: subcommand failed.

6.20.2 PLE

o e B R
— K¥o%iF ESP-AT 142
TR =R L silence mode Sy No (5 ves) >RZEH (SUFH) #HEMEK,
— M | 4iE ESP-AT 142
TEPATEE 5.3 B IRATH IR, &K esp-at/.github/workflows/build_template_esp32c¢6.yml 344+
silence_mode MM, Ko EZE HEHEEIE. BN, BT EEREREK, WHEN:

— name: Configure prerequisites
run: |
# set module information
silence_mode=1
mkdir build
echo -e "{\"platform\": \"PLATFORM_ESP32C6\", \"module\": \"${{ inputs.
—module_name }}\", \"silence\": $ }" > build/module_info. json

Espressif Systems 367 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c6/api-guides/performance/size.html#id1
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-reference/kconfig.html?highlight=log%20output#config-log-default-level
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-reference/kconfig.html?highlight=log%20output#config-log-default-level
https://github.com/espressif/esp-at/blob/master/.github/workflows/build_template_esp32c6.yml
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 6. WA ZiFHIF & H O AT TR

o TEREHIEAFI AT BPERSREAL L, SRISHATAT+GMR fiy4, BT MBI E T e 5
e .
— MR EE, AT+GMR iy R AP A5 s—, Bilan:

AT+GMR
AT version:3.5.0.0-dev (s—88bdead...

(more lines of version information)

OK
- WREE A, AT+GMR iy Wiy A& s—, Hiln:
AT+GMR

AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK
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https://www.espressif.com/zh-hans/contact-us/sales-questions
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o AT [F 4
- RGP B A A e B, defTRIRGE R o4 B4 ¢
— 4ofTIR I AT B4R 25 ¢
- BWM L E 0y AT B 4ol T3 2
— dof kA ESP-AT %i% d1 £ by PR R bin XA 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3%5F busy = H 45 A ¢
- AT Aft, Lo BB AN GLEARER TENEL, AHAY
- ERFARL LA BRIN AT Bl B0 b A TR G S AR B8R T 46 34
— I MCU % ESP32-C6 % %% AT %4 RiAw |, At 4RE 2
— Wi-Fi w7+ (3T¥P WIFI DISCONNECT) = At 4 %
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
- R EH AT 455 T 2 = VARG R = T 1) 2
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT A P F 5k F 45 ho T 4L 32 2
— AT A B 2 4 BT B TSP 2 (BRIN: 115200)
— ESP32-C6 1 ) AT 4 it NaBEAEHEX,, 4o RFEIE0GH S W, ESP32-C6 #7545 o 40 L G 4R
T8¢
- IR E T E P 35t T1% 8 notify = indicate 5% ¢
o EAF
- ETRRB Loy AT B2 KSR flash % K 2
- AT Bt & & error log ¢
— AT j& ESP32-C6 #240 k0% UARTI i@ 12 % Wrk5 ESP32-C6 ¥240.64 datasheet 2k UARTI 6 B 7~
—3?
o AR
— AT Wi-Fi i 35360F % 00 2
— ESP-AT Bl TCP £ F 0 K2 T 7T vAIS IR ?
— ESP32-C6 AT Bvk -z 4o fTiiX B AL ¢
— 4o fTI5 7 ESP32-C6 AT %1k TCP 3 4B R R K T 040 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-C6 AT 4ef745 % TLS ¥ A ¢
AT Bl fT15 7k TCP 354 2
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— AT 354 4ot 53 HTTP 17 & 4215 T hig ¢

8.1 AT |1

8.1.1  FeRyBA BT i S AR REIAE, Il 3R BGE A B 7

UIRAT B #5570 T BRI C I, T 2% AR 1e% -

o [ A [ (2 PRS2 R [ (ST ESP-AT BV 1 2 57 )
o BF: KIZEMAP XA 0y AT B 2,

8.1.2  nAiHL AT [SIPEJERS ?

esp-at i H AR S A 135 2 1) 20 5 T2 UFE DU A3 e P 4 o TR %O FE (10T esp-at/
components/at/lib/ H3E'F) ZHEM, JToHEH.

8.1.3 P LscE My AT WlfEanfl B 7

o Pk T HIE F# Flash M3k T.H.
o PORHIAIESHAT FHI5h.

8.1.4 ey ESP-AT 4k il RGBT bin 3044 7

AT PAGE Flash "R 2 T A ) combine #4H 1T #5

8.1.5 BALilY) " AT [fFiE 4 S Fridss ?

o BRALCRRRE R, (RO A SRR -
o WFREITEE R, G50] PAEH 1 iy AT+ UART_CUR B3 AT+UART_DEF #7124
© BAFEASF

8.2 AT A 5mup

8.2.1 AT /5 busy &l 25 ?

o $EUR “busy” FIRIFFEALPRAT—2kmm4, JCEMIN SHHA . B4 AT iR s 2 bk, J
WPESERT— A 5, A RBEICT — &2
o MHLZAMARTEFZEHAR, REHSEETR “busy” 3% “ERROR”, F M-l LI A, ¥k
INHZ A
- H A AT+GMR (#/74F CR LF) (Z#54F), H1T AT+GMR (#/74F CR LF) 42— &k
1 AT G341, RESPITZGS . HUIHIER RS0 A 58 % AT+GMR #:4E, wlcs] 15T
BREAE, KON RFII S, RERAR “busy”. [HUIRERECL5EM T AT+GMR #:
15, PRI ZSHBAE, SRR —&MiRNGmS, 2%H#7~ “ERROR”,
— MCU %3% AT+CIPSEND J5, I% busy p.. W5, MCU F5 & 3 & 1E5dE. K4 busy p.. 183
LA IEXENAT, YA AT, HIE AT b G, MCU FE 58 &2 # a

Ao

Espressif Systems 372 Release v2.3.0.0-esp32¢3-898-gcb74b8677¢
Submit Document Feedback


https://www.espressif.com/zh-hans/support/download/other-tools
https://www.espressif.com/zh-hans/support/download/other-tools
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-898-gcb74b8677e

Chapter 8. AT FAQ

8.2.2 AT Hilff, EWRRES AL FHifEe, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

8.2.3 AEAFIEAL LB AT [ F SRR iy 4, DLRWIBRE fiy 4 AWIBAS R A I 465 52
7

o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

8.2.4 1 MCU # ESP32-C6 Btk AT v JGiGkI, 112 50H 2

4 MCU £ ESP32-C6 8 %1% AT iy 0 R SR INATAAF 5, 1B PS4 7 AT,
W5 RLibE AT B2 FRERAS.

8.2.5 Wi-Fi liJF (JTEl WIFI DISCONNECT) & hfl2 ?

B DUAEAT B & 3% v & F 2 Wi-Fi W 09 J8 [, 5 & 7 B “wifi disconnected,
re:i<reason_code>” . AL <reason_code> {5 : Wi-Fi JEFEA,

8.2.6 Wi-Fi & Wik 3fe 25 Pk ) A mik e ?

* AMPDU S5 1) 8
- WAREEH AR A R AMPDU, JIf4 ESP32-Co XAEAIEK A3 B, HZhH] AMPDU JifE.
— NSRS s K H AMPDU, {H2 % 1 28511 ESP32-C6 2 [H] ) AMPDU 1L fEAE e 251k i) i, B
25 P % 2509 AMPDU T REEL# ESP32-C6 [¥) AMPDU Ihfig. 1SR 4544 i ESP32-C6
i) AMPDU Tjfig, 1§ HiT% 1% ESP-AT T42, {E55 TP E TS Bk
* 2 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi ->WiFi AMPDU RX
« phy mode 3675 HE I, 1K th 851 ESP32-C6 [ phy mode 777371k 1A, 52 A Y]
1 3% th 2519 phy mode &Y 3 ESP32-C6 1 phy mode. 415 % )4 ESP32-C6 [ phy mode, %%
# AT+CWSTAPROTO 5%«

8.2.7 ESP-AT W4 &M%+ ESP-WIFI-MESH ?

ESP-AT 2474 37+ ESP-WIFI-MESH,

8.2.8 JEMAT AT fiv A JEHZ I T 2 VA B W iR 27 il ?

LA AT B, "IZH LT R6):

o TR N HZ%: AT+MQTT aliyun,
s BBR= VS AT+MQTT QCloud,
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8.2.9 AT an At Ml UL BRI RG I R H h4 ?

T PA. ESP32-C6 [ Wi-Fi Fl Bluetooth LE 3t 8 K2k, W] {#i FJ AT+RFPOWER 514 & .
8.2.10  Zyifuf 37 Ky AR BR I\ [SEAS S HrAH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIUNTE ESP32-C6 R 51 SURp R WPA2 AV 20 % i £ DI , 759w 1% I 7E menuconfig FP T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.11 AT i AP ossk A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.12 AT anAvbf L e Ml DU 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.13 ESP32-C6 (il AT i A AEBIA, WREZIIRIWIF, ESP32-C6 fEh
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.14 (IRIFEEE ST % 4 % v £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// EARAL 0x01 B 0x00 (M F EF A hex # KX EWHIEH AL 0100)
OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// BARAL 0x02 BAL 0x00 (WREWF A hex # KX E WiF st £ 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc & server H Pl K i# notify F indicate B H 3 & H
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Chapter 8. AT FAQ

8.3 ffift
8.3.1 AEARFIKIAL iy AT [5PFSERE ) flash 2K 7

o T ESP32-C6 ZRUIMLL, 5T PASHESP-AT [ £ 57,

8.3.2 AT [ #: % error log ?

s FERATAS s it 4%

8.3.3 AT 1f ESP32-C6 Eig] |1y UART1 jlif:45% Y5 ESP32-C6 Bigl (1) datasheet 2R\
UART1 & MA—5 ?
» ESP32-C6 7 #F 10 Hi[4E48#, ¥E4m 1% ESP-AT (i 5, W DAYE menuconfig H i iof 514 it 15 vk

UART! (/8 BIBCE, FroAsies R BLA datasheet 48 A — SR 1H L -
o FHERS ] VLS factory_param_data.csv,

8.4 ki
8.4.1 AT Wi-Fi ¥E#%4Em £/ 7

* TN FEHFT, AT Wi-Fi SEZFER S 5 & EAESCBRE M, Wi-Fi S AT % 2
PERE, PIZGEREE, BURKLIERESFZ AT,
o A[PAEIEAT+CWIAP () <jap_timeout> 24, KA AT ] .

8.4.2 ESP-AT [hlfF TCP Kk 1 K/t nl DU g ?

* TCP Jikfd M MBI JCEHEA A 1B 0, T B0 S F 1% ESP-AT TR A Ui [ 44 o
o 1] DAEE H Al B menuconfig %, Component config> LWIP > TCP >Default send buffer
size,

8.4.3 ESP32-C6 AT £t qnfal il ke (L4t ?

o AT RN R 2, BWE esp-idf H1i iperf /R BIHEA TG (A AT WlE, &6 H
B, IREHR RN 1460 FAELSLE) .
o MR RN L ERK, AT PAS 4ol TI2 2 ESP-AT vt bk it SREEE B,

8.4.4 I fE ESP32-C6 AT ERi\ TCP Bli Bl KoL ?
AOATFOLT . AT ) TCP ¥l B AL i R 6 Y. T A ad AR J7 X HHTRC . TCP %L
PRBHE LR KU (BUETER: [3-12]):
* WEH AR T ESP-AT 142 SUR A AT 4% AT [E1F, T F, iHlE Maxinum

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

* WEHF N iF ESP-AT 142 SR HATH I AT [0F, R AP = by, i
CONFIG_LWIP_TCP_MAXRTX H{H .
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8.5 IAih
8.5.1 IRZL N vl DLl WRee £ 1ok f4hm AT tn 4 7

o ESP32-C6 ¢ UART, SPI #:115f(=.

o AT BRIARMF 28 A UART 42 1R A% 5. H P a2 RF5 20 H SDIO 835 SPI £ 11 i
5, WIPAKET ESP-AT FLEZmiF, A5 WL 45 Fo I 4L

o WEYRHES® il AT SDIO #1171 , {fif] AT SPI#:11 , B il AT EFED .

8.5.2 ESP32-C6 AT 45 TLS BpillJiiAs ?

45 1% ESP-AT T.#E W, B PAYE ./build.py menuconfig > Component config >
mbedTLS HF, W LA ARTFEM A 2 A (il AE .

8.5.3 AT WlfFanfl & TCP &% ?

* HAl AT BIARR TCP FoRIERECH S.
* ESP32-C6 AT f R 3 HF 16 A~ TCP 42, W PAYE menuconfig HHEATHCE., BLE AT
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-C6 AT 3 7 PPP 2

* A3, P27 pppos_client /B AFTEIL.

8.5.5 AT mfuffieiitiH & ?

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§€ Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAH LR 2) log SEH I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥} H{&k

ALER A5 log %64k 3 Debug.,

8.5.6 AT R4 a8l HTTP Witk Jyie ?

o HHl AT 83 Ah 7 i
— i HTTP f#) Range “FEHE & B EHETEE , HAKTEE 2% AT+ HTTPCHEAD + #) .
— AP AT TCP 2731354 A4TH5% HTTP GET 53K . FEESP32-C6 1% & - Bk #h 3 2 X, F
é’J BAEF R N 6 M T 208, Im—2% &M AT+CIPSEND 14 Kk H
T35 %) HTTP GET >R 25 R 55 o B o] o FERE sl o=, X MRS im 3k B HTTP
GET WREE, MCU 752t 5 & AT+CIPRECVDATA iy 4 RSO Se 854, DA e R AR
AL R B BRI S5 20 MCU i 763 M AR BRI 10
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Chapter 9

Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARR . FEar BT, AT &b LIS LT TS eI 1F AT air &b T4t
H, [ AT S 7edr i O BIE G RATEE R . AT FE FAEIL T, SN e 4K A ZIE .

* KIKAT+CIPSEND &4y, BE >2 )5

» RIEAT+CIPSEND YT, WK > 25

KEAT+CIPSENDL % By s, WK > 25

KEAT+CIPSENDEX V82, WE > 2 )5

K IEAT+SAVETRANSLINK V% B T, FH &% (AT+RST) s, BHERZ G

L]
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RN, Kik+++ s, SAIEREXRE, FEAG S

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.

» After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

 After sending the AT+CIPSENDEX set command successfully and returns >.

 After sending the AT+SAVETRANSLINK set command successfully and sending the A7+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BAmBEX 7R, AT i I AR AT AU AR (B THRIIRIY+++) , A AT

T, IXHHE S OB A M G, AT 72 R OLR, MK FEARIEE X

* KiRAT+CIPSEND & w43, & > 25
o RIEAT+CIPSEND $ 476030, ME >2 )5
o RIEAT+CIPSENDL % B4 Y, BE >2 )5
* RIKAT+CIPSENDEX W&y, WK > )5
o RIEAT+SAVETRANSLINK % By S 83, BHAREAT+RST s, BAERZ G
LHIRRER T, R+ i, MR R, PEA G4 HEX.
DHCP Dynamic Host Configuration Protocol
A E NI E L
DNS Domain Name System
4 R 5
DTIM Delivery Traffic Indication Map
JIBINS RNV )
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT k%48
HID Human Interface Device
ML s
I2C Inter-Integrated Circuit
B FL B
ICMP Intemet Control Message Protocol
PRV P 4 il 41 SR
LwIP A Lightweight TCP/IP stack
—ME R TCP/IP Hpill
LWT Last Will and Testament
R
MAC Media Access Control
MAC Hiik
mDNS Multicast Domain Name System
% 4% DNS
manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANERT EFE’J NVS. manufacturing nvs F1 776 T AT [# .ﬁﬂjﬁi}\ BT BN A IS %UEE GATTS
%&‘%‘E FEAE R . Wi-Fi BLE . UART FLESF. XHUMEGEE, BOMETE raw_data B, HAEMT
mfg_nvs.bin, BEFF| at_customize.csv FE XK E .
MSB Most Significant Bit
T A R
MTU maximum transmission unit
= IN (2 T
NVS Non-Volatile Storage
IEZ) RVEAT
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Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-C6 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

B3 0 NN RN
iR, TGS AT apd-. B, Pl PAES AT+CIPSEND %, %Kik AT fir
2 HYE Y MCU bl 21 & it o . AT i B 98t , Siliad AT fivd iR [ 45 MCU, - [ i
2Bl +IPD {5 E.
e I, NSRS TT, ESP32-C6 R, AR
WL AN L1522 Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
L PETCL % . OWE 2—Fh Wi-Fi ARifE, B PREERS ti sl Z A A8 (5 32 B ORI, A2 oAt b 5
VAR
WEZNASH YEH AR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C6 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C6 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

BAREGR Wil @R s i,
TEEMRBACE, AR REHE AT ai %, BR THREHII+++ ard. AT ayd HRER BT Y MCU
%ﬁ%ﬁ%%@‘ﬂ&i&, ReIE B ekt . AR F ] AR 20l AT Ay D e o, &1
74 MCU,
Wi-Fi BRIy, QSRIEHINTIT, ESP32-C6 fE 0% iy, S Ao (EEIE, Mo 5l
A+++ 1B &R, W IR, ESP32-C6 MRS, 2 o P [l I I IIT BT A 1, IS
A+ ++ 1B AR
WL A 11557 Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

I
I
I 1
' AT+SAVETRANSLINK=1[,..] H
I AT+RST ]

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-5 1£ 445 X))
e Passthrough Receiving Mode (:% 153545 X))
* Passthrough Mode (:% 1542 X))
e AT+CIPMODE
e AT+CIPSEND
¢ +++
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
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received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

ARG TE-5-30 R4 AR X S A AR X Z A — NI S
BB, AT AREAAEER S it (B AT aT AR R B & f o imi &, wid AT fy
A O TG IR B 25 MCU ., 8 £ A28 25 2% Transmission Mode Shift Diagram .

PBC Push Button Configuration
T E

PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIIAIE, 7E ESP-AT TAE {512 Er OPEN Al WEP PASMY) Wi-Fi IAIERLE.

PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NITEARN . ATTESIER AR (PKT) 2—4 i fh. PF. 25% . GHBCE SRR
B R, HEMIE TG 8. /B[R . A AR BT 1.
EENRESH NI EPIIAE .

PLCP Physical Layer Convergence Procedure
PLCP Wi, BI4EZ RN

PMF protected management frame
SZARIPIAE BHT

PSK Pre-shared Key
X |

PWM Pulse-Width Modulation
fkeb 5 P 9]

QoS Quality of Service
iz 55 o e

RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC HR)—ZH LG, TEARMTE AR AR BERE PR T A

SMP Security Manager Protocol
LA P

SNI Server Name Indication
i858 LS TN

SNTP Simple Network Time Protocol
{7 B[] 285 s i) P

SPI Serial Peripheral Interface
ERATAMREE

SPP Serial Port Profile
SPP #, R I #

SSL Secure Sockets Layer
SSL il RIZ2as g il

system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.

REENE AT 4 KA MCU f%dis . SRS EEH A \r\n 852, A0 RGH LU AT 4
a

TLS Transport Layer Security
TLS thil, R 22 e
URC Unsolicited Result Code
B RGN , — AL 2 MCU [ E TR [H]
UTC Coordinated Universal Time
PR AL B
UUID universally unique identifier
38— RS
WEP Wired-Equivalent Privacy
WEP fin# sk, BIA L4530
WPA Wi-Fi Protected Access
Wi-Fi {47151
WPA2 Wi-Fi Protected Access II
Wi-Fi f4p1)7 0] 1T
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WPS Wi-Fi Protected Setup
Wi-Fi [P 3
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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10.6  TAERR

XITREAATSE (RBE) G B, . SR, FPREER AR B E (B EARRTHE £ % .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

10.7 S5 =Ji R AFRIBAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

10.8 Bt

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

10.9 A 9 3 L i

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

10.10 5 WIS

AT RS A E MR, A ST

10.11 W)y oiit

5i 2RO PHABEL I U E S A R ARl RS S B RS, 7R T PRI
SR B AR S A !
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
?5 NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] 9e++

SEEEEEEEERERRR
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