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AlH5M

ﬂiﬁﬁiﬁﬂ]ﬂ?ﬁ ESP-AT @At 4. HORBEARL, WUAERAECE . DASAN R N EAGe s AT [, iDL REY
A

1.1 ESP-AT {2

YL fEfH ESP-AT Hi, G40 FIEeE 50 % 0, 06 I i 4 AR B R0

ESP-AT & SR g5 JT A (4 n] ELA% T8 MR Y T, SRR I R8s, PRI i i
ESP-AT fiy4, R DAPGHE A TCZ M4 . R =5 . SR (F A SR il S5 2 e, HAEAYE
TeLm IR BTy H IR

ESP-AT J& 5T ESP-IDF SLEL R4k LA . & ESP32-S2 BIZ/E ML, MCU fER F4l. MCU %k ik
AT fir %45 ESP32-S2 1514, 5 ESP32-S2 A PUATA M HEAE, Ik ESP32-S2 41z [l ) AT M
ESP-AT #24t 7 KEINEEAF R AT 6y2-, 1 Wi-Fi fird. TCP/IP 174, Bluetooth LE fiy4~. Bluetooth fijy

4 MQTT 4. HTTP 14, Ethernet %,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<:> BT (ESP32)

% 1: ESP-AT %

AT iy bA “AT” JHif, U Attention, DUBTI—47 (CR LF) W45, i A& Sy #f 2 iR [u] OK ok
ERROR MR, Fn M Alap S M A PATE R . HE, Il AT ey M BT, SRRAREIIT %
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frd. L, fEMH AT i, WAER b IiTsg e n, MRIE T &Kard. MR E—AamdR
WAToEEe, AR TH M, WERE busy p. .. K. HEH X AT 6 E BB AT ¢4 %

FROABLE T, MCU i UART 1432 2 ESP32-S2 #5i4H . ik AT A4 DAL AT iy, {Hi2, &)
PARRIESE SR (5 B s efE e, i HA R4z 10, 6l SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.

1.2 BoRiE™

SR A U PR BB ) SRR REF 7l . AT BRPFTT . AR WU e 4 o

W AUREHERERERECE . AT AR PR, SR RS 8 SRS

1.2.1  wf ey

TETTUG ] ESP-AT Z 1, 5 B — s G i R 2 - S B FR i = i b, A7 i IR RE To 2 )
A MEPFIRALE MM, HEBEBZITMPINE, WAk, e, WA, RoF%E. W m
PR B B B

o PR T H T DARE BT AR () AR AR I O RE AR X 5«

o BORKUAEAS T DARE B T A0 R RSB SR I REAFRE ]

o WEPFHEZLAHE S W AR DGR B Ot 25, TR . B RITT A 22 I A S R A
o

ik BORBLESS BRI LRI RE s, AR AT BORRE ). B, ESP32-C6 St LF Zighee 3.0
Ji Thread 1.3, FRBA ) AT SCPI7 S8 LR PIFTEL L.

122 AT 8RkPEJ5 Rk %!

AT BAFT7 S8 SRR WL A 4R L) AT [, n] DARE B bR SE B TC LI fE -

o WIERGEAS T ESP32-S2 5t i B4 AT {4681, WS HAT o4 &,
o UNSRARARNT LY ESP32-S2 ith B ANRIf AT [ELRE, #5535 ESP-AT B £ 5%,

NIV TR R AT [ f 20 A

Yl Tk IBE HEFR AT Bl | 35BS

ESP32-C6 | Wi-Fi 6 + BLE 5.0 v4.0.0.0

ESP32-C3 | Wi-Fi4 +BLE 5.0 v3.3.0.0

ESP32-C2 | Wi-Fi 4 (5 BLE 5.0) v3.3.0.0

ESP32 Wi-Fi 4 + BLE v4.2 (+ BT) | v3.4.0.0

ESP32-S2 | Wi-Fi4 v3.4.0.0 HEFA P LU 5 1Y) ESP32-C &R 7]

* (3 BLE 5.0) Fn AT BIFJ7 R SRR T ThaE, (BAARY IO R B 85 D RE
* (+ BT) 8 AT B0 S P SO M T IIRE, (FAARRY R R A5 D RE .

Gik: T OB T Bk AT B, 2 BRI R T % A
sales@espressif.com, FANTRHRULE A",
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TR AT AT [S19T: ?

ESP-AT [5 {47 PAF JURH SRS, Hob T sl 4 PR 00 T AR A B SRS, SR BA12E Rt B
TR

B R REE (R5)
GitHub 1\ 1% [ 14

5B A dh B 1
BATRIFHY B I

PPRARIEE (He42) PP RATRRSIE SR KA RIE R BB OB, IR
P ANl e o A AR R, P SR P e Rl JRL I A, R T ] 3 B AR 8 OTA il 55
ST AR P T R AR e A e s T H TR, UL et B WO R AR . R E Ty
WA SR RO, 0T DARRYE A2 #k 2 07, B AN A A AL S (P A 20 ) 1 A 7 I

o HGER: ESP32-S2 AT B #

o LA

- T

L

— BREE O TAR R
o R

- HHENIK

- A HEBAA TR
« ZHEIH:

- B

- B FHRARTIES

— 5 % ESP-AT [ {4 35/ A SRR AEE i 241, 1557 ESP-AT GitHub 1 11 readme.md

GitHub [ 7F - GitHub I PF R 4 0OR AU HE% 2] GiHub I8 S AR IR EI R IR B [ 7 A1 R 2
PEAIE(E, S PRI A A 1, 3R B 5 R AR 4 1 I RSCAS A P (R AT 1 5 A1 Y 1]
P, HAPE v AT AR OTA M5 & T E 1

o PPURIE: WS H 4TI GitHub T 3R # 160 R A AT B # .
o A
— SCIPESR, HTAYRR PRI A MR S ) 4 ok
- A E BRI U, anET SDIO @i B fF . BT SPL IR &I

— PRIUE A TAER I
o B BT ARIERUAANY commit A B FECER S SE RN, WRESAE LR, HEEH
e R I

ESSBETE B SBIEE1EE UE S SR I AN B e B, 5T E R e
LT H R, AR BHORH LB OU T, 4 UART 3453 . UART GPIO % %S 51458, It
P 0] B AL T R 8% OTA IRS5 25 TR [
o KTWTBERSHON, S Hapy T3,
A
- AT EE G .
- BEPFRE . AR,
o BN FREALTAARBE R, ERRIC, ERERRA A .

FATS PR R SR T YO K el R A 5 . 52 H OBE OTA IR%5#5PASCF; OTA I
HE.

o KT AATH IR, S5 KikthiF ESP-AT 142,
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o fai: TIRE. R A SR,
o BRI E OIS HI

MR EHERENIIE, HEFET 0 R 5o & &R AR B ) 43 S2 T KRR AT B, R a2
W2 HIEE, RS T master 4337 AR AT [E{4,

1.2.3  BiH oWy

TH R E R B, s RN WO SR EETT A T AR AT o R H R0, RERSHE B b A g
e, PRAERECEANERAERE Sy, w0 F A FETTH ], RERSHE B D o RESR MM BEE , PEREDLIE, 4R
P RRCR AETTH S, e B RN E CL U, SEBL e PRI R A

RS A AT ay B0, B ST R Linux RGN TF A

13wk

AT AN HANGER AT [EF . A AT i AR AT Wi B 75 SR DA BB 7 2 1) ]
.

ARSI AT FEF SR A, 8 RBHEGE R AR, PR 7T S5 ESP-AT Bl 1+ £ 5t
SR AEEAE ] AT BOAE ), ATASH 4o T B AT 3% 2 & e SCRY SR

1.3.1  wfkdEsS

2 1: ESP-AT L r i i

it IhgE

ESP32-S2 FF &R MAL

USB %djs2k (%45 ESP32-S2 ¥ & Afll PC) A SR

PC FHL, R T 2R AL

USB ¥ili4k (i3 PC il USB %% UART H: [ #ibk ) kil AT 4. B AT i Wy g s 42
USB #% UART H 50 30 USB 5 5-Al TTL [5 5

Ik (3%$: USB 4 UART B [IAFLH N ESP32-S2 & M) | K1k AT fnd. 2k AT m i e 4%

ViR
;
)

eI

o IR 4 HEALFREL 42 ESP32-S2 JF & ARFN USB %5 UART 5 A, {H A0SR G F 43 358
Uigg, W 2 RFEIFLER: TX/RX Bin],

o WGP E ESP32-S2 BL4H, AN ZTT &M, Wi UART Besgh), #8752 H UART 4
JH (2% https://www.espressif.com/sites/default/files/documentation/esp32-s2_datasheet_cn.pdf > &7

WA ) , T Strapping B (Z% https://www.espressif.com/sites/default/files/documentation/
esp32-s2_datasheet_cn.pdf > 5 Strapping &), i3 $ 1 Strapping 4 AL F-1E A 8RR,

1.3.2 ESP32-S2 %1
ESP32-S2 R JI| 48 1) /& N B ESP32-S2 ith Fy WAL 41/9F & M, il f1: ESP32S2 MINI & %1% 7. ESP32S2
WROOM Z 5154 .

ESP32-S2 AT R I~ UART #% 11 : UARTO J T R A  H &, UARTL T &% AT i 1L
AT W[, BRIATE LT, UARTO Al UART1 (] 115200 PRI T -
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Kl 2: ESP-AT il {s{ A {34 R B ]

7 2: ESP32-S2 ARFH {1348 ) 7 i

IfigE ESP32-S2 FF A tR/IREE R HEZEEH
M ET
TR L UARTO bc
« GPIO44 (RX) . TX
« GPIO43 (TX) « RX
AT Gr T 2
Ay MBI UART1 USB %: UART 3 [1 it
« GPIO21 (RX) . TX
« GPIOI7 (TX) « RX
« GPIO20 (CTS) « RTS
« GPIOI9 (RTS) « CTS

BEWI 1: ESP32-S2 I A Al PC 2[RI I HE 12 © A A ESP32-S2 Ikt b, BT (] USB Kb 2k
HERTT S AR AN PC HIH

BEW] 20 CTS/RTS & A TE SRS (4= DI REIS 4 5184
PR S EARET ESP32-S2 B IEATIER:, IS0 MBI BRI A5

14 p#idRT

AR A ESP32-S2-MINL B4 B, A4 4n{al 2k ESP32-S2-MINI BEAIXF LY AT [E {4, PAS Qg5 ]
PhpER BB E, HE ESP32-S2 RIBIAE n] S5 A S0 .

TEABSE AT B2 BT, RS T IEMIER TR, BARA 2% ik,
TR RSIEAL, AT BOAFECEI SR e A e . BRTSHESP-AT Bl # 257
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ESP board

Download/Log output

USB to serial converter ESP board USB to serial converter
R ——TX
TX — — RX
=] ) cTS RTS
AT command/response RTS - CT5

P 3: ESP32-S2 R AN F %R K

1.4.1 pF#k AT S

W DA A R AT [E R 3% PC:
o FIHEAT B #
o IRENBBLLAL TR (1) AT ¢
o AN BRI T R 3

AL, FRATTFE T ESP32-S2-MINI X} W [f) ESP32-S2-MINI-AT-V3.4.0.0 &, %EM0 H FL5H &
Hrp&A bin ST, HE ESP32-S2 R YIBILH [{:17) H st 4544 & bin SCAH AT SE AR 44

— at_customize.bin /] Z R A KK

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT B & X bin X #

F— mfg_nvs.csv // BFFONVS 4K B 4 HE
| L— mfg_nvs.bin // &F NVS 4K bin X #
— download.config /] R EE M S K
— esp-at.bin // AT KA EH

|— esp-at.elf

I— esp—at.map

— factory /] BEFEHRFNAMTE bin XH
| L— factory_XXX.bin

— flasher_args.json // TERBHEEFHER

— ota_data_initial.bin // ota data X A7 4 &

— partition_table /] — R A KA FK

| L— partition-table.bin

L— sdkconfig // AT BN EFERE

Hr, download.config W& FEREMNHISE:

—-—flash_mode dio —--flash_freqg 80m --flash_size 4MB
0x1000 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0x10000 ota_data_initial.bin

0x20000 at_customize.bin

Q)
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0x21000 customized_partitions/mfg_nvs.bin
0x100000 esp-at.bin

-—flash_mode dio IR M) flash dio BT T4%

——flash_freq 80m {UF I E (4K H # flash A% 4 80 MHz;

——flash_size 4MB {UF I EA5E Y flash f%/N A 4 MB;

0x10000 ota_data_initial.bin fUFFE 0x10000 Hhkkss ota_data_initial.bin 3¢
G

142 Bk AT WIfF5
TR G B RGN LR s -

Windows

TFURBERZ AT, 5 T3k Flash THETH. WEA X Flash PR TRING, HSHEFIMH doc K.

* $T9F Flash £ T.H;

o PG RAL; (BbAb, FA1ER EsP32-52.)

o WRPEER TR R TR (e, F’A1%HE develop, )
o WRIEEHTRER—F Rz 0 (e, FA1%EFF vart. )

BIDOWN. — O X

ChipType: ESP32-52 “w

WorkMode: Develop e

LoadMode: YART w
OK

Pl 4: [T OE B

o X5 AT Rk R RA, PR PR eI —:
- HETFRITEEHEEE: (Bl build/factory H3 P factory_XXX.bin) % 0x0 Hh
ik 23k “DoNotChgBin™, it Fi] & [l (1) R IA L B
- PR Z A bin X RORFE AL fAE download. config U TR E, 1§ 2)/A1E
“DoNotChgBin”;

N T REGUGR SR R BRI, A TT AR R 3 ) COM i 15, FRA “COM:” "N hird1) SR vh g % i
H5 o A RATE R b 1S REGIN G162 % 8 Windows EAR b 1.

BeRSE G, i & AT B T RF R .
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[J » e » OS(C) > bin > ESP32-52-MINI-AT-V3.40.0 > factory

. W7 ESP3252 FLASH DOWNLOAD TOOL V3.9.5 — O X

SPIDownload

=R

e
®

factory MINLbin

Oo0o000o0o0o
® ® 988 8 8

SPIFlashConfig

SPI SPEED SPI MODE DetectedInfo
B DoNotChgBin a

C40MHz O QIO

LockSettings
O267MHz O QOUT
() 20MHz Obio CombineBin
©Qs80MHz (O DOUT Default
) FASTRD
L J
DownloadPanel 1
'
v
COM: =
START 5TOP ERASE COM1
BAUD: 115200 »

Bl S: R AR A A R (RETEOR)
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= [m] X
E  download.config = +
it g ) | W7 ESP3252 FLASH DOWNLOAD TOOL V2.9.5 = m} X
SPIDownload
X ootloader/bootloader.bin
0xB000 partition_table/partition-table.bin - @
0x10000 ota_data _initial.bin @
0x20000 at_customize.bin N
0x21000 customized_partitions/mfg_nvs.bin ®
0x100000 esp-at.bin =
. @
. @
@] -@
] - @
SPIFlashConfig
SPI SPEED SPI MODE DetectedInfo
:
() 40MHz [@]e]le]
LockSettings
(D 267MHz  (QOUT
) 20MHz opoio CombineBin
O80MHz (O DOUT Default
() FASTRD
v
DownloadPanel 1
IDLE -
G .
COM: v
START STOP ERASE CoM1
BAUD: 115200 -
T8, F 243 NFHF
Bl 6: TR A AR (REHoR)
Linux 2 macOS

THURHRZ AT, 8254 esptool.py.
PAT IR 7 ST, AT [BPFpeR B4

o D TEZEA bin X AR AL AL N4, ¥t PORTNAME fl download.config &
B

esptool.py —--chip auto --port PORINAME --baud 115200 --before default_reset --
—after hard_reset write_flash -z download.config

FF PORTNAME il AR T 84 D A PR, 27 TovEM & 3% 14488, 1§57 11 Linux #1 macOS
FEF.

$f download. config Bl MiZ I B ST EK.

PATF S (44857 2 ESP32-S2-MINI 4S540 iy A v 4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 40m —--flash_size 4MB 0x0 bootloader/bootloader.bin.
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin 0x1e000 at_customize.bin 0x1f000 customized_
—partitions/mfg_nvs.bin

o HIZTEITWH R B E 0x0 Hihk: AL T4, Bt PORTNAME fil FILEDIRECTORY &
B

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_
—~size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME e sl A MR V) 203 O FR, A B ICIER €% D485, 5% {E Linux il macOS
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BRI .
Ff FILEDIRECTORY Fre sl EL & i) 7= [ i SO AR, RIS OLT, XFié 2 factory/

XXX .bin,

PAR S35 B {2251 2 ESP32-S2-MINI R4 A4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-
—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—dio --flash_freq 80m --flash_size 4MB 0x0 factory/factory MINI-1.bin

BRSEG, THhE AT B TR F R .

143 A% AT [IERE A RER KD

TR AN AP BRI AT AT [/ B hesi i -

o ITHE O TH, 41 SecureCRT;
o HI BEERF T ARSI AT My /MR BE I (T LA a2 )
o JEHRE: 115200;
o BdEOL: 8:
o KuB{i7: None;
o (EIRfL: 13
* Ji¥s: None;
« A “AT+GMR” 14, If H#f7 (CR LF);

TR TR, MR OK, W2 AT [ ke s 2«

AT+GMR

AT version:3.4.0.0-dev(cad4badd - ESP32S2 - May 9 2024 08:00:07)
SDK version:v5.0.6-dirty

compile time (877c7e69) :May 10 2024 06:47:54

Bin version:v3.4.0.0-dev (MINI)

OK

W), R EEA AT 2 — KA ESP32-S2 &AL & :
Jitk1:

o ITHE T H, 41 SecureCRT;
o B EEFEHT CFEEM/MmE HE B0, BOENES R L,
o AR 115200;
o i 8
 Ki¥fii: None:
o fEEIkfL: 1
e Jifs: None;
o EERHIT M RST &, 7 HER R HEALL, WL ESP-AT [E{4:C LIEM#IHL T .
Jith 2:
o ITHWAEE IO T H, # SecureCRT;
o BRI AR T AR B HEIR “AT ap /" (e AT R E R4 HE e,
BRGS0 6 1 iE 3%
o YRR 115200;
o i 8
 KE&{: None;
RV
e Jiifs: None;
o TERIRSARIL “AT &/ N” W D4 AAT+RST fiv%, - Hi#4T (CRLF), # “ R/
HE” a0 HERTN R HEMML, WG ESP-AT IEWFE‘Z:EEE%B#‘%T

ESP32-S2 startup log:
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Chapter 1. A48/

ESP-ROM:esp32s2-rc4-20191025

Build:0ct 25 2019

rst:0x1 (POWERON) ,boot:0x8 (SPI_FAST_FLASH_BOOT)
SPIWP:0Oxee

mode:DIO, clock div:1l
load:0x3ffe6108,len:0x17d4

10ad:0x4004c000, len:0xa%c
1load:0x40050000,1len:0x3204

entry 0x4004clb8

I (21) boot: ESP-IDF v5.0.6-dirty 2nd stage bootloader

I (21) boot: compile time 06:47:54

I (21) boot: chip revision: v0.0

I (24) boot.esp32s2: SPI Speed : 80MHz

I (29) boot.esp32s2: SPI Mode : DIO

I (34) boot.esp32s2: SPI Flash Size : 4MB

I (39) boot: Enabling RNG early entropy source...

I (44) boot: Partition Table:

I (48) boot: ## Label Usage Type ST Offset Length

I (55) boot: 0 phy_init RF data 01 01 0000f000 00001000

I (62) boot: 1 otadata OTA data 01 00 00010000 00002000

I (70) boot: 2 nvs WiFi data 01 02 00012000 0000e000

I (77) boot: 3 at_customize unknown 40 00 00020000 000e0000

I (85) boot: 4 ota_0 OTA app 00 10 00100000 00180000

I (92) boot: 5 ota_l OTA app 00 11 00280000 00180000

I (100) boot: End of partition table

I (104) esp_image: segment 0: paddr=00100020 vaddr=3f000020 size=28958h (166232).
—map

I (146) esp_image: segment 1: paddr=00128980 vaddr=3ff9e02c size=00004h ( 4)
—load

I (146) esp_image: segment 2: paddr=0012898c vaddr=3ffc2f70 size=036f4h ( 14068).
—load

I (155) esp_image: segment 3: paddr=0012c088 vaddr=40022000 size=03f90h ( 16272).
—load

I (164) esp_image: segment 4: paddr=00130020 vaddr=40080020 size=d2214h (860692)._
—map

I (340) esp_image: segment 5: paddr=0020223c vaddr=40025f90 size=0cfdch ( 53212)._
—load

I (354) esp_image: segment 6: paddr=0020£220 vaddr=40070000 size=0002ch ( 44) .
—load

I (363) boot: Loaded app from partition at offset 0x100000

I (363) boot: Disabling RNG early entropy source...

at param mode: 1

AT cmd port:uartl tx:17 rx:21 cts:20 rts:19 baudrate:115200

module_name: MINI

max tx power=78, ret=0

v3.4.0.0-dev

SR T i ESP-AT TA2, 15IHELESP-AT & H 4.

WER AR 2 ST Qe (1) ESP-AT, 3 P A 2, FY B RO BURE P FANER(F, FRPGEat ik d%, TR
s OREPE A S A 2 (B AT e e, SRR FRRO B T 448 5, AT R EoRbesk AT [
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Chapter 2

AT [ilfF

2.1 RAWRIREE

FERE TR RS 0. HAT, SREERAT T AT ESP32-S2 RFIBIALAY AT {4,

e
o WSREAHE B OIS T AR AT BN, WESCFSRESP-AT B A £ 5% SCRY, %30kt
BT AN[H] ESP32-S2 AT [E{AAE LR 246 . MR BRI 25, B B\ Gag i
TE R R TS E A AT BRI .

o WIARGEAN AL AT B N pgECE, SrT DAl arpy T B B0 AT BEF2E U AT [
— M UART Be %

- {58 Wi-Fi i &
- BHEE S fe B AR E

2.1.1 RgEW

FERE R T AT [R5 AP A0 R 5 5 5 B, HE SR8 v g 4% T R ORI R S

2.1.2 ESP32-S2-MINI #%i|

* v3.4.0.0 ESP32-S2-MINI-AT-V3.4.0.0.zip (#i¥F)

2.1.3 TP AT A %A
WBHITI AT R ST TR A R AT, SR U B BAR (1 R AT L
A SR A DL R N -

o T #k ESP32-S2 AT 7 ig ) 4
o AT BEJ PR/ AT B S IRLE — i) Scf S HAE

15


https://dl.espressif.com/esp-at/firmwares/esp32s2/ESP32-S2-MINI/ESP32-S2-MINI-AT-V3.4.0.0.zip

Chapter 2. AT [E{4

ik R SRR T RS BATRE TR TR 7 BRI AR A A A, BT
VR I SO T R

2.2 AT FilfFwi4r

ESP-AT ({018 74 T D RERY —dE i SCit:

build

— at_customize.bin /) ZHaRk (APaKEk, I8 T mfg_nvs 2 K MU Ko
—~fatfs A K oy R % H i fo o B A A)

I— bootloader

| L— bootloader.bin A-E- b k&

— customized_partitions

| L— mfg_nvs.bin /) BT BRESH, SHEBENLFEREKXTH mfg_nvs.csv
— esp-at.bin // AT A E

|— factory

| L— factory_xxx.bin //

SR EHREN _H#FHXEELE, CEAURBRIAXFERBEHA A 0 B flasho

~Z B, BR#FMRE download.config X H HFERKE T A3 4 X% F 2 flash.
N ST I R I L

— partition_table

| L— partition-table.bin // — % 4K %k (A% 4 K %)

L— ota_data_initial.bin // OTA ¥ 1E 47 45 b X

Espressif Systems 16 Release v2.3.0.0-esp32¢3-906-g760e656857
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 3

AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 8 & 2% 0] IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #ifjai 25 flash Ff F1431X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

17



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b
AT %

[

’AT+RST

Wi i ¢

[ox

3.1.4 AT+GMR: #HHEMAEE

AT 4

e

A

AT+GMR

W i ¢

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.UJERRAIE R, BNIAE esp—at/components/at/1ib/ HFE F. L

B PR, TP RGT4 -

» <SDK version info>: AT ffi fi{1J3F4& SDK A EE, BEN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [ {}4: iHtHE] o
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Chapter 3. AT Ay d4E

e <Bin version>: AT [ {4 A{E 5. WAE B 7] DAYE menuconfig H1{&£ k. (python build.py
menuconfig->Component config->AT->AT firmware ver51on.)

Bl

o QRAEAEMH ESP-AT B4 A T s, iRt AT+GMR RAAME .

il

AT+GMR

AT version:2.2.0.0-dev(cadlec4d - ESP32-S2 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: #cify 25505 B 7 S Fe Wi g v 4 Be v 4 23

Wi i ¢

+CMD:<index>, <AT command name>, <support test command>, <support query command>,
—<support set command>, <support execute command>

OK

'dMﬂfzﬂw7§§

o <AT command name>: AT 42 #

+ <support test command> 0 FRATH:, 1 FTTARTE

+ <support query command>: 0 FRATFF, 1 FRTHE
» <support set command>: 0 FR AL, 1 FRIHF

» <support execute command>: 0 TR AT, 1 FoRTH

3.1.6 AT+GSLP: jjt A Deep-sleep Bix;

B A

P

§>

TR

AT+GSLP=<time>

W i :

<time>

OK
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Chapter 3. AT Ay d4E

BH

* <time>: 4Tk A Deep-sleep HHC, Hf: ZFD,

MRS, RSN AR o
- 0 FRZHIE /S

— #r K Deep-sleep <22 28.8 K (2311 ZF#b).

(]

BOEN R 5, Boa F SR, 6 TR R

© HTAMRINERRE I, P sk A Deep-sleep B9 Frif & HHIBIHC 2 A S AFAEZE S

3.1.7 ATE: JFREOCH AT 1 Dy
AT

Do
ﬂﬂ4>°

’ATEO

14

’ATEl

W i <

S

* ATEO: XA [A] &
« ATEL: FFJ3[E 5

3.1.8 AT+RESTORE: k) 8
Parn %

A

’AT+RESTORE

W

’%

st

ﬁ@éﬁ%@ﬁﬁ%ﬁﬂmmm%ﬁ HIRE NERNSHL

o IBITIAM S S EIHIRAS .
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Chapter 3. AT Ay d4E

3.1.9 AT+SAVETRANSLINK: ¥ ¥l Wi-Fi/Bluetooth LE i# {4 i {5 5

o % B Lk N TCP/SSL % 15 45 X 4% 8.
o % E FF AL UDP i 124X 12 8.

BEELIFBLEA TCP/SSL {4 BEA15 B

é> O A

yL A
Ve (O

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>[,<"type">, <keep_alive>]

W i :

[ox

e <mode>:
- 0: X4 BSP32-S2 [ ALk A Wi-Fi if £ 42X,
— 1: P2 ESP32-S2 ik A Wi-Fi if £ 412 X,
o <” remote host” >: F{FHEBE, Fonimi IPv4 Huik. IPve Hutik, =idak4s. &k 64 5.
e <remote port>: Tiifii [ {E
o < type” >: FFESE, FRfEiIEEL:” TCP”,” TCPv6”,” SSL”, BY “SSLv6”, BRiA{EH:” TCP”
o <keep_alive>: Pl B £3:5 1 SO_KEEPALIVE &3 (&% : SO_KEEPALIVE N47), Bfii: b,

e JEE: [0,7200].
— 0: ZEf] keep-alive ZhFE; (EBRIN)
— 1~7200: J})3 keep-alive ZiE. TCP_KEEPIDLE {§} <keep_alive>, TCP_KEEPINTVL {H -}
1, TCP_KEEPCNT {4 % 3.
o KA <keep_alive> B HAT+CIPTCPOPT 4] <keep_alive> ZHAHE, H41H
H G B E R A E o WIRBI TR S AN K E <keep_alive> 2%k, MIBAMEH LU BLE HI(E .

Bl
o AULENF Wi-Fi JPHLE AR X G RRIAE NVS X, 28 <mode> 2y 1, FRERABIEAL #
X TEBE

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:075",8080, "SSLv6

BEEIFHLIEA UDP & B B

B g

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W i <

[ox
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Chapter 3. AT Ay d4E

BH

e <mode>:
— 0: P4 ESP32-S2 bHi#k A Wi-Fi i 1% 45,
— 1: FF)3 ESP32-S2 _EHi ik A Wi-Fi i 542X,
e <” remote host” >: FFERSH, Fonwmiyg IPv4 ik, IPve #ihk, siisiss . &K K 64 F37,
 <remote port>: G [1{H
o <7 type” >: FRHRSE, FRfEHZAL:” UDP” o “UDPv6”, ZRIA{H:” TCP”
* [<local port>]: FFHLi#E A UDP &4k, i A<t 1

Pyi]
o ARENF Wi-Fi FFHLE 32X G EARAFAE NVS X, #5550 <mode> 1, NR EH A AEE
X TFEEE.

o QUAREAEELT IPv6 247857 —> UDP &4, HPATRA N EAE:
- TR AP SZ#; IPv6
- BEAT+CIPV6=1
— Wt AT+CWIAP 43R ELE]—4 TPv6 Hithl:
— (H\[%k) WiFAT+CIPSTA? £y 4K 48 ESP32-S2 245 4K B E IPv6 bk

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UubP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve6", 1005

3.1.10 AT+TRANSINTVL: %% R o8 & 2% RIS
R s

O e
iy

AT+TRANSINTVL?

W i <

+TRANSINTVL:<interval>

OK

)E’J

CELN A

s

’ AT+TRANSINTVL=<interval>

* <interval>: ¥ffEjcifMIfg. Bf7: 2. BIAE: 20. JEH: [0,1000],
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e

o BT, 24 ESP32-S2 I\ UART #2425 e, AR s ) BER 45T 2920 795, 4idls
SOLRIR JEE 2920 “FAT—AIERIEFT K, NS5 <interval> ZRPuiEFERpll s i % K
TAET 2920 “FAY AR R -

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> fR/INGF, ATVAREAR [ PO A A B A RE I, (B S 0 PSR K5 i 4 45 e i 14
WHL, — R T A RE

2N

/) R BB BKE R R
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

AT+UART_CUR?

W i <

+UART_CUR:<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

OK

v e
ST A

R

/7,’\

=

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
— ESP32-S2 45 SCRFEEIN 80 ~ 5000000
* <databits>: HHE{7
- 5 5 bit Kl
~ 6 6 bit KR
— 7: 7 bit Fidfa{
— 8: 8 bit Fdla (v
* <stopbits>: {5}
— 1+ 1bit 31k
- 2: 1.5bit fE 111
—~ 31 2bit IR
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AMlREHEE
- 1: {¥ifg RTS
_2: ffifE CTS
- 3: [AHH#TRE RTS I CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
tifn 4

e

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

ke

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

o <baudrate>: UART %R

— ESP32-S2 #4534k 80 ~ 5000000
o <databits>: (v

— 5: 5 bit HEAL

- 6: 6 bit FEAL

— 7: 7 bit FEAL

— 8: 8 bit K
o <stopbits>: 15[ {V/

— 1: 1bit 2147

- 2: 1.5bit fg k17
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— 3: 2bit {2 -7
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: Afifgimis
- 1: {#igg RTS
- 2: fififg CTS
~ 3: [FIWH{iAE RTS Fl CTS

BEW]
o BUE S UCRORAFAE NVS 70X, 43 B B LM IR A 2L

o {1 9 45 2h R T O R A 19 CTS/RTS 4 M, 1% 7% W2 #+ £ 4% Ml components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF-115200,8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

"ﬂ4>°

’ AT+SLEEP=<sleep mode>

Wi 3% ¢

’OK

BH

* <sleep mode>:
- 0: ZEHIREARAI
— 1: Modem-sleep #={;
« BA Wi-Fi 3
- SPPRBLHCRRYE AP ) DTIM & ) X
+ H1 BLE #i=X
- £ BLE 78R8T, ST HeREAR )4 18] B e 15 ¢ 1A
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- 7F BLE 28T, SHSIHCREAR H 2422 [a] B 2 1 9% 1A
— 2: Light-sleep #z
« IG5 Wi-Fi fHiR
- CPU K H Bk AREAR , SFPATAREHORE: 5 P4
+ B Wi-Fi #512{
- CPU ¥ H shik ABERR , SHA U RARIEAT+CWIAP 54X B listen interval
SR 5 A
+ A Bluetooth Fz;
- 7€ Bluetooth | &7, CPU ¥t H ik ABENR, SHIBHtRRAR I 15 ] B i 19 5¢ P4
- £ Bluetooth 7278, CPU K HaiE AREHR, bt R AR 212 ) b i 11 5% P4
+ Wi-Fi A1 Bluetooth FE{FAFFL
- CPU ¥fH 3 iiF/\ﬁﬁﬂE o SFPABASTHRORR AR H 5 AR O A
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fHER
- BPIEIHOR AR IEAT+CWIAP fin 2% E Y listen interval ZHUE M KM
+ B4 BLE 5z
- £ BLE JHEAS T, SPAURTHORE AR 4 5] B o 151 2 A
- 7E BLE ST, SHSIHCREAR S 2422 [R) B 2 1 5% 1A

Bl

o A HERIRAX S, Bluetooth LE RAT ARG #I 4Rk . 24 Bluetooth LE #JUA L5, AT PAZE F A AR AR
Ko

* Modem-sleep f5xC il Light-sleep #5:X3 1] PAE Wi-Fi #0835 BLE #5:0 FE, (HAE Wi-Fi fz0F
XA HBBTE station BN iKE

o X Light-sleep #ixXHT, BWIRHTEITAT+SLEEPWKCFG 6y A BE B I MR BEyE , 75 WSR3 4
B EH AT REIRR S

* X Light-sleep 83X J5 , 4154 Light-sleep M A5 (44 AN 2 0], 145K B 2hE A BEIRAR L, 24 Light-sleep
W TR 2K 6 JE I, 152 RE B Bl A R HRAS K o e i

 XfF BLE #i:X N #Y Light-sleep #5538, F FrnZiinfff 4% 32KHz 4%, 750, Light-sleep #3023 PA
Modem-sleep = T AE.

o AT+SLEEP £ 75013552 S0k Sleep AT 7151 .

2N

AT+SLEEP=0

3.1.14 AT+SYSRAM: iy Y fij sl e i as Rl Mg /DA ]
i) 4

LT

AT+SYSRAM?

Wi i <

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

e <remaining RAM size>: Y[ GxHEZS[A], BA7: byte
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« <minimum heap size>: ZFTHATR/DESS[E], B byte. 24 <minimum heap size> /INTE{IE
T T 10 KB B}, ESP32-S2 () Wi-Fi FURIIFEW A T BE T BB 232550

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: #ify/it s 251 s a1
HihR A

ik
E Y H RGN E RS

mlé>:

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

BE A

&

i
WERAGIURNMEE . CRETREE IS E M AT JHE, 8 AT+SYSMSGFILTER fi5 %
A

’AT+SYSMSG:<state>

Wi b
[ox
BY
* <state>:
— Bit0: jB} Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2744 Bl R = &,
* 0 AFTE]
© FTEJ +QUITT
- Bltl $f§ﬁj‘%ﬂ_‘1ﬁhu\§§£
+ 00 {7 BB R 5 B, i XX, CONNECT
« 10 ff R4 IR /8 {5 B, 1 +LINK_CONN:status_type, link_id, ip_type,
terminal _type, remote_ip, remote_port, local_port
- Bit2: EBRRESERER, @ T Wi-Fi i 4:X,. Bluetooth LE SPP J Bluetooth SPP
+ 00 ATHHREE
1: 24 Wi-Fi, socket, Bluetooth LE B{ Bluetooth JR7S & A B 280, FTEIFE /R EE,, 10:
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— "CONNECT\r\n" = PL "+LINK_CONN:" FF L @i T &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

— "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

- "4+ETH_DISCONNECTED\r\n"

- Db "+ETH_GOT_IP:" F %k # %ze-ﬂé B

- PL "+STA_CONNECTED:" F L #
- PA "+STA_DISCONNECTED:" %}é’]%f\% 1<
- PL "+DIST_STA_IP:" FME T E

~ DL "+BLECONN:" FFk #y F fF &

- PL "+BLEDISCONN:" JF k@i 7 fF K

ﬁﬁn‘
e[
—S
mny
g

]

o #AT+SYSSTORE=1, P& SURHIRIFAE NVS 231X,

o FiEBIt0 Ky 1, B Wi-Fi if X B8 +QUITT,

o« % Bitl K 1, ¥ £ ¥ WAT+CIPSTART FIAT+CIPSERVER iy 4, % % ¥ # /&
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” ERTIZ
2 “XX,CONNECT”,

Bl

/) BH wi-Fi BEBRANATHRT FEA
/) EEWRTHFARET R
/) EBERSAXEAXBATAREEL

AT+SYSMSG=2

%\7\\

B

/] HEHE KX T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsZEH R4 8 0kE
A i fir &

e
E TR W EYSSuR/ bk ey

[k

AT+SYSMSGFILTER?

Wi i ¢

+SYSMSGFILTER: <enable>

OK
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N

A

Dy
F’Fﬁj Fﬁ%ébfﬁzu\ }:E

O e
iy

’ AT+SYSMSGFILTER=<enable>

o] 7 <
[ox

S

¢ <enable>:
-0 BHARGHEELE. REBIME. 25, REHEASER BN IERTE.
D EHARGHEEMAIE. TFEE, REH BIE N R UTE E R EdE S8 AT gk, MCU
TAWﬂ M AR E N F B VTR EEdE, & FEAEEAE MCU.

e

o W5l AT+SYSMSGFILTERCFG iy 4 E AR iEds , Rl A a4 a8 el 8t 24000 Bt g,
SRS MRS 4 ) R GE T E L

o TR AT+SYSMSGFILTER=1 1%, WG B RS SIS E L EE I, Bk AT IR
TH R T .
o TEHENEEAEX B, AU FHAT+SYSMSGFILTER=0 4, 25 R4 Bt g,
o GIARRET AT TR WRIFA, WM AT APIs S8 AT 64 1R &% .

// JREW AT A4 BB KE. BHE LS W AT+HSYSMSGFILTER.
ARk, RAEHRFEW AL %E MCU (AT+USERWKMCUCFG # 4 X H B MCU % B I ) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ BEHAES RN AT A O BB L E. HIE S Y AT+SYSMSGFILTER.
A (WEEH) , XEHEWN AL % E MCU (ATHUSERWKMCUCFG 4 4 % & B MCUL
B E) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B EE MCU HE M AT # 4 O W I A% . KA LS4 AT+SYSMSGFILTER.
A, ABEHE S B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ B A K % B MCU y]ﬁtfﬂkﬁﬁ]% aﬁ AT @4 O W HELRE. KE LW AT+HSYSMSGFILTER.
AT (WEEA) , A2 HKEM 2% B MCU (AT+USERWKMCUCFG # 4 % B B MCU_
B E) .

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);

Bl GRS ZGE iR,

3.1.17 AT+SYSMSGFILTERCFG: #ify/fitE R0 6l ie s

o HamidiE R
hd ;%r/\ﬁﬁ'ﬁl\/v 5
o ¥Whe—A e R
° 7%”‘? "/\ f/@

B 3 28

Espressif Systems 29 Release v2.3.0.0-esp32¢3-906-g760e656857
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 3. AT Ay d4E

n

=

it i

s%

iy A

s

O A .
"ﬂ/?\‘

AT+SYSMSGFILTERCEG?

Wi i ¢

+SYSMSGFILTERCEFG: <index>, "<head_regexp>","<tail regexp>"

OK

o <index>: JIPERMIRT].
e <” head_regexp” >: SLERIENFEER.
e <” tail_regexp” >: REIIENFEERK.

WERAT L DB 2

peEmY mA

’AT+SYSMSGFILTERCFG:<OperatOr>

W

[ox

S

¢ <operator>:

- 0: JEBRFTA L uES . WG, AT DARER— L B B o S TR

il

/) T OPT R LR B

AT+SYSMSGFILTERCFG=0

Bm—A L 2g2
B WA

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi 3% ¢

OK

>

kY Fs AT EMER IR AT fy 4 D R8s, BEE T DA A B (B SR aE ek X ofn 2 3 IE
MFEE), Y AT W F AR JF AT <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
MRk TE B AL T

AR IR )2k e R R AL I 2R s N I s SR
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’ ERROR

LB BV B vea Vet -3 Gyl v e N SR 1P /5790 %I IS A T

s <operator>:
= 1t BEIM—AN g . — i e A AL A SR gk SN R Bk ) ik =K.
* <head_regexp_len>: SLPFIEMIZRIAAXKE . M [0,64]. WERKEN O, FRZBELEBIENFRE
FLHIPLHED, [} <tail_regexp_len> AFEH 0.
o <tail_regexp_len>: EFFIEMIZRIAFAKE . JEH: [0,64]. WHRIEN O, FZNEEHIENZFRHL
HIVCHED, [AIB} <head_regexp_len> AHEH O,

o RN A Ay B B gAY, PRl AT+SYSMSGFILTER iy 45 H B8R I R G0 B g, 58
DU MRS A0 A R 500 B A HE

o IR ARIE MRk A AF A S5 POSIX HAIENIETL (BRE) .

o 9 TG A RIE & (AT A4 1 TX ) Wbl e 98, s PO M ZGA (A ~ Ik, BT
IEMIRAPA $ 4530

o HAAARGHE WIPLe_E kAR W2k 20N e W kU, REHEA S0k, digks, &
GEH B W kAL B Rs S AT adigdel, MCU AU i ARl i W ik Ve e b
Wb, IR RAE MCU,

o MERGH LR — L IER G, AR FREEITE L E R g .

. ié‘dﬁ%ﬂﬁﬂﬂ?ﬁﬁﬁi RGHEARGEA, WASK E—FMRLHEMAZREHEGE—

o, YEATPUAC.

o MTHEMERRR R, SRR ER AR g, R Rl i AT+SYSMSGFILTER=0 fiy 4%

LB WENS PR/

il

// REEE, LHEHE "WIFI CONNECTED" R AW AR &
AT+SYSMSGFILTERCFG=1,17,0

/) A4S KRE OK f1 > J§, B A\ "WIFI CONNECTED\r\n (¥ & \r\n & A 2_
/ANFH, XN ASCIT # g @y 0D OA)

/1 FFR R GE R R
AT+SYSMSGFILTER=1

VAR o

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 1 F # ¥ WIFI CONNECTED % % W Bl &

PEARPI S % Z il AatiEr ).

MHER—A~ 3L DB %S

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢
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OK

>

iR F R AT S UHER I AT v DR, BUIRHE] DAk ABE (B S ar 2k =R B HB 1k
MZEAR), 24 AT 23 MEHR K JF 53] <head_regexp_len> + <tail_regexp_len> J5, #FTIE

kA e AR -
AR I Rk e A 2 I s e B e R, AR ] -

’ERROR

B SRV B visea Vet -3 G v 1 R S| 50 st 7 00 I IS A T

[ox

* <operator>:

- 20 MR adugdE

» <head_regexp_len>: 3 IE N SR K ., 5 - [0,64], TR EHO, N <tail_regexp_len>

AERN 0.

o <tail_regexp_len>: FEIFIFENFEAXKE . L [0,64], WHEIEE N0, N <head_regexp_len>

NEEH 0,

Bl

TR MM e 0 2 s I A 0 AL D o

il

/7 M R g o R B
AT+SYSMSGFILTERCFG=2,17, 0

o/ANF ¥, %t B ASCII A ¥ fy 0D OA)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 4 & &

/] %f& 4 RE OK A > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.

3.1.18 AT+SYSFLASH: #ifyukif 5 flash JIj J1531X
i A

ik
i flash F P43 X

Py
A

AT+SYSFLASH?

W

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK
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Ve a4
fie:
B 5. R fash J P
s

AT+SYSFLASH=<operation>, <partition>, <offset>, <length>

W

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #fRp X

- 10 HpX

- 2: {4
 <partition>: X4k
o <offset>: mfsibhl
o <length>: i K&
* <type>: JJF4rIXEA
* <subtype>: 4 IX1RAY
o <addr>: J] X HihE
o <size>: I KAK/N

o [ A A5 keck at_customize.bin, FH4EE IS H 4T i 2 Lo R,

o BEERAIXHE, THSEEEERRIZ E AR X XA DA <of fset> fil <length> ZHCR5EN. B
W, 4 AT+SYSFLASH=0, "mfg_nvs" A[#ERIEEA “mfg_nvs” X,

o XTH XM L 5% ESP-IDF 4r X 3.

* ¥4 <operator> Nwrite B}, RGBS IEIEMITRE >, W DU A S WEdE, 3
PRKEN S <length> —F(.

o G XHI, EEERIZT X,

o QISR EAEE L mfg_nvs Sy XA R E, T AT+SYSMFG 14 (NVS H B EXT5AE ) . ansk
EARB A mfg_nvs 43X, 5 FJAT+SYSFLASH % (7 X#AE) .

il

/1 BB EA "mfg_nvs" oK
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" SR EHHA 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs Jf] J143 [X
iy 4

ig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 (] (namespace)
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[

AT+SYSMFG?

W

+SYSMFG: <"namespace">

OK

BBk fir #4248 I e BE YD

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">] ‘

Wi i ¢

[ox |

¢ <operation>:
- 0 PEBRERE
- 10 RERAE
- 21 B AHAE
* <” namespace”’ >: 44 ZS[H],
o < key” >: EHE, siFRCNEE. X4 <"key"> BB, S <"namespace"> WA IYEENT; &
M H BB A FTHEE R <"key "> [UER(EXT

il
o THICPIEE AED AT (NVS), T4 2s(a] . BERT AR

il

// W client_cert A XMW AMMEN (W: ERBRANE 0 EE 1
—~EF P RIEF)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # #& Z i A M client_cert.0 #EX (H: BRBIAWE o
CEEP RS

AT+SYSMFG=0, "client_cert", "client_cert.0"

DA 428 T e BV X
é\

B WA

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>,<length>]

Wi i ¢
Y <"namespace"> PAKZ GEEEA BT, 1&[H

+SYSMFG:<"namespace">

OK
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Y <"key"> NRZFSHERAE N, &M

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMEOL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: PEEREAE
- 1t SRHfE
- 20 HGABAE
e <” namespace” >: 44 a3[A,
o <" key” >: FHE, SiFRMEE.
o <offset>: F{EA M.
» <length>: {HWKE.
o <type>: FEHAYAAL.
- 1: u8
i8
ul6
16
u32
32
string
: binary

o <value>: SH{EAIEHN.

|
0NN L kW

B
o THICPIEE RS AT (NVS), T4 2s(a] . BERT AR

il

/) EBYM AW AL R
AT+SYSMFG=1

// E B client_cert ® & X 0 WA W £ 4#

AT+SYSMFG=1, "client_cert"

// #E B client_cert # % Z [l W # client_cert.0 F# W&
AT+SYSMFG=1, "client_cert", "client_cert.0"

// LBl client_cert @ % X A W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_
e
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 425 ] A 5 A BEFDO

)E’J

Tg
A frd

=l
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’ AT+SYSMFG=<operation>, <"namespace">,<"key">, <type>, <value>

Wi % ¢

[ox

S

¢ <operation>:
- 0 HEPRERAE
- 1t SRR
- 2: B A#AE
* <” namespace” >: fiy4%3[H.,
o <” key” >: B, siFROME.
o <type>: F{HIGAA,
- 1: u8
-2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: S <type> A, WILSEE ORI :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CERMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT EHES IR TR, BERTEn] DU A B, 24 AT £ 80 1 B0 K R R 5
<value> Ji, WIS7R[) a4 250 P E A SEEXT .

I
NN R W

Bl

o WHSCREE RS A (NVS), T f#ar a2, BEX IS .

* BN, GIEH TR a2 2 A SR (NVS ARG 2 A SRR RERT ) -

o WEREARME K mfg_nvs 7 APt SR E R, T AT +SYSMFG fip4 (NVS HEg B0 o J2R
GBAEECEA mfg_nvs 2} X, G HAT+SYSFLASH fir % (73X #AF)

il

// 1 client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : E#H client_cert.
SREEEAWE 0 BEPFHIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// B ORE > F, A 1164 FH WL $ T H

3.1.20 AT+RFPOWER: #ify/i% ¥ RF TX Power
i A

Yrtig:
7rifi] RF TX Power

Py
A

AT+RFPOWER?

W i <
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+RFPOWER:<wifi_power>
OK

BeE A

’AT+RFPOWER:<wifi7power>

o <wifi_power>: {3} 0.25dBm, i %E’J%ﬁzﬁﬁ 78, MISZFRMY RE Power B4 78 * 0.25 dBm
=19.5dBm. [i® 50154 AT+RFPOWER? fiyd Eﬁm}\%ﬁﬁ’] RF Power 1f .
— ESP32-S2 45 B 5 Bl A [40,84]:

BEE | EBE R E SEfr dBm
[40,78] | < REH> | <HEH> | <&EH>*025
[79.84] | <&EH> | 78 19.5

3.1.21 il

o M Wi-Fi KB RFIEEIL}, AT+RFPOWER iy 2 Toik % B/A0 ] Wi-Fi 1) RF TX Power., 34 Bluetooth
LE K454}, AT+RFPOWER iy Joyk ik B/251A] Bluetooth LE H{ RF TX Power,

* B T RF TX Power 4+ b AN [H W) 58 4, W D> FRIAAE S 2 X MM HCHEE B,
B DA L esp_wifi_get_max_tx_power = i) F| ) wifi_power I {H B fE 5
esp_wifi_set_max_tx_power WEMMEAEES, HASHIREK.

o A <ble_scan_power> £l <ble_conn_power> - Z50{H % B N5 <ble_adv_power> ZEUFH [F] 1HE
BN, XDSEG 2 E S E N5 <ble_adv_power> [ [H{H -

3.1.22 AT+SYSROLLBACK: [HI7&ESICLin s 1

Bl

o RSN OTA J1g, RS — OTA 43 KXyl

Espressif Systems 37 Release v2.3.0.0-esp32c3-906-g760e656857
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 3. AT Ay d4E

3.1.23 AT+SYSTIMESTAMP: #5if)/¥% A Hisif ] ik
iy A

i
A ) 7 L P )

s

AT+SYSTIMESTAMP?

W

+SYSTIMESTAMP: <Unix_timestamp>
OK

)E’J

CHLN A

ik
BCEAMIS AR, 24 SNTP WRIERS, K52 (A2 505

[

’AT+SYSTIMESTAMP:<UniX_timeStamp>

W i <

[ox

S

o <Unix-timestamp>: Unix f[a]#;, BAf7: 0.

2N

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.24 AT+SYSLOG: PP HkZE AT i Crddn
A A

ik

i) AT SRR 275 2 T

e

AT+SYSLOG?

W i :

+SYSLOG: <status>

OK
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EmA

&F

i
SRS AT AR

O e
iy

’AT+SYSLOG:<status>

Wi i :

[ox

S8
o <status>: FHRASHE RS

- 0: 3
SREl i

il

// B AT #EREIE R
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// #ER AT HiRREGRT
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR

AT FR AT R —A> 32 fi -/ BRI, & SCanF

ESl FRE

il

bit32 ~ bit24 | bit23 ~ bitl6

bitl5 ~ bit0

« category: [HE{H 0x01
« subcategory: 4HiRASHY
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=y il %ﬁ = K | WA
fig
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 f5Ler
ESP_AT_SUB_NO_TERMINATOR 0x02 FRFIZERG (UL “m” ZER)
ESP_AT_SUB_NO_AT 0x03 FIRARIG AT (5 AT AL at. AUER
aT)

ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 S NI
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 SRR AU
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 e e NI
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 (TS el
ESP_AT_SUB_UNSUPPORT_CMD 0x09 VSZ 3 L
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A L
ESP_AT_SUB_CMD_PROCESSING 0x0B THEDAT L —Zfn %
ESP_AT_SUB_CMD_OP_ERROR 0x0C PN Y (T

* extension: HiRYIR(GE, AR TFREGARPY RAEGE, #1%#H W components/at/
include/esp_at.h,

BN, 5% ERR CODE:0x01090000 F/R “RZHZMmL7.

3.1.25 AT+SLEEPWKCFG: V¥ Light-sleep Wi/t i fle i GPIO

=

=

A

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
- 0: {REABCE, BASLEF
- 1 {REARCE, BASEF
— 2: GPIO Mafig
* <paraml>:
— YEREEE A E BTSN, ZSEEOREIRR ], AL 2R
- Mgk GPIO B, %Z4(3R GPIO 1

e <param22>:
— MUY GPIO B, %M R
- 0 {LiF
SR T
il

// GPIOL12 & % A% ® F B} % B2
AT+SLEEPWKCFG=2,12, 0
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3.1.26 AT+SYSSTORE:

iy

i
i) AT SRR

s

BEE S HAEX

AT+SYSSTORE?

L)V

+SYSSTORE: <store_mode>

o <store_mode>: ZEIEERIR
- 0: WAHEAA flash

- 1: MAHEFA flash (BRA)

Bl

o R NP B, APmEiaS, FOyEa< 82N RAM Fif .

N RN

MDA iy 2

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIJAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
AT+CIPDNS
AT+CIPSSLCCONF
AT+CIPRECONNINTV
AT+CIPTCPOPT
AT+CWDHCPS
AT+CWDHCP
AT+CWSTAPROTO
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e AT+CWAPPROTO
« AT+CWJEAP

il

AT+SYSSTORE=0
AT+CWMODE=1 // F # A\ flash
AT+CWJAP="test","1234567890" // F 7 A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A\ flash
AT+CWJAP="test", "1234567890" // # A\ flash

3.1.27 AT+SYSREG: 5% (f8s

WA

-t

=

A

AT+SYSREG=<direct>, <address> [, <write value>]

W )i :

+SYSREG:<read value> // RNEH TR 545 £
OK

S

o <direct>: BN EZIEA

- 0: LA

- 1 B4
¢ <address>: (uint32) FFffgniit, FHHFESFHH XD (BARSE T
o <write value>: (uint32) 5 AfH, & T 5 S1Eesmt

Bl
o AT A&l , DT Af DR A 2 A e L AT 2%

32 Wi-Fi AT @445

o B

o AT+CWINIT : #IUEACEHE Wi-Fi IRSIE T

o AT+CWMODE: Zifi)/i% 8 Wi-Fi 23, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: #5it] Wi-Fi JRZESH Wi-Fi {5 8,

o AT+CWJAP: %3: AP

o AT+CWRECONNCFG: #5if]/i%'% Wi-Fi %0 %

o AT+CWLAPOPT: ‘& AT+CWLAP xS H14iss By @k
o AT+CWLAP: 545wl Fi Y AP

o AT+CWQAP: WiTF5 AP [

o AT+CWSAP: Tit'® ESP32-S2 SoftAP %)

o AT+CWLIF: Zxif)i%E$#:%) ESP32-S2 SoftAP |1 station {5 5,
o AT+CWOQIF: WiJF station 55 ESP32-S2 SoftAP )i
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o AT+CWDHCP: )= Fi/%5 Fl DHCP

o AT+CWDHCPS: %)/ & ESP32-S2 SoftAP DHCP 43fit () IPv4 Hbtik 7
s AT+CWAUTOCONN: FHL 2T HEh%ER: AP

o AT+CWAPPROTO: #¥ifi]/ 1% 5 SoftAP i 802.11 b/g/n Fpsl bR
o AT+CWSTAPROTO: ' Station izl 802.11 b/g/n Hpsl A5

o AT+CIPSTAMAC: #5if/15 % ESP32-S2 Station [} MAC #fihl:

o AT+CIPAPMAC: 51/ & ESP32-S2 SoftAP ft) MAC Hiifil:

o AT+CIPSTA: Z5ifi)/i%'E ESP32-S2 Station [ IP Hutil:

o AT+CIPAP: Z¥ifi)/ i & ESP32-S2 SoftAP [ IP il

o AT+CWSTARTSMART : T = SmartConfig

o AT+CWSTOPSMART : {2} SmartConfig

o AT+WPS: %8 WPS IhfiE

o AT+CWIEAP: 53 WPA2 L AP

o AT+CWHOSTNAME : %51/ & ESP32-S2 Station [ #1445 i

o AT+CWCOUNTRY : #5if)/ 'S Wi-Fi [H 55

321 #7ivrdd

WY BOAMW AT [ SRR R BRAT+CWIEAP Z SN T AT fin%. AR TR 28 ek ESP32-S2 ¥R
INHFI TS, 5 BAT4 % ESP-AT T4z, YESR TP IS LA ks (FRBuiEasryy, MR H
W) -
» G EAP 5% (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support
o ] WPS 14 (AT+WPS): Component config->AT->AT WPS command support
o 1] smartconfig iy % (AT+CWSTARTSMART ., AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support
« SEPTA Wi-Fi 4 ORHER . —BESH, i Wi-Fi UG CA ERThEeRs Tok i, TR aAT3E

PLIX 2 AT 54 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: @)L/ Wi-Fi SRE) R
Ay

Lyt :
#if] ESP32-S2 S5t #5 1) Wi-Fi IR

AT+CWINIT?

W i <

+CWINIT:<init>

OK

B

itk
WAL s BE ESP32-S2 % %10 Wi-Fi URSIFE Y

.
"Il/?\‘
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’AT+CWINIT:<init>

W] )b
E
e <init>:
- 0: J5H Wi-Fi IRZhFLF
— 1: ¥tE 1k Wi-Fi SRR (BRA(E)
i

o AUEARAFE flash, FFJE R AEOAE 1.
o L RAM BHEA RIS, A Wi-Fi i9RTEE T, o AR st -5 B Wi-Fi JR80A8 ), AREIL
RAM %

Bl

// EE Wi-Fi W A7
AT+CWINIT=0

3.2.3 AT+CWMODE: #ify/¥H Wi-Fi B3k, (Station/SoftAP/Station+SoftAP)
A

Yyfig:
2rif] ESP32-S2 14511 Wi-Fi #x{;

AN .
“ﬂ4>‘

AT+CWMODE?

Wi

+CWMODE : <mode>
OK

Dykie:
1 E ESP32-S2 #4511 Wi-Fi g

s

’AT+CWMODE:<mode>[,<auto_connect>}

Wi i ¢

[ox
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BH

o <mode>: izl
— 0: J& Wi-Fi 5%, 9f H. 2[4 Wi-Fi RE
— 1: Station Fiz\;
— 2: SoftAP iz
— 3: SoftAP+Station Fi=;
 <auto_connect>: Yt ESP32-S2 % £ 1 Wi-Fi #ixCH} (%1, M SoftAP m TG Wi-Fi fi=l ¥k
Station 55} SoftAP+Station #55X) , 27 /5 H HaliEH: AP IIfe, BOAE: 1. SHEERE, it
MEGAE, S aE H shidEs:.
- 0: 22 /] F shifE#: AP [Tfe
- 1 A BahER: AP IR, FHZ B0 A ahiEs: AP BB E LR 475 flash v, JI] ESP32-S2
WAk B BhiEd: AP

Bl

o PAT+SYSSTORE=1, 7S5 ¥HARAEAE NVS 4 X

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #ify Wi-Fi JR &8 Wi-Fi {55
Ay

e

251 ESP32-S2 #4511 Wi-Fi JR75H1 Wi-Fi {5 5

AT+CWSTATE?

W i <

+CWSTATE:<state>, <"ssid">

OK

o <state>: Y477 Wi-Fi Jk5&

— 0: ESP32-S2 station ¥ & #474F{0] Wi-Fi 132

— 1: ESP32-S2 station B4 i%4% I AP, {HAFHKEEF] IPv4 Hiht
2: ESP32-S2 station £ 4 1%#2 1 AP, FEL A4 3RER| 1Pv4 bt
— 3: ESP32-S2 station IEFE# T Wi-Fi #E#28¢ Wi-Fi #H1%
4: ESP32-S2 station 4T Wi-Fi WiFFIRES
o« <” ssid” >: HFR AP 1% SSID

|

o 4 ESP32-S2 station Y%A %4 F AP B, HEXEMH Hdy 2210 Wi-Fi {5 5 24 ESP32-S2 station i
Pz b AP J5, HEETHAT+CWIAP fip4-#5 it Wi-Fi {5 5
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3.2.5 AT+CWJAP: ¥EH; AP

iy

i

#1f]-5 ESP32-S2 Station #32#/ AP {5 B

s

AT+CWJAP?

L)V

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>

—, <scan_mode>, <pmf>
OK

BeE WA

Ly

1% B ESP32-S2 Station 7541 AP

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

W .

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

AT %

itk

¥ ESP32-S2 station j#% £ _F ¥k Wi-Fi it & H1 AP

AT+CWJAP

W i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPvé6 GL]
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&

+CWJAP : <error code>
ERROR

SR

(]

<ssid>: H#x AP 1% SSID
— JnSR SSID MRS A , . .\ SEERIRTEAT, T
— AT ZHpi%$: SSID Sy SCi AP, {H 2 HE 28 % fh 27 5l 5 #4517 S SSID A2 UTFE-8 gtk =X
BT PASEH SSID, AR Jefili 414 21 i SSID #FfTi%E$z
<pwd>: ZHi K 63 577 ASCII
<bssid>: HPx AP ) MAC Hbhit, 42> AP H [ SSID B, %S EA T4 %
<channel>: ZiH%
<rssi>: {55 iR
<pci_en>: PCIiAJE
— 0: ESP32-S2 station 1] 5 {fi]—FM a5 =4 AP ¥4, {i$E OPEN Fl WEP
— 1: ESP32-S2 station A 5% OPEN F1 WEP 22 My faf—Fhfines 5 =) AP 143
<reconn_interval>: Wi-Fi BEiE[E)fE, A B, BOME: 1, &I E: 7200
— 0: WrFiE¥E)S, BSP32-S2 station ANE % AP
— [1,7200]: WiFFiE$: )G, ESP32-S2 station 45515 &1 E) 5 AP &%
<listen_interval>: Hil7 AP beacon [¥[E][, 5.~ AP beacon [B][%, BRIAME: 3, JERI: [1,100]
<scan_mode>: it
— O: P4, ENHIR AP J52¢ (1394, ESP32-S2 station 5 55— 42 1) AP 142
- It &AFEEE, A EEAEE A L I, ESP32-S2 station 52| 91(5 5 iR 1) AP
JUEET
<jap_timeout>: AT+CWIJAP GBI R, Bafi: #, BRAE: 15, FEREl: [3,600]
<pmf>: PMF (Protected Management Frames, Z{&3PHY%E M), BRIAME 1
- 0 F/R % PMF
— bit 0: HA5 PMF Jjhg, $/R3CHE PMF, QLA+ B A PMF UjGE, I ESP32-S2 %4 K5
SeBEFE A PMF B84
- bit 1: FFE PMF, $/RFHE PMF, AR RPN RE PMF DIRER &
<error code>: 45iRMY, {WitZ%
- 1: R
- 2: R R
3: JyAREI H AR AP
4: BRI
HE A H: BRI

HIFAT+SYSSTORE=1, Tit' & ¥ HCEHEAFE] NVS 43X

i A Ay & 75 BT station 52

24 ESP32-S2 station B\ iE4% I AP J5, #EFE(H A tar&20if) Wi-Fi {55 24 ESP32-S2 station 14 1%
Bz b AP W}, HEEEH AT+CWSTATE fin4-45if) Wi-Fi {5 &,

A AP <reconn_interval> ZE{5AT+CWRECONNCFG 491 <interval_second>
ZHAE . WMRIBITARG OB AEE <reconn_interval> Z%(, Wi-Fi 5 [a] [} 8] KR A 2k
UNEER!

W R HT 40 <ssid> Fll <password> S, R _E—RKEMWHE

PATI S TR E A WBEETEEAEFE, BRI 157>, Wl S5 <jap_timeout> WHE
NSt WAPT 25450 sC e i h 4

FTARE IPV6 Huhl , ST B AT+CIPV6=1

[]5F OK {36 IPv4 W28 DA ksl , A3 IPve RIZ8HES 4% . 4Bl ESP-AT DA IPv4 (4% 4
I, IPv6 M4 Mt

WIFI GOT IPv6 LL AZFETZIEFNAMEER IPv6 Mkl , XMk EiE it EUI-64 A Hbit 5 i ok
0, AFREKBSSS. BT TIF, XNMTEWRERE OK Z i, tLAHEYE OK Z 5.

Espressif Systems 47 Release v2.3.0.0-esp32c3-906-g760e656857

Submit Document Feedback



https://zh.wikipedia.org/wiki/%E6%97%A0%E7%BA%BF%E5%B1%80%E5%9F%9F%E7%BD%91%E9%89%B4%E5%88%AB%E4%B8%8E%E4%BF%9D%E5%AF%86%E5%9F%BA%E7%A1%80%E7%BB%93%E6%9E%84
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 3. AT Ay d4E

e WIFI GOT IPv6 GL{CEDZLIEE| 4R IPve Hullk, ZHiht 2k AP F & Mmigiin b papita s
R EBIATHATRY, FEKHSSS. BTIFRF, XAFTHIFHELE OK Z /i, WAl RELE
OK ZJ&; WrlREHHT AP AR IPVO i AT ED .

hil

// 4B B A AP By SSID & "abc", A E "0123456789", | @ 4 &
AT+CWJAP="abc", "0123456789"

// W R HA AP B SSID £ "ab\,c", HHZ "0123456789"\", M| & 4 £ :
AT+CWJAP="ab\\\,c", "0123456789\"\\"

/) R EZA AP FAM R # SSID "abc", WiE I BSSID # E| H A& AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// fw R ESP-AT E ki pMF #F # AP, W& 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: 7%ify/¥t' s Wi-Fi fiEh S
AR s

Ly
ity Wi-Fi BN E

s

AT+CWRECONNCFEG?

Wi % ¢

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

[y

Jfie:
% Wi-Fi &SR E

“ﬂ4>°

’AT+CWRECONNCFG:<interval_second>,<repeat_count>

W i <

[ox

S8

* <interval_second>: Wi-Fi EIE[A][E, BN #, BRIAE: 0, FKME 7200
— 0: WrFi%E¥E)s, EBSP32-S2 station ANEE % AP
— [1,7200]: WiFFiE$: )5, ESP32-S2 station 45545 &1 HE) 5 AP &%
» <repeat_count>: ESP32-S2 %4525 F 18 AP BIIREL, ARSI <interval_second> A28 0 Ik}
AR, BUME: 0, FHRfE: 1000
— 0: ESP32-S2 station {52 223112 AP
— [1,1000]: ESP32-S2 station ¥ A~ 58 E IR B E 1E AP
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il

// ESP32-S2 station %[ 1 # &% ® &% AP,
AT+CWRECONNCFG=1, 100

// ESP32-S2 station HEW FF & B G5~ F # AP
AT+CWRECONNCEG=0, 0

%% 100 K

i}
o At <interval_second> ZEHAT+CWJIAP ) [<reconn_interval>] ZEAH[H
o A T HEWIT AP, Wi-Fi B MAHLUE Wi-Fi 3 i

3.2.7 AT+CWLAPOPT: ¥ AT+CWLAP &y A FIHG4s 1 @ vk

i

=

’AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

o <reserved>: {%F5ji

* <print mask>: AT+CWLAP (4552 5 Bon AR 24, BAE: OXTFF, #5 bit ik 1, WK

S SE, BER 0, IR RN S5k
— bit 0: &% E/8 <ecn>
— bit I: BRI/ <ssid>
— bit 2: B7E BN <rssi>
— bit 3: &7 E/~ <mac>
— bit 4: F4 7~ <channel>
- bit 5: 215 ER~ <freq_offset>
— bit 6: 215 /R <freqcal_val>
— bit 7: 215 B/ <pairwise_cipher>
— bit 8: 275 /R~ <group_cipher>
- bit 9: 275 i~ <bgn>
— bit 10: 275 R~ <wps>

o [<rssifilter>]: AT+CWLAP fHHEZ5 R @ B A SHEEE, M), Sl i G S EALT rssi
filter ZHHA AP, Hifi: dBm, ZRIA(H:-100, FEF: [-100,40]
* [<authmode mask>]: AT+CWLAP {43445 5275 R A IAIE T 2 AP, BRiAfE: OXFFFF, f1

Rbit xR 1, WERXNVINET T AP, #3h 0,

— bit 0: 275 &R OPEN ME R AP

— bit 1: Z%& &8 WEP AR Y AP

— bit 2: B R wPA_PSK AIE K AP

— bit 3: 25 R WPA2_PSK IAE 1 AP

- bit4: 2R /8 WPA_WPA2_PSK AL =0AY) AP

— bit5: 2% T8 WPA2_ENTERPRISE TAUE T AP

AN S 7
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bit 6: B R WPA3_PSK A =Y AP

— bit 7: B B8 WPA2_WPA3_PSK IAIE T AP
bit 8: J275 7% WAPT_PSK MIE A AP

— bit 9: 27 /R OWE NIE U AP

il

/] BE—ANBBEA L, KT ATHCWLAP @A HEEREBEE T ERE
/] B AN H A 31, B OxiF, k- T HEME A 1 i
AT+CWLAPOPT=1, 31

AT+CWLAP

// R B INiEF X4 OPEN B AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £1§i2%min HIF) AP

R:

B A

4?

ik
AT G E S5 F) AP, NFEE SSID, MAC Hiht sl {FiE S

O e
iy

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT 4

g
F Y il 6 AP
A

AT+CWLAP

Wi i ¢

+CWLAP: (<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq offset>,<freqcal_val>,<pairwise_

—cilpher>, <group_cipher>, <bgn>, <wps>)
OK

o <ecn>: fiI%E A
- 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPL_PSK
OWE

|
O 001N WN
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il

=z

<ssid>: FHEHS50, AP [ SSID
<rssi>: {55 iR
<mac>: FHESE, AP 1) MAC H#ilk
<channel>: {FiE5
<scan_type>: Wi-Fi #2840, BRIA(EH: 0
- 0: R
R TERE
<scan_time_min>: &R MEE RN E, FA0L

fil, ASHICR

<scan_time_max>: EAMFHE AT ), AL

SHERME, ESAHH 120 ms, ahHih 360
<freq_offset>: il ({RAEWH)
<freqcal_val>: SUEMHEE (FRETIH )
<pairwise_cipher>: %558

0: None

: WEP40

: WEP104

: TKIP

: CCMP

: TKIP and CCMP

: AES-CMAC-128

70 RA

<group_cipher>: N A, 5 <pairwise_c

D 2R, Ul [0,1500], ANSRIHEIEAU BT
2, JEl: [0,1500], AR 0, F{ERA

ms

ipher> ZHIIHAEEM

<bgn>: 802.11 b/g/n, #7bit By 1, WIFIRMEREX VA, i 0, MR 48X R

— bit 0: JZ i fiE 802.11b 5

- bit 1: 2 EHRE 802.11g 5

- bit 2: 2EHRE 802.11n FF;
<wps>: wps flag

- 0: AN+ WPS

- 1: Z¥ WPS

/&

# 4§ £ SSID & ap

AT+CWLAP="Wi-Fi"

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

3.2.9

!

i1

v

A

=

H

AT+CWQAP: WiJF5 AP (s

we

’AT+CWQAP

W i :

[ox

3210 AT+CWSAP: (it ESP32-S2 SoftAP £ %}

A i)

i

Ly :

pas

T
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1f] ESP32-S2 SoftAP [ & 24

2 ot
4

AT+CWSAP?

W

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

EmA

&F

Yriie:
¥ H ESP32-S2 SoftAP [t E 24k

Py -
iy

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>]

W

[ox

S

o <ssid>: FAFRSA, AN
o <pwd>: FEFERSE, B, JEH: 8~ 63 57 ASCII
e <channel>: {FiE%5
o <ecn>: JIE A, A3CHF WEP

- 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
o [<max conn>]: FiFi% A ESP32-S2 SoftAP [ % station ({H , BUEILE: £2% max_connection
¢ [<ssid hidden>]:

- 0: )74 SSID (BkiA)

— 1: RJHE SSID

B

o A HA YAT+CWMODE=2 B ¥ AT+CWMODE=3 5} A 4%k

o #AT+SYSSTORE=1, Wit & ¥ MCERAFAE NVS 4 X

2R\ SSID [RI 45T 5, RN E i 4 i MAC Mkt 40 . 73 0] DAGE J AT+CWSAP? 253 2RA 1Y
SSID.

il

AT+CWSAP="ESP","1234567890",5,3
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3.2.11 AT+CWLIF: #¥if)i:4: 5] ESP32-S2 SoftAP [¥) station 13 K.

WA %

A

=

AT+CWLIF

W i <

+CWLIF:<ip addr>, <mac>

OK

o <ip addr>: £3:%) ESP32-S2 SoftAP ) station {4 IP fhiik
o <mac>: #3%3%] ESP32-S2 SoftAP 1 station [} MAC Hbht

]

© KA TIEA WS IP, {UHHAE ESP32-S2 SoftAP I AR station DHCP BRI DL T AL

3.2.12 AT+CWQIF: KiJT station 55 ESP32-S2 SoftAP 1)

AT 4

Dyie:
Wi FF A 1% A ESP32-S2 SoftAP [# station

’AT+CWQIF

W

’AT+CWQIF:<mac>

Wi i ¢

’OK

B

o <mac>: FEWHFEEN station 1) MAC Hihk
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3.2.13 AT+CWDHCP: j3JH/25)1] DHCP

AT+CWDHCP?

W i <

+CWDHCP : <state>

Yytig:
J& /4% F] DHCP

A

’ AT+CWDHCP=<operate>, <mode>

W

[ox

¢ <operate>:
- 0: 871
- 15
¢ <mode>:
— Bit0: Station [1)) DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP fIRES
- Bit0:
« 0: 2% Station [} DHCP
« 1: JB ] Station ) DHCP
- Bitl:
x 0: 25 SoftAP [{) DHCP
+ 1: J5 ] SoftAP [} DHCP
- Bit2:
« 0: 2% [f] Bthernet [1) DHCP
+ 1: J32 Jf] Bthernet |1 DHCP

e

» #AT+SYSSTORE=1, WiiH HHCRHATTE] NVS 43X

o KW HE G S BRCEEHS IPv4 ik 6y - AN ESEN, WAT+CIPSTA FIAT+CIPAP
— #5531 F] DHCP, WM IPv4 Motk £ 2
- FEAEA IPv4, Tl DHCP 24 5%
- RE R ESES LR E
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il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #¢if)/ix ¥i ESP32-S2 SoftAP DHCP 4y [icit) IPv4 Hihl 5 Hil
Ay

e

AT+CWDHCPS?

Wi 3% ¢

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

Dytig:
¥ E ESP32-S2 SoftAP DHCP [ 45 %543 it i) IPv4 ikl

A

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

M

e <enable>:

— 1: % DHCP server {5 5., FESEMIEE

— 0: % DHCP server f5 5., K ERINME, [FESHLHIES
o <lease time>: FHZYMFE], FA{7: 4340, BUEMLME: [1,2880]
o <start IP>: ESP32-S2 SoftAP DHCP fli45#% IPv4 Hihl b 44 TP
« <end IP>: ESP32-S2 SoftAP DHCP [} % %% IPv4 btk 145 5k 1P

Bl
* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

o KA UhAE ESP32-S2 SoftAP i {{ifig, HJF /5 DHCP server [ 1 H
o BCE Y IPv4 Hudik 70 BBl 420 5 ESP32-S2 SoftAP 75 [F]— %) B

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HHEE, WEZRIAE

Espressif Systems 55 Release v2.3.0.0-esp32¢3-906-g760e656857
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 3. AT Ay d4E

3.2.15 AT+CWAUTOCONN: i/ s [ diEs: AP
AR A

AT+CWAUTOCONN?

Wi 3% <

+CWAUTOCONN: <enable>

LT
OK
SH
¢ <enable>:
- 1: bR HZhERE AP (BHA)
- 0: LA HINER: AP
]

o ARERAFE] NVS X,

Bl

AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/i ¥ SoftAP Ei X 802.11 b/g/m Ppillbrifi
i

e

AT+CWAPPROTO?

Wi i ¢

+CWAPPROTO: <protocol>
OK
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=

=

A

’AT+CWAPPROTO:<protocol> ‘

e <protocol>:
— bit0: 802.11b WA
— bitl: 802.11g Pislkrif
— bit2: 802.11n PP ARIE
ei|
o i, ESP32-S2 #3453 5% PHY mode IL: Wi-Fi Ppislisizt:
o BRANEILF, ESP32-S2 #4511 PHY mode J& 802.11bgn £zt

3.2.17 AT+CWSTAPROTO: ¥ Station B F 802.11 b/g/n Ppillbrifi

AT+CWSTAPROTO?

W

+CWSTAPROTO: <protocol>
OK

=

=

’AT+CWSTAPROTO:<protocol> ‘

¢ <protocol>:
— bit0: 802.11b HpslA71fE
— bitl: 802.11g P AR
— bit2: 802.11n Bz
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e

o 4%, ESP32-S2 #5457 #:1 PHY mode I, : Wi-Fi #pi =
o BREML T, ESP32-S2 %4511 PHY mode 2 802.11bgn A

3.2.18 AT+CIPSTAMAC: ¥ify/ix¥i ESP32-S2 Station i) MAC Huhk:

it 4

Yriie:
#5f] ESP32-S2 Station [ MAC #zhit

AT+CIPSTAMAC?

W i :

+CIPSTAMAC:<mac>
OK

s
e

L
[y

s

¢ =

1% & ESP32-S2 Station {1t} MAC Hihit

P
] H

=

’AT+CIPSTAMAC:<mac>

Wi

o <mac>: FHEESE, F8 ESP32-S2 Station [ MAC #bli

|

o ¥TAT+SYSSTORE=1, Tit'& W SO R1ES] NVS 43X
o« MAC #bilib) Bit O AfER 1, fFlun, MAC #hkaT AR “la:--7, {[HARRIPARZ “15:--7
« FF:FF:FF:FF:FF:FF £ 00:00:00:00:00:00 & JCabhl, RSN E

il

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"
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3.2.19 AT+CIPAPMAC: #xify/i i ESP32-S2 SoftAP 1) MAC Huht:
Ao A

Dtig:
7 ESP32-S2 SoftAP ] MAC Hiuit

s

AT+CIPAPMAC?

W

+CIPAPMAC: <mac>
OK

)E’J

CHLN A

Yriie:
% ESP32-S2 SoftAP [f) MAC Hihi:

[

’AT+CIPAPMAC:<maC>

W i <

[ox

S

o <mac>: FAEESE, FE8 ESP32-S2 SoftAP 1) MAC #ihik

Bl

o #7AT+SYSSTORE=1, Pt B ¥ U RITE] NVS 43X
o MAC Mtk Bit O ANGEH 1, Billn, MAC HuhboJPAE “18:--7, {HART[PAIE “15:--7
« FF:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & oA, ARETEE

il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.20 AT+CIPSTA: #¥ify/it e ESP32-S2 Station [1 IP Hihl
RiiEed

e
#71f) ESP32-S2 Station F{ IP bk

Py
A
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AT+CIPSTA?

Wi % ¢

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

Yitig:
2B ESP32-S2 Station [ IPv4 i}

e

’ AT+CIPSTA=<"ip">[,<"gateway">, <"netmask">]

Wi i ¢

’OK

BH

o < ip” >: RS, Fn ESP32-S2 station [ IPv4 ik
o <” gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-S2 station [} IPv6 il

(A

o A AN, HA 24 ESP32-S2 station 14 A AP s{ il B LS IP sl s, A REE R e P
Hidik
o FAT+SYSSTORE=1, [t W R4 E] NVS 43X
o A E 45 E DHCP [ H 0, WAT+CWDHCP
— PR S IPv4 Hihl, 2% F DHCP
— # )5 H DHCP, N2k S IPv4 Hihk
- R ESE S LR E

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: 4ily/¥k i ESP32-S2 SoftAP 1) IP Hihl
Ay

Yriie:
#51f] ESP32-S2 SoftAP [f) IP Hhit
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AT+CIPAP?

Wi % ¢

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

Dytig:
¥ E ESP32-S2 SoftAP (1] IPv4 Hihik

e

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

o < ipY > FAFERSEL, F2% ESP32-S2 SoftAP [f) IPv4 Hukl
e <” gateway” >: [

e <” netmask” >: T MY

e <” ipv6 addr” >: ESP32-S2 SoftAP [ IPv6 Hiii-:

Bl

o ABREMANGE AT IPv4 M4, KNG T IPve 4%

o FAT+SYSSTORE=1, Wi W oCrHEAES] NVS 43 X

o ARPEE A5 E DHCP A 520, AT+ CWDHCP
— B RS IPv4 Hichl, 2% ] DHCP
— Z7J5 DHCP, &K S IPv4 Hihl
- KR ESES L —REE

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: JI )} SmartConfig
Wiifn %

Ytk
FFJ2 ESP-TOUCH+AirKiss 325

O e
iy
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AT+CWSTARTSMART

FFIE 38 E 258417 SmartConfig

iy 4

’AT+CWSTARTSMART:<type>[,<auth floor>] [,<"esptouch v2 key">]

LO)vE

’OK

SR

* <type>: KA
— 1: ESP-TOUCH
- 2: AirKiss
— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi A\ JFER[H{E, ESP-AT A~<i%3E%] authmode i T I H{E L) AP
— 0: OPEN (EkKiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
. <” esptouch v2 key” >: ESP-TOUCH v2 [fi Ak, TR Wi-Fi SR @ C8dE . KW
A 16 FAT .

|
oA L R S

]

W24 % SmartConfig K5 8., i5§Z% ESP-TOUCH {# I 55 ;

* SmartConfig {¥ 3z £7E ESP32-S2 Station %= I8 5

e 4B Smart get Wi-Fi info Fs~ SmartConfig i{Zh3RHE| AP {58, Z )5 ESP32-S2 Z4iiE 1%
AP;

e 4B +SCRD:<length>, <rvd data> Z7 ESP-Touch v2 Ih B E] B & L EHE;

e i & Smartconfig connected Wi-Fi F/nINIER:T] AP;

. Ijg ESP32-S2 % #5752 fF SmartConfig Bt [ 5 5 [7] 2 25 FHlom, FrA@IAEIH B Smartconfig
connected Wi-Fi &l )5HERE L 6 7 ﬁl}"‘]}iﬁAT+CWSTOPSMART;

o T[YH F AT+CWSTOPSMART {51 SmartConfig, #XJ5H T HAL@ 4. ¥R, 7 SmartConfig i #2 H

T THAB AT L

il

AT+CWMODE=1
AT+CWSTARTSMART
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3.2.23 AT+CWSTOPSMART: {% - SmartConfig

WA %

v

A

=

’AT+CWSTOPSMART

W

’OK

st

» i SmartConfig S 575, #iEFEATHAL Ay 2 w5 JH AT+ CWSTOPSMART %% SmartConfig 5
WA

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: i&'# WPS Tt

)E’J

CE

A

’ AT+WPS=<enable>[, <auth floor>]

¢ <enable>:
- 1: JF5 PBC 24711 WPS
— 0: X4 PBC k%11 WPS
 <auth floor>: Wi-Fi IA{FA B {E, ESP-AT A<£i%E#%)] authmode KT I B{E ) AP
- 0: OPEN (2tiA)
- 1: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK

|
N O\ bW

Bl

« WPS LjRgA%i 7 ESP32-S2 Station fREAY - &L T IJH H
* WPS A3ZHF WEP iy X
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il

AT+CWMODE=1
AT+WPS=1

3.2.25 AT+CWJEAP: #%:4: WPA2 i)l AP
iy

ik
i ESP32-S2 station JE AR AP YL ELAF L

AT+CWJEAP?

W

+CWJEAP :<ssid>, <method>, <identity>, <username>, <password>, <security>

R H ARV AP

A .
"ﬂé?‘

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W i <

OK

£

+CWJEAP : Timeout
ERROR

BH

o <ssid>: 1 AP 1) SSID
— G0 SSID E I A, . L \\ SRR TS, R
o <method>: WPA2 I INIE 7=
— 0: EAP-TLS
— 1: EAP-PEAP
- 2: EAP-TTLS
o <identity>: [rEz 1 (8, FEAFHRBRTEN 1~32
o <username>: [N ES2 A4, JGFl: 1~32 7%, EAP-PEAP. EAP-TTLS WifliAiE A&k E
KZ4, EAP-TLS A TLH R EASH
o <password>: B¢ 2 f#TY, JiFE: 1 ~32 59, EAP-PEAP. EAP-TTLS WFfAIE )y st B A
2%, EAP-TLS FRIEFHREARSEL
e <security>:
- Bit0: & FugikEfs
- Bitl: iR ZHIET
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* [<jeap_timeout>]: AT+CWJEAP fiy Wy SOBININE], FRAL: #0, BOAME: 15, JEHL: [3,600]

il

// HEHZE EAP-TLS AEF AN ALK AP, RESH, RUERFBES, WRE P HIES
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ##HE EAP-PEAP AF F By A o
AP, HEEMHR. AP 4. B8, ARIERFEEFH, A HEPFHIEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl11l",0

HACHED:

WPA2 i 4R DA ERR CODE : 0x<$08x> ¥=0FT Bl :
AT _EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET PASSWORD_FAILED 0x8007
AT _EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT _EAP_SET CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT _EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT _EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET _CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

vl

* #TAT+SYSSTORE=1, BB EUCRHRAE] NVS 731X
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o (A4 TS Station A
o ] TLS TAIE 2R RE % P ik

3.2.26 AT+CWHOSTNAME: i/ ¥ ESP32-S2 Station I¥) - HL#AFR

A4

i
Zrifi] ESP32-S2 Station [ F 4144 FR

AT+CWHOSTNAME?

W i <

+CWHOSTNAME : <hostname>

OK

L

P
i

[y

=

T E S

15 ESP32-S2 Station [ 34144 Fk

P
] H

=

’AT+CWHOSTNAME:<hostname>

LTIVE

’OK

A F 5 Station A, NI 1] -

’ERROR

B8

+ <hostname>: ESP32-S2 Station [ =HLZHK, wAKE:

|

o Jit B HEUONELE) flash

il

2y

32 %

AT+CWMODE=3
AT+CWHOSTNAME="my_test"
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3.2.27 AT+CWCOUNTRY: #rify/i ¥ Wi-Fi [E ¢
Ao A

Jyiig:
#if) Wi-Fi FE 5 A0

s

AT+CWCOUNTRY?

L)V

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

OK

BeE WA

Ly
R Wi-Fi [ 50

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count> ‘

W i :

E |

¢ <country_policy>:
- 0: FFEZ ARG ECH ESP32-S2 a5 1E AR AP 1) E AU
- L AR EZRA, GARRA I E M E R A
* <country_code>: [HZMMY, HAKAE: 3 MFRF, &EEZAIES% 15O 3166-1 alpha-2 FrifE.
o <start_channel>: EIA(E53E, JUHE: [1,14]
o <total_channel_count>: =38 MANEL

B
o VIS S % Wi-Fi BRI AR,
* BEE SO RATE] flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT &%
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I3

AT+CIPV6: J2F /%5 IPv6 W% (IPV6)

AT+CIPSTATE: #%if) TCP/UDP/SSL 43515

AT+CIPSTATUS (-7 ): #tif) TCP/UDP/SSL &R S HIE B
AT+CIPDOMAIN : 384 fli#fT

AT+CIPSTART : %7 TCP ¥4 . UDP f&#0k SSL %4
AT+CIPSTARTEX : 77 2400 ID () TCP 4% . UDP & #55k SSL %4
ME ) B AR ] +++1 BB AEX
AT+SAVETRANSLINK : ' Wi-Fi FFHLiE 5% X 5K
AT+CIPSEND: TE-5id@fEim 42 X, o Wi-Fi i X T AR H0E
AT+CIPSENDL: Fp-&i@ fE3i 42 X, FHAT Kk KB
AT+CIPSENDLCFG: % & AT+CIPSENDL fir%-(fJ@ {4

AT+CIPSENDEX : FE-&:if 42 X, TR Y i)y X & B 50
AT+CIPCLOSE: [ TCP/UDP/SSL %43
AT+CIFSR: #¥ifZ<#l IP #ihl-F1 MAC Hidik:

AT+CIPMUX = J5 /25 ) £ 42,

AT+CIPSERVER: 57/ TCP 5§ SSL IR 45 2%
AT+CIPSERVERMAXCONN : 2% )/15% B IR 4% %% fo 4 8T 1 S R i 5k
AT+CIPMODE : #5115 B A5 it

AT+CIPSTO: 2if)/15 B A TCP AR 45 # A Hsf ]
AT+CIPSNTPCFG: #¥ i)/ & I X Il SNTP il 45 2%
AT+CIPSNTPTIME : %%if] SNTP i}|f]
AT+CIPSNTPINTV : 253/ % SNTP Bsf|a] [ 2 1 18]
AT+CIPFWVER: RS540 A 1 AT [E{ERR A
AT+CIUPDATE: @3 Wi-Fi J}4% [#

AT+CIPDINFO: %' +IPD J4 B¢ 1%

AT+CIPSSLCCONF : Z5ifi]/i% & SSL % F ik fil &

AT+CIPSSLCCN : Zrifi)/i5 B SSL %% i I/~ il 44 (common name)
AT+CIPSSLCSNI = 251/ & SSL & Fii 1) SNI
AT+CIPSSLCALPN : #%if)/i% 8 SSL % F1iif: ALPN

AT+CIPSSLCPSK : B i)/ & SSL %% i) PSK (AR A8
AT+CIPSSLCPSKHEX : ¥ if]1% B SSL & Pt PSK (-} 753k k&0
AT+CIPRECONNINTV : 5/ % Wi-Fi i% £ 42 X, Ny TCP/UDP/SSL i 7] 5
AT+CIPRECVTYPE: i/ B &7 Bt
AT+CIPRECVDATA : SREUHE sl k=X R B2 8
AT+CIPRECVLEN : i 9 sl iii=C N B w8l i K
AT+PING: ping %3 34

AT+CIPDNS: %53/ % DNS 742545 B,

AT+MDNS: %% mDNS Lfjfg
AT+CIPTCPOPT : 5/ B 0 T

331 #ivd

o BUARY AT [P SCRR LU T A PTA AT r . AR 2B ESP32-S2 BRI SR s, 1if A

ﬁ%’mé ESP-AT 142, RS TR EEE (FHETHRM A, RIEET E%sE)

21 OTA fird (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

2% PING 7% (AT+P1NG)2 Component config->AT->AT ping command support

2 1] mDNS 4 (AT+MDNS): Component config->AT ->AT MDNS command support
S8 TCPAP % (RHERE. LRSI, B4 TCPIP SHREHFIEHEMN , (6 52 1 792 B2 AT

4-): Component config->AT->AT net command support

3.3.2 AT+CIPV6: 3 HI/ZEH IPv6 4% (IPv6)
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A ifo i 4

i
) 1PV6 41275 e
LT

AT+CIPV6?

Wi i :

+CIPV6:<enable>

OK

S

)E’J

Ly :
JE /S TPV6 [ 2%

I/ e
“ﬂ4>‘

’AT+CIPV6:<enable>

W i ¢

[ox

BH

* <enable>: IPv6 M ZE (I EEIRZS. BRIAE: O
— 0: 221 IPv6 M %%
— 1: J3H IPv6 M %%

B
o FE M OB T IPve W %5 b2 W A W,

T IPv6e W %% {fi ;i TCP/UDP/SSL/PING/DNS,
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

S E O IPve W 2,

SR

5

1, # & TCP6/UDP6/SSL6/PING6/DNS6 1

3.3.3 AT+CIPSTATE: #%ify TCP/UDP/SSL 455

Ay

A

Ele

AT+CIPSTATE?

W i ¢
MG TEERS, AT &[]

OK

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>
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WA R, AT R

OK

<link ID>: W%i%E$H: ID (0~ 4), HTZEEE
<7 type” >: FARSH, FR k4 TCP”” UDP”,” SSL”.” TCPV6”,” UDP6” 8 “SSLv6”
<” remote IP” >: FEFHE SR, Fonuong IPv4 Hihksk IPve Hihl
<remote port>: i_lffﬁlffﬁ mE(E]
<local port>: ESP32-S2 7Sl I1(H
<tetype>:
— 0: ESP32-S2 & &VE- MK it
— 1: ESP32-S2 & VE MR 25

3.34 AT+CIPSTATUS (5i¢H): #rify TCP/UDP/SSL ¥EEAREFME B

P4

Eld

(T3

AT+CIPSTATUS

W i <

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>

OK
S
o <stat>: ESP32-S2 station 3% [ LIRS
— 0: ESP32-S2 station A RA GRS
— 1: ESP32-S2 station } D W IAALARES, EIEARFF4E Wi-Fi 45
— 2: ESP32-S2 station & i%8: AP, $k45 IP ik
— 3: ESP32-S2 station £, 737 TCP, UDP &5f SSL {& %
— 4: ESP32-S2 %45 A i) TCP, UDP #1 SSL #J Wi FF
— 5: ESP32-S2 station FF 4Gt Wi-Fi i3, {HRiERE - AP 8 M AP WiFF
o <link ID>: W44 ID (0~ 4), HTZHEHMTEN
. <” type” > Hﬂk@%é—%%& %\é%{%ﬁ%ﬂﬂ TCP”‘” UDP77‘77 SSLM‘M TCPV6”‘” UDPV677 ﬁ 4LSSLV677
e <” remote IP” >: FESE, Fonmiy [Pv4 Hubiksl IPve Hilik
« <remote port>: L I 1{H
* <local port>: ESP32-S2 7l 11
* <tetype>:
— 0: ESP32-S2 % £54E N7 i
— 1: ESP32-S2 i& & /E Mk & 48
B
o BN S AT+CWSTATE iy A-2514) Wi-Fi JRZS, i FJAT+CIPSTATE 1y 425 1) TCP/UDP/SSL IRTS o
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3.3.5 AT+CIPDOMAIN: I #4@dr

v

H

N

B

¥

v

A

=

AT+CIPDOMAIN=<"domain name">[,<ip network>] [, <timeout>]

W i <

+CIPDOMAIN:<"IP address">

OK

o <” domain name” >: FHENTIVIE A
o <ip network>: ik IP [%%, BRIA(E: 1
— 1: HE¥EMENTA IPv4 Hitk
- 2: VU@EMTA IPv4 ik
_ 3 FEhT Y IPv6 HikE
o <” IP address” >: M5 IPv4 Hihksk IPv6 itk
s <timeout>: Ay, B 2ZFP. ERIAME: 0. JEH]: [0,60000]. BLE A O W, v A
T IILEF IWIP PSR BB MR O B, v 7EFR ST AR M, (HZiHFEZ 5 KB iHEZS .

il

AT+CWMODE=1 // % & station # R
AT+CWJAP="SSID", "password" /] E W%
AT+CIPDOMAIN="iot.espressif.cn" -2 X

/] B & BAT, REAT A Ipvd Hit

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B & BAT, REAT A IPve Mt

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B AN, BEBAA IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: &ty TCP ¥E8;. UDP {44k SSL &E#;
* 3 TCP#4k
* 35 UDP fhi
o @7 SSLiEd

ey TCP 4%

peEmY mA

// B % B (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">][,
—<timeout>]

Q)

Espressif Systems 7 Release v2.3.0.0-esp32¢3-906-g760e656857
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 3. AT Ay d4E

(£ L£50)

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

W 7
FRPERRTR, ARl

CONNECT

OK

SRR, R

<link ID>,CONNECT

OK

BH

* <link ID>: 257542 ID (0~ 4), HTZHEERMIEL. ZSE0E B BYLT nenuconfig PRIHA
BRE I, — A2 AT R E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A42 LWIP
AR BCE T LWIP_MAX_SOCKETS , ERIMEH 10, EEUGZSETEHE, EFHEZE il & I
AT_SOCKET_MAX_CONN_NUM H{E I M PR % E A KT LWIP_MAX_SOCKETS HfH. (EZ%%iF
ESP-AT T42 FKEUE £ 15 H..)

o <V type” >: FRFERSEL, FIRMLIEREM,” TCP” 1 “TCPv6”., ERIAME:” TCP”

« <” remote host” >: FEFEESE, FRuhs IPv4 Hihl. IPve Hihl, Sk, FKh 64 F35.
SRR B A2 B4 KT 64 <277, 15 i AT+CIPDOMAIN iy 23RBS 42 % B ) TP il
SRS TP bk ST 3 4%

* <remote port>: Vil I {E

o <keep_alive>: [il BFER:F SO_KEEPALIVE &I (&% : SO_KEEPALIVE /+44), Hfi: .

e JL[E: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: HE keep-alive i, TCP_KEEPIDLE {H % <keep_alive>, TCP_KEEPINTVL =
1, TCP_KEEPCNT {HH 3.
o Ay <keep_alive> B HAT+CIPTCPOPT 14 H1f) <keep_alive> Z¥HHE], HZ1H
MG E NSO UE . MRBITARMOI AN REE <keep_alive> S5, WIBRIAM F LK B E O1E .

o <” local IP” >: ZAHbEY IPv4 Huhksk IPvo Mk, FHF48ai®dE. M2 AWM 024 1P bt
B, WESEEAEEA R . BRI, RS A E. TRE N,

o <timeout>: HAHBN. BN ZFb, BRAME: 0. JEEE: [0,60000]. BEER 0B, 64 RYABIHKHE
TIZEAN IWIP Pl s 3B AR O B, My TEfs Bt AR El, (H4ZIHFEZ) 5 KB [z ).

e
o QIR ELT IPVO 28 7N, —A~ TCP &4, T HATA N HAE:
— TR AP 7 IPv6
- B AT+CIPV6=1
— SH T AT+CWIAP 6y S 3REUE]—A~ IPv6 Hitil
- (W[3%) @IFAT+CIPSTA? Gy A-¥5 4% ESP32-S2 275k HF| IPv6 Hihl:
il

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

Q)
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(£ L£50)

# ¥ GitHub # TCP M & #, % & 5 B

AT+CIPSTART="TCP", "www.github.com",80,,,5000

AT+CIPSTART="TCPv6", "test-ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at B i i AT+CWJAP 3% BL 3 IPve 2 B i it
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004", 80, ,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—">][,<timeout>]

// % & ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <
—"local IP">][,<timeout>]

W
EHER, R

CONNECT

OK

ZHERBAT, &I

<link ID>, CONNECT

OK

BH

o <link ID>: #5155 ID (0~ 4), HT 2R

o < type” >: FRIHSE, FIORMIERIA,” UDP” 5 “UDPv6”., ERiAfH:” TCP”

* <” remote host” >: FEEFFRSH, FRimin IPv4 Hidk, IPve #hhl, B4 . HKH 64 F37.
SRR L I HIsR A K T 64 =T, i FHAT+CIPDOMAIN 1y 4 3 B 44 % W i TP itk
RG] TP Mk iR .

« <remote port>: L 1{H

* <local port>: ESP32-S2 %4517 UDP i I1{H

« <mode>: 7f UDP Wi-Fi if{4 N, ASHELBH O

- 0: #i%) UDP $da )5, AoEst i UDP btk f5 B (Eﬁ}\)

— 1o AUEE— R R '??JJ BCEAN R X i UDP B, eloAs Xt UDP Mk {508 & a6 5 s
By 1P Huhk Al

- 2: FRRERIKCE] UDP %*&?E‘Hi FRCAE Xk v UDP #hEAF B R & iR 5 15 45 14 TP Mootk Al 1

* <” local IP” >: ZHif IPv4 Hihls IPve Mikl, FIT4Fa . 2 MEE: N2 A 1P Hitik
i, WEEEAEREER . BRI R EAEERfTRE. TiE NS,

o <timeout>: fBNf. HA: ZFP. BOAME: 0. JEM: [0,60000]. &K OB, A
T ILEH IWIP PSR B AR O B, v 7EdR @I R, (HZ2IHFEL 5 KB iiEZS [ .

Bl
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o {5 UDP #%:4 F 9 imi IP #ulik 2 IPv4 23k Hhhk (224.0.0.0 ~ 239.255.255.255), ESP32-S2 %55 K&
PEFIEIL UDPv4 435

o {5 UDP #: 9 imf IP Hihk 2 1Pv4 TR bk (255.255.255.255), ESP32-S2 1% £ K 1% AR
UDPv4 | #%

e fn X UDP % % b R i ouw IP ML AR 2 IPve 4 % b ik (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF.FFFF:.FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-S2 % £ K & F IPv6e W 4%, Kk ik fl
It UDP 41 #%

o [HiI S <mode> Hi, FIHLIFESE <local port>

o QISRGEARELT IPVO 2% 337 —A> UDP &4, WHATPA T

- Half AP I #; IPv6

- WHEAT+CIPV6=1

— SBITAT+CWIAP 64 3REE—A IPv6 Hihk

— (W|[%) @TAT+CIPSTA? fiy K65 4% ESP32-S2 245 4k B % IPv6 #bik

o QAR R T 1460 £ UDP 40, i H 174 1% ESP-AT T 42, fESR A AL & TR
P& Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 H #%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// ¥ pool.ntp.org W UDP feiyr, K E 5 &
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #ET 1Pve W % &y UDP H 3%
AT+CIPSTART="UDPvo","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9%b"

// #ET 1Pve WM % &y UDP % %
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

Wty SSL ¥Ef:

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">][,
—<timeout>]

// % % ¥ : (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local.
IP">][,<timeout>]

W i <

FRPEHART, k)
CONNECT

OK

ZHEREE, R

<link ID>, CONNECT

OK
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* <link ID>: %158 ID (0~ 4), HT 28N

o <7 type” >: FRFHRSE, FRMGIERA,” SSL Bk “SSLve”. BRIA{E:” TCP”

e <” remote host” >: FFEESE, Fonimiy IPv4 #uhk, 1Pve #bhik, =iisk4s. &K 64 235, 0
ST Bl % H % K R 64 27T, 15 i AT+ CIPDOMAIN iy 4 3R BUsk 44 % B 1) TP Hidik,
SRIGHE R TP bt T % .

e <remote port>: Tifii [ {E

+ <keep_alive>: [il & &E#;~) SO_KEEPALIVE 37 (Z%: SO_KEEPALIVE /14%), Hfi: #b.

« JEHE: [0,7200].,
- 0: Z&Jf] keep-alive ZHEE; (BRIA)
- 1~7200: JFJ3 keep-alive Ifj§E, TCP_KEEPIDLE {fi-} <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {#} 3.
o KA <keep_alive> B 5AT+CIPTCPOPT A1) <keep_alive> ZHMHF, HAH
HF B AT T E o AFRNBITA G QI E <keep_alive> 4, MIBGAMHA] ERBCEE.

* <” local IP” >: ZRHufy IPv4 Huhikal IPv6 Hidik, I TE8E . N2 ML OmZA 1P Hilk
W, WSEARREA M. BN . WG NEe HATiE . WRE N

o <timeout>: fiy& M. B ZFP. ERIAHE: 0. JERE: [0,60000], BEE K OB, iy 4K
T2 WIP Pl BEEONIE O I, Ay RAERTE N IR IE], (HZiHFEL 5 KB HyEs .

vei
o SSL HEREBCR BT W] ] WAE oK IE R
o SSL iERT I KRN, WIIANESSEREER
o N AT+CIPSTART fipd kT SSL i E#:, HARNEE LRSI E] A 10 #2, D] SRR A Aisf ] 25 A8
AR, BB TR TR A5
o WIRBAEELT IPv6 W45 77— SSL 4%, 5 PATRA T #RfE:
— Wil AP % IPve
- B AT+CIPV6=1
- ﬁﬁfiATH«?WUAI’ﬁﬁé}%%ﬂyﬁﬂ444\IPV6t&i&
—  (A¥k) WILAT+CIPSTA? iy A H 2 ESP32-S2 275 4k HiF IPv6 itk

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/] EERKLRE sSL RA& B, &E 5 HER
AT+CIPSTART="SSL", "www.bing.com", 443,,,5000

// esp-at B i3 AT+CWJIAP # BL 3 IPve 2 B Hi it
AT+CIPSTART="SSLv6","240e:3a1:2070:11¢c0:6972:6£f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: &t (3205018 ID %) TCP ¥Eg:. UDP {&#ak SSL ¥EH:

A B A 5 AT+CIPSTART AL, AESTET: L EEER T (AT+CIPMUX=1) TLHEFHH D, RS
25 BB A 1D,

3.3.8 [MGEHEHEEGR] +++: BIBBIHELX

Rk T A

itk
BB FAERX, FEAGESEX

Command:
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/) AXE R B AR

+++

e
o WASIEHAT S =R + 545 (B ASCILAG: 0x2b), [Hitar44E R4 CR-LF 545
o WHRE A~ + FAFET 2 /04 20 ms W] [A] B A HABE A, 55 =4 + F4AFE 24045 20 ms i} E] 8]
B A HAb s A, = + FAFZ B 2L 20 ms WHE][E) RGN 3ca Hai A . B0, + FRFapiy
A B i 2
o KREKEFIRPAT a3 A T
o HEDIARE | AR T4 AT 4

3.3.9 AT+CIPSEND: ¥ {4t Xk Wi-Fi E b bRk 8k
B

itk

SRR, B K G AT R R T 8192 50, i AT+ CIPSENDL
Rk,

Py -
“ﬂ4>‘

// B ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % % H: (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

// UDP % #y [ & & * 3 £ AL e o
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">,<remote port>]

M

OK

>

R Fs AT CUE A iR O AT 800 , PRI S8m] DA AR , 24 AT S8 2l 1K 2k )] <length>
Ja, BRI

ANSRR ST VR R AL i I T B BT T, aR [ -

’ERROR

R BT B s A AR CRAEERC 240X B X im) , & [E]:

’SEND OK

AT+CIPSEND
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Wi 3% ¢

OK
>

11

ERROR

PEA Wi-Fi i 542X, ESP32-S2 B - UK KU 8192 7Y, f K ik 2920 747, QRIS i At 1<
JERTAET 2920 F47, BARSSLAIPE A EF 2920 A7 — LR BUEAT ik, M S2F1F 20 ZAPESETRIK
BB T 2T 2920 FAYFRACR B (AT VAT AT+ TRANSINTVL fir QB EL IR ) o 2450 A Bl—
B+ B, B E AR TR, R DER 1 AT 4 AT

KAy UIAEF J5iE 42X AR ER F . %58 Wi-Fi UDP %1%, AT+CIPSTART 1in 4 15 4
<mode> WK E N 0.

<link ID>: [47582 1D (0~ 4), T2

<length>: iR, FARfH: 8192 FA7

<” remote host” >: UDP £ n] AT E Xt E4L: 1Pv4 Hihil . IPve Hihl, mliEi4%
<remote port>: UDP £ 1] PAS & X i i 11

]
o &AM AT+ CIPTCPOPT fin 4K}y 44~ TCP IR FL B R 7 e filn: 3 <so_sndtimeo> 2y
5000, W] TCP Kk ARAFRTE S NIRIEER, TR MIE R KM, XA PATIE MCU %54 AT iy
] 2 P ]

3.3.10 AT+CIPSENDL: fEd# il FIFirks KEd:

EdR X R, BERKE, T RSREdE (AT drd i 0 BICBIR A AT Bt &k BaE 2 HH4T1)
T 0] DA FJ AT+CIPSENDLCFG iy 4 it B A £ 4o QSR 8B 36 (B0 1 B /N T 8192 27, &t ml pA
{#i F§ AT+CIPSEND £33 % 3% .

Py -
iy

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 & & * 3% £ AL e H
AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

ja] 7 =

OK

bRm R RN AT $EA SR A X H HE MR A AT Sl DR, HRHEmT DA AR, —H AT
A BB B, BRSO AR Z T, SR E TR .
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WRAERE TR, RERMIRAT+CIPSENDLCFG L E FAHOE L -

’+CIPSENDL:<had sent len>, <port recv len>

IR+ ++ A BUE, RGN :

’SEND

CANCELLED

WER A B Poe ki 2, REmRA RN :

’SEND

FAIL

TR A BRI A CRAEREIRC 40X B ), RETHRA& RN :

’SEND

OK

YIEEWITI, AT PARRE +++ ar S WUH &, (AR ESP32-S2 S S MAIEAR X B H . I, AT iy
Ui 1 S — B, EEMEIEER <length> KIEHG, 4 SBHAIEAEX,

<link ID>: W51E4; ID (0~ 4), HTZHEENTEL

<length>: FiH i, wofEH: 23 -1 547

<” remote host” >: UDP & vl AT E X s 4L IPv4 Hihl . IPve Hihl, mliEi4%
<remote port>: UDP £y PAFS & Xt i i 11

<had sent len>: {2 & 2| I 2 VRSB A EicH < B2

<port recv len>: AT fir-43ify I U 1) B30 SR RE

AT UART jiids. A0, 402 UART Belfcil BT I 4 Ko il sl B I, fF 2 B0 22K .
TR A JHAT+CIPTCPOPT 1543 hEfA~ TCP 2l B B0 . filin: X E <so_sndtimeo> A
5000, W TCP Aik#RfEAE S FNIRIMIZER, TEie ML R R . XA DAY MCU 451 AT i
[m] 52 87 P 1] o

3.3.11 AT+CIPSENDLCFG: ¥ ¥ AT+CIPSENDL 1y 41 J&

A it &

i

B JAT+CIPSENDL 41l &

Py -
iy

AT+CIPSENDLCFEG?

W :

OK

+CIPSENDLCFG:<report size>,<transmit size>

)E’J

Ly :

CEL A

BEE AT+CIPSENDL iy A [ Te B
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[

’AT+CIPSENDLCFG:<report size>[,<transmit size>]

Wi 3% ¢

o <report size>: AT+CIPSENDL 4 i B4k, BRAE: 1024, JERE: [100,2 207, @iln: 35
<report size>{H} 100, WJAT+CIPSENDL 45 B <had sent len> EIRF4HN (100,
200, 300, 400, - - ). BJAM <had sent len> LIR{EAESE TSP tE MK .

* <transmit size>: AT+CIPSENDL fig% T LA/, EF8E T 8 L AR M BdE N, B
INME: 2920, JER: [100,2920], AR E| K ER T T <transmit size>, Ffior rH]
s A% <transmit size> FAT MBI TR, HIMSER 20 2RSSR 8 KT
T <transmit size> FATHAREHPE (0] PLETAT+TRANSINTVL 6y 4 i & BIE] b ) -

e
o XTIk R /IMEXT LR R S A A, RS ER /MY <transmit size>, WIEFEGHE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JEH:.
o X HFME RIS, HERIKER K <transmit size>, WHEFER 4o lTIE 5 ESP-AT &
vk kAR,

3.3.12 AT+CIPSENDEX: {5 ittt bR Y™ ety i X% 6 Bt

itk
WAEAR K N, FEE K REEIE, B AR \ 0 (0x5c, 0x30 ASCIT) fil & %5 ds & %

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP f&#y 7] 45 & X 3% IP M i fosg o
AT+CIPSENDEX=[<1link ID>,]<length>[,<"remote host">, <remote port>]

W i :

OK

>

AR AT EME SRR TS, BERFESRT DU AR E KR . 24 AT 308 ) Bt K B ik
B <length> JGE T B\ O FAFIE, BlifetmiTin .

QSRR 7V R A i S T T, R [

ERROR

TR A BRI AU CRAERERC & 40X 8% i), & W
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SEND OK

<link ID>: W% ID (0~ 4), HTZEENE

<length>: KA, A ARfH: 8192 FA7

<” remote host” >: UDP &4 v] AT E ST EAL: 1Pv4 Hihl . 1Pve bk, silEisz
<remote port>: UDP £ PATE & Xt v i 11

e

o BRI B L ORI, SO L\ 0 FAFI (0xSc, 0x30 ASCID, Hfiafehiiirls, RGTiRn
Tl ar oo, FRF & AT @

o AREEEPEE \<any>, WERBERFHL, A <any> 75

o QRFTFEKIENO, WHE LN \\O

o BRI LAEAT+CIPTCPOPT fiy 4 kg TCP ML BB e . Bl B <so_sndtimeo> 4y
5000, W TCP Ak #fEode S FPNIR ISR, ToiR it @RI, X ATPAT 4 MCU 2 fF AT fiy 4
[ 2 P IS 1] o

3.3.13 AT+CIPCLOSE: J:[i TCP/UDP/SSL 4%

)E’J

S

i
KM Z AN ) TCP/UDP/SSL 1 4%

P
"ﬂ<>‘

AT+CIPCLOSE=<1link ID>

W i ¢

<link ID>,CLOSED

OK

AT %

yite:
K AR ) TCP/UDP/SSL 144

AT+CIPCLOSE

W

CLOSED

OK

o <link ID>: F5RMIIMLESR ID, WRBY S, WFR KM Prf %
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3.3.14 AT+CIFSR: #rifyAs i IP Huhl 1 MAC Hahk
P4

A

=

AT+CIFSR

W i <

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIP6LL">
+CIFSR:APIP6GL, <"APIPO6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPG6LL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

o <” APIP” >: ESP32-S2 SoftAP [ IPv4 Huhl

o <” APIPGLL” >: ESP32-S2 SoftAP [ IPv6 s Hb 4 i itk
e <” APIP6GL” >: ESP32-S2 SoftAP ¥ IPv6 4= Rtk

e <” APMAC” >: ESP32-S2 SoftAP i) MAC Kbl

e <” STAIP” >: ESP32-S2 station [{j IPv4 Hihit

e <” STAIPG6LL” >: ESP32-S2 station [/ IPv6 < Hb4 i i il
e <” STAIP6GL” >: ESP32-S2 station [} IPv6 4 Jajbhl

e <” STAMAC” >: ESP32-S2 station 1) MAC #ihi}:

e <” ETHIP” >: ESP32-S2 ethernet {1 IPv4 Mtk

e <” ETHIPG6LL” >: ESP32-S2 ethernet [{t] IPv6 4<% % M -
o <” ETHIP6GL” >: ESP32-S2 ethernet [1}) IPv6 4= 5yttt

e <” ETHMAC” >: ESP32-S2 ethernet ) MAC il

B
« JUf 24 ESP32-S2 B sRIEI A R NfE EUS, A B E] B IP Huhk Al MAC Hiuhk

3315 AT+CIPMUX: RIS S EHBBIA
teififr 4
EHHEBEHN

O e
iy

AT+CIPMUX?

W
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+CIPMUX: <mode>
OK

o <mode>: JEFAIA, BUAME: O
- 0: BFAER:
- 1. ZiERE

B

o SV BB TE BT I A 0] SO R
o AFE 15X (AT+CIPMODE=0), A RERE AL HEH
o QRAESL T TCP/SSL e d5 i, ARV BAZERE , WK IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #\r /5[] TCP ok SSL i 5525
Ay

Dy
#if] TCP/SSL AR5 #tk 25

[

AT+CIPSERVER?

W i <

+CIPSERVER:<mode> [, <port>, <"type">] [, <CA enable>]

OK
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=

=

A

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>]

W]
E
e <mode>:
- 0: XRS5+
- 1 ST RS 5%

. <param2>: ZH <mode> K, ML B LA :

o QI <mode> £ 1, <param2> fXFEuI15 ., BIAE: 333
o W <mode> 2 0, <param2> fLERIRFSAHEE XA E Fim. BRIAE: 0
— 0 RPANRSS AR B & P 42
- 1 XPANRS AR KA A &
. <" type” >: fR42EHAL Y TCP”,” TCPv6”,” SSL”, # “SSLv6” . BRiAf{4:” TCP”
¢ <CA enable>:
- 0: Al CAAIE
- 1: ffif] CA AR

Bl

o ZEIIFUT (AT+CIPMUX=1), A REIFIEMRIS %t -

o BIERST AR IS, HSESIRG AR IET, 2 R AVreId— RIS

s BHEEEEA, SESNE N EE D,

o AURGEAEET IPv6 ML)~ TCP/SSL IlRd5 4%, 5 i Jei BAT+CIPV6=1, FF3RH-—> IPv6 b
k.

o RMIRSS 4RI SH <"type"> Fl <CA enable> WAHNE.

il

// # i TCP M4 B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B sSL & B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// ®ETF Ipve W%, A& SSL K% &
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1 kARG BOFE R A BT R &

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #%ify/i% B 55 2% fe il iy i K 5
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RrZs
fie:
#21 TCP st SSL s AL VPR IR B
e

AT+CIPSERVERMAXCONN?

Wi i :

+CIPSERVERMAXCONN :: <num>

158 TCP 5 SSL HR 55 7 FeifF 28 vy i B KI5k

Py
A

’AT+CIPSERVERMAXCONN:<num>

« <num>: TCP i SSL [ 5 28 i s K e, JE: (15, W G B %2 40 1
{8, 5% AT+CIPSTART 4 H1 34 <1ink ID> ¥R,

Bl

o UNTRBE I KIEHEL (AT+CIPSERVERMAXCONN=<num>), WE7EAIEIRSS %82 A E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #ify/V ik
A4

Yy
Rzl LS TN

A\ .
"ﬂé’\‘

AT+CIPMODE?

W
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+CIPMODE : <mode>
OK

Pa-

CEL A

Dyt
R A

Py -
iy

’AT+CIPMODE:<mode>

Wi 37 <
’OK ‘
55
¢ <mode>:
0: il AR,
— 1: Wi-Fi 5 #4008 X, (U FF TCP By . UDP [E5 (503 . SSL B pity It
B

o Mt SONRAEE) flash,

* 1£ ESP32-S2 ph A Wi-Fi & #4042 X 5, AEATIE T DhRERF TR A

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 %3 d if i [ia]

Qi

i

i) A TCP/SSL i 55 # b i s a]

Pa sy
A

AT+CIPSTO?

W

+CIPSTO:<time>
OK
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B

&F

i
BCE A TCP/SSL fij 55 it I 8]

Py -
iy

’AT+CIPSTO:<time> ‘

Wi i :

[ox |

BH

o <time>: 7l TCP/SSL iR 55 st (a), H0i: £, HUEVER: [0,7200]

B

% TCP/SSL % PURHE <t ime> INEI A % LB , ESP32-S2 s 6 SUTFFILIEHE
¢ WRRESH <tines 0, WIEBKERSEIN, AW

 AERLEAOIHL DY, 9% R S I RN oot s 6 22 5 RIS T, 2 T
V. R, RO

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/i B mtX I SNTP )R 55 2%

iy

e

A

AT+CIPSNTPCFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

v

H

N

IR

¥

=

,/?\:

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

W i <

[ox
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o <enable>: % H SNTP iR%2s:
— 1: P8 SNTP flR5545;
— 0: NP SNTP IR 4555,
 <timezone>: SZHFDAFNPHIAAEK:
- PRI [-12,14], BRUVNEEREAL, Sl S R AR (UTC) s kirid K2
X (UTC-12:00 & UTC+14:00);
- MRk uTe R E, UTC R EIRE TIRTEEINZ AR 2] UTC IHE)_E A ARG 3 4%
Hiffa], EE SRR [(+1-] [hhlmme WY HIE DXAEARR] -2 DAVE, 78, anARAEAR
21, WIPIEEL. /D (hh) Z0FE -12 2] 14 2 [H], 2380 (mm) DAZ07E 0 £ 59 2 [a]. fltn, fnif
EAERT IR BT Y IS A, R UTC+12:45, MW <timezone> SHE N
1245, BZFERIES%H UTC & .
o [<SNTP serverl>]: % — SNTP [R%#%.,
* [<SNTP server2>]: %5 4~ SNTP k55#%.
* [<SNTP server3>]: % =/ SNTP [R5 %%,

o WEMASEREGLAE=" SNTP iR% 45540, WEHAMEH “cn.ntp.org.ecn” | ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” FHAZ —,

o XFTAEIMMA, A <timezone> S RES MK E K <timezone> ZHA—H. BN
<timezone> ZEL L E —F UTC B EMKR, Hlan: &E AT+CIPSNTPCFG=1,015, Jf4
iy, ESP-AT S ZBKEXSEAHIS 0, BKEER 15. AETHFgal, Bl e —fp
UTC ffe sts Uit , g uTc+00:15, Wil A itk g 01X,

* 177 SNTP 2 5T UDP MSUA R 1 SRR B 0 52, 24 [ 2% AU, £33 2 ESP32-S2 [ [R] ok Sz}
[l . — EL AT fir% D i+ TIME_UPDATED , AR T[], M @n] PAAIR AT+CIPSNTPTIME?
i A 2 Hi IR .

il

// £ f SNTP M4 %, REFENK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
b

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn”

// fEH# SNTP M4 %, HEXEA Y MHE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
%,

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fFEf SNTP Mi 4 %, REHFWLHEHRXR EXBHA L W KK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #%ify SNTP Iv}]i]
A

O e
iy

AT+CIPSNTPTIME?

W

+CIPSNTPTIME:<asctime style time>
OK
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]
* A 5 asctime If[E] 1) E X% I asctime man page .

* 7& ESP32-S2 jjt A Light-sleep & Deep-sleep Ji5 - Mt fii, 45} [H] W] GE <A e, HILEE B &
£ AT+CIPSNTPCFG %, M NTP % #e 3R BUH 1]

* SNTP ZKIUE| W [EAF#HTE RTC K3, BMTERER G AEH) 5, BEASEER.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/i% ¥ SNTP ifia] [s] 25 1) ] Fi
A4

O e
A

=

AT+CIPSNTPINTV?

Wi 3% ¢

+CIPSNTPINTV:<interval second>

OK

)E’J

CHL A

A

’AT+CIPSNTPINTV:<interval second>

 <interval second>: SNTP WJa][@l5 0] . B0 : &b, o : [15,4294967].
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e
o BCE TR ARG, EWRE ESP32-S2 2 A — ki) NTP AR5 4 4K OB A I ] o

Bl

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn”
OK

/) BANERE — K
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #rifyllk55%s A AT FEfERA
Arifgin A

yiig:
LI 545 C A ) ESP32-S2 AT [ {FfiiAS

A .
"ﬂé’\‘

AT+CIPEWVER?

Wi i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-S2 AT [#{4- x4~
e

o TEPRPEFETI) OTA JRAKS, SR ZUA IO i AR ) A T2
3.3.24 AT+CIUPDATE: ik Wi-Fi 7191

ESP-AT TEiz47H}, @i Wi-Fi W35 E MRS £ b T 800 42 B 2643 X, AT - [
i A

riig:
#if) ESP32-S2 WA Y THILRAS

Py
A

AT+CIUPDATE?
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Wi 3% ¢

+CIPUPDATE:<state>

OK

Parr %

i
TEFLZERA T @ 1d OTA THL R TCP it 55 i Lol A g [l F

O e
iy

AT+CIUPDATE

W
WEH LR SR R

[Fautigy

itk
TR B AR 55 7 L 48 8 A & 2

s

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

M) i :
A OTA FEPH ZERF LYy, 1Rl

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N -

OK

U2 OTA FEARFH BT iy, iR u]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

WRAEH IERITR OTA KN, & [nl:

+CIPUPDATE:<state>

ERROR

WPRAEARPHZERUT OTA KK, iR [u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1
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BH

¢ <ota mode>:
— 0: @1 HTTP OTA;
— 1: @33 HTTPS OTA, IR %%, 2 . /build.py menuconfig>Component config
>AT >OTA based upon ssl 27 HifE, 25 HiH L A% iF ESP-AT 142,
o <version>: AT {4, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <firmware name>: J|}Z¢ /¥ [E{F, 4l ota., mgtt_ca. client_ca 8{H'E at_customize.csv
W E R4 X
* <nonblocking>:
- 0: PHEERI OTA (AT, EF| OTA Gk R MG A W DA% AT /iy s ) ;
- 1: JEHZER OTA (BT, FRsERG (+CIPUPDATE:4) T F3h & ).
* <state>:
- 1 R BIRS525
2 R RS
3: IRIGFIA
4: SETIH;
-1: JEPHZERI T OTA R

]

o THPGE FE BT M 48R 0L

o UARMERZMAESF BRI, AT KR [ ERROR, if 45 RF— B A1 L.

o GARIRE AT AR SRALRY AT BIN, A g &M Espressif Cloud N#k AT [l £ F+4%

o HURAME A2 B AT4Ri%ERY AT BIN, i H 475231 AT+CIUPDATE FOTA 3 §E 8% - ili Ffl AT+ USEROTA
o #% AT+ WEBSERVER #54>, T %% ESP-AT T #3{tf075% {5 FOTA,

o FHWHY AT )5, WHAT+RESTORE WKW R

o OTA SRR FEIFIHE] N 3 204k

o |EPH ZEREZ I B H ) OK Il +CIPUPDATE : <state> FEH Hi WP b A 4% 5 S B8 5 0
OK AJfEFE +CIPUPDATE: <state> Z Wi, tWEAIHEYE +CIPUPDATE : <state> Z 5.

o NEWARBHRA . BFEEIHRASAFE—E W ARAEMENE, E2T08ElT, W RREAHE
IERRAS, R B O™ B AT 2 g .

o S H 4T LI OTA FH8 KIUE L OTA 4.

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mqtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota",1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: ¥ +IPD {55 if s
i A

[

AT+CIPDINFO?

W
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+CIPDINFO:true
OK

Y

+CIPDINFO: false
OK

v

7

=

g

¥

=

,/,?\:

’AT+CIPDINFO:<mOde>

LT)
[ox
S
e <mode>:
- 0: #£ “+IPD” F1 “+CIPRECVDATA” JH B, ANHERXTFi IP HuhbFlis 115 B
- 1: ¥ “+IPD” Fil “+CIPRECVDATA” 48, $&/m% i IP HuhkFlg 1145 5
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #rify/i ¥ SSL %% F i fic &
Ay

yiig:
#if] ESP32-S2 f1:2y SSL 7 a4 HE 42 A T A 6

AT+CIPSSLCCONE?

W

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

)E’J

CEL A

e

// M ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>, <auth_mode> [, <pki_number>] [, <ca_number>]
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* <link ID>: M ZEi%EH: ID (0 ~ max), FEZERMGEL T, HSEERN max, WFRRIAGERE, &
SHERINMEN 5.
¢ <auth_mode>:
- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $##4it% Pk Ak 555 i CA IE 150 ;
— 2: ESP-AT % Pk A CA JIE+5 AL R 55 7 v F1IE 45 5
- 3: fHEINIE.
* <pki_number>: JEBFIFEAMRT], WRHAE—MIERAFH, HAEN N 0.
e <ca_number>: CA &3], WEHAE—14 CA, HENH O,

o WERAHEIARLE S RV, WEFEE ST SSL B TAR M A

o JLE W UCRHRAELE NVS X, WA AT+SAVETRANSLINK iy 41U B I HLE A Wi-Fi SSL i% % 42
K., ESP32-S2 Y545 Nk b Ha I RE AR i i 7 7. SSL 4% .

o WERGHMN B CPIERSEE N ZEIET, WS % 4T L4 PKIFLE .

o {14 <auth_mode> FlE N 2 8 3, N T RIS 2RIIEBAE R, 7 KLAT+CIPSTART fiy
A HI PR ESP32-S2 CAREUE Y il ] . (0] AR IEAT+CIPSNTPCFG iy %K BLE SNTP, FKEY
BIRFE], B 3EAT+CIPSNTPTIME? £y 4- 25 14 24 B i 1A] . )

3.3.27 AT+CIPSSLCCN: #if)/¥ ¥ SSL %yt /A 44 (common name)
iy A

B SSL HEE R PRI 47K

Py
A

AT+CIPSSLCCN?

M

+CIPSSLCCN:<1link ID>,<"common name'">

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <

Espressif Systems 93 Release v2.3.0.0-esp32¢3-906-g760e656857
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 3. AT Ay d4E

OK

o <link ID>: [J4FEH: 1D (0~ max), EMIEBMMGIT, ASHUEN 0; TELHEBRINFER T, &5
Bl max, WoRFA R ASHOAEN 5.
+ < common name” >: A S FIIEN S 28 R IEME 1 HIOA % . A& IRICK N 64 5745
)

o QERARSARFCE S AR, RN SSL B EHTIE AT A G 2

3.3.28 AT+CIPSSLCSNI: #5if)/¥% 8 SSL %5 iy SNI
A i) iy A

i
A TER R SNI i E

Pa sy
A

AT+CIPSSLCSNI?

W

+CIPSSLCSNI:<1link ID>,<"sni">
OK

)y

N

R

&

=

A
# 5

¥ 3k B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% ¥ ¥ : (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni'">

W i <

OK

BH
* <link ID>: 2534 ID (0 ~ max), fEFGERIEIL T, RASEEN 05 EZEERMELT, &5

BUEBA max, WIS EH: ASEERMEN 5.
« <” sni” >: ClientHello HLf%j SNI, SNI 5k B 64 2747,

Bl
o QARAR AP E ST AR, SHEH N SSL RIS T AR 2 o
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3.3.29 AT+CIPSSLCALPN: #rify/¥t ¥ SSL % )y i; ALPN

iy

i

#if] ESP32-S2 112y SSL 7 i 4 HEH2 1 ALPN T B

s

AT+CIPSSLCALPN?

L)V

+CIPSSLCALPN:<1link ID>,<"alpn">[,<"alpn">][,<"alpn">]

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % # ¥ (AT+CIPMUX=1)

AT+CIPSSLCALPN=<1link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

OK

BH

o <link ID>: PZ&%EH; ID (0 ~ max), FERIERIRIT, ASEEN 0; FEZEERNEL T, #5
BE BN max, WIFIRICAER: RSEEGMERN 5.
e <counts>: ALPN g%E. JuFE: [0,5].

0: % ALPN fil & .
* [15]: 5 E ALPN L # .

© <" alpn” >: FRHBHL, FR ClientHello H1¥) ALPN. ALPN fig KK JESZRFap S M KK E -

B

o QUERAREAPECE S AR, S e SSL RIS T A M2

3.3.30 AT+CIPSSLCPSK: #rify/ s SSL %5 )yl PSK (55 H A )

it &

i :

#if] ESP32-S2 {12 SSL % it S #2114 PSK it .
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AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

A

-t

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W i <

OK

B
« <link ID>: %78 ID (0~ max), FERIERIMIT, RASEUEN 0; ELEHRNER T, #5
Bl max, WZRFA R ASHORAEN 5.
« <7 psk” >: PSK identity (FAFEHREY), SR KT 32 WIRGH <mpsk"> BRLEA \0, Wk
F AT+CIPSSLCPSKHEX 14>
e <” hint” >: PSK hint, fir KK EF: 32,
)

o QSRAREAHE ST BIAERL, AR SSL E I iIB T AR M S .
3.3.31 AT+CIPSSLCPSKHEX: i/ SSL % i) PSK (1753 X))
Lz

* FAUTAT+CIPSSLCPSK g4, %ty W T 3L E s A #) SSL & Fimpd fidk 2% 4] (PSK) , (HIL
<"psk"> ZHE A ANBERIR A R TR I, <"psk"> ZH0PR) N0 FRXh 00,

il

// ¥ % (AT+CIPMUX=0), PSK identity #* "psk", PSK hint % "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % #: (AT+CIPMUX=1), PSK identity * "psk", PSK hint * "myhint"
AT+CIPSSLCPSKHEX=0,"70736b", "myhint"

Espressif Systems 96 Release v2.3.0.0-esp32¢3-906-g760e656857
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 3. AT Ay d4E

3.3.32 AT+CIPRECONNINTV: ##)/i% % Wi-Fi & {£8i% F iy TCP/UDP/SSL i &

T
A i) 4>
ig:
il Wi-Fi i 45X T B 3h B % 5] fR
A
AT+CIPRECONNINTV?
Mg i+
+CIPRECONNINTV:<interval>
OK
B e
e
W Wi-Fi i 12 4% X "N TCP/UDP/SSL 1% it )5 H 2l = 7 14 [
mA

e <interval>: HZIEZERIFEEE], F7: 100 ZF, BRIAME: 1, ' [1,36000].
]
* #rAT+SYSSTORE=1 B, L B MR PRAFAE NVS X

il

AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #rify/ik B eI
Ay

Dy
A TR

ke

AT+CIPRECVTYPE?

W i <
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+CIPRECVTYPE:<link ID>, <mode>

// B (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

W )7 :

OK

BH

* <link ID>: WZ57%EH ID (0 ~ max), FEHERMFIT, ASUEN 0; EZEZNNL T, &S
BUEBEN max, WFOR A ER . ASEEONEN S,
* <mode>: ERFHIFLNAI, BINHE: 0,
- 0: LA, ESP-AT R A HICE] M B3 7B v B AR 25 EHL MCU, Sy “+IPD” (854
FHMCE 112 5760 7747, K0 MCU FrR A& 3% 2920 “7H5 A 8085 ) -
- 1 Yok, ESP-AT A B i B TR AR W B AF X (B P il 1, A
(B 5760 5747) , “FfF MCU . %] TCP Ml SSL 4%, ARGEAFXWE T, K ILEET
s XIT UDP ki, MIRGAFRW T, W kAR ER.

(A

o ZACE AR T Wi-Fi i 42X,

o 4 ESP-AT FE# sl P UL B S 8RN, SRR LR RIS AR 15 B :
- ZHER (AT+CIPMUX=1), 275 +IPD,<link ID>,<len>;
— FASERNT (AT+CIPMUX=0), 275 +IPD, <len>,

o <len> FRGEAFX P ERE IR SR .

o« —HA +1PD i, MWi%izfTAT+CIPRECVDATA FRZHEE . &M, FERT—A +IPD Btz i,
A~ +IPD KA & 45 AL MCU.

o FEWITFEREN T, FhERFZEIRTAGEAE, MCU 398 v PAEEEL, H 3 &iXAT+CIPCLOSE
(AT VER%& i) 8{AT+CIPSERVER=0,1 (AT VEMIRS42%). HaiGie, i +1rD D284, I8
DAENR % 2 AT+CIPCLOSE B % 3% AT+CIPSERVER=0, 1 53 1t AT+CIPRECVDATA 54 3BT B
ZHI, XANTERR CLOSED 15 Bk .

o TR AR RN EAE I H MCU i AN ACHEES, vfPAS w1, i s e ii=X .

il

/) REBBEAT, REHDERER

AT+CIPRECVTIYPE=1

/I ZEBEREAT, REFAEEARDERER

AT+CIPRECVTYPE=5,1
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3.3.34 AT+CIPRECVDATA: B AR F £S48

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W i *

+CIPRECVDATA:<actual_len>, <data>
OK

&

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

<link_id>: Z#EZHATIER ID.

<len>: fR KB : OXTERFEE, QRSCERICEIRY BRI RE UASHUE ]S, Ik ] 52 Br 4 BE A Hd -
<actual_len>: ZZFRIRELY @ITEJKTEF

<data>: FKEUHEIRE .

[<remote IP>]: AT EBH, Forokii IP bk, jHiFAT+CIPDINFO=1 iy flifE.

[<remote port>]: XJifiis 1, L AT+CIPDINFO=1 fip4{{ifE.

e

o RS T EAEY SO N AT, W< B 2R B ERROR, W] PAif it AT+CIPRECVTYPE? fig %>
NS T Egsh it

o RO ATERCA BE AT R O AT B 2R 5] ERROR, 1] DA i AT+CIPRECVLEN? fiv i iA
&S A AT -

o PfT AT+CIPRECVDATA=<len> &0, B/ET <len> + 128 FHWNLE, BRI AT &y
4-AT+SYSRAM? £71f] é‘l BIFT A NI DL AN B BN AE F i R I it fip 2t 22 [7] ERROR .
M\T%\LFAT% B HET HEHFEERAERM alloc fail WITHMEE, PARIAZES HILT AR5
[WRLGHE

2N

AT+CIPRECVTYPE=1

/7 B, R EN McU K0 FEmb Kk E 100 FFMHEKE,
// M 24 R Y B "+IPD,0,100",

/PRE, ETNEREANT 4L ERX 100 F 4 6 K H#E -
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: #ifgtf ghtliobesX b &4 v Bl K
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BRI P GATI T A R

A .
"ﬂ/?\'

AT+CIPRECVLEN?

W

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

B

* <data length of link>: L33 d Zenh (1 Fir Ay I B K

Bl
o SSL 4%+, ESP-AT iR [ul &t ) B T i /NP ESS B i K%

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %3 4L

)E’J

CEL A

tik:
ping X i AL

O e
iy

AT+PING=<"host">

Wi i ©

+PING:<time>

OK

5,

+PING:TIMEOUT // REEH LM ALK PING BHEALT, t2H XN EAE

ERROR

o <” host” >: FEFESE, FoRkim EVLIAY IPv4 Hbhk, TPve #ihik, Bil#44 .
o <time>: ping FNR ], BALZ: ZZFD.
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e

o QAREAEET IPv6 %% Ping Xifum AL, THHATLA T HRAE:
— % AP 35 IPv6
- B EAT+CIPV6=1
— WITAT+CWIAP 655 $ELE]—A IPv6 itk
— (A[3k) @ITAT+CIPSTA? 5 4¥5 2 ESP32-S2 275 3Kk ELE] TPv6 Hutl:
o it EALRIA FATE, W ping KAl DNS S84 fEpT (D0 JCi@AT IPv4 Hudik), i ping
X AL IP Hihk:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) FT-REBRMER TR $Q
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: #Fify/i%® DNS 55 72{5 5
A

24 3 DNS 45 2845 1

Pla sy
A

AT+CIPDNS?

W .

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeEmA

i
BE DNS fle 55 45 5

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

o <enable>: iX'E DNS fiR4%#%
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- 0: J5 /7 A 3h#HU DNS IR 425X 5, DNS R&#:HSWE R 208.67.222.222 f18.8.8.8,
4524 ESP32-S2 station 5E i T DHCP 132, DNS R& 2 A G e H #
- 1 JE I F 3% B DNS R4 2458, WRANEE S <DNS x> MM, WA ERIA(E 208.
67.222.222 f18.8.8.8,

¢ <DNSIP1>: %> DNS 4545 IP #uhik, XFFistE s, HA Y <enable> Z4 0 1 B, HieE
T3 DNS i &, ASEA AR RBE <enable> 1, HAASERE —ME, UEBiTHE
W4 Bf, ESP-AT RHHTZSHE 24 Hi) DNS %5 & 1] .

* <DNSIP2>: 55"/ DNS [R5 IP i, XTiE M4, HA2Y <enable> Z4CH 1 i, Wil2)H
FF3) DNS %8, KSEAF: WK E <enable> Ay 1, H ARSHRE —ME, Ll
WA H), ESP-AT KH4EiZ S0 M 24 Hi %) DNS # & ik 1]

e <DNSIP3>: 5=+ DNS [R5 %% IP Hudik, XFFi&EMS, HA32Y <enable> B0k 1 B, J@,E'JEEF'
13/ DNS WLE, ABBEAFRG WK E <enable> Ky 1, HHASHE—ME, BEEITHE
WAL EF, ESP-AT X4EiZ S E01E R 24 1) DNS #% &k 1],

. 74§AT+SYSSTORE=17 Eﬂﬁﬁﬂ&l{%ﬁﬁﬁ NVS K.
o XEANBBONRER BEALR RS L
» 24 <enable> Jy 0}, DNS 5% ] GE MM ESP32-S2 158 &% Fr i 422 1 1% b 4 114) e 5 0 ol A%

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) % —NET 1pve B DNS A B T REIKMERXIEFRQ

// B _NET IPve B DNS M % #: google-public-dns-a.google.com
/) BE=ANHET Ipve B DNS M & & LK 4E E DNs R4 #
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS JjiE

B A

Pa

e

A

AT+MDNS=<enable>[,<"hostname">,<"service_type">,<port>][,<"instance">][,<"proto">
— ][, <txt_number>] [, <"key">,<"value">][...]

Mjn] oz <

OK

. <enable>:
: JF/E mDNS Ujhg, 4S8R EIHE

- 0 M mDNS Uifig, 43 HLHFHSE
e <” hostname” >: mDNS EHLXFK.
+ <” service_type” >: mDNS R4+ 241,
o <port>: mDNS 4% .
* <” instance” >: mDNS L4 FR. BRIAE: <"hostname">,
e <” proto” >: mDNS R, BIE: _tep 3 _udp, BRIAH: _tcp.
o <txt_number>: mDNS TXT it ® %=, JuH: [1,10].
o <” key” >: TXT i 0.
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o <” value” >: TXT iCFI{E.
o []: M3 <txt_number> YLHIHE TXT 12 R HIAENT

il

// Jt)8 mDNS g, EH A& K "espressif", AH KA A "_iot", 3 H K 8080
AT+MDNS=1, "espressif","_iot", 8080

// X W mDNS I #
AT+MDNS=0

PEANT 5% . mDNS 1) .

3.3.39 AT+CIPTCPOPT: 7 ify/i 8 £ 0 i
I

ik
TR S i

.
"ﬂ4>‘

AT+CIPTCPOPT?

Wi i :

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>

// ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % % ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

Wi i *

[ox

o5

’ERROR

S

o <link_id>: M4 ID (0 ~ max), EZERMWEILT, HGSHEBN max, WFORPrAER; 4

EICNINIEWIRE
o <so_linger>: [l B EH T SO_LINGER %1l (&% : SO_LINGER /147), Pfi: #b, ERIAHE: -1.
- =-1: XH);

- =0: J})3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
 <tcp_nodelay>: [l E 85 1) TCP_NODELAY %3 (£%: TCP_NODELAY /+43), BRAE: 0.
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|

3.4

— 0: & TCP_NODELAY

- 1: 2 TCP_NODELAY
<so_sndtimeo>: [t B E 2 SO_SNDTIMEO &I (&% : SO_SNDTIMEO "41), Bifii: ZFb,
ERIME: 0,
<keep_alive>: FlEEREFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE \'44), BAfi: #b.

JEE: [0,7200].,
— 0: 2% keep-alive HJfE; (BRIA)
- 1 ~7200: F /3 keep-alive ZjfE. TCP_KEEPIDLE {f % <keep_alive>, TCP_KEEPINTVL {f -}
, TCP_KEEPCNT {fi} 3.
ZIKup A <keep_alive> B S AT+CIPSTART x4 <keep_alive> ZHMHE, HL&{HH
JEBE A ULE . MRIBITARMASIABE <keep_alive> 4§, MIERIAMFH LR ECE HIME

TERCE SR TR, Wes VigiZEmote, LA G vl Gersgm .

SO_LINGER #&IUA g i B KA . Bl infc B SO_LINGER {E 4 60, WAT+CIPCLOSE fy4-1E I
AFE X} TCP FIN B AL T, 2580 AT FHZE 60 £, MImJciEm N HEdm4. Hit, SO_LINGER
e ISR NN

TCP_NODELAY #:55i 3 ] Tk /IMEXT SE PR S 1 5. g )a, LwiP 2k TCP (1) &
%, (BUERM KRR 2, Sl TEAN SEEREIE. Fit, TCP_NODELAY Z i ffFFERIAME .
SO_SNDTIMEO #£37i3& il T AT+CIPSTART éﬁ/\ﬂ%ﬁa & keepalive B W F 37 5. 0 B A 2R 17 )
AT+CIPSEND ., AT+CIPSENDL. AT+CIPSENDEX 4 Y& @ B, TG LIXEHI. X
H . SO_SNDTIMEO #¥ it E K 5 ~ 10 fb.

SO_KEEPALIVE ¥E3iid ] T £ 8l iR 82 2 B W N 5, @5 AT /58 TCP %5 i)
WA E R, BEASBES , SIOMARSM M 454798 . SO_KEEPALIVE Zifl & {E /N 60
o

MQTT AT #5445

N5

AT+MQTTUSERCFG: ¥ & MQTT fl | @ik
AT+MQTTLONGCLIENTID: #%& MQTT % J1i# ID
AT+MQTTLONGUSERNAME: ¢ & MQTT %t F 44
AT+MQTTLONGPASSWORD: #:¢'8 MQTT % Jifi %57
AT+MQTTCONNCFG: %% MQTT 4% @ 1t
AT+MQTTALPN : ¥#'& MQTT [ ] 2T (ALPN)
AT+MQTTSNI: ¥ MQTT 45 g8 44 Frdien (SNI)
AT+MQTTCONN : %32 MQTT Broker

AT+MQTTPUB: ki MQTT J55 (“FFFH)
AT+MQTTPUBRAW : R MQTT ji4 &,
AT+MQTTSUB: 1] 5] MQTT Topic

AT+MQTTUNSUB: Eji37 5% MQTT Topic
AT+MOQTTCLEAN : WiFF MQTT %4

MOQTT AT 443%

MOQTT AT .7

341 &

i~
Témi%

FRINRY AT B LRI WU R AT 4. AR EORFEEE ESP32-S2 7 MQTT @4, i H
ESP-AT T.42, {r48 T bWl B T AR vk

M Component config->AT ->AT MQTT command support
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34.2 AT+MQTTUSERCFG: &% MQTT H @tk

BoE MQTT M stk

Py
A

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W i <

OK

o <LinkID>: 4Hi{{ 3 $¥# link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (RHERUES ) ;
: MQTT over TLS (#:% server iIE 5 ) ;
: MQTT over TLS (#2241 client §IE45) ;
: MQTT over TLS (®:5& server 3IF 57 HE2AE client IE ) ;
: MQTT over WebSocket (5T TCP);
: MQTT over WebSocket Secure (E:T TLS, ANRILGIFF ) ;
: MQTT over WebSocket Secure (7T TLS, K% server iE1 ) ;
— 9: MQTT over WebSocket Secure (3T TLS, #t client iE);
— 10: MQTT over WebSocket Secure (ET TLS, ®5& server IF-F57f HE2E client JFf).
o <client_id>: MQTT & i ID, K E: 256 F5.
o <username>: 74, Tl MQTT broker, KK : 64 F7,
o <password>: 15, Tl MQTT broker, fHAKE: 64 %7,
o <cert_key_ID>: {45 ID, HujESP-AT U #—%& cert iIE}5, Z%M 0.
o« <CA_ID>: CAID, HHul ESP-AT {{$—%& CAFT, %080,
o <path>: TXJHESE, BORKE: 32 95,

|
© AU AW

B

o B2k AT fy 2R K BN RR I 256 5277,

o Q4 <scheme> [itE N 3. 5. 8. 10, b T KIRARSARAUEBA RGN, #51EKEAT+MQOTTCONN fiy
A HIHf AR ESP32-S2 T AREE M AiHT R . (0] PAKIRAT+CIPSNTPCFG fip %R AL & SNTP, FKHY4
BB, %2 AT+CIPSNTPTIME? iy 4253024 S H ] . )

3.4.3 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID

i E MQTT & F i ID
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AT+MQTTLONGCLIENTID=<LinkID>, <length>

Wi % ¢

OK

>

R R RN AT CHEAR LFEIL MQTT % i 1D, MBS AT AR ALK P ID, 24 AT 320503 9% 7 i
ID KJFiKF| <length> 5, #&R[MH:

OK

o <LinkID>: 437123745 link ID 0,
e <length>: MQTT & iy ID K&, o : [1,1024],

i

* AT+MOQTTUSERCFG 4] A E MQTT % i ID, 35 2 [a] 1) 22 A0 4 -
— AT+MQTTLONGCLIENTID £y 4] DA J S 5% BRI HE K 1 %6 P 1D, [R g AT+ MQTTUSERCFG
AT Z R
— AR EAT+MQTTUSERCFG J5 Fififi il AT+ MOTTLONGCLIENTID.,

3.44 AT+MQTTLONGUSERNAME: ¥ MQTT %5k 1 #4

i
BE MQTT I 744

“ﬂ<>

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W i <

OK

>

AR AT BRI MQTT 744, BT AR A MQTT I 744, 24 AT #I3iy MQTT
MAPZ KRS <length> Ji5, &[]

OK
S8
o <LinkID>: 437{¢ % link ID 0,
e <length>: MQTT "4 K&, JLHE: [1,1024].
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e

* AT+MQTTUSERCFG fiy WAl ABCE MQTT 4%, —FHZ AR 25 65 :
— AT+MQTTLONGUSERNAME iy 4 7] DA SR BB I K 1 P44, DR AT+MQTTUSERCFG fiy
LRI EZZIR.
- @E&%AT+MQTTUSERCFG J5 T i) AT+ MOTTLONGUSERNAME .

3.4.5 AT+MQTTLONGPASSWORD: ¥ MQTT %kl #h%

ik

% E MQTT %14

[k

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W

OK

>

R AT DB MQTT %575, MEHTSTT DA A MQTT 4673, 24 AT B EIHg MQTT %7
KIS <length> Jg, &I

OK

BY

o <LinkID>: 47i{¥ %5 link ID 0,
o <length>: MQTT &K, J5E: [1,1024],
]
o AT+MOQTTUSERCFG A n] DL B MQTT S50, — & A 22 B HE -
— AT+MQTTLONGPASSWORD T DA il 4 EAI R K 3 HY . R AT+MOTTUSERCFG Ay K

FEZ R
— WAER B AT+MOQTTUSERCFG J& T4 Fil AT+ MQTTLONGPASSWORD.,

3.4.6 AT+MQTTCONNCFG: #H MQTT ZER:EPE

v

)E'\.

CHLN A

L MQTT Jeb it

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
—">,<lwt_gos>,<lwt_retain>

Wi i ¢
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OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,
o <keepalive>: MQTT ping #8RFHFE], Bfyi: #b. JEHE: [0,7200]. ZRIME: 0, @k Hlnch 120 5.
* <disable_clean_session>: %% MQTT JHHL & bR, A X ZSEWELFE1ES% MQTT 3.1.1
MY ) Clean Session 75
- 0: (HABIE P&
- I SRR
o <lIwt_topic>: g topic, FAKE: 128 FT,
o <Iwt_msg>: i%lE message, HIKREE: 128 F4y.
o <Iwt_qos>: #lE QoS, SHm[1E 0. 1. 2, BRAE: 0.
o <Iwt_retain>: Vg retain, ZHA[E 0B 1, BRHA[E: 0.

34.7 AT+MQTTALPN: ¥:¥ MQTT W2 PrrG (ALPN)

v

R

i
B MQTT B2 MM PRT (ALPN)

P

’AT+MQTTALPN:<LinkID>, <alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">] ‘

W i :

[ox |

BH

e <LinkID>: 47i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &1, LM [0,5].
~ 0: %% MQTT ALPN Jit &
- [1,5]: i%E MQTT ALPN [ &
* <” alpn” >: FRFRSEL, Fx ClientHello 111 ALPN, H] FRIPAKIEZ A ALPN SFELFI R 5545

i)
+ B AT o KRN 256 7.

» PUAE MQTT BT TLS s WSS i, MQTT ALPN B A 22 /E 4.
o NAEREAT+MQOTTUSERCFG J5 Vi i AT+ MQTTALPN

il

AT+CWMODE=1

AT+CWJAP="ssi1d", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-S2", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"

AT+MQTTCONN=0, "192.168.200.2",8883,1
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3.4.8 AT+MQTTSNI: &% MQTT #4552 #4857 (SNI)

B
8B MQTT [ B4 FIR (SND)
s

’AT+MQTTSNI=<LinkID>,<"Sni">

W

’OK

o <LinkID>: 47i{% %5 link ID 0,
o <” sni” >: MQTT R&5# 4 FRFE8 . R PATE ClientHello HH: A& 24 1) IRk 45 4%

« BE AT KN/ N T 256 F7.
o HA7E MQTT £F TLS 5 WSS i, MQTT SNI FE A A3
o WAEREAT+MQOTTUSERCFG 5 Fidi il AT+ MQTTSNI ,

2N

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-52", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

349 AT+MQTTCONN: ¥%$#: MQTT Broker
A

Zrifi] ESP32-S2 %45 B 18321 MQTT broker

AN,
"ﬂ4>‘

AT+MQTTCONN?

LO)vE

+MQTTCONN: <LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>
OK
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N

Tytie:
%32 MQTT Broker
s

’AT+MQTTCONN:<LinkID>,<"host">,<port>,<reconnect>

Wi i :

[ox

BH

o <LinkID>: 4HFi{{ % $¥# link ID 0,
o <host>: MQTT broker 3844, KK : 128 F7,
o <port>: MQTT broker i [1, HIKE: 65535,
o <path>: WEJREEAT, HORKEE: 32 95,
¢ <reconnect>:
- 0: MQTT R HzhE . W MQTT @y 45 fiq K, W TGk PO A fi 2 JEp v 742
BT R IEAT+MOTTCLEAN=0 A5G ., EHRCESE, HEHmiERE.
- L MQTT HH#E, 2IHFERZ NI,
o <state>: MQTT JRZ:
- 0: MQTT RHJ1a1L
1: B BEAT+MQTTUSERCFG;
2: BB AT+ MQTTCONNCFG;
3. BT WT
4: BT
5: CERE, [HARITH topic;
6: CIEHE, ST topic,
e <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS

2 (RRRHIES ) 5
3: MQTT over TLS (#:4 server iIE5) ;
4: MQTT over TLS (#2fit client IF35) ;
5: MQTT over TLS (#8& server F453F HAR L client jiF) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (3T TLS, AKEEHET);
8: MQTT over WebSocket Secure (3£T TLS, %5 server JE15);
9: MQTT over WebSocket Secure (3T TLS, & client jIE5);
10: MQTT over WebSocket Secure (F:T TLS, I server F 457 HIZME client JIE45) .

34.10 AT+MQTTPUB: %4 MQTT jii& (‘450Hh)

Ly :

il i topic 7;2%’ﬁ MQTT PP B . GRS A R BRI EM R 2, Tl T A AT KA
BI{E 256 F47, HE AT+ MQOTTPUBRAW 54>,

O e
iy

AT+MQTTPUB=<LinkID>,<"topic">,<"data">, <gos>, <retain>

W
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OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,

e <topic>: MQTT topic, FxRKKE: 128 Fi7.

o <data>: MQTT FZ&4EEE..

* <qos>: RIHEN QoS, Sk 0. 1. 52, BAAH: 0.

e <retain>: J7f retain,
B
o 45 AT fr 2 B RKEERRE R 256 777,

o RS ANRERIBEE \0, EHFREARIGEIR, HMEHAT+MOTTPUBRAW fir:.

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32-S2", "espressif","1234567890",0,0,""
AT+MQTTCONN=0, "192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0 //_
SKERGAN, FEERAFHETFER L.

3.4.11 AT+MQTTPUBRAW: %Al MQTT {55

i

il topic KAt MQTT JH 5. . WERBAAH B REEE BAIX D, ART HR AT dr i {E 256
FAY, WA PAH FJAT+MQTTPUB 154«

e

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <gos>, <retain>

Wi i ¢

OK
>

P45 > Fn AT HERRFECR D8, BU T DA AR, S8R KA FI 240 <length> MY(EIT,
BARfemITin .

AR, W AT 3R [0 :

’+MQTTPUB:OK

RN, W AT i [a] -

’+MQTTPUB:FAIL

Espressif Systems 111 Release v2.3.0.0-esp32c3-906-g760e656857
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 3. AT Ay d4E

o <LinkID>: 437/ 3% link ID 0,

o <topic>: MQTT topic, KA 128 F7.

* <length>: MQTT J§ K, AN[F ESP32-S2 a3 s KA BE 32 3 W] A I N AE R B i o
* <qos>: KTIHEM QoS, SH#E 0. 1. 52, BRAHE: 0.

o <retain>: %7 retain,

3.4.12 AT+MQTTSUB: iTJ MQTT Topic
iy A

i
I 1T FAY topic

AT+MQTTSUB?

Wi i ¢

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

T 48 € MQTT topic FJEE QoS, FHTFIZA topic (#xZ XFFTF] 10 4> topic).

Py
A

’AT+MQTTSUB:<LinkID>,<"topic">,<qos>

W .

’OK

4 AT A 29T Y topic 1Y MQTT JH R, 1R [u]:

’+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

AT Fgid i topic, MR [H]:

’ALREADY SUBSCRIBE

BH

o <LinkID>: 4Hi{{ % $¥# link ID 0,
o <state>: MQTT JIRZ:

- 0: MQTT RHJhaML
1: B BEAT+MQTTUSERCFG;
2: BB AT+ MQOTTCONNCFG;
3. RO WIT
4: DB IR
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- 5 EiERE, {HRTTH topic;

- 6: Bk, BTk MQTT topic.
o <topic>: ] [{HY topic,
o <qos>: I QoS.

3.4.13 AT+MQTTUNSUB: Hi{§iJ g MQTT Topic

A

Ly :

B BUH T PR E opic, MIZRIAMAR S, PAHUHIT P topic.

’AT+MQTTUNSUB:<LinkID>,<"topic">

] oz <

[ox

AT P % topic, IR [a]:

NO UNSUBSCRIBE

OK

BH

« <LinkID>: 4{{¥ 3745 link ID 0.
» <topic>: MQTT topic, FARKE: 128 7.

3.4.14 AT+MQTTCLEAN: WiJF MQTT 4%

LN

&E

i
WioF MQTT 342, REHR.

O e
iy 4

’AT+MQTTCLEAN:<LinkID>

W

[ox

S

e <LinkID>: 4Hij{{ 7 #F link ID 0,

3.4.15 MOQTT AT 4% 569

MQTT #%i%f5 DL ERR CODE: 0x<%08x> JERFTHI,
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$EIRIEE B
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE _READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036

To4ks:
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R2-ZIW
HHiRIEE B
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_ WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.4.16 MQTT AT {5t

o ki, AT MQTT 6 S TE 10 b, {HAT+MQOTTCONN i FRhh. Blan, s hmeas
B LM, AT+ MQOTTPUB £:1E 10 #h N LY., {HAT+MQTTCONN i S AE M IS5 AN TS LT
] BE T L5 22 1) B 1) ) o SEAL B A

o UNARAT+MQTTCONN ;23T TLS @4z, B L ny B aT i B) A 10 #5, W) 4 i el i) 2> fi H i T
B AL K.

o 4 MQTT iEEW B, £3E/8 +MOTTDISCONNECTED : <LinkID> JH &,

o X4 MQTT #i: g v i, £4L/8% +MOTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JH & .

3.5 HTTP AT w424

« N3

o AT+HTTPCLIENT : %1% HTTP % Pk sk

o AT+HTTPGETSIZE: #:Ht HTTP % JE K /)N

o AT+HTTPCGET: 3RE{ HTTP %I

o AT+HTTPCPOST: Post 1§7E K1 HTTP %=
o AT+HTTPCPUT: Put $57 K & HTTP $d

o AT+HTTPURLCFG: V%' /4REUK: 1ty HTTP URL
o AT+HTTPCHEAD: %% /%5 HTTP 53k 3k

o HTTP AT 4%i% %
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351 e

t BRI AT B SRR BT T 9 PFA AT firde. WURGEORT 2 ESP32-S2 3 Hf HTTP 4, i A
/fj‘éﬁﬂ:r— ESP-AT .42, 7e55 000 & LA HL k4%

e 28] Component config->AT->AT http command support

3.52 AT+HTTPCLIENT: %% HTTP %) imissk

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">],<transport_type>[,
—<"data">] [,<"http_reqg_header">][,<"http_reg _header">][...]

Wi i :

+HTTPCLIENT:<size>, <data>

OK

o <opt>: HTTP & iil K ik
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
— 5: DELETE
* <content-type>: % it KA AI -
- 0: application/x-www—-form-urlencoded
— 1: application/json
— 2! multipart/form-data
- 3 text/xml
« <” wrl” >: HTTP URL, H/5TiY <host> Hil <path> ZHCHZN, RS HNE RIS
/e
e <” host” >: W44k IP ik,
o <” path” >: HTTP 4%,
* <transport_type>: HTTP % uifei2R AL, BIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> ;2 POST 3K, ASHCHKkiks HTTP 55 a0, 24 <opt> K
POST #i§3KE, ENSEAFE (W, AFFEMAESRERAEXNSE).
e <” http_req_header” >: W] & iEZ N RLAIRS 2L,

o QRALE URL A8 S5 an S K BT T 256 2747, i e FHAT+HTTPURLCFG fip % il lit & URL,
RGN H <"url"> ZHFERER "".

o QR url S A, HTTP % k6 1 b?ﬁc@ﬂi% host ZHAl path S50 W url SHEE
W B AR A HTTP PR host SR path 244,

o HELE TR B [ BOAR SR HTTP % P i 4 (FERS 3 WWESP-AT B # 2 5) , {H@ vl id i DA
ThHAMFEH T HiZmS: . /build.py menuconfig > Component config > AT >AT http
command support, RFHIFWE (BFFIFH I A5 ESP-AT T.42),
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o ZMAANCEE URL EE ], FEARBUENIRSS #53R ML ASHS 301 R AMEE M) 53 302 (s
HEN) S BshBEERH URL Hudik. GmT DA A 28 T B AR BCE T ) 1Y 32 s URL, 2R )58
HZA LV E .

o WERALS <"data"> SHIWEE LSRR T 256 277, W HAT+HTTPCPOST 14 .

o BRE W ZM HTTP 53Kk, i AT+ HTTPCHEAD fii %«

il

// HEAD i 3k
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET ¥# 3k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST iF K
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", " /post",1,"fieldl=valuels
—field2=value2"

3.5.3 AT+HTTPGETSIZE: 0 HTTP HEj5 kb

v

H

N

IR

¥

2

A

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZFI/DN. B FA7, BRAME: 2048, FEH: [0,10240].
o <rxsize>: HTTP BURZELFI/N. BN 37, BRIAME: 2048, JERE: [0,10240].
o <timeout>: [WZGHIN;. BAf7: ZFP. BRHAfE: 5000, JEFEE: [0,180000].

o <size>: HTTP &FFE /N,

e
* WARAE URL (R A an M KT 1 256 7Y, i Jofli FHAT+HTTPURLCFG iy % Hilid & URL,

BIEAR AN <murln> SHHEREN "
o QRGEARECE HTTP 355Kk, 15 AT+HTTPCHEAD fiy %35 E .

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"
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3.54 AT+HTTPCGET: 3l HTTP ¥iji

v

H

N

B

¥

v

A

=

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPCGET:<size>, <data>
OK

BH

e <” url” >: HTTP URL,
o <txsize>: HTTP LKEZAE /M. BAf: 05, BRIAE: 2048, Fifl: [0,10240],
o <rxsize>: HTTP UK /N, A 0. BRIAE: 2048, JEFE: [0,10240],
o <timeout>: ZGHART, Ff7: ZFb. BRHAME: 5000, JEEl: [0,180000].,

|
 WRAE URL (RS S I K L T 256 547, I 5EMNAT+HTTPURLCFG fis % Hilic & URL,

RAa L <murl"> ZHEHELBEN ",
o AREAEECE HTTP 3Kk, AT+ HTTPCHEAD iy QU H..

3.5.5 AT+HTTPCPOST: Post 5% K &R HTTP %4k

v

)E'\.

CELN A

ZE

AT+HTTPCPOST=<"url">,<length>[,<http_reqg header_cnt>][,<http_req_header>..<http_
—reqg_header>]

Wi iV ¢

OK

>

Fi5 > Fn AT HERSFHCR 8, U T DA AR, 488 KA FI S8 <length> Y(ET,
fefITan .

Ay, MR :

’SEND OK

At AR, MR ] :

’SEND FAIL

S

« <” url” >: HTTP URL,
* <length>: 5 POST {f) HTTP Fffi K . KK BESET R G0 n] S BLAYHEZS (B /)
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o <http_req_header_cnt>: <http_req header> ZEHIHHE .
* [<http_req_header>]: HTTP i§3Kk., ] KiEZMERLLG M54

W)
o QISFAL T URL i % A r &0 K BERE T 256 747, 5568 fIAT+ HTTPURLCFG fir 4 TRL# URL,
SEA A <murl"> SHEEREN ",

o ZAA M) content-type BRIAZEHLH application/x-www-form-urlencoded,
o HURGAECE HTTP #5kSk , 350 AT+ HTTPCHEAD fa 450

3.5.6 AT+HTTPCPUT: Put $5% K g HTTP %

By

15

N

R

X

=

AT+HTTPCPUT=<"url">,<length>[, <http_req header_cnt>] [, <http_reg header>..<http_req_
—header>]

W i ¢

OK

>

FH5 > Fn AT HERRFECR D8, SR T DA AR, 4808 KA FI 280 <length> MY(EIT,
(SiBIR R

Atk s, MR E

’ SEND OK

Esxis PN V@B

’ SEND FAIL

e <” url” >: HTTP URL,

<length>: 75 Put [ HTTP B B . Fe KSR T R G0 Al 4 B i e 23 A /e
o <http_req_header_cnt>: <http_req header> ZEHIHHE .

* [<http_req_header>]: HTTP i§3Kk, W] ARk MERLLG MRS58

|
AR URL YR MR LRI 1 256 7747, i AT+ HTTPURLCFG 1% Filic & URL,

IRIEAA W <"url"> ZHFHEEREN "".
o WEARGEAHRCE HTTP 353Kk, 5 H AT+ HTTPCHEAD i % & .

3.5.7 AT+HTTPURLCFG: 8/ HTTP URL
Ay

A
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’AT+HTTPURLCFG?

W

[+HTTPURLCFG:<url length>, <data>]
OK

A4

=N

A

AT+HTTPURLCFG=<url length>

W

OK

>

P45 > FOR AT fES I ECR DEdiE, BT ARIA URL, S8Ha KEAFI S8 <url length> [
{HI, RYLRE:

SET OK

ZH
e <url length>: HTTP URL K&, BAf7: Z7.
- 0: %[ HTTP URL it &

~ [8,8192]: & HTTP URL fii% .
+ <data>: HTTP URL %4,

3.5.8 AT+HTTPCHEAD: ¥:¥/4vily HTTP 5Kk

iy a4

=

O e
WA

AT+HTTPCHEAD?

W

+HTTPCHEAD:<index>, <"req_header">

OK

A

-t

e

=

AT+HTTPCHEAD=<req_header_len>

W i ¢

OK

>
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P > 2 AT HERSFEIC AT iy DB, AT AR A HTTP 355Kk (3R 3620 key: value JE
), MBI IELFSH <req_header_len> WYfHR, AT R :

’OK

+ <index>: HTTP 3Rk 1&5|MH.

+ <” req_header” >: HTTP i3k,

+ <req_header_len>: HTTP ifsR3LK T, Bfi: 597,
- 0: JERITACIRER HTTP 3Kk
- HABME: BE—ASHH HTTP 35Kk,

Bl
o Ay — W HAERE > HTTP i3k, (AR DA IIRE., SCRRZAAH ) HTTP 395K 3k .
o AarSECER) HTTP 3R e RrEny, —HiE, P HTTP a9 Sl sk k.

o AREABEEN HTTP #53K kW) key R FIHE HTTP 6y &R 3 iy key #lE], WS A
A E ) HTTP 353K 3k .

il

// % E#Fkk
AT+HTTPCHEAD=18

/1 EWE S FEE, MAMTH Range Wk sk, THRFEGH 256 7.
Range: bytes=0-255

// T # HTTP ¥ &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32s2/index.
—html"

3.5.9 HTTP AT #%i

« HTTP % /i
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HTTP & PintEixe | kA
0x7000 AL TER RN
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
« HTTP 4545
HTTP fRaafaiRg | ithA
0x71f4 Internal Server Error
0x71f5 Not Implemented
0x71f6 Bad Gateway
0x71f7 Service Unavailable
0x71f8 Gateway Timeout
0x71f9 HTTP Version Not Supported
« HTTP AT:

— AT+HTTPCLIENT iy & W45 1R8N 0x7000+Standard HTTP Error Code (HZEZH *#
Standard HTTP/1.1 Error Code )1 5., %% RFC 2616).

— N, # AT {FJE ] AT+HTTPCLIENT fiy 20t %] HTTP error 404, <R[ 0x7194 45 iR15
(hex (0x70004+404)=0x7194),

3.6 SCPFFHRSE AT a2 4k

. {l\gg

o AT+FS: IR GHAF
o AT+FSMOUNT: 3/ #0125

3.61 ¥

Tt BRI AT BRI T AT @4, MRS BSP32-S2 SHCHERSif S, #1474
i ESP-AT T42, TE55 LA L T R Byt

e J3M Component config->AT->AT FS command support
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3.6.2 AT+FS: &S HE

BEmA

N

v

A

=

’AT+FS:<type>,<operation>,<filename>,<offset>,<length>

M) i :
[ox
S8
o <type>: HHI{YZ# FATFS
— 0: FATFES
¢ <operation>:
- 0: MERSCiE
-1 53t
- 20

= 3 FHISCARN

— 4 FRFKAR TSN, HAEMUCCRR E SR
o <offset>: ffthihl, (EXTEEEERIERE
o <length>: K&, (U AHEZEHAERE

(]

o KA HIEESUERS . AT+FS U RGHAEE UG, AW AT+ FSMOUNT=0 fiy 4
O RS, SRR E RAM %3],

o [ A 45 bEsk at_customize.bin, H4(F H 7S ESP-IDF 43X 3% fildefT f 2 L4 X .

o FERUBEIA R R T S FR SO RN, AR 0] 32 K B B o

* ¥4 <operator> Hwrite B}, RGULEIH AL IEIEMITRE >, R DUSAZSWEdE, £
PR N 5 <length> —F(,

ZN |

/) B A X

AT+FS=0,0,"filename"

/) EEANAXERB A 100 XEN 10 FF
AT+FS=0,1,"filename", 100,10

/)N EAX R 0 L EB 100 FA
AT+FS=0,2, "filename", 0,100

/) B AR E KT B X B
AT+FS=0,4,"."

3.6.3 AT+FSMOUNT: :#/81% FS &5
AR S

[
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’ AT+FSMOUNT=<mount > ‘

W] 7
= |
e <mount>:
- 0: H1#L FS LIRS
- 1: H#FS RS
B

o AT+FS U RGERESE UG, BV A Gy & AT+ FSMOUNT=0 fir - HIE U RS, RBEHOR
H# RAM %],

il

/) FHEAEXM AR

AT+FSMOUNT=0

/) FHERXMHR L

AT+FSMOUNT=1

3.7 WebSocket AT i A4

o N3

AT+WSCFG: [it & WebSocket Z%{
AT+WSHEAD: % /751 WebSocket i# 3K 3k
AT+WSOPEN : Zxif)/¥]FF WebSocket 443
AT+WSSEND: [ii] WebSocket 132 k& 1% 5w
o AT+ WSCLOSE: 3[4 WebSocket %32

371 4

T BRANY AT [PER S RICTURT F 9 AT drd. {7 9 BSP32-S2 0§ WebSocket s, i Fi
fithit ESP-AT T42, fE5 I TR TALHLEHE:

* J2Hf] Component config->AT->AT WebSocket command support

3.7.2 AT+WSCFG: Jit¥] WebSocket %L

v

7

N

e

¥

H
A

e
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’AT+WSCFG:<link_id>,<ping_intv_sec>,<ping_timeout_sec>[,<buffer_size>]

o <link_id>: WebSocket #1% ID, il : [0,2], Bifgcszd =14 WebSocket j#12 .

» <ping_intv_sec>: %% WebSocket Ping [8]F§. EA{7: b, JOE: [1,7200]. BRiA{E: 10, BP: &fE
10 Fb A& % —1k WebSocket Ping 4.

» <ping_timeout_sec>: WebSocket Ping 8. {7 : #b. JLHE: [1,7200]. BRIA(E: 120, HI: 120 #»
KI5 WebSocket Pong 1, T % 41148 .

» <buffer_size>: WebSocket ZEri X /N, BAG: 7. JElE: [1,8192]. BRIA(E: 1024,

Bl

o MWATA W AEAT+ WSOPEN 2 Hilid &, HMALSHR,

il

// B E link_id 4 0 # WebSocket # # W Ping A X A 30 #, #H 60 #, ZWwRK_
4096 FF
AT+WSCFG=0, 30, 60,4096

3.7.3 AT+WSHEAD: ¥:¥/#vif) WebSocket iR 3k

AT+WSHEAD?

Wi 3% ¢

+WSHEAD : <index>, <"req_header">

OK

)y

15

N

R

X

=

AT+WSHEAD=<reqg_header_len>

W 7

OK

>
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5 > FOR AT HERIFEICAT iy MR, USR] DA% A WebSocket 73K 3k (35K k0 key: value
), AEERIEBFIZH <req_header_len> [YfHRS, AT iR

’OK

o <index>: WebSocket 3K HZ& T |{H.

* <” req_header” >: WebSocket 3Kk,

» <req_header_len>: WebSocket if3K3L K&, B Fi7.
- 0: VBRI B E R WebSocket 153K 3k o
— HABAE: BE S WebSocket 3K 3k .

B

o RS —I HAEBEE —1 WebSocket K3k, HA DAL KK E, SZHFLZMAE R WebSocket 15K 3k .
o ARANA T E 1) WebSocket 53R kB4 /R, —HIE, TH WebSocket )iy SH 4 Hr ik 2a i 5k

N
~
o

il

/] HE#F Kk
AT+WSHEAD=49

// 4T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_self"

/1 EWKE "> FEE, WA T# authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE5OTk6MTIzNDU2Nzg=

3.7.4 AT+WSOPEN: #rif)/¥IJF—1~ WebSocket ¥:42;

AT+WSOPEN?

W i :

AR, AT R[]

OK

+WSOPEN:<link_id>, <state>, <"uri">

LA BRI, AT 1R [0

OK

Re
o
=N
“7

b
%
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AT+WSOPEN=<link_id>,<"uri">[, <"subprotocol">][,<timeout_ms>][,<"auth">]

Wi % ¢

+WS_CONNECTED:<link_id>

OK

o

ERROR

* <link_id>: WebSocket 4% ID. i : [0,2], Rl K3FF=4> WebSocket #4%
» <state>: WebSocket IR TS .
— 0: WebSocket i K] .
— 1: WebSocket i#4% IFAE H %
— 2: 75T WebSocket i#4% ,
- 3: 32 WebSocket Pong B B S OB A 4%, IEAESF P EIE.
- 4: CUREIMRS5 i WebSocket SEPHMT, 1ETE A3k PRI IR 5545 -
o <” uri” >: WebSocket IR 4525155 — ﬁ{}?ﬁlﬁ%ﬁo
« < subprotocol” >: WebSocket 71/ (Z:% RFC6455 1.9 &),

+ <timeout_ms>: 737 WebSocket JERE AR E] . BAN7: ZFb. JEH: [0,180000]. ERIAME: 15000,

e <” auth” >: WebSocket 254Y (&% RFC6455 4.1.12 &45).,

il

// uri B #H E BH T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvVR1elD3eiVjgZ9VRiaV&notify_self"

3.7.5 AT+WSSEND: [n] WebSocket ¥4 % 25 8Ps
RE A

I\ .
&g

=
k=t

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

Wi i ¢

OK

>

bk R AT CHES S AT port BBt , M nT DAS AR, 24 AT S8 B K Rk 3

<length>J5, HdlufefmITin.
USRS R O AL i I BB, R[] -

J

ERROR

PUBIS 56/ 1) v I AL
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SEND OK

o <link_id>: WebSocket i£3Z ID, JulF: [0,2].
o <length>: RiIEMIBHRKRE. A 5. AT RIERTERKEREHAT+WSCFG W) <buffer_size>
EIZ: 10 RG] A Fer s [ KON R deE (B AT i /IME ) -
» <opcode>: % %) WebSocket i 1) opcode . L : [0,0xF]. ERIAME: 1, B text i, 3% 2% RFC6455
5.2 5T THEE Z 1Y opcode
— 0x0: continuation My
Ox1: text My
0x2: binary i
0x3 - Ox7: Ry H-e dEg il it B
Ox8: 4% 5 PA i
0x9: ping iy
OxA: pong i
— OxB - OxF: Sy H e HlWif
o <timeout_ms>: KiXEIITE . Ffi: ZF. JuH: [0,60000]. BRIAE: 10000.

3.7.6 AT+WSCLOSE: X:[4] WebSocket 4%

v

)E'\.

CEL A

A

’AT+WSCLOSE=<link_id>

* <link_id>: WebSocket #£#; ID, juHl: [0,2].

il

// %P ID % 0 B WebSocket # #
AT+WSCLOSE=0

3.8 54X AT ar %

43
o AT+FACTPLCP: k) i%¥ PLCP u{%5 PLCP
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381 ¥

W IAN AT BT FFTA AT a4 ISR BORTEZE ESP32-S2 2 {E 4k @m 4, i H
1747 ESP-AT 142, (e TP TE TAR RS

e 28] Component config->AT ->AT signaling test command support

3.8.2 AT+FACTPLCP: %% PLCP gfiji PLCP

)E’J

CEA

[

’ AT+FACTPLCP=<enable>, <tx_with_long>

W i <

o <enable>: j5H/Z M TFoiiE:

- 0: TS, P <tx_with_long> ZEAYEIAME:;

- 1: BT E, AT k&K PLCP 2RI T <tx_with_long> Z4{.
» <tx_with_long>: %% PLCP ui44 PLCP:

- 0: Zi%%H PLCP (BRIA):

- 1: &% ¥ PLCP,

3.9 kg AT 4

o N5

o AT+DRVADC: El ADC i#E1H

o AT+DRVPWMINIT: ¥4k PWM K58
o AT+DRVPWMDUTY : #'& PWM 57251
o AT+DRVPWMFADE: %'& PWM 75

o AT+DRVI2CINIT : #}4a4k 12C THLEKEN
o AT+DRVI2CRD: 5 12C $i#8

o AT+DRVI2CWRDATA: B A 12C ¥

o AT+DRVI2CWRBYTES: B ARt 4 F51 12C Hik
o AT+DRVSPICONFGPIO: T8 SPI GPIO
o AT+DRVSPIINIT: #1154k SPI T HLEK5h

o AT+DRVSPIRD: i SPI %3

o AT+DRVSPIWR: E A SPI ¥

391 A&

w2 BOAW AT AR SRR T N AT 4. WIERGFE 2 ESP32-S2 L HFIR B4, i HiT4 1%
ESP-AT T42, FE%8 AP B TR vk

* J3H Component config->AT ->AT driver command support
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3.9.2 AT+DRVADC: %l ADC g i

v

H

N

B

¥

A

=

AT+DRVADC=<channel>, <atten>

W i <

+DRVADC:<raw data>

OK

e <channel>: ADCI HiH.
o ESP32-S2 A& BUETE FEI N 10,71,

it

R

GPIO36
GPIO37
GPIO38
GPIO39
GPIO32
GPIO33
GPIO34
GPIO35

\lO‘\Ul-b-wl\)'—‘Oﬁa

o <atten>: TEJH{H.

* 0: 0dB FE, AR EEE A [100, 950] mV.,

o 1:2.5dB 2, A% (100, 1250] mV.
e 2: 6dB B, ARNEEEY [150, 1750] mV.
o« 3:11dB 380, AR Y [150, 2450] mV.,

o <raw data>: ADC iHiE{H.

B
* ESP-AT H 3§ ADCI,

o ESP32-S2 4% 12 [ Gif,
o XTF UM RHEEEE OB E, 7TPAS% ADC i,

il

// ESP32-S2 X AKX HEN 0dB R, HFAMEEEN (100, 950] mV
// B JE 4 2048 / 4095 * 950 = 475.12 mV

AT+DRVADC=0,0

+DRVADC:2048

OK
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3.9.3 AT+DRVPWMINIT: #)igik PWM 93a)3%

B A

PI

?

%

=)

1]

’AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

M) i :

o <freq>: LEDC ERfpffix, Bfi: Hz, Jill: 1Hz~8 MHz,

e <duty_res>: LEDC i_iﬁﬁ SHA PR, JEE: 0~20 {7,

» <chx_gpio>:LEDC ji@iH x i th GPIO. il 4, 4n R ZARRF GPIO16 /E AifiiE 0, 75 1% & <ch0_gpio>
“H 16,

|

* ESP-AT #Z B 4 4 u_o

e HAGMAWMBE MW EEREEEZ R E THE PWM 64 4 (WAT+DRVPWMDUTY
%uAT+DRVPWMFADE) EN% 15 Y T . TﬁJﬁD PIE 2SS Bﬁﬁ%?fﬂi i3, 784 AT+DRVPWMDUTY
A4 HBE R X AN E A ) PWM 23

o PTG 25 LAY PR T Eﬁ{nuwﬁﬂ %‘?:%ﬂ H 2 A RS R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // %% 4 A&, M EH 5 kHz, H o B X Ho
13 fr

AT+DRVPWMINIT=10000,10,17 /) R E o, MEH 10-

H o1
~kHz, EZRWMAp#EEH 10 £, Hv puM XG4 RERE A E

3.9.4 AT+DRVPWMDUTY: k¥ PWM L%

A

&

=

’AT+DRVPWMDUTY:<chO_duty> [,...,<ch3_duty>]

o <duty>: LEDC iliii 5251, JEH: [0,2 Hrdis
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e

* ESP-AT {2 fE S04 4 ANliE .
© FORNEBETLHRE LT, HIREKIASE

Bl

AT+DRVPWMDUTY=255, 512 /) % EE M
% B HE

55, WEEE 1 8 &R A 512
AT+DRVPWMDUTY=, , 0 // R 0

0 #
B2 oM EER

3.9.5 AT+DRVPWMFADE: i¥¥ PWM #ids

wra

AT+DRVPWMFADE=<chO_target_duty>, <ch0O_fade_time>[, ..., <ch3_target_duty>,<ch3_fade_
%time>]

W

OK

o <target_duty>: HAR#AS 525, JEE: [0,2 duty-resolution_jp
o <fade_time>: WA, ML ZFP,

e
o ESP-AT & e 4 .

o EHAEIE LFINE <target_duty> il <fade_time>, HIZHBEEIT],

il

.

AT+DRVPWMFADE=, , 0, 1000 // R — A #y BE 0
AT+DRVPWMFADE=1024,1000,0,2000, // fF —# & ot |5 %

~1024, WAHWREKEE 1 HFHiEA O

HE L AR EA
HHE 0 WAL RE N

-

3.9.6 AT+DRVI2CINIT: &4k 12C PR Z)

>

¥

X

Wi
4

Ele

’ AT+DRVI2CINIT=<num>,<scl_io>, <sda_io>,<clock>

Wi i *

[ox
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S
o <num>: I2C 515, JEH]: 0~1. WRREEFHSE, AT FAWIH0% 12C bm i,
» <scl_io>: 12C SCL {511 GPIO =,

e <sda_io>: 12C SDA {551 GPIO 5,
¢ <clock>: FAUBIE R 2C BFEpSR, B Hz, HK{E: 1 MHz,

L]
o Aapd AR 12C L.

il

AT+DRVI2CINIT=0,25,26,1000 // # 4 {4 I2C0, SCL: GPIO25, SDA: GPIO26, I2C.
LA E: 1 kHz

AT+DRVI2CINIT=0 // B I2C0 1L

3.9.7 AT+DRVI2CRD: {#H 12C %

By

B WA

N

=

A

AT+DRVI2CRD=<num>, <address>, <length>

W

+DRVI2CRD:<read data>
OK

o <num>: 12C x5, JEHE: 0~1,
o <address>: 12C MAHLiX £ HHE
- 7 ik 0~ O0x7F;
— 10 izl 55— AFATRRET-LAALE 1111 0XX, H A5 5 A7 XX 2 10 A7k i 5 i w7 Bl
un, Ansk 10 [z thl >4 0x2FF (b” 1011111111), A2 4 A Bkl >4 0x7AFF (b” 111101011111111).
o <length>: 12C HHE K, JuR: 1~2048,
e <read data>: 12C %k

e
o 12C kg S i)y —Fb.

ZN ]

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 MM i 0x34 A EEH 1 F¥ Wi
AT+DRVI2CRD=0,0x7AFF,1 // I2C0 M 10 fL # 4k Ox2FF 4 3% B A - &

// I2CO0 3 H ik 0x34, FHF E MU 0x27, L 2 FH

AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 £ B & & A 0x34. FHFBH A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO T HH 2 FH
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3.9.8 AT+DRVI2CWRDATA: G A 12C %

v

H

N

B

¥

A

=

AT+DRVI2CWRDATA=<num>, <address>, <length>

W i <

OK
>

e ERm RS, A GRS AR, YERARISEIRE R E S, R mITR .
AR S, R ]

’OK

AR AR, R[]

’ERROR

o <num>: 2C A5, JEHE: 0~1,
o <address>: 12C MHLi% £ Huhl
— 7 {vHhl: 0~ O0x7F;
— 10 fithik : 55— ET-EANE 1111 0XX, i 5 W 67 XX 2 10 {57 btk iy 5 i 437 )
an, 4o sk 10 iz -kt A 0x2FF (b° 1011111111), AR A% ARGHHE A Ox7TAFF (b’ 111101011111111),
» <length>: I2C ${F K&, JWHE: 1 ~2048,

B
o 12C kg s i)y —#b.

il

AT+DRVI2CWRDATA=0, 0x34, 10 // I2C0 BN 10 F ¥ HEE #H 4 0x34

3.9.9 AT+DRVI2ZCWRBYTES: G A f#ink 4 = 1ing 12C %

B A

’AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data>

W 3% ¢

[ox
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BH

o <num>: 2CumH%S, JEH: 0~1,
* <address>: 12C MALI A HLAL .
- 7 fubdk: 0~ Ox7F,
— 10 firudik: 55— AT RT-LAMAR 1111 0XX, H AR ST A7 XX I 10 {7 Huk i S5 ms 9 .. 61
21, AR 10 {7 Hshik A OX2FF (b7 1011111111, AR 2 4 ARkl OX7AFF (b’ 111101011111111),
o <length>: 5 A 12C BEKE, JEE: 1~4 F4.
« <data>: B <length> $§EKENHHE, JEH: 0~ OXFFFFFFFE,

B
* 12C kg iy i) —Fb.

il
AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // I2C0 BN 2 FH HKIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ I 0x1234 F 10 L Hy 4k

// I2CO0 B it 0x34. FHF B H I 0x27, HKiEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.9.10 AT+DRVSPICONFGPIO: [it¥: SPI GPIO

LA

-t

=N

A

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

o <mosi>: FHMAGFSXH GPIO & .

o <miso>: FAMMEFXIN GPIO &, #AMEH, EL-1.
o <sclk>: SPI H4i =25 i GPIO 45 .

o <es>: EFEMHUE S GPIO M, #HAMH, EAL-1.

3.9.11 AT+DRVSPIINIT: #ji&fk SPI :HLERF)
BEEmA

zs

’AT+DRVSPIINIT:<clock>,<mode>,<cmd_bit>,<addr_bit>,<dma_chan>[,bits_msb]

Wi i ¢

[ox
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o <clock>: 4P, 43045i%kl 80 MHz, BAfi: Hz, HK{H: 40 MHz,
e <mode>: SPI#ix;, JulE: 0~3.
o <emd_bit>: iy EBIERIAGIEL, JER: 0~ 16,
o <addr_bit>: HuhkFy iR BRIAGIER, JEH: 0~ 64,
o <dma_chan>: B3iE 1 8{ 2, A% DMA BR[O,
o <bits_msb>: SPI ZJEtg=:
— bit0:
+ 0: SEfEH MSB (BRIA) ;
« 1: JEf% 4y LSB,
— bitl:
« 0: JERI MSB (BRIA ) ;
« 10 ezl LSB,

(L]

o J57E SPI ¥ 4A 4L Hi il & SPI GPIO,

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI W 4F: 100_

~kHz; R 0; @AM BN BERIAMLES N 0; A H DMA; Kt E ¥ LS
OK

AT+DRVSPIINIT=0 // #l % SPI I #

OK

3.9.12 AT+DRVSPIRD: jZHL SPI %2

v

7

=

B

¥

A

=4

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i <

+DRVSPIRD:<read data>
OK

 <data_len>: Ty SPT AR, Wl : 1 ~4092 575,
o <emd>: YR, FUREKEH <cmd_len> S E

o <emd_len>: ARALH TGS KE, W 0~2 577,

o <addr>: fyAdbhl, HUhEKEH <addr_len> Z%E.
o <addr_len>: ZRYALHPHIHCE, JEE: 0~ 4 5.

Bl

* HAM DMA, <data_len> ZHEKAESBUE MR AE N 64 F17.
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il

AT+DRVSPIRD=2 // ¥ B 2 F ¥ K {#
+DRVI2CREAD: ffff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // #HB 2 F ¥ #H I, <cmd> # 0x03, <cmd_len> KA 1.
F ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD:ffff

OK

3.9.13 AT+DRVSPIWR: ‘B A SPI %

BeE A

=

/7,’\

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W ) :
M <data_len> ZEUENT 0, AT R[A:
OK

>

W) BRI, A GRS ANEDE, SEIRAE SR E KRER, BlRfmITes.
R N, AT & 0]

[ox

M <data_len> ZHUfEN O F, WED AT RtLharSRisbht, Atk SPI LR, BLH AT &1

[ox

S
e <data_len>: SPI A, JiFl: 0~4092,
o <emd>: AyEdE, FHEKEH <omd_len> ZERE .
o <emd_len>: AP RaGTSKIE, B 0~2 57,
o <addr>: fp&Hidik, HibEKEH <addr_len> SN E.
o <addr_len>: ARfEHPHUNEKE, JEHE: 0~4 F9Y.

Bl

« ZRHf DMA, <data_len> gk BRI RC(E K 64 547

il

AT+DRVSPIWR=2 // B N 2 F % K #E
OK
> /] TR EK B AT R

OK

CF o gkss)
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(£ L£50)

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B X 0 F ¥ $#{, <cmd> # 0x03, <cmd_len> % 1.
% ¥, <addr> # 0x1000, <addr_len> 4 3 ¥
OK

3.10 Web #5525 AT i %>

. AT+ WEBSERVER: J& /25 Flif i3 Web R 45 %5 & Wi-Fi ##2

3101 £r &y

M BOAM AT BPEASCRFBE A T AT firdo ARG 28 ESP32-S2 37 4f Web 55 gean <, 15 A
frémiF ESP-AT 142, fesf AL E T AR Bkss:

e |3 Component config->AT->AT Web Server command support

3.10.2 AT+WEBSERVER: 5 /25 H ik Web JIit 55 23 B ¥ Wi-Fi 4
BEE A

[

’AT+WEBSERVER:<enable>, <server_port>, <connection_timeout>

o <enable>: 5 /2% H Web IR%5#%.

- 0: 25 [{] Web Eﬁ%%ﬁﬁ*%ﬁi*ﬁ?@ﬁ?ﬁo

— 1: e Web filRg52%, S0] DA 05 BE T VE AR L B Wi-Fi 245 B
» <server_port>: Web R 5 #5im 15 .
* <connection_timeout>: FEANERE IR . A FP. JER: [21,60].

it

o GFIFITTVE AT AT AL Web IR 4548 BT 51 HTML S, —Fi@ (0 F FAT SCERSE, 75225
AT FS @i %o J3—F i i A SCHE A7 HTML S0 (BN ) .

« BUAR HTML S index-html o #I2R T2 H & X HTML jC#FE’JEE“%TjZETj{% M
EHOZSCAERIYT s AR FE 2 X HTML SCH B NES (10 38— AN7 B ), AR B,
M IRRY 342 at_web_server_cmd.c

o T AR FT Y socket 1 KECH R BE/NT 12, W] PATE menuconfig H1i% B T . /build.py
menuconfig> Component config>LWIP >Max number of open sockets, JRJGEH%H
BETRE (B3R AR F ESP-AT 1.42).,

* AT [E{FERINA SCRf Web EE"&%%& AT 1§54 (B 3CHY see ESP-AT B #F £ 5+ ), {H£0] PAZE menuconfig
i B S F Web iR 5545 AT /32 . /build.py menuconfig > Component config > AT > AT
WEB Server command support, RIFEHHFLIE (S R Kk kiF ESP-AT T42),
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ESP-AT 7£ ESP32-S2 241|154 H1 S FFo il 17 (captive portal), W] 22745
W2 8] 228 SCRY Web Server AT 7715

A S IR , EASE S% at/sre/at_web_server_cmd.c.,

557 4o T £, OTA F+48 SRWUE L OTA iy,

il

// BR web &, %o 80, HEANAEHEHMEEHFE 50 B
AT+WEBSERVER=1, 80, 50

// BR web M% #
AT+WEBSERVER=0

311 P AT 4

48

AT+USERRAM : #:4EF P )25 ] RAM
AT+USEROTA: 45455 URL FF4% &4
AT+USERWKMCUCFG: ¥ AT Mifif MCU Byt &
AT+USERMCUSLEEP: MCU %575 H CHERRR &
AT+USERDOCS = #xifij [ {45 |5 1 F P SRS

3111 &

U ERIARY AT E SRR U R ITA AT . WPRGEORTRZE ESP32-S2 SCRF I s, W HAT%
7 ESP-AT 142, Teff TP e T AR HLpeHE:

e 28] Component config->AT->AT user command support

3.11.2 AT+USERRAM: ¥ 1 P4 i RAM

Ay ar 2

Lyt

A 2 FA] A2 RAM R/

s

AT+USERRAM?

L)V

+USERRAM: <size>

OK
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B

&F

yfie:
L. B2 5. B, RBEEUF T RAM %3]

O e
iy

AT+USERRAM=<operation>, <size>[,<offset>]

Wi i :

+USERRAM:<length>, <data> /] RHREHREH, foH5XANHEHE

OK

S

* <operation>:
- 0: B0 RAM =5[]
1: 43BCH - RAM %3]
- 2: [ RAM G
- 3: MW RAM B8
4t R P RAM _EA5E
o <size>: 43/ B P RAM KN
o <offset>: 32/ RAM HwfsE. BRik: 0

i|
o AHFEPATARATT AL A E 2 B4 B P RAM 250H]
PR S <length> —F(,

» ¥4 <operator> A read B HKERKTF 1024, ESP-AT &AM Z RIS, SRR IR 2
HEHF 1024 FA 508, &2 LA \r\nOK\r\n &5,

il

// 4 ® 1 KB | P RAM % Jg
AT+USERRAM=1, 1024

// ® RAM Z | FH#ME S AN 500 F ¥ HKE
AT+USERRAM=2, 500

// M RAM ZF I fEH 100 LEEE 64 FFHE
AT+USERRAM=3, 64, 100

// BHA P RAM ZE J§
AT+USERRAM=0

3.11.3 AT+USEROTA: H¥ifew URL F1-9¢ 15 1k

ESP-AT {EizfTi}, JHREIHE URL ERYHTE (.

Espressif Systems 140 Release v2.3.0.0-esp32¢3-906-g760e656857
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 3. AT Ay d4E

EmA

&F

i
TH9E) URL Hi5 5E HAS 1 [

O e
iy

AT+USEROTA=<url len>

Wi i :

OK

>

AR IR AT B HER S URL, BEIRFESRT A A URL, 24 AT #205 %) URL KJEiAF] <url len>
Je, A

Recv <url len> bytes

AT fith EIMERZ )G, THREIT IR . ART R, &[0

[ox

WERS R DR B TR, R (e

’ERROR

S

o <urllen>: URL K, HKRfE: 8192

B

o N[ PAAK GitHub Actions 2. #, J 521 OTA [E14:, WAl PAHF7% 5 ESP-AT 142 A U 5 27
OTA [&4:.,

e OTA [ff}>5 build/esp-at .bin,

o TG EE T R 48R L o

o WERM G ZHAESBOTH R, AT K5i&[0] ERROR, 1555 F— B A FH o

o NEWARBHRA . BFEEIHRASAAE—EMHRAEENE, E2T086ElT, RS RRZEAHE
IHiCAS, TR B = m B Tl sk T Ge .

o BT AT [FfF)E, M AT+RESTORE R 1T R E .

e AT+USEROTA Y ff HITP I HTTPS,

o AT Hith > 4505, BdE P I ERR AT AN T B AT T8 3L, WATRELAFITT45RE (CR-LF),

* 24 URL 34 HTTPS i}, AEW SSL Ak, Q2R ZEK SSL AL, bz B 474 i PKI SCEAER SR EAT]
B R)X, Z J5TE AT+USEROTA fir S B S BUACRS o Bk 45 . X PKI U £ 7% 4o
T £3 PKI B2 B . ST AT+USEROTA 54, T[5# ESP-AT TELHLILAY 5% USEROTA,

o HS % 4T £, OTA SR FFEUEZL OTA 4.

il

AT+USEROTA=36

OK

Q)
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Chapter 3. AT Ay d4E

(£ L£50)

>
Recv 36 bytes

OK

3.11.4 AT+USERWKMCUCFG: #:% AT Mg MCU [iic s

)E’J

CELN A

i
Bap S BLE AT A MCU fBEERIRES, PAJK AT QfafiefE MCU.
* 24 MCU ZEERMIPRES, AT 5 H#Em MCU Kk, Ao RIAMER5ES .

* 2 MCU ZHERRAPIRE, AT #Ef I MCU T8l Aok Bidiml (E3h Ak i Bdu fIESP-AT i G4k &
SESCHIRAR]) , AT 258 RAMBRAE 5 FE AR R . MCU R sl B I 5 2 05 BRI A5 5

A .
"ﬂé’\'

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

W i *

OK

* <enable>: 5 ] B4% ML &
- 0: I MCU Jic ¥
- 1: ffifgmefiE MCU il &
o <wake mode>: MifiEf=,
— 1: GPIO Mfig
— 2: UART Mijig
o <wake number>: %S R Y EPLF <wake mode> f{H.
— R <wake mode> & 1, <wake number> fUFEMLEE B GPIO 4% . A PSS {FIERC BT
M4 R VR E iR, SRR P e A B,
— W <wake mode> J& 2, <wake number> fUFEMLEE UART 455, MuiH 1, By
UARTI1 Mifif MCU,
o <wake signal>: ZZSE1 = BT <wake mode> H{H.
— R <wake mode> & 1, <wake signal> {CFEMLEEHL .,
« 0 fIkH~F
C 1 BT
— IR <wake mode> /&2, <wake signal> fUFEMEEFTY., LR [0,255].
* <delay time>: I KEERFHfE]. BRA7: ZFP. JEE: [0,60000]. ZSEWE LT <wake mode>
M-
— R <wake mode> 2 1, NIFE <delay time> AN, ¥ —H % <wake signal> Hi3,
<delay time> #|J5, W¥E <wake signal> Hi,
- MR <wake mode> j& 2, WISZRIK % <wake signal> 77, #EASERFEEHEN
» <check mcu awake method>: AT #:#r MCU 254 FEERFLIRE .
— Bit0: &% JF)5 5 AT+ USERMCUSLEEP iy % K15 « BRIATF I - B i 1] AT+USERMCUSLEEP=0
4, J57 MCU ik : %] AT+USERMCUSLEEP=1 54, 4577 MCU iR
- Bit 1: @ EHF-5AT+SLEEP=0/1/2/3 fir %W K0k . BROIAZEH] . Bl i3] AT+SLEEP=0 fiy %, 1
7% MCU B3k ; WeF| AT+SLEEP=1/2/3 £54, $575 MCU [ElR .
- Bit2: G FF)E <delay time> MRSz MCU BERIIGE. BOAZEM . BI: Z5FKE, delay
time )5, f§78 MCU HEHR; RERT, delay time )5, f§7~ MCU %K.
- Bit3 (BARSLH): A GPIO #8578 MCU EBERIIRE. BRIAAS SZHE.
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e

o M HFEEME K.

* BRI AT ] MCU E8l & EBHRHT, 2K ARG S ASRF, <delay time> BB T2 )5
BEREEEE. S EGE MCU (R & HEseE.

o MMHAE <delay time> ZF2ZHi, AT I{F| <check mcu awake method> H {F = MeEEF {4,
DIS7 BRI B BRAS s IS5 FF <delay time> WG, & HINHREERS.

il

/) FHE B MCU RE. f% AT | MCU X3 ¥EW, 24 F H wi-Fi # 3 # cPIOls.
~EH, BHT%E MCU, REKFEBT 10 £.

AT+USERWKMCUCFG=1,1,18,1,10000, 3

// R %EB MCU BE
AT+USERWKMCUCFG=0

3.11.5 AT+USERMCUSLEEP: MCU 4575 H CIENRIR

TEAT+USERWKMCUCFG 154 ) <check mcu awake method> BitO ElEIHN T, HandA S50, H
T AT 245 MCU FRERRORAS «

s

’AT+USERMCUSLEEP:<State>

W i <
[ox
ZH
* <state>:
- 0: $8~ MCU [k,
- 1: }%75 MCU BER.
il

// MCU % 41 AT ¥ §] MCU @ ¥
AT+USERMCUSLEEP=0

3.11.6 AT+USERDOCS: #% ity [ #Fx% it i y Se Ry e
RIS

ik
B 24 B AT R ) A 3 ST P SO B

iy 4
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AT+USERDOCS?

W 7

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

SR

o < enurl” >: PR 4R
o <” cnurl” >: HCCRYEERE

il

AT+USERDOCS?

+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32s2/index.html"

+USERDOCS:"https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32s2/index.
—html"

OK

S 2R Ay S Z BT C P A TN, TR AT fr i — e EARE .

AT b b

. iféﬁ@ﬁﬁm*%AT$¢

d T/é

3.12 AT W&k

W AT iy S DY Fh 28 -

R LER 15t B

WA 2 AT+< i £ 5 >=2 Prif] i B 2 1) NS B EUE T
Ariflim AT+< g2 245 >? R 25T S5

WEMS AT+< A2 >=<-+> WE M HEXNSEE, fisfrmd
PATImS AT+< iy 2 £ 5K > ZfT P XS E®mA

© ANRAEA AT QR E £ FIRPURHRAY Ay -

o W HMASE, AH SRR TR S EREIE R SR

o RS <> WIISHOR AT A .

o RS 11 WS EOTUAE N, AU EEATEGAME. BIA0, Bf7AT+CWIAP fir & A I AL 24

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

o VEBSEGUA SEEHER, WAEH ,, DR,
’AT+CWJAP:"ssid","password",,l ‘
o ARG S FRFAR S, e

’AT+CWSAP:"ESP756290","21030826",1,4 ‘
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Chapter 3. AT Ay d4E

o FERTFRITAER LB, UElH 25 TR A "\
-\ R,
-\, BGES, SMRSEAIE S To L
= \" FSOUE1S, FoRTFAFER SRNG5S o L.
- \<any>: ¥ <any> P4, HIRBH <any> 775, AHHREHL.
o WA AT @ & PIOFIR PATHR 2506 50, BRI Joahie o BN, ATy DHTED > 575 A X
W, ARBE AT

AT+CWJAP="comma\,backslash\\ssid", "1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

AT fir L HERABURR 30 115200,
T2k AT fir 2 HRK BEAR R i 256 775
AT i PAURT (CR-LF) 455, FrbAep 1 TR WBCE N PR,
AT 48RS 1 E X3F WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_ index

3.13 B8 B IRAAAE flash Py AT 4

PAUR AT 14 IS 50H BCRHR 2R 17AE flash 1 NVS Xdh, FICER S, S EM .

e AT+UART _DEF: AT+UART_DEF=115200,8,1,0,3
o AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
e AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—&a oM SHOESR GRS flash 7T DAEIEAT+SYSSTORE fiy R BLE, HAAES WLy rI TR
M.

ik AT ap S S HORGE, alid NVS Ly, Wik, WRarSieaEmFEmS8E, WALSA
flash; QAR arSEEAF K SEAE, fash A SPIRE .

3.14 AT &

M ESP-AT iy 4 [ 3% [1] (1) ESP-AT J4 EAA WIFHSRAL : ESP-AT Wk (#igl) #l ESP-AT i E R4 (F3h).

* ESP-AT Wiy (#z))
B A1) ESP-AT iy SRR IR, 5 If Ak ESP-AT fir S RATEE R WAV fiefe— 411
SRR OK Bi# ERROR,

22 3: ESP-AT I/

AT Mg iz 1t BR

OK AT A A5, ik [H] OK

ERROR AT A AR T A R AR R

SEND OK B B k%8t Wk (F X FAT+CIPSEND
MIAT+CIPSENDEX iy %) , HAREHIEC & K 5
X ity

SEND FAIL ] Hp R e 2% O I A B R (BT X FAT+CIPSEND
FIAT+CIPSENDEX %)

SET OK URL O 2 Rk (EF0f AT+ HITPURLCFG #3%)

+<Command Name>:. . . TR AR AT Ay A0 HHEE R

« ESP-AT JH Bl (F23h)
ESP-AT &#liths R4 H HZ LIRS BIE B
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Chapter 3. AT Ay d4E

# 4: ESP-AT JH Rty

ESP-AT BB & 1fe

ready ESP-AT [l {2 e s k4

busy p--- REE, B E—mS, ToEAeH
1) i 2

ERR CODE:<0x%08x> ATl i 2 W R AR

Will force to restart!!! AN =1 E0

smartconfig type:<xxx>

Smartconfig 27

Smart get wifi info

Smartconfig £\ $H SSID 1 PASSWORD

+SCRD:<1length>,“<reserved data>“

ESP-Touch v2 B3k & X HHE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £\ i%#:%] Wi-Fi

WIFI CONNECTED Wi-Fi station 2 1] £ %32 %] AP

WIFI GOT IP Wi-Fi station 3 [1 £ 3K IPv4 HbhE

WIFI GOT IPv6 LL Wi-Fi station % 1 E 3K HL IPv6 £ i A< Hi ik
WIFI GOT IPv6 GL Wi-Fi station 32 [T EL 3R HL IPv6 4 eyt bt
WIFI DISCONNECT Wi-Fi station 2 1. 5 AP WiTiEH:
+ETH_CONNECTED PAK I B2 O B

+ETH_GOT_IP DA 2 11 EL AR E TPv4 Hithl
+ETH_DISCONNECTED DY NZEISIS R

[<conn_id>,|CONNECT

ID Jy <conn_id> MK C H (BN
LT, IDHO)

[<conn_id>,]CLOSED

ID 3y <conn_id> MZEERECHIF (R
LN, IDHO)

+LINK_CONN

TCP/UDP/SSL &3 1E 4015 B,

+STA_CONNECTED: <sta_mac>

station %322 ESP-AT [1) Wi-Fi softAP $2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP % 145 station )it IP
Hbdk

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 2 [1 1) i% 3
Wt

>

ESP-AT IEXEZE 15 F P A B

Recv <xxx> bytes

ESP-AT M4 I B E] <xxx> F7

T o4r4E
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R4-Z2IW

ESP-AT HEHE iHA
+IPD ESP-AT fEFZ& LA, EUCEIR A M2
g A AN B
-t R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] Hl: +IPD,
<length>
-1 H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,1, I
Fl: +IPD,<link_id>, <length>
- 5 AT+CIPMUX=0,

AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, il Fi: +1IPD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
f K JE, remote_ip bk i IP b ik,
remote_port NtHME 15, data NEIE.
R i@ SSLER, TEpshia i
N (AT+CIPRECVTYPE=1), AT iy4 11 [0 & 1)
length AJREFNSEER AT 320 SSL A< A —
. 4 AT 25k il SSL 2 nl S ry £
FZ, AR SSL AT SRR 0, AT 23R
Bl E TR B

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT . %25 broker

+MQTTDISCONNECTED MQTT 5 broker Wi FF 1%

+MQTTSUBRECV MQTT £ M broker I E %R

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TS
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FK4-8FW
ESP-AT iHEHR & 1fe
+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP 45 i 21 I F-Hliin A6 1Y BluFi 7 H %

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

4% ID 2y <link_id> [ WebSocket 2% 5 [

+BLESCANDONE

ERE [ o]

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

149


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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Chapter 4. AT #y2 R

AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WAL, MCU % % £ # K B &/ https://www.espressif.com/sites/default/files/
—home/hardware.png B F & & .

iE‘EEﬁi
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. THkRIIER
frd:

’AT+SYSMSGFILTERCFG=O ‘
M B :
E |

10. ZEH RGN Bl g
S

’AT+SYSMSGFILTER:O ‘

i B <

[ox |

11. FFE A
e

’ATEl ‘
W

[ox |

4.2 TCP-IP AT 74

AT A A ESP32-S2 i _BIzdTTCP/IP AT 4 % i 2 R4 7= il o

o ESP32-S2 5 &1k TCP & p 3% 3% 5 35 3%

o ESP32-S2 % %1k H TCP R 453 5 % %42

o itig IP ¥ohtFosp 0 B] € 44 UDP it fz

o 3% IP ¥ohtbFesg 0 5 E o4y UDP i# 13

o ESP32-S2 1% %1k 4 SSL % p s# 3k 5 B ik 35

o ESP32-S2 %5 %1FH SSL MR 453t 5 % ikiE

o ESP32-S2 1% &AF A SSL & P 3% 3E 5 MG iAE £ 14 1

o ESP32-S2 1% &1k 4 SSL M % %% E,L L E)INIE % i 45

o ESP32-S2 % &1EH TCP & p 5%, #5 %54, 523 UART Wi-Fi i 1%
o ESP32-S2 % %1k 4 TCP R %%, 5230 UART Wi-Fi % 1%

o ESP32-S2 i% %1% # softAP @t_ UDP 1% %y 5230, UART Wi-Fi i 1%
 ESP32-S2 ixéz‘iwﬁfﬁwﬂiftT 0y B3 F G

o ESP32-S2 1% &7 J& mDNS h 4%, PC i itk 454255 404 TCP IR % %

4.2.1 ESP32-S2 %4514 TCP %5 Friinidt v YA ER;

1. %8 Wi-Fi #5} station,
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fir
’AT+CWMODE=1

Mg J3

[ox |

2. AR B HE .

iy

’AT+CWJAP="espreSSif","1234567890" ‘
Mg .«

WIFI CONNECTED
WIFI GOT IP

OK
B
{5 Ay SSID FIFL AT AEHR Lk 4 PRI, 0 S0 e 800 SSID FIASHY.
3. #rif) ESP32-S2 %45 1P #hhik.

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
ALK
o AR BE S Bk A AN
4. PC 5 BESP32-S2 #4544 ] — N i .
AE PC _E A M 253 T, B1)8—> TCP iRk 55 %% . 510 TCP AR 45t IP #itht >k 192.168.3.102,
M I1h 8080,
5. BESP32-S2 %45 VF & Frimid ik TCP %423 TCP fjk4s#%, S5+ IP #ilikh 192.168.3.102,
124 8080,
e
AT+CIPSTART="TCP","192.168.3.102",8080

i B -

CONNECT

OK

6. Ak 4 FHAER.

AT+CIPSEND=4

Wi K7 -

OK

>
4 FARE, Bl AR test, ZJa AT R AT AR

Recv 4 bytes

Q)
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CAND)
SEND OK
AR
o HEARFEATEH L AT+CIPSEND i BOEMKE (n), WARFESWEN busy p..., HAK
ERERET 0 N, RIRSENJE L. SEND OK.,
7. B4 AT
st TCP R 5528 &1k 4 FmEdE (Bdih test), MAGKSHIR:
+IPD,4:test
4.2.2 ESP32-S2 541k TCP 55288 2 ¥
24 ESP32-S2 454K TCP MR %5 #hf, B AT+CIPMUX=1 iy AR L &8, H hnl§E4 £~ TCP

B m L 3] ESP32-S2 4% .

PATR & ESP32-S2 i #5124 softAP #57. TCP iR 454517l Mg ESP32-S2 B4y station, WI7EERZ

It 45 I 1 B R R YA TS AR 55 2

1. 58 Wi-Fi 834 softAP,

’AT+CWMODE:2

Wi K7 -

’OK

2. (EREZ R

e

’AT+CIPMUX:1

M .

’OK

3. & H softAP,

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

M .

’OK

4. ¥ifi softAP {5 H.,
iy

’AT+CIPAP?

i B -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

K

o AR HIIE ] HE-5 b B AR ]

5. @57 TCP R%54%, BRikuml1hy 333,

S

Espressif Systems 153
Submit Document Feedback

Release v2.3.0.0-esp32c3-906-g760e656857



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 4. AT #y2 R

10.

AT+CIPSERVER=1

i B <

OK

PC j##:3 ESP32-S2 & 451 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WIiFi-C403 B =
AC750 g8 =
aobrmtWGGx 8 =
8 =
a =

E PC_EAI I T LRI TCP % i, HEBE) ESP32-52 WA QUL TCP IR55 4.
ek 4 FABRE AR 1D b 0 B 1.
o

AT+CIPSEND=0, 4

i . <

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

Recv 4 bytes

SEND OK

ALK
o AEIAMETEHEE AT+CIPSEND g K E (n), MRS LMY busy p. .., K
BRI ET 0 AT, KB SEMSIE. SEND OK,
MR 4 1D o 0 faERE B2k 4 238l
ik TCP g5k & ik 4 FIriEdE (Bdiih test), MRS SHUR:

+IPD,0,4:test

KM TCP 4%

AT+CIPCLOSE=0

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Z¥ifi ESP32-S2 %4 IP ik,
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o RRYAISS R AT RES IR B AN .
4. PC 5 ESP32-S2 B M5 ] — Ml .
1 PC A A MR TR, Q18— UDP {4, fI4 PC Y IP Mtk 192.168.3.102, il
>k 8080,
5. fREZ .

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112 Jy ESP32-S2 i%4¢ 1) UDP AsHbif 11, Al HATIRE, WA E NN FEYLE.
e 0 /5 UDP i IP HuhbAlg 2 B, AREW L. Hindg 7 4h—& PC 4 T UDP i if:
HL1a) BSP32-S2 ¥ #5311 1112 & 36%ds, ESP32-S2 #5398 &30k H UDP i 0 1112 (%L
P, GREH AT i34 AT+CIPSEND=4, X, ARAKIEIIE N4 K554 PC . (H2
EXNBHARBEE N 0, IBLABIEESP L EBH PC .
7. Kk T FATEHES M4 ERE ID N 4 (BER L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o &AM SSID ANGE Y Al AR ki P AN IR o 375 (0 AR i Pl A% 1Y SSID A o
#5if) ESP32-S2 545 IP Mk
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

T
o TS T AR AT
4. PC 5 ESP32-S2 ¥ 45 43 [f]— % HH
i PC ISR TIL, 01k UDP feffs. H10 1P Husih 192.168.3.102,
5. iR,

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

BiH :
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP
(L=
e 1112 2}y ESP32-S2 #4511 UDP AHusfi 11, #0] BATRCE, WIARBEE I K FEH L .
o 2 FRYH] UDP &5y J5 , UDP 4% i it i m‘u\mﬁkAE—D& UDP 1% % (1) 125 3 7 5L
ek — R 5 ESP32-S2 %45 UDP @ =i IP Bl flss 1 .
7. Kik 4 FATEdE.
it

S HBH

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-S2 Vet SSL %5 )it 3r YL 1%

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK
LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if ESP32-S2 i% 4% IP Mtk
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGIR RS Lk b AP A A
4. PC & ESP32-S2 & B [Al—MBk i«
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. BESP32-S2 % 451F N %& Pt SSL 74123 SSL R 4525, R4#5 IP #uhikoh 192.168.3.102, B

4 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-S2 #5154 SSL IR55 28t 2 i+
24 ESP32-S2 #5415 SSL IR g5 #it), AGEIEAT+CIPMUX =1 iy > {EREL 8z, N TTREAR 2% /i
323 ESP32-S2 %45 .

PATR & ESP32-S2 5 /Eh softAP 57 SSL AR S5 #s 7Rl AR /d ESP32-S2 & /54 station, WJ7EZERE
He g T, S IAR B P ELIEE SSLRST AR HUAH KA IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jil# ESP32-S2 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC 4% ESP32-S2 #4511 softAP,
7. 4£ PC L-{ifiJf] OpenSSL #iy4>, 4> SSL % i, #4%% ESP32-S2 iy SSL 55 4«
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32-S2 545 FHgmi R -

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-S2 $:4514:24 SSL % st v W ] A UE S a8

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #¥if] ESP32-S2 #84% 1P btk
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32-S2 45142 Rl — Mg i

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-S2 5 45 [ [{ i -
ACCEPT
LR
o 1A W BYIE AR T DRSS VR B IE A B TR
8. ESP32-S2 % £51% & SSL & P w [ AL &

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-S2 & 451E- 7% il it SSL 1423 SSL AR 4545, k55#s IP #uhik-h 192.168.3.102, I
> 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-S2 v fidy SSL i 55 85 e Sy B i Ak 2 X £
4 ESP32-S2 K&/l SSL MRS A5, ATEILAT+CIPMUX=1 iy & BiREL #EHe, TR TREA 2% 1 i
HEHEE] ESP32-S2 45

PAR J& ESP32-S2 45 VE A station 837 SSL IR 2RI QA2 ESP32-S2 1% £51E A softAP, W] £
ESP32-S2 &K SSL M4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Z¥ifi ESP32-S2 %4 IP itk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-S2 i R — Mg i
7. #£ PC I f#iJf] OpenSSL fiy4, A#—A> SSL % Fif, %45 ESP32-S2 ¥ f &1 SSL fR%54% -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-S2 545 | i v -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-S2 4451k TCP %y, ey Mided:, Szl UART Wi-Fi &%

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Z¥if ESP32-S2 %4 IP ik,
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o W EIA R AT RS EIR B A
4. PC 5 ESP32-S2 15 £ e 5| [7]— & 1
1t PC B M4 I TR, B1#—A TCP [R5 & Blin IP Huht>y 192.168.3.102, Sk K
8080,
5. ESP32-S2 #4451 % il it TCP 455 TCP JR452%, MRS58 IP Hiutlkhy 192.168.3.102, i
1 8080,
iy

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4210 ESP32-S2 #5150 TCP 5578, 2B UART Wi-Fi ig{%

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH

Espressif Systems 167 Release v2.3.0.0-esp32c3-906-g760e656857
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 4. AT #y2 R

AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-S2 #84% IP bk,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

A
o ISR T B bk B R [A]
7. PC %453 ESP32-S2 TCP R 475,
PC 5 ESP32-S2 %4513 [7]— M
£ PC LAEA ML TH, QA TCP % Fig. %E# 5| ESP32-S2 [) TCP k55 #%. Hihkh
192.168.3.112, i1k 8080,
AT i :
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0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-S2 %5154 softAP {f UDP {4 45vh =28 UART Wi-Fi &1

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %453 ESP32-S2 %4511 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP a =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

4. fI|7E#—1~ UDP i 5
1E PC L M5 LB F, A —4 UDP &4, 40 PC i IP #ihlly 192.168.4.2, Hgllh
8080,

5. ESP32-S2 5 PC X 1 i 11 78 37 ] 5 X s TP Mok A 11 ) UDP A&, 7oA IP Mtk Ay 192.168.4.2,
i oA 8080, AsHbum I8 2233, F=EH 0.
it

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32-S2 e RGP al BB P £ E Boll

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o &I A SSID FIE ] iR iR ar & P RTE . 56 A % fr 45 ) SSID FIfs
3. #rif] ESP32-S2 545 IP #iidl-.
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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(£ L£50)

OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-S2 £ 82 [ — & o
TE PC A 2508 T 5, A @ —> TCP k55 #% - 5140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BSP32-S2 % 45VE % Fusid o TCP %823 TCP k4528, Mk45#8 IP #ihlo 192.168.3.102, i
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32-S2 i f i B A PR wsh ik

’AT+CIPRECVTYPE=1

M B -

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32-S2 & il sl i N E R P EUR K .

AT+CIPRECVLEN?

M .

+CIPRECVLEN: 4
OK

9. ESP32-S2 i AR sh Bt s T i e 5 4idie

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.2.13 ESP32-S2 i#7JF it mDNS Jjiig, PC ilid i #EH: 1 ear i) TCP R 55 45

1. 8 Wi-Fi i34 station,

AT+CWMODE=1

i & -
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[ox

2. BEREF|HHIA
’AT+CWJAP="espressif","1234567890"
i B <

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o T4 AW SSID %55 ml BRI iRy S H AN TR . 5 150 B 25 26 FR #4517 SSID 12515 .
3. PC 5 ESP32-S2 ¥ iE3: R— Ak
HAETER—A Sl M, PC A HEA I ESP32-S2 54 .
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

’sudo avahi-browse -a -r

5. ESP32-S2 54 FF 2 mDNS ThfE.
iy

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp",2, "product", "my_
—printer", "firmware_version","AT-V3.4.1.0"

W R

OK

Vi :
o Ian4JF e mDNS ifig, £ TR LG4FRN my_instance, IRFHEEN _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (W[EATE) PC i % I ESP32-S2 #5845,
PC 3 avahi-browse THSRR:

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX._.
—~Printer local

hostname = [espressif.local]

address = [192.168.200.90]

port = [35]

txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
AR

o BBTARRBUAN, U T RlE ESP32-S2 4 1y mDNS Jifig 7 IF 3«
7. ESP32-2 B HiflE & b

’AT+CIPMUX:1

M .
|ox
8. ESP32-S2 %451/ TCP k558, - H 35,
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’AT+CIPSERVER=1,35

|

i B«

’OK

|

9. £ PC Ll TCP TH. (fi4n, Linux 5 macOS L/ nc, Windows Ff#fH ncat), ik 4%
#| ESP32-S2 %451 TCP J]x 5545

’nc espressif.local 35

ESP32-S2 5 41V :

0, CONNECT

PaHH :
o TSR IG, PC Fl ESP32-S2 ¥4 0] 57 BN AMEA T B 4
10. ESP32-S2 4% %4 mDNS TJfE .
iR

’AT+MDNS=O

i B -

’OK

P :
* M) mDNS IERE—EREE_ BB R TIFE.

43 MQTT AT 754

ARTCR TR A E ESP32-S2 By BizdTMOTT AT 445k a2 R4 7~ il o

AT TCP oy MOTT % 4% (% % Axet)E MOTT R32) (&R THIBEEY)
F TCP oy MOTT 4% (% % hxbtlsk MOTT X32) (iR THEE %)

-
AT TLS 09 MOTT 435 (% 2 AHt)i MOTT R32)
H T WSS 89 MOTT 4% 4%

s ORI R B I BT s R Wi-Fi AU .

4.3.1 X T TCP i) MQTT &% (WA HbBld MQTT {RB) (GG T8t i)
PATR 7 B[R] W ESP32-S2 JF by, Hop—Hufioy MQTT %A (RAEN MQTT LA ), 7
— P MQTT 3T 5% (UEN MQTT i1 [4& M ).

ARG T WA AT TCP gl MQTT #4% . 1 /eEFE 28— 1AM MQTT A3, fikix MQTT HZHAY
IP #ihik>f 192.168.3.102, Hgllh 8883,

o B PLESP32-52 MOTT % A F JF L HAE R ZiE ESP32-S2 MQTT A1l A7 BRI, DA
ESP32-S2 MQTT i [ JF 3k iy #E K75 ZAE ESP32-S2 MQTT 1 [ & i g TEI AT o a0 SR e 4 31
SEHAER s 0, R AR AT 2 i AT 2 i A A T o
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1. &E MQTT H P&
ESP32-S2 MQTT % #i %

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

i . <

[ox |
ESP32-S2 MQTT 3] % :
i

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

i B <

o |
2. JEf MQTT {3,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

Nl . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

A
o RET A MQTT AAEEIE 4 5% MQTT A3 IP #ihl ATk 5 _FiRar AR [ .
3. 1T MQTT F 4,
ESP32-S2 MQTT ] 5] :
s

’AT+MQTTSUB=O, "topic", 1 ‘

I . :

ox |
4. KA MQTT {8 (FFH).

ESP32-S2 MQTT kfi#:

iy

’AT+MQTTPUB=O, "topic", "test",1,0 ‘
Mg |3«
[ox |

R
* 43R ESP32-S2 MQTT AAi# M K AHE , PAT (SR S7E ESP32-S2 MQTT 1] & B/ -

’+MQTTSUBRECV:O,"topic",4,test ‘

5. 30 MQTT i
RS

’AT+MQTTCLEAN=O ‘
N . :

Lox |
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432 3T TCP iy MQTT 4% (%A hbeld MQTT {RBE) (GEM T8k %)
PATR 7 B[] R (W B ESP32-S2 IF cdle, Herr—Bufedly MQTT %y (UMD MQTT ZAfiE (), )
— P MQTT i % (UERN MQTT il & M ).

NI T AT TCP A8 MQTT #4: . 1 efBTREAE — A MQTT /A3, {Ri%x MQTT 3Ry
IP #bhlh 192.168.3.102, B4 8883,

MAEEAHEHEWBEBEEMNKZ, D28 THA AT KB BE 256, WA DA
JAT+MQTTPUBRAW 174>

W PP PLESP32-52 MOTT KA H I LAHAE R FREHE ESP32-S2 MQTT KA & s AT EI T, DA
ESP32-52 MQTT T I # J 3k Ay #AE L3554 BSP32-S2 MQTT 1 [ & iR AT RI AT o AR V%A 4 )
TRUHAETb e e, TR A AT 5 2 R AT

1. &E MQTT i P g
ESP32-S2 MQTT %7
fird:

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

i . <

’OK

ESP32-S2 MQTT i] [} 3 :
s

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

N . :

’OK

2. 4% MQTT U,
i

’AT+MQTTCONN=O,"192.168.3.102",8883,1

M B -

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

AR
o fHIAM MQTT B4, 5 MQTT 03 IP Hutik vl 8 5 _Fik iy & H A ]
3. 1T MQTT =45,
ESP32-S2 MQTT ][5 :
i

’ AT+MQTTSUB=0, "topic", 1

M .

[ox

4. AT MQTT JHE (F4FH) .
TR AR B A AT T R RS, K 427 71

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}} (@¥i323)
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(£ L0

l

ESP32-S2 MQTT %7
s

AT+MQTTPUBRAW=0, "topic", 427,0,0

Mg .«

OK

>

iAm R oR AT SR IR R AT A, UM ERRT DA A B, 24 AT Bl 3 it Bd KRk 2|
<length> J5, HIRLHITIH.

+MQTTPUB : OK

LR
o ATHH > PR Bn T IRR TN B SCPAT I TR L, AR AR T4 % (CR-LF).
* HI3R ESP32-S2 MQTT AAfi# S K AHE , PAT (SR 278 ESP32-S2 MQTT ] & B d /s .

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "O", "Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/", "User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}

5. 30 MQTT 4.
XS

’AT+MQTTCLEAN=O

i B«

’OK

4.3.3 J&T TLS iy MQTT &% (i 24 MQTT {U2H)
PAR 7 B[R] (W ESP32-S2 JF by, Hop—Hufioy MQTT %A (RAERN MQTT LA M), 7
— P MQTT 4T % (UEN MQTT i1 [4& M ).

NBIAE T A 3T TLS A MQTT 4. 15 /efETE 2l — 1 4H MQTT 3, ik MQTT R
IP #bhlh 192.168.3.102, 04 8883,

w: B ESP32-52 MOTT KA F P LAY HAE K35 27E ESP32-S2 MQTT KA im AT EIAT, PA
ESP32-S2 MQTT i [ JF ki #E K35 2AE ESP32-S2 MQTT 1 [ & s AT B AT o 0 SRSV E A 4 31
SHATETR S B, D05 A A 3 S AT T 1 R A T o

1. PEEBFIX I SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

i B«

’OK

2. #¢ifi] SNTP Hi}d],
e
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AT+CIPSNTPTIME?

i B«

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

i :
o YA SNTP 255 FT 2 5 bk 7 i R [A]
* PR SNTP ] — 5 & E LA RUWITE], ANBEZ 1970 4F K2 Fif i B[]
o BEEMALZ N THE TLS N UERAREHIE 15 (1A 208
3. &E MQTT H] @tk .
ESP32-S2 MQTT %4 %
i

’AT+MQTTUSERCFG:O,4,"publisher","espressif","123456789",0,0,""

Wi K7 -

’ox

ESP32-S2 MQTT ] 53 :
A

’AT+MQTTUSERCFG:O,4,"subscriber","espressif","123456789",0,0,""

M [,

’OK

4. 8 MQTT &8 @ 1.
e

’Z—\T+MQTTCONNCFG:O, 0,0,"lwtt", "lwtm", 0,0

M B -

’OK

5. HE# MQTT LR,

AN A -
e

’AT+MQTTCONN=O,"192.168.3.102",8883,1

M B -

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

iR
o Sk AR MQTT R34 50 MQTT A3 IP Huhlk vl RE 5 Fakan A Hr A e .
6. 7% MQTT 3,
ESP32-S2 MQTT 1] 4% :
i

’ AT+MQTTSUB=0, "topic", 1

i B -

[ox

7. %A MQTT B, (F4FHR).
ESP32-S2 MQTT %1% :

Espressif Systems 178 Release v2.3.0.0-esp32c3-906-g760e656857
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 4. AT #y2 R

’AT+MQTTPUB=O,"topic","test",l,O

N . :

’OK

PEHA:

* 4N ESP32-S2 MQTT ZAT# MM AAHE , LA SR &7E ESP32-S2 MQTT 1] & i /i -

’+MQTTSUBRECV:O,"topic",4,test

|

8. 5HH] MQTT Fiebi.

’AT+MQTTCLEAN:O

i B -

’OK

43.4 J:T WSS Ity MQTT ¥4

AR R B[] R B ESP32-S2 JF et , Hor—Bffdh MQTT %Al (R MQTT kAl ff), 7

—BAEH MQTT 3T g (A MQTT T & A ().

AINEET I T WSS @73 MQTT #4%. MQTT fUHUH 4l matt .eclipseprojects.io, i

MRAZ R mgtt, BEK 443,

WP PP PLESP32-52 MOTT KA FH I LAHAE R TR EHE ESP32-S2 MQTT KA & w7 EImT, DA
ESP32-S52 MOTT i [ # Ik K S5 57E ESP32-S2 MQTT 1] & ua P ATEI ] o G0 SR A A 45 5]

EUITEMR s, D5 B R AT 2 B A T B s AT o

1. PERXH SNTP R 458,

Py N
e

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

M B -

’OK

2. Frif] SNTP Hifa] .
iy

’AT+CIPSNTPTIME?

W R

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LK

o SR SNTP S5 R RE-5 s b H A [a] o

* JifHfPR SNTP A —E 2 FLSA R, ANER 1970 4F K Z i) .

o EEEE R THE TLS A UERH R IIE 350 E %00 .

3. WE MQTT f P EhE.
ESP32-S2 MQTT % #i#%:
e

AT+MQTTUSERCFG=0, 7, "publisher", "espressif","1234567890",0,0, "mgtt"

N . :
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’OK

ESP32-S2 MQTT ][5 :
A

’AT+MQTTUSERCFG:O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

i B <

’OK

4. R MQTT .

’AT+MQTTCONN:O,"mqtt.eclipseprojects.io",443,1

i B -

OK

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443"," /mgtt", 1

LUK

o ET A MQTT fCHEIE 4 5% MQTT A3 IP il ATk 5 _FiRar AR .

5. 177% MQTT 4.
ESP32-S2 MQTT {7 3 :
iy

’ AT+MQTTSUB=0, "topic", 1

M B -

’OK

6. JAi MQTT B (F4FH).
ESP32-S2 MQTT %11 % :
fin 4

’AT+MQTTPUB=O,"topic","test",l,O

i B -

[ox

LK

* 43R ESP32-S2 MQTT AAf# M K AHE , PAT SRS 7E ESP32-S2 MQTT ] & Bid /s .

’+MQTTSUBRECV:O,"topic",4,test

|

7. KM MQTT j##%.
RS

’AT+MQTTCLEAN=O

i Y«

’OK

4.4 MQTT AT & = b

AT BN AR B Al AT Ay Xt AWS IoT.
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WL G XA MQTT AT iy RU1EEAIME B, ESRMOTT AT &4 % . {55538 745 AWS ToT F
KR KA AWS IoT,

T IR PAN AP BR8] ESP-AT 5 ESP32-S2 #1845 AWS IoT.

o I AWS IoT 3% B3 5 vA % endpoint

o £ ) MOTT AT 4r 43 F S &) iNiL i 42 AWS loT

4.4.1 N\ AWS IoT 3RBLIFA5 L Sz endpoint
1. BRI AWS 1oT #EH G5, PAMNYZ ToT Core services,
2. ¥R A AWS IoT BEU5 Hr gyl A8 AWS ToT 56Hg . SR ATIES .
AR L3RS DA IR 5 R4 0 S 44 -

* device.pem.crt (X4FIEF)
* private.pem.key (FAH %4])
» Amazon-root-CA-1.pem (4§ CA F$)

3. HRHESCRY 5L ERM HRI A (endpoint) PAK 1 A AT ek 5 A 4 5 2 SR

g S AE RN “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF RN G H PAT AR i AR R i — L2

o AWS IoT TFEIA & A FHYES . YR . FIARIES.
o B RABEIEIET .
o IR 2 N (Ohio).

4.4.2 il MQTT AT @&y A3 T AURIANIE AT AWS ToT
Bk 1
FTFHAHL ESP-AT T2, FFHATa0 R HfE:

o ffil] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffif]l device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e ffiffl private.pem.key ¥t customized_partitions/raw_data/mqtt_key/mqtt_client.key.

FERGER AT [61F

%1% ESP-AT il H DA AT [EIPF, FERFEPFReR 2 5 ESP32-S2 s, BT Z R, HSH A
%1% ESP-AT 142,

i AT ARG IE ESP-AT TARRIESS, W E M AT ay B 0P AL TS, BRI S 54T £
# PKITLE .

[ AT fir 244551 AWS 1oT

1. %8 Wi-Fi £ A station,
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’AT+CWMODE=1

N . :

’OK

2. % AP,

’AT+CWJAP:<ssid>,<password>

M. :

’OK

3. % ¥ SNTP Server,

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B <
ox
4. Z¥if] SNTP F[a].
’AT+CIPSNTPTIME?
i B -
+CIPSNTPTIME:<asctime style time>
OK
A :
o ILHFIRIG1) <asctime style time> W2 5 B DX ) SEF S R] 5 000 2 PR Ak B A 00 i 5 3504
BRI
5. HE MQTT Ml &

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i . <

’OK

i :
o AT+MQTTUSERCFG 145 &%k 5, B HAIE, AN,
6. ¥ AWS IoT,
e

AT+MQTTCONN=0, "<endpoint>", 8883, 1

W R

+MQTTCONNECTED:0, 5, <endpoint>, "8883","", 1
OK

L
o AL <endpoint> Z:%5 1 IH 5 451 <endpoint> {H .
o JCVETE MU I 8883,
7. T FE S

AT+MQTTSUB=0, "topic/esp32at", 1

M B -
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’OK

8. ZAMHE.

iy

’AT+MQTTPUB=O, "topic/esp32at", "hello aws!",1,0

i Y«
+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!
OK
Bl H
IEFRH HEWT:
1. ESP32 i H i
AT+CWMODE=1 " ~
OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED
WIFI GOT IP =
oK =
AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" == -
oK =
AT+CIPSNTPTIME? == -
+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 % -
OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =
oK =
AT+MQTTCONN=0,"al08b8vm1g634q-ats.iot.us-east-2.amazonaws.com”,8883,1 =
+MQTTCONNECTED:0,5,"al08b8vm1lg634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =
OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =
oK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -
oK =
+MQTTSUBRECV:0,"topic/esp32at",45,{
"message”: "Hello from AWS loT console”
Foo
2. AWS i H &

4.5 Web Server AT 734

ARG EA 4] AT web server FIFEAT, E2W RATILAST7 TR R -
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to topic
I topic/esp32at x

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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1% A A imﬁf Wi-Fi fi2.4

1% 8 %) W 25 2E AT OTA BV 2R
&ﬁlwgll A2 5 AT Wi-Fi BL A

18 A Az AR 5 34T OTA B4R
ESP32-S2 4¢ )8 Captive Portal 5 %%

ik BROAR AT BRI Hr AT web server [ITIRE, TE5% Web R 5% AT o4 J3 HiZI6E .

4.5.1 fEHMYEEE I T Wi-Fi fic
wifr
1 web server, FHLE PC 1] DA ESP32-S2 #5451 Wi-Fi 315 B 0] DA T HL sk H i 12 322

| ESP32-S2 ¥ 411 AP, il P AR TOTBC R M 00, H-4F Wi-Fi B (5 ) uﬂi:i ESP32-S2 ¥4, M5
ESP32-S2 P R AR IL B A5 B R B 45 1 1 % ph 4 -

wike

BAEMRE AT DA N AR =2

o B 1% & 1% 4= ESP32-S2 % %
o fE RN B R FE B 8,

o i@ fofin M 45 R

FCI e 42 ESP32-S2 Bedy 1S, A T iRRCIM AT E#E ESP32-S2 4, ESP32-S2 it WL EL A
AP + STA B, FFBIHE—1 WEB 58S MIMFE R, WHY AT 6y :

L B Z AR RAE L, WERATEERIC R, ATRER AR AR PR B 2 AT e 1 5L A i 3:2 WEB fiik
S5 e IR B .

¢ Command

’AT+RESTORE ‘

2. Pt E ESP32-S2 %45/ Station + SoftAP 5,
¢ Command

’AT+CWMODE:3

3. 1% & SoftAP [ ssid F11 password (& B BRI HE ssid 2N pos_softap, TEERLI) Wi-Fi).

¢ Command

’AT+CWSAP="pos?softap","",11,0,3 ‘

4. (EREZ R

¢ Command

’AT+CIPMUX:1

5. Qf web server, UflI1: 80, I RIEREMTE: 25s (BRIAFK N 60s).

¢ Command

’AT+WEBSERVER:1,80,25 ‘

WG, [ iR 4 53 web server 5, FTHEC M &) Wi-Fi D68, 4% ESP32-S2 154511 AP:
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WLAN [ @

Al A WLAN %%

pos_softap
B (REl L)

)

1: %4 ESP32-S2 AP

BETIBEAT R iR R b, FEAC I ) g 1455 ESP32-S2 )y, M W] &Gk HTTP 30K, RO fopbe A HO Bt

M FEE: GER, WYEEREM A SCRABUM I s oA RHEA AP, BN, AN FHLIE S 5] ESP32-S2

1 AP, W FHLR ALy ESP32-S2 4 FFBE AR ) FE0I Y %%'43%%/\ web server ERIA Y TP Huhit

(WIS E ESP32-S2 14519 SoftAP TP HuHE, BRiAH 192.168.4.1, ZXAIALT AT+CIPAP? fiy %75 ] 24

TG SOftAP TP Htly, $TFFRERFLIAT, 4 A JOLAE B0t 250 ssid . password, ity “TRMMI™ BIRJF
ATC K :

H P AT DA s T e SSID #i AMER i R RINE, AR ESP32-S2 BT AY AP 51, wEHEH IR
AP JHii A password J5, iy “TFAAECI” RIFATfEEhECR -

MTIACIIES A TR B S B s A

e 1: FCROSEh S, MR E B CH], A AR ARSET IR M T, i R A ESP32-S2 A TP Hudik, EEET
FTHM T,

[, AEAR H R an e R

+WEBSERVERRSP : 1 /] REKE BN

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O REM Ak BB R4 %, it T NE K wEB ¥

AR BC R I, R R
I, FEES D R 4 5 6L :

+WEBSERVERRSP : 1 /] REKE W]

%l n%ﬁk%@ﬁ%&u&%‘éﬂx IP #yf5 B, MCU_
SN EK R AN E EE i, 0 %

>,\§

LB HERR
VEW 10 E W DT RS CBOE AR RN . E AR ESP32-S2 R Wi-Fi AP 2 5 IEFIITE, PAK AP
A R ECE, HEMIAC 28 AL AT 2 %3 5 ] web server,
4.5.2 fEHWYEEE I T OTA [{FF-9%
iy

W YT ESFTIF web server RIS, W ABESIE A OTA FRE T, 828 90 5T FFEH F 43 X o [ 2k 2
B KRS R ERIECE (S5 SR e T 237 PKIRLE TIEZIEHHE).
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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Wikt

T OTA T E &\
RFERITH SR

AR AR
RILOTA #5 R

FIOF OTA ¥ viim i, sSEMITA M “OTA FR” #0i, F1HF OTA e L5, W AEAE 4]
[l A . AT Core i

LW 1 (Y0 BE g% e ESP32-S2 Kby AP, %1751 OTA TiCE WU R A 15 ESP32-S2 A 44
Al A>T Ry, A T AT L 5

el 20 WU BRI CURTE R S EOH P R Y AR RS, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% K4 iF ESP-AT 1T42)

WHGRAS S, B ECECAR S I RRA CAR DA T B R PP R AAS o
PePf BEATFI sy X N, mialy “Partition” NRIHEAAREUIA AT ATH I 23 X :

Be KRR np, Rl SRR RN SR, R R A AR -
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL X BRR B E A TR A . B 44 B S B0 L bin, T EROR R
K/NAREHR partitions_at.csv XHHE X ota 4K K/, A XHCHETEAFEE, ES% X
Ry 4o T3 o — AN F7 04 420 3.

BEW] 20 XFFHE X, M SRR E IR . A RS Bl cbin. IR E R R
INAEGERLT at_customize.csv A HE XA K KN B RZISHERTEAE S, 1§55 4T A

AR OTA £ e, FEPEARR, FR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF B ER ota B 4 H e
+WEBSERVERRSP : 4 /) REFR G B, ota B 4%

AU OTA AR RN, i “THRM, R e E:
[, AEHR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ot B K
+WEBSERVERRSP : 5 /) REkBKRE ota B KX
~HERET, R LR P EHT o2 BHEAL

W, FP B EFHATA OTAL

BEW] 10 XHT ota 72X, FREIMATAT+RST )5 ESP32-S2 DAN HI B -

BEW] 2: ESP32-S2 AL EN ) ota [EIFNEA . (EASKIHNCEIR B KEFNZE, FroAa iR
Hog s XA IER

4.5.3 (EHIBAE/ DR T Wi-Fi fick
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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wifr

TR/ IVER e I X i o £ /AR e JE 2 ESP32-S2 i i AP, il f /MR Jy R 7 2R B 1 AP
5 S e 4y ESP32-S2 i fg, ESP32-S2 it ilad X 4L {F B IERL NS WY I AP, Fal R /My e I 45 5
T 5 -

H % ESP-AT SUfE/MEFFRT 2024 45 12 J] 31 HRAL. FERCIE], GSMchr ™ b O ReAg . it )s
DA, BOSECR REERTST, FATRIBRHCN SR ST AT 2, IR BRI SO

Wikt
BEATELRAE AT DAY A LA U2

fic. & ESP32-S2 1% & %%
e BT AT

H 7 AP it 45
FATE A

fil ¥ ESP32-S2 %458 4 T ik/MEFFIER: ESP32-S2 15045, ESP32-S2 % # 5 B B i AP + STA ik,
HAE—A> WEB [R5 4545 /MR P, XY AT dr S F

L BRI, AR RRIC AR B, RTRE PR AR IR B 22 W AATICEL (7 AT 52 WEB fiRk
S5 an ok .

¢ Command

’AT+RESTORE ‘

2. it 'H ESP32-S2 4 4 Station + SoftAP f&i=t:,
¢ Command

’AT+CWMODE:3

3. iX'E SoftAP 1y ssid Fil password ({135 B ERIN 45 ssid A pos_softap, password >} espressif ) .
e Command

’AT+CWSAP:"pos_softap","espressif",ll,3,3 ‘

i s/ R ERIA ] ssid A pos_softap, password fj espressif 1] SoftAP KATiERE, HhlR
FF ESP32-S2 545 W S 4 IR IR B A T

L (EREZ .

¢ Command

’AT+CIPMUXZI ‘

2. Az web server, ufll: 80, HKIEREWE]: 40s (BRASK N 60s),

¢ Command

’AT+WEBSERVER:1, 80,40 ‘

IR/ DEDT  ATIFFHURLE, R T TR —4ERD
FIOPRUR /MR, SEABC R B -
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbi AP GG AR PR, BRI FIERE EL R AP, FTASRIINSL A TR

fz.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AT

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

ATFA WLAN 5l

FAST_FWR310_02 =
ik o T

B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P

Espressif Systems 201 Release v2.3.0.0-esp32¢3-906-g760e656857
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 4. AT #y2 R

FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S
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2. BB, ENEIFR “EEFHAE T MR, AL FIIGGE 29T S, Bt ESP32-S2
BRI H Bl R B A RO AR i

Am T mEmA SSID

666888666

Message

AR FHAS

I 20: JHIREREE] AP

3. HC P 25 RAE /IR e DL THT 19 52705 DA B 1 s 1 OB 5 _Ead “Rr AR H AR AP AR AHLIE M B
L —FE, Z% L3

i WS B HERR
BEWT 1: EE DL R R R IR RN . A ESP32-S2 MY Wi-Fi AP 215 IEHI T, PAK AP
MFE EBCE, FFHA T 25 AL AT 65282 = B web server,

UL 20 P DI E B S “HERE AP RN . SRR A IE M B A Wi-Fi IR E R M TIT, Kk ESP32-S2
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEW 3 PCR UL R < RGERAER) Wi-Fi BUE 7. 3 Tah 1] FPLZEs: ESP32-S2 itk AP, ify
P\ ESP32-S2 #ib () ssid. password T4 18 iR PR UEA L .

4.54 A/ DR ST OTA FfETF2

AR /IR Y SCRFIE SR SE I ESP32-S2 B i F T4, #5275 Liklie & ESP32-S2 % & A4 IR PR5e
Ji ESP32-S2 ML B (AR T ATER M SE i s, A ELRE ). BRI ES, BT OTA [E

Espressif Systems 206 Release v2.3.0.0-esp32¢3-906-g760e656857
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 4. AT #y2 R

PETHRA AR S5 B VI AR UEAT OTA [EFTHR SN, TS 1R 2 I 3 24T OTA B #HIH 4R

4.5.5 ESP32-S2 {§i }] Captive Portal Jjfig
TR

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

J& Al Captive Portal TIfE )5, #52% ikEe % &-if 4 ESP32-S2 i% & (R LA B 52 i ESP32-S2 #EHL it
., SRIGTERE ESP32-S2 A5 AP:

WLAN &

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

bW, station £ %47 T Captive Portal TJRERY ESP32-S2 %451 AP J&5, /R “TRESRANIEY, K5
BB TN S, Bk E] AT web [T . #5468 H Bk, WARE station &R, At A
E” g b BRI RY “pos_softap” # S IZFR, Fahfilik Captive Portal H ali$] X Wi #s, #)\@J AT web
FEE RN

AL REHERR

BEWI 10 JEAE WU (station %45, AP ¥£) #BSCFF Captive Portal DjREA REARIEIZ DI REIEH H, B IL,
zmx% %3 ESP32-S2 W%E’J AP Fﬂiﬁﬁ CEBSRANIE?, HHEA Ezjhﬁ)\@ AT web B, TTRE
JT station G A SLFHZINGE, M, ES % Bk R i R R E BN 2 8 1 LA TR F BT T AT web
FES TR

4.6 HTTP AT 541
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AR BRI E ESP32-S2 i FIsATHTTP AT 4 4 % fir & HITHEARR BI o

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.6.1 HTTP % fui HEAD 52K J5i:

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.6.2 HTTP %y GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
Qi)
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(£ L£50)

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

4.6.3 HTTP %y POST iRk Jjtk (i1 POST b i %)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.6.4 HTTP % ;3 POST iRk ik (et i k)
R G POST Wi EAI M K £, B4l TH & AT AR K M 256, W)@ 3 & A DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.6.5 HTTP %y PUT iR Jjtk GEM T ICBckifsie)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.6.6 HTTP %y PUT §5RJijik (it i)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(R oUgkzh)
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by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.6.7 HTTP % jii DELETE 2K J5 1

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT:282, {
"args": {},
"data" : n "’
"files": {},
"form": {},
Q)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.7 Sleep AT 753451

ASCRY T BN ZHF 25 BB I AT/ ESP32-S2 A5 7 i L] AT fir -5 BRI A

PN
o & Wi-Fi #5 X, Fi& & # Modem-sleep #2 X,

o & Wi-Fi # X Fi& & A Light-sleep 12X,
o X # A Deep-sleep 12 X,

4.7.1 gy

ESP32-S2 ZF R Seat i IR PEEOR , T DAEA [ A L P2 [ e . 24T, BSP-AT SCHFLATR Y
FHOIFERE (EZIRIRBIE S5 SRS 1) -

1. Active iz I8 ST TARIRZS. ISR ATRASRIR. KA ES-.

2. Modem-sleep #izl: CPU W[iafy, HFBhl#ilcE . Wi-Fi BA7. W 3 FUEH A .

3. Light-sleep f&x: CPU #/{Fiz17. RTC fifigsf14M& A ULP ¥ b BRERIE T AT fAInsa g i
(MAC. FHL. RTC EHI ¥ ANBHKT) # M f

4. Deep-sleep #i: CPU RIS ANEHI & HiHL, HA RTC fEff#sFl RTC AMEAL T TARIRES

AR, BESP32-S2 &YERGEE NG HEA Active iR, 24 CPU RNFZ—H TAERF, BN
TSR, RG] DA AR FERL .

ESP32-S2 (T4, #E5% ESP32-S2 RIE AN

ik
o K553 A IALE Wi-Fi SEUH0 AT K ESP32-S2 15 5k MEARAR .
o IR Wi-Fi B0, HfF station B Modem—sleep #izUHl Light-sleep iz,
o XA BIA T Light-sleep B, WHHLRINTAAE 32 KHz fidik. AR AMTAFELE 32 KHz
iR, ESP-AT ¥ TAE{E Modem-sleep #={ .
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iy ik

G REI S A o B R T, B ARG A i AR S AL A T
WPFER N 2% TR, (EE, BHITRBARE T ESP32-S2 , ANEHICHIFYEHE.)

Digit Multimeter
DC Power supply

@ ESPRESSIF

] 22: ESP32-S2 fifi {1443

4.7.2 At Wi-Fi BiX, F %% & Modem-sleep 55

1. %5 Wi-Fi 2 station Bz,

AT+CWMODE=1

M B <

OK

2. e

iy

AT+CWJAP="espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

K
o fki A SSID FIERS T REER iy BRI o 35 68 SR % b 5 ) SSID FIEERS .
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3. RIS, Modem-sleep Bt
o

’AT+SLEEP=1

N . :

’OK

e
» RF ¥i4% AP ) DTIM & 560 (B hgs— i & DTIM A 1).

4.7.3 Ar Wi-Fi Bi, F % ¥ & Light-sleep i

1. ¥ Wi-Fi 4 station #5,
A

’AT+CWMODE:1

Nl <

’OK

2. FERBKHAS. BCE KT 3.

’AT+CWJAP:"espressif","1234567890",,,,3

Nl i«

WIFI CONNECTED
WIFI GOT IP

OK

K
o fika AH SSID HIEERD ] BEER_Eid iy & AR IR o 35 68 SR % b 5 ) SSID FIEERS .
3. BERIREEACN Light-sleep 5.

fir s

’AT+SLEEP=2

i B <

[ox

i
o CPU £ HahRHR, RF MSHRIGAT+CWIAP BB W T IH) B 52 3 54 P

4.7.4 V¥ k) Deep-sleep fisk

1. P BERIRAECH Deep-sleep #x . % & deep-sleep -} [a] 5 3600000 ms.,

’AT+GSLP=36000OO

i . <
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OK

LK
o BOEMEENG, BoAr E S, ORI, SRS N AT .
* T Deep-sleep #i3, ME— ML 5 {4 7 IR o

4.8 AT [

A EZNZIPAT LA ESP-AT SCRFIRCM 7 2K

e SmartConfig B9
o SoftAP B ( WEB B )

o WPS Felq
E SN MEYEWS = 2 sE

BER A= SmartConfig & i SoftAP &t i WPS i
VNG SR O (1)
2755535 BLE () (] ()
e HR AN Tl APP (%32 2) )
MRS B ] [
PR Rt A L RS HaR
HEFF TR HERFE 4 &

¢ LE 1 AT L S SoftAP LR, 5% Web IR A3 AT 44,
464 2: (] SmartConfig i) Airkiss S50 RC T AR APP, AN P TG B0
APP,

4.8.1 SmartConfig Ji}¥

AT SmartConfig fit W75 PUMZEFEL, 43 5.2 ESP-TOUCH. AirKiss. ESP-TOUCH+AirKiss 1 ESP-TOUCH v2,
PA R 2 AirKiss F1 ESP-TOUCH v2 &7 {1 % 7 43 .

ESP-TOUCH v2 [t 7733l

1. AEFHLG 2% EspTouch [ )T .
* Android: % gLy EspTouch "F#% (22 slif b FH AR 7 55 )
* i0S: iOS i EspTouch R (iOS iy J L7 5D )
2. ' ESP #4454 Station Fix,
i
’ AT+CWMODE=1
Mg .«
’ oK
3. ESP32-S2 %4571 /5 SmartConfig.
iy 4
’AT+CWSTARTSMART=4, 0,"1234567890123456"

i B -
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OK

4. FEFHLmAEA TR -
RPN T BRERAE : FTIFFILR Wi-Fi, HEREIFARM 4 (G140 SSID: test, #f4: 1234567890),
JE 3l EspTouch [V 7, midi EspTouch V2 #i4Hl. TEBKEEY VO i A BT Ese Wi-Fi (0.
FC M AL BB DA K AES 54, BIR iR :

Wi-Fi % A : 1234567890
FTEBRMMNRERE: L
AES 554 : 1234567890123456

5. 7£ ESP S A st A e M 2 o
LI ESP 5 # b 2x F HH E U R B -

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

F, ESP A AR M 22 58 .
6. ESP32-S2 %4515 1+ SmartConfig.

’AT+CWSTOPSMART

Nl B <

’OK

AirKiss Jic 753

L THFIE, BRIFXE REFERH AR5,
2. PEE ESP %} Station iz,
e

’AT+CWMODE=1

Mg 3«
ox

3. ESP32-S2 %4571 )5 SmartConfig.
es

’AT+CWSTARTSMART:2

i [ <

’OK

4. FEFHUmIEATHC R o
FHUEZE LR A Wi-Fi (B0 SSID: test, #f%: 1234567890) , RISFIIFMUE, #EA “/RéE
FEBHET ARG, MM, RE] AirKiss B IFIEA L BRI A T A Wi-Fi
1234567890, M%), FHLUMKFRARERHE REKD . .. ... o
LIy ESP S # i 2 i tH R R :

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

Q)
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WIFI CONNECTED
WIFI GOT IP
smartconfig connected wifi

F I, ESP %4 IIHC M 22N 5E 1K -
5. ESP32-S2 %4515 1I- SmartConfig.

’AT+CWSTOPSMART

Mg <

’OK

4.8.2 SoftAP JitH

AT SoftAP [t M 4512 WEB B . A XHE4IE S, 525 WL Web Server AT 715 .

4.8.3 WPS fic

1 fEf—F WPS B M % (5140 Wi-Fi SSID: test)
2. PEE ESP %} Station iz,
s

’AT+CWMODE:1

Wi K7 -

’OK

3. ESP32-S2 #£45FF )51 WPS Tt .
e

’AT+WPS:1

M .

’OK

BEI AR R e A G 0, JF S WPS TIfiE, RSE R %1, ESP Starim s th LN~ EE, R
IR E M .

WIFI CONNECTED
WIFI GOT IP

4. 5if) ESP32-S2 B IERE L) Wi-Fi (3.
o

AT+CWJAP?

N Y. :

+CWJAP:"test", ......
OK

5. ESP32-S2 ¥4 5 4] WPS FEC# .

AT+WPS=0

Wi K7 -
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ESP-AT iR AR 4

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

<major>.<minor>.<patch>.<custom>

Hrpe

y <majc;2>§ﬁ~7£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA

225
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA
5, ARSI

<major>.<minor>.0.0

Hora:

o <major> K FEMA. Bl release/v4.0.0.0 RFFHERER, WHAAIES AR L.
e, A EE R .

o <minor> KRB A, Bl release/v3.3.0.0 fCEERIER, W AHE 4. ESP-IDF
AT FEEER .

WHETGOUR, fFAfMN) AT BT L4402 By 2 s, EEA ERNE)E, &k AT B
[F)25 k74352 3] GitHub,

o SHIRFPETT AE # & E master 432 T, ANEEIFRIEAM S b

o MBS T 2 7E master 43 3¢ EdFAT, QARMEUVE, SR LKL L.

54 SRV

ESP-AT [R5/ B AR ERUAHA R S I . SRR, IRAS I TR, R TR
{ft 34, 1 ESP-AT 23T ESP-IDF JF& MM H , [Ht ESP-AT 13 01 L i2 32T ESP-IDF ff) 345
SRR 47T ESP-AT 45 HUAf BT

AT [RA& (%%Bt | B E4& A | IDF RRAE IDF Z#5HARR &L E | AT #rhRANE Rt
ig]) )al X
v4.0.0.0 ESP32-C6 v5.1.2 2025.12.30 2025.7.30
(2023.12.29) 2025.9.30
v3.4.0.0 (2024.6.7) . ESP1 v5.0.6 2025.5.29 ;(O);;tézz.?

« ESP32-S2 -
v3.3.0.0 (2024.5.9) . ESP12C2 v5.0.6 2025.5.29 ;852522.59

+ ESP32-C3 -
v3.2.1.0 ESP32 ~v5.0.3 (24b9d38) | 2025.5.29 ESP32 C© % i %
(2024.11.4) IR A v3.4.0.0

ESP-AT £ % A A S Hr WIBR I F

o THERIBR IR 510
WE MM AT KGR B AT BEEIFR, BRI ZOR T4 AT ANk, F—
A~ AT WA & AR )8 H AR 200 A R R 4, s %t i ESP-IDF % %4
B 25 mI LA H (AT RAGULIA 7 N4zt B 4 A ESP-IDF JiiAs )

o THERIBR 1Y
W NMRSS WG, 2%t 5 Xt ESP-IDF 2 HRUI R 4558 (AT LAt fA
S0 Bt B g ESP-IDF 4% ) . %4, ESP-IDF v5.0 [t 32 £ fR %] 2025 455 H 29 H ,
k4 ESP-AT v3.0 ~ v3.3 By 4EdP IR tha) 2025 4E 5 H 29 H.,

i

o —H AT EAGHRICAS, WIHBCASH) SRR ARSI 450, R A SRR BR A 4E 930
B4, AT %7 T v3.3.0.0 B A (4% ESP32-C2 il ESP32-C3 it B) , #k4 ESP32-C3 [{)
v3.2.0.0 FRAS I ST R BR A IR 45 14 o, 0B A S BR A 4330 ;. ESP32-C2 1) v3.1.0.0 i
ASH SR IR 45 S5 ok, A SRR IR A 443
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Service period (Recommanded for new designs)
Maintenance period

% : : : : : : |
% v3.4.0.0 _,..d ........... 7 Ji'ln 2024 : : 29 B:lﬂy 2025,,d

o : : : : . : H : : : :

< i ; i s ; ; ; : s i i
Al V330,00 roeeeememdn b 9May;2024 29 May 2025...

w) : H H ' ’ ’ ¥ ' : : ;

23] : : : : : : :

i i L : i ; i L : i }

g & N Na N3 Nd NG NG N N NG

N o N LN RPN ¢ SN NP
w© S W L W o W W W o W

& 1: ESP-AT Jii A 37 4R

* WA GitHub K5, 11§97 M AT R A A7, GitHub S SAEFAS S AT R I E AN G 24 BT 6
¥ AT 1A Bugfix fiA BARI, 35U TT2% 5512 Bugfix BUARHRLL .

o TR G R CAME ISR e R, AU T FTRAS R L .

o TESCRAHIR N ERE ESP-AT W BARFEZEAE GitHub /%A 7 2 B AT % bug 85 . ZAaBR %,

AR 2 U A AR Y Bugfix A

5.5 #ANni AT Bl fFRRoAs

T KIEAT+GMR fir &% AT BEPHRAMER, SHAT+GMR iy THISHILMA TIRE 258

5.6 TP AT AR A

o F—Y: BFMaYy GitHub &%
o = AR AMay il e
s H=F EHAA LR

5.6.1 55— RN GitHub K
TEFFIEZ T, W5 TR UG GitHub Ik, PRI I B o B SRR

5.6.2 45 b ke HIfLEA
Ui ESP-AT O, giili W47 LMY watch, FAd; custom,

5.6.3 =3B il %A i

7k Releases I 5 Apply.
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= O espressif / esp-at Q +

<> Code () Issues (98 i Pullrequests 12 ) Di 5 (® Actions 3 Projects

@ esp-at Public Edit Pins Vatch 50 = % Fork 684
Notifications

¥ master - ¥ Goto® -+ Participating and @mentions

Only receive notifications from this repositon

when participating or @mentioned 1 for ESP32/ESH
@ xcguang Merge branch ‘bugfix/. IIESP32-
All Activity
) Maotified of all notificatior
B .github "
Ignore

B .gitlab/ci Never be notifi

B bootloader_compaon... chore: Updatec Custom

components
docs
examples

ETN
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O espressif

<> Code (%) Issues (98 i Pull requests L)) Dis 5 Actions [ Projects

&) esp-at Puoic Edit Pins ~

¥ master ~ P Gotfo-

1for ESP32/ESP
@ xcguang Merge branch ‘bugfid. SSLe:! 3/ESP32-

Pull requests

B .github
9 Releases

B gitlablci docs: A C Discussions
Security alerts
B bootloader_compon...
components
docs

examples

main

P 30 sE A AR (iR )
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XFEFLTE T AT AT RARHRAE . A0 AT SR KA, @2 1E] GitHub FIE ] .
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Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ARSI /21 T A AR s 4 ik ESP-AT TR, FFAR IS [ 58 % 51 ESP32-S2 e 2M4BIARY B 7
K AT B TOIRI R R ORI, SRR A LAT st v iy AL K 45, IR 25055 24 ESP-AT ik,

WSRA S5 ESP-AT TAEA NAE, s 2B s U ERe /b, e i bo T & GitHub R 70 _E %%
ESP-AT 1 4%,

6.1.1 PEANDER

TR S RN IR, SE ESP-AT TAREM il . FAEEZeas . BlE . iAok, HERE I Sk £
Linux &5 % .

% —%: ESP-IDF Heig A\ I
% =% FRIESP-AT

ER A S £
FALE BN I

¥ BEIAR
Foxd miF LAz
Frd REEEE
build.py Bt ik

i
P
S

6.1.2 5—3: ESP-IDF $RiEAl]

TESmi% ESP-AT TAEZ 1, 4c2#>) il ESP-IDF, [H 4 ESP-AT 23T ESP-IDF FF & 1#).

5 A4l ESP-IDF v5.0 el A ] S0t #9385, € hello_world TRERYHECE. . Zwi¥A K FEE M E
ESP32-S2 J K& A1 .

ik WAL, (HUREGRP)E, SRS St IR, PARAZE ESP-IDF J-#f (R I 7
FIA T 5K

SE_E—21 ESP-IDF YU A1), 0] AJTAG TR ESP-AT TR S
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6.1.3 5 2b: 3KHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
T ESP32-S2 R, HEF IR AR AL fRiz 1T ESP-IDF 5.0 CMD.,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
HIBIABRAE N Suserprofiles\esp. A DAKF ESP-AT 2R AL E AR T, (HIFHEEAE MM iy
AT B . R, BSP-AT ASCRFl A 2 I AR .

6.1.4 52 RAEIRBE

BATUH TR install R, M2 % TR K B 32 R KM Python £, ESP-IDF 63 J% DA K
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

URR AR — LR BT, 150 ESP32-S2 S e fff DA T e Bk il .

» Y& Plat form name, 5l ESP32-S2 &4k #5155 FE PLATFORM_ESP32S2,Plat form
name [ factory_param_data.csv i % .

e % $& Module name, il 4 ESP32-S2-MINI #5241 1% 4% MINI. Module name Hj fac-
tory_param_data.csv i .

o TEHEFEE L silence mode 2 Hif, THSCHIEECAS, T f# silence mode. — % IFH L T iF
M.

* Wi build/module_info.json PHAFFE, FIR=ARCEEILFA LI, Hit, 4
RAEHE R SR R, R S

DA E Platform name A ESP32S2, Module name A MINI, F2%Jf silence mode 13 :

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Ready to install ESP-AT prerequisites..

Q3]
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(£ 50

(more lines of install ESP-IDF prerequisites)

Platform name:
1. PLATFORM_ESP32

2. PLATFORM_ESP32C3
3. PLATFORM_ESP32C2
4. PLATFORM_ESP32C6
5. PLATFORM_ESP32S2
choose (range[1,5]):5

Module name:
1. MINI (Firmware description: TX:17 RX:21)
choose (range[1,1]):1

Enable silence mode to remove some logs and reduce the firmware size?

0. No
1. Yes
choose (range[0,1]) :0

Platform name:ESP32S52 Module name:MINI Silence:0
Cloning into 'esp-idf'...
(more lines of clone esp-idf)
Ready to set up ESP-IDF tools..
(more lines of set up ESP-IDF tools)
All done! You can now run:

./build.py build

6.1.5 EIUL: ERIXRSS

i ] USB o fF4451 ESP32-S2 5451443 PC b, PAURERE st H &, 1R W thd s, R, W
RETERPEL AR K% AT I AT W, NWPORTEEET. “AT MR . X Tl EA
U R E B S % o Tk B AT 580 6 i

6.1.6 5Nk MCE TR

17 H TH menuconfig RELE .
e Linux B{ macOS

’./build.py menuconfig

¢ Windows

’python build.py menuconfig

WERPAEBTA S BRI RS, W23 R T AR

BESE BT AR R PC B A TR, sl AT i LUV . B i SRS, QR ERCE, R4t
AR IR B 1% T AR

6.17 AL Bk IR

IBATPAN a4 g i LA
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
Security features --->
I
pPartition Table --->

optimization level (Debug) --->
Component config ---=>

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

e Linux B¢ macOS

’./build.py build

¢ Windows

’python build.py build

WEREN TR IR, BERSF SRKRIE . AR E AL ota 2} KEIR/N.
HIFSEMJERTE build/ factory BAR N A MIT QIR [ F. HZEEHS WESP-AT B+ £ 5%
6.1.8 S5Lib: RekSIes

IBATPAT A2 Re A2 U [l 42 55 31 ESP32-S2 %45 b
e Linux B{ macOS

’./build.py -p (PORT) flash

¢ Windows

’python build.py -p (PORT) flash

HER T A ESP32-S2 AR H LA FRE e (PORT) o Bk 3 R4 /R A5 ERF E (-besk ) flash Hr, 3R FR5E
HREE# (PORT)

% ESP-AT bin ANgEfE 3, 3 HFT B} “ota data partition invalid” , %1547 python build.py
erase_flash RHEREEA flash, IRFHEFHER AT [l

6.1.9 build.py 3 3

build.py A2 T idf.py BHERK TH (B idf.py <cmd> IIEEYHEHE build.py <cmd> H) ,
EATPAETTA R an A A T 2 H k.
 Linux B{ macOS

’./build.py -—help

¢ Windows

’python build.py --help
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6.2 M4k ESP-AT T %

$i%ﬁ%ﬂ%TwﬁLkﬂﬁﬁ‘EWATIﬁ LBRAININE 7 & A 04 B JCYRIG L Rk, iR
BLIT J&3 WebSocket &g, Ff 3 AImDNS 5%, AR AR5 441% ESP-AT T2, 3l G A5 i 3B %
ESP-AT 142, (AR EA MR @A g e A e, WIES 2 A0, 1t W 71 451k ESP-AT T2,

TR PIGUGRIRNg AT FSIPE, 5 SRR A Cty™ b B AT RS I S e -
THPRATAF T RRAISIPRCL B P 8EEE, TS 2T e R i

6.2.1 PEAILIR
TR N AL B, 52 ESP-AT T#2fY Fork. FRIERCE . ARSI DA K i

o B —F: BRFMuy GitHub K5

o % —3F: Fork ESP-AT T2

o % =% JF 2 GitHub Actions 4t

o B9 WLE 4 ESP-AT TAZFFE 0l 55 4R

o $ AW AL github.dev %h4% 3545 B Aot LKA
o %< GitHub Actions %% AT B 1

6.2.2 45— BFEERY GitHub WS

FEIFURZ W, 3550 BRI GitHub IS, [RS8 (75 28 SR AR

6.2.3 45 2: Fork ESP-AT T

ViR ESP-AT /2, i 4 LA Fork,

Eidi Create fork BEHIGHEE HOH GitHub K-S T, BRAN Fork {3 DI master 4337, S AT
T ER S BN, BN AL Copy the master branch only,

6.2.4 %5—2B: JF)3 GitHub Actions Jjfig

RO T Actions #E A GitHub Actions T [fij .

B I understand my workflows, go ahead and enable them & GitHub Actions,

J& i GitHub Actions 5 Ji{ .
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - C ) % Fork

i1 Pull requ ) ssions Actions [ Proj ) Security

Create a new fork

Oowner Repository name

Q UStCCw ~ lI,I’ t

By default, forks are named the same as their upstream rep fou can customize the name to distinguish it
further.

Description (

AT ap on for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

“ode [ Pull requests

Actions ork All workflows

I All workflows
0 workflow runs

Build ESP-AT Project

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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6.2.5 AEPUL: EEE VR ESP-AT T RT3
ﬁn LA Espressif OTA server [l P11 OTA token, I H.25%{fi J§ AT+CIUPDATE x4 J+4% AT [E{4:, T

gg%mﬁkﬁtﬁﬂﬁ% Ey, LDU&?%"—SFH CONFIG_AT_OTA_SUPPORT (AXEZIEEE, HSH P A
© AR A github.dev % %% BA% P A= XA BLE kT AL TR .

%’@“E?TE’J Settings #EABE T .

forked from espressiflesp-at

¢» code 11 Pull requests Actions [ Prc 0 wiki () Security |~ Insights

¥ master - Go to file Add file = <> Code ~

n for ESP32 ESP-IDF
This branch is up to date with es sp-at:master. 1% Contribute 3 Sync fo & ESP32C3 ESP-IDF & ESP8266

RTOS_SDK
, 3 xcguang Me

wb/workflows

components

) Releases
main
24 tags

module_config

tools

B 7: fiids Settings

Ml Settings -> Secrets and variables ->Actions #fA Action il & T .

15 New repository secret #EAZHA] T .

§1 A Name Fill Secrets, fiif Add secret Al EIIHH]. WAKEHIRIE OTA token.
T B E A T BRI A RN -

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

TR FEE 2 AL S AT BT, HEE DEA R, HRIINAEEY, A S8 0)5mn
U o
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

el 9: 4 BH T
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tions [ Pro O wiki © Insights Settings

Action ts / New secret

Name *
AT_OTA_TOKEN_W

Secret *

Add secret

10: A% 4]

Repository secrets

8 AT_OTA_TOKEN_ESP3
AT_OTA_TOKEN_ES|
AT_OTA_TOKEN_ESP32_PICO_D4

88 GitHub AT_OTA_TOKEN_ESP32_S0L0_1

= Email n

AT_OTA_TOKEN_W

AT_OTA_TOKEN_WROVER

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 hizb: fEH github.dev ZhifH 25 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $TJF github.dev &k} 2%

[ B G RET, PERREHE MU 0 SE AR

/esp-a

<> Code I Pull requests (® Actions [ Projects [0 wiki @) Security |~ Insights

| ¥ master ~ Go to file Add file ~ <> Code ~ About

Switch branchesitags e e Coror sz
~ cune § : 3 ESP-IDF & ESP8266
TOS _SDK

se_to_crash' int

Releases

> 24 tags

Packages

Al 12: e ¢

AL LA ., (U github.dev g8 aR T2 KA .

5.2 GEEW 5 3%

TEGARARIGTE, PR XA FR, FE FhE T, B0 B i 45 Sl A8 3 S 44 95
RIGHE QB2 X,

B Switch to Branch, )27,

o ST
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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-at/tree/master

produck/v

~+ Create new branch...
- Cn ew branch fr

1° master (default) -

shift + P

p

shift + F

OUTLINE
TIMELINE

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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C Y & qithubdev/u lesp-at/tree/product/v1.0.0

EXPLORER
ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.yml
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

C Y @ github.dev/us

0L

SOURCE CONTROL

\FI6_AT_ENABLE=y
(= |~ INFIG_AT_BASE_ON_UART=y

Chang 1
onfig.defaults S I S

IG
IG
IG
CONFIG

ERE relling
CONFIG WL SECTOR SIZE 512=y

Pl 17: 34111 WebSocket fir4 345, 45 mDNS IjE (MHiicK)

eGSR, By R EIE. RSO ARS + E k.

C ) & githubdev/ustccw

SOURCE CONTROL

\ ENABLE=y
Commit & Push \ AT BASE ON UART=y
MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=Y
WS COMMAND SUPPORT:

Chang

COMMAND SUPPORT=n
PROCESS TASK . SIZE=614¢4
0 SERVER IP="1iot.es
OTA SERVER_PORT=8

SOCKET MA
SP_AT FW_VERSI

# Wear relling
CONFIG ) CTOR_SIZE 512=y

B 18: e (disoR)

MATERE R, HREITMA . S Commit & Push #2752,

ik RS F s A H AT [E{4Rsilence mode, 52:7% 4ot g J 242 A silence mode Y
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G_AT_ENABLE=y
AT_BASE_ON_UART=y
AT_WOTT_COMMAND_SUPPORT=y

CONFIG

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

6.2.7 5,5 GitHub Actions 2% AT [l

iL%% W25, Ak GitHub Actions 47151451 ESP-AT [&{f. 2% 4o T GitHub F #. % #7
Gat R AT B P SCRY, FEEITR ) AT B (R SO LR PR R B T H C K-S T 1Y esp-at
ﬁ}?ﬁ PEATIY, TIASS2 https://github.com/espressif/esp-at {34 ) o

6.3 Il e AT % 11551

Zl—‘jCTé/T Tﬁﬂﬁﬂ“ﬂﬁl ESP32-S2 ?ﬂlﬁl{ﬁF*E’JAT}mﬂ HW. BT, ESP-AT fdi 11> UART #% [
YEH AT 310 — AT HE (AR H R L), BT R%E AT i fEom )y, (PAURFR
ﬁﬂﬁ”ﬁ/\‘m H ) -
WREEE 24 ESP32-S2 AT [},  HAFEBSarum AN, WHEEE S apy T4 BUE, A
(R A JORT A 1 2 o 5 T R BB o ESP32-S2 o) AT iy A M), 752258 N T AP R -

o # % ESP-AT 142,

* ¥ menuconfig fitl & T H. 5, factory_param_data.csv FH FF A& O 4 1 .

o BiF TR,

o FrA7aY bin LI HERUEIL &
A SCRYE S TR AME SO I, i IR TR T P IR TS B .

Frik: SEHHEE O AT o8 153 % (1] AT SPLEZIT, AT through SPT Al (i i} AT 47441

6.3.1 ESP32-S2 H%i|

ESP32-S2 AT [ {4/ H & s ATy i 1 ] DA & OB, E S5 (ESP32-S2 i R& % F
WY AR A R .

B2 2 3 11 55 D

PRAANE LT, SREHILAY ESP32-S2 AT [E{4+# H PAN UARTO & i H i
* TX: GPIO17
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* RX: GPIO21
FE4i 1% ESP-AT "LARR}, m]ff] menuconfig i TR HAE U8 e :

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output > Custom UART

e ./build.py menuconfig —> Component config-—>ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig —> Component config->ESP System Settings —> UART RX
on GPIO#

B Ay 4 i 1145 RN
BIATEOLT, UARTL T %35 AT fn 2 F14E20 AT iRy, HAS I 2 AE factory_param_data.csv FA% 1)

uart_port, uart_tx_pin., uart_rx_pin, uart_cts_pin £ uart_rts_pin %],
#m] DA B 3EAE factory_param_data.csv % H 8 iU 020 B -

o FTIEAHAY factory_param_data.csv.
o RENBHTERTT.
o MR ERE vart_port (WIRAH AT HE D REHE AT ;4 10, WFEEBE ST, R
WE R uart_tx_pin fll uart_rx_pin fil AT HE&EDWER-—F).
o IRPEFEINE vart_tx_pin fll vart_rx_pin (EFEIERFEEUWER, KgHE6
M, fudE AT H/u\DE’J”@W)

o POREBHE N EIIEE, ¥ vart_cts_pin fluart_rts_piniXERH -1,
o DRAFFRAE .

6.4 .j.\}][lﬁﬂi_x AT np '

ASCREAER T A Es I B € L AT 134, PA at_custom_cmd “ffil, REREEA LRI R HIA .
HiE HEARR . TIRERFNMmS, 5N TNEHK.

s H—: %SLAT"P'\'

-%;&:wmmﬁmﬁ

o Fvg 3 hokkiEik M

s BAW: REAHNIETE

o BxY wmiF AT B
EHSER BN IR G, HiE AT AT+TEST 4 3R BGE T4 R o
H & AR R A4, SHZRBIUT :

o T LAWK 8

. zf—\ﬂiup f\*é(

® /él “I’ < f‘*’i

o [AERG a9 IMAT

o I\ AT 4455 2 38 B N B9 33k

AT iy -SRI ATTIR, DA FESCHE ENEEL, B MR it A & S AT a4 1 5tk .
6.4.1 HE X AT 4

% ELAT @k

A AE at_custom_cmd.c 1 at_custom_cmd.h S04 HE X AT 54, HAJHE examples/at_custom_cmd/custom
F1 examples/at_custom_cmd/include H 3% 62 #1115 jCﬁ:ﬂbijﬁ:fEX AT 4,
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TEH 2 AT iy 2 1, WSEHiE AT a2 ARHIZ2E2.

A BRI«
o G NLA + FFS IRk
o TFFF (A~2, a~z). BUF(0~9) RHESERF (1, 5. -, . v ), TEIETE WLAT o 42
%,
AR
R4 AT iy 2 T DAA AL s, i, REGIAMITmS, E2EES AT ¢4

WIe, XN TEBI 4. BRI AT+TEST CREFTA MIPURPZEA, "2 E X AT fiy 124 BRI 52
FRRYIEA, PASSE SCRERRZE U 75 B AU «

s B/, Hesp_at_ cmd struct EEEXAT/E/\E’J%ﬂﬂIFE SRR RAL, TN R FIE E
N T#FR A +TEST S (F#T O AT) R UM m4.

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .
—~at_exe_cmd_test},
/**
* @brief A NERLE X B T AT @4
*/

bi

frik: WSS A, LR NULL.,
© Wi

static uint8_t at_test_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "test command: <AT%s=?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT RESULT_CODE_OK;

}
. AL

static uint8_t at_query_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
snprintf ( (char *)buffer, 64, "query command: <AT%s?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

© RS

static uint8_t at_setup_cmd_test (uint8_t para_num)

{

uint8_t index = 0;

/ORBE NS, AEEBRTE AT
int32_t digit = 0;
if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;

(FItakss)
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}

/ORBE NS, FRERENE AN FRE
uint8_t *str = NULL;
if (esp_at_get_para_as_str (index++, &str) != ESP_AT_PARA_PARSE_
—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
}

/AR AERE, MAKE, REALE
¥ P K& E MCcU
uint8_t *buffer = (uint8_t *)malloc(512);
if (!buffer) {
return ESP_AT_RESULT_CODE_ERROR;

jut

(uart/spi/sdio/socket) .

}
int len snprintf ( (char *)buffer, 512, "setup command: <AT%s=%d,\"
—%s\"> is executed\r\n",

esp_at_get_current_cmd_name (), digit, str);
esp_at_port_write_data (buffer, len);

WARR - & &
free (buffer);

return ESP_AT_RESULT_CODE_OK;
}

« PATEr S

static uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] {0};

snprintf ( (char *)buffer, 64, "execute command: <AT%s> is executed\
—r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

S5 SCTENE AT fiv 2 sy

e i #F X esp_at_custom_cmd_register B #, I &£ K % b W H API
esp_at_custom_cmd_array_regist () N} AT b,

ZNIENEE

bool esp_at_custom_cmd_register (void)
{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) ..
—/ sizeof (esp_at_cmd_struct));

}

* X J5, W Al API ESP_AT_CMD_SET_INIT_EN 3k 4] 4f b %5 52 B 09 ¥ W AT iy 2 2R %K
esp_at_custom_cmd_register,

ZNIEMEE

ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1);

%5 W iR B2 JE examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H & T A @B W XML OB E XL AT ap 4, HRARFEMEEGL N
esp_at_custom_cmd_register, R MIZREAE at_custom_cmd 7~ B WP E 4 E XRG40 . 0] DA
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B %N esp_at_custom_cmd_register_foo, RJ5{#ifJ ESP_AT_CMD_SET_INIT_FN #1541k

S REmALrERE

WREHES —F L SL AT & & WA T FR at. freertos, nvs_flash SpH AL, 3 fE examples/
at_custom_cmd/CMakeLists.txt LR RMXLHAAMKE . 2, W PABKT A58, 6 a0 pr s
(] Iwip 410, RGN T -

set (require_components at freertos nvs_flash lwip)

CHIE ) | & 3l

EAF examples/at_custom_cmd/CMakeLists.txt X, B HE LHEM AT 44 33 ZIRVEN
— AR IR 658 47 ${COMPONENT_LIB} , ffiRFE) T THE AT AR B Z R 2. /R B AS AT

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register")

e R B E XHEM AT 44 3 24N esp_at_custom_cmd_register_foo, NI/RFIMCIELN
T

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo

(‘}")

Bhb: REAASE

AE TP E at_custom_cmd HFIEAS SRR 5, PAREOR ESP-AT Jil H 75 25 190 B 1R 4%
BRZAME. RGN RERE AR %, WRETE esp-at/components HR TR H E
SCAT fp BB, WIEFHATH IR HAREIAE esp-at/components Hig MW EIGA/ T H
ESCAT fip 2y, AR SCHAXS I T3 o

Jiik 12 e ik E AT_CUSTOM_COMPONENTS MEAr & (IEH T AiksmiF).

¢ Linux or macOS

’export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

¢ Windows

set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ‘

P
* ¥ (path_of_at_custom_cmd) Bl at_custom_cmd H ) E LA IR
o BAIDATRE Z AR Bl
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"

Jjik 22 FE esp-at/build.py {4 setup_env_variables () AT AKE AT_CUSTOM_COMPONENTS
AR ER GEHT A% F FIR R %iF). ~ERIENT:

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path
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SAL ik AT [

SEMVA B BRIE AT TR B ) T 4 F RS AT B0, R BRI L.

6.4.2 iaf; AT+TEST fir &R IMLET 4R

IEEAE B IR)G, 21T AT+TEST 3RS R ATT .
MR a4

AT+TEST="?

W

AT+TEST="
test command: <AT+TEST=?> is executed

OK

A iffr 4

AT+TEST?

W

AT+TEST?
query command: <AT+TEST?> is executed

OK
BEmA:

AT+TEST=1, "espressif"

Wi % ¢

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

W

AT+TEST
execute command: <AT+TEST> is executed

OK

6.4.3 1 LA AT i %

SIS R A T SCE A A a4, AR SE e i 24T A R 3L
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& SR M B
ESP-AT B &Hfesp_at_result_code_string index X T —RETY S, LRk 01T EHS WLAT

I 7 return IR IFTH A, WATJHH APl esp_at_response_result () iR ar o HATE R 7]
TEATE  [FHE ] API fIESP_AT RESULT_CODE_SEND_OK MESP_AT RESULT CODE_SEND_FAIL,

Fan, XS AT+TEST WA T a2 iR %2a ek MCU Rk 83ERT, Hesp_at_response_result ()
iR m] Kk g, M return B IR B Ar S A TEE R, ARG ATTR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 W R & B MCcU R R BCE N OB OE R E
send_data_to_server();

// & [l SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT RESULT_CODE_OK;
}

IBAT A2 S AR W PR .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

N N TEEE

ESP-AT {2t NP4~ APT 3RHUar & 24

* esp_at_get_para_as_digit () Efﬁ@@[??ﬁﬁ(o
e esp_at_get_para_as_str () WIRBFHFESE.

A DA% E A4

A 2S5

AT AR B R L iy & SR TS AL

. B LRI Ak
o Hwi B —1i 54k

B e S8 BRI ATHTEST Sy <param_2> I <param_3> SR E NTERSHL,
Hrp <param 2> HEFSH, <param 3> HFLFERSHL

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

SIS .
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uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 Bl R A

/) REEE X B

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

—2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 =B R A
VAR N5 IEOr ¢
/) FEHEXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT PARA_PARSE_RESULT_OK) {
return ESP_AT RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/)Tl EX R
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 Bl R
/S B EZANSEHR
/) FEE XA
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
(FRZD)
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parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WA TARSEON ", WES AR

A58 RN AT+TEST a9 <param_3> ZHCN TS, Hovma—(S4, SRR
ERE NS

AT+TEST=<param_1>,<param_2>[,<param_3>]

WA PAT PR B AR O o
e AT+TEST=<param_1>,<param_2>
¢ AT+TEST=<param_1>,<param_2>,

P IT

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

(T TUoREE)
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(& b))
if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n")
esp_at_port_write_data (buffer, strlen((char *)buffer));
} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
// /T Tﬂ (A
/)T EEX B
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
I3
} else {
/7 7 Bl R
// ﬁ - A X ¢
7 B-F-S« X
memset(buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n")
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
I3
return ESP_AT_RESULT_CODE_OK;
3
I MR ANTFARFRSEC) ", WIZSEIA A% .
PHL%E iy A RO A T
A RIS W PAT, SR — DTSR, RERGET XS R TSR B R E .

ok, XA T EGH E%E‘Jé*%iﬁﬁlﬂﬁo
fEFZ ] semaphore R[FAA .
AP .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{
uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/B R

// R 8b A4 A # semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

/7 BOE A A AT

QS
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/)R — AT R
// BH¥HES% A H xSemaphoreGive ¥k ¥ #X semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

I AT iy 2 i 1R ISR A0 i

ESP-AT SZFM AT iy %3 D5 AR RS, IR LA R #4> APLL

* esp_at_port_enter_specific () WERIVHRKEL, AT iy HICE S AREIEE, R %S

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EIHEEL.
AR 1) 7 VA SRR B2 5 e i 1A A [

e KA A Bl BREE AN <param_1> & THIRKE, WFFIR.

AT+TEST=<param_1>

PATT R BB AN AT AN AT fiv 40 U ARBUK BN <param_1> R4 A K .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)

{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) |

return ESP_AT RESULT_CODE_ERROR;
I3

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/7 Bl
// R A A ) # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) BERNKERTAE >

esp_at_port_write_data((uint8_t *)">", strlen(">"));
Q)
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// REEREHR, AEREARARERE AT HORA

esp_at_port_enter_specific(wait_data_callback);

1€ PNE &

while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {

received_len += esp_at_port_read_data(buf + received_len, specified_len -_

—received_len);

if (specified_len == received_len) {
esp_at_port_exit_specific();

AR B:E F DN &
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
/)RR
/SR RBEERE >0
/7 OB E A AT AL B A e R &
/7 A R BT O R AR &K
esp_at_port_recv_data_notify(remain_len, portMAX_ DELAY);

&
3

3

/7w B R A

/7 ol BB R

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);

break;

3
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

, WEFMANREREATHEN ERKE KK
3

L, GRS E AT+TEST=5, M AMEdE N 1234567890, W4 ESP-AT iREI[HLEHRATT IR,

AT+TEST=5

>67890

received data is: 12345
OK

AFRE RS A B XA DML Wi-Fi 58X, AMEEBIRKIE.

AT+TEST

fRix ESP-AT GiRar &M IITHR BIATEE R, /RBIAISATT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

(FOAkED)
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uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len =
int32_t remain_len = 0;
uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

0;

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/)RR

// Kb A AL Al B semaphores

if (l!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BB NBAER T A >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REBREK, EEKIARAKERSE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

a1 € N &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
memset (buf, 0, BUFFER_LEN);

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

// AR SR E R

/) B AR ERE e TR

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

// ﬂﬂ%“%“ﬂ : K B 0, WHEZHMRAMAHKEFTELE

ﬁﬁifiﬁlé\%ﬁm‘%

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX DELAY);

3

break;
} else if (received_len > 0) {
/7 R
/7 OB E A AT AL TR B 0 B B
VAR A - A
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));

}

free (buf) ;

(FOAkED)
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return ESP_AT_RESULT_CODE_OK;
}

I, RS — AN ARdE 2 1234567890, 55 AN ABdE 2 +++, 4 ESP-AT REIZERU TR

AT+TEST

>

received data is: 1234567890
OK

6.5 hnfuf iy ESP-AT £ PEfE

BOATE DL, ESP-AT FIEALZ [E) 1] UART gEATil A, PR bt dne s ksl OR Sl A B, B
S 115200 bps. I 140%E ESP-AT SEBUB R i frit e, & TARASC, FFMUR A R RCE . A SCRA
ESP32-S2 S ffll, FrZHunfafii i ESP-AT FRH-HERE.

Frik: ASCET ESP-AT AT & #4282 X 1, filliddm TCP/UDP/SSL Ay it RERY— etk Tk -

FAP AT PARESE T RO IR P A

o [WE] Rt E
o [IF] RBBIER, AT MR E

6.5.1 [ PA] Pk &

L R &S LWIP. Wi-Fi G T a5 8

B R ACAD B U 3B 2= module_config/module_esp32s2_default/sdkconfig.defaults A4 Ji
H'E ESP32-S2 RN & SOM B S T 1Y sdkeonfig.defaults S

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

CONFIG_ESP_DEFAULT CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi

CONFIG_ESP32_WIFI_STATIC_RX BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_ BUFFER_NUM=64
CONFIG_ESP32_WIFI_TX_BA_WIN=32
CONFIG_ESP32_WIFI_RX_BA_WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y
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2. # UART ZEpp X K/
YR RS BedE DI 853 at_uart_task.c SCEEAT wart_driver_install() 7 o

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_

—uart_queue, 0);

3. MBRERARCYL . BrduiElsl k. Beskiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. Eenih ey UART P
RS AT iy JPAI AR -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPMODE=1

AT+CIPSEND

. & &

BEHROHEE B 7 A — AR BRI AR At (B I T BER BEIRE ) PR I . o3 SN S E T BEA
S AT, BCER R AT RE A AT SR B AR . I, P Rl DA R T vk, AT
A XL E

6.5.2 [HEf7] ABERing . BHPEHE AL
S ESP-AT A M B [N 5 R iR R 1 -

AT Core ‘—R3| '

[
G9
TCP/UDP - - == TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| |R8
A\ 1P
st |
Medium =1 Medium RS ’SS
R1 A
UART UART . \
= = Link Interface @
SDIO SDIO QLKL — (( )) S7 o
Socket Socket fithernet R6 A
Host MCU ESP-AT AP Internet
&l 20: FEntEd i
T bk s

o ESP-AT %% (TX) BB S1 > S2 -> S3 -> S4 -> S5 > S6 -> S7 -> S8
o ESP-AT #: (RX) [ 7i0 RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1
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A ARSI T KR, BARR At T RS TR B R AR Y R AT AL, TN B
K A LA ) U Y 5 R AT RN IR, PASRIE BN R B JRIR B . AESERR™ i rp, AEAE
R B Horp— A Ba AR B AT, ) P R AR T 18-l B AT Rz ey e R

Frik: HHEECEI AR A SE R N RIRAY, P T AL AT+SYSRAM fiv 4 KA ] I AT

L GO fyififk
GO 2 RG] ARG, B S HRLET
2. S1. R1 FikiRfE

WHFNFOUR, S1AIRL & ESP-AT b RIS . FOMERATE 0L T, ESP-AT Rl ML &) il
M UART #EAT3d {5, 4530 115200, i UART R {F E, R EFRSY S Mbps, [, 7 (#
MY FARMART S Mbps, AT LA ERIAR) UART VRS AL (B AIEAE /5, Rl AR
AL

2.1 #2755 UART S X k)
YR ACHS BedE DI 853 at_uart_task.c SCEETT wart_driver_install() 17 o
« 427 UART TX %t

uvart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

42 UART RX %t

uart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

25 UART TX 1 RX 771

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 iE L HiR g UART S5
AT iy FPAI s :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPMODE=1

AT+CIPSEND

/] BB

ik RO EHLE) UART o] LSRRI 2 YA, I HAHURT ESP-AT 2 [ UART #2403
A REHIAE .

Ul WSRO T B T S Mbps, W DA S ] SPI. SDIO. Socket %555, HAKIE
2%

3.82, R2. R3. S3 rukfiifk

WEEMT, S2. R2, R3, S3 2 ESP-AT HMERAUHISI. 4 AT core 7F UART £ X
FAAE VM R 40 2 2 (A a5, DU BASRERTI N 258, oFRiik.

4.S4. R4. S5. R5. S6. R6 &4t
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ESP-AT F13:#L> [6]f# f] UART #:47i815, S4. R4, S5. R5. S6. R6 LE4b. ESP-AT I
FHLZ B ARG A T ER), S4. R4, S5, R5. S6. RO @&t — P HE.
S4. R4, S5. R5. S6. R6 ZlFHMLAIMEHZ . M2, MEIRERZ 2 B EdER. A
5 L1515 ESP-IDF b fifnf 4 =y Wi-Fi PEfRE SCRY, TR, TSRl . et &y nrpA
¥E . /build.py menuconfig EfTHEIE.

o Ak S4 -> S5 -> S6: Kk EHE Ty [ il B
o fifb R6 ->R5 -> R4 U8ty ) it &

5.S6. R6 -4t

S6 Fl RO & i {5 VML) B 4 1% 2 ESP32 S2 ] LA A Wi-Fi 53 DA AE I % S )ik
Wi-Fi [T _EiRN AR 2 40, ATREIRTRE A P o0
o 5 RF ZHTI%
ERIA R STl N R A m RS, B P ] DA AT AT+ RFPOWER iy 420 1f) Flik
B RF KB,
o U 802.11 b/g/n L
BRI\ Wi-Fi 850 E 2 802.11 blg/n Wi, FI P T 3E it AT+ CWSTAPROTO iy 42 ik
802.11 b/g/m Ppisl. FLEFZEXAIMN, HILHEIL AP st Wi-Fi #xCHd B4 802.11 b/g/ #pi¥,
W TEHC -k HT20/HT40 (20/40 MHz) #i5t,
6.S7. R7. S8. RS Z-{k4k

RO, S7. R7. S8. R8 Mg ESP-AT FREACALHIFEE . PN FNSLFRIMEEAT 98 . 4%
BT PP B EA K.

6.6  Iifnf 93 mfg_nvs 43X

6.6.1 mfg_nvs 5 X4

mfg_nvs  (manufacturing nvs) 4 X E X FF esp-at/module_config/{module_name}/

at_customize.csv W %0 KA T H ) B AL E

o T SHCE (Wi-Fi iCE. UART LB, BARE): SFHE S 4mEN 2
« PKICE (ZRIEBFEHANE): SHPKIRREA 2.

MK LB UL SR E . PRI RCE 3 GATTS FUE I, A0n] LS Hi 451 ESP-AT TA%, LU
mfg_nvs.bin {5 B @ idarpy T2 BUEN, AR MO FEE . A EIRTE -

6.6.2 k)% mfg_nvs.bin

Bl B AE B 52 G, E A7 4 i ESP-AT T 42, fE4m P Br&x A 3l i mfg_nvs.py 464 8 build/
customized_partitions/mfg_nvs.csv X/ (B TIFERER L2 E,. 8. K8, FEE
=H), B esp-idf H ¥ nvs_partition_gen.py A4 build/customized_partitions/
mfg_nvs.bin 3CfF (NVS RS ).

6.6.3 P#k mfg_nvs.bin

AR LA MEE Bk 77 30 F 2k mfg_nvs.bin 3CPF.

o FECEB IR ESP-AT B4, FEIFIE LS L R EELE,
o {UF# mfg_nvs.bin, XFh 5 vE H 5 ESP32-S2 /1Y) mfg_nvs 431X,

— Windows
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1 % Windows Flash N# . H . £% zip X} readme.pdf B doc H3g il
BH, T2 build/customized_partitions/mfg_nvs.bin 3 {4-%] ESP32-S2. %
A] PAIE A AT+SYSFLASH? iy 4-#5 1) mfg_nvs.bin [ 2k ikl .

— Linux or macOS
& {# ] esptool.py.
45T DLE ESP-AT 4 U DA F 54 T4 mig_nvs.bin 3P

esptool.py —--chip auto —--port PORTNAME --baud 921600 —--before.
—default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

$ PORTNAME #4510 H 1144 7% . ADDRESS ##k F % mfg_nvs.bin Stk
TR] DA i AT+ SYSFLASH? iy 228 16) N 2 Huhk .
o MCU % 3%£AT+SYSFLASH 543 ESP32-S2 H1J mfg_nvs 4} X .

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# 5 N\ mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE £ F#% mfg_nvs.bin SCAHI /N, RNIa A4 A F B4 KA, GaT PLE
1 AT+SYSFLASH? fiy 4251173 X K/

6.7 WS S

AR T WA ST ESP-AT BUARY T SHACE. ) S8 E 45 —2L Wi-Fi it . UART fL#.
B L .

o )T AHEE N
o %, mfg_nvs.bin XA

o T2k mfg_nvs.bin Xk

6.7.1 1N SHEECENA

M ETEA R TS50 B 1B L8 customized _partitions/raw_data/factory_param/factory_param_data.csv, flI
THIR:
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INgE LA E X AT 6%
Wi-Fi fil ' A E3E Wi-Fi JI6Efd AT il

» max_tx_power (ESP32-S2 |1 Wi-Fi
KBS, AT WL ESP32-
S2 R S 1 )

* country_code (JE A1)

o start_channel (f4f Wi-Fi {5iH)

* channel_num (Wi-Fi [ B EHE)

== Z5 nr NN
CART RCE ¢ wart_port (1 -4 1% AT ot | 10 UARTRER AT

e AT 1 )31 UART 3 1)
* uart_baudrate (UART i 43%)
* uart_tx_pin (UART TX 5| )
* uart_rx_pin (UART RX 5] i)
* uart_cts_pin (UART CTS 5] )
* uart_rts_pin (UART RTS 5| J#)

FELZH 44 R module_name AT+GMR

RIS A SR RES ) S, KRR nfg_nvs.bin ff.

6.7.2 H:)pk mfg_nvs.bin {4
WS A i mfg_nvs.bin SURYLE BGFA 1) S E M mEg_nvs . bin,

6.7.3 P #k mfg_nvs.bin {1k

2% T 2% mfg_nvs.bin SCFY.

6.8  fnfl g PKI fid

AR T AT R ESP-AT BLOLTIRIAROPKT 8. PRI UE @45 TLS % 0. TLS 5 8. MQTT
7 P13 Fl WPA2 Enterprise % P 1R 6).

o PKIBLHE A%
o & px, mfg_nvs.bin X

o T2k mfg_nvs.bin

6.8.1 PKIflE A4

A PKI & U5 SO T customized_partitions/raw_data H 3R, R s
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Thge SR X AT <
TLS % ity o 0 B i e

e AT+CIPSTART
e AT+CIPSSLCCONF

e client_ca_00.crt
e client_cert_00.crt
e client_key_00.key
5 1 BRI E
e client_ca_Ol.crt
e client_cert_Ol.crt
* client_key_01.key

TLS 55+ . server ca.crt AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % )i . matt_cacrt AT+MQTTUSERCFG

* mgqtt_client.crt
* mgqtt_client.key

WPA?2 Enterprise % i AT+CWJEAP
* wpa2_ca.pem

* wpa2_client.crt
e wpa2_client.key

TR H O R IE M PRI AL e, SR54E 8 mEg_nvs.bin 3,

6.8.2 ’k:)jk mfg_nvs.bin X {k

TESF A &, mfg_nvs.bin CRYAE A PKI LB H) mfg_nvs.bin,

6.8.3 Pk mfg_nvs.bin f}
WS T 3 mfg_nvs.bin LR

6.9 dnfal Fi o SLAr IX

ASCAYAER T W] 8 A5 W ESP-AT #2421 at_customize.csv ok {7 L ESP32-S2 & 14X HH
AKX — R KR g XK.

— 24 X 3 partitions_at.csv JERGE A, FEILREAE A AL partitions_at.bin SC{4. WIR— 0 KFE AL, &
S IekEsh. Wi, ABHUE P partitions_at.csv,

ESP-AT 424k 7 — 2 43 X 3 at_customize.csv LG 17 it H & XBHRY., BET—RHKE.

BE M ESP32-S2 £ T4 IX, i H B ET = AP IREE . SBPUTE A2 B T R =0

o 1574 at_customize.csv

o 2 g% at_customize.bin

o &3 at_customize.bin £ ESP32-S2 1% &
o 17
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6.9.1 {&pi at_customize.csv
152 N AL at_customize.csv,
2% 1: at_customize.csv 18

=] \E | B’E
ESP32-S2 | MINI | module_config/module_esp32s2_default/at_customize.csv

RIG, FEMEUL at_customize.csv B FEAE DA LI

o BEE XHH P4 X Name Fl Type AW, {H SubType. Offset il Size DA,

o RTINS HB A X, G T 2 E 4 AE ESP-IDF (esp_partition.h) H5E
X

- WREE X, EPREE Type {H 5 ESP-IDF FyAH A .

- WRKRE L, TR Type WEH 0x40,

o X Name AN 16 477,

* at_customize 5 KIYBRIAK/INE LAE partitions_at.csv ZRH, GAIHT HI P43 DR 37 AN 258 L S

6.9.2 L% at_customize.bin

&7 at_customize.csv J5, A A 4R ESP-AT LAES{# [ python IA gen_esp32part .py KA
at_customize.bin {4,

WA, 78 ESP-AT TR H X FHATLA T a4, 8% INPUT Ml OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT Fr M RARNTIY) at_customize.csv Bl 3 il SCIFAY) 42
* OUTPUT Ffe M 2E iy — it il ul CSV SXHFHIBEAE, WNSRAANE, RO R ARiEs

6.9.3 i3k at_customize.bin £ ESP32-S2 7%

FF at_customize.bin [ F| flash . T UNPRE G SCARBESR 2 ESP32-S2 %48, IS H bR AT B+ £
& . FFAARMA at_customize.bin SCPFR) R 2k bk

2% 2: A4 at_customize.bin 1 #bhk

& e | Hhilk Kb
ESP32-S2 | MINI | 0x20000 | 0XE0000

FEHLEE IR, IR at_customize.bin "N # 3 flash J5 4 BB 4L AT 4

o AT+SYSFLASH: #i893.%5 flash i P 55X
o AT+FS: XM % i381k

* SSL R45#RHH K

* BLE fR45#rHH K4

6.9.4 /il

AT EURF 20 cest 11 4 KB 73 KIS E] ESP32-S2-MINI 4]

B 44k | ESP32-S2-MINI 1y at_customize.csv 35, B B2 X Name, Type. SubType, Offset #l
Size,
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# Name, Type, SubType, Of fset, Size

test, 0x40,15,0x3D000, 4K
fatfs,data, fat,0x70000, 576K

¥, BRI BSP-AT TFE, 57 ESP-AT 8 H % K #147 python A4 i, at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —gq ./module_config/
—module_esp32s2_default/at_customize.csv at_customize.bin

X5, BSP-AT i H 24 i at_customize.bin,
% =4, T2k at_customize.bin & flash,
1£ ESP-AT TR H S FHATPA N4, H8Ht PORT 1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset --after hard_reset --chip auto write_flash —--flash_mode dio ——
—flash_size detect —-flash_freq 40m 0x20000 ./at_customize.bin

* PORT &4t Ayl 1445 o
* BAUD B HilFrR.

6.10 Al B Im— AN Ert A 32 Fy

ESP-AT T2 i M, 424 THLZH AR B S04 factory_param_data.csv F] module_config, #1531
1E ESP-AT TTAE I A~ ESP32-S2 B2 S F, W FRZAE BOX LUPe & SCF . ALY ” ESP32-S2 #5i4
“FaryiE:

* ESP-AT TAEE RERCSCIFHIBAL, {6F ESP-AT G FCAH RS T AIRTZE , MR IE FCAH I F s
Ao EAEIRIEE, P TAERER, SOt
* ESP-AT TAREC@ERC SRR, ()5 2 HAZ OBRIAE B Y o

ARSCREARFUL I AT AE ESP-AT A2 ESP-AT C SCHFA K ESP32-S2 5t R /B I FT A 4L s . 1
SCRFE BRI T ST A& 2 AT 4 SR BOBCE R B, RASIBTARIA SF

s H—¥ BEIELLL ST AH
o B ¥ BEIIGHLLN OTA
o B =¥ I KARE

6.10.1 :p—2: FECEBIMEALI) S5

FTHAHY factory_param_data.csv , FERMEISGHA—AT, WIELIRTEEREMXSEH K04, KA
%?platformi&%ii]PLATFORM ESP32S2, module _name X HE N ESP32S2-USER-DEFINED, HAth

SHWEMEITR (SRS ESH L) SRR EANE),

¢ platform: PLATFORM_ESP32S2

¢ module_name: ESP32S2-USER-DEFINED
e description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1
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e uart_tx_pin: -1
e uart_rx_pin: -1
e uart_cts_pin: -1
e uart_rts_pin: -1

6.10.2 35 b BCELETHEAALY OTA

TE at/src/at_default_config.c H1f#] esp_at_module_info ZEMARF RN A E UBHME B .
esp_at_module_info A4t oTA FFZIGIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

P oTA BhE, R4S A% ota_token FIE =% ota_ssl_token Wi%iXE A NULL,
FH—NZH module_name W5 factory_param_data.csv X4 H ) module_name —F{,

T B HNER esp_at_module_info Z5HI{AK,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

pendif
#if defined (CONFIG_IDF_TARGET _ESP32C3)
#ez.'zéiif
#1f defined (CONFIG_IDF _TARGET ESP32C2)
#ez.zélif
#if defined (CONFIG_IDF _TARGET ESP32C6)
pendif

#if defined (CONFIG_IDF_TARGET ESP32S2)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<.SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

bi

7[_\' CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE ﬂ]?[: CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XAk 304 at/private_include/at_ota_token.h H

#if defined (CONFIG_IDF_TARGET_ESP32S2)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.10.3 5B WriMEAIACE

R T ESP-AT TAESCFFHF-6 (RIS A1) PR, AL E A Bk A B 2% LR FC EE0F B2 4 i
SCPFRRLE
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T gRIEAITIT A H B AT TAE

FE | EARE BR XF Mz R BRIA R & S
ESP32 | WROOM-32
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | PICO-D4
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | SOLO-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | MINI-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 | WROVER-32
module_config/module_wrover-32/sdkconfig.defaults
module_config/module_wrover-32/sdkconfig_silence.defaults
ESP32 | ESP32-D2WD
module_config/module_esp32-d2wd/sdkconfig.defaults
module_config/module_esp32-d2wd/sdkconfig_silence.defaults
ESP32 | ESP32-SDIO
module_config/module_esp32-sdio/sdkconfig.defaults
module_config/module_esp32-sdio/sdkconfig_silence.defaults
ESP32- | ESP32C2-2MB
o module_config/module_esp32c2-2mb/sdkconfig.defaults
module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
ESP32- | ESP32C2-BLE-
) MB module_config/module_esp32c2-ble-2mb/sdkconfig.defaults
module_config/module_esp32c2-ble-2mb/sdkconfig_silence.defaults
ESP32- | ESP32C2-4MB
™ module_config/module_esp32c2_default/sdkconfig.defaults
module_config/module_esp32c2_default/sdkconfig_silence.defaults
ESP32- | MINI-1
C3 module_config/module_esp32c3_default/sdkconfig.defaults
module_config/module_esp32c3_default/sdkconfig_silence.defaults
ESP32- | ESP32C3-SPI
C3 module_config/module_esp32c3-spi/sdkconfig.defaults
module_config/module_esp32c3-spi/sdkconfig_silence.defaults
ESP32- | ESP32C3_RAINMAKER
C3 - * module_config/module_esp32c3_rainmaker/sdkconfig.defaults
* module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
ESP32- | ESP32C6-4MB
c6 * module_config/module_esp32c6_default/sdkconfig.defaults
* module_config/module_esp32c6_default/sdkconfig_silence.defaults

o Mpython build.py install "f{#] silence mode & 0 I}, FEZH L& X W B E SN sdkconfig.
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defaults,
o Mpython build.py install H 1] silence mode & 1 I}, 40 it & XF W 1 B & S8

sdkconfig_silence.defaults,

e, #HA module_config XM, AT SCIFIORAFHUSLHBC B B E S (SCHIefaFRh/
5), SRIGAEE A A B 34 IDF_VERSION., patch. at_customize.csv. partitions_at.csv. sdkconfig.defaults
PAM sdkconfig_silence.defaults

A, AT R I module_esp32s2_default R I K H Py e & CMF, HEMAHA N
module_esp32s2-user—-defined. FEARY, Bl & X} IDF_VERSION, patch. at_customize.csv F
partitions_at.csv TLFEEH, FA1H F &M sdkeonfig.defaults F1 sdkconfig_silence.defaults:

e f#iffl module_esp32s2-user—-defined TR XFE, ETHEWATNECE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_ config/module_esp32s2-user—
—~defined/partitions_at.csv"
CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32s2-user-defined/
—partitions_at.csv"
CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32s2-user—
—defined/at_customize.csv"

o WIS A A %0 AT 44 iU

CONFIG_AT_FS_COMMAND_SUPPORT=y

SERL FIRA RS, AT E R 4 ESP-AT AR AE MUBLAH . ARGl FRATIEAM R AT W% =5 2%
IR B, LRI DAL PLATFORM_ESP32S2 il ESP32S2-USER-DEFINED 4 i AT &4

6.11 Infif5:B0 OTA T2

ASCRHE Ay ESP32-S2 RIURHRSCH] OTA TH. Hl, ESP-AT # R A [A 3 S 7 PA T = OTA
fird. BTDMRIE H S FRRIEFGE G/ OTA s

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRSES AT B -

¢« OTA w[l /\X’J'l’hﬁ\r }ﬂ Z] }J
o {# H) ESP-AT OTA 443147 OTA J+%&

6.11.1 OTA #yA%FEE B i 3 5t

AT+USEROTA

YAy 43f URL 508 OTA Ft4%, (AT DAFHEI ST/ HTTP [ds 25 AOREPE. F il %o & 0% fE
53\[:3} ﬁ T BH AT+ USEROTA FIE £ 5.,

TS BT EE s, BT Al at/sre/at_user_cmd.c JEACHD R LI Gy &
WA B SR

L &A)E T H 2l HTTP 5525 .
2. B s URL,

iR
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o QNSRS EE R R R IE R AT Elﬁﬁ TR e UG, B RE T YA H] AT+CIUPDATE fiy
ATV, AR R 1k A AT+CIUPDATE # 47 OTA F+45 Q7@ T a E‘E’ﬂx%

AT+CIUPDATE

iy -l ] iot.espressif.cn fF 2 BRIN HTTP g5 4% . % i & AT PATF N REF 70 X, 3 T PATH 2%
at_customize.csv HIE I A E S Ko QEREME M2 RELMIRA, xS RSTHHR
BUREERATHIAS . 1§57 AT+CIUPDATE 3REUE Z {5 &,

%2 TR A 58 X bin SO, AN Tz —.
L. rl% iot.espressif.cn P B 11 I HTTP 5525 , JF 9028 L - infiy 28 H © /Y AT+CIUPDATE

s, & F at/src/at_ota_cmd.c.
2. {E iot.espressif.cn QIR —A~Pefy, JFAEIL L L% bin SOk, (RiSieBEAL a1 TIIE I C&an iz
TSRS 2% OV .) 5% 18 A AT+CIUPDATE # 47 OTA + 48 $UE 215 H..

Al VAl ER7/bos K

L BOUENIRERAME, TR BIRE R AT

2. BRI F o U bin SCPF, (HBAT LR HTTP JIRS5 %5

3. AT OO HTTP 5585 . BR YIRS 5 IXAh, 845 BITHAE at_customize.csv SCHFE X
B SOy X

AT+WEBSERVER

W A 2 e ) BE AR R R TH R AT [l . BT, % (R AETH Y AR 7 2 X Eh Rk . AEFT IR Tt
R A, R web Ik 55 A% a2 HPE IR AT [ 2] s TAL E. 8] PAZ5 AT+ WEBSERVER
o Web Server AT 1) IREUE 245 5. .

HTSLPAE R HTML T, #53% /~ 6 fs_image/index.html, 25 T SZEL48 H 1) AT+WEBSERVER
2, 55 % /R at/src/at_web_server_cmd.c,

Jliaii e DIV Rr =g I
1. B i e blelt) OTA JHge, AMKITMIZIRE.

GEpAH

o WRETHF) E AR SR EE IR R E, EEFRSESIE, B RE oAl AT+CIUPDATE fiy
STV, ARG A% Bl AT+CIUPDATE # 47 OTA F+45 A% T H T 4%

6.11.2 {§iJi] ESP-AT OTA @A #471 OTA F14%
f§i)ll AT+USEROTA 347 OTA F}-4%

W5:% AT+USEROTA $KEUE £ 15 ..

{#i )l AT+CIUPDATE 47 OTA 7}

1 AT+CIUPDATE x4 F+4% H & ) bin SCHA, 1 56 EH80N 2R bin SC4_FA% 2 iot.espressif.cn Jf- H3k
Iz token {E . AR HERIA T WNMRIAE iot.espressif.cn A &4 L AL bin 34

1. ¥TFF Mk http://iot.espressif.cn B{# https://iot.espressif.cn,
2. marM A B “Join”, Hy ATRHIA S, HEAEHIHEAN A o

i
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o0e® < m = ft 0] iot.espressif.cn &

@ o
My tasks - Team Work  ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems S E
lotBucket #Start - Join  Login
& 21: FTJT iot.espressif.cn ¥}
lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join
& 22: il A iot.espressif.cn
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* M) Join WIRERAKIHT N . ARG IZIIRE, IR RiE.

3. MM e AR “Device”, SRS Mt “Create” SRfEd— k.

Iot. ESpreSSIf Device Product ii Start ~ 2 weiyuanjia ~

-
Devlce search device name, serial, key, e product ] & Export + Create

rd

iot_test

Id 147469
Serial 107¢7503 &
(=)  8daysago

K 23: Sib “Device”

Iot‘ Es preSSIf Device Product i Start ~ 2 weiyuanjia ~

9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
Public Device

Product

<«

Create Batch Create?

K 24: 53k “Create”

4. MR BIHBIE 2 AN, T E TR
5. MEARZ IR HIFAN OTA bin U, BLE AT OTA token ML ARUN T 4N fT 7 :

#7E: WIEM SSL OTA, 1T “The SSL token for AT OTA” 22 3Ef & .

6. miis “Product” AW TL, 41 FANFT/R . B I %4, £ “ROM Deploy” i AJUA<HI corename.
R PR 5 Y bin SCAFE AN “otabin” FELRTE

e
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|0t' EspreSSif Device Product it Start ~ 2 weiyuanijia ~
3 Device {id: 1 ial: 0f035413 }
# ot test (@

Private Device Not Activatedunactivated
P {id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
896eba@bd8f7c3b3ea5f2d0df6a906e7@del2d2e

| 2017 years ago |

2695e0e@406b8a816ca2b38b286e@27ccf2deald us developing
e Key 5802d1@b6ee86c617583371a%e4faf4fe@942f2c
~
Datastreams Request Logs o
1 walit for request...
+ Create

R Key set you as owner

Meta-Info @

master 5802d10bbee86cb17583371a%4faf4fe@942f2¢ (maste

owner 7109246496617d2482c6a3b38498119f81734162

+ Create

B 25: AL —

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config ——->
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help > < Save > < Load =

& 26: Fil B AT OTA token %54H - S48 1
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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o WREMETI at_customize.csv FIE LR HE LXK, HFER ota. bin Fril
FHE & A X bin SCEFEPTAT
o XT corename FE, MFEAUH TH BIEX 4 bin S04

7. il ota.bin K HARAT R Y HTRAS -

3 Product {id: 3867, serial: 6b4dd7a9 }

Id 3887

Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status developing...
Activated / Total orf2
0%
Datastreams ROM Deploy
it i AT Gurnt versicn

chore(beta): v1.0 codanamediot)

@ sta, bin

+ Deploy

&l 29: {5AE 24 iR A ota.bin

8. fE# FizfTAT+USEROTA fip % . WERMZEE IR, FFIT4R OTA THH

GRS

o W AL iot.espressif.cn [ bin SCEAZ PRI, 5 E0E AT HLN -
- WERFAG app 47X, #HKF bin XL E N ota.bin,
= WERFAGH B @ X5, 55 bin U424 E A at_customize . csv 1] Name FEL,
Ban, WHET factory_Param 43X, iERHRE N factory_ param.bin,
o ESP-AT R B 7B TES ] OTA 4rIX b, axXkE, B OTA i FRAMNRFE R, JElh ESP-AT [#
PHRBIE R IZ T, EXT HE XX, BT ESP-AT %A &0k, /0T
o MURERFT RN —IF UG BT o T bin SCPE, AR 26K ARRIRE AL, 530 %8 OTA token % ¥
1 H I token .

il AT+WEBSERVER 47 OTA J}-4%

5253 AT+ WEBSERVER | Web Server AT % $REUE 25 8.,

6.12 il i ESP-IDF A

ESP-AT [E| (5T IR BN FF L HELL (ESP-IDF), 4FANHAR ) ESP-AT [l 4% B K445 5 1Y) ESP-IDF Jit
A, RZUEALE ] BESP-AT TAEERIA ) ESP-IDF Jit4s , ANE 5 57 ESP-IDF Jii4s, [K°4 libesp32s2_at_core.a
JIC)Z ) ESP-IDF fift4< 5 ESP-AT TR IDF JiRAR—Z0] G2 FEE 0 B R AE -
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B2, FEHLERRIRIGOLT , ESP-IDF /A TR Wl GE1E M T ESP-AT TAE. WIRETHEE R, 43
(ERIK (VS =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4 il ¢ #F IDF_VERSION ({4 Ht, 3X L% 30 4 43 i £ module_config
A T B9 AN R B SO e i A% SCHR R AR T OB A [E 4 B B T ) ESP-IDF ) 4 2. A
ID Al & Hb k. {5 41, PLATFORM_ESP32S2 V- & fi) MINI #% 41 () IDF_VERSION { F mod-
ule_config/module_esp32s2_default/IDF_VERSION,

UNAR AR ESP-AT [E|{F 50 ESP-IDF JiiAs, 5% MDA A2 9R4RAE

o R FHIL Y IDF_VERSION {4

o MHEFRERH PRS0 222 ID FI AL .

o Mg esp-at MHEZFIRAM esp-1df, PAH R IR 40§ 46 e % IDF_VERSION H14g & 1)
ESP-IDF Jfi 75

o H %1 ESP-AT T#E,

VER, 4 ESP-AT JiiAF1 ESP-IDF iR AR UCHE, Fwiskit S i T 4.

’Please wait for the update to complete, which will take some time

6.13 ESP-AT [i|{}7: 5%

ASCRIHCEL T i) — ESP32-S2 RBIK AT TR SR ar 46 BEMF. BT 225

6.13.1 ESP32-S2 %1

AR LA ESP32-S2 R4 AT [ R X1
* ESP32-S2-MINI-AT-Vx.x.xxzip (Z5fiF7> MINI Bin)

SRR A4

NI T E BRI ESP32-S2 A5 AT BN SRR ar S48 (1 & 30R) BRI SCRE AT ATE
Wi A4 15 ESP-AT TAUS LHm4E (9 2R). SR LHmLE (1O RR), FRILAHT
Ay SRR e A R 4 . IE AT EPEILAT B 4, EERCER A AR, FHEA
Fromig. BATHEFEMNECFICENREE 7RI 40T OTA THE
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weE MINI Bin
base
user
Wi-Fi
TCP-1P
mDNS
WPS
SmartConfig
ping
MQTT
HTTP
FileSystem
driver
WPAZ2 enterprise
Web server
WebSocket
OTA
iR 5
e MINI Bin
Flash 4 MB
PSRAM [x)
UART Pins'
TX: 17
RX: 21
CTS: 20
RTS: 19
X RE R

BRAA SCRHE ]

FEII T E KA ESP32-S2 241 AT BRI SRkt A (@ #50).
(IO £ER). MFrery

Phid it at. py J’—EVE&FEZ%E’JE%QE (S FR), PARSERAR s
Frioiid, 0] AR RS iF ESP-AT T 42 5o AR B e &5 S0 # .

PN MINI Bin
ESP32-S2-MINI-2/2U
ESP32-S2-SOLO-2/2U

6.14 4nfaf\ GitHub 25 @it A AT [ fF

H1 T ESP-AT & GitHub [ ] CU (FR2BE) , [ bR RS Bl A B GitHub #2x A2 i ESP-AT [E{HY
e s A o

VUART 45T A X, P Fhof TR B AT 3% 06 i,
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R PR RIR A AT B, SRR 1 Ciy™ hh A7 RS IE ) i -
THPRATAF T RRAISIPECL B P 8EEE, TS 2 mT e )R i

PATT B T A GitHub N il A AT [

1. B GitHub K-S
TEFFURZ AT, WiSERR ESH GitHub WK, K4 F 21 75 B8 AR
2. ¥TFFMITT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<» Code (%) Issues 50 il Pull requests 4 (® Actions [T Projects 07 wiki © security

¥ master ~ Go to file Add file = About

AT application for ESP32

@ xcguang Merge branch ‘docs/update_how_to_customize_ble... .. « 6daysago {91,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B  module_config fix: fix the issue of high power consumption when... 20 days ago
53 View license
B tools feature: Support compile on windows OS 7 months ago

& 30: ESP-AT GitHub B J5 T JH]

3. Bids “Actions” #EA “Actions” T

4. il “Branch” EHEAEE 7 3C
ERINH master 4337 AR AR R 84S E 4 S Im S 4, s “Branch” 3 A 43 3¢
I workflow T Jfj .

5. i workflow #E A workflow T [
6. FF RSN B ), 16 Artifacts B P IERA I ARTZH

7. il BB I A AT [ 1

278 WIERAHLE Artifacts T A F B W IIEA], 55 % ESP-AT Bl £ 7 Sl E ¢
AT T

6.15 at.py T.H

at.py LEHETEMITELH 2 MB/4 MB AT 8724 (B build/factory H3F FH factory_ XXX.
bin) FHZFISEACE .. XEHCE AR Wi-Fi BUE . IEBMEARCE . UART flE . GATTS fit &%, X4
BRI FEMA JE R R TR oK), AT A at . py T HAB S EMA A )X Lo S 5L E
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[ espressif/ esp-at

<> Code () Issues 50 il Pull requests 4

(®) Actions

¥ master -

0 xcguang Merge branch 'docs/update_how_to_customize_ble_s...

B _oithub/workflows

Go to file

feat: add new GitLab and GitHub jobs for all functi...

@Watch ~ | 44 ¥ Star | 371 %9 Fork | 251
[T Projects 00 wiki © security cae
About

v Gdaysago Y9 1,473

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266

2 months ago ESP8266_RTOS_SDK

& 31: fi5 Actions

B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet
. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

H espressif/ esp-at @Wakch ~ 44 ¢ S| 371 %9 Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch "docs/update_how to customize ... T, B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... release/v2.2.0.0_sspa2 B 7 days ago
CIC++ CI #270: Commit 7135f05 pushed by igrm @ 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... release/v2.2.0.0_espa2ss B 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr @ 8m 47s
. =
K 34: A ey Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status Total duration Artifacts

Success 6m 25s 1

K 35: i Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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6.15.1 i:4nbig

TR T OT AP IR, e at . py THNEG AL EAE SOA S ek . e B SE L+ Linux
ARBIK -

o % —3F: Python %%

C B apy TH

o %= atpy B iEBLAA

o %9 atpy 15ECE P Ay BT E T )
c HAY: BfFRR

6.15.2 45— : Python 2%

MR A C 222256 1 Python, M AT AR AP TR . I, 54k Python B 5 SCRY, 58/ Python iy F 2k
2. HEt R Python 3.8.0 sl wifiiAs .

ST, HVTOMER ST python ——version, 7 Python U,
6.153 45 2: atpy F#k
1fE] atpy DL, iy Download raw file 4, ¥ at.py U N B4 H.

& C (Y & github.com/esp

( ’ Search or jump to. ! Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~
Code Issues 116 Pull requests (2 scussions Actions Projects Wiki Security (2 Insights
Code

master ‘ ustcew

: Code Blame
main

Configs

relink

ory_bin_combine.py

param_generate.py

&l 37: "F# at.py SCHF
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6.15.4 52 at.py JHIEBEW]
Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,
B F SR R A B U

6.15.5 MU at.py I PF AL E B

o {57 Wi-Fife &
o WELE R A E B E
o 147 UART 2 %

i

« BRLNRA U MSEICE, i, Gl PARIHME L Wi-Fi BRI RO
« MERSHIE, MAITASAEIL AR, iR A RSB E 2 AR .
s BRFHSHICE, 240 mig nvs B M mEg_nvs.csv 1, SARMIESR.

e Wi-Fi fic ¥

LA Wi-Fi SR E TR F R

SH IngE 15t BB

--tx_power Wi-Fi [} KA 5% TG UL ESP32-S2 &l T

--country_code Wi-Fi [5 500 TN W Wi-Fi B 5 AR Hi) ce SEB
--start_channel Wi-Fi #5518 HAE I Wi-Fi [5] Z/H XA #AY schan 2B
--channel_number Wi-Fi 19 55850 TN L Wi-Fi [E /XS H ) nchan 2 E;

I, GEETIARE AR 6%, (350 Wi-Fi K BI040 18 dBm, [EFAF US, RGN 1, &
EHOY 11

python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o —tx_power 72: {2 0.25dBm, 72 %5 18 dBm
o --input factory_XXX.bin: #j A [ {2f S0

fEs R UE S A % DT ¥
AT BRI AN A B RC EANF R TR
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SH IhgE R34 L
--server_ca TLS R %251 CA ik server_ca.crt
--server_cert TLS RS2k + server_cert.crt
--server_key TLS k45 2ei) %40 server.key
--client_ca0 50 B Fimiy CAER client_ca_00.crt
--client_cert0 0 B P ik client_cert_00.crt
--client_key0 20 X i 4A client_key_00.key

--client_cal

%1 B% ) ) CAUEF

client_ca_0l.crt

--client_cert1

PR A e

client_cert_O1.crt

--client_key1

81 ER )Y

client_key_01.key

--mgqtt_ca MQTT % it CA B4 mqtt_ca.crt

--mqtt_cert MQTT & F gk mqtt_client.crt

--mgqtt_key MQTT % i i 25 4A mqtt_client.key

--wpa2_ca WPA2-Enterprise % ) i 1) CA | wpa2_ca.pem
ks

--wpa2_cert WPA2-Enterprise 2 i i35 15 wpa2_client.crt

--wpa2_key WPA2-Enterprise % i) %4 | wpa2_client.key

Bian, GEATAE I AR iy,

B2 MQTT 7% Pl CA ETS . % P a4

python at.py modify_bin

—mgtt_key mgtt/mgtt.key ——-input factory_XXX.bin

--mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-

* --input factory_XXX.bin: i A f [ {4 S04

&% UART Fic

FE A UART B8, (UEHRAT 43% 0 1) UART LB, AIEMSECE T R7R

SH IhkE 15 BB

--uart_num AT #4111 UART =5 {UAE AT HE D [FERAE AT a4 O, FJEEk
WESH. FRERUE TP tx_pin Al rx_pin
ERCE SAT B &% 0 1) o M rx B2, W
AT B &350 HELE T rx, WRH tx_pin fF%
BlE S5 Nk @O (WEEE4E4E) /Y UART
) tx 5 H— 2.

--baud AT 4 R JRAR(E: 115200

--tx_pin AT 4 L) TX & T PRIE R 16 BB A5 TR AS < A HL A A5 B o 5

--IX_pin AT 64 1) RX 4 T PR UE R B BN 2 LA A B o 5%

--Cts_pin AT 4111 CTS & T PRIE RS B i B AN S AL b 28 . AN H
WA, B SECh -1,

--ts_pin AT 1y 1 RTS 45 1) T RIE RS S A B AN S A AL B b 2e . AN H
W, B EECh -1,

B, GATLABH VAT a4, B0 AT fird LSRR 921600, TXAFHIN 17, RXAFHY 16, S

python at.py modify_bin —--baud 921600 --tx_pin 17 --rx_pin 16 —--cts_pin -1 —-rts_
—pin -1 —-—-input factory_XXX.bin

o --input factory_XXX.bin: i A f i {4 S04

Espressif Systems

290

Release v2.3.0.0-esp32c3-906-g760e656857

Submit Document Feedback



https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/server_ca/server_ca.crt
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/server_cert/server_cert.crt
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/server_key/server.key
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/client_ca/client_ca_00.crt
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/client_cert/client_cert_00.crt
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/client_key/client_key_00.key
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/client_ca/client_ca_01.crt
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/client_cert/client_cert_01.crt
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/client_key/client_key_01.key
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/mqtt_cert/mqtt_client.crt
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/wpa2_ca/wpa2_ca.pem
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/wpa2_cert/wpa2_client.crt
https://github.com/espressif/esp-at/blob/760e6568/components/customized_partitions/raw_data/wpa2_key/wpa2_client.key
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-906-g760e656857

Chapter 6. WA ZiFHIF & H O AT TR

6.15.6 Hhb: BfEREE

R BEURE AT [EE, SR F ™ i S AT IS UESh fiE .
T PRAT AP R BT SR AW DA R T e E 1T e 2L mT RE R M il

AR ] e 8, SERUERRR R

6.16 AT API Reference

6.16.1 Header File

» components/at/include/esp_at_core.h

6.16.2 Functions

void esp_at_module_init (const uint8_t *custom_version)

This function should be called only once.
%% custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

ZH
* para_index —the index of parameter
* value —the value parsed
Bzl
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
e« ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)

Parse float parameter from command string.

S
* para_index —the index of parameter
* value —the value parsed
B
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.

BH

* para_index —the index of parameter

* result —the pointer that point to the result.
B

» ESP_AT_PARA_PARSE_RESULT_OK : succeed

» ESP_AT_PARA_PARSE_RESULT_FAIL : fail
ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
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void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

SH
* len —datalength
* msec -timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

izl
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp_ar_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

S8
* custom_at_cmd_array —at command set
* cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%4 ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
%% ops —custom operate functions set

uint32_t esp_at_get_version (void)
get at module version number,
& a] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index
int32_t esp_at_port_write_data (uint8_t *data, int32_t len)

write data into device,

ZH
¢ data —data buffer to be written
* len —datalength
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B
e >=( : the real length of the data written
* others : fail.

int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
SH
e data —data buffer to be written
* len —data length
A
* >=(: the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
ZH
¢ data —data buffer
* len —data length
B
e >=0: the real length of the data read from device
e others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,

%4 timeout_msec —timeout time,The unit is millisecond.
B

* true : succeed,transmit data completely

* false : fail

int32_t esp_at_port_get_data_length (void)
get the length of the data received,
A
* >=0: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,

but it just supports one character now.

%% terminator —the line terminator

B
* true : succeed,transmit data completely
* false : fail

uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is “\r\n” .
&IA] the command line terminator

const esp_partition_t *esp_at_custom_partition_£find (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.

SH
* type —the type of the partition
* subtype —the subtype of the partition
* label —Partition label
jR[A] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application
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void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (wvoid)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

%4 callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.
S

* buffer —buffer to store the version string
* size -size of the buffer

Rl
* > (: the real length of the version string
¢ others : fail
bool at_fatfs_mount (void)

Mount FATEFS partition.

£41:: if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.

% Tk esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

#&1¥: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()
to unmount the partition when you don’ t need it.

pq |
e true : succeed
* false : fail
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bool at_fatfs_unmount (void)
Unmount FATFS partition.
R
e true : succeed
* false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.
%%, str —the string to be checked
B
* true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

6.16.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device
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int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(ar_sleep_mode_t mode)

callback before entering light sleep
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void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.16.4 Macros

at_min (x,y)
at_max (x,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT

Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress
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ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.16.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.16.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_ SLEEP
enumerator AT_LIGHT_ SLEEP
enumerator AT_MAX_ MODEM_SLEEP
enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_ MODULE_NUM
AT module
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enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_ SUB_PARA_LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT _SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_ SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_ SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:
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enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT_PARA PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_RESULT_CODE_OK
[13 OK b2

enumerator ESP_AT_RESULT CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_ CODE_FAIL
“ERROR”

enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

6.16.7 Header File

¢ components/at/include/esp_at.h

6.16.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name
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const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)

get current module id

void esp_at_set_module_id (uint32_tid)

Set current module id.
%% id —[in] the module id to set

void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.

%4 buffer —[in] pointer to a module name string

void esp_at_main_preprocess (void)
some workarounds for esp-at project

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)

get storage mode of mfg parameters
jE_(lEl at_mfg_params_storage_mode_t

void esp_at_ready_before (void)

Do some things before esp-at is ready.

£ 1E: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by

calling APIs from esp-idf or esp-at.

6.16.9 Macros
ESP_AT_PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

6.16.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE
enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION

6.17  fyifal ic B ik B ok
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6.17.1 4y

%%ET@MmmwmeWATlﬁm PRI E T, T30 AT O HE (HIAT B &5% 2
FHE) 7k, BT WRE, ﬁﬁ"\ﬁ”ﬂ%lﬁﬂﬂ’]ﬁtd\ EAUE RS 0 T W b =X
A [EI#FE’WUJ\

 TEpython build.py menuconfig > Component config > AT 452 T 28 FIAFEEN AT HhE.
o 3% /M HERISCE RN SCR LR T v

2 30 o HANEE AR DIE R AT R 0 B

BRRkAESL = R
SEHEIELL (I3 | TP — & AT H & J2 Ji 14 (esp-at.bin) BYR/NGHIINT, X AT g
0), HEFFILACE: S AT BRSNS

T(ﬁﬁ%*ﬁﬂ%ﬂ@@mﬁztdx LIS E
BRI (miFxme E).
JE A (BIRCE | B & (esp-at.bin) BYR | RS MER—LE AT B H A&, I+ 2l CON-

1), AR E INETH N FIG_LOG_DEFAULT_LEVEL it & 4%, M
T TCYE S A AR H b, Sk 3 i
AT DIREIIAESE .

it R H &R

$ ./build.py build
(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition —--—
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
Error: app partition is too small for binary esp-at.bin size 0x135ae0:

- Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x5ae0)
ninja: build stopped: subcommand failed.

6.17.2 PlE

o e ECEE A
- RMu#piF ESP-AT 1T72
TEEE =AML silence mode A No (E{ Yes) K2 (EH) BEME.
- W W %iF ESP-AT 142
TEFATHS 5.3 AT W Rk I, &2k esp-at/.github/workflows/build_template_esp32s2.yml 3 {4: Ff
silence_mode M, KJeHEEE NG BN, ZOFEEEEE, WRER:

- name: Configure prerequisites
run: |
# set module information
silence_mode=1
mkdir build
echo -e "{\"platform\": \"PLATFORM_ESP32S2\", \"module\": \"S${{ inputs.
—module_name }}\", \"silence\": $ }" > build/module_info. json

RS AT BPREREBALE, RIEHATAT+GMR 64, B2 e & T R )5
HEEEH
- ﬁu%?ﬂ%%%ﬁ*ﬁiﬁ, AT+GMR fir W H B AL s—, Bilhn:
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Chapter 6. WA ZiFHIF & H O AT TR

AT+GMR
AT version:3.5.0.0-dev (s—-88bdead...

(more lines of version information)

OK
— WREE A, AT+GMR iy Wi A & s—, Hil:
AT+GMR

AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK
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B - R liie AT ay 2 AR

Ik
WRBES 2 =T P s -G W E ) AT ay S MBEEA LMK, WA Rl ST,
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Chapter 8

AT FAQ

o AT EfF
— ROGABLAIZA B H KA B, 4o T IRIRE ) a9 [E) 4 2
— TR AT B 4 25 2
- BWM L E 0y AT B 4ol T3 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3% busy = H X )2 H ¢
- AT B, L9 EREH AN GAE RSB TmEL, A4
- ETRRAR LAy BRIN AT Bl L3R dr &, VA BRI G AR pe R T 46 33§ ¢
— I MCU % ESP32-S2 % &% AT 45 Fikw, A LRE ¢
— Wi-Fi ¥ (4T¥F WIFI DISCONNECT) % H1t24 2
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 4r 4% % % 3% ESP-WIFI-MESH ?
- RTH AT 455 2 = AR = =) ¢
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT &5 5k F 4 ho T AL 32 2
— AT AP B 2 R BTS2 (BRik: 115200)
— ESP32-S2 1% ] AT 4p &t NE AR, 4o RiEIEAGI LT, ESP32-S2 A& % 48 L 0947
T8¢
— KD T B P 5% ho 11 48 notify F= indicate T 4¢ ¢
o Bk
- ETRIEA oy AT B2 RS K flash % X 2
— AT B 4o fT & F error log ?
— AT f& ESP32-S2 #2480 k4 UARTI i& 13 %5 fp &5 ESP32-S2 #248.4% datasheet i\ UARTI & P 7~
—5?
o AR
— AT Wi-Fi i 35360F % 00 2
— ESP-AT Bl TCP £ F 0 K2 T 7T vAIS IR ?
— ESP32-S2 AT vk 3 4o TR BAKAL 2
— {42 ESP32-S2 AT Bkik TCP 4B Fx 5k K F 12 k4 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-S2 AT 4efT4% 2 TLS ¥R K ¢
AT Bl fT15 7k TCP 354 2
ESP32-S2 AT % 3% PPP "% ?
AT Hof T AR X B & ¢
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— AT 354 4ot 53 HTTP 17 & 4215 T hig ¢

8.1 AT |1

8.1.1  FeRyBA BT i S AR REIAE, Il 3R BGE A B 7

UIRAT B #5570 T BRI C I, T 2% AR 1e% -

o [ A [ (2 PRS2 R [ (ST ESP-AT BV 1 2 57 )
o BF: KIZEMAP XA 0y AT B 2,

8.1.2  nAiHL AT [SIPEJERS ?

esp-at i H AR S A 135 2 1) 20 5 T2 UFE DU A3 e P 4 o TR %O FE (10T esp-at/
components/at/lib/ H3E'F) ZHEM, JToHEH.

8.1.3 P LscE My AT WlfEanfl B 7

o Pk T HIE F# Flash M3k T.H.
o PORHIAIESHAT FHI5h.

8.1.4 ey ESP-AT 4k il RGBT bin 3044 7

AT PAGE Flash "R 2 T A ) combine #4H 1T #5

8.1.5 BALilY) " AT [fFiE 4 S Fridss ?

o BRALCRRRE R, (RO A SRR -
o WFREITEE R, G50] PAEH 1 iy AT+ UART_CUR B3 AT+UART_DEF #7124
© BAFEASF

8.2 AT A 5mup

8.2.1 AT /5 busy &l 25 ?

o $EUR “busy” FIRIFFEALPRAT—2kmm4, JCEMIN SHHA . B4 AT iR s 2 bk, J
WPESERT— A 5, A RBEICT — &2
o MHLZAMARTEFZEHAR, REHSEETR “busy” 3% “ERROR”, F M-l LI A, ¥k
INHZ A
- H A AT+GMR (#/74F CR LF) (Z#54F), H1T AT+GMR (#/74F CR LF) 42— &k
1 AT G341, RESPITZGS . HUIHIER RS0 A 58 % AT+GMR #:4E, wlcs] 15T
BREAE, KON RFII S, RERAR “busy”. [HUIRERECL5EM T AT+GMR #:
15, PRI ZSHBAE, SRR —&MiRNGmS, 2%H#7~ “ERROR”,
— MCU %3% AT+CIPSEND J5, I% busy p.. W5, MCU F5 & 3 & 1E5dE. K4 busy p.. 183
LA IEXENAT, YA AT, HIE AT b G, MCU FE 58 &2 # a

Ao
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8.2.2 AT Hilff, EWRRES AL FHifEe, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

8.2.3 AEAFIEAL LB AT [ F SRR iy 4, DLRWIBRE fiy 4 AWIBAS R A I 465 52
7

o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

8.24 12 MCU 47 ESP32-S2 45k AT 2oz, sttt 25K ?

24 MCU % ESP32-S2 it 3% AT & TR A B NATACRT 5 , FERLIF I S0 7 AT
WSk & AT BB RS,

8.2.5 Wi-Fi liJF (JTEl WIFI DISCONNECT) & hfl2 ?

B DUAEAT B & 3% v & F 2 Wi-Fi W 09 J8 [, 5 & 7 B “wifi disconnected,
re:i<reason_code>” . AL <reason_code> {5 : Wi-Fi JEFEA,

8.2.6 Wi-Fi & Wik 3fe 25 Pk ) A mik e ?

* AMPDU S5 1) 8
- WREEH AR AR AMPDU, JIf4 ESP32-S2 27k s 2 B, H 8 X ] AMPDU JifE.
— QR H 8 SR AMPDU, {HJ2 2% i #5F1 ESP32-S2 Z [A]f) AMPDU &4 A e e M, R
2BV B A5 1 AMPDU L REE# ESP32-S2 (1) AMPDU Ljjfig. QIR EZE AR ESP32-S2
) AMPDU Zhifg, 1 HAT4 1% ESP-AT T42, FE55 TP e B TR ke
* 2 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi ->WiFi AMPDU RX
* phy mode FEZAVE M. 1R i 5 F1 ESP32-S2 Z [ 1Y) phy mode f77E M2 P&, HB4#W Y]
e % 1 2 #9 phy mode = % ESP32-S2 ) phy mode. #4435 4J4: ESP32-S2 fit) phy mode, 5%
# AT+CWSTAPROTO 5%«

8.2.7 ESP-AT W4 &M%+ ESP-WIFI-MESH ?

ESP-AT 2474 37+ ESP-WIFI-MESH,

8.2.8 JEMAT AT fiv A JEHZ I T 2 VA B W iR 27 il ?

LA AT B, "IZH LT R6):

o TR N HZ%: AT+MQTT aliyun,
s BBR= VS AT+MQTT QCloud,
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8.2.9 AT an At Ml UL BRI RG I R H h4 ?

T PA. ESP32-S2 ) Wi-Fi il Bluetooth LE It R K4k, TJ{#i AT+ RFPOWER {488
8.2.10  Zyifuf 37 Ky AR BR I\ [SEAS S HrAH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIUNTE ESP32-S2 Z 51 SUpiE#: WPA2 Al % i #5208, 75 913N 7E menuconfig FP T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.11 AT i AP ossk A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.12 AT anAvbf L e Ml DU 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.13 ESP32-S2 (il AT @y & AELBOA, MESMAGWIF, ESP32-S2 fgi
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.14 (IRIFEEE ST % 4 % v £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// EARAL 0x01 B 0x00 (M F EF A hex # KX EWHIEH AL 0100)
OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// BARAL 0x02 BAL 0x00 (WREWF A hex # KX E WiF st £ 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc & server H Pl K i# notify F indicate B H 3 & H
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8.3 ffift
8.3.1 AEARFIKIAL iy AT [5PFSERE ) flash 2K 7

* AT ESP32-S2 BRI, AW LASHESP-AT Bl £ 5F .

8.3.2 AT [ #: % error log ?

s FERATAS s it 4%

8.3.3 AT fr ESP32-S2 14l i) UART1 ilif545 5 ESP32-S2 14 1Y) datasheet ZRi\
UART1 HHA— ?
* ESP32-S2 S5 10 MiFEAS e, fE4 ¥ ESP-AT W5, W] PAYE menuconfig H i i 45 {1 it . 14 2

UART! (/8 BIBCE, FroAsies R BLA datasheet 48 A — SR 1H L -
o FHERS ] VLS factory_param_data.csv,

8.4 ki
8.4.1 AT Wi-Fi ¥E#%4Em £/ 7

* TN FEHFT, AT Wi-Fi SEZFER S 5 & EAESCBRE M, Wi-Fi S AT % 2
PERE, PIZGEREE, BURKLIERESFZ AT,
o A[PAEIEAT+CWIAP () <jap_timeout> 24, KA AT ] .

8.4.2 ESP-AT [hlfF TCP Kk 1 K/t nl DU g ?

* TCP Jikfd M MBI JCEHEA A 1B 0, T B0 S F 1% ESP-AT TR A Ui [ 44 o
o 1] DAEE H Al B menuconfig %, Component config> LWIP > TCP >Default send buffer
size,

8.4.3 [ESP32-S2 AT Zrilig il Pk Ko AL 7

o AT RN R 2, BWE esp-idf H1i iperf /R BIHEA TG (A AT WlE, &6 H
B, IREHR RN 1460 FAELSLE) .
o MR RN L ERK, AT PAS 4ol TI2 2 ESP-AT vt bk it SREEE B,

8.4.4 i fEei ESP32-S2 AT ZRi\ TCP i Beds K Hifh k% ?
AOATFOLT . AT ) TCP ¥l B AL i R 6 Y. T A ad AR J7 X HHTRC . TCP %L
PRBHE LR KU (BUETER: [3-12]):
* WEH AR T ESP-AT 142 SUR A AT 4% AT [E1F, T F, iHlE Maxinum

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

* WEHF N iF ESP-AT 142 SR HATH I AT [0F, R AP = by, i
CONFIG_LWIP_TCP_MAXRTX H{H .
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8.5 I

8.5.1 IRZL N vl DLl WRee £ 1ok f4hm AT tn 4 7

© AT BRIAPER BN UART 35 1R {650 . ) SR 92 SDIO s SPY 5 H Tl
fi, AIDAKET ESP-AT [Cfgi, FET UL F AT 4.
« WEYRHESH [ AT SDIO Bt , il ATSPIEE I , ok R AT 4655701 .

8.5.2 ESP32-S2 AT infaf$5% TLS WpiUBiAs ?

9% 1%F ESP-AT T # W}, 7 PAFE ./build.py menuconfig > Component config >
mbedTLS H3%F, I DARFA TG ZAY AR 5P (H RE o

8.5.3 AT WilfFnfal ik TCP &% ?

« Bl AT BEARFR) TCP s RIEHACH 5.
* ESP32-S2 AT $5 K 3CHF 16 4> TCP 4%, 7] PATE menuconfig HrfFA LS, , C'E b
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
— ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-S2 AT 7§ PPP 1}?

« AXFF, W2 pppos_client /R BI AT

8.5.5 AT nffpEGe A H & ?

o ffifg log %4 : ./build.py menuconfig > Component Config > Log output >Default
log verbosity K | Debug,
— f#ifit Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level X %] Debug.,
— fifife TCP/IP debug: ./build.py menuconfig > Component config > LWIP > Enable
LWIP Debug > K AAAHZN ) log S5 IXE ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥f B {f&

TSR log 4540 B ¥ Debug.

8.5.6 AT R4 HTTP Wi xiZifh ohiie ?

o HHl AT $5 5 FL BRI
- i@ HTTP /) Range B8 & BB EHRE H, KNS S% AT+ HTTPCHEAD - 19)
— A PAE ] AT TCP & 41354 M 4T#75 HTTP GET 53K . FEESP32-S2 i% 4 3 Bk i  X, T
0y B AEFRARE TR I 6 LRSS T 28], Win—%: W& HAT+CIPSEND 4 Kk H
75 HTTP GET RS 4 M55 i B AT o FEREsh i o=, 6+ MR S5 s #k B ) HTTP
GET i >R ##l, MCU F5 %5343 £ 80 F & AT+CIPRECVDATA iy A R SEBGX LE 458, ARG K ik
25 S A5 i KR T S8 MCU it T ¥ S s AL AR 475 O o
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Chapter 9

Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARR . FEar BT, AT &b LIS LT TS eI 1F AT air &b T4t
H, [ AT S 7edr i O BIE G RATEE R . AT FE FAEIL T, SN e 4K A ZIE .

* KIKAT+CIPSEND &4y, BE >2 )5

» RIEAT+CIPSEND YT, WK > 25

KEAT+CIPSENDL % By s, WK > 25

KEAT+CIPSENDEX V82, WE > 2 )5

K IEAT+SAVETRANSLINK V% B T, FH &% (AT+RST) s, BHERZ G

L]
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RN, Kik+++ s, SAIEREXRE, FEAG S

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.

» After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

 After sending the AT+CIPSENDEX set command successfully and returns >.

 After sending the AT+SAVETRANSLINK set command successfully and sending the A7+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BAmBEX 7R, AT i I AR AT AU AR (B THRIIRIY+++) , A AT

T, IXHHE S OB A M G, AT 72 R OLR, MK FEARIEE X

* KiRAT+CIPSEND & w43, & > 25
o RIEAT+CIPSEND $ 476030, ME >2 )5
o RIEAT+CIPSENDL % B4 Y, BE >2 )5
* RIKAT+CIPSENDEX W&y, WK > )5
o RIEAT+SAVETRANSLINK % By S 83, BHAREAT+RST s, BAERZ G
LHIRRER T, R+ i, MR R, PEA G4 HEX.
DHCP Dynamic Host Configuration Protocol
A E NI E L
DNS Domain Name System
4 R 5
DTIM Delivery Traffic Indication Map
JIBINS RNV )
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT k%48
HID Human Interface Device
ML s
I2C Inter-Integrated Circuit
B FL B
ICMP Intemet Control Message Protocol
PRV P 4 il 41 SR
LwIP A Lightweight TCP/IP stack
—ME R TCP/IP Hpill
LWT Last Will and Testament
R
MAC Media Access Control
MAC Hiik
mDNS Multicast Domain Name System
% 4% DNS
manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANERT EFE’J NVS. manufacturing nvs F1 776 T AT [# .ﬁﬂjﬁi}\ BT BN A IS %UEE GATTS
%&‘%‘E FEAE R . Wi-Fi BLE . UART FLESF. XHUMEGEE, BOMETE raw_data B, HAEMT
mfg_nvs.bin, BEFF| at_customize.csv FE XK E .
MSB Most Significant Bit
T A R
MTU maximum transmission unit
= IN (2 T
NVS Non-Volatile Storage
IEZ) RVEAT
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Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-S2 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

B3 0 NN RN
iR, TGS AT apd-. B, Pl PAES AT+CIPSEND %, %Kik AT fir
2 HYE Y MCU bl 21 & it o . AT i B 98t , Siliad AT fivd iR [ 45 MCU, - [ i
2Bl +IPD {5 E.
Tl AUy, ARIERINIT, ESP32-S2 A HE, M ERNIT.
WL AN L1522 Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
L PETCL % . OWE 2—Fh Wi-Fi ARifE, B PREERS ti sl Z A A8 (5 32 B ORI, A2 oAt b 5
VAR
WEZNASH YEH AR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-S2 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-S2 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

BAREGR Wil @R s i,
TEEMRBACE, AR REHE AT ai %, BR THREHII+++ ard. AT ayd HRER BT Y MCU
%TE%M%)‘T:@‘EM&, ReIE B ekt . AR F ] AR 20l AT Ay D e o, &1
74 MCU,
Wi-Fi BRI, ASRIERRTIT, BSP32-S2 M % Py, S A EE, Ut sl
A+++BIFER, WEIRERE; BSP32-S2 MRS ARy, 2 X PAITEHE [l I HE VR i 3 e, i B
A+ ++ 1B ER
WL A 11557 Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

I
I
I 1
' AT+SAVETRANSLINK=1[,..] H
I AT+RST ]

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-5 1£ 445 X))
e Passthrough Receiving Mode (:% 153545 X))
* Passthrough Mode (:% 1542 X))
e AT+CIPMODE
e AT+CIPSEND
¢ +++
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
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Chapter 9. Index of Abbreviations

received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

ARG TE-5-30 R4 AR X S A AR X Z A — NI S
BB, AT AREAAEER S it (B AT aT AR R B & f o imi &, wid AT fy
A O TG IR B 25 MCU ., 8 £ A28 25 2% Transmission Mode Shift Diagram .

PBC Push Button Configuration
T E

PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIIAIE, 7E ESP-AT TAE {512 Er OPEN Al WEP PASMY) Wi-Fi IAIERLE.

PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NITEARN . ATTESIER AR (PKT) 2—4 i fh. PF. 25% . GHBCE SRR
B R, HEMIE TG 8. /B[R . A AR BT 1.
EENRESH NI EPIIAE .

PLCP Physical Layer Convergence Procedure
PLCP Wi, BI4EZ RN

PMF protected management frame
SZARIPIAE BHT

PSK Pre-shared Key
X |

PWM Pulse-Width Modulation
fkeb 5 P 9]

QoS Quality of Service
iz 55 o e

RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC HR)—ZH LG, TEARMTE AR AR BERE PR T A

SMP Security Manager Protocol
LA P

SNI Server Name Indication
i858 LS TN

SNTP Simple Network Time Protocol
{7 B[] 285 s i) P

SPI Serial Peripheral Interface
ERATAMREE

SPP Serial Port Profile
SPP #, R I #

SSL Secure Sockets Layer
SSL il RIZ2as g il

system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.

REENE AT 4 KA MCU f%dis . SRS EEH A \r\n 852, A0 RGH LU AT 4
a

TLS Transport Layer Security
TLS thil, R 22 e
URC Unsolicited Result Code
B RGN , — AL 2 MCU [ E TR [H]
UTC Coordinated Universal Time
PR AL B
UUID universally unique identifier
38— RS
WEP Wired-Equivalent Privacy
WEP fin# sk, BIA L4530
WPA Wi-Fi Protected Access
Wi-Fi {47151
WPA2 Wi-Fi Protected Access II
Wi-Fi f4p1)7 0] 1T
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WPS Wi-Fi Protected Setup
Wi-Fi [P 3
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T

319



Chapter 10. 455171

10.6  TAERR

XITREAATSE (RBE) G B, . SR, FPREER AR B E (B EARRTHE £ % .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

10.7 S5 =Ji R AFRIBAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

10.8 Bt

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

10.9 A 9 3 L i

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

10.10 5 WIS

AT RS A E MR, A ST
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5i 2RO PHABEL I U E S A R ARl RS S B RS, 7R T PRI
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
?5 NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] 9e++

SEEEEEEEERERRR
ANSEEEEEEEERERRE
FESEEEEEEERERR
FEESEEEEEEERRRE
FEEEEEEEEEERERE

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o
* N TCP/IP HEALFIA G 2
o REMESEHDAR IR B2 BRIV T L5
o WU i1 18] 5.5 T A
o PR E SCAT iy

¢ genindex
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AT + CONNECT = CONTROL

. abcdef...

[OK]

/| 2: ESP-AT fir4
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A

A2DP, 313

ADC, 313

ALPN, 313

AT, 313

AT command port, 313

AT log port, 313

AT port, 313

AT 440,313

AT H &% H,313

AT 3% H,313

AT_BUFFER_ON_STACK_SIZE (C macro), 301

at_fatfs_mount (C++ function), 294

at_fatfs_unmount (C++ function), 294

at_get_data_len_fn_t (C++ type), 298

at_get_mfg_params_storage_mode
function), 301

at_handle_result_code (C++ function), 295

at_max (C macro), 297

at_mfg_params_storage_mode_t (C++ enum),
301

(C++

C

Command Mode, 313

D

Data Mode, 314
DHCP, 314

DNSsS, 314

DTIM, 314

E

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL c
macro), 297
ESP_AT_CMD_ERROR_CMD_OP_ERROR (C macro),
297
ESP_AT_CMD_ERROR_CMD_PROCESSING (o
macro), 297
ESP_AT_CMD_ERROR_CMD_UNSUPPORT c
macro), 297
ESP_AT_CMD_ERROR_NON_FINISH (C macro),
297
ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),

at_mfg_params_storage_mode_t::AT_PARAMS_IN_MF@QNWVS

(C++ enumerator), 301

ESP_AT_CMD_ERROR_OK (C macro), 297

at_mfg_params_storage_mode_t::AT_PARAMSGEIN AARIMI FRROR_PARA_INVALID (C macro),

(C++ enumerator), 301

297

at_mfg_params_storage_mode_t::AT_PARAMSENONEr CMD_ERROR_PARA_LENGTH (C macro),

(C++ enumerator), 301
at_min (C macro), 297
at_read_data_fn_t (C++ type), 298
at_sleep_mode_t (C++ enum), 298
at_sleep_mode_t::AT_DISABLE_SLEEP
(C++ enumerator), 298
at_sleep_mode_t::AT_LIGHT_SLEEP
enumerator), 298
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator), 298
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator), 298
at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-
merator), 298
at_str_is_null (C++ function), 295
at_write_data_fn_t (C++ type), 298

B

Bluetooth LE, 313
BluFi, 313

(C++

297
ESP_AT_CMD_ERROR_PARA_NUM (C macro), 297
ESP_AT_CMD_ERROR_PARA_PARSE_FATIL c

macro), 297
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 297
esp_at_cmd_struct (C++ struct), 295
esp_at_cmd_struct::at_cmdName

member), 295
esp_at_cmd_struct:

ber), 295

(C++

:at_exeCmd (C++ mem-

esp_at_cmd_struct::at_queryCmd (C++
member), 295

esp_at_cmd_struct::at_setupCmd (C++
member), 295

esp_at_cmd_struct::at_testCmd (C++

member), 295
esp_at_custom_ble_ops_regist (C++ func-
tion), 292
esp_at_custom_ble_ops_struct (C++ struct),
296
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esp_at_custom_ble_ops_struct::connect_cb (C++ enumerator), 299

(C++ member), 296 esp_at_error_code: :ESP_AT_SUB_NO_AT
esp_at_custom_ble_ops_struct::disconnect_cb (C++ enumerator), 299

(C++ member), 296 esp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR
esp_at_custom_ble_ops_struct::recv_data (C++ enumerator), 299

(C++ member), 296 esp_at_error_code: :ESP_AT_SUB_OK (C++
esp_at_custom_cmd_array_regist (C++ enumerator), 299

function), 292 esp_at_error_code: :ESP_AT_SUB_PARA_INVALID
esp_at_custom_cmd_line_terminator_get (C++ enumerator), 299

(C++ function), 293 esp_at_error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC
esp_at_custom_cmd_line_terminator_set (C++ enumerator), 299

(C++ function), 293 esp_at_error_code: :ESP_AT_SUB_PARA_NUM_MISMATCH
esp_at_custom_net_ops_regist (C++ func- (C++ enumerator), 299

tion), 292 esp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL
esp_at_custom_net_ops_struct (C++ struct), (C++ enumerator), 299

296 esp_at_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH
esp_at_custom_net_ops_struct::connect_cb (C++ enumerator), 299

(C++ member), 296 esp_at_error_code: :ESP_AT_SUB_UNSUPPORT_CMD
esp_at_custom_net_ops_struct: :disconnect_cb (C++ enumerator), 299

(C++ member), 296 ESP_AT_ERROR_NO (C macro), 297
esp_at_custom_net_ops_struct::recv_dateasp_at_get_core_version (C++ function), 294

(C++ member), 296 esp_at_get_current_cmd_name (C++ func-
esp_at_custom_ops_regist (C++ function), tion), 294

292 esp_at_get_current_module_name (C++
esp_at_custom_ops_struct (C++ struct), 296 function), 300
esp_at_custom_ops_struct: :pre_active_wrsre aatgetcaiddalek id (C++ function), 301

(C++ member), 297 esp_at_get_module_name_by_id (C++ func-
esp_at_custom_ops_struct: :pre_deepsleep_callbdak), 300

(C++ member), 297 esp_at_get_para_as_digit (C++ function),
esp_at_custom_ops_struct: :pre_restart_callback9l

(C++ member), 297 esp_at_get_para_as_float (C++ function),
esp_at_custom_ops_struct: :pre_sleep_callback 291

(C++ member), 296 esp_at_get_para_as_str (C++ function), 291
esp_at_custom_ops_struct: :pre_wakeup_caldieatk get_version (C++ function), 292

(C++ member), 296 esp_at_main_preprocess (C++ function), 301
esp_at_custom_ops_struct::status_callbaip_at_module (C++ enum), 298

(C++ member), 296 esp_at_module: :ESP_AT_MODULE_NUM (C++
esp_at_custom_partition_find (C++ func- enumerator), 298

tion), 293 esp_at_module_init (C++ function), 291
esp_at_device_ops_regist (C++ function), esp_at_para_parse_result_type (C++

292 enum), 299
esp_at_device_ops_struct (C++ struct), 295 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_device_ops_struct::get_data_length (C++ enumerator), 299

(C++ member), 295 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_device_ops_struct::read_data (C++ enumerator), 300

(C++ member), 295 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_device_ops_struct::wait_write_complete (C++ enumerator), 300

(C++ member), 296 esp_at_port_active_write_data (C++ func-
esp_at_device_ops_struct::write_data tion), 293

(C++ member), 295 esp_at_port_enter_specific (C++ function),
esp_at_error_code (C++ enum), 298 294
esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_ &¥Ilat_port_exit_specific (C++ function),

(C++ enumerator), 299 294
esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERRGR at_port_get_data_length (C++ func-

(C++ enumerator), 299 tion), 293
esp_at_error_code: :ESP_AT_SUB_CMD_PROCESHIMNZI _port_read_data (C++ function), 293

(C++ enumerator), 299 esp_at_port_recv_data_notify (C++ func-

esp_at_error_code: :ESP_AT_SUB_COMMON_ERROR tion), 292
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esp_at_port_recv_data_notify_from_isr
(C++ function), 291
esp_at_port_specific_callback_t
type), 298
ESP_AT_PORT_TX_WAIT_MS_MAX (C macro), 301
esp_at_port_wait_write_complete (C++
function), 293
esp_at_port_write_data (C++ function), 292
esp_at_ready_before (C++ function), 301
esp_at_response_result (C++ function), 292

(C++

esp_at_result_code_string_index (C++
enum), 300
esp_at_result_code_string_index::ESP

(C++ enumerator), 300
esp_at_result_code_string_index:
(C++ enumerator), 300
esp_at_result_code_string_index:
(C++ enumerator), 300
esp_at_result_code_string_index:
(C++ enumerator), 300
esp_at_result_code_string_index:
(C++ enumerator), 300
esp_at_result_code_string_index:
(C++ enumerator), 300
esp_at_result_code_string_index:
(C++ enumerator), 300
esp_at_result_code_string_index:
(C++ enumerator), 300
esp_at_result_code_string_index:
(C++ enumerator), 300
esp_at_set_module_id (C++ function), 301
esp_at_set_module_id_by_str (C++ func-
tion), 301
esp_at_status_type (C++ enum), 298
esp_at_status_type:
(C++ enumerator), 298
esp_at_status_type:
(C++ enumerator), 298
esp_at_transmit_terminal (C++ function),
292
esp_at_transmit_terminal_from_ isr

(C++ function), 292

:ESP
:ESP
:ESP

:ESP

:ESP
:ESP

:ESP

G

GATTC, 314
GATTS, 314

H

HID, 314

12¢C, 314
ICMP, 314

L

LwIP, 314
LWT, 314

:ESP_.

M

MAC, 314

manufacturing nvs, 314
mDNS, 314

MSB, 314

MTU, 314

N

Normal Transmission Mode, 315
NVS, 314

O

_AEW%E%qu_CODE_ERROR

_ATPRE SULT_CODE_FATL

AT R b AR

Passthrdugh Receiving Mode, 315

ATP%SE'S/;[}gT CODE_MAX

PCI Authentication, 316
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Aﬁig%%qgT_CODE_OK_AND_INPUT_PROMPT

_A'IP_% g&g T_CODE_PROCESS_DONE
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Qos, 316

_ATQRESULT_CODE_SEND_OK

RTC, 316

S

SMP, 316

:ESP_AT_STATUS_NORMZINI, 316

SNTP, 316

:ESP_AT_ STATUS_TRANSEI: 316

SPP, 316
SsSL, 316
system message, 316

T

TLS, 316
Transmission Mode Shift Diagram, 315

U

URC, 316
UTC, 316
UuU1ID, 316

W

WEP, 316
WPA, 316
WPA2, 316
WPS, 317

\ 4
AR, 313
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