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Chapter 1

AlH5M

AFGFG A2 ESP-AT @At 4 AMATHERRREFE . DASCANAT T AR SR AT [, i PAF B

1.1 ESP-AT 212

W% RN ESP-AT Hi, A4 PG 50 5 01, H06 H 4 A ORI B 00

ESP-AT 52 JREEJT A AT ELE N T 50" BBk O [0, BAERARE POOT RS, PR ™ . ailad
ESP-AT 4554, AT DMREEMATCER ML . 6 SR DA S Fef i 45 Thdg . BEIEAYE
Te L L BT ) HIHE -

ESP-AT &%t T ESP-IDF SEI 4k (4 TR . B ESP32 BEZH 1 MAL, MCU 4 L. MCU %k i% AT fiy
445 ESP32 1512l , 51 ESP32 BLAHPUAT AR EAE, H420k ESP32 BIZH R Ml AT s, ESP-AT ${it
TREEEARR M AT 652, 41 Wi-Fi 654 . TCP/IP 4. Bluetooth LE fy4>. Bluetooth 14>, MQTT iy

4. HTTP iy, Ethernet iy 445,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<:> BT (ESP32)

& 1: ESP-AT #f %%

AT %A “AT” JFf, U3 Attention, PARIH)—47 (CR LF) N4fE. HAREER A&k 0] oK B
ERROR MWL, FR YIS M A PATER . HE, Irf AT ey B spATidT, SR BIIT—4%
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iy P, FEMH AT fy o, WRERF E—Aar @ IAToe e a, HART —Amd. R E—FKadk
PUTsEEE, RS THGS, M2SRE busy p. .. 58 BLH % AT GAME BT S AT 44 %,

AOABCE T, MCU il UART ¥4 % ESP32 K], ik AT i AL AT k. {HJ2, A mr DA
PSP N OB SR, G A 54 1, fil4n SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.

1.2 iR

AT BN T HANGER AT [BF . Ak AT i MR AT Wi B T3 SR DA BB 2 18] ]
.

TR FIIHLL, AT BRAE T S 2B PR R . FUATT S B ESP-AT B £ 5

1.2.1  wfkfEsS

¢ 1: ESP-AT i fr 75 A {2

e Ih&E

ESP32 ¥ % i MAL

USB %2k (4% ESP32 Jf & #ufil PC) TEkE . i H SRR E R

PC FAL, R AL

USB %dinzk (4% PC #11 USB % UART Hi L1453k Kk AT fn%. I AT ni S 5 3
USB #% UART H [ 51 A USB {55 M TTL (5%

FEFPZR (3% USB §% UART Ef LIBSEHCRI ESP32 FF A M) | Ak AT myd. B2 AT Wl 5l 14 1

] 2: ESP-AT Il is{h¥ {2 4 7 7 A

53

o LG 4 HURL 2 %52 ESP32 JF R Ml USB 4% UART £ LS, (H ARG I RE (45 T fE
Wi 2 RALIRL R TX/RX BIW .

o WEREE A2 ESP32 14], TAZH &k, Wit UART pasghy, EFHZEHE H UART & H
(Z% https://www.espressif.com/sites/default/files/documentation/esp32_datasheet_cn.pdf > & 5 & B4
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&), FHEE H Strapping &l (% https://www.espressif.com/sites/default/files/documentation/esp32_
datasheet_cn.pdf > %55 Strapping #J#l) , J#id# ] Strapping & JIFL F-HEA T #HAE.

1.2.2 ESP32 %1

ESP32 AT R I/~ UART 4% [ : UARTO JJ R [E (A4 i H &, UARTL JiIF %3k AT fir @ MHEIC AT
MR . BRIATEOLT . UARTO FIl UART1 ([} 115200 St 7 {7

iy ESP32 14135 144% GPIO1 Al GPIO3 2% UARTO, {HIEH AR GPIO fi2 UARTIL, “"RICHFEAI/ T

Zianfar B ESP32 RAIKLAL

W2 x ESP32 ML MIT A {5 B Al 2% ESP32 AL Ml ESP32 5T A

ESP32-WROOM-32 Z %]

2% 2: ESP32-WROOM-32 Z 71| fifi {1 24245 B 43 i

Ihee ESP32 F &R E R HEIREEH
Al T
kA H UARTO PC
+ GPIO3 (RX) ¢ TX
« GPIOI (TX) ¢ RX
AT i A/ 7 2
DD UARTI USB % UART & [ Kb
¢ GPIO16 (RX) e TX
e GPIO17 (TX) ¢« RX
¢ GPIO15 (CTS) * RTS
* GPIO14 (RTS) ¢ CTS

BEW 10 ESP32 FF A M AT PC 2 [A] ()48 B 144 B N B 7E ESP32 FF & b, H T USB #4301
BARAN PC BT,

BEW] 20 CTS/RTS A& A TE RS (A4 2 eI A T34k

ESP board USB to serial converter
RX

™
™ RX
CTS ATS
AT
command/response ATS cTs

& 3: ESP32-WROOM-32 ZF|iF /e R E R

WA TR H AT ESP32-WROOM-32 B2 #4715z, 755 % (ESP32-WROOM-32 £ ARHAE AT ©
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ESP32-MINI-1 £%i]

2% 3: ESP32-MINI-1 Z 516 {434 32245 1 i
Ihge ESP32 FAIREH HEZEER
; A &
+ GPIO3 (RX) ¢ TX
« GPIOI (TX) « RX
INR RN
Ay 2/ W . UART1 USB 4% UART H 11 B b
« GPIO19 (RX) ¢ TX
« GPIO22 (TX) « RX
« GPIO15 (CTS) « RTS
« GPIO14 (RTS) « CTS

BEW] 1: ESP32 JT A PC 2 [A] 1948 I FEHE © N BEAE ESP32 JF et b, R (] USB Bl i30T
KA PC RIAT .

BEW] 20 CTS/RTS & A TE SRS DI REIS 4 75184

A SAmNeRE

L
ESP board Download/Log output

ESP board USB to serial converter
RX TX
TX RX
CTs RTS
. AT command/response RTS cTs

€] 4: ESP32-MINI-1 R5EEF RS B IA
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ESP32-WROVER % 7%i|

# 4: ESP32-WROVER F i {1 fiﬁtﬂfﬂﬁﬁﬂ

IfigE ESP32 F &R E M EigEEH
; o £
A E A H UARTO PC
« GPIO3 (RX) . TX
« GPIOI (TX) « RX
A 2
T fir /L UART1 USB %: UART 3 1 ibe
« GPIOI9 (RX) . TX
« GPIO22 (TX) « RX
« GPIOIS5 (CTS) « RTS
« GPIO14 (RTS) « CTS

UL 1: ESP32 JT A PC Z [A] 1048 I FERE N AR ESP32 JF Zetf b, R (] USB Bl 24T

KARAN PC BT,

BEW] 20 CTS/RTS & A TE S (A4 D eI A T34

AR B E LT ESP32-WROVER B E T

ESP32-PICO %%

Download/Log output

™
CTs

AT command/response
po RTS

ESP board USB to serial converter
RX

X
RX
RTS
CcTs

& 5: ESP32-WROVER Z 41 i {4 1% 3 7 2 |

5% (ESP32-WROVER $ AHAL 1Y

2 5: ESP32-PICO R4 fifi{fi% fiﬁ%ﬂﬁ@ﬂ

Thie ESP32 FF &t E R EIREER
> Ef A /:!;: I
BRI A H RS UARTO PC
* GPIO3 (RX) e TX
* GPIO1 (TX) * RX
A 2
T 6 2/ UART1 USB # UART s LT Ktk
¢ GPIO19 (RX) e TX
* GPIO22 (TX) * RX
¢ GPIOI1S5 (CTS) e RTS
* GPIO14 (RTS) * CTS
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Ui 1: ESP32 Ff &Ml PC 2 [A] /)4 ITERE B N B ESP32 JF &bl I, BT H USB Bl 26 1427
B PC BT,

BtW] 2: CTS/RTS & BUATEM B2 e 4 ik .

ESP board

Kl 6: ESP32-PICO A3 {F 7R B A

IR TR BT ESP32-PICO-D4 #7144, #55% (ESP32-PICO-D4 £ ARIAE )

ESP32-SOLO #%i|

% 6: ESP32-SOLO Z 51| fifi (4 14 125 ) 40 T
IhEE ESP32 F &R &R HEIZ&EH
. A —+ 1
« GPIO3 (RX) . TX
« GPIOI (TX) « RX
A AT 2
AT fiy /TR UART1 USB 4 UART #: 11 Kis
« GPIOI6 (RX) . TX
« GPIOI7 (TX) « RX
. GPIOIS (CTS) « RTS
« GPIO14 (RTS) . CTS

BEBH 10 ESP32 FF R MMl PC 2 [a] {48 B 1442 B ) B AE ESP32 FF &M b, H T A USB #din 4 i1
KM PC BT,

BEW] 20 CTS/RTS & A TE SRS (4 I eI A T84
R E AT ESP32-SOLO-1 #4784, #i52% (ESP32-SOLO-1 $IARKKE ) o

1.3 p#EidRT

ASCHPA ESP32-WROOM-32 B4 B, /204 T 4 ESP32-WROOM-32 B4 %} [V /Y AT [ilff:, PAKAN
PRy pe sk IR |, B ESP32 RAIBIHW AT S H A Y.

NEABSE AT BT, HR RS IEIER TR, B 2% s ik,
TR RSB, AT BOACEET SR & 2 A e . BARRISHESP-AT B 1+ £ 5t
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s

e e

Download/Log output

= —

ESP board USB to serial converter
RX

TX

—— ™ RX
— AT command/response  CTS ATS
RTS CTs

¥ 7: ESP32-SOLO 4| {44 m 2

1.3.1 Pk AT b1k

W B DA A R AT [E4 R 3% PC:
o FIHEAT B 13
o IREBNEBAL TR (1) AT BE¢E
o AR SRR T R 3

Ak, FATF# T ESP32-WROOM-32 X} W[ ESP32-WROOM-32-AT-V2.4.0.0 [E{F, ZE L E &
SERE S FH A bin SCHEAAATT, HE ESP32 BB [ {41 B s 4548 & bin LRI S Z AR 44

— at_customize.bin

— bootloader

| L— bootloader.bin

— customized_partitions
F— mfg_nvs.csv

| L— mfg_nvs.bin

— download.config

— esp-at.bin

/I ZHB R KK
// bootloader

// AT H % X bin X #

// EF NVS 4 KXW R #hHIE
// BF NVS 4 K bin X #
/] %K E S K
// AT N F E#

|— esp—at.elf

I— esp—at.map

— factory /] EFEHRFNAMTE bin XH
| L— factory_ XXX.bin

— flasher_args.json /] T RSB GE RN B R

— ota_data_initial.bin // ota data X A7 4 &

— partition_table /] — R A KA FK

| L— partition-table.bin

— phy_multiple_init_data.bin // phy ¥ fF &

L— sdkconfig // AT [ AR G F R

H, download.config XA EEeREHI S5

——flash_mode dio —--flash_freq 40m --flash_size 4MB
0x8000 partition_table/partition-table.bin

0x10000 ota_data_initial.bin

0xf000 phy_multiple_init_data.bin

0x1000 bootloader/bootloader.bin

0x100000 esp-at.bin

0x20000 at_customize.bin

0x21000 customized_partitions/mfg_nvs.bin
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--flash_mode dio fQRILFEER K flash dio B AT 41

-—flash_freq 40m {UFIE AR M ) flash #HS% 4 40 MHz;

——flash_size 4MB {UFE I EA5E F Y flash £¢/)V A 4 MB;

0x10000 ota_data_initial.bin fCFFE 0x10000 Hihtkesk ota_data_initial.bin X
G

1.3.2 35t AT BIEE %
TR R B AR 2 G B B T T ¥

Windows

FUaFER 2 HT, W F#k Flash 2k TH . L4 3¢ Flash N THWNG, ESFEHEY doc XFk.
* ¥TJF Flash £ T.H;
o WP HRAL (AL, TS ESP32,)
o MIRERT RGER—F TR, (AL, F'ATESE develop. )
o WHREHTRER—F N O (at, FTE8E vart. )

o

5] DOWNLOADT..[ o |[=@ | =2 |

chipType: IESPBE v]

workMode: Ideuel::rp ']

loadMode: | Uart

Pl 8: [T 2 R

o B AT ek 2k, PURBA ULk H—:
- HENEITEEEFEAZE 0x0 Hihl: 2% “DoNotChgBin”, fiff Fi & 7= [FE {4 ) B BC & ;
- I T LA bin XA B AL R download. config CHFHATHELE, 174k
“DoNotChgBin”;

R T S BRI, A R AR T EEE T COM i 115, FEA “COM:” "N HiF S h s B i
5. A XU E DS EN AN 45 2% £ Windows | A F i 1 .

PRt G, Wik E AT B L SRR .

Linux 5§ macOS

THURBEZ A, 825 esptool.py.
PATR IR 7 ST —, F AT [BPFpeR 254

o T EZA bin SCAERAFE P HAE: B A LT 634, Bt PORTNAME fl download.config £
g

esptool.py —--chip auto —--port PORTINAME --baud 115200 --before default_reset --
—after hard_reset write_flash -z download.config
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[Ji » #EHL + OS(C) » bin » ESP32-WROOM-32 AT Bin V2.2.0.0 » ESP32-WROOM-32-V22.00 + factory

==

==

BEREF v BIF

HiEiss

-

ERR

ESP32C3 DOWNLOAD TOOL V3.9.2

|| factory_parameter.log

J SPIDownload ] HSPIDownload ]

|7] factory WROOM-32.bin

»

m

SpiFlashConfig
SPI SPEED

SPI MODE

Download Panel 1

DETECTED INFO
DoNotChgBin -

[]LOCK SETTINGS

Qo

) FASTRD

COM: -
START STOP “ ERASE l CoM73
BAUD: (115200 -
. ST ;
Bl 9: T FA I A ] (R oR)
" download.config - iB=%
E O] H;
STHEHF)  REE) i.ﬁ'ﬁ( ) =BV EEH) - ] OAD TOOL V3.0.2
|—flash mode dig ——flazh freg 40m ——flazh size 4B
X partition_table partltmn—table.mn SPIDownload | HSPIDownload
0x10000 ota_data_initial.bin =
0xf000 phy_init_data bin
0x1000 bootloader/bootloader. bin
0x100000 esp-at.bin
0x20000 at_customize. bin E
0x24000 customized partitions/server_cert.bin
0x39000 customized partitions/mqtt_key. bin
0x26000 customized partitions/server_key. bin
0x28000 customized partitions/server_ca. bin
0x2e000 customized partitions/client_ca. bin
0x30000 customized partitions/factory_param bin
0x21000 customized partitions/ble_data bin
0x3B000 customized_partitions/mqtt_ca.bin -
0x37000 customized_partitions/mqtt_cert.bin
0x2a000 customized_partitions/client_cert.bin
0x2c000 customized partitions/client_key. bin DEIEGIED INFO‘
[JLOCK SETTINGS
(©) FASTRD
Download Panel 1
START " STOP " ERASE ]CGM: com73 T
BAUD: (921600 -
el m
K 10: FERE SRR (SEEOR)
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Ff PORTNAME Bl il A AR ) 2k IR, 257 0 TEM 8 1% 4% 11 248K, 1522 7 Linux Al macOS

A H I
FF download. config Bk SiZ M S EI 3.
PAR 245 B {28255 2 ESP32-WROOM-32 41 5 A4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-
—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—dio --flash_freq 40m --flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0x10000 ota_data_initial.bin 0xf000 phy_init_
—data.bin 0x1000 bootloader/bootloader.bin 0x100000 esp-at.bin.
—0x20000 at_customize.bin 0x21000 customized_partitions/mfg_nvs.bin

s HIEFFHITHRTFMNEIT"REMEZ 0x0 #ilik: # APA NS, Bt PORTNAME Al FILEDIRECTORY £

e

—after hard_reset write_flash -z —--flash_mode dio —--flash_freq 40m --flash_
—size 4MB 0x0 FILEDIRECTORY

esptool.py —--chip auto —--port PORINAME --baud 115200 --before default_reset --

Ff PORTNAME Fedt il A MR ) 2k O K, 257 0 VEM 8 1% 4% 11 248K, 152 % 7& Linux Al macOS

A F .

Ff FILEDIRECTORY Bl sdT 6 b i) r= 4l SO A2, BT, U & factory/

XXX .bin,
PAR S5 {8255 2 ESP32-WROOM-32 #8540 #y A4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-

—Dbefore default_reset —--after hard_reset write_flash -z —--flash_mode.
—dio -—-flash_freq 40m --flash_size 4MB 0x0 factory/factory_ WROOM-32.
:—>bin

PR SEUG , s AT B2 TR

1.3.3 kit AT [IfF ek k2

TR U BRI AT AT [ {2 e i -

e 3T O TR, 11 SecureCRT;
o SEERT AR AT G AR RIS (BENGI LS A 542
o BAFE: 115200;
o BdEhi: 8;
* K3ef: None;
o IR 1
» Jfifs: None;
« HIA “AT+GMR” fir%, Jf H#AT (CR LF);

FOTN PR, WA OK, MIFR AT BRI .

AT+GMR

AT version:2.2.0.0(c6faébf - ESP32 - Jul 2 2021 06:44:05)
SDK version:v4.2.2-76-gefabeca

compile time(3a696ba):jul 2 2021 11:54:43

Bin version:2.2.0(WROOM-32)

oK

K 11: AT Wi/
T, EE Bl DA el — K ESP32 i & ML H &
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Jitk1:
o ¥R 0 T E, 40 SecureCRT;
o BRI BEPEHT CREGM A HE” MO, BOIEEIE S i,
o {Ezfl%ﬁ 115200;
i 8:
 Ki¥fii: None;
o fEEIkfL: 1
* Jifs: None;
BRI LA RST g, 25 HEF R H &AL, Wuis] ESP-AT [E {2 L IEMFIIRL T .
Jith 2:
o FTFHFWIAEE IO T H, 4 SecureCRT;
o BRI SRR T AR B AR “AT ap &/ (e AT R R4 HE e,
BRI S 0 6 & 3%
o YRR 115200;
o i 8
 K:5{: None;
RV
e Jiifs: None;
o TERIRSARIL “AT L/ N” W D4 AAT+RST fiv%, - Hi#4T (CRLF), # “ R E{F/ 4
HE” fys 0 HER e HEAEL, W5 ESP-AT B2 & IEfPIih T .

ESP32 JFHLH & :

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:Oxee

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0030,1len:5884

ho 0 tail 12 room 4

load:0x40078000,1len:15844

1load:0x40080400, 1len:3560

entry 0x40080604

I (29) boot: ESP-IDF v5.0-541-g885e501d99-dirty 2nd stage bootloader

I (29) boot: compile time 08:40:13

I (29) boot: chip revision: v1.0

I (34) boot.esp32: SPI Speed : 40MHz

I (38) boot.esp32: SPI Mode : DIO

I (43) boot.esp32: SPI Flash Size : 4MB

I (47) boot: Enabling RNG early entropy source...

I (53) boot: Partition Table:

I (56) boot: ## Label Usage Type ST Offset Length

I (64) boot: 0 phy_init RF data 01 01 0000f000 00001000

I (71) boot: 1 otadata OTA data 01 00 00010000 00002000

I (78) boot: 2 nvs WiFi data 01 02 00012000 0000e000

I (86) boot: 3 at_customize unknown 40 00 00020000 000e000O0

I (93) boot: 4 ota_0 OTA app 00 10 00100000 00180000

I (101) boot: 5 ota_l OTA app 00 11 00280000 00180000

I (108) boot: End of partition table

I (113) esp_image: segment 0: paddr=00100020 vaddr=3f400020 size=1a854h (108628).
—map

I (161) esp_image: segment 1: paddr=0011a87c vaddr=3f£80063 size=00008h ( 8) .
—load

I (161) esp_image: segment 2: paddr=0011a88c vaddr=3ffbdb60 size=04d5ch ( 19804).
—load

I (174) esp_image: segment 3: paddr=0011f5f0 vaddr=40080000 size=00a28h ( 2600).
—load

I (176) esp_image: segment 4: paddr=00120020 vaddr=400d0020 size=11f5cOh (1177024)._
—map

I (609) esp_image: segment 5: paddr=0023f5e8 vaddr=40080a28 size=1e948h (125256)._
—load

Q)
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(£ L£50)

I (660) esp_image: segment 6: paddr=0025df38 vaddr=400c0000 size=00064h ( 100)
—load

I (676) boot: Loaded app from partition at offset 0x100000

I (676) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:17 rx:16 cts:15 rts:14 baudrate:115200

module_name: WROOM-32

max tx power=78, ret=0

2.5.0

WSRO T f# ESP-AT TA2, 15HELESP-AT = H 4.

WG E I QAT (1) ESP-AT, 15 ¥ Je e st it d, TR TR AORE(T DA SBE(F 2 [R) QA i e, SRS T
PIBET #45-F, THEANMT R AR AT &
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Chapter 2

AT [ilfF

2.1 RAWRIREE

A N BEOFRAS R . HAT, SRR KA T AT ESP32 RIIBIHR AT [t

Frils WORTEABTL SR K AT F, T AR AR R R B OB Y B (RS ESP-AT B #F 2 5+ &5
SR BALRE CFRCEA R F0F) , s R SR BB N AR E, WAl idarpy T A B A
W, R GRS ZE A R Y [

o 157X UART fe. &

o 4k Wi-Fifie. 5

o fSEGE P FoF B E
o 157 GATTS B &

2.1.1 FpEW)
EGE R TR AT [ECFRT, T AFA0E R 71 5 01, i i A T4 R .

2.1.2 ESP32-WROOM-32 &%

v3.2.1.0 ESP32-WROOM-32-AT-V3.2.1.0.zip (#f45)
v3.2.0.0 ESP32-WROOM-32-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-WROOM-32-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-WROOM-32-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-WROOM-32-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-WROOM-32-AT-V2.0.0.0.zip
v1.1.2.0 ESP32-WROOM-32-AT-V1.1.2.0.zip
v1.1.1.0 ESP32-WROOM-32-AT-V1.1.1.0.zip
v1.1.0.0 ESP32-WROOM-32-AT-V1.1.0.0.zip
v1.0.0.0 ESP32-WROOM-32-AT-V1.0.0.0.zip
v0.10.0.0 ESP32-WROOM-32-AT-V0.10.0.0.zip

15


https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V3.2.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.2.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V0.10.0.0.zip

Chapter 2. AT [E{4

2.1.3 ESP32-MINI-1 &%

* v3.2.1.0 ESP32-MINI-1-AT-V3.2.1.0.zip ($f#5)
* v3.2.0.0 ESP32-MINI-1-AT-V3.2.0.0.zip
* v2.4.0.0 ESP32-MINI-1-AT-V2.4.0.0.zip
* v2.2.0.0 ESP32-MINI-1-AT-V2.2.0.0.zip

2.1.4 ESP32-WROVER-32 ZJ%i|

M RECERR S, AR (1] ESP32-WROVER-B #8841, 5 i Ji] HAth WROVER 5141

* v2.4.0.0 ESP32-WROVER-32-AT-V2.4.0.0.zip (%)
e v2.2.0.0 ESP32-WROVER-32-AT-V2.2.0.0.zip

* v2.1.0.0 ESP32-WROVER-32-AT-V2.1.0.0.zip

* v2.0.0.0 ESP32-WROVER-32-AT-V2.0.0.0.zip

* v0.10.0.0 ESP32-WROVER-32-AT-V0.10.0.0.zip

2.1.5 ESP32-PICO &%

e v3.2.1.0 ESP32-PICO-D4-AT-V3.2.1.0.zip (#E¥%)
* v3.2.0.0 ESP32-PICO-D4-AT-V3.2.0.0.zip
* v2.4.0.0 ESP32-PICO-D4-AT-V2.4.0.0.zip
* v2.2.0.0 ESP32-PICO-D4-AT-V2.2.0.0.zip
* v2.1.0.0 ESP32-PICO-D4-AT-V2.1.0.0.zip
* v2.0.0.0 ESP32-PICO-D4-AT-V2.0.0.0.zip

2.1.6 ESP32-SOLO %%l

* v3.2.1.0 ESP32-SOLO-AT-V3.2.1.0.zip ({f#)
* v3.2.0.0 ESP32-SOLO-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-SOLO-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-SOLO-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-SOLO-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-SOLO-AT-V2.0.0.0.zip

AL LA /N :

o TF#ESP32 AT % i B 1

o AT BEVF{ /2 AT [0 SRl — 3 i SOk S AR

o HIZILTIAF KA g BB ¢ 0 AEIZEBUAY AT R RO 0. EHEOL . eSS
o RIREMF B, R TFTHATL 2

ik R SRR T RS BATRE SR T2 7 B R AL AR A e, BT
VORI ST R 3

2.2 AT FilfFwigr

ESP-AT ({48 74 T3 DI RERY —dE il SCrF

e factory/factory_xxx.bin XS B Ihfen) —dEH &, A DU factory/
factory_xxx.bin Z[FEiEHLNEH 0 (1) flash 23fa] g, B #HR3E download. config A= E
FFA ARG SCApE R ) flash Hhowh R 4f Lk ) 25 ) v
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Chapter 2. AT [&{4:

* at_customize.bin M THF A XE, %EINH T mfg_nvs X, PAKATHER fatfs 0 XH
FELAHLAE AN > XA/ AT PAE T AT iy SAT+FS FIAT+SYSFLASH iS5 2% SC1E 59 51 1 43 IX
HANE .

» mfg_nvs.bin 58] TR[E ESP32 54l 2 (B AFECE (W) o iEH PR AL T IERRY
B, A7 B HOCIHO S B B 15 7 5t B

2% 1: ESP32 i i A (10 B
Ve UART &8 (TX. RX. CTS. RTS)
ESP32-WROOM-32 &%) (ESP32 ,%jti}d‘;‘&é’ﬁ)

GPIO17
GPIO16
GPIO15
GPIO14

ESP32-WROVER %71 (& i o) GPIO22

GPIO19
GPIO15
GPIO14

- |
ESP32-PICO %7/ GPI10O22

GPIO19
GPIO15
GPIO14

- |
ESP32-SOLO Z7| GPIO17

GPIO16
GPIO15
GPIO14

2.3 Pk BRI R

ESP-AT [ {45 LAF JURNERY, A T 3l ofe 4 [0 T AT B B SRS, SRR 2R3t
T R

* BAEAMEMN (IEHF)
* GitHub 158 18 14

o fSEASA N B
o HATHIFNEY

231 EiikAmREE (Hits)

BT R ARRRIENE SRR AU CE R BRI, R AR O AN R A A, [
PR N ERTT RSl I A A, ORI (F T B R B T AR 88 OTA RSG5 A8 THRIE T . An2R )5 ReAn IR
Wil e 4= 2 it H 75K, @B o R ARG . A0SR E T R SCRE EAORAAL, AT DA
MR A Z 5, BRI GRS R 4 e AR L 1) [0 (AT 0 i e o

o FEEGEAR: ESP32 AT E) 4
o L

- BE

- &g
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— AREE R AR R
R
- BT
- Ea AR
* ZHEIHY:
- i
- B FHRARERIES

— 41K ESP-AT [E|{}: SCHF/A SCRAREEE i & 51, 1i§27% ESP-AT GitHub 5 5{ readme.md

2.3.2  GitHub I} 5 £

GitHub I 45 YRS AU HEIR 1) GiHub AR 2 A AR R IS I [ (F S A7 o ) 25 PR AA I, B 10t
eI BE L, AR B R ARS8 i i A A& R (FR A TR IE R AR [, o ai al &
AT AR 2% OTA RS54 T

o RBGRE: WS FH 4o GitHub F R 160 iR A AT Bl #.
W
— SEIPMPERR, HTAORRE AR AE AR 2 SR A2 R
- R E R AR, 40T SDIO JE IR Ef: . BT SPIE R A [ ¢
— BREE R TAR RN
o Gl T ARIE AR commit A2 AN PR Gl Se BRI, ATRES AT — LU UK, TR
e BRI

233 [EESEMEE

e S B W14 1) 2 S8 22 S DT o AN 5 S R A R R [, o T R D RE R R T E 20R L H
FA RSP LRI OUS . W) JRe . UART 10 RS R00AS T, ORI PR al R TR
#% OTA o5 a8 TH It -

. %iﬁﬂfﬂ@ﬂ&?ﬁﬁ%&iﬁ, WZFatpy TH,
o P
— AN EEE A
- BEFREE. .
o BRR FREAELCT AR E S, ERRIHC, BRERRAA .

234 AfrgacErE e

YT EAAT YT R DR B T2 B O H5E OTA k5543 ASCRF OTA k.

o KT BATH R, TES% AR RiF ESP-AT 142,
o Ui Thee, FMIEC .
o Bl FEH COE BRI

24 BWEES, #ok itz ?

MESRWEBEEG, 5 H @& 5T 3R K45 14 PC Al ESP &4 . JHREIFRSR 2%
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Chapter 3

AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: TG

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: & E 1% 1% 45 X AR B8 &k 10)
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART_DEF: % UART ZRIATCE, 4775 flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #ifjai 25 flash Ff F1431X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

19



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b
AT %

[

’AT+RST

Wi i ¢

[ox

3.1.4 AT+GMR: #HHEMAEE

AT 4

=

A

AT+GMR

W i ¢

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.UJERRAIE R, BNIAE esp—at/components/at/1ib/ HFE F. L

B PR, TP RGT4 -

» <SDK version info>: AT ffi fi{1J3F4& SDK A EE, BEN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [ {}4: iHtHE] o
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e <Bin version>: AT [ {4 A{E 5. WAE B 7] DAYE menuconfig H1{&£ k. (python build.py
menuconfig->Component config->AT->AT firmware ver51on.)

Bl

o QRAEAEMH ESP-AT B4 A T s, iRt AT+GMR RAAME .

il

AT+GMR

AT version:2.2.0.0-dev(cadlecd - ESP32 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: #cify 25505 B 7 S Fe Wi g v 4 Be v 4 23

Wi i ¢

+CMD:<index>, <AT command name>, <support test command>, <support query command>,
—<support set command>, <support execute command>

OK

'dMﬂfzﬂw7§§

o <AT command name>: AT 42 #

+ <support test command> 0 FRATH:, 1 FTTARTE

+ <support query command>: 0 FRATFF, 1 FRTHE
» <support set command>: 0 FR AL, 1 FRIHF

» <support execute command>: 0 TR AT, 1 FoRTH

3.1.6 AT+GSLP: jjt A Deep-sleep Bix;

B A

P

§>

TR

AT+GSLP=<time>

W i :

<time>

OK
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B
+ <time>: {4k Deep-sleep FYIHK, Hfir: AEFb. BLEMHENR, 4 ESIME, JiFVR L DER
WY, SR LR R

- 0 FRALENEE
— K Deep-sleep K22 28.8 K (2311 ZFb).

Bl
© BTN, Frf sk A Deep-sleep F 5 Fr i S B IHC 2 7] 7R 2SR

3.1.7 ATE: JF)3ski3ep] AT )i Dtk

AT %

* ATEO: 5[H[ul 2
« ATE1: JFRiE &

3.1.8 AT+RESTORE: &) &H

WA %

=

A

’ AT+RESTORE

W

’OK

e
o LA RHEG A IRTES flash FUSE, FHARE HERAZSEL.
o BITIRMA S ERIRRS.

3.1.9 AT+SAVETRANSLINK: &% JFHL Wi-Fi/Bluetooth LE iE L5 KL
o % B FFHLEE N TCP/SSL i 1542 X A% 8.

o % BN UDP 515X 15 8
o % F FFALikE N BLE 515 A2 X A2 8
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R EIFHLEA TCP/SSL B A LE K

B A

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>[,<"type">, <keep_alive>]

Wi % ¢

’OK

* <mode>:
- 0: XM ESP32 - Hii A Wi-Fi i £ 42 X,
- 1: JFJ3 ESP32 LA Wi-Fi i £ 42 X,
e <” remote host” >: FFERSH, Fonmiy IPv4 #ilik. IPve #hlik, siiks . f Kok 64 F37.
* <remote port>: Wil I {E
o < type” >: FRESE, FREHISEL:” TCP”,” TCPv6”,” SSL”, B “SSLv6”, BRiA{H:” TCP”
o <keep_alive>: [l EHERFN) SO_KEEPALIVE &I (5% : SO_KEEPALIVE N'4H), BAfi: Fb.

. JEFE: [0.7200].
— 0: 2% keep-alive ZHfE; (BRIA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {4 <keep_alive>, TCP_KEEPINTVL {4}
1, TCP_KEEPCNT {4} 3.
o KA <keep_alive> BESAT+CIPTCPOPT iAWl <keep_alive> MR, HEAH
HF R E NGO UE . REITARM O AN REE <keep_alive> 4L, NIERIAM IR FCE 1E.

B
o AULEAF Wi-Fi JPHLE AR X G RRIEAE NVS X, #5280 <mode> 2y 1, FRERABIEAL #
X THEBER

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"

AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

BEEIFHLEA UDP B EGR R B

P A

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox

¢ <mode>:
— 0: X ESP32 FHLi#EA Wi-Fi i 54X,
— 1: JF)e ESP32 FHLHEA Wi-Fi i 54X
o <” remote host” >: FIFE SR, FRimn IPv4 Hihl . IPv6e Huhl, i, il 64 535,
e <remote port>: iifiiif I {E
s < type” >i FRFRBHL, FORMEHZAI: UDP” s “UDPVG”. MRIAfH:” TCP”
« [<local port>1: FFHLEEA UDP &A1, (A a1
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e

o ARENE Wi-Fi JFHLE 42 X A5 EARIEAE NVS X, 5% <mode> Ky 1, Nk FHEABIPEAZ

X FTEBEEN.
o WIRGEANELT IPv6 M 25 57— UDP &4y, EHATA N #AE:
- W% AP 37 FF IPv6
- & HAT+CIPV6=1
— T AT+CWIAP iy 3R EUE|—> IPv6 Hbik
- (W[3k) ELTAT+CIPSTA? 6352 ESP32 23R EE] IPv6 Hutl

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPv6", 1005

BEEIFHLEEA BLE & fe A5 B
~

Wi

’ AT+SAVETRANSLINK=<mode>, <role>, <tx_srv>, <tx_char>, <rx_srv>, <rx_char>, <peer_addr>

o
ox
B4
e <mode>:
- 0: %P ESP32 ["Hi ik A BLE # {242 X,
- 2: JFJE ESP32 ik A BLE & 1542 X,
e <role>:
— 1: client f5 {5,
— 2: server fi {4,

o <tx_srv>: tx [R5 75 . AT {F8 GATTC B}, i3 AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;

YE} GATTS I}, i#iFAT+BLEGATTSSRV? fir 3251

o <tx_char>:tx [RG4FHEFS . AT {8 GATTC i}, 3833 AT+ BLEGATTCCHAR=<conn_index>,<srv_index>

AR 1B GATTS i, it AT+BLEGATTSCHAR? f 425 .

o <rx_srv>: 1x R ¥ 5. AT {E4 GATTC I}, i i AT+BLEGATTCPRIMSRV=<conn_index> fiy 2

)5 YEN GATTS B, @it AT+BLEGATTSSRV? fin 2251,

o <rx_char>:rx R & 454F 75 . AT YE5 GATTC B}, il i3 AT+ BLEGATTCCHA R=<conn_index>,<srv_index>

A AEl GATTS B, @i AT+BLEGATTSCHAR? fiy 225 .
» <peer_addr>: X5 Bluetooth LE il

|

o RYEERF BLE HHLE 15 42 X (5 BARTEAE NVS X, #5350 <mode> 2K 2, TR _H H 5h#k A Bluetooth

LE i A2 X HEFAER.

il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a2:11:22:33:88"

3.1.10 AT+TRANSINTVL: B EfeBEXEA b 8ol % % ks
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=

i &

=

A

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

OK

v

H

N

IR

¥

=4

,/,?\:

’AT+TRANSINTVL:<interval>

e <interval>: Hfi & ik[afE. B0 Z2F. BRIAE: 20, JEHE: [0,1000].

o BEAEUT, 24 ESP32 ) UART 40218 J5 , AR iR BER T2 T 2920 795, Hdles
SRR hdE 2920 AT — BRI T Rk, B SFRF <interval> ZREEEFPBIR R KT
AT 2920 FATFERCIE RS -

o MR RV, HAWR ORI, AT PAEE R <interval> RIHEEBE L IERY L. 4
<interval> fR/NEF, HAREAR ] BB A s Bala iy I, {ELK S 38 T b OB et 1) 90 286 A a8 114
PR, — R T A RE

il

/) R BB KE R LR E
AT+TRANSTNTVL=0

3.1.11 AT+UART_CUR: #t% UART %nilsmHacE, APR4#%) flash

AT+UART_CUR?

Wi 3% ¢

+UART_CUR: <baudrate>, <databits>, <stopbits>, <parity>, <flow control>

OK
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=

=

A

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

* <baudrate>: UART &R
~ ESP32 ¥4 % 80 ~ 5000000
<databits>: ({1
— 5: 5 bit $HRfr
- 6: 6 bit ZHEAL
— 7: 7 bit FIR
— 8: 8 bit HIR{
* <stopbits>: {2 F{i;
— 1: 1 bit &1k
— 2: 1.5bit {517
— 3: 2 bit &k
* <parity>: 517
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: AMifgids
- 1: {figE RTS
- 2: {figg CTS
— 3: [AAH#iFE RTS i1 CTS

B

o Fifjn 4R F R 2 UART FE SE0SChAE, BT8R, ml e S5 3oe(EA R 25 .
o ARPE AR E] flash,
o [ RE M 4 U BE R B R A9 CTS/RTS & M, 1% 3 WA 1+ 4 42 Ml components/

customized_partitions/raw_data/factory_param/factory_param_data.csve.

il

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: #t¥ UART BRiABCE, PRAES] flash
ifar A

AT+UART_DEF?

Mjn] oz <
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+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

o

N

B

¥

A

=

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W i <

e <baudrate>: UART JHpR
— BSP32 %4 TGN 80 ~ 5000000
<databits>: EHEAr
— 5: 5 bit FIR(
— 6: 6 bit IRV
— 7: 7 bit FHEN:
— 8: 8 bit I (v
» <stopbits>: {5} {v/
— 1: 1bit {517
— 2t 1.5bit &k
— 3: 2 bit &R
o <parity>: LK1
— 0: None
— 1: Odd
— 2: Even
o <flow control>: s
- 05 At
— 1: {#EERTS
- 2: ffifg CTS
- 3: [AAf{#ifE RTS i1 CTS

Bl
o BCEBHCRHRIFAE NVS 73X, 43 8 PR BRI A2
o il E R O 45 P BE G L E A B9 CTS/RTS 4 M, 115 1iF UL#2 # £ 4% Al components/

customized_partitions/raw_data/factory_param/factory_param_data.csve.

il

AT+UART_DEF=115200,8,1,0,3

3.1.13 AT+SLEEP: V¢RI
A it 2

[k
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AT+SLEEP?

Wi % ¢

+SLEEP:<sleep mode>

OK

N

B A

¥

e

o

’AT+SLEEP:<sleep mode>

¢ <sleep mode>:
- 0: 2 HREAR A
— 1: Modem-sleep F={;
« PA Wi-Fi i3
- SPRRLHCRARYE AP ) DTIM & 1 X
« PA BLE Bz
- £ BLE J"HRASF, SRS HORE AR A T4 5] B o 191 2 A
- £ BLE BT, SR HeRE AR A 242 1a) B 2 10 5% 1A
— 2: Light-sleep #i=
« I Wi-Fi 3
- CPU Xf H Bk A REAR , SHARSIHCRE 5 P
« PR Wi-Fi fHiR
- CPU X5 [ 2t A\ REHR, SRR ARIEAT+CWIAP fin X E ) 1isten interval
SHE K]
+ EA Bluetooth Fi=
- 7£ Bluetooth | #8575, CPU ¥ H 2k AR, SRt RR AR5 4 7] B 2 19 3¢ P
- 7£ Bluetooth JE#ZZS T, CPU K H itk AMER, SRR H 5 HR 1% 12 1) B 2 39 5 P4
* Wi-Fi #1 Bluetooth L7745
- CPU X H 3l ARGEAR , SRS HRAR B i YR 45 SIS 10 ¢ A
— 3: Modem-sleep listen interval 5z
« BA Wi-Fi 3
- HIIERHAR AT+ CWIAP fiy 2B listen interval S4UE M XM
« PA BLE $iz{
- £ BLE J"HRAF, BRI HCRE AR T4 6] B o 191 5 A
- E BLE BT, SIS HeRE AR A 2242 18] B 2 15 ¢ 1A

|

o UEHIENE)S, Bluetooth LE AR ABIHILGFL . 24 Bluetooth LE HIARALSE . AN n] PAZE ] AR AR
o

* Modem-sleep #3(Al Light-sleep #5339 1] PATE Wi-Fi (=¥ BLE #AN i, {HAE Wi-Fi T,
XA BETE station BEARRCE

* WH Light-sleep #HT, HURANELAT+SLEEPWKCFG QU B AR, A WIBAMRE, B
Ff—H AT HERRARES
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* ' Light-sleep £z , 1A Light-sleep M 5% (ANl 2 B, 4515 H 2hiE ABEIRELE , 24 Light-sleep
W 2 A A I, TR B Bl R ARAS K o i

 XfF BLE #i3X N iy Light-sleep #5538, FH P/ {4 32KHz 4%, 750, Light-sleep #3023 A
Modem-sleep = T.4E.

« AT+SLEEP H £ 5 (i 5% S h4Sleep AT 7 1.

il

AT+SLEEP=0

3.1.14 AT+SYSRAM: 4 ify) > fif 76 4% i 232 [R] Fll e /D e 23 1]
A

D e
iy

AT+SYSRAM?

W i+

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

+ <remaining RAM size>: Y[R g:HEZS[A], BA{7: byte

« <minimum heap size>: ZFTHATR/DESS[E], BA7: byte. 24 <minimum heap size> /INTE(IE
T 10KB B}, ESP32 [ Wi-Fi FMMKTIFEME T DI BE P RE S 25510

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: #ily/ix¥ RGEHAEE
A ity 2

itk
EM Y H RGN E RS

A\ .
"ﬂ4>‘

AT+SYSMSG?

Wi i :

+SYSMSG:<state>
OK
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N

i

B RGN IUREH SR AI E AT B, AT SYSMSGFILTER fa%-.
LT

’AT+SYSMSG:<state>

W i <
’OK
* <state>:
— Bit0: jB} Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hif 27433 B2 7R = &,
* 0 AFTEN
© FTED +QUITT
- Bitl AN EIN EY et
« 0 I LR R (G R ilu XX, CONNECT
« 10 fff R4 3R 78 {5 B, Il +LINK_CONN:status_type, link_id, ip_type,
termlnal _type, remote_ip, remote_port, local_port
- Bit2: #EIRSEREE, @EHT Wi-Fi 542X, Bluetooth LE SPP & Bluetooth SPP
+ 00 ATEHHRMEE
+ 11 24 Wi-Fi, socket. Bluetooth LE B{ Bluetooth JR7 & AE s 280, FTEIFE /R EE,, 1n:
— "CONNECT\r\n" = Pl "+LINK_CONN:" JF 3k # 3 &= £ &
— "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
- "WIFI DISCONNECT\r\n"
- "4+ETH_CONNECTED\r\n"
—~ "+ETH_DISCONNECTED\r\n"
- Pl "+ETH_GOT_IP:" F kWM E T &
- PL "+STA_CONNECTED:" F LW # rf &
- PL "+STA_DISCONNECTED:" JF 3k By 4% & 7 &
- PL "+DIST_STA_IP:" }f}ﬁ’]ﬁ'ﬁ%’ <t
- W "+BLECONN:" F AW RTEE
- Pl "+BLEDISCONN:" JF k@it F fF B
]

o #FAT+SYSSTORE=1, [t B H O RATAE NVS 431X,
o #i Bit0 fy 1, B Wi-Fi if 24X Bf &R +QUITT,
o F 3% Bitl N 1, ¥ & ¥ WJAT+CIPSTART FIAT+CIPSERVER 1y 4, £ 4t ¥ | =

“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” , A
& “XX,CONNECT”,

il

/) B wi-Fi AEEABATHARTRER

/] & HHIEPﬁé&H%&%R% S

/) BERESXEREHATH G E

AT+SYSMSG=2
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Chapter 3. AT Ay d4E

&

s

/) HEHE KX T, Wi-Fi. socket, Bluetooth LE 3 Bluetooth W A K & W 2 37 H 4 T+~ 1=
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsk2EH 25058 0008
b A

Dyt
iR ETIES W EYSSuR/ bk

e

AT+SYSMSGFILTER?

W i ¢

+SYSMSGFILTER: <enable>

JE N B AR G Bt v

A

’AT+SYSMSGFILTER:<enable>

W i <
E
S
e <enable>:
- 0: BHARGHEELIE. REBIME. G, REHEEASHIREN T IERTIE.
- 11 BHARSHEEANE. FEE, RE00HBHIENZFERXVTE ErEdE S8 AT fjgdi, MCU
AR ARG E W FRACVCH E R, &A% MCU.
el

* el AT+SYSMSGFILTERCFG iy AP E AR iEds , Fld A a4 e 25000 Bt g,
SEPRE IORE 40 ) 2R Ge i B L

o IR AT+SYSMSGFILTER=1 f5%, UGB RGeS iE 5= LS, Bk AT RS
THERE T .
o FEMEAGEEHEX |, 3%5”@D(1EH§AT+SYSMSGFILTER 0%, BHARSHEBLNE.
o WIRABET AT TR WRIFL, @%WT%M%*ﬂATﬁADmﬂﬁkﬁ

/] A AT A HKELRE. KELR S B AT+HSYSMSGFILTER.
oA, AEHKWE WL L L% E MCU (AT+USERWKMCUCEG # 4 W B B MCU % E I ) .

int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

Q)
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(£ L£50)

/) EAHT BN AT @#450 WM iE LK E. HE LS AT+HSYSMSGFILTER.
Hﬁéﬁm(w%ﬁm),ﬁ%ﬁ%ﬁ%é%@MW(MwEMWWWGﬁé&ﬁ%Mw_
TR .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ EAEE MCU HfE ) AT #4 0OWKE L # . H#EFR L4 AT+SYSMSGFILTER.
AT, KEKENS % E McU (AT+USERWKMCUCFG & 4 % B B MCU e B o) 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// FIHEAASE MCU e fn BT e AT A DO W RERE. KE LW AT+HSYSMSGFILTER.
AR (WREEA) , X#KEW L E McU (AT+HUSERWKMCUCEG #r 4 % B 8 MCU_
W BB )

int32_t esp_at_port_active_write_data(uint8_t data, int32_t len);

Bl R BIS T ZG0E iR,

3.1.17 AT+SYSMSGFILTERCFG: #if)/licy 25056k ke

o & ,73\/@?:%

«% /\ﬁﬁ'ﬁk/ﬁ:

(CURCR] 34

A wA:

AT+SYSMSGFILTERCFEFG?

W i <

+SYSMSGFILTERCFEFG: <index>, "<head_regexp>", "<tail regexp>"

OK

BH

o <index>: IIELFHIRT].
* <” head_regexp” >: SLEBIEMFEk,
e <” tail_regexp” >: REIIENFEIERL.

o Y
wEmA WA

’AT+SYSMSGFILTERCFG:<operator>

Wi 3% ¢

’OK

BH

¢ <operator>:

- 0 JEBRFTA L uESR . WIS, AT DAL Lo B B o A HE S TR R
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il

/) VB PT A LR B

AT+SYSMSGFILTERCFG=0

Wm—A~id g

Ha
YLy Ay A N/ .
oA

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>,<tail_regexp_len>

M

OK

>

AR R AT ELER 20 AT 4 LIRS, BEIHEmT DA K (BRI s S e 2 a8 R 2 R IE
MFEE), Y4 AT BB EHE K JFXF] <head_regexp_len> +<tail_regexp_len> J5, #fTIE
ik 2 T8 B AL B o

PUE SR BSvia Wt S i v S G AN IR R/ 371 N1 G Y T

’ERROR

UE SRV B vieea Vet -3 G v R N ER A I1PU /53790 ) IS Y T

[ox

S

¢ <operator>:
— 1o In—A g ugas . — RS A SR I Rk 2O AR I W Rk =
* <head_regexp_len>: LifIENRIA A E . JEHH: [0,64]. WERBCEN 0, AURZME L ARIE N2k
FHIPLHED, [E) <tail_regexp_len> AFEH O,
* <tail_regexp_len>: FEFFIENFRAEXKE. Jufl: [0,64]. WIREEN O, AR ZEBIENFAEK
FIVCEL, [} <head_regexp_len> AfEN 0.

o M A G AR E A A e, FRE T AT+SYSMSGFILTER fiv4 Ja 8 R G 80t ik, 58

P A A R G0 S B

o SHRN R ERIE Wk kg 0S5 % POSIX HAENEYE (BRE) .

o AT A S 8 (AT G ) TX 0 st o8, M PO IE W gk A ~ 3k, R

IENFRR= A s 45

o HARSNE RINFPCEL_FSGBIE W gk 0 B E W k), REHEEA Spndig. JikE, &

ST B Mk s PTHE_EiBs £9k AT g dsi, MCU AL ULF]; i A9k E W gk Pehd By

Bk, SIRFEEAE MCU,

o MARGWEICE S| — RS . A TRRSL VT R e .

-Eﬁﬁﬁﬂmﬁﬁﬁw,%ﬁﬁﬁm%%ﬁ,W%%ﬁt~%%%%%ﬁﬂ$&%ﬁ%ﬁé&~
, EATULHL .

o XTFAEMER RIS, MATEW R BRI ERR, (R K IHE 3 AT+SYSMSGFILTER=0 1y %>

BHMARGHELE.

2N
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// REREE, LEHE "WIFI CONNECTED" R AW AR &
AT+SYSMSGFILTERCFG=1,17,0

/] EfEHASKRE OK f1 > J§, B\ "WIFI CONNECTED\r\n (¥ & \r\n & A 2_
S/ANF W, XM OASCIT & gy 0D 0A)

/1 FFR R GH R TR
AT+SYSMSGFILTER=1

/7 TR R R
AT+CWMODE=1
AT+CWJAP="ssid", "password"

// AT R H# ¥ WIFI CONNECTED % % 74 & #t &

PRGBS A5l SiliEs,

MR —A~ i aE %5

pEmY mA

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>,<tail_regexp_len>

W i *

OK

>

EANIRFR AT EER U AT o DR, BT AR AR (B1: SKIE kUi R pE
Mk, 24 AT S| HRK A E] <head_regexp_len>+ <tail regexp_len> Ji, #FfTiE
ESTER S 22 a3

AR IR ek e B RS 0 2R T M i e e O, R -

’ERROR

AR I MRk 5 e BRI B M B g a2, 3k [ml

’OK

¢ <operator>:
= 20 MR~ ugs .
* <head_regexp_len>: L IE WA KT . 5 [0,64]. Q1REEH O, M <tail regexp_len>

ANEEH 0
 <tail_regexp_len>: FEFIENFRAKE ., Ll [0,64], WHREEFHO, N <head_regexp_len>
AHEN 0,
s
SN A D B A B I g
il

/7 Ml B bR e gy At gk B

AT+SYSMSGFILTERCFG=2,17,0

/) EfEHASKRE OK f1 > JF, B\ "WIFI CONNECTED\r\n (# & \r\n & A 2.
SANFE W, X M ASCII # F B 0D OA)

(N gkze)
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(£ L£50)

/7 MR g g

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 2 #r ¥ WIFI CONNECTED % % Y B} &

3.1.18 AT+SYSFLASH: #ifjskis 7 flash JIl 14X
wifh e

i
#if] flash Jij 1oy X

ZE

AT+SYSFLASH?

Wi 3% ¢

+SYSFLASH: <partition>, <type>, <subtype>, <addr>, <size>
OK

B, 5. R flash ] 4K

(11}

AT+SYSFLASH=<operation>, <partition>, <offset>,<length>

W i <

+SYSFLASH:<length>, <data>
OK

BH

¢ <operation>:

- 0: #ERFIX

-1 54K

- 20 B
 <partition>: JH X4
o <offset>: fFHbhk
» <length>: #fEK &
o <type>: H]forXA
* <subtype>: Ji 43X 1-2A
o <addr>: XAk
o <size>: AR AUN

(L]

o A AT A 35585% at_customize.bin, ¥40(5E A S F 4T B 2 L5 K.
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o PEERAIXHE, WL H AR X . XA AT <of fset> fil <length> ZHCKSEM. B
., #8d AT+SYSFLASH 0, "mfg_nvs" A[IERIEA “mfg_nvs” X,

o XTI e X n] 2% ESP-IDF 4y [X 3.

* 4 <operator> Hwrite B}, RGULEINALIGHEMITRE >, RIS AZSWEdE, £
PR E N5 <length> —3(,

o BArIKHET, RS XK.

o WEREMUE L mfg_nvs 43 X FE B, G AT+SYSMFG 4 (NVS H B (E X HE) . ansf
ERUBUCEA mfg_nvs 43X, 15 AT+SYSFLASH 154 (4 R41E) o

il

/) B®EAN "mfg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" HREHHHI 0 LB NFH "mfg_nvs" 4K (A A 0x1C000)
AT+SYSFLASH=1, "mfg_nvs", 0, 0x1C000

3.1.19 AT+SYSMFG: #%ifyuki3% S manufacturing nvs Jf] J14y X
iy A

e
5 1f] manufacturing nvs fj F143 X PN Y144 %5 8] (namespace)

"ﬂ4>

AT+SYSMEG?

W

+SYSMFG: <"namespace">

OK

R o7 44 2 1] e BEAVR

wEmA WA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">]

W i :

[ox

SH

e <operation>:
- 0: BEBREAE
- 10 EEERAE
- 2: HAHME

e <” namespace” >: 44 53[A],

o <7 key” >: FHE, BFRNHE. Y <"key"> BUEN, IR <"namespace"> WNITHIHEERT; 1

MR M IR E Y <"key"> BYBEEXT
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Bl
* IHSCREE RS A (NVS), T f#ar 2 25 im) ., BEXT M .

il
// W client_cert & XMW AMMEN (W ERBANE 0 EE 1
B F P RIEF)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # #& ® i A M client_cert.0 ZEX (H: BRBRIAWE o
CEE PR

AT+SYSMFG=0, "client_cert", "client_cert.0"

AN EA TR Re)

BEGL A

AT+SYSMFG=<operation>[, <"namespace">][,<"key">] [, <offset>,<length>]

Wi i <
2§ <"namespace"> AN ZJGSHEAE IS, IRIA:

+SYSMFG: <"namespace">

OK

Y <"key"> NRZESHAERS, &

+SYSMFG:<"namespace">, <"key">, <type>

OK

Hopfigol, &

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 00 EERERAE
- 1 PRURAE
- 2 BAHE
* <” namespace” >: 45 |H],
o <” key” >: A, BFRCME.
o <offset>: HHMIHAL
* <length>: {HAKSE.
o <type>: HE{HAYARIL.
- 1: u8
i8
ul6
i16
u32
132
string
binary

|
0NN N kAW
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o <value>: SH{HAIEHE.

]

o THICPIEE RS ML (NVS), T a4 2s(a) . BERT AR

il

/1 EBCH R TR B A R
AT+SYSMFG=1

// Bl client_cert # % & Al W AT A o £ #

AT+SYSMFG=1, "client_cert"

// LBl client_cert @ % X FA W B client_cert.0 T # W H
AT+SYSMFG=1, "client_cert", "client_cert.0"

// HE B client_cert # & X il W M client_cert.0 T WMHE, MEH 100 W FEL B 200_
LE
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

)y 2425 ] N 5 A B
I

’AT+SYSMFG:<operation>, <"namespace">, <"key">, <type>, <value>

W i <

[ox

e <operation>:
- 0: EEREAE
- 1t SRR
- 2: B A#AE
* <” namespace” >: fiy443|H].,
o <7 key” >: FHE, HFRNES
o <type>: H{HINIAL,
- 1: u8
- 2: 18
ul6
16
u32
132
string
— 8: binary
o <value>: S <type> K[H], MHSEE A :
- IR <type> & 1-6, <value> EE(EM L.
- WR <type> 2 7-8, <value> NEMMAMEIRMKE. EEEETMFMmS G, AT &[H
>, FoR AT SR IR T80, Ml T DU A Zds, 24 AT 203 py 80 K s 2|
<value> Jg, ISR n]fir4 230 N5 A SEXT .

|
NN kW
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e

. mffaﬂbeilli%jifiﬁﬁ%(NVS), TR 20 ARE IR

s G, BICTH LBk SREREXT (NVS SR H sh bR BT ) .

o QEAREARE L mfg_nvs 43 DX H A L SE R mﬁﬁﬂwmwwmv(MB*m&ﬁﬁ%W)m%
EARMB A mfg_nvs 430X, {5 AT+SYSFLASH 4 (43 XH#4E) o

il

// 1 client_cert @ % XAl W W client_cert.0 # 5 NFH WA (B : ¥ H client_cert.
A ZTHEANE 0 BEFHIESH)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

/) EHFEO0RE > B, A 1164 FHFHIEH X

3.1.20 AT+RFPOWER: #%if)/i%x ¥ RF TX Power
A ity &

Jitie
Zrifi] RF TX Power

fir 4

AT+RFPOWER?

W

+RFPOWER:<wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>

BeE WA

Py
A

’ AT+RFPOWER=<wifi_power>[,<ble_adv_power>, <ble_scan_power>, <ble_conn_power>]

* <wifi_power>: Hi{i>yy 0.25dBm, LANEEMSEE N 78, MSLERK RF Power {E>4 78 * 0.25 dBm
=19.5dBm, fE 501517 AT+RFPOWER? Ay il SLPn A0 RF Power 8.
— ESP32 &A% 11 BUEEE (40,84

REE | ZEEE | EbrE | 3Kk dBm
[40,43] | 34 34 8.5

[44,51] | 44 44 11

[52,55] | 52 52 13

[56,59] | 56 56 14

[60,65] | 60 60 15

[66,71] | 66 66 16.5

[72,77] | 72 72 18

[78,84] | 78 78 19.5
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<ble_adv_power>: Bluetooth LE | ##%H{ RF TX Power,

0: 7dBm
1: 4 dBm
:1dBm
:-2dBm
:-5dBm
: -8 dBm
:-11 dBm
:-14 dBm

<ble_scan_power>: Bluetooth LE 94} [#) RF TX Power, ZHHUHE] <ble_adv_power> Z4{.
 <ble_conn_power>: Bluetooth LE j£3#%[1) RF TX Power, Z%(HU{H[F] <ble_adv_power> .

~N N BN

3.1.21 by

o M Wi-Fi XFEURFILEIL, AT+RFPOWER iy Toyk % B/A0 1] Wi-Fi ) RF TX Power., 34 Bluetooth
LE KA ia4LRT, AT+RFPOWER fird Lk B /4 1f) Bluetooth LE [¥ RF TX Power

* B T° RF TX Power 4+ b A [H W 55 4, WM& NFRHEAES 2 X MM HCHEE H,
B DL il 1) esp_wifi_get_max_tx_power A ] F| ) wifi_power [ {H | fE 5
esp_wifi_set_max_tx_power WEMMEMFAEZES, (HASHIREK.

o ALK <ble_scan_power> £l <ble_conn_power> - S 4{H 1 & N5 <ble_adv_power> Z=EF [F] i1HE
TN, XS ECRFPE R E NS <ble_adv_power> FH[R] I {H .

3.1.22 AT+SYSROLLBACK: [n]y %1 UL i i s 7k
AT A

A

=

’AT+SYSROLLBACK

W i <

[ox

Bl

» g oAl OTA JHK, HaBlRE] S — OTA 73 X fF .

3.1.23 AT+SYSTIMESTAMP: #¥ i)/ i AS Hiuisf fia) 3%
iy A

i
A A L o )

AN .
"Il/?\‘

AT+SYSTIMESTAMP?

W

+SYSTIMESTAMP : <Unix_timestamp>
OK
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EmA

&F

ifig:
P E A )8, 24 SNTP B E W8 G, 52 [F 455

O e
iy

’AT+SYSTIMESTAMP:<UniX_timestamp>

Wi i :

[ox

BH

* <Unix-timestamp>: Unix [f[a]#;, BAf7: 0.

il

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.24 AT+SYSLOG: k28 AT it fCrad i
A ifyfr &

yiig:
i) AT SR AR 27

s

AT+SYSLOG?

W

+SYSLOG:<status>

OK

BeEmA

ifig:
B 2E ] AT 4528

’AT+SYSLOG:<status>

Mjn] oz <

[ox
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S
o <status>: FHRSHE SRS
- 0: 2H
-1 J3H

il

// B AT R RGE T
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// EH AT HERDEF
AT+SYSLOG=0

OK
AT+FAKE
// A4 /" “ERR CODE:0x01090000"

ERROR

AT F A2 —A> 32 fi /N B, & SCanF

KR FHRE iR
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0

* category: [HE{H 0x01
« subcategory: 457

IR IR K | A
3

ESP_AT SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 528
ESP_AT_SUB_NO_TERMINATOR 0x02 RIRBNGEREF (NMPA “m” 452)
ESP_AT _SUB_NO_AT 0x03 K FELE AT (AR HER at. At B

aT)
ESP_AT_SUB_PARA_LENGTH_MISMAT(Hx04 ZE K ARV
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 SRR RUR LR
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 SRS UL
ESP_AT_SUB_PARA_INVALID 0x07 TS5
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 S5 RN
ESP_AT_SUB_UNSUPPORT_CMD 0x09 A Bz an s
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A HATM 2L
ESP_AT_SUB_CMD_PROCESSING 0x0B THEPAT E—%md
ESP_AT_SUB_CMD_OP_ERROR 0x0C A PR LR AR

* extension: iRV RGEE, AR TREGARMYT BEE, #1EE W components/at/
include/esp_at.h,

B, RS ERR CODE:0x01090000 R “AHEFZMmS7.

3.1.25 AT+SLEEPWKCFG: ¥t Light-sleep M5 filefi GPIO
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LA

=

=

A

’AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg 5
- 0: LREABCE, AR
- 1 fREBCE, AR
— 2: GPIO Mafig
¢ <paraml>:
— YMLERE R E BERET, SRR, R R
— ARk GPIO B, % Z%(3R GPIO i

* <param2>:
- MELEEJF GPIO I}, SR M i -
- 0: fRHL
1
ZN L]

// GPIOL12 HE % A% ® F B} % B2
AT+SLEEPWKCFG=2, 12,0

3.126 AT+SYSSTORE: ¥ S8A7HiBiX
fEiffr 4

Dyt
i) AT AR

O e
iy A

AT+SYSSTORE?

Wi i ¢

+SYSSTORE: <store_mode>

OK

)E’J

CELN A

[

AT+SYSSTORE=<store_mode>

Wi i ¢
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OK

ZH

o <store_mode>: ZEAEMERIR
- 0: MAEEALEA flash
- 1: fAEUELEA flash (BRIA)

Bl

© By HIGIR B,
RSN NN 23

o AT+SYSMSG

e AT+CWMODE

o AT+CIPV6

o AT+CWIJAP

*» AT+CWSAP

* AT+CWRECONNCFG
e AT+CIPAP

e AT+CIPSTA

* AT+CIPAPMAC

* AT+CIPSTAMAC

» AT+CIPDNS

* AT+CIPSSLCCONF

e AT+CIPRECONNINTV
e AT+CIPTCPOPT

* AT+CWDHCPS

* AT+CWDHCP

* AT+CWSTAPROTO

e AT+CWAPPROTO

« AT+CWJEAP

e AT+CIPETH

» AT+CIPETHMAC

* AT+BLENAME

e AT+BTNAME

e AT+BLEADVPARAM
e AT+BLEADVDATA

e AT+BLEADVDATAEX
* AT+BLESCANRSPDATA
e AT+BLESCANPARAM
* AT+BTSCANMODE

il

A4, RO a2 E2 M RAM i .

AT+SYSSTORE=0

AT+CWMODE=1 // F # A flash
AT+CWJAP="test", "1234567890" // F f A\ flash

AT+SYSSTORE=1

AT+CWMODE=3 // & A\ flash
AT+CWJAP="test","1234567890" // 7 AN flash
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3.1.27 AT+SYSREG: B:GHA{Eds

v

H

N

B

¥

v

A

=

AT+SYSREG=<direct>, <address>[, <write value>]

W i <

+SYSREG:<read value> // REH T HF & £
OK

o <direct>: {LEN G (A

- 0: EFHE

- 1 Hafras
o <address>: (uint32) FFf7gniht, FHERESHH XN (FEARSZ T
o <write value>: (uint32) 5 A(H, 1UHEH T 5 S1Easm)

Bl

o AT ARG ZF A, DT A DR AR 1) 2 At L AT L

32 Wi-Fi AT @144

o B

o AT+CWINIT : HJUaAL/ 35 Wi-Fi IR FL T

o AT+CWMODE: #5if)/#% & Wi-Fi i3, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: 5] Wi-Fi JRZSHF1 Wi-Fi {5 &,

o AT+CWIJAP: 3 AP

o AT+CWRECONNCFG: ZFifj/i%' 5 Wi-Fi & %50 E

o AT+CWLAPOPT: #%'&AT+CWLAP A4 B @k

o AT+CWLAP: FIHE45i0] JHfY AP

« AT+CWOAP: WiFt5 AP [f)3Ed:

o AT+CWSAP: Tii'% ESP32 SoftAP £}

o AT+CWLIF: 2if)i%E3:3| ESP32 SoftAP [1] station {5 &,

o AT+CWOQIF: WFF station 5 ESP32 SoftAP [1)i%42

o AT+CWDHCP: J2 /2% i) DHCP

o AT+CWDHCPS: #%if)/i% & ESP32 SoftAP DHCP 43t () IPv4 Huhl il
o AT+CWAUTOCONN: | Hi 275 H3hiEs: AP

o AT+CWAPPROTO: 2]/ 'E: SoftAP =T 802.11 b/g/n sl brif
o AT+CWSTAPROTO: %' Station #53F 802.11 b/g/n MU A7

o AT+CIPSTAMAC: #5if)/3%'% ESP32 Station [{] MAC Hbi-

o AT+CIPAPMAC: i)/ ESP32 SoftAP i) MAC Hihl

o AT+CIPSTA: Z5if/1%% ESP32 Station [1 IP Hihl

o AT+CIPAP: F5if]/% 8 ESP32 SoftAP [ IP Huhl

o AT+CWSTARTSMART : T = SmartConfig

o AT+CWSTOPSMART : 151l SmartConfig

o AT+WPS: ¥¢'& WPS Ihfig

o AT+MDNS: % mDNS g

o AT+CWJEAP: %3 WPA2 SV} AP
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o AT+CWHOSTNAME: #xifi]/i% B ESP32 Station ) FH14 FR
e AT+CWCOUNTRY : Zoifi/ &% & Wi-Fi B R

321 #rd

W BOAR AT [EE SR T R BRAT+CWIEAP Z AMAITA AT A% WA IETE 2B I ESP32 BRI\ X
Frfan 4, W BAT4F ESP-AT 142, (S HPRCE TR RS (IR MALK), RSN 2k
)
» B EAP 3% (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support
o 25 WPS 7% (AT+WPS): Component config->AT ->AT WPS command support
o #H mDNS 1% (AT+MDNS): Component config->AT->AT MDNS command support
o #1 smartconfig iy % (AT+CWSTARTSMART . AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support
o SEHPTE Wi-Fi fpd (M. — B, I Wi-Fi A DA ERSIRER AR, BF s B AT
P e AT f54-): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: yjh&afb/isae Wi-Fi 35 28+
A

i
i) ESP32 iy Wi-Fi MR LIRS

DN .
"ﬂé’\‘

AT+CWINIT?

Wi

+CWINIT:<init>

PG AL B B ESP32 1 1) Wi-Fi UKEhAE P

A .
"ﬂé’\'

’AT+CWINIT:<init>

Wi i ¢

’OK

e <init>:
- 0: }5 B Wi-Fi IRz e
— 1: ¥tE 1k Wi-Fi BREELE (BRA(E)
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Bl
o AUEAGRAFE] flash, HRJE S AEOAE L.

o L RAM BHEA RN, FEAGT Wi-Fi i9RTEE~, AR st B Wi-Fi 88082, AREIL
RAM %

il

// #HHE wi-Fi R R)F
AT+CWINIT=0

3.23 AT+CWMODE: i)/ Wi-Fi i (Station/SoftAP/Station+SoftAP)
Ay

yfi:
i) ESP32 %4511 Wi-Fi #x,

AT+CWMODE?

W i <

+CWMODE : <mode>
OK

Yitig:
B ESP32 %4511 Wi-Fi =

iy

’AT+CWMODE:<mode>[,<auto_connect>]

Wi i ¢

’OK

o <mode>: R
- 0: Jo Wi-Fi 55X, Jf H.J¢H] Wi-Fi RF
— 1: Station Bz,
— 2: SoftAP #i=t
— 3: SoftAP+Station Fi5;

* <auto_connect>: Y4t ESP32 5411 Wi-Fi #iHf (40, M SoftAP 5 Ji Wi-Fi f5x(4J)#5 >} Station
1B SoftAP+Station £55) , &5/ B2z AP (WYJ6E, BOAE: 1. SEEVERE, (1R EGA
i, Wilt2ae A ahiER:.

- 0: 25 | hiEs: AP 1yThe
- L S HahER: AP IIRE, AZHIC & B shiEs: AP (WELERFEE] flash r, W] ESP32 %
#%0F B Bt AP
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e

o EAT+SYSSTORE=1, Z¥%E-BHRITAE NVS 43X

Bl

AT+CWMODE=3

3.2.4 AT+CWSTATE: #%ify Wi-Fi JR AR Wi-Fi {3 5L
s

Ly :
i) ESP32 i i) Wi-Fi ARZH Wi-Fi {5 5

AT+CWSTATE?

Mjn] oz <

+CWSTATE:<state>, <"ssid">

OK

S

o <state>: X4F[ Wi-Fi R3S

— 0: ESP32 station [ A& A T/T{0] Wi-Fi &3
1: ESP32 station .21 8: | AP, {H AR IREE| IPv4 Huhl:
2: ESP32 station (L 4 #%4% [ AP, FH T4 3RHE IPv4 Hidik
3: ESP32 station IE7E#F/T Wi-Fi #4825¢ Wi-Fi 5%
4: ESP32 station 4T Wi-Fi BiFRIRES
o« <” ssid” >: HAFR AP 119 SSID

Bl

o 24 ESP32 station %A %4 _F AP I, M a1 Wi-Fi {5 5., 24 ESP32 station & 132 |- AP
J&, MEFEREH AT+CWIAP 4251 Wi-Fi {54

3.2.5 AT+CWIJAP: ¥ AP
A%

Tytie:
#rif)5 ESP32 Station i£:11) AP 5 5,

Py -
“ﬂ4>‘

AT+CWJAP?

W i ¢
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+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
-, <scan_mode>, <pmf>
OK

)E’J

SRR

yite:
% ESP32 Station S5 #5211 AP

[

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

M

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP :<error code>
ERROR

(ol
=
|

=V,
frm%

=y

fig:
Y4 ESP32 station #E32 & ¥k Wi-Fi & H1 1) AP

A .
"ﬂ/?\'

AT+CWJAP

W

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

ol
+CWJAP:<error code>
ERROR
BH
e <ssid>: H#xr AP 1) SSID
— 02 SSID FIERS A , o "o \\ FRRRTARE, HEEL
— AT SCHpHEHE SSID Sy SCHY AP, fHg S8ty 5 5 TR 1 3 SSID A& UTF-8 4l Xl
AT PASESHl SSID, AR5 6 4l B i) SSID AT IEHE .
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<pwd>: K 63 47 ASCII
<bssid>: H#Fx AP i MAC #ihik, 24£4> AP AAHIAIY) SSID B}, %S HUA 4 0%
<channel>: {FiE5
<rssi>: 5%
<pci_en>: PCIiAJE
— 0: ESP32 station A] 5/EAm—FhinZE 7 ny AP i#4%, 1% OPEN Hil WEP
— 1: ESP32 station 7] 5[4 OPEN H1 WEP 2 AMyATAT—Ffin a5 5200y AP 144

o <reconn_interval>: Wi-Fi EiE[E][GE, BAN7Z: #b, BUEME: 1, HRfE: 7200

— 0: WriFi%E#s)5, ESP32 station NI % AP

[1,7200]: WrFFiE$: )5, ESP32 station 4 [ 38 [ E] 5 AP %

. <llsten_1nterval> 5T AP beacon [[A]FF , BA{°A AP beacon [A]FF, BRIAE: 3, JGF: [1,100]
o <scan_mode>: it

- 0: B FH, #ENIHIR AP 52 EHH, ESP32 station 55— NAHE| 1Y AP 4z

- I 2AFEEH, raFEAER A LR, ESP32 station 552 1915 5 55R1 AP HH;
* <jap_timeout>: AT+CWJAP fiy % b AE, B F, BUAME: 15, &R [3.600]
» <pmf>: PMF (Protected Management Frames, Z{f3 A3 M), BRIAME 1

- 0 /R PMF

— bit 0: HA5 PMF Jj5E, $&/R3CHE PMF, Q2L #¢ BAT PMF Zfig, W ESP32 %4 KF L Jcik

FELA PMF i 1442

- bit 1: FFE PMF, $RTFHE PMF, AR RIPOR CRE PMF DIRERY &
* <error code>: %ﬁmﬁ% i =a

- 1 R

- 2: B R
3: JuyAIRE H AR AP
4: TEBR K
HEAd: RAERA IR

(A

o WIRAT+SYSSTORE=1, [it & W ARA7E] NVS 43X
o (A 4 FF 2T station 53X

« 4 ESP32 station C.i#3: F AP J5, #7225 ih) Wi-Fi {5 5. ; 24 ESP32 station Y%/ 442 I AP
B, 7208 ] AT+ CWSTATE fir A1) Wi-Fi {3 .

o Ay A P <reconn_interval> B 5AT+CWRECONNCFG 141 <interval_second>

SHME .. WRIBFTARGOB R E <reconn_interval> B4, Wi-Fi 5 %7 Bg a4 R FH 2k

UNEER!

W B <ssid> fll <password> 4, R A _E—Rix EHH

PATA S TR E A IEETEEAEE, BRI 157, S5 <jap_timeout> WE

AR TSR IPv6 ik, %g%ﬁﬁAT+CIPV6=I

4 OK {03 IPv4 MK E ARG, M ACEE IPv6 RIZEHEART LS . 24T ESP-AT DA IPv4 {25 Ky

F=, IPv6 %5 k.

* WIFI GOT IPvé6 LL fLFEDZIKIFNAHALES IPv6 Hihik, XN Hihiki2 @it BEUI-64 AT ok
0, AREHBSSS. BT TE, XNTEWRERE OK ZHl, tLAIHEYE OK Z 5.

* WIFI GOT IPv6 GL ﬁ%%a%’f:@@ﬂéﬁ IPv6 Hihl, iZHuht 2 i AP N R HIJWfJ[IJ:V‘JiﬁVI‘;g}tH
R EEIATHATRY, FEEBHSS. BTIFTHTY, XAFTEFHELE OK Z /i, WhlhE
OK ZF ﬁzTﬁEEE? AP A7 IPv6 T AT EL

il

// W R HA AP #§ SSID £ "abc", FH £ "0123456789", N & A £
AT+CWJAP="abc","0123456789"

// W R EAF AP B SSID £ "ab\,c", TH Z "0123456789"\", | & & &
AT+CWJIAP="ab\\\,c","0123456789\"\\"

// R %E A AP FAIF B SSID "abc", Wi it BSSID # F H A AP:

(N gkse)
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(£ L£50)

AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// R ESP-AT ERE i pMF #H #H AP, N 44 2
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: #if)/i¥ Wi-Fi d1EAL ¥

i &

i
#if) Wi-Fi EIERCE

AT+CWRECONNCFEG?

W i ¢

+CWRECONNCFG: <interval_second>, <repeat_count>

e Wi-Fi ® 45 S

A

’AT+CWRECONNCFG:<interval_second>,<repeat_count>

W

’OK

* <interval_second>: Wi-Fi Fi#[A]Fg, BN Fr, ERIAME: 0, HK(EH 7200

— 0: WiFi%E#E)s, ESP32 station AN jf: AP

— [1,7200]: W42 )5, ESP32 station 4} [% 45 & (B[] 5 AP Hi%
» <repeat_count>: ESP32 {&#522il B AP MIIREL, RZBHHE <interval_second> A4 0 BAH

2 BOAME: 0, FRK{E: 1000
— 0: ESP32 station i 24ii 8 AP

- [1,1000]: ESP32 station $i¢ FE AR 2835 & IR L E iE AP

il

AT+CWRECONNCFEFG=1,100

// ESP32 station ZEW F X E T E &% AP
AT+CWRECONNCEG=0, 0

// ESP32 station £ fF 1 $H &k &% ap, #£ZRK 100 %
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e

o AT <interval_second> B HAT+CWIAP F[) [<reconn_interval>] ZHAH[R
o R E M TS AP Wi-Fi Y HLE Wi-Fi 5 3l

3.2.7 AT+CWLAPOPT: ¥ AT+CWLAP iy A& 20 E Pk

XA

=

=

A

’ AT+CWLAPOPT=<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

Wi i ¢

o <reserved>: {451

* <print mask>: AT+CWLAP (1452 6 B AR S5, BOAE

X SHL,

— bit O:
bit 1:
bit 2:
bit 3:
bit 4:
bit 5:
bit 6:
bit 7:
bit 8:
bit 9:
bit 10

FH 0, WA RN S5
BN <ecn>
A R <ssid>
R <rssi>
B IE R <mac>
=15 7R <channel>
15K <freq_offset>
B4 BN <freqeal_val>
15 B 7R <pairwise_cipher>
JE75 87K <group_cipher>
=15 BN <bgn>

D B E TR <wps>

© OXTFF, 2 bit 8 1, MR

o [<rssifilter>]: AT+CWLAP {45 R R G BASHENE, W), 2R G SR T rssi
filter ZEUHEN AP, PA(: dBm, BRIA(E:-100, JE[: [-100,40]

* [<authmode mask>]: AT+CWLAP (AR E S ERATIANET A AP, ERAH: OxFFFF, 1
Foit xBH 1, WERMNINETRK AP, &R0, WAER

bit O:
bit 1:
bit 2:
bit 3:
bit 4:
bit 5:
bit 6:
bit 7:
bit 8:
bit 9:

il

& R OPEN AIET X1 AP

& ER WEP AUE g AP

75 /R WPA_PSK IAIE =) AP

B s WPA2_PSK NI = AP
ISR WPA_WPA2_PSK INIE /0N AP
BB /R WPA2_ENTERPRISE AGE 70 AP
e R WPA3_PSK AE K1) AP
B E /R WPA2_WPA3_PSK IAUIE =AY AP
15 ws WAPI_PSK iAUE 20 AP
s OWE AR R AP
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/] - ANBHK L, k¥ AT+CWLAP # A H W & R % BfF TEE RSSI AHF

/] B ANBH A 31, B OOxIF, RaAFrAMEA 1 B bit XN WEEHLETH X
AT+CWLAPOPT=1, 31

AT+CWLAP

// R B INiEF X4 OPEN B AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £1§i2%7inf HIF) AP

B e
G SRS A R AP, s SSID. MAC HUHESR (it
e

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

Parr %

g
Z) 24 i AT T AP

ke

AT+CWLAP

W ) :

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq_offset>,<freqcal_val>,<pairwise_
—cipher>, <group_cipher>, <bgn>, <wps>
OK

SH

+ <ecn>: i
- 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
o <ssid>: FFESEL, AP [y SSID
o <rssi>: {F5iRE
o <mac>: FRFEESH, AP ) MAC #bht
e <channel>: {FiE%5
¢ <scan_type>: Wi-Fi {2554, BHA(EH: 0
- 0: FBhHH
- 1 g

|
0NN N AW =
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o <scan_time_min>: AAMEIEFIGEEEIE, RO ZF, JEE: [0,1500], WAL B sh
i, RSEIH
* <scan_time_max>: £MEE KRR, MO ZF, JERE: [0,1500], WHREK 0, AR H
SZHOME, T30 120 ms, BEEFH5H 360 ms
o <freq_offset>: il (f+2HH)
o <freqcal_val>: JiAGuE(d (FREATIH)
* <pairwise_cipher>: %7
— 0: None
- 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
— 6: AES-CMAC-128
- 7 KA
 <group_cipher>: %A, 5 <pairwise_cipher> SEUIMZSE A
o <bgn>: 802.11 b/g/n, # bit %K 1, WFIRMREXT VALK, AR 0, WIFIREE XA
— bit 0: 2F#ifE 802.11b A=
— bit I: 27 fdifE 802.11g Fix
— bit 2: A& fifE 802.11n Az
s <wps>: Wpsﬂag
- 0: A3 WPS
- 1: ¥ WPS

|
DA W

il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F %1 SSID W Ap
AT+CWLAP="Wi-Fi"

3.29 AT+CWQAP: WiIFYS AP I1ER;:

Wiidn s

=

A

’AT+CWQAP

W 7

’OK

3.2.10 AT+CWSAP: [it® ESP32 SoftAP £:%%
R

ik
Z¥if] ESP32 SoftAP [{fit & &8k

Py
A

AT+CWSAP?

Wi i ¢
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+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

Pa-

CEL A

Dyite:
155 ESP32 SoftAP [l & 24k

Py -
iy

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>] ‘

W 3% ¢

[ox |

S

o <ssid>: FAFEESE, A LS
o <pwd>: FFERSEL, B, JEH: 8~ 63 577 ASCII
e <channel>: {FiE%
o <een>: JIE A, A3ZHF WEP

- 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
o [<max conn>]: #1514 A ESP32 SoftAP [#)#% % station $(H , BUETEHE: % max_connection ik,
¢ [<ssid hidden>]:

- 0: 745 SSID (Bkik)

— 1: RJ$% SSID

B
o I35 HAT Y AT+CWMODE=2 B # AT+CWMODE=3 [} A 4%k
» #FAT+SYSSTORE=1, TiiH HHCRHATFETE NVS 40X

o BRIA SSID A& 5, oS H & MAC Mk 2. 57T DAGE FAT+CWSAP? 25 1) BRI 1Y
SSID.

il

AT+CWSAP="ESP","1234567890",5,3

3.2.11 AT+CWLIF: #%ifyiii42: 5] ESP32 SoftAP [¥) station {3 &,

AT %

=

A

AT+CWLIF

Mjn] oz <
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+CWLIF:<ip addr>, <mac>

OK

¢ <ip addr>: 144223 ESP32 SoftAP [ station ¢ IP Mkt
e <mac>: P3| ESP32 SoftAP [ station 1] MAC H#hifik

|
o ARG TCRA WA IP, {USH5AE ESP32 SoftAP I A [ station DHCP 33l REfY 1§ 0t T A%k

3.212 AT+CWQIF: KiJT station 55 ESP32 SoftAP 1)
P

Dykie:
W BT 1% A ESP32 SoftAP [¥ station

’AT+CWQIF

W i :

Yitig:
WIFF 341 A ESP32 SoftAP [ station

A

’AT+CWQIF:<mac>

o <mac>: FEWrFFiEREN station 1) MAC Hiht

3.2.13 AT+CWDHCP: /251 DHCP
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AT+CWDHCP?

W

+CWDHCP : <state>
OK

B

&F

J& /25 F) DHCP
LT

’AT+CWDHCP:<operate>, <mode> ‘

Wi ¥ *

[ox

S

¢ <operate>:
- 0: 2471
- 1:)g3H
¢ <mode>:
— Bit0: Station [ DHCP
— Bitl: SoftAP ;) DHCP
o <state>: DHCP FLIRES
- Bit0:
+ 0: 25 Station fi{) DHCP
+ 1: J5 J Station [1}) DHCP
- Bitl:
+ 0: 25 SoftAP [{) DHCP
+ 1: J5 HH SoftAP f{) DHCP
- Bit2:
+ 0: 25 H Ethernet [ DHCP
« 1: J&2 Jf] Ethernet [1) DHCP

v
o PAT+SYSSTORE=1, Jii& B oCrHEAES] NVS 43 X
o KRB S REES IPv4 Hikk G SAHESEN, UWAT+CIPSTA FIAT+CIPAP
- 75 / DHCP, JI#EZS IPv4 Hihk 2>l 2k
- FEHELS IPv4, ) DHCP £9i4k
- WK ESES L KEE

il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 2 SoftAP DHCP, 2R JE DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2
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3.2.14 AT+CWDHCPS: #rify/i ¥i ESP32 SoftAP DHCP 4}icit) IPv4 Huhlk 7l

AT+CWDHCPS?

W i <

+CWDHCPS=<lease time>, <start IP>,<end IP>
OK

BeE WA

Dy
% B ESP32 SoftAP DHCP [} 55-#5 4 Hii Y TPv4 Mk Fl

A

’AT+CWDHCPS=<enable>,<lease time>, <start IP>,<end IP>

Wi i ¢

[ox

e <enable>:
— 1: % DHCP server 5 5., JFELS 5 IUAE
- 0: 7% DHCP server {5 5., WEERINME, JFESHLTHIAS
o <lease time>: FHZYW[IE], Ff7: 204, HUEMERE: [1,2880]
o <start IP>: ESP32 SoftAP DHCP I} 43¢ IPv4 Hbudikib 5t 4 1P
o <end IP>: ESP32 SoftAP DHCP i 45#% IPv4 Huhlth 4558 IP

A}
o FFAT+SYSSTORE=1, Fil'E W SCRHRAFE] NVS 43X

o Ay ILHITE ESP32 SoftAP #i:{lifig, HIT/5 DHCP server oL N i1
o BWCER) IPv4 HhE i B A0S ESP32 SoftAP 7E [A]— M Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // B WM& E, KA B AHE

3.2.15 AT+CWAUTOCONN: |-HiEA H 2R AP

v

BE A

N

=4

,/?\:
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’AT+CWAUTOCONN:<enable>

LT
[ox
¢ <enable>:
- 1 FHHBhER AP (BHA)
- 0: FHAHBhER: AP
B

o ARBERAEH] NVS X,

2N

AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/i% ¥ SoftAP EiX T 802.11 b/g/n Ppillbrifi
Ay

’AT+CWAPPROTO?

W

+CWAPPROTO=<protocol>
OK

)E’J

CEL A

iy

’AT+CWAPPROTO=<protocol>

* <protocol>:
— bit0: 802.11b HMXARE
— bitl: 802.11g Hrsl ke
— bit2: 802.11n HpMAFRIE
— bit3: 802.11 LR RZE L FIHMbRAE
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B
o 2H[, ESP32 %4532 ¢ PHY mode W.: Wi-Fi PS5zt
o BRIAVTEDLR, ESP32 #5451 PHY mode J2 802.11bgn 55X

3.2.17 AT+CWSTAPROTO: i%¥i Station iz, F 802.11 b/g/n Ppil{bxiE

AT+CWSTAPROTO?

W

+CWSTAPROTO=<protocol>

¢ <protocol>:
— bit0: 802.11b WS ARHE
— bitl: 802.11g sl brifE
— bit2: 802.11n PpillbrifE
— bit3: 802.11 LR ‘R3E %L F s AR

e

o T, ESP32 %45 i PHY mode i,: Wi-Fi Pzt

o BRANESLT, ESP32 #4517 PHY mode & 802.11bgn Bizt:
3.2.18 AT+CIPSTAMAC: #rify/vx ¥ ESP32 Station 1Y) MAC Hihl:
iy

Dytig:
7 ESP32 Station ] MAC Hihik

[

AT+CIPSTAMAC?

Wi i ¢
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+CIPSTAMAC:<mac>
OK

P

CEL A

Yitig:
$¢E ESP32 Station [ MAC il

O e
iy

’AT+CIPSTAMAC:<maC> ‘

W 3% ¢

o <mac>: FAFEESH, 8 ESP32 Station |1 MAC #idik

L]
* #FAT+SYSSTORE=1, Wi WHCRHALEE] NVS 40X
« ESP32 Station 1) MAC Hb3il- 5 ESP32 Ethernet £l ESP32 SoftAP AJa], Ak — &4 8 AL MAC
ok
o MAC #ihiki) Bit 0 AGEA 1, i, MAC Hutkn] A “lac-7, (HARRPLZE “15:-7
« FF:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & JCRHbHE, AREBE
il

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.19 AT+CIPAPMAC: #if)/i ¥ ESP32 SoftAP [¥] MAC Hihl:
iy

Yriie:
751/ ESP32 SoftAP 1 MAC Hbht

AT+CIPAPMAC?

W i :

+CIPAPMAC: <mac>
OK
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B

&F

Yriie:
¥ H ESP32 SoftAP 1) MAC Hbht

O e
iy

’AT+CIPAPMAC:<maC>

Wi i :

[ox

BH

o <mac>: FHFEBEL, 37 ESP32 SoftAP [f) MAC Hitht

B

F=AT+SYSSTORE=1, Tl & W MU RA7E] NVS 40X

ESP32 SoftAP ) MAC Hiil 5 ESP32 Station {1 ESP32 Ethernet AS[a], A3k — % B FAEH MAC
Hohl

o MAC #iihik1#) Bit 0 AR 1, i, MAC itk a] AR “18:-+7, (HAFDAE “15:+7
 FF:FF:FF:FF:FF:FF H1 00:00:00:00:00:00 2 o3k bl , AREiXE

Bl

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.20 AT+CIPSTA: #xify/i E ESP32 Station [1) IP Hukl:
iy

Dyie:
21 ESP32 Station [ IP Hiik

zs

AT+CIPSTA?

W )i *

+CIPSTA:ip:<"ip">
+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK
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B

&F

Yriie:
¥ H ESP32 Station [f] IPv4 Hhik

O e
iy

’AT+CIPSTA:<"ip">[,<"gateway">,<"netmask">]

Wi i :

[ox

BH

o < ip” >: RS, Fn ESP32 station 1) IPv4 ik
o < gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32 station [t IPv6 il

]

o [l G, U2 ESP32 station A AP BUE L B #ES IP HUNEIS, A REAIAE B R IP
dik:
* HAT+SYSSTORE=1, FLEEUHRIRIEE] NVS 731X
» AULEAS 5 UCE DHCP By S EEIE, ANAT+CWDHCP
— F/E ERAS Pv4 Hbdik, N)4E ] DHCP
- %) i} DHCP, JUIZE s TPv4 Hiuhik
- A —RECE SRS IR E

2N

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: ily/i s ESP32 SoftAP [¥) IP Mkl
Ay

Driie:
#51f] ESP32 SoftAP [ IP Hihit

AT+CIPAP?

W % <

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK
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B

&F

Yriie:
¥ H ESP32 SoftAP [] IPv4 Hihit

O e
iy

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">] ‘

Wi i :

[ox |

BH

o <V ip” >: FAFESEL, FE/8 ESP32 SoftAP [ IPv4 Mtk
o < gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32 SoftAP [ IPv6 Hitil

]

o RPEEGASOGE T IPv4 M4, N8 T IPv6 4%

o EAT+SYSSTORE=1, Wit & W HCEHEAES] NVS 43X

o ARE A5 E DHCP [Way S HH EE 0, WAT+CWDHCP
- ZEH#AS IPv4 Mk, 145 A DHCP
- #7531l DHCP, 2% ] IPv4 btk
- BE RS S ERE E— IR

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: J| 3 SmartConfig
AT

ik
JF 3 ESP-TOUCH+AIrKiss 3 2k

DN .
"Il/?\‘

AT+CWSTARTSMART

-t

LA

i
FF 45 E 2584 1) SmartConfig

O e
“ﬂ/?'

AT+CWSTARTSMART=<type>[, <auth floor>][,<"esptouch v2 key">]
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Wi 3% ¢
OK
* <type>: A
- 1: ESP-TOUCH
— 2: AirKiss

— 3: ESP-TOUCH+AIrKiss
— 4. ESP-TOUCH v2
« <auth floor>: Wi-Fi JJEEI ), ESP-AT A2 85 authmode 5 T I {E Y AP
— 0: OPEN (ZkiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
- ¥ esptouch v2 key” >: ESP-TOUCH v2 [fE%fMH, T TE% Wi-Fi S8 E 2 . KEN
R 16 FY

I
N AW =

B

o WA % SmartConfig [H{5 5., #5%% ESP-TOUCH {#i [ $5¥5 ;
* SmartConfig {¥ 37 £57£ ESP32 Station #5= N # H 5
e J4H Smart get Wi-Fi info 7~ SmartConfig WEI3REZE] AP {58, 22 J5 ESP32 24iiE#: AP;
(;é]u +SCRD:<length>, <rvd data> 378 ESP-Touch v2 B3R ELR| B & X8
e J§H Smartconfig connected Wi-Fi F/RINIEES] AP;
A >4 ESP32 % £ 75 Z 4% SmartConfig Fit I 45 5 [F] 25 25 F#lum, Jr DA AEJH B, Smartconfig
connected Wi-Fi #j)5HEiRE T 6 %’l‘ﬁﬂﬂﬂAT+CWSTOPSMART
o T[1E ] AT+ CWSTOPSMART 1% 1I- SmartConfig, &G F-PUTHM A2 . HR, 7F SmartConfig 13 f&H
W RATHAB AT L

Bl

AT+CWMODE=1
AT+CWSTARTSMART

3.2.23 AT+CWSTOPSMART: {5l SmartConfig
AT %

A

’AT+CWSTOPSMART

Wi i ¢

’OK
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e

* Joit SmartConfig I 515, #HAEAEAT H M iy &2 B8 ] AT+ CWSTOPSMART #%ji SmartConfig (5
iliolapes

Bl

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: k¥ WPS Jjiig

LA

-t

=

A

’ AT+WPS=<enable>[, <auth floor>]

¢ <enable>:
- 1: 73 PBC k%) WPS
— 0: 3¢5 PBC 28U [¥) WPS

« <auth floor>: Wi-Fi A\ JFB [J{E, ESP-AT A £xi%3: 3| authmode &T It FU(E 1 AP
- 0: OPEN (#ki\)

: WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

|
NN R W =

st

* WPS Iy, /i1E ESP32 Station i F1% 5L 4 1
* WPS K3z WEP Jina X

il

AT+CWMODE=1
AT+WPS=1
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3.2.25 AT+MDNS: ¥ mDNS JjiE

v

H

N

B

¥

A

=

’AT+MDNS:<enable>[,<hostname>,<service_name>,<port>]

W i <

¢ <enable>:
- 1: Jj5 mDNS Hjfg, J5:2FHEIHE
- 0: X4 mDNS Difg, L2 MNFTIHES
» <hostname>: mDNS FHL4Fx
o <service_name>: mDNS JR 444 F5
* <port>: mDNS i [

2N

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0

3.2.26 AT+CWJEAP: ¥Ed: WPA2 2 ifi AP
RIS

yfik:
2rifi] ESP32 station i A R4V AP AL E A

P
iy

AT+CWJEAP?

Wi i ¢

+CWJEAP :<ssid>, <method>, <identity>, <username>, <password>, <security>

HEREE] H brdbll i AP

A .
"ﬂé?'

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W i <
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OK

o

+CWJEAP : Timeout
ERROR

BH

o <ssid>: iR AP 1) SSID

— 03 SSID EU I AL, o L \\ SRR TR, T
o <method>: WPA2 VA GE 7=

— 0: EAP-TLS

— 1: EAP-PEAP

— 2: EAP-TTLS
o <identity>: P 1 98, FAFERIRGIN 1~ 32

o <username>: WWE: 2 WU 44, J0EEl: 1~32 577, EAP-PEAP, EAP-TTLS Fifi LGN E

KM, EAP-TLS &k R EASH

o <password>: [f1 B¢ 2 %515, M 1~3259Y, EAP-PEAP, EAP-TTLS BiffAIE T R FE K EAR

24, EAP-TLS X LFH R EASH
e <security>:
- Bit0: & FugikEfs
- Bitl: JR&5#iE4S
* [<jeap_timeout>]: AT+CWJEAP iy SR, BA00: &P, BRIME: 15, FEHE: [3,600]

il

// B E EAP-TLS WEF AW A UM AP, REX G, RIEMSBIES, WREP B P
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ¥ ¥ %F EAP-PEAP JAIE ¥ R H 4 b Mo
AP, REEMH. AP 4. B4, ARIERSFEEFH, FAoHEPFHITH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "test11",0

G E

WPA2 ViR RIS PA ERR CODE : 0x<%08x> #&zUFT HI:
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011

TTT4kER
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R1-ZIW
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

|

o FFAT+SYSSTORE=1, Fil'E W SCRHRAFE] NVS 43X

* (A2 FF IS Station

o ] TLS AUE7 X 75 M RER P15
3.2.27 AT+CWHOSTNAME: #rify/i ¥ ESP32 Station 1) 3 L4k
i 4

Dyie:
#¥ifi) ESP32 Station [ £ FR

e

AT+CWHOSTNAME?

Wi % ¢

+CWHOSTNAME : <hostname>

OK

BeEmA

Dy

5 & ESP32 Station [ 1 H14 i
A

AT+CWHOSTNAME=<hostname>

Wi i ¢
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’OK

Fr1%HF)5 Station A, NI [A] -

’ERROR

» <hostname>: ESP32 Station Y =ML R, ARKE: 3254

i
o Jit B HEMONEAE) flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #if)/i ¥ Wi-Fi [H5 10
Ay

i
#if] Wi-Fi [ 540

P
"ﬂé?‘

AT+CWCOUNTRY?

W i <

+CWCOUNTRY : <country_policy>,<country_code>,<start_channel>, <total_channel_count>

OK

BE A

yiie:
B Wi-Fi [H5

A\ .
“ﬂ<>'

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count>

W i :

[ox
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Bl

2N

<country_policy>:
— 0: FFEZ ARG CH ESP32 A AN AP [ [E A0
- I N EZRR, BRI ARG BEE R E R AR
<country_code>: [EZMMY, HARKE: 3 MFAF, KEEZRNALTES 1SO 3166-1 alpha-2 frifE.
<start_channel>: 155548, Jo: [1,14]
<total_channel_count>: {518 a4

PV IIE 2% : Wi-Fi 5 /X A,
We B A PRAEE)] flash

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3

TCP/IP AT W7 %

N5

AT+CIPV6: J2 /%5 H TIPv6 M %% (IPv6)

AT+CIPSTATE : #¥if) TCP/UDP/SSL % #:15 B,

AT+CIPSTATUS (-7 ): #%if] TCP/UDP/SSL R ASFIE
AT+CIPDOMAIN : 354 f#HT

AT+CIPSTART : %57, TCP #%4% . UDP {& 45 SSL 1443
AT+CIPSTARTEX : 7~ B #1401 ID 11 TCP #%:4%. UDP &4 8 SSL %4
[ME A B AEAE X +++: B HIEAR X

AT+SAVETRANSLINK : 5% Wi-Fi FHLiE #4X S8
AT+CIPSEND: F£-5 8 5 2 X, 3 Wi-Fi i X T iR
AT+CIPSENDL: FE-§idi 5442 X, N AT Ak K5
AT+CIPSENDLCFG: % & AT+CIPSENDL 541 J@ Mk
AT+CIPSENDEX : FE-&-i@ 42 X R A Rn X kS 58
AT+CIPCLOSE: 4 TCP/UDP/SSL %1%

AT+CIFSR: £¥if] 7t TP #idik A1 MAC Hbhl

AT+CIPMUX = J& /%5l 2 1 H8EX

AT+CIPSERVER: 57/ TCP 5, SSL IR 45 #%
AT+CIPSERVERMAXCONN : 25 if)/1% B Ik 55 7% Fu VT8 7 i R IE R
AT+CIPMODE: i)/ AL ki

AT+CIPSTO: i/ B AN TCP R 4575k B i [A]
AT+CIPSNTPCFG : ZFif/ 15 B X 1 SNTP R 558
AT+CIPSNTPTIME : #5if] SNTP H ]

AT+CIPSNTPINTV : 514/ & SNTP Hif[7] [|) 25 174 8]
AT+CIPFWVER: #ifiiR554s C A1) AT 1A
AT+CIUPDATE: &t Wi-Fi T14% [#{4:

AT+CIPDINFO: %% +IPD 5,83

AT+CIPSSLCCONF : #5if)/i% & SSL % P i fic &

AT+CIPSSLCCN : Zrifi)/i5 & SSL %% i i /A il 44 (common name)
AT+CIPSSLCSNI : #5if)/i% & SSL % Fuifi () SNI
AT+CIPSSLCALPN : #%if)/i% & SSL 7 fi ALPN
AT+CIPSSLCPSK : #%if)/% & SSL % Fii 1) PSK
AT+CIPRECONNINTV : Z¥if)/1% & Wi-Fi i% 1545 X, iy TCP/UDP/SSL & % [a] 5
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» AT+CIPRECVMODE: #5if/i% B &R,
* AT+CIPRECVDATA: REUHE iz o= () & 5
o AT+CIPRECVLEN : i shizfioiriz s B8 PR K

o AT+PING: ping %} E#HL

o AT+CIPDNS: #%if)/i% & DNS JIk 452315 B
o AT+CIPTCPOPT : A¥ifi/i% B AR F kI

331 ¥

T BRIARY AT (S RUCT R ROPTA AT @4, RGBS ESP32 BUASHF @4, 7 174
3% ESP-AT 142, {e8F SR TR HER (FHaTURM, MR )

o 251 OTA 174 (AT+CIUPDATE ., AT+CIPFWVER): Component config->AT->AT OTA command

support

o #2H PING 5% (AT+PING): Component config->AT->AT ping command support
« #5 TCPIP g% (A7, —HAEM, B TCP/IP THREFFICIEME , AFR2 AT IxX 88 AT iy
éﬁi Component config->AT->AT net command support

3.3.2 AT+CIPV6: i3 HI/ZEH 1IPv6 %% (IPv6)

A

i

i) IPV6 W 452 75 i fE

DN .
"ﬂé’\‘

AT+CIPV6?

Wi

+CIPV6:<enable>

JE /AR TPv6 (2%

A,
"ﬂé’\'

’AT+CIPV6:<enable>

Wi i ¢

o <enable>: IPv6 & (HFEAR . BRIME: O

— 0: 22/ IPv6 M 2%
- 1: 2 IPv6 2%
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e

o FEflE M B T IPve W %%y LR WM AT, & R o E A IPve 4. (B do: 5k
F IPv6 [® % ffi Ji] TCP/UDP/SSL/PING/DNS, i F% % TCP6/UDP6/SSL6/PING6/DNS6 &
TCPv6/UDPv6/SSLv6/PINGV6/DNSV6)

3.3.3 AT+CIPSTATE: #tify TCP/UDP/SSL ¥EH:E B

AT+CIPSTATE?

W
SRR, AT

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

UPA LR, AT &0

OK

* <link ID>: MZ1EH ID (0~ 4), HT 28N
o < type” > TSR, FoREHZEA” TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEFHESEL, Fnutng IPv4 Hihlkak IPve Hihil
* <remote port>: Tl I {E
* <local port>: ESP32 Z#bi [1{H
* <tetype>:
— 0: ESP32 a5 VE N2 i
— 1: ESP32 I VE MR S5 2%

3.3.4 AT+CIPSTATUS (5itlfl): #¢ify TCP/UDP/SSL ¥R EME B

o

uiT e

e

AT+CIPSTATUS

Wi i ¢

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>
OK

o <stat>: ESP32 station 3% 1R
— 0: ESP32 station AR W IR TS
— 1: ESP32 station A EHIIRALIRES, (HIRKTF4E Wi-Fi 4%
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2: ESP32 station L4 AP, 3815 IP it
3: ESP32 station £, 7457, TCP., UDP &} SSL {&#y
4: ESP32 %45 F77G 1) TCP, UDP #11 SSL W IF
5: ESP32 station JFi&4d Wi-Fi 82, {H¥AKIER: I AP 5 AP kT
* <link ID>: 28R ID (0 ~4), HITZ RO
o < type” >: FRESE, FoRfEHmZEEL:” TCP”,” UDP”,” SSL”.” TCPv6”.” UDPv6” &} “SSLv6”
o <” remote IP” >: FEHESE, Fnutng IPv4 Hihikak IPve Hihl
* <remote port>: Wil K {H
* <local port>: ESP32 i {5
* <tetype>:
— 0: ESP32 B/ & i
— 1: ESP32 5 MR 5%

]

o AU F AT+ CWSTATE #5525 Wi-Fi IR %S, i FlAT+CIPSTATE 4 #5if) TCP/UDP/SSL IR 7.

3.3.5 AT+CIPDOMAIN: I #4f@Mr

v

7

N

H

¥

[y

o
%

=l

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W i <

+CIPDOMAIN:<"IP address">

OK

ZH

e <” domain name” >: FHEHTIYIE A

e <ip network>: % IP (4%, ERIAME: 1
— 1: MR IPv4 Hotik
_ 2 DAY IPv4 ikt
- 3: H@TA IPv6 Mtk

o <” IP address” >: [T IP Mkl

il

AT+CWMODE=1 // &% ®E station H# R
AT+CWJAP="SSID", "password" /] EENE
AT+CIPDOMAIN="iot.espressif.cn" VRS- %

/1 BT, R A IPv4 M

AT+CIPDOMAIN="iot.espressif.cn",2

/1 BB, R A IPve M

AT+CIPDOMAIN="ipv6.test—-ipv6.com", 3

/1 BB, BERBATH IPvA Hdt

AT+CIPDOMAIN="ds.test—-ipv6.com", 1
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3.3.6 AT+CIPSTART: 4ty TCP ¥if:. UDP sk SSL ¥EH;

v

Y. TCP Hif)

=

// % F (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—"local IP">]

L)V
FRPERARR, Rl

CONNECT

OK

SRR, R

<link ID>,CONNECT

OK

o <link ID>: W %i%E8: ID (0~4), HTZEENEL. ZSEGEERHT menuconfig FHHA
BRI, — A2 AT PR E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A2 LWIP
AR BCE T LWIP_MAX_SOCKETS , ERINEH 10, EEUGZSEERE, EFHEZE il & I
AT_SOCKET_MAX_CONN_NUM F{{EH- I ARZEA KT LWIP_MAX_SOCKETS MfH. (&% %iF
ESP-AT 42 SRWEZAEH..)

o <V type” >: FRFERSEL, FIRMLIEREM,” TCP” 1 “TCPv6”., ERIAME:” TCP”

* <” remote host” >: FRFHRSEL, Fonutim [Pv4 Huhk. IPv6 Huhl, 544 . flh 64 75,

* <remote port>: T F{H

+ <keep_alive>: [l &) SO_KEEPALIVE %I (Z%: SO_KEEPALIVE /144), Bfi: b,

. JEE: [0.7200].
— 0: Z%Jf] keep-alive ZHHE; (BRIA)
— 1~7200: FFf2 keep-alive Hifit. TCP_KEEPIDLE {f}y <keep_alive>, TCP_KEEPINTVL {i}
1, TCP_KEEPCNT {fi ¥ 3.
o REFAHH] <keep_alive> B4 5AT+CIPTCPOPT 54 HH] <keep_alive> ZHHHF, mA&
HE B AT T E . WGBTS A E <keep_alive> 4, MBGAMH] ERBCEHE.

o <" local IP” >: JERHLEKAH] IPv4 Hudik ol IPv6 Mtk , %S A A i £ N 45432 LIS R AR b 22 TP
HohER AR . B, ARG, EATIRE, SEEARIE

B
o WERGEAEET IPv6 W28 —A> TCP #8E, HHATLA T4

- Wt AP 37 IPv6
- WHEAT+CIPV6=1
— WIFAT+CWIAP 64 3KEUE]—4> TPv6 Hbhik
— (H[%k) WAT+CIPSTA? x5 62 ESP32 2453k B E] IPv6 Hudik

ZN ]
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AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80

AT+CIPSTART="TCPv6", "fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at O i it AT+CWJAP # B Z| IPve 4 B Hh i
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004", 80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

3y, UDP {44

peEmYy mA

// ¥ % (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<local port>,<mode>,<"local IP
(*}">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<local port>, <mode>, <
—"local IP">]

Wi ¢
PR, &
CONNECT

OK

ZHEREUT, R

<link ID>,CONNECT

OK

¢ <link ID>: %1% ID (0~ 4), HTZHEENERL
o <" type” >: FAFERSH, FRMLERA” UDP” ok “UDPv6”. ERIA{E:” TCP”
o <” remote host” >: FIFE SR, FRimus IPv4 Motk IPve Hihl, il . Kol 64 75,
e <remote port>: Jiifiii I {E
* <local port>: ESP32 %4511 UDP i 1{H
« <mode>: 7¢ UDP Wi-Fi BT, ABHIHLAIL N 0
_ 0 $EICE| UDP B, RHC i UDP AL (Bhik)
— 1 AR R B ST AG BB (R A X i UDP g ey, w02 iy UDP Hidik A5 58 AR it
WA 1P Huhk A O
— 2: F R F) UDP B4t HEek2s %t UDP bk (5 5 K & 2R 500 15 4 1 TP ikl Fiss 11
o <” local IP” >: FEH4EEHAHL IPv4 Hitl 5% IPv6 Hihl, %S 8TE At £ W 46 4% 11 B R A Hi %2 TP
HohbEEEA R . BIAHEEH, ARG, FafTE, SEWAERIE

i
o 115 UDP #4452 H i TP #ihik 2 IPv4 4145 HbAE (224.0.0.0 ~ 239.255.255.255), BSP32 %456 4 1%
FzI UDPv4 2H4%

o QN5 UDP i )k i 1P Hohit 2 TPv4 ) & ik (255.255.255.255), ESP32 445 & ik Fl 2 Uk
UDPv4 | %
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e i B UDP i ¥ by ik oug IP ML Wk 2 IPve 4H # M kb (FF00:0:0:0:0:0:0.0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32 X #5 ¥ & T IPv6 W 4%, & & A1 42 IR
UDP H#%

* EHSH <mode> B, FHRWESH <local port>

o WERGEAEELT IPv6 W28 3E N —> UDP i, i HhATRA T #R4%:

— iRk AP (¥ IPv6

- WHEAT+CIPV6=1

— JITAT+CWIAP A 23R B —A> TPv6 Hihl:

— (A1) i@ITAT+CIPSTA? 1y A K52 ESP32 J2 75 # B F| IPv6 Hiuhilk

o QSRR KT 1460 Y UDP U, 4§ A 74 % ESP-AT 142, JESH I E TR
&$E: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 H #%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #F Ipve W % # upp H #
AT+CIPSTART="UDPv6", "fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£f37f:bb03:5d9%p™"

// #F Ipve W% # uppP % #
AT+CIPSTART="UDPv6","FF02::FC",1000,1002,0

Wty SSL YE$%

BEas

// B (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">]

// % H ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local.
—IP">]

My i :

WA, 1R
CONNECT

OK

ZHHRGCT, R

<link ID>, CONNECT

OK

* <link ID>: 2% ID (0 ~4), HITZ RO

o <7 type” >: FEFEESRL, FoRMGIEREAL,” SSL” B “SSLv6”. BRINH:” TCP”

e <” remote host” >: FFERSH, Fonmiy IPv4 Hidik. IPve #hlik, siikss . &Kok 64 F35.

* <remote port>: T I {E

o <keep_alive>: [il BEFER:FM) SO_KEEPALIVE %I (&% : SO_KEEPALIVE t4), Pfi: .

 JGHl: [0,7200],
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- 0: 221 keep-alive ZhfE; (BRN)
— 1~7200: JFJ keep-alive Hjfig. TCP_KEEPIDLE 4}y <keep_alive>, TCP_KEEPINTVL {&)y
1, TCP_KEEPCNT {4} 3.
o AR <keep_alive> B HAT+CIPTCPOPT 4 H1 1 <keep_alive> ZEMH[E], %
R E N OUE . RBITARM O AN BREE <keep_alive> 4, NIERIAM A LR FCE HO1E .

o < local IP” >: FEPEYLE (AL IPv4 Hbdik 5 IPv6 Hihl, %S 50E AR M £ W 4% 332 LRI AR Hb %2 TP
HhERERE A . BUCHEEN, RN, FFAfTRE, SECPARUE

B
o SSL ST W] H AT R B I R
* SSL iE#TH KRN, WAEASEXSERGES
« WS AT+CIPSTART fipd&dt T SSL 4, HAR NS G IR 10 &b, D] EE i b ] 2548
BEK, BT R TR a4
o WRGEARE T IPVO P28 7 — A~ SSL 4%, T T DA F#AE:
— T AP % #¢ TPv6
— B EAT+CIPV6=1
— JHFAT+CWIAP 6y 23K ELE]—~ IPv6 Ak
— (WA[3k) @t AT+CIPSTA? Gy A¥4F ESP32 275 k] IPv6 Hitik

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at B @ i AT+CWJIAP ¥ B | IPve 4 & # it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d", 1000, ,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: & [18h401d ID [ TCP ¥E4:. UDP {440k SSL 4%
Afi A5 AT+CIPSTART #1S), RIEEFET: LB T AT+CIPMUX=]) TEETFsh 0 ID, A%
£ BN B A I ID.

338 [MUEMBHEA] +++: B BB

FEak AT A

itk
BB FAERX, FEAGESEX

Command:

/) XE R B R

+++

Bl
o WRRRIA TR S ZAEI + F4F (RP ASCIL RS : 0x2b), [AlHfir 4452 1A CR-LF F4F
o WEREE—A + PRI A 20 ms I ) [E] R A BCA AL, = + TS 2047 20 ms IRf[E][R]
B B HbE A=A + FAFZ A 24 20 ms FE][E]FE A 30 AR . B, + FARFS8Y
o AFFFIRIAT iy B i [0l 5
s WHEDERE LT & AT @
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3.3.9 AT+CIPSEND: 1% il & ke ek Wi-Fi Z B ks Bl

B

fie:

AR T, 0 KRR T R MO KK T 8192 5745, WA+ CIPSENDL
oKk

e

// ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP % #y 7 45 & *t 35 £ AL Ao H
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W 3% <

OK

>

IR 2R AT EE R R AT R ERHEST A AR, 24 AT Bl 2 i i KA F] <length>
Ja, BRI

AN AL T OB A s EE BT, R[]

’ERROR

WR BT BRI A A CRREERC 40X B %) , & W

’SEND OK

P4
i
BEA Wi-Fi i £ 42X

[

AT+CIPSEND

Wi i ¢

OK
>

£

ERROR

PEA Wi-Fi i 42 X, ESP32 PR I KR 8192 7Y, e K Acak 2920 74y AR 2 i et I 2
RTEET 2920 7797, Bl r Bl s 2920 55— 4RI T A0E , B W55 R 20 22 PPl fplicE
MR T4 T 2920 A5 AR 6 Bl (ST DAEAT AT+ TRANSINTVL i B BE IR ) 24 %0 A Bl —
B+t W, GBI EEAEX T REEE R, 3R AR LT & AT

A A WA IAETIT IRk A2 X DAL B . %74 Wi-Fi UDP %1%, AT+CIPSTART iy 41 250
<mode> WK E N 0,
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BH

¢ <link ID>: [Z51E4 ID (0~ 4), T2 HEERTE D

s <length>: BT, HAR(E: 8192 Fy

* <” remote host” >: UDP &4 n] DAFSE ST 4L : IPv4 Hudik. IPv6 Hudil, Bidai44
* <remote port>: UDP %] DAF5 & X v virg 11

Bt
o WA ABEIAT+CIPTCPOPT iy K 34~ TCP ML E A e P i . il BEHE <so_sndtimeo> 2y

5000, W TCP AR EBAERTE S FNIRMIZER, TR L2 R . XA MCU 2515 AT i
[ 52 4 P 1]

3.3.10 AT+CIPSENDL: i ilift i PIFirkis K&

ML

e
i

[y

=)

5 E_l@ eew

AT, SRERE, AT AR (AT iy &b LR SCRERA AT 06 5 K8 Bl 2 94T ) -
PAGE I AT+CIPSENDLCFG fiy S TLEA R iy %o ARG Sk R K /N T 8192 7775, fstiml A

L
fasm
{#i F§ AT+CIPSEND 14 % 3%
A

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 & & * 3% £ AL e H
AT+CIPSENDL=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi % ¢

OK

>

LLHI']F“ PR AT PEAZIEARX, H HEE A AT o DR, BURHERT DA AR, —H AT
i3 H B, B S PUAEIRZ T, BaREsIT .

ﬁﬂ%ﬁé%u EITR, RAXMRIEAT+CIPSENDLCFG FLE AR B

’+CIPSENDL:<had sent len>,<port recv len>

WAL R+ ++ PG, RERME:

’SEND CANCELLED

IR IR BApoEE R L, RERARN:

’SEND FAIL

R BT B s A AR CR AR C 2R X ), R R AR :

’SEND OK

|

BRI, G LA +++ ar S BUH e, AN ESP32 i S NAEAR X GBI . B, AT fir 4 i
H&— B, BREEER <length> KREHIRG, 4 SBHAIERX.
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o <link ID>: MZEH ID (0~4), HTZHEEMTEO

o <length>: Bl K, wokff: 23 -1 54

o <” remote host” >: UDP {£&in] DAFE E ST AL 1Pv4 Hihl . IPv6 Hihl, B4
» <remote port>: UDP (&5 PATE & Xt i e 11

* <had sent len>: {3 & F| IS )2 WSRO B 2

* <port recv len>: AT fiy%-3ify SO A IcHE B K BE

o B UART 4%, 0, A0 UART $IGHBER T M 28 Sl s EEI, K& B E 2k

o W] DM AT+CIPTCPOPT 543 aiA~ TCP Bl B B0k . Bl : % E <so_sndtimeo> “A
5000, W TCP Aik#RfEAE S FNIRIMIZER, TEiE M@ kM. XA DAY MCU 451 AT i
[ 52 P S TE]

3.3.11 AT+CIPSENDLCFG: ¥ AT+CIPSENDL iy A 11 J@ Pk
iy

Ytig:
i AT+CIPSENDL iy 4 il &

zs

AT+CIPSENDLCEG?

Wi i3 ¢

+CIPSENDLCFG:<report size>,<transmit size>

OK

Has

&F

Yriie:
W HAT+CIPSENDL fiv 4 Wi &

e

’AT+CIPSENDLCFG:<report size>[,<transmit size>]

W

« <report size>: AT+CIPSENDL iy 4R F/N. BRIME: 1024, JEF: [100,2 207, @ildn: &5
<report size>{H} 100, WJAT+CIPSENDL 45 ) <had sent len> FIRJFHN (100,
200, 300, 400, - - ). #JEHY <had sent len> FAR{EMJEET LB & MBI E .

* <transmit size>: AT+CIPSENDL iy % F LA/, BAaa T HdE LAk EdREo . B
ME: 2920, JEl: [100,2920]. NSRBI FEPE KR TS5 T <transmit size>, ¥dfessrHp
s AHE <transmit size> FAT MBI T RIE, HIMSSER 20 Z R SF R AR KT
T <transmit size> FATFEEEPE (E0] DAEITAT+TRANSINTVL £y 4Bt B ICIAIFE ) -

Espressif Systems 81 Release v2.3.0.0-esp32c3-615-g7f3a78bdbd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 3. AT Ay d4E

i}
o T ARIEE/IMEXT SRR R R i, R E R /MY <transmit size>. W
1 AT+CIPTCPOPT €34 & TCP_NODELAY J&.,
o XMTHFMERKIRE, HEREERAKW <transmit size>, WIEFEEREFEL4FTIZ 5 ESP-AT 5
vt 14 A8,

3.3.12 AT+CIPSENDEX: {i# il &b 2R 9™ ity )i X% ik Bt

fir &

RE
g

=y

4y

ek .
HE *

@A T, IEE KBRS, B8 M FAFER \ 0 (0xSc, 0x30 ASCI) fil ¥t A%

H o
v i

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP 8 W 35 & %t 3% IP H ik Frng o
AT+CIPSENDEX=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i <

OK

>

EaRm R R AT CHE R AR, BT DR AR E KRR, 24 AT 30 B K i
#| <length> JFBdlth Bl \O FAFIE, Blitemirin.

LB SEMVALR TR CiH Eg g TP AL

’ERROR

AR A B A OB C 2GR B0 i), R[]

’SEND OK

S

* <link ID>: %5154 ID (0~ 4), HTZHEENENR

* <length>: HHEK A, fHARME: 8192 FA7

* <” remote host” >: UDP £ n] DAFS & X i EAL: IPv4 bk, TPv6 Huhk, miisiss
» <remote port>: UDP &%y ] PAE & Xt i g 11

it

o BRI L BORES, BUBE T L\ O AT (0x5c, 0x30 ASCID), ¥dEfLiIris, RgtiRE
WE R, SR & AT s

o WRFHEHAE \<any>, WEEMRHFL, REH <any> 75

o IR RIE N0, X \\0

o TN DA FHAT+CIPTCPOPT fiy % 3K M43/~ TCP HERE R B B 71k . Bilin: B <so_sndtimeo>
5000, W TCP Ak #AESAE 5 BPNIRMISER, LI MINIR 2R . X A4 MCU 4545 AT 14
[1] 5 R B ]
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3.3.13 AT+CIPCLOSE: X:[4] TCP/UDP/SSL 44
BEmA

Jyiig:
KM Z AR ) TCP/UDP/SSL 4%

s

AT+CIPCLOSE=<link ID>

L)V

<link ID>,CLOSED

OK

Parr %

Jyiig:
KM ISR ) TCP/UDP/SSL 3 4%

AT+CIPCLOSE

W i ¢

CLOSED

OK

o <link ID>: FXMRIMZETER: ID, WIRBY S, MFTR K PTA %

3.3.14 AT+CIFSR: #rifyAHs IP Huhkfil MAC Huhl

AT 4

=l

4

AT+CIFSR

Wi i ©

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

Q)
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(£ L£50)

OK

BH

o <” APIP” >: ESP32 SoftAP f{] IPv4 Rkl

o <” APIPG6LL” >: ESP32 SoftAP [ IPv6 Zs b i 1tk
e <” APIP6GL” >: ESP32 SoftAP J IPv6 4= Jajtitik

e <” APMAC” >: ESP32 SoftAP ) MAC Hiht

e <” STAIP” >: ESP32 station [ IPv4 Hihl:

o <” STAIPG6LL” >: ESP32 station [/ IPv6 A< Hb4 % i il
* <” STAIP6GL” >: ESP32 station [ IPv6 4> )&l

e <” STAMAC” >: ESP32 station /) MAC #iihh

e <” ETHIP” >: ESP32 ethernet [1) IPv4 Hihil:

o <” ETHIP6LL” >: ESP32 ethernet [ IPv6 74 i ot
o <” ETHIP6GL” >: ESP32 ethernet Y] IPv6 4= /it

e <” ETHMAC” >: ESP32 ethernet [{] MAC #iihl

B

o JUA 4 ESP32 W RIEI AR NG B 5, A R E E Y IP MUkl MAC Huti

3.3.15 AT+CIPMUX: EUH/ZEH 2R

it &

i
AR

P
"ﬂ4>‘

AT+CIPMUX?

W i <

+CIPMUX: <mode>
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B
o <mode>: JEFFA, BHUAME: O
- 0: FLEHE
- 1. ZER

Bl
o JUB BB TS I A 0] SO e X

o AFE 1R X (AT+CIPMODE=0), A REBE NZ HEH
o QRAESL T TCP/SSL e d5 i, RV BEERE , WK IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #r /5[] TCP 5% SSL 5525
A ity 2

itk
rif) TCP/SSL fi45 # k3

"ﬂ€>°

AT+CIPSERVER?

W i <

+CIPSERVER:<mode> [, <port>, <"type">] [, <CA enable>]

OK

>

¥

XF

W
4

=l

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>]

] o <
[ox
B8
e <mode>:
- 0: XHIRSS 2R
- 1 B RS

e <param2>: %[ <mode> AN[|, MMSEEE A :

o QI <mode> & 1, <param2> fiFKiug 5. BRIAAE: 333

o WA <mode> & 0, <param2> FEMSFSHEE KAITA R . BIME: 0
- 0: XS ARG R iniEs
= 1t KPIRRSS gt XA TG
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o <” type” >: REEFZEA:” TCP”,” TCPv6”,” SSL”, & “SSLv6” . BRIA(H:” TCP”
¢ <CA enable>:

- 0: AR CA AR

- 1: i} CAAIIE

B

o ZIEIENT (AT+CIPMUX=1), A REHEIRS 2%

o BIEIRSS A G, BENI RS wIET, e R e — RS

 MHEFmEA, 2HEH—ERE D,

o QUREARELT IPv6 W 2548 —A> TCP/SSL R 5548, & B e EAT+CIPV6=1, F3RHL—> IPv6 b
ik,

o KRS A SEL <"type"> fil <CA enable> W%,

Bl

// B TCP M & B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B SSL & B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// BT IPve W%, A& ssL R4 &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLv6", 0

/1 R BOFE R A BT R %

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: 7%/ BNk 55 2% ot v i b R Ve E 8%

i

ifig:

Frifi) TCP = SSL R4S S A 7 i e K24
i

AT+CIPSERVERMAXCONN?

Wi 3% ¢

+CIPSERVERMAXCONN: <num>
OK

v

N

R

&

ifig:
e'E TCP 5 SSL Ik 55+ o ifr 8 o7 i e K ek
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’AT+CIPSERVERMAXCONN:<num>

Wi % ¢

’OK

« <num>: TCP & SSL fIR 55 #% fo il i i i K EEHE, TEIE: [1,5]. WA S ooZ S 8000 b IR s
i, 55% AT+CIPSTART 435 <1ink ID> [HiA.

L]

o UNTRBE I KIEHEL (AT+CIPSERVERMAXCONN=<num>), W§7EAIEIRSS %8 2 A E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #ify/is 8 i

iy

i
e

.
"ﬂ/?\'

AT+CIPMODE?

Wi i ¢

+CIPMODE: <mode>
OK

)E’J

CEL A

Dyt
BRI

O e
iy

’AT+CIPMODE:<mode>

Wi i ¢

[ox
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55
e <mode>:
_ 0 AR
— 1: Wici i fARICRER., (LR TCP B | UDP [552IE (5. SSL BUERIH b
o

o Bl E TR E77E] flash,
« 7£ ESP32 kA Wi-Fi i X, 5, AT A DB ok 6 «

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 23 d if i [ia]
A ity 4

ik
TRif) A< H TCP/SSL R 45 2&HB I Al [a)

Py e
"ﬂ4>‘

AT+CIPSTO?

W 7

+CIPSTO:<time>
OK

Eas

&F

i
BCE A TCP/SSL iR 55 it i S 8]

Py -
iy s

’AT+CIPSTO:<time>

Wi i ¢

[ox

BH

o <time>: 7l TCP/SSL iR 55 anamtifia), B0i: £, HUEVER: [0,7200]
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e

%4 TCPISSL % Pl <t ime> R R S A BUBEINT, ESP32 [ 2 & UTFILIE S
« MREESH <time> N0, MEBAGE R A}, RABKRERE.

 FEBCEHIMTIN M5 PR S R (R o B R 5 PRI, S T
HETE IR TR e

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/i EntX I SNTP )R 55 2%

iy

=

A

AT+CIPSNTPCEFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]

o <enable>: & H SNTP R 455
— 1: % SNTP flR5545;
— 0: N SNTP fIR %545 .
* <timezone>: SZHFPATFPAIAE:
- B FEUTER [-12,14], BRI, @S PR AR (UTC) s kirid K2
Bt IX. (UTC-12:00 & UTC+14:00) ;
- H Mg uTe R E, UTC R ESEE TIRFFEMZ DEEE] UTC BE A fefs )4
HuRsHE], EE SR [+ -] [hhlmm, A0SR 24 MR IXAEAH] AL AVE, MR8, WnsRAEAR
1, WIPIEEL. /N (hh) Z0HE -12 2] 14 2 6], 2080 (mm) DAZ57E 0 2] 59 Z 6], fln, fnf
EAEIERT R BT 2B ISR, R UTC+12:45, MW <timezone> S E N
1245, BZFRIES% UTC il .
[<SNTP serverl>]: %i—{~ SNTP [R5#%.
[<SNTP server2>]: % -~ SNTP JR%5#%.
[<SNTP server3>]: %5 =/ SNTP J[R%#%§.
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e

o WHEMABERIEG L=/ SNTP R%#:5%0, MELA(H “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” Fl
“us.pool.ntp.org” Hz —,

o XFEMMS, EMA <timezone> ZHMRES IR E N <timezone> ZHA—FE. FHH
<timezone> ZH L FtE —Fp UTC A B, fFlaN: X B AT+CIPSNIPCFG=1, 015, HFA4
M, ESP-AT & ZBSHfIXSHHIT 0, Bl EME 15, NETHE Mg, FrRisiidss —
UTC fw#% A&, Wt uTc+00:15, W@ A it k2 0 i IX.

* BT SNTP &£ T UDP ¥k RN I 52, 448 ZAah), <530 ESP32 [} R] Joyk M i
m&. —H AT @4 i+ TIME_UPDATED , RFEWTRIE 2, M4 DA A R AT+CIPSNTPTIME?
A2 24 HIH A o

il

// fE£f SNTP M 4 %, RWEFENK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fEH# SNTP M4 %, R EX£ELA A HE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
Ed

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

/) fEH SNTP MR 4%, LEHWLH K £HE WY W K (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: 4&ifj SNTP B [i]

AT+CIPSNTPTIME?

Wi i ¢

+CIPSNTPTIME:<asctime style time>
OK

B
» 4 5% asctime ][ € X% I, asctime man page

« f£ ESP32 it A Light-sleep 5{ Deep-sleep & i Me [, 2 4t W) [a] n] G & A fE. B EH L
3£ AT+CIPSNTPCFG 54>, M NTP R4-24-BUH ] .

* SNTP FRIFE W IR [E] A TE RTC K3, BIMAERES CE R A) 5, MEASEK.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

Q)
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(£ L£50)

OK
9

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #ify/it ¥ SNTP b} [i] [5] 250 [a] P
Ay

e

AT+CIPSNTPINTV?

Wi i ¢

+CIPSNTPINTV:<interval second>

 <interval second>: SNTP Ff[a|[5]5 8] fF. BAN7: Fb. JEFE: [15,4294967].

|

o BCHE T INEIFEA R, R ESP32 2 A KA NTP [ 55 &k BORT 1 Ia] .

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) ENEEF — KR
AT+CIPSNTPINTV=3600

OK
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3.3.23 AT+CIPFWVER: #5523 A m AT BfEA

iy

Jyiig:
RIS E A1 ESP32 AT [ R4

s

AT+CIPFWVER?

W i ¢

+CIPFWVER:<"version">

OK

o <” version” >: ESP32 AT [&E{}fR 4«

Bl

o TEREFRZETIIA) OTA HUANE, 582U BB S A [ (A AR TH 20 o

3.3.24 AT+CIUPDATE: jfixk Wi-Fi J}8¢ 511

ESP-AT FEia 17N, i Wi-Fi A BS54 BR300 B 2R L0 X, AT T2 1

i A

itk
i) ESP32 £ I FHIUIRAS

"ﬂ4>°

’AT+CIUPDATE?

W

+CIPUPDATE:<state>

OK

Wit s

Ly :

TEFLZERAT @ 1d OTA THL R TCP il 55 i Lol A g [l

O e
iy

AT+CIUPDATE

W 7
HEH R E AL 2
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EmA

&F

Dyt
THEI S5 e A5 7 AR 114 ]

Py -
iy

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

W
I OTA 7EMSERE T s, SEI:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N e

OK

AR OTA Fe-{EFH 2T iy, R [m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DSw N

URAEH ZERTR OTA KN, iR [n:

+CIPUPDATE:<state>

ERROR

WERAEAR L ZERCUT OTA KIK, aR 9]

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

BH

¢ <ota mode>:
— 0: #@ 11 HTTP OTA;
— 1: 3@ HTTPS OTA, W53k, iM% . /build.py menuconfig>Component config
>AT > OTA based upon ssl 7 #ifE, 2= HiH L A% iF ESP-AT 142,
o <version>: AT i<, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <firmware name>: J| 2%/ [E{f, 4l ota. mgtt_ca. client_ca 8{H'E at_customize.csv
HEE XX
¢ <nonblocking>:
- 0: PHEERI ) OTA (AT, EF| OTA Ak R MG A W DA% AT /iy s ) ;
- 1: JEPHZERIR OTA (MELXF, FAYsEM)E (+CIPUPDATE4) 75 T3 #)5).
* <state>:
1 RIS
2 JE g B
3 T
4: SEMTITR
-1: JEPHZERIK T OTA R
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BE]
o TGO R T 4R DL

o QRIS ZMAESBOTH R, AT $5i&[9] ERROR, 1555 F— B[] FH .

o WSRERE A A SRS SRALE AT BIN, A6 4-Kf M Espressif Cloud Tk AT [E{FF+2% .

o ISR RS2 AAT4%M AT BIN, 15 475238 AT+CIUPDATE FOTA i fig 5§ 34 ] AT+ USEROTA
o} # AT+ WEBSERVER 54, T 5% ESP-AT T FLE {1 R %] FOTA.,

o BWIHH AT FfF)G, WHAT+RESTORE YR ] B E .

* OTA s AEAYHIN IR ]2 3 204

o JEPHZEML M K H % OK Fl +CIPUPDATE : <state> FEHi T b %A 4% B L _EWSERINT .
OK H[fEAE +CIPUPDATE : <state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z 5t .

o NEBOTHHENHIRAS
© W BH 4T 59, OTA 48 KEUE £ OTA 4.

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: ¥ +IPD {55 iE s

A .
"ﬂé’\'

AT+CIPDINFO?

Wi i ¢

+CIPDINFO:true
OK

5

+CIPDINFO: false
OK

v

BEmA

4

A

=

’AT+CIPDINFO:<mOde>

W i :

|ox
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S
e <mode>:
- 0: 7£ “+IPD” F1 “+CIPRECVDATA” JHE 1, AL IP HihkFim 0115 B
- 1: £ “4IPD” #1 “+CIPRECVDATA” ji§ 5, $EXTim IP Huhk Al 045 S
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #ify/ix ¥ SSL %% f i fic &
A4

Iriig:
A1) ESP32 F2 SSL % /i R e A L .7 5

P e
"ﬂé?‘

AT+CIPSSLCCONEF?

L)V

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

LA

=

=

A

// ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

W i <
OK
BH
* <link ID>: [{Z5 %4 ID (0 ~ max), TELERIHILT, HSEEBON max, WZRPrAER, &
SHBIMER 5.

¢ <auth_mode>:

- 0: NAUE, WBTHEEIEE <pki_number> fll <ca_number> H4;

— 1: ESP-AT #4It% FrimiiE bk 55 45 i CA JIE 13 R:58 ;

- 2: ESP-AT % ik A CA UEF RARE AR 55 #% i O UE-F 5

- 3: MHEINIE.
* <pki_number>: JEBMAHANET], WREA—MUEBFFAG, HAEN A 0.
 <ca_number>: CA R4, WREAG—4 CA, HENH 0.
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e

o GNARARBUARRLE ST RIAERL, THAEES SSLEE B T A S .

o JCE T UCRHORAAAE NVS X, Q1SR4 Al ] AT+SAVETRANSLINK i -1 B FFHLiE A Wi-Fi SSL i% 1% 4%
A, ESP32 REAE R b HL B BT AN Pe e 57 SSL 4%

o WERGHEMEH B CIEBSE A ZEIE, WlS% 40T L4 PKIFLE .

o Q2R <auth_mode> Bl N 2 B(H 3, R T RIS AUER AR, WHLE KL AT+CIPSTART iy
A HIfARE ESP32 ELRHE 4w E] . (Z5PT AR IEAT+CIPSNTPCFG iy KL & SNTP, $RIC Fif i
6], %iEAT+CIPSNTPTIME? £ix 4251 24 Hi e )

3.3.27 AT+CIPSSLCCN: #ify/¥ ¥ SSL %%y it/ H 44 (common name)
i A

Dyt
LIRS SSL HERE R S )38 ) 44

O e
iy

AT+CIPSSLCCN?

Wi i ¢

+CIPSSLCCN:<1link ID>,<"common name'">
OK

v

e

X7

[y

i
2

=l

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % % H: (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

Wi i ¢

OK

* <link ID>: [WZ5i£4% ID (0 ~ max), fEFGERENHILT, ASHEN 05 EZHEEMNEIT, #Z

BUEB N max, WIFIRITA ER; ASEERIMEN 5.
¢ <” common name” >: RSEHRANIENR S 28 A ERPEBH A4 . AHARKEE N 64 715,

|

o QSRAREAHE ST BIAERL, AR SSL IE I iIB T AR M A .
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3.3.28 AT+CIPSSLCSNI: #¢ify/i%E SSL % Fasintg SNI
b A

Jyiig:
AN IERE R SNI L E:

s

AT+CIPSSLCSNI?

W ¥ 3

+CIPSSLCSNI:<link ID>,<"sni'">

¥ 3k B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

W i <

OK

* <link ID>: [WZ5i%4% ID (0 ~ max), fEFGEREMHILT, ASHEN 05 EZHEEMNEIT, #Z

HH B max, WFRPAA ER; RSEEAER 5.
e <” sni” >: ClientHello B SNI, SNI & KK FEH 64 F37,

Bl

o QERARSOARFCE S AR, RN SSL R HTIE AT A2
3.3.29 AT+CIPSSLCALPN: #ify/i ¥ SSL % )y i ALPN
Ay

yite:
rif) ESP32 {24 SSL % Fim it B4~ 138219 ALPN Bl &

Py
A

AT+CIPSSLCALPN?

W i :

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK
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=

=

A

// B ¥: (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

OK

BH

o <link ID>: M54z ID (0 ~ max), FEREZHEL T, XSEEHR 0; L2 EZNHBLT, #5
BUEBE A max, WIRIRIrE &% ASEERAER S.

o <counts>: ALPN % &. JiFE: [0.5].

0: J& % ALPN Bi .

e [1,5]: &% ALPN il .

L < alpn® > FRFRSHL, F5 ClientHello il ALPN. ALPN Sl kK IEZ BT & KK

]

o WISHEAN TS RERL, WTERE SSL IR NNET A M4
3330 AT+CIPSSLCPSK: #ify/i% ¥ SSL %) ity PSK
iR A

itk
£rif) ESP32 24 SSL % F i A~ 12 1) PSK Jir &

fiy 4

AT+CIPSSLCPSK?

M ¥ 2

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W
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OK

 <link ID>: M %&3%#: ID (0 ~ max), FERIELWELT, KSHMHEN 0; EZEENHLT, #5
BE BN max, WIFRIRFTA R ASEEOAER 5.
o <” psk” >: PSKidentity, KK EF: 32,
e <” hint” >: PSK hint, fAKJE: 32,
B
o GNARAREUARRLE ST RIAERL, THAEES SSL B RTE T A .

3.3.31 AT+CIPRECONNINTV: i/ s Wi-Fi E{E 5 F i) TCP/UDP/SSL %

] B
iy A
tig:
il Wi-Fi i £ X N9 E &R
mA:
AT+CIPRECONNINTV?
W i <
+CIPRECONNINTV:<interval>
OK
ytig:
BEE Wi-Fi i5 15 # X, '~ TCP/UDP/SSL & & Wi I B 2 =12 11 1] [
mA:

’AT+CIPRECONNINTV:<interval>

Wi 3% ¢

[ox

* <interval>: HZfEIER|fRIE, $47: 100 258, BUAE: 1, JEH: [1,36000].
B

* #rAT+SYSSTORE=1 B, TC ¥ B O PRAFAE NVS X
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il

AT+CIPRECONNINTV=10

3.3.32 AT+CIPRECVMODE: #if)/isx & &P
iy

i
I TR

[

AT+CIPRECVMODE?

W

+CIPRECVMODE : <mode>
OK

)E’J

CELN A

A

’AT+CIPRECVMODE:<mOde>

* <mode>: ERFHHRHMAI, BOAE: 0.
- 0: FaWBI, ESP-AT A BRI B £ 3% 7 Bl 2 B AR 45 L MCU, Skl “+IPD” (4§
FHMCE 112 5760 77, R:KIE MCU fi K& % 2920 745 A 350080 ) -
- 1 Wi, ESP-AT f5 P S B E S P HUi R Ar 2l R AP X (B ETHIET 10, oA
{9 5760 “F5) , 44§ MCU BEit. 0§ TCP fI SSL 42, WURGEAAXW T, LI ERT
ks XT UDP &4, WIRGAFXW T, WA ER.

B

o AL EANEEH T Wi-Fi 542X,

o 4 ESP-AT FE# sl MR B S8 8 dRE, SRR LR RIFE R A R E B -
- ZIERR (AT+CIPMUX=1), /8 +IPD, <link ID>,<len>;
- BASEREN] (AT+CIPMUX=0), #¢/~ +IPD, <len>,

o <len> FIREFX P ERE LIRS .

o —HA +IPD i, Wi%iz{TAT+CIPRECVDATA N g . &0, FEm]—A> +IPD gz ar,
T~ +IPD KRB A48 4L MCU.,

o TEWITFIEREN T, Lo ERFEARUIAEAE, MCU 398 v PAEEH, H 3| &K AT+CIPCLOSE
(AT fE % Fifi) SKAT+CIPSERVER=0,1 (AT VERRSS#%). Bmpigil, W +1pD g s, b
D AENR K 3£ AT+CIPCLOSE 8%, % 1% AT+CIPSERVER=0, 1 B i AT+CIPRECVDATA iy 22U A B3R
ZHI, EAERER CLOSED {5 B A& .

o TR AR RO B M 45 I H MCU s S S AR EER), AT PASH19), (1 B shilegidiiizt.
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il

AT+CIPRECVMODE=1

3.3.33 AT+CIPRECVDATA: JRIUHE AR F £S48

// B (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % % ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W 7 :

+CIPRECVDATA:<actual_len>, <data>
OK

&

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

S

o <link_id>: ZHEZEAIIER ID.

o <len>: FRAE K OXTHRFAF, QAR SERFRILEI A B B LA SEE /DS, MR ] S 4 B2 R s
* <actual_len>: SZFRIFEUGHIEKE

o <data>: FRELHIEIE.

* [<remote IP>]: FFH Sk, FoRnti IP #udik, @5 AT+CIPDINFO=1 fisA{fifi .

* [<remote port>]: X} g1, 1L AT+CIPDINFO=1 f54-fifE.

il

AT+CIPRECVMODE=1

/) fldm, R EAN MCU A 0 FEEFRE 100 F M KE,
// W &4 x ¥ g "+IPD,0,100",

/) RE, BN EREBEAUN T #AERE 100 F ¥ & HE:
AT+CIPRECVDATA=0,100

3.3.34 AT+CIPRECVLEN: #ifggahZ BN P8 Bl K
i A

ik
BRI AP P I B K 5

"ﬂ4>°
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AT+CIPRECVLEN?

W 7

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

S8
* <data length of link>: 33 Zenh (1 i Ay i B K

Bl
o SSL ¥4, ESP-AT iR [l I HHRAI KL, FrAR Il i K &R TF BRI K

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.35 AT+PING: ping %3 4L

)E’J

CEL A

tik:
ping X g AL

Py -
"ﬂ<>‘

AT+PING=<"host">

Wi i <

+PING:<time>

OK

g,

+PING:TIMEOUT // REEB LM ALK PING BHERLT, t2HA XN EE

ERROR

B8

* <” host” >: FLAFHRSEL, FORXuG LAY IPv4 ik, TPvo Hbidik, =4 .
o <time>: ping FYIR ], BALZ: ZZFD.
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e

o QAREAEET IPv6 %% Ping Xifum AL, THHATLA T HRAE:
— % AP 35 IPv6
- B EAT+CIPV6=1
— WITAT+CWIAP 655 $ELE]—A IPv6 itk
— (A[3k) @I AT+CIPSTA? £y K52 ESP32 J& 75 # B E] IPv6 il
o it EALRIA FATE, W ping KAl DNS S84 fEpT (D0 JCi@AT IPv4 Hudik), i ping
X AL IP Hihk:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) FT-REBRMER TR $Q
AT+PING="240c::6666"

3.3.36 AT+CIPDNS: #rify/i¢HE DNS 55558
A

24 3 DNS 45 2845 1

Pla sy
A

AT+CIPDNS?

W .

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeEmA

i
BE DNS fle 55 45 5

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

o <enable>: iX'E DNS fiR4%#%
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- 0: 2 B Zh2KHL DNS R385 %, DNS R4S E h 208.67.222.222 f18.8.8.8,
HA524 ESP32 station 5¢ % 7 DHCP i ##, DNS IR55#% 475 Al RE & H T o

- I: BHFhEE DNS lR44E R, WRANEESE <DNS 1px> [F{H, NI HEHA(E 208.
67.222.222%18.8.8.8,

¢ <DNSIP1>: %> DNS 4545 IP #uhik, XFFistE s, HA Y <enable> Z4 0 1 B, HieE
T2 DNS %5, KSEAHH; EEE <enable> Ky 1, H HASEBEE —ME, UEEITHE
W4 Bf, ESP-AT RHHTZSHE 24 Hi) DNS %5 & 1] .

* <DNSIP2>: %5 /> DNS flg45¢s IP ikl , XJTiEmS, HAY <enable> %4 1 i, Hie/H
FF3) DNS %8, KSEAF: WK E <enable> Ay 1, H ARSHRE —ME, Ll
a2 HT, ESP-AT RUZSHUE R 24 HilY) DNS & Bk 1]

* <DNSIP3>: 55—/ DNS fR45#s IP #ihl, XJFiEmS, HAY <enable> Z4CH 1 1}, Wiie/H
FF-2 DNS %5, KSEAFH; R E <enable> Ky 1, - WASEKEE —ME, MEETHE
WA 4 Bf, ESP-AT K% S HE 24 Hi1) DNS &5 iR 1] .

o #iAT+SYSSTORE=1, T & i EHRAFTE NVS X,
© X=ASHORREBCEAL R — M5 a L
* 3 <enable>Jy O I}, DNS [z 55 il fE MR ESP32 154 I 42 1A i pb o5 ) T B 10T 5022

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) % —NET 1pve B DNS A B T REIKMERXIEFRQ

// B _NET IPve B DNS M % #: google-public-dns-a.google.com
/) BE=ANHET Ipve B DNS M & & LK 4E E DNs R4 #
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.37 AT+CIPTCPOPT: #¥ify/ i ¥ £ ik i
iy

i
iRt eI Sl

e

AT+CIPTCPOPT?

Wi % ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

)E’J

CELN A

A

// B ¥ ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]
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<link_id>: M%$#4% ID (0 ~ max), fEZHEEMEOT, HSBERN max, WFRFrAEE; &

ELICNINIEVSIRE
<so_linger>: [l¥ £ 7 HY SO_LINGER BT (&% : SO_LINGER 7141), Hfi: £, BRAMH: -
- =-1: XM

- =0: JF/3, linger time = 0;
- >0: JFJ3, linger time = <so_linger>;
<tep_nodelay>: Jii &£ ) TCP_NODELAY 1 (£%: TCP_NODELAY 71%2), ZRiAE: 0.
- 0: 22/ TCP_NODELAY
- 1: &/l TCP_NODELAY
<so_sndtimeo>: [l HERFH SO_SNDTIMEO &Il (Z#: SO_SNDTIMEO /+43), Hfi: ZFb,
ZRIME: 0.
<keep_alive>: FlEHEREFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE \'4H), BAfi: #b.

JER: [0,7200].
— 0: 2% keep-alive ZHRE; (BRIA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {4 <keep_alive>, TCP_KEEPINTVL {{}
1, TCP_KEEPCNT {H -} 3.
Ky <keep_alive> B S AT+CIPSTART 5 W) <keep_alive> ZEFE, HZMHMH
JEBEE M YIE . WHRIBIT ARG N E <keep_alive> 24, NIBAM A LR ECE MIE.

st
o TERCEERTIRIAT, Wi 1% kmiahie, ULk icE vl e .
* SO_LINGER 5 A @ i it B4 K AE . Bl a0 & SO_LINGER {H % 60, WIAT+CIPCLOSE iy FEUX
AF|% i TCP FIN ALRAL T, & 580 AT FHZE 60 70, M Toikma B B 4. ik, SO_LINGER
e S NN IERS
» TCP_NODELAY &3d H] T it &/ MEXT LR BOR m i 5. FFRJG, LwlP 2 TCP 1)k
%, (HAURMERIMER S, Sl T EE N SR AL, B, TCP_NODELAY i fREFIRIALE.
* SO_SNDTIMEO &3 i H FAT+CIPSTART fiy 4 A Wit & keepalive S8 W 35 5. Bl B AET G,
AT+CIPSEND. AT+CIPSENDL. AT+CIPSENDEX - SfeiZ 8B, TR E KL, X
K, SO_SNDTIMEO #X &N 5~ 10 .
* SO_KEEPALIVE J&30E T 8l e WA E B e W TR 37557, 85 AT /£ TCP iR 55 i)
N BT, i E AT, Ai*bu%ﬁ%ﬂﬁﬂé%ﬂmu SO_KEEPALIVE # ¥ fit EHA/NT 60
e
3.4 Bluetooth® Low Energy AT @y 242
N4
e AT+BLEINIT: Bluetooth LE #J#54k
o AT+BLEADDR: % Bluetooth LE 5 #5 ik
o AT+BLENAME: #xif)/i% & Bluetooth LE X454 R
o AT+BLESCANPARAM : %5if)/#%E Bluetooth LE i 5%k
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* AT+BLESCAN: {fifig Bluetooth LE 4

o AT+BLESCANRSPDATA: ¥ Bluetooth LE ¥4

o AT+BLEADVPARAM : #xiA)/i% & Bluetooth LE | #%Z5:4{
o AT+BLEADVDATA: %% Bluetooth LE | &%

o AT+BLEADVDATAEX: [ zhix & Bluetooth LE J & 4E

o AT+BLEADVSTART: J114 Bluetooth LE %

o AT+BLEADVSTOP: {1} Bluetooth LE | %

e AT+BLECONN: 737 Bluetooth LE %%

* AT+BLECONNPARAM : 25ifi]/55 3 Bluetooth LE JE#:5:4{
o AT+BLEDISCONN : WiFF Bluetooth LE %4

o AT+BLEDATALEN: #'% Bluetooth LE %4 {1 K fF

o AT+BLECFGMTU: %% Bluetooth LE MTU K- J&

o AT+BLEGATTSSRVCRE: GATTS A1t} 4%

o AT+BLEGATTSSRVSTART: GATTS JF R4

o AT+BLEGATTSSRVSTOP: GATTS 12 |- JI]# &

o AT+BLEGATTSSRV: GATTS kIR %

o AT+BLEGATTSCHAR: GATTS % ¥R & 454F

o AT+BLEGATTSNTFY: J[R%5% notify I} & EHE(148 % P
o AT+BLEGATTSIND: J}.% 3% indicate IR 45 HE (.28 % oot
e AT+BLEGATTSSETATTR: GATTS ¥ B i} &5 (1

o AT+BLEGATTCPRIMSRV : GATTC %k M EA RS

o AT+BLEGATTCINCLSRV: GATTC % P44 R4S

o AT+BLEGATTCCHAR: GATTC % PLIR & S+

o AT+BLEGATTCRD: GATTC HUIR 55

o AT+BLEGATTCWR: GATTC B iR &4EE

o AT+BLESPPCFG: #%if]/i%'E Bluetooth LE SPP %

o AT+BLESPP: it A Bluetooth LE SPP iz

o AT+SAVETRANSLINK : £ Bluetooth LE FF#Li% 12 4 X, {5 B,
o AT+BLESECPARAM: #%if)/i% 5 Bluetooth LE JZ55:8k

e AT+BLEENC: %t Bluetooth LE fi%% {53k

o AT+BLEENCRSP: [n] 5 %} b 5 £ S A i %ot 3K

o AT+BLEKEYREPLY : #5%} )55 4% [0 55 %5 4F

* AT+BLECONFREPLY : #5517 ¥4 I N GE 0 (1SR L)
» AT+BLEENCDEV : #:if) 4 3£ 7] Bluetooth LE Jill % 15 45 51 &
o AT+BLEENCCLEAR: 3[4 Bluetooth LE %5k £ 51| 3%

o AT+BLESETKEY : #%& Bluetooth LE #2350 Xt 254H

o AT+BLEHIDINIT: Bluetooth LE HID ¥MY A 151k

o AT+BLEHIDKB: %% Bluetooth LE HID 455 B,

o AT+BLEHIDMUS: %% Bluetooth LE HID ELkpf .

o AT+BLEHIDCONSUMER: ‘3% Bluetooth LE HID consumer {& &
o AT+BLUFI: F 25} % BluFi

o AT+BLUFINAME: #5if)/38 BluFi %454 5

e AT+BLUFISEND: %% BluFi [ J7 1 & K

341 ¥

i, ESP32 R4 AT FfFSCRF %0 4.2 JiUAs .

 BOAR AT [BEPESCRR LTI R A PTA AT fird. QARG 2B ESP32 BRIASCRF S, i
o ESP AT 142, (ESBTOPICE TR (RIHEIUE MR, ARSI T2 ) :

o 21 BluFi 4 Component config->AT->AT blufi command support
o 251 Bluetooth LE fjy4~: Component config->AT->AT ble command support

i A AT

» 255 Bluetooth LE HID 54 : Component config->AT ->AT ble hid command support
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3.4.2 AT+BLEINIT: Bluetooth LE #Ji{k
iy

Hhiig:
#71f] Bluetooth LE 2 & #] 1Rk

s

AT+BLEINIT?

W
PO, AT EE:

+BLEINIT:<role>
OK

HARPIARAL, AT 3R[v]:

+BLEINIT: 0

e <init>:

e 0: {44 Bluetooth LE
 1: client f {5,

e 2: server {4,

B

* fii {{ Bluetooth LE Zjfighf, WIREICTHE M SoftAP =X, W@ & W LI it AT+ CWMODE ¢ ¥
Wi-Fi #3(5 Null B Station fz .

* fii ] & Bluetooth LE fir %2 Hi, 5G4 A4, ¥I4h1k Bluetooth LE £ {f.

* Bluetooth LE fi 4k 5, ANEEE V. IRV, FEICMHAT+RST (i EH RS, B
H W) A1k Bluetooth LE A {4,

o AFEEEY Bluetooth LE Z |, 45 IFIEEVATHI 3% . HIEWH g i .

o R Bluetooth LE B\ #4644k, WAT+CIPMODE FoiE% 8 M 1.
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il

AT+BLEINIT=1

3.4.3 AT+BLEADDR: 7 Bluetooth LE 4%t

o

i iy 4

=

&b .
HE

’,i@ Bluetooth LE & & By /A 3t H# 4

b

=

,/,?\:

’AT+BLEADDR?

W i ¢

+BLEADDR: <BLE_public_addr>

ik
1% & Bluetooth LE #5485 HyHihE 27

A

’ AT+BLEADDR=<addr_type>[, <random_addr>]

W

’OK

B8

* <addr_type>:
o 0: N3l (Public Address)
o 1: fEMLHNE (Random Address)

|

o FfSHLAE (Static Address) B JH DA T 25 F
Mol f i P LEY 15
BEPLHLHERR > 2 1 22 05
BEPLHBHERR > 2 1 60 1.

BCE RS A 2 PRAFAE NVS X

il

AT+BLEADDR=1, "£8:7f:24:87:1c:7b" /) BB A WA

AT+BLEADDR=1 /) B ML A A AR M

AT+BLEADDR=0 /) HE AR E R
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3.4.4 AT+BLENAME: #rifj/i¢ ¥ Bluetooth LE B:45 AR
ity 4>

hig:
#71fi) Bluetooth LE 154544 ¥

s

AT+BLENAME?

Wi 3% ¢

+BLENAME : <device_name>

hig:
% & Bluetooth LE %4544

s

’AT+BLENAME:<deVice_name>

Wi i ¢

’OK

ZH
o <device_name>: Bluetooth LE %454 Fk, AR KE: 32, BHALFR N “ESP-AT”,
B

o #AT+SYSSTORE=1, Wi SR RAFAE NVS X,
WA QB E B AARIE, EEAITAT+BLEADVDATA fiy R 55 44 RIGHE 1504

il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #ify)/i% ¥ Bluetooth LE $1#i% %
i A

Jyiie:
2¥if] Bluetooth LE 3424

A .
“Il/?\‘

AT+BLESCANPARAM?

W i <
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+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

OK

wEmA

hiig

% & Bluetooth LE 393 &4k
%

AT+BLESCANPARAM=<scan_type>, <own_addr_type>, <filter_policy>, <scan_interval>, <scan_
—window>

W

OK

o <scan_type>: JHf#2A

o 0: P

o 1o FFEHE

o <own_addr_type>: il

o 0: AFtdbik

o 1: BEHLBHE

¢ 2: RPA A3ttt

* 3: RPA [ Hihk

« <filter_policy>: ity =\

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: A fE. A ZEEH N KT % T <scan_window> & #({H. 2 $7E H:
[0x0004,0x4000]. 4 [H] PR /2 % Sk DA 0. 625 2 /b, Fr RASK Fr i 434 1] [ Y5 B 4 [2.5,10240]
.

o <scan_window>: HIiH . XS EEN /DT T <scan_interval> Z¥{H. S5 H:
[0x0004,0x4000]. 4t 1 2% SR DA 0. 625 ZF>, FrRASLPr 33 % 1 Y8 Bl A [2.5,10240]
)

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLESCANPARAM=0, 0,0, 100, 50

3.4.6 AT+BLESCAN: f{lifi¢ Bluetooth LE ¥

JF42/452 11 Bluetooth LE 74

Pa sy
A
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AT+BLESCAN=<enable>[, <duration>] [, <filter_type>, <filter_param>]

Wi % ¢

+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

e <enable>:
o 1 FFURRRETE
o 0: {5 RS
* [<duration>]: FHFEERELE R, AL Fb.
o FIREEILEH, THREERSE
o FREFFHEH, [RERSE:
- RBEBEHN O B, WFIRFF IR
— AZH IR O (RS, Bl AT+BLESCAN=1, 3, NIFR/RHEH 3 B)5 B ah45 R T4, AJFRM

ER I
o [<filter_type>]: &L
o I: “MAC”
« 2: “NAME”

o <filter_param>: #JES%L, FIRX IR MAC Hihk sk 44 Fx
« <addr>: Bluetooth LE Hiiil

o <rssi>: {55 IRE

o <adv_data>: JIEEHE

o <scan_rsp_data>: 30 b 5

o <addr_type>: | ik AL A

ey [ " B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> 7E i i WUF _E¥#A M B L ERYSEIE P, OK A BEYE +BLESCAN: <addr>,
<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> X2 HJ %W H, L H W FE 1
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 Hi
i

o QRGARZRAGI R N L | 2 AT+ BLESCANPARAM $85 BB 7 active scan
(AT+BLESCANPARAM=1,0,0,100,50) , H HXJimk &R 2 E scan rsp data, AREIHRIGH
] ) R

hil

AT+BLEINIT=1 /R B
AT+BLESCAN=1 /TR
AT+BLESCAN=0 /7 gk

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F i A, T HE KA 4 MAC # i
AT+BLESCAN=1, 3,2, "ESP-AT" // F#H#H, T REA A& L 4 K

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE F{§m )

)y

N

R

&

Jyiig:
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15 Bluetooth LE $4 i 7

A .
"ﬂé’\‘

’AT+BLESCANRSPDATA:<scan_rsp_data>

W

* <scan_rsp_data>: IV EHE, S HEX FAFER . B, AR5 s i AR A <0x11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",

il

AT+BLEINIT=2 // fat: R4 %
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #5if/i%¢ ¥ Bluetooth LE )55
i A

i
il S

[

AT+BLEADVPARAM?

W

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <peer_addr>
OK

BeEmA

Dyt
B RS

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>]

Wi % ¢

OK
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o <adv_int_min>: 5/ KRG . SEGERE: [0x0020,0x4000], T IEEI G4 T2 2509k 0L 0. 625 2
g{,ﬁ@?%i%ﬁ@%d\fﬁﬁ B U HE o [20,10240] ZZFP. RSEEN /N T 5T <adv_int_max> £

o <adv_int_max>: I KB E I . SEGER: [0x0020,0x4000], 7% [H] A 5E T %2500k 0L 0. 625 %
BB, T ASE R B KT R 8] [ Y L [20,10240] 2270, ASHUEN K T4 T <adv_int_min> %
HA.

e <adv_type>:

e 0: ADV_TYPE_IND

e 1: ADV_TYPE_DIRECT_IND_HIGH

e 2: ADV_TYPE_SCAN_IND

e 3: ADV_TYPE_NONCONN_IND

e 4: ADV_TYPE_DIRECT_IND_LOW

o <own_addr_type>: Bluetooth LE Hiifil- 2%

e 0: BLE_ADDR_TYPE_PUBLIC

e 1: BLE_ADDR_TYPE_RANDOM

» <channel_map>: | %518

e 1: ADV_CHNL_37

e 2: ADV_CHNL_38

e 4. ADV_CHNL_39

e 7. ADV_CHNL_ALL

* [<adv_filter_policy>]: J" it JE#F AL

e 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
e 1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
e 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
e 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
* [<peer_addr_type>]: X} Bluetooth LE #iihil- 357

e 0: PUBLIC

e 1: RANDOM

o [<peer_addr>]: X}J5 Bluetooth LE #iihil-

Bl
o WRMAKEE L peer_addr, IFAEMHRM GRS ZEE.

il

AT+BLEINIT=2 // A €&: R4 &

AT+BLEADDR=1,"c2:34:45:78:66:89"
AT+BLEADVPARAM=50,50,0,1,4,0,1,"12:34:45:78:66:88"

// b H Bluetooth LE E F 3 2| M ESP & & W MAC it A "c2:34:45:78:66:89"

349 AT+BLEADVDATA: %7 Bluetooth LE ) 5z

BCE ) R

AT+BLEADVDATA=<adv_data>
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Wi 3% ¢

OK

B

o <adv_data>: | 3EEAE, H HEX FF4FE8E . Bilun, FAERE &8RN “0x11 0x22 0x33 0x44 0x55”7,
N fy4 - AT+BLEADVDATA="1122334455", fHKKE: 31 F5.

(|

o HR 2 HIEZ ¥ H fiy 4 AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
BE T HEE, WA o En) A3 5 .

o QERGEAT A Bk A PR, WENFEIITE 1% G 2 Z JG A TAT+BLENAME it 215 £ 44
FRIEE N [FFEI 2 FK

o WIRFFEOREERE)REAE, 5V AT+ BLESCANRSPDATA 54K E. .

Bl

AT+BLEINIT=2 // fat: R4% %

AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: ]z Bluetooth LE )" #§%
iy s

Dyt
EERZIE T EIEE 2

iy 4

AT+BLEADVDATAEX"?

Wi

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

B IR TR %

"ﬂ4>

’AT+BLEADVDATAEX:<deV_name>,<uuid>,<manufacturer_data>,<include_power> ‘

W

[ox |
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o <dev_name>: F A H S, TR L /W fl, FHREERSSKHA “ust
test” ., I Ay 4 N AT+BLEADVSTARTEX="just-test", <uuid>, <manufacturer_data>,
<include_power>,

e <uuid>: FAF H S . 6 i, #F M & B OUUID G “0xA002” N .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

+ <manufacturer_data>: il i F &%, o HEX A7 R, a0, #5480 B b i 8o o “ox11
0x22 0x33 0x44 0x55”, Nfy4 N AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: ¥7] fEEETH W E TX R, RSEIVIXBHN 1; FI, A4 0.

(A

© WRZHIC LM 6y SAT+BLEADVDATA=<adv_data> B8 T ) B8R, W @A a3 ) ik
o B & HERFZ B (6 AT+ BLEADVPARAM iy UL ERY) R IEBUH A 0.

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVDATAEX="ESP-AT", "A002","0102030405", 1

3.4.11 AT+BLEADVSTART: J4f Bluetooth LE )" H§
P4

Dyt
BAR VR

zs

’AT+BLEADVSTART

Wi i ¢

[ox

B

© HARM M v % AT+BLEADVPARAM=<adv_parameter> 5 & #5540, W HBGA HES4L.

o PAALH A AT+BLEADVDATA=<adv_data> BB T 50E, W EE4S 0 iR,

« BV OHI B & i ] fiy SAT+BLEADVDATA=<adv_data> % B i )7 #& %0 #, W &
Wi AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % & ) |~ #%& %
PeT, M, WRJEi ] AT+BLEADVDATAEX, 24 AT+BLEADVDATA ¥ & 1)) 3% &
o

* JFJ Bluetooth LE &5, 151445 77 Bluetooth LE 2, A4 Ba— AR #%; W eEy T
e, W AhE ) #.

il

AT+BLEINIT=2 // fat: R4 B

AT+BLEADVSTART
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3.4.12 AT+BLEADVSTOP: {% |} Bluetooth LE J &
WA 4

i
(I

s

’AT+BLEADVSTOP

W

’OK

L]
» #TIR)#E)G . P)E ST Bluetooth LE 345, 2 H 81454 Bluetooth LE )™, JEF5 M A<

il

AT+BLEINIT=2 // ft: R4 58
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: #tyr Bluetooth LE Y%
iy A

Yitig:
#1fi) Bluetooth LE %%

[

AT+BLECONN?

Wi i ¢

+BLECONN: <conn_index>, <remote_address>
OK

PR BT IER:, WA R <conn_index> F1 <remote_address> Z%{.

Eas

&F

yiik:
%57, Bluetooth LE 43

P
iy A

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

W
PR, AR
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+BLECONN: <conn_index>, <remote_address>

OK

HORNLIEERRIN, R

+BLECONN: <conn_index>, -1

ERROR

tooe RN SRR CE B — SR S EGE R RN, s

ERROR

BH

» <conn_index>: Bluetooth LE #3225, JEH: [0,2].

» <remote_address>: XfJ5 Bluetooth LE £l .
* [<addr_type>]: )" i stk A :
— 0: A tHudik (Public Address)
— 1: [tk (Random Address)
* [<timeout>]: JEHRMTIFE, MO Fbo JHE: [3.30].

o BAEBNOITERZ W], JeiBfTAT+BLESCAN fin ik &, MR B s b T #IR A

o BORIESZABIT R 30 b,

o {II4R Bluetooth LE server E 4 IAL HIESEE IS, W] DAREH bt ay S AEXT 451545 (GATTC) Hik
PRS- AT A AT GATTC f4:

e AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

e AT+BLEGATTSIND

o f1 SEAT+BLECONN? #£ Bluetooth LE 7 %] 44 1) 15 I F $44F (AT+BLEINIT=0), W] & %5/~ £ H
+BLECONN:<conn_index>, <remote_address> ,

2N

AT+BLEINIT=1 /] B B P
AT+BLECONN=0, "24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: #¢if)/¥i i Bluetooth LE 4 :5 %
Ao A

hig:
#51f] Bluetooth LE i#3%5:4k

e

AT+BLECONNPARAM?
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Wi 3% ¢

+BLECONNPARAM: <conn_index>,<min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>
OK

EmA

&F

ik
T 37 Bluetooth LE #3255k

O e
iy

’ AT+BLECONNPARAM=<conn_index>, <min_interval>, <max_interval>, <latency>, <timeout>

W

[ox

VBRI, WFERPATRE

+BLECONNPARAM: <conn_index>, -1

BH

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <min_interval>: fF/NEREIF. ASEEN /DT % T <max_interval> SH{H. SETLH:
[0x0006,0x0C80]. 4z [H]fa 55 TS ELA 1. 25 ZF>, P LASERR A fie/ N2 0] B Rl > [7.5,4000]
R,

o <max_interval>: I KZEZEREE. ASEEN KT T <min_interval> Z8{H. S50 HE:
[0x0006,0x0C80] . H##z[H] [ 5E TZSER LA 1. 25 = FP, FT DASE bR e K 42 R B v Bl A [7.5,4000]
R,

o <cur_interval>: 4H[iEZEENG.

o <latency>: FEIR. ZEERE : [0x0000,0x01F3],

o <timeout>: BHf. SHGUE: [0x000A,0x0C80]. HMI4F T%SHR LA 10 ZFP, FTPASEFRAEERT
YA [100,32000] Z 75,

Bl

o Ay EORGGE R, I HAUCR client ffi (4 BTER S AL

il

AT+BLEINIT=1 /] B B P
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12,14,1,500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE ¥
P4

tig:
7T Bluetooth LE %43
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[

AT+BLEDISCONN=<conn_index>

Wi 3% ¢

OK // Yk ¥ AT+BLEDISCONN 4 4
+BLEDISCONN:<conn_index>, <remote_address> // & AT 4 2 i B

S

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].
o <remote_address>: X}7J; Bluetooth LE #5453l .

Bl

o DUCRFR s iAo Wit

il

AT+BLEINIT=1 // fat: % p 3
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.16 AT+BLEDATALEN: % Bluetooth LE ity [

[y

RE
i

&

v E R

Bluetooth LE %§# 0K J3

.

_I/}il_

s
H

=

’AT+BLEDATALEN:<conn_index>,<pkt_data_len>

e <conn_index>: Bluetooth LE i&3:5-, JEH: [0,2].
o <pkt_data_len>: (B, JEHE: [0x001B,0x00FB],

L]

o TFELSCHENT Bluetooth LE 4%, A BB EAIR LK E.

il
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AT+BLEINIT=1 // fata: & P ¥
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.17 AT+BLECFGMTU: %% Bluetooth LE MTU K-J&
Arifgin A

Dyie:
Z1) MTU (maximum transmission unit, f KAZHEATC) K&

T

AT+BLECFGMTU?

W

+BLECFGMTU: <conn_index>, <mtu_size>
OK

BeE A

Yyt
BEE MTU K

’ AT+BLECFGMTU=<conn_index>, <mtu_size>

W i ¢

IOK VA& EX X

S

- **<conn_index>**: Bluetooth LE # 5, W E: [0,2].
- *4<mtu_size>**: MTU K E, B fw: F¥%, H: [23,517],

> s Bluetooth LE # ¥,
- RNAXFHEPFPHEAAGASRE MTU K E.

e FEWH, mE ok RERTZWME MTUL
—k E, R BEKELR—F A, BWIHH :ref: AT+BLECFGMTU? <cmd-BMTU>' & i 52 [F o
“MTU K E .

X
ofF
e
=

il

AT+BLEINIT=1 // f € : & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300
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3.4.18 AT+BLEGATTSSRVCRE: GATTS @I#/Ik 55

WA %

i

GATTS (Generic Attributes Server) 417 Bluetooth LE Jlz 4%

s

’AT+BLEGATTSSRVCRE

W

’OK

st

* fifi [ ESP32 {4 Bluetooth LE server B8k 55, FHBen A GATTS Ht & f) mfg_nvs.bin 3 {45 flash

.

* Bluetooth LE server #J454b 5, 15 MR FH AN Gy QR 555 anSRSe T Bluetooth LE #4%, W JCik

O AR 55 .

* 4nJ& Bluetooth LE client S AI54L 1Y), W] LAGE HH It A 2 G0 Mk 45t ] DAGE FH L Ath— S8R0 [ 1
GATTS @4, BlanEshfs RS . BB IR FHAE(H A notification/indication, E A4 :
— AT+BLEGATTSSRVCRE (%4 Bluetooth LE 42 27 2 Fifdi Fi)
— AT+BLEGATTSSRVSTART (%Y1 Bluetooth LE 32 #2572 Hiffi F)

— AT+BLEGATTSSRV

— AT+BLEGATTSCHAR

— AT+BLEGATTSNTFY

— AT+BLEGATTSIND

— AT+BLEGATTSSETATTR

il

AT+BLEINIT=2 // fifte: R& 2B
AT+BLEGATTSSRVCRE

3.4.19 AT+BLEGATTSSRVSTART: GATTS JI 3R 55

Wi %

Jyiig:
GATTS JF g4k 55

AT+BLEGATTSSRVSTART

i
GATTS JF a2t HiEE a5

A
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’AT+BLEGATTSSRVSTART:<Srv_index> ‘

W

[ox |

o <srv_index>: [R45FE, M 1 FFUGiste,

il

AT+BLEINIT=2 // fife: R& 2B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.4.20 AT+BLEGATTSSRVSTOP: GATTS 1Lk 55
T2

g
GATTS {5 1L 2Rk 55

AT+BLEGATTSSRVSTOP

GATTS {5 | 545 € ik 55

Py
A

’AT+BLEGATTSSRVSTOP:<Srv_index> ‘

Wi 3% ¢

[ox |

B

o <srv_index>: [R45FE, M 1 FFUGihe,

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP
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3.4.21 AT+BLEGATTSSRV: GATTS kMRS

iy

Dtig:
GATTS K iRk

s

AT+BLEGATTSSRV?

W

OK

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>

BH

o <srv_index>: R&FSE, M 1 HUGEEE,

* <start>:

o 0: J]R%5 A FFURS

o 1D RS ETFRS

e <srv_uuid>: fk51 UUID,
o <srv_type>: JR45HZEHL:
o 0: WEMRSS

L EHEMRSS .

Bl

AT+BLEINIT=2 // fat: R 4%& %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.22 AT+BLEGATTSCHAR
Ay

i
GATTS JBUAR 55 5k

Py -
“ﬂ4>‘

: GATTS % Bl 55 F74IF

’AT+BLEGATTSCHAR?

W i <
XTI RHAE AR, WA -

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XEFHAFFE R, MR

OK

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
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o <srv_index>: R55F5, M1 FFEGE,

¢ <char_index>: [RFFHMENTS, M 1 ARLGIEHY.
e <char_uuid>: AR$4:ER UUID,

o <char_prop>: FRZ4FEIT @M.

o <desc_index>: IR FEE .

o <desc_uuid>: FFEHIALE UUID,

2N

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.23 AT+BLEGATTSNTFY: J}t557% notify JIik 55 $F A1 40 25 ) i

y

N

®;

it
g5 2% notify I35 RFAERLLA 5 P i

’ AT+BLEGATTSNTFY=<conn_index>, <srv_index>, <char_index>, <length> ‘

W i :

: |

R > Fn AT HERAFHCR D8, U T DA AR, 4 8s KRB S 40 <length> HYET,
AT notify #1E.
AR R, R

OK

e <conn_index>: Bluetooth LE i&3%5-, JER: [0,2].

o <srv_index>: [R5 7 5, WiafTAT+BLEGATTSCHAR? Z5ifi).

o <char_index>: JRS4HEMITE, T84 FAT+BLEGATTSCHAR? 25if] .,

o <length>: FHEKE, HAKE: (:ref: MIU <cmd-BMTU> - 3).

il

AT+BLEINIT=2 /A BB

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FR ¥, ¥ client #HFE, LA E WK notify

AT+BLEGATTSCHAR? // # # £ notify & F 3% W & %E
/) Blaw, R 3 SRS 6 A notify KEN 4 FHTHEHE, FHRLT a4
AT+BLEGATTSNTFY=0,3,6,4

JIORTE ST EEBE, BN 4 ZHHKE, W o"1234, REKEE FHEH
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3.4.24 AT+BLEGATTSIND: J}55%% indicate Il 55 FFAFME 45 %% ) viia
BEmA

Yrii:
2 45 %% indicate A} 45 R AF(E 24 7% Pk

s

’AT+BLEGATTSIND=<conn_index>,<srv_index>,<char_index>,<length>

W

>

|

P > Fn AT HERSFECR 8, SO T DA AR, 48 KA FI S48 <length> HYET,

4T indicate EEAE .
AR RS, RN

OK

S

<conn_index>: Bluetooth LE #E#:%, i : [0,2].

<srv_index>: R4 75, A[iafTAT+BLEGATTSCHAR? %51y,
<char_index>: JR4HEM)TS, W34 7AT+BLEGATTSCHAR? 25,
<length>: FHJE, HAKE: (MTU-3).

il

AT+BLEINIT=2 /] A R E B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FEHTH, % client #EF, LA EE # K indication
AT+BLEGATTSCHAR? // & #H & P 3% ¥ DL )& indication M 4 1L

AT+BLEGATTSIND=0, 3, 7,4

/PORE ST FER, BN 4 FEWHEKE, o n1234n, REREE LR

/0 Bl R 3 FMREW 7 B indicate KE A 4 FEHEE, # LW T

3.4.25 AT+BLEGATTSSETATTR: GATTS % ¥R 55 HRAE i

Bae

&E

ik
GATTS B¢ R 55 FRAE(E B A HE

O e
iy

’AT+BLEGATTSSETATTR:<srv_index>,<char_index>,[<desc_index>],<length>

W

>
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R > 2 AT HERAFHCR 8, U T DA AR, 4 8s KRB S 40 <length> YEIT,
PATBLE AR
PR, R

OK
o <srv_index>: [R5 75, WisfTAT+BLEGATTSCHAR? Z5if].
o <char_index>: [R4FIFMEMI)TS, WiBsF7AT+BLEGATTSCHAR? #if).
* [<desc_index>]: FHEFAFT TS
o HHE, W ERHRAE:
o HAREE, WEERHMEE.
* <length>: FHEKE.
]

o IR <length> ZEER T LR ARKE, W E SR, KT service table, i il gatts_data.csv

il

AT+BLEINIT=2 // fafa: % %

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/) Bl M1 ERAE 1L EBRAEEANKEN 1 FEHEE, #45WT:
AT+BLEGATTSSETATTR=1,1,,1

/RE ST BFERE, BN L FEHNEERT, Bl s, REXEFH

3.4.26 AT+BLEGATTCPRIMSRYV: GATTC %A 55
iy

hig:
GATTC (Generic Attributes Client) % P B A% 5

LT

AT+BLEGATTCPRIMSRV=<conn_index>

W

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

e <conn_index>: Bluetooth LE i&3:5-, JEH: [0,2].
o <srv_index>: JREGFE, M 1 FHhE,

e <srv_uuid>: f451 UUID,

o <srv_type>: [ AL

o 0: WEMRSS

o LRSS
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L]
o fifHAAYS, FREEET Bluetooth LE #4%

Bl

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0, "24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.27 AT+BLEGATTCINCLSRYV: GATTC %A1 &R 5SS

)E’J

CEL A

ik
GATTC KA &5 55

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

W i <

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].

o <srv_index>: {4575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .
e <srv_uuid>: J551 UUID,

* <srv_type>: JR45HyAHY:

o 00 REMRS

o LRSS

 <included_srv_uuid>: &R 4% UUID,

 <included_srv_type>: 5 RS1IEHEL:

o 0: RERSS

L EHEMRS .

B

o HAMS, FTEIHEAT Bluetooth LE %EH; .,

il

AT+BLEINIT=1 // fAf: & F ¥

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // R W —FH# MW EH LR, 7 index &
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3.4.28 AT+BLEGATTCCHAR: GATTC % Bl 55 F 4
wE WA

i
GATTC % PR 55 Ak

s

’AT+BLEGATTCCHAR=<conn_index>,<srv_index> ‘

Wi ¥ ¢
XIS FAE AR, WA AR :

’+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> ‘

XEFHAFF R, MR -

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK

BH

» <conn_index>: Bluetooth LE i##25-, JEH: [0,2].

o <srv_index>: [R5 75, WiafTAT+BLEGATTCPRIMSRV=<conn_index> £y if] .
o <char_index>: RESFHEMITS, M 1 FFURiENE.

e <char_uuid>: AR%4HER UUID.,

o <char_prop>: HRZSHFHEN @M.

o <desc_index>: FHFRIAGTE.

o <desc_uuid>: FFEIALFH UUID,

B

o fHAMmS, FEIHET Bluetooth LE EH; .

il

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // REE W — £ # A4 M E WL R, ¥ E index &

3.4.29 AT+BLEGATTCRD: GATTC B:HUIR 55 kA

i
GATTC eI o5 5 (A
LT

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

Wi i3 ¢
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+BLEGATTCRD: <conn_index>, <len>, <value>
OK

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: k%575, WiafTAT+BLEGATTCPRIMSRV=<conn_index> #rif],

o <char_index>: REEHEFS, Win{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

o [<desc_index>]: JHEHIASFITS:

o FIRE, FEHHPRARFIIE

o FARUCE, BUHREHIERIE.

o <len>: K JE,

o <value>: <char_value> B{# <desc_value>,

o <char_value> : [RSEHE(E , FR AR, 18 TFAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, fltn, #mR o +BLEGATTCRD:0, 1, 0, MISERHBHERKE RN 1, HAEN “07,

o <desc_value>: ]t % 4 fE i A& M M H O F O £ O KL, B
1TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> 1 B, ] &0, 5 Wy 5
"N +BLEGATTCRD: 0, 4, 0123, NIZIREFECE 4, NAEN “01237,

L]
o ffifHAAYS, FREEET Bluetooth LE #4%,
o A HFRIRSFHEA LR EAE, Wk [E] “ERROR”,

il

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W — 4 4 AW EHLEE, #§ T index £

/) Bl EBE 3 BEREME 2 BRHMENSE L BHAKER, #450T
AT+BLEGATTCRD=0, 3,2, 1

3.430 AT+BLEGATTCWR: GATTC G55 ¥ EA

Has

&F

Dyt
GATTC 5 iR 55 R s A AT E

O e
iy

’AT+BLEGATTCWR:<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length> ‘

Response:

: |

P45 > FOR AT HER LN D8, BERHET DS AR, A 8n KA EI 240 <length> [{ERT,
PITH AL

AR R, R -

OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],

o <char_index>: HRSHEHEFS, Win{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FHEHEIATFF 5 :

o HIE, WS HRRRFIIE:;

o BAWRE, WS HARFHERE.

o <length>: HPEKE. ZZSEBUEILEZ gatts_data.csv H1 val_max_len SEEEH .

]
o HARMS, FEIHET Bluetooth LE JEH;,
o #HBRSFEA X FEEHAE, WEkE “ERROR”.

il

AT+BLEINIT=1 // f € : & P 3%

AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // RF W — £ H L W E WL R, #F index T

/) Bl M3 EREME 4 FHME, EAKEAN 6 FEHHEE, a5 T:
AT+BLEGATTCWR=0,3,4,,6

/) /R S BFEE, M 6 FHWMBEN T, W "123456", REFHE AN

3.431 AT+BLESPPCFG: #if)/ix i Bluetooth LE SPP %%
iy

hig:
5] Bluetooth LE SPP (Serial Port Profile) Z:%§

[

AT+BLESPPCFEFG?

L)V

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>
OK

BeE WA

Ly :
15 # 5 75 E Bluetooth LE SPP £:%{

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

Wi i ¢
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OK

¢ <cfg_enable>:

« 0: HEJA SPP 24, JFHSHILHES;

s I JFHSHHEEE.

o <tx_service_index>: x JR % ¥ 5, W & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 1]

o <tx_char_index>: tx f[g % 4 1F /¥ 5, W[ i fFAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FMAT+BLEGATTSCHAR? %51

o <rx_service_index>: rx fk 4% ¥ B, H & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 51,

o <rx_char_index>: rx R & % {F &% 5, W i8 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? i),

* <auto_conn>: [ HEERENL, BRIAL ﬁ{RT H h EIEDIRERLHRE .

 0: 2% Bluetooth LE %% H s EEINHE.

* 1: {#i§E Bluetooth LE %1% H Zh EEIN6E .

o X} Bluetooth LE %% i, tx ARSSEFAE BN write with response B write without
response, 1x [REFFEEHEVNAE indicate B notify,

* XfT Bluetooth LE R 4545, tx RGFHFHIEJEHELAE indicate B notify, rx fREHFHIEE LI
write with response B{ write without response,

« BT Eﬁ]ﬁi@lﬂﬁﬁlﬁ7 WARIERZRTT, PR AW ERE B3R (KT AT+SYSMSG), 7%
PR IRIEE A S MEREMIIEOL Y, WIS, S ESIEE, MCU 5B B ER W,
TARXT B ) MAC 7;zélz T, WG .

ZN ]

AT+BLESPPCFG=0 // #® % Bluetooth LE SPP % %
AT+BLESPPCFG=1,3,5,3,7 // % & Bluetooth LE SPP % ¥
AT+BLESPPCFG? // # i Bluetooth LE SPP % ¥

3.4.32 AT+BLESPP: 3}t A Bluetooth LE SPP Eizt:

4

T

=

ll

=y

G(V

fig:
i3t A Bluetooth LE SPP 5=
W

=

A

AT+BLESPP

W ¥ 3

OK

>

kR AT E4&3E A Bluetooth LE SPP 45X, 1] AHFA 448 1) & 3E R .
77 Bluetooth LE SPP IR ZS48 R ( XiAE Bluetooth LE #3428 37 5 K {#i g Notifications ), I3z [A] :
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ERROR

B

* 1E SPP L, A& RIEAT+SYSMSG Bit0 Jy 1, W AT A A ATAR i SPP i B fF E .
* 1E SPP e, HRVCEAT+SYSMSG Bit2 Jy 1, W AT A SR AT BRI R -
s UERGWEIREH +++ U, Wk bl 2R ay >, 3§ 2% AR 4 AT @

&,

il

AT+BLESPP  // # A Bluetooth LE SPP # =

3.4.33 AT+BLESECPARAM: #if/i% ¥ Bluetooth LE Jii#: 5%
A it 2

Tyt
Z5if] Bluetooth LE SMP 1% 2%k

A .
“ﬂ/?'

AT+BLESECPARAM?

W )i *

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>

% & Bluetooth LE SMP il %5 &4}

AT+BLESECPARAM=<auth_req>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>[, <auth_
—option>]

Wi i3 ¢

OK

BH

« <auth_req>: AJFEK.
0: NO_BOND

1: BOND

4: MITM

8: SC_ONLY

9: SC_BOND

12: SC_MITM

13: SC_MITM_BOND
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e <iocap>: i AfiHifESS.

* 0: DisplayOnly

* 1: DisplayYesNo

» 2: KeyboardOnly

* 3: NolnputNoOutput

* 4: Keyboard display

* <enc_key_size>: JIHHYIKE. SHGER: [7.16], AL T,
o <init_key>: ZA~HEA A BIHILEES .

o <rsp_key>: LSRRI AN R Y 555

* <auth_option>: 274\

o 0: HElF R eEg;

o L QERICTRME R Z I BOE ) 2359, W Wi iEs.

¢ <init_key> fll <rsp_key> ZHAY AR A AT :

o Bit0: FIF 3] fh s A A 1o 25 ) fin 2 25 41 5

o Bitl: T3l iR A 2581 ) IRK 254 5

o Bit2: I TR A3 A Y %491 CSRK %4 ;

* Bit3: FIF 3l dn s A N 25 41 link %54 ({XHF Bluetooth LE 1 BR/EDR JEA7A5 ) .

il

AT+BLESECPARAM=1,4,16,3,3,0

3.4.34 AT+BLEENC: % Bluetooth LE Jiisi oK

KRR

A .
"ﬂ/?\‘

’ AT+BLEENC=<conn_index>, <sec_act>

e <conn_index>: Bluetooth LE i&325-, JERl: [0,2].
e <sec_act>:

¢ 0: SEC_NONE;

e 1: SEC_ENCRYPT;

e 2: SEC_ENCRYPT_NO_MITM;

e 3: SEC_ENCRYPT_MITM,

B
o EAMGLHT, WARELES. B SRS ERE.
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il

AT+RESTORE

AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADDR?

AT+BLESECPARAM=1,0,16,3,3

AT+BLESETKEY=123456

AT+BLEADVSTART

// f£ F Bluetooth LE & app % client L5 ESP32 % % # i Bluetooth LE # ¥
AT+BLEENC=0, 3

3.4.35 AT+BLEENCRSP: [n]53 %33k 4% 5 e i fic o i 2R
YA

Jyiig:
I 52250 S 1 6 A AL AT RO i 2K

e

’AT+BLEENCRSP=<conn_index>,<accept>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
* <accept>:

o 0: JE4;

o 1z,

Bl

o BRAG AT, AT ATERUAFIER MRS RS

+BLEAUTHCMPL: <conn_index>, <enc_result>

» <conn_index>: Bluetooth LE i£#:5-, JEHl: [0,2].
¢ <enc_result>:

0: I fe Xt ) ;

L: T e 2R

il

AT+BLEENCRSP=0, 1
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3.4.36 AT+BLEKEYREPLY: #5%} 75 45 M5 %%
BE A

Jyiig:
] 52 B} 4

s

’AT+BLEKEYREPLY=<conn_index>,<key>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <key>: FLXTEH.

il

AT+BLEKEYREPLY=0, 649784

3.4.37 AT+BLECONFREPLY: #3%}J5 Seac IS fiNas i (fhge B e )

LA

-t

itk
[1] 4 it o) 3% S

s

’AT+BLECONFREPLY:<conn_index>,<confirm>

W i :

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
¢ <confirm>:
e 0: 1%

e 11 B

il

AT+BLECONFREPLY=0, 1
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3.4.38 AT+BLEENCDEV: #rifyZ€h% Bluetooth LE %8 Be 45 414
Ao A

Yyiig:
A48 E 1 Bluetooth LE N5 #5413

s

AT+BLEENCDEV?

W

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

B8
 <enc_dev_index>: TP RAMIERES . MSHA—EE T S AT+BLECONN 25 1) Bluetooth

LE 325 F P conn_index %, Jul#l: [0,14].
* <mac_address>: MAC #ihil.

BE]
* ESP-AT iZ AWSIE 15 k. WRIEMBIHEIT 154, IR ER & E SRk

REMF M 0 | 14 SRR E 162 BT (E .

il

AT+BLEENCDEV?

3.4.39 AT+BLEENCCLEAR: {5k Bluetooth LE Jji% 3 #5514

wia s
i
T BRI M B R
s

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
T B3 2 4 i P i A 5

e
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’AT+BLEENCCLEAR

W

’OK

« <enc_dev_index>: B4} EXSMIERES .

il

AT+BLEENCCLEAR

3.440 AT+BLESETKEY: %% Bluetooth LE &52AsHCkf %540

A a4

itk

’_%_‘i’@ Bluetooth LE ¥ A BN B4, £X%&E, N AT KE -1

[

’AT+BLESETKEY?

Wi i ¢

+BLESETKEY:<static_key>
OK

[Fautigy

Yriig:
i Bluetooth LE 4% 1% #—4> Bluetooth LE #7525

’AT+BLESETKEY:<static_key>

M) v :

[ox

S

* <static_key>: Bluetooth LE FfZSHD X454

2N

AT+BLESETKEY=123456
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3.441 AT+BLEHIDINIT: Bluetooth LE HID Bl #)isit

iy

e
i) Bluetooth LE HID Hsl 1A L1

s

AT+BLEHIDINIT?

L)V
HARYIRE, W AT & A :

+BLEHIDINIT:0
OK

HOAAIE, W AT &

+BLEHIDINIT:1

#1144k, Bluetooth LE HID 13X

A\ .
"ﬂ/?\'

’AT+BLEHIDINIT:<init>

Wi i ¢

’OK

e <init>:

o 0: HUJlY Bluetooth LE HID sl (#T444k ;
« 1: #1144k Bluetooth LE HID #jill .

Bl

« Bluetooth LE HID J&:%: 5 il GATT/GAP iy 4 [a] i i .

il

AT+BLEHIDINIT=1
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3.442 AT+BLEHIDKB: % 3% Bluetooth LE HID &1 5.
wE WA

i
8S SR Y,

s

’AT+BLEHIDKB=<Modifier_keys>,<key_1>,<key_2>,<key_3>,<key_4>,<key_5>,<key_6>

W

’OK

o <Modifier_keys>: Z1 {4,
o <key_1>: HEfLHS 1,
o <key_2>: RS 2,
o <key_3>: HE{UAY 3.
o <key_4>: HLHD 4,
o <key_5>: ffLHS S,
o <key_6>: UG 6,

s
o FLHILH{E B, 2% Universal Serial Bus HID Usage Tables /) Keyboard/Keypad Page 77 .

B ATS-1S 10S UM AE,, BB TR R el MFLAGLE.

il

AT+BLEHIDKB=0,4,0,0,0,0,0 // My NF & & "a"

3443 AT+BLEHIDMUS: %% Bluetooth LE HID [lkif3
B

itk
Kk b E

A\ .
"Il/?\‘

’AT+BLEHIDMUS:<buttons>,<X_displacement>,<Y_displacement>,<wheel>

Wi i :

[ox
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BH

 <buttons>: FbrFici.

+ <X_displacement>: X {i/#%.
» <Y_displacement>: Y %,
o <wheel>: HE#.

s
« L HID [ArE B , i 57% Universal Serial Bus HID Usage Tables [/ Generic Desktop Page {1 Application

Usages &7,
o B4 108 PR H., IR TR B e MFLIAGIE.

il

AT+BLEHIDMUS=0,10,10,0

3.4.44 AT+BLEHIDCONSUMER: % 1% Bluetooth LE HID consumer {5 5\

)E’J

CEL A

Tytig:
%1% consumer 15 &,

Py -
“ﬂ4>‘

’AT+BLEHIDCONSUMER:<consumer_usage_id>

W i <

[ox

BH

» <consumer_usage_id>: consumer ID, [l power. reset. help. volume %, /71 2% HID Usage Tables
for Universal Serial Bus (USB) Hf#) Consumer Page (0x0C) Y.

Bl
o BAEIArST 108 UM ACH., IR T E e i MFLIAGIE.

il

AT+BLEHIDCONSUMER=233 /) BB EE
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3.4.45 AT+BLUFI: Jf)53ok A BluFi
iy

i
i) BluFi ARZS

s

AT+BLUFI?

L)V
7 BluFi RIT/H, Mk [H:

+BLUFI:0

OK

# BIUFi CIFR, WGEM:

+BLUFI:1

T ECK ] BluFi

’ AT+BLUFI=<option>[,<auth floor>]

] oz <

[ox

BH

e <option>:
— 0: X[1] BluFi;
— 1: )3 BluFi,
* <auth floor>: Wi-Fi J\IFA I, ESP-AT N2 42 BB AL T S {E ) AP:
— 0: OPEN (2kiL);
WEP;
: WPA_PSK;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN kR W =

B

S

o X BEYE Bluetooth LE KA UIEILTE I T FF B % 2% 4] BluFi (AT+BLEINIT=0).

Espressif Systems 141 Release v2.3.0.0-esp32¢3-615-g7f3a78bdbd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 3. AT Ay d4E

il

AT+BLUFI=1

3.446 AT+BLUFINAME: #ify/i%% BluFi %45 %5k
A4

ik
7¥if) BluFi 4§

[

AT+BLUFINAME?

W

+BLUFINAME : <device_name>
OK

)E’J

CELN A

i
TCE BluFi #4544 75

’AT+BLUFINAME:<device_name>

W i <

[ox

S

o <device_name>: BluFi #4544 F5 .

Bl

N BCE BWF B #F 4 K, W TR AT AT+BLUFI=1 iy 4 B BB, 75 K 68 1 BRIA 44 %
BLUFI_DEVICE.
* BIuFi SR AR N 29 75,

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?
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3.4.47 AT+BLUFISEND: % 1% BluFi Ji] ) (3 & U
BeE WA

i
#ci% BluFi i P H & SR 45 Tl

s

’AT+BLUFISEND=<length> ‘

Response:

P > 2 AT HERSFECR 8, U T DA AR, 48 KA FI S48 <length> HYEIT,
IR SIS R IR
AR R, R

OK

BH
* <length>: ), BfI: F5.
Bl

o HE BRI BN BRI 600 5.
o 0 BSP IR FHL L LA A 2 XEdE, IB4% LA +BLUFIDATA: <len>, <data> #&afTHI.

2N

AT+BLUFISEND=4

/) ®E ST FERE, BN 4 FRHKENT, o123, ARKELHEFRESL FA;N

3.5 ESP32 Classic Bluetooth® AT #my A4

A48

AT+BTINIT : Classic Bluetooth #J 154k

AT+BTNAME: #5if)/#%% & Classic Bluetooth 15 %44 F5
AT+BTSCANMODE: & Classic Bluetooth J3#i#5i;
AT+BTSTARTDISC: F4f & ¥LJH 41 Classic Bluetooth % %
AT+BTSPPINIT : Classic Bluetooth SPP #4541k
AT+BTSPPCONN : #51ih)/7 7. SPP %%
AT+BTSPPDISCONN : WiFF SPP %4

AT+BTSPPSTART : FF )& Classic Bluetooth SPP {13
AT+BTSPPSEND: 72 i:33R3 %15 Classic Bluetooth SPP % 4%
AT+BTA2DPINIT : Classic Bluetooth A2DP /8 4] t& 1k
AT+BTA2DPCONN : #ifi)/#E57. A2DP %3
AT+BTA2DPDISCONN : Wi A2DP &z
AT+BTA2DPSRC: #ifi)/i5 B35 95 {4 URL
AT+BTA2DPCTRL: =15 54& ik
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o AT+BTSECPARAM : #5if)/ 5% & Classic Bluetooth 42455k

o AT+BTKEYREPLY : % A\ faj BABC %} %5 4H (Simple Pair Key)

o AT+BTPINREPLY : i AMEGEE %2515 (Legacy Pair PIN Code)
* AT+BTSECCFM : 25X )5 & I WA R (G Er)
» AT+BTENCDEV : #xif] Classic Bluetooth Jj[ %515 #5 41| 3¢

o AT+BTENCCLEAR: 7% Classic Bluetooth fi1%5 & 4541 3¢

« AT+BTCOD: 8547

o AT+BTPOWER: #xifij/i&%# Classic Bluetooth ] TX T3

351 #ivdd

ESP32 AT [ 30HF i A 1O RIE 4.2 A .

s BOARY AT BEPEASTRF A R 89 AT 6% WERMATE S ESP32 SO el F vy, 3§ HAT40 3%
ESP-AT 142, TESE TP RCE TA LS (RSO0 MAL R, MRIG A 2 s) -

o EHEME IS Component config->AT->AT bt command support

|2 ] SPP £y % Component config -> AT -> AT bt command support -> AT bt spp
command support

* 2 f] A2DP 54 Component config -> AT -> AT bt command support -> AT bt a2dp
command support

3.5.2 AT+BTINIT: Classic Bluetooth #ji&1k
iy

Dyite:
#71fi) Classic Bluetooth #J 54N

[

AT+BTINIT?

L)V
HEMIR, R ME :

+BTINIT:1
OK

AARRIARAE, R :

+BTINIT:0

WAL B34 Classic Bluetooth

AT+BTINIT=<init>

W
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OK
e <init>:
— 0: 348 Classic Bluetooth;
— 1: #1464k Classic Bluetooth.,
wi

o Y3 Classic Bluetooth B #4540, WJAT+CIPMODE Joyki% e H 1.

il

AT+BTINIT=1

3.5.3 AT+BTNAME: #ifj/ix¥ Classic Bluetooth 75
Ay

Tytig:
5] Classic Bluetooth 14544 R

O e
"ﬂé?‘

AT+BTNAME?

W i <

+BTNAME : <device_name>

% & Classic Bluetooth #4542

’AT+BTNAME:<device_name>

W

’OK

o <device_name>: Classic Bluetooth %454 %5, KN 32, BRiA:” ESP32_AT”,
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e

o YAT+SYSSTORE=1, o E UL NVS X,
o i\ Classic Bluetooth #5454 5 “ESP32_AT”,

Bl

AT+BTNAME="esp_demo"

3.5.4 AT+BTSCANMODE: ¥:¥ Classic Bluetooth F1HliEi;

v

)E'\.

CELTA

i
1% & Classic Bluetooth =

[

’AT+BTSCANMODE:<scan_mode>

Wi 3% <

[ox

Y

e <scan_mode>:
— 0: NAJ R HAT] 78
— 1 ATPEREAR ] A s
- 2: BERT A AT R ;
- 3: AR BUEAR ] HEE

il

AT+BTSCANMODE=2  // B 7 %X o 4 7 % £

3.5.5 AT+BTSTARTDISC: Ji&'% 8 )E34 Classic Bluetooth 7%
A

Yriie:
4 % Fi Classic Bluetooth %45

AT+BTSTARTDISC=<ing_mode>, <ing_len>, <ing_num_rsps>

W i <

+BTSTARTDISC:<bt_addr>, <dev_name>, <major_dev_class>, <minor_dev_class>, <major_srv_
—class>,<rssi>

OK
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e <inq_mode>:
— 0: general inquiry mode;
— 1: limited inquiry mode.

 <ing_len>: inquiry M, {5 : 0x01 ~ 0x30.
* <ingq_num_rsps>: A PAISH[) inquiry responses 4, #i%H 0, AT KFliE] JLRRA™ response ..
e <bt_addr>: Classic Bluetooth Hiil,
o <dev_name>: 55 FR.
o <major_dev_class>: F I A:
— 0x0: HiAth;
- Ox1: #T8WHL;

- Ox2: i (FHL. Tofe. SZATHIE. FEIRREES)

— 0x3: LAN, W42 A

- Ox4: FHUMIT (ML, ¥r=as. SRR, SRR /R. VCR);

- Ox5: Fff (BUbR. kAT, #aL);

- 0x6: B (FTED. L. APL. BIR);

— Ox7: W] ZE8;

— 0x8: IrE;

— 0x9: a5,

— Ox1F: 432,
o <minor_dev_class>: i5Z&#% RIELK LA (Minor Device Class field).
o <major_srv_class>: FTLfR45I5H:

- 0x0: JCAfH;

- Ox1: AR IR (Limited Discoverable Mode);

- Ox8: ENL ([ B )

- 0x10: W%, W LAN, g% a5

- 0x20: JEZL, WHTH. R4

- 0x40: FHHE, WL, F 7R

— 0x80: X4 1&%y, N v-Inbox, v-Folder;

- 0x100: &40, WiprEas. 2. HAURS

- 0x200: Hui&, anjcagril. JHmRE . BPURS

- 0x400: 55, 1 WEB JIR%5#%. WAP [R%#5%.

o <rssi>: [EEIREF,

il

AT+BTINIT=1
AT+BTSCANMODE=2
AT+BTSTARTDISC=0,10,10

3.5.6 AT+BTSPPINIT: Classic Bluetooth SPP il #Ji&1t
iy A

#1fi) Classic Bluetooth SPP 1 #4540

Py
A

AT+BTSPPINIT?

Wi ¥ <
HERIRIL, TR
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+BTSPPINIT:1
OK

HARBIIRAL, IR (] -

+BTSPPINIT:0

W EA B Y4 Classic Bluetooth SPP #

[k

’AT+BTSPPINIT=<init>

Wi i ¢
ox
¢ <init>:

— 0: {4} Classic Bluetooth SPP {3 ;
— 1: HJiB4k Classic Bluetooth SPP #48, ff {6, °5 master;
— 2: #1454k Classic Bluetooth SPP FM¥, {6 A slave.

il

AT+BTSPPINIT=1 // master

AT+BTSPPINIT=2 // slave

3.5.7 AT+BTSPPCONN: ify/gdty. SPP ¥
it 2

f:
i) Classic Bluetooth SPP 4§22

A .
"ﬂ/?\'

AT+BTSPPCONN?

W

+BTSPPCONN: <conn_index>, <remote_address>
OK

WERRESL R, R (A :

+BTSPPCONN: -1

Espressif Systems 148 Release v2.3.0.0-esp32¢3-615-g7f3a78bdbd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 3. AT Ay d4E

N

Uik
%57, Classic Bluetooth SPP 442
s

’AT+BTSPPCONN:<conn_index>,<sec_mode>,<remote_address>

Wi i :

[ox

PSRN, W) AT &[0 :

+BTSPPCONN: <conn_index>, <remote_address>

PRI, AT 3% 1] :

+BTSPPCONN: <conn_index>, -1

BH

» <conn_index>: Classic Bluetooth SPP #4552, Mui H s, #iEE-H0,
¢ <sec_mode>:

— 0x0000: FoZ24 {5

- 0x0001: FFHAZRL (U IMERETFE )

— 0x0036: N

— 0x3000: H1[E] LR

- 0x4000: 570 16 (i %4
» <remote_address>: X} J; Classic Bluetooth SPP ¥ £5#bdil,

il

AT+BTSPPCONN=0,0,"24:0a:c4:09:34:23"

3.5.8 AT+BTSPPDISCONN: IiJ| SPP ¥iH:
Parm A

Hyite
Wi I Classic Bluetooth SPP %4

"ﬂ4>

’AT+BTSPPDISCONN:<conn_index>

Wi

’OK

A s T, Wk [E]

’+BTSPPDISCONN:<conn_index>,<remote_address>

Fn TR, R
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+BTSPPDISCONN: -1

e <conn_index>: Classic Bluetooth SPP j£4:5, Y H i miEs:, &
o <remote_address>: X} J; Classic Bluetooth A2DP ¢ £5 il

540,

il

AT+BTSPPDISCONN=0

3.5.9 AT+BTSPPSEND: 'k i%%i¥n#I%} Jj Classic Bluetooth SPP %75

Wiia
Tytie:
it A Classic Bluetooth SPP #5i{;

ke

’AT+BTSPPSEND

W i ¢

>

v

N

&

Dyt :
RIEFHEF|%] 5 Classic Bluetooth SPP 4%

o

’ AT+BTSPPSEND=<conn_index>, <data_len>

My i+
|

[ox

ZH
 <conn_index>: Classic Bluetooth SPP ##5:5| MFi H e igss: , &4
o <data_len>: RiEBARIIKE .

Bl
o RGULE| ML A5 e A TR >, AR5 ESP32 45 iE A UART Bluetooth I, YR G F| A
A+ FERE, R R R B E e R, IHE R T AT .
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il

AT+BTSPPSEND=0, 100
AT+BTSPPSEND

3.5.10 AT+BTSPPSTART: Jf k3 Classic Bluetooth SPP i
ParmA

Dy
JF )& Classic Bluetooth SPP i3

A\ .
"Il/?\‘

’AT+BTSPPSTART

W

’OK

Bl

* £ SPP &8 rf, WIRRBLEAT+SYSMSG A/ bit2 2y 1, MARGA SARRLAEER S UL R
El

/o

il

AT+BTSPPSTART

3.5.11 AT+BTA2DPINIT: Classic Bluetooth A2DP i #i&4k
iy 4>

ke
#¥1) Classic Bluetooth A2DP #p¥ 4 1G4 RS

A

AT+BTA2DPINIT?

W] 7 <
HOVIRE, R -

+BTA2DPINIT:<role>

OK

HARPIGIE, MR

+BTA2DPINIT: 0

OK
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EmA

&F

Tytig:
WA EF 4y Classic Bluetooth A2DP iYL
Pz

’AT+BTA2DPINIT:<role>

WD

’ oK

S

o <role>: fHfn

— 0: ¥4 Classic Bluetooth A2DP 1/p¥;
— 1: source;
— 2: sink,

il

AT+BTA2DPINIT=2

3.5.12 AT+BTA2DPCONN: #rify/gdt . A2DP &%
Ay

Jihik:
#¥1fi) Classic Bluetooth A2DP #:$2

AT+BTA2DPCONN?

W i <

+BTA2DPCONN: <conn_index>, <remote_address>

VoSS, M AT A<k [A] <conn_index> fll <remote_address> Z%{.

I
H
g
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ARSI N, R A :

’+BTA2DPCONN:<conn_index>,<remote_address>

HORNLERRIN, R A :

’ +BTA2DPCONN: <conn_index>, -1

» <conn_index>: Classic Bluetooth A2DP j#i55-, Ypi H S aigds, 45450,
o <remote_address>: %[ 75 Classic Bluetooth A2DP 4 #5Hitl,

il

AT+BTA2DPCONN=0,0,0,"24:0a:c4:09:34:23"

3513 AT+BTA2DPDISCONN: IiJf A2DP it
AT a4

itk
W7 FF Classic Bluetooth A2DP 4%

AN .
“Il/?\‘

AT+BTA2DPDISCONN=<conn_index>

W

+BTA2DPDISCONN: <conn_index>, <remote_address>
OK

S

o <conn_index>: Classic Bluetooth A2DP iE#:5-, Mu7 H e pa s, S50,
» <remote_address>: X} J; Classic Bluetooth A2DP #¢£5Hiuil: .

il

AT+BTA2DPDISCONN=0

3.5.14 AT+BTA2DPSRC: 7%ify/it % 3¢k URL
iy

i
) E O URL

A .
"ﬂ/?\'
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AT+BTA2DPSRC?

Wi % ¢

+BTA2DPSRC:<url>, <type>

’AT+BTA2DPSRC:<conn_index>,<url>

Wi ¥ *

* <conn_index>: Classic Bluetooth A2DP &35, MFj L pigss, E# S H 0,
o <url>: JESCPEESAE, 47 H H: HTTP. HTTPS Al FLASH.,
o <type>: EHHCHFRAL, 41 “mp3”,

BEW]
o HTHA S mp3 A%

il

AT+BTA2DPSRC=0, "https://dl.espressif.com/dl/audio/ff-16b-2c-44100hz.mp3"
AT+BTA2DPSRC=0, "flash://spiffs/zhifubao.mp3"

3.5.15 AT+BTA2DPCTRL: sl wiikix
AT

Yyfie:
U= T E 0

’AT+BTA2DPCTRL:<COnn_indeX>,<ctrl>

W i <

[ox |
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BH

o <conn_index>: Classic Bluetooth A2DP #E#:5- | Mu7 H e pa s, S0,

o <ctrl>: FEiHZEAL:

- 0: A2DP Sink, 1= 1-4%&7k;

: A2DP Sink, FFUGHEIL;

: A2DP Sink, ifk;

: A2DP Sink, f5iB;

: A2DP Sink, itk ;
: A2DP Sink, itk ;

: A2DP Source, 12 F4EHL;
: A2DP Source, FFUEIEIN;
: A2DP Source, #{5%K .

|
N — O AW —

il

AT+BTA2DPCTRL=0, 1

/] FFEE B F R

3.5.16 AT+BTSECPARAM: #rify/ix¥ Classic Bluetooth ‘2245 %

A ifo i &

#71fi) Classic Bluetooth Z-4= 5%

O e
iy

AT+BTSECPARAM?

Wi i :

+BTSECPARAM:<io_cap>, <pin_type>, <pin_code>

o <io_cap>: By AHiHfAETT:

— 0: DisplayOnly;

— 1: DisplayYesNo;

— 2: KeyboardOnly;

— 3: NolnputNoOQOutput.,
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o <pin_type>: i fj ] AR i[5 i A :
- 0: A ARSEAG ;
— 1: [ % .
* <pin_code>: ZEGEXHID, HARKE: 16 F5.

B

o FINHE <pin_type> N0, WEHDZM <pin_code> B4,

il

AT+BTSECPARAM=3, 1, "9527"

3.5.17 AT+BTKEYREPLY: i A i Sifick} 44 (Simple Pair Key)
PATi %

hiig:
iy AT BATC X354 (Simple Pair Key)

LT

’AT+BTKEYREPLY=<conn_index>,<Key>

W

[ox

Y

o <conn_index>: Classic Bluetooth 5, 4wi A g, ERES5H0,
o <Key>: fijEARLX]IE54H (Simple Pair Key).

il

AT+BTKEYREPLY=0, 123456

3.5.18 AT+BTPINREPLY: #i A {50 %1% (Legacy Pair PIN Code)
PR A

tig:
i N AL GEBRLA 55 (Legacy Pair PIN Code)

.
"Il/?\‘

’AT+BTPINREPLY:<conn_index>,<Pin>

W i <

[ox
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BH

e <conn_index>: Classic Bluetooth £35S, Mui H i iER:, EES R0,
* <Pin>: {EGHECXT S (Legacy Pair PIN Code).

Bl

AT+BTPINREPLY=0, "6688"

3.5.19 AT+BTSECCFM: #%fJ5 desa IS ihgs R (88 bBt)
PR A

Dyt
X i AL AGE R (R R BY)

s

’AT+BTSECCFM:<conn_index>,<accept>

Wi i ¢

’OK

B8

o <conn_index>: Classic Bluetooth 732, 4wi A e saidds, ERS R0,
* <accept>: IEHIEILZ:

- 0: f54;

- L #E%Z.

il

AT+BTSECCFM=0, 1

3.5.20 AT+BTENCDEV: #rifj Classic Bluetooth Jjiis v #5514
iy 4>

Dyt
I E B

ke

AT+BTENCDEV?

W )i :

+BTENCDEV: <enc_dev_index>, <mac_address>
OK
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BH

o <enc_dev_index>: ZJEHEIITE .
o <mac_address>: MAC #ihil.

Bl

AT+BTENCDEV?

3.5.21 AT+BTENCCLEAR: {545 Classic Bluetooth Jiiss e 5 414

BEE M

e

BRI B e MR — S i &
[

’AT+BTENCCLEAR:<enc_dev_index>

Wi i ¢

’OK

AT 4

i
O 83 22 4 il P i A 5

A .
"ﬂé’\'

’AT+BLEENCCLEAR

o <enc_dev_index>: #EIRETE .

il

AT+BTENCCLEAR

3.5.22 AT+BTCOD: V¥ sy
Faunigy

Yriie:
%% Classic Bluetooth #5257
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[

’AT+BTCOD:<major>,<minor>,<service>

* <major>: FEEIAL (major class);
o <minor>: REK A (minor class);
o <service>: J[R4257 (service class),

il

AT+BTCOD=6,32,32  // 4T G #

3.5.23 AT+BTPOWER: #rify/i% ¥ Classic Bluetooth [¥) TX Jj#
Ay

i
#7if] Classic Bluetooth 1) TX Zh#

AT+BTPOWER?

W i <

+BTPOWER: <min_tx_power>, <max_tx_power>

i
% & Classic Bluetooth ] TX I3

e

’AT+BTPOWER=<min_tx_power>,<max_tx_power>

L)V

’OK

o <min_tx_power>: &H/NEZIK-, JEFE: [0,7].
o <max_tx_power>: & KINZEIKI, JEH: [0,7].

Espressif Systems 159 Release v2.3.0.0-esp32¢3-615-g7f3a78bdbd
Submit Document Feedback


https://btprodspecificationrefs.blob.core.windows.net/assigned-numbers/Assigned%20Number%20Types/Baseband.pdf
https://btprodspecificationrefs.blob.core.windows.net/assigned-numbers/Assigned%20Number%20Types/Baseband.pdf
https://btprodspecificationrefs.blob.core.windows.net/assigned-numbers/Assigned%20Number%20Types/Baseband.pdf
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 3. AT Ay d4E

il

’AT+BTPOWER:5,6 // & HE Classic Bluetooth tx I &

3.6 MOQTT AT &4 4E

o 48

« AT+MQTTUSERCFG: ¥¢'& MQTT Jl @ik

o AT+MQTTLONGCLIENTID: %% MQTT % F i ID

o AT+MQTTLONGUSERNAME: %8 MQTT % it Fl F1 4
o AT+MQTTLONGPASSWORD: %% MQTT %%y
o AT+MQTTCONNCFG: %8 MQTT &3 /8 H:

o AT+MOQTTALPN: %% MQTT [ HZ WMt (ALPN)
o AT+MQTTCONN : %32 MQTT Broker

* AT+MQTTPUB: %A MQTT J§ 5 (FFFH)

o AT+MQTTPUBRAW: %7K MQTT 4.4,

o AT+MQTTSUB: ][5 MQTT Topic

o AT+MQTTUNSUB: U717 % MQTT Topic

o AT+MQTTCLEAN: WiJF MQTT %

o MOTT AT 432

o MOTT AT .7

3.6.1 ¥

Tt BRIANY AT [T FIOIA AT @4, WERGORTE ESP32 5 MQTT @4, i /74
i ESP-AT 192, {ESH BRUH TR

* Z%] Component config->AT ->AT MQTT command support

3.6.2 AT+MQTTUSERCFG: ¥ MQTT H] y1)gth:
At o

i
FoE MQTT i gtk

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
< ID>,<CA_ID>,<"path">

Wi i ¢

OK

B

e <LinkID>: 4Hi{{ % $¥F link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
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: MQTT over TLS (AKEIETS) 5
: MQTT over TLS (#:56 server IE5) ;
: MQTT over TLS (it client yIE ) ;
: MQTT over TLS (#:56: server yIF 57 HA2E client IE1) ;
: MQTT over WebSocket (3T TCP);
: MQTT over WebSocket Secure (3T TLS, AKIIETS);
: MQTT over WebSocket Secure (T TLS, &I server IE5);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client §IE45);
— 10: MQTT over WebSocket Secure (ET TLS, ®5& server IF-HIf HE2E client IF ).
o <dclient_id>: MQTT %3 ID, Ak E: 256 547,
* <username>: ffF74%, Hﬂ?ﬁﬁﬁ MQTT broker, fr kK /E: 64 FF,
o <password>: 1Y, T MQTT broker, fHAKE: 64 %7,
o <cert_key_ID>: {35 ID, HpujESP-AT {3 #—%& cert ik, S%0H 0.
« <CA_ID>: CAID, HHul ESP-AT {U$—%& CAFT, &%0h 0.
o <path>: BEJRERAT, BORKE: 32 9775,

|
0O LB W

L]
o B4 AT 2R K EERRER LT 256 #35.
o MR <scheme> [lE M 3. 5. 8. 10, N TGRS # LA RN, HIE KL IEAT+MQOTTCONN iy

ATk ESP32 TRIE MBI H] . (EF] AR IEAT+CIPSNTPCFG fig % K & SNTP, SR Hi i
6], %IEAT+CIPSNTPTIME? i34 21 24 R i H] . )

3.6.3 AT+MQTTLONGCLIENTID: ¥ MQTT %5 /¥ ID

B A

&

i :
WE MQTT % )i ID
A

AT+MQTTLONGCLIENTID=<LinkID>, <length>

W 3% <

OK

>

bakm R s AT EMER I MQTT % P ID,  BUi ] A A K P ID, 24 AT 323 0 F i
ID KJEFiAF| <length> J5, &R[H:

OK

ZH

e <LinkID>: 4Hi{Y % $F link ID 0,
+ <length>: MQTT % F i ID K&, JifE: [1,1024].

B

* AT+MQTTUSERCFG fig %A DA MQTT & Py ID, 352 [B] 1 22 3404 -
- AT-I—MQTTLONGCLIENTID A ] DA e EAR R K % i 1D, [R2h AT+MQTTUSERCEG

IIIF] < E/J_LQFXBE7
- WAEHE AT+MQTTUSERCFEG J5 i f§ AT+MQTTLONGCLIENTID,
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3.6.4 AT+MQTTLONGUSERNAME: ik MQTT ki 44

WE MQTT I 44

s

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W

OK

>

i) IR AT SR Gl MQTT I P45, MEATERTT DA% A MQTT I F4%, 24 AT #:43i MQTT
AP ZKEIRF| <length> J5, &M

OK

B

e <LinkID>: 4§i{{ % $¥# link ID 0,
o <length>: MQTT "4 KJF. Ju: [1,1024].

el
o AT+MQTTUSERCFG &AW DL E MQTT H 74, — &2 i HafE:
- AT+MQTTLONGUSERNAME fijr4 0] DA R E AN K 44, o AT+MQTTUSERCEG fip

AR EAZ IR
- WAEHE AT+MQTTUSERCFG Jii FMfi ] AT+MQTTLONGUSERNAME

3.6.5 AT+MQTTLONGPASSWORD: ¥ MQTT %kl 86
BEE WA

itk
B MQTT %Y

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <

OK

>

ik FOR AT SR LI MQTT %Y, IHF T AR A MQTT %515, 4 AT #:IkFIf) MQTT %%
KRS <length> J5, &[H:

OK
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BH

« <LinkID>: 4i{¥ 3745 link ID 0.
» <length>: MQTT 3K &, JEF: [1,1024].

ei|
o AT+MQTTUSERCFG AW 0] AE MQTT %418, —F 2 [l 2= 3 a4
— AT+MQTTLONGPASSWORD HJ AR KRB E AN K A%, K AT+MQTTUSERCEG iy AI K

BEAZ IR
- WAEHE AT+MQTTUSERCFEG J5 Fii ] AT+MQTTLONGPASSWORD,

3.6.6 AT+MQTTCONNCFG: % MQTT &5k

B MQTT ##2 g1

e

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

o <LinkID>: 437{¢ 4% link ID 0,
o <keepalive>: MQTT ping #BHIHFE], By #b. JERE: [0,7200]. BRIAE: O, £@imEInch 120 7.
+ <disable_clean_session>: %% MQTT jFH S iEIrE, A X ZSHNEZ(EEi#ES % MQTT 3.1.1
M Py Clean Session 2577 o
- O: fHRETE PR &E
- 1 B E
o <Iwt_topic>: j5ilE topic, KK : 128 7.
o <Iwt_msg>: j5UE message, I RKE: 64 FIT,
* <Iwt_qos>: j5tlg QoS, Zm[#k 0. 1. 2, BRIAMEH: 0.
o <Iwt_retain>: 5V retain, SEAIFE OB 1, BRINE: O,

3.6.7 AT+MQTTALPN: ¥ MQTT )2V (ALPN)

B A

e

B MQTT BLFE AR (ALPN)
e

AT+MQTTALPN=<LinkID>, <alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">]

W
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OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,
 <alpn_counts>: <” alpn” > S M. JEE: [0,5].
~ 0: % MQTT ALPN it %
~ [1,5]: %% MQTT ALPN il &

o <”alpn” >: FRFERESH, FIR ClientHello 1) ALPN, H] Rl PAKIEZ A~ ALPN BB RS54

i)
« e AT AR/ 256 T

o HAG7E MQTT £F TLS 5§ WSS B}, MQTT ALPN Bt A4 2440,
o WAFIXE AT+MQTTUSERCFG J5 ¥l AT+MOTTALPN,

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.6.8 AT+MQTTCONN: ¥:$: MQTT Broker
ity A

Yitig:
#rif) ESP32 %45 B %31 MQTT broker

e

AT+MQTTCONN?

Wi i ¢

+MQTTCONN: <LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>

142 MQTT Broker

AT+MQTTCONN=<LinkID>, <"host">, <port>, <reconnect>

W i ¢

Espressif Systems 164 Release v2.3.0.0-esp32¢3-615-g7f3a78bdbd

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 3. AT Ay d4E

OK

o <LinkID>: 43i{% 374 link ID 0,
o <host>: MQTT broker 1844 , KKK E: 128 F3F
o <port>: MQTT broker 351, A : 65535,
 <path>: BEJFpRAT, mORKEE: 32 5475,
e <reconnect>:
- 0: MQTT NEZE %, N MQTT #7452 5 Wit , TGy AR A A i & B 1% 82
EHREKIRAT+MOTTCLEAN=O fiy 25 HME R, EHACESE, HEmiEs:.
- 1: MQTT HBHE %, XHFERZNARE.
o <state>: MQTT JRZES:
- 0: MQTT KHJhafL
: B E AT+MQTTUSERCEG;
: B E AT+MQTTCONNCEG;
D IERCWIT
D CEERE
C R, HARTTTH topic;
- 6: CER:, CATPH topic.
e <scheme>:
— 1: MQTT over TCP;
— 2: MQTT over TLS

|
N AW =

(RFIRUES ) ;
3: MQTT over TLS (#¢5; server yIE+5) ;
4: MQTT over TLS (#4it client jiF) ;
5: MQTT over TLS (#:4; server iIF 5 HiRAE client iET ) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (J:T TLS, AKEHET);
8: MQTT over WebSocket Secure (3T TLS, L server yIET5);
9: MQTT over WebSocket Secure (3T TLS, 32t client JEF3);
10: MQTT over WebSocket Secure (3T TLS, A4 server 3IF 357 HA2ML client E45) .

3.6.9 AT+MQTTPUB: “%:Aii MQTT i (‘F45H)

it

il topic 752%’5 MQTT P4 E . ARG A SN EdEEAN R Z , B4 THEA AT I8 KE
BIE 256 F7, HiJAT+MQOTTPUBRAW 54,

O e
iy

’ AT+MQTTPUB=<LinkID>, <"topic">,<"data">, <qos>, <retain>

 <LinkID>: 43i{% 374 link ID 0,

o <topic>: MQTT topic, FHRKJE: 128 FIF

o <data>: MQTT F/4 1A,

* <qos>: KHEM QoS, SH#E 0. 1. 52, BHAH: 0.

o <retain>: %47 retain,
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e

- 15 AT A4 1 KRBT 256 795
o RASTRERELIE \0, FHTERIETLEE, 0 IAT+MOTTPUBRAW 4,

Bl

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+MQTTUSERCFG=0, 1, "ESP32", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0 //_
KRB BAH, FEERAFAEZEFER L.

3.6.10 AT+MQTTPUBRAW: ‘KAl MQTT i,

A

=

&k .
HE*

i topic KA MQTT JH 5. . WERBAATH B REEE RAXE D, ART Bk AT 80K HI{E 256
FAT, WA DA AT+ MQTTPUB 54>

LT

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <qos>, <retain>

Wi 3% ¢

OK
>

P > Fn AT HER R 8, U 0T DA AR, A4 80s KIE IR FI 240 <length> MY(EIT,
Bt .

AR, W AT 3R [0 -

’ +MQTTPUB: OK

ARG, W AT 3R Ju] -

’ +MQTTPUB:FAIL

B4
o <LinkID>: 4HFi{{ % $¥# link ID 0,
« <topic>: MQTT topic, F KK : 128 F7.
e <length>: MQTT y4 B K, AR ESP32 B4 A Fc KA 32 2 ml Al N ARG B il o
o <qos>: KHIHEN QoS, ZHF#E 0. 1. 52, ERIAH: 0.
e <retain>: 4 7f retain,
3.6.11 AT+MQTTSUB: iJ[E MQTT Topic

A i &

yite:
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L TT A topic

P e
"ﬂé?‘

AT+MQTTSUB?

W

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK

EmA

&F

i
W4 E MQTT topic FUHE QoS, SZHFIT 2 topic

Py -
iy

’AT+MQTTSUB:<LinkID>,<"topic">,<qos>

W :

[ox

2 AT Z S ST HAY topic #Y MQTT JH R, iR [H]:

+MQTTSUBRECV:<LinkID>, <"topic">,<data_length>,data

AEIT FdZ topic, iR [H]:

’ALREADY SUBSCRIBE

BH

o <LinkID>: 4i{ 345 link ID 0.
o <state>: MQTT JRE:
- 0: MQTT K#JhH1k;
- 1: &% AT+MQTTUSERCFG;
- 2: B X E AT+MQTTCONNCFEG;
3 B W
4: BN
5: BER:, HRITIH topic;
- 6: CiE#E, TiTH MQTT topic.
* <topic>: V][ topic.
* <qos>: ][I QoS.

3.6.12 AT+MQTTUNSUB: Hii§ilJ e MQTT Topic

)E’J

CEL A

i
F R BGH T A opic, W2 WAL, PABUHIT AR topic.

Py -
“ﬂ4>‘
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’AT+MQTTUNSUB:<LinkID>,<"topic">

Wi % ¢

’OK

A AT Bl % topic, MR a]:

NO UNSUBSCRIBE

OK

B

e <LinkID>: 4Hi{{ % $¥F link ID 0,
» <topic>: MQTT topic, fFx RKE: 128 Fi7.

3.6.13 AT+MQTTCLEAN: WiJf MQTT ¥4
B m A

Jyiig:
WioF MQTT 34, BEHEIA .

e

’AT+MQTTCLEAN=<LinkID>

Wi % ¢

’OK

o <LinkID>: 47ji{¥ 3% link ID 0,

3.6.14 MQTT AT %69

MQTT 424 L ERR CODE: 0x<%08x> JELF] HI.

SEIRFER $EIR A
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
Todkst
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R2-ZIW
HHiRIEE B
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE _READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041

Toidks:
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x2-4tm
EIRER $EIRAD
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.6.15 MQTT AT 5]

o —fAAL, AT MQTT fyA#BEAE 10 #hNIEL., {H AT+MQTTCONN Ay 44k, B, R hesAs
RE_LM, fiy4 AT+MQTTPUB £X7E 10 FBPYNAN , H AT+MQTTCONN fiy & 7E W 25 A8 A H i 0L R
] BB LT 22 (%) B 1) ) ofe SEAL i £

o WA AT+MQTTCONN &1 TLS 38z, /MR L i iy (8] 10 BB, D) EE i o) (] 2 AR 44 T
AR HCE A K.

o M4 MQTT #4ZW IR, 2378 +MQTTDISCONNECTED : <LinkID> {4 E .

o M MQTT E# LI, £3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> J§ &,

3.7 HTTP AT &4 4k

* 23

o AT+HTTPCLIENT: %3% HTTP % J 3k

o AT+HTTPGETSIZE: 3KHU HTTP %&iE K/

o AT+HTTPCGET: #:B{ HTTP % JE

o AT+HTTPCPOST: Post 5% K FFi) HTTP i
o AT+HTTPCPUT: Put 3572 K &1y HTTP $38

o AT+HTTPURLCFG: ¥%E&/4#EK i) HTTP URL
o AT+HTTPCHEAD: ¥%'&/4#5] HTTP 3k 3k

o HTTP AT 44i% 7

371 4

W ERIAW AT B SC R TR T ATE AT 4. WREORTE 2 ESP32 Sk HTTP @4, 1 HAT%
¥ ESP-AT 142, FE55 HA A E TRE e

e #/f] Component config->AT->AT http command support
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3.7.2 AT+HTTPCLIENT: %% HTTP % ik

v

H

N

B

¥

A

=

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">],<transport_type>[,
—<"data">][,<"http_reqg _header">] [, <"http_reqg_header">][...]

W i :
+HTTPCLIENT:<size>, <data>
OK
SH
o <opt>: HTTP & igifsR .
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
- 5: DELETE

* <content-type>: 7 [t KA LA -
- 0: application/x-www—form-urlencoded
— 1: application/json
- 2! multipart/form-data
- 3: text/xml
* <” url” >: HTTP URL, 5[] <host> fil <path> ZHCHER, KSHAME RIS
o <” host” >: I EL IP Huht.
+ <” path” >: HTTP g4z,
o <transport_type>: HTTP & rimiGia2fl | BRIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> j& POST i3k, ARSHCH K KL HTTP 554 n9Edi. 4 <opt> Ag
POST if3Ki}, XS (W2, ATFERAEZSKERARXTSE) .
o <” http_req_header” >: W]k iEZ N RLLIRSEE.

st

o WAL URL FYRE S S K BEEE T T 256 7717, 1546 AT+ HTTPURLCFG fir % Tl & URL,
RIGAMA B <"url"> ZFEREN "".

o QR url ZHCOR A, HTTP % P B I 20 host S50 path S5 W url S04
WS BRI AS , HTTP % P host S50 path Z44.

o BEEE TR AT W [E 4 BRAOAAS SCRE HTTP % i i 4 (PR 1 WLESP-AT [ ¢ 2 5% ) , {H @] i PA
ThHAFEHE T FiZm4: . /build.py menuconfig > Component config > AT >AT http
command support, REHFIH (FEHE N A% F ESP-AT 1.42).,

o ZIEAAEHE URL g ], FEIRIUEN IR 45 2 [0 AR SRS 301 (R AMEEE ) B0 302 (Il
HEM) G BRI B0 URL Rk, 0] DA A 8 T = ARICE 5 ) () 35 B URL, SR )55
HZA VI E .

o QRIS <"data"> ZHIWRE K ar MK L T 256 Y, W AT+HTTPCPOST fin 4.

« FRCEE LM HTTP 55Kk, 1§ JAT+HTTPCHEAD fii%-.
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il

// HEAD # 3k
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET i Kk
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST i %k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"

3.7.3 AT+HTTPGETSIZE: 3:H HTTP FEJ5 K/

B

=

=

e

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

Wi i ¢

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KiEGAEA/N. BAfL: 5. BRIAE: 2048, i : [0,10240],
o <rxsize>: HTTP UK ZEAF /N, A . BRIAE: 2048, JEFE: [0,10240],
o <timeout>: PIZGHART, Ff7: ZFb. BRAME: 5000, JEEl: [0,180000].,

o <size>: HTTP &K/,

Bl
* WPRALE URL AYRE SR QYKL T 256 5717, 5B AT+ HTTPURLCFG iy 4 TilCE URL,

IRIEA A LA <"ar 1> ZHGE B .
o WREAEECE HTTP 3Kk, AT+ HTTPCHEAD fi &V H..

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.74 AT+HTTPCGET: 3l HTTP ¥iji

v

o

N

Fan A

¥

e

o

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i ¢
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+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL,

o <tx size>: HTTP KiEZEIFI/DN. BN F347. BRIAME: 2048, JEHE: [0,10240].
o <rx size>: HTTP BRZEAFI/N. BN 7. BRIME: 2048, JEHE: [0,10240],
o <timeout>: M4, Ff7: ZFb. BRIAE: 5000, FEHE: [0,180000],

Bl
* WRALE URL AYRE S fir QYKL T 256 5717, 5B AT+ HTTPURLCFG fiy 4 TilC # URL,

RIGARMASHEE) <"url"> SETIREN """,
o AREAEECE HTTP 53Kk, I HAT+HTTPCHEAD i &V E..

3.7.5 AT+HTTPCPOST: Post 5% KR HTTP %4k

)E’J

CEL A

s

AT+HTTPCPOST=<"url">,<length>[,<http_reqg header_cnt>][,<http_req_header>..<http_
—reqg_header>]

W .

OK

>

P > Fn AT HERSFHCR 8, BUR T DA AR, 4 8s K IR FI 240 <length> AY(EIT,
fefITin .

Ay, MR :

’ SEND OK

At R, R ] :

’ SEND FAIL

B

e <” url” >: HTTP URL.,

e <length>: 75 POST ) HTTP $ifli K . KK ST AR50 e HEZS B /N .
 <http_req_header_cnt>: <http_req header> ZENEE .

* [<http_req_header>]: HTTP K3k, [ kKELZMERLGIRS -

o NSRS E URL 35 an K BERE T T 256 =277, il 56 AT+ HTTPURLCFG i % Tl & URL,
RGN <"url"> ZHFERER "".

o ZMAH] content—type BRIAZEAIN application/x-www-form-urlencoded,

R HITP ¥k %, i AT+ HTTPCHEAD fr 5.
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3.7.6 AT+HTTPCPUT: Put {55 K Jiiy HTTP it

v

H

N

B

¥

v

A

=

AT+HTTPCPUT=<"url">,<length>[, <http_req_header_cnt>] [, <http_req_header>..<http_req_
—header>]

W i :

OK

>

P45 > Fn AT HER IR D8R, ST DA AR, S8R KRB 240 <length> MYEIT,
(i PIR R

A, iR :

’SEND OK

A AN, IR :

’SEND FAIL

ZH
e <” url” >: HTTP URL,
* <length>: 7§ Put (¥ HTTP Bl B2 . SRR ST R G0 A/ Be A 25 ) R/ )N
o <http_req_header_cnt>: <http_req header> ZEHIHE .
* [<http_req_header>]: HTTP iRk, uJ K iELATER LA
Bl
o WURALS URL WS S MK BEE T T 256 747, 546l HHAT+HTTPURLCFG fin % Tiillii & URL,

A B <"url"> ZHEHELBEN ",
o QARAANCE HTTP 3Rk, Wl AT+HTTPCHEAD fiy %50 .

3.7.7 AT+HTTPURLCFG: /3K HTTP URL
A%

AT+HTTPURLCEG?

Wi i ¢

[+HTTPURLCFG:<url length>,<data>]
OK

X7
i
=
2

2
%
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AT+HTTPURLCFG=<url length>

W

OK

>

R > 3R AT HERGAFHCR D8, U T AR A URL, 288 KRS S 4L <url length> [
{EHI, RGLRM

SET OK

o <url length>: HTTP URL K&, BAf7: 7,
- 0: J5[% HTTP URL fl & .

— [8,8192]: &% HTTP URL it & .
« <data>: HTTP URL %

3.7.8 AT+HTTPCHEAD: ¥ /4# iy HTTP ik 3k

feififr 4

e

AT+HTTPCHEAD?

Wi % ¢

+HTTPCHEAD: <index>, <"req_header">

OK

N

ETTE

N

=

A

AT+HTTPCHEAD=<req_header_len>

W

OK

>

TS > Fon AT HERIHEIL AT 4 D 5dE, B EaT DU A HTTP 55K 3k (53K 3kh key: value B
X)), BEIKIEIRFI S <req_header_len> WEK, AT iR[A]:

’OK

e <index>: HTTP >k kIR T [ {H.
¢ <” req_header” >: HTTP i3Kk.
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 <req_header_len>: HTTP {f>KLKFF. BA7: FY,
- 0: JEBRITA CICER HTTP 353K 3k
- HAthfE: BeE—ASHY HTTP 655K 3k .

Bl

o Rpd—RK HAERE A HTTP ik k, HAIDAZKIEE, FHZAEK HTTP iR k.

o AAyAHLE R HTTP 3Rk mtkny, —Hi%E, i HTTP [y SERS ikt ok 2k

o REABCE R HTTP iR ki key QIR FIHE HTTP A ARk i key A, TS 4l 4
A i E ) HTTP 353Kk 3k .

il

// % E#F Kk
AT+HTTPCHEAD=18

/) EWCE >t K EE, ML TH Range kL, THEXEWH 256 MNFF.
Range: bytes=0-255

// T # HTTP %R
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32/index.
—html"

3.7.9 HTTP AT {56

e HTTP % Fifi:
HTTP & FimtEiReS | i3
0x7000 L ERR I
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c¢ Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed

e HTTP R 455
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HTTP RRS=5a1R50 | A

0x71f4 Internal Server Error

0x71f5 Not Implemented

0x71f6 Bad Gateway

0x71£7 Service Unavailable

0x71f8 Gateway Timeout

0x71f9 HTTP Version Not Supported

e HTTP AT:
— AT+HTTPCLIENT iy 245 iR 1/ 0x7000+Standard HITP Error Code (WZH x

Standard HTTP/1.1 Error Code [#){Z 5., %% RFC 2616).

— fGlhn, # AT {FJE ] AT+HTTPCLIENT fy2-BtUg %] HTTP error 404, <R[\ 0x7194 §5iR%15

(hex (0x7000+404)=0x7194),

3.8 WTE&:SE AT w24k

* 23

o AT+FS: U RGiH5AE
o AT+FSMOUNT : 30/ 02 S

381 ¥

W ERAM AT B A SR R A AT 4. ISR TS BSP32 i X 2% md, i HAiTHiF
ESP-AT 142, TR TP E TR Bk %

e |3 Component config->AT->AT FS command support

3.8.2 AT+FS: &%

v

15

N

R

¥

=

’ AT+FS=<type>, <operation>, <filename>, <offset>, <length>

W

’OK

BH

o <type>: HTHI{L 3 FATFS
- 0: FATFS
¢ <operation>:

- 0:
1:
-

H L

b3 S
53

EID S EDNAN

AR T SO, H Bl DCCRR E 5%
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o <offset>: fmfsHihl, VEMXTIRGERIERE
o <length>: K, (U XHEGHMFRE

Bl

o R HEHEHSUT RS, AT+FS S RGBAETE UG, 3R Z A AT+ FSMOUNT=0 fiy -]
BOUERSGE, KRB E RAM 2],

o fi A & T5BEK at_customize.bin, ELH{F E A] 2% ESP-IDF 43X 3% Fl4ofT B 2 L4 X

o FEEHIRI R R TS BR SO RN, AGR B 58 A B R .

* Xj <operator> fwrite I, RGUWIN LA EREBATIRNE] >, IR DA A L5 8dE, £
K E N 5 <length> —3,

il

/) MBS B

AT+FS=0,0,"filename"

/) EENMXHRE A 100 AEXN 10 FF
AT+FS=0,1,"filename", 100,10

/R EANSX BB 0 AFEBR 100 FF
AT+FS=0,2,"filename", 0,100

/) B AR E KR B X B
AT+FS=0,4,"."

3.8.3 AT+FSMOUNT: /84 FS U R5%

N

BeEmA

X

=

A

’AT+FSMOUNT:<mOunt>

W] 7
’OK
SH
e <mount>:
- 0: iHIEk FS X R5:
- 1 H# FS RS
B

o AT+FS RGBT UG, SREUE U A & AT+ FSMOUNT=0 i & HIBSC I RS, FREHOK
# RAM = [H].

il
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/] FHAEXM RS

AT+FSMOUNT=0

/] FEHEREXHFREAL

AT+FSMOUNT=1

3.9 WebSocket AT #5245

* 43

o AT+WSCFG: Tt WebSocket Z:%§

o AT+ WSOPEN: #5if)/4]F WebSocket %4
o AT+WSSEND: [q] WebSocket #4322 & 5 e
o AT+WSCLOSE: 3[4 WebSocket 144

391 #Ar¥

¥ BOARY AT [ PEA SRR T g AT fiy<-. QSR AT 2 ESP32 306} WebSocket fir 4>

% ESP-AT 142, Fr55 T He s T AL s
e |3 Component config->AT->AT WebSocket command support

et

%

3.9.2 AT+WSCFG: [it¥ WebSocket %

B
fes

’ AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>]

» <link_id>: WebSocket %4 ID. JE[E: [0,2], BPHAZH: =/ WebSocket j£#z.

+ <ping_intv_sec>: %1% WebSocket Ping [A][f§. Bifii: #b. JEEl: [1,7200]. BRiAfE: 10, BP: 45FF

10 Fb % 3% —¥K WebSocket Ping £,

 <ping_timeout_sec>: WebSocket Ping #8}. Bf7: #b. JEH: [1,7200]. BRGA(H: 120, HP: 120 #»

KU 5| WebSocket Pong £, ] 5¢ [ i5 4z .

+ <buffer_size>: WebSocket ZZifi[X K/, BAf7: 45, JuHl: [1,8192]. BRIAE: 1024,

e

o WS NAEAT+ WSOPEN 2 Hili s, WAL,
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il

// B E link_id % 0 # WebSocket # # K Ping KH# FHF 4 30 #, HE 60 £, Z W R_
4096 F ¥
AT+WSCFG=0, 30, 60,4096

3.9.3 AT+WSOPEN: #rifg/¥7 3 —4> WebSocket i1
R

s

AT+WSOPEN?

W <

WMATHEREN, AT iR

+WSOPEN:<1link_id>, <state>, <"uri">

OK

LEATIERLIS, AT 3R

OK

)‘3:

B
E

EP

Né?

AT+WSOPEN=<1link_id>,<"uri">[,<"subprotocol">][,<timeout_ms>]

W

+WS_CONNECTED:<1link_id>

OK

9

ERROR

<link_id>: WebSocket ##% ID. JiHl: [0,2], BIHKk %HE=4> WebSocket 1445 .
<state>: WebSocket 3 FIIRES .
— 0: WebSocket i##:E X .
— 1: WebSocket % IEETIE.
— 2: 75T WebSocket %3,
- 3: 3 WebSocket Pong B Bl S BB A%, IEAESSfFEIE.
- 4: LB SS A WebSocket SEPAMT, 1EFE A& 3% e MR IR S5 45 -
<” uri” >: WebSocket IR &5 2515 — EIRFRIFLE
<” subprotocol” >: WebSocket F1¥ (Z:3% RFC6455 1.9 &75).,
<timeout_ms>: 737 WebSocket 42 E I IR . BN : 228D, JEHE : [0,180000]. BRIA(E: 15000,
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il

// uri B #H kA T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.9.4 AT+WSSEND: ] WebSocket Y42 %z 25 B

B WA

-t

=

A

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

W

OK

>

B R AT EERF A AT port BRI, B GAT DAR AR, 24 AT Bl B A8 4 Bk 2]
<length> 5, HdutehmiTis.

USRS MR O AL i I B BT, aR (] -

’ERROR

URE e iy, R[] -

’SEND OK

B8

o <link_id>: WebSocket i3 ID, JulF: [0,2].
o <length>: Jikpyda . M 5.
» <opcode>: &%) WebSocket i i) opcode, 5 : [0,0xF]. ERIAME: 1, B text i, i#Z:% RFC6455
5.2 7Y THEE Z 1Y opcode
— 0x0: continuation My
— Ox1: text i
— 0x2: binary i
— 0x3 - 0x7: RHE IR il &
— Ox8: Iz KA M
— 0x9: ping i
— OxA: pong i
— OxB - OxF: Sy H el Wifk
* <timeout_ms>: K EENIFE]. A 2R, JEE: [0,60000]. ERIAE: 10000,

3.9.5 AT+WSCLOSE: J:[i] WebSocket ¥:1%
e A

LT

AT+WSCLOSE=<1link_id>

M
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OK

o <link_id>: WebSocket i£3Z ID, JulF: [0,2].

il

// %W ID % 0 By WebSocket # #
AT+WSCLOSE=0

3.10 ESP32 ULk AT il

A28

F&IIE

AT+CIPETHMAC : #if)/% & ESP32 DA 1) MAC Hihl:
AT+CIPETH : #i0)/% & ESP32 DAKMY IP Hihl:

3.10.1 &4

WP BRI AT BRI U R AT 6 s, WER RS ESP32 AR M G s, 5 S% 4o lT 3
F) ESP-AT vA K % SCRY HA 7415 ESP-AT 142,

3.10.2 #EF5 TR
IBATPAKIM AT fir % 2 Jil, DA R A A

P AN AL ESP32-Ethernet-Kit JF &AM BN GEFTIAK R AT fr & B4 TAE. WIS A
PR LB T B, A I B AR B B3I RXITX A

« &0 AT UART 2 (BRI AT UART 45 AT DAK M B REAS il 58 ) -
— FTJF factory_param_data.csv &304
- WROVER-32 B uart_tx_pin M GPIO22 ¥k GPIO2, uart_rx_pin M GPIO19 ¥ N
GPIO4, uart_cts_pin M GPIOI15 ¥/ GPIOI1, uart_rts_pin M GPIO14 ¥ GPIOI1
(REFmiETIRe Tk, X HERMHIZIIRE), F21E 808 WA fTid B AT 3% 2 & .
* {fift AT ethernet support, BEZ(FEEF I 4T B ESP-AT VA XM T4t
o YRR LA eSk 2 ESP32-Ethernet-Kit,
o TR
— JEH: ML MCU (01 PC, AT il USB %683 115 H) % ESP32-Ethernet-Kit ffj GPIO2 (TX) 71
GPIO4 (RX), i s e Jo/s i£4: CTS/RTS;
— ESP32-Ethernet-Kit %3 DA [ 2%
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3.10.3 AT+CIPETHMAC: #ify/i%s ESP32 U kM) MAC Hiht
b A

i
#if) ESP32 DAKIM ) MAC Hiudik

s

AT+CIPETHMAC?

W

+CIPETHMAC:<"mac">

’AT+CIPETHMAC:<"maC">

W i <

[ox

o <” mac” >: FAFRSE, FRPUKMEE D) MAC Hitik,

o [EEBRAAS SZHEAKIN AT 654 GEEE WLESP-AT B 4F £ 5, (B2 A58 30 DL =48 S %
4~: ./build.py menuconfig>Component config>AT>AT ethernet support, K5
GiF TAE (PRSI LAk 2% ESP-AT 1.42).

PAT+SYSSTORE=1, T8 8 BUHRAETE NVS X

PAK W42 1117 MAC Hitik AN B8 -5 HoAd 2 101 9 AH ]

ESP32 MAC Hiihik i) bit0 ANEERN 1. Blan, wECh “la-”, (HARWER <157,
FF:FF:FF:FF:FF:FF f 00:00:00:00:00:00 IR MAC Hitik, RNAEHEHE .

il

AT+CIPETHMAC="1a:fe:35:98:d4:7b"

3.10.4 AT+CIPETH: i/ ¥ ESP32 UM IP Huhk
A%

Yriie:
#51f] ESP32 DAY IP Hbhk
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[

AT+CIPETH?

Wi 3% ¢

+CIPETH:ip:<ip>
+CIPETH:gateway:<gateway>
+CIPETH:netmask:<netmask>

1% B ESP32 DA M f) TP ik

e

’AT+CIPETH:<ip>[,<gateway>,<netmask>]

W

’OK

o <ip>: FAHSE, FoR ESP32 DKM IP Huhk .
o [<gateway>]: 3¢,
* [<netmask>]: &AM,

Bl

o BEPEBRIAR AR AT 4 eI WLESP-AT B 1 £ 5, 2 [t AT 7 20 %
4~: ./build.py menuconfig>Component config>AT>AT ethernet support, R)5
GiF AL (BRI LA 2% ESP-AT 1.42).

o FAT+SYSSTORE=1, Vit & M RIFEAE NVS X,

o KA E 45 DHCP AHE. 0, UAT+CWDHCP:

- AR EA 1P, N DHCP 4481l ;
- #5] DHCP, NI IP 28 A 5
- eI ESE S E— K.

il

’AT+CIPETH:"192.168.6.100","192.168.6.1","255.255.255.0"

311 fE4A WA AT a4

I
o AT+FACTPLCP: ki%¥K PLCP 845 PLCP
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3111 &

WP BRANY AT B SR I UE R AT AT frd. MR GORTFESE ESP32 St a4k 4, W HE T4
iF ESP-AT 142, 1E55H A0 TR e :

e 28] Component config->AT ->AT signaling test command support

3.11.2 AT+FACTPLCP: ‘%1% K PLCP g% PLCP

)E’J

CEA

[

’ AT+FACTPLCP=<enable>, <tx_with_long>

W i <

’OK

S

o <enable>: j5H/Z M TFoiiE:

- 0: TS, P <tx_with_long> ZEAYEIAME:;

- 1: BT E, AT k&K PLCP 2RI T <tx_with_long> Z4{.
» <tx_with_long>: %% PLCP ui44 PLCP:

- 0: Zi%%H PLCP (BRIA):

- 1: &% ¥ PLCP,

3.12 Ugh AT 2

o N5

o AT+DRVADC: El ADC i#E1H

o AT+DRVPWMINIT: ¥4k PWM K58
o AT+DRVPWMDUTY : #'& PWM 57251
o AT+DRVPWMFADE: %'& PWM 75
AT+DRVI2CINIT : #¥J4a4k 12C EHLIKEN
AT+DRVI2CRD: Ht 12C $if
AT+DRVI2CWRDATA: B A 12C ¥
AT+DRVI2CWRBYTES: B A8t 4 73511 12C $iE
o AT+DRVSPICONFGPIO: T8 SPI GPIO
o AT+DRVSPIINIT: #1154k SPI T HLEK5h

o AT+DRVSPIRD: i SPI %3

o AT+DRVSPIWR: E A SPI ¥

3.121 #v4j

W BOARY AT FPEASCRFICTUE R AT fiy4 o QSRR 2 ESP32 SR IKEa 4, 3 HAT 4% ESP-AT
TAz, JES TP E T AR Rt

* J3H Component config->AT ->AT driver command support
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3.12.2 AT+DRVADC: il ADC i

v

H

N

B

¥

A

=

AT+DRVADC=<channel>, <atten>

W i <

+DRVADC:<raw data>

OK

e <channel>: ADCI HiH.
* ESP32 %45 I BUEE A [0,7].

it

R

GPIO36
GPIO37
GPIO38
GPIO39
GPIO32
GPIO33
GPIO34
GPIO35

\lO‘\Ul-b-wl\)'—‘Oﬁa

o <atten>: TEJH{H.

* 0: 0dB FE, AR EEE A [100, 950] mV.,

o 1:2.5dB 2, A% (100, 1250] mV.
e 2: 6dB B, ARNEEEY [150, 1750] mV.
o« 3:11dB 380, AR Y [150, 2450] mV.,

o <raw data>: ADC iHiE{H.

B
* ESP-AT H 3§ ADCI.

o ESP32 4% 12 (i,
o XTF UM RHEEEE OB E, 7TPAS% ADC i,

il

// ESP32 R &K HEN 0 dB KW, HAMEREAN (100, 950] mv
// ELJE % 2048 / 4095 * 950 = 475.12 mV

AT+DRVADC=0,0

+DRVADC:2048

OK
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3.12.3 AT+DRVPWMINIT: #jisft PWM Yiz)gs

B A

PI

?

%

=)

i)

’AT+DRVPWMINIT:<freq>,<duty_res>,<ch0_gpio>[,...,<ch3_gpio>]

W i <

o <freq>: LEDC ERfpffix, Bfi: Hz, Jill: 1Hz~8 MHz,

e <duty_res>: LEDC i_iﬁﬁ SHA PR, JEE: 0~20 {7,

» <chx_gpio>:LEDC ji@iH x i th GPIO. il 4, 4n R ZARRF GPIO16 /E AifiiE 0, 75 1% & <ch0_gpio>
“H 16,

|

* ESP-AT #Z B 4 4 u_o

e HAGMAWMBE MW EEREEEZ R E THE PWM 64 4 (WAT+DRVPWMDUTY
%uAT+DRVPWMFADE) EN% 15 Y T . TﬁJﬁD PIE 2SS Bﬁﬁ%?fﬂi i3, 784 AT+DRVPWMDUTY
A4 HBE R X AN E A ) PWM 23

o PTG 25 LAY PR T Eﬁ{nuwﬁﬂ %‘?:%ﬂ H 2 A RS R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // %% 4 A&, M EH 5 kHz, H o B X Ho
13 fr

AT+DRVPWMINIT=10000,10,17 /) R E o, MEH 10-

H o1
~kHz, EZRWMAp#EEH 10 £, Hv puM XG4 RERE A E

3.12.4 AT+DRVPWMDUTY: k¥ PWM iz

A

&

=

’AT+DRVPWMDUTY:<chO_duty> [,...,<ch3_duty>]

o <duty>: LEDC iliii 5251, JEH: [0,2 Hrdis
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e

* ESP-AT {2 fE S04 4 ANliE .
© FORNEBETLHRE LT, HIREKIASE

Bl

AT+DRVPWMDUTY=255, 512 /) % EE M
% B HE

55, WEEE 1 8 &R A 512
AT+DRVPWMDUTY=, , 0 // R 0

0 #
B2 oM EER

3.12.5 AT+DRVPWMFADE: ¥ PWM i

wra

AT+DRVPWMFADE=<chO_target_duty>, <ch0O_fade_time>[, ..., <ch3_target_duty>,<ch3_fade_
%time>]

W

OK

o <target_duty>: HAR#AS 525, JEE: [0,2 duty-resolution_jp
o <fade_time>: WA, ML ZFP,

e
o ESP-AT & e 4 .

o EHAEIE LFINE <target_duty> il <fade_time>, HIZHBEEIT],

il

.

AT+DRVPWMFADE=, , 0, 1000 // R — A #y BE 0
AT+DRVPWMFADE=1024,1000,0,2000, // fF —# & ot |5 %

~1024, WAHWREKEE 1 HFHiEA O

HE L AR EA
HHE 0 WAL RE N

-

3.12.6 AT+DRVI2CINIT: #jigfk 12C F:PLER )

>

¥

X

Wi
4

Ele

’ AT+DRVI2CINIT=<num>,<scl_io>, <sda_io>,<clock>

Wi i *

[ox
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S
o <num>: I2C 515, JEH]: 0~1. WRREEFHSE, AT FAWIH0% 12C bm i,
» <scl_io>: 12C SCL {511 GPIO =,

e <sda_io>: 12C SDA {551 GPIO 5,
¢ <clock>: FAUBIE R 2C BFEpSR, B Hz, HK{E: 1 MHz,

Bl
o AFA AR 12C .

il

AT+DRVI2CINIT=0,25,26,1000 // # 4 {4 I2C0, SCL: GPIO25, SDA: GPIO26, I2C.
LA E: 1 kHz

AT+DRVI2CINIT=0 // B I2C0 1L

3.12.7 AT+DRVI2CRD: %KL I2C %

By

B WA

N

=

A

AT+DRVI2CRD=<num>, <address>, <length>

W

+DRVI2CRD:<read data>
OK

o <num>: 12C x5, JEHE: 0~1,
o <address>: 12C MAHLiX £ HHE
- 7 ik 0~ O0x7F;
— 10 izl 55— AFATRRET-LAALE 1111 0XX, H A5 5 A7 XX 2 10 A7k i 5 i w7 Bl
un, Ansk 10 [z thl >4 0x2FF (b” 1011111111), A2 4 A Bkl >4 0x7AFF (b” 111101011111111).
o <length>: 12C HHE K, JuR: 1~2048,
e <read data>: 12C %k

e
o 12C kg S i)y —Fb.

ZN ]

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 MM i 0x34 A EEH 1 F¥ Wi
AT+DRVI2CRD=0,0x7AFF,1 // I2C0 M 10 fL # 4k Ox2FF 4 3% B A - &

// T2C0 ik 0x34, FHFFBH A 0x27, ¥ 2 FH

AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 £ B & & A 0x34. FHFBH A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO T HH 2 FH

Espressif Systems 189 Release v2.3.0.0-esp32¢3-615-g7f3a78bdbd

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 3. AT Ay d4E

3.12.8 AT+DRVI2CWRDATA: G A 12C %

v

H

N

B

¥

A

=

AT+DRVI2CWRDATA=<num>, <address>, <length>

W i <

OK
>

e ERm RS, A GRS AR, YERARISEIRE R E S, R mITR .
AR S, R ]

’OK

AR AR, R[]

’ERROR

o <num>: 2C A5, JEHE: 0~1,
o <address>: 12C MHLi% £ Huhl
— 7 {vHhl: 0~ O0x7F;
— 10 fithik : 55— ET-EANE 1111 0XX, i 5 W 67 XX 2 10 {57 btk iy 5 i 437 )
an, 4o sk 10 iz -kt A 0x2FF (b° 1011111111), AR A% ARGHHE A Ox7TAFF (b’ 111101011111111),
» <length>: I2C ${F K&, JWHE: 1 ~2048,

B
o 12C kg s i)y —#b.

il

AT+DRVI2CWRDATA=0, 0x34, 10 // I2C0 BN 10 F ¥ HEE #H 4 0x34

3.12.9 AT+DRVI2ZCWRBYTES: G5 A ML 4 71l 12C 48

B A

’AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data>

W 3% ¢

[ox
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BH

o <num>: 2CumH%S, JEH: 0~1,
* <address>: 12C MALI A HLAL .
- 7 {izdhik: 0 ~ OxTF.
— 10 firudik: 55— AT RT-LAMAR 1111 0XX, H AR ST A7 XX I 10 {7 Huk i S5 ms 9 .. 61
A5 10 fHbdk Ay Ox2FF (b7 1011111111, ARA 4 AR #hlJ Ox7AFF (b” 111101011111111),
o <length>: 55 A 12C $eha ki, R 1~4 7.
« <data>: B <length> HE KIEHHR, WM : 0~ OXFFFFFFFF,

B
* 12C kg iy i) —Fb.

il
AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // I2C0 BN 2 FH HKIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ I 0x1234 F 10 L Hy 4k

// I2CO0 B it 0x34. FHF B H I 0x27, HKiEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.12.10 AT+DRVSPICONFGPIO: [it¥ SPI GPIO
B aA

A

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

Wi i ¢

o <mosi>: FHMAGFSXH GPIO & .

o <miso>: FAMMEFXIN GPIO &, #AMEH, EL-1.
o <sclk>: SPI B4 {E 5% GPIO 45 .

o <cs>: EFEMHUNGES AN GPIO M, A, EAL-1.

3.12.11 AT+DRVSPIINIT: #jh&fk SPI FHLERF)
BEEmA

zs

’AT+DRVSPIINIT:<clock>,<mode>,<cmd_bit>,<addr_bit>,<dma_chan>[,bits_msb]

Wi i ¢

[ox
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o <clock>: 4P, 43045i%kl 80 MHz, BAfi: Hz, HK{H: 40 MHz,
e <mode>: SPI#ix;, JulE: 0~3.
o <emd_bit>: iy EBIERIAGIEL, JER: 0~ 16,
o <addr_bit>: HuhkFy iR BRIAGIER, JEH: 0~ 64,
o <dma_chan>: B3iE 1 8{ 2, A% DMA BR[O,
o <bits_msb>: SPI ZJEtg=:
— bit0:
+ 0: SEfEH MSB (BRIA) ;
« 1: JEf% 4y LSB,
— bitl:
« 0: JERI MSB (BRIA ) ;
« 10 ezl LSB,

(L]

o J57E SPI ¥ 4A 4L Hi il & SPI GPIO,

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI W 4F: 100_

~kHz; R 0; @AM BN BERIAMLES N 0; A H DMA; Kt E ¥ LS
OK

AT+DRVSPIINIT=0 // #l % SPI I #

OK

3.12.12 AT+DRVSPIRD: %t SPI %%

v

7

=

B

¥

A

=4

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i <

+DRVSPIRD:<read data>
OK

o <data_len>: FRiZELRY) SPI BRI )E, G 1 ~4092 &7,
o <emd>: rEHE, BIRKEH <cmd_len> ZHE .

o <emd_len>: ARAGE T, JER: 0~2 575,

o <addr>: fyAdbhl, HUhEKEH <addr_len> Z%E.
o <addr_len>: ARYAEHFHHINEKE, JEH: 0~ 4 7.

Bl

* HAM DMA, <data_len> ZHEKAESBUE MR AE N 64 F17.
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il

AT+DRVSPIRD=2 // ¥ B 2 F ¥ K {#
+DRVI2CREAD: ffff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // #HB 2 F ¥ #H I, <cmd> # 0x03, <cmd_len> KA 1.
F ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD:ffff

OK

3.12.13 AT+DRVSPIWR: ‘B A SPI %4

BeE A

=

/7,’\

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W ) :
M <data_len> ZEUENT 0, AT R[A:
OK

>

W) BRI, A GRS ANEDE, SEIRAE SR E KRER, BlRfmITes.
R N, AT & 0]

[ox

M <data_len> ZHUfEN O F, WED AT RtLharSRisbht, Atk SPI LR, BLH AT &1

[ox

S
e <data_len>: SPI A, JiFl: 0~4092,
o <emd>: AyEdE, FHEKEH <omd_len> ZERE .
o <emd_len>: AP RaGTSKIE, B 0~2 57,
o <addr>: fp&Hidik, HibEKEH <addr_len> SN E.
o <addr_len>: ARfEHPHUNEKE, JEHE: 0~4 F9Y.

Bl

« ZRHf DMA, <data_len> gk BRI RC(E K 64 547

il

AT+DRVSPIWR=2 // B N 2 F % K #E
OK
> /] TR EK B AT R

OK

CF o gkss)
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(£ L£50)

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B X 0 F ¥ $#{, <cmd> # 0x03, <cmd_len> % 1.
% ¥, <addr> # 0x1000, <addr_len> 4 3 ¥
OK

3.13 Web JIR5528 AT &

N4
* AT+ WEBSERVER: J& /%% H i1 Web Ik 55 % lic & Wi-Fi 1%

3131 7

W ZAN AT FECEA SRR U Ry AT 4. QR 4552 ESP32 S04 Web R4 a4, i HAIT4
iF ESP-AT 142, 1E55H A0 TR e

e |3 Component config->AT->AT Web Server command support

3.13.2 AT+WEBSERVER: g3/ iliid Web it 55 251t ¥ Wi-Fi 745

BArA
O e
“D/?\'

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

o <enable>: J& /2% H Web JIR%5#%.

— 0: Z5 1] Web 4528 HBEHUH X WEUR .

— 1: 5 Web filRgs4, S00] DU fE B0E WA B Wi-Fi 85 2.
» <server_port>: Web IR &#5i 15 .
+ <connection_timeout>: 5 BT . BAA7: #. JEE: [21,60].

o GPIFITTVE AT DATR ML Web IR 55 28 BT &5 1 HTML 4. —Fi@ (8 FAT SCERSE, I 3525 1
AT FS fip%r. J3— i@ i i A SCURRAEA# HTML SO (BRI .

o iH AR IT ALY socket [ KB H A BE/NT 12, %50] PATE menuconfig H 5 B LT . /build.py
menuconfig> Component config>LWIP >Max number of open sockets, RJGEH %
FLR (%30 Rk siiF ESP-AT T42).

o AT [EfFBRIAA S RE Web IR 5525 AT s (575 30HY see ESP-AT Bl #F 25+, {HZ W] PAZE menuconfig
i B S Web R4 %% AT 5% . /build.py menuconfig > Component config > AT > AT
WEB Server command support, SRGEMHFIFLE (S R R%iF ESP-AT 1.42).

* ESP-AT 7 ESP32 R4 i% 4 H S 3¢5 ifil[ ] ] (captive portal), W] Z7% 77 f4)

% 85 n] 25 S0k Web Server AT = 15) o
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o L ATSZILITE, JRESiE S at/sre/at_web_server_cmd.c,
o HSH 4TI OTA FH8 REUE L OTA i,

il

// BR web KA, e 80, BEANEFEHEWHENEE 50
AT+WEBSERVER=1, 80, 50

// #ER web R % #
AT+WEBSERVER=0

314 HP AT %

28

AT+USERRAM : #:AEF P23 RAM
AT+USEROTA: #i45 & URL F-4% [# 14
AT+USERWKMCUCFG: #+8 AT i MCU Byt &
AT+USERMCUSLEEP: MCU #5731 B C HEMRE S
AT+USERDOCS = Fif[&1 {45 [N 1 F P SRS

3.141 #r4j

WP BOAM AT B T FRFTA AT 3. IR EARTFE BSP32 S Fén s, 5 AfT4F
ESP-AT T A%, FE55 TR o 1A B e dk :

e #2/f] Component config->AT->AT user command support

3.14.2 AT+USERRAM: $4H Fiity23 i RAM

Ao A

Hhiie:

A P4 HA] A 2SR RAM R/

e

AT+USERRAM?

Wi

+USERRAM: <size>

OK

BEmA

Hyiie:

SrBE. B H. R REIUT P RAM %3]
T
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AT+USERRAM=<operation>, <size>[,<offset>]

Wi % ¢

+USERRAM: <length>, <data> /] RERE®REN, 428N EHE

OK

¢ <operation>:
- 0: FERUH - RAM 5[]
- 1t 4rECH P RAM #5[H]
- 2: [ RAM G
- 3: M RAM %
- 4: JEBRH P RAM RO
o <size>: ZMEC/EL/ B H T RAM K/
o <offset>: /5 RAM [{fffs . BRik: 0

B
o WFEPATARAT AR 2 i BE T 7 RAM Z5[A]

* Y <operator>Hwrite W, RGEWFN AL FILHATRI >, MR A A LGB, £

PE KBNS <length> —F(,

* ¥ <operator>Jj read I HK AT 1024, ESP-AT LPARKEARAZ R IIE, HRINE RS

HEHT 1024 FA58HE, AL \r\nOK\r\n 455K,

il

// 4 ® 1 KB fl P RAM % [
AT+USERRAM=1, 1024

// W RAM R FFHME E AN 500 FH KL
AT+USERRAM=2, 500

// M RAM B AR H 100 L EELH 64 FH HE
AT+USERRAM=3, 64,100

// BWHA P RAM % J§
AT+USERRAM=0

3.14.3 AT+USEROTA: fifif5a URL Tl 1

ESP-AT feizf7i}, T EI$5E URL ERHE T

i
T+ 3] URL $i 5 AR [

A

AT+USEROTA=<url len>

Espressif Systems 196

Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 3. AT Ay d4E

Wi 3% ¢

OK

>

AR IR AT EHER S URL, BEIRFET A A URL, 24 AT 8205 #) i) URL KJEiAF] <url len>
Je, A

Recv <url len> bytes

AT firth EIMERZ G, THR IR . ARTIREM, JR [

[ox

RS R R BT, R )

’ERROR

o <urllen>: URL K&, fxKfH: 8192 =7

e

o BRI DAM GitHub Actions . 7F 3k Jr 5 226 OTA [, AIDA BAT4F ESP-AT 142 A8 it 2
OTA [E{4:.

e OTA [Ef44 build/esp—-at .bin,

o TG EE T R 48R L o

o QRIS ZMAESBOTH R, AT $§iR 0] ERROR, 1555 F— B[] FH .

o BWTIHR AT {45, VAR AT+RESTORE W52 158 .

e AT+USEROTA ¥ HTTP Ml HTTPS,

o AT fith > FARFIE, Bl TIRRR E AN TR B PR T L, ARTRELARI 7452 (CR-LF).

* 24 URL 3y HTTPS i}, AN SSLINIE. ARZIK SSLINIE, B H AT A B PRI USRS R EAT
TFEED RS K, Z JETE AT+HUSEROTA fir 2 B S BUACRS Hoin 8k 45 . X1 PKI U S 7% 4o
177 B % PKI fe. & . XIT AT+USEROTA b, &% ESP-AT T 2L 7% %] USEROTA,

o HSF 4T £, OTA FHA FREUE £ OTA 4,

il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.144 AT+USERWKMCUCFG: #¢% AT Mg MCU [ihd s

BE WA
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Bear S BLE AT A MCU fBEERIRES, PAK AT Qufaiefig MCU.

* 24 MCU ZEERMIPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
o 4 MCU ZIEIRIPIRES, AT #Efg ) MCU 8l Ak Bidimt (30 Ak BRI ESP-AT i# 4k
SESCHIMAI] ), AT SAEARM RSP AR it . MCU el A I 5 I BRI 5 5

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>, <delay time>[,
—<check mcu awake method>]

Wi % ¢

OK

* <enable>: & B 4% MR R L
- 0: AR I MCU Jic ¥
- 1: ffifEmefiE MCU il &
o <wake mode>: Mz,
— 1: GPIO Mifig
— 2: UART Mifig
o <wake number>: ZSHHE LB T <wake mode> fI{H.
— IR <wake mode> & 1, <wake number> ftZEMER4S I GPIO 5. F PaE BRIE L & 1
WA AT AR R, TR P e A AL B
— MR <wake mode> &2 2, <wake number> fUFEMilE UART 45 . 4ui 245 1, HId:
UART1 Mifig MCU,
« <wake signal>: ZSHIE X BT <wake mode> fH{H.
— R <wake mode> 2 1, <wake signal> fUFEMEEHF,
« 0 I
+ 11 mHE
— % <wake mode> &2, <wake signal> fQFEMEEFTT. JEHE: [0,255].
o <delay time>: f K& RNE]. B2 ZR. JEH: [0,60000]. %S5 E XEHT <wake mode>
.-
— R <wake mode> 2 1, NI¥E <delay time> MBI, BH—H %I <wake signal> Hi,
<delay time> #|J5, W% <wake signal> HiY,
- W3R <wake mode> J2 2, MISZHIL%E <wake signal> 77, #EASFFE BN
e <check mcu awake method>: AT 58 MCU 2154 T EE R PR A
- Bit0: @5 JF 5 5 AT+ USERMCUSLEEP iy 41 51k . BRIATF 5 - B : Y 1] AT+USERMCUSLEEP=0
@l 5 MCU Ji3€; 3] AT+USERMCUSLEEP=1 %14, f§75x MCU HEfR .,
— Bit 1: @G HFE SAT+SLEEP=0/172/3 %) KBk . BRINEEH . Bl Ui®] AT+SLEEP=0 iy %, 4§
5% MCU 3% i®] AT+SLEEP=1/2/3 x4, 471 MCU HEIR.
- Bit2: @EGIF)E <delay time> #HEHE/R MCU BRIIGE. BRUIAZSH. BP: 2T, delay
time Ji5, f§78 MCU HEHR; RERT, delay time )5, $§7~8 MCU %K.
- Bit3 (BARLM): 2EIFH GPIO F5/m MCU BEEIIRE. BRIAANSCHF.

Bl

o M HFRERE K.

o BRR AT [n] MCU E8l AR BHRHT, 2/ KM BG5S i ASRE, <delay time> BB T2 )5
HELEEYE. B IEIGS MCU [RIf SRR .

o INHRAE <delay time> ZFP2ZHi, AT I{F] <check mcu awake method> H T =ML EF (-,
DSBS BRMeBRIRES s B 55F <delay time> MG, 2 HINHRMERE.
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il

// RSB MCU BE ., % AT i MCU X#HEW, 2% F A wi-Fi B R H cpIOls.
SR, W FERE MU, REHEHFZEF 10 #.
AT+USERWKMCUCFG=1,1,18,1,10000, 3

// % McU FE
AT+USERWKMCUCFG=0

3.14.5 AT+USERMCUSLEEP: MCU #575 H IR &

Bas

&E

Dyie:
FEAT+USERWKMCUCFG fiv4[) <check mcu awake method> BitO Bl &R T, i A4k, H
THH AT 2475 MCU W RERRCIRAS .

s

’AT+USERMCUSLEEP:<State> ‘

Wi i3 ¢
ox |
* <state>:
- 0: #5785 MCU [k,
- 1t $§/5 MCU HEAR -
il

// MCU % 4 AT ¥ #] MCU @ ¥
AT+USERMCUSLEEP=0

3.14.6 AT+USERDOCS: 75 ify[s450) i i Sepipife
AR A

ik

B2 B AT e R 4 R S i P SRS e

s

AT+USERDOCS?

W ) :

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK
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BH

o <” enurl” >: HECCRYEERE
o <" enurl” >: RS EES

Bl

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32/index.html

"
—

OK

S ZNBUAE T > Z I JE P A TN, TR AT fiy o i — S lARfF L.

315 AT @idsk

W AT fip A7 U Rp2E 2

el A B WiAA

Mislan 2 AT+< fig 945 >=? PRI E A 1 N S B L UETE
b a2 AT+< AT P8 >? AEERTE 2T

WE AL ATH+< AT PR >=<---> BEN T AEXSEIE, Hhsfrad
ACRR e AT+< i 24475 > s IO HE X SR

© NRRA AT a8 AR AR Ay &

o W RMASL, HE SRR S BRI S

o RFEG <> WIS LA .

o TS 11 WIS EOTUAE N, ARSI EEATEGAE. B, i2fTAT+CWIAP fir &I i AL 24

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

o YR SEURVH SBEGN, DA, , DossrkE,

’AT+CWJAP:"ssid", "password",, 1 ‘
s ERXGE I SFR TS,

’AT+CWSAP:"ESP756290","21030826",1,4 ‘

o BETRFAFEAER OB, n, . "\ &,
-\ BRI,
-\, ¥GES, SRESEE S o L.
- \": BSOWES, FRFARSENEG S IR THEE L.
- \<any>: # ¥ <any> F4F, BPREA <any> F4F, A REHT.
. ﬁATm?*m%%?ﬁ%g%X7ﬂ B TR . BN, AT a4 DFTE > SRk A SR
, REIEANTE R L,

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0
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AT ﬁé‘ﬂ@%ﬁ%ﬁ##%ﬂﬂ 115200,
4 AT i 1K EEAR W 256
upvu%‘}?ﬁ (CR-LF) 453§, FJ?M% EII LW IRCEN BT,
AT AT 2B ARG 1) & L3 WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
- esp_at_result_code_string index

3.16 S5 BIRAFAE flash vy AT oy

PATF AT Grd S 50E SO I 2R AETE flash (1 NVS i, B ERE, SEEGH.

* AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE L S S BCE R IRA7E] flash W VAESAT+SYSSTORE fir 4K BCHE, R ARSIy & 14
e

AT 4 B SERATE, R0k NVS EsLPig. Wik, nfaAaEM NS5, WA
ﬂash ﬁﬂ%ﬁ\AEEEKIEIE’J’%ﬁ{E ﬂash WAL IR EIE .

317 AT 55

M ESP-AT iy 4 F 1% [1lf) ESP-AT Ji 2 A PIRIRAL . ESP-AT Why. (#2)) #1 ESP-AT JH 24t (£3h).

 ESP-AT Wy (#2h)
BEHI A ESP-AT @y #R SR IR R, #59f &% & ESP-AT iy &M T45 R . W A5 — 4578
BRI OK 5 ERROR.,

2 3: ESP-AT W%/

AT M vz 5 AR

OK AT /E/\KLEﬁjnﬂé &[5 OK

ERROR T i 5 R s A T A T R A R

SEND OK éﬁl o B &k % 2 M Wk (41 X FAT+CIPSEND
MAT+CIPSENDEX fx %) , H AR FEHIEC & K3
X ity

SEND FAIL ] B WA K 3 B i kA R (8T X FAT+CIPSEND
FNAT+CIPSENDEX fix4)

SET OK URL C & Ihix's (5% TAT+HTTPURLCFG f54%)

+<Command Name>:. . . TEFIR AT Ay AbFHZE 3

* ESP-AT R4 (F:3h)
ESP-AT 2t 5 R 48 P H SRS B B -

% 4: ESP-AT 4 HLR 45

ESPAT BERE 1 H
ready ESP-AT [l {2 fE £ sl 4
busy p--- ?\/L% I, IEAEALHR E—2%anS, ToikAb B HT
1) i 2

ERR CODE:<0x%08x> S [ i 2 A B R AU
Will force to restart!!! NAENE RS
smartconfig type:<xxx> Smartconfig 271
Smart get wifi info Smartconfig £\ #HX SSID #1 PASSWORD

TTkE:
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xK4-4tm
ESP-AT iHEHR & 1t B
+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 £ 3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station % [1 & %12 5] AP

WIFI GOT IP Wi-Fi station 22 1 £ $ L [Pv4 Hiidik

WIFI GOT IPv6 LL Wi-Fi station 32 [T £ AR B IPv6 £ i A< Hiu ik
WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl
WIFI DISCONNECT Wi-Fi station % 1. 5 AP WrT&#:
+ETH_CONNECTED DA 422 11 B 1 2

+ETH_GOT_IP DA 422 11 EL AR E TPv4 Hithl
+ETH_DISCONNECTED DA 22 11 E BT

[<conn_id>,]CONNECT

ID 3y <conn_id> M HERC Y (ERIA
ST, ID40)

[<conn_id>,]CLOSED

ID }y <conn_id> WM ZERECWIIT (BRIAK
LK, IDH0)

+LINK_CONN

TCP/UDP/SSL JEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station 14522 ESP-AT 1) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP 2% [ %5 station 43 i IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 55 ESP-AT [} Wi-Fi softAP 3% [1 ) i% 3%
W

>

ESP-AT 1E1E4 f¢ 1 i AR

Recv <xxx> bytes

ESP-AT M iy %3 I E R <xxx> G597

T o4ksE
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xK4-4tm

ESP-AT HERE 15t FH
+IPD ESP-AT 7r AL #10T, SUlek H M 2% )

B, AL B
- R AT+CIPMUX=0,
AT+CIPRECVMODE=1, 4T EI: +IPD,
<length>

- R AT+CIPMUX=1,

AT+CIPRECVMODE=1, {] El: +1IPD,
<link_id>, <length>

-1 o AT+CIPMUX=0,
AT+CIPRECVMODE=0,
AT+CIPDINFO=0, il Ei: +1PD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVMODE=0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVMODE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVMODE=0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
BIRE K JE, remote_ip N G U IP Hb 4,
remote_port NILkGG 15, data NEIE.
W MiXaEA SSL RN, TERh et
N (AT+CIPRECVMODE=1), AT fiy41[n&
1) Tength A] GEAISE PR AT 32 SSL S A
—E. o AT 25k [l SSL 2 nl 5 H) £
KB, a2k SSLE A Sk 0, AT 2
iR E R R R EE K .

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT t %% %] broker

+MQTTDISCONNECTED MQTT 5 broker Wi FF 1%

+MQTTSUBRECV MQTT & A broker W55

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TTU4REE
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FK4-8FW
ESP-AT iHEHR & 1fe
+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP 45 i 21 I F-Hliin A6 1Y BluFi 7 H %

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

4% ID 2y <link_id> [ WebSocket 2% 5 [

+BLESCANDONE

ERE [ o]

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

205


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WA, McU ¥ E K P KA https://www.espressif.com/sites/default/files/
—home/hardware.png B H % & .

VA :
o WMRE R TELM, AT 3984 %% \r\nERROR\r\n (3t 9 F35) RSN E 4 MCU,
9. EE R
EIRaeE

’AT+SYSMSGFILTERCFG:O

Wi K7 -

[ox |
10. 4 RGE Bk

HP7

’AT+SYSMSGFILTER=O
Mg 3.«
[ox |

1. FE R
RS

’ATEl ‘
i B«

[ox |

4.2 TCP-IP AT 754

AR A EAE ESP32 55 EanfTTCP/P AT 4 % 2 B R Bl .

o ESP32 % &1FA TCP % F 5% 5 f ik 4%

o ESP32 5 &AFAH TCPIR % RE 5 %41

o i34 IP Ho3k Fosk 0 B 2 44 UDP i@ 13

o 3% [P ¥k Fesn 0 5T T oy UDP i@ {3

o ESP32 %% 1EH SSL % P st $ikis

o ESP32i% &1Fh SSL R 5 B3k 5 % i%54%

o ESP32 & &5 SSL & F J}é 5 WG INGE R E 4R

o ESP32 i% &1F A SSL AR %25 & 5 M GINIE % £ 4%

o ESP32 % &1k H TCP & F % s Pikds, 53, UART Wi-Fi %1%
o ESP32 1% &1FH TCP MR %%, 523N UART Wi-Fi # 1%
 ESP32 i% &1k softAP 4; UDP 1% #y % 5230, UART Wi-Fi i 1%
o ESP32 % &R BAR A AENAR X T a9 B4 F 38

4.2.1 ESP32 #5180 TCP % it v k£

1. %8 Wi-Fi #5} station,
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’AT+CWMODE=1
i B«
Lox |

2. BERER| B HA

’AT+CWJAP:"eSpreSSif","1234567890" ‘
M. :

WIFI CONNECTED
WIFI GOT IP

OK

K
o WX AR SSID MU A AT RERR _Fid iy & BT . 3760 RR A0 % h # 1 SSID FI%5 1Y .
3. #rif) ESP32 1% 4% 1P Hutik.

AN A -
e

AT+CIPSTA?
Mg B -

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
o I ILE AT BE S b adm B A i R [E] o
4. PC 5 ESP32 & #5 i3 [R—Ai h
T8 PC A F W 254k T, @ —> TCP ]k 55 %% - 9171 TCP IR 45 %) IP Hiht oAy 192.168.3.102,
1A 8080,
5. ESP32 i E A% Fimidid TCP 1423 TCP k54, Mess#s IP tihl>hy 192.168.3.102, bk

8080,

AT+CIPSTART="TCP","192.168.3.102",8080
N . :

CONNECT

OK

6. Ak 4 FATERE.

iy
AT+CIPSEND=4
Mg |3«

OK

>
4R, Bl ARG test, ZJa AT KR PATEE.

Recv 4 bytes

SEND OK
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A
o FEIAMFETEHEE AT+CIPSEND M@K E (n), MRS busy p. .., K
BEFEE 0 NFAY, AIESERGI SEND OK,
7. BRI 4 TR
% TCP R 528435 4 FATHEdE (Bdh test), MAGSHER:

+IPD,4:test

4.2.2 ESP32 551 TCP IS5 %3 2%
24 ESP32 % % 4F M TCP R45#sbt, WAL AT+CIPMUX=1 iy REL #H:, AW e £ 4> TCP &
Ui i3 5] ESP32 1545 .
DA & ESP32 1545 /E A softAP %37 TCP R4 481 7m i) fnSRj& ESP32 1545 /£ A station, 7 B2 H
P IR VR VT IR 5 2
1. &8 Wi-Fi #2354 softAP.
%

’AT+CWMODE=2

i B«

’OK

2. [EREL L.

s

’AT+CIPMUX=1

i B«

’OK

3. X H softAP,

’AT+CWSAP="ESP32_softAP","1234567890",5,3

N . :

’OK

4. F¥if] softAP {5 5.,
A

’AT+CIPAP?

M . <

AT+CIPAP?
+CIPAP:1ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

K
o EAFIRYHIIE T RE-S _Eadme B AR 1] .
5. #57 TCP g5, #RikdmI1h 333,

AT+CIPSERVER=1

i B <
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6.

7.
8.

10.

OK

PC #4235 ESP32 %51 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

£ PC 0 P 2810 T A —A> TCP % iy, 34% 3] ESP32 i @I # 1Y) TCP JIz 5545«
Kk 4 ARG B M 25 1 1Dy 0 B BERE .

AT+CIPSEND=0, 4

Nl B <

OK

>

B4 FARE, Bl AR test, ZJa AT R AT R R

Recv 4 bytes

SEND OK

K
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., A
EEARIOET 0 ANFT, KR SERUEIEY. SEND OK.
M2 %32 1D 4 O (8RS EI 4 758
%k TCP g5 A ik 4 T HEdE (Bdlih test), MARGSHER:

+IPD,0,4:test

K TCP i fe.

AT+CIPCLOSE=0

Nl B -

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Zrifi ESP32 1445 IP Hihk,
e
AT+CIPSTA?

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o EREIZER TR S LR AR
4. PC 5 ESP32 B 42 5 [l — A H i
£ PC LM 28I T 5., G184~ UDP &k, fill PC ) IP Hihik>y 192.168.3.102, GfH
>k 8080,
5. fifiE .

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112y ESP32 154511 UDP AHisf 11, %0 [GATRE, WABE N L FEHLE .
* 0 £/~ UDP izt IP Mok Al 12 B E ), ANBES k. i 74— PC Al T UDP igif:
H.m) ESP32 ¥ 11 1112 3653, ESP32 Bk #2050k A UDP Sl 1112 [%dE,
RAEH AT 14 AT+CIPSEND=4, X, HFAHHRTIIA N k%35 —6 PC g, (H& x4
SHARBLEN 0, ISLBIR 28 k%2 H PC i
7. Kk T AT B W 45 15 82 ID R 4 B L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

B
o fEH ARG SSID AT AR LA Gy & B R . 50 0B B 25 SSID RIS
#rif) ESP32 % 4% IP #ihl .

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

BLI -
VRN HEE ST S Eebu A MU E N TR
4. PC 5 ESP32 m%@ﬁ@ [ — A o
TPCL@ngﬂﬁQIN B/~ UDP t&45 . 40 IP Hiht 192.168.3.102,
5. (ERESATER:.
i

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

[
* 1112 2y ESP32 i) UDP AHits 1, 0 AA73ICE, WABCE NN BEYLA
* 2 F Y1 UDP f&kgid 7 )5, UDP f?ﬁj@ HEIIR AT UDP (&4 i i {5 B2 H 3 HE
BRI — U5 ESP32 ##5 UDP {5 g b IP Uik Ml 1.
7. Kk 4 AR .

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32 Uit SSL % ;s o U1

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK
LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. #rif) ESP32 4% 1P Hitdl:.
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGIR RS _Ladkm b AP A
4. PC 5 ESP32 &4 [fl— ik i .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
iy
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. ESP32 i & AE % Pt SSL %423 SSL ikR55+#, MR554s IP #ihk>h 192.168.3.102, imlh

8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32 B#rfizh SSL RS54 4t 2 3%
4 ESP32 Yr4fily SSL R4 250, AUEALAT+CIPMUX=1 fy > iREL HEHE, PN THEAR 2% 1 e
He ) ESP32 45

PATR & ESP32 45412 softAP @57 SSL RSG5 #vii7n il AR 2 ESP32 B4ty station, W YETEFE % Hi %
Ja, ZRAROIH R HNL S SSL 5543 1A K2 K

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

N . :

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. FCHE ESP32 softAP,
i

’Z—\T+CWSAP:"ESP32_softAP", "1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

M. :

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

Mg |3«

’OK

6. PC i#4%%)] ESP32 54517 softAP,
7. #£ PC L ffi/H] OpenSSL fip 4, @fE—~ SSL & i, 4% 3] ESP32 S 436# 1Y SSL Ml d5-4x -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32 3 LAY -

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32 B0 SSL % 3t W] DA IE S 5 12

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #¥ih) ESP32 #4845 IP Hiudil.
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32 P45 32 [F]— N i

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32 $ & L[ R -
ACCEPT
B -
o Ay H B UEAS AR T AR VRAY UL B 0 B A T IR B
8. ESP32 {45 # SSL & F i XL A IETCL B .

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32 45 VE & Pt SSL #4453 SSL k454, MR4-#e IP Huhib2ly 192.168.3.102, N
8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32 ety SSL R 5545 4t sr WA DA UE 2 4%
4 ESP32 B fily SSL M5 250, IAUEATAT+CIPMUX =1 fy > fifE L HEde, BN ATREAR 2% ik i
Bl ESP32 145

PAF /2 ESP32 1454 A station #57. SSL IR G54l AN /2& ESP32 45 1F M softAP, 1] £&% ESP32
WEEH SSL MAHE L% HEHRG.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Zxifi ESP32 144 IP Hitk .
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32 #5142 [ — M HA
7. 7£ PC _FffiJf] OpenSSL fiy4, Bl#—4 SSL % Fifii, 1435 ESP32 15 &0/ SSL iR 5545 .

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32 845 Ly :

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32 &4k TCP % hulk, vy deds, S8 UART Wi-Fi &1t

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. ¥ifi] ESP32 1445 IP Hitk .,
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LK
o ISR T RE S _ B R AR
4. PC 5 ESP32 &£ R 5[] — AN B i .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32 At % ik TCP jE4:5) TCP R4 4%, Mka5# [P Huidikohy 192.168.3.102, il
8080,
iy

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4210 ESP32 %551f 0k TCP 552%%, 28 UART Wi-Fi #f&

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32 i% 4% IP ik,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o BHYAISERATRE S _Ead b o B AR [A] o
7. PC 2% ESP32 TCP %5,
PC 5 ESP32 i i £l [ — i i
15 PC LA MW TR, QI —4> TCP % /. JEHF] ESP32 ) TCP fltds#s. Ml 192.
168.3.112, A 8080,
AT i :
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0, CONNECT ‘
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

[ox |

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND ‘

M B <

OK

>

10. 457 11 AR 4
TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

WY (I +++ AE A AKX, FEEE X, I TCP ARG %, At ] DA T
AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

[ox |
12. 404 TCP ##2,
i

’AT+CIPCLOSE ‘

M .

CLOSED

OK

42,11 ESP32 %5514 softAP £ UDP {4zl UART Wi-Fi i L

1. %8 Wi-Fi #55% softAP.
fird:

’ AT+CWMODE=2 ‘
g
o |
2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %453 ESP32 X1 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32 55 PC R .t [ 8 57 [] 5 % v TP Huhk A3 171 1) UDP {435, o IP Mkt 192.168.4.2,

WLk 2 8080, AMLly N 2233, FAN 0.
2y

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32 Bear ik B a2 OBE X B g4 ot

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

LR
o 5 AR SSID FI A% m GEER iRy & R AR . 1 FH 50 %t #% 9 SSID Fl% 65 .
3. Zrifi] ESP32 145 IP Hihl,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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(£ L£50)

OK

LR
o ERAIEE R AT RE S ik v P AR T .
4. PC 5 ESP32 i & #4% [F— A~ H o
7 PC A M 45 LA, ) —~ TCP IR 55 %% . B4 TCP R 4525 IP Mk 192.168.3.102,
WA 8080,
5. ESP32 % #&AE % Frimili il TCP 1%42 8] TCP 5548, k545 IP Mokl 192.168.3.102, ik
8080,
fird:

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32 bt B E P U sl

oS

’AT+CIPRECVMODE=1

W R

’OK

7. TCP [R5 R5 %35 4 FHOMUE (B test).
B
S G HH S S +TRD, 4, IR JR S B SR 9 A8 MO, R AL +1eD, , i
2 AT+CIPRECVMODE it BHER 53
8. ESP32 i A5 B R 45 5 7 MR K

oS

AT+CIPRECVLEN?

Wi KV -

+CIPRECVLEN: 4
OK

9. ESP32 B RIS OB e 7 i -

LS

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.3 Bluetooth LE AT 74

IR B Bluetooth® Low Energy AT 44 % W5k, HFH2HEE ESP32 54 LimfTiX saan S 1
NGB
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1 A~

Bluetooth LE & F %135 Mk 44 AE44

Bluetooth LE i% 370 5%

A ESP32 Fr & 48 2 9] 3 5 SPP i%3%, vA B J& UART-Bluetooth LE % 15 42 X, F 15 4 348
ESP32 5 F L3 5 SPP 4%, vAR {£ UART-Bluetooth LE i% 15 2 X T 1£ 4 448

ESP32 o5 #2173 5 Bluetooth LE % 3% 5 Bext

L] L] L] L] L] L]

4.3.1 W4

ESP-AT 477/ 37 43 Bluetooth LE 4.2 R iUE, A S04 948 { & F T Bluetooth LE protocol 4.2 {Jp
WG, 5S% 20 42 SRBCE 2 E R

Bluetooth LE Ppil{ 44

Bluetooth LE X3 M T 2 4N LA JEZL: Physical Layer (PHY)., Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP).

* PHY: PHY JZ EZATTHEWIEIE _F R EFMBE E L. Bluetooth LE ffiH] 40 MMifEHE. M
Vi 2402 MHz %] 2480 MHz,

o LL: LL 2 FEATTEIE . BolcfreiuZ e (A, WREE, e 2EEgm), kS
WA 2 R Y BREEBEAH I SR BT . BRI 2RV T 4. 8. Bvr/38. AR
#E., LHEBEAMPRESZ —.

* HCI: HCIJZ [ EALAE i #e e it — MR8 0 . %2 T AR AP T SEP el &l A A {442 T
UART, SPI. USB f#Efil.

* L2CAP: L2CAP JZ M TEx FAUA SR 2 [0 32 e B #- A T U e 0 . o BOR S A 4524 o

o ATT: ATT JZSEBL T B VENR S5 A8 A M5 s Z [A) ) Ot il ATT 2 P[] ATT JiiR 55 i A0 1%
A ARFIfIA . ATT 55t ) % i AR MR LY. . AR R .

o SMP: SMP 2l T-2E BN 35 B 40 FN By 8540 . SMP 0455 BRI 25 S5 6 AN B0 B4 420, It
TBER LR R B LI A B RS B

* GATT: GATT ZF/nEMIRSA A ki @R Pim e, ELE SCHE TR ek S 2 il
WIS « AR 2 IR G . ZZ2 R T R0, S B ARk SR EA R 0 .

* GAP: GAP EMCERITAH WA B4 H AT, BIAntE s . BSOS B R T B SOl A i s
MUY . GAP [R5 G L. EERX. 24, Bk, RPEFIIR S KB

Bluetooth LE ffj{t, %15y

1E Bluetooth LE PpisUke AN [H] 2B AR Fa (X 20 o X LA R AN .
o LL: XA R PARIZ K EHLA MAL, MM H&, THLRTAR &R
e GAP: EXNT 4MeEEMG: JHE. WEH. MEEEM PFOEE.
o GATT: WA PA N RE3mMl & F 3.

iR

o AR Bluetooth LE 43 Fl Bluetooth LE % F3##i2 GATT EMAA.

e 457, ESP-AT % Bluetooth LE R4 Ml Bluetooth LE & F 3g[a W A77E .

* ANt ESP-AT #]4f 4k~ Bluetooth LE filk 45 iy ifs /& Bluetooth LE 7 iy, [7] b 7 422 (1) e K A 450
3,

GATT HSE— Rl L L, f B YF T DOA 2 — Rl st i b 12 sl XA @ PR 454 R
W el AN, SRS A FRBE R AL, B FE LR Z BRI TRA .
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GATT R4 3%H1 GATT & F 3miX WiFh i (0 /77T Bluetooth LE M 83 2 J5 . GATT R4 287 1o J&@
PEPMUE R BIREE, H3258 [ GATT & s @t hisEsk . er O A, fims, AtEdmnm—
SARA GATT M43, VMR —BmfRoh GATT E 3.

4.3.2 Bluetooth LE %5 P13 B IR 55 FE e
DA 7R 90 [ 1 e ESP32 FF % L, Hopi—HeffE % Bluetooth LE 45 3% (FUff) Bluetooth LE fIf:45 i

firft), 73—3AER Bluetooth LE % i (HAEA Bluetooth LE % i i f4,) o 33X AN TR 1 1 Andif {5 )
AT 154257, Bluetooth LE #E4%, 5E M EE .

B YEPANEBEF L ESP32 Bluetooth LE R4 Ik #/E L 5% 7F ESP32 Bluetooth LE % 45
UEHATEIR], PAESP32 Bluetooth LE % & 3L i#E HFEEHE ESP32 Bluetooth LE % Pt AT HlI
Al

1. #1454k Bluetooth LE Tf§E.
ESP32 Bluetooth LE f}% 45 i :
e

’AT+BLEINIT=2

Mg [«

’OK

ESP32 Bluetooth LE % F i :
iy

’AT+BLEINIT=1

Mg |/«

[ox

2. ESP32 Bluetooth LE Jk 45 imfk B H: MAC itk .

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

i :
SR A% < T E S B 18| T = =R wh s ) VAL 1 2 [ I = T B v N 0P 11| R T S A 2 3 AP S B
1. ESP32 Bluetooth LE JIR 5 i) 7 IR 55 o

’AT+BLEGATTSSRVCRE

M B -

’OK

2. ESP32 Bluetooth LE IR & it R IR S o
e

’AT+BLEGATTSSRVSTART

i B -

[ox
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1. ESP32 Bluetooth LE i} 45 i % ¥ IR 45 5 4E

s
AT+BLEGATTSCHAR?

M .

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32 Bluetooth LE [[R 45316 #%, 2 J5 ESP32 Bluetooth LE % FU i FF- U 414 HLAREE 3 #b4h.
ESP32 Bluetooth LE Jl} 45 i :
iy

’AT+BLEADVSTART

M .

’OK

ESP32 Bluetooth LE % Jifi :

’AT+BLESCAN=1,3

M B -

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

LK
o RYHIMEIRTRE S _Fadkmp b P AN ]
3. 7357 Bluetooth LE 4%,
ESP32 Bluetooth LE % i :

AT+BLECONN=0,"24:0a:c4:d6:ed:46"

i [ <

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

R
o WA LA my, A ) ESP32 Bluetooth LE fiR 55 ik .
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o Y15 Bluetooth LE £33, W&$E/R +BLECONN: 0, "24:0a:cd4:d6:e4:46,
o 158 Bluetooth LE i35, W& /R +BLECONN: 0, -1,
4. ESP32 Bluetooth LE % P13 % PR 45

AT+BLEGATTCPRIMSRV=0

i .«

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

L

» ESP32 Bluetooth LE % Futi #rif IRS5 104558, 1 ESP32 Bluetooth LE JI F i 25 1) IR 45 1 45 3R %2
WA S (UUID: 0x1800 A1 0x1801), X & E#H M4 . IEFE A, X [F-—Hks, ESP32
Bluetooth LE 7% i 25 1] 1Y) <srv_index> {25 ESP32 Bluetooth LE JIR i 2 18] ) <srv_index> {H
+ 2, i EiAREI IR 4 0xA002, 24 HifE ESP32 Bluetooth LE 2 i 27 1A] 21| i) <srv_index>
%3, WS4 ESP32 Bluetooth LE JIf P st it AT+ BLEGATTSSRY? fy 4251, W] <srv_index>
1,

5. ESP32 Bluetooth LE % 13 % PSR «

AT+BLEGATTCCHAR=0, 3

Wi K7 -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

. ESP32 Bluetooth LE % F i B — N AFAE

fir s

AT+BLEGATTCRD=

0,3,1

iy R«

+BLEGATTCRD:O,

OK

1,0

AR

o THTERE H AR AL (RO 20T AT SRR

o N5 ESP32 Bluetooth LE % P15z BURHIE % ) , ESP32 Bluetooth LE [l 45 i ) <232 78 +READ: 0,

"7Tc:df:al:b3:8d:de",

7. ESP32 Bluetooth LE & it & — M A .

Espressif Systems

232

Release v2.3.0.0-esp32c3-615-g7f3a78bdbd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 4. AT #y2 R

’AT+BLEGATTCWR:O, 3,3,,2 ‘
i B«

E |
P > R AT HERSFEICE DB, U T AR AR, 48 KA EI 28 <length> |
HI, PETH AL

[ox |

A
o 0 £ ESP32 Bluetooth LE %% F7 ¥ 5 455 {iF 4 1A &F i ¥, ESP32 Bluetooth LE AR 45 i
M) &I/ +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],

<len>,<value>,

8. Indicate —/MZFMF{H .
ESP32 Bluetooth LE ¢ i :

’AT+BLEGATTCWR=O, 3,7,1,2 ‘

i . <

E |
5 > FUR AT HER IR D, R mT DA A, 45K SR B 340 <length> [
I, PATE ARLE,

R T #24% ESP32 Bluetooth LE i 45 i & % 1 SR s (Gl notify HEi# indicate H),
ESP32 Bluetooth LE & i SR 42w A IR 55 syt . X F notify =, FEE A({H 0x0001, X
F indicate K, FEEGA(H 00002, FEARFIFE A 0x0002 Kffiff] indicate Fx,

ox |

K
o {11 & ESP32 Bluetooth LE % F it 5 45 4iF 7 iR 75 1% &y, ESP32 Bluetooth LE JIR 4% it M| £
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,
<value>,

ESP32 Bluetooth LE fl% 45 i :

’AT+BLEGATTSIND=O, 1,7,3 ‘
W R

5 > FOR AT HER I D s, M RmT DU A, S8R K SR 3 240 <length> [
B}, $44T indicate #1f

[ox |

Vi :
o f15% ESP32 Bluetooth LE 7% F i 332 it 3] indication, M £x#2 7R +INDICATE:<conn_index>,
<srv_index>, <char_index>,<len>, <value>,
o X FR]—AR 4, ESP32 Bluetooth LE % i ) <srv_index> {H 45T ESP32 Bluetooth LE flig Fifi i)
<srv_index> {H + 2, X2IEHINER.
o W MRSS HEERIALIR , RIS SR e T B 2 UK T IR 5.

4.3.3 Bluetooth LE JI} 5535 B R 55 FrAEA

PAR 7 3 [R] s 5 W B ESP32 FF &, HoH—3efE Sk Bluetooth LE i 453 (S AE A Bluetooth LE AR 45 bii
fafh), 5—#AEH Bluetooth LE & Fiii (HAE A Bluetooth LE & FriinfA {4 ) o XA T JR/R 1 W A 37
Bluetooth LE 4%, PAK RS i35 HR 55 AR AEAEL R %% P i B, notify AR S5 FFAE(H .
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Figi: LIEHPLESP32 Bluetooth LE A& H L HE/E H 52 %iXF ESP32 Bluetooth LE 45 uii b AT Hl
7], PAESP32 Bluetooth LE % A 3L EfE B ZEEHE ESP32 Bluetooth LE % P i AT R 7] o

1. W4k 4k Bluetooth LE Tfjfig.
ESP32 Bluetooth LE A% 45 i :
%

’AT+BLEINIT=2

N . :

’OK

ESP32 Bluetooth LE % Jifi :

’AT+BLEINIT=1

i B«

’OK

1. ESP32 Bluetooth LE J} 4% i) 22 iR 45
i

’AT+BLEGATTSSRVCRE

i Y <

’OK

2. ESP32 Bluetooth LE IR 45 i 2 IR %5 »
e

’AT+BLEGATTSSRVSTART

Nl B <

’OK

1. ESP32 Bluetooth LE JIR %3t # B H: MAC H#ihl.

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PiHA :
o BATARIHLEE T RE S Bk N AR, SRR, S R4 A E .
2. ESP32 Bluetooth LE R4 ik &) #5540
A

’AT+BLEADVPARAM:50,50,0,0,7,0,,

i B -

’OK

3. ESP32 Bluetooth LE JI} 45 s b8 & #5554t
e
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’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

N . :

’OK

4. ESP32 Bluetooth LE R4 i UG 45 .

’AT+BLEADVSTART

M. :

’OK

1. ESP32 Bluetooth LE % F A 78R 45
i

’AT+BLEGATTSSRVCRE

Nl . <

’OK

2. ESP32 Bluetooth LE & P it IR 45 -
i

’AT+BLEGATTSSRVSTART

i B«

’OK

1. ESP32 Bluetooth LE % Fim it MAC Mtk

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:03:a7:4e"
OK

Vi :
o A HLAETTRE S _EdRm B R R, SRl TR IR e E .
2. ESP32 Bluetooth LE % g IF G4, $54E 3 70,

AT+BLESCAN=1, 3

Nl <

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al",-62,0201060a£f£f4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

i :
o ISR T B S bk B A R [E]
3. #£37. the Bluetooth LE %35,
ESP32 Bluetooth LE % F i :

fir s

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

N . :
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+BLECONN:0, "24:0a:c4:d6:ed:406"

OK

Vi :
o A _IRATARE, 8 F %451 ESP32 Bluetooth LE fil 45 i btk .
o MR Bluetooth LE £ i), N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE #E#22 M, M43 /R +BLECONN: 0, -1,

ESP32 Bluetooth LE f}% 45 i :

Py N
i

AT+BLECONN=0,"24:0a:c4:03:a7:4e"

M i/ :

+BLECONN:0, "24:0a:c4:03:a7:4e"

OK

i :
o A iRy A EF, 15 &) ESP32 Bluetooth LE % g bk .
o 41 Bluetooth LE % 32 i B, N &4 /8 oK, KN <& # /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o UNR Bluetooth LE ZE#24, N£3E/8 ERROR, A<fi/R +BLECONN:0, -1,

1. ESP32 Bluetooth LE % i A i) A< Hit Il 45 .
i

AT+BLEGATTSSRV?

Mg |3«

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

2. ESP32 Bluetooth LE 7% Fiiftt % I A Hi R AE
i

AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR:"desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901

Q)
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(£ L£50)

+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

3. ESP32 Bluetooth LE 45 5t % F %] ik R 55
i

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

PAE
* ESP32 Bluetooth LE fIR 455 £ i IR 55 (945 5, 1 ESP32 Bluetooth LE % i 27 i Ik 45 1 45 - %
WANERIA R % (UUID: 0x1800 i1 0x1801), 1FF UL, T[4, ESP32 Bluetooth LE 745
UE AT <srv_index> {H 2% T ESP32 Bluetooth LE & i 25 ] 1) <srv_index> {H + 2. filf0, E
BRRBIPEIIR S 0xA002, 4HiHE ESP32 Bluetooth LE IR 453t 2r 1A £ (1) <srv_index> 24 3, AN5R
1£ ESP32 Bluetooth LE I} 45 141 i AT+ BLEGATTSSRV? A 253), M) <srv_index> K 1.
4. ESP32 Bluetooth LE JIF 45 i % B X} a4

AT+BLEGATTCCHAR=0, 3

Nl .«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3, 0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

5. ESP32 Bluetooth LE % F' it 5 B Il 55 A {H

PEPE SRR SRR SS FRAE (characteristic) KBEE MR AT FHAE(E.-

o

’AT+BLEGATTSSETATTR=1, 8,,1

N . :

Espressif Systems

237

Release v2.3.0.0-esp32c3-615-g7f3a78bdbd
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 4. AT #y2 R

[ox

6. ESP32 Bluetooth LE JIl¢ 4% 5t 52 IR 45 - iF (8
i
’AT+BLEGATTCRD=O,3,8,
Mg |3

+BLEGATTCRD:0,1, 9

OK

7. ESP32 Bluetooth LE IR 4% it 5 IR 45 - EAH -
LTS EEEE L (RN E R ERE PN

’AT+BLEGATTCWR=O, 3,6,1,2

Mg J3

» N5 Bluetooth LE fik 55 i 5 R 55 FFAEE 8 H) )5, Bluetooth LE & i <48 /x +WRITE: 0, 1,
6,1,2,12,
8. ESP32 Bluetooth LE % /¥t notify i} 45 45 {H
iy 4

’Z—\T+BLEGATTSNTFY:O, 1,6,10

Mg K7 -

’ BN 12345678907 10N F F

[ox

Vi :
» 415 ESP32 Bluetooth LE % F'i notify R 5545 MEH 25 IR 55 i il 3, Bluetooth LE fii% 453 W & 412
7~ +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE ¥E#: %

DA 7% 91 [ B2 FH B B ESP32 FF KA, Horp—3ufE A Bluetooth LE IR %53 (M4} Bluetooth LE JI 45 i
fe) , 53 —HfiE) Bluetooth LE % P13 (JUAFh Bluetooth LE % FU i ) o 33AMEI TR T /BN
Bluetooth LE %3,

iR

o JEDAFH G DL ESP32 Bluetooth LE JR % 3% H-LIY#e/E H F22AE ESP32 Bluetooth LE [k 55 i
HATEIT], DAL ESP32 Bluetooth LE % 3% F3Li#/E R 22 EiAE ESP32 Bluetooth LE 4 F i 4l
AR,
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© B RPN RS . 485 R R A T — R E.
© ESP-AT % RUUF4HE 10 iskfs .

1. #1444k Bluetooth LE TfjEE.
ESP32 Bluetooth LE fl} 45 i :
fir g

’AT+BLEINIT=2

Mg |3«

[ox

ESP32 Bluetooth LE % i :

’AT+BLEINIT=1

iy B«

[ox

2. ESP32 Bluetooth LE Jig 453 #x B Bluetooth LE Hiidil: .
es

’AT+BLEADDR?

i B«

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Vi :
SR A% < T E S 9P 1| AT =R e s ) VAL 10 2 N [ I 7 T B v N 0B 11| R TIPS 2 3 AP S
1. ESP32 Bluetooth LE fig 45 st 1| 72 il 45
s

’AT+BLEGATTSSRVCRE

i B -

[ox

2. ESP32 Bluetooth LE k%5 i H /S R 45 -

’AT+BLEGATTSSRVSTART

i B«

[ox

1. ESP32 Bluetooth LE 745 i % i IR 45 5 4E
i

’AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901

Qi3
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£ B0

+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR:"desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32 Bluetooth LE JI 45 FF-46) 3%, 2 J5 ESP32 Bluetooth LE % FUufi FF- U413  HLER4LE 3 Bb4p.
ESP32 Bluetooth LE f}% 45 ifi :

’ AT+BLEADVSTART ‘
Mg |3

[ox |
ESP32 Bluetooth LE %% i :

’ AT+BLESCAN=1, 3 ‘
Mg |3«

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

PaHH :
o TR R T RES ik i o AR ] .
3. 757 Bluetooth LE i#$2.
ESP32 Bluetooth LE & i :
s

AT+BLECONN=0, "24:0a:c4:d6:ed:46"

Wi K7 -

+BLECONN:0,"24:0a:c4:d6:e4:46"

OK

AR
o A bR, 8 ESP32 Bluetooth LE fil 55 sttihk o
o 7N Bluetooth LE £ i), M<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 157 Bluetooth LE #E3: 5, W£$HE/R +BLECONN: 0, -1,

4. ESP32 Bluetooth LE % P13 % PR 45

A

’AT+BLEGATTCPRIMSRV=O
Mg |3

’ +BLEGATTCPRIMSRV: 0,1, 0x1801, 1 ‘
QS
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+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

K
» ESP32 Bluetooth LE % s 25 1) IR 5519 45 5%, H ESP32 Bluetooth LE JIR P i 2R IR 45 45 5 £
WAEAAR S (UUID: 0x1800 A1 0x1801), XA2IEH I 4. IEHANL, XTH—HK%, ESP32
Bluetooth LE % 73 25 1] 1Y) <srv_index> {H 25T ESP32 Bluetooth LE JlZ i 25 18] 1Y) <srv_index> {H
+ 2, i EAREI AR 4 0xA002, 24 HifE ESP32 Bluetooth LE % i 2r1f] 21| Y <srv_index>
> 3, UNHEAE ESP32 Bluetooth LE AR il i AT+ BLEGATTSSRV? fiy4-25i4], W <srv_index>

1.

. ESP32 Bluetooth LE % il A& FUAE(E

AT+BLEGATTCCHAR=0, 3

i . <

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3, 0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

6. WHEMFESE. K& auth_req iy SC_MITM_BOND, fR45iff) iocap i KeyboardOnly, &
itH) iocap SN KeyboardDisplay, key_size /16, init_key 5 3, rsp_key H 3,
ESP32 Bluetooth LE i 45 i :
s

’AT+BLESECPARAM=13, 2,16,3,3

N . :

’OK

ESP32 Bluetooth LE % i :
ey

’AT+BLESECPARAM=13, 4,16,3,3

i R ©

’OK

L
o JEA{] 1, ESP32 Bluetooth LE fIlt 45 st AC %1, ESP32 Bluetooth LE % F'if i 7R e % i o
* BESP-AT % 3§ Legacy Pairing fll Secure Connections BWNEZ T, HEEAEE =R
SIS . AR STt 7 Secure Connections, NM|£ ¥R Secure Connections
T
7. ESP32 Bluetooth LE % it & AR 2575 5K .
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iy

’AT+BLEENC=O,3

Mg |3

[ox |
LUK

40 S ESP32 Bluetooth LE % 45 Ui i T) 2 WS £ i %% 3% 5K, ESP32 Bluetooth LE A 45 i W) 2% # 7R
+BLESECREQ: 0,

8. ESP32 Bluetooth LE A 45 i i I/ it %75 3K
’AT+BLEENCRSP=O,1 ‘
M B -
[ox |
IR
o {15 ESP32 Bluetooth LE % Pt s Sk 2 B % 57, U] ESP32 Bluetooth LE 4 P2 72 Az —
A 6 SLHECRTRD o
o YA 41, ESP32 Bluetooth LE 7% Fiii Wi £ 32 /R +BLESECNTFYKEY:0, 793718, RECX1HGN
793718,

9. ESP32 Bluetooth LE 7% F i [n] & Fie % 5
iR

’AT+BLEKEYREPLY=O,793718 ‘
M .

[ox |
PATX A4 2 )5, £ ESP32 Bluetooth LE fIZ 45 3l ESP32 Bluetooth LE 7% P& 45 — L6t 7 35

.
ESP32 Bluetooth LE f} 45 i :

+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: O,

6

2

oo ooo
S~ SN
N W e

ESP32 Bluetooth LE % 3 :

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

AT DA DA +BLESECKEYTYPE FF3k {5 H . {55 +BLEAUTHCMPL: 0, 0 8 — NS4k 0 3
INIE Y, R L RN R

4.3.5 WA ESP32 JF Mz bl . SPP #%E4#;, UL KAt UART-Bluetooth LE LA T
5 B P

PATR 7 15 [R] s W e ESP32 &y, Hor—3eff 4 Bluetooth LE g 553w (S 4EA Bluetooth LE i 45 i
fata), 7—HAEH Bluetooth LE & i (HAE Bluetooth LE 7 P fA0,) o 3X AN J@m 1 B Q] 7
Bluetooth LE i#4%, DA77 %1% 38 {Z Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE % &4,

Y EAFEEFPLESP32 Bluetooth LE M43 1k A9 #/E R F537E ESP32 Bluetooth LE Ik 45
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WHUATEIT], PLESP32 Bluetooth LE % M 3L #4E H 35 3i4E ESP32 Bluetooth LE & P 4T ]
.,

1. #1444k Bluetooth LE TfjEE.
ESP32 Bluetooth LE fl} 45 i :

’AT+BLEINIT=2

Mg |3«

[ox

ESP32 Bluetooth LE % i :

’AT+BLEINIT=1

iy B«

[ox

1. ESP32 Bluetooth LE J} 4% i) 22 R 45
s

’AT+BLEGATTSSRVCRE

N Y. :

’OK

2. ESP32 Bluetooth LE J} 4% 5t = IR 45 -
i

’AT+BLEGATTSSRVSTART

i B«

’OK

1. ESP32 Bluetooth LE filz 45 i $ic B MAC Huhl .

’AT+BLEADDR?

Nl <

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

BiH :
o AR HLEE T RE S Bk N R, O SR, TSR E .
2. ESP32 Bluetooth LE R4 ik &) %550,
e

’AT+BLEADVPARAM=50,50,0,0,7,0,,

N . :

’OK

3. ESP32 Bluetooth LE JI} 45 i 58 & #6554
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

i B«
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’OK

4. ESP32 Bluetooth LE R4 i 46T 45 .

’AT+BLEADVSTART

i B -

’ox

5. ESP32 Bluetooth LE & g P63, 3548 3 70,

’AT+BLESCAN=1,3

N . :

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

Vi
o RS A T B ik B A R TR]
6. 7237 the Bluetooth LE i#$%,
ESP32 Bluetooth LE % i :

AT+BLECONN=0, "24:0a:c4:d6:ed4:406"

N . :

+BLECONN:0, "24:0a:c4:d6:ed:46"

OK

i
o A LR ar AR, 5 %) ESP32 Bluetooth LE i 45 umHbhl: o
o Y15 Bluetooth LE #E8: %), W&$E/8 +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #E#:L M, N&$E/8 +BLECONN: 0, -1,

7. ESP32 Bluetooth LE fI 4% 525 1) IR 55 -
i

AT+BLEGATTSSRV?

i B -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

8. ESP32 Bluetooth LE J 45 it % AL .
iR

AT+BLEGATTSCHAR?

i B«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR:"desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901

Q)
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+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:

OK

"char",1,4,0xC303,0x04
"desc",1,4,1,0x2901
"char",1,5,0xC304,0x08
"char",1,6,0xC305,0x10
"desc",1,6,1,0x2902
"char",1,7,0xC306,0x20
"desc",1,7,1,0x2902
"char",1,8,0xC307,0x02
"desc",1,8,1,0x2901
"char",2,1,0xC400, 0x02
"desc",2,1,1,0x2901
"char",2,2,0xC401,0x02
"desc",2,2,1,0x2901

ESP32 Bluetooth LE & F it % PR 45

i

AT+BLEGATTCPRIMSRV=0

Mg i -

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

LK

* ESP32 Bluetooth LE & i 2 i il 45 1 4558, 1 ESP32 Bluetooth LE iz i i iR 45 1 45 1 22
BB AR (UUID: 0x1800 F1 0x1801), X ZIEHMG. IEFEMM, X [H—Hiks, ESP32
Bluetooth LE & Fiit 25 1] 1Y) <srv_index> {25 ESP32 Bluetooth LE JiZ it #r 18] 1Y) <srv_index> {H.
+2, i, BRI IR 4 0xA002, 24 7i7E ESP32 Bluetooth LE & F it 28 i1 | [#) <srv_index>
5 3, URAE ESP32 Bluetooth LE ARk J' il 118 AT+ BLEGATTSSRV? fiy 225, M) <srv_index>

1.

10. ESP32 Bluetooth LE % Fi % FlAGAE .

11.

AN A -
e

AT+BLEGATTCCHAR=0, 3

Mg |3«
+BLEGATTCCHAR:"char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

ESP32 Bluetooth LE % it & Bluetooth LE SPP,

Vet SO RFSARIERI IR 57 5-E (characteristic) 145 I8 A IA%UE, WE4E3HF notify B3 indicate )
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characteristic /£ 13230 18 B e ks .
e

’AT+BLESPPCFG=1, 3,5,3,7

i B«

’OK

12. ESP32 Bluetooth LE & i {#i fig Bluetooth LE SPP,
i

’AT+BLESPP

i B ©

OK

>

iR FoR AT 2L 43F A Bluetooth LE SPP X, ] DAIFATHICHR 1) Ak F2 Ik .
e
» ESP32 Bluetooth LE % i 7 & Bluetooth LE SPP i#&ZAE i, BB IR %k <18 1 Bluetooth
LE 1% #;%] ESP32 Bluetooth LE Ji 45 3 -
13. ESP32 Bluetooth LE [l 45 iiific & Bluetooth LE SPP,
Ve S 45 notify {3 indicate [1Y) characteristic /b 518 & X 8HE, EF XIS EAEN) characteristic
VE RS R -

’AT+BLESPPCFG=1,1,7,1,5

i R«

[ox

14. ESP32 Bluetooth LE Ji§ 453 {#i fig Bluetooth LE SPP,
s

’AT+BLESPP

i B«

OK

>

bakm R AT 2438 A Bluetooth LE SPP #5X,  n] PASEA TR 1) A iR UK .
AR
» ESP32 Bluetooth LE [l i F /& Bluetooth LE SPP i#&ZAL i, BB IR B4k <18 1 Bluetooth
LE {£%;%] ESP32 Bluetooth LE % i
» N5 ESP32 Bluetooth LE 7% i 5 /G 4&JT /& Bluetooth LE SPP i#4% , By i ] oA ik 2516~
Bluetooth LE % i, W) ESP32 Bluetooth LE % it 55 352 45 J5 i T Notify 5% 3 Indicate, fi#1,
ESP32 Bluetooth LE & i Ul S R IT 2 4%, W 48 | AT+BLEGATTCWR=0,3,7,1,1 JT ]2 1iji
Iff, ESP32 Bluetooth LE fi[t 4% iifi A4 g i 2h 2 95 A%
o XA —fR 4%, ESP32 Bluetooth LE % i1 <srv_index> {H 45+ ESP32 Bluetooth LE fl 45 i (1Y)
<srv_index> {H + 2, XZIEENL.

4.3.6 ESP32 5 T-HLd . SPP ¥%8;, UL JAr UART-Bluetooth LE iE {8 %5 Bcda

R BIR T UAIAE ESP32 JF At ((U/FE MAREIAREE A e S5 () FIFAL (VA ARIIFERE 7 2 1 i
fa) ZIAESy SPP 384, DAKAIA7E UART-Bluetooth LE i {5 &4 4t .

FP: B HPLESP32 Bluetooth LE R4 3w 1LV IEME R FE2YE ESP32 Bluetooth LE Al 45 sk 47 Rl
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"], WMibABluetooth LE & P 3 3k K EAE FHLAYIE T Vi B T p AT B AT

1. 7EFHLiE T 2 Bluetooth LE JHiR i F, #i4n LightBlue.
2. W54k Bluetooth LE T HE.
ESP32 Bluetooth LE fl} 45 i :

’AT+BLEINIT=2

Mg |3«

[ox

1. ESP32 Bluetooth LE R4 341 22 R 5 .
s

’AT+BLEGATTSSRVCRE

T

’OK

2. ESP32 Bluetooth LE 45 5 B IR 55 -
s

’AT+BLEGATTSSRVSTART

N Y. :

’OK

1. ESP32 Bluetooth LE Jlz 45 i i B H: MAC Huhl .

’AT+BLEADDR?

i [ <

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

AR
o A EHLAE T RS Bk m N R O], SRl NS IR e A E .
2. ESP32 Bluetooth LE fIR 45 % & & S5k
i

’AT+BLEADVPARAM=50,50,0,0,7,0,,

N . :

’OK

3. ESP32 Bluetooth LE fIlt 455 B 1 35 554 .
iR

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

N . :

’OK

4. ESP32 Bluetooth LE R 45 i UG 45 .

’AT+BLEADVSTART

i B«
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OK

5. 1% Bluetooth LE %%,
FHL4T JF LightBlue [V ] #2)J3, J 47 JF SCAN JF 4R 14, 3k #| ESP32 Bluetooth LE [z 45 i
7 MAC #bhik, i CONNECT #E4Ti#E#:. M BT ESP32 i IV % 2> T BI 24l T- +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XERCLESL T Bluetooth LE i##E,

6. ESP32 Bluetooth LE 45 52 R 4 -

TEx

AT+BLEGATTSSRV?

N . :

OK

+BLEGATTSSRV:1,1,0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

7. ESP32 Bluetooth LE Ji% 453 % FRARME

s
AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307,0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. Bluetooth LE % it % BUERAE

I EHE T-#L LightBlue % F i %6 4% 5 T Properties > NOTIFY 5 3% INDICATE {4 IR 5+ 4iF (3x H
ESP-AT ®kiA Properties > NOTIFY 5 INDICATE { il 45 4#51iF 52 0xC305 F11 0xC306) , FT-4h il
Properties >4 NOTIFY 5% INDICATE (%)} % 55 .

9. ESP32 Bluetooth LE J 45 i it & Bluetooth LE SPP,
PEPE S 1 notify (3 indicate [1Y) characteristic /F 518 &5 8HE, &S EAEN characteristic
VE R 1338 T8 FE MR -
fir g

’AT+BLESPPCFG=1,1,7,1,5

M 3. :

’OK

10. ESP32 Bluetooth LE fi§ 453 {#i i€ Bluetooth LE SPP,
s
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AT+BLESPP
N . :

OK

>

iRm Y s AT £ 43 A Bluetooth LE SPP #i5, A] DA TE 1) Kk Az .
11. Bluetooth LE % Fuits & 50
1£ LightBlue % P55 0xC304 7 45 45F (H % 26 5 test 45 ESP32 Bluetooth LE 455, A
ESP32 Bluetooth LE flt 45 i 7] VAU E| test.,
12. ESP32 Bluetooth LE J} 45 it % 32 503
1 ESP32 Bluetooth LE IR &5 i B A i% test, I} LightBlue 7% i ] AR test,

4.3.7 ESP32 fiIF-Hl 2 b4 . Bluetooth LE ¥ 3 ft )

RPN T AR ESP32 JF A (S A ARIIARI T ik gr defa ) ML (DR ARIIFEHE T % P i
Ffa) 2 [A)%ET. Bluetooth LE HE42 5 Hir A 540 58 UL -

Figl: LIEHPL ESP32 Bluetooth LE At &3 H L HE/E H 52 %iXF ESP32 Bluetooth LE R 45 u b AT Hl
A, TMPA Bluetooth LE & P 3 kM #fE R TR BAEFALR W T R B F ST RI ] .

1. ZEFALi F 2 Bluetooth LE 1By F, il LightBlue | FFEFF
2. ¥Ih&1k Bluetooth LE Hfig .
ESP32 Bluetooth LE f} 45 i :

iy

’AT+BLEINIT:2

Wi K7 -

’OK

1. ESP32 Bluetooth LE I}t 4% w1 22 IR 45
i

’AT+BLEGATTSSRVCRE

i B«

’OK

2. ESP32 Bluetooth LE IR 45 i )2 IR %5 o
e

’AT+BLEGATTSSRVSTART

M .

’OK

1. ESP32 Bluetooth LE fIf 45 5 3k MAC Hihl.
s

’AT+BLEADDR?

i B«

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

B -
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o BATARIHLEE R RE S Bk N R, IR R, RS RS A
2. ESP32 Bluetooth LE R4 ik &) #5540

’AT+BLEADVPARAM=50,50,0,0,7,0,, ‘

i . <

[ox |

3. ESP32 Bluetooth LE JI} 45 s b8 & #5554t
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

MM B <
[ox |
4. ESP32 Bluetooth LE fij2 4% 315 B35 24K .
iR

’AT+BLESECPARAM:13,2,16,3,3 ‘

Nl . <

[ox |

5. ESP32 Bluetooth LE R4 48 4% .
iy

’AT+BLEADVSTART

i B <

o |
6. Bluetooth LE & Pt il 7 142 .
F HL$T IF LightBlue [ F F2 %, 347 JF SCAN FF 4514, % %] ESP32 Bluetooth LE I? 4 i
# MAC #ihl, iy CONNECT #E47 % 2. I ESP32 i W iZ & 4T Bl 258l T +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XFERCL T Bluetooth LE £z,
7. ESP32 Bluetooth LE fIZ 45 iffs /& i I 537 5K
A

’AT+BLEENC=O,3 ‘

i B -

[ox |
8. Bluetooth LE % i [A] 2 %t
T LightBlue 57 277 NI W 6112 52 1) Bluetooth LE i T I £ 5 FCXHE B (&R %48,
FlmaRgH R 231518), i X, Bbif ESP32 i i%adT BIZS bl +BLESECKEYREQ: 0 [ H &,
XFTRFAILE i B X
9. ESP32 Bluetooth LE fIf 45 i [1] 42 it %t 2540 .
I Fif Bluetooth LE g 45 sty [81 52 1) 25 A R >y _b— 20 B v F-AL LightBlue 5 FH A% 7 38 0 0 FE X L Y
2EH: 231518,
i

’AT+BLEKEYREPLY:O,231518 ‘

i 5 -

[ox |

IRt ESP32 Bluetooth LE Al 45 i T EIZEMRITF AN HiE, X378 ESP32 Bluetooth LE R %53 5 F-#1
Bluetooth LE & i 58 A% T B X o
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+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: O,

o

O O O O o

~ 0~ 0~

N W
N

44 MOQTT AT 734

AR BRI E ESP32 sy LazfTMOTT AT 4 4 5 S WTRAI R B .

TCP ¢4 MOTT %45 (3 A t)iE MOTT K32) (i&E A TH#E5 1))
TCP t MOTT %35 (%% A4l MOTT X32) (iER THEES)
TLS ¢ MQTT %% (5 % A3t MOTT X32Z)

WSSt MOTT % 3%

%
ﬂ?—-
a:
ﬁ’—

B OB TR RO TR TR T Wi-Fi I RTE .

44.1 JET TCP Iy MQTT %4 (ifs ZA MBI MQTT {R81) (GG T %tk )
DA 7% 51 5 P P e ESP32 JF 0%, Horh—BfRsly MQTT %A (JUE MQTT B faa), 53—
Pt MQTT iT 5% (N MQTT 1T & M ().«

ANBIAER T A BT TCP 4 MQTT %8, w/eETHEA &4 MQTT fCHE, fkik MQTT LB
IP #blh 192.168.3.102, uf04 8883,

F%: PYPRPPLESP32 MOTT KA H KR L F5 27 ESP32 MQTT %A F il ATRI AT, DA ESP32
MQTT T [ 3 1 3k i A A 35 24 E ESP32 MQTT ] [ & Sin AT RI AT o A0 R4 VR 05 A e Tl i B 7 A i £
T, DR B R AT B AT B s AT -

1. && MQTT I g
ESP32 MQTT %1% :
e

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

N . :

[ox |
ESP32 MQTT ] [

iy 4

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""
N . :
[ox |

2. 4% MQTT fRE,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

N . :
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+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

AR
o EEIAR MQTT B4 5 MQTT U3 IP Hudik vl g 5 _Fikfr & Al o
3. 1T MQTT F /.,
ESP32 MQTT ] 513 :
A

’ AT+MQTTSUB=0, "topic", 1

Wi K7 -

’OK

4. KA MQTT i E (“FAFH ).
ESP32 MQTT %% :

’AT+MQTTPUB=O,"topic","test“,l,O

W

’OK

B -
o 2R ESP32 MQTT %A FH NN AAHALE, VAT ERRF&AE ESP32 MQTT 17 3 i/ -

’+MQTTSUBRECV:O,"topic“,4,test

5. KM MQTT 442,

’AT+MQTTCLEAN=O

M B <

[ox

442 3T TCP iy MQTT 4% (%A ibeld MQTT A1) (GEM T8k %)
DA"F 7R8I ) A e ESP32 FF bR, Horb—Hffoly MQTT %ty (JUfEh MQTT Rt fata), oi—
Pty MQTT ITFd% (A2 MQTT iT ¥ ) .

NI T A BT TCP A1 MQTT %4 . 1 eBTHREAE— A MQTT /A3, {Ri%x MQTT 3Ry
IP #bhlh 192.168.3.102, B4 8883,

WEAREEMEEMBEEMNEZ, CE&lBid TR & AT I8 K HE 256, W &R DAAE
JAT+MQTTPUBRAW 14>,

W PP PLESP32 MOTT KA H LAY EAE LFEEE ESP32 MQTT A& imfTRIFT, DA ESP32
MOQTT T [ # Ik i B A H TR 3/E ESP32 MQTT 77 34 i P A 7 B AT o 2000 SR 48 1 95 7 4 ) s O o R i 8
VB, WFEEAE R AT S AT B ST

L. 3 MQTT Jl &k

ESP32 MQTT %1%
iy
AT+MQTTUSERCFG=0, 1, "publisher", "espressif","123456789",0,0,""
iy B«
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’OK

ESP32 MQTT {7 [
i

’AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,""

M .

[ox

2. HE#E MQTT LI,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

i . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

i :
o s AR MQTT B4 5 MQTT fUHE IP Hudik il RE 5 _Fiddn & Hr AR ] o
3. 9T/ MQTT =8,
ESP32 MQTT 7] 53 :
s

’AT+MQTTSUB=O,"topiC",1

i . <

’OK

4. KA MQTT JH S (7458 )
B AR B AT TH R RIS, BN 427 7Y

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32 MQTT % i %

AT+MQTTPUBRAW=0, "topic", 427,0,0

N . :

OK

>

b R AT CHER OB AT R, T DA AN, 24 AT S0 i it KRk 3
<length> 5, HHatehiitin.

+MQTTPUB : OK

PEHA:
o ATHH > TG, Bn I RR AT B SCPAT I TR L, AT AR T4 % (CR-LF).
* 4N ESP32 MQTT ZAH M AAHE , DA G B &7E ESP32 MQTT 1] F# i /n -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "O", "Host": "httpbin.org","Origin":
= "httpr/7/httpbin.org"; "Referer "t "http://httpbin.org/ ™, "USer-Agent "{ | nksy)
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
Chrome/91 . 0.4472 114 Safari/537 36" "X-Amzn-Trace=Id": "Root=1-615058le=
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(S B0
! )
5. KM MQTT 4%

iy
’AT+MQTTCLEAN=O
Mg .«

[ox |

443 JLT TLS iy MQTT %4 (ifi 24 Hhildt MQTT {R2H)
DA"F 7R8I ) G A e ESP32 FF AR, o —Heffoly MQTT %y (JUfh MQTT kAl fata), oi—
Bty MQTT i % (AUfEN MQTT 1T & M ).

ANBIAEE T A BT TLS A MQTT 8. 15 e fifs 28— 7 MQTT 3, f&ik MQTT I
IP ikl 192.168.3.102, #1134 8883,

T PPRPPLESP32 MOTT R AT H TP LA A F5 e ESP32 MQTT %t F kAT HIA], DA ESP32
MQTT 3T [ I3k i A R 75 2AE ESP32 MQTT 3T [ 2 s th AT RIAT o SR A5 A1 50 A e Tl i HO e Wl o £
T, DR B R A & B AN T B S AT -

1. &KX FI SNTP R %48,

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com" ‘

i . <

[ox |
2. #¥if] SNTP Ha],
i

’AT+CIPSNTPTIME? ‘

i . :

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

R
o YA SNTP S5 I RES ik b (A [ o
* A PR SNTP I Ja]—E R FL AR, AER 1970 4F K& Z BT .
o BEE WA A T 7E TLS IAIERIE 1 1A 200 -
3. BB MQTT gtk
ESP32 MQTT %t

’AT+MQTTUSERCFG:O, 4,"publisher", "espressif","123456789",0,0,"" ‘

M .

[ox |

ESP32 MQTT 1] jfi# :
s

’AT+MQTTUSERCFG=O, 4,"subscriber", "espressif","123456789",0,0,"" ‘

M B -
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’OK

4. WF MQTT JERIR I

’AT+MQTTCONNCFG=0,0,0,"lwtt","lwtm",0,0

g B <

’OK

5. #4% MQTT U,
i

’AT+MQTTCONN:O,"192.168.3.102",8883,1

M B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

PiHH :
o ET A MQTT fCHEIE 4 5% MQTT A3 IP il ATk 5 _FiRar AR .
6. 177 MQTT 3=/,
ESP32 MQTT i 43 :
e

’ AT+MQTTSUB=0, "topic", 1

M B -

’OK

7. %A MQTT {58 (548 -
ESP32 MQTT %%

e

’AT+MQTTPUB=O,"topic","test",l,O

Mg |3«

[ox

LK
* 43R ESP32 MQTT ZATH M AAIHE, PATEEAFSTE ESP32 MQTT 1] B3 i 7 -

’+MQTTSUBRECV:O,"topic",4,test

8. X1 MQTT i
RS

’AT+MQTTCLEAN=O

i Y«

’OK

4.4.4 LT WSS [y MQTT 4%

AR RG] R P B ESP32 T A, b —Bffo MQTT Jetfidy (R MQTT Kflig i), 5n—
By MQTT i Fd# (A MQTT i & ).

BT A BT WSS 4 MQTT i#3% . MQTT AP 44 A test .mosquitto.org, Uil A 8081

Espressif Systems 255 Release v2.3.0.0-esp32¢3-615-g7f3a78bdbd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 4. AT #y2 R

T PPRPPLESP32 MOTT R AT H TP LR A 352 ESP32 MQTT %Al F kAT HIA], DA ESP32
MOTT T [ & JF K B A K5 %A E ESP32 MQTT 11 [ 35 Ui AT RIAT o SR A 50 A Tl i PO e W i £
T, TR B R A & B AN T B S AT -

1. B X SNTP R 45%s .

s

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

i B <

’OK

2. Z¥if) SNTP ],
e

’AT+CIPSNTPTIME?

i B -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

AR
o TEAYATIA) SNTP S5 AT 585 iRy b i (AR ] o
o JEHALE SNTP B a]— i 2 ELSCAT SO IHTE], REESE 1970 4F K2 wif fH T -
o BEIEE N THE TLS A IERH R ISIE 50 E %00 .
3. BE MQTT JH P&tk
ESP32 MQTT Yo

’AT+MQTTUSERCFG=O,7,“publisher","espressif","1234567890",0,0,""

M B -

[ox

ESP32 MQTT ] 53 :
s

’AT+MQTTUSERCFG:O,7,"subscriber","espressif","1234567890",0,0,""

i B <

’ox

4. R MQTT UL,

’AT+MQTTCONN=O,"test.mosquitto.org",8081,1

Mg |3

+MQTTCONNECTED:0, 7, "test .mosquitto.org","8081","/", 1

OK

AR
o f&H AR MQTT B4 5 MQTT ! IP Hutik n] RB5 Bk & HH AN ]
5. 3T MQTT F: 4.
ESP32 MQTT 1] 5% :
i

AT+MQTTSUB=0, "topic", 1

M .
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’OK

6. &1 MQTT i & (74 ).
ESP32 MQTT %% %
i

’AT+MQTTPUB:O, "topic", "test",1,0

Nl <

’ox

PAE
* Q2R ESP32 MQTT %A H NN AAHE, VAT ERFF&AE ESP32 MQTT 17 P35 i /i «

’ +MQTTSUBRECV:0, "topic", 4, test

7. KM MQTT %42,
frd:

’ AT+MQTTCLEAN=0

M B -

’OK

4.5 MQTT AT &%zl

AR BN AR @ L AT $54-%H% AWS IoT,

ﬁ%: ﬁj&ﬁu,ﬁﬂ{ﬁﬂq MQTT AT fiy < E/leiéélﬂ,fﬂ T 1]517{%[‘%MQTTAT 4[1\/\%0 ﬁ_'%% [5@1* AWS IoT 3:[:
Kdiive KL AWS 10T,

TR IR PATN AP BR T ESP-AT 5451 ESP32 S # H£#:5] AWS IoT.

o I AWS IoT 3% B3E 5 vA B endpoint

o {E B MOTT AT 443 F ikt 4 AWS loT

4.5.1 M\ AWS IoT 3RHUUE45 UL B endpoint
1. BRI AWS ToT 5 GikS, PAMYZ ToT Core services,
2. ¥ HR A AWS ToT %5 P Egui Bl AWS ToT 5l . S ANER
AR E PAS DA N UE BRI S

* device.pem.crt (IX£FEF)
« private.pem.key (FL5%41)
+ Amazon-root-CA-1.pem (1R CA jF45)

3. MR SORY SR AR EGG AL (endpoint) DA K 1 A ANALE 1 TR AR 4 90 1 B e

I SRS RN “xxx-ats.iot.us-east-2.amazonaws.com” ,

ik SRIVABUEAE AWS ToT JF RN R DA R ARG v R B A — SR 2

* AWS IoT 5 2 A DA AUA FYRET . FPAY]. FIRUET.
o A RAMTEE UL o
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o DICH B PEAR 2 M (Ohio).,

4.5.2 f§il MQTT AT iy A 2% F AU AUEZER: AWS ToT
Brur 15
T4 ESP-AT TH2, FEHUATU T #4E:

o ffil] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffif] device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e fiiffl private.pem.key Fft customized_partitions/raw_data/mqtt_key/mqtt_client.key.

ivERGEsR AT 1R

%1% ESP-AT I H DAMHE AT [, FERFECFGEREI G ESP32 s, KT MREZ (R, WS A%
¥ ESP-AT 142,

il A G ESP-AT TARRHAIL TS, T EHEAN AT fir SR AT, B2 4o 7 2
# PKIBLE .

5 H AT iy 26455 AWS IoT

1. %8 Wi-Fi £i34 station.
i

’AT+CWMODE:1

Nl B <

’OK

2. ¥ AP,
i

’AT+CWJAP:<ssid>,<password>

Mg i«

’OK

3. % E SNTP Server,

’AT+CIPSNTPCFG:1,8,"pool.ntp.org"

M .

’OK

4. #%if) SNTP B[] .
e

’AT+CIPSNTPTIME?

M .

+CIPSNTPTIME:<asctime style time>
OK

B :
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o JLHFERASHY <asctime style time> DAZ R % B X B SERFEFIR) , 75 00 5 PRAAIE A 500 1 3 B0E
BRI
5. W MQTT H F g

’AT+MQTTUSERCFG:O,5,"esp32","espressif","1234567890",0,0,""

M B <

[ox |

i :
* AT+MQTTUSERCFG %5 — &%k 5, HIAUAAIE, Ar[Hk.,
6. &4 AWS IoT.

i
AT+MQTTCONN=0, "<endpoint>", 8883, 1
Mg o«

+MQTTCONNECTED:0, 5, <endpoint>, "8883","",1
OK

i :
o AL <endpoint> Z:%5 I 5 451 <endpoint> {H .
o JLYEHE PR I 8883,
7. AT FTH .
i
’AT+MQTTSUB=O,"topic/esp32at",1 ‘
Mg [«
[ox |
8. KAMIHE .
’AT+MQTTPUB=O,"topic/esp32at","hello aws!",1,0 ‘

i B -

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

B H &

IEHEZH HEWT:

1. ESP32 i H 7
2. AWS i H 7%

4.6 ESP32 Ethernet AT 755§

AR EZNZESP32 A K AT % TR, HHRAUE BSP32 i Riaf X Lo & iy LR Bl o

o A TFVAKM A3 TCP % 4%
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to topic
I topic/esp32at x

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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P

TENE ] Ethernet AT $54- 2 A, H5GIAELE & 1k,
SCRY R TR R B T R BT ML A AR ILT -

4.6.1 JETUOKMEIE TCP &%

1.

2.

3.

fHREZ 14

’AT+CIPMUX:1

i B <

’OK

7 TCP IR45%% -

’AT+CIPSERVER:1,8081

Wi K7 -

’OK

ARHL TCP fij 55 a1 IP Hudk.

’AT+CIPETH?

M .

+CIPETH:1p:192.168.105.24
+CIPETH:gateway:192.168.105.1
+CIPETH:netmask:255.255.255.0
OK

AR
o BORECE Ry hE R] BE -5 _Eadme B AN ] o

4. 7 PC 3 61 W 2501 T 2 A0 —A> TCP % i, FFIEREIAPIR 2 AR TCP fizd5 i, 1P Mok

5.

2192.168.105.24, Ik 8081,
RIGid AR X ik 4 TR S W 45 %42 ID Ry 0 4k .

AT+CIPSEND=0, 4

Nl B <

OK

>

4 FARE, Bl AR test, )5 AT Frabili AT R

Recv 4 bytes

SEND OK
LR
o A AR IEH M T AT+CIPSEND FERER K (n), WEAWE busy p..., HEHE

BRI 0 A7, AZIRSE UMY, SEND OK.,
SR iE A AR X SIS 1D Oy O AYEERE L3RIl 4 7355 .
fEisk TCP server $2URE 4 FATHIEE (A test), MRS SHIR:
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’+IPD,O,4:test ‘

7. X TCP 4%

’AT+CIPCLOSE=O

i B <

0, CLOSED

OK

8. MHEx TCP Iz 55 i -

’AT+CIPSERVER=O ‘
iy B«
[ox |
LUK

* 84 AT+CIPSERVER=0 H XM 4, EaREIAR FuniEs. QR AU R mf % 1 i
AR P, W74 AT+CIPSERVER=0, 1.

4.7 Web Server AT 734

AR FHAG AT web server O, 89 K DUR JUAS 5 T A -

i

T Wi-Fi iz
T OTA B #H+ 4%

9
!

i

Y

iRl i
1 ) ) Y, 25 1

)

=3

TR AS A2 AT Wi-Fi BLA
1% R #AZ AR R 34T OTA B FH4K
ESP32 4 J/ Captive Portal 31 %,

o

ik BOADY AT A SRR AT web server IWIIRE, 15575 Web IR 5 2% AT % B %I 6E .

4.7.1  {EHIYLES 24 Wi-Fi fici
Wi
il 1L web server, FALE PC a] DABLE ESP32 145 #) Wi-Fi #EH(5 E o BRT AGE ) FHL L il 2 12 1) ESP32

WA AP, WA TITECR M BT, 975 Wi-Fi BCES B A% ESP32 504, JRJ5 ESP32 i#rFFR
P B SRR 15 1O h %

ik

REAHC P AR AT DAY DA =28

o BN % &% 35 ESP32 1% &

R SRR &3 AT EERA
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o B 0BT 25 R I

ML oo EHZ ESP32 Yo 195G, O TiERC RIS s i3k ESP32 i, ESP32 Bl S ML E A AP + STA
B, HIE—A WEB RS54 FrECR R, XTRZAY AT a4k :
L EBRZ BIRECMAEE, EPRATERRIC MR, ATRED AR AR PR P 2 iRy C A5 AT 3-8 WEB fiik
S5 as oIk .

¢ Command

’AT+RESTORE ‘

2. Jit'® ESP32 $£4 4 Station + SoftAP f&=t:,
e Command

’AT+CWMODE:3

3. B SoftAP [{) ssid 1 password (UNis & BRIAERE ssid *fy pos_softap, To#HEH Wi-Fi) .
e Command

’AT+CWSAP:"pos_softap","",11,0,3 ‘

4. (EREZ .

¢ Command

’AT+CIPMUXZI ‘

5. B web server, Uil : 80, FAFEHEMIT]: 25s (BIAHK N 60s).

¢ Command

’AT+WEBSERVER:1, 80,25 ‘

R, BN Lk dr S E 8l web server J5, FTIFRCI &Y Wi-Fi HEIZDIRE, 14 ESP32 &Y AP:

WLAN @

Bl WLAN %13

oft

i {T o] _EF)

O

L=

i |

Bow
(4%}
o

9)

d
i

& 1: {532 ESP32 AP

N PYESS e B EEMI B FERC I 13 8] BSP32 45 )5, BP Rl & 3% HTTP i3k, P& frH2 Ak h
MEE s (R, WYEERECA SCRABC M & TR A R A AP, B0, W FHLiER: 3] ESP32 1) AP,
MZF WA UWAE A ESP32 & FF i AT HUS . ) FENIE RS 4 A web server BRIAAY IP Mkl (A0SR A %
B ESP32 #4511 SoftAP IP Hihl, BRiAh 192.168.4.1, #50] PAiE T AT+CIPAP? 2810 24 i) SoftAP IP
Hoihb), FTHECRIATE, B ALIERZ I A8 ssid, password, iy “FFLABCK” RIAT I AGTHL M -

AP tn] ARt e M T SSID i AHEATT Y R HiME, A ESP32 BLRITITHY AP 5113, 2 H bn AP
HA A password J5, iy “TTAAECH” RIAT AL -

WA R TSN S R T

LW L BCRRD ), ORGP, e ARAREE DT M T, S ERT A ESP32 A IP ik, HOHAT
FFR L o
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i

Espressif Systems 265 Release v2.3.0.0-esp32c3-615-g7f3a78bdbd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 4. AT #y2 R

® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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IS, AEHR H R R e R

+WEBSERVERRSP : 1 // Rk B 5[
WIFI CONNECTED /)RR & &#H
WIFI GOT IP /] EER G FREE 1P
+WEBSERVERRSP : 2 /) REMARKEREM RS &R, kT UEH WwEB XK
AOAREEC SR, I TRE S
® 192.168.4.1 @

ESP=AT

FAST_FWR310_02

Ao S, i &

connect fail

I RN

[FIET, FEER DR an ~E B

+WEBSERVERRSP : 1 /) REEBEHEM, % gEBREHEUNKKR IP B fF &, MCU_
SN AEKRBZAMERREIT R, FHHHEE, RN K.

UL PR

VeI 1 FCP DRI EE R R AR R . A A ESP32 B Wi-Fi AP 2 B IEMIHE, AN AP
MERE, HHHIAC LM A LM AT 6723 5 B web server.

4.7.2 RS EEAT OTA WFETH%
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wifr

W YE2STIF web server (M B, 7T PAREEEHE A OTA TH2R FUT , 38 ich 90 BT FFER0R7 FH 431X v f ] 24 5 3 G
B RPRYIES " RERIE M (W 275 SO Lo fT 247 PKI R T B ZAEFM5 5 ) -

Wikt

T OTAfe E W\
RFER I H SR

AR AR
RILOTA #5 R

FIOF OTA LB v e, SEMTTA T A “OTA FRR” 5, F19F OTA FLE TG, W PAEE 4]
[l {44 . AT Core i :

LW 1 Y30 AR e RE ESP32 ML AP, sl 171 OTA WL Ui 1 75 ESP32 BIBGE AL —4
TR, AT DAFT T B

YW1 20 WO BRI CCURTE AR 2w P R Y AR RS, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (Z# K4 iF ESP-AT 1L42)

WHGRRASS, LR SRR A A, DA T B AR PP [ R AAS o
PP SETFI sy X AN, mialy “Partition” NRIHEAAREUIA AT ATHI A 23 X -

e HRIEE  np, Rl SRR RN SR, R AR AR AR -
ZJamial CEPETR SR AR

B 12 T ota SMIK, TSR E PRI TR A . B4 (R AN bin. W R P
KRB partitions_at.csv SCPFHIE XA ota SEA/N. A RICPHPEAIRE, HE%5%
Rl 73 o — /N #r 09 A248 L 3

B 20 T HE AKX, WX E TR A . B A RS AN (bin. TEORELR R
INANELRIT at_customize. csv SUAFHE XK KN RIESCHFRITEAE S, ES% X 4T A

AR OTA Z528 e, FEPFARR, FmR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF M ER ota B 4 H 4
+WEBSERVERRSP : 4 /) REFR S B, ota B %K

AU OTA AR RN, i “THRM, R e El:
[, FEAR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ot B K
+WEBSERVERRSP : 5 /) REFBKRE ot EHHEHKE X
SHEERHE, #R ER S HHAIT oA BHHA R

W, FPT LB EFHATA OTAL

BEW] 1 XHT ota 72X, FREIMATAT+RST HJ ESP32 DALY R AR IE 1 o

BEW] 20 ESP32 AL EI ) ota [EPFNZS . (AR SAEHCE e KIEPFNZE, FrATE B ORI
By PR A A -
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aEFE
ota
ble_data
server_cert
server_key
server_ca
client_cert
client key
BiH
72 BRI A AT AT A 3 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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4.7.3 R RYFETT Wi-Fi fid
iF]x
TRl /IR P T 0 i 2 R A /DR P 4% ESP32 s B AP, i i (ol /IR P 7 B 2 1 AP

S L sy ESP32 4, ESP32 i illid iX Luqi R FIRT I AP, -8 MR /IR E 19 45 28 14 A e
T

Wikt

BEABE R AT AT AT R AT DU 2

fic. & ESP32 1% & %3k
VLR ¥ IRy 4

H 4% AP 4%
PATE A

MCYE ESP32 e S8, T ik/IMEfF R ESP32 i f, ESP32 B hi WHUE K AP + STA #i3, H-AIH
—> WEB 55 4345 i/ MR 3, XHRI AT iy a0F
L JEBRZ BB RAE L, WERATEERIC R, ATREDR AR AR PR B 2 AT e 1 AT 5:2 WEB fiie
Fan oA IR

¢ Command

’AT+RESTORE ‘

2. Ml ESP32 #4454 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3

3. 1% & SoftAP 7 ssid 11 password (kB BRI 2 ssid A pos_softap, password “Hj espressif ) .
e Command

’AT+CWSAP="pos?softap", "espressif",11,3,3 ‘

i S/ IR ERIA L ssid A pos_softap, password Ay espressif 1) SoftAP iRz, AR
FF ESP32 A5 1 S 4R IR FR e B e T

1. (EREZ .

¢ Command

’AT+CIPMUX21

2. 17 web server, 10 80, I RIERENTAE]: 40s (ERAHAK KA 60s).
e Command

’AT+WEBSERVER:1, 80,40 ‘

MR FTOFPHURAE, 0T i 4
EAPIR T SN S N WE R
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B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

HE.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 =

—
— e . B
B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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BHEN RS
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2. BB G, FEEIR R “ERTFIRGETT BWiERE, REAVFYRGEEZITE, Bk ESP32
BRI H Bl R B A RO AR i

Am T mEmA SSID

666888666

Message

AR FHAS

I 20: JHIREREE] AP

3. HC P 25 RAE /IR e DL THT 19 52705 DA B 1 s 1 OB 5 _Ead “Rr AR H AR AP AR AHLIE M B
L —FE, Z% L3

i WS B HERR
BEHH 1 TR RN B AR R . RS ESP32 B Wi-Fi AP @R IERIFE, PAK AP 1Y
MEEE, AT L AIEFR AT 6230 = FH web server,

AW 20 FCMBUHECRIER R IR AP R . TR AR M A Wi-Fi R IRE R T IT, KA ESP32
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEHH 30 TN R “ RGURARY Wi-Fi Bl . 3 T s F LT R ESP32 B AP, HiA
ESP32 #Hifi) ssid, password O £ I _F IR IR TR & .

4.74 A/ DR T OTA FfETF2

R /IR SCRFFE LR 58 L BSP32 B I BPE T, 55 % bikie & ESP32 % & A4k W B IR B IR 58I
ESP32 BURIICE. (WRCATEM N se e, AN ERAE). EMIEG, B IIT OTA [E 71
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R AL S M W Y gs 4T OTA TR, 555150 2 i 5 34T OTA B,

4.7.5 ESP32 {fi}}] Captive Portal Jjfig
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

J&H Captive Portal JJfE)5 , #§5% Likae M & &% 4% ESP32 % & (R ER5E B ESP32 BEH L& , &
G4 ESP32 #4511 AP:

WLAN &

0] FH WLAN %13

poa_sof’rap —
B (BES/IAIL) 4

& 21: j#42F] I Captive Portal THEER) AP

a0 FF, station i & i%3:FT H Captive Portal JREIY) ESP32 1% 71 AP J5, /R “T8skAME”, RIERHH
SFTIFNYE 2, IR AT web 9350 . 25 ANEE A Bk, 5 MR station B A4 R, A “IAIE”
s EEFR “pos_softap” 4 FR, Falifilk Captive Portal HZFT a4, #AZ] AT web [
F S

AL REHERR

BeW 12 G 07 (station %45, AP i 4) #3CHF Captive Portal D) REA BERIEIZ DI REIEH (FH, I,
FR AT BSP32 X451 AP JGRHR “FFaiMIE”, IFHEAE Eijh_/\%ﬂ AT web B, ATRER
station BEAT A SCHFZINRE, M, 5% il R R % B4 % Fe W12 8 R IR T 3h T AT web (1)
T 5t

4.8 HTTP AT 54
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AT BRI E ESP32 B LasfTHTTP AT 44 % iy WA R .

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.8.1 HTTP % fii HEAD 52K J5i:

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.8.2 HTTP %y GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
Qi)
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+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

4.8.3 HTTP %3 POST iR Jjtk (i@ T POST /b i %)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.8.4 HTTP % ;3 POST iRk ik (et k)
WG POST Wi mAI M K £, E4id TH & AT 8590 K B 256, ) g 3 & n] DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.8.5 HTTP %y PUT iR Jjtk GEM T ICBcdkifsie)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.8.6 HTTP % i PUT R Jjik (HEt2)isk)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(N oiakzn)
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(£ L£50)

by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.8.7 HTTP %y DELETE 2K J5 1:

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT:282, {
" args ". { } ,
"data": n "’
"files": {},
"form": {},
Q)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.9 ESP32 Classic Bluetooth AT 734

AR BRI E ESP32 B4 LaznfTESP32 Classic Bluetooth® AT 443 A Q- HITEANR Bil o

o VATl A AR X EAS ) w35 A H PC Ao ESP32 2 17) 32 5 SPP # 3% A% & 10 %% 71 4 Nolnput-
NoOutput

o VA AR X EAS 05 R H PC Fo ESP32 Z 7 3 5 SPP & 455 B3% & 10 ¢ 71 4 NolnputNoOutput

o EAF W iERH PC Fo ESP32 210 3% 5 SPP i 455 Hi% B 10 7t /1 A KeyboardOnly

o A ESP32 Fr A M Z W) 3£ 5 SPP % 4%

o i 5 A2DP %455t /8 B| A2DP Sink 3% <

o i) FoiF Ttk Classic Bluetooth o515 %-5) %

T [EFEGA 23 Classic Bluetooth 14 . 5 5 4n] i EX Classic Bluetooth [14) 37 5 , #5252 kY Classic

Bluetooth AT 4y Aty /~45 .

4.9.1 U3l iBsSTem apliif s & PC Al ESP32 2[4 v, SPP ¥E#:31 H. ik ¥ 10
fie /7 & NoInputNoOutput

FEAGIH, kel PC oL, ESP32 ML, 2%/ Bl s 1 anfal sz SPP 4k .

1. Classic Bluetooth #J#51k .

’AT+BTINIT=1 ‘
Mg B -
o \

2. Classic Bluetooth SPP MY 4G4 F Hix% B f 58 slave,
iRt

’AT+BTSPPINIT=2

i B -
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o |
3. #E Classic Bluetooth 1% £ %% #1

’AT+BTNAME="EXAMPLE" ‘

i B <

[ox |

4. $EE Classic Bluetooth Ff##i= o] & PU T 12,
A

’AT+BTSCANMODE=2 ‘

i . <

Lox |

5. % B Classic Bluetooth %242 %, IXH io_cap & NoInputNoOutput, pin_type f fixed,
pin_codeto 9527,

’Z—\T+BTSECPARAM:3, 1,"9527" ‘

M .

B |

6. FFJ& Classic Bluetooth SPP 141,

’Z—\T+BTSPPSTART ‘

W

’OK ‘
7. BB i PC AR R .

R f ik ek PC W AER 40 “EXAMPLE” {1 Fi 4. WISRRalfifek PC % s 3 sish 2T
143, ESP32 ¥R :

’+BTSPPCONN:O,"e0:24:81:47:90:bc" ‘
PRE
o EAREEI W HohE R RE S bR ma B A AN ]
8. Kk 4 FH .

’AT+BTSPPSEND:O,4 ‘

Nl B <

E |
g > R AT WERAFECH D80, BEmHEsnT DA AR, MR K I3 24 <data_len>

FIMERT, PITE A#AE.
A 4 FATEdE, Bl ASPEE test, ZJE AT o H AR E R
[ox |
AR
o A ARYFTECH L AT+BTSPPSEND M E M KIE (n), MRS &M busy p. ..,
RARBARIHT 0 ANFAT, KIRTERUE MY, OK.
o AT > TG Bl P BERE TR AN T B AR TR X, MR T B AT T4 B (CR-LF),
9. Uk 4 FATEE .
st s I E PC &1k 4 FArEdE (Bdih test), MRS SHR:
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’+BTDATA:4,test

10. WrFT Classic Bluetooth SPP j£#% .
iy

’AT+BTSPPDISCONN=O

i B <

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

LK
o BRI HLIE AT RE-S5_E A B AR AN

4.9.2 UZEIEBORAeR dplif s 4 PC Rl ESP32 Z gt . SPP 381 H.s ¥ 10 fig
A NoInputNoOutput

FEAGIH, FEhRIEE PC oy EHL, ESP32 AMAL. 2Bl 7R 1 anfaldtsr SPP k.

1. Classic Bluetooth #J154Y .
e

’AT+BTINIT=1

i B -

[ox

2. Classic Bluetooth SPP 1My #4G 40 FH: H X B €64 slave,

’AT+BTSPPINIT=2

i B <

[ox

3. P¢'E Classic Bluetooth 144544 i o
e

’AT+BTNAME="EXAMPLE"

N 3. :

’OK

4. $EE Classic Bluetooth 3= g o] & BL T i .
e

’AT+BTSCANMODE=2

i B«

’OK

5. % B Classic Bluetooth %4> &%, & & io_cap N NoInputNoOutput, pin_type 4 fixed,
pin_code 4 9527,
i

’AT+BTSECPARAM:3,1,"9527"

i B <
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’OK

6. FJ& Classic Bluetooth SPP #31.
i

’AT+BTSPPSTART

g B <

’OK

7. BEhREEE PC AR ER .
Rl PC W REHREI 42 “EXAMPLE” HYMEF st . QRSN EL PC AR IEHIT i # T
HEHE, ESP32 f5R:

’+BTSPPCONN:O,"eO:24:81:47:90:bc"

L
- GERREIHAE T R E R,
8. TEIBIEHIR T R AR,
o

AT+BTSPPSEND

N . :

OK

>

iR FR AT B4 A B,
P :
o AT HEAEABG, H DS k& A B sh Rl ek PC i,
9. fEIEAIE R
TEE A AR AR, A RO B B — B -+, WRGESIBIER k. MRS 2055y
LAb, FERTT 2% AT . 5VEE, WCREHEMERITTMA +++, A T RER IR A BEBY
WONELI =4 +. WENEES % AT+BISPPSEND .

WP A +++ TLR I EE R EEE, FRIER AT o, Sl e A AT+BTSPPSEND fiy
AR A

10. WrJF Classic Bluetooth SPP i##% .
iy

AT+BTSPPDISCONN=0

M -

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

K
o BORBCEI R HhE R] BE -5 _Eadme B A ]

4.9.3 e Anlifek# PC M ESP32 2|4l v SPP 2T H i ¥ 10 fig Jioh Keyboar-
dOnly

ot R E AR A A X A S B iR F PC o ESP32 2 W 3% 5 SPP #%3:5F B2 & I0 2 h A
NolnputNoOuiput FEIRH)—FE . ME—R X FIET % e 50 E .

1. Classic Bluetooth #J1514k .
ros
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’AT+BTINIT21

N . :

’OK

2. Classic Bluetooth SPP 1My ¥ 4G 40 F HAX B A €6 °H slave,

iy

’AT+BTSPPINIT=2

M. :
o
3. P¢'E Classic Bluetooth 14544 FF .

’AT+BTNAME="EXAMPLE"

i B <

’OK

4. $EE Classic Bluetooth = o] & PLTT 12,
i

’AT+BTSCANMODE:2

i B -

’OK

5. & & Classic Bluetooth 24> %%, X E io_cap N KeyboardOnly, pin_type 2§ variable,
pin_code 24 9527,

’ AT+BTSECPARAM=2,0, "9527"

O

K

M B -
|

6. Class1c Bluetooth SPP /pi3.

53
>

’AT+BTSPPSTART

M B -

’OK

7. BEHLIEEE PC RO ER .
e rif e PC W LK R EHI Hy2E PIN £, 0T RATE ESP32 hinfi A PIN {5,

’AT+BTKEYREPLY=O,676572

WERERGH LN, RGN SRR

’+BTSPPCONN:O,"eO:24:81:47:90:bc"

Vi :
o fEIAR PIN AR RE 5 Bk S H ANl 150 B PIN R ACEE
o GEARER o HhE PT B Ak B A AN [
8. WrJF Classic Bluetooth SPP 4§,
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AT+BTSPPDISCONN=0

N . :

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

P :
o BRI HLIE AT RE-S5_E A B R AR

494 {EWIA ESP32 JFSHRZ IRk . SPP it
T2 W ESP32 FERMRIIRGI, —HAERENL, Ji—HAERMAL.

P AEDA R DA E AT KRB RF e B ATRI AT, DA AT Sk i A 5 e AL
PATRINT o AR AR EBAT R R e s B N R5 2 AL A Lo AT o

1. Classic Bluetooth #1514k .

’AT+BTINIT=1

M B -

’OK

2. Classic Bluetooth SPP {4151k .
FAL:

’AT+BTSPPINIT=1

N . :

[ox

ML
XS

’AT+BTSPPINIT=2

i B«

’OK

3. P¢'E Classic Bluetooth 144544 Ff
MAL:

’AT+BTNAME="EXAMPLE"

i . <

’OK

4. $#EE Classic Bluetooth = o] & PU T 12,
MAL:

’AT+BTSCANMODE:2

Mg K7 -
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OK

5. % B Classic Bluetooth %4> &%, & B io_cap N NoInputNoOutput, pin_type 4 fixed,
pin_code 4 9527,
MAIL:

e

’AT+BTSECPARAM=3,1,"9527"

M B -

’OK

6. FFJ5 Classic Bluetooth SPP 3%,
MAL:

’AT+BTSPPSTART

i B -

[ox

7. JFJE % B Classic Bluetooth Ji] il 5 f . BCELAFLERR] S 10 £, AT RANSCE Ay o] 52 £l 10,
ML

’ AT+BTSTARTDISC=0,10, 10

N . :

+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G, 0x2,0x3,0x2d0,-34
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE, ,,,-27
+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G,0x2,0x3,0x2d0, -33
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,, 25
+BTSTARTDISC:"ac:d6:18:47:0c:ae",,0x2,0x3,0x2d0,-72
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,, —206
+BTSTARTDISC:"10:f6:05:f9:bc:4£f",,0x2,0x3,0x2d0,-41
+BTSTARTDISC:"24:0a:c4:2c:a8:a2",,,,,-50
+BTSTARTDISC:"24:0a:c4:d6:e4:46",EXAMPLE,,,, —206
+BTSTARTDISC:"10:£f6:05:f9:bc:4£f", realme V11 5G, 0x2,0x3,0x2d0,-39
+BTSTARTDISC:"24:0a:c4:d6:e4:46", EXAMPLE, ,,,—23
+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G,0x2,0x3,0x2d0, -36
+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G, 0x2,0x3,0x2d0,-41
+BTSTARTDISC:"b4:a5:ac:16:14:8c",,0x2,0x3,0x2d0, =57
+BTSTARTDISC:"24:0a:c4:2c:a8:a2"
+BTSTARTDISC:"b4:a5:ac:16:14:8c"

OK

PiHH :
o TR ARG R RE S ik v i AR T .
8. . SPP i,
FAL:

AT+BTSPPCONN=0,0,"24:0a:c4:d6:ed4:46"

Wi K7 -

+BTSPPCONN:0, "24:0a:c4:d6:ed:46"

OK

LK
B TN 8 i L O X R RN
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o YR EEEESI T, ML N &4 7R +BTSPPCONN: 0, "30:ae:a4:80:06:8e",
9. W Classic Bluetooth SPP i£3%,
ML

AT+BTSPPDISCONN=0

i .«

+BTSPPDISCONN:0,"30:ae:a4:80:06:8e"

OK

i
o EHLFMBLER AT DA S W F i 5 .
o UNAR B IIWITT, FHLIEN 23R8 +BTSPPDISCONN: 0, "24:0a:c4:d6:e4:46",

4.9.5 & A2DP ER:IF 3 A2DP Sink £5il5 MRk

iv/s
« ffifl A2DP Sink FEEFHOWM 125 AR . w1tk 128 RIS 1ES % a2dp sink
o

* decoder I AR URBI AU BT BER ) EATUS I s 1 BB T AR«

1. Classic Bluetooth #J 154k
e

’AT+BTINIT:1

Nl . -

’OK

2. Classic Bluetooth A2DP ¥ #1t54bH: Hi% B /A 8 sink,

’AT+BTA2DPINIT:2

Mg i -
’ OK
3. #& Classic Bluetooth 154524 F5
e

’AT+BTNAME:"EXAMPLE"

Wi K7 -

’OK

4. i%E Classic Bluetooth 333 A] & B v] 445 .

’AT+BTSCANMODE:2

M .

’OK

5. B
source ff (4. REF | % H “EXAMPLE” WS A 1% FEAB T @n] AR HT R RS 2 i i A 4%
W T d Sy, ESP32 FHis:
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+BTA2DPCONN: 0, "e0:24:81:47:90:bc"

LK
o CHRIEN R HhE R BE -5 Eadme B2 AR ] .
6. JHIRTRICE K -

S

’AT+BTA2DPCTRL=O,1

M B -

’OK

LR
o BRIt £ 2% AT+ BTA2DPCTRL,
7. A IR SR o

o

’AT+BTA2DPCTRL=0,0

N . :

’OK

PR
o T LR AP HE 5% AT+BTA2DPCTRL.,
8. WrFf A2DP i%$:.

AT+BTA2DPDISCONN=0

Wi K7 -

OK
+BTA2DPDISCONN:0, "e0:24:81:47:90:bc"

4.9.6 iy ER Classic Bluetooth Jjjis 3t £5 513

L. FRBUM = %51 %

’AT+BTENCDEV?

i . -

+BTA2DPDISCONN:0, "e0:24:81:47:90:bc"
OK

ALK
o WRZHBA RS IED, AT HadiR oK.
2. &4 Classic Bluetooth &5 45513,
AR AT DA R A A 41 2%
L. I RT MEMER I 5 = b B 48 e e

iy

’AT+BTENCCLEAR:O

Me =
’ OK
2. BRI 9 R ) A A
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’AT+BTENCCLEAR

Mg B <

’OK

4.10 Sleep AT 754

AR TR A 2 G AT ESP32 28417 i B AT iy S50 BRI

o f
o & Wi-Fi # X Fi% & A Modem-sleep #2 X,

o & Wi-Fi #2 X Fi% & A Light-sleep #2 X,
o % & A Deep-sleep 12 3,

4.10.1 W4y

ESP32 ZF1R M SeBEn AT BEEOR W] DATES [l LR Z [ D04k . 24T, ESP-AT SZRpPAR PUFHZ)
FERE (CEZ R S BARE ) :

1.
2.
3.

4.

ENIN

Active R S EIAT TARIRES. 0GR T DAFRIR . SR E S

Modem-sleep 8 : CPU W[izfT, HIBFlWEACE . Wi-Fi 7. W6 o By F oo o ] o
Light-sleep #xX: CPU #{5Hz17. RTC fEfifigs AN LA K ULP PrAbBRERiETT . ATl i =4
(MAC. FEAHl. RTC EHFARE SN ET) ARSMELE .

Deep-sleep fix: CPU FIKH M AR M, HA RTC fEf#s Al RTC Ahg ik T TARRA.

[EOLT, ESP32 2AERGRMGHEA Active B, 29 CPU ANTHFE—H TAER, BIANERINTE )

WRERIS, RG] PABE AARIIAERE.
ESP32 {II#E, 2% ESP32 RS EARMME

i
o P BIFEIATE Wi-Fi BiCHIE AR fF ESP32 35 B o BEAR AR .
o JEEL Wi-Fi BN, HfA station B H#F Modem—sleep #iHl Light-sleep B,
o XMTWABIA T Light-sleep X, HHIRINEAEAE 32 KHz ffk. Q1R AMBAAAE 32 KHz

indE, ESP-AT ¥ LTAELF Modem-sleep #={ .

5 7k

St G DA R B SR T, U AR O A i AR S A T

R

HEEAZE TR (R, EWIFRARE T ESP32 , SMEDTHIYEHER.)

4.10.2 1r Wi-Fi BiX, F 3 ¥ & Modem-sleep Biz,

1.

& E Wi-Fi 24 station #i5{,

’AT+CWMODE:1

M .
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Digit Multimeter

BEEE E
EEESEE

O:=

DC Power

i3 ::
=3~ ‘@

[ % -
] H

ESP32_DevKitc_V4
P 22: ESP32 fii {1 i
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’OK

2. TEHBK AR

iy

’AT+CWJAP="espressif", "1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

L
(s ARG SSID AT T AEH F G BRI, T 560 B e 25 SSID AT,
3. BEELARIRH A Modem-sleep Hit .

’AT+SLEEP=1

M B -

’OK

i
 RF X545 AP 1) DTIM @ 5608 (s %% & DTIM A 1),

4.10.3 1 Wi-Fi Bk F % B A Light-sleep Bis,

1. %8 Wi-Fi 2 station Bz,
s

’AT+CWMODE=1

T

’OK

2. BEREH Ay, BERITERE N 3.

i

’AT+CWJAP="eSpressif","1234567890",,,,3

i B ©

WIFI CONNECTED
WIFI GOT IP

OK

B
- {25k A1) SSID RIGET T AEHL L & o0 AT 9505 50 o 2310 SSID RIS
3. BERIRHER Y Light-sleep it

’AT+SLEEP:2

M .

’OK
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i
o CPU £ H AR, RF MISHRIGAT+CWIAP BB W T [H) B 52 3 54 P

4.10.4  AE¥5F) RRA T X ¥ Modem-sleep s\

1L WISt € T 53

’AT+BLEINIT:2 ‘

i B <

[ox |

L BEECT) S BUEECT) BRI s,

AN A -
g

’Z—\T+BLEADVPZ—\RZ—\M=1600,1600,0,0,7,0, 0,"00:00:00:00:00:00" ‘

Mg |3

o \

T
s

’ AT+BLEADVSTART ‘

i B ©

Lox |

1. 2] Wi-Fi,

’AT+CWMODE:O ‘

Nl i«

[ox |

1. BB RARE A Modem-sleep 4530
i

’AT+SLEEP=1 ‘

Mg [

[ox |

4.10.5 AP A T X ¥ Modem-sleep x5\

L. WIGAL h f R 3 5 AR 55 i
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e

’AT+BLEINIT=2 ‘

N . :

[ox |

1. FFEREAT #.

’AT+BLEADVSTART ‘

i B <

[ox |

L. SRfFiEdE.
WEREERGH L NY), W AT ff 2

+BLECONN:0, "47:3f:86:dc:ed4:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
L
o TEXARBIF, WA Pl 47:3f:86:dc:e4:7d.
« % F # 5 £5 B (+BLECONN and +BLECONNPARAM) , i % % AT+BLECONN

FIAT+BLECONNPARAM U 215 B,
L Wi A RS WE W RN N s,

’AT+BLECONNPARAM=O,800,800,0,500 ‘

i B <

[ox |

WREESHOE R, W AT f 4R

’+BLECONNPARAM:O,800,800,800,0,500 ‘

LR
o XfTHER{EE (+BLECONNPARAM), ii§%:% AT+BLECONNPARAM FREUH 215 5.
1. 5 Wi-Fi.
iy

’AT+CWMODE:O ‘

i B«

Lox |

1. BEEMRHRAR K Modem-sleep 515
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’AT+SLEEP=1 ‘

i B <

Lox |

4.10.6 {E¥5F)fE& T B EY Light-sleep £
L. WIHRA o s 0 R B2 R 55 B o

’AT+BLEINIT=2 ‘

Mg .«

[ox |

L REETE RS B R 1 s.
s

’AT+BLEADVPARAM=1600, 1600,0,0,7,0,0,"00:00:00:00:00:00" ‘

N . :

Lox |

L JFHAS 4

’ AT+BLEADVSTART ‘

Wi K7 -

[ox |

1. 22 Wi-Fi,

’AT+CWMODE=O ‘

Mg 3«

[ox |

1. BRI Light-sleep Bt
o

’AT+SLEEP=2 ‘

M. :

Lox |
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4.10.7 AR5 7R AT ¥ b Light-sleep B
L WIRA R i 0 3 A 55 S o

’AT+BLEINIT:2 ‘

Wi K7 -

[ox |

L FFHA) 4

’AT+BLEADVSTART ‘

Mg 3«

[ox |

L. SEFFIESE.
RSN, W AT FF 2 fen:

+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM: 0, 0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
ALK
o TEXAIRBI, WA P um il 47:3f:86:dc:ed:7d.
o X T # % {5 B (+BLECONN and +BLECONNPARAM) , i % #AT+BLECONN

FIAT+BLECONNPARAM #EUHE L5 8.,
L S SR BE I T R 1s.

Py N
Ay

’Z—\T+BLECONNPARAM=O,800,800,0,500 ‘

Mg 3.

[ox |

WERIEESHCE RS, W AT 4R

’+BLECONNPARAM:O,800,800,800,0,500 ‘

RE
o XTI R(EE (+BLECONNPARAM), 5% AT+BLECONNPARAM B 245 4.,
1. #%F Wi-Fi.
i

AT+CWMODE=0

Mg o«
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Lox |

1. BERLRARREY Light-sleep Hist .

’AT+SLEEP:2

M .

[ox |

4.10.8 V¥ A Deep-sleep Ik

1. BB ARIRAE A Deep-sleep #2 . & '&: deep-sleep IR} [a] 25 3600000 ms,
i

’AT+GSLP=36000OO

M B -

[ox

P :
o BOEM RN E, Boar E S, R IEIRMOERE , SRS B AT .
* XFF Deep-sleep FiX, ME— XMLy 142 E L -
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Il g ERIDE 2 3 O AT TR

51 AHugvk ESP-AT T#%

ASCREEEAN A T WA AR M2 %k ESP-AT AR, FH-ReAE mind [ -besk 8] ESP32 ¥4 . 4B B 7 &
ﬂ:’zl# TCIEWG TR, IR EXAT s 05 R. KA E TR S AR %, ISR
% ESP-AT T2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

511 PEABER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

51.2 5—3: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

SRR ESP-IDF v5.0 et A 11 SCHS (9465, 52K hello_world TRMAMIE . HiikbA R FRELE%
ESP32 F 4 4 0.

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4

313


https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32/get-started/index.html
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5.1.3 &5 2b: 3RHLESP-AT

%1 ESP-AT TART N BUREER LA PO S0 ESP-AT 0%

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
X ESP32 RAEL , HEFEEPAE PR A FRZ1T ESP-IDF 5.0 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
AIERINBR A2 Suserprofiles\esp. GHBAILAKF ESP-AT LR AALMIMLERART , (HITERAL M fir
AT B . R, BSP-AT ASCRFl A 2 I AR .

514 2 AL

BATHUH TH install SRZCHEFREE. 2% THK E 8256 iy Python 41, ESP-IDF {3 J# DA &
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

AR — I, 15 ESP32 A5 R DA N BC BRI .

e P& Platform name, 54N ESP32 %X 45i%$E PLATFORM_ESP32, Platform name Hj fac-
tory_param_data CcSsV ;5)(

e ¥ Module name, 41 ESP32-WROOM-32D #2H 1% & WROOM-32, Module name H fac-
tory_param_data.csv & X,

* JBH B silence mode, Jo HHBPRFMHR—L8 HEFF R/ BN — Mol g5 -

* G5 build/module_info. json XHAHAE, LR =AEUEETURA S EI. Fit, R EHE
BB EALAAE R, WM IZ S

5.5 DUk Rk

ﬁﬁw%%ﬁﬁMEwn&%ﬁ%ﬂpct DAR SR IE R H A, PR A i de . TR, R
SSTERPERT R RS R AT iy O FITHEC AT R, WA EAT. “AT A/ M. %?Eﬁ%wm
I:I B EBIESZ TR B AT 5% 9 5,
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5.1.6 S5hib: ACE TR

2f7UiH T.H menuconfig A HE .
 Linux B{ macOS

’./build.py menuconfig ‘

* Windows

’python build.py menuconfig ‘

R PA_EFTAT A BRERIERR , DU 2 L T T Y SR B -

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
security features --->
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

1 TR -
MR IO KIEIL T80, AVICSAT G, RS TSI ARSI, A4t
i HRBRA B TR
507 AL Givk TR

BITPA N A2 gmit LAE .
e Linux B{ macOS

’./build.py build

¢ Windows

’python build.py build

WEAREH TR IR, BERS SRKRIE. AR E AL ota 7} KK/
¥ RTE build/ factory BAR N AEMIT QIR EIF. EZEEHS LESP-AT B 25

518 S5bib: RekSles

IBAT AT A - Ri Az U [ R sk 3] ESP32 145 |
* Linux B{ macOS

’./build.py -p (PORT) flash

¢ Windows
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python build.py -p (PORT) flash

R IE M ESP32 45 HR 4 FR v (PORT) o B & IR /N5 B A besk 2 flash . AR FREER
e (PORT) .

% ESP-AT bin ANgEE 3, F HFTHIH “ota data partition invalid” , %1547 python build.py
erase_flash REMRIEEA flash, IRIFHHTHE AT [,

5.1.9 build.py ¥ Mk

build.py BAZET idf.py HHEW T H (B idf.py <cmd> IEEWME A TE build.py <cmd> H) |
AT LETTA R e BB 2 k.
e Linux B{ macOS

’ ./build.py —--help

¢ Windows

’ python build.py —-help

52 Mgk ESP-AT T.#

SRR T Tﬁﬂﬁiﬁﬁ@ﬁéﬁi% ESP-AT TAHE. MERIAME 7 & A4 a9 B JovE 7oK, anfsss
BLFF 5 WebSocket 7y 7% - K PAImDNS 53 7t AP AR5 Bidii ESP-AT TA2 . IH W AR A IS B0 %5
ESP-AT T 4%, {HANSREAME @I H A WXE, WIS ARSCRY, @it 415 ESP-AT T%.

TR PIGUGRRNG AT BSIPE, G SRR A CIty™ i EL AT RS S e -
WPRATLE PRSI R B 8RRz, T a2 n] e A .

521 TEANBER

TR N TGP BR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K ik .

%— BRI GitHub K%
§ =3 Fork ESP-AT 142
% =% : J & GitHub Actions h #%

Fv9d: B E 4hiF ESP-AT TAEFfE 69 % éﬂ
AW ARA github.dev % % 3545 B Ao 1 XA
%<1 GitHub Actions %35 AT B

522 45— BN GitHub IS

FEIFURZ W, 550 Bor Y GitHub K5, [RS8 (75 28 SRR

523 45 % Fork ESP-AT T.f¢

Vil ESP-AT @0, midi i A B Fork,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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piifi Create fork EHlXAER H W GitHub K5 . ERIARY Fork {#% Dl master 4337, U0 TR E AL
FHEEW D BN, WHEGE 2% Copy the master branch only.

i1 Pull requests

Create a new fork

Owner Repository name

° ustcew~ /[

By default, forks are named the same as their upstream repo . You can customize the name to distinguish it
further.

Description (op

AT application for ES

Copy the ster branch only

Create fork

¥ 3: 41 78 Fork

524 =2 JF5 GitHub Actions Jjfig

MO FE R Actions 3 A GitHub Actions T [ »

Hidi I understand my workflows, go ahead and enable them j5/f] GitHub Actions.

V)Y

J& ] GitHub Actions 52 Ji% .

5.2.5 SPUsb: EEE4nE ESP-AT TR HEN Y]

ﬁn;ﬁ,mﬁ Espressif OTA server [l il OTA token, Ff H.F5%(di ] AT+CIUPDATE 4 T14% AT R, 3R
éﬁ%mﬁlﬂﬁbﬂ% =, Ll}(,u\mﬂﬂ CONFIG AT OTA_SUPPORT (H XEZIFHMEL, WSHF A
AR github.dev % 5% A5 P Ao KAL) B E Bkt AR B

J ﬂiﬁ‘ﬁ??ﬁ’] Settings ¥EABE .
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

% ustccw/esp-at P

forked from espressiflesp-at

<> Code [ Pullrequests

ACti ons New workflow
I All workflows

Build ESP-AT Project
Reusable esp32-at workflow...
Reusable esp32c2-at workfl...

Reusable esp32c3-at workfl...

Management

E; Caches

% ustccw /

forked from espressifiesp-at

<> Code [ Pullrequests

¥ master ~

H A AT TAE

<z Pin G>Watch 0 ~ vy Star 0

() Actions [ Projects [ wiki (© Security |~ Insights @ Settings

All workflows

0 workflow runs

)0

There are no workflow runs yet.

A 6: J3 i GitHub Actions 52 i,

<z Pin & Watch 0 - ¥ Star 0

() Actions [ Projects [0 Wiki 7 Security |~ Insights | Settings

Go to file Add file ~ <> Code~  About ]

AT application for ESP32 ESP-IDF

This branch is up to date with espressiflesp-atmaster. il Contribute _» Sync fork & ESP32C3 ESP-IDF & ESP8266

@ xcguang Merge branch ‘bugfix/relink_cause_to_crash’ int

B .oithub/workflows
components
docs
examples
main
module_config

tools

Espressif Systems

ESP8266_RTOS_SDK
m

s
w
O

L1

Releases

> 24 tags

B 7: pii Settings
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Hiidi Settings -> Secrets and variables ->Actions #EA Action it & T .

“ode [ Pull requests Actions [ Prc M wiki © ity |~ 5 Settings

General General

Repository name

esp-at Rename

Template repository

Require contributors to sign off on web-based commits

Social Preview

Environments
| Codespaces Upload an image to customize your reposi

Pages Image Id be at least 640

Dep

ecrets and variables

& 8: 3 A Actions [it & L

Eiii New repository secret 3 AZEEHA] 72 T .

i A Name FI Secrets, i Add secret fE—NHIEEH. HALRZELHENZ OTA token.
T B T BRI A AR AN

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

WRTFEHE Z AR S AT B9, WHEE DR, RN FERES, A %9008 58 s
TUE R .
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

el 9: 4 BH T
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tions [ Pro O wiki © Insights Settings

Action ts / New secret

Name *
AT_OTA_TOKEN_W

Secret *

Add secret

10: A% 4]

Repository secrets

8 AT_OTA_TOKEN_ESP3
AT_OTA_TOKEN_ES|
AT_OTA_TOKEN_ESP32_PICO_D4

88 GitHub AT_OTA_TOKEN_ESP32_S0L0_1

= Email n

AT_OTA_TOKEN_W

AT_OTA_TOKEN_WROVER

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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526 H5hzb: (A github.dev Zhife 35 fERONIRE 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $T9F github.dev 44 23

IR GET 0, PR B MU 0 SE AR

(> Code % Pullrequests (® Actions [ Projects 0 wiki (J Security |~ Insights

| ¥ master - Go to file Add file ~ <> Code ~

Switch branchesltags % Ald ication for ESP32 ESP-IDF
master. 1 Contribute 2 syne fo & 32C3 ESP-IDF & ESP8266
[ | SP8266_RTOS_SDK

Branches g se_to_crash’ int

' master

Releases

> 24 tags

Packages

el 12: Ry 52

AL AL ., BT github.dev iR 2R TIT 70 SO AU

5.2 G or ¢

FEHEAA G, BRI 7 SR FR, FE R RR L, B BRI ) 23 S B A B 70 S A R

WG AR H 2 X

B+ switch to Branch, A,
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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sp-at/tree/master

product/v1.0.0

ESP-AT [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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Iy SR ESE N -

C { & github.dev/ustccw/esp-at/tree/product/v1.0.0

ESP-AT [GITHUE]
K5 .github
B components

E

M examples

M main

B module_config

# tools

.gitlab-ci.yml
readthedocs.yml
build.py
] CMakeLists.txt
R LICENSE
README.md

requirements.txt

[yhe) OUTLINE
Loa
Lt

TIMELINE

+¢ GitHub

Bl 16: 73 S BIE 5E

5.3 B WA

1& github.dev J%E28 PIE TS . BIANFF B WebSocket it 31 5% HimDNS hft, WIFRSEFT AR ZH AY it BT
{4 esp-at/module_config/<your_module_name>/sdkconfig.defaults M4, ¥INAITF4T:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

eGSR, Ry R EIE . A C SO S + BB

BSOS, AP E . Kl Commit & Push i3,

5.2.7 45,53 GitHub Actions 5% AT |1k

LR EN 2 )G, 2 B3k GitHub Actions 4t ESP-AT [, 152 4o T A GitHub T 3% #7
WGafRa A AT B PR SCRY, FEEITREMN AT B (HE: SORRW AP HRASE T H CIKS T esp-at
B EFATHY, TAZE https:/github.com/espressif/esp-at {32 )
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C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M x

SOURCE CONTROL madule config

#: AT
CONFIG AT ENABLE=y

Commit & Push |~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=Y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS _COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4071a65dd28b72656ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN NUM=5

CONFIG ESP AT FW VERSION="2.5.@"

Changes 1
[0 sdkconfig.defaults module... T3 9 + M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P& 17: B WebSocket 14371, 25 mDNS ZihE (fdimek)

C Y & githubdev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL module_config

# AT
CONFIG AT ENABLE=y

Commit & Push [~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a85dd28b72056ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c287f725de50d40871a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN_NUM=5

CONFIG ESP AT Fw VERSION="2.5.8"

Changes 1
[ sdkconfig.defaults module... T3 2|+ M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

Bl 18: EFEE (Raiiek)

C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

Y

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL medule config

20230321: Added websocket commands # AT

support and disabled mdns commands CONFIG AT ENABLE=y
CONFIG AT BASE ON UART=y

Commit & Push CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

. ) CONFIG AT WS COMMAND SUPPORT=y

hlfecanlia deraulisludl oo lia/ ot CONFIG AT MDNS COMMAND SUPPORT=n

Changes CONFIG_AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"
CONFIG_AT OTA SERVER PORT=80
CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a05dd28b72056ca7"
CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"
CONFIG AT SOCKET MAX CONN NUM=5
CONFIG ESP AT FW VERSION="2.5.0"

Staged Changes

# -Wear-Levelling
CONFIG_WL_SECTOR SIZE 512=y

B 19: 3l (maimeR)
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5.3 il e AT S 155D

ARG T U IR ESP32 25 F(E AR IIAT port % . BRINIEOLF . ESP-AT {1 UART $ 4§
JAT S AT HE QAFHRNHERD), 5 AT %% AT G RUEKRE (A FFA
g  JRDR

TG U BSP32 A1 AT i A, 1%

o % [% ESP-AT T4%,

* Y& menuconfig fii! & T. E.BY factory_param_data.csv ZE#& F& 0T 4 .
s MmiF LA,

o W#raY bin IR F LS

AR E R H B SGE I, b B TR E SRR E

ik (A ERE DN AT ar 98 06 2% (1] AT SPL3% 1, AT through SPT Al {1} AT EH 741 o

53.1 ESP32 7%

ESP32 AT [ H s 1 Rl iy s L R T DA B E SCRHEAE M), #5200 (ESP32 EARSH T 2
B AE

fE ek H o 11 A5

BOATEOUT , AREEHefitny ESP32 AT [/ DA T UARTO 4 il i H =5 :

« TX: GPIOI1
* RX: GPIO3

E4 1% ESP-AT TR, WI ] menuconfig it ¥ T HAF HEBOH e 4 1 -

e ./build.py menuconfig —> Component config—> Common ESP-related —> UART for
console output

e . /build.py menuconfig —> Component config —> Common ESP-related —> UART TX
on GPIO#

e ./build.py menuconfig —> Component config —> Common ESP-related —> UART RX
on GPIO#

sl i 4 S 10 55

BOATEOLR, UARTL 1Tk AT S FIHE0C AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DAUE.#EAE factory_param_data.csv 2 FPG I i 1145 1 -

o FTITAASHIY factory_param_data.csv,

o BB FTERIAT

o IR EIRE vart_port (WIERAHE AT HE DRI HE AT dr4 10, WFEZE ST, R
E R uart_tx_pin flluart_rx_pin fl AT HEDRER—FE).

o MPEFEINHE vart_tx_pin fluart_rx_pin (EFZEIERFEERER, KL EThRad
H, B3E AT HE DS .

o BT EMHTERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRNG .
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54 @A AT 4

ARG /28 T QA ESP-AT TAREHIRIN P SCHY AT fip4, DA AT+TEST A A Bl jerm a0 3R
s BT o

HE LA . DIRE R @4 2/ 0HE LN IR
o T L AT 44
o GEM AT 44
XN G A 2 B AT O B O«
¢« ZiX—TFE
HAr P IRE T XTI 2% a4, ATARE () TR 2k ik 4.
o T LIAEH B
o RIS AR
o fukar SRR
o ARG L ey PAT
o M AT 65435 7 3R BU N 0% 2 9%

AT Ay 2RI IR AT, DA FESCPE MTECEE, EWR M B E X AT ar i Eal

541 EX AT w4

TEE SCAT 21, e AT ar @ RYZFRAIZEAL.
iy A i L

o ORI + BT
o SHFERE (2, az). BT (0~9) BITE ST (L 5 L /L 1L D), BEWIIAT 65

No

B4 AT i iRZ W DAAPUFZER: Iikar S, il WEmSMITmS, EZHEESWAT &4

WG, EXTHRBEA L. B AT+TEST ORI R PURIREY, R E SRR 7R B A o

=45 A -
Wit 4 -

=
ad

uint8_t at_test_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

i S
uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

QS
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(& b))
return ESP_AT_RESULT_CODE_OK;
i
B4
uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
;
if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._

—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

W

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT RESULT_CODE_OK;

e, WHesp_at_cmd_struct HE X AT AR SCHR2RAEL RGBS E LT 4/ FRA
+TEST  (HETY °CAT) HZFPra RSB 64

static esp_at_cmd_struct at_custom_cmnd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

WRANE SCRAIA, FFHARE ) NULL,
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542 AT 54

JHH APl esp_at_custom_cmd_array_regist () FEM AT 652, AR EHN AT+TEST WA FIL
.

esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) / sizeof (at_
—custom_cmd[0]));

F51F: BIUE esp_at_custom_cmd_array_regist JIA app_main () Y at_custom_init ().

543 2P

MBARE LW T LRI EE, 1915 ESP-AT TREHEEREM:, Zard I fEE &S LIRS EiT.
idistr— !

N /2 AT+TEST a5

WA 4 :

AT+TEST="

M

AT+TEST="?
this cmd is test cmd: +TEST

OK

iy A

AT+TEST?

W i <

AT+TEST?
this cmd is query cmd: +TEST

OK
B arA:

AT+TEST=1, "espressif"

Wi i <

AT+TEST=1, "espressif"

this cmd is setup cmd and cmd num is: 2
first parameter is: 1

second parameter is: espressif
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AT+TEST
this cmd is execute cmd: +TEST

OK

54.4 5 SGRMIEE

ESP-AT B4 HFesp_at_result_code_string index F X T—Lik[EE B, WLk EHEEIES AT
H A

W T return BERGRPIE A, AT APl esp_at_response_result () FKRE AL HATE R 7]
FEHS A [E]BHdi j§ APLI flESP_AT RESULT CODE_SEND_OK MESP_AT RESULT CODE_SEND_FATL,

B, 2446 fH AT+TEST BIHATAr S M kS #eak MCU &£ 503Em, Fesp_at_response_result ()
FeaR m] Kk, M return BEORIR B dar S HATEE R, ORGSR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

J/ A B MCU K EEN A E X

send_data_to_server();

// & SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

ABAT A2 S AR W] R .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

54.5 RINGESE

ESP-AT $2{lt LA R P> AP R S-S 4.

* esp_at_get_para_as_digit () Efﬁﬂ@[??ﬁﬁ(o
e esp_at_get_para_as_str () WIRBFFESE.

AN WAAT 6 4.

546 AMAAEBE

AU EHLE Ay & SHC TS 4L

o B K G ALK P IR Ak
o Bk % s —15 Ak
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A E AL h i S8

R EALRF AT+TEST fir 2 <param_2> fll <param_3> S E A FESE, H <param_2> K%
TS, <param 3> HFFFERESEL

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

PR IT

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT PARA_PARSE_RESULT OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/) TR
/O FREERXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

;»2) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
t
} else {
/R
V- B §
/) REEENXBRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/) FERXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
(R oaksn)
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esp_at_port_write_data (buffer,
t
} else {
/7 R
VAR5 TR0
// FOH R XA
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

return ESP_AT_RESULT_CODE_OK;

esp_at_get_para_as_str (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"fourth parameter is:
strlen((char *)buffer));

strlen((char *)buffer));

"third parameter is omitted\r\n");
strlen((char *)buffer));

&para_str_4);

%s\r\n", para_str_4);

ik WA TARSEON ", WES AR

A i —hr S8

{B AT+TEST fir &1 <param_3> ZHCHFAFHSE, H RS,

AR ERCE N TS

AT+TEST=<param_1>, <param_2>[, <param_3>]

WG AT PR AR A B A5 1O
¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

FHAES AT

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result

snprintf ( (char *)buffer, 64,

—para_num) ;
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

"this cmd is setup cmd and cmd num is:

esp_at_get_para_as_digit (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"first parameter is:
strlen ((char *)buffer));

= ESP_AT_PARA_PARSE_RESULT_OK;

su\r\n", _

strlen((char *)buffer));

&para_int_1);

%d\r\n", para_int_1);

(T oUgkEE)
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parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7T PR
/) FEEXENE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
} else {

/7 Bl R

/B EZANFEK

/) FEEXEAME

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WixSHBA B -

54.7 PIEmAIIAT

A G IR AT, SR D PATER, ARG RGHE T X SR T RE S & WA [F] 8 .
— R, XA T S HEAES AR TR .

R semaphore R[FA2 .

AP .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
Q)
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snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 TR

// Kb A WA Al B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

// rﬂsiw A AT

/OEE G ANRATHER

// BB ES% T FH xSemaphoreGive ¥ # 3 semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

5.4.8 I\ AT iy A v DV U A B

ESP-AT SCFpM AT fiv 4 v 5 R ARG, AR FELATT P4~ APL

* esp_at_port_enter_specific () WHEBIHREL, AT imlBI0CE 5 AMEHE G, R %R
s

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EITHEEL.

AREORAR ) T3 95 SRR R A B R A e e i Ay B AN

TR K 4 A B b
BB LM <param_1> $82 THIEKAE, WTHHIR.

AT+TEST=<param_1>

PAT /R BB A AT AN AT fir g ARBUK BN <param 1> FyH AL .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) |

return ESP_AT RESULT_CODE_ERROR;
I3

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");

QS

Espressif Systems 337 Release v2.3.0.0-esp32¢3-615-g7f3a78bdbd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 5. WA 4RI & H O AT T2

(£ L£50)

esp_at_port_write_data (buffer, strlen((char *)buffer));

}

/7 Bl R

// Kb A AL Al B semaphores

if (l!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BB NBAER T >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREK, EEKIARAKERSRE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

aE: 1S WK &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len -_
—received_len) ;

if (specified_len == received_len) {
esp_at_port_exit_specific();

/S RBRAMNEENKE

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/)T B
/SRR ABERE >0, WERHAEEKEATE N EREEKE
VAN RS- &
/7 B A ROR T BRAT B R R
esp_at_port_recv_data_notify(remain_len, portMAX_ DELAY);

N

3

3
/7 R
VR A&
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);
break;
3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

L, GRS E AT+TEST=5, M AMEdE N 1234567890, HF4 ESP-AT iRMILEHATT IR

AT+TEST=5

>67890

received data is: 12345
OK
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AR K B A B
XA OLRMRL Wi-Fi S 42X, NEELIRRKIE.

AT+TEST

1B ESP-AT 53t SIUPTIFE FTAE R, RETAIT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/B R

// Kb A WAL Rl # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

//RERAKERTE ">

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// HEEEEEK, EEKIARAKESEE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AE:3'E DNk &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN);

/7 AR SR E R

/7 B A RFERE e FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

=

/7 7 Bl R

/SRR ABERE >0, WHEHRRAMAREFELH

/7 OB E AT A BE R & B

/7 WA R RAT W s KR

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}
(R oTakZE)
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break;
} else if (received_len > 0) {
/)T Bl R
/7 B R AT AL BE B B B Ay AR
/7 A RO R AT B W g B B
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
;
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

I, SRS — AN AR Z 1234567890, 55 AN ABdE 2 +++, A ESP-AT REIZERAUTF R

AT+TEST

>

received data is: 1234567890
OK

5.5 ity ESP-AT £ PEfE

BROATFOL T, ESP-AT Ml ALZ [H)ff 1] UART gEAT3@E (5, Bt fr iR R &l AR E, BIR
S 115200 bps. 1)1 40%E ESP-AT SEIUE Rt ie, &7 TARASC, FFEURA SRR ECE . AR SCRA
ESP32 Syfil, AZifnfalii i ESP-AT ZFtEAE

Frik: ASCET ESP-AT AT & 42X 1, fillidd4 s TCP/UDP/SSL A it PERERY— LTk -

JAP AT PARESE T R — BT IR, P ke

o [WE] Rt E
o [IF] RBBIER, AT MR E

5.5.1 [ oA] Pk i

L BB &S, LWIP. Wi-Fi iGH T el S8

YR TEACAD Be#E D13 NIl 2 module_config/module_esp32_default/sdkconfig.defaults S04 5 )5, He
‘B ESP32 RYR A HIE O I SCEJE R 1 sdkeonfig.defaults SC{4:.

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

CONFIG_ESP_DEFAULT CPU_FREQ_240=y
CONFIG_ESP_DEFAULT CPU_FREQ MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

(N oiaRss)
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# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi

CONFIG_ESP32 WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_ WIFI_DYNAMIC_ RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_BUFFER_NUM=64
CONFIG _ESP32 WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 7% UART ZE 1% o/
WA B #E D1 854k at_vart_task.c SO uart_driver_install() 47 o

uvuart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MBRERIANACEL . Bk fh . ekiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. iEfeniipe ey UART Pefpfs
AL AT iy A aE -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

. & &

S PR T B 7 YA — R R AR A, (AT AT REN BEIRE A I . 53 SN LEBCE T REA
%ﬁ%%mﬁ,ME%%ﬂ%é@%Wﬁ%ﬁﬁmﬁ%oﬁ%,ﬁ?&ﬂ%%ﬁ?ﬁﬁ%%ﬁ%,ﬁﬁ
FERTPEHIC

5.5.2  [Herd] BABEIRHE . PR PEHACE

5o ESP-AT F ik ) Bl R AR AR ] -
WE Tk TR
o ESP-AT %% (TX) BB K S1 > S2 -> S3 -> S4 -> S5 > S6 -> S7 -> S8
o ESP-AT #: (RX) [ RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

A AR R AT, BARR A, T R A B S R AR T R AT LA, TN B
B AR B B BT R Z BTN IC ., AR A R B IRIR B . AESEBR T A, (R
H B Herp— A Bn AR B RT P R AR T 18- B4 0 R Py R

Frik: TR ECEIY AR A SE R N RIRAY . PRI AL AT+SYSRAM fiy 4 KAL) ] I AT
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium R5| 1S5
Rl Y
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Ethernet R6 “
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

L. GO 7¥H:fLfL
GO ARG AMLALAY Ry, IS H I EAT

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_240=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_ 80M=y

2. S1. R1 -4k

HWHEILN, S1MIRI JZ ESP-AT Frit kA it . FEABOAE LT, ESP-AT Ml ML [0
J UART BT A%, Bl 115200, 1) UART R £ L, 35 BRIy S Mbps. [Ht, J
M FATALT S Mbps, W] DARE I ERIARY UART V0 RIEALZ (B AE o, [l eT PAEA T
L.

2.1 $255 UART ZZf X Ko/
YR ACRD B D1 at_uart_task.c SCAET uart_driver_install() 17 o
o }27% UART TX 50t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

$42 UART RX %t

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

$225 UART TX #l RX 750

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART e
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WA AT 1S 7 A :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

/] B

ik PO EHLE UART ol LSRRI 2 iy, I HAHURI ESP-AT Z [ UART #2403
A REHIAE .

friks WA PO AT ST T S Mbps, WA IEHE SPLL SDIO. Socket %7k, FLIEi
5%

« SDIO: SDIO AT #5 %

« Socket: Socket AT }5F5

3.S2. R2. R3. S3&Hfifk

HEEMT, S2. R2, R3., S3 A& ESP-AT S RAS . K2~ AT core ¥ UART S5 X
FEAE (&5 2 2 g, A BANFERT B 25, TeRRiie.

4.84. R4. S5. R5. S6. R6 &HH-fi4t

ESP-AT I £HL2 88 il UART /7315, S4. R4. S5. R5. S6. R6 JLF 4k, ESP-AT Al
FHLZ A AL T T T AR RS, S4. R4, S5, RS, S6. RO ZHMIFMI—AFE.

S4. R4, S5, R5. S6. RO ZMlFMLAILHIE . MAZE . FIEHREERZ 2 W Bdum. 1
Ak ESP-IDF ot WAL WicFi P SORS, TR, JEFT A PRCHE . S Seng LT b
JE . /build.py menuconfig HfTHECE

o {4k S4 -> S5 -> S6: KLy A
o fiAk R6 ->R5 -> R4 BRI 7 ) it

5.S6. R6 ikt

S6 FlI R6 S il {5 M A Kt fERt 2%, ESP32 I AR Wi-Fi s UK &4 it. Wi-Fi
BT AN ATTIEZ AL, WREIE TR R

* 42 RF RS%
BRI K S D 258 A R Ak = AR ST, P v] DAE A AT+ RFPOWER fir %5 1) Rl X
H RF ZHUI%,

o BEE 802.11 b/g/n HpiY
RN Wi-Fi #5X BI 4 802.11 b/g/n P, JH P A] 38 33 AT+ CWSTAPROTO 1y 425 ) FI 1 &
802.11 b/g/n . FE 2RI, PHIEI AP b Wi-Fi B E > 802.11 b/g/ #plL,
I FE LSk HT20/HT40 (20/40 MHz) 5%,

6.S7. R7. S8. RS &H-1i4t

HWHEULT, S7. R7. S8. R8 Mg ESP-AT FFREACALHIFE . NI FISLFRIM 8T 98 . 4%
BRI RS AR K

5.6 4nfal S8 mfg_nvs 51X
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Chapter 5. Qa4 & 5 O AT T2

5.6.1 mfg_nvs 43 X4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

S HcE (Wi-Fi iiE . UART FCE. BUARCE): 2% 8 A8 i 2
« PKIMCE (ZRIEBAEHANCE): iSHPKIRLEA 2.
* GATTS it (RIIFEHEAMRST) . WS H KA E T IR 5 R LIHA-23

MIEF BB SEE . PKI A& E GATTS B gy, 0 DA Bi4m ik ESP-AT TR, ARG
mfg_nvs.bin (8 il tarpy T A ABE:, B A BGET I . AR SO TS

5.6.2 )% mfg_nvs.bin

Bid B A8 o 58 WS, & #7 4 iF ESP-AT T 42, fE4m W B2 3 3808 i mfg_nvs.py SE4E W build/
customized_partitions/mfg_nvs.csv X/ (W& TIFERER ML SE,. 8. K8, fEE
=H), B esp-idf H¥ nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin 3 (NVS FERLEH) .

5.6.3 P#k mfg_nvs.bin

AR A M AR — #0720 2k mfg_nvs.bin SO

o FEEF IR ESP-AT (14, 1EIFIE LS L R ENLE,
o {UF# mfg_nvs.bin, XFhvE R ESP32 H1i{) mfg_nvs 43X,
— Windows
15 N #k Windows Flash N3, T H.. &% zip X readme.pdf B# doc HE Fik
B, F#k build/customized_partitions/mfg_nvs.bin 3C{F%] ESP32, #n
DA T AT+SYSFLASH? iy 425 1) mfg_nvs.bin [T 2kl .
— Linux or macOS
& {# ] esptool.py.
0] DATE ESP-AT #R H s A7 AR i 2 F 8 mfg_nvs.bin 307,

esptool.py —--chip auto —--port PORTNAME --baud 921600 —--before.
—~default_reset ——-after hard_reset write_flash -z —-flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

$ PORTNAME #4310 H 1144 7%, ADDRESS #:#k F % mfg_nvs.bin SC{: [ HuhE,
TP DA i AT+ SYSFLASH? iy 228 1) 2 -k .
o MCU % 3£AT+SYSFLASH 34 ¥ ESP32 H1fy mfg_nvs 43X .

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# E N\ mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE 4tk F 2 mfg_nvs.bin LR/, RIEIBLLLA AN [F 43 XK/, 0T PAIE
1T AT+SYSFLASH? 65425/ K K /N

57 sl 2%

RSO T WA SEET ESP-AT BOARY ) S8 . ) SHCE A28 Wi-Fi it . UART [t
PO
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« BT ABBRENL
o 2 %, mfg_nvs.bin XA

o T2k mfg_nvs.bin Xk

571 ) SBECEANH

M ETEAA R TS0 E 1Y IR SC 8 customized _partitions/raw_data/factory_param/factory_param_data.csv, %I
TR

Thge LEIALE X AT 8

Wi-Fi = Wi-Fi THEE AT 65
iFi R E » max_tx_power (ESP32 ) Wi-Fi #x P s JIRERS e

KREJNZ, FEEH I ESP32 &
SR BB

* country_code ([E ZAH5)

« start_channel G214 Wi-Fi {51H)

o channel_num (Wi-Fi [7) {58 08)

= ZE AT A
UART fii & « wart_port OB T %35 AT fir 4 Fil JIrfi 5 2 UART IREMY AT @i %

e AT 1321 UART i 1)
* uart_baudrate (UART i 43%)
* uvart_tx_pin (UART TX 5| #)
* uart_rx_pin (UART RX 5] i)
* uart_cts_pin (UART CTS 5] i)
* uart_rts_pin (UART RTS 5| i)

FELZH 24 B module_name AT+GMR

A H O SRIESCE T S8R, AELEM nfg_nvs. bin XM,

5.7.2 A:pk mfg_nvs.bin

THB % £k mfg_nvs.bin SCRE A ] ZHCER mEg_nvs . bin,

5.7.3 PF#k mfg_nvs.bin

WE% T #omfg_nvs.bin (A

5.8 s PKI FCE

A SAY AR T T 5 7 ESP-AT Lt Bl i PKT it . PKI B0 3E TLS %70 . TLS R 4548, MQTT
& P Al WPA2 Enterprise 2 i FIE HB 12547 .

* PKIBLE N4
o 4 px, mfg_nvs.bin 3

o T2k mfg_nvs.bin X
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5.8.1 PKIitENE

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

IngE SHulfl & HXAT %
TLS % i S gk
B 0 ﬁﬁf ;f%aﬁrt « AT+CIPSTART
. e AT+CIPSSLCCONF
e client_cert_00.crt
* client_key_00.key
5 1 BRIl E

e client_ca_Ol.crt
e client_cert_Ol1.crt
e client_key_O1I.key

TLS Jr 55 %% AT+CIPSERVER

* server_ca.crt
* server_cert.crt
* server.key

MQTT % ity + matt,_cacrt AT+MQTTUSERCFG
* mgqtt_client.crt
* mgqtt_client.key

WPA?2 Enterprise % i AT+CWJEAP

e wpa2_ca.pem
* wpa2_client.crt
* wpa2_client.key

WRGE A SRRk PKIFCE, RJ54 M mEg_nvs.bin I,

5.8.2 )k mfg_nvs.bin 3Cfk
5% £ A mfg_nvs.bin SURY/E AT PKI BB ) mfg_nvs.bin.

5.8.3 Pk mfg_nvs.bin

TS T 3% mfe_nvs.bin LY.

5.9 il B UG SF IR 55

ARSI 43 T AT A ESP-AT S (LAY IR FEIE T A 55 IR SCIRAE BSP32 548 b H i SURIIFE R 55 -

© IR T R SR L 2B
o diFet A UK AL TE T IR 5
- WS ERT A I T IR 5 IR S

— Zk Bx mfg_nvs.bin M
— T2k mfg_nvs.bin Xt

RINAEHE S MR 55 B SO GATT Z5 1) 2208l S 2 /00 & — AN JE P3S4 (attribute type) 2y 0x2800
(1 2R 55 (primary service). &S5 e Hi— MRS E CALANRHAEALL . BRI Z B MEA
AERRAFTA . EEMRAE RS R OHTEY  HH) Generic Attribute Profile (GATT) —7,
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5.9.1 (KIHEEESF IR 55 D SC ke

IR T #E W A Mk 45 V8 SC 14 /2 ESP-AT L A% A1) 8 K o 48 5 2 Ik 45 P AR 9 19 SC 4, SO 7 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFEIFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value

0 16 0x2800 | 0x01 2 2 A002

1 16 0x2803 | 0x01 1 1 2

2 16 0xC300 | 0x01 1 1 30

3 16 0x2901 | Ox11 1 1 30

PAF NZS Xt ERAU .
+ perm FEARL, ©1E ESP-AT TR LA FHTR.

/* relate to BTA_GATT PERM xxx in bta/bta_gatt_api.h */
/**
* @brief Attribute permissions
*/
#define ESP_GATT PERM READ (1 << 0) /* bit 0 — 0x0001 */
N /* relate to BTA_GATT_PERM _READ in bta/bta_gatt_api.h */
#define ESP_GATT _PERM READ_ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
. /* relate to BTA_GATT PERM READ ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
— /* relate to BTA_GATT_PERM_READ_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE (1 << 4) /* bit 4 — 0x0010 */
. /* relate to BTA_GATT_PERM WRITE in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ ENCRYPTED (1 << 5) /* bit 5 — 0x0020 */
. /* relate to BTA_GATT _PERM WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE_ENC_MITM (1 << 6) /* bit 6 - 0x0040 */
— /* relate to BTA_GATT_PERM_WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT_PERM _WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT_PERM _WRITE_SIGNED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE SIGNED MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT PERM WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE AUTHORIZATION (1 << 10) /* bit 10 — 0x0400 */

+ _EFRH—F7JL UUID 3 0x2002 HFRS 5 .
o AT RAFERTE]. UUID 0x2803 FRHERT, HU(H (value) 2 WELAUR, BURICEEY 8 i,
R BRAERUR, 1 R R, 0 B R

i R

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

o SBEATE ST ST RYRRE . %ATHY UUID 2 4pAERY UUID, AU{ER AR AUE.
o SEPUATE LT RHMERAST (FT3E) .

A % UUID M 25 QiS5 WA BRI 7 Befs .

U EEAE ESP32 B s BRI BROASRSCIE, AMUEMMEN, FH@RIARIIAEIR T iE%, I ATER &)
o5 a5 o, AR 4R .

Espressif Systems 347 Release v2.3.0.0-esp32c3-615-g7f3a78bdbd
Submit Document Feedback


https://github.com/espressif/esp-at/blob/7f3a78bd/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/7f3a78bd/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://www.bluetooth.com/specifications/assigned-numbers/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 5. WA 4iFHIF & H O AT TR

Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

5.9.2 Gk A SRR SF IR 55
THARGE DA T 2K A A SUIRDIRE I A R 55 -

o WSEIRIDALE TR G 0R A
o & R mfg_nvs.bin S

o T 2k mfg_nvs.bin S

TSR SR 58 1 55 D SC A

e X ARG, B, #Ew L= RS (Server A, Server_B fll Server_C), MIFFEHFX =4
R4 He Wi HER . T IR B E K /N, X LR ATAE SL— RS A B, HAt IR 55 s ml A
i R 05 9547 5 e

L A 55 5 3o
ABIRE LT —AME K OXFFOL {32 Bz 55

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1
2. TR IRFAESE BRI E
A LT —A> UUID 2y 0xC300 [ A BRHE, R HE 3 E S 0x30.
index | uuid_len | uuid perm | val_max_len | val_cur_len | value
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

3. USIMEHEARART (AIk) o

ABUASIN 7B P AL ACE, %0 0x0000 27338 A1 (notification) A7 (indication) #i4EH -

SEMPA B BRGSO R FEIE T i 55 5 SCAE .

index

uuid_len

uuid

perm

val_max_len

val_cur_len

value

34

16

0x2902

Ox11

2

2

0000
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index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

34 16 0x2902 | Ox11 | 2 2 0000

A H O AT RIZ S GATTS e, AJEEM mfg_nvs.bin XfF,

H: g% mfg_nvs.bin 3

THZH £ A, mfg_nvs.bin ORI A IRIFE I A B 5 FE B mEg_nvs . bin,

I #; mfg_nvs.bin 3{4}:

WS T 8 mfg_nvs.bin 3.
TGS, FERTESARIIRRE T IR, AR A i R S5 AR S5 AR R

Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic + 1
UuID:

0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902 o

Value: Notifications and indications disabled

510  dpfal B e oy IX

ARSI AR 1 Ui L iE B ESP-AT 4246 at_customize.csv 24 H E X ESP32 S iy 71X . LA
RFE PO KEM Ry K.

— & 431X 3% partitions_at.csv LRG0, 7E LR | A= B partitions_at.bin U, MR K E LA, &
ST Esh. Wi, AREHUE L partitions_at.csv,

ESP-AT {1t T — 4 5 X 3 at_customize.csv A H 2 LE . BERET—HHIKE.

FUEM ESP32 45 i X, 154 T = A IR . SR8 BB T R = AN B

o 147X at_customize.csv

o & By, at_customize.bin

o B3 at _customize.bin £ ESP32 1% &
o 1
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Chapter 5. WA 4iFHIF & H O AT TR

5.10.1 f& at_customize.csv
5% N RILBIHA at_customize.csv,

2% 1: at_customize.csv 18

=] 1= Bz
ESP32 d-
o * WROOM-32 $§ config/module_esp32_default/at | customize.csv
e PICO-D4 - - - T
* SOLO-1
e MINI-1
ESP32 WROVER-32 module_config/module_wrover-
32/at_customize.csv
ESP32 ESP32-D2WD module_config/module_esp32-
d2wd/at_customize.csv

RIG, TEAER at_customize.csv B SEAE DA T 0]

o BEE XHH P4 X Name 1 Type AW, {H SubType. Offset il Size HJPATE I,

o WIREFHEEBM— P2 IX, ek E e 2% 2 4LFE ESP-IDF (esp_partition.h) HjE
X

- WRC &L, WHRFF Type {55 ESP-IDF [fH[H .

- WRKRE L, HFF Type WEH 0x40,

o HFr X Name AR 16 SF5,

e at_customize 4} KFERIAK/INE XFF partitions_at.csv FEH, FIHETH 40 IR IR AS 2268 75 B o

5.10.2 ‘Epk at_customize.bin

&2 at_customize.csv J5, A PAE T 4R1%F ESP-AT LR [ python IA gen_esp32part .py KA
at_customize.bin {4,

R A, #E ESP-AT TR H SR FHATPA a4, B4 INPUT FI1 OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT Frii M RFARNTIY) at_customize.csv Bl 3 il SCIFAA A2 o
» OUTPUT Fff A iy — Ik CSV U AR, AnSRAms, K6l AR

5.10.3 %45% at_customize.bin £ ESP32 4%

FF at_customize.bin "N F flash . ST AR BE R SRS R ESP32 4y, TS H bRk AT BIfF 241
%o NN at_customize.bin SCPFF)F 2k

2 2: AEIBELH at_customize.bin 1T 2kl

P B S X7

ESP32 WROOM.32 0x20000 0xE0000

WROVER-32
PICO-D4
SOLO-1

e MINI-1
ESP32-D2WD

L] L] L] L]

TEFLBCEESLR ) A4 at_customize.bin 2% F| flash 5 A GEfdi fi—L8 AT fd:
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o AT+SYSFLASH: %3i93%,i%5 flash | 7 5 X
o AT+FS: XM A %321k

* SSL fR45#rtH K

* BLE lR&5#rAH XS

5.10.4 i

AT RUARE 2 R test 1Y 4 KB 43 X% ESP32-WROOM-32 #i4 i,
B4k 3] ESP32-WROOM-32 [ at_customize.csv 3%, W B H/ XK Name, Type. SubType, Offset A

Size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3D000, 4K
fatfs,data, fat, 0x70000, 576K

84, BT BSP-AT A%, i#¥E ESP-AT 4R H 5% N 4T python IZ< 4 i, at_customize.bin.

python esp-idf/components/partition_table/gen_esp32part.py —-qg ./module_config/
—module_esp32_default/at_customize.csv at_customize.bin

X5, ESP-AT 8 H 44 i at_customize.bin.
=4, T2 at_customize.bin % flash,
1E ESP-AT TR H SR FHATPA T a4, 4k PORT A1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD —--before.
—default_reset —-—-after hard_reset --chip auto write_flash --flash_mode dio ——
—flash_size detect --flash_freq 40m 0x20000 ./at_customize.bin

* PORT #4 Ay 124 FK o
* BAUD B il e,

511 dufaf 1 ESP-AT LK Hiie

511.1 Hifk

AR FAEHE T M S ] ESP-AT Ethernet, Ff i ff AL, R UNTARIA 2 A5 ) o

511.2 45—3b: FAlE IRt

1. ./build.py menuconfig -> Component config ->AT -> AT ethernet support B PA
KFLIfE .

2. ./build.py menuconfig->Component config->AT->Ethernet PHY &P KN PHY,
VEFEPAKIM PHY UL 25 PHY BL % .

3. EHRE esp-at TR (5% kbt ESP-AT T42), 528 s PR 81T B AT

PHY fic¥i

i) . /build.py menuconfig FLEDAKFHEE H A PHY Rk, 2 EUERF ARG (R 68 AN [F] 14
BE A AN o
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Espressif 145 7785 {4 DA M I % M BRIA B Bic A2 6 A IP101 PHY bk, ESP32 AT fiz 2 SCHEPUFPDAK K
PHY: LAN8720, IP101, DP83848 fl RTL8201, [T TI{& F4Er=, TLK110 PHY L&A ZHE.
SRR A PHY, {52:2% ESP32-Ethernet-Kit V1.2 A 1455 #7511

5113 55 EHIFRBIFILA

S5 R MOB I IR B B %, T RM 3% % DHCP #53R 2 I TP . st 4 I 1P
MR, W 2 T A e )2 o S840 PC ping il I 4R

512 W HEIm—A- BB 5 by

ESP-AT TR #r 2 A, HH T AWt &S0 factory_param_data.csv #l module_config, 324
T ESP-AT TRECRHF6 (RS R &) . B DA ST L SO L

ta | E4E IABLE X
ESP32 ¢« WROOM- * module_config/module_esp32_default/sdkconfig.defaults
32 * module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
e MINI-1

ESP32 | WROVER-32
» module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
* module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32- | ESP32C2-2MB

. dule_config/module_esp32c2-2mb/sdkconfig.defaults

c2 H#: 2 MB modu'e_contig 5P g
g}ﬁa&? ESP32- ¢ module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
C2 (ESP8684)
EY))

ESP32- | ESP32C2-4MB

© (B 45 4 4 MB * module_config/module_esp32c2_default/sdkconfig.defaults
flash [f§ ESP32- * module_config/module_esp32c2_default/sdkconfig_silence.defaults
C2 (ESP8684)
#51)

ESP32- | MINI-1

3 * module_config/module_esp32c¢3_default/sdkconfig.defaults

¢ module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C6-4MB
c6 (B 4 W 4 » module_config/module_esp32c6_default/sdkconfig.defaults

MB flash ¢ module_config/module_esp32c6_default/sdkconfig_silence.defaults
ESP32-C6 &41)

T

e« M4 /build.py menuconfig H [ silence mode F 0 B}, X BLH 0y E B SC4H
sdkconfig.defaults,
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e 24 /build.py menuconfig W silence mode iy 1 W}, XMV B He B i & 4R

sdkconfig_silence.defaults,

WA EAE ESP-AT TAE AN ESP32 410 30HF, WIFG 2B X U e B30, LAkl “ESP32 ##
NI

o ESP-AT T FE%f A e Se A, 4% ESP-AT TU3ih B AH L Fr BB, AR & B A Bt H AR
Ho, EABBGRNEY, PR TERER, SR AMER.
» ESP-AT TRECIER SRR, (B P Z B MGERA B &1

ASCRFF UL AT e ESP-AT TAE ol ESP-AT LSRRk ESP32 0 R S B A RTZE S0 8F, R 3ChA
A hnxs ESP32-WROOM-32 .5 A1, %441 ] SDIO M A2 #kikr) UART #2H .

* J& factory_param_data.csv e 243 8
o 157X esp_at_module_info #E #)1k

o B E AR I

5.12.1 At factory_param_data.csv ZR N4 15 8

FTHFAHY) factory_param_data.csv , FEFRMERGHA T, RIELRTFEREM LS. RO, KA
¥ platform &% E N PLATFORM_ESP32, module_name ¥ N WROOM32-SDIO, HAWSHLEEN
TR (BREGESE LT AHRENE).

platform: PLATFORM_ESP32
module_name: WROOM?32-SDIO
description:

version: 4

max_tx_power: 78

uart_port: 1

start_channel: 1

channel_num: 13
country_code: CN
uart_baudrate: -1

uart_tx_pin: -1

vart_rx_pin: -1

vart_cts_pin: -1

uart_rts_pin: -1

5.12.2 {&gX esp_at_module_info &5

1E at/src/at_default_config.c F1HJ esp_at_module_info ZEMEFTRNIE & XEHER .
esp_at_module_info Z5MA4EMHE OTA FFHIGIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

PR oTA ThiE, IRAE — A% ota_token FIE=/13% ota_ssl_token Wi%iX& N NULL,
FH—Z4 module_name I factory_param_data.csv 34 H1H) module_name —F(.

FHEBWNGEH esp_at_module_info ZEM,
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static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF _TARGET ESP32)

#endif
#if defined (CONFIG_IDF _TARGET _ESP32C3)
#egéif
#if defined (CONFIG_IDF _TARGET ESP32C2)
#endif
#if defined (CONFIG_IDF_TARGET _ESP32C6)
fendif

#if defined (CONFIG_IDF TARGET ESP32)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<.SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

bi

ﬁfCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%H%fCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XL 304 at/private_include/at_ota_token.h H

#i1f defined (CONFIG_IDF_TARGET_ESP32)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

5.12.3 ¥R SCAE

6, #A module_config U3, AN — AT SO I ok A7 UBE AR I L B S (SO SR k7
), SRIGTEH P AR E {4 IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults A f
sdkconfig_silence.defaults

A A, FATE RS M module_esp32_default SCHFJ K H b gy Bl E SO, HEGAH N
module_wroom32-sdio. FEAGIH, Hl'E 3 {} IDF_VERSION, at_customize.csv fil partitions_at.csv F555
Bk, Fefil1H &k sdkconfig.defaults il sdkconfig_silence.defaults :

* ffifl module_wroom32-sdio U T RFE, FEBGUFEE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_wroom32-sdio/
—partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/
—at_customize.csv"

* fii] SDIO i, #%[% UART FLE
- #Fk UART [iCE:

’CONFIG_AT_BASE_ON_UART=H

— B4 SDIO FilE

’CONFIG_AT_BASE_ON_SDIO:y
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SE R R IE, W EE BT 413 ESP-AT LREAE LA B (4. AGd, RATERE TR, Mk
PLATFORM_ESP32 Hl WROOM32-SDIO A SiAbi2H [ {2

5.13 ESP32SDIO AT {5/

5131 W4

ESP32 SDIO AT fii /f] SDIO Hpsliftf7iii, H ESP32 % SDIO slave 5 MCU #4713 .
SDIO A fifi fj —£k e Uiz, F£/FE5 4 iRk CMD. CLK. DATO £l DATI,

o XTLBI, BRI 44 CMD. CLK. DATO F1 DATI, JLt DATI {EJ kit ;
o MTFPUSAR, LN DAT2 Fl DAT3,

SDIO slave & U1 frs

CLK: GPIO14
CMD: GPIO15
DATO: GPIO2
DATI1: GPIO4
DAT2: GPIO12 (PuZk)
DAT3: GPIO13 (Py4k)

5.13.2 i A SDIO AT

AEW R SDIO AT {52 i, #JEH%1 SD Pull-up Requirements A4 4f ESP32 BEFFIATAL I, #0)
SDIO S il 22 5

Slave il

AT T H BN ] UART {E-NA&E® A R, RAILAE T . /build.py menuconfig -> Component
config->AT -> communicate method for AT command->AT throughSDIO @]}ﬁ&j’yﬁﬁ SDIO ﬂf

NP Z RS esp-at TR, BESHI Iz

Host

ESP-AT #3441t 7 ESP32 I STM32 /£ SDIO host ] at_sdio_host % R, %}F ESP32 (%% w6, AJPA
i AT TR esp-idf IRASBEATHR 0% X T STM32, FRATHEAEA 7 5T STM32F103ZET, 5 fii
Keil5 T4 P05 .

T HALFG, ATAS X AR Bl TG I -

5.13.3 SDIO A& H ik
Host il

1. W4k 4k SDIO host
* SDIO host ¥ 4fifk £ s SDIO VM HI iR e, W5 E | &alk# 4 2. SDIO S, #lihfk SD
mode.,
2. frrg SDIO iR,
o XS FEH IR SDIO spec MUARIERIZK, R SDIO slave 17 S 4L
o FRRIFR IR, IR SDIO host fl slave [RIHJE )/, P4, TR 2% RF slave #IURILTE AL
Ja IR . — % host XTEJS BB MMIER], “51F slave JHZh5E AL, FIFUATIRT SDIO @15 .
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3. BlcEdE
o FRMCEE  EEE I DATL ()R W (ES . 482003 k{55 5, host SEHCH I 2T v 7
&%, WRAWHE slave HHFRE L%, host 21 FH CMD53 B2HL slave % -
4. RIEEE
* SDIO AT DEMO Ht, ZakBdfimat 5 A, S8)5 host i ff CMDS53 R4 Acikid 2 .
. %E?E%E’J%7 QR IR, 24 P fE slave fIll B0 555, GRS host Al slave 75 BLEFH] 1A
1k, SDIO.,
o JEVH I AT+RST 53 AT+RESTORE %), host il slave [ FEEZE H# 154k SDIO.,

Slave il

SDIO slave ¥ 4b3H 5 SDIO host 231L), slave #E42 Uk F] SDIO host % ARG, 80 AT core FH550E &
&4 AT core HHTALIR, 7E AT core ZL¥R5E )5, FR%EEHR4T SDIO host.

1. #¥14&4k SDIO slave
e J# sdio_slave_initialize #J4{4{k SDIO slave driver.
e i1/ sdio_slave_recv_register_buf HEHHER AR buffer, 5T nbuizlsE Z, HabiE
W T 242K buffer.
o JEH sdio_slave_recv_load_buf f#kNIMIFENHE buffer, HEABAICEEE.
* sdio_slave_set_host_intena I & host B] I i, FIH B A EHEPRE L% T
Hfﬁ SDIO_SLAVE_HOSTINT_SEND_NEW_PACKET,
* Jiff] sdio_slave_start FERE: EIF IR A% .
2. KRR
* [A# SDIO slave % 3% ByHHE S BARIERERE DMA 500, FTDAGE 40 AT P 82 Ul 31 a] 9
DMA P NAAEY, X1 sdio_slave_transmit #fTk %,
3. B
* i T AR SDIO ¥l £ 445 AT core %, FEJHA] sdio_slave_recv 21§ SDIO %4k
Ja, R TG EEIARF RN I BdE L i 2] AT core.

514 sz BE OTA F14

ATCR i S ANl ESP32 R IBLRSCIL OTA JH. H T, ESP-AT #3f ARG SR LA =Fh OTA
iy . BRTDMRIE H TR IEFSE A H) OTA fird.

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCREEEHIANR Fr s -

o OTA 443t e B R 93
o 1% B ESP-AT OTA 44347 OTA F+2%

5.14.1 OTA fir X H B i 5%

AT+USEROTA

iy -l URL SCBL OTA Jh4%. fn] ATHRE U EAE HTTP R348 BRI, H iz 00 R A
IRTIVGR . 5% AT+USEROTA JUELEH .

BT a4 ETH B EX S, B DLl B at/sre/at_user_cmd.c JEACHE R SEIiZ M4 .
Aol VAT ERZ/b=s I A

1. B4 T ACK HTTP }552%5 .
2. fmpsidRE URL,
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P

o WUERGTIRAGEF AR R XA E N, FETHRGERUS , @I REJCIA(E 1] AT+CIUPDATE fiy
ST, BRARGEH RIS A AT+CIUPDATE #4T OTA H45 618 T H O34

AT+CIUPDATE

It 4 ] iot.espressif.cn {4 BRIA HTTP R 45 4% . %6 & AR AT AR 74 X, a8 0] AT
at_customize.csv HE LA P H & XK. WEREMH AR RFELGIIRA, ZaddRETH%
FRFBRMMIRA . 5% AT+CIUPDATE 3REUCEZ(5 H .
iz a9 E X bin S0, HEFELF R Z—.
1. ff iot.espressif.cn B b W) HTTP iR 5595 , I B4 B i . nfu] SC 88 H . #9 AT+CIUPDATE
2, £ at/src/at_ota_cmd.c,
2. 1t iot.espressif.cn _L@IE—AN ey, JEEIL E 4% bin S0rE. (Wi B @70 Bk g iz 18
1R BIRS 2% EOIEN S .) 55515 Al AT+CIUPDATE # 47 OTA #+ 48 3BUE 25 B,

ARt D)VAIERZ/b - I

L B RLRE R ARk, NI SRE KA.

2. BARI G A e U bin SCPE, U E K HTTP #5575

3. A ACK HTTP 3575 B VI RS XA, B4 2T AE at_customize.csv SRRz Y
) s Lo IX .

AT+WEBSERVER

B LT RSB N T AT . FI, Vo LT R IS 90 6. 2ETFAA T
G2 T web IS B FHBLHIAT AT IS MBIFL IS 201 - 4TV 5% AT+ WEBSERVER
i Web Server AT 18] FREUH 2215 & .

KT SCEAEE OB HTML W6, 155% 56 fs_image/index.html., 4 T SCHL4 H O 49 AT+WEBSERVER
2, H&% R at/src/at_web_server_cmd.c,

AR CISATEE SURE
I, B ) RPN OTA FHak, ARl IEE R4

iR

o WERETHEE AR S R AR E A, FETRSEUE, EnTREJCIA B AT+CIUPDATE fiy
T4, ARG IR 1E A AT+CIUPDATE # 47 OTA J-48 A7 T H C Y4 -

5.14.2 {§iff] ESP-AT OTA Wi A 11 OTA T4
i)l AT+USEROTA 347 OTA F}4%

%% AT+ USEROTA JJUE 245 ..

{5l AT+CIUPDATE #E4F OTA J}-4%
L AT+CIUPDATE i %+ 1 78 L bin S0, B 5EZA 2R/ bin SCHF %3] iot.espressif.cn I H.K
H ) token {H . DA BSR4 IA T AT 7E iot.espressif.cn 8@ 45 H L A% bin 3L,

1. ¥TFF M3k http://iot.espressif.cn B https://iot.espressif.cn,
2. phMTUE EARY “Join”, A4 T, HEAEHIHEFIED
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o0e® < m = ft 0] iot.espressif.cn &

@ o
My tasks - Team Work  ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems S E
lotBucket #Start - Join  Login
& 21: FTJT iot.espressif.cn ¥}
lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join
& 22: il A iot.espressif.cn
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i
o U Join IRER AR PR, WA i I6E, HEER KA.

3. AN BN “Device”, SRJG 5T “Create” RA|IE— A,

Iot' ESpreSSlf Device Product i Start ~ 2 weiyuanjia ~

-
Devlce search device name, serial, key, e product ] & Export <+ Create

'

iot_test

Id 147469
Serial 107¢7503 &
()  8daysago

K 23: fid “Device”
Iot‘ Es preSSif Device Product i Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+

Privacy © Private Device
Public Device

Product

4r

Create Batch Create?

& 24: 53k “Create”

4. MREBIH BN G A NS, W E TR
5. B R 4k G5 OTA bin SC{, FiLHE: AT OTA token ZHIR AL AN FANFIR -

#%7E: WM SSL OTA, #£1ii “The SSL token for AT OTA” 125 Bl &,
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|0t' EspreSSif Device Product it Start ~ 2 weiyuanijia ~
3 Device {id: 1 ial: 0f035413 }
# ot test (@

Private Device Not Activatedunactivated
P {id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
896eba@bd8f7c3b3ea5f2d0df6a906e7@del2d2e

| 2017 years ago |

2695e0e@406b8a816ca2b38b286e@27ccf2deald us developing
e Key 5802d1@b6ee86c617583371a%e4faf4fe@942f2c
~
Datastreams Request Logs o
1 walit for request...
+ Create

R Key set you as owner

Meta-Info @

master 5802d10bbee86cb17583371a%4faf4fe@942f2¢ (maste

owner 7109246496617d2482c6a3b38498119f81734162

+ Create

B 25: AL —

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config ——->
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help > < Save > < Load =

& 26: Fil B AT OTA token %54H - S48 1
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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6. wiiy “Product” #EAM L, 41 FQIETR . BdIER %%, £ “ROM Deploy” " AMUAFI corename.

FEAPIR S HY bin UPFE TSN “otabin” FFLRTF

IDt' ES pFESSif Device Product i Start - 2 weiyuanjia ~
PrOduct search product name, seral, dest product L status s
Id J867
MName esp iot test
Serial Bbiddd7al @ (in B hours)
Status developing
Description
Activated / Total 0r2
9 Product {id: 3867, serial: 6badd7a9 }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing..
Activated / Total o/f2
0%
Datastreams ROM Deploy
+ Create
version vi.0
beta
corename int test
upload rom files, support max 10 files 4
sy | ootabin
&) 28: %y AJRASFI corename
i

FE E 43X bin SCAERPTT
o XIF corename FE, MFEBAUUH T BIEIX 43 bin (4

. ﬁﬂ%féﬁﬁ%ﬂé& at_customize.csv HE LM P HE LXK, HFER ota.bin Bl H

7. Hiify ota.bin FFHLRAF N L HIRA -
8. TE¥ s LisfTAT+USEROTA fip % WPRMZEE ISR, F5IT4h OTA JH.

[iRAH
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9 Product {id: 3867, serial: 6b4dd7ag }

Id

SBET
Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status developing...
Activated / Total o/s2
Datastreams ROM Deploy
e vi.0
choredbeta): v1.0 codenamediot)
i o bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

o WE FALH] iot.espressif.cn [y bin SCAFZ TR, EEAE AT RN :
- WERFAG app 471X, #HKF bin XL E N ota.bin.
— WERFFHH A & LA IR, 3R bin U4 IRE A at_customize.csv H1f) Name B¢,
man, WRFY factory _Param 43X, {EHHRE N factory_ param.bin,
» ESP-AT RFH B A 7E 4 il OTA Zr X, sxX#E, Bl OTA T REAMNRE K, JFlh ESP-AT
P IE R 21T, (X T B 5K, BT ESP-AT (A &t , i/ NMOF9.
o ISRIEFT RN —IF UG TG F e i bin S0, IR 206K pIGIRAS, siR %8 OTA token ¥ ¥
b H &Y token i,

f#iJl AT+WEBSERVER 347 OTA 7}4%

5253 AT+ WEBSERVER 1 Web Server AT ) $REUHE 25 8.,

515 il ESP-IDF JiiiAs

ESP-AT [ {45 T REEW I T A AESE (ESP-IDF), f3ANWUA ) ESP-AT [ 4% i 5445 1 ) ESP-IDF fit
A, GRFEET ] ESP-AT TFEERIA R ESP-IDF it , ANEE 558 ESP-IDF fift4s, [A°4 libesp32_at_core.a
JIC)Z 1) ESP-IDF fift4<5 ESP-AT T.#2[) IDF AR —Z0] GE 2 FEE 0 B R AE -

B2, FERSERFRIE N, ESP-IDF [R/NGRAS B3t il B4 A T ESP-AT T2, WIRETFTFEEH, AL
rEN S .

ESP-AT [& {4 %} i ] ESP-IDF {4 Sk #F IDF_VERSION 34, X %6 3¢ {4 4 7 #F module_config
SCHE IR BN A B2 SR e i % SO Rl R T B A [ 4 By B T ) ESP-IDF [ 4> 2. R

ID 14 B bk, i 41, PLATFORM_ESP32 F- & [f) WROOM-32 #i 4 ) IDF_VERSION {i F mod-
ule_config/module_esp32_default/IDF_VERSION,

WAy ESP-AT [B|{F 57 ESP-IDF AT, i # MDA AR AE
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o FFMIZ ¥ IDF_VERSION {4,

o MRPETEEEHH A3, #1252 1D F L.

o MBr esp-at WHFFIEA R esp-idf, DA F IR H 56 5k IDF_VERSION H1H5E 1Y
ESP-IDF 45,

o T Y% ESP-AT T 72,

R, 24 ESP-AT JiUAF ESP-IDF JRARIEHL, St S an T .

’Please wait for the update to complete, which will take some time

5.16 ESP-AT [i|{F% R

AT LR T[] — ESP32 RN AT [P SCR a4 BEPF . B I 2257

5.16.1 ESP32 %I

AR LRVAT ESP32 251 AT [ X 531

« ESP32-WROOM-32_AT Bin (#4<%5{i#52y WROOM Bin)
« ESP32-WROVER-32_AT Bin (A5 WROVER Bin)
« ESP32-PICO-D4_AT Bin (A%5f#5> PICO-D4 Bin)

« ESP32-SOLO-1_AT_Bin (<% f#i#:2% SOLO-1 Bin

« ESP32-MINI-1_AT Bin (Zf#5>}y MINI-1 Bin)

« ESP32-D2WD_AT Bin (A&7 D2WD Bin)

BE H1 R0 S

TERI M TE TG ESP32 251 AT BB R a9 5 (1] &0 F0R) - BRIAA SCRHE AT DATERL
EAIAiF ESP-AT TRYG LH Mm% (O 30R). ZaRFmmeE (8O FR), FRILASIH
War RN TERATFI A oM. LKA ECE AT B, SRR B, FEALT
GiiE. EATHIER ECEICTA AR 8 B O RS54t AT OTA TH4L.
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mYE

WROOM Bin

WROVER Bin

PICO-D4 Bin

SOLO-1 Bin

MINI-1 Bin

D2WD Bin

base

user

wifi

net

MDNS

WPS

smartconfig

ping

MQTT

http

ble

ble hid

blufi

bt spp

bt a2dp

ethernet

FS

driver

WPA2

WEB

OTA

W22 5

w1

WROOM
Bin

WROVER
Bin

PICO-D4
Bin

SOLO-1
Bin

MINI-1 Bin

D2WD Bin

Flash

4 MB

4 MB

4 MB

4 MB

4 MB

2 MB

PSRAM

8 MB

(]

(]

(]

UART %
L

TX: 17
RX: 16
CTS: 15
RTS: 14

TX:22
RX: 19
CTS: 15
RTS: 14

TX: 22
RX: 19
CTS: 15
RTS: 14

TX: 17
RX: 16
CTS: 15
RTS: 14

TX: 22
RX: 19
CTS: 15
RTS: 14

TX: 22
RX: 19
CTS: 15
RTS: 14

S HEIELE]

NERIN T AR ESP32 251 AT BB SR B0 R (1

idarpy T A BBUGSFRRIBA (] & F2R), PARGEEAR SR (

FIBELL, VT DAAR M %35 ESP-AT 142 B UU TR BB E G .

VUART T 78 X, PSS Tt & AT 50 .

H

)
O %

« BRAA SRR EAT A
R) o KT TR
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T

WROOM
Bin

WROVER
Bin

PICO-D4
Bin

SOLO-1
Bin

MINI-1
Bin

D2WD
Bin

ESP32-WROOM-32

ESP32-WROOM-32D

ESP32-WROOM-32E

ESP32-WROOM-32U

ESP32-WROOM-32UE

ESP32-WROOM-32DA

ESP32-WROOM-32SE

0000000

ESP32-WROVER-E

ESP32-WROVER-IE

ESP32-WROVER-B

ESP32-WROVER-IB

ESP32-WROVER

ESP32-SOLO-1

ESP32-D2WD

ESP32-MINI-1

ESP32-MINI-1U

ESP32-PICO-D4

ESP32-PICO-V3-ZERO

ESP32-PICO-MINI-02

ESP32-PICO-MINI-02U

00000000

517 dnfaf M\ GitHub b # @it AT [ 1

Hi T ESP-AT 1& GitHub _FJH ] CT (FrBEm) , bR AURD Bt % B GitHub #2421 ESP-AT [ {11
I A o

R PER I RIRRA AT BPE, & 28RS O Cry™ b B T A% IS RE -
WIRAFAE P ERWIPECL B b &R EEE, TR 2L T RE R R il .

PATR P gR A Ay A GitHub R 2ol A AT [

1.

b

SN

BRI GitHub K-S

EIFIAZ B, W GitHub WS R T 2 [ PR S8 AR

FTFFMI T https://github.com/espressif/esp-at

M “Actions” 3£ A “Actions” TJH

sl “Branch” JEHEHEE 7 3¢
BRI master 43 3. QERGEAE BdE 8 S S [ENF, il “Branch” iE A SR E 43 3¢
I workflow T JH] .

G workflow 3 A workflow T ]

FFHRZN B A e, fE Artifacts GUE HP A I B4

FT N B SR I RCAS AT [ £

il WEREHE Artifacts TR BCAREIN VAR, W SHESP-AT B4 £ 5% PEEURE
AT T
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B espressif/ esp-at @Waich ~ 44 7 Str | 371 | Y Fork | 251

<> Code () Issues 50 i Pull requests 4 (®) Actions [T Projects 00 wiki @ security ces

¥ master ~ Go to file Add file ~ About

AT application for ESP32

e xcguang Merge branch 'docs/update_how_to_customize ble... .. + Gdaysago Y0 1,473 ESP-IDF & ESP32S2 ESP-
IDF & ESP8266
B .github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS SDK
8 components feat(core): Update at core version to 8789daa0 7 days ago espa266 esp32  wifi
B docs Merge branch 'docsfupdate_how_to_customize_... 6 days ago Dle  spi uvart  ethemet
. esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
& View license
I tools feature: Support compile on windows OS 7 months ago

I 30: ESP-AT GitHub ‘[ /7 51 i

H espressif/ esp-at @Watch ~ 44 | ¢ Star | 371 %P Fork | 251

<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae

¥ master ~ Go to file Add file About

AT application for ESP32 ESP-

e xcguang Merge branch 'docs/update_how_to_customize_ble_s... -- + Gdaysago 1,473 IDF & ESP32S2 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

& 31: f55F Actions
Espressif Systems 367 Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 5. WA 4RI & H O AT T2

H espressif/ esp-at @Wakch ~ 44y S| 371 %9 Fork 251
<> Code () Issues 50 11 Pull requests 4 (@ Actions [ Projects M wiki @ Security [+ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
%, clciCl Q Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docs/update_how_to_customize ... T ] 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.6.0 espas [ 7 days ago
CIC++ Cl #270: Commit 7135f05 pushed by igrr G) 6m 44s
© Merge branch 'feature/update_at_core_esp8266'i... LT AP CHEL T P, [ 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr G) 8m 47s
¥ 32: Actions T [fj
All workflows
Showing runs from all workflows
Q branch:master
224 workflow run results Event = Status - Branch = Actor =

Filter by branch

Find a branch

@ Merge branch 'docs/update BLEADVPARAM_param... .
master
ClC++ CI #285: Commit b492079 pushed by igrr [
© Merge branch 'docsitrans_compile_project_and_ad... .
master
clC++ CI #283: Commit e5ca22e pushed by igrr
© Merge branch 'docsitrans_four_compile_develop_d... .
master
CIC++ Cl #282: Commit cc39436 pushed by igrr
@ Merge branch 'docs/update_copyright_year' into 'm... =
master
CIC++ CI #281: Commit c6c38fb pushed by igrr
@ Merge branch 'docsl/fix_firmware_diff_doc' into 'mas... .
master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

Merne hranch 'darsladd cinstate command' intn 'm

& 33: ;HiF Branch

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3
release/v2.2.0.0_espB8266

test

[ [T = Py
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Workflows All workflows

All workfl Showing runs from all workflows
workflows

Py Clc++Cl Q. Filter workflow runs

271 workflow runs Event ~ Status ~ Branch - Actor =

@ Merge branch 'docs/update_how_to_customize_ble... = B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
Merge branch ‘feature/lupdate_at_core_esp32' into ...

° g P - —esp. release/v2.2.0.0_esp32 ETMYS agoe
CIC++ CI #270: Commit 713505 pushed by igrr @ 6m 44s
Merge branch ‘feature/update_at_core_esp8266" into...

° g P - —esp! release/v2.2.0.0_esp8266 ETMYS agoe
CIC++ CI #269: Commit 48e0237 pushed by igrr @ 8m 47s

K 34: i fE Y Workflow

@ Merge branch 'docs/update_how to customize ble services' into 'master’ C/C++ Cl #271

Summ
GD ary Triggered via push & days ago Status Total duration Artifacts
o 2 igr pushed - ec5792h master Success 6m 255 1
obns
@ build-esp32-wroom-at
; main.ymil
@ build-esp32-wrover-at y
on: push

@ build-esp32-pico-d4-at

build-esp32-solo-at
o p @ build-esp32-wroom-at 4m33s

@ build-esp32-dzwd-at @ build-esp32-wrover-at Sm 40s

@ build-esp32-mini-1-at @ build-esp32-pico-dd-at  5m30s
@ build-esp32-gcloud @ build-esp32-solo-at 5m18s
@ build-esp32-at-full-function-test @ build-esp32-d2wd-at 5m27s
@ build-esp32c3-mini-1-at ®© huild-esp32-mini-1-at 5m25s
@ build-esp32c3-at-full-function-test © huild-esp32-gcloud 5m30s
@ build-esp32c3-qcloud @ build-esp32-at-full-functi... 5m46s

@ build-esp32¢3-mini-1-at 5mis
@ build-esp32c3-at-full-fun... &m 11s

@ build-esp32¢3-goloud 5m32s

&l 35: f2:ErH Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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518 at.py I.H

at.py LH M T& ek ESP-AT & J7 &1 i & 4. GitHub I [E {451 2MB/AMB  [&] {4 H (1) 2 fh 2 50L&
X LU E AR WI-Fi BiUE . IF BAISANC S . UART Bl & . GATTS FlE %, 48R 00 B T0 300 2 0
SORBY, Al PAMEH at . py L HABBE L X S S5

5.18.1 {R4ILER

AR TR, SE at . py TR B AECEB SO S R R . IR SE R Linux
R -

Vo3

. Python 2%

D atpy F X,

©oatpy AL

:at.py 15 BV P ey BT F )
DB

T3 ¥

¥
S

BB

5.182 45 —-: Python 4¢3

WEAREAH T 222240 Python, TR DABKIT B BR. 500, ARSI Python B J5 SRS, 5¢ 8 Python 1) 2
2. HEE R Python 3.7.0 S s wi A .

TR, B PAERI2FTH A python --version, # 7 Python fiiA.
5183 45 2b: atpy F#k

Vi) at.py UL, smiifi Download raw file $%§ll, ¥ at.py UM NEEIAH.

5.18.4 452 at.py JHIEBEW]

Yl at .py XFRHESREAHTHSEECE, HEMITTHA python at.py modify_bin —-help,
B SR R A B U

5.18.5 MU at.py PR AL E R B

Wk Wi-Fi it %
WEHGEE Ao B AR E
%7 UART Be %
142 GATTS e B

il

o BN DNRA BRI SEECE, BN, Aal AR S Wi-Fi il B R0EE 3RS 4T6 E .
o FMEMMSHILE , MAF A AILAENE, HHOREHE AN SENLE 2 A .
o BUGIISENCE , 7524 0] mfg_nvs H3R N mEg_nvs.csv J1, F XN HIER.
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C (Y @& github.com/espress|
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Issues 116 Discussions Actions Projects Wiki ity (2 Insights

at.py

. ustcew History

: Code Blame
main

.glab-ci.yml

CMak

&l 37: "F# at.py SCHF
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& Wi-Fi it

B Wi-Fi 280 E AR R R

SH IhgE 1 AA
--tx_power Wi-Fi [ K & )% T WL ESP32 R II%
--country_code Wi-Fi HZ TR DL Wi-Fi B Z /X AR F 1 cc FEx

--start_channel

Wi-Fi i 18

HER I Wi-Fi [E XA H1 1Y) schan 2B

--channel_number

Wi-Fi [1) 5 51E 5L

TR L Wi-Fi [E 2/ XA 71 nchan 7B

B, BRI PAM AR S, B Wi-Fi K & 51203k 18 dBm, EZRMASN US, EIHEEN 1, &
fEEECH 11
python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 —--input factory_XXX.bin
o --tx_power 72: BAfij 72 0.25dBm, 72 /R~ 18 dBm
« --input factory_XXX.bin: i A ¥ [E{4 04
& CUE TS PN
24 AT AE AR R 8 B B A0 SRR -
S8 Ihge [R5 32
--server_ca TLS 55 #2208t CA -3 server_ca.crt
--server_cert TLS ik % #5ik1 server_cert.crt
--server_key TLS R 452105 4H server.key
-—client_ca0 0 EBX Funn CAEH client_ca_00.crt
--client_cert0 0B FimiuE client_cert_00.crt
—-client_key0 EESZ A AL client_key_00.key
-—client_cal w1 B il CAER client_ca_Ol.crt
--client_cert] %1 B P ik client_cert_O1.crt
--client_key1 EREST- Sy L] client_key_01 key
--mqtt_ca MQTT % iy CA jiEH mqtt_ca.crt
--mqtt_cert MQTT % Fig ik mgqtt_client.crt
--mqtt_key MQTT & it 2640 mgqtt_client key
--wpa2_ca WPA2-Enterprise % ) ¥ ) CA | wpa2_ca.pem
kP
--wpa2_cert WPA2-Enterprise 7% i Hlk45 | wpa2_client.crt
--wpa2_key WPA2-Enterprise % i) %54 | wpa2_client.key
Bitn, EATLAREH AR 4, B2 MQTT % iy CA k45, & P ik B4 .
python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt --
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin
« --input factory_XXX.bin: #i A F {4 304
& UART it ¥
B ek UART BLE, {UEHEAT 4435 0 1) UART B . PSS SEELE N R R
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S In&E 1iEA

--uart_num AT @4 1) UART 5 {UAE AT H & DRI AE AT ap - D), R 2q&
MBS [FBRIE R tx_pin Al rx_pin
RMIAT B &350 FEH—F.

--baud AT 4 IR JRAA(E: 115200

--tx_pin AT iy L) TX & T PRUEFRAE A BN 2 AL A A B 28

--IX_pin AT iy F1H) RX 45 1) T PRUE R A BN 25 LA A B o 5%

--Cts_pin AT 1y ) CTS 45 i) T PRIE RS B B B AN S AL b 28 . AN H
WA, B SECh -1,

--rts_pin AT @4 ) RTS & T RIE RS S A B AN S AL B b 2e . AN

TR, BURISECN -1,

i

B, GATPAGH AT a4, B0 AT a4 HBARRR N 921600, TX AN 17, RXAFHY 16, S5

python at.py modify_bin —--baud 921600 --tx_pin 17 --rx_pin 16 —--cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

+ --input factory_XXX.bin: % A1 E{E 4

&k GATTS [iti

BUCHT, SRR T B & UK T AR 5 SCRY, T/ GATTS ML # S gatts_data.csv HHY4F

By 3

TS GATTS JiC BT R £ 5

S8 Ihee

—-gatts_cfg0 BT gatts_data.csv SC{H index SRy O B)—1 78
—-gatts_cfgl T gatts_data.csv SC{EHT index O 1 —1 74
—-gatts_cfg2 HT gatts_data.csv SC{FH index SRy 2 BY—1 78
—-gatts_cfg3 T gatts_data.csv SCHFH index S 3 Y —1 74
—gatts_cfg4 B gatts_data.csv SCFH index O 4 B —1THUE
—-gatts_cfg5 T gatts_data.csv SO index 2 51— T4
—-gatts_cfg6 BB gatts_data.csv LR index Sy 6 H—4THUR
- gatts_cfg7 BB gatts_data.csv SCPFH index Sy 7 B—4T 8
—-gatts_cfg8 HT gatts_data.csv SC{H index iy 8 BY—1 74
--gatts_cfg9 SEHT gatts_data.csv SCPFH index Sy 9 BY—4T 4R

--gatts_cfgl0

T gatts_data.csv T index 4 10 f—F 78R

--gatts_cfgl1

P gatts_data.csv S index SR 11 i —F750RE

--gatts_cfgl2

T gatts_data.csv 0T index S 12 f—F T8

--gatts_cfgl3

B3P gatts_data.csv S index i 13 1 —1T50RE

--gatts_cfgl4

T gatts_data.csv SO index N 14 1 —F T80

--gatts_cfgl5

B3 gatts_data.csv 34 index iy 15 i —1THE

--gatts_cfgl6

BT gatts_data.csv SCPFH index 2fy 16 B—F75H

--gatts_cfgl7

B3 eatts_data.csv 34 index iy 17 i —1TH0E

--gatts_cfgl8

TP gatts_data.csv {1 index 5 18 f—F7%KHR

--gatts_cfgl9

BT gatts_data.csv S index 2Ry 19 —F 75k

--gatts_cfg20

BT gatts_data.csv SCfHT index 5 20 i —FTERE

--gatts_cfg21

BT gatts_data.csv SCPHT index 2Ry 21 —F7 5k

--gatts_cfg22

T gatts_data.csv SO index 4 22 B—FTH0R

--gatts_cfg23

T gatts_data.csv S index 2Ry 23 i—F 75

--gatts_cfg24

T gatts_data.csv 3L index N 24 — 1T H0RE

--gatts_cfg25

T gatts_data.csv L0 index S 25 f—4 T4

--gatts_cfg26

T gatts_data.csv U A index Sy 26 F—F T8

T

n

'~
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R3I-ZET

SH IhgE

--gatts_cfg27 AT gatts_data.csv U index SN 27 I—4T78dE
--gatts_cfg28 BT gatts_data.csv SCPEHT index Hy 28 B—F 75
--gatts_cfg29 B HT atts_data.csv U index SN 29 B —4T4dE
--gatts_cfg30 T gatts_data.csv SCFHT index 4 30 B —F T80

B, ERTLAE AT 4, B index 2 0 4714 perm ALFR.

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" —--input factory_
—XXX.bin

+ --input factory_XXX.bin: % A1 FE{E 4

5.18.6 5Tk Flfkkek

TERG: BEURT AT [E, SR B ™M AT IS U fE .
PR AFAF RO A ORI PR e T 8REte . TS 2T RERY AL

TR ] e A, SERUE R

5.19 AT API Reference

5.19.1 Header File

» components/at/include/esp_at_core.h

5.19.2 Functions

void esp_at_module_init (uint32_t netconn_max, const uint8_t *custom_version)
This function should be called only once, before any other AT functions are called.
S
* netconn_max —the maximum number of the link in the at module
* custom_version —version information by custom
esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)
Parse digit parameter from command string.
B8
* para_index —the index of parameter
* value —the value parsed
&Ml
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)
Parse float parameter from command string.
S8

* para_index —the index of parameter
* value —the value parsed

B
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* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S
* para_index —the index of parameter
* result —the pointer that point to the result.
A
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

B
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_ regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

B8
* custom_at_cmd_array —at command set
¢ cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%4 ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,

%% ops —custom operate functions set
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uint32_t esp_at_get_version (void)
get at module version number,
J&[A] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,
SH
* data —data buffer to be written
* len —data length
py |
* >=(: the real length of the data written
 others : fail.
int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
S
¢ data —data buffer to be written
* len —data length
S|
* >=(: the real length of the data written
 others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
¢ data —data buffer
* len —datalength

Bl
* >=(: the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,
24 timeout_msec —timeout time,The unit is millisecond.
Bl
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
&l
* >=0: the length of the data received
e others : fail
bool esp_at_base_cmd_regist (void)

regist at base command set. If not,you can not use AT base command

bool esp_at_user_cmd_regist (void)

regist at user command set. If not,you can not use AT user command
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bool esp_at_wifi_cmd_regist (void)

regist at wifi command set. If not,you can not use AT wifi command
bool esp_at_net_cmd_regist (void)

regist at net command set. If not,you can not use AT net command
bool esp_at_mdns_cmd_regist (void)

regist at mdns command set. If not,you can not use AT mdns command
bool esp_at_driver_cmd_regist (void)

regist at driver command set. If not,you can not use AT driver command
bool esp_at_wps_cmd_regist (void)

regist at wps command set. If not,you can not use AT wps command
bool esp_at_smartconfig_cmd_regist (void)

regist at smartconfig command set. If not,you can not use AT smartconfig command
bool esp_at_ping_cmd_regist (void)

regist at ping command set. If not,you can not use AT ping command
bool esp_at_http_cmd_regist (void)

regist at http command set. If not,you can not use AT http command
bool esp_at_mgtt_cmd_regist (void)

regist at mqtt command set. If not,you can not use AT mqtt command
bool esp_at_ble_cmd_regist (void)

regist at ble command set. If not,you can not use AT ble command
bool esp_at_ble_hid_cmd_regist (void)

regist at ble hid command set. If not,you can not use AT ble hid command
bool esp_at_blufi_cmd_regist (void)

regist at blufi command set. If not,you can not use AT blufi command
bool esp_at_bt_cmd_regist (void)

regist at bt command set. If not,you can not use AT bt command
bool esp_at_bt_spp_cmd_regist (void)

regist at bt spp command set. If not,you can not use AT bt spp command
bool esp_at_bt_a2dp_cmd_regist (void)

regist at bt a2dp command set. If not,you can not use AT bt a2dp command
bool esp_at_fs_cmd_regist (void)

regist at fs command set. If not,you can not use AT fs command
bool esp_at_eap_cmd_regist (void)

regist at WPA2 Enterprise AP command set. If not,you can not use AT EAP command
bool esp_at_eth_cmd_regist (void)

regist at ethernet command set. If not,you can not use AT ethernet command
bool esp_at_ws_cmd_regist (void)

regist at websocket command set. If not, you can not use AT fs command
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)

Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,

but it just supports one character now.

%% terminator —the line terminator

B

Espressif Systems 378 Release v2.3.0.0-esp32¢3-615-g7f3a78bdbd
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 5. WA 4iFHIF & H O AT TR

* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return stringis “\r\n” .
#&[A] the command line terminator

const esp_partition_t *esp_at_custom_partition_£ind (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.
S
* type —the type of the partition

* subtype —the subtype of the partition
* label —Partition label

JR ] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (wvoid)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len esp_at_port_read_data(data, data_len);
// TODO:

%4 callback —which will be called when received data from AT port
void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

5.19.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command
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Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected
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struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)
callback when AT status changes

void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before enter modem sleep and light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

5.19.4 Macros

at_min(x,y)

at_max (X, y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)
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ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch

ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch

ESP_AT_CMD_ERROR_PARA _INVALID (which_para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT CMD_ERROR_CMD_EXEC_FAIL (result)
the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

5.19.5 Type Definitions

typedef int32_t (*fat_write_data_f£fn_t)(uint8_t *data, int32_t len)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

5.19.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:
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enumerator AT_DISABLE_SLEEP

enumerator AT_MIN_MODEM_SLEEP

enumerator AT_LIGHT_SLEEP

enumerator AT_MAX MODEM_SLEEP

enumerator AT _SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA_ NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail
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enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT _SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT_PARA_PARSE_RESULT FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_ PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT_ OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_ RESULT_CODE_OK
13 OK 7

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT_ RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status
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enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT CODE_MAX

5.19.7 Header File

¢ components/at/include/esp_at.h

5.19.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)
get current module id

void esp_at_board_init (void)

init peripheral and default parameters in factory_param.bin

bool esp_at_web_server_cmd_regist (void)

regist WiFi config via web command. If not,you can not use web server to config wifi connect

void esp_at_main_preprocess (void)

some workarounds for esp-at project

void at_nvs_flash_init_partition (void)
init storage mode of at parameters

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)
get storage mode of mfg parameters

]| at_mfg_params_storage_mode_t

5.19.9 Macros

ESP_AT PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

5.19.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS NONE
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enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION
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7.1 AT 54t

711 RGBT IR AR, RIS T A B ?

WIERAT B+ TEAT B BRI R [, ST %5 B AR % -

o AR RIS IC B AL RO [ (- (R ESP-AT B A 2 5% ) o
© BF HILLAF LB EMH .

712 WARI AT [SfRDRES 7

esp-at 1l H DAYE AR AN T4 136 R A 28 A T AR B G P vh 40 e« BRI PE (LT esp-at/
components/at/lib/ HRT) ZMIRRY, FIFEITE.

7.1.3 B ECE AT BIPEmn PR ?

o sk TR Na Flash N T H..
o BESRHINLIE S FHAT T Hdsd.

7.1.4 W4y ESP-AT 4k i RO BAT bin 34 7

AT DA Flash T3 TH ) combine #8179 A

7.1.5 iy ESP32-WROVE-E B4l L, Hin3TEREE R “flash read err,1000”
fH 2 7 Bl AT a5 4 ?

« ESP32-WROVER-E {541 ) 3% 45 B3t ESP-AT [&E{4:, FIEH P “flash read err” (145,

o GNSRAE L ESP32-WROVER-E #4111 AT 2 DIRE, 152 W F SEie RIS - Fbe s [ 4 .
- FHEH;
— EIER
- B E M

7.1.6 Bl AT BIfREA S R dss ?

o BT SCRHE S, (HR A SRR
o X RRAIBEMEAREE, EnTAE LR 1 Ay AT+UART_CUR 5% AT+ UART_DEF #1154
o MU AE,

7.2 AT vl 5

7.2.1 AT $¢5 busy 225 ?

o PR “busy” FURIEAEALPRTI A4S, TCIRMAN AT . O AT i B2 &k, A
WEERSERT— ke, ABERICE A
© WHEZRMATETRHAR, RERAPUR “busy” m “ERROR”, FEAMER IIHHIA, HI1E
KR AR
- B A AT+GMR (/747 CRLF) (A%4F), T AT+GMR (HA77F CRLF) ©42 A& 5e i
AT 6591, REXPITHML . WEUIR ARG M AR5 M AT+GMR #2405, Sl 15T
AT, RO B SmA, REHRER “busy”, HARE RGO LM | AT+GMR #
T, PRGBS AT, SHRAPREOA AR S, R4475 “ERROR”.

Espressif Systems 390 Release v2.3.0.0-esp32¢3-615-g7f3a78bdbd
Submit Document Feedback


https://www.espressif.com/zh-hans/support/download/other-tools
https://www.espressif.com/zh-hans/support/download/other-tools
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 7. AT FAQ

- MCU %:i%x AT+CIPSEND J, Yi#| busy p.. Wi, MCU 525 Ak Xcdls. [ busy p.. i3
AR S AT, METE AT BIEF AT E—Z )G, MCU FEEH ik iy

4.

7.22 AT [ilfF, EWURRES a4 BB P e, s ?

ERR CODE:0x010b0000
busy p...

o WEEARWRE” IEFEAR E—4md7.

o —BAEIL T A SR busyp-”, 278 ERR CODE J2PA AT IT T RIS .

o ISR RS AR Rtk ] TIXAME AR, WREMIRRLZ XA ST 2 R
THITAF IR AR S, B LR IE T E A AT fr

7.2.3 AEAFIBAL ERERIN AT [ F SRR i 4, DLRWIBRE fir 4 AWIBAS AR AS I 45 52
7

o ARGAE TR ESP-AT TEA [FIREALEBOA B (AR SRR fir &, T AS B ESP-AT B 2 7%
o ARG AR I G o M BCATT UG SR, ARSI IA BB TR e, &R PAS % release

notes,

724 1 MCU 43 ESP32 &4k AT a2 Joilknl, JE k250 ?

243 MCU %5 ESP32 45 ik AT iy G F NS AT S, TERRF PRSIE R " ATm”, 1]
S WA & AT B T RF R .

7.2.5 ESP-AT #4173 % + ESP-WIFI-MESH ?

ESP-AT 41/~ 37 3 ESP-WIFI-MESH.,

7.2.6 AT &8 % #f websocket iy 2 7

o BRINA AL EF websocket 174
o T HE LA, B E% websocket, PAKAS e g s SL AT 44,

7.2.7 AT AT 6 4 E R M 2 UL R IR 2ol ?

LA A AT B, W 2% LR RB:

o =M &% AT+MQTT aliyun,
o BN HZ%: AT+MQTT QCloud,

7.2.8 AT fg A M nl LB EARIIRGI P S 4 % 7

A[PA. ESP32 i Wi-Fi fl Bluetooth LE 3£ ] —# K2k, Wi [J AT+RFPOWER 64158

7.2.9 WLLiERE AT fr4f% ESP32-WROOM-32 BiHe i 3 HID iR, 2

FIARY, 1§27 Bluetooth LE AT <y 4% . "N X 4EH 2 /] BRI SR 6582 - https:/pan.baidu.
com/s/1TgNE2DpJtVARGqB-jbSUIQ 2 Hitfg: f6hu.,
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7.2.10 %Mif#%%#ﬂti}\Iﬁlﬁﬂ‘)‘iﬁﬂﬂﬂuﬁﬁﬂﬁm%% ESP-AT TR X Feiyfi
A7

BIANTE ESP32 R 51 S Fp 4 WPA2 itk th 45 DhARE, 75 413 7E menuconfig H T 5 %20
BE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command support.

7211 AT PR A g b2 7

W PABFEAT & % 5 3 BT PR SCP AR .

7.2.12 AT dnAvp s 0 et T DU 7 (BRIN: 115200)

AT iy 2-Hf FERFR2 0] DAB R -

o H—Fhyyk, AT DAE L ER 1 6y AT+ UART_CUR S AT+UART_DEF
o BRI, BRI DAEE R g AT B¢, gIFENG: defT4F AT 142 5157 UART %
BERE,

7.2.13 ESP32 i)} AT f54 0k BB, WORERZMIIRIF, ESP32 fEMay A

VALK R Y S
o ATDAIEIL Ay SAT+SYSMSG HEATIREE , Wi AT+SYSMSG=4, HISLEBAIH AT, H 2 LR

“WIFI DISCONNECTm” .
o FEEBENE, EHALE AT V210 ZJFHM, v2.1.0 &2 A k6T % 4

7.2.14 ADV ) fES L 31 7 2R A A e ?

AT+BLEADVDATA iy 4 345 adv | S5 Roh 31 57717, AIRFERE TR %28, %
& I AT+ BLESCANRSPDATA 6415 8 .

7.2.15  ARIPFEEE A% v dnnf f fig notify Al indicate Djfig ?

o (IRDIFERE A FHER B IERR T3, Bi8A notify Ml indicate. XPFHERAE MRSt
B P A aRE R, (B2 A R IR ) K Pt Al notification,
WELEE cccp BMH.

o MEBHHE notify, FE 0x01; WRBTHFE indicate, FEE 0x02 (5 0x2902
AERAF ) s WA ERE notify WAEMAE indicate, FFEE 0x03,

o b, ESP-AT BBRiAMIAR S, 0xC305 J2H] notify [, 0xC306 & H1] indicate
B BT BB X NHE FTHRY 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// & 0x01

OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0, 3,7, 1,2

>

// & 0x02

OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>
// B ccc £ server H Pl 4k # notify F indicate H ] 3% & #
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7.3 #Wifk
7.3.1 AEARIEA] LR AT BIPREEORE N flash 2K 7

o %T ESP32 RIMLAL, AT ABHESP-AT Bl £ 5.

7.3.2 ESP32 AT fjifuf N UARTO 11 jif5 ?

PR AT [E2i@ad UARTL CHEAS), AR UARTO {5, 7592 F #7141k ESP-AT,

o B K3 thi% ESP-AT T42 f5 1 9Ri% 3R s ;

» &K factory_param_data.csv & H N AR ZH Y UART &, Kf vart_tx_pin &£k GPIO1,
uart_tx_pin &% 8 GPIO3;

« i B Fd B: ./build.py menuconfig > Component config > Common
ESP-related >UART for console output (Custom) >Uart peripheral to
use for console output (0-1) (UART1) > (1)UART TX on GPIO# (NEW) >
(3)UART TX on GPIO# (NEW),

7.3.3 AT [ #%% error log ?

» ESP32 7& download port 7% error log, 2{iA UARTO 2} GPIO1. GPIO3,
o HAH A AS P A i3k,

7.3.4 AT {¢ ESP32 Eif] LI UARTI {55515 ESP32 BiZl 1 datasheet 2ki\ UART1
A3 ?
 ESP32 3(F7 10 JFG72 4, {E4i¢ ESP-AT iz, W] PAYE menuconfig H il s #1 {4 Bl & 1% ¥ UART1
HOE IR, ATDABtS PN datasheet 45 A — A1 O
o FHERS ] LS factory_param_data.csv,
7.4 PEgE
7.4.1 AT Wi-Fi ZE:kEmt %20 ?
o TEMAEYRT, AT Wi-Fi SEEFERT SR 5 #b. (HAESEPR(E A H, Wi-Fi S8 BT i th
PERE, PIRIREE, B RAMREE A5,
» AJPAIEEAT+CWIAP 1) <jap_timeout> S5, SRk i SR [E .
7.4.2 ESP-AT [&IfF+p TCP Kb 1 K/l LLige ?
* TCP ikt N M EiJoykiEad ar B0, 75 BERC B A g1 ESP-AT AR A BB [ 14 o

o W] DATE B AL B menuconfig £%{, Component config > LWIP > TCP >Default send buffer
size,

7.4.3 ESP32 AT £ e A Be AL 7

o AT FFrt K A R RS, AU T esp-idf A iperf AR BIHEA I () AT UK, 375 61
BT, RO RS 1460 T ELERIR ) .
o FHERAW R TR, B LASH ho TR & ESP-AT Bk ft KRR EAR,
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7.4.4 ESP32 AT B\ Eil{} Bluetooth LE UART &1 d K G % d ?
IVABEIFREREE T, =0 R 2k 2000000 i, ESP-AT Bluetooth -394 ;%% 0.56 Mbps,
ESP-AT Bluetooth LE “F#4£ 433 %4 0.101 Mbps.

7.5 Ik

7.5.1 RGN T UL B Rtk AT v % ?

« ESP32 4% UART. SDIO 2 [1i/{Z .

o AT BRIAFE 20 H UART 42 14850, P R 55 2468 ] SDIO 534 SPI # 11 #F4 73l
H, PIDAKLT ESP-AT BCE s, 51 W% 5 F2 0T 4.

« WL YRHES % (i ATSDIO 11, {liff] ATSPL#:11 , =X fif] AT B840 .

7.5.2 ESP32 AT UJ A MShfieanfof {gi il ?
AT BRiA B R R IF R DA R, SR AR BT R DA M B e, 50T DA S 3 4o 7 B2 7
ESP-AT v\ KW h 48,

7.5.3 ESP-AT o347 BQB i\ilf ?

"] 2% ESP32 B Z 1 BQB #i Ak,

7.5.4 ESP32 AT Infaf455 TLS BpilliAs ?

9% 1%k ESP-AT T #£m}, W PAFE ./build.py menuconfig > Component config >
mbedTLS H3RN, W DAKF AT ZAY AR KA (i o

7.5.5 AT WfFanfl i TCP &% ?

* HAEl AT BIARE R TCP FORIERECH S.
* ESP32 AT R 3CHf 16 A~ TCP ¥4, FPAYE menuconfig A TIHCE, FLE AT
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
— ./build.py menuconfig>LWIP > (16)Max number of open sockets

7.5.6 ESP32 AT 7§ PPP I}?

o AN3ZHE, 2% pppos_client /x5 HFTEH .

7.5.7 AT Diff pEREPIA H & 7

o ffifE log %%%: ./build.py menuconfig > Component Config > Log output >Default
log verbosity XE %] Debug.,
— ffi§€ Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level & EF| Debug,
— {#ig TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > R EAAHZRIXAY /) log SF X E F| Debug.,
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- {# fi BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > %} H.{k

BRI log 4% E #| Debug.
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Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

o After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

» After sending the AT+CIPSENDEX set command successfully and returns >.

» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command

and restart the module.

¢ After sending the AT+BTSPPSEND execute command successfully and returns >.

¢ After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.

A BER AT BN TARRG . FEar BT, AT & din LIS LA P AP S e 1F AT ardE 1AL

H, [E AT A2 0B A HATE R . AT FE FIEI T, SNG4 X dEASIER X,

* KIAAT+CIPSEND B n ), & > 2 )5
* KIKRAT+CIPSEND AT, WK > 25
* RIRAT+CIPSENDL B iy 182, 1 > 2 5
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L]

KEAT+CIPSENDEX V82, WE >2 )5

K IEAT+SAVETRANSLINK V5B T, &1L (AT+RST) wid, HHERZ G
K i%AT+BTSPPSEND P4 TS 2, WK >2 )5

K ik AT+BLESPP $A 762183, & > 2 )5

EBIAY, Kik+++ i, SMBIEREX B, dEAGESEX.

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

L]

After sending the AT+CIPSEND set command successfully and returns >.

After sending the AT+CIPSEND execute command successfully and returns >.

After sending the AT+CIPSENDL set command successfully and returns >.

After sending the AT+CIPSENDEX set command successfully and returns >.

After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command
and restart the module.

After sending the AT+BTSPPSEND execute command successfully and returns >.

After sending the AT+BLESPP execute command successfully and returns >.

In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
Blabik AT, AT S DR AT PR A R R (B THRERI+++), AN ZE AT
s, XUHPRS T KA. AT 7E FAIHOL T, S b #F A dB X,

L]

L]

KIEAT+CIPSEND B 553, & >2 5

KR AT+CIPSEND $ATan 4B, W& > 2 )5

K iEAT+CIPSENDL % B a4 831, FE > 2 )5

% 3% AT+CIPSENDEX ¥ B2 ), W& > 2 )5

%1% AT+SAVETRANSLINK B G, FRREAT+RST s, BAERZ G
K iKAT+BTSPPSEND $ AT 2, WX > 2 )5

K IEAT+BLESPP AT 4 3, B > 2 )5

RN, Kik+++ i, SAIIEEX R, FEAG S
DHCP Dynamic Host Configuration Protocol
B AL B
DNS Domain Name System
Ik R G
DTIM Delivery Traffic Indication Map
JE IR AL 5 7R LS
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT iR %43
HID Human Interface Device
NHUEE et
I2C Inter-Integrated Circuit
AR R B R
ICMP Intemet Control Message Protocol
PR A 2 o 4 SRR
LwIP A Lightweight TCP/IP stack
— MR H) TCP/IP Hll
LWT Last Will and Testament

gt

MAC Media Access Control
MAC Hiitik

mDNS Multicast Domain Name System
Z 1% DNS

manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.

—NE TR NVS. manufacturing nvs 770l 1 AT B PEBGART I 2IRBRAIE TS . #A4]. GATTS
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Hodf . BH(FE . Wi-Fi iU, UART FRCES, XSEEFR, BOAMATE raw_data BL, AT
mfg_nvs.bin, $EFF| at_customize.csv F5E LWL E .

MSB Most Significant Bit
R AR

MTU maximum transmission unit
R AL T

NVS Non-Volatile Storage
5 KA &

Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

WAL fRR BOAE s
TEE LT, PR PASGR AT fgdr. BN, P AT LAESEAT+CIPSEND fig 4, 4k AT fig
2 HE ) MCU Blla 2 & fidd s A ER sl 2 A% . 2l AT apd HaR 25 MCU, - [
2Bl +IPD ).
Tl Uy, ARIEEWTIT, ESP32 ALTEIE, HRRIELIBIT
WL A5 55 Transmission Mode Shift Diagram.,

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
L PETCLNNE . OWE 2 —Fh Wi-Fi ARifE, EHl PRAg S i s 2 () A8 15 52 B OR AP, AN 52 HoAt b 5
RIS o
WENHISH e AR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

ARG Wil @ Rar i s
TEBEWUT, PRREAISIHE AT i, B TR +++ S AT ay4 R BTA Y MCU
iﬁti‘}if%‘[ﬁﬁ%%ﬂﬂﬁ, KB EI R . WAL ER R AR il AT v 1 Jeigdioh, iz m
#5 MCU,
Wi-Fi BRI, WIRIESWTIT, ESP32 A% i, S AEHiE T, B i
At+++ B HE, WS IRETE; ESP32 A IRSTASIT, 2 X IR RN T B TR, O B
A+++ B ER .
WL N5 2% Transmission Mode Shift Diagram ,

Transmission Mode Shift Diagram

T
1
1 ]
: AT+SAVETRANSLINK=1],..] :
1 AT+RST |

e e e e e — — — — — — — ——— ———— —— — — ——  ——  — ——  — — —— ——— —————

& 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-&-i@ &3 42 X))

Espressif Systems 399 Release v2.3.0.0-esp32¢3-615-g7f3a78bdbd
Submit Document Feedback


https://github.com/espressif/esp-at/tree/7f3a78bd/components/customized_partitions/raw_data
https://en.wikipedia.org/wiki/Opportunistic_Wireless_Encryption
https://en.wikipedia.org/wiki/Opportunistic_Wireless_Encryption
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-615-g7f3a78bdbd

Chapter 8. Index of Abbreviations

e Passthrough Receiving Mode (i% 15 10542 X))
¢ Passthrough Mode (1542 X))
e AT+CIPMODE
e AT+CIPSEND
* +++
o AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
AW TE-5- 18 2442 X A A X Z [ — M Im IR
TEBEEFAR, AT R RE AR B B L iid o s (H AT AT DANCER A M 5o il 8o, @i AT fi
A O B HhIR F 25 MCU. £ /44152 % Transmission Mode Shift Diagram ,
PBC Push Button Configuration
A e
PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIiALE, 7t ESP-AT THEH4511 2 Fk OPEN Hl WEP PASMY Wi-Fi AUERE
PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NIFEPIER A . AR SIERN A (PKY) 22—t Bt 2595% . BHECR SR
B EERHZERE , MW TAIE . 8. 0. (. A e e 1.
EEZNHESH NI EYIERIE.
PLCP Physical Layer Convergence Procedure
PLCP #pi, B3 Z 2 R YL
PMF protected management frame
SZ AR ER
PSK Pre-shared Key
FiL ]
PWM Pulse-Width Modulation
kst S JEE i
QoS Quality of Service
Hiz 55 Joi i
RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SEIE RS, O SoC M — 2L, AEALMLEL A BT #RBERE I PR T AR
SMP Security Manager Protocol
ARG
SNI Server Name Indication
255 s AR 7S
SNTP Simple Network Time Protocol
G R L
SPI Serial Peripheral Interface
EpATAMRR D
SPP Serial Port Profile
SPP i, HEf 11X
SSL Secure Sockets Layer
SSL #pi%, BpZeas g fey il
system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.
RGN AT iy 1A MCU B8l . f45 RGHEEHE A \r\n 45 . TR RS B UL ILAT 7
a

TLS Transport Layer Security

TLS i, BiA&H 2 Al
URC Unsolicited Result Code

JEER G R, — i ABZH LT MCU ()5 Fk (A
UTC Coordinated Universal Time

P A B
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UUID universally unique identifier
T ME— TR D
WEP Wired-Equivalent Privacy
WEP iz =, B LS 80ms
WPA Wi-Fi Protected Access
Wi-Fi {4795 ]
WPA2 Wi-Fi Protected Access 11
Wi-Fi {4717 i) 11
WPS Wi-Fi Protected Setup
Wi-Fi R4 5.
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
R, WA TR AR STER U PR AR CRRBICE) ol v 5 S Y 45 0 %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

9.1 WAL

AIFG CREE) S A, ASEHA AR s 7 R R, (B0 B A R 2L B 37 5 T8
REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

9.2 Jerrtk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

9.3 MRS5S T i i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

9.4 Jodedi R EAb

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

9.5 fdi F BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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9.6 TIAERL

XITREAATSE (RBE) G B, . SR, FPREER AR B E (B EARRTHE £ % .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

9.7 H=JikIEREAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

9.8 Bimiri

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

9.9 AW LS4k

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

9.10 SHWISE

AT RS A E MR, A ST

5i 2RO PHABEL I U E S A R ARl RS S B RS, 7R T PRI
SR B AR S A !
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
?5 NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] 9e++

SEEEEEEEERERRR
ANSEEEEEEEERERRE
FESEEEEEEERERR
FEESEEEEEEERRRE
FEEEEEEEEEERERE

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o
* N TCP/IP HEALFIA G 2
o REMESEMBAR IR B2 BRIV T
o TEHUXHHE B 5 T b
o PR E SCAT iy

¢ genindex
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AT + CONNECT = CONTROL

. abcdef...

[OK]

/| 2: ESP-AT fir4
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A

A2DP, 397

ADC, 397

ALPN, 397

AT, 397

AT command port, 397

AT log port, 397

AT port, 397

AT 440,397

AT H X3 0,397

AT 30,397

AT_BUFFER_ON_STACK_SIZE (C macro), 385

at_get_mfg_params_storage_mode (C++
function), 385

at_handle_result_code (C++ function), 379

at_max (C macro), 381

at_mfg_params_storage_mode_t (C++ enum),

D

Data Mode, 398
DHCP, 398

DNS, 398

DTIM, 398

E

esp_at_base_cmd_regist (C++ function), 377

esp_at_ble_cmd_regist (C++ function), 378

esp_at_ble_hid_cmd_regist (C++ function),
378

esp_at_blufi_cmd_regist (C++ function), 378

esp_at_board_init (C++ function), 385

esp_at_bt_a2dp_cmd_regist (C++ function),
378

esp_at_bt_cmd_regist (C++ function), 378

esp_at_bt_spp_cmd_regist (C++ function),

385 378
at_mfg_params_storage_mode_t::AT_PARAMIIN_ MFGECMYSERROR _CMD_EXEC_FAIL (o
(C++ enumerator), 385 macro), 382

at_mfg_params_storage_mode_t: :AT_PARAMSLSIAN AARIMIT IKRROR_CMD_OP_ERROR (C macro),

(C++ enumerator), 386 382
at_mfg_params_storage_mode_t: :AT_PARAMSIINONET CMD_ERROR_CMD_PROCESSING (&
(C++ enumerator), 385 macro), 382
at_min (C macro), 381 ESP_AT_CMD_ERROR_CMD_UNSUPPORT c
at_nvs_flash_init_partition (C++ func- macro), 382
tion), 385 ESP_AT_CMD_ERROR_NON_FINISH (C macro),
at_sleep_mode_t (C++ enum), 382 381
at_sleep_mode_t::AT_DISABLE_SLEEP ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),
(C++ enumerator), 382 381

at_sleep_mode_t::AT_LIGHT_SLEEP
enumerator), 383

at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator), 383

at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator), 383

at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-
merator), 383

at_write_data_fn_t (C++ type), 382

B

Bluetooth LE, 397
BluFi, 397

C

Command Mode, 397

(C++

ESP_AT_CMD_ERROR_OK (C macro), 381
ESP_AT_CMD_ERROR_PARA_INVALID (C macro),
382
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),
382
ESP_AT_CMD_ERROR_PARA_NUM (C macro), 382
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL c
macro), 382
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 382
esp_at_cmd_struct (C++ struct), 379
esp_at_cmd_struct::at_cmdName
member), 380
esp_at_cmd_struct::at_exeCmd (C++ mem-
ber), 380
esp_at_cmd_struct::at_queryCmd
member), 380

(C++

(C++

407



#5]

esp_at_cmd_struct::at_setupCmd (C++
member), 380

esp_at_cmd_struct::at_testCmd (C++
member), 380

esp_at_custom_ble_ops_regist (C++ func-
tion), 376

esp_at_custom_ble_ops_struct (C++ struct),
380

esp_at_eap_cmd_regist (C++ function), 378

esp_at_error_code (C++ enum), 383

esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_FAIL
(C++ enumerator), 384

esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERROR
(C++ enumerator), 384

esp_at_error_code: :ESP_AT_SUB_CMD_PROCESSING
(C++ enumerator), 384

esp_at_custom_ble_ops_struct::connect_d&sp_at_error_code: :ESP_AT_SUB_COMMON_ERROR

(C++ member), 381

(C++ enumerator), 383

esp_at_custom_ble_ops_struct::disconnectsmwlat_error_code: :ESP_AT_SUB_NO_AT

(C++ member), 381

(C++ enumerator), 383

esp_at_custom_ble_ops_struct::recv_dataesp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR

(C++ member), 381
esp_at_custom_cmd_array_regist (C++
function), 376
esp_at_custom_cmd_line_terminator_get
(C++ function), 379
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