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Chapter 1

AlH5M

AFGFG A2 ESP-AT @At 4 AMATHERRREFE . DASCANAT T AR SR AT [, i PAF B

1.1 ESP-AT 2f} 2

T JEGET ESP-AT §i, P40 ) 5 08, I i 2 T A ORI E R et

ESP-AT S IR A TF 4 07T LB T B 0WIA RN P, eV TR IR R, Mg R, it
ESP-AT Hy 4, (T DLBRHE A TGS % Febezs P SBLECHR S DA M 5, JUE Rl
Tl i BT A

ESP-AT J2 5t - ESP-IDF SZ Bl Hcf T AR . & fi ESP32-C2 #i41fF  MAL, MCU /8 EHL. MCU % 3%
AT fir 445 ESP32-C2 #5520, f51fil ESP32-C2 BIHHAT AR R W #AE, FH21 ESP32-C2 520 3% [l i) AT i
J% . ESP-AT #2247 KEINAEAR[FH) AT 4, 1 Wi-Fi 4. TCP/IP 54, Bluetooth LE 154>, Bluetooth

4. MQTT @4, HTTP fiy4. Ethernet fiid-4,
<:> Wi-Fi (ESP8266, ESP32, ESP32-S2)
AT Cmd/Rsp

<:> BT (ESP32)

& 1: ESP-AT #f %%

AT 4 DA “AT” FFliE, R #% Attention, DAFTI—1T (CR LF) H&5RE. i AN & A# 4R Al OK 5
ERROR MWIRE, 7R ARt DI A I TAEI . TR, BPA AT @R AAT, 8 H AT — &
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frd. L, fEMH AT i, WAER b IiTsg e n, MRIE T &Kard. MR E—AamdR
WAToEEe, AR TH M, WERE busy p. .. K. HEH X AT 6 E BB AT ¢4 %

FOABLE T, MCU il UART #&#: 2 ESP32-C2 #i4H . &i%k AT 1S AU AT mhy. {2, ]
PARRIESE SR (5 B s efE e, i HA R4z 10, 6l SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.

12wk

A EEN AN BHAIBER AT [FEfF. Kk AT iy R0 AT Wi . Jir 45 2 AR DA S 2 18] 12 A faf 42
.

TR RIIRIBL, AT BN SO S B iR . BIKT S5 ESP-AT B # £ 7.
1.2.1  wfRdgEsS

# 1: ESP-AT iy 75 B 1F

RE INgE

ESP32-C2 Jf % MAL

USB $dli2k (4% ESP32-C2 JF & #iufll PC) TR G H SRR

PC FEHL, REREE T E AL

USB ¥di2k (%82 PC 1 USB %% UART £ [1f5iHe) Kk AT fn . B AT i |y 558 42
USB #% UART H [ f5i b 30 USB [ 5-H1 TTL (55

FEFRZE (%4 USB % UART £ [TELHUFI ESP32-C2 FF &) | &3k AT s, B AT m sy B

< Download / Log output>

& 2: ESP-AT Jihif (R =

i3

o BT ERIAAT B #F {32 HF 26 MHz ¥R Q1SR ESP32-C2 §hik A 40 MHz, 1557 Ax%
% ESP-AT 142 HA1451% BESP32-C2 AT [E{F. 125 H AR E:

python build.py menuconfig -> Component config —-> Hardware Settings —-> Main.
—XTAL Config —-> Main XTAL frequency —-> 40 MHz

Espressif Systems 4 Release v2.3.0.0-esp32c3-607-ge4aa658f5f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 1. A48/

o BT 4 MRARISLIE S ESP32-C2 I &AMl USB %% UART e IBCER , (BN ORI R 42
haE, A5 2 AL R TX/RX HIW .

o WERGEE Y2 ESP32-C2 54, WA I Ati, M UART besgi, BF52EHf# 1 UART 4
il (&% https://www.espressif.com/sites/default/files/documentation/esp8684_datasheet_cn.pdf > & 745
FEARA ), [P 5 i S DA e —

— B8 4 Strapping & il (Z#% https://www.espressif.com/sites/default/files/documentation/esp8684_
datasheet_cn.pdf > Z&5 Strapping /I ) , i iz 42 i A T P AR B
- W SIRAT+RST=1,1 iy %, BEA T 20

1.2.2 ESP32C2-4MB #%i|

ESP32C2-4MB Z 51511 2 N & ESP32-C2/ESP8684 ith F-, W74 4 MB flash [AEL4H/FF & A, 151111 : ESP32C2
MINI £7%1i%%%. ESP32C2 WROOM £ 4% %% .

ESP32C2-4MB AT ¥ W~ UART 2 [1: UARTO T F 2 B4 fi% B H i, UARTI1 HT %1% AT W2
FEl AT WLy . BRINEGLT, UARTO F1 UARTI #9{di f] 115200 Bk f7im s .

% 2: ESP32C2-4MB Series % 41 fifi {2 3422485 I 43 T

Ihge ESP32C2-4MB F &R &l HEEEER
o &

TR T UARTO pe
+ GPIOI19 (RX) . TX
« GPIO20 (TX) « RX

AT 674/ vy 2

/MR UART1 USB %% UART #3 11 itk

+ GPIO6 (RX) . TX
+ GPIO7 (TX) « RX
+ GPIOS (CTS) * RTS
« GPIO4 (RTS) « CTS

BEW] 1: ESP32C2-4MB JF KW Fil PC 2[RI I 42 2 4 B AE ESP32C2-4MB JFJcdi |, A F3 6l USB
BRI HTT SR PC RIAT

BEW] 20 CTS/RTS & BUATE G RE (A o) REmS A ik
IR S E T ESP32C2-AMB BUIETIERE, WS XL AR

1.2.3 ESP32C2-2MB %%l

ESP32C2-2MB Z 51351142 N & ESP32-C2/ESP8684 ith H-, [ 45 2 MB flash FUAL/FF B AL -

ESP32C2-2MB AT ¥ -~ UART 2 [1: UARTO T F 2 E4fi% B H i, UARTI1 HT %1% AT 2
Al AT R . BREAK AL T, UARTO Fil UARTI ¥{fi ] 115200 B4R 73015 .
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ESP board

......

ESP board USB to serial converter

RX —— TX
— X ——— RX

CTS RTS

RTS —— CTS

] 3: ESP32C2-4MB 41 i 145 R B 1A

2% 3: ESP32C2-2MB Series 41 R (- 1458245 I 43Tt

TEE ESP32C2-2MB F &t & ] HEREEW
S T
R UARTO PC
« GPIO19 (RX) ¢ TX
« GPIO20 (TX) * RX
AT G AN 2
12/ [, UART1 USB #; UART H3 11 itk
» GPIO6 (RX) * TX
* GPIO7 (TX) * RX
« GPIO19 (CTS) * RTS
« GPIO20 (RTS) . CTS
o &=
Ktk H & UARTO USB %% UART s 11 Bibe
« GPIOS (TX) * RX

e 1: ESP32C2-2MB JF &M Fll PC 2 8] )& i 145 £ P B AE ESP32C2-2MB JF kAl |-, # T ] USB
Bl R IEHTT K ARFN PC BRI

BEW] 20 CTS/RTS & BUATE G RE (i o) e A F ik
IR B E T ESP32C2-2MB B I TIERE, SR WAL BOARMRSE

1.3 p#EidRT

ASCHSPA ESP8684-MINI-1 4111, /43 4] T~ 2k ESP8684-MINI-1 KL XF Bk AT [B{F:, DA K ANfa-Kf
BFRR BB |, e ESP32-C2 RAIMH W AT SH A0

TR AT E2 0, WOREE ERERTT RN, LK 5% itk 4.
XTI RFUOBAL, AT BAFPERT LR o A TS . AR S ESP-AT 1 £ .
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ESP board

Download

USB to serial converter

AT command/response ESP board USB to serial converter
—_— TX

RX

X ——— RX
CTS RTS
RTS — CTs8

Log output

] 4: ESP32C2-2MB 241 i 145 m B 1A

1.3.1 F# AT Wk

TR DA 2P RRE AT [E{F 8% PC:

o BIEAT B #

o RENEAIBILH IR ) AT [

o RN EEREE T R R
Ak, FAT T ESP8684-MINI-1 %%/ [} ESP32C2-4MB-AT-V3.1.0.0 [E{f:, % E 40 H R85 &
HAr&AS bin SN, HE ESP32-C2 RFIBLHFEF) H SE5H S bin U S50 /44 -

— at_customize.bin /] Z R AR kK

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // BT B & X bin X #

F— mfg_nvs.csv // BEFFONVS 4K B 4 HE
| L— mfg_nvs.bin // &7 NVS 4K bin X #
— download.config /] R E S K
— esp-at.bin // AT KA EH

|— esp-at.elf
If esp—at.map

— factory /) EFEEATAFE bin X #

| L— factory_ XXX.bin

— flasher_args.json /I TERBHEREEHEER

— ota_data_initial.bin // ota data X 474 &

— partition_table /! — R AR Ak

| L— partition-table.bin

— phy_multiple_init_data.bin // phy ##EE E

L— sdkconfig // BT [ AR G F R
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Hrr, download.config UL BERE I SEL:

——flash_mode dio —--flash_freq 60m —--flash_size 4MB
0x0 bootloader/bootloader.bin

0x60000 esp-at.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0xf000 phy_multiple_init_data.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

-—flash_mode dio AR AR flash dio BI 179015

—-flash_freq 60m fCFRILE R Y flash 3 A4 60 MHz;

-—flash_size 4MB {CFE M EMSE M flash £/NA 4 MB;

0xd000 ota_data_initial.bin AL 0xd000 HhlBeFE ota_data_initial.bin {4,

1.3.2 Bk AT WIfF 5 s
THARYE AR R GEL N R B8R T ¥k

Windows

ek Z B, W F# Flash 2 T, WEZ4H 5% Flash & THNG, HSHEFHUH doc X%,

* $T9F Flash N# T.H;

o VEFRINHEAL (BbAh, Ffilk$E ESP32-C2,)

o MG RIEZE—F TS (BAk, FRATT%HF develop, )
o MIEEMFTRIEZE M IO (B, FROT%EEF vart. )

BT DOWNLOAD... — O e
WorkMode: |Develop w

LoadMode: HUART

OK

Pl 50 [T 0E B

o B AT [EfResR 2w, AR R ik —:
- HETNEITEENEZEEE 0x0 Hihl: 2% “DoNotChgBin”, i ] 5™ &l {4 (1) BRIA KL & ;
- N EZA bin KRR FE ML Y% download. config CHFRE TR E, W2 /A %
“DoNotChgBin”;

h T RGeSk B, A TE A T B L COM i 1145, FEA “COM:” FHiF1 R ik % i
5. 7 XA A i S TR N 445 2% 45 Windows |78 F i 1

PR SE G, e & AT B T RF R .
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v A > HEBEE » OS(C) » bin » ESP32-C2-MINI-1_AT Bin_ V2.5.0.0 » ESP32-C2-MINI-1-V2.5.0.0 > factory v | O
b=t W ESpa2c2 FLASH DOWNLOAD TOOL V3.0.3 = O =
[ ] factory MINI-1.bin J SPIDownload ] HSPIDownload ]

"] factory_parameter.lag .
s o SR N VeSS s 50|
O - @
O r
O r
O e
O r
| @
O (@ W
SPIFlashConfig
SPI SPEED SPI MODE Detectedinfo
DoNotChgBin
@40MHz O QIO
LockSetti
O267MHz  OQOUT ceeEtnas
() 20MHz @®DIO CombineBin
CO8OMHz (O DOUT Default
(O FASTRD
DownloadPanel 1
COM: w
START STOP ERASE ‘ Solhe |
BAUD: 115200 ~|
F 6 N E AR R (o)
@ download.config - iT=4 - = o
XD RFEE B0 SEV EHH) WY ESP32C2 FLASH DOWNLOAD TOOL V3.9.3 = m] ey

—flash mode dio —flash freq 60m --flash size 4MB |

0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin
0xd000 ota_data_initial.bin

0xf000 phy _init_data.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1F000 customized_partitions/server_cert.bin
0x21000 customized_partitions/server_key.bin
0x23000 customized_partitions/server_ca.bin
0x25000 customized _partitions/client_cert.bin
0x27000 customized_partitions/client_key.bin
0x29000 customized_partitions/client_ca.bin
0x32000 customized_partitions/mqtt_cert.bin
0x34000 customized_partitions/mqtt_key.bin
0x36000 customized_partitions/mqtt_ca.bin

0x2B000 customized partitions/factory_param.bin

d [ HSPID:

iy

SPI SPEED  SPI MODE
|DDoNonchgs;n|
®40MHz  OQi0
Locksetti

O 267MHz O QOUT Ocksetings
S
Ot oo

O FASTRD
DownloadPanel 1
IDLE
£
START H sToP H ERASE |COM: COM43 v|

BAUD: | 115200 g |

B 7 MR A (RdEOR)
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Linux 5 macOS

FrRFEFZ T, 2% esptool.py.
PAR PRI AT —, 5 AT B R 54

o R EZA bin U R HLAE : S AU R84, Bt PORTNAME fl download.config &
B

esptool.py —-chip auto —--port PORTNAME --baud 115200 —--before default_reset —-—
—after hard_reset write_flash -z download.config

Ff PORTNAME B4l il AR 1) 2k O K, 47 VA 8 %2 11 24 FK, 15 % 7E Linux il macOS
A FIR .

Ff download. config B iz LI IS HDI %K.

PAF 45 [ 1 55 55 ESP8684-MINI-1 A4 i A s

esptool.py —--chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—~dio --flash_freqg 60m —--flash_size 4MB 0x0 bootloader/bootloader.bin.
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin 0xf000 phy_init_data.bin 0x1e000 at_customize.
—bin 0x1f000 customized_partitions/mfg_nvs.bin

o BT HEATOR & B2 0x0 Hidik: % APA R4, #ifk PORTNAME Al FILEDIRECTORY £
g

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —--
—after hard_reset write_flash -z —--flash_mode dio —--flash_freqg 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Fre il A M P 803% L4 FR, A ICIERE R 4K, 165 % {£ Linux fil macOS
TAEH G .

Ff FILEDIRECTORY Frife sdT 6 b i) r= it SO A, lE TR, UK E factory/
XXX .bin,

PUF b 2F e 2 ESP8684-MINI-1 R 4H 5 Afr) i 4 :

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-

—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 60m —--flash_size 4MB 0x0 factory/factory_ ESP32C2-
—4MB.bin

PRTEE, it E AT B2 G R m .

1.3.3  FaA AT [IfFiE R hesk i)

IR L N SR AT B RS Re iah :

o ITFFEE O T H., 40 SecureCRT;

o BRI PERRT ke CAT Ay AR HE T (RS LA R ) ;

o PR 1152005

o FEfi: 8

o F4&{7: None;

o EIRfL: 15

* Jiif%: None;

s A “AT+GMR” fiy4, I Hi#17 (CR LF);
FATFEFTR, WA OK, MR AT Bk .
BN, EFREEL AT N2 —Ha A ESP32-C2 i # L H &
Jiik1:

o ¥THH O TH., 1 SecureCRT;
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Chapter 1. A48/

AT+GMR

AT version:2.5.0.0-dev{c3e8505 - ESP32C2 - Jul 11 2022 08:24:02)
SDK version:v5.0-dev-3424-gbb23d783c0

compile time(bc9ad31):jul 14 2022 17:01:10

Bin version:2.4.0(MINI-1)

oK

&l 8: AT Iy

o I HEFEHT “TFEE AL HE?

o JEHRE: 115200;

o FdEfr: 8

o KiB5{7: None;

o EIRAL 1

e Jifs: None;

o BT AR RST 4, 257 HERINmR H AL, Wi ESP-AT & {42 £ IEMwI i T .
Jiik 2

o ITHMWAE O T H, 41 SecureCRT;

o HRI: AraiEEE A T AR SR AT Ay /ma . e DA T CFEkE A HE e,

BRI S 4 6 iE 3%

MR, O ES R,

- YR
o iR
- Kokt

. fEIEf

115200;
8;
None;
1;

e Jifs: None;

o AERIABHEN “AT ay/MAL" BIH D AAT+RST fiv4y, F HARAT (CRLE), 27 “F /4

El/:ul?\‘”

ESP32-C2 ML H i:

(3 1 H AR T HAEARL, W] ESP-AT [ {FE L IEFRIiRL 1.

ESP-ROM:esp8684-api2—-20220127
Build:Jan 27 2022

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:0Oxee
mode:DIO, clock div:1l

load:0x3fcd6108,1len:0x18b0
load:0x403ae000, len:0x854

10ad:0x403b0000, 1len:0x2724
entry 0x403ae000

I (32) boot: ESP-IDF v5.0-dev-5949-g885e501d99-dirty 2nd stage bootloader
I (32) boot: compile time 11:05:11

I (32) boot: chip revision: v1.0

I (36) boot.esp32c2: MMU Page Size 64K

I (41) boot.esp32c2: SPI Speed 60MHz

I (46) boot.esp32c2: SPI Mode : DIO

I (50) boot.esp32c2: SPI Flash Size : 4MB

I (55) boot: Enabling RNG early entropy source...

I (61) boot: Partition Table:

I (64) boot: ## Label Usage Type ST Offset Length

I (71) boot: 0 otadata OTA data 01 00 00004000 00002000
I (79) boot: 1 phy_init RF data 01 01 0000f000 00001000
I (86) boot: 2 nvs WiFi data 01 02 00010000 0000e000
I (94) boot: 3 at_customize unknown 40 00 0001e000 00042000
I (101) boot: 4 ota_0 OTA app 00 10 00060000 001d0000
I (109) boot: 5 ota_l OTA app 00 11 00230000 00140000

(N gksr)
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(£ L£50)

I (116) boot: End of partition table

I (121) esp_image: segment 0: paddr=00060020 vaddr=3c0e0020 size=288c8h (166088).
—map

I (167) esp_image: segment 1: paddr=000888f0 vaddr=3fcab6010 size=02cl18h ( 11288).
—load

I (170) esp_image: segment 2: paddr=0008b510 vaddr=40380000 size=04b08h ( 19208)._
—load

I (178) esp_image: segment 3: paddr=00090020 vaddr=42000020 size=d444ch (869452).
—map

I (378) esp_image: segment 4: paddr=00164474 vaddr=40384b08 size=01508h ( 5384).
—load

I (382) boot: Loaded app from partition at offset 0x60000

I (383) boot: Disabling RNG early entropy source...

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200

module_name: ESP32C2-4MB

max tx power=78, ret=0

3.0.0

MR AN T ESP-AT A%, 5 FJ3EESP-AT 2 1t 4 .

MR A2 ST QA (1) ESP-AT, 31 G Eea0 e, 1 AR A3 BB R DA KRB (1 2 ) ey 38432, AR5 T
PUET #4685, TR SNk AT [
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AT [ilfF

2.1 RAWRIREE

FERE TR AR 0. H, R38R T LATT ESP32-C2 RAIKILIAY AT [t

Ptk QSRR LA A AT B, T DAGE B A R (e B AR AL A [ 2 (55 ESP-AT B 2 5% &
B AR RO E AR R R ) , B IR TR SR RS, AT DA i arpy T A BRI
G, AR AR O RY E:.

o 147k UART fe &

o 152k Wi-Fi e B

o fSEGE P FoF B E

2.1.1 KW

FERE R TE AT BR324 5 5248 50 % B, I A v ) 4% TR s0CRIT T 2 2

2.1.2 ESP32-C22MB %%l

* v3.1.0.0 ESP32-C2-2MB-AT-V3.1.0.0.zip (#E#)
* v3.0.0.0 ESP32-C2-2MB-AT-V3.0.0.0.zip

2.1.3 ESP32-C2 4MB %%l

 v3.1.0.0 ESP32-C2-4MB-AT-V3.1.0.0.zip (#E##)
* v3.0.0.0 ESP32-C2-4MB-AT-V3.0.0.0.zip

A AT /N :

o TF# ESP32-C2 AT % i pr B 4+

o AT BEIPRf 7 AT [EFE SR e — 3 SOk S LA R

o RIZEIAF R G B 2 0 REZEA AT B L HREBOr =, &R, ol sS4
o RIEME, HRTHMMAAL?
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Chapter 2. AT [E{4

ik R SRR T RS BATRE TR TR 7 BRI AR A A A, BT
VR I SO T R

2.2 AT FilfFwi4r

ESP-AT ({018 74 T D RERY —dE i SCit:

» factory/factory_xxx.bin j@iX kg IRER —HE 6l SO G 4. AT PAMUEESE factory/
factory_xxx.bin F|FEiEHIER 0 i flash 2584, BiEHRPE download. config XAFFHIME &,
FFA ARG SCApE R ) flash Hhowh R 4f Lk ) 25 ) v

* at_customize.bin 2t TH P XE, RSN T mfg_nvs 75X, PARFTHER) fatfs XAy
G HIE RN 2> XK. S0 DAL AT Ay 4 AT+FS FIAT+SYSFLASH HeiZe A 5% 34 4 B 51 1 4 X
HIHZ.

» mfg_nvs.bin f§H T A ESP32-C2 4] [ (R ALE (0L FR) . SRR SR T EH)
M. E2H XR%SECE B S5 15 s A dey B+

2% 1: ESP32-C2 FL4H fyfii (i
L UART &#J (TX. RX. CTS. RTS)
ESP32C2-4MB %741

* GPIO7
* GPIO6
* GPIOS
* GPIO4

2.3 Pk BRI A 7

ESP-AT [ {47 LA JURN SRS, b T ol 4 [ A9 AR BB IR USSR 2E Rt
TR Y

B ARARE M ()
GitHub s 1 [ 1

BB A A0y B
B AT 2504 B 4

231 EiikAREE (Hitd)

B R ARRRIEE SRR AU R BRI, R AR O AN R A A, [
PR MRS PRI ST Sl I A, ORI (F T B R T AR 8 OTA RSG5 ASTHRIE . An2R )i ReAn IR
Wil 58 4= )2 it H 7R, BB W ARG . AR E T R SCRE ERORAAL, ST DA
MRPEA A 2 57, VeI GRS A (I AT 2 6 [ A T R

o HREUEFR: ESP32-C2 AT B 1
=%

- RE

-

— PREE A TAER/DN
o B

- TR K
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- HET B A R
o ZEAY:
- FRfRiEdE
- BB TFHRE RIS

— 4 % ESP-AT [E{4: SRR/ LRSS i 2%, 152 ESP-AT GitHub 5 71 readme.md

2.3.2 GitHub I}

GitHub IFI 14 OR A IS HE L 2] GiHub IR AR R AR IS B [ A0 R ) 2 PR I, sl i
SE PRI, A P05 R AR PRI I BSCAS R e (H R AT R IR R AT L, i il e
EHETIREE OTA RS #TT Al

o REURTE: TS 4o T GitHub T 2 # \Gn ik AT B 4.
o LA
— SEPESR, BRI AR TS RN A SR ] A ok
— A SR E S R A R, 3T SDIO 3@ I 2E . 3T SPT S & {4

- BREUEE TAERN
o Bl BT ARIE AR commit A2 A PR 2l Se BT, ATRESAFAE — LU, 72
TS HE A I L

233 E&SBNEE

&850S5 By WHEF5 1) 52 UG M2 B0 I M o A 55 B 5 e i [, 38 T M- B R I H R . {H
RS BN BT, ) 3R R . UART 10 45 IS 500 AT, AP E ] T R
#Z OTA R 48 4

o KTWBERSHONF, 5 Hapy 75,
o A
- AT EF G .
- BEPFREE. A,
o BN FREELTAARA B, ERRI, BRE RO A R

234 HATgavEmEITE

BT EIAT YO R R B3, F5 2 B O OTA kg5 a4t ASCRF OTA TifE.

o KTl BATHERM, ES% Atk iF ESP-AT 142,
o fi: Thie., BMIAC .
o B HEH OB EIRERE

24 HIMEE, KR itz ?

MERWBNEE G, ESF & 5EM T A KI5 4% PC F ESP %4 . HRFEIFBOR Bk
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AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 8 & 2% 0] IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #ifjai 25 flash Ff F1431X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

17



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b

W] 7
|ox
S8
* <mode>:
- 0: Hj ESP32-C2 JF#E AIEH 12475
- 1 EJF ESP32-C2 - AT 2
B
o WERERESCH R, IAE R AR E Ay A1k ESP32-C2 #F AN HAR, X PR AFERE (- AT
4 Boot &M,
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3.1.4 AT+GMR: #HHRAEER

WA %

v

A

=

AT+GMR

W i <

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.DJERRAE R, BNIAE esp—at/components/at/1ib/ HFE F. 1L
T2 PRV, ToIFRCT R .

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

» <Bin version>: AT [& {4 A5 H. WAE E 7] PAYE menuconfig /4. (python build.py

menuconfig->Component config->AT->AT firmware version. )

|
o AREAET ESP-AT [ ¢F A AR R, 5 Sehe it AT+OMR IRAE B

il

AT+GMR

AT version:2.2.0.0-dev(cad4lecd - ESP32-C2 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: i Y i [ 71 S SR AT i 4 B fin 4 S8 %Y

W ) :

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK
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<index>: AT 475

<AT command name>: AT fy2-%FR
<support test command>: 0 FRALFF, 1 FTR(H

<support set command>: 0 F/RATFEE, 1 FRLFH

+ <support query command>: 0 F/RATE, 1 LRI

<support execute command>: 0 FRATF, 1 FRIE

3.1.6 AT+GSLP: j}i A Deep-sleep Fiz,

BE A

A

AT+GSLP=<time>

Wi 3% ¢

<time>

OK

BH

o <time>: BI#FUEA Deep-sleep YIS, H7: ZFb. BUENTRIE]G, BA HIhMeEE, T8 G HERR

WREEAE , SRS AR o
- 0 FRor B E S

— #r K Deep-sleep <22 28.8 K (2311 ZF#b).

it

o BTN, P ik A Deep-sleep B9 Frmf & HHBIHC Z A S AFAEZ S

3.1.7 ATE: JFpsk Yz AT vl i ohfe

* ATEO: 5X[[al 2
« ATE1: FFJ[E &
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3.1.8 AT+RESTORE: &)

WA %

=

A

’ATJrRESTORE ‘

W i <

[ox |

]
o LA RHERICE A7 E] flash (S8, TR NERASHE.
© BITIRM S ERRE.

3.1.9 AT+SAVETRANSLINK: ¥ H-#lL Wi-Fi/Bluetooth LE i# L i {5 &

o % FFHLiE A TCP/SSL ik 1E 42 X 13 4.
o % E FFALEEAN UDP ik 1A X 12 6,
o % ¥ FFHLIEN BLE 5B A X 42 8

X FIFHLEA TCP/SSL B LA LH A

pEmA mA

’ AT+SAVETRANSLINK=<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>] ‘

W

[ox |

B

e <mode>:
- 0: 5¢[] ESP32-C2 HL#EA Wi-Fi if 42X,
- 1: JFj5 ESP32-C2 it A Wi-Fi i 42X,
» <" remote host” >: FAFERBAL, FRILE IPvA UL, TPV6 Sibllt, Sl . Bk 64 4.
* <remote port>: Tl I {E
o <" type” >: FRFHRSEL, FoRMEHFEAL:” TCP?,” TCPv6”,” SSL”, & “SSLv6”. BRiAff:” TCP”
o <keep_alive>: Ml & ERFN) SO_KEEPALIVE &I (% : SO_KEEPALIVE NW'4H), BAfi: Fb.

« JLFE: [0,7200].
- 0: 2% keep-alive Djfhg; (BAIA)
- 1~7200: J}J& keep-alive BjfiE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {H %

1, TCP_KEEPCNT i 3.
o RSP <keep_alive> ZE(5AT+CIPTCPOPT il <keep_alive> ZEHIE, HEAHE
HE B a2 UE . ARSI T ARSI AN E <keep_alive> Z%k, MIERINE A R B & FE .

|
o AVENRF Wi-Fi FTHLE A2 X FERAFATE NVS X, S8 <mode> 1, K L HBIFEAZ #
X TEBE
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il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a21:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFPLIEA UDP AL R

i fra

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox

B8

e <mode>:
- 0: 5[] ESP32-C2 _HL#EA Wi-Fi if 42X,
- 1: JFJi ESP32-C2 L Hiik A Wi-Fi i f£ 42X,
o <” remote host” >: FAFESH, FoRmmns IPv4 #itl. IPve dihl, Si%. FKh 64 F5.
« <remote port>: il I {E
o <7 type” >: FRHRSE, FoRtEiHdiAl:” UDP” m “UDPv6”., ERINfH:” TCP”
* [<local port>]: JFFAL#EA UDP &R, i1 F i 4 s 11

B
o AREN Wi-Fi FHHLE £ 42 X A5 BARTELE NVS X, #HZ% <mode> 2 1, FR_EHEBIHEAEE
X TEEER.
o QIR ELT IPVO 2% 7837 —A> UDP &40, 35HATPA T Ak
i AP 374 IPv6
% BAT+CIPV6=1
H T AT+CWIAP iy 23R B3 —~ IPv6 Hiht
(A3 WiTAT+CIPSTA? iy 4528 ESP32-C2 27 3k EE| IPv6 Hihl:

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

BEIFPLYEA BLE B R

wE

’AT+SAVETRANSLINK:<mode>,<role>,<tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<peer_addr>

W

’OK
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e <mode>:

- 0: XM] ESP32-C2 _EHIEA BLE i 542 X,
- 2: JFJH ESP32-C2 _EHiPEA BLE i {542 X,

e <role>:
— 1: client f3 {8
— 2: server fi {4,

o <tx_srv>: tx [R5 75 . AT {E8 GATTC B}, i1 AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
V£l GATTS B}, @it AT+BLEGATTSSRV? f54-251] .

o <tx_char>: tx R &5 . AT E R GATTC I, il i) AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
AR 1N GATTS K, i3t AT+BLEGATTSCHAR? £ 425 .

o <rx_srv>: 1x [R5 F5. AT {E8 GATTC i, 4 AT+BLEGATTCPRIMSRV=<conn_index> iy &%
W3 VN GATTS I}, @3 AT+BLEGATTSSRV? 425 .

o <rx_char> :rx R 55 4HIE 5 . AT 1Eh GATTC B, il #+f AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR MEN GATTS B, i iFAT+BLEGATTSCHAR? fi 445 .

e <peer_addr>: X775 Bluetooth LE H#iihik

L

o AER BLE FF#LiE £ 42 X 15 BARAFAE NVS X, S8 <mode> 4 2, TR _FH H 3 A Bluetooth

LE & 42X, FTREBEAER.

il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL:

A a4

zs

¢ B M BB P A A ik b

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

OK

LA

A .
"ﬂé’\'

’AT+TRANSINTVL:<interval>

o <interval>: FAEA&iE[EfE. B0 280, BRAE: 20, JEME: [0,1000].
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e

o BEMUN, 2 ESP32-C2 A UART Bl 2B, An s iR ) B R T2 F 2920 747, 4
WS R R 2920 T —HAYHIE T Kk, ISR <interval> ZRuEERICE] B
RTEET 2920 F45 F R A5 .

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> R/, FTRAREAR ] HMSOR As B B A i, AFL S 38 I isORR 5cdha ) 94 2% a8 4
WHL, — R T A RE

2N

/) R BB BKE R R
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

AT+UART_CUR?

W i <

+UART_CUR:<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

OK

v e
ST A

R

/7,’\

=

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
— ESP32-C2 4 SHHEIEY 80 ~ 5000000
* <databits>: HHE{7
- 5 5 bit Kl
~ 6 6 bit KR
— 7: 7 bit Fidfa{
— 8: 8 bit Fdla (v
* <stopbits>: {5}
— 1+ 1bit 31k
- 2: 1.5bit fE 111
—~ 31 2bit IR
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AMlREHEE
- 1: {¥ifg RTS
_2: ffifE CTS
- 3: [AHH#TRE RTS I CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
tifn 4

e

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

ke

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

o <baudrate>: UART %R

— BSP32-C2 %45 475 A 80 ~ 5000000
o <databits>: (v

— 5: 5 bit HEAL

- 6: 6 bit FEAL

— 7: 7 bit FEAL

— 8: 8 bit K
o <stopbits>: 15[ {V/

— 1: 1bit 2147

- 2: 1.5bit fg k17
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— 3: 2bit {2 -7
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: Afifgimis
- 1: {#igg RTS
- 2: fififg CTS
~ 3: [FIWH{iAE RTS Fl CTS

BEW]
o BUE S UCRORAFAE NVS 70X, 43 B B LM IR A 2L

o {1 9 45 2h R T O R A 19 CTS/RTS 4 M, 1% 7% W2 #+ £ 4% Ml components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF-115200,8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

"ﬂ4>°

’AT+SLEEP:<sleep mode>

Wi 3% ¢

’OK

BH

* <sleep mode>:
- 0: ZEHIREARAI
— 1: Modem-sleep #={;
« BA Wi-Fi 3
- SPPRBLHCRRYE AP ) DTIM & ) X
+ H1 BLE #i=X
- £ BLE 78R8T, ST HeREAR )4 18] B e 15 ¢ 1A
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- 7F BLE 28T, SHSIHCREAR H 2422 [a] B 2 1 9% 1A
— 2: Light-sleep #z
« IG5 Wi-Fi fHiR
- CPU K H Bk AREAR , SFPATAREHORE: 5 P4
+ B Wi-Fi #512{
- CPU ¥ H shik ABERR , SHA U RARIEAT+CWIAP 54X B listen interval
SR 5 A
+ A Bluetooth Fz;
- 7€ Bluetooth | &7, CPU ¥t H ik ABENR, SHIBHtRRAR I 15 ] B i 19 5¢ P4
- £ Bluetooth 7278, CPU K HaiE AREHR, bt R AR 212 ) b i 11 5% P4
+ Wi-Fi A1 Bluetooth FE{FAFFL
- CPU ¥fH 3 iiF/\ﬁﬁﬂE o SFPABASTHRORR AR H 5 AR O A
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fHER
- BPIEIHOR AR IEAT+CWIAP fin 2% E Y listen interval ZHUE M KM
+ B4 BLE 5z
- £ BLE JHEAS T, SPAURTHORE AR 4 5] B o 151 2 A
- 7E BLE ST, SHSIHCREAR S 2422 [R) B 2 1 5% 1A

Bl

o A HERIRAX S, Bluetooth LE RAT ARG #I 4Rk . 24 Bluetooth LE #JUA L5, AT PAZE F A AR AR
Ko

* Modem-sleep f5xC il Light-sleep #5:X3 1] PAE Wi-Fi #0835 BLE #5:0 FE, (HAE Wi-Fi fz0F
XA HBBTE station BN iKE

o X Light-sleep #ixXHT, BWIRHTEITAT+SLEEPWKCFG 6y A BE B I MR BEyE , 75 WSR3 4
B EH AT REIRR S

* X Light-sleep 83X J5 , 4154 Light-sleep M A5 (44 AN 2 0], 145K B 2hE A BEIRAR L, 24 Light-sleep
W TR 2K 6 JE I, 152 RE B Bl A R HRAS K o e i

 XfF BLE #i:X N #Y Light-sleep #5538, F FrnZiinfff 4% 32KHz 4%, 750, Light-sleep #3023 PA
Modem-sleep = T AE.

o AT+SLEEP £ 75013552 S0k Sleep AT 7151 .

2N

AT+SLEEP=0

3.1.14 AT+SYSRAM: iy Y fij sl e i as Rl Mg /DA ]
i) 4

LT

AT+SYSRAM?

Wi i <

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

e <remaining RAM size>: Y[ GxHEZS[A], BA7: byte
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« <minimum heap size>: ZFTHATR/DESS[E], B byte. 24 <minimum heap size> /INTE{IE
T 10KB Ff, ESP32-C2 ) Wi-Fi FMIKIIFEME A DI RE T E L 325210

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: #ify/it s 251 s a1
HihR A

ik
E Y H RGN E RS

mlé>:

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

BE A

&

i
WERAGIURNMEE . CRETREE IS E M AT JHE, 8 AT+SYSMSGFILTER fi5 %
A

’AT+SYSMSG:<state>

W] )
[ox
* <state>:
— Bit0: jB} Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2744 Bl R = &,
* 0 AFTEN
© FTEJ +QUITT
- Bltl $f§ﬁj‘%ﬂ_‘1ﬁhu\§§£
« 0 I BB R(E ., Q1 XX, CONNECT
« 10 i FE 4 3R 78 {5 ., Il +LINK_CONN:status_type, link_id, ip_type,
terminal _type, remote_ip, remote_port, local_port
- Bit2: EBRRESERER, @ T Wi-Fi i 4:X,. Bluetooth LE SPP J Bluetooth SPP
+ 00 ATEHHRMEE
1: 4 Wi-Fi, socket, Bluetooth LE 5§ Bluetooth RS &4 s As i), T R{(EE, fn:
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— "CONNECT\r\n" = PL "+LINK_CONN:" FF L @i T &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

— "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

- "4+ETH_DISCONNECTED\r\n"

- Db "+ETH_GOT_IP:" F %k # %ze-ﬂé B

- PL "+STA_CONNECTED:" F L #
- PA "+STA_DISCONNECTED:" %}é’]%f\% 1<
- PL "+DIST_STA_IP:" FME T E

~ DL "+BLECONN:" FFk #y F fF &

- PL "+BLEDISCONN:" JF k@i 7 fF K

ﬁﬁn‘
e[
—S
mny
g

]

o #AT+SYSSTORE=1, P& SURHIRIFAE NVS 231X,

o FiEBIt0 Ky 1, B Wi-Fi if X B8 +QUITT,

o« % Bitl K 1, ¥ £ ¥ WAT+CIPSTART FIAT+CIPSERVER iy 4, % % ¥ # /&
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” ERTIZ
2 “XX,CONNECT”,

Bl

/) BH wi-Fi BEBRANATHRT FEA
/) EEWRTHFARET R
/) EBERSAXEAXBATAREEL

AT+SYSMSG=2

%\7\\

B

/] HEHE KX T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsZEH R4 8 0kE
A i fir &

e
E TR W EYSSuR/ bk ey

[k

AT+SYSMSGFILTER?

Wi i ¢

+SYSMSGFILTER: <enable>

OK
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N

A

Dy
F’Fﬁj Fﬁ%ébfﬁzu\ }:E

O e
iy

’ AT+SYSMSGFILTER=<enable>

o] 7 <
[ox

S

¢ <enable>:
-0 BHARGHEELE. REBIME. 25, REHEASER BN IERTE.
D EHARGHEEMAIE. TFEE, REH BIE N R UTE E R EdE S8 AT gk, MCU
TAWﬂ M AR E N F B VTR EEdE, & FEAEEAE MCU.

e

o W5l AT+SYSMSGFILTERCFG iy 4 E AR iEds , Rl A a4 a8 el 8t 24000 Bt g,
SRS MRS 4 ) R GE T E L

o TR AT+SYSMSGFILTER=1 1%, WG B RS SIS E L EE I, Bk AT IR
TH R T .
o TEHENEEAEX B, AU FHAT+SYSMSGFILTER=0 4, 25 R4 Bt g,
o GIARRET AT TR WRIFA, WM AT APIs S8 AT 64 1R &% .

// JREW AT A4 BB KE. BHE LS W AT+HSYSMSGFILTER.
ARk, RAEHRFEW AL %E MCU (AT+USERWKMCUCFG # 4 X H B MCU % B I ) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ BEHAES RN AT A O BB L E. HIE S Y AT+SYSMSGFILTER.
A (WEEH) , XEHEWN AL % E MCU (ATHUSERWKMCUCFG 4 4 % & B MCUL
B E) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B EE MCU HE M AT # 4 O W I A% . KA LS4 AT+SYSMSGFILTER.
A, ABEHE S B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ B A K % B MCU y]ﬁtfﬂkﬁﬁ]% aﬁ AT @4 O W HELRE. KE LW AT+HSYSMSGFILTER.
AT (WEEA) , A2 HKEM 2% B MCU (AT+USERWKMCUCFG # 4 % B B MCU_
B E) .

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);

Bl GRS ZGE iR,

3.1.17 AT+SYSMSGFILTERCFG: #ify/fitE R0 6l ie s

o HamidiE R
hd ;%r/\ﬁﬁ'ﬁl\/v 5
o ¥Whe—A e R
° 7%”‘? "/\ f/@

B 3 28
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n

=

it i

%

iy A

s

O A .
"ﬂ/?\‘

AT+SYSMSGFILTERCEG?

Wi i ¢

+SYSMSGFILTERCEFG: <index>, "<head_regexp>","<tail regexp>"

OK

S8

o <index>: JIPERMIRT].
e <” head_regexp” >: SLERIENFEER.
e <” tail_regexp” >: REIIENFEERK.

WERAT L DB 2

BEmA mA

’AT+SYSMSGFILTERCFG:<OperatOr>

W

[ox

S

¢ <operator>:

- 0: JEBRFTA L uES . WG, AT DARER— L B B o S TR

il

/) T OPT R LR B

AT+SYSMSGFILTERCFG=0

Bm—A- L aE2

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi 3% ¢

OK

>

iR FRoR AT EHEA TP AT 4 SR, SUEHERT DA KR (RP - S ik =X 2R e
MFEE), Y AT W F AR JF AT <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
MRk TE B AL T

AR IR )2k e R R AL I 2R s N I s SR
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’ ERROR

LB BV B vea Vet -3 Gyl v e N SR 1P /5790 %I IS A T

s <operator>:
= 1t BEIM—AN g . — i e A AL A SR gk SN R Bk ) ik =K.
* <head_regexp_len>: SLPFIEMIZRIAAXKE . M [0,64]. WERKEN O, FRZBELEBIENFRE
FLHIPLHED, [} <tail_regexp_len> AFEH 0.
o <tail_regexp_len>: EFFIEMIZRIAFAKE . JEH: [0,64]. WHRIEN O, FZNEEHIENZFRHL
HIVCHED, [AIB} <head_regexp_len> AHEH O,

o RN A Ay B B gAY, PRl AT+SYSMSGFILTER iy 45 H B8R I R G0 B g, 58
DU MRS A0 A R 500 B A HE

o IR ARIE MRk A AF A S5 POSIX HAIENIETL (BRE) .

o 9 TG A RIE & (AT A4 1 TX ) Wbl e 98, s PO M ZGA (A ~ Ik, BT
IEMIRAPA $ 4530

o HAAARGHE WIPLe_E kAR W2k 20N e W kU, REHEA S0k, digks, &
GEH B W kAL B Rs S AT adigdel, MCU AU i ARl i W ik Ve e b
Wb, IR RAE MCU,

o MERGH LR — L IER G, AR FREEITE L E R g .

. ié‘dﬁ%ﬂﬁﬂﬂ?ﬁﬁﬁi RGHEARGEA, WASK E—FMRLHEMAZREHEGE—

o, YEATPUAC.

o MTHEMERRR R, SRR ER AR g, R Rl i AT+SYSMSGFILTER=0 fiy 4%

LB WENS PR/

il

// REEE, LHEHE "WIFI CONNECTED" R AW AR &
AT+SYSMSGFILTERCFG=1,17,0

/) A4S KRE OK f1 > J§, B A\ "WIFI CONNECTED\r\n (¥ & \r\n & A 2_
/ANFH, XN ASCIT # g @y 0D OA)

/1 FFR R GE R R
AT+SYSMSGFILTER=1

VAR o

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 1 F # ¥ WIFI CONNECTED % % W Bl &

PEARPI S % Z il AatiEr ).

MHER—A~ 3L DB %S

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢

Espressif Systems 32 Release v2.3.0.0-esp32¢3-607-ge4aa658f5f
Submit Document Feedback


https://en.wikipedia.org/wiki/Regular_expression#POSIX_basic_and_extended
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 3. AT Ay d4E

OK

>

s R AT ELUERSFEI AT 654 CIROEE , BRG] DA AR (BI: SKSsaE i3 ik s 3R IE
MRz, M AT BB EPE K iR E] <head_regexp_len>+ <tail_regexp_len> J5, #{TiE

kA e AR -
AR I Rk e A 2 I s e B e R, AR ] -

’ERROR

B SRV B visea Vet -3 G v 1 R S| 50 st 7 00 I IS A T

[ox

<operator>:
- 20 MR A Bk
AREN 0.

NEEH 0,

Bl

TR MM e 0 2 s I A 0 AL D o

il

<head_regexp_len>: SLFBIENZEA0KE, JUHE : [0,64], UHEXE N0, | <tail_regexp_len>

<tail_regexp_len>: IR IENFEEXK)E ., L [0,64], WHRIEE N0, N <head_regexp_len>

/7 M bR A e LR B

AT+SYSMSGFILTERCFG=2,17,0

/) % fHAKE OK 1 > J5, ¥ A\ "WIFI CONNECTED\r\n
S/ANFH, X ASCII # % 0D 0A)

/7 R TR

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 4 & &

(F& \r\n & H 2_

3.1.18 AT+SYSFLASH: #ifyukif 5 flash JIj J1531X
i A

ik
i flash F P43 X

Py
A

AT+SYSFLASH?

W 7

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK
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Ve a4
fie:
B 5. R fash J P
s

AT+SYSFLASH=<operation>, <partition>, <offset>, <length>

W

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #fRp X

-1 BAK

-2 FAaK
 <partition>: X4k
o <offset>: mfsibhl
o <length>: i K&
* <type>: JJF4rIXEA
* <subtype>: JJF/rX 1R
o <addr>: J] X HihE
o <size>: F AKX/

o [ A A5 keck at_customize.bin, FH4EE IS H 4T i 2 Lo R,

o BEERAIXHE, THSEEEERRIZ E AR X XA DA <of fset> fil <length> ZHCR5EN. B
W, $8§4 AT+SYSFLASH=0, "mfg_nvs" A[#E[RIEEA “mfg_nvs” X,

o XTH XM L 5% ESP-IDF 4r X 3.

* ¥4 <operator> Nwrite B}, RGBS IEIEMITRE >, W DU A S WEdE, 3
PRKEN S <length> —F(.

o G XHI, EEERIZT X,

o QISR EAEE L mfg_nvs Sy XA R E, T AT+SYSMFG 14 (NVS H B EXT5AE ) . ansk
EARB A mfg_nvs 43X, 5 FJAT+SYSFLASH % (7 X#AE) .

il

/1 BB EA "mfg_nvs" oK
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" SR EHHA 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs Jf] J143 [X
iy 4

ig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 (] (namespace)
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[

AT+SYSMFG?

W

+SYSMFG: <"namespace">

OK

BBk fir #4248 I e BE YD

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">] ‘

Wi i ¢

[ox |

¢ <operation>:
- 0 PEBRERE
- 10 RERAE
- 21 B AHAE
* <” namespace”’ >: 44 ZS[H],
o < key” >: EHE, siFRCNEE. X4 <"key"> BB, S <"namespace"> WA IYEENT; &
M H BB A FTHEE R <"key "> [UER(EXT

il
o THICPIEE AED AT (NVS), T4 2s(a] . BERT AR

il

// W client_cert A XMW AMMEN (W: ERBRANE 0 EE 1
—~EF P RIEF)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # #& Z i A M client_cert.0 #EX (H: BRBIAWE o
CEEP RS

AT+SYSMFG=0, "client_cert", "client_cert.0"

DA 428 T e BV X
é\

B WA

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>,<length>]

Wi i ¢
Y <"namespace"> PAKZ GEEEA BT, 1&[H

+SYSMFG:<"namespace">

OK
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Y <"key"> NRZFSHERAE N, &M

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMEOL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: PEEREAE
- 1t SRHfE
- 20 HGABAE
e <” namespace” >: 44 a3[A,
o <" key” >: FHE, SiFRMEE.
o <offset>: F{EA M.
» <length>: {HWKE.
o <type>: FEHAYAAL.
- 1: u8
i8
ul6
16
u32
32
string
: binary

o <value>: SH{EAIEHN.

|
0NN L kW

B
o THICPIEE RS AT (NVS), T4 2s(a] . BERT AR

il

/) EBYM AW AL R
AT+SYSMFG=1

// E B client_cert ® & X 0 WA W £ 4#

AT+SYSMFG=1, "client_cert"

// #E B client_cert # % Z [l W # client_cert.0 F# W&
AT+SYSMFG=1, "client_cert", "client_cert.0"

// LBl client_cert @ % X A W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_
e
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 425 ] A 5 A BEFDO

)E’J

Tg
A frd

=l
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’ AT+SYSMFG=<operation>, <"namespace">,<"key">, <type>, <value>

Wi % ¢

[ox

S

¢ <operation>:
- 0 HEPRERAE
- 1t SRR
- 2: B A#AE
* <” namespace” >: fiy4%3[H.,
o <” key” >: B, siFROME.
o <type>: F{HIGAA,
- 1: u8
-2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: S <type> A, WILSEE ORI :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CERMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT EHES IR TR, BERTEn] DU A B, 24 AT £ 80 1 B0 K R R 5
<value> Ji, WIS7R[) a4 250 P E A SEEXT .

I
NN R W

Bl

o WHSCREE RS A (NVS), T f#ar a2, BEX IS .

* BN, GIEH TR a2 2 A SR (NVS ARG 2 A SRR RERT ) -

o WEREARME K mfg_nvs 7 APt SR E R, T AT +SYSMFG fip4 (NVS HEg B0 o J2R
GBAEECEA mfg_nvs 2} X, G HAT+SYSFLASH fir % (73X #AF)

il

// 1 client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : E#H client_cert.
SREEEAWE 0 BEPFHIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// B ORE > F, A 1164 FH WL $ T H

3.1.20 AT+RFPOWER: #ify/i% ¥ RF TX Power
i A

Yrtig:
7rifi] RF TX Power

Py
A

AT+RFPOWER?

W i <
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+RFPOWER:<wifi_power>
OK

BeE A

’ AT+RFPOWER=<wifi_power>

o <wifi_power>: {3} 0.25dBm, i %E’J%ﬁzﬁﬁ 78, MISZFRMY RE Power B4 78 * 0.25 dBm
=19.5dBm. [i® 50154 AT+RFPOWER? fiyd Eﬁm}\%ﬁﬁ’] RF Power 1f .
— ESP32-C2 ¥4 I BUE TG [40,84]:

BEE | IEBE Xhr{E SEfR dBm
[40,80] | < REH> | <HEH> | <&EH>*025
[81,84] | < &EH > | 80 20

3.1.21 il

o M Wi-Fi KB RFIEEIL}, AT+RFPOWER iy 2 Toik % B/A0 ] Wi-Fi 1) RF TX Power., 34 Bluetooth
LE K454}, AT+RFPOWER iy Joyk ik B/251A] Bluetooth LE H{ RF TX Power,

* B T RF TX Power 4+ b AN [H W) 58 4, W D> FRIAAE S 2 X MM HCHEE B,
B DA L esp_wifi_get_max_tx_power = i) F| ) wifi_power I {H B fE 5
esp_wifi_set_max_tx_power WEMMEAEES, HASHIREK.

o A <ble_scan_power> £l <ble_conn_power> - Z50{H % B N5 <ble_adv_power> ZEUFH [F] 1HE
BN, XDSEG 2 E S E N5 <ble_adv_power> [ [H{H -

3.1.22 AT+SYSROLLBACK: [HI7&ESICLin s 1

Bl

« ESP32C2- 4MB AT 2 ka4, i ESP32C2-2MB AT &4t TR ¥ Hi%i OTA 41X, Plik
AZ LA .

o Ry OTA 4, H4&RET| A — OTA 43 K4
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3.1.23 AT+SYSTIMESTAMP: #5if)/¥% A Hisif ] ik
iy A

i
A ) 7 L P )

s

AT+SYSTIMESTAMP?

W

+SYSTIMESTAMP: <Unix_timestamp>
OK

)E’J

CHLN A

ik
BCEAMIS AR, 24 SNTP WRIERS, K52 (A2 505

[

’AT+SYSTIMESTAMP:<UniX_timeStamp>

W i <

[ox

S

o <Unix-timestamp>: Unix f[a]#;, BAf7: 0.

2N

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.24 AT+SYSLOG: PP HkZE AT i Crddn
A A

ik

i) AT SRR 275 2 T

e

AT+SYSLOG?

W i :

+SYSLOG: <status>

OK
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EmA

&F

i
SRS AT AR

O e
iy

’AT+SYSLOG:<status>

Wi i :

[ox

S8
o <status>: FHRASHE RS

- 0: 3
SREl i

il

// B AT #EREIE R
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// #ER AT HiRREGRT
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR

AT FR AT R —A> 32 fi -/ BRI, & SCanF

ESl FRE

il

bit32 ~ bit24 | bit23 ~ bitl6

bitl5 ~ bit0

« category: [HE{H 0x01
« subcategory: 4HiRASHY
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=y il %ﬁ = K | WA
fig
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 f5Ler
ESP_AT_SUB_NO_TERMINATOR 0x02 FRFIZERG (UL “m” ZER)
ESP_AT_SUB_NO_AT 0x03 FIRARIG AT (5 AT AL at. AUER
aT)

ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 S NI
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 SRR AU
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 e e NI
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 (TS el
ESP_AT_SUB_UNSUPPORT_CMD 0x09 VSZ 3 L
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A L
ESP_AT_SUB_CMD_PROCESSING 0x0B THEDAT L —Zfn %
ESP_AT_SUB_CMD_OP_ERROR 0x0C PN Y (T

* extension: HiRYIR(GE, AR TFREGARPY RAEGE, #1%#H W components/at/
include/esp_at.h,

BN, 5% ERR CODE:0x01090000 F/R “RZHZMmL7.

3.1.25 AT+SLEEPWKCFG: V¥ Light-sleep Wi/t i fle i GPIO

=

=

A

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
- 0: {REABCE, BASLEF
- 1 {REARCE, BASEF
— 2: GPIO Mafig
* <paraml>:
— YEREEE A E BTSN, ZSEEOREIRR ], AL 2R
- Mgk GPIO B, %Z4(3R GPIO 1

e <param22>:
— MUY GPIO B, %M R
- 0 {LiF
SR T
il

// GPIOL12 & % A% ® F B} % B2
AT+SLEEPWKCFG=2,12, 0
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3.1.26 AT+SYSSTORE:

iy

i
i) AT SRR

s

BEE S HAEX

AT+SYSSTORE?

L)V

+SYSSTORE: <store_mode>

o <store_mode>: ZEIEERIR
- 0: WAHEAA flash

- 1: MAHEFA flash (BRA)

Bl

o R NP B, APmEiaS, FOyEa< 82N RAM Fif .

N RN

MDA iy 2

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIJAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
AT+CIPDNS
AT+CIPSSLCCONF
AT+CIPRECONNINTV
AT+CIPTCPOPT
AT+CWDHCPS
AT+CWDHCP
AT+CWSTAPROTO
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e AT+CWAPPROTO
« AT+CWJEAP

il

AT+SYSSTORE=0
AT+CWMODE=1 // F # A\ flash
AT+CWJAP="test","1234567890" // F 7 A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A\ flash
AT+CWJAP="test", "1234567890" // # A\ flash

3.1.27 AT+SYSREG: 5% (f8s

WA

-t

=

A

AT+SYSREG=<direct>, <address> [, <write value>]

W )i :

+SYSREG:<read value> // RNEH TR 545 £
OK

S

o <direct>: BN EZIEA

- 0: LA

- 1 B4
¢ <address>: (uint32) FFffgniit, FHHFESFHH XD (BARSE T
o <write value>: (uint32) 5 AfH, & T 5 S1Eesmt

Bl
o AT A&l , DT Af DR A 2 A e L AT 2%

32 Wi-Fi AT @445

o B

o AT+CWINIT : #IUEACEHE Wi-Fi IRSIE T

o AT+CWMODE: Zifi)/i% 8 Wi-Fi 23, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: #5it] Wi-Fi JRZESH Wi-Fi {5 8,

o AT+CWJAP: %3: AP

o AT+CWRECONNCFG: #5if]/i%'% Wi-Fi %0 %

o AT+CWLAPOPT: ‘& AT+CWLAP xS H14iss By @k
o AT+CWLAP: 545wl Fi Y AP

o AT+CWQAP: WiTF5 AP [

o AT+CWSAP: Tit'® ESP32-C2 SoftAP &%k

o AT+CWLIF: Zxif)i%E3:%) ESP32-C2 SoftAP [{ station {5 &,
o AT+CWOQIF: WiJF station 55 ESP32-C2 SoftAP )%
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* AT+CWDHCP: 3 /2% DHCP

o AT+CWDHCPS: 7%ifj/i%E ESP32-C2 SoftAP DHCP 4)-fr i 1Pv4 HbhikJu

s AT+CWAUTOCONN: FHL 2T HEh%ER: AP

o AT+CWAPPROTO: #¥ifi]/ 1% 5 SoftAP i 802.11 b/g/n Fpsl bR
o AT+CWSTAPROTO: ' Station izl 802.11 b/g/n Hpsl A5
o AT+CIPSTAMAC: #5if/15 % ESP32-C2 Station 1) MAC Hbik

o AT+CIPAPMAC: 5/ & ESP32-C2 SoftAP ) MAC i}

o AT+CIPSTA: #5if)/i% % ESP32-C2 Station [ IP H#iih

o AT+CIPAP: Z¥ifi)/i% 8 ESP32-C2 SoftAP [{ IP Hihk

o AT+CWSTARTSMART : T = SmartConfig

o AT+CWSTOPSMART : {2} SmartConfig

o AT+WPS: % WPS Tjfig

o AT+MDNS: V%% mDNS g

o AT+CWIEAP: E3: WPA2 L AP

o AT+CWHOSTNAME: #5if)/¥5¢ & ESP32-C2 Station [/ 3 H1.44 F5
o AT+CWCOUNTRY : #5if)/ 5 Wi-Fi [HZA0

321 e

¥ BUAR AT FCE SRR LT R BRAT+CWIEAP Z SNWBITAH AT 6o U2

T s ESP32-C2 2k

WCFrEr S, 1§ AT iF ESP-AT 142, TESRTOPACE TR (I, RSN

k)

* 2 EAP i34 (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command

support

o 25 WPS 74 (AT+WPS): Component config->AT ->AT WPS command support
» 2% mDNS 54 (AT+MDNS): Component config->AT->AT MDNS command support

%] smartconfig fiy4 (AT+CWSTARTSMART . AT+CWSTOPSMART ) :

-> AT smartconfig command support

Component config->AT

o SYWPTH WiFi fird (RS, —HAS, iy Wi-Fi DARVA ERINRERTCIA G, B A frss

PIX L AT /54 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #4458 Wi-Fi IR 3R
ity

i
#ify ESP32-C2 345 Wi-Fi HII5LIRES

s

AT+CWINIT?

Wi i ¢

+CWINIT:<init>

OK

)y

N

R

&

i
FIaR AL B ESP32-C2 54711 Wi-Fi SKEhAE R
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[

’AT+CWINIT:<init>

ja] o, <
[ox
e <init>:
— 0: JEP Wi-Fi IRah T
— 1: ¥tE 4k Wi-Fi BRSNS (BRA(HE)
B

o RUEARAFE flash, FHJG W ABOAE 1.
 YEERAM BHECA RIS, FEAGA Wi-Fi BURTEE T, AT DARE Tt 15 B Wi-Fi JREhRE, DAREIL
RAM B

il

// B Wi-Fi Wz T
AT+CWINIT=0

3.23 AT+CWMODE: #ify/i% ¥ Wi-Fi i (Station/SoftAP/Station+SoftAP)
iy

Yytig:
i) ESP32-C2 #4511 Wi-Fi #3{,

AT+CWMODE?

L)V

+CWMODE : <mode>
OK

)E’J

CEL A

yfik:
W E: ESP32-C2 %4511 Wi-Fi B,

Py -
“ﬂ4>‘

’AT+CWMODE:<mode>[,<auto_connect>]

W i <

[ox
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BH

o <mode>: izl
— 0: J& Wi-Fi 5%, 9f H. 2[4 Wi-Fi RE
— 1: Station Fiz\;
— 2: SoftAP iz
— 3: SoftAP+Station Fi=;

+ <auto_connect>: JJ{#ft ESP32-C2 % #511 Wi-Fi #3CI) (BI40, M SoftAP it Wi-Fi #5174k H
Station 55} SoftAP+Station #55X) , 27 /5 H HaliEH: AP IIfe, BOAE: 1. SHEERE, it
MEGAE, S aE H shidEs:.

- 0: 22 /] F shifE#: AP [Tfe
- 1: 3 B3hiER AP [MIIEE, &2 AIC &% H3liER: AP [WECE f-475) flash 1, JU] ESP32-C2
WAk B BhiEd: AP

Bl

o PAT+SYSSTORE=1, 7S5 ¥HARAEAE NVS 4 X

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #ify Wi-Fi JR &8 Wi-Fi {55
iy A

Jifig:

£rif] ESP32-C2 154511 Wi-Fi R Wi-Fi 5 &

AT+CWSTATE?

W i <

+CWSTATE:<state>, <"ssid">

OK

o <state>: Y477 Wi-Fi Jk5&

— 0: ESP32-C2 station [ A S TR Wi-Fi %4
1: ESP32-C2 station B & %% I AP, {HARHEF| IPv4 Hilit
2: ESP32-C2 station B\ £ %42 | AP, B L HHF| 1Pv4 Hihit
— 3: ESP32-C2 station IE¥E#4T Wi-Fi #E#25( Wi-Fi #Hi%E
4: ESP32-C2 station 4bT Wi-Fi WiHRIRES
o« <” ssid” >: HFR AP 1% SSID

|

o 4 ESP32-C2 station Y%A 4 F AP B, i by -2 Wi-Fi {5 8,; 24 ESP32-C2 station i
B L AP J5, HEEMHAT+CWIAP iy 425 Wi-Fi {55
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3.2.5 AT+CWIAP: &% AP
iy

Dtig:
7] 5 ESP32-C2 Station jE45 11 AP {5 H,

s

AT+CWJAP?

L)V

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
—, <scan_mode>, <pmf>
OK

BeE WA

Yytig:
¥ B ESP32-C2 Station 75344511 AP

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

W .

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

AT %

i
FF ESP32-C2 station 4% % ik Wi-Fi it & H1[#) AP

AT+CWJAP

W i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPvé6 GL]
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&

+CWJAP : <error code>
ERROR

SR

o <ssid>: H#x AP 1 SSID
— G5 SSID AR HA , o " \\ SRR T, TR X
— AT ZHpi%$: SSID Sy SCi AP, {H 2 HE 28 % fh 27 5l 5 #4517 S SSID A2 UTFE-8 gtk =X
BT PASEH SSID, AR Jefili 414 21 i SSID #FfTi%E$z
<pwd>: ZHi K 63 577 ASCII
<bssid>: HPx AP [) MAC Hitik, 42/~ AP AR SSID i}, ZSHOR 440
<channel>: ZiH%
<rssi>: {55 iR
<pci_en>: PCIiAJE
— 0: ESP32-C2 station 1] 5{T-Aa—Fl a5 720l AP j482, {45 OPEN il WEP
— 1: ESP32-C2 station 7] 5[ OPEN F1 WEP 2 #NFATAR—Fimnas 5 R AP 45
» <reconn_interval>: Wi-Fi BiE[E]fE, A b, BROME: 1, & A{H: 7200
— 0: Wi, ESP32-C2 station AN E % AP
— [1,7200]: WiFFi%E4E )5, ESP32-C2 station 4[58 E I} E]) 5 AP %
* <listen_interval>: [[§/7 AP beacon [FJ[R][F, R4 AP beacon [H]ff, ERIAME: 3, JEH: [1,100]
o <scan_mode>: FIitE
— O: P4, #RE B AP J52 (L334, ESP32-C2 station 5 55— M 2 AP &4
- I: &FEER, A EEEE G A 2 L35, ESP32-C2 station 55 255 B5R %) AP
JUEET
+ <jap_timeout>: AT+CWIJAP fy AW EIME, B 7, BRiAME: 15, JERE: [3,600]
o <pmf>: PMF (Protected Management Frames, Z{&3 Ry HmT), BRIAE 1
- 0 F/R % PMF
— bit 0: B PMF Ijfig, $&/R3CHf PMF, WS H AL B PMF JjGE, I ESP32-C2 %4150
SeBEFE A PMF B84
- bit 1: FFE PMF, $/RFHE PMF, AR RPN RE PMF DIRER &
» <error code>: 45iRMG, {Wft&%
- 1: R
- 2: R R
3: LR T H iR AP
4: BRI
HE A H: BRI

(]

o HLAT+SYSSTORE=1, Tit'& W CRA7E] NVS 40X

o [ A & F5EITE station AR

o 24 ESP32-C2 station &L 3E: F AP J5, #EEMHLar4& i Wi-Fi {5 ; 24 ESP32-C2 station % /&
Pz b AP W}, HEEEH AT+CWSTATE fi4-#5if) Wi-Fi {5 &,

o Ay A P <reconn_interval> B 5AT+CWRECONNCFG 54911 <interval_second>

SHMI . MRBFTARG A NNE <reconn_interval> 2%, Wi-Fi 5% a]B& i a)RFR FH 2k

UNEER!

WERFIH % <ssid> fll <password> 4, R A _E—RikEMH

PATI S TR E A WBEETEEAEFE, BRI 157>, Wl S5 <jap_timeout> WHE

AEFLSRE IPve Hihlk, SEBER B AT+CIPV6=1

42 oK {3 IPv4 WML T & Ui hes, A FE IPve M HEAR LA . 2411 ESP-AT DA IPv4 {24k

&, IPve M4 At .

e WIFI GOT IPv6 LL ftFEE LKA AHAER IPv6 itk , 3Ntk E i@t EUL-64 Ak 3k
W), AREMERESS., mTITRY, XMTHRESE OK Z B, W EETE OK Z )5 .
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e WIFI GOT IPv6 GL{CEDZLIEE| 4R IPve Hullk, ZHiht 2k AP F & Mmigiin b papita s
R EBIATHATRY, FEKHSSS. BTIFRF, XAFTHIFHELE OK Z /i, WAl RELE
OK ZJ&; WrlREHHT AP AR IPVO i AT ED .

hil

// 4B B A AP By SSID & "abc", A E "0123456789", | @ 4 &
AT+CWJAP="abc", "0123456789"

// W R HA AP B SSID £ "ab\,c", HHZ "0123456789"\", M| & 4 £ :
AT+CWJAP="ab\\\,c", "0123456789\"\\"

/) R EZA AP FAM R # SSID "abc", WiE I BSSID # E| H A& AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// fw R ESP-AT E ki pMF #F # AP, W& 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: 7%ify/¥t' s Wi-Fi fiEh S
AR s

Ly
ity Wi-Fi BN E

s

AT+CWRECONNCFEG?

Wi % ¢

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

[y

Jfie:
% Wi-Fi &SR E

“ﬂ4>°

’ AT+CWRECONNCFG=<interval_second>, <repeat_count>

W i <

[ox

S8

* <interval_second>: Wi-Fi EIE[A][E, BN #, BRIAE: 0, FKME 7200
— 0: Wi, ESP32-C2 station A~ EiE AP
— [1,7200]: WiFFi&EE )5, ESP32-C2 station & [R5 € I E] 5 AP %
o <repeat_count>: ESP32-C2 X452 AP BIREL, ASBEHE <interval_second> AH 0 B
AL, BRIAME: 0, fKfH: 1000
— 0: ESP32-C2 station I3 424449 AP
— [1,1000]: ESP32-C2 station ## 8 AR S 538 E VR B E % AP
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il

// ESP32-C2 station %[ 1 # % ®X &% AP,
AT+CWRECONNCFG=1, 100

// ESP32-C2 station HEW FF & 85~ F #F AP
AT+CWRECONNCEG=0, 0

%% 100 K

i}
o At <interval_second> ZEHAT+CWJIAP ) [<reconn_interval>] ZEAH[H
o A T HEWIT AP, Wi-Fi B MAHLUE Wi-Fi 3 i

3.2.7 AT+CWLAPOPT: ¥ AT+CWLAP &y A FIHG4s 1 @ vk

i

=

’AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

o <reserved>: {%F5ji

* <print mask>: AT+CWLAP (4552 5 Bon AR 24, BAE: OXTFF, #5 bit ik 1, WK

S SE, BER 0, IR RN S5k
— bit 0: &% E/8 <ecn>
— bit I: BRI/ <ssid>
— bit 2: B7E BN <rssi>
— bit 3: &7 E/~ <mac>
— bit 4: F4 7~ <channel>
- bit 5: 215 ER~ <freq_offset>
— bit 6: 215 /R <freqcal_val>
— bit 7: 215 B/ <pairwise_cipher>
— bit 8: 275 /R~ <group_cipher>
- bit 9: 275 i~ <bgn>
— bit 10: 275 R~ <wps>

o [<rssifilter>]: AT+CWLAP fHHEZ5 R @ B A SHEEE, M), Sl i G S EALT rssi
filter ZHHA AP, Hifi: dBm, ZRIA(H:-100, FEF: [-100,40]
* [<authmode mask>]: AT+CWLAP {43445 5275 R A IAIE T 2 AP, BRiAfE: OXFFFF, f1

Rbit xR 1, WERXNVINET T AP, #3h 0,

— bit 0: 275 &R OPEN ME R AP

— bit 1: Z%& &8 WEP AR Y AP

— bit 2: B R wPA_PSK AIE K AP

— bit 3: 25 R WPA2_PSK IAE 1 AP

- bit4: 2R /8 WPA_WPA2_PSK AL =0AY) AP

— bit5: 2% T8 WPA2_ENTERPRISE TAUE T AP

AN S 7
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bit 6: B R WPA3_PSK A =Y AP

— bit 7: B B8 WPA2_WPA3_PSK IAIE T AP

bit 8: J275 7% WAPT_PSK MIE A AP

- bit 9: ;275 R~ OWE TAJIE =) AP

il

VA S & O M
/1 BN S KK 31, B OOxIF, RAFAMENA
1,3

KT AT+CWLAP @A H W ERHBETEE
. .

AT+CWLAPOPT=1, 31

AT+CWLAP

// R B INiEF X4 OPEN B AP
AT+CWLAPOPT=1,31,-100,1

AT+CWLAP

3.2.8 AT+CWLAP: £1§i2%min HIF) AP

R:

B A

4?

i

ST G E

O e
iy

S0 AP, 455 SSID. MAC Huht k(552

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT 4

i

F Y il 6 AP

A

AT+CWLAP

Wi i ¢

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freqg offset>,<freqcal_val>, <pairwise_

—clpher>, <group_cipher>, <bgn>, <wps>

OK

e <ecn>:
- 0:

: WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

: WAPI_PSK

|
O 001N WN

g
OPEN

OWE
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il

=z

<ssid>: FHEHS50, AP [ SSID
<rssi>: {55 iR
<mac>: FHESE, AP 1) MAC H#ilk
<channel>: {FiE5
<scan_type>: Wi-Fi #2840, BRIA(EH: 0
- 0: R
R TERE
<scan_time_min>: &R MEE RN E, FA0L

fil, ASHICR

<scan_time_max>: EAMFHE AT ), AL

SHERME, ESAHH 120 ms, ahHih 360
<freq_offset>: il ({RAEWH)
<freqcal_val>: SUEMHEE (FRETIH )
<pairwise_cipher>: %558

0: None

: WEP40

: WEP104

: TKIP

: CCMP

: TKIP and CCMP

: AES-CMAC-128

70 RA

<group_cipher>: N A, 5 <pairwise_c

D 2R, Ul [0,1500], ANSRIHEIEAU BT
2, JEl: [0,1500], AR 0, F{ERA

ms

ipher> ZHIIHAEEM

<bgn>: 802.11 b/g/n, #7bit By 1, WIFIRMEREX VA, i 0, MR 48X R

— bit 0: JZ i fiE 802.11b 5

- bit 1: 2 EHRE 802.11g 5

- bit 2: 2EHRE 802.11n FF;
<wps>: wps flag

- 0: AN+ WPS

- 1: Z¥ WPS

/&

# 4§ £ SSID & ap

AT+CWLAP="Wi-Fi"

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

3.2.9

!

i1

v

A

=

H

AT+CWQAP: WiJF5 AP (s

we

’AT+CWQAP

W i :

[ox

3.2.10 AT+CWSAP: (it ESP32-C2 SoftAP 2%

A i)

i

Ly :

pas

T
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1f] ESP32-C2 SoftAP [t & 2%k

2 ot
4

AT+CWSAP?

W

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

EmA

&F

Tytig:
¥ ESP32-C2 SoftAP [t & 2%k

Py -
iy

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>] ‘

W

[ox

S

o <ssid>: FAFRSA, AN
o <pwd>: FEFERSE, B, JEH: 8~ 63 57 ASCII
e <channel>: {FiE%5
o <ecn>: JIE A, A3CHF WEP

- 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
* [<max conn>]: iFi%E A ESP32-C2 SoftAP [ #%2 station Z{H , BUEIEE: 2 max_connection
¢ [<ssid hidden>]:

- 0: )74 SSID (BkiA)

— 1: AJ"4% SSID

B

o AJeA LAY AT+CWMODE=2 B ¥ AT+CWMODE=3 5} A 4%k

o #AT+SYSSTORE=1, Wit & ¥ MCERAFAE NVS 4 X

2R\ SSID [RI 45T 5, RN E i 4 i MAC Mkt 40 . 73 0] DAGE J AT+CWSAP? 253 2RA 1Y
SSID.

il

AT+CWSAP="ESP","1234567890",5,3

Espressif Systems 53 Release v2.3.0.0-esp32c3-607-ge4aa658f5f
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/api-guides/wifi.html#id39
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/api-guides/wifi.html#id39
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 3. AT Ay d4E

3.2.11 AT+CWLIF: #%if)i%E#;5] ESP32-C2 SoftAP [ station {3 &

WA %

A

=

AT+CWLIF

W i <

+CWLIF:<ip addr>, <mac>

OK

e <ip addr>: £3:%] ESP32-C2 SoftAP 4 station HJ IP Hhidik
e <mac>: #3:3] ESP32-C2 SoftAP [ station 1) MAC il

]

© RARLTIEA WIS IP, {USHFTE ESP32-C2 SoftAP HITE AR station DHCP ¥ RERY I DL T A 2L

3.2.12 AT+CWQIF: KiJT station 55 ESP32-C2 SoftAP [1)i% %

AT 4

Dyie:
Wi A 1% A ESP32-C2 SoftAP [1 station

’AT+CWQIF

L)V

’AT+CWQIF:<mac>

Wi i ¢

’OK

B

o <mac>: FEWHFEEN station 1) MAC Hihk
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3.2.13 AT+CWDHCP: j3JH/25)1] DHCP

AT+CWDHCP?

W i <

+CWDHCP : <state>

Yytig:
J& /4% F] DHCP

A

’ AT+CWDHCP=<operate>, <mode>

W

[ox

¢ <operate>:
- 0: 871
- 15
¢ <mode>:
— Bit0: Station [1)) DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP fIRES
- Bit0:
« 0: 2% Station [} DHCP
« 1: JB ] Station ) DHCP
- Bitl:
x 0: 25 SoftAP [{) DHCP
+ 1: J5 ] SoftAP [} DHCP
- Bit2:
« 0: 2% [f] Bthernet [1) DHCP
+ 1: J32 Jf] Bthernet |1 DHCP

e

» #AT+SYSSTORE=1, WiiH HHCRHATTE] NVS 43X

o KW HE G S BRCEEHS IPv4 ik 6y - AN ESEN, WAT+CIPSTA FIAT+CIPAP
— #5531 F] DHCP, WM IPv4 Motk £ 2
- FEAEA IPv4, Tl DHCP 24 5%
- RE R ESES LR E
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il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #if)/i ¥i ESP32-C2 SoftAP DHCP 4}ty IPv4 Huht i Hil
Ay

e

AT+CWDHCPS?

Wi 3% ¢

+CWDHCPS=<lease time>, <start IP>,<end IP>
OK

Dytig:
& ESP32-C2 SoftAP DHCP I 45 %%/ it (¥ TPv4 Huhik- 75l

e

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

W

¢ <enable>:

— 1: % DHCP server {5 5., FESEMIEE

- 0: 75 F® DHCP server {5 5., KR EGAME, FESHLHES
o <lease time>: FHZYW[E], FAf7: Zr4p, BUEVERE: [1,2880]
o <start IP>: ESP32-C2 SoftAP DHCP JI} %-4% IPv4 bbb it i IP
o <end IP>: ESP32-C2 SoftAP DHCP [l 45 4% 1Pv4 il 4t 1P

Bl
* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

© ARATLHAE ESP32-C2 SoftAP #EX e, HIF)5 DHCP server 1 &L (5 H]
o PCE Y TPv4 Hdik 7 BBl 625 5 ESP32-C2 SoftAP ¢ [f]— ¥ B¢

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HHEE, WEZRIAE
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3.2.15 AT+CWAUTOCONN: [-HiJ&75 (1 2h48: AP

v

15

<

A

¥

=4

A

AT+CWAUTOCONN=<enable>

W] 3 2
OK
ZH
¢ <enable>:
- 1: bR HZhERE AP (BHA)
- 0: LA HZNER: AP
]

o ARERAFE] NVS X,

Bl

AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/iX ¥ SoftAP Ei X 802.11 b/g/m Ppilbsifi

AT+CWAPPROTO?

Wi i ¢

+CWAPPROTO=<protocol>
OK

BEmA

A

=

AT+CWAPPROTO=<protocol>

Wi i ¢

OK
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SH
* <protocol>:
— bit0: 802.11b PMLFRHE
— bitl: 802.11g P AR
— bit2: 802.11n PFRUE
e
o Hi, ESP32-C2 %4534 PHY mode il,: Wi-Fi tpi i
« BUATEOLT, ESP32-C2 #5451 PHY mode /2 802.11bgn iz

3.2.17 AT+CWSTAPROTO: i%¥i Station Bz, F 802.11 b/g/n Pp il bx i
A4

O e
iy

AT+CWSTAPROTO?

Wi i <

+CWSTAPROTO=<protocol>
OK

v

7

N

H

¥

[y

o
%

Ele

’AT+CWSTAPROTO:<protOCOl>

W i ¢

[ox

BH

e <protocol>:
— bit0: 802.11b PN FrHE
— bitl: 802.11g P FRUE
— bit2: 802.11n HR kR

st

o 497, ESP32-C2 %45 7 #:11 PHY mode Ii,: Wi-Fi #pi 5=
o BATEOLT, BESP32-C2 %451 PHY mode S 802.11bgn =
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3.2.18 AT+CIPSTAMAC: 4ify/ik ¥ ESP32-C2 Station I1¥) MAC Huht
Ao A

Dtig:
7 ESP32-C2 Station [f) MAC Hihik

s

AT+CIPSTAMAC?

W

+CIPSTAMAC:<mac>

’AT+CIPSTAMAC:<maC>

W i <

[ox

e <mac>: FEEESE, FE8 ESP32-C2 Station [ MAC Hiik

Bl

S AT+SYSSTORE=1, T B BOEHRAE5] NVS 44X

ESP32-C2 Station [ MAC Hiii 55 ESP32-C2 SoftAP /R[], NEE sk — 45 B [FRERY MAC il
MAC Huilikfd) Bit O RNgEH 1, Bilin, MAC #hkv] PAE “la:---7, [HARRPAZE “15:7
FF:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & TCa bl , ANEEXE

2N

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.19 AT+CIPAPMAC: #rify/ik ¥ ESP32-C2 SoftAP ) MAC Huhl:
A ity 2

itk
25if) ESP32-C2 SoftAP 1) MAC H#ihl:
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AT+CIPAPMAC?

Wi % ¢

+CIPAPMAC: <mac>
OK

B

&F

Yriie:
¥ H: ESP32-C2 SoftAP ff) MAC Hiufi:

O e
iy

’AT+CIPAPMAC:<maC> ‘

Wi ¥ *

[ox |

S

o <mac>: FEFEESE, 8 ESP32-C2 SoftAP i) MAC H#hihik
]

o PAT+SYSSTORE=1, Wit'E W U /72| NVS 43X

ESP32-C2 SoftAP fitj MAC Hihl'5 ESP32-C2 Station A[R], ANE k& B [RFER MAC Hihk
MAC Huhkf) Bit 0 Rfgm 1, Flun, MAC Hutknf DA “18:--7, {HORA[PAZ “15:--7

« FFE:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & JCRHbHE, ASRETE

il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.220 AT+CIPSTA: #if)/i % ESP32-C2 Station (] IP Hhl
teififr 4

#rifi) ESP32-C2 Station 1) IP #iihl

O e
iy

AT+CIPSTA?

Wi i <
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+CIPSTA:ip:<"ip">
+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK

s
mE

[y

=y

e
w

N

ESP32-C2 Station [t IPv4 Atk

&

’AT+CIPSTA:<"ip">[,<"gateway">,<"netmask">]

o < ip” > FEFERSE, Fn ESP32-C2 station ) IPv4 Hidik
e <” gateway” >: [

e <” netmask” >: 5

e <” ipv6 addr” >: ESP32-C2 station [ IPv6 Hiiik

e

o AR mr, HA Y ESP32-C2 station £ A AP s L B S IP UL )5, A REAIE| ey IP
Hihk
* #AT+SYSSTORE=1, FCLEHUCRHRAFE] NVS 73X
» AULE A5 UCE DHCP By oM ESEN, ANAT+CWDHCP
- FE I ES 1Pv4 btk W]4E ] DHCP
- %5 ] DHCP, WSS TPv4 Hihit
- e —RECESE S E R E

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: #ify/i ¥ ESP32-C2 SoftAP [v) IP Hiukl
iy

Ystie:
#5if] ESP32-C2 SoftAP fi) IP Mkl

AT+CIPAP?
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Wi 3% ¢

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

Yriie:
¥ H ESP32-C2 SoftAP [f) IPv4 bkt

O e
iy

&F

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

W

[ox

BH

o < ip” > FERFESE, Fn ESP32-C2 SoftAP 1) IPv4 ik
o < gateway” >: W%

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C2 SoftAP ¥ IPv6 Hiik

|

o ARUCE A OUE T IPvA [2%, NGE T IP6 (4%

o #AT+SYSSTORE=1, Wi8 B ik #HRAEE] NVS 43X

» AULE A5 UCE DHCP Wy S ESEN, ANAT+CWDHCP
- FR I #AS IPv4 Hbhik, DA% DHCP
- #/5 1l DHCP, IZE I IPv4 Huhik
- iR E S EE b KA

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: J| k3 SmartConfig
AT

Lyt :
JJ& ESP-TOUCH+AIrKiss FEZH;

A\ .
"ﬂ4>‘

AT+CWSTARTSMART
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N

Dy
TF e 348 A4 1) SmartConfig

Py -
iy

’AT+CWSTARTSMART:<type> [,<auth floor>] [, <"esptouch v2 key">]

W i :
[ox
ZH
* <type>: KA
— 1: ESP-TOUCH
— 2: AirKiss

— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi A\ JFH{E, ESP-AT A~<i%3E%] authmode i1 I HR{E T AP
- 0: OPEN (¥#tiA)
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
- 7: WPA2_WPA3_PSK
. <7 eSPtOUCh v2 key” >: ESP-TOUCH v2 [f Ak, I T Wi-Fi %A1 H @ CHdE. KEW
H 16 FHT.

|
oA Y

o WA % SmartConfig {5 5., 15%% ESP-TOUCH {# $5¥5 ;

* SmartConfig {¥ 37 £57F ESP32-C2 Station 1= i ;

* 4B Smart get Wi-Fi info /8 SmartConfig WIIFREE| AP {5 &, ZJ5 BESP32-C2 2431z
AP;

e J§H +SCRD:<length>, <rvd data> 75 ESP-Touch v2 i{IN#REE| B & L EHRE

e J§ & Smartconfig connected Wi-Fi F/R8INIERES] AP;

o [HA ESP32-C2 %45 3524 SmartConfig Wit W 45 5% 7 2 24 AL, AR AE]E B Smartconfig
connected Wi-Fi #iH)GIER BT 6 FPHUEHAT+CWSTOPSMART ;

o W[# ] AT+ CWSTOPSMART 1% 1I- SmartConfig, &5 F-fTH M2 . HR, 7F SmartConfig 13 f&H
T RATHAB AT L

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.23 AT+CWSTOPSMART: f% - SmartConfig

AT 4

Ele

A
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’AT+CWSTOPSMART

W

’OK

]

 JCit SmartConfig I 555, ERIEFEAT H AL M2 BiH F AT+ CWSTOPSMART %t SmartConfig 5
A

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: ¥ WPS Jfig

’ AT+WPS=<enable>[, <auth floor>]

Wi i+

[ox

BH

¢ <enable>:
— 1: )8 PBC %11 WPS
— 0: &[] PBC 2kAi WPS

 <auth floor>: Wi-Fi A JFAI [ {E, ESP-AT A<£i%E#:%] authmode {IGT I B{E T AP
— 0: OPEN (EkiA)

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

|
NN kR W =

e

* WPS Jjfigab 257 ESP32-C2 Station HEFER 5 4L T I )
* WPS A3 Ff WEP il 5
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il

AT+CWMODE=1
AT+WPS=1

3.225 AT+MDNS: % mDNS Jjfig

IJXLEA g /\>
A

’AT+MDNS:<enable>[,<hostname>,<service_name>,<port>]

W i :

[ox

BH

¢ <enable>:
- 1: JFj5 mDNS Ujfg, G458 FREHEE
- 0: XM mDNS Yjfg, G4 FIEE
« <hostname>: mDNS L4 Fi
+ <service_name>: mDNS fiR444F5
e <port>: mDNS i []

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0

3.2.26 AT+CWJEAP: #ER; WPA2 il ki AP
Ao A

hig:
¥ if) ESP32-C2 station % A ALK AP [0 &= 5
A

AT+CWJEAP?

W

+CWJEAP:<ssid>, <method>, <identity>, <username>, <password>, <security>
OK
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B

&F

i
HERE R H ARV AP

O e
iy

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W

OK

a

+CWJEAP : Timeout
ERROR

ZH

o <ssid>: ViR AP [ SSID
— R SSID s R, o " N\ SRR AT, L
o <method>: WPA2 VA ik 5=
— 0: EAP-TLS
— 1: EAP-PEAP
— 2: EAP-TTLS
o <identity>: P 1 B8, FAFERIRGIN 1~ 32
* <username>: [fiEr 2 M 44, JEll: 1~32 5957, EAP-PEAP, EAP-TTLS WFpAUE T A FH R E
KZ4, EAP-TLS A LR EARSE
» <password>: VB 2 (%65, JuMl: 1~32 575, EAP-PEAP, EAP-TTLS WAL S AT E A
41, EAP-TLS A TLFH R EARSEL
e <security>:
— Bit0: & ik 4y
- Bitl: lRg#siE 15
o [<jeap_timeout>]: AT+CWJEAP fiyA-H SOHISTIRTE], BAf7: F0, BRIAfE: 15, JEH: [3.600]

il

// #HEZE EAP-TLS AEF AW ALK 2P, RE &K, RUERFEIEH, WHE P mIiEH
AT+CWJEAP="d1ink11111", 0, "example@espressif.com",,,3

// ¥F B E EAP-PEAP JAIE 7 2 M 4 b B
AP, WEHMH. AP 4. &, THIERSBIEFH, T HRE TP

AT+CWJEAP="d1link11111",1, "example@espressif.com", "espressif", "testl1ll",0

HRACHS:
WPA2 Vi 4E =S DA ERR CODE : 0x<$08x> #%zUF] i :
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT _EAP_SET WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT EAP_SET USERNAME FAILED 0x8006
TTidtsE
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R1-ZIW
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

B

* HAT+SYSSTORE=1, WCEHHCRRTFE] NVS 73X
o A& IT /A Station F5X
o fiH) TLS AUET5 A (EAER itk 13

3.2.27 AT+CWHOSTNAME: #ify)/i ¥i ESP32-C2 Station ) 1: L4k
Ay

Tytig:
#rif] ESP32-C2 Station ) #1144 FR

AT+CWHOSTNAME?

W ) :

+CWHOSTNAME : <hostname>

OK
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EmA

&F

Uik
¢ B BSP32-C2 Station 1) ENLLA R

Py -
iy

’AT+CWHOSTNAME:<hoStname> ‘

W

[ox |

AT Station B3, IR 1] -

[skron |

BH

» <hostname>: ESP32-C2 Station { EMLFR, I RKE: 32 FFy
]
o Pl SO R A7) flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #Fify/¥t® Wi-Fi [H5 1010
RIS

Iriig:
A Wi-Fi [ 54T

D e
"ﬂé?‘

AT+CWCOUNTRY?

W .

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

ik
'8 Wi-Fi BRI

e
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’ AT+CWCOUNTRY=<country_policy>, <country_code>, <start_channel>, <total_channel_count> ‘

¢ <country_policy>:
- 0: K EZ ARG ECH ESP32-C2 45 AR AP 1 EZ A
— L AR EZAR, GAORRA i I E A
* <country_code>: [EZMM, HRKE: 3 NFAF, KEEZRNALESS I1SO 3166-1 alpha-2 FrifE.
» <start_channel>: EIR{E53E, JUHE: [1,14]
o <total_channel_count>: {Z38 N4

A
o VEBERNTE S % Wi-Fi [BJZ /MK AR,
o BLEH SO RAFE] flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/P AT &%

°« N2

o AT+CIPV6: = /25 IPV6 2% (IPV6)

o AT+CIPSTATE: #%ifj TCP/UDP/SSL i#4{= &,

o AT+CIPSTATUS (4 ): #tif] TCP/UDP/SSL & B2 SF11E B,

o AT+CIPDOMAIN : 184 f#iHT

o AT+CIPSTART: %2~/ TCP i##:. UDP {£#yal SSL %4

o AT+CIPSTARTEX : 7~7 H 34 HC ID ) TCP i%4: . UDP {&#ak SSL 42
o [M3E A AAEAR K] +++: B BB

o AT+SAVETRANSLINK : ¥ Wi-Fi Flif X 55
AT+CIPSEND: TE-&id@fEin 42 X, o Wi-Fi i X T A EH0E
AT+CIPSENDL: Ap-&:@ 5342 X, FHAT Kk K5
AT+CIPSENDLCFG: % AT+CIPSENDL 4 ) J@ vk
AT+CIPSENDEX : {8 A2 X, FOR AP A 2 &6 5
AT+CIPCLOSE: -4 TCP/UDP/SSL

AT+CIFSR: ZLifjZ<#h, 1P Huhk- Al MAC Hihik

AT+CIPMUX = J5 /25 ) £ 43,

AT+CIPSERVER: 737/ 4] TCP By, SSL IR %5-#
AT+CIPSERVERMAXCONN : 2531 /1% B IR 55 % FeVF B 1) B K IE IR
o AT+CIPMODE: #if/i% B HBR:

* AT+CIPSTO: #xif)/i% &A1 TCP ARk 55 25 i i i) [a]

o AT+CIPSNTPCFG: Zif]/38 8 i X1 SNTP JIlR 55 5%

o AT+CIPSNTPTIME: #%if] SNTP i}

o AT+CIPSNTPINTV : #5if)/15 5 SNTP b {a] [5) 45 1) 6] b

* AT+CIPFWVER: #ifiiR55# A1) AT &4 A
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3.3.1

AT+CIUPDATE: @it Wi-Fi 72 [&14:

AT+CIPDINFO: & +IPD 34 £ 1EHs

AT+CIPSSLCCONF : #5i0)/i% & SSL % F i it &

AT+CIPSSLCCN : 2]/ & SSL % i i /A Jil 44 (common name)
AT+CIPSSLCSNI: 251/ 8 SSL 7% Pty SNI
AT+CIPSSLCALPN : 5if/12'% SSL 7 P13 ALPN
AT+CIPSSLCPSK : #5ifi/1% % SSL % P ) PSK
AT+CIPRECONNINTV : Z5if]/i5 & Wi-Fi i5 1542 X, T TCP/UDP/SSL % 4] fF
AT+CIPRECYMODE: 5/ S 3 B liehti =l
AT+CIPRECVDATA : RSB I E R4
AT+CIPRECVLEN : E g shH Ui T S AR K B
AT+PING: ping %}t 31

AT+CIPDNS : #xif)/i% & DNS Ik %#5{5 5

AT+CIPTCPOPT : %51/ B A5 B i

e

iR

PO AT B SCRFICOUE FRYPT AT fiv . WREETRZAE N BSP32-C2 BOASLFrian S, 1 H

F74i% ESP-AT 142, {E8TIAPTCE TR R (FHEIRMALA, RIS HERE):

21 OTA iy 2 (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

#1] PING 1% (AT+PING): Component config->AT->AT ping command support
SEF TCPIIP 3% (ASHEte. — LU, AT TCPP SHAEHI G AR , (58 AL, AT
4+): Component config->AT->AT net command support

3.3.2

AT+CIPV6: J3H/EE] IPv6 &% (IPv6)

it 4

Jyiig:

#iff) IPV6 442 5l fE

AT+CIPV6?

W i :

+CIPV6:<enable>

OK

)E'\l

Lyt :

CE

JE /25 Y TPVG W 2%

Py -
iy

AT+CIPV6=<enable>

Wi 3% <
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OK

o <enable>: IPv6 & (HHEAR . BRIME: O

— 0: 28] IPv6 %%
- 1: 2 IPv6 2%

Bl
o fEfE M E T OIPve M Z5 Ry B2 MM AT, W 5B B IPve M 2K (B fm:

Zas B3
F IPv6 W %% fif i TCP/UDP/SSL/PING/DNS, 1 f% 25 TCP6/UDP6/SSL6/PING6/DNS6
TCPv6/UDPV6/SSLv6/PINGv6/DNSV6 )

3.3.3 AT+CIPSTATE: iy TCP/UDP/SSL ZER:A5 5
A%

AT+CIPSTATE?

W 7
AT, AT R[]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

WA AR, AT &[0

OK

* <link ID>: 2% ID (0 ~4), HITZ A
o <V type” > PR SR, FREHIZE " TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” B “SSLv6”
o <” remote IP” >: TSR, Fonutng IPv4 Hihikak IPve Hihl
« <remote port>: Tl I {E
* <local port>: ESP32-C2 s {5
* <tetype>:
— 0: ESP32-C2 &£V N& i
— 1: BSP32-C2 & 451E MR 4%

3.3.4 AT+CIPSTATUS (FiJH): #¥ify TCP/UDP/SSL ¥Ef2IR B H1S 5L

PATr %

=

A

AT+CIPSTATUS

] oz <
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STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>
OK

o <stat>: ESP32-C2 station 2 0 RS
— 0: ESP32-C2 station "N AW IEIRTS
— 1: ESP32-C2 station “J L #IIR LIRS, (BRI 45 Wi-Fi 1£4:
: ESP32-C2 station £\ AP, #xf5 IP #bhil
: ESP32-C2 station £ ##37. TCP. UDP &Y SSL 1% %
: BSP32-C2 %4 fir& 1) TCP., UDP F1 SSL Wi FF
— 5: ESP32-C2 station 4G Wi-Fi #E8:, (Hifi Ai%ER:_E AP 5{M AP WiFF
* <link ID>: MZE%EH ID (0~4), HTZHEEMWIFN
o < type? >: FEFH SR, FEREHZA TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEESEL, Fnutng IPv4 Hihikak IPve #ihl
« <remote port>: L 1{H
* <local port>: ESP32-C2 s Hhi M1
e <tetype>:
— 0: ESP32-C2 45N & i
— 1: ESP32-C2 #:45VE M IR 5544

|
S LN

Bl

o TR F AT+ CWSTATE 6y A48 Wi-Fi 7S, i {HAT+CIPSTATE 74251 TCP/UDP/SSL k%% .

3.3.5 AT+CIPDOMAIN: I #%/@bi

- .
BeEmA
Wi

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W

+CIPDOMAIN:<"IP address">

OK

S

e <” domain name” >: NI

o <ip network>: ik IP %%, BRAE: 1
- 1t RN N IPv4 Hihik
- 2: Hf#A A 1Pv4 Hithl:
- 3: Hf@gtrh 1Pve Mk

o <” IP address” >: fEATHIY IP Huhik

il
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AT+CWMODE=1 // % E station # R
AT+CWJAP="SSID", "password" /) EENE
AT+CIPDOMAIN="iot.espressif.cn" VVAE-2 %

/1 B AT, RN A IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/1 B AT, R A IPve M

AT+CIPDOMAIN="ipvé6.test—-ipvé6.com", 3

/1 BB, BEBATH IPvAe At

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: 4ty TCP ¥if:. UDP fE4sk SSL ¥E$;

i3y, TCP itk

// P EF (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>][,<"local IP">]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—"local IP">]

W 7
PR, iRl

CONNECT

OK

SRR, R

<link ID>,CONNECT

OK

* <link ID>: 257542 ID (0~ 4), HTZHEERMIEL. ZSE0E B BYLT nenuconfig PRIHA
BRI, — A2 AT PR E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A2 LWIP
MO BCE T LWIP_MAX_SOCKETS , BRIMEH 10, EEUGZSETERE, EFHEZE il & I
AT_SOCKET_MAX_CONN_NUM [{EHHRIZEA KT LWIP_MAX_SOCKETS f{l. (i3 %% iF
ESP-AT 42 SRIEZAEH..)

o <V type” >: FRFERSEL, FIRMLIEREM,” TCP” 1 “TCPv6”., ERIAME:” TCP”

e <” remote host” >: FRFHRSEL, Fonitim [Pv4 Hutk, IPv6 Huhl, 544 . flh 64 75,

o <remote port>: T {E

o <keep_alive>: [l B E#: 51 SO_KEEPALIVE $£3 (&% : SO_KEEPALIVE N47), Hfii: #b.

* JEFE: [0,7200].
— 0: Z%Jf] keep-alive ZHHE; (BRIA)
— 1~7200: FF3 keep-alive Hifit. TCP_KEEPIDLE {f}y <keep_alive>, TCP_KEEPINTVL {i}
1, TCP_KEEPCNT {ii % 3.
o RS HH] <keep_alive> B4 5AT+CIPTCPOPT 4 HH] <keep_alive> ZH A, HmA{H
HF B AT TE . IRBITAG S IAKE <keep_alive> 4, MBGAMHA] ERBCE .
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o <” local IP” >: JESBERIAN] IPv4 Mk sk IPv6 Huhl . %S BE AL £ W 45 32 LT RITAS HL £2 1P
Hohb RS A . BRIACHEE, RGN, FaTikE, SEWARUE

v
o WIRGALELT IPv6 25— TCP #4825 HITPA R #AE:
— Wil AP 373 IPv6
- B AT+CIPV6=1
— SHETAT+CWIAP 635 3RBUE]—A™ IPv6 Hitl
- (W[3%) i@IFAT+CIPSTA? iy 464 ESP32-C2 27533 IPv6 ik
hil

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"feB80::411c:1fdb:22a6:4d24"

// esp-at O i it AT+CWJAP # Bl Z| IPve 4 B Hh H
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004", 80, ,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

3y, UDP {44

peEmY mA

// ¥ % (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<local port>,<mode>,<"local IP
(*}">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<local port>, <mode>, <
—"local IP">]

Wi ¢
PR, &
CONNECT

OK

ZHEARGEUT, R

<link ID>,CONNECT

OK

¢ <link ID>: %5154 ID (0~ 4), T2 HEERTE DL
© <7 type” >: FRHRSE, FORMBKIERRAL,” UDP” & “UDPv6”. ERiAfH:” TCP”
+ <” remote host” >: FAFRESEL, FoRimin IPv4 Mkl IPve Hidih, (4. K 64 F45.
* <remote port>: T I {H
* <local port>: ESP32-C2 iX 451 UDP i [1{H
« <mode>: 1E UDP Wi-Fi iB5 T, ASBIELAEN 0
— 0: pEIiCE] UDP HCliJ, AECBATH UDP HBAL(SE, (HRiA)
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— 1SS — A R 590 HE 1 B AN R B0 it UDP Bcdemt, 28 Sifi UDP #ihk (5 B 2k & 3£ 5
BE4S11) TP Mtk s 1
— 2: AU E] UDP Hfitint, #RekAsxl i UDP HuhikA% Bk KR B 545 14 TP kb At 11
o < local IP” >: FEedlsi /b IPvA Mkl TPV MKk, %5 507 A-HAE I 2 5 11 i AL A Ha 2 TP
HhkRHEERE A BOANER, R, FEamRE, SEE P EE

]

o G5 UDP &4 3w TP ik /2 TPv4 135K itk (224.0.0.0 ~ 239.255.255.255) , ESP32-C2 #5456 &
AL UDPv4 413

o {15 UDP #4:H iy [P Huhik 2 1Pv4 |31 HibE (255.255.255.255), ESP32-C2 #5454 K& 16 gz
UDPv4 |~ %

o qn R UDP % % b By am s IP M kb 2 IPve 4 #% M kb (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C2 X% 45 ¥ & T 1Pve W %%, % i 4
it UDP 2H#%

o [FSE <mode> Hi, FIHLIKESE <local port>

o WEREAEET 1Pv6 W28, —4> UDP i, iHATRA F#RAE:

— Hfaff AP 373 IPv6

- WHEAT+CIPV6=1

— HITAT+CWIAP 74 B3] —A~ IPv6 #ihik

— (W[3k) WiLAT+CIPSTA? 4K 2 ESP32-C2 2753k HF| IPve Akl

o QRSO BE R T 1460 SE5 R UDP 4, 1 B 474 % ESP-AT T 42, e TP E TR H
##: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 ¥ %
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #TF IPve [ % # UDP ¥ #%
AT+CIPSTART="UDPv6", "fe80::32ac:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9b"

// ¥ TF IPve [ % Hy UDP % %
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

dt . SSL ¥Ef

BEae @

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>,<"local IP">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[, <keep_alive>,<"local.
~IP">]

i Jo; 2
BT, &M

CONNECT

OK

ZHERGEUT, R

Espressif Systems 75 Release v2.3.0.0-esp32c3-607-ge4aa658f5f
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 3. AT Ay d4E

<link ID>,CONNECT

OK
 <link ID>: MZ&%EH ID (0~4), HTZHEEWIH
. <” type” > ??ﬁ%%ﬁ’ %ﬁméﬁﬁ*ﬁ%@’n SSL” E‘a “SSLV6”° %ﬁikﬁ:” TCP”
e <” remote host” >: FFRSH, Fonumiy IPv4 #ihik, IPve #ihik, =iiss . &K K 64 F37,
* <remote port>: JLifsi I {E
o <keep_alive>: il B4 SO_KEEPALIVE &% (&% : SO_KEEPALIVE /14%), PAfi: b,

» JLR: [0,7200],
— 0: Z&f] keep-alive ZhfE; (BRIN)
— 1~7200: J})3 keep-alive ZiE. TCP_KEEPIDLE {§} <keep_alive>, TCP_KEEPINTVL {H -}
1, TCP_KEEPCNT {4 3.
o S H <keep_alive> BEHAT+CIPTCPOPT firdH1) <keep_alive> MR, & HE
HF B A UE . MABIT ARSI E <keep_alive> S5k, WIERINEH R ECEME .

o < local IP” >: PSS E (AL IPv4 Hbtik 5 IPv6 Mk, %S HE A ML W 432 DR R AR Hb %2 TP
HuhEREEEA . BRVCHESN, R EAEME, 5 AfTRE, SEECARUE

e
o SSL MR T 0] AT RN BRI R R
o SSL EHT A KENE, WESMEXSFHRZES
o WIS AT+CIPSTART fipd g3t T SSL 4, HAMN R AR I 10 F5, ]S i [E] 25248
BEK, BT R TR 4L
o QISRGEARELT IPVO 28 7 —A~ SSL iz, 1A TPA N HRAE:
Hafs AP % IPv6
B AT+CIPV6=1
BITAT+CWIAP fn A 3REE|—4 IPv6 itk
(TT3%) Wit AT+CIPSTA? £y 4¥5# ESP32-C2 B4 4RI IPv6 Hiht

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at U i 1 AT+CWJIAP 3% B 3| IPve 4 & H it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d", 1000, ,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: #y Ha)s e ID 1) TCP #%:4% . UDP {£4ysk SSL ¥+

At 5 AT+CIPSTART AL, AFGAET: FEZERINOLT (AT+CIPMUX=1) JL#H T ID, RE
2 HE R R IC 1D

3.3.8 [MUEMBAREA] +++: B IPEDEX

Feok AT o 4

i

B BIEAREX, HEAFLREX

Command:
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/) AXE R B AR

+++

e
o WASIEHAT S =R + 545 (B ASCILAG: 0x2b), [Hitar44E R4 CR-LF 545
o WHRE A~ + FAFET 2 /04 20 ms W] [A] B A HABE A, 55 =4 + F4AFE 24045 20 ms i} E] 8]
B A HAb s A, = + FAFZ B 2L 20 ms WHE][E) RGN 3ca Hai A . B0, + FRFapiy
A B i 2
o KREKEFIRPAT a3 A T
o HEDIARE | AR T4 AT 4

3.3.9 AT+CIPSEND: ¥ {4t Xk Wi-Fi E b bRk 8k
B

itk

SRR, B K G AT R R T 8192 50, i AT+ CIPSENDL
Rk,

Py -
“ﬂ4>‘

// B ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % % H: (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

// UDP % #y [ & & * 3 £ AL e o
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">,<remote port>]

M

OK

>

R Fs AT CUE A iR O AT 800 , PRI S8m] DA AR , 24 AT S8 2l 1K 2k )] <length>
Ja, BRI

ANSRR ST VR R AL i I T B BT T, aR [ -

’ERROR

R BT B s A AR CRAEERC 240X B X im) , & [E]:

’SEND OK

AT+CIPSEND
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Wi 3% ¢

OK
>

11

ERROR

PEA Wi-Fi i 1542 X, ESP32-C2 B BRI KRN 8192 777, oAk 2920 “F47 . QRIS i & 1<
JERTAET 2920 F7, BARSSLAIPE A EF 2920 FH7— LR BUEAT ik, M S2F1F 20 ZAPESE1RIK
BB T 2T 2920 FAYFRACR B (AT VAT AT+ TRANSINTVL fir QBB ULIRIFR ) o 2450 A Bol—
B+ B, B E AR TR, R DER 1 AT 4 AT

KAy UIAEF J5iE 42X AR ER F . %58 Wi-Fi UDP %1%, AT+CIPSTART 1in 4 15 4
<mode> WK E N 0.

<link ID>: [47582 1D (0~ 4), T2

<length>: iR, FARfH: 8192 FA7

<” remote host” >: UDP £ n] AT E Xt E4L: 1Pv4 Hihil . IPve Hihl, mliEi4%
<remote port>: UDP £ 1] PAS & X i i 11

]
o &AM AT+ CIPTCPOPT fin 4K}y 44~ TCP IR FL B R 7 e filn: 3 <so_sndtimeo> 2y
5000, W] TCP Kk ARAFRTE S NIRIEER, TR MIE R KM, XA PATIE MCU %54 AT iy
] 2 P ]

3.3.10 AT+CIPSENDL: fEd# il FIFirks KEd:

EdR X R, BERKE, T RSREdE (AT drd i 0 BICBIR A AT Bt &k BaE 2 HH4T1)
T 0] DA FJ AT+CIPSENDLCFG iy 4 it B A £ 4o QSR 8B 36 (B0 1 B /N T 8192 27, &t ml pA
{#i F§ AT+CIPSEND £33 % 3% .

Py -
iy

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y 7 & & * 3% £ AL e H
AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

ja] 7 =

OK

bRm R RN AT $EA SR A X H HE MR A AT Sl DR, HRHEmT DA AR, —H AT
A BB B, BRSO AR Z T, SR E TR .
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WRAERE TR, RERMIRAT+CIPSENDLCFG L E FAHOE L -

’+CIPSENDL:<had sent len>, <port recv len>

IR+ ++ A BUE, RGN :

’SEND CANCELLED

WER A B Poe ki 2, REmRA RN :

’SEND FAIL

TR A BRI A CRAEREIRC 40X B ), RETHRA& RN :

’SEND OK

MEERLWOITR, GO PAKIE+++ o WUH k. [FINf ESP32-C2 s M2 X B . 70U, AT fiy
L H & ELEOEE, EEMERER <length> KIEEHHNS, A SiBHAIERZX.

* <link ID>: %154 ID (0~ 4), H T2

o <length>: FEK S, FAfE: 27 -1 54

o <” remote host” >: UDP {£&i 0] DAFS E ST AL 1Pv4 Hihl . IPv6 Hihl, B4
+ <remote port>: UDP £ %] PAFS & Xt i i 11

* <had sent len>: j{3)) & 5| IK)2 VMU B B2

* <port recv len>: AT fir4-uity B 1 £l K 2

o HECEE ] UART Jids. 0, A0SR UART $ISGH R T M 48 Ak BRI, R & S8 22k

o W] DM FJAT+CIPTCPOPT 1543 RaiA> TCP Bl B B0k . il : X8 <so_sndtimeo> A
5000, W TCP Aik#RfEAE S FNIRIMIZER, TEie ML R R . XA DAY MCU 451 AT i
[m] 52 87 P 1] o

3.3.11 AT+CIPSENDLCFG: ¥ ¥ AT+CIPSENDL 1y 41 J&
A%

Yriie:
P AT+CIPSENDL fiv 4 lic B

Py -
iy

AT+CIPSENDLCFEG?

W :

+CIPSENDLCFG:<report size>,<transmit size>

OK

)E’J

CEL A

Tytig:
BEE AT+CIPSENDL iy A [ Te B
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[

’AT+CIPSENDLCFG:<report size>[,<transmit size>]

Wi 3% ¢

o <report size>: AT+CIPSENDL 4 i B4k, BRAE: 1024, JERE: [100,2 207, @iln: 35
<report size>{H} 100, WJAT+CIPSENDL 45 B <had sent len> EIRF4HN (100,
200, 300, 400, ---- ). BJAM <had sent len> LIR{EAESE TSP tE MK .

* <transmit size>: AT+CIPSENDL iy % H LA/, BHeE T8 KA R B . B
INME: 2920, JER: [100,2920], AR E| K ER T T <transmit size>, Ffior rH]
s A% <transmit size> FAT MBI TR, HIMSER 20 2RSSR 8 KT
4T <transmit size> FAHEELIE (W DLHE AT+ TRANSINTVL 6y AH0 B AR ) o

e
o XTIk R /IMEXT LR R S A A, RS ER /MY <transmit size>, WIEFEGHE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JEH:.
o X HFME RIS, HERIKER K <transmit size>, WHEFER 4o lTIE 5 ESP-AT &
vk kAR,

3.3.12 AT+CIPSENDEX: {5 ittt bR Y™ ety i X% 6 Bt

itk
WAEAR K N, FEE K REEIE, B AR \ 0 (0x5c, 0x30 ASCIT) fil & %5 ds & %

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP f&#y 7] 45 & X 3% IP M i fosg o
AT+CIPSENDEX=[<1link ID>,]<length>[,<"remote host">, <remote port>]

W i :

OK

>

AR AT EME SRR TS, BERFESRT DU AR E KR . 24 AT 308 ) Bt K B ik
B <length> JGE T B\ O FAFIE, BlifetmiTin .

QSRR 7V R A i S T T, R [

ERROR

TR A BRI AU CRAERERC & 40X 8% i), & W
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SEND OK

<link ID>: W% ID (0~ 4), HTZEENE

<length>: KA, A ARfH: 8192 FA7

<” remote host” >: UDP &4 v] AT E ST EAL: 1Pv4 Hihl . 1Pve bk, silEisz
<remote port>: UDP £ PATE & Xt v i 11

e

o BRI B L ORI, SO L\ 0 FAFI (0xSc, 0x30 ASCID, Hfiafehiiirls, RGTiRn
Tl ar oo, FRF & AT @

o AREEEPEE \<any>, WERBERFHL, A <any> 75

o QRFTFEKIENO, WHE LN \\O

o BRI LAEAT+CIPTCPOPT fiy 4 kg TCP ML BB e . Bl B <so_sndtimeo> 4y
5000, W TCP Ak #fEode S FPNIR ISR, ToiR it @RI, X ATPAT 4 MCU 2 fF AT fiy 4
[ 2 P IS 1] o

3.3.13 AT+CIPCLOSE: J:[i TCP/UDP/SSL 4%

)E’J

S

i
KM Z AN ) TCP/UDP/SSL 1 4%

P
"ﬂ<>‘

AT+CIPCLOSE=<1link ID>

W i ¢

<link ID>,CLOSED

OK

AT %

yite:
K AR ) TCP/UDP/SSL 144

AT+CIPCLOSE

W

CLOSED

OK

o <link ID>: F5RMIIMLESR ID, WRBY S, WFR KM Prf %
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3.3.14 AT+CIFSR: #rifyAs i IP Huhl 1 MAC Hahk
P4

A

=

AT+CIFSR

W i <

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIP6LL">
+CIFSR:APIP6GL, <"APIPO6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPG6LL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

e <” APIP” >: ESP32-C2 SoftAP [ IPv4 Hidi:

o <” APIPG6LL” >: ESP32-C2 SoftAP ] IPv6 S b & s bt
o <” APIP6GL” >: ESP32-C2 SoftAP f{ij IPv6 4 5t

¢ <” APMAC” >: ESP32-C2 SoftAP ff) MAC #iihi

e <” STAIP” >: ESP32-C2 station 1] IPv4 #ifil:

o <” STAIP6LL” >: ESP32-C2 station [§) IPv6 7 Hb58 i bl
o <” STAIP6GL” >: ESP32-C2 station [ IPv6 4= &y

e <” STAMAC” >: ESP32-C2 station [{) MAC Hihl:

e <” ETHIP” >: ESP32-C2 ethernet [} IPv4 il

e <” ETHIPG6LL” >: ESP32-C2 ethernet [/ IPv6 7 HbAw i Hihl
e <” ETHIP6GL” >: ESP32-C2 ethernet [ IPv6 4= 5ttt

e <” ETHMAC” >: ESP32-C2 ethernet [} MAC bt

B
« JUA 4 ESP32-C2 I I ARG IR RS, A BEENEI e IP #hhtFl MAC bt

3315 AT+CIPMUX: RIS S EHBBIA
teififr 4
EHHEBEHN

O e
iy

AT+CIPMUX?

W
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+CIPMUX: <mode>
OK

o <mode>: JEFAIA, BUAME: O
- 0: BFAER:
- 1. ZiERE

B

o SV BB TE BT I A 0] SO R
o AFE 15X (AT+CIPMODE=0), A RERE AL HEH
o QRAESL T TCP/SSL e d5 i, ARV BAZERE , WK IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #\r /5[] TCP ok SSL i 5525
Ay

Dy
#if] TCP/SSL AR5 #tk 25

[

AT+CIPSERVER?

W i <

+CIPSERVER:<mode> [, <port>, <"type">] [, <CA enable>]

OK
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=

=

A

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>]

W]
E
e <mode>:
- 0: XRS5+
- 1 ST RS 5%

. <param2>: ZH <mode> K, ML B LA :

o QI <mode> £ 1, <param2> fXFEuI15 ., BIAE: 333
o W <mode> 2 0, <param2> fLERIRFSAHEE XA E Fim. BRIAE: 0
— 0 RPANRSS AR B & P 42
- 1 XPANRS AR KA A &
. <" type” >: fR42EHAL Y TCP”,” TCPv6”,” SSL”, # “SSLv6” . BRiAf{4:” TCP”
¢ <CA enable>:
- 0: Al CAAIE
- 1: ffif] CA AR

Bl

o ZEIIFUT (AT+CIPMUX=1), A REIFIEMRIS %t -

o BIERST AR IS, HSESIRG AR IET, 2 R AVreId— RIS

s BHEEEEA, SESNE N EE D,

o AURGEAEET IPv6 ML)~ TCP/SSL IlRd5 4%, 5 i Jei BAT+CIPV6=1, FF3RH-—> IPv6 b
k.

o RMIRSS 4RI SH <"type"> Fl <CA enable> WAHNE.

il

// # i TCP M4 B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B sSL & B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// ®ETF Ipve W%, A& SSL K% &
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1 kARG BOFE R A BT R &

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #%ify/i% B 55 2% fe il iy i K 5
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RrZs
fie:
#21 TCP st SSL s AL VPR IR B
e

AT+CIPSERVERMAXCONN?

Wi i :

+CIPSERVERMAXCONN :: <num>

158 TCP 5 SSL HR 55 7 FeifF 28 vy i B KI5k

Py
A

’AT+CIPSERVERMAXCONN:<num>

« <num>: TCP i SSL [ 5 28 i s K e, JE: (15, W G B %2 40 1
{8, 5% AT+CIPSTART 4 H1 34 <1ink ID> ¥R,

Bl

o UNTRBE I KIEHEL (AT+CIPSERVERMAXCONN=<num>), WE7EAIEIRSS %82 A E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #ify/V ik
A4

Yy
Rzl LS TN

A\ .
"ﬂé’\‘

AT+CIPMODE?

W
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+CIPMODE : <mode>
OK

Pa-

CEL A

Dyt
R A

Py -
iy

’AT+CIPMODE:<mode>

Wi 37 <
’OK ‘
55
¢ <mode>:
0: il AR,
— 1: Wi-Fi 5 #4008 X, (U FF TCP By . UDP [E5 (503 . SSL B pity It
B

o Mt SONRAEE) flash,

* 1£ ESP32-C2 Yt A Wi-Fi & 302 X J5, ARV D RERF Tk A .

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 %3 d if i [ia]

Qi

i

i) A TCP/SSL i 55 # b i s a]

Pa sy
A

AT+CIPSTO?

W

+CIPSTO:<time>
OK
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B

&F

i
BCE A TCP/SSL fij 55 it I 8]

Py -
iy

’AT+CIPSTO:<time> ‘

Wi i :

[ox |

BH

o <time>: 7l TCP/SSL iR 55 st (a), H0i: £, HUEVER: [0,7200]

B

% TCPISSL % PURE <t ime> IF] A& BRI , ESP32-C2 Itds 25 SUTFFILIE E
¢ WRRESH <tines 0, WIEBKERSEIN, AR

 AERLEAOIHL DY, 9% R S I RN oot s 6 22 5 RIS T, 2 T
V. R, RO

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/i B mtX I SNTP )R 55 2%

iy

e

A

AT+CIPSNTPCFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

v

H

N

IR

¥

=

,/?\:

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

W i <

[ox
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o <enable>: % H SNTP iR%2s:
— 1: ¥EH SNTP iR 4524¢;
— 0: NP SNTP IR 4555,
+ <timezone>: SCHEDA I
- PRI [-12,14], BRUVNEEREAL, Sl S R AR (UTC) s kirid K2
X (UTC-12:00 & UTC+14:00);
- MRk uTe R E, UTC R EIRE TIRTEEINZ AR 2] UTC IHE)_E A ARG 3 4%
MR, GEE SRR [+1-] [hhlmme Q05 Y R RYEAG] T4 0AVE, W58, WRER
21, WIPIEEL. /D (hh) Z0FE -12 2] 14 2 [H], 2380 (mm) DAZ07E 0 £ 59 2 [a]. fltn, fnif
AR KB B P 2 AR B, B UTC+12:45, Wil <timezone> S E N
1245, BZFERIES%H UTC & .
o [<SNTP serverl>]: % — SNTP [R%#%.,
o [<SNTP server2>]: %5 4~ SNTP fi 4554,
* [<SNTP server3>]: % =/ SNTP [R5 %%,

o WEMASEREGLAE=" SNTP iR% 45540, WEHAMEH “cn.ntp.org.ecn” | ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” FHAZ —,

o XFTAEIMMA, A <timezone> S RES MK E K <timezone> ZHA—H. BN
<timezone> ZEL L E —F UTC B EMKR, Hlan: &E AT+CIPSNTPCFG=1,015, Jf4
iy, ESP-AT S ZBKEXSEAHIS 0, BKEER 15. AETHFgal, Bl e —fp
UTC ffe ts Uit , /g uTc+00: 15, Wil A ik g 01X,

* [T SNTP 2 5T UDP VSRR KNI A2, 4 19 28 Z AU B, 22 F: 8 ESP32-C2 (1 i} ] ok S i
[, —H AT fip4 i i+ TIME_UPDATED , AAEEHEIC [F25, BUHHERT A& 3£ AT+CIPSNTPTIME?
i A 2 Hi IR .

il

// £ f SNTP M4 %, REFENK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
b

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn”

// fEH# SNTP M4 %, HEXEA Y MHE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
%,

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fFEf SNTP Mi 4 %, REHFWLHEHRXR EXBHA L W KK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #%ify SNTP Iv}]i]
A

O e
iy

AT+CIPSNTPTIME?

W

+CIPSNTPTIME:<asctime style time>
OK
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e

* A 5 asctime If[E] 1) E X% I asctime man page .
* & ESP32-C2 j/f A Light-sleep 5 Deep-sleep )5 - M [, %45 0] AT RE < A . @I E B &
EAT+CIPSNTPCFG 154, M NTP R 45 %8 5 BUHT Y i) .

* SNTP ZRIE K (8] 2 A SCRAAFA#HAE RTC s, PIAERE R OB ) i, I S EE S
1970 4,

hil

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

g

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #ify/ie SNTP It 6] 261 0] b
I

AT+CIPSNTPINTV?

W )i :

+CIPSNTPINTV:<interval second>

OK

LA

’AT+CIPSNTPINTV:<interval second>

 <interval second>: SNTP B[a][F]H[a]fF . BAA7: Fb. B : [15,4294967],
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e
o BCE TR FEA AR, EWE ESP32-C2 2 A — Kk i) NTP AR 55 48 K HUH A I ] o

Bl

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn”
OK

/) BANERE — K
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #rifyllk55%s A AT FEfERA
Arifgin A

yiig:
IR 954 A Y ESP32-C2 AT [{F A

A .
"ﬂé’\‘

AT+CIPEWVER?

Wi i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C2 AT [E/{ x4
e

o TEPRPEFETI) OTA JRAKS, SR ZUA IO i AR ) A T2
3.3.24 AT+CIUPDATE: ik Wi-Fi 7191

ESP-AT TEiz47H}, @i Wi-Fi W35 E MRS £ b T 800 42 B 2643 X, AT - [
i A

riig:
#if] ESP32-C2 B THIUIRE

Py
A

AT+CIUPDATE?
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Wi 3% ¢

+CIPUPDATE:<state>

OK

Parr %

i
TEFLZERA T @ 1d OTA THL R TCP it 55 i Lol A g [l F

O e
iy

AT+CIUPDATE

W
WEH LR SR R

[Fautigy

itk
TR B AR 55 7 L 48 8 A & 2

s

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

M) i :
A OTA FEPH ZERF LYy, 1Rl

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N -

OK

U2 OTA FEARFH BT iy, iR u]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

WRAEH IERITR OTA KN, & [nl:

+CIPUPDATE:<state>

ERROR

WPRAEARPHZERUT OTA KK, iR [u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1
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BH

¢ <ota mode>:
— 0: @1 HTTP OTA;
— 1: @33 HTTPS OTA, IR %%, 2 . /build.py menuconfig>Component config
>AT >OTA based upon ssl 27 HifE, 25 HiH L A% iF ESP-AT 142,
o <version>: AT {4, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <firmware name>: J|}Z¢ /¥ [E{F, 4l ota., mgtt_ca. client_ca 8{H'E at_customize.csv
W E R4 X
<nonblocking>:
- 0: PHEERI OTA (AT, EF| OTA Gk R MG A W DA% AT /iy s ) ;
- 1: JEHZER OTA (BT, FRsERG (+CIPUPDATE:4) T F3h & ).
* <state>:
- 1 R BIRS525
2 R RS
3: IRIGFIA
4: SETIH;
-1: JEPHZERI T OTA R

]

o THPGE FE BT M 48R 0L

o UARMERZMAESF BRI, AT KR [ ERROR, if 45 RF— B A1 L.

o GARIRE AT AR SRALRY AT BIN, A g &M Espressif Cloud N#k AT [l £ F+4%

o HURAME A2 B AT4Ri%ERY AT BIN, i H 475231 AT+CIUPDATE FOTA 3 §E 8% - ili Ffl AT+ USEROTA
o #% AT+ WEBSERVER #54>, T %% ESP-AT T #3{tf075% {5 FOTA,

o FHWHY AT )5, WHAT+RESTORE WKW R

o OTA SRR FEIFIHE] N 3 204k

o |EPH ZEREZ I B H ) OK Il +CIPUPDATE : <state> FEH Hi WP b A 4% 5 S B8 5 0
OK AJfEFE +CIPUPDATE: <state> Z Wi, tWEAIHEYE +CIPUPDATE : <state> Z 5.

o REVFHHEB|IHUA

o {5 H 4T LI OTA FH28 IKEUHE £ OTA .

2Nl

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: % +IPD {55 LT
A i) iy A

AT+CIPDINFO?

W i :
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+CIPDINFO:true
OK

Y

+CIPDINFO: false
OK

v

7

=

g

¥

=

,/,?\:

’AT+CIPDINFO:<mOde>

LT)
[ox
S
e <mode>:
- 0: #£ “+IPD” F1 “+CIPRECVDATA” JH B, ANHERXTFi IP HuhbFlis 115 B
- 1: ¥ “+IPD” Fil “+CIPRECVDATA” 48, $&/m% i IP HuhkFlg 1145 5
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #rify/i ¥ SSL %% F i fic &
Ay

yiig:
#if] ESP32-C2 {2 SSL % /s 41N A L EL A7 R

AT+CIPSSLCCONE?

W

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

)E’J

CEL A

e

// M ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>, <auth_mode> [, <pki_number>] [, <ca_number>]
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* <link ID>: M ZEi%EH: ID (0 ~ max), FEZERMGEL T, HSEERN max, WFRRIAGERE, &
SHERINMEN 5.
¢ <auth_mode>:
- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $##4it% Pk Ak 555 i CA IE 150 ;
— 2: ESP-AT % Pk A CA JIE+5 AL R 55 7 v F1IE 45 5
- 3: fHEINIE.
* <pki_number>: JEBFIFEAMRT], WRHAE—MIERAFH, HAEN N 0.
e <ca_number>: CA &3], WEHAE—14 CA, HENH O,

o GNARAREURRLE ST RIAERL, WAEES SSL B RE TGS .

o PO UCRHRAEAE NVS X, GnSR A ] AT+SAVETRANSLINK iy 25 B FFHLIE A Wi-Fi SSL i% 1% 4%
K., ESP32-C2 $FAE iR b I F AR Fit & 737 SSL 4% .

o IR HECWIE RS HHEZEIETY, HSHofT 837 PKITLE

o {14 <auth_mode> FlE N 2 8 3, N T RIS 2RIIEBAE R, 7 KLAT+CIPSTART fiy
A HIAf PR ESP32-C2 CLAREREY I E] . (50T AR IEAT+CIPSNTPCFG iy % K BLE SNTP, RIS
BIRFE], & 3EAT+CIPSNTPTIME? {3425 14 24 B i 1A] . )

3.3.27 AT+CIPSSLCCN: #if)/¥ ¥ SSL %yt /A 44 (common name)
iy A

B SSL HEE R PRI 47K

Py
A

AT+CIPSSLCCN?

M

+CIPSSLCCN:<1link ID>,<"common name'">

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <
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OK

o <link ID>: [J4FEH: 1D (0~ max), EMIEBMMGIT, ASHUEN 0; TELHEBRINFER T, &5
Bl max, WoRFA R ASHOAEN 5.
+ < common name” >: A S FIIEN S 28 R IEME 1 HIOA % . A& IRICK N 64 5745
)

o QERARSARFCE S AR, RN SSL B EHTIE AT A G 2

3.3.28 AT+CIPSSLCSNI: #5if)/¥% 8 SSL %5 iy SNI
A i) iy A

i
A TER R SNI i E

Pa sy
A

AT+CIPSSLCSNI?

W

+CIPSSLCSNI:<1link ID>,<"sni">
OK

)y

N

R

&

=

A
# 5

¥ 3k B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% ¥ ¥ : (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni'">

W i <

OK

BH
* <link ID>: 2534 ID (0 ~ max), fEFGERIEIL T, RASEEN 05 EZEERMELT, &5

BUEBA max, WIS EH: ASEERMEN 5.
« <” sni” >: ClientHello HLf%j SNI, SNI 5k B 64 2747,

Bl
o QARAR AP E ST AR, SHEH N SSL RIS T AR 2 o
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3.3.29 AT+CIPSSLCALPN: #rify/¥t ¥ SSL % )y i; ALPN

iy

i

#if] ESP32-C2 {2y SSL % F iy 43142 1) ALPN Jig B

s

AT+CIPSSLCALPN?

L)V

+CIPSSLCALPN:<1link ID>,<"alpn">[,<"alpn">][,<"alpn">]

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % # ¥ (AT+CIPMUX=1)

AT+CIPSSLCALPN=<1link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

OK

BH

o <link ID>: PZ&%EH; ID (0 ~ max), FERIERIRIT, ASEEN 0; FEZEERNEL T, #5
BE BN max, WIFIRICAER: RSEEGMERN 5.
e <counts>: ALPN g%E. JuFE: [0,5].

0: % ALPN fil & .
* [15]: 5 E ALPN L # .

* <” alpn” >: FRHERZSAL, FUR ClientHello H1f) ALPN., ALPN s KRKEZRTar S KK .

B

o QUERAREAPECE S AR, S e SSL RIS T A M2

3.3.30 AT+CIPSSLCPSK: #rify/iE SSL %5yl PSK

it &

i :

#if] ESP32-C2 ff7% SSL &/ hhf 451~ #E4% 1) PSK [ic’E.
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AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

A

-t

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W i <

OK

BH
* <link ID>: [WZ53%E4% ID (0 ~ max), ERGERMEILT, ASEEN 05 EZEEMNTEIT, A5
BUEBCN max, WZTR AR ASECEAEN 5.
e <” psk” >: PSKidentity, fx K&KREE: 32,
e <” hint” >: PSK hint, KK E: 32,
B
o QRAHSAREEE ST B, AL SSL EREHTIZ AT A T o
3.3.31 AT+CIPRECONNINTV: 4 if/i% ¥ Wi-Fi & 148X F i) TCP/UDP/SSL i i
]3]
A%
Dy
Hif) Wi-Fi &£ 42X TR H S E (8]

D e
iy

AT+CIPRECONNINTV?

Wi i+

+CIPRECONNINTV:<interval>

BE Wi-Fi i 1542 X, T~ TCP/UDP/SSL &4 Wi T i H sl S i [7] b
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[

’AT+CIPRECONNINTV:<interval>

Wi 3% ¢

e <interval>: HZEZERIFEEE], $7: 100 ZF, BRME: 1, @ [1,36000].
]
* #TAT+SYSSTORE=1 B, L ¥ T MO PRAFAE NVS X

Bl

AT+CIPRECONNINTV=10

3.3.32 AT+CIPRECVMODE: #ify/ix @£ i X
iy

i
IR TR

A

AT+CIPRECVMODE?

Wi % ¢

+CIPRECVMODE : <mode>
OK

)E’J

CHLN A

A

’AT+CIPRECVMODE:<mOde>

« <mode>: FEHETHURBABLL, Bk 0,
= 0: TENHGR, ESP-AT 5 A BRI S T4 L G54 0L MCU, 3k “+IPD” (434
TR NN 5760 T4, AR 1A MCU LK %% 2920 A et
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= 1 Yok, ESP-AT KA 2B B R 7 Ui AT 2 R A7 X (B P Bl dg i, BOA
{E>h 5760 7)), 5§ MCU 32Ht. 7 TCP I SSL jE4%, WIREAERWE T, KPHILERET
s XFT UDP foki, WRGAFRW T, W kERER.

Bl

o ZECEABEH T Wi-Fi 5 4 X,

o 4 ESP-AT FE# shibi=U MR B B8 FRAR N, SR 1E LR RS AR R A E B :
— £330 (AT+CIPMUX=1), $&75% +IPD, <link ID>,<len>;
— MAEREHT (AT+CIPMUX=0), #&75% +IPD, <len>,

o <len> FREHARPELFHIM LKL,

o —HAE +IPD i, Wi%iz{TAT+CIPRECVDATA FiEHUEdE. &0, #ER]—A> +IPD gl /r,
A +IPD RSB 45 3L MCU.,

o TEWIF R OLT , S ERTF BRI A F A, MCU AT DA, 3 K ikAT+CIPCLOSE
(AT % P ) 8{AT+CIPSERVER=0,1 (AT {E R4S ). BmaiGih, W +1pD C&piiss,
DHEAR K 3B AT+CIPCLOSE 5% K 1% AT+CIPSERVER=0,1 5% i AT+CIPRECVDATA éﬁé\iiﬁx B FdE
2, XANERR CLOSED f Bk A .

o TTHE AR IO R M 25 I H MCU ik AN SACEER, ATPAS % 10), (i F Bl shiz i ditsizt.

il

AT+CIPRECVMODE=1

3.3.33 AT+CIPRECVDATA : 3R o b b a2 = 5ds

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % #% ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W i <

+CIPRECVDATA:<actual_len>, <data>
OK

&

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

B8

<link_id>: Z I RYER: ID,

<len>: f KAHJ: OXTRFAE, W SERRIL BB B LA SEE /S, TR ] SR 4K B2 1 s
<actual_len>: SLPRAREUA A L

<data>: FREUKEHE .

[<remote IP>]: FRFEREZE, FoRktug IP #bdk, #iLAT+CIPDINFO=1 iy 4 fifg.

[<remote port>]: XJifisin 1, L AT+CIPDINFO=1 fiy4{#ifit.
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il

AT+CIPRECVMODE=1

// M 43 73 8 "+IPD,0,100",
/) RE, BT UNAREANT &
AT+CIPRECVDATA=0, 100

/7 Bl R EHN Mcu K0 BEEFKE 100 FEHEKE,
é\

ER X 100 FF By K4

3.3.34 AT+CIPRECVLEN: ity a2 Bosi X 28w mm 1K
A

g

AT T AR TG B K

O e
iy A

AT+CIPRECVLEN?

W

+CIPRECVLEN:<data length of 1ink0>,<data length of 1linkl>,<data length of link2>,
—<data length of 1ink3>,<data length of link4>
OK

S8

+ <data length of link>: J:—i%4: G b () T A BRI 3

]

* SSL g, ESP-AT KRR [l En i B, B AR K B & KT E SR i R

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.35 AT+PING: ping %3 4L

ping X i AL

e

AT+PING=<"host">

W
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+PING:<time>

OK

B

+PING:TIMEOUT // RAEH LM . k=% PING BHERLT, A4FAXMEE

ERROR

BH

o <” host” >: FERFERSEL, Fonitim LAY IPv4 Huhk, TPve Huhl, sidmi4 .
o <time>: ping (NS IR [E], FRAL: ZEFD.

B

o QAREAEELT IPV6 %% Ping Xifum AL, THHATLA T HRAE:
— % AP 3¢ IPv6
- &EAT+CIPV6=1
— WITAT+CWIAP 55 $ELE]—A IPv6 itk
— (WA[%k) @ FAT+CIPSTA? iy 4462 ESP32-C2 275 KRB % IPv6 Mtk
o ISR EALR A FAFE, W ping X5 Jeilad DNS #4734 f#AT (fSCM@ApT IPv4 Hihl) , 7 ping
X AL IP Hihk:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) F-REBRMER TR 3O
AT+PING="240c::6666"

3.3.36 AT+CIPDNS: #rify/i¢ . DNS 55858
i

#E14 AT DNS 45205 0

Py
A

AT+CIPDNS?

W

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeEmA

i
UE DNS e 5545 5

Espressif Systems 101 Release v2.3.0.0-esp32c3-607-ge4aa658f5f
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 3. AT Ay d4E

[

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

» <enable>: %' DNS R 55 %%
- 0: 2 E 213K DNS R4 2415, DNS RE 24 kE K 208.67.222.222 f18.8.8.8,
WA ESP32-C2 station 5¢ % | DHCP i #%, DNS R55#8 A4 H " BE< B8 .
- 1 J5HF3hiE DNS R4, RN RESE <DNs 1rx> [R{E, WIE HEGAE 208.
67.222.222 f18.8.8.8,
¢ <DNSIP1>: %5—> DNS flx55#5 IP #ihlk, XFF i, HAY <enable> ZH0Ch 1 K, Hiie)s
FIF3) DNS &, RXSEAF: WK E <enable> Ky 1, HARSHBE —ME, Lz ird
WA R;, ESP-AT X% S 5UE N 24 Hi%) DNS &% &k 1],

* <DNSIP2>: 554> DNS fI[R 4545 IP #ihil:, X Ti&E S, HA Y <enable> 44 1 B, 25
JF3) DNS & &, ASHA ARG WK E <enable> N 1, I WASERE —ME, ¥EEITA
WEAHE, ESP-AT B S 50/E R 24 517 DNS B3R 1] .

* <DNSIP3>: %=/~ DNS ]z 555 IP #ihik, XFTF e, HAY <enable> ZH0CH 1 K, Hiie)s
FF3) DNS &8, ASHAFHH: R E <enable> Ky 1, H AASEBE —ME, UEEITE
WAL E), ESP-AT X% S EUE R 24 Hi%) DNS &% &k 1],

o FAT+SYSSTORE=1, Wi'B i RrEte NVS X,
o XEABEORREBEEAE [ — MRS #% L
* 24 <enable> Sk O i}, DNS 554 0] RE AR ESP32-C2 1528 iy i 422 1) 4% £ 71 1) I 8 T oA 4%

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) H—NET 1pve B DNs A HE: T—REEMERXIEFQ

// % /N ETF IPve By DNS Mt 4 % : google-public-dns-a.google.com
// HEZ=ZANET 1Pve # DNS A& #: LK HE £ DNs R & B
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.37 AT+CIPTCPOPT: #vify/it i ki
A iy A

e
AR T
s
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AT+CIPTCPOPT?

Wi % ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

LA

-t

=

A

// B ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

M) i :
[ox
uf;
’ERROR
ZH
o <link_id>: M25%4 ID (0 ~ max), FEZIERLMIG T, ASEEKA max, WFRIRFTAERE: &
SEERIMEN 5.
o <so_linger>: il BEERFH SO_LINGER %Il (&% : SO_LINGER 7141), Bf7: #, BRHME: -1,
- =-1: XM;

- =0: JF/8, linger time = 0;
- >0: JFJ3, linger time = <so_linger>;
o <tcp_nodelay>: Wl E £ #:7[ TCP_NODELAY 33l (£%: TCP_NODELAY /}+44), 2RiA(H: O.
- 0: 22 TCP_NODELAY
- 1: 2| TCP_NODELAY
+ <so_sndtimeo>: il EHE N SO_SNDTIMEO &M (£ : SO_SNDTIMEO 1+43), Hifi: Zfb,
ERINME: 0.
o <keep_alive>: [il B4 71 SO_KEEPALIVE &3 (£%: SO_KEEPALIVE /14%), Pfi: b,
JER: [0,7200],
- 0: Z%Jf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)3 keep-alive BJfiE. TCP_KEEPIDLE {f 4 <keep_alive>, TCP_KEEPINTVL {§#
1, TCP_KEEPCNT {&% 3.
o RSt <keep_alive> BEHAT+CIPSTART x4 <keep_alive> BEAHE, HL&{EHH
JEWE MG UE . WRBITAR S AR E <keep_alive> 2%, WIERIAMEH FRELEIE.

B

o TERCEERE TG, WRs ViRi%Emhe, LR E T Hergm .

* SO_LINGER EIA EHS AL BB R AIE . B AHCE. SO_LINGER {E24 60, WAT+CIPCLOSE fis 1L
ANEX o TCP FIN @i 00 T, 20 AT FHLIE 60 #, MM JCIAmI Y HE <. i, SO_LINGER
R RN -

* TCP_NODELAY JE3iiE i T #5 ot /MEX SE MEZOR R i 3 5t TP G, LwIP 0k TCP (1 %
K, EACRMBIRERZE, SR TEAT ARG, Ht, TCP_NODELAY #il{RfFEHAE.
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* SO_SNDTIMEO 3551 id f T AT+CIPSTART i 4K Bi'E keepalive Z 8 W FH 375t Tt B AR T ;:
AT+CIPSEND. AT+CIPSENDL. AT+CIPSENDEX 4 StE %@t iR, Tie2d ZiE NI .
H, SO_SNDTIMEO ZEHl it &k 5~ 10 F.

* SO_KEEPALIVE #E3i5d H] T 32 8l & ip A il B2 42 2 5 W R i) B I 5%, 8% AT AR TCP iR 55 25 it
B E R . BUE AR S, SHMBSMM 4798 . SO_KEEPALIVE it & A /N T 60
(B

3.4 Bluetooth® Low Energy AT iy A4

o N5

o AT+BLEINIT: Bluetooth LE #J151k

o AT+BLEADDR: %% Bluetooth LE % £ itk

o AT+BLENAME: #%ifj/i%H Bluetooth LE 15454 FR

o AT+BLESCANPARAM: Z%ifi/i%'E Bluetooth LE FHi S8
o AT+BLESCAN: {fifig Bluetooth LE 394§

o AT+BLESCANRSPDATA: %' Bluetooth LE 4

o AT+BLEADVPARAM: #5if)/1%' 5 Bluetooth LE | #&&%k

o AT+BLEADVDATA: %% Bluetooth LE " $&%i#

o AT+BLEADVDATAEX: B %% Bluetooth LE ™ #E53R

o AT+BLEADVSTART: J}1f Bluetooth LE | %

» AT+BLEADVSTOP: {2} Bluetooth LE | #%

e AT+BLECONN: %57 Bluetooth LE 1§

o AT+BLECONNPARAM: #%ifi)/¥E ) Bluetooth LE %355
o AT+BLEDISCONN: iJF Bluetooth LE &%

o AT+BLECFGMTU: ' Bluetooth LE MTU K- J&

o AT+BLEGATTSSRV: GATTS kIR %

o AT+BLEGATTSCHAR: GATTS % PRR & H+4E

o AT+BLEGATTSNTFY: J[R%5% notify I} & EHE(148 % Pk
o AT+BLEGATTSIND: J}.% 3% indicate IR 4 5 HF (44 % ok
o AT+BLEGATTSSETATTR: GATTS % B i} &A1

o AT+BLEGATTCPRIMSRV : GATTC %k M EA RS

o AT+BLEGATTCINCLSRV: GATTC % P44 RS

o AT+BLEGATTCCHAR: GATTC % PR 45 E-E

o AT+BLEGATTCRD: GATTC 35Uk &5 HE 1

o AT+BLEGATTCWR: GATTC B R4 H5AF

o AT+BLESPPCFG: #¥ifi/i%'& Bluetooth LE SPP &%k

o AT+BLESPP: it A Bluetooth LE SPP iz

o AT+BLESECPARAM: #5ifi/1%'% Bluetooth LE % 5%}

o AT+BLEENC: % Bluetooth LE fj1%5 3k

o AT+BLEKEYREPLY: Y5575 %4 il 52 554

* AT+BLECONFREPLY : %551 )7 45 I WA A5 R (B GIE B0 B
o AT+BLEENCDEV : 2514} € 1) Bluetooth LE 1255 4541 35
o AT+BLEENCCLEAR: &% Bluetooth LE JjI %55 45 51| 3

o AT+BLESETKEY: ¥ Bluetooth LE #4245 %f 5354

o AT+BLUFI: F} =5k 3¢ 14 BluFi

o AT+BLUFINAME: #5if)/38 BluFi %454 Fx

e AT+BLUFISEND: %% BluFi [ F7 1 & K

o AT+BLEPERIODICDATA: % Bluetooth LE J& ¥ & EE
o AT+BLEPERIODICSTART : JFJ& Bluetooth LE JEI 1) 4%
e AT+BLEPERIODICSTOP: {21} Bluetooth LE J& 1S 1%

o AT+BLESYNCSTART: FF = B $& R 2

o AT+BLESYNCSTOP: {511 5 BAVE) 45 R 25

o AT+BLEREADPHY : 514 5514 i ity PHY
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o AT+BLESETPHY : B 4101E800 1Y PHY

341 ¥

2Hi, ESP32-C2 AT [ S2HF B A0 HVE 5.0 A

¥ PRARY ESP32C2-4MB AT [# {37 £ BluFi ZRE, 1fii ESP32C2-2MB AT [# {4~ 3 5 BluFi Bhfg. 40
HATE 2 ESP32C2-2MB 37 #F BluFi UjRE, & BT 1% ESP-AT 142, 1E55H ARl E TR ks

* J2Jf] Component config->Bluetooth

* J2Hf] Component config->Bluetooth ->Bluetooth->Host ->NimBLE - BLE only

e |3 H Component config -> Bluetooth -> NimBLE Options -> Enable blufi
functionality

e 2] Component config->Bluetooth->NimBLE Options->Enable BLE 5 feature ->
Enable extended advertising

* ¥ B Component config -> Bluetooth -> NimBLE Options -> Maximum number of
concurrent connections->1

* ¥ B Component config -> Bluetooth -> NimBLE Options -> Memory Settings ->
MSYS_1_Block Count ->10

* X B Component config -> Bluetooth -> NimBLE Options -> Memory Settings ->
MSYS_1_BRlock Size->100

e ¥ B Component config -> Bluetooth -> NimBLE Options -> Memory Settings ->
MSYS_2 Block Count ->4

* X B Component config ->Bluetooth ->NimBLE Options ->Memory Settings -> ACL
Buffer Count ->5

* X Component config->Bluetooth->NimBLE Options ->Memory Settings ->High
Priority HCI Event Buffer count ->5

* X B Component config ->Bluetooth ->NimBLE Options -> Memory Settings -> Low
Priority HCI Event Buffer count ->3

* %¥ Component config->Bluetooth ->NimBLE Options ->BLE white list size ->
1

* ¥ ¥ Component config -> Bluetooth -> Controller Options -> BLE LL Resolving
list size->1

* X¥'H Component config->Bluetooth->Controller Options->BLE duplicate scan
list count ->1

T BRiA [ ESP32C2-4MB AT [#{4:F1 ESP32C2-2MB AT [E {4354 37} Bluetooth LE T g, s G s
S Bluetooth LE Tjjfig, 1§ 745 ESP-AT T2, e85 TP LA IR T FHFEIT /8 _ LY BluFi fg
Ak, T3 AR

» JE /] Bluetooth LE f54~: Component config->AT->AT ble command support

* X H Component config ->Bluetooth ->NimBLE Options ->Maximum length of BLE
device name in octets ->32

e % Component config->Bluetooth ->NimBLE Options ->Preferred MTU size in
octets ->203

MR LR Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x59a0) ZE{4H
W, TR ZARE 3 O M5, 7E Component config->AT HCHATFERIIRE, PAERYNE2F
KN

T AEERZ R, TE R Bluetooth LE THAEZ ], KIEAT+CWINIT=0 f4-4£ i Wi-Fi Hyisl .

3.4.2 AT+BLEINIT: Bluetooth LE #Ji1k
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A ifo i 4

Ly :
#if) Bluetooth LE J2 75441k

Py -
iy

AT+BLEINIT?

W
PO, AT R

+BLEINIT:<role>
OK

iRV, AT &[0

+BLEINIT: 0
OK

Dyie:
% B Bluetooth LE #Ji&4k /A {7

A

’AT+BLEINIT:<init>

Wi 3% ¢

[ox

e <init>:

e 0: Y44 Bluetooth LE
 1: client fg {5,

e 2: server fH{h,

Bl

* ffi ] Bluetooth LE TR, WA ETCTE M SoftAP 1K, I @il W] DA iF AT+ CWMODE %
Wi-Fi #5224 Null 5§ Station £z,

o {i | H &2 Bluetooth LE 522 1, sCiE A2, #1141k Bluetooth LE £,

* Bluetooth LE AWl fb S, ANEEE D . MRV A, FEISCHHAT+RST i HE RS,

4454k Bluetooth LE £ f4 ,

o BIAEVES Bluetooth LE 2 Jf, {#IRIEAESATH 1. SIS WIIT A OIS
* f1% Bluetooth LE C ¥4k, WAT+CIPMODE Joiki%EH 1.

hil

AT+BLEINIT=1
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3.4.3 AT+BLEADDR: %7 Bluetooth LE 4%kt

iy

i

’ﬁi@ Bluetooth LE & & & [ Ml H 4

A e
“ﬂ4>'

’AT+BLEADDR?

W i <

+BLEADDR:<BLE_random_addr>

ik
1% & Bluetooth LE #5485 HyHihE 27
A

W

OK

e
¢ <addr_type>:

o 0: A 4Ll (Public Address)
o 1: BEFLHEHE (Random Address)

Bl

o FRASHYL (Static Address) [V # /2 AT 551

o Huhkd R PIALY N 1

o BEHLHE > 20 1A 05

o BEYLHAET > B LAR L.

o WENEHSHIIEA SBIRTE NVS X,

2N

AT+BLEADDR=1 /) EE ML A M8 FA A it

3.4.4 AT+BLENAME: #ify/i¢ ™ Bluetooth LE V75 Ak

iy A

Jyiie:

251f] Bluetooth LE %4544 F
[
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AT+BLENAME?

Wi % ¢

+BLENAME : <device_name>
OK

B

&F

ke
% & Bluetooth LE #4454 FF

O e
iy

’AT+BLENAME:<device_name>

Wi ¥ *

[ox

S8
o <device_name>: Bluetooth LE %4548, mARKE: 32, BHALFRAN “ESP-AT”,
]

#7AT+SYSSTORE=1, [t '8 ¥ MO RATAE NVS X,
o TSR E RS HIRG, BWEIITAT+BLEADVDATA iy A5 5 A FRBGH T E 804 o

il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #%il)/ix ¥ Bluetooth LE f1#i %%
Ao A

g
#51f] Bluetooth LE {3424k

A

AT+BLESCANPARAM?

W

+BLESCANPARAM: <scan_type>, <own_addr_type>, <filter_policy>,<scan_interval>, <scan_
—window>
OK
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EmA

&F

Tytig:
¢ B Bluetooth LE 33254

O e
iy

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

W

OK

» <scan_type>: A

o 0 PahiH

o 1 FEhHH

« <own_addr_type>: iihl-25%

o 0: AJLHbhE

o 1: BEHLMBAE

o 2: RPA 3kl

* 3: RPA [ifit/LHbsik

o <filter_policy>: ity =\

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: A [F. &S EEN KT % T <scan_window> Z#{H. 2 3L H:
[0x0004,0x4000]. 14 [H] FE /2 % S 3Rk DA 0. 625 &b, Jr RASE Br i 4514 18] [ Y5 L4 [2.5,10240]
R,

o <scan_window>: HIiH 0. XS EEN /DT 4% T <scan_interval> Z¥{H. 25 H:
[0x0004,0x4000]. it N 2% SR DA 0. 625 ZF, FrRASLPs 5 18 A [2.5,10240]
=R,

il

AT+BLEINIT=1 // A€ : & F 3%
AT+BLESCANPARAM=0, 0,0, 100, 50

3.4.6 AT+BLESCAN: {iifi¢ Bluetooth LE i
LS

Yitig:
F 4445 1k Bluetooth LE 34

A

AT+BLESCAN=<enable>[, <duration>] [, <filter_type>,<filter_param>]

Wi 3% ¢
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+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

e <enable>:
o 1 FRURHRREEH
o O {55 IR
o [<duration>]: JHIFEEEE], B .
o FUEAFIEEN, LHRRERSEG
o FIREITHRER, FREARSH:
- ARSEN 0 iF, WIFIRIFARHREEH
- RSHPEHAE O fHRF, Bt AT+BLESCAN=1, 3, MIF/Ri4H 3 #)5 AZh45 A, ARERE

ER IR
o [<filter_type>]: &I
o I: “MAC”
« 2: “NAME”

» <filter_param>: i8S 4L, FIRXH s MAC itk 4 Fr
e <addr>: Bluetooth LE #hlil:

o <rssi>: {55 IRE

o <adv_data>: | HEHIRE

o <scan_rsp_data>: I3 b 5

o <addr_type>: | ik £ A

e g N tH By OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> FE i )7 E¥EA AR B X B G )Y . OK W] RETE +BLESCAN: <addr>,
<rssi>,<adv_data>, <scan_rsp_data>,<addr_type> 2 H| # H, W H 0 § 1
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 i
o

o QEREARERIS AT A , A H AT+ BLESCANPARAM 1521 B34 izl active scan
(AT+BLESCANPARAM=1,0,0,100,50) , JH HX ik & R 2 E scan rsp data, AREIRIGH
e [ £ 8 o

hil

AT+BLEINIT=1 /] A B P
AT+BLESCAN=1 /] TR
AT+BLESCAN=0 /7 E Ak

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F A H#, T HE KA 4 MAC # i
AT+BLESCAN=1,3,2,"ESP-AT" // F iAW, B R ER AR & £ K

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE F{§m )

&F

Dyt
1% & Bluetooth LE 44 1.

Py -
iy
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’AT+BLESCANRSPDATA:<scan_rsp_data>

Wi % ¢

’OK

* <scan_rsp_data>: M, S HEX 455 . Blhn, #5805 E S s R “ox11 0x22
0x33 0x44 0x55”, N4 A AT+BLESCANRSPDATA="1122334455",

il

AT+BLEINIT=2 // fat: R4 %
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #5if/i¢ ¥ Bluetooth LE )55
i A

Tyt
i) S

ZE

AT+BLEADVPARAM?

W

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <peer_addr>, <primary_PHY>, <secondary_PHY>

W) RS

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>] [, <primary_PHY>, <secondary_
<~>PHY>]

W i ¢

OK

S

o <adv_int_min>: H/)N T HEEIIE. SEGERE: [0x0020,0x4000], A T2 5509k 0L 0. 625 2
P, BT ASE BRI /N H E] B Y5 [20,10240] 280, RSEUEN /N T4 T <adv_int_max> £
ﬁﬁo
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o <adv_int_max>: KRG, SEGER: [0x0020,0x4000], 3G EIFGET %S5k, 0. 625 &2
BB, BT RASERR I d K 1 [E] R FEL R [20,10240) Z 80 . ASEEN K T4 T <adv_int_min> %
BfE.

e <adv_type>:

* 0: ADV_TYPE_IND
: ADV_TYPE_DIRECT_IND_HIGH
: ADV_TYPE_SCAN_IND
: ADV_TYPE_NONCONN_IND
: ADV_TYPE_DIRECT_IND_LOW
: ADV_TYPE_EXT_NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND
: ADV_TYPE_EXT_SCANNABLE_IND
- HUCE)HERAN 0-4, W HJAT+BLEADVDATA fiv 9B k2 8im 2 LB E 31 °F
T, WRTEEREERE) R SH, W5 AT+BLESCANRSPDATA 159 KB
- MBCE] RN 57, WA AT+BLEADVDATA fiy W B # S 8un2 HAEBLE 119 7
e

« <own_addr_type>: Bluetooth LE #2571

e 0: BLE_ADDR_TYPE_PUBLIC

e 1: BLE_ADDR_TYPE_RANDOM

e <channel_map>: | %58

e 1: ADV_CHNL_37

e 2: ADV_CHNL_38

e 4: ADV_CHNL_39

e 7. ADV_CHNL_ALL

* [<adv_filter_policy>]: ) it Egs LN

e 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
e 1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
e 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
e 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
» [<peer_addr_type>]: %{J5 Bluetooth LE Hihi-25%!

e 0: PUBLIC

¢ 1: RANDOM

* [<peer_addr>]: X}J5 Bluetooth LE #iilil:

o [<primary_phy>]: ) #% primary PHY. 2iA{&: IMPHY.
- 1: IMPHY
— 3: Coded PHY
* [<secondary_phy>]: | % secondary PHY., BLiAf(EH: IMPHY.
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

.
NN R W=

Bl
o WMRMKEE L peer_addr, ABAEMIERNLEREREE,

* primary_phy fll secondary_phy FR 58— E, WHRARE, IBARKENSES M HRIA
IM PHY,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3
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349 AT+BLEADVDATA: ¥ Bluetooth LE ) 8%
B

i
BCE )

s

’AT+BLEADVDATA=<adv_data> ‘

W

[ox |

o <adv_data>: JHEECE, S HEX 54568 B, SAEBCE T EE0ES “Ox11 0x22 0x33 0x44 055”7,
64>k AT+BLEADVDATA="1122334455", FRKE: 119 Fi7.

st

o IR HIE 208 1 iy S AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WHE T REWE, WA ar 58 0 FE 4o 3 5 .

o QERGEAE ARG Bk A PR, WENAEIIT5E 1% i 2 Z JG A TAT+BLENAME it 215 £ 44
PRI E N [FRER 2 F5

o YE{fi FJ AT+BLEADVDATA 542 Wi, W/ 4ci@ it AT+ BLEADVPARAM &A% BT #5450,

o MUHH AT+BLEADVPARAM iy V% B 32K A1 0-4, N FHAT+BLEADVDATA 6y A% B 1 E0R
2 HEREE 31 477, WIS B E KM 8, 75V AT+BLESCANRSPDATA $§4- K15 & .

o Ui AT+BLEADVPARAM £y A% B %27k 5-7, Wi [l AT+BLEADVDATA A% BT #REE
% HAEBEE 119 715,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [zl Bluetooth LE ) &%
iy A

i
EENE TRV G 2

A .
"ﬂé’\‘

AT+BLEADVDATAEX"?

W

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK
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B

Yrtie:
BCE) BRI

O e
iy

&F

’AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power> ‘

Wi i :

[ox

BH

* <dev_name>: Fff H Z 8, Fox &k HF 4R B, A ERE RS HS KRN Cust-
test” , I Ay 4 N AT+BLEADVSTARTEX="just-test", <uuid>, <manufacturer_data>,
<include_power>,

o <uwid>: FF B 2 . f W, #F MR E UUID ko “0xA002” I .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

+ <manufacturer_data>: il i 7 &4, o HEX FAF R, B0, #5483 b w8 o “ox11
0x22 0x33 0x44 0x55”, N|fy4 H AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: ¥7] fEHET WG TX R, RSEVIXBHN 1; HI, 4 0.
|
o AR ZHIC L iy AT+BLEADVDATA=<adv_data> B8 T ) 8, W SgiAs iy QB E ) 7k

o B4 & HERFZ B 6 AT+ BLEADVPARAM fir - BLERY) RSB HCA 0.

il

AT+BLEINIT=2 // fat: R4 %

AT+BLEADVDATAEX="ESP-AT","A002","0102030405",1

3.4.11 AT+BLEADVSTART: J}i Bluetooth LE )£k
KR

i
THR) #%

A

’AT+BLEADVSTART

Wi i ¢

’OK
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e

o HARM I i % AT+BLEADVPARAM=<adv_parameter> 5 ¥ 5S4, WIAE I BAIAT FE S 4L

o RN iy AT+BLEADVDATA=<adv_data> 15 & T %50, WA %4 0 Fadlifl .

e ¥ Z Wl B & ff M fiy SAT+BLEADVDATA=<adv_data> % & & | # % 4, W &
#i AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % B ] | #§ 3
WA, MR, WML AT+BLEADVDATAEX, W< AT+BLEADVDATA 5 & ) #% 5
o

 JF/ Bluetooth LE [ #% )5, 157545 57 Bluetooth LE ¥4, AP fte— AR 4% R T
B, W HBEHR) 7.

il

AT+BLEINIT=2 // A f: B4 %
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: {4l Bluetooth LE )"k
AT

yiie:
(A

O A e
“ﬂ4>'

’AT+BLEADVSTOP

W i <

|ox

B
* #OTIR)#E)G . MPIEY Bluetooth LE j84%, 2 F 8454 Bluetooth LE )™, JEFFii A<

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: &t Bluetooth LE Y%
a4

ig:
5] Bluetooth LE %332

AT+BLECONN?

Wi i <
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+BLECONN: <conn_index>, <remote_address>
OK

FrREESLIERE, MmN A R <conn_index> Fll <remote_address> S .

Yitig:
%57, Bluetooth LE %3

s

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

L)V
AR, MR

+BLECONN: <conn_index>, <remote_address>

OK

HRNLERRI, WRR

+BLECONN: <conn_index>, —1

ERROR

RS R REGE B — LR A R EGEE R M, R

ERROR

BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,1].

» <remote_address>: XiJ5 Bluetooth LE % £5#ihl .
¢ [<addr_type>]: | HEix & HibE AR :
— 0: tHudilk (Public Address)
— 1: fEFLHLHE (Random Address)
* [<timeout>]: PRGN, Fi: Fb. JEH: [3,30].

o EBAERSIPIERZ AT, JeisfTAT+BLESCAN fiy S4B A, bR HAsdear b T RS,
o BORTERHEI R 30 7).

o {II4R Bluetooth LE server E 41 IA L HIESE IS, W DAREH bt ay S FEXT 4515 4 (GATTC) ik

U5 o &M ABEI LA GATTC fir -
* AT+BLEGATTCPRIMSRV
* AT+BLEGATTCINCLSRV
* AT+BLEGATTCCHAR
* AT+BLEGATTCRD
* AT+BLEGATTCWR
* AT+BLEGATTSIND

o WL AT+BLECONN? 7£ Bluetooth LE 2K %] I& 14 I L T /AT (AT+BLEINIT=0), W & % A~ 2 #i 1

+BLECONN:<conn_index>, <remote_address> ,
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il

AT+BLEINIT=1 // f & : & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: i)/t 31 Bluetooth LE Y4255
it A

Dyiie:
2¥if] Bluetooth LE %325

A\ .
"Il/?\‘

AT+BLECONNPARAM?

W

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>

W Bluetooth LE #2551

A .
"ﬂ/?\'

’AT+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi % ¢

’OK

ARCERM, WHR/R AR R

’+BLECONNPARAM: <conn_index>, -1

e <conn_index>: Bluetooth LE i&325-, JEH: [0,2].

o <min_interval>: F/NEBEN. ASBEN /DT % T <max_interval> ZE{H. SHIEE:
[0x0006,0x0C80] . ##z[H] [ & TS ER A 1. 25 = FP, T ASE bR e/ INEE 2 [ B v B A [7.5,4000]
EH,

* <max_interval>: f KIEHZ[E M. ASHEN KT % T <min_interval> Z8({H. SHIEH:
[0x0006,0x0C80]. 4% [H] 55 T2 S E LA 1. 25 28>, P LASERR A fi K% 0] B Bl > [7.5,4000]
% /I\O

o <cur_interval>: Y4FiiERE][E.

* <latency>: fEiR. Z¥EH: [0x0000,0x01F3].

o <timeout>: M. SHFER]: [0x000A,0x0C80], HEHETZSEIPL 10 ZF>, FrASE v
JEFE N [100,32000] ZFb,
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Bl
o Ay EORSGEIL TR, I H AR client f (0 HHTER S

Bl

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12,14, 1,500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE ¥
AT

Uik
#7 T Bluetooth LE %43

AT+BLEDISCONN=<conn_index>

W i <

OK // ¥ % AT+BLEDISCONN # 4
+BLEDISCONN:<conn_index>, <remote_address> // & 4T &4 2 K 3

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
» <remote_address>: X J; Bluetooth LE i&£5Hdik .

B

o POCRPR Pmis A S Wit 8 .

il

AT+BLEINIT=1 // fif: & P 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.16 AT+BLECFGMTU: ¥4 Bluetooth LE MTU K&

Z) MTU (maximum transmission unit, fx KAZHEATE) K&

AT+BLECFGMTU?
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Wi 3% ¢

+BLECFGMTU: <conn_index>, <mtu_size>
OK

BEEmA

it
P MTU 1K

iy 4

’AT+BLECFGMTU:<conn_index>

Wi i <

’OK A&

S8

’— **<conn_index>**: Bluetooth LE % # 5, & E: [0,1],

wa]

- z}:ﬁﬂ%%j{éﬁ}%j Bluetooth LE # #,

- REXFEPFHEARATARE MTU K E.
il

AT+BLEINIT=1 /] B B P
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0

3.4.17 AT+BLEGATTSSRV: GATTS KRS
R o

it
GATTS % PR %

AT+BLEGATTSSRV?

W i <

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK
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BH

o <srv_index>: R55F5, M1 FFEGE,
e <start>:

o 0: lRF5ATTES

o 1 IR

e <srv_uuid>: g5 UUID,

o <srv_type>: JR45HHL:

o 0: RERSS

o L HERS

il

AT+BLEINIT=2 // A & : R4 &
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.18 AT+BLEGATTSCHAR: GATTS & MUK 55 54k
Aihr A

i
GATTS J BUIR 55 5k

’ AT+BLEGATTSCHAR?

] oz <

XIS RHLAE R, Wa AR :

’+BLEGATTSCHAR:"Char“,<srv_index>,<char_index>,<char_uuid>,<char_prop>

XEFIAAFE S, WA

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: R FE, M 1 FH4E,

* <char_index>: JREFFHEMITS, M 1 AZHGIENS .
e <char_uuid>: [RSE4HER UUID,

* <char_prop>: HR5SFHIEM JE -

o <desc_index>: FHEWIATTES .

o <desc_uuid>: FHERIALL UUID,

hil

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?
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3.4.19 AT+BLEGATTSNTFY: J}§45%% notify JI 45 $HAiE (Fi20 5 ok
wE WA

45 2% notify fI% 45 FHAE (24 7% i

s

’AT+BLEGATTSNTFY=<conn_index>,<srv_index>,<char_index>,<length>

W

>

|

P > Fn AT HERSFECR 8, U T DA ARG, 48 KA FI S48 <length> HYEIT,

AT notify k.,
PR T, R

OK

S

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: fR45 75, W[isfTAT+BLEGATTSCHAR? #5if).

o <char_index>: AREEFEN TS, R84 TAT+BLEGATTSCHAR? 25if] .

o <length>: FRKF, HAKKE: (:ref: MIU <cmd-BMTU> - 3).

il

AT+BLEINIT=2 /] A R E B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FEWTH, % client #HJF, A B E #E K notify
AT+BLEGATTSCHAR? // & # A ¥ notify & F 3% W & A1E

AT+BLEGATTSNTFY=0, 3, 6, 4

/PR E ST FER, BN 4 FEWEKE, o234, REHREE S LR

/) Bldm, ER O3 BRAHE 6 S notify KEN 4 FHFHWEKE, FHALTH# 4

3.420 AT+BLEGATTSIND: Ji552% indicate it 55 b EEL25 %% )i

Bae

&E

Yrfie:
JI7 54 indicate I} 455 287 P ik

O e
iy

’AT+BLEGATTSIND:<conn_index>,<srv_index>,<char_index>,<1ength>

W

>
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R > Fn AT HERAFHCR 8, U O] DA AR, 4 8s KRB S8 <length> HYEIT,

AT indicate EEAE .
FRARE T, MR

OK

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: [R%5F% 5, WiafTAT+BLEGATTSCHAR? Z5ifi.

o <char_index>: JR$HHEMITE, T84 FAT+BLEGATTSCHAR? 25if] .,
* <length>: ¥RKE, mAKE: (MTU-3).

il

AT+BLEINIT=2 /] R S B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FRT ¥, % client #HHF, S MW E K indication

AT+BLEGATTSCHAR? // & #H & P 3% ¥ DL ¥ )& indication W 4 1L

AT+BLEGATTSIND=0,3,7,4

/O RAE ST FER, RN 4 FEHKE, o on123an, REHREEH LR

/) Blte, R 3 FMREMW 7 FHA indicate KE AN 4 FHHKE, # LW T

3421 AT+BLEGATTSSETATTR: GATTS ¥ %01 45 FRATEA

)E’J

CEL A

Dyt
GATTS B 55 R sl iR A

’AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, [<desc_index>], <length>

W i <

>

|

FP5 > FOR AT RGP D8, BERHETT DS AR, 4 8i KA EI 240 <length> {ERT,

PATRCE Bt
AR RN, R

OK

o <srv_index>: fR%)F5, WinfTAT+BLEGATTSCHAR? %¥ifi.
o <char_index>: R&UHENIFEE, A[BfTAT+BLEGATTSCHAR? Z%if] .
* [<desc_index>]: FHIEHHIATFF 5 :

o AHE, W ERGATFE:
o EARME, WK BRI,
o <length>: FEKE.
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e

o W <length> BEH KT LMK, MKESKI. KT service table, I, gatts_data.csv

Bl

AT+BLEINIT=2 /] e R B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/) Bl W1 EREW L ERMEBEAKEN 1 FYWEE, o450 T:
AT+BLEGATTSSETATTR=1,1,,1

/O RE ST BFERE, BN L FEHNEERAT, Bl s, REKEFH

3.4.22 AT+BLEGATTCPRIMSRV: GATTC %A R 55
iy

Dyie:
GATTC (Generic Attributes Client) % PR AR 55

e

AT+BLEGATTCPRIMSRV=<conn_index>

Wi i ¢

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

S

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <srv_index>: [R%5F5, M1 FFEGE,

o <srv_uuid>: f[k5 1 UUID,

* <srv_type>: [R5 HYAHY:

o 0: WEMRSS

I 2RSS .

|

o [EHAMA, 752 5E T Bluetooth LE #4%

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0
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3.4.23 AT+BLEGATTCINCLSRYV: GATTC %340 &Nk 55

BeE WA

i

GATTC KR 55
[

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

W

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <srv_index>: 5575, T[imfTAT+BLEGATTCPRIMSRYV =<conn_index> #¥if].
o <srv_uuid>: fk51 UUID,

o <srv_type>: JR4IZETL:

o 0: MRS

o 1D RS

 <included_srv_uuid>: &R 41 UUID,

 <included_srv_type>: &R HIZEAL:

o 0: MRS

I 2RSS .

|

o fERAMS, FESEHET Bluetooth LE £ .

il

AT+BLEINIT=1 // fa€: % P #

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REWM — £ H# S EHLE R, £ index & H

3.4.24 AT+BLEGATTCCHAR: GATTC % 3IR 55 H54ik

LA

-t

itk
GATTC % PUAR 55 4545

Sy
A

AT+BLEGATTCCHAR=<conn_index>, <srv_index>

W] 7 <
XFF IR FFEAE R, M R4
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+BLEGATTCCHAR: "char", <conn_index>, <srv_index>, <char_index>, <char_uuid>, <char_prop>

XEFHAFFE R, MR

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>

OK

S
» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <srv_index>: [R5 /7 5, WiafTAT+BLEGATTCPRIMSRV=<conn_index> £y if],
o <char_index>: [[RFFHMERTS, M 1 IFURIEHIE.
e <char_uuid>: ARS4HER UUID,
s <char_prop>: [R5 FHEMJEM: .
o <desc_index>: FHFRIAGTFE .
o <desc_uuid>: FFEIALE UUID,

]
o ffHARMS, FEIHEST Bluetooth LE JEH;,

il

AT+BLEINIT=1 /] B B P

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // REW — K ®# 4 W LWL R, % index £

3.4.25 AT+BLEGATTCRD: GATTC U 55 HraEA

iy

&F

P
“D/?\

Dyt
GATTC BRI 55 R AL (EL Bl R A

we

.

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W
+BLEGATTCRD: <conn_index>, <len>, <value>
OK
e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].
o <srv_index>: [[R%5)F 5, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .
o <char_index>: RSHEHEF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif.
o [<desc_index>]: JFAEHEAG S
© HIRE, BEH AT
o HIARWE, FBHHREHERIE.
o <len>: HIEKEE,
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o <value>: <char_value> {3 <desc_value>,

o <char_value>: [R5 E-AEE., F45 4% 30 , 121T7AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, BN, #FmRYh +BLEGATTCRD: 0, 1, 0, WIZREAKEN 1, WEHR “07,

o <desc_value>: fx % 4 fE i A F M H O F O £ & KL, B
T AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> i3 Ht. 4, 25 W W
"N +BLEGATTCRD:0, 4, 0123, NFREEEKE N 4, WA R “01237,

]
o EHAMA, FFE5E T Bluetooth LE # 4§,

o FARM S FRAEA SCRFIEERAE, R[] “ERROR”,

il

AT+BLEINIT=1 // fat: & p 3%
AT+BLECONN=0, "24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // RE W — 4 H# A WEWLE R, ¥ T index £
/) B, BEE 3 EMAENE 2 SHRMAENE 1 BHALFEE, bW T

AT+BLEGATTCRD=0, 3,2, 1

3.4.26 AT+BLEGATTCWR: GATTC ‘B R SSF4EA

GATTC 5 i 55 F A (E B A AL

A .
"ﬂé’\‘

’AT+BLEGATTCWR:<conn_index>, <srv_index>, <char_index>[, <desc_index>], <length> ‘

Response:

P > Fn AT HER SRR D8, SUI 0T DA AR, 488 KA FI 280 <length> MY(EIT,
WITE AL
R R, SR :

OK

e <conn_index>: Bluetooth LE &35, LR : [0,2].

o <srv_index>: [R5 75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> £y if],

o <char_index>: JR45HE)TE, A4 FAT+BLEGATTCCHAR=<conn_index>,<srv_index> £¥if].
* [<desc_index>]: FHIEHHIATFF 5 :

o FIE, WEHRHIRRFIE;

o FARWE, WE HRFHERE.

» <length>: ¥ PEKE. ZZSEBUETLE 7 gatts_data.csv 1 val_max_len SHENH .
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e

o fifHAAYS, FREEET Bluetooth LE #4%
o #EBRSFEA L HFE A, WkE “ERROR”.

Bl

AT+BLEINIT=1 // fAf: % P ¥
AT+BLECONN=0,"24:12:5f£:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // ME W — 4 4 AW EHLEE, #§ T index £
/) Bl BE 3 EREWE 4 SHME, EANKEN 6 FEHEE, a5 T:
AT+BLEGATTCWR=0, 3, 4, , 6

ol

// %}%ﬁ% nsn fé‘,_%)é, %A 6 %Z’%’é@ék%ﬁp , ﬁl:l "123456", %}éﬂ:ﬁég)\

3.4.27 AT+BLESPPCFG: #if)/ix i Bluetooth LE SPP %%
iy

hig:
251 Bluetooth LE SPP (Serial Port Profile) Z:%§

e

AT+BLESPPCFEG?

Wi i ¢

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>

OK

yiig:

15 H 5§ # Bluetooth LE SPP 2%k
i

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

W

OK

¢ <cfg_enable>:

0: F'E iy SPP 24, RSB ILHIEHS;

I G SR EIHS

o <tx_service_index>: x JR %
FIAT+BLEGATTSSRV? #51).

L

X

=, W iz fTAT+BLEGATTCPRIMSRV=<conn_index>

o <tx_char_index>: tx [k & 4 1F /¥ 5, W[ i fFAT+BLEGATTCCHAR=<conn_index>,<srv_index>

FIAT+BLEGATTSCHAR? 75,
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o <rx_service_index>: rx J[& 4% J¥ B, W] & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 2541,

e <rx_char_index>: rx R % % {F ¥ 5, ¥ i8 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 75

* <auto_conn>: HZEIEMRENL, BOIAKIL T, HINEE R ETRE.

e 0: 251 Bluetooth LE %1% H sh LI HE.

* 1: {#ifiE Bluetooth LE %1% [ s &% 2 HE .

o X Bluetooth LE % 'k, tx fRGUFIE B IE write with response Bf write without
response, 1x REEEEHELMZ indicate B notify,

* X} Bluetooth LE IR 55#% , tx IRGFFHEEMEMZE indicate B notify, rx [RFSHFHEEIELIZ
write with response B write without response.

BT HIEREGRE, WRERETT, SPRE W ERE BN (BT AT+SYSMSG), #FH%
B SOGRTERM G RIS T, WIS, SHEIEE, MCU IR RARR EREA BT,
AT IR MAC KA T oA, WITCE SR R Y) .

il

AT+BLESPPCFG=0 // ®¥® Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // % & Bluetooth LE SPP % ¥
AT+BLESPPCFG? // % # Bluetooth LE SPP % ¥

3.4.28 AT+BLESPP: jjt A Bluetooth LE SPP i

S
=
g

[

A

A=)

oF

fig:
i3k A Bluetooth LE SPP 5=
wA

Pray

.
.

=

AT+BLESPP

W o 3

OK

>

iR R AT £ &3E A Bluetooth LE SPP #55, A] DARFF TR 1) A3 AL
Z: Bluetooth LE SPP 3545 15% ( %] i#E Bluetooth LE 322 %8 37 5 A fHi §E Notifications ), 3% [A] :

ERROR

Bl

* £ SPP LT, FRICEAT+SYSMSG Bit0 2y 1, W AT AR/ AEATR i SPP i A BifF E .
* ¥E SPP &4, PRV EAT+SYSMSG Bit2 2 1, W AT NS48/ AR RS B £ B
o VRGN HEH +++ U, BRIy SR, 52 DEF B HRE T A AT @

2
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il

AT+BLESPP  // # A\ Bluetooth LE SPP # =

3.4.29 AT+BLESECPARAM: #%ify)/i}¢ ¥ Bluetooth LE iS5
iy

ke
#¥if] Bluetooth LE SMP il %8 24k

[

AT+BLESECPARAM?

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>
OK

)E’J

CELN A

&

¢ =3

1% & Bluetooth LE SMP % 2%k

P
] H

=

AT+BLESECPARAM=<auth_req>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

Mjn] oz <

OK

o <auth_req>: AFiER.

* 0: NO_BOND

* 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND

o <iocap>: g AMiHiEE ST

¢ 0: DisplayOnly

* 1: DisplayYesNo

» 2: KeyboardOnly

 3: NolnputNoOutput

* 4: Keyboard display

* <enc_key_size>: fIHHPKE . SEGEH: [7.16]. Hfi:
o <init_key>: ZA~HER BV %E -
o <rsp_key>: ZANHCRROLZH ST IR B % .
* <auth_option>: 224 iA\TFZET :

0: [Pl a5

+
o
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o 1 AR TR R Z RTBOE R 25, MW iE.

]

* <init_key> fll <rsp_key> ZEH AR AR -

o Bit0: [T Re ) HA 38 A A S S5 80 0 n 5 5 401 5

o Bitl: [T Ac iR A 241 1) IRK 254 ;

o Bit2: T3l iR A 2% 91 CSRK 254 ;

o Bit3: T3l in s AR N 2% 417 link 254 ({HF Bluetooth LE 1 BR/EDR JEA745EK ) .

il

AT+BLESECPARAM=1,4,16,3,3,0 ‘

3.430 AT+BLEENC: % Bluetooth LE Jiisi oK

KRR

A .
"ﬂ/?\'

’AT+BLEENC:<corm_index>, <sec_act> ‘

Wi i ¢

e <conn_index>: Bluetooth LE i&325-, JER: [0,2].
e <sec_act>:

¢ 0: SEC_NONE;

e 1: SEC_ENCRYPT;

e 2: SEC_ENCRYPT_NO_MITM;

e 3: SEC_ENCRYPT_MITM,

BEW]
o MEAGLHT, WARELESU. B SRR S ERE.

il

AT+RESTORE
AT+BLEINIT=2
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEADDR?
AT+BLESECPARAM=1,0, 16,3, 3
AT+BLESETKEY=123456

AT+BLEADVSTART
(N oLaks:)
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(£ L£50)

// f# J Bluetooth LE & app ¥ # client 5 ESP32-C2 & % # i Bluetooth LE # #
AT+BLEENC=0, 3

3431 AT+BLEKEYREPLY: #%}J5 #5152 %4

yiig:
[m] 52 B} 4

A

’ AT+BLEKEYREPLY=<conn_index>, <key>

Wi 3% ¢

[ox

B

e <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].
* <key>: PRI,

il

AT+BLEKEYREPLY=0, 649784

3.4.32 AT+BLECONFREPLY: #3% )5 eI HiAgs R (185 e B )

[ 52 FE o 25 2

A\ .
"Il/?\‘

’ AT+BLECONFREPLY=<conn_index>, <confirm>

W

’OK

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].
e <confirm>:
e 0:

e 11 B
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il

AT+BLECONFREPLY=0, 1

3.4.33 AT+BLEENCDEV: #rify4 i Bluetooth LE %8 Be 45 414
Ao A

Yy
A48 1 Bluetooth LE N5 #5413

[

AT+BLEENCDEV?

W

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

B8
* <enc_dev_index>: TP RAMIERES . MSHA—EE T S AT+BLECONN Zxifi] ¥ Bluetooth

LE 325 F P8 conn_index %, Jul#l: [0,14].
o <mac_address>: MAC #ihil.

BE]
* ESP-AT iRZ AWSIE 15 k. WRIEMBIHEIT 154, IR ER & FE SR

REMUF M 0 | 14 SRR E 162 BT (E S .

il

AT+BLEENCDEV?

3.4.34 AT+BLEENCCLEAR: %[ Bluetooth LE Ji55i% 4% 514

B

e

N2 P S HE B S
e

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK
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Parn %

Dyt
T 53 2 4 Al P B A 8

O e
iy

’AT+BLEENCCLEAR

Wi % ¢

[ox

» <enc_dev_index>: U HENSIIERES .

bl

AT+BLEENCCLEAR

3.4.35 AT+BLESETKEY: % Bluetooth LE &5AsHe% %54

i &

itk

’El@ Bluetooth LE # & E 4 % 4

A\
"ﬂ4>‘

’AT+BLESETKEY?

Mjn] oz <

+BLESETKEY:<static_key>

kA5 Bluetooth LE j£$%% B — Bluetooth LE ##SHix 4541

.
"ﬂé?'

’AT+BLESETKEY:<static_key>

W i <

’OK

SH

* <static_key>: Bluetooth LE FHZSHELXT %4 .
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il

AT+BLESETKEY=123456

3.436 AT+BLUFI: Jf)53iok A BluFi
iy

ik
i) BluFi ARZS

[

AT+BLUFI?

Wi
2 BIUFi K IFRE, I3E N

+BLUFI:0

OK

# BIUFi CITR, WGEM:

+BLUFI:1

T ECK ] BluFi

’ AT+BLUFI=<option>[,<auth floor>]

Mjn] Joz <

[ox

BH

e <option>:
— 0: X[1] BluFi;
— 1: )3 BluFi,
* <auth floor>: Wi-Fi A, ESP-AT N2 42 BB AL T S {E ) AP:
— 0: OPEN (2kiL);
WEP;
: WPA_PSK;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN kR W =
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il

AT+BLUFI=1

3.4.37 AT+BLUFINAME: #xify/i% ¥ BluFi &85 #A5%
Ao A

ik
7¥if) BluFi 4§

[

AT+BLUFINAME?

W

+BLUFINAME : <device_name>
OK

)E’J

CELN A

i
TCE BluFi #4544 75

’AT+BLUFINAME:<device_name>

W i <

[ox

S

o <device_name>: BluFi #4544 F5 .

Bl

N BCE BWF B #F 4 K, W TR AT AT+BLUFI=1 iy 4 B BB, 75 K 68 1 BRIA 44 %
BLUFI_DEVICE.
* BIuFi SR AR N 29 75,

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?
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3.4.38 AT+BLUFISEND: % 3% BluFi ]y (@ SCEis
BeE WA

i

Hci% BluFi ] 77 H & B4 F Wl

iy

’AT+BLUFISEND:<length> ‘

Response:

: |

Fig > FOR AT RPN 8, BEIPET DS AR, 2 8i KA EI 240 <length> [H{ERT,
IR ElEs TEICIR

BRI, R -

OK

o2
o <length>: HdEKE, Bl FA5.
B
o HE CBIRK AR RER T 600 7T,
o W ESP YL B FHLA KM P A E X8, IBA2PA +BLUFIDATA: <len>, <data> #%zFT Hl,

il

AT+BLUFISEND=4
/)FT S RERE, RN 4 FEHBERT, 1234, RERFELMEFTRESL FAN

3.4.39 AT+BLEPERIODICDATA: i ¥ Bluetooth LE JS VL) Rk £

’AT+BLEPERIODICDATA:<periodiC_data>

My b7 <

[ox

BH

* <periodic_data>: VL) #R 0, S 16 BEHIFRE . G0, A REECE AR “Ox11 0x22 0x33
0x44 0x55”, Nfy4A AT+BLEPERIODICDATA="1122334455",
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il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.440 AT+BLEPERIODICSTART: JJ 3 )5 101k &
PaT@ A

yie:
FEIE R 5

D e
"ﬂ4>-

’AT+BLEPERIODICSTART

W] 2

’OK

Bl

CAE JF MR M W M )T W 2 R, R OE Sk IF R ¥R T,

ADV_TYPE_EXT _NOSCANNABLE_IND,

il

PR )T i KM

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // ¥ B A # M & %k &
AT+BLEADVPARAM=32,32,5,0,7,0 // B E§ B 45 %
AT+BLEADVSTART // F BV B #

AT+BLEPERIODICSTART // F B A iM% S #

3.441 AT+BLEPERIODICSTOP: 2 |- i) 5% ) 25
PArin A

itig:
15 E AR 4k

fir 4

’AT+BLEPERIODICSTOP

] 7 2

’OK

il

’ATJrBLEPERIODICSTOP // fE ok BB

Espressif Systems 137 Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 3. AT Ay d4E

3.4.42 AT+BLESYNCSTART: J¥ &5 )25 B 01PE ) 8
BEmA

Yitig:
SIELEAAT R B R & R

A

AT+BLESYNCSTART=<target_address>

Py o7 =

+BLESYNC: <addr>, <rssi>, <periodic_adv_data>
OK

SH
o <addr>: {45k

o <rssi>: (5500

+ <periodic_adv_data>: J&I1:) 154

Bl
o AETTIREIINES $E 2 2 00, F5 2R FF Bluetooth LE il ShBEFFEEEAT -

il

AT+BLEINIT=1
AT+BLESCAN=1 // FF 4 H
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH AW & HF

3.443 AT+BLESYNCSTOP: {2 |- 5009k ) #& il 26
PaT@ A

yiig:
5 1 B R R A T RE

D e
“ﬂé?'

’AT+BLESYNCSTOP

W] 7 2

|ox

B
o QERZEFF BLE S IRE M, AR A AL #E ) P S e th i B s ok .
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il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.44 AT+BLEREADPHY: #¥ify 43 E£:04 HiY) PHY

BeE WA

Yitig:
PR iR A ) PHY .

A

AT+BLEREADPHY=<conn_index>

] o7 2
QR ), R

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERARNG, R[]

+BLEREADPHY : -1
OK

o <device_addr>: ¥ it a5t
e <tx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

e <rx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // % # % ® % # # PHY

3.445 AT+BLESETPHY: ¥ & Y uidEE:n PHY
YA

yiig:
BEE M HI AR PHY .

Espressif Systems 139

Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 3. AT Ay d4E

A

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

] o7 2
QR ), R W

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERA RN, R[]

+BLESETPHY: -1
OK

o <device_addr>: Xiuisss il
e <tx_rx_phy>:

1: IMPHY

2: 2M PHY

¢ 3: Coded PHY

2y

AT+BLEINIT=1 // # f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

. 4

o AT+MOQTTUSERCFG: #%'& MQTT ] /)@

o AT+MQTTLONGCLIENTID: #:8 MQTT % F'i ID

o AT+MQTTLONGUSERNAME: & MQTT &t ] F7 44
o AT+MQTTLONGPASSWORD: & MQTT % [ifi %555

o AT+MQTTCONNCFG: ¥ MQTT #4328 14

o AT+MQTTALPN: % E MQTT N 27 (ALPN)
o AT+MQTTCONN: %3 MQTT Broker

« AT+MQTTPUB: J)7i MQTT j§ & (FfFH)

o AT+MQTTPUBRAW: %5+ MQTT 5§ &

o AT+MQTTSUB: 1] %] MQTT Topic

o AT+MQTTUNSUB: Hji§37 % MQTT Topic

o AT+MQTTCLEAN: WiFf MQTT %4

o MOTT AT 441275

o MOTT AT i#.#A

351 4

o BOARY AT [ SCRPILTOE R R FTA AT fird. AR M
FrémiF ESP-AT 142, {Esf AT o T AR L%

AR5 ESP32-C2 4% MQTT fird, i [
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o 22H Component config->AT->AT MQTT command support

3.5.2 AT+MQTTUSERCFG: %% MQTT H )y J@M:

it
fid B MQTT H P gtk

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W i :

OK

BH

o <LinkID>: 437 % $% link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AKEIETS) 5
: MQTT over TLS (¢34 server JIF5) ;
: MQTT over TLS ($#243E client §IE45) ;
: MQTT over TLS (#:5 server 3IF5 3 HA24E client IE ) ;
: MQTT over WebSocket (3T TCP);
: MQTT over WebSocket Secure (3T TLS, AKIIETS);
: MQTT over WebSocket Secure (T TLS, &I server IE5);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client IE45);
— 10: MQTT over WebSocket Secure (ET TLS, ®:5& server IF-Ff HE2E client IEf).
o <client_id>: MQTT & i ID, HRKE: 256 F75.
o <username>: fHF'4%, H T & MQTT broker, fir kK /&: 64 FF,
o <password>: H, JTFEfE MQTT broker, KA : 64 %7,
o <cert_key_ID>: {45 ID, Huj ESP-AT U #—% cert iIEF5, &%0M 0.
« <CA_ID>: CAID, H i ESP-AT {05 4= CAIE, S%k 0.
» <path>: BEJEEKAE, HORKEE: 32 5.

|
0O LB W

o T4k AT a4 K BN RRRE LS 256 7

o {5 <scheme> FLEH 3. 5\ 8. 10, jﬂTV?AHﬁ%%%E’JﬁE#ﬁiﬁiﬂ;ﬁ TETE KL AT+MQOTTCONN iy
AHiHf Pk ESP32-C2 ELARERE Y piitE] . (#50T PAKIEAT+CIPSNTPCFG 4 KL 'E SNTP, FRH(Y4
HIFFIE], & IEAT+CIPSNTPTIME? iy 425 1A 24 B i 1A] . )

3.53 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID
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AT+MQTTLONGCLIENTID=<LinkID>, <length>

Wi % ¢

OK

>

R R RN AT CHEAR LFEIL MQTT % i 1D, MBS AT AR ALK P ID, 24 AT 320503 9% 7 i
ID KJFiKF| <length> 5, #&R[MH:

OK

e <LinkID>: 4§i{Y % $¥F link ID 0,
» <length>: MQTT & i ID K&, JEf: [1,1024],

i

* AT+MQTTUSERCFG fip Al AR E MQTT & g ID, — 3 2 [a] 22 5 e 45 -
— AT+MQTTLONGCLIENTID 541 DA K BEA R B K& i ID, Ko AT+MQTITUSERCEG
AR B AZ R 5

- NWAEEE AT+MQTTUSERCFG J5 FMfi ] AT+MQTTLONGCLIENTID,

3.54 AT+MQTTLONGUSERNAME: ¥ MQTT %5k 1 #4

i
BE MQTT I 744

"ﬂ<>

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W i <

OK

>

AR AT BRI MQTT 744, BT AR A MQTT I 744, 24 AT #I3iy MQTT
MAPZ KRS <length> Ji5, &[]

OK
S8
e <LinkID>: 47i{{ 3 #F link ID 0.
e <length>: MQTT "4 K&, JLHE: [1,1024].
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e

* AT+MQTTUSERCFG fp -] A MQTT H 44, & 2 BB ZE 36045
— AT+MQTTLONGUSERNAME x4 A] DA SE R EAHXT B KW 44, R AT+MQTTUSERCFEG fiiy
DHIREZ IR .
- WYEXE AT+MQTTUSERCFG 5 fi fl AT+MQTTLONGUSERNAME,

3.5.5 AT+MQTTLONGPASSWORD: ¥ MQTT %kl #h%

% E MQTT %14

[k

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W

OK

>

AW AT EHE A MQTT 1, LR ETIARIA MQTT 4575, 24 AT B2l ) MQTT %7
K55 <length> Jg, HEI:

OK

BY

o <LinkID>: 47i{¥ 3} link ID 0,
o <length>: MQTT %R K.Ji, J5fE: [1,1024],

el
o AT+MOQTTUSERCFG A n] DL B MQTT S50, — & A 22 B HE -
— AT+MQTTLONGPASSWORD HJ A ik B AN K %7, KA AT+MQTTUSERCFEG fip &K

JEAZ IR
- WAEXE AT+MQTTUSERCFG JG ¥ ] AT+MQTTLONGPASSWORD

3.5.6 AT+MQTTCONNCFG: ¥ MQTT ¥+ )81k
E A

L MQTT Jeb it

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
—">,<lwt_gos>,<lwt_retain>

Wi i ¢
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OK

<LinkID>: 4§i{¢37# link ID 0,
<keepalive>: MQTT ping ABHFAFA], BAf7: Fb. JEFE: [0,7200]. BRINE: O, S@EREICH 120 #.
<disable_clean_session>: % MQTT i & ifitrE, A XS HWHE L5 Bi55% MQTT 3.1.1
MY ) Clean Session 75
- 0: (HABIE P&
- I SRR
<Iwt_topic>: 1%IE topic, FAKE: 128 F7.
<lwt_msg>: 58 message, HKRKE: 64 F7,
<Iwt_qos>: #UE QoS, SHm[1E 0, 1. 2, BRAE: 0.
<Ilwt_retain>: jiUE retain, S5 0 8 1, BRIA(E: O.

3.5.7 AT+MQTTALPN: ¥:¥ MQTT W2 PrrG (ALPN)

v

P

R

i

B MQTT B2 MM PRT (ALPN)

’AT+MQTTALPN:<LinkID>, <alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">] ‘

W i :

[ox

BH

Bl

il

<LinkID>: 43¢ 4% link ID 0,
<alpn_counts>: <” alpn” > S804, 7Ll [0,5].
~ 0: %% MQTT ALPN Jit &
- [1,5]: i%E MQTT ALPN [ &
<” alpn” >: FRFFRSEL, Fr ClientHello H11) ALPN, H] FAIPAKIEZ A ALPN SEELFI R 5545

Ak AT fr KB /INT 256 715,
HAFE MQTT £-F TLS 5t WSS i, MQTT ALPN “FE A &A%
NWAERE AT+MQTTUSERCFEG J5H{#i J§ AT+MQTTALPN,

AT+CWMODE=1

AT+CWJAP="ssi1d", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"

AT+MQTTCONN=0, "192.168.200.2",8883,1
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3.58 AT+MQTTCONN: ¥:$% MQTT Broker
iy A

Dtig:
i) ESP32-C2 4% L #4421 MQTT broker

s

AT+MQTTCONN?

L)V

+MQTTCONN: <LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>
OK

)E’J

CHLN A

Tytig:
42 MQTT Broker

’AT+MQTTCONN:<LinkID>,<"host">,<port>,<reconnect>

W i <

[ox

o <LinkID>: 4Hi{{ % $¥F link ID 0,

e <host>: MQTT broker 184, KK E: 128 F35,
» <port>: MQTT broker 31, K : 65535,
 <path>: BEJpkie, mORIKREE: 32 5475,

e <reconnect>:

- 0: MQTT A [ EiE. 41R MQTT B2 5 XTI, WITCTA I GE A iy & BB L 1 2
RS RIRAT+MOTTCLEAN=0 fi 2 FEE S, EHESA, MEHmEe.

- 1: MQTT HEhE#E, XHFERZHNAERE.
o <state>: MQTT JIRZ:
- 0: MQTT KWJH1k;
- 1: O ® AT+MQTTUSERCEG;
- 2: BB AT+MQTTCONNCEG;
3 B W
4: BN
5 B, HARTI T topic;
6: CLIERE, CiTFH topic,
¢ <scheme>:
— 1: MQTT over TCP;

— 2: MQTT over TLS (AREIETS);
— 3: MQTT over TLS (5 server IF5)
— 4: MQTT over TLS (32fi client i) ;
— 5: MQTT over TLS (#%; server yIE 57F HARE client JE45) ;
— 6: MQTT over WebSocket (T TCP);
— 7: MQTT over WebSocket Secure (ET TLS, ARIGUFF);
— 8: MQTT over WebSocket Secure (FE:T TLS, R server IF);
— 9: MQTT over WebSocket Secure (3T TLS, #2fik client IF35);
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— 10: MQTT over WebSocket Secure (3T TLS, 4 server §IE 357 HAZML client E45) .

359 AT+MQTTPUB: %fi MQTT {5 (“F45H)

[y

]
i

&

fig:
1t topic %1 MQTT ‘AR B o WERE LA BN EMHT R L, C4f TR AT 8K
BIE 256 F7, HJAT+MQTTPUBRAW 54>,

s

’AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain>

W i <

[ox

o <LinkID>: 437{¢ 4% link ID 0,

o <topic>: MQTT topic, KA 128 F7.

o <data>: MQTT F4FREE..

o <qos>: KTH{HEN QoS, ZHm#E 0, 1. 52, ERIAH: 0.

e <retain>: % 1fj retain,
el
B4 AT fir & 18 BER BRI 256 5.

o AT OMNRERIEEIE \0, ETHERZZEE, WHHNAT+MOTTPUBRAW 154

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0, 1, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTCONN=0, "192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"",0,0 //_
SRBRHAR, FEEHATHESTFER L.

3510 AT+MQTTPUBRAW: %K MQTT 55,

BR A

S

i3 topic KA K MQTT . HSRE Sl ELAOBCR BT, R AT AT H5 410 K I 256
P, LA DASE AT+ MOTTPUB 63 %,

ke

AT+MQTTPUBRAW=<LinkID>, <"topic">, <length>, <qgos>, <retain>

W
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OK
>

P > Fn AT HER IR D8, BU T DA AR, S8R KA FI 240 <length> HYEIT,

BARfetmThn .
A R, AT 3R [e] -

’+MQTTPUB:OK

RN, W AT i a] :

’+MQTTPUB:FAIL

B8

o <LinkID>: 47i{¥ 34 link ID 0,

» <topic>: MQTT topic, Fx KK : 128 Fi7.

* <length>: MQTT j{EKJE, Ald] ESP32-C2 i i KK B2 3 TR A4 R 1

o <qos>: KTAIHEM QoS, Sk 0. 1. (2, EKIAHE: 0.
e <retain>: & 1jj retain,

3.511 AT+MQTTSUB: iJpg MQTT Topic
A ifo i &

i
i E 1T Y topic

P
iy

AT+MQTTSUB?

W

+MQTTSUB: <LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB: <LinkID>, <state>, <"topic2">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

W P45 E MQTT topic HYFEE QoS, SCHFITHIZ 4 topic

Py
A

’AT+MQTTSUB:<LinkID>,<"topic">,<qos>

W

’OK

2 AT A ST Y topic 1) MQTT R, & [u]:
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’ +MQTTSUBRECV:<LinkID>, <"topic">, <data_length>,data

AT i i topic, MR [H]:

’ALREADY SUBSCRIBE

e <LinkID>: 4§i{{ % $¥F link ID O,
o <state>: MQTT JRE:

- 0: MQTT FKWI4H1k:

- 1: Bi&E AT+MQTTUSERCFG;
: B E AT+MQTTCONNCEG;
DRI
D BRI

- 5: B, HARITH topic;

- 6: kR, BTkt MQTT topic.
* <topic>: ][ topic.
e <qos>: 1] QoS.

|
A W

3.5.12 AT+MQTTUNSUB: Hii§iT B MQTT Topic

BeE WA

g

F P BUE T B4 E topic, AT A Ay S, PABGH T AN A topic,
[

’AT+MQTTUNSUB=<LinkID>,<"topic">

Wi i ¢

’OK

AT P % topic, IR |a]:

NO UNSUBSCRIBE

OK

SH

o <LinkID>: 4HFi{{ % $¥# link ID 0,

o <topic>: MQTT topic, KA 128 Fi7.
3.5.13 AT+MQTTCLEAN: WiJF MQTT %+

i
WiTt MQTT 842, B

zs
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’ AT+MQTTCLEAN=<LinkID>

Wi % ¢

’OK

e <LinkID>: 4§i{{ % $¥F link ID O,

3.5.14 MQTT AT &inns

MQTT 42i%f5 L ERR CODE: 0x<$%$08x> BT HI

o

xR B
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026

ToudkE:
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Fk2-8FW
fEIREE $aiRAg
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.5.15 MQTT AT i

o —fkih, AT MQTT fid#F&7E 10 B, {H AT+MOTTCONN & ah. BN, R hesAs
RE_LM, fiy4 AT+MQTTPUB £X7E 10 FH NN, H AT+MQTTCONN fiy & 7E W 25 B A i i 0L R
A e TR BT 2 i) R B R Al

o NS AT+MQTTCONN 2T TLS %E#:, SR SIS RA 10 #5, TR i e 2 R i T
BRI B A K.

o 4 MQTT &M RT, ©3E/8 +MOQTTDISCONNECTED : <LinkID> JHE..
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o M4 MQTT # 4 #E A, &3L/8 +MQTTCONNECTED: <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JH & .

3.6 HTTP AT w44

o N3

o AT+HTTPCLIENT : “%3% HTTP % FI3ik sk

o AT+HTTPGETSIZE: #£HU HTTP %5k /)

o AT+HTTPCGET: % HTTP %5

o AT+HTTPCPOST: Post 1§E K E ) HTTP %=
o AT+HTTPCPUT: Put #§F K E ) HTTP i

o AT+HTTPURLCFG: %% /3kHUK ) HTTP URL
o AT+HTTPCHEAD: %% /75 HTTP 3k 3k

o HTTP AT 4%i% 7,

361 A&

HE: RN ESP32C2-4MB AT [H1: % £ HTTP #74, i ESP32C2-2MB AT WA % . G aas
ESP32C2-2MB (i HTTP Yjfig, i B4 1% ESP-AT T42, FE55 TP AL LA Lk

* J2/f] Component config->AT->AT http command support

3.6.2 AT+HTTPCLIENT: ‘%1% HTTP %5 )i oK

1y

15

N

R

P

=

,/?\:

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">] [,<"http_reg_header">][,<"http_reg _header">][...]

Wi i :

+HTTPCLIENT:<size>, <data>

OK

BH

o <opt>: HTTP % 1Rk ik
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
- 5: DELETE
* <content-type>: % i KA :
- 0: application/x-www—form-urlencoded
- 1: application/json
— 2! multipart/form-data
- 3! text/xml
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o <” url” >: HTTP URL, )5 <host> fl <path> SECHZET, KEHLSHANBEEZXIF TS
o <” host” >: 44 B IP Hbuht.
+ <” path” >: HTTP {42,
* <transport_type>: HTTP & | uimfGiiial, BRAER 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
¢ <” data” >: 4 <opt> ;& POST i§3KHf, ASHCHAIKL HTTP RSG5 ARIIEHE. 24 <opt> @
POST if3Kif, XNSEAE (WiE, ARERAESRERE XS .
o <” http_req_header” >: W] & iEZ A RLAIRS L.

o WRALE URL A8 S5 an S KRBT T 256 277, i e HAT+HTTPURLCFG fip % il li & URL,
RGN H <"url"> ZRFERER "".

o W url SHORHES, HTTP & i B H 28 host S50 path S8 W url S44
WS EATER S, HTTP & 5 host Z40F1 path %K.

o HELE T A B [ BAOAR SCR HTTP % P i 4 (FERS 1S WWESP-AT B # 2 5) , {H@ vl id i DA
THAMMHEH T FiZmS: . /build.py menuconfig > Component config > AT >AT http
command support, RJGHIEFIH (FEETE W AN % F ESP-AT 1.42),

o RGO ASCRE URL HEE 0], TEARBUEI R 45 4R [0 AR ASHS 301 R AEE @ 1)) B0 302 (IR
FHEM) JEAL H Bk H URL fuchk . S0] DA A SR8 T ] RICE 7 R ) 5B URL, SR 538
HZAT VT

o WAL <"data"> SHIWRE K ar MK ML T 256 T, WM AT+HTTPCPOST fin .

 ZREELZE HTTP iRk, Wl AT+HTTPCHEAD fiy 4.

il

// HEAD i X
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET 3
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST i 3k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"

3.6.3 AT+HTTPGETSIZE: 3 HTTP HEJR K/

)y

15

N

R

X

=

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

Wi i ¢

+HTTPGETSIZE:<size>

OK

B8

e <” url” >: HTTP URL,
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o <txsize>: HTTP KiEZAK/DN. BN FA7, BRAME: 2048, FEH: [0,10240].
o <rxsize>: HTTP BURZELFI/N. BN : 37, BRIAME: 2048, JEHE: [0,10240].
o <timeout>: [WZGHIN;. BAf7: ZFb. BRHAE: 5000, JEFEE: [0,180000].

o <size>: HTTP &FFE /N,

B
 WARAE URL (R A an M KT 1 256 7Y, i Jofli HAT+HTTPURLCFG 1y % Hifid & URL,

RIRAR SR <"url"> SUTERHY "
« WRGSBE HTTP HR 3k, AT+ HTTPCHEAD fr 4.

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.6.4 AT+HTTPCGET: il HTTP %5

VLB AL A
BEmA
Wi

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i :

+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KL/ BN F347. BRIAME: 2048, JEH: [0,10240].
o <rxsize>: HTTP BURZEIFI/N. BN 3. BRIAME: 2048, JEFE: [0,10240].
o <timeout>: [WZGHIN;. FAf7: ZF. BRHAfE: 5000, FEFEE: [0,180000].

Bl
AR URL (RS MR 1 256 7Y, i Sl AT+ HTTPURLCFG iy % Fifid & URL,

SRIEA A A A <murln> SHEEREY "
o WHRGRE R HTTP 5Kk, WHHIAT+ HTTPCHEAD fa 4t .

3.6.5 AT+HTTPCPOST: Post 5% K5 HTTP %t

)y

15

N

R

X

=

AT+HTTPCPOST=<"url">,<length>[, <http_reg header_cnt>] [, <http_reqg _header>..<http_
—req_header>]

W i ¢
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OK

>

Fi5 > 8 AT HERSFHCR 8, U T DA AR, 2488 KRB S 40 <length> HIEIT,
efITiR .

A, MR :

’SEND OK

AR, MR m]:

’SEND FAIL

S

<” url” >: HTTP URL,

* <length>: 7§ POST ] HTTP $ls K5 . e KA ST R G0 ] 43 Be i HE 25 6] R/ v
+ <http_req_header_cnt>: <http_req_header> Z¥NEE.
[<http_req_header>]: HTTP K3k, R &ZikL KRB IRS 25

B

o WARAE URL (R Sk i S K L T 256 777, 96l ;I AT+ HTTPURLCFG fip - il & URL,
IRIGAAT I <"url"> ZEHEREN ",

o Zm A content—type BRIAZHLH application/x—-www-form-urlencoded,

o QARG E HTTP K3k, 5 HAT+HTTPCHEAD fin 9

3.6.6 AT+HTTPCPUT: Put 5% KER) HTTP i

et g
BeE A
Wi

AT+HTTPCPUT=<"url">,<length>[, <http_req_header_cnt>] [, <http_reqg_header>..<http_req_
—header>]

Wi i ¢

OK

>

Fi5 > SR AT HERSFECR 8, U T DA AR, 4 8s KRB S8 <length> HYEIT,
(R PIR R

o ki), R fa -

’SEND OK

e R, R [a -

’SEND FAIL
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S
e <” url” >: HTTP URL,
* <length>: 7 Put iy HTTP H#lE K F. R KEST R0 B HEZS 1) RN,
» <http_req_header_cnt>: <http_req_header> ZEHIE = .
* [<http_req_header>]: HTTP K3k, W ALK LA MRS 4.
B
o NSRS E URL (355 an W BRI T 256 =277, il 56 AT+ HTTPURLCFG i 4Tt & URL,

SRIGA AT Y <"url"> SEHEREH ",
o WEHBEEE HTTP Wk, itifli ) AT+ HTTPCHEAD f 44

3.6.7 AT+HTTPURLCFG: ¥ /KK HTTP URL
iy

AT+HTTPURLCEG?

Wi i ¢

[+HTTPURLCFG:<url length>, <data>]
OK

B A

-t

=

A

AT+HTTPURLCFG=<url length>

Wi ¥ *

OK

>

5 > F0R AT HER IR D8dE, B BT DA A URL, S8R R E 240 <url length> [y
ﬁﬁd‘7 /zf:é L:}BIE] :

SET OK

o <url length>: HTTP URL K&, BAfi: Z7,
~ 0: jE[ HTTP URL Jii & .

- [8,8192]: i%'® HTTP URL fii &,
o <data>: HTTP URL %{i.

3.6.8 AT+HTTPCHEAD: ¥t¥i/#vily HTTP 2K 3k
Ao A

A

Ele
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AT+HTTPCHEAD?

W

+HTTPCHEAD: <index>, <"req_header">

OK

v

7

N

EanA

=

,/,?\:

AT+HTTPCHEAD=<req_header_len>

W i <

OK

>

75 > Fon AT MERTFIIL AT a4 D8, BURH 0T AR A HTTP 53Kk (3R 3k0 key: value JE
X)), YEIEKEEHSH <req_header_len> [{EA}, AT i&[A|:

’OK

S

» <index>: HTTP %3R3k ZET|(H.

* <” req_header” >: HTTP k3L,

» <req_header_len>: HTTP iE3k3L K., Hfif:
- 0: JEBRIrACRE R HTTP 353Kk .
- HABME: BE—AH HTTP 5Kk

+F
o

(A

o RS HEERE - HTTP #53K 3k, HEAAZRIEE, 2 AR HTTP #5K k.

o ARAYATECEM HTTP RG24 mER, —HIRE, Frff HTTP By # S i X seifoRk 3k .

o AR EE R HTTP iRk H i key ASRFIHE HTTP @A Rk ) key A, &6 f 4
B s B HTTP 55k 3k,

il

/) % EE Kk
AT+HTTPCHEAD=18

/) FEWRE "> FEE, MAUTH Range WR K, TRERMM 256 MFH .
Range: bytes=0-255

// T # HITP # &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"
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3.6.9 HTTP AT #Li

e HTTP % i :
HTTP & FimiEiReS | A3
0x7000 HEL IR RN
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c¢ Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed

o HTTP 7 458:

HTTP RR$S=5ai1R%0 | iifA

0x71f4 Internal Server Error

0x71f£5 Not Implemented

0x71f6 Bad Gateway

0x71f7 Service Unavailable

0x71f8 Gateway Timeout

0x71£9 HTTP Version Not Supported

o HTTP AT:
— AT+HTTPCLIENT fiy 2 M4 iR A 0x7000+Standard HTTP Error Code (HWZEH X
Standard HTTP/1.1 Error Code {5 B, £ RFC 2616).,
— i, # AT 7538 AT+HTTPCLIENT Ay WU E] HTTP error 404, MJ£x3R[A] 0x7194 £5i%44
(hex (0x7000+404)=0x7194),

3.7 XPE&RSE AT w24k

. 43

o AT+FS: RS H4E
o AT+FSMOUNT : 3R/ RS

371 iv4i

B BOARY AT A SRR GUE R 69 AT fiy . WPRASHR 2 ESP32-C2 ST R LS, i HAT%
¥ ESP-AT T 42, TESSTOPHCE T BLgkd:
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* |3/ Component config->AT->AT FS command support

3.7.2 AT+FS: R

LA

-t

=

A

’AT+FS:<type>,<operation>,<filename>,<offset>,<length>

o <type>: HHI{X 3 FATFS
- 0: FATFS
¢ <operation>:
- 00 MRS
-1 Il
- 20 B
3+ AR
41 EHEAR T, HBMSCRRE %
o <offset>: fmfsHihl, VE T IREEGERIERE
* <length>: K, fUEX S5 HAERE

Bl

o Ko BEHEESSUERS . ATHFS S RGHAETE UG, AW AT+ FSMOUNT=0 iz 4
O RS, KRN E RAM %50,

o A G 2 TR BEK at_customize.bin, ELH{E EL W] 2% ESP-IDF 43X 3% Fl4ofT B 2 L4 X

o R R T 92 BR SO RN, AR 0] 58 A BE R .

* ¥4 <operator> Jwrite B, RGEIEN LG EHATIRME >, HATETT DA A B S 4R, 4L
P EN 5 <length> —3(,

il

/) M BEAS X

AT+FS=0,0,"filename"

/) EEAMAXBERS A 100 XRBEAN 10 FF
AT+FS=0,1,"filename", 100,10

/)NEANX B A 0 LR 100 FH
AT+FS=0,2,"filename", 0,100

// Bl ARE ET TR X

AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: $:#/#H1#k FS X1t & 5
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=

=

A

’ AT+FSMOUNT=<mount > ‘

W]
= |
e <mount>:
- 0: H1FL FS LIRS
- 1: H#FS RS
B

* AT+FS SUFRGEAESEUR , 5B @I Ay AT+ FSMOUNT=0 fis & HIZ U RSE, SRBERCKR
H# RAM %],

Bl

/) FHEAEXM AR

AT+FSMOUNT=0

/) FHERXMHR A

AT+FSMOUNT=1

3.8 WebSocket AT 445

4B

AT+WSCFG: [it & WebSocket Z%{
AT+WSOPEN : Z51)/4]JF WebSocket 1443
AT+WSSEND: [ii] WebSocket 132 k& 1% 5 e
AT+ WSCLOSE: 5[] WebSocket %3

381 #r#

Tt BRI AT [ AR R TUI F i AT . WIS A7 92 BSP32-C2 30§ WebSocket fir 4, i [
Fihi% ESP-AT T42, JE85 TLAB IS T HLvkst

* J2/f] Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [it# WebSocket %}

By

BEE A

N

=

A
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’ AT+WSCFG=<link_id>, <ping_intv_sec>, <ping_timeout_sec>[, <buffer_size>] ‘

W

[ox |

11

[emeon |

o <link_id>: WebSocket %35 ID, i : [0,2], Bk SZH: =4 WebSocket 4% .

 <ping_intv_sec>: %% WebSocket Ping [a]f§. FAf7: #b. JUH: [1,7200]. BRIA(E: 10, BP: &[E
10 Fb %2 3%—¥% WebSocket Ping £ .

 <ping_timeout_sec>: WebSocket Ping #3if. BAf: #b. JuFE: [1,7200]. BRIA(E: 120, HP: 120 fb
Kk WebSocket Pong £, I ¢ P i3,

o <buffer_size>: WebSocket Z X K/, B : F7. JGFE: [1,8192]. BRIA(E: 1024,

st

o Mhn S WAEAT+WSOPEN ZHilE, BMASAEN.

il

// B E link_id 4 0 B WebSocket # # W Ping X ¥ W mA 30 #, W 60 £, ZWHR_
4096 FF
AT+WSCFG=0, 30, 60,4096

3.8.3 AT+WSOPEN: #rifg/¥IIF—1~ WebSocket ¥4

AT+WSOPEN?

W
SRR, AT

+WSOPEN:<link_id>, <state>, <"uri">

OK

VA LR, AT &[0

OK

RE
oE
=g
@

=N
%
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AT+WSOPEN=<link_id>,<"uri">[, <"subprotocol">][,<timeout_ms>]

Wi % ¢

+WS_CONNECTED:<link_id>

OK

o

ERROR

* <link_id>: WebSocket %4 ID. i : [0,2], Bl K HF=1> WebSocket jE$%.
» <state>: WebSocket IR TS .
— 0: WebSocket i K] .
— 1: WebSocket i#4% IFAE H %
— 2: 75T WebSocket i#4% ,
- 3: $2Yi WebSocket Pong i i 8¢ B2 UE R 1%, IETESRFEIE.
- 4: CUREIMRS5 i WebSocket SEPHMT, 1ETE A3k PRI IR 5545 -
o <” uri” >: WebSocket IR 4525155 — ﬁ{}?ﬁlﬁ%ﬁo
« < subprotocol” >: WebSocket 71/ (Z:% RFC6455 1.9 &),
o <timeout_ms>: 37 WebSocket HHE I IR . B0 : ZFP. JEFI: [0,180000]. ERIAE: 15000,

il

// uri HZ#H kB T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.8.4 AT+WSSEND: [i] WebSocket ¥E£:% % B
B A
A

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

W

OK

>

bR R AT ELHER AN AT port H200EdE, DL AT DAR AR, 24 AT 8208 i B0 K R )
<length> J5, BHEELHITLE.

UNR AR ST SO A i I EE BT T

’ERROR

LU S € H i3 g I A ]

’SEND OK
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BH

o <link_id>: WebSocket i£32 ID, Jul#: [0,2].
s <length>: KIEMEHRICE. B F5,
* <opcode>: % %[ WebSocket i1 opcode., F5 [l : [0,0xF]. BRI : 1, B text Wi, ii§Z:% RFC6455
5.2 BT TR LY opeode.
— 0x0: continuation i
— Ox1: text fiff
— 0x2: binary
— 0x3-0x7: FyHE IR HImifr E
— Ox8: 4 KA
— 0x9: ping My
— OxA: pong fif
- 0xB - OxF: pE e Hifk
* <timeout_ms>: JiXHINIfE]. BAA7: 2R, JuHl: [0,60000]. ERIA{E: 10000.

3.8.5 AT+WSCLOSE: :Ji] WebSocket iE$%

=

=

’AT+WSCLOSE:<link_id> ‘

o <link_id>: WebSocket i£3Z ID, Ju[F: [0,2].

il

// X% W ID % 0 B WebSocket # #
AT+WSCLOSE=0

3.9 f&4MX AT ar %

. s
o AT+FACTPLCP: Ji%¥: PLCP ®i%3 PLCP

391 #r4

W ERIAMY AT [ SCRpIL TR FIRTA AT . WEAREORTEEE ESP32-C2 SCRHE Mk S, 1 H
FTthi% ESP-AT T42, e85 b Nl TR ks

e #2/] Component config->AT->AT signaling test command support
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3.9.2 AT+FACTPLCP: )% PLCP uiji PLCP

v

H

N

B

¥

A

=

’ AT+FACTPLCP=<enable>, <tx_with_long>

W i <

[ox

S

e <enable>: = H/25HF sl E

- 0: B T, A <tx_with_long> ZEUMIERIAE:

- 1: BT E, AT kiR PLCP 28BIET <tx_with_long> &%),
o <tx_with_long>: %% PLCP u43 PLCP:

- 0: Ki%k% PLCP (2RiN);

- 1: &% ¥ PLCP,

3.10 3xa) AT i

28

AT+DRVADC: 5 ADC i#35(i
AT+DRVPWMINIT : #)4&4k PWM IR 5h5e
AT+DRVPWMDUTY : % PWM 5251
AT+DRVPWMFADE: #%'& PWM Y45
AT+DRVI2CINIT : #1154k 12C EHLEKE
AT+DRVI2CRD: %5t 12C ¥
AT+DRVI2ZCWRDATA: ‘B A 12C ¥ ¥
AT+DRVI2CWRBYTES: B At 4 351y 12C $di
AT+DRVSPICONFGPIO: Ti'® SPI GPIO
AT+DRVSPIINIT : #1154k SPI - HLIK5h
AT+DRVSPIRD: £l SPI %2
AT+DRVSPIWR: B A SPI %j#

3101 £r&

Togs WA AT SRS I GUR F I AT s, NGRS ESP32-C2 L IEI M, # I T4iE
ESP-AT 142, TE45 4B FWE T 2 HLpE e

e 3/ Component config->AT ->AT driver command support

3.10.2 AT+DRVADC: i#ZHl ADC i i

)E’J

CHL A

[
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AT+DRVADC=<channel>, <atten>

Wi % ¢

+DRVADC:<raw data>

OK

e <channel>: ADCI jHiH.
» ESP32-C2 &4 HIHUETE A [0.4],

it

B

GPIOO

GPIO1

GPIO2

GPIO3

Bl ) = o g

GPIO4

o <atten>: FJH{H.
« 0: 0dB ZEH, ARMEVERE A [0, 750l mV,

* 1:2.5dB %, AR ETLHE - [0, 1050] mV.

* 2: 6.dB ZEH, ARETEEY [0, 1300] mV,

* 30 11.dB g, AR ETEHE Y [0, 2500] mV,

« <raw data>: ADC i#iH{H.

B

* ESP-AT H37#F ADCI.
* ESP32-C2 S#F 12 Vi fiE .

o MFFUMTRREE O R, ATPAZ5 ADC Hefft

il

// ESP32-C2 R &K EN 0dB RB, AFHMEEEHN [0, 750] mv
// B JE % 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #ji&4k PWM 95 2%

BE A
AT+DRVPWMINIT=<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

W i ©
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OK

o <freq>: LEDC SERf2afisR, BA{i: Hz, Jiffl: 1 Hz~8 MHz,
 <duty_res>: LEDC iliif i %5 R, il 0~20 i,
* <chx_gpio>: LEDC jifii x f#i ity GPIO. Bl 41, 4N SR ZALHF GPIO16 /E HyifiiK 0, F5 i & <ch0_gpio>

H 16,

o ESP-AT & e 15 4 014,

i HAGAMBE AW EENEEZE T HE PWM @4 (WAT+DRVPWMDUTY
FIAT+DRVPWMFADE ) BEf% % B 13838 - a0, an 4 Ruriafe 7wWiANiE5E , #4 AT+DRVPWMDUTY
i HBE S EUOX PNl E 1 PWM (545 1.

BIRAN G 25 U PR TS . B 2215 JEL 3 D 90 o 45 e 20 e S B L

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 A ##E, M FEH 5 kHz, FZ L4 HE A
~13 fr

AT+DRVPWMINIT=10000, 10,17 /) Rt E 0, MEH 10-
~kHz, B XA #HEH 10 £, £ ¥ PiM Hx oS RERE - NEHE

3.10.4 AT+DRVPWMDUTY: k& PWM N2l

)E’J

CEL A

[

’AT+DRVPWMDUTY:<chO_duty> [,...,<ch3_duty>] ‘

« <duty>: LEDC il izt Juf: [0,2 mEHase],

|

* ESP-AT {2 fE S04 4 MliE .
o FOMMEEICHRE S, HIRER%ES A

ZN L]

AT+DRVPWMDUTY=255,512 // # B ¥ 0 8 & ®th 255, H EHHE 1 & B A 512
AT+DRVPWMDUTY=, , 0 /) RBREEE 2 mEZLA O
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3.10.5 AT+DRVPWMFADE: % PWM #iis

B A

PI

?

%

=)

i)

—t ime>]

AT+DRVPWMFADE=<chO_target_duty>, <ch0_fade_time>[, ..., <ch3_target_duty>,<ch3_fade_

W i :

OK

BH

. <target_duty> . E 1;/]—“%)]17[‘1*1\ £§ [:[3 ; ?HE‘EI . [0’2 duty_resolulion_l] .
+ <fade_time>: WL HmACHI], AL ZFD,

(A

» ESP-AT I Z e 45 4 MHiAE.
o EHAEELERE <target_duty> fil <fade_time>, FLIEAWGEIT.

il
AT+DRVPWMFADE=, , 0, 1000 /R HEEEE 1 RS 1 XE RN O
AT+DRVPWMFADE=1024,1000,0,2000, // A —# e KEE 0 & 21 H

1024, WA W R EKEE L HFZHEA O

3.10.6 AT+DRVI2CINIT: #Ji&fk 12C F:HLERF)

B

&

§>

A

’AT+DR\/IZCINIT:<num>, <scl_io>,<sda_io>, <clock>

- <num>: 2C B, W 0~ 1. WSREERTNSE, AT AP 2C B

e <scl_io>: 12C SCL {511 GPIO -,
» <sda_io>: I2C SDA {51 GPIO =,
o <cock>: FAHUFHY 12C BpppsE, Hfi: Hz, [ KfH: 1 MHz,

o AFEAS HILFF12C FHL.
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il

AT+DRVI2CINIT=0,25,26,1000 // ## {4 I2C0, SCL: GPIO25, SDA: GPIO26, I2C.
B4 J 1 kHz
AT+DRVI2CINIT=0 // B I2C0 s

3.10.7 AT+DRVI2CRD: %I I2C %t

B WA

-t

=

A

AT+DRVI2CRD=<num>, <address>, <length>

W

+DRVI2CRD:<read data>
OK

ZH

e <num>: I2C iS5, JEH: 0~1,
o <address>: 12C ML £ ML :
— 7 {i#shk: 0 ~ OX7F;
— 10 f7HbdE: 55— ARIE-EARE 1111 0XX, Hh g 5 iA: XX A2 10 57 ik it 5 s A o 131
i, iR 10 7k >4 Ox2FF (b’ 1011111111), AR i Akt >4 0x7AFF (b’ 111101011111111),
o <length>: 12C HEKE, JuR: 1~2048,
+ <read data>: I2C 3.

Bl

o 12C kg g i [a) o —#b

bl

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 M A4k 0x34 A EEW 1 F ¥ o HKiE
AT+DRVI2CRD=0, 0x7AFF, 1 // I2CO0 M 10 fr it Ox2FF A E 1 F ¥ MW HIE

// I2C0 M ik 0x34, FHF E MU 0x27, i 2 FH
AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 % B & &M 0x34. FHF B H A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO EHH 2 F¥

3.10.8 AT+DRVI2ZCWRDATA: %5 A 12C %

Bar A

AT+DRVI2CWRDATA=<num>, <address>, <length>

W i :
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OK
>

OB AW, A S AR, BARAEI SR KR, MR
PR, R

[ox

AR R, R [ :

’ERROR

o <num>: 12C iS5, JaR: 0~ 1.
o <address>: 12C MHLi% £ bl
— 7 fiHdlk: 0 ~ OX7F;
— 10 izl 55— AFATRHET-LAALE 1111 0XX, A i 5 A7 XX 10 A7k i 5 w6 7 B
an, i 10 f2hE >4 0x2FF (b7 1011111111), AR 2 4 A B9kl >4 0X7AFF (b” 111101011111111),
o <length>: 12C PR KE, JoRE: 1~2048,

B
o 12C kg [l —Fb.

il

AT+DRVI2CWRDATA=0, 0x34, 10 // I2CO0 BN 10 F ¥ HEFE M 0x34

3.10.9 AT+DRVI2CWRBYTES: ‘G AR 4 =151 12C £

By

15

N

R

P

=

A

’AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data>

MW .

e <num>: I2C iS5, JEH: 0~1,
o <address>: 12C MHLik45Hbhlk .
- 7 fi#bdik: 0~ Ox7F.
— 10 fizldk : 55— AT LAMLE 1111 0XX, H i 5 AL XX 10 Ak i 55 i P 7« Bl
an, ansf 10 fiHhk A 0x2FF (b’ 1011111111), AR % AR HuAEA 0X7AFF (b 111101011111111),
¢ <length>: 55 A1 2C Fli< s, Jul: 1~4 597
o <data>: B <length> {EKEFEWEIE, JEHE: 0~ 0xFFFFFFFF,
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e
o 12C kg g [l —Fb.

il
AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FH HIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F¥H HKE 0x1234 F 10 fL M4k

// I2CO0 B Hiit 0x34., & F &4 0x27, HFEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥ SPI GPIO

v

)E'\.

SRR

A

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

Wi i ©

e <mosi>: FHMALG SNV GPIO 4l .

o <miso>: FAMES XN GPIO &/, AAMA, Ei-1.

o <sck>: SPI i4h{E 2%} 1V GPIO 45 1.

o <cs>: PEEEMMLEIE S GPIO ], AR, EAL-1.

3.10.11 AT+DRVSPIINIT: )44k SPI 3:HL3Kk5)

v

7

N

IEN

¥

[y

Le'2d
%

Ele

’AT+DRVSPIINIT:<clock>,<mode>,<cmd_bit>,<addr_bit>,<dma_chan>[,bits_msb]

o <cock>: WAL, JHACKH 80 MHz, Hifii: Hz, fRAfH: 40 MHz,

e <mode>: SPIHi=;, JGHl: 0~3,
» <emd_bit>: AW BB, JERE: 0~ 16.
o <addr_bit>: HihlBrBEROBGAGIEL, JEH: 0~ 64,
* <dma_chan>: i 1 5 2, ANF5Z DMA B R[4 0.
« <bits_msb>: SPI ¥fif& = :
— bit0:
« 0: JoiEi MSB (BRA);
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s 1: et LSB,

— bitl:
« 0: ezl MSB (BRiA)
« 1: 4eB2k LSB,

B

* it SPI wItfk Hiffc & SPI GPIO.,

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI M 4F: 100_

~kHz; HRX: 0; # AN BN BERALHHI A 0; R4 H DMa; LAk LS
OK

AT+DRVSPIINIT=0 // M % SPI %

OK

3.10.12 AT+DRVSPIRD: ZHL SPI %%

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W

+DRVSPIRD:<read data>
OK

o <data_len>: fF2HAY SPT EHEC &, JuEEl: 1 ~4092 3y,
o <emd>: fr %, HAEKEH <cmd_len> ZHURE .

+ <emd_len>: APALH TP EE, JEH: 0~2 575,

o <addr>: &btk HhEKEEH <addr_len> Z%E.
o <addr_len>: ARAfLHPHIBE R, JER: 0~4 FAY.

(]

« FR{H DMA, <data_len> SHUH KA IR(EY 64 775,

Zy |

AT+DRVSPIRD=2 // Bl 2 F ¥ % #
+DRVI2CREAD: f£ff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // ¥ 2 FH HI#E, <cmd> 4 0x03, <cmd_len> # 1.
% %, <addr> % 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD:ffff

OK
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3.10.13 AT+DRVSPIWR: % A SPI ¥

v

BEE A

N

v

A

=

AT+DRVSPIWR=<data_len>[,<cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i <
Y <data_len> ZEMHAKT 0, AT &[H:
OK

>

Wzl Bakmaps, EEAGEE ARNEYE, SRS E RIEE, BdRteRITn.
AR N, AT R v

’OK

M <data_len> BHUEN O 1, BRI AT HALHdy S RIHhE, AL H SPT AW, LU AT &0

[ox

o <data_len>: SPIZ{#R{CEE, JiFEl: 0~4092,

o <emd>: AyEPE, BRI R <omd_len> ZHE .
o <emd_len>: ARALHTRAGTASKE, JEH: 0~2 577,
o <addr>: fipSHiht, HuhtKEH <addr_len> ZHERE
o <addr_len>: AW ALHHIEK R, JEE: 0~ 4 55,

it

« #MJTI DMA, <data_len> SR ARSI E MBI 64 45,

il

AT+DRVSPIWR=2 // B N 2 F % %
OK

> /] TF A EK AT B AR
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B A 0 F ¥ #, <cmd> # 0x03, <cmd_len> # 1.
% ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥
OK

3.11 Web JIR55%% AT Wi %

43
o AT+ WEBSERVER: |5 F/35 F i 118 Web R 4% fic & Wi-Fi #32
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3.11.1 #v&

WY BUAN AT A SR OURT R AT Ay 4. A0SR 28 ESP32-C2 3Rf Web i g5 #am S, 5 H
174 ESP-AT 142, (e TP TE TAR HLERE

e |3 Component config->AT->AT Web Server command support

3.11.2 AT+WEBSERVER: ;3 /2% Hifiik Web )R 45 2200 & Wi-Fi %8

YL

2 o

LTRSS

)

R
&

§P

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

o <enable>: = /2% ] Web R 55#% .

— 0: 2% Web fiik 55 25 H RO K BT U5

— 1: 5 Web filRgs4, S00] DU fE 5SS AR B Wi-Fi 85 2.
+ <server_port>: Web AR 55 #5115 .
» <connection_timeout>: &/~ ERE BT E] . B4 b, JER: [21,60].

o GPIFTTVE AT DATE ML Web Iz 55258 BT &5 1 HTML 4. —F@ (0 FAT SCERSE, I 5525 A
AT FS fip%r. J3— i@ i A SCURAEA# HTML SO (CBRIAIRE) .

o iH MR TT ALY socket ) KECH A BE/NT 12, £ 0] PATE menuconfig H i B LT . /build.py
menuconfig> Component config>LWIP >Max number of open sockets, RJGEH%H
FIARE (%0 A% iF ESP-AT 1.42).

o AT [EfFBRIAAN SR Web IR 4525 AT s (575 3CHY see ESP-AT B #F 25+, {HZ W] PAZE menuconfig
i B S Web R4 %% AT 5% . /build.py menuconfig > Component config > AT > AT
WEB Server command support, RGFEMFIFLIE (S R R%iF ESP-AT 1.42).

* ESP-AT 7 ESP32-C2 R 5| 1 (4o il 7] 7 (captive portal), W 2% w1 .

. E%E‘W | 1] 225 SCARY Web Server AT 1),

o Za A MISEIIFIR, JEIST S at/src/at_ web server_cmd.c,

. wﬁ%%&vﬁ+ﬂ‘ OTA FH28 FREUHE Z OTA A%

il

// B web M4 &, b 80, HAEEmMMEEFE 50 P
AT+WEBSERVER=1, 80, 50

// R web K% #

AT+WEBSERVER=0
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312 WP AT w2

A28

AT+USERRAM : #:AEH FEI%3 A RAM
AT+USEROTA: 45455 URL FF4% [ 14
AT+USERWKMCUCFG: ¥ AT Wil MCU it &
AT+USERMCUSLEEP: MCU %47 B CHEIRIR &
AT+USERDOCS = Fif[&1 {45 N2 1 F P SORY

3.12.1 #v4d

s BN AT [0 RGO FIOFA AT frd. WISREORTSE ESP32-C2 S I 1, HA74

¥ ESP-AT 142, Je36 TP HeE TR s

* #2/f] Component config->AT->AT user command support

3.12.2 AT+USERRAM: $4H Fiity22 i RAM
A iy far &

g
A 24 EA] R A RAM R/

e

AT+USERRAM?

L)V

+USERRAM: <size>

i
. 5 5. BER. BT RAM %5

A

AT+USERRAM=<operation>, <size>[, <offset>]

L)V

+USERRAM: <length>, <data> /) REERBER, T2/ E 4L

OK
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BH

e <operation>:
- 0: BEHH T RAM =5[]
- 1: 4rECH P RAM 73]
- 2: ] RAM 54k
- 3: WA F RAM B4
- 4: W RAM _Ei%dsE
o <size>: 3L/ H FH P RAM KN
o <offset>: /5 RAM HyWis&. ZRik: 0

e

© AP HAR A E 2 BT BCH P RAM Z5[H].

« M4 <operator> Hwrite W, RGEUNFNILASIEEMRITIRE >, W] U A S 8, %1
PR EER S <length> —3(,

* 4 <operator> H read W I HKE AT 1024, ESP-AT £ ARFEAERZ KM, HREERE
i 1024 A7 8dE, 2P \r\nOK\r\n &3,

il

// 4 W 1 KB F F RAM &
AT+USERRAM=1, 1024

// W RAM B FHMLEEFT AN 500 FHF &K
AT+USERRAM=2, 500

// A RaM [ fmH 100 L EHEE 64 F ¥ HKE
AT+USERRAM=3, 64, 100

// BEHAF RAM ZF J§
AT+USERRAM=0

3.12.3 AT+USEROTA: Hifgdea URL T4l 1

ESP-AT {EizfTi}, JHEEIHE URL _ERYHTE (.

Pa-

CELA

Dyt
TH9E] URL Hi 5E HAS 1 [

O e
iy

AT+USEROTA=<url len>

Wi i ¢

OK

>

AW IR AT B HER - URL, USRI A A URL, 24 AT 820 # 1) URL KJERF| <url len>
ERS ALK
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’Recv <url len> bytes

AT i EIMERZ )G, THGd BTG . RIS, &

’OK

RS R TR, R )

’ERROR

e <urllen>: URL KJ¥, HAfH: 8192 %

L

o TEW] PAAK GitHub Actions 2. F 3%, JIr 75 %) OTA [, W] PLEFT%4 1% ESP-AT T42 A W 35 51
OTA [El{F.

o N SR Al ] B 2 ESP32C2-2MB # 4 fi &, OTA [H {45 build/custom_ota_binaries/
esp-at.bin.xz.packed; N G 1) =2 ESP32C2-4MB i 4H fit &, OTA [ {45 build/
esp-at.bin,

o THPGE FE BT M 48R 0L

o UM RZMAET BRI, AT K& [ ERROR, if 5 RF— BRI L.

o BT AT )5, WA AT+RESTORE WK W] BEE

e AT+USEROTA % §¥ HTTP # HTTPS,

o AT it > 455, BB IEIR AN TR B AT T L, AT EPAHITT45RE (CR-LF),

« 24 URL 4 HTTPS I}, AW SSLiAE. W%k SSLiAGE, i B474E K PKI SCURR S RFEAT]
TEEBXS XA, ZJETE AT+USEROTA fip 2 W SLBACHS o gk uE . X PKI SC{E S5 4o
7T L4 PKI it & . %} AT+USEROTA g%, W[Z% ESP-AT TRE{LH /R USEROTA.,

o WS H 4T LI, OTA 4K FREUE £ OTA 174,

2y

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wi MCU (¥ &

Brar S BLE AT A MCU BLBeiRES, PAK AT Qufiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E I MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT #Efgm MCU 8l Ak Bidimt (E3h Ak Bu I ESP-AT i# G4k 4&
SE SRR, AT 25 AR E 5 AR HE . MCU i sl i) J5 2/ BRI (5 5

[
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AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>, <delay time>[,
—<check mcu awake method>]

W i <

OK

* <enable>: 5 B 4% HIMEERNC E .
- 0: ZEfmefiE MCU fil &
- 1: {HREMLE MCU Fii &
o <wake mode>: MifiEfiz,
~ 1: GPIO Wit
— 2: UART Wifif
» <wake number>: ZZ 5= L HWT <wake mode> H{H.
- Wk <wake mode> & 1, <wake number> fQRMEE M GPIO 45 . H s EARIERLE 1)
WA B AR E &, A R B A B
— R <wake mode> & 2, <wake number> fUCFEMLEE UART 45, Mui 41, Bid:
UART1 Mijfif MCU,
o <wake signal>: ZZ = LB T <wake mode> H{H.
— WHR <wake mode> 2 1, <wake signal> fUFEMLEEHF,
« 0 fIRHLF
« 10 RSP
— R <wake mode> & 2, <wake signal> fUEMLEEFTT, JEHE: [0,255].
o <delay time>: f JEEfEIfE]. B ZRP, JERE: [0,60000]. iZZE0E XEURT <wake mode>
I
- WH <wake mode> J2 1, MYE <delay time> HIa]N, H—HEHI%F <wake signal> .
<delay time> 3|5, W%E <wake signal> HF,
— {15 <wake mode> J& 2, MISZHIAL#% <wake signal> 77, #FASSFFFE B
o <check mcu awake method>: AT K& MCU 25 A4 TR Sk LR ZS o
— Bit0: @ JF)5 5 AT+ USERMCUSLEEP fiy %1 K3k « BRIAFFIF < B - §5 3] AT+USERMCUSLEEP=0
s, 88 MCU B3 ; 13| AT+USERMCUSLEEP=1 #i4~, %/~ MCU HEHE.
- Bit 1: BHIFIE-5AT+SLEEP=0/1/2/3 fy A1 8. BRIAZEA] . Bl: Uic®] AT+SLEEP=0 fi%>, 1§
78 MCU [k ; 2| AT+SLEEP=1/2/3 5%, 357~ MCU HEfRR .
- Bit2: @G Jf)F <delay time> ME}/FFE/~ MCU BAEDIRE. BROIAZEM . Bl ZEHIR, delay
time 5, #8577~ MCU JEfIG; RS, delay time 5, 877~ MCU %,
- Bit3 (BARSLH): 2AIFH GPIO #5758 MCU FERIIRE . BRIAA SZFE.

e

o M HFEERE K.

* KRR AT 1] MCU E8l & EBHRHT, 2 kEM G S HEASRF, <delay time> WHE| T2 )5
BEREREE. S EGE MCU (R & HseE.

o MHAE <delay time> ZFP2ZHj, AT I{F| <check mcu awake method> H F{F & MLEEF {4,
DIS7 BRI BRSNS 55FF <delay time> WNVE, & HINEREERT.

il

// FHEREE MCU RE. f3% AT | MCU X3 ¥EW, 24 F FH wi-Fi #H# cPIOlS.
B, B TRE MU, FEHKFEZTET 10 #.

AT+USERWKMCUCFG=1,1,18,1,10000, 3

// BB McU BE
AT+USERWKMCUCFG=0
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3.12.5 AT+USERMCUSLEEP: MCU 4575 H CHERIR 2%
BeE WA

Hhiig:
TEAT+USERWKMCUCFG 154 ) <check mcu awake method> BitO FlEIHH T, HadA a3, H
T AT 2457 MCU AYIEIRARES .

P e
"ﬂ4>‘

’AT+USERMCUSLEEP:<State>

Wi % ¢
[ox
* <state>:
- 0: F§/R MCU J%,
- 1: $8/R MCU HER.
il

// MCU 4 4 AT Y f] MCU B ¥
AT+USERMCUSLEEP=0

3.12.6 AT+USERDOCS: 7% ify [ £F%F i H P SeR i
Arifgir A

i
AL 2 BTISAT RS Y AR F S SO P SOR B -

AT+USERDOCS?

Wi 3% ¢

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

o <” enurl” >: I SCRYEEE
o < enurl” > IR SR

il
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AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c2/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

OK

SR ZUE AR iy Z BIE LA T AT, TR AT a9 — L8 RAF R

AN 3
57

1%4’%& flash & w4 AT 4

3.13 AT &k

AT Ay A PO RhSE -
KR A g WiAA
e AT+< fir 44 P >=? LIS A 1Y NS S AU BT
il a2 AT+< i 2 4K >? EEEETE 2 T
BE AL ATH+< AT A PR >=<---> BEN A ENZEIE, Hhsfras
Pdrand AT+< i 24475 > BT IO H E XS R

o MRk AT a2 EA R IR a4
o S HEEASE, MET RSB IERFE S .
o RIES <> NS PAE I
o HES [ WS ETOAERS, A NEEHE HEAME. Blan, Z1TAT+CWIAP fiy B4 IS SR Le 24

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

o YR SEUGA SBESHGN, WA, DoRsrkE,
’AT+CWJAPz"ssid","password",,1 ‘
s [ERXGE I SFRTAERSE,

’AT+CWSAP:"ESP756290","21030826",1,4 ‘

o FRRTFAFRERE SO, I, o\ SR
=\t B SCRURHT
-\, BGES, SHRSRIIE S IO L
= \" BONE1S, FORTAFRSHINNG S o .
- \<any>: #3¥ <any> F4F, Eﬂ/\ﬁﬂﬂ <any> FAF, A AL
o JUH AT @ & P IORPIR AT 2006 30, FOEHIO ERHE L. BN, AT fr< HFTE > SERH AL
I, B AT

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

. un A BIERINE AR R 115200,
o Bk AT fr MK A BT 256 5
. AT /BAU\%‘M? (CR-LF) 253, FrPAHR O THNVE R .
o AT 3245 1R ) 2 i WLAT API Reference:
- esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_ index
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3.14  SHfE SRAFAE flash Py AT a5 %

PAUR AT 4 1S 50H BCRHR 2R A7 AE flash 1 NVS Xdh, FICE S, S EAEMT .

e AT+UART DEF: AT+UART_DEF=115200,8,1,0,3
o AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
e AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—&a NS HOESR GRS flash 7T DAEIEAT+SYSSTORE fiy R BLE, FHAAES WLy rITEH
M.

ik AT ap S HASHORTE, alid NVS L. Wik, aRar i amFmmS8E, WAKSA
flash; QAR arSEEA R SHAE, fash A SPIHE .

3.15 AT {5

M ESP-AT i 4 I 1% 1] () ESP-AT J4 B WIFHSRAL : ESP-AT Wik (#3l) #l ESP-AT i B4 (F3h).

* ESP-AT Wik, (#3h)
A A ESP-AT i &R M), , 5 ik ESP-AT fir S 1 HATER . W 5 — 4% 1M
SR 2 OK B # ERROR.

22 3: ESP-AT 1%/

AT iz ;)

OK AT f b PE5E R, IR [H] OK

ERROR AT A AR  T A R AR R

SEND OK BB ok % 2t Wk (F X FAT+CIPSEND
MIAT+CIPSENDEX 1y %) , AR ETHIEC & K 5
X ity

SEND FAIL i) B KR 2 2% B s kAR iR (8T X% T AT+CIPSEND
FIAT+CIPSENDEX fir )

SET OK URL C 2RI E (4% TAT+HTTPURLCFG 5 %)

+<Command Name>: . . . RN AT ay b Bigh 3

« ESP-AT jH Bty (F23h)
ESP-AT 4R 45 R 40 i B FPIR AL B B .

7% 4: ESP-AT 4 B ilt4s

ESP-AT 2R TtEA
ready ESP-AT [ 2 2 HE w4
busy p--- RGBT, B E—&aS, JoAe s
RIS
ERR CODE:<0x%08x> AT i 2 ) S iR AR
Will force to restart!!! DAEN =] 220
smartconfig type:<xxx> Smartconfig 27
Smart get wifi info Smartconfig &3k SSID Fil PASSWORD
+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 £ 3K B H & X E
smartconfig connected wifi Smartconfig 52 i, ESP-AT . i£#:3] Wi-Fi
WIFI CONNECTED Wi-Fi station £z [1 2. 1%E#: 2] AP
WIFI GOT IP Wi-Fi station £ 123K IPv4 Mkl
WIFI GOT IPv6 LL Wi-Fi station 52 [ £ Sk TPv6 R A H i hE
WIFI GOT IPv6 GL Wi-Fi station 4% [1 £ 3 B TPv6 4 Jmpdiidik
WIFI DISCONNECT Wi-Fi station 3% 1 &2 5 AP W%
+ETH_CONNECTED PAK I N 2 HE
+ETH_GOT_IP DA 32 11 E 3R EL IPv4 bl
T ks
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R4-Z2IW

ESP-AT HEHE

A

+ETH_DISCONNECTED

PAK M3 0T E Wit

[<conn_id>,]CONNECT

ID }y <conn_id> BMZIEZE A, (BHAE
LT, ID}0)

[<conn_id>,]CLOSED

ID 2y <conn_id> KM ZIEECWIT (BOATE
ST, ID40)

+LINK_CONN

TCP/UDP/SSL &R 1 E 4015 B,

+STA_CONNECTED: <sta_mac>

station i B:%| ESP-AT 1) Wi-Fi softAP $2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP $32 145 station 43fii. IP
Huht

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 4% [0 1% % 32
Wt

>

ESP-AT IEZESE 15 FH P A B

Recv <xxx> bytes

ESP-AT M iy 1 B2 ICE] <xxx> 77

+IPD

ESP-AT 74k Z B0, CUCEIR H 25T
Bl . A LA RIE AR
-1 . AT+CIPMUX=0,
AT+CIPRECVMODE=1, ] El: +1PD,
<length>
-1 5B AT+CIPMUX=1,
AT+CIPRECVMODE=1, ] Hl: +IPD,
<link_id>, <length>
- 40 e
AT+CIPRECVMODE=0,
AT+CIPDINFO=0, 1T FJ: +1PD,
<length>:<data>
- 0 R
AT+CIPRECVMODE=0,
AT+CIPDINFO=0, I El: +1PD,
<link_id>, <length>:<data>
-1 R AT+CIPMUX=0,
AT+CIPRECVMODE=0,
AT+CIPDINFO=1, I El: +1PD,
<length>,<"remote_ip">,
<remote_port>:<data>
-1 5B AT+CIPMUX=1,
AT+CIPRECVMODE=0,
AT+CIPDINFO=1, ¥
EJ: +1IPD, <link_id>,
<length>,<"remote_ip">,
<remote_port>:<data>
H ey link_id N i%E# ID, length K
B K JE, remote_ip ik i IP M Ak,
remote_port Nkl 15, data NEHE.
W M52 A SSL RN, FEREsh IR
F (AT+CIPRECVMODE=1), AT g4 1[RE&E
) length 7] GEANSEFR AT 13204 SSL A< A
—E. PR AT 2f5cik (A SSL 2 n] BERY £ d
KB, Q2R SSL E S 8da K E R 0, AT &
R ERET E ] AR KT .

AT+CIPMUX=0,

AT+CIPMUX=1,

RS ENNIEIT

ESP-AT fe BN, CkEDRk A P 45 ki
RIDE €I

SEND Canceled

BUBAE Wi-Fi L@ 242 X, N At 80E

Have <xxx> Connections

EL IR B 55 7 ) s K A

+QUITT

ESP-AT 1B} Wi-Fi i5 £ 4% X,

NO CERT FOUND

A H E S XA S RO I A

T o4ks:
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K4-5Fn
ESP-AT i B & i AA

NO PRVT_KEY FOUND

T F € X0 KA He 2 3 ALY

NO CA FOUND

T H 52 S A BRI CA T

+TIME_UPDATED

Zoimta) B W . HAE KR AT+CIPSNTPCEG fiy
LfESE B ERE, RS SNTP [l 5543k
BEHR I E, A LITEHIEE.

+MQTTCONNECTED MQTT %343 broker
+MQTTDISCONNECTED MQTT 5 broker & WrFF %42
+MQTTSUBRECV MQTT %M broker T 5
+MQTTPUB:FAIL MQTT %1 85l 25
+MQTTPUB:OK MQTT kR EHESE

+BLECONN Bluetooth LE &R 5 57.
+BLEDISCONN Bluetooth LE %82 W

+READ i1 Bluetooth LE %52 304 T ise BB AE
+WRITE #3T Bluetooth LE {75 A#RAE
+NOTIFY 3¢ B Bluetooth LE %42 notification
+INDICATE 3k B Bluetooth LE %2 indication
+BLESECNTFYKEY Bluetooth LE SMP %4H

+BLESECREQ:<conn_index>

I E 5k [ Bluetooth LE JERER N B oK

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 5¢ A%,

+BLUFIDATA :<len>,<data>

ESP 5 i 21 M F-Hlis Ak 1 BluFi i A &

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> 1) WebSocket %3 £ W

+WS_CONNECTED:<link_id>

32 ID A <link_id> [/} WebSocket 132 2L At 57,

+WS_DATA «link_id>,<data_len>,<data>

%42 ID 24 <link_id> [1¥) WebSocket 221§ 21| %k
P

+WS_CLOSED:<link_id>

%32 ID - <link_id> 1) WebSocket %32 £ 5¢ [4]

+BLESCANDONE

B[l

+BLESECKEYREQ:<conn_index>

X O 28 B REXT 5K, ESP S0 # DA A
inl
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

183


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WA, MCU ¥ & fE K B & D https://www.espressif.com/sites/default/files/
—home/hardware.png B H % & .

VA :
o WMRE R TELM, AT 3984 %% \r\nERROR\r\n (3t 9 F35) RSN E 4 MCU,
9. EE R

ZS

’AT+SYSMSGFILTERCFG:O

Wi K7 -
fox |
10. 2 R GE0H B g
iy

’AT+SYSMSGFILTER=O
Mg 3.«
o |

TR
-

’ATEl ‘
i B«

[ox |

4.2 TCP-IP AT 754

AR BN AHE ESP32-C2 i FiafTTCP/IP AT 4 % fir IR Bl -

o ESP32-C2 % &4 TCP % p 3% 3% 5 #3535

o ESP32-C2 % &1E4h TCPMR 4 B3t %454

o 3% IP ¥ bt Feif 0 B E 449 UDP id 12

o 3% [P ¥k Fesn 0 5T T oy UDP i@ {3

o ESP32-C2 %414 SSL & Pt $ikis

o ESP32-C2 % &1k H SSL IR 4R35 % k3%

o ESP32-C2 1% 41k A SSL % P 3% 3% 55 M6 AL 32 ik Ji

o ESP32-C2 i% %1k 4 SSL MR % %5 3% 5 ey ihiE % 5 45

o ESP32-C2 %41k % TCP % 3%, s %i%3%, 53| UART Wi-Fi 515
o ESP32-C2 1% %1% h TCP R %%, =3 UART Wi-Fi ik 1%

o ESP32-C2 % &1k # softAP f£. UDP 154 5230, UART Wi-Fi i% 1%
o ESP32-C2 % & R B IEMAE X T 09 B4 F 435

4.2.1 ESP32-C2 4512 h TCP %%yt P £

1. %8 Wi-Fi #5} station,
s
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’AT+CWMODE=1
i B«
Lox |

2. BERER| B HA

’AT+CWJAP:"eSpreSSif","1234567890" ‘
M. :

WIFI CONNECTED
WIFI GOT IP

OK

B
« {65 A SSID AT EHE 1 6 &b R . R 50 2510 SSID FUETS
3. #rif) ESP32-C2 %% 1P Mtk

AT+CIPSTA?
Mg B -

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PiHH :
o TRAIZE R AT RE S ik W o AR ] .
4. PC 5 ESP32-C2 & #5442 [/ — AN o
TE PC il H 28 P T 5, A4 TCP iR 45#% . 40 TCP AR 554804 IP Huhk>hy 192.168.3.102,
1A 8080,
5. ESP32-C2 &4 1VE N Fimid L TCP #5823 TCP ik 55#%, RS2 IP #uhlkk 192.168.3.102, I

125 8080,

AT+CIPSTART="TCP","192.168.3.102",8080
N . :

CONNECT

OK

6. Ak 4 FATERE.

iy
AT+CIPSEND=4
Mg |3«

OK

>
4R, Bl ARG test, ZJa AT KR PATEE.

Recv 4 bytes

SEND OK
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A
o EEIAMTFHEHMS AT+CIPSEND MARENKE (n), WMAZLLSWE busy p..., A
BB ET 0 NFAT, RESEUEI L. SEND OK.
7. BRI 4 TR
% TCP R 528435 4 FATHEdE (Bdh test), MAGSHER:

+IPD,4:test

4.2.2 ESP32-C2 %4510 TCP IR 55 %5 v 2 i+
24 ESP32-C2 %45 /E 2 TCP JIR %5 pet, WAUEITAT+CIPMUX =1 A fiRE £ 42, Kl 684 £ 4 TCP
X e 3| ESP32-C2 %45 .

PATF 2 ESP32-C2 %45 1F A softAP ##t57. TCP iR &#atnfl; Ui 2 ESP32-C2 k45 1F A station, B YL %
Pk e Gt IR A R Ik 54
1. &8 Wi-Fi #2354 softAP.
s

’AT+CWMODE=2

i B«

’OK

2. [igEZ L.
N

’AT+CIPMUX=1

i B«

’OK

3. X H softAP,
'

’AT+CWSAP="ESP32_softAP","1234567890",5,3

N . :

’OK

4. F¥if] softAP {5 5.,
A

’AT+CIPAP?

M . <

AT+CIPAP?
+CIPAP:1ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

B
G T 5 _EA R R R
5. B TCP [leg54%, #RIAuG TR 333,
W

AT+CIPSERVER=1

i B <
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6.

7.
8.

10.

OK

PC #4:3 ESP32-C2 X £ 1Y softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

£ PC Ll P 20810 TR A —A~ TCP % /iy, 3423 ESP32-C2 s i) TCP flR 5545 -
Kk 4 ARG B M 25 1 1Dy 0 B BERE .

AT+CIPSEND=0, 4

Nl B <

OK

>

B4 FARE, Bl AR test, ZJa AT R AT R R

Recv 4 bytes

SEND OK

K
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., A
EEARIOET 0 ANFT, KR SERUEIEY. SEND OK.
M2 %32 1D 4 O (8RS EI 4 758
%k TCP g5 A ik 4 T HEdE (Bdlih test), MARGSHER:

+IPD,0,4:test

K TCP i fe.

AT+CIPCLOSE=0

Nl B -

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

W

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Frifi ESP32-C2 4% IP Huhk.
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
N A LU NS NGO NG
4. PC 5 ESP32-C2 %45 B A — B HH
16 PC LM T A, 6l UDP {64, §I41 PC ) TP Hbilkly 192.168.3.102, 3
1 8080,
5. Bl L .

i

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112 >}y ESP32-C2 #4511 UDP At [1, #0] JATIRE, WA RE N K FEHLE .
e 0 /5 UDP i IP HuhbAlg 2 B, AREW L. Hindg 7 4h—& PC 4 T UDP i if:
H.7) ESP32-C2 #4535 11 1112 % 2E50dE, ESP32-C2 %411k 2 10k | UDP i 11 1112 (%K
P, GREH AT i34 AT+CIPSEND=4, X, ARAKIEIIE N &K F |54 PC . (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATEHES M4 ERE ID N 4 (BER L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o &Y SSID A% Al R kP IF] o 375 (0 AR B Pl A% 1Y SSTD A o
#51f) ESP32-C2 ¢ IP Mtk
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

LK
o BRERSTR TS LR iR .
4. PC 5 ESP32-C2 S e B[] — N il
TPCJ:@H%I_JQ%TF]&IA, B4~ UDP &4 . 6140 IP #ihik>h 192.168.3.102,
5. (ERESATER: .
iy

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

(L=
e 1112 >k ESP32-C2 #4511 UDP ZHbin 1, %0 AF7E, WA BE N HBEYLE.
* 2 FR2Y7] UDP &4 857 J5, UDP %ﬁm@ M\U}ﬁkAEE& UDP %4 i im {7 B2 H 8 8
Mk — R 5 ESP32-C2 445 UDP @ {Z 1 ie 1P Mkl Flss 1.,
7. Kik A FATEE.

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-C2 vesifi v SSL %5y il 3r Y 4%

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK

LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if ESP32-C2 #5:4% IP Huhl,
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGER RS Lk b AP A A
4. PC 5 ESP32-C2 %4548 [ — ANk il .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. BESP32-C2 545 E M & Fiiad ik SSL #3323 SSL IR455%, MR4#2 1P Mtk 192.168.3.102, i
124 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-C2 & 1i:h SSL JIR55 %5 v 2 i
24 ESP32-C2 i f:0y SSL kg5 iy, WATEILAT+CIPMUX=1 iy fiREL 4, AT A Z A%
Ui 4% F] ESP32-C2 4

PATR & ESP32-C2 B #5124 softAP #57. SSL fig 557 il s 4SR & ESP32-C2 i #/74 station, WJ7EEE
He g S S IAR B P ELIEE SSLRST AR HAH AP IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jii# ESP32-C2 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC 4% ESP32-C2 #5451 softAP,
7. 4£ PC L{ifi/f] OpenSSL #iy4>, 4> SSL % i, #4%3] ESP32-C2 i@ SSL ik 554 -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32-C2 ¥ 4% L fmi i :

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-C2 %1k SSL 2 Qv vr BRI\ E YA VB

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C2 #54% IP Huhl,
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32-C2 545 -4 [l — &y o

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C2 545 F iR -
ACCEPT
LR
o A H I UE A AR AT DAARSR AR UE L B A TR 3
8. ESP32-C2 1% #1% & SSL & Frim A A IE B &

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-C2 % 451E- % Fimgidad SSL iE4% 3| SSL AR %48, IR&EG#: IP Hihik-h 192.168.3.102,
14 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-C2 % #1i:4 SSL it 55 %5 e Sy AWUn N UE 2 XE4%
14 ESP32-C2 Ay SSL Mg 5t M ATEILAT+CIPMUX=1 i S RE S B8, N TTREA 2% P
R3] ESP32-C2 4% .

PAR 72 ESP32-C2 #5451 A station 757, SSL AR & 25 WA AR & ESP32-C2 %45 1E A softAP, W &%
ESP32-C2 #&MEH SSL R4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Frifi] ESP32-C2 4% 1P Mtk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C2 #¢ £ R2 [A]— i o
7. #£ PC I f#iJf] OpenSSL iy 4, A#—4> SSL % P, %35 ESP32-C2 15401721 SSL iR 4545 -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C2 545 F I -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-C2 #5112k TCP %)y, fevr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi ESP32-C2 445 IP Hbhk.,
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BLH:
o BEAEIEI R AT RE S AR P AR
4. PC 5 ESP32-C2 & 3 51 [ — A~ Bs o .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32-C2 B4 A% Frifiiliad TCP Y425 TCP 4548, MRS IP Hudik>h 192.168.3.102, i
I 8080,
fip

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <

Espressif Systems 200 Release v2.3.0.0-esp32¢3-607-ge4aa658f5f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 4. AT #y2 R

CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4210 ESP32-C2 %#51F 0 TCP IR55%s, 2B UART Wi-Fi # £

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C2 1545 IP Huht.,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o BPIAIER TR S LR i A R A
7. PC jE3%%)| ESP32-C2 TCP JIj %548 .
PC 5 ESP32-C2 #5185 A — N H H
1 PC A M TR, G —4 TCP % P, #H#%] ESP32-C2 () TCP JiR45#%. Huhl
192.168.3.112, i1k 8080,
AT i :
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0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C2 %751: 4 softAP 1t UDP {4z UART Wi-Fi i (%

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %43 ESP32-C2 {5451 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32-C2 5 PC X 1 sy 71 757 [86] 5 X g [P ik A1 11 (1) UDP %45 . oA IP Mkt ok 192.168.4.2,

WLk 2 8080, AHLlg N 2233, AN 0.
2y

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32-C2 B pk o b s v 8o

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o &I A SSID FIE ] iR iR ar & P RTE . 56 A % fr 45 ) SSID FIfs
3. #rif] ESP32-C2 i%#% IP ik,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-C2 ¥4 1EHE [ — N i .
TE PC A 2508 T 5, A @ —> TCP k55 #% - 9140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BSP32-C2 & 451E- % Fusidad TCP %425 TCP iR55#%, IRS#s IP #uihikoh 192.168.3.102,
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

iy B«

CONNECT

OK

6. ESP32-C2 i A R i ON B Bial.

’AT+CIPRECVMODE=1

Wi

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BLAT+CIPRECVMODE Vi HI345 .
8. ESP32-C2 ¥ # E i s izt N B w B i K .

AT+CIPRECVLEN?

Wi KV -

+CIPRECVLEN: 4
OK

9. ESP32-C2 A& R sh i it i g 7 2t

AT+CIPRECVDATA=4

Mg |3

+CIPRECVDATA: 4, test
OK

4.3 Bluetooth LE AT 74

IO F2 2 4 Bluetooth® Low Energy AT 4744 WM 5k, HHRBUE ESP32-C2 i Limfrix 4
iuyEEA NI
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H A

Bluetooth LE & F %135 Mk 44 AE44

Bluetooth LE % 330 %

A~ ESP32-C2 JF A AR Z W) 3% 5 SPP %45, vA B & UART-Bluetooth LE i% 152 X T 15 4 # 3B
ESP32-C2 5 543 5 SPP i%3%, VA% j& UART-Bluetooth LE i 1% 42 X F 1 #i 2
ESP32-C2 %o #LZ 18] % 5 Bluetooth LE % 3% 5 fiexf

L] L] L] L] L] L]

4.3.1 W4

ESP-AT 477/ 37 43 Bluetooth LE 4.2 R iUE, A S04 948 { & F T Bluetooth LE protocol 4.2 {Jp
WG, 5S% 20 42 SRBCE 2 E R

Bluetooth LE Ppil{ 44

Bluetooth LE X3 M T 2 4N LA JEZL: Physical Layer (PHY)., Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP).

* PHY: PHY JZ EZATTHEWIEIE _F R EFMBE E L. Bluetooth LE ffiH] 40 MMifEHE. M
Vi 2402 MHz %] 2480 MHz,

o LL: LL 2 FEATTEIE . BolcfreiuZ e (A, WREE, e 2EEgm), kS
WA 2 R Y BREEBEAH I SR BT . BRI 2RV T 4. 8. Bvr/38. AR
#E., LHEBEAMPRESZ —.

* HCI: HCIJZ [ EALAE i #e e it — MR8 0 . %2 T AR AP T SEP el &l A A {442 T
UART, SPI. USB f#Efil.

* L2CAP: L2CAP JZ M TEx FAUA SR 2 [0 32 e B #- A T U e 0 . o BOR S A 4524 o

o ATT: ATT JZSEBL T B VENR S5 A8 A M5 s Z [A) ) Ot il ATT 2 P[] ATT JiiR 55 i A0 1%
A ARFIfIA . ATT 55t ) % i AR MR LY. . AR R .

o SMP: SMP 2l T-2E BN 35 B 40 FN By 8540 . SMP 0455 BRI 25 S5 6 AN B0 B4 420, It
TBER LR R B LI A B RS B

* GATT: GATT ZF/nEMIRSA A ki @R Pim e, ELE SCHE TR ek S 2 il
WIS « AR 2 IR G . ZZ2 R T R0, S B ARk SR EA R 0 .

* GAP: GAP EMCERITAH WA B4 H AT, BIAntE s . BSOS B R T B SOl A i s
MUY . GAP [R5 G L. EERX. 24, Bk, RPEFIIR S KB

Bluetooth LE ffj{t, %15y

1E Bluetooth LE PpisUke AN [H] 2B AR Fa (X 20 o X LA R AN .
o LL: XA R PARIZ K EHLA MAL, MM H&, THLRTAR &R
e GAP: EXNT 4MeEEMG: JHE. WEH. MEEEM PFOEE.
o GATT: WA PA N RE3mMl & F 3.

iR

o AR Bluetooth LE 43 Fl Bluetooth LE % F3##i2 GATT EMAA.

e 457, ESP-AT % Bluetooth LE R4 Ml Bluetooth LE & F 3g[a W A77E .

* ANt ESP-AT #]4f 4k~ Bluetooth LE filk 45 iy ifs /& Bluetooth LE 7 iy, [7] b 7 422 (1) e K A 450
3,

GATT HSE— Rl L L, f B YF T DOA 2 — Rl st i b 12 sl XA @ PR 454 R
W el AN, SRS A FRBE R AL, B FE LR Z BRI TRA .
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GATT R4 3%H1 GATT & F 3miX WiFh i (0 /77T Bluetooth LE M 83 2 J5 . GATT R4 287 1o J&@
PEPMUE R BIREE, H3258 [ GATT & s @t hisEsk . er O A, fims, AtEdmnm—
WFRR GATT M43, THRIBUEN SRRl GATT & P .

4.3.2 Bluetooth LE %y B IR 55 FAEA
AR 7~ 3 [l s (5 FH P e ESP32-C2 FF e, Horfr—3effE4 Bluetooth LE 455 (M4 Bluetooth LE i 5%

W), 7—3AE A Bluetooth LE & Fifi (HAE A Bluetooth LE & P fi 4 ) o X /MBI J /R T I anfal fff
JH AT fiy4 757 Bluetooth LE %4, 5 B H 15 .

B FEA A PLESP32-C2 Bluetooth LE A4 313k AY#AE H S5 3YF ESP32-C2 Bluetooth LE
R4 eI ATRI AT, DL ESP32-C2 Bluetooth LE & & 3% H-L#4E H FE3iYE ESP32-C2 Bluetooth LE
% P AT RIA]

1. #1454k Bluetooth LE Tf§E.
ESP32-C2 Bluetooth LE J 453 :

’AT+BLEINIT=2

Mg [«

’OK

ESP32-C2 Bluetooth LE % i :
iy

’AT+BLEINIT=1

Mg |/«

[ox

2. ESP32-C2 Bluetooth LE JIf 45 iifi #KHUH: MAC Hudik .
fir s

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

ALK
o AR PRI T R S _ERm B PN, IO b, TR R 2 E
1. ESP32-C2 Bluetooth LE f} 45 it % Fi IR 45 45 4iF
s

AT+BLEGATTSCHAR?

M B -

+BLEGATTSCHAR: "char",1,1,0xC300
+BLEGATTSCHAR: "char",1,2,0xC301
+BLEGATTSCHAR: "char", 1, 3, 0xC302
+BLEGATTSCHAR: "char", 1,4, 0xC303
+BLEGATTSCHAR: "char",1,5,0xC304
+BLEGATTSCHAR: "char", 1,6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char",1,8,0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400

(R ogkzk)
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+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

2. ESP32-C2 Bluetooth LE R 444 4%, 2 )5 ESP32-C2 Bluetooth LE %% P FF b4 34 7 HF4: 3
[
ESP32-C2 Bluetooth LE fIf45 3t :
s

’AT+BLEADVSTART

W

[ox

ESP32-C2 Bluetooth LE % i :

’AT+BLESCAN=1,3

N . :

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
AVEIUE REERE T =AM we ) )Vl I E N G
3. 77 Bluetooth LE %32,
ESP32-C2 Bluetooth LE % i :

iy

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

N . :

+BLECONN:0, "24:0a:c4:d6:ed4:406"

OK

AR
o A iR AEF, 5 ESP32-C2 Bluetooth LE g 55 bk .
o MR Bluetooth LE #3253, N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE #E#22 i, M43 /R +BLECONN: 0, -1,

4. ESP32-C2 Bluetooth LE % P13k % Bl R 55
s

AT+BLEGATTCPRIMSRV=0

Mg |3«

+BLEGATTCPRIMSRV: 0, 1,0x1800, 1
+BLEGATTCPRIMSRV:0,2,0x1801,1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV: 0, 4, 0xA003, 1
OK

B -

* ESP32-C2 Bluetooth LE & g & ifi Iz 55 (4528, bt ESP32-C2 Bluetooth LE Jiiz /3 25 1A iz 55 £
4ERZWABRAIRS (UUID: 0x1800 1 0x1801) , X 2IEH M4, FEHERIM, XTFH—RS%,
ESP32-C2 Bluetooth LE & it 2y 1A 1Y) <srv_index> {H 2T ESP32-C2 Bluetooth LE i i 25 11 (1)
<srv_index> {H + 2, FUN_ERRGFI IR S 0xA002, 247HiHE ESP32-C2 Bluetooth LE % i £y
B <stv_index> 3 3, HI15L7E ESP32-C2 Bluetooth LE JIf P13 if AT+ BLEGATTSSRV? iy 4
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#if], W] <srv_index> iy 1.
5. ESP32-C2 Bluetooth LE % F i % Pl (H .
A

AT+BLEGATTCCHAR=0, 3

i . <

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "char", 0,3, 3,0xC302, 0x08
+BLEGATTCCHAR: "char", 0, 3,4, 0xC303, 0x04
+BLEGATTCCHAR: "char", 0,3, 5,0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6, 0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR:"char",0,3,8,0xC307,0x02

OK

6. ESP32-C2 Bluetooth LE % P B — MR AE A
iy

AT+BLEGATTCRD=0, 3, 1
M 3. :

+BLEGATTCRD:0, 1,0

OK

BiH -
o R H AR IR AL AT HEAL R o
o 15 ESP32-C2 Bluetooth LE % i 32 BUASAF il B, ESP32-C2 Bluetooth LE fIg 45 i ) & 5 78
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C2 Bluetooth LE % F1iif B —ANMEHAE(H «

oS

’AT+BLEGATTCWR:O, 3,3,,2 ‘

Wi K7 -

T > FOR AT gl OB, AT AR ABCHE, U HCHE K B 5 B <Length> 1y
i, HETE AR

[ox |
LR
o 41 % ESP32-C2 Bluetooth LE % /7 i 5 45 £ i i& 45 )% 3, ESP32-C2 Bluetooth LE JIf % it

N &3t 78 +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,
8. Indicate —/MFHF(H .
ESP32-C2 Bluetooth LE % i :
o

’Z—\T+BLEGZ—\TTCWR=O, 3,7,1,2 ‘
M B -

E |
5 > Fon AT WER IR D8, ERHET DA AR, S8R KRS 24 <length> |
fER, ATE AR,
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>k 7 3215 ESP32-C2 Bluetooth LE i 453 % 12613 Sk 198k (Glad notify B indicate TR,
ESP32-C2 Bluetooth LE & i 5 TR g 1A IR 55 53 W . XFF notify =, FEES A(H 00001,
XTF indicate Fx, FHEEA(H 0x0002, FEABFIHE A 00002 EfH indicate k.
OK ‘
K
o N5 ESP32-C2 Bluetooth LE % i B4R AE i A 45 13, ESP32-C2 Bluetooth LE JR 4% i M| £
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>,<len>,
<value>,

ESP32-C2 Bluetooth LE [ 453t
s
’AT+BLEGATTSIND=O,1,7,3 ‘
N Y. :
> |
5 > FUR AT HER I HICER T8, R mT DA A, S50 K R B B340 <length> [
{EH, $RAT indicate #EAE.
[ox |
i :
* N5 ESP32-C2 Bluetooth LE % 14221k 3| indication, Nj£4& /K + INDICATE : <conn_index>,
<srv_index>, <char_index>, <len>, <value>,
o XFTA—R%:, ESP32-C2 Bluetooth LE % i) <srv_index> {H %% T ESP32-C2 Bluetooth LE fiit

P <srv_index> {H + 2, X EIEFNE.
o NPT IRSS HARFERIALR , SEPT S5 SO e T ) SR HIE T IR 5.

4.3.3 Bluetooth LE YE#: %%

AR 7 31 [ IR J g B ESP32-C2 JFJ#fe, Horp—3eff= )y Bluetooth LE 453 (44 Bluetooth LE fiit 55

s ), 5y —PelFh Bluctooth LE % ' (1L Bluetooth LE % i t6). KXl TR T /BRI
Bluetooth LE %3,

G

o fEVA REBEH DL ESP32-C2 Bluetooth LE M43k #1E H 53 7F ESP32-C2 Bluetooth LE
MRS uATHI AT, PLESP32-C2 Bluetooth LE % F 3L #fE HFEBHE ESP32-C2 Bluetooth
LE & P AT EPAT

o A G RPN RIS . 98 FUR I ) R AE AU T N IR

» ESP-AT i R ifF 40 10 M.

1. 54k Bluetooth LE Lk,
ESP32-C2 Bluetooth LE H 45 i :

’AT+BLEINIT:2

i B :

[ox |

ESP32-C2 Bluetooth LE £ i :
i

’AT+BLEINIT:l

Nl B <
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’OK

2. ESP32-C2 Bluetooth LE filz 45 i #5 B Bluetooth LE #iidil: .

’AT+BLEADDR?

i B <

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

AR
o BAWEIRHEE AT RE S AN rh AR, IO L, R R S

1. ESP32-C2 Bluetooth LE Ji% 453t & BRAR 55 45-1E

AT+BLEGATTSCHAR?

i B«

+BLEGATTSCHAR: "char", 1,1, 0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char",1,3,0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR:"char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char",2,2,0xC401

OK

2. ESP32-C2 Bluetooth LE I 45 3 - 14) #&, 22 J5 ESP32-C2 Bluetooth LE 2% F' it FE a4 3 H %4 3
Fhh o
ESP32-C2 Bluetooth LE H 45 i :
i

’AT+BLEADVSTART

i . <

’OK

ESP32-C2 Bluetooth LE £ i :

’AT+BLESCAN:1,3

i . <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

PR :
o TR RATRES ik i o AR TH] .
3. 757 Bluetooth LE #$2.
ESP32-C2 Bluetooth LE % i :

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

N . :
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+BLECONN:0, "24:0a:c4:d6:ed:406"

OK

Vi :
o A _LiRar AR, 10 H #8 ESP32-C2 Bluetooth LE Iz 45 s il .
o MR Bluetooth LE £ i), N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 15 Bluetooth LE #E#:2 5, W< R +BLECONN: 0, -1,

4. ESP32-C2 Bluetooth LE % P13k % Bl R 5
s

AT+BLEGATTCPRIMSRV=0

M B -

+BLEGATTCPRIMSRV:0,1,0x1800, 1
+BLEGATTCPRIMSRV:0, 2, 0x1801, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

i :

» ESP32-C2 Bluetooth LE % i if iRk 55 255,  H ESP32-C2 Bluetooth LE Az i 25 1 iR 45 19
2E R Z A ERIANR S (UUID: 0x1800 #1 0x1801) , XJi&IEH 4. IER A, %1 E-—RS,
ESP32-C2 Bluetooth LE & it #r 1A 1) <srv_index> {H 25T ESP32-C2 Bluetooth LE R F i 2514 (1Y)
<stv_index> ff + 2. {0 ARG IR S 0xA002, 4 #i7E ESP32-C2 Bluetooth LE % F i 2
2 ) <srv_index> A 3, HW5RFE ESP32-C2 Bluetooth LE fll 338 i3 AT+ BLEGATTSSRV ? 54>
2], N <srv_index> 24 1,

5. ESP32-C2 Bluetooth LE % F i % PR .

AT+BLEGATTCCHAR=0, 3

W

+BLEGATTCCHAR: "char", 0, 3,1, 0xC300, 0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "char", 0, 3,4, 0xC303, 0x04
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02

OK

6. WEINZESH ., KE auth_req 5y SC_MITM_BOND, HR% il iocap S KeyboardOnly, %)
Wit iocap SN KeyboardDisplay, key_size >} 16, init_key 5 3, rsp_key N 3.
ESP32-C2 Bluetooth LE ik 45 3 :

e

’AT+BLESECPARAM=13,2,16,3,3

Mg .«

[ox

ESP32-C2 Bluetooth LE % J13f :
i
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’AT+BLESECPARAM=13, 4,16,3,3

N . :

’OK

PEHA:

o JEABH, ESP32-C2 Bluetooth LE iR 45 it i ABCXTH%, ESP32-C2 Bluetooth LE % /i i 7 it

X5 .

o BESP-AT ¥ Legacy Pairing fll Secure Connections W, HEZEEE 5
SIEIESE . SNt 7 $F Secure Connections, M£& XA Secure Connections

e .

7. ESP32-C2 Bluetooth LE % i & e i 25 5K o

iy

’AT+BLEENC:O,3

i . <

’OK

K

4n4 ESP32-C2 Bluetooth LE iz 5% i i T 2 i 2| %335 2K, ESP32-C2 Bluetooth LE g 55 i W) 2> $ 7

+BLESECREQ: 0,

8. ESP32-C2 Bluetooth LE J}z 4% i i it %35 3K o

’AT+BLEENCRSP=O,

1

Mg J3

[ox

LK

* 2R ESP32-C2 Bluetooth LE % i S E FO 4 ., ) ESP32-C2 Bluetooth LE % i 22

FEEE—AS 6 AR RS o

o YA Fr, ESP32-C2 Bluetooth LE % i ) £x32 7R +BLESECNTFYKEY:0, 793718, Fl%}HG

°h 793718,

9. ESP32-C2 Bluetooth LE % i [i] 4 Fit X 7

’AT+BLEKEYREPLY=

0,793718

Mg 3

[ox

|

PATX A4S 2 )5, FE ESP32-C2 Bluetooth LE Iz 453t Al ESP32-C2 Bluetooth LE % F1ifii £ 4 —£6 %}

AR B3R o

ESP32-C2 Bluetooth LE H 45 ifi :

+BLEAUTHCMPL: 0,

+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:

6

2

’
’
’
’

O O O O o
N W

ESP32-C2 Bluetooth LE % ¥ :

+BLEAUTHCMPL: 0,

+BLESECNTEFYKEY :
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:

0,793718
0,2

0,16

0,1

0,32

0
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YR PLZWE DL +BLESECKEYTYPE 3L S B . {5 H +BLEAUTHCMPL: 0, 0 & — 4S8k 0 %
NI, R 1 RN R

4.3.4 WA ESP32-C2 JF kM2 Wl 3. SPP ¥4, UIK At UART-Bluetooth LE i% {4 £
EM L2 1

PATF 7Bl ] B (5 FH i e ESP32-C2 JF- itz , Horfr—3eff 2k Bluetooth LE i (K Bluetooth LE fil 5%
A t), J3—3AEH Bluetooth LE % i (HAE Bluetooth LE % i i €6,) o 3X A1 @R 1 W 4nff g
57, Bluetooth LE #%E32, DA 57 1% 1438 {5 Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE % /& 45
).

¥ FEUA TP PAESP32-C2 Bluetooth LE M4 FF 3L #/E H 22 354E ESP32-C2 Bluetooth LE
R w3 ATEI AT, DA ESP32-C2 Bluetooth LE & A 3% 3L #4E B 82 2E ESP32-C2 Bluetooth LE
B P AT R

1. #1454k Bluetooth LE IfjfE.
ESP32-C2 Bluetooth LE [ %5
ar:

’AT+BLEINIT=2

M B -

’OK

ESP32-C2 Bluetooth LE & i :

’AT+BLEINIT=1

W

’OK

1. ESP32-C2 Bluetooth LE i 455 25 H: MAC Hithl-.
s

’AT+BLEADDR?

M B <

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

A :
o BAE| R HE T RES _FaRm S R ORTE], S ICAEERR L, RR R B4 E
2. ESP32-C2 Bluetooth LE 4% i & ) #& 44
iR

’AT+BLEADVPARAM=50, 50,0,0,7,0,,

M B -

’OK

3. ESP32-C2 Bluetooth LE JR 45 58 B & B .
s

’AT+BLEADVDATA=“020106OAO9457370726573736966030302A0"

Wi
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’OK

4. ESP32-C2 Bluetooth LE R4 5t 15T 45 .

’AT+BLEADVSTART

i B -

’ox

5. ESP32-C2 Bluetooth LE %% i P a4, 542 3 #b.

’AT+BLESCAN=1,3

N . :

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

Vi
o PRI RE 5 iR A R R
6. 7237 the Bluetooth LE i#$%,
ESP32-C2 Bluetooth LE 7% i :

AT+BLECONN=0, "24:0a:c4:d6:ed4:406"

N . :

+BLECONN:0, "24:0a:c4:d6:ed:46"

OK

i
o A ke AR, 5 %) ESP32-C2 Bluetooth LE Al 45 itk o
o Y15 Bluetooth LE #E8: %), W&$E/8 +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #E#:L M, N&$E/8 +BLECONN: 0, -1,

7. ESP32-C2 Bluetooth LE fi 45 5251 IR 45
i

AT+BLEGATTSSRV?

i B -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

8. ESP32-C2 Bluetooth LE JIZ 45 it % AT
e

AT+BLEGATTSCHAR?

i B«

+BLEGATTSCHAR: "char", 1,1, 0xC300
+BLEGATTSCHAR: "char",1,2,0xC301
+BLEGATTSCHAR: "char", 1,3, 0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR: "char",1,5,0xC304
+BLEGATTSCHAR: "char", 1,6, 0xC305

Q)

Espressif Systems 216 Release v2.3.0.0-esp32¢3-607-ge4aa658f5f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 4. AT #y2 R
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+BLEGATTSCHAR: "char", 1,7, 0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char",2,1,0xC400
+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

9. ESP32-C2 Bluetooth LE & i % PR 45

iy

AT+BLEGATTCPRIMSRV=0

M B -

+BLEGATTCPRIMSRV:0, 1, 0x1800, 1
+BLEGATTCPRIMSRV: 0,2, 0x1801, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

iH

 ESP32-C2 Bluetooth LE % g A if IR 55 94554, bk ESP32-C2 Bluetooth LE Al /i £ 1) iz 45 1
ZEB S A BRIAR S (UUID: 0x1800 1 0x1801) , X 2iFE# ¥4, EEWM, XFR—IRS,
ESP32-C2 Bluetooth LE & Pt 25 f] [ <srv_index> {f 25T ESP32-C2 Bluetooth LE I} P £ 1A) (1
<srv_index>{H + 2. BN, FIARREFHIAR S 0xA002, 4HiHE ESP32-C2 Bluetooth LE 2% i
¥ % 1) <srv_index> 4 3, {157E ESP32-C2 Bluetooth LE BB 3l 3k AT+ BLEGATTSSRV ? £y
A2, N <srv_index> j{/ 1,

10. ESP32-C2 Bluetooth LE % Fif % PAIE

s
AT+BLEGATTCCHAR=0, 3

i B«

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
OK

. ESP32-C2 Bluetooth LE % i it B Bluetooth LE SPP.,
VEPE L FFEHAERI IR S HFFE (characteristic) E A5 i

characteristic {E 42 E AR .

roS

B REHER, YEE S notify 53 indicate 1)

’ATJrBLESPPCFG:l, 3,5,3,7

i B -

’OK

s

12. ESP32-C2 Bluetooth LE % 3 {di 4 Bluetooth LE SPP.

’AT+BLESPP

M .
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OK

>

iR FoR AT 2L 43F A Bluetooth LE SPP X, ] DAHFATEIR 1) Ak F2 Ik .
Vi :
» ESP32-C2 Bluetooth LE % F7 it F & Bluetooth LE SPP & &4 J5, =B O Uk B 14l &8 o
Bluetooth LE &4 %l ESP32-C2 Bluetooth LE [ 453 .
13. ESP32-C2 Bluetooth LE J 4 i it & Bluetooth LE SPP,
e S 5 notify B indicate [1Y) characteristic 1 518 &8s, kXIS EAEN characteristic
VR T8 R SORHE -

s

’AT+BLESPPCFG=1,1,7,1,5

i B«

’OK

14. ESP32-C2 Bluetooth LE fk 451 {#i € Bluetooth LE SPP.,
i

’AT+BLESPP

i B«

OK

>

ik R AT © 23 Bluetooth LE SPP A5, W] DA THHE i) AR FHAE IR -
K
o ESP32-C2 Bluetooth LE I F7 i 7 & Bluetooth LE SPP & &4 J5, = O U B 4dE &8 o
Bluetooth LE {4 %] ESP32-C2 Bluetooth LE % i,
* YN ESP32-C2 Bluetooth LE 2% i 5 /5 4&JT )& Bluetooth LE SPP %1%, i i ] HoAth % 25 1F
4 Bluetooth LE % i, ] ESP32-C2 Bluetooth LE & i e 22 45T /B it Notify 5% Indicate
Bil4n, ESP32-C2 Bluetooth LE 7 P W AR ST 3 i# 1% , WL 5614 1] AT+BLEGATTCWR=0,3,7,1,1
FFJE 5T, ESP32-C2 Bluetooth LE R4 it A RE W B SL PR 1%
o X R]—AR 4, ESP32-C2 Bluetooth LE % it <srv_index> {H ¢ T ESP32-C2 Bluetooth LE fl
45 <srv_index> {H + 2, XAEIEHIE.

4.3.5 ESP32-C2 5TFHL& . SPP ¥%H;, ULJAr UART-Bluetooth LE L1 F 1450
&I

R BIJER T UNTHE ESP32-C2 ¥R (UM ARIIFER A I 55 e ) AL (U ARIIFE T %
Priffifa) ZIAES. SPP #H, PAKANMATTE UART-Bluetooth LE (LA 14 i il .

W HWpPl ESP32-C2 Bluetooth LE R4 3% 3k ig#e/E R B ¥ifE ESP32-C2 Bluetooth LE ff 4%
U ATRIET, TWPA Bluetooth LE & P33k A HAE R BAE F- LAY I AR B T s AT R AT .

1. #EF-HLif T 2k Bluetooth LE i i{B)F, 40 LightBlue.
2. ¥4k Bluetooth LE IfjfE.
ESP32-C2 Bluetooth LE fl% 45 i :

AT+BLEINIT=2

M B -
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’OK

1. ESP32-C2 Bluetooth LE [z 55 i # B MAC Ml
e

’AT+BLEADDR?

Nl . -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Vi :
o AMRIAHUEE T RE S Bk N A O], IO SR, TR SRS E .
2. ESP32-C2 Bluetooth LE JI 45 i3 8 3% S50
iy

’AT+BLEADVPARAM=50, 50,0,0,7,0,,

i B«

’OK

3. ESP32-C2 Bluetooth LE JI 45 i3 & T 3& 5t .
iR

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

i B«

’OK

4. ESP32-C2 Bluetooth LE R4 it 15T 45 .

’AT+BLEADVSTART

i B <

’OK

5. 1% Bluetooth LE 3%,
F-HL4TJF LightBlue I I #2 )7, F4TIF SCAN J: 444, 4k F| ESP32-C2 Bluetooth LE [z 5% i
i MAC Hutl, 55 CONNECT #EAT#H:. I} ESP32-C2 i W iZ 2> 1 EI 25/l T +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XERCLE T Bluetooth LE iEHE,

6. ESP32-C2 Bluetooth LE fit 45 it 2511 R 45 -
e

AT+BLEGATTSSRV?

N . :

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

7. ESP32-C2 Bluetooth LE Ji% 4% 3t & BRASHIE .

AT+BLEGATTSCHAR?

i B«

+BLEGATTSCHAR: "char",1,1,0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301

(FaEED
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(£ L£50)

+BLEGATTSCHAR: "char", 1,3, 0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR: "char",1,5,0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char",1,8,0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char",2,2,0xC401

OK

8. Bluetooth LE % i & FUAHE .
I BAE B LightBlue % 77 3 158 $& 5 i Properties & NOTIFY 1% # INDICATE Ik 55 45 4F (X B
ESP-AT BkiA Properties iy NOTIFY % INDICATE [} 454 4F & 0xC305 I 0xC306) , FFIA MW
Properties ) NOTIFY B INDICATE B4R 55 551 .

9. ESP32-C2 Bluetooth LE it 45 ¥ it B Bluetooth LE SPP,
PP notify B indicate [ characteristic /F 85 il i8 AR5, LS HEAER characteristic
VE Ay 238 T8 SRR -

Py N
g

’Z—\T+BLESPPCFG=1, 1,7,1,5

M B -

’OK

10. ESP32-C2 Bluetooth LE J 43 {#i §€ Bluetooth LE SPP,

’AT+BLESPP

W

OK

>

iR RoR AT 2433k A Bluetooth LE SPP 52X, ] DAHFA TR 1) Ak 2K .
11. Bluetooth LE %& i & £ 50E .
TF LightBlue % e £ 0xC304 R & 45 AEE K 158008 test %4 ESP32-C2 Bluetooth LE R 453, It
Iif ESP32-C2 Bluetooth LE fig 4555 7T AU E] test
12. ESP32-C2 Bluetooth LE JJ# 45 % 25 $idt .
7 ESP32-C2 Bluetooth LE JIR 45t B4 &1k test, I LightBlue 25 i a] PAKE] test .

4.3.6 ESP32-C2 FIT-HLZ & r. Bluetooth LE ¥ 31 d %}

WGl T AnfalfE ESP32-C2 JF &R (AUVEMARIIFERE F RS ai f o) FFAL (SUE M ARTIHRERE A%
Pl fa) 2 [A]% 7 Bluetooth LE ¥4 -4 A B4 52 I e %t o

W HWpPL ESP32-C2 Bluetooth LE R4 3% 3k ig/E R B #ifE ESP32-C2 Bluetooth LE ff 4%
U ATRIET, WPA Bluetooth LE & P33k A HE R BAE T LAY I AR B T s AT R AT .

1. #EFHLi T 2 Bluetooth LE J/i{B)F, il LightBlue | FFEFT
2. ¥4k Bluetooth LE IfjfE.
ESP32-C2 Bluetooth LE % 45 i :

AT+BLEINIT=2

M B -
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’OK

1. ESP32-C2 Bluetooth LE [z 55 i # B MAC Ml
e

’AT+BLEADDR?

Nl . -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Vi :
o AMRIAHUEE T RE S Bk N A O], IO SR, TR SRS E .
2. ESP32-C2 Bluetooth LE JI 45 i3 8 3% S50
iy

’AT+BLEADVPARAM=50, 50,0,0,7,0,,

i B«

’OK

3. ESP32-C2 Bluetooth LE JI 45 i3 & T 3& 5t .
iR

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

i B«

’OK

4. ESP32-C2 Bluetooth LE JIl345 i 15 B85 250

’AT+BLESECPARAM=13,2,16,3,3

i B <

’OK

5. ESP32-C2 Bluetooth LE R 45 s H 15T #% .

’AT+BLEADVSTART

i B -

’OK

6. Bluetooth LE % i 1l 2 iE 2
FHL$TJF LightBlue . FH #2 7, FF 4T SCAN F 454, 4% %] ESP32-C2 Bluetooth LE i 45 ifii
1 MAC Hudik, &S5 CONNECT ¥EfTi#H:. I} ESP32-C2 i W iZ & T EI 25/l T +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFERELHEST T Bluetooth LE %35,

7. ESP32-C2 Bluetooth LE fIR 453 & #2 in 25 5K
s

’AT+BLEENC=O,3

N . :

’OK

8. Bluetooth LE % J"3i [|] 2 it %)
T4l LightBlue i F#2 )7 FI 161 22 i D11 Bluetooth LE #4251 BT i 23 5 FUXHE . (S BexT 258
FlnaE4H 4 231518), s B, HEF ESP32-C2 i W% 24T EI 2R T +BLESECKEYREQ: 0 f¥ H
&, XFRTFHLE Zm B ELXT
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9. ESP32-C2 Bluetooth LE JIZ 4% i [i] 55 Fit %} 2545 .
It Bluetooth LE Al 45 i [9] &2 19 %5 6 Bl b b —25 B e F-#L LightBlue M #2734 B x5 B Y
e 231518,
e

’AT+BLEKEYREPLY:O,231518 ‘

i .«

[ox |
I} ESP32-C2 Bluetooth LE 45 i 23 4T EDZRAU T PAF Hi&, iX 3/~ ESP32-C2 Bluetooth LE filt 45 iify
5F-#1 Bluetooth LE & i 5E A% T B X

+BLESECKEYTYPE: O,
+BLESECKEYTYPE: 0,
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: 0,

6

2

’

N W e

’

o O O O O

44 MQTT AT =41

AR TR ESP32-C2 5 LimdATMOTT AT 4 4 5 a2 BT R B -

AT TCP oy MQTT %35 (5 -2 AA)iE MOTT X32) (iEA FHEZ))
£ F TCPuy MOTT %45 (‘% & Ktz MOTT K32) (&R FH#BEES)
AT TLS 09 MOTT %45 (%% Ant)iE MOTT K32)

KT WSS a9 MOTT 4% 3

T ORI IR R B IR T s R Wi-Fi AT .

44.1 T TCP iy MQTT 4% (%A Hbald MQTT {UB1) (GG T8t i)
PATR B[] R FH W B ESP32-C2 JF S ple, Mo — i MQTT %A (FUEN MQTT R A& M), 7
— P2 MQTT i % (AUERN MQTT il & ).

INBIYER T A 3T TCP @ MQTT #4z . w e 2l @d— M4 MQTT 3, fkik MQTT LB
IP #ifil2h 192.168.3.102, #1134 8883,

T PPRPPAESP32-C2 MOTT & A7 & I KA #AE 5 BE ESP32-C2 MQTT JAfi & il AT HIAT, DA
ESP32-C2 MOTT i & JT ki #AE A 5 27 ESP32-C2 MQTT 1] B sm AT RIAT o A1 R4 A A e 1
EOTEMR R A, DG A A A i NI B R A T

1. &% MQTT H] P&k
ESP32-C2 MQTT %1%

’AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,""

M B <

Lox |
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ESP32-C2 MQTT i] i #
A

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""
N . :
[ox |

2. #H MQTT U2
i

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘
N . :

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK
AR
o fEI AR MQTT B4 5 MQTT 03 IP Hudik ] g 5 ik & H A ]
3. 975 MQTT =45,
ESP32-C2 MQTT ] {3 :
i

’AT+MQTTSUB:O, "topic", 1 ‘

Nl .«

[ox |

4. AT MQTT JHE (P47 ).
ESP32-C2 MQTT %Afid:

’AT+MQTTPUB=O, "topic", "test",1,0 ‘
M B -
[ox |

BEH:
* 2R ESP32-C2 MQTT %Afi& i AAHE, LA MEERF&7E ESP32-C2 MQTT 1] & dindi s -

’ +MQTTSUBRECV:0, "topic", 4, test ‘

5. XM MQTT %48

’AT+MQTTCLEAN=O
Mg J3

[ox |

442 J&T TCP i) MQTT 4% (%A ibald MQTT {UB!) (GG T8kt %)
PATR 7 B[] R FH W B ESP32-C2 JF Jeple, Mo — i MQTT %A (U MQTT A M), )
— P MQTT i % (AUERN MQTT il & ).

INBIYE T A 3T TCP @ MQTT #4z . p e i 2@ — 4 MQTT 3, fikix MQTT LB
IP idil>h 192.168.3.102, ¥fI1k 8883,

MAEBEAHEENBEEEMNKZ, D28 THA AT 52K B BE 256, WA DA
JAT+MQTTPUBRAW 14>
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R PPRPPAESP32-C2 MOTT & A7 & I KA 75 BEAE ESP32-C2 MQTT %A & i AT RIAT, DA
ESP32-C2 MOTT i & I kA4 A 5 27 ESP32-C2 MQTT 1] B sm AT RIAT o AR 44 B4 e 1
FRIAAEMR A, IR A A o i AT [ B AR AT o

1. & MQTT H P&
ESP32-C2 MQTT %1
s

’AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,""

Wi K7 -

’OK

ESP32-C2 MQTT i] %
e

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

e 3. :

’OK

2. JE#: MQTT B,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

Mg KV -

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

Ui :
o EEI A MQTT Q344 5 MQTT A3 IP #ihik v 5B 5 _Fiday & H A .
3. 1T MQTT /4.
ESP32-C2 MQTT i] %
A

’AT+MQTTSUB=O,"topiC",1

i . <

’OK

4. %A MQTT . (F45).
T S i LR R, 8 427 7,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",

—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0

—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://

—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace-Id

—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32-C2 MQTT %:A1fi & :

iy

AT+MQTTPUBRAW=0, "topic", 427,0,0

Mg 3

OK

(N oiakzn)
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’ (?iiﬁ)‘
b R AT EHER R AT 8O, L] DU A SR, 24 AT 20 3 pO 5da K B A 3|
<length> )5, HdmEHITiE.

’+MQTTPUB:OK
AR
o AT > FFIG  BE T IERR FAF A TR B AR T8 X, RN T ZEPAHT 745 2 (CR-LF).
o N ESP32-C2 MQTT & Af# WY EZAAIHE, PATE BIF&7E ESP32-C2 MQTT 17 5 # i 7m -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "O", "Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/", "User-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}

5. XM MQTT %8
EEY

’AT+MQTTCLEAN=O ‘
iy R«

[ox |

44.3 J&T TLS iy MQTT &% (i ZA B MQTT {URH)
PATR 7 B ] R FH W ESP32-C2 JF b, Mo —Heff2f MQTT %A (JMh MQTT AAigfi ), 7
—HEHN MQTT 4T (FUh MQTT T 4 fi ) «

NBIAE T e 3T TLS A MQTT 4. 15 efET 2 — 1 4H MQTT 3, ik MQTT R
IP #bhlh 192.168.3.102, B4 8883,

WP BEHPLESP32-C2 MQTT % i & ke H 55 Z4E ESP32-C2 MQTT K A& it ATRIAT, DA
ESP32-C2 MQTT ] 8 # F ki #fE 75 ZAE ESP32-C2 MQTT 7 & bt ATRI ] o SR BRI 5]
FRUIAEMR s 1, DR BAE A 2w T B 2 i A A T o

1. PEERFIX I SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com" ‘

Nl . -

[ox |
2. #¢ifi] SNTP H}d],
i

’AT+CIPSNTPTIME?

i 5 -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

B -
o FRAYACIR SNTP SR T AE-5 s B P A [l
* difHf PR SNTP I — & @ FL AR, NEER 1970 4F K Z BT .
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o R EINEE N TAE TLS IATER R ERIE 3516 %500
3. & MQTT H] gtk
ESP32-C2 MQTT %1
fi

’AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

M B ©

[ox |
ESP32-C2 MQTT 1] % :

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

i . <

[ox |

4. LA MQTT & k-
iy

’ AT+MQTTCONNCFG=0,0,0, "1wtt", "1lwtm",0,0 ‘
Mg 3«
[ox |

5. M4% MQTT LR
s

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

i B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

i :
o sk AR MQTT BRI 4% 5 MQTT U3 IP Hudik T RE 5 _Fad & H AR ] o

6. 17% MQTT /5.

ESP32-C2 MQTT 1] 4% :

e

’AT+MQTTSUB=O, "topic", 1 ‘

N . :

Jox |
7. KA MQTT {8 (FfFH).

ESP32-C2 MQTT %%
s

’AT+MQTTPUB=O,"topic","test",l,O ‘
Mg J3
Lox |
Bi A :
* A2 ESP32-C2 MQTT % Afi & N AN G, AT & ERF&7E ESP32-C2 MQTT 77 P& in 7 -
’+MQTTSUBRECV:O, "topic", 4, test ‘

8. XM MQTT 4%,
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’AT+MQTTCLEAN=O ‘
N . :

Lox |

4.4.4 LT WSS i) MQTT %4

AR R ] R P B ESP32-C2 JF e, Hop—Hffo MQTT %A (RAEA MQTT AAiE M), 7
—BAEH MQTT 4T g (A4 MQTT T & M ).

TRBIAZE T AT WSS £ MQTT j##:. MQTT fLFIE 4 4 test .mosquitto.org, B4 8081

W BEPPLESP32-C2 MQTT X i & kI #E H 55 Z4E ESP32-C2 MQTT K& st ATRI AT, DA
ESP32-C2 MQTT ] A& H3k i #fE L 75 Z7E ESP32-C2 MQTT 7 & bt A TR W] o SR BRI A 5]
FRUHAEMR s A, RS AR AT 2 AT T 2 i S A T

1. PEERFIX A SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com" ‘

Wi K7 -

[ox |
2. Z¥if) SNTP H[d].
e

’AT+CIPSNTPTIME?

M .

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRAYERH) SNTP £5 8 0] 585 _LaRm i s AN [H]
o PR SNTP i) — & & E A R ETE], ANGEE 1970 4F K 2 Hif B B a] o
o REBIEE N TAE TLS AIERHRIEIE G %508 .
3. & MQTT H @ .
ESP32-C2 MQTT %7
s

’AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,""
Mg |3«
[ox |

ESP32-C2 MQTT i] %
s

’AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,""

i B«

[ox |
4. P MQTT U3,

s
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AT+MQTTCONN=0, "test .mosquitto.org", 8081, 1
N . :

+MQTTCONNECTED:0, 7, "test .mosquitto.org","8081","/", 1

OK
AR
o EHIAR MQTT B4 5 MQTT 03 IP Hudik ] B 5 _Fik iy & H A ] o
5. 77 MQTT =45,
ESP32-C2 MQTT ] {3 :
A

’Z—\T+MQTTSUB:O, "topic", 1 ‘

Mg i«

[ox |

6. %A MQTT {HE (P77 ).
ESP32-C2 MQTT %Afid:

’AT+MQTTPUB=O,"topic","test",l,O ‘
M B -
[ox |

K
* N2 ESP32-C2 MQTT %Afi & i A AHE,, LA MEERF&7E ESP32-C2 MQTT 1] & dinde s -

’+MQTTSUBRECV:O,"topic“,4,test ‘

7. XM MQTT %48

iy
’AT+MQTTCLEAN=O
Mg |3«

E |

4.5 MQTT AT 4% i

AT FEAN BB IAE L AT 59X AWS 10T,

AR MQTT AT iy LI TEAIME R, WS AMOTT AT %4k . fEFT 24 B AWS ToT JF
KARH KA AWS ToT.

TR MDA PR A ESP-AT 514811 ESP32-C2 54 45 AWS IoT,

o M AWS IoT 5% BE 3 vA % endpoint

o & B MOTT AT 4 43 F Gy ikiE £ 3E AWS IoT
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4.5.1 M AWS IoT 3kHUUE15 L B2 endpoint
1. BZER) AWS IoT IEH GikS, PAMNYZ ToT Core services,
2. I A AWS ToT ZEJR W Bl A AWS IoT 5% . FYAIES .
PRI ARG A N IR RN BH SC

* device.pem.crt (&45UFT)
o private.pem.key (FAG%54H)
» Amazon-root-CA-1.pem (4R CA jF4)

3. MR SORY A SR FRE UG % (endpoint) DA K 1 M AR i UE A5 KF F4 90 1 I s

U AR RN “xxx-ats.iot.us-east-2.amazonaws.com”

Frik: SRAVHUERAE AWS IoT JF A R R AR A8 B T E A R — 22
* AWS 10T T2 Irf i s A YIRS . SAE]. FIHRGET
o A RAMATEEEIETS .
o DA BRI (Ohio),

4.5.2 f§iffl MQTT AT &y A 35T MU iMilF &4 AWS IoT
B e 1S
FT I A H ESP-AT TA2, HHF7a0 N EAE:

o ffi[] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt,
o ffif] device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e fiiffl private.pem.key Fft customized_partitions/raw_data/mqtt_key/mqtt_client.key.

ivERIGEsk AT [

%1% ESP-AT Tl H DAY AT [F, FRRFEPFGREI G ESP32-C2 s, ST EZFE, WS AL
%1% ESP-AT 142,

il A AL ESP-AT TARRHAIL TS, T EHMN AT dir BB AT, B2 4o 7 2
# PKIBLE .

[ AT fir 24251 AWS 1oT

1. 8 Wi-Fi #8384 station,

’AT+CWMODE:1

Nl <

’OK

2. ¥ AP,
i

’ AT+CWJAP=<ssid>, <password>

i .«
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’OK

3. % ¥ SNTP Server,
A

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B <

’OK

4. Z¥if] SNTP H[a] .
iR

’AT+CIPSNTPTIME?

i B -

+CIPSNTPTIME:<asctime style time>
OK

AR
o JEHTHRASAHY <asctime style time> W20 2 5 B DX SERTE ], 75 00 2 B A IE 48 300 S 280E
R
5. &HE MQTT &bk
e

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i . <

’OK

i :
o AT+MQTTUSERCFG 145 — &%k 5, BN HAIE, A,
6. 3 AWS IoT,
e

AT+MQTTCONN=0, "<endpoint>", 8883, 1

W R

+MQTTCONNECTED:0, 5, <endpoint>, "8883","", 1
OK

L
o AL <endpoint> Z:%5 T IH 5 451 <endpoint> {H .
o JUVETE MU 8883,
7. W E -

’AT+MQTTSUB=O,"topic/esp32at",1

M B -

’OK

8. KATIHE

’AT+MQTTPUB=O,"topic/esp32at","hello aws!",1,0

W

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK
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ABIH

IEFEAZHHEMT:
1. ESP32 i H i

AT+CWMODE=1 " =

OK =

AT+CWJAP="MERCURY_407","" % =

WIFI CONNECTED -

WIFI GOT IP =

OK =

AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com” = -

OK =

AT+CIPSNTPTIME? = =

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022~ -

OK =

AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = -

OK =
AT+MQTTCONN=0,"al08b8vm1g634q-ats.iot.us-east-2.amazonaws.com”,8883,1 =
+MQTTCONNECTED:0,5,"al08b8vm1lg634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =

AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =

AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -
OK =

+MQTTSUBRECV:0,"topic/esp32at",45,{

"message”: "Hello from AWS loT console”

O

2. AWS i {7

4.6 Web Server AT 7344

AR EEN T AT web server I, F 858 L AR LA T3 T B -

o AR B
Fit

47 Wi-Fi fie. 9
o AR R % AT

T OTA B #7+4%

1% R ARAZ A2 5 AT Wi-Fi BRI
1% B A2 B AT OTA BJ A4
ESP32-C2 18 Captive Portal T4t

i BRA AT FE4IE RS2 AT web server [BIRE, 155% Web IR 5-25 AT 44 J5H1ZTIEE
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to topic
I topic/esp32at x

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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4.6.1 {EMPYLASEFT Wi-Fi i)
By
i 4 web server, FALu PC ] AR ESP32-C2 B 45 1y Wi-Fi BER: 5 Bl S00] DAGE FH AL 55 rL i 1422

| ESP32-C2 ¥ £ 1y AP, il id W VEARF T ITRCI M 0T, H-F5 Wi-Fi L B A5 % 7;2%9’\ ESP32-C2 ¥ 7%, M5
ESP32-C2 S FF AR % @EEE SERZRIHE E B A .

Wikt

BB R AT DA AT =4

o He W 1% &k 3k ESP32-C2 i% %
o AER RN S A RN G

o il AofTN 45 R

FCI e 7 42 ESP32-C2 Beds 156G, N TikMC i #3442 ESP32-C2 ix4s, ESP32-C2 it AL E AL
AP+ STA B, FFBIHE—1 WEB R58F SN FE R, XHY AT 6y :

L JEBRZ BT ECRAE L, WERATERRIC R, ATREDR AR AR PR B 2 ATy e 15 AT 5:20 WEB fiik
S5 IR B .

¢ Command

’AT+RESTORE ‘

2. Bt E ESP32-C2 4% A Station + SoftAP £,
¢ Command

’AT+CWMODE:3 ‘

3. X SoftAP { ssid fil password (N5 E ERIA 445 ssid A pos_softap, TCEERSRT Wi-Fi) .,
¢ Command

’AT+CWSAP:"posfsoftap","",11,0,3 ‘

4. (EREZIEH.

¢ Command

’AT+CIPMUX=1

5. B web server, i1 80, HAMEEMIE: 25s (BRHAFA A 60s).

¢ Command

’ATH/\]EBSERVER:L 80,25 ‘

., [ _EiRey 4 E 8l web server Ji, FTHFECM % #9 Wi-Fi 320188, 1442 ESP32-C2 154511 AP:

L] YX'JZEE&JZEELI_HH A TEPCM A R B ESP32-C2 045 ), RIVR] A3k HTTP 95K, W B AR

HIgsA(E R (TR, WYEHREMA SR BN R A AP, B, R FHLIE S| ESP32-C2

] AP, NJW%E*)LT HWAEA ESP32-C2 B fpH AR, ) T{XJ %EEP%J/\ web server FRIARY IP Hihik

(ﬂu%ﬂiuﬁ ESP32-C2 %% 1) SoftAP 1P itk , BRIk 192.168.4.1, v PAE T AT+CIPAP? Ay 42 if)2Y4

HIHY SoftAP IP Mithb), FTITHCF A, Hi ASNIERAY I A0 ssid. paSSWOFd gl “TFHRECR” BIATIT
AHCR -

F P AT A s BC M T TR H SSID B AE S Y R BIAE, A ESP32-C2 BIHRFFF AT AP 5136, HEREH AR
AP Ff4i A password J5, sy “FFURECH” BT EShECM :
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WLAN @)

FIF WLAN %z

pos_softap
B (R L)

)

& 1: %4 ESP32-C2 AP

® 192.168.4.1 @

waiting config

H Bk

Pl 2: TITFRC K S im
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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HWAACETR RS 5 R SRR R

VW1 BRI, PO A M, A ARAREETTI BT, S EORT R A ESP32-C2 B IP Huht,
BT L

[FIE, FEER R an 15 B -

+WEBSERVERRSP : 1 /I REEEW

WIFI CONNECTED /] REIE & &8

WIFI GOT IP /) HEER G FREE 1P

+WEBSERVERRSP : 2 /) RERMAMK BB MR 4R, Lot T UEK weB &R

AR BCI RN, 1 TR SR -

® 192.168.4.1 @

ESP=AT

FAST_FWR310_02

AP S, 15 B

connect fail

IS, AEHR H R e R

+WEBSERVERRSP : 1 /] REE Pﬂ , P K%EEX IP # f &, MCU_

X & F?%Il‘]’ﬂif

LI RHERR
)

e 10 O TR S RO AR R . WG ESP32-C2 ML) Wi-Fi AP 25 IEWIITE, PAK
AP [F KL E, AT S AR AT 34205 H web server.
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4.6.2 EHPYEZSUETT OTA [lfETH4k
(iiF]y

WSS ERFTIF web server [ TG, I DARESRIE A OTA TR, 38 3k 90 0T FRE R FH 43 DX P g ] 24 w3
B P RYUES " BERIE A (225 SOR o T 247 PKI R T fFE Z AR5 5 o

T OTA B B W &
RHFERIHY SR
KA H R E) 1
FFILOTA 75 £

FIOF OTA FL¥E vt WA, SEMTTA A “OTA F4y” ¥, F1HF OTA BB G, W AR E 4H)
[l As . AT Core it 4 :

LW 1 (0N AR HE BSP32-C2 LBy AP, =i 1Jj1n) OTA i B UUiRi (15 % 5 ESP32-C2 BB IEIEAE
Al A>T ARy, A AT AT e 5

P12 W ERIRIY 4 RTERECAR” S E P AR W IR A S, P EES . /build.py
menuconfig —> Component config->AT->AT firmware version (% Ki#hiF ESP-AT L4%)

HHOZIAS , BESLEERAS 5 AP IR P 28 DAE T8 BN AR e [ A

PGy X A, miily “Partition” "N RIHESRIRIITA AT ATFE 70 X -

eI AE e, Rl ORI S, PR R AR AR -
ZJarily “BCETRR SR AR TR

BEWI 12 XF ota 43X, W BTLAPIERERY B TR A R a4 S AT W oin. ERRERIERRY
FK/NAE RIS partitions_at.csv FHE XA ota 4R AN, BRI HREMER, 5% L
R 4o TG o — A #0448 X H

B 20 XTFHEAX, WS E TR A . B A RSN bin, TERORECRR R
INREHT at_customize.csv CHFE LI KK/ B RIS IENE B, 3% 41T A

AU OTA Z5 ke, FPEARns, Fm T
[, FEHR H R R e R

+WEBSERVERRSP : 3 /) REFHER oTA B H %K
+WEBSERVERRSP : 4 /) RFE K R ota B 44

AR OTA PRI, Feis “THRRNL, R
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /] RERFHEK oA B HHE
+WEBSERVERRSP : 5 /] RERBERE oTA Eﬂ#%ﬁk%%'ﬂk F Pk E AT OTAL
~HERE, B LR PSEHFAT oA EH AR

B 12 T ota p X, FEIMATAT+RST H i ESP32-C2 DA I i 7«

BEW] 2: ESP32-C2 AL HIY ota BFNA . (ALK HENE I E 2 IKEFNE, FroAT i ir
Fe oy DR PE AR IR
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE

ota

ble_data

server_cert

server_key

server ca

client_cert

client key

BiH
72 BRI A AT AT A 3 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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4.6.3 PENRE/DRYFREST Wi-Fi fic
iF]x
Tl /IR e FE 190 e e el s /MR Py 4 ESP32-C2 B 5 B AP, F il flofi /MR P 7 B H2 (1) AP

5 L H 25 ESP32-C2 4, ESP32-C2 #r it iX 2815 BB HBIXS WY/ AP, FF I8 ANRUE /M7 BC I 25
RIFUTTH

Wikt

BEABE R AT AT AT R AT DU 2

iz, B ESP32-C2 1% & %4k
BT LT

H 4% AP 4%
PATE A

ALY ESP32-C2 Bets B8 O 1 ik/IMRJF I8 HE ESP32-C2 5%, ESP32-C2 i il S L M AP + STA KL
X, A WEB R85 R MEFIER:, XV AT fr i :
L JEBRZ BB RAE L, WERATEERIC R, ATREDR AR AR PR B 2 AT e 1 AT 5:2 WEB fiie
Fan oA IR

¢ Command

’AT+RESTORE ‘

2. Ml ESP32-C2 %454 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3

3. 1% & SoftAP 7 ssid 11 password (kB BRI 2 ssid A pos_softap, password “Hj espressif ) .
e Command

’AT+CWSAP="pos?softap", "espressif",11,3,3 ‘

i S/ IR ERIA L ssid A pos_softap, password Ay espressif 1) SoftAP iRz, AR
FF ESP32-C2 A S 4 I FIA R B I ik E .

1. (EREZ .

¢ Command

’AT+CIPMUX21

2. 17 web server, 10 80, I RIERENTAE]: 40s (ERAHAK KA 60s).
e Command

’AT+WEBSERVER:1, 80,40 ‘

MR FTOFPHURAE, 0T i 4
EAPIR T SN S N WE R
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

HE.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 =

—
— e . B
B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S
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2. BB, AR R “HERFILRTT BN )G, A ALY G E 2978, i ESP32-C2
BRI H Bl R B A RO AR i

@A SSID

666888666

Message

S

AR FHAS

&l 20: JTURiEHE] AP

3. EBIW%%E/JV‘F J7 BT S8 DA B HR 1 i 1 B0 5t 5 B “Rr AR H AR AP AR ASHLEC R T
L —FE, Z% L3

5 WL BB
BEW) 1 W TR R RS CBE R IE R . 15T ESP32-C2 FEEL) Wi-Fi AP B IEHTF S, AKX
AP PUAHERLE, AT L5 A IEMA AT 62 213 H web server,

PEW] 20 FEP TR S T H: AP RIS R A LM B A Wi-Fi BRI E R BT IT, K ESP32-C2
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEWI 30 FCR R R ARG RAER Wi-Fi FCE 7. i Tl TALIERE ESP32-C2 ik AP, 1
A ESP32-C2 Bl ssid, password E.'ééi’ﬁﬁﬁti?ﬁ*ﬁ@%iﬁﬁ@ﬂﬁ

4.6.4 (A DR ST OTA WfETF2

Bl /BT S 50 L ESP32-C2 A BIPE L, 1§57 Lkl B ESP32-C2 i 4 5 O LIRS TR
528 ESP32-C2 B (WS CALER M SE SIS, AN TR, SRR, BT OTA
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W TH AR5 B I BE 4 AT OTA [ PFTHRRML, WS 1 A ) W 35 24T OTA Bl # I+ 28

4.6.5 ESP32-C2 i l}] Captive Portal JJjHg
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

J&i ] Captive Portal BHAESS , 5% | iRBL M 1% &% 35 ESP32-C2 3% & (R HAR AL BR 52 i ESP32-C2 Rl iyl
B, RJG I ESP32-C2 4511 AP:

WLAN @

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

n k&, station L ATIEHATIT Captive Portal JyFERY ESP32-C2 451y AP J5, #/R “f$8srANIE", )5
S5 BTN SR, FEBEREE) AT web 0 FLIiT. 4R AEE SUBKEE, TR station A MR, At “IA

HE” g b BRI RY “pos_softap” # S ZFR, F-ahifilik Captive Portal H #l$] X Wi #, #)\@J AT web
FEE AT
W B HERR

BEW 1 JEAEAUT (station ¥4, AP %45 ) #B3Z¥F Captive Portal DJREA REARUEZ IR IEH A, Bk, %
u% 4% ESP32-C2 %451 AP FEHE/T CEEFANIET, FHEG EsziF/\@J AT web [ T 5L, FIAE
12 station %45 AN IFZINRE, I, ES % Fadak R R 2R B M AS 8 1 ER S E T 33T T AT web
FES TR

4.7 HTTP AT 541
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AT BRI ESP32-C2 i BIZATHTTP AT 4 4 5 v QI HEA R Bl o

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.7.1 HTTP % pii HEAD 52K J5 1

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.7.2 HTTP % jui GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
(FIgk%:)
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(£ L£50)

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

473 HTTP %) POST Wik itk (GEMT POST Aitkei)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.7.4 HTTP % ;355 POST iRk itk (et k)
WG POST Wi mAI M K £, E4id TH & AT 8590 K B 256, ) g 3 & n] DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.7.5 HTTP %y PUT iR Jiik GEM T ICBdkifse)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.7.6 HTTP % PUT §5RJjik (Mt i)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(N oiakzn)
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(£ L£50)

by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.7.7 HTTP % jii DELETE 2K J5 1:

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT: 282, {
" args ". { } ,
"data": n "’
"files": {},
"form": {},
(N oLaksn)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.8 Sleep AT 753451

AT N ZHF 25 BBV AT/ ESP32-C2 25157 fi BRI AT fip I B BRI

YN
o f& Wi-Fi 2 X F % & A Modem-sleep 72 X,

o & Wi-Fi # X Fi& & A Light-sleep 12X,
o X # A Deep-sleep 12 X,

4.8.1 fifr

ESP32-C2 Z RSt i A PECAR, W DAEA [ R f A [ U4, 2407, ESP-AT SCHFLAT Y
FHOFER (2 RIRIEA G S5 BRI ) -

1. Active Bigh: WAL T TARRES . AR, ZH R E S

2. Modem-sleep #izl: CPU W[iafy, HFBhl#ilcE . Wi-Fi BA7. W 3 FUEH A .

3. Light-sleep #ix: CPU {5217, RTCJ’?—@%%%%MWM&ULP VML PR AT . AT A e i =
(MAC. FE#L. RTC @ZHf#§s /N W) # Ml b

4. Deep-sleep fHz: CPU AR, N RTC f7fifigs fl RTC AMEALT TAERRES.

BOATE LT, ESP32-C2 AL RS LENEUEA Active B, 2 CPU ANFE—E TAERF, HIHANERFINR
BRI , ARG AT PAE AR FER

ESP32-C2 [JIh#E, S5 ESP32-C2 RIS BARKAME 13

i
o P B IATE Wi-Fi *ﬁiﬁﬂﬁﬁc B ESP32-C2 1% i A HEARAR .
o IR Wi-Fi B0, HfF station B Modem—sleep #izUHl Light-sleep iz,
o MT W AR T Light-sleep i, HHRIMNBAEAE 32 KHz Fifk. W1RAMNEBAAELE 32 KHz
iR, ESP-AT ¥ TAE{E Modem-sleep #={ .
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iy ik

G REI S A o B R T, B ARG A i AR S AL A T
WFERNS% TR, (R, BHPITRBARE T ESP32-C2 , SNHICHIFYEHE.)

Digit Multimeter

ESP8&84-DevKith-1

K 22: ESP32-C2 fifi {11245

4.8.2 1r Wi-Fi B F %8 A~ Modem-sleep i

1. P& Wi-Fi 3 station 55,
s

AT+CWMODE=1

i B <

OK

2. e

iy

AT+CWJAP="espressif","1234567890"

M .

WIFI CONNECTED
WIFI GOT IP

OK
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L
o 3% AR SSID FIE RS Al REER iRy & R AR . 1 FH 50 % th 4% 1 SSID FHS .
3. W EMARIEMSECH Modem-sleep 55 .

’AT+SLEEP:1

i .«

’OK

ik
 RF R4 AP i) DTIM ZI M (# hi#s— %% E DTIM A 1),

4.8.3 1r Wi-Fi A, F % ¥4 Light-sleep iz

1. %8 Wi-Fi 3} station fEx,
e

’AT+CWMODE=1

M -

’OK

2. mEREH Ay, WEMITERE N 3.

’AT+CWJAP="espressif","1234567890",,,,3

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

B
- {154 AL SSID MBS SEHL ik &I R I W10 5005 1) SSID RIS
3. BN Y Light-sleep i

’AT+SLEEP=2

M B <

’OK

i
« CPU ¥& HBhKIE, RF MISHRIEAT+CWIAP 1 E A W T 8] B 2 391 55 1A

4.8.4 V¥ M Deep-sleep ki

L EARIRALLCA Deep-sleep #13X. %'&: deep-sleep Hif[H] 4 3600000 ms.
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’ AT+GSLP=3600000

N . :

’OK

LK
o BOEMBIENG, Bef B SmeRE, VAT R MERRMLREAE , SR gy AR -
* XfF Deep-sleep HiX, ME— XMLy 142 5 I L -

Espressif Systems 267 Release v2.3.0.0-esp32¢3-607-ge4aa658f5f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 4. AT #y2 R

Espressif Systems 268 Release v2.3.0.0-esp32¢3-607-ge4aa658f5f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 5

Il g ERIDE 2 3 O AT TR

51 AHugvk ESP-AT T#%

ARSI 21 T A A s 4% ESP-AT TA%, FFH52E B [ (- be s 3] ESP32-C2 e o 2M43BIARY B 7
K AT B TOIRI R R ORI, SRR A LAT st v iy AL K 45, IR 25055 24 ESP-AT ik,

WSRA S5 ESP-AT TAEA NAE, s 2B s U ERe /b, e i bo T & GitHub R 70 _E %%
ESP-AT 1 4%,

511 PEANBER

TR S RN IR, SE ESP-AT TAREM il . FAEEZeas . BlE . iAok, HERE I Sk £
Linux &5 % .

% —% 1 ESP-IDF Brig AT
% =% FRIESP-AT
ER A S £
Foad: EHERE

o BLHE I42
Foxd miF LAz
HXW REIRE
build.py Bt ik

i
p
S

51.2 45— ESP-IDF $RiEAl]

TE4i1% ESP-AT TR i, 555> (i i} ESP-IDF, [} ESP-AT 23T ESP-IDF JF 4 1) .

T MR ESP-IDF v5.0 B A 1] S0RY 99853, 5EM hello_world TARMIECE . SiikDAN T o & 5
ESP32-C2 JF AR AF A PR

ik WAL, (HUREGRP)E, SRS St IR, PARAZE ESP-IDF J-#f (R I 7
FIA T 5K

SE_E—21 ESP-IDF YU A1), 0] AJTAG TR ESP-AT TR S
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5.1.3 &5 2b: 3RHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
T ESP32-C2 ZAIHRAH , HEFEDAEHE RALRiz4T ESP-IDF 5.0 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
HIBIABRAE N Suserprofiles\esp. A DAKF ESP-AT 2R AL E AR T, (HIFHEEAE MM iy
AT B . R, BSP-AT ASCRFl A 2 I AR .

514 2 AL

BATUH TR install R, M2 % TR K B 32 R KM Python £, ESP-IDF 63 J% DA K
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

URR A — LR BT, 170 ESP32-C2 B bdf LA T e Bk il .

e YE¥ Platform name, 40 ESP32-C2 £7%)ik 514 PLATFORM_ESP32C2, Platform name
Hi factory_param_data.csv & X .

o % Module name, 11 ESP8684-MINI-1 4MB f5i4H %4 ESP32C2-4MB, Module name [ fac-
tory_param_data.csv & X,

* JHHEEE silence mode, Jo JHIPRAMNER—L8 HAEFF B FEFR RN — MG 00 TG4 .

* {5 build/module_info.json XMAFTE, LR =AECERTEASHI. FHit, WREHE
BB EALAAE R, WM IZ S

5.5 DUk Rk

fii JH USB 414511 ESP32-C2 #1443 PC I, PURNEREMFs it HAE, W5 1E W tEds. W2, W
REHE IRt AR AR 3% AT ey AR AT WL, WIRTREEN, “AT MR E8%. T HEBRERIA
i VG Bl % 4o TR B AT 58 0 5 i
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5.1.6 S5hib: ACE TR

2f7UiH T.H menuconfig A HE .
 Linux B{ macOS

’./build.py menuconfig ‘

* Windows

’python build.py menuconfig ‘

R PA_EFTAT A BRERIERR , DU 2 L T T Y SR B -

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
security features --->
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

1 TR -
MR IO KIEIL T80, AVICSAT G, RS TSI ARSI, A4t
i HRBRA B TR
507 AL Givk TR

BITPA N A2 gmit LAE .
e Linux B{ macOS

’./build.py build

¢ Windows

’python build.py build

WEAREH TR IR, BERS SRKRIE. AR E AL ota 7} KK/
¥ RTE build/ factory BAR N AEMIT QIR EIF. EZEEHS LESP-AT B 25

518 S5bib: RekSles

IBATPAT a2 Re A2 U [ R4 5k 51 ESP32-C2 55 b
* Linux B{ macOS

’./build.py -p (PORT) flash

¢ Windows
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python build.py -p (PORT) flash

HEETE H ESP32-C2 W& R H AR e (PORT) » BUE % IAH/RE B E (b3 flash . 398 T5 %
HEREF (PORT)

% ESP-AT bin ANgE/E 3, F HFT B “ota data partition invalid” , %1547 python build.py
erase_flash REMRIEEA flash, IRIFHHTHE AT [,

5.1.9 build.py ¥ Mk

build.py BAZET idf.py HHEW T H (B idf.py <cmd> IEEWME A TE build.py <cmd> H) |
AT LETTA R e BB 2 k.
e Linux B{ macOS

’ ./build.py —--help

¢ Windows

’ python build.py —-help

52 Mgk ESP-AT T.#

SRR T Tﬁﬂﬁiﬁﬁ@ﬁéﬁi% ESP-AT TAHE. MERIAME 7 & A4 a9 B JovE 7oK, anfsss
BLFF 5 WebSocket 7y 7% - K PAImDNS 53 7t AP AR5 Bidii ESP-AT TA2 . IH W AR A IS B0 %5
ESP-AT T 4%, {HANSREAME @I H A WXE, WIS ARSCRY, @it 415 ESP-AT T%.

TR PIGUGRRNG AT BSIPE, G SRR A CIty™ i EL AT RS S e -
WPRATLE PRSI R B 8RRz, T a2 n] e A .

521 TEANBER

TR N TGP BR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K ik .

%— BRI GitHub K5
% =% Fork ESP-AT T3
% =% R GitHub Actions 7 5%

Fv9d: B E 4hiF ESP-AT TAEFfE 69 % éﬂ
AW ARA github.dev % % 3545 B Ao 1 XA
%<1 GitHub Actions %35 AT B

522 45— BN GitHub IS

FEIFURZ W, 550 Bor Y GitHub K5, [RS8 (75 28 SRR

523 45 % Fork ESP-AT T.f¢

Vil ESP-AT @0, midi i A B Fork,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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i create fork EHIGER A CH GitHub k2T . BRIAM Fork {3 Il master 4} 37, QNS AREEHIEL
FHEEW D BN, WHEGE 2% Copy the master branch only.

¢z Edit Pins « @ atc 0 % Fork 334 W Stared 596 -

107 i1 Pullreq ) C Actions [ Proj

Create a new fork

Owner Repository name

° ustcew~ /[

By default, forks are named the same as their ; ca mize the name to distir
further.

Description (opt

AT application for ES 5P- C3 ESP-IDF &

Copy the ster branch only

Create fork

¥ 3: 41 78 Fork

524 =2 JF5 GitHub Actions Jjfig

MO FE R Actions 3 A GitHub Actions T [ »

Hidi I understand my workflows, go ahead and enable them j5/f] GitHub Actions.

V)Y

J& ] GitHub Actions 52 Ji% .

5.2.5 SPUsb: EEE4nE ESP-AT TR HEN Y]

ﬁn;ﬁﬁ?ﬁ Espressif OTA server {4 7 F1 OTA token, I HFF%Mli JAT+CIUPDATE 4 F14% AT &4, TR
éﬁ%mﬁlﬂﬁbﬂ% &, LDL..»mﬂﬂ CONFIG AT OTA_SUPPORT (FH XWZIEEE, HSH% A
AR github.dev % 5% A5 P Ao KAL) B E Bkt AR B

J ﬂiﬁ‘ﬁ??ﬁ’] Settings ¥EABE .
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

% ustccw/esp-at P

forked from espressiflesp-at

<> Code [ Pullrequests

ACti ons New workflow
I All workflows

Build ESP-AT Project
Reusable esp32-at workflow...
Reusable esp32c2-at workfl...

Reusable esp32c3-at workfl...

Management

E; Caches

% ustccw /

forked from espressifiesp-at

<> Code [ Pullrequests

¥ master ~

H A AT TAE

<z Pin G>Watch 0 ~ vy Star 0

() Actions [ Projects [ wiki (© Security |~ Insights @ Settings

All workflows

0 workflow runs

)0

There are no workflow runs yet.

A 6: J3 i GitHub Actions 52 i,

<z Pin & Watch 0 - ¥ Star 0

() Actions [ Projects [0 Wiki 7 Security |~ Insights | Settings

Go to file Add file ~ <> Code~  About ]

AT application for ESP32 ESP-IDF

This branch is up to date with espressiflesp-atmaster. il Contribute _» Sync fork & ESP32C3 ESP-IDF & ESP8266

@ xcguang Merge branch ‘bugfix/relink_cause_to_crash’ int

B .oithub/workflows
components
docs
examples
main
module_config

tools

Espressif Systems

ESP8266_RTOS_SDK
m

s
w
O

L1

Releases

> 24 tags

B 7: pii Settings
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Hiidi Settings -> Secrets and variables ->Actions #EA Action it & T .

cions [ Projects 0O wiki 5 Settings

, General General

Repository name
esp-at Rename
Template repository
Require contributors to sign off on web-based commits

De

Nebhooks

Social Preview

Environments

& 8: 3 A Actions [it & L

Eiii New repository secret 3 AZEEHA] 72 T .

i A Name FI Secrets, i Add secret fE—NHIEEH. HALRZELHENZ OTA token.
T B T BRI A AR AN

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

WRTFEHE Z AR S AT B9, WHEE DR, RN FERES, A %9008 58 s
TUE R .
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B Proj Settings

MNew repository secret

ets are encrypted and
1S plain t

Environment secrets

Environm
C

Repository secrets

Dey
| Secrets and variables

Actions

el 9: A B T
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> Code [ Pull requests Acions [ Pr O wiki ) sights | Settings

Actions =ts / New secret

Name *

AT_OTA_TOKEN_WR

Add secret

10: @ %5

Repository secrets

8 AT_OTA_TOKEN_ESP
AT_OTA_TOKEN_E
AT_OTA_TOKEN_ESP32_P

88 GitHub apps AT_OTA_TOKEN_ESP32_SOLO_1

B9 Email notifi

AT_OTA_TOKEN_WROOM32

AT_OTA_TOKEN_WRO

2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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526 H5hzb: (A github.dev Zhife 35 fERONIRE 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $T9F github.dev 44 23

IR GET 0, PR B MU 0 SE AR

(> Code % Pullrequests (® Actions [ Projects 0 wiki (J Security |~ Insights

| ¥ master - Go to file Add file ~ <> Code ~

Switch branchesltags % Ald ication for ESP32 ESP-IDF
master. 1 Contribute 2 syne fo & 32C3 ESP-IDF & ESP8266
[ | SP8266_RTOS_SDK

Branches g se_to_crash’ int

' master

Releases

> 24 tags

Packages

el 12: Ry 52

AL AL ., BT github.dev iR 2R TIT 70 SO AU

5.2 G or ¢

FEHEAA G, BRI 7 SR FR, FE R RR L, B BRI ) 23 S B A B 70 S A R

WG AR H 2 X

B+ switch to Branch, A,
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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sp-at/tree/master

product/v1.0.0

ESP-AT [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L

Espressif Systems 282 Release v2.3.0.0-esp32¢3-607-ge4aa658f5f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 5. a4 AT & H T AT T4%

Iy SR ESE N -

C { & github.dev/ustccw/esp-at/tree/product/v1.0.0

ESP-AT [GITHUE]
K5 .github
B components

E

M examples

M main

B module_config

# tools

.gitlab-ci.yml
readthedocs.yml
build.py
] CMakeLists.txt
R LICENSE
README.md

requirements.txt

[yhe) OUTLINE
Loa
Lt

TIMELINE

+¢ GitHub

Bl 16: 73 S BIE 5E

5.3 B WA

1& github.dev J%E28 PIE TS . BIANFF B WebSocket it 31 5% HimDNS hft, WIFRSEFT AR ZH AY it BT
{4 esp-at/module_config/<your_module_name>/sdkconfig.defaults M4, ¥INAITF4T:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

eGSR, Ry R EIE . A C SO S + BB

BSOS, AP E . Kl Commit & Push i3,

5.2.7 45,53 GitHub Actions 5% AT |1k

LR EN 2 )G, 2 B3k GitHub Actions 4t ESP-AT [, 152 4o T A GitHub T 3% #7
WGafRa A AT B PR SCRY, FEEITREMN AT B (HE: SORRW AP HRASE T H CIKS T esp-at
B EFATHY, TAZE https:/github.com/espressif/esp-at {32 )

Espressif Systems 283 Release v2.3.0.0-esp32¢3-607-ge4aa658f5f
Submit Document Feedback


https://github.com/espressif/esp-at
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 5. WA 4 F1HF & H ) AT TR

C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M x

SOURCE CONTROL madule config

#: AT
CONFIG AT ENABLE=y

Commit & Push |~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=Y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS _COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4071a65dd28b72656ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN NUM=5

CONFIG ESP AT FW VERSION="2.5.@"

Changes 1
[0 sdkconfig.defaults module... T3 9 + M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P& 17: B WebSocket 14371, 25 mDNS ZihE (fdimek)

C Y & githubdev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL module_config

# AT
CONFIG AT ENABLE=y

Commit & Push [~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a85dd28b72056ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c287f725de50d40871a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN_NUM=5

CONFIG ESP AT Fw VERSION="2.5.8"

Changes 1
[ sdkconfig.defaults module... T3 2|+ M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

Bl 18: EFEE (Raiiek)

C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

Y

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL medule config

20230321: Added websocket commands # AT

support and disabled mdns commands CONFIG AT ENABLE=y
CONFIG AT BASE ON UART=y

Commit & Push CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

. ) CONFIG AT WS COMMAND SUPPORT=y

hlfecanlia deraulisludl oo lia/ ot CONFIG AT MDNS COMMAND SUPPORT=n

Changes CONFIG_AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"
CONFIG_AT OTA SERVER PORT=80
CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a05dd28b72056ca7"
CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"
CONFIG AT SOCKET MAX CONN NUM=5
CONFIG ESP AT FW VERSION="2.5.0"

Staged Changes

# -Wear-Levelling
CONFIG_WL_SECTOR SIZE 512=y

B 19: 3l (maimeR)
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5.3 il e AT S 155D

RSO T AT B ESP32-C2 F B AT port 1. BRIAEUL T, ESP-AT {f A4 UART i
PR AT B AT ARG OUFFRAMHEE), B AT &% AT A Aaloni. (DT
BRI,

B ESP32-C2 W45 19 AT SIS, 7%

o % [% ESP-AT T4%,

* Y& menuconfig fii! & T. E.BY factory_param_data.csv ZE#& F& 0T 4 .
s MmiF LA,

o W#raY bin IR F LS

AR E R H B SGE I, b B TR E SRR E

ik (A ERE DN AT ar 98 06 2% (1] AT SPL3% 1, AT through SPT Al {1} AT EH 741 o

53.1 ESP32-C2 %%

ESP32-C2 AT [E{4:14 H 75 i 1 A6y &0 14 BT DA 2 SOV B, 200 (ESP32-C2 i RS % T
WY AF A

fE ek H o 11 A5

BOATEOLT , AREEHefitny ESP32-C2 AT [H {0 1§ LA UARTO & i i H &

* TX: GPIO20
*« RX: GPIO19

E4 1% ESP-AT TR, WI ] menuconfig it ¥ T HAF HEBOH e 4 1 -

e ./build.py menuconfig —> Component config—> Common ESP-related —> UART for
console output

e . /build.py menuconfig —> Component config —> Common ESP-related —> UART TX
on GPIO#

e ./build.py menuconfig —> Component config —> Common ESP-related —> UART RX
on GPIO#

sl i 4 S 10 55

BOATEOLR, UARTL 1Tk AT S FIHE0C AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DAUE.#EAE factory_param_data.csv 2 FPG I i 1145 1 -

o FTITAASHIY factory_param_data.csv,

o BB FTERIAT

o IR EIRE vart_port (WIERAHE AT HE DRI HE AT dr4 10, WFEZE ST, R
E R uart_tx_pin flluart_rx_pin fl AT HEDRER—FE).

o MPEFEINHE vart_tx_pin fluart_rx_pin (EFZEIERFEERER, KL EThRad
H, B3E AT HE DS .

o BT EMHTERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRNG .
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54 @A AT 4

ARG /28 T QA ESP-AT TAREHIRIN P SCHY AT fip4, DA AT+TEST A A Bl jerm a0 3R
s BT o

HE LA . DIRE R @4 2/ 0HE LN IR
o T L AT 44
o GEM AT 44
XN G A 2 B AT O B O«
¢« ZiX—TFE
HAr P IRE T XTI 2% a4, ATARE () TR 2k ik 4.
o T LIAEH B
o RIS AR
o fukar SRR
o ARG L ey PAT
o M AT 65435 7 3R BU N 0% 2 9%

AT Ay 2RI IR AT, DA FESCPE MTECEE, EWR M B E X AT ar i Eal

541 EX AT w4

TEE SCAT 21, e AT ar @ RYZFRAIZEAL.
iy A i L

o ORI + BT
o SHFERE (2, az). BT (0~9) BITE ST (L 5 L /L 1L D), BEWIIAT 65

No

B4 AT i iRZ W DAAPUFZER: Iikar S, il WEmSMITmS, EZHEESWAT &4

WG, EXTHRBEA L. B AT+TEST ORI R PURIREY, R E SRR 7R B A o

=45 A -
Wit 4 -

=
ad

uint8_t at_test_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

i S
uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

QS
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(& b))
return ESP_AT_RESULT_CODE_OK;
i
B4
uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
;
if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._

—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

W

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT RESULT_CODE_OK;

e, WHesp_at_cmd_struct HE X AT AR SCHR2RAEL RGBS E LT 4/ FRA
+TEST  (HETY °CAT) HZFPra RSB 64

static esp_at_cmd_struct at_custom_cmnd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

WRANE SCRAIA, FFHARE ) NULL,
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542 AT 54

JHH APl esp_at_custom_cmd_array_regist () FEM AT 652, AR EHN AT+TEST WA FIL
.

esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) / sizeof (at_
—custom_cmd[0]));

F51F: BIUE esp_at_custom_cmd_array_regist JIA app_main () Y at_custom_init ().

543 2P

MBARE LW T LRI EE, 1915 ESP-AT TREHEEREM:, Zard I fEE &S LIRS EiT.
idistr— !

N /2 AT+TEST a5

WA 4 :

AT+TEST="

M

AT+TEST="?
this cmd is test cmd: +TEST

OK

iy A

AT+TEST?

W i <

AT+TEST?
this cmd is query cmd: +TEST

OK
B arA:

AT+TEST=1, "espressif"

Wi i <

AT+TEST=1, "espressif"

this cmd is setup cmd and cmd num is: 2
first parameter is: 1

second parameter is: espressif
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AT+TEST
this cmd is execute cmd: +TEST

OK

54.4 5 SGRMIEE

ESP-AT B4 HFesp_at_result_code_string index F X T—Lik[EE B, WLk EHEEIES AT
H A

W T return BERGRPIE A, AT APl esp_at_response_result () FKRE AL HATE R 7]
FEHS A [E]BHdi j§ APLI flESP_AT RESULT CODE_SEND_OK MESP_AT RESULT CODE_SEND_FATL,

B, 2446 fH AT+TEST BIHATAr S M kS #eak MCU &£ 503Em, Fesp_at_response_result ()
FeaR m] Kk, M return BEORIR B dar S HATEE R, ORGSR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

J/ A B MCU K EEN A E X

send_data_to_server();

// & SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

ABAT A2 S AR W] R .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

54.5 RINGESE

ESP-AT $2{lt LA R P> AP R S-S 4.

* esp_at_get_para_as_digit () Efﬁﬂ@[??ﬁﬁ(o
e esp_at_get_para_as_str () WIRBFFESE.

AN WAAT 6 4.

546 AMAAEBE

AU EHLE Ay & SHC TS 4L

o B K G ALK P IR Ak
o Bk % s —15 Ak
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A E AL h i S8

R EALRF AT+TEST fir 2 <param_2> fll <param_3> S E A FESE, H <param_2> K%
TS, <param 3> HFFFERESEL

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

PR IT

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT PARA_PARSE_RESULT OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/) TR
/O FREERXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

;»2) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
t
} else {
/R
V- B §
/) REEENXBRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/) FERXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
(R oaksn)
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esp_at_port_write_data (buffer,
t
} else {
/7 R
VAR5 TR0
// FOH R XA
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

return ESP_AT_RESULT_CODE_OK;

esp_at_get_para_as_str (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"fourth parameter is:
strlen((char *)buffer));

strlen((char *)buffer));

"third parameter is omitted\r\n");
strlen((char *)buffer));

&para_str_4);

%s\r\n", para_str_4);

ik WA TARSEON ", WES AR

A i —hr S8

{B AT+TEST fir &1 <param_3> ZHCHFAFHSE, H RS,

AR ERCE N TS

AT+TEST=<param_1>, <param_2>[, <param_3>]

WG AT PR AR A B A5 1O
¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

FHAES AT

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result

snprintf ( (char *)buffer, 64,

—para_num) ;
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

"this cmd is setup cmd and cmd num is:

esp_at_get_para_as_digit (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"first parameter is:
strlen ((char *)buffer));

= ESP_AT_PARA_PARSE_RESULT_OK;

su\r\n", _

strlen((char *)buffer));

&para_int_1);

%d\r\n", para_int_1);

(T oUgkEE)
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(£ L£50)

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7T PR
/) FEEXENE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
} else {

/7 Bl R

/B EZANFEK

/) FEEXEAME

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WixSHBA B -

54.7 PIEmAIIAT

A G IR AT, SR D PATER, ARG RGHE T X SR T RE S & WA [F] 8 .
— R, XA T S HEAES AR TR .

R semaphore R[FA2 .

AP .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
Q)
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snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 TR

// Kb A WA Al B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

// rﬂsiw A AT

/OEE G ANRATHER

// BB ES% T FH xSemaphoreGive ¥ # 3 semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

5.4.8 I\ AT iy A v DV U A B

ESP-AT SCFpM AT fiv 4 v 5 R ARG, AR FELATT P4~ APL

* esp_at_port_enter_specific () WHEBIHREL, AT imlBI0CE 5 AMEHE G, R %R
s

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EITHEEL.

AREORAR ) T3 95 SRR R A B R A e e i Ay B AN

TR K 4 A B b
BB LM <param_1> $82 THIEKAE, WTHHIR.

AT+TEST=<param_1>

PAT /R BB A AT AN AT fir g ARBUK BN <param 1> FyH AL .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) |

return ESP_AT RESULT_CODE_ERROR;
I3

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");

QS
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esp_at_port_write_data (buffer, strlen((char *)buffer));

}

/7 Bl R

// Kb A AL Al B semaphores

if (l!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BB NBAER T >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREK, EEKIARAKERSRE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

aE: 1S WK &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len -_
—received_len) ;

if (specified_len == received_len) {
esp_at_port_exit_specific();

/S RBRAMNEENKE

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/)T B
/SRR ABERE >0, WERHAEEKEATE N EREEKE
VAN RS- &
/7 B A ROR T BRAT B R R
esp_at_port_recv_data_notify(remain_len, portMAX_ DELAY);

N

3

3
/7 R
VR A&
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);
break;
3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

L, GRS E AT+TEST=5, M AMEdE N 1234567890, HF4 ESP-AT iRMILEHATT IR

AT+TEST=5

>67890

received data is: 12345
OK
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AR K B A B
XA OLRMRL Wi-Fi S 42X, NEELIRRKIE.

AT+TEST

1B ESP-AT 53t SIUPTIFE FTAE R, RETAIT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/B R

// Kb A WAL Rl # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

//RERAKERTE ">

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// HEEEEEK, EEKIARAKESEE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AE:3'E DNk &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN);

/7 AR SR E R

/7 B A RFERE e FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

=

/7 7 Bl R

/SRR ABERE >0, WHEHRRAMAREFELH

/7 OB E AT A BE R & B

/7 WA R RAT W s KR

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}
(R oTakZE)
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break;
} else if (received_len > 0) {
/)T Bl R
/7 B R AT AL BE B B B Ay AR
/7 A RO R AT B W g B B
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
;
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

I, SRS — AN AR Z 1234567890, 55 AN ABdE 2 +++, A ESP-AT REIZERAUTF R

AT+TEST

>

received data is: 1234567890
OK

5.5 ity ESP-AT £ PEfE

BANTE DR, ESP-AT Ml ML [fH ] UART #7385, Wb s Edf A s HEOA R E, BIA
Zxifad 115200 bps. JH 40 ESP-AT SRR At &, T TAR S, HAH A SR E . AR SCPA
ESP32-C2 Wi, Fraitnfafites ESP-AT it 6E .

Frik: ASCET ESP-AT AT & 42X 1, fillidd4 s TCP/UDP/SSL A it PERERY— LTk -

I DR RV 7i75 2 S NN Sy L R = R AL W i
o [fF] ik B E

o [EH]RAKIBA, HA MR E
5.5.1  [ihjHA] P e v

L BB &S, LWIP. Wi-Fi iGH T el S8

R T ACHS BE#E UL I3B Il & module_config/module_esp32c2_default/sdkconfig.defaults {45 )5 ,
HE ESP32-C2 RGN AT B Ot B SC{4-e 1 sdkeonfig.defaults SC{4:.

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ_120=y
CONFIG_ESP_DEFAULT CPU_FREQ MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

(N oiaRss)
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# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi

CONFIG_ESP32 WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_ WIFI_DYNAMIC_ RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_BUFFER_NUM=64
CONFIG _ESP32 WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 7% UART ZE 1% o/
WA B #E D1 854k at_vart_task.c SO uart_driver_install() 47 o

uvuart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MBRERIANACEL . Bk fh . ekiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. iEfeniipe ey UART Pefpfs
AL AT iy A aE -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

. & &

S PR T B 7 YA — R R AR A, (AT AT REN BEIRE A I . 53 SN LEBCE T REA
%ﬁ%%mﬁ,ME%%ﬂ%é@%Wﬁ%ﬁﬁmﬁ%oﬁ%,ﬁ?&ﬂ%%ﬁ?ﬁﬁ%%ﬁ%,ﬁﬁ
FERTPEHIC

5.5.2  [Herd] BABEIRHE . PR PEHACE

5o ESP-AT F ik ) Bl R AR AR ] -
WE Tk TR
o ESP-AT %% (TX) BB K S1 > S2 -> S3 -> S4 -> S5 > S6 -> S7 -> S8
o ESP-AT #: (RX) [ RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

A AR R AT, BARR A, T R A B S R AR T R AT LA, TN B
B AR B B BT R Z BTN IC ., AR A R B IRIR B . AESEBR T A, (R
H B Herp— A Bn AR B RT P R AR T 18- B4 0 R Py R

Frik: TR ECEIY AR A SE R N RIRAY . PRI AL AT+SYSRAM fiy 4 KAL) ] I AT
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium R5| 1S5
Rl Y
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Ethernet R6 “
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

L. GO 7¥H:fLfL
GO ARG AMLALAY Ry, IS H I EAT

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ_120=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

2. S1. R1 -4k

HWHEILN, S1MIRI JZ ESP-AT Frit kA it . FEABOAE LT, ESP-AT Ml ML [0
J UART BT A%, Bl 115200, 1) UART R £ L, 35 BRIy S Mbps. [Ht, J
M FATALT S Mbps, W] DARE I ERIARY UART V0 RIEALZ (B AE o, [l eT PAEA T
L.

2.1 $255 UART ZZf X Ko/
YR ACRD B D1 at_uart_task.c SCAET uart_driver_install() 17 o
o }27% UART TX 50t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

$42 UART RX %t

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

$225 UART TX #l RX 750

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART e
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RS AT iy FPAI AR :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

/] B

ik PO EHLE UART ol LSRRI 2 iy, I HAHURI ESP-AT Z [ UART #2403
A REHIAE .

ks AU PRI T SRBAE T 5 Mbps, [V IEHE] SPLL SDIO. Socket 5773t JLIATH
5%

e SPI: SPIAT 35

« Socket: Socket AT }5F5

3.S2. R2. R3. S3&Hfifk

HEEMT, S2. R2, R3., S3 A& ESP-AT S RAS . K2~ AT core ¥ UART S5 X
FEAE (&5 2 2 g, A BANFERT B 25, TeRRiie.

4.84. R4. S5. R5. S6. R6 &HH-fi4t

ESP-AT I £HL2 88 il UART /7315, S4. R4. S5. R5. S6. R6 JLF 4k, ESP-AT Al
FALZ B AL N BT Tl E RS, S4. R4, S5, R5. S6. R6 ZWMEMH—PHE.

S4. R4, S5, R5. S6. RO ZMlFMLAILHIE . MAZE . FIEHREERZ 2 W Bdum. 1
Ak ESP-IDF ot WAL WicFi P SORS, TR, JEFT A PRCHE . S Seng LT b
JE . /build.py menuconfig HfTHECE

o {4k S4 -> S5 -> S6: KLy A
o fiAk R6 ->R5 -> R4 BRI 7 ) it

5. S6. Ro f¥i-{ift

S6 il R6 2 i {7 i A K BB )22, ESP32-C2 mJ DAGE I Wi-Fil B0 DA I 454 744 77 oo
Wi-Fi [ 7 AN R TT R Z S0, ATREETFE 7 Rl

* 42 RF RS%
BRI K S D 258 A R Ak = AR ST, P v] DAE A AT+ RFPOWER fir %5 1) Rl X
H RF ZHUI%,

o BEE 802.11 b/g/n HpiY
RN Wi-Fi #5X BI 4 802.11 b/g/n P, JH P A] 38 33 AT+ CWSTAPROTO 1y 425 ) FI 1 &
802.11 b/g/n . FE 2RI, PHIEI AP b Wi-Fi B E > 802.11 b/g/ #plL,
I FE LSk HT20/HT40 (20/40 MHz) 5%,

6.S7. R7. S8. RS &H-1i4t

HWHEULT, S7. R7. S8. R8 Mg ESP-AT FFREACALHIFE . NI FISLFRIM 8T 98 . 4%
BRI RS AR K

5.6 4nfal S8 mfg_nvs 51X
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5.6.1 mfg_nvs 43 X4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

S HcE (Wi-Fi iiE . UART FCE. BUARCE): 2% 8 A8 i 2
« PKIMCE (ZRIEBAEHANCE): iSHPKIRLEA 2.
* GATTS it (RIIFEHEAMRST) . WS H KA E T IR 5 R LIHA-23

MIEF BB SEE . PKI A& E GATTS B gy, 0 DA Bi4m ik ESP-AT TR, ARG
mfg_nvs.bin (8 il tarpy T A ABE:, B A BGET I . AR SO TS

5.6.2 )% mfg_nvs.bin

Bid B A8 o 58 WS, & #7 4 iF ESP-AT T 42, fE4m W B2 3 3808 i mfg_nvs.py SE4E W build/
customized_partitions/mfg_nvs.csv X/ (W& TIFERER ML SE,. 8. K8, fEE
=H), B esp-idf H¥ nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin 3 (NVS FERLEH) .

5.6.3 P#k mfg_nvs.bin

AR A M AR — #0720 2k mfg_nvs.bin SO

o NEEFIgIFE R ESP-AT [, FEHHELE ¥ RRIEE,
o {UF# mfg_nvs.bin, XFhvE B #H ESP32-C2 H1f) mfg_nvs 43X,
— Windows
i 2 Windows Flash N# T H.. &% zip X {}:JeH readme.pdf B{#F doc HEF
i, F# build/customized_partitions/mfg_nvs.bin {4:#] ESP32-C2,
0] DA F AT+SYSFLASH? 34251 mfg_nvs.bin [ T #HbhE
— Linux or macOS
i#5{#i ] esptool.py.
0] DATE ESP-AT #R H s A7 AR i 2 F 8 mfg_nvs.bin 307,

esptool.py —--chip auto —--port PORTNAME --baud 921600 —--before.
—~default_reset ——-after hard_reset write_flash -z —-flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

$ PORTNAME #4310 H 1144 7%, ADDRESS #:#k F % mfg_nvs.bin SC{: [ HuhE,
TP DA i AT+ SYSFLASH? iy 228 1) 2 -k .
o MCU % 3£AT+SYSFLASH 43 ESP32-C2 H1f{) mfg_nvs 43X .

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# E N\ mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE 4tk F 2 mfg_nvs.bin LR/, RIEIBLLLA AN [F 43 XK/, 0T PAIE
1T AT+SYSFLASH? 65425/ K K /N

57 sl 2%

RSO T WA SEET ESP-AT BOARY ) S8 . ) SHCE A28 Wi-Fi it . UART [t
PO
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« BT ABBRENL
o 2 %, mfg_nvs.bin XA

o T2k mfg_nvs.bin Xk

571 ) SBECEANH

M ETEAA R TS0 E 1Y IR SC 8 customized _partitions/raw_data/factory_param/factory_param_data.csv, %I
TR

Thge LEIALE X AT 8

Wi-Fi 9 Wi-Ei IR AT 2 h
iFi . max_tx_power (ESP32.C2 iy Wi-Fi | |1 At B WieFi SIHERY AT 62

R ESIR, HH1E 0 ESP32-
C2 R A W)

* country_code ([E ZAH5)

« start_channel G214 Wi-Fi {51H)

o channel_num (Wi-Fi [7) {58 08)

= ZE AT A
UART fii & « wart_port OB T %35 AT fir 4 Fil JIrfi 5 2 UART IREMY AT @i %

e AT 1321 UART i 1)
* uart_baudrate (UART i 43%)
* uvart_tx_pin (UART TX 5| #)
* uart_rx_pin (UART RX 5] i)
* uart_cts_pin (UART CTS 5] i)
* uart_rts_pin (UART RTS 5| i)

FELZH 24 B module_name AT+GMR

A H O SRIESCE T S8R, AELEM nfg_nvs. bin XM,

5.7.2 A:pk mfg_nvs.bin

THB % £k mfg_nvs.bin SCRE A ] ZHCER mEg_nvs . bin,

5.7.3 PF#k mfg_nvs.bin

WE% T #omfg_nvs.bin (A

5.8 s PKI FCE

A SAY AR T T 5 7 ESP-AT Lt Bl i PKT it . PKI B0 3E TLS %70 . TLS R 4548, MQTT
& P Al WPA2 Enterprise 2 i FIE HB 12547 .

* PKIBLE N4
o 4 px, mfg_nvs.bin 3

o T2k mfg_nvs.bin X
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5.8.1 PKIitENE

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

Inge e HX AT &<
TLS % ) S 0 B i « AT+CIPSTART
e client_ca_00.crt

client_cert_00.crt * AT+CIPSSLCCONF

client_key_00.key
B Pl
client_ca_0O1.crt
client_cert_O1.crt
client_key_01.key

%

e o o — o o

TLS k%% e server ca.crt AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % ity + matt,_cacrt AT+MQTTUSERCFG
* mgqtt_client.crt
* mgqtt_client.key

WPA?2 Enterprise % i AT+CWJEAP

e wpa2_ca.pem
* wpa2_client.crt
* wpa2_client.key

WRGE A SRRk PKIFCE, RJ54 M mEg_nvs.bin I,

5.8.2 )k mfg_nvs.bin 3Cfk
5% £ A mfg_nvs.bin SURY/E AT PKI BB ) mfg_nvs.bin.

5.8.3 Pk mfg_nvs.bin

TS T 3% mfe_nvs.bin LY.

5.9 il B UG SF IR 55

AN AT AT A ESP-AT $2 (LRI FE I o Mz 55 IR SCPFAE ESP32-C2 54 b H 7 SURIIFEIEF iR
%o

o KB T IR G IR A28
o thiFet A2 SR B T IR 5
— IS BRI T IR GRS

— A& px mfg_nvs.bin Xt
— T 2 mfg_nvs.bin Xt
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IRThFEM 2l 95 1 R GATT S5 1) 2 e, w3 2005 — A~ J@t358Y (attribute type) 2y 0x2800
()8 k55 (primary service). BEANRSS B2 H— P IRSS & SCRULAMFE AL . BN L2 Hh— A
ERFIAFL R . E2AHXAE BIESH CGETZ0HEY  HAY Generic Attribute Profile (GATT) —7 .,

5.9.1 {RIFEH MR 55 PSS 4

I 2 FE 08 5 ik 55 U5 SC 4 /2 ESP-AT T A% 6 & AR 2 6 W o8 ik 45 Br i 4l 19 SCF, ST 2 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFRFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
0 16 0x2800 | 0x01 | 2 2 A002
1 16 0x2803 | 0x01 | 1 1 2

2 16 0xC300 | 0x01 | 1 1 30

3 16 0x2901 | Ox11 |1 1 30

PAT 0 BRI o
* perm FEAMAMIR, T BSP-AT TR 5E SR TR

/* relate to BTA_GATT_PERM_xxx 1in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

*/

#define ESP_GATT PERM READ (1 << 0) /* bit 0 - 0x0001 */
. /* relate to BTA_GATT_PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
o /* relate to BTA_GATT_PERM_READ_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
. /* relate to BTA_GATT PERM READ ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM_WRITE (1 << 4) /* bit 4 - 0x0010 */
. /* relate to BTA_GATT _PERM_WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */
. /* relate to BTA_GATT PERM _WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_WRITE_ENC_MITM (1 << 6) /* bit 6 — 0x0040 */
s /* relate to BTA_GATT PERM _WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM_WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT_PERM_WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT _PERM_WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

o FEF—17/2 UUID 3 0xA002 FARSS E Lo
o BBTATRAIFER M. UUID 0x2803 F/RFFER I, UH (value) 2 5 BEALRR, AUBRK R 8 i,
B RE M RERRUR, 1 FR SRR, 0 R F .

fi PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© BEATE LT M BIRHIE . %ATHY UUID 2RFERY UUID, S{E 2R AR EUE
o SEVUATE ST RHMERITEIRAE (T3 ) o
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1% UUID Hy S A5 B 5% i TR AR IR

UNSRE AR ESP32-C2 B LI BOATRSCHE, AMEAL MM, H @S RIFEIE T i, I AL il
RS AR m, SRREIUTR AR,

Unknown Service
) 0000a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e:0

5.9.2 Gk A SRIFEE F IR 55
THARGE DA T 2K A SUIRD R IR 55 -

o IEBURAHIE T RG]
o & R mfg_nvs.bin S

o T 2k mfg_nvs.bin St

TSR SR EE 58 1 55 D SC A

Al E XS, B, #EE L= RS (Server A, Server_B fll Server_C), MIFFEHFX =4
IR 45 He Wi HES o T AR IR B E K /NGRS LR ATAE SL— RS A, HAt IR 55 s ml A
i R 05 3047 5 e

L A5 5 o
ABIRE LT AN OXFFOL [ 32 2R 55

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1

2. USRI BRI AL o
A58 LT —> UUID 2y 0xC300 [ AT EERN SHRHE, FHRHARBIE A 0x30.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

3. ISR (FTHE) .
APV T 2 o FE AL, E05* 0x0000 R Al (notification) FIfig7s (indication) 4%«
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index | uuid_len | uuid perm | val_max_len | val_cur_len | value
34 16 0x2902 | Ox11 | 2 2 0000

SEMPA BRGSO AR FEIE T i 55 5 SCAE .

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

34 16 0x2902 | Ox11 2 2 0000

A H O SRIB I GATTS Bt'E:, AJFEM mfg_nvs.bin X,

Hz % mfg_nvs.bin 3C{F:

THZH £ ax, mfg_nvs.bin SCRA WA RDIFE I A I 95 BE B mEg_nvs . bin,

T #; mfg_nvs.bin 3}

TES T 2 mfg_nvs.bin CHY,
TESENG, EHESARIIFEE A ER:, R T im A RS A IS IR TR .

Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic y 4
UUID;

0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902

Value: Notifications and indications disabled

510 il HE X IX

ASCRYA T Analii 48 2 ESP-AT #2414 at_customize.csv % H & X ESP32-C2 ¥4 9 IX . A5
PR — R RREM —Fr K,

— 24X 35 partitions_at.csv L RS T, 7 ERE_E A B partitions_at.bin S04, AR— A XFEHE, &
Gk RS, HIt, @B partitions_at.csv,

ESP-AT $#24L T 24 43X 3% at_customize.csv fIHEF7E i H & B . BRET—H0KE.
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LB ESP32-C2 i I X, T I AT = AP PR . SR DU 28 BB T R = IR

o 147X at_customize.csv

o & B at_customize.bin

o &3 at_customize.bin £ ESP32-C2 % %
o 17

5.10.1 {& at_customize.csv
5% N R FIHA at_customize.csv,

2 1: at_customize.csv 18

=] HH i g
ESP32- | ESP32C2-2MB (filf & % 2 MB flash 1) ESP32-C2 | module_config/module_esp32c2-
C2 (ESP8684) %41) 2mb/at_customize.csv

ESP32- | ESP32C2-4MB (fif 4 47 4 MB flash [ ESP32-C2 | module_config/module_esp32c2_default/at_g
C2 (ESP8684) #41)

RIG, FEMEUL at_customize.csv B SEAE DA LI

o BELE XHH P4 X Name Fl Type AU, {H SubType. Offset il Size HJPATH K.

o WEREFERM—DHI AP AIK, #EeE T 252 44 ESP-IDF (esp_partition.h) HE
X

- WREE X, EPREE Type {H 5 ESP-IDF FyAH [ .

- WRRE S, TR Type WE R 0x40,

* X Name AT 16 5477,

* at_customize 5 KIYBRIAK/INE LAE partitions_at.csv ZR M, FMIHT HI P43 DRI A 258 HH S R

5.10.2 )X at_customize.bin

&7 at_customize.csv J5, A A 4R ESP-AT LRES{# [ python IA gen_esp32part .py KA
at_customize.bin {4,

WERE A, 78 ESP-AT TAAR H X FHATA F a4, 8% INPUT Ml OUTPUT.

ustomize.csv

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT Fr M RARNTIY) at_customize.csv B 3 il SCIFAA A2
o OUTPUT #ff A iy — kil sk CSV SCUFRO A, WS, K6 AR S .

5.10.3 %¢5% at_customize.bin £ ESP32-C2 7%

Ff at_customize.bin | £ F| flash v, & AP i f SO 2 ESP32-C2 i 4%, 1S H ek AT B #
ZiE 4, FENAFFA at_customize.bin ST &k,

2% 2: RIF#E4H at_customize.bin [ T 2k ik
P B Ho i PN
ESP32-C2 | ESP32C2-2MB (f& 2 MB flash [#) ESP32-C2 (ESP8684) Z7%1) | 0x1A000 | 0x26000
ESP32-C2 | ESP32C2-4MB (firf5iify 4 MB flash ) ESP32-C2 (ESP8684) %%41) | 0x1E000 | 0x42000

TEHLEE LR, WAATRF at_customize.bin N #¢F flash J5 4 REfT ] —LL AT fip4-:

o AT+SYSFLASH: #0215 flash JA P 5 X
o AT+FS: XM A GagtE

* SSL k55 #eh K i S

* BLE R 55#e K i
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5.10.4 Rp

AN EUMEL, R test 1Y 4 KB 43X 711 ESP8684-MINI-1 4MB 4 1,

B4k 3] ESP8684-MINI-1 4MB f1 at_customize.csv 3%, & E B4 X Name, Type. SubType., Offset
M size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat, 0x47000, 100K

FH, BEHSIE ESP-AT TR, Bi&7E ESP-AT MR H 5% T #1447 python A4 i, at_customize.bin.

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32c2_default/at_customize.csv at_customize.bin

KI5, ESP-AT i H 444 i at_customize.bin,
%5 =4, T# at_customize.bin % flash,
1E ESP-AT TR H K T HATLA N4, 4t PORT A1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD --before.
—default_reset ——after hard_reset —--chip auto write_flash ——-flash_mode dio —-—
—flash_size detect --flash_freq 40m O0x1E000 ./at_customize.bin

* PORT #4 Ayl 1 249K -
* BAUD B AR

511 B m—Ay @i 32 £y

ESP-AT TARESZHFZ M, FF32 it 7RI A ECE SCIF: factory_param_data.csv 1 module_config, 341
1T ESP-AT TRECHHNF&  (BUE R R5) . B DA B e S 37
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=] [EHE BRIAELE S
ESP32 * WROOM- ¢ module_config/module_esp32_default/sdkconfig.defaults
32 * module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
¢ MINI-1

ESP32 | WROVER-32
* module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
* module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32- | ESP32C2-2MB

. dule_config/module_esp32c2-2mb/sdkconfig.defaults

C2 Hr 2 MB modu'e_contig —o5P g
iizhﬁﬂ’?? ESP32- * module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
C2 (ESP8684)
EX))

ESP32- | ESP32C2-4MB

I (B 45 4 4 MB ¢ module_config/module_esp32c2_default/sdkconfig.defaults
flash [y ESP32- ¢ module_config/module_esp32c2_default/sdkconfig_silence.defaults
C2 (ESP8684)
£5)

ESP32- | MINI-1

C3 * module_config/module_esp32c¢3_default/sdkconfig.defaults

* module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C6-4MB
c6 (B 4 % 4 ¢ module_config/module_esp32c6_default/sdkconfig.defaults

MB flash ¢ module_config/module_esp32c6_default/sdkconfig_silence.defaults
ESP32-C6 #41)

e 4 ./build.py menuconfig H [ silence mode 5 0 W, Xf 5 FLH 19 Bl B S0 R
sdkconfig.defaults,

e 24 /build.py menuconfig W] silence mode 2 1 W}, XF M B i e B 4N

sdkconfig_silence.defaults,

NS ESP-AT TAEH NI~ ESP32-C2 A4 f) STHF , I S B0 LU e 301 - EAL Y “ESP32-C2
B HRn 2

o ESP-AT TR A G N SE FFAOREAL, AL3% ESP-AT 3@ Bkl RS i ABEAL, RIAE B AH B s A A
Ho EABGRMES, FATIERER, HSCRABAME L.
* ESP-AT TAEC@FCSTFFIORIAL, (EH P/ 20 HB e BN E B -

ARG AT 7E ESP-AT T A2 H 2 ESP-AT B S Rpi 5k ESP32-C2 0tk F IR IF A4l 5085, h 30
PAZS X ESP32-WROOM-32 St i, i} SDIO i A2 BIARY UART $1

* f& factory_param_data.csv I8 i 2013 6;
o 5B esp_at_module_info 7% ¥k

o BoH AR A
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5.11.1 A% factory_param_data.csv ZR 4115 B

FTFFAHIY) factory_param_data.csv , TERMGEIGMA—AT, MIEERTFHFEREHRXSE. A60%, A
¥ plat form %A PLATFORM_ESP32, module_name ¥ &} WROOM32-SDTO, HoAth 2415 B W
TR (BUGGESH S A EN2B).

¢ platform: PLATFORM_ESP32
¢ module_name: WROOM?32-SDIO
* description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1

e uvart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

5.11.2 {&X esp_at_module_info &5y

Tr at/src/at_default_config.c 1] esp_at_module_info ZEMfA N B & EHRE B, .
esp_at_module_info ARt oTa FFIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

FRMEEH oTA BhEE, IRAE A58 ota_token FIE =¥ ota_ssl_token Wi%iXE N NULL,
F—1Z% module_name W5 factory_param_data.csv 34 H ) module_name —F{,

FHEB WG esp_at_module_info g5,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF_TARGET _ESP32)

#endif
#if defined (CONFIG_IDF_TARGET_ESP32C3)
fendif
#if defined (CONFIG_IDF _TARGET ESP32C2)
#eA&;f
#1if defined (CONFIG_IDF _TARGET _ESP32C6)
fendif

#if defined (CONFIG_IDF_TARGET ESP32C2)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<+SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif
i
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ZfCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%ﬂ%fCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E A3k 34 at/private_include/at_ota_token.h H7 ,

#if defined (CONFIG_IDF_TARGET_ESP32C2)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

511.3 P eid Sk

T, #EA module config SCMFJE, AIEE—AS 1 SO R AF OB ZH (1 i & SCF (SO R A4 FR A/
5), SRIGTEE AN AR E S IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults DA J
sdkconfig_silence.defaults

A, FATE HK M module_esp32_default 3L K Hoo L & SO, HFEMA A
module_wroom32-sdio. fEABIH, AlE {4 IDF_VERSION, at_customize.csv 1 partitions_at.csv T35
B, FA1RFB U sdkeonfig.defaults £ sdkconfig_silence.defaults:

* ffifl module_wroom32-sdio U T IXE, FEMESRUTELE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_wroom32-sdio/
—partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/
—at_customize.csv"

* filiJ] SDIO i, FoFk UART R
- % UART fCE

’ CONFIG_AT_BASE_ON_UART=n ‘
— iy SDIO Jit'E:

’CONFIG_AT_BASE_ON_SDIO:y ‘

SE IR BR G, VT BT 4k ESP-AT TAE A4 BT A [ f4F. A@ldr, FRATERCE TR, Wit#e
PLATFORM_ESP32 Hl WROOM32-SDIO A FiAs 2 [& {2

512 SPIAT f31

A EZNG] SPLAT e B S, 2 AT LA :

- A
o {8 SPI AT

o SPI AT i% %

5121 4y

SPIAT AT AT T2, fii ] SPT ¥ T8 8 (5 - ZE{81 1] SPTAT B, MCU %45 4 SPI master , ESP32-C2
WA AN SPLslave, JH{F U7 L SPT PR SLHE T AT fip S i B,
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i Jil SPI AT {3

AT TAEEAHH] UART HpsClEAT Bl 5, {H2 UART Pisloe— L0 55 2w AL A i 1 I 3 5296 A
W, P, BTSRRI SPT P S AL i RS i — PR 1) 1%

Wl ;3 7 SPI AT ?

T pAE i IR BRIC E I S SPTAT:

1. @d . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT through HSPI ffifif SPI AT,

2. #T . /build.py menuconfig->Component config->AT->communicate method for
AT command->AT SPI Data Transmission Mode 45 SPI $({E{&Hiiz,

3. J#isd . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI GPIO settings Bt SPI{#iff ¥ GPIO & .

4. @il . /build.py menuconfig->Component config->AT->communicate method for

AT command ->AT SPI driver settings i%$& SPT MHLH) TAERRE, HECEA XEAFXKA K

P

5. Wik esp-at THE (5% As%hi% ESP-AT 1.42), BB EEIEE17 .

SPI AT BRIAGE I
TR TN AR S ESP32-C2 B (1] SPT AT HEERIA R {451 -

2% 3: SPL AT ZRiAE B

&S GPIO =
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout) ! 8
QUADHD (gio/qout) ' 9

BtW] 1: QUADWP 5|1 QUADHD 75| HI{LAEE ] 4 £k SPIL T AR o

A PAE Y . /build.py menuconfig > Component config > AT > communicate method for
AT command>AT through HSPI>AT SPI GPIO settings, #R/G4iF LAERMALE SPIAT XJ L [
HH (3% Kbkt ESP-AT T42).,

5.12.2 f§i{f] SPI AT

TEfH SPIAT i, ESP32-C2 545 Fiz47H SPIslave TAELE A Tl EHRAF .

{2 T2k (handshake line)

SPI m~$¢ master-slave Z5F 11 /M5, FTA (K& 517 Hi master &2, slave Jovk Eahfeftids. B2,
T TR A Y, 5% ESP32-C2 ¥ 45 180 @ZE&JL%&*ﬁ% So Bk, FAHE SPI master Al
slave ZIEIEM T —MEFE, SRSCH slave 5 [n] master L?E"d SERRZIN

2 slave 75 BAL AR, RSB TE M EHE, XSFE master M =4 — EFHER) GPIO HriT,
master &5 slave [iE15, EFH5EME, slave ﬁﬂ%?*ﬁ%ﬂhﬁ, ZER I GRE .

R R L L TR
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* Master [1] slave &% AT ¥dighf, (FHEFLEHER:
1. master [1] slave & 515 KGR MG K, SRGE51F slave [m 48 F 4k & ) i &2 B 015

o

2. master K E| 2 T2k LAY slave & A R AENES G, TFIREEEHE.

3. master ZiEHHEIE, A slave HHE LB LR

* Master 2 slave & i%[9 AT i, (BT B ER:

1. slave i 1148 T8 38 %1 master FHEA 38R .

2. master FUCEE, FHEAEROI A BORE G, 0 slave B C & 2.

gk X

SPI AT 1if {55 4%y CMD+ADDR+DUMMY+DATA (/5 ). fE{# il SPI AT i, SPI master {i ff 2| —

ESTECE S @Y NN

* Master [1] slave %A %508 AL 1 5C:

4 TP A R E

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (8i% 4092 =73)
%)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, 5 20 A— A MNH EORGTHRA R L, BARR sy :

%50 EHLEMMAL, FHUREEHRC 245K

CMD (1) ADDR (1 %) DUMMY (1 | DATA
F1)
0x7 0x0 0x0 null

o Master 32U slave % 25 AR BB EH S

2 6: FHUBEINL A% 1B

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (Ji% 4092 =73)
%)
0x4 0x0 0x0 data_buffer

* Master $2H{ slave Zif I8R5, 5 2 0A— AR B MIH EORGTHRA R B, BRSOy :

70 EALEMMAL, FEHLEEREE C 245K

CMD (1) ADDR (1 Z%7) DUMMY (1 | DATA
%)
0x8 0x0 0x0 null

* Master [1] slave &35 KA 548 & R/ N A 15 45

7 8 FHLm MBI KA S Bl oK

CMD (1) ADDR (1 =F7) DUMMY (1 | DATA (45%)
F)
0x1 0x0 0x0 data_info

o 4 <737 data_info FPALE T ARG MARRI R EE, BT

1. Master [1] slave & EMIEIRFETE, KJF 07 15 bit,
2. Master [i] slave LM EHREMTHS , 1ZTFH5HE master BRI KA BTSN, K FE 16 ~ 23 bit,

3. Magic {f, KJ¥ 24~ 31bit, [&%H OxFE,

* Master {5l 2148 T2k EA slave A MAI(ES )5, 2 AL 2% IH B2 slave JEA BRI T AR
X, R IEAR ER R TR, HARRE fE Moy -
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%9 FHUAEIPR, A ML AT AT AR

CMD (15%) ADDR (1 =) DUMMY (1 | DATA (45%)
F1)
0x2 0x4 0x0 slave_status

FORAWEK )G, slave 1R I ARASAE BORFAEARTE 4 7171 slave_status Ht, HERAREX Q0T
1. slave F53 ) master & X HUEIRA T8, KBE O~ 15 bit; {024 slave 4L F AT LIRS, %7 BT
HRL
2. BARATAS, KB 16 7 23 bit, Y HS ik i K ME OXFFE B, N — MR 7 8 5 R E A
0x0. 24 slave 4bF A ERARASHE, % F B A master 75 7] slave A& N — T EHREA)TFHS: 24 slave
AT R ERIRASHT, 1% BN slave [n] master AR — NIRRT .
3. slave A AT /A ERIRAS, K 24 7 31 bit, FHodr, Ox1 AAFRAEE, 0x2 LRAH.

SPI AT 0 28 T ifife

SPI AT (a4 A 32 525 I Wi~ J5 1l -
o SPI master [if] slave %% AT 354

| SPI master | | SPI slave |
| |

| step 1: request to send-—--—-> |
| |
| <—————= step 2: GPIO interrupt------ |
|
] step 3: read slave status——> |
|
[ step 4: send data-—————————- >
|
|

[ step 5: send done-————————- >

B IREAAR BT -

1. master [A] slave %1% 3K [A] slave BEIRMIH K .

2. slave 22Uk master 1) &35 15 K, 2 I slave iU, I E) slave_status 217455 A 21 master
GAWbREN, REiEidEF 4 & master [ GPIO H i,

3. master FEULE| P WT IS, B2 slave [ slave_status ZFf7S, Kl F] slave #F AR RS .

4. master FFI5[A slave KX L,

5. RFBIRESH )G, master [ slave ik — SR LRGSR IYIEE .

« SPI slave [1] master &% AT Wiy :

| SPI master | | SPI slave |
| <—————= step 1: GPIO interrupt------ |
| step 2: read slave status——> |
| <———=—- step 3: send data-————————- |

| step 4: receive done-——————- >

BASBREAR BT :

1. slave [] slave_status 7 {748 5 A fuiF master 20k B slave [ EE AR & AL, S8 5 8 i 48 T 4l &
master _| /) GPIO ik,

2. master FZUH| W5, F2HL slave [ slave_status ZFf74%, FuillF] slave #F A KR FHR RS

3. master FFIGIEICR B slave BY%H .

4. P sE s G, master [ slave A ik — 2 FRIRICEHRES R ITH L .
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B L o T O R, FRATIELAK IR AT fip % B, $&4E TR K B A B AR A R A M AR
1527 at_spi_master/spi/esp32_c_series/README.md.

SPI AT %} %11 SPI master M7= 5i{Ci%
SPI AT 7 £} J& >k SPI slave f§ H] 9, i i SPI master 5 SPI slave i#f 17 i 15 /) 7R 6l X 1 15 = %
at_spi_master/spi/esp32_c_series.

BEW] L AEfN MCU JF A2 1, 5 208U fi ] ESP32-C3 (3% ESP32 Kl MCU {12y SPI master Rizf71tt
B, PATT AR B AU B YR )

5.12.3 SPI AT #i#%
I eI
 fi ] ESP32 B}# ES32-C3 JJ &K MfFH SPI master, =47 ESP-AT H[{) at_spi_master/spi/esp32_c_series

FISRA AR o HARRE PRI E AT -

1. fififF: CPU TARESIR L E # 240 MHz, flash SPI mode il & 4 QIO i3, flash JJi%:15 & 4 40 MHz,
2. #fF: HT ESP-IDF v4.3 [4iEEREE, 15 BIAARS H ) streambuffer (/N K 8192 275 .

o {ifi | ESP32-C2 {E>} SPIslave, i 555k SPI AT [W{4: (&% Axb.4iF ESP-AT T42), F-6 ESP32-C2
e E TAEAE TCP 5. HARRE(FRCE QT

1. i CPU TARMA )y 160 MHz.
2. ¥4k SPL-AT [l 52 BACHS r, Hf streambuffer 1) /N B 8192 =47, I i ESP-IDF F [y
example/wifi/iperf ] sdkconfig.defaults.esp32c3 FRAH il B S 41

ISR
RN T AL SR BAT A B A7 R R

% 10: SPI AT Wi-Fi TCP {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BeW] 10 24 SPI (bR s i, 2R T FE MG AR BRE], 41 Dual 5(# Quad TA/ERIZ A E S
HRAR T Standard AR W EE .

B 2: W KT SPLEFMNGESH M WAL SRS % Tl

513  dnfafsel OTA F124

ASCR R ANy ESP32-C2 RBIRERSCBL OTA T+, Hl, ESP-AT #1XFA [ 4L 7 AT =l
OTA fip%. &R LMRYE A SR HE G OTA fiyd-.
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1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRHEEAINTT B

* OTA 443 Y B 5 R 3%
o 1% ] ESP-AT OTA 4 43147 OTA F+44

5.13.1 OTA iy 2A R S i 5t

AT+USEROTA

Iy 4iE ik URL 523 OTA TR, 5 ﬂ%ﬁ%&ﬂﬁiﬁf HTTP fif 55 %% LR H iz 40303
XIS 5% AT+ USEROTA Xﬁ@ﬁ%fn =

T adE TP AHE XS, BT LB B at/sre/at_user_cmd.c JFACHS R LI Z L

A RN ST

L &A)E T A Gl HTTP i 5545 .
2. s dithie URL,

o

o GSRETHR I R IR R E R R R, TR SERE, ] REJCE M AT+CIUPDATE fiy
ST, ARt BAE B AT+CIUPDATE # 47 OTA -4 B2 T H O % .

AT+CIUPDATE

iy A ] iot.espressif.cn /BRI HTTP IR 45 2%, %6 A LA AT AR 74 X, iR ] AT 2%
at_customize.csv FE X HE XX WM RERGRRA, Zad 5 HREeTH
FIRFERAMIRA . 7§25 % AT+CIUPDATE 3KBUE 215 H. .

% i T4 E S bin SUUF, IHERRA T 7z —.

1. ¥4 iot.espressif.cn P b 15 F i) HTTP IR 3525 , JF 98048 HLfRE . anf] S22 F ) AT+CIUPDATE
il &% at/src/at_ota_cmd.c,

2. {f. iot.espressif.cn Lﬁ“ﬁé’l‘&"ﬁ JELEIL B EA% bin SCPE. (AP Bl gt i B d%ﬂ@.‘@:
R EZ MRS 2% LA EST.) 5% 148 AT+CIUPDATE # 47 OTA FH48 3KEUH 215 5

B AR T3 5 R

L R IRER M EE, RARTHRSIRE AR B

2. BRA I A U bin SCPE, HEEAT ARG HTTP 5535 .

3. “3’ A G HTTP 55235 . B 7 IR0 IR X b, B Ay ST AE at_customize.csv SCEH o L
P E e o X

AT+WEBSERVER

I fir A A 0 B AR AR R TH R AT [l BT, a2 (R AL T AR T - I Eh Rk . AEFF IR T
RZ AT, HEM web 55 ar I HR AR AT ({452 1 2| Ha i sl 0L 1o BRI PAZ25 AT+ WEBSERVER
& Web Server AT 1) IREUE 25 5. .

HTSLPAE K HTML T, 2% m ) fs_image/index.html, 2 T SZHL48 H & 1) AT+WEBSERVER
2, i55% R~ at/src/at_web_server_cmd.c,

I i A4 I PR 37 BT
1. s Wi Jj W Peblny OTA Jh4, AHBL IR,
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CIRAH

o WERETHHE AR S R AT E A, FEFRSEUE, EnTREICIA i AT+CIUPDATE fiy
AT, ARG IRAE A AT+CIUPDATE #:47 OTA JH48 B7 T H O 4 .

5.13.2 {§i}fl ESP-AT OTA #i4#uit OTA F1-4%
i)l AT+USEROTA 347 OTA J-2%

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

B ILAT+CIUPDATE iy 12 F 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] iot.espressif.cn Hf 3K
%) token fEL. VAN A PRIEIA T ANATAE iot.espressif.cn b AIHEBLE I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~ Cisco WebEx Mestings  Espressif Systems  Hf +

|OtBUCket if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,LmDED i
PERIENCES == 7

ST AT -

B 21: 77T iot.espressif.cn [

2. M BCA_EARY “oin”, ERAGINA T, HRAEHLIEAI Y .

i
o U Join IRER AR PR, WA i IEE, AR KA.

3. w2 EARY “Device”, MRJ5 iy “Create” Fefl]E#— i
MR G S L — Y, T E PR
5. MEARZE SR HIFAR OTA bin U, FLE AT OTA token AR AN T U1 FT 7 -

B

%1k R SSL OTA, $E3i “The SSL token for AT OTA” LB E .

6. siifi “Product” H#EA M T, 41 FANFTR . B BIENIE %, 7 “ROM Deploy” T fii AMUAF corename.
KB TR 5 Hi bin SCHFE AN “otabin” FELRAE.
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lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join

& 22: i A iot.espressif.cn

|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~

-
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”

Espressif Systems 317 Release v2.3.0.0-esp32c3-607-ge4aa658f5f
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 5. {2 A1IF K H CHY AT TAE

Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
"' Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Device Status developing

Datastreams Request Logs O

1 wait for request...

+ Create
. Key set you as owner
Meta-Info &
| master 5802010b6eeB6C617583371ade41af4fe0942f2¢ (masier) I
owner 7189246496617d2482c6a3b38498f198173462 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

ik

o MR EAETTIZ, at_customize.csv PEXWHAFHE XK, HEW ota.bin BN
F B R S PR bin SCEERIH]

o XT corename FE, MFEAUUH THBIEX S bin S04

7. i ota.bin SFHLARAE A M BIALA
8. T LiBfTAT+USEROTA fp. WIRIZAC 4z, #7F1h OTA 7L

%

o P L E| iotespressif.cn fif) bin S BRI, G PAN HLN -
— WERFAL app 43X, 3K bin SUH4 I EHN ota.bin.
- WERFALH A2 XA X, 55 bin SCHL K EN at_customize.csv H1Y Name FE.
fBan, WRF factory_Param 4pK, B HIKE N factory_ param.bin,
* ESP-AT R A T7E S ] OTA pIXrpre xXHE, HIfi OTA BT EAMREF R, J5lf ESP-AT [#]
PR IE R 21T, (EXTT H @ AKX, |1 ESP-AT (%A &t E/NOFAH.
o WUREFTRON—IFUG B A e i bin SCPE, IR 2 E R A IGIA ], BiR %5 OTA token % ¥
“H A token {1 .

i/l AT+WEBSERVER #:47 OTA 4%

1527 AT+ WEBSERVER F1Web Server AT i+ %) 3XEUE Z{Z R,

5.14 gy ESP-IDF Jig A

ESP-AT [{FHT IR WK TT S HEAS (ESP-IDF), 4 NHASHY) ESP-AT [ R AN 1) ESP-IDF Hi
A 5 ZUE ] ESP-AT TAEERIARY ESP-IDF A, ANt WU By ESP-IDF i, [H)) libesp32c2_at_core.a
Ji&)Z ) ESP-IDF Jift 4255 ESP-AT T#&#Y IDF JAAN—E0AT RE & S 2 R B AT o
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7ag }

Id

Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chorelbetal: 1.0 codenamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

B2, FEFSURRIRNS LT, ESP-IDF f/NBUAS B3 th ] e idi F T ESP-AT AR . WUREFTETH, AL
(ELIE (e =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4% i 5% #F IDF_VERSION ({4 Ht, 3X L% 3 4 43 i 7 module_config
SCAE IR WA [R]85 20 SO e v e i SOl T A 4 [ 4 B B T 1% ESP-IDF 11 73 32, $2%2 1D Al
G PEHL L. 541, PLATFORM_ESP32C2 “F-& [ ESP32C2-4MB L4 () IDF_VERSION {ii T- mod-
ule_config/module_esp32c2_default/IDF_VERSION,

UnREAE N ESP-AT [El{F 50 ESP-IDF A, 5% MDA N 23R4 A

o HFMiLfY IDF_VERSION 3,

o MR EH A 52, 32732 ID MG L.

o Mkk esp-at MHFEFIRAW esp-idf, PAE TR GRIER 1 JE % IDF_VERSION HT 58 E 1)
ESP-IDF i 4s .

o HHT4WIF ESP-AT T#2,

VER, 4 ESP-AT JiiAFI ESP-IDF iR A UCHL, Fwiskit S i T 45

’Please wait for the update to complete, which will take some time

5.15 ESP-AT [} 5

ASCRIHCEL T i) — ESP32-C2 RFH AT LRI a5 . ffF. B 225

5.15.1 ESP32-C2 7%

I EVAT ESP32-C2 Z51] AT [ X 5

« ESP32C2-2MB_AT_Bin (4% #i#:2l ESP32C2-2MB Bin)
« ESP32C2-4MB_AT_Bin (A% f#i#:2l ESP32C2-4MB Bin)
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L R0 S

NI T E BRI ESP32-C2 A4 AT BN SRR a4 (] & 3R ) . BRI SCRpEAT PATE
Wi BN % ESP-AT TG SR Mk (8 @ %R). SR Fmmas (O RR), FREAY
A SR N SE A SR a4 . IERUEARRY IR AT B, &R ER R AR, F52H
Fromid. AT TR IR B T IS5 # ittt OTA JHL

o ESP32C2-2MB Bin | ESP32C2-4MB Bin
base
user
wifi
net
MDNS
WPS
smartconfig
ping
MQTT
http
FS
driver
WPA2
WEB
OTA
blufi
iR S
e ESP32C2-2MB Bin ESP32C2-4MB Bin
Flash 2 MB 4 MB
PSRAM () ()
UART %!
TX:7 TX:7
RX: 6 RX: 6
CTS: 19 CTS: 5
RTS: 20 RTS: 4
KRE A

NI T E Uy AR ESP32-C2 R4 AT BN SRR B0 i (] 9 F0%) - BRIAR SRR AT
Diitarpy T B BHUSSFRAL (D 20R), DARSESARIFREAL (] © 398). XFReri
FRIBEL, 50T DA K M 453 ESP-AT TA2 WU ATR S Bl B 2 HE

ML/ ESP32C2-2MB Bin ESP32C2-4MB Bin
ESP8684-MINI-1/1U
ESP8684-WROOM-02C/02UC
ESP8684-WROOM-03
ESP8684-WROOM-05
ESP8684-WROOM-07

000

VUART &HITT B X, HHESE4oTiE B AT 35 0% M,
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5.16 nfaf I\ GitHub b # @it AT [ 1E

Hi T ESP-AT & GitHub [ ] CT (FR2R8E0) , bR AR Bl % B GitHub #i2x A4 Ji ESP-AT [
i A o

R PR BIR A AT B, SRR 1 CRy™ b A7 DS IE ) i -
THPRATAF T RRAISIPRCL B P 8EEE, TS 2 mT e R i

PATT B T A GitHub N el A AT [

1. B GitHub K-S
(EIFH 2T, WAt GitHub MK, A 40 o 2 AR
2. ¥TFFMITT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<» Code (%) Issues 50 il Pull requests 4 (® Actions [T Projects 07 wiki © security

¥ master ~ Go to file Add file = About

AT application for ESP32

% xcguang Merge branch ‘docs/update_how_to_customize_ble... .. « 6daysago {91,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B  module_config fix: fix the issue of high power consumption when... 20 days ago
53 View license
B tools feature: Support compile on windows OS 7 months ago

& 30: ESP-AT GitHub B J5 T JH]

3. Bids “Actions” #EA “Actions” T

4. il “Branch” 3EHEAEE 7 3C
ERIA K master 7332 . QIAREEAR N 248 € A S IE R, iy “Branch” #FAFEE X
I workflow T Jfj .

5. mdrEcE workflow 3 A workflow T Jhj

FFUUR BB A5, 7F Artifacts TR RERRAHRT A (T2

7. S N A BRI B ARUAS AT [ {4

278 WIRMLE Artifacts T A F B W IIELL, 55 % ESP-AT Bl £ 7 S F2 ol @ ¢
AT T

o

5.17 atpy T.H
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[ espressif/ esp-at

<> Code () Issues 50 il Pull requests 4

(®) Actions

¥ master -

0 xcguang Merge branch 'docs/update_how_to_customize_ble_s...

Go to file

@Watch ~ | 44 ¥ Star | 371 %9 Fork | 251
[T Projects 00 wiki © security cae
About

v Gdaysago Y9 1,473

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266

B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet
. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of tc... 16 days ago
00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago
&5 View license
I tools feature: Support compile on windows OS 7 months ago
K 31: 5355 Actions
H espressif/ esp-at @Wakch ~ 44 ¢ S| 371 %9 Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch 'docs/update_how_to_customize ... i [ 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espd2 [ 7 days ago
CIC++ Cl #270: Commit 7135f05 pushed by igm G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... LR RS A e ) T £ 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... release/v2.2.0.0_sspa2 B 7 days ago
CIC++ CI #270: Commit 7135f05 pushed by igrm @ 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... release/v2.2.0.0_espa2ss B 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr @ 8m 47s
. =
K 34: A ey Workflow
Espressif Systems 326 Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-607-ge4aa658f5f

Chapter 5. WA 4RI & H O AT T2

@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status Total duration Artifacts

Success 6m 25s 1

K 35: i Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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at.py LHMHFBM ESP-AT B ) & A & . GitHub Il i & £4:-F1 2MB/4MB [# {2 o i 22 Fh S 50 E
XSO E AR WI-Fi BiUE . I BAISANEC S . UART BUE . GATTS BUE %, 24800 B T0 30 2 A
SR, AIDAME Y at . py L HABBE L F )X S S5

517.1 VAL

AR N TR, e at . py THRNE. BEIPFHAHC B SOA LB e R E ¥ Linux
Ik

o %—3: Python %%

o =% atpy T #

o B =% atpy Mk

o %v9: atpy 15K B a4 B E )
o AW BEMFREER

517.2 45-—2B: Python 4¢3

IR EAME 2222 Python, R ARG SR . 5N, AR Python B 5 30, 5 Python 1) R 3k
2% . Het# BT Python 3.7.0 Sl s S A .

e, T AER 44T HHIA python ——version, 7 Python fiZ.

5173 45 3b: atpy F#E

Vi) atpy Vi, i Download raw file ##fll, #f at.py XA NEREIAH.

5174 4525 atpy kW]

4Hl at .py KRB PRI SHECE, HEM ST python at.py modify bin --help,
A SR AR -

5.17.5 550U at.py s R AL E B

Wk Wi-Fi ie 8.

W BGE A F B E
147 UART B2 &
7% GATTS Be B

ik

EANR GBS ZFSEICE, B, GRTAR B Wi-Fi B ERRIE R SR E -
FHEMMSHICE, WA AR E AR, WA ARSI E R SR .
BUUSHSHICE, 752400 mfg_nvs HOR T mEg_nvs.csv i1, SAXMALR.

&k Wi-Fi it 5

YT E) Wi-Fi 20 E N R PR

S8 Ihe ;]

-—-IX_power Wi-Fi [ K A o) % NG UL ESP32-C2 A1) %

--country_code Wi-Fi [ Z e TG L Wi-Fi B Z XA i) cc 2B

—-start_channel Wi-Fi 1558 TG W Wi-Fi [5] Z2/H XAR RS A ) schan B

--channel_number Wi-Fi ) B 5185 TG I Wi-Fi [E 22/ XA RS HH ) nchan 7B
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C (Y @& github.com/espress|

or jump to. Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~

Issues 116 Discussions Actions Projects Wiki ity (2 Insights

at.py

. ustcew History

: Code Blame
main

.glab-ci.yml

CMak

&l 37: "F# at.py SCHF
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I, SATAIIOA T e, falc WicFi Ik 550550y 18 dBm, E5RE4 US, BRI 1, 1
B0y 11
python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin
o -tx_power 72: {2 0.25dBm, 72 /R~ 18 dBm
« --input factory_XXX.bin: i A ¥ [E{4 044
fECIE TSR 2 PR e
2T TG S AR A AN R R R -
SH ke [R3a T
--server_ca TLS iR %251 CA ik server_ca.crt
--server_cert TLS k%2 iyuk 3 server_cert.crt
--server_key TLS k55 2a 845547 server.key
-—client_ca0 ’5’% 0 &% Fimly CA {IER client_ca_00.crt
--client_cert0 50 B P uk1s client_cert_00.crt
--client_key0 20 X i 4 client_key_00.key

--client_cal

% L E% ) iml) CAETS

client_ca_Ol.crt

--client_certl

81 BR k1

client_cert_O1.crt

--client_key1

5 81 ER) Y

client_key_01.key

--mqtt_ca MQTT X st CA IE+ mgqtt_ca.crt

--mqtt_cert MQTT & gk mgqtt_client.crt

--mgqtt_key MQTT % i it 2540 mgqtt_client.key

--wpa2_ca WPA2-Enterprise % ' i 1) CA | wpa2_ca.pem

e

--wpa2_cert WPA2-Enterprise % i i3k 15 wpa2_client.crt

--wpa2_key WPA2-Enterprise % i) %4H | wpa2_client.key
B, ERPAEH AR s, B MQTT % Py CA RS & Fim ik B A28 .

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

o --input factory_XXX.bin: #j A 1R {f S0

& UART it

B A UART FLE, {UFRAT

7 ) UART [, ABSAYS L E AN R

S IhgE ;]

--uart_num AT g4 1) UART 5 {UAE AT H& O HAE AT ar % DR, RS
Ejuﬂ:?%f& [ BHRIUE N TR tx_pin Al rx_pin
MAT 8 &350 PPEH—F.

—-baud T fiy 7 A TR JEIG{E: 115200

--tx_pin AT a2 ) TX 4 ) Iﬁ i DRIE RS U B BIAS 2 A H A A v 2

--IX_pin AT /EAD 1) RX 55 T PRUE R A5 TS 25 A LA 4 B o 5

--Cts_pin AT fir4 1) CTS & T PRIE R B B A S AL AL v s . AN
{JILEFLB]L Bt SECh -1,

--rts_pin AT 14 F11#) RTS TR UERHE S i BN S RS Bl o e . A H
/m,ilf’ B, BRI SECy -1.

ﬁﬁﬂ , BETRARE AT v

, B AT a4 HERFR N 921600, TX AN 17, RXAFHIA 16,

s o2
2
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https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/server_key/server.key
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/client_ca/client_ca_00.crt
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/client_cert/client_cert_00.crt
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/client_key/client_key_00.key
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/client_ca/client_ca_01.crt
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/client_cert/client_cert_01.crt
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/client_key/client_key_01.key
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/mqtt_cert/mqtt_client.crt
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/wpa2_ca/wpa2_ca.pem
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/wpa2_cert/wpa2_client.crt
https://github.com/espressif/esp-at/blob/e4aa658f/components/customized_partitions/raw_data/wpa2_key/wpa2_client.key
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python at.py modify_bin --baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_

—pin -1 —-—-input factory_XXX.bin

« —-input factory_XXX.bin: #j AR Sk

&% GATTS il

U, ESER AT B R SR AL IR T AR 5 SCRY, T % GATTS WYL E S gatts_data.csv H4F

By 3

LHAME MUY GATTS BCE U R s

¥ Ihee

—-gatts_cfg0 HT gatts_data.csv SC{H index SRy O By—1 78
--gatts_cfgl T gatts_data.csv U index S 1 F—F 78R
--gatts_cfg2 HT gatts_data.csv {4 index SRy 2 B 7
—gatts_cfg3 T atts_data.csv SO index Sy 3 B—ATE
—-gatts_cfg4 BB gatts_data.csv LR index O 4 —4 780
--gatts_cfg5 BB gatts_data.csv U index 2 51— 174
--gatts_cfgb BT gatts_data.csv SCFH index hy 6 BY—4 T8
—-gatts_cfg7 HHT gatts_data.csv SC{FH index SRy 7 B4 78
—-gatts_cfg8 HUHT gatts_data.csv SCPFEH index SRy 81— 18 ds
—gatts_cfg9 B gatts_data.csv SCFH index O 9 Y —ATHURE

--gatts_cfgl0

T3P gatts_data.csv ST index 5 10 f—F7550

--gatts_cfgl1

BT gatts_data.csv SCPH index Ry 11 i —F75dE

--gatts_cfgl2

T gatts_data.csv SO index 4 12 B—FT80R

--gatts_cfgl3

T gatts_data.csv S index 2Ry 13 —F 75k

--gatts_cfgl4

T gatts_data.csv 3L index N 14 1—1T80RE

--gatts_cfgl5

T gatts_data.csv T index 2 15 f—F T4

--gatts_cfgl6

T gatts_data.csv U A index Sy 16 f—F T8

--gatts_cfgl7

T gatts_data.csv 0T index 4 17 f—F 750

--gatts_cfgl8

T gatts_data.csv 3L index N 18 —1THURE

--gatts_cfgl9

T gatts_data.csv 0T index 4 19 f—F 78R

--gatts_cfg20

P gatts_data.csv 3L index iy 20 i —1TERE

--gatts_cfg21

BT gatts_data.csv SCPHT index 2Ry 21 B—F75H

--gatts_cfg22

P gatts_data.csv S index Ry 22 i —1TERE

--gatts_cfg23

BT gatts_data.csv 3L index Sy 23 F—F 18R

--gatts_cfg24

B3 gatts_data.csv 34 index iy 24 1 —1THURE

--gatts_cfg25

BT gatts_data.csv SCPFH index 2Ry 25 B—FT 5

--gatts_cfg26

T gatts_data.csv ST index 2y 26 B—F 75k

--gatts_cfg27

T3P gatts_data.csv ST index 25 27 —F7 5

--gatts_cfg28

BT gatts_data.csv S index 2y 28 1—F7 5k

--gatts_cfg29

T3P gatts_data.csv ST index 5 29 f—FTERE

--gatts_cfg30

BT gatts_data.csv S index 2y 30 i—F7 5k

Bian, GEAIPAGE AR x4, B index 2 0 47 perm AXFR.,

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" —--input factory_

—XXX.bin

« --input factory_XXX.bin: #j A 7[R {2E S04
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5.17.6 512k WlfEResk

R BEURE AT [EE, SR F ™ i S AT IS UESh fiE .
T PRAT AP R BT SR AW DA R T e E 1T e 2L mT RE R M il

AR ] e 8, SERUERRR R

5.18 AT API Reference

5.18.1 Header File

» components/at/include/esp_at_core.h

5.18.2 Functions

void esp_at_module_init (uint32_t netconn_max, const uint8_t *custom_version)

This function should be called only once, before any other AT functions are called.

BH
* netconn_max —-the maximum number of the link in the at module
* custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S
* para_index —the index of parameter
* value —the value parsed
B
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)
Parse float parameter from command string.

BH
* para_index —the index of parameter
* value -the value parsed
B
» ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8

* para_index —the index of parameter
* result —the pointer that point to the result.

R

ESP_AT PARA_PARSE _RESULT_OK : succeed
ESP_AT PARA_PARSE_RESULT FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
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void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

SH
* len —datalength
* msec -timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

izl
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp_ar_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

S8
* custom_at_cmd_array —at command set
* cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%4 ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
%% ops —custom operate functions set

uint32_t esp_at_get_version (void)
get at module version number,
& a] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index
int32_t esp_at_port_write_data (uint8_t *data, int32_t len)

write data into device,

ZH
¢ data —data buffer to be written
* len —datalength
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P[]
e >=( : the real length of the data written
e others : fail.
int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
2H
* data —data buffer to be written
* len —data length
P[]
* >=0: the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
ZH
¢ data —data buffer
* len —data length

Bl
e >=(: the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,
%4 timeout_msec —timeout time,The unit is millisecond.
A
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
&Ml
e >=( : the length of the data received
* others : fail
bool esp_at_base_cmd_regist (void)
regist at base command set. If not,you can not use AT base command

bool esp_at_user_cmd_regist (void)

regist at user command set. If not,you can not use AT user command
bool esp_at_wifi_cmd_regist (void)

regist at wifi command set. If not,you can not use AT wifi command
bool esp_at_net_cmd_regist (void)

regist at net command set. If not,you can not use AT net command
bool esp_at_mdns_cmd_regist (void)

regist at mdns command set. If not,you can not use AT mdns command
bool esp_at_driver cmd_regist (void)

regist at driver command set. If not,you can not use AT driver command
bool esp_at_wps_cmd_regist (void)

regist at wps command set. If not,you can not use AT wps command

bool esp_at_smartconfig_cmd_regist (void)

regist at smartconfig command set. If not,you can not use AT smartconfig command
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bool esp_at_ping_cmd_regist (void)

regist at ping command set. If not,you can not use AT ping command
bool esp_at_http_cmd_regist (void)

regist at http command set. If not,you can not use AT http command
bool esp_at_mgtt_cmd_regist (void)

regist at mqtt command set. If not,you can not use AT mqtt command
bool esp_at_ble_cmd_regist (void)

regist at ble command set. If not,you can not use AT ble command
bool esp_at_ble_hid_cmd_regist (void)

regist at ble hid command set. If not,you can not use AT ble hid command
bool esp_at_blufi_cmd_regist (void)

regist at blufi command set. If not,you can not use AT blufi command
bool esp_at_bt_cmd_regist (void)

regist at bt command set. If not,you can not use AT bt command
bool esp_at_bt_spp_cmd_regist (void)

regist at bt spp command set. If not,you can not use AT bt spp command
bool esp_at_bt_a2dp_cmd_regist (void)

regist at bt a2dp command set. If not,you can not use AT bt a2dp command
bool esp_at_£fs_cmd_regist (void)

regist at fs command set. If not,you can not use AT fs command
bool esp_at_eap_cmd_regist (void)

regist at WPA2 Enterprise AP command set. If not,you can not use AT EAP command
bool esp_at_eth_cmd_regist (void)

regist at ethernet command set. If not,you can not use AT ethernet command
bool esp_at_ws_cmd_regist (void)

regist at websocket command set. If not, you can not use AT fs command
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)

Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,

but it just supports one character now.

%% terminator —the line terminator
Bl
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is  “\r\n” .
& 1] the command line terminator

const esp_partition_t *esp_at_custom_partition_£find (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char

*label)
Find the partition which is defined in at_customize.csv.
2
* type —the type of the partition
* subtype —the subtype of the partition
* label —Partition label
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1R[] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (woid)
{

xSemaphoreGive (sync_sema) ;

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

% callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)

Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

5.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command
Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer
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uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built
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void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(ar_sleep_mode_t mode)

callback before enter modem sleep and light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

5.18.4 Macros

at_min (x,y)
at_max (X,y)

ESP_AT_ ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT_CMD_ERROR_NOT_ FOUND_AT
Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)
parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)
parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)
parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)
the parameter is invalid
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ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

5.18.5 Type Definitions

typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

5.18.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_SLEEP
enumerator AT_LIGHT SLEEP
enumerator AT_MAX_MODEM_SLEEP

enumerator AT _SLEEP_MAX
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enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_ TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA_ INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_ SUB_CMD_PROCESSING

processing of previous command is in progress
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enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT_PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT RESULT_CODE_OK
13 OK b

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT_RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT RESULT_CODE_MAX

5.18.7 Header File

» components/at/include/esp_at.h
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5.18.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)

get current module id

void esp_at_board_init (void)

init peripheral and default parameters in factory_param.bin

bool esp_at_web_server_cmd_regist (void)

regist WiFi config via web command. If not,you can not use web server to config wifi connect

void esp_at_main_preprocess (void)
some workarounds for esp-at project

void at_nvs_flash_init_partition (void)
init storage mode of at parameters

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)
get storage mode of mfg parameters

& Ia] at_mfg_params_storage_mode_t

5.18.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

5.18.10 Enumerations

enum at_mfg_ params_storage_mode_t

Values:

enumerator AT _PARAMS_NONE

enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION
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Chapter 6

AT FAQ

o AT [F 4
- RGP B A A e B, defTRIRGE R o4 B4 ¢
— dofT R B AT E) iR A5 2
— B L E 0y AT B 4o T 2%, 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3% busy = H X )2 H ¢
AT B, LW ERERHANPALAERALBETEHNEL, ALY
TR R AL _ LAY BN AT B SR ap A VAR ARE G A MRS ROR T 46 1 4% 2
F MCU #5 ESP32-C2 % &% AT 44 Fiaw, ZHARA 2
ESP-AT 4 %~% % ¥ 3 ESP-WIFI-MESH 2
AT 7 T ¥ 3 websocket 44~ %
XL AT A iE 3T 2 VARG R = = 9] ¢
- AT bR T T VAL BN IE T R AT h & 2
So T I AFAR L BRI B R I A2 ST VA B E FothiF ESP-AT 1426 X 3Fah 4 ¢
AT G4 P 45 5k F 4 4o f TR 72 2
AT 4h-vp & 0 g 8 T 5% 2 (Bl 115200)
ESP32-C2 1) AT 454 NFEHAEX, wwRFEZ0GH BT, ESP32-C2 e 54 4w a9
EER NS
— K F T T B P 58 he T 48 notify 4o indicate Th 4% ¢
o M
- ETRREAEA Loy AT B2 RS R flash % K ¢
— AT B 4ofT & F error log ?
— AT fx ESP32-C2 #340 k04 UARTI i@ 13§ W5 ESP32-C2 #4064 datasheet BN UARTI 6 B 1~
—
o MAE
— AT Wi-Fi i 35360F % 00 2
— ESP-AT E)fF v TCP %i% % 1@ KN 5T vANS 7L 2
— ESP32-C2 AT vk o fT 3K BAR AL 2
o b
— RS R T AR AR 3R v Rty AT 4 2
ESP32-C2 AT 4o {745 % TLS s Ak 2
AT [ 4o T 157k TCP %353k 2
ESP32-C2 AT % ¥ PPP~%?
AT Hof T 48R X B & ¢
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6.1 AT |51

6.1.1 RGBS BAT IR AN, RIS T A B ?

WIERAT B+ TEAT B BRI R [, ST %5 B AR % -

o AR RIS IC B AL RO [ (- (R ESP-AT B A 2 5% ) o
© BF HILLAF LB EMH .

6.1.2 Il ARI AT [l fF 3R ?

esp-at 1l H DAYE AR AN T4 136 R A 28 A T AR B G P vh 40 e« BRI PE (LT esp-at/
components/at/lib/ HRT) ZMIRRY, FIFEITE.

6.1.3  Fr_LcE M AT WM P4 ?

o bk THAE T3k Flash N3 TH.
. PEFHULTEBEAT T 50,

6.1.4 B ESP-AT 43k R4 bin S0 ?
Tl DA Flash 2k T H fi%) combine #4178 G .

6.1.5 B " AT BRI frimids ?

o BRI RS, (RO A SCRIEPE LS -
o XTREIFEM AR, E0TLAEE A 16y AT+ UART_CUR 5(# AT+UART_DEF #HTIEEL.
« BAPEAAE .

62 AT fwl S5

6.2.1 AT #/55 busy &t 25K ?

o LR “busy” FIORIEFEMPRRT L4, TCEMIN MATEIA . B AT @& A R Lk, Ra
WPRSEH— 22, A BB —&m 4.
o BHZRVAVEFEFRAR, RFEHSHR “busy” 3K “ERROR”, FMALfTH: OMHA, 9
NI
- %A AT+GMR (#174F CR LF) (Z#84F), BT AT+GMR (#174F CR LF) L4 @& — K58
B AT @4 7T, RESPITZG2L. WIIR RG0 A 5E K AT+GMR #4E, il TR
ZHEAF, RN AR, REHRR “busy”. (AR ZRGEC L5 T AT+GMR #t
1, FRIREI ST ZSAEAT, SR & — KRN m 4, R4~ “ERROR”,
— MCU %3 AT+CIPSEND J5, Ui#| busy p.. Wi, MCU 3556 5 & 2505 . % busy p.. 183
A IEFEPAT, METM A TR, BHEE AT b2kt A MmN s, MCU B33 & 1% #

&,

6.2.2 AT [ilfF, EHURRES a4 aB I P, s ?

ERR CODE:0x010b0000
busy p...

o WEEBARRMR" IEFEA E—4md7.
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o —fiEL T R R busy p-”, {278 ERR CODE & K 4T IF T 8RS R .
o AR EHLRS SR SRR ] TRXAME R AR, WTRERYIRIZ . XA a4 R 2 R
THATFF IR S, S LR IE T E A AT i

6.2.3 AEAFIBLA LRERIA AT [ R SRR i 4, DLRWIBRE fiy 4 AWIBAS R AS I 45 52
7

o WREAR T ESP-AT (e[RRI PEAR SRt a4, T AS % ESP-AT B # 2 5%
o ARG AERIA 6O M ICATT UGS, AR IA BB TR, &R PAS% release

notes,

6.2.4 1 MCU 43 ESP32-C2 55’k AT a4 Jeigl, &t 2 i 7

2 MCU 45 ESP32-C2 545 Ak AT i R e 2B MAT AT S, FEREF I SIA 0 7 ATm”,
WZ 0 E AT B & &R R R .

6.2.5 ESP-AT mi4 1%+ ESP-WIFI-MESH ?

ESP-AT 4]/~ 37 # ESP-WIFI-MESH,

6.2.6 AT & % #f websocket iy 2 ?

o BRAf A AN websocket 4.

o ALET EE XAk, S Z% websocket, PAK A B 2 SLAT 44,
6.2.7 JEEAT AT iy AP L 2 UL B IR sl 7

A A AT B, IS % DU ToRA):

o FHE AN HS%: AT+MQTT aliyun.
o BN HS%: AT+MQTT QCloud.

6.2.8 AT fiy 20l DA ELIRIREG I F R AT 7

n[PA. ESP32-C2 [¥) Wi-Fi il Bluetooth LE Jt: f]—R K4k, 0] fii fJAT+RFPOWER fiy 31X & .

6.2.9 Wl SZFFAIBLEER A WIF AN S R (H o] DUAERC L RIZh P ESP-AT TR sc Rl 4 7
14017E ESP32-C2 51 SZHEHER: WPA2 Ml it i 25 D0 B, 54156 76 menuconfig 1P 1%

BE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command support.

6.2.10 AT fir PR FAF g b2t 7

W PABFEAT & % 53 BT PR SCPRTETS -
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6.2.11 AT arAvpf L et R T DU 7 (BRIN: 115200)

AT iy 4 H3 H R BRFAR2 nT DAMB B -

o H—FhyyE, AT DAE A E 1 6y S AT+ UART_CUR S AT+UART_DEF
o BERhEE, ETLAE BT GRIE AT EF, GIFENG: defTwmiF AT 142 51520 UART %
BERE,

6.2.12 ESP32-C2 HiJil AT $4 A BIEBIR, NUHEBIHINIF, ESP32-C2 b7
2y RS M1 L 7

“WIFI DISCONNECT™m”,
© REERMR, SAATE ATVLLO 2RI, v2.1.0 T WA TEH A i 4.

6.2.13  {IKLFEEE A % o i n f fié notify Al indicate Zjfig ?

o (IRDIFERE A FHER B IERR T3, BifA notify fil indicate. XPFHERAE RIS i )
B P A iRE R, (B2 AN R IR ) T B K P im i Bl notification,
WELEE cccp BMH.

o MEBHHE notify, FFE 0x01; WHRBHFE indicate, FEE 0x02 (5 0x2902
ARAF) s W 2R EBE notify WAEMfE indicate, FFEE 0x03,

o b, ESP-AT 2RiAIAR S, 0xC305 J&H] notify Y, 0xC306 &&7] indicate
B A1 BB X NHE R TR AT 02902 FiAfF:

AT+BLEGATTCWR=0,3,6,1,2

>

// & 0x01

OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0, 3,7, 1,2

>

// & 0x02

OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>
// B ccc £ server H Pl &k # notify F indicate H ] 3% & #

6.3 T
6.3.1 AfEANIBA Ly AT [1F25R.E N flash 2K 7

* XT ESP32-C2 RIKIAL, n]ASHESP-AT B # £ 5.

6.3.2 AT [ infu#5 5 error log ?

» ESP32-C2 ¥£ download port £ error log, ERiA UARTO 25 GPIO21. GPIO20.
o TR AT A P ik 3k
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6.3.3 AT 1t ESP32-C2 Kig] |1y UARTI =555 ESP32-C2 Eigliy datasheet 2R\
UART1 5 HA—% ?

» BSP32-C2 37 4% 10 HH[475 4, 75 4i% ESP-AT (%%, W] PAYE menuconfig W i 1 % {24 it 16 ok
UARTI1 RO IR S, BroAsts HBAN datasheet 5 I — B 1E I
o &M AT PAZS A factory_param_data.csv,

6.4 VEfE
6.4.1 AT Wi-Fi ZE3kEmt 20 ?
o TEMAEHTT, AT Wi-Fi JEEFERT SR 5 #b. (HAESEPR(E A H, Wi-Fi B R BT % th
PERE, PIZEEREE, B RV RES 2451
| [/)LiEJjAT+CWJAP 1Y <jap_timeout> 24§, S5 B 5 KA A] o
6.4.2 ESP-AT [hlfp TCP Kk 1 K/ nf DAk ?
o TCP k%% N 4 Hi ovkiE Aty Bk, 75 ZEECE Y01 ESP-AT TREAE i i [ 4.

o T DA EE Pl B menuconfig %, Component config > LWIP > TCP >Default send buffer
size,

6.4.3 ESP32-C2 AT fyif i il il K {4t ?

o AT fert R R %, @] esp-idf Fry iperf /R BIUEATIL (O AT M, 361
BTy, FHREAE AR 1460 Ty ELE KR ) o
o FIERAW R F K, G ASH hofTiR & ESP-AT Aok ft R R B,

6.5 A

6.5.1 RSN DLl R 1R 1OR L4 AT a4 7

« ESP32-C2 3} UART. SPI % [iflif5.

o AT BN P2 061 UART £ DR AR5 . I AR 28 1) SDIO s(# SPI % M it4T
%, ATDARET ESP-AT FUE G, TR L% % Fo It 4.

« MEZYORHES% [l AT SDIO #:10 , {fif] AT SPI#I , B fliff] AT EH7H0 .

6.5.2 ESP32-C2 AT infuf$5x2 TLS Fpill A ?

4% %k ESP-AT T A B}, W PAFE ./build. py menuconfig > Component config >
mbedTLs HF, W AR ARTRERRAS XA AE

6.5.3 AT FilfFanf ik TCP 2% ?

o HET AT BRIA R 40 TCP s IERECH 5.
* ESP32-C2 AT f K 3(HF 16 A~ TCP 4%, W] PATE menuconfig W EATHCE., L& 7 AMT
./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
— ./build.py menuconfig>LWIP > (16)Max number of open sockets
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6.5.4 ESP32-C2 AT 2}y PPP j?

* A3, 2% pppos_client /B AFTEEEL.

6.5.5 AT Wil pEREPIA H & 7

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity &XE %] Debug.,
— ffifie Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifE TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAHZN AR 2) log S5 E ] Debug.
— {# i BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥} H.{k

MBI ER S log G4k E #| Debug.
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Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARR . FEar BT, AT &b LIS LT TS eI 1F AT air &b T4t
H, [ AT S 7edr i O BIE G RATEE R . AT FE FAEIL T, SN e 4K A ZIE .

* KIKAT+CIPSEND &4y, BE >2 )5

» RIEAT+CIPSEND YT, WK > 25

KEAT+CIPSENDL % By s, WK > 25

KEAT+CIPSENDEX V82, WE > 2 )5

K IEAT+SAVETRANSLINK V% B T, FH &% (AT+RST) s, BHERZ G

L]
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RN, Kik+++ s, SAIEREXRE, FEAG S

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.

» After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

 After sending the AT+CIPSENDEX set command successfully and returns >.

 After sending the AT+SAVETRANSLINK set command successfully and sending the A7+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BAmBEX 7R, AT i I AR AT AU AR (B THRIIRIY+++) , A AT

T, IXHHE S OB A M G, AT 72 R OLR, MK FEARIEE X

* KiRAT+CIPSEND & w43, & > 25
o RIEAT+CIPSEND $ 476030, ME >2 )5
o RIEAT+CIPSENDL % B4 Y, BE >2 )5
* RIKAT+CIPSENDEX W&y, WK > )5
o RIEAT+SAVETRANSLINK % By S 83, BHAREAT+RST s, BAERZ G
LHIRRER T, R+ i, MR R, PEA G4 HEX.
DHCP Dynamic Host Configuration Protocol
A E NI E L
DNS Domain Name System
4 R 5
DTIM Delivery Traffic Indication Map
JIBINS RNV )
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT k%48
HID Human Interface Device
ML s
I2C Inter-Integrated Circuit
B FL B
ICMP Intemet Control Message Protocol
PRV P 4 il 41 SR
LwIP A Lightweight TCP/IP stack
—ME R TCP/IP Hpill
LWT Last Will and Testament
R
MAC Media Access Control
MAC Hiik
mDNS Multicast Domain Name System
% 4% DNS
manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANERT EFE’J NVS. manufacturing nvs F1 776 T AT [# .ﬁﬂjﬁi}\ BT BN A IS %UEE GATTS
%&‘%‘E FEAE R . Wi-Fi BLE . UART FLESF. XHUMEGEE, BOMETE raw_data B, HAEMT
mfg_nvs.bin, BEFF| at_customize.csv FE XK E .
MSB Most Significant Bit
T A R
MTU maximum transmission unit
= IN (2 T
NVS Non-Volatile Storage
IEZ) RVEAT
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Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-C2 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

B3 0 NN RN
iR, TGS AT apd-. B, Pl PAES AT+CIPSEND %, %Kik AT fir
2 HYE Y MCU bl 21 & it o . AT i B 98t , Siliad AT fivd iR [ 45 MCU, - [ i
2Bl +IPD {5 E.
Tl s, WRIEHITIT, ESP32-C2 A g, FHemERNiIT.
WL AN L1522 Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
L PETCL % . OWE 2—Fh Wi-Fi ARifE, B PREERS ti sl Z A A8 (5 32 B ORI, A2 oAt b 5
VAR
WEZNASH YEH AR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C2 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C2 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

BAREGR Wil @R s i,
TEEMRBACE, AR REHE AT ai %, BR THREHII+++ ard. AT ayd HRER BT Y MCU
%ﬁ%ﬁ%%@‘ﬂ&i&, ReIE B ekt . AR F ] AR 20l AT Ay D e o, &1
74 MCU,
Wi-Fi B ARy, QRIEHEINTIT, BSP32-C2 M 0% Py, S Ao (T g, Mo 5
A+++BIFER, W RERE; ESP32-C2 A NARSF RNy, & oK PHEERE ]I T B 3 £, iy B
A+ ++ 1B AR
WL A 11557 Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

I
I
I 1
' AT+SAVETRANSLINK=1[,..] H
I AT+RST ]

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-5 1£ 445 X))
e Passthrough Receiving Mode (:% 153545 X))
* Passthrough Mode (:% 1542 X))
e AT+CIPMODE
e AT+CIPSEND
¢ +++
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
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received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

ARG TE-5-30 R4 AR X S A AR X Z A — NI S
BB, AT AREAAEER S it (B AT aT AR R B & f o imi &, wid AT fy
A O TG IR B 25 MCU ., 8 £ A28 25 2% Transmission Mode Shift Diagram .

PBC Push Button Configuration
T E

PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIIAIE, 7E ESP-AT TAE {512 Er OPEN Al WEP PASMY) Wi-Fi IAIERLE.

PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NITEARN . ATTESIER AR (PKT) 2—4 i fh. PF. 25% . GHBCE SRR
B R, HEMIE TG 8. /B[R . A AR BT 1.
EENRESH NI EPIIAE .

PLCP Physical Layer Convergence Procedure
PLCP Wi, BI4EZ RN

PMF protected management frame
SZARIPIAE BHT

PSK Pre-shared Key
X |

PWM Pulse-Width Modulation
fkeb 5 P 9]

QoS Quality of Service
iz 55 o e

RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC HR)—ZH LG, TEARMTE AR AR BERE PR T A

SMP Security Manager Protocol
LA P

SNI Server Name Indication
i858 LS TN

SNTP Simple Network Time Protocol
{7 B[] 285 s i) P

SPI Serial Peripheral Interface
ERATAMREE

SPP Serial Port Profile
SPP #, R I #

SSL Secure Sockets Layer
SSL il RIZ2as g il

system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.

REENE AT 4 KA MCU f%dis . SRS EEH A \r\n 852, A0 RGH LU AT 4
a

TLS Transport Layer Security
TLS thil, R 22 e
URC Unsolicited Result Code
B RGN , — AL 2 MCU [ E TR [H]
UTC Coordinated Universal Time
PR AL B
UUID universally unique identifier
38— RS
WEP Wired-Equivalent Privacy
WEP fin# sk, BIA L4530
WPA Wi-Fi Protected Access
Wi-Fi {47151
WPA2 Wi-Fi Protected Access II
Wi-Fi f4p1)7 0] 1T
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WPS Wi-Fi Protected Setup
Wi-Fi [P 3
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
R, WA TR AR STER U PR AR CRRBICE) ol v 5 S Y 45 0 %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

8.1 WAtk

AIFG CREE) S A, ASEHA AR s 7 R R, (B0 B A R 2L B 37 5 T8
REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

8.2 stk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

8.3 MRS5S T i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

8.4 Jogedi R E b

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

8.5 i FBR

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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8.7 HJikIERIEIAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
?5 NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] 9e++

SEEEEEEEERERRR
ANSEEEEEEEERERRE
FESEEEEEEERERR
FEESEEEEEEERRRE
FEEEEEEEEEERERE

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o
* N TCP/IP HEALFIA G 2
o REMESEMBAR IR B2 BRIV T
o TEHUXHHE B 5 T b
o PR E SCAT iy

¢ genindex
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AT + CONNECT = CONTROL

. abcdef...

[OK]

/| 2: ESP-AT fir4
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A

A2DP, 351

ADC, 351

ALPN, 351

AT, 351

AT command port, 351

AT log port, 351

AT port, 351

AT 40,351

AT H 30,351

AT 30,351

AT_BUFFER_ON_STACK_SIZE (C macro), 343

at_get_mfg_params_storage_mode (C++
function), 343

at_handle_result_code (C++ function), 337

at_max (C macro), 339

at_mfg_params_storage_mode_t (C++ enum),

D

Data Mode, 352
DHCP, 352

DNS, 352

DTIM, 352

E

esp_at_base_cmd_regist (C++ function), 335

esp_at_ble_cmd_regist (C++ function), 336

esp_at_ble_hid_cmd_regist (C++ function),
336

esp_at_blufi_cmd_regist (C++ function), 336

esp_at_board_init (C++ function), 343

esp_at_bt_a2dp_cmd_regist (C++ function),
336

esp_at_bt_cmd_regist (C++ function), 336

esp_at_bt_spp_cmd_regist (C++ function),

343 336
at_mfg_params_storage_mode_t: :AT_PARAMSEIN MFAEMIYSERROR_CMD _EXEC_FAIL (o
(C++ enumerator), 343 macro), 340

at_mfg_params_storage_mode_t: :AT_PARAMSLSIAN AARIMIT IKRROR_CMD_OP_ERROR (C macro),

(C++ enumerator), 343 340
at_mfg_params_storage_mode_t: :AT_PARAMSIINONET CMD_ERROR_CMD_PROCESSING (&
(C++ enumerator), 343 macro), 340
at_min (C macro), 339 ESP_AT_CMD_ERROR_CMD_UNSUPPORT c
at_nvs_flash_init_partition (C++ func- macro), 340
tion), 343 ESP_AT_CMD_ERROR_NON_FINISH (C macro),
at_sleep_mode_t (C++ enum), 340 339
at_sleep_mode_t::AT_DISABLE_SLEEP ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),
(C++ enumerator), 340 339

at_sleep_mode_t::AT_LIGHT_SLEEP
enumerator), 340

at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator), 340

at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator), 340

at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-
merator), 340

at_write_data_fn_t (C++ type), 340

B

Bluetooth LE, 351
BluFi, 351

C

Command Mode, 351

(C++

ESP_AT_CMD_ERROR_OK (C macro), 339
ESP_AT_CMD_ERROR_PARA_INVALID (C macro),
339
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),
339
ESP_AT_CMD_ERROR_PARA_NUM (C macro), 339
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL c
macro), 339
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 339
esp_at_cmd_struct (C++ struct), 337
esp_at_cmd_struct::at_cmdName
member), 337
esp_at_cmd_struct::at_exeCmd (C++ mem-
ber), 337
esp_at_cmd_struct::at_queryCmd
member), 337

(C++

(C++
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esp_at_cmd_struct::at_setupCmd (C++ esp_at_eap_cmd_regist (C++ function), 336

member), 337 esp_at_error_code (C++ enum), 341
esp_at_cmd_struct::at_testCmd (C++ esp_at_error_code::ESP_AT_SUB_CMD_EXEC_FAIL

member), 337 (C++ enumerator), 341
esp_at_custom_ble_ops_regist (C++ func- esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERROR

tion), 334 (C++ enumerator), 341
esp_at_custom_ble_ops_struct (C++ struct), esp_at_error_code: :ESP_AT_SUB_CMD_PROCESSING

338 (C++ enumerator), 341
esp_at_custom_ble_ops_struct::connect_d&sp_at_error_code: :ESP_AT_SUB_COMMON_ERROR

(C++ member), 338 (C++ enumerator), 341
esp_at_custom_ble_ops_struct::disconnectsmwlat_error_code: :ESP_AT_SUB_NO_AT

(C++ member), 338 (C++ enumerator), 341
esp_at_custom_ble_ops_struct::recv_dataesp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR

(C++ member), 338 (C++ enumerator), 341
esp_at_custom_cmd_array_regist (C++ esp_at_error_code::ESP_AT_SUB_OK (C++

function), 334 enumerator), 341
esp_at_custom_cmd_line_terminator_get esp_at_error_code::ESP_AT_SUB_PARA_INVALID

(C++ function), 336 (C++ enumerator), 341
esp_at_custom_cmd_line_terminator_set esp_at_error_code::ESP_AT_SUB_PARA_LENGTH_MISMATC

(C++ function), 336 (C++ enumerator), 341
esp_at_custom_net_ops_regist (C++ func- esp_at_error_code: :ESP_AT_SUB_PARA_NUM_MISMATCH

tion), 334 (C++ enumerator), 341
esp_at_custom_net_ops_struct (C++ struct), esp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL

338 (C++ enumerator), 341
esp_at_custom_net_ops_struct::connect_d&sp_at_error_code::ESP_AT_SUB_PARA_TYPE_MISMATCH

(C++ member), 338 (C++ enumerator), 341
esp_at_custom_net_ops_struct::disconnectswlat_error_code: :ESP_AT_SUB_UNSUPPORT_CMD

(C++ member), 338 (C++ enumerator), 341
esp_at_custom_net_ops_struct: :recv_data&SP_AT_ERROR_NO (C macro), 339

(C++ member), 338 esp_at_eth_cmd_regist (C++ function), 336
esp_at_custom_ops_regist (C++ function), esp_at_fs_cmd_regist (C++ function), 336

334 esp_at_get_current_cmd_name (C++ func-
esp_at_custom_ops_struct (C++ struct), 339 tion), 337
esp_at_custom_ops_struct: :pre_active_wrede statgetcaduiearkt _module_name (C++

(C++ member), 339 function), 343
esp_at_custom_ops_struct: :pre_deepsleepesmaldibegkt module_id (C++ function), 343

(C++ member), 339 esp_at_get_module_name_by_id (C++ func-
esp_at_custom_ops_struct::pre_restart_callbackon), 343

(C++ member), 339 esp_at_get_para_as_digit (C++ function),
esp_at_custom_ops_struct: :pre_sleep_callback 333

(C++ member), 339 esp_at_get_para_as_float (C++ function),
esp_at_custom_ops_struct::status_callback 333

(C++ member), 339 esp_at_get_para_as_str (C++ function), 333
esp_at_custom_partition_find (C++ func- esp_at_get_version (C++ function), 334

tion), 336 esp_at_http_cmd_regist (C++ function), 336
esp_at_device_ops_regist (C++ function), esp_at_main_preprocess (C++ function), 343

334 esp_at_mdns_cmd_regist (C++ function), 335

esp_at_device_ops_struct (C++ struct), 338 esp_at_module (C++ enum), 340
esp_at_device_ops_struct::get_data_lengtdp_at_module: :ESP_AT_MODULE_NUM (C++

(C++ member), 338 enumerator), 341
esp_at_device_ops_struct::read_data esp_at_module_init (C++ function), 333

(C++ member), 338 esp_at_mgtt_cmd_regist (C++ function), 336
esp_at_device_ops_struct::wait_write_camgdette net_cmd_regist (C++ function), 335

(C++ member), 338 esp_at_para_parse_result_type (C++
esp_at_device_ops_struct::write_data enum), 342

(C++ member), 338 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
esp_at_driver_cmd_regist (C++ function), (C++ enumerator), 342

335 esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
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(C++ enumerator), 342
esp_at_para_parse_result_type::ESP_AT
(C++ enumerator), 342
esp_at_ping_cmd_regist (C++ function), 335
esp_at_port_active_write_data (C++ func-
tion), 335
esp_at_port_enter_specific (C++ function),
337
esp_at_port_exit_specific (C++ function),
337
esp_at_port_get_data_length (C++ func-
tion), 335
esp_at_port_read_data (C++ function), 335
esp_at_port_recv_data_notify (C++ func-
tion), 334
esp_at_port_recv_data_notify_from_isr
(C++ function), 333
esp_at_port_specific_callback_t
type), 340
ESP_AT_PORT_TX_WAIT_MS_MAX (C macro), 343
esp_at_port_wait_write_complete (C++
function), 335
esp_at_port_write_data (C++ function), 334
esp_at_response_result (C++ function), 334
esp_at_result_code_string_index (C++
enum), 342
esp_at_result_code_string_index:
(C++ enumerator), 342
esp_at_result_code_string_index:
(C++ enumerator), 342
esp_at_result_code_string_index:
(C++ enumerator), 342
esp_at_result_code_string_index:
(C++ enumerator), 342
esp_at_result_code_string_index:
(C++ enumerator), 342
esp_at_result_code_string_index:
(C++ enumerator), 342
esp_at_result_code_string_index:
(C++ enumerator), 342
esp_at_result_code_string_index:
(C++ enumerator), 342

(C++

esp_at_wifi_cmd_regist (C++ function), 335

_ PR3 PARGYs RESY A @MERT (@&EB+ function), 335

esp_at_ws_cmd_regist (C++ function), 336

GATTC, 352
GATTS, 352

H

HID, 352

I2C, 352
ICMP, 352

L

LwIP, 352
LWT, 352

M

MAC, 352

manufacturing nvs, 352
mDNS, 352

MSB, 352

MTU, 352

:ESP_ATNRESULT_CODE_ERROR

:sp_aT REGL TCHHHLATION Mode, 353
i \\ 2 — =
:ESP_ATCRESULT_CODE_IGNORE
:ESP_ATPHERSBT copE_MAX

B SP_ATF_>RE SULT_CODE_OK

Passthrough Mode, 353

:ESP_ AT agstimougbRese mxina Ntede, BR3Mp T

PBC, 354

:ESP_ AT RE ith el aRoes 384 DoNE

PKI, 354

:ESP_ATEIRPE4 CODE_SEND_FATL

PMF, 354

esp_at_result_code_string_index:: ESP_AIP_%%ﬂT_CODE_SEND_OK

(C++ enumerator), 342
esp_at_smartconfig_cmd_regist (C++ func-
tion), 335
esp_at_status_type (C++ enum), 340

PWM, 354

Q

QoS, 354

esp_at_status_type: :ESP_AT_STATUS_NORM

(C++ enumerator), 340

esp_at_status_type::ESP_AT_STATUS_TRANIMIT, 354

(C++ enumerator), 340
esp_at_transmit_terminal (C++ function),

S

334 sMp, 354
esp_at_transmit_terminal_ from_isr SNI, 354
(C++ function), 334 SNTP, 354
esp_at_user_cmd_regist (C++ function), 335 sp1, 354
esp_at_web_server_cmd_regist (C++ func- spp, 354
tion), 343 SSL, 354
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system message, 354

T

TLS, 354
Transmission Mode Shift Diagram, 353

U

URC, 354
UTC, 354
UuUID, 354

W

WEP, 354
WPA, 354
WPA2, 354
WPS, 355

1
R, 351

L4

HAEAE R, 352
T E R, 353

L4

RAHE, 354

\ 4

#fE AR R, 354
FEEHR, 353
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