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AlH5M

$§$ﬁ%ﬁ%EWAT%ﬁZ\&ﬁﬁﬂ\mﬁﬁﬁﬁﬁ\%&Wﬁ?ﬁﬁ%%AT@#,m%T%%
A

1.1 ESP-AT {2

YL fEfH ESP-AT Hi, G40 FIEeE 50 % 0, 06 I i 4 AR B R0

ESP-AT & SR g5 JT A (4 n] ELA% T8 MR Y T, SRR I R8s, PRI i i
ESP-AT fiy4, R DAPGHE A TCZ M4 . R =5 . SR (F A SR il S5 2 e, HAEAYE
TeLm IR BTy H IR

ESP-AT 2 5T ESP-IDF SZHi R % TRE . ‘&2 ff ESP32-C2 gl fE g MAL, MCU E5 3 #Hl. MCU %%
AT fiy 445 ESP32-C2 #i41, $ 1 ESP32-C2 A4l SAAT AN M A, FF 420 ESP32-C2 #E413R 1] () AT Iy
N . BSP-AT $244 7 K EINFEARFEIR AT iy, 1 Wi-Fi fiy4-. TCP/IP 54>, Bluetooth LE fjr4~, Bluetooth

. MQTT fiy4~. HTTP 154, Ethernet fiy 445,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<i::$> BT (ESP32)

% 1: ESP-AT %

AT iy bA “AT” JHif, U Attention, DUBTI—47 (CR LF) W45, i A& Sy #f 2 iR [u] OK ok
ERROR MR, Fn M Alap S M A PATE R . HE, Il AT ey M BT, SRRAREIIT %
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frd. L, fEMH AT i, WAER b IiTsg e n, MRIE T &Kard. MR E—AamdR
WAToEEe, AR TH M, WERE busy p. .. K. HEH X AT 6 E BB AT ¢4 %

FOABLE T, MCU il UART #&#: 2 ESP32-C2 #i4H . &i%k AT 1S AU AT mhy. {2, ]
PARRIESE SR (5 B s efE e, i HA R4z 10, 6l SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.

1.2 BoRiE™

SR A U PR BB ) SRR REF 7l . AT BRPFTT . AR WU e 4 o

W AUREHERERERECE . AT AR PR, SR RS 8 SRS

1.2.1  wf ey

TETTUG ] ESP-AT Z 1, 5 B — s G i R 2 - S B FR i = i b, A7 i IR RE To 2 )
A MEPFIRALE MM, HEBEBZITMPINE, WAk, e, WA, RoF%E. W m
PR B B B

o PR T H T DARE BT AR () AR AR I O RE AR X 5«

o BORKUAEAS T DARE B T A0 R RSB SR I REAFRE ]

o WEPFHEZLAHE S W AR DGR B Ot 25, TR . B RITT A 22 I A S R A
o

ik BORBLESS BRI LRI RE s, AR AT BORRE ). B, ESP32-C6 St LF Zighee 3.0
Ji Thread 1.3, FRBA ) AT SCPI7 S8 LR PIFTEL L.

122 AT 8RkPEJ5 Rk %!

AT BAFT7 S8 SRR WL A 4R L) AT [, n] DARE B bR SE B TC LI fE -

o QSRR TR ESP32-C2 I A IRANM AT JAFRE S, IS HAT o4 %o
o AREAERS H ESP32-C2 I AR AT [BEHEhEE, WHZHESP-AT Bl £ 5.

NIV TR R AT [ f 20 A

Yl Tk IBE HEFR AT Bl | 35BS

ESP32-C6 | Wi-Fi 6 + BLE 5.0 v4.0.0.0

ESP32-C3 | Wi-Fi4 +BLE 5.0 v3.3.0.0

ESP32-C2 | Wi-Fi 4 (5 BLE 5.0) v3.3.0.0

ESP32 Wi-Fi 4 + BLE v4.2 (+ BT) | v3.4.0.0

ESP32-S2 | Wi-Fi4 v3.4.0.0 HEFA P LU 5 1Y) ESP32-C &R 7]

* (3 BLE 5.0) Fn AT BIFJ7 R SRR T ThaE, (BAARY IO R B 85 D RE
* (+ BT) 8 AT B0 S P SO M T IIRE, (FAARRY R R A5 D RE .

Gik: T OB T Bk AT B, 2 BRI R T % A
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TR AT AT [S19T: ?

ESP-AT [5 {47 PAF JURH SRS, Hob T sl 4 PR 00 T AR A B SRS, SR BA12E Rt B
TR

B R REE (R5)
GitHub 1\ 1% [ 14

5B A dh B 1
BATRIFHY B I

PPRARIEE (He42) PP RATRRSIE SR KA RIE R BB OB, IR
P ANl e o A AR R, P SR P e Rl JRL I A, R T ] 3 B AR 8 OTA il 55
ST AR P T R AR e A e s T H TR, UL et B WO R AR . R E Ty
WA SR RO, 0T DARRYE A2 #k 2 07, B AN A A AL S (P A 20 ) 1 A 7 I

o JBUEAR: ESP32-C2 AT B4

o LA

- T

L

— BREE O TAR R
o R

- HHENIK

- A HEBAA TR
« ZHEIH:

- B

- B FHRARTIES

— 5 % ESP-AT [ {4 35/ A SRR AEE i 241, 1557 ESP-AT GitHub 1 11 readme.md

GitHub [ 7F - GitHub I PF R 4 0OR AU HE% 2] GiHub I8 S AR IR EI R IR B [ 7 A1 R 2
PEAIE(E, S PRI A A 1, 3R B 5 R AR 4 1 I RSCAS A P (R AT 1 5 A1 Y 1]
P, HAPE v AT AR OTA M5 & T E 1

o PPURIE: WS H 4TI GitHub T 3R # 160 R A AT B # .
o A
— SCIPESR, HTAYRR PRI A MR S ) 4 ok
- A E BRI U, anET SDIO @i B fF . BT SPL IR &I

— PRIUE A TAER I
o B BT ARIERUAANY commit A B FECER S SE RN, WRESAE LR, HEEH
e R I

ESSBETE B SBIEE1EE UE S SR I AN B e B, 5T E R e
LT H R, AR BHORH LB OU T, 4 UART 3453 . UART GPIO % %S 51458, It
P 0] B AL T R 8% OTA IRS5 25 TR [
o KTWTBERSHON, S Hapy T3,
A
- AT EE G .
- BEPFRE . AR,
o BN FREALTAARBE R, ERRIC, ERERRA A .

FATS PR R SR T YO K el R A 5 . 52 H OBE OTA IR%5#5PASCF; OTA I
HE.

o KT AATH IR, S5 KikthiF ESP-AT 142,
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o fi: Thig, HMAC .

o BN WEH OB EIRERE
MR EHERENIIE, HEFET 0 R 5o & &R AR B ) 43 S2 T KRR AT B, R a2
W2 HIEE, RS T master 4337 AR AT [E{4,

1.2.3  BiH oWy

TH R E R B, s RN WO SR EETT A T AR AT o R H R0, RERSHE B b A g
e, PRAERECEANERAERE Sy, w0 F A FETTH ], RERSHE B D o RESR MM BEE , PEREDLIE, 4R
P RRCR AETTH S, e B RN E CL U, SEBL e PRI R A

RS A AT ay B0, B ST R Linux RGN TF A

13wk

AT AN HANGER AT [EF . A AT i AR AT Wi B 75 SR DA BB 7 2 1) ]
.

ARSI AT FEF SR A, 8 RBHEGE R AR, PR 7T S5 ESP-AT Bl 1+ £ 5t
SR AEEAE ] AT BOAE ), ATASH 4o T B AT 3% 2 & e SCRY SR

1.3.1  wfkdEsS

%% 1: ESP-AT 3 fr 5 1 {2
it IhgE
ESP32-C2 7T &Mt ML
USB %dis2k (%4 ESP32-C2 1 & M fll PC) NEkE A R
PC FAL, RRRE T R E AL
USB %ii2k (%4 PC 1 USB #%; UART H: [1f55R) Kok AT 4. 00 AT i |y K
USB #; UART H: 14555 4 USB {55 TTL {55
FIFZE (73 USB %% UART Hf [1RLHLAI ESP32-C2 FFEM) | K% AT il U AT iy B &

%
#

ViR
;
)

i

B IRULABAIAAT B 4 S FE 26 MHz (G . SR8 ESP32-C2 iRk 40 MHz, 5% A%
3% ESP-AT 142 H474%1% ESP32-C2 AT [, fE8HAE

python build.py menuconfig -> Component config -> Hardware Settings -> Main.
—XTAL Config -> Main XTAL frequency —> 40 MHz

o LR 4 HRALFRL 452 ESP32-C2 JT & A A USB %% UART H3 [IRH (S A (o i A3 4
ifg, WA 2 AL TX/RX HIAT .

o QARG ESP32-C2 #5842 T A, Wik UART By, A2 i UART &
[ (2% https://www.espressif.com/sites/default/files/documentation/esp8684_datasheet_cn.pdf > B {545
FEFAA ), [R5 B SR DA A —

— T EE H Strapping 45l (2% https://www.espressif.com/sites/default/files/documentation/esp8684_
datasheet_cn.pdf > %45 Strapping /1) , i iz 42 i A T L P A BB
- I KIEAT+RST=1,1 5%, BEATHAK
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Kl 2: ESP-AT il {s{ A {34 R B ]

1.3.2 ESP32C2-4MB &%

ESP32C2-4MB Z 414511 2 1 & ESP32-C2/ESP8684 ith -, [RIH 7 4 MB flash [F#4H/FF % #, f5l%01: ESP32-
C2 MINI £7%13 % . ESP32-C2 WROOM Z 1% .

ESP32C2-4MB AT F Wi/~ UART £ 11: UARTO FiT F#k B {4 f% tH H7E, UARTL T %% AT o
FHENC AT iR . BRIV LR, UARTO #1 UARTI ¥ ] 115200 sk fTifs.

7 2: ESP32C2-4AMB Z I M {F EEHEAS ] 73 TiE

IheE ESP32C2-4MB F A #/IRAEE | HEIZREEH
]
7 o ET
AR H UARTO PC
+ GPIOI19 (RX) . TX
+ GPIO20 (TX) « RX
N N
LRl UART1 USB % UART & 11 Kbk
+ GPIO6 (RX) . TX
« GPIO7 (TX) « RX
« GPIOS (CTS) « RTS
« GPIO4 (RTS) « CTS

BeW] 1: ESP32C2-4MB JF A Al PC 2 [H] i) 8 A 14 52 £ N B AE ESP32C2-4MB JFAAl |, 7 USB
Bl £ HT R AR PC BT

BEW] 20 CTS/RTS & A TE G BE (A4 2 RERS 4 /i
WA B LT ESP32C2-AMB KU BETIERE, S B X R SR MRS P

1.3.3 ESP32C2-2MB %%l

ESP32C2-2MB Z 5135112 N & ESP32-C2/ESP8684 ith K, [AlI4 2 MB flash (AR ZH /T B AR -

ESP32C2-2MB AT 3% W4~ UART % 0 : UARTO T F#E % E HE, UARTI BT &% AT 574
I AT W . BRARE SR, Pt H /) UARTO (GPIOS) A1 UARTL { /] 115200 AR Tl
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ESP board

Download/Log output

USB to serial COHV”BF ESP board USB to serial converter
o8] Frela RX —— TX
X —— RBRX

CTS RTS

AT command/response RTS ————— TS

] 3: ESP32C2-4MB 41 i 145 R B 1A

f5. 7E ROM BrBe, HRG/2PA 74880 Jkisgtmidy, FroAUnsiassids & ROM Iy HAE, W5 74880 I
F%4T9F UARTO (TX: GPIO20).

% 3: ESP32C2-2MB R H BE 1 HEHAE 1 73 TiE

e ESP32C2-2MB FF 2 /R EE | AEREEH
il
T

B UARTO PC
« GPIO19 (RX) « TX
« GPIO20 (TX) * RX

AT 138/ 2

i 2/ 3. UART1 USB % UART B 11 Eibh

« GPIO6 (RX) * TX
« GPIO7 (TX) * RX
» GPIO19 (CTS) * RTS
« GPIO20 (RTS) * CTS

o R

it H UARTO USB %% UART 3 11 ik
« GPIO8 (TX) * RX

BelW] 1: ESP32C2-2MB A ARl PC 2 [H] )8 & H2 T P B AE ESP32C2-2MB JF Kt |, A7 H USB
R4 EHTT SR PC RIAT

BEW] 20 CTS/RTS & BIUATE R BE (A D) eI A ik
R B E T ESP32C2-2MB MU IETIERE, SRR SRS P

14 paidRT
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ESP boa

7] L B B O B

Download

USB to serial converter

-5 AT command/response ESP board USB to serial converter
R{ —— TX
X —— BRX
CTS RTS
RTS — CTS

Log output

] 4: ESP32C2-2MB 241 i 145 m B 1A

AT LA ESP8684-MINI-1 K416, 23 an{n] |~ 2k ESP8684-MINI-1 BRI (1 AT [, DA ANLRF
BFRER BB |, e ESP32-C2 RBIMIH Al S5 A0

TNEABSE AT BB, HRA ST IEMRIER TR, B 2% s,
PR RSVBEAL, AT BN PR SR e @ A IT2e 5. BRI SHESP-AT Bl 1 £ 5t

141 Pk AT WlfE

TR AN 2B AT [BFF 2% PC:

o FIEAT B 1
o RENEMBLAL TR ) AT E¢F
o A BRI T R R

oAb, FeATF % T ESP8684-MINI-1 %%/ [ ESP32C2-4MB-AT-V3.3.0.0 [E{, ZE R E G K&
HAr&AS bin SCAEAZRATS, HE ESP32-C2 RFIBLAHEFR H SRE5H J bin SCEE AT S5 Q1R /45 -

— at_customize.bin /] ZH AR K
— bootloader // bootloader
| L— bootloader.bin
— customized_partitions // AT H % X bin X #
F— mfg_nvs.csv [/ B ONVS 4K f R b8 #iE
| L— mfg_nvs.bin // EFF NVS 4K bin X
— download.config /] B E N E R
— esp-at.bin // AT J A E

— esp-at.elf
— esp-at.map

QS

Espressif Systems 9 Release release-v3.4.0.0
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 1. A48/

(8L 7))
— factory /] BEFEHRFENAEE bin XH#
| L— factory_ XXX.bin
— flasher_args.json /] TEREBHEEFHHER
— ota_data_initial.bin // ota data X 474 &
— partition_table /] = A KAk
| L— partition-table.bin
L— sdkconfig // AT BN R FERE

Hr, download.config XfFEEHEREIFIISET

—-—flash_mode dio —--flash_freqg 60m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

0x60000 esp-at.bin

—-—flash_mode dio IR M) flash dio B T4

~-—flash_freq 60m QM 4R H A flash # Rk 60 MHz;

——flash_size 4MB fCZFEILEA-E H K flash /)N A 4 MB;

0xd000 ota_data_initial.bin fBFELF 0xd000 Hitlpisk ota_data_initial.bin {4,

1.4.2 35t AT BEE %%
TEARIR R B R R G ot B e 7 ¥ 6

Windows

THifbesk 2w, 7 F# Flash T8 TR, WEZH X Flash T TRING, WSHEGET doc k.

* ¥J9F Flash N TH;

o VEFRIS R RAL (BbAh, FATEESE EsP32-C2.)

o RAREAITERBERE—F TAERI: (Beak, FRAT2ESE develop. )
o MRIREHITRIER —FFEZED; (B, FRATESF vart. )

B DOWNLOAD... — O e
WorkMode:; |Develop w

LoadMode: HUART

OK

Pl St R 28 E e g

o F AT BfFReR B8, AR A UL
- HEFEITEIMEEA (Bl build/factory H3E N factory XXX.bin) % 0x0 Hb
Hk: /A3 “DoNotChgBin™, i i 57 [l {4 1) BRI Fi
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. 4 > WEBEE » OS(C) » bin > ESP32-C2-MINI-1_AT Bin V2.5.0.0 » ESP32-C2-MINI-1-V2.5.0.0 > factory

£
o]

-

ER [ ESP32C2 FLASH DOWNLOAD TOOL V3.9.3

*

[ ] factory MINI-1.bin Jsplr'- load ]HSPI[“ load ]
3 factory_parameter.log

>

DDDDDDDN
®9 055008 8|0 |
[}

<

SPIFlashConfig

SPI SPEED SPI MODE Detectedinfo
[+l DoNotChgBin

@40MHz O QIO

LockSetti
(O267MHz  (OQOUT ceeeetnas

(O 20MHz  @®DIO CombineBin
(C80MHz O DOUT Default
(O FASTRD

DownloadPanel 1

START STOP ERASE COM ‘ com v |

BAUD: ‘1152@ v|

6 TaE A I (RdeR)
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- T EZA bin LR AR FHBIE: ARIE download. config SCAHHTHELE, 57 A)i%

“DoNotChgBin”;

& download.config - B=% — m} X
XD RFEE B0 SEV EHH) WY ESP32C2 FLASH DOWNLOAD TOOL V3.9.3 - [m} X
—flash mode dio —flash freq 60m --flash size 4MB | - T Ty n ‘
0x0 bootloader/bootloader.bin J il
0x8000 partition_table/partition-table.bin -

0xd000 ota_data_initial.bin

0xf000 phy _init_data.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1F000 customized_partitions/server_cert.bin
0x21000 customized_partitions/server_key.bin
0x23000 customized_partitions/server_ca.bin
0x25000 customized _partitions/client_cert.bin
0x27000 customized_partitions/client_key.bin
0x29000 customized_partitions/client_ca.bin
0x32000 customized_partitions/mqtt_cert.bin |D DoNotChgBin |
0x34000 customized_partitions/mqtt_key.bin QemlE @D

Locksetti
0x36000 customized_partitions/mqtt_ca.bin O267MHz O QOUT ackSettings

0x2B000 customized partitions/factory_param.bin 20MHz  @DIO
Osomsz Opour

(O FASTRD

SPI SPEED SPI MODE

DownloadPanel 1

IDLE

A

START H sTOP H ERASE |COM‘ oM “|
BAUD: | 115200 |

B 7 NEEZA MR EE (RdEeR)

R T e besR BRI, T AE T AU R B D COM i 5, A “COM:” R4 3 ihide 1% i
5. A RUMATE R 1SRN 4 2% 1F Windows A& H i1 .

PEREUR, Wi & AT Bl 2 & s .

Linux 3¢ macOS

FHIRPESFZ I, 4% esptool.py.
PAF PR AT —, F AT [E{FRasR 2 k6
o NFFFREZA bin HEARFFHGE: # AL T2, B PORTNAME il download.config &

)

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset -—-—
—after hard_reset write_flash -z download.config

H§ PORTNAME Zrife BIT AR T #iHz 14458, A TG 1% 14 FR, 12 1 Linux Fl macOS
AE.

$f download. config Bl iZ K B SH K.

DA 258 & ESP8684-MINI-1 FEi4 45 Ao

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —--after hard_reset write_flash -z —--flash_mode.
—dio --flash_freq 60m —--flash_size 4MB 0x0 bootloader/bootloader.bin._
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin 0x1e000 at_customize.bin 0x1f000 customized_
—partitions/mfg_nvs.bin

o HEETEITOGM R B E 0x0 Hihk: A LA T4, ¥t PORTNAME fl FILEDIRECTORY &
LiE

Espressif Systems 12 Release release-v3.4.0.0
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/get-started/establish-serial-connection.html#windows
https://github.com/espressif/esptool
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/get-started/establish-serial-connection.html#linux-macos
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/get-started/establish-serial-connection.html#linux-macos
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 1. A48/

esptool.py —--chip auto --port PORTINAME --baud 115200 --before default_reset --
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Feffl il F AW ) 2k O AR, 47 0 YEM 8 1% 4% 1 248K, 162 % 7& Linux £l macOS
FEFEm .
Ff FILEDIRECTORY B i dT 6 i) r= A0 SO kA2, BRI, A E factory/

XXX .bin,
PAR 238 [ e 53 3 ESP8684-MINI-1 AR 4H i A g4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-

—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—dio -—-flash_freq 60m —--flash_size 4MB 0x0 factory/factory_ESP32C2-
—4MB. bln

PaSESEIUG, TS AT B2 TR .

1.4.3 KA AT [l fFE MRessk k)

TR OA N AP BRI AT AT [ 2 A besi i -

e 3T T A, 11 SecureCRT;
o B PRI T R EERI CAT Ay SRR T (R AR ik aE ) ;
o PREE: 115200;
o BdEAL: 8;
o ¥:E&{7: None;
o IR 1
o Vi¥s: None;
« HIA “AT+GMR” 4, Jf Hi#fT (CR LF);

TR, WL OK, 2R AT [ ke 2 .

AT+GMR

AT version:3.3.0.0(3b13d04 - ESP32C2 - May 8 2024 08:21:45)
SDK version:v5.0.6-dirty

compile time (be332568):May 8 2024 08:50:59

Bin version:v3.3.0.0(ESP32C2-4MB)

OK

N, 5 2EE I PR 7 Uz — M A ESP32-C2 i f JHHL H
Jitk 1:

o TR O T A, 4N SecureCRT;
o BB PR PR HE? MO, B OIS
o W 115200;
o BHEfL: 8;
 KU&{: None;
o (IR 1
e Ji¥s: None;
o BT AMY RST 8, 2 HERTHEE HEMLL, Wi ESP-AT B4 £ EMPIGIE T .
Jith2:
o FTHWIAER IO T H, 1l SecureCRT;
o HR: ArliE A T AGREE AT A /mahy” e AR T CRERE A BB BER T,
Fr R 1S S 4 A & 3%
o AR 115200;
o BHEfL: 8;
o K¥oH{i7: None;

o fEIRAE: 1
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* Jiif%: None;
o TERIZSIEIC “AT fy&/N" W D4 AAT+RST fy4, - H#4T (CRLF), # “ R E /4
7 RYER O H R AY H AL, R ESP-AT BB 2 IEMIRL T .

ESP32-C2 F#L H #&:

ESP-ROM:esp8684-api2—-20220127

Build:Jdan 27 2022

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:1

load:0x3fcd6108, 1en:0x18b0

load:0x403ae000, 1len:0x854

load:0x403b0000, len:0x2724

entry 0x403ae000

I (32) boot: ESP-IDF v5.0-dev-5949-9g885e501d99-dirty 2nd stage bootloader
I (32) boot: compile time 11:05:11

I (32) boot: chip revision: v1.0

I (36) boot.esp32c2: MMU Page Size : 64K

I (41) boot.esp32c2: SPI Speed : 60MHz

I (46) boot.esp32c2: SPI Mode : DIO

I (50) boot.esp32c2: SPI Flash Size : 4MB

I (55) boot: Enabling RNG early entropy source...

I (61) boot: Partition Table:

I (64) boot: ## Label Usage Type ST Offset Length

I (71) boot: 0 otadata OTA data 01 00 00004000 00002000
I (79) boot: 1 phy_init RF data 01 01 0000£f000 00001000
I (86) boot: 2 nvs WiFi data 01 02 00010000 0000e000
I (94) boot: 3 at_customize unknown 40 00 0001e000 00042000
I (101) boot: 4 ota_0 OTA app 00 10 00060000 00140000
I (109) boot: 5 ota_l OTA app 00 11 00230000 00140000
I (116) boot: End of partition table

I (121) esp_image: segment 0: paddr=00060020 vaddr=3c0e0020 size=288c8h (166088)._
—map

I (167) esp_image: segment 1: paddr=000888f0 vaddr=3fcab6010 size=02cl18h ( 11288).
I (170) esp_image: segment 2: paddr=0008b510 vaddr=40380000 size=04b08h ( 19208).
I (178) esp_image: segment 3: paddr=00090020 vaddr=42000020 size=d444ch (869452).
I (378) esp_image: segment 4: paddr=00164474 vaddr=40384b08 size=01508h ( 5384).

I (382) boot: Loaded app from partition at offset 0x60000
I (383) boot: Disabling RNG early entropy source...

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200
module_name: ESP32C2-4MB

max tx power=78, ret=0

3.0.0

WERTEM A T 1% ESP-AT 1A%, T FJ3EESP-AT et 4 .

AR AR ST Ay ) ESP-AT, T Je P Ak &, B Qe 2R AN, PP et ph i d, TR
PR M BE F A SRE PR B AT B, SRR PP T #d8 5, AR R ZRIbEk AT Rl
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AT [ilfF

2.1 RAWRIREE

FERE TR A 0. HAT, REERAT T UAR ESP32-C2 RIIKIAL R AT [ 1F.

e

o WERGERYBIAEAT AATHIECF, AT RASE AR [RIRE R IC B R BLAL R [8 F (R ESP-AT B b 2 5+ &
SRR EAR R ), B PR SC R R R, WA A arpy TR Bk
AR, A AR A R i [ 1«

- {47 UART Bt &

- {5k Wi-Fife &

- SHGEEF fe F AR E
— 157 GATTS it &

2.1.1 keI

TEME I R AY AT [EPFRT, 5120 51 % 0, IFRE0%H P i 48 T 2% ORI R

2.1.2 ESP32-C22MB %%l

* v3.3.0.0 ESP32-C2-2MB-AT-V3.3.0.0.zip (#45)
* v3.1.0.0 ESP32-C2-2MB-AT-V3.1.0.0.zip
* v3.0.0.0 ESP32-C2-2MB-AT-V3.0.0.0.zip

2.1.3 ESP32-C2 4MB %%l

* v3.3.0.0 ESP32-C2-4MB-AT-V3.3.0.0.zip (#f#)
* v3.1.0.0 ESP32-C2-4MB-AT-V3.1.0.0.zip
* v3.0.0.0 ESP32-C2-4MB-AT-V3.0.0.0.zip

15


https://dl.espressif.com/esp-at/firmwares/esp32c2/ESP32-C2-2MB-AT-V3.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c2/ESP32-C2-2MB-AT-V3.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c2/ESP32-C2-2MB-AT-V3.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c2/ESP32-C2-4MB-AT-V3.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c2/ESP32-C2-4MB-AT-V3.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c2/ESP32-C2-4MB-AT-V3.0.0.0.zip
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2.14 iTBd AT A KA
THEHAT I AT AR E A SCRT PR TR AAS B AT A, S R AR (9 A AT O«
AL AR /N :

T3k ESP32-C2 AT % 75 e ) 14
o AT EV#i A AT [EfFA S TRLE — ik SCrR B AR

ik iy PR R RS AR, AR TR ZS D7 R R B RN L A, R AT Bk
Elh 7SO T T 3

2.2 AT FifEwi4r

ESP-AT [E #4813 TR E DI Rem — bl 3ot

build

— at_customize.bin // ZH®kaREx (APaRK, 3lH T mfgnvs 4K W Ko
~fatfs K W R I o K K AN)

— bootloader

| L— bootloader.bin VA-E N -

— customized_partitions

| L— mfg_nvs.bin /) W BRESHK, 2HENELEXTH mfg_nvs.csv
— esp-at.bin // AT R A B #

— factory

| L— factory_xxx.bin //

SHEEDREN A XESE, ETUANRI AR RS M N 0 B flashe

~Z B, RFMRYPE download.config X H HFEREKET A4 X R F 3 flash.
o B XE R AR BA M By R ] 4.

— partition_table

| — partition-table.bin // — %A Kk (44K %)

L— ota_data_initial.bin // OTA ¥ 18 47 45 1 X
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AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 80 & 2210 IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #ifjai 25 flash Ff F1431X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

17
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3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b

W] 7
|ox
S8
* <mode>:
- 0: Hj ESP32-C2 JF#E AIEH 12475
- 1 EJF ESP32-C2 - AT 2
B
o WERERESCH R, IAE R AR E Ay A1k ESP32-C2 #F AN HAR, X PR AFERE (- AT
4 Boot &M,
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3.1.4 AT+GMR: #HHRAEER

WA %

v

A

=

AT+GMR

W i <

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.DJERRAE R, BNIAE esp—at/components/at/1ib/ HFE F. 1L
T2 PRV, ToIFRCT R .

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

» <Bin version>: AT [& {4 A5 H. WAE E 7] PAYE menuconfig /4. (python build.py

menuconfig->Component config->AT->AT firmware version. )

|
o AREAET ESP-AT [ ¢F A AR R, 5 Sehe it AT+OMR IRAE B

il

AT+GMR

AT version:2.2.0.0-dev(cad4lecd - ESP32-C2 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: i Y i [ 71 S SR AT i 4 B fin 4 S8 %Y

W ) :

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK
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<index>: AT 475

<AT command name>: AT fy2-%FR
<support test command>: 0 FRALFF, 1 FTR(H

<support set command>: 0 F/RATFEE, 1 FRLFH

+ <support query command>: 0 F/RATE, 1 LRI

<support execute command>: 0 FRATF, 1 FRIE

3.1.6 AT+GSLP: j}i A Deep-sleep Fiz,

BE A

A

AT+GSLP=<time>

Wi 3% ¢

<time>

OK

BH

o <time>: BI#FUEA Deep-sleep YIS, H7: ZFb. BUENTRIE]G, BA HIhMeEE, T8 G HERR

WREEAE , SRS AR o
- 0 FRor B E S

— K Deep-sleep B K2 28.8 K (2311 ZFb).

it

o BTN, P ik A Deep-sleep B9 Frmf & HHBIHC Z A S AFAEZ S

3.1.7 ATE: JFpsk Yz AT vl i ohfe

* ATEO: 5X[[al 2
« ATE1: FFJ[E &
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3.1.8 AT+RESTORE: &)

WA %

v

A

=

’AT+RESTORE

W i <

[ox

]
o LA RHERICE A7 E] flash (S8, TR NERASHE.

© BITIRM S ERRE.

3.1.9 AT+SAVETRANSLINK: ¥ H-#lL Wi-Fi/Bluetooth LE i# L i {5 &

o % B FF AL N TCP/SSL i 15 42 X 4% 8.
o % FFHLEEN UDP i 14X 15 8,
o % F FFHLiE N BLE 5B A X AT 8

BEEIFHLEEA TCP/SSL ZE L BEAH R

B WA

’AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>]

W

’OK

ZH

¢ <mode>:
- 0: 2} ESP32-C2 [ A Wi-Fi if £ 42X,
— 1: 78 ESP32-C2 kA Wi-Fi 51542 X,
o <” remote host” >: FIFE SR, FRmns IPv4 Hihl . IPv6e Huhl, w4, il 64 535,
* <remote port>: i I {H
o < type” >: FELFERESE, FonfEimidsA:” TCP”,” TCPv6”,” SSL”, uY “SSLv6”, BRiA{E:” TCP”
o <keep_alive>: Pl B E#: ¥ SO_KEEPALIVE 3 (&% : SO_KEEPALIVE N47), Hfii: #b.

e JEREl: [0,7200].
- 0: Z&Jf] keep-alive ZHEE; (BRIA)
— 1~7200: JFJ keep-alive Hjfi. TCP_KEEPIDLE {3} <keep_alive>, TCP_KEEPINTVL i}
1, TCP_KEEPCNT i % 3.
o ARy <keep_alive> ZEHAT+CIPTCPOPT 411 <keep_alive> ZEUHE, H4YH
H G E R AT UE « WERIBITA M LI AN E <keep_alive> 2%k, MBIAMEH kB ERIME.

el
o RREN Wi-Fi FFHLE # X F BRI NVS X, HSE <mode> hy 1, Rk EHAZNHEAZLE
X WEBER
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il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a21:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFPLIEA UDP AL R

i fra

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox

B8

e <mode>:
- 0: 5[] ESP32-C2 _HL#EA Wi-Fi if 42X,
- 1: JFJi ESP32-C2 L Hiik A Wi-Fi i f£ 42X,
o <” remote host” >: FAFESH, FoRmmns IPv4 #itl. IPve dihl, Si%. FKh 64 F5.
« <remote port>: il I {E
o <7 type” >: FRHRSE, FoRtEiHdiAl:” UDP” m “UDPv6”., ERINfH:” TCP”
* [<local port>]: JFFAL#EA UDP &R, i1 F i 4 s 11

B
o AREN Wi-Fi FHHLE £ 42 X A5 BARTELE NVS X, #HZ% <mode> 2 1, FR_EHEBIHEAEE
X TEEER.
o QIR ELT IPVO 2% 7837 —A> UDP &40, 35HATPA T Ak
i AP 374 IPv6
% BAT+CIPV6=1
H T AT+CWIAP iy 23R B3 —~ IPv6 Hiht
(A3 WiTAT+CIPSTA? iy 4528 ESP32-C2 27 3k EE| IPv6 Hihl:

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

BEIFPLYEA BLE B R

wE

’AT+SAVETRANSLINK:<mode>,<role>,<tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<peer_addr>

W

’OK
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e <mode>:

- 0: XM] ESP32-C2 _EHIEA BLE i 542 X,
- 2: JFJH ESP32-C2 _EHiPEA BLE i {542 X,

e <role>:
— 1: client f3 {8
— 2: server fi {4,

o <tx_srv>: tx [R5 75 . AT {E8 GATTC B}, i1 AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
V£l GATTS B}, @it AT+BLEGATTSSRV? f54-251] .

o <tx_char>: tx R &5 . AT E R GATTC I, il i) AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
AR 1N GATTS K, i3t AT+BLEGATTSCHAR? £ 425 .

o <rx_srv>: 1x [R5 F5. AT {E8 GATTC i, 4 AT+BLEGATTCPRIMSRV=<conn_index> iy &%
W3 VN GATTS I}, @3 AT+BLEGATTSSRV? 425 .

o <rx_char> :rx R 55 4HIE 5 . AT 1Eh GATTC B, il #+f AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR MEN GATTS B, i iFAT+BLEGATTSCHAR? fi 445 .

e <peer_addr>: X775 Bluetooth LE H#iihik

L

o AER BLE FF#LiE £ 42 X 15 BARAFAE NVS X, S8 <mode> 4 2, TR _FH H 3 A Bluetooth

LE & 42X, FTREBEAER.

il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL:

A a4

zs

¢ B M BB P A A ik b

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

OK

LA

A .
"ﬂé’\'

’AT+TRANSINTVL:<interval>

o <interval>: FAEA&iE[EfE. B0 280, BRAE: 20, JEME: [0,1000].
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e

o BEMUN, 2 ESP32-C2 A UART Bl 2B, An s iR ) B R T2 F 2920 747, 4
YL B A aE 2920 T — BT RG% , RS 4FFF <interval> ZRPEEERAE] I B

RTEET 2920 F45 F R A5 .

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> fR/INGF, ATVAREAR [ PO A A B A RE I, (B S 0 PSR K5 i 4 45 e i 14

WHL, — R T A RE

2N

/) R BB BKE R R
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

AT+UART_CUR?

W i <

OK

+UART_CUR:<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

v e
ST A

R

/7,’\

=

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
— ESP32-C2 4 SHHEIEY 80 ~ 5000000
* <databits>: HHE{7
- 5 5 bit Kl
~ 6 6 bit KR
— 7: 7 bit Fidfa{
— 8: 8 bit Fdla (v
* <stopbits>: {5}
— 1+ 1bit 31k
- 2: 1.5bit fE 111
3 2bit fFIEf
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AMlREHEE
- 1: {¥ifg RTS
_2: ffifE CTS
- 3: [AHH#TRE RTS I CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
tifn 4

e

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

ke

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

o <baudrate>: UART %R

— BSP32-C2 %45 475 A 80 ~ 5000000
o <databits>: (v

— 5: 5 bit HEAL

- 6: 6 bit FEAL

— 7: 7 bit FEAL

— 8: 8 bit K
o <stopbits>: 15[ {V/

— 1: 1bit 2147

- 2: 1.5bit fg k17
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— 3: 2bit {2 -7
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: Afifgimis
- 1: {#igg RTS
- 2: fififg CTS
~ 3: [FIWH{iAE RTS Fl CTS

BEW]
o BUE S UCRORAFAE NVS 70X, 43 B B LM IR A 2L

o {1 9 45 2h R T O R A 19 CTS/RTS 4 M, 1% 7% W2 #+ £ 4% Ml components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF-115200,8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

"ﬂ4>°

’AT+SLEEP:<sleep mode>

Wi 3% ¢

’OK

BH

* <sleep mode>:
- 0: ZEHIREARAI
— 1: Modem-sleep #={;
« BA Wi-Fi 3
- SPPRBLHCRRYE AP ) DTIM & ) X
+ H1 BLE #i=X
- £ BLE 78R8T, ST HeREAR )4 18] B e 15 ¢ 1A
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- 7F BLE 28T, SHSIHCREAR H 2422 [a] B 2 1 9% 1A
— 2: Light-sleep #z
« IG5 Wi-Fi fHiR
- CPU K H Bk AREAR , SFPATAREHORE: 5 P4
+ B Wi-Fi #512{
- CPU ¥ H shik ABERR , SHA U RARIEAT+CWIAP 54X B listen interval
SR 5 A
+ A Bluetooth Fz;
- 7€ Bluetooth | &7, CPU ¥t H ik ABENR, SHIBHtRRAR I 15 ] B i 19 5¢ P4
- £ Bluetooth 7278, CPU K HaiE AREHR, bt R AR 212 ) b i 11 5% P4
+ Wi-Fi A1 Bluetooth FE{FAFFL
- CPU ¥fH 3 iiF/\ﬁﬁﬂE o SFPABASTHRORR AR H 5 AR O A
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fHER
- BPIEIHOR AR IEAT+CWIAP fin 2% E Y listen interval ZHUE M KM
+ B4 BLE 5z
- £ BLE JHEAS T, SPAURTHORE AR 4 5] B o 151 2 A
- 7E BLE ST, SHSIHCREAR S 2422 [R) B 2 1 5% 1A

Bl

o A HERIRAX S, Bluetooth LE RAT ARG #I 4Rk . 24 Bluetooth LE #JUA L5, AT PAZE F A AR AR
Ko

* Modem-sleep f5xC il Light-sleep #5:X3 1] PAE Wi-Fi #0835 BLE #5:0 FE, (HAE Wi-Fi fz0F
XA HBBTE station BN iKE

o X Light-sleep #ixXHT, BWIRHTEITAT+SLEEPWKCFG 6y A BE B I MR BEyE , 75 WSR3 4
B EH AT REIRR S

* X Light-sleep 83X J5 , 4154 Light-sleep M A5 (44 AN 2 0], 145K B 2hE A BEIRAR L, 24 Light-sleep
W TR 2K 6 JE I, 152 RE B Bl A R HRAS K o e i

 XfF BLE #i:X N #Y Light-sleep #5538, F FrnZiinfff 4% 32KHz 4%, 750, Light-sleep #3023 PA
Modem-sleep = T AE.

o AT+SLEEP £ 75013552 S0k Sleep AT 7151 .

2N

AT+SLEEP=0

3.1.14 AT+SYSRAM: iy Y fij sl e i as Rl Mg /DA ]
i) 4

LT

AT+SYSRAM?

Wi i <

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

e <remaining RAM size>: Y[ GxHEZS[A], BA7: byte
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« <minimum heap size>: ZFTHATR/DESS[E], B byte. 24 <minimum heap size> /INTE{IE
T 10KB Ff, ESP32-C2 ) Wi-Fi FMIKIIFEME A DI RE T E L 325210

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: #ily/ix ¥ RGEHAEE
A it 2

itk
E Y H RGN E RS

s

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

N

Bame

N

i
WE RGN R WERETHFE NS AT I, W1 AT+SYSMSGFILTER fiy% .

ZE

’ AT+SYSMSG=<state>

Wi b
[ox
* <state>:
— Bit0: BH Wi-Fi £ £ 42X, Bluetooth LE SPP }% Bluetooth SPP B 23T ElE /R {E 5
+ 01 AATED
« 10 FTEJ +QUITT
- Bitl: JEENERE R
+ 00 {7 BB R 5 B, i XX, CONNECT
« 10 ff R4 IR /8 {5 B, 1 +LINK_CONN:status_type, link_id, ip_type,
terminal_type, remote_ip, remote_port, local_port
- Bit2: EERSIERELR, BT Wi-Fi i 1£42X,. Bluetooth LE SPP }% Bluetooth SPP
+ 00 ATHHREE
« 1: 24 Wi-Fi, socket, Bluetooth LE 5% Bluetooth }R7S & Lo As i), FTEIER(ZE, -
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- B
- B
- U
- B
- B
- U

— "CONNECT\r\n"
— "CLOSED\r\n"
— "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
— "WIFI DISCONNECT\r\n"

— "+ETH_CONNECTED\r\n"

— "4ETH_DISCONNECTED\r\n"

#

"+ETH_GOT_IP:" F LM B FE &
"+STA_CONNECTED:" J 3k # $# & 1@ B
"+STA_DISCONNECTED:" JF 7L R T fEE
"ADIST_STA_IP:" FF LW F LA
"+BLECONN:" JF 3k By $# 7 £ &
"+BLEDISCONN:" JF 3k W iR 7 &

"+LINK_CONN:" JFF 3k ¥ #£ 7 £ &

]

* A7AT+SYSSTORE=1, PBCEHEHUCRFGIRIFAE NVS 73X,

o« FIXBItO K 1,

o« ¥ Bitl

Bt Wi-Fi if 42X Bf & $7R +QUITT,
A1,

& “XX,CONNECT”,

Bl

¥ & 5 MJAT+CIPSTART FIAT+CIPSERVER 1§ 4,
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port”

A 4K R R
o M A

// BRH Wi-Fi

HZEEARLITART F L

/I EBERHTHFEARRTE R

/] HERSAAERE/RATHE L

AT+SYSMSG=2

o

// ¥%FHEHERKXT, Wi-Fi. socket. Bluetooth LE ¥ Bluetooth MA K LT W4 HIE T fF &

AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsZEH R4 8 0kE

A%

e
ER BRSSPl

[k

FIEAPIRES

AT+SYSMSGFILTER?

Wi i ¢

+SYSMSGFILTER: <enable>

OK
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N

i
A A AR GE Bl g

O e
iy

’AT+SYSMSGFILTER:<enable>

Wi
[ox

S

¢ <enable>:
- 0: BHARGHELIE. REBIME. 220G, REHEASHRER T IERTIE.
D EHARGHEEMAIE. TFEE, REH BIE N R UTE E R EdE S8 AT gk, MCU
K%%@U; T A 1 LR =T e b %ds, &5 &4 MCU.,
e

o W5l AT+SYSMSGFILTERCFG iy 4 E AR iEds , Rl A a4 a8 el 8t 24000 Bt g,
SR RS AN RS0 B R

o TR AT+SYSMSGFILTER=1 1%, WG B RS SIS E L EE I, Bk AT IR
TH R T .

o TEHENEEAEX B, AU FHAT+SYSMSGFILTER=0 4, 25 R4 Bt g,
o WAREET AT TR WRIF L, M HWTH APIs SE81 AT miid 11 E’Jéﬂtf}%ﬁaﬁ

// JREW AT A4 BB KE. BHE LS W AT+HSYSMSGFILTER.
ARk, RAEHRFEW AL %E MCU (AT+USERWKMCUCFG # 4 X H B MCU % B I ) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/) BT EGE AT 4 0K RE. KL W AT+SYSMSGFILTER.
A (WEEH) , XEHEWN AL % E MCU (ATHUSERWKMCUCFG 4 4 % & B MCUL
B E) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/) BA%E MCU B AT 4 U e X% . ¥ A S H AT+SYSMSGFILTER.
A, ABEHE S B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ B A K % B MCU y]ﬁtfﬂkﬁﬁ]% aﬁ AT @4 O W HELRE. KE LW AT+HSYSMSGFILTER.
AT (WEEA) , A2 HKEM 2% B MCU (AT+USERWKMCUCFG # 4 % B B MCU_
B E) .

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);

Bl GRS ZGE iR,

3.1.17 AT+SYSMSGFILTERCFG: #ify/fit ¥ &% e n ki g

o HmidiEE
'/HrAﬁﬁszvna‘
o Whe— A iLiE R
o Mk —A ik %

u‘(*% %?Pn S?*o
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n

=

it i

%

iy A

s

O A .
"ﬂ/?\‘

AT+SYSMSGFILTERCEG?

Wi i ¢

+SYSMSGFILTERCEFG: <index>, "<head_regexp>","<tail regexp>"

OK

S8

o <index>: JIPERMIRT].
e <” head_regexp” >: SLERIENFEER.
e <” tail_regexp” >: REIIENFEERK.

WERAT L DB 2

BEmA mA

’AT+SYSMSGFILTERCFG:<OperatOr>

W

[ox

S

¢ <operator>:

- 0: JEBRFTA L uES . WG, AT DARER— L B B o S TR

il

/) T OPT R LR B

AT+SYSMSGFILTERCFG=0

Bm—A- L aE2

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi 3% ¢

OK

>

iR FRoR AT EHEA TP AT 4 SR, SUEHERT DA KR (RP - S ik =X 2R e
MFEE), Y AT W F AR JF AT <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
MRk TE B AL T

AR IR )2k e R R AL I 2R s N I s SR
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’ ERROR

LB BV B vea Vet -3 Gyl v e N SR 1P /5790 %I IS A T

s <operator>:
= 1t BEIM—AN g . — i e A AL A SR gk SN R Bk ) ik =K.
* <head_regexp_len>: SLPFIEMIZRIAAXKE . M [0,64]. WERKEN O, FRZBELEBIENFRE
FLHIPLHED, [} <tail_regexp_len> AFEH 0.
o <tail_regexp_len>: EFFIEMIZRIAFAKE . JEH: [0,64]. WHRIEN O, FZNEEHIENZFRHL
HIVCHED, [AIB} <head_regexp_len> AHEH O,

o RN A Ay B B gAY, PRl AT+SYSMSGFILTER iy 45 H B8R I R G0 B g, 58
DU MRS A0 A R 500 B A HE

o IR ARIE MRk A AF A S5 POSIX HAIENIETL (BRE) .

o 9 TG A RIE & (AT A4 1 TX ) Wbl e 98, s PO M ZGA (A ~ Ik, BT
IEMIRAPA $ 4530

o HAAARGHE WIPLe_E kAR W2k 20N e W kU, REHEA S0k, digks, &
GEH B W kAL B Rs S AT adigdel, MCU AU i ARl i W ik Ve e b
Wb, IR RAE MCU,

o MERGH LR — L IER G, AR FREEITE L E R g .

. ié‘dﬁ%ﬂﬁﬂﬂ?ﬁﬁﬁi RGHEARGEA, WASK E—FMRLHEMAZREHEGE—

o, YEATPUAC.

o MTHEMERRR R, SRR ER AR g, R Rl i AT+SYSMSGFILTER=0 fiy 4%

LB WENS PR/

il

// REEE, LHEHE "WIFI CONNECTED" R AW AR &
AT+SYSMSGFILTERCFG=1,17,0

/) A4S KRE OK f1 > J§, B A\ "WIFI CONNECTED\r\n (¥ & \r\n & A 2_
/ANFH, XN ASCIT # g @y 0D OA)

/1 FFR R GE R R
AT+SYSMSGFILTER=1

VAR o

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 1 F # ¥ WIFI CONNECTED % % W Bl &

PEARPI S % Z il AatiEr ).

MHER—A~ 3L DB %S

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢
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OK

>

FaRma R FRIR AT EHER G AT % DO, JURHEST DS KO (B s Sk iE ) ek =R R B AE
M), 4 AT ZUEIEHE K E5 3] <head_regexp_len> + <tail_regexp_len> J5, #fTIE
W) R 35 A o

AR I Rk e A 2 I s e B e R, AR ] -

’ERROR

B SRV B visea Vet -3 G v 1 R S| 50 st 7 00 I IS A T

[ox

* <operator>:
- 20 MHER—A Ik
» <head_regexp_len>: JFRIEMIFAK KL, il : [0.64]. WHBEER 0, W <tail regexp_len>
NEEH 0.
* <tail_regexp_len>: FEFRIEMFRIKAKSE. Jifl: [0,64]. AREEN O, M <head regexp_len>
ANEEH O,

Bl

TR MM e 0 2 s I A 0 AL D o

il

/7 B R R Ao By it R B

AT+SYSMSGFILTERCFG=2,17,0

/) % fHAHRE OK 1 > J&, WA "WIFI CONNECTED\r\n (% & \r\n & A 2_
~/MNFH, X ASCII # % # 0D 0A)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 4 & &

3.1.18 AT+SYSFLASH: #ifyukif 5 flash JIj J1531X
i A

ik
i flash F P43 X

Py
A

AT+SYSFLASH?

W

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK
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Ve a4
fie:
B 5. R fash J P
s

AT+SYSFLASH=<operation>, <partition>, <offset>, <length>

W

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #fRp X

-1 BAK

-2 FAaK
 <partition>: X4k
<offset>: gLl
<length>: Z{#i &
<type>: Ji| XA
<subtype>: 14X 12RAY
o <addr>: J] X HihE
o <size>: I KAK/N

o [ A A5 keck at_customize.bin, FH4EE IS H 4T i 2 Lo R,

o B IXEF, EEEERIZBRSX., X PAEI A <of fset> fll <length> BHORFEM.
W, 4 AT+SYSFLASH=0, "mfg_nvs" A[#ERIEEA “mfg_nvs” X,

o KT X L W] 7% ESP-IDF 43X %

* M4 <operator> Kwrite B, RFEIWHN IS G EHATIRN >, HEERT A A Z S 1 4dE, X
PN 5 <length> —F(,

o GAyDXHT, WIS X,

o WERERE L mfg_nvs 43 XA RELOEE , 6 AT+SYSMFG 1% (NVS Hi SR HE ) o an s
TEAEMUCEEA mfg_nvs 43X, 150 AT+SYSFLASH 4 (43 DXERE) o

il

/1 BB EA "mfg_nvs" oK
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" SR EHHA 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs Jf] J143 [X
iy 4

ig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 (] (namespace)
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[

AT+SYSMFG?

W

+SYSMFG: <"namespace">

OK

BBk fir #4248 I e BE YD

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">] ‘

Wi i ¢

[ox |

¢ <operation>:
- 0 PEBRERE
- 10 RERAE
- 21 B AHAE
* <” namespace”’ >: 44 ZS[H],
o < key” >: EHE, siFRCNEE. X4 <"key"> BB, S <"namespace"> WA IYEENT; &
M H BB A FTHEE R <"key "> [UER(EXT

il
o THICPIEE AED AT (NVS), T4 2s(a] . BERT AR

il

// W client_cert A XMW AMMEN (W: ERBRANE 0 EE 1
—~EF P RIEF)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # #& Z i A M client_cert.0 #EX (H: BRBIAWE o
CEEP RS

AT+SYSMFG=0, "client_cert", "client_cert.0"

DA 428 T e BV X
é\

B WA

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>,<length>]

Wi i ¢
Y <"namespace"> PAKZ GEEEA BT, 1&[H

+SYSMFG:<"namespace">

OK
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Y <"key"> NRZFSHERAE N, &M

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMEOL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: PEEREAE
- 1t SRHfE
- 20 HGABAE
e <” namespace” >: 44 a3[A,
o <" key” >: FHE, SiFRMEE.
o <offset>: F{EA M.
» <length>: {HWKE.
o <type>: FEHAYAAL.
- 1: u8
i8
ul6
16
u32
32
string
: binary

o <value>: SH{EAIEHN.

|
0NN L kW

B
o THICPIEE RS AT (NVS), T4 2s(a] . BERT AR

il

/) EBYM AW AL R
AT+SYSMFG=1

// E B client_cert ® & X 0 WA W £ 4#

AT+SYSMFG=1, "client_cert"

// #E B client_cert # % Z [l W # client_cert.0 F# W&
AT+SYSMFG=1, "client_cert", "client_cert.0"

// LBl client_cert @ % X A W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_

LEH
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 425 ] A 5 A BEFDO

)E’J

Tg
A frd

=l
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’ AT+SYSMFG=<operation>, <"namespace">,<"key">, <type>, <value>

Wi % ¢

[ox

S

¢ <operation>:
- 0 HEPRERAE
- 1t SRR
- 2: B A#AE
* <” namespace” >: fiy4%3[H.,
o <” key” >: B, siFROME.
o <type>: F{HIGAA,
- 1: u8
-2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: S <type> A, WILSEE ORI :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CERMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT EHES IR TR, BERTEn] DU A B, 24 AT £ 80 1 B0 K R R 5
<value> Ji, WIS7R[) a4 250 P E A SEEXT .

I
NN R W

Bl

o WHSCREE RS A (NVS), T f#ar a2, BEX IS .

* BN, GIEH TR a2 2 A SR (NVS ARG 2 A SRR RERT ) -

o WEREARME K mfg_nvs 7 APt SR E R, T AT +SYSMFG fip4 (NVS HEg B0 o J2R
GBAEECEA mfg_nvs 2} X, G HAT+SYSFLASH fir % (73X #AF)

il

// 1 client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : E#H client_cert.
SREEEAWE 0 BEPFHIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// B ORE > F, A 1164 FH WL $ T H

3.1.20 AT+RFPOWER: #ify/i% ¥ RF TX Power
i A

Yrtig:
7rifi] RF TX Power

Py
A

AT+RFPOWER?

W i <
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+RFPOWER:<wifi_power>
OK

BeE A

’ AT+RFPOWER=<wifi_power>

o <wifi_power>: {3} 0.25dBm, i %E’J%ﬁzﬁﬁ 78, MISZFRMY RE Power B4 78 * 0.25 dBm
=19.5dBm. [i® 50154 AT+RFPOWER? fiyd Eﬁm}\%ﬁﬁ’] RF Power 1f .
— ESP32-C2 ¥4 I BUE TG [40,84]:

BEE | IEBE Xhr{E SEfR dBm
[40,80] | < REH> | <HEH> | <&EH>*025
[81,84] | < &EH > | 80 20

3.1.21 il

o M Wi-Fi KB RFIEEIL}, AT+RFPOWER iy 2 Toik % B/A0 ] Wi-Fi 1) RF TX Power., 34 Bluetooth
LE K454}, AT+RFPOWER iy Joyk ik B/251A] Bluetooth LE H{ RF TX Power,

* B T RF TX Power 4+ b AN [H W) 58 4, W D> FRIAAE S 2 X MM HCHEE B,
B DA L esp_wifi_get_max_tx_power = i) F| ) wifi_power I {H B fE 5
esp_wifi_set_max_tx_power WEMMEAEES, HASHIREK.

o A <ble_scan_power> £l <ble_conn_power> - Z50{H % B N5 <ble_adv_power> ZEUFH [F] 1HE
BN, XDSEG 2 E S E N5 <ble_adv_power> [ [H{H -

3.1.22 AT+SYSROLLBACK: [HI7&ESICLin s 1

Bl

« ESP32C2- 4MB AT 2 ka4, i ESP32C2-2MB AT &4t TR ¥ Hi%i OTA 41X, Plik
AZ LA .

o Ry OTA 4, H4&RET| A — OTA 43 K4
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3.1.23 AT+SYSTIMESTAMP: #5if)/¥% A Hisif ] ik
iy A

i
A ) 7 L P )

s

AT+SYSTIMESTAMP?

W

+SYSTIMESTAMP: <Unix_timestamp>
OK

)E’J

CHLN A

ik
BCEAMIS AR, 24 SNTP WRIERS, K52 (A2 505

[

’AT+SYSTIMESTAMP:<UniX_timeStamp>

W i <

[ox

S

o <Unix-timestamp>: Unix f[a]#;, BAf7: 0.

2N

AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29

3.1.24 AT+SYSLOG: PP HkZE AT i Crddn
A A

ik

i) AT SRR 275 2 T

e

AT+SYSLOG?

W i :

+SYSLOG: <status>

OK

Espressif Systems 39 Release release-v3.4.0.0
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 3. AT Ay d4E

EmA

&F

i
SRS AT AR

O e
iy

’AT+SYSLOG:<status>

Wi i :

[ox

S8
o <status>: FHRASHE RS

- 0: 3
SREl i

il

// B AT #EREIE R
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// #ER AT HiRREGRT
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR

AT FR AT R —A> 32 fi -/ BRI, & SCanF

el FEH | §R
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0

« category: [HE{H 0x01
« subcategory: 4HiRASHY
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=y il %ﬁ = K | WA
fig
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 f5Ler
ESP_AT_SUB_NO_TERMINATOR 0x02 FRFIZERG (UL “m” ZER)
ESP_AT_SUB_NO_AT 0x03 FIRARIG AT (5 AT AL at. AUER
aT)

ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 S NI
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 SRR AU
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 e e NI
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 (TS el
ESP_AT_SUB_UNSUPPORT_CMD 0x09 VSZ 3 L
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A L
ESP_AT_SUB_CMD_PROCESSING 0x0B THEDAT L —Zfn %
ESP_AT_SUB_CMD_OP_ERROR 0x0C PN Y (T

* extension: F5iRYEMEE, AR TREAAFENY REMEE, HRHIH W components/at/

include/esp_at.h,
B, 4R ERR CODE:0x01090000 ER “A LMD,

3.1.25 AT+SLEEPWKCFG: V¥ Light-sleep Wi/t i fle i GPIO

=

=

A

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
- 0: {REABCE, BASLEF
- 1 {REARCE, BASEF
— 2: GPIO Mafig
* <paraml>:
— YEREEE A E BTSN, ZSEEOREIRR ], AL 2R
- Mgk GPIO B, %Z4(3R GPIO 1

e <param22>:
— MUY GPIO B, %M R
- 0 {LiF
SR T
il

// GPIOL12 & % A% ® F B} % B2
AT+SLEEPWKCFG=2,12, 0
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3.1.26 AT+SYSSTORE:

iy

i
i) AT SRR

s

BEE S HAEX

AT+SYSSTORE?

W

+SYSSTORE: <store_mode>

o <store_mode>: ZEIEERIR
- 0: WAHEAA flash

- 1: MAHEFA flash (BRA)

Bl

o R NP B, APmEiaS, FOyEa< 82N RAM Fif .

N RN

MDA iy 2

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIJAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
AT+CIPDNS
AT+CIPSSLCCONF
AT+CIPRECONNINTV
AT+CIPTCPOPT
AT+CWDHCPS
AT+CWDHCP
AT+CWSTAPROTO
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e AT+CWAPPROTO
« AT+CWJEAP

il

AT+SYSSTORE=0
AT+CWMODE=1 // F # A\ flash
AT+CWJAP="test","1234567890" // F 7 A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A\ flash
AT+CWJAP="test", "1234567890" // # A\ flash

3.1.27 AT+SYSREG: 5% (f8s

WA

-t

=

A

AT+SYSREG=<direct>, <address> [, <write value>]

W )i :

+SYSREG:<read value> // RNEH TR 545 £
OK

S

o <direct>: BN EZIEA

- 0: LA

- 1 B4
¢ <address>: (uint32) FFffgniit, FHHFESFHH XD (BARSE T
o <write value>: (uint32) 5 AfH, & T 5 S1Eesmt

Bl
o AT A&l , DT Af DR A 2 A e L AT 2%

32 Wi-Fi AT @445

o B

o AT+CWINIT : #IUEACEHE Wi-Fi IRSIE T

o AT+CWMODE: Zifi)/i% 8 Wi-Fi 23, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: #5it] Wi-Fi JRZESH Wi-Fi {5 8,

o AT+CWJAP: %3: AP

o AT+CWRECONNCFG: #5if]/i%'% Wi-Fi %0 %

o AT+CWLAPOPT: ‘& AT+CWLAP xS H14iss By @k
o AT+CWLAP: 545wl Fi Y AP

o AT+CWQAP: WiTF5 AP [

o AT+CWSAP: Tit'® ESP32-C2 SoftAP &%k

o AT+CWLIF: Zxif)i%E3:%) ESP32-C2 SoftAP [{ station {5 &,
o AT+CWOQIF: WiJF station 55 ESP32-C2 SoftAP )%
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* AT+CWDHCP: 3 /2% DHCP

o AT+CWDHCPS: 7%ifj/i%E ESP32-C2 SoftAP DHCP 4)-fr i 1Pv4 HbhikJu

s AT+CWAUTOCONN: FHL 2T HEh%ER: AP

o AT+CWAPPROTO: #¥ifi]/ 1% 5 SoftAP i 802.11 b/g/n Fpsl bR
o AT+CWSTAPROTO: ' Station izl 802.11 b/g/n Hpsl A5
o AT+CIPSTAMAC: #5if/15 % ESP32-C2 Station 1) MAC Hbik

o AT+CIPAPMAC: 5/ & ESP32-C2 SoftAP ) MAC i}

o AT+CIPSTA: #5if)/i% % ESP32-C2 Station [ IP H#iih

o AT+CIPAP: Z¥ifi)/i% 8 ESP32-C2 SoftAP [{ IP Hihk

o AT+CWSTARTSMART : T = SmartConfig

o AT+CWSTOPSMART : {2} SmartConfig

o AT+WPS: %8 WPS IhfiE

o AT+MDNS: V%% mDNS g

o AT+CWIEAP: E3: WPA2 L AP

o AT+CWHOSTNAME: #5if)/¥5¢ & ESP32-C2 Station [/ 3 H1.44 F5
o AT+CWCOUNTRY : #5if)/ 5 Wi-Fi [HZA0

321 e

¥ BUAR AT FCE SRR LT R BRAT+CWIEAP Z SNWBITAH AT 6o U2

T s ESP32-C2 2k

WCFrEr S, 1§ AT iF ESP-AT 142, TESRTOPACE TR (I, RSN

k)

* 2 EAP i34 (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command

support

o 25 WPS 74 (AT+WPS): Component config->AT ->AT WPS command support
» 2% mDNS 54 (AT+MDNS): Component config->AT->AT MDNS command support

%] smartconfig fiy4 (AT+CWSTARTSMART . AT+CWSTOPSMART ) :

-> AT smartconfig command support

Component config->AT

o SYWPTH WiFi fird (RS, —HAS, iy Wi-Fi DARVA ERINRERTCIA G, B A frss

PIX L AT /54 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #4458 Wi-Fi IR 3R
ity

i
#ify ESP32-C2 345 Wi-Fi HII5LIRES

s

AT+CWINIT?

Wi i ¢

+CWINIT:<init>

OK

)y

N

R

&

i
FIaR AL B ESP32-C2 54711 Wi-Fi SKEhAE R
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[

’AT+CWINIT:<init>

ja] o, <
[ox
e <init>:
— 0: JEP Wi-Fi IRah T
— 1: ¥tE 4k Wi-Fi BRSNS (BRA(HE)
B

o RUEARAFE flash, FHJG W ABOAE 1.
 YEERAM BHECA RIS, FEAGA Wi-Fi BURTEE T, AT DARE Tt 15 B Wi-Fi JREhRE, DAREIL
RAM B

il

// B Wi-Fi Wz T
AT+CWINIT=0

3.23 AT+CWMODE: #ify/i% ¥ Wi-Fi i (Station/SoftAP/Station+SoftAP)
iy

Yytig:
i) ESP32-C2 #4511 Wi-Fi #3{,

AT+CWMODE?

L)V

+CWMODE : <mode>
OK

)E’J

CEL A

yfik:
W E: ESP32-C2 %4511 Wi-Fi B,

Py -
“ﬂ4>‘

’AT+CWMODE:<mode>[,<auto_connect>]

W i <

[ox
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BH

o <mode>: izl
— 0: J& Wi-Fi 5%, 9f H. 2[4 Wi-Fi RE
— 1: Station Fiz\;
— 2: SoftAP iz
— 3: SoftAP+Station Fi=;

+ <auto_connect>: JJ{#ft ESP32-C2 % #511 Wi-Fi #3CI) (BI40, M SoftAP it Wi-Fi #5174k H
Station 55} SoftAP+Station #55X) , 27 /5 H HaliEH: AP IIfe, BOAE: 1. SHEERE, it
MEGAE, S aE H shidEs:.

- 0: 22 /] F shifE#: AP [Tfe
- 1: 3 B3hiER AP [MIIEE, &2 AIC &% H3liER: AP [WECE f-475) flash 1, JU] ESP32-C2
WAk B BhiEd: AP

Bl

o PAT+SYSSTORE=1, 7S5 ¥HARAEAE NVS 4 X

il

AT+CWMODE=3

3.2.4 AT+CWSTATE: #ify Wi-Fi JR &8 Wi-Fi {55
iy A

Jifig:

£rif] ESP32-C2 154511 Wi-Fi R Wi-Fi 5 &

AT+CWSTATE?

W i <

+CWSTATE:<state>, <"ssid">

OK

o <state>: Y477 Wi-Fi Jk5&

— 0: ESP32-C2 station [ A S TR Wi-Fi %4
1: ESP32-C2 station B & %% I AP, {HARHEF| IPv4 Hilit
2: ESP32-C2 station B\ £ %42 | AP, B L HHF| 1Pv4 Hihit
— 3: ESP32-C2 station IE¥E#4T Wi-Fi #E#25( Wi-Fi #Hi%E
4: ESP32-C2 station 4bT Wi-Fi WiHRIRES
o« <” ssid” >: HFR AP 1% SSID

|

o 4 ESP32-C2 station Y%A 4 F AP B, i by -2 Wi-Fi {5 8,; 24 ESP32-C2 station i
B L AP J5, HEEMHAT+CWIAP iy 425 Wi-Fi {55
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3.2.5 AT+CWIAP: &% AP
iy

Dtig:
7] 5 ESP32-C2 Station jE45 11 AP {5 H,

s

AT+CWJAP?

L)V

+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
—, <scan_mode>, <pmf>
OK

BeE WA

Yytig:
¥ B ESP32-C2 Station 75344511 AP

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

W .

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

AT %

i
FF ESP32-C2 station 4% % ik Wi-Fi it & H1[#) AP

AT+CWJAP

W i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPvé6 GL]
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&

+CWJAP : <error code>
ERROR

SR

(]

<ssid>: H#x AP 1% SSID
— G5 SSID AR HA , o " \\ SRR T, TR X
— AT ZHpi%$: SSID Sy SCi AP, {H 2 HE 28 % fh 27 5l 5 #4517 S SSID A2 UTFE-8 gtk =X
BT PASEH SSID, AR Jefili 414 21 i SSID #FfTi%E$z
<pwd>: ZHi K 63 577 ASCII
<bssid>: HPx AP [) MAC Hitik, 42/~ AP AR SSID i}, ZSHOR 440
<channel>: ZiH%
<rssi>: {55 iR
<pci_en>: PCIiAJE
— 0: ESP32-C2 station 1] 5{T-Aa—Fl a5 720l AP j482, {45 OPEN il WEP
— 1: ESP32-C2 station 7] 5[ OPEN F1 WEP 2 #NFATAR—Fimnas 5 R AP 45
<reconn_interval>: Wi-Fi BEiE[E)fE, A B, BOME: 1, &I E: 7200
— 0: Wi, ESP32-C2 station AN E % AP
— [1,7200]: WiFFi%E4E )5, ESP32-C2 station 4[58 E I} E]) 5 AP %
<listen_interval>: Hil7 AP beacon [¥[E][, 5.~ AP beacon [B][%, BRIAME: 3, JERI: [1,100]
<scan_mode>: it
— O: P4, #RE B AP J52 (L334, ESP32-C2 station 5 55— M 2 AP &4
- I: &FEER, A EEEE G A 2 L35, ESP32-C2 station 55 255 B5R %) AP
JUEET
<jap_timeout>: AT+CWIJAP GBI R, Bafi: #, BRAE: 15, FEREl: [3,600]
<pmf>: PMF (Protected Management Frames, Z{&3PHY%E M), BRIAME 1
- 0 F/R % PMF
— bit 0: B PMF Ijfig, $&/R3CHf PMF, WS H AL B PMF JjGE, I ESP32-C2 %4150
SeBEFE A PMF B84
- bit 1: FFE PMF, $/RFHE PMF, AR RPN RE PMF DIRER &
<error code>: 45iRMY, {WitZ%
- 1: R
- 2: R R
3: LR T H iR AP
4: BRI
HE A H: BRI

HIFAT+SYSSTORE=1, Tit' & ¥ HCEHEAFE] NVS 43X

i A Ay & 75 BT station 52

24 ESP32-C2 station TL3%4% F AP J5, HEfF i ey S-& 1) Wi-Fi {55 24 ESP32-C2 station 75445 1%
Pz b AP W}, HEEEH AT+CWSTATE fi4-#5if) Wi-Fi {5 &,

A AP <reconn_interval> ZE{5AT+CWRECONNCFG 491 <interval_second>
ZHAE . WMRIBITARG OB AEE <reconn_interval> Z%(, Wi-Fi 5 [a] [} 8] KR A 2k
UNEER!

W R HT 40 <ssid> Fll <password> S, R _E—RKEMWHE

PATI S TR E A WBEETEEAEFE, BRI 157>, Wl S5 <jap_timeout> WHE
NSt WAPT 25450 sC e i h 4

FTARE IPV6 Huhl , ST B AT+CIPV6=1

[]5F OK {36 IPv4 W28 DA ksl , A3 IPve RIZ8HES 4% . 4Bl ESP-AT DA IPv4 (4% 4
I, IPv6 M4 Mt

WIFI GOT IPv6 LL AZFETZIEFNAMEER IPv6 Mkl , XMk EiE it EUI-64 A Hbit 5 i ok
0, AFREKBSSS. BT TIF, XNMTEWRERE OK Z i, tLAHEYE OK Z 5.
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e WIFI GOT IPv6 GL{CEDZLIEE| 4R IPve Hullk, ZHiht 2k AP F & Mmigiin b papita s
R EBIATHATRY, FEKHSSS. BTIFRF, XAFTHIFHELE OK Z /i, WAl RELE
OK ZJ&; WrlREHHT AP AR IPVO i AT ED .

hil

// 4B B A AP By SSID & "abc", A E "0123456789", | @ 4 &
AT+CWJAP="abc", "0123456789"

// W R HA AP B SSID £ "ab\,c", HHZ "0123456789"\", M| & 4 £ :
AT+CWJAP="ab\\\,c", "0123456789\"\\"

/) R EZA AP FAM R # SSID "abc", WiE I BSSID # E| H A& AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// fw R ESP-AT E ki pMF #F # AP, W& 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: 7%ify/¥t' s Wi-Fi fiEh S
AR s

Ly
ity Wi-Fi BN E

s

AT+CWRECONNCFEG?

Wi % ¢

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

[y

Jfie:
% Wi-Fi &SR E

“ﬂ4>°

’ AT+CWRECONNCFG=<interval_second>, <repeat_count>

W i <

[ox

S8

* <interval_second>: Wi-Fi EIE[A][E, BN #, BRIAE: 0, FKME 7200
— 0: Wi, ESP32-C2 station A~ EiE AP
— [1,7200]: WiFFi&EE )5, ESP32-C2 station & [R5 € I E] 5 AP %
o <repeat_count>: ESP32-C2 X452 AP BIREL, ASBEHE <interval_second> AH 0 B
AL, BRIAME: 0, fKfH: 1000
— 0: ESP32-C2 station I3 424449 AP
— [1,1000]: ESP32-C2 station ## 8 AR S 538 E VR B E % AP
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il

// ESP32-C2 station &F 1 $HERE#& aAr, F 2K 100 %K
AT+CWRECONNCFEFG=1, 100

// ESP32-C2 station HEW FF & 85~ F #F AP
AT+CWRECONNCEG=0, 0

i}
o At <interval_second> ZEHAT+CWJIAP ) [<reconn_interval>] ZEAH[H
o A T HEWIT AP, Wi-Fi B MAHLUE Wi-Fi 3 i

3.2.7 AT+CWLAPOPT: ¥ AT+CWLAP &y A FIHG4s 1 @ vk

E:

=

’AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

W i :

o <reserved>: {%F5ji
o <print mask>: AT+CWLAP [JF 45 R 215 WRA RS 80, BHAME: OxTFF, #5bit Bk 1, MER
S SE, BER 0, IR RN S5k
— bit 0: &% E/8 <ecn>
— bit I: BRI/ <ssid>
— bit 2: B7E BN <rssi>
— bit 3: &7 E/~ <mac>
— bit 4: F4 7~ <channel>
- bit 5: 215 ER~ <freq_offset>
— bit 6: 215 /R <freqcal_val>
— bit 7: 215 B/ <pairwise_cipher>
— bit 8: 275 /R~ <group_cipher>
- bit 9: 275 i~ <bgn>
— bit 10: 275 R~ <wps>
o [<rssifilter>]: AT+CWLAP fHHEZ5 R @ B A SHEEE, M), Sl i G S EALT rssi
filter ZH¥MHN AP, Bfj: dBm, BRIA(H:-100, JuR: [-100,40]
* [<authmode mask>]: AT+CWLAP 4445 2% won A M NIE Xy AP, ERIAME: OxFFFF, 1
Rbit x &R 1, WERXNINUERZ AP, &R 0, NIAER
- bit 0: J275 5K OPEN AUE A 1) AP
— bit 1: Z%& &8 WEP AR Y AP
— bit 2: B R wPA_PSK AIE K AP
— bit 3: 25 R WPA2_PSK IAE 1 AP
- bit4: 2R /8 WPA_WPA2_PSK AL =0AY) AP
— bit5: 2% T8 WPA2_ENTERPRISE TAUE T AP
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bit 6: B R WPA3_PSK A =Y AP

— bit 7: B B8 WPA2_WPA3_PSK IAIE T AP
bit 8: J275 7% WAPT_PSK MIE A AP

— bit 9: 27 /R OWE NIE U AP

il

/] BE—ANBBEA L, KT ATHCWLAP @A HEEREBEE T ERE
/] B AN H A 31, B OxiF, k- T HEME A 1 i
AT+CWLAPOPT=1, 31

AT+CWLAP

// R B INiEF X4 OPEN B AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £1§i2%min HIF) AP

R:

B A

4?

ik
AT G E S5 F) AP, NFEE SSID, MAC Hiht sl {FiE S

O e
iy

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

AT 4

g
F Y il 6 AP
A

AT+CWLAP

Wi i ¢

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freqg offset>,<freqcal_val>, <pairwise_
—clpher>, <group_cipher>, <bgn>, <wps>
OK

o <ecn>: fiI%E A
- 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPL_PSK
OWE

|
O 001N WN
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o <ssid>: FHESE, AP [ SSID
o <rssi>: [F50REF
o <mac>: FIFESH, AP [ MAC bl
e <channel>: {55
o <scan_type>: Wi-Fi J9fi2% BREAEHN: 0
- 0: EFHHH
Lt T EEE ]
* <scan_time_min>: fMGFIERMEE, A 2R, JERE: [0,1500], QUAREREAChHEhE
i, ASHTH
* <scan_time_max>: FAMFHE RN, RO 2R, JERE: [0,1500], 415k 0, [EfERH
SHERME, E3AHH 120 ms, ahH4 360 ms
o <freq_offset>: il (f£2WH)
* <freqcal_val>: S EE (FREATH )
» <pairwise_cipher>: %535
— 0: None
- 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
— 6: AES-CMAC-128
- 7 RH
» <group_cipher>: ZHIN%2KA, 5 <pairwise_cipher> ZEMEEAR R
* <bgn>: 802.11 b/g/n, # bit & 1, WIFRRMREXT AL, #RA 0, WIZRIREE R
— bit 0: JZ i fiE 802.11b 5
- bit 1: 2E5HHE 802.11g FH=;
— bit 2: 2AEHifE 802.11n ALz
o <wps>: wps flag
- 0: N ¥ WPS
- 1: ¥ WPS

|
[ SIS I S

il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F i E SSID W AP
AT+CWLAP="Wi-Fi"

3.29 AT+CWQAP: WiJl5 AP iE:
P4

A

=

’AT+CWQAP

W i :

[ox

3.2.10 AT+CWSAP: (it ESP32-C2 SoftAP 2%
Ay

Ly :
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1f] ESP32-C2 SoftAP [t & 2%k

2 ot
4

AT+CWSAP?

W

+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

EmA

&F

Tytig:
¥ ESP32-C2 SoftAP [t & 2%k

Py -
iy

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>]

W

[ox

S

o <ssid>: FAFRSA, AN
o <pwd>: FEFERSE, B, JEH: 8~ 63 57 ASCII
e <channel>: {FiE%5
o <ecn>: JIE A, A3CHF WEP

- 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
* [<max conn>]: iFi%E A ESP32-C2 SoftAP [ #%2 station Z{H , BUEIEE: 2 max_connection
¢ [<ssid hidden>]:

- 0: )74 SSID (BkiA)

— 1: AJ"4% SSID

B

o A HA YAT+CWMODE=2 B ¥ AT+CWMODE=3 5} A 4%k

o #AT+SYSSTORE=1, Wit & ¥ MCERAFAE NVS 4 X

2R\ SSID [RI 45T 5, RN E i 4 i MAC Mkt 40 . 73 0] DAGE J AT+CWSAP? 253 2RA 1Y
SSID.

il

AT+CWSAP="ESP","1234567890",5,3
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3.2.11 AT+CWLIF: 7#%ifyii:4: 5] ESP32-C2 SoftAP [ station {3 5

WA %

A

=

AT+CWLIF

W i <

+CWLIF:<ip addr>, <mac>

OK

e <ip addr>: £3:%] ESP32-C2 SoftAP 4 station HJ IP Hhidik
e <mac>: #3:3] ESP32-C2 SoftAP [ station 1) MAC il

]

o KA TIEA WS IP, {USHFTE ESP32-C2 SoftAP HITE AR station DHCP ¥ RERY I DL T AL

3.2.12 AT+CWQIF: KiJT station 55 ESP32-C2 SoftAP [1)i% %

AT 4

Dyie:
Wi A 1% A ESP32-C2 SoftAP [1 station

’AT+CWQIF

W

’AT+CWQIF:<mac>

Wi i ¢

’OK

B

o <mac>: FEWHFEEN station 1) MAC Hihk
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3.2.13 AT+CWDHCP: j3JH/25)1] DHCP

AT+CWDHCP?

W i <

+CWDHCP : <state>

Yytig:
J& /4% F] DHCP

A

’ AT+CWDHCP=<operate>, <mode>

W

[ox

¢ <operate>:
- 0: 871
- 15
¢ <mode>:
— Bit0: Station [1)) DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP fIRES
- Bit0:
« 0: 2% Station [} DHCP
« 1: JB ] Station ) DHCP
- Bitl:
x 0: 25 SoftAP [{) DHCP
+ 1: J5 ] SoftAP [} DHCP
- Bit2:
« 0: 2% [f] Bthernet [1) DHCP
+ 1: J32 Jf] Bthernet |1 DHCP

e

» #AT+SYSSTORE=1, WiiH HHCRHATTE] NVS 43X

o KW HE G S BRCEEHS IPv4 ik 6y - AN ESEN, WAT+CIPSTA FIAT+CIPAP
— #5531 F] DHCP, WM IPv4 Motk £ 2
- FEAEA IPv4, Tl DHCP 24 5%
- RE R ESES LR E
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il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2

3.2.14 AT+CWDHCPS: #if)/i ¥i ESP32-C2 SoftAP DHCP 4}ty IPv4 Huht i Hil
Ay

e

AT+CWDHCPS?

Wi 3% ¢

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

Dytig:
& ESP32-C2 SoftAP DHCP I 45 %%/ it (¥ TPv4 Huhik- 75l

e

’AT+CWDHCPS:<enable>,<lease time>, <start IP>,<end IP>

W

¢ <enable>:

— 1: % DHCP server {5 5., FESEMIEE

- 0: 75 F® DHCP server {5 5., KR EGAME, FESHLHES
o <lease time>: FHZYW[E], FAf7: Zr4p, BUEVERE: [1,2880]
o <start IP>: ESP32-C2 SoftAP DHCP JI} %-4% IPv4 bbb it i IP
o <end IP>: ESP32-C2 SoftAP DHCP [l 45 4% 1Pv4 il 4t 1P

Bl
* #TAT+SYSSTORE=1, BB EUCRHRAFE] NVS 731X

© ARATLHAE ESP32-C2 SoftAP #EX e, HIF)5 DHCP server 1 &L (5 H]
o PCE Y TPv4 Hdik 7 BBl 625 5 ESP32-C2 SoftAP ¢ [f]— ¥ B¢

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HHEE, WEZRIAE
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3.2.15 AT+CWAUTOCONN
iy

© A/ B A ZlETR AP

AT+CWAUTOCONN?

Wi 3% <

+CWAUTOCONN: <enable>

LT
OK
SH
¢ <enable>:
- 1: bR HZhERE AP (BHA)
- 0: LA HINER: AP
]

o ARERAFE] NVS X,

Bl

AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/i ¥ SoftAP Ei X 802.11 b/g/m Ppillbrifi

A it 4

AT+CWAPPROTO?

Wi i ¢

+CWAPPROTO: <protocol>
OK
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=

=

A

’AT+CWAPPROTO:<protocol>

* <protocol>:
— bit0: 802.11b HHMA7E
— bitl: 802.11g P AR
— bit2: 802.11n PrERNUE

]
o Upi, ESP32-C2 %% %51 PHY mode I.: Wi-Fi Hpislfizt
o BREM T, ESP32-C2 #4411 PHY mode & 802.11bgn iz

3.2.17 AT+CWSTAPROTO: ¥ Station B F 802.11 b/g/n Ppillbrifi

AT+CWSTAPROTO?

W

+CWSTAPROTO: <protocol>
OK

=

=

’AT+CWSTAPROTO:<protocol>

¢ <protocol>:
— bit0: 802.11b HpslA71fE
— bitl: 802.11g P AR
— bit2: 802.11n Bz
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e

o Upi, ESP32-C2 %% %51 PHY mode I.: Wi-Fi Hpisizt
o BREM T, ESP32-C2 #4411 PHY mode & 802.11bgn iz

3.2.18 AT+CIPSTAMAC: kif)/i% ¥ ESP32-C2 Station [t) MAC Hudil:

it 4

Yriie:
#5f] ESP32-C2 Station [ MAC #zhit

AT+CIPSTAMAC?

W i :

+CIPSTAMAC:<mac>
OK

s
e

L
[y

s

¢ =

% & ESP32-C2 Station ) MAC Hiidi:

P
] H

=

’AT+CIPSTAMAC:<mac>

Wi

o <mac>: FHEESE, <8 ESP32-C2 Station [ MAC Hidik

|

o FFAT+SYSSTORE=1, Fit'& WO RA7E] NVS 43X

ESP32-C2 Station ) MAC H#ifik 5 ESP32-C2 SoftAP K[, ANE R _HE BN MAC ik

o MAC Huhtf) Bit 0 ANgEH 1, B, MAC #isikn]PAE “la---7, (AR PAZ “15:--7

il

FF:FF:FF:FF:FF:FF F1 00:00:00:00:00:00 J& o ht, AEESEE

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"
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3.2.19 AT+CIPAPMAC: #xify/i¥i ESP32-C2 SoftAP 1) MAC Huhl
Ao A

Dtig:
7] ESP32-C2 SoftAP [ MAC Hithik

s

AT+CIPAPMAC?

W

+CIPAPMAC: <mac>
OK

)E’J

CHLN A

Yriie:
% ESP32-C2 SoftAP [f) MAC Hiufi:

[

’AT+CIPAPMAC:<maC>

W i <

[ox

S

o <mac>: FHEESE, 8 ESP32-C2 SoftAP i) MAC ik

Bl

S AT+SYSSTORE=1, T B BOEHRAE5] NVS 44X

ESP32-C2 SoftAP ) MAC Hihi- 5 ESP32-C2 Station /R[], 7%k — 445 B [F LY MAC il
MAC #idik9) Bit 0 AN 1, fFlan, MAC Huhke] PARE “18:-7, {HAWPAZ “15:--7
FF:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & TCa bl , ANEEXE

2N

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.2.20 AT+CIPSTA: #vify/i ¥ ESP32-C2 Station 1] IP Huht
A ity 2

Jtig:
Zrifi] ESP32-C2 Station 7 IP H#ihik
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AT+CIPSTA?

Wi % ¢

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

Ystie:
¥ # ESP32-C2 Station (] IPv4 Hitfik

e

’ AT+CIPSTA=<"ip">[,<"gateway">, <"netmask">]

o < ip” > RS, Fn ESP32-C2 station 1 IPv4 Hidik
o <” gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C2 station [{{] IPv6 il

(A

o A RGN, HA2Y ESP32-C2 station 1% A AP B4 il B i1 35 IP Huht 5, A ReAif s &) IP
Hidik
o FAT+SYSSTORE=1, [t W R4 E] NVS 43X
o A E 45 E DHCP [ H 0, WAT+CWDHCP
— PR S IPv4 Hihl, 2% F DHCP
— # )5 H DHCP, N2k S IPv4 Hihk
- R ESE S LR E

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: 4ily/i s ESP32-C2 SoftAP [¥) IP Hiuhl
Ay

Yriie:
#51f] ESP32-C2 SoftAP ff) IP kit
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AT+CIPAP?

Wi % ¢

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

Ystie:
P E ESP32-C2 SoftAP ff) IPv4 ikt

e

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

o < p” > FAFERSEL, F2% ESP32-C2 SoftAP [fy IPv4 Hukl
e <” gateway” >: [

e <” netmask” >: T MY

e <” ipv6 addr” >: ESP32-C2 SoftAP |1 IPv6 Hii:

Bl

o ABREMANGE AT IPv4 M4, KNG T IPve 4%

o FAT+SYSSTORE=1, Wi W oCrHEAES] NVS 43 X

o ARPEE A5 E DHCP A 520, AT+ CWDHCP
— B RS IPv4 Hichl, 2% ] DHCP
— Z7J5 DHCP, &K S IPv4 Hihl
- KR ESES L —REE

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: JI )} SmartConfig
Wiifn %

Ytk
FFJ2 ESP-TOUCH+AirKiss 325

O e
iy
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AT+CWSTARTSMART

FFIE 38 E 258417 SmartConfig

iy 4

’AT+CWSTARTSMART:<type>[,<auth floor>] [,<"esptouch v2 key">]

LO)vE

’OK

SR

]

il

<type>: KA
— 1: ESP-TOUCH
- 2: AirKiss
— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
<auth floor>: Wi-Fi I\ i B {E, ESP-AT A<i%E3:%] authmode I I H{E L) AP
— 0: OPEN (EkKiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
<” esptouch v2 key” >: ESP-TOUCH v2 [fi Ak, TR Wi-Fi SR @ C8dE . KW
A 16 FAT .

|
oA L R S

W24 % SmartConfig K5 8., i5§Z% ESP-TOUCH {# I 55 ;

SmartConfig 1 3z $7F ESP32-C2 Station #5245

HH Smart get Wi-Fi info /8 SmartConfig W IFREE] AP (5 H, Z )5 ESP32-C2 2ii%#:
AP;

4B +SCRD:<length>, <rvd data> /R~ ESP-Touch v2 i{Ih3RELE] H & L EE ;

HE Smartconfig connected Wi-Fi FE/RnmEhi%ER:S] AP;

lﬁ ESP32-C2 i% 4532210 SmartConfig Fitt (¥ 45 5 [7] 25 25 AL, FrPABHYAEN B Smartconfig
connected Wi-Fi &l )5HERE L 6 7 ﬁl}"‘]}iﬁAT+CWSTOPSMART

AV F AT+ CWSTOPSMART {5 1} SmartConfig, #&J5 4047 HAthi 4. W&, 7 SmartConfig 11 H
T THAB AT L

AT+CWMODE=1
AT+CWSTARTSMART
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3.2.23 AT+CWSTOPSMART: {% - SmartConfig

WA %

v

A

=

’AT+CWSTOPSMART

W

’OK

st

» i SmartConfig S 575, #iEFEATHAL Ay 2 w5 JH AT+ CWSTOPSMART %% SmartConfig 5
HH AT

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: i&'# WPS Tt

)E’J

CE

A

’ AT+WPS=<enable>[, <auth floor>]

o) i
[ox
B
¢ <enable>:
- 1: FFj& PBC kA1 WPS
— 0: X4 PBC k%11 WPS

 <auth floor>: Wi-Fi IA{FA B {E, ESP-AT A<£i%E#%)] authmode KT I B{E ) AP

- 0:
- 1:

|
N O\ bW

Bl

OPEN (EKik)
WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

: WPA2_WPA3_PSK

* WPS JjfigbZii{E ESP32-C2 Station HBER I IL T I ]
* WPS R37HF WEP Jii 755
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il

AT+CWMODE=1
AT+WPS=1

3.225 AT+MDNS: % mDNS Jjfig

IJXLEA g /\>
A

’AT+MDNS:<enable>[,<hostname>,<service_name>,<port>]

W i :

[ox

BH

¢ <enable>:
- 1: JFj5 mDNS Ujfg, G458 FREHEE
- 0: 14 mDNS I, S4B FIHS
« <hostname>: mDNS L4 Fi
+ <service_name>: mDNS fiR444F5
e <port>: mDNS i []

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0

3.2.26 AT+CWJEAP: #ER; WPA2 il ki AP
Ao A

hig:
¥ if) ESP32-C2 station % A ALK AP [0 &= 5
A

AT+CWJEAP?

W

+CWJEAP:<ssid>, <method>, <identity>, <username>, <password>, <security>
OK
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B

&F

i
HERE R H ARV AP

O e
iy

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W

OK

a

+CWJEAP : Timeout
ERROR

ZH

e <ssid>: ™iR AP 1) SSID
— QIR SSID g iE i a s , . " \\ FREIRTAT, FHEX
o <method>: WPA2 VA ik 5=
— 0: EAP-TLS
— 1: EAP-PEAP
— 2: EAP-TTLS
o <identity>: [rEz 1 (8, FRFHRIRHIN 1~32
* <username>: [fiEr 2 M 44, JEll: 1~32 5957, EAP-PEAP, EAP-TTLS WFpAUE T A FH R E
AKZH, EAP-TLS X TLFHREASE
» <password>: VB 2 (%65, JuMl: 1~32 575, EAP-PEAP, EAP-TTLS WAL S AT E A
241, EAP-TLS X LR EARSE
e <security>:
— Bit0: & ik 4y
- Bitl: lRg#siE 15
* [<jeap_timeout>]: AT+CWJEAP iy A Wi I a], BAf7: #b, BRIAE: 15, R [3,600]

il

// #HEZE EAP-TLS AEF AW ALK 2P, RE &K, RUERFEIEH, WHE P mIiEH
AT+CWJEAP="d1ink11111", 0, "example@espressif.com",,,3

// ¥F B E EAP-PEAP JAIE 7 2 M 4 b B
AP, WEHMH. AP 4. &, THIERSBIEFH, T HRE TP

AT+CWJEAP="d1link11111",1, "example@espressif.com", "espressif", "testl1ll",0

R CRS:

WPA2 Vi 4E =S DA ERR CODE : 0x<$08x> #%zUF] i :
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006

T TgkeE
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R1-ZIW
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

B

* HAT+SYSSTORE=1, WCEHHCRRTFE] NVS 73X
o A& IT /A Station F5X
o fiH) TLS AUET5 A (EAER itk 13

3.2.27 AT+CWHOSTNAME: #ify)/i ¥i ESP32-C2 Station ) 1: L4k
Ay

Tytig:
#rif] ESP32-C2 Station ) #1144 FR

AT+CWHOSTNAME?

W ) :

+CWHOSTNAME : <hostname>

OK
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EmA

&F

Uik
¢ B BSP32-C2 Station 1) ENLLA R

Py -
iy

’AT+CWHOSTNAME:<hoStname> ‘

W

[ox |

AT Station B3, IR 1] -

[skron |

BH

» <hostname>: ESP32-C2 Station { EMLFR, I RKE: 32 FFy
]
o Pl SO R A7) flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #Fify/¥t® Wi-Fi [H5 1010
RIS

Iriig:
A Wi-Fi [ 54T

D e
"ﬂé?‘

AT+CWCOUNTRY?

W .

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

ik
'8 Wi-Fi BRI

e

Espressif Systems 68 Release release-v3.4.0.0
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 3. AT Ay d4E

’ AT+CWCOUNTRY=<country_policy>, <country_code>, <start_channel>, <total_channel_count> ‘

¢ <country_policy>:
- 0: K EZ ARG ECH ESP32-C2 45 AR AP 1 EZ A
— L AR EZAR, GAORRA i I E A
* <country_code>: [EZMM, HRKE: 3 NFAF, KEEZRNALESS I1SO 3166-1 alpha-2 FrifE.
» <start_channel>: EIR{E53E, JUHE: [1,14]
o <total_channel_count>: {Z38 N4

A
o VEBERNTE S % Wi-Fi [BJZ /MK AR,
o BLEH SO RAFE] flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/P AT &%

°« N2

o AT+CIPV6: = /25 IPV6 2% (IPV6)

o AT+CIPSTATE: #%ifj TCP/UDP/SSL i#4{= &,

o AT+CIPSTATUS (4 ): #tif] TCP/UDP/SSL & B2 SF11E B,

o AT+CIPDOMAIN : 184 f#iHT

o AT+CIPSTART: %2~/ TCP i##:. UDP {£#yal SSL %4

o AT+CIPSTARTEX : 7~7 H 34 HC ID ) TCP i%4: . UDP {&#ak SSL 42
o [M3E A AAEAR K] +++: B BB

o AT+SAVETRANSLINK : ¥ Wi-Fi Flif X 55
AT+CIPSEND: TE-&id@fEin 42 X, o Wi-Fi i X T A EH0E
AT+CIPSENDL: Ap-&:@ 5342 X, FHAT Kk K5
AT+CIPSENDLCFG: % AT+CIPSENDL 4 ) J@ vk
AT+CIPSENDEX : {8 A2 X, FOR AP A 2 &6 5
AT+CIPCLOSE: -4 TCP/UDP/SSL

AT+CIFSR: ZLifjZ<#h, 1P Huhk- Al MAC Hihik

AT+CIPMUX = J5 /25 ) £ 43,

AT+CIPSERVER: 737/ 4] TCP By, SSL IR %5-#
AT+CIPSERVERMAXCONN : 2531 /1% B IR 55 % FeVF B 1) B K IE IR
o AT+CIPMODE: #if/i% B HBR:

* AT+CIPSTO: #xif)/i% &A1 TCP ARk 55 25 i i i) [a]

o AT+CIPSNTPCFG: Zif]/38 8 i X1 SNTP JIlR 55 5%

o AT+CIPSNTPTIME: #%if] SNTP i}

o AT+CIPSNTPINTV : #5if)/15 5 SNTP b {a] [5) 45 1) 6] b

* AT+CIPFWVER: #ifiiR55# A1) AT &4 A
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3.3.1

AT+CIUPDATE: @it Wi-Fi 72 [&14:

AT+CIPDINFO: %% +1PD i 1%

AT+CIPSSLCCONF : #5i0)/i% & SSL % F i it &

AT+CIPSSLCCN : 2]/ & SSL % i i /A Jil 44 (common name)
AT+CIPSSLCSNI: Z5/3% 8 SSL % P13t SNI

AT+CIPSSLCALPN : %53/ SSL % it ALPN
AT+CIPSSLCPSK : #Fifi)/ 155 SSL % itk i) PSK (SF45H A% =)
AT+CIPSSLCPSKHEX : #xif]/i#5% B SSL % F i) PSK (75345 =)
AT+CIPRECONNINTV : Z51/5% & Wi-Fi i% #£ 42 X, F iy TCP/UDP/SSL % 5] &
AT+CIPRECVTYPE: #i)/i% BT RO
AT+CIPRECVDATA : RIS E X i B w4
AT+CIPRECVLEN : il sl N B i i K
AT+PING: ping o i SEAIL

AT+CIPDNS: #510)/i% & DNS k%2528

AT+CIPTCPOPT : £ 10X B BB 5500

T4

%

O AT BESCRFICOUR R AT i WREGTRZAEE BSP32-C2 BOA LR ar <, 1 H

174w ESP-AT 142, {E A0S TR EER (FIaTEmmrn, WP es 2ks)

%] OTA i 2 (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

# M PING 1% (AT+PING): Component config->AT->AT ping command support
S5 TCPIP fip % (AHERE. — B, Frfy TCPAIP MIRERFICIEME A, FR2 A5 X 28 AT Ay
4-): Component config->AT->AT net command support

3.3.2

AT+CIPV6: 3H/EEH 1Pv6 M4k (IPv6)

iy

i

i) IPV6 [ 2% 2 15 (i it

s

AT+CIPV6?

W

+CIPV6:<enable>

OK

BeE WA

i

zs

JE/EE T IPV6 [ 2%

AT+CIPV6=<enable>

W i :
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OK

o <enable>: IPv6 & (HHEAR . BRIME: O

— 0: 28] IPv6 %%
- 1: 2 IPv6 2%

Bl
o fEfE M E T OIPve M Z5 Ry B2 MM AT, W 5B B IPve M 2K (B fm:

Zas B3
F IPv6 W %% fif i TCP/UDP/SSL/PING/DNS, 1 f% 25 TCP6/UDP6/SSL6/PING6/DNS6
TCPv6/UDPV6/SSLv6/PINGv6/DNSV6 )

3.3.3 AT+CIPSTATE: iy TCP/UDP/SSL ZER:A5 5
A%

AT+CIPSTATE?

W 7
AT, AT R[]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

WA AR, AT &[0

OK

* <link ID>: 2% ID (0 ~4), HITZ A
o <V type” > PR SR, FREHIZE " TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” B “SSLv6”
o <” remote IP” >: TSR, Fonutng IPv4 Hihikak IPve Hihl
« <remote port>: Tl I {E
* <local port>: ESP32-C2 s {5
* <tetype>:
— 0: ESP32-C2 &£V N& i
— 1: BSP32-C2 & 451E MR 4%

3.3.4 AT+CIPSTATUS (FiJH): #¥ify TCP/UDP/SSL ¥Ef2IR B H1S 5L

PATr %

=

A

AT+CIPSTATUS

] oz <
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STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>
OK

o <stat>: ESP32-C2 station 2 0 RS
— 0: ESP32-C2 station "N AW IEIRTS
— 1: ESP32-C2 station “J L #IIR LIRS, (BRI 45 Wi-Fi 1£4:
: ESP32-C2 station £\ AP, #xf5 IP #bhil
: ESP32-C2 station £ ##37. TCP. UDP &Y SSL 1% %
: BSP32-C2 %4 fir& 1) TCP., UDP F1 SSL Wi FF
— 5: ESP32-C2 station 4G Wi-Fi #E8:, (Hifi Ai%ER:_E AP 5{M AP WiFF
* <link ID>: MZE%EH ID (0~4), HTZHEEMWIFN
o < type? >: FEFH SR, FEREHZA TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEESEL, Fnutng IPv4 Hihikak IPve #ihl
« <remote port>: L 1{H
* <local port>: ESP32-C2 s Hhi M1
e <tetype>:
— 0: ESP32-C2 45N & i
— 1: ESP32-C2 #:45VE M IR 5544

|
S LN

Bl

o TR F AT+ CWSTATE 6y A48 Wi-Fi 7S, i {HAT+CIPSTATE 74251 TCP/UDP/SSL k%% .

3.3.5 AT+CIPDOMAIN: I #%/@bi

- .
BeEmA
Wi

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W

+CIPDOMAIN:<"IP address">

OK

S

e <” domain name” >: NI

o <ip network>: ik IP %%, BRAE: 1
- 1t RN N IPv4 Hihik
- 2: Hf#A A 1Pv4 Hithl:
- 3: Hf@gtrh 1Pve Mk

o <” IP address” >: fEATHIY IP Huhik

il
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AT+CWMODE=1 // % E station # R
AT+CWJAP="SSID", "password" /) EENE
AT+CIPDOMAIN="iot.espressif.cn" VVAE-2 %

/1 B AT, RN A IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/1 B AT, R A IPve M

AT+CIPDOMAIN="ipvé6.test—-ipvé6.com", 3

/1 BB, BEBATH IPvAe At

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: 4ty TCP ¥if:. UDP fE4sk SSL ¥E$;

o 35 TCPi%3:
o 3% UDP f:#
o 325 SSLi%EiE

oy TCP 4%

v

7

N

Has @4

¥

// % (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">]

// % ¥# ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[, <keep_alive>][,<
—"local IP">]

Wi i ¢
FRPERRTN, Gk

CONNECT

OK

ZHERRT, R

<link ID>,CONNECT

OK

BH

* <link ID>: 25742 ID (0~ 4), HTZEERMER. ZSE0EE YL T nenuconfig PRTHA
BRI, — A2 AT PR E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A4~2 LWIP
ALF I B LWIP_MAX_SOCKETS , BRINE N 10. ZEUZSENITERE, AFREE v &
AT_SOCKET_MAX_CONN_NUM H{E I B R IZ(EA KT LWIP_MAX_SOCKETS ffH. (S %% iF
ESP-AT T#2 JREUE L5 H.)

o < type” >: PSR, FIRMLEIEREM,” TCP” 5 “TCPv6”., ERIAME:” TCP”

* <” remote host” >: FLFRBYL, FRitih [Pv4 Hidik. [Pv6 Hbhlk, silfi4%. Kl 64 F45.
SRR B A2 B4 KB 64 <277, 15 AT+CIPDOMAIN iy 43R B 4 % B ) TP ik
SRIGHE R TP bt T 4% .

« <remote port>: T 1{H

o <keep_alive>: [il BFER:FM SO_KEEPALIVE %I (&% : SO_KEEPALIVE /+44), Hfi: .
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JLHE : [0,7200],

— 0: %% keep-alive HJfE; (BRIA)

— 1~7200: F& keep-alive ZJfiE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {4

1, TCP_KEEPCNT {4 3.

o KA <keep_alive> BE(SAT+CIPTCPOPT iAW1l <keep_alive> MR, HEAHE
IR QR <keep_alive> S48, MIBIAGEH FIR B E AIME.

o <” local IP” >: JERYLEKAN] IPv4 Huhik o IPv6 Mtk , %S Hfe A £ N 4543 LIS R4S b 22 1P
Mk ARE A . BOAWEEN, ARG, FFAfTIRE, AN RUE

HUG BB Qg . IR

B

o QAR GEALELT IPVO ML, — > TCP j84%, T PAT AT #4F:

— T4 AP X3 IPv6
- B EAT+CIPV6=1

— WITAT+CWIAP 655 $ELE]—A IPv6 itk

— (W) WiLAT+CIPSTA? fiy A2 ESP32-C2 R 754K HLF] IPv6 Mkl

il

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60

AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1£fdb:22a6:4d24"

// esp-at E. i@ AT+CWJIAP 3 EL 3| IPv6e £ & # b
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

37 UDP {44

BEGL @

// B ¥ (AT+CIPMUX=0)

AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP

(_>||>]

// % # ¥ (AT+CIPMUX=1)

AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <

—"local IP">]

Wi i ¢

FRPERARTN, k)
CONNECT

OK

SRR, SRl

<link ID>,CONNECT

OK
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o <link ID>: WZEH ID (0~4), HATZEEZMEL

o <V type” >: FRFRSE, RIRMGIERSAL,” UDP” B “UDPv6”., ERIA{H:” TCP”

e <” remote host” >: FFESE, Fosumhg IPv4 Hihlk, IPve #bhb, B4 . HIKN 64 F35. 1N
ST Bl % H % K R 64 27T, 15 i AT+ CIPDOMAIN iy 4 3R BUsk 44 % B 1) TP Hidik,
SRIGHE R TP bt T % .

e <remote port>: Tifii [ {E

* <local port>: ESP32-C2 iX 451 UDP i {H

e <mode>: fF UDP Wi-Fi i, ASEELIE R 0

- 0: %0k E| UDP #idli ), AeZs 4t UDP HuhkfE B (ERIA)

— 1 AR — AU B 5T IG BB A (R i s UDP g iy, U2 %y UDP Hbdik {5 58 AR 4t
W1 TP Mokt Fs 11

— 2: R F] UDP $8mE, Hokas %t UDP kb5 5k & R 5 it 15 £ 1 TP ik Fis 01

o <” local IP” >: BB E AN IPv4 Hihk B8 IPv6 Hidil, %S5 A Hh 22 W 2843 L1 IH R A Hb %2 TP
HinkbAEEA R . SIS, ARG, FEfrE, SEWAEE

]

o G5 UDP 45 i3 IP Hidik 2 IPv4 ZH 3% itk (224.0.0.0 ~ 239.255.255.255), ESP32-C2 #5454 &
L UDPv4 ZH4%

o YN UDP & p Y miy [P kb2 1Pv4 4% bk (255.255.255.255), ESP32-C2 P46 & ik A2k
UDPv4 | #%&

e i R UDP % ¥ by ik oug IP ML Wk 2 IPve 4H # M kb (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C2 % 4% ¥ & T IPv6 W 2%, % 1% 1 3%
It UDP 414%

» A ZH <mode> Wi, FILEKESE <local port>

o QERGEAEET IPvo W25 37—~ UDP &4, 5 HATAT 84

— % AP 3§ IPv6

— WEAT+CIPV6=1

— W AT+CWIAP 1 23R —A TPv6 Hihk

— (W]3%k) @iLAT+CIPSTA? iy 5K ESP32-C2 27533k EE| IPv6 Al

o WERARFLMCK R T 1460 #4511 UDP 41, i HA7% % ESP-AT T 42, e 1P E TR
PEF¢: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 ¥ 3%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #F Ipve W % 4 upp H #
AT+CIPSTART="UDPv6", "fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£f37f:bb03:5d9%b"

// #F Ipve W% 4 upP % #
AT+CIPSTART="UDPvV6", "FFO2::FC",1000,1002,0

ity SSL ¥E$%

pEmY mA

// B (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">]

// % H ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local.
S IP">]

W i ©
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HERRGUT, aR[6:

CONNECT

OK

ZHERGEUT, R

<link ID>,CONNECT

OK

* <link ID>: MZ1EH ID (0~ 4), HT 28N

o <7 type” >: FLFHRSH, FoRMGEERELA,” SSL” B “SSLve”, BRA{H:” TCP”

e <” remote host” >: FLFERESE, Foaumhg IPva #ihk, IPve #bhb, B4 . &N 64 F35. N
ST B % HAs A K R 64 27T, 1 i FJ AT+ CIPDOMAIN iy 4 3R B0k 44 % B 1) TP Mk,
SR G TP kb T i

e <remote port>: Tifi [ {E

o <keep_alive>: [il BHE#:FM) SO_KEEPALIVE &I (2% : SO_KEEPALIVE ©44), #fi: .

« JuHE: [0,7200].,
— 0: Z%Jf] keep-alive ZHEE; (BRIA)
- 1~7200: JFJ3 keep-alive Ifj§E, TCP_KEEPIDLE {fi-} <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {#} 3.
o KA <keep_alive> B 5AT+CIPTCPOPT A1) <keep_alive> ZHMHF, HAH
H G E R A UE . WERIBITA M LI AN E <keep_alive> 2%k, MBHAMLEH FIRHECERIME.

o <” local IP” >: JERHLEKAH] IPv4 Hutik o IPve Mtk , %S H0fe A i 2 N 45432 L1 R AR b 22 TP
HuhEREEEA T . BOCHESN, AREAEMN, fFAfTRE, SHEEChARUE

e
o SSL MERECE BT W] H NAE IR K e
o SSL#EER EAKENG, NEAESSHREES
o UNH AT+CIPSTART fipd &k T SSL iEHz, HAFMEIR LS IHE A 10 #2, D] G R i s ] 25 A%
BEK, BRI F R
o QISR GARELT IPv6 W25 7S, —~ SSL i#ERE, 5 HFTRA N
— Wil AP % IPve
— YEAT+CIPV6=1
— JIFAT+CWIAP 6y A 3KEE— TPv6 Hbdik
- (W[3%) @IFAT+CIPSTA? i A¥5 4 ESP32-C2 275 3K E IPv6 ik

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at O i it AT+CWJAP # B Z| IPve 4 & Hh i
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: &t 1840 d ID iy TCP #:3;. UDP {4k SSL ¥4

A4 HAT+CIPSTART AL, AFGAET: FEZERINOLT (AT+CIPMUX=1) L FEh 2 ID, R4
= BB 4 1D,
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3.3.8 [DGEMBAREA] +++: BIEDEX

FRER AT A
Dyie:
IRHAEAR X, ALK
Command:
/) ACE R AR R
+++
vl
o HRRIR A /BA@QHZ/%HI_JE’J + F4F (RN ASCII 74 : 0x2b) HHT 245 %A CR-LF £4F
o RS —A + FAFED i&ﬁ 20 ms i [i) [a] i P A oA A FREZRVH 20 ms Fi[a] ]
e P A At A T2 2 ZH 20 ms HTI@IE‘IJFW&%EZ%%J/\ B, + FRFeY

(e ﬁé@lﬁi@itﬂ%
o REFFIRPIAT O WA 4]
o WEE/ERE I BEE T & A u‘
3.3.9 AT+CIPSEND: 1% ul{h ki ek Wi-Fi B ke

e

)‘3:

ng

- =

fe:
PR R, O KRR, IR E KRB K KT 8192 5595, AT+ CIPSENDL
LRy S5

.
"Il/?\‘

gt

// B ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

// UDP fk i [ 45 & X 3 £ AL Ao B

AT+CIPSEND=[<1link ID>, ]<length>[,<"remote host">,<remote port>]

W i :

OK

>

R FR AT EHE R R TR, BUR AT DA AR, 24 AT Sl 8 i KA F] <length>
Ja, BEte T

QR 7 T R £ i P T T T

’ERROR

TR A BRI A CRRERC & Ak B % i), & W]

’SEND OK
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WA %

Ly :
HEA Wi-Fi & 42X

Py -
iy

AT+CIPSEND

W

&

ERROR

PEA Wi-Fi i£ 1542 X, ESP32-C2 BB RAIRNL 8192 747, R Ak 2920 747, QIARACE iR <
JERTAFT 2920 745, Bl or AR AH 2920 4y — A BRIE T 23k, 5 0 451 20 Z R0l S5 il
BIR B T4 T 2920 “FA AR (AT VAl I AT+TRANSINTVL fir & FCELILIRI B ) « 2% A
— e+ i, GBHE AR P RORR R, R 1R 4 AT .

A fy U AEFF Sk 42 X A SR T . #54 Wi-Fi UDP %1%, AT+CIPSTART 14112 5
<mode> WK E N 0.

S

» <link ID>: [@Z D (0~ 4), FITEHebah b

o <length>: HHiK A, FARMH: 8192 FA7

* <” remote host” >: UDP L] DAFEER b 4L TPv4 Hidik. TPv6 Mk, silEi4
+ <remote port>: UDP £ %] PATS & Xt i i 11

L]
o &R DA FH AT+CIPTCPOPT 143k W44~ TCP L B AR T Re . Flin: BEE <so_sndtimeo> Ay
5000, W TCP A ikEAESAE 5 FPNIR LSRR, LI MENIR 2R . X A4 MCU 4545 AT 4
[1] 5 R ERF []

3.3.10 AT+CIPSENDL: fE# il HieX FIrirks KEd:

&E
i
=N
7

&
=>
[$y

e

R g
@ EdE

B AEXR, IRERE, W RBEEE (AT 4 DO AT A5 i & 22 5E 2 A TH) -
DA F AT+ CIPSENDLCFG iy A it BAN S i 4o TR GR35 P B0 1 B /N T 8192 T, At ml A
AT+CIPSEND 1% k3%,

Do

7R
pIony

G

// B (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP f% #r ® 48 & *t 3 £ ML v 3w ©
AT+CIPSENDL=[<1link ID>,]<length>[,<"remote host">,<remote port>]
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Wi 3% ¢

OK

>

AR IR AT 9E 2B AR X H HEMES U HI AT a0 8s , OHEST AR AR, —H AT
it IR, B 2 AR, B mIT .

IR ETTIR . RESMIRAT+CIPSENDLCFG FLE EAE S -

’+CIPSENDL:<had sent len>,<port recv len>

IR+ ++ A BUE, RGN :

’SEND CANCELLED

IR EIR A PEE RN L, RERARN:

’SEND FAIL

R BT B s A AR CR AR C 240X BX 0w ) , RGTHRA RN :

’SEND OK

BERWOTR, GO AR IR+ ++ o BUH R, RN ESP32-C2 s M2 X B . I, AT fr
L H S EECEE, BRERER <length> KEHHRS, 4 SBHAIERX.

o <link ID>: MZ%EH ID (0~4), HTZHEEWTE

o <length>: Blli K, o Aff: 23 -1 54

e <” remote host” >: UDP £ n] DAJS &N EHL: 1Pv4 Hubik, IPv6 #huhk, B4
» <remote port>: UDP (&% 7] PATE & Xt i i 11

* <had sent len>: {3 & 2| JI5 2 MU O B

* <port recv len>: AT fiy%-sify U B EIcHE B K E

o AWM UART Jifs. A0, 402R UART Sca R T 4% bl I, R 8ol 2k

o BRI LAMEJAT+CIPTCPOPT fiy 4 ydEA> TCP ML B A 6. filN: . <so_sndtimeo>
5000, M TCP Ak #pfEAE S FPNIR ISR, ToiR b @R . XA MCU 2fF AT fir4
[ 52 8T P 1] o

3.3.11 AT+CIPSENDLCFG: %% AT+CIPSENDL 4 1) JE Pk
ity s

Dytig:
i AT+CIPSENDL i 4 (it B

[

AT+CIPSENDLCEG?

Wi i ¢
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+CIPSENDLCFG:<report size>,<transmit size>

1% B AT+CIPSENDL iy 4 [ it &
A

’AT+CIPSENDLCFG=<report size>[,<transmit size>]

W

’OK

o <report size>: AT+CIPSENDL 14y EARE /N, BRAE: 1024, JEE: [100,2 201, fidn: i&E
<report size>{H>4 100, WJAT+CIPSENDL 1545 ) <had sent len> EIRF4N (100,
200, 300, 400, ---- ). HJAM <had sent len> L?Eﬁfﬁlﬁ'\%%%i%%%’?ﬂgﬁﬁﬁﬁo

* <transmit size>: AT+CIPSENDL fi % ERHIUN, BHRE T8 LA BRI B o/ B
NMAE: 2920, R [100,2920]. ﬂu%%%ﬂﬂﬁﬁtﬁtﬂ“jﬁc%? <transmit size>, ¥ LR
i M <transmit size> FAT—HA B Vini 25515 20 2R E R LlﬁI?'JEI’J%ﬁE‘jt?
ZF <transmit size> FITHEARXRFIE (E0[ AT AT+TRANSINTVL iy A BL & IR ) -

el
o XTIk R /IMEXT SRR R R m I A, RSB ER /MY <transmit size>, WIEFEHE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JE .
o XFHEMERARE, HEREER KW <transmit size>, WIEFEEFEATIZ 3 ESP-AT 5
vk AR

3.3.12 AT+CIPSENDEX: A% ittt bR 9™ ety i X% 6 et

TR AR N, E KRR, S M AT \ 0 (0x5c, 0x30 ASCII) fil % i 4 1%
I

// B (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % % ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<1link ID>,<length>

// UDP ¥y W 45 & %3 IP H it Fusg o

AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi i ¢
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OK

>

ERmE R FIR AT CHER B ATROE , BT DA AR E RS, 24 AT Bl s B Kk

B <length> JGudl Bl \O TP, Bt in .
USRS MR O AL i BB, aR (] -

’ERROR

R BT B S AR CR AR E 240X B ) , &[]

’SEND OK

S

<link ID>: 45158z ID (0~ 4), HTZHEENEL
<length>: HHEKJE, FRME: 8192 F4F

<remote port>: UDP & n] DA% & X i i 11

B

<” remote host” >: UDP 4] PAFE @ X EAL: [Pv4 dihk . IPve Hihl, oklsiss

o BRI B L ORI, SO L \ 0 FAFI (0xSc, 0x30 ASCID, #ffifehmitin, RETRIH

FEm o, R AT i

o AREUETEE \<any>, WEERBERFHL, A <any> 75

o WIHRFEELE O, i Xk \\0

o AT DA AT+CIPTCPOPT 43454 TCP Y450 B H: 7R . flin: %8 <so_sndtimeo>
5000, W TCP KikiRfESAE S PR EIGEE, TR MIIE R KM, XAl AT MCU %545 AT a4

(] 52 PR IS o

33.13 AT+CIPCLOSE: 3:[i] TCP/UDP/SSL i3
BeEmA

Ly :
KM Z AN ) TCP/UDP/SSL 4%

ke

AT+CIPCLOSE=<1link ID>

Mjn] oz <

<link ID>,CLOSED

OK

Wiidn s

i
KM FRIE RS N ) TCP/UDP/SSL 34 4%
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AT+CIPCLOSE

Wi % ¢

CLOSED

OK

o <link ID>: F5RMIIMLEES ID, WRBN S, WIFR KM Prf %

3.3.14 AT+CIFSR: #ifyAcHy IP Bkl 1 MAC Hahl:

WA %

=

AT+CIFSR

Wi i ¢

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIP6LL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIPO6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

e <” APIP” >: ESP32-C2 SoftAP 1} IPv4 #ihit

+ <” APIPGLL” >: ESP32-C2 SoftAP [{] IPv6 7k ikt
e <” APIP6GL” >: ESP32-C2 SoftAP ] IPv6 4= J5jihil:

e <” APMAC” >: ESP32-C2 SoftAP [\ MAC #iihil:

e <” STAIP” >: ESP32-C2 station 1] IPv4 il

« <” STAIPG6LL” >: ESP32-C2 station [ IPv6 ZsHb%% #% btk
e <” STAIP6GL” >: ESP32-C2 station 1] IPv6 4= J5yihhl

* <” STAMAC” >: ESP32-C2 station ) MAC Hiiil

e <” ETHIP” >: ESP32-C2 ethernet 1] IPv4 il

e <” ETHIP6LL” >: ESP32-C2 ethernet [\ IPv6 A<k g Huhlk
o <” ETHIP6GL” >: ESP32-C2 ethernet [ IPv6 4= 5t

e <” ETHMAC” >: ESP32-C2 ethernet [1}) MAC Hbht

o HUA 4 ESP32-C2 I AR GBI A A% DE RS, A BEANEIE R IP HuhtAl MAC #ihit
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3.3.15 AT+CIPMUX: IH/ESH 2 88
iy

i
A IEER

s

AT+CIPMUX?

W

+CIPMUX: <mode>

i i
[ox |
BH
o <mode>: FERARI, BHAME: O
- 0: FER:
- 1 25
el

o JUR ST EE BRI IR A" R] S A
o DA E 1 X (AT+CIPMODE=0), A REBE NZ HEH
o QRAESL T TCP/SSL e d5 i, ARUIN BAEERE , WA IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #tvr/352] TCP s SSL IR 5523
i

Dy
#if) TCP/SSL iR 55 A RS

A\ .
"Il/?\‘
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AT+CIPSERVER?

W

+CIPSERVER: <mode> [, <port>, <"type">] [, <CA enable>]

OK

v

7

=

EanA

¥

=

,/,?\:

’AT+CIPSERVER:<mode> [, <param2>][,<"type">][,<CA enable>]

LT)
[ox
ZH
e <mode>:
- 0: XMk 2R
- 1 RS A

* <param2>: Z%{ <mode> N[, MIKSHEE ORI :

o IR <mode> 2 1, <param2> f0FEigI15. BRiAME: 333
o QR <mode> & 0, <param2> fLEMRFSAEE XA E Fif. BRIAE: 0
- 0: XMk OR B A % P i 1%
— 12 RPANRSS A8 H KA f
. <” type? >: JR4IKM Y TCP”,” TCPv6”,” SSL”, B “SSLv6” . BRiAfii:” TCP”
¢ <CA enable>:
- 00 A CAAILE
- 1: ffif] CA AL

e

o ZIEENOLT (AT+CIPMUX=1), A BT EIRSS %%

« BIEARSS ARG HEhEHSSSR T, R R avrelg— A kasas.

s BHE RN, SHSNGE - EE D,

o QRGEAEET IPvo L5 —4> TCP/SSL JlR 554, i H JeEAT+CIPV6=1, FF3RH—> IPv6 b
k.

o KMIRSFARINSHL <"type"> I <CA enable> MMM

2N

// #EI TCP MR 4% B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B sSL R& B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// ET IPve W%, Al#E SsL K& #

Q)

Espressif Systems 84 Release release-v3.4.0.0
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 3. AT Ay d4E

(£ L£50)

AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1 kA MG BOFE ok A BT R # &

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #ify/i Bl 552y FLvrd vt in KER 5L

iy

Jyiig:

#2if) TCP 8¢ SSL fIR 55 i SLVF AL Y e KR AL
[

AT+CIPSERVERMAXCONN?

Wi 3% ¢

+CIPSERVERMAXCONN: <num>
OK

B

Yitig:
BEE TCP 5 SSL HR 55 7 S ifF 2 7 i de R4k

s

’AT+CIPSERVERMAXCONN:<num> ‘

W i <

Lox |

S

o <num>: TCP 5 SSL R4 2% fo i d sy i R B, J0E: [1,5]. W GARE 0% S50 IR 9
{l, 5 #AT+CIPSTART 411588 <1ink ID> [Hik.

Bl

o T BEE B RIEREL (AT+CIPSERVERMAXCONN=<num>), i {EQIHR S 282 Bl & .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80
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3.3.18 AT+CIPMODE: 7%ify/¥ BiLiimik
A4

i
i e

s

AT+CIPMODE?

L)V

+CIPMODE : <mode>

’AT+CIPMODE:<mode> ‘

W i
|ox |
S
* <mode>:
— 0: Fdl AR X,
- 1 Wi-Fi i 30l X, (U0 TCP HiiEd: . UDP FE 5], SSL FIERAY L
BLW]

WSO RS fash.
» £ ESP32-C2 JEA WicFi if (5400 X 5, LTI A 2D e TETE A

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #vify/ix ¥ Al TCP/SSL JJit 55 23 df if i [ia]
ity &

yhig:
iy At TCP/SSL i 55 # i i ]

e
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AT+CIPSTO?

Wi % ¢

+CIPSTO:<time>
OK

B

&F

Yytie:
BB A TCP/SSL iR 45 2 it 8]

Py -
iy

’AT+CIPSTO:<time>

Wi ¥ *

[ox

S

o <time>: ZHb TCP/SSL R4 #SEmTHFa], BAfr: F, BUEMEE: [0,7200]

B

%4 TCP/SSL % ik <t ime> IR PYoR A2 SCHRBIN , ESP32-C2 eds 75 22T T ML B

¢ WRRESH <cine> 0, WHEBGER LRI, FRANXFRE.

 AEBCEMIMIN, % P SO IR R (5 o 5 78 SO 5 P , I R T
V. I, % PR

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #ify/it Bt X HI SNTP I} 5553

AT+CIPSNTPCEFG?

W i :

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK
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=

=

A

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

e <enable>: % & SNTP IR %2s:
— 1: % SNTP flR%5 85
- 0: RNi&'E SNTP [R5 %% .
* <timezone>: SZHFDATPFAE:
- B R UTE R [-12,14], BERVNESR AL, @ SR AR (UTC) iR Kimic K2
B (UTC=12:00 % UTC+14:00) ;
- Mg uTC R E, UTC R ETEE TIRTFEINZ R E] UTC BHE A fefs 2] 4
HuHHA], A SR (+1 -1 [hhlmm. U054 XAEARYI T2 0APE, MR, WRAEAR
i, WIAIEEL. /N (hh) WAZ5FE -12 ) 14 Z (8], 438k (mm) 2007E 0 3] 59 Z | Hln, i
AR XU B G A IS A, B UTC+12:45, Wz <timezone> SR E N
1245, WZFRIESH UTC st .
o [<SNTP serverl>]: %—> SNTP R%#%.
o [<SNTP server2>]: % 4> SNTP R%#%.
o [<SNTP server3>]: % =~ SNTP k5.

Bl

o HEMAOERIEEG L E=" SNTP [R5%25Z=%0, WEAfEH “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn”
“us.pool.ntp.org” H 2z —,

o XTEMMS, A <timezone> BEAIRES I E N <timezone> ZBHA—FE. HH
<timezone> ZE L FH —Fh UTC B EMKR, flin: &E AT+CIPSNTPCFG=1,015, A4
Frifjff, ESP-AT 2 ZBSHf X SE RIS 0, BIREME 15. NETH—FE, BroAfe s — M
UTC s A& N, /@ uTc+00: 15, WMEt@Aift ki 0 i IX.,

* BT SNTP 25T UDP WUk il sK IR [l 5, 24 ) 26 Z AU, 2 530 ESP32-C2 (Y [A] Jo ik S i
m&. —H AT @4 L+ TIME_UPDATED , fRFEWTRIE [R5, M) DA A 2 AT+CIPSNTPTIME?
AT AT 24 HT B A

Bl

// & SNTP M4 %, REFEMK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fE & SNTP R4 #, REXEA AWK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
=

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

/] 8 SNTP R4 %, BEFHL WX EEBAEG KX (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"
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3.3.21 AT+CIPSNTPTIME: 4&ifj SNTP B [i]

AT+CIPSNTPTIME?

W i <

+CIPSNTPTIME:<asctime style time>
OK

|

* A7 2% asctime I [A] Y E SCi DL asctime man page.
* 1F ESP32-C2 #t A Light-sleep B Deep-sleep J5 ML, RGN fES AUE. BN EH L
IEAT+CIPSNTPCFG fir%-, M NTP [Jg 55 28 SKECHT ¥ if ] o

* SNTP FRIFE A [ R SCHRFAF A AE RTC X, PIMAEAE S G A sr) 5, e & EE
1970 4,

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890™"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/is ¥ SNTP Ibf[a] 6] 2501 ] B
A%

e

AT+CIPSNTPINTV?

Wi i ¢

+CIPSNTPINTV:<interval second>

OK
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=

=

A

’AT+CIPSNTPINTV:<interval second>

 <interval second>: SNTP Ff[a|[a]5 6] fF. BAN7: Fb. JEFE: [15,4294967].

st

o BCE TR AR, EWE ESP32-C2 Z A K i) NTP 55 4 K HUB R I 1] o

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) BNEEF — kR
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #ifjfliR55as A AT [SHERAS
A HRA

i
i 54 E AR ESP32-C2 AT [l {HjiftA4

P
iy

AT+CIPFWVER?

W 3% <

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C2 AT [&E/{4fixAs

|

o TEREFRETIZ) OTA AT, 38 2SO R ARCAS [MRACAS T2
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3.3.24 AT+CIUPDATE: jixk Wi-Fi 718511

ESP-AT EizfTi}, il Wi-Fi Mg B SS 4 B R 308 [ 2 52800 X, NI T2 T 7

i A

i
#if] ESP32-C2 B THIRE

AN .
“Il/?\‘

AT+CIUPDATE?

Wi

+CIPUPDATE:<state>

OK

PaT 4

g
TEFZERAT @ OTA JH 3| TCP iR 55 #% B A Y [ F

A

AT+CIUPDATE

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

M) i <
A OTA FEPH 2R LYy, 1Rl

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Bsw N e

OK

AR OTA FEAEFH BT iy, iR m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Bsw N -
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WAL IERITR OTA KN, & [n:

+CIPUPDATE:<state>

ERROR

WPRAEARPHZERGUT OTA KK, iR u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

e <ota mode>:
— 0: i@ HTTP OTA;
— 1: 3@ HTTPS OTA, WS, i . /build.py menuconfig>Component config
>AT >OTA based upon ssl @#&fliEE, HEA5EIE W AN %F ESP-AT 142,
e <version>: AT R4, W v1.2.0.0, v1.1.3.08(v1.1.2.0,
o <firmware name>: J}Z¢ [ [E{f, 4l ota. mgtt_ca. client_ca 8{H'E at_customize.csv
HE E SR A X
¢ <nonblocking>:
- 0: PHZER OTA (MBGNT, H#| OTA FHSHI B R IME A FTAK % AT 4 ) ;
- 1 JEHZERE OTA (AR, AHSERUE (+CIPUPDATE:4) T3 EJH).
e <state>:
- 1 B 552%
2: TR RS
3: RIGTHRIA 5
4: ST
-1: JEPHZERLCT OTA RIK

|

o TP LT 2R DL

o UM RZMAETF BRI, AT K& [ ERROR, 45 RF— BRI L.

o UNARIRE T AR SRR AT BIN, Ay &M Espressif Cloud N#k AT [l F+4% .

o ISR 2 H AT SR AT BIN, 375 5 47523 AT+CIUPDATE FOTA Ify g8 3 (i F§ AT+ USEROTA
o # AT+ WEBSERVER £54>, T %% ESP-AT T A3 {tf7% 5 FOTA,

o FHWHY AT )5, WHAT+RESTORE WKW R

o OTA FERYFBIIE] N 3 %0

o AEPH ZERL I Y Y OK Fll +CIPUPDATE : <state> fEH H T b %A 4% 2 L e )5 0T«
OK H[HEAE +CIPUPDATE:<state> Z Hikil, WA W HEXE +CIPUPDATE:: <state> Z J5#itH .

o NEWARBHRA . BFEEIHRASAAE—EWARAEMNNE, E2T0FET, MR RRZEAHE
IERRAS, TR A 2= BT D g .

o B H 4T LI OTA #H28 FHUE % OTA s .

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1

Q)
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(£ L£50)

AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: 8 +IPD #55iETS

AT+CIPDINFO?

Wi

+CIPDINFO:true
OK

&

+CIPDINFO: false
OK

v

7

X7

W
4

=l

’AT+CIPDINFO:<mOde>

Wi i ¢
’w
S5
¢ <mode>:
- 0: ¥ “+IPD” flI “+CIPRECVDATA” B, AHE/RXTu IP #hk g {58
- 1: £ “4IPD” A1 “+CIPRECVDATA” ji§E 1, $EXTum IP Huhk Al 0145 5
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #rify/ix ¥ SSL % f 1 fic &

i

St
i ESP32-C2 {2y SSL % P B4 M 0L £ L

Py
A

AT+CIPSSLCCONEFE?
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Wi 3% ¢

+CIPSSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number>

OK

i

=

[y

E:
4

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode> [, <pki_number>] [, <ca_number>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

Wi % ¢

OK

<link ID>: 451542 ID (0 ~ max), FEZHERNHOLT, HSEERN max, WFRRITHERE, &
SRERINE R 5,
<auth_mode>:
— 0: NAIE, R TEEIETE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $2E% Pk 5Lk 5545 iim CA IRk E:
— 2: ESP-AT % ik A CA UEF AT I 55 A i k15 5
- 3: fHEINIE.
<pki_number>: JERRIFAEHM RG], WHE A —AUERRFAE, HAEN K 0.
<ca_number>: CA [JZ&R5|, WHRAAG—4 CA, HAHW N O,

AR AR EEASL BT R AE R, AR SSL BRI TAR M4

TE BT R PR AAE NVS X, SRR ;] AT+SAVETRANSLINK i %1% & HHLE A Wi-Fi SSL i% 1% 42
K., ESP32-C2 RFAE R IR b HE I At B @ 37 SSL 4% .

WA B CRIE B E A 2B, 5% 4T £ PKI B % .

W <auth_mode> FLE N 2 834 3, N TREMRSAFIIEBA RN, W7E K iKAT+CIPSTART fiy
AHiHPRE ESP32-C2 EFRERE Y wiitiE] . (57 PAEIEAT+CIPSNTPCFG 14 R L 'E: SNTP, FRH4
B, &i3EAT+CIPSNTPTIME? £y 425 24 Fi i a] . )

3.3.27 AT+CIPSSLCCN: #ify/ ¥ SSL %%yt /A H 44 (common name)

i)

Lyt :

Lo N
“D4>

LIRS SSL MR R P a3 44

Py -
“ﬂ4>‘

AT+CIPSSLCCN?

W i <
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+CIPSSLCCN:<link ID>,<"common name">
OK

B

-t

e

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <

OK

S

o <link ID>: [M#%i%8: ID (0 ~ max), 7ERFESMEN T, ASBEN 0; HELERWENT, &5
BUHBE N max, WIFRIIAERE; RSEERIMERN 5.
 <” common name” >: AREEAANIEIR 58 ZEHEB AL . AL RKKE N 64 717,

N

e

o WNIRAREAE BN RIS, T SSL I HTIZ T ARG S .
3.3.28 AT+CIPSSLCSNI: #rify/it ¥ SSL % ;i SNI
AifmA

i
AR SNI i E

Py -
"ﬂlf\‘

AT+CIPSSLCSNI?

W i <

+CIPSSLCSNI:<link ID>,<"sni'">
OK

v

N

B

&

Ele

A

?:
¥ % B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

Wi i ¢
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OK

 <link ID>: M %&3%#: ID (0 ~ max), FERIELWELT, KSHMHEN 0; EZEENHLT, #5
BE BN max, WIFRIRFTA R ASEEOAER 5.
e <” sni” >: ClientHello H 1) SNI, SNI f KK 64 F37,

Bl

o QERARSARFCE S AR, RN SSL B EHTIE AT A G 2

3.3.29 AT+CIPSSLCALPN: #ify/i ' SSL % ) 13iis ALPN

i A

i

#if] ESP32-C2 ff7y SSL & /g 43~ 42 1) ALPN Jig .

Pa sy
A

AT+CIPSSLCALPN?

W

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

v

¥

N

H

¥

[y

o
%

=l

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % % H: (AT+CIPMUX=1)

AT+CIPSSLCALPN=<1link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

L)V

OK

B8

o <link ID>: W %%i%4; ID (0 ~ max), FEHIEZIEL T, RmSEUEN 0; FEZERVELT, A5
BUEBE N max, WIFIRITA EE; ASEERIMEN 5.
o <counts>: ALPN [W¥&. 5 : [0,5].

0: Jikk ALPN [,
* [L5]: 50 ALPN [iL# .

* <” alpn” >: FHHRSH, FUR ClientHello 1) ALPN. ALPN i KRKJEZRTar SR KK E .
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e
o QRAEARPECE SR, W AL SSL R ATIE T AR M2

3.3.30 AT+CIPSSLCPSK: 75/ SSL % /ity PSK (A7 % 5%)
LTS

i
#if] ESP32-C2 {f7 SSL & iy 451~ 1E4% 1) PSK iC '

AT+CIPSSLCPSK?

W i <

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W ) :

OK

* <link ID>: 4545 ID (0 ~ max), {EFIERAHO T, ASHUEN 05 AEZERNTIT, 55
BUH N max, WRRFTAERE: ASEEAMEN 5.
e < psk? >: PSK identity (FAFHRASSY), K 32, WA <"psk"> ZHEE \0, HiE
J AT+CIPSSLCPSKHEX 154>,
e <” hint” >: PSK hint, fHKKE: 32,
i

o INSRAHEARHUE S BRI, AR SSL B T A M A .
3.3.31 AT+CIPSSLCPSKHEX: #Fify/i3® SSL % radiiy PSK (-7 E IR )

]

* RUTAT+CIPSSLCPSK fip%, %4t T3 BB A SSL & P Witk 524 (PSK) , {HH
<"psk"> BRI AN BT R TR I, <"psk"> ZHPRY N0 FRh 00,
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il

// B % ¥ (AT+CIPMUX=0), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % ¥ : (AT+CIPMUX=1), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX=0, "70736b", "myhint"

3.3.32 AT+CIPRECONNINTV: #¢ify/i% ¥ Wi-Fi & %X F % TCP/UDP/SSL i i
[l b

R
ifig:
Arif) Wi-Fi if % 42X T H s #E %6

A .
"ﬂé’\‘

AT+CIPRECONNINTV?

W

+CIPRECONNINTV:<interval>
OK

ik
L Wi-Fi i f5 12X, F TCP/UDP/SSL 14 17 JF I 11 20 S0 19 171

O e
iy

&F

’AT+CIPRECONNINTV:<interval>

W

[ox

BH

* <interval>: HZEER|FEE, F47: 100 25, BOAME: 1, JEH: [1,36000].

B

* #FAT+SYSSTORE=1 B, L B O PRAFAE NVS X

il

AT+CIPRECONNINTV=10
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3.3.33 AT+CIPRECVTYPE: #rify/i ¥ &8 RO
iy

i
TR

s

AT+CIPRECVTIYPE?

W

+CIPRECVTYPE:<1link ID>, <mode>

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

Wi i <

OK

BH

o <link ID>: W Z&i#47 ID (0 ~ max), FEFIERZIEO T, RZSEEN 0; EZEZNELT, &5
BAEBE N max, WIFRFIAAER: RSBBAERN 5.
o <mode>: ERFHIEEA, RIAE: 0,
- 0: 33X, ESP-AT A BB R B FRER L B A% 4 0L MCU, Sk “+4IPD” (B
FHCE R 5760 75, AR A MCU e K &% 2920 34547 50808 )
- 1: Pk, ESP-AT i I B E R EIR TS B AFIX (Bl s 0, Bk
fHh 5760 F3Y), “54% MCU $2Ht. %} TCP 1 SSL #:8:, WIREHFEXWE T, HHLIkERET
gy, W UDP {84y, WRGEAXH T, MekAsdnEk.

|

o ZILEABEH T Wi-Fi i X

o X4 ESP-AT 7E9 S0 PR BB FHART, SRR O A RS R A FE R E B -
- ZIEER (AT+CIPMUX=1), &/~ +IPD, <link ID>,<len>;
— FASERNT (AT+CIPMUX=0), #2735 +IPD, <len>.,

o <len> FREHAXRPELZFHIM LKL,

o —HA +IPD ki, WZIzfTAT+CIPRECVDATA KW . W, FERT—A +IPD #i B i,
A~ +IPD R AR A48 4L MCU.,

o FEWITFERENELT , S ERFEIRTIRAAAE, MCU {53R W DAEEEL, B 2| & ikAT+CIPCLOSE
(AT fE M Fif) SKAT+CIPSERVER=0,1 (AT VERRSS#%). Bmpigil, W +1pD g s, AP
D HEMR K& 3£ AT+CIPCLOSE 8% % 3% AT+CIPSERVER=0,1 B%if i1 AT+ CIPRECVDATA éﬁé\iiﬂx Efﬁ%ﬁ(%};"i;
ZHI, XATERR CLOSED fF Bk .

o TR RO & W 26 5t 7 H MCU il R AR EERS , nTAS 4], (i g sl i Bcdasiat o
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il

/) BEEHEAT, RERFHEKER

AT+CIPRECVTYPE=1

/) ZEBBEAT, REFAEREAR S ELERX

AT+CIPRECVTIYPE=5,1

3.3.34 AT+CIPRECVDATA: RIS T £S5

IJXLEA g /\>
[k

// B (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>,<len>

Wi i ¢

+CIPRECVDATA:<actual_len>, <data>
OK

Y

+CIPRECVDATA:<actual_len>, <remote IP>,<remote port>, <data>
OK

<link_id>: Z#EEHFI9ER: ID,

<len>: f KAE by : OXTRFRE, WA SERRI B BARAC B LU AR S HUE /S, TR [m] S5 4 B 1 2R
<actual_len>: ZZFRIRELY @T}Eﬁfh

<data>: FRFUFIEDE .

[<remote IP>]: FAFERS4L, KXt [P #ikl, @it AT+CIPDINFO=1 fiy % ffifE.

[<remote port>]: Xiuqis I, i#@iLAT+CIPDINFO=1 fy4-fHigE.

il

AT+CIPRECVTYPE=1

// Bldm, W EHN MCU A 0 F#EEF Y E 100 FF M K,
// W 4 # 7 ¥ K "+1PD,0,100",

//RE, BTN AREANTHAELER 100 FF 6 &%
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: ity a2 Bosi X B &8 8 1K
i &

Dyt
BRI AP P A e I B
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[

AT+CIPRECVLEN?

Wi 3% ¢

+CIPRECVLEN:<data length of 1ink0>,<data length of 1linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

BH

* <data length of link>: Jt— &4z th Znh 1 Ir 3 B 2

Bl

o SSL ¥4, ESP-AT iR [ul &t K T B /N BB i K%

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %334l

[y

ping X i FAL

AN .
"Il/?\‘

AT+PING=<"host">

Wi

+PING:<time>

OK

o

+PING:TIMEOUT // RAEH L@ k&= PING BHERLT, A4AXINMEE

ERROR

BH

* <” host” >: FRFRESEL, FRX i EHLAY IPv4 Hidik, 1Pve Mk, =iui4 .
o <time>: ping [ EF[E], A7 ZFD.
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e

o QAREAEET IPv6 %% Ping Xifum AL, THHATLA T HRAE:
— % AP 35 IPv6
- B EAT+CIPV6=1
— WITAT+CWIAP 655 $ELE]—A IPv6 itk
— (A[3k) #ITAT+CIPSTA? 54 ¥58F ESP32-C2 2753k HE| IPv6 Hitilk
o it EALRIA FATE, W ping KAl DNS S84 fEpT (D0 JCi@AT IPv4 Hudik), i ping
X AL IP Hihk:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) FT-REBRMER TR $Q
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: #Fify/i%® DNS 55 72{5 5
A

24 3 DNS 45 2845 1

Pla sy
A

AT+CIPDNS?

W .

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeEmA

i
BE DNS fle 55 45 5

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

o <enable>: iX'E DNS fiR4%#%
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- 0: 2 B Zh2KHL DNS R385 %, DNS R4S E h 208.67.222.222 f18.8.8.8,
HA Y4 ESP32-C2 station 5¢ A% T DHCP i 7%, DNS JIR55#% A4 A 7] BB BT .

- I: BHFhEE DNS lR44E R, WRANEESE <DNS 1px> [F{H, NI HEHA(E 208.
67.222.222%18.8.8.8,

¢ <DNSIP1>: %> DNS 4545 IP #uhik, XFFistE s, HA Y <enable> Z4 0 1 B, HieE
T2 DNS %5, KSEAHH; EEE <enable> Ky 1, H HASEBEE —ME, UEEITHE
W4 Bf, ESP-AT RHHTZSHE 24 Hi) DNS %5 & 1] .

* <DNSIP2>: %5 /> DNS flg45¢s IP ikl , XJTiEmS, HAY <enable> %4 1 i, Hie/H
FF3) DNS %8, KSEAF: WK E <enable> Ay 1, H ARSHRE —ME, Ll
a2 HT, ESP-AT RUZSHUE R 24 HilY) DNS & Bk 1]

* <DNSIP3>: 55—/ DNS fR45#s IP #ihl, XJFiEmS, HAY <enable> Z4CH 1 1}, Wiie/H
FF-2 DNS %5, KSEAFH; R E <enable> Ky 1, - WASEKEE —ME, MEETHE
WA 4 Bf, ESP-AT K% S HE 24 Hi1) DNS &5 iR 1] .

o #iAT+SYSSTORE=1, T & i EHRAFTE NVS X,
© X=ASHORREBCEAL R — M5 a L
* 3 <enable>Jy O I}, DNS [z 55 il fE SR ESP32-C2 Beat T £ % i 2 14 e B i i 22

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) B—ANET 1Pve By DNS MEB: T REKMEXIEFN

// B _NET IPve B DNS M % #: google-public-dns-a.google.com
/] BEZ=ZANETF Ipve By DNsS R4 &#: WL H 4 £ DNS R4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+CIPTCPOPT: #%ify/ix ¥ £ ik i
iy

i
iRt eI Sl

e

AT+CIPTCPOPT?

Wi % ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

)E’J

CELN A

A

// B ¥ ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]
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<link_id>: M%$#4% ID (0 ~ max), fEZHEEMEOT, HSBERN max, WFRFrAEE; &

ELICNINIEVSIRE
<so_linger>: [l¥ £ 7 HY SO_LINGER BT (&% : SO_LINGER 7141), Hfi: £, BRAMH: -
- =-1: XM

- =0: JF/3, linger time = 0;
- >0: JFJ3, linger time = <so_linger>;
<tep_nodelay>: Jii &£ ) TCP_NODELAY 1 (£%: TCP_NODELAY 71%2), ZRiAE: 0.
- 0: 22/ TCP_NODELAY
- 1: &/l TCP_NODELAY
<so_sndtimeo>: [l HERFH SO_SNDTIMEO &Il (Z#: SO_SNDTIMEO /+43), Hfi: ZFb,
ZRIME: 0.
<keep_alive>: FlEHEREFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE \'4H), BAfi: #b.

JER: [0,7200].
— 0: 2% keep-alive ZHRE; (BRIA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {4 <keep_alive>, TCP_KEEPINTVL {{}
1, TCP_KEEPCNT {H -} 3.
Ky <keep_alive> B S AT+CIPSTART 5 W) <keep_alive> ZEFE, HZMHMH
JEBEE M YIE . WHRIBIT ARG N E <keep_alive> 24, NIBAM A LR ECE MIE.

st
o TERCEERTIRIAT, Wi 1% kmiahie, ULk icE vl e .
* SO_LINGER 5 A @ i it B4 K AE . Bl a0 & SO_LINGER {H % 60, WIAT+CIPCLOSE iy FEUX
AF|% i TCP FIN ALRAL T, & 580 AT FHZE 60 70, M Toikma B B 4. ik, SO_LINGER
e S NN IERS
» TCP_NODELAY &3d H] T it &/ MEXT LR BOR m i 5. FFRJG, LwlP 2 TCP 1)k
%, (HAURMERIMER S, Sl T EE N SR AL, B, TCP_NODELAY i fREFIRIALE.
* SO_SNDTIMEO &3 i H FAT+CIPSTART fiy 4 A Wit & keepalive S8 W 35 5. Bl B AET G,
AT+CIPSEND. AT+CIPSENDL. AT+CIPSENDEX - SfeiZ 8B, TR E KL, X
K, SO_SNDTIMEO #X &N 5~ 10 .
* SO_KEEPALIVE J&30E T 8l e WA E B e W TR 37557, 85 AT /£ TCP iR 55 i)
N BT, i E AT, Ai*bu%ﬁ%ﬂﬁﬂé%ﬂmu SO_KEEPALIVE # ¥ fit EHA/NT 60
e
3.4 Bluetooth® Low Energy AT @y 242
N4
e AT+BLEINIT: Bluetooth LE #J#54k
o AT+BLEADDR: % Bluetooth LE 5 #5 ik
o AT+BLENAME: #xif)/i% & Bluetooth LE X454 R
o AT+BLESCANPARAM : %5if)/#%E Bluetooth LE i 5%k
Espressif Systems 104 Release release-v3.4.0.0

Submit Document Feedback


https://man7.org/linux/man-pages/man7/socket.7.html#SO_LINGER
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_NODELAY
https://man7.org/linux/man-pages/man7/socket.7.html#SO_SNDTIMEO
https://man7.org/linux/man-pages/man7/socket.7.html#SO_KEEPALIVE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPIDLE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPINTVL
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPCNT
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 3. AT Ay d4E

* AT+BLESCAN: {fifig Bluetooth LE 4

e AT+BLESCANRSPDATA: ¥%'& Bluetooth LE i

o AT+BLEADVPARAM : #xiA)/i% & Bluetooth LE | #%Z5:4{
o AT+BLEADVDATA: % Bluetooth LE | %%

o AT+BLEADVDATAEX: H 3% Bluetooth LE ) #& %

o AT+BLEADVSTART: J11 Bluetooth LE | #%&
 AT+BLEADVSTOP: {21} Bluetooth LE )%

e AT+BLECONN: 737 Bluetooth LE %%

« AT+BLECONNPARAM: #%ifi)/% % Bluetooth LE 358
o AT+BLEDISCONN : WiFF Bluetooth LE %4

o AT+BLECFGMTU: %% Bluetooth LE MTU K:J&

o AT+BLEGATTSSRV: GATTS % ¥R 4%

o AT+BLEGATTSCHAR: GATTS % FilR % HiiE

o AT+BLEGATTSNTFY: JJ3455% notify i} 5 ERHF (28 % Pk
e AT+BLEGATTSIND: Ji%2% indicate I 5 5 F (R 28 %0 Pt
o AT+BLEGATTSSETATTR: GATTS ¥ & i} & (i

o AT+BLEGATTCPRIMSRV : GATTC % FREA R 55

o AT+BLEGATTCINCLSRV : GATTC % I & IR 55

o AT+BLEGATTCCHAR: GATTC % PR 55 E-E

o AT+BLEGATTCRD: GATTC i2HUiR & EHE

o AT+BLEGATTCWR: GATTC B I} & HF

o AT+BLESPPCFG: Z¥ifi/i%'% Bluetooth LE SPP &%

o AT+BLESPP: i}t A Bluetooth LE SPP izt

o AT+BLESECPARAM: 5ifi/ % Bluetooth LE JI% 5%

o AT+BLEENC: % Bluetooth LE &5 sk

o AT+BLEKEYREPLY : %%} 7554 [0l 55 254

* AT+BLECONFREPLY : #5% 7 i 45 M M Gs A (e g iEsem B )
o AT+BLEENCDEV: 54551 Bluetooth LE %814 £ 51 3
o AT+BLEENCCLEAR: ¥5[%: Bluetooth LE W% £ 41| %

o AT+BLESETKEY : #%& Bluetooth LE ##3SMHC XT254H

o AT+BLUFI: T3 %4 BluFi

o AT+BLUFINAME: #%if]/7%'% BluFi %454 Fr

o AT+BLUFISEND: %3 BluFi ffl 7 1 52 L EGE

e AT+BLEPERIODICDATA: %' Bluetooth LE JE VL #& B
o AT+BLEPERIODICSTART: JT /3 Bluetooth LE J& ¥ #%
e AT+BLEPERIODICSTOP: {%1I- Bluetooth LE J& ¥ 4%

o AT+BLESYNCSTART: J1)3 81 $& 6 4

o AT+BLESYNCSTOP: {2 [|- & 310 | 4% ] 4

o AT+BLEREADPHY: #5241 %8:48 iy PHY

o AT+BLESETPHY : %8 Y EiiEs:di Fl ) PHY

341 4

24Hy, ESP32-C2 AT [{: 3045 B A% D AIE 5.0 HA

% BRiA ¥ ESP32C2-4MB AT [& {4 37 4% BluFi I fig, 1 ESP32C2-2MB AT [# {4/ % £} BluFi I fig.
ESP32C2-2MB AT [H {44~ 3+ BluFi Djfig, 24 2 MB flash /A /2 DAR B 24 Wi-Fi, BluFi #1 OTA
ke

T RN ESP32C2-4MB AT [E{4:F1 ESP32C2-2MB AT [ {:# 4 3% #} Bluetooth LE ZhEE. R4
SZFF Bluetooth LE TfE, 15 H1T40iF ESP-AT 142, FE5E =% HER), ¥4 ESP32C2-BLE-2MB,

1 ESP32-C2 A2 BR, REICIRAE— A IR HLIR] I 504 Wi-Fi Al Bluetooth LE JJfig .
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3.4.2 AT+BLEINIT: Bluetooth LE #Ji{k
iy

Hhiig:
#71f] Bluetooth LE 2 & #] 1Rk

s

AT+BLEINIT?

W
PO, AT EE:

+BLEINIT:<role>
OK

HARPIARAL, AT 3R[v]:

+BLEINIT: 0

e <init>:

e 0: {44 Bluetooth LE
 1: client f {5,

e 2: server {4,

B

* fii {{ Bluetooth LE Zjfighf, WIREICTHE M SoftAP =X, W@ & W LI it AT+ CWMODE ¢ ¥
Wi-Fi #3(5 Null B Station fz .

* fii ] & Bluetooth LE fir %2 Hi, 5G4 A4, ¥I4h1k Bluetooth LE £ {f.

* Bluetooth LE fi 4k 5, ANEEE V. IRV, FEICMHAT+RST (i EH RS, B
H W) A1k Bluetooth LE A {4,

o AFEEEY Bluetooth LE Z |, 45 IFIEEVATHI 3% . HIEWH g i .

o R Bluetooth LE B\ #4644k, WAT+CIPMODE FoiE% 8 M 1.
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il

AT+BLEINIT=1

3.4.3 AT+BLEADDR: 7 Bluetooth LE 4%t

o

i iy 4

=

&b .
HE

b

’_ﬁi—y Bluetooth LE & & Wy M Hl H#b 4

=t

,/,?\:

’AT+BLEADDR?

W i ¢

+BLEADDR:<BLE_random_addr>

ik
1% & Bluetooth LE #5485 HyHihE 27

A

’AT+BLEADDR=<addr_type>

W

’OK

* <addr_type>:
o 0: N3l (Public Address)

o 1: fEMLHNE (Random Address)

|

Mol f i P LEY 15

Bl

BEPLHLHERR > 2 1 22 05
BEPLHBHERR > 2 1 60 1.
BCE RS A 2 PRAFAE NVS X

AHAE (Static Address) By 2 DA 44

AT+BLEADDR=1

/) BE ML A At A AL A M At
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3.4.4 AT+BLENAME: #rifj/i¢ ¥ Bluetooth LE B:45 AR
ity 4>

hig:
#71fi) Bluetooth LE 154544 ¥

s

AT+BLENAME?

Wi 3% ¢

+BLENAME : <device_name>

hig:
% & Bluetooth LE %4544

s

’AT+BLENAME:<deVice_name>

Wi i ¢

’OK

B

o <device_name>: Bluetooth LE %454 Fk, AR KE: 32, BHALFR N “ESP-AT”,

B

o #AT+SYSSTORE=1, Wi SR RAFAE NVS X,

o RSB ER GG, EEAITAT+BLEADVDATA fiy 2R3 8 44 PRG35 = -
il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #ify)/i% ¥ Bluetooth LE $1#i% %
i A

Jyiie:
2¥if] Bluetooth LE 3424

A .
“Il/?\‘

AT+BLESCANPARAM?

W i <
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+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_

—window>

% & Bluetooth LE {34 &4k

s

AT+BLESCANPARAM=<scan_type>, <own_addr_type>, <filter_policy>, <scan_interval>, <scan_

—window>

W

OK

o <scan_type>: JHf#2A

o O: #iahH

o 1 FFhHE

o <own_addr_type>: il

o 0: AFtdbik

o 1: BEHLBHE

¢ 2: RPA A3ttt

* 3: RPA [fi#/l il

« <filter_policy>: ity =\

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: i 0 fF. A~ HMEN K T4 T <scan_window> Z ¥ {H. = 78 Hl:
[0x0004,0x4000]. 4 [H] PR /2 % Sk DA 0. 625 2 /b, Fr RASK Fr i 434 1] [ Y5 B 4 [2.5,10240]

=Hh
=N

o <scan_window>: HIiH . XS EEN /DT T <scan_interval> Z¥{H. S5 H:
[0x0004,0x4000]. 4t 1 2% SR DA 0. 625 ZF>, FrRASLPr 33 % 1 Y8 Bl A [2.5,10240]

=Hh
=170

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLESCANPARAM=0, 0,0, 100, 50

3.4.6 AT+BLESCAN: f{lifi¢ Bluetooth LE ¥

JF42/452 11 Bluetooth LE 74

Pa sy
A
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AT+BLESCAN=<enable>[, <duration>] [, <filter_type>, <filter_param>]

Wi % ¢

+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

B

e <enable>:
o 1 FFURRRETE
o 0: {5 RS
* [<duration>]: FHFEERELE R, AL Fb.
o FIREEILEH, THREERSE
o FREFFHEH, [RERSE:
- RBEBEHN O B, WFIRFF IR
— AZH IR O (RS, Bl AT+BLESCAN=1, 3, NIFR/RHEH 3 B)5 B ah45 R T4, AJFRM

L EE
o [<filter_type>]: &L
o 1: “MAC”
e 2: “NAME”

o <filter_param>: IS4, FIRX s MAC Hilik 8044 FR
« <addr>: Bluetooth LE Hiiil

o <rssi>: {55 IRE

o <adv_data>: JIEEHE

o <scan_rsp_data>: 30 b 5

o <addr_type>: | ik AL A

ey [ " B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> 7E i i WUF _E¥#A M B L ERYSEIE P, OK A BEYE +BLESCAN: <addr>,
<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> X2 HJ %W H, L H W FE 1
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 Hi
i

o QRGARZARAF R N K , 2 AT+BLESCANPARAM iy S BB T active scan
(AT+BLESCANPARAM=1,0,0,100,50) , H HXJimk &R 2 E scan rsp data, AREIHRIGH
] ) R

hil

AT+BLEINIT=1 /R B
AT+BLESCAN=1 /TR
AT+BLESCAN=0 /7 gk

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F i A, T HE KA 4 MAC # i
AT+BLESCAN=1, 3,2, "ESP-AT" // F#H#H, T REA A& L 4 K

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE F{§m )

)y

N

R

&

Jyiig:
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15 Bluetooth LE $4 i 7

A .
"ﬂé’\‘

’AT+BLESCANRSPDATA:<scan_rsp_data>

W

’OK

* <scan_rsp_data>: IV EHE, S HEX FAFER . B, AR5 s i AR A <0x11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",

il

AT+BLEINIT=2 // fat: R4 %
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #5if/i%¢ ¥ Bluetooth LE )55
i A

i
il S

[

AT+BLEADVPARAM?

W

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <peer_addr>, <primary_PHY>, <secondary_PHY>
OK

BeEmA

Dyt
B RS

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_£filter_policy>] [, <peer_addr_type>, <peer_addr>] [, <primary_PHY>, <secondary_
fHPHY>]

W % :

OK
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B

<adv_int_min>: /N IGEIG. SEGEE: [0x0020,0x4000], JIEEI MRS T 125809k 0A 0. 625 &
g{’g%%i%m%d\ﬁ%ﬁ B Y LA [20,10240] Z 8. ASEME N/ N TS5 T <adv_int_max> 7’5
<adv_int_max>: K &G . SEEEE: [0x0020,0x4000], | 1% R T2 5409k 0. 625 &
B, PrCASE BRI B ) K A R R R [20,10240] Z8b. ASEENY K T T <adv_int_min> &
Bl
<adv_type>:
0: ADV_TYPE_IND
: ADV_TYPE_DIRECT_IND_HIGH
: ADV_TYPE_SCAN_IND
: ADV_TYPE_NONCONN_IND
: ADV_TYPE_DIRECT_IND_LOW
: ADV_TYPE_EXT_NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND
: ADV_TYPE_EXT_SCANNABLE_IND
- %&Ef%*ﬁiﬁﬂ 0-4, W {f FJAT+BLEADVDATA fis % &) & S 8% H g & 31
A7, ﬁn%ﬁﬁ%uﬁﬁkmﬁ 2%k, WA AT+BLESCANRSPDATA fig %% TXL
- MR EHERACN 5-7, Wl AT+ BLEADVDATA fin 2B #S8un 2 Hi uﬁ 119 =
R
<own_addr_type>: Bluetooth LE #2711
0: BLE_ADDR_TYPE_PUBLIC
1: BLE_ADDR_TYPE_RANDOM
<channel_map>: | {&51H
1: ADV_CHNL_37
2: ADV_CHNL_38
4: ADV_CHNL_39
7: ADV_CHNL_ALL
[<adv_filter_policy>]: ) i &5 L
0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
3: ADV_FILTER_ALLOW_SCAN_WLST _CON_WLST
[<peer_addr_type>]: X}J5 Bluetooth LE Hih-35%1
0: PUBLIC
1: RANDOM
[<peer_addr>]: XiJj Bluetooth LE #hihk

[<primary_phy>]: | & primary PHY . ZRA{E: IMPHY,
- 1: IMPHY
— 3: Coded PHY
[<secondary_phy>]: | 4% secondary PHY. ZLiA{f: IMPHY,
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

NN BN =

o WRMAKBE T peer_addr, AT KGR EREE,

primary_phy fll secondary_phy TR E, WRAKE, BAREENSEHS LRI
IMPHY.
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il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3

349 AT+BLEADVDATA: ¥¢¥i Bluetooth LE ) £ % ¥

<

B WA

Yriie
BCE) R

O e
iy

’AT+BLEADVDATA:<adV_data> ‘

W

[ox |

S8

o <adv_data>: J3EEGE, b HEX 4568, B, ZA0850E T REdN “0x11 0x22 0x33 0x44 0x557,
My AT+BLEADVDATA="1122334455", fHKKE: 119 F,

B

o ER 2 HIE & ¥ H fiy S AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
BB T #EE0E, Wi B AR S .

o WERGEAE AR BRI 2AFR, WENFEIITIE % 2 Z G A TAT+BLENAME iy 415 £ 4
FRIEE N R 2 FK

o YE{#i FHAT+BLEADVDATA 6542 B, W /5eid it AT+ BLEADVPARAM iy 5% B &S50,

o MUHFAT+BLEADVPARAM A U8B T &8k 0-4, Wi F] AT+ BLEADVDATA A8 8 T 1R K
% RAEIE 31 77, R ERE TR %é@% 1M F AT+ BLESCANRSPDATA fip % R 1% .
o MUHFAT+BLEADVPARAM A8 BT %28k 5-7, Wi ) AT+BLEADVDATA A 3E 8T 15
% HEERE 119 75,

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [ 3% ¥l Bluetooth LE )™ B&&Hs
iy

i
i R S 8
LT
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AT+BLEADVDATAEX?

Wi % ¢

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK

B A

i
BCE AR IR 1%

e

’AT+BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>

Wi i ¢

’OK

* <dev_name>: ¥ ff H &, Kon k&AW B, A ERE K S S RN Cust-
test” ., DAy 4 N AT+BLEADVSTARTEX="Jjust-test", <uuid>, <manufacturer_data>,
<include_power>,

o <uuid>: FAF B Z K. W, A M E UUID h “0xA002” U .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

* <manufacturer_data>: {fi| i& B £ 4, b HEX FAFER. 60, 2 A8 8 3k i £l o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: ¥ REHET S TX PR, RSN 15 B, 0.

Bl
* AR ZHIC LM 6y S AT+BLEADVDATA=<adv_data> BB T )R8, W S g ar B a ) i

Kt 7 5
o Bban 4 & HEFZ B (] AT+ BLEADVPARAM iy BB R IEBUB A 0.

il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.11 AT+BLEADVSTART: JFi4 Bluetooth LE J 1§
AT

i
TG %

A .
"Il/?\‘
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’AT+BLEADVSTART

Wi % ¢

’OK

]

o WSGAE F iy 4 AT+ BLEADVPARAM=<adv_parameter> 7E T 53] #&2 HI BT &S50,

o PRAH By A AT+BLEADVDATA=<adv_data> $£ 5 ) &5, W& 3E4 0 el .

cHZ H B & M fiv RAT+BLEADVDATA=<adv_data> & & it |~ #& % #, W &
Wi AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> & & ) |~ & %
WA, M, WAHRSEMEH AT+BLEADVDATAEX, N<x4f AT+BLEADVDATA i & (1)) 544
.

* JFJ& Bluetooth LE J 4% J5, N5E1%4 257 Bluetooth LE #:42, P2 e— AR % WRET T
R, W SR

il

AT+BLEINIT=2 // fat: R % B
AT+BLEADVPARAM=50,50,0,0,7,0,,
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: £} Bluetooth LE ) £k
Wiidre

Yyfie:
(EAIWRE

[

’AT+BLEADVSTOP

W i <

[ox

L]
o BIFUE)IR)G, BT Bluetooth LE #4822 [ 81455 Bluetooth LE | 4%, LRV HAMS .

2N

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVPARAM=50,50,0,0,7,0,,
AT+BLEADVSTART

AT+BLEADVSTOP
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3.4.13 AT+BLECONN: #17. Bluetooth LE %
Ao A

Yrtig
#71fi) Bluetooth LE %3
s

AT+BLECONN?

W

+BLECONN: <conn_index>, <remote_address>
OK

RS IERE, W YA B 7~ <conn_index> £l <remote_address> S .

B A

R
&

ik
%57, Bluetooth LE 43

[k

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

My i+
EENT IR T, RN

+BLECONN: <conn_index>, <remote_address>

OK

PRSI, W R

+BLECONN: <conn_index>, -1

ERROR

RN SHERREE LB — LR N SEER LM, MR-

ERROR

S

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,1].

» <remote_address>: X5 Bluetooth LE ¥&#5#hdik .
* [<addr_type>]: | #E i AHAESE AL :
— 0: A3tk (Public Address)
— 1: fEiALHdE (Random Address)
o [<timeout>]: JEFZEERIEI[E], B Fb. JuRE: [3,30].
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e

o BAEENORNIEEZH, JeisfTAT+BLESCAN fip %134t Mibr H AR s b T #Ras.

o O RIERER N 30 7.

o IR Bluetooth LE server B 4 IAL HIEH E IS, W] DAREH bt ay X 451548 (GATTC) Hik
MRS B AfE DA GATTC A

o AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

e AT+BLEGATTCCHAR

e AT+BLEGATTCRD

o AT+BLEGATTCWR

e AT+BLEGATTSIND

o N AT+BLECONN? ¥ Bluetooth LE & #] 45 1) 1% % F $4 4T (AT+BLEINIT=0), W) & 4 4 £ % 1
+BLECONN:<conn_index>, <remote_address> ,

il

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0, "24:0a:c4:09:34:23",0, 10

3.4.14 AT+BLECONNPARAM: #%if)/ti ;31 Bluetooth LE ¥:4% 5 $
A ity 4

Jriie:
£¥ifi] Bluetooth LE #4524k

A .
"ﬂé’\‘

AT+BLECONNPARAM?

W

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>,<latency>,
—<timeout>

Dyie:
3% Bluetooth LE i#R: 5%k

A

’AT+BLECONNPARAM=<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi i ¢

’OK

ARCERM, WHRR AR R

’+BLECONNPARAM: <conn_index>, -1
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <min_interval>: f/NEREEE. KSEEN /DT % T <max_interval> ZE({H. S50 HE:
[0x0006,0x0C80] . 4[] [ 5E TZSER A 1. 25 2FP, BT DASE Brid e/ NEE 42 R B v Bl A [7.5,4000]

2.

o <max_interval>: i RKEBEF. KASHEN KT ZT <min_interval> S {H. S50 H:
[0x0006,0x0C80], EHZIF G T %S ERPA 1. 25 >, FrPASEFr i o R IERE A B SRR [7.5,4000]

ZHp
= o
o <cur_interval>: 4H[iERENE.
« <latency>: E3R. SHJEFE: [0x0000,0x01F3],

* <timeout>: . ZHEH : [0x000A,0x0C80], AT ZSHORLA 10 250, BrAschr s

JEHE A [100,32000] 275,

Bl

o AT EORICHSIIERE, client i server Ay CUHS SR RUBIEL S AL

il

AT+BLEINIT=1 // fat: % p 3
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14, 1, 500

3.4.15 AT+BLEDISCONN: IiJI Bluetooth LE %
P4

Dyie:
¥7FF Bluetooth LE j4:4%

A .
"ﬂé’\‘

AT+BLEDISCONN=<conn_index>

W

OK // Y % AT+BLEDISCONN # 4
+BLEDISCONN: <conn_index>, <remote_address> // & 4T & 4 &K T

BH

» <conn_index>: Bluetooth LE i35, JEHl: [0,2].
o <remote_address>: X]J; Bluetooth LE % £5Hudik .

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0
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3.4.16 AT+BLECFGMTU: %% Bluetooth LE MTU K-Ji&

iy

i

Z1h) MTU (maximum transmission unit, fx KAEHEATE) K&

s

AT+BLECFGMTU?

W

+BLECFGMTU: <conn_index>, <mtu_size>

ok
He

BEE MTU K
<3

’AT+BLECFGMTU:<conn_index>

W i <

IOK VA& EX- X

S

’f **<conn_index>**: Bluetooth LE ¥ # 5, & E: [0,1],

B

- K4S ER%EE Bluetooth LE # ¥

- NAXFHEFPmEAAGASRE MTU K E
il

AT+BLEINIT=1 // f €& : & P 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0

3.4.17 AT+BLEGATTSSRV: GATTS KR5S

it &

Iitig:
GATTS K& IARSS
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AT+BLEGATTSSRV?

W

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

BH

o <srv_index>: R FE, M 1 FHEE,
e <start>:

o 0: lRF5ATTIES

o 1 IR

e <srv_uuid>: fk51 UUID,

o <srv_type>: JR45HZEHL:

o 0: RERSS

I HERSS .

il

AT+BLEINIT=2 // fAft: B% %
AT+BLEGATTSSRV?

3.4.18 AT+BLEGATTSCHAR: GATTS %3 55 55 4F
HihR A

itk
GATTS & IR 5 4-1F

’AT+BLEGATTSCHAR?

W] 7 <
XTI FHEAE S, M R4 -

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XEFRAFE S, W

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: R4 75, M 1 FFHEE,

o <char_index>: [RFFHEMTFS, M 1RGN .
o <char_uuid>: JR$4H-ER) UUID,

o <char_prop>: R4F4FIERIEM:.

o <desc_index>: FHFRIAGTFE .

o <desc_uuid>: JHERHIALFH UUID,
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il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEGATTSCHAR?

3.4.19 AT+BLEGATTSNTFY: Jlt55%% notify it 55 R EAAL 4 %% ) i

1R 45-2% notify IR 45 4T (545 % P i

A\ .
"Il/?\‘

’AT+BLEGATTSNTFY:<conn_index>,<srv_index>,<char_index>,<length> ‘

W
E |
PS> R AT HER IR TV, SR TT DA ALK, 4800 K 31 28K <Llength> (T,
AT notify #E .

BRI, TR

OK

» <conn_index>: Bluetooth LE i£#:5-, JuR: [0,2].

o <srv_index>: J[R4$)FE-, AiB{TAT+BLEGATTSCHAR? 2.

o <char_index>: R&UHMEHIFEE-, A[EfTAT+BLEGATTSCHAR? Z%if] .,

o <length>: ¥¥EK)F, HKRKEF: (iref: MTU <cmd-BMTU>' - 3),

hil

AT+BLEINIT=2 /] A RSB

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART /) FRT ¥, Y% client ¥ HF, LA E E K notify
AT+BLEGATTSCHAR? // & A ¥ notify & F 3 W4 4E

/) B, B O3 BEMREH 6 B notify KE S 4 FHHKE, #FH T &4
AT+BLEGATTSNTFY=0, 3, 6, 4

/PORE ST FER, BN 4 FEWHEKE, o on1234n, REREESH LR

3.4.20 AT+BLEGATTSIND: J[§%538 indicate I} 55 F5AE (20 % 3

Bas

&E

Yrfie:
JI7 54 indicate I} 455 (H 287 P ik

O e
iy 4

AT+BLEGATTSIND=<conn_index>, <srv_index>, <char_index>, <length>
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Wi 3% ¢

>

R > Fn AT HERSFHCR 8, BUR 0T DA AR, 4 8s K IR FI S8 <length> YMEIT,

AT indicate FEE .
TR R Y, R

OK

S8

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: [R%57 5, WiafTAT+BLEGATTSCHAR? Z5if.

o <char_index>: JR$HHEMTE, T84 FAT+BLEGATTSCHAR? 251,
* <length>: KK, JAKE: (MTU-3).

il

AT+BLEINIT=2 /] A R E B
AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEGATTSCHAR? // & & F 3 7 WL # ¥ indication H 4 1E

AT+BLEGATTSIND=0,3,7,4

/)BT ST BER, AN 4 FHEMKE, b 1234, REREHAHER

AT+BLEADVSTART /) FFETHE, Y client #HHF, LA E K indication

/7 Bl R 3 FMEW 7 FAME indicate KE A 4 FHHEKE, # LW T

3.421 AT+BLEGATTSSETATTR: GATTS %45 FRAE1

’ AT+BLEGATTSSETATTR=<srv_index>, <char_index>, <length>

W

>

|

P > 2 AT HERRFECR D8, BUI T DA AR, 4 8s KIE IR FI 280 <length> MY(EIT,

PATBLE R
AR, R

OK

BH

o <srv_index>: fR%5/F5, WiafTAT+BLEGATTSCHAR? 5if].
o <char_index>: HREEHEN TS, R]i8fTAT+BLEGATTSCHAR? £5if .

o [<desc_index>]: JHFHIAST TS
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o HIHE, MBCERIAFE
o ERET, WBCERHEE.
* <length>: FHEKJE.

i}
o QR <length> ZEE R T LMK, MEE KK, XT service table, 15 I, gatts_data.csv
o JOEIR EAHEERA T IE .

il

AT+BLEINIT=2 // ft: R4 58

AT+BLEGATTSCHAR?

/) Bl B 1L BEREM L EBRMEEAKEN 1 FEHHRE, 4450 T
AT+BLEGATTSSETATTR=1,1, 1

/)RE ST BFERE, RN L FEHEERT, Bl s, REZEFH

3.4.22 AT+BLEGATTCPRIMSRYV: GATTC % IEANR 55
Ay

e
GATTC (Generic Attributes Client) %& Il EE AR 55

Py -
“ﬂ4>‘

AT+BLEGATTCPRIMSRV=<conn_index>

W i3 ¢

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

» <conn_index>: Bluetooth LE i£#:%5-, Jul: [0,2].
o <srv_index>: R55F75, M 1 FFHREM,

e <srv_uuid>: g5 UUID,

o <srv_type>: JR45HZEHY:

o 0: RERSS

o L HERS

e

o FHAMS, FEIHET Bluetooth LE JEH; .,

il

AT+BLEINIT=1 // f & : & P 3%
AT+BLECONN=0, "24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0
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3.4.23 AT+BLEGATTCINCLSRYV: GATTC %340 &Nk 55

BeE WA

i

GATTC KR 55
[

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

W

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <srv_index>: 5575, T[imfTAT+BLEGATTCPRIMSRYV =<conn_index> #¥if].
o <srv_uuid>: fk51 UUID,

o <srv_type>: JR4IZETL:

o 0: MRS

o 1D RS

 <included_srv_uuid>: &R 41 UUID,

 <included_srv_type>: &R HIZEAL:

o 0: MRS

I 2RSS .

|

o fERAMS, FESEHET Bluetooth LE £ .

il

AT+BLEINIT=1 // fa€: % P #

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REWM — £ H# S EHLE R, £ index & H

3.4.24 AT+BLEGATTCCHAR: GATTC % 3IR 55 H54ik

LA

-t

itk
GATTC % PUAR 55 4545

Sy
A

AT+BLEGATTCCHAR=<conn_index>, <srv_index>

W] 7 <
XFF IR FFEAE R, M R4
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+BLEGATTCCHAR: "char", <conn_index>, <srv_index>, <char_index>, <char_uuid>, <char_prop>

XEFHAFFE R, MR

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>

OK

S
» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <srv_index>: [R5 /7 5, WiafTAT+BLEGATTCPRIMSRV=<conn_index> £y if],
o <char_index>: [[RFFHMERTS, M 1 IFURIEHIE.
e <char_uuid>: ARS4HER UUID,
s <char_prop>: [R5 FHEMJEM: .
o <desc_index>: FHFRIAGTFE .
o <desc_uuid>: FFEIALE UUID,

]
o ffHARMS, FEIHEST Bluetooth LE JEH;,

il

AT+BLEINIT=1 /] B B P

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // REW — K ®# 4 W LWL R, % index £

3.4.25 AT+BLEGATTCRD: GATTC U 55 HraEA

iy

&F

P
“D/?\

Dyt
GATTC BRI 55 R AL (EL Bl R A

we

.

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W
+BLEGATTCRD: <conn_index>, <len>, <value>
OK
e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].
o <srv_index>: [[R%5)F 5, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .
o <char_index>: RSHEHEF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif.
o [<desc_index>]: JFAEHEAG S
© HIRE, BEH AT
o HIARWE, FBHHREHERIE.
o <len>: HIEKEE,
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o <value>: <char_value> {3 <desc_value>,

o <char_value>: [R5 E-AEE., F45 4% 30 , 121T7AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, BN, #FmRYh +BLEGATTCRD: 0, 1, 0, WIZREAKEN 1, WEHR “07,

o <desc_value>: fx % 4 fE i A F M H O F O £ & KL, B
T AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> i3 Ht. 4, 25 W W
"N +BLEGATTCRD:0, 4, 0123, NFREEEKE N 4, WA R “01237,

]
o EHAMA, FFE5E T Bluetooth LE # 4§,

o FARM S FRAEA SCRFIEERAE, R[] “ERROR”,

il

AT+BLEINIT=1 // fat: & p 3%
AT+BLECONN=0, "24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // RE W — 4 H# A WEWLE R, ¥ T index £
/) B, BEE 3 EMAENE 2 SHRMAENE 1 BHALFEE, bW T

AT+BLEGATTCRD=0, 3,2, 1

3.4.26 AT+BLEGATTCWR: GATTC ‘B R SSF4EA

GATTC 5 i 55 F A (E B A AL

A .
"ﬂé’\‘

’AT+BLEGATTCWR:<conn_index>, <srv_index>, <char_index>[, <desc_index>], <length> ‘

Response:

P > Fn AT HER SRR D8, SUI 0T DA AR, 488 KA FI 280 <length> MY(EIT,
WITE AL
R R, SR :

OK

e <conn_index>: Bluetooth LE &35, LR : [0,2].

o <srv_index>: [R5 75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> £y if],

o <char_index>: JR45HE)TE, A4 FAT+BLEGATTCCHAR=<conn_index>,<srv_index> £¥if].
* [<desc_index>]: FHIEHHIATFF 5 :

o FIE, WEHRHIRRFIE;

o FARWE, WE HRFHERE.

» <length>: ¥ PEKE. ZZSEBUETLE 7 gatts_data.csv 1 val_max_len SHENH .
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e

o fifHAAYS, FREEET Bluetooth LE #4%
o #EBRSFEA L HFE A, WkE “ERROR”.

Bl

AT+BLEINIT=1 // fAf: % P ¥
AT+BLECONN=0,"24:12:5f£:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // ME W — 4 4 AW EHLEE, #§ T index £
/) Bl BE 3 EREWE 4 SHME, EANKEN 6 FEHEE, a5 T:
AT+BLEGATTCWR=0, 3, 4, , 6

ol

// %}%ﬁ% nsn fé‘,_%)é, %A 6 %Z’%’é@ék%ﬁp , ﬁl:l "123456", %}éﬂ:ﬁég)\

3.4.27 AT+BLESPPCFG: #if)/ix i Bluetooth LE SPP %%
iy

hig:
251 Bluetooth LE SPP (Serial Port Profile) Z:%§

e

AT+BLESPPCFEG?

Wi i ¢

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>

OK

yiig:

15 H 5§ # Bluetooth LE SPP 2%k
i

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

W

OK

¢ <cfg_enable>:

0: F'E iy SPP 24, RSB ILHIEHS;

I G SR EIHS

o <tx_service_index>: x JR %
FIAT+BLEGATTSSRV? #51).

L

X

=, W iz fTAT+BLEGATTCPRIMSRV=<conn_index>

o <tx_char_index>: tx [k & 4 1F /¥ 5, W[ i fFAT+BLEGATTCCHAR=<conn_index>,<srv_index>

FIAT+BLEGATTSCHAR? 75,
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o <rx_service_index>: rx J[& 4% J¥ B, W] & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 2541,

e <rx_char_index>: rx R % % {F ¥ 5, ¥ i8 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 75

* <auto_conn>: HZEIEMRENL, BOIAKIL T, HINEE R ETRE.

e 0: 251 Bluetooth LE %1% H sh LI HE.

* 1: {#ifiE Bluetooth LE %1% [ s &% 2 HE .

o X Bluetooth LE % 'k, tx fRGUFIE B IE write with response Bf write without
response, 1x REEEEHELMZ indicate B notify,

* X} Bluetooth LE IR 55#% , tx IRGFFHEEMEMZE indicate B notify, rx [RFSHFHEEIELIZ
write with response B write without response.

BT HIEREGRE, WRERETT, SPRE W ERE BN (BT AT+SYSMSG), #FH%
B SOGRTERM G RIS T, WIS, SHEIEE, MCU IR RARR EREA BT,
AT IR MAC KA T oA, WITCE SR R Y) .

il

AT+BLESPPCFG=0 // ®¥® Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // % & Bluetooth LE SPP % ¥
AT+BLESPPCFG? // % # Bluetooth LE SPP % ¥

3.4.28 AT+BLESPP: jjt A Bluetooth LE SPP i

S
=
g

[

A

A=)

oF

fig:
i3k A Bluetooth LE SPP 5=
wA

Pray

.
.

=

AT+BLESPP

W o 3

OK

>

iR R AT £ &3E A Bluetooth LE SPP #55, A] DARFF TR 1) A3 AL
Z: Bluetooth LE SPP 3545 15% ( %] i#E Bluetooth LE 322 %8 37 5 A fHi §E Notifications ), 3% [A] :

ERROR

Bl

* £ SPP LT, FRICEAT+SYSMSG Bit0 2y 1, W AT AR/ AEATR i SPP i A BifF E .
* ¥E SPP &4, PRV EAT+SYSMSG Bit2 2 1, W AT NS48/ AR RS B £ B
o VRGN HEH +++ U, BRIy SR, 52 DEF B HRE T A AT @

2

Espressif Systems 128 Release release-v3.4.0.0
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 3. AT Ay d4E

il

AT+BLESPP  // # A\ Bluetooth LE SPP # =

3.4.29 AT+BLESECPARAM: #%ify)/i}¢ ¥ Bluetooth LE iS5
iy

ke
#¥if] Bluetooth LE SMP il %8 24k

[

AT+BLESECPARAM?

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>
OK

)E’J

CELN A

&

¢ =3

1% & Bluetooth LE SMP % 2%k

P
] H

=

AT+BLESECPARAM=<auth_req>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

Mjn] oz <

OK

o <auth_req>: AFiER.

* 0: NO_BOND

* 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND

o <iocap>: g AMiHiEE ST

¢ 0: DisplayOnly

* 1: DisplayYesNo

» 2: KeyboardOnly

 3: NolnputNoOutput

* 4: Keyboard display

* <enc_key_size>: fIHHPKE . SEGEH: [7.16]. Hfi:
o <init_key>: ZA~HER BV %E -
o <rsp_key>: ZANHCRROLZH ST IR B % .
* <auth_option>: 224 iA\TFZET :

0: [Pl a5

+
o
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o 1 AR TR R Z RTBOE R 25, MW iE.

(L]

* <init_key> fll <rsp_key> S AR H AHEUNT :

o Bit0: A 4047 Iy 25 ) 7 25 1 o o 2 4

o Bitl: T3 b2 S A I 235 4H Y IRK 254 ;

o Bit2: T AcH0A bh % A A B 25 4H 1 CSRK #4H 5

o Bit3: TR0 b % A A [ 35 £ link %540 (10T Bluetooth LE 1 BR/EDR JEA7AR ) o

il

AT+BLESECPARAM=1,4,16,3,3,0 ‘

3.4.30 AT+BLEENC: “zite Bluetooth LE Jii%5 iR
WEWA

yiig:
S W PN

[

’AT+BLEENC:<conn_index>, <sec_act> ‘

Wi 3% <

e <conn_index>: Bluetooth LE i&325-, JER: [0,2].
¢ <sec_act>:

¢ 0: SEC_NONE;

e 1: SEC_ENCRYPT;

e 2: SEC_ENCRYPT_NO_MITM;

e 3: SEC_ENCRYPT_MITM,

Bl
o fNAGOHT, WLRELESE. B SRR,

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEADDR?

AT+BLESECPARAM=1,0, 16, 3, 3

AT+BLESETKEY=123456

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART

// {# J Bluetooth LE & app # # client 5 ESP32-C2 & % # i Bluetooth LE # #
AT+BLEENC=0, 3
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3.4.31 AT+BLEKEYREPLY: 2%} J5i%% 0% %4
wE WA

Jyiig:
] 52 B} 4

s

’AT+BLEKEYREPLY=<conn_index>,<key>

W

’OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <key>: FLXTEH.

il

AT+BLEKEYREPLY=0, 649784

3.4.32 AT+BLECONFREPLY: #3%}J5 Seac IS fiNas i (fhge B e )

LA

-t

itk
[1] 4 it o) 3% S

s

’AT+BLECONFREPLY:<conn_index>,<confirm>

W i :
[ox
ZH
» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
¢ <confirm>:
e 0:
e 11 B

il

AT+BLECONFREPLY=0, 1
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3.4.33 AT+BLEENCDEV: #rifyZ€h Bluetooth LE %8 Be 45 414
Ao A

Yyiig:
A48 E 1 Bluetooth LE N5 #5413

s

AT+BLEENCDEV?

W

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

B8
 <enc_dev_index>: TP RAMIERES . MSHA—EE T S AT+BLECONN 25 1) Bluetooth

LE 325 F P conn_index %, Jul#l: [0,14].
* <mac_address>: MAC #ihil.

BE]
* ESP-AT iZ AWSIE 15 k. WRIEMBIHEIT 154, IR ER & E SRk

REMF M 0 | 14 SRR E 162 BT (E .

il

AT+BLEENCDEV?

3.4.34 AT+BLEENCCLEAR: %[ Bluetooth LE Ji55i% 4% 514

wia s
i
T BRI M B R
s

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
T B3 2 4 i P i A 5

e
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’AT+BLEENCCLEAR

W

’OK

« <enc_dev_index>: B4} EXSMIERES .

il

AT+BLEENCCLEAR

3.4.35 AT+BLESETKEY: % Bluetooth LE &pAsHC%f %540
A A

itk

’_%_‘1,@ Bluetooth LE # & B *T % 47

[

’AT+BLESETKEY?

Wi i ¢

+BLESETKEY:<static_key>
OK

[Fautigy

Yriig:
i Bluetooth LE 4% 1% #—4> Bluetooth LE #7525

ks

’AT+BLESETKEY:<static_key>

W i <

|ox

S

* <static_key>: Bluetooth LE FfZSHD X454

2N

AT+BLESETKEY=123456
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3.436 AT+BLUFI: Jf 3ok A BluFi
iy

i
i) BluFi ARZS

s

AT+BLUFI?

L)V
7 BluFi RIT/H, Mk [H:

+BLUFI:0

OK

# BIUFi CIFR, WGEM:

+BLUFI:1

T ECK ] BluFi

’ AT+BLUFI=<option>[,<auth floor>]

] oz <

[ox

BH

e <option>:
— 0: X[1] BluFi;
— 1: )3 BluFi,
* <auth floor>: Wi-Fi J\IFA I, ESP-AT N2 42 BB AL T S {E ) AP:
— 0: OPEN (2kiL);
WEP;
: WPA_PSK;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN kR W =

il
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AT+BLUFI=1

3.4.37 AT+BLUFINAME: #if)/i% % BluFi %45 %%
R

hfik:
rif] BluFi 44 K

Py
A

AT+BLUFINAME?

Wi 3% ¢

+BLUFINAME: <device_name>
OK

By

N

R

&

i
UCE BluFi #4544 5

’AT+BLUFINAME:<device_name>

W i :

[ox

BH

o <device_name>: BluFi %454 F5.

e

« W5 ¥ B BWF B & 4 FR, I AEis 1T AT+BLUFI=I fir % Al B B, 75 WRF 68 1 3BK0A 44 Fx

BLUFI_DEVICE,
* BluFi S A AR KK EZ N 26 75,
* Blufi APP ] DATER I RTRE R 2K

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?
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3.4.38 AT+BLUFISEND: % 3% BluFi ]y (@ SCEis
BeE WA

i

Hci% BluFi ] 77 H & B4 F Wl

iy

’AT+BLUFISEND:<length> ‘

Response:

: |

Fig > FOR AT RPN 8, BEIPET DS AR, 2 8i KA EI 240 <length> [H{ERT,
IR ElEs TEICIR

BRI, R -

OK

o2
o <length>: HdEKE, Bl FA5.
B
o HE CBIRK AR RER T 600 7T,
o W ESP YL B FHLA KM P A E X8, IBA2PA +BLUFIDATA: <len>, <data> #%zFT Hl,

il

AT+BLUFISEND=4
/)FT S RERE, RN 4 FEHBERT, 1234, RERFELMEFTRESL FAN

3.4.39 AT+BLEPERIODICDATA: i ¥ Bluetooth LE JS VL) Rk £

’AT+BLEPERIODICDATA:<periodiC_data>

My b7 <

[ox

BH

* <periodic_data>: VL) #R 0, S 16 BEHIFRE . G0, A REECE AR “Ox11 0x22 0x33
0x44 0x55”, Nfy4A AT+BLEPERIODICDATA="1122334455",
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il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.440 AT+BLEPERIODICSTART: JJ 3 )5 101k &
PaT@ A

yie:
FEIE R 5

D e
"ﬂ4>-

’AT+BLEPERIODICSTART

W] 2

’OK

Bl

CAE JF MR M W M )T W 2 R, R OE Sk IF R ¥R T,

ADV_TYPE_EXT _NOSCANNABLE_IND,

il

PR )T i KM

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // ¥ B A # M & %k &
AT+BLEADVPARAM=32,32,5,0,7,0 // B E§ B 45 %
AT+BLEADVSTART // F BV B #

AT+BLEPERIODICSTART // F B A iM% S #

3.441 AT+BLEPERIODICSTOP: 2 |- i) 5% ) 25
PArin A

itig:
15 E AR 4k

fir 4

’AT+BLEPERIODICSTOP

] 7 2

’OK

il

’ATJrBLEPERIODICSTOP // fE ok BB

Espressif Systems 137
Submit Document Feedback

Release release-v3.4.0.0



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 3. AT Ay d4E

3.4.42 AT+BLESYNCSTART: J¥ &5 )25 B 01PE ) 8
BEmA

Yitig:
SIELEAAT R B R & R

A

AT+BLESYNCSTART=<target_address>

] 7 2

+BLESYNC: <addr>, <rssi>, <periodic_adv_data>
OK

S5
o <addr>: ek

o <rssi>: [EEIRE

+ <periodic_adv_data>: J&I1:) 154

Bl
o AETTIREIINES $E 2 2 00, F5 2R FF Bluetooth LE il ShBEFFEEEAT -

il

AT+BLEINIT=1
AT+BLESCAN=1 // FF 4 H
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH AW & HF

3.443 AT+BLESYNCSTOP: {2 |- 5009k ) #& il 26
PaT@ A

yiig:
5 1 B R R A T RE

D e
“ﬂé?'

’AT+BLESYNCSTOP

W] 7 2

|ox

B
o QERZEFF BLE S IRE M, AR A AL #E ) P S e th i B s ok .
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il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.44 AT+BLEREADPHY: #¥ify 43 E£:04 HiY) PHY

BeE WA

Yitig:
PR iR A ) PHY .

A

AT+BLEREADPHY=<conn_index>

] o7 2
QR ), R

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERARNG, R[]

+BLEREADPHY : -1
OK

o <device_addr>: ¥ it a5t
e <tx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

e <rx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // % # % ® % # # PHY

3.445 AT+BLESETPHY: ¥ & Y uidEE:n PHY
BEEMA

yiig:
BEE M HI AR PHY .
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A

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

] o7 2
QR ), R W

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERA RN, R[]

+BLESETPHY: -1
OK

o <device_addr>: Xiuisss il
e <tx_rx_phy>:

1: IMPHY

2: 2M PHY

¢ 3: Coded PHY

2y

AT+BLEINIT=1 // # f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

N

o AT+MQTTUSERCFG: %' MQTT H FE

o AT+MQTTLONGCLIENTID: %'& MQTT & Fif ID

o AT+MQTTLONGUSERNAME: & MQTT &t ] F7 44
o AT+MQTTLONGPASSWORD: & MQTT %[ %

o AT+MQTTCONNCFG: ¥ MQTT #4328 14

o AT+MQTTALPN: % E MQTT N 27 (ALPN)
o AT+MOQTTSNI: %8 MQTT I} 5#e44 5457~k (SNI)

o AT+MQTTCONN: %E4% MQTT Broker

* AT+MQTTPUB: J)1i MQTT j{ & (FFFH)

o AT+MQTTPUBRAW : %7 MQTT ji4 &,

o AT+MQTTSUB: 1] % MQTT Topic

o AT+MQTTUNSUB: E¥437 5% MQTT Topic

o AT+MOQOTTCLEAN: WiFf MQTT %4

o MOQTT AT %%i%

o MOQTT AT i%,8H
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351 e

WY BOAR AT &SRO NI AT frd. WAREORTE 2 ESP32-C2 324 MQTT A4, 1 H
1747 ESP-AT 142, (e TP TE TAR RS

e 28] Component config->AT ->AT MQTT command support

3.52 AT+MQTTUSERCFG: ¥ MQTT Hl y)gmtk

LB AL A
WA

Dy
BB MQTT J @tk

A\ .
“Il/?\‘

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W

OK

o <LinkID>: 477 % #% link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AKEEIETS) 5
: MQTT over TLS (#:56; server IE5) ;
: MQTT over TLS ($#24iE client §IE 45 ) ;
: MQTT over TLS (#:54: server 3IF 7 HA2AE client IE5) ;
: MQTT over WebSocket (3T TCP);
: MQTT over WebSocket Secure (3T TLS, AKIIETS);
: MQTT over WebSocket Secure (T TLS, ®:I server IE));
— 9: MQTT over WebSocket Secure (ET TLS, #ik client IE45);
— 10: MQTT over WebSocket Secure (ET TLS, ®5& server IF-7f HE2E client JEf).
o <client_id>: MQTT % /i ID, F K E: 256 %75,
o <username>: JJF'4, JIT %l MQTT broker, KK : 64 %7,
o <password>: 1, T MQTT broker, fHAKE: 64 %7,
o <cert_key_ID>: {35 ID, HpujESP-AT {3 #—%& cert ik, S%0H 0.
« <CA_ID>: CAID, HHul ESP-AT {{i5—%& CAF, &%0Hh 0.
o <path>: FEJEPKAS, HRKAE: 32 F7.

I
0O L AW

B

o B AT a0 K BN REE T 256 75,

o QIR <scheme> itE N 3. 5. 8. 10, B TKIRARSARIUEBA R, 57EKEAT+MQOTTCONN fiy
A HI R ESP32-C2 CAREUE Y FiS ] . (AT PAKIRAT+CIPSNTPCFG fi % R Bl SNTP, FKHY
BT, %3EAT+CIPSNTPTIME? £y 22514 24 i AHE] . )
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3.5.3 AT+MQTTLONGCLIENTID: %% MQTT % )13 ID
wE WA

i
E MQTT % )i ID

s

AT+MQTTLONGCLIENTID=<LinkID>, <length>

L)V

OK

>

iRm R RN AT SR I H2I MQTT % i ID, BB 50T AR AR P 1D, 24 AT 20503 1% 7 i
ID KJFiAH| <length> J5, &H:

OK

B

e <LinkID>: 4§i{{ % $¥# link ID 0,
« <length>: MQTT % /i ID K. JE[E: [1,1024].

(|
* AT+MQTTUSERCFG fiy -t n] DA MQTT %73 1D, — 35 2 [ 2 51 44 -
— AT+MQTTLONGCLIENTID 4 7] DA 5K ¥ B A A K 9% P ID, RS AT+MQTTUSERCFG

AR Z IR
— AE B AT+MQTTUSERCFG J& Fififi il AT+ MOTTLONGCLIENTID.,

3.54 AT+MQTTLONGUSERNAME: ¥ MQTT %k 1 #4
BEEm A

itk
B MQTT 44

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W i <

OK

>

FaRma FoR AT EHERAFHIC MQTT 4, BUI T A A MQTT I J'44, 24 AT #2429 MQTT
M PZRKERS| <length> J5, &[Hl:

OK
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BH

o <LinkID>: 437/ 3% link ID 0,
» <length>: MQTT H "4 KE., JLHE: [1,1024].

B

* AT+MQTTUSERCFG fiy WAl ABCE MQTT 4%, —FHZ AR 225 65 :
— AT+MQTTLONGUSERNAME iy 4 7] DA SR BB I K 1 P44, R AT+MQTTUSERCFG fiy
CHIREZIR.
— WAESCEAT+MQOTTUSERCFG J5 i il AT+ MQTTLONGUSERNAME

3.5.5 AT+MQTTLONGPASSWORD: ¥ MQTT %kl #h%

WHE MQTT %75

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W

OK

>

R AT DB MQTT %75, MEHTSTT DA A MQTT 8673, 24 AT SIS MQTT %7
KHEAE] <length> Jg, &I

OK

o <LinkID>: 47i{¢ 3} link ID 0,
« <length>: MQTT %R K.Ji, J5fE: [1,1024],

st

* AT+MQTTUSERCFG fin %] DA E MQTT %51, 35 2 [Al 0 25 40 4 :
— AT+MQTTLONGPASSWORD W] DA F R BAHRT R K %S, R AT+MQTTUSERCFG fin W
JEZRR
- ET{&LEAT+MQTTUSERCFG J& P F§ AT+ MQTTLONGPASSWORD

3.5.6 AT+MQTTCONNCFG: ¥ MQTT Z4%)m 1k

%!“D &3

L MQTT Jeb it

[
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AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

e <LinkID>: 43i{7 %45 link ID 0,
« <keepalive>: MQTT ping #BIFHFE], B #b. JER: [0,7200]. BRIA(E: O, %}ﬁ'ﬁ?‘ﬁjﬂ(j@ 120 Fb,
« <disable_clean_session>: 14 & MQTT }EH & iEFRE, ﬁﬁéﬁ%éﬁwﬁizh BiE 5% MQTT 3.1.1
MY Y Clean Session 2577 o
- O0: ffifRiE B 15
- 1 B E
o <Iwt_topic>: j5ilE topic, FAKJE: 128 37
o <Iwt_msg>: %8 message, HAKJE: 128 F35.
o <Iwt_qos>: i#illE QoS, ZH(m[i% 0. 1. 2, BRiME: 0.
o <Iwt_retain>: i5Ug retain, ZEn[E 08 1, BHAME: 0.

3.5.7 AT+MQTTALPN: &% MQTT A2 (ALPN)

<LinkID>: 4§i{¢ 374 link ID O,
* <alpn_counts>: <” alpn” > S0 M. JiEl: [0,5].
~ 0: ¥4 MQTT ALPN it %
— [1,5]: %% MQTT ALPN [il &
o <”alpn” >: FLFERESH, FIR ClientHello H1[¥) ALPN, HI Rl PAKIAZ A~ ALPN BB RS 45

e

o B AT a2 K EERN/INT 256 “FAT
o HAG7E MQTT £F TLS 5§ WSS B}, MQTT ALPN Bt A4 2440,
F_\ZT{?&EAT+MQTTUSERCFG J& 4 | AT+ MQOTTALPN ,

il
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AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: % MQTT R4 2 #4Fd5m: (SNI)

IR
e
B MQTT s 244 Fctir: (SNI)
s

AT+MQTTSNI=<LinkID>, <"sni'">

Wi % ¢

OK

S

e <LinkID>: 4Hi{{ % $¥F link ID 0,
o <” sni” >: MQTT fR5528 2 FREnm . FE0T PATE ClientHello HRFH & 2% I iR 5545 -

Bl

o BIR AT iy S KRR/ 256 75
« JUA7E MQTT B4F TLS 5 WSS i}, MQTT SNI 7 BeA 4%
o AEBREAT+MQOTTUSERCFG J5 54 )| AT+MQTTSNI ,

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

3.59 AT+MQTTCONN: #%4$: MQTT Broker
A ity 4

itk
Zrif] ESP32-C2 %45 B8 4% 1% MQTT broker

A .
"ﬂ/?\'

AT+MQTTCONN?
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Wi 3% ¢

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>
OK

SLEEL A A
BEmA

Dyiie:
i#42 MQTT Broker

"Il/?\°

’ AT+MQTTCONN=<LinkID>, <"host">, <port>, <reconnect>

Wi i <

[ox

o <LinkID>: 47i{{ 3 #F link ID 0.
e <host>: MQTT broker 1844, KK E: 128 F37,
o <port>: MQTT broker 551, A : 65535,
 <path>: BEJptAT, mORKEE: 32 5475,
e <reconnect>:
- 0: MQTT A HZhE . W MQTT @7 4% fi K, W JG A FR-UA FH AS i B S 7422
BHRBIKIEAT+MOTTCLEAN=0 finE G E, HEHRCESE, HEL g,
- 1: MQTT HBEIE, XHFERZHNARE.
o <state>: MQTTJRZES:
- 0: MQTT RHJhafL
- 1: B BEAT+MQTTUSERCFG;
: BB AT+ MQTTCONNCFG;
D IERC W
D DR
c B, HARITH topic;
- 6: CER:, C©ATPH topic.
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS

I
B W N

2 (RHHIE ) 5
3: MQTT over TLS (#¢5; server IET5) ;
4: MQTT over TLS (#4it client jiF) ;
5: MQTT over TLS (#:5; server iIE 5 HiRAE client iET ) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (J:T TLS, AKIEHET);
8: MQTT over WebSocket Secure (3T TLS, L server yET5);
9: MQTT over WebSocket Secure (3T TLS, 3¢t client JEF3);
10: MQTT over WebSocket Secure (H:T TLS, 5 server §iE F57 HAZE client IE45) .

3510 AT+MQTTPUB: %fi MQTT {55 (4FH)

>

H

N

R

&

i

it topic A1 MQTT pAF i E . AR L H S IR RN R 2, Calt T 545 AT K E
BE 256 747, i AT+ MQTTPUBRAW 14>,
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[

’AT+MQTTPUB:<LinkID>,<"topic">,<“data">,<qos>,<retain>

e <LinkID>: 4Hi{{ % $¥F link ID 0,

» <topic>: MQTT topic, fFxRKE: 128 Fi7.

o <data>: MQTT FZ&FHEHE.

* <qos>: KTHIHEM QoS, ZHF# 0. 1. 52, ERIAH: 0.

e <retain>: &1 retain,

o B AT R E KR BERE 256 75 .
o A ANREAIERE \0, FiThEARIREE, W AT+ MOTTPUBRAW fir %

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+MQTITUSERCFG=0, 1, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"",0,0 //_

SREEROH, FEERATFHESTFERK X,

3.511 AT+MQTTPUBRAW: KAl MQTT i,

YL
23

Eﬁ
5

f topic AT K MQTT Ji Bl WRGEAA BB EANE D, ART A AT i RKIE
, WATPAGE HJAT+MOQTTPUB 5%

3 4B &
Y wE

BIfH 256

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <qos>, <retain>

] oz <

OK
>

P > Fn AT HERRFECR D8, SO 0T DA AR, 4 8s KA 280 <length> MYEIT,

Bt
At sy, W AT iR :

+MQTTPUB : OK

AR, W AT 3R [H] -
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+MQTTPUB:FAIL

e <LinkID>: 4Hi{{ % $¥F link ID 0,

e <topic>: MQTT topic, FxRKKE: 128 Fi7.

* <length>: MQTT J§ K, N[ ESP32-C2 4511 e KK B2 A2 2w I H AR BR ] .
* <qos>: RIHEN QoS, Sk 0. 1. 52, BAAH: 0.

e <retain>: J7f retain,

3.5.12 AT+MQTTSUB: iJ[g MQTT Topic
iy

i
i E 1T FAY topic

AT+MQTTSUB?

W )i *

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <qos>

OK

T4 E MQTT topic IF5E QoS, SIHFITFJZ 1 topic

A\ .
"Il/?\‘

’ AT+MQTTSUB=<LinkID>,<"topic">, <gos>

Wi i :

’OK

2 AT 2 2T Y topic 1) MQTT R, & [u]:

’+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

A BT % topic, N [A]:

’ALREADY SUBSCRIBE

S

e <LinkID>: 472 3745 link ID 0,
o <state>: MQTT JR7ES:
- 0: MQTT KWI4H1k;
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1: BB AT+ MQOTTUSERCFG;
2: BB AT+MQOTTCONNCFG;
30 R C W
4: BRI
5 CifERE, {HAKIITH topic;
- 6: iR, TiTH MQTT topic.
* <topic>: V][ topic.
e <qos>: ][ QoS.

3.513 AT+MQTTUNSUB: il MQTT Topic

)E’J

CEL A

Lyt :

F P U 1T B topic, AT U MIAR A4S, PABGH T AN H] Y topic,

’AT+MQTTUNSUB:<LinkID>,<"topic">

W i ¢

[ox

ARV g% topic, Mk [E] -

NO UNSUBSCRIBE

OK

S

e <LinkID>: 4Hi{Y % $F link ID 0,

o <topic>: MQTT topic, F KK : 128 Fi7.
3.5.14 AT+MQTTCLEAN: WiJF MQTT %42
wEmA

itk
Wi MQTT #:4%, BRI .

’AT+MQTTCLEAN:<LinkID>

W i <

[ox

S

e <LinkID>: 47i{¢ 3745 link ID 0.
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3.515 MOQTT AT &%y

MQTT 424 L ERR CODE: 0x<%08x> JELF] HI.

$EIRIER B
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE READ_FAILED 0x602B
AT _MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032

To4ks:
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x2-4tm
EIRER $EIRAD
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.516 MQTT AT 5]

o —fBkii, ATMQTT A &H#AE 10 BR gL, {HAT+MQOTTCONN i 4-Frsh. Bilan, s hasn
e, fy&AT+MQOTTPUB 445 10 BRI L., {HAT+MQTTCONN fis A5 M B AR BL R
Tl e TR 2L 2 I ] R EAA 5.

o GNARAT+MQTTCONN ;23T TLS %4z, B L nyEaT i E) A 10 #5, W5 4 i el i) 2> A H g T
B LR AR K.

o 4 MQTT &M B, £3E/8 +MOTTDISCONNECTED : <LinkID> JHE..

o X4 MQTT #HEHE N, £3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">,<reconnect> JHE .

3.6 HTTP AT w44

N4

o AT+HTTPCLIENT : %3% HTTP % Pk

o AT+HTTPGETSIZE: #{Ht HTTP %&E /N

o AT+HTTPCGET: #kE{ HTTP %

o AT+HTTPCPOST: Post 155K J&¥ ) HTTP ¥
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AT+HTTPCPUT : Put 3572 K 11 HTTP ¥4
AT+HTTPURLCFG: % /4K ¥y HTTP URL
AT+HTTPCHEAD: ¥%'E/45iH) HTTP %3k 3k
HTTP AT #4i% 74

3.6.1 54

T BRiAg ESP32C2-4MB AT Filf: % HTTP 54, i ESP32C2-2MB AT FEfEA L. W45
ESP32C2-2MB 7 HTTP Mg, i H 7% % ESP-AT 142, {E45 F AT S TR B e f

* J2ff] Component config->AT->AT http command support

3.6.2 AT+HTTPCLIENT: %1% HTTP % yaisidR

Pi

=’>

LR
At

%

AT+HTTPCLIENT=<opt>, <content-type>, <"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">][,<"http_reg header">][,<"http_reqg_header">][...]

W
+HTTPCLIENT:<size>, <data>
OK
ZH
o <opt>: HTTP & imifRhvE:
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
- 5: DELETE
* <content-type>: & FUiiiiE sk A Al :
- 0: application/x-www—form-urlencoded
— 1: application/json
- 2: multipart/form-data
- 3: text/xml
* <” url” >: HTTP URL, YHJ5Hi[) <host> I <path> ZECHZH), RS HANBHEXW NS
.
e <” host” >: I8 IP Hidik.
e <” path” >: HTTP {4z,
* <transport_type>: HTTP & FumfG 2L, ERIMER 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2. HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> @ POST i3RI}, ASH N Kikss HTTP IR 5545008 . 24 <opt> A
POST i3RI, X MSEAAFTE (M, AFHEHAZSRFTAE NS .
e < http_req_header” >: 1] % i%kZ MG RLAIRE LS.
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e

o WARALE URL A8 i S KBS T 256 277, 15 e FHAT+HTTPURLCFG fip % Fillic & URL,
RGN <"url"> ZHFERER "".

o W url ZHCRRES, HTTP K © 20 host S50 path S8 WA url S504
WS EAFER S, HTTP & i host SR path Z%4.

o BEEETU A B I BRAAR SR HTTP % Frimdin 4 (FERE 1 WWESP-AT B+ 2 5%) , (@l 5d i DA
THAMFHE T FiZmS: . /build.py menuconfig > Component config > AT > AT http
command support, SRFHIFWH (FEHIE WA mIF ESP-AT T42).,

o ZATSASCRE URL HEE ], 7EARBUEI R 55 4R [l (AR ASHS 301 GRAEE @ 1)) 80 302 (e
HEN) A2 BRI URL Motk SnT DA A 528 T BLRICE 7 M) i S5 B URL, SR )58
%AV E .

o WAL <"data"> SHIWEE KK T 256 T, W AT+HTTPCPOST A4«

o TREE L HTTP 53Rk, 5 [JAT+HTTPCHEAD 5% .

il

// HEAD # 3k
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org", "/get", 1

// GET ¥ k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org", "/get", 1

// POST & k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post", 1, "fieldl=valuelé&
—field2=value2"

3.6.3 AT+HTTPGETSIZE: 3 HTTP $EJ5 K/

)E’J

CHL A

A

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

Wi 3% ¢

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KEZEAE /N BN 5. BRIAE: 2048, FiFl: [0,10240],
o <rxsize>: HTTP UL ZEAF /N, A 0. BRIAE: 2048, JEFE: [0,10240],
o <timeout>: RJZEHEM. BAf7: ZFP. BRIAE: 5000, JEFE: [0,180000].

o <size>: HTTP &FE /N,

Bl

* WRAE URL (RS ar S I K L T 256 547, 355G MIAT+HTTPURLCFG fis - Hilid & URL,
RIGAAT I <"url"> ZHHLBER "
o AREAEECE HTTP 3Kk, AT+ HTTPCHEAD iy &V & .
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il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.64 AT+HTTPCGET: 3Kl HTTP ¥iji

v

H

N

R

¥

A

=

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPCGET:<size>, <data>
OK

S
e <” url” >: HTTP URL.
o <txsize>: HTTP KiEE(EH/N. Bl 9. BRMA: 2048, JEE: [0,10240],

o <rxsize>: HTTP A7 h/N. BT F2345. BRIAME: 2048, 5 : [0,10240].
o <timeout>: [W#5HEIF. i 2Fb, BRIME: 5000, FEHE: [0,180000].

|
 WRAE URL (R SR ar S I K L T 256 547, I 5EMAT+HTTPURLCFG fis % Hilid & URL,

SRIEA A S ) <"url"> SR TEHEN .
WG HTTP iRk, AT+ HTTPCHEAD iy 4.

3.6.5 AT+HTTPCPOST: Post {55 K5 HTTP %

B WA

[

AT+HTTPCPOST=<"url">,<length>[,<http_reqg header_cnt>][,<http_req_header>..<http_
—reqg_header>]

Wi i ¢

OK

>

Fi5 > Fn AT HERSFHCR 8, U T DA AR, 488 KA FI S8 <length> Y(ET,
fefITaR .

Ay, MR :

’SEND OK

A AR, MR ] :

’SEND FAIL
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BH

e <” url” >: HTTP URL.,

* <length>: 7§ POST 1) HTTP (¥ . fe KK ESET R G0 40 Be A e 25 0] /.
» <http_req_header_cnt>: <http_req_header> ZEHIE = .

s [<http_req_header>]: HTTP iRk, W] KikEZAERLAIR S5
Lz
o G E URL RSk an S K BERE IS T 256 777, i 56 AT+ HTTPURLCFG A4 Tl it # URL,

9)(}:Z'KDD/7\EB/] <"url"> ;’%ﬁ %uﬁjj nn
o ZMA ) content-type BRAZETLY appllcation/x o formour lencoded.

o RGBT HTTP 5Kk, AT+ HTTPCHEAD iy 538 .

3.6.6 AT+HTTPCPUT: Put 53 K HTTP B

WA

RF

A

AT+HTTPCPUT=<"url">,<length>[,<http_req header_cnt>] [, <http_reqg _header>..<http_req_
—header>]

W

OK

>

T > F5 AT HER B DR, AT DU A, 480 K R8I B4 <Length> MR,
1%%]%111:0

AL, R

’ SEND OK

At AR, R[]

’ SEND FAIL

e <” url” >: HTTP URL,

¢ <length>: 75 Put () HTTP F . S KK ST RG] A B HEZS (B /.
» <http_req_header_cnt>: <http_req header> ZE%E .

* [<http_req_header>]: HTTP i#i>k3k. W[ kKEZ M RLGIRS 4.

o WAL URL &m0 KBS T 256 217, e AT+ HTTPURLCFG iy 4 Filfit & URL,
RIGAMABA <"url"> SEFERE R ",
o R AARE HTTP 53Kk, 18 ﬁﬂ%AT*rHTTPCHEAD I E .
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3.6.7 AT+HTTPURLCFG: ¥ /MK HTTP URL

AT+HTTPURLCFEG?

M) i :

[+HTTPURLCFG:<url length>,<data>]

FE > FUR AT WA SFHCH TR, JORHETTAR A URL, S8 K IEAFIBH <url length> f)

{HI, ARGk

SET OK

ZH

+ <urllength>: HTTP URL KJiF., FAfi: 7.
~ 0: j HTTP URL Jii& .
~ [8,8192]: % HTTP URL Jii’& .

o <data>: HTTP URL %i#z,

3.68 AT+HTTPCHEAD: ¥t%¥/4%if) HTTP iRk J

AT+HTTPCHEAD?

W 7

+HTTPCHEAD: <index>, <"req_header">

OK

Ny
A

&

B
A

e
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AT+HTTPCHEAD=<req_header_len>

Wi % ¢

OK

>

5 > 2 AT HERFSFEIC AT iy DB, USRI DA A HTTP 355Kk (3R 620 key: value JE
X)), BEIERIELFSH <req_header_len> WYfEHR, AT R :

’OK

+ <index>: HTTP 3Rk 1&5|{H.

+ <” req_header” >: HTTP i3k,

« <req_header_len>: HTTP ifsR3LKF, Bfi: 595,
- 0: JERITH CIRER HTTP 3Kk,
- HABME: BE—ASHH HTTP 35Kk,

B

o RS —RK HAERE N HTTP ik Sk, HRIDAZKIEE, LHEZAREK HTTP ik k.

o Ay AHLE R HTTP 3Rk mtkny, —Hi%E, B HTTP [)ay SERS ikt ok 2k

o AR ECE R HTTP iR ki key QIR FIHE HTTP ARk i key #HE], TS 4
ErA R E ) HTTP 55k 3k,

il

/] % E#F kK
AT+HTTPCHEAD=18

/1 EWE S FEE, MAMTH Range Wk k, THRFEMH 256 MFF.
Range: bytes=0-255

// T # HTTP ¥ &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

3.69 HTTP AT #ieg

« HTTP % ik
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HTTP & PintEixe | kA
0x7000 AL TER RN
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
« HTTP 4545
HTTP fRaafaiRg | ithA
0x71f4 Internal Server Error
0x71f5 Not Implemented
0x71f6 Bad Gateway
0x71f7 Service Unavailable
0x71f8 Gateway Timeout
0x71f9 HTTP Version Not Supported
« HTTP AT:

— AT+HTTPCLIENT iy & W45 1R8N 0x7000+Standard HTTP Error Code (HZEZH *#
Standard HTTP/1.1 Error Code )1 5., %% RFC 2616).

— N, # AT {FJE ] AT+HTTPCLIENT fiy 20t %] HTTP error 404, <R[ 0x7194 45 iR15
(hex (0x70004+404)=0x7194),

3.7 SCfF&SE AT a4k

. {l\gg

o AT+FS: IR GHAF
o AT+FSMOUNT: 3/ #0125

371 v &

Foglis BRI AT SR SR T R Y AT 4. AR % BSP32-C2 S ClE RS mA, i 7%
i ESP-AT 142, {ESHARUH TR R

e J3M Component config->AT->AT FS command support
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3.7.2 AT+FS: SCIEZRGM%:

BEmA

N

v

A

=

’AT+FS:<type>,<operation>,<filename>,<offset>,<length>

M) i :
[ox
S8
o <type>: HHI{YZ# FATFS
— 0: FATFES
¢ <operation>:
- 0: MERSCiE
-1 53t
- 20

= 3 FHISCARN

— 4 FRFKAR TSN, HAEMUCCRR E SR
o <offset>: ffthihl, (EXTEEEERIERE
o <length>: K&, (U AHEZEHAERE

(]

o KA HIEESUERS . AT+FS U RGHAEE UG, AW AT+ FSMOUNT=0 fiy 4
O RS, SRR E RAM %3],

o [ A 45 bEsk at_customize.bin, H4(F H 7S ESP-IDF 43X 3% fildefT f 2 L4 X .

o FERUBEIA R R T S FR SO RN, AR 0] 32 K B B o

* ¥4 <operator> Hwrite B}, RGULEIH AL IEIEMITRE >, R DUSAZSWEdE, £
PR N 5 <length> —F(,

ZN |

/) B A X

AT+FS=0,0,"filename"

/) EEANAXERB A 100 XEN 10 FF
AT+FS=0,1,"filename", 100,10

/)N EAX R 0 L EB 100 FA
AT+FS=0,2, "filename", 0,100

/) B AR E KT B X B
AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: :#/81% FS &5
AR S

[
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’ AT+FSMOUNT=<mount > ‘

W] 7
= |
e <mount>:
- 0: H1#L FS LIRS
- 1: H#FS RS
B

o AT+FS U RGERESE UG, BV A Gy & AT+ FSMOUNT=0 fir - HIE U RS, RBEHOR
H# RAM %],

il

/) FHEAEXM AR

AT+FSMOUNT=0

/) FHERXMHR L

AT+FSMOUNT=1

3.8 WebSocket AT i A4

43

AT+WSCFG: [it & WebSocket Z%{
AT+WSHEAD: % /751 WebSocket i# 3K 3k
AT+WSOPEN : Zxif)/¥]FF WebSocket 443
AT+WSSEND: [ii] WebSocket 132 k& 1% 5w
AT+ WSCLOSE: %[ WebSocket %1%

381 #ir4

Tl BRIARY AT B OFR ORI T AT frd. Q147 ESP32-C2 35 WebSocket fr4, i
T74hiF ESP-AT 142, fEST0A0 LR DA% B

* J2Hf] Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [it¥i WebSocket %}

v

7

N

e

¥

H
A

e
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’AT+WSCFG:<link_id>,<ping_intv_sec>,<ping_timeout_sec>[,<buffer_size>]

o <link_id>: WebSocket #1% ID, il : [0,2], Bifgcszd =14 WebSocket j#12 .

» <ping_intv_sec>: %% WebSocket Ping [8]F§. EA{7: b, JOE: [1,7200]. BRiA{E: 10, BP: &fE
10 Fb A& % —1k WebSocket Ping 4.

» <ping_timeout_sec>: WebSocket Ping 8. {7 : #b. JLHE: [1,7200]. BRIA(E: 120, HI: 120 #»
KI5 WebSocket Pong 1, T % 41148 .

» <buffer_size>: WebSocket ZEri X /N, BAG: 7. JElE: [1,8192]. BRIA(E: 1024,

Bl

o MWATA W AEAT+ WSOPEN 2 Hilid &, HMALSHR,

il

// B E link_id 4 0 # WebSocket # # W Ping A X A 30 #, #H 60 #, ZWwRK_
4096 FF
AT+WSCFG=0, 30, 60,4096

3.8.3 AT+WSHEAD: ¥:¥/#rif) WebSocket i 2K 3k

AT+WSHEAD?

Wi 3% ¢

+WSHEAD : <index>, <"req_header">

OK

)y

15

N

R

X

=

AT+WSHEAD=<reqg_header_len>

W 7

OK

>
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5 > FOR AT HERIFEICAT iy MR, USR] DA% A WebSocket 73K 3k (35K k0 key: value

), AEERIEBFIZH <req_header_len> [YfHRS, AT iR

’OK

o <index>: WebSocket 3K HZ& T |{H.

* <” req_header” >: WebSocket 3Kk,

» <req_header_len>: WebSocket if3K3L K&, B Fi7.
- 0: VBRI B E R WebSocket 153K 3k o
— HABAE: BE S WebSocket 3K 3k .

B

o RS —I HAEBEE —1 WebSocket K3k, HA DAL KK E, SZHFLZMAE R WebSocket 15K 3k .
o ARANA T E 1) WebSocket 53R kB4 /R, —HIE, TH WebSocket )iy SH 4 Hr ik 2a i 5k

N
~
o

il

/] HE#F Kk
AT+WSHEAD=49

/1 EWKE "> FEE, WA T# authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE5OTk6MTIzNDU2Nzg=

// 4T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.8.4 AT+WSOPEN: #rif)/¥IJF—4~ WebSocket ¥:42;

AT+WSOPEN?

M) i :
YA ERER, AT R[]

+WSOPEN:<link_id>, <state>, <"uri">

OK

LA BRI, AT 1R [0

OK

RE
TE
Eh
“

=
%
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AT+WSOPEN=<link_id>,<"uri">[, <"subprotocol">][,<timeout_ms>][,<"auth">]

Wi % ¢

+WS_CONNECTED:<link_id>

OK

o

ERROR

* <link_id>: WebSocket 4% ID. i : [0,2], Rl K3FF=4> WebSocket #4%
» <state>: WebSocket IR TS .
— 0: WebSocket i K] .
— 1: WebSocket i#4% IFAE H %
— 2: 75T WebSocket i#4% ,
- 3: 32 WebSocket Pong B B S OB A 4%, IEAESF P EIE.
- 4: CUREIMRS5 i WebSocket SEPHMT, 1ETE A3k PRI IR 5545 -
o <” uri” >: WebSocket IR 4525155 — ﬁ{}?ﬁlﬁ%ﬁo
« < subprotocol” >: WebSocket 71/ (Z:% RFC6455 1.9 &),

+ <timeout_ms>: 737 WebSocket JERE AR E] . BAN7: ZFb. JEH: [0,180000]. ERIAME: 15000,

e <” auth” >: WebSocket 254Y (&% RFC6455 4.1.12 &45).,

il

// uri B #H E BH T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvVR1elD3eiVjgZ9VRiaV&notify_self"

3.8.5 AT+WSSEND: [n] WebSocket ¥4 % 258 Pa
RE A

I\ .
&g

=
k=t

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

Wi i ¢

OK

>

bk R AT CHES S AT port BBt , M nT DAS AR, 24 AT S8 B K Rk 3

<length>J5, HdlufefmITin.
USRS R O AL i I BB, R[] -

J

ERROR

PUBIS 56/ 1) v I AL
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SEND OK

o <link_id>: WebSocket i£3Z ID, JulF: [0,2].
o <length>: RiIEMIBHRKRE. A 5. AT RIERTERKEREHAT+WSCFG W) <buffer_size>
EIZ: 10 RG] A Fer s [ KON R deE (B AT i /IME ) -
» <opcode>: % %) WebSocket i 1) opcode . L : [0,0xF]. ERIAME: 1, B text i, 3% 2% RFC6455
5.2 5T THEE Z 1Y opcode
— 0x0: continuation My
Ox1: text My
0x2: binary i
0x3 - Ox7: Ry H-e dEg il it B
Ox8: 4% 5 PA i
0x9: ping iy
OxA: pong i
— OxB - OxF: Sy H e HlWif
o <timeout_ms>: K iAHBIIFE]. FAA7: AP, JEE: [0,60000]. ERIA(E: 10000,

3.8.6 AT+WSCLOSE: X:[4] WebSocket 4%

v

)E'\.

CEL A

A

’AT+WSCLOSE=<link_id>

* <link_id>: WebSocket #£#; ID, juHl: [0,2].

il

// %P ID % 0 B WebSocket # #
AT+WSCLOSE=0

3.9 f54MK AT ar %

43
o AT+FACTPLCP: k) i%¥ PLCP u{%5 PLCP

Espressif Systems 164 Release release-v3.4.0.0
Submit Document Feedback



https://www.rfc-editor.org/rfc/rfc6455#section-5.2
https://www.rfc-editor.org/rfc/rfc6455#section-5.2
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 3. AT Ay d4E

391 ¥

W BRAAM AT BRI R A AT @4 WA E ESP32-C2 L RHEA M4, HH
174 ESP-AT 142, (e TP TE TAR HLERE

e 28] Component config->AT ->AT signaling test command support

3.9.2 AT+FACTPLCP: %% PLCP gfiji PLCP

)E’J

CEA

[

’ AT+FACTPLCP=<enable>, <tx_with_long>

W i <

’OK

S

o <enable>: j5H/Z M TFoiiE:

- 0: TS, P <tx_with_long> ZEAYEIAME:;

- 1: BT E, AT k&K PLCP 2RI T <tx_with_long> Z4{.
» <tx_with_long>: %% PLCP ui44 PLCP:

- 0: Zi%%H PLCP (BRIA):

- 1: &% ¥ PLCP,

3.10 gl AT 4

o N5

o AT+DRVADC: El ADC i#E1H

o AT+DRVPWMINIT: #JHa4k PWM B 5h5
o AT+DRVPWMDUTY : ¥ PWM 5251
o AT+DRVPWMFADE: %% PWM W7z
AT+DRVI2CINIT : #1454k 12C EHLEKE
AT+DRVI2CRD: 51 12C ¥
AT+DRVI2CWRDATA: B A 12C ¥#
AT+DRVI2CWRBYTES: B AA#ET 4 351y 12C $d
o AT+DRVSPICONFGPIO: T8 SPI GPIO
o AT+DRVSPIINIT: #]1&4k SPI FHLEKZ)

o AT+DRVSPIRD: 25 SPI %4

o AT+DRVSPIWR: 5 A SPI ¥

3.10.1 Ar#y

W BRIAR AT B R R B AT 54, Q1SR EF5 2 ESP32-C2 L IRsm 4, W HAT%4 %
ESP-AT T42, FE%8 AP B TR vk

* J3H Component config->AT ->AT driver command support
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3.10.2 AT+DRVADC: il ADC i

v

H

N

B

¥

v

A

=

AT+DRVADC=<channel>, <atten>

W i <

+DRVADC:<raw data>

OK

e <channel>: ADCI HiH.
 ESP32-C2 & &M BUETLFE A [0.4].

BiE | B

0 GPIOO
1 GPIO1
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: FJH{H.

* 0: 0dB g, ARMETERY [0, 7501 mV,

e 1:2.5dB ki, ARMETEE M [0, 1050] mV,
* 2: 6.dB R, AR EIEREY [0, 1300 mV.

* 3: 11.dB 3, ARIETER > [0,2500] mV.

o <raw data>: ADC i@ A,

L]
» ESP-AT H ¥ #§ ADCI1,

e ESP32-C2 4% 12 {58 .
o XHF AR EE EAHON R, TAS % ADC fik.

il

// ESP32-C2 ® &% EH 0dB X W, A MEFLEAN [0, 750] mv
// B JE 4 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #Ji&ik PWM Sz 35S

v

¥

L

)4\-

Wi
A

Ele
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’ AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

Wi % ¢

’OK

o <freq>: LEDC SERt2afisR, BA{i: Hz, Jiffl: 1 Hz~8 MHz,

e <duty_res>: LEDC i_iﬁﬂj SHAM R, JEE: 0~20 fi,

» <chx_gpio>:LEDC jHiH x f¥% i GPIO. il 4n , 4n S & A5 ¥ GPIO16 /- AiliE 0, 5% B <chO_gpio>
4 16,

* ESP-AT f £ fE % H5 4 M.

A WHE Y EEREEE R E T HE PWM & 4 (WAT+DRVPWMDUTY
FAT+DRVPWMFADE ) BEf% 1% & (1) 8 . TﬁJﬁu WRGE WG4 TP #IE , B4 AT+DRVPWMDUTY
fir 4 FURE R S MOX @ 1 ) PWM 525

o BEA 75 LA e LR E%hwmmﬁzﬂ&$%%%$iﬁﬁmo

il
AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 M@, H EH 5 kHz, & o ¥ H_
13 fL
AT+DRVPWMINIT=10000, 10,17 /) Rt E 0, MEH 10o
~kHz, HEZboHFEH 10 £, H¥ PuM HX A4S RHBERE—NEHE
3.104 AT+DRVPWMDUTY: ¥ PWM L%3kE
BEE A
i
’AT+DRVPWMDUTY:<chO_duty> [,...,<ch3_duty>]
]
[ox
SEL
o <duty>: LEDC i 25k, i [0,2 GFHaPEE
B
o ESP-AT 2745 4 M.
o FHMEELFTFRE S, HEAKIZSE
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il

AT+DRVPWMDUTY=255, 512 /) % EE M
#

55, W EEHE 1 8 &R A 512
AT+DRVPWMDUTY=, , 0 /) R E 0

0
B2 MR

3.10.5 AT+DRVPWMFADE: ¥ PWM i

IJXLEA g /\>
A

AT+DRVPWMFADE=<chO_target_duty>, <ch0O_fade_time>[, ..., <ch3_target_duty>,<ch3_fade_
%time>]

W

OK

o <target_duty>: HFp#iAs 525tt, JEMl: [0,2 duty-resolution 17,
o <fade_time>: WA KIfA], AL ZFD.

]

* ESP-AT & fig 5 4 M iliA
o FHANEHIELEINE <target_duty> fll <fade_time>, HIEHMKEIHA],

hil
AT+DRVPWMFADE=, , 0, 1000 /R HEEREE 1 AR ES O
AT+DRVPWMFADE=1024,1000,0,2000, // fEf — @ EEHEE 0 B & & E Ao

~1024, WA R EKEE 1 HFHEA O

3.10.6 AT+DRVI2CINIT: #jhgfk 12C F-PLER )

%

Pi-

ALk
At

EP

’ AT+DRVIZ2CINIT=<num>,<scl_io>, <sda_io>,<clock>

W

[ox

S

o <num>: 12C g%, JEHE: 0~ 1. QUERKREEEHEHISE, AT KAWHLZ 12C i .
e <scl_io>: I2C SCL {5511 GPIO &,

« <sda_io>: 12C SDA {52 GPIO &,

o <cock>: FAHUELTHY 12C BppgA, Hfi: Hz, f{KfH: 1 MHz,
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e

o Afgd HZFF12C FHL.

Bl

AT+DRVI2CINIT=0,25,26,1000 // # ¥ 4 I2C0, SCL: GPIO25, SDA: GPIO26, I2C.
B4R 1 kHz
AT+DRVI2CINIT=0 // B I2C0 AL

3.10.7 AT+DRVI2CRD: %t 12C %t

)E’J

CEL A

s

AT+DRVI2CRD=<num>, <address>, <length>

Wi % ¢

+DRVI2CRD:<read data>
OK

o <num>: 2C imH5, JEfH: 0~1,
o <address>: 12C M5 &kl :
- 7 {iHuhk: 0~ Ox7F;
— 10 fthdik : 55— HET-EANE 1111 0XX, P 5 M 67 XX 2 10 {57 Hbdik i 5 i 437 o )
101, G 10 Sk Ox2FF (b” 1011111111), FB2 85 A WAk Ox7AFF (b’ 111101011111111).,
o <length>: 12C HHREKE, JuR: 1~2048,
« <read data>: I2C ${E.

Bl

o 12C kg it i [a) R — A

il

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 MM i 0x34 A EEH 1 F¥WHEE
AT+DRVI2CRD=0, 0x7AFF, 1 // I2C0 M 10 AL M ik O0x2FF 4 i Bl Z3H W K E

// I2C0 M ik 0x34, FHF E MU 0x27, L 2 FH
AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 4B & &M 0x34. FHF EH A 0x27
AT+DRVI2CRD=0, 0x34,2 // I2C0 EHH 2 F¥

3.10.8 AT+DRVI2CWRDATA: G A 12C %8s

v

7

K

Wrs
4

Ele
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AT+DRVI2CWRDATA=<num>, <address>, <length>

Wi % ¢

OK
>

W) RN, WA ARGECR, SRR SRR E I SRR TR
LALLM

[ox

AR R R, R [a]

’ ERROR

o <num>: 12C 115, JER: 0~ 1.
o <address>: 12C ML #Huhl
— 7 fi#bdik: 0 ~ OX7F;
— 10 izl 55— AFATRHET-LAALE 1111 0XX, H i 5 A7 XX 2 10 A7k i 5 i w6 7« B
an, i 10 f2hE >4 0x2FF (b7 1011111111), HR 2 4 A Bkl A 0X7AFF (b’ 111101011111111),
o <length>: 12C HPEKE, JoR: 1~2048,

B
o 12C kg S )y —Fb.

il

AT+DRVI2CWRDATA=0, 0x34, 10 // I2C0 BN 10 F ¥ KIEE H H 0x34

3.10.9 AT+DRVI2CWRBYTES: ‘G AR 4 =151 12C £

N

e

)

=

A

’ AT+DRVI2CWRBYTES=<num>, <address>, <length>, <data>

o <num>: 12C i 5, JulE: 0~1,
o <address>: 12C MHLIE#HIHE .
— 7 {iHuhE: 0~ OXx7F,
— 10 fizldk - 55— AT LA 1111 0XX, H i 5 AL XX 10 Ak i 5 P 7« Bl
i, iR 10 fi7 R A Ox2FF (b’ 1011111111), B2 i A tihk >4 0x7AFF (b’ 111101011111111),
¢ <length>: fF5 AN 2C Fl< s, JulE: 1~4 577
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o <data>: B[ <length> {EKEFWEIE, JEMH: 0~ 0xFFFFFFFF,

]

o 12C kg i ) —#b

il

AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FHHIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F¥H HIE 0x1234 F 10 fL 4k
—0x2FF

// I2CO0 B it 0x34., FHF HH i 0x27, K H cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥i SPI GPIO

v

7

=

E A

¥

L2218

e

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

W i <

o <mosi>: FHMALFSXT P GPIO 45

o <miso>: FAMHFESNIN GPIO B, # A, B -1.
<sclk>: SPI B4l {E 5% 1 ) GPIO 251 .

<es>: EEEMALES XN GPIO ], #AEH, B -1.

3.10.11 AT+DRVSPIINIT: g)i5;4k SPI 3:HL3Kk5)

v

7

N

EanA

¥

=4

A

’AT+DRVSPIINIT:<clock>,<mode>,<cmd_bit>,<addr_bit>,<dma_chan>[,bits_msb]

o <clock>: HI&mEEE, 49550k 80 MHz, B{v: Hz, fHAf{E: 40 MHz.
e <mode>: SPIix;, Jull: 0~3.

o <cmd_bit>: @iy M B ERIAGIEL, JER: 0~ 16.

o <addr_bit>: HuhERY B ERINGEL, JER: 0~ 64,

o <dma_chan>: j#iH 18( 2, AFZ DMA KRS 0,
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o <bits_msb>: SPI #HEfg = :
— bit0:
« 0: SefEi MSB (2RiA);
« 1: SefE%r LSB,
— bitl:
« 0: Sl MSB (2RiA);
« 1: Sk LSB,

|

* {57E SPI WA L BT & SPI GPIO.,

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100._

~kHz; R 0 AN Ef AN BERIALEAN 0; F#F DMa; ki fEE ik LS
OK

AT+DRVSPIINIT=0 // #l % SPI K #

OK

3.10.12 AT+DRVSPIRD: %l SPI %

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i <

+DRVSPIRD:<read data>
OK

o <data_len>: fFE2HAY SPT A, JUEl: 1 ~4092 4y,
o <emd>: R, BURKERH <cmd_len> SHE .

o <emd_len>: ARAGE TGO, JER: 0~2 575,

o <addr>: fip&Hlihl, HubEK B <addr_len> ZEE.
o <addr_len>: ZARKAEHRHhEKEE, JER: 0~4 FHY.

Bl

* H A DMA, <data_len> ZHEKAESBUE MR AE N 64 F17.

il

AT+DRVSPIRD=2 // ¥ & 2 F % K #E
+DRVI2CREAD: f£ff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // B 2 F ¥ # ¥, <cmd> % 0x03, <cmd_len> # 1.
% ¥, <addr> % 0x1000, <addr_len> 4 3 F ¥

Q)
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(£ L£50)

+DRVI2CREAD: ffff
OK

3.10.13 AT+DRVSPIWR: A SPI %

By

BEE WA

N

=

A

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

i
Y <data_len> ZEEHNKT 0, AT R[A]:
OK

>

Wl AN S, A GRS ARESE, UEEARIS R E KL, BdRfemITn.

R, AT &[0 :

’OK

M <data_len> ZH(H N O If, LRI AT Rkt A%y SPL &, L AT ik [a]:

o <data_len>: SPIZG#R{CE, JifE: 0~4092,

o <emd>: AP, FHEKE R <omd_len> UL E
o <emd_len>: APRALH TR AKE, JEH: 0~2 577,
o <addr>: fipAHiht, HuhtKEH <addr_len> ZHERE
o <addr_len>: ARRAEH PHbEKEE, JEE: 0~4 75,

B

« #RHf DMA, <data_len> SHCEIK AES A ORI 64 47

il
AT+DRVSPIWR=2 // B N 2 F % ¥
OK
> /] TR EATEE
OK

o ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥
OK

AT+DRVSPIWR=0, 0x03,1,0x001000,3 // BN 0 F ¥ # £, <cmd> # 0x03, <cmd_len> % 1.
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3.11 Web #5525 AT Wi %

43

e AT+ WEBSERVER: JZ f{/25 Hi# 1 Web A 55 a3 Bl & Wi-Fi %4

3111 #r &

2 BN AT [P SCRR I DU N 1Y AT fir %o WIARERTR % ESP32-C2 SCHF Web [l 55 £ i 4
fr#mi¥ ESP-AT TAZ, TE56 TP B TR k4

e 2/ Component config->AT->AT Web Server command support

, WH

3.11.2 AT+WEBSERVER: i Hl/%E ik Web IR 55 23l ¥ Wi-Fi &4

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

* <enable>: J5 /25 ] Web iz 5525 .

- 0: 25 1] Web 458 H RO W55

- 1: J5H Web 4545, 0T DA G 35 508 ) Va4 i & Wi-Fi 1B S
 <server_port>: Web I} 55 ¢4 115,
* <connection_timeout>: i} ERZHER IR . B FP. Y [21,60].

B

. ﬁﬂﬁ?‘l‘*ﬁﬁTU\ﬁf Web filt 55 4 5 1) HIML 3C{F. —Ffo2 il FAT SCPERSE, SO & 20

ATFS fiy%o 75— R SR A SO R A7 HTML S (BRIABCED)

* BRIARY HTML SO indexhtml o SR H E L HTML SCPFR SRR A% U 2R 307, A B2
EUORSCPFRIA]; AIRTEE A E X HTML SCEFR R E N (B m— 7B, R 20 B

&M YRRD S48 at_web_server_cmd.c

o ORI Y socket Y B KELH AN BE/NT 12, AT PAYE menuconfig H1 5 E M . /build.py

menuconfig > Component config>LWIP >Max number of open sockets, R)GE I

HIARR (%0 A% iF ESP-AT 1.42).

o AT [EIFBRIAA SCRE Web IR 5545 AT v (2% S0 see ESP-AT EJ#F % 5) , {HAA] PAYE menuconfig
i B 4 Web IR45#% AT /7% . /build.py menuconfig > Component config > AT > AT

WEB Server command support, RIFEHIF LR (S R K piF ESP-AT 1.42),

ESP-AT 7£ ESP32-C2 25135 £ S H55m ][] 1 (captive portal), T &%,
W % 55 i) 225 SCRY Web Server AT 7= 15) o

Zam AR SEITITE, S5 5% at/src/at_web_server_cmd.c.

S 4ol 2, OTA S+ 48 FREUE £ OTA .
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il

// B web &, o 80, HAEHEHMEEFE 50 B
AT+WEBSERVER=1, 80, 50

// R web MR & #
AT+WEBSERVER=0

312 P AT w2

A28

AT+USERRAM : #:/EH P23 RAM
AT+USEROTA: 3124852 URL F+-2% [&{2F
AT+USERWKMCUCFG: $£'8 AT Majii MCU [t &
AT+USERMCUSLEEP: MCU %57 H CHEIRR S
AT+USERDOCS : i [5B[4 F 3 SCRY ek

3.12.1 #vr&

WY ZRIAM AT B SR i RO AT 4. AR GORTESE ESP32-C2 S H Fiin s, i HAT%
¥ ESP-AT T2, e85 Tl E T AR Bk s

* #Jf] Component config->AT->AT user command support

3.12.2 AT+USERRAM: ¥4 H w23 RAM
i A

riig:
A 2 EA] R 2SR RAM R/

Py
A

AT+USERRAM?

W

+USERRAM: <size>

L. B 5. R, BEEUH P RAM %5[H]

[k

AT+USERRAM=<operation>, <size>[,<offset>]

W
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+USERRAM: <length>, <data> /] RERE®REN, 28N EHE

OK

¢ <operation>:
- 0: B - RAM 73]
1: ZECH P RAM %3]
- 2: [ f] F RAM G4k
- 3: WHF RAM 45k
4: RN RAM ER%dsE
o <size>: /MEL/EL/ B H T RAM K/
o <offset>: 32/5 RAM i &. Bil: 0

Bl
o WFEPATATAT AR A2 i BE ] 7 RAM Z5[]

* ¥ <operator>fwrite W, REWFNMATSEILHATRI >, MR A AL GHIRAE, £

P EN 5 <length> —3(,

* ¥ <operator>Jj read I HK AT 1024, ESP-AT LPARKEARAZ R IIE, HRINE RS

P 1024 FH58E, AL \r\nOK\r\n £55 .,

il

// A B 1 KB F F RAM % |
AT+USERRAM=1, 1024

// 1 RAM ZE FHMES N 500 FF H4E
AT+USERRAM=2, 500

// M RAM Z [a & #& 100 (L B LB 64 F ¥
AT+USERRAM=3, 64,100

// BWHA P RAM % J§
AT+USERRAM=0

3.12.3 AT+USEROTA: fifif5a URL T}l

ESP-AT Y5z AT}, T EI$5E URL ERHIE

B

Dy
T+ 3] URL Hi5 5 AR [

[

AT+USEROTA=<url len>

Wi i ¢
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OK

>

iR FoR AT EER4FHC URL, USR] PA%I A URL, 24 AT Hli(8I) URL K A% <url len>
Jei, R[]

’Recv <url len> bytes

AT it EIMERZ G, THGd I Ih . WRTI R, &[]

’OK

RS DR TR, R )

’ERROR

|

Bl

<urllen>: URL KJiF, fkcfi: 8192 4y

& W PAAK GitHub Actions 2. F 2%, a5 217 OTA [E{f, WnIPAEA T4 % ESP-AT T42 A& BT 75 1Y)
OTA [H{4.

B g ff g 2 ESP32C2-2MB  ## 4H fit B, OTA [E {4/ build/custom_ota_binaries/
esp-at.bin.xz.packed; I &g ] 1) & ESP32C2-4MB i 41 it B, OTA [& {425 build/
esp-at.bin,

TG FE BT P 28R B

MR K A AER BRI, AT X5i& 7] ERROR, 1 % fof— B[R] -l
AEWTHRBNAA . BERIHBAR A E AR EN, LR IPEtT, MRS RRFZET 3
IHACA, iR B 2R BT uE D 6 o

BT AT [fF)s, V8 AT+RESTORE ) T .

AT+USEROTA ¥ $§ HITP ] HTTPS.,

AT it > PG, s R TR A 35 B2 LA T8 L, AR Z AR 1452 (CR-LF).
24 URL S} HTTPS i}, A SSLIANE. QIARZIR SSLANIE, S B 4742 B PKI UK G R EAT]
TFEED R K, ZJEHE AT+HUSEROTA fir 2 B S BUACRS o8k 45 . %11 PKI U8 S 7% 4o
77 % % PKI 2 & ., X}F AT+USEROTA 4, T[&% ESP-AT T FE#{L[%77 %] USEROTA.,
5% 4o T L3, OTA A FFBUEZL OTA s .

OK

>

OK

AT+USEROTA=36

Recv 36 bytes

3.12.4 AT+USERWKMCUCFG: #t% AT Mg MCU [ icE
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B

&F

i
Bear & BLE AT A A MCU fYMLRIRES, DAK AT Unfa[iefiE MCU.
* 2 MCU ZRERAPIRAES, AT F5 R MCU kB, Aa KismifEs
* 24 MCU ZREIRAPIRAS, AT s 16 MCU 8l Aok Bt (30 Ak BRI ESP-AT i &4k 4%
SESCHIAAIR]) AT S5ERAMRRE 5P AR it . MCU R eli 7 B I 5 2 I BRI (5 5.

ke

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

W

OK

BH

* <enable>: 5 Jalt 4% ML TIC
- 0: ZEHIMifiE MCU B
- 1: ffifEmMeiE MCU fil &
o <wake mode>: MAfiEfI,
— 1: GPIO Wefii
— 2: UART Wi
o <wake number>: ZSH & LEIET <wake mode> [I{H.
- W <wake mode> 2 1, <wake number> fUEMEEE I GPIO 455 . JH P EERIEHE &1
W A T g, 5 TR P e A 3.
— MR <wake mode> 2 2, <wake number> fUFEMLEE UART 45 . Mui A1, BI%dE
UART1 Mafif MCU,
* <wake signal>: ZZSHHE LT <wake mode> HIfH.
— IR <wake mode> 2 1, <wake signal> fUFEMLERHF,
£ 0: {EHLT
C 1 T
— R <wake mode> &2, <wake signal> fUFEMLEEFTY, LR [0,255].
o <delay time>: fH KM, B 28, JEFE: [0,60000]. ZSEH)E BT <wake mode>
I
- W <wake mode> &2 1, MFE <delay time> Wi[a]N, BF—E R <wake signal> HF,
<delay time> 3|5, W4t <wake signal> H F.
- W <wake mode> &2, NSZEI%. . <wake signal> FH7, A HTER.
o <check mcu awake method>: AT 7 MCU 2 &AL T HEESEFLIRZS o
- Bit0: @& JF )5 5 AT+ USERMCUSLEEP it 2 [1) 2 Jk . BRIANTT 5 - B < e ] AT+USERMCUSLEEP=0
frd . 4575 MCU Jif3k: %] AT+USERMCUSLEEP=1 4, 571 MCU JEfiE.
- Bit 1: @EIFIFSAT+SLEEP=0/1/2/3 fig W KWk . BRIAZEM . HI: U] AT+SLEEP=0 fip %, fi
7~ MCU 3% ; k3] AT+SLEEP=1/2/3 fy4>, %/~ MCU HEHR .
- Bit2: @G5 <delay time> MHJFHE/8 MCU fEEDIRE. BOIAZEAH . BI: ZEHIE, delay
time Ji5, f§78 MCU HEHR; f#HERT, delay time J5, #8572 MCU %,
- Bit3 (ZARLEHM): ZEIF/H GPIO $5/r MCU BEEIIfE. BRI SCHE.

(A

o M HFEERE K.

o BRR AT [n] MCU £l AR BARTT, ki BG5S ik A% fE, <delay time> WIAE| T2 )5
BHERESEE. B SPEIGE MCU (R e,

o MNHAE <delay time> ZFPZHi, AT J{F] <check mcu awake method> H [T ML
WIS7 BRI PR RS . I 5FFF <delay time> WG, & HINHREERE.
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il

// RSB MCU BE ., % AT i MCU X#HEW, 2% F A wi-Fi B R H cpIOls.
SR, W FERE MU, REHEHFZEF 10 #.
AT+USERWKMCUCFG=1,1,18,1,10000, 3

// % McU FE
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU #5755 H CHEHRIR &

Bas

&E

Dyie:
FEAT+USERWKMCUCFG fiv4[) <check mcu awake method> BitO Bl &R T, i A4k, H
THH AT 2475 MCU W RERRCIRAS .

s

’AT+USERMCUSLEEP:<State> ‘

Wi i3 ¢
[ox |
* <state>:
- 0: #5785 MCU [k,
- 1t $§/5 MCU HEAR -
il

// MCU % 4 AT ¥ #] MCU @ ¥
AT+USERMCUSLEEP=0

3.12.6 AT+USERDOCS: 75 ify[s 450k iy Seppif
AR A

ik

B2 B AT e R 4 R S i P SRS e

s

AT+USERDOCS?

W ) :

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK
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BH

o <” enurl” >: HECCRYEERE
o <" enurl” >: RS EES

Bl

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c2/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

OK

S ZNBUAE T > Z I JE P A TN, TR AT fiy o i — S lARfF L.

313 AT @il

W AT fip A7 U Rp2E 2

el A B WiAA

Mislan 2 AT+< fig 945 >=? PRI E A 1 N S B L UETE
b a2 AT+< AT P8 >? AEERTE 2T

WE AL ATH+< AT PR >=<---> BEN T AEXSEIE, Hhsfrad
ACRR e AT+< i 24475 > s IO HE X SR

© NRRA AT a8 AR AR Ay &

o W RMASL, HE SRR S BRI S

o RFEG <> WIS LA .

o TS 11 WIS EOTUAE N, ARSI EEATEGAE. B, i2fTAT+CWIAP fir &I i AL 24

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

o YR SEURVH SBEGN, DA, , DossrkE,

’AT+CWJAP:"ssid", "password",, 1 ‘
s ERXGE I SFR TS,

’AT+CWSAP:"ESP756290","21030826",1,4 ‘

o BETRFAFEAER OB, n, . "\ &,
-\ BRI,
-\, ¥GES, SRESEE S o L.
- \": BSOWES, FRFARSENEG S IR THEE L.
- \<any>: # ¥ <any> F4F, BPREA <any> F4F, A REHT.
. ﬁATm?*m%%?ﬁ%g%X7ﬂ B TR . BN, AT a4 DFTE > SRk A SR
, REIEANTE R L,

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0
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AT ﬁé‘ﬂ@%ﬁ%ﬁ##%ﬂﬂ 115200,
4 AT i 1K EEAR W 256
upvu%‘}?ﬁ (CR-LF) 453§, FJ?M% EII LW IRCEN BT,
AT AT 2B ARG 1) & L3 WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
- esp_at_result_code_string index

3.14 A5 BIRAFAE flash vy AT oy

PATF AT Grd S 50E SO I 2R AETE flash (1 NVS i, B ERE, SEEGH.

* AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE L S S BCE R IRA7E] flash W VAESAT+SYSSTORE fir 4K BCHE, R ARSIy & 14
e

AT 4 B SERATE, R0k NVS EsLPig. Wik, nfaAaEM NS5, WA
ﬂash ﬁﬂ%ﬁ\AEEEKIEIE’J’%ﬁ{E ﬂash WAL IR EIE .

315 AT %5

M ESP-AT iy 4 F 1% [1lf) ESP-AT Ji 2 A PIRIRAL . ESP-AT Why. (#2)) #1 ESP-AT JH 24t (£3h).

 ESP-AT Wy (#2h)
BEHI A ESP-AT @y #R SR IR R, #59f &% & ESP-AT iy &M T45 R . W A5 — 4578
BRI OK 5 ERROR.,

2 3: ESP-AT W%/

AT M vz 5 AR

OK AT /E/\KLEﬁjnﬂé &[5 OK

ERROR T i 5 R s A T A T R A R

SEND OK éﬁl o B &k % 2 M Wk (41 X FAT+CIPSEND
MAT+CIPSENDEX fx %) , H AR FEHIEC & K3
X ity

SEND FAIL ] B WA K 3 B i kA R (8T X FAT+CIPSEND
FNAT+CIPSENDEX fix4)

SET OK URL C & Ihix's (5% TAT+HTTPURLCFG f54%)

+<Command Name>:. . . TEFIR AT Ay AbFHZE 3

* ESP-AT R4 (F:3h)
ESP-AT 2t 5 R 48 P H SRS B B -

% 4: ESP-AT 4 HLR 45

ESPAT BERE 1 H
ready ESP-AT [l {2 fE £ sl 4
busy p--- ?\/L% I, IEAEALHR E—2%anS, ToikAb B HT
1) i 2

ERR CODE:<0x%08x> S [ i 2 A B R AU
Will force to restart!!! NAENE RS
smartconfig type:<xxx> Smartconfig 271
Smart get wifi info Smartconfig £\ #HX SSID #1 PASSWORD

TTkE:
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xK4-4tm
ESP-AT iHEHR & 1t B
+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 £ 3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station % [1 & %12 5] AP

WIFI GOT IP Wi-Fi station 22 1 £ $ L [Pv4 Hiidik

WIFI GOT IPv6 LL Wi-Fi station 32 [T £ AR B IPv6 £ i A< Hiu ik
WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl
WIFI DISCONNECT Wi-Fi station % 1. 5 AP WrT&#:
+ETH_CONNECTED DA 422 11 B 1 2

+ETH_GOT_IP DA 422 11 EL AR E TPv4 Hithl
+ETH_DISCONNECTED DA 22 11 E BT

[<conn_id>,]CONNECT

ID 3y <conn_id> M HERC Y (ERIA
ST, ID40)

[<conn_id>,]CLOSED

ID }y <conn_id> WM ZERECWIIT (BRIAK
LK, IDH0)

+LINK_CONN

TCP/UDP/SSL JEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station 14522 ESP-AT 1) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP 2% [ %5 station 43 i IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 55 ESP-AT [} Wi-Fi softAP 3% [1 ) i% 3%
W

>

ESP-AT 1E1E4 f¢ 1 i AR

Recv <xxx> bytes

ESP-AT M iy %3 I E R <xxx> G597

T o4ksE
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R4-Z2IW

ESP-AT HEHE iHA
+IPD ESP-AT fEFZ& LA, EUCEIR A M2
g A AN B
-t R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] Hl: +IPD,
<length>
-1 H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,1, I
Fl: +IPD,<link_id>, <length>
- 5 AT+CIPMUX=0,

AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, il Fi: +1IPD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
f K JE, remote_ip bk i IP b ik,
remote_port NtHME 15, data NEIE.
R i@ SSLER, TEpshia i
N (AT+CIPRECVTYPE=1), AT iy4 11 [0 & 1)
length AJREFNSEER AT 320 SSL A< A —
. 4 AT 25k il SSL 2 nl S ry £
FZ, AR SSL AT SRR 0, AT 23R
Bl E TR B

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT t %% %] broker

+MQTTDISCONNECTED MQTT 5 broker Wi FF 1%

+MQTTSUBRECV MQTT .M broker ICZ5IE

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TR4EE
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FK4-8FW
ESP-AT iHEHR & 1fe
+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP 45 i 21 I F-Hliin A6 1Y BluFi 7 H %

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

4% ID 2y <link_id> [ WebSocket 2% 5 [

+BLESCANDONE

ERE [ o]

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

185
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Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WA, MCU ¥ & fE K B & D https://www.espressif.com/sites/default/files/
—home/hardware.png B H % & .

VA :
o WMRE R TELM, AT 3984 %% \r\nERROR\r\n (3t 9 F35) RSN E 4 MCU,
9. EE R

ZS

’AT+SYSMSGFILTERCFG:O

Wi K7 -
fox |
10. 2 R GE0H B g
iy

’AT+SYSMSGFILTER=O
Mg 3.«
o |

TR
-

’ATEl ‘
i B«

[ox |

4.2 TCP-IP AT 754

AR BN AHE ESP32-C2 i FiafTTCP/IP AT 4 % fir IR Bl -

o ESP32-C2 % &4 TCP % p 3% 3% 5 #3535

o ESP32-C2 % &1E4h TCPMR 4 B3t %454

o 3% IP ¥ bt Feif 0 B E 449 UDP id 12

o 3% [P ¥k Fesn 0 5T T oy UDP i@ {3

o ESP32-C2 %414 SSL & Pt $ikis

o ESP32-C2 % &1k H SSL IR 4R35 % k3%

o ESP32-C2 1% 41k A SSL % P 3% 3% 55 M6 AL 32 ik Ji

o ESP32-C2 i% %1k 4 SSL MR % %5 3% 5 ey ihiE % 5 45

o ESP32-C2 %41k % TCP % 3%, s %i%3%, 53| UART Wi-Fi 515
o ESP32-C2 1% %1% h TCP R %%, =3 UART Wi-Fi ik 1%

o ESP32-C2 % &1k # softAP f£. UDP 154 5230, UART Wi-Fi i% 1%
o ESP32-C2 % & R B IEMAE X T 09 B4 F 435

4.2.1 ESP32-C2 4512 h TCP %%yt P £

1. %8 Wi-Fi #5} station,
s
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’AT+CWMODE=1
i B«
Lox |

2. BERER| B HA

’AT+CWJAP:"eSpreSSif","1234567890" ‘
M. :

WIFI CONNECTED
WIFI GOT IP

OK

B
« {65 A SSID AT EHE 1 6 &b R . R 50 2510 SSID FUETS
3. #rif) ESP32-C2 %% 1P Mtk

AT+CIPSTA?
Mg B -

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PiHH :
o TRAIZE R AT RE S ik W o AR ] .
4. PC 5 ESP32-C2 & #5442 [/ — AN o
TE PC il H 28 P T 5, A4 TCP iR 45#% . 40 TCP AR 554804 IP Huhk>hy 192.168.3.102,
1A 8080,
5. ESP32-C2 &4 1VE N Fimid L TCP #5823 TCP ik 55#%, RS2 IP #uhlkk 192.168.3.102, I

125 8080,

AT+CIPSTART="TCP","192.168.3.102",8080
N . :

CONNECT

OK

6. Ak 4 FATERE.

iy
AT+CIPSEND=4
Mg |3«

OK

>
4R, Bl ARG test, ZJa AT KR PATEE.

Recv 4 bytes

SEND OK
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LK

o FEIAMFETEHEE AT+CIPSEND M@K E (n), MRS busy p. .., K

RBARA AT 0 AT, KIESEMURIEHLY. SEND OK.
7. M 4 FATER .

B TCP Weds #8436 4 S H0MU B test), WAL SHR:

+IPD,4:test

4.2.2 ESP32-C2 %5180 TCP 55 %5 it 2 4%

24 ESP32-C2 i/ TCP IR 55 #eitf, WAUEIFAT+CIPMUX =1 fiy Q- fREL B4, bWl e 24> TCP

P E] BSP32-C2 544 .

PATR 2 ESP32-C2 5 #5/E W softAP 57 TCP Jig 55 #v izl Unitie ESP32-C2 i #rf 74 station, W[7EiE

B R A T IR RV RE DT YRS R 55 4% -

1. &8 Wi-Fi #2354 softAP.
s

’AT+CWMODE=2

i B«

’OK

2. [EREL L.

s

’AT+CIPMUX=1

i B«

’OK

3. X H softAP,

’AT+CWSAP="ESP32_softAP","1234567890",5,3

N . :

’OK

4. F¥if] softAP {5 5.,
A

’AT+CIPAP?

M . <

AT+CIPAP?
+CIPAP:1ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

K
o EAFIRYHIIE T RE-S _Eadme B AR 1] .
5. #57 TCP g5, #RikdmI1h 333,

AT+CIPSERVER=1

i B <
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6.

7.
8.

10.

OK

PC #4:3 ESP32-C2 X £ 1Y softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

£ PC Ll P 20810 TR A —A~ TCP % /iy, 3423 ESP32-C2 s i) TCP flR 5545 -
Kk 4 ARG B M 25 1 1Dy 0 B BERE .

AT+CIPSEND=0, 4

Nl B <

OK

>

B4 FARE, Bl AR test, ZJa AT R AT R R

Recv 4 bytes

SEND OK

K
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., A
EEARIOET 0 ANFT, KR SERUEIEY. SEND OK.
M2 %32 1D 4 O (8RS EI 4 758
%k TCP g5 A ik 4 T HEdE (Bdlih test), MARGSHER:

+IPD,0,4:test

K TCP i fe.

AT+CIPCLOSE=0

Nl B -

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

W

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Frifi ESP32-C2 4% IP Huhk.
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
N A LU NS NGO NG
4. PC 5 ESP32-C2 %45 B A — B HH
16 PC LM T A, 6l UDP {64, §I41 PC ) TP Hbilkly 192.168.3.102, 3
1 8080,
5. Bl L .

i

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT

OK

LK

e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP

[

* 1112 Jy ESP32-C2 #4511 UDP AHbi 11, G0 HATIRCE, WABRE M NBEYLIE.
* 0 %/ UDP ity IP bt Al D2 [EERY, ANRESE . HATA 5 5h-—& PC GI# 1 UDP gt
HL1a) ESP32-C2 50 v 11 1112 Ak %t , ESP32-C2 WA AR & Hallok [ UDP i1l 1112 A%

P, WERAEA AT 4 AT+CIPSEND=4, X, HSALHREAS
BXNBBARBEN 0, IB2BTERF-S9 %21 PC .
7. Kk T FATER R M 41482 1D K 4 fOBER L.

KIBFNH—F PC i, (Hi24N

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

B -

o A ABFEITEH ML AT+CIPSEND M EKE (n), MRS SN busy p. .., kA

EBHRET 0 ANFAY, KB5S, SEND OK.
8. MIMZEIER: ID o 4 fBER a2 4 7355 .
st PC &k 4 FAHEdE (Bdlih test), MRS SR

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o &Y SSID A% Al R kP IF] o 375 (0 AR B Pl A% 1Y SSTD A o
#51f) ESP32-C2 ¢ IP Mtk
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

LK
o BRERSTR TS LR iR .
4. PC 5 ESP32-C2 S e B[] — N il
TPCJ:@H%I_JQ%TF]&IA, B4~ UDP &4 . 6140 IP #ihik>h 192.168.3.102,
5. (ERESATER: .
iy

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

(L=
e 1112 >k ESP32-C2 #4511 UDP ZHbin 1, %0 AF7E, WA BE N HBEYLE.
* 2 FR2Y7] UDP &4 857 J5, UDP %ﬁm@ M\U}ﬁkAEE& UDP %4 i im {7 B2 H 8 8
Mk — R 5 ESP32-C2 445 UDP @ {Z 1 ie 1P Mkl Flss 1.,
7. Kik A FATEE.

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-C2 vesifi v SSL %5y il 3r Y 4%

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK

LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if ESP32-C2 #5:4% IP Huhl,
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGER RS Lk b AP A A
4. PC 5 ESP32-C2 %4548 [ — ANk il .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. BESP32-C2 545 E M & Fiiad ik SSL #3323 SSL IR455%, MR4#2 1P Mtk 192.168.3.102, i
124 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-C2 & 1i:h SSL JIR55 %5 v 2 i
24 ESP32-C2 i f:0y SSL kg5 iy, WATEILAT+CIPMUX=1 iy fiREL 4, AT A Z A%
Ui 4% F] ESP32-C2 4

PATR & ESP32-C2 B #5124 softAP #57. SSL fig 557 il s 4SR & ESP32-C2 i #/74 station, WJ7EEE
He g S S IAR B P ELIEE SSLRST AR HAH AP IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jii# ESP32-C2 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC 4% ESP32-C2 #5451 softAP,
7. 4£ PC L{ifi/f] OpenSSL #iy4>, 4> SSL % i, #4%3] ESP32-C2 i@ SSL ik 554 -
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

openssl s_client -host 192.168.4.1 -port 8070

ESP32-C2 ¥ 4% L fmi i :

CONNECT

8. KK 4 FATEUREI M 4R ID Oy O fEERK

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK
Vi :
o EEIAMTFHEH SN AT+CIPSEND AR ENKE (n), WMAZLLSWE busy p..., HE

BRI ET 0 AT, KB SERUSIE. SEND OK,
9. MIMZEIESRE ID R 0 (4% il 4 FH 5.
1% SSL 4528 &%k 4 FATHIEE (BdEA test), WARSESHIR:

+IPD,0,4:test

10. %P SSL #:#%,

e

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-C2 %1k SSL 2 Qv vr BRI\ E YA VB

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

N . :

[ox

2. FEHEEIH 1.
Es

’AT+CWJAP="eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. ¥EHE SNTP %545

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C2 #54% IP Huhl,
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
R
o BAEER AT RE S ik Y PR ] o
Espressif Systems 198 Release release-v3.4.0.0

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 4. AT #y2 R

6. PC 5 ESP32-C2 545 -4 [l — &y o

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C2 545 F iR -
ACCEPT
LR
o A H I UE A AR AT DAARSR AR UE L B A TR 3
8. ESP32-C2 1% #1% & SSL & Frim A A IE B &

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-C2 % 451E- % Fimgidad SSL iE4% 3| SSL AR %48, IR&EG#: IP Hihik-h 192.168.3.102,
14 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-C2 % #1i:4 SSL it 55 %5 e Sy AWUn N UE 2 XE4%
14 ESP32-C2 Ay SSL Mg 5t M ATEILAT+CIPMUX=1 i S RE S B8, N TTREA 2% P
R3] ESP32-C2 4% .

PAR 72 ESP32-C2 #5451 A station 757, SSL AR & 25 WA AR & ESP32-C2 %45 1E A softAP, W &%
ESP32-C2 #&MEH SSL R4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Frifi] ESP32-C2 4% 1P Mtk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C2 #¢ £ R2 [A]— i o
7. #£ PC I f#iJf] OpenSSL iy 4, A#—4> SSL % P, %35 ESP32-C2 15401721 SSL iR 4545 -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C2 545 F I -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-C2 #5112k TCP %)y, fevr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi ESP32-C2 445 IP Hbhk.,
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BLH:
o BEAEIEI R AT RE S AR P AR
4. PC 5 ESP32-C2 & 3 51 [ — A~ Bs o .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32-C2 B4 A% Frifiiliad TCP Y425 TCP 4548, MRS IP Hudik>h 192.168.3.102, i
I 8080,
fip

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4210 ESP32-C2 %#51F 0 TCP IR55%s, 2B UART Wi-Fi # £

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C2 1545 IP Huht.,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o BPIAIER TR S LR i A R A
7. PC jE3%%)| ESP32-C2 TCP JIj %548 .
PC 5 ESP32-C2 #5185 A — N H H
1 PC A M TR, G —4 TCP % P, #H#%] ESP32-C2 () TCP JiR45#%. Huhl
192.168.3.112, i1k 8080,
AT i :
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0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C2 %751: 4 softAP 1t UDP {4z UART Wi-Fi i (%

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %43 ESP32-C2 {5451 softAP,

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32-C2 5 PC X 1 sy 71 757 [86] 5 X g [P ik A1 11 (1) UDP %45 . oA IP Mkt ok 192.168.4.2,

WLk 2 8080, AHLlg N 2233, AN 0.
2y

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

g ]+ AR A AR, BIFE E AR, M TCP B R A AL G nT AR

AT+CIPSEND il ke HA% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32-C2 B pk o b s v 8o
TR AR ORI 28 B B MCU il R AL HEIS , W PAS B on ], g i it

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR

o AR SSID IR T AEER_E ik dy S R AYAIA .

3. #rif] ESP32-C2 i%#% IP ik,
A

TSRO % R 2 SSID AR .

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-C2 ¥4 1EHE [ — N i .
TE PC A 2508 T 5, A @ —> TCP k55 #% - 9140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BSP32-C2 & 451E- % Fusidad TCP %425 TCP iR55#%, IRS#s IP #uihikoh 192.168.3.102,
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

N . :

CONNECT

OK

6. ESP32-C2 i A R i ON B Bial.

e

’AT+CIPRECVTYPE=1

Wi

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32-C2 ¥ # E i s izt N B w B i K .

AT+CIPRECVLEN?

Wi KV -

+CIPRECVLEN: 4
OK

9. ESP32-C2 A& R sh i it i g 7 2t

AT+CIPRECVDATA=4

M B -

+CIPRECVDATA: 4, test
OK

4.3 Bluetooth LE AT 74

IO F2 2 4 Bluetooth® Low Energy AT 4744 WM 5k, HHRBUE ESP32-C2 i Limfrix 4
iuyEEA NI
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H A

Bluetooth LE & F %135 Mk 44 AE44

Bluetooth LE % 330 %

A~ ESP32-C2 JF A AR Z W) 3% 5 SPP %45, vA B & UART-Bluetooth LE i% 152 X T 15 4 # 3B
ESP32-C2 5 543 5 SPP i%3%, VA% j& UART-Bluetooth LE i 1% 42 X F 1 #i 2
ESP32-C2 %o #LZ 18] % 5 Bluetooth LE % 3% 5 fiexf

L] L] L] L] L] L]

4.3.1 W4

ESP-AT 477/ 37 43 Bluetooth LE 4.2 R iUE, A S04 948 { & F T Bluetooth LE protocol 4.2 {Jp
WG, 5S% 20 42 SRBCE 2 E R

Bluetooth LE Ppil{ 44

Bluetooth LE X3 M T 2 4N LA JEZL: Physical Layer (PHY)., Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP).

* PHY: PHY JZ EZATTHEWIEIE _F R EFMBE E L. Bluetooth LE ffiH] 40 MMifEHE. M
Vi 2402 MHz %] 2480 MHz,

o LL: LL 2 FEATTEIE . BolcfreiuZ e (A, WREE, e 2EEgm), kS
WA 2 R Y BREEBEAH I SR BT . BRI 2RV T 4. 8. Bvr/38. AR
#E., LHEBEAMPRESZ —.

* HCI: HCIJZ [ EALAE i #e e it — MR8 0 . %2 T AR AP T SEP el &l A A {442 T
UART, SPI. USB f#Efil.

* L2CAP: L2CAP JZ M TEx FAUA SR 2 [0 32 e B #- A T U e 0 . o BOR S A 4524 o

o ATT: ATT JZSEBL T B VENR S5 A8 A M5 s Z [A) ) Ot il ATT 2 P[] ATT JiiR 55 i A0 1%
A ARFIfIA . ATT 55t ) % i AR MR LY. . AR R .

o SMP: SMP 2l T-2E BN 35 B 40 FN By 8540 . SMP 0455 BRI 25 S5 6 AN B0 B4 420, It
TBER LR R B LI A B RS B

* GATT: GATT ZF/nEMIRSA A ki @R Pim e, ELE SCHE TR ek S 2 il
WIS « AR 2 IR G . ZZ2 R T R0, S B ARk SR EA R 0 .

* GAP: GAP EMCERITAH WA B4 H AT, BIAntE s . BSOS B R T B SOl A i s
MUY . GAP [R5 G L. EERX. 24, Bk, RPEFIIR S KB

Bluetooth LE ffj{t, %15y

1E Bluetooth LE PpisUke AN [H] 2B AR Fa (X 20 o X LA R AN .
o LL: XA R PARIZ K EHLA MAL, MM H&, THLRTAR &R
e GAP: EXNT 4MeEEMG: JHE. WEH. MEEEM PFOEE.
o GATT: WA PA N RE3mMl & F 3.

iR

o AR Bluetooth LE 43 Fl Bluetooth LE % F3##i2 GATT EMAA.

e 457, ESP-AT % Bluetooth LE R4 Ml Bluetooth LE & F 3g[a W A77E .

* ANt ESP-AT #]4f 4k~ Bluetooth LE filk 45 iy ifs /& Bluetooth LE 7 iy, [7] b 7 422 (1) e K A 450
3,

GATT HSE— Rl L L, f B YF T DOA 2 — Rl st i b 12 sl XA @ PR 454 R
W el AN, SRS A FRBE R AL, B FE LR Z BRI TRA .
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GATT R4 3%H1 GATT & F 3miX WiFh i (0 /77T Bluetooth LE M 83 2 J5 . GATT R4 287 1o J&@
PEPMUE R BIREE, H3258 [ GATT & s @t hisEsk . er O A, fims, AtEdmnm—
WFRR GATT M43, THRIBUEN SRRl GATT & P .

4.3.2 Bluetooth LE %y B IR 55 FAEA
AR 7~ 3 [l s (5 FH P e ESP32-C2 FF e, Horfr—3effE4 Bluetooth LE 455 (M4 Bluetooth LE i 5%

W), 7—3AE A Bluetooth LE & Fifi (HAE A Bluetooth LE & P fi 4 ) o X /MBI J /R T I anfal fff
JH AT fiy4 757 Bluetooth LE %4, 5 B H 15 .

B FEA A PLESP32-C2 Bluetooth LE A4 313k AY#AE H S5 3YF ESP32-C2 Bluetooth LE
R4 eI ATRI AT, DL ESP32-C2 Bluetooth LE & & 3% H-L#4E H FE3iYE ESP32-C2 Bluetooth LE
% P AT RIA]

1. #1454k Bluetooth LE Tf§E.
ESP32-C2 Bluetooth LE J 453 :

’AT+BLEINIT=2

Mg [«

’OK

ESP32-C2 Bluetooth LE % i :
iy

’AT+BLEINIT=1

Mg |/«

[ox

2. ESP32-C2 Bluetooth LE JIf 45 iifi #KHUH: MAC Hudik .
fir s

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

ALK
o AR PRI T R S _ERm B PN, IO b, TR R 2 E
1. ESP32-C2 Bluetooth LE f} 45 it % Fi IR 45 45 4iF
s

AT+BLEGATTSCHAR?

M B -

+BLEGATTSCHAR: "char",1,1,0xC300
+BLEGATTSCHAR: "char",1,2,0xC301
+BLEGATTSCHAR: "char", 1, 3, 0xC302
+BLEGATTSCHAR: "char", 1,4, 0xC303
+BLEGATTSCHAR: "char",1,5,0xC304
+BLEGATTSCHAR: "char", 1,6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char",1,8,0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400

(R ogkzk)
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(£ L£50)

+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

2. ESP32-C2 Bluetooth LE R 444 4%, 2 )5 ESP32-C2 Bluetooth LE %% P FF b4 34 7 HF4: 3
[
ESP32-C2 Bluetooth LE fIf45 3t :
s

’AT+BLEADVSTART

W

[ox

ESP32-C2 Bluetooth LE % i :

’AT+BLESCAN=1,3

N . :

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

AR
AVEIUE REERE T =AM we ) )Vl I E N G
3. 77 Bluetooth LE %32,
ESP32-C2 Bluetooth LE % i :

iy

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

N . :

+BLECONN:0, "24:0a:c4:d6:ed4:406"

OK

AR
o A iR AEF, 5 ESP32-C2 Bluetooth LE g 55 bk .
o MR Bluetooth LE #3253, N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE #E#22 i, M43 /R +BLECONN: 0, -1,

4. ESP32-C2 Bluetooth LE % P13k % Bl R 55
s

AT+BLEGATTCPRIMSRV=0

Mg |3«

+BLEGATTCPRIMSRV: 0, 1,0x1800, 1
+BLEGATTCPRIMSRV:0,2,0x1801,1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV: 0, 4, 0xA003, 1
OK

B -

* ESP32-C2 Bluetooth LE & g & ifi Iz 55 (4528, bt ESP32-C2 Bluetooth LE Jiiz /3 25 1A iz 55 £
4ERZWABRAIRS (UUID: 0x1800 1 0x1801) , X 2IEH M4, FEHERIM, XTFH—RS%,
ESP32-C2 Bluetooth LE & it 2y 1A 1Y) <srv_index> {H 2T ESP32-C2 Bluetooth LE i i 25 11 (1)
<srv_index> {H + 2, FUN_ERRGFI IR S 0xA002, 247HiHE ESP32-C2 Bluetooth LE % i £y
B <stv_index> 3 3, HI15L7E ESP32-C2 Bluetooth LE JIf P13 if AT+ BLEGATTSSRV? iy 4
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#if], W] <srv_index> iy 1.
5. ESP32-C2 Bluetooth LE % F i % Pl (H .
A

AT+BLEGATTCCHAR=0, 3

i . <

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "char", 0,3, 3,0xC302, 0x08
+BLEGATTCCHAR: "char", 0, 3,4, 0xC303, 0x04
+BLEGATTCCHAR: "char", 0,3, 5,0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6, 0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR:"char",0,3,8,0xC307,0x02

OK

6. ESP32-C2 Bluetooth LE % P B — MR AE A
iy

AT+BLEGATTCRD=0, 3, 1
M 3. :

+BLEGATTCRD:0, 1,0

OK

BiH -
o HVER HARFFIE LA AR .
o 15 ESP32-C2 Bluetooth LE % i 32 BUASAF il B, ESP32-C2 Bluetooth LE fIg 45 i ) & 5 78
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C2 Bluetooth LE % F1iif B —ANMEHAE(H «

oS

’AT+BLEGATTCWR:O, 3,3,,2 ‘

Wi K7 -

T > FOR AT gl OB, AT AR ABCHE, U HCHE K B 5 B <Length> 1y
i, HETE AR

[ox |
LR
o 41 % ESP32-C2 Bluetooth LE % /7 i 5 45 £ i i& 45 )% 3, ESP32-C2 Bluetooth LE JIf % it

N &3t 78 +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,
8. Indicate —/MFHF(H .
ESP32-C2 Bluetooth LE % i :
o

’Z—\T+BLEGZ—\TTCWR=O, 3,7,1,2 ‘
M B -

E |
5 > Fon AT WER IR D8, ERHET DA AR, S8R KRS 24 <length> |
fER, ATE AR,

Espressif Systems 212 Release release-v3.4.0.0
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 4. AT #y2 R

>k 7 3215 ESP32-C2 Bluetooth LE i 453 % 12613 Sk 198k (Glad notify B indicate TR,
ESP32-C2 Bluetooth LE & i 5 TR g 1A IR 55 53 W . XFF notify =, FEES A(H 00001,
XTF indicate Fx, FHEEA(H 0x0002, FEABFIHE A 00002 EfH indicate k.
OK ‘
K
o N5 ESP32-C2 Bluetooth LE % i B4R AE i A 45 13, ESP32-C2 Bluetooth LE JR 4% i M| £
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>,<len>,
<value>,

ESP32-C2 Bluetooth LE JI7 53
il

’AT+BLEGATTSIND=O, 1,7,3 ‘

N Y. :

> |
5 > FUR AT HER I HICER T8, R mT DA A, S50 K R B B340 <length> [
{EH, $RAT indicate #EAE.
[ox |
i :
o Y15 ESP32-C2 Bluetooth LE % F 422 U 2| indication, N)<x3#E /K +INDICATE : <conn_index>,
<srv_index>, <char_index>, <len>, <value>,
o XFTA—R%:, ESP32-C2 Bluetooth LE % i) <srv_index> {H %% T ESP32-C2 Bluetooth LE fiit
P <srv_index> {H + 2, X EIEFNE.
o NPT IRSS HARFERIALR , SEPT S5 SO e T ) SR HIE T IR 5.

4.3.3 Bluetooth LE YE#: %%

DA 7 B RIS 6 AT e ESP32-C2 JF B2, Hrhi—Hff- Bluetooth LE Ji%-4 (F1ff:3 Bluetooth LE 45
§ifA (), % He/E Bluetooth LE % ik (Jff Bluetooth LE 7 P ). i MITFRR T /RN
Bluetooth LE %3,

G

o fEVA REBEH DL ESP32-C2 Bluetooth LE M43k #1E H 53 7F ESP32-C2 Bluetooth LE
MRS uATHI AT, PLESP32-C2 Bluetooth LE % F 3L #fE HFEBHE ESP32-C2 Bluetooth
LE & P AT EPAT

o A G RPN RIS . 98 FUR I ) R AE AU T N IR

» ESP-AT i R ifF 40 10 M.

1. 54k Bluetooth LE Lk,
ESP32-C2 Bluetooth LE H 45 i :

’AT+BLEINIT:2

i B :

[ox |

ESP32-C2 Bluetooth LE £ i :
i

’AT+BLEINIT:l

Nl B <
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’OK

2. ESP32-C2 Bluetooth LE filz 45 i #5 B Bluetooth LE #iidil: .

’AT+BLEADDR?

i B <

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

AR
o BAWEIRHEE AT RE S AN rh AR, IO L, R R S

1. ESP32-C2 Bluetooth LE Ji% 453t & BRAR 55 45-1E

AT+BLEGATTSCHAR?

i B«

+BLEGATTSCHAR: "char", 1,1, 0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char",1,3,0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR:"char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char",2,2,0xC401

OK

2. ESP32-C2 Bluetooth LE I 45 3 - 14) #&, 22 J5 ESP32-C2 Bluetooth LE 2% F' it FE a4 3 H %4 3
Fhh o
ESP32-C2 Bluetooth LE H 45 i :
i

’AT+BLEADVSTART

i . <

’OK

ESP32-C2 Bluetooth LE £ i :

’AT+BLESCAN:1,3

i . <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

PR :
o TR RATRES ik i o AR TH] .
3. 757 Bluetooth LE #$2.
ESP32-C2 Bluetooth LE % i :

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

N . :
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+BLECONN:0, "24:0a:c4:d6:ed:406"

OK

Vi :
o A _LiRar AR, 10 H #8 ESP32-C2 Bluetooth LE Iz 45 s il .
o MR Bluetooth LE £ i), N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 15 Bluetooth LE #E#:2 5, W< R +BLECONN: 0, -1,

4. ESP32-C2 Bluetooth LE % P13k % Bl R 5
s

AT+BLEGATTCPRIMSRV=0

M B -

+BLEGATTCPRIMSRV:0,1,0x1800, 1
+BLEGATTCPRIMSRV:0, 2, 0x1801, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

i :

» ESP32-C2 Bluetooth LE % i if iRk 55 255,  H ESP32-C2 Bluetooth LE Az i 25 1 iR 45 19
2E R Z A ERIANR S (UUID: 0x1800 #1 0x1801) , XJi&IEH 4. IER A, %1 E-—RS,
ESP32-C2 Bluetooth LE & it #r 1A 1) <srv_index> {H 25T ESP32-C2 Bluetooth LE R F i 2514 (1Y)
<stv_index> ff + 2. {0 ARG IR S 0xA002, 4 #i7E ESP32-C2 Bluetooth LE % F i 2
2 ) <srv_index> A 3, HW5RFE ESP32-C2 Bluetooth LE fll 338 i3 AT+ BLEGATTSSRV ? 54>
2], N <srv_index> 24 1,

5. ESP32-C2 Bluetooth LE % F i % PR .

AT+BLEGATTCCHAR=0, 3

W

+BLEGATTCCHAR: "char", 0, 3,1, 0xC300, 0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "char", 0, 3,4, 0xC303, 0x04
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02

OK

6. WEINZESH ., KE auth_req 5y SC_MITM_BOND, HR% il iocap S KeyboardOnly, %)
Wit iocap SN KeyboardDisplay, key_size >} 16, init_key 5 3, rsp_key N 3.
ESP32-C2 Bluetooth LE ik 45 3 :

e

’AT+BLESECPARAM=13,2,16,3,3

Mg .«

[ox

ESP32-C2 Bluetooth LE % J13f :
i
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’AT+BLESECPARAM=13, 4,16,3,3 ‘

N . :
[ox |
PEHA:
o JEAH, ESP32-C2 Bluetooth LE Al 5% i i A FiL X%, ESP32-C2 Bluetooth LE % F i i 7~ fic
X5 .

o BESP-AT ¥ Legacy Pairing fll Secure Connections W, HEZEEE 5
WIPE g, ANt £ Secure Connections, M4 A Secure Connections
Jr e .
7. ESP32-C2 Bluetooth LE % i & e i 25 5K o

’AT+BLEENC:O,3 ‘

i . <

[ox |

ALK
U5 ESP32-C2 Bluetooth LE A 45 b T # I i 3=K , ESP32-C2 Bluetooth LE Al 45 Ui W 23 # 7R
+BLESECREQ:0,

1. ESP32-C2 Bluetooth LE % Fii [8] & it % i
iy 4
’AT+BLEKEYREPLY=O,793718 ‘
N . :
[ox |
PATIX NS Z 5, TE ESP32-C2 Bluetooth LE fift 45 5i Al ESP32-C2 Bluetooth LE & F' i 434 — 454}

IVAEFSE/ s
ESP32-C2 Bluetooth LE A 45 3 :

+BLESECKEYTYPE: 6
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:

+BLEAUTHCMPL: 0,

2

N W e

~ 0~ 0~ N

O O O O O

ESP32-C2 Bluetooth LE % i :

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

T PAZ W& DA +BLESECKEYTYPE J13k{E B, {5 B +BLEAUTHCMPL: 0, 0 W8 —ASEh 0 %
IRMEE ), h 1 FR IR

4.3.4 W4 ESP32-C2 JF R M2 4k 3. SPP ¥%4%, LKAt UART-Bluetooth LE i% 4
A e H s

PAF 73l ] B (5 i e ESP32-C2 FF %A, Hirpr—3eff 4 Bluetooth LE 453w (ML 4E K Bluetooth LE fiit 45
), J—HAEH Bluetooth LE & P (LA Bluetooth LE % Pl fA (4) o 3X AT F@m 1 W Q]
37, Bluetooth LE %42, DA S 7857151518 {E Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE i {£ 45
)
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T FEPANEEEPFPAESP32-C2 Bluetooth LE R4 3Tk R F554E ESP32-C2 Bluetooth LE
HR 45 i SATHI A, DA ESP32-C2 Bluetooth LE & P 3% 3L #:/E H 25 34 ESP32-C2 Bluetooth LE
& AT RIA]

1. #¥J54k Bluetooth LE Lk,
ESP32-C2 Bluetooth LE H 45 i :

e

’AT+BLEINIT=2

i . <

’OK

ESP32-C2 Bluetooth LE £ i :
s

’AT+BLEINIT:1

Nl <

’OK

1. ESP32-C2 Bluetooth LE R4 i B EH MAC btk
Foe

’AT+BLEADDR?

Wi K7 -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

3
 GATABIAAETE S AR HORT, AL, RIS 2 S
2. ESP32-C2 Bluetooth LE Az 55 it ) #& &4
e

’AT+BLEADVPARAM:50,5O,O,0,7,01,

i B <

’OK

3. ESP32-C2 Bluetooth LE J}t 45 i3 & T 3G di .
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

Nl B -

’OK

4. ESP32-C2 Bluetooth LE R 554G 4% .
T

’AT+BLEADVSTART

Nl . <

’OK

5. ESP32-C2 Bluetooth LE % P i34, £rze 3 #.
e
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AT+BLESCAN=1, 3

N . :

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o ISR TS bk B R[]
6. 757 the Bluetooth LE %32,
ESP32-C2 Bluetooth LE & i :

AT+BLECONN=0,"24:0a:c4:d6:e4d:46"

Mg [«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

A
o A _LiRar B, MY ESP32-C2 Bluetooth LE Al 45 itk o
o Y158 Bluetooth LE &8 3, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15 Bluetooth LE #ER:K I, N&$E/R +BLECONN: 0, -1,
7. ESP32-C2 Bluetooth LE fi 45 #5251 R 45

AT+BLEGATTSSRV?

i B -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK
8. ESP32-C2 Bluetooth LE J[t 45 it % BUAHE .
e
AT+BLEGATTSCHAR?
Nl <

+BLEGATTSCHAR: "char", 1,1, 0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char",1,3,0xC302
+BLEGATTSCHAR: "char", 1,4, 0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char", 1,7, 0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char",2,1,0xC400
+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

9. ESP32-C2 Bluetooth LE % Fii % PRAR % .
i

AT+BLEGATTCPRIMSRV=0

N Y. :
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+BLEGATTCPRIMSRV:0, 1, 0x1800, 1
+BLEGATTCPRIMSRV:0,2,0x1801, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1
OK

Vi :

» ESP32-C2 Bluetooth LE & P Zrif] IR & 145 5%, H ESP32-C2 Bluetooth LE fiiZ P 2T i) AR 45 14
LERZABRAIRS (UUID: 0x1800 1 0x1801) , X 2 IFH M4, EHEM, XTH-—RS%,
ESP32-C2 Bluetooth LE & i Ay 1A 1Y) <srv_index> {H 45T ESP32-C2 Bluetooth LE A i 25 1 )
<srv_index> {H + 2. B0, FiRRGIHHIIRSE 0xA002, 4Hi7E ESP32-C2 Bluetooth LE % i
A B Y <srv_index> °F 3, UNHFE ESP32-C2 Bluetooth LE R J i il i AT+ BLEGATTSSRV? fiiy
A1, W <srv_index> H 1.

10. ESP32-C2 Bluetooth LE % Fi# % AL .
AT+BLEGATTCCHAR=0, 3
i . <
+BLEGATTCCHAR:"char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "char",0,3,3,0xC302,0x08
+BLEGATTCCHAR:"char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
OK
11. ESP32-C2 Bluetooth LE % i it & Bluetooth LE SPP,
VR SRS HAEN RS RHE (characteristic) {458 A ik 8, 8% SCRF notify 53 indicate 1)
characteristic 1 532 18 B R B -
’AT+BLESPPCFG:1, 3,5,3,7
Mg B <
’ OK
12. ESP32-C2 Bluetooth LE % Fiii{i#i §E Bluetooth LE SPP.,
’AT+BLESPP
Wi K7 -
OK
>
iR FRoR AT £ 43E A Bluetooth LE SPP B, AT DAHFA T4 1) A ik F2 K .
AR
« ESP32-C2 Bluetooth LE & F i JF = Bluetooth LE SPP i & X J5, 58 1 Uic 31 1) B0 & 3 3
Bluetooth LE &4 %l ESP32-C2 Bluetooth LE [}t 4% 3 .
13. ESP32-C2 Bluetooth LE flig % it & Bluetooth LE SPP,
e P& 7 notify B indicate ¥ characteristic /E4 5 il 8 A X508, W FE#E/ER characteristic
VR 38 T8 RS -
i
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’AT+BLESPPCFG=1,1,7,1,5

N . :

[ox

14. ESP32-C2 Bluetooth LE IR 43 {#i §€ Bluetooth LE SPP,

’AT+BLESPP

W

OK

>

iR FRoR AT 2 43F A Bluetooth LE SPP X, AT DAHFA TR 1) Ak F2 K
i :
« ESP32-C2 Bluetooth LE [l P73t Ff =2 Bluetooth LE SPP & 55 5, Ef 11U # 1 Bi 3 2 5 1o
Bluetooth LE %4 %l ESP32-C2 Bluetooth LE & Fiifi .
o 75 ESP32-C2 Bluetooth LE % F i it V5 & 4&FF & Bluetooth LE SPP %1%, ¢ F HoAth i £51F
K Bluetooth LE % i, ] ESP32-C2 Bluetooth LE & i 5 22 42 I B il Notify %3 Indicate
5140, ESP32-C2 Bluetooth LE % P NS K - 8 i54% , W 5518 F AT+ BLEGATTCWR=0,3,7,1,1
FF 25T, ESP32-C2 Bluetooth LE % 45 5 4 g s ) SC IR5 4%
o X FR—HR 4%, ESP32-C2 Bluetooth LE & it <srv_index> {H 4% T ESP32-C2 Bluetooth LE fig
S5HY) <srv_index> {H + 2, XEIEHEIZ.

4.3.5 ESP32-C2 5FpLi . SPP #ER;:, Ul JeAr UART-Bluetooth LE iE LA T {& 40
Bt

VR BURR T WIfAITE ESP32-C2 JF &ML ((UEMIRSIRER: % dfn 6) RIFHL ((UIENIRIIFER: F%
FUf () 2 [y SPP i, DAY ANTFE UART-Bluctooth LE A F el

g BB PLESP32-C2 Bluetooth LE R4 3k io#/E R34 ESP32-C2 Bluetooth LE I} %%
U ATRIAT, MDA Bluetooth LE & P 3wk AU HAE R BAE LAY R B T s AT R AT .

1. ZEFHimw 2% Bluetooth LE i BhF, FI4N LightBlue.
2. ¥4k Bluetooth LE IjfE.
ESP32-C2 Bluetooth LE A 45 3 :

’AT+BLEINIT=2

i [ <

’OK

1. ESP32-C2 Bluetooth LE R 4% i3k B MAC #idil: .

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PR
o EAEIHUAE T RES Bk m N R ORI, ISR L, RS S A E .
2. ESP32-C2 Bluetooth LE %5 it 5t B & S5
s
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’AT+BLEADVPARAM=50, 50,0,0,7,0,,

N . :

’OK

3. ESP32-C2 Bluetooth LE J}t 45 i3 & 1 3& 0 dE
e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

Nl <

’OK

4. ESP32-C2 Bluetooth LE R 554G 4% .
e

’AT+BLEADVSTART

M B -

’OK

5. f1# Bluetooth LE %%,
F-HLFT JF LightBlue I I #2/5, F47FF SCAN JF s 4, % %] ESP32-C2 Bluetooth LE i 45 iii
B MAC #Huhl, fsf conNECT RT3, HEAT ESP32-C2 i W i% £ 4] Bl 240 T +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFERELHSE T Bluetooth LE %z,

6. ESP32-C2 Bluetooth LE fi} % 325 i R 55 .
T

AT+BLEGATTSSRV?

Wi K7 -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

7. ESP32-C2 Bluetooth LE JI% 45 3 & PUAHE -
e

AT+BLEGATTSCHAR?

Wi

+BLEGATTSCHAR: "char",1,1,0xC300
+BLEGATTSCHAR: "char",1,2,0xC301
+BLEGATTSCHAR: "char", 1,3, 0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR: "char",1,5,0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char",1,8,0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char",2,2,0xC401

OK

8. Bluetooth LE % 3 & FUAHE .
I BAE B LightBlue % 77 3358 $& 5 i Properties & NOTIFY 1% # INDICATE IR 55 45 4F (X B
ESP-AT #£iA Properties 2 NOTIFY % INDICATE [} 4 54 i 0xC305 1 0xC306) , FFIA T
Properties ) NOTIFY B3 INDICATE B4 R 55 551 .

9. ESP32-C2 Bluetooth LE Jiz 45 i it & Bluetooth LE SPP.,
PP notify B indicate [ characteristic /F 45 il i8 AR5, S HEAER characteristic
VE R i338 18 B -
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fir s

’AT+BLESPPCFG=1, 1,7,1,5

Mg |3«

[ox

10. ESP32-C2 Bluetooth LE JIR 43 {#i §€ Bluetooth LE SPP,
s

’AT+BLESPP

i B -

OK

>

idmg R FRoR AT 243k A Bluetooth LE SPP 452X, ] DAHFA TR 1) A R F42 0K .
11. Bluetooth LE % Fifig & 25 5504 o
1r LightBlue % 4% 0xC304 AR 55 HR1E(E K 15 5 test 45 ESP32-C2 Bluetooth LE AR 453, I
B} ESP32-C2 Bluetooth LE R 45550 PAIKE] test .
12. ESP32-C2 Bluetooth LE I} %3t % 12 53 .
7£ ESP32-C2 Bluetooth LE f} 45 i B3 & 1% test, I LightBlue i il AN E] test.

4.3.6 ESP32-C2 fiIT-HL.z . Bluetooth LE #E#; I HeXf

Bl T ANfIAE ESP32-C2 JF At (U MARIIFE I g5 #i fa o) AFAL (UE A IREhFEE 4 %
Pl ) 2 [a)z 7. Bluetooth LE #2439y A\ 85 4H 5¢ UBC T

H¥: PPl ESP32-C2 Bluetooth LE R4 3% 3kl /E H 22 2 4E ESP32-C2 Bluetooth LE I} 4
IPATRIR], MiPA Bluetooth LE & P 3 kB E X T ZAE F LA 85 A VR B F rp AT BT

1. ZEFALim 2 Bluetooth LE 1By F, i LightBlue | FIFEFF
2. #14s4k Bluetooth LE I fE.
ESP32-C2 Bluetooth LE JR 453 :

e

’AT+BLEINIT=2

Mg o«

’OK

1. ESP32-C2 Bluetooth LE g 45 iR HUH: MAC Hiht .

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4d:46"
OK

LR
o MBI HAE TR S Bk B R BRI, ISR HEE, R AR IR 2 HE .
2. ESP32-C2 Bluetooth LE 7 4 i i B 1 250
s

AT+BLEADVPARAM=50,50,0,0,7,0,,

i

Espressif Systems 222 Release release-v3.4.0.0
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 4. AT #y2 R

’OK

3. ESP32-C2 Bluetooth LE J}t 45 i3 & 1 3& d .
e

’AT+BLEADVDATA="O20106OAO9457370726573736966030302AO"

i B <

’OK

4. ESP32-C2 Bluetooth LE JI45 s 15 &35 250
iR

’AT+BLESECPARAM:l3,2,16,3,3

i B -

’OK

5. ESP32-C2 Bluetooth LE iR 45 i 48 4% -

’AT+BLEADVSTART ‘

Nl . <

o |
6. Bluetooth LE % il 2 1E 82
FHLITIF LightBlue 7 J ¥, I3 FF SCAN FF #4494, # %] ESP32-C2 Bluetooth LE J}} 45 it
7 MAC #ihl, fiif; CONNECT #E47# 4. B ESP32-C2 3if v % £ F7 B 25l T> +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFEROLEST T Bluetooth LE 74,
7. ESP32-C2 Bluetooth LE fI 45 it & I 5 3K
e

’AT+BLEENC:O,3 ‘
i B«
[ox |
8. Bluetooth LE % Fii [A] 2= %t
F#L LightBlue [ F A2 K W61 8 5 3 1) Bluetooth LE JEF2 1Y) 71 £ 3 U x5 B (ST &4,
BNE LA 231518), i BAt. M ESP32-C2 i i% 234 B2l F +BLESECKEYREQ: 0 [fJ H
&, ii%%/%iﬁmaééumr” [[iRop
9. ESP32-C2 Bluetooth LE JIi% 45 3 [f] & it %o 2854 .
I} Bluetooth LE Az 45 i [0 52 () 285 4 B — 3% o F-AL LightBlue 3 F A% 5 5 A4 i %5 8 )
B4 231518,
s

’AT+BLEKEYREPLY:O,231518 ‘

Nl . <

’OK ‘
LI ESP32-C2 Bluetooth LE fiz 55 sig 24T EIZEMU T AN Hi&, iX /R ESP32-C2 Bluetooth LE JIZ 55 iy
5 F#1 Bluetooth LE %% i 52 i T B Xt »

6

+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: 0,

2

o oo oo
~ S~ o~ S
N W e
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4.4 MQTT AT 714

AT BRI E ESP32-C2 i FIfTMOTT AT 44 % fir BTN~ Bl o

AT TCP &4y MOTT %35 (5% At MOTT K32) (iEF THE5 V)
F TCP oy MQTT 43 (‘%% Axebls MOTT X32) (& FTHIEES)

H*
BT TLS 89 MOTT %3 (5% A3 4)iE MOTT 1X32)
A F WSS &9 MOTT % 3

R SR TR R B IR T R B R Wi-Fi AR .

44.1 JET TCP iy MQTT &g (ifs ZA MBI MQTT {R81) (GG T %tk )
DA77 B [ BT P e ESP32-C2 HF 42, Hohi—Heffy MQTT %Afigr (JUfh MQTT EAligifaa),
—HfEl MQTT iTF8%  (JUEA MQTT 1T # i ().

ANBIAEE T anfal T TCP @) MQTT i#:4: ., B eETHEAIE— 4 MQTT /LB, {&i MQTT B
IP #ihil>f 192.168.3.102, Ugldk 8883,

F%: PYPRPPLESP32-C2 MOTT & A7 & I KA 75 BAE ESP32-C2 MQTT %Ki & i AT RIHT, DA
ESP32-C2 MOTT 3T & I kM4 A 5 27 ESP32-C2 MQTT ] B sm AT RIAT o IR 44 A e 1
RFEMR s, D)5 A R A i AN 1T B S IAAT

1. &E MQTT i P&
ESP32-C2 MQTT %1
fir g

’AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

N . :

[ox |
ESP32-C2 MQTT 7 53 :

iy

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

i B <

[ox |

2. 8 MQTT L3,

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

i B -

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

PR
o RET A MQTT ACEEIE 4 50 MQTT A3 IP il AT 5 iR dr AR .

Espressif Systems 224 Release release-v3.4.0.0
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 4. AT #y2 R

3. 1T MQTT =45,
ESP32-C2 MQTT ] 4% :
i
’AT+MQTTSUB=O,"topic",1 ‘

i . <

[ox |

4. K MQTT {8 (FfFH).
ESP32-C2 MQTT %1
i

’AT+MQTTPUB:O,"topic","test",l,O ‘

Wi K7 -

E |
Ui :

o i ESP32-C2 MQTT &A#E M AMiHE , PA NG ERF7E ESP32-C2 MQTT 1] [ # im e /s o
+MQTTSUBRECV:0, "topic", 4, test ‘

P MQTT %42 .

AL -

&

5. %
ﬁ

3

’AT+MQTTCLEAN=O ‘
M B -

[ox |

442 JET TCP iy MQTT &g (ifi 24 MBI MQTT {R81) (GEM THdi%)
DA 77 B [ BT P e ESP32-C2 HF 4, Hoop—-Heffly MQTT %iAfigy (JUfh MQTT KAl faa),
—HfE MQTT iTF8#  (JUE MQTT i # i ().

B T A 3T TCP @ MQTT #48z . e 2@ — 4 MQTT 3, fkik MQTT LB
IP #blh 192.168.3.102, 4 8883,

WMAREEHEEMBREEMN R Z, CElBi TH& AT 2K EHE 256, W& DA
FHAT+MQTTPUBRAW fi5%~.

W BEPPLESP32-C2 MQTT X i & ki #E H 55 Z4E ESP32-C2 MQTT K A& it ATRI AT, DA
ESP32-C2 MQTT T 8 # H3k i #fE L5 Z7E ESP32-C2 MQTT 7 & bt A TR o] o SR B4R A Hr 5]
SEHTER s 0, DR BAE AT 2 i AT B 2 i A A T o

1. & MQTT i g
ESP32-C2 MQTT % i
s

’AT+MQTTUSERCFG=O,1,"publisher","espressif“,"123456789“,0,0,"“

M B -

o= |
ESP32-C2 MQTT ] % :

iy
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’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

N . :

’OK

2. 4% MQTT fUE,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

i . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

Vi :
o EHIAM MQTT B4 5 MQTT U3 IP Hudik vl g 5 _Fikfr & iAo
3. 1T MQTT F /.,
ESP32-C2 MQTT ] [
A

’ AT+MQTTSUB=0, "topic", 1

Wi K7 -

’OK

4. BAT MQTT 48, (F4FH).
TR A I SR, Ky 427 545,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32-C2 MQTT %7
s

AT+MQTTPUBRAW=0, "topic",427,0,0

Nl B <

OK

>

b R AT CHER OB AT R, AT DA AN, 2 AT S0 i it K RE L 3
<length> 5, HHatehiitin.

+MQTTPUB: 0K

B
¢ AT At > FREIR, R RR T R S SRR X, R T S DA B4R (CR-L),
* 02 ESP32-C2 MQTT % AR & N AN E, AT E R &7E ESP32-C2 MQTT 77 Fi & lin s .

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/", "User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4bf5218070413"}}
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5. 30 MQTT i3
RS

’AT+MQTTCLEAN=O

N . :

’OK

44.3 J&T TLS [y MQTT &% (i 2B MQTT {URH)
PAR 7 B[R] (W ESP32-C2 JF by, Horp—3uffoy MQTT %Al (S MQTT A& fith), 73
— P2 MQTT 3T % (UERN MQTT il & f ).«

NBIAE T W 3T TLS A MQTT %42 15 /efETE 2l — M 4H MQTT 3, ik MQTT LR
IP #bhlh 192.168.3.102, 04 8883,

By BIEPPAESP32-C2 MQTT & A7 3 kM #ME R 75 Z7E ESP32-C2 MQTT & A& A TRITT, DA
ESP32-C2 MQTT T f# ki #fE L 75 Z7E ESP32-C2 MQTT 7 & bt A TR W] o SR B A Hr 5]
FRUAEWR s A, DR BAE A 2w AT B 2 i A A T o

1. PEERFIXH SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

i Y <

’OK

2. #¢ifi] SNTP Hi}d],
e

’AT+CIPSNTPTIME?

Wi K7 -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRAYAESH) SNTP £5 R v 585 _LaRm i o AN .
o PR SNTP i i) — & & E LA RUWETE], ANGEE 1970 4F K 2 Fi i B a] o
o E BRI T AE TLS AIERHAR IS IE A %50y .
3. WE MQTT M g k.
ESP32-C2 MQTT % i
s

’AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

M B -

’OK

ESP32-C2 MQTT i] %
s

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

i B -

[ox
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4. B MQTT JE3% R
o

’AT+MQTTCONNCFG=O, 0,0,"lwtt", "lwtm", 0,0 ‘
N . :
[ox |

5. #H: MQTT fURH.
i

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘
N . :

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK
AR
o fEI AR MQTT B4 5 MQTT 03 IP Hudik ] g 5 ik & H A ]
6. 7115 MQTT =45,
ESP32-C2 MQTT ] {3 :
i

’AT+MQTTSUB:O, "topic", 1 ‘

Nl .«

[ox |

7. Jifi MQTT L (F4th).
ESP32-C2 MQTT %Afid:
i

’AT+MQTTPUB=O, "topic", "test",1,0 ‘
M B -
[ox |

BEH:
* 2R ESP32-C2 MQTT %Afi& i AAHE, LA MEERF&7E ESP32-C2 MQTT 1] & dindi s -

’ +MQTTSUBRECV:0, "topic", 4, test ‘

8. KM MQTT #4%.

e
’AT+MQTTCLEAN=O
Mg J3

[ox |

4.4.4 3T WSS Ity MQTT &4
AR (] B W ESP32-C2 JF e, Horp—IRAF2 MQTT %eAii (U/EH MQTT LAEME), 7
—BfE MQTT 4T g% (AU MQTT AT M ().

NPT ] BT WSS 1] MQTT %8, MQTT fUHiE 44 mgtt .eclipseprojects.io, Wi
A matt, Wk 443,

T PPRPPAESP32-C2 MOTT K A7 & I KA #AE i BEAE ESP32-C2 MQTT %A & i AT RIAT, DA
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ESP32-C2 MOTT T & JF LAY #AE L 7527 ESP32-C2 MQTT ] B i AT RIAT o R4 1A e il
FTEMR SR, 5 B R AT 2 B AN 1T B S AT o

1. P ERXH SNTP R %48,

Py N
g

’AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

M B -

’OK

2. #rif] SNTP Hifa].
e

’AT+CIPSNTPTIME?

Mg [«

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

L
o TRAYEL) SNTP £5 8 0] 685 _FaRm i s AN [H] .
o PR SNTP i [i]— & & H A R IR, ANHEE 1970 4F K2 Hif B B A] o
o BRI N THE TLS IATER R ISIE 5174 %5030
3. WE MQTT AP EhE.
ESP32-C2 MQTT %1%
e

’AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,"mqtt"

i B ©

’OK

ESP32-C2 MQTT 7 53 :
iy

’AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

i B«

’OK

4. EH MQTT L.

’AT+MQTTCONN=O,"mqtt.eclipseprojects.io",443,1

i B <

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443"," /mgtt", 1

OK

L
o ET A MQTT ACHELE 4 5% MQTT A3 IP ikl Al ik 5 _FiRdr A .
5. 37 MQTT /3.,
ESP32-C2 MQTT iJ {3
e

AT+MQTTSUB=0, "topic", 1

M B -
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’OK

6. %:Ai MQTT £ (F4FH).
ESP32-C2 MQTT %41 :

’AT+MQTTPUB:O,"topic","test",l,O

Nl <

’ox

LR
* Q2R ESP32-C2 MQTT %A M AAHE , A MEERF&7E ESP32-C2 MQTT 1] & e -

’+MQTTSUBRECV:O,"topic",4,test

|

7. XM MQTT 8.

’ AT+MQTTCLEAN=0

M B -

’OK

4.5 MQTT AT &8; zo73 61

AR BN AR @ L AT fir %X AWS IoT,

R A KA MQTT AT ar AR E, TS FMOTT AT & 4% . fRTF20E L 5 AWS IoT JF
KA AL AWS 0T,

TR IR PATN AP BR T ESP-AT 551 ESP32-C2 i #iEH5] AWS IoT.

o I AWS IoT 3% B3E 5 vA B endpoint

o f& F] MOTT AT 442 F R E)INIE i 35 AWS loT

4.5.1 M\ AWS IoT 3RHUUE45 UL B endpoint
1. BRI AWS ToT 5 GikS, PAMYZ ToT Core services,
2. ¥ HR A AWS ToT %5 P Egui Bl AWS ToT 5l . S ANER
AR E PAS DA N UE BRI S

* device.pem.crt (IX£FEF)
« private.pem.key (FL5%41)
+ Amazon-root-CA-1.pem (1R CA jF45)

3. MR SORY SR AR EGG AL (endpoint) DA K 1 A ANALE 1 TR AR 4 90 1 B e

I SRS RN “xxx-ats.iot.us-east-2.amazonaws.com” ,

ik SRIVABUEAE AWS ToT JF RN R DA R ARG v R B A — SR 2

* AWS IoT 5 2 A DA AUA FYRET . FPAY]. FIRUET.
o A RAMTEE UL o
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o DICH B PEAR 2 M (Ohio).,

4.5.2 f§il MQTT AT iy A 2% F AU AUEZER: AWS ToT
Brur 15
T4 ESP-AT TH2, FEHUATU T #4E:

o ffil] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffif] device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e fiiffl private.pem.key Fft customized_partitions/raw_data/mqtt_key/mqtt_client.key.

ivERGEsR AT 1R

% ESP-AT Tl H DAMIHEE AT 1, PR FBER 2 i ESP32-C2 . ST Z(EE, WS Ak

%1% ESP-AT 142,

il A G ESP-AT TARRHAIL TS, T EHEAN AT fir SR AT, B2 4o 7 2

# PKIFL &

5 H AT iy 26455 AWS IoT

1. %8 Wi-Fi £i34 station.
i

’AT+CWMODE:1

Nl B <

’OK

2. ¥ AP,
i

’ AT+CWJAP=<ssid>, <password>

Mg i«

’OK

3. % E SNTP Server,

’ AT+CIPSNTPCFG=1, 8, "pool.ntp.org"

M .

’OK

4. #%if) SNTP B[] .
e

’AT+CIPSNTPTIME?

M .

+CIPSNTPTIME:<asctime style time>
OK

B :
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o JLHFERASHY <asctime style time> DAZ R % B X B SERFEFIR) , 75 00 5 PRAAIE A 500 1 3 B0E
BRI
5. &E MQTT H )@t
s

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""
M 3.
[ox |
AR
o AT+MQTTUSERCFG H45 — ¥k 5, BRI AE, ANAJE M.
%4 AWS ToT,

AT+MQTTCONN=0, "<endpoint>", 8883, 1
M B -

+MQTTCONNECTED: 0, 5, <endpoint>, "8883","", 1
OK

BiHA :
o AL <endpoint> Z:%5 Hh IS 451 <endpoint> {H .
o JCYATE R ] 8883,
7. AT FHE .
fiy
’AT+MQTTSUB=O,"topic/esp32at",l ‘
M. :
Lox |
8. KAHE.
’AT+MQTTPUB=O,"topic/esp32at","hello aws!",1,0 ‘

Mg |3«

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

ABIH

Eﬁﬁﬁﬂ%@?:

1. ESP32 i H i
2. AWS j El,u

4.6 Web Server AT 734

AR EZENZ] AT web server IR, 29 L AR LA T I B2 -

Wi-Fi fie. 1

T OTA B 5+ 4
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O

Espressif Systems 233 Release release-v3.4.0.0
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 4. AT #y2 R

MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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o &R AZ AL R AT Wi-Fi BRI
o & A MAZ AR/ BEAT OTA B 2%

» ESP32-C2 1# ] Captive Portal =%

iz BROAR AT BE{EIEASZR: AT web server [ZNRE, 155:% Web IR %% AT 44 J3 %IR8

4.6.1 fEHIFGLES LT Wi-Fi B
(B
@i web server, FHLe PC nJ DABEE ESP32-C2 ##) Wi-Fi JEH 5 BL. 80T DABE AT F-HL ok ol il 25 45

3| ESP32-C2 ¥ 51y AP, @i W VEARFTITRCM M 0T, f-FF Wi-Fi BB B ik 4y ESP32-C2 5%, A5
ESP32-C2 SRR AL BLA5 BB 18 2 RO th s

Wikt

BATRRAE AT DA AR =2

o B iE ik 4% ESP32-C2 % &
s ARAR B R ERA L

DG CT AT

MC B 7 i 42 ESP32-C2 Bedy ¥ 4G, b kMM s s ESP32-C2 iy, ESP32-C2 i B BN
AP + STA Bz, H-BIH—4> WEB RS54 FMHF M EE , X AT 6y 40 :

L EBRZ BIRIECRAEE, PR RRICM AR, ATRER AR AR OR B 2 R RO L L5 B AT 52 WEB fiik
S5 as ok,

¢ Command

’AT+RESTORE ‘

2. Jit'® ESP32-C2 #4454 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3 ‘

3. iX'E SoftAP 1y ssid Fil password (15 B ERIA 4 $E ssid N pos_softap, TCEEHY Wi-Fi) .,
¢ Command

’AT+CWSAP:"pos_softap","",11,0,3 ‘

4. (EREZ .

¢ Command

’AT+CIPMUXZI ‘

5. fi] g web server, ugl1: 80, f KIEHEHIE: 25s (BRIAFK N 60s).,
¢ Command

’AT+WEBSERVER:1, 80,25 ‘

G, B Eidar 4 JE3)h web server Ji, FTIFRCI e 10 Wi-Fi ERZIIAE, 4 ESP32-C2 i H) AP:
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WLAN [ @

Al A WLAN %%

pos_softap
EERE (Rrl_LM)

)

1: %3 ESP32-C2 AP

BETTBEAT R B R fii b FEACIA 12 g 1425 ESP32-C2 ey, Bl Acik HTTP iR, FUHE fpbe A Y Bt

e (EE, WUTHER A SRR M B RN TR A AP, BlaN, I FHLIE ] ESP32-C2

1 AP, WL ALy ESP32-C2 1 FHEA TGRS ) fEMIY: %%EP%J/\ web server ZRIAMY IP il

(WIS 5 ESP32-C2 14 SoftAP IP Mk, BRIk 192.168.4.1, Z5AT DAt AT+CIPAP? iy &7 ] 24

I6Y SOftAP TP Htly, $TFFRARFLIAT, 4 A JOLIE B0 th 250 ssid . password, ity “TRMAMI™ BIAJF
ATC K -

HI P AT DA C R DU e SSID i AMEAG J5 Y N HIHE, A7 ESP32-C2 fHpfhiiy AP 513, w#Hip
AP JHii A password J5, iy “TTAAECI” RIFATEEhECR -

MTIACIIES A TR B S B s A

BEWI L BCRBS, WOTCR B b, ARSI T, TR A ESP32-C2 Ay TP Hulik, T
BETIF R

[, AEAR H SR an e R

+WEBSERVERRSP : 1 /] REKE BN

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O REM Ak BB R4 %, it T NE K wEB ¥

AR BC R I, R R
I, FEES D R 4 5 6L :

+WEBSERVERRSP : 1 /] REKE W]

%l n%ﬁk%@ﬁ%&u&%‘éﬂx IP #yf5 B, MCU_
SN EK R AN E EE i, 0 %

>'f$

LB HERR
VEWT 10 B TR RN R “BUE IR RN . TE A AT ESP32-C2 Mt Wi-Fi AP 2B IEMTE, AKX
AP BIFH RELE, HHIAC 25 A LA AT 6529 W3 5 web server,
4.6.2 MRS T OTA [ fFF-9%
iy

W YT ESFTIF web server RIS, W ABESIE A OTA FRE T, 828 90 5T FFEH F 43 X o [ 2k 2
B KRS R ERIECE (S5 SR e T 237 PKIRLE TIEZIEHHE).
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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(D 192.168.4.1

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:

Espressif Systems

239
Submit Document Feedback

Release release-v3.4.0.0


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 4. AT fiy4 7R~

@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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Wikt

T OTA T E &\
RFERITH SR

AR AR
RILOTA #5 R

FIOF OTA ¥ viim i, sSEMITA M “OTA FR” #0i, F1HF OTA e L5, W AEAE 4]
[l A . AT Core i

PEW 1 Y30 AR HE ESP32-C2 Bibk ) AP, =315 OTA JiC B UUTHI 415 % -5 ESP32-C2 B IEHEAE
[l A>T Ry, A AT AT S 5 T

eI 20 WU BRI CURTE R S EOH P R Y AR RS, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% Kib4iF ESP-AT 1T.42)

WHGRAS S, B ECECAR S I RRA CAR DA T B R PP R AAS o
PePf BEATFI sy X N, mialy “Partition” NRIHEAAREUIA AT ATH I 23 X :

Be KRR np, Rl SRR RN SR, R R A AR -
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL X BRR B E A TR A . B 44 B S B0 L bin, T EROR R
K/NAREHR partitions_at.csv XHHE X ota 4K K/, A XHCHETEAFEE, ES% X
Ry 4o T3 o — AN F7 04 420 3.

BEW] 20 XFFHE X, M SRR E IR . A RS Bl cbin. IR E R R
INAEGERLT at_customize.csv A HE XA K KN B RZISHERTEAE S, 1§55 4T A

AR OTA £ e, FEPEARR, FR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF B ER ota B 4 H e
+WEBSERVERRSP : 4 /) REFR G B, ota B 4%

AU OTA AR RN, i “THRM, R e E:
[, AEHR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ot B K
+WEBSERVERRSP : 5 /) REkBKRE ota B KX
~HERET, R LR P EHT o2 BHEAL

W, FP B EFHATA OTAL

BEW] 10 XHF ota 73X, FREIATAT+RST )5 ESP32-C2 DAR BT 1T

BEW] 2: ESP32-C2 AL EIY ota BEPFNE . (A K HIE e K EENE, FrATa iR
Hog s K A A IR

4.6.3 IS/ DR T Wi-Fi ficH
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K

Espressif Systems 246 Release release-v3.4.0.0
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 4. AT #y2 R

wifr

AR /IR PP e M il o /R Py 12 ESP32-C2 e i AP, Fl i U fF /MR -5 75 ZEE He 1) AP

G R L4y ESP32-C2 i 4, ESP32-C2 Pamidl ol ix S8 BB BN LR AP, I 18 MRS /M FE M 45
RIIRVTTH o

HEAEL AR AT DAY A LA P2

fie. & ESP32-C2 1% & %3
e BT AR

H #F AP 4%
FATE A

ALEL ESP32-C2 Bt B8 O 1 ik/MEF 4% ESP32-C2 ¥ %, ESP32-C2 St £ E AL AP + STA #
X, FHAE—A WEB RS54SR MEFIER, XIVAY AT Gl :
L EBRZ BIRECREE,, ERATEERIC AR, ATRED AR AR PR B 2 ATy e {5 AT -5:20 WEB fiik
S5 an ok .

¢ Command

’AT+RESTORE

2. Jit'® ESP32-C2 #4454 Station + SoftAP izt
e Command

’AT+CWMODE:3 ‘

3. iXE SoftAP { ssid Fil password (M5B ERIN 44 ssid A pos_softap, password “Hj espressif ) .
¢ Command

’AT+CWSAP:"pos_softap", "espressif",11,3,3 ‘

Bk BN IRIA I ssid % pos_sofiap, password Yy espressif (1) SoftAP i HE4 , IR
¥4 ESP32-C2 By SHcH: I T e FE T

L [EREZIEH

¢ Command

’AT+CIPMUX:1

2. fi# web server, ild: 80, fFKIEREHTE]: 40s (BRIAFK N 60s),
¢ Command

’AT+WEBSERVER=1, 80,40 ‘

IR/ DEDY  FTIFFHURLE, R TR —4ERD -
FITPRAE /IR, HEATE ) 51 -

Hbs AP 2eff  InEfm/ MEF G, MRIETFERR AR AP, RRFECMG DL RGO -

L ReE AR H AR AP Sy AALEL R FHLER AR B o B rh U /M UG AL P HLARR” 0
HE.
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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2. FHE AW HAR AP A RAHLUEC M PSRBT, i ddeas AP BUIRFEHIDR “AMLFHLAGT 210
HERBILE

PATHCH

THEAN Hbs AP ASSEAHURCH THL X B LATF R AR SO 8% B, A S e A A -
LATIFFHL Wi-Fi, R Has

WLAN «

Al F§ WLAN 5z

FAST_FWR310_02 —

)
= e 43I -8
Bk

Bl 13: FEREE K as

2 ATIURE /MR . RTAR B/ MR F DUTHT 28 F 3012718 24 B i 4% 1) ssid 9" FAST_FWR310_02",

R WSS HI TR R A 0 B R AR ssid, 1 s R CERTEEACNET”, R4 E
T

3. B B A8  password J5, sy “HFIRECH7 .
4. FEM T, /IR LT s
[H, FEER I ] an R 5 B

+WEBSERVERRSP : 1 /) R R E M

WIFI CONNECTED /] REKIL K&

WIFI GOT IP /] EER G FREE 1P

+WEBSERVERRSP : 2 /) REANBFRBEM KSR, Lot TUE K wEB &R

SR NI PRI EN s i v
[, AEHR H R an e R

=

+WEBSERVERRSP : 1 // Rk B 3 M

RHEEAREENXFR IP B fF &, MCU.
S DLW B % A M B Xt B i

A, &N

=
=

o

PR bR AP AR HLEC THL - AR IEXERC M FHUE A EHEA AP, W PIRFE A ssid, H5FE
T AAHL) AP [ password, FEARPESRE S SKISHTIFFAL AP BIRT (A0SR FAL S F B BHT I Wi-Fi /4=
#os, WATEEHTFT AL AP) .

i EAZIIRE, T ASGT MAC Mk FTE 2 RtE M MAC HLhk o e f 2 /0 B A5 A1
[Al o

2. FIENRLM G, FEMCEIR I3 PHLAR MR, AR DL T AL EL IR, S ESP32-C2
B SR A AR R

3. BC P £ RAE /IR J BUTH 114 52735 DA S A 1 it BSO8R 5o SRR AR H AR AP AR AHLIE L
I OL—FE, 5% L3
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S
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666888666

Message

AR FHAS

I 20: JHAREREE] AP
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T WL HERR
BRI 1 B T R N B AR RN . A Ar ESP32-C2 AR Wi-Fi AP @ IERH S, PAK
AP [ AR E, HHIA D L8 AL AT 65230 B i web server.

LW 20 FCP TR PN T AP RIK” . SRR LM B A Wi-Fi B ER AT IT, K ESP32-C2
B Wi-Fi AP 2 R IERTTE, PAMK AP (9 ssid, password J2 3% BB P IRIEATHCE. -

BEWI 30 TR RS Wi-Fi BCE S . TSl L% RE ESP32-C2 fRibk AP, i
i\ ESP32-C2 #iefy ssid. password O\ 245 8 _E R BB A TR & -

4.6.4 ENGE/ DR OTA [fESF2%
AR/ SCRFE 2 5 I ESP32-C2 B BB 12, 1§57 Bidde B ESP32-C2 % & A4 i AR IR

52 BSP32-C2 MEHRIE (MISRE ZAE RN S RC T, AP AU ). SERURLR . AT OTA
[ T 0 R 5 00 PV B AR AEFT OTA [EIF T, 5556 7 1) 28 247 OTA B #HAH4AL

4.6.5 ESP32-C2 {§i f] Captive Portal Jjfig
Wi
Captive Portal , J2—Fh “SRHENAIET T $R, 248 ] 3+ Captive Portal f station #5742 3|2 {1t Captive

Portal g 55 1) AP £ i), Hfill & station 15845 1A Wi 2 B % 248 2 9 T . B £ & T+ Captive Portal [/}
2, 5% Captive Portal Wiki,

2 BATEOLR AT web IR B %I fE, AJLAMEE . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support G
ZUIRe, REHIFELRE (E5% KksiF ESP-AT T42) . WAL, BEHZIIRE, mRe S8R MIE/MET
BEATHC I B OTA [l TH N A AR DUk , AR s ) a7 0] AT web I HIZ 2D RE -

JEHI Captive Portal BJfE )5, 5% LiRBL A i% &% 4% ESP32-C2 i% & M H AL BR5E i ESP32-C2 i (1) fic
B SRIGTER: ESP32-C2 #4511 AP:

WLAN " @

B] F WLAN %I)3&

ros_softap =
;.:I.; I\E |?:_: (.-r.__ S . !

P — J % b i
= ¥ ET]"
m = A% ."I kN, -._!_}

& 21: j#42F]IF Captive Portal THEER) AP

bR, station 53T JT Captive Portal JIfER) ESP32-C2 ix#5# AP )7, $2/n “FdpANiE”, A5
FEEBIITIFNYE RS, FHBEREE] AT web ) E 500 . A ARE A BBk, WIRYE station A& HIFLR, sl “A
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E” g b BRI RY “pos_softap” #A A FR, Falifili’k Captive Portal H ¥ Yi#s, #EAZF] AT web
FER R

5 WL R

W] 1: HfEAC) (station 545 AP $5t45) AR SCFF Captive Portal TIREA BEPRIEIZTNREIE R (A, UL, #
PR BSP32-C2 &1 AP JGRHR “SFERANEY, FHBA HBhIEAF] AT web i) =5 H, wIHE
& station BEAS N X EHZIRE, UL, iES% iR A R K 2 B3 8 1A IEF ST AT web
DR AT

4.7 HTTP AT 541

AT BRI ESP32-C2 i FIfTHTTP AT 4 4 5% e QWA Bl o

HTTP & F 5% HEAD #% £ 7 i%

HTTP & P 3% GET i £ 7 i%

HTTP % P 5% POST # K 7 i% (iR F POST v & 43 )
HTTP % F 3% POST & K. 7% (##H 7 X))

HTTP % f 3% PUT & £ 7 % (i& A F RIEE)
HTTP % F 3% PUT & £ 7 ik (3EH X))

HTTP & F 3% DELETE #% £ 7 i

HE: 4] ESP-AT {UCHFH > HTTP & i S fE -

4.7.1 HTTP % i HEAD 2K J5 i

Z~ 5l PA http://httpbin.org /E% HTTP IR 4545 .
L YR .

’AT+RESTORE ‘

M .

[ox |
2. %E Wi-Fi £t station.
fird:

’AT+CWMODE=1
M B ©
[ox |

3. EREH .

’AT+CWJAP="espressif","1234567890" ‘

M B -
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WIFI CONNECTED
WIFI GOT IP

OK

LR
o Bk AR SSID A A BERR 3R v AN TR] 5 R0 % H #5517 SSID FI% A
4. K%k —> HTTP HEAD K. % H opt 4 1 (HEAD %), url § http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).,

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1
Mg |3«

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

AR
o ROREREI HTTP SGER(E 5 n] 5 _Eidm B g A F] o

4.7.2 HTTP %y GET i :K Jj i

AFIPAF 88— PG &2 R i SC Bl . B R &84 4 https://www .espressif.com/sites/all/themes/espressif/

images/about-us/solution-platform.jpg.

L RE T BLE.

i
’ AT+RESTORE ‘
Mg |3«
o |
2. B Wi-Fi 25} station.
i

’AT+CWMODE=1
i B -
[ox |

3. EREH .

’AT+CWJAP:"eSpreSSif","1234567890" ‘
Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

LK
o fka A SSID HI RS i REER_Ead v H AN o i B SR B ph 45 SSID RS
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4. Jik— HTTP GET i3K. % H opt H 2 (GET ¥:), url i https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,

transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform.jpg",,,2

Wi

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>

mntrRGB XYZ <0x07><0xce><break>
<0x02><break>

+HTTPCLIENT:512, <Oxeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<Oxaa>*p<0x7£>2",h<0x12>N<0xa5><0x1le><0xd2>bp<0xea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
—<0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcid>y<0Oxae><0xca><0xed><0xec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9%e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0x1lb><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>0@<0xbb><0xcc><0x88><0xd5>K<0xe3><0x£f0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>]| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_eb6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9¢c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]1<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xa0>
<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.7.3 HTTP % i POST iRk Jj7k (G T POST b i)

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L PR .

i
AT+RESTORE

M .
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’OK

2. P Wi-Fi #8354 station,

’AT+CWMODE=1

i B <

’OK

3. MR oA

’AT+CWJAP:"espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK
K
o T4 AT SSID RIS A] BEER B A S BN o 1 8 AR % B 5 17) SSID F4% S
4. )% % — 4~ HTTP POST % K. &% & opt 2 3 (POST J ¥) , url N http://
httpbin.org/post, content—type A 1 (application/json) , transport_type N 1
(HTTP_TRANSPORT_OVER_TCP),

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\

<"HET
Wi K7 -
+HTTPCLIENT:282, {
"args": {},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {},
"form": {1},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=

+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
}

"json": {
"form": {
"purpose": "test"
}
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
LK

. ‘EXJEEX@J EE A T RE-S i B AN [A] o
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4.7.4 HTTP % /i POST iR ik (et i)
MRS POST 8l AN 2, Ca@id T & AT S WK EEME 256, W@ WA DAl
JJAT+HTTPCPOST 4.
%/l LA http://httpbin.org {24 HTTP lRd54%, $RIEHN application/json.
L RS .

e

’AT+RESTORE

Wi K7 -

[ox

2. B Wi-Fi f25} station.

’AT+CWMODE:1

Mg <

’oz<

3. EREH .

’AT+CWJAP:"espressif","1234567890"

Nl <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o A SSID FIE I ] iR i ar & P RTR] . 56 A % B 45 ) SSID FIEfH
4. Post 5 & K H ¥, Z @SR E HTTP Ll F B & K 2, 4 2 connection F
Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,
R ARAEREL post 1) JSON FHaan T, KJEH 427 75,

{"headers": {"Accept": "application/json","Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}

AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

i . <

OK

>

ERma RN AT B HER R AT R, BT DA A ETHR B RY 427 RIS, 2 AT
FAEN IR KRS <length> Ja, BARfHITIS.

+HTTPCPOST:281, {

"args": {},
(N oiakzn)
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(£ L£50)

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—qg=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\", \"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/

«537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4b£f5218070413\"}}

"

"files": {1},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-61505e76-278b5c267aaf55842bd58b32"
}l

"json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace—-Id": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"
}
}I
"origin": "20.187.154
+HTTPCPOST:45, .207",

"url": "http://httpbin.org/post"
}
SEND OK
AR
¢ AT it > FAHIR, HTTP body thRIRT AR A B0 L AIETHE L, QR BN B 74
(CR-LF),

4.7.5 HTTP %y PUT iR 751k GEN T EEHENT L)

/R BilA http://httpbin.org {2 HTTP g 554 . PUT 35K S0 Al 745 h 240 K.
LRE 1) e

’AT+RESTORE

N . :

’OK

2. B Wi-Fi f25} station.
i

’AT+CWMODE:1

M .
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’OK

3. JERS AR

iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

PP :
o LAY SSID RIS A] BEER B A S BN 1 8 AR % B 5 1) SSID F% A .
4. Jik—4 HTTP PUT iR, %% opt 4 4 (PUT }3¥%:), url A http://httpbin.org/put,
transport_type i 1 (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=£foo",,,1

M. :

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "R
+HTTPCLIENT:140, 00t=1-61503d41-1dd8cbe0056190f721ab1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
}
OK
K

o BARBEN R ZE R AT e -5 _Eadme B2 A ] o

4.7.6 HTTP %y PUT 5K Jiik (it X)

%I DA http://httpbin.org /F8 HTTP AR 4#%, $0E35%k application/json.,
L WE W) &K HE.

’AT+RESTORE

Nl B <

’ox

2. & Wi-Fi #8354 station,
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FHIE A% W] REFR_ ik dir & AN ] o 1 T F 80 8 FR 25179 SSID FH5 15
4. PUT 45 7% K EE 4 i, % a2 & & HTTP L F B8 i 2, 4 %2 connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARALEE put ) JSON Kl s, K 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPUT:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace—-Id\": \"Root=1-6150581e-1ad4bd5254b4b£f5218070413\"}}",

"files": {1},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-635f7009-681be2d5478504dc5b83624a"
b
"Json": {

Q)
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— like Gecko)

}

}l
"origin":
+HTTPCPUT:43, .57",
"url":

}

SEND OK

"X-Amzn-Trace—-Id":

"52.246.135

(8L 7))
"headers": {
+HTTPCPUT: 512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

Chrome/91.0.4472.114 Safari/537.36",

"Root=1-6150581e-1ad4bd5254b4b£5218070413"

"http://httpbin.org/put"

LK

« ATt > FAFIR, HTTP body iRk 4R 5 B UF AR T4 3L, W TR DA 745

(CR-LF),

4.7 HTTP %13 DELETE iR Jj ik

%R BILA http://httpbin.org /£4 HTTP f[g45#%. DELETE J5 % TR Ik 55 #% L %E i . DELETE i#3K 11

SIS 55 45 o
L RE ) BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f525} station.

’AT+CWMODE=1

M B -

’OK

3. EREH .

’AT+CWJAP="espressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

B

o fka A SSID HI R i REER_Ead v H AN o i B SR B h 25 SSID FIERD -
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4. J3%—~HTTP DELETE i3k . #% % opt to 5 (DELETE J7%:), url F http://httpbin.org/
delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
ey

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

i . <

+HTTPCLIENT:282, {
"args": {},
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a41l
+HTTPCLIENT:114,737b0d251672acecod"
}I
"Json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
BEH:

o PRI AR A LA AR

4.8 Sleep AT 7=

AR TRE A A 25 BTN ESP32-C2 2517 i B ] AT v BB RN

<A
o & Wi-Fi #2 X, Fi% & A Modem-sleep 2 X,

o & Wi-Fi #: X T & A Light-sleep #2 X,
o X H A Deep-sleep KR,

4.8.1 T4

ESP32-C2 RZIR St o P BEROR, AT DAEA [ AL RS 2 (B U046 . 247, ESP-AT SZHFLA TR IY
FHOFERE (2 IRIRIEA G 2% SRS 5 ) -

1. Active fx: WA AT TARIRZS. SR AT PASRIL . RAFRIBIVTE S .

2. Modem-sleep #z: CPU WiafT, HhnlwificE . Wi-Fi iy, WA SRS ¢ o] .

3. Light-sleep #x: CPU £{{55217. RTC fEEREAISMELA L ULP PpAbBEGE T, ATl 04
(MAC. FAL. RTC ZHfZRoi s ERHWT) #BSMAEEE Ao

4. Deep-sleep fiz: CPU FIHBAIMEAS AL, HA RTC 722 A RTC SMEALF TARIRES .

BOATEL T, ESP32-C2 AL RS (G HEA Active B, 2 CPU ANHE—BE TAERS, HIANSEFFIR
GBIy, ZR G AT ARE AR FER

ESP32-C2 yIh#E, ii§5% ESP32-C2 RN AR 15
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i
o R4 ARATE Wi-Fi BEUHTE AR R ESP32-C2 35 B M HEHRA A .
o TR Wi-Fi BN, Hf station B Modem—sleep £zl Light-sleep iz,

o XTWABA T Light-sleep f3X, HHAINTAELE 32 KHz i fik. Q1R AMBAFFE 32 KHz
EEPR, ESP-AT }f LAE{E Modem-sleep 55,

Uk W RPS

Syt G AR R T B SR T, R SR B0 A R R AL A T
WAERN 2% TR, (R, EPITRBRARE T ESP32-C2 , SNHICHIYCHE.)

Digit Multimeter
DC Power supply

@ ESPRESSIF

& 22: ESP32-C2 fifi{}: 4%

4.8.2 1t Wi-Fi BiX, F % & Modem-sleep 5=\

1. %8 Wi-Fi 2 station Bz,
A

AT+CWMODE=1

N . :

OK

2. TEHEBK A

o
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

B
- {25k A1) SSID RIGETWTAEHL L 00 AT 505 50 o 2310 SSID IS
3. BB LY Modem-sieep L.
e

’AT+SLEEP:1

M .

’OK

ik
 RF 54k AP i) DTIM E I 0 (#hi#s— %% E DTIM A 1),

4.8.3 1r Wi-Fi A F %&b Light-sleep iz

1. 8 Wi-Fi 3 station #55{,
iy 4

’AT+CWMODE=1

M B -

[ox

2. B B BRI 3.
e

’AT+CWJAP="espressif","1234567890",,,,3

N . :

WIFI CONNECTED
WIFI GOT IP

OK

A
o 8 AR SSID AUl fEER iR ay & PR . 56 430 % 25 1% SSID At
3. WEKIRIZCH Light-sleep #X.
e

’AT+SLEEP:2

i Y -

’OK

e
o CPU ¥4 HBhKIE, RF MISHRIEAT+CWIAP 15 A W T 8] B 2 39 55 P
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4.8.4 ¥tk Deep-sleep X

1. PEERHRELR ) Deep-sleep fiizt. #5&E deep-sleep Hif[iH] 4y 3600000 ms.
iR

’ AT+GSLP=3600000

i . <

’OK

K
© BOEMSEENG, Boar E SR, T ORERERMLERE SRS Y AT .
* X§F Deep-sleep #i, ME— MLy 142 5 L -
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ESP-AT iR AR 4

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

<major>.<minor>.<patch>.<custom>

Hrpe

y <majc;2>§ﬁ~7£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA
5, ARSI

<major>.<minor>.0.0

oo

o <major> N FEFMA. Bl release/v4.0.0.0 RFEFHEKREH, WEOQIES | ADIGG A S H.
BRI A EHE R

o <minor> KRB A, Bl release/v3.3.0.0 fCFARIER, WE L5 Piessm: . ESP-IDF
WA TS . 1R RS SE

WHRNTOUT, FrAAnn AT BPERAE LA S LT 2R, ERIRA ERE)S, 2K AT B
] % %A1 73 52 %) GitHub,

o SHTRREIT SO H S AE master 43¢ BT, ARG EIRAI D L.

o BB S H S AE master 7} 30 EHHT, WISRMETVE, SEHFEIRAS S E.

54 2RIV

ESP-AT {1 1~ 1 BEMA RV BERLA AT AU 0 S FEIIIR . SRS | WA L SR, KR R
{ft 34, 1 ESP-AT 23T ESP-IDF JF& 0 H , [Hit ESP-AT 13 f:-01 L2 32T ESP-IDF () 345
AR, 43T ESP-AT & MAE BT :

AT fRA& (Bt | X E41& A& | IDF R IDF T3 HARR AL | AT #rhRAE KT
i&] ) A dl
v4.0.0.0 ESP32-C6 V512 2025.12.30 2025.7.30
(2023.12.29) 2025.9.30
v3.4.0.0 (2024.6.7) . Espa v5.0.6 2025.5.29 igggézz.?
« ESP32-S2 -
v3.3.0.0 (2024.5.9) . Espaaca | V306 2025.5.29 ;8545;.;22.;9
« ESP32-C3 -
3.2.0.0 ~v5.0.3 (24b9d38) | 2025.5.29
Z2023 7.28) * ESP32 Y03 ) « ESP32 & %
e « ESP32-C3 1o IR A
v3.4.0.0
. ESP32-C3
& & 7 A iR
K v3.3.0.0
ESP-AT 2% % A fiuAS 32 R I0IR A F

o SCRRARR AR 551
WM AT BATiZO B AT BTG, 20HRIEMZ SR T —A4 AT A R ik, F—
A~ AT JRAS Y KA [R]85 7R 100 F A R TR B8R, s X)) ESP-IDF 37 7 40
B Z5REILAN A (AT EAULE A 400 A %Y ) ESP-IDF U4 )
o STRFHARR 0 23 1
WHENMRS WG R, F1Z0 5% ESP-IDF SCREIFR 455K (AT RAuiB g/
A%t 7% W) ESP-IDF fft4%) . 40, ESP-IDF v5.0 {32 #F 1 BR %] 2025 45 5 H 29 H ,
H82, ESP-AT v3.0 ~ v3.3 4 R3] 2025 425 H 29 H.

Espressif Systems

272

Submit Document Feedback

Release release-v3.4.0.0



https://github.com/espressif/esp-at/branches/all?query=release
https://semver.org/lang/zh-CN/
https://github.com/espressif/esp-idf/releases/tag/v5.1.2
https://github.com/espressif/esp-idf/releases/tag/v5.0.6
https://github.com/espressif/esp-idf/releases/tag/v5.0.6
https://github.com/espressif/esp-idf/commit/24b9d38
https://github.com/espressif/esp-idf/blob/master/README_CN.md#esp-idf-%E7%89%88%E6%9C%AC%E6%94%AF%E6%8C%81%E6%9C%9F%E9%99%90
https://github.com/espressif/esp-idf/blob/master/README_CN.md#esp-idf-%E7%89%88%E6%9C%AC%E6%94%AF%E6%8C%81%E6%9C%9F%E9%99%90
https://github.com/espressif/esp-idf/blob/master/README_CN.md#esp-idf-%E7%89%88%E6%9C%AC%E6%94%AF%E6%8C%81%E6%9C%9F%E9%99%90
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 5. ESP-AT A< fj/y

Service period (Recommanded for new designs)
Maintenance period

v4.0.0.0 ---------- 29 f])ec 2023 30 Iiec 2025 -
4 _ | | | | . | | |
« i i i ; H ; ; 1 1 ; i
g VBA00 7 Jun 2024 | : 29May 2025 0o
[ : ; : : : : ; 1 : :
= i i i i . i i |
< : 5 5 5 i ; ; : a 5 :
A V3.3.0.0 roreerrerieree s MIAWE 2024 ; 29 May 2025 - ---eeeordeeeeeeee oo
v H : H H * * ¥ . ; : H
23] : : : : ! : : :
v3.2.0.0 - 128 Jul 2023 § § 7 Jin 2024 | . 29May205
i i i i i i i i ; i i
2 X S [ B ) < ) ©
© o° W & o « N Sa o° W
Pl 1: ESP-AT JiAS SCRHIRR
R

o —H AT RZAAHIIA, MIHBAR SRR RIIR SRS R, #EA SRR 431 .
B, AT %15 T v3.3.0.0 A (%4F%F ESP32-C2 1 ESP32-C3 :f5 1+) , #4 ESP32-C3 1)
v3.2.0.0 MUARY SZRF R AU AR 55 45 o, HE A SRR 4EH3 5 ESP32-C2 ) v3.1.0.0 Jit
AP SCRFIBR I RS BIEE R, i A SCREIBR A 4E 311 .
o N4 GitHub K5, 51T5 AT pa R4 A, GitHub RFS7EBNRCAS A& 70 B B s A . 43 A
[ AT [&{44 Bugfix MUAR LA, 1EMUT T+ 2% Bugfix U4 B9 RLk] .
o TER PR A R A L R T, ERC T T R A R AR
o TECFFBIFR N B ESP-AT A AKRF4RZEAE GitHub 1) %154y 32 T E % bug B . LB R 5,
H AR T B 0 A AT B Bugfix B

5.5 FE 401 AT EPERAS
TR LAT+GMR fr 5255 AT BIRAME L, BHAT+GMR 4 FIS B0 TREZ 54,

5.6 TPy AT JiA K Au

o B—W: BFMuy GitHub W5
o B PFL R ILayilfe
s H=F EHAEA LR

5.6.1 i5—3b: BaEN GitHub iK'S
TEFFIEZ B, 56 BRI GitHub S B3 I K 70 T 2 A .

5.6.2 b dEPEE R
i) ESP-AT O, Sy A A watch, Ffdy Custom.
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= O espressif / esp-at

Discussions +) Actions [ Projects

Edit Pins «
Notifications
¥ master - ¥ Goto® + Participating and @

1 for ESP32/ESH

xcguang Merge branch 'bugfix

All Activity

Notified of all notificatior
.github .

Ignore

.gitlab/ci Never be notifi

bootloader_compon... chore: Updatec Custom
Select ev
components

docs

examples

ETN

A 20 g iR (rdigoR)
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5.6.3 b @il kA ]

£)3E Releases F 51 Apply.

O espressif /| esp-at

<{» Code

& esp-at

< Custom
P master - . Goto:

1 for ESP32/ESP
xcguang Merge branch ‘bugfix/. Issues 3JESP32-

Pull requests
.github

Releases
.gitlab/ci
bootloader_compon...
components
docs

examples

main

P 3: gAY (RETeR)

DORERESE I 1T AT KA. A8 AT AR Sy, o203 GitHub AYE AT
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Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ARSI 21 T A A s 4% ESP-AT TA%, FFH52E B [ (- be s 3] ESP32-C2 e o 2M43BIARY B 7
K AT B TOIRI R R ORI, SRR A LAT st v iy AL K 45, IR 25055 24 ESP-AT ik,

WSRA S5 ESP-AT TAEA NAE, s 2B s U ERe /b, e i bo T & GitHub R 70 _E %%
ESP-AT 1 4%,

6.1.1 PEANDER

TR S RN IR, SE ESP-AT TAREM il . FAEEZeas . BlE . iAok, HERE I Sk £
Linux &5 % .

% —% 1 ESP-IDF Brig AT
% =% FRIESP-AT
ER A S £
Foad: EHERE

o BLHE I42
Foxd miF LAz
HXW REIRE
build.py Bt ik

i
p
S

6.1.2 5—3: ESP-IDF $RiEAl]

TE4i1% ESP-AT TR i, 555> (i i} ESP-IDF, [} ESP-AT 23T ESP-IDF JF 4 1) .

T MR ESP-IDF v5.0 B A 1] S0RY 99853, 5EM hello_world TARMIECE . SiikDAN T o & 5
ESP32-C2 JF AR AF A PR

ik WAL, (HUREGRP)E, SRS St IR, PARAZE ESP-IDF J-#f (R I 7
FIA T 5K

SE_E—21 ESP-IDF YU A1), 0] AJTAG TR ESP-AT TR S
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6.1.3 5 2b: 3KHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

* Windows
T ESP32-C2 ZAIHRAH , HEFEDAEHE RALRiz4T ESP-IDF 5.0 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
HIBIABRAE N Suserprofiles\esp. A DAKF ESP-AT 2R AL E AR T, (HIFHEEAE MM iy
AT B . R, BSP-AT ASCRFl A 2 I AR .

6.1.4 552 RAEIRBE

BATUH TR install R, M2 % TR K B 32 R KM Python £, ESP-IDF 63 J% DA K
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

URR A — LR BT, 170 ESP32-C2 B bdf LA T e Bk il .

e YE¥ Platform name, 40 ESP32-C2 £7%)ik 514 PLATFORM_ESP32C2, Platform name
Hi factory_param_data.csv & X .

o % Module name, 11 ESP8684-MINI-1 4MB f5i4H %4 ESP32C2-4MB, Module name [ fac-
tory_param_data.csv & X,

* JHHEEE silence mode, Jo JHIPRAMNER—L8 HAEFF B FEFR RN — MG 00 TG4 .

* {5 build/module_info.json XMAFTE, LR =AECERTEASHI. FHit, WREHE
BB EALAAE R, WM IZ S

6.1.5 DUk Rk

fii JH USB 414511 ESP32-C2 #1443 PC I, PURNEREMFs it HAE, W5 1E W tEds. W2, W
REHE IRt AR AR 3% AT ey AR AT WL, WIRTREEN, “AT MR E8%. T HEBRERIA
i VG Bl % 4o TR B AT 58 0 5 i
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6.1.6 5hib: FCE TR

2f7UiH T.H menuconfig A HE .
 Linux B{ macOS

’./build.py menuconfig ‘

* Windows

’python build.py menuconfig ‘

R PA_EFTAT A BRERIERR , DU 2 L T T Y SR B -

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
security features --->
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

1 TR -
MR IO KIEIL T80, AVICSAT G, RS TSI ARSI, A4t
i HRBRA B TR
6.7 A Gk IR

BITPA N A2 gmit LAE .
e Linux B{ macOS

’./build.py build

¢ Windows

’python build.py build

WEAREH TR IR, BERS SRKRIE. AR E AL ota 7} KK/
¥ RTE build/ factory BAR N AEMIT QIR EIF. EZEEHS LESP-AT B 25

6.1.8 S5Lib: RekSIBes

IBATPAT a2 Re A2 U [ R4 5k 51 ESP32-C2 55 b
* Linux B{ macOS

’./build.py -p (PORT) flash

¢ Windows
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python build.py -p (PORT) flash

HEETE H ESP32-C2 W& R H AR e (PORT) » BUE % IAH/RE B E (b3 flash . 398 T5 %
HEREF (PORT)

% ESP-AT bin ANgE/E 3, F HFT B “ota data partition invalid” , %1547 python build.py
erase_flash REMRIEEA flash, IRIFHHTHE AT [,

6.1.9 build.py [}
build.py MIAEET idf.py M TH (B idf.py <cmd> TEEHMLEHE build.py <cmd> H),

AT LETTA R e BB 2 k.
e Linux B{ macOS

’ ./build.py —--help

¢ Windows

’ python build.py —-help

6.2 M4k ESP-AT T.f¢

SRR T Tﬁﬂﬁiﬁﬁ@ﬁéﬁi% ESP-AT TAHE. MERIAME 7 & A4 a9 B JovE 7oK, anfsss
BLFF 5 WebSocket 7y 7% - K PAImDNS 53 7t AP AR5 Bidii ESP-AT TA2 . IH W AR A IS B0 %5
ESP-AT T 4%, {HANSREAME @I H A WXE, WIS ARSCRY, @it 415 ESP-AT T%.

TR PIGUGRRNG AT BSIPE, G SRR A CIty™ i EL AT RS S e -
WPRATLE PRSI R B 8RRz, T a2 n] e A .

6.2.1 TEANDER

TR N TGP BR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K ik .

%— BRI GitHub K5
% =% Fork ESP-AT T3
% =% R GitHub Actions 7 5%

Fv9d: B E 4hiF ESP-AT TAEFfE 69 % éﬂ
AW ARA github.dev % % 3545 B Ao 1 XA
%<1 GitHub Actions %35 AT B

6.2.2 45— BN GitHub Ik

FEIFURZ W, 550 Bor Y GitHub K5, [RS8 (75 28 SRR

6.2.3 45 p: Fork ESP-AT T /¢

Vil ESP-AT @0, midi i A B Fork,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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i create fork EHIGER A CH GitHub k2T . BRIAM Fork {3 Il master 4} 37, QNS AREEHIEL
FHEEW D BN, WHEGE 2% Copy the master branch only.

¢z Edit Pins « @ atc 0 % Fork 334 W Stared 596 -

107 i1 Pullreq ) C Actions [ Proj

Create a new fork

Owner Repository name

° ustcew~ /[

By default, forks are named the same as their ; ca mize the name to distir
further.

Description (opt

AT application for ES 5P- C3 ESP-IDF &

Copy the ster branch only

Create fork

¥ 3: 41 78 Fork

6.2.4 5= JFK GitHub Actions jfig

MO FE R Actions 3 A GitHub Actions T [ »

Hidi I understand my workflows, go ahead and enable them j5/f] GitHub Actions.

V)Y

J& ] GitHub Actions 52 Ji% .

6.2.5 PU: PCE 4k ESP-AT TR HEN Y]

ﬁn;ﬁﬁ?ﬁ Espressif OTA server {4 7 F1 OTA token, I HFF%Mli JAT+CIUPDATE 4 F14% AT &4, TR
éﬁ%mﬁlﬂﬁbﬂ% &, LDL..»mﬂﬂ CONFIG AT OTA_SUPPORT (FH XWZIEEE, HSH% A
AR github.dev % 5% A5 P Ao KAL) B E Bkt AR B

J ﬂiﬁ‘ﬁ??ﬁ’] Settings ¥EABE .
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% ustccw / Public $2 Pin @Watch 0 ~ {y Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master. il Contribute

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

% ustccw /esp-at | Public ¢z Pin @ Watch 0 ~ Y¢ Star 0
forked from espressifiesp-at

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

K 5: j5 /) GitHub Actions
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Actions Enabled.

% ustccw/esp-at P

forked from espressiflesp-at

<> Code [ Pullrequests

ACti ons New workflow
I All workflows

Build ESP-AT Project
Reusable esp32-at workflow...
Reusable esp32c2-at workfl...

Reusable esp32c3-at workfl...

Management

E; Caches

% ustccw /

forked from espressifiesp-at

<> Code [ Pullrequests

¥ master ~

H A AT TAE

<z Pin G>Watch 0 ~ vy Star 0

() Actions [ Projects [ wiki (© Security |~ Insights @ Settings

All workflows

0 workflow runs

)0

There are no workflow runs yet.

A 6: J3 i GitHub Actions 52 i,

<z Pin & Watch 0 - ¥ Star 0

() Actions [ Projects [0 Wiki 7 Security |~ Insights | Settings

Go to file Add file ~ <> Code~  About ]

AT application for ESP32 ESP-IDF

This branch is up to date with espressiflesp-atmaster. il Contribute _» Sync fork & ESP32C3 ESP-IDF & ESP8266

@ xcguang Merge branch ‘bugfix/relink_cause_to_crash’ int

B .oithub/workflows
components
docs
examples
main
module_config

tools

Espressif Systems

ESP8266_RTOS_SDK
m

s
w
O

L1

Releases

> 24 tags

B 7: pii Settings
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Hiidi Settings -> Secrets and variables ->Actions #EA Action it & T .

cions [ Projects 0O wiki 5 Settings

, General General

Repository name
esp-at Rename
Template repository
Require contributors to sign off on web-based commits

De

Nebhooks

Social Preview

Environments

& 8: 3 A Actions [it & L

Eiii New repository secret 3 AZEEHA] 72 T .

i A Name FI Secrets, i Add secret fE—NHIEEH. HALRZELHENZ OTA token.
T B T BRI A AR AN

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

WRTFEHE Z AR S AT B9, WHEE DR, RN FERES, A %9008 58 s
TUE R .
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B Proj Settings

MNew repository secret

ets are encrypted and
1S plain t

Environment secrets

Environm
C

Repository secrets

Dey
| Secrets and variables

Actions

el 9: A B T
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> Code [ Pull requests Acions [ Pr O wiki ) sights | Settings

Actions =ts / New secret

Name *

AT_OTA_TOKEN_WR

Add secret

10: @ %5

Repository secrets

8 AT_OTA_TOKEN_ESP
AT_OTA_TOKEN_E
AT_OTA_TOKEN_ESP32_P

88 GitHub apps AT_OTA_TOKEN_ESP32_SOLO_1

B9 Email notifi

AT_OTA_TOKEN_WROOM32

AT_OTA_TOKEN_WRO

2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 nizb: fEH github.dev ZhifH 75 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $T9F github.dev 44 23

IR GET 0, PR B MU 0 SE AR

(> Code % Pullrequests (® Actions [ Projects 0 wiki (J Security |~ Insights

| ¥ master - Go to file Add file ~ <> Code ~

Switch branchesltags % Ald ication for ESP32 ESP-IDF
master. 1 Contribute 2 syne fo & 32C3 ESP-IDF & ESP8266
[ | SP8266_RTOS_SDK

Branches g se_to_crash’ int

' master

Releases

> 24 tags

Packages

el 12: Ry 52

AL AL ., BT github.dev iR 2R TIT 70 SO AU

5.2 G or ¢

FEHEAA G, BRI 7 SR FR, FE R RR L, B BRI ) 23 S B A B 70 S A R

WG AR H 2 X

B+ switch to Branch, A,
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C {} & github.dev/ustccw/esp-at/tree/master

EXPLORER

ESP-AT [GITHUB]
K3 .github
B components
docs
examples
main

module_config

build.py
) ,

README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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& github.dev/ p-at/tree/master

product/v1.0.0

T [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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Iy SR ESE N -

C { & github.dev/ustccw/esp-at/tree/product/v1.0.0

ESP-AT [GITHUE]
K5 .github
B components

E

M examples

M main

B module_config

# tools

.gitlab-ci.yml
readthedocs.yml
build.py
] CMakeLists.txt
R LICENSE
README.md

requirements.txt

[yhe) OUTLINE
Loa
Lt

TIMELINE

+¢ GitHub

Bl 16: 73 S BIE 5E

5.3 B WA

1& github.dev J%E28 PIE TS . BIANFF B WebSocket it 31 5% HimDNS hft, WIFRSEFT AR ZH AY it BT
{4 esp-at/module_config/<your_module_name>/sdkconfig.defaults M4, ¥INAITF4T:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

eGSR, Ry R EIE . A C SO S + BB

BSOS, AP E . Kl Commit & Push i3,

6.2.7 5,53 GitHub Actions 45k AT Wl

LR EN 2 )G, 2 B3k GitHub Actions 4t ESP-AT [, 152 4o T A GitHub T 3% #7
WGafRa A AT B PR SCRY, FEEITREMN AT B (HE: SORRW AP HRASE T H CIKS T esp-at
B EFATHY, TAZE https:/github.com/espressif/esp-at {32 )
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C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M x

SOURCE CONTROL madule config

#: AT
CONFIG AT ENABLE=y

Commit & Push |~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=Y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS _COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4071a65dd28b72656ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN NUM=5

CONFIG ESP AT FW VERSION="2.5.@"

Changes 1
[0 sdkconfig.defaults module... T3 9 + M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P& 17: B WebSocket 14371, 25 mDNS ZihE (fdimek)

C Y & githubdev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL module_config

# AT
CONFIG AT ENABLE=y

Commit & Push [~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a85dd28b72056ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c287f725de50d40871a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN_NUM=5

CONFIG ESP AT Fw VERSION="2.5.8"

Changes 1
[ sdkconfig.defaults module... T3 2|+ M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

Bl 18: EFEE (Raiiek)

C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

Y

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL medule config

20230321: Added websocket commands # AT

support and disabled mdns commands CONFIG AT ENABLE=y
CONFIG AT BASE ON UART=y

Commit & Push CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

. ) CONFIG AT WS COMMAND SUPPORT=y

hlfecanlia deraulisludl oo lia/ ot CONFIG AT MDNS COMMAND SUPPORT=n

Changes CONFIG_AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"
CONFIG_AT OTA SERVER PORT=80
CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a05dd28b72056ca7"
CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"
CONFIG AT SOCKET MAX CONN NUM=5
CONFIG ESP AT FW VERSION="2.5.0"

Staged Changes

# -Wear-Levelling
CONFIG_WL_SECTOR SIZE 512=y

B 19: 3l (maimeR)
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6.3 Il e AT % 1145 i)

RSO T AT B ESP32-C2 F B AT port 1. BRIAEUL T, ESP-AT {f A4 UART i
PR AT B AT ARG OUFFRAMHEE), B AT &% AT A Aaloni. (DT
BRI,

B ESP32-C2 W45 19 AT SIS, 7%

o % [% ESP-AT T4%,

* Y& menuconfig fii! & T. E.BY factory_param_data.csv ZE#& F& 0T 4 .
s MmiF LA,

o W#raY bin IR F LS

AR E R H B SGE I, b B TR E SRR E

ik (A ERE DN AT ar 98 06 2% (1] AT SPL3% 1, AT through SPT Al {1} AT EH 741 o

6.3.1 ESP32-C2 %%

ESP32-C2 AT [E{4:14 H 75 i 1 A6y &0 14 BT DA 2 SOV B, 200 (ESP32-C2 i RS % T
WY AF A

fE ek H o 11 A5

BOATEOLT , AREEHefitny ESP32-C2 AT [H {0 1§ LA UARTO & i i H &

* TX: GPIO20
*« RX: GPIO19

E4 1% ESP-AT TR, WI ] menuconfig it ¥ T HAF HEBOH e 4 1 -

e ./build.py menuconfig —> Component config-—>ESP System Settings —> Channel
for console output —>Custom UART

e . /build.py menuconfig —> Component config->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config->ESP System Settings —> UART RX
on GPIO#

sl i 4 S 10 55

BOATEOLR, UARTL 1Tk AT S FIHE0C AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DAUE.#EAE factory_param_data.csv 2 FPG I i 1145 1 -

o FTITAASHIY factory_param_data.csv,

o BB FTERIAT

o IR EIRE vart_port (WIERAHE AT HE DRI HE AT dr4 10, WFEZE ST, R
E R uart_tx_pin flluart_rx_pin fl AT HEDRER—FE).

o MPEFEINHE vart_tx_pin fluart_rx_pin (EFZEIERFEERER, KL EThRad
H, B3E AT HE DS .

o BT EMHTERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRNG .
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6.4 #mAwe X AT w4

ARG /28 T QA ESP-AT TAREHIRIN P SCHY AT fip4, DA AT+TEST A A Bl jerm a0 3R
s BT o

HE LA . DIRE R @4 2/ 0HE LN IR
o T L AT 44
o GEM AT 44
XN G A 2 B AT O B O«
¢« ZiX—TFE
HAr P IRE T XTI 2% a4, ATARE () TR 2k ik 4.
o T LIAEH B
o RIS AR
o fukar SRR
o ARG L ey PAT
o M AT 65435 7 3R BU N 0% 2 9%

AT Ay 2RI IR AT, DA FESCPE MTECEE, EWR M B E X AT ar i Eal

6.4.1 L AT W4

TEE SCAT 21, e AT ar @ RYZFRAIZEAL.
iy A i L

o ORI + BT
o SHFERE (2, az). BT (0~9) BITE ST (L 5 L /L 1L D), BEWIIAT 65

No

B4 AT i iRZ W DAAPUFZER: Iikar S, il WEmSMITmS, EZHEESWAT &4

WG, EXTHRBEA L. B AT+TEST ORI R PURIREY, R E SRR 7R B A o

=45 A -
Wit 4 -

=
ad

uint8_t at_test_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

i S
uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

QS
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(& b))
return ESP_AT_RESULT_CODE_OK;
i
B4
uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
;
if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._

—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

W

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT RESULT_CODE_OK;

e, WHesp_at_cmd_struct HE X AT AR SCHR2RAEL RGBS E LT 4/ FRA
+TEST  (HETY °CAT) HZFPra RSB 64

static esp_at_cmd_struct at_custom_cmnd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

WRANE SCRAIA, FFHARE ) NULL,
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6.42 I AT %

JHH APl esp_at_custom_cmd_array_regist () FEM AT 652, AR EHN AT+TEST WA FIL

i

<scustom_cmd[0])) ;

esp_at_custom_cmd_array_regist (at_custom_cmd,

sizeof (at_custom_cmd) / sizeof (at_

F51F: BIUE esp_at_custom_cmd_array_regist JIA app_main () Y at_custom_init ().

6.4.3 25— P

WERARE B 5T AW ER, %1% ESP-AT TR besklEff, %an S RIMITE G s FIER BT,

idistr— !
T AT+TEST BEFF I .

WA 4 :

AT+TEST="

W

AT+TEST="?
this cmd is test cmd: +TEST

OK

A4 :

AT+TEST?

W i <

AT+TEST?
this cmd is query cmd: +TEST

OK
B arA:

AT+TEST=1, "espressif"

Wi i <

AT+TEST=1, "espressif"

first parameter is: 1
second parameter is: espressif

this cmd is setup cmd and cmd num is:
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AT+TEST
this cmd is execute cmd: +TEST

OK

6.4.4 5 LRI G

ESP-AT B4 HFesp_at_result_code_string index F X T—Lik[EE B, WLk EHEEIES AT
H A

W T return BERGRPIE A, AT APl esp_at_response_result () FKRE AL HATE R 7]
FEHS A [E]BHdi j§ APLI flESP_AT RESULT CODE_SEND_OK MESP_AT RESULT CODE_SEND_FATL,

B, 2446 fH AT+TEST BIHATAr S M kS #eak MCU &£ 503Em, Fesp_at_response_result ()
FeaR m] Kk, M return BEORIR B dar S HATEE R, ORGSR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/) MR BE MU REBEWE EXEAM

send_data_to_server();

/7 R SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

ABAT A2 S AR W] R .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

6.4.5 RINGESE

ESP-AT $2{lt LA R P> AP R S-S 4.

* esp_at_get_para_as_digit () Efﬁ@@[??ﬁ‘ﬁ(o
e esp_at_get_para_as_str () WIRBFFESE.

AN WAAT 6 4.

6.4.6 HWEWESBE

AT IR E R L Gy S S RO TR SR

o HOEH AR P IR S gk
o HekR B — i Ak
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A E AL h i S8

R EALRF AT+TEST fir 2 <param_2> fll <param_3> S E A FESE, H <param_2> K%
TS, <param 3> HFFFERESEL

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

PR IT

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT PARA_PARSE_RESULT OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/) TR
/O FREERXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

;»2) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
t
} else {
/R
V- B §
/) REEENXBRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/) FERXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
(R oaksn)
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esp_at_port_write_data (buffer,
t
} else {
/7 R
VAR5 TR0
// FOH R XA
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

return ESP_AT_RESULT_CODE_OK;

esp_at_get_para_as_str (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"fourth parameter is:
strlen((char *)buffer));

strlen((char *)buffer));

"third parameter is omitted\r\n");
strlen((char *)buffer));

&para_str_4);

%s\r\n", para_str_4);

ik WA TARSEON ", WES AR

A i —hr S8

{B AT+TEST fir &1 <param_3> ZHCHFAFHSE, H RS,

AR ERCE N TS

AT+TEST=<param_1>, <param_2>[, <param_3>]

WG AT PR AR A B A5 1O
¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

FHAES AT

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result

snprintf ( (char *)buffer, 64,

—para_num) ;
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

"this cmd is setup cmd and cmd num is:

esp_at_get_para_as_digit (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"first parameter is:
strlen ((char *)buffer));

= ESP_AT_PARA_PARSE_RESULT_OK;

su\r\n", _

strlen((char *)buffer));

&para_int_1);

%d\r\n", para_int_1);

(T oUgkEE)
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parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7T PR
/) FEEXENE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
} else {
/7 Bl R
/B EZANFEK
/) FEEXEAME
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WixSHBA B -

6.4.7 PHIEWASTIAT

AR AT, SRR D HPITER, RERFEET X AR EE SR BN [F I(E .
— R, X R AT SH B S I ST

et semaphore KA.

TRBIACHS IR .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{
uint8_t buffer([64] = {0};

QS
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(£ L£50)

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 TR

// Kb A WA Al B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

FséwAw#ur
// %”5 — M RATH SR
// BB ES% T FH xSemaphoreGive ¥ # 3 semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

6.4.8 I\ AT iy 4> v 1V U A B

ESP-AT SCFpM AT fiv 4 v 5 R ARG, AR FELATT P4~ APL

* esp_at_port_enter_specific () WHEBIHREL, AT imlBI0CE 5 AMEHE G, R %R
s

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EITHEEL.
RBUER ) 7 VA SRR AR R A gl A AN [+]

TR K 4 A B b
BB LM <param_1> $82 THIEKAE, WTHHIR.

AT+TEST=<param_1>

PAT /R BB A AT AN AT fir g ARBUK BN <param 1> FyH AL .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)

{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) |

return ESP_AT RESULT_CODE_ERROR;
I3

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n")

QS
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esp_at_port_write_data (buffer, strlen((char *)buffer));

}

/7 Bl R

// Kb A AL Al B semaphores

if (l!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BB NBAER T >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREK, EEKIARAKERSRE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

aE: 1S WK &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len -_
—received_len) ;

if (specified_len == received_len) {
esp_at_port_exit_specific();

/S RBRAMNEENKE

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/)T B
/SRR ABERE >0, WERHAEEKEATE N EREEKE
VAN RS- &
/7 B A ROR T BRAT B R R
esp_at_port_recv_data_notify(remain_len, portMAX_ DELAY);

N

3

3
/7 R
VR A&
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);
break;
3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

L, GRS E AT+TEST=5, M AMEdE N 1234567890, HF4 ESP-AT iRMILEHATT IR

AT+TEST=5

>67890

received data is: 12345
OK
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AR K B A B
XA OLRMRL Wi-Fi S 42X, NEELIRRKIE.

AT+TEST

1B ESP-AT 53t SIUPTIFE FTAE R, RETAIT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/B R

// Kb A WAL Rl # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) BERANKERTH >
esp_at_port_write_data((uint8_t *)">", strlen(">"));

// HEEEEEK, EEKIARAKESEE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AE:3'E DNk &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN);

/7 AR SR E R

/7 B A RFERE e FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

/7w B R
/SRR ABEERKE >0, RHAZARAMAREFTELE

/7 WA R RAT W s KR

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

&
/7 B E X T AR R AR B
2

}
(R oTakZE)
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break;
} else if (received_len > 0) {
/)T Bl R
/7 B R AT AL BE B B B Ay AR
/7 A RO R AT B W g B B
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
;
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

I, SRS — AN AR Z 1234567890, 55 AN ABdE 2 +++, A ESP-AT REIZERAUTF R

AT+TEST

>

received data is: 1234567890
OK

6.5 iy ESP-AT £ PEfE

BANTE DR, ESP-AT Ml ML [fH ] UART #7385, Wb s Edf A s HEOA R E, BIA
Zxifad 115200 bps. JH 40 ESP-AT SRR At &, T TAR S, HAH A SR E . AR SCPA
ESP32-C2 Wi, Fraitnfafites ESP-AT it 6E .

Frik: ASCET ESP-AT AT & 42X 1, fillidd4 s TCP/UDP/SSL A it PERERY— LTk -

I DR RV 7i75 2 S NN Sy L R = R AL W i
o [fF] ik B E

o [EH]RAKIBA, HA MR E
6.5.1  [fhj ] P e v

L BB &S, LWIP. Wi-Fi iGH T el S8

R T ACHS BE#E UL I3B Il & module_config/module_esp32c2_default/sdkconfig.defaults {45 )5 ,
HE ESP32-C2 RGN AT B Ot B SC{4-e 1 sdkeonfig.defaults SC{4:.

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ_120=y
CONFIG_ESP_DEFAULT CPU_FREQ MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

(N oiaRss)
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# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi

CONFIG_ESP32 WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_ WIFI_DYNAMIC_ RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_BUFFER_NUM=64
CONFIG _ESP32 WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 7% UART ZE 1% o/
WA B #E D1 854k at_vart_task.c SO uart_driver_install() 47 o

uvuart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MBRERIANACEL . Bk fh . ekiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. iEfeniipe ey UART Pefpfs
AL AT iy A aE -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

. & &

S PR T B 7 YA — R R AR A, (AT AT REN BEIRE A I . 53 SN LEBCE T REA
%ﬁ%%mﬁ,ME%%ﬂ%é@%Wﬁ%ﬁﬁmﬁ%oﬁ%,ﬁ?&ﬂ%%ﬁ?ﬁﬁ%%ﬁ%,ﬁﬁ
FERTPEHIC

6.5.2  [Hird] BABEIRHE . BERPPE G E

5o ESP-AT F ik ) Bl R AR AR ] -
WE Tk TR
o ESP-AT %% (TX) BB K S1 > S2 -> S3 -> S4 -> S5 > S6 -> S7 -> S8
o ESP-AT #: (RX) [ RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

A AR R AT, BARR A, T R A B S R AR T R AT LA, TN B
B AR B B BT R Z BTN IC ., AR A R B IRIR B . AESEBR T A, (R
H B Herp— A Bn AR B RT P R AR T 18- B4 0 R Py R

Frik: TR ECEIY AR A SE R N RIRAY . PRI AL AT+SYSRAM fiy 4 KAL) ] I AT
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium R5| 1S5
Rl Y
UART UART i \
= = Link Interface @
Wi-Fi
SDIO SDIO L —> (( )) S7 o
Socket Socket Ethernet R6 R7
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

L. GO 7¥H:fLfL
GO ARG AMLALAY Ry, IS H I EAT

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ_120=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

2. S1. R1 -4k

HWHEILN, S1MIRI JZ ESP-AT Frit kA it . FEABOAE LT, ESP-AT Ml ML [0
J UART BT A%, Bl 115200, 1) UART R £ L, 35 BRIy S Mbps. [Ht, J
M FATALT S Mbps, W] DARE I ERIARY UART V0 RIEALZ (B AE o, [l eT PAEA T
L.

2.1 $255 UART ZZf X Ko/
YR ACRD B D1 at_uart_task.c SCAET uart_driver_install() 17 o
o }27% UART TX 50t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

$42 UART RX %t

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

$225 UART TX #l RX 750

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART e
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RS AT iy FPAI AR :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

/] B

ik PO EHLE UART ol LSRRI 2 iy, I HAHURI ESP-AT Z [ UART #2403
A REHIAE .

ks AU PRI T SRBAE T 5 Mbps, [V IEHE] SPLL SDIO. Socket 5773t JLIATH
5%

e SPI: SPIAT 35

« Socket: Socket AT }5F5

3.S2. R2. R3. S3&Hfifk

HEEMT, S2. R2, R3., S3 A& ESP-AT S RAS . K2~ AT core ¥ UART S5 X
FEAE (&5 2 2 g, A BANFERT B 25, TeRRiie.

4.84. R4. S5. R5. S6. R6 &HH-fi4t

ESP-AT I £HL2 88 il UART /7315, S4. R4. S5. R5. S6. R6 JLF 4k, ESP-AT Al
FALZ B AL N BT Tl E RS, S4. R4, S5, R5. S6. R6 ZWMEMH—PHE.

S4. R4, S5, R5. S6. RO ZMlFMLAILHIE . MAZE . FIEHREERZ 2 W Bdum. 1
Ak ESP-IDF ot WAL WicFi P SORS, TR, JEFT A PRCHE . S Seng LT b
JE . /build.py menuconfig HfTHECE

o {4k S4 -> S5 -> S6: KLy A
o fiAk R6 ->R5 -> R4 BRI 7 ) it

5. S6. Ro f¥i-{ift

S6 il R6 2 i {7 i A K BB )22, ESP32-C2 mJ DAGE I Wi-Fil B0 DA I 454 744 77 oo
Wi-Fi [ 7 AN R TT R Z S0, ATREETFE 7 Rl

* 42 RF RS%
BRI K S D 258 A R Ak = AR ST, P v] DAE A AT+ RFPOWER fir %5 1) Rl X
H RF ZHUI%,

o BEE 802.11 b/g/n HpiY
RN Wi-Fi #5X BI 4 802.11 b/g/n P, JH P A] 38 33 AT+ CWSTAPROTO 1y 425 ) FI 1 &
802.11 b/g/n . FE 2RI, PHIEI AP b Wi-Fi B E > 802.11 b/g/ #plL,
I FE LSk HT20/HT40 (20/40 MHz) 5%,

6.S7. R7. S8. RS &H-1i4t

HWHEULT, S7. R7. S8. R8 Mg ESP-AT FFREACALHIFE . NI FISLFRIM 8T 98 . 4%
BRI RS AR K

6.6 4nfal 3 mfg_nvs 51X

Espressif Systems 307 Release release-v3.4.0.0
Submit Document Feedback


https://github.com/espressif/esp-at/blob/7c662f3e/main/interface/socket/README.md
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/api-guides/wifi.html#how-to-improve-wi-fi-performance
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/api-guides/wifi.html#id64
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/api-guides/wifi.html#id64
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 6. WA ZiFHIF & H O AT TR

6.6.1 mfg_nvs 43 XA+4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

« HSHCE (Wi-Fi il UART fE . SRS ): WSH T A8 E4028.
* PKICE (BRIEBABHANCE): WSHPKIRREAN 2.
* GATTS [t (RIIFEHET RS ). WHSH KA E T R G5 RLAN2B.

MIETEEB M SE . PKI A B B # GATTS Bl Ry, &0 DA #idm ik ESP-AT TR, AERUHm
mfg_nvs.bin X 8 arpy T A ABREE, SRR A OB R . AR ST T

6.6.2 :pk mfg_nvs.bin

Be B AE 258 UG, & # thiF ESP-AT T 42, JE 4 %Py B & B il i mfg nvs.py SE4 i build/
customized_partitions/mfg_nvs.csv X (BETITEREN ML SE,. 8. K8, fE
=H), H esp-idf 1) nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin X (NVS FEREE) .

6.6.3 |#% mfg_nvs.bin

AR A MEE — P52 H 2 mfg_nvs.bin S0

o FEEBgIELL) ESP-AT &4, PRI LS L ek FE &,
o VN2 mfg_nvs.bin, XA J5¥% H 3 ESP32-C2 A mfg_nvs 73X,
— Windows
T N2k Windows Flash N4 TH . &% zip I readme . pdf 5(#H doc HE T
P, F# build/customized_partitions/mfg_nvs.bin %] ESP32-C2.
] DA I AT+SYSFLASH? £i4-#5 1) mfg_nvs.bin {4~ 2k .
— Linux or macOS
& {# ] esptool.py.
&P ATE ESP-AT i H s A7 PA R i 2 N 4% mfg_nvs.bin S04,

esptool.py —--chip auto —--port PORINAME --baud 921600 --before.
—default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

¥ PORTNAME Z 4 51 H 1144 7%, ADDRESS ##k F %k mfg_nvs.bin SC{: bk,
FR0] DA T AT+SYSFLASH? A28 F 2k ik
o MCU %3%AT+SYSFLASH 34 8 %7 ESP32-C2 i) mfg_nvs 43X,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE ¥ A T2 mfg nvs.bin SCEFH R/, AN EIERLAA A E )43 XS, @50] PATE
T AT+SYSFLASH? Gy A2 #]0 X K/ N6

6.7 i) 2%

ASCAYAZE T WA ESP-AT BOAM ) S8ECE . ) SEECE 528 Wi-Fi il E . UART & .
B E .
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o BT AHEENB
o 4 px, mfg_nvs.bin 3

o T2k mfg_nvs.bin 34

6.7.1 ) SHEBEND

MHTERA BT ) S5 B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR

Thie HEIALE X AT @&
Wi-Fi fit: JirA i 5 Wi-Fi ZhEER) AT iy

» max_tx_power (ESP32-C2 [1%) Wi-Fi
KRG, G W, ESP32-
C2 Jeift o2 )

* country_code (EFAHD)

« start_channel GEE#f Wi-Fi {51H)

* channel_num (Wi-Fi 1] S {E 8 5E)

E= eb by PNy
UART fil &  wart_port (I % 3 AT £ & Fil A 5% UART ThEEm AT fiyd
e AT Hi Y f) UART i 1)

* uart_baudrate (UART i 45%)
* uart_tx_pin (UART TX 5| )
« uart_rx_pin (UART RX 5] )
* uart_cts_pin (UART CTS 5| #)
* uart_rts_pin (UART RTS 5| J#)

FELZH 24 B module_name AT+GMR

RS A SRR REE ) S E, REEM nfg_nvs.bin ff.

6.7.2 Bk mfg_nvs.bin {1k

THZT & A mfg_nvs.bin SO A ) SHBCER) mfg_nvs.bin,

6.7.3 | # mfg_nvs.bin {7}

5% T 3 mfg_nvs.bin XY,

6.8  nfal g5y PKI fic

AR T AT T ESP-AT $LL A BRINRG PKT FicE . PKI Fit A% TLS % P, TLS AR5 %% . MQTT
% P11 WPA?2 Enterprise % P (IF 15 HI254H .

» PKI Bt EA-%5
o 2 %, mfg_nvs.bin XA

o T # mfg_nvs.bin I
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6.8.1 PKI il ¥4

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

Inge e HX AT &<
TLS % ) S 0 B i « AT+CIPSTART
e client_ca_00.crt

client_cert_00.crt * AT+CIPSSLCCONF

client_key_00.key
B Pl
client_ca_0O1.crt
client_cert_O1.crt
client_key_01.key

%

e o o — o o

TLS k%% e server ca.crt AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % ity + matt,_cacrt AT+MQTTUSERCFG
* mgqtt_client.crt
* mgqtt_client.key

WPA?2 Enterprise % i AT+CWJEAP

e wpa2_ca.pem
* wpa2_client.crt
* wpa2_client.key

WRGE A SRRk PKIFCE, RJ54 M mEg_nvs.bin I,

6.8.2 )k mfg_nvs.bin 3 ff
5% £ A mfg_nvs.bin SURY/E AT PKI BB ) mfg_nvs.bin.

6.8.3 Pk mfg_nvs.bin

TS T 3% mfe_nvs.bin LY.

6.9 nfal i e SUAKIIHE R 5 IR 55

AN AT AT A ESP-AT $2 (LRI FE I o Mz 55 IR SCPFAE ESP32-C2 54 b H 7 SURIIFEIEF iR
%o

o KB T IR G IR A28
o thiFet A2 SR B T IR 5
— IS BRI T IR GRS

— A& px mfg_nvs.bin Xt
— T 2 mfg_nvs.bin Xt
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IRThFEM 2l 95 1 R GATT S5 1) 2 e, w3 2005 — A~ J@t358Y (attribute type) 2y 0x2800
()8 k55 (primary service). BEANRSS B2 H— P IRSS & SCRULAMFE AL . BN L2 Hh— A
ERFIAFL R . E2AHXAE BIESH CGETZ0HEY  HAY Generic Attribute Profile (GATT) —7 .,

6.9.1 {IRIFEH MR 55 PSS 4

I 2 FE 08 5 ik 55 U5 SC 4 /2 ESP-AT T A% 6 & AR 2 6 W o8 ik 45 Br i 4l 19 SCF, ST 2 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFRFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
0 16 0x2800 | 0x01 | 2 2 A002
1 16 0x2803 | 0x01 | 1 1 2

2 16 0xC300 | 0x01 | 1 1 30

3 16 0x2901 | Ox11 |1 1 30

PAT 0 BRI o
* perm FEAMAMIR, T BSP-AT TR 5E SR TR

/* relate to BTA_GATT_PERM xxx 1in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

*/

#define ESP_GATT PERM READ (1 << 0) /* bit 0 - 0x0001 */
. /* relate to BTA_GATT_PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
o /* relate to BTA_GATT_PERM_READ_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_READ_ENC_MITM (1 << 2) /* bit 2 — 0x0004 */
. /* relate to BTA_GATT PERM READ ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM_WRITE (1 << 4) /* bit 4 - 0x0010 */
. /* relate to BTA_GATT _PERM_WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */
. /* relate to BTA_GATT PERM WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_WRITE_ENC_MITM (1 << 6) /* bit 6 — 0x0040 */
. /* relate to BTA_GATT PERM _WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM_WRITE_SIGNED (1 << 7) /* bit 7 — 0x0080 */
— /* relate to BTA_GATT_PERM_WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT _PERM_WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

o FEF—17/2 UUID 3 0xA002 FARSS E Lo
o B TATRFHMEM . UUID 02803 F/RFHER ], HUH (value) 2 5 EAUMR, ABRK N 8 i,
B RE M RERRUR, 1 FR SRR, 0 R F .

fi PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© BEATE LT M BIRHIE . %ATHY UUID 2RFERY UUID, S{E 2R AR EUE
o SEVUATE ST RHMERITEIRAE (T3 ) o
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1% UUID Hy S A5 B 5% i TR AR IR

UNSRE AR ESP32-C2 B LI BOATRSCHE, AMEAL MM, H @S RIFEIE T i, I AL il
RS AR m, SRREIUTR AR,

Unknown Service
) 0000a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
pert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e:0

6.9.2 Gkt A SURSHFEEE A IR 55
THARGE DA T 2K A SUIRD R IR 55 -

o IEBURAHIE T RG]
o & R mfg_nvs.bin S

o T 2k mfg_nvs.bin St

TSR SR EE 58 1 55 D SC A

Al E XS, B, #EE L= RS (Server A, Server_B fll Server_C), MIFFEHFX =4
IR 45 He Wi HES o T AR IR B E K /NGRS LR ATAE SL— RS A, HAt IR 55 s ml A
i R 05 3047 5 e

L A5 5 o
ABIRE LT AN OXFFOL [ 32 2R 55

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1

2. USRI BRI AL o
A58 LT —> UUID 2y 0xC300 [ AT EERN SHRHE, FHRHARBIE A 0x30.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

3. ISR (FTHE) .
APV T 2 o FE AL, E05* 0x0000 R Al (notification) FIfig7s (indication) 4%«
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index | uuid_len | uuid perm | val_max_len | val_cur_len | value
34 16 0x2902 | Ox11 | 2 2 0000

SEMPA BRGSO AR FEIE T i 55 5 SCAE .

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

34 16 0x2902 | Ox11 2 2 0000

A H O SRIB I GATTS Bt'E:, AJFEM mfg_nvs.bin X,

Hz % mfg_nvs.bin 3C{F:

THZH £ ax, mfg_nvs.bin SCRA WA RDIFE I A I 95 BE B mEg_nvs . bin,

T #; mfg_nvs.bin 3}

TES T 2 mfg_nvs.bin CHY,
TESENG, EHESARIIFEE A ER:, R T im A RS A IS IR TR .

Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic y 4
UUID;

0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902

Value: Notifications and indications disabled

6.10 il {w L IX

ASCRYA T Analii 48 2 ESP-AT #2414 at_customize.csv % H & X ESP32-C2 ¥4 9 IX . A5
PR — R RREM —Fr K,

— 24X 35 partitions_at.csv L RS T, 7 ERE_E A B partitions_at.bin S04, AR— A XFEHE, &
Gk RS, HIt, @B partitions_at.csv,

ESP-AT $#24L T 24 43X 3% at_customize.csv fIHEF7E i H & B . BRET—H0KE.
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LB ESP32-C2 i I X, T I AT = AP PR . SR DU 28 BB T R = IR

o 147X at_customize.csv

o & B at_customize.bin

o &3 at_customize.bin £ ESP32-C2 % %
o 17

6.10.1 {& at_customize.csv
5% N R FIHA at_customize.csv,

2 1: at_customize.csv 18

=] HH i g
ESP32- | ESP32C2-2MB (filf & % 2 MB flash 1) ESP32-C2 | module_config/module_esp32c2-
C2 (ESP8684) %41) 2mb/at_customize.csv

ESP32- | ESP32C2-4MB (fif 4 47 4 MB flash [ ESP32-C2 | module_config/module_esp32c2_default/at_g
C2 (ESP8684) #41)

RIG, FEMEUL at_customize.csv B SEAE DA LI

o BELE XHH P4 X Name Fl Type AU, {H SubType. Offset il Size HJPATH K.

o WEREFERM—DHI AP AIK, #EeE T 252 44 ESP-IDF (esp_partition.h) HE
X

- WREE X, EPREE Type {H 5 ESP-IDF FyAH [ .

- WRRE S, TR Type WE R 0x40,

* X Name AT 16 5477,

* at_customize 5 KIYBRIAK/INE LAE partitions_at.csv ZR M, FMIHT HI P43 DRI A 258 HH S R

6.10.2 /L JX at_customize.bin

&7 at_customize.csv J5, A A 4R ESP-AT LRES{# [ python IA gen_esp32part .py KA
at_customize.bin {4,

WERE A, 78 ESP-AT TAAR H X FHATA F a4, 8% INPUT Ml OUTPUT.

ustomize.csv

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT Fr M RARNTIY) at_customize.csv B 3 il SCIFAA A2
o OUTPUT #ff A iy — kil sk CSV SCUFRO A, WS, K6 AR S .

6.10.3 %¢5% at_customize.bin £ ESP32-C2 7%

Ff at_customize.bin | £ F| flash v, & AP i f SO 2 ESP32-C2 i 4%, 1S H ek AT B #
ZiE 4, FENAFFA at_customize.bin ST &k,

7% 2: A4 at_customize.bin 1 # bk

=] =H ik K
ESP32-C2 | ESP32C2-2MB (JirG#f 2 MB flash ) ESP32-C2 (ESP8684) Z41) | 0x1A000 | 0x26000
ESP32-C2 | ESP32C2-4MB (firf5iify 4 MB flash ) ESP32-C2 (ESP8684) %%41) | 0x1E000 | 0x42000

TEHLEE LR, WAATRF at_customize.bin N #¢F flash J5 4 REfT ] —LL AT fip4-:

o AT+SYSFLASH: #0215 flash JA P 5 X
o AT+FS: XM A GagtE

* SSL k55 #eh K i S

* BLE R 55#e K i
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6.10.4 s

AN EUMEL, R test 1Y 4 KB 43X 711 ESP8684-MINI-1 4MB 4 1,

B4k 3] ESP8684-MINI-1 4MB f1 at_customize.csv 3%, & E B4 X Name, Type. SubType., Offset
M size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat, 0x47000, 100K

FH, BEHSIE ESP-AT TR, Bi&7E ESP-AT MR H 5% T #1447 python A4 i, at_customize.bin.

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32c2_default/at_customize.csv at_customize.bin

KI5, ESP-AT i H 444 i at_customize.bin,
%5 =4, T# at_customize.bin % flash,
1E ESP-AT TR H K T HATLA N4, 4t PORT A1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD --before.
—default_reset ——after hard_reset —--chip auto write_flash ——-flash_mode dio —-—
—flash_size detect --flash_freq 40m O0x1E000 ./at_customize.bin

* PORT #4 Ayl 1 249K -
* BAUD B AR

6.11 gl B Im— APkl 32 Fy

ESP-AT TARESZHFZ M, FF32 it 7RI A ECE SCIF: factory_param_data.csv 1 module_config, 341
1T ESP-AT TRECHHNF&  (BUE R R5) . B DA B e S 37
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=] [EHE BRIAELE S
ESP32 * WROOM- ¢ module_config/module_esp32_default/sdkconfig.defaults
32 * module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
¢ MINI-1

ESP32 | WROVER-32
* module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
* module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32- | ESP32C2-2MB

. dule_config/module_esp32c2-2mb/sdkconfig.defaults

C2 Hr 2 MB modu'e_contig —o5P g
iizhﬁﬂ’?? ESP32- * module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
C2 (ESP8684)
EX))

ESP32- | ESP32C2-4MB

I (B 45 4 4 MB ¢ module_config/module_esp32c2_default/sdkconfig.defaults
flash [y ESP32- ¢ module_config/module_esp32c2_default/sdkconfig_silence.defaults
C2 (ESP8684)
£5)

ESP32- | MINI-1

C3 * module_config/module_esp32c¢3_default/sdkconfig.defaults

* module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C6-4MB
c6 (B 4 % 4 ¢ module_config/module_esp32c6_default/sdkconfig.defaults

MB flash ¢ module_config/module_esp32c6_default/sdkconfig_silence.defaults
ESP32-C6 #41)

e 4 ./build.py menuconfig H [ silence mode 5 0 W, Xf 5 FLH 19 Bl B S0 R
sdkconfig.defaults,

e 24 /build.py menuconfig W] silence mode 2 1 W}, XF M B i e B 4N

sdkconfig_silence.defaults,

NS ESP-AT TAEH NI~ ESP32-C2 A4 f) STHF , I S B0 LU e 301 - EAL Y “ESP32-C2
B HRn 2

o ESP-AT TR A G N SE FFAOREAL, AL3% ESP-AT 3@ Bkl RS i ABEAL, RIAE B AH B s A A
Ho EABGRMES, FATIERER, HSCRABAME L.
* ESP-AT TAEC@FCSTFFIORIAL, (EH P/ 20 HB e BN E B -

ARG AT 7E ESP-AT T A2 H 2 ESP-AT B S Rpi 5k ESP32-C2 0tk F IR IF A4l 5085, h 30
PAZS X ESP32-WROOM-32 St i, i} SDIO i A2 BIARY UART $1

* f& factory_param_data.csv I8 i 2013 6;
o 5B esp_at_module_info 7% ¥k

o BoH AR A
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6.11.1 A1t factory_param_data.csv ZR 4115 B

FTFFAHIY) factory_param_data.csv , TERMGEIGMA—AT, MIEERTFHFEREHRXSE. A60%, A
¥ plat form %A PLATFORM_ESP32, module_name ¥ &} WROOM32-SDTO, HoAth 2415 B W
TR (BUGGESH S A EN2B).

¢ platform: PLATFORM_ESP32
¢ module_name: WROOM?32-SDIO
* description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1

e uvart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.11.2 {ZX esp_at_module_info &5 {4

Tr at/src/at_default_config.c 1] esp_at_module_info ZEMfA N B & EHRE B, .
esp_at_module_info ARt oTa FFIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

FRMEEH oTA BhEE, IRAE A58 ota_token FIE =¥ ota_ssl_token Wi%iXE N NULL,
FH—NZH module_name P05 factory_param_data.csv SCfFH ) module_name —ZF{.

FHEB WG esp_at_module_info g5,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF_TARGET _ESP32)

#endif
#if defined (CONFIG_IDF_TARGET_ESP32C3)
fendif
#if defined (CONFIG_IDF _TARGET ESP32C2)
#eA&;f
#1if defined (CONFIG_IDF _TARGET _ESP32C6)
fendif

#if defined (CONFIG_IDF_TARGET ESP32C2)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
«»SSL_TOKEN_MY_MODULE 1}, // MY_MODULE
#endif
Hi
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ZfCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%ﬂ%fCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E A3k 34 at/private_include/at_ota_token.h H7 ,

#if defined (CONFIG_IDF_TARGET_ESP32C2)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.11.3 il ELiee S

T, #EA module config SCMFJE, AIEE—AS 1 SO R AF OB ZH (1 i & SCF (SO R A4 FR A/
5), SRIGTEE AN AR E S IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults DA J
sdkconfig_silence.defaults

A, FATE HK M module_esp32_default 3L K Hoo L & SO, HFEMA A
module_wroom32-sdio. fEABIH, AlE {4 IDF_VERSION, at_customize.csv 1 partitions_at.csv T35
B, FA1RFB U sdkeonfig.defaults £ sdkconfig_silence.defaults:

* ffifl module_wroom32-sdio U T IXE, FEMESRUTELE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_wroom32-sdio/
—partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/
—at_customize.csv"

* filiJ] SDIO i, FoFk UART R
- % UART fCE

’ CONFIG_AT_BASE_ON_UART=n ‘
— iy SDIO Jit'E:

’CONFIG_AT_BASE_ON_SDIO:y ‘

SE IR BR G, VT BT 4k ESP-AT TAE A4 BT A [ f4F. A@ldr, FRATERCE TR, Wit#e
PLATFORM_ESP32 Hl WROOM32-SDIO A FiAs 2 [& {2

6.12 SPIAT #31¥

A EZNG] SPLAT e B S, 2 AT LA :

- A
o {8 SPI AT

o SPI AT i% %

6.12.1 4y

SPIAT AT AT T2, fii ] SPT ¥ T8 8 (5 - ZE{81 1] SPTAT B, MCU %45 4 SPI master , ESP32-C2
WA AN SPLslave, JH{F U7 L SPT PR SLHE T AT fip S i B,
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i Jil SPI AT {3

AT TAEEAHH] UART HpsClEAT Bl 5, {H2 UART Pisloe— L0 55 2w AL A i 1 I 3 5296 A
W, P, BTSRRI SPT P S AL i RS i — PR 1) 1%

Wl ;3 7 SPI AT ?

Gl DA T A BRI 5T A SPLAT

1. @d . /build.py menuconfig->Component config->AT->communicate method for
T command->AT through SPI ffifif SPI AT,

1 ./build.py menuconfig->Component config->AT->communicate method for
T command ->AT SPI Data Transmission Mode #45 SPI $({Ef&Hiz.

#id . /build.py menuconfig->Component config->AT->communicate method for
T command->AT SPI GPIO settings Bt SPI i Fi i GPIO &,

1 . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI driver settings i%$& SPT MHLH) TAERRE, HECEA XEAFXKA K
7N

5. EHidiiF esp-at LR (% Akshit ESP-AT T42), BEsfiy i HarT.

> B

2.3

5 E

= 5

SPI AT BRIAGE I
TR TN AR S ESP32-C2 B (1] SPT AT HEERIA R {451 -

2 3: SPI AT B\

&S GPIO =
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout) ! 8
QUADHD (gio/qout) ' 9

BtW] 1: QUADWP 5|1 QUADHD 75| HI{LAEE ] 4 £k SPIL T AR o

A PAiE ) . /build.py menuconfig > Component config>AT > communicate method for
AT command >AT through SPI >AT SPI GPIO settings, fR/G4iF LAEREIE SPI AT X}
HH (3% Kbkt ESP-AT T42).,

6.12.2 f§i}{f] SPI AT

1E0# il SPI AT I}, ESP32-C2 ¥4 Fiz47Hy SPI slave T /e T E kT,

{2 T2k (handshake line)

SPI m~$¢ master-slave Z5F 11 /M5, FTA (K& 517 Hi master &2, slave Jovk Eahfeftids. B2,
T iy TR A B, §5% ESP32-C2 %45 F4lA @ZE&JL%&*ﬁ% So Bk, FAHE SPI master Al
slave ZIETIM T —MEFL, SRS slave £ 3 [n] master R A5 BT RE

24 slave T BAL HEEE, S EFEW E3hfim, X7 master Ml 7= 4k —A_E T GPIO Hr T,
master {25 slave il fE, FHISCHUG, slave RHEFERBAC, S5aBLGETE.

R R L L TR
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* Master [1] slave &% AT ¥dighf, (FHEFLEHER:
1. master [1] slave & 515 KGR MG K, SRGE51F slave [m 48 F 4k & ) i &2 B 015

o

2. master K E| 2 T2k LAY slave & A R AENES G, TFIREEEHE.

3. master ZiEHHEIE, A slave HHE LB LR

* Master 2 slave & i%[9 AT i, (BT B ER:

1. slave i 1148 T8 38 %1 master FHEA 38R .

2. master FUCEE, FHEAEROI A BORE G, 0 slave B C & 2.

gk X

SPI AT 1if {55 4%y CMD+ADDR+DUMMY+DATA (/5 ). fE{# il SPI AT i, SPI master {i ff 2| —

ESTECE S @Y NN

* Master [1] slave %A %508 AL 1 5C:

4 TP A R E

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (8i% 4092 =73)
%)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, 5 20 A— A MNH EORGTHRA R L, BARR sy :

%50 EHLEMMAL, FHUREEHRC 245K

CMD (1) ADDR (1 %) DUMMY (1 | DATA
F1)
0x7 0x0 0x0 null

o Master 32U slave % 25 AR BB EH S

2 6: FHUBEINL A% 1B

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (Ji% 4092 =73)
%)
0x4 0x0 0x0 data_buffer

* Master $2H{ slave Zif I8R5, 5 2 0A— AR B MIH EORGTHRA R B, BRSOy :

70 EALEMMAL, FEHLEEREE C 245K

CMD (1) ADDR (1 Z%7) DUMMY (1 | DATA
%)
0x8 0x0 0x0 null

* Master [1] slave &35 KA 548 & R/ N A 15 45

7 8 FHLm MBI KA S Bl oK

CMD (1) ADDR (1 =F7) DUMMY (1 | DATA (45%)
F)
0x1 0x0 0x0 data_info

o 4 <737 data_info FPALE T ARG MARRI R EE, BT

1. Master [1] slave & EMIEIRFETE, KJF 07 15 bit,
2. Master [i] slave LM EHREMTHS , 1ZTFH5HE master BRI KA BTSN, K FE 16 ~ 23 bit,

3. Magic {f, KJ¥ 24~ 31bit, [&%H OxFE,

* Master {5l 2148 T2k EA slave A MAI(ES )5, 2 AL 2% IH B2 slave JEA BRI T AR
X, R IEAR ER R TR, HARRE fE Moy -
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%9 FHUAEIPR, A ML AT AT AR

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (4 =2%)
FV)
0x2 0x4 0x0 slave_status

RIEEWEK G, slave R [7] AR SAE SR FE 4 171 slave_status H, HEARARE U
1. slave 2% [ master &1L MIBGRITETE, KR 07 15 bit; {24 slave AbF AR SHT, % FEEFE
e
2. BAREFAS, K16 723 bit, Y4755k F|HKAE OXFF i, F— AR 785 EHr Eh
0x0. 24 slave 4bF A ERARASHE, % F B A master 75 7] slave A& N — T EHREA)TFHS: 24 slave
&?Tb&/ﬁ(zu B, %FBA slave [a] master & iEH) T — MR EKFH]5
. slave A2/ AT ERIRAS, K 24 731 bit, Her, ox1 fAFEAEE, 0x2 AEn] 5,

SPI AT 0 28 T ifife

SPI AT (a4 A 32 525 I Wi~ J5 1l -
o SPI master [if] slave %% AT fiy2:

| SPI master | | SPI slave |
| |

| step 1: request to send-—--—-> |
| |
| <—————= step 2: GPIO interrupt------ |
|
] step 3: read slave status——> |
|
[ step 4: send data-—————————- >
|
|

[ step 5: send done-————————- >

B IREAAR BT -

1. master [A] slave %1% 3K [A] slave BEIRMIH K .

2. slave 22Uk master 1) &35 15 K, 2 I slave iU, I E) slave_status 217455 A 21 master
B AWREN, KI5 EF Lk master [fY) GPIO HIKT.

3. master FEULE| P WT IS, B2 slave [ slave_status ZFf7S, Kl F] slave #F AR RS .

4. master FFU&1H] slave & &R .

5. RFBIRESH )G, master [ slave ik — SR LRGSR IYIEE .

« SPI slave [1] master &% AT Wiy :

| SPI master | | SPI slave |
| <—————= step 1: GPIO interrupt------ |
| step 2: read slave status——> |
| <———=—- step 3: send data-————————- |

| step 4: receive done-——————- >

BASBREAR BT :

1. slave [i] slave_status 27 {7-¢% 5 A SLiF master S2HUOR H slave [ 8Hs i bR 07, 28 )5 18 1 98 F 4k il &
master _| /) GPIO ik,

2. master BEULEI TG, LHL slave [ slave_status ZFf74%, RrilF| slave # A AR EAEALIRAS .

3. master FFIGIEICR B slave BY%H .

4. Bl SE R, master [7] slave & 3% — 2 AR ICEIR S AR .
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B L o T O R, FRATIELAK IR AT fip % B, $&4E TR K B A B AR A R A M AR
1527 at_spi_master/spi/esp32_c_series/README.md.

SPI AT %} %11 SPI master M7= 5i{Ci%
SPI AT 7 £} J& >k SPI slave f§ H] 9, i i SPI master 5 SPI slave i#f 17 i 15 /) 7R 6l X 1 15 = %
at_spi_master/spi/esp32_c_series.

BEW] L AEfN MCU JF A2 1, 5 208U fi ] ESP32-C3 (3% ESP32 Kl MCU {12y SPI master Rizf71tt
B, PATT AR B AU B YR )

6.12.3 SPI AT #i#%
I eI
 fi ] ESP32 B}# ES32-C3 JJ &K MfFH SPI master, =47 ESP-AT H[{) at_spi_master/spi/esp32_c_series

FISRA AR o HARRE PRI E AT -

1. fififF: CPU TARESIR L E # 240 MHz, flash SPI mode il & 4 QIO i3, flash JJi%:15 & 4 40 MHz,
2. #fF: HT ESP-IDF v4.3 [4iEEREE, 15 BIAARS H ) streambuffer (/N K 8192 275 .

o {ifi | ESP32-C2 {E>} SPIslave, i 555k SPI AT [W{4: (&% Axb.4iF ESP-AT T42), F-6 ESP32-C2
e E TAEAE TCP 5. HARRE(FRCE QT

1. i CPU TARMA )y 160 MHz.
2. ¥4k SPL-AT [l 52 BACHS r, Hf streambuffer 1) /N B 8192 =47, I i ESP-IDF F [y
example/wifi/iperf ] sdkconfig.defaults.esp32c3 FRAH il B S 41

ISR
RN T AL SR BAT A B A7 R R

% 10: SPI AT Wi-Fi TCP {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BeW] 10 24 SPI (bR s i, 2R T FE MG AR BRE], 41 Dual 5(# Quad TA/ERIZ A E S
HRAR T Standard AR W EE .

B 2: W KT SPLEFMNGESH M WAL SRS % Tl

6.13  iifuscBE OTA F1-4%

ASCR R ANy ESP32-C2 RBIRERSCBL OTA T+, Hl, ESP-AT #1XFA [ 4L 7 AT =l
OTA fip%. &R LMRYE A SR HE G OTA fiyd-.
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1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRHEEAINTT B

* OTA 443 Y B 5 R 3%
o 1% ] ESP-AT OTA 4 43147 OTA F+44

6.13.1 OTA iy 4L B i Hl i 5%

AT+USEROTA

Iy 4iE ik URL 523 OTA TR, 5 ﬂ%ﬂﬁ%ﬂﬁiﬁf HTTP fif 55 %% LR H iz 40303
XIS 5% AT+ USEROTA Xﬁ@ﬁ%fn =

T adE TP AHE XS, BT LB B at/sre/at_user_cmd.c JFACHS R LI Z L

A RN ST

L &A)E T A Gl HTTP i 5545 .
2. s dithie URL,

o

o GSRETHR I R IR R E R R R, TR SERE, ] REJCE M AT+CIUPDATE fiy
ST, ARt BAE B AT+CIUPDATE # 47 OTA -4 B2 T H O % .

AT+CIUPDATE

iy A ] iot.espressif.cn /BRI HTTP IR 45 2%, %6 A LA AT AR 74 X, iR ] AT 2%
at_customize.csv FE X HE XX WM RERGRRA, Zad 5 HREeTH
FIRFERAMIRA . 7§25 % AT+CIUPDATE 3KBUE 215 H. .

% i T4 E S bin SUUF, IHERRA T 7z —.

1. ¥4 iot.espressif.cn P b 15 F i) HTTP IR 3525 , JF 98048 HLfRE . anf] S22 F ) AT+CIUPDATE
il &% at/src/at_ota_cmd.c,

2. {f. iot.espressif.cn Lﬁ“ﬁé’l‘&"ﬁ JELEIL B EA% bin SCPE. (AP Bl gt i B d%ﬂ@.‘@:
R EZ MRS 2% LA EST.) 5% 148 AT+CIUPDATE # 47 OTA FH48 3KEUH 215 5

B AR T3 5 R

L R IRER M EE, RARTHRSIRE AR B

2. BRA I A U bin SCPE, HEEAT ARG HTTP 5535 .

3. “3’ A G HTTP 55235 . B 7 IR0 IR X b, B Ay ST AE at_customize.csv SCEH o L
P E e o X

AT+WEBSERVER

I fir A A 0 B AR AR R TH R AT [l BT, a2 (R AL T AR T - I Eh Rk . AEFF IR T
RZ AT, HEM web 55 ar I HR AR AT ({452 1 2| Ha i sl 0L 1o BRI PAZ25 AT+ WEBSERVER
& Web Server AT 1) IREUE 25 5. .

HTSLPAE K HTML T, 2% m ) fs_image/index.html, 2 T SZHL48 H & 1) AT+WEBSERVER
2, i55% R~ at/src/at_web_server_cmd.c,

I i A4 I PR 37 BT
1. s Wi Jj W Peblny OTA Jh4, AHBL IR,
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CIRAH

o WARETHHAEPE AR R IE X A ECE, FETI RS Un, EnTHEJoiA (] AT+CIUPDATE i

AT, ARG A AT+CIUPDATE 47 OTA #2807 1 LB -

6.13.2 {diif] ESP-AT OTA 441 OTA J}4%

i)l AT+USEROTA #47 OTA J1-4%

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

B ILAT+CIUPDATE iy 12 F 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] iot.espressif.cn Hf 3K
%) token fEL. VAN A PRIEIA T ANATAE iot.espressif.cn b AIHEBLE I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

lotBucket

iot.espressif.cn

My tasks - Team Work ESP32 Programming Guide ~ Cisco WebEx Mestings  Espressif Systems  Hf

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
PERIENCES == 7

ST AT -

+

if Start ~ Join Login

B 21: 77T iot.espressif.cn [

2. M BCA_EARY “oin”, ERAGINA T, HRAEHLIEAI Y .

i

* 4] Join FIREE AR HN . ARG HIZIIRE, WA RE.

3. w2 EARY “Device”, MRJ5 iy “Create” Fefl]E#— i

B

YR B G 24— Y], AT R

5. MEARZE SR HIFAR OTA bin U, FLE AT OTA token AR AN T U1 FT 7 -

%1k R SSL OTA, $E3i “The SSL token for AT OTA” LB E .

6. siifi “Product” H#EA M T, 41 FANFTR . B BIENIE %, 7 “ROM Deploy” T fii AMUAF corename.
KB TR 5 Hi bin SCHFE AN “otabin” FELRAE.
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lot-Espressif WStat-  Join  Login

Join

Name Username [a-zA-Z0-9_]+

Email Email
Password Password
Join
& 22: i A iot.espressif.cn
|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”
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Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
" Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Datastreams

Device Status developing

Request Logs c
1 wait for request...
+ Create
. Key set you as owner
Meta-Info &
I I master 5802010b6eeB6C617583371ade41af4fe0942f2¢ (masier) I
owner 7189246496617d2482c6a3b38498f198173462 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

ik

o MR EAETTIZ, at_customize.csv PEXWHAFHE XK, HEW ota.bin BN
F B R S PR bin SCEERIH]

o XT corename FE, MFEAUUH THBIEX S bin S04

7. i ota.bin SFHLARAE A M BIALA
8. T LiBfTAT+USEROTA fp. WIRIZAC 4z, #7F1h OTA 7L

%

o P L E| iotespressif.cn fif) bin S BRI, G PAN HLN -
— WERFAL app 43X, 3K bin SUH4 I EHN ota.bin.
- WERFALH A2 XA X, 55 bin SCHL K EN at_customize.csv H1Y Name FE.
fBan, WRF factory_Param 4pK, B HIKE N factory_ param.bin,
* ESP-AT R A T7E S ] OTA pIXrpre xXHE, HIfi OTA BT EAMREF R, J5lf ESP-AT [#]
PR IE R 21T, (EXTT H @ AKX, |1 ESP-AT (%A &t E/NOFAH.
o WUREFTRON—IFUG B A e i bin SCPE, IR 2 E R A IGIA ], BiR %5 OTA token % ¥
“H A token {1 .

i/l AT+WEBSERVER #:47 OTA 4%

1527 AT+ WEBSERVER F1Web Server AT i+ %) 3XEUE Z{Z R,

6.14 i iy ESP-IDF fliAs

ESP-AT [{FHT IR WK TT S HEAS (ESP-IDF), 4 NHASHY) ESP-AT [ R AN 1) ESP-IDF Hi
A 5 ZUE ] ESP-AT TAEERIARY ESP-IDF A, ANt WU By ESP-IDF i, [H)) libesp32c2_at_core.a
Ji&)Z ) ESP-IDF Jift 4255 ESP-AT T#&#Y IDF JAAN—E0AT RE & S 2 R B AT o
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, seral, desc pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7ag }

Id

Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chorelbetal: 1.0 codenamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

B2, FEFSURRIRNS LT, ESP-IDF f/NBUAS B3 th ] e idi F T ESP-AT AR . WUREFTETH, AL
(ELIE (e =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4% i 5% #F IDF_VERSION ({4 Ht, 3X L% 3 4 43 i 7 module_config
SCAE IR WA [R]85 20 SO e v e i SOl T A 4 [ 4 B B T 1% ESP-IDF 11 73 32, $2%2 1D Al
G PEHL L. 541, PLATFORM_ESP32C2 “F-& [ ESP32C2-4MB L4 () IDF_VERSION {ii T- mod-
ule_config/module_esp32c2_default/IDF_VERSION,

UnREAE N ESP-AT [El{F 50 ESP-IDF A, 5% MDA N 23R4 A

o HFMiLfY IDF_VERSION 3,

o MR EH A 52, 32732 ID MG L.

o Mkk esp-at MHFEFIRAW esp-idf, PAE TR GRIER 1 JE % IDF_VERSION HT 58 E 1)
ESP-IDF i 4s .

o HHT4WIF ESP-AT T#2,

VER, 4 ESP-AT JiiAFI ESP-IDF iR A UCHL, Fwiskit S i T 45

’Please wait for the update to complete, which will take some time

6.15 ESP-AT [E1h2 5

ASCRIHCEL T i) — ESP32-C2 RFH AT LRI a5 . ffF. B 225

6.15.1 ESP32-C2 7%

I EVAT ESP32-C2 Z51] AT [ X 5

« ESP32C2-2MB-AT-Vx.x.x.x.zip (A5 fii#i %y ESP32C2-2MB Bin)
« ESP32C2-4MB-AT-Vx.x.x.x.zip (A5 f7i#i %y ESP32C2-4MB Bin)
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« ESP32C2-BLE-2MB Bin ({4 %1, %30 PAMGitHub Actions . F 3%, esp32c2-ble-2mb-at
4, BE AxesmiF ESP-AT 14%)

SCRpR a4

R T E BRI ESP32-C2 41 AT B BOA SRRy 048 (] & 3R ) . BRIAA SCRpH AT ATE
Wi BN % ESP-AT TAG SR m A (1 9 %%). BeRfmmd®E (1O RR), TREAY
Ay SRR SEEA R a2 . IR KA EPEILAT B4, SRR AR, FHEA
Fromik. BATHRFERECFICIE MR E B 7 IR 24T OTA TH-

weE ESP32C2-2MB Bin | ESP32C2-4MB Bin | ESP32C2-BLE-2MB Bin

base

user
Wi-Fi
TCP-IP
mDNS

WPS
SmartConfig
ping

MQTT
HTTP
Bluetooth LE
BluFi
FileSystem

0000000000

00

driver

WPA2 enterprise
WEB server
WebSocket

OTA

0000

WP 5%

G ESP32C2-2MB Bin ESP32C2-4MB Bin ESP32C2-BLE-2MB
Bin

Flash 2 MB 4 MB 2 MB

PSRAM [ x] [ x] [ x]

UART &'

TX:7 TX: 7 TX: 7
RX: 6 RX: 6 RX: 6
CTS: 19 CTS: 5 CTS: 5
RTS: 20 RTS: 4 RTS: 4

SCRe AL

NI T E I AR ESP32-C2 51 AT BFERIA SRR SN - (] &9 %) o BRIAR SCRHET
DAt arpy TR BBURSCHHOBAL ) @ F0R), ABGESR Bl O © 38). MTRaRL
FrBEan, (50T DA AR M 435 ESP-AT 142 WU TR SR B E R 2 HE

VUART BT B 5 L, ST S 4Tk B AT 352 4 i,
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EREE ESP32C2-2MB Bin | ESP32C2-4MB Bin | ESP32C2-BLE-

2MB Bin
ESP8684-MINI-1/1U
ESP8684-WROOM-02C/02UC
ESP8684-WROOM-03 [x]
ESP8684-WROOM-05 [x] /
ESP8684-WROOM-07 [x]

6.16 M\ GitHub & he#iln A AT [

Hi T ESP-AT 7& GitHub _FJH ] CT (Fr8Em) , iRk AURD piifE% B GitHub #2421 ESP-AT [ {11
I A o

R PER I RIRRA AT BPE, & 28RS O Cry™ i B TS IS 6E -
TEPRAFAF T RAISIPRCL B T 8EEE, TS 2 nT e )l

PATR A gRE  anfar A GitHub R 2ol i ARcAS AT [

1. BRI GitHub k-5
TEFFIEZ T, W oEE B GitHub WKS | R T B BB AR .
2. ¥TFFMTT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<> Code (©) Issues 50 Il Pull requests 4 () Actions [ Projects 07 wiki @ security

¥ master - Go to file Add file ~ About

AT application for ESP32

% xcguang Merge branch ‘docs/update_how_to_customize_ble... .. + 6daysago ¥0 1,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
53 View license
I tools feature: Support compile on windows OS 7 months ago

[ 30: ESP-AT GitHub ‘75 F{ i

3. Hiis “Actions” PEA “Actions” T [

4. piify “Branch” JEFHEE 53
ERINH master 4337 AR AR 8048 E 43 S B Im BT 4, s “Branch” #E AR 43¢
F{ workflow T T

5. HidE workflow #E A workflow T i

6. R EN BN )5, & Artifacts G PR N AR 4L
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H espressif/ esp-at @Watch ~ 44 | ¢ Star | 371 %P Fork | 251
<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae
¥ master ~ Go to file Add file About

AT application for ESP32 ESP-
0 xcguang Merge branch 'docs/update_how_to_customize ble s... ...  6Gdaysago Y% 1,473 IDF & ESP3252 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

& 31: fi5 Actions

B3 espressif/ esp-at @Watch ~ 44 7 Star | 371 Y Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch 'docs/update_how to_customize ... =TT B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch = Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... TV B 7 days ago
CIC++ CI #270: Commit 7135705 pushed by igrr . 3 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... S R et 1 EENT TS B 7 days ago
CIC++ CI 4260 Commit 4820237 pushed by igrr SR & amais
. =
K 34: A ey Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

K 35: i Workflow T ]

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status

Success

Total duration Artifacts
6m 25s 1
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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7. il BB SR I iR AT AT [

20 WSRELE Artifacts TUE PG BTN IUIELL, 55 % ESP-AT B 1 £ 5 Sef 2ol E ¢4
TR

6.17 at.py 1.1

at.py LHMH T Bk ESP-AT By A A MR E . GitHub I i} & £HF1 2MB/AMB [ {4 v 1) 2 Fh 2 50 it -
IXUELE AR Wi-Fi [l UE SR E . UART Fl'E . GATTS iS5, 24 BRI [E 075 1 2 5
TR, EAAE at . py THABWUEFH X L8 ST

6.17.1 {R4NLiE

SR T AT, Sol at.py T4, BRIP4 BsPt 2 Linux
BB %

o %—¥: Python %%

« H= atpy T

o B =% atpy BikHLA

o Hva¥ atpy 15 E P ey B E T 1)
s FEY: BEMFRE

6.17.2 Z5—2L: Python 2¢%

MR EA R C 2 %% 0d Python, W RTDABK AP 3R 150, AR 4 Python ‘5 SCRY, 58 Python f R 2%
2% . ¢ SEMEN] Python 3.8.0 Sl BififA .

TA5ERIR, TR T A python ——version, #E7 Python HUZ.
6.17.3 45 b atpy F#
A at.py DL, Aiili Download raw file ¥4, f at.py XA FEE|AH.

6.17.4 4525 at.py MW

UHl at . py SCRHERE PR SHIECE, HEMSFTHHA python at.py modify bin --help,
AR S IR A R B

6.17.5 45PU2L: at.py fESCHEIPE AL ELA B

157k Wi-Fi it &

W5 BGE A Ao B 4 E H
W42 UART B &
W GATTS B &

e
o W DNRA B ZFSEECE, Fan, EaT AR BHE R Wi-Fi Bl g8 RNE SRS h E .
o FHMEMMSHICE , MATASKAELAEN, WHiOREHE AN SE &2 Ak .
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C (Y @& github.com/espress|

or jump to. Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~

Issues 116 Discussions Actions Projects Wiki ity (2 Insights

at.py

. ustcew History

: Code Blame
main

.glab-ci.yml

CMak

&l 37: "F# at.py SCHF
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s BEUSHIZEICE, 75470 mfg_nvs HRTFH mEg_nvs.csv i1, SAXMHLR.

& Wi-Fi it

YA E) Wi-Fi 200 E AT R

SH IhgE ;]

--tx_power Wi-Fi [ K &0 3% NG I ESP32-C2 A1) %

--country_code Wi-Fi EZ I W Wi-Fi [ Z XA R ce 2B,
--start_channel Wi-Fi ;B I51558 R L Wi-Fi [8 R/ XA 5 Ay schan F2E;
--channel_number Wi-Fi [ B 585 TG I Wi-Fi [E 5/ XA RS FH ) nchan 7 B

flhn, ERTPAETH AR fird, B Wi-Fi K A3 18 dBm, EIZAUHN US, BIAFEED 1, &

fRIEECN 11

python at.py modify_bin --tx_power 72 --country_code "US"

—channel_number 11 --input factory_XXX.bin

—-—-start_channel 1 --

o --tx_power 72: Fi{iji& 0.25 dBm, 72 F/~ 18 dBm
+ --input factory_XXX.bin: #j A [ {f S0

fE TS R Y1 B

AR IE A AN R B RC BN R R TR

S Ihge R 3X
--server_ca TLS R %281 CA IE+ server_ca.crt
--server_cert TLS iR %#a ik + server_cert.crt
--server_key TLS k45 2e i) 2540 server.key
--client_ca0 20 BX g CA RS client_ca_00.crt
—client_cert0 50 B Pk client_cert_00.crt
--client_key0O 50 % i 4R client_key_00.key
--client_cal 1 BXK P uEH CA RS client_ca_Ol.crt
--client_cert1 EREY el e client_cert_Ol.crt
--client_key1 21 EX PR a4AH client_key_01.key
--mgqtt_ca MQTT % Fim ) CA §EF5 mqtt_ca.crt
--mqtt_cert MQTT % g k15 mqtt_client.crt
--mqtt_key MQTT %& i 2540 mgqtt_client key
--wpa2_ca WPA2-Enterprise % 7 i () CA | wpa2_ca.pem
UEAS
--wpa2_cert WPA2-Enterprise % i i4 3L 15 wpa2_client.crt
--wpa2_key WPA2-Enterprise % i) %54 | wpa2_client.key

fhn, GEATAMEH DA T A<, B2 MQTT &5 CA R4S, & il A5 s 8 -

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-
—mgtt_key mgtt/mgtt.key —-—-input factory_XXX.bin

+ --input factory_XXX.bin: % A f [ {30 ¢

& UART it
A&k iy UART Bl &, (EFRAT 6455 2 1) UART FRE . A& iy S 800 B RN
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https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-reference/network/esp_wifi.html#_CPPv425esp_wifi_set_max_tx_power6int8_t
https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-guides/wifi.html#id46
https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-guides/wifi.html#id46
https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.0/esp32c2/api-guides/wifi.html#id46
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/server_ca/server_ca.crt
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/server_cert/server_cert.crt
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/server_key/server.key
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/client_ca/client_ca_00.crt
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/client_cert/client_cert_00.crt
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/client_key/client_key_00.key
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/client_ca/client_ca_01.crt
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/client_cert/client_cert_01.crt
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/client_key/client_key_01.key
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/mqtt_cert/mqtt_client.crt
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/wpa2_ca/wpa2_ca.pem
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/wpa2_cert/wpa2_client.crt
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/wpa2_key/wpa2_client.key
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0
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S In&E 1iEA

--uart_num AT @4 1) UART 5 {UAE AT H & DRI AE AT ap - D), R 2q&
MBS [FBRIE R tx_pin Al rx_pin
RMIAT B &350 FEH—F.

--baud AT 4 IR JRAA(E: 115200

--tx_pin AT iy L) TX & T PRUEFRAE A BN 2 AL A A B 28

--IX_pin AT iy F1H) RX 45 1) T PRUE R A BN 25 LA A B o 5%

--Cts_pin AT 1y ) CTS 45 i) T PRIE RS B B B AN S AL b 28 . AN H
WA, B SECh -1,

--rts_pin AT @4 ) RTS & T RIE RS S A B AN S AL B b 2e . AN

TR, BURISECN -1,

i

B, GATPAGH AT a4, B0 AT a4 HBARRR N 921600, TX AN 17, RXAFHY 16, S5

python at.py modify_bin —--baud 921600 --tx_pin 17 --rx_pin 16 —--cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

+ --input factory_XXX.bin: % A1 E{E 4

&k GATTS [iti

BUCHT, SRR T B & UK T AR 5 SCRY, T/ GATTS ML # S gatts_data.csv HHY4F

By 3

TS GATTS JiC BT R £ 5

S8 Ihee

—-gatts_cfg0 BT gatts_data.csv SC{H index SRy O B)—1 78
—-gatts_cfgl T gatts_data.csv SC{EHT index O 1 —1 74
—-gatts_cfg2 HT gatts_data.csv SC{FH index SRy 2 BY—1 78
—-gatts_cfg3 T gatts_data.csv SCHFH index S 3 Y —1 74
—gatts_cfg4 B gatts_data.csv SCFH index O 4 B —1THUE
—-gatts_cfg5 T gatts_data.csv SO index 2 51— T4
—-gatts_cfg6 BB gatts_data.csv LR index Sy 6 H—4THUR
- gatts_cfg7 BB gatts_data.csv SCPFH index Sy 7 B—4T 8
—-gatts_cfg8 HT gatts_data.csv SC{H index iy 8 BY—1 74
--gatts_cfg9 SEHT gatts_data.csv SCPFH index Sy 9 BY—4T 4R

--gatts_cfgl0

T gatts_data.csv T index 4 10 f—F 78R

--gatts_cfgl1

P gatts_data.csv S index SR 11 i —F750RE

--gatts_cfgl2

T gatts_data.csv 0T index S 12 f—F T8

--gatts_cfgl3

B3P gatts_data.csv S index i 13 1 —1T50RE

--gatts_cfgl4

T gatts_data.csv SO index N 14 1 —F T80

--gatts_cfgl5

B3 gatts_data.csv 34 index iy 15 i —1THE

--gatts_cfgl6

BT gatts_data.csv SCPFH index 2fy 16 B—F75H

--gatts_cfgl7

B3 eatts_data.csv 34 index iy 17 i —1TH0E

--gatts_cfgl8

TP gatts_data.csv {1 index 5 18 f—F7%KHR

--gatts_cfgl9

BT gatts_data.csv S index 2Ry 19 —F 75k

--gatts_cfg20

BT gatts_data.csv SCfHT index 5 20 i —FTERE

--gatts_cfg21

BT gatts_data.csv SCPHT index 2Ry 21 —F7 5k

--gatts_cfg22

T gatts_data.csv SO index 4 22 B—FTH0R

--gatts_cfg23

T gatts_data.csv S index 2Ry 23 i—F 75

--gatts_cfg24

T gatts_data.csv 3L index N 24 — 1T H0RE

--gatts_cfg25

T gatts_data.csv L0 index S 25 f—4 T4

--gatts_cfg26

T gatts_data.csv U A index Sy 26 F—F T8
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https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/7c662f3e/components/customized_partitions/raw_data/ble_data/gatts_data.csv
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11 -BER

SH IhgE

--gatts_cfg27 AT gatts_data.csv U index SN 27 I—4T78dE
--gatts_cfg28 BT gatts_data.csv SCPEHT index Hy 28 B—F 75
--gatts_cfg29 B HT atts_data.csv U index SN 29 B —4T4dE
--gatts_cfg30 T gatts_data.csv SCFHT index 4 30 B —F T80

B, ERTLAE AT 4, B index 2 0 4714 perm ALFR.

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" —--input factory_
—XXX.bin

+ --input factory_XXX.bin: % A1 FE{E 4

TR BEURI AT [EE, SR F Cify™ i AT IS UE S fiE .
PR AFAF ORI E SOR I IR B T 3Rtk . T2l RERY AR L

hsk: WPk IR E A d, SEUE SR .

6.18 AT API Reference

6.18.1 Header File

» components/at/include/esp_at_core.h

6.18.2 Functions

void esp_at_module_init (const uint8_t *custom_version)

This function should be called only once.
%% custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value -the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)
Parse float parameter from command string.
S8
* para_index —the index of parameter

* value —the value parsed

R

ESP_AT_PARA_PARSE_RESULT_OK : succeed
ESP_AT PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
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esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8

* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
* len —data length
* msec -timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

Rl
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

S8
* custom_at_cmd_array —at command set
* cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%% ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom _ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
%4 ops —custom operate functions set

uint32_t esp_at_get_version (void)

get at module version number,

J&[A] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
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void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,
S8

¢ data —data buffer to be written
* len —data length

P[]
e >=0: the real length of the data written
* others : fail.
int32_tesp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
ZH
e data —data buffer to be written
* len —data length

]|
* >=( : the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
S
* data —data buffer
* len —data length
B
* >=(: the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)

wait for transmitting data completely to peer device,

¥ timeout_msec —timeout time,The unit is millisecond.
Bl
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=0: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

Z¥ terminator —the line terminator
$Eq |
* true : succeed,transmit data completely
« false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is  “\r\n” .

#&[n] the command line terminator
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const esp_partition_t *esp_at_custom_partition_f£ind (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char
*label)
Find the partition which is defined in at_customize.csv.
* type —the type of the partition

* subtype -the subtype of the partition
* label —Partition label

1R[] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (wvoid)
{

xSemaphoreGive (sync_sema) ;

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

%8 callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)
Get current AT command name.
int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.
S8

» buffer —buffer to store the version string
* size —size of the buffer
Bl
* > (: the real length of the version string
* others : fail

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf’)

6.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command
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Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected
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struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)
callback when AT status changes

void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before enter modem sleep and light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.18.4 Macros

at_min(x,y)

at_max (X, y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT CMD_ERROR_OK
No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)
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ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch

ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_ CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.18.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.18.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_ STATUS_NORMAL

Normal mode.Now mcu can send AT command
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enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP

enumerator AT_MIN_MODEM_SLEEP

enumerator AT_LIGHT_SLEEP

enumerator AT_MAX MODEM_SLEEP

enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA_ LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA_ NUM_MISMATCH

parameter number mismatch
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enumerator ESP_AT_SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_ PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT_ OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_ RESULT_CODE_OK
13 OK b

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT_ RESULT_CODE_SEND_OK
“SEND OK”
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enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT_RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

6.18.7 Header File

¢ components/at/include/esp_at.h

6.18.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_ id (uint32_tid)
get module name by index

uint32_t esp_at_get_module_id (void)
get current module id

void esp_at_set_module_id (uint32_tid)
Set current module id.

%%} id —[in] the module id to set

void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.

%% buffer —[in] pointer to a module name string

void esp_at_main_preprocess (void)

some workarounds for esp-at project

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)

get storage mode of mfg parameters
1R[] at_mfg_params_storage_mode_t

void esp_at_ready_before (void)
Do some things before esp-at is ready.

% 7E:  This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.
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6.18.9 Macros

ESP_AT PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

ESP_AT_LOG_BUFFER_HEXDUMP (tag, buffer, buff_len, level)
Same to ESP_LOG_BUFFER_HEXDUMP, but only output when buffer is not NULL.

6.18.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS NONE

enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION
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o bk THAE T3k Flash N3 TH.
. PEFHULTEBEAT T 50,

8.14 iy ESP-AT 4l ki)4s bin (1 ?
Tl DA Flash 2k T H fi%) combine #4178 G .

8.1.5 B " AT MR fpimids ?

o BRI RS, (RO A SCRIEPE LS -
o XTREIFEM AR, E0TLAEE A 16y AT+ UART_CUR 5(# AT+UART_DEF #HTIEEL.
« BAPEAAE .

8.2 AT fl S5

8.2.1 AT #/55 busy &l 25K ?

o LR “busy” FIORIEFEMPRRT L4, TCEMIN MATEIA . B AT @& A R Lk, Ra
WPRSEH— 22, A BB —&m 4.
o BHZRVAVEFEFRAR, RFEHSHR “busy” 3K “ERROR”, FMALfTH: OMHA, 9
NI
- %A AT+GMR (#174F CR LF) (Z#84F), BT AT+GMR (#174F CR LF) L4 @& — K58
B AT @4 7T, RESPITZG2L. WIIR RG0 A 5E K AT+GMR #4E, il TR
ZHEAF, RN AR, REHRR “busy”. (AR ZRGEC L5 T AT+GMR #t
1, FRIREI ST ZSAEAT, SR & — KRN m 4, R4~ “ERROR”,
— MCU %3 AT+CIPSEND J5, Ui#| busy p.. Wi, MCU 3556 5 & 2505 . % busy p.. 183
A IEFEPAT, METM A TR, BHEE AT b2kt A MmN s, MCU B33 & 1% #

&,

8.2.2 AT [ilfF, EWURRES a4 aBI P, s ?

ERR CODE:0x010b0000
busy p...

o WEEBARRMR" IEFEA E—4md7.
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o —BAEIL T A SRR busy p--”, 278 ERR CODE SR IT T RIS .
o AR EHLRS SR SRR ] TRXAME R AR, WTRERYIRIZ . XA a4 R 2 R
THATFF IR S, S LR IE T E A AT i

8.2.3 AEAFIBLA LRERIN AT [ R SRR i 4, DLRWIBRE fiy 4 AWIBAS R AS I 45 52
7
o WREAR T ESP-AT (e[RRI PEAR SRt a4, T AS % ESP-AT B # 2 5%
o ARG AERIA 6O M ICATT UGS, AR IA BB TR, &R PAS% release

notes,

8.24 I MCU 47 ESP32-C2 x#5'k AT a4 Jeigl, &t 25 7

3 MCU %5 ESP32-C2 ¥ 5 &3k AT fin & Ja i BN INAT AT, FEREF H AN 7 AT\r\n”,
WZ 0 E AT B & &R R R .

8.2.5 Wi-Fi i) (JTE WIFI DISCONNECT) & hfl2 ?

MR DLAEAT B £ 3% v HFF WIi-Fi W R F, 8% 23 B “wifi disconnected,
rc:<reason_code>", AL <reason_code> {5521 Wi-Fi J& [K/CHS,

8.2.6 Wi-Fi Wit e 2 Pk ) iAg Wik o ?

* AMPDU S i)
— WAREE R AR AMPDU, JIfi4 ESP32-C2 AERIEK A SC B, HZh5 ] AMPDU Jjfg.
— MR B R SR AMPDU, (B2 % fh#8 Al ESP32-C2 Z [8] ) AMPDU &4 fFFE A M R, TP
2B i AR AMPDU T gk % ESP32-C2 () AMPDU jfig. U4 ] ESP32-C2
i) AMPDU Tifig, i HiT40i% ESP-AT 142, {E55 ARl E TR B et
* 22 Component config->Wi-Fi->WiFi AMPDU TX
x 2 Component config->Wi-Fi->WiFi AMPDU RX
« phy mode 734 ] . A0SR %% Hi 25 F1 ESP32-C2 2 [H] 1) phy mode f77E 375 P A i, A4 2]
e % 2219 phy mode 5% # ESP32-C2 [¥) phy mode. #5344 ESP32-C2 [¥) phy mode, if%:
2 AT+CWSTAPROTO 154>,

8.2.7 ESP-AT w4 1%+ ESP-WIFI-MESH ?

ESP-AT 4 i~ 37 # ESP-WIFI-MESH,

8.2.8 AT &/ % #F websocket iy 2 ?

o BRI AT A T websocket fiji4> o

o W EHE st B, S websocket, DA IS0 B @ SUAT 44,
829 JMAT AT iy A YEFEPT L 2 UL K B iR ool ?

FA AR AT B, &% LR Rf):

o FHE AN HS%: AT+MQTT aliyun.
o BN HZ%: AT+MQTT QCloud,
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8.2.10 AT fir/r K& 75l LA B IR T FEE 2F S ol 7

[ PA. ESP32-C2 [ Wi-Fi F1 Bluetooth LE 3t K2k, W] {#i HJ AT+RFPOWER 14 & .
8.2.11  fyifuf 37 Ky AR BRI\ [SEAS S B AH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIINTE ESP32-C2 R 51 SCRp R WPA2 AV 0 % i £ DI R , 759w 1% I 7E menuconfig FF T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.12 AT A Posfk P A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.13 AT anAvbi L B Ml DA 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.14 ESP32-C2 flilf]l AT a5 & AEBIA, WREZIIRIWIF, ESP32-C2 fEfi
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.15 {IRIFEEE ST % 4 s il £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0, 3, 6, 1, 2

>

// F 0x01

OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// F 0x02

OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>
// B ccc £ server H P &k # notify F indicate H B 3% & #

Espressif Systems 358 Release release-v3.4.0.0
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 8. AT FAQ

8.3 ffift
8.3.1 AEARFIKIAL iy AT [5PFSERE ) flash 2K 7

* AT ESP32-C2 RIMIH, Gn]LASHESP-AT B 1+ £ 7%

8.3.2 AT [ #: % error log ?

» ESP32-C2 7& download port &% error log, ZXiA UARTO >}y GPIO21. GPIO20.
o TENS AT AS: R A ik 3

8.3.3 AT 1t ESP32-C2 Eig] I-/f) UARTI jilif= 455 ESP32-C2 Eigl [ datasheet 2R\
UART1 HEMA—F ?
* ESP32-C2 37§ 10 4EFEAS 4, 7E 4w ESP-AT [pyH 5, W] PAFE menuconfig H i it 5 {4 T 15 2L
UART! B945 HIRCE:, BT PABE< th BN datasheet 457 AN — B/ L -
o EHERS ] LS factory_param_data.csv,
8.4 7VEfik
8.4.1 AT Wi-Fi &kt 20 ?
o FEMAEYFT, AT Wi-Fi SRR SR 5 8. (HAESEPR(E A H, Wi-Fi SR BT i th
PERE, PIZRIAEE, B RAMREE A5
» AJPAIEFAT+CWIAP 1) <jap_timeout> 245, SRk i SR [E] .
8.4.2 ESP-AT [&lfF+p TCP kv 1 K/l LAige ?
* TCP A3k T 1N M EiJoykiE B0, 75 BER0 B A 41 ESP-AT “LAR A BUH A 114 o

o W] DATE B AL B menuconfig £%{, Component config > LWIP > TCP >Default send buffer
size,

8.4.3 ESP32-C2 AT M- 5 il ik e fRAL ?

© AT SR BN e S, AL esprdf Frfy iperf 7RBIAEFTIL () AT WS, 5040
{5, PRI 1460 S TESE S
© FMBEFERLTR, GTNSH oI % ESP-AT bl f HALPIEE.

8.5 1

8.5.1 IREL N vl DL B Rtk AT v % ?

« ESP32-C2 374% UART. SPI #3115,

o AT BROAFE(F 2 UART 42 mok A%t . P QR 75248 4 SDIO (3% SPI #% 1 #E4 71l
&, PIPAJET ESP-AT U gnis, 10 W45 f= I 4,

« WEYRHES % (] ATSDIO #:11 , i ATSPLE:IT , = (i AT EE:FH:10 .
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8.5.2 ESP32-C2 AT W45 TLS BpilliiAs ?

9% 1%k BESP-AT T A2 ®}, W PAFE ./build.py menuconfig > Component config >
mbedTLS H3g N, W AKFATEEMHUA K A RE .

8.5.3 AT WfFanfl i TCP &% ?

 H#il AT BRARFH) TCP o RIEHEECH S,
* ESP32-C2 AT f K58 16 > TCP #4%, R PAYE menuconfig HBEfTHCEL, FUEJTIAANT

— ./build.py menuconfig > Component config > AT > (16)AT socket maximum

connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-C2 AT 2}y PPP j?

* A3, 2% pppos_client /B AFTEIL.

8.5.5 AT Wl pEHEPIA H & ?

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§E Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAHZN AR/ log I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥f H.{k

TEEERAAYHER 7 log SF L EF] Debug.

Espressif Systems 360 Release release-v3.4.0.0
Submit Document Feedback


https://github.com/espressif/esp-idf/tree/v4.4.2/examples/protocols/pppos_client
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release release-v3.4.0.0

Chapter 9

Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARR . FEar BT, AT &b LIS LT TS eI 1F AT air &b T4t
H, [ AT S 7edr i O BIE G RATEE R . AT FE FAEIL T, SN e 4K A ZIE .

* KIKAT+CIPSEND &4y, BE >2 )5

» RIEAT+CIPSEND YT, WK > 25

KEAT+CIPSENDL % By s, WK > 25

KEAT+CIPSENDEX V82, WE > 2 )5

K IEAT+SAVETRANSLINK V% B T, FH &% (AT+RST) s, BHERZ G

L]
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RN, Kik+++ s, SAIEREXRE, FEAG S

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.

» After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

 After sending the AT+CIPSENDEX set command successfully and returns >.

 After sending the AT+SAVETRANSLINK set command successfully and sending the A7+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BAmBEX 7R, AT i I AR AT AU AR (B THRIIRIY+++) , A AT

T, IXHHE S OB A M G, AT 72 R OLR, MK FEARIEE X

* KiRAT+CIPSEND & w43, & > 25
o RIEAT+CIPSEND $ 476030, ME >2 )5
o RIEAT+CIPSENDL % B4 Y, BE >2 )5
* RIKAT+CIPSENDEX W&y, WK > )5
o RIEAT+SAVETRANSLINK % By S 83, BHAREAT+RST s, BAERZ G
LHIRRER T, R+ i, MR R, PEA G4 HEX.
DHCP Dynamic Host Configuration Protocol
A E NI E L
DNS Domain Name System
4 R 5
DTIM Delivery Traffic Indication Map
JIBINS RNV )
GATTC Generic Attributes client
GATT % i
GATTS Generic Attributes server
GATT k%48
HID Human Interface Device
ML s
I2C Inter-Integrated Circuit
B FL B
ICMP Intemet Control Message Protocol
PRV P 4 il 41 SR
LwIP A Lightweight TCP/IP stack
—ME R TCP/IP Hpill
LWT Last Will and Testament
R
MAC Media Access Control
MAC Hiik
mDNS Multicast Domain Name System
% 4% DNS
manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANERT EFE’J NVS. manufacturing nvs F1 776 T AT [# .ﬁﬂjﬁi}\ BT BN A IS %UEE GATTS
%&‘%‘E FEAE R . Wi-Fi BLE . UART FLESF. XHUMEGEE, BOMETE raw_data B, HAEMT
mfg_nvs.bin, BEFF| at_customize.csv FE XK E .
MSB Most Significant Bit
T A R
MTU maximum transmission unit
= IN (2 T
NVS Non-Volatile Storage
IEZ) RVEAT
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Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-C2 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

B3 0 NN RN
iR, TGS AT apd-. B, Pl PAES AT+CIPSEND %, %Kik AT fir
2 HYE Y MCU bl 21 & it o . AT i B 98t , Siliad AT fivd iR [ 45 MCU, - [ i
2Bl +IPD {5 E.
Tl s, WRIEHITIT, ESP32-C2 A g, FHemERNiIT.
WL AN L1522 Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
L PETCL % . OWE 2—Fh Wi-Fi ARifE, B PREERS ti sl Z A A8 (5 32 B ORI, A2 oAt b 5
VAR
WEZNASH YEH AR

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C2 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C2 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

BAREGR Wil @R s i,
TEEMRBACE, AR REHE AT ai %, BR THREHII+++ ard. AT ayd HRER BT Y MCU
%ﬁ%ﬁ%%@‘ﬂ&i&, ReIE B ekt . AR F ] AR 20l AT Ay D e o, &1
74 MCU,
Wi-Fi B ARy, QRIEHEINTIT, BSP32-C2 M 0% Py, S Ao (T g, Mo 5
A+++BIFER, W RERE; ESP32-C2 A NARSF RNy, & oK PHEERE ]I T B 3 £, iy B
A+ ++ 1B AR
WL A 11557 Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

I
I
I 1
' AT+SAVETRANSLINK=1[,..] H
I AT+RST ]

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (-5 1£ 445 X))
e Passthrough Receiving Mode (:% 153545 X))
* Passthrough Mode (:% 1542 X))
e AT+CIPMODE
e AT+CIPSEND
¢ +++
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
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received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

ARG TE-5-30 R4 AR X S A AR X Z A — NI S
BB, AT AREAAEER S it (B AT aT AR R B & f o imi &, wid AT fy
A O TG IR B 25 MCU ., 8 £ A28 25 2% Transmission Mode Shift Diagram .

PBC Push Button Configuration
T E

PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCIIAIE, 7E ESP-AT TAE {512 Er OPEN Al WEP PASMY) Wi-Fi IAIERLE.

PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NITEARN . ATTESIER AR (PKT) 2—4 i fh. PF. 25% . GHBCE SRR
B R, HEMIE TG 8. /B[R . A AR BT 1.
EENRESH NI EPIIAE .

PLCP Physical Layer Convergence Procedure
PLCP Wi, BI4EZ RN

PMF protected management frame
SZARIPIAE BHT

PSK Pre-shared Key
X |

PWM Pulse-Width Modulation
fkeb 5 P 9]

QoS Quality of Service
iz 55 o e

RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC HR)—ZH LG, TEARMTE AR AR BERE PR T A

SMP Security Manager Protocol
LA P

SNI Server Name Indication
i858 LS TN

SNTP Simple Network Time Protocol
{7 B[] 285 s i) P

SPI Serial Peripheral Interface
ERATAMREE

SPP Serial Port Profile
SPP #, R I #

SSL Secure Sockets Layer
SSL il RIZ2as g il

system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.

REENE AT 4 KA MCU f%dis . SRS EEH A \r\n 852, A0 RGH LU AT 4
a

TLS Transport Layer Security
TLS thil, R 22 e
URC Unsolicited Result Code
B RGN , — AL 2 MCU [ E TR [H]
UTC Coordinated Universal Time
PR AL B
UUID universally unique identifier
38— RS
WEP Wired-Equivalent Privacy
WEP fin# sk, BIA L4530
WPA Wi-Fi Protected Access
Wi-Fi {47151
WPA2 Wi-Fi Protected Access II
Wi-Fi f4p1)7 0] 1T
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WPS Wi-Fi Protected Setup
Wi-Fi [P 3
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
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AT + CONNECT = CONTROL

. abcdef...

[OK]
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