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Chapter 1

AlH5M

AFGFG A2 ESP-AT @At 4 AMATHERRREFE . DASCANAT T AR SR AT [, i PAF B

1.1 ESP-AT 2f} 2

T JEGET ESP-AT §i, P40 ) 5 08, I i 2 T A ORI E R et

ESP-AT S IR A TF 4 07T LB T B 0WIA RN P, eV TR IR R, Mg R, it
ESP-AT Hy 4, (T DLBRHE A TGS % Febezs P SBLECHR S DA M 5, JUE Rl
Tl i BT A

ESP-AT J2 5t ESP-IDF SZ B %cf TR . & fi ESP32-C3 41 MAL, MCU /4 EHL. MCU % 3%
AT fir 445 ESP32-C3 #5520, f51fil ESP32-C3 BIZHHUAT R #AE, FH21 ESP32-C3 520 3% [l i) AT i
J% . ESP-AT #2247 KEINAEAR[FH) AT 4, 1 Wi-Fi 4. TCP/IP 54, Bluetooth LE 154>, Bluetooth

4. MQTT @4, HTTP fiy4. Ethernet fiid-4,
<:> Wi-Fi (ESP8266, ESP32, ESP32-S2)
AT Cmd/Rsp

<:> BT (ESP32)

& 1: ESP-AT #f %%

AT 4 DA “AT” FFliE, R #% Attention, DAFTI—1T (CR LF) H&5RE. i AN & A# 4R Al OK 5
ERROR MWIRE, 7R ARt DI A I TAEI . TR, BPA AT @R AAT, 8 H AT — &
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iy P, FEMH AT fy o, WRERF E—Aar @ IAToe e a, HART —Amd. R E—FKadk
HaT5ese, RTINS, MERE busy p. .. #n. HEE X AT GAME B A 2 AT 64,

AOABCE T, MCU jaid UART #4% 2 ESP32-C3 #i4l . ik AT a4 DA SR AT kv, {H2, ST
DA SE PG R oL B R, (T i (5 4% 1, fil4n SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.

1.2 iR

AT BN T HANGER AT [BF . Ak AT i MR AT Wi B T3 SR DA BB 2 18] ]
.

RIRZRFVH) AT B L F AR, & A AR 00 AR, 2% ESP-AT B 1+ £ 5%,
WERAEEMEH AT BHAE I, TTPASH 4o TR H AT 38 2 5 i SCRY T U I
1.2.1 ke

& 1: ESP-AT ML rifs i

w1 IhgE

ESP32-C3 JT &M ML

USB $fls2k (%42 ESP32-C3 JF A& fil PC) NEE M. G H SRR

PC FAL, R R E AL

USB $ifli2k (3%#: PC il USB #% UART H: [t ) Jeik AT 4. 00 AT W [ B 3%
USB #% UART H: [1f5i8k 1 USB {5 5-H1 TTL f5%=-

FEIRZE (3%E#: USB % UART £ I BEiBA ESP32-C3 JF AN | &1k AT fndr. 10K AT i B i

Kl 2: ESP-AT M is{hE {2 42 7 T 1A

o LM 4 HA IR %48 ESP32-C3 JF & HURT USB %% UART Hf B, ELI0 SR S (0 A 3
g, K 2 AL TX/RX HIAT.
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o QSR GRAE AT 2 ESP32-C3 B4, WA KM, Wil UART/USB besgit, 75 2 Hl i b
UART/USB %l (2% https://www.espressif.com/sites/default/files/documentation/esp32-c3_datasheet_
cn.pdf > FEAVERIA ), AR AN RZ—:

— T Strapping &l (2% https://www.espressif.com/sites/default/files/documentation/esp32-c3_
datasheet_cn.pdf > &35 Strapping 45 1 ) , 18 1< 32 il 45 I P08 AR A5
— WS KIRAT+RST=1,1 iy %, BEA T8

1.2.2 ESP32-C3 &%i

ESP32-C3 Z ¥ 4512 N B ESP32-C3 s J iR 4H/FF & M, f514n: ESP32C3 MINI %41 i% 4. ESP32C3
WROOM Z V1545 o

ESP32-C3 AT R M- UART #211: UARTO I T 8 [ Al th H3&, UARTL T K0% AT fir Qi
W AT M. BRIARE BT, UARTO Al UART1 #(HH 115200 BRI T

% 2: ESP32-C3 R 5l {11 1 A0 i

Ihik ESP32-C3 &R/ RAEH HEBZEH
TR !
T ERE A HH UARTO pC
+ GPIO20 (RX) ¢ TX
« GPIO21 (TX) « RX
INRC R
AL UART1 USB % UART 8 11 i
+ GPIO6 (RX) . TX
+ GPIO7 (TX) « RX
« GPIOS (CTS) + RTS
+ GPIO4 (RTS) « CTS

BEW] 1: ESP32-C3 JT A AR Al PC 2 [ YA MV #2 C A EAE ESP32-C3 T At b, A F5 6 USB Kidli 2k
HEHETT K AR AN PC RIAT

BiW] 2: CTS/RTS A A HE M RE R S eI A5 2 o

ESP board USB to serial converter
R —— X

™ RX
CTS RTS
ATS CTs

Kl 3: ESP32-C3 RN F RN K
IR S AT ESP32-C3 BUA I TIERE , WS X WAALN BOARMAE P .

1.3 FERS

AR PA ESP32-C3-MINI-1 #5540 K, /23U | % ESP32-C3-MINI-1 #5416 W f¥) AT [E{4:, DA ey
P B b, HE BSP32-C3 RFMEA ] &3 4% 30kY .
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TEABSE AT BB, AR ECIEMIER TR, B0 2% ik,
TR RSB, AT BOAFECEI SR e A e . BIRTSHESP-AT Bl # 257

1.3.1 TF#k AT [ElfF

TR PAN 2R AT [\1FF 2% PC:

* HITEAT B #
o FENEABE IR AT &
o A R SR I T 2K

BeAb, FATFE T ESP32-C3-MINI-1 %W [ ESP32-C3-MINI-1-AT-V2.4.2.0 [@{F, ZEMA4ME 5
ZERE S H A A bin SCAEAERAIT , He ESP32-C3 R [ 49 H Sk 4544 K bin U] Z22Z 407 A

iJJ -
4

— at_customize.bin /] ZH AR K
— bootloader // bootloader
| L— bootloader.bin
— customized_partitions // AT H % X bin X #
F— mfg_nvs.csv // B ONVS 4K W R 4K
| L— mfg_nvs.bin // EF NVS 4K bin X f#
— download.config /OB EE B S K
— esp-at.bin // AT A E

— esp-at.elf
— esp-at.map

— factory /) BEFERETAME bin X H
| L— factory_XXX.bin

— flasher_args.json VAR % = &% -0k -5"

— ota_data_initial.bin // ota data X #7514

— partition_table /] — % KAk

| L— partition-table.bin

— phy_multiple_init_data.bin // phy % #1H 5 &

L— sdkconfig // AT E N EFERE

Hir, download.config IS HEREFHISEL:

—-—flash_mode dio —--flash_freqg 40m --flash_size 4MB
0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0xf000 phy_multiple_init_data.bin

0x0 bootloader/bootloader.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

e ——flash_mode dio fRFRILEM:R K flash dio AT 9m1%;

e ——flash_freq 40m fAFEIEER T E flash # A H% N 40 MHz;

e ——flash_size 4MB X FEIELEHEY flash f/)N K 4 MB;

e 0xd000 ota_data_initial.bin f{FREYE 0xd000 HihkEeSt ota_data_initial.bin 3.

1.3.2  B&5k AT FESE %%
TR B VE 2 G B e T T 5
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Windows

FFUREEEZ T, i F# Flash N3 TH, ¥Z4 5% Flash F#E T HYNG, EHSHEFHET doc k.,
o THF Flash F# T.H;
o BEFEG A (AL, F'ATESE ESP32-C3.)
o MRARER TR R TR (ekt, FefTEsk develop. )
o MR EmE SRR R R 0 (A, TR uart. )

o

5] DOWNLOAD T..[ = |[ @ |[ 2]
chipType:  |ESP32C3 v
workMode: [dE'UE'DP' v]
loadMode: Iuaﬂ v]

‘ OK ‘

Pl e [T O e

* Ff AT BEPFBER BRA, LARIRIT UL —:
- BT EET R E 2 0x0 Hitik: 2k “DoNotChgBin”, i i 7 il 1) ERIA L & ;
- BIFFEZA bin S EAFE R HE: R IE download. config SUMFHATICE, 7 H)ik
“DoNotChgBin” ;

R T SR IR, A TR AR T R ) COM i 15, FEA “COM:” "FHiF sk B i
5. A XA SRR N 445 2% 4 Windows A A i 1 .

BRTEG, e & AT B T RF R .

Linux 5 macOS

THIRBERZ T, 4% esptool.py.
PAT PR AT —, Ff AT BEIPRRER R :

o NI TFEZA bin X Z AR FHAE: B AL 2, &t PORTNAME il download.config %
B

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z download.config

¥ PORTNAME B4l AR A T 8045 128K, A S TCVERA 2 % 3% 48K, 11527 7F Linux il macOS
AEB .

¥ download.confiqg B iz 3 B SE %,

PAF 24 e & ESP32-C3-MINI-1 i2H i A4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—dio --flash_freq 40m --flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0xd000 ota_data_initial.bin 0xf000 phy_init_data.
—bin 0x0 bootloader/bootloader.bin 0x60000 esp-at.bin 0x1e000 at_
—customize.bin 0x1f000 customized_partitions/mfg_nvs.bin

o HIZTHEITOLEr- B R 0x0 Hihk: A LA T4, ¥t PORTNAME fil FILEDIRECTORY &
B
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|]. v iEHL » OS(C) » bin » ESP32-C3-MINI-1 AT Bin V2.3.0.0 » ESP32-C3-MINI-1-V2.3.0.0 » factory

BEEES v L =

FEit=

=

| 7] factory_MINI-1.bin
|| factory_parameter.log

-

J SPIDownload ] HSPIDownload ]

SPI SPEED SPI MODE DETECTED INFO
DoMotChgBin N

@ 40MHz ) QIO
[]LOCK SETTINGS

@ 26.7MHz @ QOUT

©) BOMHz ©) DOUT
(©) FASTRD

Download Panel 1

[-]a 1
[-)e

[«]a

[-)e

[-)e

[]e -
SpiFlashConfig

D
START || sTop " ERASE ICDM: coM73
BAUD: (115200

Bl 5 MR AR A (REeR)

" download.config - iCE&

) REE) HER0) BEV) BEH)
—flash mode dio ——flash freq 40m ——flash size dNB
T DATT1TI0N_ TaDIE/ DA Tl 100 table. Bill
0xd000 ota_data_initial.bin

0xf000 phy_init_data. bin

0x0 bootloader/bootloader. bin

0xB0000 esp-at.bin

0x1e000 at_customize. bin

0x1F000 customized partitions/ble_data bin
0x3a000 customized partitions/matt_key.bin
0x27000 customized partitions/server_key.bin
0x3c000 customized_partitions/mqtt_ca.bin
0x2d000 customized partitions/client_kev. bin
0x2b000 customized partitions/client_cert.bin
0x31000 customized partitions/factory_param bin
0z2f000 customized partitions/client_ca. bin
0x38000 customized partitions/matt_cert.bin
0x29000 customized partitions/server_ca.bin
0x25000 customized partitions/server_cert.bin

@ 40MHz  © QIO

LOCK SETTINGS
) 267MHz  ©) QOUT d

oMz @00
O sz ©pout

© FASTRD

Download Panel 1

IDLE N

it .
[ START " sToP " ERASE ImM‘ com72 M
BAUD: (921600 =

B 6: M EZA MR A (RdEeR)
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esptool.py —--chip auto --port PORTINAME --baud 115200 --before default_reset —--
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash_
—size 4MB 0x0 FILEDIRECTORY

F PORTNAME B4 iU A AR N 838 O A FR, A EIvEmf e %% D 45K, W3 % 7F Linux fil macOS
FEFEm .

Ff FILEDIRECTORY Frie sl G0 & i) 7= [ i SO AR, RIS OLT, XFié 2 factory/

XXX .bin,

PUF 2B et & ESP32-C3-MINI-1 R4 iy Al s

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-
—Dbefore default_reset —--after hard_reset write_flash -z —--flash_mode._
—dio -—-flash_freq 40m —--flash_size 4MB 0x0 factory/factory MINI-1.bin

BeRSEG, e d AT B2 SRR o

1.3.3 K34 AT MR A Resk k)

TR A N BRI A AT [ R i

o FIFFER O T H, 4l SecureCRT;

o HRI SRR TR EEIL AT G AR BE T (R LR ik 4R ) ;
o P 115200;

o BPEfL: 8;

 KE&(: None;

o {5k 1

e Jifs: None;

* A “AT+GMR” %, I HifefT (CRLF);

TN EPTR, WA OK, MR AT BRI .

AT+GMR

AT version:2.3.0.0(e98993f - ESP32C3 - Dec 23 2021 09:03:35)
SDK version:v4.3.1-354-g98d34e5

compile time(9ff1373):Dec 24 2021 11:22:05

Bin version:2.3.0{MINI-1)

0K

7 7: AT Wi
B, L E AR iz — kA ESP32-C3 &L H &
Jitk1:

o ITHEE T H, 1 SecureCRT;
o HBI: AT CFEEM/M B HE RO, BOERES i,
o JAREE: 115200;
o Fdfi: 8
o K57 None;
o RS 13
» Jiifs: None;
o EERHITAAMT RST &, 77 HER T HEALL, WL ESP-AT [E 442 L IIEMwIH T .
Jith 2:
o FTFHWANER 10 T H, 4 SecureCRT;

o BRI O M AR R “AT a4/ AYER AR R E R AT s
ORISR iEE.
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Chapter 1. A48/

W 115200

o BEfL: 8;

o K5{7: None;

o (IR 13

e Ji¥s: None;

o FERERBIRIL “AT AL/ (FE D AAT+RST w4, HH#4T (CRLF), #F “ k& /4 H
HE” fa 0 HEF IR HEMEL, W5 ESP-AT BB £ IEFPIHL T .

ESP32-C3 JFHLH #&:

ESP-ROM:esp32c3-apil-20210207

Build:Feb 7 2021

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:2

load:0x3fcd5820, len:0x16b4
load:0x403cc710,1en:0x970
load:0x403ce710,1len:0x2e90

entry 0x403cc710

I (31) boot: ESP-IDF v5.0-541-g885e501d99-dirty 2nd stage bootloader

I (31) boot: compile time 14:34:08

I (32) boot: chip revision: v0.3

I (35) boot.esp32c3: SPI Speed : 40MHz

I (40) boot.esp32c3: SPI Mode : DIO

I (45) boot.esp32c3: SPI Flash Size : 4MB

I (49) boot: Enabling RNG early entropy source...

I (55) boot: Partition Table:

I (58) boot: ## Label Usage Type ST Offset Length

I (66) boot: 0 otadata OTA data 01 00 00004000 00002000

I (73) boot: 1 phy_init RF data 01 01 0000f000 00001000

I (81) boot: 2 nvs WiFi data 01 02 00010000 0000e000

I (88) boot: 3 at_customize unknown 40 00 0001e000 00042000

I (95) boot: 4 ota_0 OTA app 00 10 00060000 00140000

I (103) boot: 5 ota_l OTA app 00 11 00230000 00140000

I (110) boot: End of partition table

I (115) esp_image: segment 0: paddr=00060020 vaddr=3c170020 size=3bd30h (245040).
—map

I (175) esp_image: segment 1: paddr=0009bd58 vaddr=3fc95400 size=03884h ( 14468).
—load

I (178) esp_image: segment 2: paddr=0009f5e4 vaddr=40380000 size=00a34h ( 2612)._
—load

I (181) esp_image: segment 3: paddr=000a0020 vaddr=42000020 size=167al0h (1473040)._
—map

I (497) esp_image: segment 4: paddr=00207a38 vaddr=40380a34 size=1486ch ( 84076).
—load

I (518) esp_image: segment 5: paddr=0021c2ac vaddr=50000000 size=00018h ( 24) .
—load

I (525) boot: Loaded app from partition at offset 0x60000

I (525) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200
module_name: MINI-1

max tx power=78, ret=0

2.5.0

MR AN T ESP-AT TA%, 5 FJ3EESP-AT 2 1t 4 .

WER A2 ST QAn (1) ESP-AT, 351 G030 e, T AR AR IO BB R DA KRB (1 2 ) ey 3432, AR5 T
PUET #4685, TR BB R AT [
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Chapter 2

AT [ilfF

2.1 RAWRIREE

TR TR AR 0. H, R38R T LATT ESP32-C3 RAIKILIAY AT [T

e

o M4H1HY ESP32-C3 AT [ {4374 ESP32-C3 ECOO0 (Rev v0.0) ~ ECO4 (Rev v0.4) Z%1ith B (£13% ECOO0
F1ECO4), % A37H; ESP32-C3 1 ECO6 (Rev v1.0). ECO7 (Rev v1.1) AR JGHIE A .

o MR ZAW R, 0T DA AH R0 (e B A AL Y [ (SR ESP-AT BV 1 2 5+ & &
SR (L B A F R R ), B MR R BB NI ECE, W] PAE A arpy T A Bk
TR, R R B ZE AR BT i [ 4

- {52 UART i &

- 5% Wi-Fifie &

- BEGEf fe FE AT E
— 147k GATTS fie. &

2.1.1 RgEW

FERE R TR AT [R5 A0 e 5 5 AR, SR8 v g 4% T 2R ORI o

2.1.2 ESP32-C3-MINI-1 &%

v3.2.0.0 ESP32-C3-MINI-1-AT-V3.2.0.0.zip (#7%)
v2.4.2.0 ESP32-C3-MINI-1-AT-V2.4.2.0.zip
v2.4.1.0 ESP32-C3-MINI-1-AT-V2.4.1.0.zip
v2.4.0.0 ESP32-C3-MINI-1-AT-V2.4.0.0.zip
v2.3.0.0 ESP32-C3-MINI-1-AT-V2.3.0.0.zip
v2.2.0.0 ESP32-C3-MINI-1-AT-V2.2.0.0.zip

AR & LA /N :

o T # ESP32-C3 AT % 7 yz B 1+
o AT BVt AT [0 2 WP — i e 4k K HAE H

11


https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.2.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.2.0.0.zip

Chapter 2. AT [E{4

o BRI R EE 2 : RFESAE AT B RIREOTR . B . s
s RIREMH G, R THATAY

ik ity PR R RS ARSI, AR TR ZE D7 R SR B AN I L A, R R] Bk
E ol 7 SO T T 3

2.2 AT FfFwR4r

ESP-AT [& #4813 TR DI Re i — bl 3ot

» factory/factory_xxx.bin @iXUREEDRER) —FEH SO A . R AMUBESE factory/
factory_xxx.bin Z|FEEHIER 0 B flash 25 [E]H, BiERIE download. config XFHHIME &,
R A I SCbesk 2 flash Ao R GG bk i 25 [a] v

* at_customize.bin Mt TH A XE, ZFINHT mfg_nvs X, PAKLATHER fatfs XK
AR HIAEFN 73 DX/ B0 DATE IS AT £y 2 AT+FS FIAT+SYSFLASH 3R 5 1% 34 B 41 (1) 43 IX
BN

* mfg_nvs.bin $§8] AN ESP32-C3 i 2 R AE AL E (LT 3R). PR T Em
HIE . B ZH KARSEC G B S5 i A ey B .

% 1: ESP32-C3 4 [ i (4 it -
HEH UART &8 (TX. RX. CTS. RTS)
ESP32-C3-MINI-1 %%

* GPIO7
* GPIO6
* GPIOS
* GPIO4

2.3 iz kBRI A 7

ESP-AT [& {45 PAF JUAN SRS, Hop R sl s PR AR A B MRS, SCRRLA1I2E R th B
R R

BErRAREY (E#E)
GitHub Vs v B 14

& X ToNEE:
B 47 hi% 0y B

231 FJikARNEE (H:47)

V7 B ARRIENE SRR R AR B IR “BROAEE” SR8 7 P AN A AT A T, [
PEMRGE NI 2T 30 AP A, ORI (F nT EL e T AR 8 OTA MRS5S THIEF o AR 505 R Al
LSRR LYV RTINE K o I E A NG N i vnivc e N E s -2 (1171 1 R 1 B SE Wl L 2 BN D K2 S T VN
MR b 2 -, PN S p R 2R R TC B 30 4 T A

» RBUGEFR: ESP32-C3 AT B #
® /fjli)zl_\:l::

- FaE

kT

— PRIBUE A TAE RN
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o B
- EHEMIRK
- EEIBAA IR
* ZEIHY:
- BfriEdE
- B FRARE RIS
— 7K ESP-AT [ SCHRA SCRAFLE 7 2851, 1i§2% ESP-AT GitHub 1 5T readme.md

2.3.2  GitHub IfgstSIE

GitHub Ik 4 UORF AR HES 51 GiHub AR 2 A BRI R IS EN [ B A AR PR B, Bl
eI, A3E 5 R AR i AR FIE R R A TR IE AR [, o Rl l i
AT IR 8% OTA IS5 TH

o RBGEFR: WS 4T GitHub T & #1585 A AT B 1.,
o fs
— SEEPYERE, AR AN T G RN A S R A oK
— AR F R A I E R, AR T SDIO @R [EE. T SPI S iR .
— PREE M TAER/ N,
o BN FETARIER KA commit A2 B FE R LI se BRI, AT RESTEAE LK, FEAH
EVSEEE I

233 LSBT

e S B WG 2 U8 S A T AN 75 R PR R [, i T R D RE T E 20K
S RSN LI OLT , W53 UART 10 A5 I S SR 285, AR ¢ ] BT
7% OTA o5 a8 TH T -

o KTWBRSHIN, S Fapy =5
LA
- ANt EEEH
- BEFREE. .
o GRAC FREETRMBWEE Y, SRR, E B RR .

234 AArgaver e

TR BT YT R RER B A 77 30 T2 A O OTA k5543 LASH; OTA k.

o KT BT, WES% AR %iF ESP-AT 142,
o PR ThiE. JEE O,
o BN TEHCOHE BRI,

24 RWBEES, #ok itz ?

MEARPENEE G, W SH R EdE 5B T ARk 45 d 18R PC i BSP 4%, HAFEIFRR ik 4
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Chapter 3

AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: BHEMRAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: & E 1% 1% 45 X AR B8 &k 10)
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

AT+SYSTEMP: EHUE F N4 IR

15



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b

W] 7
|ox
S8
* <mode>:
- 0: Hj ESP32-C3 JF ik AIEH 124730
- 1 EJ5 ESP32-C3 FE AT 2
B
o WURGRESCHRE, WIAF IR AR M E A ik ESP32-C3 JEA N HAR, X R DATERE (B
4 Boot &M,
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Chapter 3. AT Ay d4E

3.1.4 AT+GMR: #HHRAEER

WA %

v

A

=

AT+GMR

W i <

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.DJERRAE R, BNIAE esp—at/components/at/1ib/ HFE F. 1L
T2 PRV, ToIFRCT R .

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

» <Bin version>: AT [& {4 A5 H. WAE E 7] PAYE menuconfig /4. (python build.py

menuconfig->Component config->AT->AT firmware version. )

|
o AREAET ESP-AT [ ¢F A AR R, 5 Sehe it AT+OMR IRAE B

il

AT+GMR

AT version:2.2.0.0-dev(cad4lec4d - ESP32-C3 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: i Y i [ 71 S SR AT i 4 B fin 4 S8 %Y

W ) :

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK
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e <index>: AT Wyl F%

o <AT command name>: AT iy 544 FR

» <support test command>: 0 FE/RALH, 1 FRTFF

+ <support query command>: 0 F/RATE, 1 LRI

« <support set command>: 0 F/RALH:, 1 FRIE

« <support execute command>: 0 FRA L, 1 FRTEF

3.1.6 AT+GSLP: j}i A Deep-sleep Fiz,
AR

A

AT+GSLP=<time>

Wi 3% ¢

<time>

OK

B
. <time>: AN Deep-sleep HUITK, S5 ZEA0. BEIE]R, i E0WER, HRIEIRR
WY, SR A R

- 0 Fm I E
— K Deep-sleep B K2 28.8 K (2311 ZFb).

|
o BTN, P ik A Deep-sleep B9 Frmf & HHBIHC Z A S AFAEZ S

3.1.7 ATE: JFpsk Yz AT vl i ohfe

* ATEO: 5X[[al 2
« ATE1: FFJ[E &
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3.1.8 AT+RESTORE: &)

WA %

=

A

’ATJrRESTORE ‘

W i <

[ox |

]
o LA RHERICE A7 E] flash (S8, TR NERASHE.
© BITIRM S ERRE.

3.1.9 AT+SAVETRANSLINK: ¥ H-#lL Wi-Fi/Bluetooth LE i# L i {5 &

o % FFHLiE A TCP/SSL ik 1E 42 X 13 4.
o % E FFALEEAN UDP ik 1A X 12 6,
o % ¥ FFHLIEN BLE 5B A X 42 8

X FIFHLEA TCP/SSL B LA LH A

pEmA mA

’ AT+SAVETRANSLINK=<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>] ‘

W

[ox |

B

e <mode>:
- 0: 3¢} ESP32-C3 HL#E A Wi-Fi if 42X,
— 1: JF}5 ESP32-C3 Lt A Wi-Fi i 542X,
» <" remote host” >: FAFERBAL, FRALE IPvA UL, TPV6 Sibllt, Sl . Bk 64 4.
* <remote port>: Tl I {E
o <" type” >: FRFHRSEL, FoRMEHFEAL:” TCP?,” TCPv6”,” SSL”, & “SSLv6”. BRiAff:” TCP”
o <keep_alive>: Ml & ERFN) SO_KEEPALIVE &I (% : SO_KEEPALIVE NW'4H), BAfi: Fb.

« JLFE: [0,7200].
- 0: 2% keep-alive Djfhg; (BAIA)
- 1~7200: J}J& keep-alive BjfiE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {H %

1, TCP_KEEPCNT i 3.
o RSP <keep_alive> ZE(5AT+CIPTCPOPT il <keep_alive> ZEHIE, HEAHE
HE B a2 UE . ARSI T ARSI AN E <keep_alive> Z%k, MIERINE A R B & FE .

|
o AVENRF Wi-Fi FTHLE A2 X FERAFATE NVS X, S8 <mode> 1, K L HBIFEAZ #
X TEBE

19 Release v2.3.0.0-esp32c3-716-g62fb703321
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il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a21:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFPLIEA UDP AL R

i fra

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox

B8

e <mode>:
- 0: 5[] ESP32-C3 [ HL#E A Wi-Fi if 42X,
- 1: JFJ& ESP32-C3 L HiiE A Wi-Fi i f£ 42X,
o <” remote host” >: FAFESH, FoRmmns IPv4 #itl. IPve dihl, Si%. FKh 64 F5.
« <remote port>: il I {E
o <7 type” >: FRHRSE, FoRtEiHdiAl:” UDP” m “UDPv6”., ERINfH:” TCP”
* [<local port>]: JFFAL#EA UDP &R, i1 F i 4 s 11

B
o AREN Wi-Fi FHHLE £ 42 X A5 BARTELE NVS X, #HZ% <mode> 2 1, FR_EHEBIHEAEE
X TEEER.
o QIR ELT IPVO 2% 7837 —A> UDP &40, 35HATPA T Ak
i AP 374 IPv6
% BAT+CIPV6=1
H T AT+CWIAP iy 23R B3 —~ IPv6 Hiht
(A3 WAL AT+CIPSTA? iy #6528 ESP32-C3 27 3k EF| IPv6 Hihl:

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

BEIFPLYEA BLE B R

wE

’AT+SAVETRANSLINK:<mode>,<role>,<tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<peer_addr>

W

’OK
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e <mode>:

— 0: %4 ESP32-C3 FHiHEA BLE if 1245 X,
- 2: JFJ8 ESP32-C3 [ HiJEA BLE % 242 X,

e <role>:
— 1: client f3 {8
— 2: server fi {4,

o <tx_srv>: tx [R5 75 . AT {E8 GATTC B}, i1 AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
V£l GATTS B}, @it AT+BLEGATTSSRV? f54-251] .

o <tx_char>: tx R &5 . AT E R GATTC I, il i) AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
AR 1N GATTS K, i3t AT+BLEGATTSCHAR? £ 425 .

o <rx_srv>: 1x [R5 F5. AT {E8 GATTC i, 4 AT+BLEGATTCPRIMSRV=<conn_index> iy &%
W3 VN GATTS I}, @3 AT+BLEGATTSSRV? 425 .

o <rx_char> :rx R 55 4HIE 5 . AT 1Eh GATTC B, il #+f AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR MEN GATTS B, i iFAT+BLEGATTSCHAR? fi 445 .

e <peer_addr>: X775 Bluetooth LE H#iihik

L

o AER BLE FF#LiE £ 42 X 15 BARAFAE NVS X, S8 <mode> 4 2, TR _FH H 3 A Bluetooth

LE & 42X, FTREBEAER.

il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL:

A a4

zs

¢ B M BB P A A ik b

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

OK

LA

A .
"ﬂé’\'

’AT+TRANSINTVL:<interval>

o <interval>: FAEA&iE[EfE. B0 280, BRAE: 20, JEME: [0,1000].
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e

o BEMSUN, 2 ESP32-C3 A UART Bl 2B, An i sl iR ) R T2 F 2920 77, 4%
WS R R 2920 T —HAYHIE T Kk, ISR <interval> ZRuEERICE] B
RTEET 2920 F45 F R A5 .

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> R/, FTRAREAR ] HMSOR As B B A i, AFL S 38 I isORR 5cdha ) 94 2% a8 4
WHL, — R T A RE

2N

/) R BB BKE R R
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

AT+UART_CUR?

W i <

+UART_CUR:<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

OK

v e
ST A

R

/7,’\

=

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
— ESP32-C3 4 SHHEIEY 80 ~ 5000000
* <databits>: HHE{7
- 5 5 bit Kl
~ 6 6 bit KR
— 7: 7 bit Fidfa{
— 8: 8 bit Fdla (v
* <stopbits>: {5}
— 1+ 1bit 31k
- 2: 1.5bit fE 111
—~ 31 2bit IR
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AMlREHEE
- 1: {¥ifg RTS
_2: ffifE CTS
- 3: [AHH#TRE RTS I CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
tifn 4

e

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

ke

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

o <baudrate>: UART %R

— BSP32-C3 i%4%: 49 H A4 80 ~ 5000000
o <databits>: (v

— 5: 5 bit HEAL

- 6: 6 bit FEAL

— 7: 7 bit FEAL

— 8: 8 bit K
o <stopbits>: 15[ {V/

— 1: 1bit 2147

- 2: 1.5bit fg k17
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— 3: 2bit {2 -7
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: Afifgimis
- 1: {#igg RTS
- 2: fififg CTS
~ 3: [FIWH{iAE RTS Fl CTS

BEW]
o BUE S UCRORAFAE NVS 70X, 43 B B LM IR A 2L

o {1 9 45 2h R T O R A 19 CTS/RTS 4 M, 1% 7% W2 #+ £ 4% Ml components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF-115200,8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

"ﬂ4>°

’ AT+SLEEP=<sleep mode>

Wi 3% ¢

’OK

BH

* <sleep mode>:
- 0: ZEHIREARAI
— 1: Modem-sleep #={;
« BA Wi-Fi 3
- SPPRBLHCRRYE AP ) DTIM & ) X
+ H1 BLE #i=X
- £ BLE 78R8T, ST HeREAR )4 18] B e 15 ¢ 1A
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- 7F BLE 28T, SHSIHCREAR H 2422 [a] B 2 1 9% 1A
— 2: Light-sleep #z
« IG5 Wi-Fi fHiR
- CPU K H Bk AREAR , SFPATAREHORE: 5 P4
+ B Wi-Fi #512{
- CPU ¥ H shik ABERR , SHA U RARIEAT+CWIAP 54X B listen interval
SR 5 A
+ A Bluetooth Fz;
- 7€ Bluetooth | &7, CPU ¥t H ik ABENR, SHIBHtRRAR I 15 ] B i 19 5¢ P4
- £ Bluetooth 7278, CPU K HaiE AREHR, bt R AR 212 ) b i 11 5% P4
+ Wi-Fi A1 Bluetooth FE{FAFFL
- CPU ¥fH 3 iiF/\ﬁﬁﬂE o SFPABASTHRORR AR H 5 AR O A
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fHER
- BPIEIHOR AR IEAT+CWIAP fin 2% E Y listen interval ZHUE M KM
+ B4 BLE 5z
- £ BLE JHEAS T, SPAURTHORE AR 4 5] B o 151 2 A
- 7E BLE ST, SHSIHCREAR S 2422 [R) B 2 1 5% 1A

Bl

o A HERIRAX S, Bluetooth LE RAT ARG #I 4Rk . 24 Bluetooth LE #JUA L5, AT PAZE F A AR AR
Ko

* Modem-sleep f5xC il Light-sleep #5:X3 1] PAE Wi-Fi #0835 BLE #5:0 FE, (HAE Wi-Fi fz0F
XA HBBTE station BN iKE

o X Light-sleep #ixXHT, BWIRHTEITAT+SLEEPWKCFG 6y A BE B I MR BEyE , 75 WSR3 4
B EH AT REIRR S

* X Light-sleep 83X J5 , 4154 Light-sleep M A5 (44 AN 2 0], 145K B 2hE A BEIRAR L, 24 Light-sleep
W TR 2K 6 JE I, 152 RE B Bl A R HRAS K o e i

 XfF BLE #i:X N #Y Light-sleep #5538, F FrnZiinfff 4% 32KHz 4%, 750, Light-sleep #3023 PA
Modem-sleep = T AE.

o AT+SLEEP £ 75013552 S0k Sleep AT 7151 .

2N

AT+SLEEP=0

3.1.14 AT+SYSRAM: iy Y fij sl e i as Rl Mg /DA ]
i) 4

LT

AT+SYSRAM?

Wi i <

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

e <remaining RAM size>: Y[ GxHEZS[A], BA7: byte
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« <minimum heap size>: ZFTHATR/DESS[E], B byte. 24 <minimum heap size> /INTE{IE
T 10KB Ff, ESP32-C3 ) Wi-Fi FMKIIFEME A DI RE T E L 325210

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: #ify/it s 251 s a1
HihR A

ik
E Y H RGN E RS

mlé>:

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

BE A

&

i
WERAGIURNMEE . CRETREE IS E M AT JHE, 8 AT+SYSMSGFILTER fi5 %
A

’AT+SYSMSG:<state>

W] )
[ox
* <state>:
— Bit0: jB} Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2744 Bl R = &,
* 0 AFTEN
© FTEJ +QUITT
- Bltl $f§ﬁj‘%ﬂ_‘1ﬁhu\§§£
« 0 I BB R(E ., Q1 XX, CONNECT
« 10 i FE 4 3R 78 {5 ., Il +LINK_CONN:status_type, link_id, ip_type,
terminal _type, remote_ip, remote_port, local_port
- Bit2: EBRRESERER, @ T Wi-Fi i 4:X,. Bluetooth LE SPP J Bluetooth SPP
+ 00 ATEHHRMEE
1: 4 Wi-Fi, socket, Bluetooth LE 5§ Bluetooth RS &4 s As i), T R{(EE, fn:
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— "CONNECT\r\n" = PL "+LINK_CONN:" FF L @i T &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

— "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

- "4+ETH_DISCONNECTED\r\n"

- Db "+ETH_GOT_IP:" F %k # %ze-ﬂé B

- PL "+STA_CONNECTED:" F L #
- PA "+STA_DISCONNECTED:" %}é’]%f\% 1<
- PL "+DIST_STA_IP:" FME T E

~ DL "+BLECONN:" FFk #y F fF &

- PL "+BLEDISCONN:" JF k@i 7 fF K

ﬁﬁn‘
e[
—S
mny
g

]

o #AT+SYSSTORE=1, P& SURHIRIFAE NVS 231X,

o FiEBIt0 Ky 1, B Wi-Fi if X B8 +QUITT,

o« % Bitl K 1, ¥ £ ¥ WAT+CIPSTART FIAT+CIPSERVER iy 4, % % ¥ # /&
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” ERTIZ
2 “XX,CONNECT”,

Bl

/) BH wi-Fi BEBRANATHRT FEA
/) EEWRTHFARET R
/) EBERSAXEAXBATAREEL

AT+SYSMSG=2

%\7\\

B

/] HEHE KX T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsZEH R4 8 0kE
A i fir &

e
E TR W EYSSuR/ bk ey

[k

AT+SYSMSGFILTER?

Wi i ¢

+SYSMSGFILTER: <enable>

OK
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N

A

Dy
F’Fﬁj Fﬁ%ébfﬁzu\ }:E

O e
iy

’ AT+SYSMSGFILTER=<enable>

o] 7 <
[ox

S

¢ <enable>:
-0 BHARGHEELE. REBIME. 25, REHEASER BN IERTE.
D EHARGHEEMAIE. TFEE, REH BIE N R UTE E R EdE S8 AT gk, MCU
TAWﬂ M AR E N F B VTR EEdE, & FEAEEAE MCU.

e

o W5l AT+SYSMSGFILTERCFG iy 4 E AR iEds , Rl A a4 a8 el 8t 24000 Bt g,
SRS MRS 4 ) R GE T E L

o TR AT+SYSMSGFILTER=1 1%, WG B RS SIS E L EE I, Bk AT IR
TH R T .
o TEHENEEAEX B, AU FHAT+SYSMSGFILTER=0 4, 25 R4 Bt g,
o GIARRET AT TR WRIFA, WM AT APIs S8 AT 64 1R &% .

// JREW AT A4 BB KE. BHE LS W AT+HSYSMSGFILTER.
ARk, RAEHRFEW AL %E MCU (AT+USERWKMCUCFG # 4 X H B MCU % B I ) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ BEHAES RN AT A O BB L E. HIE S Y AT+SYSMSGFILTER.
A (WEEH) , XEHEWN AL % E MCU (ATHUSERWKMCUCFG 4 4 % & B MCUL
B E) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B EE MCU HE M AT # 4 O W I A% . KA LS4 AT+SYSMSGFILTER.
A, ABEHE S B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ B A K % B MCU y]ﬁtfﬂkﬁﬁ]% aﬁ AT @4 O W HELRE. KE LW AT+HSYSMSGFILTER.
AT (WEEA) , A2 HKEM 2% B MCU (AT+USERWKMCUCFG # 4 % B B MCU_
B E) .

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);

Bl GRS ZGE iR,

3.1.17 AT+SYSMSGFILTERCFG: #ify/fitE R0 6l ie s

o HamidiE R
hd ;%r/\ﬁﬁ'ﬁl\/v 5
o ¥Whe—A e R
° 7%”‘? "/\ f/@

B 3 28
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n

=

it i

%

iy A

s

O A .
"ﬂ/?\‘

AT+SYSMSGFILTERCEG?

Wi i ¢

+SYSMSGFILTERCEFG: <index>, "<head_regexp>","<tail regexp>"

OK

S8

o <index>: JIPERMIRT].
e <” head_regexp” >: SLERIENFEER.
e <” tail_regexp” >: REIIENFEERK.

WERAT L DB 2

BEmA mA

’AT+SYSMSGFILTERCFG:<OperatOr>

W

[ox

S

¢ <operator>:

- 0: JEBRFTA L uES . WG, AT DARER— L B B o S TR

il

/) T OPT R LR B

AT+SYSMSGFILTERCFG=0

Bm—A- L aE2

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi 3% ¢

OK

>

iR FRoR AT EHEA TP AT 4 SR, SUEHERT DA KR (RP - S ik =X 2R e
MFEE), Y AT W F AR JF AT <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
MRk TE B AL T

AR IR )2k e R R AL I 2R s N I s SR
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’ ERROR

LB BV B vea Vet -3 Gyl v e N SR 1P /5790 %I IS A T

s <operator>:
= 1t BEIM—AN g . — i e A AL A SR gk SN R Bk ) ik =K.
* <head_regexp_len>: SLPFIEMIZRIAAXKE . M [0,64]. WERKEN O, FRZBELEBIENFRE
FLHIPLHED, [} <tail_regexp_len> AFEH 0.
o <tail_regexp_len>: EFFIEMIZRIAFAKE . JEH: [0,64]. WHRIEN O, FZNEEHIENZFRHL
HIVCHED, [AIB} <head_regexp_len> AHEH O,

o RN A Ay B B gAY, PRl AT+SYSMSGFILTER iy 45 H B8R I R G0 B g, 58
DU MRS A0 A R 500 B A HE

o IR ARIE MRk A AF A S5 POSIX HAIENIETL (BRE) .

o 9 TG A RIE & (AT A4 1 TX ) Wbl e 98, s PO M ZGA (A ~ Ik, BT
IEMIRAPA $ 4530

o HAAARGHE WIPLe_E kAR W2k 20N e W kU, REHEA S0k, digks, &
GEH B W kAL B Rs S AT adigdel, MCU AU i ARl i W ik Ve e b
Wb, IR RAE MCU,

o MERGH LR — L IER G, AR FREEITE L E R g .

. ié‘dﬁ%ﬂﬁﬂﬂ?ﬁﬁﬁi RGHEARGEA, WASK E—FMRLHEMAZREHEGE—

o, YEATPUAC.

o MTHEMERRR R, SRR ER AR g, R Rl i AT+SYSMSGFILTER=0 fiy 4%

LB WENS PR/

il

// REEE, LHEHE "WIFI CONNECTED" R AW AR &
AT+SYSMSGFILTERCFG=1,17,0

/) A4S KRE OK f1 > J§, B A\ "WIFI CONNECTED\r\n (¥ & \r\n & A 2_
/ANFH, XN ASCIT # g @y 0D OA)

/1 FFR R GE R R
AT+SYSMSGFILTER=1

VAR o

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 1 F # ¥ WIFI CONNECTED % % W Bl &

PEARPI S % Z il AatiEr ).

MHER—A~ 3L DB %S

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢
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OK

>

FaRma R FRIR AT EHER G AT % DO, JURHEST DS KO (B s Sk iE ) ek =R R B AE
M), 4 AT ZUEIEHE K E5 3] <head_regexp_len> + <tail_regexp_len> J5, #fTIE
W) R 35 A o

AR I Rk e A 2 I s e B e R, AR ] -

’ERROR

B SRV B visea Vet -3 G v 1 R S| 50 st 7 00 I IS A T

[ox

* <operator>:
- 20 MHER—A Ik
» <head_regexp_len>: JFRIEMIFAK KL, il : [0.64]. WHBEER 0, W <tail regexp_len>
NEEH 0.
* <tail_regexp_len>: FEFRIEMFRIKAKSE. Jifl: [0,64]. AREEN O, M <head regexp_len>
ANEEH O,

Bl

TR MM e 0 2 s I A 0 AL D o

il

/7 B R R Ao By it R B

AT+SYSMSGFILTERCFG=2,17,0

/) % fHAHRE OK 1 > J&, WA "WIFI CONNECTED\r\n (% & \r\n & A 2_
~/MNFH, X ASCII # % # 0D 0A)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 4 & &

3.1.18 AT+SYSFLASH: #ifyukif 5 flash JIj J1531X
i A

ik
i flash F P43 X

Py
A

AT+SYSFLASH?

W

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK
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Ve a4
fie:
B 5. R fash J P
s

AT+SYSFLASH=<operation>, <partition>, <offset>, <length>

W

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #fRp X

- 10 HpX

- 2: {4
 <partition>: X4k
o <offset>: mfsibhl
o <length>: i K&
* <type>: JJF4rIXEA
* <subtype>: 4 IX1RAY
o <addr>: J] X HihE
o <size>: I KAK/N

o [ A A5 keck at_customize.bin, FH4EE IS H 4T i 2 Lo R,

o BEERAIXHE, THSEEEERRIZ E AR X XA DA <of fset> fil <length> ZHCR5EN. B
W, $8§4 AT+SYSFLASH=0, "mfg_nvs" A[#E[RIEEA “mfg_nvs” X,

o XTH XM L 5% ESP-IDF 4r X 3.

* ¥4 <operator> Nwrite B}, RGBS IEIEMITRE >, W DU A S WEdE, 3
PRKEN S <length> —F(.

o G XHI, EEERIZT X,

o QISR EAEE L mfg_nvs Sy XA R E, T AT+SYSMFG 14 (NVS H B EXT5AE ) . ansk
EARB A mfg_nvs 43X, 5 FJAT+SYSFLASH % (7 X#AE) .

il

/1 BB EA "mfg_nvs" oK
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" SR EHHA 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs Jf] J143 [X
iy 4

ig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 (] (namespace)
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[

AT+SYSMFG?

W

+SYSMFG: <"namespace">

OK

BBk fir #4248 I e BE YD

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">] ‘

Wi i ¢

[ox |

¢ <operation>:
- 0 PEBRERE
- 10 RERAE
- 21 B AHAE
* <” namespace”’ >: 44 ZS[H],
o < key” >: EHE, siFRCNEE. X4 <"key"> BB, S <"namespace"> WA IYEENT; &
M H BB A FTHEE R <"key "> [UER(EXT

il
o THICPIEE AED AT (NVS), T4 2s(a] . BERT AR

il

// W client_cert A XMW AMMEN (W: ERBRANE 0 EE 1
—~EF P RIEF)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # #& Z i A M client_cert.0 #EX (H: BRBIAWE o
CEEP RS

AT+SYSMFG=0, "client_cert", "client_cert.0"

DA 428 T e BV X
é\

B WA

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>,<length>]

Wi i ¢
Y <"namespace"> PAKZ GEEEA BT, 1&[H

+SYSMFG:<"namespace">

OK
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Y <"key"> NRZFSHERAE N, &M

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMEOL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: PEEREAE
- 1t SRHfE
- 20 HGABAE
e <” namespace” >: 44 a3[A,
o <" key” >: FHE, SiFRMEE.
o <offset>: F{EA M.
» <length>: {HWKE.
o <type>: FEHAYAAL.
- 1: u8
i8
ul6
16
u32
32
string
: binary

o <value>: SH{EAIEHN.

|
0NN L kW

B
o THICPIEE RS AT (NVS), T4 2s(a] . BERT AR

il

/) EBYM AW AL R
AT+SYSMFG=1

// E B client_cert ® & X 0 WA W £ 4#

AT+SYSMFG=1, "client_cert"

// #E B client_cert # % Z [l W # client_cert.0 F# W&
AT+SYSMFG=1, "client_cert", "client_cert.0"

// LBl client_cert @ % X A W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_
e
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 425 ] A 5 A BEFDO

)E’J

Tg
A frd

=l
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’ AT+SYSMFG=<operation>, <"namespace">,<"key">, <type>, <value>

Wi % ¢

[ox

S

¢ <operation>:
- 0 HEPRERAE
- 1t SRR
- 2: B A#AE
* <” namespace” >: fiy4%3[H.,
o <” key” >: B, siFROME.
o <type>: F{HIGAA,
- 1: u8
-2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: S <type> A, WILSEE ORI :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CERMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT EHES IR TR, BERTEn] DU A B, 24 AT £ 80 1 B0 K R R 5
<value> Ji, WIS7R[) a4 250 P E A SEEXT .

I
NN R W

Bl

o WHSCREE RS A (NVS), T f#ar a2, BEX IS .

* BN, GIEH TR a2 2 A SR (NVS ARG 2 A SRR RERT ) -

o WEREARME K mfg_nvs 7 APt SR E R, T AT +SYSMFG fip4 (NVS HEg B0 o J2R
GBAEECEA mfg_nvs 2} X, G HAT+SYSFLASH fir % (73X #AF)

il

// 1 client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : E#H client_cert.
SREEEAWE 0 BEPFHIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// B ORE > F, A 1164 FH WL $ T H

3.1.20 AT+RFPOWER: #ify/i% ¥ RF TX Power
i A

Yrtig:
7rifi] RF TX Power

Py
A

AT+RFPOWER?

W i <
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OK

+RFPOWER: <wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>

-t

LA

’AT+RFPOWER:<wifi7power>[,<ble7adv7power>,<blefscan7power>,<ble7conn7power>]

3.1.2

<wifi_power>: Hifii>k 0.25 dBm, AN MSEUE N 78, WISLFRE RF Power (B4 78 * 0.25 dBm
=19.5dBm. Jit'® )5 iEfF AT+RFPOWER? T WA LRI RF Power {H.
— ESP32-C3 & % BUETE R [40,84]:

BEE | IEBE Xhr{E SEfR dBm
[40,80] | < REH> | <HEH> | <&EH>*025
[81,84] | < &EH > | 80 20

<ble_adv_power>: Bluetooth LE | 4%% RF TX Power., HBUEEE - [0,15]:

0: -24 dBm
1: -21 dBm
2: -18 dBm
3:-15dBm
4: -12 dBm
5: -9 dBm
6: -6 dBm
7: -3 dBm
8: -0 dBm
9: 3dBm
10: 6 dBm
11: 9 dBm
12: 12 dBm
13: 15 dBm
14: 18 dBm
15: 21 dBm

<ble_scan_power>: Bluetooth LE #94{§/#\) RF TX Power, Z$HUHF] <ble_adv_power> Z4{.
<ble_conn_power>: Bluetooth LE i3] RF TX Power, Z4{HUH[F] <ble_adv_power> .

1 B

Y Wi-Fi sl RATIE10I, AT+RFPOWER iy 2 ToVE IR B/ 2 1) Wi-Fi 1) RF TX Power, 4 Bluetooth
LE FAI4G40}, AT+RFPOWER fyd Joykik B /2] Bluetooth LE ) RF TX Power,

i T RF TX Power 4r b A [ W S5 4%, M NFRHAES 2 X N IHEE B,
B DA L esp_wifi_get_max_tx_power & if] F| 1 wifi_power 1 {H 7] fE &
esp_wifi_set_max_tx_power WEMMEMAEESR, HASHWIREK.

ALK <ble_scan_power> Fll <ble_conn_power> ™S E0{H % &N 5 <ble_adv_power> Z 50 [A] ({(E
BN, XWDSEG S E S E NS <ble_adv_power> [ [HI{H -
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3.1.22 AT+SYSROLLBACK: [n]7& %I ULy s
P4

A

=

’AT+SYSROLLBACK

W i <

[ox

Bl

» Ay A OTA 14K, HaBlRE] S — OTA 73 K .

3.1.23 AT+SYSTIMESTAMP: 7% if)/i% B AS i} fr] 2%
a4

itk
AR ) ) A

A\ .
"Il/?\‘

AT+SYSTIMESTAMP?

Wi i <

+SYSTIMESTAMP : <Unix_timestamp>
OK

BeE WA

Jyiig:
WE AR, 24 SNTP WA H G, &5 F45 85

LT

’AT+SYSTIMESTAMP:<Unix_timestamp>

Wi i ¢

[ox

B

o <Unix-timestamp>: Unix IE]J#, BN7: 5.

il
AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29
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3.1.24 AT+SYSLOG: k28 AT it fCrad i

iy

Jyiig:
i) AT SRR 2 A

s

AT+SYSLOG?

L)V

+SYSLOG:<status>

OK

BeE WA

ifig:
JE AR AT 452 TR

’AT+SYSLOG:<status>

W i :

[ox

o <status>: FHRASHE RS

- 05 221
- 1R

il

// B R AT #RAKART
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// R AT #FRBEFR
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR
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AT BRI R —A> 32 fi /N BEHIEE, & SCanF

KR THRE iR
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0

* category: [&|E(H 0x01
« subcategory: 4H{RASHY

RiRAE 5= X | %EA
[
ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 f5Ler
ESP_AT_SUB_NO_TERMINATOR 0x02 FRIZEAE VoL “m” G
ESP_AT SUB_NO_AT 0x03 FRFER AT (B AT ER at. At X
aT)

ESP_AT_SUB_PARA_LENGTH_MISMATCHx04 SR EANPLRD
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 SRR AU
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 ZHCEE VLR
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT SUB_PARA_PARSE_FAIL 0x08 T 2B
ESP_AT _SUB_UNSUPPORT_CMD 0x09 ISR R
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A PAT a2
ESP_AT_SUB_CMD_PROCESSING 0x0B T L2 s
ESP_AT SUB_CMD_OP_ERROR 0x0C A B R R

* extension: HiiRYIR(GE, AR TREGARMVY RAEGE, #1% % W components/at/
include/esp_at.h,

B, 4R ERR CODE:0x01090000 ER “A LML,

3.1.25 AT+SLEEPWKCFG: ¥ Light-sleep M5 fimifit GPIO

=

=

e

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg
- 0: fREABCE, BASLEF
- 1 {REARCE, BASEF
— 2: GPIO Mafig
e <paraml>:
— YEREEE A E BT AR, ZSEEOREIRR ], AL 2R
- Mgk GPIO B, %S4(3R GPIO # 1

e <param22>:
- MILEEJE GPIO W, SR M i -
- 0: { Y
- 1 EET
Espressif Systems 39 Release v2.3.0.0-esp32¢3-716-g62fb703321

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 3. AT Ay d4E

il

// GPIOl2 & K A% w F Bt % &2
AT+SLEEPWKCFG=2, 12, 0

3.1.26 AT+SYSSTORE: ¥ ZE Atk

it A

Dy

i

AT ZHUFifRA

A\ .
"Il/?\‘

AT+SYSSTORE?

W

OK

+SYSSTORE: <store_mode>

v

7

X

Ele

E
%

[y

’AT+SYSSTORE:<store_mode>

W i ¢

[ox

BH

(A

<store_mode>: BEIEERR
- 0: A RCEATEA flash
- 11 GAHCELEA flash (ERIA)

Vil WP E A S, FRMEI S, FIAE S B R RAM fi
Ay o BN T -

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
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e AT+CIPDNS

e AT+CIPSSLCCONF

* AT+CIPRECONNINTV
* AT+CIPTCPOPT

* AT+CWDHCPS

e AT+CWDHCP

* AT+CWSTAPROTO

e AT+CWAPPROTO

o AT+CWIJEAP

* AT+BLENAME

e AT+BLEADVPARAM
* AT+BLEADVDATA

e AT+BLEADVDATAEX
* AT+BLESCANRSPDATA
* AT+BLESCANPARAM

il

AT+SYSSTORE=0
AT+CWMODE=1 // A # A\ flash
AT+CWJAP="test","1234567890" // 77 A flash

AT+SYSSTORE=1
AT+CWMODE=3 // % A\ flash
AT+CWJAP="test","1234567890" // ¥ A\ flash

3.1.27 AT+SYSREG: B:GHA{¢ds

- :
wE WA
Wi

AT+SYSREG=<direct>, <address>[, <write value>]

Wi i ¢

+SYSREG:<read value> // REH T HFH EH
OK

B8

o <direct>: LGS TFIEAS

- 0: PEAA7AY

- 11 B4
» <address>: (uint32) FFfEasHbbl, FHEIHSHEM XN (RS ZFH
o <write value>: (uint32) 5 A(H, & T 5 S1Easmt

Bl
o AT ARG ZFfEan i, PR ORI S A2 M A 2k
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3.1.28 AT+SYSTEMP: ZHGE B P4 FC I e

Dyt
BEHO F PSR B A B R, e B R

=

i 4

Py
A

AT+SYSTEMP?

M

+SYSTEMP : <value>
OK

o <value>: BLICHREE. 7Fm 88, RPN/

3.2 Wi-Fi AT &4

. 4

o AT+CWINIT : G40/ ETE Wi-Fi BRshAE 7

o AT+CWMODE: #5if)/i% & Wi-Fi i3, (Station/SoftAP/Station+SoftAP)
« AT+CWSTATE: 75if] Wi-Fi 7SR Wi-Fi (=5,

o AT+CWIJAP: %3 AP

e AT+CWRECONNCFG: /%8 Wi-Fi il E

« AT+CWLAPOPT: B AT+CWLAP A1k B Bt

« AT+CWLAP: FH54 10 I AP

o AT+CWQAP: Wi 5 AP [fyikds

o AT+CWSAP: Tit'#: ESP32-C3 SoftAP Z%§

o AT+CWLIF: #ifi)i%E3: 2] ESP32-C3 SoftAP [} station {5 B,

o AT+CWOQIF: WiFF station 5 ESP32-C3 SoftAP [1i%: 4%

« AT+CWDHCP: = /%% F) DHCP

o AT+CWDHCPS: #if)/i% & ESP32-C3 SoftAP DHCP 4BC ) IPv4 #ihik 7 [l
« AT+CWAUTOCONN: | Hi 275 [ 3hi%EH: AP

o AT+CWAPPROTO: 5]/ B SoftAP #iz{ T 802.11 b/g/n WS ARAE
o AT+CWSTAPROTO: % 'E Station 5T 802.11 b/g/n ¥isl brifi

o AT+CIPSTAMAC: Zrifij/iX & ESP32-C3 Station [} MAC Hii:

o AT+CIPAPMAC: ZTifij/i% & ESP32-C3 SoftAP ) MAC H#iiik

o AT+CIPSTA: #5ih)/i% & ESP32-C3 Station [ IP Mkt

« AT+CIPAP: 25i)/i% 8 ESP32-C3 SoftAP [ TP Mkt

o AT+CWSTARTSMART : JTJ5 SmartConfig

o AT+CWSTOPSMART : {}: SmartConfig

« AT+WPS: ¥¥ WPS Hjfig

« AT+MDNS: & mDNS Thfg

o AT+CWIJEAP: %32 WPA2 ik AP

« AT+CWHOSTNAME: 25ifj/i% & ESP32-C3 Station [ W4 B

o AT+CWCOUNTRY : Zif)/i%'E Wi-Fi [EZh
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321 ¥

WY BOAM AT [ ORI DU R BRAT+CWIEAP Z AMW T AT fir% . AR EFR 28 i ESP32-C3 ¥R
IR 4, 5 B T4 %F ESP-AT T42, ¥E55 DS TR LR (RIRSUUE M, MRIEEM T
PR ) :
* 2 EAP i34 (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support
o ] WPS 14 (AT+WPS): Component config->AT->AT WPS command support
o 2] mDNS 14 (AT+MDNS): Component config->AT->AT MDNS command support
o #%Jf] smartconfig iy % (AT+CWSTARTSMART ., AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support
o SEMPITA Wi-Fi fpd ORHER . —HASH, B Wi-Fi A CA ERZIBER o6, FR s BAT9k

PIX 2 AT f54): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #JiAL/is P Wi-Fi S8R
iy

i
#if] ESP32-C3 #2451 Wi-Fi RIS

s

AT+CWINIT?

Wi % ¢

+CWINIT:<init>

OK

B

&F

i
FIaR AL B ESP32-C3 54711 Wi-Fi SKEh AR

O e
iy

’AT+CWINIT:<init>

Wi i *

[ox

S

e <init>:
— 0: {5 P Wi-Fi BRgh LT
— 1: ®lG 1k Wi-Fi RN (BRI
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Bl
o AUEAGRAFE] flash, HRJE S AEOAE L.

o L RAM BHEA RN, FEAGT Wi-Fi i9RTEE~, AR st B Wi-Fi 88082, AREIL
RAM %

il

// #HHE wi-Fi R R)F
AT+CWINIT=0

3.23 AT+CWMODE: i)/ Wi-Fi i (Station/SoftAP/Station+SoftAP)
Ay

i ESP32-C3 %4519 Wi-Fi Kzt

AT+CWMODE?

W i <

+CWMODE : <mode>
OK

Dytig:
W E ESP32-C3 #4511 Wi-Fi it

iy

’AT+CWMODE:<mode>[,<auto_connect>]

Wi i ¢

’OK

o <mode>: R
- 0: Jo Wi-Fi 55X, Jf H.J¢H] Wi-Fi RF
— 1: Station Bz,
— 2: SoftAP #i=t
— 3: SoftAP+Station Fi5;
 <auto_connect>: ]f ESP32-C3 ¥ #51) Wi-Fi #izCI (B4, A SoftAP 8 J5 Wi-Fi £z )4 H
Station 525} SoftAP+Station 1=X,) , 25/l HahiEHz: AP Zifg, BAE: 1. SEEERT, i
FEGME, 2 ne B shiEs:.
- 0: 25 | hiEs: AP 1yThe
- 1 e B3hifEs: AP IEE, A ZRIC & B 3hiEs: AP L E fR17H] flash v, JI] ESP32-C3
WA A Bl AP
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e

o EAT+SYSSTORE=1, Z¥%E-BHRITAE NVS 43X

Bl

AT+CWMODE=3

3.2.4 AT+CWSTATE: #%ify Wi-Fi JR AR Wi-Fi {3 5L
s

Ly :
A if) ESP32-C3 345 Wi-Fi IR Wi-Fi {55

AT+CWSTATE?

Mjn] oz <

+CWSTATE:<state>, <"ssid">

OK

S

o <state>: X4F[ Wi-Fi R3S
— 0: ESP32-C3 station [ R #HATTA0] Wi-Fi 32
— 1: ESP32-C3 station £\ 4 %2 2 AP, {H{¥ K 3KER| 1Pv4 Hhhk
- 2: ESP32-C3 station L& 1EH: | AP, H L2 3KHE IPv4 Hbtik
— 3: ESP32-C3 station 1E{E#4T Wi-Fi #428{ Wi-Fi %
— 4: ESP32-C3 station 4t Wi-Fi WiFIRES

o« <” ssid” >: HAFR AP 119 SSID

Bl

o 24 ESP32-C3 station %G 1EE_ AP I, g {di ] b dy &2 ia) Wi-Fi {5 5. ; 24 ESP32-C3 station %
L AP 5, HEREMEIAT CWIAP 6 %251 Wi-Fi {2 L

3.2.5 AT+CWIJAP: ¥ AP
A%

Yyfig:
# 1] 5 ESP32-C3 Station HEH:(1 AP 15 4,

Py -
“ﬂ4>‘

AT+CWJAP?

W i ¢
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+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
-, <scan_mode>, <pmf>
OK

)E’J

SRR

yite:
{8 ESP32-C3 Station ZE #3211 AP

[

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

M

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP :<error code>
ERROR

(ol
=
|

=V,
frm%

=y

fe:
¥ ESP32-C3 station #:4% Fyk Wi-Fi fil & AP

A .
"ﬂ/?\'

AT+CWJAP

W

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

ol
+CWJAP:<error code>
ERROR
B
e <ssid>: H#xr AP 1) SSID
— W SSID MRS A , o " \\ SRR TEAF, TR
— AT SCRpEESE SSID S rh SCHy AP, (2 K8tk h g 5l 8 P i i P 3C SSID A Jg UTE-8 Z i .
AT ASE I SSID, AR5 1 4 21y SSID ATz .
Espressif Systems 46 Release v2.3.0.0-esp32c3-716-g62fb703321

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 3. AT Ay d4E

st

il

<pwd>: K 63 47 ASCII
<bssid>: HPx AP [) MAC Hitik, 242~ AP 5 4H[RI SSID B}, %S HOR T4 %
<channel>: {FiE5
<rssi>: {55k
<pci_en>: PCIiAJE
— 0: ESP32-C3 station ] 54LAq—F{fin%s 75 =\ AP #4%, {145 OPEN il WEP
— 1: ESP32-C3 station 1] 5[ OPEN F1 WEP 2 SN[ —Ffhin 25 0 g AP 1435
<reconn_interval>: Wi-Fi EiZE]lF, BN F, BME: 1, e KME: 7200
— 0: WriFiE#E)5, ESP32-C3 station AN EiE AP
- [1,7200]: WiFFi%82)5, ESP32-C3 station £ 515 E [t E] 5 AP F i
<listen_interval>: {77 AP beacon [¥J[A][, BA{i>Ay AP beacon [a][F, BRIAE: 3, G [1,100]
<scan_mode>: it
- O: B4, #ENHIR AP 52 E3H, ESP32-C3 station 55— A2 AP iE#:
- L & AR, TR EEEREE A 2 L34, ESP32-C3 station 534 2 (1) {55 m i 1) AP
LD
<jap_timeout>: AT+CWJAP Ay 8T ARAE, B4 B, BRIAME: 15, JEfl: [3.600]
<pmf>: PMF (Protected Management Frames, Z/33 004 Fm), BRIAME 1
- 0 F/REH PMF
- bit 0: HA PMF Difig, $#&/R3CHE PMF, WURHAB R £ HA PMF Djfg, W) ESP32-C3 &K
Jeik LA PMF 5 42
— bit 1: % PMF, $2/R7% PMF, B8RS KPR SCR: PMF ZHRERY A
<error code>: 45iRAL [Ufitz
— 1 B
- 2: B R
3: JuyA$RE B R AP
4: HERERIG
HE H: BERMAE R

UISRAT+SYSSTORE=1, Tit'E S MCRHRAEE] NVS 43X

i A 2 FHFEIT)5 station

24 ESP32-C3 station B2 142 | AP )5, M adEih) Wi-Fi {55 ; 24 ESP32-C3 station %4 %
P2 b AP B, R AT+ CWSTATE 4751 Wi-Fi 55,

Ay A <reconn_interval> Z¥ 5AT+CWRECONNCFG 4 "] <interval_second>
SHME . WRIBITARMAN AKX E <reconn_interval> &%, Wi-Fi 5% [7] 5 a)EF R 2R
NME 1

WIER[FE I <ssid> fll <password> 4L, A _E—RIEEE

PATA S F IR E A BB EAEE, BRIACKH 157, WLl S50 <jap_timeout> WHE
FTEARE IPV6 Huhl , S BE B AT+CIPV6=1

[4F OK {3 IPv4 KT A UER A, TR IPv6 WIZGHERS i . 24T ESP-AT DA IPv4 [ 4% F
E, IPv6 KM%,

WIFI GOT IPv6 LL AFETZLIIENAMEER IPv6 sl XMk 2313 BUI-64 Ak 5 i ok
B, AFREHBASSS. BT TE, XNTEWRERE OK Z i, tHATHEYE OK Z 5.

WIFI GOT IPv6 GLUFEDCZIRHF|4)5 IPve Huhl, Mk AP R &R T4 b 3Rt 8
R EBIATHETRY, FEEHSSS. BT, XATHIREELE OK Z /i, Wr]REfE
OK ZJi; WnJBEHT AP AN 3CEE IPv6 MiAFTEL,

// R EAR AP # SSID £ "abc", H A EZ "0123456789", N @ A £ :
AT+CWJAP="abc", "0123456789"

// W F B A AP By SSID £ "ab\,c", FHEZ "0123456789"\", N & 4 &
AT+CWJIAP="ab\\\,c","0123456789\"\\"

(N gkzs)
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(£ L£50)

// WmE %A ap FAIF B SSID "abe", FHi# it BSSID K F H AF AP:

AT+CWJAP="abc","012345678

9", "ca:d7:19:d8:a6:44"

// R ESP-AT ER#EH pMr ##H AP, N &4 £

AT+CWJAP="abc","012345678

9“1!!!!113

3.2.6 AT+CWRECONNCFG: 7%ify/¥t® Wi-Fi fiEhE

iy

ik
#rif) Wi-Fi 8RR S
i

AT+CWRECONNCFEG?

Wi 3% ¢

OK

+CWRECONNCFG: <interval_second>, <repeat_count>

yite
P8 Wi-Fi &SRS

’AT+CWRECONNCFG:<interval_

second>, <repeat_count>

W i <

[ox

S8

 <interval_second>: Wi-Fi E#[A][E, H: B, BUAME: 0, HK[H 7200
— 0: Wi, ESP32-C3 station A EiE AP
[1,7200]: W3z, ESP32-C3 station 4 [ 45 E I [E] 5 AP %
. <repeat_c0unt> ESP32-C3 %452 E1E AP RS, S <interval_second> A4 0 B}
AL, BRIAME: 0, fKfH: 1000
— 0: ESP32-C3 station J5 4244459 AP
— [1,1000]: ESP32-C3 station ## 8 AR S 538 E IR B E % AP

2N

// ESP32-C3 station 4 [§
AT+CWRECONNCFG=1, 100

AT+CWRECONNCFG=0, 0

i

1%&\ :ﬁhiﬁAPy /\ﬁmih 1000\

// ESP32-C3 station AW F & HEFE K& & AP
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e

o AT <interval_second> B HAT+CWIAP F[) [<reconn_interval>] ZHAH[R
o R E M TS AP Wi-Fi Y HLE Wi-Fi 5 3l

3.2.7 AT+CWLAPOPT: ¥ AT+CWLAP iy A& 20 E Pk

XA

=

=

A

’ AT+CWLAPOPT=<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

Wi i ¢

» <reserved>: f4EEI

* <print mask>: AT+CWLAP (1452 6 B AR S5, BOAE

XF R S

— bit O:
bit 1:
bit 2:
bit 3:
bit 4:
bit 5:
bit 6:
bit 7:
bit 8:
bit 9:
bit 10

FH 0, WA RN S5
BN <ecn>
A R <ssid>
R <rssi>
B IE R <mac>
=15 7R <channel>
15K <freq_offset>
B4 BN <freqeal_val>
15 B 7R <pairwise_cipher>
JE75 87K <group_cipher>
=15 BN <bgn>

D B E TR <wps>

© OXTFF, 2 bit 8 1, MR

o [<rssifilter>]: AT+CWLAP {45 R R G BASHENE, W), 2R G SR T rssi
filter ZEUHEN AP, PA(: dBm, BRIA(E:-100, JE[: [-100,40]

* [<authmode mask>]: AT+CWLAP (AR E S ERATIANET A AP, ERAH: OxFFFF, 1
Foit xBH 1, WERMNINETRK AP, &R0, WAER

bit O:
bit 1:
bit 2:
bit 3:
bit 4:
bit 5:
bit 6:
bit 7:
bit 8:
bit 9:

il

& R OPEN AIET X1 AP

& ER WEP AUE g AP

75 /R WPA_PSK IAIE =) AP

B s WPA2_PSK NI = AP
ISR WPA_WPA2_PSK INIE /0N AP
BB /R WPA2_ENTERPRISE AGE 70 AP
e R WPA3_PSK AE K1) AP
B E /R WPA2_WPA3_PSK IAUIE =AY AP
15 ws WAPI_PSK iAUE 20 AP
s OWE AR R AP
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/] - ANBHK L, k¥ AT+CWLAP # A H W & R % BfF TEE RSSI AHF

/] B ANBH A 31, B OOxIF, RaAFrAMEA 1 B bit XN WEEHLETH X
AT+CWLAPOPT=1, 31

AT+CWLAP

// R B INiEF X4 OPEN B AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £1§i2%7inf HIF) AP

B e
G SRS A R AP, s SSID. MAC HUHESR (it
e

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

Parr %

g
Z) 24 i AT T AP

ke

AT+CWLAP

W ) :

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq_offset>,<freqcal_val>,<pairwise_
—cipher>, <group_cipher>, <bgn>, <wps>
OK

SH

+ <ecn>: i
- 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
o <ssid>: FFESEL, AP [y SSID
o <rssi>: {F5iRE
o <mac>: FRFEESH, AP ) MAC #bht
e <channel>: {FiE%5
¢ <scan_type>: Wi-Fi {2554, BHA(EH: 0
- 0: FBhHH
- 1 g

|
0NN N AW =
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o <scan_time_min>: AAMEIEFIGEEEIE, RO ZF, JEE: [0,1500], WAL B sh
i, RSEIH
* <scan_time_max>: £MEE KRR, MO ZF, JERE: [0,1500], WHREK 0, AR H
SZHOME, T30 120 ms, BEEFH5H 360 ms
o <freq_offset>: il (f+2HH)
o <freqcal_val>: JiAGuE(d (FREATIH)
* <pairwise_cipher>: %7
— 0: None
- 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
— 6: AES-CMAC-128
- 7 KA
 <group_cipher>: %A, 5 <pairwise_cipher> SEUIMZSE A
o <bgn>: 802.11 b/g/n, # bit %K 1, WFIRMREXT VALK, AR 0, WIFIREE XA
— bit 0: 2F#ifE 802.11b A=
— bit I: 27 fdifE 802.11g Fix
— bit 2: A& fifE 802.11n Az
s <wps>: Wpsﬂag
- 0: A3 WPS
- 1: ¥ WPS

|
DA W

il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F %1 SSID W Ap
AT+CWLAP="Wi-Fi"

3.29 AT+CWQAP: WiIFYS AP I1ER;:

Wiidn s

=

A

’AT+CWQAP

W 7

’OK

3210 AT+CWSAP: [it ESP32-C3 SoftAP £:%%
R

ytig:
Z¥if] ESP32-C3 SoftAP [{Jit B &8

Py
A

AT+CWSAP?

Wi i ¢
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+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

Pa-

CEL A

Dy :
1% ESP32-C3 SoftAP [t & 2%k

Py -
iy

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>]

W 3% ¢

[ox

S

o <ssid>: FARFRSE, AN
o <pwd>: FFERSEL, B, JEH: 8~ 63 577 ASCII
e <channel>: {FiE%
o <een>: JIE A, A3ZHF WEP

- 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
* [<max conn>]: % A ESP32-C3 SoftAP [ 22 station Z{H , BUEIEE: 2 max_connection
¢ [<ssid hidden>]:

- 0: 7 SSID (i)

~ 1: RJ4% SSID

B
o K454 HA Y AT+CWMODE=2 5 3# AT+CWMODE=3 W} A 5%
* #FAT+SYSSTORE=1, il HHCRHRFETE NVS 40X

 BRIA SSID P41 5, W E B &1 MAC Huhl2H . #50] DAfdE FHAT+CWSAP? £ 11 BRIN 1T
SSID.

il

AT+CWSAP="ESP","1234567890",5,3

3.2.11 AT+CWLIF: #%ifyidi4: 5] ESP32-C3 SoftAP 1Y) station {7 5.
AT

[

AT+CWLIF

L)V
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+CWLIF:<ip addr>, <mac>

OK

» <ip addr>: %% ESP32-C3 SoftAP 1 station ) IP Hiik
e <mac>: j&R:3] ESP32-C3 SoftAP [ station [] MAC #ihl

|
o RAGLTEAWFE IP, {USCHHAE ESP32-C3 SoftAP HITE AR station DHCP ¥ RERY I UL T A 4L

3.2.12 AT+CWQIF: KiJF station 55 ESP32-C3 SoftAP 11
P

Dyie:
Wi FF A % A ESP32-C3 SoftAP [1y station

’AT+CWQIF

W i :

Yitig:
W34 A ESP32-C3 SoftAP [1y station

s

’AT+CWQIF=<mac>

o <mac>: FEWrFFiEREN station 1) MAC Hiht

3.2.13 AT+CWDHCP: /251 DHCP
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AT+CWDHCP?

W 7

+CWDHCP : <state>
OK

B

&F

J& /25 F) DHCP
LT

’AT+CWDHCP:<operate>, <mode> ‘

Wi ¥ *

[ox

S

¢ <operate>:
- 0: 2471
- 1:)g3H
¢ <mode>:
— Bit0: Station [ DHCP
— Bitl: SoftAP ;) DHCP
o <state>: DHCP FLIRES
- Bit0:
+ 0: 25 Station fi{) DHCP
+ 1: J5 J Station [1}) DHCP
- Bitl:
+ 0: 25 SoftAP [{) DHCP
+ 1: J5 HH SoftAP f{) DHCP
- Bit2:
+ 0: 25 H Ethernet [ DHCP
« 1: J&2 Jf] Ethernet [1) DHCP

v
o PAT+SYSSTORE=1, Jii& B oCrHEAES] NVS 43 X
o KRB S REES IPv4 Hikk G SAHESEN, UWAT+CIPSTA FIAT+CIPAP
- 75 / DHCP, JI#EZS IPv4 Hihk 2>l 2k
- FEHELS IPv4, ) DHCP £9i4k
- WK ESES L KEE

il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 2 SoftAP DHCP, 2R JE DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2
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3.2.14 AT+CWDHCPS: #if)/iX ¥i ESP32-C3 SoftAP DHCP 4}iciv) IPv4 Huht i il

AT+CWDHCPS?

W i <

+CWDHCPS=<lease time>, <start IP>,<end IP>
OK

BeE WA

i
¥ ESP32-C3 SoftAP DHCP [l 2%/ it 1) TPv4 Huhk 3 il

A

’AT+CWDHCPS=<enable>,<lease time>, <start IP>,<end IP>

Wi i ¢

[ox

e <enable>:

— 1: % DHCP server 5 5., JFELS 5 IUAE

- 0: 7% DHCP server {5 5., WEERINME, JFESHLTHIAS
o <lease time>: FHZYW[IE], Ff7: 204, HUEMERE: [1,2880]
o <start IP>: ESP32-C3 SoftAP DHCP [ 454 IPv4 Hihtyb iy 4G 1P
o <end IP>: ESP32-C3 SoftAP DHCP |} 45-#% IPv4 itk 45 5 1P

A}
o FFAT+SYSSTORE=1, Fil'E W SCRHRAFE] NVS 43X

o AL hiAE ESP32-C3 SoftAP #ixU{fifE, HJF /5 DHCP server (1)1 it T {5 H
o BEERY IPv4 HihlEE FEl 205 ESP32-C3 SoftAP £ [F]— ¥ Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // B WM& E, KA B AHE

3.2.15 AT+CWAUTOCONN: |-HiEA H 2R AP

v

BE A

N

=4

,/?\:
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’AT+CWAUTOCONN:<enable>

LT
[ox
¢ <enable>:
- 1 FHHBhER AP (BHA)
- 0: FHAHBhER: AP
B

o ARBERAEH] NVS X,

2N

AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #rif)/i% ¥ SoftAP EiX T 802.11 b/g/n Ppillbrifi
Ay

’AT+CWAPPROTO?

W

+CWAPPROTO=<protocol>
OK

)E’J

CEL A

iy

’AT+CWAPPROTO=<protocol>

* <protocol>:
— bit0: 802.11b HMXARE
— bitl: 802.11g Hrsl ke
— bit2: 802.11n HpMAFRIE
— bit3: 802.11 LR RZE L FIHMbRAE
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e
o Upi, ESP32-C3 %% %51 PHY mode I.: Wi-Fi Hpisizt
o BREM T, ESP32-C3 #4411 PHY mode & 802.11bgn izt

3.2.17 AT+CWSTAPROTO: i%¥i Station iz, F 802.11 b/g/n Ppil{bxiE

AT+CWSTAPROTO?

W

+CWSTAPROTO=<protocol>

¢ <protocol>:
— bit0: 802.11b WS ARHE
— bitl: 802.11g sl brifE
— bit2: 802.11n PpillbrifE
— bit3: 802.11 LR ‘R3E %L F s AR

]

o 4T, ESP32-C3 i%4% 37351y PHY mode I,: Wi-Fi Hifist:

o BRANESL T, BSP32-C3 %451 PHY mode J2 802.11bgn A3t
3.2.18 AT+CIPSTAMAC: #rify/v¢ ¥ ESP32-C3 Station 1) MAC Hihl:
iy iy A

Dytig:
7 ESP32-C3 Station [f) MAC Hihik

[

AT+CIPSTAMAC?

Wi i ¢
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+CIPSTAMAC:<mac>
OK

P

CEL A

Ly :

¢ & ESP32-C3 Station 1) MAC Hii:

O e
iy

’AT+CIPSTAMAC:<maC>

W 3% ¢

[ox

S

o <mac>: TSR, #7% BSP32-C3 Station [ MAC Hifi:

el

* #FAT+SYSSTORE=1, Wi WHCRHALEE] NVS 40X

ESP32-C3 Station ) MAC Hiifi 5 ESP32-C3 SoftAP R[i], AT —F U E [FFEA) MAC Hijk
MAC HuhkR) Bit 0 AHEN 1, AN, MAC ik n[PAE “la:--7, fHARDAR “1S5:--7

« FF:FF:FF:FF:FF:FF #l 00:00:00:00:00:00 & LR HbHE, ASRERE

il

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.19 AT+CIPAPMAC: #xif)/ix ¥ ESP32-C3 SoftAP [1) MAC Huhk:

i &

Lyt :

1) ESP32-C3 SoftAP 1) MAC Hliik

Py -
“ﬂ4>‘

AT+CIPAPMAC?

W i <

+CIPAPMAC: <mac>
OK
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B

Yriie:
¥ H ESP32-C3 SoftAP ff) MAC Hiufi:

O e
iy

&F

’AT+CIPAPMAC:<maC> ‘

Wi i :

[ox |

BH

o <mac>: FRHESE, FIRN ESP32-C3 SoftAP ) MAC Hihk

B

* #FAT+SYSSTORE=1, Tl W HCRHATEE] NVS 40X

ESP32-C3 SoftAP ) MAC #ifil 5 ESP32-C3 Station A A, AELHN —Fi% B [FFER MAC Hitlk
MAC #ihik Bit 0 ANGER 1, B4, MAC Hubkn]PAZE “18:--7, (HARDLZE “15:-7

» FF.FF:FF:FF:FF:FF £l 00:00:00:00:00:00 2 ToRgHhl, AREIXE:

hil

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3220 AT+CIPSTA: #ify/ist% ESP32-C3 Station ity IP Huhi
feififr 4

#rifi) ESP32-C3 Station 1) IP #iihl

O e
iy

AT+CIPSTA?

Wi i :

+CIPSTA:ip:<"ip">
+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ipbgl:<"ipv6 addr">

OK
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B

&F

Uik
¢ B ESP32-C3 Station 1) IPv4 H#iihh

O e
iy

’AT+CIPSTA:<"ip">[,<"gateway">,<"netmask">]

Wi i :

[ox

BH

o« < ip” > RS, Fn ESP32-C3 station 1 IPv4 Hidik
o < gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C3 station [{{] IPv6 il

]

o AW, HA Y ESP32-C3 station i A AP B4 it B #4S IP bk 5, A REA 2 & IP
Hok
o HAT+SYSSTORE=1, Wr'E HEHUCRHRATE] NVS 43X
o KR E A 5158 DHCP Wiy E W, WAT+CWDHCP
— A #S IPv4 HihE, 1125 B DHCP
— #J5H DHCP, W2k S IPv4 Mk
- KR ESER L —REE

2N

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: #ily/¥ s ESP32-C3 SoftAP [¥) IP Hiuhl
Ay

Yriie:
#51f] ESP32-C3 SoftAP [f) IP Hhit

AT+CIPAP?

W % <

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK
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B

&F

Yriie:
¥ H ESP32-C3 SoftAP [f) IPv4 bkt

O e
iy

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">] ‘

Wi i :

[ox |

BH

o < ip” > FRFESE, Fn ESP32-C3 SoftAP 1) IPv4 ik
o < gateway” >: [

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C3 SoftAP ) IPv6 Ak

]

o RPEEGASOGE T IPv4 M4, N8 T IPv6 4%

o EAT+SYSSTORE=1, Wit & W HCEHEAES] NVS 43X

o ARE A5 E DHCP [Way S HH EE 0, WAT+CWDHCP
- ZEH#AS IPv4 Mk, 145 A DHCP
- #7531l DHCP, 2% ] IPv4 btk
- BE RS S ERE E— IR

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: J| 3 SmartConfig
AT

ik
JF 3 ESP-TOUCH+AIrKiss 3 2k

DN .
"Il/?\‘

AT+CWSTARTSMART

-t

LA

i
FF 45 E 2584 1) SmartConfig

O e
“ﬂ/?'

AT+CWSTARTSMART=<type>[, <auth floor>][,<"esptouch v2 key">]
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Wi 3% ¢
OK
s <type>: A
- 1: ESP-TOUCH
— 2: AirKiss

— 3: ESP-TOUCH+AIrKiss
— 4. ESP-TOUCH v2
« <auth floor>: Wi-Fi JJEEI ), ESP-AT A2 85 authmode 5 T I {E Y AP
— 0: OPEN (ZkiA)
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
— 7: WPA2_WPA3_PSK
- ¥ esptouch v2 key” >: ESP-TOUCH v2 [fE%fMH, T TE% Wi-Fi S8 E 2 . KEN
R 16 FY

I
N AW =

B

o WA % SmartConfig [H{5 5., #5%% ESP-TOUCH {#i [ $5¥5 ;

* SmartConfig {¥ 3 £57F ESP32-C3 Station 152 i ;

e 4B Smart get Wi-Fi info /8 SmartConfig IR EE| AP {55, ZJ5 BESP32-C3 2431z
AP;

e J§H +SCRD:<length>, <rvd data> F75 ESP-Touch v2 I REE| B & L EIRE

e J§ & Smartconfig connected Wi-Fi FE/8AINIERES] AP;

o [HA ESP32-C3 &£ 7554 SmartConfig Jir W 45 5% 7 2 44 FALE, FrPAZE N AE]E B Smartconfig
connected Wi-Fi #iH)GIER BT 6 #PHJEHAT+CWSTOPSMART ;

* W[YHH AT+CWSTOPSMART {5 ]F. SmartConfig, $X)5HATHAL A <. Y&, £ SmartConfig i 2 H
T RATHAB AT L

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.23 AT+CWSTOPSMART: {5l SmartConfig

AT %

=

’AT+CWSTOPSMART

W

’OK
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e

* Joit SmartConfig I 515, #HAEAEAT H M iy &2 B8 ] AT+ CWSTOPSMART #%ji SmartConfig (5
iliolapes

Bl

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: k¥ WPS Jjiig

LA

-t

=

A

’ AT+WPS=<enable>[, <auth floor>]

¢ <enable>:
- 1: 73 PBC k%) WPS
— 0: 3¢5 PBC 28U [¥) WPS

« <auth floor>: Wi-Fi A\ JFB [J{E, ESP-AT A £xi%3: 3| authmode &T It FU(E 1 AP
- 0: OPEN (Zki\)

: WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

|
NN R W =

st

* WPS Jjfigan/ife ESP32-C3 Station {# REAY 1 L T I
* WPS A3 ff WEP hii# 73

il

AT+CWMODE=1
AT+WPS=1
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3.2.25 AT+MDNS: ¥ mDNS JjiE

v

H

N

B

¥

A

=

’AT+MDNS:<enable>[,<hostname>,<service_name>,<port>]

W i <

¢ <enable>:
- 1: Jj5 mDNS Hjfg, J5:2FHEIHE
- 0: X4 mDNS Difg, L2 MNFTIHES
» <hostname>: mDNS FHL4Fx
o <service_name>: mDNS JR 444 F5
* <port>: mDNS i [

2N

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0

3.2.26 AT+CWJEAP: ¥Ed: WPA2 2 ifi AP
RIS

yfik:
251 ESP32-C3 station 7 A AV AP [l 545 B

P
iy

AT+CWJEAP?

Wi i ¢

+CWJEAP :<ssid>, <method>, <identity>, <username>, <password>, <security>

HEREE] H brdbll i AP

A .
"ﬂé?'

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W i <

Espressif Systems 64 Release v2.3.0.0-esp32c3-716-g62fb703321
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 3. AT Ay d4E

OK

o

+CWJEAP : Timeout
ERROR

BH

o <ssid>: iR AP 1) SSID

— 03 SSID EU I AL, o L \\ SRR TR, T
o <method>: WPA2 VA GE 7=

— 0: EAP-TLS

— 1: EAP-PEAP

— 2: EAP-TTLS
o <identity>: P 1 98, FAFERIRGIN 1~ 32

o <username>: WWE: 2 WU 44, J0EEl: 1~32 577, EAP-PEAP, EAP-TTLS Fifi LGN E

KM, EAP-TLS &k R EASH

o <password>: [f1 B¢ 2 %515, M 1~3259Y, EAP-PEAP, EAP-TTLS BiffAIE T R FE K EAR

24, EAP-TLS X LFH R EASH
e <security>:
- Bit0: & FugikEfs
- Bitl: JR&5#iE4S
* [<jeap_timeout>]: AT+CWJEAP iy SR, BA00: &P, BRIME: 15, FEHE: [3,600]

il

// B E EAP-TLS WEF AW A UM AP, REX G, RIEMSBIES, WREP B P
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// ¥ ¥ %F EAP-PEAP JAIE ¥ R H 4 b Mo
AP, REEMH. AP 4. B4, ARIERSFEEFH, FAoHEPFHITH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "test11",0

HEDICRS:

WPA2 ViR RIS PA ERR CODE : 0x<%08x> #&zUFT HI:
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011

Todtst
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R1-ZIW
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

|
o FFAT+SYSSTORE=1, Fil'E W SCRHRAFE] NVS 43X

o flAar & IT )5 Station FX
o i TLS A7 (R (ERE R P ol

3.2.27 AT+CWHOSTNAME: #ily/i% ¥ ESP32-C3 Station 1] 1:PLA#AFR

A it i 4

Yyhig:

#rifi] ESP32-C3 Station 1) 414k
A

AT+CWHOSTNAME?

Wi % ¢

+CWHOSTNAME : <hostname>

OK

Dyite:
13¢5 ESP32-C3 Station [ £ H14 F
[

AT+CWHOSTNAME=<hostname>

Wi i ¢

Espressif Systems 66 Release v2.3.0.0-esp32¢3-716-g62fb703321
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 3. AT Ay d4E

’OK

Fr1%HF)5 Station A, NI [A] -

’ERROR

» <hostname>: ESP32-C3 Station [ EALAFR, K E: 32 FT

i
o Jit B HEMONEAE) flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #if)/i ¥ Wi-Fi [H5 10
Ay

i
#if] Wi-Fi [ 540

P
"ﬂé?‘

AT+CWCOUNTRY?

W i <

+CWCOUNTRY : <country_policy>,<country_code>,<start_channel>, <total_channel_count>

OK

BE A

yiie:
B Wi-Fi [H5

A\ .
“ﬂ<>'

’AT+CWCOUNTRY:<country_policy>,<country_code>,<start_channel>,<total_channel_count>

W i :

[ox
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e <country_policy>:
- 0: K E Z AR ECH ESP32-C3 a5 AN AP 1 E A5
- I R EZARN, AR AR a5 B E Z RS
* <country_code>: [EZMAMY, HRKE: 3 NFAF, KEEZRMALES 1SO 3166-1 alpha-2 frifE.
o <start_channel>: SEH{E51E, TR [1,14]
+ <total_channel_count>: {514k

v
o TEANULARTE 2% 0 Wi-Fi B Z/HIX AT .
o FCE A PRAEF] flash

2N

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/IP AT #iA

28

AT+CIPV6: J2 /25 TPv6 W% (IPv6)

AT+CIPSTATE: #¥if) TCP/UDP/SSL %3515 B,

AT+CIPSTATUS (3-J8): #%if) TCP/UDP/SSL B ASHIE A,
AT+CIPDOMAIN : 15,4 f@HT

AT+CIPSTART : #~7. TCP 3% . UDP f&#ysk SSL %
AT+CIPSTARTEX : 7~ B #1401 ID 11 TCP #%:4%. UDP &4 8 SSL %4
[ME AR ABEAEX] +++: BB X

AT+SAVETRANSLINK : $&'8 Wi-Fi FFHLiE X (55
AT+CIPSEND: FE-&idi 2442 X, o Wi-Fi i £ X T RS H0E
AT+CIPSENDL: FE-&i@ 448 X, FIHAT R B KEHE
AT+CIPSENDLCFG: ¥%'& AT+CIPSENDL 4 J@ hE
AT+CIPSENDEX : {E-§ i@ 42 X, TR AP iy X &5 50
AT+CIPCLOSE: 3} TCP/UDP/SSL 43

AT+CIFSR: T2 IP HhtF1 MAC Hih

AT+CIPMUX = & /%5 ) 2 1 it

AT+CIPSERVER: ##~7/% 4] TCP 5 SSL fii 4542
AT+CIPSERVERMAXCONN : i)/ B R 55 % FeVF BT B e K IE I KL
AT+CIPMODE : 51/ % B A& #iksiz

AT+CIPSTO: 25if)/ B AN TCP IR 55 2SI B[]
AT+CIPSNTPCFG : #5if)/15% B I IX 1 SNTP iR 5555
AT+CIPSNTPTIME : #5ifi) SNTP [i}[fi]

AT+CIPSNTPINTV : Z5if)/E 5 SNTP B [a] [ 25 1 18]
AT+CIPFWVER: RS54 C A 1 AT [E{ERR A
AT+CIUPDATE : @it Wi-Fi T4 [#{4:

AT+CIPDINFO: ¥ +IPD 1 A 11

AT+CIPSSLCCONF :  25ifi)/i% & SSL % 1 ik Firl -

AT+CIPSSLCCN : Zrifi)/i5 & SSL %% i i /A il 44 (common name)
AT+CIPSSLCSNI: #53)/¥% B SSL % itk ity SNI
AT+CIPSSLCALPN = #5/i% % SSL % J1i# ALPN
AT+CIPSSLCPSK : Z¥if)/%E B SSL & Fritfi i) PSK (45545 3%)
AT+CIPSSLCPSKHEX : ¥ if]i% B SSL % i) PSK (- 753k A% =)
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o AT+CIPRECONNINTV : #5if]/i% % Wi-Fi i% 142 X, Ty TCP/UDP/SSL & i% 7]
o AT+CIPRECVTYPE: il Bzt

* AT+CIPRECVDATA: FREUHE i o= & s

 AT+CIPRECVLEN : ZrifipishilfiiiX F 2 8dn i K

e AT+PING: ping %3 F-H1

AT+CIPDNS : #5if)/¥% & DNS Ik 52515 5.

AT+CIPTCPOPT : /1% BB

331 4

g EOARY AT BRI U R IA AT 4. QARETE BB ESP32-C3 BRI SR s, 1l H
fi#mi% ESP-AT T4z, {ESF TP E TR RS (FTRGIUZMSLN, RN T2 E)
o 22 OTA 154 (AT+CIUPDATE . AT+CIPFWVER): Component config->AT->AT OTA command
support
o #H PING 1% (AT+PING): Component config->AT->AT ping command support
« SAF TCPP fp % (RiE#. — A0, B4 TCPIP SHAEAE Rk, 7% Fl 75 L AT
4-): Component config->AT->AT net command support

3.3.2 AT+CIPVG6: i3 H/ZEH 1IPv6 4% (IPv6)
iy

g
i) IPV6 [ 45 2 T (EHE

A

AT+CIPV6?

W i <

+CIPV6:<enable>

JE /A5 TP [ 4%

Py
A

’AT+CIPV6:<enable>

W ) :

’OK

BH

* <enable>: IPv6 M ZE (I EEIRZS. BRIAE: O
— 0: 221 IPv6 M %%
— 1: |3 IPv6 %%
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e

o FEflE M B T IPve W %%y LR WM AT, & R o E A IPve 4. (B do: 5k
F IPv6 [® % ffi Ji] TCP/UDP/SSL/PING/DNS, i F% % TCP6/UDP6/SSL6/PING6/DNS6 &
TCPv6/UDPv6/SSLv6/PINGV6/DNSV6)

3.3.3 AT+CIPSTATE: #tify TCP/UDP/SSL ¥EH:E B

AT+CIPSTATE?

W
SRR, AT

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

UPA LR, AT &0

OK

* <link ID>: MZ1EH ID (0~ 4), HT 28N
o < type” > TSR, FoREHZEA” TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEFHESEL, Fnutng IPv4 Hihlkak IPve Hihil
* <remote port>: Tl I {E
* <local port>: ESP32-C3 7 [ {H
* <tetype>:
— 0: ESP32-C3 & /E K % P ik
— 1: ESP32-C3 g & 1E k5545

3.3.4 AT+CIPSTATUS (5itlfl): #¢ify TCP/UDP/SSL ¥R EME B

o

uiT e

e

AT+CIPSTATUS

Wi i ¢

STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>
OK

o <stat>: ESP32-C3 station 32 [ RS
— 0: ESP32-C3 station N AW TGRS
— 1: ESP32-C3 station N EHIRILIRE, (HILAKIFUn Wi-Fi 1%
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2: ESP32-C3 station £V 14z AP, k15 IP Hihl
3: ESP32-C3 station ! ##57. TCP. UDP &Y SSL %%
4: BSP32-C3 %45 Jir5 i TCP. UDP H1 SSL ¥ FF
5: ESP32-C3 station JT45 14 Wi-Fi %42, {HARIER: I AP 8 M AP WiJT
* <link ID>: MZi%EH: ID (0~4), HTZHEEMWIFNL
o < type? >: FHFHRSEL, FEREHZA TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEHESE, Fnutng IPv4 Hihikak IPve Hihl
« <remote port>: L 1({H
* <local port>: ESP32-C3 A< Hhif M {H
* <tetype>:
— 0: ESP32-C3 %451V N& i
- 1: ESP32-C3 & & 1E MR 55 4%

]

o AU F AT+ CWSTATE #5525 Wi-Fi IR %S, i FlAT+CIPSTATE 4 #5if) TCP/UDP/SSL IR 7.

3.3.5 AT+CIPDOMAIN: I #4f@Mr

v

7

N

H

¥

[y

o
%

Eld

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W i <

+CIPDOMAIN:<"IP address">

OK

ZH

e <” domain name” >: FHEHTIYIE A

e <ip network>: % IP (4%, ERIAME: 1
— 1: MR IPv4 Hotik
_ 2 DAY IPv4 ikt
- 3: H@TA IPv6 Mtk

o <” IP address” >: f#HTHI ) IP Hohl

il

AT+CWMODE=1 // &% ®E station H# R
AT+CWJAP="SSID", "password" /] EENE
AT+CIPDOMAIN="iot.espressif.cn" VRS- %

/1 BT, R A IPv4 M

AT+CIPDOMAIN="iot.espressif.cn",2

/1 BB, R A IPve M

AT+CIPDOMAIN="ipv6.test—-ipv6.com", 3

/1 BB, BERBATH IPvA Hdt

AT+CIPDOMAIN="ds.test—-ipv6.com", 1
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3.3.6 AT+CIPSTART: &ty TCP ¥%4:. UDP {L#yuk SSL ¥E

o %% TCP%4:
o 3% UDP f:#
o 325 SSLi%iE

oy TCP 4%

v

7

N

B A

¥

// % (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">]

// % # # (AT+CIPMUX=1) :
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[, <keep_alive>][,<
—"local IP">]

Wi i ¢
FRPERARTR, Gk

CONNECT

OK

ZHERRGT, R

<link ID>,CONNECT

OK

BH

* <link ID>: 257542 ID (0~ 4), HTZERMEL. ZSE0EE YL T nenuconfig PRTHA
BRI, — A2 AT R E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—4~2 LWIP
ALF P B LWIP_MAX_SOCKETS , BRINE N 10. ZEUOZSENITER, AFFEE v &
AT_SOCKET_MAX_CONN_NUM H{E I B R IZ(EA KT LWIP_MAX_SOCKETS WifH. (S %% iF
ESP-AT T2 JBUHEZ(5 4., )

o < type” >: PSR, FIRMLIEREM,” TCP” 5 “TCPv6”., ERIAME:” TCP”

* <” remote host” >: FAFERBAE, Frimih [Pv4 Hikh, TPve Hudih, sl . Sk ok 64 35,
ST B I 4 B K 64 277, i d I AT+CIPDOMAIN iy 43R B0 44 X 1.1 TP Hbtik
SRIGHE R TP bt T 4% .

« <remote port>: L 1{H

o <keep_alive>: Pl B £3:1 SO_KEEPALIVE &3 (&% : SO_KEEPALIVE N47), BAfii: b,

e JE[E: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)3 keep-alive BJfiE. TCP_KEEPIDLE {f >} <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {4% 3.
o KA <keep_alive> BEHAT+CIPTCPOPT fid i) <keep_alive> ZEUHHE, HE&H
H G E I A UE . MIRBI TR S ANKE <keep_alive> B4k, MIBAMEH LR BLE HI(E .

o < local IP” >: FEBEYLE (AL IPv4 Hbtik 5 IPV6 Hihl, %S HE A ML W 432 DU R AR Hb %2 TP
HuhEREERE A . BRCHEE, R, FF AT, SEECARUE

]
o QREARELT IPv6 MZHL—A TCP 4%, 5 PATA T #4F:
- Wt AP 2 F7 IPv6
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- WHEAT+CIPV6=1

— AT+ CWIAP 574 3RELE]—4 IPv6 Hiht
— (A]¥E) BITAT+CIPSTA? fpd#As ESP32-C3 24 E| IPv6 Hihl

il

AT+CIPSTART="TCP", "iot.
AT+CIPSTART="TCP","192.
AT+CIPSTART="TCP","192.
AT+CIPSTART="TCP","192.

espressif.cn",8000

168.101.110",1000
168.101.110",2500, 60
168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—ipv6.com", 80
AT+CIPSTART="TCPv6","fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at U i 3 AT+CWJAP 3k B 3| IPve 4 & # ik
AT+CIPSTART="TCPvb6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

ity UDP {5

v

H

N

B A

¥

// B3 (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP

">

// % H ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>, <

—"local IP">]

M) i :
WA, 1R

CONNECT

OK

ZHHRGUT, R

<link ID>, CONNECT

OK

¢ <link ID>: MZ51E4 ID (0~ 4), T2 &R

o <V type” >: FHRHRSE, FRMLIEREZA Y UDP” B “UDPv6”., ZRIA{H:” TCP”

o <” remote host” >: FFEESE, Fsiciy IPv4 Hihl, IPv6 #bihl, akdk4s. HK R 64 5. 4
RIETHE T 4 B4 K E S 64 77, 1l HAT+CIPDOMAIN iy 43R US 44 % W i) TP itk
SRIGE TP bk .

o <remote port>: Jiifiii I {E

* <local port>: ESP32-C3 %451 UDP it I 1{H

* <mode>: £ UDP Wi-Fi &L T, ASHIPELARH O

- 0: B2i®| UDP #dii), AekAsxtin UDP Mtk 5 (BRA)

— I U — R BRI E S0 IG B B AN [ B 6 i UDP s, A8 Xt im UDP #ihkA5 58 K3k H
W TP btk A 1

— 2: F R F] UDP 34t #Eok2s %t UDP bk (5 5 4 & R 5015 45 1 TP ik s 11

o <” local IP” >: JE4E4EHAHL TPv4 Hihla TPv6 Ml %S 80AE A £ W 2843 11 i R A Hb 22 TP
Mok EEA R . BRIACHEEH, ARG, A TRE, SEEAERIE
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L]
o U5 UDP &8 H g IP Huhl 2 1Pv4 234 (224.0.0.0 ~ 239.255.255.255), ESP32-C3 #8436 %
ZEHIEAL UDPv4 2H3%
o I UDP & kg 1P Hohl 2 IPv4 &bk (255.255.255.255), ESP32-C3 #4365 ik ik
UDPV4 | #%&

o iy . UDP % ¥ v opy 1L ug IP HL 4 2 IPve H #% b 4k (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C3 X 45 B & T IPv6 W 2%, & & f0 82
it UDP ¢H4%

* EHZH <mode> B, FHWESH <local port>

o WERGEAEELT IPv6 W28 3E S —4> UDP t i, i HhATRA T #R4%:

— iRk AP ¥ IPv6

- WHEAT+CIPV6=1

— WL AT+CWIAP 53R B E]—~ IPv6 btk

- (W\[3%k) WiFAT+CIPSTA? 4 #54F ESP32-C3 275 3K B Z| IPv6 Mtk

o QRARHECR R T 1460 TR UDP 4, F H 474 % ESP-AT T 42, JES LA E TR
E$E: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 ¥ 3%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #F Ipve W % 4 upp H #
AT+CIPSTART="UDPv6", "fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£f37f:bb03:5d9%p"

// #F Ipve W% 4 upP % #
AT+CIPSTART="UDPvV6", "FFO2::FC",1000,1002,0

ity SSL ¥E$%

pEmY mA

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">]

// % H ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local.
S IP">]

W i <

BRI, k)
CONNECT

OK

ZHHRGECT, R

<link ID>, CONNECT

OK

* <link ID>: (458 ID (0~ 4), T ZHERERFIL
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o <7 type” >: FIFRBE, FRMEEERIAL,” SSL” i “SSLv6”. ERIA{E:” TCP”

o <” remote host” >: FEESE, Fasiciy IPv4 Hihl, 1Pv6 #ihl, akdk4s. KR 64 F5.
ST B A4 a4 KR 64 277, 58I AT+CIPDOMAIN iy % 4R B 44 %5 1) TP Hihik
SRIG T 1P bt ST 142

* <remote port>: G {4

o <keep_alive>: [l B &£ SO_KEEPALIVE $E3 (&% : SO_KEEPALIVE N47), Hfii: #b.

. JEE: [0.7200].
- 0: Z5H] keep-alive HJ6E; (BRIA)
— 1~7200: JFJ5 keep-alive ZFE. TCP_KEEPIDLE {i /4 <keep_alive>, TCP_KEEPINTVL {5}
1, TCP_KEEPCNT i % 3.
o Ay <keep_alive> BEHAT+CIPTCPOPT 4 Hf <keep_alive> ZEFHE], & 1H
HE B A2 UE . MAEITAR MBI AN E <keep_alive> Z4k, MIERINE A LR ELE ME .

o <” local IP” >: 345 E NN IPv4 ikl IPv6 Huhl . %S B AL £ W 45 352 LT R4S L £ 1P
Mt EE A H . BRIAHEER, R EHEMER, FAaTikE, SHEMAERUE

ei]
o SSL AR BT H N A i KT8 &
o SSL TR A KENG, WHEAESSHARSRES
o UNH AT+CIPSTART fiyd 2T SSL iEH:, HAFMEUR LS A A 10 #5, D] G R i s 1] 25 A%
BEK, BT R TR
o QAR GAEELT IPv6 W25 3# N, —4> SSL 8z , EHATA N
— HafH AP 4 IPv6
- B AT+CIPV6=1
— HFAT+CWIAP 652 3K B3] —A IPv6 Rtk
— (W[k) WiTAT+CIPSTA? 654K ESP32-C3 2753 H1% IPv6 Hiht

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at B i i AT+CWJAP # ELE| IPvée 4 B # i
AT+CIPSTART="SSLvo6","240e:3a1:2070:11c0:6972:6£96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: &7 [185r1d ID () TCP ¥i4: . UDP {44k SSL ¥4
AAir 45 AT+CIPSTART KISl ST FEL BRI T (AT+CIPMUX=]) BREFHHMLID, R4
23 F BN TE A I 1D,

338 [MGEMBIaBA] +++: BIBEHBLX

ek T A

Ly
IBHBIEARK, TGS

Command:

/) AXE R B R

+4+
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Bl
o MRRRPA TR A AN + F4F (BT ASCILS: 0x2b), [ty &45 B 1% CR-LF F4F
o WHEREE—A + FATRIE AR 20 ms [ [E] R P BCA AR, 55 =4 + F4F 5 204 20 ms 5 [E][5]
PSR A A, =4 + FAFZ [ 224 20 ms IRFa] ] fs 3o Htbd A . B, + TR Sy
e iR Ak &
o ARHFRIRIAT iy A i & [0 5
 WHEDERE AT & AT @4

3.3.9 AT+CIPSEND: 15 il & keXek Wi-Fi & LB ks Bl
BEURTES

Uik
EAEHAEX N, IHERKERESYE. IR RSN K ERT 8192 7Y, ##iJ§ AT+CIPSENDL
e Rk,

Py -
iy

// B ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % % H: (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP % #y 7 & & * 3% £ AL e o
AT+CIPSEND=[<link ID>,]<length>[,<"remote host">, <remote port>]

Wi i ¢

OK

>

iRy 2R AT EHER SRR ATEE | BU 5T DAR AR , 24 AT Sl B B Kk ) <length>
Ja, BRI

ANSRR S R R AL i I B BT, aR [ -

’ERROR

R P A B A AR CRAERERC 2502 B i), & [E]:

’SEND OK

AT

itk
HEA Wi-Fi if 42X,

A\ .
"Il/?\‘

AT+CIPSEND

Wi i <

OK
>
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&

ERROR

HEA Wi-Fi i £ 42X, BESP32-C3 &£ RF I AL 8192 F77, Fe K Aik 2920 475 . AR B i £+
JERT4T 2920 <7747, Bl L RIME A g 2920 AT —HIM B T &%k, 5 W 5515 20 ZZ R a4 RpIR
NIRRT T 2920 FA P RS (45T DU IS AT+ TRANSINTVL fiy A e B MRS ) o 2450 A h—
f+++ B, B AR NREE LA, W RPN LR N4 AT s

Ay AT J5iE 42 X DA S BATE R N . 47 4 Wi-Fi UDP %1%, AT+CIPSTART 1y 411 %
<mode> W EH 0,

SR

¢ <link ID>: W% ID (0 ~4), FTZ MGG

o <length>: K JE, HA(E: 8192 F4y

e <” remote host” >: UDP &40 DAFEEXT i 4L : IPv4 Buhk. IPve bl =il
+ <remote port>: UDP £ 4] PATS & Xt v i 11

]
o UA] DA AT+CIPTCPOPT 643454 TCP M40 B Fye . flin: %5 <so_sndtimeo> 2y

5000, M TCP Ak #fEAE S PR MISER , TCiR b @R, XA MCU “ff AT fi 4
[ 52 8 P 1] o

3.3.10 AT+CIPSENDL: &% ififehubesX IR Tk KB

Bame

N

ifik:

RN, FEKE, HTRREEE (AT 4 im IRl AT Aokl AR 80E & A1) -
AT DA AT+ CIPSENDLCFG iy BL B A S i %o AR R LR B BE /N T 8192 77, #8dumT A
{# F§ AT+CIPSEND 54 %1%

Py
A

// ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP % #y ¥ 45 & 3 £ ML A 3 1
AT+CIPSENDL=[<link ID>, ]J<length>[,<"remote host">, <remote port>]

Wi ¥ ¢

OK

>

AR IR AT 98B AZ X H HEMERSUFHIL AT a1 BORE , ORHEST AR AR, —HL AT
a2 RGN, Bl 2P RIZ U, Bt mITn .

MR C IR, RESMIRAT+CIPSENDLCFG L E FARIE L -

+CIPSENDL:<had sent len>,<port recv len>

IR+ ++ A BUE, RYGRMN:
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’SEND CANCELLED

MR BIRRA B ek %, R A IR0

’SEND FAIL

R BT B O A AR CR AR C 2R B ), RGTRA R :

’SEND OK

BERWOTH, BT AR IE+++ S BUH g, RN ESP32-C3 s WA 12 X B . I, AT fr
Lt S BRI, EEREHRER) <length> KEHIRS, A SBHAMERX.

S

<link ID>: W %i%E3H: ID (0~ 4), HTZEER

<length>: K, HFoRfH: 23 - 1597

<” remote host” >: UDP {&#a] DAFE & X0 4L IPv4 Hihlk, IPv6 Hihl, s%is4%
<remote port>: UDP {44 Al DA & i 11

<had sent len>: 5 2) & B IS )2 SRR OB B2

<port recv len>: AT iy %ty ISR (1) B S K 32

e
o BB UART i, S0, 405 UART $YCH R T W48 Lkl R, o F8dsE k.
o XA DA FAT+CIPTCPOPT fiy4 3k R4~ TCP Rl B B 7R . FUn: 5 E <so_sndtimeo> Ay
5000, M| TCP A ik#EfESAE 5 FPRIEISER, T BEhiE 2 . X T PAYY A MCU %1% AT 4
[] 5 RIS ]

3.3.11 AT+CIPSENDLCFG: i ¥ AT+CIPSENDL 1y A1 &Pk
Ao A

i
P i8) AT+CIPSENDL 54 lic &

s

AT+CIPSENDLCEG?

W

+CIPSENDLCFG:<report size>,<transmit size>

OK

BeEmA

Ly :

P8 AT+CIPSENDL iy 41 i &

AT+CIPSENDLCFG=<report size>[,<transmit size>]

Mjn] oz <
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OK

o <report size>: AT+CIPSENDL 4 i) EaRE AN, BRI : 1024, JERE: [100,2 207, filfn: 38
<report size>{H} 100, WAT+CIPSENDL fiz4 |0l H ) <had sent len> FIRFEHIH (100,
200, 300, 400, - - ). IJAW <had sent len> LIR{EAEESE T SLPr & HIMERE KB .

* <transmit size>: AT+CIPSENDL iy BRI/, BAeE T8 KA IR B . B
IME: 2920, JEF: [100,2920]. AR E]EEKER T ST <transmit size>, FdEa rHp
Bisr Mg <transmit size> FT—ZHWHIHT AL, BINSHRE 20 ZRP BRI B KT
T <transmit size> FIFREHIE (L0 PLEITAT+TRANSINTVL £y 4 e & IR ) -

Bt
o XFT AN/ IMEX SRR S A, MR E RN <transmit size>. tMHEFEHE
1t AT+CIPTCPOPT fiy %1% & TCP_NODELAY &
o XFTHEMERWERS, HERRERKN <transmit size>, WEFERIE41T12 & ESP-AT 5
vk M4 A8

3.3.12 AT+CIPSENDEX: A%l fehb A bR 9™ ety i X% 6 e

L

7
i
=
2

A=)

Yy

fE:

AT, IRE R RERE, BCE M AR \ 0 (0xSc, 0x30 ASCIT) fil & 4t ik

g o
v e

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % % H: (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>, <length>

// UDP f&#yr [ 45 & Xt 3% IP Mo hkfosg o
AT+CIPSENDEX=[<1link ID>,]<length>[,<"remote host">, <remote port>]

Wi % ¢

OK

>

EaRma Y FOR AT CHERSFEICRATEE, BT DAR A TS E KRBERBURE , 24 AT S0 R K
| <length> Jrefidnf i B \O FAFHS, BliiefmoTia.

USRS R OB AL i I T B BT, aR (] -

’ERROR

R P A B s A AR CRAERERC 240X B i), & [E]:

’SEND OK
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BH

+ <link ID>: [J% R 1D (0~ 4), JIF2 BB

* <length>: FHiK AL, fFARMH: 8192 FA7

o <” remote host” >: UDP {£&in] DAFE E ST AL 1Pv4 Hihl . IPv6 Hihl, B4
* <remote port>: UDP %4 n] PAFE & X i it 1

(]

o BRI BT R BORES, BUBE B\ 0 AT (0x5c, 0x30 ASCID), ¥l f& TG, REtiRE
WE R, SRT &K AT s

o AREHEPAE \<any>, WEEBRHFL, REH <any> 55

o WRFE R N\O, 55 R \\O

o XA DA I AT+CIPTCPOPT fiy4 3k M4A~ TCP L B BRI, Hlin: 5E <so_sndtimeo> A
5000, W TCP A& ikEAESAE 5 BPNIR ISR, LI IR 2R . X A4 MCU 4545 AT find
[1] 5 RIS ]

3.3.13 AT+CIPCLOSE: 3:[fl TCP/UDP/SSL 4
B s

yiig:
KM Z AN ) TCP/UDP/SSL 4%

e

AT+CIPCLOSE=<link ID>

Wi % ¢

<link ID>,CLOSED

OK

Parr %

yiig:
KPR ) TCP/UDP/SSL 14 4%

AT+CIPCLOSE

W i <

CLOSED

OK

S

* <link ID>: FRMRMZETER: ID, WIRBOY S, WFR K ITA %
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3.3.14 AT+CIFSR: #rifyAs i IP Huhl 1 MAC Hahk
P4

A

=

AT+CIFSR

W i <

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIP6LL">
+CIFSR:APIP6GL, <"APIPO6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPG6LL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

o <” APIP” >: ESP32-C3 SoftAP [ IPv4 Hidi:

o <” APIPG6LL” >: ESP32-C3 SoftAP ] IPv6 S b & Hht-
e <” APIP6GL” >: ESP32-C3 SoftAP f{tj IPv6 4 J5 bt

¢ <” APMAC” >: ESP32-C3 SoftAP (¥ MAC Hbiik

e <” STAIP” >: ESP32-C3 station [} IPv4 #ifil:

o <” STAIP6LL” >: ESP32-C3 station [{§) IPv6 7M1 b -
o <” STAIP6GL” >: ESP32-C3 station [ IPv6 4= Jajihi

e <” STAMAC” >: ESP32-C3 station [{) MAC Hihil:

e <” ETHIP” >: ESP32-C3 ethernet 11} IPv4 il

e <” ETHIP6LL” >: ESP32-C3 ethernet [/ IPv6 A< HbAk & Hiht
e <” ETHIP6GL” >: ESP32-C3 ethernet [ IPv6 4= 5yttt

e <” ETHMAC” >: ESP32-C3 ethernet [ MAC bt

B
« JUf 24 ESP32-C3 i AR ARG IR RS, A BEENEI e IP dbhtFl MAC Huht

3315 AT+CIPMUX: RIS S EHBBIA
teififr 4
EHHEBEHN

O e
iy

AT+CIPMUX?

W
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+CIPMUX: <mode>
OK

o <mode>: JEFAIA, BUAME: O
- 0: BFAER:
- 1. ZiERE

B

o SV BB TE BT I A 0] SO R
o AFE 15X (AT+CIPMODE=0), A RERE AL HEH
o QRAESL T TCP/SSL e d5 i, ARV BAZERE , WK IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #\r /5[] TCP ok SSL i 5525
Ay

Dy
#if] TCP/SSL AR5 #tk 25

[

AT+CIPSERVER?

W i <

+CIPSERVER:<mode> [, <port>, <"type">] [, <CA enable>]

OK
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=

=

A

’AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>]

W]
E
e <mode>:
- 0: XRS5+
- 1 ST RS 5%

. <param2>: ZH <mode> K, ML B LA :

o QI <mode> £ 1, <param2> fXFEuI15 ., BIAE: 333
o W <mode> 2 0, <param2> fLERIRFSAHEE XA E Fim. BRIAE: 0
— 0 RPANRSS AR B & P 42
- 1 XPANRS AR KA A &
. <" type” >: fR42EHAL Y TCP”,” TCPv6”,” SSL”, # “SSLv6” . BRiAf{4:” TCP”
¢ <CA enable>:
- 0: Al CAAIE
- 1: ffif] CA AR

Bl

o ZEIIFUT (AT+CIPMUX=1), A REIFIEMRIS %t -

o BIERST AR IS, HSESIRG AR IET, 2 R AVreId— RIS

s BHEEEEA, SESNE N EE D,

o AURGEAEET IPv6 ML)~ TCP/SSL IlRd5 4%, 5 i Jei BAT+CIPV6=1, FF3RH-—> IPv6 b
k.

o RMIRSS 4RI SH <"type"> Fl <CA enable> WAHNE.

il

// # i TCP M4 B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B sSL & B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// ®ETF Ipve W%, A& SSL K% &
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1 kARG BOFE R A BT R &

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #%ify/i% B 55 2% fe il iy i K 5
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RrZs
fie:
#21 TCP st SSL s AL VPR IR B
e

AT+CIPSERVERMAXCONN?

Wi i :

+CIPSERVERMAXCONN :: <num>

158 TCP 5 SSL HR 55 7 FeifF 28 vy i B KI5k

Py
A

’AT+CIPSERVERMAXCONN:<num>

« <num>: TCP i SSL [ 5 28 i s K e, JE: (15, W G B %2 40 1
{8, 5% AT+CIPSTART 4 H1 34 <1ink ID> ¥R,

Bl

o UNTRBE I KIEHEL (AT+CIPSERVERMAXCONN=<num>), WE7EAIEIRSS %82 A E .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #ify/V ik
A4

Yy
Rzl LS TN

A\ .
"ﬂé’\‘

AT+CIPMODE?

W
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+CIPMODE : <mode>
OK

Pa-

CEL A

Dyt
R A

Py -
iy

’AT+CIPMODE:<mode>

Wi 37 <
’OK ‘
55
¢ <mode>:
0: il AR,
— 1: Wi-Fi 5 #4008 X, (U FF TCP By . UDP [E5 (503 . SSL B pity It
B

o Mt SONRAEE) flash,

* 1£ ESP32-C3 Yt A Wi-Fi & 30 X J5, ALATHE T D RERF Tk A .

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 %3 d if i [ia]

Qi

i

i) A TCP/SSL i 55 # b i s a]

Pa sy
A

AT+CIPSTO?

W

+CIPSTO:<time>
OK
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B

&F

i
BCE A TCP/SSL fij 55 it I 8]

Py -
iy

’AT+CIPSTO:<time> ‘

Wi i :

[ox

BH

o <time>: 7l TCP/SSL iR 55 st (a), H0i: £, HUEVER: [0,7200]

B

% TCPISSL % PURE <t ime> IR A& LRI , ESP32-C3 Itds 25 SUTFFILIE E
¢ WRRESH <cine> 0, WIEBKERSEIN, AR E .

 AERLEAOIHL DY, 9% R S I RN oot s 6 22 5 RIS T, 2 T
V. R, RO

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/i B mtX I SNTP )R 55 2%

iy

e

A

AT+CIPSNTPCFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK

v

H

N

IR

¥

=

,/?\:

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

W i <

[ox

Espressif Systems 86 Release v2.3.0.0-esp32¢3-716-g62fb703321
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 3. AT Ay d4E

BH

o <enable>: % H SNTP iR%2s:

— 1: P8 SNTP flR5545;

— 0: NP SNTP IR 4555,
 <timezone>: SZHFDAFNPHIAAEK:

- PRI [-12,14], BRUVNEEREAL, Sl S R AR (UTC) s kirid K2
X (UTC-12:00 & UTC+14:00);

- MRk uTe R E, UTC R EIRE TIRTEEINZ AR 2] UTC IHE)_E A ARG 3 4%
Hiffa], EE SRR [(+1-] [hhlmme WY HIE DXAEARR] -2 DAVE, 78, anARAEAR
21, WIPIEEL. /D (hh) Z0FE -12 2] 14 2 [H], 2380 (mm) DAZ07E 0 £ 59 2 [a]. fltn, fnif
EAERT IR BT Y IS A, R UTC+12:45, MW <timezone> SHE N
1245, BZFERIES%H UTC & .

[<SNTP serverl>]: %i—{~ SNTP [R5#%.
* [<SNTP server2>]: %5 4~ SNTP k55#%.
[<SNTP server3>]: £ =/ SNTP k%25,

(A

o WEMASEREGLAE=" SNTP iR% 45540, WEHAMEH “cn.ntp.org.ecn” | ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” FHAZ —,

o XFTAEIMMA, A <timezone> S RES MK E K <timezone> ZHA—H. BN
<timezone> ZEL L E —F UTC B EMKR, Hlan: &E AT+CIPSNTPCFG=1,015, Jf4
iy, ESP-AT S ZBKEXSEAHIS 0, BKEER 15. AETHFgal, Bl e —fp
UTC ffe ts Uit , /g uTc+00: 15, Wil A ik g 01X,

* T SNTP 25T UDP VSRR KNI 52, 4 [ 28 E AU, 2258 ESP32-C3 (1 i} ] To vk S i
[, —H AT fip4 i i+ TIME_UPDATED , AAEEHEIC [F25, BUHHERT A& 3£ AT+CIPSNTPTIME?
i A 2 Hi IR .

il

// £ f SNTP M4 %, REFENK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
b

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn”

// fEH# SNTP M4 %, HEXEA Y MHE K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
%,

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fFEf SNTP Mi 4 %, REHFWLHEHRXR EXBHA L W KK (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #%ify SNTP Iv}]i]
A

O e
iy

AT+CIPSNTPTIME?

W

+CIPSNTPTIME:<asctime style time>
OK
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]
* A 5 asctime If[E] 1) E X% I asctime man page .

* ¥£ ESP32-C3 it A Light-sleep 5{ Deep-sleep J5 Fj-Mi i, ZSGLHT[H P RE S A . @ E K
£ AT+CIPSNTPCFG 5%, M NTP %5 #e 3R BUH 1]

* SNTP ZKIUE| W [EAF#HTE RTC K3, BMTERER G AEH) 5, BEASEER.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #xify/i% ¥ SNTP ifia] [s] 25 1) ] Fi
A4

O e
A

=

AT+CIPSNTPINTV?

Wi 3% ¢

+CIPSNTPINTV:<interval second>

OK

)E’J

CHL A

A

’AT+CIPSNTPINTV:<interval second>

 <interval second>: SNTP WJa][@l5 0] . B0 : &b, o : [15,4294967].
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e
o BCE TR AR, EWE ESP32-C3 2 A— ki) NTP AR5 48 K ORI ] o

Bl

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn”
OK

/) BANERE — K
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #rifyllk55%s A AT FEfERA
Arifgin A

yiig:
IR 954 C A Y ESP32-C3 AT [ {F A

A .
"ﬂé’\‘

AT+CIPEWVER?

Wi i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C3 AT [&/{ x4
e

o TEPRPEFETI) OTA JRAKS, SR ZUA IO i AR ) A T2
3.3.24 AT+CIUPDATE: ik Wi-Fi 7191

ESP-AT TEiz47H}, @i Wi-Fi W35 E MRS £ b T 800 42 B 2643 X, AT - [
i A

riig:
#if) ESP32-C3 B THIUIRE

Py
A

AT+CIUPDATE?
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Wi 3% ¢

+CIPUPDATE:<state>

OK

Parr %

i
TEFLZERA T @ 1d OTA THL R TCP it 55 i Lol A g [l F

O e
iy

AT+CIUPDATE

W
WEH LR SR R

[Fautigy

itk
TR B AR 55 7 L 48 8 A & 2

s

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

M) i :
A OTA FEPH ZERF LYy, 1Rl

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N -

OK

U2 OTA FEARFH BT iy, iR u]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

WRAEH IERITR OTA KN, & [nl:

+CIPUPDATE:<state>

ERROR

WPRAEARPHZERUT OTA KK, iR [u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1
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BH

¢ <ota mode>:
— 0: @1 HTTP OTA;
— 1: @33 HTTPS OTA, IR %%, 2 . /build.py menuconfig>Component config
>AT >OTA based upon ssl 27 HifE, 25 HiH L A% iF ESP-AT 142,
o <version>: AT {4, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <firmware name>: J|}Z¢ /¥ [E{F, 4l ota., mgtt_ca. client_ca 8{H'E at_customize.csv
W E R4 X
* <nonblocking>:
- 0: PHEERI OTA (AT, EF| OTA Gk R MG A W DA% AT /iy s ) ;
- 1: JEHZER OTA (BT, FRsERG (+CIPUPDATE:4) T F3h & ).
* <state>:
- 1 R BIRS525
2 R RS
3: IRIGFIA
4: SETIH;
-1: JEPHZERI T OTA R

]

o THPGE FE BT M 48R 0L

o UARMERZMAESF BRI, AT KR [ ERROR, if 45 RF— B A1 L.

o GARIRE AT AR SRALRY AT BIN, A g &M Espressif Cloud N#k AT [l £ F+4%

o HURAME A2 B AT4Ri%ERY AT BIN, i H 475231 AT+CIUPDATE FOTA 3 §E 8% - ili Ffl AT+ USEROTA
o #% AT+ WEBSERVER #54>, T %% ESP-AT T #3{tf075% {5 FOTA,

o FHWHY AT )5, WHAT+RESTORE WKW R

o OTA SRR FEIFIHE] N 3 204k

o |EPH ZEREZ I B H ) OK Il +CIPUPDATE : <state> FEH Hi WP b A 4% 5 S B8 5 0
OK AJfEFE +CIPUPDATE: <state> Z Wi, tWEAIHEYE +CIPUPDATE : <state> Z 5.

o NEWARBHRA . BFEEIHRASAFE—E W ARAEMENE, E2T08ElT, W RREAHE
IERRAS, R B O™ B AT 2 g .

o S H 4T LI OTA FH8 KIUE L OTA 4.

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mqtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota",1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: ¥ +IPD {55 if s
i A

[

AT+CIPDINFO?

W
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+CIPDINFO:true
OK

Y

+CIPDINFO: false
OK

v

7

=

g

¥

=

,/,?\:

’AT+CIPDINFO:<mOde>

LT)
[ox
S
e <mode>:
- 0: #£ “+IPD” F1 “+CIPRECVDATA” JH B, ANHERXTFi IP HuhbFlis 115 B
- 1: ¥ “+IPD” Fil “+CIPRECVDATA” 48, $&/m% i IP HuhkFlg 1145 5
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #rify/i ¥ SSL %% F i fic &
Ay

yiig:
#if] ESP32-C3 {2 SSL % /i 4 NI A L EL 7 R

AT+CIPSSLCCONE?

W

+CIPSSLCCONF:<1link ID>,<auth_mode>, <pki_number>, <ca_number>
OK

)E’J

CEL A

e

// M ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>, <auth_mode> [, <pki_number>] [, <ca_number>]
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* <link ID>: M ZEi%EH: ID (0 ~ max), FEZERMGEL T, HSEERN max, WFRRIAGERE, &
SHERINMEN 5.
¢ <auth_mode>:
- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $##4it% Pk Ak 555 i CA IE 150 ;
— 2: ESP-AT % Pk A CA JIE+5 AL R 55 7 v F1IE 45 5
- 3: fHEINIE.
* <pki_number>: JEBFIFEAMRT], WRHAE—MIERAFH, HAEN N 0.
e <ca_number>: CA &3], WEHAE—14 CA, HENH O,

o GNARAREURRLE ST RIAERL, WAEES SSL B RE TGS .

o PO UCRHRAEAE NVS X, GnSR A ] AT+SAVETRANSLINK iy 25 B FFHLIE A Wi-Fi SSL i% 1% 4%
K., ESP32-C3 $HAE iR LI T AR Fit B 757, SSL 4% .

o IR HECWIE RS HHEZEIETY, HSHofT 837 PKITLE

o {14 <auth_mode> FlE N 2 8 3, N T RIS 2RIIEBAE R, 7 KLAT+CIPSTART fiy
A HIAf PR ESP32-C3 CLAREREY IHTE] . (50T AR IEAT+CIPSNTPCFG fin % K BLE SNTP, RIS
BIRFE], & 3EAT+CIPSNTPTIME? {3425 14 24 B i 1A] . )

3.3.27 AT+CIPSSLCCN: #if)/¥ ¥ SSL %yt /A 44 (common name)
iy A

B SSL HEE R PRI 47K

Py
A

AT+CIPSSLCCN?

M

+CIPSSLCCN:<1link ID>,<"common name'">

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <
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OK

o <link ID>: [J4FEH: 1D (0~ max), EMIEBMMGIT, ASHUEN 0; TELHEBRINFER T, &5
Bl max, WoRFA R ASHOAEN 5.
+ < common name” >: A S FIIEN S 28 R IEME 1 HIOA % . A& IRICK N 64 5745
)

o QERARSARFCE S AR, RN SSL B EHTIE AT A G 2

3.3.28 AT+CIPSSLCSNI: #5if)/¥% 8 SSL %5 iy SNI
A i) iy A

i
A TER R SNI i E

Pa sy
A

AT+CIPSSLCSNI?

W

+CIPSSLCSNI:<1link ID>,<"sni">
OK

)y

N

R

&

=

A
# 5

¥ 3k B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% ¥ ¥ : (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni'">

W i <

OK

BH
* <link ID>: 2534 ID (0 ~ max), fEFGERIEIL T, RASEEN 05 EZEERMELT, &5

BUEBA max, WIS EH: ASEERMEN 5.
« <” sni” >: ClientHello HLf%j SNI, SNI 5k B 64 2747,

Bl
o QARAR AP E ST AR, SHEH N SSL RIS T AR 2 o
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3.3.29 AT+CIPSSLCALPN: #rify/¥t ¥ SSL % )y i; ALPN
iy

i
#if] ESP32-C3 {2y SSL % F iy 431> 1) ALPN Jit B

s

AT+CIPSSLCALPN?

L)V

+CIPSSLCALPN:<1link ID>,<"alpn">[,<"alpn">][,<"alpn">]

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCALPN=<1link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

OK

BH

o <link ID>: PZ&%EH; ID (0 ~ max), FERIERIRIT, ASEEN 0; FEZEERNEL T, #5
BE BN max, WIFIRICAER: RSEEGMERN 5.
e <counts>: ALPN g%E. JuFE: [0,5].

0: % ALPN fil & .
* [15]: 5 E ALPN L # .

* <” alpn” >: FRHERZSAL, FUR ClientHello H1f) ALPN., ALPN s KRKEZRTar S KK .

B
o QUERAREAPECE S AR, S e SSL RIS T A M2

3.3.30 AT+CIPSSLCPSK: #rify/i% ¥ SSL % ;i) PSK (‘745 Hiks )
Ay

i
#if] ESP32-C3 ff7 SSL & i} 451~ #E4% 1) PSK [ic’E.
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AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

A

-t

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W i <

OK

B
« <link ID>: %78 ID (0~ max), FERIERIMIT, RASEUEN 0; ELEHRNER T, #5
Bl max, WZRFA R ASHORAEN 5.
« <7 psk” >: PSK identity (FAFEHREY), SR KT 32 WIRGH <mpsk"> BRLEA \0, Wk
F AT+CIPSSLCPSKHEX 14>
e <” hint” >: PSK hint, fir KK EF: 32,
)

o QSRAREAHE ST BIAERL, AR SSL E I iIB T AR M S .
3.3.31 AT+CIPSSLCPSKHEX: i/ SSL % i) PSK (1753 X))
Lz

* FAUTAT+CIPSSLCPSK g4, %ty W T 3L E s A #) SSL & Fimpd fidk 2% 4] (PSK) , (HIL
<"psk"> ZHE A ANBERIR A R TR I, <"psk"> ZH0PR) N0 FRXh 00,

il

// ¥ % (AT+CIPMUX=0), PSK identity #* "psk", PSK hint % "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % #: (AT+CIPMUX=1), PSK identity * "psk", PSK hint * "myhint"
AT+CIPSSLCPSKHEX=0,"70736b", "myhint"
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3.3.32 AT+CIPRECONNINTV: ##)/i% % Wi-Fi & {£8i% F iy TCP/UDP/SSL i &

T
A i) 4>
ig:
il Wi-Fi i 45X T B 3h B % 5] fR
A
AT+CIPRECONNINTV?
Mg i+
+CIPRECONNINTV:<interval>
OK
B e
e
W Wi-Fi i 12 4% X "N TCP/UDP/SSL 1% it )5 H 2l = 7 14 [
mA

e <interval>: HZIEZERIFEEE], F7: 100 ZF, BRIAME: 1, ' [1,36000].
]
* #rAT+SYSSTORE=1 B, L B MR PRAFAE NVS X

il

AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #rify/ik B eI
Ay

Dy
A TR

ke

AT+CIPRECVTYPE?

W i <
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+CIPRECVTYPE:<link ID>, <mode>

// B (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

W )7 :

OK

BH

* <link ID>: WZ57%EH ID (0 ~ max), FEHERMFIT, ASUEN 0; EZEZNNL T, &S
BUEBEN max, WFOR A ER . ASEEONEN S,
* <mode>: ERFHIFLNAI, BINHE: 0,
- 0: LA, ESP-AT R A HICE] M B3 7B v B AR 25 EHL MCU, Sy “+IPD” (854
FHMCE 112 5760 7747, K0 MCU FrR A& 3% 2920 “7H5 A 8085 ) -
- 1 Yok, ESP-AT A B i B TR AR W B AF X (B P il 1, A
(B 5760 5747) , “FfF MCU . %] TCP Ml SSL 4%, ARGEAFXWE T, K ILEET
s XIT UDP ki, MIRGAFRW T, W kAR ER.

(A

o ZACE AR T Wi-Fi i 42X,

o 4 ESP-AT FE# sl P UL B S 8RN, SRR LR RIS AR 15 B :
- ZHER (AT+CIPMUX=1), 275 +IPD,<link ID>,<len>;
— FASERNT (AT+CIPMUX=0), 275 +IPD, <len>,

o <len> FRGEAFX P ERE IR SR .

o« —HA +1PD i, MWi%izfTAT+CIPRECVDATA FRZHEE . &M, FERT—A +IPD Btz i,
A~ +IPD KA & 45 AL MCU.

o FEWITFEREN T, FhERFZEIRTAGEAE, MCU 398 v PAEEEL, H 3 &iXAT+CIPCLOSE
(AT VER%& i) 8{AT+CIPSERVER=0,1 (AT VEMIRS42%). HaiGie, i +1rD D284, I8
DAENR % 2 AT+CIPCLOSE B % 3% AT+CIPSERVER=0, 1 53 1t AT+CIPRECVDATA 54 3BT B
ZHI, XANTERR CLOSED 15 Bk .

o TR AR RN EAE I H MCU i AN ACHEES, vfPAS w1, i s e ii=X .

il

/) REBBEAT, REHDERER

AT+CIPRECVTIYPE=1

/I ZEBEREAT, REFAEEARDERER

AT+CIPRECVTYPE=5,1
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3.3.34 AT+CIPRECVDATA: B AR F £S48

// B (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % % ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W ) :

+CIPRECVDATA:<actual_len>, <data>
OK

&

+CIPRECVDATA:<actual_len>, <remote IP>, <remote port>, <data>
OK

S

o <link_id>: ZEEAATER ID,

o <len>: FRAE K OXTHREAF, WA SRS B B LA S A/, TR 0] S 4 B2 R B
o <actual_len>: SZFRIREUREIRK )T,

o <data>: FREUEHE .

« [<remote IP>]: F4FR S8k, Fpxtis IP Hohl, Wi AT+CIPDINFO=1 £y 4 flifig.

 [<remote port>]: X} g1, WiLAT+CIPDINFO=1 f54-fifE.

il

AT+CIPRECVTYPE=1

/) fldm, R EAN MCU K 0 FEEFRE 100 F M KE,
// M &4 r W g "+IPD,0,100",

/) RE, BN EREAN T #AERE 100 F ¥ & HE:
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: #ifggahiZ BN P Bl K
i A

ik
PR AP BT I B K 5

"ﬂ4>°

AT+CIPRECVLEN?

M

+CIPRECVLEN:<data length of 1ink0>,<data length of linkl>,<data length of link2>,
—~<data length of 1ink3>,<data length of link4>
OK
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ZH
* <data length of link>: Jt—E4% th b 1) Ir 7 OB 2

Bl

* SSL ¥4, ESP-AT iR [ul 4t K T B /N BB i K%

hil

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %33 bl

ping X iy -4l

AN .
"Il/?\‘

AT+PING=<"host">

W

+PING:<time>

OK

&

+PING:TIMEOUT // REEH LZBIT AKX PING BHBEALT, toHXNEE

ERROR

S

o <” host” >: FERFERSEL, Fonntim EHLAY IPv4 Huhl, TPv6 Huhl, a4 .
o <time>: ping [ EF[E], A7 ZFD.

B

o QEREAEELT IPV6 2% Ping X AL, THHATLA T HRAE:
- T AP ¢ IPv6
- WHEAT+CIPV6=1
— SH T AT+CWIAP 6y 5 3REUE]—A™ IPv6 Hitil:
- (W[3%) @IFAT+CIPSTA? G445 ESP32-C3 275 3K E IPv6 il
o AR EALREZ FATE, W ping KFSGiE T DNS YA A fEdT (6 SCf@Ar IPv4 Hidik) , 7 ping
it EAL IP ikl
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il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) FT-REBKMER TR $Q
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: ##)/¥t¥ DNS R4 34z B
A i) iy A

Dyt
)24 H DNS R 452815 H.

iy 4

AT+CIPDNS?

Wi

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeE WA

e
SRR DNS 5 B8 2 5
zs

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

e <enable>: % & DNS R% 48
- 0: J3H B 3h3KH DNS iR 55451, DNS R4asfrakiEh 208.67.222.222 f18.8.8.8,
HA 24 ESP32-C3 station 5¢Ji%, |° DHCP 1, DNS IR%#s A4 A n] iES .
- 1 JE T ol DNS IR45 4458, RN ESE <DNs 1Px> BY(E, W HERIAE 208.
67.222. 222$ﬂ8 8.8.8,
* <DNSIP1>: %> DNS 4545 IP #uht, XFistE s, HA Y <enable> Z4CH 1 B, HieE
FF3) DNS & &, XSEAF: WHRKE <enable> Ky 1, HARSHBE —ME, LEEiTE
W a4 Hf, ESP-AT K% S HE R 24 Hi1) DNS 5% &R 1] .
* <DNSIP2>: %5 /> DNS flR45#s IP #ihl, XJTiEmS, HAY <enable> 2% 1 i, He/H
FF3h DNS K&, ABEAHAHR; R E <enable> Ky 1, HAARSERE —ME, YEBiTE
a4 Bf, ESP-AT K% S HE R 24 Hi) DNS %5k 1]

Espressif Systems 101 Release v2.3.0.0-esp32c3-716-g62fb703321
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 3. AT Ay d4E

« <DNSIP3>: 5=/~ DNS [R5 IP Hihl, X} FiE M4, HA Y <enable> 240N 1 i, Wit2/H
HIF3 DNS &, ASEA ARG WRBE <enable> 4 1, JARSHRE —ME, LBEBfTh
WA, ESP-AT RHEZSEAE A 2411 DNS & & ik [,

o #iAT+SYSSTORE=1, W& i EHRAFTE NVS X,
© X=ASHORREBCEAL R — M5 L
* 3 <enable>Jy O, DNS Iz 55 il fE SR ESP32-C3 Srat HT i £ i i i 14 e B i vl 22

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

// F—AETF 1Pve B DNS REB: T REFKMEXIEF

// & _NETF IPv6e B DNS M % % : google-public-dns-a.google.com
/] HZANET Ipve B DNS R4 #: I H4E E DNS R4 B
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+CIPTCPOPT: #rify/it ¥ & ki
A i fir &

i
EEN R S i

P e
"N4>'

AT+CIPTCPOPT?

Wi i ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

LA

-t

e

=

// B (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

W i ©

[ox

Y

’ERROR
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B

34

<link_id>: 25154 ID (0 ~ max), ZEZERENT, GSEUEERAN max, WFRRIEEE; &

SHEINER 5.

<so_linger>: Jil'H £ SO_LINGER £ (% : SO_LINGER /V43), BAfi: >, BRME: -1.
- =-1: XM

- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
<tcp_nodelay>: fl B ERF A TCP_NODELAY &M (Z%: TCP_NODELAY /M%), ZME: 0.
— 0: 22 TCP_NODELAY
- 1: 2 TCP_NODELAY
<so_sndtimeo>: i B E B[ SO_SNDTIMEO i&Tf (£%: SO_SNDTIMEO 1+43), fi: ZF,
ERINME: 0.
<keep_alive>: [it BEBF SO_KEEPALIVE &I (&% : SO_KEEPALIVE ©'4), Hfi: .

YR [0,7200],
- 0: ZEJf] keep-alive ZHEE; (BRIA)
— 1~7200: FFJ keep-alive T fi. TCP_KEEPIDLE {ii>}j <keep_alive>, TCP_KEEPINTVL {}
1, TCP_KEEPCNT {4 3.
IS <keep_alive> B HAT+CIPSTART x5 <keep_alive> ZEAHE, HE&{HH
JEBEE I MAUE .. MRBITARGEI AN E <keep_alive> B4, WIBAM A LR ECEFIE.

TERCE BT TnT, WS ¥ g mishie, UL ACE G vl Rersgm .

SO_LINGER &I 3 il B4 K Hg{E . Biltnfd & SO_LINGER {84 60, WAT+CIPCLOSE fiy 441
ANE X TCP FIN WAE AL T, 2530 AT [HZE 60 #2, M oiEmiy HE 4. FHit, SO_LINGER
HURRRERIAME .

TCP_NODELAY 35 i H T #F ik g/ MEXT LB EoR S 5. PR, LwiP £ TCP (1) %k
%, (HUURMEHER 2, ST REENSEETREIE. Bk, TCP_NODELAY HiUf 5 ERIAE .
SO_SNDTIMEO &3 3& F| F-AT+CIPSTART 4 F it & keepalive S50 1 Fl 3755, ic B A 6 10 )5 |
AT+CIPSEND ., AT+CIPSENDL. AT+CIPSENDEX tiy 4 S1E % NER T, TieRELEENT). X
B, SO_SNDTIMEO & Ft N 5~ 10 £,

SO_KEEPALIVE #5538 ] T 3 2l i IR 1 2 2 A W . i 5%, 38 AT 58 TCP I 5525
AR LT, B E AT S, SHINEAMG M4 9. SO_KEEPALIVE Bt & H A /N T 60
i

Bluetooth® Low Energy AT 445

43

AT+BLEINIT : Bluetooth LE #4454k

AT+BLEADDR: % & Bluetooth LE 5 £5 il
AT+BLENAME : #if]/7% & Bluetooth LE 154544 ¥
AT+BLESCANPARAM : 25if/{% % Bluetooth LE 14 5:4¢
AT+BLESCAN : flifig Bluetooth LE 4
AT+BLESCANRSPDATA: &% Bluetooth LE F{451%7
AT+BLEADVPARAM : #511)/i% & Bluetooth LE | & Z%k
AT+BLEADVDATA: %% Bluetooth LE | #&5%({E
AT+BLEADVDATAEX : H #h%® Bluetooth LE | #& %2
AT+BLEADVSTART: F¥4% Bluetooth LE | &
AT+BLEADVSTOP: {21} Bluetooth LE | #&
AT+BLECONN : 757, Bluetooth LE %42
AT+BLECONNPARAM : 25 if]/%8 3t Bluetooth LE %325 %§
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o AT+BLEDISCONN: WiF Bluetooth LE 15

o AT+BLEDATALEN: ‘% Bluetooth LE ¥t K i

o AT+BLECFGMTU: %'& Bluetooth LE MTU - &

o AT+BLEGATTSSRVCRE: GATTS £} %%

o AT+BLEGATTSSRVSTART: GATTS H/2lR%

o AT+BLEGATTSSRVSTOP: GATTS 1=}k %

o AT+BLEGATTSSRV: GATTS kIR %%

e« AT+BLEGATTSCHAR: GATTS % FihR % HiiE

o AT+BLEGATTSNTFY: JJ3455% notify i} 5 ERAF(E28 % ik
o AT+BLEGATTSIND: J|#%-#% indicate I} 45 (B 25 % P i
o AT+BLEGATTSSETATTR: GATTS % B iR 45 5

o AT+BLEGATTCPRIMSRV : GATTC % Pl AR %%

o AT+BLEGATTCINCLSRV: GATTC %k I0EE 1 IR%

o AT+BLEGATTCCHAR: GATTC % P R4

o AT+BLEGATTCRD: GATTC BEHUIR & 43 4iF (8

o AT+BLEGATTCWR: GATTC B R &l

o AT+BLESPPCFG: ZFif)/i% & Bluetooth LE SPP 5%k

o AT+BLESPP: i A Bluetooth LE SPP izt

o AT+SAVETRANSLINK : ‘% Bluetooth LE JF#Li% £ 4 X (5B,
o AT+BLESECPARAM : #¥if)/1% & Bluetooth LE M%&)

o AT+BLEENC: )it Bluetooth LE hi %55 sk

* AT+BLEENCRSP: [n] % 5 Ui ihe £ AL I L X7 2K

o AT+BLEKEYREPLY : %53} 5 5 4% [l & 254

* AT+BLECONFREPLY : 5%} 45 I A AR (B R Bm BY)
o AT+BLEENCDEV : 254} & 1) Bluetooth LE 1255 4541 3=
o AT+BLEENCCLEAR: }5[%: Bluetooth LE NI 51X 4551 3¢

o AT+BLESETKEY: % Bluetooth LE # S HI % 254H

o AT+BLEHIDINIT : Bluetooth LE HID #i 4] i4 4k

o AT+BLEHIDKB: % 3% Bluetooth LE HID %4 { K

o AT+BLEHIDMUS: %3 Bluetooth LE HID EAR{= .

e AT+BLEHIDCONSUMER: ‘%% Bluetooth LE HID consumer {& &,
o AT+BLUFI: F)5 5% f] BluFi

o AT+BLUFINAME: ZFif)/i% 'S BluFi %4 1

o AT+BLUFISEND: % 3% BluFi i ' B % SUEUE

o AT+BLEPERIODICDATA: % ‘& Bluetooth LE J&| 4 ) #& K
o AT+BLEPERIODICSTART : F¥J& Bluetooth LE J&HA M) 4%

* AT+BLEPERIODICSTOP: {51t Bluetooth LE J&| 14 %

o AT+BLESYNCSTART: FFj= &M & [/ 2

o AT+BLESYNCSTOP: &1 J&ME $& [ 4

o AT+BLEREADPHY : %if) X4 543 1f B 1) PHY

o AT+BLESETPHY: ¥&'B Y410l iy PHY

341 4

2y, ESP32-C3 AT [ {3085 B A% D AIE 5.0 FUA

wY BRAW AT FE SR U R RTA AT 6. Q1SR TT 2480 ESP32-C3 B\ 2 H a4, W H
174mi% ESP-AT 142, {E A0 HE TR EER (FHauiEmarn, RIsEmnes 2iks)
o 2% BluFi fy%: Component config->AT->AT blufi command support

o 2% Bluetooth LE fj5%~: Component config->AT->AT ble command support
o 251 Bluetooth LE HID 54~ : Component config->AT->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #Ji&1t
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A ifo i 4

Ly :
#if) Bluetooth LE J2 75441k

Py -
iy

AT+BLEINIT?

W
PO, AT R

+BLEINIT:<role>
OK

iRV, AT &[0

+BLEINIT: 0
OK

Dyie:
% B Bluetooth LE #Ji&4k /A {7

A

’AT+BLEINIT:<init>

Wi 3% ¢

[ox

e <init>:

e 0: Y44 Bluetooth LE
 1: client fg {5,

e 2: server fH{h,

Bl

* {#iJi] Bluetooth LE Mg, AISRETLTE (T SoftAP #1x, WA W LAl i AT+ CWMODE 1.
Wi-Fi 52X Null 5 Station £z,

* /I E Bluetooth LE iy 2 1, e A4, 4L Bluetooth LE fj 4.

* Bluetooth LE fy 01 IAL)S , NREE B . MFEIHf €, TELTHMAT+RST tr S EHRL,
VI 4G4k Bluetooth LE £ {5,

* BAEVERY Bluetooth LE 2 Hf, 45 IEIEFEBEA T 1. FIHRIEWTIT T g i i .

* 412k Bluetooth LE 4] 4k, WIAT+CIPMODE JoyAE M 1.

hil

AT+BLEINIT=1
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3.4.3 AT+BLEADDR: %7 Bluetooth LE 4%kt

o

- i iy 4

Bluetooth LE & & By /A 3t H 4

’AT+BLEADDR?

W i <

+BLEADDR: <BLE_public_addr>

ik
1% & Bluetooth LE #5485 HyHihE 27

A

’ AT+BLEADDR=<addr_type>[, <random_addr>]

W

’OK

B8

* <addr_type>:
o 0: N3l (Public Address)
o 1: FEMLHNE (Random Address)

|

o FfASHLAE (Static Address) B JH DA T 26 fF
Mok f i P LEY R 15
BEPLHBHERR > 2 1 (22 05
BEPLHBHERR > 20 1 6 1.

BCE RS A 2 PRAFAE NVS X

il

AT+BLEADDR=1,"£8:7f:24:87:1c:7b" /) BB A WA

AT+BLEADDR=1 /) B ML A A AR M

AT+BLEADDR=0 /) HE AR E R
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3.4.4 AT+BLENAME: #rifj/i¢ ¥ Bluetooth LE B:45 AR
ity 4>

hig:
#71fi) Bluetooth LE 154544 ¥

s

AT+BLENAME?

Wi 3% ¢

+BLENAME : <device_name>

hig:
% & Bluetooth LE %4544

s

’AT+BLENAME:<deVice_name>

Wi i ¢

’OK

ZH
o <device_name>: Bluetooth LE %454 Fk, AR KE: 32, BHALFR N “ESP-AT”,
B

o #AT+SYSSTORE=1, Wi SR RAFAE NVS X,
WA QB E B AARIE, EEAITAT+BLEADVDATA fiy R 55 44 RIGHE 1504

il

AT+BLENAME="esp_demo"

3.4.5 AT+BLESCANPARAM: #ify)/i% ¥ Bluetooth LE $1#i% %
i A

Jyiie:
2¥if] Bluetooth LE 3424

A .
“Il/?\‘

AT+BLESCANPARAM?

W i <
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+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

OK

wEmA

hiig

% & Bluetooth LE 393 &4k
%

AT+BLESCANPARAM=<scan_type>, <own_addr_type>, <filter_policy>, <scan_interval>, <scan_
—window>

W

OK

o <scan_type>: JHf#2A

o 0: P

o 1o FFEHE

o <own_addr_type>: il

o 0: AFtdbik

o 1: BEHLBHE

¢ 2: RPA A3ttt

* 3: RPA [ Hihk

« <filter_policy>: ity =\

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: A fE. A ZEEH N KT % T <scan_window> & #({H. 2 $7E H:
[0x0004,0x4000]. 4 [H] PR /2 % Sk DA 0. 625 2 /b, Fr RASK Fr i 434 1] [ Y5 B 4 [2.5,10240]
.

o <scan_window>: HIiH . XS EEN /DT T <scan_interval> Z¥{H. S5 H:
[0x0004,0x4000]. 4t 1 2% SR DA 0. 625 ZF>, FrRASLPr 33 % 1 Y8 Bl A [2.5,10240]
)

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLESCANPARAM=0, 0,0, 100, 50

3.4.6 AT+BLESCAN: f{lifi¢ Bluetooth LE ¥

JF42/452 11 Bluetooth LE 74

Pa sy
A
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AT+BLESCAN=<enable>[, <duration>] [, <filter_type>, <filter_param>]

Wi % ¢

+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

e <enable>:
o 1 FFURRRETE
o 0: {5 RS
* [<duration>]: FHFEERELE R, AL Fb.
o FIREEILEH, THREERSE
o FREFFHEH, [RERSE:
- RBEBEHN O B, WFIRFF IR
— AZH IR O (RS, Bl AT+BLESCAN=1, 3, NIFR/RHEH 3 B)5 B ah45 R T4, AJFRM

ER I
o [<filter_type>]: &L
o I: “MAC”
« 2: “NAME”

o <filter_param>: #JES%L, FIRX IR MAC Hihk sk 44 Fx
« <addr>: Bluetooth LE Hiiil

o <rssi>: {55 IRE

o <adv_data>: JIEEHE

o <scan_rsp_data>: 30 b 5

o <addr_type>: | ik AL A

ey [ " B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> 7E i i WUF _E¥#A M B L ERYSEIE P, OK A BEYE +BLESCAN: <addr>,
<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> X2 HJ %W H, L H W FE 1
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 Hi
i

o QRGARZRAGI R N L | 2 AT+ BLESCANPARAM $85 BB 7 active scan
(AT+BLESCANPARAM=1,0,0,100,50) , H HXJimk &R 2 E scan rsp data, AREIHRIGH
] ) R

hil

AT+BLEINIT=1 /R B
AT+BLESCAN=1 /TR
AT+BLESCAN=0 /7 gk

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F i A, T HE KA 4 MAC # i
AT+BLESCAN=1, 3,2, "ESP-AT" // F#H#H, T REA A& L 4 K

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE F{§m )

)y

N

R

&

Jyiig:
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15 Bluetooth LE $4 i 7

A .
"ﬂé’\‘

’AT+BLESCANRSPDATA:<scan_rsp_data>

W

’OK

* <scan_rsp_data>: IV EHE, S HEX FAFER . B, AR5 s i AR A <0x11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",

il

AT+BLEINIT=2 // fat: R4 %
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #5if/i%¢ ¥ Bluetooth LE )55
i A

i
il S

[

AT+BLEADVPARAM?

W

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <peer_addr>, <primary_PHY>, <secondary_PHY>
OK

BeEmA

Dyt
B RS

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_£filter_policy>] [, <peer_addr_type>, <peer_addr>] [, <primary_PHY>, <secondary_
fHPHY>]

W % :

OK
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B

<adv_int_min>: /) HEEFE . SEGER: [0x0020,0x4000], I E G4 T2 2509k 0L 0. 625 2
g‘g{,ﬁ@?%i%ﬂ@%d\fﬁﬁ B YL A [20,10240] ZFb. ASHUEN /N T4 T <adv_int_max> £
<adv_int_max>: I K HEE I . SEGER: [0x0020,0x4000], )78 A 5E T2 2500k 0A 0. 625 %
BB, T ASE R B KT R 8] [ Y L [20,10240] 2270, ASHUEN K T4 T <adv_int_min> %
HA.
<adv_type>:
0: ADV_TYPE_IND
: ADV_TYPE_DIRECT_IND_HIGH
: ADV_TYPE_SCAN_IND
: ADV_TYPE_NONCONN_IND
: ADV_TYPE_DIRECT_IND_LOW
: ADV_TYPE_EXT_NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND
: ADV_TYPE_EXT_SCANNABLE_IND
- Y ETIRSEAC 0-4, WM AT+BLEADVDATA fin 2B #S5un 2 HERE 31 F
7, AR FERETERKA)HESE, WH M AT+BLESCANRSPDATA $5 4K 1% .
- MR EIERACN 5-7, Wl AT+BLEADVDATA %) #2480k 2 HEkixE 119 &
R

<own_addr_type>: Bluetooth LE #2711

0: BLE_ADDR_TYPE_PUBLIC

1: BLE_ADDR_TYPE_RANDOM

<channel_map>: | {&51H

1: ADV_CHNL_37

2: ADV_CHNL_38

4: ADV_CHNL_39

7: ADV_CHNL_ALL

[<adv_filter_policy>]: ) i &5 L

0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
3: ADV_FILTER_ALLOW_SCAN_WLST _CON_WLST
[<peer_addr_type>]: X}J5 Bluetooth LE Hih-35%1

0: PUBLIC

1: RANDOM

[<peer_addr>]: XiJj Bluetooth LE #hihk

[<primary_phy>]: | & primary PHY . ZRA{E: IMPHY,
- 1: IMPHY
— 3: Coded PHY
[<secondary_phy>]: | 4% secondary PHY. ZLiA{f: IMPHY,
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

NN BN =

WRMKE E S peer_addr, A RMLER SR EE.

primary_phy fll secondary_phy TR E, WRAKE, BAREENSEHS LRI
IMPHY.
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il 1

AT+BLEINIT=2 /] e R B
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3

il 2

AT+BLEINIT=2 // ff: R% #

AT+BLEADDR=1,"c2:34:45:78:66:89"
AT+BLEADVPARAM=50,50,0,1,4,0,1,"12:34:45:78:66:88"

// b H Bluetooth LE Z F A 2| M ESP K & W MAC Mt "c2:34:45:78:66:89"

3.4.9 AT+BLEADVDATA: ¥ Bluetooth LE ) %4k
BeE WA

Yyt
BRI

[

’ AT+BLEADVDATA=<adv_data> ‘

o <adv_data>: JIERCE, o HEX 5455, Gl EAEBEE T HEEUES “Ox11 0x22 0x33 0x44 0x55”,
M| ¢44 AT+BLEADVDATA="1122334455", KR 119 7,

it

o IR Z HIE 208 1 iy S AT+ BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
BB T 7R, WagiARa S En) g ExE.

o QAR ARG B AR, W BHE AT 5E 1% i 2 2 JF A TAT+BLENAME 1 2 X558 £ 24
PRI E R R RE R 24 F5 o

o YE{fi ] AT+BLEADVDATA 542 Wi, W/ 4ci@ it AT+ BLEADVPARAM &A% BT 550,

o MUHMH AT+BLEADVPARAM iy V% B 32K A1 0-4, N FHAT+BLEADVDATA 6y A% B 1 ER
e HEEEE 31 7477, WISRTREE KM 8, 75V AT+BLESCANRSPDATA $§4- K15 8 .

o Y4iF AT+ BLEADVPARAM iy BEE ) #5284 K 5-7, WIfE FJAT+BLEADVDATA iy 25 &) #E5 s
% HAeiE 119 17,

il

AT+BLEINIT=2 // fat: R% B
AT+BLEADVDATA="1122334455"
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3.4.10 AT+BLEADVDATAEX: [4#¥'% Bluetooth LE ) 5
Arifg i A

i
)RR 24K
[

AT+BLEADVDATAEX?

W

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK

BeE WA

Yytie:
BCE) BRI

“D4>

’AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power>

W i :

[ox

* <dev_name>: ﬁ'—??% B, RoRBE LK. B, ABBEERESS KN “ust

test” , I Ay 4 & AT+BLEADVSTARTEX="just-test",<uuid>, <manufacturer_data>,
<include_power>,

o <uuid>: FHF B B K. W, A M E UUID h “0xA002” U .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

» <manufacturer_data>: il i B 404, SH HEX A7 R, B0, 25883 B i b w5 8o o “ox11
0x22 0x33 0x44 0x55”, Nfy4 4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: #5) HREET (LS TX I, ASHUVZICH 15 M, K 0.

|
o QR ZFIE 26 fiy 9 AT+ BLEADVDATA=<adv_data> BB T ]R80, M SBA G S BEE ) 7

BEES .
o A2 H B2 il AT+ BLEADVPARAM iy AU BT #E 2K AE N 0,

il

AT+BLEINIT=2 // fat: R % B
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

Espressif Systems 113 Release v2.3.0.0-esp32c3-716-g62fb703321
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 3. AT Ay d4E

3.4.11 AT+BLEADVSTART: J}i Bluetooth LE )£k
WA %

i
THR) %

s

’AT+BLEADVSTART

L)V

’OK

st

o AR iy 9 AT+BLEADVPARAM=<adv_parameter> BEE ] R SH, WHHEOA T HES 2L

o ERAd Gy A AT+BLEADVDATA=<adv_data> ¥£ 5 ) &5, W& 364 0 ol .

X HI & & ff M fir RAT+BLEADVDATA=<adv_data> & ‘& i J© #% %t #, W =
¥ AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> & & ) |~ & %
PafEan, M, el ] AT+BLEADVDATAEX, W4 AT+BLEADVDATA % & 1) & 2
i

 JFJ Bluetooth LE J"#% 5, NS4 57 Bluetooth LE #42 , AP ffes— AR 4% WY T
AR, W HEEEHR) .

bl

AT+BLEINIT=2 // fat: R4 %

AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: #%|}- Bluetooth LE ) §§
WA 4

i
(I

[

’AT+BLEADVSTOP

L)V

’OK

]
» #TIR)#)G . NPT Bluetooth LE 345, 2 H 81454 Bluetooth LE )™, JEFF M A<
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il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: &ty Bluetooth LE 4%
Ay

e
#71fi) Bluetooth LE %4%
s

AT+BLECONN?

W

+BLECONN: <conn_index>, <remote_address>

PR ST IER:, WY AR <conn_index> Fll <remote_address> S%{.

Itig
%57, Bluetooth LE %33

fiy 4

AT+BLECONN=<conn_index>, <remote_address> [, <addr_type>, <timeout>]

M) i :
FHENLIER T, MR

+BLECONN: <conn_index>, <remote_address>

OK

FrOESLIERR M, R

+BLECONN: <conn_index>, -1

ERROR

TSR R H B — 2L N R EOE RN, R

ERROR

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].

o <remote_address>: X}J; Bluetooth LE #5453k .
o [<addr_type>]: J KA bR AL :
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— 0: /A3EHhik (Public Address)
— 1: fEFLHLHE (Random Address)
o [<timeout>]: FEHHRIHIE, $A7: FP. JERE: [3,30],

o FAEENORNIEEZ A, JeiBATAT+BLESCAN fip %134t , Wik B AR b T #Ras.

o I RIERBIY 30 72,

o {14 Bluetooth LE server B 4 IAL HIERE IS, W] DAREH bt ay S FEXT 45154 (GATTC) ik
MRS B AfE DA GATTC A%

e AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

e AT+BLEGATTCRD

e AT+BLEGATTCWR

e AT+BLEGATTSIND

o N HAT+BLECONN? ¥ Bluetooth LE & %] 45 1) 1% % F $4T (AT+BLEINIT=0), W) & 4 4 £ %
+BLECONN:<conn_index>, <remote_address> ,

il

AT+BLEINIT=1 // # & : & p %
AT+BLECONN=0, "24:0a:c4:09:34:23",0, 10

3.4.14 AT+BLECONNPARAM: #%ifj/ti¥r Bluetooth LE ¥:4% 5 $
Ay

i
£¥if] Bluetooth LE #3251

A .
"ﬂé’\'

AT+BLECONNPARAM?

Wi % ¢

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>,<latency>,
—<timeout>

Dyie:
3% Bluetooth LE i#R: 5%k

[

’AT+BLECONNPARAM=<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi % ¢

’OK

BRI, WERPAT R
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+BLECONNPARAM: <conn_index>, -1

» <conn_index>: Bluetooth LE i£#:%5-, Jul: [0,2].

o <min_interval>: fH/NEREA. ASBEN /DT 24T <max_interval> SE. SHIEH:
[0x0006,0x0C80], JEHE IG5 T %S HADA 1. 25 2ZFD, FT LASEER i fie/ N R B LA (7.5.,4000]
ZFb.

o <max_interval>: [ KIEHEIF. KSE(EN KT % T <min_interval> Z¥({H. SEIEH:
[0X0006,0x0C80], J 18] b 45 T % S ETRDA 1. 25 2250, T RASE Bt 35 K 12 422 ) Wi 62 L 17.5,4000]
=P
ey

e <cur_interval>: 4F[ERA]NE .

* <latency>: EiR. S : [0x0000,0x01F3].

« <timeout>: i}, S : [0x000A,0x0C80]. HiMFFTHSHALA 10 />, FrIASL P AEm
JE 24 [100,32000] ZFb.

Bl

o AR EORICHIIIERE, client i server fy RS SRR RUBTIEL S

il

AT+BLEINIT=1 // € : & P 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14,1, 500

3.4.15 AT+BLEDISCONN: [KiJ| Bluetooth LE ¥
P4

Dyie:
WrFF Bluetooth LE %43

LT

AT+BLEDISCONN=<conn_index>

Wi 3% ¢

OK // Yk % AT+BLEDISCONN £ 4
+BLEDISCONN:<conn_index>, <remote_address> // & 4T 4 2 i B

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
+ <remote_address>: Xy Bluetooth LE ¥ #5Hiutik .

il

AT+BLEINIT=1 // ft&: & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDISCONN=0
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3.4.16 AT+BLEDATALEN: % Bluetooth LE cfiifu K-)is

% B Bluetooth LE (I K&

s

’AT+BLEDATALEN=<conn_index>,<pkt_data_len>

W

’OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
« <pkt_data_len>: Bt K i, if: [0x001B,0x00FB].

o]
%9 Bluctooth LE 4, A AERFHCIR (0K i

il

AT+BLEINIT=1 // fata: & P ¥
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.17 AT+BLECFGMTU: %% Bluetooth LE MTU K-J&
Arifgin A

Dyie:
Z1) MTU (maximum transmission unit, f KAZHEATC) K&

ZE

AT+BLECFGMTU?

W

+BLECFGMTU: <conn_index>, <mtu_size>
OK

LA

-t

Yitig:
P MTU K

A e
“ﬂ/?\'
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’ AT+BLECFGMTU=<conn_index>, <mtu_size>

Wi % ¢

IOK /) B KA A

- **<conn_index>**: Bluetooth LE # &5, W H: [0,2].
-  *4<mtu_size>**: MTU K E, Bfw: %, CH: [23,517],

s

- ;kﬁ»é\%jié&}%j Bluetooth LE % ¥ .

- NEXBHEFHEAAGLSEE MTU K E.

- MTU éﬁé’é%%&%%%wﬁﬁ W CCOKY Y Rk W W W MTUL

Kk E, AR BEEELR—FE 4%, B WA :ref: AT+BLECFGMTU? <cmd-BMTU>" & ¥ 52 B
SMTU K E .

il

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.18 AT+BLEGATTSSRVCRE: GATTS fill& /it 55

GATTS (Generic Attributes Server) 417 Bluetooth LE IR 4%

A

’ AT+BLEGATTSSRVCRE

W i ¢

[ox

e

« f#iJfl ESP32-C3 {4 Bluetooth LE server | @ik 55, T4e%aA GATTS [t & ) mfg_nvs.bin {45
flash H7,
* Bluetooth LE server #4654k )5, 185 MEHRE AN G0 MRS (R SeE#T Bluetooth LE #4%, W JCvE
BIEARSS
e f0Jf Bluetooth LE client S 4 4L 5Ty, 7T DAGE A bty & 00 iRk 455t ] DAGH A o Ath— S8R0 R Y
GATTS @4, FlunEsh A 1EARSS . 3B RS S FIE(E AN notification/indication, H &M U0 :
— AT+BLEGATTSSRVCRE (ZiAF Bluetooth LE 143227 2 Hifdi F)
— AT+BLEGATTSSRVSTART (#i34F Bluetooth LE 32 #57 2 il /i)
— AT+BLEGATTSSRV
— AT+BLEGATTSCHAR

Espressif Systems 119 Release v2.3.0.0-esp32c3-716-g62fb703321
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 3. AT Ay d4E

— AT+BLEGATTSNTFY
— AT+BLEGATTSIND
— AT+BLEGATTSSETATTR

Zy |

AT+BLEINIT=2 /] e RSB
AT+BLEGATTSSRVCRE

3.4.19 AT+BLEGATTSSRVSTART: GATTS JI 3R 55
P2

riig:
GATTS JFjE 4R

Py
A

AT+BLEGATTSSRVSTART

Bra s

itk
GATTS H /848 2 k55

s

’AT+BLEGATTSSRVSTART:<SrV_indeX>

W i :

[ox

M

o <srv_index>: 5575, M 1R,

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.4.20 AT+BLEGATTSSRVSTOP: GATTS £ 11l 55
AT

ik
GATTS {5 1 4R 55

AN .
“Il/?\‘
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AT+BLEGATTSSRVSTOP

GATTS {5 1A IR 5

Pa sy
A

’AT+BLEGATTSSRVSTOP:<Srv_index>

W

’OK

SR

o <srv_index>: [[R%5F5, M1 FiGihd

il

H o

AT+BLEINIT=2 // A t&: R4 5B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.21 AT+BLEGATTSSRV: GATTS KR5S

i &

Yitig:
GATTS & IARSS

Py -
ﬂﬂ/?\‘

AT+BLEGATTSSRV?

W i ¢

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>

OK

o <srv_index>: R&FE, M 1 FFiGad,

* <start>:

o 0: ]RGS AK IR

o 1t IRFF IR

o <srv_uuid>: fR%#) UUID,
o <srv_type>: HRSIHISHL:
o 00 RERSS

I FERSS .
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il

AT+BLEINIT=2 /] e R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.22 AT+BLEGATTSCHAR: GATTS %3R5 554
R

i
GATTS J BUAR 55 5k

O e
iy

’AT+BLEGATTSCHAR?

W
SRS FEAE 5, BT

’+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XTRASHE R, MM AT

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: JREGFE, M 1 FERE,

* <char_index>: JREFFHEMITS, M 1 AZHGIENS .
o <char_uuid>: [RS4HER UUID,

¢ <char_prop>: fRFFHEMEM:.

o <desc_index>: JHFHIRGFEE .

o <desc_uuid>: JHEHIALTR UUID,

il

AT+BLEINIT=2 // fit: R%& 2B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.23 AT+BLEGATTSNTFY: JIi45 3% notify JIi§ 45 S5 AE 24 7% 1o

)E’J

CEL A

Yyfie:
IR 45 22 notify JIR S5 AEE 2822 P

[
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’AT+BLEGATTSNTFY:<conn_index>,<srv_index>,<char_index>,<length> ‘

W] 7. <

9 > FR AT HE TR DB, RET 00T DU A, 480K BRI 380 <length> HIERT,
IWAT notify #fFE.

LR Yy, R -

OK

e <conn_index>: Bluetooth LE &35, LRl [0,2].
o <srv_index>: [R5 75, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: R4 EHEM)TE-, AliEfTAT+BLEGATTSCHAR? i),
o <length>: ¥IEK)T, HRKK)F: (:ref: MTU <cmd-BMTU>' - 3),

hil

AT+BLEINIT=2 /] R & B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FFRTHE, ¥ client HHF, LA E E K notify
AT+BLEGATTSCHAR? // & # ##% notify & F 3 W B
/) Bldm, R O3 EMRAE 6 THAE notify KEHN 4 FHHHE, FHLT &4

AT+BLEGATTSNTFY=0, 3, 6, 4

/)RT T OREE, WA 4 FEWRE, & v12307, REREEHEH

3.4.24 AT+BLEGATTSIND: J|#552% indicate JJ} 55 AN 25 %% i
B mA

Yriie:
454 indicate 45 E5F(H28 7 P ik

zs

’AT+BLEGATTSIND:<conn_index>,<srv_index>,<char_index>,<length> ‘

] o =

9 > FoR AT RGP EAICR D 8ds, TR DAY K, MK SR B 240 <length> A{HRT,
AT indicate EEAE .

TR AR, R

OK
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: k%575, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4EHER)TE, AliEfTAT+BLEGATTSCHAR? 2¥if].,
* <length>: KRS, HAKE: (MTU-3).

il

AT+BLEINIT=2 /] R R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FWT ¥, % client HHF, LMW E K indication
AT+BLEGATTSCHAR? // & #W & F 3% 7 M # ¥ indication # ¥ 4E

/0 Bl R 3 FMEW 7 B indicate KE A 4 FHHEE, # LW T

AT+BLEGATTSIND=0,3,7,4

JIORFE ST EEE, BN 4 TEHKE, W o"1234, REKE L H LR

3.4.25 AT+BLEGATTSSETATTR: GATTS ¢ %R 55 FraEAi

&F

ik
GATTS 15 & i 55 FrAEE s i AR A

O e
iy

’AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, [<desc_index>], <length>

Wi i *

>

|

R > R AT HERSFHCR 8, U T DA AR, 4 8s K IR I S8 <length> HYMET,

PATIE A
AR R, R

OK

S
o <srv_index>: R FE, TiB{TAT+BLEGATTSCHAR? #5if].
o <char_index>: JR&4HENIFS, T[54 FAT+BLEGATTSCHAR? #5iH] .,

o FIHE, WIBERAFFIE;
o HARET, WIS ERHEE.
o <length>: Z{#iKE,

|

o WIR <length> ZEER T LR RARKE, WK E SR, KT service table, 7 il gatts_data.csv
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il

AT+BLEINIT=2 // fat: R4%& %

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/) B, 1 ERAE 1L ERAEEAKEN 1L FEHEE, #4500 T:
AT+BLEGATTSSETATTR=1,1,, 1

/) RE ST FERE, BN L FEHEERT, fl ove, REREAFS

3.4.26 AT+BLEGATTCPRIMSRV: GATTC %8 AR 55
iy

Dyie:
GATTC (Generic Attributes Client) % Pl R AR 5

s

AT+BLEGATTCPRIMSRV=<conn_index>

L)V
+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK
28

e <conn_index>: Bluetooth LE i&#:5-, JEH: [0,2].

o <srv_index>: [R%57, M1 UGN,

o <srv_uuid>: f[k51¢ UUID,

* <srv_type>: 552

o 0: WEMRSS

o L EHERS

|

o [EHAMA, T2 5E T Bluetooth LE # 4

il

AT+BLEINIT=1 // B : K p#%
AT+BLECONN=0,"24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

34.27 AT+BLEGATTCINCLSRV: GATTC KBits o5l %5
Behns

i
GATTC KB 55

e
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AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

Wi % ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

» <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].

o <srv_index>: J[R4$)FE-, WiB{TAT+BLEGATTCPRIMSRV=<conn_index> Zrif].
e <srv_uuid>: fg51 UUID,

o <srv_type>: fR45H2RAL:

o 0: RERSS

o 1 RS

o <included_srv_uuid>: 15451 UUID,

 <included_srv_type>: {5 ARSBYZEHL :

o 0: WEMRSS

I 2RSS .

Bl

o A4, FREEET Bluetooth LE #42,

il

AT+BLEINIT=1 // ff: & P ¥

AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // RE W — 4 H LW EHLE R, ¥ T index £

3.4.28 AT+BLEGATTCCHAR: GATTC %R 55 HAiE

)E’\l

CEL A

yiig:
GATTC % B 55 AL

O e
iy

’AT+BLEGATTCCHAR:<conn_index>,<srv_index>

ja] o <
XTI FSFHEAE R, W R A -

’+BLEGATTCCHAR:"char“,<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop>

XTRAFHE R, MM AT

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>
OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],
o <char_index>: [[RFGFFHMERTS, M 1 IFURIEHIE.

e <char_uuid>: AR%E4HER UUID,

s <char_prop>: fR5FFHER)JEM: .

o <desc_index>: FHFRIAGTFE.

o <desc_uuid>: FFEIALE UUID,

B

o A4, FREEET Bluetooth LE #:4%,

2N

AT+BLEINIT=1 /] A B P

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // RE W —F®# 4 W E WL R, #§E index £

3.4.29 AT+BLEGATTCRD: GATTC 5B 45 FeiEfii

By

N

R

&

Dyt
GATTC U 55 R Ak (EL B A A

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W i :

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].

o <srv_index>: {5575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RHE-EF S, Wia{TAT+BLEGATTCCHAR=<conn_index> <srv_index> Zrif.
o [<desc_index>]: FHEFIAFFTT

o FIE, BEHHPRIRRTIE

o FHARRE, EHRRHERE .

o <len>: HARK .

o <value>: <char_value> 5{# <desc_value>,

o <char_value>: IR 5B AEE., F45 84420, 121 TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>

BEHL. 4N, #WER A +BLEGATTCRD: 0, 1, 0, WMIFIREIRKE R 1, WAER “07.

* <desc_value>: flx % H¢ fE i & F WM MH, F O OB B K, &
1TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> & Ht. i 0, 5 Wi
"N +BLEGATTCRD:0, 4, 0123, NFREEERKE N 4, NE R “01237,
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e

o fifHAAYS, FREEET Bluetooth LE #4%
o A HPRIRSFHEA SR EEAE, Wk [E] “ERROR”,

Bl

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W — 4 4 AW EHLEE, #§ T index £

/) Bldm, EBE 3 BEREME 2 BRHMENSE L BHAKERE, #450T
AT+BLEGATTCRD=0, 3,2, 1

3.430 AT+BLEGATTCWR: GATTC G55 ¥ nEA

Eas

&F

Dyt
GATTC 5 iR 55 R A s A AT (E

O e
iy A

’AT+BLEGATTCWR:<conn_index>, <srv_index>, <char_index>[, <desc_index>], <length> ‘

Response:

: |

PP > FOR AT RGP D8, BEIRHET DS AR, 4 8n KA EI 240 <length> [{ERT,
PITH AL

AR S, R -

OK

e <conn_index>: Bluetooth LE i#325-, JERl: [0,2].

o <srv_index>: {5575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RSH-ETF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].
* [<desc_index>]: FHEFIAFFTS

o HRCE, WG H AR RE

o HARWE, WS HRFHERIE.

o <length>: HHEKE. ASEWBUETER % gatts_data.csv 1 val_max_len Z4EH.

|

o [EHAMA, 52 5E T Bluetooth LE £
o T HPRIRSFHEAR LR HE, MR A “ERROR”.

il
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AT+BLEINIT=1 // f & : & P 5%

AT+BLECONN=0,"24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // ME W — 4 H# A WE WL K, # T index £

/) Bl BE 3 ERMEWE 4 FHME, EANKEHN 6 FEHEE, 4T
AT+BLEGATTCWR=0, 3,4, , 6

/) RE ST FERE, BN 6 FRMHKENT, o 1234567, REFHE N

3.4.31 AT+BLESPPCFG: #rif)/i¢ ¥ Bluetooth LE SPP £:%
A

e
Zvifi] Bluetooth LE SPP (Serial Port Profile) 4§

Py
A

AT+BLESPPCFEG?

W .

+BLESPPCFG:<tx_service_index>, <tx_char_index>,<rx_service_index>, <rx_char_index>,
—<auto_conn>

¢ B 5 E E Bluetooth LE SPP 24§

A\ .
"ﬂé’\'

AT+BLESPPCFG=<cfg_enable>[, <tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

W i <

OK

e <cfg_enable>:

« 0: HETH SPP 241, FHSHLHFES;

s I JFHSHEEEE.

o <tx_service_index>: tx R 4%
FIAT+BLEGATTSSRV? #51).

3

=, W & {TAT+BLEGATTCPRIMSRV=<conn_index>

o <tx_char_index>: tx f[g 4 45 1F /¥ 5, W] i f7AT+BLEGATTCCHAR=<conn_index>,<srv_index>

FIAT+BLEGATTSCHAR? #51f] .

o <rx_service_index>: rx fx % J¥ 5, H & {TAT+BLEGATTCPRIMSRV=<conn_index>

FIAT+BLEGATTSSRV? 251

o <rx_char_index>: rx [ 4 45 fiF ¥ 5, W 18 $7AT+BLEGATTCCHAR=<conn_index>,<srv_index>

FIAT+BLEGATTSCHAR? 75 .
o <auto_conn>: HEEAREN, BOATI T, HIEEREMIRE.
* 0: 2% || Bluetooth LE &% [ Zh I BE
* 1: fifif€ Bluetooth LE %% H S EIEIfE
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e

o X} Bluetooth LE %% i, tx ARSEFAE BN write with response B write without
response, 1X REFEFMEEHEVNE indicate B notify,

* XIF Bluetooth LE g 45#%, tx fRFHFHEBIELIE indicate B notify, rx fREFFHIEE LI
write with response B{ write without response,

« BT HSNEIEDIREG, WRIERET, SPURA BT ERE BN (KT AT+SYSMSG), R
H RN G MR T, HEWNE, S EIEE, MCU IR ERAR B ERA BT,
XSG MAC K2R T A8, N Je 2 i .

il

AT+BLESPPCFG=0 // E % Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // # & Bluetooth LE SPP % #
AT+BLESPPCFG? // & # Bluetooth LE SPP % ¥

3.4.32 AT+BLESPP: i A Bluetooth LE SPP Ei;
Wiihn

Tytie:
i3t A Bluetooth LE SPP 5=

P
iy

AT+BLESPP

W i ¢

OK

>

ikm R AT B4 A Bluetooth LE SPP 455X, 1] ASFAT8H8 1) & 3R R -
#: Bluetooth LE SPP R4S 1% ( XTi#E Bluetooth LE ¥4 #3537 J5 Al §E Notifications ), 3 [H] :

ERROR

B

* 1E SPP L, A RIEAT+SYSMSG Bit0 2y 1, W AT A& ATR i SPP B fF e .
* £ SPP &, A RUEAT+SYSMSG Bit2 2y 1, W AT A SAR AT BRES A H A R
* URGWEIREH +++ U, kbl 2R ay >, i 2 0% R H RN 4 AT @

%.

il

AT+BLESPP // ¥ N Bluetooth LE SPP # R
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3.4.33 AT+BLESECPARAM: #%ify)/i}¢ ¥ Bluetooth LE %55

iy

ke
#¥if] Bluetooth LE SMP [ %8 24k

s

AT+BLESECPARAM?

L)V

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>

OK

«
—

&
i

LI AL A
"D{>

&

¢ =3

1% & Bluetooth LE SMP % 2%k
il

=

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_

—option>]

W i :

OK

o <auth_req>: AFiER.
* 0: NO_BOND

* 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND
* <iocap>: Hii AfiihifE
* 0: DisplayOnly

* 1: DisplayYesNo

» 2: KeyboardOnly

* 3: NolnputNoOutput

* 4: Keyboard display

* <enc_key_size>: WYKL, SHGEH: [7.16]. AL

o <init_key>: ZA~HARN AR IRE S

o <rsp_key>: ZANLUHRR AL Y 254 .

» <auth_option>: 24\ EET :

o 0: B 2%

o 1o WURTCVEI R 2 BB L5590, MWt iEz .

Ll

A
o

o <init_key> fl <rsp_key> S L EMH AT -
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o Bit0: T3] HA3E EH A S S5 8 0 n 38 5 4 5

o Bitl: [Tl iR s A 2411 IRK 254 ;

o Bit2: T AW g bk IR Y 25 8 1) CSRK 454 ;

o Bit3: FIF 3l in 3 AR 25 417 link 254 ({HF Bluetooth LE 1 BR/EDR JEA7A5EK ) .

il

AT+BLESECPARAM=1,4,16,3,3,0

3.4.34 AT+BLEENC: % Bluetooth LE Jjii#i 2K

KT TR

’ AT+BLEENC=<conn_index>, <sec_act>

e <conn_index>: Bluetooth LE i&3:5-, JEH: [0,2].
e <sec_act>:

¢ 0: SEC_NONE;

e 1: SEC_ENCRYPT;

e 2: SEC_ENCRYPT_NO_MITM;

e 3: SEC_ENCRYPT_MITM,

(|

s AT, WARELESU. B 5XIT RS ERE.

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADDR?

AT+BLESECPARAM=1, 0, 16, 3, 3

AT+BLESETKEY=123456

AT+BLEADVSTART

// f# i Bluetooth LE & app 1 4 client 5 ESP32-C3 % & # i1 Bluetooth LE # ¥
AT+BLEENC=0, 3
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3.4.35 AT+BLEENCRSP: [n]53 %3 sk 4% 5 e i oo i ok

I A2 S0 i B 6 A AL AT RO i 2K

s

’AT+BLEENCRSP=<conn_index>,<accept>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
* <accept>:

o 0: E4;

o 1z,

Bl

o BERAR AT, AT ATERUAIER MRS LS

+BLEAUTHCMPL: <conn_index>, <enc_result>

e <conn_index>: Bluetooth LE i£325-, JEH: [0,2].
e <enc_result>:

o O IEECN B 5

o 1 AT R

il

AT+BLEENCRSP=0, 1

3.4.36 AT+BLEKEYREPLY: #3%fJ7 45052 %%

[l 52 B} 4]

Py
A

’AT+BLEKEYREPLY:<conn_index>,<key>

W

’OK
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
* <key>: TR,

Bl

AT+BLEKEYREPLY=0, 649784

3.4.37 AT+BLECONFREPLY: %5 miNgs R (58 mes)
LA

yiig:
[ 52 T X 245 24

s

’AT+BLECONFREPLY=<conn_index>,<confirm>

Wi i ¢

’OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
e <confirm>:
e 0: 5

o 11 B

il

AT+BLECONFREPLY=0, 1

3.4.38 AT+BLEENCDEV: #¢iggfi) Bluetooth LE Jjiiss 375 bl
A s

ik
i) 46 5E 1) Bluetooth LE J%5 15 £ 91 %

ke

AT+BLEENCDEV?

W )i :

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK
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S8
* <enc_dev_index>: T4} MIERES . MSHA—EE T AL AT+BLECONN Zxifi] ¥ Bluetooth

LE #3252 conn_index &%, JolE: [0,14].
* <mac_address>: MAC Hilil:,

(A
* ESP-AT iR Z AVFSIE 15 ke, WRIEM B SR 15 4, IR E i ff 5 SR

GEEMUT 0 B 14 SHUCHE 55 2 BT F R

il

AT+BLEENCDEV?

3.4.39 AT+BLEENCCLEAR: ji[4& Bluetooth LE Jis% %45 514

PATI %
ik
T 85 2 4 il P i A 15

A\ .
"Il/?\‘

’AT+BLEENCCLEAR

W i :

’OK

S

 <enc_dev_index>: O 45ENSMIERES .

hil

AT+BLEENCCLEAR

Espressif Systems 135 Release v2.3.0.0-esp32c3-716-g62fb703321
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 3. AT Ay d4E

3.440 AT+BLESETKEY: %' Bluetooth LE 5 At %55

o

- i iy 4

Bluetooth LE # AWK X H, H#ARE, W AT RE -1

’AT+BLESETKEY?

W i <

+BLESETKEY:<static_key>

i
N4 Bluetooth LE 7E#15 B —{~ Bluetooth LE E# 7S X 2541

A

’AT+BLESETKEY=<Static_key>

W

’OK

B8

o <static_key>: Bluetooth LE ##SHENT24H .

il

AT+BLESETKEY=123456

3.4.41 AT+BLEHIDINIT: Bluetooth LE HID #1444t
i A

yfig:
Frifi] Bluetooth LE HID 4] 1Ak 0L

Py
A

AT+BLEHIDINIT?

W
FARMMA, W AT R

+BLEHIDINIT: 0
OK
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HEWIIRI, W AT &[] :

+BLEHIDINIT:1
OK

SLEEL A A
BEmA

Yyt
Y44 Bluetooth LE HID i

"ﬂ4>°

’AT+BLEHIDINIT:<init>

Wi i <

[ox

S8

e <init>:
» 0: Bl Bluetooth LE HID s T 464 ;
o 1: #11G4L Bluetooth LE HID ¥ .

e

« Bluetooth LE HID J:¥%: 54 fl GATT/GAP 4[5 B F

il

AT+BLEHIDINIT=1

3.4.42 AT+BLEHIDKB: ‘% i% Bluetooth LE HID #3155

Dyt
8Si SR NS,

’AT+BLEHIDKB:<Modifier_keys>,<key_1>,<key_2>,<key_3>,<key_4>,<key_5>,<key_6>

Wi i ¢

[ox

o <Modifier_keys>: ZH {4,
o <key_1>: ##ICHS 1,
o <key_2>: ALY 2,
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o <key_3>: HE{UAY 3.
o <key_4>: HEUAY 4.
o <key_5>: HEUAY 5.
o <key_6>: H{{HY 6,

o A E S, 1525 Universal Serial Bus HID Usage Tables /] Keyboard/Keypad Page &7 .
o TS 10S PR A H., TR A T B i MFLAAGLE .

il

AT+BLEHIDKB=0,4,0,0,0,0,0 // B ANF 4 & "an

3.4.43 AT+BLEHIDMUS: %1% Bluetooth LE HID Uk KL

BrE
i
BRERFF7
e

’ AT+BLEHIDMUS=<buttons>, <X_displacement>, <Y_displacement>, <wheel>

o <buttons>: AR,

o <X_displacement>: X {iif%.
» <Y_displacement>: Y {iif%.
o <wheel>: E#,

]
o T HID [AnE K., i5% Universal Serial Bus HID Usage Tables [ Generic Desktop Page #1 Application

Usages 7,
o BfithAr 415 10S P ACH., IR TR LS EE I MFLIAGE.

il

AT+BLEHIDMUS=0,10,10,0
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3.4.44 AT+BLEHIDCONSUMER: ‘%1% Bluetooth LE HID consumer {5 5.

%1% consumer {2 B,

s

’ AT+BLEHIDCONSUMER=<consumer_usage_id>

W

’OK

» <consumer_usage_id>: consumer ID, [ power. reset. help. volume 4. {¥{¥ 1% 2% HID Usage Tables
for Universal Serial Bus (USB) %) Consumer Page (0x0C) &5,

st

o WA 10S UM ACH,, BB R R el MELAGLE.

il

AT+BLEHIDCONSUMER=233 // BB ¥ &

3.4.45 AT+BLUFI: JI )38k 4] BluFi
A

i BIuFi RS

Py
A

AT+BLUFI?

W i
# BluFi KJF)E, W[E] -

+BLUFI: 0

OK

# BluFi ©IT/E, Mk :

+BLUFI:1

OK
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EmA

&F

i
T B ] BluFi

O e
iy

’ AT+BLUFI=<option>[,<auth floor>]

Wi i :

[ox

BH

e <option>:
— 0: 5 [4] BluFi;
- 1: )3 BluFi,
* <auth floor>: Wi-Fi A, ESP-AT N2 482 B IEB AL T S {H ) AP:
- 0: OPEN (¥kiN);
WEP;
: WPA_PSK;;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;;
: WPA2_WPA3_PSK.,

|
NN kR W =

il

AT+BLUFI=1

3.4.46 AT+BLUFINAME: #xif)/i% ¥ BluFi &85 #4%
iy

ik
2¥f) BluFi 4§

A

AT+BLUFINAME?

Wi i ¢

+BLUFINAME : <device_name>
OK

)E’J

CEL A

i
B BluFi 54475

/e
ﬂﬂ4>‘
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’AT+BLUFINAME:<device_name> ‘

Wi % ¢

[ox |

o <device_name>: BluFi %454 %K.

st

AT ¥ E BWF B 4 FR, W AR AT AT+BLUFI=I fiy % Wl BB, 75 WRF 66 ) 3K A 44 R
BLUFI_DEVICE,

* BluFi W FRE RSN 26 717

* Blufi APP ] DAYE R I RN A R 3K

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.47 AT+BLUFISEND: % 1% BluFi Ji] ) 5 & U

’AT+BLUFISEND:<length> ‘

Response:

K > FoT AT Mg AFBRICER LUSC, UM AT DU KR, 48O K A5 B30 <Lengtn> HYfERT,
T4 4 A
PR, W

OK

S8
o <length>: KiK., Bfi7: P,
e

o B XEdRWK BT 600 Y.
o WS ESP YREITFHUL R H P B @ X8, I 42xPA +BLUFIDATA: <len>, <data> #&=HTHI,
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il

AT+BLUFISEND=4
/R ST FER, AN 4 FEFRREHRT, o m1234n, ABRKELHEFTRESL FAMN

3.4.48 AT+BLEPERIODICDATA: i Bluetooth LE JS IV ) Rk &ha

TCE R R A

2 A
O

’AT+BLEPERIODICDATA:<periodic_data>

W] 2

* <periodic_data>: JSIPEHREE, S 16 BRI AR BN, A AHBCE) T R “0x11 0x22 0x33
0x44 0x55”, Né4A AT+BLEPERIODICDATA="1122334455",

il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.449 AT+BLEPERIODICSTART: J| )3 )5 01k &
PAT @A

rtig:
FFE AT 175

fir 4

’AT+BLEPERIODICSTART

Py Jif =

’OK

|

cHEJF M M M T W2 E, ® R BR Y RE VR EXE N
ADV_TYPE_EXT_NOSCANNABLE_IND,
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il

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // % B & 8 M % % 4
AT+BLEADVPARAM=32,32,5,0,7,0 // BV E 5%
AT+BLEADVSTART // FE¥ B #

AT+BLEPERIODICSTART // F B A M %

3.4.50 AT+BLEPERIODICSTOP: {5 1k 01 ) Rk W) 2B

2N

’Z—\TJrBLEPERIODICSTOP // fE 0k B BT

3.4.51 AT+BLESYNCSTART: JI i3] 26 R 00PE ) 8

)y

N

R

&

itig:
S IEAEGEAT R R TR A

oz

AT+BLESYNCSTART=<target_address>

o] i 2

+BLESYNC:<addr>, <rssi>, <periodic_adv_data>
OK

o <addr>: i%#5Hbdk

o <rssi>: {555

* <periodic_adv_data>: J&1%: ) #EHRE
i

o AETTIE IR $E R 2 AT, T 2R FF Bluetooth LE i ShBEFF2EEAT -
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il

AT+BLEINIT=1
AT+BLESCAN=1 // FH#HE
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH AW & FHF

3.4.52 AT+BLESYNCSTOP: {5k 5301k ) #& v 20
Wiidn s

itig:
5 1k B R R A TR

[t

’AT+BLESYNCSTOP

W] 7 2

[ox

Bl
o QIR HF BLE S I RE M, A8 A ML) $E ) A2 S e B e B s ok .

Zy |

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.53 AT+BLEREADPHY: 4 ify 24 E£:08 HIiY) PHY
B

itig:
Y iR A ) PHY .

e

AT+BLEREADPHY=<conn_index>

] 7 2
QA ), R

+BLEREADPHY :<device_addr>, <tx_phy>, <rx_phy>
OK

WERARNG, R[]

+BLEREADPHY : -1
OK
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BH

o <device_addr>: X uii5 & ikl
o <tx_phy>:

e 1: IMPHY.

2: 2M PHY.

¢ 3: Coded PHY.

e <rx_phy>:

e 1: IMPHY.

2: 2M PHY.

3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // Z i % #f #% ¥ # PHY

3.4.54 AT+BLESETPHY: & %R PHY

BE Y HEREN PHY .

xS

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

] o7 2
WRAR ALY, R[]

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

PUE Sicn PNV @SR

+BLESETPHY: -1
OK

o <device_addr>: SJupik gl
e <tx_rx_phy>:

e 1: IMPHY

e 2: 2M PHY

¢ 3: Coded PHY

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0
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3.5 MOQTT AT A4k

o« N2

o AT+MQTTUSERCFG: % MQTT | )@

o AT+MQTTLONGCLIENTID: & MQTT % Fiif ID

o AT+MQTTLONGUSERNAME: & MQTT %t ] F1 44
o AT+MQTTLONGPASSWORD: '8 MQTT % it %57

o AT+MQTTCONNCFG: %8 MQTT & /8 H:

o AT+MOQTTALPN: %% MQTT & 27 (ALPN)
* AT+MQTTSNI: ¥ MQTT fiR 555 %4 Frd57~ (SNI)

o AT+MQTTCONN: %1% MQTT Broker

« AT+MQTTPUB: %7 MQTT Ji . (F4F)

o AT+MQTTPUBRAW: %7i¥ MQTT ji4 4

o AT+MQTTSUB: 1] MQTT Topic

o AT+MQTTUNSUB: HUj477 1% MQTT Topic

o AT+MQTTCLEAN: WiFF MQTT %4

o MQTT AT 4432 45,

o MOTT AT %

351 &

W B AT [EPF SRR B0 NPT A AT fird. WPRECR T 2 ESP32-C3 30 MQTT 4, 5 H
FrémiF ESP-AT 142, {e8f AP T B T AR Lk

e # /] Component config->AT->AT MQTT command support

3.52 AT+MQTTUSERCFG: ¥ MQTT H yf1)gth:
BEmA

i
HeE MQTT H sk

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

Wi i ¢

OK

ZH

e <LinkID>: 4Hi{{ % $¥F link ID 0,
¢ <scheme>:

— 1: MQTT over TCP;

— 2: MQTT over TLS (AREIHIE ) 5

: MQTT over TLS (56 server IF5)

: MQTT over TLS ($243t client §IE43) ;
: MQTT over TLS (#:54; server iIE-5 3 H Ak client IE45) ;
: MQTT over WebSocket (%:F TCP);

|
AN B~ W
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— 7: MQTT over WebSocket Secure (3T TLS, AIGIES);
— 8: MQTT over WebSocket Secure (LT TLS, L server E45);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client IE45);
— 10: MQTT over WebSocket Secure (ET TLS, ®:5& server IF-If HE2HE client IE).
o <dclient_id>: MQTT %/ 3 ID, Ak iE: 256 547,
e <username>: {44, H%?Z{‘Bﬂj MQTT broker, fr kK /E: 64 FF,
o <password>: #H, & MQTT broker, KK E: 64 %y
o <cert_key_ID>: {35 ID, HpujESP-AT {3 #—%& cert ik, Z%0H 0.
« <CA_ID>: CAID, Hiif ESP-AT {342 CAIE, SE0H 0.
» <path>: BEJEEKAE, HORKEE: 32 F5.

o Bk AT B BN REE T 256 75,

o QN5 <scheme> FLEH 3. 5 8\ 10, A TR S 2R EUE AR, 157 & EAT+MOTTCONN fiy
AHiAf Pk ESP32-C3 L ARERE Y i E] . (#50T PAKIEAT+CIPSNTPCFG 4 KIS SNTP, FRH(Y4
HIFFE], K IEAT+CIPSNTPTIME? iy 425 1A 24 B s 1A] . )

3.53 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID

R FR AT £ HEI MQTT % P 1D, LN T DU A% P38 1D, % AT BelcSI% P
ID KJFiKF| <length> 5, &[H:

OK

ZH

e <LinkID>: 4Hi{Y % $F link ID 0,
« <length>: MQTT %& P ID K3, JifEl: [1,1024].

Bl

* AT+MQTTUSERCFG fip %] DA MQTT )73 1D, 35 2 [ 22 51 (4 -
— AT+MQTTLONGCLIENTID 754~ 5] DA JF 5K 1% BRI X 8 K 1% P 1D, R AT+ MQTTUSERCFG
MK Z I
— RAER EAT+MQOTTUSERCFG J5 Fi{#i il AT+ MOTTLONGCLIENTID.
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3.54 AT+MQTTLONGUSERNAME: ¥ MQTT %k )y 144
B

i
WE MQTT I 44

s

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W

OK

>

i) IR AT SR Gl MQTT I P45, MEATERTT DA% A MQTT I F4%, 24 AT #:43i MQTT
AP ZKEIRF| <length> J5, &M

OK

B

e <LinkID>: 4§i{{ % $¥# link ID 0,
o <length>: MQTT "4 KJF. Ju: [1,1024].

el
o AT+MQTTUSERCFG &AW DL E MQTT H 74, — &2 i HafE:
— AT+MQTTLONGUSERNAME x4 7] DA Sl i EAHNT S K 10 ) 745, AT +MOQTTUSERCFG fiy

K EEZ IR
— VAEE B AT+MOQTTUSERCFG J5 T4 Jl AT+ MOTTLONGUSERNAME ,

3.5.5 AT+MQTTLONGPASSWORD: #¥¥ MQTT % 86
BEEm A

itk
B MQTT %Y

s

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W i <

OK

>

ik FOR AT SR LI MQTT %Y, IHF T AR A MQTT %515, 4 AT #:IkFIf) MQTT %%
KRS <length> J5, &[H:

OK
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BH

« <LinkID>: 4i{¥ 3745 link ID 0.
» <length>: MQTT 3K &, JEF: [1,1024].

B

* AT+MQTTUSERCFG fp -] AU MQTT %51, 35 2 [A) ) 22 HAL 45 -
— AT+MQTTLONGPASSWORD W] DA H SR B BAHRT B K %1, AT+ MQTTUSERCFG it
BEZIR;
— VA B AT+MQTTUSERCFG J5 T Fil AT+ MOTTLONGPASSWORD.

3.5.6 AT+MQTTCONNCFG: % MQTT &8k

B MQTT ##2 g1

e

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

o <LinkID>: 437{¢ 4% link ID 0,
o <keepalive>: MQTT ping #BHIHFE], By #b. JERE: [0,7200]. BRIAE: O, £@imEInch 120 7.
+ <disable_clean_session>: %% MQTT jFH S iEIrE, A X ZSHNEZ(EEi#ES % MQTT 3.1.1
M Py Clean Session 2577 o
- O: fHRETE PR &E
- 1 B E
o <Iwt_topic>: j5ilE topic, KK : 128 7.
o <Iwt_msg>: j5UE message, m[AKE: 128 FI5.
o <Iwt_qos>: i5iliE QoS, ZH(m[ik 0. 1. 2, BRiME: 0.
o <Iwt_retain>: j5UF retain, ZHn[¥E 08 1, BHAE: 0.

3.57 AT+MQTTALPN: %% MQTT )2 (ALPN)

B A
e
B MQTT BLFE AR (ALPN)
e

AT+MQTTALPN=<LinkID>, <alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">]

W
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OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,
 <alpn_counts>: <” alpn” > S M. JEE: [0,5].
~ 0: % MQTT ALPN it %
~ [1,5]: %% MQTT ALPN il &
o <”alpn” >: FRFERESH, FIR ClientHello 1) ALPN, H] Rl PAKIEZ A~ ALPN BB RS54

e
o B AT fr S KIER/NT 256 A7,

o HA77F MQTT £ T TLS 5 WSS i}, MQTT ALPN B A £ 2E 5.
. ﬁji&iﬁﬁAT+MQTTUSERCFG JE i F§ AT+ MQTTALPN .

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: ¥ MQTT IR 4525 #Fkismn: (SNI)

B
WH MQTT %5 75 44 i 2% (SND)
e

’AT+MQTTSNI:<LinkID>,<"Sni">

o <LinkID>: 4pif¢ 3 #% link ID 0.,
o <” sni” >: MQTT RE284Frdes. Aal ATE ClientHello HopH: % 136 2 IR 45 38

st

o B AT KB /INT 256 2717
o HUATE MQTT 2T TLS 5 WSS i}, MQTT SNI FFE: A& 434,
o WAL EAT+MQTTUSERCFG J5 Fidi il AT+ MQTTSNI .
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il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com", "ntp2.aliyun.com"

AT+MQTTUSERCFG=0, 5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

3.59 AT+MQTTCONN: #4$: MQTT Broker
A%

Zrif)) ESP32-C3 %45 2 1% 321 MQTT broker

Py -
iy A

AT+MQTTCONN?

Wi i :

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>

%382 MQTT Broker

P e
"ﬂ4>‘

’AT+MQTTCONN:<LinkID>,<"host">,<port>,<reconnect>

Wi % ¢

’OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,

o <host>: MQTT broker 3844, KK 128 F37,

e <port>: MQTT broker 551, K : 65535,

» <path>: FEJERKAE, HORKEE: 32 5.

* <reconnect>:
- 0: MQTT K HZhE %, WIH MQTT @ 7 45 fi KT, W JG P-4 i B i 142

EHREKIRAT+ MOTTCLEAN=O fin 2 TH B B, EHNCE S5, HELimiEe:.

- 1: MQTT B &%, SHFEREZHNEEE.

o <state>: MQTT IRFES:

0: MQTT AA14H 1k :

1: BB AT+MQTTUSERCFG;;

2: BB AT+ MQTTCONNCFG ;

3. R

4: O IERE

5: ELiEH:, [HRITH topic;
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3.510 AT+MQTTPUB: %4 MQTT jijkl (

ML

¥

KF
g

i
topic ﬁ?ﬁ MOQTT AP E . WERERA N B R 2, C il T 8% AT 54

biiBul

- 6: B, Bl topic.
<scheme> :

— 1: MQTT over TCP;
: MQTT over TLS (AHIIEH);
: MQTT over TLS (R:56: server IF)
: MQTT over TLS ($441L client JE45) ;

2
3
4
5
— 6: MQTT over WebSocket (T TCP);
7
8
9
1

[y

BE 256 F7, 5l FHAT+MQTTPUBRAW i,

“ﬂ4>

2 S

R

: MQTT over TLS (#:54 server ilE-F5 7 H ik client IE4 ) ;

: MQTT over WebSocket Secure (ET TLS, ARIGUFF);

: MQTT over WebSocket Secure (E:T TLS, R server IF);

: MQTT over WebSocket Secure (T TLS, #4ik client JE45);

0: MQTT over WebSocket Secure (3T TLS, 4 server 3IE 357 HAZME client E45) .

Hi)

R

’ AT+MQTTPUB=<LinkID>, <"topic">,<"data">, <gos>, <retain>

W % <

[ox

il

<LinkID>: 43¢ 34 link ID 0.
<topic>: MQTT topic, FxKKJE: 128 37
<data>: MQTT F/5EEE .

<qos>: KTIHEM QoS, SH(nik 0

<retain>: X 1[j retain,

5% p DMK AR 256 5.
ES

1. B2, BHAME: 0,

AT
A AR ACR TR \O, HTE AL, W AT+ MOTTPUBRAW fir .

AT+CWMODE=1
AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,

1,"ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0
AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"",0,0
“KERGAH, FEERAKAFAREFTEH L.

/7
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3511 AT+MQTTPUBRAW: % fiK MQTT j§5.

B
i topic %Ak MQTT JEL. HIREEATH SATRIR AR D, FRT 4 AT MK IR 256
A, AATAMH AT+ MOTTPUB fir-.

AT+MQTTPUBRAW=<LinkID>, <"topic">, <length>, <qos>, <retain>

Wi % ¢

OK
>

FP5 > FOR AT RGP D8, BEIRMERT AR AR, 2 8i KA EI 240 <length> [ERT,
BAR et .

Atk s, W AT i a :

’+MQTTPUB:OK

RN, W AT i [a] -

’+MQTTPUB:FAIL

B8

<LinkID>: (¢34 link ID 0,

<topic>: MQTT topic, FZ KA 128 F7.

<length>: MQTT 5 S, [ ESP32-C3 451 e KK B A2 2 W AR BR ] .
<qos>: KIHER QoS, Sk 0. 1. Bi 2, BAA: 0.

e <retain>: &1 retain,

3.5.12 AT+MQTTSUB: iJ[g MQTT Topic
it &

Jyiig:
i E 1T FURY topic

s

AT+MQTTSUB?

W 7 :

+MQTTSUB: <LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB: <LinkID>, <state>, <"topic2">, <qos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK
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EmA

&F

i
W4 E MQTT topic FUHE QoS, SZHFFIT 2 topic

O e
iy

’AT+MQTTSUB:<LinkID>, <"topic">, <gos>

Wi i :

[ox

2 AT ZA S T HAY topic Y MQTT R, & [H]:

+MQTTSUBRECV:<LinkID>, <"topic">,<data_length>,data

A AT P % topic, MR [a|:

’ALREADY SUBSCRIBE

BH

o <LinkID>: 4737/ 3% 4% link ID 0,
o <state>: MQTT JIRZS:

- 0: MQTT K#JhH1k;
1: BB AT+MQTTUSERCFG;
2: BB AT+ MQOTTCONNCFG;
3 W
4: BRI
5 B, HARTI T topic;

- 6: i%#E, TiTH MQTT topic.
* <topic>: V][ topic.
e <qos>: A QoS.

3.513 AT+MQTTUNSUB: HLii§iJ g MQTT Topic

gﬁ

S

i
F R BGH T A opic, W24, PABGHIT AR topic.

P
"ﬂ<>‘

’AT+MQTTUNSUB:<LinkID>,<"topic">

Wi i ¢

[ox

A ARV i % topic, N A :

NO UNSUBSCRIBE

OK
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BH

« <LinkID>: 4i{¥ 3745 link ID 0.
« <topic>: MQTT topic, F KK : 128 7.

3.5.14 AT+MQTTCLEAN: Wil MQTT ¥

B

&F

i
Wit MQTT 842, BEHwIE.

P
iy

’AT+MQTTCLEAN:<LinkID>

W

[ox

BH

e <LinkID>: Y4Hij{{ 7 #F link ID 0,

3.5.15 MQTT AT &A%

MQTT 4%i%f5 DL ERR CODE: 0x<%08x> JERATEHI,

SEIRER SRR
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_ WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
Todkst
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x2-ZFn
SEIRFER $EIxRAD
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT _MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT _MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_ WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
TREE:
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R2-ZIW

HHiRIEE B
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.5.16 MQTT AT #:1]

o ki, AT MQTT 68 7E 10 by, {HAT+MQTTCONN 4 Fhh. Blan, s hmeass
A LW, A AT+MQOTTPUB 2345 10 # NI, {HAT+MQOTTCONN fiy 445 M 25 R AN IS DL
A 6 75 B 22 s [) FH R SA  f0..

o UNRAT+MQTTCONN ;23T TLS 4z, B L n i i e 10 F5, D) A8 i e fe) 2> M H 2 T
B LR AR K.

o 24 MQTT #3:W 0, 23878 +MQTTDISCONNECTED : <LinkID> Ji§E..

o 4 MQTT E#:E W, &#E/8 +MOTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JH & .

3.6 HTTP AT &4k

o 4B

o AT+HTTPCLIENT: %% HTTP % FIiik sk

o AT+HTTPGETSIZE: #:Ht HTTP % JE K /)N

o AT+HTTPCGET: 3RE{ HTTP %I

o AT+HTTPCPOST: Post 57 K ) HTTP %4
o AT+HTTPCPUT: Put }57 K & HTTP $d

o AT+HTTPURLCFG: ¥£'8E/3-EUK ) HTTP URL
o AT+HTTPCHEAD: %% /%5 HTTP 53k 3L

o HTTP AT 443275

361 ¥

WY BN AT [ SR TUE R r A AT fird. R EORTE B2 ESP32-C3 S HTTP iy, i H
1147% ESP-AT 142, (eS8 TP TS LA e

e # /] Component config->AT->AT http command support

3.6.2 AT+HTTPCLIENT: ‘%3% HTTP %5 i oK

=

=

=

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">] [,<"http_reqg_header">][,<"http_reg _header">][...]

W i <
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+HTTPCLIENT:<size>, <data>

OK

o <opt>: HTTP %& il K5y
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
— 5: DELETE
o <content-type>: % iR EIEISHY
— 0: application/x-www—form—-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3: text/xml
o <” url” >: HTTP URL, )51 <host> fl <path> ZECATH, ASHSHANEHXW NS
e <” host” >: 45k IP Hidik.
* <” path” >: HTTP §§4%,
 <transport_type>: HTTP & i fl | BRIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> /g POST 3K i}, ASHCHKikss HTTP G545 00%dE. 4 <opt> A2
POST if3Kki}, XMSERFE (W2, AFEM A S RERAXNSE) .
o <” http_req_header” >: A] KELZ NG R LGRS,

o NSRS E URL 325 an K BRI T 256 =277, il 56 AT+ HTTPURLCFG i 4 Tt & URL,
SRIGA AT Y <"url"> ZEHEREN ",

o W url ZHORHE, HTTP i fe i B 28 host S50 path 28 WA url S5
W FAFER S, HTTP & s host SR path Z%K.

o JRLE R B MR ERIACR SCRE HTTP % P fin 2 (FEAG 3 WWESP-AT B # 2 5F) , H @ W] ad A
THAMFHE T HiZm4: . /build.py menuconfig > Component config > AT > AT http
command support, RJGHIFEIH (FEEE W AxsmiF ESP-AT 1.42) .,

o ZIGSASCEE URL FEE ], fEARIUEI R S5 4R [l R ASAS 301 GRAPEE @ 1)) 80 302 (I
HE M) AL H LR URL Hidik . 8007 A A 26 T B ARICE 7 A9 S5 B URL, K538
AT

o WERALE <"data"> SHIWEE K SRR T 256 Y, W AT+HTTPCPOST A4 .

o FXEWELY HTTP i53R:3L, M JAT+HTTPCHEAD i34,

il

// HEAD #
AT+HTTPCLIENT=1,0,"http://httpbin.org/get", "httpbin.org","/get", 1

// GET i K
AT+HTTPCLIENT=2,0,"http://httpbin.org/get", "httpbin.org","/get", 1

// POST & k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—field2=value2"

Espressif Systems 158 Release v2.3.0.0-esp32c3-716-g62fb703321
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 3. AT Ay d4E

3.6.3 AT+HTTPGETSIZE: 0 HTTP FEj5 kb

v

H

N

B

¥

A

=

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZAK/DN. AL FA7, BRAME: 2048, FEH: [0,10240].
o <rxsize>: HTTP B ZELFI/N. BN 7. BRIME: 2048, JEHE: [0,10240],
o <timeout>: [WZGHIN;. FAf7: ZFb. BRHAE: 5000, JEFEE: [0,180000].

o <size>: HTTP &FFE /N,

e
AR URL (R A an M KT 1 256 7Y, i Jofli HAT+HTTPURLCFG fiy % Hifid & URL,

RIFAR SR <"url"> SUHEREY "
« HRGSBE HTTP HR 3k, AT+ HTTPCHEAD fr 4.

il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.6.4 AT+HTTPCGET: 3KI{ HTTP %5

yLEE A
BEmA
Wi

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i :

+HTTPCGET:<size>, <data>
OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZBIFI/N. BN F347. BRIAME: 2048, JEMH: [0,10240].
o <rxsize>: HTTP BURZELFI/N. BN 7. BRIAME: 2048, JEHE: [0,10240].
o <timeout>: [WZGHIN;. FAf7: ZFP. BRHAfE: 5000, JEFEE: [0,180000].
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e
ARt URL (R A A MK HE 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hifid & URL,

RIGAR I <"url"> SHEHEEBREN "".
o QARGARBCE HTTP 355Kk, W5 AT+HTTPCHEAD fis %35 .

3.6.5 AT+HTTPCPOST: Post 5 K5 HTTP £

By

B WA

s

=

>/?"\:

AT+HTTPCPOST=<"url">,<length>[, <http_reg header_cnt>][,<http_reqg header>..<http_
—req_header>]

Wi ¥ *

OK

>

P45 > Fn AT HER IR N8, BUI T DA AR, A4 8s KA FI 280 <length> MY(EIT,
(i BIR R

Ak, MR :

’SEND OK

Esxis PNV IPE T

’SEND FAIL

B

e <” url” >: HTTP URL,

¢ <length>: 75 POST (1Y) HTTP FHi BE . S R BESE T R G0 ] 4 B A HE S (8] R/
+ <http_req_header_cnt>: <http_req header> ZEEE .

* [<http_req_header>]: HTTP 5Kk, W A EZ AN K LA RS % .

Bl
* AR URL YRS MR 1 256 747, i AT+ HTTPURLCFG 1% Filic & URL,
RIEAA L L <"url"> SHEHELEN ",

o ZAa A M) content-type BRIAZEHLH application/x-www-form-urlencoded,
o WRGEAHBEE HTTP 53Kk, & AT+ HTTPCHEAD i % & .

3.6.6 AT+HTTPCPUT: Put 5% Ky HTTP %

=

=

AT+HTTPCPUT=<"url">, <length>[, <http_req header_cnt>] [, <http_req header>..<http_req_
—header>]

W i ¢
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OK

>

Fi5 > 8 AT HERSFHCR 8, U T DA AR, 2488 KRB S 40 <length> HIEIT,
efITiR .

o ek iy, R fa -

’SEND OK

AR, MR m]:

’SEND FAIL

S

<” url” >: HTTP URL,

<length>: 75 Put ) HTTP £l . SR KBS T R G0 AT 40 B B 2 [ R/
<http_req_header_cnt>: <http_req_header> S E.
[<http_req_header>]: HTTP K3k, R &ZikL KRB IRS 25

B
MR URL (R A ar M KT 1 256 7Y, i S fli AT+ HTTPURLCFG iy % Fific & URL,

SRIGAT B <"url"> SEFEEREN "".
o QIR E HTTP 3Kk, i JHAT+HTTPCHEAD iy 5B

3.6.7 AT+HTTPURLCFG: ¥ /MK HTTP URL

iy

e

A

AT+HTTPURLCFEG?

W i <

[+HTTPURLCFG:<url length>,<data>]

P > 2 AT HES IR 8, BERHERT DA A URL, M8l K EEIAFI 24 <url length> [
(I, RGLR[M
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SET OK

ZH

 <url length>: HTTP URL K J&., Bifii:
— 0: j& HTTP URL Jii% .
— [8,8192]: & E HTTP URL Jit & .
« <data>: HTTP URL 4.

+
<

3.6.8 AT+HTTPCHEAD: % /4y HTTP i3k kL
Rl

Py -
iy A

AT+HTTPCHEAD?

Wi i ¢

+HTTPCHEAD: <index>, <"req_header">

OK

)E’J

CELN A

A

AT+HTTPCHEAD=<req_header_len>

Wi 3% ¢

OK

>

B9 > Fon AT HE T AT a4 D8, BEIFGn] DU A HTTP 53Rk 3L (R0 key: value JB
X)), BEIRKELHSH <req_header_len> [K{HEA}, AT iRA|:

OK

+ <index>: HTTP 3Rk 1&5|MH.

+ <” req_header” >: HTTP i3k,

+ <req_header_len>: HTTP ifsR3LKF, BAfi: 595,
- 0: JERITH CIRER HTTP 5Kk
- HAhfE: BE—F HTTP 3Kk .

st

o A —W HEERE — HTTP iRk, HuDAZWRBE., 2 AP HTTP #5k 3k,

o RAYAHEE HTTP RG24 /ER, —HIRE, Frff HTTP B2 # S i ix seigoRk 3k .

o AR EER HTTP 33Kk Hi key AR AIHE HTTP @y A0 R 5 ) key A, T4 4
A s E % HTTP 55k 3k,
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il

/1 BB E KK
AT+HTTPCHEAD=18

/1 EKRCE S FEE, MANTH Range Rk, THFXRMM 256 MFF.
Range: bytes=0-255

// T #& HTTP % &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
—html"

3.6.9 HTTP AT (%563

o HTTP % Jifi:
HTTP & FimtEixeS | 58
0x7000 AR TN
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
o HTTP fRR55%s:
HTTP fRs5=aiEiREg | iR
0x71f4 Internal Server Error
0x71f5 Not Implemented
0x71f6 Bad Gateway
0x71£7 Service Unavailable
0x71f8 Gateway Timeout
0x71f9 HTTP Version Not Supported
* HTTP AT:

— AT+HTTPCLIENT fiy & 45 iR/ 0x7000+Standard HITP Error Code (WZH x
Standard HTTP/1.1 Error Code [#){Z 5., %% RFC 2616).

— fHlhn, # AT {FJE ] AT+HTTPCLIENT fy 20t %] HTTP error 404, <R[\ 0x7194 44i%15
(hex (0x7000+404)=0x7194),

3.7 XPE&RSE AT w24
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. {I\éﬂ

o AT+FS: CIF&RGHAE
o AT+FSMOUNT: #1125

371 v&i

B BRIAR AT B SRR R AT @54 WHERETE 2 ESP32-C3 2 s LR G m4, iEH T
¥ ESP-AT 142, 1E55 A0 TR B e :

e |3 Component config->AT->AT FS command support

3.7.2 AT+FS: R4

%

i

AR
At

EP

’ AT+FS=<type>, <operation>, <filename>, <offset>, <length>

Wi i *

[ox

BH

o <type>: HTHI{L 3 FATFS

- 0: FATFS
¢ <operation>:

- 0: JHERSCHE

-1 Xl

-2 otk

- 3 AW RN

- 4 AW T S, HEACCRRE

o <offset>: bl , (NEMXT RS EAERE:
o <length>: K, (UEXHEEHAERE

L]

o Ky BN SUE RS . AT+FS U RGEAESE NG, TR ZVE WU AT+ FSMOUNT=0 fiy 4]
O RS, AR E RAM %5[H] .
o [ A &5 hesk at_customize.bin, H4H(FE 7S ESP-IDF 43 [X 3% fildefT B 2 L4 X .

o FEEHEIRKE j(?;kﬁj(fﬁ?j(/]\ AR ] S B4 2 R 0 o
* ¥4 <operator> Fwrite B, RFEIENILS G EHATIRE] >, HUAHETT DA A B S 1 5dE, 4L
K E N 5 <length> —3,

il
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/) B EANS X

AT+FS=0,0,"filename"

/) EENXHERE R 100 KEN 10 FF
AT+FS=0,1,"filename", 100,10

/) RNEASX B RAE A 0 AER 100 FF
AT+FS=0,2,"filename", 0,100

/) Bl ARE KT AR X

AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: H:#/HZ FS X125

Bra

-t

’ AT+FSMOUNT=<mount > ‘

i)
= |
¢ <mount>:
- 0: HHIZk FS (R4
- 1 8 FS RS
B

o AT+FS SCPFRGMESERUR, SIS AT+ FSMOUNT=0 iy 4 EIBSCIE R G, ROk
i RAM 7S],

il

/) FHAEXM AR

AT+FSMOUNT=0

/) FHERXMHRA

AT+FSMOUNT=1

3.8 WebSocket AT iy 245

43

AT+WSCFG: TiL&: WebSocket 24§
AT+WSHEAD: % /7% WebSocket i# 3K 3k
AT+WSOPEN : Zih)/¥TFF WebSocket 443
AT+WSSEND: [ii] WebSocket 132 & 1% 5
AT+WSCLOSE: 5[4 WebSocket %3
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381 ¥

g BOAR AT B SR U R AT 4. Q2R F5 2 ESP32-C3 S WebSocket fi %>, 1 H
174 ESP-AT 142, (e TP TE TAR HLERE

e |3 Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [iLE WebSocket 2%}

B A4
e o N
“D4}'

’AT+WSCFG:<link_id>,<ping_intv_sec>,<ping_timeout_sec>[,<buffer_size>}

W i :

[ox

5y

’ERROR

o <link_id>: WebSocket %2 ID, JEMHE: [0,2], BPHKZH: = WebSocket j##%,

» <ping_intv_sec>: %% WebSocket Ping [8][§. EA{7: #b. JOE: [1,7200]. BRiA{E: 10, BP: &FE
10 Fb A& i%—1k WebSocket Ping 4.

* <ping_timeout_sec>: WebSocket Ping #f. BAf7: #b. JEFE: [1,7200], BRA{E: 120, HP: 120 #b
S ) WebSocket Pong i, I 3 ] e

» <buffer_size>: WebSocket ZEr X /N, BAf: F7. JEEE: [1,8192]. BRIA(E: 1024,

e

o P4 W AEAT+ WSOPEN 2 Hilit B, HMIARSAER,

il

// B E link_id 4 0 B WebSocket #¥ ¥ W Ping KB W E A 30 #, #HE 60 #, ZWHR._
4096 F ¥
AT+WSCFG=0, 30, 60,4096

3.8.3 AT+WSHEAD: P:¥/#xif) WebSocket i 2K 3k
A

A

AT+WSHEAD?

L)V

Espressif Systems 166 Release v2.3.0.0-esp32¢3-716-g62fb703321
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 3. AT Ay d4E

+WSHEAD : <index>, <"req_header">

OK

v

o

N

B

¥

A

=

AT+WSHEAD=<reqg_header_len>

W i <

OK

>

TF5 > FR AT HEA T2 AT 4 8, BEIHEE] AR A WebSocket 153K 3k (3K 3k key: value
ER), BEIRKIEIRFIBE <req_header_len> [fHI, AT iR[H|:

 <index>: WebSocket {3k LHIRT[{H.

* <” req_header” >: WebSocket i# 3Kk

+ <req_header_len>: WebSocket iR JF, B FT.
- 0: JEFRFITA I E R WebSocket 3Kk .
— AR BE—H WebSocket 13K 3k .

Bl
o g —I HAEIRE 1> WebSocket i 3Kk, HATDAZUCBCE., SCHFZ AR 1) WebSocket 173K 3k «

o ARA ATt B 1Y) WebSocket #5>R 3k B4/, —HEE, T WebSocket [ iy SHl £ iy i 2L 5K

il

// & B E Kk

AT+WSHEAD=49

/) EWE ST FEE, AL TH authorization iF K %k
AUTHORIZATION: Basic QTIzMzIyMDESOTk6MTIzNDU2Nzg=

// 3T FF — | WebSocket % #
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvR1elD3eiVjgZ9VRiaV&notify_self"

3.84 AT+WSOPEN: #ify/¥T7H—/4> WebSocket j4:42;
A iy 4

Py -
iy
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AT+WSOPEN?

W] 7. <
MRS, AT &[]

+WSOPEN:<link_id>, <state>, <"uri">

OK

UPA LR, AT &1

OK
BArA

AT+WSOPEN=<1link_id>,<"uri">[,<"subprotocol">][,<timeout_ms>] [, <"auth">]

W i :

+WS_CONNECTED:<1link_id>

OK

Y

ERROR

o <link_id>: WebSocket %4 ID, M : [0,2], HI&HKZ#H: =4 WebSocket i##%,
o <state>: WebSocket LIRS .
— 0: WebSocket i#E#:E X .
1: WebSocket 13 IFfFH 1%,
2: E.7tsr WebSocket £ .
3: $2Ii WebSocket Pong i 5 e UE LR 2, IEAESRIEIE.
- 4: CULEIR A im WebSocket SEPAT, TEFE A& 3% 5 MR 5545 -
o <” uri” >: WebSocket IR & #5155 — EIRFRIFSE.
e <” subprotocol” >: WebSocket T-}¥ (&% RFC6455 1.9 &75),
* <timeout_ms>: 73/ WebSocket 7 3% (R ] . {7 : ZFP. JEFE: [0,180000], BRIA{E: 15000,
¢ <” auth” >: WebSocket 54X (Z:% RFC64554.1.12 F17),

il

// uri B % Kk B T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDVR1el1lD3eiVjgZ9VRiaV&notify_ self"

3.8.5 AT+WSSEND: [n] WebSocket ¥+ % ik B

v

¥

L

)4\-

Wi
A

=
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AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

W

OK

>

ik ma R s AT EME A AT port BEs, BURF ] DA AEHE , 24 AT 2003 /) B K B ik 3
<length> 5, FEfEHmtin.

USRS TR BB AR i I BB, aR [l -

’ERROR

URBE e ey, R[]

’SEND OK

S

e <link_id>: WebSocket %3z ID, i : [0,2].
o <length>: KEMEIEKE, A FA7. W RIEN IR KK EHAT+ WSCFG H1f) <buffer_size>
I 10 FIZRGE W] A Be A s (R NE R eE - (BT i/ IME) «
* <opcode>: Ji%[#) WebSocket fiii'[#] opcode. i : [0,0xF]. ERINE: 1, RJ text i, 1#Z% RFC6455
5.2 FAT TR 211 opcode.
— 0x0: continuation i
— O0x1: text i
— 0x2: binary i
— 0x3-0x7: FHE IR SR E
— Ox8: 4z KA
— 0x9: ping M
— OxA: pong I
— OxB - OxF: A g5l &
o <timeout_ms>: K iLHBIFIFE]. B 2R, JERE: [0,60000]. ZRIA(E: 10000,

3.8.6 AT+WSCLOSE: Y:[i] WebSocket ¥

=

=

’AT+WSCLOSE:<link_id>

o <link_id>: WebSocket i£3Z ID, JulFE: [0,2].

il
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// %P ID % 0 B WebSocket # #
AT+WSCLOSE=0

3.9 54K AT %

. 43
o AT+FACTPLCP: k) i%¥K PLCP u{%3 PLCP

391 #r¥

W BOAR AT B SRR IUE FIFTA AT s ARG TEE ESP32-C3 RHE A Milar 4, 1 H
1747% ESP-AT 142, {ES5 TP TS LA Lk

. %"—f}fﬁ Component config->AT->AT signaling test command support

3.9.2 AT+FACTPLCP: %% PLCP giji PLCP

=

A .
A

=

’ AT+FACTPLCP=<enable>, <tx_with_long>

» <enable>: J&H/25H ot ®

- 0: 2 FEhCE, R <tx_with_long> SEIELIAE:

- 1: BT E, AT k%M PLCP 2RI BT <tx_with_long> Z4{.
o <tx_with_long>: %% PLCP u{%j PLCP:

- 0: Ki%%55 PLCP (BRiN):

- 1: %% K PLCP,

3.10 Bid) AT fAd

o 48

s AT+DRVADC: B ADC i

o AT+DRVPWMINIT : #1514k PWM B #%

o AT+DRVPWMDUTY: #%'E PWM 5251

o AT+DRVPWMFADE: %8 PWM A5

o AT+DRVI2CINIT: #J#a4k 12C LHLERE)

o AT+DRVI2CRD: H:H{ 12C ¥5ii:

o AT+DRVI2CWRDATA: ‘B A 12C ¥#E

o AT+DRVI2CWRBYTES: B AN 4 471 12C iz
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o AT+DRVSPICONFGPIO: [it'& SPI GPIO
» AT+DRVSPIINIT : 14t SPI LK)
o AT+DRVSPIRD: 12EX SPI %3
o AT+DRVSPIWR: B A SPI ¥

3.10.1 &

W IOAM AT BRI U T AT s, QSR 5532 BSP32-C3 St iksh a4, i Air% %
ESP-AT 142, 18D E TR Bk $%

* 52/l Component config->AT->AT driver command support

3.10.2 AT+DRVADC: #Hl ADC i

- .
wE WA
i

AT+DRVADC=<channel>, <atten>

W i <

+DRVADC:<raw data>

OK

e <channel>: ADCI s .
* ESP32-C3 & & BUETLRE M [0,4].

wiE | B

0 GPIOO
1 GPIOI
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: TEJH{H.

« 0: 0dB 3, ARMEEREA [0, 750l mV.

o 1:2.5dB B, ARNEERE S [0, 1050] mV,
e 2: 6dB FE, ARNEEE Y [0, 1300] mV.

« 3:11dB Zk, AAMEIERH [0, 25001 mV.
o <raw data>: ADC BB {H.

Be
« ESP-AT H % #} ADCI,

o ESP32-C3 7 #} 12 {5,
o X anfa R EE R T, TPAS % ADC 4,
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il

// ESP32-C3 # &% EH 0dB W, AXMEFKEA [0, 750] nmv
// B 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0,0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #Jigik PWM Bz 55
AT

’ AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

o <freq>: LEDC SER2afis%R, BA{i: Hz, Ji[fl: 1 Hz~8 MHz,

+ <duty_res>: LEDC i_iﬁHj SRR, 0~20 1.

* <chx_gpio>:LEDC iiif x [{ %t GPIO. {71, WA AR GPTIO16 EAiiiE 0, FF i B <ch0_gpio>
N 16,

o ESP-AT & fE 15 4 ~0E.

cHHAGAWBE AW EENEEZIE T HE PWM @y 4 (WAT+DRVPWMDUTY
FMIAT+DRVPWMFADE ) § @Zuﬁé@fﬁ B, ﬁu%w\%ﬂﬁﬁﬂcwﬂi/\ il , il 4 AT+DRVPWMDUTY
i HAE R E O @ ) PWM (5251

o BRANG S A R R . T 225 S I SRR 5 7S L R R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // & & 4 A H#E, M FEH 5 kHz, F XL A4 HE A
13 fi

AT+DRVPWMINIT=10000,10,17 /] R 0.

A Y
wkHz, W Z L #EA 10 L, HE puM ﬂraj‘zfﬁé\

3.10.4 AT+DRVPWMDUTY: & PWM h%:Lt
BE A

A

AT+DRVPWMDUTY=<chO_duty>[, ..., <ch3_duty>]

W
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OK

* <duty>: LEDC ifiilf 525k, fifl: [0.2 W= HAPH,
st

* ESP-AT {2 HE (4 4 ANliE .
© FOABIETTHRCE A, HIREIZS L

il

AT+DRVPWMDUTY=255,512 // % B @& #&
B

0 W& =WA 255, HEFM 1 W& XA 512
AT+DRVPWMDUTY=, , 0 /P RBEEBEERE 2 HEElA O

3.10.5 AT+DRVPWMFADE: k¥ PWM s

=

=

AT+DRVPWMFADE=<chO_target_duty>, <chO_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_
<4»time>]

W i ¢

OK

S8
o <target_duty>: HFR¥iAs F45H, i [0,2 dv-resoluionp],
o <fade_time>: WiAZMX ST, L ZFb.

el

o ESP-AT & hE 7 f; 4 014,
o FHAHBETLFTFRE <target_duty> fil <fade_time>, FHHHMKRAIT].

il

AT+DRVPWMFADE=, , 0, 1000 /) ER— AR EEE 1L s RLRER O
AT+DRVPWMFADE=1024,1000,0,2000, // fEH — & @ HE¥@EE 0 b5 & E Ao

1024, WA HEEKAE 1 HEEHEA O
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3.10.6 AT+DRVI2CINIT: #ji&gfk 12C FHL9RF)

v

H

N

B

¥

v

A

=

’AT+DRVIZCINIT:<num>,<scl_io>,<sda_io>,<clock> ‘

W i <

© <num>: 12CHE, S 0~ 1. WEKER TS, AT SRR 12C Hi.
e <scl_io>: 12C SCL {511 GPIO -,

e <sda_io>: I2C SDA {51 GPIO =,

<clock>: TR 12C BFE%, B Hz, HKfEH: 1 MHz,

|

o AFES HLFF12C ML

il

AT+DRVI2CINIT=0,25,26,1000 // # % {4 12C0, SCL: GPIO25, SDA: GPIO26, I2C.
B H R 1 kHz
AT+DRVI2CINIT=0 // BUWH I2C0 s

3.10.7 AT+DRVI2CRD: {1 12C %

=

A .
A

=

AT+DRVI2CRD=<num>, <address>, <length>

W

+DRVI2CRD:<read data>
OK

BH

o <num>: 12C iS5, JEHE: 0~1,
o <address>: 12C MBI &Mt
- 7 fuisiht: 0~ OX7F;
— 10 ftidik - 55— ET-EAMLE 1111 0XX, Hrp i 5 7 XX 10 {7 11k i e i Az o i)
an, gt 10 fi 4k Ox2FF (b 1011111111), AR 2 % ARHuAEA 0X7AFF (b’ 111101011111111),
o <length>: 12C HEKE, JuH: 1~2048,
+ <read data>: 12C i,
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e
o 12C kg g [l —Fb.

Bl

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 M4k 0x34 A EEW 1 F
AT+DRVI2CRD=0, Ox7AFF, 1 // I2C0 M 10 1L H# 3k Ox2FF A i

R &
Bl F¥ M RE

// I2C0 M ik 0x34, FHF E MU 0x27, L 2 FH
AT+DRVI2CWRBYTES=0, 0x34,1,0x27 // I2C0 4B &% & Hoib 0x34. FHF &I 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2C0 I 2 FF

3.10.8 AT+DRVI2CWRDATA: E A 12C %5

)E’J

CELN A

LT

AT+DRVI2CWRDATA=<num>, <address>, <length>

W

OK
>

W) BRI, AR ANEE, SEIRAH SR E KREG, BiRfemITes.
A R AL Ay, R[] -

[ox

R R R, R [u] -

’ ERROR

BH

o <num>: 12C x5, JEHE: 0~1,
o <address>: 12C MALEAcHNLE:
- 7 fHudk: 0~ O0x7F;
— 10 izl 55— AFATRIRET-LAAE 1111 0XX, H A5 5 A7 XX 2 10 A7k i 5z i 9 7
i, ansk 10 [z thl >4 0x2FF (b” 1011111111), A2 4 A B ihl >4 0x7AFF (b” 111101011111111).
o <length>: 12C HHE K, JuR: 1~2048,

Bl

o 12C kgt A —#b

hil

AT+DRVI2CWRDATA=0, 0x34,10 // I2C0 BN 10 F ¥ HIEZE MU 0x34
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3.10.9 AT+DRVI2ZCWRBYTES: G A At 4 45l 12C B

B A

PI

?

%

=)

i)

’AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data> ‘

W i <

o <num>: I2C iS5, JEH: 0~1,
o <address>: 12C MHLiE#HIHLE .
— 7 {iHuhE: 0~ OXx7F,
— 10 ftidik : 55— ET-EANE 1111 0XX, Hrp i 5 W7 XX 10 {7 Hbdik i 5 i 437 1)
A, A0SR 10 SrHihk > Ox2FF (b7 1011111111), AR 255 ARHbHE A OXTAFF (b’ 111101011111111),
o <length>: £F5 A 12C K, JEF: 1~4 F15.
o <data>: Z% <length> {EKEFREIE, JEHE: 0~ 0xFFFFFFFF,

Bl

o 12C kgt i [a] o —#b

il

AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // I2C0 BN 2 F ¥ HiE 0x1234 F ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ I 0x1234 F 10 L Hy 4k
—0x2FF

// I2C0 B M it O0x34. 7 & H# 4 0x27, B A cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥ SPI GPIO

IJXLEA ng /\>
A

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs> ‘

W i :

[ox |

BH

o <mosi>: FHMAESXTI A GPIO 1.

o <miso>: FAMMEFXIN GPIO &, #AMHEH, EL-1.
<sclk>: SPI B4 {5 % 1. GPIO 45 .

o <es>: EEEMALAE SN GPIO 5, # AN, B -1
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3.10.11 AT+DRVSPIINIT: )54k SPT 3Pl 5)

v

H

N

B

¥

v

A

=

’AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

W i <

o <clock>: 4P, 43095i%kk 80 MHz, Bafi: Hz, HK{E: 40 MHz,
e <mode>: SPI i, JuR: 0~3.
o <cmd_bit>: iy HrBEIAGIEL, JER: 0~ 16,
 <addr_bit>: HihtFr B EGAGIEL, JER: 0~ 64.
o <dma_chan>: jfiH 182, AFEZE DMA KRS 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
« 0: SEf%%H MSB (RN )5
« 1: Jotbt LSB.,
— bitl:
« 0: JERI MSB (BRIA) ;
« 1: Jgd21k LSB,

Bl

 H7E SPI Wia4k Hi il & SPI GPIO.

2N

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100._

okHz; MR 0; #AMEMBIENBERIATLHEHF A 0; FFEA DMA; LM F K LsB
OK

AT+DRVSPIINIT=0 // #l % SPI I #

OK

3.10.12 AT+DRVSPIRD: it SPI %2

=

,/?\:

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W

+DRVSPIRD:<read data>
OK
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o <data_len>: FFiEHU) SPIBEK BE, JEH: 1 ~ 4092 735,
o <emd>: Ay HHE, BUEKEH <cmd_len> SN E .

» <cmd_len>: AYRAEEH R, JEH: 0~2 5.

o <addr>: fySHiidih, HibEK A H <addr_len> ZRE.
o <addr_len>: ZARAGHFHIEIEE, JEH: 0~4 5.

|

« #MJT DMA, <data_len> SHUAEK RS E MBI N 64 45

il

AT+DRVSPIRD=2 // # B 2 F¥ %
+DRVI2CREAD: ff£f
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // ¥ W 2 F ¥ K, <cmd> #} 0x03, <cmd_len> # 1.
S ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.10.13 AT+DRVSPIWR: A SPI %

B A

=

DN .
A

=

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

] i 2
M <data_len> BEMEART 0, AT R[4 :
OK

>

YR BRI RS, A GRS AR, SRRAFISEIRE R E S, Rt mITh .
AR S, AT R[] :

’OK

Y <data_len> ZHUfEN O I, BED AT HtLharSRisthht, Atk SPT LR, SR AT & |u]:

o <data_len>: SPI##sK )&, Jif: 0~4092,

o <emd>: Ay HHE, BIEKIEH <cmd_len> ZEE .
o <emd_len>: ARAEE RS, JEH: 0~2 575,
* <addr>: fipHudlk, HHKJEH <addr_len> ZHE .
o <addr_len>: AU AGH PR, JERI: 0~4 5,
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e
« ZRIRI DMA, <data_len> ZHCRRKRENS I E M KH R 64 45

ZaL

AT+DRVSPIWR=2 // B A\ 2 F ¥ #H

OK

> /1T AT HOE

OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // <cmd_len> # 1.
% ¥, <addr> % 0x1000,

OK

EN O F¥ 4,
<addr_len> % 3 F#

<cmd> # 0x03,

3.11 Web JIl%528 AT iid

. AT+ WEBSERVER: J& /2% /i Web 7 45 240 & Wi-Fi %45

3.11.1 #v&

WY ERIAN AT B SR R AT frd. QR IEEFE 2 ESP32-C3 S0 4F Web Ik 5545 an 4, HH
1T4hi% ESP-AT 142, Tr45 H AL S T sk

e |3/ Component config->AT->AT Web Server command support

3.11.2 AT+WEBSERVER: J3 /28 Hifiik Web JIR 45 221l Wi-Fi ¥4

~

L A

v T

K

iR
&

5?

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

* <enable>: 3 /25 ] Web Ik % %5 .
- 0: 22§ Web Eﬁ%ﬁ%ﬁﬁifﬁ%%?ﬁo

- 1: JF3 ] Web lR554%, L5nT DATE A fc {5 sl 8 0 WA L B Wi-Fi 4245 L.
» <server_port>: Web IR 525 115,
« <connection_timeout>: &/~ ABT BT E] . B4 b, JER: [21,60].
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e

o B WA AR DASRAE Web IR 5525 r i ) HTML SC:, —Fp@ i FAT SCHRSE, HETTFRZ A
AT FS 4. o5 — M2 i i A SCHRA7# HTML SO (BRIAIRE ) .

* BN HTML 342 index html o AR T2 [ @ L HTML SCAF) s g (el o S0y, R E
BUGZ ORI s AR TR E L HTML SCAF B NES (Fan: Bn— B, IR 2T,
& PR RS SO at_web_server_cmd.c .

o B LRIT Y socket (135 KECH A RE/NT 12, f&0] PAYE menuconfig H1 % B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, R)GE
BRI (3% 0B A% iF ESP-AT T.42),

o AT [E{FERINA SR Web IR 5548 AT fird (S 30HY see ESP-AT Bl #+ % 5%) , {HEZX W] DAYE menuconfig

ik E Y Web iS5 8% AT 5% . /build.py menuconfig > Component config >AT > AT

WEB Server command support, AREEHMHIFLE (% R R%iF ESP-AT 1.42).

ESP-AT ¥£ ESP32-C3 &5k 45 25k ][] 7 (captive portal), W] 2514,

W 2 5 ] 2% SCRY Web Server AT 7= 15) o

ZATA S ITTR, JEIS1E 2% at/src/at_web_server_cmd.c.

5% 4T £ 3, OTA SR FREUEZ OTA 4.

il

/) B web RE&H, wmA 80, EANEEMAEKHE 50 P
AT+WEBSERVER=1, 80, 50

// #ER web R FH
AT+WEBSERVER=0

312 H ) AT o

45

AT+USERRAM : #84F 1l P25 1 RAM
AT+USEROTA: F3¥45 5 URL Fh4% [ {4
AT+USERWKMCUCFG: ¥%'% AT Mefif MCU [ il &
AT+USERMCUSLEEP: MCU 3571 B T BRI RS
AT+USERDOCS = 1) [l {45 [ 1 I P SCRY 4%

3.121 #r&

Togi: BOAR AT BPECHFICOUR FRIBTE AT frd. WSREOR TS ESP32-C3 I i, i F T4
% ESP-AT 142, 7E85F RO R T A% HLpk P

e # /] Component config->AT->AT user command support

3.12.2 AT+USERRAM: $:1i:H P42 RAM

A4

Dy

A 24 B B AR RAM R/

ks
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AT+USERRAM?

Wi % ¢

+USERRAM: <size>

ifig:
L. BE. 5. R BEEUH T RAM %5[H]

e

AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®REN, 248N EHE

OK

S

¢ <operation>:
- 0: BERUH ' RAM 5[]
- 1t 4rfECH P RAM 5]
- 2: [ RAM B
- 3: MHF RAM 3e85#
- 4: 3B RAM _E 5
o <size>: AL/ SR T RAM K/
o <offset>: 32/ RAM i, Bhil: 0

B

o THEPATAR T AL BAE Z 7 BT P RAM %518]

* ¥4 <operator> fwrite B, RGEIEN LS JGEHATIRE] >, HUAHETT DU A B S 1 EdE, X
P EN 5 <length> —3(,

* ¥4 <operator> J read I HEK KT 1024, ESP-AT & DARFEAS 2R EIE , MR EIE RE
AT 1024 88, DA \r\nOK\r\n %}

il

// AW 1 KB fl F RAM % [
AT+USERRAM=1, 1024

// ¥ RAM R A FFHMEE AN 500 FH KL
AT+USERRAM=2, 500

// M REM E M 100 BB 64 FHHIE
AT+USERRAM=3, 64, 100

/) BIHA P RAM ZF |
AT+USERRAM=0
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3.12.3 AT+USEROTA: Hififaa URL T4l 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEL A

Dyt
TH9E] URL Hi 7E BAS 1 [

AT+USEROTA=<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>
Ja,

’Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[ox

WER SRR R B TR, R )

’ERROR

BH

o <urllen>: URL K, HifE: 8192

Bl

o TEA[ DA GitHub Actions 2. F 2, Ji 5 200 OTA [, WnlPAEF7% 35 ESP-AT 142 A R ir a5 B
OTA [#{4.

e OTA [&ff>5 build/esp—at .bin,

o FIGHEE T M 48R DL .

o UIRMZERZEAESF BT R, AT K& [ ERROR, if 45 RF— B A1 L.

o NEWTRBNHRA . BEEIHRARSAFE—EWARAMENE, E2T0P6ElT, W RRZEA 3
IHiCAS, TR B O =i B Tk Y G .

o HWTH AT [FF)G, M AT+RESTORE R ] R .

e AT+USEROTA % ff HITP Il HTTPS,

o AT St > 4505, BdE P I ERR AT AN T B AT T8 3L, AR ZLAFITT45RE (CR-LF).,

* 24 URL 24 HTTPS i}, AEW SSLiAGE. QARZEsK SSL AL, bz 8474 i PKI SCHA SRR EAT]
TEEBS X, ZJGTE AT+USEROTA g S8R gk ik 5. %1 PKI U5 5% 4o
77 & % PKI B2 & ., X}F AT+USEROTA 4, T[&% ESP-AT T FE#2{Ltf%77 %] USEROTA.,

o S H 4o fT LI OTA F+28 IKEUHE £ OTA .
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il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wi MCU ¥y &

LB AL A
WA

ik
Bear B E AT A MCU [BLERIRES, DA AT Qufafiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT R MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SE SRR, AT 25 AR5 5 AR K . MCU i sl 2 i) Jo /g BRI (5 =

[

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

W

OK

* <enable>: & 1B 4% MR EEAC .
- 0: ZEHIMefiE MCU Jii &
- 1: {fEMLE MCU Bl &
» <wake mode>: MR,
- 1: GPIO Mafig
— 2: UART Mg
o <wake number>: %S E X BT <wake mode> H{H.
— IR <wake mode> & 1, <wake number> ftZEMEES I GPIO 4. F P aE B IE L & 1
WA B AR &, R R e A AL B
- R <wake mode> J2& 2, <wake number> fUFEMilE UART %45, 45l A %45 1, BId:
UART1 Mifif MCU,
o <wake signal>: ZZ 5= BT <wake mode> H{H.
— R <wake mode> 2 1, <wake signal> fUFEMLEEAF,
+ 00 KA
+ 10 EHLP
- W <wake mode> 22, <wake signal> fUFEMEEFYT. JEMH: [0,255].
o <delay time>: 5 RZERGRA], B 28, JEHE: [0,60000], ZSEH) = LR T <wake mode>
IHE.-
— MR <wake mode> 2 1, NIFE <delay time> H[E]N, BH—H % <wake signal> Hi,
<delay time> 3|5, W%E <wake signal> HiF,
- IR <wake mode> 22, W7 HI%. %X <wake signal> F77, #HAZEGEIEMN.
o <check mcu awake method>: AT K& MCU 254 TR IR ZS o
- Bit0: @& JF 5 5 AT+ USERMCUSLEEP iy 4[] 8k « BRIANTF 5 - B : Y 2] AT+USERMCUSLEEP=0
4 $ MCU ik 1ic3] AT+USERMCUSLEEP=1 fy4-, 471 MCU HER.
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- Bit 1: 25 FF 3 5AT+SLEEP=0/1/2/3 iy %1 KBk BRINEEM . Bl 43| AT+SLEEP=0 1y 4%, &
7~ MCU BE3€; k3] AT+SLEEP=1/2/3 64>, %%/~ MCU HEHR .

- Bit2: 2% IF)5 <delay time> HJEHE/8 MCU fEEDIRE. BROAZEAH . B ZEHIES, delay
time 5, 8/~ MCU BER; {HRERS, delay time 5, $§77~ MCU Xk,

- Bit3 (BARLH): 2%/ GPIO #5785 MCU BEkTIfE. BRIAAZHF.

|

o i HFEENE K.

o BRR AT [n] MCU 38l AR BARTT, 20k (59 ik A% fE, <delay time> WAE| T2 )5
B ESWE. BRSPS MCU (R L Hses.

o MNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H T2 MR
ST B PR BRI S5FFF <delay time> WG, & HINHREERE.

Bl

// ERYE MCU BEE . K AT H MCU XFHEwW, 2% A wi-Fi #HRE GPIO18.
S, W ERE McU, REHEHFZE L 10 H.
AT+USERWKMCUCFG=1,1,18,1,10000,3

// % E McU FE
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU 4575 H CHEIRIR &
BE A

Dyiie:
TEAT+USERWKMCUCFG &) <check mcu awake method> BitO FlE 5T, &dAL450. H
T45%0 AT 247 MCU [ BEIRAR S o

’AT+USERMCUSLEEP:<State>

W i :
[ox
S
* <state>:
- 0: $5/8 MCU [igk .
- 1: 4575 MCU Bl .
il

// MCU % 41 AT ¥ #] MCU @ k
AT+USERMCUSLEEP=0
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3.12.6 AT+USERDOCS: #5ifglalf: %t i H  Sepei 4
b A

i
P24 HAS A R I8 9 SO P SR i

s

AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

B8

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c3/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
—html"

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

313 AT &K

W AT fir A Y Fh A :

FE i N 15t EA

Wizt a4 AT+< g2 5 >=? i E a2 1 NS RO L UE T
S AT+< A £ 5 >? e

BEE AT AT+< K >=<> WP H & WS EE, Hstrmd
PATARS AT+< g 244 F5 > T ICH P B E XS E A

o WA AT AR E £ FIRPURHRI Ay -

o W HEMASE, UH SRR TR SRR IE T SR

o BT <> WIS HOR T A .

o TS [ WISEOTLAE G, A TEGAE. BN, 181TAT+CWIAP iy & A I LE 24
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

© VEHHSBOGIA SRR, LA, DRk,

’AT+CWJAP:"SSid","password",,l

s RG I SFER TR S, W

’AT+CWSAP:"ESP756290","21030826",1,4

o FRRTAIRER SGRRE, . o\ A
=\t B SCRURHAT
=\, BGES, SIS S I L
= \" BONES, FORTAFRSHNG S o .
- \<any>: ¥ <any> FFF, MM <any> F4F, AR,
o JUH AT @ 2 PIORFIR AT 2006 30, HOEHI ERH L. BN, AT fr< HFTE > S50 AL
I, B AT

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

o AT fip % HBRIAB R % 115200,
o Bk AT fir MK BEA B 256 5
* AT i DUBIAT (CR-LF) 453, FrLAR 0 THVIE N .
o AT 345 1R ) 2 i WLAT API Reference:
- esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_ index

3.14 S fE RRAFAE flash iy AT @54

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—Ha oM SECE SRR IR S flash 7] DAUEALAT+SYSSTORE fir QR CE, RS WL a9 1A
R

il AT S B SHURAE, 2l NVS BESCiiy. Wik, QRaSIEMENSEIE, WASEA
flash; QR AFSTCEAFKSEAE, fash A PITE SR

3.15 AT {8

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT Wik, (#zh)
A AR ESP-AT iy QFf R MM, 5 ik ESP-AT iy S I PATE2HR . WV 5 — 2% 18
ELLSRE OK o # ERROR,
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22 3: ESP-AT 1%/

AT Rz i%ﬂﬁ

OK T a5, &3] OK

ERROR AT AT TR T R P A A R

SEND OK BB k% 8t Wk (F X FAT+CIPSEND
MIAT+CIPSENDEX 1z %) , H A REHEE & %k 5
Xt i

SEND FAIL ] Hp W e 2% O I A B R (81 X FAT+CIPSEND
FIAT+CIPSENDEX /ﬁ/\)

SET OK URL C 2RI E (5 A AT+ HTTPURLCEG 75 %)

+<Command Name>: . . . TEANAIA AT Ay b FHgE R

o ESP-AT B4R 4 (E£3h)

ESP-AT &4t 45 R 48P H AR L EIH R .

7% 4: ESP-AT 4 B iltis

ESP-AT BB & 152 AA

ready ESP-AT [ {4 28 1 55 it 4

busy p--- RGN, IEfEAH @S, TP
1 i 2

ERR CODE:<0x308x%> NG LN

Will force to restart!!! DAENEIEER

smartconfig type:<xxx> Smartconfig 27

Smart get wifi info Smartconfig £\ 3k SSID Fil PASSWORD

+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 B3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station 2 11 O & J2 ] AP

WIFI GOT IP Wi-Fi station 2 [ £ #H [Pv4 bk

WIFI GOT IPv6 LL Wi-Fi station £ 7 LR B IPv6 HE % A H bl

WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl

WIFI DISCONNECT Wi-Fi station 2 1. 5 AP WiIT &

+ETH_CONNECTED PAK I 2 11 B 4%

+ETH_GOT_IP PA I 422 11 EL AR H TPv4 Hithl

+ETH_DISCONNECTED DA 22 1 2 BT

[<conn_id>,][CONNECT ID i <conn_id> (M ZERECE Y. (BHAKE
LR, ID R O)

[<conn_id>,]CLOSED ID } <conn_id> (ML EREE W (BRHA
#LF, ID 4 0)

+LINK_CONN

TCP/UDP/SSL yEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station %52 %| ESP-AT ) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP % [ %5 station 43 it IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 5 ESP-AT [ Wi-Fi softAP 3% 1 %) & 1
Wr T

>

ESP-AT 1E7E% 15 HH P A B ds

Recv <xxx> bytes

ESP-AT M4 EFZ IR <xxx> AT

To4ksE
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R4-Z2IW

ESP-AT HEHE iHA
+IPD ESP-AT fEFZ& LA, EUCEIR A M2
g A AN B
-t R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] Hl: +IPD,
<length>
-1 H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,1, I
Fl: +IPD,<link_id>, <length>
- 5 AT+CIPMUX=0,

AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, il Fi: +1IPD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
f K JE, remote_ip bk i IP b ik,
remote_port NtHME 15, data NEIE.
R i@ SSLER, TEpshia i
N (AT+CIPRECVTYPE=1), AT iy4 11 [0 & 1)
length AJREFNSEER AT 320 SSL A< A —
. 4 AT 25k il SSL 2 nl S ry £
FZ, AR SSL AT SRR 0, AT 23R
Bl E TR B

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT t %% %] broker

+MQTTDISCONNECTED MQTT 5 broker Wi FF 1%

+MQTTSUBRECV MQTT & A broker W55

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TR4EE
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FK4-8FW
ESP-AT iHEHR & 1fe
+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP 45 i 21 I F-Hliin A6 1Y BluFi 7 H %

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

4% ID 2y <link_id> [ WebSocket 2% 5 [

+BLESCANDONE

ERE [ o]

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T

WERE S =J7 4, ESP-AT AL RGEH iE = HER SR E -
% 5 ESP-AT 5 =7 =il B4Ry

ESP-AT BB &

A

RainMaker AT V8 &L

1% 5 % ESP-AT RainMaker 7% 832 (£7))
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

191


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WA, MCU ¥ & fE K B & D https://www.espressif.com/sites/default/files/
—home/hardware.png B H % & .

VA :
o WMRE R TELM, AT 3984 %% \r\nERROR\r\n (3t 9 F35) RSN E 4 MCU,
9. EE R

ZS

’AT+SYSMSGFILTERCFG:O

Wi K7 -
fox |
10. 2 R GE0H B g
iy

’AT+SYSMSGFILTER=O
Mg 3.«
o |

TR
-

’ATEl ‘
i B«

[ox |

4.2 TCP-IP AT 754

AR BN AHE ESP32-C3 i BiafTTCP/IP AT 4 % fir IR~ Bl -

o ESP32-C3 5 &4 TCP % p 3% 3% 5 #3535

o ESP32-C3 5 &1EAH TCPMR 4Bt %454

o 3% IP ¥ bt Feif 0 B E 449 UDP id 12

o 3% [P ¥k Fesn 0 5T T oy UDP i@ {3

o ESP32-C3 %% 1F#4 SSL & Pt $ikis

o ESP32-C3 5 41E+H SSLIR 5225 %ikd:

o ESP32-C3 1% &1k A SSL % P 3% 3% 5 M6 A GE 2 ik 35

o ESP32-C3 % %1k 4 SSL MR % %3 3% 5 Aoy ihiE % i 45

o ESP32-C3 541k % TCP % p 3%, s %i%3s, 53| UART Wi-Fi 5 1%
o ESP32-C3 1% &1¥ A4 TCP R %%, =3 UART Wi-Fi ik 1%

o ESP32-C3 % &1k # softAP f£. UDP 154y ¥ 523, UART Wi-Fi i% 1%
o ESP32-C3 % & R B IEMAE X T 09 B4 F 49%

4.2.1 ESP32-C3 %4514 TCP % Qi ide v Y

1. %8 Wi-Fi #5} station,
s
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’AT+CWMODE=1
i B«
Lox |

2. BERER| B HA

’AT+CWJAP:"eSpreSSif","1234567890" ‘
M. :

WIFI CONNECTED
WIFI GOT IP

OK

B
« {65 A SSID AT EHE 1 6 &b . R 50 2510 SSID FUETS
3. #if) ESP32-C3 4% IP il

AT+CIPSTA?
Mg B -

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PiHH :
o TRAIZE R AT RE S ik W o AR ] .
4. PC 5 ESP32-C3 & #5442 [ — AN«
TE PC il H 28 P T 5, A4 TCP iR 45#% . 40 TCP AR 554804 IP Huhk>hy 192.168.3.102,
1A 8080,
5. ESP32-C3 X 1E N Fimid L TCP %823 TCP k5545, RS2 IP #uhlkk 192.168.3.102, I

125 8080,

AT+CIPSTART="TCP","192.168.3.102",8080
N . :

CONNECT

OK

6. Ak 4 FATERE.

iy
AT+CIPSEND=4
Mg |3«

OK

>
4R, Bl ARG test, ZJa AT KR PATEE.

Recv 4 bytes

SEND OK
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LK

o AR TR H T AT+CIPSEND iy
EREAER AT n AT, KGR FEUE IR, SEND OK.,

7. M 4 AR .

B TCP Weds #8436 4 S H0MU B test), WAL SHR:

BOERIE (), MARGEXMN busy p.

, K

+IPD,4:test

4.2.2 ESP32-C3 45180 TCP 55 %5 e 2 4%

4 ESP32-C3 i /o4 TCP R 45 #sif, WAUHLAT+CIPMUX=1 fir - (EREL ¥4, PN ATHEA 24> TCP

P ESP32-C3 1545«

PATF 2 ESP32-C3 X 45 1F A softAP #t57 TCP iR &#at Bl Uni 2 ESP32-C3 k45 1F A station, B YL %

B R A T IR RV RE DT YRS R 55 4% -

1. &8 Wi-Fi #2354 softAP.
s

’AT+CWMODE=2

i B«

’OK

2. [igEZ L.
N

’AT+CIPMUX=1

i B«

’OK

3. X H softAP,

’AT+CWSAP="ESP32_softAP","1234567890",5,3

N . :

’OK

4. F¥if] softAP {5 5.,
A

’AT+CIPAP?

M . <

AT+CIPAP?
+CIPAP:1ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

P :

o AR A HLIE AT RE-S_E e B R AR

5. B TCP [leg54%, #RIAuG TR 333,

AT+CIPSERVER=1

i B <
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6.

7.
8.

10.

OK

PC jER:%)| ESP32-C3 %451 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

£ PC L0l P 2810 T A —A~ TCP % /iy, 3423 ESP32-C3 i ) TCP IR 5545 -
Kk 4 ARG B M 25 1 1Dy 0 B BERE .

AT+CIPSEND=0, 4

Nl B <

OK

>

B4 FARE, Bl AR test, ZJa AT R AT R R

Recv 4 bytes

SEND OK

K
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., A
EEARIOET 0 ANFT, KR SERUEIEY. SEND OK.
M2 %32 1D 4 O (8RS EI 4 758
%k TCP g5 A ik 4 T HEdE (Bdlih test), MARGSHER:

+IPD,0,4:test

K TCP i fe.

AT+CIPCLOSE=0

Nl B -

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

W

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Frif ESP32-C3 4% IP Mtk
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
N A LU NS NGO NG
4. PC 5 ESP32-C3 %45 15 7] — B HH
16 PC LM T A, 6l UDP {64, §I41 PC ) TP Hbilkly 192.168.3.102, 1
1 8080,
5. Bl L .

i

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112 >}y ESP32-C3 #4511 UDP At [1, #0] JATIRE, WA EE N K FEHLE .
e 0 /5 UDP i IP HuhbAlg 2 B, AREW L. Hindg 7 4h—& PC 4 T UDP i if:
H.7) ESP32-C3 #4835 11 1112 % 2£50E, ESP32-C3 %4118k 2 0k | UDP i 11 1112 (%K
P, GREH AT i34 AT+CIPSEND=4, X, ARAKIEIIE N &K F |54 PC . (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATEHES M4 ERE ID N 4 (BER L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o 550 K SSID A5G i HEER i ar & HH YA 3950 A0 1% el 4 1 SSID RIS«
#rif) ESP32-C3 #¢45 IP it
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

LK
o BRERSTR TS LR iR .
4. PC 5 ESP32-C3 S e B[] — N il
TPCJ:@H%I_JQ%TF]&IA, B4~ UDP &4 . 6140 IP #ihik>h 192.168.3.102,
5. (ERESATER: .
iy

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

(L=
e 1112 >k ESP32-C3 #4511 UDP ZAHbin 1, %0 AF7RE, WA BE N HBEYLE.
* 2 FR2Y7] UDP &4 857 J5, UDP %ﬁm@ M\U}ﬁkAEE& UDP %4 i im {7 B2 H 8 8
kR 5 ESP32-C3 445 UDP @ {Z 11 ie 1P Mkl Filss 1.,
7. Kik A FATEE.

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-C3 vesifi v SSL %5 ) il 3 Y 1%

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK

LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if] ESP32-C3 #5:4% IP Huhl,
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGER RS Lk b AP A A
4. PC 5 ESP32-C3 %4548 [ — ANk il .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. ESP32-C3 %45 E M & Fiiad i SSL #3323 SSL IR455%, MR4#2 1P Huhilk>ly 192.168.3.102, i
124 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-C3 #5180 SSL k5545 dtvr 2%+
24 ESP32-C3 #4520y SSL RS54y, WATEILAT+CIPMUX=1 - fliREL 4, AT A Z A%
Ui 4% F] ESP32-C3 4

PATR & ESP32-C3 #5124 softAP #57. SSL fig 557 il s 4SR & ESP32-C3 i #74 station, WJ7EMEE
He g S S IAR B P ELIEE SSLRST AR HAH AP IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jil# ESP32-C3 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC %] ESP32-C3 #4511 softAP,
7. £ PC L-fifi/f] OpenSSL #iy4>, 4> SSL % i, #4%%] ESP32-C3 i@ SSL ik 554 -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32-C3 %45 IR Y -

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-C3 %1k SSL 2 Qv vr BRI\ E YA VB

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C3 #54% IP Hutl,
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32-C3 45 82 [l — &y «

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C3 4% I i 1 :
ACCEPT
LR
o 1A W BYIE AR T DRSS VR B IE A B TR
8. ESP32-C3 #4514 B SSL & it A A B &

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-C3 % 451N % il L SSL iE4%# 3 SSL AR %48, IR&G#: IP Hihik-h 192.168.3.102,
14 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-C3 % #71i: 4 SSL it 55 %5 e Sy W\ UE 2 XE4%
14 ESP32-C3 KAy SSL Mg 5t A ATEILAT+ CIPMUX=1 (B RE S HEH:, RN TTREA 2% P
R ESP32-C3 4% .

PAR 72 ESP32-C3 #4514 station 737, SSL AR & 25 WA B A& ESP32-C3 %45 1E A softAP, W &%
ESP32-C3 &4 SSL M&BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Frifi ESP32-C3 4% 1P Mtk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C3 B2 A — i o
7. #£ PC I f#iJf] OpenSSL iy 4, A#—4> SSL % P, %35 ESP32-C3 1540721 SSL iR 4545 -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C3 545 F I -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-C3 4511k TCP %)y, devr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi ESP32-C3 445 1P Mtk
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BLH:
 BEEINEIRATRE S AR P A
4. PC 5 ESP32-C3 {45 V425 [l — A B i .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32-C3 B4 A% Frifiiliad TCP ¥4 5] TCP 4548, FR4-#% IP Hudk>h 192.168.3.102, i
I 8080,
fip

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4.2.10 ESP32-C3 %451k TCP k%528, 928 UART Wi-Fi &%

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C3 #54% IP Huht.,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o BPIAIER TR S LR i A R A
7. PC jE$%)| ESP32-C3 TCP JIji %548
PC 5 ESP32-C3 #5182 A — N H H
1 PC LA M TR, G —4 TCP % P, %#:%] ESP32-C3 () TCP JigR45#%. Huhl
192.168.3.112, i1k 8080,
AT i :
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0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C3 %751: 4 softAP 1t UDP {4z UART Wi-Fi i (%

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %43 ESP32-C3 {451 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP a =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

4. fI|7E#—1~ UDP i 5
1E PC L M5 LB F, A —4 UDP &4, 40 PC i IP #ihlly 192.168.4.2, Hgllh
8080,

5. ESP32-C3 5 PC X i I 78 37 [ 7 Xt vy TP Hbctik A1 11/ UDP A&y . oA IP Motk 192.168.4.2,
i oA 8080, AsHbum I8 2233, F=EH 0.
it

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32-C3 Bk pk o b s v 8ol

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o &I A SSID FIE ] iR iR ar & P RTE . 56 A % fr 45 ) SSID FIfs
3. #rif] ESP32-C3 i% 4% IP ik,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-C3 ¥4 1EHE [ — M i .
TE PC A 2508 T 5, A @ —> TCP k55 #% - 9140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BSP32-C3 & 451E % Fusidad TCP %425 TCP iR45#%, IRS#s IP #uihikoh 192.168.3.102, i
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

N . :

CONNECT

OK

6. ESP32-C3 i A R i ON B Bial.

e

’AT+CIPRECVTYPE=1

Wi

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32-C3 & Arifi g sl i ik X N B R K

AT+CIPRECVLEN?

Wi KV -

+CIPRECVLEN: 4
OK

9. ESP32-C3 A& R sh i ot i g 7 2t

AT+CIPRECVDATA=4

M B -

+CIPRECVDATA: 4, test
OK

4.3 Bluetooth LE AT 74

IO F2 2 A 4 Bluetooth® Low Energy AT 4744 WM 5k, HH4RBHE ESP32-C3 i Linfrix i
iuyEEA NI
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H A

Bluetooth LE & F %135 Mk 44 AE44

Bluetooth LE % 330 %

A~ ESP32-C3 JF A AR Z W) 3 5 SPP %35, vA R & UART-Bluetooth LE i% 1542 X T 15 4 # 38
ESP32-C3 5 543 5 SPP i%3%, VA% f& UART-Bluetooth LE i 1% 48 X F 1% #i 2
ESP32-C3 #oF#LZ 1) % 5 Bluetooth LE % 3% 5 fiexf

L] L] L] L] L] L]

4.3.1 W4

ESP-AT 477/ 37 43 Bluetooth LE 4.2 R iUE, A S04 948 { & F T Bluetooth LE protocol 4.2 {Jp
WG, 5S% 20 42 SRBCE 2 E R

Bluetooth LE Ppil{ 44

Bluetooth LE X3 M T 2 4N LA JEZL: Physical Layer (PHY)., Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP).

* PHY: PHY JZ EZATTHEWIEIE _F R EFMBE E L. Bluetooth LE ffiH] 40 MMifEHE. M
Vi 2402 MHz %] 2480 MHz,

o LL: LL 2 FEATTEIE . BolcfreiuZ e (A, WREE, e 2EEgm), kS
WA 2 R Y BREEBEAH I SR BT . BRI 2RV T 4. 8. Bvr/38. AR
#E., LHEBEAMPRESZ —.

* HCI: HCIJZ [ EALAE i #e e it — MR8 0 . %2 T AR AP T SEP el &l A A {442 T
UART, SPI. USB f#Efil.

* L2CAP: L2CAP JZ M TEx FAUA SR 2 [0 32 e B #- A T U e 0 . o BOR S A 4524 o

o ATT: ATT JZSEBL T B VENR S5 A8 A M5 s Z [A) ) Ot il ATT 2 P[] ATT JiiR 55 i A0 1%
A ARFIfIA . ATT 55t ) % i AR MR LY. . AR R .

o SMP: SMP 2l T-2E BN 35 B 40 FN By 8540 . SMP 0455 BRI 25 S5 6 AN B0 B4 420, It
TBER LR R B LI A B RS B

* GATT: GATT ZF/nEMIRSA A ki @R Pim e, ELE SCHE TR ek S 2 il
WIS « AR 2 IR G . ZZ2 R T R0, S B ARk SR EA R 0 .

* GAP: GAP EMCERITAH WA B4 H AT, BIAntE s . BSOS B R T B SOl A i s
MUY . GAP [R5 G L. EERX. 24, Bk, RPEFIIR S KB

Bluetooth LE ffj{t, %15y

1E Bluetooth LE PpisUke AN [H] 2B AR Fa (X 20 o X LA R AN .
o LL: XA R PARIZ K EHLA MAL, MM H&, THLRTAR &R
e GAP: EXNT 4MeEEMG: JHE. WEH. MEEEM PFOEE.
o GATT: WA PA N RE3mMl & F 3.

iR

o AR Bluetooth LE 43 Fl Bluetooth LE % F3##i2 GATT EMAA.

e 457, ESP-AT % Bluetooth LE R4 Ml Bluetooth LE & F 3g[a W A77E .

* ANt ESP-AT #]4f 4k~ Bluetooth LE filk 45 iy ifs /& Bluetooth LE 7 iy, [7] b 7 422 (1) e K A 450
3,

GATT HSE— Rl L L, f B YF T DOA 2 — Rl st i b 12 sl XA @ PR 454 R
W el AN, SRS A FRBE R AL, B FE LR Z BRI TRA .
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GATT R4 3%H1 GATT & F 3miX WiFh i (0 /77T Bluetooth LE M 83 2 J5 . GATT R4 287 1o J&@
PEPMUE R BIREE, H3258 [ GATT & s @t hisEsk . er O A, fims, AtEdmnm—
SARA GATT M43, VMR —BmfRoh GATT E 3.

4.3.2 Bluetooth LE %y B IR 55 FAEA
AR 7~ 3 [l s (5 FH P B ESP32-C3 JF e, Horfr—3eff4 Bluetooth LE i35 (L4 Bluetooth LE iz 5%

s fA ), o3 —3efER Bluetooth LE % Pt (AR Bluetooth LE % P i (4) o 34N JRoR T W Gy fif
JH AT fiy4 757 Bluetooth LE %4, 5 B H 15 .

B FEA AL ESP32-C3 Bluetooth LE A4 313k Ag#A4E X S5 3YF ESP32-C3 Bluetooth LE
R4 eI ATRI AT, DL ESP32-C3 Bluetooth LE & & 3% H-L#H4E H FE3iYE ESP32-C3 Bluetooth LE
% P AT RIA]

1. #1454k Bluetooth LE Tf§E.
ESP32-C3 Bluetooth LE J 453 :

’AT+BLEINIT=2

Mg [«

’OK

ESP32-C3 Bluetooth LE % i :
iy

’AT+BLEINIT=1

Mg |/«

[ox

2. ESP32-C3 Bluetooth LE # 45 i sk EtH: MAC bt

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

R
SR A% < T E S B 18| T = =R wh s ) VAL 1 2 [ I = T B v N 0P 11| R T S A 2 3 AP S B
1. ESP32-C3 Bluetooth LE iz 4 i AR %
e

’AT+BLEGATTSSRVCRE

M B -

’OK

2. ESP32-C3 Bluetooth LE I} % i1 IR % .
s

’AT+BLEGATTSSRVSTART

i B -

[ox
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1. ESP32-C3 Bluetooth LE Ji} 553t & BAR 5 -1E .

s
AT+BLEGATTSCHAR?

M .

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32-C3 Bluetooth LE fIf 45 3 FF 14 #&, 22 J5 ESP32-C3 Bluetooth LE & FU it FF a4 1 9 H %4 3

i

ESP32-C3 Bluetooth LE H 45 i :

’AT+BLEADVSTART

W

’OK

ESP32-C3 Bluetooth LE % F1ji

iy

’AT+BLESCAN=1,3

Mg .«

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

K

R ALOEREIEAES

A RES_ BRI AN o

. 737 Bluetooth LE ##3%.
ESP32-C3 Bluetooth LE & i :

AT+BLECONN=0, "

24:0a:c4:d6:ed:46"

Mg K7 -

+BLECONN:0, "24

OK

:0a:c4:d6:ed:46"

B -
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o B ARSI, I H 451 ESP32-C3 Bluetooth LE JIR 45 bk
o MR Bluetooth LE #3255, M<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 15 Bluetooth LE #E3: 5, M£x3E R +BLECONN: 0, -1,
4. ESP32-C3 Bluetooth LE % F1it % FiL R 45
A

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

AR
* ESP32-C3 Bluetooth LE % Pl £ if] iR 55 () 45 5%, b ESP32-C3 Bluetooth LE Ak F i 2 1 iz 55 1)
G LA BRINIRS (UUID: 0x1800 1 0x1801) , X 2 IE# IS . FEFEW, YT H—RS%,
ESP32-C3 Bluetooth LE & i 1A 1Y) <srv_index> {H 2T ESP32-C3 Bluetooth LE IR J i 25 i) 1)
<srv_index> {H + 2. Bil40_FiR RGP AR S 0xA002, 4 i#E ESP32-C3 Bluetooth LE % i #x
) F 1Y <srv_index> 24 3, WIHAE ESP32-C3 Bluetooth LE i F' 3438 3 AT+ BLEGATTSSRV? £y 4>
2], N <srv_index> A 1,

5. ESP32-C3 Bluetooth LE % F it % B .
iy 4

AT+BLEGATTCCHAR=0, 3

M B -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

. ESP32-C3 Bluetooth LE & it 5z Bl — M- AE(H

AT+BLEGATTCRD=

0,3,1

i B«

+BLEGATTCRD: 0,

OK

1,0

B :

o THVER HARRFAE LA EA AR -

o N5 ESP32-C3 Bluetooth LE % i i3z BUASAE 5 1, ESP32-C3 Bluetooth LE iz 45 it M| & 42 7
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C3 Bluetooth LE % 15— MEAE( .
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fir s

’ AT+BLEGATTCWR=0, 3,3, ,2 ‘

i .«

> |
5 > Fon AT ER IR D8R, BERTEmT DA A B , 48R KR8 S8 <length> [
R, PATEAEAE.
[ox |
BiH -
« 41 3L ESP32-C3 Bluetooth LE %% J i 5 45 fif 1 1 25 i 3, ESP32-C3 Bluetooth LE it % i
N &3t 78 +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,
8. Indicate —/MFMF{H .
ESP32-C3 Bluetooth LE % i :
’AT+BLEGATTCWR:O, 3,7,1,2 ‘
i B«
> |
15 > F07 AT IE G RFEICR R, BOR T A AR, B0 K IESE) 23 <lengtho
RS, AT AHAE.
AT 20 ESP32-C3 Bluetooth LE [l 453 & 23 K 9858 (833 notify HE# indicate HX),

ESP32-C3 Bluetooth LE % Fiii T SR i 1 IR 45 3 3 M. %FF notify 2, F%E5 AfH 00001,
XTF indicate F=, FHEEA(H 0x0002, FEABFIHE A 00002 EfHiH indicate =K.

ox |
K
o N5 ESP32-C3 Bluetooth LE % F7 i G 4R AE A 49 )8 2, ESP32-C3 Bluetooth LE iR 4% i ) &
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,
<value>,

ESP32-C3 Bluetooth LE JJ§ 45 i :
iy

’AT+BLEGATTSIND:O,1,7,3 ‘

i B -

: |

5 > Fon AT HER IR D BE, SERTEmT DA A B, 45 KR 3 S8 <length> [
fHISF, 44T indicate 4.
] oK ‘
B
o Y15 ESP32-C3 Bluetooth LE % Fi 422 U 2] indication, N <x#E /K +INDICATE : <conn_index>,
<srv_index>,<char_index>, <len>,<value>,
o X T[A—fRk %%, ESP32-C3 Bluetooth LE & Fiififi) <srv_index> {f 25T ESP32-C3 Bluetooth LE fijt
FUEy <srv_index> (B + 2, X EIEHEIE.
o NPT ARG HARFEIAL R, SEPTS25 SOR 4o fT B s SR HIE T R 5.

4.3.3 Bluetooth LE JII# 55 3% BNk 55 F Al A

PATR 75 ] Bt B Wi i ESP32-C3 FF &t HoH—3efE A Bluetooth LE 2453w ( HLAE A Bluetooth LE 255
U f), 55—HEH Bluetooth LE % i (L AEA Bluetooth LE & Pl ffi 21) o 3X /M T J@7R 1 I Q] g
7. Bluetooth LE 4%, PAK RS b 525 il S5 A AE AN 2 P B, notify Al 45 HRAEAH .
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TP B PL ESP32-C3 Bluetooth LE R4 3% I3k i #a4/E HEE2HE ESP32-C3 Bluetooth LE [k 45
WHATRITE], DA ESP32-C3 Bluetooth LE % 3% FF3k /e R 22 EAE ESP32-C3 Bluetooth LE % /1
AT R AT

1. #¥J54k Bluetooth LE Lk,
ESP32-C3 Bluetooth LE f 45 i :

’AT+BLEINIT=2

i . <

’OK

ESP32-C3 Bluetooth LE £ i :

’AT+BLEINIT:1

Nl <

’OK

1. ESP32-C3 Bluetooth LE fJ# % it 3R % .
e

’AT+BLEGATTSSRVCRE

Wi K7 -

’ox

2. ESP32-C3 Bluetooth LE AR 45 81 AR 45
i

’AT+BLEGATTSSRVSTART

M B -

’OK

1. ESP32-C3 Bluetooth LE I 4 25 H: MAC Hithl:.
s

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

A
o EAEIHUEE T RS Bk m B R R, GRS HE, FTRE IR S A E .
2. ESP32-C3 Bluetooth LE R %5 it 5t B & S50
i

’Z—\T+BLEADVPARZ—\M:50, 50,0,0,7,0,,

Wi K7 -
|ox
3. ESP32-C3 Bluetooth LE i} 45 55 &) # 5 -
Espressif Systems 220 Release v2.3.0.0-esp32¢3-716-g62fb703321

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 4. AT #y2 R

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

N . :

’OK

4. ESP32-C3 Bluetooth LE R4 5t 15T 45 .

’AT+BLEADVSTART

M. :

’OK

1. ESP32-C3 Bluetooth LE & F i3] 73R 45 .
e

’AT+BLEGATTSSRVCRE

Nl . <

’OK

2. ESP32-C3 Bluetooth LE & P18 AR 45
i

’AT+BLEGATTSSRVSTART

i B«

’OK

1. ESP32-C3 Bluetooth LE % Fim kBt MAC Hihilk,

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:03:a7:4e"
OK

R
o AR HIIE AT RES_EaRn B PRI, SRR hE, RTE RSB 2
2. ESP32-C3 Bluetooth LE & g 444, #5742 3 #b.
i

AT+BLESCAN=1, 3

Nl <

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al",-62,0201060a£f£f4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

i :
o TRIFREEERATRES ik i o AR T .
3. #£37. the Bluetooth LE %35,
ESP32-C3 Bluetooth LE & i :

fir s

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

N . :
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+BLECONN:0, "24:0a:c4:d6:ed:406"

OK

Vi :
o B A _FIRETAET, I 451 ESP32-C3 Bluetooth LE I 45 it btk
o MR Bluetooth LE £ i), N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 15 Bluetooth LE #E#:2 5, W< R +BLECONN: 0, -1,

ESP32-C3 Bluetooth LE J§ 45 :

Py N
i

AT+BLECONN=0,"24:0a:c4:03:a7:4e"

M i/ :

+BLECONN:0, "24:0a:c4:03:a7:4e"

OK

i :
o A LRy AEF, A 209 ESP32-C3 Bluetooth LE % itk .
o 41 Bluetooth LE % 32 i B, N &4 /8 oK, KN <& # /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o UNR Bluetooth LE ZE#24, N£3E/8 ERROR, A<fi/R +BLECONN:0, -1,

1. ESP32-C3 Bluetooth LE % F' it i) A< Hi IR 45

AT+BLEGATTSSRV?

Mg |3«

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

2. ESP32-C3 Bluetooth LE % F3i# % Bl AS HudSH1iE o

AT+BLEGATTSCHAR?

iy R«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR:"desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901

Q)
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(£ L£50)

+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

3. ESP32-C3 Bluetooth LE I} 5 itk % PU S} ik AR 45
s

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

i

« ESP32-C3 Bluetooth LE fik 45 3 A i IR 45 i 4528 , b ESP32-C3 Bluetooth LE % '3 25 ) il 45 (1) 4%
LA ERIAR S (UUID: 0x1800 1 0x1801). iF FHANL, %FF-—HR4, ESP32-C3 Bluetooth
LE R4 uis 21 ) <srv_index> {E 45T ESP32-C3 Bluetooth LE 7% F i 25 1) ¥ <srv_index> {B + 2.
Ban, ERRHIF R IRS 0xA002, 4HiHE ESP32-C3 Bluetooth LE [l 45 i 2r i) 2| ) <srv_index>
>N 3, UNSLAE ESP32-C3 Bluetooth LE JlR 4% 338 13 AT+ BLEGATTSSRV ? fiv 225 1), | <srv_index>
M1,

4. ESP32-C3 Bluetooth LE [} 45 i % P SERAE

AT+BLEGATTCCHAR=0, 3

M .

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR:"char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char", 0,3, 6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR:"char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

5. ESP32-C3 Bluetooth LE % F i 15 IR 45 - 1 (H

PP SRS BRI FHIE (characteristic) 25U AR FRLE -

iy

’AT+BLEGATTSSETATTR=1,8,,1

i B -

E

=

Lt
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’EA*ﬁ?%‘@“

N . :

’OK

6. ESP32-C3 Bluetooth LE 45 it 152 AR 55 R fiF(H .
i

’AT+BLEGATTCRD:O,3,8,

M B -

+BLEGATTCRD:0,1, 9

OK

7. ESP32-C3 Bluetooth LE fi} 45 i 5 R 45 (A «
PEPE SR G BRI IR 55 R BRI

’AT+BLEGATTCWR=O, 3,6,1,2

N . :

’ox

AR
o N5 Bluetooth LE fk 55 i 5 IR 55 FFAE(E B )5, Bluetooth LE 2 i | x4 /8 +WRITE: 0, 1,
6,1,2,12,
8. ESP32-C3 Bluetooth LE % i notify R 45451 {H
s

’AT+BLEGATTSNTFY:O,1,6,10

i Y <

>

’ 5N 1234567890 104N FH

M .

’OK

AR
» f115 ESP32-C3 Bluetooth LE % i notify AR 5545 AE B 45 AR 55 i i3, Bluetooth LE AR 45 diig ) £
PR +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE YE#:%%

DA 7 G I 6 FT P e ESP32-C3 JF %M, Hhi—Hiff- Bluetooth LE %4 (F1ff:3 Bluetooth LE 45
), J—3AEH Bluetooth LE & P (HAE Bluetooth LE & Pl f4) . XM T J@m 1 /BRI
Bluetooth LE %3,

I8
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o IEPA A BEH LA ESP32-C3 Bluetooth LE M43 ISk AU/ E H 75 %iXE ESP32-C3 Bluetooth LE
M5 ATRIW], PLESP32-C3 Bluetooth LE % 3 FF3Lfr#E H 55 3i4E ESP32-C3 Bluetooth
LE % P AT PR

o A G RPN EIAS . 98 FUR N ) R TE AU T MK IR

» ESP-AT [ L4l E 10 MMk

1. ¥J4A4k Bluetooth LE LfjE.
ESP32-C3 Bluetooth LE H% 45 i :

’AT+BLEINIT=2

i Y«

’OK

ESP32-C3 Bluetooth LE % i :

’AT+BLEINIT:1

i . <

[ox

2. ESP32-C3 Bluetooth LE Ik 453 3B Bluetooth LE #idif:,

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Ui :
o EAEIRHAE T R S _ Bk B R BRI, IO R R, R AR HE .
1. ESP32-C3 Bluetooth LE R %5 st IR %5
s

’AT+BLEGATTSSRVCRE

M .

’OK

2. ESP32-C3 Bluetooth LE 45 35 R 4

’AT+BLEGATTSSRVSTART

Mg |3

’OK

1. ESP32-C3 Bluetooth LE Ji} 45 i % Fi IR 45 45:41F
s

’AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02

Q)
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OK

+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:

"desc",1,2,1,0x2901
"char",1,3,0xC302,0x08
"desc",1,3,1,0x2901
"char",1,4,0xC303,0x04
"desc",1,4,1,0x2901
"char",1,5,0xC304,0x08
"char",1,6,0xC305,0x10
"desc",1,6,1,0x2902
"char",1,7,0xC306,0x20
"desc",1,7,1,0x2902
"char",1,8,0xC307,0x02
"desc",1,8,1,0x2901
"char",2,1,0xC400, 0x02
"desc",2,1,1,0x2901
"char",2,2,0xC401,0x02
"desc",2,2,1,0x2901

. ESP32-C3 Bluetooth LE R 45 i1 4R #%, )& ESP32-C3 Bluetooth LE & i T 4R34 HFR4E 3

g,

ESP32-C3 Bluetooth LE 453 :

AN A -
e

’AT+BLEADVSTART

i B -

’OK

ESP32-C3 Bluetooth LE % i ©

’AT+BLESCAN=1,3

M B -

OK

+BLESCAN:"5b:3b:6¢c:51:90:49",-87,02011a020a0c0aff4c001005071¢3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

B :

A OERETEAE ST =Rl we o ) VAR Rl U E N 8
. 757 Bluetooth LE %35,
ESP32-C3 Bluetooth LE 7% i :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

Nl <

OK

+BLECONN:0, "24:0a:c4:d6:e4d:46"

PERH:

o WA _FIRGT AT, 58] 4317 ESP32-C3 Bluetooth LE filz 4% itk o

o MR Bluetooth LE 7325, N<x3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE 7E#24 M, N£#E/R +BLECONN: 0, -1,

4. ESP32-C3 Bluetooth LE 7% F it % FiL IR 45

e
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AT+BLEGATTCPRIMSRV=0

N . :

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

LR

» ESP32-C3 Bluetooth LE & i 2r ] kR 55 45 5, H ESP32-C3 Bluetooth LE fiZ P2 i Ak 45 14
ZER ZHHABRIAR S (UUID: 0x1800 1 0x1801), X 2iF# ¥4, EEWM, XFFR-—R%,
ESP32-C3 Bluetooth LE & it A if 1) <srv_index> B 45T ESP32-C3 Bluetooth LE I i 25 i 1)
<srv_index> {H + 2. 0 F R 7RG AR S 0xA002, 4 Hi7E ESP32-C3 Bluetooth LE & F' i %
3 <srv_index> Ky 3, ANSFE ESP32-C3 Bluetooth LE fi Fr i it AT+ BLEGATTSSRV? 6%
2], N <srv_index> 4 1,

5. ESP32-C3 Bluetooth LE % F1 3 % PR .

AT+BLEGATTCCHAR=0, 3

Mg .«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

6. WEMEZESE., & auth_reqg iy SC_MITM_BOND, JR45iH) iocap S KeyboardOnly, %%
Wit iocap SN KeyboardDisplay, key_size j 16, init_key 5 3, rsp_key N 3.
ESP32-C3 Bluetooth LE [ 45 :

’AT+BLESECPARAM213,2,16,3,3

i [ <

’OK

ESP32-C3 Bluetooth LE % i :

’AT+BLESECPARAM=13, 4,16,3,3

iy B«

’OK

LK
* FEABiH, ESP32-C3 Bluetooth LE Iz 55 Sk ABCXi%, ESP32-C3 Bluetooth LE % P i 71 it
Xt
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e BESP-AT % #f Legacy Pairing fil Secure Connections BFEZ X, HEEEEER
SIS . IR Sfi 7 #F Secure Connections, NM|£KJf Secure Connections
I,

7. ESP32-C3 Bluetooth LE % F i % #e il 255 5K
A

’AT+BLEENC:O,3

M B -

’OK

AR
A4 ESP32-C3 Bluetooth LE filk 45 b il i #2  E1] il %345 5K, ESP32-C3 Bluetooth LE flt 45 i U 23 $2 7R~
+BLESECREQ:0,
1. ESP32-C3 Bluetooth LE J}Z 4% i [/ it %K
s

’AT+BLEENCRSP:O,1 ‘

M B -

[ox |

LR
« {13 ESP32-C3 Bluetooth LE % F i 1 $jli £ Bt % i 57, 1] ESP32-C3 Bluetooth LE % f

UiF 2 A — A 6 AR .
o JEZAR %, ESP32-C3 Bluetooth LE %% i M| &3 /R +BLESECNTFYKEY: 0, 793718, ft

XTHE Sk 793718,
1. ESP32-C3 Bluetooth LE % F i [1] &2 it Xt i

iy

’AT+BLEKEYREPLY=O,793718
Mg 3«

] oK
PATIXA L2 )5, #E ESP32-C3 Bluetooth LE 745 il ESP32-C3 Bluetooth LE %% F' i £ 4 — it
WA B .

ESP32-C3 Bluetooth LE f 45 i :

+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0,1

+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE:0, 2

+BLEAUTHCMPL:0, 0

ESP32-C3 Bluetooth LE % ¥ :

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0, 1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

YR PLZWE DL +BLESECKEYTYPE FR3L S B . {5 H +BLEAUTHCMPL: 0, 0 & — A28k 0 %
NI, R 1 RN R
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4.3.5 W4~ ESP32-C3 JF Wz mldr SPP ¥%4%, UL KA UART-Bluetooth LE & {4 Bi
AP s

PAF 73l ] B (5 FH i e ESP32-C3 FF AcAz, Horfr—3eff 4 Bluetooth LE 453w (HLAE K Bluetooth LE fiit 5%
mffi €6 ), J3—3AEA Bluetooth LE & Fii (HAEH Bluetooth LE & P fi€6,) o XA J&7R 1 . anfay
37. Bluetooth LE %432, DA S 757151518 {8 Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE %&£ 45

o

T FEPA N EEPFPAESP32-C3 Bluetooth LE R4 3Tk R F554E ESP32-C3 Bluetooth LE
HR 45 3 SATHI A, DA ESP32-C3 Bluetooth LE & P 3% 3L #:/E H 25 34 ESP32-C3 Bluetooth LE
% Pt TR .

1. #¥Ji54k Bluetooth LE HfjfE.
ESP32-C3 Bluetooth LE f 45 i :

’AT+BLEINIT=2

i . <

’OK

ESP32-C3 Bluetooth LE % /i
A

’AT+BLEINIT:1

i B <

’OK

1. ESP32-C3 Bluetooth LE I} % it 3R % .
e

’AT+BLEGATTSSRVCRE

Wi K7 -

’OK

2. ESP32-C3 Bluetooth LE 45 i 2 AR 45
i

’AT+BLEGATTSSRVSTART

M .

’OK

1. ESP32-C3 Bluetooth LE I 4 25 H: MAC Hithl:.
s

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PiHH :
o AR HLEE R RE S Bk S AN, SRRt SRR E .
2. ESP32-C3 Bluetooth LE IR 4% e 8 & 554 .
e
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’AT+BLEADVPARAM=50, 50,0,0,7,0,,

i B«
E
3. ESP32-C3 Bluetooth LE R 45 i ik &) 15 5dE .

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

i . <

’OK

4. ESP32-C3 Bluetooth LE IR 45 i 44 4% -
iy

’AT+BLEADVSTART

Mg K7 -

’OK

5. ESP32-C3 Bluetooth LE % P FFGa304 , 4k 3 #b.
i

’AT+BLESCAN21,3

M B -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060af£f4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o MRS ATRE S ik W o AR ] .
6. 757 the Bluetooth LE %32,
ESP32-C3 Bluetooth LE % i :

AT+BLECONN=0,"24:0a:c4:d6:ed:46"

i B <

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

Ui :
o WA _FIRAT AT, 5 A 5 ESP32-C3 Bluetooth LE fIf 45 Sk itk .
o Y15 Bluetooth LE &2, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 152 Bluetooth LE i35, W& /R +BLECONN: 0, -1,
7. ESP32-C3 Bluetooth LE fi 45 525 R 45
e

AT+BLEGATTSSRV?

i B -

+BLEGATTSSRV:1,1,0xA002,1
+BLEGATTSSRV:2,1, 0xA003,1

OK

8. ESP32-C3 Bluetooth LE JIft %3t % PUARAE .
s
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AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C3 Bluetooth LE & F 13k % IR 45

AT+BLEGATTCPRIMSRV=0

M .
+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003,1
OK

YL :

* ESP32-C3 Bluetooth LE % Fim A ifj IR 55 (14554, b ESP32-C3 Bluetooth LE fiig /i 251 il 55 1
LR Z A BRIAR S (UUID: 0x1800 1 0x1801) , X 2IEHM 4. IEREAIM, T H—HRk%,
ESP32-C3 Bluetooth LE & it Ay 1A 1 <srv_index> {H2+T ESP32-C3 Bluetooth LE i i 25 141 (1Y)
<srv_index>{H + 2. BN, FIARREIFHIAR S 0xA002, 4HiHE ESP32-C3 Bluetooth LE 2% i
B F| I <srv_index> 4 3, WIHRFE ESP32-C3 Bluetooth LE fi? F 3 it AT+ BLEGATTSSRV ? iy
A2, N <srv_index> K 1.

10. ESP32-C3 Bluetooth LE % P13t % BUAE

AT+BLEGATTCCHAR=0, 3

i -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR:"char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char", 0, 3,6, 0xC305,0x10

Q)
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(£ L£50)

+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

11. ESP32-C3 Bluetooth LE % i fic & Bluetooth LE SPP,
WP SCRFEHEAEN IR SFHIE (characteristic) {10 53838 X500, BE8E 2 HF notify 52 indicate 1]
characteristic {F 52l H 2 AR
/ﬁ/\

’ATJrBLESPPCFG:l, 3,5,3,7

Mg |3

[ox

12. ESP32-C3 Bluetooth LE & i {#i fE Bluetooth LE SPP,
G

’AT+BLESPP

N . :

OK

>

idmg i FRoR AT 243k A Bluetooth LE SPP 52X, ] DAHFA TR 1) A s 2K .
AR
* ESP32-C3 Bluetooth LE & '3 7T J& Bluetooth LE SPP #5550 )5, & I AR S E T
Bluetooth LE {£#%| ESP32-C3 Bluetooth LE k%53t .
13. ESP32-C3 Bluetooth LE 453 HC & Bluetooth LE SPP,
VP& notify B indicate 1 characteristic /F 85 il i8 AR5, XIS HEAER characteristic
ﬁz’ﬂ\& STBEE &€/

’AT+BLESPPCFG=1, 1,7,1,5

i B -

’OK

14. ESP32-C3 Bluetooth LE JIR 43 {ii §€ Bluetooth LE SPP,
S

’AT+BLESPP

Mg |3«

OK

>

bim )RR AT & 23F A Bluetooth LE SPP #15, 1] DAFFF T4 #8 1) Ak Ak .
ALK
 ESP32-C3 Bluetooth LE fig F* i F 2 Bluetooth LE SPP i &4 5, 58 IR B p B e 25

Bluetooth LE {£ %% ESP32-C3 Bluetooth LE % i
* N5 ESP32-C3 Bluetooth LE % s % A S IT R Bluetooth LE SPP %1%, a3 {fi j HoAth i 45 1F
“A Bluetooth LE % i, W] ESP32-C3 Bluetooth LE % i 55 22 45 TF J3 il Notify 5% 2 Indicate
41, ESP32-C3 Bluetooth LE % P i sk FF 2 % £ , W 468 | AT+ BLEGATTCWR=0,3,7,1,1
FFJEAsinr, ESP32-C3 Bluetooth LE IR 4% 5 4 g B2 S2 05 4%
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o ¥ A%, ESP32-C3 Bluetooth LE % iy <srv_index> {4} ESP32-C3 Bluetooth LE fIi
%53y <srv_index> {H + 2, XZIEHIHE.

4.3.6 ESP32-C3 5 -FHL4 . SPP ¥%EH;:, UL M At UART-Bluetooth LE & {4 B F 145
B

R BIRTR T WTHE ESP32-C3 I et (U A ARIIFEEE T iR 5 e ) FIFAL (DUVE AR A %
P () Z AL SPP 384, PANMN{A7E UART-Bluetooth LE A3 A& i i -

Fgi: HBdipl ESP32-C3 Bluetooth LE Mt % 3L #ER/E B 2224 ESP32-C3 Bluetooth LE JIR 4%
U ATEIAT, MDA Bluetooth LE & F 33kl a5 BAEFHL I VAR Bh F P AT RI T .

1. £ FHlim T 2% Bluetooth LE J#i BT, 40 LightBlue,
2. WIk4k Bluetooth LE ZhfE.
ESP32-C3 Bluetooth LE H 45 i :

’AT+BLEINIT:2

i B <

’OK

1. ESP32-C3 Bluetooth LE I} % it 3R % .
e

’AT+BLEGATTSSRVCRE

Wi K7 -

’OK

2. ESP32-C3 Bluetooth LE 45 B TF AR 45
i

’AT+BLEGATTSSRVSTART

M .

’OK

1. ESP32-C3 Bluetooth LE I 4 2B H: MAC Hizhl:.
s

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

A
o EAEIHUE T RS Bk m B R BN, ISR HE, FERE IR S A E .
2. ESP32-C3 Bluetooth LE %5 it 5t B & S50
i

’AT+BLEADVPARAM:50, 50,0,0,7,0,,

Wi K7 -

’OK
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3. ESP32-C3 Bluetooth LE JI} 45 i B T #6500 .

e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M .

’OK

4. ESP32-C3 Bluetooth LE R4 5t 15T 45 .

’AT+BLEADVSTART

W

’OK

5. 1% Bluetooth LE &%,
FHLFT ¥ LightBlue I I #2)5, F47FF SCAN FF i34, % %] ESP32-C3 Bluetooth LE Jf 55 i
) MAC #ihil, s CONNECT #4744, I ESP32-C3 i vV i% 23T BV 25l T +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XERCLES T Bluetooth LE £,

6. ESP32-C3 Bluetooth LE fIR 45 it 2r i IR 55 -

o

AT+BLEGATTSSRV?

M B :

+BLEGATTSSRV:1
+BLEGATTSSRV:2

OK

,1,0xA002,1
,1,0xA003,1

7. ESP32-C3 Bluetooth LE fI 4% i % PUAHE .

AT+BLEGATTSCHAR?

Mg [«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306,0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

8. Bluetooth LE 2 i & FUASHE .
I BFAE T B LightBlue % 77 i 358 $% 5 5 Properties > NOTIFY B% % INDICATE [ Ik 55 45 4F (3xX B
ESP-AT 2RiA Properties ) NOTIFY 13 INDICATE [ ] 545 1F 2 0xC305 F1 0xC306) , FH 4G iy
Properties & NOTIFY 5% INDICATE iR 55 4511 .
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9. ESP32-C3 Bluetooth LE it 45 i it & Bluetooth LE SPP.,
e P& notify B indicate ¥ characteristic /E°4 5 il i8 A X508, W FEHEMER characteristic
VB Ay 23 T8 S B -

’AT+BLESPPCFG:L1,7,1,5 ‘

i .«

[ox |
10. ESP32-C3 Bluetooth LE fljt45 i {#i §€ Bluetooth LE SPP,

’AT+BLESPP ‘

Wi K7 -

OK

>

iR FRoR AT £ 43F A Bluetooth LE SPP X, AT DAHFA T4 1) Ak F2 K
11. Bluetooth LE % i A& 1% B
7E LightBlue % i £ 0xC304 [k &40 (H & 55 test 45 ESP32-C3 Bluetooth LE iR 453w, It
i} ESP32-C3 Bluetooth LE %5 241 DL H] test .
12. ESP32-C3 Bluetooth LE JIf % it % 3£ 5d .
1 ESP32-C3 Bluetooth LE IR 45 i B &% test, IR} LightBlue & 3 n] PAKE| test.

4.3.7 ESP32-C3 fIT-HLZ 7. Bluetooth LE 4% - Fid %}

B T AT AE ESP32-C3 JF At (AUVEMARTIRER T S5 fa ) FFHL (UVE R ARThFE#E %
Pl fa ) 2 [a)#7. Bluetooth LE 443 H #y A\ 40 5¢ UBC T o

Fgi: HIBdipl ESP32-C3 Bluetooth LE Mt % 3L #ER/E B 2524 ESP32-C3 Bluetooth LE fIR 4%
Ut ATEIAT, MDA Bluetooth LE & 3 F kil R a5 BAEFHL I F VR Bh F P AT BRI T .

1. ¥EF-Hlifi T 2% Bluetooth LE Ji1(1) T, B LightBlue i JJFE/T
2. #1154k Bluetooth LE I RE,
ESP32-C3 Bluetooth LE H 45 ifi :

’AT+BLEINIT:2

Nl <

[ox |

1. ESP32-C3 Bluetooth LE i 45 s 2R 5
i

’AT+BLEGATTSSRVCRE

Mg KV -

[ox |
2. ESP32-C3 Bluetooth LE 45 81 R AR 45
s

’AT+BLEGATTSSRVSTART ‘

M .
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’OK

1. ESP32-C3 Bluetooth LE it 45 i 32 B H: MAC #bhik

’AT+BLEADDR?

Nl . -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Vi :
o AMRIAHUEE T RE S Bk N A O], IO SR, TR SRS E .
2. ESP32-C3 Bluetooth LE I 45 5 8 1% S50
iy

’AT+BLEADVPARAM=50, 50,0,0,7,0,,

i B«

’OK

3. ESP32-C3 Bluetooth LE JI 45 i3 & 1 3& 5t .
iR

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

i B«

’OK

4. ESP32-C3 Bluetooth LE I 5 % B 2550
i

’AT+BLESECPARAM=13,2,16,3,3

i B <

’OK

5. ESP32-C3 Bluetooth LE R 45 i 48 4% -

’AT+BLEADVSTART

i B -

’OK

6. Bluetooth LE % i 1l 2 iE 2
FHLFT ¥ LightBlue I H #2)5, F47FF SCAN FF 4544, % %] ESP32-C3 Bluetooth LE Hf 55 i
) MAC Hihik, A5 coNNECT #4784, i} ESP32-C3 ifii iV 1% £ 4T B1 24l F +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFERELHEST T Bluetooth LE %35,

7. ESP32-C3 Bluetooth LE fIR 453 % #2 fin 25 K
fird:

’AT+BLEENC=O,3

N . :

’OK

8. Bluetooth LE % J"3i [|] 2 it %)
T4l LightBlue i F#2 )7 FI 161 22 i D11 Bluetooth LE #4251 BT i 23 5 FUXHE . (S BexT 258
FINEEE K 231518), ik B, I ESP32-C3 iV i% 2T 2Ll T +BLESECKEYREQ: 0 [ H
&, XFRTFHLE Zm B ELXT
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9. ESP32-C3 Bluetooth LE JIZ 4% i [1] 55 Fit %} 2545 .
It Bluetooth LE Al 45 i [9] &2 19 %5 6 Bl b b —25 B e F-#L LightBlue M #2734 B x5 B Y
e 231518,
e

’AT+BLEKEYREPLY:O,231518 ‘

i .«

[ox |
It} ESP32-C3 Bluetooth LE 45 i £ 4T EDZRAU T PAF Hi&, iX 3/~ ESP32-C3 Bluetooth LE filt 45 iify
5F-#1 Bluetooth LE & i 5E A% T B X

+BLESECKEYTYPE: O,
+BLESECKEYTYPE: 0,
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: 0,

6

2

’

N W e

’

o O O O O

44 MQTT AT =41

ARTCR TR ESP32-C3 5 LimATMOTT AT 4 4 & a2 BT R B -

AT TCP oy MQTT %35 (5 -2 AA)iE MOTT X32) (iEA FHEZ))
£ F TCPuy MOTT %45 (‘% & Ktz MOTT K32) (&R FH#BEES)
AT TLS 09 MOTT %45 (%% Ant)iE MOTT K32)

KT WSS a9 MOTT 4% 3

T ORI IR R B IR T s R Wi-Fi AT .

44.1 T TCP iy MQTT 4% (%A Hbald MQTT {UB1) (GG T8t i)
PATR 3 B[] R W B ESP32-C3 JF S ple, Mo —Huff0 MQTT %A (FUEN MQTT RAE M), 7
— P2 MQTT i % (AUERN MQTT il & ).

INBIYER T A 3T TCP @ MQTT #4z . w e 2l @d— M4 MQTT 3, fkik MQTT LB
IP #ifil2h 192.168.3.102, #1134 8883,

T PPRPPAESP32-C3 MOTT & A7 & I KA #AE 5 BAE ESP32-C3 MQTT %A & mihAT HIAT, DA
ESP32-C3 MOTT 3T & I k1A A5 27 ESP32-C3 MQTT 1] B sm AT RIAT o A1 R4 A 1A e 1
FIATEMR s, D5 S R A 2 i AN 1T B S AT

1. &8 MQTT A gt
ESP32-C3 MQTT %%

’AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,""

M B <

Lox |
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ESP32-C3 MQTT i] %
A

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""
N . :
[ox |

2. #H MQTT U2
i

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘
N . :

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK
AR
o fEI AR MQTT B4 5 MQTT 03 IP Hudik ] g 5 ik & H A ]
3. 975 MQTT =45,
ESP32-C3 MQTT ] {3 :
i

’AT+MQTTSUB:O, "topic", 1 ‘

Nl .«

[ox |

4. KA MQTT 5 E. (F4FH ),
ESP32-C3 MQTT %1
s

’AT+MQTTPUB=O,"topic","test",l,O ‘
M B -
[ox |

BEH:
* 2R ESP32-C3 MQTT %Afi& i A AHE, LA MEERF&FE ESP32-C3 MQTT 1] & e -

’+MQTTSUBRECV:O,"topic“,4,test ‘

5. XM MQTT %48

’AT+MQTTCLEAN=O
Mg J3

[ox |

442 J&T TCP i) MQTT 4% (%A ibald MQTT {UB!) (GG T8kt %)
PA"R 7 B[] R W B ESP32-C3 JF Scple, Mo —8uff0 MQTT %A (FUfEN MQTT A M), )
— P MQTT i % (AUERN MQTT il & ).

INBIYE T A 3T TCP @ MQTT #4z . p e i 2@ — 4 MQTT 3, fikix MQTT LB
IP idil>h 192.168.3.102, ¥fI1k 8883,

MAEBEAHEENBEEEMNKZ, D28 THA AT 52K B BE 256, WA DA
JAT+MQTTPUBRAW 14>
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F%: PPRPPAESP32-C3 MOTT & A7 & I KA 75 BEAE ESP32-C3 MQTT %A & i AT RIAT, DA
ESP32-C3 MOTT 3T & JT ki #AE A 5 27 ESP32-C3 MQTT 1] B sm AT RIAT o IR 44 A e 1
FRIAAEMR A, IR A A o i AT [ B AR AT o

1. &#E MQTT M &
ESP32-C3 MQTT ki
i

’AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,""

Wi K7 -

’OK

ESP32-C3 MQTT i] %
e

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

e 3. :

’OK

2. JE#: MQTT B,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

Mg KV -

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

Ui :
o EEI A MQTT Q344 5 MQTT A3 IP #ihik v 5B 5 _Fiday & H A .
3. 1T MQTT /4.
ESP32-C3 MQTT i] %
A

’AT+MQTTSUB=O,"topiC",1

i . <

’OK

4. %A MQTT . (F45).
T S i LR R, 8 427 7,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",

—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0

—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://

—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace-Id

—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32-C3 MQTT %:1fi&:

AT+MQTTPUBRAW=0, "topic", 427,0,0

Mg 3

OK

Q)
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’ (?iiﬁ)‘
b R AT EHER R AT 8O, L] DU A SR, 24 AT 20 3 pO 5da K B A 3|
<length> )5, HdmEHITiE.

’+MQTTPUB:OK
AR
o AT > FFIG  BE T IERR FAF A TR B AR T8 X, RN T ZEPAHT 745 2 (CR-LF).
o I ESP32-C3 MQTT & Af# WY &£ IHE, PATE BIF&7E ESP32-C3 MQTT 17 5 # i 7m -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "O", "Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/", "User-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}

5. XM MQTT %8
EEY

’AT+MQTTCLEAN=O ‘
iy R«

[ox |

44.3 J&T TLS iy MQTT &% (i ZA B MQTT {URH)
PATR 7 B ] B FH W 5 ESP32-C3 JF e, Mo —8eff2f MQTT %A (JUMh MQTT AAfigfi ), 7
—HEHN MQTT 4T (FUh MQTT T 4 fi ) «

NBIAE T e 3T TLS A MQTT 4. 15 efET 2 — 1 4H MQTT 3, ik MQTT R
IP #bhlh 192.168.3.102, B4 8883,

WP BEHPLESP32-C3 MQTT % i & ki E R 55 Z4E ESP32-C3 MQTT KA & it ATRIAT, DA
ESP32-C3 MQTT ] 8 # F3k i #fE L 75 ZAE ESP32-C3 MQTT 7 & bt AT RI ] o SR B 5]
FRUIAEMR s 1, DR BAE A 2w T B 2 i A A T o

1. PEERFIX I SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com" ‘

Nl . -

[ox |
2. #¢ifi] SNTP H}d],
i

’AT+CIPSNTPTIME?

i 5 -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

B -
o FRAYACIR SNTP SR T AE-5 s B P A [l
* difHf PR SNTP I — & @ FL AR, NEER 1970 4F K Z BT .
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o R EINEE N TAE TLS IATER R ERIE 3516 %500
3. WE MQTT H gtk
ESP32-C3 MQTT %1
fiy 4

’AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

M B ©
[ox |
ESP32-C3 MQTT 1] % :

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

i . <

[ox |

4. LA MQTT & k-
iy

’ AT+MQTTCONNCFG=0,0,0, "1wtt", "1lwtm",0,0 ‘
Mg 3«
[ox |

5. M4% MQTT LR
s

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

i B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

i :
o sk AR MQTT BRI 4% 5 MQTT U3 IP Hudik T RE 5 _Fad & H AR ] o

6. 17% MQTT /5.

ESP32-C3 MQTT ] 4% :

e

’AT+MQTTSUB=O, "topic", 1 ‘

N . :

Jox |
7. KA MQTT {8 (FfFH).

ESP32-C3 MQTT A ffid:

’AT+MQTTPUB=O, "topic", "test",1,0 ‘
Mg J3
Lox |
Bi A :
* 402 ESP32-C3 MQTT % Afi & N A NG, AT EERF&AE ESP32-C3 MQTT 77 P& in 7 -
’+MQTTSUBRECV:O, "topic", 4, test ‘

8. XM MQTT 4%,
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’AT+MQTTCLEAN=O

N . :

’OK

4.4.4 JET WSS i) MQTT &H:
AR RG] R B ESP32-C3 JF A, Horp—Hffo MQTT %A (RAEA MQTT AAiE M), 7
—BAEH MQTT 4T g (A4 MQTT T & M ).

AUINZE T WA EET WSS A MQTT #:3:, MQTT AR 4 h matt .eclipseprojects.io, Wik
BEARN matt, GEHh 443,

W2 BEPPLESP32-C3 MQTT X i & kI #E H 55 Z4E ESP32-C3 MQTT A& it ATRI AT, DA
ESP32-C3 MQTT ] A& H3k i #fE L 75 Z7E ESP32-C3 MQTT 7 & bt A TR W] o SR BRI 5]
FRUHAEMR s A, RS AR AT 2 AT T 2 i S A T

1. PEERFIX A SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

Wi K7 -

’OK

2. Z¥if) SNTP H[d].
e

’AT+CIPSNTPTIME?

M .

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRAYERH) SNTP £5 8 0] 585 _LaRm i s AN [H]
o PR SNTP i) — & & E A R ETE], ANGEE 1970 4F K 2 Hif B B a] o
o REBIEE N TAE TLS AIERHRIEIE G %508 .
3. & MQTT H @ .
ESP32-C3 MQTT %7
s

’AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,"mqtt"

Mg |3«

[ox

ESP32-C3 MQTT i] %
s

’AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

N . :

[ox

4. 38 MQTT B
s
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AT+MQTTCONN=0, "mgtt.eclipseprojects.io", 443,1
N . :

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443"," /mgtt", 1

OK
AR
o EHIAR MQTT B4 5 MQTT 03 IP Hudik ] B 5 _Fik iy & H A ] o
5. 1T MQTT =45,
ESP32-C3 MQTT ] {3 :
A

’Z—\T+MQTTSUB:O, "topic", 1 ‘

Mg i«

[ox |

6. KA MQTT i & (FFH).
ESP32-C3 MQTT % ffi:
s

’AT+MQTTPUB=O,"topic","test",l,O ‘
M B -
Lox |
ﬁ%ﬁﬁ

* 02 ESP32-C3 MQTT ZAMH M &N E, VAT ERF&AE ESP32-C3 MQTT 17 P iinf s o

’+MQTTSUBRECV:O,"topic“,4,test ‘

7. XM MQTT %48
e

’AT+MQTTCLEAN=O
Mg |3«

[ox |

4.5 MQTT AT 8 2451

AT FEAN BB IAE L AT 59X AWS 10T,

U A KA MQTT AT iy 24N E, WS FMOTT AT 441 . 7 ELE T Fis AWS 10T JF
KeAiiv A E AWS 10T,

TR PATN AP BR A ESP-AT 55 ESP32-C3 i #7i% 5] AWS IoT.

o M AWS IoT 5% BE 3 vA % endpoint

o 1% MOTT AT 445 F &Nk & 42 AWS loT
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4.5.1 M AWS IoT 3kHUUE15 L B2 endpoint
1. BZER) AWS IoT IEH GikS, PAMNYZ ToT Core services,
2. I A AWS ToT ZEJR W Bl A AWS IoT 5% . FYAIES .
PRI ARG A N IR RN BH SC

* device.pem.crt (&45UFT)
o private.pem.key (FAG%54H)
» Amazon-root-CA-1.pem (4R CA jF4)

3. MR SORY A SR FRE UG % (endpoint) DA K 1 M AR i UE A5 KF F4 90 1 I s

U AR RN “xxx-ats.iot.us-east-2.amazonaws.com”

Frik: SRAVHUERAE AWS IoT JF A R R AR A8 B T E A R — 22
* AWS 10T T2 Irf i s A YIRS . SAE]. FIHRGET
o A RAMATEEEIETS .
o DA BRI (Ohio),

4.5.2 f§iffl MQTT AT &y A 35T MU iMilF &4 AWS IoT
B e 1S
FT I A H ESP-AT TA2, HHF7a0 N EAE:

o ffi[] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt,
o ffif] device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e fiiffl private.pem.key Fft customized_partitions/raw_data/mqtt_key/mqtt_client.key.

ivERIGEsk AT [

%1% ESP-AT Tl H DAY AT [F, R EPFGEREI G ESP32-C3 s, STEZFE, WS AL
%1% ESP-AT 142,

il A AL ESP-AT TARRHAIL TS, T EHMN AT dir BB AT, B2 4o 7 2
# PKIBLE .

[ AT fir 24251 AWS 1oT

1. 8 Wi-Fi #8384 station,

’AT+CWMODE:1

Nl <

’OK

2. ¥ AP,
i

’ AT+CWJAP=<ssid>, <password>

i .«
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’OK

3. % ¥ SNTP Server,
A

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B <

’OK

4. Z¥if] SNTP H[a] .
iR

’AT+CIPSNTPTIME?

i B -

+CIPSNTPTIME:<asctime style time>
OK

AR
o JIFRAS A <asctime style time> W40
PR
5. WE MQTT M gtk

S VCELIN DX A SIS, 753 00 2 PR kA3 R0 i 5 20

’AT+MQTTUSERCFG=O,5,"esp32","espre

ssif","1234567890",0,0,""

i . <

’OK

Ay
+ AT+MQTTUSERCFG W45 — &%)

6. &3 AWS IoT,
e

5, HIRUARALE, AAIEEE.

AT+MQTTCONN=0, "<endpoint>", 8883, 1

W R

+MQTTCONNECTED:0, 5, <endpoint>, "88
OK

83", "",l

LK

o AL <endpoint> Z:%5 T IH 5 451 <endpoint> {H .

o JLYETE G ] 8883,
7. TR
e

’AT+MQTTSUB=O,"topic/esp32at",1

M B -
o
8. KATIHE

’AT+MQTTPUB=O,"topic/esp32at","hel

lo aws!",1,0

W

+MQTTSUBRECV:0, "topic/esp32at", 10

OK

,hello aws!
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ABIH

IEFEAZHHEMT:
1. ESP32 i H i

AT+CWMODE=1 " =

OK =

WIFI CONNECTED -

WIFI GOT IP =

OK =

AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com” = -

OK =

AT+CIPSNTPTIME? = =

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022~ -

OK =

AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = -

OK =
AT+MQTTCONN=0,"al08b8vm1g634q-ats.iot.us-east-2.amazonaws.com”,8883,1 =
+MQTTCONNECTED:0,5,"al08b8vm1lg634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =

AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =

AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -
OK =

+MQTTSUBRECV:0,"topic/esp32at",45,{

"message”: "Hello from AWS loT console”

O

2. AWS i {7

4.6 Web Server AT 7344

AR EEN T AT web server I, F 858 L AR LA T3 T B -

o AR B
Fit

4T Wi-Fi 8219
o AR R N B AT

T OTA B #7+4%

1% R ARAZ A2 5 AT Wi-Fi BRI
1% B A2 B AT OTA BJ A4
ESP32-C3 18 Captive Portal Ty 4¢,

i BRAW) AT B9S2 3F AT web server fZHEE, 5% Web Bk 5% AT 44 B H1ZII6E .
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MQTT client i

Subscriptions

Connected as lotconsole-1642593579651-0 -

topicfesp32at Export Clear Pause

Subscribe to a topic

Publish to a topic

I topic/esp32at

Publish
Specify a topic and a message to publish with a QoS of 0.

topic/esp32at Publish to topic

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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4.6.1 {EMPYLASEFT Wi-Fi i)
By
i id web server, FALui PC n] AR ESP32-C3 B4 1y Wi-Fi BER: 5 Bl S800] DAGE FH AL 550 r i 1%

| ESP32-C3 i £ 1y AP, i W VEARF T ITRCI M 0T, H-F5 Wi-Fi i B A5 % 7;2%9’\ ESP32-C3 #&t#%, MA)a
ESP32-C3 Bea-FF AR % @EEE SERZRIHE E B A .

Wikt

BB R AT DA AT =4

o He W 1% &k 3k ESP32-C3 i% %
o AER RN S A RN G

o il AofTN 45 R

ML e 7 42 ESP32-C3 Bedy 156, N Tk #3442 ESP32-C3 x4, ESP32-C3 it AL B AL
AP+ STA B, FFBIHE—1 WEB R58F SN FE R, XHY AT 6y :

L JEBRZ BT ECRAE L, WERATERRIC R, ATREDR AR AR PR B 2 ATy e 15 AT 5:20 WEB fiik
S5 IR B .

¢ Command

’AT+RESTORE ‘

2. Wit # ESP32-C3 4% A Station + SoftAP £,
¢ Command

’AT+CWMODE:3 ‘

3. X SoftAP { ssid fil password (N5 E ERIA 445 ssid A pos_softap, TCEERSRT Wi-Fi) .,
¢ Command

’AT+CWSAP:"posfsoftap","",11,0,3 ‘

4. (EREZIEH.

¢ Command

’AT+CIPMUX=1

5. B web server, i1 80, HAMEEMIE: 25s (BRHAFA A 60s).

¢ Command

’ATH/\]EBSERVER:L 80,25 ‘

., R _EiRi 4 E 8l web server Ji5, FTHFECM % #9 Wi-Fi 320188, 1442 ESP32-C3 {54511 AP:

ﬁﬁiﬂﬂi%ﬁﬁ)ﬁﬁbrﬂu KL TEPCM B R B ESP32-C3 045, RIVn] A2ik HTTP 95K, FCERHE AR

HIgsA(E B (TER, WYEEREL A SR M N R A AP, B0, IR FHLIERF] ESP32-C3

] AP, NJW%E*)LT HWAE ESP32-C3 B fFH AR, ) T{XJ %EEP%J/\ web server FRIARY IP Hihik

(ﬂu%ﬂiuﬁ ESP32-C3 %% 1) SoftAP 1P itk , BRiAk 192.168.4.1, Eu]PAE T AT+CIPAP? fiy 42 if)2Y4

HIHY SoftAP IP Mithb), FTITHCF A, Hi ASNIERAY I A0 ssid. paSSWOFd gl “TFHRECR” BIATIT
AHCR -

F P AT A s BC M T TR H SSID B AE S Y R BIAE, A ESP32-C3 BB AT AP 5136, #EREH AR
AP Ff4i A password J5, sy “FFURECH” BT EShECM :
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WLAN @)

FIF WLAN %z

pos_softap
B (R L)

)

& 1: jE$#2 ESP32-C3 AP

® 192.168.4.1 @

waiting config

H Bk

Pl 2: TITFRC K S im
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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HWAACETR RS 5 R SRR R

VW1 BER I, PITCRE A K], A ARAREETTI BT, SR A ESP32-C3 B IP Huht,
BT L

[FIE, FEER R an 15 B -

+WEBSERVERRSP : 1 /I REEEW

WIFI CONNECTED /] REIE & &8

WIFI GOT IP /) HEER G FREE 1P

+WEBSERVERRSP : 2 /) RERMAMK BB MR 4R, Lot T UEK weB &R

AR BCI RN, 1 TR SR -

® 192.168.4.1 @

ESP=AT

FAST_FWR310_02

AP S, 15 B

connect fail

IS, AEHR H R e R

+WEBSERVERRSP : 1 /] REE Pﬂ , P K%EEX IP # f &, MCU_

X & F?%Il‘]’ﬂif

LI RHERR
)

e 10 FCM TR S R AR R . WG ESP32-C3 ML) Wi-Fi AP 2 IEWITE, PAK
AP [F KL E, AT S AR AT 34205 H web server.
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4.6.2 EHPYEZSUETT OTA [lfETH4k
(iiF]y

WSS ERFTIF web server [ TG, I DARESRIE A OTA TR, 38 3k 90 0T FRE R FH 43 DX P g ] 24 w3
B P RYUES " BERIE A (225 SOR o T 247 PKI R T fFE Z AR5 5 o

T OTA B B W &
RHFERIHY SR
KA H R E) 1
FFILOTA 75 £

FIOF OTA FL¥E vt WA, SEMTTA A “OTA F4y” ¥, F1HF OTA BB G, W AR E 4H)
[l As . AT Core it 4 :

LW 1 (Y3 S HE ESP32-C3 il AP, ol 1Jj17) OTA i & UUifi (15 % 55 ESP32-C3 B IE LAY
Al A>T ARy, A AT AT e 5

P12 W ERIRIY 4 RTERECAR” S E P AR W IR A S, P EES . /build.py
menuconfig —> Component config->AT->AT firmware version (% Ki#hiF ESP-AT L4%)

HHOZIAS , BESLEERAS 5 AP IR P 28 DAE T8 BN AR e [ A

PGy X A, miily “Partition” "N RIHESRIRIITA AT ATFE 70 X -

eI AE e, Rl ORI S, PR R AR AR -
ZJarily “BCETRR SR AR TR

BEWI 12 XF ota 43X, W BTLAPIERERY B TR A R a4 S AT W oin. ERRERIERRY
FK/NAE RIS partitions_at.csv FHE XA ota 4R AN, BRI HREMER, 5% L
R 4o TG o — A #0448 X H

B 20 XTFHEAX, WS E TR A . B A RSN bin, TERORECRR R
INREHT at_customize.csv CHFE LI KK/ B RIS IENE B, 3% 41T A

AU OTA Z5 ke, FPEARns, Fm T
[, FEHR H R R e R

+WEBSERVERRSP : 3 /) REFHER oTA B H %K
+WEBSERVERRSP : 4 /) RFE K R ota B 44

AR OTA PRI, Feis “THRRNL, R
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /] RERFHEK oA B HHE
+WEBSERVERRSP : 5 /] RERBERE oTA Eﬂ#%ﬁk%%'ﬂk F Pk E AT OTAL
~HERE, B LR PSEHFAT oA EH AR

B 12 X TF ota p X, FEIMATAT+RST H i ESP32-C3 DA i 7«

BEW] 2: ESP32-C3 ALY ota BFNA . ALK HENE I E 2 IKEFNE, FroAT e
Fe oy DR PE AR IR
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server_ca
client_cert
client key
BiH
72 BRI A AT AT A 3 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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4.6.3 PENRE/DRYFREST Wi-Fi fic
iF]x
Tl /IR e FE 190 e e el /MR Py 4 ESP32-C3 B 5 B AP, F il flofi /MR P 7 B He (1) AP

5L H 25 ESP32-C3 i 4%, ESP32-C3 St iX 2815 BB HBIXS WY /Y AP, FF I8 ANGUAE /M7 BC I 25
RIFUTTH

Wikt

BEABE R AT AT AT R AT DU 2

iz, & ESP32-C3 1% & %4k
BT LT

H 4% AP 4%
PATE A

Me¥E ESP32-C3 Bete B8 O 1 ik/IMERJF IS ESP32-C3 5%, ESP32-C3 il 2L E M AP + STA KL
X, A WEB R85 R MEFIER:, XV AT fr i :
L JEBRZ BB RAE L, WERATEERIC R, ATREDR AR AR PR B 2 AT e 1 AT 5:2 WEB fiie
Fan oA IR

¢ Command

’AT+RESTORE ‘

2. Ml ESP32-C3 i% %4 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3

3. 1% & SoftAP 7 ssid 11 password (kB BRI 2 ssid A pos_softap, password “Hj espressif ) .
e Command

’AT+CWSAP="pos?softap", "espressif",11,3,3 ‘

i S/ IR ERIA L ssid A pos_softap, password Ay espressif 1) SoftAP iRz, AR
FF ESP32-C3 A M S HH B FA R B I Tk E .

1. (EREZ .

¢ Command

’AT+CIPMUX21

2. 17 web server, 10 80, I RIERENTAE]: 40s (ERAHAK KA 60s).
e Command

’AT+WEBSERVER:1, 80,40 ‘

MR FTOFPHURAE, 0T i 4
EAPIR T SN S N WE R
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

HE.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 =

—
— e . B
B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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666888666

Message

BHEN RS

P 19: f A AP S
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2. B G, AR R “HERTFLR T SRS, AL FYGE 29T, BEH ESP32-C3
BRI H Bl R B A RO AR i

@A SSID

666888666

Message

S

AR FHAS

&l 20: JTURiEHE] AP

3. EBIW%%E/JV‘F J7 BT S8 DA B HR 1 i 1 B0 5t 5 B “Rr AR H AR AP AR ASHLEC R T
L —FE, Z% L3

5 WL BB
BEW) 1 W TR B RS R IR R . 15T ESP32-C3 BiEL) Wi-Fi AP 2R IEHFF S, AKX
AP PUAHERLE, AT L5 A IEMA AT 62 213 H web server,

UL 20 FEP DO CR S R AP RIK . SR A L M B 19 Wi-Fi BRI RE 2 4T IT, Kk ESP32-C3
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEWI 3¢ FCR R R ARG RAER Wi-Fi FCE 7. i Tl TALIERE ESP32-C3 ik AP, 1
A ESP32-C3 Bl ssid, password E.'ééi’ﬁﬁﬁti?ﬁ*ﬁ@%iﬁﬁ@ﬂﬁ

4.6.4 (A DR ST OTA WfETF2

Bl /BT S 50 L ESP32-C3 AT BIPEF L, 1657 Lk | ESP32-C3 38 4 5 MO LIRS TR
528 ESP32-C3 BIM M (WD ALER M SE SIS, AN TR, SRR, BT OTA
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W TH AR5 B I BE 4 AT OTA [ PFTHRRML, WS 1 A ) W 35 24T OTA Bl # I+ 28

4.6.5 ESP32-C3 i l}] Captive Portal Jjfg
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

JEi ] Captive Portal BHREJ , #i5% FiRBL M % &% 4% ESP32-C3 % & [F) AR 358 it ESP32-C3 Bl (1 fit
B, RJG I ESP32-C3 {4511 AP:

WLAN @

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

n_kJ&l, station L ATIEHATIT Captive Portal JyfERY ESP32-C3 451y AP J5, #/R “H8srANIE", )5
S5 ELETTN SR, FEBEREE) AT web 05 FLIiT. 4R AEE SUBKEE, TR station A MR, At “IA

HE” g b BRI RY “pos_softap” # S ZFR, F-ahifilik Captive Portal H #l$] X Wi #, #)\@J AT web
FEE AT
W B HERR

BEW 1 JEAEAUT (station ¥4, AP %45 ) #B3Z¥F Captive Portal DJREA REARUEZ IR IEH A, Bk, %
u% 4% ESP32-C3 %451 AP FEHE/T CEEFANIET, FHEG EsziF/\@J AT web [ T 5L, FIAE
12 station %45 AN IFZINRE, I, ES % Fadak R R 2R B M AS 8 1 ER S E T 33T T AT web
FES TR

4.7 HTTP AT 541
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AT BRI ESP32-C3 i BIZATHTTP AT 4 4 5 i QI HEA R Bl o

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.7.1 HTTP % pii HEAD 52K J5 1

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.7.2 HTTP % jui GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
Qi)
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(£ L£50)

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

473 HTTP %) POST Wik itk (GEMT POST Aitkei)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.7.4 HTTP % ;355 POST iRk itk (et k)
WG POST Wi mAI M K £, E4id TH & AT 8590 K B 256, ) g 3 & n] DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.
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’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.7.5 HTTP %y PUT iR Jiik GEM T ICBdkifse)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.7.6 HTTP % PUT §5RJjik (Mt i)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(R oUgkzh)
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(£ L£50)

by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.7.7 HTTP % jii DELETE 2K J5 1:

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT: 282, {
" args ". { } ,
"data": n "’
"files": {},
"form": {},
(N oLaksn)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.8 Sleep AT 753451

AT N ZHF 25 BBV AT/ ESP32-C3 25157 fiy BRI AT iy I B MRS

YN
o f& Wi-Fi 2 X F % & A Modem-sleep 72 X,

o & Wi-Fi # X Fi& & A Light-sleep 12X,
o X # A Deep-sleep 12 X,

4.8.1 fifr

ESP32-C3 Z R Seat i A PECAR, W DAEA [ R f A [ Ui, 2407, ESP-AT SCHFLAT Y
FHOFER (2 RIRIEA G S5 BRI ) -

1. Active Bigh: WAL T TARRES . AR, ZH R E S

2. Modem-sleep #izl: CPU W[iafy, HFBhl#ilcE . Wi-Fi BA7. W 3 FUEH A .

3. Light-sleep #ix: CPU {5217, RTCJ’?—@%%%%MWM&ULP VML PR AT . AT A e i =
(MAC. FE#L. RTC @ZHf#§s /N W) # Ml b

4. Deep-sleep fHz: CPU AR, N RTC f7fifigs fl RTC AMEALT TAERRES.

BOATEOL T, ESP32-C3 AL RS L NEUEA Active B, 2 CPU ANFE—E TAERS, HIHANSERFINR
BRI , ARG AT PAE AR FER

ESP32-C3 [JZh#E, S5 ESP32-C3 RIS HBARKAME 15

i
o Kol iATE Wi-Fi *ﬁﬁ%ﬂﬁ%*ﬁﬁ?’{% ESP32-C3 % A HEARAR L .
o IR Wi-Fi B0, HfF station B Modem—sleep #izUHl Light-sleep iz,
o MT W AR T Light-sleep i, HHRIMNBAEAE 32 KHz Fifk. W1RAMNEBAAELE 32 KHz
iR, ESP-AT ¥ TAE{E Modem-sleep #={ .
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iy ik

G REI S A o B R T, B ARG A i AR S AL A T
WFERNS% TR, (EE, BHITRBUARE T ESP32-C3 , SNHIGHIFYEHE.)

Digit Multimeter

ESP32-C3-DevKitM-1

K 22: ESP32-C3 fifi {1145

4.8.2 1r Wi-Fi B F %8 A~ Modem-sleep i

1. P& Wi-Fi 3 station 55,
s

AT+CWMODE=1

i B <

OK

2. e

iy

AT+CWJAP="espressif","1234567890"

M .

WIFI CONNECTED
WIFI GOT IP

OK
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L
o 3% AR SSID FIE RS Al REER iRy & R AR . 1 FH 50 % th 4% 1 SSID FHS .
3. W EMARIEMSECH Modem-sleep 55 .

’AT+SLEEP:1

i .«

’OK

ik
 RF R4 AP i) DTIM ZI M (# hi#s— %% E DTIM A 1),

4.8.3 1r Wi-Fi A, F % ¥4 Light-sleep iz

1. %8 Wi-Fi 3} station fEx,
e

’AT+CWMODE=1

Wi

’OK

2. mEREH Ay, WEMITERE N 3.

’AT+CWJAP="espressif","1234567890",,,,3

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

3
{5 A SSID AT AEHE FiA o 4RI TG00 2510 SSID I,
3. RN Light-sleep Bt

’AT+SLEEP=2

i . <

’OK

i
« CPU ¥& HBhKIE, RF MISHRIEAT+CWIAP 1 E A W T 8] B 2 391 55 1A

4.8.4 TEMETF) H&E P E A Modem-sleep i
L. HhRAR R £ ok W 2 AR5 3 o
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’AT+BLEINIT=2 ‘

i B <

Lox |

L BEEE) RS BUEMCT) R s,
iy

’Z—\T+BLEADVPZ—\RZ—\M:1600,1600,0,0,7,0,0, "00:00:00:00:00:00" ‘

M B -

[ox |

L JFha) %
iy

’ AT+BLEADVSTART ‘

Mg |3

[ox |

1. 25 Wi-Fi,
i

’AT+CWMODE:O ‘

i B -

[ox |

1. BEEMRHRAR A Modem-sleep 1515
e

’Z—\T+SLEEP:1 ‘

M B -

[ox |

4.8.5 RSN T B E O Modem-sleep Fi5X

L. WA A A 7 s
i

’AT+BLEINIT=2 ‘

M. :

Lox |

L PR .

i
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’ AT+BLEADVSTART ‘

i B <

Lox |

1. SRpiER:.
SRR N T, W AT 4R

+BLECONN:0,"47:3f:86:dc:ed4:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM: 0,0, 0,24,0,500

OK
AR
o TEXARBIF, W% Pl 47:3f:86:dc:e4:7d,
o Xf T /8 {5 B (+BLECONN and +BLECONNPARAM) ., i & #AT+BLECONN

HIAT+BLECONNPARAM #HEUE £ {5 4.,
| B RS WE RN 1s.
i

’AT+BLECONNPARAM=O,800,800,0,SOO ‘

i B«

Lox |

WRERSEE ), W AT 25K

’+BLECONNPARAM:O,800,800,800,0,500 ‘

R
o XFHR{EE (+BLECONNPARAM), {5 AT+BLECONNPARAM #EUE £ 15 5. .
1. %%/ Wi-Fi.
iy

’AT+CWMODE:O ‘

i B«

Lox |

1. AR Modem-sleep 13K
e

’AT+SLEEP=1 ‘

i . -

[ox |

4.8.6 AE¥E5F) AT ik Light-sleep ik,
L. RhRAk R F ok B o AR 55 3 -
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e

’AT+BLEINIT=2 ‘

N . :

[ox |

L WEEE )RS BCEEE) R s,

e

’AT+BLEADVPARZ—\M=1600,1600,0,0,7,0,0, "00:00:00:00:00:00" ‘

i B <

[ox |

L JFe 4%
iy

’ AT+BLEADVSTART ‘

Mg B -

[ox |

1. 251 Wi-Fi,
s

’AT+CWMODE=O ‘

N . :

[ox |

1. B EARIREEN Light-sleep #5.

Es

’AT+SLEEP=2 ‘

Nl <

[ox |

4.8.7 AriiFERA Pl Light-sleep K

L WAL A T RS
s

’AT+BLEINIT=2 ‘

M W -

[ox |

L IR #k.

i
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’ AT+BLEADVSTART ‘

i B <

[ox |

1. SFRFiEE.
WEREERGHNL ), W AT ff 23

+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM: 0, 0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
AR
o TERXAIRBI, WA P um ik 47:3f:86:dc:ed:7d.
o X%F T # % {5 B (+BLECONN and +BLECONNPARAM) , i % #AT+BLECONN

FIAT+BLECONNPARAM #REUE 25 4.,
L A S W N s,

AN A -
g

’ATJrBLECONNPARAM:O,800,800,0,500 ‘

N . :

[ox |

WRERSECE ), W AT 23R

’+BLECONNPARAM:O,800,800,800,0,500 ‘

LK
o SFFHER(EE (+BLECONNPARAM) , %% AT+BLECONNPARAM $KEUF 215 4.
1. %%/ Wi-Fi.
fir g

’AT+CWMODE=O ‘

Mg | :

Lox |

L BE RN A Light-sleep #5X.
iy

’AT+SLEEP=2 ‘

Mg J3

Lox |

4.8.8 VM Deep-sleep ki

1. BRI A Deep-sleep #3. i%E deep-sleep Hif[a] 5 3600000 ms.
AT
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’ AT+GSLP=3600000

N . :

’OK

LK
o BOEMRIENG, B A BhmemE, IR T MR B A
* XfF Deep-sleep HiX, ME— XMLy 142 5 I L -

FB=T = AT >ESZ LI fl.
o RainMaker AT 1)

o IRJE MY AR o
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Il g ERIDE 2 3 O AT TR

51 AHugvk ESP-AT T#%

ASCRYTEA N T AR A i i ESP-AT AR, 05 A2 U [ e 2 ESP32-C3 4. MENAR T 7
K A0 Bl TR R TR, IR EE & AT & v gl R4 T IR A R 45, IR ARRR%
Ji%F ESP-AT T#2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

511 PEABER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

51.2 5—3: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

T R4 ESP-IDF v5.0 Huil A 1] SCR (355, 520 hello_world TREEMIECE . SRiFVAK FHEEMZE
ESP32-C3 J K558 .

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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5.1.3 &5 2b: 3RHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

¢ Windows
X ESP32-C3 RAB , HEEE A L AN FRiz 1T ESP-IDF 5.0 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
HIBIABRAE N Suserprofiles\esp. A DAKF ESP-AT 2R AL E AR T, (HIFHEEAE MM iy
AT B . R, BSP-AT ASCRFl A 2 I AR .

514 2 AL

BATUH TR install R, M2 % TR K B 32 R KM Python £, ESP-IDF 63 J% DA K
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

URR A — LR BT, 170 ESP32-C3 s bdf LA T M Bk il

e YE¥ Platform name, 4N ESP32-C3 £7%ik #5164 PLATFORM_ESP32C3, Platform name
Hi factory_param_data.csv & X .

e % ¥ Module name, i 41 ESP32-C3-MINI-1 #i 20 %% $%& MINI-1, Module name M fac-
tory_param_data.csv & X,

* JHHEEE silence mode, Jo JHIPRAMNER—L8 HAEFF B FEFR RN — MG 00 TG4 .

* {5 build/module_info.json XMAFTE, LR =AECERTEASHI. FHit, WREHE
BB EALAAE R, WM IZ S

5.5 DUk Rk

fii FH USB 414511 ESP32-C3 i #1443 PC I, PAURNEREMFs it HAE, H51E W tiEds. W2, W
REHE IRt AR AR 3% AT ey AR AT WL, WIRTREEN, “AT MR E8%. T HEBRERIA
i VG Bl % 4o TR B AT 58 0 5 i
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5.1.6 S5hib: ACE TR

2f7UiH T.H menuconfig A HE .
 Linux B{ macOS

’./build.py menuconfig ‘

* Windows

’python build.py menuconfig

R PA_EFTAT A BRERIERR , DU 2 L T T Y SR B -

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
security features --->
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

1 TR -
MR IO KIEIL T80, AVICSAT G, RS TSI ARSI, A4t
i HRBRA B TR
507 AL Givk TR

BITPA N A2 gmit LAE .
e Linux B{ macOS

’./build.py build

¢ Windows

’python build.py build

WEAREH TR IR, BERS SRKRIE. AR E AL ota 7} KK/
¥ RTE build/ factory BAR N AEMIT QIR EIF. EZEEHS LESP-AT B 25

518 S5bib: RekSles

IBATPAT a2 Re A2 U [ 442 55 31 ESP32-C3 55 b
* Linux B{ macOS

’./build.py -p (PORT) flash

¢ Windows
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python build.py -p (PORT) flash

HEETE A ESP32-C3 &R H A PR (PORT) » B E 4 IAH/RE B E (Fe %3 flash . 398 T5 %
HEREF (PORT)

% ESP-AT bin ANgE/E 3, F HFT B “ota data partition invalid” , %1547 python build.py
erase_flash REMRIEEA flash, IRIFHHTHE AT [,

5.1.9 build.py ¥ Mk

build.py BAZET idf.py HHEW T H (B idf.py <cmd> IEEWME A TE build.py <cmd> H) |
AT LETTA R e BB 2 k.
e Linux B{ macOS

’ ./build.py —--help

¢ Windows

’ python build.py —-help

52 Mgk ESP-AT T.#

SRR T Tﬁﬂﬁiﬁﬁ@ﬁéﬁi% ESP-AT TAHE. MERIAME 7 & A4 a9 B JovE 7oK, anfsss
BLFF 5 WebSocket 7y 7% - K PAImDNS 53 7t AP AR5 Bidii ESP-AT TA2 . IH W AR A IS B0 %5
ESP-AT T 4%, {HANSREAME @I H A WXE, WIS ARSCRY, @it 415 ESP-AT T%.

TR PIGUGRRNG AT BSIPE, G SRR A CIty™ i EL AT RS S e -
WPRATLE PRSI R B 8RRz, T a2 n] e A .

521 TEANBER

TR N TGP BR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K ik .

%— BRI GitHub K5
% =% Fork ESP-AT T3
% =% R GitHub Actions 7 5%

Fv9d: B E 4hiF ESP-AT TAEFfE 69 % éﬂ
AW ARA github.dev % % 3545 B Ao 1 XA
%<1 GitHub Actions %35 AT B

522 45— BN GitHub IS

FEIFURZ W, 550 Bor Y GitHub K5, [RS8 (75 28 SRR

523 45 % Fork ESP-AT T.f¢

Vil ESP-AT @0, midi i A B Fork,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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i create fork EHIGER A CH GitHub k2T . BRIAM Fork {3 Il master 4} 37, QNS AREEHIEL
FHEEW D BN, WHEGE 2% Copy the master branch only.

¢z Edit Pins « @ atc 0 % Fork 334 W Stared 596 -

107 i1 Pullreq ) C Actions [ Proj

Create a new fork

Owner Repository name

° ustcew~ /[

By default, forks are named the same as their ; ca mize the name to distir
further.

Description (opt

AT application for ES 5P- C3 ESP-IDF &

Copy the ster branch only

Create fork

¥ 3: 41 78 Fork

524 =2 JF5 GitHub Actions Jjfig

MO FE R Actions 3 A GitHub Actions T [ »

Hidi I understand my workflows, go ahead and enable them j5/f] GitHub Actions.

V)Y

J& ] GitHub Actions 52 Ji% .

5.2.5 SPUsb: EEE4nE ESP-AT TR HEN Y]

ﬁn;ﬁﬁ?ﬁ Espressif OTA server {4 7 F1 OTA token, I HFF%Mli JAT+CIUPDATE 4 F14% AT &4, TR
éﬁ%mﬁlﬂﬁbﬂ% &, LDL..»mﬂﬂ CONFIG AT OTA_SUPPORT (FH XWZIEEE, HSH% A
AR github.dev % 5% A5 P Ao KAL) B E Bkt AR B

J ﬂiﬁ‘ﬁ??ﬁ’] Settings ¥EABE .

Espressif Systems 292 Release v2.3.0.0-esp32¢3-716-g62fb703321
Submit Document Feedback


http://iot.espressif.cn/#/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 5. WA 4iF AT & H O/ AT L%

% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

% ustccw/esp-at P

forked from espressiflesp-at

<> Code [ Pullrequests

ACti ons New workflow
I All workflows

Build ESP-AT Project
Reusable esp32-at workflow...
Reusable esp32c2-at workfl...

Reusable esp32c3-at workfl...

Management

E; Caches

% ustccw /

forked from espressifiesp-at

<> Code [ Pullrequests

¥ master ~

H A AT TAE

<z Pin G>Watch 0 ~ vy Star 0

() Actions [ Projects [ wiki (© Security |~ Insights @ Settings

All workflows

0 workflow runs

)0

There are no workflow runs yet.

A 6: J3 i GitHub Actions 52 i,

<z Pin & Watch 0 - ¥ Star 0

() Actions [ Projects [0 Wiki 7 Security |~ Insights | Settings

Go to file Add file ~ <> Code~  About ]

AT application for ESP32 ESP-IDF

This branch is up to date with espressiflesp-atmaster. il Contribute _» Sync fork & ESP32C3 ESP-IDF & ESP8266

@ xcguang Merge branch ‘bugfix/relink_cause_to_crash’ int

B .oithub/workflows
components
docs
examples
main
module_config

tools

Espressif Systems

ESP8266_RTOS_SDK
m

s
w
O

L1

Releases

> 24 tags

B 7: pii Settings
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Hiidi Settings -> Secrets and variables ->Actions #EA Action it & T .

“ode [ Pull requests Actions [ Prc M wiki © ity |~ 5 Settings

General General

Repository name

esp-at Rename

Template repository

Require contributors to sign off on web-based commits

Social Preview

Environments
| Codespaces Upload an image to customize your reposi

Pages Image Id be at least 640

Dep

ecrets and variables

& 8: 3 A Actions [it & L

Eiii New repository secret 3 AZEEHA] 72 T .

i A Name FI Secrets, i Add secret fE—NHIEEH. HALRZELHENZ OTA token.
T B T BRI A AR AN

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

WRTFEHE Z AR S AT B9, WHEE DR, RN FERES, A %9008 58 s
TUE R .
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

el 9: 4 BH T
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tions [ Pro O wiki © Insights Settings

Action ts / New secret

Name *
AT_OTA_TOKEN_W

Secret *

Add secret

10: A% 4]

Repository secrets

8 AT_OTA_TOKEN_ESP3
AT_OTA_TOKEN_ES|
AT_OTA_TOKEN_ESP32_PICO_D4

88 GitHub AT_OTA_TOKEN_ESP32_S0L0_1

= Email n

AT_OTA_TOKEN_W

AT_OTA_TOKEN_WROVER

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8

Espressif Systems 297 Release v2.3.0.0-esp32¢3-716-g62fb703321
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 5. WA 4iFHIF & H O AT TR

526 H5hzb: (A github.dev Zhife 35 fERONIRE 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $T9F github.dev 44 23

IR GET 0, PR B MU 0 SE AR

(> Code % Pullrequests (® Actions [ Projects 0 wiki (J Security |~ Insights

| ¥ master - Go to file Add file ~ <> Code ~

Switch branchesltags % Ald ication for ESP32 ESP-IDF
master. 1 Contribute 2 syne fo & 32C3 ESP-IDF & ESP8266
[ | SP8266_RTOS_SDK

Branches g se_to_crash’ int

' master

Releases

> 24 tags

Packages

el 12: Ry 52

AL AL ., BT github.dev iR 2R TIT 70 SO AU

5.2 G or ¢

FEHEAA G, BRI 7 SR FR, FE R RR L, B BRI ) 23 S B A B 70 S A R

WG AR H 2 X

B+ switch to Branch, A,
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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-at/tree/master

produck/v

~+ Create new branch...
- Cn ew branch fr

1° master (default) -

shift + P

p

shift + F

OUTLINE
TIMELINE

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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Iy SR ESE N -

C { & github.dev/ustccw/esp-at/tree/product/v1.0.0

ESP-AT [GITHUE]
K5 .github
B components

E

M examples

M main

B module_config

# tools

.gitlab-ci.yml
readthedocs.yml
build.py
] CMakeLists.txt
R LICENSE
README.md

requirements.txt

[yhe) OUTLINE
Loa
Lt

TIMELINE

+¢ GitHub

Bl 16: 73 S BIE 5E

5.3 B WA

1& github.dev J%E28 PIE TS . BIANFF B WebSocket it 31 5% HimDNS hft, WIFRSEFT AR ZH AY it BT
{4 esp-at/module_config/<your_module_name>/sdkconfig.defaults M4, ¥INAITF4T:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

eGSR, Ry R EIE . A C SO S + BB

BSOS, AP E . Kl Commit & Push i3,

5.2.7 45,53 GitHub Actions 5% AT |1k

LR EN 2 )G, 2 B3k GitHub Actions 4t ESP-AT [, 152 4o T A GitHub T 3% #7
WGafRa A AT B PR SCRY, FEEITREMN AT B (HE: SORRW AP HRASE T H CIKS T esp-at
B EFATHY, TAZE https:/github.com/espressif/esp-at {32 )
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C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M x

SOURCE CONTROL madule config

#: AT
CONFIG AT ENABLE=y

Commit & Push |~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=Y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS _COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4071a65dd28b72656ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN NUM=5

CONFIG ESP AT FW VERSION="2.5.@"

Changes 1
[0 sdkconfig.defaults module... T3 9 + M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P& 17: B WebSocket 14371, 25 mDNS ZihE (fdimek)

C Y & githubdev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL module_config

# AT
CONFIG AT ENABLE=y

Commit & Push [~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a85dd28b72056ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c287f725de50d40871a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN_NUM=5

CONFIG ESP AT Fw VERSION="2.5.8"

Changes 1
[ sdkconfig.defaults module... T3 2|+ M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

Bl 18: EFEE (Raiiek)

C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

Y

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL medule config

20230321: Added websocket commands # AT

support and disabled mdns commands CONFIG AT ENABLE=y
CONFIG AT BASE ON UART=y

Commit & Push CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

. ) CONFIG AT WS COMMAND SUPPORT=y

hlfecanlia deraulisludl oo lia/ ot CONFIG AT MDNS COMMAND SUPPORT=n

Changes CONFIG_AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"
CONFIG_AT OTA SERVER PORT=80
CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a05dd28b72056ca7"
CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"
CONFIG AT SOCKET MAX CONN NUM=5
CONFIG ESP AT FW VERSION="2.5.0"

Staged Changes

# -Wear-Levelling
CONFIG_WL_SECTOR SIZE 512=y

B 19: 3l (maimeR)
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5.3 il e AT S 155D

ARICRI AT AT & 2 ESP32-C3 A5 [ FR AT port 81 . BROATE DL, ESP-AT I P> UART #%
PR AT 5 —MHTH HE (AR HER D), B— TR AT fr o fiom . (PAT
PR i3 ) o

s P ESP32-C3 BE45 1 AT S LA, V%

o % [% ESP-AT T4%,

* Y& menuconfig fii! & T. E.BY factory_param_data.csv ZE#& F& 0T 4 .
s MmiF LA,

o W#raY bin IR F LS

AR E R H B SGE I, b B TR E SRR E

ik (A ERE DN AT ar 98 06 2% (1] AT SPL3% 1, AT through SPT Al {1} AT EH 741 o

53.1 ESP32-C3 7%

ESP32-C3 AT [E{4:14 H & i 1 A6y &0 14 BT DA 2 SOV B, 210 (ESP32-C3 i RS % T
WY AF A

fE ek H o 11 A5

BOATEOLT, AREEHefitny ESP32-C3 AT [H {0 1] LA UARTO & i it H &

 TX: GPIO21
* RX: GPIO20

E4 1% ESP-AT TR, WI ] menuconfig it ¥ T HAF HEBOH e 4 1 -

e ./build.py menuconfig —> Component config-—>ESP System Settings —> Channel
for console output —>Custom UART

e . /build.py menuconfig —> Component config->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config->ESP System Settings —> UART RX
on GPIO#

sl i 4 S 10 55

BOATEOLR, UARTL 1Tk AT S FIHE0C AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DAUE.#EAE factory_param_data.csv 2 FPG I i 1145 1 -

o FTITAASHIY factory_param_data.csv,

o BB FTERIAT

o IR EIRE vart_port (WIERAHE AT HE DRI HE AT dr4 10, WFEZE ST, R
E R uart_tx_pin flluart_rx_pin fl AT HEDRER—FE).

o MPEFEINHE vart_tx_pin fluart_rx_pin (EFZEIERFEERER, KL EThRad
H, B3E AT HE DS .

o BT EMHTERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRNG .
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54 @A AT 4

ARG /28 T QA ESP-AT TAREHIRIN P SCHY AT fip4, DA AT+TEST A A Bl jerm a0 3R
s BT o

HE LA . DIRE R @4 2/ 0HE LN IR
o T L AT 44
o GEM AT 44
XN G A 2 B AT O B O«
¢« ZiX—TFE
HAr P IRE T XTI 2% a4, ATARE () TR 2k ik 4.
o T LIAEH B
o RIS AR
o fukar SRR
o ARG L ey PAT
o M AT 65435 7 3R BU N 0% 2 9%

AT Ay 2RI IR AT, DA FESCPE MTECEE, EWR M B E X AT ar i Eal

541 EX AT w4

TEE SCAT 21, e AT ar @ RYZFRAIZEAL.
iy A i L

o ORI + BT
o SHFERE (2, az). BT (0~9) BITE ST (L 5 L /L 1L D), BEWIIAT 65

No

B4 AT i iRZ W DAAPUFZER: Iikar S, il WEmSMITmS, EZHEESWAT &4

WG, EXTHRBEA L. B AT+TEST ORI R PURIREY, R E SRR 7R B A o

=45 A -
Wit 4 -

=
ad

uint8_t at_test_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

i S
uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

QS
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(& b))
return ESP_AT_RESULT_CODE_OK;
i
B4
uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
;
if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._

—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

W

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT RESULT_CODE_OK;

e, WHesp_at_cmd_struct HE X AT AR SCHR2RAEL RGBS E LT 4/ FRA
+TEST  (HETY °CAT) HZFPra RSB 64

static esp_at_cmd_struct at_custom_cmnd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

WRANE SCRAIA, FFHARE ) NULL,
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542 AT 54

JHH APl esp_at_custom_cmd_array_regist () FEM AT 652, AR EHN AT+TEST WA FIL
.

esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) / sizeof (at_
—custom_cmd[0]));

F51F: BIUE esp_at_custom_cmd_array_regist JIA app_main () Y at_custom_init ().

543 2P

MBARE LW T LRI EE, 1915 ESP-AT TREHEEREM:, Zard I fEE &S LIRS EiT.
idistr— !

N /2 AT+TEST a5

WA 4 :

AT+TEST="

M

AT+TEST="?
this cmd is test cmd: +TEST

OK

iy A

AT+TEST?

W i <

AT+TEST?
this cmd is query cmd: +TEST

OK
B arA:

AT+TEST=1, "espressif"

Wi i <

AT+TEST=1, "espressif"

this cmd is setup cmd and cmd num is: 2
first parameter is: 1

second parameter is: espressif

Espressif Systems 306 Release v2.3.0.0-esp32¢3-716-g62fb703321
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 5. WA 4iFHIF & H O AT TR

AT+TEST
this cmd is execute cmd: +TEST

OK

54.4 5 SGRMIEE

ESP-AT B4 HFesp_at_result_code_string index F X T—Lik[EE B, WLk EHEEIES AT
H A

W T return BERGRPIE A, AT APl esp_at_response_result () FKRE AL HATE R 7]
FEHS A [E]BHdi j§ APLI flESP_AT RESULT CODE_SEND_OK MESP_AT RESULT CODE_SEND_FATL,

B, 2446 fH AT+TEST BIHATAr S M kS #eak MCU &£ 503Em, Fesp_at_response_result ()
FeaR m] Kk, M return BEORIR B dar S HATEE R, ORGSR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

J/ A B MCU K EEN A E X

send_data_to_server();

// & SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

ABAT A2 S AR W] R .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

54.5 RINGESE

ESP-AT $2{lt LA R P> AP R S-S 4.

* esp_at_get_para_as_digit () Efﬁﬂ@[??ﬁﬁ(o
e esp_at_get_para_as_str () WIRBFFESE.

AN WAAT 6 4.

546 AMAAEBE

AU EHLE Ay & SHC TS 4L

o B K G ALK P IR Ak
o Bk % s —15 Ak
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A E AL h i S8

R EALRF AT+TEST fir 2 <param_2> fll <param_3> S E A FESE, H <param_2> K%
TS, <param 3> HFFFERESEL

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

PR IT

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT PARA_PARSE_RESULT OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/) TR
/O FREERXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

;»2) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
t
} else {
/R
V- B §
/) REEENXBRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/) FERXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
(R oaksn)
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esp_at_port_write_data (buffer,
t
} else {
/7 R
VAR5 TR0
// FOH R XA
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

return ESP_AT_RESULT_CODE_OK;

esp_at_get_para_as_str (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"fourth parameter is:
strlen((char *)buffer));

strlen((char *)buffer));

"third parameter is omitted\r\n");
strlen((char *)buffer));

&para_str_4);

%s\r\n", para_str_4);

ik WA TARSEON ", WES AR

A i —hr S8

{B AT+TEST fir &1 <param_3> ZHCHFAFHSE, H RS,

AR ERCE N TS

AT+TEST=<param_1>, <param_2>[, <param_3>]

WG AT PR AR A B A5 1O
¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

FHAES AT

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result

snprintf ( (char *)buffer, 64,

—para_num) ;
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

"this cmd is setup cmd and cmd num is:

esp_at_get_para_as_digit (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"first parameter is:
strlen ((char *)buffer));

= ESP_AT_PARA_PARSE_RESULT_OK;

su\r\n", _

strlen((char *)buffer));

&para_int_1);

%d\r\n", para_int_1);

(T oUgkEE)
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parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7T PR
/) FEEXENE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
} else {

/7 Bl R

/B EZANFEK

/) FEEXEAME

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WixSHBA B -

54.7 PIEmAIIAT

A G IR AT, SR D PATER, ARG RGHE T X SR T RE S & WA [F] 8 .
— R, XA T S HEAES AR TR .

R semaphore R[FA2 .

AP .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
Q)
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snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 TR

// Kb A WA Al B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

// rﬂsiw A AT

/OEE G ANRATHER

// BB ES% T FH xSemaphoreGive ¥ # 3 semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

5.4.8 I\ AT iy A v DV U A B

ESP-AT SCFpM AT fiv 4 v 5 R ARG, AR FELATT P4~ APL

* esp_at_port_enter_specific () WHEBIHREL, AT imlBI0CE 5 AMEHE G, R %R
s

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EITHEEL.

AREORAR ) T3 95 SRR R A B R A e e i Ay B AN

TR K 4 A B b
BB LM <param_1> $82 THIEKAE, WTHHIR.

AT+TEST=<param_1>

PAT /R BB A AT AN AT fir g ARBUK BN <param 1> FyH AL .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) |

return ESP_AT RESULT_CODE_ERROR;
I3

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");

QS
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esp_at_port_write_data (buffer, strlen((char *)buffer));

}

/7 Bl R

// Kb A AL Al B semaphores

if (l!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BB NBAER T >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREK, EEKIARAKERSRE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

aE: 1S WK &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len -_
—received_len) ;

if (specified_len == received_len) {
esp_at_port_exit_specific();

/S RBRAMNEENKE

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/)T B
/SRR ABERE >0, WERHAEEKEATE N EREEKE
VAN RS- &
/7 B A ROR T BRAT B R R
esp_at_port_recv_data_notify(remain_len, portMAX_ DELAY);

N

3

3
/7 R
VR A&
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);
break;
3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

L, GRS E AT+TEST=5, M AMEdE N 1234567890, HF4 ESP-AT iRMILEHATT IR

AT+TEST=5

>67890

received data is: 12345
OK
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AR K B A B
XA OLRMRL Wi-Fi S 42X, NEELIRRKIE.

AT+TEST

1B ESP-AT 53t SIUPTIFE FTAE R, RETAIT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/B R

// Kb A WAL Rl # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

//RERAKERTE ">

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// HEEEEEK, EEKIARAKESEE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AE:3'E DNk &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN);

/7 AR SR E R

/7 B A RFERE e FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

=

/7 7 Bl R

/SRR ABERE >0, WHEHRRAMAREFELH

/7 OB E AT A BE R & B

/7 WA R RAT W s KR

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}
(R oTakZE)
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break;
} else if (received_len > 0) {
/)T Bl R
/7 B R AT AL BE B B B Ay AR
/7 A RO R AT B W g B B
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
;
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

I, SRS — AN AR Z 1234567890, 55 AN ABdE 2 +++, A ESP-AT REIZERAUTF R

AT+TEST

>

received data is: 1234567890
OK

5.5 ity ESP-AT £ PEfE

BANTE DR, ESP-AT Ml ML [fH ] UART #7385, Wb s Edf A s HEOA R E, BIA
Zxifad 115200 bps. JH 40 ESP-AT SRR At &, T TAR S, HAH A SR E . AR SCPA
ESP32-C3 Wi, Fraitnfafites ESP-AT it fE .

Frik: ASCET ESP-AT AT & 42X 1, fillidd4 s TCP/UDP/SSL A it PERERY— LTk -

I DR RV 7i75 2 S NN Sy L R = R AL W i
o [fF] ik B E

o [EH]RAKIBA, HA MR E
5.5.1  [ihjHA] P e v

L BB &S, LWIP. Wi-Fi iGH T el S8

R T ACHS BEHE UL I3B Il & module_config/module_esp32c3_default/sdkconfig.defaults S04 5 )5 ,
HE ESP32-C3 RGN AT B Ot B S04 1 sdkeonfig.defaults SC{4:

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

CONFIG_ESP_DEFAULT CPU_FREQ_160=y
CONFIG_ESP_DEFAULT CPU_FREQ MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

(N oiaRss)
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# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi

CONFIG_ESP32 WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_ WIFI_DYNAMIC_ RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_BUFFER_NUM=64
CONFIG _ESP32 WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 7% UART ZE 1% o/
WA B #E D1 854k at_vart_task.c SO uart_driver_install() 47 o

uvuart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MBRERIANACEL . Bk fh . ekiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. iEfeniipe ey UART Pefpfs
AL AT iy A aE -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

. & &

S PR T B 7 YA — R R AR A, (AT AT REN BEIRE A I . 53 SN LEBCE T REA
%ﬁ%%mﬁ,ME%%ﬂ%é@%Wﬁ%ﬁﬁmﬁ%oﬁ%,ﬁ?&ﬂ%%ﬁ?ﬁﬁ%%ﬁ%,ﬁﬁ
FERTPEHIC

5.5.2  [Herd] BABEIRHE . PR PEHACE

5o ESP-AT F ik ) Bl R AR AR ] -
WE Tk TR
o ESP-AT %% (TX) BB K S1 > S2 -> S3 -> S4 -> S5 > S6 -> S7 -> S8
o ESP-AT #: (RX) [ RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

A AR R AT, BARR A, T R A B S R AR T R AT LA, TN B
B AR B B BT R Z BTN IC ., AR A R B IRIR B . AESEBR T A, (R
H B Herp— A Bn AR B RT P R AR T 18- B4 0 R Py R

Frik: TR ECEIY AR A SE R N RIRAY . PRI AL AT+SYSRAM fiy 4 KAL) ] I AT
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium R5| 1S5
Rl Y
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Ethernet R6 “
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

L. GO 7¥H:fLfL
GO ARG AMLALAY Ry, IS H I EAT

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

2. S1. R1 -4k

HWHEILN, S1MIRI JZ ESP-AT Frit kA it . FEABOAE LT, ESP-AT Ml ML [0
J UART BT A%, Bl 115200, 1) UART R £ L, 35 BRIy S Mbps. [Ht, J
M FATALT S Mbps, W] DARE I ERIARY UART V0 RIEALZ (B AE o, [l eT PAEA T
L.

2.1 $255 UART ZZf X Ko/
YR ACRD B D1 at_uart_task.c SCAET uart_driver_install() 17 o
o }27% UART TX 50t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

$42 UART RX %t

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

$225 UART TX #l RX 750

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART e
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RS AT iy FPAI AR :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

/] B

ik PO EHLE UART ol LSRRI 2 iy, I HAHURI ESP-AT Z [ UART #2403
A REHIAE .

ks AU PRI T SRBAE T 5 Mbps, [V IEHE] SPLL SDIO. Socket 5773t JLIATH
5%

e SPI: SPIAT 35

« Socket: Socket AT }5F5

3.S2. R2. R3. S3&Hfifk

HEEMT, S2. R2, R3., S3 A& ESP-AT S RAS . K2~ AT core ¥ UART S5 X
FEAE (&5 2 2 g, A BANFERT B 25, TeRRiie.

4.84. R4. S5. R5. S6. R6 &HH-fi4t

ESP-AT I £HL2 88 il UART /7315, S4. R4. S5. R5. S6. R6 JLF 4k, ESP-AT Al
FALZ B AL N BT Tl E RS, S4. R4, S5, R5. S6. R6 ZWMEMH—PHE.

S4. R4, S5, R5. S6. RO ZMlFMLAILHIE . MAZE . FIEHREERZ 2 W Bdum. 1
Ak ESP-IDF ot WAL WicFi P SORS, TR, JEFT A PRCHE . S Seng LT b
JE . /build.py menuconfig HfTHECE

o {4k S4 -> S5 -> S6: KLy A
o fiAk R6 ->R5 -> R4 BRI 7 ) it

5. S6. Ro f¥i-{ift

S6 il R6 2 i {7 M A K B )22, ESP32-C3 mJ DAGE I Wi-Fil B0 DA A5 4 744 7 oo
Wi-Fi [ 7 AN R TT R Z S0, ATREETFE 7 Rl

* 42 RF RS%
BRI K S D 258 A R Ak = AR ST, P v] DAE A AT+ RFPOWER fir %5 1) Rl X
H RF ZHUI%,

o BEE 802.11 b/g/n HpiY
RN Wi-Fi #5X BI 4 802.11 b/g/n P, JH P A] 38 33 AT+ CWSTAPROTO 1y 425 ) FI 1 &
802.11 b/g/n . FE 2RI, PHIEI AP b Wi-Fi B E > 802.11 b/g/ #plL,
I FE LSk HT20/HT40 (20/40 MHz) 5%,

6.S7. R7. S8. RS &H-1i4t

HWHEULT, S7. R7. S8. R8 Mg ESP-AT FFREACALHIFE . NI FISLFRIM 8T 98 . 4%
BRI RS AR K

5.6 4nfal S8 mfg_nvs 51X
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5.6.1 mfg_nvs 43 X4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

S HcE (Wi-Fi iiE . UART FCE. BUARCE): 2% 8 A8 i 2
« PKIMCE (ZRIEBAEHANCE): iSHPKIRLEA 2.
* GATTS it (RIIFEHEAMRST) . WS H KA E T IR 5 R LIHA-23

MIEF BB SEE . PKI A& E GATTS B gy, 0 DA Bi4m ik ESP-AT TR, ARG
mfg_nvs.bin (8 il tarpy T A ABE:, B A BGET I . AR SO TS

5.6.2 )% mfg_nvs.bin

Bid B A8 o 58 WS, & #7 4 iF ESP-AT T 42, fE4m W B2 3 3808 i mfg_nvs.py SE4E W build/
customized_partitions/mfg_nvs.csv X/ (W& TIFERER ML SE,. 8. K8, fEE
=H), B esp-idf H¥ nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin 3 (NVS FERLEH) .

5.6.3 P#k mfg_nvs.bin

AR A M AR — #0720 2k mfg_nvs.bin SO

o FEEB IR ESP-AT ({4, FEIFIHE LS L R ENLE,
o {UF# mfg_nvs.bin, XFh 5 vE B #H ESP32-C3 H1f) mfg_nvs 73 [X .
— Windows
i 2 Windows Flash N# T H.. &% zip X {}:JeH readme.pdf B{#F doc HEF
i, F# build/customized_partitions/mfg_nvs.bin {4:#|] ESP32-C3,
0] DA F AT+SYSFLASH? 34251 mfg_nvs.bin [ T #HbhE
— Linux or macOS
i#5{#i ] esptool.py.
0] DATE ESP-AT #R H s A7 AR i 2 F 8 mfg_nvs.bin 307,

esptool.py —--chip auto —--port PORTNAME --baud 921600 —--before.
—~default_reset ——-after hard_reset write_flash -z —-flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

$ PORTNAME #4310 H 1144 7%, ADDRESS #:#k F % mfg_nvs.bin SC{: [ HuhE,
TP DA i AT+ SYSFLASH? iy 228 1) 2 -k .
o MCU % 3£AT+SYSFLASH 43 ESP32-C3 Hf{) mfg_nvs 43X .

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# E N\ mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE 4tk F 2 mfg_nvs.bin LR/, RIEIBLLLA AN [F 43 XK/, 0T PAIE
1T AT+SYSFLASH? 65425/ K K /N

57 sl 2%

RSO T WA SEET ESP-AT BOARY ) S8 . ) SHCE A28 Wi-Fi it . UART [t
PO
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« BT ABBRENL
o 2 %, mfg_nvs.bin XA

o T2k mfg_nvs.bin Xk

571 ) SBECEANH

M ETEAA R TS0 E 1Y IR SC 8 customized _partitions/raw_data/factory_param/factory_param_data.csv, %I
TR

Thge LEIALE X AT 8

Wi-Fi 9 Wi-Ei IR AT 2 h
iFi .« max_tx_power (ESP32.C3 ffy WiFi | |1 At B WieFi SIHERY AT 62

R ESIR, HH1E 0 ESP32-
C3 It B )

* country_code ([E ZAH5)

« start_channel G214 Wi-Fi {51H)

o channel_num (Wi-Fi [7) {58 08)

= ZE AT A
UART fii & « wart_port OB T %35 AT fir 4 Fil JIrfi 5 2 UART IREMY AT @i %

e AT 1321 UART i 1)
* uart_baudrate (UART i 43%)
* uvart_tx_pin (UART TX 5| #)
* uart_rx_pin (UART RX 5] i)
* uart_cts_pin (UART CTS 5] i)
* uart_rts_pin (UART RTS 5| i)

FELZH 24 B module_name AT+GMR

A H O SRIESCE T S8R, AELEM nfg_nvs. bin XM,

5.7.2 A:pk mfg_nvs.bin

THB % £k mfg_nvs.bin SCRE A ] ZHCER mEg_nvs . bin,

5.7.3 PF#k mfg_nvs.bin

WE% T #omfg_nvs.bin (A

5.8 s PKI FCE

A SAY AR T T 5 7 ESP-AT Lt Bl i PKT it . PKI B0 3E TLS %70 . TLS R 4548, MQTT
& P Al WPA2 Enterprise 2 i FIE HB 12547 .

* PKIBLE N4
o 4 px, mfg_nvs.bin 3

o T2k mfg_nvs.bin X
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5.8.1 PKIitENE

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

Inge e HX AT &<
TLS % ) S 0 B i « AT+CIPSTART
e client_ca_00.crt

client_cert_00.crt * AT+CIPSSLCCONF

client_key_00.key
B Pl
client_ca_0O1.crt
client_cert_O1.crt
client_key_01.key

%

e o o — o o

TLS k%% e server ca.crt AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % ity + matt,_cacrt AT+MQTTUSERCFG
* mgqtt_client.crt
* mgqtt_client.key

WPA?2 Enterprise % i AT+CWJEAP

e wpa2_ca.pem
* wpa2_client.crt
* wpa2_client.key

WRGE A SRRk PKIFCE, RJ54 M mEg_nvs.bin I,

5.8.2 )k mfg_nvs.bin 3Cfk
5% £ A mfg_nvs.bin SURY/E AT PKI BB ) mfg_nvs.bin.

5.8.3 Pk mfg_nvs.bin

TS T 3% mfe_nvs.bin LY.

5.9 il B UG SF IR 55

AN AT AT A ] ESP-AT $2 (AR D FE I o Mz 55 IR SCPFAE ESP32-C3 54 b H 7 SURIIFEIEF iR
%o

o KB T IR G IR A28
o thiFet A2 SR B T IR 5
— IS BRI T IR GRS

— A& px mfg_nvs.bin Xt
— T 2 mfg_nvs.bin Xt
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IRThFEM 2l 95 1 R GATT S5 1) 2 e, w3 2005 — A~ J@t358Y (attribute type) 2y 0x2800
()8 k55 (primary service). BEANRSS B2 H— P IRSS & SCRULAMFE AL . BN L2 Hh— A
ERFIAFL R . E2AHXAE BIESH CGETZ0HEY  HAY Generic Attribute Profile (GATT) —7 .,

5.9.1 {RIFEH MR 55 PSS 4

I 2 FE 08 5 ik 55 U5 SC 4 /2 ESP-AT T A% 6 & AR 2 6 W o8 ik 45 Br i 4l 19 SCF, ST 2 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFRFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
0 16 0x2800 | 0x01 | 2 2 A002
1 16 0x2803 | 0x01 | 1 1 2

2 16 0xC300 | 0x01 | 1 1 30

3 16 0x2901 | Ox11 |1 1 30

PAT 0 BRI o
* perm FEAMAMIR, T BSP-AT TR 5E SR TR

/* relate to BTA_GATT_PERM_xxx 1in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

*/

#define ESP_GATT PERM READ (1 << 0) /* bit 0 - 0x0001 */
. /* relate to BTA_GATT_PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
o /* relate to BTA_GATT_PERM_READ_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
. /* relate to BTA_GATT PERM READ ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM_WRITE (1 << 4) /* bit 4 - 0x0010 */
. /* relate to BTA_GATT _PERM_WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */
. /* relate to BTA_GATT PERM _WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_WRITE_ENC_MITM (1 << 6) /* bit 6 — 0x0040 */
s /* relate to BTA_GATT PERM _WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM_WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT_PERM_WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT _PERM_WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

o FEF—17/2 UUID 3 0xA002 FARSS E Lo
o BBTATRAIFER M. UUID 0x2803 F/RFFER I, UH (value) 2 5 BEALRR, AUBRK R 8 i,
B RE M RERRUR, 1 FR SRR, 0 R F .

fi PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© BEATE LT M BIRHIE . %ATHY UUID 2RFERY UUID, S{E 2R AR EUE
o SEVUATE ST RHMERITEIRAE (T3 ) o
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1% UUID Hy S A5 B 5% i TR AR IR

UNSRE AR ESP32-C3 i B BOASRSCHE, AMEAT MM, H@SLRIFEIE T i, I AL il
RS AR m, SRREIUTR AR,

Unknown Service
) 0000a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e:0

5.9.2 Gk A SRIFEE F IR 55
THARGE DA T 2K A SUIRD R IR 55 -

o IEBURAHIE T RG]
o & R mfg_nvs.bin S

o T 2k mfg_nvs.bin St

TSR SR EE 58 1 55 D SC A

Al E XS, B, #EE L= RS (Server A, Server_B fll Server_C), MIFFEHFX =4
IR 45 He Wi HES o T AR IR B E K /NGRS LR ATAE SL— RS A, HAt IR 55 s ml A
i R 05 3047 5 e

L A5 5 o
ABIRE LT AN OXFFOL [ 32 2R 55

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1

2. USRI BRI AL o
A58 LT —> UUID 2y 0xC300 [ AT EERN SHRHE, FHRHARBIE A 0x30.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

3. ISR (FTHE) .
APV T 2 o FE AL, E05* 0x0000 R Al (notification) FIfig7s (indication) 4%«
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index | uuid_len | uuid perm | val_max_len | val_cur_len | value
34 16 0x2902 | Ox11 | 2 2 0000

SEMPA BRGSO AR FEIE T i 55 5 SCAE .

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

34 16 0x2902 | Ox11 2 2 0000

A H O SRIB I GATTS Bt'E:, AJFEM mfg_nvs.bin X,

Hz % mfg_nvs.bin 3C{F:

THZH £ ax, mfg_nvs.bin SCRA WA RDIFE I A I 95 BE B mEg_nvs . bin,

T #; mfg_nvs.bin 3}

TES T 2 mfg_nvs.bin CHY,
TESENG, EHESARIIFEE A ER:, R T im A RS A IS IR TR .

Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic y 4
UUID;

0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902

Value: Notifications and indications disabled

510 il HE X IX

ATSCRYA T Analii 48 2 ESP-AT #2414 at_customize.csv 6% H & X ESP32-C3 #4504 IX . A5
PR — R RREM —Fr K,

— 24X 35 partitions_at.csv L RS T, 7 ERE_E A B partitions_at.bin S04, AR— A XFEHE, &
Gk RS, HIt, @B partitions_at.csv,

ESP-AT $#24L T 24 43X 3% at_customize.csv fIHEF7E i H & B . BRET—H0KE.
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LB ESP32-C3 i i i IX, I I AT = AP PR . SR DU 26 BB T R = IR

1574 at_customize.csv

2 mR, at_customize.bin

ke at_customize.bin & ESP32-C3 % &
=1

5.10.1 {& at_customize.csv
152 N LB at_customize.csv,
2 1: at_customize.csv 18

=] HH Bz
ESP32-C3 | MINI-1 | module_config/module_esp32c3_default/at_customize.csv

SRIG, FEMERR at_customize.csv i SEAE DA HLI,

o BEE XHH P43 X Name 1 Type AW, {H SubType. Offset il Size HJPATE I,

o WIREFERM—H AP, e E T 25 E 44 ESP-IDF (esp_partition.h) HE
X

- WRCE L, WHRFF Type {65 ESP-IDF [H[H .

- WRKRE S, HFF Type WEH 0x40,

« P4 X Name AW 16 77,

* at_customize 5 KIYBRIAK/INE LAE partitions_at.csv M, AT HI P43 PR3 AN 258 L S

5.10.2 ’Epk at_customize.bin

&2 at_customize.csv J5, A PAE 415 ESP-AT LR {#i ] python IA gen_esp32part .py F4EAL
at_customize.bin {4,

R A, #E ESP-AT TR H SR FHATPA a4, B INPUT F1 OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT ¥ HEHEMTHY at_customize.csv 3 35| ST BR AR .
* OUTPUT Ffe M2k iy — it il ul CSV X BEAE, NS4 NE, RO A Ar s .

5.10.3 %¢5% at_customize.bin £ ESP32-C3 %75

FF at_customize.bin | F| flash v, T UMD 3§ SO 2 ESP32-C3 145, 1S H btk AT B #
Zi& 4%, FENAFBA at_customize.bin ST &kt .

2 2: AN[EIBELH at_customize.bin 1T 2kl

Fa BE | Heht P\
ESP32-C3 | MINI-1 | OxIE000 | 0x42000

TERBLREE LR, WA at_customize.bin "N ZZ F| flash 5 A4 GEfli | —LL AT fipd-:

o AT+SYSFLASH: #8225 flash i P 5 X
o AT+FS: XM & %31k

* SSL RS54t X d

* BLE R%5#nfl XA d
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5.10.4 Rp

AT UMCREAZ N test 1 4 KB 4r X INE] ESP32-C3-MINI-1 #52H Hr
B 44k 3] ESP32-C3-MINI-1 } at_customize.csv 3%, X E P2 XH Name, Type. SubType, Offset #l

Size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat, 0x47000, 100K

FH, BEHSIE ESP-AT TR, Bi&7E ESP-AT MR H 5% T #1447 python A4 i, at_customize.bin.

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32c3_default/at_customize.csv at_customize.bin

KI5, ESP-AT i H 444 i at_customize.bin,
%5 =4, T# at_customize.bin % flash,
1E ESP-AT TR H K T HATLA N4, 4t PORT A1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD --before.
—default_reset ——after hard_reset —--chip auto write_flash ——-flash_mode dio —-—
—flash_size detect --flash_freq 40m O0x1E000 ./at_customize.bin

* PORT #4 Ayl 1 249K -
* BAUD B AR

511 B m—Ay @i 32 £y

ESP-AT TARESZHFZ M, FF32 it 7RI A ECE SCIF: factory_param_data.csv 1 module_config, 341
1T ESP-AT TRECHHNF&  (BUE R R5) . B DA B e S 37
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=] [EHE BRIAELE S
ESP32 * WROOM- ¢ module_config/module_esp32_default/sdkconfig.defaults
32 * module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
¢ MINI-1

ESP32 | WROVER-32
* module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
* module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32- | ESP32C2-2MB

. dule_config/module_esp32c2-2mb/sdkconfig.defaults

C2 Hr 2 MB modu'e_contig —o5P g
iizhﬁﬂ’?? ESP32- * module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
C2 (ESP8684)
EX))

ESP32- | ESP32C2-4MB

I (B 45 4 4 MB ¢ module_config/module_esp32c2_default/sdkconfig.defaults
flash [y ESP32- ¢ module_config/module_esp32c2_default/sdkconfig_silence.defaults
C2 (ESP8684)
£5)

ESP32- | MINI-1

C3 * module_config/module_esp32c¢3_default/sdkconfig.defaults

* module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C6-4MB
c6 (B 4 % 4 ¢ module_config/module_esp32c6_default/sdkconfig.defaults

MB flash ¢ module_config/module_esp32c6_default/sdkconfig_silence.defaults
ESP32-C6 #41)

e 4 ./build.py menuconfig H [ silence mode 5 0 W, Xf 5 FLH 19 Bl B S0 R
sdkconfig.defaults,

e 24 /build.py menuconfig W] silence mode 2 1 W}, XF M B i e B 4N

sdkconfig_silence.defaults,

WA ESP-AT T AR H RIS~ ESP32-C3 B ) S Hy , W5 2B BOX S e B30« ALY “ESP32-C3
B HRn 2

o ESP-AT TR A G N SE FFAOREAL, AL3% ESP-AT 3@ Bkl RS i ABEAL, RIAE B AH B s A A
Ho EABGRMES, FATIERER, HSCRABAME L.
* ESP-AT TAEC@FCSTFFIORIAL, (EH P/ 20 HB e BN E B -

ARG AT AE ESP-AT T A2 H 2 ESP-AT £ S Rpiy 5k ESP32-C3 itk F IR IFT A4l 5085, 30
PAZS X ESP32-WROOM-32 St i, i} SDIO i A2 BIARY UART $1

* f& factory_param_data.csv I8 i 2013 6;
o 5B esp_at_module_info 7% ¥k

o BoH AR A

Espressif Systems 326 Release v2.3.0.0-esp32¢3-716-g62fb703321
Submit Document Feedback


https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_wrover-32/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_wrover-32/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32-d2wd/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32-d2wd/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32c2-2mb/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32c2_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32c2_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32c3_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32c3_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32c6_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/62fb7033/module_config/module_esp32c6_default/sdkconfig_silence.defaults
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 5. WA 4iFHIF & H O AT TR

5.11.1 A% factory_param_data.csv ZR 4115 B

FTFFAHIY) factory_param_data.csv , TERMGEIGMA—AT, MIEERTFHFEREHRXSE. A60%, A
¥ plat form %A PLATFORM_ESP32, module_name ¥ &} WROOM32-SDTO, HoAth 2415 B W
TR (BUGGESH S A EN2B).

¢ platform: PLATFORM_ESP32
¢ module_name: WROOM?32-SDIO
* description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1

e uvart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

5.11.2 {&X esp_at_module_info &5y

Tr at/src/at_default_config.c 1] esp_at_module_info ZEMfA N B & EHRE B, .
esp_at_module_info ARt oTa FFIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

FRMEEH oTA BhEE, IRAE A58 ota_token FIE =¥ ota_ssl_token Wi%iXE N NULL,
F—1Z% module_name W5 factory_param_data.csv 34 H ) module_name —F{,

FHEB WG esp_at_module_info g5,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF_TARGET _ESP32)

#endif
#if defined (CONFIG_IDF_TARGET_ESP32C3)
fendif
#if defined (CONFIG_IDF _TARGET ESP32C2)
#eA&;f
#1if defined (CONFIG_IDF _TARGET _ESP32C6)
fendif

#if defined (CONFIG_IDF_TARGET ESP32C3)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<+SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif
i
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ZfCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%ﬂ%fCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E A3k 34 at/private_include/at_ota_token.h H7 ,

#if defined (CONFIG_IDF_TARGET_ESP32C3)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

511.3 P eid Sk

T, #EA module config SCMFJE, AIEE—AS 1 SO R AF OB ZH (1 i & SCF (SO R A4 FR A/
5), SRIGTEE AN AR E S IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults DA J
sdkconfig_silence.defaults

A, FATE HK M module_esp32_default 3L K Hoo L & SO, HFEMA A
module_wroom32-sdio. fEABIH, AlE {4 IDF_VERSION, at_customize.csv 1 partitions_at.csv T35
B, FA1RFB U sdkeonfig.defaults £ sdkconfig_silence.defaults:

* ffifl module_wroom32-sdio U T IXE, FEMESRUTELE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_wroom32-sdio/
—partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/
—at_customize.csv"

* filiJ] SDIO i, FoFk UART R
- % UART fCE

’ CONFIG_AT_BASE_ON_UART=n ‘
— iy SDIO Jit'E:

’CONFIG_AT_BASE_ON_SDIO:y ‘

SE IR BR G, VT BT 4k ESP-AT TAE A4 BT A [ f4F. A@ldr, FRATERCE TR, Wit#e
PLATFORM_ESP32 Hl WROOM32-SDIO A FiAs 2 [& {2

512 SPIAT f31

A EZNG] SPLAT e B S, 2 AT LA :

- A
o {8 SPI AT

o SPI AT i% %

5121 4y

SPIAT AT AT T2, fifi ] SPT ¥ T8 8 45 - ZE481 1] SPTAT K, MCU %454F 4 SPI master , ESP32-C3
WA AN SPLslave, JH{F U7 L SPT PR SLHE T AT fip S i B,
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i Jil SPI AT {3

AT TAEEAHH] UART HpsClEAT Bl 5, {H2 UART Pisloe— L0 55 2w AL A i 1 I 3 5296 A
W, P, BTSRRI SPT P S AL i RS i — PR 1) 1%

Wl ;3 7 SPI AT ?

T pAE i IR BRIC E I S SPTAT:

1. @d . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT through SPI ffifif SPI AT,

2. #T . /build.py menuconfig->Component config->AT->communicate method for
AT command->AT SPI Data Transmission Mode 45 SPI $({E{&Hiiz,

3. J#isd . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI GPIO settings Bt SPI{#iff ¥ GPIO & .

4. @il . /build.py menuconfig->Component config->AT->communicate method for

AT command ->AT SPI driver settings i%$& SPT MHLH) TAERRE, HECEA XEAFXKA K
P

5. Wik esp-at THE (5% As%hi% ESP-AT 1.42), BB EEIEE17 .

SPI AT BRIAGE I
TR TN AR5 ESP32-C3 B (1] SPT AT WEERIA R {451 -

2% 3: SPL AT ZRiAE B

&S GPIO =
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout) ! 8
QUADHD (gio/qout) ' 9

BtW] 1: QUADWP 5|1 QUADHD 75| HI{LAEE ] 4 £k SPIL T AR o

A PAiE ) . /build.py menuconfig > Component config>AT > communicate method for
AT command >AT through SPI >AT SPI GPIO settings, fR/G4iF LAEREIE SPI AT X}
HH (3% Kbkt ESP-AT T42).,

5.12.2 f§i{f] SPI AT

TEfH SPIAT i, ESP32-C3 %45 iz 47H SPIslave TAELE A Tl EHRAR .

{2 T2k (handshake line)

SPI m~$¢ master-slave Z5F 11 /M5, FTA (K& 517 Hi master &2, slave Jovk Eahfeftids. B2,
T TR A Ty, 5% ESP32-C3 ¥ 45 180 @ZE&JL%&*ﬁ% So Bk, FAHE SPI master Al
slave ZIEIEM T —MEFE, SRSCH slave 5 [n] master L?E"d SERRZIN

2 slave 75 BAL AR, RSB TE M EHE, XSFE master M =4 — EFHER) GPIO HriT,
master &5 slave [iE15, EFH5EME, slave ﬁﬂ%?*ﬁ%ﬂhﬁ, ZER I GRE .

R R L L TR
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* Master [1] slave &% AT ¥dighf, (FHEFLEHER:
1. master [1] slave & 515 KGR MG K, SRGE51F slave [m 48 F 4k & ) i &2 B 015

o

2. master K E| 2 T2k LAY slave & A R AENES G, TFIREEEHE.

3. master ZiEHHEIE, A slave HHE LB LR

* Master 2 slave & i%[9 AT i, (BT B ER:

1. slave i 1148 T8 38 %1 master FHEA 38R .

2. master FUCEE, FHEAEROI A BORE G, 0 slave B C & 2.

gk X

SPI AT 1if {55 4%y CMD+ADDR+DUMMY+DATA (/5 ). fE{# il SPI AT i, SPI master {i ff 2| —

ESTECE S @Y NN

* Master [1] slave %A %508 AL 1 5C:

4 TP A R E

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (8i% 4092 =73)
%)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, 5 20 A— A MNH EORGTHRA R L, BARR sy :

%50 EHLEMMAL, FHUREEHRC 245K

CMD (1) ADDR (1 %) DUMMY (1 | DATA
F1)
0x7 0x0 0x0 null

o Master 32U slave % 25 AR BB EH S

2 6: FHUBEINL A% 1B

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (Ji% 4092 =73)
%)
0x4 0x0 0x0 data_buffer

* Master $2H{ slave Zif I8R5, 5 2 0A— AR B MIH EORGTHRA R B, BRSOy :

70 EALEMMAL, FEHLEEREE C 245K

CMD (1) ADDR (1 Z%7) DUMMY (1 | DATA
%)
0x8 0x0 0x0 null

* Master [1] slave &35 KA 548 & R/ N A 15 45

7 8 FHLm MBI KA S Bl oK

CMD (1) ADDR (1 =F7) DUMMY (1 | DATA (45%)
F)
0x1 0x0 0x0 data_info

o 4 <737 data_info FPALE T ARG MARRI R EE, BT

1. Master [1] slave & EMIEIRFETE, KJF 07 15 bit,
2. Master [i] slave LM EHREMTHS , 1ZTFH5HE master BRI KA BTSN, K FE 16 ~ 23 bit,

3. Magic {f, KJ¥ 24~ 31bit, [&%H OxFE,

* Master {5l 2148 T2k EA slave A MAI(ES )5, 2 AL 2% IH B2 slave JEA BRI T AR
X, R IEAR ER R TR, HARRE fE Moy -
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%9 FHUAEIPR, A ML AT AT AR

CMD (15%) ADDR (1 =) DUMMY (1 | DATA (45%)
F1)
0x2 0x4 0x0 slave_status

FORAWEK )G, slave 1R I ARASAE BORFAEARTE 4 7171 slave_status Ht, HERAREX Q0T
1. slave F53 ) master & X HUEIRA T8, KBE O~ 15 bit; {024 slave 4L F AT LIRS, %7 BT
HRL
2. BARATAS, KB 16 7 23 bit, Y HS ik i K ME OXFFE B, N — MR 7 8 5 R E A
0x0. 24 slave 4bF A ERARASHE, % F B A master 75 7] slave A& N — T EHREA)TFHS: 24 slave
AT R ERIRASHT, 1% BN slave [n] master AR — NIRRT .
3. slave A AT /A ERIRAS, K 24 7 31 bit, FHodr, Ox1 AAFRAEE, 0x2 LRAH.

SPI AT 0 28 T ifife

SPI AT (a4 A 32 525 I Wi~ J5 1l -
o SPI master [if] slave %% AT 354

| SPI master | | SPI slave |
| |

| step 1: request to send-—--—-> |
| |
| <—————= step 2: GPIO interrupt------ |
|
] step 3: read slave status——> |
|
[ step 4: send data-—————————- >
|
|

[ step 5: send done-————————- >

B IREAAR BT -

1. master [A] slave %1% 3K [A] slave BEIRMIH K .

2. slave 22Uk master 1) &35 15 K, 2 I slave iU, I E) slave_status 217455 A 21 master
GAWbREN, REiEidEF 4 & master [ GPIO H i,

3. master FEULE| P WT IS, B2 slave [ slave_status ZFf7S, Kl F] slave #F AR RS .

4. master FFI5[A slave KX L,

5. RFBIRESH )G, master [ slave ik — SR LRGSR IYIEE .

« SPI slave [1] master &% AT Wiy :

| SPI master | | SPI slave |
| <—————= step 1: GPIO interrupt------ |
| step 2: read slave status——> |
| <———=—- step 3: send data-————————- |

| step 4: receive done-——————- >

BASBREAR BT :

1. slave [] slave_status 7 {748 5 A fuiF master 20k B slave [ EE AR & AL, S8 5 8 i 48 T 4l &
master _| /) GPIO ik,

2. master FZUH| W5, F2HL slave [ slave_status ZFf74%, FuillF] slave #F A KR FHR RS

3. master FFIGIEICR B slave BY%H .

4. P sE s G, master [ slave A ik — 2 FRIRICEHRES R ITH L .

Espressif Systems 331 Release v2.3.0.0-esp32¢3-716-g62fb703321
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 5. WA 4iFHIF & H O AT TR

B L o T O R, FRATIELAK IR AT fip % B, $&4E TR K B A B AR A R A M AR
1527 at_spi_master/spi/esp32_c_series/README.md.

SPI AT %} %11 SPI master M7= 5i{Ci%
SPI AT 7 £} J& >k SPI slave f§ H] 9, i i SPI master 5 SPI slave i#f 17 i 15 /) 7R 6l X 1 15 = %
at_spi_master/spi/esp32_c_series.

BEW] L AEfN MCU JF A2 1, 5 208U fi ] ESP32-C3 (3% ESP32 Kl MCU {12y SPI master Rizf71tt
B, PATT AR B AU B YR )

5.12.3 SPI AT #i#%
I eI
 fi ] ESP32 B}# ES32-C3 JJ &K MfFH SPI master, =47 ESP-AT H[{) at_spi_master/spi/esp32_c_series

FISRA AR o HARRE PRI E AT -

1. fififF: CPU TARESIR L E # 240 MHz, flash SPI mode il & 4 QIO i3, flash JJi%:15 & 4 40 MHz,
2. #fF: HT ESP-IDF v4.3 [4iEEREE, 15 BIAARS H ) streambuffer (/N K 8192 275 .

« {i F| ESP32-C3 {E>} SPIslave, 4% - 655% SPI AT [ (&% Axb4piF ESP-AT T42), 3 ESP32-C3
e E TAEAE TCP 5. HARRE(FRCE QT

1. i CPU TARMA )y 160 MHz.
2. ¥4k SPL-AT [l 52 BACHS r, Hf streambuffer 1) /N B 8192 =47, I i ESP-IDF F [y
example/wifi/iperf ] sdkconfig.defaults.esp32c3 FRAH il B S 41

ISR
RN T AL SR BAT A B A7 R R

% 10: SPI AT Wi-Fi TCP {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BeW] 10 24 SPI (bR s i, 2R T FE MG AR BRE], 41 Dual 5(# Quad TA/ERIZ A E S
HRAR T Standard AR W EE .

B 2: W KT SPLEFMNGESH M WAL SRS % Tl

513  dnfafsel OTA F124

ASCRG R ANy ESP32-C3 RBIRERSCBL OTA T+, HEl, ESP-AT #1XFA 3R 4L 7 AT =l
OTA fip%. &R LMRYE A SR HE G OTA fiyd-.
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1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRHEEAINTT B

* OTA 443 Y B 5 R 3%
o 1% ] ESP-AT OTA 4 43147 OTA F+44

5.13.1 OTA iy 2A R S i 5t

AT+USEROTA

Iy 4iE ik URL 523 OTA TR, 5 ﬂ%ﬁ%&ﬂﬁiﬁf HTTP fif 55 %% LR H iz 40303
XIS 5% AT+ USEROTA Xﬁ@ﬁ%fn =

T adE TP AHE XS, BT LB B at/sre/at_user_cmd.c JFACHS R LI Z L

A RN ST

L &A)E T A Gl HTTP i 5545 .
2. s dithie URL,

o

o GSRETHR I R IR R E R R R, TR SERE, ] REJCE M AT+CIUPDATE fiy
ST, ARt BAE B AT+CIUPDATE # 47 OTA -4 B2 T H O % .

AT+CIUPDATE

iy A ] iot.espressif.cn /BRI HTTP IR 45 2%, %6 A LA AT AR 74 X, iR ] AT 2%
at_customize.csv FE X HE XX WM RERGRRA, Zad 5 HREeTH
FIRFERAMIRA . 7§25 % AT+CIUPDATE 3KBUE 215 H. .

% i T4 E S bin SUUF, IHERRA T 7z —.

1. ¥4 iot.espressif.cn P b 15 F i) HTTP IR 3525 , JF 98048 HLfRE . anf] S22 F ) AT+CIUPDATE
il &% at/src/at_ota_cmd.c,

2. {f. iot.espressif.cn Lﬁ“ﬁé’l‘&"ﬁ JELEIL B EA% bin SCPE. (AP Bl gt i B d%ﬂ@.‘@:
R EZ MRS 2% LA EST.) 5% 148 AT+CIUPDATE # 47 OTA FH48 3KEUH 215 5

B AR T3 5 R

L R IRER M EE, RARTHRSIRE AR B

2. BRA I A U bin SCPE, HEEAT ARG HTTP 5535 .

3. “3’ A G HTTP 55235 . B 7 IR0 IR X b, B Ay ST AE at_customize.csv SCEH o L
P E e o X

AT+WEBSERVER

I fir A A 0 B AR AR R TH R AT [l BT, a2 (R AL T AR T - I Eh Rk . AEFF IR T
RZ AT, HEM web 55 ar I HR AR AT ({452 1 2| Ha i sl 0L 1o BRI PAZ25 AT+ WEBSERVER
& Web Server AT 1) IREUE 25 5. .

HTSLPAE K HTML T, 2% m ) fs_image/index.html, 2 T SZHL48 H & 1) AT+WEBSERVER
2, i55% R~ at/src/at_web_server_cmd.c,

I i A4 I PR 37 BT
1. s Wi Jj W Peblny OTA Jh4, AHBL IR,

Espressif Systems 333 Release v2.3.0.0-esp32¢3-716-g62fb703321
Submit Document Feedback


https://github.com/espressif/esp-at/blob/62fb7033/components/at/src/at_user_cmd.c
https://github.com/espressif/esp-at/blob/62fb7033/components/at/src/at_ota_cmd.c
https://github.com/espressif/esp-at/blob/62fb7033/components/fs_image/index.html
https://github.com/espressif/esp-at/blob/62fb7033/components/at/src/at_web_server_cmd.c
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 5. WA 4RI & H O AT T2

CIRAH

o WERETHHE AR S R AT E A, FEFRSEUE, EnTREICIA i AT+CIUPDATE fiy
AT, ARG IRAE A AT+CIUPDATE #:47 OTA JH48 B7 T H O 4 .

5.13.2 {§i}fl ESP-AT OTA #i4#uit OTA F1-4%
i)l AT+USEROTA 347 OTA J-2%

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

B ILAT+CIUPDATE iy 12 F 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] iot.espressif.cn Hf 3K
%) token fEL. VAN A PRIEIA T ANATAE iot.espressif.cn b AIHEBLE I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~ Cisco WebEx Mestings  Espressif Systems  Hf +

|OtBUCket if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,LmDED i
PERIENCES == 7

ST AT -

B 21: 77T iot.espressif.cn [

2. M BCA_EARY “oin”, ERAGINA T, HRAEHLIEAI Y .

i
o U Join IRER AR PR, WA i IEE, AR KA.

3. w2 EARY “Device”, MRJ5 iy “Create” Fefl]E#— i
MR G S L — Y, T E PR
5. MEARZE SR HIFAR OTA bin U, FLE AT OTA token AR AN T U1 FT 7 -

B

%1k R SSL OTA, $E3i “The SSL token for AT OTA” LB E .

6. siifi “Product” H#EA M T, 41 FANFTR . B BIENIE %, 7 “ROM Deploy” T fii AMUAF corename.
KB TR 5 Hi bin SCHFE AN “otabin” FELRAE.
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lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join

& 22: i A iot.espressif.cn

|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~

-
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”
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Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
"' Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Device Status developing

Datastreams Request Logs O

1 wait for request...

+ Create
. Key set you as owner
Meta-Info &
| master 5802d10b6ee86c617583371a%e4 faf4fed94212¢ (master) I
owner 7109246496617d2482c6a3b38498719781734762 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

ik

o MR EAETTIZ, at_customize.csv PEXWHAFHE XK, HEW ota.bin BN
F B R S PR bin SCEERIH]

o XT corename FE, MFEAUUH THBIEX S bin S04

7. i ota.bin SFHLARAE A M BIALA
8. T LiBfTAT+USEROTA fp. WIRIZAC 4z, #7F1h OTA 7L

%

o P L E| iotespressif.cn fif) bin S BRI, G PAN HLN -
— WERFAL app 43X, 3K bin SUH4 I EHN ota.bin.
- WERFALH A2 XA X, 55 bin SCHL K EN at_customize.csv H1Y Name FE.
fBan, WRF factory_Param 4pK, B HIKE N factory_ param.bin,
* ESP-AT R A T7E S ] OTA pIXrpre xXHE, HIfi OTA BT EAMREF R, J5lf ESP-AT [#]
PR IE R 21T, (EXTT H @ AKX, |1 ESP-AT (%A &t E/NOFAH.
o WUREFTRON—IFUG B A e i bin SCPE, IR 2 E R A IGIA ], BiR %5 OTA token % ¥
“H A token {1 .

i/l AT+WEBSERVER #:47 OTA 4%

1527 AT+ WEBSERVER F1Web Server AT i+ %) 3XEUE Z{Z R,

5.14 gy ESP-IDF Jig A

ESP-AT [{FET SR ZEWIHRFTT S HEAL (ESP-IDF), 4 NHASHY) ESP-AT [ R AN 5E 1) ESP-IDF Hi
A 5 ZUE ] ESP-AT TAEERIARY ESP-IDF A, ANt WU B ESP-IDF i, [H)) libesp32c3_at_core.a
Ji&)Z ) ESP-IDF Jift 4255 ESP-AT T#&#Y IDF JAAN—E0AT RE & S 2 R B AT o
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3887
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7a9 }

Id aBav

Name esp_iot_test
Serial Bbddd7ad (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chore(beta): 1.0 codanamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

B2, TEHLERRIRIGOLT , ESP-IDF /A TR Ll GE1E 1 T ESP-AT TAE. WIRETHEE R, 43
(ERIK (S =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4% i 5% #F IDF_VERSION ({4 Ht, 3X L% 3 4 43 i 7 module_config
A I TR BN R B A SR e b % SR AR T OB A [ 4 B B T ) ESP-IDF ) 4 2. A
ID Fl4: 5 #ihk. 541, PLATFORM_ESP32C3 V-4 ) MINI-1 B4l [y IDF_VERSION {i F mod-
ule_config/module_esp32c3_default/IDF_VERSION,

UnREAE N ESP-AT [El{F 50 ESP-IDF A, 5% MDA N 23R4 A

o HFMiLfY IDF_VERSION 3,

o MR EH A 52, 32732 ID MG L.

o Mkk esp-at MHFEFIRAW esp-idf, PAE TR GRIER 1 JE % IDF_VERSION HT 58 E 1)
ESP-IDF i 4s .

o HHT4WIF ESP-AT T#2,

VER, 4 ESP-AT JiiAFI ESP-IDF iR A UCHL, Fwiskit S i T 45

’Please wait for the update to complete, which will take some time

5.15 ESP-AT [} 5

AR T i) — ESP32-C3 RFH AT BIFAE SRR a5 . fF. BT 225

5.15.1 ESP32-C3 %%

AHT VAT ESP32-C3 251 AT [ X5
* ESP32-C3-MINI-1_AT_Bin (#5f#jF%> MINI-1 Bin)
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L R0 S

B T BN ESP32-C3 251 AT PR M i A8 (1 D 307) . IR SRHELTTIALE
RO FLAIZ I ESP-AT LRUS LR 4L (] O 205) . sea R ifii o8 07 © ), F&Ail
1 S YL Ny 5 A SR . IER BATRO I AT B, CBROEA SR BEAL O, 5%
Fithih. ATHEIE PR ICE A SR JrIR SEFT OTA FH4L.

e MINI-1 Bin
base
user
wifi
net
MDNS
WPS
smartconfig
ping
MQTT
http
FS
driver
WPA2
WEB
OTA
W22 S
R MINI-1 Bin
Flash 4 MB
PSRAM ()
UART %!
TX: 7
RX: 6
CTS: 5
RTS: 4
SR BEAL

NI T E U AR ESP32-C3 R4 AT BN SRR BN - (] & %) o BRIAR SCR{E AT
DAt arpy T A BBUG SR () D F0R), URSE SR (O © 3R). MTFRERX
FRAORA, ] DA R e 2R 35 ESP-AT T A2 U TR SR Ie B SCHF -

VUART JITT H 2 X, PEEE S 4o TiE B AT #0651,
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BEMNH MINI-1 Bin
ESP32-C3-MINI-1/1U

ESP32-C3-WROOM-02/02U

ESP8685-WROOM-01
ESP8685-WROOM-03
ESP8685-WROOM-04
ESP8685-WROOM-05
ESP8685-WROOM-06
ESP8685-WROOM-07

516 I\ GitHub & #ilGn kA AT W

i T ESP-AT 7£ GitHub &1 CI ($r224E00), I AR RSBl % 31 GitHub #542E /i ESP-AT [ {4:(%)
I S AR

R PERIRIRTRA AT BFE, & 28RS A Cry™ i AT A% IS 6E -
WPRAFAF T RAISIPRCL B P8 EEE, TS 2 mT e )i

PATR A gR A anfar A GitHub R 2l i ARAS AT [

1. BRI GitHub k-5
TEFFHEZ 1T, ek Y GitHub WK'S | K0 R 80 B B8 SR AR
2. ¥TFFMTT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<> Code (©) Issues 50 i1 Pull requests 4 (*) Actions [ Projects 00 wiki @) Security

¥ master ~ Go to file Add file = About

AT application for ESP32

ﬁ xcguang Merge branch 'docsiupdate_how_to_customize_ble... .. + 6daysago Y0 1,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
&8 View license
I tools feature: Support compile on windows OS 7 months ago

& 30: ESP-AT GitHub ‘B 75 F fi

3. Hiis “Actions” PEA “Actions” T [

4. il “Branch” 3EFEARE 3L
ERIA K master 4332 . QIARGEAR R 248 € A S IE T 4, A “Branch” #FAFEE X
I workflow T JH] .

Espressif Systems 342 Release v2.3.0.0-esp32¢3-716-g62fb703321
Submit Document Feedback



https://github.com/espressif/esp-at
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 5. {2 A1IF K H CHY AT TAE

[ espressif/ esp-at

<> Code  (5) Issues 50

¥ master - Go to file Add file =
0 xcguang Merge branch ‘docs/update_how_to_customize_ble_s... .. + 6daysago {91,473
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago
B components feat(core): Update at core version to 8789daa0 7 days ago
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
B main refactor: use esp-netif and esp-event instead of tc... 16 days ago
B module_config fix: fix the issue of high power consumption when ... 20 days ago
I tools feature: Support compile on windows OS 7 months ago

H espressif/ esp-at

<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights

Workflows

®Watch ~ 44

i1 Pullrequests 4 (®) Actions [T Projects 00 wiki

& 31: fi5 Actions

@ Watch ~

All workflows

Showing runs from all workflows
All workflows

Q Filter workflow runs

vy Star 37 Y Fork 251

@ security cae

About

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266
ESP8266_RTOS_SDK

esp8266 esp32 wifi ble
spi uart ethemet
esp-idf qcloud at sdio

esp32s2 esp32c3

0 Readme

&5 View license

44 ¢ Star | 371 % Fork 251

Submit Document Feedback

2, Clic++Cl
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch "docs/update_how to customize ... T, B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q branch:master

224 workflow run results Event - Status ~ Actor =

Filter by branch
@ Merge branch 'docs/update BLEADVPARAM_param...

master .
CIC++ CI #285: Commit b492079 pushed by igrr [ Find a branch ]
N . ci/github_compile_fail
@ Merge branch 'docsltrans_compile_project_and_ad... .
master sae
CJC++ Cl #283: Commit e5ca22e pushed by igrr feature/add_build_script
~/ master
© Merge branch 'docsitrans_four_compile _develop_d...
master release/v2.1.0.0_esp32 see
CIC++ ClI #282: Commit cc39436 pushed by igrr
release/v2.1.0.0_esp32s2
@ Merge branch 'docsl/update_copyright_year' into 'm... = release/v2.1.0.0_esp8266
master ses
CIC++ Cl #281: Commit c6c38fb pushed by igrr
release/v2.2.0.0_esp32
- " . . release/v2.2.0.0_esp32c3
@ Merge branch 'docslfix_firmware_diff_doc' into 'mas... . —e<p
master sas
CJC++ CI #280: Commit e2b9d35 pushed by igrr release/v2.2.0.0_esp8266
test
M Merae hranch 'dacc/add cinstate cammand' inta 'm = L T

& 33: 5 Branch

5. mdiEcEY workflow 3 A workflow T Jhj

Workflows All workflows

Showing runs from all workflows
All workflows

Q. Filter workflow runs

2y Clc++Cl
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docslupdate_how_to_customize_ble... B 6 days ago
master

CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
Merge branch ‘feature/update_at_core_esp32'into T... s

° 9 P - —esp release/v2.2.0.0_esp32 E! 7 days ago
CIC++ CI #270: Commit 7135f05 pushed by igrm @ 6m 44s
Merge branch 'feature/update_at_core_esp8266’ into... s

° g P - —esp release/v2.2.0.8_esp8266 Ej 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr @ 8m 47s

& 34: SikfErn) Workflow

6. P IR 2 )5, £ Artifacts GUENH PEFRMIXT R4
7. miai FEBCA R ORI RS AT FF

il WERGEHE Artifacts TR ERCA KRB B, 1§ SHESP-AT B4 £ 5% PEEUm
AT

517 atpy I.H

at.py LEA Tk ESP-AT B 7 & Ai i E . GitHub I i} E £EF1 2MB/AMB & {4 7 1 £ Fih S 50L& .
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status Total duration Artifacts

Success 6m 25s 1

K 35: i Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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X SR E A FE Wi-Fi Bt IEBAI%EARCE . UART FL#E . GATTS FLE 5. 24 BRI R Jo 2 2
TR, A AMEA] at . py THABSRE P X e S50 E .

51710 PRAIG

TS N T AR, e at . py TRNE. FEIFHAECEBSOA R EFbER. it IREEHE Linux
RGNk -

o % —%: Python %%

s H=F: atpy T

s H=F: atpy MiELA

o FV9F: atpy 5B E P AY T E T 1)
s B AP EMRE

517.2 45—2: Python Z¢%

MR AT 2225635k Python, NI RT ARk AL BR . &0, EARYE Python 7 SCRY, 58 A Python 1)1
Rl . M@ Python 3.7.0 g3 SifiAs .

YHSEG, B AFEM 1T 4 A python —-version, 17 Python fii74 .

517.3 45 2L atpy F#k

VjlA) at.py Ui, sidi Download raw file $#4ll, ¥F at.py SCHF FEE|4H,

« C (¢ @& githubcom/espressiffesp-at/blob/master/tools/at.py

( , Search or jump to... Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~
Code Issues 116 Pull requests 2 Discussions Actions Projects Security 2 Insights
Code at.py

master @ ustcew History

: Code Blame
main

module_config

Configs

relink

] 37: "N # at.py SCHF
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5.17.4 52 at.py JHIEBEW]

Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,
B F SR R A B U

517.5 ML at.py & PE AL E B

W2 Wi-Fi fie. &
5P E B Ao B4 M E
145 UART fe. &
142 GATTS fe. &

il
o BN DNRE BRI SEECE, Fan, Aal AR & Wi-Fi il 8 R0EE 1RS48 E .

« RHESOBHIRE, WA A LRAIATELE, TR AR S BRI AVA.
+ BEUURIOBECE, 12253 mig_nvs % FAY meq_nvs . csv i, SA xR,

e Wi-Fi fic ¥

LA Wi-Fi SR AR F R

SH IngE 1A

--tX_power Wi-Fi 15 K & 52 % TG UL ESP32-C3 RT3

--country_code Wi-Fi [550Y TN I Wi-Fi = Z /AR ) ce 2B
—-start_channel Wi-Fi 2 i 5 E TEN L Wi-Fi = Z /XA RS Hf) schan 7B
--channel_number Wi-Fi ) 51850 TG I Wi-Fi [E 224X AR RS HH Y nchan 2B

Bian, ERPAEHPAT a4, B Wi-Fi B SIh3 18 dBm, [EZAMEN US, EIafFEN 1, &
friE%Ch 11

python at.py modify_bin —--tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o --tx_power 72: FAifiiiE 0.25 dBm, 72 3% 18 dBm
* --input factory_XXX.bin: #i A {4 S04

fes e 15 R P B
A IR S B AN R R PR -
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SH IhgE R34 L
--server_ca TLS R %251 CA ik server_ca.crt
--server_cert TLS RS2k + server_cert.crt
--server_key TLS k45 2ei) %40 server.key
--client_ca0 50 B Fimiy CAER client_ca_00.crt
--client_cert0 %0 Eg)jiﬁﬁ 5] iEJP:' client_cert_00.crt
--client_key0 50 BK R client_key_00.key

--client_cal

5 51 BR ik CA ﬂjl%

client_ca_0l.crt

--client_cert1

% LR w15

client_cert_O1.crt

--client_key1

81 ER )Y

client_key_01.key

--mgqtt_ca MQTT X s CA IE+ mqtt_ca.crt

--mqtt_cert MQTT & F gk mqtt_client.crt

--mgqtt_key MQTT % i i 25 4A mqtt_client.key

--wpa2_ca WPA2-Enterprise % ) i 1) CA | wpa2_ca.pem
e

--wpa2_cert WPA2-Enterprise 2 i i35 15 wpa2_client.crt

--wpa2_key WPA2-Enterprise % i) %4 | wpa2_client.key

B, EATLAGE LA S

, B MQTT % i) CA UEF . & A E 1% 4 .

python at.py modify_bin

—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

--mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-

o —-input factory_XXX.bin: #j A E{F Sk

f&eit UART fid i

WEECH UART B, (UEIHAT 4450

(9 UART L. MBS R E I TR AR

e IhiE iHA

--uart_num AT y4 H i) UART = INAE AT HE DO FRBHAE AT a2 O, 55
Eﬁ(lﬂﬁ?““ﬁ [F] B ARAIE R THI) tx_pin Al rx_pin
MAT B &m0 B8 H—F.

--baud T 14 TR R JRAA(E: 115200

--tX_pin AT /EADE’J TX % T PRUE R A5 TS 25 A LA 4 B o 5

--IX_pin AT 4 1019 RX & Iﬁﬁlﬁ P U AN 2 R LA AE B i 5%

--cts_pin AT g% 111 CTS 4] T PRAUERHE SO B A 2 AHABAE b s . A
/)IL?,HTa Bt S5y -1.

—-rts_pin AT 14 L) RTS 4 ) TR UERHE O A4S BN S AU Il vh g . A
SR, Bt S ECh -1,

fan, ST ABE AR fir <

» BE AT a4 HERFR o 921600, TX RN 17, RXAFHY 16, FEA1H

python at.py modify_bin --baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

o —-input factory_XXX.bin: #j A% E {30k

B GATTS fid i

U], THSER ST 6 UK 35 T IR 5 SCR, T GATTS HIRBCE SO gatts_data.csv A&
By 3

2 B GATTS BeE i~ &R :
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SH IngE

--gatts_cfg0 g gatts_data.csv CfFH index O O I —A T4
--gatts_cfgl TP gatts_data.csv SO index S 1 B—4 780
--gatts_cfg2 T HT atts_data.csv U index b 2 I—4T80HE
--gatts_cfg3 BT gatts_data.csv SCHT index iy 3 i—F 75k
--gatts_cfg4 BHT atts_data.csv S index b 4 I—4T80HE
--gatts_cfg5 BT gatts_data.csv SCEEHT index K S i— 4
--gatts_cfgb B HT atts_data.csv U index S 6 I—4T80HE
—-gatts_cfg7 BT gatts_data.csv SCEEHT index K 7 i— 47k
--gatts_cfg8 B HT atts_data.csv U index o 8 I—4T8HE
--gatts_cfg9 BT gatts_data.csv SCEEHT index K 9 i—F kI
--gatts_cfg10 T gatts_data.csv U A index Sy 10 f—FT50E
--gatts_cfgl1 g gatts_data.csv CfFH index °h 11 (—4748
--gatts_cfg12 T gatts_data.csv SO index S 12 f—FT8E
--gatts_cfgl3 T atts_data.csv 3L index N 13 B—1780R
--gatts_cfgl4 T gatts_data.csv ST index 2y 14 1 —F 75
--gatts_cfgl5 g gatts_data.csv C{FH index °h 15 —4T4H8
--gatts_cfgl6 BT gatts_data.csv S index 2fy 16 1—F 75k
--gatts_cfgl7 T3P gatts_data.csv ST index 5 17 f—F7580E
--gatts_cfgl8 BT gatts_data.csv S index 2y 18 f—F75kdR
--gatts_cfgl9 T gatts_data.csv SCfFH index SH 19 —4T4HE
--gatts_cfg20 BT gatts_data.csv S index 2Ry 20 1—F 75
--gatts_cfg21 T HT gatts_data.csv U index i 21 1—F780dE
--gatts_cfg22 BT gatts_data.csv SCPEH index 2Ry 22 —F 75
--gatts_cfg23 BHT gatts_data.csv U index S 23 H—F78dE
—-gatts_cfg24 BT gatts_data.csv SCPEHT index Sy 24 B—F 7
--gatts_cfg25 B HT atts_data.csv U index S 25 1—478dE
—-gatts_cfg26 BT gatts_data.csv SCEEHT index Ky 26 1—F 75
--gatts_cfg27 B HT gatts_data.csv SO index iy 27 H—F78E
--gatts_cfg28 BT gatts_data.csv SCPEH index Hy 28 B—F 75
--gatts_cfg29 T gatts_data.csv U A index Sy 29 f—F 18R
--gatts_cfg30 T gatts_data.csv A H index °h 30 —4T4E

B, EFTLAE AT 4, B index 2 0 4714 perm ALFR

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" —--input factory_
—XXX.bin

« --input factory_XXX.bin: #j A [ {414

5.17.6 512k FlfERek

TER: BEURT AT [E, o SR B ™ i B AT IS UE ) fiE .
PR AFAF ORI ORI PR B 8tk . T2l RERY ARt

AR B e R A8, SERUERRR R

5.18 AT API Reference

5.18.1 Header File

» components/at/include/esp_at_core.h
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5.18.2 Functions

void esp_at_module_init (uint32_t netconn_max, const uint8_t *custom_version)

This function should be called only once, before any other AT functions are called.

BH
* netconn_max —the maximum number of the link in the at module
* custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value —the value parsed
B
» ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)

Parse float parameter from command string.

S8
* para_index —the index of parameter
* value —the value parsed
Bl
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)

Parse string parameter from command string.

2H
* para_index —the index of parameter
* result —the pointer that point to the result.
P[]
 ESP_AT_PARA_PARSE_RESULT_OK : succeed
» ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%% len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-
MAX_DELAY.
izl
e true : succeed
* false : fail
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void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)

regist at command set, which defined by custom,

B8
* custom_at_cmd_array —at command set
¢ cmd_num —command number

void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%4 ops —device operate functions set
bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom _ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
void esp_at_custom_ops_regist (esp_ar_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
%% ops —custom operate functions set

uint32_t esp_at_get_version (void)

get at module version number,

J&a] at version bit31~bit24: at main version bit23~bit16: at sub version bit1 5~bit8 : at test version
bit7~bit( : at custom version

void esp_at_response_result (uint8_t result_code)

response AT process result,
%% result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,

¥
e data —data buffer to be written
* len —data length

B

e >=( : the real length of the data written
e others : fail.
int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
ZH

* data —data buffer to be written
* len —data length
Bl
* >=( : the real length of the data written
e others : fail.

int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
S

* data —data buffer
* len —datalength
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&Ml
* >=0: the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,

%¥ timeout_msec —timeout time,The unit is millisecond.
B
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
B
* >=0: the length of the data received
* others : fail
bool esp_at_base_cmd_regist (void)

regist at base command set. If not,you can not use AT base command
bool esp_at_user_cmd_regist (void)

regist at user command set. If not,you can not use AT user command
bool esp_at_wifi_cmd_regist (void)

regist at wifi command set. If not,you can not use AT wifi command
bool esp_at_net_cmd_regist (void)

regist at net command set. If not,you can not use AT net command
bool esp_at_mdns_cmd_regist (void)

regist at mdns command set. If not,you can not use AT mdns command
bool esp_at_driver_cmd_regist (void)

regist at driver command set. If not,you can not use AT driver command
bool esp_at_wps_cmd_regist (void)

regist at wps command set. If not,you can not use AT wps command
bool esp_at_smartconfig_cmd_regist (void)

regist at smartconfig command set. If not,you can not use AT smartconfig command
bool esp_at_ping_cmd_regist (void)

regist at ping command set. If not,you can not use AT ping command
bool esp_at_http_cmd_ regist (void)

regist at http command set. If not,you can not use AT http command
bool esp_at_mgtt_cmd_regist (void)

regist at mqtt command set. If not,you can not use AT mqtt command
bool esp_at_ble_cmd_regist (void)

regist at ble command set. If not,you can not use AT ble command
bool esp_at_ble_hid_cmd_regist (void)

regist at ble hid command set. If not,you can not use AT ble hid command
bool esp_at_blufi_cmd_regist (void)

regist at blufi command set. If not,you can not use AT blufi command
bool esp_at_bt_cmd_regist (void)

regist at bt command set. If not,you can not use AT bt command
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bool esp_at_bt_spp_cmd_regist (void)
regist at bt spp command set. If not,you can not use AT bt spp command

bool esp_at_bt_a2dp_cmd_regist (void)

regist at bt a2dp command set. If not,you can not use AT bt a2dp command

bool esp_at_£fs_cmd_regist (void)
regist at fs command set. If not,you can not use AT fs command

bool esp_at_eap_cmd_regist (void)
regist at WPA2 Enterprise AP command set. If not,you can not use AT EAP command

bool esp_at_eth_cmd_regist (void)
regist at ethernet command set. If not,you can not use AT ethernet command

bool esp_at_ws_cmd_regist (void)

regist at websocket command set. If not, you can not use AT fs command

bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

%% terminator —the line terminator
B
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)

Get AT command line terminator,by default, the return string is “\r\n” .
J&A] the command line terminator

const esp_partition_t *esp_at_custom_partition_£ind (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.

SH
* type —the type of the partition
* subtype —the subtype of the partition
* label —Partition label
JR[H] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (woid)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)

{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_ DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {

len = esp_at_port_read_data(data, data_len);

// TODO:
(N oiakzn)
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%% callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

5.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device
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int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(ar_sleep_mode_t mode)

callback before enter modem sleep and light sleep
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void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

5.18.4 Macros

at_min (x,y)
at_max (x,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT

Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error
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5.18.5 Type Definitions

typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

5.18.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_SLEEP
enumerator AT_LIGHT SLEEP
enumerator AT_MAX_ MODEM_SLEEP
enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK
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enumerator ESP_AT SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT _SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT_SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_ PARSE_RESULT_OK

Successful

enumerator ESP_AT_ PARA_PARSE_RESULT_ OMITTED
the parameter is OMITTED.
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enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_RESULT_CODE_OK
[13 OK b2

enumerator ESP_AT_RESULT CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT_RESULT CODE_SEND_OK
“SEND OK”

enumerator ESP_AT_RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

5.18.7 Header File

¢ components/at/include/esp_at.h

5.18.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name
const char *esp_at_get_module_name_by_id (uint32_tid)
get module name by index
uint32_t esp_at_get_module_id (void)
get current module id
void esp_at_board_init (void)
init peripheral and default parameters in factory_param.bin

bool esp_at_web_server_cmd_regist (void)
regist WiFi config via web command. If not,you can not use web server to config wifi connect
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void esp_at_main_preprocess (void)

some workarounds for esp-at project

void at_nvs_flash_init_partition (void)

init storage mode of at parameters

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)

get storage mode of mfg parameters

R0 at_mfg_params_storage_mode_t

5.18.9 Macros

ESP_AT PORT_TX_WAIT_ MS_MAX

AT BUFFER_ON_STACK_SIZE

5.18.10 Enumerations

enum at_mfg_ params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE

enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION
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Chapter 6

o — i @it AT iy A Fls 4

6.1

RainMaker AT iy 2 & 12

6.1.1 RainMaker AT A48

i AR AT SRR SRR GO FEY AT 654, ISR ESP32-C3 ¥ RainMaker 54, (T ik

]

—

SH AT GitHub T 3. # \Eat A AT B 084, T3 esp32c¢3-rainmaker-at [F{:
H f1% % ESP-AT T 42, =4 LM EH Platform name P4 PLATFORM_ESP32C3,
Module name $#£3% ESP32C3_RAINMAKER,

AT+

KT

AT+RMNODEINIT : WAk &

AT+RMNODEATTR: J&ME(S) uj@ﬂ’ﬁ

AT+RMDEV : ¥ 434E

AT+RMPARAM : V%% 580k
AT+RMPARAMBOUNDS : W) S-S5 myE
AT+RMPARAMSTRLIST : |7} FAF SEIN I F4F 5 51 =
AT+RMPARAMCOUNT : [a) 40 S50 i KT 28
AT+RMUSERMAPPING : FFJ& FH FHRITY 55,2 [B] FA ik B
AT+RMUSERUNMAPPING : 514 ) PRI f, 22 18] R st
AT+RMPROV = Te I 58 B PRI 2 [a] (A gt
AT+RMCONN : %323 ESP RainMaker 7
AT+RMCLOSE: Fzh¥17F5 ESP RainMaker 7 [ i%:4%
AT+RMPARAMUPDATE : %05 3

AT+RMMODE : % B L4kt

AT+RMSEND: ¥t RainMaker -5 i® 1% 4 #2 X, 5 RainMaker 1% 5 4% X, N &35 5
AT+RMOTARESULT : 3% OTA 453
AT+RMOTAFETCH : 3KEl OTA 13 &,

RMNODEINIT: &1L 5

e A

AT+RMNODEINIT

W .

363



Chapter 6. 55 =77 E il fk AT iy I {

OK

A PITININZ )5, R E S AT 7 ISON A% SR AE A1 -

{

"node_1d": "XxXxXXXXXXXXXX",

"config_version":"xxxx-xx-xx",

"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"xxxxxxx",
"type":"AT Node",
"model":"esp-at",
"project_name":"esp-at",
"platform":"esp32c3"

}I

"devices": [
] 14
"services": [
{
"name":"System",
"type":"esp.service.system",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 4
{
"name":"Factory-Reset",
"type":"esp.param. factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 4
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
}
1
} r
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"Tz2",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
Q)
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"write"

"name" :"TZ-POSIX",

"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
1
b
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"

1,
"bounds": {
"max":10

}

]
* YEPATIHE ESP RainMaker AT iy 4 Z I V1% 56 AT AT 2
o EAABIATFR T AGUSHIRS . OTA R4 . BFIXARS . EHRER TR .
o LA S RBE &7 X rmaker_mfg FHIAIEE . WURBREHRIE], WaSTERS
NVS 73 DX HERBGA RS B . WA A KR, W 24T claiming.
. zﬁé%ﬁﬂﬁﬁfiﬁﬁiﬁﬁg rmaker_mfg PNSE. WERSECREAE, MEGARCE S B H T
BRIET .
T ECE A L ERIA R RN
- node_id: JEEUET, ME—ARIAF, ARTHEL.
— config_version: B TLSLPR &, TLFEFE .
— name: [H%E~ “ESP RainMaker AT Node”.
— fw_version: RainMaker AT A= E. .
- type: [EEN “AT Node”.
— model: [H5E N “esp-at”,
— project_name: [E5EH “esp-at”.
— platform: [#EE K “ESP32-C3”,
— services: RGUEPERS . OTA k5. BFXARSS . &I AMETHI R 55

AT+RMNODEATTR: JB k(S S48

)E'\l

CEA A
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AT+RMNODEATTR=<"namel">, <"valuel">[<"name2">, <"value2">,<"name3">,<"value3">, ...,<
—"name8">, <"value8">]

LEIVE

OK

B
o <” name” >: Y5 JEMEE4 .
o <” value” >: 5B MHEAH.

e
o LA MIZAE B ERE [ RainMaker 7 2 HiiAT (i§2% AT+RMPROV 5 # AT+RMCONN ) .

il

AT+RMNODEATTR="serial_num","123abc"

AT+RMDEV: ¥t 814

’AT+RMDEV:<dev_opt>,<"unique7name">,<"device7name">,<"device7type">

W

’OK

o <” dev_opt” >: PEEHE.
- 0 Wm—1sss.
- 1t MHER—A s
e <” unique_name” >: %4 ME—HRIH4 .
* <” device_name” >: WA, RAER N _EERGERINE R AR

o <” device_type” >: iX£525H, H§Z% Devices,

e
o KA IARTE WA TERE L RainMaker 7= 2 Hi#AT (12:7% AT+RMPROV 35 AT+RMCONN ) .
H B —N7 5 LRI — A4

o A PAT I, BN INE Y A . BOASE params FFIRIUF{ECN “esp.param.name” , idl

RAEIWME N “string”, FUFRM “read” F1 “write”,

il

AT+RMDEV=0, "Light", "Light", "esp.device.light"

AT PATIINZ )5, e “Light” SBEASNETRECE S, FRAENFRAMNT Br7s ISON A fRA7 (47

5 1% 23 AT+ RMNODEINIT )
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"node_id":"XXXXXXXXXXXX",

"config_version":"xxxx-xx-xx",

"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"xxxxxxx",
"type":"AT Node",
"model":"esp—-at",
"project_name":"esp-at",
"platform":"esp32c3"

}I

"attributes": [

Submit Document Feedback

{
"name":"serial_nun",
"value":"123abc"
}
] 4
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
}
] 4
"services": [
{
"name":"System",
"type":"esp.service.systemn",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
]
} ’
{
"name":"Factory—-Reset",
"type":"esp.param. factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} ’
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
(N oiakzn)
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"read",
"write"
]
}
]
}I
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"TZ",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"
]
}I
{
"name" :"TZ-POSIX",
"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
}I
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
JI
"bounds": {
"max":10
}
}
]
}

AT+RMPARAM: 4% 5 5icdf:

peEaA Uik
RS S-RANIIE S

Py
A

AT+RMPARAM=<"unique_name">, <"param name">, <"param_ type">,<data_type>, <properties>, <

—"ul_type">,<"def">

Espressif Systems 368 Release v2.3.0.0-esp32¢3-716-g62fb703321

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 6. 55 =77 £ #il{t. AT iyl {F

Wi 3% ¢

OK

e <” unique_name” >: B ME—FRIHA .
e <” param_name” >: ZE4FR.
e <” param_type” >: S(EH ., {5 S% Parameters,
o <data_type>: FJEZA,
— bit 0: boolean,
— bit 1: integer,
— bit 2: floating-point number ,
— bit 3: string,
— bit4: object,
— bit5: array,
 <properties>: E{IEFR .
— bit 0: read,
— bit 1: write,
— bit 2: time_series,
— bit 3: persist,
o <” ui_type” >: Ul A, {%2:% Ul Elements.
o <7 def” >: BRIAMH.

e
o HA NAZTE B 5 1%E4% I RainMaker =2 BitAT (752% AT+RMPROV 53 AT+RMCONN ) ,
* HIRSE <def> LS4 <data_type>. AT ALNTRRA.
* ¥ERainMaker % 542X 1, HAFFE—NSE ORI & a2 AT+RMDEV T3 NPT S ERIAS L) .
WERAER S FAAEZANSE, WIGHERE A RainMaker % 1% 45X,

il

AT+RMPARAM="Light", "Brightness", "esp.param.brightness",2,3,"esp.ui.slider", "50"

AT+RMPARAMBOUNDS: [ S B0 MIE

BEmA wmA

’AT+RMPARAMBOUNDS:<"uniquefname">,<"param7name">,<"min">,<"max">,<"step">

W

’OK

e <” unique_name” >: P ME—FRIHA .
o <” param_name” >: ZHZFR.

e <” min” >: H/MH.

o <” max” >: HIMH.

o <” step” >: HHHH.
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v
o A MIZAE B ER: [ RainMaker 2 HiAAT (i§2% AT+RMPROV 5 # AT+RMCONN ) .
o ZAT 4N <data_type> (B FAT+RMPARAM WY <data_type> Z4{) A integer B ¥
floating-point number )41 . EFEZSE <"min">, <"max"> fil <"step"> VLfL <data_type>,
AT AN ER K2

il

AT+RMPARAMBOUNDS="Switch", "brightness™,"0","100", "1"

A PATINZ 5,7 bounds” Sk HNABESE “Switch” ) FHAENEBLALN R 7R JSON A% RARAE (55
Jit B it 2% AT+RMNODEINIT ),

{
"name" :"Brightness",
"type":"esp.param.brightness",
"data_type":"int",
"properties": [

"read",
"write"
1,
"bounds" : {
"min":0,
"max":100,
"step":1
}I
"ui_type":"esp.ui.slider"

AT+RMPARAMSTRLIST: [0] 7452 5o I 40 53 51l

pEmY mA

AT+RMPARAMSTRLIST=<"unique_name">, <"param_name">,<"strl">[,<"str2">,<"str3">,...,<
—"strld4">]

W

OK

e <” unique_name” >: FHEME—FRIHEL.
o <” param_name” >: ZHZFR.
o < ostr” > FEAFERERPI A

vei
o AN IZAE B ERE [ RainMaker =2 W4T (#5235 AT+RMPROV ¥ AT+RMCONN ) .
o AT MUE AT <data_type> (IEZFHAT+RMPARAM Wi <data_type> Z%k) H string [ S5k,
HEHRSE <"str"> PLL <data_type>, AT R&MNTRKGE.

il

AT+RMPARAM="Light", "Color", "esp.param.color", 4,3, "esp.ui.dropdown", "white"

AT+RMPARAMSTRLIST="Light", "Color", "white", "red", "blue", "yellow"
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EMAPATIINZ J5,” valid_strs” 2P A &% “Light” v, FHAENFRLAL T B~ ISON &R ARfE (T
S B 1 2% AT+ RMNODEINIT )

{

"name":"Color",
"type":"esp.param.color",
"data_type":"string",
"properties": [

"read",

"write"
]I
"valid_strs": [

"white",

"red",

"blue",

"yellow"
]I
"ui_type":"esp.ui.dropdown"

AT+RMPARAMCOUNT: %8 S 5miin Koo =5k

pEmY mA

’AT+RMPARAMCOUNT:<"unique_name">,<"param_name">,<array_count>

W i :

* <” unique_name” >: FFME—HRIHL .
o <” param_name” >: Z4Fr.
o <array_count>: {4 E KICESL.

el
o LA A MNAZTE B L RainMaker 5 Z Bi#AT (1§53 AT+RMPROV ¥ AT+RMCONN ) .
o LS N <data_type> (S AT+RMPARAM W) <data_type> Z%k) K array IS5,

HHRSEL <array_count> JUE <data_type>, AT AN,

il

AT+RMPARAM="Light", "Color", "esp.param.color", 6,3, "esp.ui.hidden",""

AT+RMPARAMCOUNT="Light", "Color", 5

B PATHINZ G ,” bounds” LA B s “Light” o, FHAENFBLALIN BT/ JSON A8 fRA7 (1A
Jit &1 2% AT+ RMNODEINIT ) ,

{
"name":"Color",
"type":"esp.param.color",
"data_type":"array",
"properties": [

"read" ,
"write"

(P oUgkzh)
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1,
"bounds" : {
"max":5
by
"ui_type":"esp.ui.hidden"

AT+RMUSERMAPPING : JF 53 PR s 2 iy g5t

peEmY mA

’AT+RMUSERMAPPING:<"user_id">,<"secret_key">

Wi i *

[ox

AR PRI R Z AR 520, AT 1R 1] :

’+RMMAPPINGDONE

S
o <” user_id” >: I RN
o < secret_key” >: %4H,
]
o HHIAERITIZ G2 B £ B 4535 ESP RainMaker 7, 5% AT+RMCONN ,
o LA A PRUEBIR ST . B AE R T B % i B RS 25 (Phone app/CLI) .

AT+RMUSERUNMAPPING : 55 H Ry s 2 [y g

Params wa:

’AT+RMUSERUNMAPPING

W i <

|ox

AT+RMPROV: FERIJT 52 T R iz e s

BeEmA A

’AT+RMPROV:<mode>[,<customer_id>,<device_extra_code>,<"broadcast7name">]

Wi i ¢

’OK
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o <mode>: I,
- 0: FFUSECM, FHFEAERCM S FF 5 M PRI 2 1) R o
- 1+ {5 IERECH .
o <customer_id>: Z RIS, HTXRAARRNE . JEF: [0,65535]. WIERIRAE(H ] Nova Home,
i RARKAT.
¢ <device_extra_code>: ¥£4mid, T app BoMEFRIHE & E bR, JEE: [0,255].
* <” broadcast_name” >: H & AT RIS AFR. JEE: [0,12]. BAL: FY.

AT+RMCONN: 34:$:%] ESP RainMaker z;

BEae @

AT+RMCONN=<conn_timeout>

o] o7 =
AR B8 ) 1% H2 3 ESP RainMaker 2, AT j& 1] :

+RMCONNECTED
OK

NS5 451632 ESP RainMaker 2, AT & [H]:

’ERROR

Piran s wa:

’AT+RMCONN

W] 3 :
AR B8 1Y) 1% H2 3 ESP RainMaker 2, AT j& 1] :

+RMCONNECTED
OK

N5 451632 ESP RainMaker 2, AT & [H]:

ERROR

B
o <conn_timeout>: JEEESABIIIE] . JLR: [3,600], PAfNZ: Fb. BRINE: 15,

AT+RMCLOSE: J:ZjliJF 15 ESP RainMaker 2[4

Pira s wa:

’AT+RMCLOSE

Wi i ¢

’OK
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Bl
o N AT SWIT S SRR, A& TSRk +RMDISCONNECTED KIS, R BR&
NS WIS, AT 424l +RMDISCONNECTED HiH .«

AT+RMPARAMUPDATE: Z:%¥ ¥t

B A

AT+RMPARAMUPDATE=<"unique_name">, <"param_namel">,<"param_valuel">[,<"param_name2">,
—<"param_value2">, ..., <"param_name7">,<"param_value7">]

W i <

OK

e <” unique_name” >: EFGME—RIH
e <” param_name” >: ZH(4 .
o <” param_value” >: ZE{{H.

o BH <"param_value"> WHIILE AT AT+RMPARAM H55 <data_type> I EHIZEAL,
s ZWMAHE I I5AZ%, B 14 <"unique_name"> + 7 > <"param_name"> + 7 />
<"param_value">,

o B AT QW RIEN/NT 256 F7 . WERVRAEE BB S BOR, W B AT+RMSEND 654

il

AT+RMPARAMUPDATE="Light", "Power", "1"

AT+RMMODE: B LR

BEES s

’ AT+RMMODE=<mode>

Wi i ¢

’OK

o <mode>: fZiizt,
— 0: RainMaker “&i@ £ 12X,
— 1: RainMaker £ 1E422X,,

Bl

* ¥£RainMaker & 154 X, 1, HAVGFE— NS (R GASAT+RMDEV AN S BOASED)
WIRIER S FFEZANSE, WIETEE A RainMaker % 542X,
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AT+RMSEND: {f RainMaker a1 4y nk RainMaker & {5 & L5

BeEMA Hyhe:
{ERainMaker 538 £ 4 3 X, W& 82 KB R B -

O e
iy

AT+RMSEND=<"unique_name">, <"param_name">, <len>

W )7 :

OK

>

EiAm Y FIR AT B2 ME R IR TRE , IR AT DA AR, 24 AT Bl s i 8die K LA 3 <len>
Ja, Rl

Recv <len> bytes

MR EIREA RN E, RERARN

’SEND FAIL

WA O h Kok, ARG R ZR ] :

’SEND OK

Parin A Thik:
B A RainMaker 51512 X,.

AT+RMSEND

W i ¢

OK

>

g,

ERROR

i ARainMaker 515+ X, . 245 A—4) +++ B}, ESP32-C3 X§2xiR H RainMaker % 15 42 X, " W5 &
BRI WERDERE L AEE T 4 AT 4.

S8
e <” unique_name” >: iXFGME—RIRS .
e <” param_name” >: ZH[(4.
o <len>: HEK . KEMEBLT RAM Kb, RT] DA AT+SYSRAM fiy4 25 1)) 43 7] il RAM
Ko

Bl
* fERainMaker F X W, RAVFIE—DSH (ML E iy AT+RMDEV FET mEASEL) .

WAL A TAAEL B, WIEIEIE A RainMaker 35 £ A X,
o WRAFEFINEH ZANSH, S %AT+RMPARAMUPDATE fii %
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AT+RMOTARESULT: [|-i# OTA £t

B A

’ AT+RMOTARESULT=<type>, <"ota_job_id">,<result>,<"additional_info">

Wi i ¢

’OK

o <type>: 4%,
e <” ota_job_id” >: OTA job ID.
o <result>: OTA %%
- 1: OTA #Ff7H,
- 2: OTA 2.
- 3: OTA %K.,
— 4: OTA Y1 HFETPIEIR
- 5: OTA T R gl 4
o <” additional_info” >: OTA RZSHIMINER.

L]
o I HiE H T 324 MCU OTA, %I ESP32-C3 Wi-Fi OTA, %4 A3 ik OTA IRE.

AT+RMOTAFETCH: 3kHl OTA 1 5L

Wiif s @

’ AT+RMOTAFETCH

W

’OK

el
o Xf T FE 4% MCU OTA, ESP-AT 2% 57 BIRF 82 4 3 19 OTA {7 B & i 3 3 48 MCU, #%h
+RMFWNOTIFY:<type>,<size>,<url>,<fw_version>, <ota_job_id>,
- <type>: {5, ESP-AT i 2¥E 40,
<size>: 35 MCU OTA [/, B 5,
<url>: F# MCU OTA [H{4 F# URL, {R7] PAITAT+HTTPCGET €54 3% F # [ 4
— <fw_version>: F:#3 MCU OTA [ {4 4,
<ota_job_id>: 4% MCU OTA job ID. /7] PANFTAT+RMOTARESULT x4 4% OTA 45
o X%FT ESP32-C3 Wi-Fi OTA, #4i4 Hzh#hfT OTA, ESP-AT 2 OTA WS AT £ MCU, 5=
“H +RMOTA: <status>,

- 1: OTA #f7H.

- 2: OTA 3.,

— 3: OTA 2.

— 4: OTA #hy HFRFAER .

- 5: OTA i T HEAh e R B4
o &% RainMaker AT OTA 3% & T U0 13 ESP RainMaker 7 523 OTA.,
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6.1.2 RainMaker AT 75§

AL BN A RainMaker AT & %5 L, HHRMHE ESP32-C3 #i# b fTiX 2ban & MRl .

A
JEE R AR AR X T %453 RainMaker = 34T ) 04815

BEHEAERR T %13 RainMaker = 3471 04813
FUT A P Ao B2 W) 0 o 44

s
SREHLHE T — A7 L Nova Home JAI S 4 HEA7A2 1. #7T DAE 3 Google Play (Android) 5% App
Store (10S) F#k. 76 CHFRRBIT, BRI Nova Home (BiA: 1.6.2) 1% .
FEVCT G ABER T YEBES] RainMaker 233047030 1

1WA

ESP32-C3 G4k i -
e

’AT+RMNODEINIT

Nl . <

[ox |

K
TS PITININZ )5, R EARAE N AR . WU ILAY Y SR AT

{

"node_id" :"XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"2.4.0 (esp32c3_MINI-1_4b42408) :Sep 20 2022 11:58:48",
"type":"AT Node",
"model":"esp-at",
"project_name":"esp-at",
"platform":"esp32c3"
}V

"devices": [

i

"services": [

{
"name":"System",
"type":"esp.service.system",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 14
Q)
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(8L 7))
{
"name":"Factory—-Reset",
"type":"esp.param.factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 14
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
}
]
by
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"Tz",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"
]
} 14
{
"name" :"TZ-POSIX",
"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
} 14
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
] r
"bounds": {
"max":10
}
}
]
Q)
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}

2. JRME S B e, (Tik)
Fan, ESP32-C3 45~k “serial_num”, {H>A “123abc” 7))@ M2y S .

’AT+RMNODEATTR:"serial_num","123abc" ‘

Wi K7 -
[ox |
AR
R PATIING , B B R A By S .
{
"node_id":"XXXXXXXXXXXX",

"config_version":"2020-03-20",
"info":0bject{...},

"attributes": [
{
"name":"serial_num",
"value":"123abc"
I3
} 14
"devices": [

1,
"services":Array[3]

}

3. WI— i
BN, ESP32-C3 fSfn—A iy, WaME—tni4h “Light”, &M P8 “Light”, Ba&2RHN

“esp.device.light” ,

’AT+RMDEV=O,"Light","Light","esp.device.light"
Mg |3«
[ox
BiH :
A PATIING , PR INE Y S E .
{
"node_1d": "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0Object{...},
"attributes":Array[1l],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
(FITakE:)
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"read" ,
"write"

i

"services":Array[3]

4. A IS
Bin, ESP32-C3 s/ “Power” #1 “Brightness” #| “Light” &£5H1.
SR N “Power” , ZHIALN “esp.param.power” , FHEIEALN bool, AR ATEMT, UL KA
“esp.ui.toggle”, ERIAE K false ( “0” ).

’AT+RMPARAM="Light","Power","esp.param.power",1,3,"esp.ui.toggle","O"

M B <

[ox |
844N “Brightness”, SH2%1°) “esp.param.brightness”, Z{HEISAL N int, IR MEEME, UL
Iy “esp.uislider”, BRIAEN “507,

iy
’AT+RMPARAM="Light","Brightness","esp.param.brightness",2,3,"esp.ui.slider","SO"
N . :
[ox |
LK
L PATIHI)G ,” Power” Z4F1 “Brightness” ZEB A S| 5H.
{
"node_id" : "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0bject{...},
"attributes":Array[1l],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
} ’
{
"name" :"Brightness",
"type":"esp.param.brightness",
"data_type":"int",
"properties": [
"read",
"write"
] 14
"ui_type":"esp.ui.slider"
Q)
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"name" :"Power",
"type":"esp.param.power",
"data_type":"bool",
"properties": [

"read",

"write"
] 14
"ui_type":"esp.ui.toggle"

}
J 4

"services":Array[3]

}

5. ST 52 R A R 22 T R e df o
{# ] Nova Home app 1F R 7% 13 o

AT+RMPROV=0

i B -

WIFI DISCONNECT

OK

i ESP32-C3 Z HIC & 1EH:— 1 AP, Wiy oWt Es: . 257 app f1 b, I PASE
“+” #4ll > Add Device, #R)5 app j\_J:_J‘_ Bluetooth LE 94 & 7s & BLAY 14
—[Eu% 47 Bluetooth LE B, 7F Connecting Device FE&EH i A SSID FI%S . Z G HECM I

TEEI_JE’J SRR FIRC M B IG , R G

WIFI CONNECTED
WIFI GOT IP

+RMCONNECTED
+RMMAPP INGDONE

Ja AT DATE app L% B A )44 A B ] .
6. E%ﬁ?”%ﬁl
AE app [ R/RAT PR N K PPIRES . B “Power” SECKHEMCH true ( “17 ).
ﬁﬁ/\

’AT+RMPARAMUPDATE:"Light","Power","l"

i B«

’OK

Z G DALE app 1 F BT PR S K PRSI BT RS
7. JE%ET""FE'LV\%
AT DATE app A HIATHRIRAS . AN, Z50] PRRHT BRRAS B4 T RS DI 21 & RS . 24 ESP32-C3
%%@U?’ﬁ% HER, FRERN :

+RMRECV:Local, Light,Power:0

8. {zjj Eﬁﬁﬂ: 5 ESP RainMaker 7 1954 .

ﬂP?
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)

7:28 PM 2 P @+

of

My Device

Add Device

Welcome to Add Multiple Devices

S

home > {z
(7
& Scan QR code
Add Your First Device!

Tap the button below or on the top right.

L 4 @

Home Room Scene User

& 1: Nova Home FRMIE4S
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5:07 PM 120 € AT @

Add Device BLE =

Scanning for devices nearby.

PROV _

ALL Device

@ Lighting

Socket

Switch

Fan

@

Sensor

&

Router

m) [E

Garage Door

| 2: Nova Home & I %45

Espressif Systems 383 Release v2.3.0.0-esp32¢3-716-g62fb703321
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-716-g62fb703321

Chapter 6. 55 =77 £ #il{t. AT iyl {F

5:08 PM "2 ) P2

< Connecting Device

Q Configuring...
Q Registering...
Q Completing Setup...

Tips: Please place the device near your Wi-Fi
router.

& 3: Nova Home FF4&TC
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5:09 PM "2t [ AR @

My Device

Welcome to

home >
Common
light
Common
[ ®
Room Scene User
¥ 4: Nova Home % 4%
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8:32PMZ¢ @ O =@
My Device ~+
-
Welcome to ' I .
home > P Sy

Ccommon
Light ©
Common

A [ @

Home Room Scene User

& 5: Nova Home & UCkT IR TS
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’AT+RMCLOSE ‘

N . :

Lox |

TEEAEBLA F %EH;: 8] RainMaker 25854 11 ) i

1.

2.

HIHRALAT
EEEEE kf’%é]ﬁi’ﬁ%#@%@] RainMaker = AT i - 045815 /R0 PR A48 10357 &
JEPERG B EAE. (AriE) i

1v

WS % -5 B X T #3525 RainMaker = W ayia s RO TPRE S AR AR,
WA

WS xR A X T #4238 RainMaker = #4714 $#-09:815 /BRI e — A5 &
A IR IS

TERainMaker &A% 42X 1, RAFFE NS (MLE S AT+RMDEV TN s BRASE0) .
WERAER R TAAEZ N SE, MIJCE#E A RainMaker i% 1% 45X,

i1, ESP32-C3 ¥l “Power” 413 “Light " X £ # . 25042}y “Power” , 2425 5 k) “esp.param.power”,
BT R bool, FUFRMIEAIE, UL KA. “esp.uitoggle”, BRIAE N false ( 07 ).,

’AT+RMPARAM="Light","Power","esp.param.power",l,S,"esp.ui.toggle","O"

i . <
Lox |
BiHA :
A PATIING " Power” SRS B H
{
"node_id" : "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0Object{...},
"attributes":Array[1],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
} 4
{
"name" : "Power",
"type":"esp.param.power",
"data_type":"bool",
"properties": [
"read",
"write"
] ’
"ui_type":"esp.ui.toggle"
}
]
}
(N oiakzn)
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(£ L£50)

1,
"services":Array[3]

}

5. PATHC 52 B PRI S R A A
WS L@ AR X T £ 453 RainMaker = 34717 3043812 RBIHR I RATECR 5 T A F Fo
B Z ) ek 5T,

6. B,

’AT+RMMODE=1

W

’OK

7. Kk

’AT+RMSEND

Mg 3

OK

>

I DAE AR AR, FA L T AT YR BT AR, FA 0 RTRARFAT U] AT AR

8. 1k Ak K .
Y AT B E A — G +++ I, RGEB H RainMaker 51542 X, B 2SR F—F, F
KB —2% AT 4o WER, WSREHNEERA +++, AT RER A ALK A GERER 51 0 HELE

B =+

WwE: i H+++ 1R tHRainMaker % 15 42 X, W] 8| RainMaker 5 3@ 1% iy 42 X, 0] PLER R A H
AT+RMSEND iy A B RainMaker % 145X, ,

9. FFWiFF5 ESP RainMaker 75 [ 1%:4% .
TGS 48 542 X T £ 4% %) RainMaker = 347 7 043813 R BIHP ) 220 47 I &5 ESP RainMaker
=hyiEdE,

PATHD R R Z R

1. 58 Wi-Fi i34 station,

’AT+CWMODE:1

Nl Y -

’ox

2. FEHEEIH S

’AT+CWJAP:"espressif","1234567890"

Wi K7 -

WIFI CONNECTED
WIFI GOT IP

OK
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Vi :

&% A SSID I AT el bk ar & PR R] . 6 S 2% B #5119 SSID FIHH
3. WAL R

W% E-fil i #%\Tﬁ%cé] RainMaker 2 HEAT [ 40491845 TR GBI B #4607 &
4. JEtkfE BaRE. (Wik)

WS el ALK T %42 5] RainMaker 7 #4711 09 815 7RO B2 15 G401
5. W—ABE

B LB X T 4452 RainMaker = 347
6. B IS

W% {5 iR 40 MK, £ 425 RainMaker 7 #4710 491815 RO HI63 &b Ao S,
7. %335 ESP RainMaker 7=,

e

TR a0z RBI RS e — A% &

\A

AT+RMCONN

W

OK

MR MINEE S =, RGERI

+RMCONNECTED

8. JFJe PRI s 2 (Rl A LS
IRFEPLL T REST APIs #:4F RainMaker J5E IR %5 -
BRI PAE S API /{version}/login #j A user_name il password ¥3REL accesstoken., ZJ5
T PA AT Authorize ¥4 RH ANIZRELE| 1Y accesstoken,

m /{version}/login Handie login or extend session request from the user Py
This API will be used by the users to Login to RainMaker or to extend an existing session
Name Description
version * reauired
string API Version (Current supported API Version is 'v1')
(path)
vl
Request body 97" applicationijson v
username and password for Login
User Login ~

{
"user_name": “username@domain.com”,
“password”: "password”

¥ 6: REST API & [ifi

1% F§ API /{version}/user #£BY user_id.

P2 %5 8 1 API /{version}/user/nodes/mapping ¢ # Bl request_id. #F & fr~, ESP32-C3 ¥l
node_id f “84F70308E0QE8”, secret_key H “test”

)5, 8 AT+RMUSERMAPPING FF )5 B PRI s 2 (8] EI’J@%ET
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200 Response body

succes
a eraMQlDLIBUUlLathDUlhT!HBcJNéHVZlHkaZHG(lZa)RENHEYEQ‘FcLJ TWmR2bOUIT iwi YWxnIjoiULMyNTYifQ. eyzdwli0iI3ZjBiMTkNy6OY]IhLTOyN;jktOTOwOCBANZ WM c1ZTBhNDKiLCILbW

FpbF92ZXIpZmL1ZCT6dHI1Z5wiY3VzdG9t0m1haWS6YWLuZXTi01 InYWxzZSTsImN1c3RvbTphZG1pbiT6InRydWUiL CIpc3Mi0iJodHRwezpcl 1uvY29nbml 8by1pZHAudXMt ZWFzdCOX Lt YXpybmF 3cy5jb21cL3VzLWVhc30tH
V9rV300TTZNZkQiLCIjdXNObZO6dXN c19pZCI6TkdpdEN1YLOUTWE2QUI5HTK2SGpXbLI rWWRXZKSLTiwiY29nbml @bzplc2VybnFtZS161jdnMGIx0TQ3LTRiMmEtNDI20S05NDAALTg3NzAYNZVIHGEBOS TS InF1ZCI6IjYwaTZr

Zj1yanVidHFucTVtbnlhcXY21iwiZXZ1bnRfah0i0iI2N2EINTFLZSBzYTYOLTO2HZ I t0TYwYy1iZGN NzQzNzA1YmE] LCIOb2 tLb191c2Ui0ipZCTSINF1dGh fdGLtZSIGMTYZMDTwMze2NCwiZXhwl joxNj YuMjASMZYOLC]
PYXQi0jE2Nj AyMDM3N} Qs ImVtYW1sT joidHhfZGFueWFuZOAxN]MuY29tInd . LB7SLQihXeXVh_Fk0-dugP-pwORXF1T8GtOyb03_94oro3fWX4kpDTE_Kj_2C58fk_LI3t97tz_65DttZnD3YuZWKuTOzCHFHvT2HoezswqDCY5LhD
ALTuSrDWM5uMEX6rx)4nRUMIBIXEH_dOHIBbMLSx- TbIEAZTg d--8jRdL57q07vT_EqZ0-ndoonfo2hxGR7S4BonSS rnkRHAHMBK7Jr IAthHOZS_sbQ-8vY778MUATV6Yo0zpoaM32kta-40iKKZTOy YPIaMWEL CCPFLWA tFu

0GajCOg9etkIpP2ZcgqzAndb7H5 Ll BIGol 0zkj

ccesstoken” ”ey:rawuluuquxormsrrwrrznumurhmatmn1w:n4ussuv1v3kxuun1wsu1xa;ugnmvmnnmuwyurvlfo eyJzdWIi0i13Z1BiMTkONyBOY;InLTQyN] kt0TQWOCO4NzZCWNjc1ZTBRNDKILC
IdmVudFIpZCIELjY3YTUIMWVLLTNRN] QtNDYZzMiB5N]BjLWIkY2ZM3NDM3MDViYSIsInRva2VuX3VzZSI6ImFjY2VzcyIsInNjb3B1IjoiYXdzLmNvZ25pdG8uc2 LnbnlulnVzZXIuYWRtal4il CJhdXRoX3RpbWUi0jE2ZNjAyMDM3N
jOsInlzcyl6Inh0dHBZ0LwvXC9jb2duaXRvLWLkcCS ey 1LYXNOLTEYW1hen9uYXdzLnNvbVuvd XMt ZWFzdCOXX2 tXe RNNK LnRCTs InV4cCIGMTYZHD 1uNzH2NCwiahlFOLjoxNj YuM jAzNzYOLCI Gk 01 T3M02ZTNINS 1i0TZn
LTQ50WI t0DYxZCOz0GVAMTLiY2UwMnYiLCJ] bGLLbnRFaWQi0iT2MGk2a2F ] NWYS5 cmpl ZXRxbnE 1bW5 tYXF2Ni s InVzZXJuYWILTj 0iN2YwY ] ESNDC tNGIyYS0BM] Y5LTkOMDgtODC3MDINWUWYT  16.u0BMEq4VQ0ngLnGzHWd
dLsYcML5TGDRXSAFVIJa8APRpIh1IzPOP2YutsEy75a6AoxjZhvRyxWktgD7BmZECmz4Hz1U35bkhbRD - 2Ft5pw3Gxke] lSqu_rhNkfﬂIRMD’lﬂquZI:uZHAIfI'-VZlKnQththzvnH_yBSEH[HEF_::HUE::G!IHZINB!HI’S;SEFV]FR
bBKBX3w40yM5SIne_tzhOehsCHuoSIguSDhrhIFDWWYSM22ZbK34rZUScLMihw_7SBLSpYThHNm-LijwfUvrwgEnQQtzHChViduOPqqv336LuverBIHXt YidacFgmaRZKPTxawn2uDIm03r9-tyA" ,

“refreshtoken”: "eyljdHki0iJKV1QiLCJ1bmMi0iJBMjUZRENNTiwiYWxnIjoiUINBLUSBRVA1TQ. UUWMGQSmBMOFBIVONTY_mmHAYbYGA2yob0Zs W] IPbvzeNnShwhecR6h1960K_kJzeFyMoaQWoGzCX5Tn6LsxwlujObTr
85MkGHEQkcac6tFtGKBYObIFHZYmi3 jD4gM1Mm5 3qTBZ2hbmQNWeUL - F_cW180x42YF4py fBfX27dS9vgd9dDyxEW304HgZSP2cRjBAhON_OB \lSYﬁ1er13Kh[EBrry[Eaf1 chK_0 IIYB]KlhaBﬂNlEf»lY’lﬂdSAGﬂlF‘(hqﬂnlL
€1kbHGWsBRghLTjuBn4uT -NPCAVuxsal g1IsD}(hI\'.'UmRHUcuOowungV\‘dDBrhSSPS 0ZYA. 1eIN1G3AVVVMWISh . ykzU7 i6MIPfOvCS9406RL - XA45nuBN TKOPby 36CanSLgpcGqDkkyU2v-r -kkNKnkELHgIaCNy IRP3mBCRH
gWyTqup6ejr-KESe 6 9 KDm-0hL3FZMse5zUPYcvA9snudlquyKaVHIFOF ibwUKVWUHAHYSWAN24FGvx87 -2tn0_BCDYcOD19EBLrFZXcA_ESVOMVPSNgC-NI54ZkdckQEaLsTcbBIr
£rd8q3rnIXLvihE cLULIAWCUDUNANiLbsE4tgBI2OMS _PGbCaG3P- CTHxVikvEfEEORbbETnqLIVWBNNNaxxi0z01E IKMDUuHihWe1 42 TXSLIUoYAIuBThoRS40P 3ovo,_78IXrD2bIBBIVIREDIVHIZStVTZ3ZFGdfyaBYK2SHN
YvsxU2F2cqIGqUNUTXWISE irdTyxOg 3zcypIBBpRTZCScAoLnX36rIZ5q4KgonsGIhd62-u51KBhXFYOnVpaC2gCuHul Lx JHneQOEAIMXE1dXbd076nSnH3Zvr TpYqsbFX_yOntPBsXVnlwAaH-ToaN4d 0XgBGnyAKORib7CESZ
j50buByd90XjZxVz1RK4UVAITIZuhTc 65u-6 6. ‘ j ! e UFNQbX fkz1w0zzXGPLmaYrVih706Y-NtYIKX vSPXjq-f
mE_iokqzoDbd4-fDVQ_GPj5EmbHIjVyGkz1B18033pciFI3KNCI5Gc7GATyPhBIBK_B_sGyNk3DGgAmqDksy1B-nPtxTKrPnFFMZTEHNpNKKAD_51TFocddgh8Z-12UGUS5_BytRDAAT1KdpSxXnb9YNTLO3ZTtXql2cPNruJWAKGdX
tg0jZe2sz9uEqYQSpZAUalwAGIPrDrAGHX2SyVCHs 1LGEVPBWODpreUBBs CZFXrrsc_HY2EULAOW2pdPiHLKBAAKt3MbSqcBTwWX3DWeN24wg7 ziibkc5MtASRGyo9EBDNYT oII2D9 LBkobpEZ78hbKOzeYNt1K3 f0w-RKWSRFBnYS
WCXK1ESETSx2koTVKBBWNYVZIINGE3wxDn1QEDX TUsokq3Ag3TkQn JwohECs PXNGJ5PAAPCFULPT FSmBzuwD1Yz6MbsOxPF2s fur4MX100t 50kdBP1X4fCF1-0BhORGFygp5XsDIQ91 63H_Jo9gn5RT7CSAEmryMot. eFnWouRRnA
VGVDk1el9wnsMGNIdy9216ncB-zoLT4. MCYSTTHG_UYQSWKHO1Li7u" £ Download
}

Response headers

content-length: 3980
content-type: application/json

K 7: REST API 5[] 4t

Available authorizations

AccessToken (apiKey)

Name: Authorization
n: header

Value:

Author

I 8: REST API %741

/{version}/user Fetches the details of current user A~ &

This API fetches user_id, user_name, super_admin flag, URL of profile picture and name of current user.

The super_admin flag is returned only when the user is a super admin, in other cases, it will not be returned in the output.
Also the picture_url and name are not returned in the output, if it is not set by the user.

Parameters Cancel

Neme Description
version *
string API Version (Current supported API Version is 'v1')
(path)

vl

custom_data
boolean When true, will feich the custom data of the logged in user

(query)

[ 9: REST API $EUH P40
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/{version}/user/nodes/mapping Add or Remove the User Node mapping ~ @

= You can oplionally specify tags and metadata.
- Nodes can be searched by tags.
+ litags are not provided in the request, and esp.location is present in the user's custom_data, then all the keys starting with esp under it are converted o tags.

Parameters Cancel ‘ | Reset

Name Description

version * reauired
string API Version (Current supported AP Version is 'v1')

(path)
vl

Request body "¢ application/fjson v

Add or Remove User Node Mapping Request Parameters

Examples:
[Modified value] v

1
"lmde_il!": “84FTB3BBEBES",
ecret_key": "test",
“operatIon”: “add"

& 10: REST API #;H{ Request id

AT+RMUSERMAPPING="GitHub_ XXXXXXXXXXXXXXXXXXxxXx",6 "test"

M. :

OK
WRWL e, RETIR A -
+RMMAPP INGDONE

2 I, 4TOME app LBHTHET AT SR
B
i S RBRIEMSIRY . W4T 25 3 A 45 (Phone app/CLI),
9. ik PRI R WU, (1T30)
o
AT+RMUSERUNMAPP ING

iy B«

OK

6.1.3 RainMaker AT OTA 514

ASCRIFEME TR Y RainMaker AT 445 7R BISR UL H I AE ESP32-C3 _Li/t4T OTA JH4¢.

e F 4 MCU OTA
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* Wi-Fi MCU OTA I

Wi

24457 ESP RainMaker Dashboard 33 2 #h OTA il & 5=

e Force Push: H 3714, ESP RainMaker ~37HI N &% —4% OTA 5 2.
* User Approval: il Pl . F P55 2T _E#IA S 74 fE#:0k 3] ESP RainMaker 5 T A1) OTA
HE. ()
W HT 3 MCU il Wi-Fi MCU 3 37 #7181 ESP RainMaker 7= 347 OTA J}-4

« k¥ MCUOTA: OTA [{: /I KT+ E45 MCU.
* Wi-Fi MCU OTA: OTA [l {: ]k 744 ESP32-C3.

1E OTA i e, fFAELAT 5 kA
* OTA #Hf7H.
« OTA 3.
« OTA 220,
o OTA ¥ FIFEFHER .
o OTA T IEFh R B AR 4

o

* AT+RMNODEINIT 4 ERIAFF 5 OTA k%5
o HAYE& FIRE) OTA Ry oTA R Boli# oTA W T E£M R EH LN, mimd 2 OTA job
WSEEN TR

J:# MCU OTA

5 MCU s a2l H OTA T+l .
A OTA JiAE nT AT VAT =B

. R G
- FHEM

* L3R OTA #5 R

AR ESP-AT BUASBEh I OTA {55 . Rt n PAZEZhIATAT+RMOTAFETCH iy K ARHL
OTA fFE..

1. $H OTA fii .

’AT+RMOTAFETCH

i -

[ox |

SR = AF AE K 58 B OTA job, ESP-AT 2% 37 B X5 2 0 2| 19 OTA 5 B & 3% 3| £ %
MCU, #&3} +RMFWNOTIFY:<type>, <size>,<url>,<fw_version>,<ota_job_id>. 1§
%32 AT+ RMOTAFETCH 3KBUE £ OTA {411 4.,

+RMFWNOTIFY:0,1740880,https://esp-rainmaker-ota-315787942180-prod.s3.us—east-1.
—amazonaws.com/users/GitHub_TMo6ABIY96HIJWnNnRKYdAWENK/ firmwareimages/fnwHonS4g/
—AT OTA TEST 2.bin?X-Amz-Algorithm=AWNS4-HMAC-SHA256&X-Amz—
_.Credential=ASTAUTBTNTESPBAWFGEF32F20221114%2Fus—east—1%2Fs3%2Fawsd_reqid SLasd)
—Amz-Date=20221114T114202Z&X-Amz-Expires=86400&X-Amz-Security-

Espressif S} e?ﬁsFWOGZXIVYXdZE“%ZF%ZF%ZF%ZF%:?%% 2F%2F%2Fl%e%l%gscepVZS.O.O—esp3203—716—g62fb703321

FwEaDHkEHIt8cAKM633AF, L%A %'92F6M %iEPT /2B8g
—%2FNPuCgDF3xDY0u9kZ1LKr go@mé@?ﬁgmgﬂ ﬁ(@(%l WW7Y7WwrOh6iYrtUyhWpPoapDZYNKyesfQST
—%2BfFnWig7nDYMyaqYfezI02e60b50IEqW4aES58krGecO0F4TuMleG4ZkLX7skw
—%2BuSRkhVmMo4YmlrO%$2Bbi49%2Fel2DmETnX69inFXvdZqyQ4ws2T7YmDu%2BC
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(£ L0

FERE

1. ¥%'% K HTTP URL,
fir s

AT+HTTPURLCFG=1083

Mg K7 -

OK

>

F75 > Bl AT HE & cs 8k, BERHARTAT AR A URL, 2488 K2R E| 24 <url length>
A(EIS, RGLR M :

’SET OK

2. FEKEME

’AT+HTTPCGET:""

Nl B <

+HTTPCGET:<size>, <data>
OK

e, T4 MCU A5 H AL BRI S (1 (4 . 3525 AT+ HTTPCGET fin R ZfH ) .

kit OTA 4521

1. 4R OTA &%
e

’ AT+RMOTARESULT=0, "cpudraj3cxmAXuw8ER2GAe", 2, "OTA success"

M B -

’OK

Wi-Fi MCU OTA

ESP32-C3 5g 41l H: OTA iy H+gid e

7E OTA i dr, ESP-AT & H 3K OTA RS i =i, FfPA +RMOTA: <status> %3 |n) 345 MCU %
HUIRES . 5% AT+RMOTAFETCH 43K <status> (Z 4.,

Wi-Fi MCU OTA 3 )5, ESP-AT #[f] 145 MCU %1% +RMOTA: 1., ZEMZ )5, 2434 MCU % 3% AT+RST
B AT+RESTORE 4 & ESP32-C3, (¥ ESP32-C3 P HE RHE TR, WABHmEL.
Jods MCU BEICE] +RMOTA : 1 JE{E A iGN I A AT+ RST i 4Ty ESP32-C3 R 3

6.1.4 1Index of Abbreviations

RainMaker Normal Transmission Mode Default Transmission Mode
In RainMaker Normal Transmission Mode, you must first add parameters to the device. ESP-AT will convert
the parameters to the RainMaker data model and communicate with the cloud in string form (JSON format).
In this mode, you can operate multiple parameters of the device.
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RainMaker ¥ ill fE AR BOA L4
TEME A, B SEAE IR & N ININZS L, ESP-AT 25240y RainMaker ZdlafiiZd 5
DFRFERIES (JSON 3) AZ I . MM, T DARHR A T 102 S HUETHIE.
RainMaker Passthrough Mode Also called as “RainMaker Passthrough Sending & Receiving Mode” .
RainMaker Passthrough Mode only supports one parameter under the device (excluding default parameters).
The topic to publish is node/<node_id>/params/local. ESP-AT will automatically pushes the data
sent by the MCU to the RainMaker cloud in string form (JSON format). The topic to subscribe to is node /
<node_id>/params/remote. ESP-AT will automatically parses the data received from the RainMaker
cloud and sends the parsed data (string format) to the MCU.
In RainMaker Passthrough Mode, other AT commands can not be sent except the special +++ command.
In RainMaker Passthrough Mode, the scheduling service unavailable.
RainMaker E B KR “RainMaker i % & ik BRI
RainMaker % £ B XA L& R HAE DS (AEHFEBRASH) . £ £8 N node/
<node_id>/params/local, ESP-AT £ H ¥ MCU k£ EIELFAEIER (JSON #%R)
HE3% RainMaker Z . 7] % 38 H node/<node_id>/params/remote., ESP-AT £ H 3 M
RainMaker Z Ui OB OB BEATARAT . FFREBAT G B0 (547 at% ) ik MCU.
£ RainMaker BTN, [ TR Q+++, TLIRAIEHADL AT a4
1. RainMaker FEEHIT, EmFRS AT -

6.1.5 RainMaker AT 4%,

 ESP-AT RainMaker J}§ B 745 (3:3))
ESP-AT 2445 2245 H #2211 RainMaker JRAZEALEIHE . .

% 1: ESP-AT ji4 B 745

ESP-AT R & ;]

A AT JHE WS ESP-AT iF 8.4k % (£3))

+RMRECV:<src_name>,<device_name>,<param_nathSP<Airiif pafhidRainMaker = i) 1 5, 50
<param_value> A& FAFH

+RMCONNECTED RainMaker 1% 4515328 =

+RMDISCONNECTED RainMaker X458 s IF T 5 =1 i%ER:

+RMRESET RainMaker % #5322 U5 2 reset Jl 5. F 35 MCU
TERMCENE B B 3h AT A S AT+RST > H
JEEEER

+RMREBOOT RainMaker 1% %5322kt 2] reboot J5 B, . F 3 MCU
TERMCENE B B sh AT A S AT+RST K
JEEEER

+RMTIMEZONE RainMaker 1% £592:0 3] timezone Ji 5,

+RMMAPPINGDONE RainMaker T4 52 BT AT /5.2 ] g

+RMFWNOTIFY :<type>,<size>,<url>,<fw_version>RaitaMaiterid$ 45 i i 3221 2 ¥ F#5 MCU OTA

Es
+RMOTA :<status> RainMaker %45 %7 4 Wi-Fi MCU OTA RS
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AT FAQ

o AT EfF
— ROGABLAIZA B H KA B, 4o T IRIRE ) a9 [E) 4 2
— TR AT B 4 25 2
- BWM L E 0y AT B 4ol T3 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3% busy = H X )2 H ¢
AT B H, LB BEREF NG LERLED TEGEE, AH L ?
TR AR a9 BRIN AT B R 3R G A VAR AR G S MOAR AN B R TT 46 345 ¢
- % MCU % ESP32-C3 % &% AT w45 RikE, A H LA RE 2
— Wi-Fi ¥ (4T¥F WIFI DISCONNECT) % H1t24 2
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
— AT % & 3 3 websocket 44~ ?
- RTH AT 4 4-H 3 2 = VA BB R = 7P ¢
- AT 4R T TVAR BRI E T R AT hE ¢
— T FHAR L BRINE A R L A2 T VA R B B AvthiF ESP-AT 142 5 L4y arb ¢
— AT G- B2k F A hofT 4L 72 2
— AT &P 2 U R BT A5 2 (BN 115200)
— ESP32-C31& R AT 1553t N5 1R X, 4o REJF0GH B W, ESP32-C3 42 L 45 4R ag 4%
T8¢
— KW F T T B P 5% hoTAE 48 notify #o indicate Th 4% 2
o R
- ERRIRA Ly AT B2 RS K flash % K 2
— AT B 4o fT 4 & error log ?
— AT fz ESP32-C3 #3248 k0% UARTI i@ 13§ Wy L5 ESP32-C3 454864 datasheet Bk UARTI % fip
—5?
o M
— AT Wi-Fi i%43360F % ) ¢
— ESP-AT BEJ ¥ TCP £ %% 0 K2 T 7 VAL 2
— ESP32-C3 AT %ok 8 o T i3X B AR 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-C3 AT 4ef735 % TLS ¥ A ¢
AT Bl fT15 7k TCP 354 2
ESP32-C3 AT % 4% PPP~%,?
AT Hof T AR X B & ¢
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7.1 AT 54t

711 RGBT IR AR, RIS T A B ?

WIERAT B+ TEAT B BRI R [, ST %5 B AR % -

o AR RIS IC B AL RO [ (- (R ESP-AT B A 2 5% ) o
© BF HILLAF LB EMH .

712 WARI AT [SfRDRES 7

esp-at 1l H DAYE AR AN T4 136 R A 28 A T AR B G P vh 40 e« BRI PE (LT esp-at/
components/at/lib/ HRT) ZMIRRY, FIFEITE.

7.1.3 P _LECE N AT W P4 ?

o bk THAE T3k Flash N3 TH.
. PEFHULTEBEAT T 50,

7.1.4 W4y ESP-AT 4k i RO BAT bin 34 7

Tl DA Flash 2k T H fi%) combine #4178 G .

715 BN AT BRSO S hrimids ?

o BRI RS, (RO A SCRIEPE LS -
o XTREIFEM AR, E0TLAEE A 16y AT+ UART_CUR 5(# AT+UART_DEF #HTIEEL.
« BAPEAAE .

7.2 AT vl 5

7.2.1 AT $#55 busy &t 25K ?

o LR “busy” FIORIEFEMPRRT L4, TCEMIN MATEIA . B AT @& A R Lk, Ra
WPRSEH— 22, A BB —&m 4.
o BHZRVAVEFEFRAR, RFEHSHR “busy” 3K “ERROR”, FMALfTH: OMHA, 9
NI
- %A AT+GMR (#174F CR LF) (Z#84F), BT AT+GMR (#174F CR LF) L4 @& — K58
B AT @4 7T, RESPITZG2L. WIIR RG0 A 5E K AT+GMR #4E, il TR
ZHEAF, RN AR, REHRR “busy”. (AR ZRGEC L5 T AT+GMR #t
1, FRIREI ST ZSAEAT, SR & — KRN m 4, R4~ “ERROR”,
— MCU %3 AT+CIPSEND J5, Ui#| busy p.. Wi, MCU 3556 5 & 2505 . % busy p.. 183
A IEFEPAT, METM A TR, BHEE AT b2kt A MmN s, MCU B33 & 1% #

%

7.22 AT [ilfF, BEWRRES a4 SR 2B I P, s ?

ERR CODE:0x010b0000
busy p...

o WEEBARRMR" IEFEA E—4md7.
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o —BAEIL T A SRR busy p--”, 278 ERR CODE SR IT T RIS .
o AR EHLRS SR SRR ] TRXAME R AR, WTRERYIRIZ . XA a4 R 2 R
THATFF IR S, S LR IE T E A AT i

7.2.3 AEAFIBE ERERIN AT [ SRR i 4, BLRWIBRE fiy 4 AWIBAS R AS I 45 52
7
o WREAR T ESP-AT (e[RRI PEAR SRt a4, T AS % ESP-AT B # 2 5%
o ARG AERIA 6O M ICATT UGS, AR IA BB TR, &R PAS% release

notes,

724 1 MCU 43 ESP32-C3 385k AT a4 Jeigl, St 25 7

3 MCU £ ESP32-C3 ¥ 45 &3k AT fir & Ja i BN INAT AT, FERRF H AN 7 AT\r\n”,
WZ 0 E AT B & &R R R .

7.2.5 Wi-Fi i3 ($7E1 WIFI DISCONNECT) & hfl2 ?

WH DAFEAT B & 3% 0 B EFEF Wi-F WITF 8 B K, 8% S+ B “wifi disconnected,
rc:<reason_code>", AL <reason_code> {5521 Wi-Fi J& [K/CHS,

7.2.6  Wi-Fi ‘Wit e 28 Pk ) SiA mik e ?

* AMPDU S i)
— WAREE R A R AMPDU, JIfi4 ESP32-C3 AERIBK A SC I, HZh5 ] AMPDU Jjfg.
— MRS A AMPDU, (H 2B #8F1 ESP32-C3 2 [6]f) AMPDU £ #ifEAe IRt s, Ap
2B i #71 AMPDU T sl % ESP32-C3 () AMPDU jfig. WIAREE4E ] ESP32-C3
i) AMPDU Tifig, i HiT40i% ESP-AT 142, {E55 ARl E TR B et
* 22 Component config->Wi-Fi->WiFi AMPDU TX
x 2 Component config->Wi-Fi->WiFi AMPDU RX
« phy mode 754 ] . 405 % 1 25 F1 ESP32-C3 2 [6] 1) phy mode {7 7E 375 P A i, A4 2]
¥ B% F 24 1%) phy mode % % ESP32-C3 ) phy mode. #5 %3 47)4 ESP32-C3 ) phy mode, %%
2 AT+CWSTAPROTO 154>,

7.2.7 ESP-AT 4 1% Ff ESP-WIFI-MESH ?

ESP-AT 4 i~ 37 # ESP-WIFI-MESH,

7.2.8 AT &8 % #F websocket iy 2 ?

o BRIAfi AL HF websocket 14 .

o LIS HE LA, RS websocket, DAK Ao € SC AT 44,
7.2.9 RO AT 5 A EHE 0 A UG Rz pi ?

FA AR AT B, &% LR Rf):

o FHE AN HS%: AT+MQTT aliyun.
o BN HZ%: AT+MQTT QCloud,
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7210 AT i/ K75 0T LA B IR TDEEE 2F S ol o 7

T PA. ESP32-C3 [ Wi-Fi Fl Bluetooth LE 3t —#8 K 2k, W] {#i FJ AT+RFPOWER 514 & .
7.2.11 ] 32 By AR BR O\ ISR AS S HRAH o] DLAE L ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIUNTE ESP32-C3 R 51 SCRpERE WPA2 AV 0 % i £ DI , 759w 1% I 7E menuconfig FP T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

7.2.12 AT % PoRssk e A 4b 2 ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

7.2.13 AT arAvb 1 et M T DU 7 (BRiN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

7.2.14 ESP32-C3 fli] AT $5 4 AEBEA, WRERZIIRIWIF, ESP32-C3 [
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

7.2.15  {RIPFEEE S % 4 i i £ GE notify 1 indicate Jjfi ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0, 3, 6, 1, 2

>

// F 0x01

OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// F 0x02

OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>
// B ccc £ server H P &k # notify F indicate H B 3% & #
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7.3
731 AEARFEAL iy AT 5 PR SGRE ) flash 2K 7

o 4T ESP32-C3 RUIMAL, AT PASHESP-AT [ £ 57,

7.3.2 AT [ #%% error log ?

» ESP32-C3 7& download port &% error log, ZXiA UARTO >}y GPIO21. GPIO20.
o TENS AT AS: R A ik 3

7.3.3 AT 1t ESP32-C3 Eig] I-/f) UART1 jilif= 45115 ESP32-C3 Eigl[ datasheet ZRi\
UART1 HEMA—F ?
* ESP32-C3 37§ 10 4EFEAS 4, 7E 4w ESP-AT pyH %, W] PAFE menuconfig H i it 1 {4 T 45 2L
UART! B945 HIRCE:, BT PABE< th BN datasheet 457 AN — B/ L -
o EHERS ] LS factory_param_data.csv,
7.4 PEgE
7.4.1 AT Wi-Fi ZE:kEm 20 7
o FEMAEYFT, AT Wi-Fi SRR SR 5 8. (HAESEPR(E A H, Wi-Fi SR BT i th
PERE, PIZRIAEE, B RAMREE A5
» AJPAIEFAT+CWIAP 1) <jap_timeout> 245, SRk i SR [E] .
7.4.2 ESP-AT [&lfF+p TCP b 1 K/l LAige ?
* TCP A3k T 1N M EiJoykiE B0, 75 BER0 B A 41 ESP-AT “LAR A BUH A 114 o

o W] DATE B AL B menuconfig £%{, Component config > LWIP > TCP >Default send buffer
size,

7.4.3 ESP32-C3 AT £ a5 ol ik e fRAE ?

© AT SR BN e S, AL esprdf Frfy iperf 7RBIAEFTIL () AT WS, 5040
{5, PRI 1460 S TESE S
© FMBEFERLTR, GTNSH oI % ESP-AT bl f HALPIEE.

7.5 HAh

7.5.1 RGN T DL B Rtk AT v % ?

« ESP32-C3 374% UART. SPI #3115,

o AT BROAFE(F 2 UART 42 mok A%t . P QR 75248 4 SDIO (3% SPI #% 1 #E4 71l
&, PIPAJET ESP-AT U gnis, 10 W45 f= I 4,

« WEYRHES % (] ATSDIO #:11 , i ATSPLE:IT , = (i AT EE:FH:10 .
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7.5.2 ESP32-C3 AT infnf$5x TLS Bpill A ?

9% 1%k BESP-AT T A2 ®}, W PAFE ./build.py menuconfig > Component config >
mbedTLS H3EF, AILAKRFATFERIMRAS K L RE -

7.5.3 AT WfFnf i TCP 4% ?

* HAl AT BIARR TCP FoRIERECH S.
* ESP32-C3 AT f R 3 HF 16 A~ TCP 42, W PAE menuconfig HHEATHCE., BUE AT
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

7.5.4 ESP32-C3 AT 2}y PPP j?

* A3, 2% pppos_client /B AFTEIL.

7.5.5 AT D pEGEPIA H & 7

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§E Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAHZN AR/ log I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥f H.{k

MBI AR log 4% E #| Debug.
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Chapter 8

Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
¢ After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARRG . FEar BT, AT & uim HICE L AT T AP S e 1F AT ar B 1At
, [AIN AT e 02 A AT R . AT FE RIEI T, M4 X JEASIER X .

* KIKAT+CIPSEND WE W), W > 25

* KIKAT+CIPSEND P ATap % Y, I > 2 )5

o % PEAT+CIPSENDL Y8645, W > 25
o % 3%AT+CIPSENDEX VB4, WE >2 )5
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* KIKRAT+SAVETRANSLINK B E A8, AR (AT+RST) fiy %, MAEHZ G
* KIKAT+BLESPP $A76n4 MY, WK > 25

TR, Kk +++ s

, SMEIEAR X GRH, FEAG AR

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

 After sending the AT+CIPSEND execute command successfully and returns >.

 After sending the AT+CIPSENDL set command successfully and returns >.

o After sending the AT+CIPSENDEX set command successfully and returns >.

o After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command

and restart the module.

» After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BB R, AT fir s DI FAT T AR U R (B THIRI+++ ), TIRZ AT
s, XEHHES B U LA X . AT FE FAEL T, SMe SR #EA 3B X

KIKAT+CIPSEND P& A ), B > 25
K IXAT+CIPSEND 7 1, I > 2 )5

o RikAT+CIPSENDL % EA Y, & > 25

o KiRAT+CIPSENDEX ¥ B2, BlE >2Z2 )5

o RiEAT+SAVETRANSLINK V¢ &5 31, FRILAT+RST 34, BAEBEZ G
* KIKAT+BLESPP i f71ep 4 Y, WK > 25

TR, Rk +++ s

, SMEIEAREX GBI, FEAGSAEX.

DHCP Dynamic Host Configuration Protocol

A FALBCE YL

DNS Domain Name System

DTIM Delivery Traffic Indication Map
JUSI e e EAN LS E I

GATTC Generic Attributes client
GATT % i

GATTS Generic Attributes server
GATT flR%54%

HID Human Interface Device
AAUEE O

I2C Inter-Integrated Circuit
SRR K R 2k

ICMP Intemet Control Message Protocol
PRI A5 19X 2 T 4 SO

LwIP A Lightweight TCP/IP stack
—/NME B P) TCP/IP #p3%

LWT Last Will and Testament
i

MAC Media Access Control
MAC #bhk

mDNS Multicast Domain Name System

Z 4 DNS

manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANiE ?Efm % NVS. manufacturing nvs I7£f# T AT IEIFFE){U\E? MBI . ﬂx%ﬁ GATTS
s, BHEE . Wi-Fi iCE . UART IUESE. XEEACEER, BOAETE raw_data WL, A48T
mfg_nvs.bin, $EFF| at_customize.csv FE LWL E .

MSB Most Significant Bit
R R
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MTU maximum transmission unit
oINS

NVS Non-Volatile Storage
AE5 K AEA it A

Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-C3 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

WL R BOAL R
B LA, PRI PAAR AT 6. B, el LA AT+CIPSEND fiv %, Kik AT fiy
2 FYE Y MCU %odls 21 (2 it om . AT imli B BBt , Sl AT 64 HaR [ 45 MCU, - [ b
Zats +IPD {55
WAL U, WSRIERENTT, ESP32-C3 AN&EIE, HHRRIERWITIT.
WL N5 7% Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
Pl PEToLn . OWE 2 —Fh Wi-Fi ARifE, EHl PRt sl Z [ A (5 52 B OR AP, AN 52 HoAt b 5
S o
EZNHESH iR F .

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C3 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C3 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

ARG Wil @i sk
MBEERGECT, I PARERSIE AT iy, B TR +++ a4 AT a4 FHRE] 1 Frf i) MCU
B oo, kR um. M A i s ol ad AT ayd HciE o, &[]
% MCU,
Wi-Fi SRR, WERIEEWTTT, ESP32-C3 (N5 iy, SIS E I, Ly sl
A+++ B HFER, WL ERE; ESP32-C3 fENRSFaRiNy, & K PHEERE AN T B 5, iy B
T A +++ 1B HIER
L AN 2HE 27 Transmission Mode Shift Diagram .,

Transmission Mode Shift Diagram

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (<538 1% 5 12 X))
e Passthrough Receiving Mode (i% 15 32542 X))
* Passthrough Mode (:% 1£#2 X))
e AT+CIPMODE
o AT+CIPSEND
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¢ 44+
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
WA TE-5- 8 240 A2 X A 1542 X Z [ — A
TEBL RN, AT ANRER AL 2 L fxd ;5 AT AT AR SR B A% 0 i s, il AT 6y
A O TR v 25 MCU., T8 £ 14415 55 Transmission Mode Shift Diagram.,
PBC Push Button Configuration
A
PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCLAdIE, 7E ESP-AT LA 8RR OPEN A1 WEP PASMY) Wi-Fi (AR
PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NIPEGIER AR ARG (PKY) 22— mirE. . 25% . BHECRS A
R R, HEMIE TS . R, [H . A AR S T 1.
HEZNHESH NI EYIERE .
PLCP Physical Layer Convergence Procedure
PLCP ti%, EIHBHZE SN
PMF protected management frame
ZART ) H
PSK Pre-shared Key
Pt S
PWM Pulse-Width Modulation
fikir 5 JEE A il
QoS Quality of Service
i 55 ot B
RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC 4T, FEALMLI R AR BE B I R T AR
SMP Security Manager Protocol
LAY
SNI Server Name Indication
i85t S TN
SNTP Simple Network Time Protocol
] B oA 225 Hh TR M
SPI Serial Peripheral Interface
TR D
SPP Serial Port Profile
SPP i, BlEs MY
SSL Secure Sockets Layer
SSL #ifl, BPZe4E e il
system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.
RGN AT 634 1 4 MCU g8 . S5 RGN R A \r\n 452 . AR RS0 B VL] ILAT
TLS Transport Layer Security
TLS P, R& 2 22 e il
URC Unsolicited Result Code
FEFREANS, — OB % MCU By Mk [l
UTC Coordinated Universal Time
i S
UUID universally unique identifier
A E—H 51
WEP Wired-Equivalent Privacy
WEP 5K, R 4R
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WPA Wi-Fi Protected Access
Wi-Fi {47151

WPA2 Wi-Fi Protected Access 11
Wi-Fi {47151 1T

WPS Wi-Fi Protected Setup
Wi-Fi {3715 5
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A2DP, 401

ADC, 401

ALPN, 401

AT, 401

AT command port, 401

AT log port,401

AT port, 401

AT 4% 0,401

AT H & H, 401

AT 350,401

AT_BUFFER_ON_STACK_SIZE (C macro), 361

at_get_mfg_params_storage_mode (C++
function), 361

at_handle_result_code (C++ function), 355

at_max (C macro), 357

at_mfg_params_storage_mode_t (C++ enum),

D

Data Mode, 402
DHCP, 402

DNS, 402

DTIM, 402

E

esp_at_base_cmd_regist (C++ function), 353

esp_at_ble_cmd_regist (C++ function), 353

esp_at_ble_hid_cmd_regist (C++ function),
353

esp_at_blufi_cmd_regist (C++ function), 353

esp_at_board_init (C++ function), 360

esp_at_bt_a2dp_cmd_regist (C++ function),
354

esp_at_bt_cmd_regist (C++ function), 353

esp_at_bt_spp_cmd_regist (C++ function),

361 353
at_mfg_params_storage_mode_t: :AT_PARAMSEIN MFAEMIYSERROR_CMD _EXEC_FAIL (o
(C++ enumerator), 361 macro), 357

at_mfg_params_storage_mode_t: :AT_PARAMSLSIAN AARIMIT IKRROR_CMD_OP_ERROR (C macro),

(C++ enumerator), 361 357
at_mfg_params_storage_mode_t: :AT_PARAMSIINONET CMD_ERROR_CMD_PROCESSING (&
(C++ enumerator), 361 macro), 357
at_min (C macro), 357 ESP_AT_CMD_ERROR_CMD_UNSUPPORT c
at_nvs_flash_init_partition (C++ func- macro), 357
tion), 361 ESP_AT_CMD_ERROR_NON_FINISH (C macro),
at_sleep_mode_t (C++ enum), 358 357
at_sleep_mode_t::AT_DISABLE_SLEEP ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),
(C++ enumerator), 358 357

at_sleep_mode_t::AT_LIGHT_SLEEP
enumerator), 358

at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator), 358

at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator), 358

at_sleep_mode_t::AT_SLEEP_MAX (C++ enu-
merator), 358

at_write_data_fn_t (C++ type), 358

B

Bluetooth LE, 401
BluFi, 401

C

Command Mode, 401

(C++

ESP_AT_CMD_ERROR_OK (C macro), 357
ESP_AT_CMD_ERROR_PARA_INVALID (C macro),
357
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro),
357
ESP_AT_CMD_ERROR_PARA_NUM (C macro), 357
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL c
macro), 357
ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 357
esp_at_cmd_struct (C++ struct), 355
esp_at_cmd_struct::at_cmdName
member), 355
esp_at_cmd_struct::at_exeCmd (C++ mem-
ber), 355
esp_at_cmd_struct::at_queryCmd
member), 355

(C++

(C++
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esp_at_cmd_struct::at_setupCmd (C++
member), 355
esp_at_cmd_struct::at_testCmd (C++

member), 355
esp_at_custom_ble_ops_regist (C++ func-
tion), 352
esp_at_custom_ble_ops_struct (C++ struct),
356

esp_at_eap_cmd_regist (C++ function), 354

esp_at_error_code (C++ enum), 358

esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_FAIL
(C++ enumerator), 359

esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERROR
(C++ enumerator), 359

esp_at_error_code: :ESP_AT_SUB_CMD_PROCESSING
(C++ enumerator), 359
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esp_at_custom_ble_ops_struct::disconnectsmwlat_error_code: :ESP_AT_SUB_NO_AT
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(C++ enumerator), 359
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(C++ member), 356
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function), 352
esp_at_custom_cmd_line_terminator_get
(C++ function), 354
esp_at_custom_cmd_line_terminator_set
(C++ function), 354
esp_at_custom_net_ops_regist (C++ func-
tion), 352
esp_at_custom_net_ops_struct (C++ struct),
356

(C++

(C++ enumerator), 359
esp_at_error_code: :ESP_AT_SUB_OK (C++
enumerator), 358
esp_at_error_code: :ESP_AT_SUB_PARA_INVALID
(C++ enumerator), 359
esp_at_error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC
(C++ enumerator), 359
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(C++ enumerator), 359
esp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL
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(C++ enumerator), 359
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(C++ member), 356

(C++ enumerator), 359
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(C++ member), 356
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(C++ member), 356
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352
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esp_at_device_ops_struct:
(C++ member), 355
esp_at_device_ops_struct:
(C++ member), 355
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(C++ member), 355
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353

:read_data
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(C++ function),

:status_callback

esp_at_eth_cmd_regist (C++ function), 354

esp_at_fs_cmd_regist (C++ function), 354

esp_at_get_current_cmd_name (C++ func-
tion), 355
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function), 360

:pre_deepsleepesmaldibaykt _module_id (C++ function), 360

esp_at_get_module_name_by_id (C++ func-

:pre_restart_callbackon), 360

esp_at_get_para_as_digit (C++ function),

:pre_sleep_callback 351

esp_at_get_para_as_float (C++ function),
351

esp_at_get_para_as_str (C++ function), 351
esp_at_get_version (C++ function), 352
esp_at_http_cmd_regist (C++ function), 353
esp_at_main_preprocess (C++ function), 360
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:get_data_lengidp_at_module: :ESP_AT_MODULE_NUM (C++
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esp_at_module_init (C++ function), 351
esp_at_mgtt_cmd_regist (C++ function), 353

:walt_write_comgdedte net_cmd_regist (C++ function), 353

esp_at_para_parse_result_type (C++
enum), 359
esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
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(C++ enumerator), 359

esp_at_wifi_cmd_regist (C++ function), 353

esp_at_para_parse_result_type: :ESP_AT_RARA PARGEs RESNIA @MERTWED+ function), 353

(C++ enumerator), 359
esp_at_ping_cmd_regist (C++ function), 353
esp_at_port_active_write_data (C++ func-

tion), 352
esp_at_port_enter_specific (C++ function),

354
esp_at_port_exit_specific (C++ function),

355
esp_at_port_get_data_length (C++ func-

tion), 353
esp_at_port_read_data (C++ function), 352
esp_at_port_recv_data_notify (C++ func-

tion), 351
esp_at_port_recv_data_notify_from_isr

(C++ function), 351
esp_at_port_specific_callback_t

type), 358
ESP_AT_PORT_TX_WAIT_MS_MAX (C macro), 361
esp_at_port_wait_write_complete (C++

function), 353
esp_at_port_write_data (C++ function), 352
esp_at_response_result (C++ function), 352
esp_at_result_code_string_index (C++

enum), 359
esp_at_result_code_string_index:

(C++ enumerator), 360
esp_at_result_code_string_index:

(C++ enumerator), 360
esp_at_result_code_string_index:

(C++ enumerator), 360
esp_at_result_code_string_index:

(C++ enumerator), 360
esp_at_result_code_string_index:

(C++ enumerator), 360
esp_at_result_code_string_index:

(C++ enumerator), 360
esp_at_result_code_string_index:

(C++ enumerator), 360
esp_at_result_code_string_index:

(C++ enumerator), 360

(C++

esp_at_ws_cmd_regist (C++ function), 354

GATTC, 402
GATTS, 402

H

HID, 402

I2C, 402
ICMP, 402

L

LwIP, 402
LWT, 402

M

MAC, 402

manufacturing nvs, 402
mDNS, 402

MSB, 402

MTU, 403

:ESP_ATNRESULT_CODE_ERROR

{ESP AM@%F T Ession Mode, 403
’ —NVS, 403 — -
:ESP_ATCRESULT_CODE_IGNORE
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:ESP_AJ?RESULT_CODE_OK

Passthrough Mode, 403
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(C++ enumerator), 360
esp_at_smartconfig_cmd_regist (C++ func-
tion), 353
esp_at_status_type (C++ enum), 358

esp_at_status_type: :ESP_AT_STATUS_NORM

(C++ enumerator), 358

esp_at_status_type::ESP_AT_STATUS_TRANRHIhMaker

PWM, 404

Q

Qo5, 404

Normal Transmission Mode,

(C++ enumerator), 358 393
esp_at_transmit_terminal (C++ function)) RainMaker Passthrough Mode, 394
352 RainMaker T#fE#E, 394
esp_at_transmit_terminal_from_ isr RainMaker #EH R, 394
(C++ function), 351 RTC, 404
esp_at_user_cmd_regist (C++ function), 353
esp_at_web_server_cmd_regist (C++ func- S
tion), 360 SMP, 404
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SPI, 404
SPP, 404
SSL, 404
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Transmission Mode Shift Diagram, 403

U

URC, 404
UTC, 404
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