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[c[cc o O

[0[c600

] 2: ESP-AT Ml is0hE {2 12 7 7 P

ESP32-WROOM-32 Z %]

# 2: ESP32-WROOM-32 R 5IAH {2 14 JHl 73 i

IheE ESP32 Fr & tR/1EEAE /D HEZREHR
TR E R H A
UART0 PC
« GPIO3 (RX) . TX
« GPIOI (TX) « RX
A H| VY 2

AT By S/ UART1 USB #& UART 3 I Kb
« GPIO16 (RX) . TX
« GPIO17 (TX) « RX
« GPIOI15 (CTS) « RTS
« GPIO14 (RTS) . CTS

BeW 10 ESP32 FF A MM PC 2 [] {4 B 144 B P B 7E ESP32 FF &l b, B H T A USB #din 4 i1
KA PC BT,

Bl 2: CTS/RTS & i H A5 6 (5 T Rt T e i A 75 4%
MR TR H T ESP32-WROOM-32 BidH 4 7i#4%, 155% (ESP32-WROOM-32 £, RHAE ) .
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Download/Log output

USB to serial converter ESP USB )
RX TX
™ RX
CTS RTS

AT nd/res;
commal ponse cTs

& 3: ESP32-WROOM-32 ZF|iF{ e nEE

ESP32-MINI-1 &%

7 3: ESP32-MINI-1 Z 5 R 17448 i 73 1T

IheE ESP32 Fr & tR/1EEAE /D HERRER
i /i HE !
T EE A H S UARTO -
« GPIO3 (RX) . TX
« GPIOI (TX) « RX
AT 34/ 2
e/ UART1 USB #& UART 3 I K
« GPIO19 (RX) . TX
« GPIO22 (TX) « RX
« GPIOI15 (CTS) « RTS
« GPIO14 (RTS) . CTS

BEW] 1 ESP32 JF A& AR AN PC 2 [a] 445 Il 4 5 . A B ESP32 JF &AL,

KARFN PC BT,
el 2: CTS/RTS & M HA e i AR - i Dy e i A TR 42 .

T F5 6 USB B 4 121
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A ::‘._‘_.!r4 R e

ESP board Download/Log output
USB to serial converter ESP board USB to serial converter
RX ———— TX
- TX = RX
I CcTS RTS
k. AT command/response RTS - CT5S

4: ESP32-MINI-1 F 51 {427 5 K]

ESP32-WROVER #7%i|

2 4: ESP32-WROVER £ 41| i {4: 34 3585 I - i

IhEE ESP32 Fr & tR/1REAE /] HEEZRER
i /e HE !
TR E A H S UARTO -
« GPIO3 (RX) . TX
« GPIOI (TX) « RX
AT £y 2
A/ UART1 USB #& UART 3 11 Kb
« GPIO19 (RX) . TX
« GPIO22 (TX) « RX
« GPIO15 (CTS) « RTS
« GPIO14 (RTS) . CTS

BEW 1: ESP32 FF A MM PC 2 [] {4 B %4 B P B 7E ESP32 FF &l b, H T A USB #idin 4301
KA PC BT,

BEW] 20 CTS/RTS A& A TE GRS (A4 D eI A T34k
R E AT ESP32-WROVER BT, 1i§2% (ESP32-WROVER SRR 1) .
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Download/Log output

ESP board USB to serial converter
RX X
™ RX
CcTS ATS
— AT
command/response ATS cTs

& 5: ESP32-WROVER ZFI i {F %3 R = E

ESP32-PICO &%

2% 5: ESP32-PICO ZJ A 414 15 I 43T

IheE ESP32 FF & tRE R HERRER
T E R H R
Wi UARTO PC

« GPIO3 (RX) . TX
« GPIOI (TX) « RX

AT S/ 7 2

e/ UART1 USB #& UART 3 I K

« GPIO19 (RX) . TX
« GPIO22 (TX) « RX
« GPIOI15 (CTS) « RTS
« GPIO14 (RTS) . CTS

BE 1: ESP32 FF A AT PC 2 [A] {48 B 14 B N B 7E ESP32 FF &M b, B H T A USB #4301
KARFN PC BT,

BEW] 20 CTS/RTS A& A TE GRS (4 ) eI A T34

ESP board

Download/Log output

ESPboard ~  USB to serial converter

RX TX
T RX
—— AT command/response g.l.l:g gTTg
Kl 6: ESP32-PICO A3 F R R B A
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WS E LT ESP32-PICO-D4 AT, 2% (ESP32-PICO-D4 H RS ) .

ESP32-SOLO %%

# 6: ESP32-SOLO Z 5B {1 424 i) 70T

IheE ESP32 JF A tR/AEEE /] HEIZEEHR
; [ &l
TR E A H NS .
« GPIO3 (RX) . TX
« GPIOI (TX) « RX
AT /‘\/DH W, 2
/MR UARTI USB %% UART s I kibk
« GPIO16 (RX) . TX
« GPIO17 (TX) « RX
« GPIOI15 (CTS) « RTS
« GPIO14 (RTS) . CTS

BE 10 ESP32 JF &M Al PC 2 [a] 04 B4 32 £ ) BEAE ESP32 JF &b b, KR40 A USB Bdis 4k i1
RARAN PC BT,

BEW] 20 CTS/RTS & BUATE L I RE (s o) eI A T3k .

ESP board USB to serial converter
RX X

™ RX

AT command/response  CTS ATS
RTS CTS

¥l 7: ESP32-SOLO 4| {44 1

UNPR T B E R T ESP32-SOLO-1 #HTH4%, #55% (ESP32-SOLO-1 FiARMKE Y .

14 PR

AR LA ESP32-WROOM-32 #4147 414na] | 28 ESP32-WROOM-32 B4 (1) AT [, DA K AN
APRF R (PSR B E |, HE ESP32 RAIH 0] S5 A S0RY

TEAIBESR AT B2 0T, ARG IEMER TR, REn 2% mititiis.
TR RSIEAL, AT BOAFE R SR e A et . BIRISHESP-AT Bl # £ 5F .
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1.4.1 F#k AT -

T DA R AT [ T4 % PC:
o HIEAT B4
o HENEABIAL TN A AT [E1{4:
o AR ST T 3R

BeAk, FRATR# T ESP32-WROOM-32 X I/ 1) ESP32-WROOM-32-AT-V3.2.0.0 [&E{F, %M H 3
SR S oA A bin SCAEAERANTR, HE ESP32 RS [ 40 H S 45H) & bin SCAFR TS UTR 44

|— at_customize.bin //

— bootloader //

| L— bootloader.bin

— customized_partitions //
F— mfg_nvs.csv

| L— mfg_nvs.bin //

— download.config //

— esp-at.bin //

— esp-at.elf
I— esp—at.map

— factory //
| L— factory_XXX.bin

— flasher_args.json //
— ota_data_initial.bin //
— partition_table //
| L— partition-table.bin

L— sdkconfig //

SEAR &

bootloader

AT H & X bin X f##

// BFF NVS 4 K iR 4 i

BF NVS £ K bin X #
BT B S K
AT M E

B EA AT bin X
TH S HfE EHHBR

ota data X #7 % 1&

— % A KAk

AT [ BB 4R E

N

HHr, download.config UFE S EEREFIZSEL:

——flash_mode dio —--flash_freqg 40m --flash_size 4MB

0x1000 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0x10000 ota_data_initial.bin
0x20000 at_customize.bin

0x21000 customized_partitions/mfg_nvs.bin

0x100000 esp—-at.bin

* ——flash_mode dio AL R flash dio FX AT 4015
* ——flash_freq 40m ftEILE R A flash 3 HF A 40 MHz;
e ——flash_size 4MB{UFE IS R flash £/)NK 4 MB;

* 0x10000 ota_data_initial.bin f0FEAE 0x10000 HulibBesF ota_data_initial.

(G

1.4.2 Bt AT B3 %%
TEIRIE IR BAE R Gk BN Y e R i .

Windows

FFHeRZ 1T, 5 F#k Windows Flash "Nzk T H | {40458 50 25 Flash "~ 2 T2 45w

* ¥TJF Flash F# T H;
o BRI AL (BbAh, FRATEESE ESP32.)

o MG TR SRR TR (i, FRATTEE develop. )
o RIEERFERERE—M R EE T (ab, FRATESE vare. )

bin X
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" a1

5] DOWNLOADT..| o || @ |[ = |

chipType: IESF’BE ']

workMode: Ide"'e"}l} ']

loadMode: | Uart

Pl 8: [T O B

o X5 AT [fFReR R RA, PARPIF T R —:
- HETFEITEFNEZEL (B build/factory H3E FHY factory_XXX.bin) & 0x0 H#h
Hk: Ak “DoNotChgBin”, it F )™ [l {4: (1) R IA L
- IR EZ A bin SRR AL HRYE download. config CAFHEATRCE, & 7)4) ik
“DoNotChgBin”;

h TGS B, A R AR T % T COM i 115, JEA “COM:” "N HiF 3 sk B i
5. 7 XA A i LS TR N 4475 2% 46 Windows |78 F i 11

PR SE UG, e & AT B T RF R .

Linux 3f macOS

FHIRBEFZ T, 4% esptool.py.
PAT PR AT H —, FF AT [PPSR 2 ik
o PN EZA bin SRR RHAE: HADAT 4, Bk PORTNAME Hl download.config £
£
esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z download.config

Hf PORTNAME B4 JlIT KA 804 A4 9K, A FETCYARA 2 1% T4 R, 115 27% 1 Linux Hl macOS
A E .

Ff download.config B i SIS EINE .

PAF R B 5% . ESP32-WROOM-32 Bt A i 4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —--after hard_reset write_flash -z —--flash_mode.
—dio ——flash_freq 40m —--flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0x10000 ota_data_initial.bin 0x1000 bootloader/
—bootloader.bin 0x100000 esp-at.bin 0x20000 at_customize.bin 0x21000._
—customized_partitions/mfg_nvs.bin

o HEETEITOROME - EIFE 0x0 Hihk: i APL T4, ¥t PORTNAME fl FILEDIRECTORY £
B

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z —-—-flash_mode dio --flash_freq 40m —--flash__
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME e il A MY 803% D4 FR, A ICENERIZ I 4 HK, 1§57 1£ Linux il macOS
EFIR .
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[Ji » #EHL + OS(C) » bin » ESP32-WROOM-32 AT Bin V2.2.0.0 » ESP32-WROOM-32-V22.00 + factory

BEREF v ErEE AR

-

ERR

ESP32C3 DOWNLOAD TOOL V3.9.2

| factory_parameter.log | SPIDownload | HSPIDownload |

|7] factory WROOM-32.bin

»

m

[]LOCK SETTINGS

©) FASTRD

Download Panel 1

[]a
& []e -
SpiFlashConfig

SPI SPEED SPI MODE DETECTED INFO
- DoNotChgBin -

[@)e)le]

START STOP “ ERASE ICOM: CoM73

BAUD: (115200

B9 NEE R R A (RdEeR)

" download.config - iB=%

ZHHP) REE) 1E500) SEV EH 1 ESP32 DOWNLOAD TOOL V3.9.2

|—flash mode dig ——flazh freg 40m ——flazh size 4B

partition_table/partition—t able. bin

SPIDownload | HSPIDownload

x
0x10000 ota_data_initial.bin

0xf000 phy_init_data bin

0x1000 bootloader/bootloader. bin

0x100000 esp-at.bin

0x20000 at_customize. bin

0x24000 customized partitions/server_cert.bin
0x39000 customized partitions/mqtt_key. bin
0x26000 customized partitions/server_key. bin
0x28000 customized partitions/server_ca. bin
0x2e000 customized partitions/client_ca. bin
0x30000 customized partitions/factory_param bin
0x21000 customized partitions/ble_data bin
0x3B000 customized_partitions/mqtt_ca.bin
0x37000 customized_partitions/mqtt_cert.bin
0x2a000 customized_partitions/client_cert.bin
0x2c000 customized partitions/client_key. bin

DETECTED INFO

[]LOCK SETTINGS

Conbinebin

) FASTRD

Download Panel 1

m

COM:  COM73

START " sTOP " ERASE ]
BAUD: (921600

E10: FaRZE A E (o)
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$f FILEDIRECTORY Fr sl (L & i) i 7= B i SO A, IS OLT, CFié 2 factory/

XXX .bin,
PAR 5245 [ {4 B257 2 ESP32-WROOM-32 #4H # A 64

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --

—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—~dio —-—flash_freq 40m --flash_size 4MB 0x0 factory/factory_ WROOM-32.
—bin

BRSEG, e AT B2 SRR o

1.4.3 KA AT [IfFE SRk )

T UA T SRR A AT BB il

o FIIFER O T H, 4l SecureCRT;

o B0 BT RS AT Gr AN s 0 (BERE LE iE4E ) ;
o UWEEE: 115200;

o BEfL: 8;

o Kig5{z: None;

o (RS 15

e Jifs: None;

* HIA “AT+GMR” x4, I HH4T (CR LF);

TR, WRLE OK, IR AT [ ke 2 .

AT+GMR

AT version:3.2.0.0(s-ec2dec?2 - ESP32 - Jul 28 2023 07:05:28)
SDK version:v5.0.2-376-g24b9d38a24-dirty

compile time (6118fc22) :Jul 28 2023 09:47:28

Bin version:v3.2.0.0 (WROOM-32)

OK

N, s B AR 07 22 —H6A ESP32 A FHL H
Jitk 1:

o ¥17FEE 0T E, 40 SecureCRT;

o BB EEPEHT CRNEMM A HE” MO, B0 SR L,

o PR 115200

o HdEhi: 8;

 KE&{: None;

o RS 13

* Jiifs: None;

o EERHIT &MY RST &, 7 HER T HEALL, WL ESP-AT 442 & EMwIiH T .

Jith 2:

o ITHWAE O T H, 1 SecureCRT;

o BRI AR T AR B AR AT ar/ma” e AT R E R4t HE” e,
FOTEIHTES 2 £ 3%,

o JEEER: 115200:

o FdEhi: 8;

 KU&{V: None;

IR AN

» Jiifs: None;

o TEARIRBARIL “AT L/ N” W D AAT+RST fip%, - HA#4T (CRLF), # “ TR/
HE” mos 0 HERTTER H &ML, WL ESP-AT B2 &I EMPIGIE T .

ESP32 JFHLH &
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rst:0

configsip:

x1

0, SPIWP

(POWERON_RESET) ,boot :0x13

:Oxee

(SPI_FAST_FLASH_BOOT)

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00

mode:
load:
ho 0
load:
load:

DIO,
0x3f£f£f0030, len
tail 12 room 4
0x40078000, 1len
0x40080400, 1len

entry 0x40080604

clock div:

2
:5884

:15844
:3560

I (29) boot: ESP-IDF v5.0-541-g885e501d99-dirty 2nd stage bootloader

I (29) boot: compile time 08:40:13

I (29) boot: chip revision: v1.0

I (34) boot.esp32: SPI Speed 40MHz

I (38) boot.esp32: SPI Mode DIO

I (43) boot.esp32: SPI Flash Size 4MB

I (47) boot: Enabling RNG early entropy source...

I (53) boot: Partition Table:

I (56) boot: ## Label Usage Type ST Offset Length

I (64) boot: 0 phy_init RF data 01 01 0000f000 00001000

I (71) boot: 1 otadata OTA data 01 00 00010000 00002000

I (78) boot: 2 nvs WiFi data 01 02 00012000 0000e000

I (86) boot: 3 at_customize unknown 40 00 00020000 000e0000

I (93) boot: 4 ota_0 OTA app 00 10 00100000 00180000

I (101) boot: 5 ota_l OTA app 00 11 00280000 00180000

I (108) boot: End of partition table

I (113) esp_image: segment 0: paddr=00100020 vaddr=3f400020 size=1a854h (108628).
—map

I (161) esp_image: segment 1: paddr=0011a87c vaddr=3f£f80063 size=00008h ( 8) .
—load

I (161) esp_image: segment 2: paddr=0011a88c vaddr=3ffbdb60 size=04d5ch ( 19804).
—load

I (174) esp_image: segment 3: paddr=0011£f5f0 vaddr=40080000 size=00a28h ( 2600)_
—load

I (176) esp_image: segment 4: paddr=00120020 vaddr=400d0020 size=11f5cO0h (1177024)._
—map

I (609) esp_image: segment 5: paddr=0023f5e8 vaddr=40080a28 size=1e948h (125256)._
—load

I (660) esp_image: segment 6: paddr=0025df38 vaddr=400c0000 size=00064h ( 100) =
—load

I (676) boot: Loaded app from partition at offset 0x100000

I (676) boot: Disabling RNG early entropy source...

no external 32k oscillator,

at param mode: 1
AT cmd port:uartl tx:17 rx:16 cts:15 rts:14 baudrate:115200

modul
max t
2.5.0

e_name: WROOM-

X power=78,

32

ret=0

disable it now.

UL SN
OB

WA T f#% ESP-AT TR, i§HBLESP-AT 7t 4.
S WA GE ] ESP-AT, 5 Gk AL 2, i DY BB PRI, PP Bean ihidd, TR

JIr 5 BOEAE DA BB A 2 RV AAn e b, RS PRI T #0465, T ARAN(T R 2ANGE R AT [
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Chapter 2

AT [ilfF

2.1 RAWRIREE

FERE TS 0. HRT, SREERAT T UAT ESP32 RAIBILIAY AT [T,

e
o WIS E B OB AR WS AT [E4:, 35 5CRELESP-AT B 1 2 57 SCRY, %SO IR T
N[H) ESP32 AT AR SC i &4 . TR B A T 22 5, B Bh i 25 A i & gl
4 i

o QARGEANEHE Y AT EPFP R RIRCE, @n s atpy T F B AT BFH A S0RT AT EfF

— {52 UART i &

— 57 Wi-FiBe B

- BEGEF Fe FE AT E
— 147 GATTS fe &

2.1.1 F5sY

FERE R R TE AT BEARRT, 35AF4H5 524% 50 % 0, I REAG ) 4% TR ORI R 2R i

2.1.2 ESP32-WROOM-32 %

v4.1.1.0 ESP32-WROOM-32-AT-V4.1.1.0.zip  (#E45)
v4.1.0.0 ESP32-WROOM-32-AT-V4.1.0.0.zip
v3.4.0.0 ESP32-WROOM-32-AT-V3.4.0.0.zip
v3.2.1.0 ESP32-WROOM-32-AT-V3.2.1.0.zip
v3.2.0.0 ESP32-WROOM-32-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-WROOM-32-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-WROOM-32-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-WROOM-32-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-WROOM-32-AT-V2.0.0.0.zip
v1.1.2.0 ESP32-WROOM-32-AT-V1.1.2.0.zip
v1.1.1.0 ESP32-WROOM-32-AT-V1.1.1.0.zip
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https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V4.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V3.4.0.0.zip
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https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.2.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.1.0.zip
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* v1.1.0.0 ESP32-WROOM-32-AT-V1.1.0.0.zip
* v1.0.0.0 ESP32-WROOM-32-AT-V1.0.0.0.zip
* v0.10.0.0 ESP32-WROOM-32-AT-V0.10.0.0.zip

2.1.3 ESP32-MINI-1 £%i|

v4.1.1.0 ESP32-MINI-1-AT-V4.1.1.0.zip  (#E45)

v4.1.0.0 ESP32-MINI-1-AT-V4.1.0.0.zip
v3.4.0.0 ESP32-MINI-1-AT-V3.4.0.0.zip
v3.2.1.0 ESP32-MINI-1-AT-V3.2.1.0.zip
v3.2.0.0 ESP32-MINI-1-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-MINI-1-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-MINI-1-AT-V2.2.0.0.zip

2.1.4 ESP32-WROVER-32 %1

e

BERBIATEEATHHY AT FfF, HEF G ESP32-MINI-1 251 %

AT RECERR A, AR ()1 ESP32-WROVER-B #8841, {i§ 1 Ji] HAth WROVER R51I#i4].

v2.4.0.0 ESP32-WROVER-32-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-WROVER-32-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-WROVER-32-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-WROVER-32-AT-V2.0.0.0.zip

v0.10.0.0 ESP32-WROVER-32-AT-V0.10.0.0.zip

2.1.5 ESP32-PICO #J%i|

v4.1.1.0 ESP32-PICO-D4-AT-V4.1.1.0.zip (#%7)

v4.1.0.0 ESP32-PICO-D4-AT-V4.1.0.0.zip
v3.4.0.0 ESP32-PICO-D4-AT-V3.4.0.0.zip
v3.2.1.0 ESP32-PICO-D4-AT-V3.2.1.0.zip
v3.2.0.0 ESP32-PICO-D4-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-PICO-D4-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-PICO-D4-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-PICO-D4-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-PICO-D4-AT-V2.0.0.0.zip

2.1.6 ESP32-SOLO #%i|

v4.1.1.0 ESP32-SOLO-AT-V4.1.1.0.zip (#i#%)

v4.1.0.0 ESP32-SOLO-AT-V4.1.0.0.zip
v3.4.0.0 ESP32-SOLO-AT-V3.4.0.0.zip
v3.2.1.0 ESP32-SOLO-AT-V3.2.1.0.zip
v3.2.0.0 ESP32-SOLO-AT-V3.2.0.0.zip
v2.4.0.0 ESP32-SOLO-AT-V2.4.0.0.zip
v2.2.0.0 ESP32-SOLO-AT-V2.2.0.0.zip
v2.1.0.0 ESP32-SOLO-AT-V2.1.0.0.zip
v2.0.0.0 ESP32-SOLO-AT-V2.0.0.0.zip
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https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V1.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROOM-32/ESP32-WROOM-32-AT-V0.10.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V4.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V4.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V3.2.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-MINI-1/ESP32-MINI-1-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-WROVER-32/ESP32-WROVER-32-AT-V0.10.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V4.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V4.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V3.2.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-PICO-D4/ESP32-PICO-D4-AT-V2.0.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V4.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V4.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V3.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V3.2.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32/ESP32-SOLO/ESP32-SOLO-AT-V2.0.0.0.zip
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32
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2.1.7 TP AT JA KA
THEHAT I AT AR E A SCRT PR TR AAS B AT A, S R AR (9 A AT O«
AL AR /N :

o T2k ESP32 AT & 77 Je B 14
o AT BV HFfa A AT B SR LE — i ) SO A HAE

ik iy PR R RS AR, AR TR ZS D7 R R B RN L A, R AT Bk
Elh 7SO T T 3

2.2 AT FfF®#4r

ESP-AT [E #4813 TR E DI Rem — bl 3ot

build

— at_customize.bin /] ZH% ARk (APA4RE, Al T mfg nvs £ K U K.
~fatfs A RWRBE I H K AAN)

— bootloader

| L— bootloader.bin VAN-EN -

I—— customized_partitions

| L— mfg_nvs.bin /) BT HRES Y, 2HEENERE XTH mfg_nvs.csv
— esp-at.bin // AT 5 B #

— factory

| L— factory_xxx.bin /]

SHENEHN _HFAXHEE, ETURRIAXHERLEHIEAN 0 B flashe

& H, HAEMRE download.config X HH MW B KkE TN # & XH R K2 flashe
DS IR A G - I L

I— partition_table

| L— partition-table.bin // — %4 K%k (2% 4 K %)

L— ota_data_initial.bin // OTA # 3 41 46 X X ¥
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Chapter 3

AT i 442

BN

3.1

FERAN T2 AT i

JERI AT 44k

A<

AT: Ui AT 530

AT+RST: TG

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: W& W) % &E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 8 & 2% 0] IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: % & HEARA,

AT+SYSRAM = i) M2 1] {5 %5 L

AT+SYSMSG: 5/ B ARG REE
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power

AT+RFCAL: RF 4Tk

AT+SYSROLLBACK =[] % 3| DA i %) [&142:
AT+SYSTIMESTAMP : 25 11]/35 B 7 Hb sk 151 7%
AT+SYSLOG: a5 AT B S $ER
AT+SLEEPWKCFG: %8 Light-sleep Wi JEFIMLE GPIO
AT+SYSSTORE : 1% B S,

AT+SYSREG: B &HA758

21
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3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"ﬂé’\‘

3.1.3 AT+RST: &b
AT %

[

[AT+RST

Wi i ¢

[OK

3.1.4 AT+GMR: #HHEMAEE

AT 4

e

A

[AT+GMR

W i ¢

<AT version info>

<SDK version info>

<compile time>

Bin version:<Bin version> (<module_name>)

OK

ZH

o <AT version info>: AT #Z.UJERRAIE R, BNIAE esp—at/components/at/1ib/ HFE F. L
T PR, ottt

» <SDK version info>: AT ffi fi{1J3F4& SDK A EE, BEN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [ {}4: iHtHE] o
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» <Bin version>: AT [ {f A5 B, WA {5 B 7 PALE menuconfig # &, python build.py
menuconfig>Application manager >Project version., mAKE: 32 %4y

e <module_name>: i I 44 FK, FF esp-at/components/customized_partitions/
raw_data/factory_param/factory_param_data.csv BE X,

Bl
o WEREAERN ESP-AT FfF AR, 5 et AT+eMR IAE R .

il

AT+GMR

AT version:2.2.0.0-dev (cadlecd - ESP32 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

305 AT+CMD: 75 i3 5 B AT fr & B fir & Jtd

+CMD:<index>, <"AT command name">, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK

e <index>: AT 275

e <” AT command name” >: AT 4 FR

+ <support test command>: 0 FE/RA T, 1 FRTHE

+ <support query command>: 0 F/RAZFF, 1 FRTHE
» <support set command>: 0 F/RATH:, 1 FTRIFF

« <support execute command>: 0 FRALH, 1 FRIE

3.1.6 AT+GSLP: jji A Deep-sleep izt

IJXLEA g /\>
A

[AT+GSLP:<time>

W i :

Espressif Systems 23 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

<time>

OK

o <time>: BL#FUEA Deep-sleep IS, H7: ZFb. BUENTRIE]G, Boar HEhMelE, I8 G HERR

WREERE, RSN AR .

- 0 FRALHE

— K Deep-sleep A 24 28.8 K (231-1 ZFp).

|

o HTANHPERIE, Pt A Deep-sleep 195 Fribf < G HIEIHC 2 [A] AR

3.1.7 ATE: JFRek:0 AT ]k 3hf

AT 4

=l

4

[ATEO

g

[ATEI

Wi 3% ¢

[OK

BH

* ATEO: 5P [ul 2
« ATE1: FFR3H] &

3.1.8 AT+RESTORE: &) &H

WA %

=

[AT+RESTORE

W

[OK

|

. ﬁ?ﬁﬁ
o AT

RHERR BT PRA7 S flash (9S50, FHIRE HERIAS L.

é>
AT M S E SR
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3.1.9 AT+SAVETRANSLINK: ¥ ¥l Wi-Fi/Bluetooth LE i# {4 i {5 5

o % B Lk N TCP/SSL % 15 45 X 4% 8.

o % F LA UDP ik B X 12 8

o % ¥ FHLIEA BLE 51X A2 8
BEEIFHLEA TCP/SSL #1155

peEmY mA

[AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>]

Wi 3% <

[OK

e <mode>:
— 0: ¢4 ESP32 FHL#EA Wi-Fi i £ 42 X,
- 1: JF)5 BSP32 kA Wi-Fi if 542X,

e <” remote host” >: FFERSH, Fonmiy IPv4 #ilik. IPve #hlik, aiisss . &K K 64 F37,

« <remote port>: L 1{H

o« <” type” > ??ﬁs%%ﬁ’ %%{g%%ﬂﬂ TCP”,” TCPV6”,” SSL”, ﬁ “SSLV6”° ‘Ej(_‘bk,fﬁw TCP”
« <keep_alive>: Pl B £ SO_KEEPALIVE $%3i (&% : SO_KEEPALIVE N43), BAfi: b,

e JLFE: [0,7200].
- 0: ZEf keep-alive ZhfE; (BRIN)

— 1~7200: JFJ2 keep-alive TfE. TCP_KEEPIDLE {fi >}y <keep_alive>, TCP_KEEPINTVL {fi}

1, TCP_KEEPCNT {4} 3.

o KA <keep_alive> ¥ 5AT+CIPTCPOPT 4 i) <keep_alive> S¥HAR, R4
HUS B A U E . MALBTTAR G QI AR E <keep_alive> 24§, MIERIAGE EKECE M.

B

o ARELG Wi-Fi FFHLE # X E BIREAE NVS X, #5480 <mode> Hy 1, K EHLHZNFEAZL

WX TEBE

2N

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPvo"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFHLEA UDP BB B

P A

[AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[OK
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BH

e <mode>:
— 0: %P ESP32 ik A Wi-Fi if f£ 45X,
- 1: JF)5 ESP32 - Hii#E A Wi-Fi i £ 4 X,
e <” remote host” >: FFERSH, Fonwmiyg IPv4 ik, IPve #ihk, siisiss . &K K 64 F37,
e <remote port>: JTifsi I {E
L < type? > FPBE, R UDP” By “UDPVE”. BUAfH:" TCP”
* [<local port>]: FFALUEA UDP &4}, i A% A b 11

e
o AREWF Wi-Fi FHLE #AEX SERLELE NVS X, #2538 <mode> h 1, Nk EHASIHEALE
X TREBEAER.
o TNSRSAHELT IPve W45 — UDP &4, 5HITA T #RAE:

— Wt AP S7E: IPv6
- BEAT+CIPV6=1
— HiTAT+CWIAP iy 4 3RELE ] —~ TPv6 Hiht
- (W[k) sETAT+CIPSTA? 652 ESP32 273Kk EE] IPv6 Hutil

il
AT+SAVETRANSLINK=1,"192.168.6.110",1002,"UDP", 1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8081, "UDPv6", 1005

PEEIFPLEA BLE #E LB R
B mA

[AT+SAVETRANSLINK:<mode>, <role>, <tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<"peer_addr"> }

Wi i :

& )

S

* <mode>:
- 0: X4 ESP32 |Hii#t A BLE & 5 4% X,
- 2: JFJ5 ESP32 [Hiif A BLE i f£ 45X,
¢ <role>:
— 1: client fa {0
— 2: server fi {4,
o <tx_srv>: tx [R5 )75 . AT {E8 GATTC B}, it AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
Y}y GATTS W}, 183 AT+BLEGATTSSRV? fir 25
o <tx_char>: tx [RG4FHE)FS . AT {E8 GATTC i}, 3833 AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR 1N GATTS B, il 3fAT+BLEGATTSCHAR? £ 425 .
o <rx_srv>: 1x R4 F 5. AT {8~ GATTC I+, i i AT+BLEGATTCPRIMSRV=<conn_index> fiy & #x
15 YEN GATTS B, @it AT+BLEGATTSSRV? fin 2251,
o <rx_char> :rx R &5 454F 75 . AT Y5 GATTC B}, il i3 AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
A N GATTS B, 833 AT+BLEGATTSCHAR? £33 251
e <” peer_addr” >: XI5 Bluetooth LE Hidil:.

|

o ARENF BLE FFHLiE 1545 X 5 BARIFEAE NVS X, ZHZ 5 <mode> 8 2, FIR_EHL H 313 A Bluetooth
LE i #42X.. FEBFER.
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il

[AT+SAVETRANSLINK:2,2,1,7,1,5,"26:a2:11:22:33:88"

3.1.10 AT+TRANSINTVL: P& LA B & & b
Ay

[

[AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

[AT+TRANSINTVL:<interval>

Wi % ¢

[OK

o <interval>: FAE%&ik[EfE. B0 20, BRAE: 20, JEFE: [0,1000].

it

» BN, 2 ESP32 W UART BalSIBURIE . MIALICHIIORR KA F 2920 5395, Hlfise
LB Ay 2920 AT —INBGHET 2% , TSR <interval> AEBEUHICEIBHIR T
T 2920 47 KR

© MERAUD, PRI BAVENT, FTDUBIRE <interval> SIRYEIAIHIL. %
<interval> U, TTDABRIRIBMUR A BECRAERT, L 2 bR ECE 14 5% 1
UCHL, - EFRREWE T LR

il

/) RERE KEE LR R

AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: ¥ UART %45ilniffice, APRAES] flash
A%

[
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[AT+UART_CUR? J

Wi % ¢

+UART_CUR: <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

o

N

EanA

¥

e

o

[AT+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control> ]

e <baudrate>: UART JHpR
— BSP32 %45 VG 80 ~ 5000000
<databits>: EHEAr
— 5: 5bit FIR(
— 6: 6 bit Z IR
— 7: 7 bit HIRA
— 8: 8 bit (v
o <stopbits>: %[/
— 1: 1 bit & k{v
- 2: 1.5bit {11
- 3: 2bit {F= 17
o <parity>: L1
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: NMfREmE
— 1: {#EERTS
- 2: ffifg CTS
- 3: [AW{#ifE RTS i1 CTS

A

o AR Y 2 UART BCESEOWLER{E, BT IS I, T 685 B0 (EA 200 22 5% -

o RECEALRAFE] flash,

o U TR 4 I 45 2 TR B B2 i 4 1 CTS/RTS 45 M, 1% 1% W22 #+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

hil

[AT+UART_CUR:115200,8,1,0,3 ]
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3.1.12 AT+UART_DEF: %% UART BRi\fids, {#47%] flash

[AT+UART_DEF? ]

W i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

¥

X

Wrs
4

=l

[AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

[OK

* <baudrate>: UART j4&%
— ESP32 % 4%: G N 80 ~ 5000000
<databits>: E{3E{7
— 5: 5 bit HERAT
- 6: 6 bit £
— 7: 7 bit H w7
— 8: 8 bit HFE{r
 <stopbits>: {811/
— 1: 1bit {17
— 21 1.5bit {F= ]} 7
— 3: 2 bit {E k{7
o <parity>: R
— 0: None
- 1: Odd
— 2: Even
» <flow control>: Ji#s
- 0: Afigemis
— 1: {fifg RTS
- 2: {fifg CTS
- 3: [A|mH#ifiE RTS Fil CTS

|

o FCE S UCRHRAATE NVS 431X, 2308 PR EHLIHS AR 3K
o {5 T TR 1 U 4% 2 TR O B2 i 45 1 CTS/RTS 4 M, 1% 1% W2 1+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,
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il

[AT+UART_DEF:115ZOO,8,1,0,3

3.1.13 AT+SLEEP: %FEIEHRE

[AT+SLEEP?

W i <

+SLEEP:<sleep mode>

OK

v

¥

N

é>

¥

Wi
4

=l

[AT+SLEEP:<sleep mode>

W

[OK

BH

* <sleep mode>:
- 0: ZEFREAR AR
— 1: Wi-Fi Modem-sleep 5=, . SR AP (1) DTIM SE W] 3 . {XAE Wi-Fi 2,24 Station
WHEEAERG 7500 Wi-Fi B, AR E, EASAR Ch TIRE I AT [EfF) ;. HAb
LN AT
— 2: Light-sleep 5. 7E Wi-Fi #ix 2}y SoftAP &Y Station+SoftAP Fif /N A i .
« JG Wi-Fi i,
- CPU K H 2k A BEAR , SFPATRIHOR: 5 o
« A Wi-Fi fiiR
- CPU ¥ B 3l ABEAR, SR AR YEAT+CWIAP 5 AT+CWCONFIG fiy ¥ &)
listen interval ZEUEM XM,
* A Bluetooth Fz;
- F£ Bluetooth | 3%~ , CPU X H 3t AREAR, SHEIH L REAR ) 45 18] b i 1 O ] .
- ¥£ Bluetooth JE3ZS T, CPU X HahE AMENR, SRt f AR H 2422 1) b 72 31 < 4]
+ Wi-Fi A1 Bluetooth JE77AF
- CPU X H Bl ARENR, AT Hia o Y5 BRASEER 1 56 P4
- 3: Wi-Fi Modem-sleep listen interval #5150, S A He AR AT+ CWIAP iy A5 B Y 1listen
interval ZHUEM XM ATE Wi-Fi #5120 Station B E A3 FEJC Wi-Fi x0T, ARiFi
B, HASER ChTIHRAIRMR AT B4 HAWE O T AR

(A
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* X Light-sleep B H], HIIRHTEITAT+SLEEPWKCFG fig % B B AP HAEEYER , 5 WV IEME, &4
FF—H AT HEIRIRAS .

* & Light-sleep #5505 , W15 Light-sleep Wi 55 AN 2 I, BA5RF B 2tk ABERREIEC , 24 Light-sleep
Wl 25 A1 G 1) BL%H 2l A RIS 2 v e i

o B BLE #iz{'F, H7f BLE Light-sleep il BLE Modem-sleep W flEIRIE . i) AT+SLEEP=2 fip%
J& J BLE Light-sleep, j#iid AT+SLEEP=0 #5435 /] BLE Modem-sleep.

o X}F BLE #x Y Light-sleep #5X, F PubFiafiftsh% 32KHz 4%, &0, Light-sleep #182x DA
Modem-sleep #3 TAE .

* AT+SLEEP T Z /R fili 5% 1Y Sleep AT 719 .

il

[AT+SLEEP:O

3.1.14 AT+SYSRAM: ¢ ifyii2s w4l FH S O
b A

[AT+SYSRAM?

W i <

+SYSRAM: <remaining RAM size>,<minimum heap size>
OK

o <remaining RAM size>: 4FiF| 4SS |E], BAfI: byte

« <minimum heap size>: Z{TIAH/DHEZS[E], BAL7: byte. 24 <minimum heap size> /NFEi#E
I 10 KB I}, ESP32 (%) Wi-Fi HULIIAEE (1 DI fE il fE S 5252 i o

il

AT+SYSRAM?
+SYSRAM:148408,84044

FITEL E BT W R GE N A DL

"ﬂ4>

[AT+SYSRAM:<caps>

Wi 3% ¢

+SYSRAM: <caps_largest_free_block_size>, <caps_free_size>,<caps_minimum_free_size>,
—<caps_total_size>
OK
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<caps>: fEJi{H. TEIL A6 capabilities i# L. FJPALHAH, 41 AT+SYSRAM=0x1800, F/Rn
MALLOC_CAP_INTERNAL | MALLOC_CAP_DEFAULT,

<caps_largest_free_block_size>: :4Hi caps [ EEWE 0 ELAm KSR, BAf7: byte,
<caps_free_size>: 47 caps A WA/ NER, HA7: byte.

<caps_minimum_free_size>: {5 5 LS, caps T AFE S REI NS RIS/ IME, B7: byte,
<caps_total_size>: 4Fij caps FENTER/DN, A byte.

ARG mfrdBih, —BRNEARNRB AT B &35 0 & M 1 alloc failed,
size:<requested_size>, caps:<requested_caps>. 7w uJ PA o3 *

AT+SYSRAM=<requested_caps> & FH 4 Wl caps W W £ B 1 M. FH
<caps_largest_free_block_size> E T R /0 Bl <requested_size> K/NH) N F
He.

3.1.15 AT+SYSMSG: #ify/i% ¥ ARG 158

A ify)

Py
A

g

ik
I H ARG R G EARES

e

[AT+SYSMSG?

Wi % ¢

+SYSMSG:<state>

OK

)E’J

CH

Lo N
“D<>

Dyt
&Lﬁzg\%%i{‘{%a%\ o ﬁn%f@%%%ﬁu%éﬁ E‘J%}E AT ?ﬁ/%\v “L%a’fﬁFHAT'FSYSMSGFILTER ﬁﬁ/‘\°

e

[AT+SYSMSG:<state>

W i ¢
(ox
S8
¢ <state>:
— Bit0: BH Wi-Fi i# 1542 X, Bluetooth LE SPP }% Bluetooth SPP i 2 &3 ElE /R E B
0 RETED
+ 11 FTEJ +QUITT
— Bitl: MR fE E 2
« 01 MEAIRIERAPE /R EL, 40 XX, CONNECT
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x 1 ﬁ i ﬁé 40 ki % R 1§ E\, ] +LINK_CONN: status_type, link_id, ip_type,
terminal_type, remote_ip, remote_port, local_port
- Bit2: EERESHNMEE, T Wi-Fii£ 42X, Bluetooth LE SPP J% Bluetooth SPP
D ANTHERRE R
: 4 Wi-Fi, socket. Bluetooth LE B}, Bluetooth JRZS A AE A}, FTEIHR/REE., 0:

N

O

*

*

—_—

- "CONNECT\r\n" = PI "+LINK_CONN:" JFL W iE = fz &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

- "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

— "+ETH_DISCONNECTED\r\n"

- DL "+ETH_GOT_IP:" JFk Wi & B

- PL "+STA_CONNECTED:" }F}é’]&f{% <t

- DL "+STA_DISCONNECTED:" FF L W # & fz &
- DL "+DIST_STA_IP:" FLWMETFfF E

- W "+BLECONN:" FF LW ETFEE

- DL "+BLEDISCONN:" JF k@it & &

Bl

o PAT+SYSSTORE=1, T B B HARAEAE NVS 40X,

« #IBIt0 Ky 1, B Wi-Fi U%a‘%i& I &4R7R +QUITT,

o« ¥ Bitl K 1, ¥ & ¥ WJAT+CIPSTART FIAT+CIPSERVER 5y 4, % % ¥ # =
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” TN
£ “XX,CONNECT”,

il

// #H Wi-Fi ié%fr;%fcﬂi %TEp%zeTfp IS8
// ¥ RAT A 4R Eﬂa
/] EERAAAEBTTH AT

AT+SYSMSG=2

%"‘!Dﬂ'
_W:

=1
N

o

// HEHE KX T, Wi-Fi. socket. Bluetooth LE # Bluetooth KA KL W 2T IR Tz &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: k2 R&%50 8000k
b A

Dyt
E I E TR EYSSuR/ bk

[k

[AT+SYSMSGFILTER?

LR
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+SYSMSGFILTER:<enable>

OK
BE WA
Dyie:
BN E RS W EPSPuR
A
[AT+SYSMSGFILTER:<enable> }
My o 2
[0 )
SHL
e <enable>:
- 0 BHARGEELE. REBIME. 255, REHEEARERN T IELRTE.
D EHARGEHEEANE. RS, RS BEIEN R ITE_E R EdE S8 AT fghi, MCU
TAWﬂ T A 1 R = T e b s, &R &4 MCU.,
wi

°m%ﬁﬁ”ﬁmm@%mﬂﬂVVﬁEﬁﬂ% gAY, RO A B N B A ARG B g,
SCIE RS A R GUH B

'ﬁ@ﬁﬁ%ﬂﬂmm@ﬂMRva,LﬂM%FﬁhﬁMﬂﬁ H R BRI, BT Ik AT RS
H S L g

o TEHENE AKX B, RZUEWUE T AT+SYSMSGFILTER=0 fir %, M R G0H Bt vk

o QUERAHT AT TR YT K, WEAAT R APIs SCHL AT iy 11 B0 4% .

// BAH AT 450 HELRX., HELR 4L W AT+SYSMSGFILTER.
AR, REHZEMEL LA S %E MCU (AT+USERWKMCUCFG # AR B M MCU % B Zh i) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ ARG AT ¢S O Wik E. B LYW AT+HSYSMSGFILTER.
ARk (WREER) , REEEN L 2% E MCU (AT+USERWKMCUCFG # 4 % & # MCU.
< BT B ) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ EAEE MCU Bl AT #4 0OWEKE L #E . HEF L4 AT+SYSMSGFILTER.
AR, REHKEMN S4B MCU (AT+USERWKMCUCEG #r 4 % BE W MCU % B 3 &) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// A BB A % B MCU I & %nﬁ/}’éljb B AT A OB B KE. HIE AW AT+SYSMSGFILTER.
ARk (WRERER) , A& #%m ¥ B MCU (AT+USERWKMCUCFG # 4 & B #§ MCU_
BT B ) .

int32_t esp_at_port_active_write_data(uint8_t data, int32_t len);

Wl PRGBS A% BALiETR ),
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3.1.17 AT+SYSMSGFILTERCFG: #rify/fit s R0l ie s

L4 7‘!"1’73\/\; aa

o AR TIEE
o W —AiER
o MR —AN s B
AL IR AN
Aifytn s A
[AT+SYSMSGFILTERCFG? ]
L)V
+SYSMSGFILTERCFG: <index>, <"head_regexp">,<"tail regexp">
OK

o <index>: JIJERMZES|,
+ < head_regexp” >: SLEBIEMFEk,
o <” tail_regexp” >: EIBIENFEiEKL.

BRI IS

BEEmA WA

[AT+SYSMSGFILTERCFG=<Operator>

W i <

[OK

S

* <operator>:

- 0: HERITAEERE . R, W DARE— L PR AR T o5 SRR

il

/) B BT A LR B

AT+SYSMSGFILTERCFG=0

[AT+SYSMSGFILTERCFG:<operator>, <head_regexp_len>,<tail_regexp_len>

Wi i ¢

OK
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aRm R R AT EMER I AT 2 OROEdE, BURERT DA AR (B SKSRIE M5k =0 R iR IE
MFEAR), Y AT 23 B JF 53] <head_regexp_len> + <tail_regexp_len> J5, #FTIE
MR SE B A T

AR IR ek A SR AR I R s L s R, sz ]

[ERROR }

B SRV B vieea Wt -3 G v R N ER A PR /58790 ) IS A T

& )

BH

* <operator>:
— 1 BEM—A g . — Dt PEAR AL A S BRI Ik RN e Bk ) ek K
* <head_regexp_len>: SLFFIENIZRIANKEE. il [0,64]. WIREEN 0, FRZMELEBIEN KL
FCHYPCHED, [EB} <tail_regexp_len> AHEN 0.
o <tail_regexp_len>: JEFIEMFALKE. il [0,64]. QIEREEEN 0, FARZMEZIBIENFREA
HIVLHED, [AB} <head_regexp_len> AfEHN O,

o WM ARMGATEA MRS NESS, Hl T AT+SYSMSGFILTER 4 5 s 25 F 2400 Bad ik, 52

ﬂ%Mﬁ%%%%ﬁ%ﬁﬁ

o SRR ERIE WA kg S % POSIX HAIENEYE (BRE) .

o N TR A E S (AT 4 ) TX ) Bhe iR g, sha B E W Rk A ~ I3k, RBHp

IEMIZEIRAPA ¢ 455

o WA RS E MIBHPCES_F S0 E gk R B ERIE WA, REHEA Spdig. diEE, &

Se i B E WA VUL E B 258 AT i 384, MCU A Us] s 1 A8 1 W) ek xCPCid b

Bk, SIRFERA MCU,

o MERGIHEICEHE—AUER G, ARSI ITH TR IERS .

-i%ﬁﬁmm gL, REHEASE, AR RN RGHEMARK RS EGHE—
ATVERE

o WFEER KA, AR R AR kg, A B T AT+ SYSMSGFILTER=0 iy %>

BHMARGHELE.

EN |

// BB EE, HEHAE "WIFI CONNECTED" % 4 M B iR &
AT+SYSMSGFILTERCFG=1,17,0

// &4 EE OK f1 > &, 8 A\ "WIFI CONNECTED\r\n (# & \r\n & Ff 2_
~/ANFF, Xt E ASCII # ¥ # 0D 0A)

/) R ER G E Tk

AT+SYSMSGFILTER=1

/7 PR LR R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT KB #r#f WIFI CONNECTED % %4 4 E i) &

PR S A5l BadiEa ),

TR —A~ i 28

%
B A
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[AT+SYSMSGFILTERCFG:<operator>,<head_regexp_len>,<tail_regexp_len>

Wi % ¢

OK

>

aRm R R AT EMER I AT 2 DOROEdE, BURTETT DA AR (B SKSRIE M5k =0R iR IE
MFEAR), 24 AT 23 MEEE K JF 53] <head_regexp_len> + <tail_regexp_len> j5, #FTIE
ik 2 e B AL B

AR I Rk e B 2 I s e B e R, R ] -

[ERROR

B SRV B vieea Vet -3 G v 1 R NE ] 5 rstr 90 I IS A T

[OK

* <operator>:
- 20 BRIk
» <head_regexp_len>: S iE MK L ¢ 0.64], WIARELTH 0, W <tail regexp_len>
AHEA 0.
+ <tail_regexp_len>: RFSIENZEAKEE, WM : [0.64]. QAN 0, W <head regexp_len>
NEEH 0,

Bl

MM 0 2 A I A A AL DB

il

/7 M Bk bR A ey 3R A

AT+SYSMSGFILTERCFG=2, 17,0

// %t & 4 KE OK #1 > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.
S/ANFE ¥, N ASCITI & WY 0D O0A)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 W & i &

3.1.18 AT+SYSFLASH: #ifyukif5 flash JIj 153X
R

ik
#rif) flash H] 740X

Py
A

[AT+SYSFLASH?

Wi i ¢
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+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK

[AT+SYSFLASH:<operation>, <partition>, <offset>, <length> }

W 3% ¢

+SYSFLASH:<length>, <data> J

OK

¢ <operation>:

- 0 BERAIX

- 1 B

-2 HAK
 <partition>: X4k
o <offset>: fmfsHihl
o <length>: (i K&
o <type>: 4 IXAAY
* <subtype>: JJ 43X 1R
e <addr>: 4 XHuhk
o <size>: ] KAK/N

o [ AN A5 beok at_customize.bin, FH4EE IS H 4efT i 2 Lo R,

o B IXEF, EEEERIZERSX., XTPLEIT A <of fset> fl <length> BHORFEM.
W, 4 AT+SYSFLASH=0, "mfg_nvs" AJ[#ERIEA “mfg_nvs” X,

o XT3 X n] 2% ESP-IDF 73X 3%,

* ¥4 <operator> Nwrite B}, RGBS IERMITRE >, R DU A S WEdE, 5k
PN 5 <length> —F(,

o EArIKHI, S EERIZS XK.

o GNARGEARE L mfg_nvs 43 X H AR, T AT+SYSMFG 4 (NVS H i B EXTAE ) . ansk
BB A mfg_nvs 431X, 50 AT+SYSFLASH fiy% (43 IXEEE) o

o H4rIXEF, MCU Wik G AEHE, #e—KES AL 28R SENAFAA L. FlindERE A 4KB
FAEAE, HRB AT

Bl

// BB EAN "mfg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_ nvs" S REHHI 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs", 0, 0x1C000
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3.1.19 AT+SYSMFG: #¥ifjali% T manufacturing nvs Jf j143 X
ity 4>

hig:
1) manufacturing nvs f 743 X N ¥ 6 44 25 [] (namespace)

s

[AT+SYSMFG? }

L)V

+SYSMFG:<"namespace">

OK

Rk A #4 ] SEBEAEDN
%

{AT+SYSMFG:<operation>, <"namespace">[,<"key">] J

Wi 3% ¢

& ]

ZH

¢ <operation>:
- 0: EEREAE
- 1 BRHURAE
- 20 GARME
* <” namespace” >: fiy443|A].
o <” key” >: FHE, EUFCMEE. 2 <"key"> BT, R <"namespace"> WA RIEEXT; &
M BB M BT HE E ) <"key"> AN

Bl

o THICPIEE AR AT (NVS), T a4 23(a] . BERT AR

2l
// B client cert #AZHMAAANRER (H: RRBRAWE 0 £RE 1
~EEPRES)

AT+SYSMFG=0, "client_cert"

// ¥EH% client_cert # & X FE W MW client_cert.0 X (W : R %AW E oo
B E P IS )

AT+SYSMFG=0, "client_cert", "client_cert.0"

I 44 2 ] SR (R
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[AT+SYSMFG:<operation>[,<"namespace">][,<"key">][,<offset>,<length>]

Wi i
Y <"namespace"> PAKZ IGSEGA BT, 1&[H

+SYSMFG:<"namespace">

OK

Y <"key"> NRZJGZHURAE IS, &1

+SYSMFG:<"namespace">, <"key">, <type>

OK

Hopfigol, &

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: BEEREAE
- 1t SEHAE
- 20 HABLE
e <” namespace” >: 4 a3[A,
o <” key” >: U, EFRNEE.
o <offset>: fB{HMMIZ.
* <length>: FE{EAIKJE.
 <type>: FEEAYIHL,
- 1: u8
i8
ul6
i16
u32
i32
string
— 8: binary
o <value>: FEMIEERE.

|
NN W

Bl
o WHSCREE RS AT (NVS), T f#ar 2 2Sim) ., BEXT S .

2N

/) BB A BT A A A
AT+SYSMFG=1

// BB client_cert # A X F W AW 5
AT+SYSMFG=1, "client_cert"

// EZ Bl client_cert # % R [ W ¥ client_cert.0 T # K H
AT+SYSMFG=1, "client_cert", "client_cert.0"

(T
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(750
// LB client_cert # % B H MW client_cert.0 FH#WME, NEH 100 W & 3 B 200
s
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

AT EEPN L he)

BeE M WA

[AT+SYSMFG:<operation>, <"namespace">,<"key">, <type>, <value>

W

[OK

¢ <operation>:
- 0: {EEREAE
- 10 EEUEEAE
-2 BARME
e <” namespace” >: 443 [A,
o <” key” >: FHE, M.
o <type>: HE{HAYARIL.
- 1: u8
-2:18
ul6
i16
u32
132
¢ string
— 8: binary
* <value>: Z4J <type> AF, WSRO :
- QiR <type> & 1-6, <value> fRFEEMNEE.
- QR <type> & 7-8, <value> NFEMMAEMEIRMKE. EEEETMEFEMS G, AT &[H
>, FN AT CHER IR T80, i EnT DA AR, 24 AT 2003 i Bl K 28 3
<value> J5, WISZ R4 2510 N B ASEXT

|
NN kW

|

* WHICREE RS AT (NVS), T flar 2 2sim) . BE MRS -

* BRI, BT SR S SR (NVS SARIGTE 2 B ShIRERE(EXT ) -

o AREAEB Y mfg_nvs 73X SRR, T BT AT+SYSMFG 64 (NVS HRGEEEDH#AE) o A2k
FREUCEA mfg_nvs 73X, 5 AT+SYSFLASH fig % (73X #4F)

il

// 1 client_cert @ % X Al A W client_cert.0 # 5 NFH WA (B : ¥ #H client_cert.
SRmAREANKE 0 EEFRIES)

AT+SYSMFG=2, "client_cert", "client_cert.0",8,1164

/) EFEORE > B, BA 1164 FH HIEH X4

Espressif Systems 41 Release release-v4.1.0.0
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-reference/storage/nvs_flash.html
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

3.1.20 AT+RFPOWER: #5if)/i'% RF TX Power

iy

Yitig:
#¥if] RF TX Power

s

[AT+RFPOWER?

W

OK

+RFPOWER: <wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>

)E’J

CHLN A

A

[AT+RFPOWER=<wifi_power>[,<ble_adv_power>,<ble_scan_power>,<ble_conn_power>]

Wi i ¢

[OK

o <wifi_power>: BA{4 0.25dBm, AKX ERISEE N 78, MIZLFRE RF Power {H4 78 * 0.25 dBm
A SE BRI RF Power {H..

=19.5dBm. JlE 501217 AT+RFPOWER?

- ESP32 i s i HUEE N [40,84]:

A A
fir 2

REE

EEE KERME

SKfr dBm

[40,43]
[44,51]
[52,55]
[56,59]
[60,65]
[66,71]
[72,77]
[78,84]

34
44
52
56
60
66
72
78

34
44
52
56
60
66
72
78

8.5
11
13
14
15
16.5
18
19.5

+ <ble_adv_power>: Bluetooth LE %% RF TX Power. HUHE L FEI K [0,7]:

: 7dBm

: 4 dBm

: 1 dBm
:-2dBm
:-5dBm
: -8 dBm
:-11dBm
: -14 dBm

L]
N O\ W= O

 <ble_scan_power>: Bluetooth LE 94#%) RF TX Power, Z%{HU{H[A] <ble_adv_power> Z¥{.
+ <ble_conn_power>: Bluetooth LE j£#21) RF TX Power, ZE(HUE[E] <ble_adv_power> 3.
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3.1.21 il

o M Wi-Fi & RFI I/}, AT+RFPOWER A2 ok % B/EE ] Wi-Fi 1) RF TX Power. 24 Bluetooth
LE FAIMG40}, AT+RFPOWER fyd Joykik B /2] Bluetooth LE ) RF TX Power,

e F RF TX Power 40 A AN W%, MG NFRMAEE XN K HEEE R,
B DA L esp_wifi_get_max_tx_power £ i) F| ¥ wifi_power I {H B & 5
esp_wifi_set_max_tx_power WEMEFAEZER, HEAXREK.

o A <ble_scan_power> Fll <ble_conn_power> S EUH % B N5 <ble_adv_power> Z5UR [A] H(HE
BN, XDSEG 2 E S E NS <ble_adv_power> ] [{H -

3.1.22 AT: RF ik
Wit

[k

[AT+RFCAL

W .

& J

3.1.23

* ESP32 H /A3 & HEh T RF £HE, 253 & A 3T RE 801 . §2% RE 140
TREZ Y.
o WHEAEE T WA, B RPN SEHOUE, BT RF SmAHE.

3.1.24 AT+SYSROLLBACK: [n]7& %I ULy [
AT A

g
)Y H2 AT R (VR [ Y kR RCAS

e

[AT+SYSROLLBACK? }

W 7

+SYSROLLBACK: <running_app_addr>, <"running_app_version">,<rollback_app_addr>, <
—"rollback_app_version">
OK

WA 4

=t

,/?\:

LAT+SYSROLLBACK ]

W i :

& )
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BH

e <running_app_addr>: 43z {7 E LRk .

* <” running_app_version” >: 4FZfTE LRI A .
<rollback_app_addr>: [5]7 [E{F ik

* <” rollback_app_version” >: [0 & /RIS .

|

o EAANET OTA TH%, H&mEH| 57— OTA 4 X FEfE.
3.1.25 AT+SYSTIMESTAMP: 7% ifi)/i ¥ AS Hiu it i) 2%
AR A

ik
B A B P )

A

[AT+SYSTIMESTAMP?

Wi 3% ¢

+SYSTIMESTAMP : <Unix_timestamp>
OK

B

itk
BEEASH R, 24 SNTP W EHE, K52 FEHE

fir 4

[AT+SYSTIMESTAMP:<UniX_timeStamp>

 <Unix-timestamp>: Unix [J[a]#, PAfi: #.

il
[AT+SYSTIMESTAMP:1565853509 //2019-08-15 15:18:29
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3.1.26 AT+SYSLOG: K3HukZsH AT #5iR St

iy

Jyiig:
i) AT SRR 2 A

s

[AT+SYSLOG?

W

+SYSLOG:<status>

OK

BEmA

ifig:
JE AR AT 452 TR

zs

[AT+SYSLOG:<status>

Wi i ¢

[OK

BH
o <status>: FFRIUHEHEAVIRE

- 0: 287
- 1R

il

// B AT 4iE R AR R
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// ER AT #RREGRT
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR
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AT BRI R —A> 32 fi /N BEHIEE, & SCanF

XA FRE R
bit32 ~ bit24  bit23 ~ bitl6  bitl5 ~ bit0

* category: [ E{H 0x01
« subcategory: 4H{RASHY

fRIREE iR K A
3

ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 {568
ESP_AT_SUB_NO_TERMINATOR 0x02 RIBBNEHREE (LA “m” 452)
ESP_AT_SUB_NO_AT 0x03 KL F|E G AT (& AR REE at, At B

aT)
ESP_AT_SUB_PARA_LENGTH_MISMATC 0x04 2 e U
ESP_AT_SUB_PARA_TYPE_MISMATCH 0x05 SRR RUR L
ESP_AT_SUB_PARA_NUM_MISMATCH 0x06 SRR AN DL
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 R S50
ESP_AT_SUB_UNSUPPORT_CMD 0x09 A EZ S
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A HATar 54K
ESP_AT_SUB_CMD_PROCESSING 0x0B e IT E— % s
ESP_AT_SUB_CMD_OP_ERROR 0x0C A O PRAE S R A5

* extension: iRV RGEE, AW TREGARMWY BEE, #1EE W components/at/
include/esp_at.h,

B, AR ERR CODE:0x01090000 R “AHEFZMmS7.

3.1.27 AT+SLEEPWKCFG: ¥t Light-sleep Mg s filefii GPIO

[Fautigy

=N

A

[AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

» <wakeup source>: M H
- 0: fREABCE, BALE:
- 1 REECE, BASEE
— 2: GPIO Mg
e <paraml>:
- YMLEJE N GPIO I, % Z4(3R GPIO & i
- PREGELE, BAF:
¢ <param22>:
- YMLfE)E R GPIO B, %SGR L1
- 0: fKH-F
- 1: FHF
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il

// GPIO12 F K 1k W F mf 4 B
AT+SLEEPWKCFG=2, 12, 0

A
o MR A R RO AL, ARNBEAL TR SRS, A PR e P B A

3.1.28 AT+SYSSTORE: ¥ SRfEhkki
wifhr 4

e
#if] AT ZHUFRER

"ﬂ4>

[AT+SYSSTORE?

W i <

+SYSSTORE: <store_mode>

OK

%

&F

AR
Is

O

X

=

[AT+SYSSTORE=<store_mode>

W

[OK

BH

o <store_mode>: ZHIFEfEHIA;
-0: up Al E A flash
- 1 WAEELFA flash (ERIA)

Bl

P HP R B, APmEiiiaS, POy a2 2N RAM i) .
AR XL MILAT fir -

o AT+SYSMSG

» AT+CWMODE

o AT+CIPV6

* AT+CWCONFIG
o AT+CWIJAP

*» AT+CWSAP
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* AT+CWRECONNCFG
e AT+CIPAP

e AT+CIPSTA

* AT+CIPAPMAC

* AT+CIPSTAMAC

e AT+CIPDNS

e AT+CIPSSLCCONF

* AT+CIPRECONNINTV
* AT+CIPTCPOPT

* AT+CWDHCPS

* AT+CWDHCP

* AT+CWSTAPROTO
 AT+CWAPPROTO

o AT+CWIJEAP

* AT+CIPETH

» AT+CIPETHMAC

e AT+BLENAME

e AT+BTNAME

e AT+BLEADVPARAM
* AT+BLEADVDATA

* AT+BLEADVDATAEX
e AT+BLESCANRSPDATA
e AT+BLESCANPARAM
* AT+BTSCANMODE

il

AT+SYSSTORE=0
AT+CWMODE=1 // K& A\ flash
AT+CWJIAP="test", "1234567890" // A~ A flash

AT+SYSSTORE=1
AT+CWMODE=3 // & N\ flash
AT+CWJAP="test","1234567890" // #H N flash

3.1.29 AT+SYSREG: B:E¥H{75%

By

15

N

R

P

=

A

[AT+SYSREG:<direct>, <address> [, <write value>]

LO)YE

+SYSREG: <read value> // NEZEFR TR FHFHE W
OK

BH

o <direct>: {EN G (AT

- 0: EAA7AR

-1 EER
* <address>: (uint32) ZFfEgntitil, FEIFESHHRN FHASH T
o <write value>: (uint32) 5 A[H, &M T 5 S1Eeent
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e

3.2

3.2.1

AT iR AP AR andtl, PG 0 RV ) P AR AT AL

Wi-Fi AT 44k

N23

AT+CWINIT : 91ha4k/ 353 Wi-Fi BREFL

AT+CWMODE: Z5if)/¥% B Wi-Fi ##£3{; (Station/SoftAP/Station+SoftAP)
AT+CWSTATE: #¥if] Wi-Fi JRZSH Wi-Fi 5 5,

AT+CWCONFIG : £t/ & Wi-Fi JEJE Sl i R A e v () b s 1)
AT+CWJAP: H3: AP

AT+CWRECONNCFG: #5)/i% & Wi-Fi & 1450 &

AT+CWLAPOPT: % EAT+CWLAP 354 B Em
AT+CWLAP: 454577 H iy AP

AT+CWOAP: WiIT5 AP [f)ik:

AT+CWSAP: Ti'& ESP32 SoftAP 4§

AT+CWLIF : 2% 3123 ESP32 SoftAP [1] station {5 5

AT+CWQIF: KT station 5 ESP32 SoftAP 1442

AT+CWDHCP: J: /2% Ffi DHCP

AT+CWDHCPS: 2¥if/7% & ESP32 SoftAP DHCP 43t () IPv4 it [l
AT+CWAUTOCONN: | H 275 H 3% AP

AT+CWAPPROTO: Z5ifi)/i3 & SoftAP i\~ 802.11 b/g/n tpislFitE
AT+CWSTAPROTO: 13 Station A2z 802.11 b/g/n tisl AT
AT+CIPSTAMAC: #51f)/1% & ESP32 Station ) MAC Hiht
AT+CIPAPMAC : 25/ 5 ESP32 SoftAP [ MAC Hihl:
AT+CIPSTA: 25/ 5 ESP32 Station 1) IP Hiht

AT+CIPAP: #5if]/35E ESP32 SoftAP ) IP bkt
AT+CWSTARTSMART : JTJ& SmartConfig

AT+CWSTOPSMART : {21} SmartConfig

AT+WPS: ¥%& WPS Thfg

AT+CWJEAP: %3 WPA2 1\ AP

AT+CWHOSTNAME : %)/ & ESP32 Station [/) FH14% FR
AT+CWCOUNTRY : 51/ 5 Wi-Fi [E 5L

e

HBE: BRI AT [B R SCRRLTIH BRAT+CWIEAP Z SN FITA AT firdo B2

TR BB ESP32 BRASE

Frm %, i HATS ¥ ESP-AT 142, TR IAPBCE TAR LR (R IR A2, ARYE A 2k

)

JE H EAP 7% (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command

support

] WPS s (AT+WPS): Component config->AT->AT WPS command support

2% ] smartconfig /i % (AT+CWSTARTSMART . AT+CWSTOPSMART ) :
-> AT smartconfig command support

Component config->AT

ST Wi-Fi fiyd (AR, —HEE, BIrfy WisFi AR A BRI RERFTCIEMEN] , F2 HAT 8

PIX L AT /54): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #JiafL/is P Wi-Fi 98 R

Espressif Systems 49

Submit Document Feedback

Release release-v4.1.0.0


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

A it &

i
Fif] ESP32 #4511 Wi-Fi HHR LR

O e
iy

[AT+CWINIT? ]

W

+CWINIT:<init>

OK

gﬁ

CE

i
HItR AL e BE ESP32 s i Wi-Fi SRBIFE

[AT+CWINIT:<init> }

W i ¢

& )

B
e <Zinit>:
- 0: JEFH Wi-Fi IR L
- L: Wilhik Wi-Fi SREhAET (BRIAMHE)
L]

o AREAGRAFE] flash, HRJE S AEOAE L.
o L RAM BHEA R, FEAGT Wi-Fi 9RTEE T, ATRAGEM Bt a5 B Wi-Fi JREhART, DAREIL
RAM

il

// WE Owi-Fi I B )7
AT+CWINIT=0

3.2.3 AT+CWMODE: #rify/ix ¥ Wi-Fi i (Station/SoftAP/Station+SoftAP)
A%

i
#if) ESP32 i 1) Wi-Fi fi
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[AT+CWMODE?

Wi % ¢

+CWMODE : <mode>
OK

PH BSP32 %4511 Wi-Fi #x,

[AT+CWMODE=<mode> [, <auto_connect>]

o <mode>:
- 0: J¢ Wi-Fi £k, 3f FL2¢ [ Wi-Fi RF
— 1: Station 5z
— 2: SoftAP iz
— 3: SoftAP+Station £,

o <auto_connect>: HJJ{#t ESP32 #4511 Wi-Fi #izCH; (#10, M SoftAP 5{ T Wi-Fi 4z Y]4 >y Station
#izUEl SoftAP+Station #ix0) , @7 H H3hER: AP (IThEE, BUAME: 1. SEEEE, HHERA

H, BHteneashis.
- 0: ZYH H iR AP 1y IhhE

- LB A shiEsE AP IIRE, A2 AT 20 A SR AP WBCE fRA7 3] flash . I ESP32 ik

#F H B AP

B

o PAT+SYSSTORE=1, AV%EIHRAFAE NVS 40X

o M EI LB YIRE, WPASEAFRMERE, EITER T SoftAP B SoftAP+Station JIRER], ik

EPA T i VR I iR A i T e -
— AT+BTINIT=0 (3:44 Classic Bluetooth )
— AT+BLEINIT=0 (¥4%4 Bluetooth LE)
— AT+BLUFI=0 (3[4 BluFi)
MR T R 240y, 53 RE U7 SORY.

il

[AT+CWMODE:3

3.2.4 AT+CWSTATE: #xify Wi-Fi JR &M Wi-Fi {55
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1] ESP32 %45 1) Wi-Fi JRZEH Wi-Fi {5 8

k= hﬂ%
v E

[AT+CWSTATE?

Wi % ¢

+CWSTATE:<state>,<"ssid">

OK

o <state>: Y4 Wi-Fi RS

0: ESP32 station ¥ R #1747 Wi-Fi iE3:

1: ESP32 station B35 I+ AP, {H M A FKEE] IPv4 Mkl
2: ESP32 station B\ & 15382 I AP, B2 2 FKHZ| IPv4 #ihl
3: ESP32 station 1IFAF#EfT Wi-Fi Lj%jz Wi-Fi Ei%

4: ESP32 station 4T Wi-Fi BRIk 3S

e <” ssid” >: H#r AP 11 SSID

(|

* X4 ESP32 station ¥ A7 1 T AP ), HEFF (U FH w2 A if) Wi-Fi {585 24 ESP32 station ) #4% - AP
J&i, HEFEEHAT+CWIAP fig %451 Wi-Fi {5 5

3.2.5 AT+CWCONFIG: #5ify/ s Wi-Fi 3% 2k iRy ) bRk i)

[AT+CWCONFIG?

W i <

+CWCONFIG:<ap_inactive_time>,<sta_inactive_time>,<listen_interval>

OK

%

NI

LR
At

EP

[AT+CWCONFIG: [<ap_inactive_time>] [, <sta_inactive_time>][,<listen_interval>]

Wi i :

[OK
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BH

* <ap_inactive_time>: SoftAP 1 N AENG sl a] . B B, BRIAME: 300, 7GR : [10,3600]. 404
SoftAP 7£ i 2l iof [a] N 1% A BRI B HEAS RN Station AR 4 , SoftAP 5 i W FTi% Station
i) Wi-Fi 158z

« <sta_inactive_time>: Station iz NI AEIE s R, BA(: #b, BERIAM(E: 6, JB: [3,600]. IR
Station £ JE 1 B s} 18] IS A BB C 25211 SoftAP [RAEA{SEARMT, RFo il ESP32 ) Wi-Fi £
¥,

* <listen_interval>: i§f AP beacon [{J[a]FF, EA{ A AP beacon [8][GE, ERIA(E: 3, JLMEl: [1,100].
FIAT+CWIAP F1iy <listen_interval> ZEAH R, {H I & 24 FHER .

]

o FAT+SYSSTORE=1, ZRi%E-FHRAEIE NVS 43X
3.2.6 AT+CWJAP: 4:§: AP
i

k-
#rif) 5 ESP32 Station i£:11 AP {5 5,

O e
iy

[AT+CWJAP? }

W 3% ¢

+CWJAP:<"ssid">,<"bssid">, <channel>, <rssi>, <pci_en>,<reconn_interval>,<listen_
—~interval>, <scan_mode>, <pmf>
OK

)E’J

CEL A

Dy :
15 ESP32 Station 25111 AP

[

AT+CWJAP=[<"ssid">], [<"pwd">][,<"bssid">][,<pci_en>][,<reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

W ) :

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

[

+CWJAP:<error code>
ERROR

Espressif Systems 53 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

WA %

Tytie:
¥4 ESP32 station 34 %_F ¥k Wi-Fi il B AP

Py -
iy

[AT+CWJAP

Wi i :

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPvé6 LL]
[WIFI GOT IPv6 GL]

14

+CWJAP:<error code>
ERROR

BH

.« <” ssid” >: FER AP [y SSID

— 02K SSID R R A , o o\ FRERTAT, Wi
AT LASE A SSID, SRS 4 21 SSID ATz .

<” pwd” >: HEiRK 63 F7 ASCI

<channel>: {55
<rssi>: {55 iR%
<pci_en>: PCIiAilF

<” bssid” >: HAir AP 1) MAC Hilik, 42> AP GAH[E SSID B, %S R AT 440

— 0: ESP32 station B 5{Ffa]—Fh s 5010 AP %4, 35 OPEN F1 WEP
— 1: ESP32 station 1] 5[ OPEN 1 WEP 2 A4l —Fpinss iy Uiy AP 4%
» <reconn_interval>: Wi-Fi EiE[E][G, BANZ: #b, BROME: 1, HKR{E: 7200
- 0: W3 )5, ESP32 station NEIE AP
— [1,7200]: WiJFi%42)5, ESP32 station 4 [F 45 5& I [A] 5 AP Hi%
* <listen_interval>: [T AP beacon [{J[E]}5, Bi{i A AP beacon [B]f%, BRINE: 3, JEE: [1,100]

o <scan_mode>: R

- O: P4, #EIHIR AP J5Z E34, ESP32 station 55— /NI 5|1 AP 42

- L &fFEEH, A EEAER G A 4 1E3%, ESP32 station 538|155 iR AP 14
* <jap_timeout>: AT+CWJAP fiy %l AE, A0 F, BUAME: 15, JE: [3.600]
» <pmf>: PMF (Protected Management Frames, 247 HMm), BRAE 1

- 0 FR &)1 PMF

- bit0: Fff PMF Ihfig, #7535 PMF, QISRHA A4 PMF D6k, W) ESP32 4Rl soik

LA PMF i

= bit 1: 5 PMF, $URMAE PMF, SEA5R 2R S50 PMF DR i 4

» <error code>: fHiRfY, {WfitZ2%
- 1o RS

2: BRpEAE R

3: LR E H iR AP

4: JERR I

HE H: BERMAE R
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e

o WISRAT+SYSSTORE=1, Pt & ¥ U RAEE] NVS 43X

o fi A &5 2T station I

* 4 ESP32 station Ei4% I AP J&, R b &20if) Wi-Fi {5 5; 24 ESP32 station %A iE#: [+ AP
B}, e AT+ CWSTATE fin425if) Wi-Fi {5 5,

o Ay A P <reconn_interval> B 5AT+CWRECONNCFG 154 H1ff) <interval_second>

SHH . WIRBITAR GBI A E <reconn_interval> 24, Wi-Fi 5% ] [ i} E)6F R F 2R

UNER!

WARF R0 <"ssid"> fl <"password"> 24, R _E—REEE

PATAT S S B E A R ETEEAE R, BRI 15 2, FHE S8 <jap_timeout> W

AN E R WAPL S0 202 25

AHTARIL TPV6 bk, FREJCIREAT+CIPV6=1

A5 OK {3 IPv4 W% D 2l kg, T A3 IPVe RIZRUESh4: . 4Bl ESP-AT DA IPv4 [W 254

F, IPv6 R4 k% .

* WIFI GOT IPv6 LL HRCAKIE|AHEER IPve Hidih, Xtk @il EUL-64 At 5 i ok
1), AREEHERSS. BTIHTHT, XMTHRREFE OK Zhi, WMAEETE OK Z 5.

* WIFI GOT IPv6 GLfUKOLIKHE 4R IPv6 #uhl, i%Huhb i AP &I Z0n_ b it i
KW EEHAATHATORN, TEERMHS 5. TITRT, XTI REYE OK Z /i, WAl RELE
OK ZJ5; WAIBEH T AP RN 3CHF IPVO MiATEl .

il

// W B B AP B SSID £ "abc", A "0123456789", M| 4 4 £
AT+CWJAP="abc","0123456789"

// W R EA AP B SSID £ "ab\,c", FH K "0123456789"\", M| 4 4 &
AT+CWJAP="ab\\\,c","0123456789\"\\"

// R %A AP H A B SSID "abc", F # it BSSID & F| H AF AP:
AT+CWJAP="abc", "0123456789","ca:d7:19:d8:a6:44"

// W F ESP-AT Ek#E i PMF # # AP, U & 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.7 AT+CWRECONNCFG: #rify/¥ ¥ Wi-Fi &ERE
i A

ik
i) Wi-Fi 5%

A\ .
"Il/?\‘

[AT+CWRECONNCFG? }

W

+CWRECONNCFG: <interval_second>, <repeat_count> J
OK

i
CE Wi-Fi B
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[

[AT+CWRECONNCFG:<interval_second>,<repeat_count>

Wi 3% ¢

[OK

* <interval_second>: Wi-Fi Ei#[H]fE, BAf: #, ZRIAE: 0, fHK{H 7200
— 0: W%+ )5, ESP32 station NI iE AP
— [1,7200]: Witz 5, ESP32 station [ $5 @ T (A] 5 AP Hi%
o <repeat_count>: ESP32 #5220 AP MIIREL, RZBEHE <interval_second> A4 0 BHH
B, BOAME: 0, HKAE: 1000
— 0: ESP32 station {54242 AP
— [1,1000]: ESP32 station i 18 2 £ 4056 3 (7K B 14 AP

2Nl

// ESP32 station & 1 2R EHE AP, F2E 100 X%k
AT+CWRECONNCFG=1, 100

// ESP32 station HEM T EHRE & % AP
AT+CWRECONNCEG=0, 0

B

o FAT+SYSSTORE=1, W' W R PRAFAE NVS 43X
o AT <interval_second> B FAT+CWIAP Hi) [<reconn_interval>] ZHAH[R

o LA TE M TS T AP Wi-Fi BsC YRS Wi-Fi [ 8

3.2.8 AT+CWLAPOPT: % AT+CWLAP & A-F1iss St m vk

By

15

N

R

P

=

[AT+CWLAPOPT:<reserved>,<print mask>[,<rssi filter>] [, <authmode mask>]

MW .

{OK

EE

{ERROR

SH

o <reserved>: {45
o <print mask>: AT+CWLAP 4R 2R BRI IS4, BHAME: OXTFF, #bit %k 1, MR
KN BH, AN 0, NIRRT 250
— bit 0: 27 B/~ <ecn>
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— bit I: BHER <7 ssid” >

— bit 2: BB~ <rssi>

— bit 3: B2 E/R <” mac” >

— bit4: &7 &~ <channel>

— bit 5: 275 R~ <freq_offset>

— bit 6: 275 E R~ <freqcal_val>

— bit 7: 215 /R <pairwise_cipher>

— bit 8: 215 /8 <group_cipher>

- bit 9: 275 ER <bgn>

— bit 10: 275 ER <wps>

o [<rssifilter>]: AT+CWLAP [ Z5 R 2 G BASHELE, WR), SR G ST rssi
filter Z¥(EAY AP, BA{7: dBm, BRIME:-100, JEFEE: [-100,40]
* [<authmode mask>]: AT+CWLAP 845 2% B A M AIE X8 AP, ERIAME: OxFFFF, 1

Poit x BWH 1, WERIMNINEFRK AP, R0, WAER

— bit 0: J277 i/8 OPEN TATUEJ ) AP

— bit 1: 275 2/8 WEP AIET A AP

- bit2: BH /8 WPA_PSK IAIETEC AP

— bit 3: 4R WPA2_PSK AIE A AP

— bit4: B&E s WPA_WPA2_PSK IANIEL I AP

— bit 5: 25 R WPA2_ENTERPRISE MIF 21 AP

— bit 6: 2% B/~ WPA3_PSK IAIE = AP

— bit 7: 27 5% WPA2_WPA3_PSK AN AP

— bit 8: 5% WAPT_PSK AJE 20 AP

— bit 9: 27 Hx OWE IAIE AR AP

— bit 10: 2% B8 WPA3_ENT_192 IAJE T ZH) AP

— bit 11: 2% E/8 WPA3_EXT_PSK AL ZH) AP

— bit 12: B E/R WPA3_EXT_PSK_MIXED_MODE iAE T AP

— bit 13: 2752 R DPP AL K1) AP

— bit 14: J275 7% WPA3_ENTERPRISE AJF =11 AP

— bit 15: 2% /8 WPA2_WPA3_ENTERPRISE AL =1 AP

il

VAR SR = & &)

/] BEZABHEH 31, B OO0xIF, KRR AMEA 1 8 bit XENSHFLE T E K
AT+CWLAPOPT=, 31

AT+CWLAP

// R BoINIEF XA OPEN K AP
AT+CWLAPOPT=,31,-100, 1
AT+CWLAP

3.2.9 AT+CWLAP: #6575 v HIF) AP

WA

Jitie

ST AREE S5 AP, T E SSID. MAC Hidik 85165

%

AT+CWLAP=[<"ssid">] [, <"mac">] [, <channel>] [, <scan_type>][,<scan_time_min>] [, <scan_

—time_max>] [, <ext_channel_bitmap>]
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Parn %

i
Z) 24 i AT T AP

O e
iy

[AT+CWLAP

Wi i ¢

+CWLAP: (<ecn>,<"ssid">, <rssi>, <"mac">, <channel>, <freq offset>, <freqgcal_val>,
—<pairwise_cipher>, <group_cipher>, <bgn>, <wps>)

OK

o <ecn>: fiIE
: OPEN
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2 _PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT 192
- 11: WPA3_EXT_PSK
- 12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
o < ssid” > FEFESE, AP Y SSID
o <rssi>: {55
« <” mac” >: FEHESE, AP [ MAC Hudik
e <channel>: {55
o <scan_type>: Wi-Fi {3287, BRIAEN: O
- 0: EFhHEH
- L gesh 4

|
0NNk W= O

o <scan_time_min>: SAMEE A, PO ZFR0, JEE: [0,1500], WERHREREC g

* <scan_time_max>: FAMFEHKIIE, B0 ZF, JEfE: [0,1500], ARBCN 0, [EFR

SHEME, F3 N 120 ms, BEBHHER 360 ms
+ <ext_channel_bitmap>: @ {5iE
— bitl ~ bitl4: 2.4 GHz {Zifi. £~ bit W PARIEEA 1, FREREZAMEE.
o <freq_offset>: Fjifii (fREATIH )
o <freqcal_val>: SRR UEE (FETH)
* <pairwise_cipher>: a2 H
— 0: None
- 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
: AES-CMAC-128

|
AN N AW N
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- 7: KA
o <group_cipher>: HIN%2EA, 5 <pairwise_cipher> ZEMEEARF
* <bgn>: 802.11 b/g/n, #bit Bk 1, WFRRMEREXT A, ABCh 0, MIFRIREE N RAR
— bit 0: 275 E 802.11b Fix
— bit 1: 2EHHE 802.11g FH=;
— bit 2: EAHHE 802.11n Bz
e <wps>: wps flag
— 0: NZ¥r WPS
- 1: 3ZFF WPS

il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// FH 4 E SSID W AP
AT+CWLAP="Wi-Fi"

3.2.10 AT+CWQAP: Wil AP )i
Wiidr s

e

[ATJrCWQAP

W 3% <

[OK

3.2.11 AT+CWSAP: [iLE ESP32 SoftAP 4
A%

Yrii:
#51f] ESP32 SoftAP (it E-S %L

A

[AT+CWSAP Es

Wi i :

+CWSAP:<"ssid">, <"pwd">, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

wE WA

Dyie:

5% ESP32 SoftAP Tl B4
il

[AT+CWSAP:<"ssid">, <"pwd">, <chl>, <ecn>[,<max conn>] [,<ssid hidden>]

W i <
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o <7 ssid” > FAFERSH, BASATK
o <7 pwd” >: FRFHRSEL, WS, JEH: 8 ~ 63 AT ASCH
e <channel>: {ZiE%-
» <ecn>: fIE A, ACHF WEP
— 0: OPEN
- 2: WPA_PSK
— 3: WPA2_PSK
- 4: WPA_WPA2_PSK

e [<max conn>]: FiFE A ESP32 SoftAP [ #x % station 2k H , BUEIERE: Z% max_connection f{fjilt,

¢ [<ssid hidden>]:
- 0: )75 SSID (KIN)
— 1: AJ#% SSID

o R HA YAT+CWMODE=2 u%3# AT+CWMODE=3 s} A B %
o FAT+SYSSTORE=1, W& W UCEHRLELE NVS 431X

o BRIA SSID (4TS5, AT Hi%&n MAC Mtk i, 7507 DAfE FHAT+CWSAP? 2536 2R\ 14

SSID,

il

[ATJrCWSAP:"ESP", "1234567890",5, 3

3.2.12 AT+CWLIF: #rifyiZE4%:F] ESP32 SoftAP |1 station {5 KL

Parr %

=

[AT+CWLIF

W i,

+CWLIF:<ip addr>, <mac>

OK

B8

o <ip addr>: %323 ESP32 SoftAP ) station f{J IP #hilik
e <mac>: #3%3%| ESP32 SoftAP [7 station ] MAC il

st

© R TIEA WS IP, {USHE ESP32 SoftAP FlIiE AR station DHCP I {i RERF O N A%k
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3.2.13 AT+CWQIF: KiJT station 55 ESP32 SoftAP 1)

WA %

Yitig:
WiFF A5 1% A\ ESP32 SoftAP f#J station

s

[AT+CWQIF

W

(ox

[AT+CWQIF:<"maC">

Wi i ¢

[OK

ZH

o <” mac” >: FEWFFIERER) station [ MAC Hihk

3.2.14 AT+CWDHCP: j3JH/25)1] DHCP
Ay

[AT+CWDHCP?

W i <

+CWDHCP : <state>
OK

J& /2% ] DHCP

A

[AT+CWDHCP:<operate>,<mode>

Wi i ¢
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¢ <operate>:
- 0: 2
- gl
* <mode>:
— Bit0: Station 1) DHCP
— Bitl: SoftAP 1) DHCP
e <state>: DHCP IR
— Bit0:
x 0: 25 1] Station /) DHCP
+ 1: J3 ] Station f¢) DHCP
- Bitl:
« 0: £ SoftAP ff) DHCP
« 1: 2| SoftAP ¥ DHCP
- Bit2:
x 0: 22 ] Ethernet 1) DHCP
+ 1: J3 i Bthernet ) DHCP

|

o PSAT+SYSSTORE=1, Wi W o EA7ES] NVS 43 X

o AREMA SR E A IPv4 Mtk MBS, WAT+CIPSTA FIAT+CIPAP
- #7711 DHCP, 7S TPv4 Hihk 2525
- AR #S IPv4, ) DHCP &8k
- WA A bR

2N

// B A Station DHCP, #1 % B DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 2= SoftAP DHCP, ## & JF& DHCP mode 4 3, M # DHCP mode # 1
AT+CWDHCP=0, 2

3.2.15 AT+CWDHCPS: #%if)/i ¥i ESP32 SoftAP DHCP 43ty IPv4 Hiuhl 75l
Ay

[AT +CWDHCPS?

W i <

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

Espressif Systems 62
Submit Document Feedback

Release release-v4.1.0.0


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

Ytk
¥ 'E ESP32 SoftAP DHCP fif 55 #%4) FiL ) IPv4 Hiutik 5 [l

O e
iy

&F

[AT+CWDHCPS:<enable>,<lease time>, <"start IP">,<"end IP">

W

[OK

BH

¢ <enable>:
- 1: &% DHCP server {5 5., [G4:SHUIIHE
- 0: j%[%: DHCP server 5 &, KEERINME, GBS EFHEE
o <lease time>: FHZYWIA], HAf7: 204, HUENEH: [1,2880]
o <” start IP” >: ESP32 SoftAP DHCP J}45-%% IPv4 Hihl-#li )7 44 IP
o <” end IP” >: ESP32 SoftAP DHCP JIf 4558 IPv4 itk b 45 5 1P

el
* #TAT+SYSSTORE=1, BB HEUCRHRAFE] NVS 731X

A A I IAE ESP32 SoftAP X flifiE, H.JF 5 DHCP server {45 i i H
P& E 1Y IPv4 k3 BBl 5 ESP32 SoftAP ¥E [A]— M Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HFH % E, WA R AME

3216 AT+CWAUTOCONN: i/ |-Hue 74 1 20 AP

[AT+CWAUTOCONN?

W

+CWAUTOCONN: <enable>

[AT+CWAUTOCONN:<enable>

Wi % ¢
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[OK
S
¢ <enable>:
- 1: FHHShER AP (ZRIA)
- 0: _FHRNHBNER: AP
wi

o AR ELRAEE] NVS X,

[AT+CWAUTOCONN:1

3.2.17 AT+CWAPPROTO: #ily/i B SoftAP i I 802.11 b/g/n {Ipillbrifi

A it &

e

{AT+CWAPPROTO?

Wi % ¢

+CWAPPROTO: <protocol>
OK

)E’J

CEA

[

[AT+CWAPPROTO=<protOCOl>

Wi % ¢

(ox

* <protocol>:
— bit0: 802.11b P ARME
— bitl: 802.11g FMsATHE
— bit2: 802.11n Hpisl A7

— bit3: 802.11 LR [R5 L APl brivE
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e

o FAT+SYSSTORE=1, W' WO PRAEE] NVS 43X
o M4, ESP32 %4541 PHY mode I : Wi-Fi #pis =

o BRATENLR, ESP32 #5451 PHY mode J& 802.11bgn 5=

3.2.18 AT+CWSTAPROTO: k¥ Station iz, F 802.11 b/g/n Ppil{bsifE

[AT+CWSTAPROTO? ]

Wi i <

+CWSTAPROTO: <protocol>

[AT+CWSTAPROTO:<prOtOCOl>

Wi 3% ¢

[OK

S

e <protocol>:
— bit0: 802.11b WM FRHE
— bitl: 802.11g ¥l RitE
— bit2: 802.11n PrislkrvE
- bit3: 802.11 LR [RFE & FI ML AR UE

(|

* #FAT+SYSSTORE=1, Tl FHCRHATEE] NVS 40X
o Mp7, ESP32 %45 H5Y PHY mode W1 Wi-Fi HiUat

o BRAEM T, ESP32 #5451 PHY mode & 802.11bgn izt
3.2.19 AT+CIPSTAMAC: #xify/i¢E ESP32 Station ] MAC Hihl:
iR

Yriig:
#5f] ESP32 Station ] MAC i

.
"Il/?\'
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[AT+CIPSTAMAC?

Wi % ¢

+CIPSTAMAC:<"mac">
OK

Bae

&E

Dyie:
$¢E ESP32 Station [ MAC il

O e
iy

[AT+CIPSTAMAC:<"maC">

W

[OK

BH

e <” mac” >: FFESE, FE/5 ESP32 Station [ MAC Hihik

B

Hihk

FTAT+SYSSTORE=1, Fit'& ¥ SCRPRA7E] NVS 43X
ESP32 Station ) MAC #bit 5 ESP32 Ethernet Fil ESP32 SoftAP [, ATk &% & kLM MAC

o FF:FF:FF:FF:FF:FF fl 00:00:00:00:00:00 2 Toaihl, AEeis s

il

MAC HbEf Bit 0 RGESN 1, B, MAC HilErPAE “laz-”, HARTDAZE “15:-7

[AT+CIPSTAMAC:"1a:fe:35:98:d3:7b"

3.2.20 AT+CIPAPMAC: #if)/i ¥ ESP32 SoftAP [¥] MAC Hihl:

A it 4

Yriie:
#51f] ESP32 SoftAP [ MAC Hbht

[AT+CIPAPMAC?

W i :

+CIPAPMAC:<"mac'">
OK
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S

N

&

Yriie:
¥ H ESP32 SoftAP 1) MAC Hbht

O e
iy

[AT+CIPAPMAC:<"maC">

Wi i :

[OK

BH

e <” mac” >: FIEESHL, 7 ESP32 SoftAP [{) MAC Hiil

B

Hodk

P AT+SYSSTORE=1, T B HHCHRAEE] NVS 40K
ESP32 SoftAP [ MAC Hii}it 5 ESP32 Station /1 ESP32 Ethernet /R [d], /3 — %5 & [ ELH MAC

o MAC #iihik1#) Bit 0 AR 1, i, MAC itk a] AR “18:-+7, (HAFDAE “15:+7
« FF:FF:FF:FF:FF:FF H1 00:00:00:00:00:00 & JCAHhE, AR E

Bl

[AT+CIPAPMAC:"18:fe:35:98:d3:7b"

3.2.21 AT+CIPSTA: #ify/i E ESP32 Station [1) IP Hukl:

A it 4

Yitig:
#¥if] ESP32 Station [ IP ikl

zs

[AT+CIPSTA?

Wi i ¢

+CIPSTA:ip:<"ip">
+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ipbgl:<"ipv6 addr">

OK
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S

RF

i

& E ESP32 Station {t) IPv4 itk

O e
iy

[AT+CIPSTA:<"ip">[,<"gateway">,<"netmask">]

W
(ox
SH
o < ip” >: RS, Fn ESP32 station 1) IPv4 ik
* <” gateway” >: [
o <” netmask” >: [
e <” ipv6 addr” >: ESP32 station [t IPv6 il
e

o (A a4, HA5 24 ESP32 station 7% A AP o # it B 1

dik

* #TAT+SYSSTORE=1, BB HEUCRHRAFE] NVS 731X
» AULEAS 5 UCE DHCP By S EEIE, ANAT+CWDHCP

2N

- e HERAS IPv4 ik, JU%% ] DHCP
- %1/l DHCP, JUZE i TPv4 stohit
- W —IRECE S R IR

SIPHuhb)s, AREAIEIERY IP

[AT+CIPSTA:"192.168.6.100","192.168.6.1","255.255.255.0"

3.2.22 AT+CIPAP: ily/i s ESP32 SoftAP [¥) IP Mkl

A i &

Lyt :

Frif] ESP32 SoftAP i) IP ikl

[AT+CIPAP?

W % :

+CIPAP:
+CIPAP:
+CIPAP:
+CIPAP:

OK

ip:<"ip">

gateway:<"gateway">
netmask:<"netmask">
ip6ll:<"ipv6 addr">
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S

N

&

Yriie:
¥ H ESP32 SoftAP [] IPv4 Hihit

O e
iy

[AT+CIPAP:<"ip">[,<"gateway">,<"netmask">] }

W

o <V ip” >: FAFESEL, FE/8 ESP32 SoftAP [ IPv4 Mtk
* <” gateway” >: [

o <” netmask” >: TG

e <” ipv6 addr” >: ESP32 SoftAP [ IPv6 Hitil

]

o AW E AT T IPv4 (2%, R3E T IPve [ 4%

o FAT+SYSSTORE=1, Wi'BH i REE] NVS 23X

o AR E 45 E DHCP (Y2 H 0, WAT+CWDHCP
— PR EAS TPv4 Hbhl, %% ) DHCP
- #7531 DHCP, %% S IPv4 Hotik
- BE—RIEESEE E—RKEE

il

[AT+CIPAP:"192.168.5.1","192.168.5.1","255.255.255.0" J

3.2.23 AT+CWSTARTSMART: J| 3 SmartConfig
AT

Lyt :
JJ& ESP-TOUCH+AIrKiss FEAH;

A .
"ﬂé’\‘

[AT+CWSTARTSMART ]

-t

LA

i
FF 45 E 2584 1) SmartConfig

[AT+CWSTARTSMART:<type>[,<auth floor>] [,<"esptouch v2 key">] ]
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Wi 3% ¢
(ox
s <type>: A
- 1: ESP-TOUCH
— 2: AirKiss

— 3: ESP-TOUCH+AIirKiss
— 4: ESP-TOUCH v2

« <auth floor>: Wi-Fi JiiFRi0 H{E, ESP-AT A& i85 authmode % T I FE Y AP

— 0: OPEN (ZkiA)
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPL_PSK
OWE
— 10: WPA3_ENT_192
— 11: WPA3_EXT_PSK
— 12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE

|
0NN W

I
2

* <” esptouch v2 key” >: ESP-TOUCH v2 [t , JII Tl Wi-Fi B0 A1 B & SCEd . KRN

st

D

1]

A 16 FHT .

« HZA K SmartConfig {5 5., #55% ESP-TOUCH fifi I #5545

SmartConfig X 37 f7F ESP32 Station A= T f 5

HJHE Smart get Wi-Fi info F/n SmartConfig iiZh3RHE| AP {58, Z /5 ESP32 2415 AP;
4B +SCRD:<length>, <rvd data> 7~ ESP-Touch v2 i{ENFRELE] H & X EE ;

JHE Smartconfig connected Wi-Fi ZFE/nINIERET] AP;

[A 2k ESP32 5 £ 75 2L 45 SmartConfig Jit % 45 2R [F] 25 45 F- Ml , T AEIAETH E Smartconfig
connected Wi-Fi #ji)GaLR#T 6 %’l‘ﬁﬁﬁmAT+CWSTOPSMART

A F AT+ CWSTOPSMART {511 SmartConfig, #A 54047 HAb M4 . &, £ SmartConfig it F#
T THAB AT L

AT+CWMODE=1
AT+CWSTARTSMART

3.2.24 AT+CWSTOPSMART: {% - SmartConfig
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[AT+CWSTOPSMART

Wi % ¢

[OK

]

» it SmartConfig i3 54, HSiEEATH At dy &2 78 I AT+ CWSTOPSMART Fji SmartConfig &5
WA

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.25 AT+WPS: ¥ WPS Jfig

[AT+WPS:<enable> [, <auth floor>]

Wi i+

[OK

BH

¢ <enable>:
— 1: )8 PBC %11 WPS
— 0: &[] PBC 2kAi WPS
 <auth floor>: Wi-Fi A JFAI [ {E, ESP-AT A<£i%E#:%] authmode {IGT I B{E T AP
— 0: OPEN (EkiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
— 11: WPA3_EXT_PSK
— 12: WPA3_EXT_PSK_MIXED_MODE
— 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE

|
0NNk W
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e

o WPS i JiiAE ESP32 Station {8 GE1 &0 T4 H
* WPS 3§ WEP finz =0

Bl

AT+CWMODE=1
AT+WPS=1

3.2.26 AT+CWJEAP: ¥%#: WPA2 ik AP
A

#2) ESP32 station AR LR AP HFCE 2

A\ .
“ﬂ@“

[AT+CWJEAP?

Wi

+CWJEAP:<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>
OK

BeE WA

Jyiig:
R H AL AP

s

AT+CWJEAP=<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>[,
—<jeap_timeout>]

Wi % ¢

[OK

o

+CWJEAP : Timeout
ERROR

BH

o <” ssid” >: ik AP [ SSID

— QNS SSID =BRGP , L L \\ R, TR
o <method>: WPA2 ™V iAGE 5=

— 0: EAP-TLS

— 1: EAP-PEAP

- 2: EAP-TTLS
o <” identity” >: B 1 BBy, FAFERIRG 1~ 32
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e <” username” >: WEr 2 A4, JolEl: 1~32 %77, EAP-PEAP. EAP-TTLS WiFiAiE =5
WHEASEL, EAP-TLS X ILHEEASEL
o <” password” >: ByE:2 pUMERY, JuR: 1~32 575, EAP-PEAP. EAP-TTLS WifAIE 1%
HAZSH, EAP-TLS X LFH R EARSEL
e <security>:
— Bit0: $2 itk it WPA2 Enterprise [l 55 # 3i CA UE 13550 ;
— Bitl: & Pk A CA JE45 £ A% WPA2 Enterprise i 45#5 i i IE 13 5
* [<jeap_timeout>]: AT+CWJEAP fiy A Wi JHBIT IR, BAf7: b, BRAE: 15, JEHE: [3,600]

Bl

// £EE EAP-TLS AEF AWML UM 2P, REAH, BRUEMRLBIES, WREPRIEH

AT+CWJEAP="d1ink11111",0, "example@espressif.con",,,3

// ¥ E EAP-PEAP A F 7 By 4 W o
AP, HE AR, AP 4. B8, ARIERFEIEH, AWEE P HIEFH

AT+CWJEAP="d1link11111",1, "example@espressif.com", "espressif", "testl11",0

HRICRS:
WPA2 {5\ 45 DL ERR CODE : 0x<%08x> #5CHT Hl :

AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT _EAP_SET WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET _IDENTITY_FAILED 0x8005
AT_EAP_SET USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT _EAP_SET CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT _EAP_READ KEY_FAILED 0x800E
AT_EAP_SET CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT _EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET _METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT _EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER _COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
ZTn
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RI1-#IWN
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

el

o FFAT+SYSSTORE=1, Fit'E WU RI7E] NVS 43X
o i H A 43575 Station i
o {1 TLS IAUF )y R A P iiE

o WAREAEEHECWUETS, BITHHE M HAT+SYSMFG 54 % WPA2 Enterprise % F ik 15, 4158

R E CHED , 5% o T 297 PKIBLE .

o UNSR <security> [LE N 2, KN TR #AIE AR, 57 K LAT+CWIEAP iy 2 Tl i £
ESP32 B3R EH| 4 uiitial . (#30] DA & 3% AT+SYSTIMESTAMP=<unix_timestamp> £ 2 it & 24 i i}

6], %iEAT+SYSTIMESTAMP? 7425 24 BiHf ] . )

3.2.27 AT+CWHOSTNAME: #ify/¥ ¥ ESP32 Station ¥ ML 4

it &

Tytig:
#rif] ESP32 Station {4 E 144 R

O e
iy A

[AT+CWHOSTNAME?

Wi i *

+CWHOSTNAME : <hostname>

¢ E ESP32 Station [ FHL4 FR

[AT+CWHOSTNAME:<"hostname">

W i ¢

[OK

# 1 IT A Station A5, IR [A] -

[ERROR

e <” hostname” >: ESP32 Station [ EHL4FR, T ARKE: 32 %
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vei
o Mt 'E H SONRAE S flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #Fify/¥t® Wi-Fi 51010
A i) iy A

ik
2¥if] Wi-Fi [H R

Py
A

[AT+CWCOUNTRY?

W

+CWCOUNTRY : <country_policy>,<"country_code">,<start_channel>, <total_channel_count>

OK

[y

& &
i

T E®

BeE Wi-Fi [ 50

P
i) H

=

‘ AT+CWCOUNTRY=<country_policy>, <"country_code">,<start_channel>, <total_channel_
—count>

Wi

[OK

¢ <country_policy>:
- 0: R [E ZACS R ESP32 54 A AP 11 E AL
- I AR EZRA, AR ARG ENE R
* <” country_code” >: [EZMM, HAKE: 3PMEMF, FEEZRMRIWSF% 1SO 3166-1 alpha-2 fi
e
o <start_channel>: SEIAE53E, JUHE: [1,14]
o <total_channel_count>: {ZiH M4k

Bl

o PEAIEWIES Y . WiFi [E5A0X L.
o BB H R 77 H) flash
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il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3

TCP/IP AT 4

28

AT+CIPV6: J2 /%5 i IPv6 W% (IPv6)

AT+CIPSTATE: #5ifi] TCP/UDP/SSL #4:#:(= A&,

AT+CIPDOMAIN : 15,4 f@HT

AT+CIPSTART : 7#~7 TCP i%£8:. UDP {&#ak SSL &4
AT+CIPSTARTEX : 7~7. H #1400 ID () TCP &4 . UDP {5455k SSL %4
[1E A A ABEAEX] +++: BB RAERE X

AT+SAVETRANSLINK : $&8 Wi-Fi FFHLiE X (55

AT+CIPSEND: FE-§idi 2442 X, o Wi-Fi i 4 X T RS 50
AT+CIPSENDL: Ti-&i@ fE3i 48 X, FHATRIE KSR
AT+CIPSENDLCFG: ¢ EAT+CIPSENDL fir %1 Bk

AT+CIPSENDEX : FE- i@ a2 X, TR AP i b X & 550
AT+CIPCLOSE: 4] TCP/UDP/SSL %

AT+CIFSR: ZFif)A<Hb IP #ihkFl MAC Huht

AT+CIPMUX = & /%5 ) 2 1 Bt

AT+CIPSERVER: ##~7/% 4] TCP 5 SSL fi 4552
AT+CIPSERVERMAXCONN : 25/ B R 55w FUVF 8 ST B e KO 350
AT+CIPMODE : 51/ % B A& #iksi 2

AT+CIPSTO: iR/ E AN TCP IR 55 S I B[]
AT+CIPSNTPCFG: #5115 B I X 1 SNTP R 5555
AT+CIPSNTPTIME : %] SNTP H[q]

AT+CIPSNTPINTV : 23]/ 5 SNTP B [a] [ 25 1 18] [
AT+CIPFWVER: IR 5545C A 1 AT [E{ERR A

AT+CIUPDATE: i Wi-Fi F-4% &4

AT+CIPDINFO: ¥%%& +IPD Ji 15

AT+CIPSSLCCONF = #5ifi)/i% & SSL % 13k Firl -

AT+CIPSSLCCIPHER : 1)/ &: SSL & i i) B3 h5 2544 (cipher suite)
AT+CIPSSLCCN : 2]/ B SSL & i i 2 H 44 (common name)
AT+CIPSSLCSNI = #5)/% ¥ SSL & i ft) SNI

AT+CIPSSLCALPN : Z5i/1% % SSL % '3 ALPN

AT+CIPSSLCPSK : #¥if)/#% & SSL % Fuiif) PSK (FEF &)
AT+CIPSSLCPSKHEX : #¥if)/$5¢8 SSL % Pt PSK (753t Hi#% =0
AT+CIPRECONNINTV : 25)/%8 % Wi-Fi i 1£ 42 X, F 1) TCP/UDP/SSL & i% [a] [
AT+CIPRECVTYPE: /% B &7 B

AT+CIPRECVDATA : SREAE S H X T i &3 w4
AT+CIPRECVLEN : il sh i N w4 i K
AT+PING: ping %}t 341

AT+CIPDNS : #5ifi]/i% & DNS IR %2515 B,

AT+MDNS: % mDNS Ijfig

AT+CIPTCPOPT : /1% BB I

331 ¥

¢ BOARY AT [EPFSCRFIE OO N A AT 6o QSRR 242 2 ESP32 BUASCR I a4, 15 HA T4

i ESP-AT A2, AT E TR RS (NHEIURMAR, MRIEEHH )
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21 OTA 14 (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

#H] PING 1% (AT+PING): Component config->AT->AT ping command support

# M mDNS 134 (AT+MDNS): Component config->AT->AT MDNS command support
&5 TCPP fip % (AR . —HAEM, B TCP/IP THREFF LM, BFR2 AT IX 88 AT iy
/7\) Component config->AT->AT net command support

3.3.2

AT+CIPV6: J3H/EEH TPv6 %% (IPV6)

I

i

i) IPV6 [ 452 7 i fE

.
"Il/?\‘

[AT+CIPV6?

W i :

+CIPV6:<enable>

JE /R TPv6 (2%

Py
A

[AT+CIPV6:<enable>

Bl

<enable>: IPv6 W25 RRIRGS . ERIAE: O
- 0: 251 IPv6 2%
— 1: J3H 1IPv6 M %%

H7AT+SYSSTORE=1, P8 ¥ MO RAEE] NVS 43X

R T IPve W%y B 2N M, FE LB H IPve M %, (B 4 A
F IPv6 [ % ffi | TCP/UDP/SSL/PING/DNS, i Fi 4 TCP6/UDP6/SSL6/PING6/DNS6 1§
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )
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3.3.3 AT+CIPSTATE: 7% ify TCP/UDP/SSL 455

[AT+CIPSTATE? ]

M) i :
R, AT 3R [H]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

LA TR, AT 1R [0

* <link ID>: [MZ51%4; ID (0~ 4), HTZ &8N
o < type” >: TSR, FoR LR TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEFHESEL, Fonutng IPv4 Hihlkak IPve #ihl:
o <remote port>: iifiiifi I {E
* <local port>: ESP32 Z<#biit [1{H
* <tetype>:

— 0: ESP32 A VE & F i

— 1: ESP32 VMRS 4

3.3.4 AT+CIPDOMAIN: I§#f@dr

B

-t

=

A

[AT+CIPDOMAIN:<"domain name">[,<ip network>] [, <timeout>]

W

+CIPDOMAIN:<"IP address">

OK

e <” domain name” >: TR
o <ip network>: P1EIP %, BRiA(E: 1
— 1 EYEMENT R TPv4 Motk
— 2: HfEAT N IPv4 Hihik
= 3: LURHTS IPv6 HihE
o <” IP address” >: f#MT)SH) IPv4 #ihikak IPv6 Hidik
* <timeout>: iy i}, BAL: ZFb. BRUIAE: 0. JEH: [0,60000]. BEEH OB, i KR
TR WIP PRk B MR O B, And-Teds et Nkl (HesZIEFE2Y 5 KB 1yEas[] .
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il

AT+CWMODE=1 // % E station H# =&
AT+CWJAP="SSID", "password" /] %
AT+CIPDOMAIN="iot .espressif.cn" V- EX Y

/] B A BAT, REBATA IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B A BAT, REEATA IPve Mk

AT+CIPDOMAIN="ipv6.test-ipv6.com", 3

/] B AT, BEHMEATA IPv4 M i

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.5 AT+CIPSTART: %t TCP #%:$:. UDP {L#fuk SSL %

o« 5 TCPi%i:
o 3 UDPf:éh
o 3 SSLifiE

z

i TCP ¥4
wEwA WA
// P 3EF (AT+CIPMUX=0) :

AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>][,<"local IP">][,
—<timeout>]

// % % ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

L)V
FRPERARTR, ARl

CONNECT

OK

Z AT, R

<link ID>, CONNECT

OK

o <link ID>: W %i%EH: ID (0~4), HTZEENEL. ZSEGEERHT menuconfig FHHA
BRI, — A2 AT PR E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A42 LWIP
MO BCE T LWIP_MAX_SOCKETS , ERIMEH 10, ZEUGZSETERE, EFHEZE il & I
AT_SOCKET_MAX_CONN_NUM F{EIF B PR % ME A KT LWIP_MAX_SOCKETS Wif{H. (iEZ%%iF
ESP-AT 42 SRMEZAEH..)

o <" type” >: FRFERSEL, FIRMYEIEREM,” TCP” 1 “TCPv6”. ERIAME:” TCP”

* <” remote host” >: FIFRBY, FRiti IPv4 Hidik. IPv6 Hbhk, =0l4%. fKh 64 F45.
SRR B A2 B4 KB 64 <277, 15 i AT+CIPDOMAIN iy 23RBS 42 % B ) TP ol
SRS TP btk ST 3 4% .

Espressif Systems 79 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

Sply Sy

* <remote port>: G [1{H
o <keep_alive>: Pl B £3:5 1 SO_KEEPALIVE &3 (&% : SO_KEEPALIVE N47), Hfi: b,

e JGREl: [0,7200].
- 0: ZEJf] keep-alive ZHEE; (BRIA)
- 1~7200: JF)3 keep-alive B, TCP_KEEPIDLE {f % <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT &} 3.
o KA <keep_alive> B HAT+CIPTCPOPT AW <keep_alive> ZE(HH[E, %4
HE B AT TE o ARGBATA G QI E. <keep_alive> 4, MIBGAM A ERECEE.

o <” local IP” >: ZAHby IPv4 Huhksk IPvo Miht, FHF45EidEss. AWM %8 024 1P ik
B, WESEAEEA R . RIANER. WFES RS A RE. TRE N

o <timeout>: fiy BT, HA: ZFb. BRAME: 0. JE: [0,60000]. BEEK OB, Ay
TIZEAN IWIP Pl s B AR O B, My STEds BN AR El, (A& ZIHFEL 5 KB [z,

B
o UNARIRAEELT TPv6 WS, —> TCP 8z, T HATRA R B4
- T4 AP 3% IPv6
- R BAT+CIPV6=1
— W AT+CWIAP 1523k BLE | —4~ IPv6 il
- (W[3%) @ITAT+CIPSTA? 6y A¥5A ESP32 275 k3 IPv6 it
il

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

// #% ¥ GitHub # TCP R4 &, % & 5 B
AT+CIPSTART="TCP", "www.github.com",80,,,5000

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPvb6", "fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at B i 3 AT+CWJAP # BL ¥ IPve 4 B #i it
AT+CIPSTART="TCPvb6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

it 7. UDP £y

// ¥ ¥ ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—">] [, <timeout>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">, <remote port>[,<local port>,<mode>, <
—~"local IP">][,<timeout>]

W i <

FRPEHAR, k)
CONNECT

OK

ZHHRGUT, Rl
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<link ID>,CONNECT

OK

o <link ID>: M#51%5: ID (0~ 4), HT 2B

o < type” >: FRIHRSE, FIRMKIERIA,” UDP” 5 “UDPv6”., ERiAfH:” TCP”

« <” remote host” >: FEFFFRBE, FRimin IPv4 ik, IPve bk, BilEi4. HKH 64 F37.
AT B 4 B4 KB AT 64 5275, T AT+CIPDOMAIN iy % 4R B 44 %5 [ 1) TP Hbhl
SRIGEH TP Mk iR .

« <remote port>: L 1{H

* <local port>: ESP32 #4451 UDP i 1A

« <mode>: £ UDP Wi-Fi &L, ARSEELLIEH O

- 0: 20 E) UDP i )G, AeAsxtius UDP #idkfE B (2RiA)

= 1t U — R BRICE SRR B EAN [ B 6 i UDP s, A8 Xt UDP b5 o8 K3k 5o
WA Iy TP Hiyhk A 1

— 2: SR E] UDP %idmint, #ReZE Xt g UDP Huhk{5 B o0 AR B a5 4510 1P Mtk A 1

* <” local IP” >: ZHif IPv4 Hihls IPve Mk, M T40a . A2 M 024 1P Hilk
B, WESEAEEA M. BIAKEEH . R CEITIRE. E N,

o <timeout>: f@NT. HA: ZFP. BRAME: 0. JE: [0,60000]. BEE K OB, iy i
T ILEH IWIP PSRk B AR O B, My 7ER @B R, (HZIHFEL 5 KB 7S .

]

o ISR UDP 342 P i 1P Hudil 2 IPv4 2H3% bl (224.0.0.0 ~ 239.255.255.255), ESP32 %454 K& 1%
F12 UDPv4 413%

o I UDP #Ef: iyt IP Motk 2 IPv4 T #E b4k (255.255.255.255), ESP32 5% 45/ & 325 B2 Uk
UDPv4 | #%&

e B UDP i 4 f iy am ug IP #h hk 2 IPve 4 M HE (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32 % 45 ¥ 3 T IPve W %%, & £ 3 Uk
UDP 4%

» S <mode> 1, FRRESE <local port>

o QUARGEAEELT IPv6 247857 —> UDP &4, HPATRA N EAE:

— R AP 34 IPv6

- KEBAT+CIPV6=1

— WITAT+CWIAP iy A 3RELE]—A™ IPv6 #ihl

- (W[3%) sEAT+CIPSTA? 6352 ESP32 273Kk HE] IPv6 Hutil

o QR R K E R T 1460 5 Y UDP 4, 3 H 474 1% ESP-AT T 42, FE45 h b E TR
1P Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 # #%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// B F pool.ntp.org W UDP feir, R E 5 ## M
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #F Ipve [ %4 ¢ UDP ¥ %
AT+CIPSTART="UDPv6", "fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£f37f:bb03:5d9p™"

// #F Ipve [ %4 ¢ UDP % %
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0
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@ty SSL s

BEae @

// ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">] [,
—<timeout>]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[, <keep_alive>,<"local.
—IP">] [, <timeout>]

W
FRPERARCR, Rl

CONNECT

OK

Z AT, R

‘<link ID>, CONNECT

OK

 <link ID>: MZEH ID (0~4), HTZHEEWHN

o <7 type” >: FLFERESRL, FRMGIEREAL,” SSL” 1 “SSLve”. BRIA{H:” TCP”

* <” remote host” >: FEFFFRBE, FRimin IPv4 Hidk, IPve bk, B4 . HKH 64 F37.
ST B A4 B4 KB AT 64 5275, T AT+CIPDOMAIN iy % 4R B 44 %5 [ 1) TP Hbhl
SRIGEH TP Mk R .

« <remote port>: L 1{H

o <keep_alive>: Ml EHERFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE N'4H), BAfi: Fb.

o JEHEl: [0,7200].
— 0: 2% keep-alive ZHHE; (BRIA)
— 1~7200: FJ& keep-alive ZJE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {f% 3.
o KA <keep_alive> ZE(SAT+CIPTCPOPT iAWl <keep_alive> MR, HEAH
MG E a2 UE . MAEIT ARSI AN E <keep_alive> Z%k, MIERIAME A LR B & 1IE .

* <” local IP” >: ZKHiIff) IPv4 Huhibul IPv6 Hudik, HIT465EiEH:. A 2R 454 D s> 1P ik
W, WSBAREA M. BSOS . WA e BT, IR

o <timeout>: Ay, B R, BRIAME: 0. FEH]: [0,60000]. BEEA O W, v A
TIZEA IWIP Pl BeE AR O I, fr AR e iR ml, (HZ{HFEZ) 5 KB RyHEZS(R].

el
o SSL MR BT W] WAF I K IE R
o SSL R HAKENE, WIAANESSHRZES
o WIS AT+CIPSTART fip¥ &3t T SSL %4z, HA MR A ET IR 10 B2, WG i s ] 25 48
HEK, BT R T ER AR5
o fy—L£8 SSL Ik 55 #% 75 % SSL % iy 75 1% 52 B BEoR 4R J 7 By 3R SNI, i 7E SSL 3% 2 i 4 fif
FIAT+CIPSSLCSNI fi4 it B SNL, SO, SNI AG{E A IR 55 2513844
o WIRMBHUET IPvo M558 —A SSL 4%, W PATLA FHRAE:
— % AP 7§ IPv6
- BB AT+CIPV6=1
— SBITAT+CWIAP 6 3REE|—A IPv6 it
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- (W3k) HITAT+CIPSTA? iy 4464 ESP32 J2 753K H 3] 1Pvo Mk

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/) EBEMKLME SSL ME& B, #E 5 HEH

AT+CIPSTART="SSL", "www.bing.com", 443, ,,5000

// esp-at B ¥ 3 AT+CWJIAP #% Bl ¥ IPve 4 B Hi ik
AT+CIPSTART="SSLv6", "240e:3a1:2070:11c0:6972:6£96:9147:d66d",1000,,
."240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.6 AT+CIPSTARTEX: &t (3205018 ID %) TCP ¥EE:. UDP {£4a% SSL ¥EH:

A By A 5AT+CIPSTART AL, AEETET: L HEREER T (AT+CIPMUX=1) TLHEFHH D, RS
25 BB A 1D,

3.3.7 DUGEHBIEBLA] +++: BB EPRE

Rk AT R A

Yyfig:

BHAERX, HEAGASEX

Command:

/) RE R R A

et

|

o WARPRMATA B A AR + F4F (R ASCILAG: 0x2b), [AlEfir %452 1A CR-LF F4f

o BEREE—A> + FAFRIE A 20 ms I [A) ARG A BCA AR A, 55 =4 + FAF IS 204 20 ms I5f1H][5]
PR HA A, A + FRFZ B 2 2AT 20 ms B[R] [E] R P9 A HABE A . B, + FRESERY

o AFRFFIRIIAT iy - BAT i I

 WHEDERE | AT & AT @

3.3.8 AT+CIPSEND: i ilifbimbBiXek Wi-Fi &% BT &S E

CE

)E'\J

fi:
PR R T, 0 KRR, WS R MK IR T 8192 595, W IAT+ CIPSENDL
oK

e

// M ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

(T
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(B L)

// UDP f& #y [ 45 & X 3 £ ML A0 3 A
AT+CIPSEND=[<1link ID>, ]<length>[,<"remote host">,<remote port>]

W ) :

OK

>

R FR AT EHE R R TR , BURHET DA AR, 24 AT S8 8l KRS <length>
Ja, Bt IS

QSRR 7 T R A i I S T T, R [

[ERROR

TR BRI AU CRAERERC 240X B i), & W

[SEND OK }

W]

& |
uf;

[ERROR }

BEA Wi-Fi i 42 X, ESP32 Bar R I R 8192 7Y, e K Acik 2920 7Y AR 2 i et I
RTFET 2920 7797, Hlla 5w B s 2920 75— 4RI T A0s , B W55 R 20 2 FPaiSF iR
MR R T4 T 2920 A5 AR AR Bl (ST DAE AT AT+ TRANSINTVL i B B BE IR ) 24 %0 A Bk —
flt++ I, GBHEHARX IR AR, R ER 1R A AT @l

KAy MIAETT JBiE A2 X AR RTER N . 25 4 Wi-Fi UDP % {%, AT+CIPSTART 34154
<mode> WK E N 0.

o <link ID>: 2353 1D (0~ 4), JIFEHEHEH

» <length>: KCEK[E, KAl 819254

+ <7 remote host” >: UDP i DUfi s M 0L IPv4 Hithik. TPV HlE, sl
» <remote port>: UDP {4 DL & sk 1
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]
o UA] DA AT+CIPTCPOPT 436454~ TCP M4l B 7k . flin: %8 <so_sndtimeo>
5000, W TCP &ikfRfESAE S PR EIZER, TR MR 2RI, X AT MCU %575 AT a4
[ 42 PRy EsF]

3.39 AT+CIPSENDL: itk FIF kit KB

yfik:

Sm AR AT, FERKE, T AREE (AT 64 IR AT A X A 22 5291 71) .
AT DA AT+ CIPSENDLCFG iy % BL B A S i %o AR IR AR B BE /N T 8192 77, #8tumT A
{di F AT+CIPSEND £ 4 %:3% .

Py
A

// M ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP 1% %y ¥ 38 & *f 3 £ ML A 3 1
AT+CIPSENDL=[<link ID>, ]J<length>[,<"remote host">, <remote port>]

W 3% <

OK

>

J

EaRma R AR AT JEALAE AR X I HLE MR AT a4 s R R , BUI 5T DR AR, —H AT
a2 RGN, Bl 2P RIZ U, Bt mITn .

MR C TR, RESMIRAT+CIPSENDLCFG LB FARE L -

[+CIPSENDL:<had sent len>,<port recv len> }

WAL +++ O UUE, RGRM

[SEND CANCELLED }

MR EIRA P E RN E, ARG RARN

[SEND FAIL }

R BT B A A CRREEIRC 40X Bx i), RETHRA RN :

[SEND OK }

MIERIRITI), G AR +++ S BUH &k, A ESP32 ik S NAIEAR X GBI . B, AT iy 4w
Ha— B, BRERER <length> KRIEHHNS, 4 SBHAERX.

¢ <link ID>: [Z%3%H ID (0~ 4), T ZEENEL
o <length>: Bl K, fAfH: 23 -1 54

e <” remote host” >: UDP &40 DAFS EXT i 4L : IPv4 Buhk. IPve ik, BilEi4%
+ <remote port>: UDP £ 4] PATS & Xt i i 11
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* <had sent len>: J{T) A& B JiC)Z VSRR BB K BE
« <port recv len>: AT &3 U R 50 B K )

|

o BUUEET UART 4%, B0, R UART $IGH BT M 28 Ak sl BE I, & B0 & 2k

o BRI LAEFJAT+CIPTCPOPT fiy R A TCP ML BB e . Bl B <so_sndtimeo>
5000, M TCP Ak #fEoAE S FPNIR ISR, ToiR s @RI . X ATPAT 4 MCU 26£F AT fiy 4
[ A2 P IS 1]

3.3.10 AT+CIPSENDLCFG: i AT+CIPSENDL 7y A1) @k
A ity 2

itk
251 AT+CIPSENDL £y A1y it B

[AT+CIPSENDLCFG?

W i <

+CIPSENDLCFG:<report size>,<transmit size>

Yyt
1 & AT+CIPSENDL 34T &

A

[AT+CIPSENDLCFG=<report size>[,<transmit size>]

« <report size>: AT+CIPSENDL iy 4R/, BRIAE: 1024, JEF: [100,2 207, @ildn: &5
<report size>{H} 100, WJAT+CIPSENDL 145 B <had sent len> FIRJF4HN (100,
200, 300, 400, ---- ). WA <had sent len> FIR{EEEET LR L HIMEHRK .

* <transmit size>: AT+CIPSENDL iy % F LA, BAaE T HdE LKA Uk BRI . B
IME: 2920, {ER]: [100,2920]. AR HIEHEKE R TET <transmit size>, HIELLR)
B9 A% <transmit size> FAT—ZHMBI TR, BIMSSER: 20 Z RS R A KT
T <transmit size> FATFHEEEPE (L0 PAEITAT+TRANSINTVL £y 4 Hic B IR ) -

]
o XF TR /MBS SRR R S A, IR E RN <transmit size>. tMHEEEEHE
14 AT+CIPTCPOPT A% B TCP_NODELAY g
o MR KRR, WEERRER AN <transmit size>. WMHEFREFELA TR 5 ESP-AT 5
vk M A8
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3.3.11 AT+CIPSENDEX: fE# ittt R T Ity i Xk i e
FauRniy

R T, KRR, s MR R \ 0 (xS, 0x30 ASCID M4 MR 4%

s

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP f# W 35 & % 3% IP H ik Ffng o
AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi

OK

>

J

EaRm R FoR AT CHE RO AT R, BT AR AR KRIER B, 24 AT 30 B K18
#| <length> JG#dlt Bl \O AP, Bl temirin .

MR A T VA SR A I R T, R[]

[ERROR }

R BT A B O S AR CR R E 2 AR B ), &[]

[SEND OK }

<link ID>: [A43E45% D (0~ 4), T ZIEBIT L

<length>: B, HAR(E: 8192 FFy

<” remote host” >: UDP &4l AFR S 4L : [Pv4 Hihik. IPv6 Hihl:, sl
<remote port>: UDP £ 1] PAS & X i i 11

(|

o BRI R R BORES, BUBE B\ 0 AT (0x5c, 0x30 ASCID), ¥dlE&IriG, RgtiRE
WE AR, SN 4 AT e

o IREHEPAE \<any>, WEEBRBFL, REH <any> 55

o WIRFE KRN0, 55 R \\O

o XA DA FAT+CIPTCPOPT fiv4 ¥ h4EA~ TCP Rl B AR 7k . F1U0: & <so_sndtimeo> Ay
5000, W TCP A& ikEAESAE 5 B NIR LSRR, LB IR 2R . X DA MCU 4545 AT find
[1] 5 R ERF []

3.3.12 AT+CIPCLOSE: J:[fl TCP/UDP/SSL 4
B s

i
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KM Z BT ) TCP/UDP/SSL #4%

P e
"ﬂé?‘

[AT+CIPCLOSE:<link ID>

Wi % ¢

<link ID>,CLOSED

OK

AT 4

g
KM ISR ) TCP/UDP/SSL 14 4%

[AT+CIPCLOSE

W i :

CLOSED

OK

B

* <link ID>: TR FLIER: ID, QRBEN S, WIFR KPR %

3.3.13 AT+CIFSR: #rifyAHs IP Huhkfil MAC Hihl
AT

ez

[AT+CIFSR

Wi % ¢

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIP6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIP6LL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK
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¢ <” APIP” >: ESP32 SoftAP [fJ IPv4 i

o <” APIPG6LL” >: ESP32 SoftAP [ IPv6 ZsHhk i bt
e <” APIP6GL” >: ESP32 SoftAP [ IPv6 4 o bl

e <” APMAC” >: ESP32 SoftAP ] MAC Hihl

o <” STAIP” >: ESP32 station [{{j IPv4 H#iiht:

e <” STAIPG6LL” >: ESP32 station [ IPv6 A<Hu4% & Huhl
o <” STAIP6GL” >: ESP32 station ] IPv6 4> )&l

e <” STAMAC” >: ESP32 station /) MAC #iihl

e <” ETHIP” >: ESP32 ethernet [{] IPv4 Hihl:

e <” ETHIPG6LL” >: ESP32 ethernet [ IPv6 4= Mk i i -
o <” ETHIP6GL” >: ESP32 ethernet [{] IPv6 4= Jayihhl:

e <” ETHMAC” >: ESP32 ethernet 1) MAC #tilit

Bl

o HUA 24 ESP32 WA RICEI AR G B 5, A RELDE E Y IP MUkl MAC Hutik

3.3.14 AT+CIPMUX: BEH/Z8H 2800
A it 2

itk
R

iy 4

[AT+CIPMUX?

Wi i <

+CIPMUX: <mode>
OK

B
fie:
P

[k

[AT+CIPMUX:<mOde>

Wi i ¢

[OK

BY

o <mode>: JEFZA, ERAE: O
- 0: FERE
- 1: ZiER

Espressif Systems 89 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

e

o JUB 4 BT A T BT T I A ] B O e

o AfE 1R X (AT+CIPMODE=0), A REBE N L HEH

o WRFESLT TCP/SSL RS54, MU RIS, W XIS 4 (AT+CIPSERVER=0)

o ZIESIFATREOCELIRN, RS BN AT R OL, 5 ORI ™ i 1) 52 P i DLt A T 0
i, IS MCU X PIFEAS 2 1 b 3

il

[AT+CIPMUX:1

3.3.15 AT+CIPSERVER: #tr /5[] TCP 5% SSL 55 %%
A%

i
#if] TCP/SSL R 55 ks

[AT+CIPSERVER?

W i <

+CIPSERVER: <mode> [, <port>, <"type">,<CA enable>,<netif>]

OK

B

s

[AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>] [, <netif>]

LT
(ox
e <mode>:
- 0: XM 48
- 1 @ RS54

o <param2>: B <mode> A[H], MILSHE AR :

o NI <mode> £ 1, <param2> fAFEu 5. BHOAME: 333
o QIR <mode> 2 0, <param2> fAEMRFAEE XA R Fin. BRAE: 0
- 0: XM OR B A % P i 1 12
= 1t KPAMRSS 2RI K A %
e < type” >: [R4IEKA Y TCP”,” TCPv6”,” SSL”, 5 “SSLv6” . BRi\{&:” TCP”
¢ <CA enable>:
- 0: Al CAAIE
- 1: ffif CAAIE
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o <netif>: HEMRITASIITARZE R L, BOAME: 0.

B 4 1
Wi-Fi station 32 []
Wi-Fi SoftAP 2]
PAK Iz M

|
[OSIN S I )

|

o ZEEHILT (AT+CIPMUX=1), A HEITIEIRS: % -

o BIEIRFSAv)E, HEhES IR AT, R R A VrrE— ko5

s MHFFmEA, S HEE N D,

o ARGEAEELT IPv6 M4 Q> TCP/SSL iR 54, i & Jei BAT+CIPV6=1, FF3RH—> IPv6 b
k.

© KMRF AR SH <"type"> A Z JRHIZHLITE I .

il

// B TCP & B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B SSL & B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// ET 1Pve W%, GlE sSL R4 &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLve", 0

/1R MG BOFE XA TR &

AT+CIPSERVER=0, 1

3.3.16 AT+CIPSERVERMAXCONN: #%ify/i% ¥ 55 2% fe i de v iy b K e 5
RIS

i
#if] TCP 8 SSL iR 55 s SLVF AL M i K IR AR

O e
iy A

[AT+CIPSERVERMAXCONN? }

Wi 3% <

+CIPSERVERMAXCONN :: <num> J
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[AT+CIPSERVERMAXCONN:<num>

Wi % ¢

[OK

* <num>: TCP 5 SSL /IR 45 #% RV LAY B R EERAL, YEl - (1,51, AR

{8, 2% AT+CIPSTART 413480 <1link ID> Mk,

]

BB EOZS R BRI

o WEBE R EREE (AT+CIPSERVERMAXCONN=<num>), H1E0HIR % 2L HiikE .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.17 AT+CIPMODE: #ify/Vc ki

A%

i
e

[AT+CIPMODE?

Wi i ¢

+CIPMODE : <mode>
OK

gﬁ

STZS

Dyt
R A

O e
iy

[AT+CIPMODE:<mode>

Wi i ¢

[OK
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55
e <mode>:
— 0 X,
— 1t WicFi i B ARICREK, (L0H TCP B4 . UDP [S52IE (5% SSL MPERH b
o

* FUEEHUCA TS flash.
* {5 ESP32 JEA Wi-Fi i (4RI X T, AL D RERF TEIA BT -

il

[AT+CIPMODE:l

3.3.18 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 23 d if i [ia]
A4

ik
Frif) A TCP/SSL R 55 28 8 sf Hef )

Py
A

[AT+CIPSTO?

W 7

+CIPSTO:<time>
OK

XA

&;

i
TCE AR TCP/SSL fig 55 g i I 1]

Py -
iy s

[AT+CIPSTO:<time>

Wi i ¢

o <time>: 7l TCP/SSL iR 55 anamtifia), B0i: £, HUEVER: [0,7200]
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e

-é&mW$L¥PﬁE«nm>ﬁﬁmiﬁiﬁ%ﬁmw,msz%ﬁ%%%%ﬁﬁ

o WRKESH <time> N0, NFERKEASHE, NEBGXFEBEE .

o TEVCERIIIE N, 4% P &5 IR Ss s EA5 BUE IR S5 48 K 5% Fmifs s iy, THit g =
THEr. RS, 2 e .

il

AT+CIPMUX=1
AT+CIPSERVER=1, 1001
AT+CIPSTO=10

3.3.19 AT+CIPSNTPCFG: #Fify/i% Bt IX 1 SNTP JIlR55 5%

iy

[AT+CIPSNTPCFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>[, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP. }

—server3">]
OK

RS

L A

v [T

K

LA
&

5?

AT+CIPSNTPCFG=<enable>[,<timezone>] [, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP.
—server3">]

e <enable>: % E SNTP iR %2s:

— 1: {35 SNTP JIg%-4%;

— 0: N E SNTP lR457% .
* <timezone>: SCRFDAFPIFfE :

- R TERT: [-12,14], BERUV/NESRERAL, @ SRR (UTC) iR Ktrmid K2
X (UTC-12:00 & UTC+14:00) ;
B Mg ute RBE, UTC RBERE TIRFEMZ D E] UTC B A RERS- 24
HurHE], @SR N [+ -] [hhlmme QR Y4 KAEAR] T2 APE, WA s, WRE A
1, WSRIEEL. /N (hh) D20 -12 B 14 2 [8], 4080 (mm) DAZ507E 0 2] 59 Z 6], fln, 4
AR XU E R0 = WS, B uTCc+12:45, WL <timezone> SR E N
1245, BE2{FEES% UTC ity &t
e [<” SNTP serverl” >]: 2E—> SNTP R%5%%.
e [<” SNTP server2” >]: 2 4> SNTP R%#%.
e [<” SNTP server3” >]: %=/ SNTP k5%,
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e

o WHEMABERIEG L=/ SNTP R%#:5%0, MELA(H “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” Fl
“us.pool.ntp.org” H 2 —,

o XFEMMS, EMH <timezone> ZETHES I E N <timezone> ZEA—FE. FH
<timezone> ZH L FtE —Fp UTC A B, fFlaN: X B AT+CIPSNIPCFG=1, 015, HFA4
M, ESP-AT & ZBSHfIXSHHIT 0, Bl EME 15, NETHE Mg, FrRisiidss —
UTC fw#% A&, Wt uTc+00:15, W@ A it k2 0 i IX.

* BT SNTP &£ T UDP ¥k RN I 52, 448 ZAah), <530 ESP32 [} R] Joyk M i
m&. —H AT @4 i+ TIME_UPDATED , RFEWTRIE 2, M4 DA A R AT+CIPSNTPTIME?
AR 24 T E A

il

// & SNTP B4 #%, REFEMK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fEf SNTP R4 #%, REXEAH MK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
=

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fF SNTP R4 %2, S EHWLH R X WHY KR (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.20 AT+CIPSNTPTIME: #ifj SNTP Iif[i]
A it 2

ez

[AT+CIPSNTPTIME? }

Wi

+CIPSNTPTIME:<asctime style time>
OK

]
» A 5% asctime A1) E X% I asctime man page .

* ¥£ ESP32 it A Light-sleep B Deep-sleep Ji Fi- M [, 2% 40 W) [A] /] BB & N . B E i &
£ AT+CIPSNTPCFG 54, M NTP R %5 #e 3k BUH 1]

* SNTP FRIUE| I [E A TE RTC K3, BMAERER CE A AH) 5, FEAS LK.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

(T
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OK
g

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

(% L 50)

3.3.21 AT+CIPSNTPINTV: #ify/i® SNTP It 6] 261 0] be
Rl

O e
iy A

[AT+CIPSNTPINTV?

W

+CIPSNTPINTV:<interval second>

OK

)E’J

AUN T

A

[AT+CIPSNTPINTV=<interval second>

 <interval second>: SNTP [[a][FH[a][F. BAf7: Fb. LR [15,4294967],

B

o BOE TIFREIE ARG, ERE ESP32 AR NTP 55 & 3R MU it s 1) o

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) EANEE = K

AT+CIPSNTPINTV=3600

OK
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3.3.22 AT+CIPFWVER: #ifjli 5523 C AT AT PR A
A

Jyiig:
RIS E A1 ESP32 AT [ R4

s

[AT+CIPFWVER?

W i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32 AT [&[{4:hx 4

Bl

o TEREFRZETIIA) OTA HUANE, 582U BB S A [ (A AR TH 20 o

3.3.23 AT+CIUPDATE: jfixk Wi-Fi J18¢ 511

ESP-AT FEia 17N, i Wi-Fi A BS54 BR300 B 2R L0 X, AT T2 1

A a4

i
#Eif) ESP32 A 1 TR

"ﬂ4>°

[AT+CIUPDATE?

W

+CIPUPDATE:<state>

OK

PATa 4

i
TEFLZERAT @ 1d OTA THL R TCP il 55 i Lol A g [l

O e
iy

[AT+CIUPDATE

Wi ¥+
HEH R E AL 2
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B

Dyt
THREN IR S5 e LA R AR [

O e
iy

&F

[AT+CIUPDATE:<ota mode>[,<"version">] [,<"firmware name">] [, <nonblocking>]

W
I OTA 7EMSERE T s, SEI:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

OK

AR OTA Fe-{EFH 2T iy, R [m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Sw N e

URAEH ZERTR OTA KN, iR [n:

+CIPUPDATE:<state>

ERROR

WERAEAR L ZERCUT OTA KIK, aR 9]

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

S

¢ <ota mode>:
— 0: #@ 11 HTTP OTA;
— 1: i3 HTTPS OTA, IR %k, 2 . /build.py menuconfig>Component config
>AT > OTA based upon ssl 7 #ifE, 2= HiH L A% iF ESP-AT 142,
o <version>: AT i<, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <” firmware name” >: J1- 21 [E1F, flota, mgtt_ca, client_ca B{H'E at_customize.csv
i R4 X
¢ <nonblocking>:
- 0: fHZERIA D OTA. HABIAR, HE| OTA AGUNIIE KK GA AL IE AT fird.
- 1: JEPHEERI) OTA, WAL, AHEMIG (+CIPUPDATE:4) - F3H /5.
* <state>:
- 1 RENRI5 45
2 R RS
3: IR
4: SETF
-1: JEPHZERIK T OTA R
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e

o FHGEEE R T M 48R 0L

o QR ZAAMES BT R RN, AT KR [E] ERROR, 7 S5 fF— B R Bl .

o W E BRI LR AT BIN, iy 4-Kf M Espressif Cloud N# AT [E{F+4% .

o QR Z B TR0 AT BIN, 1 H 17558 AT+CIUPDATE FOTA 1) fig 5k # i Jfl AT+ USEROTA
8{ % AT+ WEBSERVER 54>, T %% ESP-AT T FR{L1 7] FOTA.,

o BT AT FEf )5, WA AT+RESTORE WK W] B5E

o OTA i FEAIFEITES ] R 3 434

o JEPHZEML M K H % OK Fl +CIPUPDATE : <state> FEHi T b %A 4% B L _EWSERINT .
OK H[fEAE +CIPUPDATE : <state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z 5t .

o AEWFRBNHA . BFERHRASAE—ERARAEN S, E2I0EET, RS RREEA R E|
IHARCAS, AR A O =i B AT e Y ge .

o FEHH4ofT LI, OTA FH28 FELF L OTA b,

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1, "v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1

AT+CIUPDATE=1,, "ota",1
AT+CIUPDATE=1, "v2.2.0.0",,1

3.3.24 AT+CIPDINFO: 7 +IPD {550 ER;

{AT+CIPDINFO? ]

W

+CIPDINFO:true
OK

&

+CIPDINFO: false
OK

>

¥

X

W
4

=

[AT+CIPDINFO:<mOde>

W

[OK
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S
e <mode>:

- 0: ¥£ “+IPD” FI “+CIPRECVDATA” &, N7t IP bk Al H 15 5
- 1:4E “+IPD” F “+CIPRECVDATA” i EH, $7sif i IP MLl F 45 5

il

[AT+CIPDINFO:l }

3.3.25 AT+CIPSSLCCONF: #ify/ix ¥ SSL %% f i fic &
A i fir &

Iriig:
A1) ESP32 {12y SSL % P I N34 1A e B A 6

P e
"ﬂ4>‘

[AT+CIPSSLCCONF? J

Wi % ¢

+CIPSSLCCONF:<1link ID>, <auth_mode>, <pki_number>, <ca_number> }
OK

A

=

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>, <auth_mode> [, <pki_number>] [, <ca_number>]

M) i <
(ox
B
* <link ID>: %154 ID (0 ~ max), FEZERNEL T, SASEERN max, WRRFTAER, &
SHERINMEN 5.

¢ <auth_mode>:

- 0: ANATE, B EEEE <pki_number> fll <ca_number> Z%{;

— 1: ESP-AT $24t% FrmilE TR 55 2% i CA IE AR5

— 2: ESP-AT % P A CA {IEA5 K06 R 55 25 v PR IE 45 5

- 3: MEIAIE.
* <pki_number>: JEBMAHANET], WREA—MUEBFFAG, HAEN A 0.
* <ca_number>: CA [JZ&R5|, WREAG—4 CA, HAHW N 0.
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e

o WURAEARE S RV, e SSL R HHEI TAR A

o FLE T UCRHRAETE NVS X, WA AT+SAVETRANSLINK fip %1% B FFAL#E A Wi-Fi SSL i% 1% 4%
A, ESP32 REE N K b HU B ST AR Hie 3 37, SSL 142

o WERGHMEH B CRIET, BTG AT+SYSMFG iy 4 81 SSLAEfi. WA EMTmRERE K
W, 5% 4T &% PKIRE .

o MR <auth_mode> FLE N 2 834 3, N T IS ARIUEBA RN, HFE K ILAT+CIPSTART fiy
AR ESP32 ELARIUE] L4 /i rf1a] . (Z5RT AR IEAT+CIPSNTPCFG iy 4 R Be E: SNTP, SR Fif i
6], %3%AT+CIPSNTPTIME? £ 425124 i it a] . )

3.3.26 AT+CIPSSLCCIPHER: ##if/¥ i SSL % yiit) #5154 (Cipher Suite)
Ay

Dyt
#if] ESP32 {12 SSL & i S5 & 1F

[AT+CIPSSLCCIPHER? }

W )i :

+CIPSSLCCIPHER:<idx>, <cipher_suite>

OK

B WA

-t

e

=

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCIPHER=<counts>[,<cipher_suite>][...][,<cipher_suite>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCIPHER=<1link ID>,<counts>[,<cipher_suite>][...][,<cipher_suite>]

W i ¢

[OK

o <idx>: HWEMFMRTS, MO0 IFEE.
* <link ID>: MZE%EH: ID (0 ~ max), EZERMEN T, ASEEBN max, WFRRIEERE, &
ZHGERINEN S
o <counts>: HHIEMFEE . KAEZRT MR KE 256 717,
- 0: JERE R E AN,
- HE: wEEHEEAN
» <cipher_suite>: 3/ ClientHello WS84, SF N IME E XAE ssl_ciphersuites.h H1,

Bl

o INSRAHEARHUE S BIAERL, WEAEELT SSL I HTIB T A M S .
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il

// ¥ ¥E: (AT+CIPMUX=0), % # &4 4 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #1.
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=2, 0xC023, 0xCOAD

// % ¥% ¥ (AT+CIPMUX=1), % 4 & {f % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #f1._
<, TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=0, 2, 0xC023, 0xCOAD

3.3.27 AT+CIPSSLCCN: #rify/¥ ¥ SSL % ;i) A Hl #4 (common name)
iy A

i
AR SSL HESE R s 44
A

[AT+CIPSSLCCN? }

Wi i ¢

+CIPSSLCCN:<link ID>,<"common name"> J

OK

)E’J

CELTA
A

// % ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥% ¥ : (AT+CIPMUX=1)
AT+CIPSSLCCN=<link ID>,<"common name">

o <link ID>: 28142 ID (0 ~ max), FEHIEZEMENT, 2S5E N 0; EZEENHELT, &5
B max, WRBTA R AZHEAEN 5.
+ <7 common name” >: A ZHUTAANEIR 5 28 LA MTE S i A 4 o AT AR K Jy 64 3
L)
o WA E I, WER SSL RIS A 4
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3.3.28 AT+CIPSSLCSNI: #¢ify/i%E SSL % Fasintg SNI
b A

Jyiig:
AN IERE R SNI L E:

s

{AT+CIPSSLCSNI?

W . 3

+CIPSSLCSNI:<link ID>,<"sni">

B3 B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

o <link ID>: {25742 ID (0 ~ max), FERRERPFEL T, XSEEHR 0; EZERNFKELT, &5
BUEBR A max, WFIRITHEER: ASEERAEN 5.
« <” sni” >: ClientHello H1fj SNI. SNI 5k K2k 64 55745 .

Bl

o QERARSOARFCE S AR, RN SSL R HTIE AT A2

3.3.29 AT+CIPSSLCALPN: #ify/i 8 SSL %5 y13i; ALPN
Ay

yite:
rif) ESP32 {24 SSL % Fim it B4~ 138219 ALPN Bl &

[

[AT+CIPSSLCALPN?

W i *

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

Espressif Systems 103 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

=

=

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % ¥ ¥ (AT+CIPMUX=1)

AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

[OK

S

o <link ID>: W #%i%E3: ID (0 ~ max), FEHIEBMEN T, RASHMEN 0; ELERNERT, 25

BUEBEN max, WIFIR A ER: ASEEGAER 5.
o <counts>: ALPN % &. JiFE: [0.5].

0: i ALPN fit .
* [1,5]: &% ALPN Fil &,

© <" alpn” >: FRHBHL, FR ClientHello H1¥) ALPN. ALPN i KK JESZIRFap S M KK .

e
o WNIRAREAE BT RIS, TEEENT SSL T IB T AN G S .

3.3.30 AT+CIPSSLCPSK: #rify/E SSL %5 13l PSK (E£FH A% )

i A

itk
£rif) ESP32 24 SSL % F i A~ 12 1) PSK Jir &

fiy 4

[AT+CIPSSLCPSK?

W i <

+CIPSSLCPSK:<1link ID>,<"psk">,<"hint">

O
=

// ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W
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SH

* <link ID>: [WZ5%EH ID (0 ~ max), {ERERIFILT, ASUEN 0; FEZEENENT, &5

BUEBCN max, WFoRPrAA EE ASEEOAEN 5.

o <” psk” >: PSK identity (FFERMEE), IR KAE: 32, WUREN <"psk"> ZEW 5 \0, il

F AT+ CIPSSLCPSKHEX 154,
o <” hint” >: PSK hint, KK 32,

]
o QRAREAHUE T BIAERL, AR SSL IER I iIB T AR M S .

3.3.31 AT+CIPSSLCPSKHEX: #rify/i ¥ SSL %5 il PSK (75 2kl )

|

* KU TAT+CIPSSLCPSK iy %, %t T I B oA if) SSL % Py i3k 2% 4 (PSK) , {HH;
<"psk"> ZHEH A ANBERIR TR TR I, <"psk"> ZHPRY N0 FRxh 00,

il

// B ¥ ¥ (AT+CIPMUX=0), PSK identity 2 "psk", PSK hint %

AT+CIPSSLCPSKHEX="70736b", "myhint"

// % ¥% ¥ : (AT+CIPMUX=1), PSK identity %% "psk", PSK hint %

AT+CIPSSLCPSKHEX=0,"70736b", "myhint"

"myhint"

"myhint"

3.3.32 AT+CIPRECONNINTV: i/ s Wi-Fi {45 F i) TCP/UDP/SSL #i%

]
A ih) iy 4
itk
Erif) Wi-Fi i X N9 H ) S A

A\ .
"Il/?\'

[AT+CIPRECONNINTV?

Wi i <

+CIPRECONNINTV:<interval>
OK

)E’J

AUNTEC

i
B Wi-Fi i 1£ 42X '~ TCP/UDP/SSL f& 4 Wr T 5 H Sl =34 1417 b

[
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[AT+CIPRECONNINTV:<interval>

Wi % ¢

[OK

* <interval>: HZIEIEMFFME, AL 100 270, BIAE: 1, FH: [1,36000].

st

o FAT+SYSSTORE=1 W}, BLEEUCHRIEAE NVS X,

il

[AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #ify/¥ B okt
A

P HER

Py
A

[AT+CIPRECVTYPE?

Wi i ¢

+CIPRECVTIYPE:<link ID>, <mode>

OK

v

7

XF

IR

I}i“:lll
%

=l

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % #: (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>,<mode>

Wi i ¢

[OK

Espressif Systems 106 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

BH

* <link ID>: WZ5%EH ID (0 ~ max), {EHERMTEILT, ASUEN 0; EZEENNLT, &S
BUEBON max, WZORPrAER ASEEOAMEN 5.
* <mode>: ERFHHRHMA, BOAE: 0.
- 0: FaWBI, ESP-AT A BRI B £ 3% 7 Bi 2 B Ak 45 L MCU, Skl “+IPD” (4§
FHMCE 1 5760 547, AR MCU Sk ik 2920 5454 RUHE ) -
- L Wi, ESP-AT f5 P S BI M E S P HUi R Ar 2l R AP X (B ETH T 0, oA
{9 5760 “F47) , 44§ MCU Bt 0§ TCP fI SSL 42, WURGAAXW T, KL ILERT
ks WT UDP &4, WERGAFXW T, WA ER.

e

o ZACEABEH T Wi-Fi & X

o 24 ESP-AT FEg shibi=U MU B B FHARN, SRR E LR RIS AR A E
- ZIEER (AT+CIPMUX=1), /8 +IPD, <link ID>,<len>;
— FAMERER} (AT+CIPMUX=0), 7% +IPD, <len>,

o <len> FREHAXRPEZFHIMN LKL,

o —HA +IPD ki, WZizfTAT+CIPRECVDATA KW . W, FERT—A +IPD Bl i,
A +IPD RSB 45 L MCU.,

o FEWITFEREOLT , ZohERFEIRTIRAAAE, MCU {58R W DAEEEL, B 2| & ikAT+CIPCLOSE
(AT fENF Fifii) B{AT+CIPSERVER=0,1 (AT {E MRS #S). WAgiGie, W +1pD B 8piisy,
QAENR % 2 AT+CIPCLOSE B % % AT+CIPSERVER=0,1 B{3i 13 AT+CIPRECVDATA £y A3 BU A B
ZHT, IXATERR) CLOSED {5 BIKiEA L Il

o TSR RHRRIROR & W 28 5t 7 H MCU Sl R ACERRS , nTAS 1), (i g sl el Bdasia o

il

/) BEBEAT, REHGELER

AT+CIPRECVTYPE=1

/) 2EBBEAT, REFAEE ARG ELERX

AT+CIPRECVTYPE=5,1

3.3.34 AT+CIPRECVDATA: RSB B £S5

BArA
O e
“D4>'

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<1link_id>, <len>

Wi % ¢

+CIPRECVDATA:<actual_len>, <data>
OK

5

+CIPRECVDATA:<actual_len>,<"remote IP">,<remote port>,<data>
OK
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o <link_id>: ZiEEAT W ER ID,

o <len>: f RAE A OXTREAE, WIRSEFRIEI M B B LA SEE /]S, TR (9] S 4 B2 R s
* <actual_len>: %F‘Té’ftﬂﬂﬁﬁ?ﬁkr

o <data>: FREFIEDE

o [<” remote IP” >]: FEiFEESH, Faaxtis IP #itl, @1t AT+CIPDINFO=1 iy ilifg

* [<remote port>]: Xfugim 1, iHifAT+CIPDINFO=1 iy 4 fHRE .

o RS T EAE SO N AT, 5 B 2R B ERROR, W] PAif it AT+CIPRECVTYPE? fig %>
NS S 2 TEg it

o RO ATERA BE AT A O AT 2> B 2R 5] ERROR, 1] DA i AT+CIPRECVLEN? fiy i iA
IEH A ATk .
o i fT AT+CIPRECVDATA=<len> fy i}, B/DFELL <len> + 128 FWHNIE, Bl DAy
A AT+SYSRAM? 5] 4 5 /] I ARG 0 o 24 PIAEAS 2 BN A7 H I R R I iy 2. 2% 1% ] ERROR
M\T%LEAT%J BHET EHEEAAERM alloc fail WITHEMFEE, PARIAZE HILT NAES
e % T 1 £

Bl

AT+CIPRECVTYPE=1

// Bldm, R EH MCU K 0 FHEEF U E 100 FFHHE,
// W4 #®mHE "+IPD,0,100",

//RE, BANBEREBAUT A EER 100 F ¥ iy &
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: #ifgl g ebiX b S B n K
A%

Dyt
BRI AP P A e K 5

[

[AT+CIPRECVLEN?

W i3 ¢

+CIPRECVLEN:<data length of link>[...][,<data length of link>]

OK

S
* <data length of link>: F-—3%4:h b iy BT A EER K,
e
* SSL i, ESP-AT i& [l 8K B v B /INT H B <
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il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %}3i 3 HlL

ping X i AL

O e
iy

[AT+PING:<"hOSt"> }

W

+PING:<time>
OK

E7
‘+PING:TIMEOUT /] RAEEREBEN KKK PING BHERLT, T 2FAXANHEE

ERROR

o <” host” >: FIFHRSEL, FaNtiE LAY IPv4 Hihl, IPv6 Huhl, sisi4 .
o <time>: ping IR N EFE], AL ZFD.

|

o QEREAEET IPv6 M 2% Ping X 4L, W HRAT AT #4F:
— T AP % ¢ IPv6
- B BAT+CIPV6=1
— W AT+CWIAP A A4 HLE]—A TPv6 Hidik
— (WA[3k) @t AT+CIPSTA? 63 A¥4f ESP32 275 3k E] IPv6 Hitik
o G g EALR A FAFEE . W ping KFSGiE AT DNS SEFTIR A b (A 5G4 IPv4 Mihl) , B ping
Xt iy AL TP otk

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) F—REBEMER IEF N

AT+PING="240c::6666"
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3.3.37 AT+CIPDNS: #rify/t DNS 557515 5
iy

i
P24 B DNS it 55 445 2
[

[AT+CIPDNS?

W

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">] J

[AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">] }

W i <

[OK

5

[ERROR

* <enable>: % DNS R4 7%

- 0: B B3h30 DNS IR & #51% &, DNS RE S RIE M 208.67.222.222, 114.114.
114.114 1 8.8.8.8, HAG2Y4 ESP32 station 5¢ji 7 DHCP i, DNS k&4 4 Gl e
o

- 1: BT E DNS IRSG4E R, WRARESE <DNS 1Px> [HMH, I BHA(E 208.
67.222.222, 114.114.114.114#18.8.8.8,

e <” DNSIP1” >: Zf—/> DNS g 55#5 IP #iht, Xf T & a4, HA Y <enable> S5k 1 B, Huyk
A F5) DNS 8, ASEA ARG WRKE <enable> 4 1, I AASERE—ME, 4z
Tt 2ut, ESP-AT XHEIZSE/E N 4 i HY DNS & E iR 6 .

¢ <” DNSIP2” >: %5 /> DNS flR45#% IP Hotik, 38 m4, HA Y <enable> 25K 1 B, Lk
525 i T3 DNS lxﬁ BRESEAFR; WREE <enable> Ky 1, HAARSERE —ME, 4z
b an S, ESP-AT KU S EE N 24 Hi1F) DNS B E R M .

e <” DNSIP3” >: %=/~ DNS g 5#s IP Huht, XFFi%Em4, RG24 <enable> Z50H 1 i, ’cﬁﬁ'}ﬁ
T8 DNS % &, RSHABR: WIHREE <enable> K 1, I HASENE AME, Uz
Tt 2 nt, ESP-AT XHEIZSE/E N 4 HiHY DNS & EiR [H .

st

o #AT+SYSSTORE=1, WiE B R RA77E NVS X,
o XEASHORREBRCETER — M54 L.
* 2 <enable>Jy O}, DNS fIZ554%n] filf A ESP32 BLar i 14 b 4w (Y L B 1 24 22
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il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/] % —NET IPve B DNS A B: T REIKMERXRIEFRQ

// & _/NET IPve B DNS Mt % % : google-public-dns-a.google.com
// BEZ=ZAETF Ipve B DNS R4 &#: WL H# 4 £ DNS MR 4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS Jjgg

v

H

N

IR

¥

2

A

AT+MDNS=<enable>[,<"hostname">,<"service_type">,<port>][,<"instance">][,<"proto">
—] [, <txt_number>] [, <"key">,<"value">][...]

W ) :

[OK

¢ <enable>:
- 1: JF)5 mDNS Bjfig, G4 HFHEHE
- 0: X[ mDNS UjgE, RS HLTRES
* <” hostname” >: mDNS EHLHFK.
+ <” service_type” >: mDNS JJR4+2:41,
o <port>: mDNS J} 4% M.
» <” instance” >: mDNS LRI FR. ERAE: <"hostname">,
* <” proto” >: mDNS R Hpill. EIE: _tep 8 _udp, BRIMME: _tcp.
o <txt_number>: mDNS TXT it ® %=, JuH: [1,10].
o <” key” >: TXT g0k .
o <” value” >: TXT iBFI{E.
[]: AR <txt_number> QRZLIHE TXT jCsR B #AEXT .

il

// Fr )8 mDNS By gh, EH A& K "espressif", A KA A "_iot", 3 H K 8080
AT+MDNS=1, "espressif","_iot",8080

// * W mDNS I
AT+MDNS=0

PRI 2% mDNS 715

3.3.39 AT+CIPTCPOPT: 7#%ify/i BAs ki
by A

Dyt
P 24 {0
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[

[AT+CIPTCPOPT?

Wi 3% ¢

OK

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>

VeELaY

g

zs

%

// % ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥% ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

My o 2
(o
E7
[ERROR
S
o <link_id>: W2 %42 ID (0 ~ max), FEZIERMWIE T, ASEERN max, WFRRFTAERE: &
EZiC UNIEVIRE
o <so_linger>: Jit BERFM SO_LINGER &Il (&% : SO_LINGER /1v44), Bfi: #, BHAME: -
- =-1: XM;
- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
o <tcp_nodelay>: Jl B EHEFN TCP_NODELAY & (Z%: TCP_NODELAY /+43), BRiAME: 0.
- 0: 22 TCP_NODELAY
- 1: [ TCP_NODELAY
 <so_sndtimeo>: [if'H £ SO_SNDTIMEO &I (Z%: SO_SNDTIMEO /44), fi: ZFb,
ERIME: 0.
o <keep_alive>: [l B E#: 51 SO_KEEPALIVE $£3 (&% : SO_KEEPALIVE N47), Hfii: #b.
« JEH: [0,7200],
- 0: Z%H] keep-alive fig; (BAIA)
— 1~7200: JFJ& keep-alive ThfE., TCP_KEEPIDLE {}y <keep_alive>, TCP_KEEPINTVL {}}
1, TCP_KEEPCNT &4 3.
o Ayt <keep_alive> 7“%@( 5 AT+CIPSTART 154 H ) <keep_alive> ZEHHME], HZAEH
JE R BRI A RE . MBI TR MO E <keep_alive> S8, MIBRAMH R i E AI(E .
B
o PAT+SYSSTORE=1, Tt B U EE] NVS 431X,
o TERCE SR, WRn ViRiZEmate, UURACE Gl GERSm .
 SO_LINGER J&IJi A i il B A e . 51 nfc B SO_LINGER {H°4 60, )FHJAT+CIPCLOSE EATEIR
AE Xt TCP FIN GAE LT, 2530 AT fHZE 60 £, M Toikm e fr 4. Hitk, SO_LINGER
BB FEERIAA -
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34

TCP_NODELAY ¥E5i i f T it it/ IMEXS SERH M 20K S i 5. PR )E, LwlIP 2k TCP (1) %
%, (HURMEIIER 2, ST EEATSEEEREIE. Fit, TCP_NODELAY H A ERIAE .
SO_SNDTIMEO 3338 | T-AT+CIPSTART iy 4 it & keepalive SN 758, Tl B AL 5,
AT+CIPSEND ., AT+CIPSENDL, AT+CIPSENDEX fit ¥ TE LR IR, TTiE R/ KXY . X
B, SO_SNDTIMEO Zi¥ il & H 5 ~ 10 Fb.

SO_KEEPALIVE #5538 ] T 3 2l 5 WA 1 2 R W i 5%, 3% AT 18 TCP g 55 2% i
BB BRI, FCE ARG, SN M 4547 9. SO_KEEPALIVE HHY L EAEA/NT 60
o

Bluetooth® Low Energy AT iy 245

28

AT+BLEINIT : Bluetooth LE #] 444k

AT+BLEADDR: % & Bluetooth LE ¢ £5 il
AT+BLENAME : #if]/% & Bluetooth LE 154544 Fx
AT+BLESCANPARAM : #¥if]/5¢ % Bluetooth LE #1354k
AT+BLESCAN: {ifg Bluetooth LE 34
AT+BLESCANRSPDATA : '8 Bluetooth LE 417
AT+BLEADVPARAM : #510)/i% & Bluetooth LE | 5 &:%k
AT+BLEADVDATA: %% Bluetooth LE | #5%({E
AT+BLEADVDATAEX : H 8Jji% & Bluetooth LE ) # ##
AT+BLEADVSTART : FF1% Bluetooth LE | #&
AT+BLEADVSTOP: {21} Bluetooth LE | #%
AT+BLECONN: 737 Bluetooth LE %3
AT+BLECONNPARAM : #5if/% % Bluetooth LE #1554k
AT+BLEDISCONN : Wi Bluetooth LE %4
AT+BLEDATALEN : %% Bluetooth LE {40 B
AT+BLECFGMTU : & Bluetooth LE MTU K JiF
AT+BLEGATTSSRVCRE: GATTS 72k %
AT+BLEGATTSSRVSTART : GATTS B R &
AT+BLEGATTSSRVSTOP: GATTS {211 R %
AT+BLEGATTSSRV : GATTS % ¥R 4%
AT+BLEGATTSCHAR: GATTS % IR 45
AT+BLEGATTSNTFY : JIR45-5% notify IR 454 (E 44 7% Pk
AT+BLEGATTSIND: J[#4% 3% indicate JIf 45 i (28 % 1
AT+BLEGATTSSETATTR: GATTS 5 & IR & 44 (8
AT+BLEGATTCPRIMSRV : GATTC % P E: AR %%
AT+BLEGATTCINCLSRV : GATTC %I 0& R 5
AT+BLEGATTCCHAR: GATTC % IR 55 435+4F
AT+BLEGATTCRD: GATTC 2BUIR 5 H5 4014
AT+BLEGATTCWR: GATTC B AR & AEE
AT+BLESPPCFG: #¥if)/i% & Bluetooth LE SPP 5%k
AT+BLESPP: 3}t A\ Bluetooth LE SPP it
AT+SAVETRANSLINK : %'& Bluetooth LE FFHLi% 1542 X, {5 &
AT+BLESECPARAM : 2 if)/i% & Bluetooth LE 1% 2%}
AT+BLEENC: %3 Bluetooth LE fjjl#57 3k
AT+BLEENCRSP:  [m] 42 X} i 5t 8% & L (A X 37 2K
AT+BLEKEYREPLY : %5 %} 75 1% 4% [0 55 %541
AT+BLECONFREPLY : #55% % £& M R HNah R (e gz B)
AT+BLEENCDEV : 25145 % 11 Bluetooth LE il %5k £5 51| 32
AT+BLEENCCLEAR: &% Bluetooth LE fil %55 5 91| 3¢
AT+BLESETKEY : & Bluetooth LE ##2Sr X 254H
AT+BLEHIDINIT : Bluetooth LE HID ¥ %] 154k
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AT+BLEHIDKB: 3% Bluetooth LE HID f&#%{5 &
AT+BLEHIDMUS: % 3% Bluetooth LE HID EUEH(Z .

o AT+BLEHIDCONSUMER: %% 3% Bluetooth LE HID consumer 5 &,
AT+BLUFI: FFJ55% 3 ] BluFi

AT+BLUFINAME: 5)/3% % BluFi 14 £ i

o AT+BLUFISEND: %1% BluFi ] F' H & LR

341 ¥

21T, ESP32 R4 AT [EF SRy d RO 4.2 A

g BOAM AT B(F SRR O FRITE AT fin% . IR ETREE U ESP32 BRIN SR 4, W HAT%
¥ ESP-AT T2, Y80S TREBERE (NERIUR ALY, AR R 35 2k ) -
o 2 BluFi fy%: Component config->AT->AT blufi command support

 #%Jf] Bluetooth LE f54: Component config->AT->AT ble command support
2% Bluetooth LE HID f54: Component config->AT->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #ji44k
)i 4

ik
#1if) Bluetooth LE Z G #] 1L

Py
A

[AT+BLEINIT?

W
O, AT & :

+BLEINIT:<role>
OK

HARMIIGI, AT &[0

+BLEINIT:O0
OK

P
i

L /
[y

A=

e
°

N

Bluetooth LE I &1k 4

=

[AT+BLEINIT:<init>

Wi

[OK
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BH

<init>:

0: 344 Bluetooth LE
1: client f4 {4,

2: server fA {6

(]

o AT IFHERE, BHAEH ] Bluetooth LE BHEERT, 46K EAT+CWMODE=0/1 fii425 ] SoftAP,

WNEAR TR 2 A0, IR RF 37 S0H

* ] HE Bluetooth LE i 2 1, WG A<, ¥I4H1L Bluetooth LE f {4
* Bluetooth LE fy (AU fb)s , AREEHYI. MFEFIIHAM G, FTELPMAT+RST tr S ER ARG, #

FHWI 154k Bluetooth LE £ {4,

* HTEYES] Bluetooth LE 2 1, {5 ILIEFESEATIN 46 . WA Rz,

* 4n4 Bluetooth LE B #I4G4k, WIAT+CIPMODE JoyARE M 1.

il

[AT+BLEINIT:l

3.4.3 AT+BLEADDR: #:¥ Bluetooth LE ¥¢45 il

i A

Bluetooth LE & 4 Hy 2 3£ M 4F

[AT+BLEADDR?

W i :

+BLEADDR: <BLE_public_addr>
OK

s
e

L
[y

=y

T E S

1% Bluetooth LE 154517 il 2 70

P
] H

=

[AT+BLEADDR:<addr_type> [, <random_addr>]

Wi

[OK
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BH

e <addr_type>:

o 0: N FEHihl (Public Address)
o 1: fEMLHAE (Random Address)

B

o HRASHIHE (Static Address) [V & DA 2514 :

o ks ALY 15

o BEHLHAE T 2= 1 AR 05
o BEHLHAEE > B 1 AR 1.
o WHENESHIIEA S BARTE NVS X,

2N

AT+BLEADDR=1, "£f8:7f:24:

AT+BLEADDR=1
AT+BLEADDR=0

87:1c:7b" // % BB A A B A
/) BN R A AR M

// W E AR A H

3.4.4 AT+BLENAME

¢ i)/ v B Bluetooth LE V:55 %450

i &

Dyiie:
25ifi] Bluetooth LE %4544 Ff

[

[AT+BLENAME?

W i <

+BLENAME : <device_name>
OK

BeE WA

hiig:
% & Bluetooth LE ¥ £44 Fit

A

[AT+BLENAME=<device_name>

W

[OK

B8

o <device_name>: Bluetooth LE &£ & R, mARKE: 32, BHALIRN “ESP-AT”,

116
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A
o #iAT+SYSSTORE=1, T &S i EHRAF/E NVS X,
o WIS BER S HIE, BEAITAT+BLEADVDATA fiy R 44 FRGH 1 5 -

Bl

[AT+BLENAME:" esp_demo" }

3.4.5 AT+BLESCANPARAM: #%ily)/ix ¥ Bluetooth LE f1#i %%
A4

hig:
51f] Bluetooth LE {93 &:4k

s

[AT-FBLESCANPARAM? }

Wi i ¢

+BLESCANPARAM: <scan_type>, <own_addr_type>, <filter_policy>,<scan_interval>, <scan_

—window>
OK

BeE WA

ig:
% B Bluetooth LE HH#i &%

s

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

* <scan_type>: A

o 0: Pah i

o 1 FEhHH

o <own_addr_type>: it

o 0: AJLHbhl

1: BEAL AL

2: RPA Atk

3: RPA [/l

o <filter_policy>: ity =X

0: BLE_SCAN_FILTER_ALLOW_ALL

1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST
e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
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* 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: I HfF. A AN KT 4% T <scan_window> Z ¥ {H. = 536 H:
[0x0004,0x4000]. i 1E]FE 2L S ER DA 0.625 ZFb, Jr DASKE Br () 41 4 18] i 95 L A [2.5,10240]

=z,

o <scan_window>: HIiH 0. XS EE N /DT 4% T <scan_interval> ZE{H. 25 H:
[0x0004,0x4000]. it N 2% SR DA 0. 625 ZF, FrRASLPs 5 1A [2.5,10240]

Z=,

il

AT+BLEINIT=1 // fat: & P 3%
AT+BLESCANPARAM=0, 0, 0,100, 50

3.4.6 AT+BLESCAN: f{iifig Bluetooth LE {14

v

)F\.

CEA

i
FFUf/M5:1E Bluetooth LE 14

[AT+BLESCAN:<enable>[,<duration>][,<filter_type>,<filter_param>]

W i <

+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>

OK
+BLESCANDONE

B8

¢ <enable>:
R ESIY GERE S SRk ]
o O {55 IR
o [<duration>]: R EREENE, AL R,
o FIREAT IR, THRREARSEG
o FIREITHRER, FREARSH:
- RSEN 0 iF, WIFORITFARHFETH

- RSHRNAE O {ER), Bl AT+BLESCAN=1, 3, WIFR/RHN 3 #0)5 B ahai kA, RERM

EEH AR
o [<filter_type>]: i yEETI
o I: “MAC”
* 2: “NAME”

* <filter_param>: iIJESHY, FoRxiTrie s MAC Hihkoli 4 Fx

e <addr>: Bluetooth LE #hili

o <rssi>: (G5B

o <adv_data>: | 3ELE

o <scan_rsp_data>: I N B
o <addr_type>: | &AL A

el B 1 ¥ OK Hl +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> TE4i U7 EWRCA A% E X ERSEE Y. OK A fE7E +BLESCAN: <addr>,
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<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> 2 Hi # 4, W A ¥ fE f£
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 Hi
H

SR G AR BRI [ B, 5 2L AT+ BLESCANPARAM iy ¥ B /7l active scan
(AT+BLESCANPARAM=1,0,0,100,50), H HX ik &R EiX & scan rsp data, A BEPIGH
e Ei

hil

AT+BLEINIT=1 /] A B P
AT+BLESCAN=1 [/ TR
AT+BLESCAN=0 /7 E ok

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // i HAH , L KA 4 MAC # 4t
AT+BLESCAN=1,3,2,"ESP-AT" // Fi# AW, B R ER h & & £ #H

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE F{§m )
BEMA
i

1% & Bluetooth LE 4541 1.

zs

[AT+BLESCANRSPDATA:< scan_rsp_data>

Wi i ¢

[OK

il

<scan_rsp_data>: i V4, S HEX PRFER . Blan, ARS8 “Oox11 0x22
0x33 0x44 0x55”, N4~ AT+BLESCANRSPDATA="1122334455",

AT+BLEINIT=2 // fAf: W% %
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #:ify/iX¥i Bluetooth LE ) f5%

i &

Ly :

IS

Py -
iy

[AT+BLEADVPARAM?

W i <
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+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_filter_ policy>, <peer_addr_type>,<"peer_addr">

WE S

s

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>,<"peer_addr">]

W

o <adv_int_min>: fz/N IR SEGEE - [0x0020,0x4000]. [ HEIAEIFG ST %S HRIA 0. 625 %
A, B PASE B B de /N 1 R LA [20,10240] 2280 ASHER/NT ST <adv_int_max> £
B

* <adv_int_max>: f KA . SHGUE: [0x0020,0x4000]. ) HE I ST RS HORIA 0. 625 2
%ﬁﬁ)f%i%ﬂ@%kﬁ RIEI VSR [20,10240] 270, ASHUAN KT 4T <adv_int_min> 2

e <adv_type>:

* 0: ADV_TYPE_IND

* 1: ADV_TYPE_DIRECT_IND_HIGH
e 2: ADV_TYPE_SCAN_IND

* 3: ADV_TYPE_NONCONN_IND

* 4: ADV_TYPE_DIRECT_IND_LOW

o <own_addr_type>: Bluetooth LE #2571

e 0: BLE_ADDR_TYPE_PUBLIC

e 1: BLE_ADDR_TYPE_RANDOM

e <channel_map>: | {%&{E1H

e 1: ADV_CHNL_37

e 2: ADV_CHNL_38

e 4. ADV_CHNL_39

e 7. ADV_CHNL_ALL

* [<adv_filter_policy>]: )" it JEgs LN

e 0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
e 1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
e 2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
e 3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST
* [<peer_addr_type>]: %]J5 Bluetooth LE Hiik257

¢ 0: PUBLIC

* 1: RANDOM

* [<” peer_addr” >]: X}J; Bluetooth LE Hiiiik

Bl
o WRMAKBE T peer_addr, A KGR EREE,
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il

AT+BLEINIT=2 // fat: 4% %

AT+BLEADDR=1,"c2:34:45:78:66:89"
AT+BLEADVPARAM=50,50,0,1,4,0,1,"12:34:45:78:66:88"

// B Bluetooth LE E F 3 2| M ESP K & W MAC Mk 4 "c2:34:45:78:66:89"

349 AT+BLEADVDATA: %% Bluetooth LE ) 5
BE WA

i
BCE) TR

[

[AT+BLEADVDATA=<adv_data> }

Wi % ¢

& ?

o <adv_data>: | REECE, S HEX 54568, B, SAEUCE T EE0ES “Ox11 0x22 0x33 0x44 055”7,
&4k AT+BLEADVDATA="1122334455", K EF: 31 F4.

it

o IR Z HIE 208 1 iy S AT+ BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WHE T REdE, WA ar 580 F 4o 5 5 .

o QUERGEAE A Bk A PR, WENAEIITE 1% 6 2 Z S5 A TAT+BLENAME it 215 £ 44
PRI E N [FREI 2 F5

o WURFFEOE T RE) R EAE, 5V AT+ BLESCANRSPDATA fiy % K E. o

il

AT+BLEINIT=2 // fAt: BR% &
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: H3zliX ¥ Bluetooth LE ) $&%cs
Ay

Uyiie:
)RR S5

[

[AT+BLEADVDATAEX? ]

W i <
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+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

i
BRI IR 1%

s

[AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power>

W

[OK

* <dev_name>: F ff H &, £on k4 W B, A ERE S SR Cust-
test” , I Ay 4 & AT+BLEADVSTARTEX="just-test",<uuid>, <manufacturer_data>,
<include_power>,

o <uwuid>: F B S . #ln, #F MR E UUID k “0xA002” L, Ay A
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

+ <manufacturer_data>: il i Fj &4, S HEX A7, B0, 25 483 & i 3 5 2cis o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: ¥ REHET S TX PR, RSEBZECH 15 B, 0.

Bl
AR ZHIC 2 iy S AT+BLEADVDATA=<adv_data> BB T ) SR8, WS g ar o m) i

Kt A 5 o
o Bban 4 & HEFZ B E ] AT+ BLEADVPARAM iy B ERY) /ISR A 0.

il

AT+BLEINIT=2 // fat: R4& 5
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.11 AT+BLEADVSTART: JIi4 Bluetooth LE )£
P2

ik
TG %

Py
A

{AT+BLEADVSTART

W i,
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[OK

Bl

o FERAWH v S AT+ BLEADVPARAM=<adv_parameter> #£8 #5550, NS HEGAT S50

o RN iy AT+BLEADVDATA=<adv_data> 155 T %50, WA %4 0 $edlifl .

¥ 2 W B % M J] @y SAT+BLEADVDATA=<adv data> 1 W 3t ) 9§ % #E. W &
## AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % B ] | #§ 3
PaEzE | Mk, WSRSe( ] AT+BLEADVDATAEX, 4% AT+BLEADVDATA % & 1) & 5
Ao

o JFJ& Bluetooth LE 73K J5, 1SR4 757 Bluetooth LE #1:, R4 — RS #; R T
B, W HBEHR) 7.

il

AT+BLEINIT=2 // fat: R4& %
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: {4 |- Bluetooth LE )"k

el
o LI5S, BT Bluetooth LE 382, <> H 345K Bluetooth LE | #%, LR ARG S .

Bl

AT+BLEINIT=2 // fit: R%& &
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: #t7. Bluetooth LE %
A%

ik
5] Bluetooth LE %432
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[AT+BLECONN?

Wi % ¢

+BLECONN: <conn_index>, <remote_address>
OK

RS, WY A B 7R <conn_index> il <remote_address> Z:%§ .

B

tig:
%7, Bluetooth LE %33

A\ .
"Il/?\‘

[AT+BLECONN:<conn_index>,<remote_address>[,<addr_type>,<timeout>]

W] ¥ 2
LIRS, AR -

+BLECONN: <conn_index>, <remote_address>

OK

HORNLIERRIN, R

+BLECONN: <conn_index>, -1

ERROR

RN SR REFH LR — RN SEER R, MR

[ERROR

e <conn_index>: Bluetooth LE i#325-, JERl: [0,2].

» <remote_address>: Xi75 Bluetooth LE £l .
* [<addr_type>]: | #BIATHbNEZEAL :
— 0: A 3tHdl (Public Address)
— 1: BYL A3k (Random Address)
o [<timeout>]: JEFZEERIAIE], P Fb. JERE: [3,30].

o BUTEENLORNIEREZ W, JeiB TAT+BLESCAN fin i, itk B AR & T #RES.

o ORFEREENN 30 £,

* fi5% Bluetooth LE server T ¥J A4k HiEH: RSN EE ST, AT PAGE I b iy S AEXT 455 %5 (GATTC) ik
PUARSS « AT A PAF GATTC 4

o AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

o AT+BLEGATTSIND
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o Y AT+BLECONN? ¥£ Bluetooth LE K %] UA B 5 &L F $44T (AT+BLEINIT=0), W] & 5 A~ <%
+BLECONN:<conn_index>, <remote_address> ,

2N

AT+BLEINIT=1 // # & : K P %
AT+BLECONN=0, "24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: #¢ify/di i Bluetooth LE 4:4: 5%}
A%

Jtig:
rif] Bluetooth LE #3254k

O e
iy

[AT+BLECONNPARAM? ]

LO)YE

+BLECONNPARAM: <conn_index>,<min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>

W3 Bluetooth LE 5255

Pa sy
A

[AT+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi 3% ¢

[OK

HRCERN, WHRAMEE

[+BLECONNPARAM: <conn_index>, -1 ]

BH

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

* <min_interval>: fF/NEREE. KSEEN/NT ST <max_interval> 4. SHEH:
[0x0006,0x0C80] . T[] A SETIZSER LA 1. 25 2FP, BT DASE Brnd e/ NEEHE (] B v L A [7.5,4000]
=R,

o <max_interval>: i KiEEEE. KSHEN KT T <nin_interval> Z4{H. SHELH:
[0x0006,0x0C80] . 1##z[H] [ & TS ER A 1. 25 = FP, JT ASE bR fe K 42 1B v Bl A [7.5,4000]
=5,

o <cur_interval>: YFiiEREA|[E.

o <latency>: #ER. SRR [0x0000,0x01F3],

o <timeout>: JBHf. SHGUE: [0x000A,0x0C80]. MM} T %S4 LA 10 ZFb, BT PASEFRAEE RS
JE A [100,32000] Z 5,
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vei
o AR ERICHENI R, client B server A AR SLRFHUITEE S

Bl

AT+BLEINIT=1 // fat: & p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0, 12, 14, 1, 500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE ¥
PATar %

ytig:
#7 T Bluetooth LE %43

[AT+BLEDISCONN:<conn_index>

W i <

OK // ¥ % AT+BLEDISCONN 4r 4
+BLEDISCONN: <conn_index>, <remote_address> // #&AT® 4 R I

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
» <remote_address>: X J; Bluetooth LE i&£5Hdik .

il

AT+BLEINIT=1 // B f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.16 AT+BLEDATALEN: ¥t Bluetooth LE Efiifu k)i
wE WA

hig:
% B Bluetooth LE (B K&

A

[AT+BLEDATALEN=<conn_index>,<pkt_data_len>

W

[OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
» <pkt_data_len>: Z#EE K, JEE: [0x001B,0x00FB],

e
o TEBESEHEST Bluetooth LE 58, A REiXBEHINEKE.

il

AT+BLEINIT=1 // fat: % 3
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.17 AT+BLECFGMTU: ¥} Bluetooth LE MTU )i
A%

Itig:
#1f] MTU (maximum transmission unit, fx KAEHEIC) K

[

[AT+BLECFGMTU?

W i <

+BLECFGMTU: <conn_index>, <mtu_size>
OK

Brias

g
WHE MTU

A

[AT+BLECFGMTU=<conn_index>,<mtu_size>

Wi i ¢

{OK /KB R A A

- **<conn_index>**: Bluetooth LE # 5, & H: [0,2].
—  **<mtu_size>**: MTU K, Bfr: F¥%, &LHE: [23,517].

B
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- KA FEK%HEL Bluetooth LE # £,

- NEXFEFHEAAGLSEE MTU K E.

- MTU WERKEFEWBH, ML oK RRkFZRH MTU-

K E, EHBEEEL—E 4%, B H A :ref: AT+BLECFGMTU? <cmd-BMTU>" 4 ¥ 52 Ffo
SMTU K Z .

il

AT+BLEINIT=1 // # f: & P %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.18 AT+BLEGATTSSRVCRE: GATTS fill& /it 55
AT %

Tytie:
GATTS (Generic Attributes Server) 417 Bluetooth LE iR 4%

“ﬂ<>

[AT+BLEGATTSSRVCRE

Wi i <

[OK

B

* fii /] ESP32 ff>} Bluetooth LE server G #filk55, FHheskii i GATTS L (1) mfg_nvs.bin SC4F] flash

s

* Bluetooth LE server #4545, 15 M HHE A Gy S0 # MR 5SSk 5e 7 Bluetooth LE #482, WIJGik

DIERSS -

* 4n4 Bluetooth LE client T4 45 4b Yy, W] DAGE A bt w2012 MRk 45t ] DA A Ath— S8R0 B 1
GATTS fiy4, FlunjEshfs 1Bk SS . 138 IR S5 RFIE(E AN notification/indication, H KA1 :

— AT+BLEGATTSSRVCRE (73 4E Bluetooth LE 32 v > Bifii i)
— AT+BLEGATTSSRVSTART (Y4 Bluetooth LE 5272 1i i /i)

— AT+BLEGATTSSRV

— AT+BLEGATTSCHAR

— AT+BLEGATTSNTFY

— AT+BLEGATTSIND

— AT+BLEGATTSSETATTR

il

AT+BLEINIT=2 // faf: R4 %

AT+BLEGATTSSRVCRE

3.4.19 AT+BLEGATTSSRVSTART: GATTS JI B3k 55
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WA %

i
GATTS JT 54k 55

e

[AT+BLEGATTSSRVSTART

BeE WA

Dt
GATTS JFJRA e IR

A

[AT+BLEGATTSSRVSTART:<srv_index>

Wi i <

[OK

BH

o <srv_index>: AR4575, M 1 FFUGIHEE,

il

AT+BLEINIT=2 // fAt: BR% &
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.420 AT+BLEGATTSSRVSTOP: GATTS {4 11JIR55
PaTa %

ifig:
GATTS 151 &Pk 55

ez

[AT+BLEGATTSSRVSTOP

BeE WA

i
GATTS (£ 1545 IR 55

[

[AT+BLEGATTSSRVSTOP:<srv_index>

W
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o <srv_index>: R4FE, M 1 FFUGisE,

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.21 AT+BLEGATTSSRV: GATTS %Rk 5s
i A

itk
GATTS % iR %

[AT+BLEGATTSSRV? ]

W i <

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

o <srv_index>: R F5S, M 1 ITEG8,
* <start>:

o 0: IR AT

o I RS E SR

e <srv_uuid>: Jk551 UUID,

o <srv_type>: fR45 A

o 0: WERSS

o LRSS

il

AT+BLEINIT=2 // fAf: W% %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.22 AT+BLEGATTSCHAR: GATTS %3l 55 F54E
Ao A

i
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GATTS % BUIR 55 5k

A .
"ﬂé’\‘

[AT+BLEGATTSCHAR? J

Wi % ¢
XFF A AS FHE AR, AN :

[+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop> }

XA R, MR :

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index> }

OK

BY

o <srv_index>: RS, M 1 IFHRE.

o <char_index>: RFFHEMITS, M 1 ARIGIENE.
e <char_uuid>: AR%4HER UUID.,

o <char_prop>: HRZSHFHEN @M.

o <desc_index>: IR TFE.

o <desc_uuid>: FFEIALTH UUID,

il

AT+BLEINIT=2 // fAt: BR% &
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.23 AT+BLEGATTSNTFY: J}§245 %% notify JIl 45 ¥ ¥4Ik (Fi 20 5% o

M55 4% notify I REE 2% 3

e

[AT+BLEGATTSNTFY:<conn_index>,<srv_index>,<char_index>,<length> }

Wja] o =

T55 > Fon AT WER IR D 8ds,  BURT s m] DU A K, 48K iR 3 240 <length> {ERT,
AT notify /.

R L RN, WHER

& )
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
o <srv_index>: k%575, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: HREEEN TS, R]18fTAT+BLEGATTSCHAR? £5if] .
o <length>: FRKF, HAKKE: (:ref: MIU <cmd-BMTU>' - 3).

il

AT+BLEINIT=2 /o AE A B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) T ¥, % client #HH )5, LA B E HE W notify
AT+BLEGATTSCHAR? // # i A ¥ notify % P 3 W 45 1

/) B, R 3 EREH 6 BRI notify KE N 4 FHHEKE, £HAMT &4
AT+BLEGATTSNTFY=0, 3, 6, 4

/PRF ST BEE, WA 4 FEHHE, o "3, REKBESHEH

3.4.24 AT+BLEGATTSIND: Jl#55%¢ indicate JJ}R 55 FFAENE LR 25 /- o
B

Ystie:
iR %5 #% indicate IR & FRFAH 25 % i

A

[ATJrBLEGATTS IND=<conn_index>, <srv_index>, <char_index>, <length> }

ja] o =

5 > FR AT HERSIFHACR DR, BT DU AR, AR K BRI S 4L <length> HIENT,
P47 indicate EEAE .

LR R, R -

e <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].
o <srv_index>: JR%&FS, TEfTAT+BLEGATTSCHAR? #5ifi.

—

o <char_index>: R&4HENIFEE-, T[iB1TAT+BLEGATTSCHAR? Z%if].,
o <length>: HIEKE, HEAKE: (MTU-3).

2Nl

AT+BLEINIT=2 /] R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEADVSTART /] FR ) ¥, ¥ client #HF, LA E £ indication
AT+BLEGATTSCHAR? // & # & F 3% 7 M # ¥ indication # % 1E
/) Bl R 3 EMREAHW 7 THAE indicate KEH 4 FHE W HE, 4L T:
(BEFT0)
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(750
AT+BLEGATTSIND=0, 3,7, 4
/lORT OST EEJE, BN 4 FEWERE, o "1234n, RAEKFEESER
3.4.25 AT+BLEGATTSSETATTR: GATTS ¥ Bk 55FFEE
B as
Jitie
GATTS & B Ik 55 R E B AT A
%
[AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, [<desc_index>], <length> ]
WL

> ]
PP > F AT W B LS BT DA AR, S K E IS I B <1engths 0N,
B R R

SRR RS, R

[OK }

o <srv_index>: fR%5/7 5, WiafTAT+BLEGATTSCHAR? Z5if].
o <char_index>: HREEFEN TS, R[4 TAT+BLEGATTSCHAR? 25if .

o HHE, W ERRAFRE
o HAREE, WK ERHEE.
» <length>: %K )&,

|

o YR <length> BEEHK T LI ERKKE, WHEESKIM . XT service table, 7 Jl, gatts_data.csv

2Nl

AT+BLEINIT=2 // A t&: R4 &

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/) Bl B L BERAEH L ERMAESEAKEAS L FEHHKE, 450 T
AT+BLEGATTSSETATTR=1,1,,1

/) RE ST FERE, BN L FEHEKENT, Al e, REREAS

3.4.26 AT+BLEGATTCPRIMSRV: GATTC %8 AR 55
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GATTC (Generic Attributes Client) % ¥ 37 Ik 4%

A .
"ﬂé’\‘

[AT+BLEGATTCPRIMSRV:<Conn_index>

Wi % ¢

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

S

» <conn_index>: Bluetooth LE i£#:5-, JEHl: [0,2].
o <srv_index>: fR%5F5, M 1 IFEGH,

o <srv_uuid>: fk51 UUID,

* <srv_type>: [R5 H2EHY:

o 0: WEMRSS

o 1 EHERS

Bl

o MEHAMS, FEJET Bluetooth LE 4,

il

AT+BLEINIT=1 // fat: & p 3
AT+BLECONN=0, "24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.27 AT+BLEGATTCINCLSRV: GATTC % BAL AR 55

GATTC % Bt iR 55

Py
A

[AT+BLEGATTCINCLSRV:<conn_index>,<srv_index>

W

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

» <conn_index>: Bluetooth LE i£#:%5-, Jul: [0,2].

o <srv_index>: JR% T, W[iEFFAT+BLEGATTCPRIMSRV=<conn_index> 25 if] .
e <srv_uuid>: fg51 UUID,

o <srv_type>: JR45HHL:

o 0: WENRSS
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I HER S .

 <included_srv_uuid>: &R 4% UUID,
 <included_srv_type>: RS 1IZETL:

o 0: WERSS

I HERSS .

|

o [EHAMA, FFESEET Bluetooth LE jE

il

AT+BLEINIT=1 // B f: K P %

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REW — £ 42 WL R, £ index &

3.4.28 AT+BLEGATTCCHAR: GATTC % Bl 55 54

GATTC A B 55 FHE

[AT+BLEGATTCCHAR:<conn_index>,<srv_index> J

] 7. <
XTSRRI, WA -

[+BLEGATTCCHAR:"Char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> ]

XA R, MR

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid> }

OK

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <srv_index>: 3% 55, W[iZ4TAT+BLEGATTCPRIMSRYV=<conn_index> 75 if],
o <char_index>: R54FERITS, M 1 IFUEELIE.

e <char_uuid>: AR%4HER UUID,

* <char_prop>: JRFSFHIER a1

o <desc_index>: FHERIAGTFE.

o <desc_uuid>: FFEiIALFH UUID,

(]

o fERIAMS, FHEJCET Bluetooth LE %4 .
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il

AT+BLEINIT=1 // fAf: % F ¥

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // RF W — £ # L W EH LR, #F index &

3.4.29 AT+BLEGATTCRD: GATTC % Ul 55 FeAit i
BE WA

i
GATTC BB 55 R o iR AT

[

[AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>[,<desc_index>] }

Wi % ¢

+BLEGATTCRD: <conn_index>, <len>, <value> J

OK

SH

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].

o <srv_index>: k%575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RSHEHEF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

o [<desc_index>]: FFAEHIASF TS

o FIRE, BREHPRARFIIE

o BIARWE, BEHHARFHERIE .

o <len>: FIRK .

o <value>: <char_value> B{# <desc_value>,

o <char_value>: JR & E-AEH , P4 e 4% 20 , 13fTAT+ BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, BN, W)Y +BLEGATTCRD: 0, 1, 0, WIZGREHRESN 1, WER “07.

o <desc_value>: & % 4 M O A& F M OH O F O O OB KL, B
#TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> % B, I 40, 7% Wy
“N +BLEGATTCRD: 0, 4, 0123, NIZIREFEE R 4, NAEN “01237,

vei
o ffHAMA, FEIHEST Bluetooth LE JEH; .
o HHIRIRS LA SRR E, Wz [E] “ERROR”,

il

AT+BLEINIT=1 // fafa: & P ¥

AT+BLECONN=0, "24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // REWM — £ # AWM E WL R, ¥ E index &

/) Blde, BEE 3 BEREFME 2 SHRMAEKE L THAKFEE, 4T
AT+BLEGATTCRD=0, 3, 2, 1
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3.430 AT+BLEGATTCWR: GATTC B} 55 FHAE i
E WA

i
GATTC B i 55 AL (E oA A AL

s

[AT+BLEGATTCWR=<conn_index>, <srv_index>, <char_index>[,<desc_index>], <length>

Response:

>

)

P > Fn AT HERSFECR 8, U T DA AR, 4 8ds KA FI S48 <length> HYET,

PATE AL
AR R, R

[OK

<conn_index>: Bluetooth LE #E#:%, i : [0,2].
<srv_index>: fR% )35, WiafTAT+BLEGATTCPRIMSRY =<conn_index> 5] .

<char_index>: [RE4FEFS, W iafTAT+BLEGATTCCHAR=<conn_index>,<srv_index> £¥if] .

U, W5 H AR A R(E ;
HARWE, WG H AR ERE.
<length>: ¥¥EKJE. ZSENIPUETEE3Z gatts_data.csv i val_max_len S .

* [<desc_index>]: HFAEFIAFT 5 :
Bl

o FHARMS, FEIHEST Bluetooth LE JEH; .
o A HRRSFHEA RS HAE, W] “ERROR”,

Bl

AT+BLEINIT=1 // A €& : & F 3%

AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // RF W — £ 4L W E WL R, #F index &

/) Bl M 3 EREME 4 SHME, EAKEHN 6 FEHHEE, 4S50 T:
AT+BLEGATTCWR=0,3,4,,6

/) RE S BFEE, BN 6 FREKEN T, o "123456", REFHE AN

3.431 AT+BLESPPCFG: #%if)/iX i Bluetooth LE SPP %%

A ity 4

i

#71fi) Bluetooth LE SPP (Serial Port Profile) Z:%§

s
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[AT+BLESPPCFG?

Wi % ¢

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,

—<auto_conn>
OK

BE WA

Yitig:
P B B E E Bluetooth LE SPP 24§

[k

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>,<rx_service_index>,

‘ —<rx_char_index>] [, <auto_conn>]

W

[OK

S8

<cfg_enable>:

I JFHSHFHEEE.
<tx_service_index>: tx fl[x %
FIAT+BLEGATTSSRV? %51 .
<tx_char_index>: tx JR % ¥ 1F F &,
FMAT+BLEGATTSCHAR? #51f] .
<rx_service_index>: rx R % ¥
FIAT+BLEGATTSSRV? 251y .
<rx_char_index>: rx [} 4% 4% 1iF ¥ =,
FIAT+BLEGATTSCHAR? 751,

o

0: 2% 1| Bluetooth LE %% H 3 B IEIfE
1: ffiE Bluetooth LE %1% H sh EIETIFE.

%} T Bluetooth LE % i, tx R4 4E-IF &

0: HEJTA SPP 24, JHIZHILHHS;

S, WA & FTAT+BLEGATTCPRIMSRV=<conn_index>

7] 15 47AT+BLEGATTCCHAR=<conn_index>,<srv_index>
) 4TAT+BLEGATTCPRIMSRV =<conn_index>

7, i8

W] i& §TAT+BLEGATTCCHAR=<conn_index>,<srv_index>

<auto_conn>: FHZHIEARELL, BOAKFOLT, HIWEIEDRERERE.

MMJE write with response B write without

response, 1X RESFFFMEEHEVNNE indicate B notify,

XtF Bluetooth LE [t 554% . tx IRFFFHEIEIELAE indicate B notify, rx [RFFFHIEIEIELANZ

write with response B{ write without response.,

SN T AShEIEDIRES, WRIEEBTIT,

HORT AR RS (ERERYIE DL T, iE

2PN WIS BAR/R (BT AT+SYSMSG), 5%
BTG, S HEhERE, MCU PR EE B WTIT,

WS MAC %A 7k, MITCikE s ) .

il

AT+BLESPPCFG=0
AT+BLESPPCFG=1, 3,5, 3,7
AT+BLESPPCFG?

// ®H Bluetooth LE SPP
// #% & Bluetooth LE SPP
// # # Bluetooth LE SPP

W W W

%ﬁt
%3(
7
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3.4.32 AT+BLESPP: 3}t A Bluetooth LE SPP Eizt
PArin A

Dyie:
i3 A Bluetooth LE SPP 5
A

[AT+BLESPP }

Wi i ¢

OK

>

iRm Ry FoR AT CL43E A Bluetooth LE SPP A5, ] DAFFA T4 1) A ik FIER I
2 Bluetooth LE SPP R 7548152 ( %] 7E Bluetooth LE 1432 7 57 J5 A {4 g Notifications ), 3R [H] :

[ERROR J

B

* 1E SPP &, AR UEAT+SYSMSG Bit0 Jy 1, W AT A SR/ TR H SPP A fF ) .

* 1E SPP f&hgrh, AR UCEAT+SYSMSG Bit2 2y 1, W AT ASART A BRESAE {5 B -

o YVRGWEHEH +++ R, REIR NS SR, 2 DEF - RKIE T A AT 6y
A\

o

il

[AT+BLESPP // ¥ A\ Bluetooth LE SPP # & ]

3.4.33 AT+BLESECPARAM: #% i/ ¥ Bluetooth LE 5%
a4

i
%¥if] Bluetooth LE SMP il % 24}

A .
"ﬂé’\‘

[AT+BLESECPARAM? J

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option> }
OK

)E’J

AUNTEC

i
X & Bluetooth LE SMP il 3%
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AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>[, <auth_
—option>]

W i <

[OK

« <auth_req>: AJETEK.

* 0: NO_BOND

* 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND

<iocap>: Hy AKiiHifiE S

0: DisplayOnly

1: DisplayYesNo

2: KeyboardOnly

3: NolnputNoOutput

4: Keyboard display

<enc_key_size>: MEHHIKIE. SHGEH: (7,161, Bl 7.
<init_key>: Z/> ORI BRI IR B«

<rsp_key>: Z> HUAF (L 2H B IR LA B o

« <auth_option>: “Z¢ 4\ JF5E :

 0: HEEFEREER;

o L WERTCIEW 2 BB 22559, Wit e,

* <init_key> fil <rsp_key> S AR H AHIANT :

o Bit0: A 4047) by 2 A 7 25 1 o o 2 4

o Bitl: TR bm 2 A B 2 80 RY IRK 24 ;

o Bit2: T34 1A % A R B 25 4H 1Y CSRK %4H 5

o Bit3: JH TR0 b % A A I %5 £ link %540 ({0 T Bluetooth LE 1 BR/EDR JEA7AR ) o

2y

[AT+BLESECPARAM:1, 4,16,3,3,0

3.4.34 AT+BLEENC: “zitd Bluetooth LE Jii%5 iR
B A

Jyiig:
S W PN

A

[AT+BLEENC:<conn_index>, <sec_act>

Wi i ¢
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e <conn_index>: Bluetooth LE i&3%5-, JER: [0,2].
e <sec_act>:

¢ 0: SEC_NONE;

e 1: SEC_ENCRYPT;

e 2: SEC_ENCRYPT_NO_MITM;

e 3: SEC_ENCRYPT_MITM,

|

s AR, WRRELES. B SRS ERE.

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADDR?

AT+BLESECPARAM=1, 0, 16, 3, 3

AT+BLESETKEY=123456

AT+BLEADVSTART

// f£ il Bluetooth LE & app 1 4 client 5 ESP32 % & # i1 Bluetooth LE # #
AT+BLEENC=0, 3

3.4.35 AT+BLEENCRSP: 0|53 %3 a5 S i i et ok

iy 4

RE
i

fie
I A2 50 i 6 A AL AT TRC R i 2K
%

e <conn_index>: Bluetooth LE i&3:5-, JEH: [0,2].
* <accept>:

o 0: FH4s;

o 1%

Espressif Systems 141 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

Bl
s AR, AT SAERIAGSRIRARES RS 4528 .

[+BLEAUTHCMPL:<conn_index>,<enc_result>

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
e <enc_result>:

o 0: fin%5 BXT L 5

o 1o M R

il

[AT+BLEENCRSP:O,1

3.4.36 AT+BLEKEYREPLY: #5%} )5 4553 %%

P

SR

itk
[] A2 B %o 54

A

=

[AT+BLEKEYREPLY:<conn_index>,<key>

W i <

[OK

S

e <conn_index>: Bluetooth LE i£3:5-, JEHl: [0,2].
* <key>: LXIEEH.

il

[AT+BLEKEYREPLY:O,649784

3.4.37 AT+BLECONFREPLY: #5%} i defe I HiAGs R (L5830 BE)
LA

Yyfie:

6] A X 435 S

zs

[AT+BLECONFREPLY=<conn_index>,<confirm>

Wi i ¢

Espressif Systems 142 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

» <conn_index>: Bluetooth LE i£#:5-, Ll : [0,2].
¢ <confirm>:

0: %5
1: 2

il

[AT+BLECONFREPLY:O,1

3.4.38 AT+BLEENCDEV: #5ifj45511 Bluetooth LE Js5it 44 514
iy A

Yyfig:
i) 45 1 Bluetooth LE JilI %5 1 #4551 4

A

[AT+BLEENCDEV?

L)V

‘ +BLEENCDEV:<enc_dev_index>, <mac_address>
OK

S8
 <enc_dev_index>: TP RAMIERES . MSHA—EET S AT+BLECONN 25 1) Bluetooth

LE 325 F P conn_index %, Jul#: [0,14].
» <mac_address>: MAC Hidil-,

BE
* ESP-AT iRZ AWSIE 15 ks, WRIEMBIHEIT 154, IR ER & FE SR

BREMF I 0 | 14 SRR E 152 BT (E 5 .

il

[AT+BLEENCDEV?

3439 AT+BLEENCCLEAR: [ Bluetooth LE Ji55 2% 5
wE WA

i
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MBS R S B MR B S A

A .
"ﬂé’\‘

[AT+BLEENCCLEAR:<enc_dev_index> }

Wi % ¢

& ]

AT 2

ik
T 83 2 4 il P i A 8

A\ .
"Il/?\‘

[AT+BLEENCCLEAR ]

o <enc_dev_index>: 45T,

il

[AT+BLEENCCLEAR

3.4.40 AT+BLESETKEY: % Bluetooth LE Attt %]
Hifhr e

itk
(£ Bluctootn 16 BARNE#, EARE, M AT BEH -1 )

[k

[AT+BLESETKEY? }

W

+BLESETKEY:<static_key>
OK

)E'\J

CE

Yyfie:
M A7 Bluetooth LE %45 & Bluetooth LE 5 it %145 4]

LY
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[AT+BLESETKEY:<Static_key>

« <static_key>: Bluetooth LE #}ZSHEI %] 254H .

il

[AT+BLESETKEY:123456

3.4.41 AT+BLEHIDINIT: Bluetooth LE HID Ppill#)iaft

it &

itk
2rifi] Bluetooth LE HID 4 iR 1% L

[AT+BLEHIDINIT?

M) i :
TP, W) AT & 1] :

+BLEHIDINIT: 0
OK

AL, W AT & A :

+BLEHIDINIT:1
OK

)E’J

ST

Yyfie:
Y144k Bluetooth LE HID $i%

[AT+BLEHIDINIT:<init>

W i <

[OK
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S
e <Zinit>:

o 0: B4 Bluetooth LE HID ¥ i #7i54k ;
o 1: #1444k Bluetooth LE HID 1%,

B

« Bluetooth LE HID J5¥: 51 fl GATT/GAP 4 [R] BsH 5 F

il

[AT+BLEHIDINIT:1

3.4.42 AT+BLEHIDKB: %% Bluetooth LE HID &3 5
B A

i
-85S SER Y,

e

[AT+BLEHIDKB=<Modifier_keys>, <key_1>, <key_2>,<key_3>,<key_4>,<key_5>,<key_6> }

Wi i ¢

[OK

« <Modifier_keys>: Z {4,
o <key_1>: HEfLHD 1,
o <key_2>: HEUAY 2.
o <key_3>: HE{UAY 3.
o <key_4>: HALHD 4,
o <key_5>: fALIY S,
o <key_6>: UG 6,

e
o HLZHEHMAIEMIEE, 1S Universal Serial Bus HID Usage Tables ] Keyboard/Keypad Page &7,

o B ATS1S 10S UM ACH,, BB TR el MFLAGLE.

il

[AT+BLEHIDKB:O,4,0,0,0,0,0 /) BMNFHFE "an
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3.443 AT+BLEHIDMUS: ‘%% Bluetooth LE HID Klf#15 8
BeE WA

i
KAk AR E R

s

[AT+BLEHIDMUS=<buttons>,<X_displacement>,<Y_displacement>,<wheel>

L)V

(ox

o <buttons>: bRk,

» <X_displacement>: X {iif%.
« <Y_displacement>: Y {iif%.
o <wheel>: %,

B
« T £ HID f#r{5 8. , i 5% Universal Serial Bus HID Usage Tables ft] Generic Desktop Page #1 Application

Usages &7
o B IAY A5 10S PR A, IR R EUEE A MFLIAGE.

il

[ATJrBLEHIDMUS:O, 10,10,0

3.4.44 AT+BLEHIDCONSUMER: %1% Bluetooth LE HID consumer {5 .
BE WA

Dyie:
%1% consumer {3 B,

A

[AT+BLEHIDCONSUMER=<consumer_usage_id> }

Wi 3% ¢

& J

» <consumer_usage_id>: consumer ID, [ power. reset. help. volume 4. {¥{¥ 1% 2% HID Usage Tables
for Universal Serial Bus (USB) Hf{) Consumer Page (0x0C) &5,
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e
o BAEIArS1S 108 PP ACH., R T E e i MFLIAGIE.

Bl

b
s
[l

[AT+BLEHIDCONSUMERZZ33 // W

3.4.45 AT+BLUFI: Jf 53k BluFi
A%

e
1) BluFi IRZS
zs

[AT+BLUFI? }

My i+
%+ BluFi XI5, Mk E

+BLUFI:0

OK

2 BluFi &P/, Mg mE -

+BLUFI:1

OK

Pa-

S

Lyt :
T B K P BluFi

O e
iy

[AT+BLUFI:<option>[,<auth floor>]

Wi i ¢

[OK

BH

¢ <option>:
— 0: &4] BluFi;
- 1: )& BluFi,
* <auth floor>: Wi-Fi INIERECSI(E, ESP-AT ARz SRS T I SIE R AP:
- 0: OPEN (ERiN)
- 1: WEP
- 2: WPA_PSK
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: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

: WAPI_PSK

- 9: OWE

— 10: WPA3_ENT 192

— 11: WPA3_EXT_PSK

— 12: WPA3_EXT _PSK_MIXED_MODE
- 13: DPP

— 14: WPA3_ENTERPRISE

— 15: WPA2_WPA3_ENTERPRISE

|
0NN LN kAW

Bl

o U fETE Bluetooth LE RWIHAAL T I T Pk 3¢ 4] BIuFi (AT+BLEINIT=0).,

© MR HAFRPERE , HUEGEH BluFi DiBEHT, JokiRAT+CWMODE=0/1 fiv9 %5 SoftAP. 4fEAR
TR AT, WP RE JEA7 S0

* BluFi Bt J5ii§ %% AT+BLUFI=0 4 1] BluFi, PARERTHTR .

il

[AT+BLUFI:1

3.4.46 AT+BLUFINAME: #ify/i ¥4 BluFi &85 A%
Ay

ik
1¥if] BluFi 4 F5

A .
"ﬂé’\‘

[AT+BLUFINAME?

Wi % ¢

+BLUFINAME : <device_name>
OK

Eas

&E

B BIuFi 555 24 75k
LT

[AT+BLUF INAME=<device_name>

Wi i *

[OK
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BH

+ <device_name>: BluFi #4544 %5,

Bl

o N5 Bt B BlFi &% %5 44 FK, 1 #£ 15 17 AT+BLUFI=1 iy 4 w5 ¥ &, 15 W% 65 H 2KA &4 K
BLUFI_DEVICE,

* BluFi &AM KK R 26 75,

* Blufi APP W] PAYE N H R )E R 2.

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.47 AT+BLUFISEND: % 1% BluFi J ) 5 2 SCEcbs

)E’J

AUNTEC

i
ik BluFi J 7 H 5E a4 FHlim

[AT+BLUFISEND:<length> }

Response:

Fi5 > FOR AT RGP D8, BERMET DS AR, 4 8i KA EI 240 <length> [H{ERT,
IR S EICIR
R R, R

o <length>: T, Hfi: FA7,
B
o [ SCBdRM K AN AR 600 AT,
o QIR ESP YL B FHLAERIH P E & L8, B4 PA +BLUFIDATA: <len>, <data> #&x{{T I,

2Nl

AT+BLUFISEND=4
/) RF S FER, BN 4 FRHKENT, o m1234n, ABFHKESHEFH KR L FAN
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3.5 ESP32 Classic Bluetooth® AT #y A4

o /23

e AT+BTINIT: Classic Bluetooth #J 154k

o AT+BTNAME: #¥if]/i5 & Classic Bluetooth 14544 B

o AT+BTSCANMODE: i%'& Classic Bluetooth iz,

e AT+BTSTARTDISC: F144 % ¥ )E 4 Classic Bluetooth 4%

e AT+BTSPPINIT : Classic Bluetooth SPP i i&4k

o AT+BTSPPCONN: 2%ifi)/7sr. SPP &4z

o AT+BTSPPDISCONN : WiF SPP %%

e AT+BTSPPSTART: J})& Classic Bluetooth SPP /3

o AT+BTSPPSEND: 7 i%ER|%} )5 Classic Bluetooth SPP % 4%
e AT+BTA2DPINIT : Classic Bluetooth A2DP M #] UGk

e AT+BTA2DPCONN: Zxif)/##sr A2DP %3

o AT+BTA2DPDISCONN: WiFF A2DP %4

o AT+BTA2DPSRC: Zrifij/i B 359504 URL

o AT+BTA2DPCTRL: ¥EH35 545

o AT+BTSECPARAM : Zxifj/i% & Classic Bluetooth Z¢4> 54

o AT+BTKEYREPLY : % A\ faj BAHC %} %54H (Simple Pair Key)

o AT+BTPINREPLY : i AMESGEE %955 (Legacy Pair PIN Code)
* AT+BTSECCFM: 45X} J5 ¥ M A GER (1B B )
o AT+BTENCDEV : #xifi Classic Bluetooth Jj[ %5k #5 41| 3%

o AT+BTENCCLEAR: %[ Classic Bluetooth fil1%5i& $5 41| 3¢

« AT+BTCOD: B ¥sdm

o AT+BTPOWER: #ifij/i&% & Classic Bluetooth f{) TX TJj3%

351 74

ESP32 AT [ {5045 B 2% OALIE 4.2 ilUA.

% BOARY AT EPEASCRFOUE R 89 AT 6% WRATE S ESP32 SRl F v, i HAT40 3%
ESP-AT T4z, TESRTLAPTCE TRV (FHEEIEMAY, RIEEHTHELRE):

o EHEMW T4 Component config->AT->AT bt command support

* J3 | SPP iy 4 : Component config -> AT -> AT bt command support -> AT bt spp
command support

* 2l A2DP 54 Component config -> AT -> AT bt command support -> AT bt al2dp
command support

3.5.2 AT+BTINIT: Classic Bluetooth #Ji&1k
Ay

Dyie:
#ifi) Classic Bluetooth #J 5 LARTS

[AT+BTINIT?

Wi 3% ¢
LORIIR, TR
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+BTINIT:1
OK

HARBIIRAL, IR (] -

+BTINIT:O0
OK

BeE WA

Yitig:
I hEA B Y4 Classic Bluetooth

[

{AT+BTINIT=<init> }

Wi i ¢

e <init>:
— 0: {44 Classic Bluetooth;
— 1: ¥J1H 4L Classic Bluetooth.,

i}
o HIRIEHE IR RE , BEAE(# ] Classic Bluetooth THEERT , 76 & 1EAT+CWMODE=0/1 425 ] SoftAP,

WA T R 2G0T, TR RE JEAE SOk,
o YR Classic Bluetooth E.¥J154%, WIAT+CIPMODE oy E R 1,

il

[AT+BTINIT:1

3.5.3 AT+BTNAME: #xify/i P Classic Bluetooth %55 #4155
Arifgin A

ig:
711 Classic Bluetooth % £% 44 FR

zs

[AT+BTNAME?

Wi i ¢

+BTNAME : <device_name>
OK

Espressif Systems 152 Release release-v4.1.0.0
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32/api-guides/coexist.html
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

S

N

&

Uik
B Classic Bluetooth 1% £5 44 FR

O e
iy

[AT+BTNAME:<deVice_name> }

W

& )

BH

o <device_name>: Classic Bluetooth 545485, KN 32, ERA:” ESP32_AT”,
]
o #7AT+SYSSTORE=1, [t B ¥ O RATAE NVS X,

o i\ Classic Bluetooth #5454 ¥ “ESP32_AT”,

il

[AT+BTNAME:"esp7demo"

3.54 AT+BTSCANMODE: ;¥ Classic Bluetooth F1HfiFiX,
WA

hiig:
% & Classic Bluetooth 9=,

[

[AT+BTSCANMODE=<scan_mode> }

Wi i ¢

& ?

e <scan_mode>:
— 0: RA R HA AT 78
— I AT HOR ] B 5
— 2: BER] R A A R
- 3: AR PUER A

il
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[AT+BTSCANMODE:2 // BR & B T i

3.5.5 AT+BTSTARTDISC: JIi&%8 )40 Classic Bluetooth %75

JF4 % F) Classic Bluetooth %45

Py
A

[AT+BTSTARTDISC:<inq_mode>, <ing_len>, <ing_num_rsps>

Wi 3% ¢

+BTSTARTDISC:<bt_addr>, <dev_name>, <major_dev_class>, <minor_dev_class>, <major_srv_
—~class>, <rssi>

OK

¢ <inq_mode>:
— 0: general inquiry mode;
— 1: limited inquiry mode.
* <ing_len>: inquiry M, {5 0x01 ~ 0x30.
e <ing_num_rsps>: 7] PAILF| A inquiry responses FIEE:, 75N 0, AT K E| FLRR response.
e <bt_addr>: Classic Bluetooth Hiiil,
o <dev_name>: W55 FK.
* <major_dev_class>: F T4 :
— 0x0: HAth;
- Ox1: 5L
- Ox2: Hih (FHL. Fofs. ATEIE. EHREeES) ;
— 0x3: LAN, 2532 A i
— Oxd: FAAI (HHL. Prds. SRR, Wi /R. VCR);
- Ox5: it (RUbR. WERAF. BEEL):
- 0x6: BB (FTED. =L, APL. BIR);
- Ox7: W 5H;
- 0x8: A
— 0x9: fHtfR;
— Ox1F: K425,
o <minor_dev_class>: 155% REH A (Minor Device Class field).
o <major_srv_class>: LIRSS :
— 0x0: JERUH;
- 0x1: AR & IR (Limited Discoverable Mode);
- O0x8: BN (frEHRE);
— 0x10: P25, UWTLAN, A%
- 0x20: yEZY, WHTE. Hrds
— Ox40: i, W, Fe X
— 0x80: XJ4:f% 4, N v-Inbox, v-Folder;
- 0x100: F4t, Wz as. ZwX. HAURS ;
- 0x200: Hi3&, WJCagris. Hm ARG . BURS
- 0x400: 5 5., 11 WEB [R%%%. WAP l{% g8,

o <rssi>: [HEEIRE,
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il

AT+BTINIT=1
AT+BTSCANMODE=2
AT+BTSTARTDISC=0,10,10

3.5.6 AT+BTSPPINIT: Classic Bluetooth SPP [ il #)i5fk

i fi &

Jyiie:
#r 1) Classic Bluetooth SPP {151 IR TS

Py -
iy

[AT+BTSPPINIT?

W
O, W

+BTSPPINIT:1
OK

FARBIIRAE, IR [E] -

+BTSPPINIT:0
OK

BEmA

Yyt
FIHALEK Y Classic Bluetooth SPP 3

s

[AT+BTSPPINIT:<init>

W ) :
(ox
S
e <init>:
— 0: H44 Classic Bluetooth SPP 3% ;
— 1: 1R 4k Classic Bluetooth SPP 1/, £ {4,k master;
— 2: ¥J1A4L Classic Bluetooth SPP 103, £ {24 slave,
il
AT+BTSPPINIT=1 // master
AT+BTSPPINIT=2 // slave
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3.5.7 AT+BTSPPCONN: #ify/4tr. SPP i
oA

Yitig:
#71fi) Classic Bluetooth SPP %%

s

[AT+BTSPPCONN?

W

+BTSPPCONN: <conn_index>, <remote_address> J

OK

IR R, WA ] :

[+BTSPPCONN:—1 ]

)E’J

CEL A

7357 Classic Bluetooth SPP %422

[

[AT+BTSPPCONN:<conn_index>,<sec_mode>,<remote_address>

W i <

[OK

AR, W AT i8] :

[+BTSPPCONN:<conn_index>,<remote_address>

AL IERRIN, AT R[] :

[+BTSPPCONN:<conn_index>,71

e <conn_index>: Classic Bluetooth SPP &35, Mui H i aiER:, S5 R0,
¢ <sec_mode>:

0x0000: FoZE4 R FE 5

0x0001: FFEAZAL ([UXFAMERTRE) ;

0x0036: ZEZL %,

0x3000: HtE] AR

0x4000: /b 16 {3 %45,

» <remote_address>: X} J; Classic Bluetooth SPP %45l .

il

[AT+BTSPPCONN=0,0,"24:Oa:c4:09:34:23"
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3.5.8 AT+BTSPPDISCONN: IJ| SPP i
P4

Yitig:
¥7FF Classic Bluetooth SPP &4

s

[AT+BTSPPDISCONN:<conn_index>

W

(ox

Hr AT, R

{+BTSPPDISCONN:<conn_index>,<remote_address>

B TR, R A :

[+BTSPPDISCONN:*1

« <conn_index>: Classic Bluetooth SPP 455, Y R £FEiER:, #ES N0,
o <remote_address>: X5 Classic Bluetooth A2DP &£l .

il

[AT+BTSPPDISCONN:O

3.5.9 AT+BTSPPSEND: ‘% iXZdaFI%lJi Classic Bluetooth SPP 5%

Bae

&E

Yytig:
RIEHHEF KT Classic Bluetooth SPP 1345

O e
iy 4
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[AT+BTSPPSEND:<conn_index>, <data_len>

 <conn_index>: Classic Bluetooth SPP #4#5, Mpj H A iER:, #ES5 R0,
o <data_len>: KiEFHEMKE.

]

« RGEI AL RSB ATIR I >, SR)5 ESP32 45 7E A UART Bluetooth FEALHI, 24 A GEU | H
A+ IR, BRI E A A SR, SRR T A AT i

2N

AT+BTSPPSEND=0, 100
AT+BTSPPSEND

3.5.10 AT+BTSPPSTART: Jf k3 Classic Bluetooth SPP i
Paraw A

hig:
FFj& Classic Bluetooth SPP 1313

[

[AT+BTSPPSTART

W

(ox

st

* £ SPP f&f, WIARARBEAT+SYSMSG a2/ bit2 2 1, MARGEA SR ML EERES A E
El

JEy o

il

[AT+BTSPPSTART
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3.5.11 AT+BTA2DPINIT: Classic Bluetooth A2DP [} il #)i5fk
iy

ke
%t Classic Bluetooth A2DP Fi I G LR 2

s

[AT+BTA2DPINIT?

M]3 :
LU, WER[E -

+BTA2DPINIT:<role>

OK

FARBIIRAE, W3R (] -

+BTA2DPINIT:0

OK

BeE WA

Dyie:
s a4 Classic Bluetooth A2DP 13

LT

[AT+BTA2DPINIT:<role>

ja] o, =

(ox

S8

» <role>: fA{t

— 0: {4 Classic Bluetooth A2DP 1743 ;
— 1: source;
— 2: sink,

2N

[AT+BTA2DPINIT:2

3.5.12 AT+BTA2DPCONN: #ify/4 . A2DP ¥t
it 4
Die:

#71i) Classic Bluetooth A2DP %2
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[

[AT+BTA2DPCONN?

Wi i ¢

+BTA2DPCONN: <conn_index>, <remote_address>
OK

PR BESIIER:, W AT R4k [0] <conn_index> fll <remote_address> Z3{.

)E’J

AUNTEC

k-
7357 Classic Bluetooth A2DP #:$2

[

[AT+BTA2DPCONN:<conn_index>,<remote_address>

W i <

[OK

ARSI, R [m]:

[+BTA2DPCONN:<conn_index>,<remote_address>

ArESLIEER M, R [m]

[+BTA2DPCONN:<conn_index>,—1

S

o <conn_index>: Classic Bluetooth A2DP &5, Yui Hrkrsiess, %%

o <remote_address>: ] J; Classic Bluetooth A2DP 5 Hudik

il

_l%l

N0,

[AT+BTA2DPCONN:0,0,0,"24:Oa:c4:09:34:23"

3.5.13 AT+BTA2DPDISCONN: HiJI A2DP %
AT %

ytig:
W7 FF Classic Bluetooth A2DP 4%

[

[AT+BTA2DPDISCONN:<conn_index>

W i :

+BTA2DPDISCONN: <conn_index>, <remote_address>
OK
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BH

o <conn_index>: Classic Bluetooth A2DP #E#:5- | Mu7 H e pa s, S0,
o <remote_address>: XiJ5 Classic Bluetooth A2DP % £l .

Bl

[AT+BTA2DPDISCONN:O

3.5.14 AT+BTA2DPSRC: #rify/is &5 C i URL
A4

Dyt
FIE I URL

[

[AT+BTA2DPSRC? }

Wi i ¢

+BTA2DPSRC:<url>, <type> J
OK

WA %

i
BCEE T URL

[

[AT+BTA2DPSRC:<conn_index>,<url>

W i <

[OK

* <conn_index>: Classic Bluetooth A2DP 1355, Muj L Fp R, E#5 M 0,
o <url>: JESCUEESFE, 247 H S HTTP. HTTPS I FLASH.,
* <type>: FUICHFRAL, 41 “mp3”.

Bl
o HETH SR mp3 RS

il

AT+BTA2DPSRC=0, "https://dl.espressif.com/dl/audio/ff-16b-2c-44100hz.mp3"
AT+BTA2DPSRC=0, "flash://spiffs/zhifubao.mp3"
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3.5.15 AT+BTA2DPCTRL: #hl5%Wiskik
P4

Dytie:
Pl E A

[

[AT+BTA2DPCTRL=<conn_index>,<ctrl>

o <conn_index>: Classic Bluetooth A2DP iE#:5-, Mu7 H e ea s, S50,
o <ctrl>: Jasif 2
- 0: A2DP Sink, 12 -3%jil;
— 1: A2DP Sink, JFH53&HL;
: A2DP Sink, eit;
: A2DP Sink, J5iB;
: A2DP Sink, HeitEz;
: A2DP Sink, il ;
: A2DP Source, 12 4Kl
: A2DP Source, FFUEFENN;
: A2DP Source, {537 .

|
D= O L AW

il

[AT+BTA2DPCTRL:O, 1 /) FHERETR

3.5.16 AT+BTSECPARAM: #ify/i ¥ Classic Bluetooth 22455
iR 4

yfie:
Z¥ifi] Classic Bluetooth %-4=% %k

A\ .
"Il/?\‘

{AT+BTSECPARAM?

Wi

+BTSECPARAM: <io_cap>, <pin_type>, <pin_code>
OK

)E’J

AUNTEC

Ly :
P E Classic Bluetooth %245 4]
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[AT+BTSECPARAM:<io_cap>,<pin_type>,<pin_code>

Wi % ¢

[OK

* <io_cap>: K AfithfES
— 0: DisplayOnly;
— 1: DisplayYesNo;
— 2: KeyboardOnly;
— 3: NoInputNoOutput,
+ <pin_type>: i I i AL
- 0: ARG ;
- 1 [
* <pin_code>: ELRCAIET, HAKE: 16 775,

el
* HIE <pin_type> 40, WM& EHZNZM <pin_code> Z4L,

il

[AT+BTSECPARAM:3 ,1,"9527"

3.5.17 AT+BTKEYREPLY: % A fiafdxt %84 (Simple Pair Key)

Parm A
g
A fa] BT S5 4H (Simple Pair Key)

[AT+BTKEYREPLY:<conn_index>,<Key>

W i :

[OK

o <conn_index>: Classic Bluetooth 325, Mu] R FFHERE, EESH0,
o <Key>: fijHALX %4 (Simple Pair Key).

il

[AT+BTKEYREPLY:O,123456
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3.5.18 AT+BTPINREPLY: i A4l %1% (Legacy Pair PIN Code)
PAT R4

ke
W AME G351 (Legacy Pair PIN Code)

s

[AT+BTPINREPLY=<conn_index>,<Pin>

W

(ox

» <conn_index>: Classic Bluetooth 7S, 24u) L pidEs:, ERES M0,
o <Pin>: LS50 (Legacy Pair PIN Code).

il

[AT+BTPINREPLY:O,"6688"

3519 AT+BTSECCFM: ZyXbJj e misimila st (fegeietkliit)
Wiide s

itk
NI AT R NG (RSB EY)

s

[AT+BTSECCFM:<conn_index>,<accept>

W i :

[OK

S

e <conn_index>: Classic Bluetooth i3, Y4ui H SR, 580,
o <accept>: JEiE{i:i7:
- 0: ¥4,

- 1 %,

il

[AT+BTSECCFM=O,1
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3.520 AT+BTENCDEV: #iifj Classic Bluetooth Jjiis& i $5 413

iy
i
I E B

s

[AT+BTENCDEV?

W

+BTENCDEV: <enc_dev_index>, <mac_address>
OK

S

o <enc_dev_index>: ZJEHESSITE .
o <mac_address>: MAC Hidil-.

2N

[AT+BTENCDEV?

3.5.21 AT+BTENCCLEAR: {4 Classic Bluetooth Jjjiss #5414

)y

N

R

&;

Dyt
MRS R H R — S s

[

[AT+BTENCCLEAR:<enc_deV_index>

W i :

[OK

WA 4

Yytie:
i 53 2 4 Al o B A 1B

A

[AT+BTENCCLEAR

Wi % ¢

[OK
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BH

» <enc_dev_index>: #ERET 5.

Bl

[AT+BTENCCLEAR

3.5.22 AT+BTCOD: & PE45k0m
UE A

Dk
& Classic Bluetooth 775255

zs

[AT+BTCOD:<major>,<minor>,<service>

W ) :

[OK

o <major>: FILFEIM (major class);

e <minor>: YRKILPFEZEA (minor class);
o <service>: JR425% (service class),

il

[AT+BTCOD:6,32,32 // 4T AL

3.5.23 AT+BTPOWER: #ify/¥¢ ¥ Classic Bluetooth [y TX Ijj#
iy fiv 4

tig:
5] Classic Bluetooth [ TX T3

s

[AT+BTPOWER?

W i ©

+BTPOWER: <min_tx_power>, <max_tx_power>
OK
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Uik
1% & Classic Bluetooth [ TX T3
Ls
[AT+BTPOWER:<min_tx_power>, <max_tx_power> }
W
(ox
S
o <min_tx_power>: IH/NEFOKY, JEE: [0,7].
o <max_tx_power>: I KIRKFE, JEHE: [0,7].
il
[AT+BTPOWER:5,6 // & & Classic Bluetooth tx If & J

3.6 MOQTT AT A4k

o 48

o AT+MQTTUSERCFG: #%'# MQTT [l F' &k

o AT+MQTTLONGCLIENTID: %% MQTT % F'iif ID

o AT+MQTTLONGUSERNAME: % & MQTT %t ] F 44
o AT+MQTTLONGPASSWORD: %'& MQTT &[5 15

o AT+MQTTCONNCFG: %% MQTT g3 )81

« AT+MQOTTALPN: & MQTT [ [ 2t Hh7 (ALPN)
o AT+MQTTSNI: %8 MQTT JIR$5 284 Frdg7 (SNI)
o AT+MQTTCONN : %3 MQTT Broker

« AT+MQTTPUB: %A MQTT & (F4FH)

o AT+MQTTPUBRAW: k7i¥ MQTT ji &

e AT+MQTTSUB: 1] 5] MQTT Topic

» AT+MQTTUNSUB: HUH7] 1% MQTT Topic

o AT+MQTTCLEAN: WiJF MQTT %

o MOTT AT %%3%

o MOQTT AT .74

3.6.1 #r4

T BRIAM) AT BRI TR FEORTH AT @54, WIAEOR T % BSP32 5085 MQTT frd, i H 740
i ESP-AT 142, TES5HBTOE TR H e

. %Hﬁ Component config->AT->AT MQTT command support
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3.6.2 AT+MQTTUSERCFG: i MQTT H F stk
BEmA

i
BeE MQTT sk

s

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key__
—ID>,<CA_ID>,<"path">

J

W

[OK

BH

e <LinkID>: 4Hi{Y % $F link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (ANREEGUES ) 5
: MQTT over TLS (R:56; server IF5)
: MQTT over TLS ($444k client JE45) ;
: MQTT over TLS (#:54 server ilE-F5 3 H32 A client IE5) ;
: MQTT over WebSocket (T TCP);
: MQTT over WebSocket Secure (ET TLS, ARIGUFF);
: MQTT over WebSocket Secure (ET TLS, R server IE5);
— 9: MQTT over WebSocket Secure (3T TLS, #2fik client IF35);
— 10: MQTT over WebSocket Secure (3T TLS, 4 server 3IE 457 HAEMAE client ET5) .
e <” client_id” >: MQTT &g ID, H K : 256 F7y.
e <” username” >: |74, HT & MQTT broker, KK E: 64 F75,
o <” password” >: #fL . FT-EGE MQTT broker, f KK E: 64 F77,
o <cert_key_ID>: {[F35 ID, Hp{j ESP-AT {7 #—%F& cert iE 15, S%H 0.
o <CA_ID>: CAID, HijESP-AT {{#—% CAFf, 25K 0.
o <” path” >: WA, RORKEE: 325795,

|
0NN DN AW

Bl

o Biok AT &R EK BN RBRE T 256 4775,

o QWG B CMIE, BTEHESHAT+SYSMFG i 3058 MQTT k15, QR EAERER H O
HRIES, 5% 4ofT 237 PKIFLE .

o QI <scheme> [itE N 3. 5. 8. 10, A TKIRARSARITUEBA RO, 57EKEAT+MQOTTCONN fiy
AHifAE ESP32 ELARELE] S fi it E] . (Z5PT PAKIEAT+CIPSNTPCFG fiy4 KL & SNTP, FREY Fif i
], KEAT+CIPSNTPTIME? 6425 24 B a] . )

3.6.3 AT+MQTTLONGCLIENTID: %% MQTT % )1 ID
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[AT+MQTTLONGCLIENTID:<LinkID>,<length> J

Wi % ¢

OK

>

R R RN AT CHEAR LFEIL MQTT % i 1D, MBS AT AR ALK P ID, 24 AT 320503 9% 7 i
ID KJ#iKF| <length> J5, &[H:

e <LinkID>: 4#{ 34 link ID 0,
e <length>: MQTT & iy ID K&, o : [1,1024],

|

* AT+MQTTUSERCFG fip Al AR E MQTT & g ID, — 3 2 [a] 22 5 e 45 -
— AT+MQTTLONGCLIENTID 54 7] DAJH 515 BAA X K 9% Pt D, [H S AT+MQTTUSERCFG
A I BE 2 PR 5
— WAEE AT+MOTTUSERCFG J5 Fififi i} AT+ MQTTLONGCLIENTID.,

3.64 AT+MQTTLONGUSERNAME: i%'¥ MQTT %k 1 #4

i
BE MQTT I 744

“ﬂ<>

[AT+MQTTLONGUSERNAME:<LinkID>,<length>

W i <

OK

>

AR AT BRI MQTT 744, BT AR A MQTT I 744, 24 AT #I3iy MQTT
MAPZ KRS <length> Ji5, &[]

[OK

S

o <LinkID>: 4372345 link ID 0,
e <length>: MQTT "4 K&, JLHE: [1,1024].
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e

* AT+MQTTUSERCFG fiy WAl ABCE MQTT 4%, —FHZ AR 25 65 :
- AT+MQTTLONGUSERNAME 54 7] DA SRS EHI B K 1 P44, BRI AT+MQTTUSERCFG fiy
LRI EZZIR.
- EZE&%AT+MQTTUSERCFG J5 T i) AT+ MOTTLONGUSERNAME .

3.6.5 AT+MQTTLONGPASSWORD: ¥ MQTT %kl #h%
ik

% E MQTT %14

e

[AT+MQTTLONGPASSWORD:<Li1’1kID>, <length> }

W

OK

>

R AT DB MQTT %575, MEHTSTT DA A MQTT 4673, 24 AT B EIHg MQTT %7
KIS <length> Jg, &I

E ]

B8

o <LinkID>: 47i{¢ 5745 link ID 0.
o <length>: MQTT %R K.Ji, J5fE: [1,1024],

st

o AT+MOQTTUSERCFG A n] DL B MQTT S50, — & A 22 B HE -
- AT+MQTTLONGPASSWORD W] DA R BEEA XA K %, AT+ MQTTUSERCFG i 41
JEZRR
— VAR E AT+ MOTTUSERCFG J5 T Fi AT+MQTTLONGPASSWORD

3.6.6 AT+MQTTCONNCFG: % MQTT &#: )8k

B WA

L MQTT Jeb it

[

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
—">,<lwt_gos>,<lwt_retain>

Wi i ¢
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e <LinkID>: 4Hi{{ % $¥F link ID 0,
» <keepalive>: MQTT ping #Mf I ], BAf7: Fb. JEH: [0,7200]. BRIAME: O, SPERHICH 120 Fb.
o <disable_clean_session>: % E MQTT jFH SR RE, A X ZSHWELZEETES% MQTT 3.1.1
L F Y Clean Session &7,
- 0: (HABIE P&
- 1 e
o < lwt_topic” >: U topic, FAKEE: 128 FT,
o <” lwt_msg” >: 1%UE message, Fx fKJF: 128 AT,
o <lwt_qos>: #lE QoS, ZA(n[k 0. 1. 2, BRIAE: O.
o <Iwt_retain>: Vg retain, ZHA[E 0B 1, BRHA[E: 0.

B

o WA STH], MR EAT+MQOTTUSERCFG .

3.6.7 AT+MQTTALPN: ¥ MQTT w2 Erds (ALPN)

)E’J

STZS

i
BLE MQTT 2Ry (ALPN)

P
iy

[AT+MQTTALPN:<LinkID>, <alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">] }

W i ¢

& )

BH

e <LinkID>: 4i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &5 4. Ll [0,5].
— 0: %% MQTT ALPN Jif &
- [1,5]: i%¥ MQTT ALPN Fi &
* <7 alpn” >: FRFHSH, FIR ClientHello 1] ALPN, W] PAKIXZ 1 ALPN FEE| IR %545 o

)i}
o B AT A KIER/NT 256 F45.

o HA7E MQTT 5T TLS 5§, WSS i}, MQTT ALPN B A &A%,
o WAL BAT+MQOTTUSERCFG J5 5 Jf| AT+ MOQTTALPN

il
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AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+CIPSNTPCFG=1, 8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32", "espressif","1234567890",0,0,""
AT+MQTTALPN=0,2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.6.8 AT+MQTTSNI: ¥ MQTT Il %5 %8 ZHkism5: (SNI)

BeE WA

Tyt

WE MQTT 5544 Pt (SNI)
A

[AT+MQTTSNI:<LinkID>,<"sni">

Wi % ¢

[OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,

* <” sni” >: MQTT RS54 FRFE7n . AT ATE ClientHello HRf H AR 2 IR 5545 -

o BER AT g KRBEER/INT 256 777
o HA7E MQTT £F TLS 5 WSS B, MQTT SNI FE A A3
o WTEREAT+MQOTTUSERCFG J5 Fi-f8i F§ AT+ MQTTSNI

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32", "espressif","1234567890",0,0,""

AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"

AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com", 8883, 1

3.6.9 AT+MQTTCONN: ¥4 MQTT Broker

A2
ik
Zrifi] ESP32 545 EL 1121 MQTT broker
e
[AT+MQTTCONN?
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Wi 3% ¢

+MQTTCONN:<LinkID>, <state>, <scheme>, <"host">, <port>, <"path">, <reconnect>
OK

SLEEL A A
BEmA

Dyiie:
i#42 MQTT Broker

"ﬂ4>°

[AT+MQTTCONN:<LinkID>, <"host">, <port>, <reconnect>

Wi i <

(ox

o <LinkID>: 47i{{ 3 #F link ID 0.
e <” host” >: MQTT broker 3844, fx K E: 128 &5,
o <port>: MQTT broker 551, A : 65535,
» <” path” >: BEFRRAR, BRI 32 5.
e <reconnect>:
- 0: MQTT A HZhE . W MQTT @7 4% fi K, W JG A FR-UA FH AS i B S 7422
BHRBIKIEAT+MOTTCLEAN=0 finE G E, HEHRCESE, HEL g,
- 1: MQTT HBEIE, XHFERZHNARE.
o <state>: MQTTJRZES:
- 0: MQTT RHJhafL
- 1: B BEAT+MQTTUSERCFG;
: BB AT+ MQTTCONNCFG;
D IERC W
D DR
c B, HARITH topic;
- 6: CER:, C©ATPH topic.
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS

I
B W N

2 (RHHIE ) 5
3: MQTT over TLS (#¢5; server IET5) ;
4: MQTT over TLS (#4it client jiF) ;
5: MQTT over TLS (#:5; server iIE 5 HiRAE client iET ) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (J:T TLS, AKIEHET);
8: MQTT over WebSocket Secure (3T TLS, L server yET5);
9: MQTT over WebSocket Secure (3T TLS, 3¢t client JEF3);
10: MQTT over WebSocket Secure (H:T TLS, 5 server §iE F57 HAZE client IE45) .

3.6.10 AT+MQTTPUB: %fi MQTT {55 (‘F4FH)

>

H

N

R

&

i

i topic A1 MQTT PR i E . QR EAAMmH BN EIE B L, CE&BT T HEA AT MM KE
B{E 256 F37, AT+ MQTTPUBRAW 54,
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[

[AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain>

Wi 3% ¢

[OK

e <LinkID>: 4Hi{{ % $¥F link ID 0,

e <” topic” >: MQTT topic, fFAKJE: 128 Fi7,

o <data>: MQTT FZ&FHEHE.

* <qos>: KTHIHEM QoS, ZHF# 0. 1. 52, ERIAH: 0.

e <retain>: &1 retain,
e
o B4 AT M B KEERREB LT 256 275,

o A ANREAIERE \0, FiThEARIREE, W AT+ MOTTPUBRAW fir %

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+MQTTUSERCFG=0, 1, "ESP32", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0 //_
SRR MHAN, FEERATHRESFEHE L.

3.6.11 AT+MQTTPUBRAW: % fif MQTT i,

Bia

-t

Ly :

i id topic KA K MQTT JH & . AREAAH B BIERAARR A, AT L AT ey K EZRIE 256

A7, WA AT+MQTTPUB 4.

ke

[AT+MQTTPUBRAW:<LinkID>,<"topic">,<length>,<qos>,<retain>

W ) :

OK
>

|

P > Fn AT HERRFECR D8, SO 0T DA AR, 4 8s KA 280 <length> MYEIT,

Bt
AR, W AT 3R]0 -

[+MQTTPUB:OK

AR, AT 3R] -
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[+MQTTPUB:FAIL J

e <LinkID>: 4Hi{{ % $¥F link ID 0,

e <” topic” >: MQTT topic, FARKE: 128 F7,

* <length>: MQTT J{EKEE, AN[m] ESP32 a8 i e A B2 3 ] 1| A7 R 1o
* <qos>: RIHEN QoS, Sk 0. 1. 52, BAAH: 0.

e <retain>: 41 retain,

3.6.12 AT+MQTTSUB: iJg MQTT Topic
peit

i

#ECATIY topi

ZE

[AT+MQTTSUB?

Wi i ¢

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>,<"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>,<"topic3">, <gos>

OK

T 46 € MQTT topic IFEE QoS, HHTFIZ A topic (#xZ X FFiTF] 10 4> topic).

A\ .
"Il/?\‘

[AT+MQTTSUB:<LinkID>,<"topic">,<qos> ]

M) v :
[ox )

2 AT 2 2T Y topic 1) MQTT R, & [u]:

[+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data }

A BT % topic, N A :

[ALREADY SUBSCRIBE

S

o <LinkID>: 47i{¥ 3745 link ID 0.
o <state>: MQTT JR7ES:
- 0: MQTT KuJhh1k;
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1: BB AT+ MQOTTUSERCFG;

2: BB AT+MQOTTCONNCFG;

3. W

4: BRI

5: BER:, HARITH topic;

6: iR, Tilldid MQTT topic.
e <” topic” >: ] [HY topic,

e <qos>: TR QoS.

o thF) BRI AEA B R Y AR MTU R B0 RIS A B SE . MQTT broker AR —400H R, H40]
RES W M AN B Kk 4 BSP32 15045, 1A ESP32 FIHE L II3| £ 4% +MOQTTSUBRECY JH H..

* 7 ESP32 45t E—4 MQTT J5 8., HHE KSR 1024 75 ({348 MQTT 3L A1 MQTT A 3L
BWAT) , MR NL A +MOTTSUBRECY JH . BUlS, GrT DA iy Ui MQTT Znf X ok
G R O o

— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations

— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations >Default MQTT Buffer Size> 1460

3.6.13 AT+MQTTUNSUB: Hii§iJ e MQTT Topic
BeEmA

Dyt
F PO T PR E opic, M2 RIAMA S, PAHUHIT P topic.

A

[AT+MQTTUNSUB:<LinkID>,<"topic">

Wi i ¢

[OK

FARAT B3 % topic, M3 [H] :

NO UNSUBSCRIBE

OK

e <LinkID>: 47i{% 345 link ID 0,
e <” topic” >: MQTT topic, fFHAKJE: 128 F45,

3.6.14 AT+MQTTCLEAN: Wil MQTT ¥4

)y

N

&

i
Wit MQTT 3842, BEHwIE.

O e
iy

Espressif Systems 176 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

[AT+MQTTCLEAN:<LinkID>

W

[OK

e <LinkID>: 4§i{{ % $¥F link ID O,

3.6.15 MQTT AT &t

MQTT 4224 A ERR CODE: 0x<%08x> JEZUFT HI,

$EIRZER $HiR
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT _MALLOC_FAILED 0x6005
AT _MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT _MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_ NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT _MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT _KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
ET R
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R2-#IW
HHIRIEKE $HIRA
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT _MQTT_KEEPALIVE _READ_FAILED 0x602B
AT _MQTT_KEEPALIVE_IS_NULL 0x602C
AT _MQTT_KEEPALIVE _VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT _MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT _MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT MQTT_LWT_TOPIC_IS_NULL 0x6031
AT _MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT _MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT _MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT _MQTT_LWT_QOS_READ_FAILED 0x6036
AT MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT _MQTT_HOST_IS_NULL 0x603B
AT _MQTT_HOST_IS_OVERLENGTH 0x603C
AT _MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT _MQTT_TOPIC_READ_FAILED 0x6041
AT _MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT _MQTT_DATA_IS_NULL 0x6045
AT _MQTT_DATA_IS_OVERLENGTH 0x6046
AT _MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT _MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT _MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT _MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT _MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.6.16 MQTT AT iy

o —fBkit, AT MQTT fy4HEREAE 10 #e N, {HAT+MQOTTCONN 144k, Flan, iR hess
e, fySAT+MQOTTPUB 4375 10 BRI L., {HAT+MQOTTCONN fiy 2 FE W 4R AT DL R
A RE TR 2 ) i) R AR R .

o WIIRAT+MQTTCONN J@&3:T TLS 48z, B4 e iy a2 10 &b, ]G i s 1) 2 AR P dE 5
B R AR K.

o 24 MQTT &2 W IR, 24/~ +MQTTDISCONNECTED : <LinkID> JH B .

o 24 MQTT E#:# I, & 3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JHH .
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3.7 HTTP AT A4

o B

o AT+HTTPCLIENT: “%:3% HTTP % Pk

o AT+HTTPGETSIZE: 3HU HTTP %K/

o AT+HTTPCGET: #:H{ HTTP %5

o AT+HTTPCPOST: Post $&4& K (/) HTTP %3
o AT+HTTPCPUT: Put 4% K ) HTTP ¥4

o AT+HTTPURLCFG: & /4KEUK () HTTP URL
o AT+HTTPCHEAD: & /%5 HTTP 53K 3%

o AT+HTTPCFG: %% HTTP & )iy &

o HTTP AT 4432 7L

371 &

T BRIAKY AT [EFR SR TUT R HIFFAT AT frd. WISREORT % ESP32 S0 f% HTTP frd, iff E1 474
i ESP-AT T42, {E45H AU TR R

. %"—fﬂ% Component config->AT->AT http command support

3.7.2 AT+HTTPCLIENT: %1% HTTP % )\ iin oK

B

-t

=

A

AT+HTTPCLIENT=<opt>, <content-type>, <"url">, [<"host">], [<"path">],<transport_type>|[,
—<"data">] [,<"http_reqg header">] [,<"http_reg header">][...]

W i ©

+HTTPCLIENT:<size>, <data>

OK

o <opt>: HTTP % )it Ry
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
— 5: DELETE
« <content-type>: % i REIEISH
- 0: application/x-www—form—-urlencoded
- 1: application/json
- 2! multipart/form-data
- 3! text/xml
e <” url” >: HTTP URL, X451 <"host"> fll <"path"> ZHChaHT, XS54 HHEZXW
NSH
o <” host” >: 44 B IP Hbuht.
« <” path” >: HTTP 445,
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o <transport_type>: HTTP & imfGia2fl | BRiAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
e <” data” >: 4 <opt> & POST iff3KAf, RSOk Kk HTTP IR F5a8 008 . 24 <opt> K
POST 3K, XMSEAFE (Wi, AFEMAESREREXNSE) .
* <” http_req_header” >: W[ kikEZ MR LG RS

it

o QSR URL YRR 5 2 K BEB I T 256 7745, 1 Je i lJAT+HTTPURLCFG fin 4TI & URL,
IRIEAA W <"url"> SHFHEEREN "".

o R url A HA, HTTP % ikt B9 208 host S40M path 40 A1 url S84
W AT ER S 2E, HTTP & Pl host S8l path 24,

o BLEO T A B MR BRIAR SCRE HTTP % P fin 2 (FEG 1 WLESP-AT B # 2 5% ) , H @] 3d 1 A
THAMME T EHizad: . /build.py menuconfig > Component config > AT >AT http
command support, REHIFMH (FFIFH LA F ESP-AT T.42) .,

o ZAT AN SCRE URL g ], 2RI IR S5 4R MRS 301 GRAMEE E ) =0 302 (1lfH
FHEM) JEAL H kL2 URL dihik . S00] DA A 88 T 1 ARICE 7 A 55 Fs URL, 4R 538
W ZAT VT E

* WERAE <"data"> SHWES LMK B T 256 547, WM AT+HTTPCPOST fi%.

o TREE LW HTTP i3k 3k, W] AT+ HTTPCHEAD iy 4.

il

// HEAD % K
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET 3 %k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST #
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—~field2=value2"

3.7.3 AT+HTTPGETSIZE: 0 HTTP FE 5 kb

v

7

N

R

¥

L2218

=

[AT+HTTPGETSIZE:<"url">[,<tx size>][,<rx size>][,<timeout>]

W % <

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KiEZAK/DN. BAAL: FA7, BRAE: 2048, FEM: [0,10240].
o <rxsize>: HTTP BURZELFI/N. BN 7. BRIAME: 2048, JER: [0,10240].
o <timeout>: M4, Ff7: ZFb. BRIAE: 5000, FEHE: [0,180000],

o <size>: HTTP %iHE K/,

Espressif Systems 180 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

e
ARt URL (R A A MK HE 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hifid & URL,

@‘FZI-‘/B/\EE’J <murl"> BEETYFE S
.« SEHRE HTTP K%, i AT+ HTTPCHEAD fp 45T

il

[AT+HTTPGETSIZE:"http://www.baidu.com/img/bdlogo.gif" J

3.7.4 AT+HTTPCGET: 3l HTTP %5
PJXLEII /?

zs

[AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>] }

L)V

+HTTPCGET: <size>, <data> }

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KiLEGAFR/N. AL 347, BRIME: 2048, il: [0,10240].
o <rxsize>: HTTP BURGEAF IR/, AL T35, BRAE: 2048, JEME: [0,10240].
o <timeout>: MZGHIRT. FAf7: ZFb. BHAME: 5000, JEEl: [0,180000].,

o WIREE URL {84 1 KB IL 1 256 47, #56H I AT+ HTTPURLCFG iy 4Tt & URL,
5}(}:2"‘ DHQ\EB/J <"url"> é%éﬁﬁ'ﬁ%lxﬁjﬂ wn
. AR HTTP 75K %, i AT+ HTTPCHEAD Sy 4425

3.7.5 AT+HTTPCPOST: Post 5% K %N HTTP %4k

%

]

AR
At

EP

AT+HTTPCPOST=<"url">,<length>[,<http_req header_cnt>][,<"http_reg header">..<"http_
—req_header">]

Wi i ¢

OK

>

(ie2 >ﬁ%§ﬂ“ AT MER LR DB, BEIF T AR AR, MR KA EI S M <length> HIfERT,
Fé?ﬁﬁF Ho

Ay, MR :
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[SEND OK

R, R [a -

[SEND FAIL

SR

e <” url” >: HTTP URL.,

+ <length>: % POST iy HTTP $E K FE. kK 55 F R G014 RIS ] A/
» <http_req_header_cnt>: <"http_req header"> ZEHHE.

* [<” http_req_header” >]: HTTP 3Kk, Tl AR RLAIRS -

BLW]
© QURATE URL (R S fin & MK BE R T 256 7717, 568 AT+ HTTPURLCFG fin 4 TiliC & URL,
7X¥I§$€BQ\EE@ <"url"> i}ﬁ%%ﬁﬁj\j nu

o ZMAH) content-type BRIAZEAIY application/x-www—-form-urlencoded,
o AREAERCE HTTP i3k k%, W AT+ HTTPCHEAD fiy QU E .

3.7.6 AT+HTTPCPUT: Put 5% KPER) HTTP $cdis

v

¥

N

R

¥

L2218

e

AT+HTTPCPUT=<"url">,<length>[, <http_req header_ cnt>] [,<"http_reg header">..<"http_
—req_header">]

M]3 :

OK

>

P45 > FOR AT RO D8, BEIHET DS AR, 4 8i KA EI 240 <length> [{ERT,
(S BIR R

A, iR :

[SEND OK

AR, R A :

{SEND FAIL

e <” url” >: HTTP URL.,

« <length>: 7 Put ffj HTTP Hit K. Bk KB T 2GR AMRUA 2 T
» <http_req_header_cnt>: <"http_req header"> ZEHHE.

* [<” http_req_header” >]: HTTP 3Kk, Al Kk KRLAIRS -
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e

ARt URL (R A A MK HE 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hifid & URL,

RIEA MG <murlv> SHEEREY "
« WSLGHIRE HTTP ik, Wl FIAT+ HTTPCHEAD fp -8B

3.7.7 AT+HTTPURLCFG: #HE/EEUKA HTTP URL
Rl

O e
iy A

[AT+HTTPURLCFG?

Wi % ¢

[+HTTPURLCFG:<url length>, <data>]
OK

)E’J

CEA

[

[AT+HTTPURLCFG:<url length>

W i <

OK

>

Fi5 > F0R AT HERAFHCER D8, BT AR A URL, 48i K AR S 4L <url length> Y

{HI, RYLR[ME:

[SET OK

o <urllength>: HTTP URL K, Ffii: Fy.
- 0: j#%F2 HTTP URL Jit & .

- [8,8192]: #'H HTTP URL il & .
o <data>: HTTP URL ¥} .

3.7.8 AT+HTTPCHEAD: P:®/#tif) HTTP ik 3k
H w4

A

[AT+HTTPCHEAD?

W i <

+HTTPCHEAD: <index>, <"req_header">

OK
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=

=

A

[AT+HTTPCHEAD:<req_header_len> J

Wi i ¢

OK

>

Fig > 3R AT FER LI AT fyS D8, BT A% A HTTP 355K 3k (GREH key s value JE
), BEIERIELFSH <req_header_len> MYHR, AT R :

& J

* <index>: HTTP &KL RG MH.

e <” req_header” >: HTTP K3k,

e <req_header_len>: HTTP 3R K [, BA: F5.
- 0: JEBRITACIRER HTTP iEK k.
- HABME: BB HTTP 355Kk .

e

o RS —RK HAERE N HTTP ik k, HAIDAZKIEE, LHZAREK HTTP ik k.

o AayAHLE R HTTP 3Rk mtkny, —Hi%E, B HTTP ()i SERS ikt ok 2k

o AREABCE R HTTP iR ki key AR FIHE HTTP @y AR Rk i key A, TS 4
Erd R E ) HTTP 5k 3k,

il

// % E#F Kk
AT+HTTPCHEAD=18

/) EWRE "S> FERE, MAMTH Range ok k, TRFEGH 256 ~FF.
Range: bytes=0-255

// T # HTTP % &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32/index.
—html"

3.79 AT+HTTPCFG: ¥ HTTP % yiafic &

v

H

K

IR
&

Ele

A

[AT+HTTPCFG:<auth_mode>[,<pki_number>][,<ca_number>] }

W i <

& )
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e <auth_mode>:

- 0: NAME, W TEEEES <pki_number> fl <ca_number> Z4{;

— 1: ESP-AT #2fit HTTP % ik 54t HTTP fle45#%im CA k15455 ;

— 2: ESP-AT HTTP % ik A CA UEF AR HTTP 55 2% v ik 45 ;

- 3: fHEINIE.
o <pki_number>: JEPBHRHANERET], WA —MUEBFFAG, HAEN R 0.
* <ca_number>: CA [JZ&R5|, WHRAAG— CA, HAHW N 0.

o BN AT FE A HTITP JEHECE, B PABEM . /build.py menuconfig > Component
config >AT > AT http command support >AT HTTP authentication method FikEZl
A H S

o AUl ENSER e/, —HiRE, rff HTTP dydaR a4t FHiZilE .

o WUERGEAER B CWIET, BATHHE T AT+SYSMFG A4 58 HTTP 5. WG E O
FIIESS, TES % 4o fT £37 PKIBLE .

o QR <auth_mode> FLEN 2 8 3, AT RIS ARIUEFARUY, 57E &% E HTTP 441
Wi ff ESP32 ELARIE S mif ). (B0 AR IEAT+CIPSNTPCFG iy % K FLE SNTP, RIS FiH}[E
R EAT+CIPSNTPTIME? 6542514 24 Fif I [a] . )

3.7.10 HTTP AT 5%i5%69

JEAT+SYSLOG=1 J&i, HTTP % iSRRI, AT SR [ml 55 . A Epb ks h :

[ERR CODE: 0x010a7xxx }

Horp 01 EBIRARIRAT, Oa RBUHRINAT AT Ay S RN SR, Txxx /R HTTP iR, WR xxx &
HTTP SREREHTERE Y, WFRARfE HTTP RS RINE7R AT HTTP WEHA 5% . F 51 T #E
Jr HTTP JRESHFEE, EZEEHS% RFC 2616).
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HTTP $&iR%0 (HTTPRZSHES)  tEA

0x7000 FE AT TR R

0x7190 (400) Bad Request

0x7191 (401) Unauthorized

0x7192 (402) Payment Required

0x7193 (403) Forbidden

0x7194 (404) Not Found

0x7195 (405) Method Not Allowed

0x7196 (406) Not Acceptable

0x7197 (407) Proxy Authentication Required
0x7198 (408) Request Timeout

0x7199 (409) Conflict

0x719a (410) Gone

0x719b (411) Length Required

0x719c (412) Precondition Failed

0x719d (413) Request Entity Too Large
0x719e (414) Request-URI Too Long
0x719f (415) Unsupported Media Type
0x71a0 (416) Requested Range Not Satisfiable
Ox71al (417) Expectation Failed

0x71f4 (500) Internal Server Error

0x71£5 (501) Not Implemented

0x71f6 (502) Bad Gateway

0x71£7 (503) Service Unavailable

0x71f8 (504) Gateway Timeout

0x71£9 (505) HTTP Version Not Supported

3.8 TE&RGE AT a4k

. {I\ég

o AT+FS: U RG#HAE
o AT+FSMOUNT: f£#/H# 425

381 ¥

WY BOAM AT R SCRRILTUE N AT 6y . WARERES 2 ESP32 LR X R4, W HiT% %
ESP-AT 142, TE56 A0S T A% k%

* J3H Component config->AT->AT FS command support

3.8.2 AT+FS: TR GeHfE

=

=

[AT+FS:<type>, <operation>, <filename>, <offset>, <length>
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o <type>: HH{LZH: FATFS
- 0: FATFS
¢ <operation>:
- 00 JHERSCHF
-1 53
- 20 EH
- 30 SR
-4 EEART U, HEMOCRRE
o <offset>: fmfsHihl, VE T IREERIERE
* <length>: K, fUEFX S5 HAFRE

Bl

© R HEEHECUF RS, AT+FS SUE RGBS MG, SRAEW AT+ FSMOUNT=0 iy 4 #]

BOUFRGE, AR R RAM %5[H],

o i AR A 55 ka5t at_customize.bin, {5 B W £ ESP-IDF 43X 3% Fl4=fT f 7 Lo X,

o HEEBCEHR AR R T SE BRSO, AR 18] 52 K A R

* ¥ <operator>Hwrite W, RGEWENMATSEILHATRI >, MR AL EHIRAE, £

P E N 5 <length> —3(,

il

// MBS X

AT+FS=0,0,"filename"

/) EEAXHREHAE 100 XEAN 10 FF
AT+FS=0,1,"filename", 100,10

/) REAXERB A 0 LB 100 FF
AT+FS=0,2,"filename", 0,100

// Bl AR E ET A X

AT+FS=0,4,"."

3.8.3 AT+FSMOUNT: #$:#y/H1#k FS X1t & 5

v

BE A

N

A

=

[AT+FSMOUNT:<mOunt>

W i <

[OK
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ZH
e <mount>:
- 0: % FS &S5
- 1 H#EFS RS
Ba]

o AT+FS SCAFRGHASENUR , STV T A G AT+ FSMOUNT=0 s 4 EIBCCIF RS, FREHOK
= RAM %3],

il

/] FHAEXM RS

AT+FSMOUNT=0

/] FHEEXMGR A

AT+FSMOUNT=1

3.9 WebSocket AT #5245

. 4

o AT+ WSCFG: Ti¢HE WebSocket Z:%§

o AT+WSHEAD: 1% /%5t WebSocket 53R 3k
o AT+ WSOPEN: #xif)/4]FF WebSocket %42

o AT+WSSEND: [a] WebSocket 3% & &5 s
o AT+WSCLOSE: 3[4 WebSocket %4

391 ¥

W BRAM AT A SZHE T R AT . A 45552 ESP32 374} WebSocket fiy4-, i H47%
¥ ESP-AT 142, TEBH A A E TR ek

* |3/ Component config->AT->AT WebSocket command support

3.9.2 AT+WSCFG: At WebSocket 2%

LA

-t

=

A

AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] [, <auth_mode>,
—<pki_number>, <ca_number>]

W%
[ox J

54
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il

<link_id>: WebSocket i#3% ID. JEF: [0,2], Bk %+ =4 WebSocket 1445 .
<ping_intv_sec>: %% WebSocket Ping [8]FF. EA{7: #b. JOE: [1,7200]. BRIA(E: 10, BP: &fE
10 Fb % 3% —¥% WebSocket Ping £ .
<ping_timeout_sec>: WebSocket Ping #81}. BAf7: Fb, JoHE: [1,7200]. BRIA(EH: 120, Bp: 120
F e #| WebSocket Pong £, | 5& [H] 4 .
<buffer_size>: WebSocket Z X K/, BAfV: F5. JEME: [1,8192]. BRIA(E: 1024,
<auth_mode>:

- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;

— 1: ESP-AT $##4it% FrumiiE itk 555 i CA IE 1AL ;

— 2: ESP-AT % Pk A CA JIE+5 AR AR 55 % v F1IE 45 5

- 3: fHEINIE.
<pki_number>: {EHFFEAMERG], WR G —AEBMAL, HAHW A 0.
<ca_number>: CA fJ&5], R G CA, HAHN K 0.

Lan & W AEAT+WSOPEN 2 HiBLE , HMASERL.
ﬁn%ﬁ HEHACHWIET, SRS AT+SYSMFG fir %55 WebSocket 1IE45 . QIR AR TR %
HOMES, 5% 4efT 37 PKIBLE
MR <auth_mode> FLE N 2 835 3, K TGRS AFWUEF ARG, 157E K IEAT+ WSOPEN fix %
HIAf PR ESP32 B ARHUEN M HiistE] . (0] UK IEAT+CIPSNTPCFG 4 R L& SNTP, #RI0Y Hi )
6], &3EAT+CIPSNTPTIME? £ 25 1) 24 Bif HIJ HTIETJ )
AHEINUER R B 2T TLS &4 WebSocket 4% (A8 Z%AL)

// ®HE link_id # 0 # WebSocket # # # Ping X Z HE# 30 &, BH 60 #, ZWwR_
4096 FH
AT+WSCFG=0,30,60,4096

3.9.3 AT+WSHEAD: ¥:¥/#if) WebSocket i 2K 3.

A ity 2

g

(Tifevs

Py
4

[AT+WSHEAD?

Wi i+

+WSHEAD : <index>, <"req_header">

OK

B A

[
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[AT+WSHEAD:<req_header_len> J

Wi % ¢

OK

>

75 > FR AT HE I AT 4 L8, BEEHET] DAS A WebSocket 13K 3k (73K 3k A key: value
), SEHK ARSI SE <req_header_len> [W{HMK}, AT & :

& 1

» <index>: WebSocket i3k {H

* <” req_header” >: WebSocket i3k 3k

+ <req_header_len>: WebSocket ifsR3LK B, Hfi: FAY.
- 0: WA T % E A WebSocket 13K 3k .
- HABAE: BE—ASHTH) WebSocket 153K 3k .

e
o RS —I HAEBEE —1 WebSocket K3k, HW DAL KIKE, SZHRFZMANE R WebSocket 15K 3k .

o ANAATE ) WebSocket 3K Sk &4 RtERy, —Hi%E, i WebSocket {1y R4 HEA1F iX L84 3K

il

/] HE#F kK
AT+WSHEAD=49

/) EWKE "> FEFE, WAMTH authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE50Tk6MTIzNDU2Nzg=

// T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_ self"

3.9.4 AT+WSOPEN: #:ify/$THF—4> WebSocket 1%

[AT +WSOPEN? }

M) i :
YA ERR, AT R[]

+WSOPEN:<1link_id>, <state>, <"uri">

OK

LA B, AT 1R [0
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N~
e

-
v E

[AT+WSOPEN:<link_id>,<"uri">[,<"subprotocol">}[,<timeout_ms>][,<"auth">]

W 3 :

+WS_CONNECTED:<1link_id>

OK

o <link_id>: WebSocket %4 ID, M : [0,2], HI& K Z#H: =/ WebSocket £,
o <state>: WebSocket LIRS .

— 0: WebSocket &3 K],

— 1: WebSocket &3 IEAE T IE

— 2: B2t WebSocket £z,

- 3: i WebSocket Pong #B T B SEBGE A A 1%, IEAESRFEIE.

- 4: DB S5 um WebSocket P, 1EAE A3k 5 PR IR 5545 «
o <” uri” >: WebSocket IR & #5155 — EIFFRIFLE.
* <” subprotocol” >: WebSocket T/} (&% RFC6455 1.9 &77),
* <timeout_ms>: 737 WebSocket 8 (BT A ] . BAA7: ZEFb. JEHE: [0,180000]. ERIA(E: 15000,
e <” auth” >: WebSocket %A1 (2% RFC64554.1.12 &7,

il

// uri HZ ¥ Kk B T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDVR1el1lD3eiVjgZ9VRiaV&notify_ self"

MRS WebSocket 715 .

3.9.5 AT+WSSEND: [i] WebSocket Y42 % ik Bt

v

)F\.

AUNTEC

s

[AT+WSSEND=<link_id>,<length>[,<opcode>][,<timeout_ms>]

W

OK

>
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bk RoR AT CHER S AT port BB, O mT DA AR, 24 AT U2 5O Bodh 1K RE 1k 3]
<length> J5, BT,

UNSRR S MR BB AR i I B RTT, aR (] -

[ERROR ]

LUBS S6 /i 1) Y I A

[SEND OK }

ZH

o <link_id>: WebSocket i£32 ID, JulH: [0,2].
o <length>: KEMFAEKE, A FA7. W RIEN IR KK EHAT+WSCFG 1) <buffer_size>
BB 10 FIZRGEA] 4 Be A S (R NS R eE - (BT i/ IMA) «
» <opcode>: k3% WebSocket i 7Y opcode., Ji [ : [0,0xF]. BRIAME : 1, B text i, 355 RFC6455
5.2 FAT T Z 1) opeode.
— 0x0: continuation ij{
— Ox1: text fif
— 0x2: binary i
- 0x3-0x7: yHE IR SR E
— Ox8: TEHZ K P
— 0x9: ping i
— OxA: pong Iifi
— OxB - OxF: iy Hg il iiifr 1
o <timeout_ms>: KiEEFEE]. B ZFP, JEE: [0,60000], ERIA(E: 10000,

3.9.6 AT+WSCLOSE: X:[4] WebSocket j4:4%

o <link_id>: WebSocket i3z ID, JL[E: [0,2].

Bl

// *M ID 4 0 B WebSocket £ ¥
AT+WSCLOSE=0

3.10 ESP32 UM AT &4
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s fE&IIE

o AT+CIPETHMAC: /1% 8 ESP32 PAK M) MAC Hitik
o AT+CIPETH : #if/'E ESP32 PAK M) IP Hitik

3.10.1 44

W% ERIARY AT BRI N AT 4. Q1R T2 ESP32 LHRFAKM G4, 1S5 40T 3
J ESP-AT vA KW &t SCRY BAT4i%F ESP-AT 142,

3.10.2  fEFS Ik

IBATLAKI AT i 2 B, TS DA TR 45 AR

PERE: A% A ESP32-Ethernet-Kit JF MR I BT DA AT fr & TG HES T4E. AR Aesfi
FI R S BT IR ML, A R R H AR 15 2EH RX/TX 5

* £ AT UART 4 (PAERIARY AT UART & IR AR DD BEAE RTh 5% ) -

— FTJF factory_param_data.csv 4504
— ¥ WROVER-32 H{J uart_tx_pin M GPIO22 ¥k GPIO2, uart_rx_pin M GPIO19 ¥k
GPIO4, uart_cts_pin M GPIO15 ¥k GPIO1, uart_rts_pin M GPIO14 ¥k GPIO1
(REFR=DIRE ik, X HCRMEHZIIRE), 215 00 WA fTiZ & AT 3% 2 E .
o {fiffE AT ethernet support, WHZ{EET W4T & A ESP-AT vA KW 4% .
o HiF)E 1% T REEE 5 2 ESP32-Ethernet-Kit,

o JPERAEE:

— R FENLMCU (41 PC, [{fi ] USB i f5idkh) % ESP32-Ethernet-Kit [ GPIO2 (TX) Al
GPIO4 (RX), At =g N5 %4 CTS/RTS;
— ESP32-Ethernet-Kit 7443 DA KR W 2%

3.10.3 AT+CIPETHMAC
it A

itk
#rif) ESP32 DA MAC Hihi:

AN .
"ﬂé’\‘

: g/ E ESP32 UM MAC Huhl

[AT+CIPETHMAC?

Wi

+CIPETHMAC:<"mac">
OK

BeE WA

Yytig:
E ESP32 PAKIM ) MAC Hiufit

zs
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[AT+CIPETHMAC:<"maC">

© <” mac” >: FRERSEL, FORPAKF R D H) MAC Hik.

st

o BEPEBRAAR CHEFDAR M AT 64 BRI 5 WLESP-AT B 1 £ 5), {020t AT 7 200 5 %
41 ./build.py menuconfig>Component config>AT>AT ethernet support, R)5

Gk TR (PR LA 4R iF ESP-AT 142).
o YAT+SYSSTORE=1, Tt E AL NVS X,
PAK M2 11 1) MAC Hitib A fig 55 HAb 2 1 A [R]

ESP32 MAC Hiht(¥) bit0 AREX A 1. B, wlsehy “lac-7, HAWBEA “15:7,

e FF:FF:FF:FF:FF:FF f1 00:00:00:00:00:00 J}Js MAC Hiht, AREBEE.

il

{AT+CIPETHMAC:"1a:fe:35:98:d4:7b"

3.10.4 AT+CIPETH: #%ify/¥ ¥ ESP32 UM IP Mkl

I

itk
ZEif] ESP32 PAKMIY) TP ikt

A\ .
"Il/?\'

[AT+CIPETH?

Wi i <

+CIPETH:ip:<"ip">
+CIPETH:gateway:<"gateway">
+CIPETH:netmask:<"netmask">
OK

)E’J

CEA

Yriie:
B ESP32 PAK ) IP bkt

[AT+CIPETH:<"ip">[,<"gateway">,<"netmask">]

W 3% ¢
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o <V ip” > FAFHRSH, Fow ESP32 DIKMAY IP Hudik.
o [<” gateway” >]: W3,
* [<” netmask” >]: [Z&HEHY.,

Bl

o [EPEERIAA S AR AT 654 G5 WESP-AT Bl 4 £ 5%), HE R PA R 5 0 =S Bz
A . /build.py menuconfig>Component config>AT>AT ethernet support, K5
Gt TR (PENGT A2 3% ESPAT T42).

o FAT+SYSSTORE=1, Ti'E WHUHHRIEAE NVS X,

o KA E 45 DHCP AHE. 0, UAT+CWDHCP:

- AJEMAES TP, W DHCP 2425 H ;
- # )1l DHCP, NIES TP 29845 ;
- B —KELE SR E— IR .

il

[AT+CIPETH:"192.168.6.100","192.168.6.1","255.255.255.0"

311 fEA WA AT a4

< IneB
* AT+FACTPLCP: %1%k PLCP 8% PLCP

3.11.1 #v4j

Togs WA AT BRI FIOA AT frd. SRR ESP32 S fH i &Mk, i F 74
3% ESP-AT T42, {E85T RO B LA HLkH

e # ] Component config->AT->AT signaling test command support

3112 AT+FACTPLCP: %3%¥ PLCP sk} PLCP

v

H

<

EmA

¥

oy
%

e

[AT+FACTPLCP:<enable>, <tx_with_long> }

W i :

& )
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BH

e <enable>: = H/25H FahlHE

- 0: B FhELE, KA <tx_with_long> Z4UMIBRIAE:

- L JFHTFEhECE, AT &i%R) PLCP RAUHU T <tx_with_long> 4.
» <tx_with_long>: %% PLCP u%3 PLCP:

- 0: k%% PLCP (ERiN):

- 1: %% ¥ PLCP,

3.12 Uigh AT 4

* N5

o AT+DRVADC: Bl ADC i#E1H

o AT+DRVPWMINIT: #JHa4k PWM B 5h5e
o AT+DRVPWMDUTY : & PWM 5251
o AT+DRVPWMFADE: %'& PWM 75

o AT+DRVI2CINIT : %154k 12C EHLEKE]
o AT+DRVI2CRD: BEE 12C ¥

o AT+DRVI2ZCWRDATA: B A 12C ¥ ¥

o AT+DRVI2CWRBYTES: B AN#ET 4 351y 12C $id
o AT+DRVSPICONFGPIO: Tii'& SPI GPIO
o AT+DRVSPIINIT: #]1&4k SPI FHLEKZ)

o AT+DRVSPIRD: £HU SPI ¥

o AT+DRVSPIWR: = A SPI ¥

3.121 #r&

i BRIANY AT [EPER SRR F I AT % . WG 3 ESP32 S5URANG 4, 7§ [ £740i% ESP-AT
T2, fEH AR L

* 3/ Component config->AT ->AT driver command support

3.12.2 AT+DRVADC: i#ZHl ADC i i

Pa-

AUNTEC

iy

[AT+DRVADC:<charmel>, <atten> ]

W

+DRVADC:<raw data>

OK

e <channel>: ADCI jHiH.
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* ESP32 S i HUEE R (0,71,

fEi
e

B

GPIO36
GPIO37
GPIO38
GPIO39
GPIO32
GPIO33
GPIO34
GPIO35

NN kWD = O

o <atten>: TEJH{H.

* 0: 0dB FE, AR EEE A [100, 950] mV,

o 1:2.5dB 2, AR Y [100, 1250] mV.
e 2:6dB FE, AR RN [150, 1750] mV.,

o 3 11dB 350, A %EEE 2 150, 2450] mV,

o <raw data>: ADC iHiE{H.

B
* ESP-AT H 3#§ ADCI.

o ESP32 Wi 12 fiGa .
o XTTF UM RHEEEE SN E, 7TPAS% ADC i,

il

// ESP32 &K EH 0 dB EMB, A MEEEA (100, 950] mv
// B JE % 2048 / 4095 * 950 = 475.12 mV

AT+DRVADC=0,0

+DRVADC:2048

OK

3.12.3 AT+DRVPWMINIT: #)Jisik PWM Big) 5%

=

=

[AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

o <freq>: LEDC SENt2afisR, BA{i: Hz, Jiffl: 1 Hz~8 MHz.

o <duty_res>: LEDC il 525 ek, iR 0~20 (.

* <chx_gpio>: LEDC jifii x 1% ity GPIO. Bl 41, 4N SR ZARHF GPIO16 /E HyiiiiK 0, 751 & <ch0_gpio>
h 16,
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e

o ESP-AT & hE 15 4 014,

i HAMA MBI EBELRE EZE T HE PWM @4 (WMAT+DRVPWMDUTY
FIAT+DRVPWMFADE ) GEf5 1% & )38 5E - TﬁJﬁu IR R iR e T Wi EE , 84 AT+DRVPWMDUTY

i e %EE&LWM‘@@E’J PWM IE
o BERANE S BRI . 20 Ju %ﬁﬁ‘ﬂl 25 FE M R SRR

hil

AT+DRVPWMINIT=5000,13,17,16,18,19 // %& & 4 AN #@#, MEH 5 kHz, G Z o HE A
<13 f

AT+DRVPWMINIT=10000,10,17 /] RAHAEHE 0, MEH 10_

~kHz, B R tp#EH 10 £, £ ¥ puM ffﬁﬂéf&é\ Ak E—/NEH

3.12.4 AT+DRVPWMDUTY: %k PWM h%:Lb
At g

A

[AT+DRVPWMDUTY=<chO_duty> [,...,<ch3_duty>]

Wi 3% ¢

(ox

* <duty>: LEDC jliifi 52310, i : [0,2 =P
Bl

* ESP-AT {2 HE (4 4 ANliE .
s O MMEEICHRE S, HIRER%S A

2N

55, WEEYE 1 b EHA 512

AT+DRVPWMDUTY=255,512 // & B @ ¥ 0 i 255
BHE 2 WERERA O

AT+DRVPWMDUTY=, , 0 /) R#&E

3.12.5 AT+DRVPWMFADE: ¥ PWM s
A

e

AT+DRVPWMFADE=<chO_target_duty>, <ch0O_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_

—time>]

W i :
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[OK
S
o <target_duty>: HAR#AS 525, JEEl: [0,2 duty-resoluton_jp
o <fade_time>: WA, ML ZFP,
e
» ESP-AT £ fig 3 HF 4 Nl .
o FHANHIELFEINE <target_duty> fll <fade_time>, HIEHMKEIHA],
hil
AT+DRVPWMFADE=, , 0, 1000 // ER—AHHEEEE 1 WS EREER O
AT+DRVPWMFADE=1024,1000,0,2000, // R — & HE¥EEE 0 b ZHEE 4.

~1024, WAHW R EKEE 1 HFHEA O

3.12.6 AT+DRVI2CINIT: #jigfk 12C F:PLER )

L

~

¥ A

¥

Ly
At

EP

[AT+DRV12CINIT:<num>, <scl_io>,<sda_io>, <clock>

Wi i *

[OK

S
o <num>: I2C 55, R 0~1. WRREEGHMSE, AT FAWIH0IZ 12C 5m .
» <scl_io>: I2C SCL {51 GPIO =,

+ <sda_io>: 12C SDA {51 GPIO =,
o <clock>: FAHUBTAY 12C IR, B Hz, fK{H: 1 MHz,

o A K 12C 4L,

il

AT+DRVI2CINIT=0,25,26,1000 // ## f. I2C0, SCL: GPIO25, SDA: GPI026, I2C.
B AR 1 kHz
AT+DRVI2CINIT=0 // B I2C0 #7174
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3.12.7 AT+DRVI2CRD: #H 12C %

WE WA
%
[AT+DRV12CRD:<num>,<address>,<length> ]
W i <
+DRVI2CRD:<read data>
OK
ZH
o <num>: 12C 355, JEE: 0~1,
o <address>: 12C MHLi% £ HHE
— 7 fiHbdk: 0~ OX7F;
— 10 itttk 55— AR ET-EAALZ 1111 0XX, o5 5 AL XX A2 10 A7k & AL . 6l
n, andk 10 [zl >4 0x2FF (b” 1011111111), A2 4 A Bkl >4 0x7AFF (b’ 111101011111111),
o <length>: 12C HPEKE, Jul: 1~2048,
» <read data>: 12C %\,
B
o 12C & Hi eIy i [a) Ry —Fb
il
AT+DRVI2CRD=0, 0x34, 1 // 12CO M i 0x34 4 i B K e

1 7%
AT+DRVI2CRD=0, Ox7AFF,1 // I2C0 M 10 frL# 4t Ox2FF A EH 1 F ¥ B % #

// I2CO0 3 H ik 0x34, FHF B M4 0x27, L 2 FH
AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 %5 & & M 0x34. FHF B H A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO0 EHH 2 FF

3.12.8 AT+DRVI2CWRDATA: E A 12C %85

B

-t

=

A

[AT+DRV12CWRDATA:<num>,<address>,<length> ]

L)V

OK
>

W BRI, A GRS ANEDE, SEIRRE SR E KER, BlRfemITis.
FRE A Ry, R [

[OK

AR R R, R [ -
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o <num>: 12C imHS, JEH: 0~1,
o <address>: 12C MHLik £ Huhl
— 7 {i#bdik: 0~ Ox7F;
— 10 fitdik : 55— ET-EANAE 1111 0XX, i 5 M 67 XX 2 10 {57 Hbtik i 5 i 9 43z 1)
01, 45 10 7k Ox2FF (b 1011111111, A5 255 A RGHLdE Jy 0X7TAFF (b” 111101011111111),
o <length>: 12C HHREKE, Jul: 1~2048,

|
o 12C kg [l —#b

il

[AT+DRV12CWRDATA:0,0x34,lO // I2C0 BN 10 F ¥ HEE # 4 0x34

3.12.9 AT+DRVI2ZCWRBYTES: 5 A MG 4 =1l 12C 48

- .
wE WA
i

[AT+DRVIZCWRBYTES:<num>, <address>, <length>, <data>

W i <

o <num>: 12C iS5, JEHE: 0~1,
o <address>: I2C MHLixX45HbALE .
— 7 {iHsdk: 0~ Ox7F,
— 10 izl 55— AFATRIRET-LAAE 1111 0XX, H A i 5 A7 XX 2 10 A7k i 5z i 9 7
an, W 10 Lkl >4 0x2FF (b7 1011111111), A2 4 A Bkl >4 0X7AFF (b” 111101011111111).
o <length>: £F5 A 12C FHKE, 1 1~4 FH5.
o <data>: Z% <length> I{EKEFREIE, JEHE: 0~ OxFFFFFFFF,

B
o 12C kg g [l —Fb.

il
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AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FH HE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ HE 0x1234 F 10 L Hy 4k

// I2CO0 B ik 0x34., FHF HH i 0x27, #HKiE 4 cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.12.10 AT+DRVSPICONFGPIO: [it¥ SPI GPIO

v

H

N

B

¥

A

=

[AT+DRVSPICONFGPIO:<mosi>, <miso>, <sclk>, <cs> ]

W i <

& )

S

o <mosi>: FHMALES XM GPIO 4

o <miso>: FAMMEEXIY. GPIO E /), A, EHi-1.
<sclk>: SPI 40 E5XF N 1) GPIO & 1 .

<cs>: EBEMHLAIE S X GPIO &R, AR, EA -1,

3.12.11 AT+DRVSPIINIT: )4k SPI 3:HL9Kk5)

=

,/?\:

[AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

Wi

[OK

o <clock>: Wb, 4085i%0h 80 MHz, BAfv: Hz, fH K/H: 40 MHz.
e <mode>: SPI i, Jull: 0~3.
» <emd_bit>: Ay HrEERIAGIEL, JER: 0~ 16,
* <addr_bit>: HihEFTBAEIAGEL, TR 0~ 64,
e <dma_chan>: j#ijf 182, A7 DMA BHn] 4 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
+ 0: Jef%4 MSB (BhiA )
« 1: Jei%Hy LSB,
— bitl:
« 0: JERI MSB (BRIA ) ;
« 1: ezl LSB,
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e

* it SPI Wl tfik Hiffic & SPI GPIO.

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100_

~kHz; HER: 0; AN BN ERKIACLEAN 0; L@ F DMA; K f gk LS
OK

AT+DRVSPIINIT=0 // & SPI ¥ %

OK

3.12.12 AT+DRVSPIRD: {#HL SPI %

A

mA:

[AT+DRVSPIRD:<data_len> [, <cmd>, <cmd_len>] [, <addr>, <addr_len>] }

W i ¢

+DRVSPIRD:<read data>

OK

S
o <data_len>: fF2HAY SPT A E, JUEEl: 1 ~4092 3y,
o <emd>: frHHE, BIEKEH <cmd_len> SEKE .
* <cmd_len>: AYALHHHATORKEE, JEE: 0~2 5.
o <addr>: fydHibk, HibkKE R <addr_len> ZH0EE.
- <addr_len>: AV ALK T, JEE: 0~ 4 553,

el
« FRM DMA, <data_len> SUURHKALHS BRI N 64 47,

2N

AT+DRVSPIRD=2 // # B 2 F ¥ %
+DRVI2CREAD: ffff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // #HB 2 F ¥ #H#E, <cmd> % 0x03, <cmd_len> 4 1.
% ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.12.13 AT+DRVSPIWR: % A SPI ¥

v

7

N

R

¥

EBH

Ele
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[AT+DRVSPIWR:<data_len> [, <cmd>, <cmd_len>] [, <addr>, <addr_len>] J

Wi % ¢
M <data_len> BEMEART 0, AT K[H:

‘OK }
B BRI s, A S AEGE, LR AEISEGEE KRR, BdRER TG,
PR ), AT & [A]:

[ox )

Y <data_len> ZHUfEN O W, BED AT HtLhanSRisthht, Atk SPI &, SR AT & u]:

e <data_len>: SPIZ#E{E, JiFl: 0~4092,

o <emd>: frHHE, BIEKIEH <cmd_len> ZEKE .

* <cmd_len>: AYALHH R AT KA, JEE: 0~2 55,

o <addr>: fiydHihl, HubEKEH <addr_len> SHBEE.

o <addr_len>: AU AGHFHHEKE, JEHE: 0~4 77,
byi]

« ZAM DMA, <data_len> BHUEUAEIS BERIFAL Y 64 7.

il

AT+DRVSPIWR=2 // B N 2 F ¥ K#E
OK

> /TR AT KR
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B X 0 F ¥ $#{, <cmd> % 0x03, <cmd_len> ¥ 1.
% ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥
OK

3.13 Web #4552 AT i %>

4
* AT+ WEBSERVER: J3 f/%% fil ik Web IR 55 #5800 & Wi-Fi %42

3131 &

W ZAN AT BEEAR SRR U Ry AT 4. (R 45528 ESP32 S04 Web R4 #an 4, i HiT4
iF ESP-AT 142, 1E55H A A TR e

Espressif Systems 204 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

J2H Component config->AT->AT Web Server command support

3.13.2 AT+WEBSERVER: B HI/28 M ik Web JIiR 55 2id i Wi-Fi ¥4

Faunigy

LT

[AT+WEBSERVER:<enable> , <server_port>, <connection_timeout>

ja] o, =
=
o <enable>: |5 [{I/2% ] Web JIR%5#%.
- 0: 5] Web Hﬁ%ﬁ%%ﬁi*ﬁ%ﬁﬂ?
- 1: JF ] Web R554%, £0T DATE A fc /5 sl 5 0 VA L B Wi-Fi 4215 L.
« <server_port>: Web I} 5255 15,
+ <connection_timeout>: 5N EE BT E] . BAA7: #P. JEE: [21,60].
Bl

o AR AR Web flz 55 23 BT 5 00 HIML SC{F. —Fu@ 61 FAT SCPFRSE,  BEIEaR 25

il

AT FS fit%. 53 —F i i A SCHERAF% HTML S0 (BRIAIRE ) .
ERIAT) HTML 3428 index.html o G1ARFE L H & L HTML SCH) R s N Elc s 305, W E 4
BUGZ ORI s AR TR H X HTML SCAE B NEE (Fan: Bn— B, NWIETR 2T,
WO AS 4 at_web_server_cmd.c
5 1 PR Y socket ) B KA H ASBE/NT 12, £50T PAYE menuconfig HH i B LTI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, R)GE M
FIRE (B3R A miF ESP-AT T42).
AT [EEBIAAR SR Web lR554% AT fird (S 30 see ESP-AT B 1+ £ 3¢ ), {HAA] PATE menuconfig
R E S Web iR 55 #% AT fy% . /build.py menuconfig > Component config > AT > AT
WEB Server command support, AEEHMHIFLE (% R Rib%iF ESP-AT 1.42).
ESP-AT 7£ ESP32 #4145 H S #5317 (captive portal), A &% 71,
E%ﬂ—*ﬁ | 7] 22 SCARY Web Server AT =1 .

Z Ay S W SEITT VR, JERS2% at/src/at_web_server_cmd.c,
2 7"%%‘&\:177!-})” OTA F+28. 3KEUH £ OTA -

B R web R4 &, smu 80, BEAEEWEKEE 50 P

AT+WEBSERVER=1, 80, 50

// ZER web R & &H
AT+WEBSERVER=0

3.14 H ) AT 42
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Chapter 3. AT Ay d4E

25

AT+USERRAM = ¥:4E F 11025 H RAM
AT+USEROTA: 4455 URL FF4% [ 14
AT+USERWKMCUCFG: #£8 AT Wi MCU By &
AT+USERMCUSLEEP: MCU #5/R H C HEIRIETS
AT+USERDOCS = # [ {45 1 FH P SORY e

3.141 #vr4j

R BOARY AT EE SRR T FRYFTA AT fiyd-. WPREORNTRZE BSP32 SR sy, i HAT4 3%
ESP-AT 142, TE55 100 M B TAR S

e #2/f] Component config->AT->AT user command support

3.14.2 AT+USERRAM: ¥ P4 RAM
Ay

Dy
LI 1] 2SR RAM R

[

[AT+USERRAM? }

Wi % ¢

+USERRAM: <size>

OK

BeEmA

ifig:
OBl B 5L R, BUH P RAM 45|

zs

[AT+USERRAM:<operation>,<size>[,<offset>} ]

W

+USERRAM: <length>, <data> /] REREZ®BAEN, f24HXANEE

OK

¢ <operation>:
- 0: B F RAM %3]
1: 43ECH F RAM =5 i]
- 2: [ H F RAM G
- 3: MHF RAM 3%
4: ¥k H P RAM B
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o <size>: /SR T RAM K/
o <offset>: 32/5 RAM e s. BRil: 0

Bl

o TEEPATAR A ARV E 2 BT 4B A P RAM 25 6]

* M4 <operator> Kwrite B, RFEIWHN LA IEEMATIRN >, HHERT DA A ZS 1 4dE, X
P MW 5 <length> —F(,

¢ 4 <operator> N read WJf HAK B KT 1024, ESP-AT &AM Z KL, FKkbIERE
7 1024 750, 4 PA \r\nOK\r\n £5Hf .

il

// 4 W 1 KB f f RAM % |
AT+USERRAM=1, 1024

// W RAM Z W FH M E S N 500 F ¥ HE
AT+USERRAM=2, 500

// A RAM ZEWEfmH 100 L BEHEL B 64 F ¥ HKE
AT+USERRAM=3, 64, 100

// BHA P RAM % A
AT+USERRAM=0

3.14.3 AT+USEROTA: i+ URL T2k

ESP-AT fEiafTi}, JHEI45%E URL ERYHE (.

T3] URL $& 5 BUA HY [ 1

Py
A

[AT+USEROTA:<url len>

Wi 3% ¢

OK

>

Eadm IR AT BRI URL, JERHESHT DA AL URL, 24 AT i3 URL KJEIKF] <url len>
Ja, il

[Recv <url len> bytes

AT i EIMERZ )G, THGd TG . RIS, &[0

[OK

RS R TR, R )
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e <urllen>: URL KJ¥, HAfH: 8192 %

st

o URT] DAAK GitHub Actions 2. F %, r5E 35/ OTA [l1:, W] DL ETT4% 1% ESP-AT T42 A i r 531
OTA [l {f,

e OTA [&f4/ build/esp—-at.bin.

o TR EE BT R 28R B o

o WRMEFZAAET BT IR, AT KFiR[H5] ERROR, m# B[] P

o NEWARBNHRA . BEEIHRAR AT E RS, E2T0dalr, MR RREAHH
IHARAS, AR YR B O B T ik D Ge .

o BWIHR AT {5, AR AT+RESTORE W) 158 .

e AT+USEROTA f HTTP fll HTTPS,

o AT il > 545 )5, %&?EEPB@#%ﬁ*?fﬁﬁ%%%)‘(?ﬁi&ﬁ%)& WATREAHTT45 2 (CR-LF).

* 24 URL 3 HTTPS W}, AW SSLIANIE. AR ZK SSLINE, bt H 4742 L PKI UK G 1/ EAT
TEEI R XA, ZJ57E AT+USEROTA ‘B/\H’b&ﬂﬁﬂﬁwu&ﬂ% T PKI U5 27 4o
foT # % PKI B2 % . %}T AT+USEROTA 74, 0] &% ESP-AT T fE#4tH =% USEROTA.,

o {ESF ot T £ I OTA 28 FREUE £ OTA ﬁrff/\

il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.144 AT+USERWKMCUCFG: ¥ AT Mafi MCU 11 &

Bear S BLE AT MG MCU fBEERIRES, PASK AT Qufaiefig MCU.

o 24 MCU 2 ERIPIRES, AT B E 30 MCU REsdE, ~a kLM EE .
o 4 MCU SEHEIRFPIRES, AT #E#5n) MCU F:8h Ak 8damt (Fah Kk B dE MESP-AT F 8.4k %
FE XA ) , AT &g &AM (E S5 AR 5E . MCU g i ol & 1 i o 25 1 PR (5 5

s

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>, <delay time>[,
—<check mcu awake method>]

W

[OK
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* <enable>: & okt H ML
- 0: ZEHmaplE MCU Fit &
- 1: {fiEEMeE MCU fil &
o <wake mode>: MifiEfz,
~ 1: GPIO Wi
— 2: UART Wi
* <wake number>: ZSHINE LT <wake mode> WfH.
— MR <wake mode> 2 1, <wake number> fQFEMEEE M GPIO %45 . SR IERL B
W R S A A B i, A5 I FR 2 P R A AL
— R <wake mode> J& 2, <wake number> fUFEMLEE UART 455 . Mui L4 1, BId:
UARTI Wi MCU.
o <wake signal>: ZZE1 = LT <wake mode> [H{H.
— WHR <wake mode> 2 1, <wake signal> fUFEMLEEHF,
+ 0 fIRH~F
1
— R <wake mode> &£ 2, <wake signal> fUFEMLEEFT, JEHE: [0,255].
o <delay time>: f{ KZERFITA]. B ZFP. JEHE: [0,60000]. ZSEHE LT <wake mode>
I
- N5 <wake mode> & 1, WfE <delay time> MAEP, FF—EHIREF <wake signal>Hi P,
<delay time> 3|5, W%E <wake signal> Hi°F,
— R <wake mode> &2, NSZRI% % <wake signal> Fr, #AZGFEHIEN .
o <check mcu awake method>: AT k& MCU 2& A TR SE LR ZS o
- Bit0: @& JF /5 5 AT+ USERMCUSLEEP iy 4[] 2 Jk . BRIATT 5 - B : Y | AT+USERMCUSLEEP=0
fr4, 455 MCU Ji5k; Iic#] AT+USERMCUSLEEP=1 4, #5712 MCU JEHiE.
- Bit 1: I S5AT+SLEEP=0/172/3 iy 5 86 . BRINEE A . Bl i3] AT+SLEEP=0 154, &
S MCU 3% 3 18] AT+SLEEP=1/2/3 4, 4575 MCU i
- Bit2: @G Jf)5 <delay time> ME/FHE/ MCU AR RE. BRIAZEA . Bl ZEHIR, delay
time J5, 88 MCU RBERR; {HfERT, delay time J5, F57x MCU €.
- Bit3 (ZARLEHM): ZEIF/H GPIO F5/Rm MCU BEEIIfE. BRI SCHE.

B

o MW HFEEME K.

* KRR AT 1] MCU E 8l ZEBHRHT, 2k EE S B ASRF, <delay time> WHE| T2 )5
BB GREE . MR 2 BALE MCU ML REes.

o MMHAE <delay time> ZFZHi, AT Y% <check mcu awake method> H F{F & MLEEF (4,
ST BRI B BRAS . IS5 FF <delay time> WG, & HINHREERE.

il

/) fEH%E MCU BEE . Sk AT H MCU X # K#EW, 244 A wi-Fi ##H# GPIO18.
M, B T%RE MCU, FEKFEFTET 10 #.

AT+USERWKMCUCFG=1,1,18,1,10000, 3

// % E McU B E
AT+USERWKMCUCFG=0

3.14.5 AT+USERMCUSLEEP: MCU 57 [1 CUIENGIR A%
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TEAT+USERWKMCUCFG 41 <check mcu awake method> BitO Bg &L, i A<a4Est. 1

T4 AT 2417 MCU [BEIRLIRAS .

.
"Il/?\‘

[AT+USERMCUSLEEP:<State>

M) v :
[OK
ZH
* <state>:
- 0: 87, MCU g3k,
- 1: $8/x MCU EfR .,
ZN ]

// MCU % 41 AT ¥ §] MCU @ ¥
AT+USERMCUSLEEP=0

3.14.6 AT+USERDOCS: 7% ifglblf: et i o Se ek

i A

i

AL 2 BT IS AT RS Y AR A3 SO P SO -

AN .
“Il/?\‘

[AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

S

o <” enurl” >: YL CRYEERE
o <” cnurl” >: HC SRS 4

il

AT+USERDOCS?

+USERDOCS: "https://docs.espressif.com/projects/esp-at/en/latest/esp32/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32/index.html

n
—

OK
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SR ZUE BN iy Z BIC R EEPA T AT, TR AT i) — L8 RAF R

. AT @bk

o HHAZ BARAIE flash P by AT 44
o AT K &

« AT H &

315 AT &K

W AT a7 P Rh S :

e it BN BtEA

ik s 2 ATH< i QAR >=? LI E A 1 SR L UEE
i AT+< i Q4K >? A CTETETE 2 [N

BCE AT AT+< AT AR >=<---> WEM T AEXNSEIE, Hsfrad
W AT+< a2 F5 > BATICH T H E LS H

o NRfEk AT SR HA R IR A @4

o MAEMASE, 4 N R R S BRI E S

o RIES <> NS EA T PAE I o

o IS [ WHSETAER:, ARSHEHERAERNE. BN, i21TAT+CWIAP A4 HE IR 24

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

© UHIISEUGTA SBESEE R, WAER ,, DR RE,

[AT+CWJAP="ssid","password",,l }
o XSS RRFRSE,
[AT+CWSAP="ESP756290","21030826",1,4 }

o FIRTRITAEE LB, UElH 2 7R 0 "\
=\ RO,
-\, BGET, SMRSEIE S To R L
= \" FSOUE1S, FoR TR SRINAG S o L.
- \<any>: # <any> P4, BRG] <any> 777, ASHREHL.
o JA AT @ 2 P RIFIR FATHR 206 30, BRI Joaiie o BN, ATy HTED > 57 A K
W, IRBE AT

AT+CWJAP="comma\,backslash\\ssid", "1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

o AT A HIERIA B3 115200,
o BEAE AT R EEAR W L 256 775,
* AT fip%PABIAT (CR-LF) 453, FrAds 0 TRV ICEN i,
o AT 85— RIS H E il WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_index

3.16 SEfE SAPRAFAE flash Py AT a5 4

PAR AT 14 1S 50H BCRHR 2R T7AE flash (9 NVS I, FICE S, S EEMH .
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e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
o AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE— iy oM ST SO R ARAFE] flash W] ATE 1L AT+SYSSTORE iy %KL E, FAAT S a2 14
BERA .

ik AT ap S S BORGE, Ralid NVS LBy, Wik, aRarSiEmFEmS8E, WAKSA
flash; 2R a4 HEEA F S RUH., ﬂash WASPIHEEIR

3.17 AT i

M ESP-AT iy 43 138 [6] ) ESP-AT J4,8.45 i fli K%l . ESP-AT W), (%53h) F1 ESP-AT j1 84 (3:3h).
* ESP-AT Wi, (#3))

F 4 A ) ESP-AT A 2>
BEAIR 2 OK i # ERROR.,

RN, ¥ A% ESP-AT iy I AT R .

W 7 PR 3¢ Jei — 2% 1

2 3: BSP-AT W%/

AT N iz 52 RH

OK AT i AbPEsE e, 3k[a] OK

ERROR AT S5 R s P T R o A A R

SEND OK BB K %2 W, (4 X FAT+CIPSEND
FMIAT+CIPSENDEX fir %) , HARFHED £ % 3
X v

SEND FAIL ) Pip AR K 16 B B & AR AR (41 % T AT+CIPSEND
HIAT+CIPSENDEX £4>)

SET OK URL B2 This'® (4 %FAT+HTTPURLCFG £y4)

+<Command Name>:. . .

FEANTIE AT Gy A BEEER

« ESP-AT jH Bl (F:3h)

ESP-AT 24t i R 40 B E PRSI R .

% 4: ESP-AT 4 B4R 45

ESP-AT iHEH &

iR

ready
busy p--

ERR CODE:<0x%08x>
Will force to restart!!!
smartconfig type:<xxx>
Smart get wifi info

+SCRD:<1length>,“<reserved data>“

smartconfig connected wifi

ESP-AT [E{4: 2 & e i

Y L%‘? I, IEFEATE E—2kand, Toikab 3T
)i 2

ANAl i 2 A R ARG

S HVEE AR R

Smartconfig 27

Smartconfig £\ 3k SSID Fil PASSWORD
ESP-Touch v2 B2 3£EB B & X

Smartconfig 52 i, ESP-AT i3] Wi-Fi

WIFI CONNECTED Wi-Fi station 2 1 jE4:5] AP
WIFI GOT IP Wi-Fi station $ 1 £ 3K IPv4 Mk
WIFI GOT IPv6 LL Wi-Fi station 3% 1 2 3R IPV6 £ E& A Hi bl
WIFI GOT IPv6 GL Wi-Fi station 3z 1 EL R IPv6 4= ikt
WIFI DISCONNECT Wi-Fi station 32 1. 5 AP Wi
+ETH_CONNECTED PAK I 422 1 BV i 4%
+ETH_GOT_IP PAK 42 1 EL AR E TPv4 it
+ETH_DISCONNECTED PAK M2 11 E W
[<conn_id>,]JCONNECT ID *f <conn_id> WM EBETE (BRI
#LF, ID 4 0)
TR
Espressif Systems 212 Release release-v4.1.0.0

Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.4/esp32/api-reference/storage/nvs_flash.html
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 3. AT Ay d4E

z4-EEW
ESP-AT i 2 & 1A
[<conn_id>,]JCLOSED ID °5 <conn_id> WM GEZC K (B
HF, IDAO)

+LINK_CONN
+STA_CONNECTED: <sta_mac>
+DIST_STA_IP: <sta_mac>,<sta_ip>

+STA_DISCONNECTED: <sta_mac>

>
Recv <xxx> bytes
+IPD

e SR E

SEND Canceled

Have <xxx> Connections
+QUITT

NO CERT FOUND

NO PRVT_KEY FOUND
NO CA FOUND

TCP/UDP/SSL #3415 .

station &% 23] ESP-AT 11 Wi-Fi softAP $2 [
ESP-AT [ Wi-Fi softAP $% [7145 station 4)-Fit. IP
Huhk

station 55 ESP-AT [ Wi-Fi softAP 322 I [ % 4%
W

ESP-AT IEXESEAF i A

ESP-AT M i &im IH E42ICE] <xxx> F7
ESP-AT fEJEZEME AT, SU®Ik 3 M4
i, ALATHHEEMK:

- = AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #J Hl: +1PD,
<length>

- R’ AT+CIPMUX=1,

AT+CIPRECVTYPE=<link_id>,1, T
FJ: +IPD, <link_id>, <length>

-1 B AT+CIPMUX=0,
AT+CIPRECVTYPE=0, AT+CIPDINFO=0,
fTHI: +IPD, <length>:<data>

-t 2 AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ H: +IPD,
<link_id>, <length>:<data>

-1 ;A AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, ¥T  Bl: +1IPD,

<length>, <"remote_ip">,
<remote_port>:<data>

- n R AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

FJ: +1IPD, <link_id>,
<length>, <"remote_ip">,
<remote_port>:<data>
H P link_id F j# # ID, length
B K B, remote_ip O it i IP M hE,
remote_port NIt IS, data NHIE.
R MK 2 SSL RN, TEgshE i
N (AT+CIPRECVTYPE=1), AT 34 [ [0 & 1Y
length AJREANSEFR AT 2Ry SSL Bds K BEA —
. HR AT 2455k ] SSL 2] 1) FE K
FE, W2R SSL Z W BEMEHEE N 0, AT ik
Wl 15 2 TS B B
ESP-AT 7EZ BT, CUFK A M 488
R
BUHTE Wi-Fi 58 55 4 X T AR
T Ik BI e 55 e ) e KT HE R
ESP-AT B+ Wi-Fi £ 1542 X,
T B 58 53 XA H B A R gk
1 H € o3 X AR 403 R FAEH
T H € o KPR B A R CA GIE

ZTm
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R4-#LW

ESP-AT HEHE

WiAA

+TIME_UPDATED

+MQTTCONNECTED
+MQTTDISCONNECTED
+MQTTSUBRECV
+MQTTPUB:FAIL
+MQTTPUB:OK
+BLECONN
+BLEDISCONN

+READ

+WRITE

+NOTIFY

+INDICATE
+BLESECNTFYKEY
+BLESECREQ:<conn_index>
+BLEAUTHCMPL:<conn_index>,<enc_result>
+BLUFIDATA :<len>,<data>

+WS_DISCONNECTED:<link_id>
+WS_CONNECTED:<link_id>
+WS_DATA <link_id>,<data_len>,<data>

+WS_CLOSED:<link_id>
+BLESCANDONE
+BLESECKEYREQ:<conn_index>

RN E 3 JAE K iEAT+CIPSNTPCEG fiy
SRR ERAEERG, REM SNTP [R5 4 3k
BEGHETE, A SFTEIIEE

MQTT B i%$#23 broker

MQTT 5 broker & Wi FFi%E#:

MQTT & M broker i 2| % 3E

MQTT A58 R K

MQTT & A58 58

Bluetooth LE &R #57.

Bluetooth LE %432 £ Wr -

i3 Bluetooth LE 7322547 S B4/

4 Bluetooth LE #4755 A #4E

3k B Bluetooth LE %321 notification

5k B Bluetooth LE #4211 indication

Bluetooth LE SMP %%4H

515k B Bluetooth LE &4 ¥ il % Bk i 3K
Bluetooth LE SMP it % 5¢ 3§

ESP 15 45 i3 T HLim A 35 1) BluFi i - B &
%422 ID A <link_id> 1Y) WebSocket %32 £ Wi I
%32 ID 4 <link_id> 1) WebSocket #%32: £ #3257
%42 ID A <link_id> [ WebSocket %42 Ui 2 %%
b

4% ID °f <link_id> [/ WebSocket #3222 [
EREL ST

Xt £ B2 Z RO X =K, ESP 348 ] AR A%
HT

3.18 AT Hi&

WA ik A o B A IREXT I A, ESP-AT &4 E R HEGE, BV P T ESP-AT (¥
BAPIRAS. EWnlpAe A AR A EE, UEEEZHAMHEEER. Frslh 730 Wi H &G
JSEIPIVATAEE
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2% 5: ESP-AT Hi

AT BE

iR

at-common: write dlen:0

at-init: at param mode: <mode>

at-init: v4.1.0.0 (<src>)
at-wifi: negotiated phy mode: <phy_mode>

at-wifi: wifi disconnected, rc:<reason_code>
at-wifi: wifi recon-
nect..(<index>/<total_count>)

at-net: unknown host: <hostname>

at-net: send failed, s:<send_len>ri<ret_len>

at-net: link is changed

AT 14 F RX Y JE U R 55, 3 i 2k
PFEEHZN\0 F5F. R UART F1 MCU
HE, HR:
» ESP32 ff) UART RX 3| il /& 75 1E #iffi i 42 3|
MCU fi) TX 5|
* MCU &% %3k T 3k AT fp 248 X4
* MCU E G IEHICE T UART AR, K

7 AT IR %FT%V A, s
* MCU K1) GND 2 75 1F Hfi % $2 3 ESP32 Hj
GND 5|
AT HIIHALI ) S50
c 0: LB

1: ffif mfg_nvs 730X IS4
o 2: {§iff] factory_param 43 [X HL{#Z:%K

AT & {4 8 RRCAS-Z R0 7 o] 424 A= RSP A T

Wi-Fi Station i£32%3| AP BHF Y PHY Bz
¢ 0: Low Rate

11b

11g

11a

HT20

HT40

HE20

VHT20

e o o o o o o
N O R W -

Wi-Fi station Wi FF &8 [t A 4G A5
Wi-Fi station 1F 7F HiE %] AP

ToEEfENT £HL4% <hostname>,
I 24 e

RIEBIERM, KiEKE N <send_len>,
BEHKCEE N <ret_len>. THKAEMLEIED:.
AT 1R R4 28t , TERIR R, & i
BWTTIG, FR P e RS s

kLA DNS B

Kb
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Chapter 4

AT iy % 7l

4.1 AT il bz {15 S Sl B

s BRRGIHE L8, KA HTTP &% T R4k

411 FHRSENSAIE, S HTTP &1 b Rhe

ARGIPA R 38— PNG #& 2089 B R SC ), B R824 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

[AT+RESTORE }

M .

[ox )
2. #%E Wi-Fi £t station.
fird:

[AT+CWMODE=1 }
M .
o ]

3. e A

[AT+CWJAP="eSpreSSif","1234567890" }
M K -

WIFI CONNECTED
WIFI GOT IP

OK

217
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Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

[AT+SYSMSGFILTERCFG:1,18,3 }

i Y«

OK

>

BERHIA ©+HTTPCGET: [0-91*, (3518 F45) M \r\ns (353 547, Hobt \r\n XHR; ASCI
AT AIE 4, Bi: OD OA). Wik :

[ox )
AR
e "+HTTPCGET: [0-9]*, ALFRIEN IR, F/RVLELPA +HTTPCGET : H3k, RKIRE —H %L
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. %‘%ﬁ%?ﬁﬁﬁ?ﬁ%&:: T B # e N OK R G0 HL .
? N

[AT+SYSMSGFILTERCFG=1, 0,7 }
N . :

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

(ox 1
PiHH -
* \r\nOK\r\n$ HEIIEMFAEF, FIRVLEPA \r\nOK\r\n RN T .
6. BEHASZEELE

[AT+SYSMSGFILTER=1 J
i . <
[ox J
K
* HRMARGH R, a4 S8
7. R
[ATEO ]
M B -
& )
8. MEkE A

THEE R, BCEARINEICGAT RN 2048 547, MZEHEINTA 5000 2£ 70 (VERL: MAGERIN AN 2 iy
LI, BLARRY S YA EINEAT EESE 5 AR BNCE MRS5S R, WP 4% R . TR
E‘JW%%?%DP, UNSRAF PR RERN — R S5 SR am O Rt , WA & KPR 25 5, X P RS 2k &
HIFR ) .
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—2048,2048,5000

-
AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",

~

Nl . <

—home/hardware.png & H X K .

// A, MCU ¥ & fE Kk B & ) https://www.espressif.com/sites/default/files/

A :
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. R

ik

[AT+SYSMSGFILTERCFG=0

M B :

[OK

10, ST RS BIL0E
LES

[AT+SYSMSGFILTER=O

M B <

[OK

11. FFE A

s

[ATEl

M B -

(ox

4.2 TCP-IP AT 754

A BN AHE ESP32 By iz TTCP/AP AT 4% a2 WA R B .

o ESP32 3% &1k TCP % P 343k 5 #3542

o ESP32i% 414 TCPIR 4% % %442

o 3% IP ¥ohtbFest 0 [F) £ 64y UDP i3

o i3g IP ¥e3kfosn 0 ] L 44 UDP i@ 43

o ESP323% &1k SSL % P s bikis

o ESP32 8 &1Fh SSL R 4Bk %43k

o ESP32 % &1F# SSL % P 3% 3% 5 MG INIL 5 4

o ESP32 i% %1F SSL MR % % 3% 5 W) iNIE % 5 45

* ESP32i% &1k 4 TCP % F 3%, # 5 %i%3%, %3N UART Wi-Fi &1tk
o ESP32 % &1E4 TCP IR %%, 53 UART Wi-Fi %1%

o ESP32 i% %1k 4 softAP {& UDP f&#h p 5230, UART Wi-Fi i% 1%

o ESP32 X &R BAR SN AR X T a9 B4 F H3E

o ESP32 1% % /&2 mDNS %, PC il iliR 535315 &0y TCP IR %%

4.2.1 ESP32 %4515k TCP % Passl vy i i

1. 8 Wi-Fi i34 station,
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[AT+CWMODE=1 }

i

& )
2. EPEFIE

[AT+CWJAP:"espressif","1234567890" ]

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o T4 A SSID %55 ml BRI iRy S H AR . 5 150 B 251 26 FR #4517 SSID F1%515 .
3. Zxif ESP32 1445 IP Hitk.
e

[AT+CIPSTA? }
M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
LR
o RRYESIEE A AT B ik B A R TR]
4. PC 5 ESP32 451 R — i i
{EPC _EAf 25838 T2, 81—~ TCP iR 45 %% . 15110 TCP AR 45 IP #itht >l 192.168.3.102,
W14 8080,
5. ESP32 £ 1E MK Pl TCP 45 5] TCP IR4E4%, RG4S 1P Hihikly 192.168.3.102, 0N
8080,

iy
[AT+CIPSTART="TCP","192.168.3.102",8080 }
M B -

CONNECT

OK

6. Kk 4 FHAE.

[AT+CIPSEND:4 J
N . :

OK

>
A4 AR, Bl ARG test, ZJa AT KA AT AR

-
Recv 4 bytes

(T
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lSEND OK

(B L)

Vi :
. ﬁﬁa]/\é’ﬁﬁ?iﬁzﬁﬁ AT+CIPSEND i@ MK (n), MEGS
IREARAHT 0 DAY, KGR SEMS LY. SEND OK.
7. BRI 4 TR
ik TCP 55 #% k% 4 A REdE (Bdih test), MARFGESHER:

WL busy p..., K

[+IPD,4:test

4.2.2 ESP32 Bt fih TCP M55 45t . 2 %

4 ESP32 i & {0y TCP R 45 deitf, @i AT+CIPMUX=1 fiy - (EREL R, [N nlaEA 21> TCP & 1

%S ESP32 #4845,

PATR 2 ESP32 B4 {1: 0 softAP 57, TCP JIg 55 deitzn Bl Unitie ESP32 B /oA station, WIYETERE i

LI RV B EIRA e VAL S
1. % & Wi-Fi #34 softAP,
s
[AT+CWMODE=2
i . <
=
2. fEREZIEH.
S
[AT+CIPMUX=1
i B -

[OK

3. & H softAP,

[AT+CWSAP="ESP32_SOftAP","1234567890",5,3

i [ <

[OK

4. T3] softAP (5 H.,
e

[AT+CIPAP?

i . -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

R
o AR L RT AES A AR AR ]
5. 57 TCP 55+, BikumI1h 333,
i
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Chapter 4. AT #y2 R

[AT+CIPSERVER=1 J

i B <

& J

6. PC jE#%| ESP32 %4511 softAP.

Wi-Fi: Looking for Networks...

Turn Wi-Fi Off

v ESP32_SOFTAP a =
360WIiFi-C403 8 =
AC750 a =
aobrmtWGGx 8 =
ASUS_AC1200 8 =
ASUS_AC1200_5G 8 =

7. 4£ PC LA MR TH Q1A TCP % /7, 38453 ESP32 i s A # 1Y) TCP [l 55 4%«
8. KK 4 FATEUREI M 45 R ID O 0 f5ER% L

i

[AT+CIPSEND=O,4 ]

i . <

e

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

AR
o A ARFETEH L AT+CIPSEND M ERKEE (n), MRS SN busy p. .., kA
EHHEET 0 ANFAY, KESERUGIR. SEND OK.,
9. MIMZEIESRE ID 0 f4%Rs il 4 745
e TCP k528 4% 4 AT EE (Bdih test), MARGESHFIR:

[+IPD,O,4:test

10. 4P TCP #:3%,
i

[AT+CIPCLOSE=O }

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
iy

[AT+CWMODE:l ]

i . <

Lox J
2. HEHE| B

[AT+CWJAP:"espressif","1234567890" ]

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Zrifi ESP32 1445 IP Hihk,
e
[AT+CIPSTA? }

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

K
o A AR T g 5 _LaRm by AN ]
4. PC 5 ESP32 {45 1EH 2 A — M He
T PC LM T H, A3 —4> UDP t£45. 41 PC f) IP itk 192.168.3.102, JgH
#8080,
5. ffife2 .

[AT+CIPMUX=1 J

i B <

[ox )
6. A7 UDP &4, 404 ER: ID 2 4, Jofe IP Hihkh 192.168.3.102, ik 8080, 4
Mg 1ok 1112, BEECh 0.

¥ AT+CIPSTART i@ MS 4 mode Yeig T UDP i {5 At IP Motk Flg @45 [l g . A S5
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

[AT+CIPSTART:4,"UDP","192.168.3.102",8080,1112,0 ]
Nl . -
Espressif Systems 223 Release release-v4.1.0.0

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 4. AT #y2 R

4, CONNECT

OK

B :

e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP

[

o 1112y ESP32 154511 UDP AHisf 11, %0 [GATRE, WABE N L FEHLE .

* 0 %/~ UDP i IP Huhk Al LU S ), REES . g 7 sh—& PC 4 T UDP it
H.m) ESP32 ¥ 11 1112 3653, ESP32 Bk #2050k A UDP Sl 1112 [%dE,
RAEH AT 14 AT+CIPSEND=4, X, HFAHHRTIIA N k%35 —6 PC g, (H& x4

SHARBLEN 0, IABHEAF HCIE B Hi PC i
7. KGR T F AR R M S TERE 1D Oy 4 AYEERK .

[AT+CIPSEND:4,7

i .«

-

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

-
Recv 7 bytes

SEND OK

B -

o A ABFEITEH ML AT+CIPSEND M EKE (n), MRS SN busy p. .., kA

R ET 0 AT, KBRS, SEND OK,
8. MMZ&iER: ID Ol 4 (EEM 3R 4 758 .
st PC &k 4 FAHEdE (Bdlih test), MRS SR

[+IPD,4,4:test

9. KMIMHEES ID Hy 4 (1) UDP 8

[AT+CIPCLOSE:4

Nl i <

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi £ A station,

[AT+CWMODE:1

M .

[OK

2. FEHEIH
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[AT+CWJAP="eSpreSSif","1234567890" J
N . :

WIFI CONNECTED
WIFI GOT IP

OK

LR
o {5 AR SSID MG AT RERR_Eid a4 rr AN o 35 B R0 b 5 SSID RIS S
3. #rif) ESP32 14 4% 1P Hutil.

[AT+CIPSTA? }

M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

AR
o WP EIE R RE 5 iR A R R
4. PC 5 ESP32 i & 43 [7]— P& H -
TPCJ:@H%I_JQ%ﬁﬁQI,\, A7~ UDP &%y . (40 IP Hithl A 192.168.3.102, i 114 8080,
5. (HREHIEE:.
e

[AT‘FCIPMUX:O }
M B -
[ox )

6. )% UDP {%45. i IP #idil2l 192.168.3.102, i 1% 8080, AsHiugi1h 1112, B h
2,

s
[AT+CIPSTART="UDP", "192.168.3.102",8080,1112, 2 }
i B«

CONNECT

OK
LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP
B E .
e 1112 >k ESP32 %41 UDP AHbim 11, 0] BATIE, WA GE W REHLE .
e 2 FRY47] UDP {£5i 857 5, UDP Fé%mﬁ. Rk UDP {4t fE E 2 53 E
R it —k 5 ESP32 5t 4% UDP i@ 5 1t v IP Hiht Al 4 .
7. Kk 4 FATEE .
i

[AT+CIPSEND=4 }
Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
A :
o EEIAMTF R H N AT+CIPSEND AR ENKE (n), MAGE LW busy p..., HE

ERAERET 0 N, RIRSENJS LY. SEND OK.
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
kG 124 1000,
% UDP f2h How UDP i, HSRF8 X7 IP Bk Al 01 BT,
s

[AT+CIPSEND:4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

-
Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

[+IPD,4:test

10. 354 UDP %45,
i

[AT+CIPCLOSE

N . :

CLOSED

OK

4.2.5 ESP32 ity SSL % diddt v Ll

1. &%E Wi-Fi #3} station,

[AT+CWMODE=1

i . <

[OK

2. BERER| A

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

(BET D
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"

(B L)

PAE

o fiki AHY SSID FIEERY ] BEER_E i iy & AR IR o 335 6 R % b 45 ) SSID FEERS

3. Zxifi ESP32 1445 IP Hihk,
i

[AT+CIPSTA?

M B -

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

Vi :
o BRI RATRE S FiRu Y AR TR
4. PC 5 ESP32 #4545 [ — M H o

5. 7E PC i [} OpenSSL x4, @]~ SSL [k 55 #% - B 40 SSL [ 4551 TP itk 4y 192.168.3.102,

Wk 8070,
e

openssl s_server —-cert /home/esp-at/components/customized_partitions/raw_data/
—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_

—partitions/raw_data/server_key/server.key -port 8070

N . :

[ACCEPT

)

6. ESP32 i & AE 7% Pl i SSL #4525 SSL ik 5545, MR554s IP bkl 192.168.3.102, imHR

8070,
i

[AT+CIPSTART="SSL","192.168.3.102",8070

i B <

CONNECT

OK

7. Kk 4 TR

[AT+CIPSEND=4

i B -

OK

>

4R, Bl ARG test, ZJa AT FaRH AT EE.

P
Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEPER BT 0 NFAT, KR SEMJS L. SEND OK.,
8. I 4 FHTEE
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fBise TCP i 5548 Kok 4 Tl (Bdiih test), MAGRLIR:

[+IPD,4:test

4.2.6 ESP32 Befifizh SSL M55 25 it o 2 e+
4 ESP32 B #r {104 SSLRSF @iy, AUEILAT+CIPMUX=1 iy Q- (EREL T H:, PFUAW REA 2% ik
155 ESP32 4,

PA R A2 ESP32 45 softAP @57 SSL IR 545l AN & ESP32 &£ 1E A station, W7ETERE I FHAR
Ja, SIRAREITh R E L R SSL RS0 AL IR
1. &8 Wi-Fi 83 softAP,
e

[AT+CWMODE=2

i B«

[OK

2. (EREZ TR .

[AT+CIPMUX=1

M B -

& 1

3. FCHE ESP32 softAP,
i

[AT+CWSAP:"ESP32_softAP", "1234567890",5, 3

i . -

[OK

4. £ softAP {5 H.,
e

[AT+CIPAP?

i . <

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

[AT+CIPSERVER=1 , 8070, "SSL"

iy B«

& J

6. PC i#4%%)] ESP32 54517 softAP,
7. 4£ PC _EffiJi] OpenSSL fip4>, @f#—> SSL % /iy, 443 ESP32 54411 SSL iz 55 4% -
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

[openssl s_client -host 192.168.4.1 -port 8070

ESP32 3 LAY -

[CONNECT ]

8. KK 4 FATEUREI M 4R ID Oy O fEERK

[AT+CIPSEND=O,4

M .

r

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

AR
o FEIAMETEHEN AT+CIPSEND M K (n), MRS busy p. .., Kk
RO ET 0 DAY, RIRSEMG LY. SEND OK.
9. MM %S ID A 0 F4ERE L3I 4 358
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

[+IPD,0,4:test

10. %P SSL #:#%,
e

[AT+CIPCLOSE=O

M .

0, CLOSED

OK
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4.2.7 ESP32 B0 SSL % 3t W] DA IE S 5 12

AR B BRIE 152 ESP-AT HRERIARYIESS, il A A 2 AYIES:

o BMAE CR SSL & P iEAS, WARYE Lo T 27 PKI B E SR HERIARYIES -
o BMAECH SSL ARG #HIESS, WA CHNIER AR MR SSL RS54k

1. 8 Wi-Fi 884 station.
s

[AT+CWMODE21 ]

N . :

[OK

2. HeEE B .
e

[AT+CWJAP="espressif","1234567890"

iy B«

WIFI CONNECTED
WIFI GOT IP

OK

P -
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. ¥EHE SNTP %545

s

[AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

[OK

iR
o TR PARTE A C B KW X3S SNTP [lR%5#%
4. #%if) SNTP B[] .
e

[AT+CIPSNTPTIME?

M .

{+CIPSNTPTIME:MOH Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32 i% 4% IP ik,
i

[AT+CIPSTA?

i . <

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
PAE
o EHYAISER AT RS _Ead R WY H B AN o
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6. PC 5 ESP32 i A1 H2[m]— & i .

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
i1 8070,
openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/

—customized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32 5 E Ay :
[ACCEPT ]

Vi :
o A H I UE A AR AT DAARSR AR UE L B A TR 3
8. ESP32 i #5i% & SSL % F i A A A GIE it & .
[AT+CIPSSLCCONF:3, 0,0 J

i . <

[ox )
9. ESP32 45 VE & Pt SSL #4453 SSL k454, MR4-#e IP Huhib2ly 192.168.3.102, N
8070,

[AT+CIPSTART:"SSL","192.168.3.102",8070 }

Nl i <

CONNECT

OK

10. K% 4 T8

[AT+CIPSEND=4 J

M . <
e 3

OK

B4 FRE, Bl ARG test, ZJ5 AT Rk AT R R

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
ik TCP i d5#% &3k 4 R8s (Bdlih test), MARG SR

[+IPD,4:test J
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4.2.8 ESP32 &1z SSL IR 55 45 &t v BURIAUE 2 JE 4%

2 BSP32 iAo SSL ik 5 A i, A/l AT+CIPMUX=1 fiy - (EREZ TR, [T REA 215 ik

HF) ESP32 445

PATR i ESP32 i #A14 station #57 SSL AR 55 g7 Bl W22 ESP32 i #5114 softAP, 1| Z&% ESP32

W& sSL M4 #BE L L HEERD.
1. 8 Wi-Fi £iX4 station.

[AT+CWMODE=1

i B <

[OK

2. FEREFIH S

iy

[AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

K

* {5k I SSID FIEFRS T BEER_Lid iy & AT o

3. Zxifi ESP32 144 IP Hitk .
e

R 0 et 2310 SSID RIS

[AT+CIPSTA?

M B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"

+CIPSTA:netmask:"255.255.255.0"

OK

PERA:

o BHENETR TS LR AR .

4. (EREZ .

[AT+CIPMUX=1

M .

[OK

5. 757 SSL k4548, Ik 8070,

[AT+CIPSERVER=1, 8070, "SSL", 1

M .

[OK

6. PC 5 ESP32 St [l — At

7. 1£ PC LA{fi/1] OpenSSL fir%-, A~ SSL % iy, HEHE ESP32 A& @Y SSL 5545 -
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 -port 8070

ESP32 4 Ay
[0 , CONNECT }

8. Kik 4 FATHIR B ML ERE ID Sy 0 fEERK F.

[AT+CIPSEND=O, 4 }
B

OK

>
4R, Bl ARG test, ZJa AT F&AH AT R

-
Recv 4 bytes

SEND OK

AR
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. ML ID ok O AO4ERE 3L 4 358 .
ik SSL 45 %8 & 1% 4 FrEds (Bdih test), MRGSHIR:

[+IPD,O,4:test }

10. 4P SSL 4%,
s

[AT+CIPCLOSE=O }

N . :

J
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0, CLOSED

OK

1. 0] SSL %53
EEY

[AT+CIPSERVER=O

N . :

[OK

4.2.9 ESP32 #5180 TCP %y, s, sei UART Wi-Fi &%

1. 8 Wi-Fi £i3X4 station.

[AT+CWMODE=1

Nl . <

[OK

2. FEEFIH b

[AT+CWJAP="espressif","1234567890" ]

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. ¥ifi] ESP32 1445 IP Hitk .,
i

[AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i
o PR TR S LR B A R A
4. PC 5 ESP32 {45 1E B2 A — M He
1E PC LA M 453k TH., Ag—4 TCP flx55#%. filan IP Mtk 192.168.3.102, ugllh
8080,
5. ESP32 % & VER% Fmid st TCP %33 TCP IR4%%, IREG#e 1P Hidlkh 192.168.3.102, BN
8080,

[AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. A UART Wi-Fi i 5350 X,
i

[AT+CIPMODE=1 }

iy R«

(o }
7. A UART Wi-Fi i 1848 X, I Sk 8idia
RS

[AT‘FCIPSEND }
i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

W ] +++ AR A AR, MERE AR X, I TCP HEA R A . it m] DA
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,
s

[AT+CIPMODE=O ]

M B <

& J
10. x4 TCP j&E#z,
ke

[AT+CIPCLOSE ]

i B <

CLOSED

OK

4210 ESP32 %551f 0k TCP 552%%, 28 UART Wi-Fi #f&

1. %8 Wi-Fi £ 4 station,
s

[AT+CWMODE:1 ]

i .«

[ox 1
2. R o 25

s
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[AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

[AT+CIPMUX:1

M .

[OK

AR
o TCP 55 # W iHE £ U A BT
4. BEE TCP MR 554t KIEHECH 1.
i

[AT+CIPSERVERMAXCONN=1

i B«

(ox

PLIA -
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

[AT+CIPSERVER:1,8080

Nl i«

[OK

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32 i% 4% IP ik,
i

[AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

A
o ISR T B bk B R [A]
7. PC i%£3%%)| ESP32 TCP R %44,
PC 5 ESP32 & 183 A — B i
£ PC AW IE I TH, f@—4 TCP & f'ig. %33 ESP32 ) TCP flR454s. Hubkh 192.
168.3.112, Wld24 8080,
AT 1Y :
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[O , CONNECT J
8. #EA UART Wi-Fi i {2 30la 48 X .

[AT+CIPMODE=1 ]

g B <

Lox J
9. JEA UART Wi-Fi i 48X IF ki

[AT+CIPSEND ]

i B -

OK

>

10. 45 1k Ak Kol
TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
WHIAESR =4 +. HENGHESH[IEREEARX] +++,

WYL i +++ B EEAEX, WERE SRR, N TCP ARG . B DAfE
AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

[Z—\T+CIPMODE=O }

M .

[ox )
12. 404 TCP ##2,

fr:

[AT+CIPCLOSE }

M .

CLOSED

OK

4.2.11 ESP32 :%51i: 0 softAP {1 UDP {45 <28l UART Wi-Fi i%E{%
1. 8 Wi-Fi 83 softAP,
[AT+CWMODE=2 ]
M B -
[ox ]
2. B SoftAP,
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[AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

[OK

3. PC %453 ESP32 X1 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32 55 PC R .t [ 8 57 [] 5 % v TP Huhk A3 171 1) UDP {435, o IP Mkt 192.168.4.2,

WLk 2 8080, AMLly N 2233, FAN 0.

[AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

W i

CONNECT

OK

6. #E A UART Wi-Fi i 32045 X,

[AT+CIPMODE=1

M .

[OK

7. JEA UART Wi-Fi i 542 X I Sk il .

[AT+CIPSEND

M .

OK

>

8. fE Ik KRB
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PG FOR BRI AR, AP AR — B +++, MRS SR EL Ak . B 25
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
WHIAESR =4 +. HENGESH[IEREEARX] +++,

g ]+ AR A AR, BIFE E AR, M TCP B R A AL G nT AR

AT+CIPSEND il ke HA% .

9. iBH UART Wi-Fi #4042 X .
sk

[AT+CIPMODE=O

M .

[OK

10. 4P TCP #:#2,
e

[AT+CIPCLOSE

iy B«

CLOSED

OK

4.2.12 ESP32 25k sl o X T 4% 7 8o
TR AR B R B B MCU S5 R MACERRS, WA %m0, {8 F B sh Bl st

1. %8 Wi-Fi £ A station,

[AT+CWMODE=1

M B :

[OK

2. HEHEIF .
Y

[AT+CWJAP="eSpressif","1234567890"

i B«

WIFI CONNECTED
WIFI GOT IP

OK

PEHA:

o AR SSID FEF R T AEER iR a4 P YA .

3. #rif) ESP32 144 IP Hitk .,
e

0 o 2310 SSID IS

[AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

(T
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(B L)

OK
B
o GERYEEMSER AT RES Lok B b AN ] o
4. PC 5 ESP32 B # [ — A Bt i .
£ PC b W 28 i T A, B —A> TCP [l 5545 . B4 TCP Ik 54119 TP Hidik 4y 192, 168.3. 102,
i 1124 8080,
5. ESP32 BN il i TCP 825 TCP RS54, Mio5 s IP Hihik>y 192.168.3.102, Sl
8080.
i

[AT+CIPSTART="TCP","192.168.3.102",8080 }
Mg B -

CONNECT

OK

6. ESP32 i st B P R U B

iy

[AT+CIPRECVTYPE:1 ]

Nl B <

[ox )
7. TCP 5o K1k 4 FHnEds (Bdlih test).
i
e WBf & & +1PD, 4, WHRGFLEFZIE RS S 26 0BE +1PD,, FH A
StAT+CIPRECVTYPE i BHEA) «
8. ESP32 i & Bl p ah s N B3 7 BRI K

[AT+CIPRECVLEN? J

i B <

+CIPRECVLEN: 4
OK

9. ESP32 B SR BIE T A B 5 7 i -

[AT+CIPRECVDATA:4 }

M .

{+CIPRECVDATA:4,teSt J
OK

4.2.13 ESP32 x5 JF ki mDNS Jjiig, PC il i#dEH: #l e wi TCP IR 5545

1. 8 Wi-Fi £i34 station.

[AT+CWMODE:l ]

i <
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[OK

2. EEFIH A

iy

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o 5 AR SSID FIERS AT BRER_ iR d & R AR . 1 FH L8 i ph #% 1 SSID FE A5 .
3. PC 5 ESP32 & 4R — 1 H H
HATEFR—AmE M, PC A fg k3L ESP32 %45,
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

[sudo avahi-browse -a -r

5. ESP32 i%45FF /& mDNS g,
e

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp", 2, "product", "my__
—printer", "firmware_version","AT-V3.4.1.0"

M B -

[OK

Vi :
o W4T e mDNS Ujhg, R TR LHIAFN ny_instance, IRFSERH _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (ML IR) PC ik ESP32 %45 .
PC i) avahi-browse T HAER:

-

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX..
—~Printer local
hostname = [espressif.local]
address = [192.168.200.90]
port = [35]
txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
.
AR

o BOBBRIRAY, FUE N T KT ESP32 B 1) mDNS S AL A IE .
7. ESP32 B iR MEfk

[AT+CIPMUX:1

M .

[OK

8. ESP32 i # {12k TCP 4548, 3 35.
i

Espressif Systems 241 Release release-v4.1.0.0
Submit Document Feedback


https://linux.die.net/man/1/avahi-browse
https://developer.apple.com/bonjour/
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 4. AT #y2 R

[AT+CIPSERVER=1, 35 }
i B«
& ?

9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4
F| ESP32 %2517 TCP R 555 -

[nc espressif.local 35 ]
ESP32 P45 i i :

[0, CONNECT }
PLHA:

o JERESIING, PC Ml ESP32 4% [a) 37 B AT AT B 5
10. ESP32 %4 %4 mDNS TjjfE .
iR

[AT+MDNS=O }
i B -
(ox )

P :
* M) mDNS IERE—EREE_ BB R TIFE.

4.3 Bluetooth LE AT 74

ARICRY FBE ] Bluetooth® Low Energy AT 44 % Wik, FFH2HEE ESP32 54 LimfTiX S8 e
AN

o

e Bluetooth LE & P 3% % 5 Rk 445 AE4A

* Bluetooth LE % 3% /0 %%

o A ESP32 FFZ AR Z 1) 3% 5 SPP % 4%, vAB fE UART-Bluetooth LE i% 1545 X, T 1% 4 $c 38
o ESP32 5 F sk 5 SPP i%53%, vAR f& UART-Bluetooth LE i% £ 4% X, F 1546 4045

o ESP32 #oF#UZ |7 3% 5. Bluetooth LE % 353t BL

4.3.1 T4t

ESP-AT 47/ 3% £ Bluetooth LE 4.2 iU IE, A< 304 348 {E ] T Bluetooth LE protocol 4.2 {p
WG, HS% 20H0E 42 SRECEZ(EE .

Bluetooth LE il 24y

Bluetooth LE 104k M T 2 _E4- ML )ZZ,: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

* PHY: PHY JZ ERMITHEYBL(EIE L ARMIEZNE R . Bluetooth LE i} 40 MHHI{EIE. M
JEFE : 2402 MHz | 2480 MHz,
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o LL: LL)ZFEATTOE . BB e (DA, WRFRE, BAIHXMEESL), LS
B2 (B YRS M S E B . EE T 2R T 4. 8. B/, A
#HE. CEELMPRESZ —.

« HCI: HCIJZ [ EAUAEE H g2t — MrE i 0 . %2 T AR E AP T SEPR ek & F 6 {4 1
UART. SPI. USB J#%EfHl.

* L2CAP: L2CAP JZ e AR 2 [0 22 e BRSPS e . o BOR S 4 4524 o

o ATT: ATT 2L T B MR 554 Fl g % i 2 [ R SR SIS ATT % g ] ATT AR 45 i & 3%
e RN . ATT R 55 i n] 2 F i A 3K L Sl FIFNFE 7

e SMP: SMP 2 T4 Wi B0 B354 . SMP A& BN 235 55 5H N Sy SR G R774i , FF 3R
B BER AL IR FE LR f AT A B RS B .

* GATT: GATT EHR/REMNRSS AP @R P un i DI 6e . % B E SO T E R 4548
MRS . FHEFEMEZ RS . ZZ R T A8, 2L B AMIERIRS R ERE D .

o GAP: GAP ECERFTA W 5450 FH Y E AT 68, B0t sy . BIsCRI Y, F R Ay e v SO0 i
MTFHAET . GAP IRFFEIFERA LM, HEEHEX. L4, HH%l. KPR &8 .

Bluetooth LE fj {a, %14

1t Bluetooth LE WS AN R Y2 A A B A (ki 0o 3k 28 (X 7 HANEE N o

o LL: WAAAPARI N EHA KA, MBS 3G, TALRT DAL IR
e GAP: EXT AFMEEfat: JEE. WEL. SAEEEM FOEE.
o GATT: WA AG R RE3u Ml & F 3

R
o ARRYHHEIARR Bluetooth LE fR43fl Bluetooth LE & P 3g#liiZ GATT Efifh.
* 4q[, ESP-AT 37§ Bluetooth LE M4 35fll Bluetooth LE & P 3g[AlHA7LE.

* it ESP-AT #)J{k > Bluetooth LE [l 45 342 Bluetooth LE %P1y, [l Wb 4 12 A B I8 4 By
3.

GATT H 82— Mg &l , k] DUA K& —F@ A& w ey v ZE . X4 @ P 2544 9k
W, Bl RS, RS AR FEEER SN, R B R Z H T 4.

GATT R4 %A1 GATT & F3miX WP (0774 T Bluetooth LE 2 H . 2 5. GATT R4 47t g
PSR R8T, T2k B GATT & Fumi @ MEhist k. AL, fimsz, RIAEdEN—
AR GATT MR 43, VHIRIEHEA—ImFRh GATT & F 3.

4.3.2 Bluetooth LE %y s 55 IR 55 FFAEA
PATR 7 B[] B} 52 1 Bk ESP32 JF A, e —3effe2ly Bluetooth LE it 55 3 (HAf:2 Bluetooth LE i 55 b

fa), 7—8AE) Bluetooth LE % /' (HU4f2y Bluetooth LE 225 i (1) o 3N 7R 17 L i fik )
AT fiy 457, Bluetooth LE 842, ¢ iS5 .

¥ EPANEBEF L ESP32 Bluetooth LE R4 31k #:/E L 353 4F ESP32 Bluetooth LE I 45
U ATEIR], PAESP32 Bluetooth LE % A 3 J-Ly#efE HFEEHE ESP32 Bluetooth LE 2 it AT Hl
A,

1. #1454 Bluetooth LE ZhHE.
ESP32 Bluetooth LE fl}f 45 i :
%

[AT‘FBLEINIT:Z }
iy B«

(ox
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ESP32 Bluetooth LE % i :

o

[AT+BLEINIT=1

N . :

[OK

2. ESP32 Bluetooth LE JIR 453t # B H: MAC Hidif.

i

[AT+BLEADDR?

N . :

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

PAE

SRS < 72T E S 95 1| T =R w0 VAL 10 2 N [ I 7 T 6 0 N 0B 11| R TIPS 2 3 AP S
1. ESP32 Bluetooth LE fig 4% st 1| 7t i 45

LS

[AT+BLEGATTSSRVCRE

iy B«

(ox

2. ESP32 Bluetooth LE 45 5t B IR 45 -

o

[AT+BLEGATTSSRVSTART

T

[OK

1. ESP32 Bluetooth LE IR 45 iits & B IR S5 45+ o

[AT+BLEGATTSCHAR?

M . <
(+BLEGATTSCHAR:"char",1,1,0XCBO0,0XO2
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305, 0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char", 2,1, 0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

(T
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"

(B L)

2. ESP32 Bluetooth LE [{ 4 i FF 44 #%, 22 J5 ESP32 Bluetooth LE % i FF A4 HAk4E 3 #h4h
ESP32 Bluetooth LE fl% 45 i :

e

[AT+BLEADVSTART

M . <

[OK

ESP32 Bluetooth LE % Fifi :
et

[AT+BLESCAN=1,3

i B <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, ,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

BiH :
o BRSNS T S ik b A R TR]
3. 757 Bluetooth LE %2,
ESP32 Bluetooth LE % i :

[AT+BLECONN=O,"24:0a:c4:d6:e4:46“

W

+BLECONN:0, "24:0a:c4:d6:ed:406"

OK

AR
o Wy LR ey ABT, i 1) ESP32 Bluetooth LE AR 45 simHbhk o
o MR Bluetooth LE #3253, N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o MR Bluetooth LE #E#22 M, M43 /R +BLECONN: 0, -1,
4. ESP32 Bluetooth LE % F'ii % PRAR 5

[AT+BLEGATTCPRIMSRV=O

i . <

+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

i :

+ ESP32 Bluetooth LE % FUig 2 if] iR 45 45, b ESP32 Bluetooth LE fi F' i 25 1] iR 55 45 S &2
WERIAMR S (UUID: 0x1800 1 0x1801) , iX & E#H M. IERE A, X [FH—Mks, ESP32
Bluetooth LE & Fii 25 1] 1Y) <srv_index> {E 25T ESP32 Bluetooth LE Ji F it #r 18] 1Y) <srv_index> {H.
+ 2, i EARRE AR 45 0xA002, 24 HiHE ESP32 Bluetooth LE % Fi 2T if] 2| ) <srv_index>
>N 3, URAE ESP32 Bluetooth LE iRk il 118 AT+ BLEGATTSSRV? iy 225, M) <srv_index> i
1,

5. ESP32 Bluetooth LE % F'iif % P4 AF{E -
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fir s

[AT+BLEGATTCCHAR=O,3

Mg |3«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6, 0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

.

6. ESP32 Bluetooth LE %% i sz B— N AiF (..

[AT+BLEGATTCRD:

0,3,1

i . <

+BLEGATTCRD: O,

OK

1,0

LK

o HTER HARFFE LA EA AR .

* N5 ESP32 Bluetooth LE % i st BURE 12 , ESP32 Bluetooth LE fl 45 3ifig ) £x 3¢ 78 +READ : 0,
"Jc:df:al:b3:8d:de",

7. ESP32 Bluetooth LE %% i 5 — AN AE(HE .

[AT+BLEGATTCWR=

0,3,3,,2

i B -

>

)

P > FOR AT HERSFEICH D8, U T AR A K, 48R KA 240 <length> K
ERS, PATEABRAE.

[OK

LK

o 40 5 ESP32 Bluetooth LE % F* i 5 45 fiF £ & £F i 3, ESP32 Bluetooth LE f}% 4% if
mU%ﬁ%/ﬁ +WRITE:<conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,

8. Indicate —MEFAF(HE

ESP32 Bluetooth LE % i :

iy

[AT+BLEGATTCWR=O,3,7,1,2

N o, :
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> )
5 > Fon AT HER PRI DB, BERTETT DA A B, 48R KEIRH S35 <length> 1Y
e, P75 ABRAE.

AT #2104 ESP32 Bluetooth LE 45 it & % b R (5 (33 notify s indicate ),
ESP32 Bluetooth LE % i SR 42w A IR &5 s yE M. X F notify 2, F{EE A({H 0x0001, X
F indicate F=, FEE A(H 0x0002, FEABIHFE A 0x0002 Kffi/f] indicate .

(ox ]
B
o 41 5 ESP32 Bluetooth LE & ' it 5 45 fiF 7 iA 45 i &), ESP32 Bluetooth LE [} 45 i N &
#&/R +WRITE : <conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,
<value>,
ESP32 Bluetooth LE H}% 45 ifi :
%

[Z—\T+BLEGZ—\TTSIND=O, 1,7,3 }

M B -

55 > Fon AT HER B D EUE, BERTEmT oA ARG, 4ERKEIRB S5 <length> [
{EH}, 4T indicate #E1E,

[ox ]
K
o N5 ESP32 Bluetooth LE % i 42 i 2 indication, M| £ $2/8 +INDICATE:<conn_index>,
<srv_index>, <char_index>,<len>, <value>,
o X [R]—HR 4, ESP32 Bluetooth LE % i <srv_index> {H 45T ESP32 Bluetooth LE flik Fifi i)
<srv_index>{H + 2, XRIEHINE.
o WT MRS HRFERIALIR , RIS SR e T B 2 TR T IR 5.

4.3.3 Bluetooth LE JIl# 55 3% 53 R 55 F Ak A

DA 7~ 30 [ s FH 5 e ESP32 FF e, Horp—3eAf: 2 Bluetooth LE fig 555 (H A4 Bluetooth LE fiit 55 i
fafh), 5—AEH Bluetooth LE & P (HAFE A Bluetooth LE & i f 1) o XA T )@/ 1 M Al 37,
Bluetooth LE 4%, PA KRS i35 HR 45 R AEAEL R %% P i B, notify AR5 FFAE(H

T HPFPPLESP32 Bluetooth LE AR %3 3L #4E HE2224E ESP32 Bluetooth LE JIR 45 A7 R
W, PAESP32 Bluetooth LE % F 3L H#/E HE225HE ESP32 Bluetooth LE % P A TR ] .

1. #1464k Bluetooth LE ZhHE.
ESP32 Bluetooth LE fl}z 45 ¥ :
f

[AT-’-BLEINIT:Z ]

M 3. :

[OK }
ESP32 Bluetooth LE % i :
e

[AT+BLEINIT=1 ]

N . :
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[OK

1. ESP32 Bluetooth LE R} 4% ] 22 AR 45
iR

[AT+BLEGATTSSRVCRE

M B ©

[OK

2. ESP32 Bluetooth LE IR 45 i = IR %5 »
e

[AT+BLEGATTSSRVSTART

Mg B <

[OK

1. ESP32 Bluetooth LE flt 55 i e MAC Huhl .

[AT+BLEADDR?

M .

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

Vi :
o BACARIHLEE AT RE S Bk N ], SRR, RS R A E .
2. ESP32 Bluetooth LE R4 ik &) #5558

[AT+BLEADVPARAM:50,50,0,0,7,0,,

Mg B <

[OK

3. ESP32 Bluetooth LE JI 45 s 5 & 36 554
iR

[AT+BLEADVDATA:"020106OAO9457370726573736966030302A0"

i .«

[OK

4. ESP32 Bluetooth LE iR & it 45T 45 .
e

[AT+BLEADVSTART

Nl B«

[OK

1. ESP32 Bluetooth LE % F1 1] 2 IR 45
iRt

[AT+BLEGATTSSRVCRE

M .
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[OK

2. ESP32 Bluetooth LE & P = AR 45
i

[AT+BLEGATTSSRVSTART

i B <

[OK

1. ESP32 Bluetooth LE % Fi it MAC Huhl .

[AT+BLEADDR?

Mg B <

{+BLEADDR:"24:Oa:c4:03:a7:4e"
OK

B -
o BAWEIRHIE AT RE S A N AP BN, TSRO HUE, TR AR S

2. ESP32 Bluetooth LE & PP a4, H74E 3 70,
i

[AT+BLESCAN=1,3

i B -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o ISR T B bk B A R [R]
3. 757 the Bluetooth LE %3,
ESP32 Bluetooth LE % Fifi :

[AT+BLECONN=O, "24:0a:c4:d6:ed:46"

i B -

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

BiH -
o B A _LiRay A, 15 H A1 ESP32 Bluetooth LE ARz 55 itk o
o Y15 Bluetooth LE &3 %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y Bluetooth LE #E#24: 1, M<K +BLECONN: 0, -1,

ESP32 Bluetooth LE f} 45 i :

[AT+BLECONN:O,"24:Oa:c4:03:a7:4e" }

M.

+BLECONN:0, "24:0a:c4:03:a7:4e"

OK
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Ui :
o A _Eibar AR, A 889 ESP32 Bluetooth LE 7% i dik .
o 40 % Bluetooth LE % 82 i B, N &4 /8 0K, A< /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o R Bluetooth LE 324, N4 /8 ERROR, Aafi/R +BLECONN:0, -1,

1. ESP32 Bluetooth LE % it A i) A Hu IR 55

[AT+BLEGATTSSRV?

i B <

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

2. ESP32 Bluetooth LE % F1 i % il A HiE54E o

[AT+BLEGATTSCHAR?

i B <

(1BLEGATTSCHAR:"char", 1,1, 0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR:"char", 1,4, 0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305, 0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char", 2,1, 0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char", 2,2, 0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

L

3. ESP32 Bluetooth LE IR 55 it & BLS uik IR 45 &

e

[AT+BLEGATTCPRIMSRV=O

N . :

+BLEGATTCPRIMSRV:0, 1, 0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800,1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV: 0, 4, 0xA003, 1
OK

B :

« ESP32 Bluetooth LE ik 45 i & il IR 55 A 45 5%, Hb ESP32 Bluetooth LE & P 2 i IR 55 H 45 R 22
W ERIA R %S (UUID: 0x1800 F1 0x1801). 1EP AN, %FF[7—Rk 45, ESP32 Bluetooth LE I} 55
WAL 1) I <srv_index> {H 4% T ESP32 Bluetooth LE %% i 25 18] 1) <srv_index> {H + 2. 0, b
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BRRBIFEIAR S 0xA002, 4HiHFE ESP32 Bluetooth LE IR 453 2r 1A EI| 1% <srv_index> 24 3, N5
1 ESP32 Bluetooth LE Jijt % i i+ AT+ BLEGATTSSRV? fiv 4251, M <srv_index> %y 1.

4. ESP32 Bluetooth LE 7 45 i % F X M54
i

[AT+BLEGATTCCHAR:O,3

i Y«

-

+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0,
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0,
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0, ,1,0x2901

+BLEGATTCCHAR: "char", 0, ,0xC303, 0x04

3,1,0xC300,0x02
3,1
3,2
3,2
3,3
3,3
3,4
+BLEGATTCCHAR: "desc", 0, 3,4, 1, 0x2901
3,5
3,6
3,6
3,7
3,7
3,8
3,8

,1,0x2901
,2,0xC301,0x02
,1,0x2901

14

, 0xC302,0x08

+BLEGATTCCHAR: "char", 0, , 0xC304,0x08
+BLEGATTCCHAR: "char", 0, , 0xC305,0x10
+BLEGATTCCHAR: "desc", O, ,1,0x2902
+BLEGATTCCHAR: "char", 0, , 0xC306, 0x20
+BLEGATTCCHAR: "desc", 0, ,1,0x2902
+BLEGATTCCHAR: "char", O, , 0xC307, 0x02
+BLEGATTCCHAR: "desc", 0, ,1,0x2901

OK

5. ESP32 Bluetooth LE % F' i 5 B IR 55 A {H
Ve CFF S HAER RS AL (characteristic) 158 B AR 55 FFAE(E -

s

[AT+BLEGATTSSETATTR=1, 8,,1

N . :

>

TS

(5A—r%% o

N . :

[OK

6. ESP32 Bluetooth LE Il 55 52 iR 454 fiFAH
s

[AT+BLEGATTCRD=O, 3,8,

M . :

+BLEGATTCRD:0,1,9

OK

7. ESP32 Bluetooth LE it 45 3t 55 i} 45 4 A £ .
VB SR G RAERI RIS F v B AR

iy

[AT+BLEGATTCWR=O, 3,6,1,2

N o, :
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(5 a2t % 12 )
N . :
[ox )
AR
o N5 Bluetooth LE fl 55 i 5 Ak 55 FRAE(E {3 )5, Bluetooth LE & i &4 /8 +WRITE: 0, 1,
6,1,2,12,

8. ESP32 Bluetooth LE % it notify % 4545 {H
i

[AT+BLEGATTSNTFY=O, i, 6,40 }
M B -
> 1
iy 4
[g)\ 21234567890 104 E ¥ }
M .
G |
BiH:

» #1135 ESP32 Bluetooth LE % i notify R 5545 1iF(E 25 IR 45 35 2, Bluetooth LE IR 55 i NI =32
7~ +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE 3%

PATR 7 3 [R] s W B ESP32 FF &, HoH—3eE 4 Bluetooth LE i 553 (HLAE A Bluetooth LE AR 45 bii
fi), %53 Bluetooth LE %P1y (Fff Bluetooth LE % FPrififh 1) kTR T /5 FENIES
Bluetooth LE i#4%.

Y
o AT AL ESP32 Bluetooth LE R4 3% JF 3k i#/E H 45 3ifE ESP32 Bluetooth LE fI? 45 i
HATEIW], DA ESP32 Bluetooth LE % P33k fHa/E H FE3YE ESP32 Bluetooth LE & F it i
ATRIWT,
o JnEA B ERWDAFEME . 902 HR I i EAE A AT T — NI
» ESP-AT 2 Ui 40 & 10 PNk .

1. #1154k Bluetooth LE T,
ESP32 Bluetooth LE Az 45 iifi :
o

[AT+BLEINIT=2 J

N . :

& J
ESP32 Bluetooth LE %/ 1ifi :

[AT+BLEINIT=1 J

M . <

& ]
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2. ESP32 Bluetooth LE Ik 453t #5 B Bluetooth LE Hiidil: .

o

[AT+BLEADDR?

N . :

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

PAE

SR A% < T E S 195 1| T =R i s ) VAL 10 N [ I 7 T 6 N 0B 11| R T S A 2 3 AP S
1. ESP32 Bluetooth LE fiZ 45 st 1| 7t 45

g
[AT+BLEGATTSSRVCRE
Mg J3
(o

2. ESP32 Bluetooth LE IR % i B IR S o
s
[AT+BLEGATTSSRVSTART
iy B«
(ox

1. ESP32 Bluetooth LE fI 453t % PR 45 4541E
e
[AT+BLEGATTSCHAR?
N . :
-
+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5, 0xC304,0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901
OK

. ESP32 Bluetooth LE R 4539744 #%, 2 J5 ESP32 Bluetooth LE % Ui JT a4 ELidrek 3 #b4h.
ESP32 Bluetooth LE f% 453 :

[AT+BLEADVSTART

M. :
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[OK

ESP32 Bluetooth LE %% i :

[AT+BLESCAN=1,3

i B <

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

K
AV EIUE REERE ST =AM we ) VARl I N G
3. 757 Bluetooth LE %32,
ESP32 Bluetooth LE % F i :

[AT+BLECONN=O,"24:0a:c4:d6:e4:46“

Mg |«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

BiH -
o A B e A, 36 45 ESP32 Bluetooth LE fil 45 it o
o Y15 Bluetooth LE #E3#: %), N&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o f15% Bluetooth LE #3250, W£$HL/R +BLECONN: 0, -1,
4. ESP32 Bluetooth LE % P13 % FL AR 45

[AT+BLEGATTCPRIMSRV:O

Nl . <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

AR

» ESP32 Bluetooth LE % i & ) iR 54558, kb ESP32 Bluetooth LE il Fr i 2r 1A iR 45 1 45 R £
PINBRIAR S (UUID: 0x1800 F1 0x1801), X @IEHIME. R, X F—/k4%, ESP32
Bluetooth LE % i 25 18] ) <srv_index> {E 25T ESP32 Bluetooth LE Ji i 2y 18] {14 <srv_index> {H
+ 2, N EiAREI IR 4 0xA002, 24 HifE ESP32 Bluetooth LE % i 27 14] 21| i) <srv_index>
4 3. 15-7E ESP32 Bluetooth LE JI P13 35t AT+ BLEGATTSSRV? £ 42511, W <srv_index>
1,

5. ESP32 Bluetooth LE %% it % PUASFAF(H

[AT+BLEGATTCCHAR:O,3

Mg i -

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901

T
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(750
+BLEGATTCCHAR: "char", 0,3, 3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

6. WEMZEZESE ., HE auth_req >y SC_MITM_BOND, k%5 iocap & Keyboardonly, &7
Wi iocap SN KeyboardDisplay, key_size 16, init_key 5 3, rsp_key N 3.
ESP32 Bluetooth LE f}% 45 i :
fr:
[Z—\T+BLESECPARZ—\M=13, 2,16,3,3 J

M B -

[OK }
ESP32 Bluetooth LE % Fifi :

[AT+BLESECPARAM=13,4,16,3,3 }

Mg .«

(ox J
PRE
o JEA|H, ESP32 Bluetooth LE R 45 s ABCXEY, ESP32 Bluetooth LE 2 i i 7 Bt XA
o BESP-AT % f Legacy Pairing fll Secure Connections BN FR, HEZEHE S
P AES . AR NGt 373 Secure Connections, N4 KM Secure Connections
Ty .
7. ESP32 Bluetooth LE % /i & 2 N 3 2K
iy 4

[AT+BLEENC=O,3 }
iy B«

E ?
LUK

{1 5 ESP32 Bluetooth LE IR 45 ui A% T 2 U £ i %% 1% 5K, ESP32 Bluetooth LE IR 4% i M £ #2 7w
+BLESECREQ: 0,

1. ESP32 Bluetooth LE 4% s b fig %475 5K o

(s
[AT+BLEENCRSP=O,1 ]
i B«
& ]
LR

o {5 ESP32 Bluetooth LE % F i i TS B e St iy 57, 1) ESP32 Bluetooth LE %€ F i 5 2
FEEE—AS 6 S ECXE o
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o YEZAR GBI H, ESP32 Bluetooth LE &% i | &3 /8 +BLESECNTFYKEY: 0, 793718, F%f
ik 793718,

1. ESP32 Bluetooth LE 2% F1 i [n] & e % i
iR

[AT+BLEKEYREPLY:O,793718 }

M .

[OK }
PATX 42 )5, 7E ESP32 Bluetooth LE fii 453 A ESP32 Bluetooth LE % Ui &5 — B3} W {5 B,
PR
ESP32 Bluetooth LE fl} 45 i :

+BLESECKEYTYPE:0, 16

+BLESECKEYTYPE: 0, 1

+BLESECKEYTYPE: 0, 32

+BLESECKEYTYPE: 0, 2

+BLEAUTHCMPL: 0, 0

. J
ESP32 Bluetooth LE & Fiifi :

r+BLESECNTFYKEY:O,793718
+BLESECKEYTYPE:0, 2
+BLESECKEYTYPE:0, 16
+BLESECKEYTYPE:0, 1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

A PAZIG DA +BLESECKEYTYPE FF3k {5 B . {5 +BLEAUTHCMPL: 0, 0 EE S8k 0 %
TNINEE Y, R 1 RN R

4.3.5 W4~ ESP32 JF bz aldir. SPP #%E+;, U K fr UART-Bluetooth LE iE L i F
&4
DA 7~ 3 ) s FH i e ESP32 FF- e, Horp—3eAf: 2 Bluetooth LE filk 455 (HAF 4 Bluetooth LE fiit 55 i

), —3AEN Bluetooth LE % i (HAE Bluetooth LE % i i €4,) o 3X AN J&oR 1 W 4nuf i 7
Bluetooth LE #£42, DA #5715/ 18 {5 Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE i &5, .

wE: AN E PP ESP32 Bluetooth LE R4 33k i #:1E {3554 ESP32 Bluetooth LE I 45
SHATEITT, DLESP32 Bluetooth LE & P 3% JF3kf¥#/E A ESP32 Bluetooth LE 2 P kA7 Bl
wJ,

1. #J#f4L Bluetooth LE JfiE.
ESP32 Bluetooth LE f} 45 i :

iy

[AT+BLEINIT:2 ]

M B <

& J

ESP32 Bluetooth LE % i :

[AT+BLEINIT21 ]

i .«
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[OK

1. ESP32 Bluetooth LE R} 4% ] 22 AR 45
iR

[AT+BLEGATTSSRVCRE

M B ©

[OK

2. ESP32 Bluetooth LE IR 45 i = IR %5 »
e

[AT+BLEGATTSSRVSTART

Mg B <

[OK

1. ESP32 Bluetooth LE flt 55 i e MAC Huhl .

[AT+BLEADDR?

M .

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

Vi :
o BACARIHLEE AT RE S Bk N ], SRR, RS R A E .
2. ESP32 Bluetooth LE R4 ik &) #5558

[AT+BLEADVPARAM:50,50,0,0,7,0,,

Mg B <

[OK

3. ESP32 Bluetooth LE JI 45 s 5 & 36 554
iR

[AT+BLEADVDATA:"020106OAO9457370726573736966030302A0"

i .«

[OK

4. ESP32 Bluetooth LE iR & it 45T 45 .
e

[AT+BLEADVSTART

Nl B«

[OK

5. ESP32 Bluetooth LE %% Ui 46994, 4L 3 #b.

[AT+BLESCAN21,3

M .
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OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

BiHA :
o TRYHIERATRE S Lk mp i P AN A
6. 77 the Bluetooth LE %4,
ESP32 Bluetooth LE % Fifi :

[AT+BLECONN=O,"24:0a:c4:d6:e4:46“

i B -

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

AR

o f A _Eibaymy, 3 6E 5 ESP32 Bluetooth LE il 55 st ik o

o Y15 Bluetooth LE 7&K, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,

o 1157 Bluetooth LE i35, W& /R +BLECONN: 0, -1,

7. ESP32 Bluetooth LE HZ 4% 5251 IR 55 .

[AT+BLEGATTSSRV?

M B«

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

8. ESP32 Bluetooth LE Jf 55 it % AL .

[AT+BLEGATTSCHAR?

Nl <
(+BLEGATTSCHAR:"char",1,l,OxC300,0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR:"char", 1,2, 0xC301,0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR:"char", 1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306,0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

L

9. ESP32 Bluetooth LE & Fii & PR 45 -
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10.

11.

12. ESP32 Bluetooth LE & i {#i fig Bluetooth LE SPP,

fir s

[AT+BLEGATTCPRIMSRV:O

Mg B <

+BLEGATTCPRIMSRV: 0,1, 0x1801, 1
+BLEGATTCPRIMSRV: 0,2, 0x1800, 1
+BLEGATTCPRIMSRV:O0, 3, 0xA002, 1
+BLEGATTCPRIMSRV: 0, 4, 0xA003, 1

OK

AR

« ESP32 Bluetooth LE & P #r il IR % 1455, 1 ESP32 Bluetooth LE i P £r i IR & 1 45 iR %
PIAERIAR S5 (UUID: 0x1800 F1 0x1801), iX /2 iEHIG. IEFEWL, XFF[F—/ks, ESP32
Bluetooth LE % F i 25 1] 1)) <srv_index> {H 25T ESP32 Bluetooth LE JiR F i 25 1) 1Y) <srv_index> {H
+ 2, N, FiRRFIPEIAR S 0xA002, 24 HijHE ESP32 Bluetooth LE 2 i 25 1) 3| 14 <srv_index>
>4 3, HISAE ESP32 Bluetooth LE JIf Fisi@ 1 AT+BLEGATTSSRV ? £574-251), M <srv_index> 4

1.

ESP32 Bluetooth LE % Fiitt & FUAFE «

EZs

[AT+BLEGATTCCHAR:O,3

M .

r

OK

+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

"char",0,3,1,0xC300,0x02
"desc",0,3,1,1,0x2901
"char",0,3,2,0xC301,0x02
"desc",0,3,2,1,0x2901
"char",0,3,3,0xC302,0x08
"desc",0,3,3,1,0x2901
"char",0,3,4,0xC303,0x04
"desc",0,3,4,1,0x2901
"char",0,3,5,0xC304,0x08
"char",0,3,6,0xC305,0x10
"desc",0,3,6,1,0x2902
"char",0,3,7,0xC306,0x20
"desc",0,3,7,1,0x2902
"char",0,3,8,0xC307,0x02
"desc",0,3,8,1,0x2901

ESP32 Bluetooth LE % it & Bluetooth LE SPP,

PSR SR IR S HFIE (characteristic) /N5 8 A B EdE, 98 52 HF notify ol # indicate [
characteristic 1 43230 18 B e K .

iy

[AT+BLESPPCFG:1, 3. 5,307

Nl B <

(ox

EZs

[AT+BLESPP

M .

OK
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iR AT B 4508\ Bluetooth LE SPP 455X, T DAREATHI Y A s ML o

PEHA:

« ESP32 Bluetooth LE % 13 JF J Bluetooth LE SPP & #5505 , &8 IR (1 5E 2 1 3 Bluetooth

LE % #;%| ESP32 Bluetooth LE %53 .
13. ESP32 Bluetooth LE i}t 4 i il # Bluetooth LE SPP,

4% #35 notify 5{ 3 indicate Y characteristic /F 5518 XX HHE, 8B H 5 #EAER characteristic

(IARESTREETIC I C/ip

[AT+BLESPPCFG=1,1,7,1,5

i B <

[OK

14. ESP32 Bluetooth LE I 45 i i€ Bluetooth LE SPP.

[AT+BLESPP

i B <

OK

>

iR RRIR AT 4898 Bluetooth LE SPP 455X, T DAREATEI Y A s M .

VLR

« ESP32 Bluetooth LE I P FF &t Bluetooth LE SPP % 444550 5 , 88 11 i 31 55 £33 33 Bluetooth

LE {£ %% ESP32 Bluetooth LE % Fii .

o 115 ESP32 Bluetooth LE & i V% 4 & )5 Bluetooth LE SPP %1%, Bl (i F HAthi% 1E K
Bluetooth LE % i, W) ESP32 Bluetooth LE % i AR 22 45 TT /B il Notify 5{ 3 Indicate, 5%,
ESP32 Bluetooth LE & P an S R IF B 45, W S8 ] AT+BLEGATTCWR=0,3,7,1,1 FF J2 i

Wi, ESP32 Bluetooth LE Jg 55 s A BE K M) L B 1%

o X FR]—AR 4, ESP32 Bluetooth LE % i ) <srv_index> {HZ#T ESP32 Bluetooth LE fl 45 i 1Y)

<srv_index>{H + 2, X2IEHINE.

4.3.6 ESP32 5 FHL4 . SPP %H;:, ULJAr UART-Bluetooth LE & &1 T 145 5 da
R BIRIR T IRAE ESP32 FF Ketin. (MU A ARIAGH T IR S5 defa ) RITFAL (DR ARIIAEIE T % P i

fatn) ZIEESL SPP #H:, PAKANATYE UART-Bluetooth LE & AN (& 4 .

wE: BIEPPLESP32 Bluetooth LE R4 smIfkAERME H 75 E4E ESP32 Bluetooth LE I 45 i #4047 HI
A, JfiPA Bluetooth LE & /s 3ki#fE L3R ZAEFALA I 4 i B Fh TR AT .

1. ZETFHLuE T 2k Bluetooth LE ¥t 3) T, 4N LightBlue.
2. #J4E4 Bluetooth LE T HE.
ESP32 Bluetooth LE fl% 45 i :

fir s

[AT+BLEINIT=2

Mg o :

[OK

1. ESP32 Bluetooth LE R £ 341 22 R 5 .
i

[AT+BLEGATTSSRVCRE
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iy B«

(o )
2. ESP32 Bluetooth LE 4% 5 = IR 45
iR

[AT‘FBLEGATTSSRVSTART }
i B«
& )

1. ESP32 Bluetooth LE JJg 55 i gk U MAC itk
s

[AT+BLEADDR? J

i . <

{+BLEADDR:"24:0a:c4:d6:e4:46" }
OK

R
o EAEHAE T RS Bk m N R O], SRy, RS 2 A E .
2. ESP32 Bluetooth LE fIk 45 ik ) 3% S5k
i

[ATJrBLEADVPARAM:SO, 50,0,0,7,0,, }

iy B«

[ox J
3. ESP32 Bluetooth LE fIlR 45 st 5 ) 36 554

iR

[AT+BLEADVDATA="020106OAO9457370726573736966030302AO" }

iy B«

(on J
4. ESP32 Bluetooth LE R 45 5 FF1G) 4% .

i

[AT+BLEADVSTART ]

M . :

[ox )
5. f]7& Bluetooth LE %$2.
FHLFT HF LightBlue [ i #2 /¥, If 4T FF SCAN JF 4494, #% 3| ESP32 Bluetooth LE fiit 45 iy
B MAC #ihik, &5 cONNECT #F47 4. ILBT ESP32 i iV i% £ 47 Bl 24 {l)l - +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFE/RELHESL T Bluetooth LE £z,
6. ESP32 Bluetooth LE IR 5 i 210 IR 55 o
fird:

[AT‘FBLEGATTSSRV? }
Mg |3«

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK
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7. ESP32 Bluetooth LE Jig 453 % FRARE

ﬁ\/\

[AT+BLEGATTSCHAR?

N . :
r+BLEGATTSCHAR:"char",1,1,OxC300,OxO2
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR:"char", 1,4, 0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR:"char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

8. Bluetooth LE % i % U4 .
I EHE T-#1 LightBlue % F i %6 4% s T Properties > NOTIFY 5 3% INDICATE {4 IR 5 4+ 4iF (3 |
ESP-AT %A Properties 5 NOTIFY 53 INDICATE [ Ik 55 4-1E &2 0xC305 F1 0xC306) , Hh4 iy
Properties % NOTIFY =% % INDICATE f1) i} % 454iF «
ESP32 Bluetooth LE [l 45 iiiific & Bluetooth LE SPP,

Ve S 4% notify B35 indicate 1Y) characteristic /£ k5

VE R S R «
ﬁﬁ/\

TE AR, PSR S HAER characteristic

[AT+BLESPPCFG=1,1,7,1,5

N . :

(ox

10. ESP32 Bluetooth LE Ji§ 453 {#i fig Bluetooth LE SPP,

11.

12.

ﬁx/\

[AT+BLESPP

M. :

OK

R 2R AT B4 9E A Bluetooth LE SPP A=, A DA
Bluetooth LE % P kiR 5

PR S A RN

Tr LightBlue % P43 0xC304 IR 55 B E{E & 2550 test 45 ESP32 Bluetooth LE I} 453, ML
ESP32 Bluetooth LE R 453 ] PAURE] test,
ESP32 Bluetooth LE [z 5% i & £ 5 .

7 ESP32 Bluetooth LE AR 45 i B & 1% test, IKH} LightBlue & i ] PAULE] test.
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4.3.7 ESP32 fIFHL.Z 4. Bluetooth LE ¥E£;: 31 A A

B T UNAAE ESP32 JF AL (IUEMARIIAE W IR S fa o) FIFHL (VARG % i
fafa) 2 [8]7Z 7 Bluetooth LE 14382514 A B54H 52 BUC R

g PP PLESP32 Bluetooth LE R4 3w kav#EfE HFE2AE ESP32 Bluetooth LE R 45 it A7 H]
Al MiPA Bluetooth LE & P 33Kk e LT EAEF AR A R B F s ST RI AT .

1. £ FHli | 2% Bluetooth LE JiX 8T, Bl LightBlue i 127 .
2. #J4E4% Bluetooth LE ZhHE.
ESP32 Bluetooth LE fl} 45 i :

o

[AT+BLEINIT:2

i B«

(ox

1. ESP32 Bluetooth LE [} 45 i 61 72 R 45 .
A

[AT+BLEGATTSSRVCRE

i . <

[OK

2. ESP32 Bluetooth LE R 45 5t = AR 45 o
A

[AT+BLEGATTSSRVSTART

i B -

[OK

1. ESP32 Bluetooth LE filz 45 i i B MAC Huhl .
A

[AT+BLEADDR?

Nl . <

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

iR
o EAEEIHAE TR S Bk m N AR R, SRRl SR e A E .
2. ESP32 Bluetooth LE R4 ik &) #5550
oY

[AT+BLEADVPARAM=50, 50,0,0,7,0,,

i [ <

[OK

3. ESP32 Bluetooth LE JIR 45 s s B #6554

[AT+BLEADVDATA:"020lOGOAO9457370726573736966030302AO"
M B <
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[ox )
4. ESP32 Bluetooth LE fiR 4% it 15 B N8 244
i

[AT+BLESECPARAM=13,2,16,3,3 J

i B <

[ox J
5. ESP32 Bluetooth LE R4 616 4% .
e

[AT+BLEADVSTART }

i B -

[ox )
6. Bluetooth LE % il 2 iE 82
FHLFT I LightBlue I 2 7, F 47 JF SCAN JF 4434, 3k 5 ESP32 Bluetooth LE fi % iifii
) MAC Hboik, 57 CONNECT #EATiERE. i ESP32 i i i% £ 7 B 24 {8 F +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XERCLHESL T Bluetooth LE £,
7. ESP32 Bluetooth LE JIZ 4% i % i I 285375 5K
fir 4

[AT+BLEENC=O,3 J

N . :

[ox J
8. Bluetooth LE % F i [A] = %t
FHL LightBlue 57 7% 7 W RG22 {2 1) Bluetooth LE JE£2 1) BT 23 B AHME B (B & BCxT 254
BB Ky 231518), fih Bxt. JEHF ESP32 3% 24T IS F +BLESECKEYREQ: 0 [ H &,
XN FHLE LR I Fe R -
9. ESP32 Bluetooth LE ff 45 i [1] 52 it %t 2540
I Bluetooth LE Iz 45 i [m] 52 (1 B £H E kb — 2D 3R b AL LightBlue [ A% 77 3t i ek (5 5L P i
2EH: 231518,
e

[AT+BLEKEYREPLY:O,231518 }

i B -

[ox )
it ESP32 Bluetooth LE Al 45 i T EIZEMRITF-PAN HE, X378 ESP32 Bluetooth LE iR %53 5 T4
Bluetooth LE & Fim 58 A% 1 B X o

6

+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: 0,

2

oo oo o
S
N W e

4.4 MOQTT AT 774

AT BRI E ESP32 s iz TMOTT AT & 4 5 a2 R4 R Bl .
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A F TCP ty MOTT %35 (%2 Atz MOTT X32) (&8 FHIEZD)
A F TCP ty MOTT 53 (%2 At MOTT K32) (&R FHIEZS)
AT TLS o9 MOTT %43 (%% Aet)sE MOTT X32)

A T WSS o5 MQTT % 4%

s SO TR R B ISR R Wi-Fi AT .

44.1 J&T TCP iy MQTT &4 (WAl MQTT {RB1) (G T ik b
DA 7 B 60 P 7 ESP32 0, Fhrb—Heffely MQTT %ctiy (FUER MQTT %A fnta), 55—
BUfF ol MQTT iT B (R MQTT Tl # i)

B T A T TCP @ MQTT #4z . i e 2@ — 4 MQTT 3, fkix MQTT LB
IP iifil->h 192.168.3.102, #1134 8883,

T PPRPPLESP32 MOTT R AT H P KR A 35 27E ESP32 MQTT %At F kAT HIA], DA ESP32
MOTT T [ JF K B A K5 %A E ESP32 MQTT 11 [ 35t AT RIAT o SR A1 50 A Tl 4 PO e W i £
T, DR B R A B AT B S AT -

1. ¥ MQTT i gtk
ESP32 MQTT %7 %

iy

[AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,"" ]

MM B ©

[ox )
ESP32 MQTT ] j§#
fir s

[AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,"" ]

Mg B ©

Lox 1
2. JEf MQTT {31,

[AT+MQTTCONN:0,"192.168.3.102",8883,1 ]

i Y <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

PiHH :
o ET A MQTT fREEIE 4 5% MQTT A3 IP #ihk AT ik 5 iR ar AR .
3. 715 MQTT /3.
ESP32 MQTT ] 53 :
e

[AT+MQTTSUB=O, "topic", 1 }

M B :
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[OK

4. R MQTT . (FHFER).
ESP32 MQTT %1%

[AT+MQTTPUB:O,"topic","test",l,O

Nl <

[OK

PAE
* Q2R ESP32 MQTT %A H NN AAHE, VAT ERFF&AE ESP32 MQTT 17 P35 i /i «

[+MQTTSUBRECV:O,"topic",4,test

5. XM MQTT #4%.

[AT+MQTTCLEAN=O

M .

[OK

442 JET TCP Iy MQTT &g (ifi 24 MBI MQTT {R81) (GEM THdhi%)
DA 7% 51 5 P P e ESP32 JF 48R, ek —BfEoly MQTT %Afig (JUE MQTT B f(n), 53—
Bt MQTT i F% (UEN MQTT 1T & M ().

ANBIAEE T anff BT TCP G MQTT i#:4: ., e HEAIE— 4 MQTT /LB, {&i MQTT HK
IP #ihil>f 192.168.3.102, gldk 8883,

WMARAEEMEEWHEEMNRZ, CElET T H& AT 2K EBE 256, W& PAf
HAT+MQTTPUBRAW fi4>.

g BPRPPLESP32 MOTT KA H TP LR A F52E ESP32 MQTT %Al F i AT RIT], DA ESP32
MQTT 3T [A # JT 3k 0 B4 L5 2AE ESP32 MQTT 3] 2 s AT RIVAT o SR 45 A1 0 A R 5 i B 1 W i £
i, TG EAE KA AT B AT -

L. && MQTT i sk
ESP32 MQTT %1fi#

[AT+MQTTUSERCFG=O,1,“publisher",“espressif",“123456789",0,0,"“

M B :

[OK

ESP32 MQTT ][54 # :
iy

[AT+MQTTUSERCFG=O,1,“subscriber","espressif","123456789",0,0,“"

M B -

[OK

2. HE# MQTT LI,

e
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[AT+MQTTCONN:O,"192.168.3.102",8883,1

N . :

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

K
o fE AR MQTT A3 44 5 MQTT Q3 IP Hikik AT RE S ik a2 T igA A
3. {71 MQTT /8.
ESP32 MQTT 7[5 :
i

[AT+MQTTSUB:O, "topic", 1

Mg i«

[OK

4. %A MQTT JHE (74 ).
B AR B AT TH R RIS, KB 427 7Y

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,2zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<336 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—~": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32 MQTT %1%
fir g

[AT+MQTTPUBRAW:O,"topic",427,0,0

i B -

OK

>

s R AT EHER R AT R, AT DA AN, 24 AT S0 i it K RE A 3
<length>J5, BilifefiTan.

[+MQTTPUB:OK

PEHA:
* AT il > TS Bl R IRIA T AT AN TR %%X?%‘Lﬁ%‘x WAF AR T4 2 (CR-LF),
* N3 ESP32 MQTT ZATH M AAHE , PATEERFSTE ESP32 MQTT 1] Fd# i/ -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org", "Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/","User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace-Id": "Root=1-6150581e-
—1ad4bd5254b4bf5218070413"} }

5. KM MQTT .
e

[AT+MQTTCLEAN:O

M .
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[OK

443 JET TLS it MQTT ¥ (7534 HbOTEE MQTT fCAn)
AR 73 051 [ s (5 P W e ESP32 FF &M, Horp—3fE - MQTT &7 (HAEH MQTT ki), H—
By MQTT i Fd# (A MQTT i & ) .

ARG T AT AT TLS Q8 MQTT #8482, F/tHREald— 1AM MQTT A3, ik MQTT HEHHY
IP #hihik> 192.168.3.102, TGl h 8883,

WY LIRAPPAESP32 MOTT X A7 4 Hk B4/ E L5 34 ESP32 MQTT A& AT EIRT, PAESP32
MQTT AT [ # 3k B9 A L TR BAE ESP32 MQTT 77 [ S g0 A7 BI AT o 0 SR 45 4 75 A 445 1) i O o W00 o 4
1, TR EAE R A i AT 53 S T

1. PEEBFIXHI SNTP 7428,

[AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

M .

[OK

2. Z%¥if) SNTP ],
e

[AT+CIPSNTPTIME?

M .

{+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LUK
o SR SNTP S55R AT RE-5 L b A [l o
* JifHf PR SNTP IJa]—E @ FLIA R, ANEER 1970 4F K Z BT .
o WEBALE N THE TLS IAUERHRISIE 1A 200 .
3. W MQTT Jil | gtk.
ESP32 MQTT %7
iy

[AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

M 3. :

[OK

ESP32 MQTT {7 5% :
fiy

[AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,"" }

N . :

(ox

4. B MQTT 3% R
o

[AT+MQTTCONNCFG=O, 0,0,"lwtt", "lwtm", 0,0 ]

N . :
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[OK

5. MQTT U

[AT+MQTTCONN=O,"192.168.3.102",8883,1

g B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

AR
o A AR MQTT A3E 4% 5 MQTT (L34 TP ikl il fE 5 FiRfr - Hr AR [H .
6. 7% MQTT 32/,
ESP32 MQTT ] 513 :
e

[Z—\T+MQTTSUB=O, "topic", 1

M .

[OK

7. %A MQTT {58 (545
ESP32 MQTT %% :

e

[AT+MQTTPUB=O,"topic“,"test",l,O

i i

[OK

P :
* 43R ESP32 MQTT K ATH M AAIHE, PATEEAFSTE ESP32 MQTT 1] B3 i 7 -

[+MQTTSUBRECV:O,"topic",4,test

8. KM MQTT 4.
XS

[AT+MQTTCLEAN=O

i B«

(ox

4.4.4 JET WSS i) MQTT &%
AR RG] R B ESP32 IF A, b —Hffo MQTT %Aty (R MQTT Kftig i), n—
By MQTT i Fd#  (RAEA MQTT i & f ).

ARG 4L T AR T WSS @7 MQTT #4%2. MQTT U4y matt.eclipseprojects.io, Wil
AR matt, BEIN 443,

T BPRPPLESP32 MOTT R AT H TP LR A F52E ESP32 MQTT %Al F ik AT RIA], DA ESP32
MQTT 3T [A I 3k 0 A 75 2AE ESP32 MQTT 3T 2 s R AT RIVAT o SR 45 A1 50 A R ) i HO 1 W o £
i, TG EAE KA AT B AT o

1. PEERFIX A SNTP 7428,
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[AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

N . :

[OK

2. 7¥if) SNTP Hfi].
i

[AT+CIPSNTPTIME?

i . <

{+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

K
o YA SNTP S5 e 5 ik b A (A [A] o
* AR SNTP I Ja]—E R FE A R, AEER 1970 4F K Z BT .
o BB EZ N TTE TLS UL A 208 .
3. BE MQTT H gtk
ESP32 MQTT %t

[AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,"mqtt"

M .

[OK

ESP32 MQTT 7 [ :
iy

[AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,"mqtt“

M .

[OK

4. M MQTT LB

[AT+MQTTCONN=O,"mqtt.eclipseprojects.io",443,1

M B -

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443", " /mgtt", 1

OK

BiHA :
o AR MQTT 1t Hs 4 5 MQTT {HE IP Mtk vf f85 ik a4 oA .
5. 1T MQTT 43,
ESP32 MQTT 7[5 :
fiy

[AT+MQTTSUB=O,"topic",1

N . :

[OK

6. K7 MQTT JH 5 (FFFH).
ESP32 MQTT % #i#:
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[AT+MQTTPUB=O, "topic", "test", 1,0 J
N . :
[ox ?
PEHA:
* 4N ESP32 MQTT ZATH M AAIHE , PATEEARFSFE ESP32 MQTT 1] B i 7 -
[+MQTTSUBRECV:O, "topic",4,test J
7. KM MQTT ##.

iy
[AT+MQTTCLEAN:O }
i B -

& J

4.5 MQTT AT &+ &bl

AR FEEAN B i L AT a9 X4 AWS ToT,

W XU MQTT AT f3 RIS B, IS RMOTT AT 44 % . 55 E I s AWS ToT JF
KAar KA AWS ToT,

T IR PAN AP BR T ESP-AT 5454 ESP32 i # £ 8] AWS IoT.

o M AWS IoT 3% B4 5 vA % endpoint
o 1% MOTT AT 442 F &1 iNit £ 4% AWS IoT

4.5.1 M AWS IoT FRIUIE15 L) Bz endpoint

1. BRI AWS 10T #EH G5, PAMNYZ ToT Core services,
2. B Q) AWS ToT B iyt Q18 AWS ToT 3l . FHHES .
BRI RIS A N IR AN BH S

* device.pem.crt (i%£5ET)
* private.pem.key (FAH%4])
» Amazon-root-CA-1.pem (i CA JF45)

3. MRHESCRY 5L ERM PRI A (endpoint) PAK T A AT ek A5 A 4 5 2 SR

i S AE RN “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF 2N G H PATR A s AR R i — L2
* AWS 10T T2 Iy i i YIRS . SAE] . AIARIET .
o A RATEEEIE S .
o DI Z MRIN (Ohio),
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4.5.2 fiH MQTT AT &y A3 W mAIEZEE: AWS ToT
Beir 1
FTHFAHD ESP-AT TA%, FHHUATan N #AE:

o ffiffl Amazon-root-CA-1.pem ##f customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
e ffiffl device.pem.crt ¥t customized_partitions/raw_data/mqtt_cert/mqtt_client.crt.,
o ffi[f] private.pem.key #f customized_partitions/raw_data/mqtt_key/mqtt_client.key .

gaikpek AT 1T

%1% ESP-AT I H DAY EE AT [, IFRFECRRR B G0 ESP32 #cde. ST MREZ(RE, WS A%
% ESP-AT 142,

Friks ARSI ESP-AT TAEE AL, W B AT fy B el fF P agiE, BRI S 5l 4o fT 2
# PKIF % .

1] AT a2 EE4% 8] AWS ToT
1. &8 Wi-Fi #3{4 station,
iy 4
[AT+CWMODE=1 J
iy B«
E )
2. 42 AP,
TS

[AT+CWJAP=<"ssid">,<"password"> }

N . :

[ox }
3. & SNTP Server,
s

[AT+CIPSNTPCFG=1,8,"pool.ntp.org" ]

N . :

& )

4. #¥if] SNTP Aifd],
s

[AT+CIPSNTPTIME? J
N . :

{+CIPSNTPTIME:<asctime style time> J

OK

AR
o BLHFIRASHY) <asctime style time> DAZ 2 35 B I X [ SEIFIRFIR] - 75 0] £ BR AR 5 5500 1 3 B0
BRI
5. #E MQTT H P gt
e
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[AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i B«

[OK

AR
o AT+MQTTUSERCFG H1%5 2%k 5, BIXUEHAGE, Ak,
6. %4 AWS IoT.
i

[Z—\T+MQTTCONN:O , "<endpoint>", 8883, 1

M .

+MQTTCONNECTED:0, 5, <endpoint>, "8883","", 1
OK

AR
o EHE <endpoint> S IHE Y <endpoint> {H .
o JLYATE I 8883,
7. WTHEE. -
A

[AT+MQTTSUB:O,"topic/esp32at",1

M .

[OK

8. AL

[AT+MQTTPUB:O,"topic/espSZat","hello aws!",1,0

M .

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

BilH
LR H HET:

1. ESP32 i H i
2. AWS i H &

4.6 ESP32 Ethernet AT 7534

AR EBENZESP32 VA K AT 04 BIENTTIR, HHROUE ESP32 i BisfTiX S LAY HEA R Bl o

o A FVAKM A TCP % 4%

¥

* 1Ef#1] Ethernet AT iy 2 1, W5CHIELRE & T1F .
o ORI TR B T R AT MR T A AR ILT -
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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4.6.1 T LIKMEIE TCP &

L (EREZ .

[AT+CIPMUX=1

M .

[OK

2. 757 TCP JR452%.

[AT+CIPSERVER=1,8081

M B -

[OK

3. FKELTCP R4 25 #) IP Hutk .

e

[AT+CIPETH?

M B -

+CIPETH:1ip:192.168.105.24
+CIPETH:gateway:192.168.105.1
+CIPETH:netmask:255.255.255.0
OK

IR
o BOREEN A HuHE P RE-S b ma i H B AN ]
4. 7£ PC i M 45 10 T H AN @ —A TCP & iy, H 2212098 2 )@ty TCP k55 um, TP ikl
£192.168.105.24, ¥l 8081,
5. R-G il A X K3k 4 FAVEEE S W25 %482 1D Ry 0 [REERK .

[AT+CIPSEND=O,4

M .

OK

>

4 FATRE, Bl ARG test, ZJa AT R AT

-
Recv 4 bytes

SEND OK

ALK
o FRIAMFEEH BT AT+CIPSEND iy E MK EE (n), WM busy p. .., k%
BAmEE 0 AT, KIESEHUGE. SEND OK.
6. R A -G E A X LK TERE ID SRy O pysER L Radi 4 =355 .
fBeise TCP server $2URE 4 FATHIEE (BdEA test), WARGESHIR:

[+IPD,O,4:test

7. XM TCP #:4%.
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[AT+CIPCLOSE:O }
N . :

0, CLOSED

OK

8. MR TCP Az 55 it

[AT+CIPSERVER=O }

Mg | :

[OK }
LR
* fif4 AT+CIPSERVER=0 H& XS A, HSREIAR FumiEde. WL Eas = w5 i iy
HIE P umiEss, W HITAH4 AT+HCIPSERVER=0, 1,

4.7 Web Server AT 713

AT F A AT web server I, 29 R PAT JLAS A TH A A -

& R %) G, 28 AT Wi-Fi B2

1 R R VE B HEAT OTA B 2K

1% B #8545 N AR 5 24T WI-Fi Bz )

1% R Az A2 R 24T OTA Bl HFH 4K
ESP32 4% A Captive Portal 5 4%,

L] L] L] L] L]

i BRAM AT {44 3 AT web server [ITHEE, 1552 Web IR 422 AT 44 B HZITfE.

4.7.1 EHFRES AT Wi-Fi i
(b1
it web server, F-#Lek PC ] DAL ESP32 #5411 Wi-Fi #EH A7 Bl o fnT DAGE 1 F-HLE LI 12 5] ESP32

WA AP, ﬁﬁ(%‘] T ITEC I BT, FF0F Wi-Fi BUE(S BUAR Sy ESP32 i4s, A5 ESP32 & fiii
HEAC T B PR B i e 128

ik

BEAHC P AR AT DAY AT =2

o B % &% 4% ESP32 %%
LIRS € AR ENCS
o il 4oBL M 2
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L Bes itk ESP32 Betfy 145G, A TiLRC M i A 14 ESP32 4T, ESP32 i LML EL A AP + STA
B, FFRIE—A WEB 554555 FrRCRfE R, XTI AT a4 :
L SRR Z BB RAEE,, WERATERREC R, ATREDR AR AR PR B 2 A e 1 AT 5:20 WEB fiik
S5 e IR B .

¢ Command

[AT+RESTORE

2. BicE ESP32 i%4£5°k Station + SoftAP ##={,
¢ Command

[AT+CWMODE:3

3. % & SoftAP [ ssid 11 password (1% B BRI 32 ssid °N pos_softap, TeERLI) Wi-Fi).
¢ Command

[AT+CWSAP="pos?softap", "r,11,0,3

4. (EREZ .

¢ Command

[AT+CIPMUX21

5. QI web server, Uill: 80, I RIEREMTE: 25s (BRIAFK N 60s).
¢ Command

[AT+WEBSERVER21 , 80,25

W, B Eiddr 453l web server J5, FTITRCM Bcas iy Wi-Fi BEHEINRE, HEH: ESP32 50451 AP:

WLAN (@,

Al A WLAN %%

pos_softap

EiEE (A _LM)

)

E 1: #%:4% ESP32 AP

[PV ES e R L S FERC iS4 T B 5] ESP32 45 5, RIml &% HTTP 2R, Fl B fFE AR H
TR (R, WIS ESEC U SCRAIE M BE AR A R A AP, 40, NS08 F FHL%E 125 ESP32 /iy AP,
WHZFHUAEIWAEH ESP32 & & AR GE . ) FEN Yags 4 A web server BRIAF IP Mkl (WS K%
' ESP32 #4511 SoftAP IP Hihl, BRiAN 192.168.4.1, 4] PLi i+ AT+CIPAP? £y 425124 Hi 1y SoftAP IP
kb, FTHEE AT, AR S8 ssid. password, fii “FFUATCM” BRI AT FEUGHEC M -

F P AT A i BC M T T H SSID i ARE A R R RIHE, o ESP32 BT AY AP 5IF%, kP H IR AP
Ir4 A password J5, s “FFURECH” B R]EshEC M :

MTIACIISS A TR B 5 s B

BT 1 BRI, T B, SRS, TR A ESP32 KAy P MU, TR
FFIU 5T .

[ RS, FEE DRl an ~E S
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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(D 192.168.4.1

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:

Espressif Systems

281
Submit Document Feedback

Release release-v4.1.0.0


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 4. AT fiy4 7R~

+WEBSERVERRSP : 1 // Rk B 3 [
WIFI CONNECTED /] RERIEEZEE
WIFI GOT IP [/ HEER G FKIE 1P
+WEBSERVERRSP : 2 /) REMAGU B EM ARG &R, T NEH WwEB RIR
AOAREC SRS, I TORE SR
® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

ARSI, i S

connect fail

[FIE, FEER D RRcE] a5 B -

+WEBSERVERRSP : 1 /I REE

% A aﬁiﬁﬁ%%&%ﬁx IP £ &, MCU_
ST U ERB A MR EETH it %

Fi-\w

UL R HERR

BeW) 1 EE U TR BB R B AR RN . R ESP32 ALY Wi-Fi AP 2B IEHTTE, DA AP 1Y
MEEE, HRIACZLHm ALY AT 42 {3 5 H web server.

4.7.2 EHMBES T OTA FIfETH,
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wifr

W YE2STIF web server (M B, 7T PAREEEHE A OTA TH2R FUT , 38 ich 90 BT FFER0R7 FH 431X v f ] 24 5 3 G
B RPRYIES " RERIE M (W 275 SO Lo fT 247 PKI R T B ZAEFM5 5 ) -

Wikt

I OTA B B W &y
WHFEEIHH R
B AEHTHR B
FILOTA %5 %

FIOF OTA LB v e, SEMTTA T A “OTA FRR” 5, F19F OTA FLE TG, W PAEE 4]
BE{4RAS . AT Core AR :

LW 1 Y30 AR e RE ESP32 ML AP, sl 171 OTA WL Ui 1 75 ESP32 BIBGE AL —4
TR, AT DAFT T B

AT 20 WO ESRE Y HTE AR ST P g R B R A S, P S . /build. py
menuconfig > Component config->AT->AT firmware version (Z# K4 iF ESP-AT 1L42)

WHGRRASS, LR SRR A A, DA T B AR PP [ R AAS o
PP SETFI sy X AN, mialy “Partition” NRIHEAAREUIA AT ATHI A 23 X -

e HRIEE  np, Rl SRR RN SR, R AR AR AR -
ZJamial CEPETR SR AR

BEW] 12 XFF ota 20X, BTSRRI B (FAEATIG AL . [ PR 24 OSSO . oin. TETIEREIPFRY
K/NREMEE partitions at.csv XPFHE LI ota SA/N. A XICHIGHAREE, WE%X
*%i-lzu’f"’]_i%% Ao —AFr e Aen i’H’

BEW] 20 T HEAIX, MU R BRI B TR A . [ a4 S AR L bin, TERRIRERTR
INRELHTT at_customize.csv SCHFE LI XK/ A RIEHETEAE R, 65 % X 41T A

RN OTA 8508 i, B EEmT, A “THRosah”:
[ Ay, AE R RS2 G A5
+WEBSERVERRSP : 3 /) REF M E R ota B 4 HE J

+WEBSERVERRSP : 4 /) REFR G E R ota B 4%

AU OTA AR R, i “THRM, R e El:
[, FEAR H R an e R

+WEBSERVERRSP : 3 /) REFHEK ota B 4 HK
+WEBSERVERRSP : 5 /I RE#EKMW ora Eﬁ]f*%&%%)ﬂk, JH P 3% B E H AT OTAL
SHEERHE, #R ER S B HAT oA BHHA K

BEW] 1 XHT ota 72X, FREIMATAT+RST HJ ESP32 DALY R AR IE 1 o

BEW] 20 ESP32 AL EI ) ota [EPFNZS . (AR SAEHCE e KIEPFNZE, FrATE B ORI
By PR A A -
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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4.7.3  HBAE/ DR T Wi-Fi Bt
iF]x
TRl /IR P T 0 i 2 R A /DR P 4% ESP32 s B AP, i i (ol /IR P 7 B 2 1 AP

S L sy ESP32 4, ESP32 i illid iX Luqi R FIRT I AP, -8 MR /IR E 19 45 28 14 A e
T

H ¥ ESP-AT ffF/MEFFRT 2024 45 12 J] 31 HRAE. FEMCIUIE], Gl R . it )s
DA RTER, HOBECR RAERTST, BAVRFEWCOY BRI SRR I 5, RO G BRI S -

B PR AT DAY A LA I

fiz. 5 ESP32 1% &
Ao B AT LT
B A% AP 4%

PATEIN

Bt

MCYE ESP32 s S8y Tik/IMEFHE#E ESP32 14, ESP32 Bk WHLE K AP + STA £, H-AI#
—> WEB 55 4325 /MR 3L, XTI AT iy F

L SRR Z BT ECRAEE,, ERATERRIC AR, ATREDR AR AR PR B 2 AT e 15 AT 5:30 WEB fiik
S5 an Joik A .

¢ Command

[AT+RESTORE }

2. FilE ESP32 %454 Station + SoftAP #iz{,
¢ Command

[AT+CWMODE:3 ]
3. iXE SoftAP { ssid il password (M5B ERIA 445 ssid A pos_softap, password “Hj espressif ) .

¢ Command

[AT+CWSAP:"posfsoftap" ,"espressif",11,3,3 }

ik s/ VR B ssid 2N pos_softap, password A espressif 1¥] SoftAP K& ARERE, TR
R ESP32 ¥ 45 BS54 B LAl B A T .

L [EREZ IS

¢ Command

[AT+CIPMUX=1 }

2. B web server, i1 80, MM : 40s (BHAH A A 60s).
¢ Command

{ATHNEBSERVER:L 80,40 }

IR/ DRDY  FTIFFHURLE, SR TR —4ERD -
TR /MER . BEABC ) 5
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

\\\\\\\\

fi.

2. AN ERR AP R RAHUREI FALILEEAOAA , WIBA 3845 AP, LIHBHE AL T e
HER e

BT

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @)

ATFE WLAN %3

FAST_FWR310_02

fromm [ sl
Eixi=

—
. B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

R AR T IR R © AT A Bt A 1Y ssid, il FIEIPRg CERE AR, R4 Hi
Th] -

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 // REK B 3 M

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE IP

+WEBSERVERRSP : 2 /O REFEANBEFREERM RS EE, LT UEKX WwEB B K

5. ATTEI S, /N DT A -
I, AR D R 4 5 8

+WEBSERVERRSP : 1 // f’h % E ﬁ] e m ’ &
DTN EKE AAMEER TN, £ A

B EZEEH IP BB, MCU_

HE SRR &S
i} %K.

U

=

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

Sik: TR, THLEON A BT MAC HUHEFITE 2 SR MAC bk 2 A7 B 28 /0 T/ 4k
[

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S
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2. BB G, FEEIR R “ERTFIRGETT BWiERE, REAVFYRGEEZITE, Bk ESP32
BRI H Bl R B A RO AR i

Am T mEmA SSID

666888666

Message

AR FHAS

I 20: JHIREREE] AP

3. HC P 25 RAE /IR e DL THT 19 52705 DA B 1 s 1 OB 5 _Ead “Rr AR H AR AP AR AHLIE M B
L —FE, Z% L3

i WS B HERR
BEHH 1 TR RN B AR R . RS ESP32 B Wi-Fi AP @R IERIFE, PAK AP 1Y
MEEE, AT L AIEFR AT 6230 = FH web server,

AW 20 FCMBUHECRIER R IR AP R . TR AR M A Wi-Fi R IRE R T IT, KA ESP32
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEHH 30 TN R “ RGURARY Wi-Fi Bl . 3 T s F LT R ESP32 B AP, HiA
ESP32 #Hifi) ssid, password O £ I _F IR IR TR & .

4.74 A/ DR T OTA FfETF2

R /IR SCRFFE LR 58 L BSP32 B I BPE T, 55 % bikie & ESP32 % & A4k W B IR B IR 58I
ESP32 BURIICE. (WRCATEM N se e, AN ERAE). EMIEG, B IIT OTA [E 71
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R AL S M W Y gs 4T OTA TR, 555150 2 i 5 34T OTA B,

4.7.5 ESP32 {fi}}] Captive Portal Jjfig
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

J&H Captive Portal JJfE)5 , #§5% Likae M & &% 4% ESP32 % & (R ER5E B ESP32 BEH L& , &
G4 ESP32 #4511 AP:

WLAN &

0] FH WLAN %13

poa_sof’rap —
B (BES/IAIL) 4

& 21: j#42F] I Captive Portal THEER) AP

a0 FF, station i & i%3:FT H Captive Portal JREIY) ESP32 1% 71 AP J5, /R “T8skAME”, RIERHH
SFTIFNYE 2, IR AT web 9350 . 25 ANEE A Bk, 5 MR station B A4 R, A “IAIE”
s EEFR “pos_softap” 4 FR, Falifilk Captive Portal HZFT a4, #AZ] AT web [
F S

AL REHERR

BeW 12 G 07 (station %45, AP i 4) #3CHF Captive Portal D) REA BERIEIZ DI REIEH (FH, I,
FR AT BSP32 X451 AP JGRHR “FFaiMIE”, IFHEAE Eijh_/\%ﬂ AT web B, ATRER
station BEAT A SCHFZINRE, M, 5% il R R % B4 % Fe W12 8 R IR T 3h T AT web (1)
T 5t

4.8 HTTP AT 54
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AT BRI E ESP32 s LanfTHTTP AT 44 % fir B4R 61

o HTTP % 7 3% HEAD % £ 7 i

o HTTP & 7 3% GET 35 £.5 %

e HTTP & F 3% POST # K7 % (3£ A T POST 'V & 43 )
o HTTP % F 3% POST i& £ 7 % (35 X))

o HTTP & F 3% PUT i K7 % (i&AFRHIEEN)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP & f 5% DELETE # £ 7 i%

B ] ESP-AT G5 HTTP % i I fE -

4.8.1 HTTP % fii HEAD 52K J5i:

Bl PA http://httpbin.org /Ek HTTP IR45%%.
L Y .

s

[AT+RESTORE ]

i Y <

[ox )
2. EE Wi-Fi i34 station,
s

[AT+CWMODE:1 }

Wi K7 -

Lox J
3. MBI

ah
[AT+CWJAP:"espressif","1234567890" }

M .

WIFI CONNECTED
WIFI GOT IP

OK

A :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Jk3%—~HTTP HEAD #3K. i%® opt 1 (HEAD %), url H http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
i

[AT+HTTPCLIENT:1,0,"http://httpbin.org/get",,,1 }

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(BF )
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(B L)
+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

PERA:
o BOREEI HTTP SGE0E B n] e 5 _Eidm B A A A .

4.8.2 HTTP % )i GET WK Jjidk:

AFIPAR 28— PG &2 R B SCf R, B R 48422 4 https://www .espressif.com/sites/all/themes/espressif/

images/about-us/solution-platform.jpg.

LA BEE.

T
[AT+RESTORE ]
g
o )
2. B Wi-Fi f525} station.
T

[AT+CWMODE=1 }
W :

[ox )
3. PR .

%
[AT+CWJAP="eSpreSSif","1234567890" J
Mg 3«

WIFI CONNECTED
WIFI GOT IP

OK

A :
o BA AT SSID ARG A BERR iRy S AR o 15 AR % H 517 SSID FI% D
4. RiE—/ HTTP GET ik, % E opt 2 (GET /%), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

oS

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/

—about-us/solution-platform.jpg",,,2
. J

N . :

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
(BLFT0)
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(B L)

+HTTPCLIENT:512, <Oxeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>7j<0x06><0xe2>
"<Oxaa>*p<0x7£>2",h<0x12>N<0xa5><0x1le><0xd2>bp<0xea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xcb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
—<0xe7><0xc2>Vv<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xci4>y<Oxae><0xca><0xed><0xec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9%e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0x1lb><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>0@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%$<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_eb<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xfl1>
—<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t0?7<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
UR<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d [<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xa0>
<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.8.3 HTTP %3 POST iRk Jjik (G T POST b i)

ZnBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L YR W) .

[AT+RESTORE }

M .

[OK

2. P Wi-Fi i34 station,
i

[AT+CWMODE=1
M B -
o

3. HEREE .

fir
[AT+CWJAP="espressif","1234567890"

M B -
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WIFI CONNECTED
WIFI GOT IP

OK

BiHA :
o Bk AR SSID A A BERR 3R v BANIR] o 15 ) SR00 % H #5517 SSID FI% D
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—-type 5 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),
il

r

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\
:_>"}}"

.

N

J

Nl B <

-

+HTTPCLIENT:282, {
"args": {1},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {},
"form": {},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
}I

"json": {
"form": {
"purpose": "test"
}
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post"
}
OK
.
LK

o BRI 5 R AT RS i AP AN

4.8.4 HTTP % ;3 POST iRk ik (et k)

Wi 2R & POST iy Midls AN I 2, DMl T A AT ay SRR BI{E 256, W BT AR
FAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L YR .

[AT+RESTORE }

M B -

& )

2. B Wi-Fi f55} station.
i
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[AT+CWMODE=1 J
N . :

B }

3. R .

ke

[AT+CWJAP="espressif“,"1234567890" }
Mg |3«

WIFI CONNECTED

WIFI GOT IP

OK

LR

o BA AT SSID FIEFRY A] BERR A Ay S BUANIR] o 1 5 AR % H 517 SSID FI%% A5
4. Post F§ & K B Ps. % & ik E HTTP L B3 & F 2, 4 %l 2 connection

Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

R VRAEZE post 1 JSON il i T, BN 427 7775,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,2zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

e

AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

. J
M . <

OK

>

aRmE RS AT EE R SRR AT RO, I RSTT DA A ISR B 427 AT KB, 4 AT
PR AR KRS <length> J5, BRfEHITIA.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—qg=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—~"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"files": {1},

"form": {},

"headers": {

"Content-Length": "427",

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-61505e76-278b5c267aaf55842bd58b32"

by
(BT 50
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Hy

"json": {
"headers": {
+HTTPCPOST: 512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",

"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4b£5218070413"

(% L 50)

(KHTML,

"origin": "20.187.154
+HTTPCPOST:45, .207",

"url": "http://httpbin.org/post"
}
SEND OK
|
AR

°?T%%>?ﬁﬁ,HHPM@$%%%?%K%E%X?ﬁﬂﬁ%X7&ﬁ%%%%ﬁ%%
CR-LF),

4.8.5 HTTP %y PUT #RJitk GEM T ICBlifsie)

/R BILA http://httpbin.org /% HTTP fiz 554 . PUT 3R SCRF Al 747 Ep 288 81K
L WRE W B,

[AT+RESTORE

Nl <

[OK

2. P Wi-Fi £ A station,

[AT+CWMODE=1

M .

[OK

3. JEEE A .

[AT+CWJAP="espressif","1234567890"

M .

WIFI CONNECTED
WIFI GOT IP

OK

LR

o fka A SSID HI RS ] REER_Ead iy & H AR IR o i B SR B b 45 SSID FIERD
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4. Jkik—A> HTTP PUT 43K, i%® opt 4 (PUT J73%), url h http://httpbin.org/put,
transport_type N 1 (HTTP_TRANSPORT_OVER_TCP).

[AT+HTTPCLIENT=4,0,"http://httpbin.org/put?user=foo",,,l J

i . <
s )

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www—form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace-Id": "R
+HTTPCLIENT:140, 00t=1-61503d41-1dd8cbe0056190f721ab1912"
}I

"json": null,

"origin": "20.187.154.207",
"url": "http://httpbin.org/put?user=£foo"
}
OK
. J
BiHA :

o BHRIEN R Z5 R AT e -5 i B2 B A ] o

4.8.6 HTTP %y PUT iR 57k (it i X)

Z/nBI LA http://httpbin.org 15k HTTP iR 4545, HHEZAK application/json,
LR R .

[AT+RESTORE J

M 3. <

[ox J
2. EE Wi-Fi #8314 station,

[AT+CWMODE=1 }

i . <

& J

3. MR

[AT+CWJAP:"espressif","1234567890" ]
Nl . <
WIFI CONNECTED
WIFI GOT IP
(T
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(B L)
OK

AR
o fa A SSID FHE RS W] BEFR_ ik dir & AN ] o 13 o 8 8 FR 25179 SSID FH5 15
4. PUT #5 & K B 5. xS & HTTP L F B ¥ & h 2, 4 0l /& connection &
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
RARAEZE put 1) ISON Bt T, K 427 775,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

.

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

Mg |3«

OK

-

>

Eadwe TR AT CHE R A B UCR AT RO, U R A A BT R B A 427 T K pggids, 2 AT
FACEN K JEILE] <length> J5, BAEEHITE.

+HTTPCPUT:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\", \"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.

—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581le-1ad4bd5254b4b£f5218070413\"}}",
"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-635f£7009-681be2d5478504dc5b83624a"
}

"json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;qg=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

< like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

(T
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by

"url":

}

SEND OK

"origin": "52.246.135
+HTTPCPUT:43, .57",

"http://httpbin.org/put"

(B L)

AR

* AT fith > 455, HTTP body PRI AT AN T 245 L7

(CR-LF),

4.8.7 HTTP % 3 DELETE %2R Jj i3

TS, AT DA T4S

R BilPA http://httpbin.org /2% HTTP JR45%s. DELETE 75 F TR IR 55 #% L %eJ . DELETE iKY

SR SS 75 -

L RE ) BEE.

iy

[AT+RESTORE

i B«

[OK

2. B Wi-Fi 25} station.

Ty

[AT+CWMODE=1

iy B«

(ox

3. EEREH .

o

[AT+CWJAP=

"espressif","1234567890"

T

WIFI CONNECTED

WIFI GOT

OK

IP

PEHA:

o {5 AR SSID M S Al RERR ik ay S PRI . R

()% i Zi SSID 12545

4. %k3%— HTTP DELETE if:K . %% opt to 5 (DELETE J7%), url 2 http://httpbin.org/

delete, transport_typetol

(HTTP_TRANSPORT _OVER_TCP).

[AT+HTTPCLIENT=5,0,"https://httpbin.org/delete",,,1

M B -

+HTTPCLIENT:282, {

"args":
"data":

{1

nwn
14

"files": {},

"form":

{1

(ZF 30
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(#2 E50)
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-61504289-468a41l
+HTTPCLIENT:114,737b0d251672acec9d"

b
"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI 5 R T RS i B P YA

4.9 WebSocket AT 7534

AN T AE ESP32 B _biatT WebSocket AT 441 i (AN 7~ Bl o

o 3 F TCP #y WebSocket 1% 3%
o A F TLS 0y WebSocket %3 (482 %40

% BUARY AT A S WebSocket ZIfiE. IR T ESP32 S7HF WebSocket T, &5 443,

4.9.1 LT TCP 1) WebSocket ¥4
1. 8 Wi-Fi £iX4 station.
e
[AT+CWMODE=1 }

i B«

[ox 1
2. MR B h 25

[AT+CWJAP="eSpreSSif","1234567890" J
M. :

WIFI CONNECTED
WIFI GOT IP

OK

i :
o AR SSID I AT RER bk ar P R [R] . 56 A B% B #5179 SSID FI%E
3. PC 5 ESP32 & A — N H
4. £ PC i Jf] python 87— 3T TCP 1) WebSocket Ik 5525, RBIACHIUNT :
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-
#!/usr/bin/env python

import asyncio
from websockets.server import serve

host = "192.168.200.249"
port = 8765

async def echo (websocket) :
async for message in websocket:
await websocket.send (message)

async def main():
async with serve (echo, host, port):
print (f"Server started at ws://{host}:{port}")
await asyncio.get_running_loop () .create_future () # run forever

asyncio.run (main())

B EAR H Y host Sy PC 1 IP HUIL I RAF N ws—server.py X, FIBLBITZRRRF

[python WS—Server.py

Ui :
o WIRER) PC _FAH 4% websockets J§, il pip install websockets %%,
o BRAIK B WebSocket [l 55 #i i F12 8765, W] ABE N H BRI .
5. ESP32 WA b ik H2 5| WebSocket IR 5545 -

s

[AT+WSOPEN=O,"ws://192.168.200.249:8765"

i B«

+WS_CONNECTED: 0

OK

6. ik 4 S IH

o2

[AT+WSSEND=O,4

i B ©

OK

>

A4 FAEE, Bl ARG test, ZJa AT K5 PATER.

[SEND OK

AR
o FHIAMFEEH B AT+WSSEND iy E K EE (n), MRS XMWY busy p..., &
IRER O HT 0 DAY, KR SEJG LY. SEND OK.
7. I 4 FATEE .
i T Y WebSocket ik %5 #%2— IR G548, FICERYE LiEIG, RS A& RAER PR
P, RIAT S

[+WS_DATA:O,4,test

4.9.2 JLT TLS Iy WebSocket ¥4 (M1 T %)

1. 8 Wi-Fi i34 station,
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fir s

[

AT+CWMODE=1

i B <

[

OK

2. FEEEIH

[

AT+CWJAP="espressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K

o {5 AR SSID MY Al REFR ik a4 rP AN o 35 B R0 e 45 SSID FIZE S .

3. XHE SNTP fi45#s.

[AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

iy B«

[

OK

LK
o BERTDMRIE B © FE KA XS E SNTP iR 45«

4. ¥if] SNTP Bi}a],

e

e

[AT+CIPSNTPTIME?

i B«

{

+CIPSNTPTIME:Wed Nov 13 17:00:15 2024
OK

B -

o ST AR ) SNTP I (7] SCI IR @ 7 AT A FIIRT S B SNTP i 55482 15 £ 28

o WEINEZ A T TLS IAER ARSI 09 A 350 .
PC 5 ESP32 & & &% [F— A o
FREL WebSocket R 45750 CA. IET. FA4H.

Al PAF ) openssl THA N CA. . FIFALEH. WREBNEME, #56FH DANE &7

wss_ca.crt

MIIDNjCCAh6gAWIBAgIUDe6T+PulOBgqmmT jw3s4snVRNEFiCMwDQYJKoZIhveNAQEL
BOAWNJELMAkKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFUINJRiIBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDYxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQOxEDAOBgNVBAMMB1 Jvb3Qg
QOEwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCY1Q0st JGNFHLE7F+gG
OMSZSrWV4+/50xwlCw3y5N10VKMSxppYHVx J6MbOwWoCqQex /WMt qnhg9ATD1ZOE
PXFVB0aZd6EEBz24k7UvQ1ilfIwStzmjl8SSbe7CiFg302WVokBVFhSeY2jrG+sI
6PWgOWsvxzierDL9hef708IJER1IX0ScBIsLZnVU4UBPtrbG2bgl3L6T51Q95t SEX
Lsmfz41+/Q1xSC7VGHIK1IWGBnUzGpvIvLcIUFGZVCcAEKx1VIY7DsyJvTosfOOMmb
yUIcBk5nVCHRfhmt r FRAWWD9YaNcOgMPVpO6cHzGd/Fgwo6v0O6QshMYUOE 6wxpVijb
8JY1AgMBAAGJPDA6MAWGALUJEWQFMAMBAf8wCwYDVROPBAQDAgGMMBOGAL1UdADgQW
BBRAPJ7NG+WXS1iLN4ZLWJI1QQf jrm7zANBgkghkiGIw0BAQsFAAOCAQEANYpPErE2L
IpISbzJTVvG6A67YmMYMyadWSNGQ2VidLK2s3zkggF 96bIZziygOadmgAKD/yTwlOt
VOxF1GUDz43DtJZ1wxo8FPrxH41cP63vitp28+ZNkylvIOHrx8De2JjiYwWRpZm1QY

(T
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(B L)
EHWDEFpK26LdwPPalwdMZSyMzCtRNJ+08Bk5kSc3V9QImh91Le4PdfCIcfzwPskC
dNgUMECRa4k3VFOYVUumyFofG8/kINcRogfPzZuUE20)1wCHgSpOaP2CIN9QTkOg
Fn0Itrjikvé6zlaTp+SJPOzRPbympLIKhhhhcYJQdPaXHWWYfdhEU/abnndQpd+1Y
HPnBCb4tK/pS9w==

MIIDVTCCAJjJ2gAwWIBAgIUPLhviJhl1UJDQ5Md6tHibK11jP24wDQYJKoZIhvcNAQEL
BOAWNJELMAkKGAL1UEBhMCQO4xFTATBgNVBAOMDEVTUFJFUINJRiBBVDEQMA4GALUE
AwwHUmM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDQOxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQxDjAMBgNVBAMMBUwx IENB
MIIBIJjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEALKALI+zRbUaMjukAiZai
dzPdNdy+TUv2K+GyBl5yomIrOelclpfztk68zdHKcFFtORQfz1GYtxrZzgvOT704t
K9ijFAw+k498SCTmTgHW1UKc7BImMK6UZE£ZSkXUNnufXKES5+N96u+49e3wbk7yoNfQ
kzdtwwXUtM6ee5w7HV jwdKQcIXYWv/c/zVLWmAUG3AEaUknS8r4LdG/X+L/bxN+9
zycLL5tGgZg22KENW4AQWsSUY6ntuKQD1ohiNxi+wXyM3mVNOc94umICj7al0OhPst
UmuLYD/gUCnM4JRvVQYAVMPQC1i88KoLj7aIwdedQ7TIwhJIGDS6WDVEMeRfJVXswUk
4QIDAQABO10wWzAMBgNVHRMEBTADAQH/MASGA1UdDWQEAWIBpP jAdBgNVHQ4EFgQU
elwZbnvdnZr8js60EyIWiP6hRFAWHWYDVRO JBBgwFoAUNrQtNxDOtapUczc8Mwln
hPZE84YwWDQYJKoZIhvcNAQELBQADggEBAICnosdYBc6enaKB7 7AWXEF zMWyDDLvd5
JSJalIRJ+Rhs1gBxjIH66/+6QyZcJubC/RZ+RZ04Mky3nMndc3kSCFgqauBCK9xoG
/f£Z5wrAfH5404P+3211GoK8E1tKulHUQYJTW8 JKbLWCRI8PnGkrDZBgSXgn8tyL4
U3hulMdmkH//£iV0z6it fyJcZDu38718bGBhrAD3Z7gWcdIJbXxmubm7FJadUe/N
0vsLtgkOpOyUa2rThOnJpSyXB50nKi fRGY juPrnOIWtmADYQRUeD2zdggqRUUUYJR
eedVz2BFXhpzdGeD3bVAop+/YEbTa0iDxXSLWkPLOfCyIkdTPXmKQPQ=

MIIEvAIBADANBgkghkiG9w0OBAQEFAASCBKYwWggSiAgEAAOIBAQCOOASj7NFtRoyO
6QCLZqJI3M9013L5NS/Yr4bIHXnKiYivR7VzW1/02TrzNOcpwUW3RFB/PUZ13Gtn0O
g87uji0r2KMUDD6Tj3xIJ0Z00fCVQpzsH2YrpR191KRASe59c0oTn4339g77j17£Bu
TvKg19CTN23DBdS0zp57nDse+PB0pBwldha/9z/NUtaYBQbcARpSSdLyvgt0b9f4
vIVE373PJwsvmOaBmDbYoQ1lbhBaxJRjge24pAOWiGI3GL7BfIzeZU052316YgKPt
rU6E+y1Sad4tgP+BOKczglGI9BgBWY 9AKLzwaguPtojAl51DtMNCEKYNLpYNUQx5F 8
1VezBSThAgMBAAECggEASKRFAFsWjyJdDVI1Y4nhsU6vpCCT/wCN8D/XoL9x3MOpB
JzrUAC4POoIWGXVAKFWN8LkviemlX6+2n4bDFOFN4TIj+caflQ33ZPSRCW+3zdQVniW
OMVmMmSorDTN3JgSv1WgIOwG3Kz8cKW2Ae JBR88YIJbGbTgNiBXIZKVGkkWC/maULKa
L20md5ZzF 9gkWWoBk0Gxr IME+V9726L6SJHIVESkKkPcbojXZPM06zmz84+2z£0UdG
pl+SocmQzo8yzhjXR8UHxtzfZbi1i1JZGCsWIxvizgM40TaRf IBPhmmSNwpO7Vk31D
t6XISALgMbIHV/co5LOWs5WnyQBud28MV7RpCD/tawkKBgQDNGuUF SmilpMR6KgRrd
08amarsekINDINiWsUcCXLYYHQkNCITtr5Ggtm3EbIJbROWLWUzL7PwgeuNmN6e6vz
IreS7wd+uO3HeVVsFPeOpT1XzALMG6wuYN/Ipfe/T8v/vg9CkoZ6VDaDN60OJEBAQ
g6pAUQFL+uamLfrKcCiZtiOR/wKBgQDIFRhC5MyLaF1lw3XumgAsh37tmlGOQ/T+K
GAWXiRhzXW340EVezNUUXeJcGigdBgNVwXBvIYTkOunyIw72bUNrIeOqp4ZgO2viW
NUgyDgIGKZuIIGI51FeezG6Qu2s93gqZ2TYtdjHOM4ISKgrKOvY51 fuXBNFSuC7BOg
15MQamuJHwKBgHGJhiszgq6aPSChbt HIKTHGWDWXwqfRfEwWd/HgLnbZ JBXpPmhvPh
mvtBg5bHt 1kpmv1I/XFKLMXM2KCDAS4Gb10TdQYvy jmWhX386wY8a+1iTRMiLy9JZ
K3gC+aOWgelZ+/Zj0AdnOgTLH+14y8hnOQwx/8YZNJltu2kbIwcpMV53A0GAFMzZE
meepL/DoI2iS+ysifSICHFbexurc2SFIKAmwBgY3cX9NRt 6gZBSifIgnlbNiUl7p
r18a6gLWeTgqVyp5vPMroHQyPVp+2xS0C1V1JcpSOub6cKLxXLZDQQZ1lmglbNghmFeV
JpPQbBxdujBYT9peONSRQ2IPBNI/9SHPZwx5I2cCgYBACmby010oBi51CbCXKV5c3
mz1PpM6zR3aLYsFyknWRt Lv3UPMGzOLsRDkwfQEMZWt /VF jXehajyqd8X7r3V01X
cz5LwmHOMSKDYgdzrJjvE31PxDdKtmyPr5nnF/8/SF6Law]j7v6eGnpi ZNgHC /wkK
9EmMCxWXJc/9GVWSZtEOz/Q==

7. #£ PC L[] python G —A~FTF TLS K WebSocket JR%5#%. ~EILASUNT :
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-
#!/usr/bin/env python

import asyncio
import ssl
import websockets

host = '192.168.200.249"

port = 8766

wss_ca = '/your_path/wss_ca.crt'
wss_cert = '/your_path/wss_server.crt'
wss_key = '/your_path/wss_server.key'

async def echo (websocket, path):
async for message in websocket:
await websocket.send (message)

ssl_context = ssl.SSLContext (ssl.PROTOCOL_TLS_SERVER)
ssl_context.load_cert_chain(certfile=wss_cert, keyfile=wss_key)
ssl_context.verify_mode = ssl.CERT_REQUIRED
ssl_context.load_verify_ locations (wss_ca)

start_server = websockets.serve(echo, host, port, ssl=ssl_context)

asyncio.get_event_loop () .run_until_complete (start_server)
print (f"Server started at wss://<{host}:{port}")

asyncio.get_event_loop () .run_forever ()
.

G AR host S PC 1y IP #idik, wss_ca. wss_cert., wss_key NIRE25IEH) CA,
WA, RALBIEE, FHRAEH wss-server .py SCIF, FIBHE(TIART.

[python wSs-server.py ]
L
o MIREH PC _F3H 43 websockets iE, ##f#i pip install websockets 223,

o PEE Y WebSocket [ 4528 11k 8766, Mt DA E MBI,
8. M E: WebSocket 4% AAH H %A

S
[AT+WSCFG=0,30,60,4096,3,0,0 ]
M B -
G |
B :

o MR T E R PR B S T S, W5 4T B9 PKISLE .,
0. ESP32 4y 11 b 1) WebSocket [ 525

[AT+WSOPEN=O,"wss://192.168.200.249:8766" J

i B <

+WS_CONNECTED: 0

OK

10. %Kik 4 FAT R

e
[AT+WSSEND=O, 4 }

M B -
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OK

>

B4 FRAE, Bl AREE test, ZJ5 AT Rk AT R
[SEND OK }

AR
o FHIARFEIEH L AT+WSSEND AR E K E (n), WARSL LW busy p..., HE
EEAEAET 0 DAY, RIRSEMG LY. SEND OK.
11, B2k 4 FA58dE .
H T LTI 1) WebSocket iR 45 #%&— AN BI B RS 4%, BIICAESOR &k I5, R4S A 2 iR [mliZ 4L
P, BRI AT S

[+WS_DATA: 0,4, test }

4.10 ESP32 Classic Bluetooth AT 7554l

AT BRI E ESP32 4% LanfTESP32 Classic Bluetooth® AT 44 3 iy WA Bl o

o AFiAEMEX MY iERE PC F= ESP32 218 3% 5 SPP % 4%t & & 10 #% 71 4 Nolnput-
NoOutput

o VA AR X EAS B R E PC 4o ESP32 Z 1) 3 5 SPP % 455 Bi% & 10 48 /1 4 NolnputNoOutput

o EHFYiERH PC Fo ESP32 21932 5 SPP % 3%5 A% & 10 %% 7 h KeyboardOnly

o EMA ESP32 Jr A AR 9 3% 5. SPP % 3%

o 3£ A2DP i35 /2 A A2DP Sink 35740E &

o b FoiF M Classic Bluetooth e 3515 43 &

WP [EFBRAAS S HF Classic Bluetooth 6y 4> . A S UIMA {fREX Classic Bluetooth [1) 32§ , 122 (R Classic

Bluetooth AT 4y Aty )-45 .

4.10.1 Uil L s TeRs i sl PC f ESP32 2 [u] it vr. SPP #4471 H.i% ¥ 10
fie 7 4 NoInputNoOutput

EAGIH, BEhHIEE PC T, ESP32 AMAL. 2Bl 1 anfidsr SPP k.

1. Classic Bluetooth #J 151k .
s

[AT+BTINIT=1 J

Mg .«

[ox 1
2. Classic Bluetooth SPP 1My 414G 40 FH: H ik B €A slave,
rs

[AT+BTSPPINIT=2 }

N . :
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[ox )
3. #¢'E Classic Bluetooth 14544 FF .

[AT+BTNAME="EXAMPLE " J

i B <

[ox )
4. $EE Classic Bluetooth Ff##i= o] & PU T 12,
iR

[AT+BTSCANMODE=2 }

i . <

& J
5. & B Classic Bluetooth %2424, X H io_cap A NoInputNoOutput, pin_type fy fixed,
pin_codeto 9527,

[Z—\T+BTSECPARAM:3, 1,"9527" ]

M .

o )
6. FFJ& Classic Bluetooth SPP 141,

[ATJrBTSPPSTART }

M B -

(o |
7. BB PC AR IER:.
Bahmifik PC W AEHR B4 A “EXAMPLE” W5 A 4. WSR3 ikl PC Al dE 3 i @ r
4, ESP32 ¥R

[+BTSPPCONN:O,"e0:24:81:47:90:bc“ }
RE
o FEARECE ) HohE W] B b [ AN ]
8. Kk 4 FH .

[AT+BTSPPSEND:O, 4 }

Nl B <

> ]
PP > 2o AT HERFRCR D8, BEIF T DA AR, UEK R EI 2 <data_len>
M(ERS, PATE AR,

A4 A, Bl ARG test, ZJa AT KM AT EE.

[OK }
ALK
o FEIAMFETEH L AT+BTSPPSEND g BN KIE (), MARZE LW busy p..., I
KRB ET 0 AT, RIESERSEI LY. OK.
o AT ¥t > FERF)E, B R RRIR AT AN T5 Bk L FFEA T L, R E AR 1745 % (CR-LF).
9. B 4 FATEEE .
B RS s LIRS PC &3k 4 FAHEdE (BdiEh test), MARGZSIIR:
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[+BTDATA: 4,test J
10. WFF Classic Bluetooth SPP 3%,

s

[AT+BTSPPDISCONN=O ]

i B <

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

P :
o BRI HLIE AT RE-S5_E A B AR AN

4102 DUEMBALER LTSRS PC I ESP32 Z g SPP MR L 10 fi
A NoInputNoOutput
TEABIF, BBHiGEK PC 4L, ESP32 MM, %R BIRR T A s SPP i .
1. Classic Bluetooth #]#54k
fiy
[AT+BTINIT=1 J

i B -

[ox 1
2. Classic Bluetooth SPP 1My #4G 40 FH: H X B €64 slave,

Fzs

[AT+BTSPPINIT=2 }

N . :

o )
3. P¢'E Classic Bluetooth 144544 i o

e

[AT+BTNAME= "EXAMPLE" }

N 3. :

[ox )
4. $EE Classic Bluetooth 3= g o] & BL T i .

e

[AT+BTSCANMODE=2 ]

i B«

& )

5. % B Classic Bluetooth %4> 2%, & & io_cap N NoInputNoOutput, pin_type & fixed,
pin_code 4 9527,

[AT+BTSECPARAM=3, 1,"9527" ]

i B <
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[ox )
6. JFj& Classic Bluetooth SPP /3.,

[AT+BTSPPSTART J

g B <

[ox J
7. Bsiifsi# PC K.

Al PC W AEHEI 4 “EXAMPLE” fHE 7T B4 . ISR EI LI o PC R HE B I T

HEf, ESP32 HHiLR:

[+BTSPPCONN:O,"eO:24:81:47:90:bc" ]
Pah :
o BAREE| ik v B85 _FaR e i A R TR] .
8. TEBAEAT Lk 5
fird:

[AT+BTSPPSEND }
i B«

OK

>

iR FR AT B4 A B,
P :
o AT HEAEABG, H DS k& A B sh Rl ek PC i,
9. fEIEAIE R
TEE A AR AR, A RO B B — B -+, WRGESIBIER k. MRS 2055y
LAb, FERTT 2% AT . 5VEE, WCREHEMERITTMA +++, A T RER IR A BEBY
WONELI =4 +. WENEES % AT+BISPPSEND .

T ] +++ RSB RESEE, FRIER AT 528, S PA# ] AT+BTSPPSEND fiy
MR i7 A% -

10. WrJF Classic Bluetooth SPP i##% .
iy

[AT+BTSPPDISCONN=O }
W i

+BTSPPDISCONN:0, "e0:24:81:47:90:bc"

OK

K
o BORBCEI R HhE R] BE -5 _Eadme B A ]

4.10.3 {ERsaliifek# PC A ESP32 )t . SPP ¥4 )1 H.ix i 10 fig J1°h Keyboar-
dOnly

Vi B LA RO 58 15 30 48 X 75 3 3% 84 PC e ESP32 21 3k & SPP 423t Bt & 10 #6 ) A
NolnputNoOuiput HiRH)—HE . W11 BT 22 4 SRR

1. Classic Bluetooth #J1514k .
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[AT+BTINIT=1 J
N . :
[ex )
2. Classic Bluetooth SPP 1My ¥ 4G 40 F HAX B A €6 °H slave,

[AT+BTSPP INIT=2 J
i . <
[ox )
3. P¢'E Classic Bluetooth 14544 FF .

[AT+BTNAME="EXAMPLE " J

i B <

[ox )
4. $EE Classic Bluetooth = o] & PLTT 12,
iR

[AT+BTSCANMODE=2 ]

i B -

o J
5. % B Classic Bluetooth %242 %, X H io_cap N KeyboardOnly, pin_type 5 variable,
pin_code 24 9527,

[Z—\T+BTSECPARAM=2, 0,"9527" }
M .
[ox ]
6. JTJj& Classic Bluetooth SPP /3.

[AT+BTSPPSTART }
M .
o )

7. BEEIEEE PC KGR .
FoalifiE s PC I DA ISR B~ 4 PIN i, 0] DAFE ESP32 ki A PIN

[AT'FBTKEYREPLY:O, 676572 }
QR ER A MY, RGN SR

[+BTSPPCONN:O,"e0:24:81:47:90:bc“ }
iR

o fEIAR PIN AR RE 5 Bk S H ANl 150 B PIN R ACEE
o BOREGEN W HuHE v RE-S i ma . H B AN ]
8. WrJF Classic Bluetooth SPP 4§,
i
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[AT+BTSPPDISCONN=O

i B <

+BTSPPDISCONN:0,"e0:24:81:47:90:bc"

OK

P :
o BRI HLIE AT RE-S5_E A B R AR

4104 {EPi/- ESP32 JFR M2 R . SPP YEH:

N P ESP32 ARG, — AN L, T B ML,

P AEDA R DA E AT KRB RF e B ATRI AT, DA AT Sk i A 5 e AL

PATRINT o AR AR EBAT R R e s B N R5 2 AL A Lo AT o

1. Classic Bluetooth #1514k .
ar:

[AT+BTINIT=1

M B -

[OK

2. Classic Bluetooth SPP {4151k .
AL
e

[AT+BTSPPINIT=1

N . :

[OK

ML
XS

[AT+BTSPPINIT=2

N . :

(ox

3. P¢'E Classic Bluetooth 144544 Ff
MAL:

[AT+BTNAME="EXAMPLE"

i . <

[OK

4. $#EE Classic Bluetooth = o] & PU T 12,
MAL:

[AT+BTSCANMODE=2

M .
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[OK

J

5. % B Classic Bluetooth %4> &%, & & io_cap N NoInputNoOutput, pin_type 4 fixed,

pin_code 4 9527,
ML

e

[Z—\T+BTSECPARAM=3 ,1,Mm9527"

M .

[OK

6. FFJ& Classic Bluetooth SPP 141,
MAL:

[AT+BTSPPSTART

i B -

[OK

7. JFJE % 3L Classic Bluetooth Ji] il 545 . BCEFFLER ]2 10 F, W] DANSCEI B [l B2 %A 10,

FL:

i

[AT+BTSTARTDISC:O, 10,10

N . :

-

+BTSTARTDISC:"10:£6:05:£9

+BTSTARTDISC:"10:£6:05:£9

+BTSTARTDISC:"10:£f6:05:£9

+BTSTARTDISC:"24:0a:c4:d6:

+BTSTARTDISC:"24:0a:c4:d6:
+BTSTARTDISC:"ac:d6:18:47:
+BTSTARTDISC:"24:0a:c4:d6:

+BTSTARTDISC:"24:0a:c4:2c:
+BTSTARTDISC:"24:0a:c4:d6:

:bc:
ed:
:bc:
146", EXAMPLE, ,,, 25
Oc:
ed:
:bc:
ag:
ed:

ed

4f", realme V11 5G, 0x2,0x3,0x2d0,-34
46", EXAMPLE, ,,, -27
4f", realme V11 5G,0x2,0x3,0x2d0,-33

ae",,0x2,0x3,0x2d0,-72
46", EXAMPLE, ,,,-26
4f",,0x2,0x3,0x2d0, -41
a2",,,,,-50

46", EXAMPLE, ,,,-26

+BTSTARTDISC:"10:£f6:05:f9:bc:4£f", realme V11 5G, 0x2,0x3,0x2d0,-39
+BTSTARTDISC:"24:0a:c4:d6:e4:46", EXAMPLE, ,,,—23
+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G,0x2,0x3,0x2d0, -36
+BTSTARTDISC:"10:£f6:05:f9:bc:4f", realme V11 5G, 0x2,0x3,0x2d0,-41
+BTSTARTDISC:"b4:a5:ac:16:14:8c",,0x2,0x3,0x2d0, =57
+BTSTARTDISC:"24:0a:c4:2c:a8:a2"
+BTSTARTDISC:"b4:a5:ac:16:14:8c"

OK

K

o SRR ISR TS _Eamg b B ) .

8. . SPP i,
FAL:

[AT+BTSPPCONN:0,0,"24:0a:c4:d6:e4:46"

M .

+BTSPPCONN:0, "24:0a:c4:d6:e4:46"

OK

LK

B TN 8 i L O X R RN
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o R EEEE ST T, ML N &4 7R +BTSPPCONN: 0, "30:ae:a4:80:06:8e",
9. W Classic Bluetooth SPP i£3%,
ML

[AT+BTSPPDISCONN:O

i Y«

+BTSPPDISCONN:0,"30:ae:a4:80:06:8e"

OK

PiHH :
o FEHLRIMHUAS AT DA ST 4% .
o QR I EF, AL NS R +BTSPPDISCONN: O, "24:0a:c4:d6:e4:46",

4.10.5 & A2DP ¥ER:GF K A2DP Sink i %

iv/s
« ffifl A2DP Sink FEEFHOWM 125 AR . w1tk 128 RIS 1ES % a2dp sink
o

* decoder I AR URBI AU BT BER ) EATUS I s 1 BB T AR«

1. Classic Bluetooth #J 154k
e

[AT+BTINIT=1

Nl B -

[OK

2. Classic Bluetooth A2DP ¥ #1t54bH: Hi% B /A 8 sink,

[AT+BTA2DPINIT=2

Mg i -

[OK

3. #& Classic Bluetooth 154524 F5
e

[AT+BTNAME="EXAMPLE"

M .

[OK

4. i%E Classic Bluetooth 333 A] & B v] 445 .

[AT+BTSCANMODE=2

M .

[OK

5. ESTIERE
source ff (4. REF | % H “EXAMPLE” WS A 1% FEAB T @n] AR HT R RS 2 i i A 4%
W T d Sy, ESP32 FHis:
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[+BTA2DPCONN:O,"eO:24:81:47:90:bc"

LK
o QORI AR AT RE-S_E A B A AN
6. JHIRTRICE K -

S

[AT+BTA2DPCTRL=O,1

M .

[OK

AR
o QYRS AT+BTA2DPCTRL,
7. AF RS R
A

[AT+BTA2DPCTRL=0,0

N . :

[OK

PiHH :
o LKA PGS % AT+BTA2DPCTRL ,
8. WrFf A2DP i%$:.

[AT+BTA2DPDISCONN=O

M .

OK
{+BTA2DPDISCONN:O,"eO:24:81:47:90:bc"

4.10.6 A RIS Classic Bluetooth hii% Ve £5 414
1. FRBUM A5 2%

[AT+BTENCDEV?

i B <

{+BTA2DPDISCONN:O, "e0:24:81:47:90:bc"
OK

ALK
o WERZ AR NN EDL, AT AR oK.
2. &4 Classic Bluetooth &5 45513,
A WA ] DATE RN A 2R
L. I RT MEMER I 5 = b B 48 e e

iy

[AT+BTENCCLEAR=O

Me =

[OK

2. MBS Y A A
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[AT +BTENCCLEAR

e 5/ -

{OK

4.11 Sleep AT 754

AR TR A 2 G AT ESP32 28417 i B AT iy S50 BRI

S

o & Wi-Fi #2 X, Ti&E A Modem-sleep #2 X,
o & Wi-Fi #2 X, Ti& & A Light-sleep 2 X,

o BB TS TR E A Light-sleep 2 X,

o TS TIRE AN Light-sleep # X,

e 1% # A Deep-sleep 12 X,

4.11.1 4y

ESP32 Z BRI SElt iy i AT BEBE A, AT RAFEAS R IR Z [BID) e . 24T, ESP-AT SCRFPAR AR
FER CEZRIRILTE S5 BRI ) -

1. Active Bz A ST TARIRES . R ATASRIR . KSRGS

2. Modem-sleep #ix: CPU W[izf7, WPEMAIPEACE . Wi-Fi . W BEAiA e il .

3. Light-sleep #i: CPU #/{5iz47. RTC fEasMAME LA K ULP AL B gi54T . AR fafi g s
(MAC. F#Ll. RTC @EHf2§si AN W) # Mt b

4. Deep-sleep #iz: CPU FIKFRFIMEHEI &, HA RTC f#fik#s 1 RTC SMSAbT TARIRES

BOARFOL Y, ESP32 AL ARG ffGdE A Active B, 24 CPU AFHFE—E TAERS, BlUNSERroNEE ol
WL, ARG DABE AR BRI

ESP32 {II#E, 2% ESP32 RS AN

ik
o FFo BIFEIATE Wi-Fi BUHNE A B R ESP32 5 B o HEAR A .
o YR Wi-Fi N, Hf station BT Modem—sleep #izUfl Light-sleep i,
o XT WA T Light-sleep fixX, HHIRINTAFAE 32 KHz fifik. QR AMBATEAE 32 KHz
indE, ESP-AT ¥ TAEFE Modem-sleep #2{ .

Il ey 3

Syt AR R I SR T, A SR GRS i AR ST A T I
EE 2% TR, (TR, b LRAGRE T ESP32 , SMEITa e k. )
4.11.2 Ar Wi-Fi BiX, F 3 ¥ & Modem-sleep Biz,

1. %8 Wi-Fi 2f station f=,
i
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Digit Multimeter
DC Power supply

@ ESPRESSIF

P 22: ESP32 Fifi 144

[AT+CWMODE=1

i B -

[OK

2. A

[AT+CWJAP:"espressif","1234567890"

M. :

WIFI CONNECTED
WIFI GOT IP

OK

L
50 A SSID RIBT AL Lt b R . 5P SH0 B185) SSID IR
3. RIS, Modem-sleep Bt
e

[AT+SLEEP=1

i B <

[OK

Frik: RERHRHE AP 1) DTIM 16 M (i as— 08 DTIM 4 1),
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4.11.3 {r Wi-Fi B, F % Fi b Light-sleep i

1. &5 Wi-Fi 4 station fx,
fird:

[AT+CWMODE=1

M B <

[OK

2. FERBKHAR. BCEMWTIRIRE N 3.

s

[AT+CWJAP="espressif","1234567890",,,,3

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PAE

o AR SSID FEF R T AEER iy P AOANIF] o 35 T AR e 5 SSID AT

3. WERHBRIACY Light-sleep .

iy

[AT+SLEEP=2

M -

[OK

il CPU K2 ABIRHR, RF W SARSEAT+CWIAP B W ] 22 101 5 P4 o

4114 {EWESFN A T Fh Light-sleep BiA

1L AR 6 R 0
o

[AT+BLEINIT=2

i B«

[OK

2. WEMEH /S BEMEE) BRI s,

S

[AT+BLEADVPARAM=1600,1600,0,0,7,0,0,"OO:OO:OO:OO:OO:OO"

Nl .«
s J
3. JTR)
s
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[AT+BLEADVSTART

i B <

[OK

4. 2 Wi-Fi,

[AT+CWINIT:O

g Jo

[OK

5. BCEIKHRAE A Light-sleep #5.

[AT+SLEEP=2

iy B«

[OK

4.11.5 A{edi A EHEA P ¥l Light-sleep BiX
L. WG A A ok 0 A IR 45 i o

[AT+BLEINIT:2

g Jo

[OK

2. JHaR) .

i

[AT+BLEADVSTART

Mg 3«

[OK

3. R,
RSN, W AT FF 2 fen:

+BLECONN:0,"47:3f:86:dc:ed:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK

AR
o TERXARBIT, R Pt ikl 47:3f:86:dc:ed:7d.
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« %} F 42 7% {5 8 (+BLECONN and +BLECONNPARAM) . i % #AT+BLECONN
MIAT+BLECONNPARAM $REUE £Z{5 ..

4 WP RS BB 1 s,

[AT+BLECONNPARAM=O, 800,800, 0,500 ]

M B -
[OK ]
WS HOE RN, W AT $F 480K

[+BLECONNPARAM:O,800,800,800,0,500 ]

A :
o X T#7R{EE (+BLECONNPARAM), ii§%:3% AT+BLECONNPARAM #REUEZAZ ..
5. %1 Wi-Fi,
iy

[AT+CWINIT=O ]

M B -
(ox ]
6. BEMIRALY Light-sleep 15

[AT+SLEEP=2 ]

iy B«

(ox ]

4.11.6 % ik Deep-sleep Bi;

& EARIRERL N Deep-sleep #53. #&E deep-sleep Hi[f] 5 3600000 ms.

[AT+GSLP:36000OO ]
M .
(ox ]
AR

o BOERIAIENG, B A s, VR R MERRMLEAE , SRS Y AR -
* XFF Deep-sleep Fixt, ME— ML 7 2 E ML -

4.12 AT 561
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A LB VAT LR ESP-AT SCRFIIECM )5 2

e BluFi Bt ™

e SmartConfig B9

o SoftAP Bt (WEB B )

o WPS Bt

E RN MEYEWS & st
[Tyt BluFi &g [ SmartConfig B SoftAP fg K] WPS iz [
™

BRI SRR L - O (1) :
S5 %% BLE : () () ()
REFBEHIHIIFI (% 2) \ [ x]
APP
Fic P69 2 28 [ B = [
PR Rt (LS (G =B S =S
MR AL jiea Sk Gk i

N . - =28 . R A A
* PIan A ) = N ag < o
o B 1 AR AT [EF 9 SCHF SoftAP T, 1§57 : Web iR 525 AT 4

%2 ()} SmartConfig H'fi AirKiss JEHUE M F 5 HKH RS APP, =[S 7l B8 TC vk B AR

APP,

4.12.1 BluFi fid[y

BluFi j2— 3R T W il ) Wi-Fi MZABCEIIRE, E2 (5 EH2% BluFi SR,

1. FEFHL 2% EspBluFi i LT .
» Android: 77 Kiig EspBluFi N2 (Z¢ 5Ly )
« i0S: iOS i EspBluFi Fz% (iOS 5 Efd )
2. ESP32 #4145 BluFi £ F5.
i

[AT+BLUFINAME="blufi_test"

W i

[OK

3. JF/H BluFi,
e

[AT+BLUFI=1

Wi

[OK

4. FHLAIE BluFi B4 BEATIE R .
4.1 BluFi jE#

FHIFTH R G0 4 F1 GPS E(iTife, J52h EspBluFi i {27, $FF|4 M blufi_test [
W EIEA, Had TR, N, ESP %45 3T EI24 1T +BLUF ICONN

A H R, By T 2 2R RIA R R L,

# W] BluFi 52T,

Connected <mac>

Discover service and characteristics success

Set notification enable complete

&)
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(% 50

Set mtu complete, mtu=...

4.2 BluFi fii [
VERESERG , FE EspBluFi b AR by B W42 4HL, TS bkis 2 BB TR . R
T4 A Wi-Fi [¥) SSID AR, I i #% 2 S P IRHEC N . 5 A2, W R RE P T it 2
BRELUITER.

Post configure params complete

Receive device status response:
OpMode: Station

Station connect Wi-Fi now

Station connect Wi-Fi bssid: <mac>
Station connect Wi-Fi ssid: <ssid>

4.3 TN
TSR Z], ESP AR I AR Hilie 21, ESP B piEei 2 i 5e .

WIFI CONNECTED ’

WIFI GOT IP

5. (WIHEAPRR) ESP32 $i ik BluFi JI 7 A & SCE:

fir s

[AT+BLUFISEND=4 ]

N . :

>

4 FARE, Bl ARG test, ZJa AT R AT

[OK

B E AU IR i R T A R

Receive custom data:
test

6. ESP32 ¥ 4% %} BluFi.
e

[AT+BLUFI=O ]

N . :

+BLUFIDISCONN

OK

I TN AR e i s T 2R AP T AR L :

[Disconnect <mac>, status=19

4.12.2 SmartConfig [it ¥

AT SmartConfig Bt WG PUAZEHL, 43 512 ESP-TOUCH. AirKiss, ESP-TOUCH+AirKiss 1 ESP-TOUCH v2,
PAF 42 AirKiss #11 ESP-TOUCH v2 Z& 5 i e ) 745

ESP-TOUCH v2 Jii i 5345

L. fEFHLi %2 EspTouch B AR -
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* Android: %5l EspTouch "F#k (22 i i FFE P PGS )
» i0S: iOS i BEspTouch F#;  (iOS i i LT S )
2. PEE ESP %4 Station #5izt,
AT

[AT+CWMODE:1 ]

i Y«

[ox )
3. ESP32 %4477 )2 SmartConfig.

[AT+CWSTARTSMART:4,0,"1234567890123456" }

M .

& ]
4. FEF AU THC R o

THHEIROA N PR FTIFTHLR Wi-Fi, S HFRr %% (0 SSID: test, #5f: 1234567890),

J&A 3l EspTouch [V IR F7, miidi EspTouch V2 ##4H. TEBRE MY T i A BT iEse Wi-Fi i . fr

P AL BCR DA S AES 48, R R :

Wi-Fi A : 1234567890
FERMMGEEHNE: 1
AES % 4 : 1234567890123456

5. 7& ESP A st A e M s 2 .
LI ESP B a2 i R F R :

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

F, ESP %A MR M 2 BLEN ¢ -
6. ESP32 i%£51% I SmartConfig.
ey

[AT+CWSTOPSMART }

i B«

& ?

AirKiss i 77544

L 3THFVRIE, BRI CREFERE AR5
2. BEE ESP %%} Station izt
i

[AT+CWMODE=1 }

N . :

(o )
3. ESP32 %% /= SmartConfig.
s
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[AT+CWSTARTSMART=2 J

N . :

& J
4. FEFHLmEA TR -

FHLERE P LA Wi-Fi (40 SSID: test, #f%: 1234567890) , RJSITIFMUE, A “RéE

FERHET AT, i m Yt R AirKiss BEa T EEA L EBRER R TUTE A Wi-Fi

1234567890, M%) %], FHLRERFERRELHE RER ... .. .o

LIy ESP B # i 2 i RN TR R :

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

F, ESP %A HIHEL M 2 B2 ¢ .
5. ESP32 i% %1% I SmartConfig.
iy

[AT+CWSTOP SMART }

N . :

& 1

4.12.3 SoftAP Pt

AT SoftAP 38002 WEB BLR . B X1EAE R, 755 0 Web Server AT 7 17) .

4124 WPS it

1. ME£—AN 3R WPS B % e #% - (5140 Wi-Fi SSID: test)
2. % H ESP %%} Station £z,
[AT+CWMODE=1 J
Mg J3 -
[ox )
3. ESP32 i&#FF )5 WPS M,

[AT+WPS=1 J

i . <

& J
U R % ph e 0 O T, JF R WPS Zhig, RS %), ESP Siarim i RO ERE, Bk
IR E I .

{WIFI CONNECTED J

WIFI GOT IP

4. 7rif] ESP32 St By Wi-Fi fFE.
iy
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[AT+CWJAP?

i B <

+CWJAP:"test", ......
OK

5. ESP32 %4354 WPS Bt .
e

[AT+WPS=0

M .

[OK
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Chapter 5

ESP-AT [t AN i 4t

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

[<maj or>.<minor>.<patch>.<custom>

Hrpe

y <maj<;2>/§ﬁﬂ£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA

Z, ARSI TR

[<major> .<minor>.0.0

)

Hora:

* <major> N FERA . Bl release/v4.0.0.0 AERAFKER, EHAFETI B S,

BIRRE . R B

o <minor> NRBERA., il release/v3.3.0.0 fUEAKRNKEY, WEOFHEHNEM:. ESP-IDF

WRATHR . MR .

WHRAFOUT, FrAAR) AT BT LA S R 2 R, BRI ERAES, 2K AT B

[ 25 k7435 3 GitHub,

o SBTRFEIT Al S AE master 732 EIET, ASGHEIEA D L.
o BB H S AF master 5330 LT, WERMEUYE, SEIFEIRAD L.

54 SZRHUIER

ESP-AT A~ - BMUCA TN U E A AT R B0 SCRABIR o SCRFIBIIRI G, WO ISR 9P, RN 4R
WE3FE. T ESP-AT )2 5T ESP-IDF JF AT H , [Nk ESP-AT [ 33U B2 32 R T ESP-IDF [y 30 H;

IR . 4|7 ESP-AT &AM F B0 :

AT jRA (%%t EZHESHERLS IDFRRAE IDF SZ4HAREIE AT $TARAER T
i&]) A X1
v4.1.1.0 ~v5.4.2 (8ad0d3d8) 2027.7.5 2027.2.5 - 2027.4.5
(2025.7.31) o B
« ESP32-C2
« ESP32-C3
- ESP32-C6
« ESP32-S2
v4.1.0.0 ~v5.4.2 (8ad0d3d8) 2027.7.5 B kAR A
(2025.7.18) o BT v4.1.1.0
« ESP32-C2
« ESP32-C3
« ESP32-C6
v4.0.0.0 ESP32-C6 v5.1.2 2025.12.30 B & B A
(2023.12.29) v4.1.1.0
v3.4.0.0 (2024.6.7) v5.0.6 2025.5.29 B kO R A
0 Sl v4.1.1.0
« ESP32-S2 .
v3.3.0.0 (2024.5.9) . ESP32.C2 v5.0.6 2025.5.29 a 17’;21 gﬁ R A
« ESP32-C3 o
ESP-AT 2% 5 A fRA S R IR I
o SCRFIRRN AR 5510
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Service period (Recommanded for new designs)
Maintenance period

v4.1.1.0 ' """" 31 Jlil 2025 5 Jul 20i7'
AN SN N E N R R A S N
% v4.0.0.0 oo ;29 Dec 20;23 30 Dec 2025‘3""""
x : : 5 1 | : | i
= i i : : :
< { ; ; : : :
% R U S 7 Jun 2024 L s et S e
M ; f : :
v3.3.0.0 -9 May 20?4 29 May 2025
; ; | i i ; ; | i ; ;
B I u & S S [ © © A 7\
& §®<3 R & kgx’bﬂ N & @‘ﬂ R N @’&‘5

Bl 1: ESP-AT A SZHF IR

WA AT ZATZE R AT BT, SR RS R A AT iRA 1k T
A AT JSCA IR AT IR TRLE FAE 200 oA BRI 2B 5T, B8 %) ) ESP-IDF 57240
PR SEHRALA A (AT RATBEIT A 41i%85 7 X ¢ ESP-IDF A ) o

o SCRRIRAYZES I
MRS A AT, B0 X Y ESP-IDF SCRAHBIR 450 (AT KA stB A 7

Z4Zts 7 X WY ESP-IDF Jii 4% ) . il 4n, ESP-IDF v5.0 {32 ##1BR % 2025 455 H 29 H ,
74 ESP-AT v3.0 ~ v3.3 (4P i FRth 3] 2025 4E 5 H 29 H .

=
o —H AT KAGHIICA, WITHBCAS I SR BR A AR 55 A ZE TR, 2 A SCRE BR A 44740
B, AT k75T v3.3.0.0 A< (%1 %F ESP32-C2 il ESP32-C3 ith B) , FB4 ESP32-C3 1y
v3.2.0.0 MUAS Y SR IARR A AR S5 A S o, BE A RRARR i 243 ;. ESP32-C2 ) v3.1.0.0 i)t

K SRR IR S5 IR, A SCHRUI R A 473
* WfEA GitHub K5, 11597109 AT B R4 A, GitHub $§AEPHCA A AT I e A . A G pr il

(¥ AT {14 Bugfix fiA BAGI , 3T 2 12% Bugfix BUARH L& .

o TR PRGSO A CAMEE IR SO RS AT, AT AR L o
o FESCHRFUIR N RS ESP-AT W BARFAREEAE GitHub [ 277 73 52 EdEA T 2 bug 852, ZaxiB 4%,

FERR T 22 I R ATHTY Bugfix AR .

55 A&FEM01 AT E/ERA
TR EAT+GMR A2 AT FIFAEE, 2%AT+GMR b FHSHH 7T 258,

5.6 iI'BY AT A kA

o H—: KFMEY GitHub k%
o B HIFZ Ryl fe
s H=F RHAHEA

5.6.1 45— BSEN GitHub k'S
HEFHEZ 0, e B GitHub - BRI I % 7 i BB AL
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5.6.2 520 kP
PjlA) ESP-AT )%, SdTimA LA watch, A Custom,

O espressif / esp-at Q +

<> Code () Issues 98 I s () Actions [[] Projects

@. esp_at » C ', Edit Pins - atc 50 U Fork 684
Motifications

¥ master - = Goto' + Participating and @mentions
ceive notifications from this repositony
1 for ESP32/ESH

{%‘ xcguang Merge branch 'bugfix/. IIESP32-
All Activity
Motified of a

B .github

) , _ Ignore
B .gitablci docs: Added th R —
@ bootloader_compon... chore: Updatec Custom
5 t
components

docs

examples

main

20 g dlE A (k)

5.6.3 =3B il %A i

73k Releases H & Apply.

DORERESE I T VT AT RATHIEAE . A8 AT AR Ay, B2 ii®) GitHub AYE AT
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¥ master ~

@ xcguang Merge branch ‘bugf

B .github

B .gitlablci

B bootloader_compon...
components
docs
examples

main

i Pull requests

Edit Pins -

Goto-

1for ESP32/ESP
3I/IESP32-
Pull requests
Relea

Security alerts

P 30 sE A AR (iR )
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Chapter 6

Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ASCREEEAN A T WA AR M2 %k ESP-AT AR, FH-ReAE mind [ -besk 8] ESP32 ¥4 . 4B B 7 &
ﬂ:’zl# TCIEWG TR, IR EXAT s 05 R. KA E TR S AR %, ISR
% ESP-AT T2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

6.1.1 PEANBER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

6.1.2 5—3L: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

AR ESP-IDF v5.4 Ui A 1 130RS 1039 S, 56 hello_world TRHRLE. HiiRbAK FAEME
ESP32 FF 450K

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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6.1.3 5 2b: 3KHLESP-AT

%1 ESP-AT TART N BUREER LA PO S0 ESP-AT 0%

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
Zl-‘ﬂﬂml]zii PATR Al E R SR PRI 5

* Linux B{ macOS

cd ~/esp

git clone --recursive https://github.com/espressif/esp-at.git
e Windows

XFF ESP32 RAIMIA , HEF LR DAE B B AL iz4T ESP-IDF 5.4 CMD,

cd %userprofile%\esp

git clone —-recursive https://github.com/espressif/esp-at.git

QAR AE P E B TC YA DT A GitHub Bg3IX, BT DA AT B4 B peith s ESP-AT: git clone https:/

/jihulab.com/esp-mirror/espressif/esp-at.git,

ESP-AT ¥ K~ #; % Linux 1 macOS [{] ~/esp/esp-at. Windows [{] Suserprofile$\esp\esp-at,

Frilis ZEASCRY, Linux Fl macOS 45 R 45 H ESP-AT HJERIN A K12 ~/esp; Windows #:AFE R 4E
HIBRIABR IS Suserprofiles\esp. I DAKF ESP-AT LALLM EBAR T, (R E M 6y
AT AT B . R, ESP-AT A SRl A 2 i B AR .

6.1.4 =20 ARWBE

BATHH TR install SRZ4IEL, M2 e T B R 5 3l 42 B 4K 1% Python 4. ESP-IDF 3 JiE DA J¢
ESP-IDF [l i T.H%,

* Linux B{ macOS

[./build.py install J
* Windows
[python build.py install J

UNRR A — LR AT, 04 BSP32 B A e DA Bl B 1

e %6 Platform name, 40 ESP32 &R 5% £ 1%4# PLATFORM_ESP32, Platform
name [ factory_param_data.csv F X .

o %3 Module name, ilf ESP32-WROOM-32D #&4H %3¢ WROOM-32, Module name
i factory_param_ data.csv E X,

o FESEPES FH B EE ] silence mode 2 B, 155G EES 4%, T f# silence mode. —fIFH N NG
ok
=
e YN build/module_info.json XAFLE, FiR= R E R ASHIL. Kk,
R E LS E R, MRS

PARE Platform name S5 ESP32, Module name S5 WROOM-32, F 2] silence mode

Bl

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Ready to install ESP-AT prerequisites..
(BT )
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(50

(more lines of install ESP-IDF prerequisites)

Platform name:

1. PLATFORM_ESP32

2. PLATFORM_ESP32C3
3. PLATFORM_ESP32C2
4. PLATFORM_ESP32C6
5. PLATFORM_ESP32S2
choose (range[1,5]):1

Module name:

1. WROOM-32 (Firmware description: TX:17 RX:16)

2. WROVER-32 (Firmware description: need PSRAM, TX:22 RX:19)

3. PICO-D4 (Firmware description: TX:22 RX:19)

4. SOLO-1 (Firmware description: not recommended for new design, TX:17._
—RX:16)

5. MINI-1 (Firmware description: TX:17 RX:16, ESP32-U4WDH chip inside)
6. ESP32-SDIO (Firmware description: communicate with MCU wvia SDIO)

7. ESP32-D2WD (Firmware description: 2MB flash, No OTA)

choose (range[1,7]):1

Enable silence mode to remove some logs and reduce the firmware size?
0. No
1. Yes
choose (range[0,1]) :1
Platform name:ESP32 Module name:WROOM-32 Silence:l
Cloning into 'esp-idf'...
(more lines of clone esp-idf)
Ready to set up ESP-IDF tools..

(more lines of set up ESP-IDF tools)

All done! You can now run:

./build.py build

6.15 SN YR

i1} USB ZeRF 1Y ESP32 4158 PC |, PANEE A HAE, PRSI s, dE, 1R
AR PRSP A KGR AT fp SR AT Ry, WIARTEELES,. “AT /R 8z, T BN
FAEBIIE B S % o TR B AT 35 0 F .

6.1.6 HT%: ALE TR

17 H T H menuconfig KL E.
e Linux 5{ macOS

[./build.py menuconfig

* Windows

[python build.py menuconfig

U AL A AP BRER IS, DU S8 T AT S B
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
Security features --->
I
pPartition Table --->

optimization level (Debug) --->
Component config ---=>

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

t*‘“ﬁTU\ﬁﬁﬂéﬁﬂﬁﬂ/\Iﬁ, WNSE R AT s VL S S D RESE, MR BORCE, 2
£ NN i

6.1.7 EN gk TR

BITPA R A2 gmit LAE .
e Linux 8{ macOS

[./build.py build

¢ Windows

[python build.py build

WEREM TR IR, RS SRKRIE. AR E AL ota 7} KEIR/N.
¥R RTE build/ factory BAR N A MIT QIR [ F. HZEEHS LESP-AT B+ £ 5% .

6.1.8 S5Lib: Rk SIes

IBATPA T a2 R5 A2 U [ 47 5% 3] ESP32 14 |
e Linux B{ macOS

[./build.py -p (PORT) flash

¢ Windows

[python build.py -p (PORT) flash

VERE M ESP32 45 I HR I 4 PR e (PORT) o mE #& IR /M5 BF [ besk 2 flash . AR FR BT
e (PORT) .

% ESP-AT bin ANgEE 3, 3 HFT B} “ota data partition invalid” , %1z 4T python build.py
erase_flash JREEEEA flash, IRIGE LT AT [FH{.

6.1.9 build.py 3

build.py MWASZET idf.py #3M TH (B idf.py <cmd> WRESIEEFE build.py <cmd> H),
BATLABAT A N e S R HE L.
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* Linux B{ macOS

[./build.py —~help

¢ Windows

[python build.py —-help

6.2 M4k ESP-AT T f¢

AN 41 Tﬁnﬁn_l_ T BSP-AT TR, MERARE 5 4% A7 09 B0 Ty Rk, s
BT J2 WebSocket 4t -5 ImDNS i, 2T 5ig1% ESP-AT TR, i # i ar 4 m@mgm%%w
ESP-AT T.42 , (RS A HIE S RSB TR, DU S AR SORY, 3liad 9 T 4% ESP-AT TF¢.

TERE: PIGEGRIRI AT WE, 3 SRR B ™ b B4 T DRSS IR S fiE .
PR ATLE PRSI R B 8RRz, 1T S n] e A i

6.2.1 PEANDER

TEHPE R RGN, 52 ESP-AT T 2Ry Fork, FRIEAIE . CRBEH L SIFE.
%—F: BFMEY GitHub &%

o % =3 Fork ESP-AT 142

o % =% JF & GitHub Actions 4%

o Fv9: WLE 4iF ESP-AT TAZFFE 0% éﬂ

o %A LA github.dev %% 345 P Fo % 3R A
o %< GitHub Actions %435 AT B 1

6.2.2 B2 BB GitHub k'S

FEITFIRZ W, 55 BRI GitHub IS, PRSI 258 (75 28 AR

6.2.3 45 %: Fork ESP-AT T /%

Vi ESP-AT @, sl HiA_EAM Fork.

il Create fork EilFES] H O GitHub K5 T . BRIARY Fork {U#% DI master 7337 . QIR GFE B
?T‘é‘fﬁﬂ"]ﬁjﬂ%ﬂlﬁﬁ& iﬁﬁfﬁ@iﬁ Copy the master branch only,

6.2.4 5-—=2F: JFE3 GitHub Actions Jjfig

Ed O T Actions #E A GitHub Actions T [

i I understand my workflows, go ahead and enable them & GitHub Actions,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - ¢ . % Fork

i1 Pull requests ) Dist s [ Projects © Security

Create a new fork

Oowner Repository name

Q ustcew~ | esp-at

By default, forks are named the same as their upstream reposi an c ize the name to distinguish it
further.

Description

AT application for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / Public $2 Pin @Watch 0 ~ {y Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master. il Contribute

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

% ustccw /esp-at | Pubic {x Pin | @Watch 0 ~

forked from espressif/esp-at

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

K 5: j5 /) GitHub Actions
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Actions Enabled.

Actions [ Proj 00 wiki

Actions N All workflows

I All workflows
0 workflow runs

Build ESP-AT Pr

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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J& i GitHub Actions 52 Ji{ .

6.2.5 MU El¥E4nik ESP-AT LRGN %Y

ﬁﬂ?’ﬁ/dtﬁ Espressif OTA server {4 /41 OTA token, I H.FFZ# JJAT+CIUPDATE 14 F14% AT [E4:, R
AT BSE AR B, @Dﬁﬁ@ffﬁ CONFIG_AT_OTA_SUPPORT (AXEZHAER, WEHE A
B AL github.dev %45 3545 B Ao R ) o Bkt i A IR .

MG Settings HEABE T .

forked from espress

> Code il Pull requests ) Actions A Pro M wiki

+ master ~ Go to file Add file ~ <> Code ~ About
AT application for ESP32 ESP-IDF
This branch is up to date with esp sp-at:master. il Contribute ‘> Sync fo & : ESP-IDF & ESP8266
RTOS_SDK

xcguang Merge branch *bug

thub/workflows
components
docs
exan

) Releases
main
> 24 tags

mod config

tools

w1t Settings

VAN

Hiii Settings -> Secrets and variables ->Actions #EA Action it & T .

Hili New repository secret #EABFEAG] BT .

i A Name Fll Secrets, i Add secret QI —ANFHHIEY]. HAIBLEIZ OTA token.
RN E R A RE R H A AR U :

AT_OTA_TOKEN_WROOM32

AT _OTA_TOKEN_WROVER32

AT _OTA_TOKEN_ESP32_ MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT _OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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B Proj Settings

MNew repository secret

ets are encrypted and
1S plain t

Environment secrets

Environm
C

Repository secrets

Dey
| Secrets and variables

Actions

el 9: A B T
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<> Code [ Pullrequests (® Actions [ Projects [0 wiki ) Security |~ Insights @ Settings

Actions secrets / New secret

Name *
AT_OTA_TOKEN_W
Secret *

<the OTA tokens from https:/fiot.e

Add secret

K 10: G %4
R FEE LA S HE AT BT, EEE DA, ORISR, g 2580 85 v
TUE R .

6.2.6 512k {4l github.dev gk 25 2RI LY
SR WA PAS % github.dev B 7 SCEY, N HERGITEE.

5.1 ¥TJF github.dev 445353

O 0T, PR BB 2 SEAA PR

AL EALS ., BT github.dev ZifR AR TIT 70 SO AU

5.2 QB 5y 3¢

TEG A RS, FRAPIRASII I 7 SO PR, TE TSR, BB 2 4 20 Sl A BT 7 SR A4 TR
WIEEE Al EF 2 X

B Switch to Branch, )2,

o SN HESE
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() Code security and analysis Repository secrets
&2 Deploy keys
Secrets and variables £ AT_OTA TOKEN_ESP32C3_MINI
Actions
Cod AT_OTA_TOKEN_ESP32_MINI_1
odespaces

Dependabot
AT_OTA_TOKEN_ESP32_PICO_D4

Integrations
88 GitHub apps AT_OTA_TOKEN ESP32 S0LO 1
9 Email notifications
AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

K11 B e

< Pin G Watch 0 - ¥y Star 0

¢> Code % Pullrequests () Actions [ Projects [0 Wiki ) Security |~ Insights 3 Settings

| ¥ master = | Go to file Add file = <> Code ~ About ey

Switch branchesltags AT application for ESP32 ESP-IDF
master. 1 Contribute ~» Sync fork & ESP32C3 ESP-IDF & ESPB266
[ ESP8266_RTOS_SDK

Branches 1S se_to_crash’ int
~/ master
release/vl.1.0.0
release/v1.2.0.0
release/v2.0.0.0_esp32
release/v2.0.0.0_esp8266

Releases
release/v2.1.0.0_esp32s2

release/v2.1.0.0_esp32 © 241tags
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32c3

release/v2.2.0.0_esp32

[M CMakeLists.ixt
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C {} & github.dev/ustccw/esp-at/tree/master

EXPLORER

ESP-AT [GITHUB]
K3 .github
B components
docs
examples
main

module_config

build.py
) ,

README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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& github.dev/ p-at/tree/master

product/v1.0.0

T [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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C Y & qithubdev/u lesp-at/tree/product/v1.0.0

EXPLORER
ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.yml
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

C Y @ github.dev/us

0L

SOURCE CONTROL

NFIG_AT ENABLE=y
ML INFIG_AT_BASE_ON_UART=y

Chang 1

; MMAND SUPPORT=Y
onfig.defaults S I S bt !

AND SUPPOR
MMAND SUPPORT=n

S5_TASK

IG
IG
IG
CONFIG

ERE relling
CONFIG WL SECTOR SIZE 512=y

Pl 17: 34111 WebSocket fir4 345, 45 mDNS IjE (MHiicK)

eGSR, By R EIE. RSO ARS + E k.

C ) & githubdev/ustccw

SOURCE CONTROL

\ ENABLE=y
Commit & Push \ AT BASE ON UART=y
MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=Y
WS COMMAND SUPPORT:

Chang

COMMAND SUPPORT=n
PROCESS TASK . SIZE=614¢4
0 SERVER IP="1iot.es
OTA SERVER_PORT=8

SOCKET MA
SP_AT FW_VERSI

# Wear relling
CONFIG ) CTOR_SIZE 512=y

B 18: e (disoR)

MATERE R, HREITMA . S Commit & Push #2752,

ik RS F s A H AT [E{4Rsilence mode, 52:7% 4ot g J 242 A silence mode Y
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G_AT_ENABLE=y
AT BASE ON UART=y
AT_MQTT_COMMAND SUPPORT=y

]
]

A T |
CONFIG ESP AT FW VER

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

6.2.7 5,5 GitHub Actions 2% AT [l

IR Z G, 2 A3l GitHub Actions g5 1) ESP-AT [E{:. 155 4o T GitHub T 23z #7
IGEfRE A AT B0 SCRY, TFEEITRZM AT B4 (HE: SRR AP E T H OIS T esp-at
A FEIATHY, WA E https:/github.com/espressif/esp-at {3 FE ) . GitHub | ) AT FE{SFEE]5 90 KA R
Ja BB RA, W HATIRAF R8I AT [l

6.3 Wi AT ¥ 1125

AR YR T Qe Bl ESP32 RN [ (- AT port . BRIAKEOL T, ESP-AT {4~ UART $2 L1
FAT 5 —MNMHFRHHE (AR E D), 75— T &% AT S Flom sy, (PUFFRA
fir % H ) o
WSET 44 ESP32 AT FfE, 7 H R TGtk S 0, S slidapy T2 BEEN, NEH
L AR R [ o 5 WU S A& 0 ESP32 154514 AT i IR, 75852 i A5 3R -

e %% ESP-AT T.42.

* ¥ menuconfig fit & T ELEB{ factory_param_data.csv FE4& H & T Y A5 .

o HiFLAZ,

o J5HTaY bin TIFBEF LS

AR E A IE S, S BRI TR E P IR R

ik SR EE O AT 9B 053 % (i1 AT SPLEZ I, AT through SPL Hl {#i I AT 4 74% 1

6.3.1 ESP32 %

ESP32 AT [ H iy H M iy 23 A BT LA E E SOV VB, 625 (ESP32 RS HFh &
BN

B8 H G i 11 55

BOANOUT , REEFLIER ESP32 AT [ DA T UARTO 45 il i H -5
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« TX: GPIOI1
* RX: GPIO3

FE4 15 ESP-AT TAEM, W[ {fi ] menuconfig it & T HKF HB MO HE i 1 -

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config-—->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config > ESP System Settings —> UART RX
on GPIO#

fi

B 5 i A i 1145 I

BOATEOLR, UARTL Tk AT S FIH0 AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DA E.#EAE factory_param_data.csv 2 FPG P 1145 1 -

o FTFFEEAHIEY factory_param_data.csv,

o BB FTLEMIFT o

o RIETFHERE vart_port (WIRAE AT HE DR A AT @y 410, WFEESILTT, R
JE R vart_tx_pin fll uart_rx_pin fil AT HEORER—F).

o MPEFENE vart_tx_pin fluart_rx_pin (EFEIEFEERGER, KL ek
M, W AT HEOREH) .

o BANTEEMHERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRRG .

6.4 FIMEEX AT a5 4

ASCREANE T ARSI E 2 S AT 64, DA at_custom_cmd J96il, /R EE IR BT .
HE AR . WRER S, WS H AT 2K,

« F—F AT 4

o B FEM AT 4 F ik
o H= 3 hotB R B

o Fvad: Kok iRk R

c BAY: REMAMIATEE

o 5 ik AT A

WS PR IR)G , §53E 4T AT+TEST 45 3R BGE A T4E R,
H & AR E A4, SHZ R :

o« ESLEEE L

o RIS

o Hukar SR

o MR AL ey AT

o AT 4438 1 3R BUH N 04 235

AT fr RIS ATTIR, DA FESCHE BRENEEL, EHR At 3 e U AT ay S 1 2l

641 HE X AT w4

Espressif Systems 358 Release release-v4.1.0.0
Submit Document Feedback


https://github.com/espressif/esp-at/blob/4b09fc9e/components/customized_partitions/raw_data/factory_param/factory_param_data.csv
https://github.com/espressif/esp-at/tree/master/examples/at_custom_cmd
https://github.com/espressif/esp-at/tree/4b09fc9e/components/at/lib
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 6. #Ifa4 FAIT & H T AT T4%

i ESLAT @4

A A at_custom_cmd.c 1 at_custom_cmd.h LA HE X AT f54-, HAJHE examples/at_custom_cmd/custom
F examples/at_custom_cmd/include H 5% N #EH 1) {}Ej{ﬁiﬂ;kj(ﬁ:ﬁi}( AT 5%,

TEHE AT i Z B, T8 JciiiE AT ay 2 i FRmIZRAL.

% o BN
. BRI+ FFEFF L.
o R A2, avz), HF (0~9) RIE BT (L 5, .o /L L D), BRI IAT 6 4s
%.
Yo
4 AT G4 BE T IIRIEA: Wik s #im s, REGSMIITHS, TEEEBWAT b4
Pk

WG, XN RBA 4. BRI AT+TEST SRR IIPIRIEAL, NHEE X AT fir & 1A R BrG
FRIIIRIY, PASSE SCRE R ) 75 B AU

* B, Milesp_at_cmd_struct RKE L AT ap WA FRMPTHRE SRR, T s B &
NTHAFRA+TEST  (FWT O AT) FHCRPrA TR 4

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .
—at_exe_cmd_test},

/**
* @brief K UERALZE X B B W AT & &
=y

bi

ik WA UE I, FLEE Y NULL,
© Wik

static uint8_t at_test_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer[64] {0};

snprintf ((char *)buffer, 64, "test command: <AT%s=2?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

 Hifjay s

static uint8_t at_query_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] {0};

snprintf ((char *)buffer, 64, "query command: <AT%$s?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

}

© WEMmY

static uint8_t at_setup_cmd_test (uint8_t para_num)

{

uint8_t index = 0;

BT
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(B LET10)
/ORBE NS E, AREBRTN DT
int32_t digit = 0;
if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
<RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
}

/ORBE NS HE, FREBENAE AN FRE
uint8_t *str = NULL;
if (esp_at_get_para_as_str (index++, &str) != ESP_AT_PARA_PARSE_
—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3

S/ AR —AZwR, HERKE, RERTE D (vart/spi/sdio/socket).
¥ K &k # 3| McU

uint8_t *buffer = (uint8_t *)malloc(512);

if (!buffer) {

return ESP_AT_RESULT_CODE_ERROR;

I3

int len = snprintf((char *)buffer, 512, "setup command: <AT%s=%d,\"
—%s\"> is executed\r\n",

esp_at_get_current_cmd_name (), digit, str);
esp_at_port_write_data (buffer, len);

/) RABEHRE WK
free (buffer);

return ESP_AT_RESULT_CODE_OK;
}

o TS

static uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "execute command: <AT%s> is executed\
—r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

20w ST AT a4 st

e 5 E X esp_at_custom_cmd_register PR %, FH fF K % P ¥ M API
esp_at_custom_cmd_array_regist () H} AT 634,

ZNGIENEE

bool esp_at_custom_cmd_register (void)
{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd)._
—/ sizeof (esp_at_cmd_struct));

}

« X J5, W H API ESP_AT_CMD_SET_INIT_EN 3k ¥ i b %5 55 81 /9 ¥ W AT iy % R 4K
esp_at_custom_cmd_register,

ZNGIENEE

[ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1)
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%5 W R B2 fE examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H 5% N A 8 H 19 U5 SCHE A Sk SCHF B AT dy A, 1 8 ok N R g a2 ok
esp_at_custom_cmd_register, FAHIZMREFE at_custom_cmd /- 28 R IR . SERT DAKE
REfr 4N esp_at_custom_cmd_register_foo, JRJ5{#ifJ ESP_AT_CMD_SET_INIT_FN #]i&fk
VAR

H=2b HEmALTHK

WREAES — 2 L AT 44 W T & at. freertos. nvs_flash #ph H At 20 {4, 15 7F examples/
at_custom_cmd/CMakeLists.txt X IRMIX S H PR, 2, Al ABkLT s 3%, o ansgr
i Iwip 440, MRG0T :

[set(require_components at freertos nvs_flash lwip) J

SEPUSL: B e Rz v

5E examples/at_custom_cmd/CMakeLists.txt S, B H E XHEM AT 4453 ZFRVEN
— NI ] 558245 ${COMPONENT_LIB} , #fi RA%)/ 751 7S o] DAFR BN R 4. /s B T -

[target_link_libraries(${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register") }

57k WR B E X EM AT 64313 248N esp_at_custom_cmd_register_foo, N7RFCHLAN
T

(Hll)

‘target_link_libraries(${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo }

Shib: REAMFASE

AT T HIFIRE at_custom_cmd HFFAEEAE R 7, PABRAR ESP-AT T H £E 4158 i REAS 1A 4%
BZAE . AR R RIERRIE A . WRETE esp-at/components H NI E AR H
SCAT iy S s B s RS, MIEHIITIA . (AARBIAE esp-at /components H3E FAYFIAALMH H
T SLAT A%, AR SCHARKTIHEA T .

Jitk 1: AEr AT E AT_CUSTOM_COMPONENTS FfIFAR & (3l H T~ A3 smit) .

¢ Linux or macOS

[export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]
¢ Windows

[set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]

ik

o iH¥ (path_of_at_custom_cmd) ##ely at_custom_cmd H FHESLLE SRR .
o BV PATREZ A Bl
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"
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Jjik 2: AE esp-at/build.py X setup_env_variables () R INAIKE AT_CUSTOM_COMPONENTS
AR GER T A4 iF IR R %% ). ~panr:

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path

$n Gk AT WfE
SEMA B IRIG , TR B BG4 sk R AT EF, IR e SIS L.

6.4.2 {7 AT+TEST i RBLETT4s 8

IEfEAE LRI, 1217 AT+TEST RIS R T .
M A4

[AT+TEST=?

Wi i ¢

AT+TEST="?
test command: <AT+TEST=?> is executed

OK

A4

[AT+TEST?

W

AT+TEST?
query command: <AT+TEST?> is executed

OK

WEmS:

{AT+TEST=1,"espressif"

Wi

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

AT+TEST
execute command: <AT+TEST> is executed

OK
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6.4.3 LS AT i %

SIS R GIACEIE T SO i a4, RIS P 5 2E0E AT A 2 3L

7 SCIR T
ESP-AT B &FFesp_at_result_code_string index X T —EkEE ., W2k A EIES WLAT
H B

% 7 38 1 return BRIV B, WATJE ] APL esp_at_response_result () Rk PaT4EE . v
FEACHE R E] B ) API flESP_AT RESULT _CODE_SEND_OK J;ESP_AT RESULT_CODE_SEND_FAIL,

Flan, M4{EH AT+TEST M Tm 2 MR % w5k MCU K £ 5y, Hesp_at_response_result ()
iR g R, H return AR R P @y A TEE R, ARBIRISAR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 W B MCU REBKEM R XEE

send_data_to_server();

// & [E SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

IBAT A S IR B .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

NI

O

ESP-AT {2t LA NP4~ APL 3k & 24

* esp_at_get_para_as_digit () Efﬁﬁ&éﬁ??ﬁ‘@[o
* esp_at_get_para_as_str () ﬂ?ﬁ@??—'f%%ﬁo

B DL E 4

el ETRe 2

AT E R L iy & S EC TS AL

I S RE R AL ¥ 3
« BUER B 1A
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ARSI S RGN ATH+TEST iy QR <param_2> il <param_3> SEE NS,
Hr <param_2> HTFZSE, <param 3> FFFFHSLL

[AT+TEST=<param_1>[,<param_2>][,<param_3>],<param_4> ]

SIS AT .

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
int32_t para_int_2 = 0;

uint8_t *para_str_3 = NULL;

uint8_t *para_str_4 = NULL;

uint8_t num_index = 0;

uint8_t buffer[64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 Bl R

/) FEHEXEAE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

<—>2) H
esp_at_port_write_data (buffer, strlen((char *)buffer));
s
} else {
/7 R
V-5 B
/) REEENXRAME
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
I3
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/) T EEXERAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %$s\r\n", para_str_ 3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
s
(850
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(750

} else {

/7 7 BlR A

/) B ZANF K

7 8- SE X

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WA TARSEON ", WES AR

PS8 R AT+TEST M@ <param_3> SECNFRFEESH, HoE)a—M S35, SRR
ERE N SEL.

[AT+TEST=<param_i>,<param_2>[,<param_3>]

WG AT PRAR A A5 O
¢ AT+TEST=<param_1>,<param_2>
¢ AT+TEST=<param_1>,<param_2>,

SIS .

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;

uint8_t *para_str_2 = NULL;

uint8_t *para_str_3 = NULL;

uint8_t num_index = 0;

uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
(BLFT0)
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(750
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R A
/)T EEXBAE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
I3
} else {
/7 7 Bl R
/S B®EZANSK
/) EXEAE

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WEREARTAFRSEON ", WZS B B

PHL2E iy 2 AP T

AW ERHE IR OMRIT, S0 — M PITEER, R RGET XSRS IR A (.

— ORI, XM TES HEAL SRR .
WM semaphore [,
NI .

xSemaphoreHandle at_operation_sema = NULL;
uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

(%

.

B

~

)

Espressif Systems 366 Release release-v4.1.0.0

Submit Document Feedback



https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 6. Wi F1IT K H CHY AT TAE

(% L 50)

/) 7 R

// Kb A AL Al B semaphores
at_operation_sema = xSemaphoreCreateBinary () ;
assert (at_operation_sema != NULL);

/7 BOE AW AT

/) B R— BT R

// HEYHES% A H xSemaphoreGive 3k ¥ }X semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

I AT iy A S 1R IS A0 i

ESP-AT SCFM AT iy 4 s U5 R ARG, AR BELATT P4~ APL,

* esp_at_port_enter_specific () WERIVHRKEL, AT iy HUCE S AREIEE, R %S

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EIEEEL.
REUEIR ) 7 A SR AR R A gl i A AN [+

o KA A Bl BREC AN <param_1> $5E THIRKE, WFFIR.

[AT+TEST=<param_l> ]

PATR /RGBS A AT A AT iy -3 FRIUKR BE N <param_1> BRI AKE .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)

{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—OK) {

return ESP_AT RESULT_CODE_ERROR;
}

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/7 T BRI
// R sb AW 4 G # semaphores

(BT
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if (!at_sync_sema) {
at_sync_sema

assert (at_sync_sema

!= NULL) ;
I3

// REBWMNRERTH
esp_at_port_write_data((uint8_t *)">",

// REEREEK, EERKIARALKER

1€ PNE &

while (xSemaphoreTake (at_sync_sema,
—received_len);

if (specified_len == received_len)
esp_at_port_exit_specific();

/) RBE RN ENKE

remain_len

if (remain_len > 0)
// ﬂﬂﬁﬁ&
/SRR A BEKE >
// TEI&X&MT&\ X
/7 AR B AT B R &

esp_at_port_recv_data_noti

{

i
A

P

0,
P
*
£

Pl
I3
/7 7w Bl R
VA &
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\
esp_at_port_write_data (buffer,
esp_at_port_write_data (buf,
break;

I3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
t

xSemaphoreCreateBinary () ;

strlen(">"));
B AT 3 2 A

esp_at_port_enter_specific(wait_data_callback);

portMAX_DELAY) )
received_len += esp_at_port_read_data (buf + received_len,

esp_at_port_get_data_length();

specified_len);

(% L 50)

{

specified_len -

{

IHEMAZBEREATHE SN EREEKE
&

¥

y (remain_len, portMAX_DELAY) ;

r\nreceived data is: ");
strlen((char *)buffer));

Pk, WnRERE AT+TEST=5, MAREHEAY 1234567890, HFA ESP-AT R[FIMERAT iR,
AT+TEST=5 )
>67890

received data is: 12345

OK

AFRE KRS A B XAE DL Wi-Fi 54X, AEERR KL,

[AT+TEST

fRix ESP-AT G LI PATH R BIPATER, BT .
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#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));
I3

/) 7w Bl R

// Kb A WA Gl # semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary () ;
assert (at_sync_sema != NULL);

}

/) BERANBERTE >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

/7 REEREEK, EEKIARAKEEE AT & 1R A

esp_at_port_enter_specific(wait_data_callback);

AR L& N &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

/7 AR SR EZE R

/7 B EHRERE " FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

=

/7 7 Bl R
/WM BERABBERE >0, WHERRABAREFTEALE
H

%
ZE VS E.PE P T
#

N

/7 WA R BRAT W R & KR
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
esp_at_port_recv_data_notify (remain_len, portMAX_DELAY);

break;
} else if (received_len > 0) {
/)RR A
A NS RS &R &
/7 SbAL R E AT B Bk B B SR
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "\r\nreceived data is: ");

(T
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esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, strlen((char *)buf));

}

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
t

J

I, RS — AN AR dE 2 1234567890, 55 AN AHHE 2 +++, 4 ESP-AT REIZERU TR

AT+TEST

>

received data is: 1234567890
OK

~

6.5 iy ESP-AT £ PEfE

BOARFOUR, ESP-AT FIE:HLZ () f ] UART EATIE S, DHE s Akl RN S BOA R E, B
oL 115200 bps. I J140%E ESP-AT SEBUES R i fF i, &7 TARASC, FFMUb A AL E . A SCRA

ESP32 Syfil, FZififaliié i ESP-AT FFtEAE

Frik: ASCET ESP-AT AT & 42X 1, filiidd4m TCP/UDP/SSL Ay iR RERY— IBEiE Tk -

JAP AT PARERE T R — RO IR P A R fE

o [WE] Rk E
o [IF] RBBIER, AT MR E

6.5.1  [fajop] ekt fic
1. it® &%, LWIP. Wi-Fi G FoaH-ms 5

YR TEACAD Be#E D13 NI &2 module_config/module_esp32_default/sdkconfig.defaults 3045 )5, He

‘B ESP32 RN BA B U0 B SCFJE T Y sdkeonfig.defaults SO

(# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_240-=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

(BT )
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(#_L70)
# Wi-Fi
CONFIG_ESP32 WIFI_STATIC_RX_BUFFER NUM=16
CONFIG_ESP32 WIFI_DYNAMIC RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_ TX_BUFFER_NUM=64
CONFIG ESP32 WIFI_TX BA WIN=32
CONFIG_ESP32 WIFI_RX_BA WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 7% UART ZE 1% /)
BN ACHD B #E D1 854k at_uart_task.c S uart_driver_install() 47 o

uvuart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_

—uart_queue, 0);
. J

3. MBRERIANBCEL . Bk fh . ekiats

p
rm -rf build sdkconfig
./build.py build
./build.py flash monitor

.

4. EfLib vy UART Py
S AT iy & FPon s :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPMODE=1

AT+CIPSEND

// (&

-

J

BE PR E B 7 YA — AR R AR At (B I I REA RS EI I PR T . 5 SN S B R A
AT, WO T R A A TR AR . R, P T DRGSR MR T3, AT
AR BC

6.5.2  [HiA7] ABEAMRE . FHxEHCE

52 ESP-AT 3 iy PR 3 A i 4 R el -
PUIEES SN
o BSP-AT %1% (TX) B%FER A S1 > S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8
o ESP-AT 2% (RX) W% #77i 5 R8 -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

AR RO T K, SRR A, &S SRR B AR R Z AT A, AT 2
R A A ek B FUH Y 2 R TN BC ., DAGRIE B A T IRIR B . AESCBR i, TEAE
Hts B e — A Bn A B RT ) 5 AR T T F- A T B LB R AT

Frik: N IAECEIY AR AAE IR N EITER PRI AE L AT+SYSRAM iy 4R ALl AT

L. GO ¥ fE At
GO ARG AMILALAYTER T, RIS HTCEANT :

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium R5| 1S5
Rl Y
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Ethernet R6 “
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

L 0)
CONFIG_ESP_DEFAULT_CPU_FREQ_240=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=240
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

2. S1. R1 #M-{R4E

WHEREOLT, S1 MR & ESP-AT FrEE KA. FOMBGARE LT, ESP-AT Rl ML i) i
i UART BT 1R, BReRoN 115200, 7 UART R (£ L, 35 BRIy S Mbps. t, JH
M FATALT S Mbps, W] PAREJERIARY UART VS0 R ML (B A5 5, [l AEA T
T,

2.1 $#25 UART ZEop XK/
R ACRS B D1 at_uart_task.c SCAEH uart_driver_install() 17 o
« $17 UART TX %t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

$22 UART RX %0t

e 2

uart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

#2425 UART TX #l RX 750

s B

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_queue, 0);

2.2 #ie IR UART J45R
SR AT S FF 4T -

AT+CWMODE=1
AT+CWJAP="ssid", "password"

(BETID
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(50
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1
AT+CIPSEND

WAKE & &

ik TR L UART Al ASCRFEIX AR B, I HLHUN ESP-AT 2 ] UART HEAR
A REHIA .

felks 0L PN R KT BT 5 Mbps, DA% HE( T SPI. SDIO. Socket 4773, FLIAI
5%

« SDIO: SDIO AT #% &
e Socket: Socket AT j:lﬁf‘ﬁ

3.S2. R2. R3. S3&HH-L4L

WHEAEDR, S2. R2. R3. S3 A2 ESP-AT #HM- S LHH . [ AT core 7£ UART 2 X
FEAT PS50 2 2 G 80, U W) BANRER I N 28, TeRsfiitb.

4.S4. R4. S5. R5. S6. R6 &xH-fifk

ESP-AT F1 3 #L2 [6]f# ] UART #EfTi15, S4. R4, S5. R5. S6. R6 LFHE ik, ESP-AT I
FALZ B AL N BT T E RS, S4. R4, S5, R5. S6. RO ZWMFMH—HZE.

S4. R4, S5. R5. S6. RO ZiHfF NN AIEHZ. MK, FIEEREERZ 2 RIEdsm. HE
Ak BSP-IDF ot L5 WicFi Pl SCPS, TRV, JEFT A PCHE . S SEne LT b
JE . /build.py menuconfig HitfTHECE.

o fifk S4 >S5 ->S6: KL Ed il
o {4k R6 ->R5 -> R4 UKt Jy 1) i

5.S6. R6 fFlkit

S6 7 R6 il {5 M iy Bt dieiift /=5, ESP32 m] AR Wi-Fi 53 UK L /i, Wi-Fi
BT LSRN ATTIEZ AL, WTREIETR S R

* i RF RZ4T%
BRI K STl wE A R A S AR ST, H P A DUE S AT+ RFPOWER fip %2 )
H RF R,

o PEE 802.11 b/g/n il
BRiA Wi-Fi 30 HI 54 802.11 blg/m s, I Pl i i AT+CWSTAPROTO iy 425 11 F1i%
802.11 b/g/n s, FLE SR, AL AP i Wi-Fi SRS 2 802.11 blg/ #M¥,
S liC B A HT20/HT40 (20/40 MHz) A,

6.S7. R7. S8. RS -1tk

WHAEOLUR, S7. R7. S8, R8 A2 ESP-AT AL HITEE . HNIX NS PR 45T 98 4%
BRI RS ARA K

6.6 Ml S mfg_nvs 51X
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6.6.1 mfg_nvs 43 XA+4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

« HSHCE (Wi-Fi il UART fE . SRS ): WSH T A8 E4028.
* PKICE (BRIEBABHANCE): WSHPKIRREAN 2.
* GATTS [t (RIIFEHET RS ). WHSH KA E T R G5 RLAN2B.

BRI UL SR E . PKI BCE B3 GATTS FCE I, fn] AE g1 ESP-AT TA%, ZEniHm
mfg_nvs.bin {5 s lidarpy TR ABEEPE, SH@IREALE MU . ARSI SR

6.6.2 :pk mfg_nvs.bin

Be B AE 258 UG, & # thiF ESP-AT T 42, JE 4 %Py B & B il i mfg nvs.py SE4 i build/
customized_partitions/mfg_nvs.csv X (BETITEREN ML SE,. 8. K8, fE
=H), H esp-idf 1) nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin X (NVS FEREE) .

6.6.3 |#% mfg_nvs.bin

AR A MEE — P52 H 2 mfg_nvs.bin S0

o FEEBgIELL) ESP-AT &4, PRI LS L ek FE &,
o {UF# mfg_nvs.bin, XA 5% H 5 H ESP32 Fff) mfg_nvs 27X,
— Windows
1~ # Windows Flash 2k T H. {418 77 25 Flash N4 THHf8m. T
# build/customized_partitions/mfg_nvs.bin {4 %] ESP32, 4w DAiE
i AT+SYSFLASH? fiy4-#5 1) mfg_nvs.bin {4 | 2k .
— Linux or macOS
& {# ] esptool.py.
&P ATE ESP-AT i H s A7 PA R i 2 N 4% mfg_nvs.bin S04,

esptool.py —--chip auto —--port PORINAME --baud 921600 --before.
—default_reset ——-after hard_reset write_flash -z —-flash_mode dio -
——flash_freqg 40m --flash_size 4MB ADDRESS mfg_nvs.bin

F5 PORTNAME e J A H: 4 FR. ADDRESS B4 fy T 2 mfg_nvs.bin SCHFAyHE,
TP DA I AT+SYSFLASH? fiy 42 1h) T 8k .
o MCU & 3£AT+SYSFLASH 14T 1 ESP32 ¥ mfg_nvs 431X,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X ¥
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE ¥ A T2 mfg nvs.bin SCEFH R/, AN EIBRAA A E )43 XS, 850] PATE
T AT+SYSFLASH? Gy A2 #]0 X K/ N6

6.7 i) 2%

ASCAYAZE T WA ESP-AT BOAM ) S8ECE . ) SEECE 528 Wi-Fi il E . UART & .
B E .
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o BT AHEENB
o 4 px, mfg_nvs.bin 3
o T2k mfg_nvs.bin 34

6.7.1 ) SHEBEND

MHTERA BT ) S5 B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR

Thae ELI1 X AT &<
Wi-Fi it JIr A i 2 Wi-Fi ThRERY AT fig

« max_tx_power (ESP32 {j Wi-Fi %
KEFIVIF, #4515 W ESP32 &
S R ETERE)

« country_code ([EZfH5)

o start_channel G215 Wi-Fi {518)

o channel_num (Wi-Fi ) 2 {Z1E505)

== -}, ok YN
UART Pt & . vart_port Ol % 2% AT o 4l i 75 % UART HIRERY AT fip 4

i AT mp 1) UART i 1)
uart_baudrate (UART 7 45%)
vart_tx_pin (UART TX 5| )
vart_rx_pin (UART RX 5| )
uvart_cts_pin (UART CTS 5| i)
uvart_rts_pin (UART RTS 5| )

FELZH 44 B module_name AT+GMR

AR H O SRIESCE T SR, AELEM nfg_nvs. bin X,

6.7.2 H:pk mfg_nvs.bin S
2% & A, mfg_nvs.bin SCRYLE BUAA 1) SRS mEg_nvs . bin,

6.7.3 F#k mfg_nvs.bin {1}

WS% T #omfg_nvs.bin 3.

6.8 Il S PKI fic i

AR T AT B ESP-AT 3t BRI PKT it . PKI Fit Bf04% TLS /3% . TLS R 428 . MQTT
& P Al WPA2 Enterprise 2 i FIE HB 12547 .

* PKIBLE N4
o 4 px, mfg_nvs.bin 3
o T2k mfg_nvs.bin 3 #F
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6.8.1 PKI it 4l

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

Thge EEI X AT
TLS % F i 50 BR ) hin il B

o AT+CIPSTART
e AT+CIPSSLCCONF

e client_ca_00.crt
e client_cert_00.crt
e client_key_00.key
51 BE PR E
e client_ca_0l.crt
e client_cert_O1.crt
e client_key Ol.key

TLS Jik %% e server ca.crt AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % )i e mqtt_ca.crt AT+MQTTUSERCFG

* mqtt_client.crt
* mgqtt_client.key

WebSocket % Fi 50 BK P m bl E AT+ WSCFG

e wss_ca_00.crt
e wss_client_00.crt
* wss_client_00.key

o5 1 BR PR E
e wss_ca_Ol.crt
e wss_client_O1.crt
* wss_client_01.key

HTTP % fri 0 EX bl E AT+HTTPCFG

¢ https_ca_00.crt
e https_client_00.crt
e https_client_00.key

55 1 BRI E
* https_ca_01.crt
e https_client_01.crt
e https_client_01.key

WPA?2 Enterprise % i AT+CWIJEAP
e wpa2_ca.pem

* wpa2_client.crt
* wpa2_client.key

AR H AR IE M PRI AL, A)EEM mfg_nvs. bin X,

6.8.2 :pk mfg_nvs.bin
W27 £ & mfg_nvs.bin SCRYAE BUHTA PKIT FLE ) mfg_nvs.bin.
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6.8.3 Pk mfg_nvs.bin {7}
TS T 3 mfe_nvs.bin Y.

6.9 nfal i i SUAKIHE IR S IR 55

ARSI T QAR ] ESP-AT $2 (A RDIFERE 7 IR 55 R SCPHE BSP32 Besg b H & SARIIAEHR A Ik 55 -

o ARINIE L T IR SR A A48

o iFnt B ® UK AFHE TR %

- BRI T IR G-k S A
— & px mfg_nvs.bin X

— T2k mfg_nvs.bin THF

TRIIHERE T IR 559 A GATT 2591 2 7ok, 8 2/ 0 & —AN @ 1252 (attribute type) 24 0x2800
E’Jﬁ%ﬂﬁ% (primary service).. t/\ﬂﬁ%,‘é e — M RG5E XRULAFEE S BARRIE B2 —ME A
AR IRTFAL N .. LM X G RESH CGEA R OHEY A Generic Attribute Profile (GATT) —

6.9.1 {IRIFEH A MR 55 PSS 4

1% Tl FE 88 A ik 55 U5 SC 4 /2 ESP-AT T A% 6 & IR 2 6 W o ik 45 Br 4l 9 SCF, ST T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, WA T EITR.

index uuid _len uuid perm val_max_len val_cur_len value
0 16 0x2800 0x01 2 2 A002
1 16 0x2803  0x01 1 1 2

2 16 0xC300 O0x01 1 1 30

3 1 1

16 0x2901 Ox11 30

PATR 0 BRI o
* perm FRHMIAMIR, EFE ESP-AT TAEHHIE LUTH R,

/* relate to BTA_GATT PERM xxx 1in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

“y

#define ESP_GATT PERM _READ (1 << 0) /* bit 0 - 0x0001 */

- /* relate to BTA_GATT PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */

. /* relate to BTA_GATT PERM_READ ENCRYPTED in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ_ENC _MITM (1 << 2) /* bit 2 - 0x0004 */

. /* relate to BTA_GATT _PERM READ _ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT_PERM WRITE (1 << 4) /* bit 4 — 0x0010 */

- /* relate to BTA_GATT PERM WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE_ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */

. /* relate to BTA_GATT_PERM _WRITE_ENCRYPTED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE ENC_MITM (1 << 6) /* bit 6 — 0x0040 */

. /* relate to BTA GATT PERM WRITE_ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT_PERM WRITE_SIGNED (1 << 7) /* bit 7 — 0x0080 */

— /* relate to BTA_GATT PERM _WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE_SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */

(BLFT0)
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(B L70)
= /* relate to BTA_GATT PERM WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_READ AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM_WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

B —4772 UUID 2 0x2002 [k 55 5E .
o B ATRAFAEAY . UUID 0x2803 FRFFALA, (A (value) 2 BEEAUR, AURKSEN 8 fif,
B AR EIERRUR, 1 FORSCRRRIRME, 0 RS

i PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© S ZATRE T WSS IRHIE . AT UUID 24 UUID, BUE24F AR EUE
o SEPUATRE SCTRHMERALT (AT3E)
A % UUID WHE Z(5 B 2% WA SRR AT .

QAR EL%AE ESP32 st EAEAIBOAIRSCO:, AMBUEIME S, FESLARIFEIE T i3, I AT i)
g5 el ss e, ARl R R,

Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
ropert READ
e: (0x) 30, "0°
Descriptors:
Characteristic User Description i +
0x2901
e 0

6.9.2  ZiikI [ SLARIIFEE AF IR 55
TEARGE DA T 25K A 2 SURDIRE I A R 55 -

o WS BURT A I T AR 5 IR ST
o A& gk mfg_nvs.bin Xk
o T2k mfg_nvs.bin X
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e IR 58 1R 55 D S 1

e XENSE, B, HEEX=RE (server A, Server_B fll Server_C), WFIHX =4
R 55 4R WU HES o« fh T SRR S5 4RAE R AN S, 3 BLFRATT AGE L— M55 i, AR 55 T DA
Fie BRI T Lo

L @S5 5 3o
APl ST —AMEA OXFFOL 1 32 2R 55

index uuid_len uuid perm val_max_len val_cur_len value
31 16 0x2800 O0x01 2 2 FFO1

2. BSIFFAE BE I AVRHAEE
A E LT —~ UUID 3k 0xC300 [ a] Ferl SGHAE, HRHAE B E ) 0x30,

index uuid_len uuid perm val_max_len val_cur_len value
32 16 0x2803 Ox11 1 1 0A
33 16 0xC300 Ox11 1 1 30

3. WIFAEREIASF (Al ) .
ARG T % POsEHERCE , 505 0x0000 #7781 (notification) A7 (indication) HA% .

index uuid_len uuid perm val_max_len val cur_len value
34 16 0x2902 Ox11 2 2 0000

SEMPA BRGSOV AR FEIE T i 55 5 SCAE .

index uuid len uuid perm val_max_len val cur_len value
31 16 0x2800 0x01 2 2 FFO01
32 16 0x2803 Ox11 1 1 0A
33 16 0xC300 Ox11 1 1 30

34 16 0x2902 Ox11 2 2 0000

HRIE A C R R IB M GATTS FlE, R4 mfg_nvs.bin X4,

H: % mfg_nvs.bin 3¢

THS 7% & R mfg_nvs.bin SURAE A IRIIFEH T (S5 BCEL ) mEg_nvs . bin.

F & mfg_nvs.bin ({1}

ES% T 2 mfg_nvs.bin SCHY.
TESENE, FATENARIIFEE IR, R im ARG IS iR TR .

6.10  dnfaf Fi e Lo IX

ARSI AR 1 Ui L 12 B ESP-AT 24 at_customize.csv 24 H E X ESP32 S iy 731X . AP
FRFE PR EM R K.

— 45y X 3% partitions_at.csv RG], 7EULELRE 1A B partitions_at.bin SC{4. QER—F K EHE, &
SR Esh. Wi, AREHUE R partitions_at.csv,
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Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic y 4
UUID:

0000¢300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902

Value: Notifications and indications disabled

ESP-AT 24T — 243 X 3 at_customize.csv 477 A € XEHREY, BET—RHXHE,
FUE M ESP32 545 YA X, i BB HT AP IR E . SO 25 BB T R = AN R

o 57K at_customize.csv

o & m% at_customize.bin

o &3 at_customize.bin £ ESP32 1% &
o T

6.10.1 {& at_customize.csv
5% N RPN at_customize.csv,

2 1: at_customize.csv 15

£ e BBz

N © MIROOmI Lr:;:dc_sonﬁg/module esp32_default/at_customize.csv
* PICO-D4 - - - N
e SOLO-1
e MINI-1

ESP32 WROVER-32 module_config/module_wrover-

32/at_customize.csv
ESP32 ESP32-D2WD module_config/module_esp32-

d2wd/at_customize.csv

RIG, FEMERL at_customize.csv B 3G DA HLI

o B X H P43 X 1) Name fil Type ANH[HEH, {H SubType. Offset Fll Size A DA,
o TR BFRIRI—ASEE P IX, B T S E 4 AF ESP-IDF (esp_partition.h) HiiE
X

- WRCE L, HRFF Type {65 ESP-IDF [#4H[H .
- WRAKE S, K Type BE N 0x40,
* P X Name AN 16 477,
* at_customize 5 KIYBRIAK/INE LAE partitions_at.csv R, FMIHT HI P43 DRI AN 258 HH S o
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6.10.2 ’Epk at_customize.bin

&2 at_customize.csv J5, A PAE B4 ESP-AT LR {# ff python A gen_esp32part .py K4
at_customize.bin {4,

R A, #E ESP-AT TR H R FHATPA a4, B4 INPUT FI1 OUTPUT,

[python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT B A FARATI) at_customize.csv B¢ 3l SCHAA B4
« OUTPUT Bff i E iihy — B0l s CSV X Ry AR, AN ms, R FbrEs

6.10.3 %¢3% at_customize.bin £ ESP32 7%

Y% at_customize.bin "N #F| flash tf, KT AR —HEH S0 Bes®k 2 BSP32 %45, S E Tk AT B 2%
& . TFAAFBIL at_customize.bin SCLFHY R AL

2 2: A[EIBEH at_customize.bin 1T Z5 Ak

Fa L bk Kl
ESP32 . WROOM.32 0x20000 0xE0000
+ WROVER-32
« PICO-D4
* SOLO-1
* MINI-1

» ESP32-D2WD

FEHBEAE DR, WAI0FF at_customize.bin F#% F flash 5 A4 REf 2L AT 4

o AT+SYSFLASH: #2125 flash JA P 5 X
o AT+FS: P Z 4uditk

* SSL k55 #eh K i S

* BLE R 5#e K i

6.10.4 /i

AT AR 44 R test B9 4 KB 43X E] ESP32-WROOM-32 Big
B4k 3] ESP32-WROOM-32 HJ at_customize.csv 3, ¥ EH/ XK Name, Type. SubType, Offset #

Size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3D000, 4K
fatfs,data, fat, 0x70000, 576K

B4, EHYE ESP-AT TR, i YE ESP-AT iR H % N 47T python Hi4s4: i at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32_default/at_customize.csv at_customize.bin

K5, BSP-AT i H 44 % at_customize.bin,
H=H, % at_customize.bin % flash,
1E ESP-AT TR H K T HATA T ind, 4 PORT #1 BAUD,
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python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset —--after hard_reset --chip auto write_flash —--flash_mode dio ——
—flash_size detect —-—-flash_freq 40m 0x20000 ./at_customize.bin

* PORT Fr it Hyin 11 44 FK
* BAUD B milFrg.

6.11  fifuf 1)1 ESP-AT LK KyiiE

6.11.1 ik

ASCHYEAESG T M 7S M ESP-AT Ethernet, H il fay AL, /s AT A2 75 5 s o

6.11.2 4525 MiEJITFRet

1. ./build.py menuconfig -> Component config ->AT -> AT ethernet support &M PA
KIIE

2. ./build.py menuconfig->Component config->AT ->Ethernet PHY #&#:PL KM PHY.,
YEPELAK M PHY MULEHTE 2% PHY Bt &

3. BEHHIE esp-at LR (3% KilthiF ESP-AT T42), F5AE B E Rk BT AR HiE1 T .

PHY [ ¥y

i . /build.py menuconfig FLE AN HE M2 AR PHY Bibe, 08I AR S R 1 AN [ Y
BRI AT AN ] o

Espressif (¥ 5 58 {4 DA I & Mz BRIA B e B A2 ] IP101 PHY #3idk, ESP32 AT iz 2 3 H5PUFP UK
PHY: LAN8720, IP101, DP83848 il RTL8201, T TI{&1FA4:7=, TLK110 PHY &N L. 0
SR LA PHY, 527% ESP32-Ethernet-Kit V1.2 A['J5/ #7111

6.11.3 520 IR BIFNNR

ST R AL P 2 P B 18, T %M 1 3 % 3% DHCP 3R 2 0 TP M. 01585 46 20 TP
ML, 6 i DA 4 1 1820 PC ping 37T % 4.

6.12 gl B Im— APk 32 £y

ESP-AT TR A, 4k TR14H AR & SC ) factory_param_data.csv Fil module_config, #1155
TE ESP-AT TAEH SN HAS ESP32 BE2H ¥ 52 RE, WITREE MG LUl S S0 f4F. BLALIY)” ESP32 it “45
e

o BSP-AT TR K& LI mAidl, 45 BSP-AT @ B NS B4, 1R & Bk R0 B A

Ho EABGRMES, FATIERER, HSCRAEAME L.
* ESP-AT TAECU@ERCSCFFAURIAL, (B P/ 20 B BB e B -

ASCEFF UL AT AE ESP-AT TAE o ESP-AT £ 3CHF IR ESP32 08 /B AL AR IHT LA S0 Hf . R 3L
REEMBRINE I S 2 22 AT 04 % WIRCE MBI, SRESIHTAIRLLE 3085 o
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o §—: MBI AR
o D ELEAIGHZLNY OTA
o B F¥gAEMARE

6121 G5 FUEHIMEHLING) S

FTFHF ALY factory_param_data.csv , FEFEMEIIGIA—FT, MRIGLIRTEEBEEM XSE AR6IH, IR
platform % H & PLATFORM_ESP32, module_name ¥ & N ESP32-USER-DEFINED, HALSHILE
L FE (BHS LBBH T S HAE N2,

¢ platform: PLATFORM_ESP32
¢ module_name: ESP32-USER-DEFINED
* description:

e version: 4

* max_tx_power: 78

e uart_port: 1

e start_channel: 1

e channel_num: 13
 country_code: CN

e uart_baudrate: -1

e uart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.12.2 550 BCEHTHEEAL OTA

Tr at/src/at_default_config.c 1] esp_at_module_info ZEMfA D B & AEHE B, .
esp_at_module_info gy A$EHt oTA FFIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

M oTA ThEE, IRAE A58 ota_token FIFE =13 ota_ssl_token Wi%iXE N NULL,
FH—NZE module_name M5 factory_param_data.csv (A H ) module_name —ZF{.

T EBHNEN esp_at_module_info ZEHA,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

fendif
#if defined (CONFIG_IDF_TARGET ESP32C3)
fendif
#if defined (CONFIG_IDF TARGET ESP32C2)
#egéif

#if defined (CONFIG_IDF_TARGET ESP32C6)

(BT ID
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(B LEm)
#endif
#if defined (CONFIG_IDF_TARGET ESP32)
{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
—+SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

bi

J

2?CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%H%fCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E AL 304 at/private_include/at_ota_token.h H ,

#if defined (CONFIG_IDF_TARGET_ESP32)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT
#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.12.3 552 HriEA AL

TSI T ESP-AT TARASFHNF-G (RS R51) MFR. BB E A PR A S48 A2 e B0 7 ) i
SCPFRIRLE
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Chapter 6.

T gRIEAITIT A H B AT TAE

e BARE AR Xt R ERIAED B 31
ESP32 WROOM-32
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 PICO-D4
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 SOLO-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 MINI-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 WROVER-32
module_config/module_wrover-32/sdkconfig.defaults
module_config/module_wrover-32/sdkconfig_silence.defaults
ESP32 ESP32-D2WD
module_config/module_esp32-d2wd/sdkconfig.defaults
module_config/module_esp32-d2wd/sdkconfig_silence.defaults
ESP32 ESP32-SDIO
module_config/module_esp32-sdio/sdkconfig.defaults
module_config/module_esp32-sdio/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB
@ module_config/module_esp32c2-2mb/sdkconfig.defaults
module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB-
o) BLE module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults
ESP32- ESP32C2-4MB
@ module_config/module_esp32c2_default/sdkconfig.defaults
module_config/module_esp32c2_default/sdkconfig_silence.defaults
ESP32- MINI-1
C3 module_config/module_esp32c3_default/sdkconfig.defaults
module_config/module_esp32c3_default/sdkconfig_silence.defaults
ESP32- ESP32C3-SPI
C3 module_config/module_esp32c3-spi/sdkconfig.defaults
module_config/module_esp32c3-spi/sdkconfig_silence.defaults
ESP32- ESP32C3_RAINM
C3 - module_config/module_esp32c3_rainmaker/sdkconfig.defaults
module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
ESP32- ESP32C6-4MB
c6 module_config/module_esp32c6_default/sdkconfig.defaults
module_config/module_esp32c6_default/sdkconfig_silence.defaults

o Ypython build.py install FH] silence mode g 0 B}, FEZHELE XN BIEC B 4~ sdkconfig.
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https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
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https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c3_rainmaker/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c6_default/sdkconfig.defaults
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defaults,
o Mpython build.py install H 1] silence mode & 1 I}, 40 it & XF W 1 B & S8

sdkconfig_silence.defaults,

e, #HA module_config e, AT SCIFIORAFHUSLHBC B B E S (SCHIeaFR Rl
5), SRIGAEE A A B 34 IDF_VERSION., patch. at_customize.csv. partitions_at.csv. sdkconfig.defaults
PAM sdkconfig_silence.defaults

A, FATE RS M module_esp32_default S & H b gy Bl & SCHF, HFEGHA N
module_esp32-user—-defined. TEARFIH, HlE X} IDF_VERSION. patch, at_customize.csv fil par-
titions_at.csv IR, AT H F B sdkeonfig.defaults A1 sdkconfig_silence.defaults:

* ffifl module_esp32-user-defined L FHHIXFE, FEMBUANTFELE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_esp32-user—
—~defined/partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32-user—-defined/
—partitions_at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32-user—
—defined/at_customize.csv"

o RINBEH S £ % AT 44 i B

[CONFIG_AT_F S_COMMAND_SUPPORT=y

SERL ARG, I E AR ESP-AT TARA: e [l F . Afirh, FROTIEA AR AT [EF 5 =5 2%
IR BF, LRI DAESE PLATFORM_ESP32 fll ESP32-USER-DEFINED 4 % AT [Eff.

6.13 ESP32 SDIO AT 31

6.13.1 TWj4r

ESP32 SDIO AT {ii f SDIO 4 7i@ i, Hrr ESP32 fE% SDIO slave 5 MCU #4738 1= .
SDIO m[fifi fj —£R ek PUZ iz, Z/DFEE 4 #iZk: CMD. CLK. DATO £ DATI,

o WT—2, B 44 CMD. CLK. DATO #l DATI, Hift DATI fFK i ;
o XT KK, FEHYN DAT2 Al DAT3.

SDIO slave & AN ffrs

» CLK is GPIO14
+ CMD is GPIO15
« DATO is GPIO2
« DATI is GPIO4
« DAT2 is GPIO12 (k)
DAT3 is GPIO13 (pU4k)

6.13.2  fnf[fi i} SDIO AT

FEMiX SDIO AT {2 Hi, ¥ Jiif 2 i SD Pull-up Requirements [/ £ %} ESP32 B ¢ #EATAL P, 75 30
SDIO Ji 5 Ff 2 5 o
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Slave il

AT T H RNl ] UART {E N A& % A R, RAILAE L . /build.py menuconfig -> Component
config -> AT -> communicate method for AT command ->AT through SDIO ¥4 SDIO

YRR IR . ZJGERg i esp-at TR, BB ECEIHzTT.

Host ]

ESP-AT #3417 ESP32 il STM32 /£ SDIO host %] at_sdio_host % R, %}T ESP32 (%% R~ 6, AJPA
i AT TR esp-idf MUAR A T4 0% X STM32, FRATIHRAER) R ET STM32F103ZET, & [
Keil5 #4793 6% .

XFHA-G, ATAS AR B TIE R -

6.13.3 SDIO %2 I
Host fil]

1. ¥4k SDIO host
 SDIO host ¥k, 92 SDIO Bl AGMIA 1L, (13T 1 i 4 4. SDIO Bk . Bkt SD
mode,
2. ¥rRy SDIO i,
o X 32 BHE IR SDIO spec PHARHERZER, R SDIO slave HRT S %L
o PRAIT B Z, W5 SDIO host Al slave [FIITE R, IPA, MIFTTHESLE slave HIHEILSE
JEAEIFAA . — M host S{ERIENIHRMALIN , %645 slave 2520, FHIFMAHIFT SDIO .
3. R
o BEUCHE BRI DATL A (55 . 4B i (5505, host SSEECER ISR IT
{55, W PHE slave B EIEIE &%, host &1F ] CMD53 =251 slave 55 .
4. R
* SDIO AT DEMO v, Kt ¥l #8 LA, S8 host ] CMDS3 $H4U K ikid %
o EHEWEME, WIRKEEET, IR A FE slave M P F%, HLI host Fil slave S5E5 B FHiwI G
1k SDIO.
» {EVIFIAT+RST 5% AT+RESTORE fiy4 )57, host 1l slave thy FIFEF % H #7914 fk SDIO.

Slave

SDIO slave fJ4bFH-5 SDIO host 2:{pl, slave 4% F] SDIO host & 4 % J5 , @51 AT core 4554 %
JE4h AT core T4, FF AT core AbFRSE G, F-AIXEHRZ SDIO host,

1. #¥14&4k SDIO slave
e i sdio_slave_initialize #Ji54k SDIO slave driver,
e i/ sdio_slave_recv_register_buf FEMHEW A buffer, 5 T Pusa g &, ik
W T 2~ 4210% buffer.,
o JEHH sdio_slave_recv_load_buf Mz NIMIFENHE buffer, HEABICEHE.
* sdio_slave_set_host_intena ] Fi%E host i] F H i, T3 2HEHEPRE LK% F
Eﬁﬁ' SDIO_SLAVE_HOSTINT_SEND_NEW_PACKET,
» /] sdio_slave_start 7ERE{f FHIREN K% .
2. RikHAE
o A} SDIO slave & iEHEHEEZAFIEREY DMA 18], FrPAZEZSEHE AT dr it dm e D] n] g
DMA {5 NAFEH, SR)GIRH sdio_slave_transmit #H4741%.
3. Bl
o AT Ak SDIO i 45 AT core %, 7EH] sdio_slave_recv #IX SDIO $i#i
&, B T IR EE SRR R I E i % i B AT core,
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6.14 ffsBl OTA Jl-2

ATCH G ANl ESP32 R IBLRSCIL OTA JH&. H AT, ESP-AT #13%f AR T LA =4 OTA
fird. BRTDMREE F TR IEFRE A /) OTA fird.

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRSEE AT PR -

o OTA 4435 Yo B 39 7%
o {1 ESP-AT OTA 4% 4T OTA 4%

6.14.1 OTA A *FEE B i 3 5t

AT+USEROTA

Byl URL SEB OTA J14%. fn] ATHRE U EAE HTTP fR55as BRI, H ATz (0UCR A
SR IV . 5% AT+USEROTA JBUE L5 B

HTamdE T H P e X amd, Eal Ll & e at/sre/at_user_cmd.c JEAATED R SE I 4

WA PR s AT -

1. B4R T AW HTTP 5525
2. it URL,

F:
o GRS I E IR R IE R AR B, EFRERE, S REJCEM  AT+CIUPDATE iy
AT, ARG AE R AT+CIUPDATE #47 OTA S B2 T H O Ry % .

AT+CIUPDATE

I & ] iot.espressif.cn {7 BRIA HTTP R 55 2% . 1% 2 AT AT AR 740 X, i8] AT
at_customize.csv HFE X H FHE XK. WM RERMIRA, ZmdRH eIt
FIRFRMINA . W57 AT+CIUPDATE 3R 215 5 .
ST H & X bin SCHF, HEELT Rz —.
1. ¥4 iot.espressif.cn ¥4 %8 3 A HTTP R 5538 , JE9e A8 TR - (TSPl B © 1) AT+CIUPDATE
fird, S F at/sre/at_ota_cmd.c,
2. 1f iot.espressif.cn |- GId— 445, FJEEIL L 4% bin SCfE. (AiHE B E 1 TG EHE CLge i) i
TERENRSS 2% L OIS . ) T55% 18 M AT+CIUPDATE 34T OTA SH48 3REUE 25 5 .
M SN ST
L BREHRE RS, DTSR E R ARk,
2. BAHTIH S A e SO bin SCE, HEAT A G HTTP JI|R3525 -

3. BATOCRY HTTP 5585 . BR ¥ THBOS IR o IXSh, 845 BITHAE at_customize.csv SCHFE X
WP o SOor X

AT+WEBSERVER

Wiy 2T A D0 B g BRE /MR T AT [ B, a2 ERBETH Y R e 7 K Eh RE . TETT IR TT
LT, R web S5 25 6 HEURRT AT [8FF B % T-0L . 0] D\ B AT+ WEBSERVER
B Web Server AT 18] $REUHE 215 5.
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KT I E O HTML TR, i 2% /50 fs_image/index.html, kT 523045 H 01 AT+WEBSERVER
&l S %R at/src/at_web_server_cmd.c,

B AR5 BT
I ST AP OTA TH, Aol TRk

CIRAH

o WERGETIR I 0 AR R R R AT R, AETFSE IR, TR TCIA (] AT+CIUPDATE fiy
AT, ARG IR AE A AT+CIUPDATE #:47 OTA SH48 B7 T H I 4 .

6.14.2 {§i}fl ESP-AT OTA #i4 it OTA F1-4%
i)l AT+USEROTA 347 OTA -2

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

i ILAT+CIUPDATE iy J12% H 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] fot.espressif.cn H 3K
%) token fEL. VAN A PRIEIA T UNTAE iot.espressif.on b AIEBLA I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~Cisco WebEx Mestings  Espressif Systems i +

|OtBLleet if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,u;ﬁDED "
QERIENCES [——~ 7)

ST A AT

B 21: 77T iot.espressif.cn F 3

2. B B AR “oin”, ERAGINA T, HRAEHLIE AT .

i
o U Join IRER AR PR, WA i IEE, EEER KA.

3. wili M T EFRY “Device”, MRJ5 iy “Create” Aefl|E#— it
4. MR RHBEIE AN, T ETR:
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lot-Espressif WStat-  Join  Login

Join

Name Username [a-zA-Z0-9_]+

Email Email
Password Password
Join
& 22: i A iot.espressif.cn
|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”
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Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
" Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Datastreams

Device Status developing

Request Logs c
1 wait for request...
+ Create
. Key set you as owner
Meta-Info &
I I master 5802010b6eeB6C617583371ade41af4fe0942f2¢ (masier) I
owner 7189246496617d2482c6a3b38498f198173462 (owner)
+ Create
Bl 250 AN
Espressif Systems 391 Release release-v4.1.0.0

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 6. WA ZiFHIF & H O AT TR

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

S. M ZAE SR 4% 0 OTA bin U, BLEL AT OTA token 2581 AR AN R ANFT7R -

#57E: WM SSL OTA, #35 “The SSL token for AT OTA” 35 Bl & .

6. JH “Product” HEA ML, W NI/ . BATH B BRI, 76 “ROM Deploy” " A i 4~ Fil corename.
FAEIR S5 ) bin XFEGA A “ota.bin” HARLTE

ik
o WAREMET Y at_customize.csv FUE XIWH T HE LXK, HFER ota.bin Frif i H
P E XA bin SCEERPTT
o XIT corename FEt, BFEAUA THBIEIX 4) bin S0,

7. By ota.bin REHLRAE A A BIAS o
8. TE 75 LiZfTAT+USEROTA % . WIRMZSE %R, KR OTA FH¢.,

i

o & E %3] iot.espressif.cn [ bin SCEFZ PRI, 5 EE0E AT LI -
— WARTY app X, EHRF bin U4 E R ota.bin,
- WRALGH A& XWX, 155 bin U4 EHN at_customize.csv H1HY Name FE.
Fan, WRIY factory _Param 43X, iEHHRE N factory_ param.bin,
* ESP-AT R A TE A ] OTA pIXrpre iX#F, HIfi OTA i T EAMNREF K, J5lh ESP-AT [#]
P RBIE R IE T, EXT HE X3 X, BT ESP-AT WA &M, #H/OHIH.
o WUREFT RN PG I A e i bin S0, IR 2 E R AR RRACIRE , 0 %5 OTA token i3 ¥
i H 2y token fii .

f#iJl AT+WEBSERVER k47 OTA J}-4%

1% 3% AT+ WEBSERVER | Web Server AT 7= f5) 3IUE £ {5 5.
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, seral, desc pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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Id

9 Product {id: 3867, serial: 6b4dd7a9 }

KName esp_iot_test

Serial Bbddd7ad (In 8 hours)
Secret click to show secret
Description

Status develoging...

Activated / Total

Datastreams ROM Deploy

s Y Gure i

chore(beta): 1.0 codanamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

6.15 i g ESP-IDF JiliiAs

ESP-AT [{FH SR WY IT S HEAS (ESP-IDF ), 43/NASIK) ESP-AT [ R4 5 1) ESP-IDF i
Ao SR ZUE ] ESP-AT TREERIARY ESP-IDF A, AN WU By ESP-IDF JiiA, N4 libesp32_at_core.a
JE&)Z ) ESP-IDF Jift 4255 ESP-AT T#2#Y IDF JiAA—E00] RE & S 25 R f i A

H2, TERLLERRIRNS LT, ESP-IDF (/MRS BBt n] RESE I T ESP-AT T AR, WIRETHEER, A3
BN Z%

ESP-AT [& {4 Xt W ) ESP-IDF kgt 4 i % #F IDF_VERSION ({4, 31X L% 30 4 43 #fi £ module_config
A I TR O R BL A SO E e b % SO AR T OB [ 4 B & T ) ESP-IDF ) 4 2. AL
ID il ¢ s k. f 4, PLATFORM_ESP32 & B WROOM-32 A8 #H [y IDF_VERSION {i F mod-
ule_config/module_esp32_default/IDF_VERSION,

B FL AR ESP-AT [F]{4: 55387 ESP-IDF JiRAS, 4% BE DA T AL BRI

o FFFE4HA IDF_VERSION {4,

o MEFEEHHIL A 50, 3252 ID M L.

o Mk esp-at MHFEFIEAM esp-idf, PAEFIKGwiER 5 JE % IDF_VERSION 45 E 1
ESP-IDF Jifi 4%,

o HHT4RIE ESP-AT T A2,

WA, 24 ESP-AT jit 4~ #l ESP-IDF JRASADLHL, Faid iy 4R AT 1% .

[Please wait for the update to complete, which will take some time

6.16 ESP-AT [H1h2 5

ASCRAHCES T i) — ESP32 RN AT [P SCR a4 . BEPF . BRI 25
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6.16.1 ESP32 %I

ARATAZIAT ESP32 251 AT [ 1X 51

SeRp A A 4

ESP32-WROOM-32-AT-Vx.x.x.x.zip (<5 WROOM Bin)
ESP32-WROVER-32-AT-Vx.x.x.x.zip (A7 & # 5 WROVER Bin)
ESP32-PICO-D4-AT-Vx.x.x.x.zip (45 ¥} PICO-D4 Bin)
ESP32-SOLO-1-AT-Vx.x.x.x.zip (&35 f&# s SOLO-1 Bin
ESP32-MINI-1-AT-Vx.x.x.x.zip (ZA~75f&#K4 MINI-1 Bin)
ESP32-D2WD-AT-Vx.x.x.xzip (Z¥7f#5> D2WD Bin)

NERIM T E TG ESP32 251 AT FECFBOA SR Ay o8 (1] &0 F05) - BRI SCRHE AT DATERL
EAIGF ESP-AT TR LH M4 (9 30R). SR FmmaE (1O FRR), FRILAHYIH
(e SN SERA SR Ay S8 . IR EATHYEPFILAT B 4, SRR ER ZABAE L, FHE AT
G EATHIERI TR MR E T 5 A 2T OTA JH.

wmYE

WROOM WROVER PICO-D4 SOLO-1
Bin Bin Bin Bin

MINI-1 D2WD
Bin Bin

base

user

Wi-Fi

TCP-IP

mDNS

WPS
SmartConfig
ping

MQTT

HTTP

Bluetooth LE
Bluetooth LE
HID

BluFi

Bluetooth SPP
Bluetooth A2DP
ethernet
FileSystem
driver

WPAZ2 enterprise
Web server
WebSocket
OTA
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W2 5
it WROOM WROVER  PICO-D4 SOLO-1 MINI-1 Bin  D2WD Bin
Bin Bin Bin Bin
Flash 4 MB 4 MB 4 MB 4 MB 4 MB 2 MB
PSRAM [ x) 8 MB [ x) [ x) [ x) [ x)
UART %!
TX: 17 TX: 22 TX: 22 TX: 17 TX: 22 TX: 22
RX: 16 RX: 19 RX: 19 RX: 16 RX: 19 RX: 19
CTS: 15 CTS: 15 CTS: 15 CTS: 15 CTS: 15 CTS: 15
RTS: 14 RTS: 14 RTS: 14 RTS: 14 RTS: 14 RTS: 14
KRR

NI TE 7 A A ESP32 251 AT [EFERIA SRR A B0 e (1 & 0R) - BROAA SCRRE AT LA
ilitatpy T B BEUG RO (9 20R), URGERARIFEA (A O 2R). WTEeRi
HORBEZH , AT DA AR 3% 3% ESP-AT 142 1B R S M ICEL IS STHF

AN WROOM WROVER PICO-D4 SOLO-1 MINI-1 D2WD
Bin Bin Bin Bin Bin Bin

ESP32-WROOM-32
ESP32-WROOM-32D
ESP32-WROOM-32E
ESP32-WROOM-32U
ESP32-WROOM-32UE
ESP32-WROOM-32DA
ESP32-WROOM-32SE
ESP32-WROVER-E
ESP32-WROVER-IE
ESP32-WROVER-B
ESP32-WROVER-IB
ESP32-WROVER

ESP32-SOLO-1

ESP32-D2WD [ x]
ESP32-MINI-1

ESP32-MINI-1U

ESP32-PICO-D4
ESP32-PICO-V3-ZERO [ x]
ESP32-PICO-MINI-02
ESP32-PICO-MINI-02U

0000000

00000000

6.17 4nfaf ]\ GitHub b Z s Friint i A AT [ 1F

Hi - ESP-AT 1£ GitHub _FJe ] CT (P28, Rt ik AURD i % ) GitHub 52> A4 1 ESP-AT [E {1
i il A% o

VUART BT HE X, HEHSH TR T AT 8 a6 .
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R PR RIR A AT B, SRR 1 Ciy™ hh A7 RS IE ) i -
THPRATAF T RRAISIPECL B P 8EEE, TS 2 mT e )R i

PATT B T A GitHub N il A AT [

1. B GitHub k5

ETFHIRZ T, B0 GitHub KT, 57 28 (55 8 SRR
2. FTFFMITT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<» Code (%) Issues 50 il Pull requests 4 (® Actions [T Projects 07 wiki © security

¥ master ~ Go to file Add file = About

AT application for ESP32

@ xcguang Merge branch ‘docs/update_how_to_customize_ble... .. « 6daysago {91,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B  module_config fix: fix the issue of high power consumption when... 20 days ago
53 View license
B tools feature: Support compile on windows OS 7 months ago

& 30: ESP-AT GitHub B J5 T JH]

3. i “Actions” HEA “Actions” TI[H
4. il “Branch” JEEIRE L

BRINA master 43¢ QIR AEART #HE & 3 S IE I (s “Branch” iE AR E 73 3L
I workflow T Jfj .

5. dishEcEny workflow #E A workflow T[]
6. KRB B F )5, TE Artifacts GUH FP BRI AL

7. il BB I A AT [ 1

278 WIERAHLE Artifacts T A F B W IIEA], 55 % ESP-AT Bl £ 7 Sl E ¢
AT T

6.18 at.py T.H

at.py LEHETEMITELH 2 MB/4 MB AT 8724 (B build/factory H3F FH factory_ XXX.
bin) FHZFISEACE .. XEHCE AR Wi-Fi BUE . IEBMEARCE . UART flE . GATTS fit &%, X4
BRI FEMA JE R R TR oK), AT A at . py T HAB S EMA A )X Lo S 5L E
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H espressif/ esp-at @Watch ~ 44 | ¢ Star | 371 %P Fork | 251
<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae
¥ master ~ Go to file Add file About

AT application for ESP32 ESP-
0 xcguang Merge branch 'docs/update_how_to_customize ble s... ...  6Gdaysago Y% 1,473 IDF & ESP3252 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

& 31: fi5 Actions

B3 espressif/ esp-at @Watch ~ 44 7 Star | 371 Y Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch 'docs/update_how to_customize ... =TT B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch = Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... TV B 7 days ago
CIC++ CI #270: Commit 7135705 pushed by igrr . 3 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... S R et 1 EENT TS B 7 days ago
CIC++ CI 4260 Commit 4820237 pushed by igrr SR & amais
. =
K 34: A ey Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

K 35: i Workflow T ]

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status

Success

Total duration Artifacts
6m 25s 1
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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6.18.1 4Lk

R TP IR TE, SeAt at .oy THFHR. PR R0 a0 B e . Mt fsPRJERE R Linux
BEI .

o % —3F: Python %%

* Hi=¥: atpy Tk

e %= atpy B iEVLEA

o HvaF: atpy 15 E P ey B E T 1)
s FAY: BEIMFRE

6.18.2 %5—2p: Python Z¢%

MR A C 222256 5 Python, AT AR AR TR . 0, 54k Python B 5 S0y, 58/ Python /Y F 2k
2R, HEt B Python 3.10.0 s iR A .

BHSEIG, A ATEAR T A python —-version, #7% Python fii4s.

6.18.3 45 "2 atpy F#k
1fE] atpy DL, iy Download raw file 4, ¥ at.py U N B4 H.

e

Pull requests Issues Codespaces Marketplace Explore
Edit Pins ~
Code Issues 116 Pull requests (2 Discussions Actions Projects Wiki Security (2 Insights

Code at.py

master ‘ ustcew

: Code Blame
main

Configs

relink

esp_at_factory_bin_combine.py

aram_generate.py

&l 37: "F# at.py SCHF
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6.18.4 52 at.py JHILEBEW]

Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,
B F SR R A B U

6.18.5 VUL at.py e PF AL E B

Wk Wi-Fi ie B
WBBGE P A FE A E
147 UART fe &
1474 GATTS e 5.

i

AP NR A B L RS EEE, B, AaTPARIHME i Wi-Fi Bt & AHE B A4 i E
FHBEMMS RIS, WA ASEE LA, EAES ARNSEICE 2 A
B SEE, 7524 8] mfg_nvs H3R NH mfg_nvs.csv H1, XML,

e Wi-Fi ficE

MR E ) Wi-Fi S0 E AR R R

S I 152 RA

~~tx_power Wi-Fi [ K & 501 5% TG I ESP32 iy

--country_code Wi-Fi [HZAHE g W Wi-Fi [ Z XA ) ce B
--start_channel Wi-Fi jE i4 {58 S W Wi-Fi B Z XA F1#) schan 2B
--channel_number Wi-Fi [#) A E 85 R L, Wi-Fi [8] Z/H X A 33 nchan 52

Bilfw, FATRAREAI AR fir 4, Bk Wi-Fi iR K 62035 18 dBm, [EZRAA US, RIGHER 1, &
fRIEZCH 11:

python at.py modify _bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o -tx_power 72: BFAfij}2 0.25dBm, 72 F/~ 18 dBm
« --input factory_XXX.bin: i A ¥ [E{4 04

fesCE 15 R P
B R UE SR A I AN R R R
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SH Inge Rt
--server_ca TLS R%#51 CA IE+H server_ca.crt
--server_cert TLS AR #atiE+ server_cert.crt
--server_key TLS AR 525105540 server.key
--client_ca0 20 EBE iy CAE client_ca_00.crt
--client_cert0 %0 ER P umAYIES client_cert_00.crt
--client_keyO 20 EX R A client_key_00.key

--client_cal
--client_certl
--client_keyl
--mqtt_ca
--mqtt_cert
--mqtt_key
--wpa2_ca

--wpa2_cert
--wpa2_key

% 1 £ il CAES

% 1 EX PRIk

% 1 BK P ini %4

MQTT % i) CA k45
MQTT % F i k45

MQTT % it %5 4H
WPA2-Enterprise % /™' iiii f) CA
ik

WPA2-Enterprise % i (I 35
WPA2-Enterprise % )3 1 35 4H

client_ca_01.crt
client_cert_O01.crt
client_key_01.key
mqtt_ca.crt
mgqtt_client.crt
mgqtt_client.key
wpa2_ca.pem

wpa2_client.crt
wpa2_client.key

Blan, GRIAGEIPA R fiy%, B MQTT )ik CAGIES: . &) s uE R4 .

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt —--mgtt_cert mgtt/mgtt.crt —-
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

« --input factory_XXX.bin: #ij A 7 [& {43044

&k UART Ffic ¥

FEMH) UART [EEL, {ELEAT 4 45% 2 () UART BCE. MBS R E T R AR

S IngE bz

AT g4 1) UART 5 {XAE AT H & D [EEHAE AT dpd 08, {2
WS FRFGAIE R tx_pin fil rx_pin
%mﬁ%ﬂﬂiﬁﬂmmﬁm EH—%,
AT B Es%v HECE T rx, MR tx_pin FF%
il B 5 T3k IEWFIII (TE%&# i£4%) f) UART
[ tx 45 B — 2.

--uart_num

--baud AT 14 FTH AR JRUGE : 115200

--tx_pin AT 174 i TX &1 i B R IE RRIE B0 B RN 2 A HAh A5 B v 2

--IX_pin AT @4 ) RX 45 TR PRE AR5 TR B TN AR b A JA v 2

--Cts_pin AT 154 O CTS 4 1 T PRAIE R R A N S R A A Bl vh 2 . AN
IR, BRI SECh -1,

--rts_pin AT 1iy4 1) RTS 4 1 T PRIE R B0 B BN £ R A A Bl v 2 . AN

ARy, BESISECN -1,

B, EAIABE AR fir s, B2 AT fiy4 B BRRR N 921600, TX 4GRS 17, RX M 16, S5

python at.py modify_bin --baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

o —-input factory_XXX.bin: #j A E {3k
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&k GATTS fiti

EPRT, WA fT B SR AL S T IR 4 SCRY, T/ GATTS RYRCE S gatts_data.csv HHAYAA
By e
TR B GATTS Jit B4R 2 fis -

SH In&e

--gatts_cfg0 BT gatts_data.csv 3C4H index A 0 [ —4 T4k e
--gatts_cfgl T gatts_data.csv U index Sh 1 —4T740E
--gatts_cfg2 BT gatts_data.csv U index oh 2 —4T4HE
--gatts_cfg3 BHr atts_data.csv X index O 3 I—4T8HE
--gatts_cfgd T gatts_data.csv SO index O 4 B—F T8
--gatts_cfg5 T gatts_data.csv (T index K 5 I —4 TR
--gatts_cfg6 T gatts_data.csv L4 index K 6 [ —4TEkdE
--gatts_cfg7 T gatts_data.csv S H index °h 7 —4T4HE
--gatts_cfg8 BT gatts_data.csv U index O 8 I—4T8HE
--gatts_cfg9 BT gatts_data.csv SO index oh 9 B—ATEE
--gatts_cfg10 TPt catts_data.csv U index S 10 F—F T80
--gatts_cfgl1 T gatts_data.csv 3L index Ky 11 B—475dR
--gatts_cfgl2 BT gatts_data.csv U4 index o4 12 1—478E
--gatts_cfgl3 BB gatts_data.csv U index S 13 1—478E
--gatts_cfgl4 BHHT gatts_data.csv U index S 14 1—478HE
—-gatts_cfgl5 T eatts_data.csv U index Sy 15 —F T80
--gatts_cfg16 BT gatts_data.csv 3L index Ky 16 1—F75 R
--gatts_cfgl7 T gatts_data.csv SC{4H index Ky 17 B—475dR
--gatts_cfgl8 BT gatts_data.csv U4 index S 18 1—478HE
--gatts_cfg19 B HT atts_data.csv X index i 19 I—478HE
--gatts_cfg20 T gatts_data.csv U index S 20 F—F T8
--gatts_cfg21 BT gatts_data.csv SCEHT index K 21 P—4T5R
--gatts_cfg22 BT gatts_data.csv 3L index 2y 22 1—FT5dR
--gatts_cfg23 T gatts_data.csv U index O 23 —4T4E
--gatts_cfg24 BT gatts_data.csv U index S 24 1—4T8HE
--gatts_cfg25 BT atts_data.csv U index S 25 I—4T4 R
--gatts_cfg26 T catts_data.csv U index S 26 F—FTHE
--gatts_cfg27 BT gatts_data.csv 3L index Ky 27 H—4T5R
--gatts_cfg28 TH T gatts_data.csv 304 index 4 28 B —4 T4
--gatts_cfg29 BT gatts_data.csv U index b 29 —4T8E
--gatts_cfg30 BHHT gatts_data.csv CH index oA 30 H—4T 4R

B, ERTLAE AT a4, B index 2 0 4714 perm ALFR

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" --input factory_
—XXX.bin

« --input factory_XXX.bin: #ij A 7 {43044

R BEURE AT [E, o SR F O™ i B AT IS UE S fiE .
T PRAT AP R BT A SR A WP DA R B R E 1T e 2L T RE R M il

Shob: WIPRREk IR E A S, e SR .
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6.19 AT API Reference

6.19.1 Header File

» components/at/include/esp_at_core.h

6.19.2 Functions

void esp_at_module_init (const uint8_t *custom_version)
This function should be called only once.
S
custom_version —version information by custom
esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)
Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value -the value parsed

B

* ESP_AT_PARA_PARSE_RESULT_OK : succeed

* ESP_AT_PARA_PARSE_RESULT_FAIL : fail

* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)

Parse float parameter from command string.

SH
* para_index —the index of parameter
* value —the value parsed

Bl

e ESP_AT PARA_PARSE RESULT_OK : succeed
 ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

S8
len —data length
bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

BH

Espressif Systems 407 Release release-v4.1.0.0
Submit Document Feedback


https://github.com/espressif/esp-at/blob/4b09fc9e/components/at/include/esp_at_core.h
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 6. WA ZiFHIF & H O AT TR

* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-
MAX_DELAY.
Rl
e true : succeed
* false : fail
void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.
bool esp_at_custom_cmd_array_regist (const esp_ar_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)
regist at command set, which defined by custom,
S8
* custom_at_cmd_array —at command set
* cmd_num —command number
void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)
regist device operate functions set,

S
ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
S8
ops —custom operate functions set
uint32_t esp_at_get_version (void)
get at module version number,
Bl
at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint§_t result_code)
response AT process result,
S8
result_code —see esp_at_result_code_string_index
int32_t esp_at_port_write_data (uint8_t *data, int32_t len)

write data into device,

SH
e data —data buffer to be written
* len —data length

Rl

* >=(: the real length of the data written
* others : fail.

int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)

call pre_active_write_data_callback() first and then write data into device,

B8
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* data —data buffer to be written
* len —data length

* >=(: the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
S

* data —data buffer
* len —data length

i e >=0: the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,
B

timeout_msec —timeout time,The unit is millisecond.
Bl
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=(: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)

Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

B8

terminator —the line terminator
RA
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is “\r\n” .
P
the command line terminator

const esp_partition_t *esp_at_custom_partition_f£find (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char

*label)
Find the partition which is defined in at_customize.csv.
S8
* type —the type of the partition
* subtype —the subtype of the partition
¢ label —Partition label
S|

pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid for
the lifetime of the application
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void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_ DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

B
callback ~which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)

Get the version of the AT core library.

S
* buffer —buffer to store the version string
* size —size of the buffer

Bl

* > (: the real length of the version string
* others : fail

bool at_fatfs_mount (void)
Mount FATFS partition.

1 if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.

% Tk esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

£41:: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()

to unmount the partition when you don’ t need it.

&l
* true : succeed
* false : fail
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bool at_fatfs_unmount (void)
Unmount FATFS partition.

B
e true : succeed
* false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.

S
str —the string to be checked
R
e true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

6.19.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device
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int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(ar_sleep_mode_t mode)

callback before entering light sleep
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void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.19.4 Macros

at_min (x,y)
at_max (x,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT

Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress
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ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.19.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.19.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_ SLEEP
enumerator AT_LIGHT_ SLEEP
enumerator AT_MAX_ MODEM_SLEEP
enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_ MODULE_NUM
AT module

Espressif Systems 414
Submit Document Feedback

Release release-v4.1.0.0


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 6. WA ZiFHIF & H O AT TR

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_ SUB_PARA_LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT _SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_ SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_ SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:
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enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT_PARA PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_RESULT_CODE_OK
[13 OK b2

enumerator ESP_AT_RESULT CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_ CODE_FAIL
“ERROR”

enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

6.19.7 Header File

¢ components/at/include/esp_at.h

6.19.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name
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const char *esp_at_get_module_name_by_id (uint32_tid)
get module name by index
uint32_t esp_at_get_module_id (void)
get current module id
void esp_at_set_module_id (uint32_tid)
Set current module id.
S
id —[in] the module id to set
void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.
S8
buffer —[in] pointer to a module name string
void esp_at_main_preprocess (void)
some workarounds for esp-at project
at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)
get storage mode of mfg parameters
Bl
at_mfg_params_storage_mode_t
void esp_at_ready_ before (void)
Do some things before esp-at is ready.

$47¥: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.

void esp_at_log_write (esp_log_level_t level, const char *tag, const char *format, ...)

Write message into the log.

This function is not intended to be used directly. Instead, use one of ESP_AT_LOGE, ESP_AT_LOGW,
ESP_AT LOGI, ESP_AT_LOGD, ESP_AT_LOGYV macros.

This function or these macros should not be used from an interrupt.

esp_err_t esp_at_nvs_set_str (nvs_handle_t handle, const char *key, const char *value)
NVS operations for string and blob.

2L

nvs_set_str,nvs_get_str,nvs_set_blob,nvs_get_blob

$&7E: These functions can be overridden with custom implementations. For example: you can override these
functions to encrypt the data before writing to NVS (decrypt the data after reading from NVS).

esp_err_t esp_at_nvs_get_str (nvs_handle_t handle, const char *key, char *out_value, size_t *length)
esp_err_t esp_at_nvs_set_blob (nvs_handle_t handle, const char *key, const void *value, size_t length)

esp_err_t esp_at_nvs_get_blob (nvs_handle_t handle, const char *key, void *out_value, size_t *length)
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6.19.9 Macros

ESP_AT PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

ESP_AT_LOG_BUFFER_HEXDUMP (tag, buffer, buff_len, level)
Same to ESP_LOG_BUFFER_HEXDUMP, but only output when buffer is not NULL.

CONFIG_AT_ LOG_DEFAULT_LEVEL

ESP_AT_LOGE (tag, format, ...)
runtime macro to output logs at a specified level.

S
printf
S
* tag —tagof the log, which can be used to change the loglevel by esp_log_level_set
at runtime.
* format —format of the output log. See printf
e ... —variables to be replaced into the log. See print £

ESP_AT_LOGW (tag, format, ...)
ESP_AT_ LOGI (tag, format, ...)
ESP_AT_ LOGD (tag, format, ...)

ESP_AT_LOGV (tag, format, ...)

6.19.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE
enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_ IN_PARTITION

6.20  fyifof P R B

Espressif Systems 418 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 6. Qa4 & H O AT T

6.20.1 T4y

A (sﬂence mode) & ESP-AT [E {4 (1) —Fh 4 i Bl B0, 46 AT HE (BIAT B &% 2 HH
HE) 7k, B . WREH, RN I#FEI’ijJ\ EAUE RS 0 T W b =X
A [EI#FE’»JiC/J\

 TEpython build.py menuconfig > Component config > AT 452 T 28 FIAFEEN AT HhE.
o 3% /M HERISCE RN SCR LR T v

4 A ANEE R DIE R AT R X B

B s R
SHEEE (BIES TR AT HE IO i 114 (esp-at.bin) BYR/NVRIEMN, XA fiE
0), HEFFILACE: S FEGIE AT BLERE, R RN L

TSR B R A XK, AT 240
PBEM (miFEMAE).
o A (HDEE S W B4 (esp-at.bin) K AR S MHIER—28 AT i H &, H-21# CON-

1), RIEEILACE JNEHIN FIG_LOG_DEFAULT_LEVEL & 4%, M
T JCHE AR N 250 H 7, X S i
AT YJRERIMERE o

i R H &Rl

$ ./build.py build

(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition —--—
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
Error: app partition is too small for binary esp-at.bin size 0x135ae0:

— Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x5ae0)
ninja: build stopped: subcommand failed.

6.20.2 PlEE

o e B R A
— AbZhiF ESP-AT 142
TR =LA LE silence mode N No (#( ves) REEM (FFH) HEkEK.
— MW 4iF ESP-AT 145
TEATER 5.3 R AT, 18K esp-at/.github/workflows/build_template_esp32.yml 3 {4
silence_mode MIfH, K)ot ZE BB, B, ZHFEEREREGE, WIsEy:

— name: Configure prerequisites
run: |

# set module information

silence_mode=1

# set the silence_sdkconfig.defaults file path

silence_sdkconfig=module_config/module_<your_module_name>/sdkconfig__
—silence.defaults

mkdir build

echo -e "{\"platform\": \"PLATFORM_ESP32\", \"module\": \"${{ inputs.
—module_name }}\", \"silence\": $ }" > build/module_info. json

o WPIFARIELFI AT [ R BIEA E, SRIGPITAT+GMR fiv %, BRI E 1 e B
FEEEA .

J
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- WARE A ERRE, AT+GMR ar iR AL s—, Biln:

AT+GMR
AT version:3.5.0.0-dev (s—88bdead...

(more lines of version information)

OK
- WREE I, AT+GMR M R & s -, filhn:

AT+GMR
AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK

6.21 e % AT i H &

AL F B T A e H AR E R . A T ARECE 2 H TE I ESP-AT Tier HAEF R, § HIT%%
ESP-AT 142, E58 =Wt E TR B %64% silence mode 5 No., FE&5 A B E T A2 H, *ETE‘ A SEBRAT O
EFX PR H T B

o AT Wi-Fi 5% 383X
o AT M %&-Fy g ifiX
e AT BLE 5 4% 383X

* AT 30 FReiflik
o AT

AT H &, FMAT B &% 0 b, R 4 SO, A4k fiil DX R TX GPIO &,
0 THARZE N HE.

Stk RN HAERCEEIUS, A R R, RS\ R T, R T
Babt FERCE . b7 IR F G gk, S EORHS I L task wdt SHME.

e GBS, BN S, TR S BRI R . MR, TR PAYE python build.py
menuconfig > Component config>AT R FEFIANELN AT ThEERBUNEE /N,

6.21.1 AT Wi-Fi Jjig ik

o BERTRAE AT B E AT IR Wi-Fi O et Hdls H &

Component config > Log > Log Level > Default log verbosity > Info (EE Infoo
W E%ER)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi.
—statistics

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi_
—statistics > The interval of dumping Wi-Fi statistics (ms)

o BRI RAE VAN B E AT IS Wi-Fi g AR R H 25

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Supplicant > Print debug messages from WPA Supplicant

Espressif Systems 420 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 6. WA ZiFHIF & H O AT TR

Pk AEor A gy, )

2B %) Wi-Fi JGH, HARS E5% Wi-Fi 7 R,

6.21.2 AT Mgt

L]

TCP 4%,

e UDP /4%,

SSL )X,
ICMP /3%,
IWIP W 2438 4X,

TCP i

W #2 TCP jz%? TCP il (ﬂu SSL. HTTP, MQTT. WebSocket 25) 1% H (TX) Fl

145/\ (RX) %t

R, &AHHEHRHTE TCP HulitufF B, BF IP B KA.

TCP i K2 TCP J¥415 . TCP HffiA*5 . TCP ik H . H AR Al TCP AR5 0% (TCP flags),
Horr, TCP fRifi /2 CWR(128), ECN(64), Urgent(32), Ack(16). Push(8). Reset(4). SYN(2)

A1 FIN(1) R

Component config >
~Info W L% %)

Component config >
Component config > AT >
Component config > AT >
—Enable the TCP packet
Component config > AT >
—Enable the TCP packet

AT >

L

—numbers to monitor > 0

Enable ESP-AT Debug

Enable ESP-AT Debug > Enable
Enable ESP-AT Debug > Enable
debug messages

Enable ESP-AT Debug > Enable
debug messages > Specify the

Log > Log Level > Default log verbosity >

Network
Network

Network
list of

(=

Info
Debug
Debug >_

Debug >..
TCP port.

UDP ik

iy UDP 8+ UDP B’]T}fm)( (ﬁl] DHCP, DNS., SNTP, mDNS %) £ (TX) 95‘[]145/\

(RX) Bt R AT RCE,
P . H A5 AT UDP ﬁi‘Eﬁf

.

2y HG P47 E UDP B i B, Hrp s 1P Bk

-

~Info WLt %R)
Component config
Component config
Component config
—Enable the UDP
Component config > AT >
—Enable the UDP packet
— (UDP TX) port numbers
Component config > AT >
—Enable the UDP packet
— (UDP RX) port numbers

> AT >
> AT >
> AT >
packet

Enable ESP-AT Debug

Enable ESP-AT Debug > Enable
Enable ESP-AT Debug > Enable
debug messages

Enable ESP-AT Debug > Enable
debug messages > Specify the
to monitor

Enable ESP-AT Debug > Enable
debug messages > Specify the
to monitor

Component config > Log > Log Level > Default log verbosity >

Network
Network

Network
list of

Network
list of

Info

(=&
Debug
Debug >.

Debug >..
outgoing

Debug >..
incoming

UDP.

UDP.

SSL ik

AT AR AR BC L LAJT i SSL B ey il H 5
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Component config > Log > Log Level > Default log verbosity > Verbose
Component config > mbedTLS > Enable mbedTLS debugging

Component config > mbedTLS > Enable mbedTLS debugging > Set mbedTLS_
—debugging level > Verbose

ICMP ik

REATAE I LA BCE PAJT IS ICMP Z16E (AT+PING) H¥{ H 25

Component config > Log > Log Level > Default log verbosity > Info (EE_
~Info WLE%%)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >._
—Enable the ICMP packet debug messages

IWIP 45 ik

AN e A A b B A R ) H BT o R AR oK, T DAE % 4% Component  config
> LWIP >Enable LWIP Debug FEHTERREAE E .

6.21.3 AT BLE Jjfig ik

o BOTDAEIRAEAT A &350 EAEWITEHE, AiiHi BLE BT,
o BRTLAE M PARECE LAJT S BLE 4. 282, . Bk S B AR i H A

s R

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > HCI.
—layer > DEBUG

o SERTDAE A AR HCELATT IS BLE FERf i R A il il H 25

Component config > Log > Log Level > Default log verbosity > Debug

Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > HCI.
—layer > DEBUG

Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > SMP.
—layer > DEBUG

L J

(T DA T DA R I DAJF /2 BLE GATT J2A0H i H i

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > GATT.
—~layer > DEBUG

o BERTLAE A PATR B E LAJT IS AT BluFi SRR I H &

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > BLUFI.
—layer > DEBUG

. J

S DA B To vk R R ARk, AT ATERE 4R Component config>Bluetooth>Bluedroid
Options >BT DEBUG LOG LEVEL & HIHA i dR 1 A TC &

6.21.4 AT 11 Y fig i
o MEHEAEAT B 555 v RINE] AT i TX Joiksy MCU BRdismt, EnlIF e an T i :
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Component config > Log > Log Level > Default log verbosity > Info (& Info.
WU k% %)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.

—MCU (AT —-—--> MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.
—MCU (AT —-—--> MCU) > The maximum length of the data sent from AT to MCU to be.

—logged > 8192
MEAREAEAT A 5% 0 JRECAT jfad RX i3 MCU ZoRdant, SnlFF g Ml E :

Component config > Log > Log Level > Default log verbosity > Info (EX Infoo
~ W EFR)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data received by AT.

(

—from MCU (AT <-—-—- MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data received by AT.
—from MCU (AT <-——- MCU) > The maximum length of the data received by AT from.

—MCU to be logged > 8192

6.21.5  idon il
A1 PR TCP MR Bl BRI

it ESP BLUAAERRRR N 115200 DA AP R OL T, 1 TCP % i S M 55 4% 5. T TCP 1%
&, EABERE, I REBIRGIRS -

System
3 GO
AT Core '—113| ’
[ 3
G9
TCP/UDP - == =#» TCP/UDP
A
R4| 1S4
S2||R2 L Remote Host 58| [R8
Y 1
St [
Medium Interface "1 Medium R5 S5
Rl Y
UART UART X \
e = Link Interface d—li
SDIO SDIO ikl —» (( )) —S7
Sucket Socket Ethernet R6
R7
Host MCU ESP-AT AP Internet

Bl 38: B i

AN AT K TR -

o BSP-AT % 3% (TX) B4 S1 -> 82 -> 83 >S4 -> S5 > S6 -> S7 > S8
o BSP-AT 425 (RX) HI%3#37% N R8 -> R7 -> R6 -> R5 -> R4 ->R3 -> R2 -> R1

IR AT BB (RGBS . AT S0, 2. Wi-Fi %) st e, we% ol
FABAES, SR I T AT

o X SI/R1 (HR A ) :
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i 2 580 M #R MCU i) ESP R4l ik i EB 8 (TX -> RX 261% ), AR UART il {5 215
EH . WMREISE GEERIOVBIEF RAEIEER), Geagik. & I R a6 AR
it 1E . MCU il ESP ) UART &% KK . XUy Be B asiz . it A e,

« % S2R2 (AT 1))
JE AT 3% 2 83X BLE I EHrgm e AT BeE. Rl snt, @dAT B & 2 e HERAE RX
() MTX (&%) BdERGIER. WRERBIEESR, WA R 2SS . &g
Wik AT 5| KI8T, 57E esp-at/issues HEAZ issue.

o X S3/R3 (AT PEPIbEE):
TLFEH P R

o %fT S4-S5/R4-R5 (452
JEHTCP AKX BLE I B gnit AT B, Zseht, @idAT B 3% 2 it H &5 LwiP 2
LR SR IES . MR EIRE, HAE esp-at/issues $£3¢ issue,

o %fT S6/R6 (Wi-Fi )2):
JEtH Wi-Fi X BB I R miE AT B4, s, 2% 5k Wireshark (i H 555 ik 2S 4k
Patd, HEGAT B %2 B HESH Wi-Fi ZERE 2RI R R 87 Wi-Fi 2,
THTE esp-at/issues $£%Z issue; #5 )@ B k55 #s i, 5 HATHEA .

il 2: P8k BLE ¥4, iR

Yist: ESP AL BLE % i 5 AL AL @57, BLE BEREFINTIT 4%
o AR BLE WioTg s, Wil mms, IURAT 7 &3 o g0l H G 70 dr. HEH]
AECL S WT I RS, X 2L RS2 BLE @AY, Ak AT el . nfil:

[Disconnect reason = 0x13 }

o FAAERL BLE I 253 R, RN AT BLE o fe VAR, g% AT BE0E. 5
W, JIRAT B &% 2 P H #7047
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B - R liie AT ay 2 AR

Ik
WRBES 2 =T P s -G W E ) AT ay S MBEEA LMK, WA Rl ST,

425


https://www.espressif.com/zh-hans/contact-us/sales-questions

Chapter 7. 55 =77 I = -G 5 il fb AT v & Al
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Chapter 8

AT FAQ

o AT EfF
— ROGABLAIZA B H KA B, 4o T IRIRE ) a9 [E) 4 2
— 4ofTIR I AT B4R 25 ¢
— B L E 0y AT B 4o T 2%, 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3%5F busy = H 45 A ¢
- AT B, L9 EREH AN GAE RSB TmEL, A4
- ETRRAR LAy BRIN AT Bl L3R dr &, VA BRI G AR pe R T 46 33§ ¢
— I MCU %> ESP32 % &% AT %4 Fihw, A4 )RR 2
— Wi-Fi ¥ (4T¥F WIFI DISCONNECT) % H1t24 2
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
- REH AT 545 H TR = ARG R =78 ¢
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT &5 5k F 4 ho T AL 32 2
— AT AP B 2 R BTS2 (BRik: 115200)
— ESP32 1% A AT 0 5t NiE AR X, 4o REEa9 I S WA, ESP32 fe 4 By RT3 8 ¢

— KW T B P 334 TTIE 4% notify %o indicate T4 ¢
o FRAF

- ETRIEA oy AT B2 RS K flash % X 2

— AT B 4o fT & F error log ?

— AT f& ESP32 #540 v #4 UARTI ififZ% Br 5 ESP32 #24044 datasheet 23k UARTI &y T~ —%¢ 2
o MAE

— AT Wi-Fi i 35360F % 00 2

— ESP-AT BEl#F TCP £ i % O K/ T T A 2

— ESP32 AT Bvt S 4o T iM)iX BARAL 2

— e fTH5 7 ESP32 AT %3N TCP 348 5 5% K E 15 k3% 2
L)

— RS R T AR AR R v Rty AT 04 ©
ESP32 AT 4ofT45 E TLS WU ¢
AT B 4o fTi5 7 TCP 454 ¢
ESP32 AT %4 PPP%?
AT 4o fTiE 48R X8 & ¢
AT 3§ 5-4ofT 230, HTTP W & 4215 h e ¢

427



Chapter 8. AT FAQ

8.1 AT |1

8.1.1 IR BAT I AN, AR IS T A B0 ?

WIERAT B+ TEAT B BRI R [, ST %5 B AR % -

o GEAR RIS IC B AL R [ (4 (R ESP-AT B A 2 5%)
o BH HILEAT KR8 AT B+ 2 .

8.1.2  MfARI AT [l gh ?

esp-at 1l H DAYE AR AN T4 136 R A 28 A T AR B G P vh 40 e« BRI PE (LT esp-at/
components/at/lib/ HRT) ZMIRRY, FIFEITE.

8.1.3 B L ¥ AT WlfEanf F#E ?

o Jésk Windows Flash '3 T.H., #4045 50 7 Flash N2k THH 6 .
o PORHIEE S EAT T 5.

8.1.4 ey ESP-AT 4k il R BiAT bin 34 7

T A A, DU RO DL AR P BIEL A RO ) 2MB/AMB
B bin 304, {VF build/factory H3® N,

8.1.5 iy Ly ESP32-WROVE-E Ei#l L), HirTEIE R “flash read err,1000” j
25 T B I AT @ % ?

* ESP32-WROVER-E [{#i2H ] VA5 et ESP-AT [, FHtH I “flash read err” FE5 1%,

o WIRAHZELAE ] ESP32-WROVER-E BIZH[1 AT A 2PIRE, 1555 U F FERE RS (R oe s [l 4«
- FHEH;
— FIERM
- B E M

8.1.6 Bl " AT IR Fridss ?

o B SRR RS, RN SRR
o WPTRETFRIBE R, AT LA E O iy 4AT+ UART_CUR 5% AT+UART_DEF HEF7{&1k .
o BMEAAE,

8.2 AT w2 5w

8.2.1 AT /5 busy & 25 7

* 278 “busy” FURIEAEALPERI—FkanS, JCIAMAR YATHA . o AT ay S B2 2ertn, H
SePSERT— a2 Jm, A RO &S
o YUHEZRGATEIERRAR, REHRSIER “busy” 3k “ERROR”, AT OMHA, 34
KR AR
- O A AT+GMR (BA74F CRLF) (E#877), T AT+GMR (/747 CR LF) D42 K5
AT % 1, RAESPATIZ S BRI RS0 A58 M AT+GMR #24E, il 15
ZHEAE, PR FI WA, REHR “busy”. HARZRFC LM | AT+GMR
T8, PRSI ZA8AT, SRR O — AR S, REHR “ERROR”,
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- MCU %:i%x AT+CIPSEND J, Yi#| busy p.. Wi, MCU 525 Ak Xcdls. [ busy p.. i3
AR S AT, METE AT BIEF AT E—Z )G, MCU FEEH ik iy

4.

8.2.2 AT [ilfF, EWURRES a4 BB PifEe, Mha?

ERR CODE:0x010b0000
busy p...

o WEEARWRE” IEFEAR E—4md7.

o —BAEIL T A SR busyp-”, 278 ERR CODE J2PA AT IT T RIS .

o ISR RS AR Rtk ] TIXAME AR, WREMIRRLZ XA ST 2 R
THITAF IR AR S, B LR IE T E A AT fr

8.2.3 AEAFIBLAL ERERIN AT [ 1F SRR i 4, DLRWIBRE fir 4 AWIBAS R AS I 45 52
7

o ARGAE TR ESP-AT TEA [FIREALEBOA B (AR SRR fir &, T AS B ESP-AT B 2 7%
o ARG AR I G o M BCATT UG SR, ARSI IA BB TR e, &R PAS % release

notes,

8.2.4 1 MCU 43 ESP32 &4k AT a2 Joilknl, St 25K ?

24 MCU 45 ESP32 5 ik AT fiy & 5 T Wil METR TS, 7FEfRF SR :” ATv\n”,
W& E AT B & &R R R

8.2.5 Wi-Fi i) (JTE WIFI DISCONNECT) & hfl-2 ?

WAl DLFFAT B 3% v & FE P Wi-Fi WP R A, @ % 237 B “wifi disconnected,
rc:<reason_code>", ALY <reason_code> iEZ&% : Wi-Fi R [H{LHH,

8.2.6 Wi-Fi &% ULIT 3 25 Pk ] G4y Wk vk ?

* AMPDU ez PE L.
- QREK R8N SR AMPDU, 82 ESP32 AEFK AR A H I, H 3 X[ AMPDU LjfE.
— SRS 2e S AMPDU, {H 2 5% By 281 ESP32 2 6] /) AMPDU f& 5 {7 AE 2 bE A, A4z
WK A AMPDU ZifEE(# ESP32 (1) AMPDU Thfg. fR 245 ] ESP32 ) AMPDU
IhEE, 4 HAT%F ESP-AT 142, {ESB TRl E TR Bkt
x+ 25 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi->WiFi AMPDU RX
* phy mode FHEZE1E R Q1R B Hh #5F1 ESP32 2 [a] 1) phy mode f77EAEAS 1 0]/, P2 B )40 % th 2%
i) phy mode 5 # ESP32 [ phy mode. HIAREEY 5 ESP32 [¥) phy mode, i#5 % AT+ CWSTAPROTO
.

8.2.7 ESP-AT #4174 % + ESP-WIFI-MESH ?

ESP-AT 24 i A 57+ ESP-WIFI-MESH,
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8.2.8 EMA AT av A VEHER H 2z UL B s iz pil ?

MR AT B, BB 0LF R

o P =N HZ%: AT+MQTT aliyun,
s BR=MNHZ%: AT+MQTT QCloud,

8.2.9 AT an At Ml UL BRI RG I T R H h4 ?

A[PA. ESP32 i) Wi-Fi fll Bluetooth LE 3t i —#R Kk, W {ifi fHAT+RFPOWER fiy 43 E .

8.2.10 W Ulahxl AT 728 ESP32-WROOM-32 Eide vt ¥ b HID 8RB, ?
T PAWY, 8 Z% Bluetooth LE AT 474~ % . T X AN 842 7 B A0 s 4832 - https:/pan.baidu.
com/s/1 TgNE2DpJtVARGgB-jb8UIQ #ZHtfig : f6hu,

8.2.11  Jyifuf 5 I 2 BRI I P AS S £ AH vl DAAE G ¥ AN 2 1 ESP-AT R 52 £ 1% 4
7

BIANTE ESP32 R 51 SRy 4 WPA2 (ol itk th A5 DhAE, 75 4% 7L menuconfig H T /5% 20
B8 . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command support,.

8.2.12 AT iy APk AT i b2t 7

W PAZFZAT & & 53 BT P I SCPATEE .

8.2.13 AT firAvpih b P M T DLz 7 (BRik: 115200)

AT i 453 LAGBERE A8 i MBI .

o W—Fhiyyk, fal AT E 16y 4 AT+ UART_CUR 5 AT+ UART_DEF ,
o TR, ERTAE B R IE AT [, IFNGH: defT%HiF AT T2 5457 UART )%
HFEBE,

8.2.14 ESP32 fli}l] AT iy &k AELBLA, WOREZIIRIF, ESP32 G4y Al
WRHE R L 7

“WIFI DISCONNECT\r\n"”,
C WEEBNR, U fE ATV210 ZIFHN, v2.1.0 B2 WA TR G % 4

8.2.15 ADV ) kB Eld 31 v ZJn Wiz i e ?

AT+BLEADVDATA i34 345 adv 4k 25050k 31 735, WRHERE T K BS5, W
& | AT+BLESCANRSPDATA 4 %1% 'H .
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8.2.16 {IKLFEWE A % o i fnl fi fié notify Al indicate Hjfig ?

o (IRDIFERE A FHER B IERR T3, Bi8A notify fil indicate. XPFHERAE MRSt ]
B P A aRE R, (R A R IR ) B P i Al notification,
WELEE ccep BMH.

o MEBHHE notify, FE 0x01; WRTHFE indicate, FEE 0x02 (5 0x2902
ARAF) s WA RE notify WAEMHAE indicate, FFEE 0x03,

o b, ESP-AT WBRiAMIAR S, 0xC305 J27] notify [, 0xC306 &) indicate
B BT BB X NHE FTHRY 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// BARAL 0x01 AL 0x00 (W EEF A hex # KA EF WE A 0100)
OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// B 0x02 B AL 0x00 (£ E# A hex #% X B #iF % £: 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc £ server H Pl 4k # notify F indicate H ] 3% & #

8.3 mEfE
8.3.1 {EARRIBAL LIy AT [EIPFEERAE)Y flash 2K 7

o %I ESP32 AL, HFTLASHESP-AT B £ 5

8.3.2 AT [ f-infu#55 error log ?

» ESP32 7F download port £ error log, ZRiA UARTO & GPIO1, GPIO3,
o TR AT A P iE Ak

8.3.3 AT 1t ESP32 Eigl |1ty UART1 {5515 ESP32 Kigl (1) datasheet 2k i\ UART1
o .
EA—3 ?

« ESP32 % 10 Mt 1E%i% ESP-AT fOPAE, 7 DALE menuconfig rhif it 4k (HHL B IS4 UARTI
M THIICE, FrPARkS B 3R datasheet 57 IR — AL -
o IR I PAZ: ] factory_param_data.csv.

8.4 TEig
8.4.1 AT Wi-Fi ¥EBEEH 2 7

* TN FEHFT, AT Wi-Fi FEZFER SN 5 A EAESCERE H, Wi-Fi S AT % 2
PERE, PIZGEREE, BIRKLIERESZ AT,
o W[PAEIZAT+CWIAP () <jap_timeout> 24, LA H AT .
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8.4.2 ESP-AT [} TCP %k 11 K/l ELigdk ?

* TCP Ak % I M RIICTAE L a2 B0, 7520 M S ESP-AT AR OB [

o T DA H AL B menuconfig Z:4{, Component config > LWIP > TCP >Default send buffer
size,

8.4.3 ESP32 AT £ anfaf ik S 4L ?
o AT FEnb s s ma R 25 %, B esp-idf 1y iperf /R GIHEATINEL (F) AT WS, 355
BT, FEREAE RV R 1460 AT ESE KL ) .
o MR BFARNW L TR, B PASH 4ol TI2 & ESP-AT Bek bbb RAEREHE,
8.4.4 ESP32 AT #i\ltl1F Bluetooth LE UART & {414 KA H %L ?
WABIHEE R, BB IER3 8 2000000 ), ESP-AT Bluetooth -} 1% 4 284 0.56 Mbps,
ESP-AT Bluetooth LE P {£#5# # 4y 0.101 Mbps.

8.4.5 Infufzk ESP32 AT BRI\ TCP EfiaBtine Ktk ik ?

BOATFOLT . AT 1 TCP Xdls Bes AL i RO 6 Ik T A L DA 77 UEHT L TCP %
PEB A R R (HUEFERR : [3-12]):

o W B% A iE ESP-AT 42 SCRY T4 AT fF, £ 5 H, iR Maximn

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

* WS EMN M 4k ESP-AT TA42 SURY AAT9m 7% AT [, FESR TP EE —=/h ki, i Bk
CONFIG_LWIP_TCP_MAXRTX HJ{H.

8.5 1L

8.5.1 REZ.SN vl DLl WRRE 1L 1R L4 AT a4 7

o ESP32 % #% UART. SDIO #3815,

* AT BN P20 UART 33 DR G4 . P AnsRaG 24k A SDIO =34 SPI 4% 1 /T il
W, MTLABET ESP-AT BB S, PRI A4 4.

* WEHRHES% (1] ATSDIO £, fJ AT SPTH%H , = (i) AT 71 .

8.5.2 ESP32 AT DKM IyReamml i ?

AT BRAAE R AT B PAKMIIEERT, BB I Z AR BIaE, ERASH 4o T8 A
ESP-AT vA X IR Fy 4t

8.5.3 ESP-AT iifufit47 BQB i\ilE ?

" 2% ESP32 B2 1 BQB i Ak,
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8.54 ESP32 AT fnifulg TLS il A ?

9% 1%k BESP-AT T A2 ®}, W PAFE ./build.py menuconfig > Component config >
mbedTLS H3g N, W AKFATEEMHUA K A RE .

8.5.5 AT WPkl i TCP &% ?

* HAl AT BRIARER TCP FoRIERECH 5.
 ESP32 AT K 3 FF 16 4~ TCP 4%, 7] PAYE menuconfig HEF TR E , & AT :
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.6 ESP32 AT ¥ +f PPP 2

o R3H, W% pppos_client 7361 HATS2H..

8.5.7 AT Wil pEHEPIA H & 7

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§E Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAHZN AR/ log I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥f H.{k

TEEERAAYHER 7 log SF L EF] Debug.

8.5.8 AT R4 <8l HTTP Witk Jyie ?

o HEl AT 523w Fp 3
— i HTTP f#) Range “FBHE & B EHETEE , HAKTEE 2% AT+ HTTPCHEAD + #) .
— W[PAffi ] AT TCP £ 5454 F47#I3E HTTP GET 53K . fEESP32 1% & 3R Bk #h il X Fas &
FFHAETE N 6 HME TH 20, Iin—%: && M HAT+CIPSEND 4 EiE 1 HITH
1) HTTP GET 3K 245 55 i BT o ZERE ST, X MRS i 3K L) HTTP GET
TR EdE, MCU FELE T 23] F & AT+CIPRECVDATA iy 4 He SEHGX SO R HE , DAsEE G R IR 45 it
L4 R B R 580 MCU 3 Jo vk K A PRIV 0L o
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Chapter 9

Index of Abbreviations

A2DP
Advanced Audio Distribution Profile
FLE Y B
ADC
Analog-to-Digital Converter
BRI ety
ALPN
Application Layer Protocol Negotiation
I 2 SRR
AT
AT stands for “attention” .
AT J2 attention [H4EE .
AT command port
The port that is used to send AT commands and receive responses. More details are in the AT port introduction.
AT &g
WHRR AT fr 11, T AL AT fr o HHEIR Y AR 1 . B2 NHESHAT 50 .
AT log port
The port that is used to output log. More details are in the AT port introduction.
AT H&%hgH
WHEN AT HAED, T4 AT HERmH . EEZNEIHSHAT 350,
AT port
AT port is the general name of AT log port (that is used to output log) and AT command port (that is used to
send AT commands and receive responses). Please refer to #% #41% 4 for default AT port pins and 4={Ti% &
AT 3% 2 % jép for how to customize them.
AT il
AT S 52 AT Hisn o BTl Hi&) FAT st (T 50k AT Gr o FHEIOREL) ) SR,
HSH R EE TRIGAN AT 35 VSR, 2% 4efTiRE AT 3% 045 R T REMIT 8 AT i 1155
.
Bluetooth LE
Bluetooth Low Energy
R IhAEHEF
BluFi
Wi-Fi network configuration function via Bluetooth channel
BluFi 2 — T @ i ) Wi-Fi [ 25150 B ) g
Command Mode
Default operating mode of AT. In the command mode, any character received by the AT command port will
be treated as an AT command, and AT returns the command execution result to the AT command port. AT
enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.
 After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
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» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+ RST command
and restart the module.
» After sending the AT+BTSPPSEND execute command successfully and returns >.
¢ After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
[ SN
AT FEOATARR . AEay SR, AT iy g ] AR FAFER S 9 11 AT fir & AT Ab B,
[l AT S 4 1 & GO HMAT4aE R . AT RIS T, S 41X I AZIEREX .

* KIRAT+CIPSEND W E WY, W > 25
* RIKAT+CIPSEND $AATen 23, W > 25
* RIRAT+CIPSENDL % B4 13, ME >2Z )5
* RIRAT+CIPSENDEX #EMA I, & >2 )5
K iEAT+SAVETRANSLINK BEE A WY), FEE (AT+RST) 4, HHERZ G
* KIKAT+BTSPPSEND $ATa2 M2, WK > 2 )5
* RILAT+BLESPP A7), WK > 25
TR, Rik+++ i, SMBAEREX IR, BEAG S,
Data Mode
In the data mode, any character received by the AT command port will be treated as data (except for special
+++) instead of the AT command, and these data will be sent to the opposite end without modification. AT
enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.

 After sending the AT+CIPSEND execute command successfully and returns >.

 After sending the AT+CIPSENDL set command successfully and returns >.

o After sending the AT+CIPSENDEX set command successfully and returns >.

o After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command

and restart the module.

» After sending the AT+BTSPPSEND execute command successfully and returns >.

 After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.

B X

TERHRAATE AT A& o R AR AT PRSP AR RS (KR TRIRI+++ ), TR AT fir s,
XS T M) A . AT ZE RIS T, S M 42X BEARIE A X .

* RIKAT+CIPSEND & &4y, MK >2 )5
* JIRAT+CIPSEND $ATH2 13, HE > 25
o KIEAT+CIPSENDL B2, ME >2 )5
K 1BEAT+CIPSENDEX & S sh, BE >2 )G
o KiEAT+SAVETRANSLINK 1% &2 8, FRIEAT+RST a4, WA ERZ G
» RIEAT+BTSPPSEND HATan4 831, K > 2 )5
» RIEAT+BLESPP $0476n 41, W > 25
RPN, Rik+++ s, MBI RE, AKX
DHCP
Dynamic Host Configuration Protocol
A EHUAC E P
DNS
Domain Name System
44 R 5
DTIM
Delivery Traffic Indication Map
FUSIAY L TR NS
GATTC
Generic Attributes client
GATT % i
GATTS
Generic Attributes server
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HID

12C

ICMP

LwIP

LWT

MAC

mDNS

GATT It 55 %%

Human Interface Device

NHUEE 1

Inter-Integrated Circuit

&SN ISR

Intemet Control Message Protocol

PR 190 4 4 SC PR

A Lightweight TCP/IP stack
— MR TCP/IP Ptk

Last Will and Testament
buat]

Media Access Control

MAC Hiik

Multicast Domain Name System

Z 1 DNS

manufacturing nvs

MSB

MTU

NVS

Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private keys, GATTS
data, module information, Wi-Fi configurations, UART configurations, etc. The default values of these con-
figurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin file and
downloaded to the flash at the address defined in at_customize.csv.

—/NE T 77 NVS. manufacturing nvs HrAEfig T AT [ FRERIA BT 20 BT AIESS . #L8H. GATTS
BdE. HAfEE . Wi-Fi it ®. UART %, XSt R, BRAETE raw_data B, 2B T
mfg_nvs.bin, BEFF| at_customize.csv FE LI E .

Most Significant Bit
R R

maximum transmission unit

iCIN L LW

Non-Volatile Storage

D) KA kA

Normal Transmission Mode

Default Transmission Mode

In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.

During a normal transmission, if the connection breaks, ESP32 will give a prompt and will not attempt to
reconnect.

More details are in Transmission Mode Shift Diagram.

il ek

OWE

ERIME FsE

TEE LA, AP RAKE AT fvd. Blan, F P el PAETAT+CIPSEND fiv4, K%k AT fiy
A TR MCU il B A% 50 i . AL Fnxtim B 8t , 2xlad AT A4 1R B 25 MCU, [F] B
2ty +IPD {5 5.

HeE AL AR, NS IEENIIT, ESP32 A& EIE, HHURIEZKIT.

WL A5 5% Transmission Mode Shift Diagram.,

Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.

Espressif Systems 437 Release release-v4.1.0.0

Submit Document Feedback


https://github.com/espressif/esp-at/tree/4b09fc9e/components/customized_partitions/raw_data
https://github.com/espressif/esp-at/tree/4b09fc9e/components/customized_partitions/raw_data
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32

Chapter 9. Index of Abbreviations

More details are in Wikipedia.
Pl PETo Lt . OWE 2—Fh Wi-Fi ARifE, B PR ti sl Z A A (532 B ORI, A2 HoAt b 5
IUEAR
WEZNAWSH YEH AR

Passthrough Mode
Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

AL
RN “F e AR
TEBLWET, HPRREASIVE AT i, B TR +++ fyd. AT a4 HRCE R BT Y MCU
iﬁ%ﬁ%ﬁﬁ%%ﬂﬁﬁ, e B ki, AL ER S AR 2l i AT S D e o, & [ml
#5 MCU,
Wi-Fi F Ry, PR ESWIT, ESP32 M8 % Py, S AEHIc i, U i
A+++ B A, WS ; ESP32 ARG AT, 2 R PAIRESR RN T B A e 52, I B i
A+++ B ER .
WL A5 5% Transmission Mode Shift Diagram.,

Transmission Mode Shift Diagram

]
AT+SAVETRANSLINK=1l... '
AT+RST i

& 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (5@ &34 X))
e Passthrough Receiving Mode (i% 15 10542 X))
e Passthrough Mode (1542 X))
e AT+CIPMODE
e AT+CIPSEND
¢ +++
e AT+SAVETRANSLINK
Passthrough Receiving Mode
The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
AL P
A0 A A A3 X A 1 AR X, Z ]I — NI AR
B LR, AT ANRER AL 2 L fxtom; (H AT a] AR SR B A4 0 smi s, il AT 6y
A0 TR [ 45 MCU, £ A 4445 55 Transmission Mode Shift Diagram.,
PBC
Push Button Configuration
T E
PCI Authentication
Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication modes except
OPEN and WEP.
PCIIAIE, 7E ESP-AT TR 451 2Fk OPEN Al WEP PASMY) Wi-Fi IAUERE .
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PKI

PLCP

PMF

PSK

PWM

QoS

RTC

SMP

SNI

SNTP

SPI

SPP

SSL

A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.

More details are in Public Key Infrastructure.

NIRRT . APRHERER (PKD) 2—dmiErr. . 5%, EHBCE S RfEd
BUEREEER , HHWE TS, S8, 8. . FA R EeHiE .

WENGIGSH AT EPERE.

Physical Layer Convergence Procedure

PLCP #i, RI#EZE SR

protected management frame

SZ ORI A R

Pre-shared Key
B R, S

Pulse-Width Modulation
kv i B i

Quality of Service

i 55 Jot i

Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.

SIS, S SoC Wiy — AL, FEATAE AR T HRRERRIN PR 1F T A

Security Manager Protocol

LAY

Server Name Indication

W55 A 4 R s

Simple Network Time Protocol

] BP0 28 ] FApAL

Serial Peripheral Interface
ERATAMREE D

Serial Port Profile

SPP {48, BIH I #pi%

Secure Sockets Layer

SSL i, Bl A7 Il

system message

Data sent via AT command port to MCU. Each system message usually ends with \r\n. Detailed system
message descriptions are available at AT Messages.

RS

TLS

URC

UTC

UUID

AT i 4 1 A AE MCU 98l A RGN EEH LA \r\n &5 PRI RGN EULIIILAT 7% &

Transport Layer Security

TLS H#pil, R )= 24l

Unsolicited Result Code
R R GG, — A BIZH L MCU [ H LR [H]

Coordinated Universal Time

i S
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universally unique identifier
A Y EE— TR
WEP
Wired-Equivalent Privacy
WEP 7=k, B &R0
WPA
Wi-Fi Protected Access
Wi-Fi {47151
WPA2
Wi-Fi Protected Access 11
Wi-Fi {47175 1T
WPS
Wi-Fi Protected Setup
Wi-Fi fR{FIE
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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10.6  TAERR

XTHFEMATTSR (AREF) R, B, SR RS E (B EARRTEdE £k .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

10.7 S5 =Ji R AFRIBAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

10.8 Bt

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

10.9 A 9 3 L i

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

10.10 5 WIS

AT RS A E MR, A ST

10.11 W)y oiit

5i 2RO PHABEL I U E S A R ARl RS S B RS, 7R T PRI
SR B AR S A !
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
‘% NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] S++

SEEEEEEEERERRR
.....-.-.----“

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o

. Vﬂﬁ TCP/IP SR AN 2% o

RE 5 i b g A 21 W U A2 BR A B ML 5 o
. EHLXT fir 44 [ 5. 5 T AT
o PRI HE AT i34

11.1  3:Aih Espressif ¥4 iR

BT ESP-AT Z4b, REEDRIRUL T HABER TS, DA A B RINTK

 ESP-Hosted Jj &1 ffi /R 55 R 50 FVEMANT FHL RS M L 5 VML BERR - ARiF EAL s (T
Linux 7 247 58 fcdas i 48 MCU) @3 FR7ER2 10 (40 SPI, SDIO 5% UART) 7%/l Wi-Fi #1 Bluetooth/BLE
IhEE. NI W ESP-Hosted GitHub,

* ESP-IoT-Bridge Jj & 24X} IoT [ 35 50 T B4 N 254 11 2 (Rl %42 5 {5, 40 SPI. SDIO,
USB. Wi-Fi, PAKRSEMZ5HE: 1, FEiZff )y %, Bridge 45 ERT UK H B S a P2 4t E I ThRE,
MORTPAVE R AR AR 55 25 R Ak A7 i & . 1A WL ESP-10T-Bridge GitHub,
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— [ —  —

AT + CONNECT = CONTROL

B abcdef...

[OK]

/] 2: ESP-AT fir4

IR Ty ST AN F A AR GEAA A I TEoR o X T A BEAE AR UTC RS I T4k AT [ ASME AT
Fr, AT ARREE L5 RE T RIAR L H AR B A E AT R

* genindex
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A

A2DP, 435

ADC, 435

ALPN, 435

AT, 435

AT command port, 435

AT log port, 435

AT port, 435

AT 443,435

AT HE¥H,435

AT 3% 1,435

AT_BUFFER_ON_STACK_SIZE (C macro) ,418

at_fatfs_mount (C++ function) ,410

at_fatfs_unmount (C++ function) , 410

at_get_data_len_fn_t (C++ type) ,414

at_get_mfg_params_storage_mode (C++
function) , 417

at_handle_result_code (C++ function) ,
411

at_max (C macro) ,413

C

Command Mode, 435
CONFIG_AT_LOG_DEFAULT_LEVEL (C macro),
418

D

Data Mode, 436
DHCP, 436

DNS, 436

DTIM, 436

E

ESP_AT_CMD_ERROR_CMD_EXEC_FATIL (C
macro) , 413

ESP_AT_CMD_ERROR_CMD_OP_ERROR (C
macro) , 413

ESP_AT_CMD_ERROR_CMD_PROCESSING (C
macro) , 413

ESP_AT_CMD_ERROR_CMD_UNSUPPORT (C
macro) , 413

at_mfg_params_storage_mode_t::AT_PARAMSIN. MFGCNIYSERROR_NON_FINISH (C macro),

(C++ enumerator) ,418

413

at_mfg_params_storage_mode_t: :AT_PARAMSEIN FARIMY IERROR_NOT_FOUND_AT (C

(C++ enumerator) ,418

macro) , 413

at_mfg_params_storage_mode_t: :AT_PARAMSINONET CMD ERROR_OK (c macro) ,413

(C++ enumerator) ,418
at_mfg_params_storage_mode_t (C++
enum) , 418
at_min (C macro) ,413
at_read_data_fn_t (C++ type) , 414
at_sleep_mode_t::AT_DISABLE_SLEEP (C++
enumerator) , 414
at_sleep_mode_t::AT_LIGHT_SLEEP (C++
enumerator) ,414
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator) ,414
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator) ,414
at_sleep_mode_t::AT_SLEEP_MAX (C++
enumerator) ,414
at_sleep_mode_t (C++ enum) ,414
at_str_is_null (C++ function) ,4l11
at_write_data_fn_t (C++ type) ,414

B

Bluetooth LE, 435
BluFi, 435

ESP_AT_CMD_ERROR_PARA_INVALID (C
macro) , 413
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro)
,413
ESP_AT_CMD_ERROR_PARA_NUM(C macro),413
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (C
macro) , 413
ESP_AT_CMD_ERROR_PARA_TYPE (C macro) ,
413
esp_at_cmd_struct::at_cmdName (C++
member) , 411
esp_at_cmd_struct:
member) , 411
esp_at_cmd_struct:
member) , 411
esp_at_cmd_struct:
member) , 411
esp_at_cmd_struct:
member) ,411
esp_at_cmd_struct (C++ struct) ,411
esp_at_custom_ble_ops_regist (C++
function) , 408

tat_exeCmd (C++
rat_gqueryCmd (C++
rat_setupCmd (C++

tat_testCmd (C++
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esp_at_custom_ble_ops_struct::connect_dsp_at_error_code: :ESP_AT_SUB_CMD_PROCESSING

(C++ member) ,412 (C++ enumerator) ,415
esp_at_custom_ble_ops_struct::disconnecsmlat_error_code: :ESP_AT_SUB_COMMON_ERROR

(C++ member) ,412 (C++ enumerator) ,415
esp_at_custom_ble_ops_struct::recv_datesp_at_error_code: :ESP_AT_SUB_NO_AT

(C++ member) ,412 (C++ enumerator) ,415
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