ESP32-C3

ESP-AT |

H

_’_A

D)

ESPRESSIF

Release release-v4.1.0.0

IREER R
2025 4 08 J{ 13 H



Table of contents

Table of contents

1

YNRE ]
ESP-AT 2ff4 ... ...
BeRBER ...

1.1
1.2

1.3

1.4

1.2.1
1.2.2
1.2.3

MR ...
AT BFJ7 S
WH IR .

REPEER: . ...

1.3.1
1.3.2

[COGRIS - S
ESP32-C3 £% . .

TEES ...

1.4.1
1.4.2
143

AT [8l
ROGHEMSE .o

2.1

2.2

3.1

2.1.1
2.1.2
2.1.3

PECAT ..

B AT IR o o o e e e
Koy AT BRI . . o

SRR L L. L

ESP32-C3-MINI-1 &% . . . .

1T AT HRAS KA

AT BRI . . oL

AT G4
A AT iy 45 ... . ..

3.1.1
3.1.2
3.13
3.14
3.1.5
3.1.6
3.1.7
3.1.8
3.1.9
3.1.10
3.1.11
3.1.12
3.1.13
3.1.14
3.1.15
3.1.16
3.1.17
3.1.18
3.1.19
3.1.20
3.1.21
3.1.22

M.
AT: il AT jH3h

AT+RST: TR . . .
AT+GMR: BEAGEE . . o
AT+CMD: 4 HIEF SR T A S a8 . ..o
AT+GSLP: A Deep-sleep B2 . . . . . . . . . .. .. ...
ATE: JFEBEH AT HRBIIRE . . . o o o oo
AT+RESTORE: MREH ] BEE . . o o oo
AT+SAVETRANSLINK : %% JF4L Wi-Fi/Bluetooth LE # & (5E .. . . . . ..
AT+TRANSINTVL: #rE St FroseE Z e . . . . o o o e e
AT+UART_CUR: % UART Mpiilait e, Apffs flash .. .00 ..
AT+UART _DEF: % UART BRARCE, (#fF% flash. . . . . . ... ... .. ...
AT+SLEEP: ¥ EMEIRFII . . . . o o o
AT+SYSRAM: FEIfJHEZSIEIE FIREDL - o o o o e e e
AT+SYSMSG: Brifj/i il A S .
AT+SYSMSGFILTER: JFHEEEMARGHEESIE . ... ..o
AT+SYSMSGFILTERCFG: #ifj/fii s AN E T Ese . . ...
AT+SYSFLASH: #¥ifjali%5 flash I P40 . .. . oo
AT+SYSMFG: 5]l #5 manufacturing nvs 70K . . ..o .. ...
AT+RFPOWER: i/ B RETX POWEr « o o o o oo e e e

PEEH ...
AT: RF 4R HE




32

33

3023 UEHH L, 39
3.124 AT+SYSROLLBACK: [FIVEFIDABIIEML: . . . o oo . 40
3.1.25 AT+SYSTIMESTAMP: #rifj/iFEARISEE . . . . . .. o L, 40
3.126 AT+SYSLOG: R akzs ] AT SR8 R . . o o o o e 41
3.1.27 AT+SLEEPWKCFG: i Light-sleep Mol JEAIMAEE GPIO . . . . . . ... .. ... 43
3.1.28 AT+SYSSTORE: B SEfEfbti . . . . . . . . 43
3.1.29 AT+SYSREG: BB2F1F0% © o o o o 45
3.1.30 AT+SYSTEMP: BHUH A NEERCIEEM . . . o o o e e 45
Wi-Fi AT S8 o oo e e e 46
320 IR ., 46
322  AT+CWINIT: ¥JIGLAEPE Wi-FiOREIFET . . . o o o o o e e e . 46
323 AT+CWMODE: Z#rifij/ ik E Wi-Fi £i3 (Station/SoftAP/Station+SoftAP) . . . . . .. 47
324  AT+CWSTATE: #if Wi-FiOIRSHI WiI-Fi{EE . ... .. o oo 48
3.2.5 AT+CWCONFIG: #rif)/i%E Wi-Fi 535 sh e fsuralfEmte) . . . . . .. .. 49
326  AT+CWIAP: 3 AP . . . . . 50
32,7 AT+CWRECONNCFG: #ifj/i%E Wi-Fi EIERE . . . . . o . 52
3.2.8 AT+CWLAPOPT: & AT+CWLAP 4 REE . . . . . . . ... 53
32.9  AT+CWLAP: FHMEI I AP . . 54
3.2.10 AT+CWQAP: WiFF5 AP BUTES: . . . 56
3.2.11 AT+CWSAP: Jil'H ESP32-C3 SoftAP B4 . . . o o v v oo 56
3.2.12 AT+CWLIF: #ifj %3 5] ESP32-C3 SoftAP ff) station {58, . . . . . .. ... .... 57
3.2.13 AT+CWQIF: W station 5 ESP32-C3 SoftAP (135482 . . . . . . . . . . .. .. ... 57
32.14 AT+CWDHCP: RHI/ZAH DHCP . . . . . . e 58
3.2.15 AT+CWDHCPS: #rifi/ix & ESP32-C3 SoftAP DHCP 4 it IPv4 #iikysE .. . . 59
3.2.16 AT+CWAUTOCONN: #rifj/i 8 FHESEHIER AP . . . ... .. ... 60
3.2.17 AT+CWAPPROTO: #rif/#5 % SoftAP i 802.11 b/g/m Hislhru . . . ... .. 61
3.2.18 AT+CWSTAPROTO: % Station i\~ 802.11 b/g/m thislhriE . . . . . . .. ... 62
3.2.19 AT+CIPSTAMAC: #rifij/i% & ESP32-C3 Station [ MAC #utlk . . . ... ... ... 62
3.220 AT+CIPAPMAC: #rifj/$5 % ESP32-C3 SoftAP ) MAC Huhl . . . . ... ... ... 63
3221 AT+CIPSTA: #rifj/i5fE ESP32-C3 Station [ IP Huhl . . . . ... ... ... .... 64
3.2.22 AT+CIPAP: #rif/i% & ESP32-C3 SoftAP i IP bkl . . . . . . ... ... ... ... 65
3.2.23 AT+CWSTARTSMART: FFfF SmartConfig . . . . . o oo oo 66
3.2.24 AT+CWSTOPSMART: {2 SmartConfig . . . . . . . . v v v .. 67
3225 AT+WPS: WE WPSIHRE . . . . . . . 68
3226 AT+CWIEAP: &4 WPA2 VAR AP . . . . o e 69
3227 AT+CWHOSTNAME: #rifij/i% & ESP32-C3 Station [ FHLZFR . . . . . . . .. .. 71
3.2.28 AT+CWCOUNTRY: /i Wi-Fi EZRMAM . . . . . .. 72
TCP/IP AT 512 o o o o e e e e e 73
330 I . 73
332  AT+CIPV6: EH/ZEF IPVO 2% (IPVO) .« © o o o o e e e e e 74
3.3.3  AT+CIPSTATE: #riff TCP/UDP/SSL #4555, . o o o v o o e e . 74
334  AT+CIPDOMAIN: $ZMMT . . o o o o o 75
3.3.5 AT+CIPSTART: 7+ TCP 4. UDPAL#El SSLiEH: . . . . . . .. . ... ... 76
3.3.6  AT+CIPSTARTEX: 77 HE4 E ID 1y TCP %3, UDP f&45a SSL &R .. .. 80
337  UCEPEARAE] -+ BEBEEE 80
3.3.8 AT+CIPSEND: fEis@fEimpitoh Wi-Fi s B Feesds .. ... ... .. 80
339 AT+CIPSENDL: fE¥sifehitist FHATESERKEGE .. . . . o . 82
3.3.10 AT+CIPSENDLCFG: #'% AT+CIPSENDL & @it . . . . . . . ... ... ... 83
3.3.11 AT+CIPSENDEX: {EM @ittt R MY R & e . ... ... ... 84
3.3.12 AT+CIPCLOSE: 2[4 TCP/UDP/SSL ¥E3% . . o v o oo e e e 84
3.3.13 AT+CIFSR: #FifiAsih IP HudibFI MAC HuhE . . . . . . o 85
3.3.14 AT+CIPMUX: JERI/ZEH i .. oo . 86
3.3.15 AT+CIPSERVER: Z:vi/3M] TCP 5% SSL IRST5E . . . o o o oo . 87
3.3.16 AT+CIPSERVERMAXCONN: Zifij/i% & R 558 FLVF B i REREE . . . . . .. 88
3.3.17 AT+CIPMODE: il B . . . 89
3.3.18 AT+CIPSTO: #rifi)/i% & At TCP/SSL R4S #eABIIEFE] . . . . . . .. .. ... ... 90
3.3.19 AT+CIPSNTPCFG: #rif/i%Em XA SNTP IR45% . . . . . . ... . ... 91
3320 AT+CIPSNTPTIME: 5] SNTP HJ[H] . . . . o o o oo e e e e e 92




34

3.3.21
3.3.22
3.3.23
33.24
3.3.25
3.3.26
3.3.27
3.3.28
3.3.29
3.3.30
3.3.31
3332
3.3.33
3334
3.3.35
3.3.36
3.3.37
3.3.38
3.3.39

AT+CIPSNTPINTV : ZFif/i% % SNTP B[a][FmEME . . . . . . ..
AT+CIPFWVER: ZFffRE2EAM AT BERA ... .
AT+CIUPDATE: it Wi-Fi FFREE . . o .
AT+CIPDINFO: #'5 +IPD S ETEE . . o o e e e e e e e
AT+CIPSSLCCONF: #ifj/i5 8 SSL & Pt & . . . o o o oo oo
AT+CIPSSLCCIPHER :  #5ifi)/i% & SSL % F i () 25 i 4 {4 (Cipher Suite) . . . . . . .
AT+CIPSSLCCN: Z5if)/i% B SSL & s 2y 44 (common name) . . . . . . . . . .
AT+CIPSSLCSNI: Zrifi)/i% 8 SSL & F I SN © . o o oo oo
AT+CIPSSLCALPN: ZFif)/BE 5 SSL Z 1 ALPN . . . . . o oo
AT+CIPSSLCPSK : Zif/i% ' SSL & iy PSK (FAGE M) . ... . ... ..
AT+CIPSSLCPSKHEX : i)/ & SSL & Fit ) PSK (-FAsibflmg=) .. ... ..
AT+CIPRECONNINTV: #rif)/$5 & Wi-Fi %442 T % TCP/UDP/SSL & &[] [F .
AT+CIPRECVTYPE: #Eifj/i BBl . . . . ...
AT+CIPRECVDATA: BB shB it PR 8dE . . . . .. ...
AT+CIPRECVLEN: #ifjgshizloiit FEEF8IR0KE . . . . ... ...
AT+PING: ping ¥BEEHL . . . . o
AT+CIPDNS: Zrfl/ARE DNS JRESHMEE . . .
AT+MDNS: HE mDNSINEE . . . . . .
AT+CIPTCPOPT: /BRI . . . .. .

Bluetooth® Low Energy AT A58 . . . . . . . . .

34.1

342

343

344

3.4.5

3.4.6

3.4.7

3438

349

3.4.10
34.11
3.4.12
3.4.13
3.4.14
3.4.15
3.4.16
3.4.17
3.4.18
3.4.19
3.4.20
3421
3.4.22
3.4.23
3.4.24
3.4.25
3.4.26
3.4.27
3.4.28
3.4.29
3.4.30
3.4.31
3.4.32
3.4.33
3.4.34
3.4.35
3.4.36
3.4.37
3.4.38

< R
AT+BLEINIT: Bluetooth LE ¥JHE4L . . . . o o o o .
AT+BLEADDR: %% Bluetooth LE #4853ttt . . . . . . . ... ... ..
AT4+BLENAME: #5if)/i% % Bluetooth LE 45 4FF . . . o o o o o v o e e e e e
AT+BLESCANPARAM: #if/1% % Bluetooth LE SFHES%0 . . . . . . ... . . ...
AT+BLESCAN: f#ifig Bluetooth LE 9 . . . . . o o oo o
AT+BLESCANRSPDATA : #'% Bluetooth LE FHEMR . . . . . o oo oot .
AT+BLEADVPARAM: Z5if]/#% % Bluetooth LE " 3&&%0 . . . . . . . .. ... ...
AT+BLEADVDATA: %% Bluetooth LE J 5% . . . . . . . . . ... . ... ...
AT+BLEADVDATAEX: Hzhi%® Bluetooth LE J 4% . . . . . . . . ... ...
AT+BLEADVSTART: JF%4 Bluetooth LE 4& . . . . . o o oo
AT+BLEADVSTOP: {2 Bluetooth LE "% . . . . . .. ... . ... ... .....
AT+BLECONN: 737 Bluetooth LE #E3: . . . . . . oo
AT+BLECONNPARAM: F5ifil/5 3§ Bluetooth LE #E8:2:%% . . . . . . . .. ... ..
AT+BLEDISCONN: Wi Bluetooth LE 3402 . . . . . . . .. . ... ... ......
AT+BLEDATALEN: % Bluetooth LE ¥4 K . . . . .. .o .
AT+BLECFGMTU: %% Bluetooth LEMTU K- . . . . . .. ... .. ... ....
AT+BLEGATTSSRVCRE: GATTS fJ#/]k5s . . . ... ... ... ... ... .. ..
AT+BLEGATTSSRVSTART: GATTS RS . . o o o oo
AT+BLEGATTSSRVSTOP: GATTS {2 1FHR% . . . o oo o
AT+BLEGATTSSRV: GATTS BHUHRS . . . o oo
AT+BLEGATTSCHAR: GATTS BIURSHEE . . . . . o o o .
AT+BLEGATTSNTFY : [z 4545 notify RS FHEEHAR oG . . - o o oo oo
AT+BLEGATTSIND: I 45#% indicate JR&SHFFAEMEA R 0 - - o o o o o oo ot
AT+BLEGATTSSETATTR: GATTS %8 R4S . . . o o o oo e
AT+BLEGATTCPRIMSRV: GATTC ZIEARS . .. . . .. o ..
AT+BLEGATTCINCLSRV: GATTC KB &MMRS ... . .. ..o
AT+BLEGATTCCHAR: GATTC RZHURSFHME . . . . . ..o oo
AT+BLEGATTCRD: GATTC fEHUIRSHREM . . . . . . . o oo
AT+BLEGATTCWR: GATTC BREHEHEME . . . . oo e
AT+BLESPPCFG: #rifij/i%H BluetoothLESPP &% . . . . . . . . . . .. ... ...
AT+BLESPP: i A Bluetooth LESPP #ist . . . . . . . . ... . . ...
AT+BLESECPARAM: #5if/i% & Bluetooth LE IS . . . . . . . ... .. ...
AT+BLEENC: %2 Bluetooth LE B3R . . . . ... .. ... ... . . . ... ..
AT+BLEENCRSP: [0l X} 45 AR ELRTER . . . o oo
AT+BLEKEYREPLY: St & RIEEE . . . e
AT+BLECONFREPLY : #5145 M EHA G R (BBgiEsmer) ... . .. ..
AT+BLEENCDEV: ZFif)485€ ) Bluetooth LE I 451035 . . . . . .. . .. ..




3.5

3.6

3.7

3.8

39

3439 AT+BLEENCCLEAR: &[4 Bluetooth LE WIS 4535 . . o . o oo oo oo 141

3.4.40 AT+BLESETKEY: %% Bluetooth LE #7SHIRIE4H . . . . . . .. ... ... ... 142
3.4.41 AT+BLEHIDINIT: Bluetooth LE HID ¥ I&fk . . . . . . ... ... ... ... 143
3.4.42 AT+BLEHIDKB: %% Bluetooth LEHID 4845 (5 . . . . . . . ... ... ... ... 144
3.4.43 AT+BLEHIDMUS: %% Bluetooth LEHID BARSE. . . . . . . . . ... ... ... 144
3.4.44 AT+BLEHIDCONSUMER: % i% Bluetooth LE HID consumer {Z &, . .. .. ... .. 145
3.4.45 AT+BLUFL: FFEEEM BIUFL . . . o o oo 146
3.4.46 AT+BLUFINAME: #rifj/ & BluFi & ZF8 . . . o o oo oo 147
3.4.47 AT+BLUFISEND: %% BluFi fHF HEXESE . . . . o o o . 148
3.4.48 AT+BLEPERIODICDATA: 3% Bluetooth LE B #AM: #6508 . . . . . . .. .. .. 148
3.4.49 AT+BLEPERIODICSTART: JFJE B BAME 46 . . . . o o o o oo . 149
3.4.50 AT+BLEPERIODICSTOP: {& || MM #& R . . . . . . oo o . 149
3.4.51 AT+BLESYNCSTART: JFJBREA MM 3 . . . . . . oo .. 150
3.4.52 AT+BLESYNCSTOP: - E A 3G R . . . o o o oo . 150
3.4.53 AT+BLEREADPHY: Zrif 4 miiE il PHY . . . . . . . oo .. 151
3.4.54 AT+BLESETPHY: ¥ & 4uiiEREM PHY . . . . . . .. 152
MQTT AT 6585 . . o o o o o 152
351 IR . 153
3.52  AT+MQTTUSERCFG: '8 MQTT HFEME . . o o o o oo 153
3.53 AT+MQTTLONGCLIENTID: & MQTT & ID . . . o o oo 154
3.5.4  AT+MQTTLONGUSERNAME: %% MQTT &EH % .« o o o oo oo oo 154
3.5.5 AT+MQTTLONGPASSWORD: P8 MQTT BFE&L . . . . . . .. ... ... 155
3.5.6  AT+MQTTCONNCFG: % MQTT EEM: . . o o o o o e . 156
3.5.7 AT+MQTTALPN: %% MQTT W 2R (ALPN) ... ... ... ..... 156
358  AT+MQTTSNI: $#£% MQTT RE2eZFr4g7 (SNI) . . . ... oo . 157
359 AT+MQTTCONN: %3 MQTT Broker . . . . . . .. ovvvuu .. 158
3.5.10 AT+MQTTPUB: %7 MQTT 58 (Z4FER) . o o o oo . 159
3.5.11 AT+MQTTPUBRAW: %K MQTT B . . . o o o oo oo 159
3.5.12 AT+MQTTSUB: ][ MQTTTOPIC . . « v v v v v e e e e e e e e 160
3.5.13 AT+MQTTUNSUB: BUGETTHE MQTT TOPIC . « « v v v oo oo e e e e 161
3.5.14 AT+MQTTCLEAN: Wi MQTT 4 . . . . o o oo e e e e 162
3.5.15 MOQTT AT B5HR0 . . o o o 162
3516 MQTT AT PEHH . . . o o o o e e 164
HTTP AT 585 . . o o o o o 164
3.6.1 IR . 164
3.6.2  AT+HTTPCLIENT: %3k HTTP & miE=R . . . . oo oo oo oo 164
3.6.3  AT+HTTPGETSIZE: #KHUHTTP WIE RN o o o oo e e e e 165
3.64  AT+HTTPCGET: ZRHUHTTP %EUE . . . . o oo e e e e e 166
3.6.5 AT+HTTPCPOST: Post F§EKJEM HTTP 0 . . . . . . . .. . .. .. ... ... 167
3.6.6 AT+HTTPCPUT: Put 1§ EKEWHTTP 5ds . . . . . . . . ... ... ... ... 167
3.6.7 AT+HTTPURLCFEG: &R HTITPURL . . . . . oo 168
3.6.8 AT+HTTPCHEAD: i%E/E#JHTTP 35k .. .o oo o 169
3.6.9 AT+HTTPCFG: i&# HTTP % Fumlitd . . . . . . . ... . 170
3.6.10 HTTP AT 5505 . . o o o o 170
THEZRGE AT G545 .« o e 171
370 NG e, 171
372  AT+FS: SCHEREGEAE . . . . . . 171
3.73 AT+FSMOUNT: #:#i/#l# FS SXFRGE . . . . . o . 172
WebSocket AT 55 . . . . . o 173
381 IR . 173
3.82 AT+WSCFG: JiiH WebSocket Z4L . . . . . . . . . oo 173
3.8.3 AT+WSHEAD: %% /%) WebSocket iRk . . . . . . . . .. ... ... ... ... 174
3.84  AT+WSOPEN: ZFf/FTH—A4 WebSocket ¥4 . . . . . o o v vt 175
3.8.5 AT+WSSEND: [i] WebSocket #5365 . . . . . . . o o . 176
3.8.6 AT+WSCLOSE: [ WebSocket 42 . . . . . . . o o o o s o 177
EAMNERE AT A2 . e 177
390 N ., 178
392 AT+FACTPLCP: REHK PLCP sk PLCP . . . . . . . o i 178




3.10 DREN AT A2 . o o o 178
3000 AT . 179
3.10.2 AT+DRVADC: {ZBUADCHEIEE . . - . o o oo e e e 179
3.10.3 AT+DRVPWMINIT: #4540 PWM ORENEE . . . . . 180
3.104 AT+DRVPWMDUTY: #E PWM H45E oo 180
3.10.5 AT+DRVPWMFADE: & PWMMIAZ . . ... ... ... .. .. ... 181
3.10.6 AT+DRVI2CINIT: #JU&fe 12C EMLBREN . . . . . .. 181
3.10.7 AT+DRVI2CRD: iEEUIR2CHHRE . . . . . o 182
3.10.8 AT+DRVI2CWRDATA: BA RCHEIE . . . . . . 183
3.10.9 AT+DRVI2CWRBYTES: B AA#T 4 FHHRCEIE . . . . . . . ... .. .. 183
3.10.10 AT+DRVSPICONFGPIO: fif# SPIGPIO . . . . . . . oo oot 184
3.10.11 AT+DRVSPINIT: #J4i4k SPT FHLEKSS . . . . .o oo oo 185
3.10.12 AT+DRVSPIRD: ZHUSPIEHE . . . . . . o 185
3.10.13 AT+DRVSPIWR: B A SPIEMHE . . . . . . . . . 186

301 Web IRE2E AT 652 o o o o e e e 187
3ALL VR . 187
3.11.2  AT+WEBSERVER: J& JI/2% {3 1:f Web R4 S80S Wi-Fi 4 . . . . ... ... .. 187

302 P AT G2 o 188
3021 AV . 188
3.12.2 AT+USERRAM: #EH PSS RAM . . . . e e e 188
3.12.3 AT+USEROTA: ##Ed55 URL FFLEE . . . . o o . 190
3.124 AT+USERWKMCUCFG: #:8 AT Mifit MCU BB . . . . . o o o . 191
3.12.5 AT+USERMCUSLEEP: MCU 3575 H OBEIRIRAS .« o o o o o o e e e 192
3.12.6  AT+USERDOCS: Friff[l{FX I oo~ sz: .. ..o 193

303 AT 193

3.14 ZEUE EARAEAE flash T AT 652 . . . . o 194

305 AT B .« o o o 194

306 AT HiE . o oo 197

AT @y % il 199

4.1 AT NV EERIERIRE] . . . 199
411 BEHERSGNESE, S HTTP SE FEINEE . . . . . 199

42 TCP-IP AT 7R . o o o o 201
421 ESP32-C3 ¥ #AEN TCP BT ATER: . . . . 201
422 ESP32-C3 M #AEN TCP IREHB T LR . . . o 203
423 i IP MRS OB UDP S . . . o 205
424 FEig IP HHEFIE CORTARE) UDP S . . o o o 206
425 ESP32-C3 r#ER SSL & P BAVESE . . . . L 208
42.6 ESP32-C3 ¥ #AEN SSL RGBT 211 . . . . . . 210
427  ESP32-C3 ¥ #54E R SSL & Py SUARAEBATERE . . . . 212
4.2.8  ESP32-C3 ¥t451EN SSL RS e B WA IEZ 1R . . . . oo oo 214
429 ESP32-C3 #t£51EN TCP & i, FEAL MR, SCB UART Wi-Fiafsfe . .. .. .. 216
4210 ESP32-C3 % #4E0 TCP R44e, S UARTWi-Fialfe . . . . .. ... ... ... 217
4211 ESP32-C3 % #4} softAP #£ UDP &4 528 UART Wi-Fi 4% . . . .. ... .. 219
4212 ESP32-C3 &£ BU s i e 8l . . . . . o o o 221
4213 ESP32-C3 ##7FJ= mDNS Ifig, PC il illk4 85 21 TCP IR&28 . . . .. 222

43 Bluetooth LE AT 7RM . o o o oo o 224
4301 FBIIY o 224
432 Bluetooth LE B it GRS ERAEE . . . . - . . . o 225
433 Bluetooth LE iR IEGRSERAEAE . . . . - . o . o o 229
434  Bluetooth LE FEFEMIZE . . . . 234
435 W4~ ESP32-C3 | % M2 [al @~y SPP 4%, LK 7E UART-Bluetooth LE i &5t

AR . 238

43.6 ESP32-C3 5FH# 7 SPP %1%, PAMATE UART-Bluetooth LE i /&1 TG H# ke 242

437  ESP32-C3 MIF-HL2 )77 Bluetooth LE HEREHFEENT . . . o o o o oo o oo 245

44 MQTTAT RB .« o o o e e e 247

4.4.1  HT TCP iy MQTT #f: (FEAMAE MQTT {H) (M THEELD) ... 247
442 BT TCP iy MQTT 4 (FEAMAIE MQTT ) (&M THIE=ELZ) .. .. 248




443  FF TLS Yy MQTT i#E4; (FEAMAE MQTTARBL) ... .. .. .. . .. .. 250

444 EFWSSHIMQTT I .« o o oo 251
45 MQTT AT HEBZTRB] © o o o e 253
451 M AWSIoT 3REGIE DA K endpoint . . . . . . . . . ... 253
452 i MQTT AT iy F WA ME#ERE AWSToT . . . ... oo oo L. 254
4.6  Web Server AT 7R . . o o o o 255
461  ERABIESSIEFT WEFLECR . . . 258
4.6.2 AEHWSESIEST OTA FEEFFL . . . . o 259
463 HHMGE/AVERFIT WLEFECR . . . 264
464  FRMEIEFET OTA BAFFH . . . o o 279
4.6.5 BSP32-C3 ffiff] Captive Portal ZHHE . . . . . . . . . . . . ... ... 280
47 HTTP AT 7R . o o o o o e e 280
471 HTTP &)/ HEAD 53R 7% - o o e 281
472 HTTP % GET R - . o o 282
4773  HTTP % il POST 53K vk (GEMT POST Z&8de) .. . ... ... ... ... 283
474 HTTP % /um POST ik vk (M=) ... .o o o o 284
475 HTTP & P PUT 3k 53 GERTIREIEEM) .. ..o oo 286
47.6 HTTP %/ PUT sk 5y (3R oo . 287
477  HTTP &/ DELETE R VE .« . o o o o e e e e 289
4.8  WebSocket AT 7R« o o o v o e e 290
481 T TCP ) WebSocket 3 . . . . . . .. 290
482 T TLS i) WebSocket ¥4 (FHHEERL) . . . . o o 291
4.9 Sleep AT 7R . . o o o e 295
491 FITY o 295
4.9.2 FF Wi-Fi 0B N Modem-sleep 552 . . . . . . ... 296
493  7E Wi-Fi BisU F 80 Light-sleep 55 . . . . . . .. ... . 297
494  FEWEFIEASTHE N Light-sleep 1558 . . . . .. ... 297
495 AEWEFIEREATRE N Light-sleep 558 . . . . ... ... 298
49.6 EE N Deep-sleep Bz, . . . ... 299
410 ATTRMRB] . o o e 300
410.1 BIFi IR . o oo o 300
4.10.2 SmartConfig Fill% . . . . . . L 302
4103 SOftAP T . o v o 303
4104 WPSTEI . . o oo 303
ESP-AT Jli A i 305
5.0 BB . o o o, 305
5.2 FRAZIEFUEAAST . o 305
53 BURAFHR . . o 305
53.1  BSP-AT BARFESHL . . o o 305
532 BSP-AT BARASCABL . o o 306
54 STERIRR . . o 306
55 BEFEMETAT B .. . 307
56 TTHIAT BRASELT « o o o o e e e 307
5.6.1 B BSEEEGItHub IS L . 307
562 BTH SEESEBMLIGEEL .. .. 308
563  HETH BHRIEANI 308
TR RDER A O AT TR 311
6.1  AHBZRIFESP-AT THE .« o oo 311
6.1.1  BEAIE . . 311
6.1.2 - ESP-IDFHSEATT « o o o o o e 311
6.13 AT FREUESP-AT . . . o o oo oo e 312
6.1.4 T GEEIE L L 312
6.1.5  ABDUM: JEBERAS 313
6.1.6 BT TETHRL . . 313
6.1.7  EANH T GRIETRE e 314
6.1.8 LM BEFERIE 314

Vi



6.2

6.3

6.4

6.5

6.6

6.7

6.8

6.9

6.10

6.11

6.12

6.13

6.14
6.15

6.16
6.17

6.1.9  buildpy T HTE ... 314

I 413E ESP-AT TAE . . . o o e 315
6.2.1  TEAHAETE . . e 315
622 b TR GitHub S . 315
6.2.3  HJ: Fork ESP-AT TR . . . . 315
624 =M JFREGitHub Actions THEE . . . . . . . . 315
625 PN ECE W ESP-AT TRETFRMES .. .. . oo 320
6.2.6 ST T github.dev g B MRS . . . Lo 324
6.2.7 /5 GitHub Actions g1 AT [El44: . . . . o o o o o 329
WHTBEE AT SV« o o o o e e e e e e e e e 329
6.3.1  ESP32-C3 R . . . . 329
WHIHEAE X AT 52 . o o e 330
6.4.1 HEX AT A2 . o e 330
6.42 JBfTAT+TEST i BUBATER . o 334
6.43  HESEZEM AT 61D« e 335
AR ESP-AT FHEPERE . . . o o o 342
6.5.1  [fAIBA]TBREHECTE . . ... 342
6.52  [MEE] BUGREGE . AOWEHBERE . . .. 343
WTTEHr mfg_nvs 700K . . L e 345
6.6.1 mfg_nvs ZFIRATEE . . 346
6.6.2 ERimfg nvsbin . ... 346
6.6.3 FEmfg nvsbin . . . . ... 346
WA I BEL o e e e 346
6.7.1  HITBEECEANL . . 347
6.7.2 B mfg nvs.bin U . L L L 347
6.7.3  FEmfg nvs.bin SCHF: . . .. 347
TR PKLECE: . . . o o 347
6.8.1  PKIFEADE . o o o oo e e 348
6.8.2  AEimfg nvs.bin UM . L L. 348
6.8.3  FEmfg nvs.bin LM . . . L 349
WA EHE ARTIFER THRSS . . . o 349
6.9.1  ARIHEETE TR TE LD o o o o e 349
6.9.2  HIFRTHE XEIFEE RS . . . 350
W LATDR o 351
6.10.1 EEL at_CUSIOMIZE.CSY .+« v v v e e e e e e e e e e e 352
6.10.2 Aplat customizebin. . . . ... L 352
6.10.3 &5t at_customize.bin & ESP32-C3 1% 4% . .« o o o i i 353
6.10.4 TR . o 353
T —ANEBELE S . 353
6.11.1 H— FEHHA ) S50 . . . 354
6.11.2 557 FEFHHLAIMOTA . . . .. 354
6.11.3 H=b: PHOBITE . . . . 355
SPIAT FEFT . . . o o 357
6.12.1  TAY o o o 357
6.12.2 fHH SPIAT . . . . e 358
6.12.3 SPIAT IR . . . . e 361
WHTSEIE OTA FFL « o o o o o e e e 362
6.13.1 OTA A R FHA R o o o e e e 362
6.13.2  fii ][] ESP-AT OTA A HAT OTA THE « o o o o e 363
WHATBE T BSP-IDF JUAS . . o o o o 369
ESP-AT BEZER o o 369
6.15.1 ESP32-C3 R . . . 370
WA GitHub FaEBIGIARA AT Fl¢: . . o o o 371
atpy T H o 371
6.17.1 FEAUATE . . e 376
6.17.2 H5—4: Python Z238E . . . L 376
6.17.3 T atpy FEL . . . e 376
6174 =2 atpy FIVEUERH . . . o 377

Vii



6.17.5 VUM atpy BECEMEPIOECE RG] . . .. 377

6.18 AT APIReference . . . . . . . . . . . . . e 380
6.18.1 HeaderFile . . . . . . . . . . . . . e 380
6.18.2 Functions . . . . . . . . . .. e e e 380
6.18.3 Structures . . . . . . . . . . e 384
6.18.4 MaACIOS . . . . o o i e e e e e e e e 386
6.18.5 TypeDefinitions . . . . . . . . . . . e e e e e e e e 387
6.18.6 Enumerations . . . . . . . . . ... e e e e e e e e e e e e e 387
6.18.7 HeaderFile . . . . . . . . . . . . e 389
6.18.8 Functions . . . . . . . . . . ..o 389
6.18.9 MaCIOS . . . . . . i e e e 391
6.18.10 Enumerations . . . . . . . . . . .. e e e e e e e 391

6.19 WMAITEEFERET . . L 391
6.10.1  THIAY . . o e 392
6.19.2 LE . . . e 392

620 tfEMEZLZ ATHEELHE . . . 393
6.20.1 AT Wi-Fi IIREEL . . . 393
6.20.2 AT WZEINRETERE . . . . . 394
6.20.3 ATBLE ZHREEARE . . . . . o o 395
6.20.4 ATHEOINEEERL . . . . . o 395
6.20.5 PHRIRB . . 396

BT G AT ay A Rk 399

7.1 RainMaker AT ayFIEd .« . o . o o 399
7.1.1 RainMaker AT fy94E . . . . . . 399
7.1.2  RainMaker AT /- . . . . o 413
7.1.3  RainMaker AT OTA F8FG . . . . . o o o o e e e s e 427
7.1.4 Index of Abbreviations . . . . . . . . . . .. .. e e e e e 430
7.1.5 RainMaker AT JHE. . . . . . 430

AT FAQ 431

8.1 AT . . o o e 432
8.1.1  FRAYBLBA B Iy AR EE, AgRBGE IR B . 432
8.1.2  WMAIAREL AT BMAIEAL? . . . o 432
8.1.3  EHW_ENCEM AT Bl FER? . . . . . 432
8.1.4  Wfalk& A ESP-AT Ziisk th R BG bin 0?2 oo oo 432
8.1.5  BEHW) AT FMHEEZHEIRIE?Y . . . o 432

8.2 AT MAEMIRL . . . e 432
82.1 AT HE/R busy BHAJRE? . o o 432
8.2.2 AT, FHFEAESE MLkl NHWER, MEA? oo 433
823 AERIMBIAL ERBIA AT BIPF LGS, DASRIPE fr & I MR A TR S ? 433
8.2.4  F MCU %4 ESP32-C3 %45k AT iy Toak[El, B4 H? .o oo ... 433
8.2.5  Wi-Fi Wi (§TH] WIFI DISCONNECT) &R {47 ... . o o .. 433
8.2.6  Wi-Fi & WWHIFEA Mg WEEL? . L o 433
8.2.7 ESP-AT A2 L ESP-WIFI-MESH? . . . . . . . . . . . 433
8.2.8 A AT DM B A A MBI aRE? 433
8.2.9 AT A B WAl AR E RIS R R? 434
8.2.10  JMi] SCRPARLEERIA B A SCRAE AT DAYERC B A it ESP-AT TARJ SR 47 . 434
8.2.11 AT Ay PR R AT AT ALY . o 434
8.2.12 AT fyd- i R 2 m T DMER? (BRIA: 115200) . . . . ... 434
8.2.13 ESP32-C3 ffi il AT st AR, R ERMHOIWTIT, ESP32-C3 fEf 4

BRI AERET e 434
8.2.14 RINFEWE A& P Al i BE notify F1 indicate THEE? . . . . . . .. ... ... ... 434

8.3 MM . . e 435
8.3.1 FEAR[FML Fi AT BBk flash 27 . oo . 435
8.3.2 AT [ Ui error log? . . . . . . 435
8.3.3 AT ¥ ESP32-C3 #i4H If¥) UARTI i {545 5 ESP32-C3 fi4H iy datasheet B\

UARTI B HIA—L? . . o e 435

viii



8.4  MEBE . 435

8.4.1 AT Wi-Fi BIEERTZ/D7 435

8.4.2  ESP-AT [i{f:rp TCP KA LAR/INERATLAMEM? ... .o oo 435

8.4.3  ESP32-C3 AT MBI R IEAL? . . e 435

8.4.4 W&k ESP32-C3 AT kil TCP BUEEH I R EMLWRE? . . . o o oo . 435

8.5  HM .., 436
8.5.1  IRFNTAIDAE A WPLEIE B AT 527 . o 436

8.5.2  ESP32-C3 AT UMfi[35758 TLS PMMAAS? . o o e e e e e e 436

8.5.3 AT BBk TCP BT . . . o o 436

854 ESP32-C3AT HFPPP LY . . . . . o o 436

8.5.5 AT WMafEEERL HE? . . o 436

8.5.6 AT f4AWMAISZE HTTP Wi S Se/EThRE? . e e 436

9 Index of Abbreviations 437
10 R 443
10.1 NHBEIE . . . 443
102 FEAPE .« o 443
103 RGESTFFIEZIETI . . . . o 443
104 ToZFRMPEANIR . . . 443
105 FEFIRRMED . . . o o 443
10.6 TR . . o 444
10.7 SE=FUEREAR 444
10.8 BIRARIF © . o 444
109 FRATEFGLETT . . . 444
1010 FEEHEERT . . o o o 444
1001 VAT © o 444

11 % T ESP-AT 445
111 HAB Bspressif #E4ER . . o o o o e 445
#3l 447
25| 447







Table of contents

ik B2 SR ESP-AT JF A HEZL I SCRY ol . ESP-AT {1y Espressif Systems A2 FIFEHLE A SR B
WiH, i&HF Windows, Linux, macOS | ESP32, ESP32-C2, ESP32-C3, ESP32-C6. il ESP32-S2 %

FI A

ASCRL A & EE %t ESP32-C3 8 )i i) ESP-AT f§i ] .

commands
Al AT Binary 1|3 AT fir 4k
—
Examples
—l
AT
phe </>
—O0
—4 1 o—
TS —0
AT fig %7 Bl G IEANIT A F=J7E ML AT iy
I 2
Espressif Systems 1 Release release-v4.1.0.0

Submit Document Feedback


https://github.com/espressif/esp-at
https://www.espressif.com/zh-hans/home
https://www.espressif.com/zh-hans/products/socs
Get_Started/index.html
AT_Binary_Lists/index.html
AT_Command_Set/index.html
Get_Started/index.html
AT_Binary_Lists/index.html
AT_Command_Set/index.html
AT_Command_Examples/index.html
Compile_and_Develop/index.html
Customized_AT_Commands_and_Firmware/index.html
AT_Command_Examples/index.html
Compile_and_Develop/index.html
Customized_AT_Commands_and_Firmware/index.html
Customized_AT_Commands_and_Firmware/index.html
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Table of contents

Espressif Systems 2 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 1

AlH5M

$§$ﬁ%ﬁ%EWAT%ﬁZ\&ﬁﬁﬂ\mﬁﬁﬁﬁﬁ\%&Wﬁ?ﬁﬁ%%AT@#,m%T%%
A

1.1 ESP-AT {2

YL fEfH ESP-AT Hi, G40 FIEeE 50 % 0, 06 I i 4 AR B R0

ESP-AT & SR g5 JT A (4 n] ELA% T8 MR Y T, SRR I R8s, PRI i i
ESP-AT fiy4, R DAPGHE A TCZ M4 . R =5 . SR (F A SR il S5 2 e, HAEAYE
TeLm IR BTy H IR

ESP-AT /&5t ESP-IDF SCE 3Kk {4 TRE . B ESP32-C3 f411E ML, MCU fEH £HL. MCU k%
AT fip 425 ESP32-C3 B2, {51l ESP32-C3 B PiAT AN M ng#efE, Jf B2l ESP32-C3 AR2H % [H] [y AT 1
. ESP-AT 24t T K EINHER[F Y AT fiv4~, 11 Wi-Fi fy4. TCP/IP fy4~. Bluetooth LE fir4. MQTT

4. HTTP i34,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<i::$> BT (ESP32)

% 1: ESP-AT %

AT iy bA “AT” JHif, U Attention, DUBTI—47 (CR LF) W45, i A& Sy #f 2 iR [u] OK ok
ERROR MR, Fn M Alap S M A PATE R . HE, Il AT ey M BT, SRRAREIIT %

3



Chapter 1. A48/

frd. L, fEMH AT i, WAER b IiTsg e n, MRIE T &Kard. MR E—AamdR
WAToEEe, AR TH M, WERE busy p. .. K. HEH X AT 6 E BB AT ¢4 %

BIARCE T, MCU J#id UART #£8: % ESP32-C3 #4H . ik AT fn % DAL AT m . {Hig, ]
PARRIESE SR (5 B s efE e, i HA R4z 10, 6l SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.

1.2 BoRiE™

SR A U PR BB ) SRR REF 7l . AT BRPFTT . AR WU e 4 o

W AUREHERERERECE . AT AR PR, SR RS 8 SRS

1.2.1  wf ey

TETTUG ] ESP-AT Z 1, 5 B — s G i R 2 - S B FR i = i b, A7 i IR RE To 2 )
A MEPFIRALE MM, HEBEBZITMPINE, WAk, e, WA, RoF%E. W m
PR B B B

o PR T H T DARE BT AR () AR AR I O RE AR X 5«

o BORKUAEAS T DARE B T A0 R RSB SR I REAFRE ]

o WEPFHEZLAHE S W AR DGR B Ot 25, TR . B RITT A 22 I A S R A
o

ik BORBLESS BRI LRI RE s, AR AT BORRE ). B, ESP32-C6 St LF Zighee 3.0
Ji Thread 1.3, FRBA ) AT SCPI7 S8 LR PIFTEL L.

122 AT 8RkPEJ5 Rk %!

AT BAFT7 S8 SRR WL A 4R L) AT [, n] DARE B bR SE B TC LI fE -

o QSRR TR ESP32-C3 I A TRANM AT JAFRE S, IS HAT o4 %o
o AREAERS H ESP32-C3 I A A AT [BHEhRE, WHZHESP-AT Bl £ 5.

NIV TR R AT [ f 20 A

riYay Tk IhRE HEER AT B %8

ESP32-C6 Wi-Fi 6 + BLE 5.0 v4.1.1.0

ESP32-C3  Wi-Fi4 + BLE 5.0 v4.1.1.0

ESP32-C2  Wi-Fi 4 (g BLE 5.0) v4.1.1.0

ESP32 Wi-Fi 4 + BLEv4.2 (+ BT) v4.1.1.0

ESP32-S2  Wi-Fi4 v4.1.1.0 A MY H B g BSP32-C £ 7%

* (3 BLE 5.0) Fn AT SPFJ7 S SR RIS ThaE, (BAAAY I R B 85 I RE
* (+ BT) N AT B0 P SO M T IIRE, (FAARAY R R A5 DI RE .

s )RR EDS A, WK EESR AT . AEAEETEFER, T ANEERMENTE S AR
sales@espressif.com, FANTRHRULE HIA ",

Espressif Systems 4 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/contact-us/sales-questions
https://www.espressif.com/zh-hans/contact-us/technical-inquiries
https://products.espressif.com/#/product-selector?language=zh&names=
https://www.espressif.com/zh-hans/support/documents/technical-documents?keys=&field_download_document_type_tid%5B%5D=510
https://docs.espressif.com/projects/esp-techpedia/zh_CN/latest/esp-friends/get-started/board-selection.html
https://github.com/espressif/esp-at/releases/tag/v4.1.1.0
https://github.com/espressif/esp-at/releases/tag/v4.1.1.0
https://github.com/espressif/esp-at/releases/tag/v4.1.1.0
https://github.com/espressif/esp-at/releases/tag/v4.1.1.0
https://github.com/espressif/esp-at/releases/tag/v4.1.1.0
mailto:sales@espressif.com
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 1. A48/

TR AT AT [S19T: ?

ESP-AT [5 {47 PAF JURH SRS, Hob T sl 4 PR 00 T AR A B SRS, SR BA12E Rt B
TR

BHRAEEE (EF)
GitHub & oy 8 1

15 e B A
B 4T %hiF Y B 1

PPRARIEE (He42) PP RATRRSIE SR KA RIE R BB OB, IR
P ANl e o A AR R, P SR P e Rl JRL I A, R T ] 3 B AR 8 OTA il 55
ST AR P T R AR e A e s T H TR, UL et B WO R AR . R E Ty
WA SR RO, 0T DARRYE A2 #k 2 07, B AN A A AL S (P A 20 ) 1 A 7 I

o JBUEAR: ESP32-C3 AT B 14

o LA

- T

L

— BREE O TAR R
o R

- HHENIK

- A HEBAA TR
« ZHEIH:

- B

- B FHRARTIES

— 5 % ESP-AT [ {4 35/ A SRR AEE i 241, 1557 ESP-AT GitHub 1 11 readme.md

GitHub [ 7F - GitHub I PF R 4 0OR AU HE% 2] GiHub I8 S AR IR EI R IR B [ 7 A1 R 2
PEAIE(E, S PRI A A 1, 3R B 5 R AR 4 1 I RSCAS A P (R AT 1 5 A1 Y 1]
P, HAPE v AT AR OTA M5 & T E 1

o PPURIE: WS H 4TI GitHub T 3R # 160 R A AT B # .
o A
— SCIPESR, HTAYRR PRI A MR S ) 4 ok
- A E BRI U, anET SDIO @i B fF . BT SPL IR &I

— PRIUE A TAER I
o B BT ARIERUAANY commit A B FECER S SE RN, WRESAE LR, HEEH
e R I

ESSBETE B SBIEE1EE UE S SR I AN B e B, 5T E R e
LT H R, AR BHORH LB OU T, 4 UART 3453 . UART GPIO % %S 51458, It
P 0] B AL T R 8% OTA IRS5 25 TR [
o KTWTBERSHON, S Hapy T3,
A
- AT EE G .
- BEPFRE . AR,
o BN FREALTAARBE R, ERRIC, ERERRA A .

FATS PR R SR T YO K el R A 5 . 52 H OBE OTA IR%5#5PASCF; OTA I
HE.

o KT AATH IR, S5 KikthiF ESP-AT 142,

Espressif Systems 5 Release release-v4.1.0.0
Submit Document Feedback


https://github.com/espressif/esp-at
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 1. A48/

o fai: TIRE. R A SR,
o BRI E OIS HI

MR EHERENIIE, HEFET 0 R 5o & &R AR B ) 43 S2 T KRR AT B, R a2
W2 HIEE, RS T master 4337 AR AT [E{4,

1.2.3  BiH oWy
TH R E R B, s RN WO SR EETT A T AR AT o R H R0, RERSHE B b A g

e, PRAERECEANERAERE Sy, w0 F A FETTH ], RERSHE B D o RESR MM BEE , PEREDLIE, 4R
P RRCR AETTH S, e B RN E CL U, SEBL e PRI R A

RS A AT ay B0, B ST R Linux RGN TF A

13wk

AT AN HANGER AT [EF . A AT i AR AT Wi B 75 SR DA BB 7 2 1) ]
.

ARSI AT FEF SR A, 8 RBHEGE R AR, PR 7T S5 ESP-AT Bl 1+ £ 5t
SR AEEAE ] AT BOAE ), ATASH 4o T B AT 3% 2 & e SCRY SR

1.3.1  wfkdEsS

2 1: ESP-AT L r i i

i Thie

ESP32-C3 JF A MAL

USB $i#la2k (¥ ESP32-C3 JT Kl PC) R i H SR

PC AL, FFEF TR EML

USB #fls2k (##2 PC #1 USB %% UART H: [I#EHk) ik AT a4 AT Wi R 4
USB %% UART H3 15k %45 USB {551 TTL {55

FEIRL (4% USB 4% UART & LIBLHAN ESP32-C3 JFAM) ik AT fipd-. HRUC AT Wi B 5 v

Ei3

.
3 .
HE:

o ] 4 HRALFRZ 452 ESP32-C3 JF & HUHI USB %% UART 83 I RHy , (H 01 S5 (o FH A 24 7 4
haE, A5 2 AL R TX/RX HIW .

o QMR GEAE A ) 2 ESP32-C3 B4, WA I A, Wil UART/USB besginy, 8 Al i b
UART/USB &l (Z:% https://www.espressif.com/sites/default/files/documentation/esp32-c3_datasheet_
cn.pdf > FEFTE L), (RN FF 2R AT R —:

— T3 H Strapping %5 (2% https://www.espressif.com/sites/default/files/documentation/esp32-c3_
datasheet_cn.pdf > %5 Strapping /i) , @i 4 A IR P HEAH B
- Wi KIRAT+RST=1,1 fig %, PEANFEM

1.3.2 ESP32-C3 &%
ESP32-C3 R ¥ 151142 P & ESP32-C3 iis K i1/ 9T % 4, Bl40: ESP32C3 MINI %7134 % . ESP32C3
WROOM Z 515 % .

ESP32-C3 AT X %~ UART % 1: UARTO T N EA-F% 4 H&, UARTL BT &% AT iy 4F%
i AT W5 . BRIAESL T, UARTO fI UARTI $9fiH] 115200 P4k i (s .

Espressif Systems 6 Release release-v4.1.0.0
Submit Document Feedback


https://github.com/espressif/esp-at/tree/master
https://www.espressif.com/zh-hans/products/devkits
https://www.espressif.com/sites/default/files/documentation/esp32-c3_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp32-c3_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp32-c3_datasheet_cn.pdf
https://www.espressif.com/sites/default/files/documentation/esp32-c3_datasheet_cn.pdf
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 1. A48/

[6[c 06 0]

[c[coo 0o

Kl 2: ESP-AT il {s{ A {34 R B ]

% 2: ESP32-C3 R 5l {411 1 /0 i

Ih&E ESP32-C3 F & #fi/4EHE /) HEEEER
; i HE !
T E A H & ST e
« GPIO20 (RX) . TX
« GPIO21 (TX) « RX
AT £y /I 2
asly UARTI USB %5 UART & [T Kb
« GPIO6 (RX) . TX
« GPIO7 (TX) « RX
« GPIO5 (CTS) « RTS
« GPIO4 (RTS) . CTS

BEW] 1: ESP32-C3 JT Al fll PC 2 [ A4S I 42 © A B AE BSP32-C3 T At b, A F5 6 USB 4idi 2k
HERTT S AR AN PC HIH]

BEW] 20 CTS/RTS & A TE S RE (= DI RERS 4 514

ESP board Download/Log output

ESP board USB to serial converter
R —— X

USB to serial converter
e e T
T RX
CTS RTS
AT command/response TS cTs

K 3: ESP32-C3 RAMH 4 = 14
IR B R T ESP32-C3 MU IEATIERE . WS X AL SRS 1

Espressif Systems 7 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/support/documents/technical-documents
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 1. A48/

14 PR

ARG LA ESP32-C3-MINI-1 415 Bil, /43 fnfe) T 4 ESP32-C3-MINI-1 BN AT [, DAL ey
PR B4 E, HE ESP32-C3 RNt n] %430

TNEABET AT B2 BT, IR EC B IERTRAEE, B 2% 0 it ik,
TR RS, AT BOAFECEI SR e A e . BIRISHESP-AT Bl # £ 3¢

141 T AT Rk

I DA T 2B AT BN #E PC:

* HIFEAT 12 #+
HEN R BLLIT R AT [
o AT Y SR I T 2K

BeAh, AT E T ESP32-C3-MINI-1 %W [ ESP32-C3-MINI-1-AT-V3.3.0.0 [@E{f, ZEAME S
SERE S A A bin SCHAYRUTT, HE ESP32-C3 R AL [ (41 H Sk 451 ) bin LA ZH 41~/

@

— at_customize.bin /] ZH A Kk

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT B & X bin X #

— mfg_nvs.csv // B NVS 4K W R 46 K
| L— mfg_nvs.bin // EJF NVS 4 KX bin X fF
— download.config /] OB KE B E SR
— esp-at.bin // AT RN A B

— esp-at.elf
|— esp—at.map

— factory // EFREHNAFH bin X#
| L— factory_XXX.bin

— flasher_args.json /! T ERSRERIWER

— ota_data_initial.bin // ota data X A7 # &

— partition_table /] — % KAk

| L— partition-table.bin

L— sdkconfig // AT BN e ERE

Hrr, download.config UL BERE I SEL:

——flash_mode dio —-—-flash_freq 40m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

0x60000 esp—at.bin

e ——flash_mode dio {FEMHE R AN flash dio B HEAT401%F

* ——flash_freq 40m fQFRULER A EY flash 8 HH % A 40 MHz;

e ——flash_size 4MB{UFE IS Y flash F/)NK 4 MB;

* 0xd000 ota_data_initial.bin f0EFF 0xd000 HilikEEsF ota_data_initial.bin {4,
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1.4.2 35k AT BIEE %
TR R B 2 G B BT T ¥

Windows

FriabeRZ i, i N2k Windows Flash F#k TH. | 404550 25 Flash 2 T 6w .
* $TJF Flash £ T.H;
o PR RAL (A, FATESE ESP32-C3,)
o MIRERT RER—F TR, (AL, F'ATESE develop. )
o MHREHTRERE—F RO (AL, F1EEE vart. )

o

5] DOWNLOAD T..[ o |[& ][ &= |
chipTypes [Esp32c3 v]
workMode: Ide""E-'lDP "]
loadMode: I“ﬂ"t v]

‘ oK ‘

Pl 4 AR 2 e

o FF AT Rk 2sE, PARFBR G R H—:
- HETFEITRHWEHEME (B build/factory H3E R factory_XXX.bin) % 0x0 Hf
Hk: 2)3%k “DoNotChgBin”, i Fj 7 [& (1 ERIA L
- IR EHZAS bin U EREIAHLAE: % download. config SCHF#FATRLE, 524k
“DoNotChgBin”;

R T SR BRI, A TR AR T 1) COM i 115, JEA “COM:” "FHiF sk B i
5. A XA E i S RN N 445 2% 8 Windows | # F i 1 .

PRSEUG, e & AT B T RF R .

Linux 5 macOS

FFHUEHESKZ I, T 44 esptool.py.
PAR PN ST —, o AT [R5 2 ikt
o HFFREZLZA bin EEARFFHGE: AL T2, ¥t PORTNAME fll download.config &
I8
esptool.py —--chip auto —-—-port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z download.config

F5 PORTNAME B iU A MR 805 D A FR, A T0Eif & 1282 N4 F%, 15 % 7E Linux Al macOS
B

¥ download.confiqg B iz 3 B SE %,

DA 2 {55 & ESP32-C3-MINI-1 R4 5 A 6
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|j_. v iEHL » OS(C) » bin » ESP32-C3-MINI-1 AT Bin V2.3.0.0 » ESP32-C3-MINI-1-V2.3.0.0 » factory

BEEES v L =

-

=

FEit=

| 7] factory_MINI-1.bin

J SPIDownload ] HSPIDownload ]

|| factory_parameter.log

m

E]@
E]@

E]@

E]@

E]@

[e ;
SpiFlashConfig

SPISPEED  SPI MODE DETECTED INFO

s

@40MHz O QIO

©267MHz  © QOUT [[LOCK SETTINGS

©20MHz @ DIO

oo oo

(©) FASTRD

Download Panel 1

START

COM:  COM73

oo | e

BAUD: [ 115200

Bl 5 MR AR A (REeR)

" download.config - iCE&
A REE HBRO) EEV) EmH)

T DATT1TI0N_ TaDIE/ DA Tl 100 table. Bill
0xd000 ota_data_initial.bin

0xf000 phy_init_data. bin

0x0 bootloader/bootloader. bin

—flash mode dio ——flash freq 40m ——flash size dNB

0xB0000 esp-at.bin

0x1e000 at_customize. bin

0x1F000 customized partitions/ble_data bin
0x3a000 customized partitions/matt_key.bin
0x27000 customized partitions/server_key.bin
0x3c000 customized_partitions/mqtt_ca.bin
0x2d000 customized partitions/client_kev. bin
0x2b000 customized partitions/client_cert.bin
0x31000 customized partitions/factory_param bin
0z2f000 customized partitions/client_ca. bin
0x38000 customized partitions/matt_cert.bin
0x29000 customized partitions/server_ca.bin
0x25000 customized partitions/server_cert.bin

@ 40MHz  © QIO

[T]LOCK SETTINGS

oMz @00
O sz ©pout

© FASTRD

) 267MHz  ©) QOUT

Download Panel 1

IDLE

it
l START " sTOP " ERASE lmM‘ com72
BAUD: | 921600

B 6: M EZA MR A (RdEeR)
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esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 -—
—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 40m —--flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0xd000 ota_data_initial.bin 0x0 bootloader/
—bootloader.bin 0x60000 esp-at.bin 0x1e000 at_customize.bin 0x1£f000.
—customized_partitions/mfg_nvs.bin

. Eﬁé? HATEIH AR E 2 0x0 Hibk: # APA T4, Fff PORTNAME fl FILEDIRECTORY &

i

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash__
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Feffl il T A AR ) T 2k OO AR, 25 8 TCVEM € 1% 4% 1 24 8K, 1§25 % 7& Linux £l macOS

FERW,
¥ FILEDIRECTORY Bl il WU H 5= B ) SO 42, SB#IE LR, U factory/
XXX .bin,

PAR 52 [ {48255 & ESP32-C3-MINI-1 i A4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—~dio --flash_freq 40m --flash_size 4MB 0x0 factory/factory MINI-1.bin

PRSEG, titeE AT B2 R m .

14.3 K AT BlfFE A Re% k)

TR AN IR A AT [ Rhe Rl

o FTFE 1T H, 4 SecureCRT;

o HRIT BRRE T ARSI AT A /R (E T (R LA R4k )
o PR 1152005

o BEfr: 8;

o K:55{7: None;

o fFEIRf: 13

e Ji¥s: None;

« HIA “AT+GMR” x4, I HA4T (CR LF);

FATR TR, WNGE OK, 2R AT [ ke )s 2«

AT+GMR

AT version:3.3.0.0(3b13d04 - ESP32C3 - May 8 2024 08:21:54)
SDK version:v5.0.6-dirty

compile time (be332568):May 8 2024 08:51:33

Bin version:v3.3.0.0 (MINI-1)

OK

TN, LA AR 2 — A ESP32-C3 & FFHLH &
Jiitk1:

o ¥THE O TH, 1 SecureCRT;

o BRI SRPEHT MR HE” MO, BOIEE IS L,

o W 115200;

o BN 8;

o KiI6{z: None;

o {ZEIRAL: 15

e Jifs: None;

o EEHIT AN RST 88, 2% HASHIN IR H AL, WH] ESP-AT [E/FE £ IEmHIiak 17
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Jijid 2:
o ITFHWAEE 10 T H, 4 SecureCRT;

o B R T AR BRI “AT ar/MRNT BH DA KT R ERE R H AT E

ORGS0 A E 4.
o PR 115200,
o Fdafi: 8
 KU&{V: None;
o PG 15

* Jii#=: None;

o TERIABHZNC “AT ay /MLy 1H D AAT+RST fiv4, H HAAT (CRLEF), 27 “FaFE /i
HAE” B9ER 0 HEAR I H AL, WS ESP-AT EfFE L 1IEmiliate 1.

ESP32-C3 FHLH :

ESP-ROM:esp32c3-apil-20210207

Build:Feb 7 2021

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:2

load:0x3fcd5820, len:0x16b4
load:0x403cc710,1en:0x970
load:0x403ce710,1len:0x2e90

entry 0x403cc710

I (31) boot: ESP-IDF v5.0-541-g885e501d99-dirty 2nd stage bootloader

I (31) boot: compile time 14:34:08

I (32) boot: chip revision: v0.3

I (35) boot.esp32c3: SPI Speed : 40MHz

I (40) boot.esp32c3: SPI Mode : DIO

I (45) boot.esp32c3: SPI Flash Size : 4MB

I (49) boot: Enabling RNG early entropy source...

I (55) boot: Partition Table:

I (58) boot: ## Label Usage Type ST Offset Length

I (66) boot: 0 otadata OTA data 01 00 00004000 00002000

I (73) boot: 1 phy_init RF data 01 01 0000£000 00001000

I (81) boot: 2 nvs WiFi data 01 02 00010000 0000e000

I (88) boot: 3 at_customize unknown 40 00 0001e000 00042000

I (95) boot: 4 ota_0 OTA app 00 10 00060000 00140000

I (103) boot: 5 ota_l OTA app 00 11 00230000 00140000

I (110) boot: End of partition table

I (115) esp_image: segment 0: paddr=00060020 vaddr=3c170020 size=3bd30h (245040).
—map

I (175) esp_image: segment 1: paddr=0009bd58 vaddr=3fc95400 size=03884h ( 14468).
—load

I (178) esp_image: segment 2: paddr=0009f5e4 vaddr=40380000 size=00a34h ( 2612).
—load

I (181) esp_image: segment 3: paddr=000a0020 vaddr=42000020 size=167al0h (1473040)._

—map
I (497) esp_image: segment 4: paddr=00207a38 vaddr=40380a34 size=1486ch ( 84076).
—load
I (518) esp_image: segment 5: paddr=0021c2ac vaddr=50000000 size=00018h ( 24)
—load

I (525) boot: Loaded app from partition at offset 0x60000

I (525) boot: Disabling RNG early entropy source..

no external 32k oscillator, disable it now.
at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200

module_name: MINI-1
max tx power=78, ret=0
2.5.0

R T f# ESP-AT TH2, 15EEESP-AT & H 4.

R

W FEAE 2T UM REJ] ESP-AT, 355 5GRE A A 2, HE L

(AN

SETURE PERIBRPE, PR pidas, TR

Espressif Systems 12

Submit Document Feedback

Release release-v4.1.0.0



https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 1. A48/

BRI DA S 2 FLAMATERE, ARRHAIE T 445 %, TARAIGT T 3RAILET: AT [k
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AT [ilfF

2.1 RAWRIREE

FERE TR RS 0. HAT, REERAT T UAR ESP32-C3 RIBIALH) AT [ 1F.

e
o WSREAHE B OIS T AR AT BN, WESCFSRESP-AT B A £ 5% SCRY, %30kt
BT RIA] ESP32-C3 AT [E/7ESCRe a5 . W (FEL S AL i i) 22 5%, 5 B A mi A i i
TE R R TG A AT BRI .

o QARGEANEHE Y AT EPFP R RIRCE, @n s atpy T F B AT BFH A S0RT AT EfF

— {52 UART i &

— 57 Wi-FiBe B

- WSHGEf fe F AR E
— 147 GATTS fe &

2.1.1 F5sY

FERE R R TE AT BEARRT, 35AF4H5 524% 50 % 0, I REAG ) 4% TR ORI R 2R i

2.1.2 ESP32-C3-MINI-1 &%

T FEEE BT ESP32-C3 ECOO (Rev v0.0) ~ ECO7 (Rev v1.1) ZF15t - (413 ECOO I ECO7).

e v4.1.1.0 ESP32-C3-MINI-1-AT-V4.1.1.0.zip (#E¥%)
* v4.1.0.0 ESP32-C3-MINI-1-AT-V4.1.0.0.zip
* v3.3.0.0 ESP32-C3-MINI-1-AT-V3.3.0.0.zip

N 2F3E T ESP32-C3 ECOO (Rev v0.0) ~ ECO4 (Rev v0.4) 241 i (435 ECO0 #1 ECO4).

v3.2.0.0 ESP32-C3-MINI-1-AT-V3.2.0.0.zip
v2.4.2.0 ESP32-C3-MINI-1-AT-V2.4.2.0.zip
v2.4.1.0 ESP32-C3-MINI-1-AT-V2.4.1.0.zip
v2.4.0.0 ESP32-C3-MINI-1-AT-V2.4.0.0.zip
v2.3.0.0 ESP32-C3-MINI-1-AT-V2.3.0.0.zip

15
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https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.3.0.0.zip

Chapter 2. AT [E{4

e v2.2.0.0 ESP32-C3-MINI-1-AT-V2.2.0.0.zip

2.1.3 TP AT WA %A
WHHEITH AT AL A SCRYTT TR TR AS B AR, SRR iR A (1 R A 0
AR A DR /N -

o T #k ESP32-C3 AT ) 75 j5 [ 1
o AT BEIRf 7 AT [ SR — 3 i SOk S LR R

Bl A NG T RS AATRE SR TR ZE BT B R AL AR A e, BT
EN NN B =i i

2.2 AT [IfE® Sy

ESP-AT [E{FA & 1o TR DI Rem — bl 3o

build

— at_customize.bin /) ZBAREFR (ARPAKER, Sl 7T mfg_nvs 4 K U Ko
~fatfs R BB 5K A AN)

— bootloader

| L— bootloader.bin VA &%

— customized_partitions

| L— mfg_nvs.bin /) BT BRESH, HMBENLFERE KT W mfg_nvs.csv
— esp-at.bin // BT KA B #

— factory

| L— factory_xxx.bin //

R EH KBk, BTN RAX ARG AEA O B flash
LEFl#, RAMAE download.config X ¥ B 5 B E T A= # B X f %R B flash.
RS T Il o T L

— partition_table

| L— partition-table.bin // —% 2R %k (A& 4 K k)

L— ota_data_initial.bin // OTA ¥ 3 47 4 . X ¥
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Chapter 3

AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: BHEMRAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: & E 1% 1% 45 X AR B8 &k 10)
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: % & HEARA,

AT+SYSRAM = i) M2 1] {5 %5 L

AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power

AT+RFCAL: RF £k

AT+SYSROLLBACK =[] % 3| DA i %) [&142:
AT+SYSTIMESTAMP : 25 11]/35 B 7 Hb sk 151 7%
AT+SYSLOG: Ja HEEE AT #HR A4 s
AT+SLEEPWKCFG: %% Light-sleep Wi JEFIHL{E GPIO
AT+SYSSTORE : 1% B S,

AT+SYSREG: B &HA758

AT+SYSTEMP: BEEGE F P35 [C R

17



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: Wik AT B3

Parr %

=

A

[AT

W

[OK

3.1.3 AT+RST: &b

[AT+RST:<mode>

W i <
(o
ZH
* <mode>:
- 0: HJ5 ESP32-C3 H b A IEH iz s
- 1t H)7 ESP32-C3 H b AR T 3t
B
o QARG R, WA IR AR IR E Ay A1k ESP32-C3 FEAF M, XA T DAYERE (4 B Y
44 Boot .
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3.14 AT+GMR: #HRALEE

WA %

v

A

=

[AT+GMR ]

W i <

<AT version info>

<SDK version info>

<compile time>

Bin version:<Bin version> (<module_name>)

OK

o <AT version info>: AT #Z.0LEMRAE R, BAIIFE esp-at/components/at/1lib/ HFEF.
MR PAER, JoIFCT

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

* <Bin version>: AT [ {4 A(E B A{E B 7] PAE menuconfig /& ¥, python build.py
menuconfig>Application manager >Project version., KK E: 32 F.

o <module_name>: #i I £ X, FF esp-at/components/customized_partitions/
raw_data/factory_param/factory_param_data.csv HE X,

Bl

o ASREAE T ESP-AT [EF A AT, 35 Sehe fit AT+OMR RAE B

Bl

AT+GMR

AT version:2.2.0.0-dev (cadlecd - ESP32-C3 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: A ify 2550 5 28 2 Fe i A iy 4> Be fiy 4 200
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+CMD:<index>, <"AT command name">, <support test command>, <support query command>,
—<support set command>, <support execute command>

OK

e <index>: AT 7%

e <” AT command name” >: AT fy2-% ¥R

» <support test command>: 0 FE/RATEE, 1 FRIFE

+ <support query command>: 0 F/RA T, 1 FRTE
» <support set command>: 0 FEI/R AT, 1 TR

» <support execute command>: 0 F/R AT, 1 TR

3.1.6 AT+GSLP: A Deep-sleep Fiz,

v

o

<

Fin

¥

=4

A

[AT+GSLP:<time>

W i <

<time>

OK

* <time>: Bt A Deep-sleep IS, B2 2ZFb. BOEMIAIENG, Bea FShMell, I8 HERR
WREEAE, SRJE B AR .

e WA
— %K Deep-sleep 2% 28.8 K (231-1 Z#b).

|
o MITANEBR R, B %k A Deep-sleep 1 SZBRIK S BEIHK 2 | S AE1E 2R
3.1.7 ATE: JF)i3s%p] AT ol g )tig

AT %

[

[ATEO

o

[ATEl

L)V
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* ATEO: XAl
« ATE1: FFR3H &

3.1.8

AT+RESTORE: %&&H) i%H

P4

=l

4

[AT+RESTORE ]

W

[OK

B

o LA RHER A RA7E] flash (9S8, IR BN S HE.

© BT S EFIE .

3.1.9 AT+SAVETRANSLINK: ¥ JFHL Wi-Fi/Bluetooth LE 1% 14 5145 &\

3% B FF ALt N TCP/SSL i% 142 X 4% B,

o % B Wik N UDP ik X158
o % B FFHLIEA BLE i 1B X A2 8

BEFLIFHLEA TCP/SSL i {4 B 1% B

R ZY

[AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>] }

W i <

[OK

<mode>:

- 0: X4 ESP32-C3 ik A Wi-Fi i #542 X

— 1: JF)2 ESP32-C3 _E 3t A Wi-Fi i5 1542 X,
<” remote host” >: FFERESH, Fonmig IPv4 ik, IPve #ihik, siisiss . &K 64 F37.
<remote port>: il I {E
< type” >: FRFESE, FnfEimdsFl:” TCP”,” TCPv6”,” SSL”, By “SSLv6”, BRiA{H:” TCP”
<keep_alive>: [il BEBFH SO_KEEPALIVE &I (&% : SO_KEEPALIVE ©'44), Hfi: .

JER: [0,7200],
— 0: ZEf] keep-alive ZhfE; (EBRIN)
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— 1~7200: J})3 keep-alive ZhiE. TCP_KEEPIDLE {§} <keep_alive>, TCP_KEEPINTVL {H >}

1, TCP_KEEPCNT {8 3.
o KA <keep_alive> BEHAT+CIPTCPOPT 4 <keep_alive> ZEUHHE, HE&H
GBS YUE . MBI ARSI AN E <keep_alive> 24, MIERIAfH A LR LB H(E .

B

o AULENF Wi-Fi JPHLE AR X (G RRIFAE NVS X, 2% <mode> 2y 1, TR ERABIEAL #
X HEFER

AT+SAVETRANSLINK=1, "192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

B IFHLIEA UDP & A5 B

B A

[AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W i ¢

[OK

e <mode>:

— 0: X[ ESP32-C3 _[H ik A Wi-Fi 554X,
— 1: P2 ESP32-C3 [ HiyE A Wi-Fi i5 /£ 48 X,

¢ <” remote host”

=2

>: FAF

SR, FoRTms IPv4 Hudik . IPv6 Mk, 4. Kol 64 Y,

e <remote port>: JTifsif I {E
o <" type” >: FRFHRSE, FORMEHZEA:” UDP” B “UDPv6”. ERIA{E:” TCP”
* [<local port>]: FFALIEA UDP &4, i F ) 4 i 11

e

o AULENF Wi-Fi JPHLE AR X G RRIAE NVS X, 28 <mode> 2y 1, TR ERABIEAZL #
X TEBER

o QARAEAUET IPv6 M40~ UDP &4, AT A T #4E:
— T AP %5 IPv6

il

BEHAT+CIPV6=1
SBITAT+CWIAP iy & 3KIUE] — A~ TPV6 Hihk
(FTk) JBILAT+CIPSTA? fir4Hi#% ESP32-C3 /2 75 1K H S IPv6 ikt

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP", 1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8081, "UDPv6", 1005
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X EIFHLEA BLE LB

B

A

[AT+SAVETRANSLINK:<mOde>,<role>,<tx_srv>,<tx_Char>,<rx_srv>,<rx_char>,<"peer7addr"> J

Wi i ¢
[ox )

e <mode>:
- 0: %4 ESP32-C3 FHijEA BLE i£ 1542 X,
- 2: JFJ3 BSP32-C3 FHijE A BLE i& {542 X,

e <role>:
— 1: client f 15,
— 2: server A4

B

il

<tx_srv>: x [R% 75 . AT YE8 GATTC B}, 18 AT+BLEGATTCPRIMSRYV =<conn_index> iy 221 ;
Vil GATTS R}, @it AT+BLEGATTSSRV? 4251 .

<tx_char>: x fRE-AE 75 - AT {25 GATTC I}, 38 #58 AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
A {EN GATTS B}, Bt AT+BLEGATTSCHAR? 654251 .

<rx_srv>: x [R%F5. AT YE8 GATTC B, @i AT+BLEGATTCPRIMSRV=<conn_index> fiy 4 #r
)5 1M GATTS W}, i AT+BLEGATTSSRV? 1y 4251 .

<rx_char> :rx IR 4 4-E)7 5 . AT /E5 GATTC I, i 33 AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
AR V6l GATTS W, it AT+BLEGATTSCHAR? iy 545 1] .

<” peer_addr” >: %75 Bluetooth LE #bdit.,

o AR ERE BLE JFHLE 1542 X A5 BARTEAE NVS X, B350 <mode> 24 2, Nk _F i H 33 A Bluetooth
LE £ #48X . FEEER

[AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a2:11:22:33:88" }

3.1.10 AT+TRANSINTVL: £ &% ERER B & 1% ke

[AT+TRANSINTVL? ]

W i ©

+TRANSINTVL:<interval>

OK

-t
e

-
v

Espressif Systems 23 Release release-v4.1.0.0

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 3. AT Ay d4E

[AT+TRANSINTVL:<interval>

Wi % ¢

[OK

o <interval>: HfE & ik[AfE. B0 Z2F. BRIAME: 20, JEE: [0,1000].

st

« BB, 24 ESP32-C3 ) UART BBl n , A RICE] i 8 K BE R T2 F 2920 7747, %K
PSRRI A 2920 PR BT Ak, RS SERF <interval> 2R EEERHE R EE
RFAET 2920 745 AR R -

o NEEEEAVDN, HBEAGS RN, A PAEE R E <interval> SRR A XA NHL. 24
<interval> fR/NEF, WTVARREAR ) PO A A B A AE IS, (ELK S 30 P R BSR4 A 4 114
R, — R IR T A e

il

/) REREKEE LR E
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: ¥ UART %45ilniffice, APRAES] flash
Ay

[

[AT+UART_CUR?

L)V

+UART_CUR: <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

)y

15

N

R

X

=

[AT+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

Wi i ¢

{OK
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BH

e <baudrate>: UART J4R
— ESP32-C3 #&45: X724 80 ~ 5000000
o <databits>: i
— 5: 5 bit AR
— 6: 6 bit FIR7
— 7: 7 bit $RA7
— 8: 8 bit F i {r
o <stopbits>: {5} {i/
— 1: 1bit 51
— 2: 1.5 bit &R
— 3: 2 bit {1k
o <parity>: I
— 0: None
—1: Odd
— 2: Even
o <flow control>: s
- 0: Affigemis
— 1: {#ifE RTS
- 2: ffigg CTS
— 3: [EBH#ifie RTS #il CTS

|

Bk Rl 2 UART FEES A SCERE, T ah i s N, I Be -5 30E (A AR 25
o AUEARAFE] flash,
o i RE O 45 P BE G L IE B A B9 CTS/RTS 45 M, ¢ 1% 4F UL#2 #+ £ 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,.

il

[AT+UART_CUR2115ZOO,8,1,0,3

3.1.12 AT+UART_DEF: {7 UART B\l , [#47%] flash
it A

Py -
iy A

[AT+UART_DEF?

W i ¢

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

H

X

s
&

=l

A

[AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W i <
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* <baudrate>: UART &R
— ESP32-C3 545 %453 80 ~ 5000000
o <databits>: FIR{v
— 5: 5 bit $Hifr
- 6: 6 bit FHE {7
— 7: 7 bit FIR(
— 8: 8 bit HIR{
* <stopbits>: {=F{i/
— 1: 1 bit Bk
— 2: 1.5 bit {213
— 3: 2 bit &R
* <parity>: 517
— 0: None
- 1: Odd
— 2: Even
» <flow control>: s
- 0: A
- 1: {figE RTS
- 2: ffifig CTS
— 3: [AAH#iRE RTS i1 CTS

e
o PO SO ERAFAE NVS 20X, 243508 FRR _E MR G 3%
o {5 FH B 4 9 4 T BB T B IR 19 CTS/RTS & M, 115 15 W& # % 4% Ml components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

{AT+UART_DEF=115200,8,1,0,3

3.1.13 AT+SLEEP: $:EIENREI X
A i far &

4

Ele

[AT+SLEEP?

Wi i ¢

+SLEEP:<sleep mode>

OK

&E
i
=
7

=N
%
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[AT+SLEEP:<sleep mode>

* <sleep mode>:

- 0: ZEFIREARAR .

— 1: Wi-Fi Modem-sleep #£3X;. iR E AP (1 DTIM & 565 . {UAE Wi-Fi #5534 Station
WHEE ARG 70 Wi-Fi BT, AR E, (ARSAR Ch THAEIHIR AT E4F) ;s HAag
LN AR E

- 2: Light-sleep 2%, 7E Wi-Fi $34 SoftAP 5§ Station+SoftAP Fif AN Al i & .

« I Wi-Fi 3
- CPU 4 B 3l ABEHR, SHRBHOR X .
« A Wi-Fi fiR
- CPU 5 H 3k AREMR, SRS RIEAT+ CWIAP B{AT+CWCONFIG fin % B & 1
listen interval ZHUEM XM,
+ EA Bluetooth Fiz
- J£ Bluetooth | #&75T, CPU Xf H gl ABEAR , SRt kARSI 425 8] B i 10 5 FAL
- 7£ Bluetooth £, CPU K H gt ABEAR , SRSt RE AR F 1% 452 [B] B 2 10 5% FAT
* Wi-Fi # Bluetooth 775
- CPU X H Bliik A\ RGEAR , SRS HRAR B i Y45 PR B 20 O 1A

— 3: Wi-Fi Modem-sleep listen interval #5705t H kAR JEAT+CWIAP 6y 4 X B R listen
interval Z¥UE M K. AUFE Wi-Fi 5} Station B &£ % 0 Wi-Fi BT, ik
B, EARSES CHTHEIHR AT FE4F); HAEL S AR E .

Bl

* & Light-sleep BixUH|, HIPEFH T AT+SLEEPWKCFG fit U B AR , 75 B Ame i, &4
FF—H AL T HEARIRAS .

* U'E Light-sleep #x0)5 , W12R Light-sleep Ml S5 AN 2 I, A RF H St ABERRELE , 24 Light-sleep
MR A5 R I, DA B B0 A AR AR X e i

e FiBLE #iF, HA BLE Light-sleep Al BLE Modem-sleep i FfEIRIE R, . 1S AT+SLEEP=2 fijid>
J& i BLE Light-sleep, i AT+SLEEP=0 f32-/= ] BLE Modem-sleep.

* X}F BLE {39 Light-sleep iz, M P ainfifrsM % 32KHz @ #fk, &0, Light-sleep Bix{2x DA
Modem-sleep 5=, TAE.

« AT+SLEEP i £ 75 il 53 Sk Sleep AT 7 19) .

il

[AT+SLEEP:O J

3.1.14 AT+SYSRAM: ity [l fi F 15 0L
feiui s
LT

[AT+SYSRAM?
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Wi 3% ¢

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

ZH
e <remaining RAM size>: Y[R GxHEZS[A], B{7: byte

o <minimum heap size>: Z{TH ) H/DHEZS[E], BAf7: byte, 4 <minimum heap size> /NTEiE
IF 10 KB i, ESP32-C3 ) Wi-Fi HURIIFEWE I P RE W] BEL 3250«

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

BE WA

-t

Dyt
EIAEL E RS T ARG NAF DL .

[AT+SYSRAM:<caps> }

W i <

+SYSRAM: <caps_largest_free_block_size>,<caps_free_size>,<caps_minimum_free_size>,
—<caps_total_size>
OK

o <caps>: fESI{H. TEM A[H) capabilities 5 . T PAHA ], 40 AT+SYSRAM=0x1800, F/n
MALLOC_CAP_INTERNAL | MALLOC_CAP_DEFAULT.,

» <caps_largest_free_block_size>: 4Hi caps | RENS /AL I KA W EE, BAf: byte.

 <caps_free_size>: 47 caps | A IS HEI /NG, BT byte,

* <caps_minimum_free_size>: ity FHUG, caps FRTE SN/ NEFIE/IME, H7: byte,

» <caps_total_size>: 4§ caps FENTFEK/, AL byte,

L]
R G it ER, —HNAGEARE AT B &% v & & alloc failed,
size:<requested_size>, caps:<requested_caps>, N nJ PA b3 %

AT+SYSRAM=<requested_caps> £ & % ®Hl caps W W fF  H & 4. H
<caps_largest_free_block_size> HE T R 4 Bl <requested_size> K/ N E
e,
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3.1.15 AT+SYSMSG:
Ao A

Dyie:
AR EI R AR E BIRES
s

A/ RGN

 iTT Y [Eh 5

[AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

BEmA

Jyiig:

WERGIREE . WEARETEEENRA S AT 8, i HHAT+SYSMSGFILTER iy %

ez

[AT+SYSMSG:<State>

W] 7
&
S
* <state>:
— Bit0: iEBH Wi-Fi i 1442 X, Bluetooth LE SPP }% Bluetooth SPP R 27T El#E R{5 B
- 05 T

© ¥TE] +QUITT
- Bitl

JEEFAINE RN (o) Se st

« 0 i F A R R R S izn XX, CONNECT

% 1

terminal_type, remote_ip, remote_port, local_port

- Bit2:
+ 00 ATHHRURGE R
1: 4 Wi-Fi. socket,

$%§*k&»%£ﬁ%ﬁ§%1

Bluetooth LE &}, Bluetooth R 7 % 2k ik~

iy

1 40 fR 38 78 {5 B, 1 +LINK_CONN:status_type, link_id, ip_type,

& FF Wi-Fi i85 4442 X,. Bluetooth LE SPP J Bluetooth SPP

FTERRMER, W

— "CONNECT\r\n"
— "CLOSED\r\n"
- "WIFI
- "WIFI
- "WIFI
- "WIFI
- "WIFI
- "4ETH_

GOT IPv6
GOT IPVv6

A

CONNECTED\r\n"
GOT IP\r\n"

LL\r\n"
GL\xr\n"

DISCONNECT\r\n"
CONNECTED\z\n"

"+LINK_CONN:" F sk gy # 7 £ &

- "4ETH DISCONNECTED\r\n"

- Wl "+ETH_GOT_IP:" F XM BT &
- DL "+STA_CONNECTED:" F LW #E TR &
- DL "+STA_DISCONNECTED:" F X W E T A
- PL "+DIST STA_IP:" FLWMWBETRFE R
- PL "+BLECONN:" F X W& T &
- PL "+BLEDISCONN:" JF 3k @i & f2
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e

« A AT+SYSSTORE=1, Tt & BB R A7AE NVS 43X,
o A BIt0 Sk 1, B Wi-Fi i 542X B &R +QUITT,

o P YE Bitl N 1, ¥ & ¥ WJAT+CIPSTART HFIAT+CIPSERVER &y 2, % % ¥ R =
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” TN

& “XX,CONNECT”,

il

/) B wi-Fi BEBEARATARTE R

/) EERTAFARRET &
/] EBERIRAAEARERATHE R

AT+SYSMSG=2

5

// HHEHERX T, Wi-Fi. socket., Bluetooth LE = Bluetooth KA KT H AT HIER T &

AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: j3H 2 &25:01 80108
iy

i
Y ARG B IS RES

A

[AT+SYSMSGFILTER?

Wi % ¢

+SYSMSGFILTER: <enable>

OK

BEmA

Dyt
JE S T R G B g

[AT+SYSMSGFILTER:<enable>

o] i
(ox
* <enable>:
- 00 SINAGHELIE. RGEOAME. )G, RGHEASEBER LB,
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CAMARGHEE. FEE, REGHEMIENREAILE BRI AT digsi, MCU
TALI&@J T AR L R UL E 8, 25k Ak MCU.

il
. mﬁ'ﬁﬁﬂ%AﬂSYSMSGFILTERCFG A TCE AL e, TRl ARGy 8 B8t R 400 Bt g,
SEEEORS A ) R B B A
. m@rﬁﬁﬂﬁAHSYSMSGFILTER 14, BWETFE RGN LA, Bk AT RS
TH BRI g
o TEHEAZHEARX BT, MEVEBUEFAT+SYSMSGFILTER=0 1%, S RGIHELE.

o AUREET AT TR WIT &, WU APLs S8 AT ﬁﬁ/\ R A%

// BAH AT @450 HE LXK, HELR S W AT+SYSMSGFILTER.
s ANE, REZEMN LR S %E MCU (AT+USERWKMCUCFG A AW B M MCU % B i) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ BRI EGEEN AT b Ok k¥ . B LYW AT+HSYSMSGFILTER.
AR (WEER) , REEEN 2% E MCU (AT+USERWKMCUCFG # 4 % & # MCU.
S BB R .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B A B MCU FjfEHy AT # A MW EE L X . KFEARS W AT+SYSMSGFILTER.
AR, REHKEMN S4B MCU (AT+USERWKMCUCEG #r 4 % B # MCU % B o) #) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ HE A4 @ MCU %ﬁ%frﬂﬁﬁlﬂﬁ% W AT A O WHEELRE. HE S W AT+HSYSMSGFILTER.
oAb aE (WEREA) , XEHKEM 2% E MCU (ATHUSERWKMCUCEG # 4 % & ¥ MCU_
< BT B ) .

int32_t esp_at_port_active_write_data(uint8_t data, int32_t len);

'J‘WJ ﬂééﬂ]/j_‘ﬁ 7!%% % éﬁ”ﬁ] //ET'W]

3.1.17 AT+SYSMSGFILTERCFG: 75if)/itE &% Bk e

o HadiE R
o /F] r/\);ﬁ'ﬁ&/u
oA ik
o MR —AN

2 3%

?v?«&r

(ECURORT3h

ﬁlﬁ] uu fp’é\ :

[AT+SYSMSGFILTERCFG?

W i <

+SYSMSGFILTERCFG: <index>, <"head_regexp">,<"tail regexp">

OK

o <index>: APEESIIERT].
* <” head_regexp” >: SLERIFNFEiEK.
o <” tail_regexp” >: RERIEMZEEAR.
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1 LR ERUR e

131
BHES s

[AT+SYSMSGFILTERCFG:<OperatOr>

Wi i <

[OK

¢ <operator>:

- O: IHERPrAEES . WERRE, PTDARER— L R AR BT o5 A HEAS AR

il

/] TR AR E

AT+SYSMSGFILTERCFG=0

[AT+SYSMSGFILTERCFG:<operator>,<head_regexp_len>,<tail_regexp_len>

W 7

OK

>

AR AR AT CER LI AT A S, PR En] DU A (B SKEBIE 36k =0 EFRIE
MFE), Y AT SUIREIMEHE K JF k3] <head_regexp_len>+ <tail_regexp_len> Jg, #Hf7IE
M F kA e B S

PUE SR BSvie: Wt S i ve S EIR AN IR/ N1 GRS Y T

[ERROR

LB SV PLSASE L -3 R il vl w2 NSRS 1O R/ 190 % IS A T

* <operator>:
= 1t BEI—A RS . — I PE AR S S AR I Bk RN R R ) ek K
* <head_regexp_len>: SLFFIEMIZRIAA KA. Jul: [0,64]. WIREEN 0, FRZMELEBIEN KL
FCHPCHED, [ER} <tail_regexp_len> AHEHN 0.
o <tail_regexp_len>: JE¥IEMFAXKE. M [0,64]. QIEREEEN 0, FARZMEZIBIENFREA
HIPLHEL, R} <head_regexp_len> AfEN 0.

Bl
o W SE A A O BCEA B L g gy, FRE L AT+SYSMSGFILTER iy 5 88k I RS0 Bl ug, 5k
DU AR AN R G0 B A EL
o SKERFIR AR IE Mk NS5 POSIX BAIENIETL (BRE) o

Espressif Systems 32 Release release-v4.1.0.0
Submit Document Feedback


https://en.wikipedia.org/wiki/Regular_expression#POSIX_basic_and_extended
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 3. AT Ay d4E

ﬁTﬁ%%%ﬁéwﬁﬁwwNXﬁ%m%msﬁ,ﬂm@u%%ﬁwihta 3k, BB

IEN R s 45

-Rﬁﬁwﬁﬁﬁﬁ@%ﬁ%%ﬁw%ﬁﬁﬁ%%EW%Lﬁﬁ,%%ﬁ%ﬁ%wﬁﬁoﬁﬁﬁ,%

Ge i B IE M kR VT L A BE S0 AT 984, MCU ARSULE| s 17 A8 1 ) ek s UC e _F i

ﬁﬁ 2 JRFE KA MCU,

o MARGHEICE S| MRS, AN SRS ISR AT R -

-Eaiﬁﬁm PR, REHEASEL, WASK RN REHEMAZRGEHEGHE—
N

. Xf?ﬁﬂigiﬁjtﬂ’hx% SR AN AR B R Dt g, RS R A AT+ SYSMSGFILTER=0 fip %

ARG ELE.

2N

// BB EE, LEHE "WIFI CONNECTED" Z 4 W AR &
AT+SYSMSGFILTERCFG=1,17,0

/] EfFE A KRE OK f1 > J§, ¥ A\ "WIFI CONNECTED\r\n (# & \r\n & A 2_
ANFFH, X ASCII & F # 0D 0A)

/1 TFRFR KRR

AT+SYSMSGFILTER=1

/7 R R R
AT+CWMODE=1
AT+CWJAP="ssid", "password"

// AT X F # # WIFI CONNECTED % % 4 & # &

PRS2 A il Bl s ).

TR —A~ ik dE &5

o
BEmA A

[AT+SYSMSGFILTERCFG:<operator>,<head_regexp_len>,<tail_regexp_len> ]

W i :

OK

>

AR FRIR AT SR I AT fird DR, R ETT DA A K (R : SKIRaE i SRk sUm R B IE
Wk ), 24 AT SCEN I EE K A <head_regexp_len>+<tail_regexp_len> )i, #HTIE
IR 358 B EAS o

pUEVIESuva Wit Sé Eue S B0 ESuRlsn PN e

[ERROR }

B SRV B visea Vet -3 G v e S| 50 758700 i IS A T

& ]

S8
* <operator>:

- 20 MR adugdE
* <head_regexp_len>: SLHRIENIZIRA KL . 5 : [0,64], URKEN O, W <tail regexp_len>

AHEH 0.
o <tail_regexp_len>: FEIFIFENFEAXE . L [0,64], WHRIEE N0, N <head_regexp_len>
AHEH 0.
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Bl
o RpMHER IRt 0 e AR N ) i i o

il

/7 MR bR ey R A
AT+SYSMSGFILTERCFG=2, 17,0

// %t &4 4 RE OK f1 > &, WA "WIFI CONNECTED\r\n (& &

S/ANFE W, N ASCITI & WY @ 0D O0A)

A -

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT £ # d WIFI CONNECTED Z 4 4 B i &

\r\n & H 2.

3.1.18 AT+SYSFLASH: #ifyaki%s flash JI] a4y X
RIS

Jifik:
#rif) flash H 43X

ke

[AT+SYSFLASH?

MW .

+SYSFLASH:<partition>, <type>, <subtype>, <addr>,<size>
OK

Has

&E

Jyiig:
B 5. R flash 20X

e

=

[AT+SYSFLASH:<operation>,<partition>,<offset>,<length>

Wi % ¢

+SYSFLASH:<length>, <data>
OK

S

e <operation>:
- 0 X
-1 5 X
_ 2 EAK
o <partition>: X4 R
o <offset>: ffgHhil
o <length>: %K &
o <type>: M orIXRA
* <subtype>: H 14X 24
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o <addr>: F P4 XAk
o <size>: F 4K/

Bl

o A 45 bEsk at_customize.bin, FHELI(FEE IS H 4ol f & Lo K.

o PR IXEE, W BERIZHRS X, X PAEIT A <of fset> fll <length> BHCKFEM. fI
M, 4 AT+SYSFLASH=0, "mfg_nvs" AJ#ERIEA “mfg_nvs” X,

o XT4rXKE X 27 ESP-IDF 43 X 3,

* 4 <operator> Hwrite B}, RGULENAS/EHEMATRI] >, R DU AZEEdE, £
K E N 5 <length> —3,

o EArIXHI, WHGERIZS X

o WIEREMIE M mfg_nvs 43 X HEEEHE , 5 AT+SYSMFG 4 (NVS H B (EXTHE) . ansf
TERUE A mfg_nvs 431X, i AT+SYSFLASH 64 (43 IX#EME) o

* G XEf, MCU W%k G AEE, e — RS A2 H8dESHNTEALE. sk ES A 4KB
FATEGE, HEEHASEN.

il

/) E B EA "mfg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// % "mfg_nvs" AR B HI 0 X ENHFH "mfg_nvs" K (A/IK 0x1C000)
AT+SYSFLASH=1, "mfg_nvs", 0, 0x1C000

3.1.19 AT+SYSMFG: #rifyukis; manufacturing nvs Jf] )14y [X
i 4

Tytig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 ] (namespace)

A

[AT+SYSMFG?

W i :

+SYSMFG:<"namespace">

OK

PRk A #4725 A B PN

[AT+SYSMFG:<operation>,<"namespace">[,<"key">] ]

L)V

& J
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BH

e <operation>:
- 0: PEERERE
- 1 HURE
-2 H5A#E
* <” namespace” >: fiy4%3|H].,
o <” key” >: EHE, siFRCNEE. 24 <"key"> BT, S <"namespace"> WA MEENT &
M H BB A ETHEE B <"key "> FUBEEXT

]

o THICPIEE AR AT (NVS), T2 2s(a] . ERT AR

il
// BB client cert A ZEAMAMBEXY (W: BRRANE 0 FFEF 1o
B F PRI F)

AT+SYSMFG=0, "client_cert"

// ¥ % client_cert # & Z i A W client_cert.0 A X (H: BRBRIAWE o
B P ik S )

AT+SYSMFG=0, "client_cert", "client_cert.0"

I 45 2% ] SR (R

[AT+SYSMFG:<operation> [, <"namespace">] [,<"key">] [, <offset>,<length>]

W i ¢
4 <"namespace"> AR Z JGSEHRERT, J&IH:

+SYSMFG:<"namespace">

OK

Y <"key"> NRZIGZHERAE IS, &0

+SYSMFG:<"namespace">, <"key">, <type>

OK

HAEOL, &

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:

- 0: IR

- 1 EHURME

- 2: BABME
* <” namespace” >: 44 %S[A,
o <” key” >: A, sARMEE
o <offset>: S{HKIIRNFS .
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* <length>: FHAK)E.

o <type>: HR{HMYAEAL,
- 1: u8

i8

ul6

16

u32

i32

string

binary

. <value>: HEIEHGHCRE.

|
0NN kW

|
o THIEPIEE AR AT (NVS), T a4 zs(a] . BERT IR

il

/) EREBCY A BT A M A s
AT+SYSMFG=1

// Bl client_cert @ & X E W r A W £ 4

AT+SYSMFG=1, "client_cert"

// EZ Bl client_cert @ % R [ W B client_cert.0 T8 K &
AT+SYSMFG=1, "client_cert", "client_cert.0"

// B client_cert # & X i W M client_cert.0 8 WMEH, MR 100 W F LW 200_
LE
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 42 ] A 55 A BEFDR
BE M WA

[AT+SYSMFG:<operation>, <"namespace">,<"key">, <type>, <value>

W i :

[OK

S

¢ <operation>:
- 0: EEREAE
- 1t SEHfE
- 2: AL
* <” namespace” >: 4 43|H].
o <” key” >: i, EARMEE
* <type>: SHHIJRAL.
- 1: u8
- 2: 18
: ul6
il6
u32
i32
string

|
NON B bW
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— 8: binary
 <value>: S <type> A[H|, WIHSEE RFH:
— W3R <type> &2 1-6, <value> {UFEEMEIE.
- W <type> & 7-8, <value> EMEMEIEWKIE. FEELETHAMS)IE, AT &1
>, Fon AT EES IR TEE, SERT ] DU ARG, 24 AT £ 30 1 B0 K R R 5
<value> J5, WIS RPmI6r4 250 NS AGEXT .

|

o THIEPIEE RS AT (NVS), T a4 23(a) . BERT R

* HAH, QIR a4 2 SRR (NVS SRR 2 S EREEN ) o

o WEREAME R mfg_nvs 73 XA SE LR, T I AT+SYSMFG g4 (NVS HEg B0 #AF) . f2R
BRBUCEA mfg_nvs 72X, 5 HAT+SYSFLASH fir % (7K #:A5)

il

// W client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : E#H client_cert.
AT EAHE 0 BEFHIESR)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

/] B ORE > B, EA 1164 FHHIEH @

3.1.20 AT+RFPOWER: #rify/i ¥ RF TX Power
i fiy &

Yitig:
#rifi] RF TX Power

[AT+RFPOWER?

Wi i ¢

+RFPOWER:<wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>
OK

B WA

-t

=

A

[AT+RFPOWER:<wi fi_power>[,<ble_adv_power>, <ble_scan_power>,<ble_conn_power>]

o <wifi_power>: BA{i} 0.25 dBm, LUK EISEME R 78, NISEEREY RF Power {54 78 * 0.25 dBm
=19.5dBm. Jii'® )5 iE4F AT+RFPOWER? T WA SLPR Y RF Power {H.
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— ESP32-C3 & & 1 BUETE F A [40,84]:

REME ERE KER{E SEfR dBm

[40,80] <&EME> <KTH> <HEEME>*0.25
[81,84] <i%Efi> 80 20

» <ble_adv_power>: Bluetooth LE | J%[% RF TX Power, HUEEE 4 [0,15]:

0: -24 dBm
1: -21 dBm
2: -18 dBm
3:-15dBm
e 4:-12dBm
5: -9 dBm
6: -6 dBm
7: -3 dBm
8: -0 dBm
¢ 9:3dBm
¢ 10: 6 dBm
e 11: 9dBm
e 12: 12dBm
e 13: 15dBm
¢ 14: 18 dBm
e 15: 20 dBm

+ <ble_scan_power>: Bluetooth LE J94#[%) RF TX Power, Z%{HB{H[F] <ble_adv_power> Z4{.
» <ble_conn_power>: Bluetooth LE %321 RF TX Power, ZE{HUHEA] <ble_adv_power> Z4.

3.1.21 b

o 4 Wi-Fi 28R ¥ Ia4LI, AT+RFPOWER fy & JoyE 1 & /4rih) Wi-Fi [ RF TX Power, 34 Bluetooth
LE R¥IEAC}, AT+RFPOWER A2 JoVE X /4 18 Bluetooth LE [ RF TX Power,

*H T RF TX Power 70 A AN W S5 X, M NFRHAEE XN HEAEE H,
BT DA 8 if esp_wifi_get_max_tx_power # ] #| ) wifi_power ® {H W fE &
esp_wifi_set_max_tx_power WENMBEMAIELER, BASHIZELR.

o FKF: <ble_scan_power> Al <ble_conn_power> S5 BN 5 <ble_adv_power> SR [A] (E
BN, XWADSEG A i E NS <ble_adv_power> ] [F{H -

3.1.22 AT: RF 4iBsie
Wi f s

A

[AT +RFCAL

W

& 1

3.1.23 b

* ESP32-C3 HiK/Halit & A 34T RF £iiAE, 2 )5 Rt A 38T RF 01, 2% RF
FEHE T A A0
o WHEAEE TS WA, SR RIS, BT RF SmAHE.
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3.1.24 AT+SYSROLLBACK: [n]7& %I UL iy s
iy

Jyiig:
PR 24 HAS A TR TR ] F ik MR AR o

s

[AT+SYSROLLBACK?

W

+SYSROLLBACK: <running_app_addr>, <"running_app_version">,<rollback_app_addr>, <
—"rollback_app_version">

OK
Parm A
A
[AT+SYSROLLBACK
Wi 3% ¢
[OK
ZH
* <running_app_addr>: 4 F[iz4T Rk
e <” running_app_version” >: 24H[iEfTERIUR o
* <rollback_app_addr>: [8]7% [E{4-pgHudk
» <” rollback_app_version” >: [0V [ {ER A .
byi]

» Ay Al OTA J14%, R BlRE] S — OTA 73 K fF:.

3.1.25 AT+SYSTIMESTAMP: #if)/i% ¥ A Hulf il g
feififr 4

i
A 7 L o ]

Py -
iy

[AT+SYSTIMESTAMP?

Wi i <

+SYSTIMESTAMP : <Unix_timestamp>
OK
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S

N

R

R

ifig:
P E A )8, 24 SNTP B E W8 G, 52 [F 455

O e
iy

[AT+SYSTIMESTAMP:<Unix_timestamp>

W

[OK

BH

* <Unix-timestamp>: Unix [f[a]#;, BAf7: 0.

Bl

[AT+SYSTIMESTAMP:1565853509 //2019-08-15 15:18:29

3.1.26 AT+SYSLOG: K3HukZ5H AT #5iRfCha4en
iy

yiig:
i) AT SR AR 27

s

[AT+SYSLOG?

W

+SYSLOG:<status>

OK

BEmA

ifig:
JE AR AT 452 TR

s

[AT+SYSLOG:<status>

Wi i ¢

[OK
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S
o <status>: FHRSHE SRS
- 0: 2H
-1 J3H

il

// B R AT #RREREF
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// 2R AT R KRG RET
AT+SYSLOG=0

OK
AT+FAKE
// A ## 7/ “ERR CODE:0x01090000"

ERROR

AT F A2 —A> 32 fi /N B, & SCanF

#A FRE  HR
bit32 ~ bit24  bit23 ~ bitl6  bitl5 ~ bit0

* category: [&E{H 0x01
* subcategory: 4R

fRIREE wmiIR K A
3

ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 ]
ESP_AT_SUB_NO_TERMINATOR 0x02 RIFNGEHRF (VLA “m” 5512)
ESP_AT_SUB_NO_AT 0x03 KILFELE AT (B ARTTHERE at. At BY

aT)
ESP_AT_SUB_PARA_LENGTH_MISMATC 0x04 SR K BER LR
ESP_AT_SUB_PARA_TYPE_MISMATCH 0x05 SRR TR L
ESP_AT_SUB_PARA_NUM_MISMATCH 0x06 SHEE AL
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 fRNT SR
ESP_AT_SUB_UNSUPPORT_CMD 0x09 AR Zm S
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A AT 2
ESP_AT_SUB_CMD_PROCESSING 0x0B EEPFT E— S
ESP_AT_SUB_CMD_OP_ERROR 0x0C B BRI AR

* extension: F5iRYJEFE, AR TREAAFEMY RMER, HHEIH W components/at/

include/esp_at.h,

B, 45 ERR CODE:0x01090000 F/R “ANLFFZMD".
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3.1.27 AT+SLEEPWKCFG: ¥ Light-sleep Wi Jsifiefig GPIO

v

H

N

B

¥

A

=

[AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

W i <

[OK

S

» <wakeup source>: Mg i
- 0: [REAWE, BASE
-1 (REECE, A
— 2: GPIO Mafg
¢ <paraml>:
- MY GPIO I, %S4 GPIO &
- REATE, B

* <param2>:
- MM GPIO I, xS RN -
- 0: fRHfF
1
il

// GPIO12 B H 1k v F mf % B
AT+SLEEPWKCFG=2,12,0

(A
o MUERAE B F AP RO A RO, AREAE TR AR, AR R P AR L

3.1.28 AT+SYSSTORE: ¥ ZE itk
A%

i
Hif) AT ZHF it

O e
iy

[AT+SYSSTORE?

Wi i *

+SYSSTORE: <store_mode>

OK
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=

=

A

[AT+SYSSTORE:<store_mode>

o <store_mode>: ZEfEERIR
- 0: MAEEALEA flash
- 1 WAFEELA flash (ERIA)

Bl

- Ui A RIBIEE G S, REMEGS, KA L5EMN RAM i,
. ErSLHML R

o AT+SYSMSG

» AT+CWMODE

» AT+CIPV6

* AT+CWCONFIG

*» AT+CWIJAP

*» AT+CWSAP

* AT+CWRECONNCFG
e AT+CIPAP

e AT+CIPSTA

* AT+CIPAPMAC

* AT+CIPSTAMAC

e AT+CIPDNS

* AT+CIPSSLCCONF

e AT+CIPRECONNINTV
* AT+CIPTCPOPT

* AT+CWDHCPS

* AT+CWDHCP

* AT+CWSTAPROTO

* AT+CWAPPROTO

o AT+CWIJEAP

* AT+BLENAME

e AT+BLEADVPARAM
e AT+BLEADVDATA

e AT+BLEADVDATAEX
* AT+BLESCANRSPDATA
* AT+BLESCANPARAM

il

AT+SYSSTORE=0
AT+CWMODE=1 // AF # A\ flash
AT+CWJAP="test","1234567890" // A F# A flash

(ZF 30
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AT+SYSSTORE=1
AT+CWMODE=3 // f# N\ flash
AT+CWJAP="test","1234567890" // #H AN flash

(% L 50)

3.1.29 AT+SYSREG: B 5%

v

15

N

R

X

=

A

[AT+SYSREG:<direct>,<address>[,<write value>]

LO)vE

+SYSREG: <read value> // (NEFR TR FHF HEu
OK

B
o <direct>: FEolE T A7Ar
- 0: LA
- 11 G3fide

o <address>: (uint32) F/Fasbtl, HEHEIES M XN (RS HE T
o <write value>: (uint32) B A(E, (& T 5 2FA7280]

|

o AT PR A ZF AL, DTS ORI T At AT 2%

3.1.30 AT+SYSTEMP: BHGE T R HE G T P 1

Dyt
RO S B A e OBt o B IR

o

it A

[

[AT+SYSTEMP?

W Y <

+SYSTEMP : <value>
OK

o <value>: FFICIRE(H. PR, REPIGLNL
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3.2

Wi-Fi AT A4k

28

AT+CWINIT : ¥JHEA0/ 5P Wi-Fi BRZhFL5

AT+CWMODE: 25i)/¥% B Wi-Fi ##3{; (Station/SoftAP/Station+SoftAP)
AT+CWSTATE: 75iH) Wi-Fi JRZSH Wi-Fi {5 4,

AT+CWCONFIG: Trif)/ % & Wi-Fi 535 30 B[] A1 0 1a] BR i 1)
AT+CWJAP: %53 AP

AT+CWRECONNCFG: #5)/i5% % Wi-Fi & 400 5

AT+CWLAPOPT : 1'% AT+CWLAP G454 ) @tk
AT+CWLAP: 524 510] F#Y AP

AT+CWOQAP: WiFF5 AP [

AT+CWSAP: it ESP32-C3 SoftAP Z:%§

AT+CWLIF: £if)i%3: 3] ESP32-C3 SoftAP [} station {5 B,
AT+CWOIF: Wi7T station 5 ESP32-C3 SoftAP fiti%
AT+CWDHCP: J2 Jfi/%% i) DHCP

AT+CWDHCPS: i/ % ESP32-C3 SoftAP DHCP 4 it i IPv4 Hihl 35 Fil
AT+CWAUTOCONN: 275 A 3hi%EH: AP

AT+CWAPPROTO: Z5ifl/13 & SoftAP #iz{F 802.11 b/g/n MM bRt
AT+CWSTAPROTO: % & Station Biz T 802.11 b/g/n Pl AR
AT+CIPSTAMAC : #¥if)/i% ' ESP32-C3 Station fi) MAC Hihl
AT+CIPAPMAC: Z5if]/i% % ESP32-C3 SoftAP fi] MAC Hihl
AT+CIPSTA: Z5if/i% 8 ESP32-C3 Station [1] IP Hihi

AT+CIPAP: 5]/ & ESP32-C3 SoftAP [ IP Huiik
AT+CWSTARTSMART : JTJ& SmartConfig

AT+CWSTOPSMART : {% ]} SmartConfig

AT+ WPS: & WPS Ihfg

AT+CWJEAP: 54 WPA2 IR AP

AT+CWHOSTNAME : #%if/3% % ESP32-C3 Station (1) -H14 #i
AT+CWCOUNTRY : #5i/i% 5 Wi-Fi [ Z 65

321 74

CiRiE

BRIAAY AT [ {F S35 I BT T BRAT+CWIEAP Z SN AT firdr. AR EETE 2B ¥ ESP32-C3 2k

Udii;%lﬁ’ﬂﬁﬁé\ T HAT#RiF ESP-AT T42, (e TP T TR BLesE (Pt marm, MRIEEm®
gz K

JE H EAP 154 (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support

1] WPS /i (AT+WPS): Component config->AT->AT WPS command support

2% 1] smartconfig /i % (AT+CWSTARTSMART . AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support

SEMPTE Wi-Fi il (M. — B, Il Wi-Fi DAL ERSIRER TR, F s B ATk
PLX 2 AT f54): Component config->AT->AT wifi command support

322 AT+CWINIT: #hG4b/i% 08 Wi-Fi B2 RT

Dy

Py
Il/\'\

iy

i ESP32-C3 #¢#5 1) Wi-Fi U1K

AN .
“Il/?\‘
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[AT+CWINIT?

Wi % ¢

+CWINIT:<init>

i
IR LR B ESP32-C3 1504519 Wi-Fi BKEh R

[

{AT+CWINIT=<init> ]

Wi i ¢

e <init>:
- 0: J B Wi-Fi B0
- 1: WIAAk Wi-Fi IRZh R (BRAME)

Bl
o RUEARAFE] flash, FEJG R AEOAE 1.

 YEERAM BHEA RIS, FEAG Wi-Fi BURTEE T, o DARE T st a5 B Wi-Fi JREhRE, AREIL
RAM B

il

// EHE Wi-Fi I3 B )7
AT+CWINIT=0

3.23 AT+CWMODE: #rify/i ¥ Wi-Fi 55 (Station/SoftAP/Station+SoftAP)
i fir &

Ystie:
#rif] ESP32-C3 {54511 Wi-Fi #5x{

Py e
"ﬂé?‘

[AT+CWMODE?

W 7

+CWMODE : <mode>
OK
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fig:
P E ESP32-C3 #5451 Wi-Fi fi=t

O e
iy

&F

[AT+CWMODE:<mode> [, <auto_connect>] }

Wi i :

& )

BH

o <mode>: I
— 0: J¢ Wi-Fi 858, 3 H ¢ Wi-Fi RF
— 1: Station £z
— 2: SoftAP iz
— 3: SoftAP+Station F5=t
* <auto_connect>: Y]t ESP32-C3 #5451 Wi-Fi #izCif (141, M SoftAP = Jo Wi-Fi 45X 446 4
Station 55} SoftAP+Station 15X,) , 275 /5 HBliEH: AP IIfg, BAE: 1. SHEERE, it
FENME, Hi2ae A shiEs:.
- 0: 251 | BhiE4: AP 1yThe
- 1 B BshiEs: AP IJGE, AZRIC &R B 3hiEs: AP L E fRA7H] flash v, JI] ESP32-C3
WAR B 3hiER: AP

Pi]
o AT+SYSSTORE=1, 753 E¥HRAEAE NVS 43X
o WERZ AW ThAR, A ERE , BAE(E ] SoftAP 5l SoftAP+Station TREH], &k
ELAF fr T o iRtk i Zh A -
— AT+BLEINIT=0 (3144 Bluetooth LE)

— AT+BLUFI=0 (] BluFi)
W T RE 20T, 15 FEE RF L7 SORY.

il

[AT+CWMODE:3 }

3.2.4 AT+CWSTATE: #rify Wi-Fi JR &M Wi-Fi {355
A%

Ly :
#if) ESP32-C3 #2451 Wi-Fi REH! Wi-Fi {5 5

O e
iy A

[AT+CWSTATE?

W
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+CWSTATE:<state>, <"ssid">

OK

o <state>: Y477 Wi-Fi k&
— 0: ESP32-C3 station [ R AL Wi-Fi %8
— 1: ESP32-C3 station (. 8354 | AP, {H AR IRHE] IPv4 Hihilk
— 2: ESP32-C3 station . & %3 I AP, O & 5HE] IPv4 #ihl
— 3: ESP32-C3 station 1E¥E#E4T Wi-Fi 425k Wi-Fi #i%E
— 4: ESP32-C3 station 4T Wi-Fi WiIFIRES

o <” ssid” >: H#Fr AP 11 SSID

|

o 24 ESP32-C3 station Y% 18 I AP I, #Ex{di ] Ay &2 ih) Wi-Fi {5 5.5 24 ESP32-C3 station %
B L AP J5, HEETHAT+CWIAP iy &£t Wi-Fi {5 5

3.2.5 AT+CWCONFIG: #xif/is s Wi-Fi B35 gt bk wr il pEmk i)

iy s

[AT+CWCONFIG?

Wi

+CWCONFIG:<ap_inactive_time>,<sta_inactive_time>, <listen_interval>

OK
e
e

[AT+CWCONFIG:[<ap_inactive_time>][,<sta_inactive_time>][,<listen_interval>1

Wi 3% <

 <ap_inactive_time>: SoftAP #5 FAgIETE BN Ta] . BASZ: P, BRAME: 300, JEHE: [10,3600], 15
SoftAP F£ 3R i B i 8] P9 1 A B B oA~ Ui H21) Station (T, SoftAP K55 il I 1% Station
1 Wi-Fi 154z .

« <sta_inactive_time>: Station iz N AEIE s E] . BA(: Fb, BERIA(E: 6, JuFE: [3,600]. 1R
Station 7 1% Bl ] A 2R E 82 1Y SoftAP fATa {5 bt 5% il Wi A ESP32-C3 1) Wi-Fi
EH.

« <listen_interval>: i} AP beacon [J]f][%, Bi{i>5 AP beacon [A]FF, BRIAE: 3, JEE: [1,100].
FIAT+CWIAP i) <listen_interval> Z4HH[F], {HILHCE 24 RPER .
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e

o EAT+SYSSTORE=1, Z¥%E-BHRITAE NVS 43X

32.6 AT+CWJAP: %% AP
A%

Yriie:
#5if]5 ESP32-C3 Station J£# (1 AP {55 &

[

[AT+CWJAP?

W i <

+CWJAP :<"ssid">,<"bssid">, <channel>, <rssi>, <pci_en>,<reconn_interval>,<listen_
—interval>, <scan_mode>, <pmf>
OK

P
g

L /
[y

A=

X
v B

N

1% & ESP32-C3 Station F51ERE M) AP

N

AT+CWJAP=[<"ssid">], [<"pwd">][,<"bssid">] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

Wi i *

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

Y

+CWJAP : <error code>
ERROR

AT 4

Yytig:
H ESP32-C3 station 3#:4% % |y Wi-Fi it & /111 AP

[

[AT+CWJAP

Wi % ¢
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WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPvé6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

o« <” ssid” >: HFR AP 1% SSID
— IR SSID AR A , . "\ SRR TR, TN
— AT SZRpi%E#: SSID S S0y AP, (HE BESu ik ph 47 5l R i S SSID A2 UTF-8 4rfidig .
AT PASEH SSID, AR J5 {414 21 g SSID #EfTi%E$z
< pwd” >: LK 63 F7 ASCII
<” bssid” >: H#x AP ) MAC #ihl, 2424~ AP HHH[FEK SSID i}, ZSEA 44 0%
<channel>: ZiE%
<rssi>: G5B
<pci_en>: PCIiAJE
— 0: ESP32-C3 station 1] 5{Tfi—Fl a5 720l AP j482, {145 OPEN il WEP
— 1: ESP32-C3 station 7] 5[ OPEN F1 WEP 2 #NFATAR—Fimnss 5 R AP 545
» <reconn_interval>: Wi-Fi BiE[E]fE, A b, BROME: 1, & A{H: 7200
— 0: Wi, ESP32-C3 station A~ iE AP
— [1,7200]: WiFFi&EdE )5, ESP32-C3 station 4[58 E I E]) 5 AP %
* <listen_interval>: i/ AP beacon [FJ[H]f%, R4 AP beacon [B]ff, ERIAME: 3, JEH: [1,100]
o <scan_mode>: FIHitR
— O: P4, #ENH IR AP J52 (L3394, ESP32-C3 station 55— M2 AP &4
- It &EEER, A EEEH G A 2 L35, ESP32-C3 station 55 255 AR AP
JUEET
* <jap_timeout>: AT+CWJAP fir I YfME, A2 #b, BRIME: 15, JEE: [3,600]
o <pmf>: PMF (Protected Management Frames, Z{&3 R M), BRIAE 1
- 0 FRE ) PMF
— bit 0: B PMF Ijfig, $&/R3CHf PMF, WS HAbL 2 B PMF Jj6E, I ESP32-C3 %4150
SeBEFE A PMF B
- bit 1: FFE PMF, $/RFHE PMF, AR RPN RE PMF DIRERT &
o <error code>: 4EiRMD, (k&%
- 1: ER B
- 2: R R
3: LR H iR AP
4: BRI
HE A H: BRI

e

o WRAT+SYSSTORE=1, W& HEUCHAEEE] NVS 43X

o fl A A 455 2T station 52

* 24 ESP32-C3 station £L 4% I AP Ji5, HEFE UL 4 Wi-Fi {55 24 ESP32-C3 station %4 1%
B b AP B, HEEAE I AT+CWSTATE fp4451f) Wi-Fi {5 5,

o Ry <reconn_interval> B 5AT+CWRECONNCFG fiy 4 ¥ <interval_second>
SRR MBI GO AR E <reconn_interval> 24, Wi-Fi 5 [H] K [E4F R 1
IME 1

© QARFIHAERE <"ssid"> Fl <"password"> Z4, KM E—RKIKEMHE
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o PUTAS SR E A IEETEEARE, BRIACH 15 #), S5 <jap_timeout> WE

o REHRET WAPT X407 i3 0% e

o FEUEIREL IPV6 Mkl , FEEICIREAT+CIPV6=1

o %7 OK {3 IPv4 BT AUER TGS, T AFE IPv6 RIHER i . 24T ESP-AT DA IPv4 [ 4%H)
F=, IPv6 W25 K%

* WIFI GOT IPvé6 LL fLFEDZLIKIFNAHALRS IPv6 Hitik, XN Hihiki2 @it BUI-64 AR5 5k
W, AREghnss. I TR, XTHTREYE OK Z B, tHWRETE OK Z 5.

e WIFI GOT IPv6 GL ALEDLIIEF| 4R IPv6 Motk , ZHiht 2 AP T R IEIZn F N EBit e s
R EBIATHATRY, FEEHSSS. BT, XTI EELE OK Z /i, W r]RELE
OK ZJ&; WnlBEHT AP AN 3CEE IPv6 MiAFTEL,

il

// W B B AP B SSID & "abc", HAE "0123456789", M| 4 4 £
AT+CWJAP="abc", "0123456789"

// R E A AP B SSID £ "ab\,c", A Z "0123456789"\", N & 4 &:
AT+CWJAP="ab\\\,c","0123456789\"\\"

// R % AN AP H A # SSID "abc", ¥ i@ it BSSID K F H AF AP:
AT+CWJAP="abc","0123456789", "ca:d7:19:d8:a6:44"

// R ESP-AT ERE i pMF ##H AP, N 44 2
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.7 AT+CWRECONNCFG: #ify/i% ' Wi-Fi A E
i A

i
Fif] Wi-Fi EIERCE

P
iy A

[AT+CWRECONNCFG?

W i ¢

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

P8 Wi-Fi ®IER

e

[AT+CWRECONNCFG:<interval_second>,<repeat_count>

Wi i ¢

[OK
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BH

* <interval_second>: Wi-Fi Ei%[A]fE, BN 7, BUAE: 0, HKfE 7200

— 0: WrFiE#E)G, ESP32-C3 station AN EiE AP

— [1,7200]: WiFFi&EE )5, ESP32-C3 station 4[5 $5 E I [E] 5 AP %

o <repeat_count>: ESP32-C3 X452 B AP HIREL, ASHHE <interval_second> A4 0 B

AR, BOAME: 0, HKME: 1000
— 0: ESP32-C3 station J5 2244592 AP

— [1,1000]: ESP32-C3 station i M A4S 535 & K BT 1% AP

il

// ESP32-C3 station £ 1 # = HK % ap, £ £ 100 %

AT+CWRECONNCFG=1,100

// ESP32-C3 station AW F & B FE K& & AP
AT+CWRECONNCFG=0, 0

|

* #TAT+SYSSTORE=1, B8 EUCRHRAFTE NVS 731X

o At <interval_second> ZEHAT+CWIAP F1[¥) [<reconn_interval>] ZEAH[H

* AT TREBIROT AP Wi-Fi BRI HLS Wi-Fi B 3

3.2.8 AT+CWLAPOPT: k¥ AT+CWLAP iy A HIas 2Pk

B WA

A

[AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

Wi % ¢

[OK

B

[ERROR

B8

* <reserved>: {fEFI

o <print mask>: AT+CWLAP {4525 2Rl F &350, BUAME: OXTFF, # bit ik 1, NIE/R

KV ZEL, AR 0, MR BRI S50
— bit 0: &% B/~ <ecn>
- bitl: BEHER <7 ssid” >
— bit 2: &% B8 <rssi>
- bit3: BHE/R <” mac” >
— bit 4: &4 E 7~ <channel>
- bit 5: 215 BN <freq_offset>
— bit 6: 215 BN <freqcal_val>
— bit 7: 275 B~ <pairwise_cipher>
— bit 8: 275 i/~ <group_cipher>
- bit 9: 275 7~ <bgn>
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— bit 10: 275 H~ <wps>
o [<rssifilter>]: AT+CWLAP {45 R @ B A SHEEE, M), SRt g E S m AT rssi
filter BYUEN AP, Hifi: dBm, ZRIAE: 100, JEHE: [-100,40]
o [<authmode mask>]: AT+CWLAP [{j§i4E B2 Er%?%ﬁﬁﬁmM>ﬁwﬁ:mww,m
Rbit xR 1, MERXTMINIES X AP, 2Rk 0, WA ER
- bit 0: 275 &R OPEN NE R AP
- bit 1: 27 &7 WeEP IAIES 1) AP
— bit 2: B R wPA_PSK IE I AP
— bit 3: B R WPA2_PSK AE 0 AP
— bit4: BEH /8 WPA_WPA2_PSK IANIEG I AP
— bit5: 275 T8 WPA2_ENTERPRISE TAUE T AP
— bit 6: 275 HR% WPA3_PSK AE AN AP
— bit 7: & T WPA2_WPA3_PSK AE R AP
— bit 8: I % WAPT_PSK IAE 201 AP
— bit 9: 27 /R OWE INIE ) = AP
— bit 10: B4 E/8 WPA3_ENT_192 AIEF AT AP
- bit 11: B & E/R WPA3_EXT_PSK IAIET T AP
— bit 12: 27 /8 WPA3_EXT_PSK_MIXED_MODE AE =1 AP
— bit 13: 275275 DPP IAIF 2 AP
— bit 14: J275 7% WPA3_ENTERPRISE I\JF =11 AP
— bit 15: J275 2 7% WPA2_WPA3_ENTERPRISE IAJIE )55 ff) AP

2Nl

AN Bk =8 )

/I BZANBK A 3L, B OOxIF, KT AMEA L W bit XEHSEML BT EHX
AT+CWLAPOPT=, 31

AT+CWLAP

// A EBINIEF XK OPEN B AP
AT+CWLAPOPT=,31,-100,1
AT+CWLAP

3.2.9 AT+CWLAP: £16i2%mi v HIF) AP
B A

e
ST SR E & PFRY AP, UNFEE SSID. MAC Hiuhik si {5365

e
iy

RF
«>

AT+CWLAP=[<"ssid">] [, <"mac">] [, <channel>] [, <scan_type>][,<scan_time_min>] [, <scan_
—time_max>] [, <ext_channel_bitmap>]

AT 4

e
F Y il 6 AP

"Nl\’\

[AT+CWLAP

Wi i ¢
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+CWLAP: (<ecn>, <"ssid">, <rssi>, <"mac">, <channel>, <freq offset>,<freqcal_val>,
—<pairwise_cipher>, <group_cipher>, <bgn>, <wps>)

OK

o <een>: Jii%E A
: OPEN
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_ PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
— 11: WPA3_EXT_PSK
— 12: WPA3_EXT_PSK_MIXED_ MODE
— 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
o < ssid” >: FEFESEL, AP [ SSID
o <rssi>: [EEIRE
e <” mac” >: FHESE, AP 1) MAC Hilik
e <channel>: fFiE5
o <scan_type>: Wi-Fi J9fi2% B EHN: 0
- 0: EFHHH
- 1 gah i
¢ <scan_time_min>: FAMFIERSEIER], B4 28, JEE: [0,1500], WAREHSEACA B8
i, ASHTH
* <scan_time_max>: FAMEHE RN, BA: 2R, JERE: [0,1500]1, 415k 0, [EfERH
SEEME, EFEHH 120 ms, P2 360 ms
 <ext_channel_bitmap>: ¥ {55
— bitl ~ bitl4: 2.4 GHz {ZiE. £ bit AJPAFIEE R 1, FREMEZAMEE.
o <freq_offset>: Fifw (fF&EWH)
o <freqcal_val>: SRMUEME (FETH)
o <pairwise_cipher>: % a5 7
— 0: None
: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
: AES-CMAC-128
- 7 RH
* <group_cipher>: AfI%KA, 5 <pairwise_cipher> ZEAUHZHEA M
* <bgn>: 802.11 b/g/n, # bit %A 1, WFIRMHEXT A, A0, WIFIREE A
— bit 0: 25 HHE 802.11b FHER;
— bit 1: 2EfE 802.11g 5L,
— bit 2: EEHRE 802.11n Bz
e <wps>: wps flag
— 0: N3 H: WPS
— 1: ¥ WPS

|
0NN W —O

I
S SRR
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il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID # Aap
AT+CWLAP="Wi-Fi"

3.2.10 AT+CWQAP: WiIrYS AP )iER:
P4

A

=

[AT+CWQAP ]

W i ©

[OK

3.2.11 AT+CWSAP: it ESP32-C3 SoftAP £ %
A%

yfik:
£rif) ESP32-C3 SoftAP [t & S5

[AT+CWSAP?

W i ¢

‘+CWSAP:<"ssid">,<"pwd">,<channel>,<ecn>,<max conn>, <ssid hidden>

wHmA

Dyie

1555 ESP32-C3 SoftAP [t & S5
A

[AT+CWSAP:<"ssid">,<"pwd">,<chl>,<ecn>[,<max conn>] [,<ssid hidden>]

W

[OK

o <7 ssid” > FRHRSE, BARATR

o <7 pwd” >: FHRHRSEL, B, JEH: 8 ~ 63 AT ASCH
e <channel>: 5%

» <ecn>: fIE R, ACHF WEP
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0: OPEN
2: WPA_PSK
3: WPA2_PSK
- 4: WPA_WPA2_PSK
e [<max conn>]: % A ESP32-C3 SoftAP [} 2 station {H , BUETEMH: £% max_connection
¢ [<ssid hidden>]:
- 0: )7 SSID (EKiN)
— 1: AJ7#% SSID

e

o AAr4 R MAT+CWMODE=2 5% AT+CWMODE=3 I A H 3

o #AT+SYSSTORE=1, T EBChHRAFE NVS 431X

o BRIA SSID (A4 1 5%, AR E i B4 (19 MAC bk 210, %57T DA I AT+CWSAP? 253 BRI
SSID.,

il

[AT+CWSAP:"ESP", "1234567890",5,3

3.2.12 AT+CWLIF: #%ifyiii4: 5] ESP32-C3 SoftAP [ station {3 5.
AT

LT

[AT+CWL IF

Wi i ¢

+CWLIF:<ip addr>, <mac>

OK

BH

o <ip addr>: %#:%3] ESP32-C3 SoftAP ¥ station [ TP Mk
o <mac>: &%) ESP32-C3 SoftAP [¥] station [1) MAC #ihl

e
o Ay TCIRA WS IP, (USCFAE ESP32-C3 SoftAP 1% A station DHCP S RER I T A 2L

3.2.13 AT+CWQIF: WiJ| station 55 ESP32-C3 SoftAP 1)
AT

Uyiie:
K A 1% A ESP32-C3 SoftAP [}y station

[
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[AT+CWQIF

K HEAN 1% A ESP32-C3 SoftAP [1y station

AN .
“Il/?\‘

[AT+CWQIF:<"maC">

W

[OK

BH

e <” mac” >: FEWTFFIEREN) station [ MAC Hihk

3.2.14 AT+CWDHCP: JuHI/Z] DHCP
Qi

Py -
iy

[AT+CWDHCP?

LR

+CWDHCP : <state>

J& /2% i DHCP

Py
A

[AT+CWDHCP:<operate>,<mode>

Wi 3% ¢

{OK
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BH

¢ <operate>:
- 0: 4]
- LA
e <mode>:
— Bit0: Station [1) DHCP
— Bitl: SoftAP [j DHCP
o <state>: DHCP {LRFS
— BitO:
+ 0: 25 Station [}{) DHCP
+ 1: J5 J Station [1}) DHCP
- Bitl:
x 0: 25 1] SoftAP f¢) DHCP
« 1: 2 SoftAP ff) DHCP
- Bit2:
+ 0: 25 Ethernet 1) DHCP
+ 1: J5 Jf] Ethernet [ DHCP

]

* #FAT+SYSSTORE=1, Pl SR RAEE] NVS 43X

o RRE AL S RETS IPv4 ikl G SAHESE, WAT+CIPSTA FIAT+CIPAP
- #7/5H DHCP, JEHZS IPv4 Hihl 24 5%
- /A S IPv4, I DHCP 24 2%
- B RS B bR

il

// JB il Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 JH SoftAP DHCP, R JE DHCP mode 4 3, M| 3 DHCP mode # 1
AT+CWDHCP=0, 2

3.2.15 AT+CWDHCPS: #Fify/i ¥ ESP32-C3 SoftAP DHCP 4}-Jicit) IPv4 Huhl 75 Hi
Ay

[

[AT+CWDHCPS? }

W

+CWDHCPS:<lease time>, <start IP>,<end IP> J

OK

)E’J

CELN A

Dfig:
P ESP32-C3 SoftAP DHCP ff 45 #% /3ic ) TPv4 Mkl 7t Rl
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[AT+CWDHCPS:<enable>,<lease time>, <"start IP">,<"end IP">

Wi % ¢

[OK

¢ <enable>:
— 1: %8 DHCP server (5 8., FESHUFIEE
- 0: }§F% DHCP server {5 5., MEEIME, FESHLTFIHE
o <lease time>: FHZJI[E], FAf7: 234, TUETER: [1,2880]
o <” start IP” >: ESP32-C3 SoftAP DHCP [}z 45 2¢ IPv4 Mttt (i iG 1P
o <” end IP” >: ESP32-C3 SoftAP DHCP JIi 4558 IPv4 Hihil b it 45 51 1P

B
» #FAT+SYSSTORE=1, Tl FHCRHATEE] NVS 40X

« A Ay AU AE ESP32-C3 SoftAP HLRUHRE, FLJTJ DHCP server yfioL - {H/H
o PCE A TPv4 HiE R4 15 ESP32-C3 SoftAP e[/ — [ Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // W %R & B, WE B AE

3.2.16 AT+CWAUTOCONN: #rify/iE o e A A ahdEs: AP
i) iy A

Py -
iy 4

[AT+CWAUTOCONN?

W

+CWAUTOCONN: <enable>
OK

%

&E

EIJ
&

=’>

[AT+CWAUTOCONN:<enable>

Wi i ¢

[OK
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S
¢ <enable>:
- 1: bR HZhERE AP (L)
- 0: _FHIANHBNIER: AP
]

o RRERFE NVS K,

il

[AT+CWAUTOCONN:1

3.2.17 AT+CWAPPROTO: #ify/i i SoftAP X F 802.11 b/g/n [lpillbrifi

[AT+CWAPPROTO?

W i <

+CWAPPROTO: <protocol>

[AT+CWAPPROTO:<protocol> ]

W i :

& )

M

e <protocol>:
— bit0: 802.11b WM FRHE
— bitl: 802.11g ¥l RitE
— bit2: 802.11n tpLARE
— bit3: 802.11 LR 'R#Z% FIPMUAR1HE

st

o #7AT+SYSSTORE=1, Pt'E W RIZE] NVS 43X
o i, BSP32-C3 ¥4 % il PHY mode Ii,: Wi-Fi Hpi izt

o BRAEM T, ESP32-C3 i 4%1#% PHY mode & 802.11bgn %zt
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3.2.18 AT+CWSTAPROTO: k¥ Station iz, F 802.11 b/g/n Ppil{bsifE

[AT+CWSTAPROTO? ]

W i <

+CWSTAPROTO: <protocol>

e <protocol>:
— bit0: 802.11b WM FRHE
— bitl: 802.11g ¥l FRitE
— bit2: 802.11n HpLATE
— bit3: 802.11 LR 'R#% % FIPMUAR 1

|

* #FAT+SYSSTORE=1, Tl FHCRHATEE] NVS 40X
o 2y, ESP32-C3 4% %35 PHY mode Ii.: Wi-Fi Pzt

o BRANEM T, ESP32-C3 i%4%1#% PHY mode & 802.11bgn %zt
3.2.19 AT+CIPSTAMAC: #rify/iE ESP32-C3 Station 1) MAC Hihl:
iy A

Yriie:
#5f] ESP32-C3 Station [{) MAC #ihit

A\
"Il/?\'

[AT+CIPSTAMAC?

Wi i :

+CIPSTAMAC:<"mac">
OK
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S

N

&

Yitig:
$¢ & ESP32-C3 Station 1) MAC #iii:

e

[AT+CIPSTAMAC:<"maC">

Wi i :

e <” mac” >: FRFEESEL, FI8 ESP32-C3 Station [1) MAC Hiht:

B

hil

PAT+SYSSTORE=1, Tl 'E ¥ U AA7E] NVS 44X
ESP32-C3 Station [#] MAC b4l 5 ESP32-C3 SoftAP A[A], AELN —Fi% B [FFER MAC Hitl
MAC Hutikf) Bit 0 ANGEA 1, Bil4n, MAC bk PAZE “la:---”, (HAFLLZE “15:7

FF:FF:FF:FF:FF:FF #1 00:00:00:00:00:00 2 Jeai ik, REEiEE

[AT+CIPSTAMAC:"1a:fe:35:98:d3:7b"

3.2.20 AT+CIPAPMAC: #ify/i ¥ ESP32-C3 SoftAP 1) MAC Huhk:

i fi &

Yriie:
#5f] ESP32-C3 SoftAP i) MAC HiLfit

O e
iy

[AT+CIPAPMAC?

Wi i :

+CIPAPMAC:<"mac">
OK
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[AT+CIPAPMAC:<"maC">

Wi % ¢

[OK

e <” mac” >: FAHESE, Fas ESP32-C3 SoftAP [t MAC Hidik

o FAT+SYSSTORE=1, W el NVS 43K

e ESP32-C3 SoftAP ) MAC #ithik 5 ESP32-C3 Station A[i], AZEh —FH % B FFER) MAC #idk
o MAC #ulikf Bit 0 ABEN 1, fBilfn, MAC HihkeDAE “18:---7, (HARB[ DA “15:-7
 FF:FF:FF:FF:FF:FF f1 00:00:00:00:00:00 2 o3k uhl, AREIXE

il

[AT+CIPAPMAC="18:fe:35:98:d3:7b" }

3.2.21 AT+CIPSTA: #rify/i¥k ¥ ESP32-C3 Station 1) IP Huhk:

iy

Ystie:
#5if] ESP32-C3 Station {4 IP Hiufi

[AT+CIPSTA?

W 7

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK

s
e

L

A=

T E R

&L

P
i H

=

ESP32-C3 Station {{) IPv4 At

{AT+CIPSTA:<" ip">[,<"gateway">,<"netmask">] ]

LO)vE
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o < ip” > FEHFESE, Fn ESP32-C3 station ) IPv4 Hitil:
o <” gateway” >: [

¢ <” netmask” >: FRiig

e <” ipv6 addr” >: ESP32-C3 station [ IPv6 Jhiti-

e

o ARSI, A4 ESP32-C3 station % A AP 8 B B #4S IP sk 5, A fEA i3] &) IP
Hidik
o PAT+SYSSTORE=1, it & W oS NVS 43X
o RiE S5 E DHCP (W SIS, WAT+CWDHCP
— AR HELS IPv4 Btk , T2 ] DHCP
- #J5 DHCP, JNIZ% A5 TPv4 Hihl
- Ra A ESE S b RAE

Zy |

[AT+CIPSTA:"192.168.6.100","192.168.6.1","255.255.255.0" }

3.2.22 AT+CIPAP: #xif/i ¥ ESP32-C3 SoftAP 1) IP Hudil:
iy

Dtig:
7] ESP32-C3 SoftAP [ IP #ihik

s

[AT+CIPAP?

Wi i ¢

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

By

N

R

&;

Yriie:
¥ H: ESP32-C3 SoftAP ff) IPv4 bkt

[AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

W ) :
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o < ip” > FAFERSEL, F2% ESP32-C3 SoftAP ff TPv4 Hutl
o <” gateway” >: [

¢ <” netmask” >: FRiig

e <” ipv6 addr” >: ESP32-C3 SoftAP ¥ IPv6 Rtk

e

o RFEMASOGE T IPv4 W45, N3G T IPvo M4

o BAT+SYSSTORE=1, BB HiEHR1EH] NVS 4 X

o REE A5 E DHCP [ S, WAT+CWDHCP
— PR EAS IPv4 Hihl, TU)2% ] DHCP
— %751 DHCP, %% #425 IPv4 Mk
- BE KAl E S E S LR

il

[AT+CIPAP:“192.168.5.1“,"192.168.5.1","255.255.255.0"

3.2.23 AT+CWSTARTSMART: J|k} SmartConfig
AT %

Yriie:
T /&5 ESP-TOUCH+AirKiss S 7,

O e
iy A

[AT+CWSTARTSMART

BeE WA

yiig:
TR F 5 252411 SmartConfig

s

[AT+CWSTARTSMART:<type>[,<auth floor>] [, <"esptouch v2 key">]

] o, =
(ox
s <type>: A
- 1: ESP-TOUCH
— 2: AirKiss
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- 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi A\ JF [, ESP-AT A~<i%3:%| authmode T I BR{E R AP
- 0: OPEN (#ki\)
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
- 11: WPA3_EXT_PSK
- 12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
« < esptouch v2 key” >: ESP-TOUCH v2 [ff&eRbsl], JI T Wi-Fi BRI F 5 SO, K
h 16 5T

I
0O N kAW —

B

* TZA K SmartConfig {5 5., %S % ESP-TOUCH i {1 #5F4

* SmartConfig {¥ % #7F ESP32-C3 Station #= i# f ;

* 4B Smart get Wi-Fi info 3/ SmartConfig WIIFREF| AP {5 H, Z )5 ESP32-C3 2iifE#:
AP;

* 4B +SCRD:<length>, <rvd data> Z~ ESP-Touch v2 Ih B E] B & L EHE

e J§ & Smartconfig connected Wi-Fi FE/nINiERET] AP;

* A2k ESP32-C3 5 £ 75 2 X% SmartConfig it % 25 5 W] 25 45 F-Mli, Fr DUEAETH B Smartconfig
connected Wi-Fi #iH)5HER T 6 #PHEHAT+CWSTOPSMART ;

o W[ AT+CWSTOPSMART {51 SmartConfig, #XJ5FATHALA 4. R, £ SmartConfig i 2 1
T THAB AT S

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.24 AT+CWSTOPSMART: {% - SmartConfig
AR A

%

=l

[AT+CWSTOPSMART

W i <

G )
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e

* JCit SmartConfig W2 575, HREAE AT HAL 6y 42 Wil J AT+ CWSTOPSMART Fji SmartConfig
AT

Bl

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.25 AT+WPS: k¥ WPS Jjiig

B WA

-t

=

A

[AT+WPS:<enable> [,<auth floor>]

W 7

[OK

¢ <enable>:
- 1: 73 PBC k%) WPS
— 0: 3¢5 PBC 28U [¥) WPS
« <auth floor>: Wi-Fi A\ JFB [J{E, ESP-AT A £xi%3: 3| authmode &T It FU(E 1 AP
- 0: OPEN (Zki\)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
OWE
: WPA3_ENT_192
: WPA3_EXT_PSK
: WPA3_EXT_ PSK_MIXED_MODE
: DPP
: WPA3_ENTERPRISE
: WPA2_WPA3_ENTERPRISE

I
0NN LN

| IS Y A N N B
— ke \O
DA WD —=O "

Bl

« WPS LjRgaAZi 7 ESP32-C3 Station {5 FE )1 1
* WPS A4 WEP fing s X
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il

AT+CWMODE=1
AT+WPS=1

3.2.26 AT+CWJEAP: #%:4: WPA2 i)t AP
iy

ik
# i ESP32-C3 station ¥ AL AP HTCEL 5B

e

[AT+CWJEAP?

W

‘+CWJEAP:<"ssid">,<method>,<"ident1ty">,<"username">,<"password">,<security>

R H ARV AP

Py
A

AT+CWJEAP=<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>[,
—<Jjeap_timeout>]

W i <

(ox

Y

+CWJEAP : Timeout
ERROR

S

o <” ssid” >: ik AP [ SSID

— fR SSID s P AL, o " \\ SEERIRTAT, T
o <method>: WPA2 ™V i AGE 5=

— 0: EAP-TLS

— 1: EAP-PEAP

- 2: EAP-TTLS
o <” identity” >: B 1 9By, FAFERIRGN 1~ 32

e <” username” >: B2 B9 44, {Ell: 1~32575, EAP-PEAP. EAP-TTLS FifiA b =\75

WEAZY, EAP-TLS Jy A TLH B EASLL

« <” password” >: WBt 2 [y%5%, Jul: 1~3257, EAP-PEAP. EAP-TTLS FifhiAilE 3 FFik

HAZHL, EAP-TLS i LR EASE
e <security>:
- Bit0: itk 45{tk WPA2 Enterprise It 5 #f i CA UEFA5:;
- Bitl: & g A CA UEFR A% WPA2 Enterprise ik 55 i 1 UE 5 ;
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* [<jeap_timeout>]: AT+CWJEAP fiy Wy SOBININE], FRAL: #0, BOAME: 15, JEHL: [3,600]

il

// EEE EAP-TLS NEFRML LI 20, REAG, REMSBES, WREPRED

AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// #F#HE EAP-PEAP A F 7 By A W o

AP, REEMHR. AP 4. B4, ARIERFHEIEFH, A HEPFHIEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "test11l",0

RS

WPA2 i 4R DA ERR CODE : 0x<$08x> ¥=0FT Bl :

AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT _EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT _EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT _EAP_ENABLE FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT _EAP_SSID_LEN_ERROR 0x8014
AT _EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT _EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

B

» #FAT+SYSSTORE=1, Wi HHCRHATTE] NVS 40X

o flAr & IT A Station FX
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o fii A TLS AUE 7 T REE P i iiE 13
o WEARGEHEAEH B CWUES, STREEHAT+SYSMFG fin % 558 WPA2 Enterprise 2 il 5. 415
R H CRIES, 2% 4o fT 247 PKIRLE ,
o WIR <security> BUEN 2, N TGRS ARIIEB AR, & KIKAT+CWIEAP 6y 4 Hi i £#
ESP32-C3 B KRB E| 4 Fiif1a] . (#430] DA% 3 AT+SYSTIMESTAMP=<unix_timestamp> 52> ¥ it & 24 5
WA, % 3£ AT+SYSTIMESTAMP? £y 4251 24 & At 1A] . )

3.2.27 AT+CWHOSTNAME: it/ ¥ ESP32-C3 Station ) 1: L #4 R

A%

Ystie:
711 ESP32-C3 Station i) EHLA Fk

A .
"ﬂé’\‘

[AT+CWHOSTNAME?

Wi % ¢

+CWHOSTNAME : <hostname>

Dyite:
155 ESP32-C3 Station {4 FHL4

A

[AT+CWHOSTNAME:<"hostname">

Wi i ¢

[OK

#r1%HF5 Station A, NI [A] -

[ERROR

* <” hostname” >: ESP32-C3 Station 1) EHLA MR, HmREE: 32 &7

(|
o BLEE SRR flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"
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3.2.28 AT+CWCOUNTRY: #rify/i ¥ Wi-Fi [E52{Ch
iy

ik
it Wi-Fi [EZAC5

s

[AT-FCWCOUNTRY 2

W

+CWCOUNTRY : <country_policy>,<"country_code">,<start_channel>, <total_channel_count>

OK

BEmA
Ly
R Wi-Fi [ 50

zs

—count>

AT+CWCOUNTRY=<country_policy>,<"country_code">,<start_channel>, <total_channel_

¢ <country_policy>:
- 0: RpE ZARSECH ESP32-C3 R AR AP i E 7Y
= 1 ANUERE AR, GRS iy BB R E R AU

i
+ <start_channel>: EIGE5E, JEE: [1,14]
 <total_channel_count>: {514k

]

o PGS % Wi-Fi E R AIX AR,
o BRSO PRATE] flash

2N

<” country_code” >: [EZMY, HmAKE: 3 M7, FEEZMRILIES % 1SO 3166-1 alpha-2 #1

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13
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3.3 TCP/P AT #4

o N3

AT+CIPV6: J2 /25 i IPv6 W% (IPv6)

AT+CIPSTATE: #5if] TCP/UDP/SSL #%#:( A&,

AT+CIPDOMAIN : 8% ffi#T

AT+CIPSTART : 77 TCP j##:. UDP f£#yuY SSL %4z
AT+CIPSTARTEX : %57 814 ID () TCP #%:3: . UDP {45k SSL 1413
[ME A A ABEAEX] +++: BB X

AT+SAVETRANSLINK : %% Wi-Fi JFHLE X (58

AT+CIPSEND: FE-§idifE4n 42 X, o Wi-Fi i X T RS 50
AT+CIPSENDL: FE-Z-@ AE R X, TN AT Ak K B s

o AT+CIPSENDLCFG: ¥%'E AT+CIPSENDL 41 J@ P

o AT+CIPSENDEX : TE-5&id@ thim 42 X, R Y Ry Xk 22 5

o AT+CIPCLOSE: 4] TCP/UDP/SSL &4

o AT+CIFSR: Fif)A<Hb IP #ihl-F1 MAC Hiik

o AT+CIPMUX : J3 /55 2 AR

o AT+CIPSERVER: 77/ TCP 5 SSL fIi 4552

* AT+CIPSERVERMAXCONN : 251135 B MR 55 # FUVF @7 1) e K ek
AT+CIPMODE : 5 if/ 5 B A% i siak

AT+CIPSTO: i/ B ASHE TCP R 45 75k B i (1]
AT+CIPSNTPCFG : #5115 B i X I SNTP R 5555
AT+CIPSNTPTIME : #%if) SNTP B[]

AT+CIPSNTPINTV : 253/ 5 SNTP Bif 8] [ 2 1 18]
AT+CIPFWVER: fififiRs4s C A1) AT {4

AT+CIUPDATE: it Wi-Fi J}-% [

AT+CIPDINFO: ¥%'& +IPD 4 i1

AT+CIPSSLCCONF : /%% SSL % J ik it &

o AT+CIPSSLCCIPHER : Z5if]/1% & SSL % F i 1Y %5 A% 44 (cipher suite)
o AT+CIPSSLCCN : #rif)/ ik & SSL % i) 2x 44 (common name)

o AT+CIPSSLCSNI: 53]/ & SSL % ik ity SNI

o AT+CIPSSLCALPN: Z5ifi)/i%'% SSL % '3 ALPN

o AT+CIPSSLCPSK : 5/ 8 SSL % P13 PSK (F44 5 #550)

o AT+CIPSSLCPSKHEX : Zxifj/i5%® SSL % F i) PSK (753t fhl4s =)
o AT+CIPRECONNINTV : Ztifij/ i Wi-Fi i5 1542 X, My TCP/UDP/SSL T i% ] [
AT+CIPRECVTYPE: /% B B 7 B

AT+CIPRECVDATA : KRB s I B 2 4
AT+CIPRECVLEN : Eif g s B 5 m K
AT+PING: ping X} FEHL

o AT+CIPDNS: Z5ifi/i% & DNS #5245 B,

o AT+MDNS: % mDNS Ifg

o AT+CIPTCPOPT : i/ 5% B A4 0 T

331 ¥

digls BROAM AT [ SCRrI U P ITA AT iy s WEARETEEB M ESP32-C3 BRI\ SCHr a2, 16 H
fr#mi¥ ESP-AT T4z, TESE TP E TR EMESR (PG IiEMsrn, MR TREEss)
o 25 OTA 174 (AT+CIUPDATE . AT+CIPFWVER): Component config->AT->AT OTA command
support
o #22H PING 7% (AT+PING): Component config->AT ->AT ping command support
o 2 mDNS 154 (AT+MDNS): Component config->AT->AT MDNS command support
o #5 TCP/IP iy % (A7, —HAEM, B TCP/IP TNREFFICIEME , EFRE A T3 IX 88 AT iy
4): Component config->AT->AT net command support
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3.3.2 AT+CIPV6: k3 H/ZEH IPv6 %% (IPv6)
iy

Jyiig:
i) IPV6 [ 2% 12 15 (i fiE

s

[AT+CIPV6?

W

+CIPV6:<enable>

OK

BeE WA

Ly
JE/EE T IPv6 [ 2%

zs

[AT+CIPV6:<enable>

W i :

[OK

* <enable>: IPv6 W ZE (i BEARTS . BRIAME: O

— 0: 251 1Pv6 M 2%
— 1: J3H IPv6 M 2%

|
* #TAT+SYSSTORE=1, L8 EUCRHRAAE] NVS 731X
o TEfE M E T OIPve M Z5 Ry b2 MM AT, W e B IPve M 2K (%1 %

F IPv6 W %% fif f§ TCP/UDP/SSL/PING/DNS, 1f % & TCP6/UDP6/SSL6/PING6/DNS6
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

3.3.3 AT+CIPSTATE: iy TCP/UDP/SSL #ER:A5 B
A%

[

[AT-FCIPSTATE? }

Wi % ¢
AT, AT &[]
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+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

MU RN, AT &[0

[ox )

 <link ID>: MZ%EH ID (0~4), HTZHEEWEN
o < type” > FAFRSHL, FRfhiiZial:” TCP”.” UDP”,” SSL”.” TCPv6”.” UDPV6” & “SSLv6”
* <” remote IP” >: FRFHRSEL, FIRimin IPv4 Hihksl IPvo Hitik
 <remote port>: G [1{H
* <local port>: ESP32-C3 7t 1K
¢ <tetype>:
— 0: ESP32-C3 #5454 h % Pk
— 1: BSP32-C3 & 45AE HIR S 2%

3.3.4 AT+CIPDOMAIN: I #4f@Mr

v

7

XF

fURTiRS

oo
%

=l

[AT+CIPDOMAIN:<"domain name">[, <ip network>] [, <timeout>]

W i ¢

+CIPDOMAIN:<"IP address">

OK

* <” domain name” >: THEHTHIE
e <ip network>: Pt IP {24, ERIAE: 1
— 1: RN IPv4 Hotik
- 2: LfRAT A IPv4 Bt
- 3: HTh IPv6 Mtk
o <” IP address” >: M5 IPv4 Hitiksk IPv6 itk
* <timeout>: Ay My, FRAL: ZFP. BOAME: 0. JuH: [0,60000], B K O W, Ay K
TRILEFN IWIP stk s BRI O B, fir S XAEFS @I kA, (B2 2 IHFE2) 5 KB =) .

2N

AT+CWMODE=1 // % & station # R
AT+CWJAP="SSID", "password" /] W%
AT+CIPDOMAIN="iot.espressif.cn" V- %

/] B e BAT, REATA IPvd HHt

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B e BAT, REAT A IPve Hit

Ay
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(B L)
AT+CIPDOMAIN="ipv6.test—-ipv6.com", 3

/] B AN, BEBAN A IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.5 AT+CIPSTART: 4w TCP #%4:. UDP {44k SSL %1%
o #5 TCPiki:
e ¥ 35 UDP 54y
o 15 SSLi%iE

ey, TCP 4%

B A

// ¥ % ¥ (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>][,<"local IP">]][,
—<timeout>]

// % % # (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

Wi i ¢
FRPEHARTT, k)

CONNECT

OK

ZHERGEUT, R

<link ID>, CONNECT

OK

o <link ID>: 2572 ID (0~ 4), AT ZERMIENL. ZSEC0EHEYLT menuconfig FHGHA
BB, —AN2 AT {4 iHc B I AT_SOCKET_MAX_CONN_NUM , BRAE K 5. & LwIp
AL E T LWIP_MAX_SOCKETS , ERINE N 10. ZBUZSERITEH, AFREAE N &
AT_SOCKET_MAX_CONN_NUM [{HE FH i % EA KT LWIP_MAX_SOCKETS {H. (i5S% %5
ESP-AT T42 SRIEZ(E5H..)

o < type” >: FLFERBE, FRMEEERELEAL,” TCP” o “TCPv6”., ERIAMEH:” TCP”

o <” remote host” >: FFEESE, Foniciy IPv4 Hihl, IPve Hihlk, akdk4s. KR 64 5. 4
SRR T B A4 B4 KB 64 5277, 5T AT+CIPDOMAIN iy - 4R B 44 %5 B [1) TP Hbhil
SR TP bk T B .

* <remote port>: i 1 {H

o <keep_alive>: FlEEREFN) SO_KEEPALIVE &Il (&% : SO_KEEPALIVE “'4H), BAf{i: Fb.

. JEE: [0.7200].
- 0: Z4H] keep-alive HjhE; (BLIA)
— 1~7200: JFJ5 keep-alive ZjfE. TCP_KEEPIDLE {f} <keep_alive>, TCP_KEEPINTVL { >}
1, TCP_KEEPCNT f{i ) 3.
o RS <keep_alive> (5 AT+CIPTCPOPT iAWl <keep_alive> ZEHHIE, HZ&
HE BN a2 UE . MAEIT AR MBI E <keep_alive> Z%k, MIERINME A IR B & 1ME .
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o <” local IP” >: ZRHu[ IPv4 Hihlsk TPv6 Hutk, A T80 iER:. MHAZ MR N2 A 1P Hihk
B, WESEEAEEA R . BRI RS S AfrE. TiRE RN,

o <timeout>: AN, B ZF. BRAE: 0. JEFE: [0,60000]. BEEH OB, @ dHBEHK
TIZEAN IWIP Pk s B MR O B, iy AEFe BT MR [E], (B4 ZIHFEZ) 5 KB (=3 ).

]
o QUERGEAET IPv6 W2 —A> TCP %42, HHITRA T HE:
— Tl AP 304 IPv6
- B AT+CIPV6=1
— JHIFAT+CWIAP i 53R B —A 1Pv6 Hbdik
- (W[3%) @IFAT+CIPSTA? i A¥5 4% ESP32-C3 275 3K E IPv6 ik
EN ]

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

// # ¥ GitHub # TCP M4 %, ¥ E 5 #H#u
AT+CIPSTART="TCP", "www.github.com",80,,, 5000

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPv6","feB80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at B i 31 AT+CWJIAP # Bl ¥ IPve 4 & #i it
AT+CIPSTART="TCPvb6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

ity UDP {5

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—~">]1[,<timeout>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>, <
—"local IP">][,<timeout>]

W i <

FRPEHAR, k)
CONNECT

OK

ZHERGUT, R

<link ID>, CONNECT

OK

o <link ID>: 45388 ID (0~4), T ZIEER I
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B

il

<” type” >: FRFHRBE, FRMLIERRAL,” UDP” ok “UDPv6”, ERIN(H:” TCP”
<” remote host” >: F/FERSE, FoRutiE IPv4 Hodik . IPv6 bk, sidi&. &Kok 64 535, 0
RETF R A B K 64 2717, 56 AT+CIPDOMAIN iy 4 3RIUS A4 % M) TP bk,
SR TP ks s
<remote port>: 7t i [ 1{E
<local port>: ESP32-C3 %451 UDP i {H
<mode>: 7£ UDP Wi-Fi i {4 T, ASHHELHR 0

- 0: Ui ¥) UDP ¥ ), AekAsxti UDP Hihkfs B (2KA)

= L AUSE— R BB 50T AR 1 R [R5 i UDP £l i, o528 X6 i UDP HiLhik A5 B R & 2

PEASHY TP Mok A O

— 2: f RIS UDP $iart, #Fekassitish UDP Hihls Bk & 36 5HR A 345 1) TP kst 11
<” local IP” >: ZHbffy IPv4 Hihbal IPv6 Hidik, T4 e, N2 MEHE: Om 24 1P Hilik
B, WESEEAEEAR . ISR . FM S afTE. TiRENE.
<timeout>: fiy A}, FA: R, ERIME: 0. JE[: [0,60000]. BEE K OB}, Ay HHKH
TIEEAN WIP sl s B RAE O B, A STEHEE M R[], (H2x 2 k20 5 KB [ =S [i] .

5 UDP %422 W i i 1P Mk 2 1Pv4 20450k (224.0.0.0 ~ 239.255.255.255), ESP32-C3 #4541 &
BN UDPv4 2%
SR UDP 3 Hr i IP Mokl 2 IPv4 )& Huhk (255.255.255.255), ESP32-C3 5446 & 14 ik
UDPv4 | %
an R UDP % ¥ by @ ou IP L HE 2 IPve 4] #% Hb Hl (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFEF:FFFF), ESP32-C3 % & 5 &L T IPv6 W 2%, 'k it fi 4
it UDP 41 #%
FHZSE <mode> |, FTHIKESE <local port>
WA ST TPvO (45787 —/> UDP &, AT A T A

- T AP 3% TPv6

— Y BAT+CIPV6=1

- EAFAT+CWIAP v 4 3RELE|—~ IPv6 Hiht

— (H[¥k) FWILAT+CIPSTA? frA 2 ESP32-C3 275355 IPv6 Hil
MR AR K BE R T 1460 #7451 UDP 1, i H 174 % ESP-AT T 42, 755 TP TR H
&£ Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

// UDPv4 H %
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// B pool.ntp.org K UDP feiy, % & 5 & # &
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #F Ipve W %4 ¢ ubp # %
AT+CIPSTART="UDPv6","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9b"

// ®F Ipve W % # UDP % %
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

@ty SSL ¥

wEEs @

// % ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local IP">] [,
—<timeout>]

(BETID
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(B L)

// % % ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local_
—IP">] [, <timeout>]

W

PR, Rl

CONNECT

OK

ZHERRT, R

<link ID>,CONNECT

OK

BH

|

il

<link ID>: W%i%E4: ID (0~ 4), HTZEEE

<” type” >: FLFERSEL, FoRMLEIERSAL” SSL” B “SSLve”. BRIA{H:” TCP”

<” remote host” >: FFFEESH, Fonutiy IPv4 Huhl, IPve #blik, =ilk4z. &K 64 5.
IR B 4 B4 KB AT 64 5275, T AT+CIPDOMAIN iy 4 4R B 44 %5 [ (1) TPtk
SRIGEH TP Mk iR .

<remote port>: i 1{H

<keep_alive>: [l B £ SO_KEEPALIVE ¥ (%% : SO_KEEPALIVE N43), Hfi: #b.

WE: [0.7200].
— 0: 2% keep-alive ZHHE; (BRIA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {4 <keep_alive>, TCP_KEEPINTVL {4}
1, TCP_KEEPCNT {4} 3.
KA <keep_alive> BE S AT+CIPTCPOPT iAWl <keep_alive> MR, HEAH
HF R E NGO UE . REITARM O AN BREE <keep_alive> 4, NIERIAM R FCE H1E .

<” local IP” >: Ay IPv4 Hihb sl IPv6 ik, T4 E . N2 MR 024 1P Hilk
W, WSBAREA M. BOANEEA . WA e BT . IR

<timeout>: fiy A}, FAL: R, BRINME: 0. JE[: [0,60000]. BE K OB, iy
T RZA IWIP itk s BB AR O I, v ARSI IR, (HAZ ML 5 KB YA

SSL M3 B R B 0] WA I Bo KT R
SSL 4 KRB, WIAANESSFERSEES
IR AT+CIPSTART fiyd et T SSL iEH:, HARMEUR AR A A 10 #2, D] R I s ] 25 A8
BEK, BT R TR
H 46 SSL R 55 % 75 B SSL & P i 7E 1% 452 I 5K 40 i o B SRR SNI, 35 #E SSL i 42 wif S f
F AT+CIPSSLCSNI ip 4 e & SNL, Gl # IR, SNI B{E A ARSS 25 384
W AEHEUEL T IPV6 W25 3@ —A> SSL 4%, HPATLA F#AE:
— % AP 37§ IPv6
- BB AT+CIPV6=1
— SBITAT+CWIAP 64 3REE|—A IPv6 it
—  (W]3k) SBILAT+CIPSTA? fy 4K ESP32-C3 2754k ELF] IPv6 il
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AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/] EEMK LR SSL REE, %E 5 e

AT+CIPSTART="SSL", "www.bing.com", 443, ,,5000

// esp-at U i 1 AT+CWJIAP 3k BL Z| IPve 4 & it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.6 AT+CIPSTARTEX: %t [12h4 1ic ID () TCP ¥4 . UDP {44ysk SSL ik

A Ay 45 AT+CIPSTART HILL, RIREAET: fEZ BN R (AT+CIPMUX=1) THFI4E D, R4
2 BT R I 1D

3.3.7 MUGEMNBHRELX] +++: BIEHEX

RIRAA T %

i
IBHAIEARX, FEAG SR

Command:

/1 RE R B

+4+

|
o WRRMATA S E AR + F4F (RP ASCILAG: 0x2b), [HlEfr 4452 1A CR-LF F4F
o BIPRE A + FAFRI 2/ 20 ms RFE][A]FE A BOA AR A, 2 =AY + AT 20 20 ms AR
B BT b A, = A + FAFZ A 224 20 ms [SFE][E]FE 30 AR A . B0, + FRES e
o AFRFFIRIAT iy B0 i I i
« WHEDER LR AT @

3.3.8 AT+CIPSEND: 1£& % b ok Wi-Fi {8 R %8s
BeE WA

i

PR R, 0 KEERERCR . WA EE RSN BR K EAT 81925595, AT+ CIPSENDL
Kk

e

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP 1% #r ¥ 35 & *t 3 £ ML A i H
AT+CIPSEND=[<1link ID>, ]<length>[,<"remote host">,<remote port>]
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Wi 3% ¢

OK

>

bR FR AT EHE R R TR, BURHET DA AR, 24 AT Sl 8 i KA F] <length>
Ja, BRI

QSRR 7 T R L I S T T, R [

[ERROR

R BT B A AR CRAEERC 240X 8% i), &[]

[SEND OK

[ERROR

PEA Wi-Fi i 1542 X, ESP32-C3 S BHiR AN 8192 7737, FeRAik 2920 7747, QSRR i 4 <
JERTAET 2920 747, M L RIB ot 2920 7y —4IRHLEAT &0k, 5 W21 20 ZAPEiE Rk
BB T 2T 2920 Gy PR Ak Bt (AT DAEIEAT+ TRANSINTVL fiy QB EIL IR ) o 24 A Bl —
B+ I, IR & FARX T EEE AR, I R 1R A A% AT .

Aty 4 WS AUE TF % 1 15 X, DA B MIEBE R O %% Wi-Fi UDP 56, AT+CIPSTART o) 55
<mode> W E N 0.

B

<link ID>: %5154 ID (0~ 4), HTZ &R

<length>: i, A 8192 Fy

<” remote host” >: UDP &£ a] DA EX g FHL: 1Pv4 #blil. IPve #uhl, =384
<remote port>: UDP £ PATE & Xt v v 1

Bl

o 1T DA F AT+CIPTCPOPT 1543 44~ TCP YE3E IR B A eI, Fln: #35% <so_sndtimeo> 4
5000, W TCP Jik#fESTE 5 B R ISR, TR P2 k. XA A48 MCU 4545 AT g
5] 52 B s T]

Espressif Systems 81 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 3. AT Ay d4E

3.3.9 AT+CIPSENDL: £l ki T I 58 K
B

Jifik:

SR EmARXT, BEKE, HATEEEYE (AT a4 BRI AT FE50 i & X R 2 HATH) -
AT DA AT+ CIPSENDLCFG i % Bl B A S i %o QAR IR B A IR B B /N T 8192 5277, AT A
{#i F§ AT+CIPSEND 654 %1%

"ﬂ4>°

// M ¥E: (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP fkH ¥ 48 & A W E LA B

AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W

OK

>

J

IR IR AT JEAZIEAZ X - HEMESUFHIL AT a1 PO 8s , ORHEST DAS AR, —HL AT
iyt 1 R, AR S PUEIRZE T, BRIt .

MR E TR, RESMIRAT+CIPSENDLCFG T B EARIE L -

[+CIPSENDL:<had sent len>,<port recv len> }

WARAE R+ ++ A HUN, RGRM

[SEND CANCELLED }

MR A B P e ki, REmA RN

[SEND FAIL }

TR A BRI AU CRAEREIRC 240X B ), RETRA& RN :

[SEND OK ]

MERWOITH, G AR IE+++ Ao BUH &, RN ESP32-C3 @ M2 X B . 70U, AT fiy
Adis H S — B, EEMERER <length> KIEEHHNS, A SiBHAIERZX.

¢ <link ID>: W% ID (0 ~4), HTZ MG

* <length>: HUE{CHEE, HRME: 27 - 154y

» <” remote host” >: UDP &4 0] DAFSE T =4 : IPv4 Hudik. IPvo Hudik, B4
+ <remote port>: UDP £ %] PAFS & Xt i i 11

* <had sent len>: J{ 2 % B2 SR AR K

* <port recv len>: AT g3y IS 2 A 40 B B
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i}
o BUEMET UART i, B0, 405 UART #0248 Lkl R, o FB8EdEEk.
o AT DA AT+CIPTCPOPT fiy4 3k M4~ TCP L B BRI, Hlin: & <so_sndtimeo> A
5000, W TCP A ikEAESAE 5 B NIRMISER, LI MENIR 2R . X A4 MCU 4545 AT find
(] 5 RIS ]

3.3.10 AT+CIPSENDLCFG: i ¥i AT+CIPSENDL 1y 41t J& Pk
Ao A

Dytig:
] AT+CIPSENDL 14 (it B

[AT+CIPSENDLCFG?

W

+CIPSENDLCFG:<report size>,<transmit size>

OK

BeE WA

Yytig:
W B AT+CIPSENDL iy 4-H) L &

s

[AT+CIPSENDLCFG=<report size>[,<transmit size>]

o <report size>: AT+CIPSENDL 4 i Bk, BRAE: 1024, JEFE 1 [100,2 207, @iltn: 35
<report size>{H >} 100, WJAT+CIPSENDL fx4- & B <had sent len> EIRF4HN (100,
200, 300, 400, ---- ). FJAW <had sent len> LIR{EAEESETLPRtE MK .

* <transmit size>: AT+CIPSENDL iy % LI/, BHeE T8 KAk BRI . B
A 2920, JERE: [100,2920]. WYL EEHEKERT%T <transmit size>, H¥asirf
s A% <transmit size> FAT MBI TR, HIMSSER 20 ZRE SRR 8 KT
LT <transmit size> FHHEELIE (EWDAHE AT+ TRANSINTVL 6310 E AR ) o

B
o XF TN R/ IMEXT SER R EOR SR A, R ERE RN <transmit size>. tHEFEGE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JE M.
o XWTHEMERES, HEGRERKN <transmit size>. MHEFEEFIEA1TIR & ESP-AT &
vk kAR,
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3.3.11 AT+CIPSENDEX: fE# ittt R T Ity i Xk i e
FauRniy

R T, KRR, s MR R \ 0 (xS, 0x30 ASCID M4 MR 4%

s

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP f# W 35 & % 3% IP H ik Ffng o
AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi

OK

>

J

EaRm R FoR AT CHE RO AT R, BT AR AR KRIER B, 24 AT 30 B K18
#| <length> JG#dlt Bl \O AP, Bl temirin .

MR A T VA SR A I R T, R[]

[ERROR }

R BT A B O S AR CR R E 2 AR B ), &[]

[SEND OK }

<link ID>: [A43E45% D (0~ 4), T ZIEBIT L

<length>: B, HAR(E: 8192 FFy

<” remote host” >: UDP &4l AFR S 4L : [Pv4 Hihik. IPv6 Hihl:, sl
<remote port>: UDP £ 1] PAS & X i i 11

(|

o BRI R R BORES, BUBE B\ 0 AT (0x5c, 0x30 ASCID), ¥dlE&IriG, RgtiRE
WE AR, SN 4 AT e

o IREHEPAE \<any>, WEEBRBFL, REH <any> 55

o WIRFE KRN0, 55 R \\O

o XA DA FAT+CIPTCPOPT fiv4 ¥ h4EA~ TCP Rl B AR 7k . F1U0: & <so_sndtimeo> Ay
5000, W TCP A& ikEAESAE 5 B NIR LSRR, LB IR 2R . X DA MCU 4545 AT find
[1] 5 R ERF []

3.3.12 AT+CIPCLOSE: J:[fl TCP/UDP/SSL 4
B s

i
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KM Z BT ) TCP/UDP/SSL #4%

P e
"ﬂé?‘

[AT+CIPCLOSE:<link ID>

Wi % ¢

<link ID>,CLOSED

OK

AT 4

g
KM ISR ) TCP/UDP/SSL 14 4%

[AT+CIPCLOSE

W i :

CLOSED

OK

B

* <link ID>: TR FLIER: ID, QRBEN S, WIFR KPR %

3.3.13 AT+CIFSR: #rifyAHs IP Huhkfil MAC Hihl
AT

ez

[AT+CIFSR

Wi % ¢

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIP6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIP6LL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK
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o <” APIP” >: ESP32-C3 SoftAP [fJ IPv4 Hiht

o <” APIPG6LL” >: ESP32-C3 SoftAP ] IPv6 7S A i Huht
e <” APIP6GL” >: ESP32-C3 SoftAP f{] IPv6 4 @ ikt

e <” APMAC” >: ESP32-C3 SoftAP f#) MAC Hiht

e <” STAIP” >: ESP32-C3 station [ IPv4 bl

e <” STAIPG6LL” >: ESP32-C3 station [ IPv6 ZSHi 5 i s ht
o <” STAIP6GL” >: ESP32-C3 station [} IPv6 4= JajHii il

* <” STAMAC” >: ESP32-C3 station 1§ MAC ik

e <” ETHIP” >: ESP32-C3 ethernet [¥] IPv4 Hil:

e <” ETHIP6LL” >: ESP32-C3 ethernet [/ IPv6 A< HbAdk i Hihl-
e <” ETHIP6GL” >: ESP32-C3 ethernet [J IPv6 4= JayHiht

e <” ETHMAC?” >: ESP32-C3 ethernet 1] MAC i

Bl

« HUA24 ESP32-C3 i KB A A% IR RS, A BEAINEIE /Y IP HuhtAl MAC ik

3.3.14 AT+CIPMUX: BEH/Z8H 2800
A it 2

itk
R

ks

[AT+CIPMUX?

Wi i <

+CIPMUX: <mode>
OK

B
fie:
P

[k

[AT+CIPMUX:<mOde>

Wi i ¢

[OK

BY

o <mode>: JEFZA, ERAE: O
- 0: FERE
- 1: ZiER
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e

o JUB 4 BT A T BT T I A ] B O e

o AfE 1R X (AT+CIPMODE=0), A REBE N L HEH

o WRFESLT TCP/SSL RS54, MU RIS, W XIS 4 (AT+CIPSERVER=0)

o ZIESIFATREOCELIRN, RS BN AT R OL, 5 ORI ™ i 1) 52 P i DLt A T 0
i, IS MCU X PIFEAS 2 1 b 3

il

[AT+CIPMUX:1

3.3.15 AT+CIPSERVER: #tr /5[] TCP 5% SSL 55 %%
A%

i
#if] TCP/SSL R 55 ks

[AT+CIPSERVER?

W i <

+CIPSERVER: <mode> [, <port>, <"type">,<CA enable>,<netif>]

OK

B

s

[AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>] [, <netif>]

LT
(ox
e <mode>:
- 0: XM 48
- 1 @ RS54

o <param2>: B <mode> A[H], MILSHE AR :

o NI <mode> £ 1, <param2> fAFEu 5. BHOAME: 333
o QIR <mode> 2 0, <param2> fAEMRFAEE XA R Fin. BRAE: 0
- 0: XM OR B A % P i 1 12
= 1t KPAMRSS 2RI K A %
e < type” >: [R4IEKA Y TCP”,” TCPv6”,” SSL”, 5 “SSLv6” . BRi\{&:” TCP”
¢ <CA enable>:
- 0: Al CAAIE
- 1: ffif CAAIE
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o <netif>: HEMRITASIITARZE R L, BOAME: 0.

- 0: MR D
— 1: Wi-Fi station 3% 1
— 2: Wi-Fi SoftAP 1

|

o ZEEAFOLT (AT+CIPMUX=1), A HEITRIRSS % -

o BRI 4%)E, HEhES IR ST, &2 R Aarrard ks

s WHEEImIEA, KEIE—EE D,

o ARGEAEELT IPv6 W45 d—> TCP/SSL ligd5 4%, 1§ & Jei EAT+CIPV6=1, FF3RH—> IPv6 b
dk.

o KMRFS AR SHL <"type"> NI Z JRHISHLITAE I .

il

// B TCP MR & B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// # 3 SSL M4 B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// BT Ipve W%, 4l % sSSL R% &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLve", 0

/1R E BOFE R A BT R E
AT+CIPSERVER=0, 1

3.3.16 AT+CIPSERVERMAXCONN: #ify/i &R 55 %5 SC U d v i R e 5
Ay

itk
rifi) TCP = SSL AR 45 FLifr i il e R 4K

[AT+CIPSERVERMAXCONN?

W i ©

+CIPSERVERMAXCONN : <num>
OK

Jyiig:
BE TCP 5 SSL fIR 55 SLVF AL M e KR AL

[
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[AT+CIPSERVERMAXCONN:<num>

Wi % ¢

[OK

* <num>: TCP 5 SSL /IR 45 #% RV LAY B R EERAL, YEl - (1,51, AR

{8, 2% AT+CIPSTART 413480 <1link ID> Mk,

]

BB EOZS R BRI

o WEBE R EREE (AT+CIPSERVERMAXCONN=<num>), H1E0HIR % 2L HiikE .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.17 AT+CIPMODE: #ify/Vc ki

A%

i
e

[AT+CIPMODE?

Wi i ¢

+CIPMODE : <mode>
OK

gﬁ

STZS

Dyt
R A

O e
iy

[AT+CIPMODE:<mode>

Wi i ¢

[OK
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55
e <mode>:
— 0 X,
— 1t WicFi i B ARICREK, (L0H TCP B4 . UDP [S52IE (5% SSL MPERH b
o

* BLE HUCRR (75 lash,
» f ESP32-C3 HEA Wi-Fi if #5408 X, i, (RT3 4 2 Rk T 1

il

[AT+CIPMODE:l

3.3.18 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 23 d if i [ia]
A4

ik
Frif) A TCP/SSL R 55 28 8 sf Hef )

Py
A

[AT+CIPSTO?

W 7

+CIPSTO:<time>
OK

XA

&;

i
TCE AR TCP/SSL fig 55 g i I 1]

Py -
iy s

[AT+CIPSTO:<time>

Wi i ¢

o <time>: 7l TCP/SSL iR 55 anamtifia), B0i: £, HUEVER: [0,7200]
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e

°E?WW$L¥PﬁEGﬁm»WEW%Eiﬁ%ﬁmWnEW%C3W%%%%%%EE

o WRKESH <time> N0, NFERKEASHE, NEBGXFEBEE .

o TEVCERIIIE N, 4% P &5 IR Ss s EA5 BUE IR S5 48 K 5% Fmifs s iy, THit g =
THEr. RS, 2 e .

il

AT+CIPMUX=1
AT+CIPSERVER=1, 1001
AT+CIPSTO=10

3.3.19 AT+CIPSNTPCFG: #Fify/i% Bt IX 1 SNTP JIlR55 5%

iy

[AT+CIPSNTPCFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>[, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP. }

—server3">]
OK

RS

L A

v [T

K

LA
&

5?

AT+CIPSNTPCFG=<enable>[,<timezone>] [, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP.
—server3">]

e <enable>: % E SNTP iR %2s:

— 1: {35 SNTP JIg%-4%;

— 0: N E SNTP lR457% .
* <timezone>: SCRFDAFPIFfE :

- R TERT: [-12,14], BERUV/NESRERAL, @ SRR (UTC) iR Ktrmid K2
X (UTC-12:00 & UTC+14:00) ;
B Mg ute RBE, UTC RBERE TIRFEMZ D E] UTC B A RERS- 24
HurHE], @SR N [+ -] [hhlmme QR Y4 KAEAR] T2 APE, WA s, WRE A
1, WSRIEEL. /N (hh) D20 -12 B 14 2 [8], 4080 (mm) DAZ507E 0 2] 59 Z 6], fln, 4
AR XU E R0 = WS, B uTCc+12:45, WL <timezone> SR E N
1245, BE2{FEES% UTC ity &t
e [<” SNTP serverl” >]: 2E—> SNTP R%5%%.
e [<” SNTP server2” >]: 2 4> SNTP R%#%.
e [<” SNTP server3” >]: %=/ SNTP k5%,
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e

o WHEMABERIEG L=/ SNTP R%#:5%0, MELA(H “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” Fl
“us.pool.ntp.org” H 2 —,

o XFEMMS, EMH <timezone> ZETHES I E N <timezone> ZEA—FE. FH
<timezone> ZH L FtE —Fp UTC A B, fFlaN: X B AT+CIPSNIPCFG=1, 015, HFA4
M, ESP-AT & ZBSHfIXSHHIT 0, Bl EME 15, NETHE Mg, FrRisiidss —
UTC fw#% A&, Wt uTc+00:15, W@ A it k2 0 i IX.

* BT SNTP 25T UDP ¥l ik il sK I Il 52, 24 ) 26 Z AT, 2 530 ESP32-C3 (Y ] Joik S B
m&. —H AT @4 i+ TIME_UPDATED , RFEWTRIE A2, ME 4] DA A R AT+CIPSNTPTIME?
AR 24 T E A

il

// & SNTP B4 #%, REFEMK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fEf SNTP R4 #%, REXEAH MK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
=

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fF SNTP R4 %2, S EHWLH R X WHY KR (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.20 AT+CIPSNTPTIME: #ifj SNTP Iif[i]
A it 2

ez

[AT+CIPSNTPTIME? }

Wi

+CIPSNTPTIME:<asctime style time>
OK

]
» A 5% asctime A1) E X% I asctime man page .

* 7 ESP32-C3 it A Light-sleep 5% Deep-sleep f5 M ¥, 400} [E] 7] 8 & AN E. BB EH X
EAT+CIPSNTPCFG 154, M NTP 42830 BUHT i B ]

* SNTP FRIUE| I [E A TE RTC K3, BMAERER CE A AH) 5, FEAS LK.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

(T
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(#2 E50)

OK

-3

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"

AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021

OK

3.3.21 AT+CIPSNTPINTV: it/ ¥ SNTP Ihfa] ) 25 i a] e

A ifyfir

s
[AT+CIPSNTPINTV? }
VR

+CIPSNTPINTV:<interval second>

OK

BT A

s
[ATJrCIPSNTPINTV=<interval second> }
i i
E 1
S8

 <interval second>: SNTP [[a][FH[a][F. BAf7: Fb. LR [15,4294967],
B
o FCE T E R AP E R, RS ESP32-C3 £ A —K ] NTP fIRk 55 &5 4K BUHT I a] .

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

OK

/) EAHEY — K

AT+CIPSNTPINTV=3600

OK
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3.3.22 AT+CIPFWVER: #ifjli 5523 C AT AT PR A
A

Jyiig:
IS5 B AR ESP32-C3 AT [l it 4

s

[AT+CIPFWVER?

W i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C3 AT [H{fix 4=

Bl

o TEREFRZETIIA) OTA HUANE, 582U BB S A [ (A AR TH 20 o

3.3.23 AT+CIUPDATE: jfixk Wi-Fi J18¢ 511

ESP-AT FEia 17N, i Wi-Fi A BS54 BR300 B 2R L0 X, AT T2 1

A a4

i
#2if) ESP32-C3 B TR

"ﬂ4>°

[AT+CIUPDATE?

W

+CIPUPDATE:<state>

OK

PATa 4

i
TEFLZERAT @ 1d OTA THL R TCP il 55 i Lol A g [l

O e
iy

[AT+CIUPDATE

Wi ¥+
HEH R E AL 2

Espressif Systems 94 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 3. AT Ay d4E

B

Dyt
THREN IR S5 e LA R AR [

O e
iy

&F

[AT+CIUPDATE:<ota mode>[,<"version">] [,<"firmware name">] [, <nonblocking>]

W
I OTA 7EMSERE T s, SEI:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

OK

AR OTA Fe-{EFH 2T iy, R [m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Sw N e

URAEH ZERTR OTA KN, iR [n:

+CIPUPDATE:<state>

ERROR

WERAEAR L ZERCUT OTA KIK, aR 9]

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

S

¢ <ota mode>:
— 0: #@ 11 HTTP OTA;
— 1: i3 HTTPS OTA, IR %k, 2 . /build.py menuconfig>Component config
>AT > OTA based upon ssl 7 #ifE, 2= HiH L A% iF ESP-AT 142,
o <version>: AT i<, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <” firmware name” >: J1- 21 [E1F, flota, mgtt_ca, client_ca B{H'E at_customize.csv
i R4 X
¢ <nonblocking>:
- 0: fHZERIA D OTA. HABIAR, HE| OTA AGUNIIE KK GA AL IE AT fird.
- 1: JEPHEERI) OTA, WAL, AHEMIG (+CIPUPDATE:4) - F3H /5.
* <state>:
- 1 RENRI5 45
2 R RS
3: IR
4: SETF
-1: JEPHZERIK T OTA R
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e

o FHGEEE R T M 48R 0L

o QR ZAAMES BT R RN, AT KR [E] ERROR, 7 S5 fF— B R Bl .

o W E BRI LR AT BIN, iy 4-Kf M Espressif Cloud N# AT [E{F+4% .

o QR Z B TR0 AT BIN, 1 H 17558 AT+CIUPDATE FOTA 1) fig 5k # i Jfl AT+ USEROTA
8{ % AT+ WEBSERVER 54>, T %% ESP-AT T FR{L1 7] FOTA.,

o BT AT FEf )5, WA AT+RESTORE WK W] B5E

o OTA i FEAIFEITES ] R 3 434

o JEPHZEML M K H % OK Fl +CIPUPDATE : <state> FEHi T b %A 4% B L _EWSERINT .
OK H[fEAE +CIPUPDATE : <state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z 5t .

o AEWFRBNHA . BFERHRASAE—ERARAEN S, E2I0EET, RS RREEA R E|
IHARCAS, AR A O =i B AT e Y ge .

o FEHH4ofT LI, OTA FH28 FELF L OTA b,

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1, "v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1

AT+CIUPDATE=1,, "ota",1
AT+CIUPDATE=1, "v2.2.0.0",,1

3.3.24 AT+CIPDINFO: 7 +IPD {550 ER;

{AT+CIPDINFO? ]

W

+CIPDINFO:true
OK

&

+CIPDINFO: false
OK

>

¥

X

W
4

=

[AT+CIPDINFO:<mOde>

W

[OK
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S
e <mode>:

- 0: ¥£ “+IPD” FI “+CIPRECVDATA” &, N7t IP bk Al H 15 5
- L ¥E “+IPD” FI “+CIPRECVDATA” JHEH, $&75%¢ b IP MUk Al 055

il

[AT+CIPDINFO:l }

3.3.25 AT+CIPSSLCCONF: #ify/ix ¥ SSL %% f i fic &
A i fir &

Iriig:
A1) ESP32-C3 112y SSL 27 s b 4 A~ M 432 (4 T B4 6

P e
"ﬂ4>‘

[AT+CIPSSLCCONF? J

Wi % ¢

+CIPSSLCCONF:<1link ID>, <auth_mode>, <pki_number>, <ca_number> }
OK

A

=

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>, <auth_mode> [, <pki_number>] [, <ca_number>]

M) i <
(ox
B
* <link ID>: %154 ID (0 ~ max), FEZERNEL T, SASEERN max, WRRFTAER, &
SHERINMEN 5.

¢ <auth_mode>:

- 0: ANATE, B EEEE <pki_number> fll <ca_number> Z%{;

— 1: ESP-AT $24t% FrmilE TR 55 2% i CA IE AR5

— 2: ESP-AT % P A CA {IEA5 K06 R 55 25 v PR IE 45 5

- 3: MEIAIE.
* <pki_number>: JEBMAHANET], WREA—MUEBFFAG, HAEN A 0.
* <ca_number>: CA [JZ&R5|, WREAG—4 CA, HAHW N 0.
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e

o GNARARBUARRLE ST RIAERL, THAEES SSLEE B T A S .

o JCHE T UCRHORAAAE NVS X, Q1SR %Al FJ AT+SAVETRANSLINK i -1 B FFHLiE A Wi-Fi SSL i% 1% 4%
A, ESP32-C3 FFAE N IR b HLBF 3T AL e 37, SSL iz .

o WERGHMEH B CRIET, BTG AT+SYSMFG iy 4 81 SSLAEfi. WA EMTmRERE K
W, 5% 4T &% PKIRE .

o Q2R <auth_mode> FLHE N 2 B(H 3, R T RIS AFUET AR, WHTEKILAT+CIPSTART fiy
AHTH R ESP32-C3 B ARBUE Y BTl A] . (#50] PAKRAT+CIPSNTPCFG A4 K it SNTP, $KE4
HIEE], %iEAT+CIPSNTPTIME? 6y 425124 §i s a] . )

3.3.26 AT+CIPSSLCCIPHER: ##if/¥ i SSL % yiit) #5154 (Cipher Suite)
Ay

Dyt
#2if) ESP32-C3 {2y SSL % /s SC 5 i 25 F

[AT+CIPSSLCCIPHER? }

W )i :

+CIPSSLCCIPHER:<idx>, <cipher_suite>

OK

B WA

-t

e

=

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCIPHER=<counts>[,<cipher_suite>][...][,<cipher_suite>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCIPHER=<1link ID>,<counts>[,<cipher_suite>][...][,<cipher_suite>]

W i ¢

[OK

o <idx>: HWEMFMRTS, MO0 IFEE.
* <link ID>: MZE%EH: ID (0 ~ max), EZERMEN T, ASEEBN max, WFRRIEERE, &
ZHGERINEN S
o <counts>: HHIEMFEE . KAEZRT MR KE 256 717,
- 0: JERE R E AN,
- HE: wEEHEEAN
» <cipher_suite>: 3/ ClientHello WS84, SF N IME E XAE ssl_ciphersuites.h H1,

Bl

o INSRAHEARHUE S BIAERL, WEAEELT SSL I HTIB T A M S .
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il

// ¥ ¥E: (AT+CIPMUX=0), % # &4 4 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #1.
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=2, 0xC023, 0xCOAD

// % ¥% ¥ (AT+CIPMUX=1), % 4 & {f % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #f1._
<, TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=0, 2, 0xC023, 0xCOAD

3.3.27 AT+CIPSSLCCN: #rify/¥ ¥ SSL % ;i) A Hl #4 (common name)
iy A

i
AR SSL HESE R s 44
A

[AT+CIPSSLCCN? }

Wi i ¢

+CIPSSLCCN:<link ID>,<"common name"> J

OK

)E’J

CELTA
A

// % ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥% ¥ : (AT+CIPMUX=1)
AT+CIPSSLCCN=<link ID>,<"common name">

o <link ID>: 28142 ID (0 ~ max), FEHIEZEMENT, 2S5E N 0; EZEENHELT, &5
B max, WRBTA R AZHEAEN 5.
+ <7 common name” >: A ZHUTAANEIR 5 28 LA MTE S i A 4 o AT AR K Jy 64 3
L)
o WA E I, WER SSL RIS A 4
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3.3.28 AT+CIPSSLCSNI: #¢ify/i%E SSL % Fasintg SNI
b A

Jyiig:
AN IERE R SNI L E:

s

{AT+CIPSSLCSNI?

W . 3

+CIPSSLCSNI:<link ID>,<"sni">

B3 B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

o <link ID>: {25742 ID (0 ~ max), FERRERPFEL T, XSEEHR 0; EZERNFKELT, &5
BUEBR A max, WFIRITHEER: ASEERAEN 5.
« <” sni” >: ClientHello H1fj SNI. SNI 5k K2k 64 55745 .

Bl

o QERARSOARFCE S AR, RN SSL R HTIE AT A2

3.3.29 AT+CIPSSLCALPN: #ify/i 8 SSL %5 y13i; ALPN
Ay

yite:
Frifi) ESP32-C3 {24 SSL & P 14211 ALPN it

[

[AT+CIPSSLCALPN?

W i *

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK
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=

=

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % ¥ ¥ (AT+CIPMUX=1)

AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

[OK

S

o <link ID>: W #%i%E3: ID (0 ~ max), FEHIEBMEN T, RASHMEN 0; ELERNERT, 25

BUEBEN max, WIFIR A ER: ASEEGAER 5.
o <counts>: ALPN % &. JiFE: [0.5].

0: i ALPN fit .
* [1,5]: &% ALPN Fil &,

© <" alpn” >: FRHBHL, FR ClientHello H1¥) ALPN. ALPN i KK JESZIRFap S M KK .

e
o WNIRAREAE BT RIS, TEEENT SSL T IB T AN G S .

3.3.30 AT+CIPSSLCPSK: #rify/E SSL %5 13l PSK (E£FH A% )

i A

itk
Frif) ESP32-C3 {24 SSL & i i 4N 14 4211 PSK it &

fiy 4

[AT+CIPSSLCPSK?

W i <

+CIPSSLCPSK:<1link ID>,<"psk">,<"hint">

O
=

// ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W
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SH

* <link ID>: [WZ5%EH ID (0 ~ max), {ERERIFILT, ASUEN 0; FEZEENENT, &5

BUEBCN max, WFoRPrAA EE ASEEOAEN 5.

o <” psk” >: PSK identity (FFERMEE), IR KAE: 32, WUREN <"psk"> ZEW 5 \0, il

F AT+ CIPSSLCPSKHEX 154,
o <” hint” >: PSK hint, KK 32,

]
o QRAREAHUE T BIAERL, AR SSL IER I iIB T AR M S .

3.3.31 AT+CIPSSLCPSKHEX: #rify/i ¥ SSL %5 il PSK (75 2kl )

|

* KU TAT+CIPSSLCPSK iy %, %t T I B oA if) SSL % Py i3k 2% 4 (PSK) , {HH;
<"psk"> ZHEH A ANBERIR TR TR I, <"psk"> ZHPRY N0 FRxh 00,

il

// B ¥ ¥ (AT+CIPMUX=0), PSK identity 2 "psk", PSK hint %

AT+CIPSSLCPSKHEX="70736b", "myhint"

// % ¥% ¥ : (AT+CIPMUX=1), PSK identity %% "psk", PSK hint %

AT+CIPSSLCPSKHEX=0,"70736b", "myhint"

"myhint"

"myhint"

3.3.32 AT+CIPRECONNINTV: i/ s Wi-Fi {45 F i) TCP/UDP/SSL #i%

]
A ih) iy 4
itk
Erif) Wi-Fi i X N9 H ) S A

A\ .
"Il/?\'

[AT+CIPRECONNINTV?

Wi i <

+CIPRECONNINTV:<interval>
OK

)E’J

AUNTEC

i
B Wi-Fi i 1£ 42X '~ TCP/UDP/SSL f& 4 Wr T 5 H Sl =34 1417 b

[
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[AT+CIPRECONNINTV:<interval>

Wi % ¢

[OK

* <interval>: HZIEIEMFFME, AL 100 270, BIAE: 1, FH: [1,36000].

st

o FAT+SYSSTORE=1 W}, BLEEUCHRIEAE NVS X,

il

[AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #ify/¥ B okt
A

P HER

Py
A

[AT+CIPRECVTYPE?

Wi i ¢

+CIPRECVTIYPE:<link ID>, <mode>

OK

v

7

XF

IR

I}i“:lll
%

=l

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % #: (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>,<mode>

Wi i ¢

[OK
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BH

* <link ID>: WZ5%EH ID (0 ~ max), {EHERMTEILT, ASUEN 0; EZEENNLT, &S
BUEBON max, WZORPrAER ASEEOAMEN 5.
* <mode>: ERFHHRHMA, BOAE: 0.
- 0: FaWBI, ESP-AT A BRI B £ 3% 7 Bi 2 B Ak 45 L MCU, Skl “+IPD” (4§
FHMCE 1 5760 547, AR MCU Sk ik 2920 5454 RUHE ) -
- L Wi, ESP-AT f5 P S BI M E S P HUi R Ar 2l R AP X (B ETH T 0, oA
{9 5760 “F47) , 44§ MCU Bt 0§ TCP fI SSL 42, WURGAAXW T, KL ILERT
ks WT UDP &4, WERGAFXW T, WA ER.

e

o ZACEABEH T Wi-Fi & X

o 24 ESP-AT FEg shibi=U MU B B FHARN, SRR E LR RIS AR A E
- ZIEER (AT+CIPMUX=1), /8 +IPD, <link ID>,<len>;
— FAMERER} (AT+CIPMUX=0), 7% +IPD, <len>,

o <len> FREHAXRPEZFHIMN LKL,

o —HA +IPD ki, WZizfTAT+CIPRECVDATA KW . W, FERT—A +IPD Bl i,
A +IPD RSB 45 L MCU.,

o FEWITFEREOLT , ZohERFEIRTIRAAAE, MCU {58R W DAEEEL, B 2| & ikAT+CIPCLOSE
(AT fENF Fifii) B{AT+CIPSERVER=0,1 (AT {E MRS #S). WAgiGie, W +1pD B 8piisy,
QAENR % 2 AT+CIPCLOSE B % % AT+CIPSERVER=0,1 B{3i 13 AT+CIPRECVDATA £y A3 BU A B
ZHT, IXATERR) CLOSED {5 BIKiEA L Il

o TSR RHRRIROR & W 28 5t 7 H MCU Sl R ACERRS , nTAS 1), (i g sl el Bdasia o

il

/) BEBEAT, REHGELER

AT+CIPRECVTYPE=1

/) 2EBBEAT, REFAEE ARG ELERX

AT+CIPRECVTYPE=5,1

3.3.34 AT+CIPRECVDATA: RSB B £S5

BArA
O e
“D4>'

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<1link_id>, <len>

Wi % ¢

+CIPRECVDATA:<actual_len>, <data>
OK

5

+CIPRECVDATA:<actual_len>,<"remote IP">,<remote port>,<data>
OK
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o <link_id>: ZiEEAT W ER ID,

o <len>: f RAE A OXTREAE, WIRSEFRIEI M B B LA SEE /]S, TR (9] S 4 B2 R s
* <actual_len>: %F‘Té’ftﬂﬂﬁﬁ?ﬁkr

o <data>: FREFIEDE

o [<” remote IP” >]: FEiFEESH, Faaxtis IP #itl, @1t AT+CIPDINFO=1 iy ilifg

* [<remote port>]: Xfugim 1, iHifAT+CIPDINFO=1 iy 4 fHRE .

o RS T EAE SO N AT, 5 B 2R B ERROR, W] PAif it AT+CIPRECVTYPE? fig %>
NS S 2 TEg it

o RO ATERA BE AT A O AT 2> B 2R 5] ERROR, 1] DA i AT+CIPRECVLEN? fiy i iA
IEH A ATk .
o i fT AT+CIPRECVDATA=<len> fy i}, B/DFELL <len> + 128 FWHNIE, Bl DAy
A AT+SYSRAM? 5] 4 5 /] I ARG 0 o 24 PIAEAS 2 BN A7 H I R R I iy 2. 2% 1% ] ERROR
M\T%LEAT%J BHET EHEEAAERM alloc fail WITHEMFEE, PARIAZE HILT NAES
e % T 1 £

Bl

AT+CIPRECVTYPE=1

// Bldm, R EH MCU K 0 FHEEF U E 100 FFHHE,
// W4 #®mHE "+IPD,0,100",

//RE, BANBEREBAUT A EER 100 F ¥ iy &
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: #ifgl g ebiX b S B n K
A%

Dyt
BRI AP P A e K 5

[

[AT+CIPRECVLEN?

W i3 ¢

+CIPRECVLEN:<data length of link>[...][,<data length of link>]

OK

S
* <data length of link>: F-—3%4:h b iy BT A EER K,
e
* SSL i, ESP-AT i& [l 8K B v B /INT H B <
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il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %}3i 3 HlL

ping X i AL

O e
iy

[AT+PING:<"hOSt"> }

W

+PING:<time>
OK

E7
‘+PING:TIMEOUT /] RAEEREBEN KKK PING BHERLT, T 2FAXANHEE

ERROR

o <” host” >: FIFHRSEL, FaNtiE LAY IPv4 Hihl, IPv6 Huhl, sisi4 .
o <time>: ping IR N EFE], AL ZFD.

|

o QUARGEAEELT IPv6 2% Ping Xfum AL, TEHATLAT 45
— TR AP 4% IPv6
— B AT+CIPV6=1
— W AT+CWIAP A A4 HLE]—A TPv6 Hidik
— (W[3%k) iTAT+CIPSTA? 7 4-#52F ESP32-C3 27 2K E| IPv6 itk
o QR EAUZINA TAFE, W) ping K55Gk DNS S84 fibT (DLSC@AT IPv4 Hodik), B ping
X AL IP bk

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) F—REBEMER IEF N

AT+PING="240c::6666"
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3.3.37 AT+CIPDNS: #rify/t DNS 557515 5
iy

i
P24 A DNS 55435 5

s

[AT+CIPDNS? }

W

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">] J

[AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

W i <

[OK

5

[ERROR

* <enable>: % DNS R4 7%

- 0: B B3h30 DNS IR & #51% &, DNS RE S RIE M 208.67.222.222, 114.114.
114.114 f18.8.8.8, HA2Y4 ESP32-C3 station 52 i, T DHCP i3 #%, DNS R& 2546 7 gL
B

- 1: J3HFhitE DNS lR&5 45 5, RN ESE <DNs 1px> [K{E, W EHAME 208.
67.222.222, 114.114.114.114 %l] 8.8.8.8,

* <” DNSIP1” >: 55—/~ DNS i 45#s IP Huhlk, XFFHiEmS, KA Y <enable> ZH0CH 1 1, 5L
2 F3) DNS 58, RSEAHH: WHRIKE <enable> 1, I NARSHE —ME, Uiz
T uE, ESP-AT X% S HUE N 241017 DNS #% & ik 1]

e <” DNSIP2” >: %5/~ DNS flR 4% IP #udl, XFF3EmS, HAY <enable> ZH0h 1 Y, sk
R F5h DNS &, REBHAHARG MR E <enable> 2 1, I NARSHRE —ME, Uiz
ref) A, ESP-AT X% S 5UE N 247017 DNS # & ik 1],

¢ <” DNSIP3” >: 55—/ DNS fx%+#s [P Huht, XJFE®S, HA Y <enable> Z4H 1 B, ik
2 E 3 DNS 58, RSHA B WHRIKE <enable> 2 1, I NARSHIE —ME, Uiz
e a2 RE, ESP-AT X% S HUE N 2411 DNS 3% & ik 1]

st

o FTAT+SYSSTORE=1, Wi & H U RTAE NVS X,

© XEANSHARERELER — RS 8 L.

* 24 <enable> 3y O, DNS JJz55#snl RE ARG ESP32-C3 s T T HE (14 rh e A TC B 1T 15 E
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il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/] % —NET IPve B DNS A B: T REIKMERXRIEFRQ

// & _/NET IPve B DNS Mt % % : google-public-dns-a.google.com
// BEZ=ZAETF Ipve B DNS R4 &#: WL H# 4 £ DNS MR 4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS Jjgg

v

H

N

IR

¥

2

A

AT+MDNS=<enable>[,<"hostname">,<"service_type">,<port>][,<"instance">][,<"proto">
—] [, <txt_number>] [, <"key">,<"value">][...]

W ) :

[OK

¢ <enable>:
- 1: JF)5 mDNS Bjfig, G4 HFHEHE
- 0: X[ mDNS UjgE, RS HLTRES
* <” hostname” >: mDNS EHLHFK.
+ <” service_type” >: mDNS JJR4+2:41,
o <port>: mDNS J} 4% M.
» <” instance” >: mDNS LRI FR. ERAE: <"hostname">,
* <” proto” >: mDNS R Hpill. EIE: _tep 8 _udp, BRIMME: _tcp.
o <txt_number>: mDNS TXT it ® %=, JuH: [1,10].
o <” key” >: TXT g0k .
o <” value” >: TXT iBFI{E.
[]: AR <txt_number> QRZLIHE TXT jCsR B #AEXT .

il

// Fr )8 mDNS By gh, EH A& K "espressif", A KA A "_iot", 3 H K 8080
AT+MDNS=1, "espressif","_iot",8080

// * W mDNS I
AT+MDNS=0

PRI 2% mDNS 715

3.3.39 AT+CIPTCPOPT: 7#%ify/i BAs ki
by A

Dyt
P 24 {0
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[

[AT+CIPTCPOPT?

Wi 3% ¢

OK

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>

VeELaY

g

zs

%

// % ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥% ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

My o 2
(ox
5%
[ERROR
S
o <link_id>: W2 %42 ID (0 ~ max), FEZIERMWIE T, ASEERN max, WFRRFTAERE: &
EZiC UNIEVIRE
o <so_linger>: Jit BERFM SO_LINGER &Il (&% : SO_LINGER /1v44), Bfi: #, BHAME: -
- =-1: XM;
- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
o <tcp_nodelay>: Jl B EHEFN TCP_NODELAY & (Z%: TCP_NODELAY /+43), BRiAME: 0.
- 0: 22 TCP_NODELAY
- 1: [ TCP_NODELAY
 <so_sndtimeo>: [if'H £ SO_SNDTIMEO &I (Z%: SO_SNDTIMEO /44), fi: ZFb,
ERIME: 0.
o <keep_alive>: [l B E#: 51 SO_KEEPALIVE $£3 (&% : SO_KEEPALIVE N47), Hfii: #b.
« JEE: [0,7200].
- 0: Z%H] keep-alive fig; (BAIA)
— 1~7200: JFJ& keep-alive ThfE., TCP_KEEPIDLE {}y <keep_alive>, TCP_KEEPINTVL {}}
1, TCP_KEEPCNT &4 3.
o Ayt <keep_alive> 7“%@( 5 AT+CIPSTART 154 H ) <keep_alive> ZEHHME], HZAEH
JE R BRI A RE . MBI TR MO E <keep_alive> S8, MIBRAMH R i E AI(E .
B
o PAT+SYSSTORE=1, Tt B U EE] NVS 431X,
o TERCE SR, WRn ViRiZEmate, UURACE Gl GERSm .
 SO_LINGER J&IJi A i il B A e . 51 nfc B SO_LINGER {H°4 60, )FHJAT+CIPCLOSE EATEIR
AE Xt TCP FIN GAE LT, 2530 AT fHZE 60 £, M Toikm e fr 4. Hitk, SO_LINGER
BB FEERIAA -
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34

TCP_NODELAY ¥E5i i f T it it/ IMEXS SERH M 20K S i 5. PR )E, LwlIP 2k TCP (1) %
%, (HURMEIIER 2, ST EEATSEEEREIE. Fit, TCP_NODELAY H A ERIAE .
SO_SNDTIMEO 3338 | T-AT+CIPSTART iy 4 it & keepalive SN 758, Tl B AL 5,
AT+CIPSEND ., AT+CIPSENDL, AT+CIPSENDEX fit ¥ TE LR IR, TTiE R/ KXY . X
B, SO_SNDTIMEO Zi¥ il & H 5 ~ 10 Fb.

SO_KEEPALIVE #5538 ] T 3 2l 5 WA 1 2 R W i 5%, 3% AT 18 TCP g 55 2% i
BB BRI, FCE ARG, SN M 4547 9. SO_KEEPALIVE HHY L EAEA/NT 60
o

Bluetooth® Low Energy AT iy 245

28

AT+BLEINIT : Bluetooth LE #] 444k

AT+BLEADDR: % & Bluetooth LE ¢ £5 il
AT+BLENAME : #if]/% & Bluetooth LE 154544 Fx
AT+BLESCANPARAM : #¥if]/5¢ % Bluetooth LE #1354k
AT+BLESCAN: {ifg Bluetooth LE 34
AT+BLESCANRSPDATA : '8 Bluetooth LE 417
AT+BLEADVPARAM : #510)/i% & Bluetooth LE | 5 &:%k
AT+BLEADVDATA: %% Bluetooth LE | #5%({E
AT+BLEADVDATAEX : H 8Jji% & Bluetooth LE ) # ##
AT+BLEADVSTART : FF1% Bluetooth LE | #&
AT+BLEADVSTOP: {21} Bluetooth LE | #%
AT+BLECONN: 737 Bluetooth LE %3
AT+BLECONNPARAM : #5if/% % Bluetooth LE #1554k
AT+BLEDISCONN : Wi Bluetooth LE %4
AT+BLEDATALEN : %% Bluetooth LE {40 B
AT+BLECFGMTU : & Bluetooth LE MTU K JiF
AT+BLEGATTSSRVCRE: GATTS 72k %
AT+BLEGATTSSRVSTART : GATTS B R &
AT+BLEGATTSSRVSTOP: GATTS {211 R %
AT+BLEGATTSSRV : GATTS % ¥R 4%
AT+BLEGATTSCHAR: GATTS % IR 45
AT+BLEGATTSNTFY : JIR45-5% notify IR 454 (E 44 7% Pk
AT+BLEGATTSIND: J[#4% 3% indicate JIf 45 i (28 % 1
AT+BLEGATTSSETATTR: GATTS 5 & IR & 44 (8
AT+BLEGATTCPRIMSRV : GATTC % P E: AR %%
AT+BLEGATTCINCLSRV : GATTC %I 0& R 5
AT+BLEGATTCCHAR: GATTC % IR 55 435+4F
AT+BLEGATTCRD: GATTC 2BUIR 5 H5 4014
AT+BLEGATTCWR: GATTC B AR & AEE
AT+BLESPPCFG: #¥if)/i% & Bluetooth LE SPP 5%k
AT+BLESPP: 3}t A\ Bluetooth LE SPP it
AT+SAVETRANSLINK : %'& Bluetooth LE FFHLi% 1542 X, {5 &
AT+BLESECPARAM : 2 if)/i% & Bluetooth LE 1% 2%}
AT+BLEENC: %3 Bluetooth LE fjjl#57 3k
AT+BLEENCRSP:  [m] 42 X} i 5t 8% & L (A X 37 2K
AT+BLEKEYREPLY : %5 %} 75 1% 4% [0 55 %541
AT+BLECONFREPLY : #55% % £& M R HNah R (e gz B)
AT+BLEENCDEV : 25145 % 11 Bluetooth LE il %5k £5 51| 32
AT+BLEENCCLEAR: &% Bluetooth LE fil %55 5 91| 3¢
AT+BLESETKEY : & Bluetooth LE ##2Sr X 254H
AT+BLEHIDINIT : Bluetooth LE HID ¥ %] 154k
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o AT+BLEHIDKB: % i% Bluetooth LE HID 4 {5 H
o AT+BLEHIDMUS: ‘%% Bluetooth LE HID F#nfZ K.
o AT+BLEHIDCONSUMER: %% 3% Bluetooth LE HID consumer 5 &,

o AT+BLUFI: FFJ 34 M BluFi

o AT+BLUFINAME: #5if]/i% & BluFi 45447k

o AT+BLUFISEND: %% BluFi ff] F7' [ & X HE

o AT+BLEPERIODICDATA: %% Bluetooth LE J&| 4 ) #& K
o AT+BLEPERIODICSTART : FJ& Bluetooth LE J& #i¥: ) #%&

o AT+BLEPERIODICSTOP: {5 I- Bluetooth LE J&}H 1) %

341 &

AT+BLESYNCSTART : FF & J& 3 4% [H) 25
AT+BLESYNCSTOP: {2 1} JESAPET 36 [R5
AT+BLEREADPHY : #5if) 24 mi 08 ] i) PHY
AT+BLESETPHY : 55 4 Bl 4 fl iy PHY

2y, ESP32-C3 AT [E{: 3045 B A% D MIE 5.0 JiA

W BRI AT BRI O R IR AT iy ARG BEE ESP32-C3 BUAL a4, W H

Fr4mi% ESP-AT T42, JEHTUPICE TREESE (R, MRInims

) :

o £ BluFi 4 : Component config->AT ->AT blufi command support
o 2% Bluetooth LE f5%: Component config->AT->AT ble command support
2% ] Bluetooth LE HID f54: Component config->AT->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #ji&1t

i &

e
£¥if] Bluetooth LE 254 1k 1k,

[AT+BLEINIT?

Wi i <
HOWIRL, AT R

+BLEINIT:<role>
OK

HARMIIG, AT iR[H]:

+BLEINIT:O0
OK

Bae

&E

Tytie:
¢ B Bluetooth LE #JIg{kfa 4

O e
iy
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[AT+BLEINIT:<init>

<init>:

0: Y44 Bluetooth LE
1: client f{%

2: server {4

B

o NPAFEEFRYIERE, HIAEM ] Bluetooth LE TRERT, JekikAT+CWMODE=0/1 fix 445 /] SoftAP.

INREAR TR E 2 A0, EIREE RF JEA7 S0p,

* {fi jj & Bluetooth LE fig42 |, 5 CIH A4, #IiH1k Bluetooth LE 4.
* Bluetooth LE fi a4 ik 5, RNEEE V. RV, FEIICRHAT+RST (i EH RS, B

T H 454k Bluetooth LE £ {4,

o HEVESS Bluetooth LE Z i, {5 ILIEFESEATHY 6. 8T WiIT A i i .

o R Bluetooth LE B\ #4644k, WAT+CIPMODE FoiE%E M 1.

il

[ATJrBLEINIT:l

3.4.3 AT+BLEADDR: 7 Bluetooth LE 4%kt
i s

i

[Eiﬁ Bluetooth LE & 4 M A 3t M 3

v

A

=

[AT+BLEADDR?

W i <

+BLEADDR: <BLE_public_addr>
OK

N

BEmA

X

ifig:
15 & Bluetooth LE 15 #5171tk 27

A

[AT+BLEADDR=<addr_type>[,<random_addr>]
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Wi 3% ¢

[OK

BY

* <addr_type>:
o 0: /A3:ibdik (Public Address)
o 1: BEALH4E (Random Address)

]

o ERASHIAL (Static Address) i & DA 5544
o Hhb B WAL R 15

o BEMLAERR > 20 147k 0;

o BEMLHLHEER 20 1k 1.

o WEMESHIEA S8R AFAE NVS X,

il

AT+BLEADDR=1, "f8:7f:24:87:1c:7b" /) BB E A H AN A
AT+BLEADDR=1 /) KB RN E A AR
AT+BLEADDR=0 // % BN A

3.4.4 AT+BLENAME: #%ifj/ix ¥ Bluetooth LE %75 %%
A%

Jyiig:

#71fi) Bluetooth LE 154544 ¥R

[AT+BLENAME?

W i :

+BLENAME : <device_name>

ab
HE

1% Bluetooth LE #4544 FK
%

{AT+BLENAME:<device_name>

Wi 3% ¢

{OK
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S
o <device_name>: Bluetooth LE %44 FR, S K : AL RN “ESP-AT”,
]

F2AT+SYSSTORE=1, Tt & W MCEHEAEAE NVS X,
o Ml ZA SR EREANE, BIWEPATAT+BLEADVDATA iy %R & A R ict) 75 24

il

[AT+BLENAME: "esp_demo"

3.4.5 AT+BLESCANPARAM: #%ify)/i% ¥ Bluetooth LE $1#i% %
A far A

riie
2¥if] Bluetooth LE 3424

"Ill\’\

[AT +BLESCANPARAM?

Wi i <

+BLESCANPARAM: <scan_type>, <own_addr_type>, <filter_policy>,<scan_interval>, <scan_
—window>

OK

BEEA

i

1% Bluetooth LE 1§ &%{
[k

—window>

‘ AT+BLESCANPARAM=<scan_type>, <own_addr_type>, <filter_policy>, <scan_interval>, <scan_

|

Wi i ¢

{OK

BH

o <scan_type>: {2

o 0: BEsh 4

o 1o FFEHE

o <own_addr_type>: il 27
0: yHeshk

1: FEHLHHE

2: RPA /3 3Hihl

3: RPA F#HhE
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* <filter_policy>: #4377

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: 8] fF. XS AN KT % T <scan_window> Z 3 {H. = 50 Bl
[0x0004,0x4000], F1 4[] BE /2 X S0 VA 0. 625 228D, T DA SE B 9 141 18] B9 35 [ 4 [2.5,10240]
=,

o <scan_window>: it 0. XSEME N /DT % T <scan_interval> ¥ {H. SEILE:
[0x0004,0x4000]. 4t D /2% SOk PA 0. 625 />, FrRASLPr g4 & 0 Y8 B A [2.5,10240]
=R,

il

AT+BLEINIT=1 // faf: & P 3%
AT+BLESCANPARAM=0, 0, 0,100, 50

3.4.6 AT+BLESCAN: filifig Bluetooth LE I

y

N

®;

Yyt
FF44/452 11 Bluetooth LE 94

[AT+BLESCAN:<enable> [,<duration>] [,<filter_type>,<filter_param>] ]

W i :

+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

e <enable>:
o 1o FFURHRREEH
o O f5E IR H
o [<duration>]: FHFGFREERN], AL A,
o FIREFEIEEH, THRERSEG
o FIEIFIRER, FREARSEHC
- ARBEBEN O B, WFIRFF IR
— ASEENAE O (R}, Bl AT+BLESCAN=1, 3, WIFERER 3 #5 B4k AR, RI5RM

EREVEE
o [<filter_type>]: 13 yELEI
e 1: “MAC”
e 2: “NAME”

o <filter_param>: ISR, FIRXIIr s MAC sl 844 FR
e <addr>: Bluetooth LE #iihil

o <rssi>: [FEIRE

o <adv_data>: | HEHIE

o <scan_rsp_data>: 1 5

o <addr_type>: ) iFiN bR A
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e

el [ W B OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> TEHi 5 B %A 4 2 L BB S ¥ . OK W REYE +BLESCAN:<addr>,
<rssi>, <adv_data>,<scan_rsp_data>,<addr_type> 2 W f H, WM FH W B &
+BLESCAN:<addr>,<rssi>, <adv_data>, <scan_rsp_data>,<addr_type> < J5 %i
e

o QR BEAR TR I SR , T Bl /) AT+BLESCANPARAM i &4 )75 active scan
(AT+BLESCANPARAM=1,0,0,100,50) , I HX k45 HEIKHE scan rsp data, A REFIGH

i 7 4R
il
AT+BLEINIT=1 /] AR B P
AT+BLESCAN=1 /] FFEE
AT+BLESCAN=0 // &k H

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // ¥, @ £ A 4 MAC H it
AT+BLESCAN=1, 3,2, "ESP-AT" // F#HAH, T HEEA AKX E& LK

3.4.7 AT+BLESCANRSPDATA: i Bluetooth LE F5m )
BE A

Dy
%% Bluetooth LE 5413/

[

[AT+BLESCANRSPDATA:<scan_rsp_data>

W i <

[OK

B

o <scan_rsp_data>: 05, S HEX AAFER . Bilan, 2483 S B 8 “ox11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",

Bl

AT+BLEINIT=2 /] e A B
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #if)/i% ¥ Bluetooth LE ) &5 %k
A4

ik
EERZIAE e i

Py
A

Espressif Systems 116 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 3. AT Ay d4E

[AT+BLEADVPARAM?

Wi % ¢

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_filter_policy>, <peer_addr_type>,<"peer_addr">,<primary_PHY>, <secondary_PHY>
OK

i
WE S

[k

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>,<"peer_addr">][,<primary_PHY>,
—<secondary_PHY>]

Wi i *

[OK

o <adv_int_min>: /NI . SEGER: [0x0020,0x4000], JREE AT ZSETEL 0. 625 =
gﬁﬁ?%i%%%d\ﬁ & [H] f N [20,10240] ZF0. ASHUEN /N TST <adv_int_max> £
o <adv_int_max>: Fr k) 3B ARG . SEGER: [0x0020,0x4000], 3R AR 4T %S5 L 0. 625 22
BB, P PASE BR ) B 4K 18] [ Y BB R [20,10240] Z8b. ASEMEN K T4 T <adv_int_min> &
B
e <adv_type>:
« 0: ADV_TYPE_IND
: ADV_TYPE_DIRECT_IND_HIGH
: ADV_TYPE_SCAN_IND
: ADV_TYPE_NONCONN_IND
: ADV_TYPE_DIRECT_IND_LOW
: ADV_TYPE_EXT_NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND
«7: ADV_TYPE_EXT_SCANNABLE_IND
- M)A 0-4, W AT+BLEADVDATA & E ) #2802 HEERE 31 F
7, WARFEREERN) KSR, R AT+BLESCANRSPDATA fiy 4 K1 .
- ME) I, 5-7, W FAT+BLEADVDATA %X B #2802 R A E 119 &
7,

« <own_addr_type>: Bluetooth LE #2571

0: BLE_ADDR_TYPE_PUBLIC

1: BLE_ADDR_TYPE_RANDOM

e <channel_map>: | %58

e 1: ADV_CHNL_37

2: ADV_CHNL_38

4: ADV_CHNL_39

7: ADV_CHNL_ALL

* [<adv_filter_policy>]: | 4% yE#5 L0

0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

.
AN AW
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2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
3: ADV_FILTER_ALLOW_SCAN_WLST _CON_WLST
 [<peer_addr_type>]: X175 Bluetooth LE #iihil-357

e 0: PUBLIC

e 1: RANDOM

e [<” peer_addr” >]: X} Bluetooth LE i

e [<primary_phy>]: | & primary PHY . ZRIA{EH: IMPHY,
- 1: IMPHY
— 3: Coded PHY
* [<secondary_phy>]: | 4% secondary PHY ., ZRAfE: 1M PHY,
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

Bl
o WRMKEE T peer_addr, IBAEMIERNLERERES,

* primary_phy fll secondary_phy fFRE-—E&E, WRARE, PAKREENSESMEHRIA
IM PHY.

i1

AT+BLEINIT=2 // ft: R4 58
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3

il 2

AT+BLEINIT=2 // #Af: B %%

AT+BLEADDR=1,"c2:34:45:78:66:89"
AT+BLEADVPARAM=50,50,0,1,4,0,1,"12:34:45:78:66:88"

// BB Bluetooth LE X F 3 Z| 8 ESP & & W MAC M ik # "c2:34:45:78:66:89"

349 AT+BLEADVDATA: ¥ Bluetooth LE ) #k%f2

BCE) RS

A .
"ﬂé’\‘

[AT+BLEADVDATA:<adv_dat a>

Wi % ¢

[OK

o <adv_data>: ] SR, A HEX 247, B, A ASE T 1 EdE - “Ox11 0x22 0x33 0x44 0x55”7,
N4 AT+BLEADVDATA="1122334455", fHKKJF: 119 FF7,
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e

o 2 HIE. & f# H fiy S AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WE T REdE, M ar 0B B R 3 6 -

o WERGEHE A G B UOR S AR, MEBAEPIITE XA 2 Z G TAT+BLENAME iy -4 %
PRI R IR 44 FK o

o YEffi fAT+BLEADVDATA 342 Hi, W/ 55813 AT+ BLEADVPARAM 1y % & 1S4k

o MHHAT+BLEADVPARAM G5BT #5580 0-4, N){di F{ AT+ BLEADVDATA iy 438 15 5d
2 HARRCE 31 07, WIRTFERE T K B8R, I8 AT+BLESCANRSPDATA fit % KU & .

o UHHAT+BLEADVPARAM 45 B #2580k 5-7, W{fi AT+ BLEADVDATA iy A &) 15 5dR
% HABE 119 577,

il

AT+BLEINIT=2 // fAf: W% %
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [#)i% % Bluetooth LE ) ¥k%La

A iffi &

Yriie:
EER I CITE 2

O e
iy

[AT+BLEADVDATAEX? }

Wi i *

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK
BT A
Dyik:
BB RIS 1%
[AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power> }
W i ¢
[ox 1
o <dev_name>: F{F & S B, RN W& A R B, EH M RE RS AR “just-
test” , I 4y 4 & AT+BLEADVSTARTEX="just-test",<uuid>, <manufacturer_data>,
<include_power>,
s <uuid>: P AF R 2 . Bl a1, 3 A B UUID S “0xA002” .|

AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,
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+ <manufacturer_data>: il i ¥ 8%, S8 HEX FAF R, a0, #5883 b g 8ois o “ox11
0x22 0x33 0x44 0x55”, Nfy4 N AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: 5 RHHET G TX PR, RASH RN 1; B, K0,
B
 WRZHIC L iy & AT+BLEADVDATA=<adv_data> BH T ) 8, W @A a3 E ) i

o B2 R Z Wi 8 AT+ BLEADVPARAM iy BLE R R IBUH A 0.

il

AT+BLEINIT=2 // ft: BR% &
AT+BLEADVDATAEX="ESP-AT", "A002","0102030405", 1

3.4.11 AT+BLEADVSTART: J|44 Bluetooth LE )"k
WA %

Yytie:
TR 4%

O e
iy

[AT+BLEADVSTART

Wi 3% <

[OK

e
* HARMIH 4 AT+BLEADVPARAM=<adv_parameter> BEH) #ES4L, WIFHEGA %S4

o KA fy S AT+BLEADVDATA=<adv_data> % & 450, W& 354 0 Bt

e Z Wl C & ff M fir RAT+BLEADVDATA=<adv_data> & ‘& it )7 #% % #%, W =
#7 AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % B #J | #§ 2
WEE, M, RS AT+BLEADVDATAEX, <% AT+BLEADVDATA % & 1)) f& 20
o

* JFJ& Bluetooth LE & )5, 151445 757 Bluetooth LE 82, A4 Ba— AR #%; R eE Ty T
B, W HBEHR) 1.

il

AT+BLEINIT=2 // fat: R% B
AT+BLEADVSTART
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3.4.12 AT+BLEADVSTOP: {% |} Bluetooth LE J &
WA 4

i
(I

s

[AT+BLEADVSTOP }

W

& )

st

» #TIR)#E)G . P)E ST Bluetooth LE 345, 2 H 81454 Bluetooth LE )™, JEF5 M A<

il

AT+BLEINIT=2 // fat: R4% B
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: #tyr Bluetooth LE Y%
ity 4>

Yitig:
#1fi) Bluetooth LE %%

[

[AT+BLECONN?

Wi i ¢

‘+BLECONN:<conn_index>,<remote_address>
OK

FERFESLIERE, MM A g <conn_index> Fll <remote_address> Z% .

S

N

ELmA

&
7

yiik:
%57, Bluetooth LE 43

P
iy A

[AT+BLECONN:<conn_indeX>,<remote_address>[,<addr_type>,<timeout>]

W
PR, AR
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+BLECONN: <conn_index>, <remote_address>

OK

HORNLIEERRIN, R

+BLECONN: <conn_index>, -1

ERROR

e A S R e i — SR R R B R R, MR -

[ERROR

BH

» <conn_index>: Bluetooth LE #3225, JEH: [0,2].

» <remote_address>: XfJ5 Bluetooth LE £l .
* [<addr_type>]: )" i stk A :
— 0: A3kl (Public Address)
- 1: FEdLH4E (Random Address)
* [<timeout>]: JEHRMTIFE, MO Fbo JHE: [3.30].

o BAEBNOITERZ W], JeiBfTAT+BLESCAN fin ik &, MR B s b T #IR A

o BORIESZABIT R 30 b,

o {II4R Bluetooth LE server E 4 IAL HIESEE IS, W] DAREH bt ay S AEXT 451545 (GATTC) Hik
PRS- AT A AT GATTC f4:

o AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

e AT+BLEGATTSIND

o 41l BLAT+BLECONN? 7£ Bluetooth LE & ] #4 {9 15 I F $04F (AT+BLEINIT=0), W % %5 7R 2 i
+BLECONN:<conn_index>, <remote_address> ,

2N

AT+BLEINIT=1 // fat: % p 3%
AT+BLECONN=0,"24:0a:¢c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: #%ifj/ti 31 Bluetooth LE 3455 #
Ao A

hig:
#51f] Bluetooth LE i#3%5:4k

e

[AT+BLECONNPARAM?
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Wi 3% ¢

+BLECONNPARAM: <conn_index>,<min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>
OK

&F

ik
T 37 Bluetooth LE #3255k

O e
iy

[AT+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout> }

i
& )
VBRI, WFERPATRE

[+BLECONNPARAM: <conn_index>, -1

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <min_interval>: F/NEEEE. KSEEN /DT % T <max_interval> ZE({H. S50 H:
[0x0006,0x0C80]. 4z [H]fa 55 TS ELA 1. 25 ZF>, P LASERR A fie/ N2 0] B Rl > [7.5,4000]
R,

* <max_interval>: i KIEFE M. ASHEN KT % T <nin_interval> Z¥{H. SHIEH:
[0x0006,0x0C80] . H##z[H] [ 5E TZSER LA 1. 25 = FP, FT DASE bR e K 42 R B v Bl A [7.5,4000]
R,

o <cur_interval>: 4§ E] .

o <latency>: FEIR. ZEERE : [0x0000,0x01F3],

o <timeout>: #Hiif. ZHFEM: [0x000A,0x0C80]. KT %S HORPA 10 ZF>, FrRASLlr gt
JEE A [100,32000] ZF5,

Bl

o AT EORICHNIIERE, client i server Ay ORISR RUBTIEL S AL

il

AT+BLEINIT=1 // fat: % p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14, 1, 500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE ¥
P4

tig:
7T Bluetooth LE %43
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[

[AT+BLEDISCONN:<conn_index>

Wi 3% ¢

OK // Y& % AT+BLEDISCONN i 4
+BLEDISCONN: <conn_index>, <remote_address> // 315 £

S

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].
o <remote_address>: X}7J; Bluetooth LE #5453l .

il

AT+BLEINIT=1 // fat: & p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.16 AT+BLEDATALEN: ¥t Bluetooth LE ity )%

P
i

L /
[y

A=

e
w O

N

Bluetooth LE $# 40 & 3

=

[AT+BLEDATALEN:<conn_index>,<pkt_data_len>

W

[OK

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
o <pkt_data_len>: Z{#EM K, JEHE: [0x001B,0x00FB].

Bl

* TFEcHT Bluetooth LE #4%, B EAUR K E.

hil

AT+BLEINIT=1 // fat: % p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30
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3.4.17 AT+BLECFGMTU: ¥ Bluetooth LE MTU )i

iy A

Dyie:

Z1h) MTU (maximum transmission unit, fx KAEHEATE) K&

s

[AT+BLECFGMTU? }
W ) *

+BLECFGMTU: <conn_index>, <mtu_size>

OK

E WA

ik

P8 MTU f K i

s

[AT+BLECFGMTU:<conn_index>,<mtu_size> }
Wi i ¢

[OK /] KB AR A ]
S

- *#*<conn_index>**: Bluetooth LE # #£ %, W &H: [0,2].

-  **<mtu_size>**: MTU K, B fr: F¥%, LHE: [23,517].

% % 5k 4 # 7 Bluetooth LE # .
- NAXBHEPRBEAAGAKE MTU WK E .

LR KEFERH, WMk "ok RERTZRUWE MTUL
Sk E, BRREKERA— 4%, WA :ref: AT+BLECFGMTU? <cmd-BMTU>" & i 5L [fF
SMTU K E .

Bl

AT+BLEINIT=1 // fat: & p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.18 AT+BLEGATTSSRVCRE: GATTS @&k 55
PAr a2

ik

Espressif Systems 125 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 3. AT Ay d4E

GATTS (Generic Attributes Server) 417 Bluetooth LE JIz 4%

A .
"ﬂé’\‘

[AT+BLEGATTSSRVCRE

Wi % ¢

[OK

|

* fifi ] ESP32-C3 1} Bluetooth LE server S|k 55, FThesiA GATTS Fil B A mfg_nvs.bin 3 {43

flash 1,

* Bluetooth LE server #J 4L 5, 15 MR FH ANy QR 555 A0SR e Bluetooth LE #4%, WIJCvk

DTS .

o I3 Bluetooth LE client S #I 4G4L T, W PAGE A b iy 2 B MRk 555 L m] RAGH ) HoAth— SUAH B 1)
GATTS 1%, BlAnE s e IEiRSs . B IR SSFFAE{E AT notification/indication, HL&A 44T :

— AT+BLEGATTSSRVCRE (3 4F Bluetooth LE ¥:45 87 2 1 i fil)
AT+BLEGATTSSRVSTART (£ 4E Bluetooth LE 443 287 2 Fi i i)

AT+BLEGATTSSRV
AT+BLEGATTSCHAR
AT+BLEGATTSNTFY
AT+BLEGATTSIND
AT+BLEGATTSSETATTR

il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEGATTSSRVCRE

3.4.19 AT+BLEGATTSSRVSTART
PaThr 4

Jyiig:
GATTS JF a4k 55

e

: GATTS IF B 55

[AT+BLEGATTSSRVSTART

GATTS JF a2t E a5

A .
"ﬂé’\‘

[AT+BLEGATTSSRVSTART:<SrV_index>

Wi i ¢

[OK
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BH

o <srv_index>: fR55)75, M 1 HIREM.

Bl

AT+BLEINIT=2 // faf: R £& B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.4.20 AT+BLEGATTSSRVSTOP: GATTS £ 11l 55
PATar %

ik
GATTS {5 1 4R 55

[

[AT+BLEGATTSSRVSTOP

gﬁ

CE

Dyt
GATTS {51345 55

Py -
iy

[AT+BLEGATTSSRVSTOP:<Srv_indeX>

Wi 3% <

[OK

BH

o <srv_index>: R&JFE-, M 1 FFiGihde,

Bl

AT+BLEINIT=2 // fat: R% %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.21 AT+BLEGATTSSRV: GATTS %R 55
iy

Ytig:
GATTS K IRk
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[

[AT+BLEGATTSSRV?

Wi ¥ *

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

o <srv_index>: REGFE, M 1 FiRE,
* <start>:

o 0: lRFARITE;

o 1 IR EIR.

e <srv_uuid>: fk51 UUID,

o <srv_type>: J45H2EHL:

o 0: WEMRSS

I RS .

il

AT+BLEINIT=2 // fAft: R% %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.22 AT+BLEGATTSCHAR: GATTS %R 55FH- T
it A

Dyt
GATTS J BUIR 55 5k

AN .
"ﬂé’\‘

[AT+BLEGATTSCHAR?

W
TR R (5, AT

[+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XA R, MR

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: RS FS, M 1 IFHRE.

o <char_index>: WREFHENITS, M 1 ARIGIENE.
e <char_uuid>: JRS4HER UUID,

* <char_prop>: [RS5HFHEM)JEM:

o <desc_index>: FHFRIAGTFE.

o <desc_uuid>: 4FEHIALT UUID,
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il

AT+BLEINIT=2 // fat: 4% %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.23 AT+BLEGATTSNTFY: #4548 notify JI} 45 ¥Rk (Fi 20 5 o
BE WA

452 notify fI% 45 FHAE (247 i

[

[AT+BLEGATTSNTFY:<conn_index>,<srv_index>,<char_index>,<length>

Wi % ¢

>

)

P > 2n AT HERSFECR 8, BUI T DA AR, 4 8s KA I S8 <length> MY(EIT,

AT notify 4.
FEARL RN, R
[OK
ZH
» <conn_index>: Bluetooth LE i£#:5-, JEHl: [0,2].
o <srv_index>: R4 75, A[iafTAT+BLEGATTSCHAR? %51y,
o <char_index>: ARSEFEN TS, R84 TAT+BLEGATTSCHAR? 25if] .
o <length>: HRKEF, HAKKE: (:ref: MIU <cmd-BMTU> - 3),
il
AT+BLEINIT=2 /] R A B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FR) ¥, % client HHEF, LA E E K notify
AT+BLEGATTSCHAR? // # # A % notify & F 3% ¥ # 1L

AT+BLEGATTSNTFY=0,3, 6, 4

/) REF O FERE, RN 4 FEEEKE, b o234, AELKEEY R

/) B, R 3 FMREMW 6 FHA notify KEA 4 FVHHE, AL T &L

3.4.24 AT+BLEGATTSIND: J[§%528 indicate I} 55 F5AE 20 % 3

Bae

&E

Jrfie:
JI7 4542 indicate I} 4555 F(H 287 P ik

O e
iy A
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[AT+BLEGATTS IND=<conn_index>, <srv_index>, <char_index>, <length> J

W] 7. <

FE5 > F% AT MR AEBR FSE, U AT U ABCR, SR K EKE B4 <1engths (N,
AT indicate #EAE .,

LR RSy, R

<conn_index>: Bluetooth LE %25, JuHl: [0,2].

<srv_index>: R4 F 5, W iafTAT+BLEGATTSCHAR? %5if].
<char_index>: JR4HE)TS, A4 7AT+BLEGATTSCHAR? 251
<length>: ¥UREKE, HRERE: (MTU-3).

hil
.
AT+BLEINIT=2 /] R & B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEADVSTART // FE4E , ¥ client ## 5, L J B B # % indication

/1 Bl R O3 FREW FFAE indicate KE A 4 FHHHKE, #2 W T

AT+BLEGATTSIND=0,3,7,4
/PRTF ST BEER, RN 4 FEHKE, & "1234", REKEH LR

]

AT+BLEGATTSCHAR? // & # & F 3% ® W # ¥ indication # 4 4E
75
F

3.4.25 AT+BLEGATTSSETATTR: GATTS %R 55 HR A
UM

Ditig:
GATTS 15 &l 55 FrAE(E s i AR A

zs

[AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, [<desc_index>], <length> }

] o =

9 > FR AT HER IR 8, RET 0T DU A, 2450 K B2 A B 280 <length> HI(ERT,
PATIRE BB

LR R, W

& ]
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BH

o <srv_index>: k%575, WiafTAT+BLEGATTSCHAR? Z5if.
o <char_index>: REEEN TS, R84 TAT+BLEGATTSCHAR? 25if] .

TS, MRS AR
BAIEE, W E .
» <length>: %K JE,

|

o W <length> BHUEKT LRBKRKE, MKES K. T service table, Il gatts_data.csv

2N

AT+BLEINIT=2 // BB R & B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/) Bl L ERAH L EHRAEASAKEAN 1 FEHHE, 450 T
AT+BLEGATTSSETATTR=1,1,,1

/) R’E ST TR, RN L FEHEERT, Blw s, REXKEFH

3.4.26 AT+BLEGATTCPRIMSRYV: GATTC %BIEANN 55
A%

Jtig:
GATTC (Generic Attributes Client) % F{ 245 i %

P
iy

[AT+BLEGATTCPRIMSRV:<conn_index>

e
+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

o <srv_index>: R%5F5, M 15,

e <srv_uuid>: Jg51 UUID,

o <srv_type>: JR55HFEAL:

o 0: WENRSS

o L EHERS
B

o [ERHAMSA, FFEeET Bluetooth LE #E % ,
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il

AT+BLEINIT=1 // # f: K p %
AT+BLECONN=0,"24:12:5f£:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.27 AT+BLEGATTCINCLSRV: GATTC %MALENINR 5SS

Bae

&E

i
GATTC K& R 55

O e
iy

[AT+BLEGATTCINCLSRV:<conn_index>,<srv_index> }

W

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].

o <srv_index>: R5575, R]iafTAT+BLEGATTCPRIMSRYV =<conn_index> #rif].
o <srv_uuid>: f[k51¥ UUID,

* <srv_type>: [R5 HAHY:

o 0: WEMRSS

o 1 HERS

o <included_srv_uuid>: 1J5 k4511 UUID,

« <included_srv_type>: {77415 :

o 00 RERSS

I RS .

B

o [EAMA, FFEEET Bluetooth LE E

il

AT+BLEINIT=1 // fA & : & P 3%

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REW — £ 42 WL F, £ index &

3.4.28 AT+BLEGATTCCHAR: GATTC % Bl 55 F5 4
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GATTC A B 55 FF 1k

A .
"ﬂé’\‘

[AT+BLEGATTCCHAR:<conn_index>,<srv_index> J

o] 7. <
XFF IR FFEAE ., MR AT -

[+BLEGATTCCHAR:"Char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> }

XA R, MR :

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid> }
OK

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <srv_index>: R4 55, W[iZ4TAT+BLEGATTCPRIMSRV=<conn_index> 75 if],
* <char_index>: [RFEFHEMRFS, M 1 FFIRIEHY,

e <char_uuid>: AR%4HER UUID,

* <char_prop>: JRE5HFHIENJEME.

o <desc_index>: FHFHIAGTEE .

o <desc_uuid>: FFEiIALFH UUID,

e
o [ERHAMS, FFESeET Bluetooth LE jE

il

AT+BLEINIT=1 // fAf: % P ¥

AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // RE W — £ @A MW LWL R, % index £

3.4.29 AT+BLEGATTCRD: GATTC iUl 55 F5AiE i

GATTC U 55 R B A

e

[AT+BLEGATTCRD:<conn_index>,<srv_index>,<char_index>[,<desc_index>] }

Wi % ¢

+BLEGATTCRD: <conn_index>, <len>, <value> J
OK
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],

o <char_index>: HRSHEHEFS, Win{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

* [<desc_index>]: FHEHEIATFF 5 :

o FIE, HH IR

o BANWE, BEHHARFHERIE .

o <len>: HHEKJE.

o <value>: <char_value> {3 <desc_value>,

o <char_value> : [RSEHE(E , FRF A&, 181 TFAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, BIAN, & MRYA +BLEGATTCRD: 0, 1, 0, ml%ﬁ%xﬂ%‘kﬁ ML, AN 407,

* <desc_value>:  Jlx % 4§ fE A i?E oMol F oM B o K, B
#TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> i BY. 7 4n, ¥ W v
"N +BLEGATTCRD:0, 4, 0123, NWFREBAEKE N 4, NE RN “01237,

]
o ffHAMmA, FEIHET Bluetooth LE EH; .
o # BARIRSS AR SCRFEERAE, Wk “ERROR”.

il

AT+BLEINIT=1 // fAf: % P 3%
AT+BLECONN=0,"24:12:5f£:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // B W — 4 # %
/) Blim, EBE 3 BEREWE 2 BHAHK
AT+BLEGATTCRD=0, 3,2, 1

V& LR, ¥ E index EH
I SHAFREE, #L T

3430 AT+BLEGATTCWR: GATTC B} SFE e

LA

R:

Dyt
GATTC 5 iR 55 R s A AT (E

A

[AT+BLEGATTCWR:<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length> }

Response:

& )

TS > R AT W IFBEICER LORC , LR TT DL AKCHE, 44Ol B K8 B0 <Lengtn> HO{HAY
BT AR

AR R, R

& J

ZH

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].
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o <srv_index>: [R45/75, Tim{TAT+BLEGATTCPRIMSRV =<conn_index> #¥if].,

o <char_index>: R4HE-AEF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif.
o [<desc_index>]: FHFEHIRIF TS

o HIE, WS HRRRFE

o FOARWE, WEHREHERE.

o <length>: FHEKJE. ZSEAIBYETEE 57 gatts_data.csv H val_max_len SEGENN.

|
o EHAMA, FFE5E T Bluetooth LE # 4§,

o HARM S A SCRFE B4, R[] “ERROR”,

il

AT+BLEINIT=1 // fat: & p 3%

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // RFE W — 4 @4 W EHE R, < index £

/) Bldn, BE 3 EREWME 4 BHEML, EAKEN 6 FEHEE, #45T:
AT+BLEGATTCWR=0, 3, 4, , 6

/)RR S BEE, BN 6 FHEKEH T, o "123456", REFHTE AN

3.4.31 AT+BLESPPCFG: 4ily/i ¥ Bluetooth LE SPP 5%
Ay

ik
251f] Bluetooth LE SPP (Serial Port Profile) 4§

[AT +BLESPPCFEFG?

W i ¢

+BLESPPCFG:<tx_service_index>, <tx_char_index>,<rx_service_index>, <rx_char_index>,
—<auto_conn>
OK

BAr A

ik
P B o ¥ Bluetooth LE SPP £k

A\ .
"Il/?\‘

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

Wi i *

[OK
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<cfg_enable>:

0: EHEFTAH SPP 24, FHSHMILHFEHS;

I GRS .

<tx_service_index>: tx JR % JF B, W 18 {TFAT+BLEGATTCPRIMSRYV=<conn_index>
FIAT+BLEGATTSSRV? 51

<tx_char_index>: tx fk 45 ¥F {f ¥ 5, W] iz {TAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 751,

<rx_service_index>: rx fk % & 5, W &  4TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 25,

<rx_char_index>: rx IR % ¥ 1F )3 5, W[ i& fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 751,

<auto_conn>: H I EIEMREN, BUARN T, ANHEEYIGEGERE.

0: 4% IF: Bluetooth LE %% H ) EIE DI fE .

1: {#ifE Bluetooth LE %1% H 3 EIEI 6B .

%1F Bluetooth LE %% i, tx ARSSEFAE B2 write with response B{ write without
response, X REFEEHELAE indicate B notify,

X}F Bluetooth LE flR45 4%, tx IR F5HHIEEIELE indicate B notify, rx [RFFFHEIBIELIIZ
write with response 5{ write without response,

ST HZEEDIREG, WRERERIT, SPSAERITERE BIR (KT AT+SYSMSG),
BT RIRIERE A S (EREMIIEOL Y, HEWITE, 2 HESIEE, MCU IR B BB Wi,
QAR I MAC KA T oA, WITeik SR M) .

il

AT+BLESPPCFG=0 // #® ¥ Bluetooth LE SPP % %
AT+BLESPPCFG=1,3,5,3,7 // & & Bluetooth LE SPP % %
AT+BLESPPCFG? // # i Bluetooth LE SPP % ¥

3.4.32 AT+BLESPP: it A Bluetooth LE SPP i

KT

PaSs
ﬂﬂ%?

i

HEA

[l

Bluetooth LE SPP #i=t

[AT+BLESPP

Wi i ¢

OK

>

bk

Wi 27 AT B4 0EA Bluetooth LE SPP i, n DAZEATHUE 1 A ;A AN -

77 Bluetooth LE SPP JRZS48 % ( X} i64E Bluetooth LE #3327 37 5 K {#TfE Notifications ), NIJ3% [A] :

[ERROR
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e

* 1E SPP L, FHRIEAT+SYSMSG Bit0 2y 1, W AT A AR ATR H SPP i B fF 5 .

* 1 SPP &k, FiRUVCEAT+SYSMSG Bit2 Jy 1, MW AT AL AEfT IR

* URGWEIREH +++ U, kbl 2R ay >, i 2% 5B H R4 AT @

4.

il

SEHRFER.

[AT+BLESPP // # N Bluetooth LE SPP £ =

3.4.33 AT+BLESECPARAM: #%ify/i% ¥ Bluetooth LE s 5%k
A4

itk
7%1fi] Bluetooth LE SMP Jli%5 2%k

.
"Il/?\‘

[AT+BLESECPARAM?

W i <

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key
OK

>,<auth_option>

|

BEmA

hiig:

% & Bluetooth LE SMP I &% &4}
%

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_k
—option>]

ey>[,<auth_

W

[OK

» <auth_req>: AEiEK.
¢ 0: NO_BOND

e 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND

* <iocap>: Hy AHiiHHE ],
* 0: DisplayOnly

 1: DisplayYesNo
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2: KeyboardOnly

3: NolnputNoOutput

4: Keyboard display

<enc_key_size>: MK . SHGEH: (7.16]. Hfi: F
<init_key>: > HRH AR AR -

<rsp_key>: Z/> LR ZH B R B 254

<auth_option>: 24\ JE1ET :

0: B3l Z a5

L R TCIR L Z HIBOE L, WS W iER:.

<

F‘uz
E

<init_key> fll <rsp_key> S R HABA LT :

BitO: FH 32 S04 4y 25 B i 7 28 ) 1 o 2 4

Bitl: I A A 4y 2 AF R 7 25 4 ) IRK 2540 5

Bit2: T A B bk PRI B 25 6 ) CSRK 25405

Bit3: JH T A2 4547 4y 25 GH AN B 25 £H 11 link %5%H  ({UH T Bluetooth LE Al BR/EDR 474K )

il

[AT+BLESECPARAM:1, 4,16,3,3,0

3.4.34 AT+BLEENC: % jd Bluetooth LE Jjis iR

)E'\l

CE

i
S WOREEN

O e
iy

[AT+BLEENC:<conn_index>, <sec_act>

Wi i <
(o
S5
<conn_index>: Bluetooth LE #E#:%-, Ji[ : [0,2].
<sec_act>:
0: SEC_NONE;

1: SEC_ENCRYPT;
2: SEC_ENCRYPT_NO_MITM;
3: SEC_ENCRYPT_MITM.,

Bl

o fENAGOHT, WCRELESH. B SRR,
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il

AT+RESTORE

AT+BLEINIT=2
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEADDR?
AT+BLESECPARAM=1,0, 16, 3, 3
AT+BLESETKEY=123456
AT+BLEADVSTART

AT+BLEENC=0, 3

// 1 il Bluetooth LE & app 1 4 client 5 ESP32-C3 % & # iI Bluetooth LE # #

3.4.35 AT+BLEENCRSP: [n]53 %} 545 % A g i s il ok

BE WA

i
I 52250 S 1 6 A AL AT RO i 2K

e

[AT+BLEENCRSP=<conn_index>,<accept>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
* <accept>:

* 0: #H4;

o 1z,

Bl

s AR, AT SAERIAGRIRARES S 4528 .

[+BLEAUTHCMPL:<conn_index>,<enc_result>

» <conn_index>: Bluetooth LE i£#:5-, JEHl: [0,2].
¢ <enc_result>:

0: I fe Xt ) ;

L: T e 2R

il

[AT+BLEENCRSP:O,1
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3.4.36 AT+BLEKEYREPLY: £3% J5BE45 s %%
BE A

Jyiig:
] 52 B} 4

s

[AT+BLEKEYREPLY=<conn_index>,<key>

W

(ox

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <key>: FLXTEH.

il

[AT+BLEKEYREPLY:O,649784

3.4.37 AT+BLECONFREPLY: £y )5 eI milgs R (L8150 B )
BE A

itk
[1] 4 it o) 3% S

s

[AT+BLECONFREPLY:<conn_index>,<confirm>

W . 3
[OK
ZH
» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
¢ <confirm>:
e 0:
e 11 B

il

[AT+BLECONFREPLY=O,1
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3.4.38 AT+BLEENCDEV: #rifyZ€h% Bluetooth LE %8 Be 45 414
Ao A

Yyfig:
i) 45 1 Bluetooth LE JilI % 1 7551 4

s

[AT+BLEENCDEV?

W

‘ +BLEENCDEV:<enc_dev_index>, <mac_address> J
OK

B
 <enc_dev_index>: TP RAMIERES . MSHA—EE T S AT+BLECONN 25 1) Bluetooth

LE 325 F P conn_index %, Jul#l: [0,14].
* <mac_address>: MAC #ihil.

BE]
* ESP-AT iZ AWSIE 15 k. WRIEMBIHEIT 154, IR ER & E SRk

REMF M 0 | 14 SRR E 162 BT (E .

il

[AT+BLEENCDEV?

3439 AT+BLEENCCLEAR: [ Bluetooth LE Jli55 2% 5%

wia s
i
T BRI B R B B
s

[AT+BLEENCCLEAR=<enc_dev_index>

W

& )

AT 4

i
T B3 2 4 i P i A 5

e
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[AT+BLEENCCLEAR

Wi % ¢

[OK

o <enc_dev_index>: 48NS HIIERE,

il

[AT+BLEENCCLEAR

3.440 AT+BLESETKEY: %% Bluetooth LE &52AsHCkf %540
A iy &

itk

[ﬁi@ Bluetooth LE # AW XN X4, £X%&EFE, N AT KE -1

LT

[AT+BLESETKEY?

Wi i ¢

‘+BLESETKEY:<statiC_key>
OK

BEE A

tig:
"N A Bluetooth LE #3215 B —1> Bluetooth LE E#ASHCXT254H

ks

[AT+BLESETKEY=<Static_key>

W i <

[OK

S

* <static_key>: Bluetooth LE FfZSHD X454

[AT+BLESETKEY:123456
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3.4.41 AT+BLEHIDINIT: Bluetooth LE HID Bl #)isit
Arifg i A

i
#if Bluetooth LE HID P 4L 1R L

s

[AT+BLEHIDINIT? }

W
BRI, W AT &

+BLEHIDINIT:0
OK

HOAAIE, W AT &

+BLEHIDINIT:1

[AT+BLEHIDINIT:<im’_t> J

Wi i ¢

& ]

ZH

e <init>:
o 0: HUJlY Bluetooth LE HID sl (#T444k ;
* 1: ¥J4f1k Bluetooth LE HID {33,

Bl

« Bluetooth LE HID J&:%: 5 il GATT/GAP iy 4 [a] i i .

[AT+BLEHIDINIT:1 }
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3.442 AT+BLEHIDKB: % 3% Bluetooth LE HID &1 5.
wE WA

i
8S SR Y,

s

[AT+BLEHIDKB=<Modifier_keys>,<key_1>,<key_2>,<key_3>,<key_4>,<key_5>,<key_6>

W

(ox

o <Modifier_keys>: Z1 {4,
o <key_1>: #fUHS 1,
o <key_2>: RS 2,
o <key_3>: HE{UAY 3.
o <key_4>: fEfLRS 4,
o <key_5>: ffLHS S,
o <key_6>: FE{UAY 6.

s
o FLHILH{E B, 2% Universal Serial Bus HID Usage Tables /) Keyboard/Keypad Page 77 .

B ATS-1S 10S UM AE,, BB TR R el MFLAGLE.

il

[AT+BLEHIDKB:0,4,0,O,o,o,o /) BMINFHEE "

3443 AT+BLEHIDMUS: %:;¥% Bluetooth LE HID flkifs L
BArA

i
Kok AR R

A\ .
"Il/?\'

[AT+BLEHIDMUS:<buttons>,<X_displacement>,<Y_displacement>,<wheel>

Wi i :

[OK
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BH

« <buttons>: FFRisE.

+ <X_displacement>: X {i/#%.
» <Y_displacement>: Y %,
o <wheel>: &,

s
« L HID [ArE B , i 57% Universal Serial Bus HID Usage Tables [/ Generic Desktop Page {1 Application

Usages &7,
o B4 108 PR H., IR TR B e MFLIAGIE.

il

[AT+BLEHIDMUS:O,10,10,0

3.4.44 AT+BLEHIDCONSUMER: % 1% Bluetooth LE HID consumer {5 5\

)E’J

CE

Tytig:
%1% consumer 15 &,

[AT+BLEHIDCONSUMER:<consumer_usage_id>

W i <

[OK

» <consumer_usage_id>: consumer ID, [l power. reset. help. volume %, /71 2% HID Usage Tables
for Universal Serial Bus (USB) Hf#) Consumer Page (0x0C) Y.

B
o BAEIArST 108 UM ACH., IR T E e i MFLIAGIE.

il

b
s
[

[AT+BLEHIDCONSUMER:233 //
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3.4.45 AT+BLUFI: Jf)53ok A BluFi

iy

i
#2if BluFi AR7S

s

[AT+BLUFI?

W
25 BIUFi RIS, IR

+BLUFI:0

OK

# BIUFi CIFR, WGEM:

+BLUFI:1

OK

BeEmA

i
T B P BluFi

[AT+BLUFI:<option>[,<auth floor>]

W )i :

[OK

e <option>:
— 0: X[1] BluFi;
— 1: )3 BluFi,

* <auth floor>: Wi-Fi I\UEEINHIE, ESP-AT ARIEHEFNAIEBAR T I {ER AP:

— 0: OPEN (ERKiA)
WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK

: WPA2_WPA3_PSK
: WAPI_PSK

- 9: OWE

— 10: WPA3_ENT 192
- 11: WPA3_EXT_PSK

|
0 NN W

- 12: WPA3_EXT_PSK_MIXED_MODE

— 13: DPP
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— 14: WPA3_ENTERPRISE
- 15: WPA2_WPA3_ENTERPRISE

(L]

o L BETE Bluetooth LE RHIHAAL NI T FF ik 3¢ 4] BluFi (AT+BLEINIT=0).

© PAGTEAFAYPERE, WAL BluFi DIRERT, JEAIRAT+CWMODE=0/I fis“p 3% 1] SoftAP. HIIfEAH
TR ZA0TT, WPk RE JGA7 30

* BuFi [0 51§ & ik AT+BLUFI=0 fir%- 5] BluFi, PAREBTR .

il

[AT+BLUFI:1

3.4.46 AT+BLUFINAME: #xify/i ¥ BluFi &85 #Ak%
Ay

ik
7¥if) BluFi 4§

[AT+BLUFINAME?

W

+BLUFINAME : <device_name>
OK

iy 4

RE
i

&

T E R

B BluFi #4544 %

Py
] H

=

[AT+BLUFINAME:<device_name>

W 7 :

[OK

o <device_name>: BluFi %454 F5.

|

TG ¥ E BWF B 4 FR, W AR IS AT AT+BLUFI=I fiy % Bl BB, 75 WRF 66 ) 38K A 44 R
BLUFI_DEVICE,

* BluFi W R KK JE N 26 717

* Blufi APP ] DAYER I RIIE R 2K
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il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.47 AT+BLUFISEND: % 1% BluFi Ji] ) 3 & U

ik BluFi J P H s SCBs 45 FHL

A\ .
"ﬂé’\‘

[AT+BLUFISEND:<length> ]

Response:

P45 > Fn AT HER IR D8, U T DA AR, 4 8n KA FI 280 <length> MY(EIT,
IR IS EIEiTR

R RN, R

[ox )

* <length>: KA, Hfi: F5.
BEW
o B2 XEERW K BRI 600 FY .
o WS ESP YR EITFHLA R H P B @ X8, I 42xPA +BLUFIDATA: <len>, <data> #&=HTHI,

il

AT+BLUFISEND=4

/) R ST FERE, AN A FRHKRENT, o123, ARKELR AT RESL FAN

3.4.48 AT+BLEPERIODICDATA: i ¥ Bluetooth LE JS P Rk &cda

LA

-t

yie:
BEEJEIATE) 65 -

s

[AT+BLEPERIODICDATA:<periodic_data> ]

My 7 <
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* <periodic_data>: S0 SREE, O 16 ERITAFER . BN, FARBEE) IR LGRS “0x11 0x22 0x33

0x44 0x55”, M4~ AT+BLEPERIODICDATA="1122334455",

il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.449 AT+BLEPERIODICSTART: JI- )3 )5 101k ) #&
P4

Yitig:
PAW SN L E

A

[AT+BLEPERIODICSTART

] o7 2

[OK

|

CE JF fn A W) sk 2 oW, R OE o It B ¥R T,

ADV_TYPE_EXT_NOSCANNABLE_IND,

il

/IR A

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // & B & fA M )~ & K #
AT+BLEADVPARAM=32,32,5,0,7,0 // BBy B B 5%
AT+BLEADVSTART // FE ¥ B #

AT+BLEPERIODICSTART // FF B B # ¥  #&

3.4.50 AT+BLEPERIODICSTOP: £} JS01P: ) ¥ In] 2B
T

yiig:
AT o

s

[AT+BLEPERIODICSTOP
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] o 2

[OK

il

[AT+BLEPERIODICSTOP // fE Ok BB

3.4.51 AT+BLESYNCSTART: JI & )26 R 00PE ) 8

S IEAESEAT R R s 2

D e
"ﬂ€>-

[AT+BLESYNCSTART:<target_address>

Wi o 2

+BLESYNC: <addr>, <rssi>, <periodic_adv_data>
OK

B4
o <addr>: %tk

o <rssi>: {FE5E
* <periodic_adv_data>: J&1E) FFEEHRE

L)
o FETFRARBIMET R 2 ), AR Bluctooth LE £ IIRER-SEAT

il

AT+BLEINIT=1
AT+BLESCAN=1 // FH#HE
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH#EEHE ) B E S

3.4.52 AT+BLESYNCSTOP: {5 - 5101k ) £k 6] 2B
Para %

itig:
5 1 ) /R R S R

s

[AT+BLESYNCSTOP

W] i 2
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[OK

|

o WERE U BLE SIS, IR I #R R S I R s F B Ik

il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.53 AT+BLEREADPHY: 7%y % mi v EB: 08 g PHY
Y A

yiig:
EEif) 24w AR A PHY .

fir 4

{AT+BLEREADPHY:<conn_index>

Wi o 2
WERA KT, &[E):

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WRA R, AR

+BLEREADPHY : -1
OK

S

o <device_addr>: X uii5 &kl
e <tx_phy>:

1: IM PHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

¢ <rx_phy>:

1: IMPHY.

2: 2M PHY.

3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // % # ¥ 7] % # # PHY
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3.4.54 AT+BLESETPHY: ¥ %m0 PHY
PauRn s

Dytig:
W Y HEREN PHY .

xS

[AT+BLESETPHY=<conn_index>,<tx_rx_phy>

] 7 2
WARAR ALY, R[]

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

PUE Sicnz PNV @SR

+BLESETPHY:-1
OK

o <device_addr>: SJupik gl
e <tx_rx_phy>:

1: IMPHY

e 2: 2M PHY

¢ 3: Coded PHY

il

AT+BLEINIT=1 // # f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

. 43

o AT+MQTTUSERCFG: ¥ MQTT f F' @k

o AT+MQTTLONGCLIENTID: %8 MQTT % /i ID

o AT+MQTTLONGUSERNAME: &8 MQTT & i F 744
o AT+MQTTLONGPASSWORD: % MQTT %[ %

o AT+MQTTCONNCFG: '8 MQTT 38 14

« AT+MQTTALPN: %% MQTT J f 2 HMU I (ALPN)

o AT+MOQTTSNI: %8 MQTT Ik %&#e44Fr457~1 (SNI)
o AT+MQTTCONN : %32 MQTT Broker

* AT+MQTTPUB: J)1i MQTT j{ & (FFFH)

o AT+MQTTPUBRAW: %7iK: MQTT .4,

o AT+MQTTSUB: 1] % MQTT Topic

o AT+MQTTUNSUB: HUii17T % MQTT Topic

o AT+MQTTCLEAN: WiJf MQTT i#:

o MOQTT AT %%i%
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o MOTT AT #.%

351 &

FR BOARY AT BF SRR OO R BB AT iy QISR EORNTE 2 ESP32-C3 3 Hf MQTT i34, #HH
frhi¥E ESP-AT 142, FES AL E TR HLEFE

. %"—fﬂ% Component config->AT->AT MQTT command support

3.52 AT+MQTTUSERCFG: ¥ MQTT H gtk

)E'\l

CE

i
BoE MQTT i gtk

O e
iy

AT+MQTTUSERCFG=<LinkID>, <scheme>,<"client_id">, <"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W

(ox J

B8

o <LinkID>: 477{% % link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AKEEETS) 5
: MQTT over TLS (54 server IF5) ;
: MQTT over TLS ($#243E client §IE45) ;
: MQTT over TLS (®:56: server IIFF 3 Hi24E client IE ) ;
: MQTT over WebSocket (#:T TCP);
: MQTT over WebSocket Secure (37T TLS, AKIIET);
: MQTT over WebSocket Secure (- TLS, #I server IE45);
— 9: MQTT over WebSocket Secure (ET TLS, #24it client IE15);
— 10: MQTT over WebSocket Secure (ET TLS, ®:L server IFFHf HE2 4 client IE ).
o <” client_id” >: MQTT & g ID, SR 256 Fy.
e <” username” >: |44, T &NE MQTT broker, K &: 64 F77,
o <” password” >: %85, FTEGE MQTT broker, fH KK JE: 64 F35,
o <cert_key_ID>: jF35 ID, H i ESP-AT {U S #—% cert iEF5, Z%0M 0.
« <CA_ID>: CAID, HHJESP-AT (Y ¥#i—£& CAEH, Z%H 0,
o <” path” >: RS, mORKEE: 32 97,

|
0 J O\ B W

st

o ok AT G QR B K BERBE T 256 775 .
o WA E CHIET, B1THHE 8 AT+SYSMFG 4838 MQTT iiE. W E M mipstE o
HRES, 15§57 4o fT 247 PKIBLE .
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o N <scheme> it &M 3. 5. 8. 10, N TKIGIRS #IEBARAY, #H1EKEAT+MOTTCONN fiy
A% ESP32-C3 T AREE Y mimta) . (4] PAEIEAT+CIPSNTPCFG iy 4 H it & SNTP, #RH(4
HIEfE], K& AT+CIPSNTPTIME? iy 425 24 Fi i [a] )

3.53 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID

gﬁ

CE

Ly :
B MQTT % /7 ID

Py -
iy

[AT+MQTTLONGCLIENTID:<LinkID>,<length>

W 3% <

OK

>

b R AT B I MQTT 2/ 1D, B @0aT AR A o ID, 24 AT 308 A9 i

ID KEiLF| <length> J5, &[H:

[OK

S

e <LinkID>: 47i{¢ 3745 link ID 0.
o <length>: MQTT % /73 ID K&, Jif: [1,1024],

B

* AT+MQTTUSERCFG fiy %Al ARCE MQTT % /i ID, 3% 2 [A]H 22 5 4 -
- AT+MQTTLONGCLIENTID iy 4 7] DA JH S U B R K9 % Fi 1D, [ ) AT+ MQTTUSERCFG

K R IR

- WAEE B AT+MQTTUSERCFG |5 il AT+ MOTTLONGCLIENTID ,

3.54 AT+MQTTLONGUSERNAME: ik MQTT ki 44

ik
BE MQTT 44

A

{AT+MQTTLONGUSERNAME=<LinkID>,<length>

Wi i ¢

OK

>
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FRm YRR AT SR LI MQTT 4%, TR A A MQTT 44, 4 AT #0531 MQTT
H P2 K ERT| <length> J5, i&[H]:

& J

e <LinkID>: 4§i{{ % $¥F link ID 0,
» <length>: MQTT "% K&, LR : [1,1024],
)i}
* AT+MQTTUSERCFG fip A AR E MQTT Hi 44, & Z M2l e 4 :
— AT+MQTTLONGUSERNAME 54T DA S5 AR 8 K i ) P 4%, P2 AT+MQTTUSERCFG i

SR EZIR .
— NAEREAT+MOQTTUSERCFG J5 T | AT+ MQTTLONGUSERNAME ,

3.5.5 AT+MQTTLONGPASSWORD: ¥ ¥ MQTT %k #6%

)E’J

CE

it :
BE MQTT %14

Py -
iy

[ATJrMQTTLONGPASSWORD:<LiI’1kID>, <length> }

W i <

OK

>

bR R RS AT B LBl MQTT %5, BRG] DA A MQTT %1, 24 AT Sl # ) MQTT #1
KERXRF <length> 5, 1&[MH:

& )

S

« <LinkID>: 4#i{¥ 3745 link ID 0.
o <length>: MQTT 3K &, JLF: [1,1024].

B

* AT+MQTTUSERCFG fig %] DA S MQTT %50, 35 2 [A] i 2 A4 -
— AT+MQTTLONGPASSWORD 7] DA H SR EAR K %0, AT+ MQTTUSERCFG fit 3
JEZIR
- MTEW B AT+MQOTTUSERCFG J5 544 Fl AT+ MQTTLONGPASSWORD
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3.5.6 AT+MQTTCONNCFG: ¥ MQTT ZE£:m P
BEmA

Jyiig:
WE MQTT ##2 &1

s

">, <lwt_gos>, <lwt_retain>

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>, <"lwt_topic">,<"lwt_msg J

W

& ]

e <LinkID>: 4Hi{Y % $F link ID 0,
* <keepalive>: MQTT ping B[], A7 . Jufl: [0,7200]. ERINE: 0, S@mRbIsch 120 #.
» <disable_clean_session>: % MQTT FHH S RE, A X ZSHWELZ(EEHS% MQTT 3.1.1
M F1 ) Clean Session B2 7.
- 0: fHEBIE Mg
- 1 S
o <” lwt_topic” >: #ilE topic, HAKE: 128 F5.
o <” lwt_msg” >: %UE message, fx K : 128 AT,
o <Iwt_qos>: jH#lE QoS, ZEn[ik 0. 1. 2, BRiME: 0.
o <Iwt_retain>: 3Ug retain, SEAIFE OB 1, BRINE: O,

(A

o WE IO, WIS E AT+ MQTTUSERCFG,

3.5.7 AT+MQTTALPN: ¥ MQTT )2 (ALPN)
BE A

i
B MQTT B2 MRS (ALPN)

[AT+MQTTALPN:<LinkID>, <alpn_counts>[,<"alpn">] [,<"alpn">][,<"alpn">] }

W ) *

[ox )

e <LinkID>: 4i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &1, LM [0,5].
- 0: %K MQTT ALPN Jif &
- [1,5]: %8 MQTT ALPN [ &
* <” alpn” >: FRFRSEL, Fx ClientHello H11) ALPN, H FRIPAKIEZ A ALPN SFEELFI 5545
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e
o B AT ap o KIE/NT 256 T4

o HA7E MQTT £F TLS 5§ WSS i}, MQTT ALPN Bt 422440,
o WAEWE B AT+MOTTUSERCFG J5 54 | AT+ MOTTALPN

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+CIPSNTPCFG=1, 8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: ¥ MQTT JIlR55 2% #Friis (SNI)

e
e
W MQTT 55 7 44 Fi 7% (SND)
e

[AT+MQTTSNI=<LinkID>,<"sni">

Wi 3% ¢

e <LinkID>: 4Hi{{ % $¥# link ID 0,
o <” sni” >: MQTT fR55#8 2 FRim . fE0I PATE ClientHello HRFH & 2% I ik 5545 -

o BEA AT iy o KREER/INT 256 55
o HUHYE MQTT 35 TLS 5 WSS i, MQTT SNI 2B &£k
o WAEBCEAT+MQTTUSERCFG J5 Fdi i AT+MQTTSNI .

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+CIPSNTPCFG=1, 8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com", 8883, 1
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3.5.9 AT+MQTTCONN: ¥:$% MQTT Broker

iy

e

A1) ESP32-C3 1% £5 121 MQTT broker

[l

[AT+MQTTCONN?

L)V

+MQTTCONN: <LinkID>, <state>, <scheme>, <"host">, <port>, <"path">, <reconnect>

‘OK

)E’J

Ay

e

i

Lyt :

42 MQTT Broker

A

WA

[AT+MQTTCONN:<LinkID>,<"host">,<port>,<reconnect>

W i <

[OK

<LinkID>: 45i{¢ % #F link ID 0,

<” host” >: MQTT broker $44 , F/KEE: 128 3y,
<port>: MQTT broker 31, fx KM : 65535,

<” path” >: BEEEEAR, HORKEE: 32 %,
<reconnect>:

- 0:

MQTT A HEHHEE. Q2R MQTT #S7HEHE J5 KT, WIJCTk PR A dn & BT i 12

RS RIRAT+MOTTCLEAN=0 fi 2 FEE S, EHESA, MEHmEe.

- 1:

MQTT HZh#E %, SHFAERZ NN,

<state>: MQTT R3S

- 0:
1:
2:
3:
4:
5:
6:

MQTT RKAJiH1E

B2 HAT+MQOTTUSERCEG ;
2R EAT+MQTTCONNCEG ;
ERC W

[ E RS

EEH:, HATTH topic;
CLiEs:, CT L topic.

<scheme>:

- 1:
: MQTT over TLS (

: MQTT over TLS (R:56; server IF5)

: MQTT over TLS (

: MQTT over TLS (#:54 server ilE-F5 3 Hi2 A client IE5) ;

: MQTT over WebSocket (T TCP);

: MQTT over WebSocket Secure (ET TLS, ARIGUFF);

: MQTT over WebSocket Secure (ET TLS, R server IF);
: MQTT over WebSocket Secure (3T TLS, #4L client JE45);

|
O 01 O\ AW

MQTT over TCP;
AFEIHIETS ) 5

FE client E45) ;
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— 10: MQTT over WebSocket Secure (F:T TLS, I server JIF 453 HEL client ) .

3510 AT+MQTTPUB: %fi MQTT {55 (‘“F47H)

[y

e
i

&

fig:
T topic A1 MQTT PR i E . R EEMm N B EMXK L, CE&BE T MK AT KA
B 256 FF7, i HAT+MQOTTPUBRAW 4>,

[

[AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain> ]

W i <

[OK

« <LinkID>: 4#i{{ 37 link ID 0,

e <” topic” >: MQTT topic, HAREKE: 128 FIi.

o <data>: MQTT F/5H1 B,

* <qos>: KIHEM QoS, SH#E 0. 1. 52, BHAH: 0.
e <retain>: % 1fj retain,

|
o Bk AT i RE KRBT 256 75 .

o AT ANRERE R \O, AR ELILIREE, W AT+ MOTTPUBRAW iy 4.

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"",0,0 //_
SRBFERHAR, FEEHATHESTFRER L.

3.5.11 AT+MQTTPUBRAW: %K MQTT 55,

BEE A

Ystie:

i topic Z AT MQTT JHEL . MR ZAH AR EAI R D, ART A AT iy KB BIfE 256
FAY, WA AT+MQTTPUB 4.

[

[AT+MQTTPUBRAW:<LinkID>,<"topic">,<length>,<qos>,<retain>

W
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OK }
75 > 2o AT WEA TR L BdE, BUR ] DU A B, 2480 KR 31 B340 <length> W{ERT,
AL TR .

FAGH LY, U AT R[] :

[+MQTTPUB:OK }

RN, W AT i a] :

[+MQTTPUB:FAIL ]

B8

o <LinkID>: 47i{¥ 34 link ID 0.

e <” topic” >: MQTT topic, FxARKJE: 128 F7,

* <length>: MQTT J{ K, A[R] ESP32-C3 &£ 1) e KA B2 32 31 W A H AR B .
* <qos>: ETHHER QoS, ZHMik 0. 1. 52, AMHE: 0.

e <retain>: & 1jj retain,

3.5.12 AT+MQTTSUB: iJ[g MQTT Topic
i 4

i
i E 1T Y topic

P
iy

[AT+MQTTSUB? }

W

+MQTTSUB:<LinkID>,<state>,<"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>,<"topic3">, <gos>

1T 48 € MQTT topic [3EE QoS, FHTFIZA topic (#kZ XFFTF] 10 4> topic).

Py
A

[AT+MQTTSUB:<LinkID>,<"topic">,<qos> J

W
[ox J

2 AT A ST Y topic 1) MQTT R, & [u]:
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[+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

A 1T i topic, MR :

[ALREADY SUBSCRIBE

e <LinkID>: 4§i{{ % $¥F link ID O,
o <state>: MQTT JIR7ES:

- 0: MQTT FKWI4H1k:

~ 1: ©i% B AT+ MOTTUSERCFG;
: BB AT+MOTTCONNCFG;;
D ERC W
D BRI
C B, HAITH topic;

- 6: kR, BTkt MQTT topic.
e <” topic” >: 1] topic,
e <qos>: 1] QoS.

|
wm AW N

o BTSRRI EE AN T R MTU R B0 RIS 45, MQTT broker AR —2kTHE., ST
RES A 2 AN R K4 ESP32-C3 154, [Hitt ESP32-C3 I REL I E £ 4% +MOTTSUBRECV 1§ .
* #7 BSP32-C3 A3 — 4 MQTT {2, HiH R KBS 1024 745 (65 MQTT i3k Hl MQTT 4
RWEAT) , WAs A 4 +MOTTSUBRECY JHEL . MU, BRI PAEE R i 7y X i MQTT Znfr X
R I O o
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations >Default MQTT Buffer Size> 1460

3.5.13 AT+MQTTUNSUB: Hii§iT 5 MQTT Topic

B PURBGN TR opic, AIZYCRAA R4, DURITTIAR R wopic.

A .
"Il/?\‘

{AT+MQTTUNSUB:<LinkID>,<"topic">

W

[OK

ARV i 1% topic, JUJR A :

NO UNSUBSCRIBE

OK
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BH

o <LinkID>: 4#i{ 4% link ID 0.
e <” topic” >: MQTT topic, A EKE: 128 FIi.

3.5.14 AT+MQTTCLEAN: Wil MQTT ¥

B

&F

i
Wit MQTT 842, BEHwIE.

P
iy

[AT+MQTTCLEAN:<LinkID>

W

[OK

S

o <LinkID>: 47i{Y 3745 link ID 0.

3.5.15 MQTT AT &A%

MQTT 4%i%f5 DL ERR CODE: 0x<%08x> JERATEHI,

EIRFER iR
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
ZTn!
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R2-#LEQ

$EIRZER $HiIR
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021

AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023

AT_MQTT_CERT_READ_FAILED 0x6024
AT _MQTT_KEY_LENGTH_ERROR 0x6025

AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027

AT_MQTT_PATH_IS_NULL 0x6028

AT_MQTT_PATH_IS_OVERLENGTH 0x6029

AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_ WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031

AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033

AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035

AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_ WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041

AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043

AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045

AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050

ZT!
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x2-EEW
fRiRZER $HI=AG
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.516 MQTT AT 5]

o ki, AT MQTT @y #BR&HE 10 BN L., {HAT+MQTTCONN 4o, Flan, i hasa

B LM, AT+ MQOTTPUB £:7E 10 #h N LY., {HAT+MQTTCONN i S AEM IS AT LT
] BE T L5 22 17 B 1) ) o SEAL i £

o UNARAT+MQTTCONN ;23T TLS @4z, B L nyEaT it e A 10 #5, W) 4 i el i) 2> fi H i T
B LR AR K.

o 24 MQTT iEEW B, £3E/8 +MOTTDISCONNECTED : <LinkID> JH &,

o M4 MQTT #E#EH, &3:/8 +MQTTCONNECTED: <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JH & .

3.6 HTTP AT #5744

o N3

o AT+HTTPCLIENT: %% HTTP % Pk sk

o AT+HTTPGETSIZE: #HU HTTP % iE ko /)

o AT+HTTPCGET: % HTTP %5

o AT+HTTPCPOST: Post 1§7E K1 HTTP %=
o AT+HTTPCPUT: Put $%3& K F£ ) HTTP ¥4

o AT+HTTPURLCFG: V%' /3kHU K-ty HTTP URL
o AT+HTTPCHEAD: %% /75 HTTP 53k 3k

o AT+HTTPCFG: %% HTTP & )1 v i &

o HTTP AT 4%i% %

3.6.1 #r4

RN AT B2 L TR R T A AT 4. WSRO TR 2 ESP32-C3 57 £F HTTP i34, i H
ﬁ%ﬁ’é ESP-AT 142, fE55 Tib M LR Bk dE

e #2/f] Component config->AT->AT http command support

3.62 AT+HTTPCLIENT: %% HTTP %0k :K

B A

&

e

A

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">], <transport_type>|[,
—<"data">][,<"http_req header">] [,<"http_reqg_header">][...]

W )i :

+HTTPCLIENT:<size>, <data>

OK
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o <opt>: HTTP & Fimif R vE:
: HEAD
GET
POST
PUT
— 5: DELETE
* <content-type>: & i KA A -
- 0: application/x-www—form-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3! text/xml
* <” url” >: HTTP URL, Y4J5HIY <"host"> fll <"path"> ZHCHZERS, XS HENHETXH
e =i ¢
e <” host” >: 445 IP #idik.
o <” path” >: HTTP j§4%.
* <transport_type>: HTTP % FuffEHiZeal, EIMEN 1
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: ¥ <opt> @ POST i sKIf, ASHC N KikL HTTP R 55450 8HE. 4 <opt> A2
POST #3KE, ENSEAFAE (W, ARFEM AL S RERHTXNSE).
o <” http_req_header” >: W]k EZ A RLLIRS 2.

|
EENELVST \S R

it

o QSR URL YRR 5 2 K BEB I T 256 57715, 1 Je i lJAT+HTTPURLCFG fin 4TI & URL,
IREAA B <"url"> SHFHEEREN "".

o R url AR, HTTP % ikt B9 208 host SH0M path 40 1R url S84
W AT ER S 2E, HTTP & P ] host S8l path 24,

o BLEO TR A B M BRIAR SCRE HTTP % P v 2 (FE 1 WLESP-AT B # 2 5F) , H @] 3d 1 A
THAMME T Hizad: . /build.py menuconfig > Component config > AT >AT http
command support, REHIFMH (FFIHH LA F ESP-AT T.42) .,

o ZATA AN SCRE URL g ], 2RI IR 45 4R IR ASHS 301 GRAMEE ) 50 302 (1lfH
HEM) AL H kL2 URL fihik . S0] DA A 88 T 1 ARICE 7 A 55 B URL, 4R 538
W ZAT VT E

o WERAE <"data"> SHWE S MK B T 256 57, WM AT+HTTPCPOST fig%.

o TREE LM HTTP i3k 3k, W] AT+ HTTPCHEAD iy 4.

il

// HEAD #
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET 3 %k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST # K
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post", 1, "fieldl=valuels
—~field2=value2"

3.6.3 AT+HTTPGETSIZE: 0l HTTP FE 5 Kk/h

v

7

XF

R

EBH

Eld
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[AT+HTTPGETSIZE:<"ur1">[,<tx size>][,<rx size>][,<timeout>]

Wi % ¢

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KEZEf7k/N. Bfi: 45, BRME: 2048, JEF: [0,10240].
o <rxsize>: HTTP BURZEF I/ BT F37. BRIAME: 2048, JEFE: [0,10240].
o <timeout>: RIZGHEM. Hf7: ZFb. BRAME: 5000, JEREI: [0,180000].

o <size>: HTTP &EFE K/,

el
 WRALE URL AYRE SR QYKL T 256 5717, T 5E M AT+ HTTPURLCFG fiy 4 TiliC # URL,

IR LA <"ar 1> ZHE B
o QARAEANCE HTTP 35Kk, WM HAT+HTTPCHEAD fiy %30 .

il

[AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.64 AT+HTTPCGET: Il HTTP ¥iji

v

o

<

R

¥

228

e

[AT+HTTPCGET:<"url">[,<tx size>][,<rx size>][,<timeout>]

W 3% <

+HTTPCGET:<size>, <data>
OK

BY

e <” url” >: HTTP URL,

o <txsize>: HTTP KiEGAEI/N. BAfL: F5, BRIAE: 2048, i : [0,10240],
o <rxsize>: HTTP BULEF I/ BT F37. BRIAE: 2048, JEFE: [0,10240].
<timeout>: WZHHAN. Bf7: ZF. BRHAME: 5000. FEHEl: [0,180000].

|

 WRAE URL (RS ar S m K L T 256 547, I 5EMIAT+HTTPURLCFG fis - Hilid & URL,
RIEAA WA <"url"> ZHFHEEREN "".
o WARGEARE HTTP 353Kk, AT+ HTTPCHEAD i %1 & .
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3.6.5 AT+HTTPCPOST: Post $55% K iy HTTP it

B A

PI

?

%

=)

1]

AT+HTTPCPOST=<"url">,<length>[, <http_req header_cnt>][,<"http_reqg header">..<"http_
—req_header">]

Wi % ¢

OK

>

E%‘ >§§/T AT ES IR R, BT A A, 248U K B IR B 240 <length> FY{EIT,
%J}F o

A, iR

[SEND OK }

RN, IR

[SEND FAIL }

e <” url” >: HTTP URL.
o <length>: 7% POST /) HTTP $(#iK 5. e KK BE4ET 245 0] A0 Be 323 ) K/
. <http_req_header_cnt> <"http_req header"> BEHIEE .

» [<” http_req_header” >1: HTTP iisksk. AJ%%EA R KA S

o QRALE URL AR S5 an S KB T 256 277, i e HAT+HTTPURLCFG fip % il lit & URL,
RIGA AT <"url"> ZEHEREN ",
o ZmA ) content —type BRIAZEHLN appllcatlon/x www-form-urlencoded,

o QIR E HTTP 5K 3k, 15 FAT+HTTPCHEAD f A% .

3.6.6 AT+HTTPCPUT: Put 5 KR HTTP i

%

&E

EIJ
&

=’>

AT+HTTPCPUT=<"url">,<length>[,<http_req header_cnt>][,<"http_reqg header">..<"http_
—req_header">]

Wi i ¢

OK

>

(13 » 27 AT HEAFFARGH T, ISPV ABR, S8 RIGSBIBHC <1engen> 0,
I 1.

Ay, MR :
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[SEND OK

R, R [a -

[SEND FAIL

e <” url” >: HTTP URL,

* <length>: 5 Put i) HTTP $fi K. HRAKEET R0 B[R

 <http_req_header_cnt>: <"http_req header"> ZEEE .

* [<” http_req_header” >]: HTTP {5k, 1] &k MR AR5 4.

B

AR URL (R A ar M KR 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hilid & URL,

RIEA MG <turlv> SHEEREY "
« WL HTTP ok, Wl FIAT+ HTTPCHEAD 6o 4B

3.6.7 AT+HTTPURLCFG: ¥ ¥H/3HK:K) HTTP URL

[AT+HTTPURLCFG?

Wi

[+HTTPURLCFG:<url length>, <data>]

{AT+HTTPURLCFG:<url length>

MW .

OK

>

P > 3R AT HERAFHCR D8, U T AR A URL, 488 K AT S 4L <url length> [

{HI, RYER[HE:

[SET OK

+ <urllength>: HTTP URL KJi. FAfi: 7.
— 0: [ HTTP URL it .
— [8,8192]: ¥ HTTP URL fii & .
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 <data>: HTTP URL ¥ .

3.6.8 AT+HTTPCHEAD: % /4%y HTTP i3k kL
A

D e
iy

[AT+HTTPCHEAD?

W ) :

+HTTPCHEAD: <index>, <"req_header">

[AT+HTTPCHEAD:<req_header_len>

W 7

OK

>

F55 > F7n AT WEAS I AT a5 4 5, DERFESnT DA% A HTTP 353Kk (K30 key: value B
), BEIRKEFEESE <req_header_len> WER, AT k[H]:

 <index>: HTTP #{3KkLMZEF[{H.
e <” req_header” >: HTTP K3k,
 <req_header_len>: HTTP #3RK [, BA: F5.
- 0: JHERITA CBCE ) HTTP 352Kk .
- e BE— DB HTTP 65Kk

Lz
o RS —WHAERE 1 HTTP #R:3k, HAAZWRILE, TEZA AR HTTP #35K k.
o ARAECER HTTP iR 2 mbEr, —HIXE, Frfg HTTP B S#5S #isk sit ok 3k

o REABEEN HTTP #53K kW) key WRFIHE HTTP 6y A0k 3k iy key A, WS A
A B HTTP 353K 3k,

2N

/] R EERK

AT+HTTPCHEAD=18

/) FEWRE ">t FEE, MANTH Range HRL, TRERMM 256 MFH
(EETF 1)
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(B L)
Range: bytes=0-255

// T # HITP ¥ &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
—html"

3.6.9 AT+HTTPCFG: #t¥ HTTP % ) il
B A

s

[AT+HTTPCFG=<auth_mode> [, <pki_number>] [, <ca_number>] }

W

& 1

¢ <auth_mode>:

- 0: AAIE, M EFEIES <pki_number> il <ca_number> Z4{;

— 1: ESP-AT #{lt HTTP % FiimiiE-fifit HTTP Iz 55 #%im CA WEA5:

- 2: ESP-AT HTTP % Fizk A CA UE-FRARH: HTTP fiz 55 25 v ik 45 ;

- 3: MEINIE.
o <pki_number>: {EBMRHAKERSG], WREAEUEBFFAH, HAEN M 0.
* <ca_number>: CA [R5, WRHA—4 CA, HENH O,

]

o WA AT A % HTTP JE B ECE, &a[PAE A . /build.py menuconfig > Component
config>AT >AT http command support >AT HITP authentication method FikZl
HAFIH S Hr

o KA EMNSHE SRR, —HIRE, i HTTP ar ¥ L HxBEleE .

o MRS B CRUES, B TG AT+SYSMFG iy %508 HTTP k4. WREEfiRR H O
RIETS, 5S35 4ol &3 PKILE .

* Q2R <auth_mode> [N 2 B3 3, N T RIS AAIER ARG, WHIERKEHE HTTP 64 i
ffiff ESP32-C3 TR MR M FiI ] . (ZAT AL IEAT+CIPSNTPCFG fip % R BLE SNTP,  FREY Fi B
], B3EAT+CIPSNTPTIME? £iy4 25124 B /] . )

3.6.10 HTTP AT %}ikig

JEAT+SYSLOG=1 J&i, HTTP % iR RIS, AT SR R . A RAb ksl :

[ERR CODE: 0x010a7xxx }

Hor 01 RBHARIHAT, Oa RAIHMNAT AT Ay Z5R, Txxx Fo8 HTTP $5 iR, QIR xxx £
HTTP FRUERESTIEE A, WIFIRARiE HTTP RS ; R NRIR AT HTTP NERR RS RIS . R T
Jr HTTP RS E R, EEZPEWEIHS% RFC 2616).
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HTTP $&iR%0 (HTTPRZSHES)  tEA

0x7000 FE AT TR R

0x7190 (400) Bad Request

0x7191 (401) Unauthorized

0x7192 (402) Payment Required
0x7193 (403) Forbidden

0x7194 (404) Not Found

0x7195 (405) Method Not Allowed
0x7196 (406) Not Acceptable

0x7197 (407) Proxy Authentication Required
0x7198 (408) Request Timeout

0x7199 (409) Conflict

0x719a (410) Gone

0x719b (411) Length Required

0x719c (412) Precondition Failed
0x719d (413) Request Entity Too Large
0x719e (414) Request-URI Too Long
0x719f (415) Unsupported Media Type
0x71a0 (416) Requested Range Not Satisfiable
Ox71al (417) Expectation Failed
0x71f4 (500) Internal Server Error
0x71£5 (501) Not Implemented

0x71f6 (502) Bad Gateway

0x71£7 (503) Service Unavailable
0x71f8 (504) Gateway Timeout

0x71£9 (505)

HTTP Version Not Supported

3.7 &S AT w24k

. 2

o AT+FS: U RG#HAE
o AT+FSMOUNT: f£#/H# 425

371 &

% BOARY AT BCFA SRR TUR N Y AT fird-. IR

¥ ESP-AT 142, Jr36 10 HCE TR

* J3H Component config->AT->AT FS command support

3.7.2 AT+FS: 1R Sc84E

=

=

[AT+FS:<type>, <operation>, <filename>, <offset>, <length>
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o <type>: HH{LZH: FATFS
- 0: FATFS
¢ <operation>:
- 00 JHERSCHF
-1 53
- 20 EH
- 30 SR
-4 EEART U, HEMOCRRE
o <offset>: fmfsHihl, VE T IREERIERE
* <length>: K, fUEFX S5 HAFRE

Bl

© R HEEHECUF RS, AT+FS SUE RGBS MG, SRAEW AT+ FSMOUNT=0 iy 4 #]

BOUFRGE, AR R RAM %5[H],

o i AR A 55 ka5t at_customize.bin, {5 B W £ ESP-IDF 43X 3% Fl4=fT f 7 Lo X,

o HEEBCEHR AR R T SE BRSO, AR 18] 52 K A R

* ¥ <operator>Hwrite W, RGEWENMATSEILHATRI >, MR AL EHIRAE, £

P E N 5 <length> —3(,

il

// MBS X

AT+FS=0,0,"filename"

/) EEAXHREHAE 100 XEAN 10 FF
AT+FS=0,1,"filename", 100,10

/) REAXERB A 0 LB 100 FF
AT+FS=0,2,"filename", 0,100

// Bl AR E ET A X

AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: $:#y/#H1#k FS X1t & 5

v

BE A

N

A

=

[AT+FSMOUNT:<mOunt>

W i <

[OK
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ZH
e <mount>:
- 0: % FS &S5
- 1 H#EFS RS
Ba]

o AT+FS SCAFRGHASENUR , STV T A G AT+ FSMOUNT=0 s 4 EIBCCIF RS, FREHOK
= RAM %3],

il

/] FHAEXM RS

AT+FSMOUNT=0

/] FHEEXMGR A

AT+FSMOUNT=1

3.8 WebSocket AT #5245

. 4

o AT+ WSCFG: Ti¢HE WebSocket Z:%§

o AT+WSHEAD: 1% /%5t WebSocket 53R 3k
o AT+ WSOPEN: #xif)/4]FF WebSocket %42

o AT+WSSEND: [a] WebSocket 3% & &5 s
o AT+WSCLOSE: 3[4 WebSocket %4

381 ¥

T BRIAN AT [P R R Y AT 4. WIS % ESP32-C3 %% WebSocket 14, 7 1
Fi4i® ESP-AT 42, {055 A RLE TR

* |3/ Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: JL¥: WebSocket Z%

LA

-t

=

A

AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] [, <auth_mode>,
—<pki_number>, <ca_number>]

W%
[ox J

54
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|

il

<link_id>: WebSocket i#3% ID. JEF: [0,2], Bk %+ =4 WebSocket 1445 .
<ping_intv_sec>: %% WebSocket Ping [8]FF. EA{7: #b. JOE: [1,7200]. BRIA(E: 10, BP: &fE
10 Fb % 3% —¥% WebSocket Ping £ .
<ping_timeout_sec>: WebSocket Ping #81}. BAf7: Fb, JoHE: [1,7200]. BRIA(EH: 120, Bp: 120
F e #| WebSocket Pong £, | 5& [H] 4 .
<buffer_size>: WebSocket Z X K/, BAfV: F5. JEME: [1,8192]. BRIA(E: 1024,
<auth_mode>:

- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;

— 1: ESP-AT $##4it% FrumiiE itk 555 i CA IE 1AL ;

— 2: ESP-AT % Pk A CA JIE+5 AR AR 55 % v F1IE 45 5

- 3: fHEINIE.
<pki_number>: {EHFFEAMERG], WR G —AEBMAL, HAHW A 0.
<ca_number>: CA fJ&5], R G CA, HAHN K 0.

LS MW AEAT+WSOPEN 2 Bilic g, WA SARL.
ﬁn%ﬁ M B CRIET, B1THHE M HAT+SYSMFG fin 455 WebSocket k45, Q1AL AR TR %
HOMIES, S %4ofT #37 PKIGLE
IR <auth_mode> FLE N 2 8034 3, N TGRS AHUEBARY , #54E K IEAT+ WSOPEN fix%
R AR ESP32-C3 LRI M FiE] . (S50 DA IEAT+CIPSNTPCFG fip 4 R AL & SNTP, FRECYS i
WHE), &3EAT+CIPSNTPTIME? £y 4251 24w itia . )
MHINIE RG] T TLS &4 WebSocket i%3% (ARZ %) .

// ®HE link_id # 0 # WebSocket # # # Ping X Z HE# 30 &, BH 60 #, ZWwR_
4096 FH
AT+WSCFG=0,30,60,4096

3.8.3 AT+WSHEAD: ¥:¥/#5if) WebSocket i 2K 3.

A ity 2

g

(Tifevs

Py
4

[AT+WSHEAD?

Wi i+

+WSHEAD : <index>, <"req_header">

OK

B A

[
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[AT+WSHEAD:<req_header_len> J

Wi % ¢

OK

>

75 > FR AT HE I AT 4 L8, BEEHET] DAS A WebSocket 13K 3k (73K 3k A key: value
), SEHK ARSI SE <req_header_len> [W{HMK}, AT & :

& 1

» <index>: WebSocket i3k {H

* <” req_header” >: WebSocket i3k 3k

+ <req_header_len>: WebSocket ifsR3LK B, Hfi: FAY.
- 0: WA T % E A WebSocket 13K 3k .
- HABAE: BE—ASHTH) WebSocket 153K 3k .

e
o RS —I HAEBEE —1 WebSocket K3k, HW DAL KIKE, SZHRFZMANE R WebSocket 15K 3k .

o ANAATE ) WebSocket 3K Sk &4 RtERy, —Hi%E, i WebSocket {1y R4 HEA1F iX L84 3K

il

/] HE#F kK
AT+WSHEAD=49

/) EWKE "> FEFE, WAMTH authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE50Tk6MTIzNDU2Nzg=

// T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_ self"

3.8.4 AT+WSOPEN: #:ify/$TH—4> WebSocket 1%

[AT +WSOPEN? }

M) i :
YA ERR, AT R[]

+WSOPEN:<1link_id>, <state>, <"uri">

OK

LA B, AT 1R [0
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N~
e

-
v E

[AT+WSOPEN:<link_id>,<"uri">[,<"subprotocol">}[,<timeout_ms>][,<"auth">]

W 3 :

+WS_CONNECTED:<1link_id>

OK

o <link_id>: WebSocket %4 ID, M : [0,2], HI& K Z#H: =/ WebSocket £,
o <state>: WebSocket LIRS .

— 0: WebSocket &3 K],

— 1: WebSocket &3 IEAE T IE

— 2: B2t WebSocket £z,

- 3: i WebSocket Pong #B T B SEBGE A A 1%, IEAESRFEIE.

- 4: DB S5 um WebSocket P, 1EAE A3k 5 PR IR 5545 «
o <” uri” >: WebSocket IR & #5155 — EIFFRIFLE.
* <” subprotocol” >: WebSocket T/} (&% RFC6455 1.9 &77),
* <timeout_ms>: 737 WebSocket 8 (BT A ] . BAA7: ZEFb. JEHE: [0,180000]. ERIA(E: 15000,
e <” auth” >: WebSocket %A1 (2% RFC64554.1.12 &7,

il

// uri HZ ¥ Kk B T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDVR1el1lD3eiVjgZ9VRiaV&notify_ self"

MRS WebSocket 715 .

3.8.5 AT+WSSEND: [i] WebSocket ¥E42: % 1% Bt

v

)F\.

AUNTEC

s

[AT+WSSEND=<link_id>,<length>[,<opcode>][,<timeout_ms>]

W

OK

>
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bk RoR AT CHER S AT port BB, O mT DA AR, 24 AT U2 5O Bodh 1K RE 1k 3]
<length> J5, BT,

UNSRR S MR BB AR i I B RTT, aR (] -

[ERROR

LUBS S6 /i 1) Y I A

[SEND OK

ZH

o <link_id>: WebSocket i£32 ID, JulH: [0,2].
o <length>: KEMFAEKE, A FA7. W RIEN IR KK EHAT+WSCFG 1) <buffer_size>
BB 10 FIZRGEA] 4 Be A S (R NS R eE - (BT i/ IMA) «
» <opcode>: k3% WebSocket i 7Y opcode., Ji [ : [0,0xF]. BRIAME : 1, B text i, 355 RFC6455
5.2 FAT T Z 1) opeode.
— 0x0: continuation ij{
— Ox1: text fif
— 0x2: binary i
- 0x3-0x7: yHE IR SR E
— Ox8: TEHZ K P
— 0x9: ping i
— OxA: pong Iifi
— OxB - OxF: iy Hg il iiifr 1
o <timeout_ms>: KiEEFEE]. B ZFP, JEE: [0,60000], ERIA(E: 10000,

3.8.6 AT+WSCLOSE: X:[4] WebSocket j4:4%

[AT+WSCLOSE=<link_id>

W

[OK

S

o <link_id>: WebSocket i3z ID, JL[E: [0,2].

Bl

// *M ID 4 0 B WebSocket £ ¥
AT+WSCLOSE=0

3.9 &AM AT %
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o AT+FACTPLCP: J % PLCP =43 PLCP

391 #r¥

g BN AT FEPF SRR TR T RO AT frd. QRGORT S ESP32-C3 L ESMIAMm4, WA
74i% ESP-AT TA2, 185 AT TR HLERE

o 2 Component config->AT->AT signaling test command support

3.9.2 AT+FACTPLCP: %% PLCP giji PLCP

)E'\J

CE

e

[AT+FACTPLCP=<enable>, <tx_with_long>

Wi i ¢

[OK

* <enable>: J3 /25 FahlidE

- 0: ] FEhEE, R <tx_with_long> ZEUHIBRIAE

- 1 B TS, AT &9 PLCP 85B8IBT <tx_with_long> 4k,
« <tx_with_long>: %% PLCP &% PLCP:

- 0: Zi£55 PLCP (BRiN):

- 1: %% K PLCP,

3.10 K5 AT %

o /B

« AT+DRVADC: #:Hl ADC it

o AT+DRVPWMINIT: ¥t&4k PWM IK 5 5%
o AT+DRVPWMDUTY : ¥%'% PWM 5251
o AT+DRVPWMFADE: %'& PWM 75

« AT+DRVI2CINIT: 444k 12C FHLIKE
o AT+DRVI2CRD: 5 12C ¥k

o AT+DRVI2CWRDATA: B A 12C %

o AT+DRVI2CWRBYTES: B ARt 4 F451 12C Hi
« AT+DRVSPICONFGPIO: it & SPI GPIO
» AT+DRVSPIINIT : 14t SPI LK)

« AT+DRVSPIRD: iH{ SPI %3

o AT+DRVSPIWR: ‘B A SPI ¥
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3101 A&

WY BHAM AT [P R R AT 6. QSR 45528 ESP32-C3 Xk a4, i HiT4 5
ESP-AT 142, TR TP E TR B k%

e |3 Component config->AT->AT driver command support

3.10.2 AT+DRVADC: %l ADC il i

YL
23

-

[y

E:
4

=

[AT+DRVADC:<channel>, <atten> }

W i :

+DRVADC:<raw data>

OK

S

e <channel>: ADCI ¥,
» ESP32-C3 %4 HUE A [0,4],

BiE B

0 GPIOO0
1 GPIOl1
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: TEJH{H.

« 0: 0dB FE0, AR [0,750] mV.

o 1:2.5dB 320, AAESEEY [0, 1050] mV.
* 2: 6.dB 3, AR [0, 1300] mV,
© 3: 11 dB 80, ARCIETERH [0, 2500 mV.,

o <raw data>: ADC iHiE{H.

B
* ESP-AT H 3§} ADCI.

o ESP32-C3 74 12 (v 55,
o XFFanfa R EE (AR L, TPAS % ADC i,

il
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// ESP32-C3 ¥ &% EH 0dB EWH, A%MEFEF [0, 750] nv
// B &% 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #jisft PWM Yiz)gs

wE WA
mA:
[AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>] ]
W i <
[ox )
ZH
o <freq>: LEDC EWfeafi, BE{i: Hz, JiF#: 1 Hz~8 MHz,
* <duty_res>: LEDC jfiii 25 A 3E%, JEll: 0~20 {7,
* <chx_gpio>:LEDC i#iif x %t GPIO. 7, i AR GPIO16 /EAiiiE 0, FF i # <ch0_gpio>
K 16,
]
» ESP-AT IR Z g 345 4 NHiAE.
e AMAS BN BEERNEBEZRE T HE PVM v 4 (WAT+DRVPWMDUTY
MIAT+DRVPWMFADE ) REM % BRI o B0, SR 4 JAihib TWi4~814 , A4 AT+DRVPWMDUTY
A HE AR B G N 1 PWM (25 1.
o BN A A PERAR ERS I . B 2 B UL AN 2 T R SRR
il
AT+DRVPWMINIT=5000,13,17,16,18,19 // % & 4 A#E#&, M EH 5 kHz, H o B =E 4o
<13 fr
AT+DRVPWMINIT=10000,10,17 /) RATHLEE 0, M E 0=

i
~kHz, AZHAp#HEH 10 fr, £ € PuM XA 4L ABRE - MEE

3.10.4 AT+DRVPWMDUTY: k¥ PWM L%:Lb

v

15

N

R

X

=

[AT+DRVPWMDUTY:<ChO_duty>[,...,<ch3_duty>]

Wi i ¢

{OK
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5%
* <duty>: LEDC i 555 H, 5[ [0,2 WFRIE],
e

» ESP-AT £ e ¥ 4 MiliE.
o AHAEBEILTNRE LT, HEAEIZSE.

il

AT+DRVPWMDUTY=255,512 // & B # & 55, WEEM 1 b kA 512
B i % 0

AT+DRVPWMDUTY=, , 0 /A&

3.10.5 AT+DRVPWMFADE: ¥ PWM @i

%

&E

AR
-

O

~

=

‘AT+DRVPWMFADE—<chO_target_duty>, <chO_fade_time>[,...,<ch3_target_duty>, <ch3_fade_ J
—time>]

o <target_duty>: HAR¥EA 525H, JEE: [0,2 duty_resolution ]
o <fade_time>: WiAZ[ i KEIE], Hfi: ZF,

]

o ESP-AT i ZHE ¥+ 4 MEiE .
o FEANEIELFEINE <target_duty> fll <fade_time>, FHIZEHMKEITA],

il
AT+DRVPWMFADE=, , 0, 1000 /) ER— AW R EEE 1 R ER O
AT+DRVPWMFADE=1024,1000,0,2000, // R — S e E¥EE 0 & & = HiEE Ho
~1024, WHHHEAKEE 1 B ERHERH O
3.10.6 AT+DRVI2CINIT: #Ji&4k 12C FEHLIRE)
E WA
A
[AT+DRVIZCINIT:<num>, <scl_io>,<sda_io>, <clock> }
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Wi 3% ¢

[OK

* <num>: RCHFHS, JEf: 0~ 1. WRRBEGHNSE, AT SRR 12C i .

e <scl_io>: I2C SCL {5511 GPIO 5.,
e <sda_io>: I2C SDA {51 GPIO =-,

o <dock>: FAHUBT Y 12C MR, A7 Hz, fR{H: 1 MHz.

Bl

o AR SR 12C AL

il

AT+DRVI2CINIT=0,25,26,1000 // #J# {4 I2C0, SCL: GPIO25,

LB A E 1 kHz
AT+DRVI2CINIT=0 // BUH I2C0 ¥

SDA: GPIO26, I2C.

3.10.7 AT+DRVI2CRD: i 12C %

. .
wE WA
Wi

[AT+DRVIZCRD:<num>, <address>, <length>

W 3% ¢

+DRVI2CRD:<read data>
OK

o <num>: 12C i A5, JuH: 0~1,
o <address>: 12C M5 HhL
— 7 {iHhE: 0~ OX7F;

— 10 fiiddil : 55— DI RTHT-EAM R 1111 0XX, HrP i 5 M7 XX 2 10 {7 bk i 5 2 9 A7 o Bl
an, g 10 f7 ikl >4 0x2FF (b” 1011111111), AR 245 A Byl A 0X7AFF (b’ 111101011111111),

o <length>: I2C ¥{i K&, JWHE: 1~2048,
 <read data>: 12C %,

(A
o 12C kg i il — A

il
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AT+DRVI2CRD=0, 0x34, 1 // I2CO M M i 0x34 A EE 1 F¥WHE
AT+DRVI2CRD=0, 0x7AFF,1 // I2C0 M 10 fr 4 Ox2FF A B 1 F ¥ #h R

// I2C0 M4 0x34, FHEH I 0x27, E 2 FH
AT+DRVI2CWRBYTES=0, 0x34,1, 0x27 // I2C0 4 B3 & H i 0x34. FH EH 4 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO0 T HH 2 F¥

3.10.8 AT+DRVI2CWRDATA: G A 12C %

v

H

N

B

¥

v

A

=

[AT+DRVIZCWRDATA:<num> , <address>, <length>

W i <

OK
>

e BRI RS, A GRS AR, SRRAFISEERE R E S, B mITR .
R R, R ]

[OK

AR AR, R[]

[ERROR

o <num>: 12C A5, JEHE: 0~1,
o <address>: 12C MHLAsHALE
— 7 fiithihl: 0~ OX7F;
— 10 ik - 55— AR ET-EAM2 1111 0XX, Hodr i J5 Az XX & 10 bk i 5w W« il
an, ansf 10 fHehk A 0x2FF (b’ 1011111111), AR % AR Hu4EA 0X7AFF (b 111101011111111),
» <length>: I2C ¥R K&, JLHE: 1 ~2048,

A
o 12C kg i i)y —#b.

il

[AT+DRVI2CWRDATA:0,0x34,10 // I2c0 BN 10 F ¥ % Z # it 0x34 ]

3.10.9 AT+DRVI2ZCWRBYTES: G AAME L 4 1) 12C £ds

v

7

XF

fir &

iy
2

Ele
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[AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data> J

o <num>: 2CimHS, JEH: 0~1,
o <address>: 12C MHLi%gHudl .
— 7 fiHitk: 0~ O0x7F,
— 10 ik - 55— ET-EAM2 1111 0XX, HAr i f5 Az XX & 10 bk ) 5 = w7« il
an, sk 10 fiz k4 0x2FF (b° 1011111111), AR A% ARGHHE A OxX7TAFF (b’ 111101011111111),
¢ <length>: 55 ANy 2C FH s, JElH: 1~4 597
o <data>: B[ <length> {EKEFWEIE, JEMH: 0~ 0xFFFFFFFF,

]

o 12C kg i Al —#b

il

AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FH #HE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F¥H HIE 0x1234 £ 10 AL 4k
—0xX2FF

// I2CO0 B ik 0x34., F 7 HH i 0x27, K H cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥i SPI GPIO

v

7

4

E A

¥

oy
%

e

[AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

W i <

[OK

S

o <mosi>: FHMAESXTI A GPIO 1.

o <miso>: FAMMBIESHN GPIO &, #AMM, B -1.
o <sclk>: SPI 4P E-4F 1) GPIO & .

o <cs>: BEFEMALIIE SRR GPIO 4], #ANEH, B -1,
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3.10.11 AT+DRVSPIINIT: )54k SPT 3Pl 5)

WE WA
[
[AT+DRVSPIINIT:<clock>,<mode>,<cmd_bit>,<addr_bit>,<dma_chan>[,bits_msb] ]
W i <
[ox ]
ZH
o <clock>: IJARSEEE, 40480k 80 MHz, Bifi: Hz, fyffd: 40 MHz.
e <mode>: SPI i, JuR: 0~3.
* <cmd_bit>: Ay BT BEIAGIEL, ORIl 0~ 16,
« <addr_bit>: HBHFFEHOEGAGIEL, 0~ 64,
e <dma_chan>: jEiH 1 3{ 2, AF% DMA RN 0,
o <bits_msb>: SPI %#Etg = :
— bit0:
+ 0: Jef%4 MSB (BRI )
« 1: Jei%Hy LSB,
— bitl:
« 0: Jeizlle MSB (3K )5
« 1: St LSB,
i)
* HTE SPI A4S ALHI L & SPT GPIO.
ZN ]

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H % : 100._

~kHz; R 0 AN Ef i BERKIALEAN 0; L@ F DMa; K f gk LS
OK

AT+DRVSPIINIT=0 // Ml SPI I 3z

OK

3.10.12 AT+DRVSPIRD: it SPI %2

BeE WA

=

A

[AT+DRVSPIRD:<data_len>[,<cmd>,<cmd_len>}[,<addr>,<addr_len>]

M

+DRVSPIRD:<read data>
OK
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o <data_len>: FFiEHU) SPIBEK BE, JEH: 1 ~ 4092 735,
o <emd>: Ay HHE, BUEKEH <cmd_len> SN E .

» <cmd_len>: AYRAEEH R, JEH: 0~2 5.

o <addr>: fy&Hidk, HuhEKEH <addr_len> S E.
o <addr_len>: ZARAGHFHIEIEE, JEH: 0~4 5.

|

« #MJT DMA, <data_len> SHUAEK RS E MBI N 64 45

il

AT+DRVSPIRD=2 // B 2 F % %
+DRVI2CREAD: ffff
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // # B 2 F % H## , <cmd> % 0x03, <cmd_len> 4 1.
% ¥, <addr> % 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.10.13 AT+DRVSPIWR: A SPI %

=

DN .
A

=

[AT+DRVSP IWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

] i 2
M <data_len> BEMEART 0, AT R[4 :

OK
>

YR BRI RS, A GRS AR, SRRAFISEIRE R E S, Rt mITh .
AR S, AT R[] :

[OK

Y <data_len> BN O W, BEN AT HtLharSRisthht, Atk SPI &, SR AT iR |u]:

o <data_len>: SPIZ#R{CE, JiFE: 0~4092,

o <emd>: Ay HHE, BIEKIEH <cmd_len> ZEE .
o <emd_len>: ARAEE RS, JEH: 0~2 575,
o <addr>: fyHidik, HbbKEH <addr_len> K E .
o <addr_len>: ZARAfEHPHUBEK RS, JER: 0~4 FAY.

Espressif Systems 186 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 3. AT Ay d4E

B
« FARMH DMA, <data_len> ZHIFKAENS IR AIE N 64 545
2N
AT+DRVSPIWR=2 // BN 2 F ¥ % &
SK /] T B B AT R E
OK
AT+DRVSPIWR=0, 0x03,1,0x001000,3 // B AN 0 F ¥ H# #, <cmd> # 0x03, <cmd_len> # 1.

“*%—:—%—1

OK

<addr> % 0x1000, <addr_len> # 3 F %

3.11 Web JIl%528 AT iid

. AT+ WEBSERVER: J& /2% /i Web 7 45 240 & Wi-Fi %45

3.11.1 #v&

W BUAR AT B SRR DU T ) AT fipd. Q1SR EFE 2 ESP32-C3 3(Hf Web fli 55 2 fir %
1747 ESP-AT 142, {E55 TP TS TAR HLESE:

e |3/ Component config->AT->AT Web Server command support

, WHH

3.11.2 AT+WEBSERVER: J3 /28 Hifiik Web JIR 45 221l Wi-Fi ¥4

~

L A

v T

K

iR
&

5?

[AT+WEBSERVER:<enable>,<server_port>,<connection_timeout> }

o <enable>: 5 H/2% H Web iR 55#5% .
— 0: 25 J1] Web I 55 45 H-RERUEH X B2 U .

- 1: JF3 ] Web lR554%, L5nT DATE A fc {5 sl 8 0 WA L B Wi-Fi 4245 L.
» <server_port>: Web IR &#5i 15 .
* <connection_timeout>: £ EZ KM EE] . B FP. JER: [21,60].
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e

o B WA AR DASRAE Web IR 5525 r i ) HTML SC:, —Fp@ i FAT SCHRSE, HETTFRZ A
AT FS 4. o5 — M2 i i A SCHRA7# HTML SO (BRIAIRE ) .

* BN HTML 342 index html o AR T2 [ @ L HTML SCAF) s g (el o S0y, R E
BUOZSCARI] s QIR FEEE A L HTML U B NES (B fm—A7 B ), TR ZEXT R
& PR RS SO at_web_server_cmd.c .

o B LRIT Y socket (135 KECH A RE/NT 12, f&0] PAYE menuconfig H1 % B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, JR/GEH%H
B (%30 ResiF ESP-AT 1.42).

o AT [E{FERINA SR Web IR 5548 AT fird (S 30HY see ESP-AT Bl #+ % 5%) , {HEZX W] DAYE menuconfig

ik E Y Web iS5 8% AT 5% . /build.py menuconfig > Component config >AT > AT

WEB Server command support, AREEHMHIFLE (% R R%iF ESP-AT 1.42).

ESP-AT ¥£ ESP32-C3 &5k 45 25k ][] 7 (captive portal), W] 2514,

W 2 5 ] 2% SCRY Web Server AT 7= 15) o

ZATA S ITTR, JEIS1E 2% at/src/at_web_server_cmd.c.

5% 4T £ 3, OTA SR FREUEZ OTA 4.

il

/) B web RE&#H, WA 80, BEANAEEMENHE 50 B
AT+WEBSERVER=1, 80, 50

// ZER web R & &H
AT+WEBSERVER=0

312 H ) AT o

45

AT+USERRAM : #84F 1l P25 1 RAM
AT+USEROTA: F3¥45 5 URL Fh4% [ {4
AT+USERWKMCUCFG: ¥%'% AT Mefif MCU [ il &
AT+USERMCUSLEEP: MCU 3571 B T BRI RS
AT+USERDOCS = 1) [l {45 [ 1 I P SCRY 4%

3.121 #r&

Togi: BOAR AT BPECHFICOUR FRIBTE AT frd. WSREOR TS ESP32-C3 I i, i F T4
% ESP-AT 142, 7E85F RO R T A% HLpk P

e # /] Component config->AT->AT user command support

3.12.2 AT+USERRAM: $:1i:H P42 RAM

A%

A A AT B2 RAM )

ks
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[AT+USERRAM?

Wi % ¢

+USERRAM: <size>

OK

ifig:
L. BE. 5. R BEEUH T RAM %5[H]

[k

[AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®RER, 28X NEHE

OK

¢ <operation>:
- 0: BERUH ' RAM 5[]
- 1t 4rfECH P RAM 5]
- 2: [ RAM B
- 3: M RAM 34
- 4: 3B RAM _E 5
o <size>: AL/ SR T RAM K/
o <offset>: 32/ RAM i, Bhil: 0

BEW]
o WPEPATARAT AR A 2 i BE 7 RAM Z5[]

* Y <operator> iy write I, RGEUE| a5 ILHATIRE] >, MR

P EN 5 <length> —3(,

nTDAR A RS R, %L

* ¥ <operator>Jj read W HKJEAT 1024, ESP-AT LPARKEARAZ R IEIE, HRINE RS

il 1024 P, FRZADA \r\nOK\r\n 4§

il

// AW 1 KB K F RAM % Jq
AT+USERRAM=1, 1024

// # RAM R EFHMLEE N 500 FFHKE
AT+USERRAM=2, 500

// M RAM B A g H 100 LB LB 64 FFHE
AT+USERRAM=3, 64, 100

// BHH P RAM % ]
AT+USERRAM=0
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3.12.3 AT+USEROTA: Hififaa URL T4l 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEA

Dyt
TH9E] URL Hi 7E BAS 1 [

[AT+USEROTA:<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>

Ja, Rl

[Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[OK

WER SRR R B TR, R )

[ERROR

ZH

o <urllen>: URL K, HifE: 8192

Bl

o TEA[ DA GitHub Actions 2. F 2, Ji 5 200 OTA [, WnlPAEF7% 35 ESP-AT 142 A R ir a5 B

OTA [,
e OTA [&ff>5 build/esp—at .bin,
o FHHE T 2R DL .

o WERMZE R ESETTRRIN, AT KfiR [ ERROR, FHAERF— B .
o NEBTIRBNHBA . FEENHRARSAFAE—E AR TR, H ATk

IHAS, AR E TR B AT B .

o BTG AT FfF)a, WHAT+RESTORE YR ) B E -

e AT+USEROTA ¥ HTTP fil HTTPS.,

LUB SIS S &l

o AT fiith > FARFIE, Bl TIRRR E AN TR B PR T#E L, ARTRELARI 7452 (CR-LF).

* Y4 URL 34 HTTPS B, AEIL SSLAIE. WIHRELR SSLAAIE, &t 5174 i PKI SCHAR JERFEAT]
FEEIR R X, 2 J5HE AT+USEROTA A& SL AR Hom &k 45 . %1 PKI U1 5% 4o
77 & % PKI B2 & ., X}F AT+USEROTA 4, T[&% ESP-AT T FE#2{Ltf%77 %] USEROTA.,

« (S H Ao T R OTA FH48 FKEEZ OTA fird.
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il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wi MCU ¥y &

LB AL A
WA

ik
Bear B E AT A MCU [BLERIRES, DA AT Qufafiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT R MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SE SRR, AT 25 AR5 5 AR K . MCU i sl 2 i) Jo /g BRI (5 =

[

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

* <enable>: 5 I E( 4% IR TIC o
- 0: ZEHIMefiE MCU Jii &
- 1: ffifEmefiE MCU il &
» <wake mode>: MR,
- 1: GPIO Mafig
— 2: UART Mg
o <wake number>: %S E X BT <wake mode> H{H.
— IR <wake mode> & 1, <wake number> ftZEMEES I GPIO 4. F P aE B IE L & 1
WA B AR &, R R e A AL B
- R <wake mode> J2& 2, <wake number> fUFEMilE UART %45, 45l A %45 1, BId:
UART1 Mifif MCU,
o <wake signal>: ZZ 5= BT <wake mode> H{H.
— R <wake mode> 2 1, <wake signal> fUFEMLEEAF,
+ 00 KA
+ 10 EHLP
- W <wake mode> 22, <wake signal> fUFEMEEFYT. JEMH: [0,255].
o <delay time>: 5 RZERGRA], B 28, JEHE: [0,60000], ZSEH) = LR T <wake mode>
IHE.-
— MR <wake mode> 2 1, NIFE <delay time> H[E]N, BH—H % <wake signal> Hi,
<delay time> 3|5, W%E <wake signal> HiF,
- IR <wake mode> 22, W7 HI%. %X <wake signal> F77, #HAZEGEIEMN.
o <check mcu awake method>: AT K& MCU 254 TR IR ZS o
- Bit0: @& JF 5 5 AT+ USERMCUSLEEP iy 4[] 8k « BRIANTF 5 - B : Y 2] AT+USERMCUSLEEP=0
4 $ MCU ik 1ic3] AT+USERMCUSLEEP=1 fy4-, 471 MCU HER.
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- Bit 1: @ EIF R HAT+SLEEP=0/1/2/3 s %1 KBk ERIAZEM . Bl 13 AT+SLEEP=0 1y 4, &
7~ MCU BE3€; k3] AT+SLEEP=1/2/3 64>, %%/~ MCU HEHR .

- Bit2: @EIF)H <delay time> #@HI/EHE/~ MCU kTR, BUAZEH . BP: ZEHA), delay
time 5, 8/~ MCU BER; {HRERS, delay time 5, $§77~ MCU Xk,

- Bit3 (BARLIM): 2 FFE GPIO #5/8 MCU ERIIEE. ERIAA R

|

o i HFEENE K.

o BRR AT [n] MCU 38l AR BARTT, 20k (59 ik A% fE, <delay time> WAE| T2 )5
B ESWE. BRSPS MCU (R L Hses.

o MNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H T2 MR
ST B PR BRI S5FFF <delay time> WG, & HINHREERE.

Bl

// FERYE MCU BBE . K AT M MCU XFHEwW, 2% A wi-Fi #HRE GPIO18.
SEM, BWT%E MU, AHEHFEET 10 .
AT+USERWKMCUCFG=1,1,18,1,10000, 3

// ZEF%EBE MCU BE
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU 4575 H CHEIRIR &
At o

Dy :
TEAT+USERWKMCUCFG 41 <check mcu awake method> Bit O iR B &N T, A S4E%%. H
T4 AT 2457 MCU [ RERGIR A o

[AT+USERMCUSLEEP:<State>

o] 7 <
(o
* <state>:
- 0: /8 MCU [iEk .,
- 1t ¥8/8 MCU REHR.
il

// MCU 4 41 AT ¥% ® MCU P %
AT+USERMCUSLEEP=0
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Chapter 3. AT Ay d4E

3.12.6 AT+USERDOCS: #5ifglalf: %t i H  Sepei 4
b A

i
P24 HAS A R I8 9 SO P SR i

s

[AT+USERDOCS? }

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c3/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
—html"

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

3.13 AT &2k

] AT Ay A PRz
it BN WA
it s 2 AT+< i QAR >=? FRIBCE A 1 N SR UEE
a4 AT+< T2 55 >? iR ]2 B S
BEAS AT+< AT QAR >=<---> BEM P AEXSEUE, Hsfrad
W AT+< A Q2 F5 > AT B E XSRS

o NREA AT a8 AR AR Ay &

o W BMASL, HE SRR S BRI T S

o RFEG <> WIS LA ] LA .

o RS 11 WISHOTUAE M, ARSI EEATEGAE. B0, i2fTAT+CWIAP fir & i I A LS4
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

© VEHHSBOGIA SRR, LA, DRk,

[AT+CWJAP:"ssid" , "password", , 1

s RG I SFER TR S, W

[AT+CWSAP:"ESP756290", "21030826",1,4

o BEIRTFAFFNERL LB, YEF s TR A . "\,
-\ SRR
-\, BGES, MBS HNES ILHERE L.
- \": FSOGS, FRTFAFRSEINE |5 ToHE L.
- \<any>: ¥ <any> FfF, BRI <any> F4°F, A RBHTL.
o HA AT @A R IR AT R B0 3L, He R R L. BN, AT @4 03T > S A SR
b, BN B

AT+CWJAP="comma\,backslash\\ssid", "1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"",1,0

o AT fip % HBRIAB R % 115200,
o Bk AT fir MK BEA B 256 5
* AT i DUBIAT (CR-LF) 453, FrLAR 0 THVIE N .
o AT 345 1R ) 2 i WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string index

3.14 S fE RRAFAE flash iy AT @54

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—Ha oM SECE SRR IR S flash 7] DAUEALAT+SYSSTORE fir QR CE, RS WL a9 1A
R

il AT S B SHURAE, 2l NVS BESCiiy. Wik, QRaSIEMENSEIE, WASEA
flash; QR AFSTCEAFKSEAE, fash A PITE SR

3.15 AT {8

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT IR, (#3h)
AN K ESP-AT iy SR £ R IR, #51ff & 3% ESP-AT iy B BATEE R o WM 5 — 4% T
BRI OK 5 ERROR.,
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Chapter 3. AT Ay d4E

22 3: ESP-AT 1%/

AT N sz 15 A

OK AT iy Ab P52 e, 3k [A] OK

ERROR AT SR B I T RE A A iR

SEND OK BB k2% E Wk (4 X} FAT+CIPSEND
MIAT+CIPSENDEX iy %) , HARFLHEED £ K 3
P

SEND FAIL ] B AR & 25 B I & AR A AR (X T AT+CIPSEND
FIAT+CIPSENDEX £3i4)

SET OK URL B2 82hikE (4% TAT+HTTPURLCFG %)

+<Command Name>:. . .

FEAtE AT fiy &40 BHEER

« ESP-AT j Bty (F:3h)
ESP-AT &:4R45 A4 P B EAPIRSZ LB B

% 4: ESP-AT 34 HLR 45

ESP-AT &2 & it BA

ready ESP-AT [ 2 fEA it 26

busy p--- %%%ﬁaEEﬁﬂi*ﬁ% . JCVEAL IR
s

ERR CODE:<0x%08x> ANl i 2 B A R AR

Will force to restart!!! A7 R B e A

smartconfig type:<xxx>
Smart get wifi info

+SCRD:<1length>,“<reserved data>“

smartconfig connected wifi
WIFI CONNECTED
WIFI GOT IP

WIFI GOT IPv6 LL

WIFI GOT IPv6 GL
WIFI DISCONNECT
+ETH_CONNECTED
+ETH_GOT_IP
+ETH_DISCONNECTED
[<conn_id>,|CONNECT

[<conn_id>,]CLOSED
+LINK_CONN
+STA_CONNECTED: <sta_mac>
+DIST_STA_IP: <sta_mac>,<sta_ip>

+STA_DISCONNECTED: <sta_mac>

Smartconfig 257

Smartconfig &3k HL SSID Fl1 PASSWORD
ESP-Touch v2 & 3KH [ & 5k

Smartconfig 52 /%, ESP-AT 3443 Wi-Fi
Wi-Fi station 32 [ & %4 5] AP

Wi-Fi station % 1T 3K IPv4 Hihl:

Wi-Fi station 2 1 £ R HX TPV6 HE K A Hb i il
Wi-Fi station 4% [T 2 JKEL IPv6 42 J5yHbdik

Wi-Fi station 4% [1 2.5 AP WiJTi%E#

PAK M2 O B EH:

PAK 42 11 2L 3R EX TPv4 itk

PAK 2 11 E W

ID 4 <conn_id> MBS, (BN
#LF, ID K 0)

ID 24 <conn_id> M ZEEZEWTT (BRI
LR, ID K 0)

TCP/UDP/SSL #4415 B

station &% :%] ESP-AT 1Y Wi Fi softAP #2[1
ESP-AT f#J Wi-Fi softAP $% [ 7145 station 4)-Fit. IP
Huhk

station 5 ESP-AT ¥ Wi-Fi softAP 32 [1 ) 1% 1
W

S ESP-AT IE7ES 15 P A0
Recv <xxx> bytes ESP-AT M fir i I BV 32K B <xxx> FT7
HgTm
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R4-#LW

ESP-AT HEHE

WiAA

+IPD

el SR ET

SEND Canceled

Have <xxx> Connections
+QUITT

NO CERT FOUND

NO PRVT_KEY FOUND
NO CA FOUND
+TIME_UPDATED

+MQTTCONNECTED
+MQTTDISCONNECTED
+MQTTSUBRECV
+MQTTPUB:FAIL
+MQTTPUB:OK
+BLECONN
+BLEDISCONN

+READ

+WRITE

ESP-AT ZEAEB (G T, CLlle o [ 4 1
Belit, AT

- 1 i} AT+CIPMUX=0,
AT+CIPRECVTYPE=1, 4] El: +IPD,
<length>

- 4 S AT+CIPMUX=1,

AT+CIPRECVTYPE=<link_id>,1, T
EJ: +IPD,<link_id>,<length>

- 1n B AT+CIPMUX=0,
AT+CIPRECVTYPE=0, AT+CIPDINFO=0,
FfTEI: +IPD, <length>:<data>

- R AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ El: +1IPD,
<link_id>, <length>:<data>

- ® AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Bl: +1IPD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, T

EJ: +IPD,<link_id>,
<length>, <"remote_ip">,
<remote_port>:<data>
H B link_id % ID, length f
B K B, remote_ip i i IP Hb Ak,
remote_port Nt IS, data NEIE.
R M4 SSL RN, FEpishiz o
N (AT+CIPRECVTYPE=1), AT #5411 [Al 5
length A REHISEFRAT B2 SSL i BEA—
. N AT 245ER [ SSL )2 nl S HiE
B, ans SSLZ AR N 0, AT 2R
B E MBI KE.
ESP-AT fEi#E L B0, CUREIR B M 4Bk
g
BUHAE Wi-Fi 5@ i X, T AR5
LA BI IR S5 25 0 i R4k
ESP-AT ;B 1! Wi-Fi i 1543 X,
TE B & U KA B A R Uk 15
TE B & S R A 31 30 FA 41
TE H & o XA B A 300 CAIE
REWHEIE W . RAE L IRAT+CIPSNTPCFG fiy
LIRS ERBESE, R4 SNTP [R5k
BRI mE, A SFTEILEE .
MQTT B i%$#23 broker
MQTT 5 broker & Wi FFi%E$:
MQTT A broker I 2554
MQTT A58 2k %
MQTT A1 &8 52 i
Bluetooth LE &R #57.
Bluetooth LE %432 £ W
1 Bluetooth LE 482 7847 e U1
4 Bluetooth LE #4755 A #4E

ZTn
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R4-#LW

ESP-AT &2

WiAA

+NOTIFY
+INDICATE
+BLESECNTFYKEY

+BLESECREQ:<conn_index>
+BLEAUTHCMPL:<conn_index>,<enc_result>
+BLUFIDATA :<len>,<data>

+WS_DISCONNECTED:<link_id>
+WS_CONNECTED:<link_id>
+WS_DATA <link_id>,<data_len>,<data>

+WS_CLOSED:<link_id>

+BLESCANDONE

+BLESECKEYREQ:<conn_index>

3k H Bluetooth LE %2 notification

3% B Bluetooth LE %41 indication

Bluetooth LE SMP %£4H

W FI% H Bluetooth LE 521 Il %5 B % i 5K
Bluetooth LE SMP [ X 58 i,

ESP 1% £ U 3 M Tl & 2% 17 BluFi i 7 H &
s

32 ID A <link_id> /) WebSocket %32 & Wi I
i3 ID Ay <link_id> /) WebSocket 132 £ At 57,
%32 ID -y <link_id> [ WebSocket 1% 82Uk 21| %%
i

%Pz ID A <link_id> [1¥] WebSocket %32 £ 56 4]
L AT
?ﬁﬂ%&%ﬁﬁﬁi,mP&%ﬂM%A%
T

WR S =T mfw s

, ESP-AT 2AE ARGl = LRSS B -
# 5. ESP-AT 25 =75 ziH Bty

ESP'AT Iﬁlu\?ﬁ'ﬂ:

iR

RainMaker AT 78 &,

% %3 ESP-AT RainMaker i% 8.4k % (£3)

3.16 AT Hi&

Wt AR g «'faf e &

BITIRAS . £ &TMFHIH%B

¢»$HXTT“UEQH

REXSRY A4S M), ESP-AT 2 th F 5 iy HEME, AU 7 7 ESP-AT 1

BLE U\Eﬁﬁgﬁéﬂiﬂ’] HEGEE. s 705 e H &5
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% 6: ESP-AT Hi

AT BE 15 AR
at-common: write dlen:0 AT 14 DR RX U2 AETr08chs , 8 i X 24y

PFEEHZN\0 F5F. R UART F1 MCU
WeE, HKAE:
« ESP32-C3 ) UART RX 5| Jiil /& 75 1F ff % 322
3| MCU 1 TX 5|}
* MCU &% %3k T 3k AT fp 248 X4
* MCU E G IEHICE T UART AR, K
(A A I VAN & 57 8 AN T
« MCU [ GND 275 IF iy %4 5 ESP32-C3 [y
GND 5|

at-init: at param mode: <mode> AT YR BT S EB
o 0: ILBEL
* 1 i} mfg_nvs 43X BT S48
e 2: ffiff] factory_param 43 [X B {344

at-init: v4.1.0.0 (<src>) AT [T SO R0 7 [ 424 A S R 5

at-wifi: negotiated phy mode: <phy_mode> Wi-Fi Station JE#: 5] AP 47T PHY £z
* 0: Low Rate

11b

l1g

11a

HT20

HT40

HE20

VHT20

e o o o o o o
N O R W -

at-wifi: wifi disconnected, rc:<reason_code> Wi-Fi station W32 5 RS

at-wifi: wifi recon- Wi-Fi station IF{F B4 %] AP

nect..(<index>/<total_count>)

at-net: unknown host: <hostname> ToEfRAT 4144 <hostname>, i A DNS &% B
7RI 2% 742

at-net: send failed, s:<send_len> r:i<ret_len> KIEFAR R, KILEKEH <send_len>, 5Lfn
R JE N <ret_len>., HEMKER.

at-net: link is changed AT {ER R S5 A50, FEBIR AR SRR, % i
E2 30 (DA =T N OE- 9 by )i e
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Chapter 4

AT iy % 7l

4.1 AT il bz {15 S Sl B

s BRRGIHE L8, KA HTTP &% T R4k

411 FHRSENSAIE, S HTTP &1 b Rhe

ARGIPA R 38— PNG #& 2089 B R SC ), B R824 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

[AT+RESTORE }

M .

[ox )
2. #%E Wi-Fi £t station.
fird:

[AT+CWMODE=1 }
M .
o ]

3. e A

[AT+CWJAP="eSpreSSif","1234567890" }
M K -

WIFI CONNECTED
WIFI GOT IP

OK

199


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

[AT+SYSMSGFILTERCFG:1,18,3 }

i Y«

OK

>

BERHIA ©+HTTPCGET: [0-91*, (3518 F45) M \r\ns (353 547, Hobt \r\n XHR; ASCI
AT AIE 4, Bi: OD OA). Wik :

[ox )
AR
e "+HTTPCGET: [0-9]*, ALFRIEN IR, F/RVLELPA +HTTPCGET : H3k, RKIRE —H %L
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. %‘%ﬁ%?ﬁﬁﬁ?ﬁ%&:: T B # e N OK R G0 HL .
? N

[AT+SYSMSGFILTERCFG=1, 0,7 }
N . :

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

(ox 1
PiHH -
* \r\nOK\r\n$ HEIIEMFAEF, FIRVLEPA \r\nOK\r\n RN T .
6. BEHASZEELE

[AT+SYSMSGFILTER=1 J
i . <
[ox J
K
* HRMARGH R, a4 S8
7. R
[ATEO ]
M B -
& )
8. MEkE A

THEE R, BCEARINEICGAT RN 2048 547, MZEHEINTA 5000 2£ 70 (VERL: MAGERIN AN 2 iy
LI, BLARRY S YA EINEAT EESE 5 AR BNCE MRS5S R, WP 4% R . TR
E‘JW%%?%DP, UNSRAF PR RERN — R S5 SR am O Rt , WA & KPR 25 5, X P RS 2k &
HIFR ) .
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Chapter 4. AT #y2 R

-
AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
—2048,2048,5000

Nl . <

// WAL, MCU % % £ # 0 3| &/ https://www.espressif.com/sites/default/files/
—home/hardware.png & H X K .

iE‘EEﬁi
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. THkRIIER
frd:

[AT+SYSMSGFILTERCFG=0 }

M B :

(ox J
10. 25 RS0 E g
‘DLE/\

[AT+SYSMSGFILTER=O J

i B <

o )
1L JFJE R 2

[ATEZL }

M B -

& )

4.2 TCP-IP AT 754

AT A A ESP32-C3 B 5 _FizATTCP/IP AT 4 % a2 A7~ Bl .

o ESP32-C3 5 &HMEH TCP % Ptz s ik

o ESP32-C3 54454 TCPIR %Rk 5 %i%53E

o 3% [P Wkt Fosy 0 ) € 44 UDP i@ fz

o 3% [P ¥k Fesn 0 5T oy UDP il {3

o ESP32-C3 & &1Fh SSL % P 3% 3k 5 ik 4%

o ESP32-C3 i85 &1Fh SSL R 4Bk %i4ix

o ESP32-C3 % &1E# SSL %FJM\%;LXX@i}\iJEﬁ?—i%i%

o ESP32-C3 & &1E# SSL MR 4B 3 5 SGINGE % % 3%

» ESP32-C3 % %-1F h TCP %\F«% w3 Pikds, I UART Wi-Fi & 1%
o ESP32-C3 % &1E#4 TCP IR %%, 53 UART Wi-Fi i&1%

o ESP32-C3 i% %1k % softAP {& UDP &4 ¥ 5231, UART Wi-Fi i% 1%

o ESP32-C3 % &R B A IENMAL X T 09 B4 F 495

o ESP32-C3 % & F & mDNS sh 4%, PC il itk &i5325)i% %09 TCP IR %%

4.2.1 ESP32-C3 551 h TCP %5yt vr Pl £

1. 8 Wi-Fi i34 station,
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[AT+CWMODE=1 }

i

& )
2. EPEFIE

[AT+CWJAP:"espressif","1234567890" ]

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o T4 A SSID %55 ml BRI iRy S H AR . 5 150 B 251 26 FR #4517 SSID F1%515 .
3. #rifi ESP32-C3 4% 1P Mtk
e

[AT+CIPSTA? }
M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
K
o WA BE S Bk A AT

4. PC 5 ESP32-C3 & & #E [l — A .

AEPC _EAf 25538 T2, 81—~ TCP iR 45 %5 . 15110 TCP AR 45 % TP #itht >l 192.168.3.102,

Wik 8080,
5. BESP32-C3 &£ 1E N7 Fimid ik TCP #4238 TCP iR 528, R4 1P #ubikhy 192.168.3.102,

124 8080,

iy 4

[AT+CIPSTART="TCP","192.168.3.102",8080 }

M B -

CONNECT

OK

6. Kk 4 FHAE.

[AT+CIPSEND:4 J
N . :

OK

>
A4 AR, Bl ARG test, ZJa AT KA AT AR

-
Recv 4 bytes

(T
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B F50)
lSEND OK
A :
o AEIAMFENEHEE AT+CIPSEND Mg K E (n), MARSELSMY busy p. .., HK

EEHRET 0 NFAT, RESEUEI L. SEND OK.,
7. R0 4 FATEE .
fEisE TCP IR 5525 ik 4 P REdE (BN test), MAGZSIR:

[+IPD,4:test

4.2.2 ESP32-C3 451k TCP 5525t v 2 &4

24 ESP32-C3 i/ TCP 55 dvit, WAUEFAT+CIPMUX=1 fiy - fREL B3, P hwl e 24> TCP

P F) ESP32-C3 544 .

PATR /2 ESP32-C3 #5451 softAP 57 TCP 55 #e izl Uniie ESP32-C3 i #rf04 station, W[7EiE

I P A5 e 1 TR R R YRS R 5

1. %% Wi-Fi 3t softAP.,
firde:

[AT+CWMODE=2

g B«

[OK

2. (EREZ TR .

fir s

[AT+CIPMUX=1

MM B <

[OK

3. X H softAP,

[AT+CWSAP="ESP32_SOftAP","1234567890",5,3

M B«

[OK

4. T3] softAP (5 H.,
e

[AT+CIPAP?

M B <

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

R
o AR L RT AES A AR AR ]
5. 57 TCP 55+, BikumI1h 333,
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[AT+CIPSERVER=1 J

i B <

& J

6. PC jER:%| ESP32-C3 %451 softAP,

Wi-Fi: Looking for Networks...

Turn Wi-Fi Off

v ESP32_SOFTAP a =
360WIiFi-C403 8 =
AC750 a =
aobrmtWGGx 8 =
ASUS_AC1200 8 =
ASUS_AC1200_5G 8 =

7. 4£ PC AT M4 T B4 TCP %7, 453 ESP32-C3 & @@t TCP iR 554 -
8. KK 4 FATEUREI M 45 R ID O 0 f5ER% L

i

[AT+CIPSEND=O,4 ]

i . <

e

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

AR
o A ARFETEH L AT+CIPSEND M ERKEE (n), MRS SN busy p. .., kA
EHHEET 0 ANFAY, KESERUGIR. SEND OK.,
9. MIMZEIESRE ID 0 f4%Rs il 4 745
e TCP k528 4% 4 AT EE (Bdih test), MARGESHFIR:

[+IPD,O,4:test

10. 4P TCP #:3%,
i

[AT+CIPCLOSE=O }

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
iy

[AT+CWMODE:l ]

i . <

Lox J
2. HEHE| B

[AT+CWJAP:"espressif","1234567890" ]

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Frif ESP32-C3 4% IP Mtk
e
[AT+CIPSTA? }

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

K
o A ZE R T g 5 _LaRm by AN ]
4. PC 5 ESP32-C3 %45 15 7] — B HH
1E PC i M &I T2, G1#—4 UDP f£4. 40 PC 1 IP #uik>ly 192.168.3.102, N
#8080,
5. ffife2 .

[AT+CIPMUX=1 J

i B <

[ox )
6. A7 UDP &4, 404 ER: ID 2 4, Jofe IP Hihkh 192.168.3.102, ik 8080, 4
Mg 1ok 1112, BEECh 0.

¥ AT+CIPSTART i@ MS 4 mode Yeig T UDP i {5 At IP Motk Flg @45 [l g . A S5
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

[AT+CIPSTART:4,"UDP","192.168.3.102",8080,1112,0 ]
Nl . -
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4, CONNECT
OK
LR
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
T o

o 1112 >}y ESP32-C3 #4511 UDP At [1, #0] JATIRE, WA EE N K FEHLE .
* 0 /i UDP iz IP Huhb Al 2 B2 ), AREE. il 544 PC g T UDP iglf
FL[A) ESP32-C3 &40 11 1112 K384, ESP32-C3 #4539k 23210k [ UDP 11 1112 [k
P, WA AT 4 AT+CIPSEND=4, X, 2B NSk EB | —6 PC g, (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATER R M 41482 1D K 4 fOBER L.

[AT+CIPSEND:4,7

i .«

-

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

-
Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
BRI T 0 AFAT, KESERUS MM, SEND OK.,
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

[+IPD,4,4:test

9. KMIMHEES ID Hy 4 (1) UDP 8

[AT+CIPCLOSE:4

Nl i <

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi £ A station,

[AT+CWMODE:1

M .

[OK

2. FEHEIH
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[AT+CWJAP="eSpreSSif","1234567890" J
N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK
o 550 K SSID A5G i HEER i ar & HH YA 3950 A0 1% el 4 1 SSID RIS«
3. #rif ESP32-C3 545 IP Hudit.

[AT+CIPSTA? }

M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

AR
o WP EIE R RE 5 iR A R R
4. PC 5 ESP32-C3 %45 15 [7]— N i
TPCL{Eﬂm%ﬂﬁtim Al 72—~ UDP {& 45, BN IP #ulikfy 192.168.3.102, #i04 8080,
5. fRERIES:,
e

[AT‘FCIPMUX:O }
M B -
[ox )

6. )% UDP {%45. i IP #idil2l 192.168.3.102, i 1% 8080, AsHiugi1h 1112, B h
2,

s
[AT+CIPSTART="UDP", "192.168.3.102",8080,1112, 2 }
i B«

CONNECT

OK
LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP
B E .
e 1112 >k ESP32-C3 #5451 UDP AHbigg 11, 0] BATE, WA E W FEHLE .
e 2 FRY47] UDP {£5i 857 5, UDP &%ﬁuﬂ_: nuﬂﬁﬁkAEEﬁt UDP & ()i i 5 5 2> H 8l 5
R il —Rk 5 ESP32-C3 157 UDP 3l {5 19 v 1P Mk Fl g 17
7. Kk 4 FATEE .
i

[AT+CIPSEND=4 }
Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
A :
o EEIAMTF R H N AT+CIPSEND AR ENKE (n), MAGE LW busy p..., HE

ERAERET 0 N, RIRSENJS LY. SEND OK.
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
kG 124 1000,
% UDP f2h How UDP i, HSRF8 X7 IP Bk Al 01 BT,
s

[AT+CIPSEND:4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

-
Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

[+IPD,4:test

10. 354 UDP %45,
i

[AT+CIPCLOSE

N . :

CLOSED

OK

4.2.5 ESP32-C3 V#5180 SSL %% yfumidt v Yl g

1. &%E Wi-Fi #3} station,

[AT+CWMODE=1

i . <

[OK

2. BERER| A

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

(BET D
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"

PR :
o fk AR SSID FI 9 m GEER iRy & R AYANTR] . 1 F 450 %t 2 Y SSID Fl% 65 .
3. Frifi ESP32-C3 445 IP Huht,
i

[AT‘FCIPSTA? }
M B -

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

(B L)

OK
WA :
o RYAIRAIR AT RE S Bk i A AN ]
4. PC &5 ESP32-C3 & & 4 [ — 1~ i
5. 7E PC i [} OpenSSL x4, @]~ SSL [k 55 #% - B 40 SSL [ 4551 TP itk 4y 192.168.3.102,
U1 8070,
openssl s_server —-cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

i R ©
[ACCEPT }

6. BESP32-C3 & 45VE N & Fusimad SSL #4225 SSL Ik45r#%, NRS#5 1P #bdikoly 192.168.3.102,
124 8070,
i

[AT+CIPSTART="SSL","192.168.3.102",8070 J
Mg |3«

CONNECT

OK

7. Kk 4 TR

[AT+CIPSEND=4 J

i B -

OK

>
4R, Bl ARG test, ZJa AT FaRH AT EE.

P
Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEPER BT 0 NFAT, KR SEMJS L. SEND OK.,
8. I 4 FHTEE
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fBise TCP i 5548 Kok 4 Tl (Bdiih test), MAGRLIR:

[+IPD,4:test

4.2.6 ESP32-C3 #5180 SSL k5545 dtvr 2%+
24 ESP32-C3 #4520y SSL RS54y, WATEILAT+CIPMUX=1 - fliREL 4, AT A Z A%
Ui 4% F] ESP32-C3 4

PAF A& ESP32-C3 45 /E A softAP 37, SSL k4545 /nfiil; /@& ESP32-C3 i £ {E M station, AJ7ETERE
B HAYE, S RATRGIh R @Rz SSL RS54 A K AP BR
1. &8 Wi-Fi 83 softAP,
e

[AT+CWMODE=2

i B«

[OK

2. (EREZ TR .

[AT+CIPMUX=1

M B -

[OK

3. Jil# ESP32-C3 softAP,
i

[AT+CWSAP:"ESP32_softAP", "1234567890",5, 3

i . -

[OK

4. £ softAP {5 H.,
e

[AT+CIPAP?

i . <

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

[AT+CIPSERVER=1 , 8070, "SSL"

iy B«

[OK

6. PC %] ESP32-C3 #4511 softAP,
7. #£ PC _LAfi/H] OpenSSL fip%-, Af#—~ SSL % i, 4] ESP32-C3 Be# QI #Y SSL IR 55445 -
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

[openssl s_client -host 192.168.4.1 -port 8070

ESP32-C3 %45 IR Y -

[CONNECT ]

8. KK 4 FATEUREI M 4R ID Oy O fEERK

[AT+CIPSEND=O,4

M .

r

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

AR
o FEIAMETEHEN AT+CIPSEND M K (n), MRS busy p. .., Kk
RO ET 0 DAY, RIRSEMG LY. SEND OK.
9. MM %S ID A 0 F4ERE L3I 4 358
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

[+IPD,0,4:test

10. %P SSL #:#%,
e

[AT+CIPCLOSE=O

M .

0, CLOSED

OK
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4.2.7 ESP32-C3 %1k SSL 28 sl vr AR i\ IF PR YE

AR B BRIE 152 ESP-AT HRERIARYIESS, il A A 2 AYIES:

o BMAE CR SSL & P iEAS, WARYE Lo T 27 PKI B E SR HERIARYIES -
o BMAECH SSL ARG #HIESS, WA CHNIER AR MR SSL RS54k

1. 8 Wi-Fi 884 station.
s

[AT+CWMODE21 ]

N . :

[OK

2. HeEE B .
e

[AT+CWJAP="espressif","1234567890"

iy B«

WIFI CONNECTED
WIFI GOT IP

OK

P -
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. ¥EHE SNTP %545

s

[AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

[OK

iR
o TR PARTE A C B KW X3S SNTP [lR%5#%
4. #%if) SNTP B[] .
e

[AT+CIPSNTPTIME?

M .

{+CIPSNTPTIME:MOH Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C3 #54% IP Hutl,
i

[AT+CIPSTA?

i . <

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
PAE
o EHYAISER AT RS _Ead R WY H B AN o
Espressif Systems 212 Release release-v4.1.0.0

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 4. AT #y2 R

6. PC 5 ESP32-C3 %4582 [El— /1 % H «

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
i 14 8070,
iy
openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/

—customized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C3 i&45 Ly iy :
[ACCEPT }

LR
o 1A W BYIE AR T DRSS VR B IE A B TR
8. ESP32-C3 #4514 B SSL & it A A B &
A
[AT+CIPSSLCCONF=3, 0,0 J

i . <

[ox )
9. ESP32-C3 % 451N % il L SSL iE4%# 3 SSL AR %48, IR&G#: IP Hihik-h 192.168.3.102,
14 8070,

[AT+CIPSTART:"SSL","192.168.3.102",8070 }

Nl i <

CONNECT

OK

10. K% 4 T8

[AT+CIPSEND=4 J

M . <
e 3

OK

B4 FRE, Bl ARG test, ZJ5 AT Rk AT R R

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
ik TCP i d5#% &3k 4 R8s (Bdlih test), MARG SR

[+IPD,4:test J
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4.2.8 ESP32-C3 {2l SSL IR 55 a5 S MU A ME 2 ¥+

24 ESP32-C3 iy SSL AR S5 Ay, Al L AT+CIPMUX=1 fy - fREL 4, AR BEAR Z 1%

US| ESP32-C3 1% 4% .

PATR J2& ESP32-C3 a7 f°h station 57 SSL AR 55 &7 il 4R jg ESP32-C3 s/ softAP, W[ &%

ESP32-C3 &4 SSL M&BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

[AT+CWMODE=1

M B <

[OK

2. FEREFIH S

[AT+CWJAP="espressif","1234567890"

M B <

WIFI CONNECTED
WIFI GOT IP

OK

K

o ki AR SSID FIEERS T REER i iy AR IR] o 33 68 A 5 h 5 SSID FEFRS

3. Frifi ESP32-C3 4% 1P Mtk
e

[AT+CIPSTA?

M B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PERA:
o BHENETR TS LR AR .
4. (EREZ .

[AT+CIPMUX=1

M .

[OK

5. 757 SSL k4548, Ik 8070,

e

[AT+CIPSERVER=1, 8070, "SSL", 1

M .

[OK

6. PC 5 ESP32-C3 i& 45 Al — Mg .

7. 1£ PC L f#i /il OpenSSL x4, Q#—4> SSL % )i, ¥E4%3] ESP32-C3 #0214 SSL ik 55-4% .

iy
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 -port 8070

ESP32-C3 545 F MR -
[0 , CONNECT }

8. Kik 4 FATHIR B ML ERE ID Sy 0 fEERK F.

[AT+CIPSEND=O, 4 }
B

OK

>
4R, Bl ARG test, ZJa AT F&AH AT R

-
Recv 4 bytes

SEND OK

AR
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. ML ID ok O AO4ERE 3L 4 358 .
ik SSL 45 %8 & 1% 4 FrEds (Bdih test), MRGSHIR:

[+IPD,O,4:test }

10. 4P SSL 4%,
s

[AT+CIPCLOSE=O }

N . :

J
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0, CLOSED

OK

1. 0] SSL %53
EEY

[AT+CIPSERVER=O

N . :

[OK

4.2.9 ESP32-C3 4511k TCP %)y, devr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

[AT+CWMODE=1

Nl . <

[OK

2. FEEFIH b

[AT+CWJAP="espressif","1234567890" ]

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi ESP32-C3 445 1P Mtk
i

[AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

K
o ARSI AT BE S _Eadkmm B H AR
4. PC 5 ESP32-C3 & #5 R H Al — N i
16 PC Eff M 28 i TR, A4 TCP k55 4%, B0 IP Hikk>h 192.168.3.102, HGHH
8080,
5. BESP32-C3 4516 % Fugidad TCP %23 TCP iR55#%, RS#5 IP #uhikoh 192.168.3.102, &
14 8080,

[AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. A UART Wi-Fi i 5350 X,
i

[AT+CIPMODE=1 }

iy R«

(o }
7. A UART Wi-Fi i 1848 X, I Sk 8idia
RS

[AT‘FCIPSEND }
i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

W ] +++ AR A AR, MERE AR X, I TCP HEA R A . it m] DA
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,
s

[AT+CIPMODE=O ]

M B <

& J
10. x4 TCP j&E#z,
ke

[AT+CIPCLOSE ]

i B <

CLOSED

OK

4.2.10 ESP32-C3 45 1i:h TCP JIi552%, 2B UART Wi-Fi E{4

1. %8 Wi-Fi £ 4 station,
s

[AT+CWMODE:1 ]

i .«

[ox 1
2. R o 25

s
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[AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

[AT+CIPMUX:1

M .

[OK

AR
o TCP 55 # W iHE £ U A BT
4. BEE TCP MR 554t KIEHECH 1.
i

[AT+CIPSERVERMAXCONN=1

i B«

(ox

PLIA -
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

[AT+CIPSERVER:1,8080

Nl i«

[OK

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C3 #54% IP Huht.,
i

[AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

A
o ISR T B bk B R [A]
7. PC i#$:%| ESP32-C3 TCP IR %544,
PC 5 ESP32-C3 &£ 4% 3 [A]— P i
1 PC LA M TR, G —4 TCP % P, %#:%] ESP32-C3 () TCP JigR45#%. Huhl
192.168.3.112, WEIO4 8080,
AT W) :
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[O,CONNECT

8. #EA UART Wi-Fi i #5300 48 X,
fir s

[AT+CIPMODE=1

g B <

[OK

9. #EA UART Wi-Fi i (542X I K5t

iy

[AT+CIPSEND

M B <

OK

>

10. 45 1k Ak Kol

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b

WIHHELE =A +. EENHESHMGER L ERX] +++.

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

[AT+CIPMODE=O

M .

[OK

12. 404 TCP ##2,
i

[AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C3 %751: 4 softAP 1t UDP {4z UART Wi-Fi i (%

1. 8 Wi-Fi 83 softAP,

[AT+CWMODE=2

M B -

[OK

2. B SoftAP,
iy
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[AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

[OK

3. PC %43 ESP32-C3 {451 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32-C3 5 PC X 1Y iy 71 757 [86] 5 X g [P ik A1 1 (1) UDP %45 . oA IP Hbhkoky 192.168.4.2,

WLk 2 8080, AHLlg N 2233, AN 0.

[AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

W i

CONNECT

OK

6. #E A UART Wi-Fi i 32045 X,

[AT+CIPMODE=1

M .

[OK

7. JEA UART Wi-Fi i 542 X I Sk il .

[AT+CIPSEND

M .

OK

>

8. fE Ik KRB
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PG FOR BRI AR, AP AR — B +++, MRS SR EL Ak . B 25
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
WHIAESR =4 +. HENGESH[IEREEARX] +++,

g ]+ AR A AR, BIFE E AR, M TCP B R A AL G nT AR

AT+CIPSEND il ke HA% .

9. iBH UART Wi-Fi #4042 X .
sk

[AT+CIPMODE=O

M .

[OK

10. 4P TCP #:#2,
e

[AT+CIPCLOSE

iy B«

CLOSED

OK

4.2.12 ESP32-C3 45 3Rk sl ok X T 42 7 80
i B U R 45 5508 9 B MCU ok R JACSERT , ATPAS 2 %, (Bt sh it

1. %8 Wi-Fi £ A station,

[AT+CWMODE=1

M B :

[OK

2. HEHEIF .
Y

[AT+CWJAP="eSpressif","1234567890"

i B«

WIFI CONNECTED
WIFI GOT IP

OK

PEHA:

o AR SSID FEE R T AEER ik a4 P YA .

3. #rifi ESP32-C3 #4445 1P Rtk
e

0 o 2310 SSID IS

[AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

(T
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(B L)

OK

B
o GERYEEMSERTRES Lok B AN ] o
4. PC 5 ESP32-C3 ¥ # 1 H [d]— AN i .
£ PC b W 281 T A, B —A> TCP [l 55445 . B4 TCP Ik 54119 TP Hiidik 4y 192. 168.3. 102,
i1k 8080,
5. ESP32-C3 /A& Pl TCP ERF] TCP iz s5 4, M4 IP il 192.168.3.102, i
F°4 8080,
i

[AT+CIPSTART="TCP","192.168.3.102",8080

Mg B -

CONNECT

OK

6. ESP32-C3 i #r i B H kO piah il

iy

[AT+CIPRECVTYPE:1

Nl B <

[OK

7. TCP 5o K1k 4 FHnEds (Bdlih test).
i
e WBf & & +1PD, 4, WHRGFLEFZIE RS S 26 0BE +1PD,, FH A
StAT+CIPRECVTYPE i BHEA) «
8. ESP32-C3 ¥ s A ify g S Wi B2 A K

[AT+CIPRECVLEN?

i B <

+CIPRECVLEN: 4
OK

9. ESP32-C3 S A& SR sh Bt i =127 Al

[AT+CIPRECVDATA:4

M .

{+CIPRECVDATA:4,teSt
OK

4.2.13 ESP32-C3 Be#5JF it mDNS Jpiig, PC il #idE+ #lvewi TCP IR 5535

1. 8 Wi-Fi £i34 station.

[AT+CWMODE:l ]

i <
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[OK

2. EEFIH A

iy

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o %A SSID A1 AT fER Bk P AN IE] o i R0 2K B AR SSID FEE i .
3. PC 5 ESP32-C3 ¥ A& iE# R — Mg i
HATEFR—AaE M, PC A fig k38 ESP32-C3 1% 4.
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

[sudo avahi-browse -a -r

5. ESP32-C3 #4471 2 mDNS FhfE.
e

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp", 2, "product", "my__
—printer", "firmware_version","AT-V3.4.1.0"

M B -

[OK

Vi :
o W4T e mDNS Ujhg, R TR LHIAFN ny_instance, IRFSERH _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (AIHEAIR) PC % B ESP32-C3 #8145
PC i) avahi-browse T HAER:

-

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX..
—~Printer local
hostname = [espressif.local]
address = [192.168.200.90]
port = [35]
txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
.
AR

o AW, HERNTHAE ESP32-C3 %451 mDNS IhE B 1IE# .
7. ESP32-C3 &4 lifie £ i%4% .
e

[AT+CIPMUX:1

M .

[OK

8. ESP32-C3 i%#51F 5 TCP k%78, umldH 35,
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[AT+CIPSERVER=1, 35 }
i B«
& ?

9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4
3| ESP32-C3 #4511 TCP il %%

[nc espressif.local 35 ]
ESP32-C3 4 ¥ :

[O,CONNECT }
AR

o EREST IS, PC A ESP32-C3 ¥ 4%2 [] 57 B ] PAEATRCRAL#
10. ESP32-C3 $£4% 3= mDNS g,
iR

[AT+MDNS=O }
i B -
(ox )

P :
* M) mDNS IERE—EREE_ BB R TIFE.

4.3 Bluetooth LE AT 74

RIS F2 2 A 2 Bluetooth® Low Energy AT 444 WM 5k, 4R BHE ESP32-C3 i Limfrix s
IR R 11

o

* Bluetooth LE % F 3%1% 5 IR %45 1214

e Bluetooth LE i% 330 %%

o A ESP32-C3 Fr XA R Z W 3 5 SPP 4 4%, VAR f& UART-Bluetooth LE i% 1532 X, F 154 238
o ESP32-C3 5 F sk s SPPi%3%, vA B f& UART-Bluetooth LE % 1548 X, F 15 35 33k

o ESP32-C3 #o5F#UZ 17) 3% 5 Bluetooth LE % 35 B xt

4.3.1 T4t

ESP-AT 47/ 3% £ Bluetooth LE 4.2 iU IE, A< 304 348 {E ] T Bluetooth LE protocol 4.2 {p
WG, HS% 20H0E 42 SRECEZ(EE .

Bluetooth LE il 24y

Bluetooth LE 104k M T 2 _E4- ML )ZZ,: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

* PHY: PHY JZ ERMITHEYBL(EIE L ARMIEZNE R . Bluetooth LE i} 40 MHHI{EIE. M
JEFE : 2402 MHz | 2480 MHz,
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o LL: LL)ZFEATTOE . BB e (DA, WRFRE, BAIHXMEESL), LS
B2 (B YRS M S E B . EE T 2R T 4. 8. B/, A
#HE. CEELMPRESZ —.

« HCI: HCIJZ [ EAUAEE H g2t — MrE i 0 . %2 T AR E AP T SEPR ek & F 6 {4 1
UART. SPI. USB J#%EfHl.

* L2CAP: L2CAP JZ e AR 2 [0 22 e BRSPS e . o BOR S 4 4524 o

o ATT: ATT 2L T B MR 554 Fl g % i 2 [ R SR SIS ATT % g ] ATT AR 45 i & 3%
e RN . ATT R 55 i n] 2 F i A 3K L Sl FIFNFE 7

e SMP: SMP 2 T4 Wi B0 B354 . SMP A& BN 235 55 5H N Sy SR G R774i , FF 3R
B BER AL IR FE LR f AT A B RS B .

* GATT: GATT EHR/REMNRSS AP @R P un i DI 6e . % B E SO T E R 4548
MRS . FHEFEMEZ RS . ZZ R T A8, 2L B AMIERIRS R ERE D .

o GAP: GAP ECERFTA W 5450 FH Y E AT 68, B0t sy . BIsCRI Y, F R Ay e v SO0 i
MTFHAET . GAP IRFFEIFERA LM, HEEHEX. L4, HH%l. KPR &8 .

Bluetooth LE fj {a, %14

1t Bluetooth LE WS AN R Y2 A A B A (ki 0o 3k 28 (X 7 HANEE N o

o LL: WAAAPARI N EHA KA, MBS 3G, TALRT DAL IR
e GAP: EXT AFMEEfat: JEE. WEL. SAEEEM FOEE.
o GATT: WA AG R RE3u Ml & F 3

R
o ARRYHHEIARR Bluetooth LE fR43fl Bluetooth LE & P 3g#liiZ GATT Efifh.
* 4q[, ESP-AT 37§ Bluetooth LE M4 35fll Bluetooth LE & P 3g[AlHA7LE.

* it ESP-AT #)J{k > Bluetooth LE [l 45 342 Bluetooth LE %P1y, [l Wb 4 12 A B I8 4 By
3.

GATT H 82— Mg &l , k] DUA K& —F@ A& w ey v ZE . X4 @ P 2544 9k
W, Bl RS, RS AR FEEER SN, R B R Z H T 4.

GATT R4 %A1 GATT & F3miX WP (0774 T Bluetooth LE 2 H . 2 5. GATT R4 47t g
PSR R8T, T2k B GATT & Fumi @ MEhist k. AL, fimsz, RIAEdEN—
AR GATT MR 43, VHIRIEHEA—ImFRh GATT & F 3.

4.3.2 Bluetooth LE %% yr3ii i3 G R 55 FFAEAL
PATF 78l ] B (5 FH i e ESP32-C3 FF %Az, Horfr—3eff: 4 Bluetooth LE 453w (ML AE K Bluetooth LE fiik 55

Bffi ), 73—HRAFEA Bluetooth LE % /3 (Al Bluetooth LE % P Ui ffi () o 53X 1o 17 L i fi
JH AT iy 757 Bluetooth LE i3, 52 R # S .

¥ FEA A BHHPLESP32-C3 Bluetooth LE A4 313k AY#AE H S5 3YE ESP32-C3 Bluetooth LE
R4 uHATEIT], DAL ESP32-C3 Bluetooth LE & & 3 3L #4E N 22 3i7E ESP32-C3 Bluetooth LE
% P AT RIA]

1. #1454 Bluetooth LE ZhHE.
ESP32-C3 Bluetooth LE ik 45 3 :
%

[AT‘FBLEINIT:Z }
iy B«

(ox
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ESP32-C3 Bluetooth LE % i :

o

[AT+BLEINIT=1

N . :

[OK

2. ESP32-C3 Bluetooth LE 55 ik BUH: MAC Hihilk .

i

[AT+BLEADDR?

N . :

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

PAE

S A < 91 o R R e e o R N T R TR

1. ESP32-C3 Bluetooth LE f? i 1| IR % .

LS

st R R 2 E

[AT+BLEGATTSSRVCRE

iy B«

(ox

2. ESP32-C3 Bluetooth LE IR % i IR % .

o

[AT+BLEGATTSSRVSTART

T

[OK

1. ESP32-C3 Bluetooth LE fI 45 i % iR 55 4454F o

[AT+BLEGATTSCHAR?

M . <
(+BLEGATTSCHAR:"char",1,1,0XCBO0,0XO2
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305, 0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char", 2,1, 0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

(T
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"

(B L)

2. ESP32-C3 Bluetooth LE fik %3 7F 44 #%, 2 J5 ESP32-C3 Bluetooth LE % i JT #4148 - H% 4% 3
Fhoh
ESP32-C3 Bluetooth LE J 453 :
fir g

[AT+BLEADVSTART }

Nl . <

[OK

ESP32-C3 Bluetooth LE % i :

[AT+BLESCAN21,3 }

Nl B <

OK

+BLESCAN:"5b:3b:6¢c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

K
A EREHERE ST =Rl we ) ) VAR Rl U E N 8
3. %37 Bluetooth LE i%3%,
ESP32-C3 Bluetooth LE % 3 :

[AT+BLECONN=O,"24:0a:c4:d6:e4:46“

N 3. :

+BLECONN:0, "24:0a:c4:d6:ed:46"

OK

L
o WA iR AT, 58 43¢ ESP32-C3 Bluetooth LE fil 4% st ik o
o MR Bluetooth LE #2553, M43E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE 7E#24 M, N|£s#E/R +BLECONN: 0, -1,
4. ESP32-C3 Bluetooth LE % P13 % PR 55
e

[AT+BLEGATTCPRIMSRV=O ]

Nl . <

+BLEGATTCPRIMSRV: 0,1, 0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

BiH -

+ ESP32-C3 Bluetooth LE % i A if IR 35 194554, bt ESP32-C3 Bluetooth LE filt /i A2 1) iz 55 1Y
ZERZ AN EAR S (UUID: 0x1800 F1 0x1801) , X2 IEH P4 . IEHWM, XHFR—KkS,
ESP32-C3 Bluetooth LE & it #r 1A 1Y) <srv_index> {H 25T ESP32-C3 Bluetooth LE i i 25 141 (1Y)
<srv_index> {H + 2. B0 F =G RS 0xA002, 4 7ifE ESP32-C3 Bluetooth LE % F1ik s
W) <srv_index> 4 3, WIE-7E ESP32-C3 Bluetooth LE I 55 33 AT+ BLEGATTSSRV ? £ 4
6], N <srv_index> 24 1,
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5. ESP32-C3 Bluetooth LE % P % Pl (H .

s

[AT+BLEGATTCCHAR=O, 3

N . :

-

+BLEGATTCCHAR:"char",0,3,1,0xC300,0x02

+BLEGATTCCHAR: "desc",0,3,1,1,0x2901

+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02

+BLEGATTCCHAR: "desc",0,3,2,1,0x2901

+BLEGATTCCHAR: "char", 0,3, 3,0xC302,0x08

+BLEGATTCCHAR: "desc",0,3,3,1,0x2901

+BLEGATTCCHAR:"char",0,3,4,0xC303,0x04

+BLEGATTCCHAR: "desc",0,3,4,1,0x2901

+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08

+BLEGATTCCHAR:"char", 0,3, 6, 0xC305,0x10

+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306,0x20

+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02

+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

“ J
6. ESP32-C3 Bluetooth LE % J3fi 32 Bl — M HE{H

[Z—\T+BLEGZ—\TTCRD:O, 3,1 }

M .

+BLEGATTCRD:0, 1,0

OK
PRE
o TR B ARFFIE A B EA R .
* N5 ESP32-C3 Bluetooth LE % i 15z BUASRAE (B, ESP32-C3 Bluetooth LE Jlz 55 i | 2 42 75
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C3 Bluetooth LE & F i E —ANEHE(E .
s

[AT+BLEGATTCWR=O, 3,3,,2 }

i B«

R > 38 AT HER LR DB, JERHET DA AR, 48 KA I 24 <length> |

fER, PATE AR,

[ox )
LR
o U5 ESP32-C3 Bluetooth LE % 7 i 5 435 AiF i 1A 49 % &), ESP32-C3 Bluetooth LE fig 4% i

N 24278 +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>,<value>,
8. Indicate —/MFMF{H
ESP32-C3 Bluetooth LE & i :
i

[AT+BLEGATTCWR=O, 3,7,1,2 J

N . :
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> )
5 > Fon AT HER PRI DB, BERTETT DA A B, 48R KEIRH S35 <length> 1Y
fHEF, PATE AELE,

T $:0k ESP32-C3 Bluetooth LE k453 & 3% 33 SR R (i3 notify R E#H indicate HR),
ESP32-C3 Bluetooth LE % it 75 ZHE Bl A iR 5 g . X F notify 2k, %5 AfH 0x0001,
ST indicate FR, FHEA(EH 0x0002, FEARFHFE A 00002 ffH] indicate FK.

[OK }
LK
o 4715 ESP32-C3 Bluetooth LE % F7 it B 45 4F 14 148 45 i 21, ESP32-C3 Bluetooth LE fif 45 3 Il &
&R +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,
<value>,
ESP32-C3 Bluetooth LE H} 453 :
i

[Z—\T+BLEGZ—\TTSIND=O, 1,7,3 }

M B -

55 > Fon AT HER B D EUE, BERTEmT oA ARG, 4ERKEIRB S5 <length> [
{EH}, 4T indicate #E1E,

[ox 1
K
75 ESP32-C3 Bluetooth LE % P42k F| indication, N &4 7~8 + INDICATE : <conn_index>,
<srv_index>,<char_index>,<len>, <value>,
o X [R]—HR 4, ESP32-C3 Bluetooth LE % i) <srv_index> {H 25+ ESP32-C3 Bluetooth LE fl
P <srv_index> {H + 2, X2IEFMNE.
o WT MRS HRFERIALIR , RIS SR e T B 2 TR T IR 5.

4.3.3 Bluetooth LE JIl# 55 3% 53 R 55 F Ak A

PAF 7 il ] B (5 FH i e ESP32-C3 FF Achz, Horfr—3eff: 4 Bluetooth LE 453w (HLAE K Bluetooth LE fii 5%
mfA), J—HAEN Bluetooth LE % i (HAEk Bluetooth LE % Pl f€6,) . 3X AN J@om 1 W 4nf] i
57 Bluetooth LE #:4%, PAKNR S5 v 5 M 45 R AR A P i &, notify R 45 RHAE(E -

TP Il ESP32-C3 Bluetooth LE AR 4 3% I3k i #a4/E H 22X ESP32-C3 Bluetooth LE [l 4%
W PATEI R, DA ESP32-C3 Bluetooth LE & A 3 H 3k i#/E H 22 3iYE ESP32-C3 Bluetooth LE &
AT R AT

1. ¥J54k Bluetooth LE Tk,
ESP32-C3 Bluetooth LE AR 45 3 :

[AT+BLEINIT=2 J
Mg J3 -

[ox )
ESP32-C3 Bluetooth LE % i :

[AT+BLEINIT=1 J

i [ <
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[OK

1. ESP32-C3 Bluetooth LE fJ} 4 i 23R %5 .
i

[AT+BLEGATTSSRVCRE

M B ©

[OK

2. ESP32-C3 Bluetooth LE A 45 85 AR 45
i

[AT+BLEGATTSSRVSTART

Mg B <

[OK

1. ESP32-C3 Bluetooth LE [z 55 i # Bt MAC Hihl .

[AT+BLEADDR?

M .

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

L
o BACARIHLEE AT RE S Bk N ], SRR, RS R A E .
2. ESP32-C3 Bluetooth LE IR 45 i e &) & 25K .
e

[AT+BLEADVPARAM:50,50,0,0,7,0,,

Mg B <

[OK

3. ESP32-C3 Bluetooth LE J} 45 558 & 3% Bk .
i

[AT+BLEADVDATA:"020106OAO9457370726573736966030302A0"

i .«

[OK

4. ESP32-C3 Bluetooth LE R &% iR) 4% .
e

[AT+BLEADVSTART

Nl B«

[OK

1. ESP32-C3 Bluetooth LE & J 3561 2847 4 .
e

[AT+BLEGATTSSRVCRE

M .
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[OK

2. ESP32-C3 Bluetooth LE & P i FF R 45
i

[AT+BLEGATTSSRVSTART

i B <

[OK

1. ESP32-C3 Bluetooth LE 7% i B H: MAC #bhik
s

[AT+BLEADDR?

Mg B <

{+BLEADDR:"24:Oa:c4:03:a7:4e"
OK

T
 GAEHENRIET G 5 AR, SRR, T4 2.
2. ESP32-C3 Bluetooth LE & Flum i 44, 54 3 £,
i

[AT+BLESCAN=1,3

i B -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o ISR T B bk B A R [R]
3. 757 the Bluetooth LE %3,
ESP32-C3 Bluetooth LE % i :

EEs

[AT+BLECONN=O, "24:0a:c4:d6:ed:46"

i B -

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

BiH -
o WA _LiRay A, 15 H A1 ESP32-C3 Bluetooth LE iz 55 ikt .
o Y15 Bluetooth LE &3 %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y Bluetooth LE #E#24: 1, M<K +BLECONN: 0, -1,

ESP32-C3 Bluetooth LE H% 45 ifi;:
iy

[AT+BLECONN:O,"24:Oa:c4:03:a7:4e" }

M.

+BLECONN:0, "24:0a:c4:03:a7:4e"

OK
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Ui :
o A PRGS04 ESP32-C3 Bluetooth LE % Ptk
o 40 % Bluetooth LE % 82 i B, N &4 /8 0K, A< /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o R Bluetooth LE 324, N4 /8 ERROR, Aafi/R +BLECONN:0, -1,

1. ESP32-C3 Bluetooth LE & F it £ i) A< H IR 45 .

[AT+BLEGATTSSRV?

i B <

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

2. ESP32-C3 Bluetooth LE & it & P A HUEFAE

[AT+BLEGATTSCHAR?

i B <

(1BLEGATTSCHAR:"char", 1,1, 0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR:"char", 1,4, 0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305, 0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char", 2,1, 0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char", 2,2, 0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

L

3. ESP32-C3 Bluetooth LE R 4% 3 % P % v IR 45 o

e

[AT+BLEGATTCPRIMSRV=O

N . :

+BLEGATTCPRIMSRV:0, 1, 0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800,1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV: 0, 4, 0xA003, 1
OK

B :

* ESP32-C3 Bluetooth LE fiit 55 i 2 if) il 55 145 5 , b ESP32-C3 Bluetooth LE & F' i 25 11 iR 55 11 25
RLZWANERIAIR S (UUID: 0x1800 F1 0x1801) ., 1E KA, XFF[a—fk4s, ESP32-C3 Bluetooth
LE R % i) i) <srv_index> {H 45T ESP32-C3 Bluetooth LE %% i 25 1) Y <srv_index> {H + 2,
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Ban, ERREIF R IRS 0xA002, 4HiTHE ESP32-C3 Bluetooth LE fl 45 i 2r i) 2] ) <srv_index>
g 3, WISAE ESP32-C3 Bluetooth LE fif 45 it i AT+ BLEGATTSSRV? fiy 2251, I <srv_index>

.

4. ESP32-C3 Bluetooth LE [} 45 i % P S ERAE

[AT+BLEGATTCCHAR=O,3

N . :

OK

+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

"char",0,3,1,0xC300,0x02
"desc",0,3,1,1,0x2901
"char",0,3,2,0xC301,0x02
"desc",0,3,2,1,0x2901
"char",0,3,3,0xC302,0x08
"desc",0,3,3,1,0x2901
"char",0,3,4,0xC303,0x04
"desc",0,3,4,1,0x2901
"char",0,3,5,0xC304,0x08
"char",0,3,6,0xC305,0x10
"desc",0,3,6,1,0x2902
"char",0,3,7,0xC306,0x20
"desc",0,3,7,1,0x2902
"char",0,3,8,0xC307,0x02
"desc",0,3,8,1,0x2901

. ESP32-C3 Bluetooth LE % it 15 B il 55 4R AH

PEPE SRR SRR SS HAE (characteristic) KBEE MRS FHE(E.

[Z—\T+BLEGZ—\TTSSETATTR:1, 8,,1

M .

[OK

6. ESP32-C3 Bluetooth LE JI7 45 w52 iR 45 E HE A1 -

[AT+BLEGATTCRD:

0,3, 8,

Nl . -

+BLEGATTCRD: O,

OK

1,9

7. ESP32-C3 Bluetooth LE fI}{ 45 it 5 JIR 45 F-F (-
pute S eIt Y (0 E R REP N

e

[AT+BLEGATTCWR=

0,3,6,41,2

M . <
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(5 a2t % 12 )
N . :
[ox )
AR
o N5 Bluetooth LE fl 55 i 5 Ak 55 FRAE(E {3 )5, Bluetooth LE & i &4 /8 +WRITE: 0, 1,
6,1,2,12,

8. ESP32-C3 Bluetooth LE % /i notify A 4 4£5E(H
i

[AT+BLEGATTSNTFY=O, 1,6,10 }

M B -

[E)\ 1012345678907 104N F F }

[OK }
A :
» f15 ESP32-C3 Bluetooth LE % i notify iR 554 AF(E 45 IR 55 3 i3, Bluetooth LE I 45 i U] £
/R +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE 3%

PAR 73 [R] R Y e ESP32-C3 FF At HoHp—3efE A Bluetooth LE %5 5w ( AE A Bluetooth LE [z 5%
wfA ), —3ER Bluetooth LE & i (HAF4 Bluetooth LE & P f€4) o X MIlF R T /B REINE
Bluetooth LE %3 .

GipAS

o fEPA R EBEH DA ESP32-C3 Bluetooth LE A4 3w ki #1E H 555 4F ESP32-C3 Bluetooth LE
MR ATRI W], PAESP32-C3 Bluetooth LE % F 3L #E H 2 354E ESP32-C3 Bluetooth
LE & Fm AT R AT

o N BRI FE IS . S0 H2 N ) SR TE A AT T — NI R R .

« ESP-AT £ RLVF40E 10 PNk

1. #1154k Bluetooth LE T,
ESP32-C3 Bluetooth LE {45 it
g

[AT+BLEINIT=2 J

N . :

[ox )
ESP32-C3 Bluetooth LE % F1jis
fird:

[AT+BLEINIT=1 J

M . <

& ]
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2. ESP32-C3 Bluetooth LE Ik 45 i 3B Bluetooth LE #iidil:,

o

[AT+BLEADDR?

N . :

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

PAE

G < ¥ o Rt T R e A Sl R N T R TR

1. ESP32-C3 Bluetooth LE fJ? 45 i 1| 3R % .

[AT+BLEGATTSSRVCRE
Mg J3
(o

2. ESP32-C3 Bluetooth LE [ 4 3T iR 45 .
o
[AT+BLEGATTSSRVSTART
iy B«
(ox

1. ESP32-C3 Bluetooth LE R %5 it & B AR S5 45+ &
e
[AT+BLEGATTSCHAR?
N . :
-
+BLEGATTSCHAR: "char", 1,1, 0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5, 0xC304,0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc", 1,6, 1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR:"desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901
OK

. ESP32-C3 Bluetooth LE iz 45 iR) 4%, 2 5 ESP32-C3 Bluetooth LE % g - di i H: HA54k 3

R

ESP32-C3 Bluetooth LE H 45 i :
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[AT+BLEADVSTART J

N . :

& 1

ESP32-C3 Bluetooth LE % F1js
il

[AT+BLESCAN=1,3 J

i . <

OK

+BLESCAN:"5b:3b:6¢c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

K
AV UE REERE T =AM we o ) VAS Rl S N G
3. 757 Bluetooth LE %32,
ESP32-C3 Bluetooth LE % i :

e

[AT+BLECONN=O, "24:0a:c4:d6:ed:46"

Mg 3. :

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

Ui :
o I A _FiRay S, 5 % ESP32-C3 Bluetooth LE Al 45 itk o
o Y15 Bluetooth LE &3 %), W&$E/R +BLECONN: 0, "24:0a:cd4:d6:e4:46,
o 1% Bluetooth LE i35, W& /R +BLECONN: 0, -1,
4. ESP32-C3 Bluetooth LE & i % FLHR 45

iy

[AT+BLEGATTCPRIMSRV=O

i B <
+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV: 0,2, 0x1800, 1
+BLEGATTCPRIMSRV: 0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003,1
OK

P :

» ESP32-C3 Bluetooth LE & i 2r i) IR 55 45 5, H ESP32-C3 Bluetooth LE fiig P 20 i Ak 45 14
ZE B ZHABRIAR S (UUID: 0x1800 1 0x1801) , X & iE4 P4 . IEHEM, ¥ HE-—RS,
ESP32-C3 Bluetooth LE % i Ay 16 1Y) <srv_index> {H 45T ESP32-C3 Bluetooth LE g " 25 14 )
<srv_index> {H + 2. Bil4n_FiR w6 P gk S: 0xA002, 4Fi#E ESP32-C3 Bluetooth LE % F it 2y
2| <srv_index> A 3, WISRAE ESP32-C3 Bluetooth LE [l F' i 38 i3 AT+ BLEGATTSSRV ? iy %>
2], N <srv_index> K 1,
5. ESP32-C3 Bluetooth LE % F13 % Pl .
A

[AT+BLEGATTCCHAR:O,3

Nl . -
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OK

(+BLEGATTCCHAR:"char",O
+BLEGATTCCHAR: "desc", 0
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0,
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", O,
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0,
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0,
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", 0,
+BLEGATTCCHAR: "char", 0,
+BLEGATTCCHAR: "desc", O,

1,0xC300, 0x02
1,1,0x2901
2,0xC301, 0x02
2,1,0x2901
3,0xC302, 0x08
3,1,0x2901
4,0xC303, 0x04
4,1,0%2901
5,0xC304, 0x08
6,0xC305, 0x10
6,1,0x2902
7,0xC306,0x20
7,1,0x2902
8,0xC307, 0x02
8,1,0x2901

6. WEMEZESE., & auth_reqg iy SC_MITM_BOND, JR45uH) iocap & KeyboardOnly, %)
it iocap SN KeyboardDisplay, key_size /16, init_key 5 3, rsp_key N 3.

ESP32-C3 Bluetooth LE AR 45 i :

o

[AT+BLESECPARAM=13, 2,16,3,3

N . :

[OK

ESP32-C3 Bluetooth LE % F'jis

fir s

[AT+BLESECPARAM=13, 4,16,3,3

N . :

[OK

1

LK
X5 o

o JEAF T, ESP32-C3 Bluetooth LE [k 5% i éar A BC X%t A5, ESP32-C3 Bluetooth LE & i i /S e

o BESP-AT ¥ Legacy Pairing fll Secure Connections W, HEEEE 5
WIPEEg . ANt 7 #F Secure Connections, M4 XA Secure Connections

JrmeE .

7. ESP32-C3 Bluetooth LE % F i & e i 255 5K

[AT+BLEENC=O,3

i . <

[OK

K

15 ESP32-C3 Bluetooth LE JIf 4% 3t 1 Sh 205 B 3545 5K, ESP32-C3 Bluetooth LE JIf 45 i 1l £ 5 75

+BLESECREQ: 0,

1. ESP32-C3 Bluetooth LE [z 4% i 7 Fit X 355K

o

[AT+BLEENCRSP=O,1

i . <
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[ox J
AR
o {5 ESP32-C3 Bluetooth LE % F 3 i Bhli 2|l %t ipg 7, W] ESP32-C3 Bluetooth LE % 7
i e Re St MR VAT DL WO R TS
o YEAAY H, ESP32-C3 Bluetooth LE %& i | &3¢ /R +BLESECNTFYKEY:0, 793718, [
SHg -k 793718,

1. ESP32-C3 Bluetooth LE % P13 [a] & it X il
iR

[AT+BLEKEYREPLY:O,793718 }

Nl B <

[OK }
PATIX 42 )5, 1E ESP32-C3 Bluetooth LE fi 45 iifi fil ESP32-C3 Bluetooth LE % /13 £ 4 — e
R A5 B o
ESP32-C3 Bluetooth LE H 453 :

+BLESECKEYTYPE:0, 16
+BLESECKEYTYPE:0, 1

+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE: 0, 2

+BLEAUTHCMPL:0, 0

ESP32-C3 Bluetooth LE % F1jis

( N

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE:0, 2
+BLESECKEYTYPE:0, 16
+BLESECKEYTYPE:0, 1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

HA] PLZIG DA +BLESECKEYTYPE FF3k {5 B.. {55 +BLEAUTHCMPL: 0, 0 I S50k 0 3%
TNINE Y, R 1 RN R

4.3.5 WA~ ESP32-C3 JF M2 [l4d . SPP 4%, ULK At UART-Bluetooth LE i {45
EM LS g

AR 73 51 [ s (5 FH P e ESP32-C3 & #g, Horp—3ff >y Bluetooth LE filk 553 (L AE 4 Bluetooth LE fik 55
i ffi €6 ), J3—3AEA Bluetooth LE % P (A Bluetooth LE % i fi €8,) o X A1 J&oR T I Anfay g
57. Bluetooth LE %32, DA 57151418 {5 Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE i# £ 45
).

FE: EPAFHEFPAESP32-C3 Bluetooth LE M43 H L iFR/E H 55 %4E ESP32-C3 Bluetooth LE
MR u U ATRI AT, DA ESP32-C3 Bluetooth LE % M 3% 3k iy#:/E H 522 4E ESP32-C3 Bluetooth LE
& P AT RIA] .

1. #1444k Bluetooth LE IjfE.
ESP32-C3 Bluetooth LE A 45 3 :

[AT+BLEINIT:2 }

Nl i«
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[OK

ESP32-C3 Bluetooth LE % F1jis
s

[AT+BLEINIT=1

g B <

[OK

1. ESP32-C3 Bluetooth LE fJ} 4 it 3R % .
e

[AT+BLEGATTSSRVCRE

Mg B <

[OK

2. ESP32-C3 Bluetooth LE AR 4% 8 TF AR 45
i

[AT+BLEGATTSSRVSTART

Nl .«

[OK

1. ESP32-C3 Bluetooth LE filz 55 ik B MAC Ml

[AT+BLEADDR?

M .

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

LR
o EAEEIHAERTRE S _EdRm B b R, ISR L, RS IR 2 HE .
2. ESP32-C3 Bluetooth LE IR 45 i e 8 & 254 .
AT

[AT+BLEADVPARAM=50,50,0,0,7,0,,

i .«

[OK

3. ESP32-C3 Bluetooth LE J} 45 558 & 3% 5k .
i

[AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

Nl B«

[OK

4. ESP32-C3 Bluetooth LE R % 3144 4%
e

[AT+BLEADVSTART

M .
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[OK

5. ESP32-C3 Bluetooth LE & i 4a 434, #5842 3 #0.
i

[AT+BLESCAN=1,3

i . <

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:a0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

LR
o ISR TS bk B R [A]
6. ##57 the Bluetooth LE i#3%,
ESP32-C3 Bluetooth LE % i :

fir s

[AT+BLECONN=O,"24:0a:c4:d6:e4:46“

i B -

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

Ui :
o A LR ar AR, 5 ESP32-C3 Bluetooth LE 45 s itk o
o Y15 Bluetooth LE #E3#: %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 152 Bluetooth LE i35, W& /R +BLECONN: 0, -1,
7. ESP32-C3 Bluetooth LE J} % 325 i I 55 .
e

[AT+BLEGATTSSRV?

i B -

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK
8. ESP32-C3 Bluetooth LE J[t 45 it % BUAHE .
A
[AT+BLEGATTSCHAR?
Nl . <

-

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR:"desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR:"desc",1,4,1,0x2901

+BLEGATTSCHAR:"char", 1,5, 0xC304,0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02

(T
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OK

L

+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:

"desc",1,8,1,0x2901
"char",2,1,0xC400, 0x02
"desc",2,1,1,0x2901
"char",2,2,0xC401,0x02
"desc",2,2,1,0x2901

(B L)

9. ESP32-C3 Bluetooth LE & i % PR 55

[AT+BLEGATTCPRIMSRV=O

i B <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

BLI -

» ESP32-C3 Bluetooth LE & i 2rif] IR S 145 5%, H ESP32-C3 Bluetooth LE Jii F i 28 i) AR 45 14
LERZABRAIRS (UUID: 0x1800 1 0x1801) , X 2 IFH M4, EHEM, XTH-—RS%,
ESP32-C3 Bluetooth LE & i Ay 1A /1Y) <srv_index> {H 25T ESP32-C3 Bluetooth LE A " 25 11 )
<srv_index>{H + 2. BN, FiARFIFHIARS 0xA002, 24HiEE ESP32-C3 Bluetooth LE 2 i
A B AY <srv_index> °F 3, UNHFE ESP32-C3 Bluetooth LE R J i il i AT+ BLEGATTSSRV? fiiy
A1), W <srv_index> H 1.

10. ESP32-C3 Bluetooth LE % J13 % FUASAE

[AT+BLEGATTCCHAR=O,3

i . <

({BLEGATTCCHAR: "char", 0, 3,1, 0xC300, 0x02
+BLEGATTCCHAR: "desc", 0,3,1, 1, 0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc", 0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,3, 0xC302, 0x08
+BLEGATTCCHAR:"desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 4, 0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR:"char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char", 0,3, 6, 0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char", 0,3, 7, 0xC306, 0x20
+BLEGATTCCHAR: "desc", 0,3,7,1, 0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc", 0, 3,8, 1, 0x2901

OK

11. ESP32-C3 Bluetooth LE % i i & Bluetooth LE SPP,

PSR SR IR SR (characteristic) 1EN5 8 A B EdE, #6532 FF notify 53 indicate [
characteristic 1 1323 18 B e 5 .

i

[AT+BLESPPCFG=1, 3,5,3,7

i B«
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[OK

12. ESP32-C3 Bluetooth LE % F'ii{{i i Bluetooth LE SPP,
i

[AT+BLESPP

g B <

OK

>

iRm Y s AT B 43 A Bluetooth LE SPP #i5, 1] DA TR 1) Kk Az
L
o ESP32-C3 Bluetooth LE % F it F & Bluetooth LE SPP & &4 J5, = O Uk B 14l &3 o
Bluetooth LE {£ %% ESP32-C3 Bluetooth LE %53t
13. ESP32-C3 Bluetooth LE fijt % it & Bluetooth LE SPP,
e PE % FF notify B3 indicate f{] characteristic /F 4 518 KX EIE, H%HF L5 EVER characteristic
VA T R USORIHE -

fir:

[AT+BLESPPCFG=1,1,7,1,5

i B«

[OK

14. ESP32-C3 Bluetooth LE A} 45 ¥ {# & Bluetooth LE SPP,
AN
HE" -

[AT+BLESPP

M B <

OK

>

iR FoR AT 2L 43F A Bluetooth LE SPP X, ] DAIHFATHICHR 1) Ak Fz Ik .
AR
o ESP32-C3 Bluetooth LE I F7 i F & Bluetooth LE SPP & &4 J5, =B O Uk B i 4kdE &8 o
Bluetooth LE %4 3] ESP32-C3 Bluetooth LE % i
o 4115 ESP32-C3 Bluetooth LE & i i A 45F i Bluetooth LE SPP 4% | mk il | HoAth 5 454
4 Bluetooth LE % g, ] ESP32-C3 Bluetooth LE & i aa 22 45T /5 i Notify 5% Indicate
Bil4n, ESP32-C3 Bluetooth LE % i QR A I JHi#E A% , WIS il AT+BLEGATTCWR=0,3,7,1,1
FFJE ST, ESP32-C3 Bluetooth LE R 45 5t A RE i B SL Pl 1%
o X R —HR 4%, ESP32-C3 Bluetooth LE % i) <srv_index> {H 25T ESP32-C3 Bluetooth LE fl
£l <srv_index> {H + 2, X IEHE A,

4.3.6 ESP32-C3 5FHLE v SPP #4%, U J%ft UART-Bluetooth LE & {5 i T 144
Bt

R BIJER T UNTHE ESP32-C3 JF R (UM ARIIFER A Ik 55 #efa €0) AL (U ARSIFEH 4 %
PUiffifa) ZIAES. SPP #H, PAKANMTYE UART-Bluetooth LE (AR 14 4 il «

¥ HBFPLESP32-C3 Bluetooth LE R4 3% 3L ig#/E R84 ESP32-C3 Bluetooth LE I %
U ATRIET, DA Bluetooth LE & P 33k O HAE R BAE T HLAY I AR B T s PATRI AT .

1. ¥FFHLig K 2% Bluetooth LE i 1T, 40 LightBlue.
2. ¥4k Bluetooth LE IfjfE.
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ESP32-C3 Bluetooth LE ¢ 453 :
es

[AT+BLEINIT:2

N . :

[OK

1. ESP32-C3 Bluetooth LE JI} 45 i1 23R %5
A

[AT+BLEGATTSSRVCRE

i B -

[OK

2. ESP32-C3 Bluetooth LE 45 35 AR 45
A

[AT+BLEGATTSSRVSTART

i [ <

[OK

1. ESP32-C3 Bluetooth LE it 45 i B E: MAC #bhit
s

[AT+BLEADDR?

i B <

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

B
SIS AR ORI, R R T E.
2. ESP32-C3 Bluetooth LE R 45 &) &S50 .
s

[AT+BLEADVPARAM=50, 50,0,0,7,0,,

M . <

[OK

3. ESP32-C3 Bluetooth LE J}t 45 i3 & 1 3G d
e

[AT+BLEADVDATA="O20lOGOAO9457370726573736966030302AO"

i . <

[OK

4. ESP32-C3 Bluetooth LE IR w15 45 .
oS

[AT+BLEADVSTART

Nl B <

[OK

5. {7 Bluetooth LE #%3%.
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F-HL¥TJF LightBlue 3 H #2J7, 47 FF SCAN F: i H1 4, 4k | ESP32-C3 Bluetooth LE [z 55 i
) MAC #uhl, /i cONNECT #EiTiE4:. BLAT ESP32-C3 3 W % 247 EI25{Ll T +BLECONN: 0,

"60:51:42:fe:98:aa" PWHE, XF/RCLHESL T Bluetooth LE £z,

6. ESP32-C3 Bluetooth LE J} 45 i 25 IR 45

[AT+BLEGATTSSRV?

M .

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

7. ESP32-C3 Bluetooth LE f} 45 5t % PUAAE .

[AT+BLEGATTSCHAR?

M B -

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR:"char", 1, 3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char", 1,5, 0xC304,0x08
+BLEGATTSCHAR: "char",1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR:"char", 1,8, 0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

.

8. Bluetooth LE & F3ith % P4
I BAE T4 LightBlue % 7 i 58 $& 15 i Properties & NOTIFY 1% # INDICATE Ik 55 45 4F (X B
ESP-AT ZRiA Properties 25 NOTIFY u{ 3 INDICATE f) iR 55 55 4F & 0xC305 F1 0xC306) , FF4f i it

Properties >4 NOTIFY 1§ # INDICATE {1 7 45454 .
. ESP32-C3 Bluetooth LE [t 45 i it & Bluetooth LE SPP.,

PP notify B indicate ¥ characteristic /F 55 il i8 AR5, XS HEAER characteristic
ARy 2 T8 SRR -

[Z—\T+BLESPPCFG=1, 1,7,4,%

M .

[OK

e

10. ESP32-C3 Bluetooth LE fi}% 45 3 {#i i Bluetooth LE SPP,

[AT+BLESPP

M B -
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OK

>

iR FoR AT 2L 43F A Bluetooth LE SPP X, ] DAHFATEIR 1) Ak F2 Ik .
11. Bluetooth LE & F'ifi % 36 503
JE LightBlue % P g6 £ 0xC304 I} &4 AEE & 1263008 test %5 ESP32-C3 Bluetooth LE IR 453, 1t
i ESP32-C3 Bluetooth LE Ji 455 0] AULE] test,
12. ESP32-C3 Bluetooth LE I} 45 1 % 16 BdE
7£ ESP32-C3 Bluetooth LE fll} 45w B2 & 1% test, LAY LightBlue 2 i ] PAKE] test.

4.3.7 ESP32-C3 fIT-HLz %t 7. Bluetooth LE ¥4 31 fid %t

BRI ER T Al ESP32-C3 H &M ((UAVEMREIREIE A s 2 ) APl (DU IR T %
P fh) 2 18]35, Bluetooth LE 7 329 i A28 4 5¢ ECRT

TP Il ESP32-C3 Bluetooth LE AR 4 3% I3k i/ H 224 ESP32-C3 Bluetooth LE [k 4%
IPATRI], MDA Bluetooth LE & 3 kM E R TR EAE F UL 8 A VR B F P ST RP AT .

1. YEFHLi 2 Bluetooth LE i3 F-, 4 LightBlue & JAFEF .
2. #4514k Bluetooth LE ZhHE.

ESP32-C3 Bluetooth LE 7 45 i

s

[AT+BLEINIT:2

M . :

[OK

1. ESP32-C3 Bluetooth LE JI} 4 i8] 23R %5
e

[AT+BLEGATTSSRVCRE

Nl B <

[OK

2. ESP32-C3 Bluetooth LE A 45 35 AR 45
iRt

[AT+BLEGATTSSRVSTART

Wi K7 -

[OK

1. ESP32-C3 Bluetooth LE I 453 2 i H: MAC Hithl:.
s

[AT+BLEADDR?

M B -

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

PR
o EAEIHUAE T RES Bk m N R ORI, ISR L, RS S A E .
2. ESP32-C3 Bluetooth LE %5 it 5t B & S5
s
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[AT+BLEADVPARAM=50, 50,0,0,7,0,, J

N . :

ox }
3. ESP32-C3 Bluetooth LE JI} 45 i3 & | 3 54

s

[AT+BLEADVDATA="020lO6OAO9457370726573736966030302AO" }

i i

[OK }
4. ESP32-C3 Bluetooth LE fI 45515 & h a5 250 .
TS

[AT+BLESECPARAM:13, 2,16,3,3 ]

Nl i«

[ox J
5. ESP32-C3 Bluetooth LE IR 453 15) 1% .
e

[AT+BLEADVSTART J

N . :

[ox )
6. Bluetooth LE % it 1] A2 .
FHLFTJF LightBlue 37 H #2)¥, FF7IF SCAN JF i 4, 4% | ESP32-C3 Bluetooth LE [z 5% i
) MAC #itl, 55 CONNECT #4748, HH ESP32-C3 3 W % 24T B 256l T> +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFE/RCLHESL T Bluetooth LE £z,
7. ESP32-C3 Bluetooth LE fIR 45 i & 2 il % 3K
s

[AT+BLEENC:O,3 }

M .

[ox )
8. Bluetooth LE % i [A] 2 %t
F-HL LightBlue 5 FI 727 W1 W1 6178 B2 i) Bluetooth LE 7432 1Y) U1 THj <3 3 FCXHE B (RS B354
Flan=e -k 231518), il Bxt. DU ESP32-C3 bigViZ & B2l T +BLESECKEYREQ: 0 f{ H
i, XFRTHLE & Y FLXT
9. ESP32-C3 Bluetooth LE fi}z 45 3 [ &2 Bt X 24 .
Bt Bluetooth LE 453 15 g 5541 B Ay _E—25 b FHL LightBlue 37 AR #LHH (0 R X1 L i 1
B 231518,
i

[AT+BLEKEYREPLY:O,231518 }

i . -

[ox )
i} ESP32-C3 Bluetooth LE It 55 i 24T EIZR AT PAN HA&, X375 ESP32-C3 Bluetooth LE fiz 55 i
5FH1 Bluetooth LE % i 5¢ i, T Fe X

+BLESECKEYTYPE:0, 16
+BLESECKEYTYPE:0, 1
+BLESECKEYTYPE:0, 32

(T
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(% L 50)
+BLESECKEYTYPE: 0, 2
+BLEAUTHCMPL: 0, 0

44 MOQTT AT 734

ARSCR T 2R HEAE ESP32-C3 4 FisATMOTT AT 4 4 5% i 2 I AR Bl -

F TCP 49 MQTT %43 (%% AeA)sE MOTT X32) (iEA FH#EE "))
F TCP &y MOTT %43 (%% AA)3E MOTT X3Z) (€A THEE %)
F TLS ¢ MOTT %45 (% % At MOTT R3Z)
F WSS &9 MOTT i 4%

B ORI R O] TR T IR T Wi-Fi AT .

44.1 JET TCP Iy MQTT &4 (ifs ZA AN MQTT {R81) (GG T %tk )
PATR 7 B[R i 0 W ESP32-C3 JF %, Horp—3effo MQTT %eAfids (FUMh MQTT %Al fh), 7
—HfER MQTT 758 (U MQTT 1T # ().

NG T A BT TCP 4 MQTT %4, 1 /eETHEA & — 4 MQTT LB, ik MQTT fLEERY
IP #bdlh 192.168.3.102, ufd4 8883,

W PP PLESP32-C3 MQTT % 1 & kA #AE L 3R 27E ESP32-C3 MQTT K A& it AT RIAT, DA
ESP32-C3 MQTT ] I #H H3kAY#ME L 75 BAE ESP32-C3 MQTT ] & s A7 BN ] o SR B 15 4 )
TRUTEMR s e, DFR AR R A S AT ] 15 3 St A T o

1. & MQTT A P&

ESP32-C3 MQTT %1%

g
[AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,"" J
i B«
[ox }
ESP32-C3 MQTT i] %

%
[AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,"" }

iy B«

& )
2. 4% MQTT 2.
ES

[AT+MQTTCONN=O,"192.168.3.102",8883,1 }

i B«
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+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

B :

o S AN MQTT 344 88 MQTT A3 IP Ml vl fE 5 ik ar 2t A .

3. 114 MQTT F:8i .
ESP32-C3 MQTT ] [
A

[AT+MQTTSUB:O,"tOpiC",1

M .

[OK

4. KA MQTT {5 E (F4FHR) .
ESP32-C3 MQTT %A%
i

[AT+MQTTPUB=O,"topic“,"test",l,O

M B -

[OK

)

B :

* HI3R ESP32-C3 MQTT %A M AAIHE, AN EERF &1 ESP32-C3 MQTT 1] & B /i .

[+MQTTSUBRECV:O,"topic",4,test

)

5. XM MQTT %48

[AT+MQTTCLEAN=O

iy B«

[OK

44.2 JLT TCP iy MQTT &4 (F %A Mald MQTT {UBH) (GG T i)
PATR 7 B[] i I W ESP32-C3 JF b, Horp— 3ty MQTT &Afi#s (M MQTT &AM ), 7

—BfE MQTT 4T g (AU MQTT T & M ).

ARBINET T AR TCP A8 MQTT 8. HICRTH 2AIE— 4 MQTT {URE, {Ei MQTT U2y

IP #bhlh 192.168.3.102, B4 8883,

WMREREAEENWEERMMNEKEZ, Sl TREZ AT S RKEZBME 256, WA AR

JAT+MQTTPUBRAW 54>,

F%: PYPRPPLESP32-C3 MOTT A7 & IF KA #HAE L 75 %EAE ESP32-C3 MQTT %Afi # il ATRIAT, DA
ESP32-C3 MOTT T & JF KA #Af L 7527 ESP32-C3 MQTT ] B i AT RIAT o IR A A e il

FUTEMR s, DG B R AT 2 B AN T B s AT o

1. WE MQTT i P E .
ESP32-C3 MQTT %7

Zy
[AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""
i B«
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& ]

ESP32-C3 MQTT ] 4% :
A

[AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,"" J

i B <

& J
2. HEH MQTT L.

[AT+MQTTCONN:O,"192.168.3.102",8883,1 }

i B -

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK
Vi :
o faE A MQTT 34 588 MQTT A3 IP Ml vl fE 5 ik ar 2t ] .
3. 1T MQTT F /.,
ESP32-C3 MQTT 1] i3 :
e

[Z—\T+MQTTSUB:O, "topic", 1 }
M .
(ox )

4. KA MQTT JH S (7458 )
TR AR B A AT T R R AN, K 427 7757

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept—-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace—-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}

ESP32-C3 MQTT %1%
s

[AT+MQTTPUBRAW:O,"topic",427,0,0 }

M .

OK

>

FiARm R FIR AT CHER I RECER AT 8, OB R DA A, 24 AT el 3 i £ K Rk 3|
<length> J5, FHEHITL.

[+MQTTPUB:OK J

B
© BT > TR, B RR T B L AR L, AR BEOAR T4 (CRLF),
* 02 ESP32-C3 MQTT %A N &N E, PAT(EERF&AE ESP32-C3 MQTT 77 Fi 4 lin 7 .

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
(BLFT0)
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(750
—CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/", "User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace-Id": "Root=1-6150581e-
—1ad4bd5254b4bf5218070413"}}

5. KM MQTT &8

[AT+MQTTCLEAN=O }

Mg |3

(ox )

443 JLT TLS iy MQTT %4 (il 24 bl MQTT {R2H)
DA 7% 51 55 PH P e ESP32-C3 JF ki, Hori—Huffoly MQTT %t (JUE MQTT A fa ), 53
—Hff MQTT 1% (RUER MQTT il & f ).

NBIAE T e 3T TLS A MQTT %42, 15 /cfifs 2 — 44 MQTT 3, ik MQTT R
IP #bhlh 192.168.3.102, B4 8883,

WP BEHPLESP32-C3 MQTT % i & F ki AE X 535 ZiAE ESP32-C3 MQTT K A& it ATHIAT, DA
ESP32-C3 MQTT i [ # J 3kl LT 54 E ESP32-C3 MQTT 7] B i P AT RI T o A SR 4V 1A 45 1)
SHATETR S B0, D5 A A 3 S AT T 158 2 R A T o

1. BEFIXF SNTP R %48,

[AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com" ]

i .«

ex )
2. 2¥if) SNTP ],
e

[AT‘FCIPSNTPTIME? ]
M B -

{JrCIPSNTPTIME:Thu Sep 2 18:57:03 2021 J
OK

AR
o YA SNTP 25 R mT 685 bk b7 o 1 A ] o
o AL SNTP B[] & ELSCH SUW IR, REBA2 1970 4F K 2 Fi i) .
o EETEE N THE TLS A UERH R IIE 350 a %00 .
3. BEE MQTT gtk
ESP32-C3 MQTT %%i#%:
iR

[AT+MQTTUSERCFG:O,4,"publisher","espressif","123456789",0,0,"" ]

i . <

G 1
ESP32-C3 MQTT ] jf %
s
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[AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,"" J

N . :

[ox )
4. T MQTT JEHE

[AT+MQTTCONNCFG=0,0,0,"lwtt","lwtm",0,0 ]

Nl B <

Lox J
5. MEf: MQTT {3,

[AT+MQTTCONN=O,"192.168.3.102",8883,1 }

M .

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK
Vi :
o ET A MQTT AU 44 5 MQTT U3 1P #uhik vl GBS iR ey A .
6. 174 MQTT 3=/,
ESP32-C3 MQTT i] %
i
[AT+MQTTSUB:O, TtepleT, 1 J
N . :
[ox )
7. KA MQTT {HE (F4fFH).
ESP32-C3 MQTT %%
A

[AT+MQTTPUB:O,"topic","test",l,O }
M .
[ox 1

AR
o WA ESP32-C3 MQTT % A& N &ZAAiH R, ARG BRFSTE ESP32-C3 MQTT 7] [ 345 b 7n -

[+MQTTSUBRECV:O,"topic",4,test }

8. KM MQTT #4%.

[AT+MQTTCLEAN=O }

N 3. :

& )

4.4.4 LT WSS iy MQTT 4%

AR RG] IR W ESP32-C3 JF et , Hop—BRA12 MQTT %A (RAEN MQTT RAiEME), 7
—BAEH MQTT 3T g (A MQTT T & M ).
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RGN T G BT WSS A MQTT 4%, MQTT P44 4 mgtt.eclipseprojects.io, Wi
B matt, Uik 443,

¥ BEPPLESP32-C3 MOTT A& M & 13k AU HAE L 75 B7E ESP32-C3 MQTT & A& i AT RN, DA
ESP32-C3 MQTT T [ #H kA #ME LT BAE ESP32-C3 MQTT ] & s AT BT o WS B 15 4 )
TRUHLEWR s e, DR AR A S AT 15 2 U AT o

1. PEEBFIXH SNTP 7428,

[AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

M .

[OK

2. Z¥if) SNTP H[d].
i

[AT+CIPSNTPTIME?

M .

{+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LK
o SR SNTP S55R AT RE-5 _Ladmg b A [l o
* JifHfPR SNTP IfJa]—E @ FLSA R, ANEER 1970 4F K Z B .
o WEBRLE N THE TLS IAUERHRSIE - 1A 200 .
3. W MQTT JiI gtk
ESP32-C3 MQTT A i :
iy

[AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,"mqtt"

N . :

[OK

ESP32-C3 MQTT i] %
s

[AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

N . :

(ox

4. M MQTT HBE.
ES

[AT+MQTTCONN=O,"mqtt.eclipseprojects.io",443,1

N . :

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443", " /mgtt", 1

OK

BiH -
o BET A MQTT U 44 5% MQTT U3 IP ik vl GBS Fid a4 AT .
5. 3T MQTT F: /8.
ESP32-C3 MQTT ] {3 :
i
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[AT+MQTTSUB=O, "topic", 1 J

N . :

[ox ?
6. %A MQTT {HE (FFFeR).

ESP32-C3 MQTT %7

iy

[AT+MQTTPUB:O, "topic", "test",1,0 ]

Nl B <

Lox ]
P :
* W2 ESP32-C3 MQTT EAiH M) AAMAHE . VA MMERAF&7E ESP32-C3 MQTT 17 [ % i «

[+MQTTSUBRECV:O, "topic", 4, test }

7. KM MQTT %42

[AT+MQTTCLEAN:O }

M .

& )

4.5 MQTT AT #E8; il

AR BN AR B AE L AT 6y %X AWS IoT,

7 XUl MQTT AT @32 RIS B, 1§ RMOTT AT 44 % . (535Sl s AWS 1oT JF
KAaTE KK AWS ToT.

T IR PAN AP BR T ESP-AT 5451 ESP32-C3 i #iEH:5] AWS IoT.

o I AWS IoT 3% B3E 5 vA % endpoint
o {& F] MOTT AT 442 F RGN i 35 AWS loT

451 I AWS IoT RIUIE TS EL B endpoint

1. BN AWS ToT 4l & ikS, DALY = ToT Core services.
2. itHE AE AWS 10T %l Tyt B AWS ToT 5l . SR AL .
TR T SRAGOA R UEB A B SO
* device.pem.crt (£5E)

« private.pem.key (FA5%4H)
» Amazon-root-CA-1.pem (i CA F45)

3. HRHESCRY 5 ARG I, (endpoint) PAK 1 il ek 5 A 4 5 2 SR

v S AR Rl “xxx-ats.iot.us-east-2.amazonaws.com” .
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Frik: SRAVEUEIAE AWS IoT JF R GdR R AR A48 B T E A R — 22
*© AWS IoT 52 B AU FYAET . FUARY]. MIRUETS.
A RAMTEEIE S .
o DA BUEFERZ MIN (Ohio),

4.5.2 i MQTT AT @y A2 W MIAIEZEE: AWS TIoT
it 45
FTFEAH ESP-AT TAE, FHHATUNFH0E:

o ffiffl Amazon-root-CA-1.pem ## customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
* ffiffl device.pem.crt ¥ customized_partitions/raw_data/mqtt_cert/mqtt_client.crt.,
o ffi[] private.pem.key #f customized_partitions/raw_data/mqtt_key/mqtt_client.key .

FVERGER AT 6 1F

%1% ESP-AT Tl H DAKYE AT [0, FH-REREHFBE RS 2500 ESP32-C3 i fg. BT MEZ(EE, WS AR
Y15 ESP-AT 142,

ik A AAELEIF ESP-AT TREZIES, nT M AT B E A eIt , BARES 54T £
# PKIFLE

P AT a5 4 4% 2] AWS ToT

1. %8 Wi-Fi £ 4 station,

[AT+CWMODE=1

Nl <

[OK

2. ERE AP,

[AT+CWJAP=<"ssid">, <"password">

i B ©

[OK

3. 1% B SNTP Server,
%

[AT+CIPSNTPCFG=1 ,8,"pool.ntp.org"

W

[OK

4. ¥if] SNTP B[],
e

[AT+CIPSNTPTIME?

M .

Espressif Systems 254 Release release-v4.1.0.0
Submit Document Feedback


https://docs.aws.amazon.com/zh_cn/iot/latest/developerguide/what-is-aws-iot.html
https://github.com/espressif/esp-at/blob/4b09fc9e/components/customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt
https://github.com/espressif/esp-at/blob/4b09fc9e/components/customized_partitions/raw_data/mqtt_cert/mqtt_client.crt
https://github.com/espressif/esp-at/blob/4b09fc9e/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 4. AT #y2 R

{+CIPSNTPTIME:<asctime style time>

OK
ALK
o BLHFIRAGH <asctime style time> DAZ A2 35 B ISf X [ SEIFIRFIR] - 75 U 2 R AAIE A5 5500 1 5 30%E
2RI
5. #E MQTT H P gt
A

[AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

M B ©

[OK

PEHA:
* AT+MQTTUSERCFG "4 —Z4Ch 5, BIXUAIALE, AR,
6. B AWS IoT,
fir s

[Z—\T+MQTTCONN:O , "<endpoint>", 8883, 1

M .

+MQTTCONNECTED: 0, 5, <endpoint>, "8883","", 1
OK

LK
* TH1E <endpoint> ZE{HIHE 1) <endpoint> {H .
o TR 1 8883,
7. AT FEE
i

[AT+MQTTSUB:O,"topic/esp32at",1

M .

[OK

8. KA

[AT+MQTTPUB:O,"topic/espBZat","hello aws!",1,0

M .

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

ABIH

IEFAH HEWT:

1. ESP32 i H 7
2. AWS g H &

4.6 'Web Server AT 74

ASCREFHAEY AT web server U, 89 K DR JUAS 5 TH A -
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O

Espressif Systems 256 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 4. AT #y2 R

MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!

Espressif Systems 257 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 4. AT #y2 R

A5 7 ) % %‘\Kﬁf Wi-Fi e 4

1% R ) N 25 34T OTA B+ 2%
1% 8 fﬂa 'J 12 5t 4T Wi-Fi Be W
18 A Az AR 5 34T OTA B4R
ESP32-C3 1 A Captive Portal 5 %,

Frik: BOAN AT B PFHASIRF AT web server [IIfE, T6Z7% Web k7% AT % [ ZIIAE

4.6.1 fEHFBES AT Wi-Fi il

Pe

Wi
WA web server, FHLEE PC n] DA% & ESP32-C3 % £ 1) Wi-Fi 4245 H . 0] AR F-HL ek o i 1% 42

| ESP32-C3 ¥ 51y AP, il id W Va T IFBCI M 0T, - Wi-Fi BB (B ik % ESP32-C3 #it4%, AU
ESP32-C3 ﬁ%ﬁffﬁ%iﬁﬁﬂﬁﬁ SR B8 5E RO % o

wike

BAEMRE AT DA N AR =2

o B 1% &-i% 4= ESP32-C3 % &
Rt RN =Y &S AL F SN
RGRT AT EEE S

FC Bef it ESP32-C3 Bty 156, 4 T IERC M B 42 ESP32-C3 &5, ESP32-C3 i i LML EL A
AP + STA B, FFBIHE—1 WEB 58S MIMFE R, WHY AT 6y :

L B Z AR RAE L, WERATEERIC R, ATRER AR AR PR B 2 AT e 1 5L A i 3:2 WEB fiik
S5 e IR B .

¢ Command

[AT+RESTORE }
2. Ml ESP32-C3 i %4 Station + SoftAP iz,

¢ Command

[AT+CWMODE:3 }

3. 1% & SoftAP [ ssid F11 password (& B BRI HE ssid 2N pos_softap, TEERLI) Wi-Fi).

¢ Command

[AT+CWSAP="pOstoftap","",11,0,3 }

4. (EREZ R

¢ Command

[AT+CIPMUX:l }

5. 7 web server, 0 80, I RIERERTE]: 25s (BRIAHAK A 60s).

¢ Command

[AT+WEBSERVER:1,80,25 J

WRIG, (i _LiRa4 53 web server 5, FTHEC M &) Wi-Fi 068, %E4% ESP32-C3 %419 AP:
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WLAN [ @

Al A WLAN %%

pos sr::'ﬂap
% (A k)

)

1: #3 ESP32-C3 AP

i YXIJZESZzJéﬁLI_Jh B TERCM B R 3] ESP32-C3 45 J, BIInl A& ik HTTP 3K, o &R A M

HASAfE R (R, WSS EC MR SCRF I M s B AR A AP, i, SRl I FHLi% 325 ESP32-C3

) AP, MW%*JLT AUAE N ESP32-C3 B i AR . ) E‘m%%‘%qﬂ%ﬁ/\ web server BRIA[F) TP Hihl:

(AR 1B BSP32-C3 4 #9 SoftAP IP Hiik, BKAN 192.168.4.1, fi] At AT-+CIPAP? fiy 42524

Hi) SoftAP IP #ihit), FTHFHC I FEIT, i A PR 6 th 27 A ssid paSSWOFd sl TR REETHF
Gl ML

F P AT DA C R DR e SSID i AMEA J5 Y N HIHE, A 7F ESP32-C3 RBfhiziy AP 5%, w#Hip
AP JHii A password J5, iy “TTAAECI” RIFATEEhECR -

MTIACIIES A TR B S B s A

LI L BCRBS, WITCR B 3P, A ARSI BT, TR A ESP32-C3 Ay TP Hulik, T
BETIF R

[, AEAR H SR an e R

+WEBSERVERRSP : 1 /I REEHEW

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EERGFFEE I

+WEBSERVERRSP : 2 /] REM T ik 2 6H/5351i7 £, B E K WEB KK

PUESTHE PR SEDTE R Ve
I, FEHS D Rl 4 5 6L :

+WEBSERVERRSP : 1 // REKE 3 W]

J ﬁn%ﬁﬁﬁﬁﬁuﬁ%ﬁﬂ IP # f& B, MCU_
ST U EK B ZAHEEEETH R it %

5?

LB HERR
VEWT 10 B TR RN R “BUE IR RN . TE A AT ESP32-C3 Mtk Wi-Fi AP 2B IEM S, AKX
AP [FHEECE, FHHAD Sk AL AT 652 W) 5 web server,
4.6.2 MRS T OTA [ fFF-9%
iy

W YT ESFTIF web server RIS, W ABESIE A OTA FRE T, 828 90 5T FFEH F 43 X o [ 2k 2
B KRS R ERIECE (S5 SR e T 237 PKIRLE TIEZIEHHE).
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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(D 192.168.4.1

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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Wikt

ITIF OTA B B &y
WHEEIHH R
B AEHTHR B
FILOTA %5 %

L] L] L] L]

FIOF OTA ¥ viim i, sSEMITA M “OTA FR” #0i, F1HF OTA e L5, W AEAE 4]
[l A . AT Core i

PEW 1 Y30 AR HE ESP32-C3 Bibk i) AP, i35 1751) OTA Ji B UUTHI 415 %5 ESP32-C3 FBIE LA
[l A>T Ry, A AT AT S 5 T

eI 20 WU BRI CURTE R S EOH P R Y AR RS, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% Kib4iF ESP-AT 1T.42)

BUOZIRAS, LRSS YRR F R [ K & DASE T4 LY. AR e [ A
PePf BEATFI sy X N, mialy “Partition” NRIHEAAREUIA AT ATH I 23 X :

Be KRR np, Rl SRR RN SR, R R A AR -
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL X BRR B E A TR A . B 44 B S B0 L bin, T EROR R
K/NAEFE L partitions_at.csv XHHE L ota 0K K/N. A RISCHEIEEAIE S, ES%
Ry 4o T3 o — AN F7 04 420 3.

BEW] 20 XFFHE X, M SRR E IR . A RS Bl cbin. IR E R R
INAEGERLT at_customize.csv A HE XA K KN B RZISHERTEAE S, 1§55 4T A

AR OTA £ e, FEPEARR, FR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF M ER ota E 4 H i
+WEBSERVERRSP : 4 /) RER G ER ota B 4%

AU OTA AR RN, i “THRM, R e E:
[, AEHR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ota B 4 HK
+WEBSERVERRSP : 5 /I REHE KW ora Ef]f*%ﬁ(%%)ﬂk, F P T WL 3% B E 4T OTAL
~HERE, B LR PSBHFAT oA BH AR

BEW] 10 XHT ota 72X, FREIMATAT+RST )5 ESP32-C3 DAN A 1T -

BEW] 2: ESP32-C3 LA HICEIY ota BFNE . (A K HICE 1 e K EENES, FrAT R
Hog s K A A IR

4.6.3 IS/ DR T Wi-Fi ficH
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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wifr

MF/JV’]‘IJ?@BHmLLﬁ’IF/JV’Fﬂ“ HEHE ESP32-C3 sl AP, ﬁLLMF/JV’I‘IT?ﬁﬁﬁ%LEE’J AP
{6502 ESP32-C3 24, ESP32-C3 Mtk ik 26l B AE BEIRI By AP, i MG/ VL A
%B’Jﬁ@%ﬁ%o

H % ESP-AT SUfE/MEFFRT 2024 45 12 J] 31 HRAL. FERCIE], GSMchr ™ b O ReAg . it )s
DA, BOSECR REERTST, FATRIBRHCN SR ST AT 2, IR BRI SO

BEATELRAE AT DAY A LA U2

Bt B ESP32-C3 % & %3
e BT AL

B 4% AP & 3%

FATE A

ML ESP32-C3 et B8y O 1 ik/MR P 4% ESP32-C3 i %, ESP32-C3 Sl Z L E A AP + STA
X, HAE—A WEB IRF5&HERMEFER, XIVAY AT @&l :

L BRI, AR RRIC AR B, RTRE PR AR IR B 22 W AATICEL (7 AT 52 WEB fiRk
S5 an ok .

¢ Command

[AT-%—RE STORE ]

2. it & ESP32-C3 #4454 Station + SoftAP i,
¢ Command

[AT+CWMODE:3 }

3. iX'E SoftAP 1y ssid Fil password ({135 B ERIN 45 ssid A pos_softap, password >} espressif ) .
e Command

[AT+CWSAP:"pos_softap", "espressif",11,3,3 }

i s/ R ERIA ] ssid A pos_softap, password fj espressif 1] SoftAP KATiERE, HhlR
Ff ESP32-C3 45 (S5 i _Fk il Bt ik .

L (EREZ .

¢ Command

[AT+CIPMUX:1 }
2. Az web server, ufll: 80, HKIEREWE]: 40s (BRASK N 60s),

¢ Command

[AT+WEBSERVER:1, 80,40 }

IR/ DEDT  ATIFFHURLE, R T TR —4ERD
FIOPRUR /MR, SEABC R B -
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

\\\\\\\\

fi.

2. AN ERR AP R RAHUREI FALILEEAOAA , WIBA 3845 AP, LIHBHE AL T e
HER e

BT

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @)

ATFE WLAN %3

FAST_FWR310_02

fromm [ sl
Eixi=

—
. B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

R AR T IR R © AT A Bt A 1Y ssid, il FIEIPRg CERE AR, R4 Hi
Th] -

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 // REK B 3 M

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE IP

+WEBSERVERRSP : 2 /O REFEANBEFREERM RS EE, LT UEKX WwEB B K

5. ATTEI S, /N DT A -
I, AR D R 4 5 8

+WEBSERVERRSP : 1 // f’h % E ﬁ] e m ’ &
DTN EKE AAMEER TN, £ A

B EZEEH IP BB, MCU_

HE SRR &S
i} %K.

U

=

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

Sik: TR, THLEON A BT MAC HUHEFITE 2 SR MAC bk 2 A7 B 28 /0 T/ 4k
[

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S

Espressif Systems 278 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 4. AT #y2 R

2. B G, AR R “HERTFLR T SRS, AL FYGE 29T, BEH ESP32-C3
BRI H Bl R B A RO AR i

@A SSID

666888666

Message

S

AR FHAS

&l 20: JTURiEHE] AP

3. EBIW%%E/JV‘F J7 BT S8 DA B HR 1 i 1 B0 5t 5 B “Rr AR H AR AP AR ASHLEC R T
L —FE, Z% L3

5 WL BB
BEW) 1 W TR B RS R IR R . 15T ESP32-C3 BiEL) Wi-Fi AP 2R IEHFF S, AKX
AP PUAHERLE, AT L5 A IEMA AT 62 213 H web server,

UL 20 FEP DO CR S R AP RIK . SR A L M B 19 Wi-Fi BRI RE 2 4T IT, Kk ESP32-C3
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEWI 3¢ FCR R R ARG RAER Wi-Fi FCE 7. i Tl TALIERE ESP32-C3 ik AP, 1
A ESP32-C3 Bl ssid, password E.'ééi’ﬁﬁﬁti?ﬁ*ﬁ@%iﬁﬁ@ﬂﬁ

4.6.4 (A DR ST OTA WfETF2

Bl /BT S 50 L ESP32-C3 AT BIPEF L, 1657 Lk | ESP32-C3 38 4 5 MO LIRS TR
528 ESP32-C3 BIM M (WD ALER M SE SIS, AN TR, SRR, BT OTA
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W TH AR5 B I BE 4 AT OTA [ PFTHRRML, WS 1 A ) W 35 24T OTA Bl # I+ 28

4.6.5 ESP32-C3 i l}] Captive Portal Jjfg
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

JEi ] Captive Portal BHREJ , #i5% FiRBL M % &% 4% ESP32-C3 % & [F) AR 358 it ESP32-C3 Bl (1 fit
B, RJG I ESP32-C3 {4511 AP:

WLAN @

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

n_kJ&l, station L ATIEHATIT Captive Portal JyfERY ESP32-C3 451y AP J5, #/R “H8srANIE", )5
S5 ELETTN SR, FEBEREE) AT web 05 FLIiT. 4R AEE SUBKEE, TR station A MR, At “IA

HE” g b BRI RY “pos_softap” # S ZFR, F-ahifilik Captive Portal H #l$] X Wi #, #)\@J AT web
FEE AT
W B HERR

BEW 1 JEAEAUT (station ¥4, AP %45 ) #B3Z¥F Captive Portal DJREA REARUEZ IR IEH A, Bk, %
u% 4% ESP32-C3 %451 AP FEHE/T CEEFANIET, FHEG EsziF/\@J AT web [ T 5L, FIAE
12 station %45 AN IFZINRE, I, ES % Fadak R R 2R B M AS 8 1 ER S E T 33T T AT web
FES TR

4.7 HTTP AT 541
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AT BRI ESP32-C3 i BIZATHTTP AT 4 4 5 i QI HEA R Bl o

o HTTP % 7 3% HEAD % £ 7 i

o HTTP & 7 3% GET 35 £.5 %

e HTTP & F 3% POST # K7 % (3£ A T POST 'V & 43 )
o HTTP % F 3% POST i& £ 7 % (35 X))

o HTTP & F 3% PUT i K7 % (i&AFRHIEEN)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP & f 5% DELETE # £ 7 i%

B ] ESP-AT G5 HTTP % i I fE -

4.7.1 HTTP % pii HEAD 52K J5 1

Bl PA http://httpbin.org /Ek HTTP IR45%%.
L Y .

s

[AT+RESTORE ]

i Y <

[ox )
2. EE Wi-Fi i34 station,
s

[AT+CWMODE:1 }

Wi K7 -

Lox J
3. MBI

ah
[AT+CWJAP:"espressif","1234567890" }

M .

WIFI CONNECTED
WIFI GOT IP

OK

A :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Jk3%—~HTTP HEAD #3K. i%® opt 1 (HEAD %), url H http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
i

[AT+HTTPCLIENT:1,0,"http://httpbin.org/get",,,1 }

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(BF )
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(B L)
+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

PERA:
o BOREEI HTTP SGE0E B n] e 5 _Eidm B A A A .

4.7.2 HTTP % )y i GET WK Jjidk

AFIPAR 28— PG &2 R B SCf R, B R 48422 4 https://www .espressif.com/sites/all/themes/espressif/

images/about-us/solution-platform.jpg.

LA BEE.

T
[AT+RESTORE ]
g
o )
2. B Wi-Fi f525} station.
T

[AT+CWMODE=1 }
W :

[ox )
3. PR .

%
[AT+CWJAP="eSpreSSif","1234567890" J
Mg 3«

WIFI CONNECTED
WIFI GOT IP

OK

A :
o BA AT SSID ARG A BERR iRy S AR o 15 AR % H 517 SSID FI% D
4. RiE—/ HTTP GET ik, % E opt 2 (GET /%), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

oS

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/

—about-us/solution-platform.jpg",,,2
. J

N . :

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
(BLFT0)
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(B L)

+HTTPCLIENT:512, <Oxeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>7j<0x06><0xe2>
"<Oxaa>*p<0x7£>2",h<0x12>N<0xa5><0x1le><0xd2>bp<0xea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xcb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
—<0xe7><0xc2>Vv<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xci4>y<Oxae><0xca><0xed><0xec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9%e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0x1lb><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>0@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%$<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_eb<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xfl1>
—<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t0?7<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
UR<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d [<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xa0>
<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.7.3 HTTP % i POST iR Jjik (G T POST b i)

ZnBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L YR W) .

[AT+RESTORE }

M .

[OK

2. P Wi-Fi i34 station,
i

[AT+CWMODE=1
M B -
o

3. HEREE .

fir
[AT+CWJAP="espressif","1234567890"

M B -
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WIFI CONNECTED
WIFI GOT IP

OK

BiHA :
o Bk AR SSID A A BERR 3R v BANIR] o 15 ) SR00 % H #5517 SSID FI% D
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—-type 5 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),
il

r

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\
:_>"}}"

.

N

J

Nl B <

-

+HTTPCLIENT:282, {
"args": {1},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {},
"form": {},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
}I

"json": {
"form": {
"purpose": "test"
}
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post"
}
OK
.
LK

o BRI 5 R AT RS i AP AN

4.7.4 HTTP % ;355 POST iRk itk (et k)

Wi 2R & POST iy Midls AN I 2, DMl T A AT ay SRR BI{E 256, W BT AR
FAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L YR .

[AT+RESTORE }

M B -

& )

2. B Wi-Fi f55} station.
i
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[AT+CWMODE=1 J
N . :

B }

3. R .

ke

[AT+CWJAP="espressif“,"1234567890" }
Mg |3«

WIFI CONNECTED

WIFI GOT IP

OK

LR

o BA AT SSID FIEFRY A] BERR A Ay S BUANIR] o 1 5 AR % H 517 SSID FI%% A5
4. Post F§ & K B Ps. % & ik E HTTP L B3 & F 2, 4 %l 2 connection

Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

R VRAEZE post 1 JSON il i T, BN 427 7775,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,2zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

e

AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

. J
M . <

OK

>

aRmE RS AT EE R SRR AT RO, I RSTT DA A ISR B 427 AT KB, 4 AT
PR AR KRS <length> J5, BRfEHITIA.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—qg=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—~"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"files": {1},

"form": {},

"headers": {

"Content-Length": "427",

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-61505e76-278b5c267aaf55842bd58b32"

by
(BT 50
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Hy

"json": {
"headers": {
+HTTPCPOST: 512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",

"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4b£5218070413"

(% L 50)

(KHTML,

"origin": "20.187.154
+HTTPCPOST:45, .207",

"url": "http://httpbin.org/post"
}
SEND OK
|
AR

°?T%%>?ﬁﬁ,HHPM@$%%%?%K%E%X?ﬁﬂﬁ%X7&ﬁ%%%%ﬁ%%
CR-LF),

4.7.5 HTTP %y PUT #5RJiik GEM T ICBhisie)

/R BILA http://httpbin.org /% HTTP fiz 554 . PUT 3R SCRF Al 747 Ep 288 81K
L WRE W B,

[AT+RESTORE

Nl <

[OK

2. P Wi-Fi £ A station,

[AT+CWMODE=1

M .

[OK

3. JEEE A .

[AT+CWJAP="espressif","1234567890"

M .

WIFI CONNECTED
WIFI GOT IP

OK

LR

o fka A SSID HI RS ] REER_Ead iy & H AR IR o i B SR B b 45 SSID FIERD
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4. Jkik—A> HTTP PUT 43K, i%® opt 4 (PUT J73%), url h http://httpbin.org/put,
transport_type N 1 (HTTP_TRANSPORT_OVER_TCP).

[AT+HTTPCLIENT=4,0,"http://httpbin.org/put?user=foo",,,l J

i . <
s )

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www—form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace-Id": "R
+HTTPCLIENT:140, 00t=1-61503d41-1dd8cbe0056190f721ab1912"
}I

"json": null,

"origin": "20.187.154.207",
"url": "http://httpbin.org/put?user=£foo"
}
OK
. J
BiHA :

o BHRIEN R Z5 R AT e -5 i B2 B A ] o

4.7.6 HTTP %y PUT iR 57k (it i X)

Z/nBI LA http://httpbin.org 15k HTTP iR 4545, HHEZAK application/json,
LR R .

[AT+RESTORE J

M 3. <

[ox J
2. EE Wi-Fi #8314 station,

[AT+CWMODE=1 }

i . <

& J

3. MR

[AT+CWJAP:"espressif","1234567890" ]
Nl . <
WIFI CONNECTED
WIFI GOT IP
(T
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(B L)
OK

AR
o fa A SSID FHE RS W] BEFR_ ik dir & AN ] o 13 o 8 8 FR 25179 SSID FH5 15
4. PUT #5 & K B 5. xS & HTTP L F B ¥ & h 2, 4 0l /& connection &
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
RARAEZE put 1) ISON Bt T, K 427 775,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

.

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

Mg |3«

OK

-

>

Eadwe TR AT CHE R A B UCR AT RO, U R A A BT R B A 427 T K pggids, 2 AT
FACEN K JEILE] <length> J5, BAEEHITE.

+HTTPCPUT:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\", \"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.

—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581le-1ad4bd5254b4b£f5218070413\"}}",
"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-635f£7009-681be2d5478504dc5b83624a"
}

"json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;qg=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

< like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

(T
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by

"url":

}

SEND OK

"origin": "52.246.135
+HTTPCPUT:43, .57",

"http://httpbin.org/put"

(B L)

AR

* AT fith > 455, HTTP body PRI AT AN T 245 L7

(CR-LF),

4.7.7 HTTP % ;3% DELETE 2K Jiik:

TS, AT DA T4S

R BilPA http://httpbin.org /2% HTTP JR45%s. DELETE 75 F TR IR 55 #% L %eJ . DELETE iKY

SR SS 75 -

L RE ) BEE.

iy

[AT+RESTORE

i B«

[OK

2. B Wi-Fi 25} station.

Ty

[AT+CWMODE=1

iy B«

(ox

3. EEREH .

o

[AT+CWJAP=

"espressif","1234567890"

T

WIFI CONNECTED

WIFI GOT

OK

IP

PEHA:

o {5 AR SSID M S Al RERR ik ay S PRI . R

()% i Zi SSID 12545

4. %k3%— HTTP DELETE if:K . %% opt to 5 (DELETE J7%), url 2 http://httpbin.org/

delete, transport_typetol

(HTTP_TRANSPORT _OVER_TCP).

[AT+HTTPCLIENT=5,0,"https://httpbin.org/delete",,,1

M B -

+HTTPCLIENT:282, {

"args":
"data":

{1

nwn
14

"files": {},

"form":

{1

(ZF 30
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(#2 E50)
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-61504289-468a41l
+HTTPCLIENT:114,737b0d251672acec9d"

b
"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI 5 R T RS i B P YA

4.8 WebSocket AT 7534

AN T AE ESP32-C3 55 _EiafT WebSocket AT 444 fiv @ HITEAN B o

o 3 F TCP #y WebSocket 1% 3%
o A F TLS 0y WebSocket %3 (482 %40

W ERIARY AT E{AR 2 HE WebSocket e . WA GFEE ESP32-C3 57§ WebSocket HIfig, iS5 % N4,

4.8.1 JLT TCP 1) WebSocket ¥4
1. 8 Wi-Fi £iX4 station.
e
[AT+CWMODE=1 ]

i B«

[ox 1
2. MR B h 25

[AT+CWJAP:"eSpreSSif","1234567890" }
M. :

WIFI CONNECTED
WIFI GOT IP

OK

i :
o &4 A SSID AR AT fgER_EaR P AN o i R0 2K B AR 0 SSID FEE
3. PC 5 ESP32-C3 &Rz IR — At
4. £ PC i Jf] python 87— 3T TCP 1) WebSocket Ik 5525, RBIACHIUNT :
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-
#!/usr/bin/env python

import asyncio
from websockets.server import serve

host = "192.168.200.249"
port = 8765

async def echo (websocket) :
async for message in websocket:
await websocket.send (message)

async def main():
async with serve (echo, host, port):
print (f"Server started at ws://{host}:{port}")
await asyncio.get_running_loop () .create_future () # run forever

asyncio.run (main())

B EAR H Y host Sy PC 1 IP HUIL I RAF N ws—server.py X, FIBLBITZRRRF

[python WS—Server.py

Ui :
o WIRER) PC _FAH 4% websockets J§, il pip install websockets %%,
o BRAIK B WebSocket [l 55 #i i 12 8765, W] PABE N H B .
5. ESP32-C3 ¥ 451E % P %95 ) WebSocket R4525 .

s

[AT+WSOPEN=O,"ws://192.168.200.249:8765"

i B«

+WS_CONNECTED: 0

OK

6. ik 4 S IH

o2

[AT+WSSEND=O,4

i B ©

OK

>

A4 FAEE, Bl ARG test, ZJa AT K5 PATER.

[SEND OK

AR
o FHIAMFEEH B AT+WSSEND iy E K EE (n), MRS XMWY busy p..., &
IRER O HT 0 DAY, KR SEJG LY. SEND OK.
7. I 4 FATEE .
i T Y WebSocket ik %5 #%2— IR G548, FICERYE LiEIG, RS A& RAER PR
P, RIAT S

[+WS_DATA:O,4,test

4.8.2 JLT TLS Iy WebSocket ¥4 (M1 T %)

1. 8 Wi-Fi i34 station,
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fir s

[

AT+CWMODE=1

i B <

[

OK

2. FEEEIH

[

AT+CWJAP="espressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K

o {5 AR SSID MY Al REFR ik a4 rP AN o 35 B R0 e 45 SSID FIZE S .

3. XHE SNTP fi45#s.

[AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

iy B«

[

OK

LK
o BERTDMRIE B © FE KA XS E SNTP iR 45«

4. ¥if] SNTP Bi}a],

e

e

[AT+CIPSNTPTIME?

i B«

{

+CIPSNTPTIME:Wed Nov 13 17:00:15 2024
OK

B -

o ST AR ) SNTP I (7] SCI IR @ 7 AT A FIIRT S B SNTP i 55482 15 £ 28

o WEINEZ A T TLS IAER ARSI 09 A 350 .
PC 5 ESP32-C3 &8 R -
FREL WebSocket R 45750 CA. IET. FA4H.

Al PAF ) openssl THA N CA. . FIFALEH. WREBNEME, #56FH DANE &7

wss_ca.crt

MIIDNjCCAh6gAWIBAgIUDe6T+PulOBgqmmT jw3s4snVRNEFiCMwDQYJKoZIhveNAQEL
BOAWNJELMAkKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFUINJRiIBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDYxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQOxEDAOBgNVBAMMB1 Jvb3Qg
QOEwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCY1Q0st JGNFHLE7F+gG
OMSZSrWV4+/50xwlCw3y5N10VKMSxppYHVx J6MbOwWoCqQex /WMt qnhg9ATD1ZOE
PXFVB0aZd6EEBz24k7UvQ1ilfIwStzmjl8SSbe7CiFg302WVokBVFhSeY2jrG+sI
6PWgOWsvxzierDL9hef708IJER1IX0ScBIsLZnVU4UBPtrbG2bgl3L6T51Q95t SEX
Lsmfz41+/Q1xSC7VGHIK1IWGBnUzGpvIvLcIUFGZVCcAEKx1VIY7DsyJvTosfOOMmb
yUIcBk5nVCHRfhmt r FRAWWD9YaNcOgMPVpO6cHzGd/Fgwo6v0O6QshMYUOE 6wxpVijb
8JY1AgMBAAGJPDA6MAWGALUJEWQFMAMBAf8wCwYDVROPBAQDAgGMMBOGAL1UdADgQW
BBRAPJ7NG+WXS1iLN4ZLWJI1QQf jrm7zANBgkghkiGIw0BAQsFAAOCAQEANYpPErE2L
IpISbzJTVvG6A67YmMYMyadWSNGQ2VidLK2s3zkggF 96bIZziygOadmgAKD/yTwlOt
VOxF1GUDz43DtJZ1wxo8FPrxH41cP63vitp28+ZNkylvIOHrx8De2JjiYwWRpZm1QY

(T
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(B L)
EHWDEFpK26LdwPPalwdMZSyMzCtRNJ+08Bk5kSc3V9QImh91Le4PdfCIcfzwPskC
dNgUMECRa4k3VFOYVUumyFofG8/kINcRogfPzZuUE20)1wCHgSpOaP2CIN9QTkOg
Fn0Itrjikvé6zlaTp+SJPOzRPbympLIKhhhhcYJQdPaXHWWYfdhEU/abnndQpd+1Y
HPnBCb4tK/pS9w==

MIIDVTCCAJjJ2gAwWIBAgIUPLhviJhl1UJDQ5Md6tHibK11jP24wDQYJKoZIhvcNAQEL
BOAWNJELMAkKGAL1UEBhMCQO4xFTATBgNVBAOMDEVTUFJFUINJRiBBVDEQMA4GALUE
AwwHUmM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDQOxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQxDjAMBgNVBAMMBUwx IENB
MIIBIJjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEALKALI+zRbUaMjukAiZai
dzPdNdy+TUv2K+GyBl5yomIrOelclpfztk68zdHKcFFtORQfz1GYtxrZzgvOT704t
K9ijFAw+k498SCTmTgHW1UKc7BImMK6UZE£ZSkXUNnufXKES5+N96u+49e3wbk7yoNfQ
kzdtwwXUtM6ee5w7HV jwdKQcIXYWv/c/zVLWmAUG3AEaUknS8r4LdG/X+L/bxN+9
zycLL5tGgZg22KENW4AQWsSUY6ntuKQD1ohiNxi+wXyM3mVNOc94umICj7al0OhPst
UmuLYD/gUCnM4JRvVQYAVMPQC1i88KoLj7aIwdedQ7TIwhJIGDS6WDVEMeRfJVXswUk
4QIDAQABO10wWzAMBgNVHRMEBTADAQH/MASGA1UdDWQEAWIBpP jAdBgNVHQ4EFgQU
elwZbnvdnZr8js60EyIWiP6hRFAWHWYDVRO JBBgwFoAUNrQtNxDOtapUczc8Mwln
hPZE84YwWDQYJKoZIhvcNAQELBQADggEBAICnosdYBc6enaKB7 7AWXEF zMWyDDLvd5
JSJalIRJ+Rhs1gBxjIH66/+6QyZcJubC/RZ+RZ04Mky3nMndc3kSCFgqauBCK9xoG
/f£Z5wrAfH5404P+3211GoK8E1tKulHUQYJTW8 JKbLWCRI8PnGkrDZBgSXgn8tyL4
U3hulMdmkH//£iV0z6it fyJcZDu38718bGBhrAD3Z7gWcdIJbXxmubm7FJadUe/N
0vsLtgkOpOyUa2rThOnJpSyXB50nKi fRGY juPrnOIWtmADYQRUeD2zdggqRUUUYJR
eedVz2BFXhpzdGeD3bVAop+/YEbTa0iDxXSLWkPLOfCyIkdTPXmKQPQ=

MIIEvAIBADANBgkghkiG9w0OBAQEFAASCBKYwWggSiAgEAAOIBAQCOOASj7NFtRoyO
6QCLZqJI3M9013L5NS/Yr4bIHXnKiYivR7VzW1/02TrzNOcpwUW3RFB/PUZ13Gtn0O
g87uji0r2KMUDD6Tj3xIJ0Z00fCVQpzsH2YrpR191KRASe59c0oTn4339g77j17£Bu
TvKg19CTN23DBdS0zp57nDse+PB0pBwldha/9z/NUtaYBQbcARpSSdLyvgt0b9f4
vIVE373PJwsvmOaBmDbYoQ1lbhBaxJRjge24pAOWiGI3GL7BfIzeZU052316YgKPt
rU6E+y1Sad4tgP+BOKczglGI9BgBWY 9AKLzwaguPtojAl51DtMNCEKYNLpYNUQx5F 8
1VezBSThAgMBAAECggEASKRFAFsWjyJdDVI1Y4nhsU6vpCCT/wCN8D/XoL9x3MOpB
JzrUAC4POoIWGXVAKFWN8LkviemlX6+2n4bDFOFN4TIj+caflQ33ZPSRCW+3zdQVniW
OMVmMmSorDTN3JgSv1WgIOwG3Kz8cKW2Ae JBR88YIJbGbTgNiBXIZKVGkkWC/maULKa
L20md5ZzF 9gkWWoBk0Gxr IME+V9726L6SJHIVESkKkPcbojXZPM06zmz84+2z£0UdG
pl+SocmQzo8yzhjXR8UHxtzfZbi1i1JZGCsWIxvizgM40TaRf IBPhmmSNwpO7Vk31D
t6XISALgMbIHV/co5LOWs5WnyQBud28MV7RpCD/tawkKBgQDNGuUF SmilpMR6KgRrd
08amarsekINDINiWsUcCXLYYHQkNCITtr5Ggtm3EbIJbROWLWUzL7PwgeuNmN6e6vz
IreS7wd+uO3HeVVsFPeOpT1XzALMG6wuYN/Ipfe/T8v/vg9CkoZ6VDaDN60OJEBAQ
g6pAUQFL+uamLfrKcCiZtiOR/wKBgQDIFRhC5MyLaF1lw3XumgAsh37tmlGOQ/T+K
GAWXiRhzXW340EVezNUUXeJcGigdBgNVwXBvIYTkOunyIw72bUNrIeOqp4ZgO2viW
NUgyDgIGKZuIIGI51FeezG6Qu2s93gqZ2TYtdjHOM4ISKgrKOvY51 fuXBNFSuC7BOg
15MQamuJHwKBgHGJhiszgq6aPSChbt HIKTHGWDWXwqfRfEwWd/HgLnbZ JBXpPmhvPh
mvtBg5bHt 1kpmv1I/XFKLMXM2KCDAS4Gb10TdQYvy jmWhX386wY8a+1iTRMiLy9JZ
K3gC+aOWgelZ+/Zj0AdnOgTLH+14y8hnOQwx/8YZNJltu2kbIwcpMV53A0GAFMzZE
meepL/DoI2iS+ysifSICHFbexurc2SFIKAmwBgY3cX9NRt 6gZBSifIgnlbNiUl7p
r18a6gLWeTgqVyp5vPMroHQyPVp+2xS0C1V1JcpSOub6cKLxXLZDQQZ1lmglbNghmFeV
JpPQbBxdujBYT9peONSRQ2IPBNI/9SHPZwx5I2cCgYBACmby010oBi51CbCXKV5c3
mz1PpM6zR3aLYsFyknWRt Lv3UPMGzOLsRDkwfQEMZWt /VF jXehajyqd8X7r3V01X
cz5LwmHOMSKDYgdzrJjvE31PxDdKtmyPr5nnF/8/SF6Law]j7v6eGnpi ZNgHC /wkK
9EmMCxWXJc/9GVWSZtEOz/Q==

7. #£ PC L[] python G —A~FTF TLS K WebSocket JR%5#%. ~EILASUNT :
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-
#!/usr/bin/env python

import asyncio
import ssl
import websockets

host = '192.168.200.249"

port = 8766

wss_ca = '/your_path/wss_ca.crt'
wss_cert = '/your_path/wss_server.crt'
wss_key = '/your_path/wss_server.key'

async def echo (websocket, path):
async for message in websocket:
await websocket.send (message)

ssl_context = ssl.SSLContext (ssl.PROTOCOL_TLS_SERVER)
ssl_context.load_cert_chain(certfile=wss_cert, keyfile=wss_key)
ssl_context.verify_mode = ssl.CERT_REQUIRED
ssl_context.load_verify_ locations (wss_ca)

start_server = websockets.serve(echo, host, port, ssl=ssl_context)

asyncio.get_event_loop () .run_until_complete (start_server)
print (f"Server started at wss://<{host}:{port}")

asyncio.get_event_loop () .run_forever ()
.

G AR host S PC 1y IP #idik, wss_ca. wss_cert., wss_key NIRE25IEH) CA,
WA, RALBIEE, FHRAEH wss-server .py SCIF, FIBHE(TIART.

[python wSs-server.py ]
L
o MIREH PC _F3H 43 websockets iE, ##f#i pip install websockets 223,

o PEE Y WebSocket [ 4528 11k 8766, Mt DA E MBI,
8. M E: WebSocket 4% AAH H %A

S
[AT+WSCFG=0,30,60,4096,3,0,0 ]
M B -
G |
B :

o MR T E R PR B S T S, W5 4T B9 PKISLE .,
9. ESP32-C3 &4 & P %42 21| WebSocket iR 4545

e

[AT+WSOPEN=O,"wss://192.168.200.249:8766" J

i B <

+WS_CONNECTED: 0

OK

10. %Kik 4 FAT R

e
[AT+WSSEND=O, 4 }

M B -
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OK

>

A 4T, Bl ALdE R test, ZJE AT i AT EE.
[SEND OK ]

AR
o AEI BT EH M AT+WSSEND Ay E MK E (), MRS LMW busy p. .., K
IRERAHT 0 DNEAT, AR SEMJS LY. SEND OK.
11, 320 4 E 8o
i T ) WebSocket il %5 # 2 — N EIB RS54, FICEERDE Lk G, RS AH & AR PR
P, BPAT i

[+WS_DATZ—\:O,4,test }

4.9 Sleep AT 713451

AR SCR TR A2 28 BB WAT 7 ESP32-C3 29177 i L] AT iy 435 B MEMR AR

o B

o & Wi-Fi 2 X Fi& & A Modem-sleep 72 X,
o £ Wi-Fi 1 X Fik £ A Light-sleep 1% X,

o BT IESTIREA Light-sleep 1 X,

o EIETiEIESTREA Light-sleep $ 2,

» % & A Deep-sleep 1% X,

49.1 g

ESP32-C3 AR M et i) I FREAR, W ATEAR AR IERS 2 A D). 241, ESP-AT SCHFPATRIY
FHOIFEREA (EZRIRBLTE S5 RS 1) -

1. Active #iz: S5 R GBALT TAEIRES . O T RASRIR . R SR 5.

2. Modem-sleep f5: CPU Wlizfy, WIEhnI#klcE . Wi-Fi By, WSy AU o6 i .

3. Light-sleep #iz: CPU #{#iz1T. RTC f7fifigsfoMsEPA K ULP Pab PRERIZAT o AT An[ 0 i =12
(MAC. F#L. RTC EHfEeki sy ) #BSMem A .

4. Deep-sleep #ix: CPU IR oMEER &, A RTC f7#ig#s Al RTC 4MEALF TARIRES .

BN T, ESP32-C3 &fERSGENGUEA Active #il. 24 CPU RFE—E TAENF, Bl rEshas
GBI, ZRGE T DAHE ARIIFER

ESP32-C3 WyLi#E, 5% ESP32-C3 Rk A AR

ke

o FEo B IATE Wi-Fi BIUHTEE A BT R ESP32-C3 3 A AR .

o JEBH Wi-Fi iU, HA station Bz H i Modem-sleep Al Light-sleep R,

o XTWABIA TN Light-sleep X, EHRINTAELE 32 KHz i fik. Q1R IMBAHAE 32 KHz
iR, ESP-AT ¥ T/E7E Modem-sleep 155X .

5 7k

I FEI R A o B LB T, B R G A 1 AR S AL A T
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WERSE TR, (EE, EHITRBUURE T ESP32-C3 | SNETTHIYEHE.)

=
EsEE=

|° i &

Digit Multimeter

DC Power supply

@ ESPRESSIF

& 22: ESP32-C3 fifi {4143

4.9.2 1F Wi-Fi BB %80 Modem-sleep F5i;

1. %% Wi-Fi 3k station fEx,
e

[AT+CWMODE=1

M B -

[OK

2. LA

iy

[AT+CWJAP="espressif","1234567890"

M -

WIFI CONNECTED
WIFI GOT IP

OK

ETE
- {554 A SSID AIBFTATREIL ik &I R I W10 5008515y SSID RIS
3. BB Modem-sleep 3.
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[AT+SLEEP=1

i B <

[OK

#il: RF R AP (¥ DTIM & 16 ] (iR & DTIM 24 1)

4.9.3 {r Wi-Fi B F % ¥4 Light-sleep Fiz

1. $&8 Wi-Fi 3} station fE,
it

[AT+CWMODE=1

M .

[OK

2. B HAS. BCE MR 3.

[AT+CWJAP:"espressif","1234567890",,,,3

M. :

WIFI CONNECTED
WIFI GOT IP

OK

K
o ki A1 SSID FIEERS T REER i iy BRI o 335 66 SR % b 5 SSID FEERD
3. BERHBRIEAN Light-sleep 5.

e

[AT+SLEEP=2

M .

[OK

#rik: CPU Xf2 HBIMANR, RF W SARYRAT+CWIAP T B 1) M W 7] e 7 391 5C P«

494 A{rEF) H#EA P B A Light-sleep Fi\
L. WG A k0 2 IR 45 i o

[AT+BLEINIT=2 J

Nl . <
[ox )
2. BCEIEA) RS SRR s,
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[AT+BLEADVPARAM=1600,1600,0,0,7,0,0, "00:00:00:00:00:00" ]

Mg J3 -

& ]
3. JHUR

i

[AT+BLEADVSTART ]

g Jo

o )
4. A1 Wi-Fi,

iy

[AT+CWINIT=O ]

iy B«
[OK ]
5. WERIRAL R Light-sleep 15X .
i

[AT+SLEEP=2 ]

i B -

& )

4.9.5 AR A T Bk Light-sleep 85X

L R A i 0 A 1 55 i o
iy

[AT+BLEINIT=2 ]

Mg 3«
[OK ]
2. FHIET .
e

[AT-’-BLEADVSTART ]

Mg J3 -
& ]
3. P,
MRS N, W AT 2R
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+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
ALK
o TERXAIRBI, WA P um g ky 47:3F:86:dc:ed:7d.
o % T # /% /& B (+BLECONN and +BLECONNPARAM) , if & #AT+BLECONN

FIAT+BLECONNPARAM #EUHE £ {5 4.,
4. EPE SRS WEE AR 1 s,
s

[AT+BLECONNPARAM=O, 800,800, 0,500 ]

Mg 3
[OK J
WER RSB FY, W AT Kfoies:

[+BLECONNPARAM:O,800,800,800,0,500 ]

PRE
o XTFHR{EE (+BLECONNPARAM), 5% AT+BLECONNPARAM #EUH 245 4.,
5. #5H Wi-Fi.
i

[AT+CWINIT=O ]

Mg o«
(ox ]
6. BEEARIRIAN Light-sleep f25.
s

[AT+SLEEP=2 ]

i B«

& )

4.9.6 V¥ M Deep-sleep ki

P EARIRAE A Deep-sleep #52. & & deep-sleep I} [i] >4 3600000 ms.,

[AT+GSLP=36000OO ]

Mg o«
[0k ]

BLA
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o BOERAIENG, B A ShmeiE, VR R MERRMCEAE , SRS Y AR -
* XFF Deep-sleep FizX, ME— MLy 42 E L -

4.10 AT fc 561

AR EEAN AT LA ESP-AT SCHRFRYBC R 753K :

o BluFi e

* SmartConfig B9

o SoftAP Bl ( WEB E.1q )

o WPS BLI

7 1 M7 XA S B 45
EM AT BluFi g SmartConfig & SoftAP &K WPS i
%

BRI SRR < Y, O (5z1) &
R BLE v (] (] (]
REFEHIHINFH & v (%&22) ‘ [ x]
APP
(MRS RIIES = BiE = =
BAEE bt fif B i £ RS =P/S
et a%k i g H 4 HhaE

o FGVE 11 AFRE AT B4 rp 735 SoftAP it , 2% Web IR % %% AT 44,
o £yt 2: i SmartConfig H11¥) AirKiss ZEZU D W i35 K E G5 APP, & 4hFH 7o nT BE JC 368 A 1A
APP,

4.10.1 BluFi ity

BluFi /23R W il i) Wi-Fi MZABCEIIRE, 2 (5 EiH2% BluFi 3R,

1. FEFA L% EspBluFi i LT .
» Android: 77 Kiig EspBluFi N2 (22 5Ly )
* i0S: iOS i EspBluFi F#k (iOS sJefi)
2. ESP32-C3 ¥ #15 &: BluFi & K.
A

[ATJrBLUFINAME:"blufi_test "

N 3. :

[ox J
3. JF)= BluFi,
%

[AT-'—BLUFI:l ]

N . :

C )
4. FHLOIE BluFi S IEATIER .
4.1 BluFi 3%
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FHIFTH R G0 A F1 GPS e Tife, f52h EspBluFi i ¥, $6F|4 M blufi_test [
WIS EEA, BT ﬁa‘%UTu% BEHY, ESP %480 4T Bl 25 {blF +BLUF ICONN
B HE, MR UE RS ROANEE, F BuFi E85E SIhE#T.

Connected <mac>

Discover service and characteristics success

Set notification enable complete

Set mtu complete, mtu=...

4.2 BluFi fii [

HEHSEUG , TE EspBluFi W R P b ity B 460, DUTH RS BkE 2 0 U . AEIE T
T3 A Wi-Fi £ SSID R, Il BRI IR . RS %0, AR R &

ERERPATE R

Post configure params complete

Receive device status response:
OpMode: Station

Station connect Wi-Fi now

Station connect Wi-Fi bssid: <mac>
Station connect Wi-Fi ssid: <ssid>

4.3 Be

T Z], ESP AR I AT Hilie R, ESP B pIEe i i 5e .

WIFI CONNECTED
WIFI GOT IP

5. (ATHESBE) ESP32-C3 g ik BIuFi I 1 i SURCH:.
oS

[AT+BLUFISEND:4

Nl . <

>

B 4 FEdE, I AEEE test, ZJE AT KM HATEE.

[OK

B AU IR i R T A R

Receive custom data:
test

6. ESP32-C3 %45 < 4] BluFi,
oS

[AT+BLUFI=O

M B -

+BLUFIDISCONN

OK

S AU IR i R T A R

[Disconnect <mac>, status=19
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4.10.2 SmartConfig [ic %

AT SmartConfig Fit W75 PUAZEFL, 43 512 ESP-TOUCH. AirKiss. ESP-TOUCH+AirKiss 1 ESP-TOUCH v2,

PAF 42 AirKiss #1 ESP-TOUCH v2 25 (1 i W 7= 13l

ESP-TOUCH v2 it 534

1. AETFA L 2 ESpTouch MR
* Android: tcﬁ EspTouch & (% lifh I FE 7 HY)
* i0S: iO0S i EspTouch N2k (iOS 3 f‘}ﬂ?&fh{ﬁﬁ%)
2. % ESP Lx%jg Station Bz,
o

[AT+CWMODE=1

M .

[OK

3. ESP32-C3 %4571 /& SmartConfig.
il

[Z—\T+CWSTARTSMART:4, 0,"1234567890123456"

M .

(ox

4. FEFHLmEA TR -

R IROU N SRR FTHFFOLA Wi-Fi, R HERM L (100 SSID: test, %A% : 1234567890)
Ja3l EspTouch B FHAE Y, i EspTouch V2 FiefL . AEBKEL B LT H A AT R Wi-Fi [

P W PR B A R DA S AES 540, TR I

Wi-Fi %540 : 1234567890
FEBRNANEEEE: L
AES % 4 : 1234567890123456

5. 1F ESP &4 ui il i M sl
BUIs) ESP 4 #8 simos f h 2LLan 15 B -

-

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

51, ESP U4 HIRM ORI
6. ESP32-C3 4515 I SmartConfig.
s

[AT+CWSTOPSMART

i B -

[OK

AirKiss Jit 475351

L ATHFIE, BREIFXE REGEER AR5
2. B ESP %454 Station 1=,
fnd
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[AT+CWMODE=1

N . :

[OK

3. ESP32-C3 i% 457 /2 SmartConfig.

[AT+CWSTARTSMART=2

i . <

[OK

4. FEFHUmHEATHC R o

FHLEREFI LA Wi-Fi (40 SSID: test, #ih: 1234567890) , RJSITIFMUE, A “RéE
FERHET AT, mam PR, R AirKiss BEaFEEA L EBREL ) BUTE A Wi-Fi

1234567890, M%) %], FHLRERHERRLHE RERS ... .. .o
AR N g P THIES PR INNEYSE

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

FNt, ESP 54 ML M 22 58 1K -
5. ESP32-C3 %442 |- SmartConfig.
iy

[AT+CWSTOPSMART

i [ <

[OK

4.10.3 SoftAP Pt

AT SoftAP it P F517) 5= WEB i . 4 X 1E{5 ), iE S L Web Server AT 717,

4.104 WPS Bt

1. fER—A 3R WPS FLM 7% th g (15140 Wi-Fi SSID: test)
2. % B ESP %%} Station £z,
iy

[AT+CWMODE=1

i . <

[OK

3. ESP32-C3 #%45TF = WPS BE¥ .

[AT+WPS=1

i B <
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[ox J
SEFH RS AR (0 T, JFiS WPS hfiE, RESFH %I, ESP B BB AR, B
LT

{WIFI CONNECTED }

WIFI GOT IP

4. #rif] ESP32-C3 & ariddi by Wi-Fi f5.
iy

[AT-FCWJAP ? ]
M B -

PCWJZ—\P:“test", ...... J

OK

5. ESP32-C3 548 x4 WPS B .
i

[AT+WP S=0 J
N . :
[ox )
F=Tw AT a2 iGS% ARl
e RainMaker AT 1)
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Chapter 5

ESP-AT [t AN i 4t

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

[<maj or>.<minor>.<patch>.<custom>

Hrpe

y <maj<;2>/§ﬁﬂ£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA

Z, ARSI TR

[<major> .<minor>.0.0

)

Hora:

* <major> N FERA . Bl release/v4.0.0.0 AERAFKER, EHAFETI B S,

BIRRE . R B

o <minor> NRBERA., il release/v3.3.0.0 fUEAKRNKEY, WEOFHEHNEM:. ESP-IDF

WRATHR . MR .

WHRAFOUT, FrAAR) AT BT LA S R 2 R, BRI ERAES, 2K AT B

[ 25 k7435 3 GitHub,

o SBTRFEIT Al S AE master 732 EIET, ASGHEIEA D L.
o BB H S AF master 5330 LT, WERMEUYE, SEIFEIRAD L.

54 SZRHUIER

ESP-AT A~ - BMUCA TN U E A AT R B0 SCRABIR o SCRFIBIIRI G, WO ISR 9P, RN 4R
WE3FE. T ESP-AT )2 5T ESP-IDF JF AT H , [Nk ESP-AT [ 33U B2 32 R T ESP-IDF [y 30 H;

IR . 4|7 ESP-AT &AM F B0 :

AT jRA (%%t EZHESHERLS IDFRRAE IDF SZ4HAREIE AT $TARAER T
i&]) A X1
v4.1.1.0 ~v5.4.2 (8ad0d3d8) 2027.7.5 2027.2.5 - 2027.4.5
(2025.7.31) o B
« ESP32-C2
« ESP32-C3
- ESP32-C6
« ESP32-S2
v4.1.0.0 ~v5.4.2 (8ad0d3d8) 2027.7.5 B kAR A
(2025.7.18) o BT v4.1.1.0
« ESP32-C2
« ESP32-C3
« ESP32-C6
v4.0.0.0 ESP32-C6 v5.1.2 2025.12.30 B & B A
(2023.12.29) v4.1.1.0
v3.4.0.0 (2024.6.7) v5.0.6 2025.5.29 B kO R A
0 Sl v4.1.1.0
« ESP32-S2 .
v3.3.0.0 (2024.5.9) . ESP32.C2 v5.0.6 2025.5.29 a 17’;21 gﬁ R A
« ESP32-C3 o
ESP-AT 2% 5 A fRA S R IR I
o SCRFIRRN AR 5510
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Service period (Recommanded for new designs)
Maintenance period

v4.1.1.0 ' """" 31 Jlil 2025 5 Jul 20i7'
AN SN N E N R R A S N
% v4.0.0.0 oo ;29 Dec 20;23 30 Dec 2025‘3""""
x : : 5 1 | : | i
= i i : : :
< { ; ; : : :
% R U S 7 Jun 2024 L s et S e
M ; f : :
v3.3.0.0 -9 May 20?4 29 May 2025
; ; | i i ; ; | i ; ;
B I u & S S [ © © A 7\
& §®<3 R & kgx’bﬂ N & @‘ﬂ R N @’&‘5

Bl 1: ESP-AT A SZHF IR

WA AT ZATZE R AT BT, SR RS R A AT iRA 1k T
A AT JSCA IR AT IR TRLE FAE 200 oA BRI 2B 5T, B8 %) ) ESP-IDF 57240
PR SEHRALA A (AT RATBEIT A 41i%85 7 X ¢ ESP-IDF A ) o

o SCRRIRAYZES I
MRS A AT, B0 X Y ESP-IDF SCRAHBIR 450 (AT KA stB A 7

Z4Zts 7 X WY ESP-IDF Jii 4% ) . il 4n, ESP-IDF v5.0 {32 ##1BR % 2025 455 H 29 H ,
74 ESP-AT v3.0 ~ v3.3 (4P i FRth 3] 2025 4E 5 H 29 H .

=
o —H AT KAGHIICA, WITHBCAS I SR BR A AR 55 A ZE TR, 2 A SCRE BR A 44740
B, AT k75T v3.3.0.0 A< (%1 %F ESP32-C2 il ESP32-C3 ith B) , FB4 ESP32-C3 1y
v3.2.0.0 MUAS Y SR IARR A AR S5 A S o, BE A RRARR i 243 ;. ESP32-C2 ) v3.1.0.0 i)t

K SRR IR S5 IR, A SCHRUI R A 473
* WfEA GitHub K5, 11597109 AT B R4 A, GitHub $§AEPHCA A AT I e A . A G pr il

(¥ AT {14 Bugfix fiA BAGI , 3T 2 12% Bugfix BUARH L& .

o TR PRGSO A CAMEE IR SO RS AT, AT AR L o
o FESCHRFUIR N RS ESP-AT W BARFAREEAE GitHub [ 277 73 52 EdEA T 2 bug 852, ZaxiB 4%,

FERR T 22 I R ATHTY Bugfix AR .

55 A&FEM01 AT E/ERA
TR EAT+GMR A2 AT FIFAEE, 2%AT+GMR b FHSHH 7T 258,

5.6 iI'BY AT A kA

o H—: KFMEY GitHub k%
o B HIFZ Ryl fe
s H=F RHAHEA

5.6.1 45— BSEN GitHub k'S
HEFHEZ 0, e B GitHub - BRI I % 7 i BB AL

307 Release release-v4.1.0.0

Espressif Systems
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/master/README_CN.md#esp-idf-%E7%89%88%E6%9C%AC%E6%94%AF%E6%8C%81%E6%9C%9F%E9%99%90
https://github.com/espressif/esp-idf/blob/master/README_CN.md#esp-idf-%E7%89%88%E6%9C%AC%E6%94%AF%E6%8C%81%E6%9C%9F%E9%99%90
https://github.com/espressif/esp-idf/blob/master/README_CN.md#esp-idf-%E7%89%88%E6%9C%AC%E6%94%AF%E6%8C%81%E6%9C%9F%E9%99%90
https://github.com/login
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 5. ESP-AT fiiASf#j /1

5.6.2 520 kP
PjlA) ESP-AT )%, SdTimA LA watch, A Custom,

O espressif / esp-at Q +

<> Code () Issues 98 I s () Actions [[] Projects

@. esp_at » C ', Edit Pins - atc 50 U Fork 684
Motifications

¥ master - = Goto' + Participating and @mentions
ceive notifications from this repositony
1 for ESP32/ESH

{%‘ xcguang Merge branch 'bugfix/. IIESP32-
All Activity
Motified of a

B .github

) , _ Ignore
B .gitablci docs: Added th R —
@ bootloader_compon... chore: Updatec Custom
5 t
components

docs

examples

main

20 g dlE A (k)

5.6.3 =3B il %A i

73k Releases H & Apply.

DORERESE I T VT AT RATHIEAE . A8 AT AR Ay, B2 ii®) GitHub AYE AT
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¥ master ~

@ xcguang Merge branch ‘bugf

B .github

B .gitlablci

B bootloader_compon...
components
docs
examples

main

i Pull requests

Edit Pins -

Goto-

1for ESP32/ESP
3I/IESP32-
Pull requests
Relea

Security alerts

P 30 sE A AR (iR )
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Chapter 6

Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ASCRYTEA N T AR A i i ESP-AT AR, 05 A2 U [ e 2 ESP32-C3 4. MENAR T 7
K A0 Bl TR R TR, IR EE & AT & v gl R4 T IR A R 45, IR ARRR%
Ji%F ESP-AT T#2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

6.1.1 PEANBER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

6.1.2 5—3L: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

T MR ESP-IDF v5.4 Huil A ] SCR (355, 520 hello_world TREEMIECE . SRiFVA K FHEEHZE
ESP32-C3 J K558 .

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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6.1.3 5 2b: 3KHLESP-AT

%1 ESP-AT TART N BUREER LA PO S0 ESP-AT 0%

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
Zl-‘ﬂﬂml]zii PATR Al E R SR PRI 5

* Linux B{ macOS

cd ~/esp

git clone --recursive https://github.com/espressif/esp-at.git
e Windows

I ESP32-C3 R ABIAH, HEFEPAE I AL Riz4T ESP-IDF 5.4 CMD.

cd %userprofile%\esp

git clone —-recursive https://github.com/espressif/esp-at.git

QAR AE P E B TC YA DT A GitHub Bg3IX, BT DA AT B4 B peith s ESP-AT: git clone https:/

/jihulab.com/esp-mirror/espressif/esp-at.git,

ESP-AT ¥ K~ #; % Linux 1 macOS [{] ~/esp/esp-at. Windows [{] Suserprofile$\esp\esp-at,

Frilis ZEASCRY, Linux Fl macOS 45 R 45 H ESP-AT HJERIN A K12 ~/esp; Windows #:AFE R 4E
HIBRIABR IS Suserprofiles\esp. I DAKF ESP-AT LALLM EBAR T, (R E M 6y
AT AT B . R, ESP-AT A SRl A 2 i B AR .

6.1.4 =20 ARWBE

BATHH TR install SRZ4IEL, M2 e T B R 5 3l 42 B 4K 1% Python 4. ESP-IDF 3 JiE DA J¢
ESP-IDF [l i T.H%,

* Linux B{ macOS

[./build.py install J
* Windows
[python build.py install J

USRS — LR ERET, TH0 BSP32-C3 s itbff LA T e ik

e YEPFEPlatform name, 541 ESP32-C3 ,%ﬁljlxél_ij’q: PLATFORM_ESP32C3,Platform
name [ factory_param_data.csv i X .

e EFE Module name, {4 ESP32-C3-MINI-1 ##4H1%$E MINI-1., Module name H fac-
tory_param_data.csv i .

o FESEPES FH B EE ] silence mode 2 B, 155G EES 4%, T f# silence mode. —fIFH N NG
ok
=
e YN build/module_info.json XAFLE, FiR= R E R ASHIL. Kk,
R E LS E R, MRS

PARE Platform name S5 ESP32C3, Module name A MINI-1, F2%H] silence mode 2

Bl

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Ready to install ESP-AT prerequisites..
(BT )
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(50

(more lines of install ESP-IDF prerequisites)

Platform name:
1. PLATFORM_ESP32

2. PLATFORM_ESP32C3
3. PLATFORM_ESP32C2
4. PLATFORM_ESP32C6
5. PLATFORM_ESP32S2
choose (range[1,5]) :2

Module name:

1. MINI-1 (Firmware description: TX:7 RX:6)

2. ESP32C3-SPI (Firmware description: communicate with MCU wvia SPI)

3. ESP32C3_RAINMAKER (Firmware description: support rainmaker cloud, TX:7.
t—>RX:6)

choose (range[1,3]) :1

Enable silence mode to remove some logs and reduce the firmware size?

0. No
1. Yes
choose (range[0,1]) :0

Platform name:ESP32C3 Module name:MINI-1 Silence:0
Cloning into 'esp-idf'...

(more lines of clone esp-idf)

Ready to set up ESP-IDF tools..

(more lines of set up ESP-IDF tools)

All done! You can now run:

./build.py build
.

6.1.5 EPUL: YEREESS

fifi i} USB Z&$1 451 ESP32-C3 i £51%5328] PC I, PATNEE A H A&, HERE L@ s, HE, W
RIETER IR A Kk AT ar S FHEI AT MRy, WIARTRIEES, “AT fyd/mah” . T HEBENA
v B G B S5 4o TR E AT 3% 0 .

6.1.6 :fhb: ACE TR

iz H TH menuconfig RELE .
e Linux B{ macOS

[./build.py menuconfig

¢ Windows

[python build.py menuconfig

U PA LA 2 BRER IR, ) 2 33 T TR S B

BESEER AT AR R B TR, QNS0 AT i S, R 20 e s, AR ABEOE, B4t
2 B BRI L B 2 A
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
Security features --->
I
pPartition Table --->

optimization level (Debug) --->
Component config ---=>

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

6.1.7 N R

BITPA T i 2 gmik LAE.
* Linux B{ macOS

[./build.py build J
e Windows
[python build.py build J

R T A TR, BRI, WSS AT ota 48 IR/,
GFSEIRUGSTE build/ factory B FA BT RIFH EF=FEL:. H205 8155 WLESP-AT B £ 5.
6.1.8 L BarkFikss

BT AR A - RF A B [ sk 31 ESP32-C3 48 L
 Linux 3{ macOS

{./build.py -p (PORT) flash ]
¢ Windows
[python build.py -p (PORT) flash ]

VEE T H] ESP32-C3 45 MU ER LI A4 FREi e (PORT) o BY i BBEL R BB [ hbe 57 2 flash v, 58K 5E
HEEH (PORT) .

4 F ESP-AT bin ANEEJE 3, I HATEIH “ota data partition invalid” , %3147 python build.py
erase_flash RERIEEA~ flash, IRIFHFTFER AT Ef,

6.1.9 build.py JE5 7k

build.py AR ET idfpy B TEH (B idf.py <cmd> HJEEYH ST build.py <cmd> H),
BRI AIB T A T i o BB 2 k.
 Linux 5{ macOS

[./build.py ——help ]
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¢ Windows

[python build.py —-help

6.2 M4k ESP-AT T f¢

AN Tﬁﬂﬁl_l_[—lﬁﬁl% ESP-AT TH2. SERIARYE 7 4 A a4 B4 TovEw LR, iR
BLFF 5 WebSocket 7y 7%, H- X AlmDNS 7 #%., AP AR5 Eig15 ESP-AT TA2. (HH AR AL 32308 %’nﬂr
ESP-AT 142, {HUR A B4 A HME, NWHESH ARy, W5 M 7 4% ESP-AT T2,

TERE: PIGEGRPRI AT WE, 5 SRR B ™ b B AT DRSS IR S fiE .
WPRARLE PRSI B B 8RR EE, TS n] e T il

6.2.1 TEANDER

RIS NI APBR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K dmik .

% —F . B FEH GitHub %

% =% : Fork ESP-AT L3%

% =% JF 2 GitHub Actions 4%

Fv9d: B E 4hiF ESP-AT TAEFNE 69 5% éﬂ

$ AW AR github.dev % 4 3545 B Ao 1 XA
%< GitHub Actions %435 AT B

6.2.2 2B BHEN GitHub k'S

FEIFURZ W, 550 BRI GitHub K5, PRSI 458 (75 28 SRR

6.2.3 45 p: Fork ESP-AT T.f%

Vil ESP-AT @0, midi WA B Fork,

M7 Create fork Bl H Y GitHub k5~ . BRIAM Fork {13 DI master 7337 . QIR TR 2L
FIEEWR D B, BN Copy the master branch only.

6.2.4 45—=2B: JF)3 GitHub Actions 1jfig

Ed O T Actions #E A GitHub Actions T [

i I understand my workflows, go ahead and enable them & GitHub Actions,

J&i A GitHub Actions 528
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - ¢ . % Fork

i1 Pull requests ) Dist s [ Projects © Security

Create a new fork

Oowner Repository name

Q ustcew~ | esp-at

By default, forks are named the same as their upstream reposi an c ize the name to distinguish it
further.

Description

AT application for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / Public $2 Pin @Watch 0 ~ {y Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master. il Contribute

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

% ustccw /esp-at | Pubic {x Pin | @Watch 0 ~

forked from espressif/esp-at

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

K 5: j5 /) GitHub Actions
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Actions Enabled.

Actions [ Proj 00 wiki

Actions N All workflows

I All workflows
0 workflow runs

Build ESP-AT Pr

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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6.2.5 SEPUSE: MdE Lk ESP-AT TR %9]
ﬁn LA Espressif OTA server [l P11 OTA token, I H.25%{fi J§ AT+CIUPDATE x4 J+4% AT [E{4:, T

%Emﬁﬁﬁ% Ey, qum%CDMWBKFUMSWPmU(ﬁ%%%ﬁ%hu,m%@%ﬁ
A& github.dev % %% 3315 B At KAL) BUE Bt b A TR

%’@“E?TE’J Settings #EABE T .

B Pro

¥ master - Go to file Add file = <> Code ~

ication for ESP32 ESP-IDF
This branch is up to date with es sp-atmaster. 1% Contribute 3 Sync fo -':-_ SPs ESP-IDF & ESP8266

 RTOS_SDK
. § xcguang Merge branch ‘bu link_cause_to_crash’ int
b/workflows
components
docs

) Releases
main
24 tags

module_config

tools

B 7: fiids Settings

Ml Settings -> Secrets and variables ->Actions #fA Action il & T .

15 New repository secret #EAZHA] T .

#1 A Name Fl Secrets, fiil Add secret QJE—ANHHIZ4]. ALK 4] R OTA token.
TR TR B A TR

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT _OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

J

WRFEE Z AL S AT BT, HEE DA, HRIIAEEY, A S50
U o
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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B Proj Settings

MNew repository secret

ets are encrypted and
1S plain t

Environment secrets

Environm
C

Repository secrets

Dey
| Secrets and variables

Actions

el 9: A B T
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> Code [ Pull requests Acions [ Pr O wiki ) sights | Settings

Actions =ts / New secret

Name *

AT_OTA_TOKEN_WR

Add secret

10: @ %5

Repository secrets

8 AT_OTA_TOKEN_ESP
AT_OTA_TOKEN_E
AT_OTA_TOKEN_ESP32_P

88 GitHub apps AT_OTA_TOKEN_ESP32_SOLO_1

B9 Email notifi

AT_OTA_TOKEN_WROOM32

AT_OTA_TOKEN_WRO

2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 hizb: fEH github.dev ZhifH 25 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $TJF github.dev &k} 2%

[ B G RET, PERREHE MU 0 SE AR

/esp-a

<> Code I Pull requests (® Actions [ Projects [0 wiki @) Security |~ Insights

| ¥ master ~ Go to file Add file ~ <> Code ~ About

Switch branchesitags e e Coror sz
~ cune § : 3 ESP-IDF & ESP8266
TOS _SDK

se_to_crash' int

Releases

> 24 tags

Packages

Al 12: e ¢

AL LA ., (U github.dev g8 aR T2 KA .

5.2 GEEW 5 3%

TEGARARIGTE, PR XA FR, FE FhE T, B0 B i 45 Sl A8 3 S 44 95
RIGHE QB2 X,

B Switch to Branch, )27,

o ST
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C {} & github.dev/ustccw/esp-at/tree/master

EXPLORER

ESP-AT [GITHUB]
K3 .github
B components
docs
examples
main

module_config

build.py
) ,

README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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& github.dev/ p-at/tree/master

product/v1.0.0

T [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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C Y & qithubdev/u lesp-at/tree/product/v1.0.0

EXPLORER
ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.yml
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

C Y @ github.dev/us

0L

SOURCE CONTROL

NFIG_AT ENABLE=y
ML INFIG_AT_BASE_ON_UART=y

Chang 1

; MMAND SUPPORT=Y
onfig.defaults S I S bt !

AND SUPPOR
MMAND SUPPORT=n

S5_TASK

IG
IG
IG
CONFIG

ERE relling
CONFIG WL SECTOR SIZE 512=y

Pl 17: 34111 WebSocket fir4 345, 45 mDNS IjE (MHiicK)

eGSR, By R EIE. RSO ARS + E k.

C ) & githubdev/ustccw

SOURCE CONTROL

\ ENABLE=y
Commit & Push \ AT BASE ON UART=y
MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=Y
WS COMMAND SUPPORT:

Chang

COMMAND SUPPORT=n
PROCESS TASK . SIZE=614¢4
0 SERVER IP="1iot.es
OTA SERVER_PORT=8

SOCKET MA
SP_AT FW_VERSI

# Wear relling
CONFIG ) CTOR_SIZE 512=y

B 18: e (disoR)

MATERE R, HREITMA . S Commit & Push #2752,

ik RS F s A H AT [E{4Rsilence mode, 52:7% 4ot g J 242 A silence mode Y
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G_AT_ENABLE=y
AT BASE ON UART=y
AT_MQTT_COMMAND SUPPORT=y

]
]

A T |
CONFIG ESP AT FW VER

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

6.2.7 5,5 GitHub Actions 2% AT [l

IR Z G, 2 A3l GitHub Actions g5 1) ESP-AT [E{:. 155 4o T GitHub T 23z #7
IGEfRE A AT B0 SCRY, TFEEITRZM AT B4 (HE: SRR AP E T H OIS T esp-at
A FEIATHY, WA E https:/github.com/espressif/esp-at {3 FE ) . GitHub | ) AT FE{SFEE]5 90 KA R
Ja BB RA, W HATIRAF R8I AT [l

6.3 Wi AT ¥ 1125

AN A T AT g 2 ESP32-C3 Z 41 [ FR AT port 51l BRIAKE LT, ESP-AT P4~ UART #%
FERN AT 310 —NHTHB HE (AR &SR T), 55— TRk AT G fElom . (AR
FRA A ) o
WU AST 4 ESP32-C3 AT [, 3 HAFEE M i 0, i H a8 apy T L BUE M, AL
FRRRELE AR BT BT 75 U 5 B8 e ESP32-C3 44110 AT i VA5 I, SR B858RI A IR :

e %1% ESP-AT 142,

* ¥ menuconfig fit & T ELEB{ factory_param_data.csv FE4& H & T Y A5 .

. BiF LA,

o J5HTaY bin TIFBEF LS

AR E A IE S, S BRI TR E P IR R

ik SR EE O AT 9B 053 % (i1 AT SPLEZ I, AT through SPL Hl {#i I AT 4 74% 1

6.3.1 ESP32-C3 7%

ESP32-C3 AT [E {414 H & i 1 A6y & i 1 45 AT DA E 2 SCH B, 1521 (ESP32-C3 fi k&% T
Wy AE R A

B8 H G i 11 55

BOANOLTY, REEFL{IEr) ESP32-C3 AT [EI (4 1l LA UARTO 4 il it H &
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 TX: GPIO21
* RX: GPIO20

FE4 15 ESP-AT TAEM, W[ {fi ] menuconfig it & T HKF HB MO HE i 1 -

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config-—->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config > ESP System Settings —> UART RX
on GPIO#

fi

B 5 i A i 1145 I

BOATEOLR, UARTL Tk AT S FIH0 AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DA E.#EAE factory_param_data.csv 2 FPG P 1145 1 -

o FTFFEEAHIEY factory_param_data.csv,

o BB FTLEMIFT o

o RIETFHERE vart_port (WIRAE AT HE DR A AT @y 410, WFEESILTT, R
JE R vart_tx_pin fll uart_rx_pin fil AT HEORER—F).

o MPEFENE vart_tx_pin fluart_rx_pin (EFEIEFEERGER, KL ek
M, W AT HEOREH) .

o BANTEEMHERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRRG .

6.4 FIMEEX AT a5 4

ASCREANE T ARSI E 2 S AT 64, DA at_custom_cmd J96il, /R EE IR BT .
HE AR . WRER S, WS H AT 2K,

« F—F AT 4

o B FEM AT 4 F ik
o H= 3 hotB R B

o Fvad: Kok iRk R

c BAY: REMAMIATEE

o 5 ik AT A

WS PR IR)G , §53E 4T AT+TEST 45 3R BGE A T4E R,
H & AR E A4, SHZ R :

o« ESLEEE L

o RIS

o Hukar SR

o MR AL ey AT

o AT 4438 1 3R BUH N 04 235

AT fr RIS ATTIR, DA FESCHE BRENEEL, EHR At 3 e U AT ay S 1 2l

641 HE X AT w4
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i ESLAT @4

A A at_custom_cmd.c 1 at_custom_cmd.h LA HE X AT f54-, HAJHE examples/at_custom_cmd/custom
F examples/at_custom_cmd/include H 5% N #EH 1) {}Ej{ﬁiﬂ;kj(ﬁ:ﬁi}( AT 5%,

TEHE AT i Z B, T8 JciiiE AT ay 2 i FRmIZRAL.

% o BN
. BRI+ FFEFF L.
o R A2, avz), HF (0~9) RIE BT (L 5, .o /L L D), BRI IAT 6 4s
%.
Yo
4 AT G4 BE T IIRIEA: Wik s #im s, REGSMIITHS, TEEEBWAT b4
Pk

WG, XN RBA 4. BRI AT+TEST SRR IIPIRIEAL, NHEE X AT fir & 1A R BrG
FRIIIRIY, PASSE SCRE R ) 75 B AU

* B, Milesp_at_cmd_struct RKE L AT ap WA FRMPTHRE SRR, T s B &
NTHAFRA+TEST  (FWT O AT) FHCRPrA TR 4

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .
—at_exe_cmd_test},

/**
* @brief K UERALZE X B B W AT & &
=y

bi

ik WA UE I, FLEE Y NULL,
© Wik

static uint8_t at_test_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer[64] {0};

snprintf ((char *)buffer, 64, "test command: <AT%s=2?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

 Hifjay s

static uint8_t at_query_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] {0};

snprintf ((char *)buffer, 64, "query command: <AT%$s?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

}

© WEMmY

static uint8_t at_setup_cmd_test (uint8_t para_num)

{

uint8_t index = 0;

BT
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(B LET10)
/ORBE NS E, AREBRTN DT
int32_t digit = 0;
if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
<RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
}

/ORBE NS HE, FREBENAE AN FRE
uint8_t *str = NULL;
if (esp_at_get_para_as_str (index++, &str) != ESP_AT_PARA_PARSE_
—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3

S/ AR —AZwR, HERKE, RERTE D (vart/spi/sdio/socket).
¥ K &k # 3| McU

uint8_t *buffer = (uint8_t *)malloc(512);

if (!buffer) {

return ESP_AT_RESULT_CODE_ERROR;

I3

int len = snprintf((char *)buffer, 512, "setup command: <AT%s=%d,\"
—%s\"> is executed\r\n",

esp_at_get_current_cmd_name (), digit, str);
esp_at_port_write_data (buffer, len);

/) RABEHRE WK
free (buffer);

return ESP_AT_RESULT_CODE_OK;
}

o TS

static uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "execute command: <AT%s> is executed\
—r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

20w ST AT a4 st

e 5 E X esp_at_custom_cmd_register PR %, FH fF K % P ¥ M API
esp_at_custom_cmd_array_regist () H} AT 634,

ZNGIENEE

bool esp_at_custom_cmd_register (void)
{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd)._
—/ sizeof (esp_at_cmd_struct));

}

« X J5, W H API ESP_AT_CMD_SET_INIT_EN 3k ¥ i b %5 55 81 /9 ¥ W AT iy % R 4K
esp_at_custom_cmd_register,

ZNGIENEE

[ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1)
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%5 W R B2 fE examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H 5% N A 8 H 19 U5 SCHE A Sk SCHF B AT dy A, 1 8 ok N R g a2 ok
esp_at_custom_cmd_register, FAHIZMREFE at_custom_cmd /- 28 R IR . SERT DAKE
REfr 4N esp_at_custom_cmd_register_foo, JRJ5{#ifJ ESP_AT_CMD_SET_INIT_FN #]i&fk
VAR

H=2b HEmALTHK

WREAES — 2 L AT 44 W T & at. freertos. nvs_flash #ph H At 20 {4, 15 7F examples/
at_custom_cmd/CMakeLists.txt X IRMIX S H PR, 2, Al ABkLT s 3%, o ansgr
i Iwip 440, MRG0T :

[set(require_components at freertos nvs_flash lwip) J

SEPUSL: B e Rz v

5E examples/at_custom_cmd/CMakeLists.txt S, B H E XHEM AT 4453 ZFRVEN
— NI ] 558245 ${COMPONENT_LIB} , #fi RA%)/ 751 7S o] DAFR BN R 4. /s B T -

[target_link_libraries(${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register") }

57k WR B E X EM AT 64313 248N esp_at_custom_cmd_register_foo, N7RFCHLAN
T

(Hll)

‘target_link_libraries(${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo }

Shib: REAMFASE

AT T HIFIRE at_custom_cmd HFFAEEAE R 7, PABRAR ESP-AT T H £E 4158 i REAS 1A 4%
BZAE . AR R RIERRIE A . WRETE esp-at/components H NI E AR H
SCAT iy S s B s RS, MIEHIITIA . (AARBIAE esp-at /components H3E FAYFIAALMH H
T SLAT A%, AR SCHARKTIHEA T .

Jitk 1: AEr AT E AT_CUSTOM_COMPONENTS FfIFAR & (3l H T~ A3 smit) .

¢ Linux or macOS

[export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]
¢ Windows

[set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]

ik

o iH¥ (path_of_at_custom_cmd) ##ely at_custom_cmd H FHESLLE SRR .
o BV PATREZ A Bl
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"
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Jjik 2: AE esp-at/build.py X setup_env_variables () R INAIKE AT_CUSTOM_COMPONENTS
AR GER T A4 iF IR R %% ). ~panr:

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path

$n Gk AT WfE
SEMA B IRIG , TR B BG4 sk R AT EF, IR e SIS L.

6.4.2 {7 AT+TEST i RBLETT4s 8

IEfEAE LRI, 1217 AT+TEST RIS R T .
M A4

[AT+TEST=?

Wi i ¢

AT+TEST="?
test command: <AT+TEST=?> is executed

OK

A4

[AT+TEST?

W

AT+TEST?
query command: <AT+TEST?> is executed

OK

WEmS:

{AT+TEST=1,"espressif"

Wi

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

AT+TEST
execute command: <AT+TEST> is executed

OK
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6.4.3 LS AT i %

SIS R GIACEIE T SO i a4, RIS P 5 2E0E AT A 2 3L

7 SCIR T
ESP-AT B &FFesp_at_result_code_string index X T —EkEE ., W2k A EIES WLAT
H B

% 7 38 1 return BRIV B, WATJE ] APL esp_at_response_result () Rk PaT4EE . v
FEACHE R E] B ) API flESP_AT RESULT _CODE_SEND_OK J;ESP_AT RESULT_CODE_SEND_FAIL,

Flan, M4{EH AT+TEST M Tm 2 MR % w5k MCU K £ 5y, Hesp_at_response_result ()
iR g R, H return AR R P @y A TEE R, ARBIRISAR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 W B MCU REBKEM R XEE

send_data_to_server();

// & [E SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

IBAT A S IR B .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

NI

O

ESP-AT {2t LA NP4~ APL 3k & 24

* esp_at_get_para_as_digit () Efﬁﬁ&éﬁ??ﬁ‘@[o
* esp_at_get_para_as_str () ﬂ?ﬁ@??—'f%%ﬁo

B DL E 4

el ETRe 2

AT E R L iy & S EC TS AL

I S RE R AL ¥ 3
« BUER B 1A
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ARSI S RGN ATH+TEST iy QR <param_2> il <param_3> SEE NS,
Hr <param_2> HTFZSE, <param 3> FFFFHSLL

[AT+TEST=<param_1>[,<param_2>][,<param_3>],<param_4> ]

SIS AT .

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
int32_t para_int_2 = 0;

uint8_t *para_str_3 = NULL;

uint8_t *para_str_4 = NULL;

uint8_t num_index = 0;

uint8_t buffer[64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 Bl R

/) FEHEXEAE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

<—>2) H
esp_at_port_write_data (buffer, strlen((char *)buffer));
s
} else {
/7 R
V-5 B
/) REEENXRAME
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
I3
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/) T EEXERAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %$s\r\n", para_str_ 3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
s
(850
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(750

} else {

/7 7 BlR A

/) B ZANF K

7 8- SE X

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WA TARSEON ", WES AR

PS8 R AT+TEST M@ <param_3> SECNFRFEESH, HoE)a—M S35, SRR
ERE N SEL.

[AT+TEST=<param_i>,<param_2>[,<param_3>]

WG AT PRAR A A5 O
¢ AT+TEST=<param_1>,<param_2>
¢ AT+TEST=<param_1>,<param_2>,

SIS .

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;

uint8_t *para_str_2 = NULL;

uint8_t *para_str_3 = NULL;

uint8_t num_index = 0;

uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
(BLFT0)
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(750
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R A
/)T EEXBAE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
I3
} else {
/7 7 Bl R
/S B®EZANSK
/) EXEAE

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WEREARTAFRSEON ", WZS B B

PHL2E iy 2 AP T

AW ERHE IR OMRIT, S0 — M PITEER, R RGET XSRS IR A (.

— ORI, XM TES HEAL SRR .
WM semaphore [,
NI .

xSemaphoreHandle at_operation_sema = NULL;
uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

(%

.

B

~

)
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(% L 50)

/) 7 R

// Kb A AL Al B semaphores
at_operation_sema = xSemaphoreCreateBinary () ;
assert (at_operation_sema != NULL);

/7 BOE AW AT

/) B R— BT R

// HEYHES% A H xSemaphoreGive 3k ¥ }X semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

I AT iy A S 1R IS A0 i

ESP-AT SCFM AT iy 4 s U5 R ARG, AR BELATT P4~ APL,

* esp_at_port_enter_specific () WERIVHRKEL, AT iy HUCE S AREIEE, R %S

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EIEEEL.
REUEIR ) 7 A SR AR R A gl i A AN [+

o KA A Bl BREC AN <param_1> $5E THIRKE, WFFIR.

[AT+TEST=<param_l> ]

PATR /RGBS A AT A AT iy -3 FRIUKR BE N <param_1> BRI AKE .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)

{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—OK) {

return ESP_AT RESULT_CODE_ERROR;
}

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/7 T BRI
// R sb AW 4 G # semaphores

(BT
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if (!at_sync_sema) {
at_sync_sema

assert (at_sync_sema

!= NULL) ;
I3

// REBWMNRERTH
esp_at_port_write_data((uint8_t *)">",

// REEREEK, EERKIARALKER

1€ PNE &

while (xSemaphoreTake (at_sync_sema,
—received_len);

if (specified_len == received_len)
esp_at_port_exit_specific();

/) RBE RN ENKE

remain_len

if (remain_len > 0)
// ﬂﬂﬁﬁ&
/SRR A BEKE >
// TEI&X&MT&\ X
/7 AR B AT B R &

esp_at_port_recv_data_noti

{

i
A

P

0,
P
*
£

Pl
I3
/7 7w Bl R
VA &
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\
esp_at_port_write_data (buffer,
esp_at_port_write_data (buf,
break;

I3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
t

xSemaphoreCreateBinary () ;

strlen(">"));
B AT 3 2 A

esp_at_port_enter_specific(wait_data_callback);

portMAX_DELAY) )
received_len += esp_at_port_read_data (buf + received_len,

esp_at_port_get_data_length();

specified_len);

(% L 50)

{

specified_len -

{

IHEMAZBEREATHE SN EREEKE
&

¥

y (remain_len, portMAX_DELAY) ;

r\nreceived data is: ");
strlen((char *)buffer));

Pk, WnRERE AT+TEST=5, MAREHEAY 1234567890, HFA ESP-AT R[FIMERAT iR,
AT+TEST=5 )
>67890

received data is: 12345

OK

AFRE KRS A B XAE DL Wi-Fi 54X, AEERR KL,

[AT+TEST

fRix ESP-AT G LI PATH R BIPATER, BT .
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#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));
I3

/) 7w Bl R

// Kb A WA Gl # semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary () ;
assert (at_sync_sema != NULL);

}

/) BERANBERTE >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

/7 REEREEK, EEKIARAKEEE AT & 1R A

esp_at_port_enter_specific(wait_data_callback);

AR L& N &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

/7 AR SR EZE R

/7 B EHRERE " FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

=

/7 7 Bl R
/WM BERABBERE >0, WHERRABAREFTEALE
H

%
ZE VS E.PE P T
#

N

/7 WA R BRAT W R & KR
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
esp_at_port_recv_data_notify (remain_len, portMAX_DELAY);

break;
} else if (received_len > 0) {
/)RR A
A NS RS &R &
/7 SbAL R E AT B Bk B B SR
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "\r\nreceived data is: ");

(T
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esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, strlen((char *)buf));

}

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
t

J

I, RS — AN AR dE 2 1234567890, 55 AN AHHE 2 +++, 4 ESP-AT REIZERU TR

AT+TEST

>

received data is: 1234567890
OK

~

6.5 iy ESP-AT £ PEfE

BOARFOUR, ESP-AT FIE:HLZ () f ] UART EATIE S, DHE s Akl RN S BOA R E, B
oL 115200 bps. I J140%E ESP-AT SEBUB R i fr it , &7 TRASC, IR A R ECE . AR SCRA

ESP32-C3 Wi, Fretnfafis ESP-AT it fE .

Frik: ASCET ESP-AT AT & 42X 1, filiidd4m TCP/UDP/SSL Ay iR RERY— IBEiE Tk -

JAP AT PARERE T R — RO IR P A R fE

o [WE] Rk E
o [IF] RBBIER, AT MR E

6.5.1  [fajop] ekt fic
1. it® &%, LWIP. Wi-Fi G FoaH-ms 5

R R ACRD B EE DL 2 module_config/module_esp32¢3_default/sdkconfig.defaults U145 )i,

H'B ESP32-C3 R U1 A 18 okt I S0 N 1Y sdkeonfig.defaults L4

(# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

(BT )
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(#_L70)
# Wi-Fi
CONFIG_ESP32 WIFI_STATIC_RX_BUFFER NUM=16
CONFIG_ESP32 WIFI_DYNAMIC RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_ TX_BUFFER_NUM=64
CONFIG ESP32 WIFI_TX BA WIN=32
CONFIG_ESP32 WIFI_RX_BA WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 7% UART ZE 1% /)
BN ACHD B #E D1 854k at_uart_task.c S uart_driver_install() 47 o

uvuart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_

—uart_queue, 0);
. J

3. MBRERIANBCEL . Bk fh . ekiats

p
rm -rf build sdkconfig
./build.py build
./build.py flash monitor

.

4. EfLib vy UART Py
S AT iy & FPon s :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPMODE=1

AT+CIPSEND

// (&

-

J

BE PR E B 7 YA — AR R AR At (B I I REA RS EI I PR T . 5 SN S B R A
AT, WO T R A A TR AR . R, P T DRGSR MR T3, AT
AR BC

6.5.2  [HiA7] ABEAMRE . FHxEHCE

52 ESP-AT 3 iy PR 3 A i 4 R el -
PUIEES SN
o BSP-AT %1% (TX) B%FER A S1 > S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8
o ESP-AT 2% (RX) W% #77i 5 R8 -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

AR RO T K, SRR A, &S SRR B AR R Z AT A, AT 2
R A A ek B FUH Y 2 R TN BC ., DAGRIE B A T IRIR B . AESCBR i, TEAE
Hts B e — A Bn A B RT ) 5 AR T T F- A T B LB R AT

Frik: N IAECEIY AR AAE IR N EITER PRI AE L AT+SYSRAM iy 4R ALl AT

L. GO ¥ fE At
GO ARG AMILALAYTER T, RIS HTCEANT :

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

(BETID
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium R5| 1S5
Rl Y
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Ethernet R6 “
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

L 0)
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

2. S1. R1 #M-{R4E

WHEREOLT, S1 MR & ESP-AT FrEE KA. FOMBGARE LT, ESP-AT Rl ML i) i
i UART BT 1R, BReRoN 115200, 7 UART R (£ L, 35 BRIy S Mbps. t, JH
M FATALT S Mbps, W] PAREJERIARY UART VS0 R ML (B A5 5, [l AEA T
T,

2.1 $#25 UART ZEop XK/
R ACRS B D1 at_uart_task.c SCAEH uart_driver_install() 17 o
« $17 UART TX %t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

$22 UART RX %0t

e 2

uart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

#2425 UART TX #l RX 750

s B

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_queue, 0);

2.2 #ie IR UART J45R
SR AT S FF 4T -

AT+CWMODE=1
AT+CWJAP="ssid", "password"

(BETID
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(50
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1
AT+CIPSEND

WAKE & &

ik TR L UART Al ASCRFEIX AR B, I HLHUN ESP-AT 2 ] UART HEAR
A REHIA .

felks 0L PN R KT BT 5 Mbps, DA% HE( T SPI. SDIO. Socket 4773, FLIAI
5%

e SPI: SPIAT 3%
e Socket: Socket AT j:lﬁf‘ﬁ

3.S2. R2. R3. S3&HH-L4L

WHEAEDR, S2. R2. R3. S3 A2 ESP-AT #HM- S LHH . [ AT core 7£ UART 2 X
FEAT PS50 2 2 G 80, U W) BANRER I N 28, TeRsfiitb.

4.S4. R4. S5. R5. S6. R6 &xH-fifk

ESP-AT F1 3 #L2 [6]f# ] UART #EfTi15, S4. R4, S5. R5. S6. R6 LFHE ik, ESP-AT I
FALZ B AL N BT T E RS, S4. R4, S5, R5. S6. RO ZWMFMH—HZE.

S4. R4, S5. R5. S6. RO ZiHfF NN AIEHZ. MK, FIEEREERZ 2 RIEdsm. HE
Ak BSP-IDF ot L5 WicFi Pl SCPS, TRV, JEFT A PCHE . S SEne LT b
JE . /build.py menuconfig HitfTHECE.

o fifk S4 >S5 ->S6: KL Ed il
o {4k R6 ->R5 -> R4 UKt Jy 1) i

5.S6. R6 fFlkit

S6 Fl RO &3 15 P s A Hicdle B 4 2, ESP32-C3 wf DA F Wi-Fi 5 PAK A A 15 46 )ik
Wi-Fi [ 7 ERA TR AL, ATREETREM 7 ol

* i RF RZ4T%
BRI K STl wE A R A S AR ST, H P A DUE S AT+ RFPOWER fip %2 )
H RF R,

o PEE 802.11 b/g/n il
BRiA Wi-Fi 30 HI 54 802.11 blg/m s, I Pl i i AT+CWSTAPROTO iy 425 11 F1i%
802.11 b/g/n s, FLE SR, AL AP i Wi-Fi SRS 2 802.11 blg/ #M¥,
S liC B A HT20/HT40 (20/40 MHz) A,

6.S7. R7. S8. RS -1tk

WHAEOLUR, S7. R7. S8, R8 A2 ESP-AT AL HITEE . HNIX NS PR 45T 98 4%
BRI RS ARA K

6.6 Ml S mfg_nvs 51X
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6.6.1 mfg_nvs 43 XA+4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

« HSHCE (Wi-Fi il UART fE . SRS ): WSH T A8 E4028.
* PKICE (BRIEBABHANCE): WSHPKIRREAN 2.
* GATTS [t (RIIFEHET RS ). WHSH KA E T R G5 RLAN2B.

BRI UL SR E . PKI BCE B3 GATTS FCE I, fn] AE g1 ESP-AT TA%, ZEniHm
mfg_nvs.bin {5 s lidarpy TR ABEEPE, SH@IREALE MU . ARSI SR

6.6.2 :pk mfg_nvs.bin

Be B AE 258 UG, & # thiF ESP-AT T 42, JE 4 %Py B & B il i mfg nvs.py SE4 i build/
customized_partitions/mfg_nvs.csv X (BETITEREN ML SE,. 8. K8, fE
=H), H esp-idf 1) nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin X (NVS FEREE) .

6.6.3 |#% mfg_nvs.bin

AR A MEE — P52 H 2 mfg_nvs.bin S0

o FEEBgIELL) ESP-AT &4, PRI LS L ek FE &,
o VN2 mfg_nvs.bin, XA J5¥% H 3 ESP32-C3 A mfg_nvs 73X,
— Windows
1~ #k Windows Flash N4 T H. {44550 S5 Flash N3 T HH 488 . Tk
build/customized_partitions/mfg_nvs.bin {4 | ESP32-C3. 0] DLiE
i AT+SYSFLASH? fiy4-#5 1) mfg_nvs.bin {4 | 2k .
— Linux or macOS
& {# ] esptool.py.
&P ATE ESP-AT i H s A7 PA R i 2 N 4% mfg_nvs.bin S04,

esptool.py —--chip auto —--port PORINAME --baud 921600 --before.
—default_reset ——-after hard_reset write_flash -z —-flash_mode dio -
——flash_freqg 40m --flash_size 4MB ADDRESS mfg_nvs.bin

¥ PORTNAME Z 4 51 H 1144 7%, ADDRESS ##k F %k mfg_nvs.bin SC{: bk,
0] DA T AT+SYSFLASH? A28 F 2k ik
o MCU %3%AT+SYSFLASH 34 8 %7 ESP32-C3 1] mfg_nvs 43X,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X ¥
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE ¥ A T2 mfg nvs.bin SCEFH R/, AN EIBRAA A E )43 XS, 850] PATE
T AT+SYSFLASH? Gy A2 #]0 X K/ N6

6.7 i) 2%

ASCAYAZE T WA ESP-AT BOAM ) S8ECE . ) SEECE 528 Wi-Fi il E . UART & .
B E .
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o BT AHEENB
o 4 px, mfg_nvs.bin 3
o T2k mfg_nvs.bin 34

6.7.1 ) SHEBEND

MHTERA BT ) S5 B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR

Thae ELI1 X AT &<
Wi-Fi it JIr A i 2 Wi-Fi ThRERY AT fig

« max_tx_power (ESP32-C3 1) Wi-Fi
BREGTH, HAE W ESP32-
C3 RS R E LD

« country_code ([EZfH5)

o start_channel G215 Wi-Fi {518)

o channel_num (Wi-Fi ) 2 {Z1E505)

== -}, ok YN
UART Pt & . vart_port Ol % 2% AT o 4l i 75 % UART HIRERY AT fip 4

i AT mp 1) UART i 1)
uart_baudrate (UART 7 45%)
vart_tx_pin (UART TX 5| )
vart_rx_pin (UART RX 5| )
uvart_cts_pin (UART CTS 5| i)
uvart_rts_pin (UART RTS 5| )

FELZH 44 B module_name AT+GMR

AR H O SRIESCE T SR, AELEM nfg_nvs. bin X,

6.7.2 H:pk mfg_nvs.bin S
2% & A, mfg_nvs.bin SCRYLE BUAA 1) SRS mEg_nvs . bin,

6.7.3 F#k mfg_nvs.bin {1}

WS% T #omfg_nvs.bin 3.

6.8 Il S PKI fic i

AR T AT B ESP-AT 3t BRI PKT it . PKI Fit Bf04% TLS /3% . TLS R 428 . MQTT
& P Al WPA2 Enterprise 2 i FIE HB 12547 .

* PKIBLE N4
o 4 px, mfg_nvs.bin 3
o T2k mfg_nvs.bin 3 #F
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6.8.1 PKI it 4l

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

Thge EEI X AT
TLS % F i 50 BR ) hin il B

o AT+CIPSTART
e AT+CIPSSLCCONF

e client_ca_00.crt
e client_cert_00.crt
e client_key_00.key
51 BE PR E
e client_ca_0l.crt
e client_cert_O1.crt
e client_key Ol.key

TLS Jik %% e server ca.crt AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % )i e mqtt_ca.crt AT+MQTTUSERCFG

* mqtt_client.crt
* mgqtt_client.key

WebSocket % Fi 50 BK P m bl E AT+ WSCFG

e wss_ca_00.crt
e wss_client_00.crt
* wss_client_00.key

o5 1 BR PR E
e wss_ca_Ol.crt
e wss_client_O1.crt
* wss_client_01.key

HTTP % fri 0 EX bl E AT+HTTPCFG

¢ https_ca_00.crt
e https_client_00.crt
e https_client_00.key

55 1 BRI E
* https_ca_01.crt
e https_client_01.crt
e https_client_01.key

WPA?2 Enterprise % i AT+CWIJEAP
e wpa2_ca.pem

* wpa2_client.crt
* wpa2_client.key

AR H AR IE M PRI AL, A)EEM mfg_nvs. bin X,

6.8.2 :pk mfg_nvs.bin
W27 £ & mfg_nvs.bin SCRYAE BUHTA PKIT FLE ) mfg_nvs.bin.
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6.8.3 Pk mfg_nvs.bin {7}

5% T # mfg_nvs.bin CRY.,

6.9 il A SUARITHERE S ik 55

AT A T AT R ] ESP-AT $2 0 R DFE#E F iR 55 P SCPFE ESP32-C3 4 b B SUIRIIFERE iR
%o

o fKHFIE T IR SR A28

o iFnt B2 SUIKAHE TR %

- BRI TR G/ A
— & mx mfg_nvs.bin A
— T2k mfg_nvs.bin THF

ICHRERE IR 555 Sy GATT S5Hiafy 2 TE AU, W /0 6 — MR P (attribute type) 4 0x2800
O F 55 (primary service). 4595 K2 H1— M98 5 SCRULAMFAEALIR. 49 1M E 28 2l — (A
ATSERHRRFALR . AR RIS R0 HIEY 1) Generic Auribute Profile (GATT) —5.,

6.9.1 {IRIREE A1 R 55 P SCAH S 4

IR T 6 W A Mk 45 VR SC 1 /2 ESP-AT L A% A1) 8 K o 48 W5 2 Ik 45 P AR 9 19 SC 4, SO 7 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, WA T FIR.

index uuid len uuid perm val_max_len val cur_len value
0 16 0x2800 0x01 2 2 A002
1 16 0x2803  0x01 1 1 2

2 16 0xC300 0x01 1 1 30

3 1 1

16 0x2901 Ox11 30

PATF WA SRR BRI
* perm FRHMAMIR, BFE ESP-AT TAEHHIE LUH s,

/* relate to BTA_GATT PERM xxx 1in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

4

#define ESP_GATT_PERM READ (1 << 0) /* bit 0 - 0x0001 */

- /* relate to BTA_GATT PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT_PERM_READ_ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */

. /* relate to BTA_GATT PERM_READ ENCRYPTED in bta/bta_gatt_api.h */

#define ESP_GATT_PERM _READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */

s /* relate to BTA_GATT _PERM READ ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT_PERM WRITE (1 << 4) /* bit 4 - 0x0010 */

- /* relate to BTA_GATT PERM WRITE in bta/bta_gatt_api.h */

#define ESP_GATT_PERM WRITE_ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */

. /* relate to BTA_GATT PERM _WRITE_ENCRYPTED in bta/bta_gatt_api.h */

#define ESP_GATT_PERM_WRITE_ENC_MITM (1 << 6) /* bit 6 — 0x0040 */

. /* relate to BTA_GATT PERM WRITE_ENC _MITM in bta/bta_gatt_api.h */

#define ESP_GATT_PERM WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */

- /* relate to BTA_GATT PERM WRITE_SIGNED in bta/bta_gatt_api.h */

EEFT)
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(B LEm)
#define ESP_GATT PERM WRITE_SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT PERM WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

o FFEFE 1772 UUID 3 0xA002 FIARSS E Lo
o B TATRFHMEM A, UUID 0x2803 F/RFHER ], HUH (value) 2 5 EAUR, AUBRK N 8 {7,
B RERERRUR, 1 TR SRR, 0 R H .

fi HUBR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

o SEEATARE T IRSFOERE . %ATHY UUID J24RAERY UUID, HU{E R ARE RS
o ST LT FHER AT (T3 .
A 3¢ UUID R 2 {5 B 5% I A SRR BeAT .

UNRE A ESP32-C3 i LM BOAIRSCHE, AMBUL MBS, H @S RIIFEIE T 8%, I AR i
RS AR, SAREIITR 4R

Unknown Service
) 0000a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e: (0x) 30, "0°
Descriptors:
Characteristic User Description . +
0x2901
e 0

6.9.2 Gk A SRR TR 55
TEARGE AT 22 3R 1 SRR A R 55

o WMEURTALEE TR 5k HF
o & g%, mfg_nvs.bin S
o T 2k mfg_nvs.bin S
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e IR 58 1R 55 D S 1

e XENSE, B, HEEX=RE (server A, Server_B fll Server_C), WFIHX =4
R 55 4R WU HES o« fh T SRR S5 4RAE R AN S, 3 BLFRATT AGE L— M55 i, AR 55 T DA
Fie BRI T Lo

L @S5 5 3o
APl ST —AMEA OXFFOL 1 32 2R 55

index uuid_len uuid perm val_max_len val_cur_len value
31 16 0x2800 O0x01 2 2 FFO1

2. BSIFFAE BE I AVRHAEE
A E LT —~ UUID 3k 0xC300 [ a] Ferl SGHAE, HRHAE B E ) 0x30,

index uuid_len uuid perm val_max_len val_cur_len value
32 16 0x2803 Ox11 1 1 0A
33 16 0xC300 Ox11 1 1 30

3. WIFAEREIASF (Al ) .
ARG T % POsEHERCE , 505 0x0000 #7781 (notification) A7 (indication) HA% .

index uuid_len uuid perm val_max_len val cur_len value
34 16 0x2902 Ox11 2 2 0000

SEMPA BRGSOV AR FEIE T i 55 5 SCAE .

index uuid len uuid perm val_max_len val cur_len value
31 16 0x2800 0x01 2 2 FFO01
32 16 0x2803 Ox11 1 1 0A
33 16 0xC300 Ox11 1 1 30

34 16 0x2902 Ox11 2 2 0000

HRIE A C R R IB M GATTS FlE, R4 mfg_nvs.bin X4,

H: % mfg_nvs.bin 3¢

THS 7% & R mfg_nvs.bin SURAE A IRIIFEH T (S5 BCEL ) mEg_nvs . bin.

F & mfg_nvs.bin ({1}

ES% T 2 mfg_nvs.bin SCHY.
TESENE, FATENARIIFEE IR, R im ARG IS iR TR .

6.10  dnfaf Fi e Lo IX

ARG T QT aE i 1B 2 ESP-AT $2{IE1Y at_customize.csv 3 H 7 X ESP32-C3 B iy K. JUf
P — G IKEM Py X

— 45y X 3% partitions_at.csv RG], 7EUMLELRE 1A B partitions_at.bin SC{4. QER—F K EHE, &
S Esh. Wi, AREHUE R partitions_at.csv,
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Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic + b
UuID:

0000¢300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902 o

Value: Notifications and indications disabled

ESP-AT 24T — 243 X 3 at_customize.csv 477 A € XEHREY, BET—RHXHE,
FBW BSP32-C3 &5 I X, EHIEEI = REEE. B2 60 TaI =R

o 57K at_customize.csv

o & m% at_customize.bin

o e at_customize.bin £ ESP32-C3 1% %
o T

6.10.1 {& at_customize.csv
5% N RPN at_customize.csv,

2 1: at_customize.csv 15

& ] i E
ESP32-C3 MINI-1 module_config/module_esp32c¢3_default/at_customize.csv

WRIG, TEIBW at_customize.csv I EAE DA AR,

o XA X Name fil Type AR, {H SubType. Offset fl Size I DAL,

o WRBHTFERIM—AHBH P, EeEE 2 E 47 ESP-IDF (esp_partition.h) H5E
e

- WREE X, HARE Type {5 ESP-IDF [#4H [ .

- WERAKE L, R Type WE N 0x40,

o HF4rXH) Name AR 16 F7,

» at_customize 43X ERIAK/INE XAE partitions_at.csv FEH1, U HTET P40 DX 5 A LA L JE el .

6.10.2 :pk at_customize.bin

&4 at_customize.csv 5, 80 AT H4wi% ESP-AT L2 f#JT] python 7S gen_esp32part.py KA AL
at_customize.bin {4,

R A, #E ESP-AT TRARH SR FHATPA Fav4, 8 INPUT F OUTPUT,
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[python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT] J

o INPUT 0 NAFHENTY at_customize.csv B " #EHI SCIFI IR
* OUTPUT A i) b el CSV SCPFRIBRAR, WS, FH AR vER H

6.10.3 %¢5% at_customize.bin £ ESP32-C3 %75

B at_customize.bin [ 2 #| flash W, T UNMAPREE Hil SO SR 2 ESP32-C3 %45, 155 %H ek AT B+
F35 4, TFERIAEBL at_customize.bin SCLFH T 2kl .
22 AFEIFEA at_customize.bin [ R ZHhk

Fa ®E it Kl
ESP32-C3  MINI-1  0x1E000 0x42000

TEHAENGIU T, WZ0UFF at_customize.bin "Rk flash J5 4 BEGE 2 AT Ay

o AT+SYSFLASH: #8225 flash i P 55X
o AT+FS: XM A %31k

* SSL 454 K

* BLE fR&5#rHH K

6.10.4

RIT AR 2 test (19 4 KB 73 XIS E] ESP32-C3-MINI-1 41 .

B4k 3] ESP32-C3-MINI-1 1 at_customize.csv 3%, X EH /X Name, Type. SubType., Offset #l
Size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat,0x47000, 100K

o4, EPIYIE ESP-AT T2, 3% 7E ESP-AT R H 3% F 4T python 744 i, at_customize.bin .,

python esp-idf/components/partition_table/gen_esp32part.py —gq ./module_config/
—module_esp32c3_default/at_customize.csv at_customize.bin

K5, ESP-AT #R H 3¢ H £ 4E i at_customize.bin,
$ =3, T2 at_customize.bin % flash.

1€ ESP-AT TR H X FHATA N4, JF# 4 PORT Fl BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset —-—-after hard_reset --chip auto write_flash ——-flash_mode dio ——
—flash_size detect --flash_freq 40m Ox1E000 ./at_customize.bin

* PORT Fr e Ay 11 44 7K
* BAUD B Hi R,

6.11 g Bam—A~ Wil Bl 32 £y
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ESP-AT T2 W2 M, FF4R 4L TRIZH A IC S04 factory_param_data.csv F] module_config, 5% %L
1E ESP-AT TAE It FA~ ESP32-C3 BLZH 1 2 #F, WIFRZAE GX SEhe B 5CfF. Ay ESP32-C3 i
H “Prrse:

* ESP-AT TR RGN SCFRFRIBIAL, A14% ESP-AT C@ A MOt 7 R4l MIRSE A Rt i p A
Ao HAZBRIGH, FRATAERER, SOt ME L.
* ESP-AT TAECU@E AL SRR, (B P ZEx B AR B A -

ASCERRFUE A AT (e ESP-AT TARH ) ESP-AT £ 3CFFI AR ESP32-C3 i R Mg 413 H;, e
PATR XS ESP32-C3-MINI-1 SCH A0, A8 SPL TR 2 #kiki) UART %1 .

o H— BEIAEMAG T AR
o $o BREHIEILMY OTA
o B IIGALLELE

6.11.1 55— ECEPINEdln) S8

FIIFAHY) factory_param_data.csv , TEFRMRGHA—1T, WIELHRFEREMLSE. A6d, KA

Ff platform % # >N PLATFORM_ESP32C3, module_name ¥ & ESP32C3-USER-DEFINED, HiAfl
SHBBEMIL TR (SRS LESH L S HREN2).

platform: PLATFORM_ESP32C3
module_name: ESP32C3-USER-DEFINED
description:

version: 4

e max_tx_power: 78

e uart_port: 1

e start_channel: 1

¢ channel_num: 13

e country_code: CN

e uart_baudrate: -1

e uvart_tx_pin: -1

e uvart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.11.2 550 BCEPHEALN OTA

JE at/src/at_default_config.c ) esp_at_module_info ZEMEFTEIIE & XAEHER .
esp_at_module_info Z5MA4EM4E OTA FFRIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

FRMEEH oTA BhEE, IRASE A% ota_token I =/13¥ ota_ssl_token Wi%iXE N NULL,
FH—NZH module_name P factory_param_data.csv S fFH ) module_name —ZF{(.

FHEB WG esp_at_module_info g5,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

#endif

(T
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(B LEm)
#if defined (CONFIG_IDF_TARGET ESP32C3)
#endif
#if defined (CONFIG_IDF_TARGET ESP32C2)
#endif
#if defined (CONFIG_IDF_TARGET ESP32C6)
#endif
#if defined (CONFIG_IDF_TARGET ESP32C3)
{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<.SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif

bi

zfCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%HzfCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XFE3L Y at/private_include/at_ota_token.h H

#if defined (CONFIG_IDF_TARGET_ESP32C3)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.11.3 520 PN B

T%WFTEWATIﬁiﬁ%”é(WK%%%)%%\ﬁﬁmﬁﬁﬁuﬁ%¢ﬁﬁmﬁﬁﬁﬁmﬁ
SCPFRY L
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e BARE AR Xt R ERIAED B 31
ESP32 WROOM-32
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 PICO-D4
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 SOLO-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 MINI-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 WROVER-32
module_config/module_wrover-32/sdkconfig.defaults
module_config/module_wrover-32/sdkconfig_silence.defaults
ESP32 ESP32-D2WD
module_config/module_esp32-d2wd/sdkconfig.defaults
module_config/module_esp32-d2wd/sdkconfig_silence.defaults
ESP32 ESP32-SDIO
module_config/module_esp32-sdio/sdkconfig.defaults
module_config/module_esp32-sdio/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB
@ module_config/module_esp32c2-2mb/sdkconfig.defaults
module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB-
o) BLE module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults
ESP32- ESP32C2-4MB
@ module_config/module_esp32c2_default/sdkconfig.defaults
module_config/module_esp32c2_default/sdkconfig_silence.defaults
ESP32- MINI-1
C3 module_config/module_esp32c3_default/sdkconfig.defaults
module_config/module_esp32c3_default/sdkconfig_silence.defaults
ESP32- ESP32C3-SPI
C3 module_config/module_esp32c3-spi/sdkconfig.defaults
module_config/module_esp32c3-spi/sdkconfig_silence.defaults
ESP32- ESP32C3_RAINM
C3 - module_config/module_esp32c3_rainmaker/sdkconfig.defaults
module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
ESP32- ESP32C6-4MB
c6 module_config/module_esp32c6_default/sdkconfig.defaults
module_config/module_esp32c6_default/sdkconfig_silence.defaults

o Ypython build.py install FH] silence mode g 0 B}, FEZHELE XN BIEC B 4~ sdkconfig.

Espressif Systems

356 Release release-v4.1.0.0
Submit Document Feedback


https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32_default/sdkconfig.defaults
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defaults,
o Mpython build.py install H 1] silence mode & 1 I}, 40 it & XF W 1 B & S8

sdkconfig_silence.defaults,

e, #HA module_config e, AT SCIFIORAFHUSLHBC B B E S (SCHIeaFR Rl
5), SRIGAEE A A B 34 IDF_VERSION., patch. at_customize.csv. partitions_at.csv. sdkconfig.defaults

PAM sdkconfig_silence.defaults

G, AT R I module_esp32c3_default I K H Py e & CF, HEMAHA N
module_esp32c3-user—-defined. FEARY, Bl & X} IDF_VERSION, patch. at_customize.csv F
partitions_at.csv ILFEB I, FlTHFE BN sdkeonfig.defaults A1 sdkconfig_silence.defaults :

e f#iffl module_esp32c3-user—-defined TR XFE, ETEWATNECE

CONFIG_PARTITION_TABLE_CUSTOM_ FILENAME="module_config/module_esp32c3-user—
—~defined/partitions_at.csv"
CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32c3-user-defined/
—partitions_at.csv"
CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32c3-user—
—defined/at_customize.csv"

o i SPIFCE, #Fk UART fiLE:
— #%F% UART [it &

[CONFIG_AT_BASE_ON_UART:H }
— iy SPI FiC

CONFIG_AT_BASE_ON_SPI=y
CONFIG_SPI_STANDARD_MODE=y
CONFIG_SPI_SCLK_PIN=6
CONFIG_SPI_MOSI_PIN=7
CONFIG_SPI_MISO PIN=2
CONFIG_SPI_CS_PIN=10
CONFIG_SPI_HANDSHAKE_PIN=3
CONFIG_SPI_NUM=1
CONFIG_SPI_MODE=0
CONFIG_TX_STREAM BUFFER_SIZE=4096
CONFIG_RX_STREAM BUFFER_SIZE=4096

SEML RS YRR , AT E A ESP-AT LA WA F. AGIT, 04T AT B = 5 5 %
IRIE B, BEP]PAYERE PLATFORM_ESP32C3 il ESP32C3-USER-DEFINED 4 i AT [E{4:.

6.12 SPIAT {714

A EZN] SPLAT e BG A], E2 AT LANT5 i :

o {4
o ¢ ] SPI AT
o SPI AT ik %

6.12.1 4y

SPIAT J&T AT T#2, {fi ] SPT PS4 7815 - #£ {8 ] SPIAT B, MCU #¢£51F>4 SPI master , ESP32-C3
Be#AE >l SPLslave, A=A i@ SPI PMYU ST AT 6y A 8RS ..
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i Jil SPI AT {3

AT TAEEAHH] UART HpsClEAT Bl 5, {H2 UART Pisloe— L0 55 2w AL A i 1 I 3 5296 A
W, P, BTSRRI SPT P S AL i RS i — PR 1) 1%

Wl ;3 7 SPI AT ?

Gl DA T A BRI 5T A SPLAT

1. @d . /build.py menuconfig->Component config->AT->communicate method for
T command->AT through SPI ffifif SPI AT,

1 ./build.py menuconfig->Component config->AT->communicate method for
T command ->AT SPI Data Transmission Mode #45 SPI $({Ef&Hiz.

#id . /build.py menuconfig->Component config->AT->communicate method for
T command->AT SPI GPIO settings Bt SPI i Fi i GPIO &,

1 . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI driver settings i%$& SPT MHLH) TAERRE, HECEA XEAFXKA K
7N

5. EHidiiF esp-at LR (% Akshit ESP-AT T42), BEsfiy i HarT.

> B

2.3

5 E

= 5

SPI AT BRIAGE I
TR TN AR5 ESP32-C3 B (1] SPT AT WEERIA R {451 -

2% 3: SPL AT ZRiAE B

Hioy GPIO &5
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout) ! 8
QUADHD (gio/qout) ! 9

BtW] 1: QUADWP 5|1 QUADHD 75| JHI{LAEE T 4 £k SPI T AR o

B PAEET . /build.py menuconfig > Component config > AT > communicate method for
AT command >AT through SPI>AT SPI GPIO settings, JREH1F _LIERMEE SPI AT X}V
G (5% AKshiF ESP-AT T42).

6.12.2 f§i}{f] SPI AT

ZE0# il SPI AT I}, ESP32-C3 ¥4 iz 47y SPI slave T /e Tl E kT,

{2 T2k (handshake line)

SPI m~$¢ master-slave Z5F 175, FTA (K& 517 Hi master &2, slave Jovk EahfEftidE. Hid, A
T TR A T, 5% ESP32-C3 ¥ 45 180 @%Ethﬂiﬂﬁ% S FEt, FAIHE SPI master Al
slave ZIETM T —METFL, SRS slave 3 [n] master A5 B TIRE

2 slave 5 B AL AR, KFSBIEFE M EHE, X SFE master M7= AE—4 B THER) GPIO HH T,
master L5 slave il fE, FHISCHUG, slave FHEFERBAC, S5aBLGEE.

R R T L L R
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* Master [1] slave &% AT ¥dighf, (FHEFLEHER:
1. master [1] slave & 515 KGR MG K, SRGE51F slave [m 48 F 4k & ) i &2 B 015
=2
2. master K 2B T2 LAY slave &I AR ENGES G, FFRAESIE.

3. master &A% 5, A slave B L LSS R .
* Master 2 slave & i%[9 AT i, (BT B ER:

1. slave i 1148 T8 38 %1 master FHEA 38R .
2. master BEUCEGHE, HAERBOTFEEIEG, B0 slave BEE 243120

A X
SPI AT 1if {55 4%y CMD+ADDR+DUMMY+DATA (/5 ). fE{# il SPI AT i, SPI master {i ff 2| —
SRRSO -

* Master [1] slave 1% BCH B 4388 1 i 5 :

2 40 FHLIm ML A B LR

DUMMY (1  DATA (&ix 4092 =%)
F1)
0x0 data_buffer

CMD (1 %%) ADDR (1 =%)

0x3 0x0

* Master [i] slave AR RURETHRG , B AR — A0 EORETHR AR ek, HARB@ EHRCh

%50 PHLEMMAL, VB BIRE L4

CMD (1 =) ADDR (1 =) DUMMY (1  DATA
FW)
0x7 0x0 0x0 null

* Master UL slave A 3% AR B Y3815 ) 5
2% 6: FHLEEHUABL AL R E e
DUMMY (1 DATA (5i% 4092 ==37)
F)
0x0 data_buffer

CMD (1 %%) ADDR (1 2%)

0x4 0x0

* Master $Z{ slave ZiAMRHR I, 5 2 AA— AR MIH EORGTARA R L, FARR sy :

GALE

T EHGEFML, EHLEREE O 445
ADDR (1 =) DUMMY (1 DATA
F1)

0x0 null

CMD (1)

0x8 0x0

o Master [1] slave &35 K A& 545 & R/ NEICHRE R 15 4 5

72 80 FALIM ML AR S Bl ok

ADDR (1 Z%%) DUMMY (1 DATA (4 =%)
=)

0x0 data_info

CMD (1=%)

0x1 0x0

Horr 4 59511 data_info H 3 TART RIS AR R B AR, BAREaT:

1. Master [7] slave & IEMIEIRI T4, KB 07 15 bit,
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2.
3.

Master [] slave X EHRGLHTHS, %JTH"5HF master BRI AR A, HKBE 16 7 23 bit,
Magic {f, KJ& 24 ~ 31 bit, [EE N OxFE.,

* Master £ ill 242 F2 B slave K HIE S5, 752 &E— 40 B2 slave JE AR TR

A, ERIEAT KL TR, B EFER SO

%9 PHUARTOR, A ML AT B A EARES

CMD (1 =) ADDR (1 =75) DUMMY (1  DATA (4=%)
FW)
0x2 0x4 0x0 slave_status

RIERRIER G, slave iR [BIRIRSE BARFAAETE 4 7R slave_status H, RS A0TR

1.

2.

3.

slave 521 [n) master & EMEHRITF 8L, KB 07 15 bit; {2 slave 4T AT ELRASH, 2% BT
Hilo

BT HS, K 16 723 bit, 247551k 2| iy KA OXFF B, F— AN EdR 795 EHi el
0x0. 24 slave b T AT EARASHT, 7B R master 75 1] slave ik 1)~ — FEARALNFH55 24 slave
ST AT ERRASHT, R F BN slave 1] master &AM R — MR FAS .

slave AT /W] ERRAS, KB 24 731 bit, b, Ox1 ARFEATEE, 0x2 RV H.

SPI AT %9858 I e

SPI AT $#632 B e £ 2o WA 71
* SPI master [i] slave %1% AT fird:

| SPI master | | SPI slave |

[ ——oeme== step 1: request to send-———> |
| |
| <—————- step 2: GPIO interrupt------ |

|
| step 3: read slave status——> |

|
| == step 4: send data-———-—= > |
|
|

[ == step 5: send done--————————-— >

B P BREAR BN -

1.
2.

3.
4,
5,

master [7] slave % 3511 3K 1) slave BRI K

slave 1§ master (1) & 3£T5RK, AT slave foiFBaUckiedg, W slave_status 2517255 A f214F master
GAWREN, K5 ETF Lk master [ GPIO HiT.

master JZUCE| W7, 2R slave [ slave_status ZRf74%, Kl £ slave i ABRICEHRFIRAS .
master 4 7] slave &%

FREREE I G, master [ slave & ik — AR KGELE R L .

* SPI slave [ master % 1% AT M)y :

| SPI master | | SPI slave |

| o= step 1: GPIO interrupt—--————- |
| step 2: read slave status—-> |
| <—————= step 3: send data-—————————- |

| —==mmm== step 4: receive done-—————- >

BESP IR BB -
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1. slave [n] slave_status 2f 7% 5 A FLIF master 200K B slave W 50HE AR & AL, S8 5 i i 48 T 4 fil &
master _| /) GPIO k.,

2. master FUH| W5, F2HL slave [ slave_status ZRf74%, Kl F] slave #F A KR FHRRAS

3. master FFIGEAIOR H slave B%HE -

4. B sE G, master [ slave A ik — 2 RIRICEHRES RITH S -

B 1L o T O R, FRATIELAK IR AT fin % B, $&4E TR K0 B A B AR AL R A M AR
1527 at_spi_master/spi/esp32_c_series/README.md.

SPI AT %} )11 SPI master 75 5i{Ci%
SPI AT 7 £} J& >k SPI slave f§i H] 5, i i SPI master 5 SPI slave i#f 17 i 15 ) 7R 6l (X 1 15 = %
at_spi_master/spi/esp32_c_series.

PEWI L AEfH MCU JF R 2 i, 5 208U fi ] ESP32-C3 (3 ESP32 B4l MCU ff:2y SPI master Rizf71tt
B, RATT AR B AU B YR

6.12.3 SPI AT #i#%
I eI
 ffi ] ESP32 u}# ES32-C3 JJ &K M fEH SPI master, =47 ESP-AT H[{) at_spi_master/spi/esp32_c_series

FISRA AR o HABRRE PRI E AT -

1. T CPU T 4S5 4 240 MHz, flash SPI mode Jif & QIO 53X, flash iR % & >4 40 MHz.
2. A4 BT ESP-IDF v4.3 [4iidiiss, FHRn B iy streambuffer (1R /NEHE N 8192 £A7

o {4 i} ESP32-C3 ff: 3} SPI slave, 4% 845+ SPI AT [l (53 Kb %% ESP-AT T.42), - ESP32-C3
B # TAEAE TCP @it HARs (Bl & -

1. f#fE: CPU TAESRINE A 160 MHz,
2. B SPI-AT pysc AR AL . ¥ streambuffer 1) K /N5 E N 8192 27, Fff H] ESP-IDF Ty
example/wifi/iperf W11 sdkconfig.defaults.esp32c3 HF{AH L B S 44

ISR
RN T IATAE SR RA A5 B A5 ARG

% 10: SPI AT Wi-Fi TCP {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10 M Quad 1.43 MByte/s 1.31 MByte/s
20 M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40M Standard 1.37 MByte/s 1.30 MByte/s
40 M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BEWI 1 24 SPI R POREL iy, 2T B2 M ARG IRE], 1) Dual 2% Quad TARRBLH)
MR T Standard BT R BHUEE

LW 20 W KT SPLEFMNAESE N WAAR) 5iARS% Tl
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6.13  nffsBl OTA J|-2

ATCRG 5 AN oy ESP32-C3 R BIBCERSCEL OTA FH2. HHij, ESP-AT 4134 AR H T AT =Fh
OTA fir%r. SR PMREE B Cp oK EPE A1) OTA iy 4.

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRSEE AT PR -

o OTA 443 e B R %
o 1% ] ESP-AT OTA 443147 OTA F+ 4%

6.13.1 OTA iy A% LE B i 3 5%

AT+USEROTA

4t URL 5230 OTA F44%. 0T ATHEECEAE HTTP R 4528 i . H % ar A0 H05 H
SRIHR. if5% AT+ USEROTA FIUE 25 H .

M IS BT P 4, 0T DA &R at/sre/at_user_cmd.c AT R S M 4

A O)VAIER7/5 3 (I

AR T A O HTTP 5525
2. B it URL.,

F:
o QSRS E R R R R IE R A lﬁlﬁﬁ TR e UG, B REJCTAE H] AT+CIUPDATE fiy
ST, BRARGRIg 4L B AT+CIUPDATE 47 OTA JH48 BI# T a aémx%

AT+CIUPDATE

I & ] iot.espressif.cn {7 BRIA HTTP R 55 2% . 1% 2 AT AT AR 740 X, i8] AT
at_customize.csv FE X HE XK. WMV REREGIRA, Zad 5 HET49
FRFERAIA . 155 % AT+CIUPDATE #EUE 25 5.

% i T A E S bin SUPF, IEERRA T 72—

1. % iot.espressif.cn B b B [ O HITP iR558% , I 5248 B Re . anfn] SC 88 B U #Y AT+CIUPDATE
b, 1§Z&# at/src/at_ota_cmd.c.

2. 1r iot.espressif.cn LI A3y, JEMELL B L% bin S0fE. (BBl i@ 1 v B CLaext i s
TR SS 2% LoV . ) 5% 18 A AT+CIUPDATE # 47 OTA #+ 48 FBUE 215 H..

A B SR A0

L BOUENDRER AW, TR BIRE R AT

2. “”?ﬁ‘?@ﬂ,&ﬁixm bin SCfF, HEAT FICE HTTP JIlR5525% .

3. BATOCRY HTTP 5585 . BR ¥ THBOS IR o IXSh, 845 BITHAE at_customize.csv SCHFE X
E’JFH PR IX .

AT+WEBSERVER

W fir 2 A D BE AR R R TH R AT [l BT, % (R AETH Y AR Y 2 K Eh R . ZEFF IR Tt
R A0, IR web Ik 55 A% G H PRI AT FEFE 2] s TAL E. 8] PAZ5 AT+ WEBSERVER
B Web Server AT 18] $REUHE 215 5.
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KT I E O HTML TR, i 2% /50 fs_image/index.html, kT 523045 H 01 AT+WEBSERVER
&l S %R at/src/at_web_server_cmd.c,

B AR5 BT
I ST AP OTA TH, Aol TRk

CIRAH

o WERGETIR I 0 AR R R R AT R, AETFSE IR, TR TCIA (] AT+CIUPDATE fiy
AT, ARG IR AE A AT+CIUPDATE #:47 OTA SH48 B7 T H I 4 .

6.13.2 {di}fl ESP-AT OTA #i4A#iit OTA F1-4%
i)l AT+USEROTA 347 OTA -2

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

i ILAT+CIUPDATE iy J12% H 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] fot.espressif.cn H 3K
%) token fEL. VAN A PRIEIA T UNTAE iot.espressif.on b AIEBLA I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~Cisco WebEx Mestings  Espressif Systems i +

|OtBLleet if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,u;ﬁDED "
QERIENCES [——~ 7)

ST A AT

B 21: 77T iot.espressif.cn F 3

2. B B AR “oin”, ERAGINA T, HRAEHLIE AT .

i
o U Join IRER AR PR, WA i IEE, EEER KA.

3. wili M T EFRY “Device”, MRJ5 iy “Create” Aefl|E#— it
4. MR RHBEIE AN, T ETR:
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lot-Espressif WStat-  Join  Login

Join

Name Username [a-zA-Z0-9_]+

Email Email
Password Password
Join
& 22: i A iot.espressif.cn
|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”
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Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
" Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Datastreams

Device Status developing

Request Logs c
1 wait for request...
+ Create
. Key set you as owner
Meta-Info &
I I master 5802010b6eeB6C617583371ade41af4fe0942f2¢ (masier) I
owner 7189246496617d2482c6a3b38498f198173462 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

S. M ZAE SR 4% 0 OTA bin U, BLEL AT OTA token 2581 AR AN R ANFT7R -

#57E: WM SSL OTA, #35 “The SSL token for AT OTA” 35 Bl & .

6. JH “Product” HEA ML, W NI/ . BATH B BRI, 76 “ROM Deploy” " A i 4~ Fil corename.
FAEIR S5 ) bin XFEGA A “ota.bin” HARLTE

ik
o WAREMET Y at_customize.csv FUE XIWH T HE LXK, HFER ota.bin Frif i H
P E XA bin SCEERPTT
o XIT corename FEt, BFEAUA THBIEIX 4) bin S0,

7. By ota.bin REHLRAE A A BIAS o
8. TE 75 LiZfTAT+USEROTA % . WIRMZSE %R, KR OTA FH¢.,

i

o & E %3] iot.espressif.cn [ bin SCEFZ PRI, 5 EE0E AT LI -
— WARTY app X, EHRF bin U4 E R ota.bin,
- WRALGH A& XWX, 155 bin U4 EHN at_customize.csv H1HY Name FE.
Fan, WRIY factory _Param 43X, iEHHRE N factory_ param.bin,
* ESP-AT R A TE A ] OTA pIXrpre iX#F, HIfi OTA i T EAMNREF K, J5lh ESP-AT [#]
P RBIE R IE T, EXT HE X3 X, BT ESP-AT WA &M, #H/OHIH.
o WUREFT RN PG I A e i bin S0, IR 2 E R AR RRACIRE , 0 %5 OTA token i3 ¥
i H 2y token fii .

f#iJl AT+WEBSERVER k47 OTA J}-4%

1% 3% AT+ WEBSERVER | Web Server AT 7= f5) 3IUE £ {5 5.
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, seral, desc pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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Id

9 Product {id: 3867, serial: 6b4dd7a9 }

KName esp_iot_test

Serial Bbddd7ad (In 8 hours)
Secret click to show secret
Description

Status develoging...

Activated / Total

Datastreams ROM Deploy

s Y Gure i

chore(beta): 1.0 codanamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

6.14 i g ESP-IDF filiiAs

ESP-AT [{FH SR ZEWIHR T S HEAS (ESP-IDF ), 43 /NCASIK) ESP-AT [ RN 5E 1) ESP-IDF Hi
Ao 3R ZUHULE ] ESP-AT TARERIARY ESP-IDF iR A, ANt iXH 7 ESP-IDF i, [H )y libesp32¢3_at_core.a
Ji&)Z ) ESP-IDF Jift 4255 ESP-AT T#&#Y IDF AR —E00] RE & S 25 R F i A

H2, TERLERRIRNS DL, ESP-IDF f/MIAS BBt n] RESE I T ESP-AT T AR, AIRETH R, A3
(ERIK (S

ESP-AT [ {3 ¥ ) ESP-IDF Ky A il 5k 7. IDF_VERSTON CAHr, 3% 2850 {43 7ii ¥ module_config
A I TR O R BL A SO E e b % SO AR T OB [ 4 B & T ) ESP-IDF ) 4 2. AL
ID il ¢ k. f 4, PLATFORM_ESP32C3 4 [y MINI-1 #8540 [y IDF_VERSION { F mod-
ule_config/module_esp32c3_default/IDF_VERSION,

B FL AR ESP-AT [F]{4: 55387 ESP-IDF JiRAS, 4% BE DA T AL BRI

o FFFE4HA IDF_VERSION {4,

o MEFEEHHIL A 50, 3252 ID M L.

o Mk esp-at MHFEFIEAM esp-idf, PAEFIKGwiER 5 JE % IDF_VERSION 45 E 1
ESP-IDF Jifi 4%,

o HHT4RIE ESP-AT T A2,

WA, 24 ESP-AT jit 4~ #l ESP-IDF JRASADLHL, Faid iy 4R AT 1% .

[Please wait for the update to complete, which will take some time

6.15 ESP-AT [il{}7: 5%

AR LR T ] — ESP32-C3 RFUH AT BFAE I ar o5 . fF. BT 225
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6.15.1 ESP32-C3 %1

AATALHLLF ESP32-C3 51 AT [ EHG X 5
« ESP32-C3-MINI-1-AT-Vx.x.x.x.zip (<5 f#i#5>y MINI-1 Bin)

SRR e A 4

NI T E BRI ESP32-C3 41 AT BN SR a4 (1 & 301 ) . B SCRpEATATE
Wi B A ESP-AT TG SR @M (@ %0R). SR rmmas (O RR), FREAY
SN SE A SR Ao dE . IEXURARIREIE AT BV #, EERER A A RALfE, A
Fromis. AATHERIET TR IR E BT 55 # ittt OTA JHL

WP 5%

hLH

MINI-1 Bin

base

user

Wi-Fi

TCP-IP

mDNS

WPS
SmartConfig
ping

MQTT

HTTP

Bluetooth LE
Bluetooth LE HID
BluFi

FileSystem
driver

WPAZ2 enterprise
Web server
WebSocket

OTA

e

MINI-1 Bin

Flash

PSRAM
UART 451!

4 MB

(%]

TX: 7
RX: 6
CTS: 5
RTS: 4

VUART BT HE X, PHEESZ TR E AT # 0% i,
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S HEIELE

RS TE T AR ESP32-C3 51 AT [ AFRRIASCHRPIP LA S0E 1 (O & 20) - BRI SR ETT
DAt arpy T A BBUSSHHOBAL () @ FR), URsE SR O © 3R). MTRERX
FRBEL, 50T DA AR M 453 ESP-AT 142 WU ATR S Bl & 2 HE

BH/S MINI-1 Bin

ESP32-C3-MINI-1/1U
ESP32-C3-WROOM-02/02U
ESP8685-WROOM-01
ESP8685-WROOM-03
ESP8685-WROOM-04
ESP8685-WROOM-05
ESP8685-WROOM-06
ESP8685-WROOM-07

6.16 il I\ GitHub b i Fril A AT [ 1

t T ESP-AT 7£ GitHub &1 CT ($r224E00), I AR Bl 4% 3] GitHub #842E 1, ESP-AT [&]{4:(%)
I R AR

R PER I RIRTRA AT BPE, & 28RS A Cry™ i B T A% IS 6E -
WIRAFAE P RRWIIECL B b &R EEE, TR 2L T RERY) R i .

PATR P gR A R A anfar A GitHub R 2ol A AT [T

1. B A& GitHub JiK-5
EFFIEZ BT, WS GitHub Mk, 0 T 2k B R Bs SA R

2. ¥TFFMITT https://github.com/espressif/esp-at

M “Actions” 3#EA “Actions” TH

4. i “Branch” 4 5E 4
BRIN N master 4337 o WA AR T 8048 7 S IS E 4, 5 “Branch” #F AR 53¢
I workflow T JH] .

5. midEoH Y workflow i3 A workflow T i

PR BB A5, 7E Artifacts U EEAHRT R 154

7. S T B T I A AT [ 4

b

o

il WEORGEHE Artifacts TR SCA RN AR, WS ESP-AT B £ 5% PR
AT T

6.17 at.py T.H

at.py LE T B MITHEIFH 2 MB/4 MB AT 872 &4 () build/factory H3F T factory XXX.
bin) AL S EALE . XL B Wi-Fi BUE . IEBM%SCE . UART Bl'E . GATTS BiE%. 4
BRI A TE R R TR KBS, WA at .oy T HAB SR )X e S L E
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[ espressif/ esp-at

<> Code () Issues 50
¥ master ~

B .github/workflows

8 components

B docs

B examples

B main

B module_config

B iools

xcguang Merge branch ‘docs/update_how_to_customize_ble...

@Wach ~ | 44

i Pull requests 4 (®) Actions

Go to file

feat: add new GitLab and GitHub jobs for all func...

[ Projects

070 wiki

v 6Gdaysago ¥91,473

2 months ago

feat(core): Update at core version to 8789daa0 7 days ago
Merge branch 'docs/update_how_to_customize_... 6 days ago
chore: remove deprecated esp8266 spi master (... 2 months ago
refactor: use esp-netif and esp-event instead of t... 16 days ago
fix: fix the issue of high power consumption when... 20 days ago
feature: Support compile on windows OS 7 months ago

¥y Star 371 % Fork | 251

@ security ces

AT application for ESP32
ESP-IDF & ESP32S2 ESP-
IDF & ESP8266
ESP8266_RTOS_SDK

espB266 esp32 wifi
ble spi uart ethemet
esp-idf qeloud at sdio

esp32s2 esp32c3

00 Readme

& View license

[ espressif/ esp-at

I 30: ESP-AT GitHub ‘[ /7 51 i

@Watch ~ | 44

vy Star 37 Y Fork 251

<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae
¥ master ~ Go to file Add file About

AT application for ESP32 ESP-
e xcguang Merge branch 'docs/update_how_to_customize_ble_s... v 6daysago Y9 1,473 IDF & ESP32S2 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

& 31: f55F Actions
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H espressif/ esp-at @Wakch ~ 44y S| 371 %9 Fork 251
<> Code () Issues 50 11 Pull requests 4 (@ Actions [ Projects M wiki @ Security [+ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
%, clciCl Q Filter workflow runs
271 workflow runs Event ~ Status ~ Branch ~ Actor ~
@ Merge branch 'docs/update_how_to_customize ... T ] 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.6.0 espas [ 7 days ago
CIC++ Cl #270: Commit 7135f05 pushed by igrr G) 6m 44s
© Merge branch 'feature/update_at_core_esp8266'i... LT AP CHEL T P, [ 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr G) 8m 47s
¥ 32: Actions T [fj
All workflows
Showing runs from all workflows
Q branch:master
224 workflow run results Event = Status - Branch = Actor =

Filter by branch

Find a branch

@ Merge branch 'docs/update BLEADVPARAM_param... .
master
ClC++ CI #285: Commit b492079 pushed by igrr [
© Merge branch 'docsitrans_compile_project_and_ad... .
master
clC++ CI #283: Commit e5ca22e pushed by igrr
© Merge branch 'docsitrans_four_compile_develop_d... .
master
CIC++ Cl #282: Commit cc39436 pushed by igrr
@ Merge branch 'docs/update_copyright_year' into 'm... =
master
CIC++ CI #281: Commit c6c38fb pushed by igrr
@ Merge branch 'docsl/fix_firmware_diff_doc' into 'mas... .
master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

Merne hranch 'darsladd cinstate command' intn 'm

& 33: ;HiF Branch

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3
release/v2.2.0.0_espB8266

test

[ [T = Py
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Workflows All workflows

All workfl Showing runs from all workflows
workflows

Py Clc++Cl Q. Filter workflow runs

271 workflow runs Event ~ Status ~ Branch - Actor =

@ Merge branch 'docs/update_how_to_customize_ble... = B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
Merge branch ‘feature/lupdate_at_core_esp32' into ...

° g P - —esp. release/v2.2.0.0_esp32 ETMYS agoe
CIC++ CI #270: Commit 713505 pushed by igrr @ 6m 44s
Merge branch ‘feature/update_at_core_esp8266" into...

° g P - —esp! release/v2.2.0.0_esp8266 ETMYS agoe
CIC++ CI #269: Commit 48e0237 pushed by igrr @ 8m 47s

K 34: i fE Y Workflow

@ Merge branch 'docs/update_how to customize ble services' into 'master’ C/C++ Cl #271

Summ
GD ary Triggered via push & days ago Status Total duration Artifacts
o 2 igr pushed - ec5792h master Success 6m 255 1
obns
@ build-esp32-wroom-at
; main.ymil
@ build-esp32-wrover-at y
on: push

@ build-esp32-pico-d4-at

build-esp32-solo-at
o p @ build-esp32-wroom-at 4m33s

@ build-esp32-dzwd-at @ build-esp32-wrover-at Sm 40s

@ build-esp32-mini-1-at @ build-esp32-pico-dd-at  5m30s
@ build-esp32-gcloud @ build-esp32-solo-at 5m18s
@ build-esp32-at-full-function-test @ build-esp32-d2wd-at 5m27s
@ build-esp32c3-mini-1-at ®© huild-esp32-mini-1-at 5m25s
@ build-esp32c3-at-full-function-test © huild-esp32-gcloud 5m30s
@ build-esp32c3-qcloud @ build-esp32-at-full-functi... 5m46s

@ build-esp32¢3-mini-1-at 5mis
@ build-esp32c3-at-full-fun... &m 11s

@ build-esp32¢3-goloud 5m32s

&l 35: f2:ErH Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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6.17.1 RN

R TP IR TE, SeAt at .oy THFHR. PR R0 a0 B e . Mt fsPRJERE R Linux
BEI .

o % —3F: Python %%

* Hi=¥: atpy Tk

e %= atpy B iEVLEA

o HvaF: atpy 15 E P ey B E T 1)
s FAY: BEIMFRE

6.17.2 45— : Python &%

MR A C 222256 5 Python, AT AR AR TR . 0, 54k Python B 5 S0y, 58/ Python /Y F 2k
2R, HEt B Python 3.10.0 s iR A .

BHSEIG, A ATEAR T A python —-version, #7% Python fii4s.

6.17.3 45 2: atpy F#k
1fE] atpy DL, iy Download raw file 4, ¥ at.py U N B4 H.

e

Pull requests Issues Codespaces Marketplace Explore
Edit Pins ~
Code Issues 116 Pull requests (2 Discussions Actions Projects Wiki Security (2 Insights

Code at.py

master ‘ ustcew

: Code Blame
main

Configs

relink

esp_at_factory_bin_combine.py

aram_generate.py

&l 37: "F# at.py SCHF
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6.17.4 52 at.py JHIEBEW]

Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,
B F SR R A B U

6.17.5 50U at.py & PF AL E R B

Wk Wi-Fi ie B
WBBGE P A FE A E
147 UART fe &
1474 GATTS e 5.

i

AP NR A B L RS EEE, B, AaTPARIHME i Wi-Fi Bt & AHE B A4 i E
FHBEMMS RIS, WA ASEE LA, EAES ARNSEICE 2 A
B SEE, 7524 8] mfg_nvs H3R NH mfg_nvs.csv H1, XML,

e Wi-Fi ficE

MR E ) Wi-Fi S0 E AR R R

S I 152 RA

--tx_power Wi-Fi [ K & 501 5% P45 WL ESP32-C3 K itah =

--country_code Wi-Fi [HZAHE g W Wi-Fi [ Z XA ) ce B
--start_channel Wi-Fi jE i4 {58 S W Wi-Fi B Z XA F1#) schan 2B
--channel_number Wi-Fi [#) A E 85 R L, Wi-Fi [8] Z/H X A 33 nchan 52

Bilfw, FATRAREAI AR fir 4, Bk Wi-Fi iR K 62035 18 dBm, [EZRAA US, RIGHER 1, &
fRIEZCH 11:

python at.py modify _bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o -tx_power 72: BFAfij}2 0.25dBm, 72 F/~ 18 dBm
« --input factory_XXX.bin: i A ¥ [E{4 04

fesCE 15 R P
B R UE SR A I AN R R R
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SH Inge Rt
--server_ca TLS R%#51 CA IE+H server_ca.crt
--server_cert TLS AR #atiE+ server_cert.crt
--server_key TLS AR 525105540 server.key
--client_ca0 20 EBE iy CAE client_ca_00.crt
--client_cert0 %0 ER P umAYIES client_cert_00.crt
--client_keyO 20 EX R A client_key_00.key

--client_cal
--client_certl
--client_keyl
--mqtt_ca
--mqtt_cert
--mqtt_key
--wpa2_ca

--wpa2_cert
--wpa2_key

% 1 £ il CAES

% 1 EX PRIk

% 1 BK P ini %4

MQTT % i) CA k45
MQTT % F i k45

MQTT % it %5 4H
WPA2-Enterprise % /™' iiii f) CA
ik

WPA2-Enterprise % i (I 35
WPA2-Enterprise % )3 1 35 4H

client_ca_01.crt
client_cert_O01.crt
client_key_01.key
mqtt_ca.crt
mgqtt_client.crt
mgqtt_client.key
wpa2_ca.pem

wpa2_client.crt
wpa2_client.key

Blan, GRIAGEIPA R fiy%, B MQTT )ik CAGIES: . &) s uE R4 .

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt —--mgtt_cert mgtt/mgtt.crt —-
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

« --input factory_XXX.bin: #ij A 7 [& {43044

&k UART Ffic ¥

FEMH) UART [EEL, {ELEAT 4 45% 2 () UART BCE. MBS R E T R AR

S IngE bz

AT g4 1) UART 5 {XAE AT H & D [EEHAE AT dpd 08, {2
WS FRFGAIE R tx_pin fil rx_pin
%mﬁ%ﬂﬂiﬁﬂmmﬁm EH—%,
AT B Es%v HECE T rx, MR tx_pin FF%
il B 5 T3k IEWFIII (TE%&# i£4%) f) UART
[ tx 45 B — 2.

--uart_num

--baud AT 14 FTH AR JRUGE : 115200

--tx_pin AT 174 i TX &1 i B R IE RRIE B0 B RN 2 A HAh A5 B v 2

--IX_pin AT @4 ) RX 45 TR PRE AR5 TR B TN AR b A JA v 2

--Cts_pin AT 154 O CTS 4 1 T PRAIE R R A N S R A A Bl vh 2 . AN
IR, BRI SECh -1,

--rts_pin AT 1iy4 1) RTS 4 1 T PRIE R B0 B BN £ R A A Bl v 2 . AN

ARy, BESISECN -1,

B, EAIABE AR fir s, B2 AT fiy4 B BRRR N 921600, TX 4GRS 17, RX M 16, S5

python at.py modify_bin --baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

o —-input factory_XXX.bin: #j A E {3k
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&k GATTS fiti

EPRT, WA fT B SR AL S T IR 4 SCRY, T/ GATTS RYRCE S gatts_data.csv HHAYAA
By e
TR B GATTS Jit B4R 2 fis -

SH In&e

--gatts_cfg0 BT gatts_data.csv 3C4H index A 0 [ —4 T4k e
--gatts_cfgl T gatts_data.csv U index Sh 1 —4T740E
--gatts_cfg2 BT gatts_data.csv U index oh 2 —4T4HE
--gatts_cfg3 BHr atts_data.csv X index O 3 I—4T8HE
--gatts_cfgd T gatts_data.csv SO index O 4 B—F T8
--gatts_cfg5 T gatts_data.csv (T index K 5 I —4 TR
--gatts_cfg6 T gatts_data.csv L4 index K 6 [ —4TEkdE
--gatts_cfg7 T gatts_data.csv S H index °h 7 —4T4HE
--gatts_cfg8 BT gatts_data.csv U index O 8 I—4T8HE
--gatts_cfg9 BT gatts_data.csv SO index oh 9 B—ATEE
--gatts_cfg10 TPt catts_data.csv U index S 10 F—F T80
--gatts_cfgl1 T gatts_data.csv 3L index Ky 11 B—475dR
--gatts_cfgl2 BT gatts_data.csv U4 index o4 12 1—478E
--gatts_cfgl3 BB gatts_data.csv U index S 13 1—478E
--gatts_cfgl4 BHHT gatts_data.csv U index S 14 1—478HE
—-gatts_cfgl5 T eatts_data.csv U index Sy 15 —F T80
--gatts_cfg16 BT gatts_data.csv 3L index Ky 16 1—F75 R
--gatts_cfgl7 T gatts_data.csv SC{4H index Ky 17 B—475dR
--gatts_cfgl8 BT gatts_data.csv U4 index S 18 1—478HE
--gatts_cfg19 B HT atts_data.csv X index i 19 I—478HE
--gatts_cfg20 T gatts_data.csv U index S 20 F—F T8
--gatts_cfg21 BT gatts_data.csv SCEHT index K 21 P—4T5R
--gatts_cfg22 BT gatts_data.csv 3L index 2y 22 1—FT5dR
--gatts_cfg23 T gatts_data.csv U index O 23 —4T4E
--gatts_cfg24 BT gatts_data.csv U index S 24 1—4T8HE
--gatts_cfg25 BT atts_data.csv U index S 25 I—4T4 R
--gatts_cfg26 T catts_data.csv U index S 26 F—FTHE
--gatts_cfg27 BT gatts_data.csv 3L index Ky 27 H—4T5R
--gatts_cfg28 TH T gatts_data.csv 304 index 4 28 B —4 T4
--gatts_cfg29 BT gatts_data.csv U index b 29 —4T8E
--gatts_cfg30 BHHT gatts_data.csv CH index oA 30 H—4T 4R

B, ERTLAE AT a4, B index 2 0 4714 perm ALFR

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" --input factory_
—XXX.bin

« --input factory_XXX.bin: #ij A 7 {43044

R BEURE AT [E, o SR F O™ i B AT IS UE S fiE .
T PRAT AP R BT A SR A WP DA R B R E 1T e 2L T RE R M il

Shob: WIPRREk IR E A S, e SR .
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6.18 AT API Reference

6.18.1 Header File

» components/at/include/esp_at_core.h

6.18.2 Functions

void esp_at_module_init (const uint8_t *custom_version)
This function should be called only once.
S
custom_version —version information by custom
esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)
Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value -the value parsed

B

* ESP_AT_PARA_PARSE_RESULT_OK : succeed

* ESP_AT_PARA_PARSE_RESULT_FAIL : fail

* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)

Parse float parameter from command string.

SH
* para_index —the index of parameter
* value —the value parsed

Bl

e ESP_AT PARA_PARSE RESULT_OK : succeed
 ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

S8
len —data length
bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

BH
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* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-
MAX_DELAY.
Rl
e true : succeed
* false : fail
void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.
bool esp_at_custom_cmd_array_regist (const esp_ar_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)
regist at command set, which defined by custom,
S8
* custom_at_cmd_array —at command set
* cmd_num —command number
void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)
regist device operate functions set,

S
ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
S8
ops —custom operate functions set
uint32_t esp_at_get_version (void)
get at module version number,
Bl
at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint§_t result_code)
response AT process result,
S8
result_code —see esp_at_result_code_string_index
int32_t esp_at_port_write_data (uint8_t *data, int32_t len)

write data into device,

SH
e data —data buffer to be written
* len —data length

Rl

* >=(: the real length of the data written
* others : fail.

int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)

call pre_active_write_data_callback() first and then write data into device,

B8
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* data —data buffer to be written
* len —data length

* >=(: the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
S

* data —data buffer
* len —data length

i e >=0: the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,
B

timeout_msec —timeout time,The unit is millisecond.
Bl
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=(: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)

Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

B8

terminator —the line terminator
RA
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is “\r\n” .
P
the command line terminator

const esp_partition_t *esp_at_custom_partition_f£find (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char

*label)
Find the partition which is defined in at_customize.csv.
S8
* type —the type of the partition
* subtype —the subtype of the partition
¢ label —Partition label
S|

pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid for
the lifetime of the application
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void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_ DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

B
callback ~which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)

Get the version of the AT core library.

S
* buffer —buffer to store the version string
* size —size of the buffer

Bl

* > (: the real length of the version string
* others : fail

bool at_fatfs_mount (void)
Mount FATFS partition.

1 if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.

% Tk esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

£41:: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()

to unmount the partition when you don’ t need it.

&
* true : succeed
* false : fail
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bool at_fatfs_unmount (void)
Unmount FATFS partition.

B
e true : succeed
* false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.

S
str —the string to be checked
R
e true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

6.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device
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int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(ar_sleep_mode_t mode)

callback before entering light sleep

Espressif Systems 385 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C3

Chapter 6. WA ZiFHIF & H O AT TR

void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.18.4 Macros

at_min (x,y)
at_max (x,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT

Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress
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ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.18.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.18.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_ SLEEP
enumerator AT_LIGHT_ SLEEP
enumerator AT_MAX_ MODEM_SLEEP
enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_ MODULE_NUM
AT module
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enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_ SUB_PARA_LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT _SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_ SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_ SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:
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enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT_PARA PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_RESULT_CODE_OK
[13 OK b2

enumerator ESP_AT_RESULT CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_ CODE_FAIL
“ERROR”

enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

6.18.7 Header File

¢ components/at/include/esp_at.h

6.18.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name
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const char *esp_at_get_module_name_by_id (uint32_tid)
get module name by index
uint32_t esp_at_get_module_id (void)
get current module id
void esp_at_set_module_id (uint32_tid)
Set current module id.
S
id —[in] the module id to set
void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.
S8
buffer —[in] pointer to a module name string
void esp_at_main_preprocess (void)
some workarounds for esp-at project
at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)
get storage mode of mfg parameters
Bl
at_mfg_params_storage_mode_t
void esp_at_ready_ before (void)
Do some things before esp-at is ready.

$47¥: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.

void esp_at_log_write (esp_log_level_t level, const char *tag, const char *format, ...)

Write message into the log.

This function is not intended to be used directly. Instead, use one of ESP_AT_LOGE, ESP_AT_LOGW,
ESP_AT LOGI, ESP_AT_LOGD, ESP_AT_LOGYV macros.

This function or these macros should not be used from an interrupt.

esp_err_t esp_at_nvs_set_str (nvs_handle_t handle, const char *key, const char *value)
NVS operations for string and blob.

2L

nvs_set_str,nvs_get_str,nvs_set_blob,nvs_get_blob

$&7E: These functions can be overridden with custom implementations. For example: you can override these
functions to encrypt the data before writing to NVS (decrypt the data after reading from NVS).

esp_err_t esp_at_nvs_get_str (nvs_handle_t handle, const char *key, char *out_value, size_t *length)
esp_err_t esp_at_nvs_set_blob (nvs_handle_t handle, const char *key, const void *value, size_t length)

esp_err_t esp_at_nvs_get_blob (nvs_handle_t handle, const char *key, void *out_value, size_t *length)
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6.18.9 Macros

ESP_AT PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

ESP_AT_LOG_BUFFER_HEXDUMP (tag, buffer, buff_len, level)
Same to ESP_LOG_BUFFER_HEXDUMP, but only output when buffer is not NULL.

CONFIG_AT_ LOG_DEFAULT_LEVEL

ESP_AT_LOGE (tag, format, ...)
runtime macro to output logs at a specified level.

S
printf
S
* tag —tagof the log, which can be used to change the loglevel by esp_log_level_set
at runtime.
* format —format of the output log. See printf
e ... —variables to be replaced into the log. See print £

ESP_AT_LOGW (tag, format, ...)
ESP_AT_ LOGI (tag, format, ...)
ESP_AT_ LOGD (tag, format, ...)

ESP_AT_LOGV (tag, format, ...)

6.18.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE
enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_ IN_PARTITION

6.19  fyifof P B i R B A
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6.19.1 T4

AR (sﬂence mode) s& ESP-AT [&]{4: (1) —Fh gt 125 L - 1B 150

I HZE) 178, WEBEBEEE. WRBEH, ﬁﬁ"\ﬁ”ﬂ%lﬁﬂﬂ’]ﬁtd\
B H [EI#FE’WUJ\

, TG AT B HE (BIAT B &% o i

(EAEBUAE PRSE5 8T T PRy =X

 TEpython build.py menuconfig > Component config > AT 452 T 28 FIAFEEN AT HhE.

* 2% /ML IR SO SO PRI

& 12: JF AR A B‘Jﬁﬁmﬁﬂﬁ}%)ﬁﬁ 54

BRRAIRC s

SR EE el (RES JFPE—
0), HEFFILACE:

—LE AT f H &

o R (DN W H [ (esp-at.bin) [k
1), AEFILEE JNEHIN

mﬂi 514 (esp-at.bin) FR/NEHENN, X AT RE
S EIE AT FEERE, N BN
T ARSI B A XK, T 52
BEW (miFxmn ).

A S MR — 28 AT B9 H &5, 92 CON-
FIG_LOG_DEFAULT_LEVEL Bt & 23, M

T JCIE i A RS H R, X e n i
AT ZHRERIMERE .

ETIE SN S RVINTE

$ ./build.py build
(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition —-—
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
app partition is too small for binary esp-at.bin size 0x135ae0:

— Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x5ae0)
ninja: build stopped:

Error:

subcommand failed.

6.19.2 Jil¥E

o JEUH S BB
- Kithi¥ ESP-AT T42

TER = AR LE silence mode Sy No (B Yes) &M (BUFH) #EEK.
— M W #iF ESP-AT 142

TEPATHS 5.3 B IRATH BT, & EL esp-at/.github/workflows/build_template_esp32c3.yml 3 {4 Ff
silence_mode [{H, RN EEENFEE. Hlan, ZOFEEHEEC, WERER:

— name:

Configure prerequisites
run: |

# set module information

silence_mode=1

mkdir build

echo -e "{\"platform\": \"PLATFORM_ESP32C3\",
\"silence\": $

© RS AT B EBALE, RISHATAT+GMR 64, B2 i & T R )5
HEEEH
- ﬁu%ﬁﬁﬂ%@%ﬁﬁﬁ, AT+GMR fip MR B AL s—, filhn:

\"module\": \"S${{ inputs.
}" > build/module_info. json
J

—module_name }}\",
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AT+GMR
AT version:3.5.0.0-dev (s—-88bdead...

(more lines of version information)

OK
— R R, AT+GMR Gy M B4 s—, filt:

AT+GMR
AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK

6.20 Wil EIE L AT Wik H &

ASCEEAG T E A HERCEET . A TIRECEZ T ESP-AT g HEE R, 1§ B 1% %
ESP-AT 142, 755 =5t ¥ T AL L ¥E % silence mode “hy No. FESE HA ML E TAE R, MRIGEALERTE M,
EEXp b S H A R

o AT Wi-Fi 428K
o« AT R 2% AR
AT BLE $#¢iRiX

o AT 3% gy 4% iRX
o IR B

AWM H &, FFIAT B &% 0 fith, R SR, 3% Ml XA TX GPIO &,
I ER 0 THARZE M HE.

ik B HEECE TS, HG R, AR SR R R
i) RS . B IR H & K, SEOCEE RS H I task wdt SR E.

JoH H B E RS, BN, RESEGRER I, BEi, AU‘TMT python build.py
menuconfig> Component config>AT I NEEHANEER AT SHEESRBUNEER /N,

6.20.1 AT Wi-Fi Jjigilik

o SEATLUR T DA R AT DATE R Wi-Fi il % L0563 s H 25

Component config > Log > Log Level > Default log verbosity > Info (Eﬁ Info.
N EFR)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi_
—statistics

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi.
—statistics > The interval of dumping Wi-Fi statistics (ms)

o ST DR DL FICELATE S Wi-Fi S b BT ik FI 2

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Supplicant > Print debug messages from WPA Supplicant
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Pk AEor A gy, )

2B %) Wi-Fi JGH, HARS E5% Wi-Fi 7 R,

6.20.2 AT Mg it

L]

TCP 4%,

e UDP /4%,

SSL )X,
ICMP /3%,
IWIP W 2438 4X,

TCP i

W #2 TCP jz%? TCP il (ﬂu SSL. HTTP, MQTT. WebSocket 25) 1% H (TX) Fl

145/\ (RX) %t

R, &AHHEHRHTE TCP HulitufF B, BF IP B KA.

TCP i K2 TCP J¥415 . TCP HffiA*5 . TCP ik H . H AR Al TCP AR5 0% (TCP flags),
Horr, TCP fRifi /2 CWR(128), ECN(64), Urgent(32), Ack(16). Push(8). Reset(4). SYN(2)

A1 FIN(1) R

Component config >
~Info W L% %)

Component config >
Component config > AT >
Component config > AT >
—Enable the TCP packet
Component config > AT >
—Enable the TCP packet

AT >

L

—numbers to monitor > 0

Enable ESP-AT Debug

Enable ESP-AT Debug > Enable
Enable ESP-AT Debug > Enable
debug messages

Enable ESP-AT Debug > Enable
debug messages > Specify the

Log > Log Level > Default log verbosity >

Network
Network

Network
list of

(=

Info
Debug
Debug >_

Debug >..
TCP port.

UDP ik

iy UDP 8+ UDP B’]T}fm)( (ﬁl] DHCP, DNS., SNTP, mDNS %) £ (TX) 95‘[]145/\

(RX) Bt R AT RCE,
P . H A5 AT UDP ﬁi‘Eﬁf

.

2y HG P47 E UDP B i B, Hrp s 1P Bk

-

~Info WLt %R)
Component config
Component config
Component config
—Enable the UDP
Component config > AT >
—Enable the UDP packet
— (UDP TX) port numbers
Component config > AT >
—Enable the UDP packet
— (UDP RX) port numbers

> AT >
> AT >
> AT >
packet

Enable ESP-AT Debug

Enable ESP-AT Debug > Enable
Enable ESP-AT Debug > Enable
debug messages

Enable ESP-AT Debug > Enable
debug messages > Specify the
to monitor

Enable ESP-AT Debug > Enable
debug messages > Specify the
to monitor

Component config > Log > Log Level > Default log verbosity >

Network
Network

Network
list of

Network
list of

Info

(=&
Debug
Debug >.

Debug >..
outgoing

Debug >..
incoming

UDP.

UDP.

SSL ik

AT AR AR BC L LAJT i SSL B ey il H 5
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Component config > Log > Log Level > Default log verbosity > Verbose
Component config > mbedTLS > Enable mbedTLS debugging

Component config > mbedTLS > Enable mbedTLS debugging > Set mbedTLS_
—debugging level > Verbose

ICMP ik

REATAE I LA BCE PAJT IS ICMP Z16E (AT+PING) H¥{ H 25

Component config > Log > Log Level > Default log verbosity > Info (EE_
~Info WLE%%)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >._
—Enable the ICMP packet debug messages

IWIP 45 ik

AN e A A b B A R ) H BT o R AR oK, T DAE % 4% Component  config
> LWIP >Enable LWIP Debug FEHTERREAE E .

6.20.3 AT BLE Jjfig ik

o BOTDAEIRAEAT A &350 EAEWITEHE, AiiHi BLE BT,
o BRTLAE M PARECE LAJT S BLE 4. 282, . Bk S B AR i H A

s R

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > HCI.
—layer > DEBUG

o SERTDAE A AR HCELATT IS BLE FERf i R A il il H 25

Component config > Log > Log Level > Default log verbosity > Debug

Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > HCI.
—layer > DEBUG

Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > SMP.
—layer > DEBUG

L J

(T DA T DA R I DAJF /2 BLE GATT J2A0H i H i

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > GATT.
—~layer > DEBUG

o BERTLAE A PATR B E LAJT IS AT BluFi SRR I H &

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > Bluedroid Options > BT DEBUG LOG LEVEL > BLUFI.
—layer > DEBUG

. J

S DA B To vk R R ARk, AT ATERE 4R Component config>Bluetooth>Bluedroid
Options >BT DEBUG LOG LEVEL & HIHA i dR 1 A TC &

6.20.4 AT 3 11 Y fig il
o MEHEAEAT B 555 v RINE] AT i TX Joiksy MCU BRdismt, EnlIF e an T i :
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Component config > Log > Log Level > Default log verbosity > Info (& Info.
WU k% %)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.

—MCU (AT —-—--> MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.
—MCU (AT —-—--> MCU) > The maximum length of the data sent from AT to MCU to be.

—logged > 8192
MEAREAEAT A 5% 0 JRECAT jfad RX i3 MCU ZoRdant, SnlFF g Ml E :

Component config > Log > Log Level > Default log verbosity > Info (EX Infoo
~ W EFR)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data received by AT.

(

—from MCU (AT <-—-—- MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data received by AT.
—from MCU (AT <-——- MCU) > The maximum length of the data received by AT from.

—MCU to be logged > 8192

6.20.5  idon il
A1 PR TCP MR Bl BRI

it ESP BLUAAERRRR N 115200 DA AP R OL T, 1 TCP % i S M 55 4% 5. T TCP 1%
&, EABERE, I REBIRGIRS -

System
3 GO
AT Core '—113| ’
[ 3
G9
TCP/UDP - == =#» TCP/UDP
A
R4| 1S4
S2||R2 L Remote Host 58| [R8
Y 1
St [
Medium Interface "1 Medium R5 S5
Rl Y
UART UART X \
e = Link Interface d—li
SDIO SDIO ikl —» (( )) —S7
Sucket Socket Ethernet R6
R7
Host MCU ESP-AT AP Internet

Bl 38: B i

AN AT K TR -

o BSP-AT % 3% (TX) B4 S1 -> 82 -> 83 >S4 -> S5 > S6 -> S7 > S8
o BSP-AT 425 (RX) HI%3#37% N R8 -> R7 -> R6 -> R5 -> R4 ->R3 -> R2 -> R1

IR AT BB (RGBS . AT S0, 2. Wi-Fi %) st e, we% ol
FABAES, SR I T AT

o X SI/R1 (HR A ) :
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i 2 580 M #R MCU i) ESP R4l ik i EB 8 (TX -> RX 261% ), AR UART il {5 215
EH . WMREISE GEERIOVBIEF RAEIEER), Geagik. & I R a6 AR
it 1E . MCU il ESP ) UART &% KK . XUy Be B asiz . it A e,

« % S2R2 (AT 1))
JE AT 3% 2 83X BLE I EHrgm e AT BeE. Rl snt, @dAT B & 2 e HERAE RX
() MTX (&%) BdERGIER. WRERBIEESR, WA R 2SS . &g
Wik AT 5| KI8T, 57E esp-at/issues HEAZ issue.

o X S3/R3 (AT PEPIbEE):
TLFEH P R

o %fT S4-S5/R4-R5 (452
JEHTCP AKX BLE I B gnit AT B, Zseht, @idAT B 3% 2 it H &5 LwiP 2
LR SR IES . MR EIRE, HAE esp-at/issues $£3¢ issue,

o %fT S6/R6 (Wi-Fi )2):
JEtH Wi-Fi X BB I R miE AT B4, s, 2% 5k Wireshark (i H 555 ik 2S 4k
Patd, HEGAT B %2 B HESH Wi-Fi ZERE 2RI R R 87 Wi-Fi 2,
THTE esp-at/issues $£%Z issue; #5 )@ B k55 #s i, 5 HATHEA .

il 2: P8k BLE ¥4, iR

Yist: ESP AL BLE % i 5 AL AL @57, BLE BEREFINTIT 4%
o AR BLE WioTg s, Wil mms, IURAT 7 &3 o g0l H G 70 dr. HEH]
AECL S WT I RS, X 2L RS2 BLE @AY, Ak AT el . nfil:

[Disconnect reason = 0x13 }

o FAAERL BLE I 253 R, RN AT BLE o fe VAR, g% AT BE0E. 5
W, JIRAT B &% 2 P H #7047
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Chapter 7

Bz - R lie AT oy 2 AT

7.1

RGNS =7 P s B W E i AT ay S MBEEALATR, 3R SRR 4l ST

RainMaker AT 72 Fll5E 1

7.1.1 RainMaker AT #y4 4

CiRAE

PO AT B SRR TR R B9 AT fiy 4. QPRS2 ESP32-C3 37 HF RainMaker fiy4-, iifEt

iR

ZH o TN GitHub T 8.5 #7160t A AT B SCRY, F 3% esp32c¢3-rainmaker-at [F]{4:
H 17% % ESP-AT T 42, R = %M IFIE P Platform name ¥4 PLATFORM_ESP32C3,
Module name %4 ESP32C3_RAINMAKER,

AT+RMNODEINIT : FJHaAL 7 15

AT+RMNODEATTR: J@VEAZ B4k

AT+RMDEV : $:45H:4E

AT+RMPARAM : {4 S5 AE
AT+RMPARAMBOUNDS :  [n/0E- 50 INvE Bl
AT+RMPARAMSTRLIST - [0) 45 S80S N E47 8251 32
AT+RMPARAMCOUNT : [It4H SE0RINEm R ITE 8
AT+RMUSERMAPPING : FFJ& il PRI p5 2 1] g e St
AT+RMUSERUNMAPPING : 35 Bl PRI 527 [a] 1 e B
AT+RMPROV = Tt 58 G PR 2 ) (A g
AT+RMCONN : %42 ESP RainMaker 7
AT+RMCLOSE: £zZh¥iFF 5 ESP RainMaker = [1 41
AT+RMPARAMUPDATE : Z:30E 3

AT+RMMODE : 1% & & Hifk=;

AT+RMSEND: ¥fRainMaker & i@ 1% 45 42 X, B RainMaker i& 1542 X, F KL
AT+RMOTARESULT : % 3% OTA %%

AT+RMOTAFETCH : $iHL OTA {5 &,

399


https://www.espressif.com/zh-hans/contact-us/sales-questions

Chapter 7. 55 =77 I = -G 5 il fb AT v & Al

AT+RMNODEINIT: #)i&4EY5 i,

Pari s g
[AT+RMNODEINIT
Wi i ¢

[OK

B PITININZ )5, TR B AR 7 ISON A% SR AT AE A -

{
"node_id" :"xXxxXXxXXXXxXX",
"config_version":"xxxx-xx—-xx",
"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"xxxxxxx",
"type":"AT Node",
"model":"esp—-at",
"project_name":"esp-at",
"platform":"esp32c3"
} 4
"devices": [
] 14
"services": [
{
"name":"System",
"type":"esp.service.system",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
1
} 4
{
"name" :"Factory—-Reset",
"type":"esp.param.factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 4
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
I3
1
}I
{
"name":"Time",
G
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(#2 E50)
"type":"esp.service.time",
"params": [
{
"name":"TZ",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"
]
} 14
{
"name" :"TZ-POSIX",
"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
}I
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
J 14
"bounds": {
ax":10
}
}
]
}
]
}
]
* TEPFTHE ESP RainMaker AT fir % Z BV IZSEHATIZAr 2 -
© EJW)&FF’ T RGNS . OTA g5, WIIXMeSs . EmRPATET TR 55

© R LR RPULHAE R 7 X rmaker_mfg FEPNIES B WERBA KT, WAAERS

NVS Gr DX HRBOAERE B« WERASEA RIS, B 22017 claiming.
© LS MBAEAEE R 40 X rmaker_mfg HINSE. WERSECREAE, WEGARCE F 845 H T
ﬁ@@iwmo

4\\

B A S BRIA BN

node_id: YHEUET, ME—ARIEAF, AATH.
config_version: EE ISRz &, ToRE ek
name: [& 5N “ESP RainMaker AT Node”,

fw_version: RainMaker AT R 45{E B .

type: [EE N “AT Node”,

model: [EEH “esp-at”.

project_name: [E|E R “esp-at”.

platform: [&|5Eh “ESP32-C37,
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— services: RGNS . OTA IR%s. WXARSS . @A AR 55 .

AT+RMNODEATTR: JEVE(E B

pEmY mA

—"name8">, <"value8">]

AT+RMNODEATTR=<"namel">, <"valuel">[<"name2">,<"value2">,<"name3">,<"value3d">, ..

< J

W

[OK

o <” name” >: 55 @A .
o <” value” >: F7 R MHAES

)i}
o LA NAZTE B T | RainMaker 5 2 BT (1§55 AT+RMPROV & # AT+RMCONN ) .

il

[AT+RMNODEATTR:"serialfnum","123abc"

AT+RMDEV: 45Hff:

peEmY mA

[AT+RMDEV:<dev_opt>,<"unique_name">,<"device_name">,<"device_type">

W i :

[OK

o <” dev_opt” >: WEIAE.
- 0: Im—AikA.
- 1 HER— &
e <” unique_name” >: KFEME—HRIR4 .
* <” device_name” >: RHFH/IR, FFAENNVH FRRHERINES LR,
o <” device_type” >: %£J5HL, #HE# Devices.

s
o A MIZAE B ER: [ RainMaker = 2 Wi AT (i§2% AT+RMPROV 5 # AT+RMCONN ).
o B s R AR — N .

o A WATIRING, WABERINETT . BIASE params HHISHUIEY “esp.param.name” , %{Hs
RBAIGE N “string”, RN “read” F1 “write”,
Bl
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[AT+RMDEV:O,"Light","Light","esp.device.light"

)

G PITHINZ G, B “Light” SBASINESRCE S, FFAENFBAMT Br7s ISON AU fRAE (47

5L B 15 2% AT+ RMNODEINIT )

{
"node_i1d" : "XXXXXXXXXXXX",
"config_version":"xxxx-xx—-xx",
"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"xxxxxxx",
"type":"AT Node",
"model":"esp-at",
"project_name":"esp-at",
"platform":"esp32c3"
} ’
"attributes": [
{
"name":"serial_num",
"value":"123abc"
}
] ’
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
}
1,
"services": [
{
"name" :"System",
"type":"esp.service.systen",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 14
{
"name" :"Factory—Reset",
"type":"esp.param.factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 4
(BT 50
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(#2 E50)
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
}
]
} 14
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"TzZ",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"
]
by
{
"name" :"TZ-POSIX",
"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
} 4
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
J r
"bounds" : {
"max":10
}
}
1
}
]
}
AT+RMPARAM: %55 Biiff
A Yy
B SIIE 21
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[

—"uli_type">,<"def">

AT+RMPARAM=<"unique_name">, <"param_name">, <"param_type">,<data_type>, <properties>, < J

* <” unique_name” >: EEME—FRIFS .
+ <” param_name” >: ZE4Fr.
e <” param_type” >: S(ZEH ., {5 S% Parameters,
o <data_type>: FfEIA,
— bit 0: boolean,
— bit 1: integer,
— bit 2: floating-point number,
— bit 3: string,
— bit4: object,
— bit5: array,
 <properties>: E{IEFR .
— bit 0: read,
— bit 1: write,
— bit 2: time_series.,
— bit3: persist,
o <” ui_type” >: Ul A, {%2:% Ul Elements.
o <” def” >: ERIA(H.

]
o LA NAZTEBE S TER: | RainMaker 52 FiHAT (i55% AT+RMPROV 5% AT+RMCONN ) .
o GRS EL <def> ILHLSEL <data_type>. AT NN TPKA
* YERainMaker % 542X W, HAVAFE—NSE ORI E L AT+RMDEV T3 NPT S ERIASEL) .
WERTER S FAEZ NS, WIEHEREARainMaker % 1 42X,

il

[AT+RMPARAM:"Light","Brightness","esp.param.brightness",2,3,"esp.ui.slider","50" }

AT+RMPARAMBOUNDS: W57 5 8 v It il

BEmA A

[AT+RMPARAMBOUNDS=<"uniquefname">,<"param7name">,<"min">,<"max">,<"step"> }
Wi i ¢
[ox J
SH

* <” unique_name” >: FFEME—RIH
o <” param_name” >: S 5.

o <” min” >: f/MH.

o <” max” >: H/H.

o <” step” >: HHHH.
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vei
o A MIZAE B ER: [ RainMaker 2 HiAAT (i§2% AT+RMPROV 5 # AT+RMCONN ) .

o ZAT 4N <data_type> (B FAT+RMPARAM WY <data_type> Z4{) A integer B ¥
floating-point number )41 . EFEZSE <"min">, <"max"> fil <"step"> VLfL <data_type>,

AT AR .

il

[AT+RMPARAMBOUNDS:"Switch","brightness","O","lOO","l"

J

AT PATIIIZ )G, bounds” SBMABLH “Switch” Hi, FFEAENERLALIF Bi7s JSON #XfRA7 (5 A%

Wit 152 % AT+RMNODEINIT ) .

{

"name" :"Brightness",
"type":"esp.param.brightness",
"data_type":"int",
"properties": [

"read",

"write"
]I
"bounds":{

"min":0,

"max":100,

"step":1
}I
"ui_type":"esp.ui.slider"

AT+RMPARAMSTRLIST: [0] 7452 5o I 40 53 51l

pEmY mA

—"strld">]

‘AT+RMPARAMSTRLIST<"unique_name">,<"param_name">,<"strl">[,<"st12">,<"str3“>,..

< J

+ <” unique_name” >: EME—FRIRA .
o <” param_name” >: ZHZFR.
o < ostr” > FAFHRERPIELFE.

v
o KA WAZLE W 144 I RainMaker 752 BithAT (752% AT+RMPROV {3 AT+RMCONN )

o ZAA R <data_type> (S AT+RMPARAM i) <data_type> S4() K string 155K

RS E <"str"> ILHL <data_type>, AT RMNFRA.

il

AT+RMPARAM="Light", "Color", "esp.param.color",4,3, "esp.ui.dropdown", "white"

AT+RMPARAMSTRLIST="Light", "Color", "white", "red", "blue", "yellow"
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EMAPATIINZ J5,” valid_strs” 2P A &% “Light” v, FHAENFRLAL T B~ ISON &R ARfE (T
S B 1 2% AT+ RMNODEINIT )

{

"name":"Color",
"type":"esp.param.color",
"data_type":"string",
"properties": [

"read",

"write"
]I
"valid_strs": [

"white",

"red",

"blue",

"yellow"
]I
"ui_type":"esp.ui.dropdown"

AT+RMPARAMCOUNT: %8 S 5miin Koo =5k

pEmY mA

[AT+RMPARAMCOUNT:<"unique_name">,<"param_name">,<array_count> }
i .
[ox 1

* <” unique_name” >: FFME—HRIHL .
o <” param_name” >: Z4Fr.
o <array_count>: {4 E KICESL.

o ZMANIZTER &R T RainMaker =2 BiAT (155 % AT+RMPROV 53# AT+RMCONN ) ,
o LS N <data_type> (S AT+RMPARAM W) <data_type> Z%k) K array IS5,

HHRSEL <array_count> JUE <data_type>, AT AN,

il

AT+RMPARAM="Light", "Color", "esp.param.color", 6,3, "esp.ui.hidden",6""

AT+RMPARAMCOUNT="Light", "Color", 5

B PATHINZ G ,” bounds” LA B s “Light” o, FHAENFBLALIN BT/ JSON A8 fRA7 (1A
Jit &1 2% AT+ RMNODEINIT ) ,

{
"name":"Color",
"type":"esp.param.color",
"data_type":"array",
"properties": [
"read",
"write"

(T
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1,
"bounds":{
"max":5
br
"ui_type":"esp.ui.hidden"

(% L 50)

AT+RMUSERMAPPING : 5 Fofiyi s 2z [ i e g

[AT+RMUSERMAPPING:<"user_id">,<"secret_key">

W

[OK

USRI PRI R Z RIS SE I, AT 1R [m] -

[+RMMAPPINGDONE

S

o <” user_id” >: B FFRIRA.
o <” secret_key” >: B4,

Bl

o IEMIAEPATIZM A Z FIR & B 4163 ESP RainMaker 7, 1557 AT+RMCONN .

o KA A PRUEB ) o BRETAE AR B % 7 o B S £ (Phone app/CLI).

AT+RMUSERUNMAPPING : 5B 2R i 2 il il e g

= .
P s wa:

[AT+RMUSERUNMAPPING

W

[OK

AT+RMPROV: [ JF 5 BRI 5 2 ke S

MY mA

[AT+RMPROV:<mode>[,<customer_id>,<device_extra_code>,<"broadcast_name">]

Wi i *

[OK
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o <mode>: I,
- 0: FFURECM, FHEAEBCM IS TR M PR 5 2 ] i o
- 1t 5 IERECR .
o <customer_id>: Z RIS, HTXRAARRNE . JEF: [0,65535]. WIERIRAE(H ] Nova Home,
i RARKAT.
¢ <device_extra_code>: ¥£4mid, T app BoMEFRIHE & E bR, JEE: [0,255].
* <” broadcast_name” >: H & AT RIS AFR. JEE: [0,12]. BAL: FY.

AT+RMCONN: 34:$:%] ESP RainMaker z;

BEae @

[AT+RMCONN:< conn_timeout>

o] o7 =
WA R D)% 3 %] ESP RainMaker 7, AT i&[a] :

+RMCONNECTED
OK

A 457%E$2 ESP RainMaker 7 220, AT iR [H]:

[ERROR

42 .
Wit @

[AT+RMCONN

W] 3 :
WA R D)% 3 %] ESP RainMaker 7, AT i&[d] :

+RMCONNECTED
OK

X457 42 ESP RainMaker 2 220, AT iz [H]:

[ERROR

« <conn_timeout>: JEIEHIGHEEIE. JEE: [3,600]. EAf7: Fb. BERAAE: 15.

AT+RMCLOSE: 1@l 5 ESP RainMaker z;H)iEH:

Wiife @4

[AT+RMCLOSE

Wi i ¢

[OK
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e
o N AT SWIT S SRR, A& TSRk +RMDISCONNECTED KIS, R BR&
NS WIS, AT 424l +RMDISCONNECTED HiH .«

AT+RMPARAMUPDATE: Z:%¥ ¥t

wee fa

—<"param_value2">, ..., <"param_name7">,<"param_value7">]

AT+RMPARAMUPDATE=<"unique_name">, <"param_namel">,<"param_ valuel">[,<"param_name2">, }

W i <

& )

* <” unique_name” >: HFME—HRIH
. < ¥ oS 2k

<” param_name” >: Z4{4.
o <” param_value” >: S¥{H.

o BH <"param_value"> WHIILE AT AT+RMPARAM H55 <data_type> I EHIZEAL,
s ZWMAHE I I5AZ%, B 14 <"unique_name"> + 7 > <"param_name"> + 7 />
<"param_value">,

o B AT QW RIEN/NT 256 F7 . WERVRAEE BB S BOR, W B AT+RMSEND 654

il
[ATJrRMPARAMUPDATE:"Light ", "Power","1" ]

AT+RMMODE: B LR

BEES s

[AT+RMMODE=<mode> ]
Wi i ¢
& )

o <mode>: fZiizt,
— 0: RainMaker -Z-:8 15 #7 #5 X,
— 1: RainMaker £ 15422,

Bl

* ¥ERainMaker % 42X, W, HAFFE—NSE (NI E A AT+RMDEV I3 NPT S ERIASEL) .
WIRIER S FFEZANSE, WIETEE A RainMaker % 542X,
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AT+RMSEND: f1f RainMaker & ifi {&#iEi Xk RainMaker % %818 F % 25 5ot

Wi i
A RainMaker 8 4 BEX, s M2 K HE RO S

O e
iy

[AT+RMSEND:<"unique_name">,<"param_name">,<len> }

W )7 :

OK

>

EiAm Y FIR AT B2 ME R IR TRE , IR AT DA AR, 24 AT Bl s i 8die K LA 3 <len>
Ja, Rl

[Recv <len> bytes }

MR EIREA RN E, RERARN

[SEND FAIL }

WA O h Kok, ARG R ZR ] :

[SEND OK }

Parin A Thik:
it A RainMaker #1512 X,

s

[AT+RMSEND }

W i ¢

OK

>

1%

[ERROR ]

i ARainMaker 515+ X, . 245 A—4) +++ B}, ESP32-C3 X§2xiR H RainMaker % 15 42 X, " W5 &
BRI WERDERE L AEE T 4 AT 4.

S

* <” unique_name” >: F£ME—FRIH% .

e <” param_name” >: ZH[(4.

o <len>: FHEKAE. KEEHPWLT RAM K/N. ARATPAE FHAT+SYSRAM iy 43R 20if) 34 7] ] RAM
Ko

e
* TERainMaker E EARX H, R AVFIFAE— NS48 (AU v AT+RMDEV BRI 5EASH0) -

WAL A TAAEL B, WIEIEIE A RainMaker 35 £ A X,
o WRAFEFINEH ZANSH, S %AT+RMPARAMUPDATE fii %
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AT+RMOTARESULT: |4} OTA &5t

B A

[AT+RMOTARESULT:<type>, <"ota_job_id">,<result>,<"additional_info"> J
Wi i ¢
[ox )

o <type>: 4%,
e <” ota_job_id” >: OTA job ID.
o <result>: OTA %%
- 1: OTA #:f7rh,
- 2: OTA 2.
— 3: OTA %I,
— 4: OTA Y1 HFETPIEIR
- 5: OTA T R gl 4
o <” additional_info” >: OTA RZSHIMINER.

L]
o S d HiG T 48 MCU OTA, X ESP32-C3 Wi-Fi OTA, F#4%i4: A3l Lk OTA R
AT+RMOTAFETCH: 3kHl OTA 1 5L

Wiif s @

[ATJrRMOTAFETCH

W

& )

e
o X F 3 8 MCU OTA, ESP-AT £ 57 Bl R 820l 2 1) OTA {7 B & % 3| 48 MCU, #%:H
+RMFWNOTIFY:<type>,<size>,<url>,<fw_version>, <ota_job_id>,
- <type>: {5, ESP-AT i 2¥E 40,
<size>: 35 MCU OTA [/, B 5,
<url>: F# MCU OTA [H{4 F# URL, {R7] PAITAT+HTTPCGET €54 3% F # [ 4
— <fw_version>: 3% MCU OTA [E {4} 4.
<ota_job_id>: F:§ MCU OTA job ID. /37] PAIFTAT+RMOTARESULT 5% b4t OTA 4%
o %I ESP32-C3 Wi-Fi OTA, Z&%i4 A 34T OTA. ESP-AT £ OTA MRS K363 4 MCU, 5=
“H +RMOTA: <status>,

- 1: OTA #¥:f7rh,

- 2: OTA %3,

- 3: OTA 40,

- 4: OTA #{ v R FIER

— 5: OTA T R P4
o &% RainMaker AT OTA 3% & T U0 13 ESP RainMaker 7 523 OTA.,
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7.1.2 RainMaker AT 7534

AL BN A RainMaker AT & %5 L, HHRMHE ESP32-C3 #i# b fTiX 2ban & MRl .

A

JEE R AR AR X T %453 RainMaker = 34T ) 04815
ik ERX T E3E5) RainMaker = 347 (7 28418 1%
AT A P Ao & 2 8] e ak 4T

L]

wifr

IREBEARML T —AYE 7 W H Nova Home R A% £ 473 H.. AT DL 8 Google Play (Android) 2% # App
Store (i0S) F#. FECRFRBIH, BRAMEH Nova Home (ii4<: 1.6.2) 1ERE P .

{638 W A% 4 ¥E 42 8] RainMaker 25 347 1) P08 il 15

1. WAL A
ESP32-C3 #JIA L7 4. :

[AT+RMNODEINIT }
i B«
[ox J
RE
B PATINZ 5, 5 R ERAE N R AE . BIAG ARy AL AR
{
"node_id":"XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"2.4.0(esp32c3_MINI-1_4b42408) :Sep 20 2022 11:58:48",
"type":"AT Node",
"model" :"esp-at",
"project_name":"esp-at",
"platform":"esp32c3"
b
"devices": [

1,

"services": [

{
"name":"System",
"type":"esp.service.system",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
]
b
GEFT)
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(#2 E750)
{
"name" :"Factory—-Reset",
"type":"esp.param.factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
1
by
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
1
}
]
} r
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"TZz",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"
1
} ’
{
"name" :"TZ-POSIX",
"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
1
}
]
} r
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
] r
"bounds": {
"max":10
}
}
]
(ZEF )
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}

(B L)

2. B EERE, (Wik)

B4n, BESP32-C3 ik “serial_num”, {H>AN “123abc” 7))@ M35 H A1,

[AT+RMNODEATTR:"serial_num","123abc"

g J3/ -
(ox
ALK
B PATI G, B RS N BT SR E
({
"node_id":"XXXXXXXXXXXX",

"config_version":"2020-03-20",
"info":0bject{...},
"attributes": [

{
"name":"serial_num",
"value":"123abc"
}
]I
"devices": [

i

"services":Array[3]

}

3. IRIN—A i

Bidn, ESP32-C3 Shl—A8tss, W&ME—IniR4 R “Light”, 4P “Light”, #&3RA0%

“esp.device.light”,

[AT+RMDEV=O,"Light",“Light","esp.device.light"

M B -

[OK

i :
WA PATIIN G, A AR S E .
{

"node_id":"XXXXXXXXXXXX",

"config_version":"2020-03-20",
"info":0bject{...},
"attributes":Array[1],
"devices": [
{
"name":"Light",
"type":"esp.device.light",

"params": [
{

"name" : "Name",

"type":"esp.param.name",

"data_type":"string",

"properties": [

"read",
(BT )
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]l

"write"

"services":Array[3]

(B L)

4. [ IR IS

41, ESP32-C3 #5hl “Power” #l “Brightness” | “Light” &4 .

SRR “Power”, SH(FALN “esp.param.power” , HHEIEALY bool, AUMRKFEME, UL ZRALN
“esp.ui.toggle”, ERIAE M false ( “0” ).

[AT+RMPARAM:"Light","Power","esp.param.power",1,3,"esp.ui.toggle","O" }
M .
& )

Z0 4k “Brightness”, Z4{35H1°) “esp.param.brightness”, LA int, IR MEEME, UL
Ty “esp.uislider”, BRIAE N “507,

o

[AT+RMPARAM:"Light","Brightness","esp.param.brightness",2,3,"esp.ui.slider","50"}

i 5 -

[OK

LR

A PITHI )G, Power” S4(fl “Brightness” SEHIMAR| %%+,

-

{

{

"name" :

"node_id" : "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0bject{...},
"attributes":Array[1],
"devices": [

"Light o,

"type":"esp.device.light",
"params": [

{

Hy

"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [

"read",

"write"

"name" :"Brightness",
"type":"esp.param.brightness",
"data_type":"int",
"properties": [

"read",

"write"

1,

"ui_type":"esp.ui.slider"

(T
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(B L)

"name" : "Power",
"type":"esp.param.power",
"data_type":"bool",
"properties": [

"read",

"write"
]I
"ui_type":"esp.ui.toggle"

}
1s

"services":Array[3]

}

5. PATHECIM H- 52 R PRI R TR e o
fil 1} Nova Home app 14% i .

[AT+RMPROV=O
Mg J3

WIFI DISCONNECT

OK

Wk ESP32-C3 Z HiC &1 R —A~ AP, Wik E LWt iER:. )57 app 4 b, ERTAsE
“+7 $#4l > Add Device, #RJ5 app i#id Bluetooth LE 533 W n & B4

M 45 3EfT Bluetooth LE il , #F Connecting Device g A SSID Fl1%58 . 2 J5 M
1A,

AERC P AR T AIE s, R GEaR [a -

WIFI CONNECTED
WIFI GOT IP

+RMCONNECTED
+RMMAPP INGDONE

Z AT ATE app iR BRSO R o
6. HHSEL.
TE app LB RITHPIRGS A K PPIRAS . BB “Power” SECRHERCA true ( “17 ),

[AT+RMPARAMUPDATE:"Light","Power","l"

iy R«

[OK

) n ATE app A& FIATHARZS A K PR S YR BT IR

7. EREE B
RETDATE app EFEHIATRPIRS . B0, EERTPAREAT RS AT I PIRAS YR 21 RS . 24 ESP32-C3
BACENE B B, RGER ]

[+RMRECV:Local,Light,Power:O

8. FEhWiIF 5 ESP RainMaker 7 [ 7E4%
A

[AT+RMCLOSE

M .
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7:28 PM 2 ® 3E R @+
My Device
Add Device
Welcome to F}? Add Multiple Devices
home > § /‘ 6
& Scan QR code
Add Your First Device!

Tap the button below or on the top right.

L 4 @

Home Room Scene User

& 1: Nova Home ¥ %45
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5:07 PM 120 € AT @

Add Device BLE =

Scanning for devices nearby.

PROV _

ALL Device

@ Lighting

Socket

Switch

Fan

@

Sensor

&

Router

m) [E

Garage Door

| 2: Nova Home & I %45
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5:08 PM "2 ) P2

< Connecting Device

Q Configuring...
Q Registering...
Q Completing Setup...

Tips: Please place the device near your Wi-Fi
router.

& 3: Nova Home FF4&TC
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5:09 PM 2 )

My Device +

N

Welcome to

home >

Common

light

Common

@

Hﬁ 4 @

Room Scene User

¥ 4: Nova Home % 4%
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8:32PMZ @ O xR
My Device ~+
W
Welcome to ' I . '
2, ( V o !* an
home > ]g Er 2
Common
Light ©
Common

A [ @

Home Room Scene User

& 5: Nova Home & UCkT IR TS
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Chapter 7.

=I5V GE HiAE AT fir - FE

[%

TEE BN P %E#: 5] RainMaker 25 3E17 1 S0l 15

L WAL A

H5% 50 2 X T #4523 RainMaker = i1
2. JRME S e, (WTik)

5% 48 1 A X T £ 45 %) RainMaker = it 4
3. IIn— 4.

557 Ll A X T 5422 RainMaker = i3t4

4. A HEINSEL
YERainMaker % 15X, 1, RAVFE NS ORLE G2 AT+RMDEV I T S ERASED) .
MR TAAEZANSE, WICHEHE A RainMaker % 15 45X,
BN, ESP32-C3 sl “Power” 241 3| “Light " 145 45 . 25044 “Power” , 2412584 k) “esp.param.power”,
BEZEA N bool, AR AEEAIE, Ul ZEHN “esp.ui.toggle”, BRIAE M false ( “0” ).

liiee

IR S R N e N (I E M E /R SR I
T g0z RBIP R R BERE,

i a4 842 RIS e — AN

[AT+RMPARAM="Light",“Power","esp.param.power",1,3,"esp.ui.toggle","O"

Az
(ox
ALK
WA PRATIIN G 7 Power” SEHAINEN 5.
{
"node_id" : "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0bject{...},
"attributes":Array[1l],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
} ’
{
"name" :"Power",
"type":"esp.param.power",
"data_type":"bool",
"properties": [
"read",
"write"
] r
"ui_type":"esp.ui.toggle"
I3
]
}
] 14
"services":Array[3]
}
.
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5. PUATHC 52 B PRI s R A A
B % LR i X T #4235 RainMaker = #4717 0493812 8B P URATEC I FF 5 i 8 P Fo
S Z ) gk AT,

6. B,

e

[AT+RMMODE=1

M .

[OK

7. KIiEEE

S

[AT+RMSEND

M B -

OK

>

{ZEEW%%%%A%@E, A1 ATLARHAT UM EDIFATIRAS, FrA O AT DAKRFAT YIS SATARES

8. {1k Ak K .
2 AT PRI E A — EL R +++ I, RGELB H RainMaker %1542 X, B 2SR —Fb,
KT —2% AT 4o WTER, WESREHMEERA +++, AT RER AR A BERER 5N HELE

= +.

WP +++ WiR i RainMaker % 45 4% X, [8] | RainMaker -5 i@ 1% iy 3 X 0] DA IR A H
AT+RMSEND fiy4-1t A B RainMaker i5 £ 2 X, .

9. Wi TS ESP RainMaker 7[5 .
H S % LR B A X T %5453 RainMaker = #4717 £ 0491813 7R BY £ 5h #5755 ESP RainMaker
=0iEdE,

PAT DRI s Z IRt

1. 8 Wi-Fi £i34 station,

[AT+CWMODE=1

M B ©

[OK

2. FEHEEIH S

[AT+CWJAP="espressif", "1234567890"

M B ©

WIFI CONNECTED
WIFI GOT IP

OK

BiH -

Tk AT SSID FH#5iE v REER ik a2 BN o 15 (8 FH A8 2% B 1) SSID RS o
3. IR M.

WS H L -E A X T 4325 RainMaker 2 #4717 2 043813 SRBIP #4610 &
4. JEHEAE BBE. (W)
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WS 5@ X T 242 RainMaker 81T RO R A AR
5. ﬁf‘\ﬂu~/\u%

= 4T
5% L8 12 X T 4423 RainMaker = 34T 15 0431813 RBIHR R 7R e —A % &
=47

6. [ HIRINSEL
5% -5l A2 X T %43 RainMaker B n i@ AE RO R G R & A e AR

7. %33 ESP RainMaker 7,
s

[AT+RMCONN ]

i B«

[OK ]
RSN EZ =, Rk

[+RMCONNECTED ]

8. FFJe PRI s 2 (Rl AR LSS
IREFLAL T REST APIs #4F RainMaker J5E5 iR % -
B &R PAE S API /{version}/login #j A user_name il password E3REL accesstoken., ZJ5
T PAE T Authorize ¥R ANIZRELE| Y accesstoken,

m /{version}/login Handie login or extend session request from the user A
This API will be used by the users to Login to RainMaker or to extend an existing session
Name Description
version * e
string API Version (Current supported API Version is 'v1’)
(path)
vl
Request body 99! applicationfjson -

username and passwaord for Login
Examples:
User Login v
i
"user_name": "usernamegdomain.com",
“password”: “password”
1

& 6: REST API & [ifi

B API /{version}/user 3¢ user_id.

125 1 API /{version}/user/nodes/mapping 3R Hl request_id. W FEff7~, ESP32-C3 sl
node_id 3} “84F70308E0E8”, secret_key 5 “test”,

)i, ffiHAT+RMUSERMAPPING FF 3 F PRI 2 1] R B df o

e

{AT+RMUSERMAPP ING="GitHub_XXXXXXXXXXXXXXXXXxXXxx",6"test"

Mg Jo

[OK

USRI 5 A, AR GEaR (]
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200 Response body

succes
a eraMQlDLIBUUlLathDUlhT!HBcJNéHVZlHkaZHG(lZa)RENHEYEQ‘FcLJ TWmR2bOUIT iwi YWxnIjoiULMyNTYifQ. eyzdwli0iI3ZjBiMTkNy6OY]IhLTOyN;jktOTOwOCBANZ WM c1ZTBhNDKiLCILbW

FpbF92ZXIpZmL1ZCT6dHI1Z5wiY3VzdG9t0m1haWS6YWLuZXTi01 InYWxzZSTsImN1c3RvbTphZG1pbiT6InRydWUiL CIpc3Mi0iJodHRwezpcl 1uvY29nbml 8by1pZHAudXMt ZWFzdCOX Lt YXpybmF 3cy5jb21cL3VzLWVhc30tH
V9rV300TTZNZkQiLCIjdXNObZO6dXN c19pZCI6TkdpdEN1YLOUTWE2QUI5HTK2SGpXbLI rWWRXZKSLTiwiY29nbml @bzplc2VybnFtZS161jdnMGIx0TQ3LTRiMmEtNDI20S05NDAALTg3NzAYNZVIHGEBOS TS InF1ZCI6IjYwaTZr

Zj1yanVidHFucTVtbnlhcXY21iwiZXZ1bnRfah0i0iI2N2EINTFLZSBzYTYOLTO2HZ I t0TYwYy1iZGN NzQzNzA1YmE] LCIOb2 tLb191c2Ui0ipZCTSINF1dGh fdGLtZSIGMTYZMDTwMze2NCwiZXhwl joxNj YuMjASMZYOLC]
PYXQi0jE2Nj AyMDM3N} Qs ImVtYW1sT joidHhfZGFueWFuZOAxN]MuY29tInd . LB7SLQihXeXVh_Fk0-dugP-pwORXF1T8GtOyb03_94oro3fWX4kpDTE_Kj_2C58fk_LI3t97tz_65DttZnD3YuZWKuTOzCHFHvT2HoezswqDCY5LhD
ALTuSrDWM5uMEX6rx)4nRUMIBIXEH_dOHIBbMLSx- TbIEAZTg d--8jRdL57q07vT_EqZ0-ndoonfo2hxGR7S4BonSS rnkRHAHMBK7Jr IAthHOZS_sbQ-8vY778MUATV6Yo0zpoaM32kta-40iKKZTOy YPIaMWEL CCPFLWA tFu

0GajCOg9etkIpP2ZcgqzAndb7H5 Ll BIGol 0zkj

ccesstoken” ”ey:rawuluuquxormsrrwrrznumurhmatmn1w:n4ussuv1v3kxuun1wsu1xa;ugnmvmnnmuwyurvlfo eyJzdWIi0i13Z1BiMTkONyBOY;InLTQyN] kt0TQWOCO4NzZCWNjc1ZTBRNDKILC
IdmVudFIpZCIELjY3YTUIMWVLLTNRN] QtNDYZzMiB5N]BjLWIkY2ZM3NDM3MDViYSIsInRva2VuX3VzZSI6ImFjY2VzcyIsInNjb3B1IjoiYXdzLmNvZ25pdG8uc2 LnbnlulnVzZXIuYWRtal4il CJhdXRoX3RpbWUi0jE2ZNjAyMDM3N
jOsInlzcyl6Inh0dHBZ0LwvXC9jb2duaXRvLWLkcCS ey 1LYXNOLTEYW1hen9uYXdzLnNvbVuvd XMt ZWFzdCOXX2 tXe RNNK LnRCTs InV4cCIGMTYZHD 1uNzH2NCwiahlFOLjoxNj YuM jAzNzYOLCI Gk 01 T3M02ZTNINS 1i0TZn
LTQ50WI t0DYxZCOz0GVAMTLiY2UwMnYiLCJ] bGLLbnRFaWQi0iT2MGk2a2F ] NWYS5 cmpl ZXRxbnE 1bW5 tYXF2Ni s InVzZXJuYWILTj 0iN2YwY ] ESNDC tNGIyYS0BM] Y5LTkOMDgtODC3MDINWUWYT  16.u0BMEq4VQ0ngLnGzHWd
dLsYcML5TGDRXSAFVIJa8APRpIh1IzPOP2YutsEy75a6AoxjZhvRyxWktgD7BmZECmz4Hz1U35bkhbRD - 2Ft5pw3Gxke] lSqu_rhNkfﬂIRMD’lﬂquZI:uZHAIfI'-VZlKnQththzvnH_yBSEH[HEF_::HUE::G!IHZINB!HI’S;SEFV]FR
bBKBX3w40yM5SIne_tzhOehsCHuoSIguSDhrhIFDWWYSM22ZbK34rZUScLMihw_7SBLSpYThHNm-LijwfUvrwgEnQQtzHChViduOPqqv336LuverBIHXt YidacFgmaRZKPTxawn2uDIm03r9-tyA" ,

“refreshtoken”: "eyljdHki0iJKV1QiLCJ1bmMi0iJBMjUZRENNTiwiYWxnIjoiUINBLUSBRVA1TQ. UUWMGQSmBMOFBIVONTY_mmHAYbYGA2yob0Zs W] IPbvzeNnShwhecR6h1960K_kJzeFyMoaQWoGzCX5Tn6LsxwlujObTr
85MkGHEQkcac6tFtGKBYObIFHZYmi3 jD4gM1Mm5 3qTBZ2hbmQNWeUL - F_cW180x42YF4py fBfX27dS9vgd9dDyxEW304HgZSP2cRjBAhON_OB \lSYﬁ1er13Kh[EBrry[Eaf1 chK_0 IIYB]KlhaBﬂNlEf»lY’lﬂdSAGﬂlF‘(hqﬂnlL
€1kbHGWsBRghLTjuBn4uT -NPCAVuxsal g1IsD}(hI\'.'UmRHUcuOowungV\‘dDBrhSSPS 0ZYA. 1eIN1G3AVVVMWISh . ykzU7 i6MIPfOvCS9406RL - XA45nuBN TKOPby 36CanSLgpcGqDkkyU2v-r -kkNKnkELHgIaCNy IRP3mBCRH
gWyTqup6ejr-KESe 6 9 KDm-0hL3FZMse5zUPYcvA9snudlquyKaVHIFOF ibwUKVWUHAHYSWAN24FGvx87 -2tn0_BCDYcOD19EBLrFZXcA_ESVOMVPSNgC-NI54ZkdckQEaLsTcbBIr
£rd8q3rnIXLvihE cLULIAWCUDUNANiLbsE4tgBI2OMS _PGbCaG3P- CTHxVikvEfEEORbbETnqLIVWBNNNaxxi0z01E IKMDUuHihWe1 42 TXSLIUoYAIuBThoRS40P 3ovo,_78IXrD2bIBBIVIREDIVHIZStVTZ3ZFGdfyaBYK2SHN
YvsxU2F2cqIGqUNUTXWISE irdTyxOg 3zcypIBBpRTZCScAoLnX36rIZ5q4KgonsGIhd62-u51KBhXFYOnVpaC2gCuHul Lx JHneQOEAIMXE1dXbd076nSnH3Zvr TpYqsbFX_yOntPBsXVnlwAaH-ToaN4d 0XgBGnyAKORib7CESZ
j50buByd90XjZxVz1RK4UVAITIZuhTc 65u-6 6. ‘ j ! e UFNQbX fkz1w0zzXGPLmaYrVih706Y-NtYIKX vSPXjq-f
mE_iokqzoDbd4-fDVQ_GPj5EmbHIjVyGkz1B18033pciFI3KNCI5Gc7GATyPhBIBK_B_sGyNk3DGgAmqDksy1B-nPtxTKrPnFFMZTEHNpNKKAD_51TFocddgh8Z-12UGUS5_BytRDAAT1KdpSxXnb9YNTLO3ZTtXql2cPNruJWAKGdX
tg0jZe2sz9uEqYQSpZAUalwAGIPrDrAGHX2SyVCHs 1LGEVPBWODpreUBBs CZFXrrsc_HY2EULAOW2pdPiHLKBAAKt3MbSqcBTwWX3DWeN24wg7 ziibkc5MtASRGyo9EBDNYT oII2D9 LBkobpEZ78hbKOzeYNt1K3 f0w-RKWSRFBnYS
WCXK1ESETSx2koTVKBBWNYVZIINGE3wxDn1QEDX TUsokq3Ag3TkQn JwohECs PXNGJ5PAAPCFULPT FSmBzuwD1Yz6MbsOxPF2s fur4MX100t 50kdBP1X4fCF1-0BhORGFygp5XsDIQ91 63H_Jo9gn5RT7CSAEmryMot. eFnWouRRnA
VGVDk1el9wnsMGNIdy9216ncB-zoLT4. MCYSTTHG_UYQSWKHO1Li7u" £ Download
}

Response headers

content-length: 3980
content-type: application/json

K 7: REST API 5[] 4t

Available authorizations

AccessToken (apiKey)

Name: Authorization
n: header

Value:

Author

I 8: REST API %741

/{version}/user Fetches the details of current user A~ &

This API fetches user_id, user_name, super_admin flag, URL of profile picture and name of current user.

The super_admin flag is returned only when the user is a super admin, in other cases, it will not be returned in the output.
Also the picture_url and name are not returned in the output, if it is not set by the user.

Parameters Cancel

Neme Description
version *
string API Version (Current supported API Version is 'v1')
(path)

vl

custom_data
boolean When true, will feich the custom data of the logged in user

(query)

[ 9: REST API $EUH P40
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/{version}/user/nodes/mapping Add or Remove the User Node mapping ~ @

= You can oplionally specify tags and metadata.
- Nodes can be searched by tags.
+ litags are not provided in the request, and esp.location is present in the user's custom_data, then all the keys starting with esp under it are converted o tags.

Parameters Cancel ‘ | Reset
Name Description
version * reauired ) )
string API Version (Current supported AP Version is 'v1')
(path)
vl

Request body "¢ application/fjson v

Add or Remove User Node Mapping Request Parameters

Examples:
[Modified value] v

1
"lmde_il!": “84FTB3BBEBES",
ecret_key": "test",
“operatIon”: “add"

& 10: REST API #;H{ Request id

[+RMMAPPINGDONE ]

25, SATDME app LTI TIAR SR
U
iy S AR . DRI S5 921 % P K 48 (Phone app/CLD).
o IR L. (i)
<

[AT+RMUSERUNMAPPING ]

Mg J3 -

& J

7.1.3 RainMaker AT OTA 514

ASCRIFEME TR RainMaker AT 445 7R BRI I FE ESP32-C3 _Ei/E4T OTA JH4¢.

i) 4~
E3% MCU OTA

Wi-Fi MCU OTA

2417 ESP RainMaker Dashboard %3 2 # OTA i & 5=
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» Force Push: P $:7}9%. ESP RainMaker 7. B F &% —4% OTA J4 5.
* User Approval: | P\ H PSR EAETHN A _E#IA G A fg#2Uic 3] ESP RainMaker 5 A& 1) OTA
HE. (M)
Wi 425 MCU Fl Wi-Fi MCU ¥ % #4311 ESP RainMaker 2 547 OTA T}4% :

» 3 MCU OTA: OTA F{ T4 145 MCU.
« Wi-Fi MCU OTA: OTA [ {4} % 7+4% ESP32-C3.

£ OTA AR, FFAELAT S RS
+ OTA #Ef7H.

OTA i3,

* OTA 2RI,

* OTA i A FFAEIR .

* OTA i FHA A PHEL

iR

* AT+RMNODEINIT 4 ¥R E OTA AR5
o HAFYRE& LA OTA RS oTA Ky OTA W T MR EWIE LN, =i 2% OTA job
IRSBE N T Ao

F:45 MCU OTA

F:4% MCU Seaf5 il H OTA [T+ g .
A OTA AR nl A AR =ANBr e :

. FIREHHE &
- FHEM
o LIk OTA 25 R

PSR B ESP-AT BUA S ishpg Ik OTA {5 8. R n] PA 3 s ATAT+RMOTAFETCH iy 4 K HRHL
OTA f5 5.«

1. ZKH OTA (=4,
i

[AT+RMOTAFETCH }

Nl . <

[ox J
81 5 2% 3 17 40 R 56 AL OTA job, BSP-AT £ 37 ¥ 2 Wit B 19 OTA {5 Bl % 3% %) 3 45

MCU, #%3°8 +RMFWNOTIFY :<type>, <size>, <url>,<fw_version>, <ota_job_id>, i
%% AT+RMOTAFETCH 3XBU¥ £ OTA @BAE B,

+RMFWNOTIFY:0,1740880, https://esp-rainmaker—-ota—-315787942180-prod.s3.us—east-1.
—amazonaws.com/users/GitHub_TMo6ABIY96HJWnRkYAWENK/ firmwareimages/fnwHOnS4g/
—AT_OTA_TEST_2.bin?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz—
—Credential=ASIAUTBTNTESPB4WFGEF%2F20221114%2Fus—east-1%2Fs3%2Faws4_request&X—
—Amz-Date=20221114T114202Z&X-Amz-Expires=86400&X-Amz-Security-
—Token=FwoGZXIVvYXdzEO3%2F%$2F%$2F$2F$2F$2F$2F$2F%2F

—%2FwEaDHKEHIt 8cAKM633AFCLRAGKJ$2F6Mb0%$2FUTHS2BjJdcp
—%$2FNPuCgDF3xDY0u9kZ1LKrL9oXCmFPTMn1ZQORRELIkKxsiPwW7Y7WwrOh6iYrtUyhWpPoapDZYNKyesfQST
—%$2BfFnWig7nDYMyaqYfezI02e60b50IEqW4aE58krGec0F4TuMleG4ZkLX7skw
—%2BUSRkhVmMo4Y¥m1rO0%2Bbi49%2Fel2DmETnX691inFXvdZqyQ4ws2T7YmDu%2BC

(T
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(B L)
—%2FSZZwoYkWnCBphMR
—%2BSORfE5SCpg9VALIfEL 56NmMkDTUU8752Izw9IgR1pr4MQVOE3C3KCCy7qZGTSGdss 9r4Qy783Wp(
—%2FPftad4%2FR7fPzChbyPawAqQFD1kgjBAdANNbx3bSyDN$2BDyk%2BKXJVRXgtNTp3GQS8zp7
—%2FGcYakd8%2FXMMgDEWJj1KJjO%2F%2Bt4GywbiLaHwNRzeyvzmbuDY£3%2F%$2F2cPhvgHtPES
. %2BXNU9wWmS 2FvOFDpooitPImwYyLUy Tk 7gwlQQ
—%2FbAhl1xffQbpHILyDgGraMyZF 8Kt AHNv5WeCuvs0rFt1dhmg0ePg%$3D%$3D&X-Amz—
—SignedHeaders=host&X-Amz—
—Signature=fa5e04cd9eb8d010a954ccacbal2d4fccc019853b34f60ebba82b212b0080561,
—d486921-dirty, cpudraj3cxmAXuw3ER2GAe

FERE

1. %% K HTTP URL,
i

[AT+HTTPURLCFG:1083 }

M .

OK

>

P > BRIl AT HES TR 4, EIHUR AT AR A URL, M8l K AT 24 <url length>
E/‘J{EHTJ" /z%\/‘bi’glil :

[SET OK ]

2. FEREE

[AT+HTTPCGET:"" }

i 5 -

{+HTTPCGET:<size>, <data> J
OK

e, T MCU L7251 H AR BEE S (1 (R4 . 3525 AT+ HTTPCGET fin @3RI ZfH .

k4lt OTA g5
1. L OTA 452,

[AT+RMOTARESULT=O,"cpquaj3cxmAqu8ER2GAe",2,"OTA success" }

M B -

(ox )

Wi-Fi MCU OTA

ESP32-C3 5 4x4% | H OTA 7+ .
7E OTA i firh, ESP-AT £x H ¥ OTARAS Bt =i, IFPA +RMOTA: <status> &= F 5 MCU 4
HORAS . 5% AT+RMOTAFETCH 43K <status> {5 4.

Wi-Fi MCU OTA 3 )5, ESP-AT ¥ 145 MCU % 3% +RMOTA: 1., ZEMZ )5, 2434 MCU % 3% AT+RST
B H AT+RESTORE fip4-#i)5 ESP32-C3, =3 ESP32-C3 A TR ESIG, Wi,
4% MCU IH] +RMOTA : 1 JFHE A& I A TAT+RST 34155 ESP32-C3 S Y5 HiE 15
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7.1.4 Index of Abbreviations

RainMaker Normal Transmission Mode
Default Transmission Mode
In RainMaker Normal Transmission Mode, you must first add parameters to the device. ESP-AT will convert
the parameters to the RainMaker data model and communicate with the cloud in string form (JSON format).
In this mode, you can operate multiple parameters of the device.
RainMaker ¥ il {5 Hiki
LN TN
RN, BUAUEAE RS FISINS R, ESP-AT 252545 RainMaker $a bt )5
PATFAFERIESL (JSON #5:0) Flmuimil (. fEZENT, T AN B Y2 S SEAT AR
RainMaker Passthrough Mode
Also called as “RainMaker Passthrough Sending & Receiving Mode” .
RainMaker Passthrough Mode only supports one parameter under the device (excluding default parameters).
The topic to publish is node/<node_id>/params/local. ESP-AT will automatically pushes the data
sent by the MCU to the RainMaker cloud in string form (JSON format). The topic to subscribe to is node/
<node_id>/params/remote. ESP-AT will automatically parses the data received from the RainMaker
cloud and sends the parsed data (string format) to the MCU.
In RainMaker Passthrough Mode, other AT commands can not be sent except the special +++ command.
In RainMaker Passthrough Mode, the scheduling service unavailable.
RainMaker {45
WHRA “RainMaker 7 {% A AR
RainMaker i% & #30( CRFR# PAAE— D28 (FREIERIASH) - K F8°0 node/
<node_id>/params/local. ESP-AT £ H3h¥ MCU %% 53R A FEAFEIE X (JSON #%5)
#E3% RainMaker Z . 1] [ 328 H node/<node_id>/params/remote, ESP-AT £ H 35 M
RainMaker Z Ui {2 OB BEATARAT . KRBT G I (545 at% ) ik MCU.
& RainMaker BT, B TRIAM & +++, TCIRAEHAM AT fiy 4
£ RainMaker FEERT, @Mk AR AT

7.1.5 RainMaker AT {45

o ESP-AT RainMaker J§ 23845 (£3h)
ESP-AT 24245 740 1 8 2411 RainMaker JRSZE LB B .

% 1: ESP-AT 4 B i

ESP-AT jHEIRE AR
W AT JHE FERIESP-AT 5 8482 (2.3))

+RMRECV:<src_name>,<device_name>,<param_n. ESP-AT II{{ #| 3¢ H RainMaker =57 &, S50
<param_value> P& R F4FH

+RMCONNECTED RainMaker % 455222 7~

+RMDISCONNECTED RainMaker &8s T 5 = 1182

+RMRESET RainMaker #3205 2] reset 74 5. F s MCU
TERWCENE B G B B AT Ay 2 AT+RST K
JEEEER

+RMREBOOT RainMaker % #5325 % reboot 15 5., F3# MCU
BB BG B B ATy S AT+RST K&
JERLER

+RMTIMEZONE RainMaker 1% 454221 3] timezone Ji 2,

+RMMAPPINGDONE RainMaker % #% 52 B AN 5 2 18] Bl e g

+RMFWNOTIFY :<type>,<size>,<url>,<fw_version RainMaker 1 £% %y Hi #2215 2] (1) F£ 45 MCU OTA

H /o
+RMOTA :<status> RainMaker % 5%y ) Wi-Fi MCU OTA RS
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AT FAQ

o AT [F 4
- RGP B A A e B, defTRIRGE R o4 B4 ¢
— 4ofTIR I AT B4R 25 ¢
- BWM L E 0y AT B 4ol T3 2
— dof kA ESP-AT %i% d1 £ by PR R bin XA 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3%5F busy = H 45 A ¢
- AT Aft, Lo BB AN GLEARER TENEL, AHAY
- ERFARL Lo BRIN AT Bl B0 b A AR G S AR B8R T 46 34
— I MCU % ESP32-C3 % &% AT %45 RiAw |, A 4RAE 2
— Wi-Fi w7+ (3T¥P WIFI DISCONNECT) = At 4 %
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
- R EH AT 455 T 2 = VARG R = T 1) 2
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT A P F 5k F 45 ho T 4L 32 2
— AT A B 2 4 BT B TSP 2 (BRIN: 115200)
— ESP32-C3 1 ) AT 4p it NaBEEHEX,, 4o RFEIE0GH ST, ESP32-C3 A% 45 i A0 L 09 4R
ENER K]
- IR E T E P 35t T1% 8 notify = indicate 5% ¢
o EAF
- ETRRB Loy AT B2 KSR flash % K 2
- AT Bt & & error log ¢
— AT j& ESP32-C3 #2480 k0% UARTI i@ 12 % Wrk5 ESP32-C3 ¥240.64 datasheet 2k UARTI 6 By 7~
—3?
o AR
— AT Wi-Fi i 35360F % 00 2
— ESP-AT Bl TCP £ F 0 K2 T 7T vAIS IR ?
— ESP32-C3 AT Bvk -z 4o fTiiX B AL ¢
— 4o fTI5 7 ESP32-C3 AT %1k TCP 3 4B R R K T 044 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-C3 AT 4ef735 % TLS ¥ A ¢
AT Bl fT15 7k TCP 354 2
ESP32-C3 AT ¥ 3% PPPv%?
AT 4o fTiE A8 iRK B & 2
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— AT 354 4ot 53 HTTP 17 & 4215 T hig ¢

8.1 AT |1

8.1.1  FeRyBA BT i S AR REIAE, Il 3R BGE A B 7

UIRAT B #5570 T BRI C I, T 2% AR 1e% -

o [ A [ (2 PRS2 R [ (ST ESP-AT BV 1 2 57 )
o BF: KIZEMAP XA 0y AT B 2,

8.1.2  nAiHL AT [SIPEJERS ?

esp-at i H AR S A 135 2 1) 20 5 T2 UFE DU A3 e P 4 o TR %O FE (10T esp-at/
components/at/lib/ H3E'F) ZHEM, JToHEH.

8.1.3 P LscE My AT WlfEanfl B 7

* Jg5k Windows Flash N2 T.H., 1404550 25 Flash "~k THH 488
o BESRHINEIE S HAT T #dsd .

8.1.4 ey ESP-AT 4k il RGBT bin 3044 7

THT WA AR B A S gridt e i 2R, 32 B A T 2MB/4AMB K]
B bin 34, {VF build/factory H3®F.

8.1.5 B4l " AT R M Frimdss ?

o BRALCRRREF L, (RO A SRR -
o MTREIFEERLE, AT AL A O v AT+ UART_CUR 53 AT+ UART_DEF #HATIEEL.
« BAFEASF

8.2 AT &y Wi
8.2.1 AT #&/5 busy &l 25 ?

o $EUR “busy” FIRIEFEALPRFI—kn4, JCIEMIN S HHA . FoA AT e s 2 bk, XN
WPESERT— A5, A RBIEICT —4m 2
o YWHEZROATTEFZFMAR, REMEIER “busy” 3 “ERROR”, BT DHIA, B9
INHZ A HIA
- O A AT+GMR (##174F CR LF) (ZH84F), BT AT+GMR (##174F CR LF) ©. 4@ — 45
AT 38T, REXPITIZG L. HWHHNR RS 0H AR 588 AT+GMR #:4E, Bl 15T
SR, OIS, REHR “busy”. HUIRE R RG LM T AT+GMR
1B, FRUREISTHZSHERT, SRR —RMiRN ML, REHR “ERROR”,
— MCU %% AT+CIPSEND J55, W% busy p.. i, MCU FFEHEH A L8838, 4 busy p.. 05
£—%§ﬁ‘ﬁé\ﬂi7ﬁi‘ﬁﬁ, YHHATCR . IS AT b—Z&ar M )5, MCU FLE 8 A% fir
o
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8.2.2 AT Hilff, EWRRES AL FHifEe, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

8.2.3 AEAFIEAL LB AT [ F SRR iy 4, DLRWIBRE fiy 4 AWIBAS R A I 465 52
7

o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

824 1 MCU # ESP32-C3 Btk AT ar JGiGHI, 112 50H 2

4 MCU % ESP32-C3 4 %1% AT iy 0 R SR INATHAF 5, (BT PS4 7 AT,
W5 RLibE AT B2 FRERAS.

8.2.5 Wi-Fi liJF (JTEl WIFI DISCONNECT) & hfl2 ?

B DUAEAT B & 3% v & F 2 Wi-Fi W 09 J8 [, 5 & 7 B “wifi disconnected,
re:i<reason_code>” . AL <reason_code> {5 : Wi-Fi JEFEA,

8.2.6 Wi-Fi & Wik 3fe 25 Pk ) A mik e ?

* AMPDU S5 1) 8
- WREEH AR A R AMPDU, JIf4 ESP32-C3 XAEAIER a8 3¢ B, HZh 4] AMPDU L.
— WS s H AMPDU, {H2 % 1 #5511 ESP32-C3 2 [i] ) AMPDU 1L fEAE Je 251k i) i, B
2 T % 2509 AMPDU ZhGEEL# ESP32-C3 1) AMPDU Ihfig. ISR 4544 )il ESP32-C3
i) AMPDU Tjfig, 1§ HiT% 1% ESP-AT T42, {E55 TP E TS Bk
* 2 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi ->WiFi AMPDU RX
« phy mode 3675 PE I, 1K th 851 ESP32-C3 2 [i]1) phy mode 7775371k 18, 52 A Y]
1 3% th #5149 phy mode =Y 3% ESP32-C3 {4 phy mode. 415 % )4 ESP32-C3 (%) phy mode, %%
# AT+CWSTAPROTO 5%«

8.2.7 ESP-AT W4 &M%+ ESP-WIFI-MESH ?

ESP-AT 2474 37+ ESP-WIFI-MESH,

8.2.8 JEMAT AT fiv A JEHZ I T 2 VA B W iR 27 il ?

LA AT B, "IZH LT R6):

o TR N HZ%: AT+MQTT aliyun,
s BBR= VS AT+MQTT QCloud,
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8.2.9 AT an At Ml UL BRI RG I R H h4 ?

T PA. ESP32-C3 [ Wi-Fi Fl Bluetooth LE 3t —#8 K 2k, W] {#i FJ AT+RFPOWER 514 & .
8.2.10  Zyifuf 37 Ky AR BR I\ [SEAS S HrAH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIUNTE ESP32-C3 R 51 SCRpERE WPA2 AV 0 % i £ DI , 759w 1% I 7E menuconfig FP T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.11 AT i AP ossk A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.12 AT anAvbf L e Ml DU 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.13 ESP32-C3 il AT ar At AEBIA, WREZIIRIWIF, ESP32-C3 [
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.14 (IRIFEEE ST % 4 % v £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// BARAL 0x01 B 0x00 (W EEF A hex # KX EF MWIE A 0100)
OK

// server: +WRITE:0,1,6
AT+BLEGATTCWR=0, 3,7, 1, 2
>

/] EARAL 0x02 B AL 0x00 (MR EF A hex # X5 ##E 3 2 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc £ server F P KX i notify F indicate H ] 3% &

,1,2,<0x01>,<0x00>
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8.3 ffift:
8.3.1 AEARFIKIAL iy AT [5PFSERE ) flash 2K 7

* AT ESP32-C3 RIMIH, Gn]LASHESP-AT B 1+ £ 7%

8.3.2 AT [ infu#5% error log ?

» ESP32-C3 ¥£ download port £ error log, 2kiA UARTO 25 GPIO21. GPIO20.
o T AS st ik 4k

8.3.3 AT 1r ESP32-C3 Eig] -1y UART1 {3455 ESP32-C3 k5411 datasheet 2RI\
UART1 & HA—5% ?
» ESP32-C3 37 #F 10 Hi[EAE#, FE 41 ESP-AT ({5, W DAFE menuconfig HH i 1:f 25 4 i B 45 vl

UART! (45 IR B, i DAL 25 HE BRI datasheet 45 1A —EL 1 0L«
o EIHENS ] PAZ 5] factory_param_data.csv,

8.4 ‘Phie
8.4.1 AT Wi-Fi %4t 2/ ?
« FEWAEHRT, AT Wi-Fi SEZREN SN 5 B (HAESKEREEA o, Wi-Fi JE322 6 (LT i e 2

PERE, PISGEREE, BURKLIERESFZ AT,
o APAIETAT+CWIAP 1) <jap_timeout> 241, R E iR JOHIN IR 1] .

8.4.2 ESP-AT [hilfF TCP ik 1 /bl DI g ?

o TCP Jiktd N 4\ JeykiEd fr B0k, T ZEELE M gnik ESP-AT TREAE B i [ 14
o T PAE H L & menuconfig Z:4{, Component config > LWIP > TCP >Default send buffer
size,

8.4.3 ESP32-C3 AT 5w dnfol ik e fR AL ?

o AT Znt BN 28 % , HBUEH esp-df iy iperf ROHATI (i AT MR, W6
BEIra, PR RREN 1460 FHTES K% ) .
o ERHAR TR AR, 0] DA% o T2 3 ESP-AT ok bt gt HALFI .

8.4.4 lmfnffz ESP32-C3 AT ERi\ TCP HctiBede K itk % ?
BRINIEOLR, AT ¥ TCP %l Br s A% i RIRECH 6 k. F8n] DAE R AT 77 B i & TCP 4%
B A R (BUETERE D [3-12]):
* WSH R iF ESP-AT T42 SURY B AT401¢ AT [, EHTP Y, EHE Maxinun

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

« WBH M T 4k ESP-AT 142 SCRY H AT 1R AT {4, FE55 05 =/, B
CONFIG_LWIP_TCP_MAXRTX [ .
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8.5 IAih
8.5.1 IRZL N vl DLl WRee £ 1ok f4hm AT tn 4 7

o ESP32-C3 7 #; UART. SPI #1315,

o AT BRI 200 UART $2 1R, P an 752l i SDIO s # SPI 2 11 #4738
5, PIAET ESP-AT BLEZmis, TEIHIHE W% 54T 4.

o WZURIE S il AT SDIO #2111, {fif] AT SPI#:11 , =X ] AT EHF#1 .

8.5.2 ESP32-C3 AT W45 TLS BpillJiiAs ?

9% 1%k ESP-AT T #£m}, W PAFE ./build.py menuconfig > Component config >
mbedTLS H3g N, W AKFATEEM A KA RE .

8.5.3 AT WlfFanfl & TCP &% ?

* HAl AT BIARR TCP FoRIERECH S.
* ESP32-C3 AT f R 3 HF 16 A~ TCP 42, W PAYE menuconfig HHEATHCE., BLE AT
./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-C3 AT 7 PPP 2

* A3, P27 pppos_client /B AFTEIL.

8.5.5 AT mfuffieiitiH & ?

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§€ Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAH LR 2) log SEH I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥} H{&k

ALER A5 log %64k 3 Debug.,

8.5.6 AT R4 a8l HTTP Witk Jyie ?

o HHl AT 83 Ah 7 i
- i@l HTTP ) Range %&T ERR A EPETER, BRI 2% AT+ HTTPCHEAD -+ #) .
— A PA# A AT TCP Z7%1454 H47H 1% HTTP GET 3K . fEESP32-C3 3% & Bk 3N AR X T
04 B3R F AR T ) AR 6 iﬁﬂl% 7208, Whn—%: B AT+CIPSEND i 4 Kk 125 H
T35 %) HTTP GET >R 25 R 55 o B o] o FERE sl o=, X MRS im 3k B HTTP
GET 5 >KEdl , MCU 75 2t F 8 & AT+CIPRECVDATA iy 4 RSB Se 54, DA e R AR
45 AL B R B T 3 MCU 3 IG 3 S b BRI A5 L
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Index of Abbreviations

A2DP
Advanced Audio Distribution Profile
FLE Y B
ADC
Analog-to-Digital Converter
BRI ety
ALPN
Application Layer Protocol Negotiation
I 2 SRR
AT
AT stands for “attention” .
AT J2 attention [H4EE .
AT command port
The port that is used to send AT commands and receive responses. More details are in the AT port introduction.
AT &g
WHRR AT fr 11, T AL AT fr o HHEIR Y AR 1 . B2 NHESHAT 50 .
AT log port
The port that is used to output log. More details are in the AT port introduction.
AT H&%hgH
WHEN AT HAED, T4 AT HERmH . EEZNEIHSHAT 350,
AT port
AT port is the general name of AT log port (that is used to output log) and AT command port (that is used to
send AT commands and receive responses). Please refer to #% #41% 4 for default AT port pins and 4={Ti% &
AT 3% 2 % jép for how to customize them.
AT il
AT S 52 AT Hisn o BTl Hi&) FAT st (T 50k AT Gr o FHEIOREL) ) SR,
HSH R EE TRIGAN AT 35 VSR, 2% 4efTiRE AT 3% 045 R T REMIT 8 AT i 1155
.
Bluetooth LE
Bluetooth Low Energy
R IhAEHEF
BluFi
Wi-Fi network configuration function via Bluetooth channel
BluFi 2 — T @ i ) Wi-Fi [ 25150 B ) g
Command Mode
Default operating mode of AT. In the command mode, any character received by the AT command port will
be treated as an AT command, and AT returns the command execution result to the AT command port. AT
enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.
 After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
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» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+ RST command
and restart the module.

» After sending the AT+BLESPP execute command successfully and returns >.

In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
(RSN

AT W BRIN TAERB . FEAr BT, AT % DB AL ] FAFER 2 4 AF AT i S UEF AL 2E,
;AT SFEf2 i 0 B A PATEE R . ATFE FAIBN T, SMGSX kAR X

* JIRAT+CIPSEND BB Ay, M > 2 )5
* KIRAT+CIPSEND PATan W), WK > 25
* KIRAT+CIPSENDL % B 6543, WE >2Z )5
o RiEAT+CIPSENDEX &AW, ME >2)5
o KiEAT+SAVETRANSLINK % B4 M3, A% (AT+RST) 4, MUAERZ G
*» KIKAT+BLESPP AT i), WK > 25
EBIAT, Kik+++ i, SMBIEREX B, dEAGESEX.
Data Mode
In the data mode, any character received by the AT command port will be treated as data (except for special
+++) instead of the AT command, and these data will be sent to the opposite end without modification. AT
enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.

» After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

» After sending the AT+CIPSENDEX set command successfully and returns >.

 After sending the AT+SAVETRANSLINK set command successfully and sending the A7+RST command

and restart the module.

 After sending the AT+BLESPP execute command successfully and returns >.

In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BB

RGBT, AT iy %3 R AT AR S PSR (B THRRRIY+++ ), TIAZ AT iy,
EEHR 2 TS A . AT ZE FAIEOL T, MG AKX BEASIE1EX .

KIRAT+CIPSEND B8 % ), WX > 25
ik AT+CIPSEND $\fTen 1, Mg > 25
o KIRAT+CIPSENDL ¥ B4 W, WE >2)5
o KiRAT+CIPSENDEX ¥ B2, FBlE >2Z2 5
o Ik AT+SAVETRANSLINK VEE A 3, FEILAT+RST 5%, BAEREZ G
* RIRAT+BLESPP ${f7tn 1, FIKE > 25
RIS, Kik+++ s, MBI B, A S
DHCP
Dynamic Host Configuration Protocol
NS FALELE ML
DNS
Domain Name System
4 R 5
DTIM
Delivery Traffic Indication Map
BN R EANDAS )
GATTC
Generic Attributes client
GATT % i
GATTS
Generic Attributes server
GATT fle 55 %
HID
Human Interface Device

NHLEE A
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12C

ICMP

LwIP

LWT

MAC

mDNS

Inter-Integrated Circuit

A RS P L

Intemet Control Message Protocol

ISESTEE I e arae

A Lightweight TCP/IP stack
— MR TCP/IP Pl

Last Will and Testament
S0

Media Access Control

MAC Hithl:

Multicast Domain Name System

Z 1k DNS

manufacturing nvs

MSB

MTU

NVS

Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private keys, GATTS
data, module information, Wi-Fi configurations, UART configurations, etc. The default values of these con-
figurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin file and
downloaded to the flash at the address defined in at_customize.csv.

—ANIE T80 NVS.. manufacturing nvs H77fif T AT [ECFERIART I A IESS . #A4H . GATTS
il BUA(EE . Wi-Fi il . UART BlE45. X SUALEEE, BUAALE raw_data B, SR T
mfg_nvs.bin, $iFF| at_customize.csv PEXPIPLE .

Most Significant Bit
A AL
maximum transmission unit

I KA T

Non-Volatile Storage

A5 AT it A

Normal Transmission Mode

Default Transmission Mode

In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.

During a normal transmission, if the connection breaks, ESP32-C3 will give a prompt and will not attempt to
reconnect.

More details are in Transmission Mode Shift Diagram.

W 3t e B A

OWE

ERIA

TEE AR B, H AT AKER AT 4. B, H ] DU AT+CIPSEND fin %, Kik AT fir
A TR F) MCU $is 2% 4. MAZ Fet i g, 2ilad AT fird MR [E 25 MCU,  [R]Hf
2P +IPD 5 5.

WAL, QR ERNFT, ESP32-C3 A EIE, FHHLRERKF.

WL ANLHE 22 Transmission Mode Shift Diagram ,

Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.

More details are in Wikipedia.

PLEPETCZ M . OWE Jj&—Fh Wi-Fi briff, ERl PR X i 2 () A A5 2 B PR, A 32 Ho it
IS

HEZNHESH iR F .
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Passthrough Mode

Also called as  “Passthrough Sending & Receiving Mode” .

In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.

During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C3 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C3 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.

More details are in Transmission Mode Shift Diagram.

fEAL T

WA B AR

EEERATT, HPAREELE AT %, R THRAI+++ S AT a4 HIEI R TA 1 MCU
%}TE%‘M%%%E&%, KR BN AR FRT s SCR ) Bt oo AT fr S D g ek, Ik 1E]
# MCU,

Wi-Fi R AE R, WARIERWIF, ESP32-C3 /K Fumhf, AT E %, i Bl
A+++ BH#EL, WHEILEE; ESP32-C3 /R MRS AR, 23 AR R By IS B i i3z, i g
M A +++ B EZ

WL N5 2% Transmission Mode Shift Diagram ,

Transmission Mode Shift Diagram

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (<538 1% 5 12 X))
o Passthrough Receiving Mode (i% 15 30542 X))
* Passthrough Mode (:% 15 #2 X))
o AT+CIPMODE
o AT+CIPSEND
o 44+
« AT+SAVETRANSLINK

Passthrough Receiving Mode

The temporary mode between Normal Transmission Mode and Passthrough Mode.

In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

AL LV T

TEF @A AL X TG AR Z A — I A
BB, AT AREAALIR S Lt n; (B AT nl DACEI R B & &3 m i &, wid AT fy
A O TR R %4 MCU, #2123 5 2% Transmission Mode Shift Diagram .

PBC
Push Button Configuration
A RCE.

PCI Authentication

PKI

Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication modes except
OPEN and WEP.
PCIAALE, 7t ESP-AT THEH 4512k OPEN Hl WEP PASMY Wi-Fi AUER

A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
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NIPEARRNE . ATFESIEERES (PKT) 2—HmBE . BiF. 25% . BHBOR S REA
B RN, HHMTE TG . A58, Aie. BN . A DA R B 1
HENGAESH NITEPIERE

PLCP
Physical Layer Convergence Procedure
PLCP t%, ENHPHZE S H N
PMF
protected management frame
RIS BT
PSK
Pre-shared Key
Pt
PWM
Pulse-Width Modulation
ki i€ B 3 il
QoS
Quality of Service
iz 55 o
RTC
Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SR, O SoC Wiy — AL, FAEATATE AR T AR REREIN R FF LA
SMP
Security Manager Protocol
AL
SNI
Server Name Indication
e 55 4% 44 R s
SNTP
Simple Network Time Protocol
T BP9 2 R[] P
SPI
Serial Peripheral Interface
ERATAMRR D
SPP
Serial Port Profile
SPP {8, BlIHs Y
SSL

Secure Sockets Layer
SSL #pifl, BPZe4E e il
system message
Data sent via AT command port to MCU. Each system message usually ends with \r\n. Detailed system
message descriptions are available at AT Messages.
E T 5)
AT fig 4 H KA MCU B8l . B RGN EER LA \r\n 5. AR RS UHILAT 4 &
TLS
Transport Layer Security
TLS Wi, Rf& )= 22l
URC
Unsolicited Result Code
PEERERG, — BB 2y MCU fEp R (]
UTC
Coordinated Universal Time
R bt S
UUID
universally unique identifier
A E—H 51
WEP
Wired-Equivalent Privacy
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WEP i 5=, BIA LSS0
WPA

Wi-Fi Protected Access

Wi-Fi 47137714
WPA2

Wi-Fi Protected Access 11

Wi-Fi {4717 i) 11
WPS

Wi-Fi Protected Setup

Wi-Fi R4 5.
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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10.6  TAERR

XTHFEMATTSR (AREF) R, B, SR RS E (B EARRTEdE £k .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

10.7 S5 =Ji R AFRIBAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

10.8 Bt

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

10.9 A 9 3 L i

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

10.10 5 WIS

AT RS A E MR, A ST

10.11 W)y oiit

5i 2RO PHABEL I U E S A R ARl RS S B RS, 7R T PRI
SR B AR S A !
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
‘% NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] S++

SEEEEEEEERERRR
.....-.-.----“

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o

. Vﬂﬁ TCP/IP SR AN 2% o

RE 5 i b g A 21 W U A2 BR A B ML 5 o
. EHLXT fir 44 [ 5. 5 T AT
o PRI HE AT i34

11.1  3:Aih Espressif ¥4 iR

BT ESP-AT Z4b, REEDRIRUL T HABER TS, DA A B RINTK

 ESP-Hosted Jj &1 ffi /R 55 R 50 FVEMANT FHL RS M L 5 VML BERR - ARiF EAL s (T
Linux 7 247 58 fcdas i 48 MCU) @3 FR7ER2 10 (40 SPI, SDIO 5% UART) 7%/l Wi-Fi #1 Bluetooth/BLE
IhEE. NI W ESP-Hosted GitHub,

* ESP-IoT-Bridge Jj & 24X} IoT [ 35 50 T B4 N 254 11 2 (Rl %42 5 {5, 40 SPI. SDIO,
USB. Wi-Fi, PAKRSEMZ5HE: 1, FEiZff )y %, Bridge 45 ERT UK H B S a P2 4t E I ThRE,
MORTPAVE R AR AR 55 25 R Ak A7 i & . 1A WL ESP-10T-Bridge GitHub,
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— [ —  —

AT + CONNECT = CONTROL

B abcdef...

[OK]

/] 2: ESP-AT fir4

IR Ty ST AN F A AR GEAA A I TEoR o X T A BEAE AR UTC RS I T4k AT [ ASME AT
Fr, AT ARREE L5 RE T RIAR L H AR B A E AT R

* genindex
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A

A2DP, 437

ADC, 437

ALPN, 437

AT, 437

AT command port, 437

AT log port, 437

AT port, 437

AT 4o, 437

AT H&mH,437

AT 30,437

AT_BUFFER_ON_STACK_SIZE (C macro) ,391

at_fatfs_mount (C++ function) , 383

at_fatfs_unmount (C++ function) , 383

at_get_data_len_fn_t (C++ type) ,387

at_get_mfg_params_storage_mode (C++
function) , 390

at_handle_result_code (C++ function) ,
384

at_max (C macro) , 386

C

Command Mode, 437
CONFIG_AT_LOG_DEFAULT_LEVEL (C macro),

391

D

Data Mode, 438

DHCP, 438

DNS, 438

DTIM, 438

E

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (C
macro) , 386

ESP_AT_CMD_ERROR_CMD_OP_ERROR (C
macro) , 386

ESP_AT_CMD_ERROR_CMD_PROCESSING (C
macro) , 386

ESP_AT_CMD_ERROR_CMD_UNSUPPORT (C
macro) , 386

at_mfg_params_storage_mode_t::AT_PARAMSIN. MFGCNIYSERROR_NON_FINISH (C macro),

(C++ enumerator) ,391

386

at_mfg_params_storage_mode_t: :AT_PARAMSEIN FARIMY IERROR_NOT_FOUND_AT (C

(C++ enumerator) ,391

macro) , 386

at_mfg_params_storage_mode_t: :AT_PARAMSINONET CMD ERROR_OK (c macro) , 386

(C++ enumerator) ,391
at_mfg_params_storage_mode_t (C++
enum) , 391
at_min (C macro) , 386
at_read_data_fn_t (C++ type) , 387
at_sleep_mode_t::AT_DISABLE_SLEEP (C++
enumerator) ,387
at_sleep_mode_t::AT_LIGHT_SLEEP (C++
enumerator) ,387
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator) ,387
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator) ,387
at_sleep_mode_t::AT_SLEEP_MAX (C++
enumerator) , 387
at_sleep_mode_t (C++ enum) , 387
at_str_is_null (C++ function) ,384
at_write_data_fn_t (C++ type) , 387

B

Bluetooth LE, 437
BluFi, 437

ESP_AT_CMD_ERROR_PARA_INVALID (C
macro) , 386
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro)
, 386
ESP_AT_CMD_ERROR_PARA_NUM(C macro), 386
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (C

macro) , 386
ESP_AT_CMD_ERROR_PARA_TYPE (C macro) ,
386

esp_at_cmd_struct::at_cmdName (C++
member) , 384
esp_at_cmd_struct:
member) , 384
esp_at_cmd_struct:
member) , 384
esp_at_cmd_struct:
member) , 384
esp_at_cmd_struct:
member) , 384
esp_at_cmd_struct (C++ struct) ,384
esp_at_custom_ble_ops_regist (C++
function) , 381

tat_exeCmd (C++
rat_gqueryCmd (C++
rat_setupCmd (C++

tat_testCmd (C++
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esp_at_custom_ble_ops_struct:

?C++ member) , 385

esp_at_custom_ble_ops_struct

(C++ member) , 385

esp_at_custom_ble_ops_struct:

(C++ member) , 385

esp_at_custom_ble_ops_struct

struct) , 385

esp_at_custom_cmd_array_regist (C++

function) , 381

esp_at_custom_cmd_line_terminator_get

(c++ function) ,382

esp_at_custom_cmd_line_terminator_set

(c++ function) ,382

esp_at_custom_net_ops_regist

function),381
esp_at__
(C++ member) , 385

esp_at_custom_net_ops_struct

(C++ member) , 385

esp_at_custom_net_ops_struct:

(C++ member) , 385

esp_at_custom_net_ops_struct

struct) , 385

esp_at_custom_ops_regist (C++

function) , 381
esp_at__
(C++ member) , 386

esp_at_custom_ops_struct:

7C++ member) , 386

esp_at_custom_ops_struct:

YC++ member) , 386
esp_at__
(C++ member) , 385

esp_at_custom_ops_struct:

(C++ member) , 385

esp_at_custom_ops_struct:

(C++ member) , 385

esp_at_custom_ops_struct(C++ struct),

385

esp_at_custom_partition_find (C++

function) , 382

esp_at_device_ops_regist (C++

function) , 381

esp_at_device_ops_struct:

7C++ member) , 384

esp_at_device_ops_struct::

YC++ member) , 384

esp_at_device_ops_struct:

(C++ member) , 385

esp_at_device_ops_struct:

(C++ member) , 384

esp_at_device_ops_struct(C++ struct),

384

(C++ enumerator) , 388

custom_net_ops_struct:

custom_ops_struct:

custom_ops_struct:

:connect_dasp_at_error_code: :ESP_AT_SUB_CMD_PROCESSING

YC++ enumerator) ,388

::disconnecsmlat_error_code: :ESP_AT_SUB_COMMON_ERROR

?C++ enumerator) , 388

:recv_dateesp_at_error_code::ESP_AT_SUB_NO_AT

(C++ enumerator) ,388

(c++

esp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR

(C++ enumerator) , 388

esp_at_error_code: :ESP_AT_SUB_OK (C++

enumerator) , 388

esp_at_error_code::ESP_AT_SUB_PARA_INVALID

YC++ enumerator) ,388

esp_at

error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC

7C++ enumerator) , 388

(c++ esp_at

error_code: :ESP_AT_SUB_PARA NUM_MISMATCH

YC++ enumerator) , 388

:connect_dasp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL

YC++ enumerator) ,388

::disconnecsmlat_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH

(C++ enumerator) , 388

:recv_dateesp_at_error_code: :ESP_AT_SUB_UNSUPPORT_CMD

(C++ enumerator) ,388

(c++

esp_at_error_code (C++ enum) , 387

ESP_AT_ERROR_NO (C macro) , 386

, 383

esp_at_get_core_version (C++ function)

:pre_active_wrEde aatgetcadiltyesakt  cmd_name (C++
function) , 383
:pre_deepsleersmldibagakt current_module_name (C++
function) , 389
:pre_restart_addlsckyet_module_id(C++ function),390
esp_at_get_module_name_by_id (C++
:pre_sleep_callback function) ,389
esp_at_get_para_as_digit (C++
:pre_wakeup_callback function) , 380
esp_at_get_para_as_float (C++

:status_callback

function) , 380

esp_at_get_para_as_str(C++ function),

380

esp_at_get_version (C++ function) , 381

ESP_AT_LOG_BUFFER_HEXDUMP(C macro),391

esp_at_log_write (C++ function) , 390

ESP_AT_LOGD
ESP_AT_LOGE
:get_data_lend3P_AT_LOGI
ESP_AT_LOGV

read_data ESP_AT_LOGW

(c

(c
(c
(c
(c

macro),39l
macro) , 391
macro) , 391
macro) , 391
macro) , 391

esp_at_main_preprocess (C++ function),

:walt_write_complete390

esp_at_module: :ESP_AT_MODULE_NUM (C++

:write_data

enumerator) ,387

esp_at_module_init (C++ function) , 380

esp_at_module (C++ enum) , 387

esp_at_nvs_get_blob(c++ function),390
esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_&¥d.lat_nvs_get_str (C++ function) ,390

esp_at_nvs_set_blob (C++ function),390

esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERRER at_nvs_set_str (C++ function) ,390

(C++ enumerator) , 388

esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
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(C++ enumerator) , 388

(C++ enumerator) ,387

esp_at_para_parse_result_type: :ESP_AT_PARA PARSFaRESUH©OKC++ enum) , 387

(C++ enumerator) ,389

esp_at_transmit_terminal_from_isr(C++

esp_at_para_parse_result_type::ESP_AT_PARA_PAESRCRESWH)T, IMITTED

(C++ enumerator) ,389

esp_at_para_parse_result_type (C++
enum) , 388
esp_at_port_active_write_data (C++

function) , 381
esp_at_port_enter_specific (C++
function),382
esp_at_port_exit_specific (C++
function) , 383
esp_at_port_get_data_length (C++
function) , 382
esp_at_port_read_data (C++ function),
382
esp_at_port_recv_data_notify_ from_isr
(C++ function) ,380
esp_at_port_recv_data_notify (C++
function) , 380
esp_at_port_specific_callback_t (C++

type) , 387
ESP_AT_PORT_TX_WAIT_MS_MAX (C macro) ,
391

esp_at_port_wait_write_complete (C++
function),382

esp_at_port_write_data(C++ function),
381

esp_at_ready_before (C++ function), 390

esp_at_response_result (C++ function),
381

esp_at_transmit_terminal (C++
function) , 381

G

GATTC, 438
GATTS, 438

F{

HID, 438

12C, 439
ICMP, 439

L

LwIP, 439
LWT, 439

M

MAC, 439
manufacturing nvs, 439
mDNS, 439
MSB, 439
MTU, 439

N

Normal Transmission Mode, 439

esp_at result_code_string_index::ESP_AffﬁiéggT_CODE_ERROR

(C++ enumerator) ,389
esp_at_result_code_string_index:
C++ enumerator) , 389
result_code_string_index:
C++ enumerator),389
result_code_string_index:
C++ enumerator) , 389
result_code_string_index:
C++ enumerator) , 389
result_code_string_index:
C++ enumerator) , 389
esp_at_result_code_string_index:

(C++ enumerator) , 389
esp_at_result_code_string_index:

(C++ enumerator) ,389
esp_at_result_code_string_index:

(C++ enumerator) ,389
esp_at_result_code_string_index (C++

enum) , 389
esp_at_set_module_id_by_str (C++

function),390
esp_at_set_module_id(C++ function),390
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