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AlH5M

$§$ﬁ%ﬁ%EWAT%ﬁZ\&ﬁﬁﬂ\mﬁﬁﬁﬁﬁ\%&Wﬁ?ﬁﬁ%%AT@#,m%T%%
A

1.1 ESP-AT {2

YL fEfH ESP-AT Hi, G40 FIEeE 50 % 0, 06 I i 4 AR B R0

ESP-AT & SR g5 JT A (4 n] ELA% T8 MR Y T, SRR I R8s, PRI i i
ESP-AT fiy4, R DAPGHE A TCZ M4 . R =5 . SR (F A SR il S5 2 e, HAEAYE
TeLm IR BTy H IR

ESP-AT /&5t ESP-IDF SCE 3k {4 TRE . B ESP32-C6 f411E ML, MCU fEH £HL. MCU k%
AT fip 425 ESP32-C6 #i4, {51l ESP32-Co BiZH PiAT AN M ng#efE, Jf- B2k ESP32-C6 AR2H % [H] [ AT 1
. ESP-AT 24t T K EINHER[F Y AT fiv4~, 11 Wi-Fi fy4. TCP/IP fy4~. Bluetooth LE fir4. MQTT

4. HTTP i34,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<i::$> BT (ESP32)

% 1: ESP-AT %

AT iy bA “AT” JHif, U Attention, DUBTI—47 (CR LF) W45, i A& Sy #f 2 iR [u] OK ok
ERROR MR, Fn M Alap S M A PATE R . HE, Il AT ey M BT, SRRAREIIT %
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frd. L, fEMH AT i, WAER b IiTsg e n, MRIE T &Kard. MR E—AamdR
WAToEEe, AR TH M, WERE busy p. .. K. HEH X AT 6 E BB AT ¢4 %

EARCE T, MCU J#id UART 1£8: % ESP32-C6 #4H . ik AT fn % DAL AT m . {Hi2, &S
PARRIESE SR (5 B s efE e, i HA R4z 10, 6l SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.

1.2 BoRiE™

SR A U PR BB ) SRR REF 7l . AT BRPFTT . AR WU e 4 o

W AUREHERERERECE . AT AR PR, SR RS 8 SRS

1.2.1  wf ey

TETTUG ] ESP-AT Z 1, 5 B — s G i R 2 - S B FR i = i b, A7 i IR RE To 2 )
A MEPFIRALE MM, HEBEBZITMPINE, WAk, e, WA, RoF%E. W m
PR B B B

o PR T H T DARE BT AR () AR AR I O RE AR X 5«

o BORKUAEAS T DARE B T A0 R RSB SR I REAFRE ]

o WEPFHEZLAHE S W AR DGR B Ot 25, TR . B RITT A 22 I A S R A
o

ik BORBLESS BRI LRI RE s, AR AT BORRE ). B, ESP32-C6 St LF Zighee 3.0
Ji Thread 1.3, FRBA ) AT SCPI7 S8 LR PIFTEL L.

122 AT 8RkPEJ5 Rk %!

AT BAFT7 S8 SRR WL A 4R L) AT [, n] DARE B bR SE B TC LI fE -

o WIERAEAR T i ESP32-C6 ith 4l AT BAFRE ST, WS HAT o4&,
o UNSRARARNT L ESP32-C6 s B AR AT [FE{FThEe, iS5 ESP-AT Bl £ 7.,

NIV TR R AT [ f 20 A

riYay Tk IhRE HEER AT B %8

ESP32-C6 Wi-Fi 6 + BLE 5.0 v4.1.1.0

ESP32-C3  Wi-Fi4 + BLE 5.0 v4.1.1.0

ESP32-C2  Wi-Fi 4 (g BLE 5.0) v4.1.1.0

ESP32 Wi-Fi 4 + BLEv4.2 (+ BT) v4.1.1.0

ESP32-S2  Wi-Fi4 v4.1.1.0 A MY H B g BSP32-C £ 7%

* (3 BLE 5.0) Fn AT SPFJ7 S SR RIS ThaE, (BAAAY I R B 85 I RE
* (+ BT) N AT B0 P SO M T IIRE, (FAARAY R R A5 DI RE .

s )RR EDS A, WK EESR AT . AEAEETEFER, T ANEERMENTE S AR
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TR AT AT [S19T: ?

ESP-AT [5 {47 PAF JURH SRS, Hob T sl 4 PR 00 T AR A B SRS, SR BA12E Rt B
TR

BHRAEEE (EF)
GitHub & oy 8 1

15 e B A
B 4T %hiF Y B 1

PPRARIEE (He42) PP RATRRSIE SR KA RIE R BB OB, IR
P ANl e o A AR R, P SR P e Rl JRL I A, R T ] 3 B AR 8 OTA il 55
ST AR P T R AR e A e s T H TR, UL et B WO R AR . R E Ty
WA SR RO, 0T DARRYE A2 #k 2 07, B AN A A AL S (P A 20 ) 1 A 7 I

o JBUEAR: ESP32-C6 AT 81+

o LA

- T

L

— BREE O TAR R
o R

- HHENIK

- A HEBAA TR
« ZHEIH:

- B

- B FHRARTIES

— 5 % ESP-AT [ {4 35/ A SRR AEE i 241, 1557 ESP-AT GitHub 1 11 readme.md

GitHub [ 7F - GitHub I PF R 4 0OR AU HE% 2] GiHub I8 S AR IR EI R IR B [ 7 A1 R 2
PEAIE(E, S PRI A A 1, 3R B 5 R AR 4 1 I RSCAS A P (R AT 1 5 A1 Y 1]
P, HAPE v AT AR OTA M5 & T E 1

o PPURIE: WS H 4TI GitHub T 3R # 160 R A AT B # .
o A
— SCIPESR, HTAYRR PRI A MR S ) 4 ok
- A E BRI U, anET SDIO @i B fF . BT SPL IR &I

— PRIUE A TAER I
o B BT ARIERUAANY commit A B FECER S SE RN, WRESAE LR, HEEH
e R I

ESSBETE B SBIEE1EE UE S SR I AN B e B, 5T E R e
LT H R, AR BHORH LB OU T, 4 UART 3453 . UART GPIO % %S 51458, It
P 0] B AL T R 8% OTA IRS5 25 TR [
o KTWTBERSHON, S Hapy T3,
A
- AT EE G .
- BEPFRE . AR,
o BN FREALTAARBE R, ERRIC, ERERRA A .

FATS PR R SR T YO K el R A 5 . 52 H OBE OTA IR%5#5PASCF; OTA I
HE.

o KT AATH IR, S5 KikthiF ESP-AT 142,
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o fai: TIRE. R A SR,
o BRI E OIS HI

MR EHERENIIE, HEFET 0 R 5o & &R AR B ) 43 S2 T KRR AT B, R a2
W2 HIEE, RS T master 4337 AR AT [E{4,

1.2.3  BiH oWy

TH R E R B, s RN WO SR EETT A T AR AT o R H R0, RERSHE B b A g
e, PRAERECEANERAERE Sy, w0 F A FETTH ], RERSHE B D o RESR MM BEE , PEREDLIE, 4R
P RRCR AETTH S, e B RN E CL U, SEBL e PRI R A

RS A AT ay B0, B ST R Linux RGN TF A

13wk

AT AN HANGER AT [EF . A AT i AR AT Wi B 75 SR DA BB 7 2 1) ]
.

ARSI AT FEF SR A, 8 RBHEGE R AR, PR 7T S5 ESP-AT Bl 1+ £ 5t
SR AEEAE ] AT BOAE ), ATASH 4o T B AT 3% 2 & e SCRY SR

1.3.1  wfkdEsS

2 1: ESP-AT L r i i

i Thie

ESP32-C6 JF K Ht MAL

USB $i#la2k (##H ESP32-C6 JT K il PC) R i H SR

PC AL, FFEF TR EML

USB #fls2k (##2 PC #1 USB %% UART H: [I#EHk) ik AT a4 AT Wi R 4
USB %% UART H3 15k %45 USB {551 TTL {55

FEIBLL (382 USB #% UART Hf TSR ESP32-C6 FF &) &%k AT fiyd. 3200 AT i 7 45 1% 2

Ei3

o LM 4 MR %8 ESP32-C6 JF & HURT USB %% UART Hf IR, ELA0 SR S (o A 2 3
g, K 2 AL TX/RX JIAT.

o GnAREME Y& ESP32-Co B, M AN@TF A&, WiEid UART Jsgh), FEZHIM 1 UART 45
(22 https://www.espressif.com/sites/default/files/documentation/esp32-c6_datasheet_cn.pdf > &7
A IA) , T H Strapping & (2% https://www.espressif.com/sites/default/files/documentation/

esp32-c6_datasheet_cn.pdf > #7 Strapping 45 ), i34 Strapping 5 I L F-3E A iR

1.3.2 ESP32C6-4MB % %1
ESP32C6-4MB Z 5145172 N & ESP32-C6ith /i, [AIN4 4 MB flash [l #i4H/H % M, Bilfn: ESP32C6 MINI
Z51#%4%5. ESP32C6 WROOM 413445 .

ESP32C6-4MB AT X~ UART $#:11: UARTO T FakE4-fE H HE, UART1 T k1% AT 5%
il AT 57 . BRINEAL S, UARTO Fil UARTI $5{# f 115200 Rk i s .
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] 2: ESP-AT Ml is0hE {2 12 7 7 P

# 2: ESP32C6-4MB ARSI (344545 M) 73 Iic

IheE ESP32C6-4MB FF At/ EE HEIZEEH
[
TR E R H A
UART0 PC
« GPIO17 (RX) . TX
« GPIO16 (TX) « RX
N I 2
AT fiy /T UART1 USB %% UART 3 I kit
« GPIO6 (RX) . TX
« GPIO7 (TX) « RX
« GPIO5 (CTS) « RTS
« GPIO4 (RTS) . CTS

LW 1 ESP32C6-4MB JT %Al PC 2 [H] 45 I H2 £ N ELAE ESP32C6-4MB JT %t b, AT USB
AR RTT AR PC BT W]

BEW] 20 CTS/RTS & A TE RS L4 I eI A 5184
UNAR T B E R T ESP32C6-4MB Bl AT IR, TS B M AR SRR AS

14 PR

ARG LA ESP32-Co-MINI-1 41 Bil, /43 fife] T 4 ESP32-C6-MINI-1 B X1 AT [, AL ey
PR BI4] E, HE ESP32-Co RNt n] 2% 430

FERRIEET: AT BPE2 B, RS EME R R, EUATI S i 4%,
HTRF RSB, AT BB R 6 S 2B %R . RKTS%ESP-AT B4 £ 5.
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ESP board USB to serial converter
RX ———— TX
T — RX
—— CTs RTS
AT command/response RTS cTs

] 3: ESP32C6-4MB Z 41 i {1 145 R 1A

1.4.1 pF#k AT S

W DA A R AT [E R 3% PC:
o FIHEAT B #
o IRENBBLLAL TR (1) AT ¢
o AN BRI T R 3

WAL, FRfTR2k T ESP32-C6-MINI-1 %} [ ESP32C6-4MB-AT-V4.0.0.0 [E{, ZE0H FL54 &
Hrp&A bin ST, HE ESP32-Co RABLALE 1Y H sk 4514 J bin U AT 2% 41N /145 -

— at_customize.bin /! Z R AR K

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT B & X bin X #

F— mfg_nvs.csv // BFF ONVS 4K B F 4 B
| L— mfg_nvs.bin // &7 NVS 4K bin X #
— download.config /7 % E SR
— esp-at.bin // AT KA B H

|— esp—at.elf

I— esp—at.map

— factory /] BEFEHRFNAMTE bin XH
| L— factory_XXX.bin

— flasher_args.json /] TERBZHEEFEHER

— ota_data_initial.bin // ota data X A7 % &

— partition_table /] — Rk A KA K

| L — partition-table.bin

L— sdkconfig // AT EH N EFERE

Hr, download.config MU EFeREHHISE:

——flash_mode dio —--flash_freqg 80m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin

(BETID
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(750
0x1f000 customized_partitions/mfg_nvs.bin
0x60000 esp-at.bin

-—flash_mode dio AR A flash dio BiAHIT47%;

——flash_freq 80m fLFIVE (R A1 flash A5 %4 80 MHz;

-—flash_size 4MB {UFE I EA5E F Y flash £/VA 4 MB;

0xd000 ota_data_initial.bin fAFELF 0xd000 HihlEesk ota_data_initial.bin {4,

1.42 Bk AT ISR %%
TR R 2 G R Y I e T 35

Windows

TR Z T, %k Windows Flash Nk TH., #4045 5] 25 Flash 2 T HH P58 .

* $TJF Flash N T H;

o WEFRINHEAL (BbAh, FAi1ik$FE EsP32-Cé.)

o MIEEMT RIEE—Fh TS (BAk, FRATT%HE develop, )
o RARGERFERIEBR—F IO, (B, Fef1k#f vart. )

BIDOWN. — O X

ChipType: ESP32-Co w

WorkMode: Develop w

LoadMode: YART o
‘ OK ‘

Pl 4e [T ROE B

o Ff AT [Effhesk 2iss, PARF P Rk H—:
- HETHRITOHNEGEL (Bl build/factory H3E T factory_XXX.bin) & 0x0 H#h
hk: ZJ3E “DoNotChgBin”, fifi FH &[] {4 (1) BRI L 2 ;
- SPIF R EZE A bin U RANFE R4 ARIE download. config SIFHATICE, 1 7)H)i%
“DoNotChgBin”;

h T R GbesR B, A TE AR R B L COM i 115, FEA “COM:” FHiFI R ik fi% i
5. XA A i S TR N 445 2% 45 Windows |78 F i 1

PeRSE G, e E AT B S RF R .
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v T T > EEEE > OS(C) > bin > ESP32-C6-4MB-V4.0.0.0 > ESP32-C6-4MB-V4.0.0.0 » factory

-~

ER |87 ESP32C6 FLASH DOWNLOAD TOOL V3.9.4

factory ESP32C6-4MB.bin sPIDownload

<]
=]

O @
O . @
O - @
O - @
O . @
O - @
O @
SPIFlashConfig
SPI SPEED SPI MODE Detectedinfo
E DoMotChgBin | a
O40MHz O QIO
LockSettings
(O 267MHz (O QOUT
) 20MHz oDbio CombineBin
O8MHz O DOUT Default
(O FASTRD
L J
DownloadPanel 1
-
L J
COM: ~
STOP ERASE CoM10
BAUD: 115200 I
K5 FEFE AR R (o)
= a X
B download.config X +
M mE EF 81 ESP32C6 FLASH DOWNLOAD TOOL V3.9.4 - o x

--flash_mode dio --flash_freq 88m --flash_size 4MB

Bx800@ partition_table/partition-table.bin
Bxd00@ ota_data_initial.bin

Bxf00@ phy multiple init_data.bin

Bx1e080 at_customize.bin

Bx1f080 customized partitions/mfg_nvs.bin
Bx650080 esp-at.bin

[0x@ bootloader/bootloader.bin

SPIDownload

8|8 8 ®8 B8 ® B 8

SPIFlashConfig

O40MHz O QIO

LockSettings
267MHz (O QOUT
O20MHz  @DIO CombineBin
Default

©O80MHz (O DOUT
(O FASTRD

DownloadPanel 1

SPI SPEED SPI MODE DetectedInfo
(] DoMotChgBin

COM: | comin

START STOP ERASE
BAUD: 115200 ~
iT9. Fh
Bl 6: R 2 i A A (o)
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Linux 5 macOS

TR BT, 5 2E%% esptool.py.
PAR PRI AT —, 5 AT B R 54
o R EZA bin U R HLAE : S AU R84, Bt PORTNAME fl download.config &

)

esptool.py —--chip auto —-—-port PORTNAME --baud 115200 —--before default_reset —-—
—after hard_reset write_flash -z download.config

FF PORTNAME il il AR T 288z D AR, 2 T0vEM & %3 147K, 1§57 1¢ Linux F1 macOS
FAEF .

$f download. config FR ML R SETI .

PLF S8 6 [ 42 53 & ESP32-C6-MINI-1 fE4 #y A 4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—~dio ——flash_freq 80m —--flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0xd000 ota_data_initial.bin 0x0 bootloader/
—bootloader.bin 0x60000 esp-at.bin 0x1e000 at_customize.bin 0x1f000._
—customized_partitions/mfg_nvs.bin

o BT HEATOR & B2 0x0 Hidik: % APA R4, #ifk PORTNAME Al FILEDIRECTORY £
g

esptool.py —--chip auto —-—-port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio —--flash_freqg 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME Fre il A AP 803% L4 FR, A ICIEERIZ I 4 FK, 165 % 1£ Linux fil macOS
FEFIm .
Ff FILEDIRECTORY Frife sdT 6 b i) r= it SO A, lE TR, UK E factory/

XXX .bin,
PAF 425 [ (445 & ESP32-C6-MINI-1 B4 A4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-

—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 80m —--flash_size 4MB 0x0 factory/factory_ ESP32C6-
—4MB.bin

BREUGE, e E AT B2 T RF A .

1.4.3  F3A AT IR R Resk i)

TR PA N IR G A AT [P he Rl

o FTFE 1T H, 4 SecureCRT;

o HAO BEEEF T ARSI AT iy R B9E 0 (T LA piE 42 )
o PHER: 115200;

o BdEL: 8;

o Ki¥&17: None;

o {1k 1

e VitE: None;

« M\ “AT+GMR” 4, I H#AT (CR LF);

FITR TR, WL OK, 2R AT [ ke )s 2«

AT+GMR
AT version:4.0.0.0(3fe3806 - ESP32C6 - Dec 29 2023 11:10:21)
SDK version:v5.1.2-dirty

(BF )
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(B LEm)
compile time (89040be7) :Jan 2 2024 05:53:07
Bin version:v4.0.0.0 (ESP32C6—4MB)

OK

), FRRESEL AT Nz —H & ESP32-C6 & L H & -
Jiiki1:
o TR O T A, 4N SecureCRT;
B EEAT CTEEMAAEE HEY WO, BRI S R i,
WERR: 115200;
BlElr: 8;
« KiE&A: None;
o (FEIRfL: 1
* Jiifz: None;
EEHT AP RST 4, 4 HERTE P HEMRL, WL ESP-AT B4 & EMvIGe T .
Jiik2:
o ITHWAE O TR, 0 SecureCRT;
o BT AR T ARSI “AT ay &/ (e AT R ERE 4L & e,
ORI S 2 A £ 3%
WERR: 115200;
o BHEfL: 8;
o K:56{7: None;
o (FEIRfL: 1
* Jii#E: None;
o FERIRBIRIL AT ap /" iH D AAT+RST fw4, If Hii7 (CRLF), #F “F#{¢4/ 4
A7 PR H SRR R HAEAERL, WBiH] ESP-AT [E{FC 2 EMwIRL T .

ESP32-C6 F#L H #&:

ESP-ROM:esp32c6-20220919

Build:Sep 19 2022

rst:0xc (SW_CPU),boot:0x6c (SPI_FAST_FLASH_BOOT)
Saved PC:0x4001975a

SPIWP:Oxee

mode:DIO, clock div:2
load:0x4086¢c410,1len:0xd50
load:0x4086e610,len:0x2d74
load:0x40875720, 1en:0x1800

entry 0x4086c410

) boot: ESP-IDF v5.0-dev-9643-g4bc762621d-dirty 2nd stage bootloader
) boot: compile time Jul 5 2023 11:12:16

) boot: chip revision: v0.1

) boot.esp32c6: SPI Speed : 40MHz

) boot.esp32c6: SPI Mode : DIO

) boot.esp32c6: SPI Flash Size : 4MB

) boot: Enabling RNG early entropy source...

) boot: Partition Table:

) boot: ## Label Usage Type ST Offset Length

) boot: 0 otadata OTA data 01 00 00004000 00002000
) boot: 1 phy_init RF data 01 01 0000f000 00001000
) nvs WiFi data 01 02 00010000 0000e000
) boot: at_customize unknown 40 00 0001e000 00042000
) boot: ota_0 OTA app 00 10 00060000 00140000
0) boot: 5 ota_l OTA app 00 11 00230000 00140000
107) boot: End of partition table

(112) esp_image: segment 0: paddr=00060020 vaddr=42140020 size=30628h (198184).

N

boot:

w

HHHH H H H H H H H H H H H H H
[Iny

(BETID
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I (198) esp_image: segment 1: paddr=00090650 vaddr=40800000
—load

I (228) esp_image: segment 2: paddr=000a0020 vaddr=42000020
—map

I (740) esp_image: segment 3: paddr=001dc6b0 vaddr=4080£f9c8
—load

I (752) esp_image: segment 4: paddr=00le22ac vaddr=408155c0
—load

I (760) esp_image: segment 5: paddr=001e5f08 wvaddr=50000000
—load

I (771) boot: Loaded app from partition at offset 0x60000

I (772) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200
module_name: ESP32C6-4MB

max tx power=78, ret=0

4.0.0

# £
size=0£9c8h ( 63944)._

size=13c688h (1296008)._
size=05bf4h ( 23540).
size=03c54h ( 15444).

size=00068h ( 104) .

WG T i ESP-AT L2, W5[HERESP-AT AT 4.

HSR A 2 ST A  H] ESP-AT, 35 G AL 20, FF B e BB PEANER (4, FRISSeat it %, TR
PR M BE F ASRE PR B AT B, SRR PP T #d8 5, T ARAN(T R EAbesk AT FEfk.
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AT [ilfF

2.1 RAWRIREE

FERE TR A 0. HA, SREERAT T DAR ESP32-Co IR AT [,

e
o WSREAHE B OIS T AR AT BN, WESCFSRESP-AT B A £ 5% SCRY, %30kt
BT RIA] ESP32-C6 AT [E/7E SCRe a5 . R (FEL S AL i i) 22 5%, 5 B sl i i
TE R R TG A AT BRI .

o QARGEANEHE Y AT EPFP R RIRCE, @n s atpy T F B AT BFH A S0RT AT EfF

— {52 UART i &

— 57 Wi-FiBe B

- BEGEF Fe FE AT E
— 147 GATTS fe &

2.1.1 F5sY
FERE R R TE AT BEARRT, 35AF4H5 524% 50 % 0, I REAG ) 4% TR ORI R 2R i

2.1.2 ESP32-C6-4MB %41
e v4.1.1.0 ESP32-C6-4MB-AT-V4.1.1.0.zip  (#E##)

* v4.1.0.0 ESP32-C6-4MB-AT-V4.1.0.0.zip
* v4.0.0.0 ESP32-C6-4MB-AT-V4.0.0.0.zip

2.1.3 TPy AT M %A

TWEHIT I AT KA SURTT BRI AR BA A, SRR AR 9 A AR L«
A& AT /N :

15


https://dl.espressif.com/esp-at/firmwares/esp32c6/ESP32-C6-4MB-AT-V4.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c6/ESP32-C6-4MB-AT-V4.1.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c6/ESP32-C6-4MB-AT-V4.0.0.0.zip

Chapter 2. AT [E{4

o T3 ESP32-C6 AT % i Ji I8 1
o AT BIPER A AT [0 SR a — kil S e HoAE

ik ity PR R RS ARSI, AR TR ZE D7 R SR B AN I L A, R R] Bk
E ol 7 SO T T 3

2.2 AT FfFwR4r

ESP-AT [& #4813 TR DI Re i — bl 3ot

build

— at_customize.bin /] ZH%aREx (APaRK, 3H T mfgnvs 4K Ko
~fatfs K W R I o K K A)

— bootloader

| L— bootloader.bin VA-E T &%

I— customized_partitions

| L— mfg_nvs.bin /M BRESHR, SHENLELE XTH mfg_nvs.csv
— esp-at.bin // AT N & #

— factory

| L— factory_xxx.bin /]

SHEDRHN _HHXHEEE, EITUNRNBRRAXHERE AN 0 B flash.

~Z B, RFMYPE download.config X H HEREKET A4 X% F 5 flash.
W ORT N AR A MR B R

|— partition_table

| L— partition-table.bin // — %4 R %X (R& 4 K %)

L— ota_data_initial.bin // OTA % ¥& 40 46 . X
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AT i 442

BN

3.1

FERAN T2 AT i

JERI AT 44k

A<

AT: Ui AT 530

AT+RST: TG

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: W& W) % &E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 8 & 2% 0] IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: % & HEARA,

AT+SYSRAM = i) M2 1] {5 %5 L

AT+SYSMSG: 5/ B ARG REE
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power

AT+RFCAL: RF 4Tk

AT+SYSROLLBACK =[] % 3| DA i %) [&142:
AT+SYSTIMESTAMP : 25 11]/35 B 7 Hb sk 151 7%
AT+SYSLOG: a5 AT B S $ER
AT+SLEEPWKCFG: %8 Light-sleep Wi JEFIMLE GPIO
AT+SYSSTORE : 1% B S,

AT+SYSREG: B &HA758

17



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"ﬂé’\‘

3.1.3 AT+RST: &b
AT %

[

[AT+RST

Wi i ¢

[OK

3.1.4 AT+GMR: #HHEMAEE

AT 4

e

A

[AT+GMR

W i ¢

<AT version info>

<SDK version info>

<compile time>

Bin version:<Bin version> (<module_name>)

OK

ZH

o <AT version info>: AT #Z.UJERRAIE R, BNIAE esp—at/components/at/1ib/ HFE F. L
T PR, ottt

» <SDK version info>: AT ffi fi{1J3F4& SDK A EE, BEN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [ {}4: iHtHE] o
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» <Bin version>: AT [ {f A5 B, WA {5 B 7 PALE menuconfig # &, python build.py
menuconfig>Application manager >Project version., mAKE: 32 %4y

e <module_name>: i I 44 FK, FF esp-at/components/customized_partitions/
raw_data/factory_param/factory_param_data.csv BE X,

Bl
o WEREAERN ESP-AT FfF AR, 5 et AT+eMR IAE R .

il

AT+GMR

AT version:2.2.0.0-dev (cadlecd - ESP32-C6 — Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

305 AT+CMD: 75 i3 5 B AT fr & B fir & Jtd

+CMD:<index>, <"AT command name">, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK

e <index>: AT 275

e <” AT command name” >: AT 4 FR

+ <support test command>: 0 FE/RA T, 1 FRTHE

+ <support query command>: 0 F/RAZFF, 1 FRTHE
» <support set command>: 0 F/RATH:, 1 FTRIFF

« <support execute command>: 0 FRALH, 1 FRIE

3.1.6 AT+GSLP: jji A Deep-sleep izt

IJXLEA g /\>
A

[AT+GSLP:<time>

W i :
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<time>

OK

S8

o <time>: 75 A Deep-sleep B, Bfi: ZFb. el HE]g, &4 H MR, 8 H R RER
MeEEAE, SR e Y R
— /> Deep-sleep B2k 5 Z 5.
- B K Deep-sleep I K2y 28.8 K (231-1 ZZFb).

|

o HTANHPERIE, Pt A Deep-sleep 195 Fribf < G HIEIHC 2 [A] AR

3.1.7 ATE: JFRek:0 AT ]k 3hf

AT 4

=l

4

[ATEO

g

[ATEI

* ATEO: 5P [ul 2
« ATE1: FFR3H] &

3.1.8 AT+RESTORE

WA %

=

PRSI B

[AT+RESTORE

W

[OK

|

. ﬁ?ﬁﬁ
o AT

RHERR BT PRA7 S flash (9S50, FHIRE HERIAS L.

é>
AT M S E SR
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3.1.9 AT+SAVETRANSLINK: ¥ ¥l Wi-Fi/Bluetooth LE i# {4 i {5 5

o % B Lk N TCP/SSL % 15 45 X 4% 8.

o % F LA UDP ik B X 12 8

o % ¥ FHLIEA BLE 51X A2 8
BEEIFHLEA TCP/SSL #1155

peEmY mA

[AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>]

Wi 3% <

[OK

e <mode>:
— 0: 2[4 ESP32-C6 HiHE A Wi-Fi i 42X,
— 1: JF)2 ESP32-C6 _E i3t A Wi-Fi if 1545 X,

e <” remote host” >: FFERSH, Fonmiy IPv4 #ilik. IPve #hlik, aiisss . &K K 64 F37,

« <remote port>: L 1{H

o« <” type” > ??ﬁs%%ﬁ’ %%{g%%ﬂﬂ TCP”,” TCPV6”,” SSL”, ﬁ “SSLV6”° ‘Ej(_‘bk,fﬁw TCP”
« <keep_alive>: Pl B £ SO_KEEPALIVE $%3i (&% : SO_KEEPALIVE N43), BAfi: b,

e JLFE: [0,7200].
- 0: ZEf keep-alive ZhfE; (BRIN)

— 1~7200: JFJ2 keep-alive TfE. TCP_KEEPIDLE {fi >}y <keep_alive>, TCP_KEEPINTVL {fi}

1, TCP_KEEPCNT {4} 3.

o KA <keep_alive> ¥ 5AT+CIPTCPOPT 4 i) <keep_alive> S¥HAR, R4
HUS B A U E . MALBTTAR G QI AR E <keep_alive> 24§, MIERIAGE EKECE M.

B

o ARELG Wi-Fi FFHLE # X E BIREAE NVS X, #5480 <mode> Hy 1, K EHLHZNFEAZL

WX TEBE

2N

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPvo"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFHLEA UDP BB B

P A

[AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[OK
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BH

e <mode>:
— 0: X[ ESP32-C6 FHLiEA Wi-Fi i f£ 45 X
— 1: FFJ2 ESP32-C6 | Hi kA Wi-Fi if 543 X,
e <” remote host” >: FAFERESE, Fonimiy [Pv4 ik, TPve #ihik, BilEi4 . &Kk 64 F5,
e <remote port>: JTifsi I {E
o <" type” >: FRFHRSE, FORMEHZEAL” UDP” B “UDPv6”. ERIA(E:” TCP”
* [<local port>]: FFHLi#E A UDP &4k, i A<t 1

hei]
o ARENF Wi-Fi FFHLE 32X G EARAFAE NVS X, #5550 <mode> 1, NR EH A AEE
X TEBEEN.

o QUAREAEELT IPv6 247857 —> UDP &4, HPATRA N EAE:
- Wil AP 7 EF IPv6
- & HAT+CIPV6=1
— SBITAT+CWIAP 6 3REE|—A IPv6 Hihl
— (W]3%k) @iTAT+CIPSTA? iy 5K s ESP32-C6 273 3R EE| IPv6 Al

il
AT+SAVETRANSLINK=1,"192.168.6.110",1002,"UDP", 1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8081, "UDPv6", 1005

BEEIFHLEEA BLE & fe A5 B

P A

[AT+SAVETRANSLINK:<mode>, <role>, <tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<"peer_addr"> }

] o <
(ox )
ZH
e <mode>:
- 0: 5[4 ESP32-C6 L Hiift A BLE i% f£ 4% X,
- 2: JF)5 ESP32-C6 L Hi it A BLE i £ 42 X,
e <role>:
— 1: client f5 {5,
— 2: server fi {4,

o <tx_srv>: tx [R5 )75 . AT {E8 GATTC B}, it AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
Y3k GATTS B}, i@t AT+BLEGATTSSRV? fip 5251 .

o <tx_char>: tx [RG4FHE)FS . AT {E8 GATTC i}, 3833 AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR 1N GATTS B, il 3fAT+BLEGATTSCHAR? £ 425 .

o <rx_srv>: 1x R4 F 5. AT {8~ GATTC I+, i i AT+BLEGATTCPRIMSRV=<conn_index> fiy & #x
W3 18 GATTS W}, @3 AT+BLEGATTSSRV? iy 425 .

o <rx_char> :rx R4 HHIEF 5 . AT 4E 4 GATTC B, il i AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
A 1EN GATTS B}, il idAT+BLEGATTSCHAR? i 445 .

e <” peer_addr” >: XI5 Bluetooth LE Hidil:.

|

« ASBTDRE BLE TFHLIE 5 B 5 BRAEAE NVS X, #7534 <mode> 2, Tk L [ 1EA Bluetooth
LE i £ X, MERAL.
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il

[AT+SAVETRANSLINK:2,2,1,7,1,5,"26:a2:11:22:33:88"

3.1.10 AT+TRANSINTVL: P& LA B & & b
Ay

[

[AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

[AT+TRANSINTVL:<interval>

Wi % ¢

[OK

o <interval>: FAE%&ik[EfE. B0 20, BRAE: 20, JEFE: [0,1000].

it

« BB, 24 ESP32-Co M UART S EI Bl )n , A RICE] i 8t K BER T2 F 2920 7747, %K
WSRO A 2920 P — R BT Ak, SRR <interval> 2R EEERHEI R EE
RFAET 2920 FA5 AR K -

o MEEERAVDN, HBEAGS RN, W PAEE R E <interval> SRIRBHE AR NHL. 24
<interval> fR/NEF, WTVAREAR ] PO A A B A AE IS, (ELK S 30 P RS i ) 45 4 114
R, — R IR AR T A e

il

/) RERE KEE LR R

AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: ¥ UART %45ilniffice, APRAES] flash
A%

[
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[AT+UART_CUR? J

Wi % ¢

+UART_CUR: <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

o

N

EanA

¥

e

o

[AT+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control> ]

e <baudrate>: UART JHpR
— BSP32-C6 i&45: S F#EEI A4 80 ~ 5000000
o <databits>: E{¥EAr
— 5: 5bit FIR(
— 6: 6 bit Z IR
— 7: 7 bit HIRA
— 8: 8 bit (v
o <stopbits>: %[/
— 1: 1 bit & k{v
- 2: 1.5bit {11
- 3: 2bit {F= 17
o <parity>: L1
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: NMfREmE
— 1: {#EERTS
- 2: ffifg CTS
- 3: [AW{#ifE RTS i1 CTS

e
o iR B2 UART Bl & S50 S5, BTaMeh i i, ol 68 5 e (EA 41 22 5.
o AREARAFE flash,

o U TR 4 I 45 2 TR B B2 i 4 1 CTS/RTS 45 M, 1% 1% W22 #+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

hil

[AT+UART_CUR:115200,8,1,0,3 ]
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3.1.12 AT+UART_DEF: %% UART BRi\fids, {#47%] flash

[AT +UART_DEF?

W i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

¥

X

Wrs
4

=l

[AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

[OK

* <baudrate>: UART j4&%

— ESP32-C6 i&45: S 4:7E I H 80 ~ 5000000
o <databits>: FIR{

— 5: 5 bit HERAT

- 6: 6 bit £

— 7: 7 bit H w7

— 8: 8 bit HFE{r
 <stopbits>: {811/

— 1: 1bit {17

— 21 1.5bit {F= ]} 7

— 3: 2 bit {E k{7
o <parity>: R

— 0: None

- 1: Odd

— 2: Even
» <flow control>: Ji#s

- 0: Afigemis

— 1: {fifg RTS

- 2: {fifg CTS

- 3: [A|mH#ifiE RTS Fil CTS

|

o FCE S UCRHRAATE NVS 431X, 2308 PR EHLIHS AR 3K
o {5 T TR 1 U 4% 2 TR O B2 i 45 1 CTS/RTS 4 M, 1% 1% W2 1+ £ 4% H components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,
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il

[AT+UART_DEF:115ZOO,8,1,0,3

3.1.13 AT+SLEEP: %FEIEHRE

[AT+SLEEP?

W i <

+SLEEP:<sleep mode>

OK

v

¥

N

é>

¥

Wi
4

=l

[AT+SLEEP:<sleep mode>

W

[OK

BH

* <sleep mode>:
- 0: ZEFREAR AR
— 1: Wi-Fi Modem-sleep 5=, . SR AP (1) DTIM SE W] 3 . {XAE Wi-Fi 2,24 Station
WHEEAERG 7500 Wi-Fi B, AR E, EASAR Ch TIRE I AT [EfF) ;. HAb
LN AT
— 2: Light-sleep 5. 7E Wi-Fi #ix 2}y SoftAP &Y Station+SoftAP Fif /N A i .
« JG Wi-Fi i,
- CPU K H 2k A BEAR , SFPATRIHOR: 5 o
« A Wi-Fi fiiR
- CPU ¥ B 3l ABEAR, SR AR YEAT+CWIAP 5 AT+CWCONFIG fiy ¥ &)
listen interval ZEUEM XM,
* A Bluetooth Fz;
- F£ Bluetooth | 3%~ , CPU X H 3t AREAR, SHEIH L REAR ) 45 18] b i 1 O ] .
- ¥£ Bluetooth JE3ZS T, CPU X HahE AMENR, SRt f AR H 2422 1) b 72 31 < 4]
+ Wi-Fi A1 Bluetooth JE77AF
- CPU X H Bl ARENR, AT Hia o Y5 BRASEER 1 56 P4
- 3: Wi-Fi Modem-sleep listen interval #5150, S A He AR AT+ CWIAP iy A5 B Y 1listen
interval ZHUEM XM ATE Wi-Fi #5120 Station B E A3 FEJC Wi-Fi x0T, ARiFi
B, HASER ChTIHRAIRMR AT B4 HAWE O T AR

(A
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* X Light-sleep B H], HIIRHTEITAT+SLEEPWKCFG fig % B B AP HAEEYER , 5 WV IEME, &4
FF—H AT HEIRIRAS .

* & Light-sleep #5505 , W15 Light-sleep Wi 55 AN 2 I, BA5RF B 2tk ABERREIEC , 24 Light-sleep
Wl 25 A1 G 1) BL%H 2l A RIS 2 v e i

o B BLE #iz{'F, H7f BLE Light-sleep il BLE Modem-sleep W flEIRIE . i) AT+SLEEP=2 fip%
J& J BLE Light-sleep, j#iid AT+SLEEP=0 #5435 /] BLE Modem-sleep.

o X}F BLE #x Y Light-sleep #5X, F PubFiafiftsh% 32KHz 4%, &0, Light-sleep #182x DA
Modem-sleep #3 TAE .

* AT+SLEEP T Z /R fili 5% 1Y Sleep AT 719 .

il

[AT+SLEEP:O

3.1.14 AT+SYSRAM: ¢ ifyii2s w4l FH S O
b A

[AT+SYSRAM?

W i <

+SYSRAM: <remaining RAM size>,<minimum heap size>
OK

o <remaining RAM size>: 4FiF| 4SS |E], BAfI: byte

« <minimum heap size>: Z{TIAH/DHEZS[E], BAL7: byte. 24 <minimum heap size> /NFEi#E
1T 10 KB K}, ESP32-C6 1) Wi-Fi FMLIIFEW IR P E L 5255 M o

il

AT+SYSRAM?
+SYSRAM:148408,84044

FITEL E BT W R GE N A DL

"ﬂ4>

[AT+SYSRAM:<caps>

Wi 3% ¢

+SYSRAM: <caps_largest_free_block_size>, <caps_free_size>,<caps_minimum_free_size>,
—<caps_total_size>
OK
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<caps>: fEJi{H. TEIL A6 capabilities i# L. FJPALHAH, 41 AT+SYSRAM=0x1800, F/Rn
MALLOC_CAP_INTERNAL | MALLOC_CAP_DEFAULT,

<caps_largest_free_block_size>: :4Hi caps [ EEWE 0 ELAm KSR, BAf7: byte,
<caps_free_size>: 47 caps A WA/ NER, HA7: byte.

<caps_minimum_free_size>: {5 5 LS, caps T AFE S REI NS RIS/ IME, B7: byte,
<caps_total_size>: 4Fij caps FENTER/DN, A byte.

ARG mfrdBih, —BRNEARNRB AT B &35 0 & M 1 alloc failed,
size:<requested_size>, caps:<requested_caps>. 7w uJ PA o3 *

AT+SYSRAM=<requested_caps> & FH 4 Wl caps W W £ B 1 M. FH
<caps_largest_free_block_size> E T R /0 Bl <requested_size> K/NH) N F
He.

3.1.15 AT+SYSMSG: #ify/i% ¥ ARG 158

A ify)

Py
A

g

ik
I H ARG R G EARES

e

[AT+SYSMSG?

Wi % ¢

+SYSMSG:<state>

OK

)E’J

CH

Lo N
“D<>

Dyt
&Lﬁzg\%%i{‘{%a%\ o ﬁn%f@%%%ﬁu%éﬁ E‘J%}E AT ?ﬁ/%\v “L%a’fﬁFHAT'FSYSMSGFILTER ﬁﬁ/‘\°

e

[AT+SYSMSG:<state>

W i ¢
(ox
S8
¢ <state>:
— Bit0: BH Wi-Fi i# 1542 X, Bluetooth LE SPP }% Bluetooth SPP i 2 &3 ElE /R E B
0 RETED
+ 11 FTEJ +QUITT
— Bitl: MR fE E 2
« 01 MEAIRIERAPE /R EL, 40 XX, CONNECT
Espressif Systems 28 Release release-v4.1.0.0

Submit Document Feedback


https://github.com/espressif/esp-idf/blob/release/v5.4/components/heap/include/esp_heap_caps.h#L29-L49
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

x 1 ﬁ i ﬁé 40 ki % R 1§ E\, ] +LINK_CONN: status_type, link_id, ip_type,
terminal_type, remote_ip, remote_port, local_port
- Bit2: EERESHNMEE, T Wi-Fii£ 42X, Bluetooth LE SPP J% Bluetooth SPP
D ANTHERRE R
: 4 Wi-Fi, socket. Bluetooth LE B}, Bluetooth JRZS A AE A}, FTEIHR/REE., 0:

N

O

*

*

—_—

- "CONNECT\r\n" = PI "+LINK_CONN:" JFL W iE = fz &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

- "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

— "+ETH_DISCONNECTED\r\n"

- DL "+ETH_GOT_IP:" JFk Wi & B

- PL "+STA_CONNECTED:" }F}é’]&f{% <t

- DL "+STA_DISCONNECTED:" FF L W # & fz &
- DL "+DIST_STA_IP:" FLWMETFfF E

- W "+BLECONN:" FF LW ETFEE

- DL "+BLEDISCONN:" JF k@it & &

Bl

o PAT+SYSSTORE=1, T B B HARAEAE NVS 40X,

« #IBIt0 Ky 1, B Wi-Fi U%a‘%i& I &4R7R +QUITT,

o« ¥ Bitl K 1, ¥ & ¥ WJAT+CIPSTART FIAT+CIPSERVER 5y 4, % % ¥ # =
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” TN
£ “XX,CONNECT”,

il

// #H Wi-Fi ié%fr;%fcﬂi %TEp%zeTfp IS8
// ¥ RAT A 4R Eﬂa
/] EERAAAEBTTH AT

AT+SYSMSG=2

%"‘!Dﬂ'
_W:

=1
N

o

// HEHE KX T, Wi-Fi. socket. Bluetooth LE # Bluetooth KA KL W 2T IR Tz &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: k2 R&%50 8000k
b A

Dyt
E I E TR EYSSuR/ bk

[k

[AT+SYSMSGFILTER?

LR
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+SYSMSGFILTER:<enable>

OK
BE WA
Dyie:
BN E RS W EPSPuR
A
[AT+SYSMSGFILTER:<enable> }
My o 2
[0 )
SHL
e <enable>:
- 0 BHARGEELE. REBIME. 255, REHEEARERN T IELRTE.
D EHARGEHEEANE. RS, RS BEIEN R ITE_E R EdE S8 AT fghi, MCU
TAWﬂ T A 1 R = T e b s, &R &4 MCU.,
wi

°m%ﬁﬁ”ﬁmm@%mﬂﬂVVﬁEﬁﬂ% gAY, RO A B N B A ARG B g,
SCIE RS A R GUH B

'ﬁ@ﬁﬁ%ﬂﬂmm@ﬂMRva,LﬂM%FﬁhﬁMﬂﬁ H R BRI, BT Ik AT RS
H S L g

o TEHENE AKX B, RZUEWUE T AT+SYSMSGFILTER=0 fir %, M R G0H Bt vk

o QUERAHT AT TR YT K, WEAAT R APIs SCHL AT iy 11 B0 4% .

// BAH AT 450 HELRX., HELR 4L W AT+SYSMSGFILTER.
AR, REHZEMEL LA S %E MCU (AT+USERWKMCUCFG # AR B M MCU % B Zh i) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ ARG AT ¢S O Wik E. B LYW AT+HSYSMSGFILTER.
ARk (WREER) , REEEN L 2% E MCU (AT+USERWKMCUCFG # 4 % & # MCU.
< BT B ) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ EAEE MCU Bl AT #4 0OWEKE L #E . HEF L4 AT+SYSMSGFILTER.
AR, REHKEMN S4B MCU (AT+USERWKMCUCEG #r 4 % BE W MCU % B 3 &) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// A BB A % B MCU I & %nﬁ/}’éljb B AT A OB B KE. HIE AW AT+SYSMSGFILTER.
ARk (WRERER) , A& #%m ¥ B MCU (AT+USERWKMCUCFG # 4 & B #§ MCU_
BT B ) .

int32_t esp_at_port_active_write_data(uint8_t data, int32_t len);

Wl PRGBS A% BALiETR ),
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3.1.17 AT+SYSMSGFILTERCFG: #rify/fit s R0l ie s

L4 7‘!"1’73\/\; aa

o AR TIEE
o W —AiER
o MR —AN s B
AL IR AN
Aifytn s A
[AT+SYSMSGFILTERCFG? ]
L)V
+SYSMSGFILTERCFG: <index>, <"head_regexp">,<"tail regexp">
OK

o <index>: JIJERMZES|,
+ < head_regexp” >: SLEBIEMFEk,
o <” tail_regexp” >: EIBIENFEiEKL.

BRI IS

BEEmA WA

[AT+SYSMSGFILTERCFG=<Operator>

W i <

[OK

S

* <operator>:

- 0: HERITAEERE . R, W DARE— L PR AR T o5 SRR

il

/) B BT A LR B

AT+SYSMSGFILTERCFG=0

[AT+SYSMSGFILTERCFG:<operator>, <head_regexp_len>,<tail_regexp_len>

Wi i ¢

OK
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aRm R R AT EMER I AT 2 OROEdE, BURERT DA AR (B SKSRIE M5k =0 R iR IE
MFEAR), Y AT 23 B JF 53] <head_regexp_len> + <tail_regexp_len> J5, #FTIE
MR SE B A T

AR IR ek A SR AR I R s L s R, sz ]

[ERROR }

B SRV B vieea Wt -3 G v R N ER A PR /58790 ) IS A T

& )

BH

* <operator>:
— 1 BEM—A g . — Dt PEAR AL A S BRI Ik RN e Bk ) ek K
* <head_regexp_len>: SLFFIENIZRIANKEE. il [0,64]. WIREEN 0, FRZMELEBIEN KL
FCHYPCHED, [EB} <tail_regexp_len> AHEN 0.
o <tail_regexp_len>: JEFIEMFALKE. il [0,64]. QIEREEEN 0, FARZMEZIBIENFREA
HIVLHED, [AB} <head_regexp_len> AfEHN O,

o WM ARMGATEA MRS NESS, Hl T AT+SYSMSGFILTER 4 5 s 25 F 2400 Bad ik, 52

ﬂ%Mﬁ%%%%ﬁ%ﬁﬁ

o SRR ERIE WA kg S % POSIX HAIENEYE (BRE) .

o N TR A E S (AT 4 ) TX ) Bhe iR g, sha B E W Rk A ~ I3k, RBHp

IEMIZEIRAPA ¢ 455

o WA RS E MIBHPCES_F S0 E gk R B ERIE WA, REHEA Spdig. diEE, &

Se i B E WA VUL E B 258 AT i 384, MCU A Us] s 1 A8 1 W) ek xCPCid b

Bk, SIRFERA MCU,

o MERGIHEICEHE—AUER G, ARSI ITH TR IERS .

-i%ﬁﬁmm gL, REHEASE, AR RN RGHEMARK RS EGHE—
ATVERE

o WFEER KA, AR R AR kg, A B T AT+ SYSMSGFILTER=0 iy %>

BHMARGHELE.

EN |

// BB EE, HEHAE "WIFI CONNECTED" % 4 M B iR &
AT+SYSMSGFILTERCFG=1,17,0

// &4 EE OK f1 > &, 8 A\ "WIFI CONNECTED\r\n (# & \r\n & Ff 2_
~/ANFF, Xt E ASCII # ¥ # 0D 0A)

/) R ER G E Tk

AT+SYSMSGFILTER=1

/7 PR LR R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT KB #r#f WIFI CONNECTED % %4 4 E i) &

PR S A5l BadiEa ),

TR —A~ i 28

%
B A
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[AT+SYSMSGFILTERCFG:<operator>,<head_regexp_len>,<tail_regexp_len>

Wi % ¢

OK

>

aRm R R AT EMER I AT 2 DOROEdE, BURTETT DA AR (B SKSRIE M5k =0R iR IE
MFEAR), 24 AT 23 MEEE K JF 53] <head_regexp_len> + <tail_regexp_len> j5, #FTIE
ik 2 e B AL B

AR I Rk e B 2 I s e B e R, R ] -

[ERROR

B SRV B vieea Vet -3 G v 1 R NE ] 5 rstr 90 I IS A T

[OK

* <operator>:
- 20 BRIk
» <head_regexp_len>: S iE MK L ¢ 0.64], WIARELTH 0, W <tail regexp_len>
AHEA 0.
+ <tail_regexp_len>: RFSIENZEAKEE, WM : [0.64]. QAN 0, W <head regexp_len>
NEEH 0,

Bl

MM 0 2 A I A A AL DB

il

/7 M Bk bR A ey 3R A

AT+SYSMSGFILTERCFG=2, 17,0

// %t & 4 KE OK #1 > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.
S/ANFE ¥, N ASCITI & WY 0D O0A)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 W & i &

3.1.18 AT+SYSFLASH: #ifyukif5 flash JIj 153X
R

ik
#rif) flash H] 740X

Py
A

[AT+SYSFLASH?

Wi i ¢
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+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK

[AT+SYSFLASH:<operation>, <partition>, <offset>, <length> }

W 3% ¢

+SYSFLASH:<length>, <data> J

OK

¢ <operation>:

- 0 BERAIX

- 1 B

-2 HAK
 <partition>: X4k
o <offset>: fmfsHihl
o <length>: (i K&
o <type>: 4 IXAAY
* <subtype>: JJ 43X 1R
e <addr>: 4 XHuhk
o <size>: ] KAK/N

o [ AN A5 beok at_customize.bin, FH4EE IS H 4efT i 2 Lo R,

o B IXEF, EEEERIZERSX., XTPLEIT A <of fset> fl <length> BHORFEM.
W, 4 AT+SYSFLASH=0, "mfg_nvs" AJ[#ERIEA “mfg_nvs” X,

o XT3 X n] 2% ESP-IDF 73X 3%,

* ¥4 <operator> Nwrite B}, RGBS IERMITRE >, R DU A S WEdE, 5k
PN 5 <length> —F(,

o EArIKHI, S EERIZS XK.

o GNARGEARE L mfg_nvs 43 X H AR, T AT+SYSMFG 4 (NVS H i B EXTAE ) . ansk
BB A mfg_nvs 431X, 50 AT+SYSFLASH fiy% (43 IXEEE) o

o H4rIXEF, MCU Wik G AEHE, #e—KES AL 28R SENAFAA L. FlindERE A 4KB
FAEAE, HRB AT

Bl

// BB EAN "mfg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_ nvs" S REHHI 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs", 0, 0x1C000
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3.1.19 AT+SYSMFG: #¥ifjali% T manufacturing nvs Jf j143 X
ity 4>

hig:
1) manufacturing nvs f 743 X N ¥ 6 44 25 [] (namespace)

s

[AT+SYSMFG? }

L)V

+SYSMFG:<"namespace">

OK

Rk A #4 ] SEBEAEDN
%

{AT+SYSMFG:<operation>, <"namespace">[,<"key">] J

Wi 3% ¢

& ]

ZH

¢ <operation>:
- 0: EEREAE
- 1 BRHURAE
- 20 GARME
* <” namespace” >: fiy443|A].
o <” key” >: FHE, EUFCMEE. 2 <"key"> BT, R <"namespace"> WA RIEEXT; &
M BB M BT HE E ) <"key"> AN

Bl

o THICPIEE AR AT (NVS), T a4 23(a] . BERT AR

2l
// B client cert #AZHMAAANRER (H: RRBRAWE 0 £RE 1
~EEPRES)

AT+SYSMFG=0, "client_cert"

// ¥EH% client_cert # & X FE W MW client_cert.0 X (W : R %AW E oo
B E P IS )

AT+SYSMFG=0, "client_cert", "client_cert.0"

I 44 2 ] SR (R
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[AT+SYSMFG:<operation>[,<"namespace">][,<"key">][,<offset>,<length>]

Wi i
Y <"namespace"> PAKZ IGSEGA BT, 1&[H

+SYSMFG:<"namespace">

OK

Y <"key"> NRZJGZHURAE IS, &1

+SYSMFG:<"namespace">, <"key">, <type>

OK

Hopfigol, &

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: BEEREAE
- 1t SEHAE
- 20 HABLE
e <” namespace” >: 4 a3[A,
o <” key” >: U, EFRNEE.
o <offset>: fB{HMMIZ.
* <length>: FE{EAIKJE.
 <type>: FEEAYIHL,
- 1: u8
i8
ul6
i16
u32
i32
string
— 8: binary
o <value>: FEMIEERE.

|
NN W

Bl
o WHSCREE RS AT (NVS), T f#ar 2 2Sim) ., BEXT S .

2N

/) BB A BT A A A
AT+SYSMFG=1

// BB client_cert # A X F W AW 5
AT+SYSMFG=1, "client_cert"

// EZ Bl client_cert # % R [ W ¥ client_cert.0 T # K H
AT+SYSMFG=1, "client_cert", "client_cert.0"

(T
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(750
// LB client_cert # % B H MW client_cert.0 FH#WME, NEH 100 W & 3 B 200
s
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

AT EEPN L he)

BeE M WA

[AT+SYSMFG:<operation>, <"namespace">,<"key">, <type>, <value>

W

[OK

¢ <operation>:
- 0: {EEREAE
- 10 EEUEEAE
-2 BARME
e <” namespace” >: 443 [A,
o <” key” >: FHE, M.
o <type>: HE{HAYARIL.
- 1: u8
-2:18
ul6
i16
u32
132
¢ string
— 8: binary
* <value>: Z4J <type> AF, WSRO :
- QiR <type> & 1-6, <value> fRFEEMNEE.
- QR <type> & 7-8, <value> NFEMMAEMEIRMKE. EEEETMEFEMS G, AT &[H
>, FN AT CHER IR T80, i EnT DA AR, 24 AT 2003 i Bl K 28 3
<value> J5, WISZ R4 2510 N B ASEXT

|
NN kW

|

* WHICREE RS AT (NVS), T flar 2 2sim) . BE MRS -

* BRI, BT SR S SR (NVS SARIGTE 2 B ShIRERE(EXT ) -

o AREAEB Y mfg_nvs 73X SRR, T BT AT+SYSMFG 64 (NVS HRGEEEDH#AE) o A2k
FREUCEA mfg_nvs 73X, 5 AT+SYSFLASH fig % (73X #4F)

il

// 1 client_cert @ % X Al A W client_cert.0 # 5 NFH WA (B : ¥ #H client_cert.
SRmAREANKE 0 EEFRIES)

AT+SYSMFG=2, "client_cert", "client_cert.0",8,1164

/) EFEORE > B, BA 1164 FH HIEH X4
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Chapter 3. AT Ay d4E

3.1.20 AT+RFPOWER: #5if)/i'% RF TX Power
Arifg i A

Yitig:
#¥if] RF TX Power

s

[AT+RFPOWER?

W

+RFPOWER: <wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>
OK

)E’J

CHLN A

A

[AT+RFPOWER=<wifi_power>[,<ble_adv_power>,<ble_scan_power>,<ble_conn_power>]

Wi i ¢

[OK

o <wifi_power>: BA{4 0.25dBm, AKX ERISEE N 78, MIZLFRE RF Power {H4 78 * 0.25 dBm
=19.5dBm. [t )50iE4F AT+RFPOWER? A HiIASL P RE Power {f.
— ESP32-C6 45 I HUE G A [40,84]:

REME ERE KER{E 5kfR dBm

[40,80] <&EME> <KTH> <KEEME>*0.25
[81,84] <ikE(i> 80 20

* <ble_adv_power>: Bluetooth LE | 4% RF TX Power, HUEEE S [3,15]:

:-15dBm
:-12dBm
: -9 dBm
: -6 dBm
:-3dBm
: -0 dBm
¢ 9:3dBm
¢ 10: 6 dBm
e 11: 9dBm
e 12: 12dBm
¢ 13: 15dBm
e 14: 18 dBm
e 15: 20 dBm

 <ble_scan_power>: Bluetooth LE J94#{#) RF TX Power, Z%{BU{EH[F] <ble_adv_power> H¥{.
 <ble_conn_power>: Bluetooth LE j£321) RF TX Power, Z(HUE][H] <ble_adv_power> .

.
[c BN I e) NV I SN
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3.1.21 il

o M Wi-Fi & RFI I/}, AT+RFPOWER A2 ok % B/EE ] Wi-Fi 1) RF TX Power. 24 Bluetooth
LE FAIMG40}, AT+RFPOWER fyd Joykik B /2] Bluetooth LE ) RF TX Power,

e F RF TX Power 40 A AN W%, MG NFRMAEE XN K HEEE R,
B DA L esp_wifi_get_max_tx_power £ i) F| ¥ wifi_power I {H B & 5
esp_wifi_set_max_tx_power WEMEFAEZER, HEAXREK.

o A <ble_scan_power> Fll <ble_conn_power> S EUH % B N5 <ble_adv_power> Z5UR [A] H(HE
BN, XDSEG 2 E S E NS <ble_adv_power> ] [{H -

3.1.22 AT: RF ik
Wit

[k

[AT+RFCAL

W .

& J

3.1.23

* ESP32-C6 HK/Aslt & B 34T RF £iAE, 2 )53t & 33T RE 04 2% RF
FEHE T A0
o WHEAEE T WA, B RPN SEHOUE, BT RF SmAHE.

3.1.24 AT+SYSROLLBACK: [n]7& %I ULy [
AT A

g
)Y H2 AT R (VR [ Y kR RCAS

e

[AT+SYSROLLBACK? }

W 7

+SYSROLLBACK: <running_app_addr>, <"running_app_version">,<rollback_app_addr>, <
—"rollback_app_version">
OK

WA 4

=t

,/?\:

LAT+SYSROLLBACK ]

W i :

& )
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BH

e <running_app_addr>: 43z {7 E LRk .

* <” running_app_version” >: 4FZfTE LRI A .
<rollback_app_addr>: [5]7 [E{F ik

* <” rollback_app_version” >: [0 & /RIS .

(]

» Ay Al OTA J14%, R BIRE] S — OTA 7 K .

3.1.25 AT+SYSTIMESTAMP: 7% ifi)/i ¥ AS Hiu it i) 2%
AR A

ik
B A B P )

A

[AT+SYSTIMESTAMP?

Wi 3% ¢

+SYSTIMESTAMP : <Unix_timestamp>
OK

B

itk
BEEASH R, 24 SNTP W EHE, K52 FEHE

fir 4

[AT+SYSTIMESTAMP:<UniX_timeStamp>

 <Unix-timestamp>: Unix [J[a]#, PAfi: #.

il
[AT+SYSTIMESTAMP:1565853509 //2019-08-15 15:18:29
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3.1.26 AT+SYSLOG: K3HukZsH AT #5iR St

iy

Jyiig:
i) AT SRR 2 A

s

[AT+SYSLOG?

W

+SYSLOG:<status>

OK

BEmA

ifig:
JE AR AT 452 TR

zs

[AT+SYSLOG:<status>

Wi i ¢

[OK

BH
o <status>: FFRIUHEHEAVIRE

- 0: 287
- 1R

il

// B AT 4iE R AR R
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// ER AT #RREGRT
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR
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AT BRI R —A> 32 fi /N BEHIEE, & SCanF

XA FRE R
bit32 ~ bit24  bit23 ~ bitl6  bitl5 ~ bit0

* category: [ E{H 0x01
« subcategory: 4H{RASHY

fRIREE iR K A
3

ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 {568
ESP_AT_SUB_NO_TERMINATOR 0x02 RIBBNEHREE (LA “m” 452)
ESP_AT_SUB_NO_AT 0x03 KL F|E G AT (& AR REE at, At B

aT)
ESP_AT_SUB_PARA_LENGTH_MISMATC 0x04 2 e U
ESP_AT_SUB_PARA_TYPE_MISMATCH 0x05 SRR RUR L
ESP_AT_SUB_PARA_NUM_MISMATCH 0x06 SRR AN DL
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 R S50
ESP_AT_SUB_UNSUPPORT_CMD 0x09 A EZ S
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A HATar 54K
ESP_AT_SUB_CMD_PROCESSING 0x0B e IT E— % s
ESP_AT_SUB_CMD_OP_ERROR 0x0C A O PRAE S R A5

* extension: iRV RGEE, AW TREGARMWY BEE, #1EE W components/at/
include/esp_at.h,

B, AR ERR CODE:0x01090000 R “AHEFZMmS7.

3.1.27 AT+SLEEPWKCFG: ¥t Light-sleep Mg s filefii GPIO

[Fautigy

=N

A

[AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

» <wakeup source>: M H
- 0: fREABCE, BALE:
- 1 REECE, BASEE
— 2: GPIO Mg
e <paraml>:
- YMLEJE N GPIO I, % Z4(3R GPIO & i
- PREGELE, BAF:
¢ <param22>:
- YMLfE)E R GPIO B, %SGR L1
- 0: fKH-F
- 1: FHF
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il

// GPIO12 F K 1k W F mf 4 B
AT+SLEEPWKCFG=2, 12, 0

A
o MR A R RO AL, ARNBEAL TR SRS, A PR e P B A

3.1.28 AT+SYSSTORE: ¥ SRfEhkki
wifhr 4

e
#if] AT ZHUFRER

"ﬂ4>

[AT+SYSSTORE?

W i <

+SYSSTORE: <store_mode>

OK

%

&F

AR
Is

O

X

=

[AT+SYSSTORE=<store_mode>

W

[OK

BH

o <store_mode>: ZHIFEfEHIA;
-0: up Al E A flash
- 1 WAEELFA flash (ERIA)

Bl

P HP R B, APmEiiiaS, POy a2 2N RAM i) .
AR XL MILAT fir -

o AT+SYSMSG

» AT+CWMODE

o AT+CIPV6

* AT+CWCONFIG
o AT+CWIJAP

*» AT+CWSAP
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* AT+CWRECONNCFG
e AT+CIPAP

e AT+CIPSTA

* AT+CIPAPMAC

* AT+CIPSTAMAC

e AT+CIPDNS

e AT+CIPSSLCCONF

* AT+CIPRECONNINTV
* AT+CIPTCPOPT

* AT+CWDHCPS

* AT+CWDHCP

* AT+CWSTAPROTO
 AT+CWAPPROTO

o AT+CWIJEAP

il

AT+SYSSTORE=0
AT+CWMODE=1 // K # A\ flash
AT+CWJAP="test","1234567890" // A F A flash

AT+SYSSTORE=1
AT+CWMODE=3 // # A flash
AT+CWJAP="test", "1234567890" // ¥ A flash

3.1.29 AT+SYSREG: B:GHA{Eds

v

H

<

R

¥

2

,/?\:

[AT+SYSREG:<direct>, <address> [, <write value>]

W i ¢

+SYSREG:<read value> // REH T HF & £
OK

o <direct>: B2l E T4
- 0: BEAA7AR
- 11 Gafias

o <address>: (uint32) FfFanitt, FHEREIESHH XN (RS FI
o <write value>: (uint32) 5 A(H, U T 5 S1Easm)

Bl

o AT RKGARZF il , DRI A DR AR A 1) 23 At L AT 2L

32 Wi-Fi AT @144
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* N2

o AT+CWINIT : #1540/ 3753 Wi-Fi URh AL

o AT+CWMODE: #5if)/¥%E Wi-Fi =, (Station/SoftAP/Station+SoftAP)
o AT+CWSTATE: #xif] Wi-Fi JRZSH1 Wi-Fi 13 &,

o AT+CWCONFIG: 25)/3¢ '8 Wi-Fi JE3E Sl a] 1 07 6] 5 s TE)

o AT+CWJAP: &4 AP

o AT+CWRECONNCFG: ZEifj/i% % Wi-Fi &40 S

o AT+CWLAPOPT: 8 AT+CWLAP {44545 5 1 J@ 1

o AT+CWLAP: 245 HE) AP

o AT+CWOAP: IKiFT5 AP )4

o AT+CWSAP: [t B ESP32-C6 SoftAP &4

o AT+CWLIF: Txifji%E#:%] ESP32-C6 SoftAP [1 station {5 5,

o AT+CWOQIF: WiFF station 5 ESP32-C6 SoftAP [f)i%:15

o AT+CWDHCP: J3 /25l DHCP

o AT+CWDHCPS: 2:if/i% & ESP32-C6 SoftAP DHCP 4} it i IPv4 i tik3i il
o AT+CWAUTOCONN: I Hi 275 3 8hi%E: AP

o AT+CWAPPROTO: 25if1]/¥5 5 SoftAP 55T 802.11 b/g/n ¥isl brifi
o AT+CWSTAPROTO: %' Station £ 802.11 b/g/n tM¥ Rtk

o AT+CIPSTAMAC: 2¥if)/4% % ESP32-C6 Station [} MAC Hbh

o AT+CIPAPMAC: Zrif)/i%H ESP32-C6 SoftAP [1] MAC #bhil:

o AT+CIPSTA: #:if/i% & ESP32-C6 Station [ IP Hihl

o AT+CIPAP: it/ 5 ESP32-C6 SoftAP [ IP itk

o AT+CWSTARTSMART: FFJ& SmartConfig

o AT+CWSTOPSMART : {2 I- SmartConfig

o AT+WPS: ¥%'& WPS IiE

o AT+CWJEAP: %32 WPA2 ik AP

o AT+CWHOSTNAME : #%if)/i% & ESP32-C6 Station [ L4 R

o AT+CWCOUNTRY : Fxif)/i% & Wi-Fi [HZ A

321 #ird

W BRIAAY AT [ SR O T BRAT+CWIEAP Z AW IT A AT fin%. QAR TS 22L& W ESP32-C6 R
IR TS, 3§ A AT% 3% ESP-AT 142, FES5 TP RCE TREHLES: (TR HEIUR AR, RGN TE 2
ERE) :
o B EAP 3% (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support
o 25 WPS 74 (AT+WPS): Component config->AT ->AT WPS command support
o 2% smartconfig fiy % (AT+CWSTARTSMART . AT+CWSTOPSMART) : Component config ->AT
-> AT smartconfig command support
o BHTA Wi-Fi ipd (M. — B2, ey Wi-Fi U RA ERSIReRs oA B, s B ATse

X 2e AT f54): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #JU&a4b/is8E Wi-Fi IRaifds
e iy 4>

i
#rif) ESP32-C6 4 #iY Wi-Fi 1 LIRAE

[

[AT+CWINIT?

W
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+CWINIT:<init>

i
IR AR B ESP32-C6 50411 Wi-Fi BKEh 2y

s

[AT+CWINIT=<init>

W ¥ <
(o }
e <init>:
- 0: J§ 3 Wi-Fi IR F27
- 1: ¥Iiatk Wi-Fi BREIFL R (BRALH)
|

o RUEARAFE flash, FH G W AEOAE 1.
o Y RAM BHEA RIS, FEAGT Wi-Fi B9RTEE T, W ABE It a5 B Wi-Fi RE0R8 ), AREIK
RAM B

il

// #EE wi-Fi W &7
AT+CWINIT=0

3.23 AT+CWMODE: #rify/ix ¥ Wi-Fi {5, (Station/SoftAP/Station+SoftAP)
ity &

Ystie:
75 if] ESP32-C6 #4511 Wi-Fi 4538

A .
"ﬂé?‘

[AT+CWMODE?

Wi i ¢

+CWMODE : <mode>
OK
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&F

fig:
P H ESP32-C6 #5451 Wi-Fi fi=t

O e
iy

[AT+CWMODE:<mode> [, <auto_connect>] }

Wi i :

& )

BH

o <mode>: I
— 0: J¢ Wi-Fi 858, 3 H ¢ Wi-Fi RF
— 1: Station £z
— 2: SoftAP iz
— 3: SoftAP+Station F5=t
* <auto_connect>: Y]t ESP32-C6 154511 Wi-Fi #izCif (141, M SoftAP = Jo Wi-Fi 45X Y46 4
Station 55} SoftAP+Station 15X,) , 275 /5 HBliEH: AP IIfg, BAE: 1. SHEERE, it
FENME, Hi2ae A shiEs:.
- 0: 251 | BhiE4: AP 1yThe
- 1: B BshiEs: AP MIIGE, AZRIC 2 H iR AP iYL E fR(FH] flash Hr, W] ESP32-C6
WAR B 3hiER: AP

Pi]
o AT+SYSSTORE=1, 753 E¥HRAEAE NVS 43X
o WERZ AW ThAR, A ERE , BAE(E ] SoftAP 5l SoftAP+Station TREH], &k
ELAF fr T o iRtk i Zh A -
— AT+BLEINIT=0 (3144 Bluetooth LE)

— AT+BLUFI=0 (] BluFi)
W T RE 20T, 15 FEE RF L7 SORY.

il

[AT+CWMODE:3 }

3.2.4 AT+CWSTATE: #rify Wi-Fi JR &M Wi-Fi {355
A%

Ly :
#if ESP32-C6 B¢ #5117 Wi-Fi REH! Wi-Fi {5 5

O e
iy A

[AT+CWSTATE?

W
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+CWSTATE:<state>, <"ssid">

OK

o <state>: Y477 Wi-Fi k&
— 0: ESP32-C6 station [ R HATAEA] Wi-Fi %3
— 1: ESP32-C6 station (L &4z I AP, {H R IKEE] IPv4 Hbtik
— 2: ESP32-C6 station L& i%R: | AP, HE 4303 IPv4 #Hihik
— 3: ESP32-C6 station 1F¥E#4T Wi-Fi 4% Wi-Fi 5%
— 4: ESP32-C6 station 4T Wi-Fi WiIFIRES

o <” ssid” >: H#Fr AP 11 SSID

|

» 24 ESP32-C6 station Y% 18 I AP I, #Ex {8 b dy &2 ih) Wi-Fi {5 5.5 24 ESP32-C6 station %
B L AP J5, HEETHAT+CWIAP iy &£t Wi-Fi {5 5

3.2.5 AT+CWCONFIG: #xif/is s Wi-Fi B35 gt bk wr il pEmk i)

iy s

[AT+CWCONFIG?

Wi

+CWCONFIG:<ap_inactive_time>,<sta_inactive_time>, <listen_interval>

OK
e
e

[AT+CWCONFIG:[<ap_inactive_time>][,<sta_inactive_time>][,<listen_interval>1

Wi 3% <

 <ap_inactive_time>: SoftAP #5 FAgIETE BN Ta] . BASZ: P, BRAME: 300, JEHE: [10,3600], 15
SoftAP F£ 3R i B i 8] P9 1 A B B oA~ Ui H21) Station (T, SoftAP K55 il I 1% Station
1 Wi-Fi 154z .

« <sta_inactive_time>: Station iz N AEIE s E] . BA(: Fb, BERIA(E: 6, JuFE: [3,600]. 1R
Station 7 1% Bl ] A 2 0CE) E 832 1Y SoftAP fATfa {5 bt 5% il Wi A ESP32-C6 1) Wi-Fi
EH.

« <listen_interval>: i} AP beacon [J]f][%, Bi{i>5 AP beacon [A]FF, BRIAE: 3, JEE: [1,100].
FIAT+CWIAP i) <listen_interval> Z4HH[F], {HILHCE 24 RPER .
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e

o EAT+SYSSTORE=1, Z¥%E-BHRITAE NVS 43X

32.6 AT+CWJAP: %% AP
A%

Yriie:
#5if]5 ESP32-C6 Station ¥4 AP {55 5

[

[AT+CWJAP?

W i <

+CWJAP :<"ssid">,<"bssid">, <channel>, <rssi>, <pci_en>,<reconn_interval>,<listen_
—interval>, <scan_mode>, <pmf>
OK

P
g

L /
[y

A=

X
v B

N

1% & ESP32-C6 Station F51EFE ) AP

N

AT+CWJAP=[<"ssid">], [<"pwd">][,<"bssid">] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

Wi i *

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

Y

+CWJAP : <error code>
ERROR

AT 4

hiie:
4 ESP32-C6 station 4% £ ik Wi-Fi it & H A AP

[

[AT+CWJAP

Wi % ¢
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WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPvé6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

o« <” ssid” >: HFR AP 1% SSID
— IR SSID AR A , . "\ SRR TR, TN
— AT SZRpi%E#: SSID S S0y AP, (HE BESu ik ph 47 5l R i S SSID A2 UTF-8 4rfidig .
AT PASEH SSID, AR J5 {414 21 g SSID #EfTi%E$z
< pwd” >: LK 63 F7 ASCII
<” bssid” >: H#x AP ) MAC #ihl, 2424~ AP HHH[FEK SSID i}, ZSEA 44 0%
<channel>: ZiE%
<rssi>: G5B
<pci_en>: PCIiAJE
— 0: ESP32-C6 station 1] 5{T-i—Fi a5 720l AP j482, {5 OPEN il WEP
— 1: ESP32-C6 station 7] 5[ OPEN F1 WEP 2 #NFATAR—Fimnas 5 R AP 145
» <reconn_interval>: Wi-Fi BiE[E]fE, A b, BROME: 1, & A{H: 7200
— 0: Wi, ESP32-C6 station A~ % AP
— [1,7200]: WiFFi&E4E )5, ESP32-C6 station 4[58 E I [E] 5 AP %
* <listen_interval>: i/ AP beacon [FJ[H]f%, R4 AP beacon [B]ff, ERIAME: 3, JEH: [1,100]
o <scan_mode>: FIHitR
— O: P4, EIHIR AP J52 (L3394, ESP32-C6 station 5 55— N2 AP 4
- I: &EEEN, A EEEE G A 2 L35, ESP32-C6 station 5 2 (55 A 5R 1) AP
JUEET
* <jap_timeout>: AT+CWJAP fir I YfME, A2 #b, BRIME: 15, JEE: [3,600]
o <pmf>: PMF (Protected Management Frames, Z{&3 R M), BRIAE 1
- 0 FRE ) PMF
— bit 0: B PMF Ijfig, $&/R3CHf PMF, WS HAbL 2 B PMF JjGE, T ESP32-C6 %415
SeBEFE A PMF B
- bit 1: FFE PMF, $/RFHE PMF, AR RPN RE PMF DIRERT &
o <error code>: 4EiRMD, (k&%
- 1: ER B
- 2: R R
3: LR H iR AP
4: BRI
HE A H: BRI

e

o WRAT+SYSSTORE=1, W& HEUCHAEEE] NVS 43X

o fl A A 455 2T station 52

* 24 ESP32-C6 station £\ 145 I AP Ji5, HEFE LA 220if) Wi-Fi {58 24 ESP32-C6 station %4 1%
B b AP B, HEEAE I AT+CWSTATE fp4451f) Wi-Fi {5 5,

o Ry <reconn_interval> B 5AT+CWRECONNCFG fiy 4 ¥ <interval_second>
SRR MBI GO AR E <reconn_interval> 24, Wi-Fi 5 [H] K [E4F R 1
IME 1

© QARFIHAERE <"ssid"> Fl <"password"> Z4, KM E—RKIKEMHE
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o PUTAS SR E A IEETEEARE, BRIACH 15 #), S5 <jap_timeout> WE

o REHRET WAPT X407 i3 0% e

o FEUEIREL IPV6 Mkl , FEEICIREAT+CIPV6=1

o %7 OK {3 IPv4 BT AUER TGS, T AFE IPv6 RIHER i . 24T ESP-AT DA IPv4 [ 4%H)
F=, IPv6 W25 K%

* WIFI GOT IPvé6 LL fLFEDZLIKIFNAHALRS IPv6 Hitik, XN Hihiki2 @it BUI-64 AR5 5k
W, AREghnss. I TR, XTHTREYE OK Z B, tHWRETE OK Z 5.

e WIFI GOT IPv6 GL ALEDLIIEF| 4R IPv6 Motk , ZHiht 2 AP T R IEIZn F N EBit e s
R EBIATHATRY, FEEHSSS. BT, XTI EELE OK Z /i, W r]RELE
OK ZJ&; WnlBEHT AP AN 3CEE IPv6 MiAFTEL,

il

// W B B AP B SSID & "abc", HAE "0123456789", M| 4 4 £
AT+CWJAP="abc", "0123456789"

// R E A AP B SSID £ "ab\,c", A Z "0123456789"\", N & 4 &:
AT+CWJAP="ab\\\,c","0123456789\"\\"

// R % AN AP H A # SSID "abc", ¥ i@ it BSSID K F H AF AP:
AT+CWJAP="abc","0123456789", "ca:d7:19:d8:a6:44"

// R ESP-AT ERE i pMF ##H AP, N 44 2
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.7 AT+CWRECONNCFG: #ify/i% ' Wi-Fi A E
i A

i
Fif] Wi-Fi EIERCE

P
iy A

[AT+CWRECONNCFG?

W i ¢

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

P8 Wi-Fi ®IER

e

[AT+CWRECONNCFG:<interval_second>,<repeat_count>

Wi i ¢

[OK
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BH

* <interval_second>: Wi-Fi Ei%[A]fE, BN 7, BUAE: 0, HKfE 7200

— 0: WrFiE#E)G, ESP32-C6 station AN EiE AP

— [1,7200]: WiFFi&EE )5, ESP32-C6 station 4 [R5 € I [E] 5 AP B %

o <repeat_count>: ESP32-C6 X452 B AP HIREL, ASHHE <interval_second> A4 0 B

AR, BOAME: 0, HKME: 1000
— 0: ESP32-C6 station I3 2244 %592 AP

— [1,1000]: ESP32-C6 station i A4S 5035 & IR BT 1% AP

il

// ESP32-C6 station # [ 1 # = HK % ap, £ £ 100 %

AT+CWRECONNCFG=1,100

// ESP32-C6 station AW F & B FE K & & AP
AT+CWRECONNCFG=0, 0

|

* #TAT+SYSSTORE=1, B8 EUCRHRAFTE NVS 731X

o At <interval_second> ZEHAT+CWIAP F1[¥) [<reconn_interval>] ZEAH[H

* AT TREBIROT AP Wi-Fi BRI HLS Wi-Fi B 3

3.2.8 AT+CWLAPOPT: k¥ AT+CWLAP iy A HIas 2Pk

B WA

A

[AT+CWLAPOPT:<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

Wi % ¢

[OK

B

[ERROR

B8

* <reserved>: {fEFI

o <print mask>: AT+CWLAP {4525 2Rl F &350, BUAME: OXTFF, # bit ik 1, NIE/R

KV ZEL, AR 0, MR BRI S50
— bit 0: &% B/~ <ecn>
- bitl: BEHER <7 ssid” >
— bit 2: &% B8 <rssi>
- bit3: BHE/R <” mac” >
— bit 4: &4 E 7~ <channel>
- bit 5: 215 BN <freq_offset>
— bit 6: 215 BN <freqcal_val>
— bit 7: 275 B~ <pairwise_cipher>
— bit 8: 275 i/~ <group_cipher>
- bit 9: 275 7~ <bgn>
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— bit 10: 275 H~ <wps>
o [<rssifilter>]: AT+CWLAP {45 R @ B A SHEEE, M), SRt g E S m AT rssi
filter BYUEN AP, Hifi: dBm, ZRIAE: 100, JEHE: [-100,40]
o [<authmode mask>]: AT+CWLAP [{j§i4E B2 Er%?%ﬁﬁﬁmM>ﬁwﬁ:mww,m
Rbit xR 1, MERXTMINIES X AP, 2Rk 0, WA ER
- bit 0: 275 &R OPEN NE R AP
- bit 1: 27 &7 WeEP IAIES 1) AP
— bit 2: B R wPA_PSK IE I AP
— bit 3: B R WPA2_PSK AE 0 AP
— bit4: BEH /8 WPA_WPA2_PSK IANIEG I AP
— bit5: 275 T8 WPA2_ENTERPRISE TAUE T AP
— bit 6: 275 HR% WPA3_PSK AE AN AP
— bit 7: & T WPA2_WPA3_PSK AE R AP
— bit 8: I % WAPT_PSK IAE 201 AP
— bit 9: 27 /R OWE INIE ) = AP
— bit 10: B4 E/8 WPA3_ENT_192 AIEF AT AP
- bit 11: B & E/R WPA3_EXT_PSK IAIET T AP
— bit 12: 27 /8 WPA3_EXT_PSK_MIXED_MODE AE =1 AP
— bit 13: 275275 DPP IAIF 2 AP
— bit 14: J275 7% WPA3_ENTERPRISE I\JF =11 AP
— bit 15: J275 2 7% WPA2_WPA3_ENTERPRISE IAJIE )55 ff) AP

2Nl

AN Bk =8 )

/I BZANBK A 3L, B OOxIF, KT AMEA L W bit XEHSEML BT EHX
AT+CWLAPOPT=, 31

AT+CWLAP

// A EBINIEF XK OPEN B AP
AT+CWLAPOPT=,31,-100,1
AT+CWLAP

3.2.9 AT+CWLAP: £16i2%mi v HIF) AP
B A

e
ST SR E & PFRY AP, UNFEE SSID. MAC Hiuhik si {5365

e
iy

RF
«>

AT+CWLAP=[<"ssid">] [, <"mac">] [, <channel>] [, <scan_type>][,<scan_time_min>] [, <scan_
—time_max>] [, <ext_channel_bitmap>]

AT 4

e
F Y il 6 AP

"Nl\’\

[AT+CWLAP

Wi i ¢
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+CWLAP: (<ecn>, <"ssid">, <rssi>, <"mac">, <channel>, <freq offset>,<freqcal_val>,
—<pairwise_cipher>, <group_cipher>, <bgn>, <wps>)

OK

o <een>: Jii%E A
: OPEN
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_ PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
— 11: WPA3_EXT_PSK
— 12: WPA3_EXT_PSK_MIXED_ MODE
— 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
o < ssid” >: FEFESEL, AP [ SSID
o <rssi>: [EEIRE
e <” mac” >: FHESE, AP 1) MAC Hilik
e <channel>: fFiE5
o <scan_type>: Wi-Fi J9fi2% B EHN: 0
- 0: EFHHH
- 1 gah i
¢ <scan_time_min>: FAMFIERSEIER], B4 28, JEE: [0,1500], WAREHSEACA B8
i, ASHTH
* <scan_time_max>: FAMEHE RN, BA: 2R, JERE: [0,1500]1, 415k 0, [EfERH
SEEME, EFEHH 120 ms, P2 360 ms
 <ext_channel_bitmap>: ¥ {55
— bitl ~ bitl4: 2.4 GHz {ZiE. £ bit AJPAFIEE R 1, FREMEZAMEE.
o <freq_offset>: Fifw (fF&EWH)
o <freqcal_val>: SRMUEME (FETH)
o <pairwise_cipher>: % a5 7
— 0: None
: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
: AES-CMAC-128
- 7 RH
* <group_cipher>: AfI%KA, 5 <pairwise_cipher> ZEAUHZHEA M
* <bgn>: 802.11 b/g/n, # bit %A 1, WFIRMHEXT A, A0, WIFIREE A
— bit 0: 25 HHE 802.11b FHER;
— bit 1: 2EfE 802.11g 5L,
— bit 2: EEHRE 802.11n Bz
e <wps>: wps flag
— 0: N3 H: WPS
— 1: ¥ WPS

|
0NN W —O

I
S SRR
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il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID # Aap
AT+CWLAP="Wi-Fi"

3.2.10 AT+CWQAP: WiIrYS AP )iER:
P4

A

=

[AT+CWQAP ]

W i ©

[OK

3.2.11 AT+CWSAP: it ESP32-C6 SoftAP £ %}
A%

yfik:
£rif) ESP32-C6 SoftAP L & S5

[AT+CWSAP?

W i ¢

‘+CWSAP:<"ssid">,<"pwd">,<channel>,<ecn>,<max conn>, <ssid hidden>

wHmA

Dyie

1555 ESP32-C6 SoftAP [t & S5
A

[AT+CWSAP:<"ssid">,<"pwd">,<chl>,<ecn>[,<max conn>] [,<ssid hidden>]

W

[OK

o <7 ossid” > FAFHRSEL, HASATR

o <7 pwd” >: FRFERSE, B, JH: 8~ 63 5y ASCI
e <channel>: {55

» <ecn>: fIE R, ACHF WEP
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0: OPEN
2: WPA_PSK
3: WPA2_PSK
- 4: WPA_WPA2_PSK
e [<max conn>]: % A ESP32-C6 SoftAP [} 2 station {H , BUETEMH: £% max_connection
¢ [<ssid hidden>]:
- 0: )7 SSID (EKiN)
— 1: AJ7#% SSID

e

o AAr4 R MAT+CWMODE=2 5% AT+CWMODE=3 I A H 3

o #AT+SYSSTORE=1, T EBChHRAFE NVS 431X

o BRIA SSID (A4 1 5%, AR E i B4 (19 MAC bk 210, %57T DA I AT+CWSAP? 253 BRI
SSID.,

il

[AT+CWSAP:"ESP", "1234567890",5,3

3.2.12 AT+CWLIF: #%ifyiii42: 5] ESP32-C6 SoftAP [ station {3 5
AT

LT

[AT+CWL IF

Wi i ¢

+CWLIF:<ip addr>, <mac>

OK

BH

o <ip addr>: E#:%3] ESP32-C6 SoftAP ¥ station ) TP Mtk
o <mac>: &%) ESP32-C6 SoftAP [#] station [1) MAC #ihl

e
o Ay TCIRA WS IP, ({SCFAE ESP32-C6 SoftAP 1% A station DHCP S RER I A 2L

3.2.13 AT+CWQIF: WiJ| station 5 ESP32-C6 SoftAP [1)i%E
AT

Uyiie:
K A 1% A ESP32-C6 SoftAP [}y station

[
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[AT+CWQIF

K HEAN 1% A ESP32-C6 SoftAP [1y station

AN .
“Il/?\‘

[AT+CWQIF:<"maC">

W

[OK

BH

e <” mac” >: FEWTFFIEREN) station [ MAC Hihk

3.2.14 AT+CWDHCP: JuHI/Z] DHCP
Qi

Py -
iy

[AT+CWDHCP?

LR

+CWDHCP : <state>

J& /2% i DHCP

Py
A

[AT+CWDHCP:<operate>,<mode>

Wi 3% ¢

{OK
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BH

¢ <operate>:
- 0: 4]
- LA
e <mode>:
— Bit0: Station [1) DHCP
— Bitl: SoftAP [j DHCP
o <state>: DHCP {LRFS
— BitO:
+ 0: 25 Station [}{) DHCP
+ 1: J5 J Station [1}) DHCP
- Bitl:
x 0: 25 1] SoftAP f¢) DHCP
« 1: 2 SoftAP ff) DHCP
- Bit2:
+ 0: 25 Ethernet 1) DHCP
+ 1: J5 Jf] Ethernet [ DHCP

]

* #FAT+SYSSTORE=1, Pl SR RAEE] NVS 43X

o RRE AL S RETS IPv4 ikl G SAHESE, WAT+CIPSTA FIAT+CIPAP
- #7/5H DHCP, JEHZS IPv4 Hihl 24 5%
- /A S IPv4, I DHCP 24 2%
- B RS B bR

il

// JB il Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 JH SoftAP DHCP, R JE DHCP mode 4 3, M| 3 DHCP mode # 1
AT+CWDHCP=0, 2

3.2.15 AT+CWDHCPS: #Fify/i ¥ ESP32-C6 SoftAP DHCP 4}Jicit) IPv4 Huhl 75 Hi
Ay

[

[AT+CWDHCPS? }

W

+CWDHCPS:<lease time>, <start IP>,<end IP> J

OK

)E’J

CELN A

Dfig:
P . ESP32-C6 SoftAP DHCP ff 45 %% /3 it ) TPv4 Mkl 7t Fl
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[AT+CWDHCPS:<enable>,<lease time>, <"start IP">,<"end IP">

Wi % ¢

[OK

¢ <enable>:
— 1: %8 DHCP server (5 8., FESHUFIEE
- 0: }§F% DHCP server {5 5., MEEIME, FESHLTFIHE
o <lease time>: FHZJI[E], FAf7: 234, TUETER: [1,2880]
o <” start IP” >: ESP32-C6 SoftAP DHCP [}z 4 2¢ IPv4 Mtk jth (721G 1P
o <” end IP” >: ESP32-C6 SoftAP DHCP I 4558 IPv4 Hihil b it 45 5 TP

B
» #FAT+SYSSTORE=1, Tl FHCRHATEE] NVS 40X

o AR UMTE ESP32-C6 SoftAP Wizl ffiRE, H IS DHCP server % i T i
o YEEH TPv4 Hodik 5 LTS ESP32-C6 SoftAP 7E 7l — i Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HH & E, WA K AHE

3.2.16 AT+CWAUTOCONN: #rify/iE o e A A ahdEs: AP
i) iy A

Py -
iy 4

[AT+CWAUTOCONN?

W

+CWAUTOCONN: <enable>
OK

%

&E

EIJ
&

=’>

[AT+CWAUTOCONN:<enable>

Wi i ¢

[OK
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S
¢ <enable>:
- 1: bR HZhERE AP (L)
- 0: _FHIANHBNIER: AP
]

o RRERFE NVS K,

il

[AT+CWAUTOCONN:1

3.2.17 AT+CWAPPROTO: #ify/i i SoftAP X F 802.11 b/g/n [lpillbrifi

[AT+CWAPPROTO?

W i <

+CWAPPROTO: <protocol>

[AT+CWAPPROTO:<protocol>

W i :

[OK

M

e <protocol>:
— bit0: 802.11b WM FRHE
bitl: 802.11g P bR
bit2: 802.11n P ARHE
bit3: 802.11 LR 425 % AU br i
bit4: 802.11ax PMYUARME

|

o #AT+SYSSTORE=1, FLE ¥ UCRARAFE] NVS 4 X
o M43, ESP32-C6 %45 1517 PHY mode I{,: Wi-Fi ¥l A=

o BRAENL T, ESP32-C6 #4511 PHY mode J& 802.11bgnax izt
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3.2.18 AT+CWSTAPROTO:

Ve i Station i F 802.11 b/g/m PpisbnifE

[AT+CWSTAPROTO?

W i <

+CWSTAPROTO: <protocol>

e <protocol>:

— bit0: 802.11b WM FRHE
bitl: 802.11g P bR
bit2: 802.11n P ARHE

bitd: 802.11ax Pl krE

|

bit3: 802.11 LR 'Rk#% & FHiAnife

* #AT+SYSSTORE=1, WCEHUCRRAFE] NVS 73X
o X4q], ESP32-C6 %7 25 PHY mode I : Wi-Fi tpislA%ixl

o BRENL T, ESP32-C6 #4511 PHY mode & 802.11bgnax izt

3.2.19 AT+CIPSTAMAC: #rify/ix¥ ESP32-C6 Station ) MAC Hihl

A i &

Yriie:
#5f] ESP32-C6 Station ) MAC #iht

[AT+CIPSTAMAC?

W i ¢

+CIPSTAMAC:<"mac">
OK
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S

N

&

Yitig:
$¢ & ESP32-C6 Station 1) MAC Hiil:

e

[AT+CIPSTAMAC:<"maC">

Wi i :

e <” mac” >: FRFEESEL, FI8 ESP32-C6 Station [1) MAC Hiht:

B

hil

PAT+SYSSTORE=1, Tl 'E ¥ U AA7E] NVS 44X
ESP32-C6 Station [] MAC H#bhl: 5 ESP32-C6 SoftAP A[F], ANELHN —Fi% B [FFER MAC Hitl
MAC Hutikf) Bit 0 ANGEA 1, Bil4n, MAC bk PAZE “la:---”, (HAFLLZE “15:7

FF:FF:FF:FF:FF:FF #1 00:00:00:00:00:00 2 Jeai ik, REEiEE

[AT+CIPSTAMAC:"1a:fe:35:98:d3:7b"

3.2.20 AT+CIPAPMAC: #rify/i ¥ ESP32-C6 SoftAP 1) MAC Huhl:

i fi &

Yriie:
#5f] ESP32-C6 SoftAP i) MAC HiLfit

O e
iy

[AT+CIPAPMAC?

Wi i :

+CIPAPMAC:<"mac">
OK
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[AT+CIPAPMAC:<"maC">

Wi % ¢

[OK

e <” mac” >: FEHESE, Fn BESP32-C6 SoftAP ) MAC Hihil:

o FAT+SYSSTORE=1, W el NVS 43K

» ESP32-C6 SoftAP ) MAC #iuhik 5 ESP32-C6 Station A[i], AZEh —FH % B FFER) MAC #idk
o MAC #ulikf Bit 0 ABEN 1, fBilfn, MAC HihkeDAE “18:---7, (HARB[ DA “15:-7
 FF:FF:FF:FF:FF:FF f1 00:00:00:00:00:00 2 o3k uhl, AREIXE

il

[AT+CIPAPMAC="18:fe:35:98:d3:7b" }

3.2.21 AT+CIPSTA: #rify/i¥k ¥ ESP32-C6 Station 1) IP Huhk:

iy

Ystie:
#51f] ESP32-C6 Station {4 IP Hiufik

[AT+CIPSTA?

W 7

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK

s
e

L

A=

T E R

&L

P
i H

=

ESP32-C6 Station {t) IPv4 Huh

{AT+CIPSTA:<" ip">[,<"gateway">,<"netmask">] ]

LO)vE
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o < ip” > FEFESE, Fon ESP32-C6 station ) IPv4 Hitil:
o <” gateway” >: [

¢ <” netmask” >: FRiig

e <” ipv6 addr” >: ESP32-C6 station %) IPv6 Jhiti

e

o ARSI, A 24 ESP32-C6 station % A AP 8 B B #4S IP #udik 5, A fEA i3] &) IP
Hidik
o PAT+SYSSTORE=1, it & W oS NVS 43X
o RiE S5 E DHCP (W SIS, WAT+CWDHCP
— AR HELS IPv4 Btk , T2 ] DHCP
- #J5 DHCP, JNIZ% A5 TPv4 Hihl
- Ra A ESE S b RAE

Zy |

[AT+CIPSTA:"192.168.6.100","192.168.6.1","255.255.255.0" }

3.2.22 AT+CIPAP: #xif/i ¥ ESP32-C6 SoftAP ¥ IP Ml
iy

Ystie:
#51f] ESP32-C6 SoftAP ff) IP ikt

s

[AT+CIPAP?

Wi i ¢

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

By

N

R

&;

Yriie:
¥ H: ESP32-C6 SoftAP ff) IPv4 bkt

[AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

W ) :
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o < ip” > FAFERSEL, F2% ESP32-C6 SoftAP [fy TPv4 Hutl
o <” gateway” >: [

¢ <” netmask” >: FRiig

e <” ipv6 addr” >: ESP32-C6 SoftAP 1 IPv6 Rtk

e

o RFEMASOGE T IPv4 W45, N3G T IPvo M4

o BAT+SYSSTORE=1, BB HiEHR1EH] NVS 4 X

o REE A5 E DHCP [ S, WAT+CWDHCP
— PR EAS IPv4 Hihl, TU)2% ] DHCP
— %751 DHCP, %% #425 IPv4 Mk
- BE KAl E S E S LR

il

[AT+CIPAP:“192.168.5.1“,"192.168.5.1","255.255.255.0"

3.2.23 AT+CWSTARTSMART: J|k} SmartConfig
AT %

Yriie:
T /&5 ESP-TOUCH+AirKiss S 7,

O e
iy A

[AT+CWSTARTSMART

BeE WA

yiig:
TR F 5 252411 SmartConfig

s

[AT+CWSTARTSMART:<type>[,<auth floor>] [, <"esptouch v2 key">]

] o, =
(ox
s <type>: A
- 1: ESP-TOUCH
— 2: AirKiss
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- 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi A\ JF [, ESP-AT A~<i%3:%| authmode T I BR{E R AP
- 0: OPEN (#ki\)
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
- 11: WPA3_EXT_PSK
- 12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
« < esptouch v2 key” >: ESP-TOUCH v2 [ff&eRbsl], JI T Wi-Fi BRI F 5 SO, K
h 16 5T

I
0O N kAW —

B

* TZA K SmartConfig {5 5., %S % ESP-TOUCH i {1 #5F4

* SmartConfig {¥ 3 £7F ESP32-C6 Station #= i f ;

* 4B Smart get Wi-Fi info 3/ SmartConfig WINFREE| AP (5 H, Z )5 ESP32-C6 2iiE 1%
AP;

* 4B +SCRD:<length>, <rvd data> Z~ ESP-Touch v2 Ih B E] B & L EHE

e J§ & Smartconfig connected Wi-Fi FE/nINiERET] AP;

* A2k ESP32-C6 ¥ £ 75 2% SmartConfig it % 25 5 W] 25 45 F-Mli , Fr DAEAETH B Smartconfig
connected Wi-Fi #iH)5HER T 6 #PHEHAT+CWSTOPSMART ;

o W[ AT+CWSTOPSMART {51 SmartConfig, #XJ5FATHALA 4. R, £ SmartConfig i 2 1
T THAB AT S

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.24 AT+CWSTOPSMART: {% - SmartConfig
AR A

%

=l

[AT+CWSTOPSMART

W i <

G )
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e

* JCit SmartConfig W2 575, HREAE AT HAL 6y 42 Wil J AT+ CWSTOPSMART Fji SmartConfig
AT

Bl

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.25 AT+WPS: k¥ WPS Jjiig

B WA

-t

=

A

[AT+WPS:<enable> [,<auth floor>]

W 7

[OK

¢ <enable>:
- 1: 73 PBC k%) WPS
— 0: 3¢5 PBC 28U [¥) WPS
« <auth floor>: Wi-Fi A\ JFB [J{E, ESP-AT A £xi%3: 3| authmode &T It FU(E 1 AP
- 0: OPEN (Zki\)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
OWE
: WPA3_ENT_192
: WPA3_EXT_PSK
: WPA3_EXT_ PSK_MIXED_MODE
: DPP
: WPA3_ENTERPRISE
: WPA2_WPA3_ENTERPRISE

I
0NN LN

| IS Y A N N B
— ke \O
DA WD —=O "

Bl

« WPS LjgaAZi 7 ESP32-C6 Station {5 FE )1 T 1
* WPS A4 WEP fing s X
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il

AT+CWMODE=1
AT+WPS=1

3.2.26 AT+CWJEAP: #%:4: WPA2 i)t AP
iy

ik
# i ESP32-C6 station ¥ AL AP #TCEL B

e

[AT+CWJEAP?

W

‘+CWJEAP:<"ssid">,<method>,<"ident1ty">,<"username">,<"password">,<security>

R H ARV AP

Py
A

AT+CWJEAP=<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>[,
—<Jjeap_timeout>]

W i <

(ox

Y

+CWJEAP : Timeout
ERROR

S

o <” ssid” >: ik AP [ SSID

— fR SSID s P AL, o " \\ SEERIRTAT, T
o <method>: WPA2 ™V i AGE 5=

— 0: EAP-TLS

— 1: EAP-PEAP

- 2: EAP-TTLS
o <” identity” >: B 1 9By, FAFERIRGN 1~ 32

e <” username” >: B2 B9 44, {Ell: 1~32575, EAP-PEAP. EAP-TTLS FifiA b =\75

WEAZY, EAP-TLS Jy A TLH B EASLL

« <” password” >: WBt 2 [y%5%, Jul: 1~3257, EAP-PEAP. EAP-TTLS FifhiAilE 3 FFik

HAZHL, EAP-TLS i LR EASE
e <security>:
- Bit0: itk 45{tk WPA2 Enterprise It 5 #f i CA UEFA5:;
- Bitl: & g A CA UEFR A% WPA2 Enterprise ik 55 i 1 UE 5 ;
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* [<jeap_timeout>]: AT+CWJEAP fiy Wy SOBININE], FRAL: #0, BOAME: 15, JEHL: [3,600]

il

// EEE EAP-TLS NEFRML LI 20, REAG, REMSBES, WREPRED

AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// #F#HE EAP-PEAP A F 7 By A W o

AP, REEMHR. AP 4. B4, ARIERFHEIEFH, A HEPFHIEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "test11l",0

RS

WPA2 i 4R DA ERR CODE : 0x<$08x> ¥=0FT Bl :

AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT _EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT _EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT _EAP_ENABLE FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT _EAP_SSID_LEN_ERROR 0x8014
AT _EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT _EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

B

» #FAT+SYSSTORE=1, Wi HHCRHATTE] NVS 40X

o flAr & IT A Station FX
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o fii A TLS AUE 7 T REE P i iiE 13
o WEARGEHEAEH B CWUES, STREEHAT+SYSMFG fin % 558 WPA2 Enterprise 2 il 5. 415
R H CRIES, 2% 4o fT 247 PKIRLE ,
o WIR <security> BUEN 2, N TGRS ARIIEB AR, & KIKAT+CWIEAP 6y 4 Hi i £#
ESP32-C6 B 3RERE| 4 Fiif1a] . (#430] DA% 3 AT+SYSTIMESTAMP=<unix_timestamp> 52 ¥l & 24 5
WA, % 3£ AT+SYSTIMESTAMP? £y 4251 24 & At 1A] . )

3.2.27 AT+CWHOSTNAME: #%ify/i ¥ ESP32-C6 Station ) 1: L 4R

A%

Ystie:
711 ESP32-C6 Station i) EHLA Fk

A .
"ﬂé’\‘

[AT+CWHOSTNAME?

Wi % ¢

+CWHOSTNAME : <hostname>

Dyite:
15 ESP32-C6 Station [ FH14 Fx

A

[AT+CWHOSTNAME:<"hostname">

Wi i ¢

[OK

#r1%HF5 Station A, NI [A] -

[ERROR

* <” hostname” >: ESP32-C6 Station 1) EHLAFR, HRKE: 32 F37

(|
o BLEE SRR flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"
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3.2.28 AT+CWCOUNTRY: #rify/i ¥ Wi-Fi [E52{Ch
iy

ik
it Wi-Fi [EZAC5

s

[AT-FCWCOUNTRY 2

W

+CWCOUNTRY : <country_policy>,<"country_code">,<start_channel>, <total_channel_count>

OK

BEmA
Ly
R Wi-Fi [ 50

zs

—count>

AT+CWCOUNTRY=<country_policy>,<"country_code">,<start_channel>, <total_channel_

¢ <country_policy>:
- 0: RFE Z AR ECH ESP32-C6 W AR AP i E 21
= 1 ANUERE AR, GRS iy BB R E R AU

i
+ <start_channel>: EIGE5E, JEE: [1,14]
 <total_channel_count>: {514k

]

o PGS % Wi-Fi E R AIX AR,
o BRSO PRATE] flash

2N

<” country_code” >: [EZMY, HmAKE: 3 M7, FEEZMRILIES % 1SO 3166-1 alpha-2 #1

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13
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3.3

3.3.1

TCP/IP AT %4

28

AT+CIPV6: J2 /25 TPv6 W% (IPv6)

AT+CIPSTATE: #%if) TCP/UDP/SSL %3515 &,

AT+CIPDOMAIN : 182 f##7

AT+CIPSTART : 77 TCP j##:. UDP f£#yuY SSL %4z
AT+CIPSTARTEX : %57 814 ID () TCP #%:3: . UDP {45k SSL 1413
[ME A A ABEAEX] +++: BB X

AT+SAVETRANSLINK : ¥%'5 Wi-Fi JIHLiE 42X, (55

AT+CIPSEND: FE-§idifE4n 42 X, o Wi-Fi i X T RS 50
AT+CIPSENDL: FE-Z-@ AE R X, TN AT Ak K B s
AT+CIPSENDLCFG: ¥%'E AT+CIPSENDL 41 )@ M

AT+CIPSENDEX = {5 i@ 442 X, IR P Ry =X & 650
AT+CIPCLOSE: %:Jf] TCP/UDP/SSL %33

AT+CIFSR: Z5ifiZ< 1 IP HthtF1 MAC Huh

AT+CIPMUX = J&3 /%5 22 1K

AT+CIPSERVER: ##~7/% 4] TCP 5 SSL fIi 4552
AT+CIPSERVERMAXCONN : 251175 B R 55 7 FU1F @7 1) e K ek
AT+CIPMODE : 5 if/ 5 B A% i siak

AT+CIPSTO: i/ B ASHE TCP R 45 75k B i (1]
AT+CIPSNTPCFG : #5115 B i X I SNTP R 5555
AT+CIPSNTPTIME : #%ifi) SNTP [i}[fi]

AT+CIPSNTPINTV : 253/ & SNTP I |a] [6] 2 10 7] b
AT+CIPFWVER: IR 4 C A1 AT &4

AT+CIUPDATE: 53} Wi-Fi F4-4% [F{k

AT+CIPDINFO: %8 +IPD 4 615

AT+CIPSSLCCONF : #53i]/i% 8 SSL % P ik il &

AT+CIPSSLCCIPHER : #5 1)/ & SSL & i it B3 h4 2544 (cipher suite)
AT+CIPSSLCCN : Zrifi)/15 & SSL % i i A Jil 44 (common name)
AT+CIPSSLCSNI: #%if)/4% E SSL % ity SNI

AT+CIPSSLCALPN : #5]/i% % SSL % Fi# ALPN

AT+CIPSSLCPSK : 751/ 5 SSL % Pk ) PSK (F45ER#%30)
AT+CIPSSLCPSKHEX : #xif]/i#5% B SSL % F i) PSK (/5344 =)
AT+CIPRECONNINTV : Z5if)/38 '8 Wi-Fi i £ 42 X, i) TCP/UDP/SSL % 7] [
AT+CIPRECVTYPE: /% B B 7 B

AT+CIPRECVDATA : KRB s I B 2 4
AT+CIPRECVLEN : Eif g s B 5 m K
AT+PING: ping %} i 41

AT+CIPDNS: #5if)/4% & DNS 42845 B,

AT+MDNS: 4% mDNS Zhfg

AT+CIPTCPOPT : i)/ 3% B 471

e

GEPAH

O AT FPFSCRFI OO R TA AT i WRETHRZAE I ESP32-C6 BUASCRiian<-, 1 H

Frémi® ESP-AT 142, (e TP TE TR HLERE (R IUR MR, MRIEEHFHE0E)

25 OTA 1S (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

] PING 1% (AT+PING): Component config->AT->AT ping command support
2% mDNS 34 (AT+MDNS): Component config->AT->AT MDNS command support
&5 TCP/P fip % (AR, —HAEM, B TCP/IP TNREFFICIEME , BFRE AT MX 88 AT iy
4): Component config->AT->AT net command support
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3.3.2 AT+CIPV6: k3 H/ZEH IPv6 %% (IPv6)
iy

Jyiig:
i) IPV6 [ 2% 12 15 (i fiE

s

[AT+CIPV6?

W

+CIPV6:<enable>

OK

BeE WA

Ly
JE/EE T IPv6 [ 2%

zs

[AT+CIPV6:<enable>

W i :

[OK

* <enable>: IPv6 W ZE (i BEARTS . BRIAME: O

— 0: 251 1Pv6 M 2%
— 1: J3H IPv6 M 2%

|
* #TAT+SYSSTORE=1, L8 EUCRHRAAE] NVS 731X
o TEfE M E T OIPve M Z5 Ry b2 MM AT, W e B IPve M 2K (%1 %

F IPv6 W %% fif f§ TCP/UDP/SSL/PING/DNS, 1f % & TCP6/UDP6/SSL6/PING6/DNS6
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

3.3.3 AT+CIPSTATE: iy TCP/UDP/SSL #ER:A5 B
A%

[

[AT-FCIPSTATE? }

Wi % ¢
AT, AT &[]
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+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

MU RN, AT &[0

[ox )

o <link ID>: #5155 ID (0~ 4), HT 2R
. < type” > PRSI, FRfEHKA  TCPY.” UDP”,” SSL”.” TCPv6”.” UDPV6” 5 “SSLv6”
* <” remote IP” >: FRFHRSEL, FIRimin IPv4 Hihksl IPvo Hitik
 <remote port>: G [1{H
* <local port>: ESP32-C6 7t [1{H
¢ <tetype>:
— 0: ESP32-C6 #5454 h % Pk
— 1: BSP32-C6 & 45AE HIRS2%

3.3.4 AT+CIPDOMAIN: I #4f@Mr

v

7

XF

fURTiRS

oo
%

=l

[AT+CIPDOMAIN:<"domain name">[, <ip network>] [, <timeout>]

W i ¢

+CIPDOMAIN:<"IP address">

OK

* <” domain name” >: THEHTHIE
e <ip network>: Pt IP {24, ERIAE: 1
— 1: RN IPv4 Hotik
- 2: LfRAT A IPv4 Bt
- 3: HTh IPv6 Mtk
o <” IP address” >: M5 IPv4 Hitiksk IPv6 itk
* <timeout>: Ay My, FRAL: ZFP. BOAME: 0. JuH: [0,60000], B K O W, Ay K
TRILEFN IWIP stk s BRI O B, fir S XAEFS @I kA, (B2 2 IHFE2) 5 KB =) .

2N

AT+CWMODE=1 // % & station # R
AT+CWJAP="SSID", "password" /] W%
AT+CIPDOMAIN="iot.espressif.cn" V- %

/] B e BAT, REATA IPvd HHt

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B e BAT, REAT A IPve Hit

Ay
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(B L)
AT+CIPDOMAIN="ipv6.test—-ipv6.com", 3

/] B AN, BEBAN A IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.5 AT+CIPSTART: 4w TCP #%4:. UDP {44k SSL %1%
o #5 TCPiki:
e ¥ 35 UDP 54y
o 15 SSLi%iE

ey, TCP 4%

B A

// ¥ % ¥ (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>][,<"local IP">]][,
—<timeout>]

// % % # (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

Wi i ¢
FRPEHARTT, k)

CONNECT

OK

ZHERGEUT, R

<link ID>, CONNECT

OK

o <link ID>: 2572 ID (0~ 4), AT ZERMIENL. ZSEC0EHEYLT menuconfig FHGHA
BB, —AN2 AT {4 iHc B I AT_SOCKET_MAX_CONN_NUM , BRAE K 5. & LwIp
AL E T LWIP_MAX_SOCKETS , ERINE N 10. ZBUZSERITEH, AFREAE N &
AT_SOCKET_MAX_CONN_NUM [{HE FH i % EA KT LWIP_MAX_SOCKETS {H. (i5S% %5
ESP-AT T42 SRIEZ(E5H..)

o < type” >: FLFERBE, FRMEEERELEAL,” TCP” o “TCPv6”., ERIAMEH:” TCP”

o <” remote host” >: FFEESE, Foniciy IPv4 Hihl, IPve Hihlk, akdk4s. KR 64 5. 4
SRR T B A4 B4 KB 64 5277, 5T AT+CIPDOMAIN iy - 4R B 44 %5 B [1) TP Hbhil
SR TP bk T B .

* <remote port>: i 1 {H

o <keep_alive>: FlEEREFN) SO_KEEPALIVE &Il (&% : SO_KEEPALIVE “'4H), BAf{i: Fb.

. JEE: [0.7200].
- 0: Z4H] keep-alive HjhE; (BLIA)
— 1~7200: JFJ5 keep-alive ZjfE. TCP_KEEPIDLE {f} <keep_alive>, TCP_KEEPINTVL { >}
1, TCP_KEEPCNT f{i ) 3.
o RS <keep_alive> (5 AT+CIPTCPOPT iAWl <keep_alive> ZEHHIE, HZ&
HE BN a2 UE . MAEIT AR MBI E <keep_alive> Z%k, MIERINME A IR B & 1ME .

Espressif Systems 75 Release release-v4.1.0.0
Submit Document Feedback



https://man7.org/linux/man-pages/man7/socket.7.html#SO_KEEPALIVE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPIDLE
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPINTVL
https://man7.org/linux/man-pages/man7/tcp.7.html#TCP_KEEPCNT
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

o <” local IP” >: ZRHu[ IPv4 Hihlsk TPv6 Hutk, A T80 iER:. MHAZ MR N2 A 1P Hihk
B, WESEEAEEA R . BRI RS S AfrE. TiRE RN,

o <timeout>: AN, B ZF. BRAE: 0. JEFE: [0,60000]. BEEH OB, @ dHBEHK
TIZEAN IWIP Pk s B MR O B, iy AEFe BT MR [E], (B4 ZIHFEZ) 5 KB (=3 ).

]
o QUERGEAET IPv6 W2 —A> TCP %42, HHITRA T HE:
— Tl AP 304 IPv6
- B AT+CIPV6=1
— JHIFAT+CWIAP i 53R B —A 1Pv6 Hbdik
- (W[3%) @IFAT+CIPSTA? i 4¥5 4% ESP32-C6 275 3K E IPv6 il
EN ]

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

// # ¥ GitHub # TCP M4 %, ¥ E 5 #H#u
AT+CIPSTART="TCP", "www.github.com",80,,, 5000

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPv6","feB80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at B i 31 AT+CWJIAP # Bl ¥ IPve 4 & #i it
AT+CIPSTART="TCPvb6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

ity UDP {5

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—~">]1[,<timeout>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>, <
—"local IP">][,<timeout>]

W i <

FRPEHAR, k)
CONNECT

OK

ZHERGUT, R

<link ID>, CONNECT

OK

o <link ID>: 45388 ID (0~4), T ZIEER I
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B

il

<” type” >: FRFHRBE, FRMLIERRAL,” UDP” ok “UDPv6”, ERIN(H:” TCP”
<” remote host” >: F/FERSE, FoRutiE IPv4 Hodik . IPv6 bk, sidi&. &Kok 64 535, 0
RETF R A B K 64 2717, 56 AT+CIPDOMAIN iy 4 3RIUS A4 % M) TP bk,
SR TP ks s
<remote port>: 7t i [ 1{E
<local port>: ESP32-C6 iX 451 UDP i [{H
<mode>: 7£ UDP Wi-Fi i {4 T, ASHHELHR 0

- 0: Ui ¥) UDP ¥ ), AekAsxti UDP Hihkfs B (2KA)

= L AUSE— R BB 50T AR 1 R [R5 i UDP £l i, o528 X6 i UDP HiLhik A5 B R & 2

PEASHY TP Mok A O

— 2: f RIS UDP $iart, #Fekassitish UDP Hihls Bk & 36 5HR A 345 1) TP kst 11
<” local IP” >: ZHbffy IPv4 Hihbal IPv6 Hidik, T4 e, N2 MEHE: Om 24 1P Hilik
B, WESEEAEEAR . ISR . FM S afTE. TiRENE.
<timeout>: fiy A}, FA: R, ERIME: 0. JE[: [0,60000]. BEE K OB}, Ay HHKH
TIEEAN WIP sl s B RAE O B, A STEHEE M R[], (H2x 2 k20 5 KB [ =S [i] .

5 UDP %422 W g i 1P Mk 2 1Pv4 20450k (224.0.0.0 ~ 239.255.255.255), ESP32-C6 #4554 k&
BN UDPv4 2%
SR UDP #:3 Hr i IP Mokl 2 IPv4 )& Huhk (255.255.255.255), ESP32-C6 13446 & 14 ik
UDPv4 | %
an R UDP % ¥ by @ ou IP L HE 2 IPve 4] #% Hb Hl (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFEF:FFFF), ESP32-C6 % % 5 &L T IPv6 W 2%, 'k it fi 4
it UDP 41 #%
FHZSE <mode> |, FTHIKESE <local port>
WA ST TPvO (45787 —/> UDP &, AT A T A

- T AP 3% TPv6

— Y BAT+CIPV6=1

- EAFAT+CWIAP v 4 3RELE|—~ IPv6 Hiht

— (H[¥k) JWILAT+CIPSTA? A K2s ESP32-C6 27535 IPv6 Ml
MR AR K BE R T 1460 #7451 UDP 1, i H 174 % ESP-AT T 42, 755 TP TR H
&£ Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

// UDPv4 H %
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// B pool.ntp.org K UDP feiy, % & 5 & # &
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #F Ipve W %4 ¢ ubp # %
AT+CIPSTART="UDPv6","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9b"

// ®F Ipve W % # UDP % %
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

@ty SSL ¥

wEEs @

// % ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local IP">] [,
—<timeout>]

(BETID
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(B L)

// % % ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>,<"local_
—IP">] [, <timeout>]

W

PR, Rl

CONNECT

OK

ZHERRT, R

<link ID>,CONNECT

OK

BH

|

il

<link ID>: W%i%E4: ID (0~ 4), HTZEEE

<” type” >: FLFERSEL, FoRMLEIERSAL” SSL” B “SSLve”. BRIA{H:” TCP”

<” remote host” >: FFFEESH, Fonutiy IPv4 Huhl, IPve #blik, =ilk4z. &K 64 5.
IR B 4 B4 KB AT 64 5275, T AT+CIPDOMAIN iy 4 4R B 44 %5 [ (1) TPtk
SRIGEH TP Mk iR .

<remote port>: i 1{H

<keep_alive>: [l B £ SO_KEEPALIVE ¥ (%% : SO_KEEPALIVE N43), Hfi: #b.

WE: [0.7200].
— 0: 2% keep-alive ZHHE; (BRIA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {4 <keep_alive>, TCP_KEEPINTVL {4}
1, TCP_KEEPCNT {4} 3.
KA <keep_alive> BE S AT+CIPTCPOPT iAWl <keep_alive> MR, HEAH
HF R E NGO UE . REITARM O AN BREE <keep_alive> 4, NIERIAM R FCE H1E .

<” local IP” >: Ay IPv4 Hihb sl IPv6 ik, T4 E . N2 MR 024 1P Hilk
W, WSBAREA M. BOANEEA . WA e BT . IR

<timeout>: fiy A}, FAL: R, BRINME: 0. JE[: [0,60000]. BE K OB, iy
T RZA IWIP itk s BB AR O I, v ARSI IR, (HAZ ML 5 KB YA

SSL M3 B R B 0] WA I Bo KT R
SSL 4 KRB, WIAANESSFERSEES
IR AT+CIPSTART fiyd et T SSL iEH:, HARMEUR AR A A 10 #2, D] R I s ] 25 A8
BEK, BT R TR
H 46 SSL R 55 % 75 B SSL & P i 7E 1% 452 I 5K 40 i o B SRR SNI, 35 #E SSL i 42 wif S f
F AT+CIPSSLCSNI ip 4 e & SNL, Gl # IR, SNI B{E A ARSS 25 384
W AEHEUEL T IPV6 W25 3@ —A> SSL 4%, HPATLA F#AE:
— % AP 37§ IPv6
- BB AT+CIPV6=1
— SBITAT+CWIAP 64 3REE|—A IPv6 it
—  (W]3k) BILAT+CIPSTA? iy 4K ESP32-C6 754K ELF] IPv6 itk
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Chapter 3. AT Ay d4E

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/] EEMK LR SSL REE, %E 5 e

AT+CIPSTART="SSL", "www.bing.com", 443, ,,5000

// esp-at U i 1 AT+CWJIAP 3k BL Z| IPve 4 & it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.6 AT+CIPSTARTEX: %t [12h4 1ic ID () TCP ¥4 . UDP {44ysk SSL ik

A Ay 45 AT+CIPSTART HILL, RIREAET: fEZ BN R (AT+CIPMUX=1) THFI4E D, R4
2 BT R I 1D

3.3.7 MUGEMNBHRELX] +++: BIEHEX

RIRAA T %

i
IBHAIEARX, FEAG SR

Command:

/1 RE R B

+4+

|
o WRRMATA S E AR + F4F (RP ASCILAG: 0x2b), [HlEfr 4452 1A CR-LF F4F
o BIPRE A + FAFRI 2/ 20 ms RFE][A]FE A BOA AR A, 2 =AY + AT 20 20 ms AR
B BT b A, = A + FAFZ A 224 20 ms [SFE][E]FE 30 AR A . B0, + FRES e
o AFRFFIRIAT iy B0 i I i
« WHEDER LR AT @

3.3.8 AT+CIPSEND: 1£& % b ok Wi-Fi {8 R %8s
BeE WA

i

PR R, 0 KEERERCR . WA EE RSN BR K EAT 81925595, AT+ CIPSENDL
Kk

e

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP 1% #r ¥ 35 & *t 3 £ ML A i H
AT+CIPSEND=[<1link ID>, ]<length>[,<"remote host">,<remote port>]
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Wi 3% ¢

OK

>

bR FR AT EHE R R TR, BURHET DA AR, 24 AT Sl 8 i KA F] <length>
Ja, BRI

QSRR 7 T R L I S T T, R [

[ERROR

R BT B A AR CRAEERC 240X 8% i), &[]

[SEND OK

[ERROR

PEA Wi-Fi i 1242 X, ESP32-C6 BB iR AN 8192 737, FreRAiik 2920 7747, AIARAE] i 4k
JERTAET 2920 747, M L RIB ot 2920 7y —4IRHLEAT &0k, 5 W21 20 ZAPEiE Rk
BB T 2T 2920 Gy PR Ak Bt (AT DAEIEAT+ TRANSINTVL fiy QB EIL IR ) o 24 A Bl —
B+ I, IR & FARX T EEE AR, I R 1R A A% AT .

Aty 4 WS AUE TF % 1 15 X, DA B MIEBE R O %% Wi-Fi UDP 56, AT+CIPSTART o) 55
<mode> W E N 0.

B

<link ID>: %5154 ID (0~ 4), HTZ &R

<length>: i, A 8192 Fy

<” remote host” >: UDP &£ a] DA EX g FHL: 1Pv4 #blil. IPve #uhl, =384
<remote port>: UDP £ PATE & Xt v v 1

Bl

o 1T DA F AT+CIPTCPOPT 1543 44~ TCP YE3E IR B A eI, Fln: #35% <so_sndtimeo> 4
5000, W TCP Jik#fESTE 5 B R ISR, TR P2 k. XA A48 MCU 4545 AT g
5] 52 B s T]
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3.3.9 AT+CIPSENDL: £l ki T I 58 K
B

Jifik:

SR EmARXT, BEKE, HATEEEYE (AT a4 BRI AT FE50 i & X R 2 HATH) -
AT DA AT+ CIPSENDLCFG i % Bl B A S i %o QAR IR B A IR B B /N T 8192 5277, AT A
{#i F§ AT+CIPSEND 654 %1%

"ﬂ4>°

// M ¥E: (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP fkH ¥ 48 & A W E LA B

AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W

OK

>

J

IR IR AT JEAZIEAZ X - HEMESUFHIL AT a1 PO 8s , ORHEST DAS AR, —HL AT
iyt 1 R, AR S PUEIRZE T, BRIt .

MR E TR, RESMIRAT+CIPSENDLCFG T B EARIE L -

[+CIPSENDL:<had sent len>,<port recv len> }

WARAE R+ ++ A HUN, RGRM

[SEND CANCELLED }

MR A B P e ki, REmA RN

[SEND FAIL }

TR A BRI AU CRAEREIRC 240X B ), RETRA& RN :

[SEND OK ]

MERWOITR, G PAKIE+++ o BUH &, [FINf ESP32-C6 i M2 X B . 70U, AT fy
Adis H S — B, EEMERER <length> KIEEHHNS, A SiBHAIERZX.

¢ <link ID>: W% ID (0 ~4), HTZ MG

* <length>: HUE{CHEE, HRME: 27 - 154y

» <” remote host” >: UDP &4 0] DAFSE T =4 : IPv4 Hudik. IPvo Hudik, B4
+ <remote port>: UDP £ %] PAFS & Xt i i 11

* <had sent len>: J{ 2 % B2 SR AR K

* <port recv len>: AT g3y IS 2 A 40 B B
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i}
o BUEMET UART i, B0, 405 UART #0248 Lkl R, o FB8EdEEk.
o AT DA AT+CIPTCPOPT fiy4 3k M4~ TCP L B BRI, Hlin: & <so_sndtimeo> A
5000, W TCP A ikEAESAE 5 B NIRMISER, LI MENIR 2R . X A4 MCU 4545 AT find
(] 5 RIS ]

3.3.10 AT+CIPSENDLCFG: i ¥i AT+CIPSENDL 1y 41t J& Pk
Ao A

Dytig:
] AT+CIPSENDL 14 (it B

[AT+CIPSENDLCFG?

W

+CIPSENDLCFG:<report size>,<transmit size>

OK

BeE WA

Yytig:
W B AT+CIPSENDL iy 4-H) L &

s

[AT+CIPSENDLCFG=<report size>[,<transmit size>]

o <report size>: AT+CIPSENDL 4 i Bk, BRAE: 1024, JEFE 1 [100,2 207, @iltn: 35
<report size>{H >} 100, WJAT+CIPSENDL fx4- & B <had sent len> EIRF4HN (100,
200, 300, 400, ---- ). FJAW <had sent len> LIR{EAEESETLPRtE MK .

* <transmit size>: AT+CIPSENDL iy % LI/, BHeE T8 KAk BRI . B
A 2920, JERE: [100,2920]. WYL EEHEKERT%T <transmit size>, H¥asirf
s A% <transmit size> FAT MBI TR, HIMSSER 20 ZRE SRR 8 KT
LT <transmit size> FHHEELIE (EWDAHE AT+ TRANSINTVL 6310 E AR ) o

B
o XF TN R/ IMEXT SER R EOR SR A, R ERE RN <transmit size>. tHEFEGE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JE M.
o XWTHEMERES, HEGRERKN <transmit size>. MHEFEEFIEA1TIR & ESP-AT &
vk kAR,
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3.3.11 AT+CIPSENDEX: fE# ittt R T Ity i Xk i e
FauRniy

R T, KRR, s MR R \ 0 (xS, 0x30 ASCID M4 MR 4%

s

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

// UDP f# W 35 & % 3% IP H ik Ffng o
AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi

OK

>

J

EaRm R FoR AT CHE RO AT R, BT AR AR KRIER B, 24 AT 30 B K18
#| <length> JG#dlt Bl \O AP, Bl temirin .

MR A T VA SR A I R T, R[]

[ERROR }

R BT A B O S AR CR R E 2 AR B ), &[]

[SEND OK }

<link ID>: [A43E45% D (0~ 4), T ZIEBIT L

<length>: B, HAR(E: 8192 FFy

<” remote host” >: UDP &4l AFR S 4L : [Pv4 Hihik. IPv6 Hihl:, sl
<remote port>: UDP £ 1] PAS & X i i 11

(|

o BRI R R BORES, BUBE B\ 0 AT (0x5c, 0x30 ASCID), ¥dlE&IriG, RgtiRE
WE AR, SN 4 AT e

o IREHEPAE \<any>, WEEBRBFL, REH <any> 55

o WIRFE KRN0, 55 R \\O

o XA DA FAT+CIPTCPOPT fiv4 ¥ h4EA~ TCP Rl B AR 7k . F1U0: & <so_sndtimeo> Ay
5000, W TCP A& ikEAESAE 5 B NIR LSRR, LB IR 2R . X DA MCU 4545 AT find
[1] 5 R ERF []

3.3.12 AT+CIPCLOSE: J:[fl TCP/UDP/SSL 4
B s

i
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KM Z BT ) TCP/UDP/SSL #4%

P e
"ﬂé?‘

[AT+CIPCLOSE:<link ID>

Wi % ¢

<link ID>,CLOSED

OK

AT 4

g
KM ISR ) TCP/UDP/SSL 14 4%

[AT+CIPCLOSE

W i :

CLOSED

OK

B

* <link ID>: TR FLIER: ID, QRBEN S, WIFR KPR %

3.3.13 AT+CIFSR: #rifyAHs IP Huhkfil MAC Hihl
AT

ez

[AT+CIFSR

Wi % ¢

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIP6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIP6LL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

Espressif Systems 84
Submit Document Feedback

Release release-v4.1.0.0



https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

o <” APIP” >: ESP32-C6 SoftAP [fJ IPv4 Hiht

o <” APIPG6LL” >: ESP32-C6 SoftAP 7] IPv6 7S A i Huht
e <” APIP6GL” >: ESP32-C6 SoftAP f{] IPv6 4 fmHbiht

e <” APMAC” >: ESP32-C6 SoftAP ) MAC Hihl:

e <” STAIP” >: ESP32-C6 station [ IPv4 bl

e <” STAIPG6LL” >: ESP32-C6 station [ IPv6 7S Hi 5 i i ht
o <” STAIP6GL” >: ESP32-C6 station [} IPv6 4= JajHii il

e <” STAMAC” >: ESP32-C6 station 1) MAC ik

e <” ETHIP” >: ESP32-C6 ethernet 1] IPv4 il

o <” ETHIP6LL” >: ESP32-C6 ethernet [/ IPv6 A< HbAdk i Hihl-
e <” ETHIP6GL” >: ESP32-C6 ethernet [J IPv6 4= JayHiht

e <” ETHMAC?” >: ESP32-C6 ethernet 1] MAC i

Bl

« HUA24 ESP32-C6 IR B A AL I F RS, A BEANEIE /) IP HuhtAl MAC ik

3.3.14 AT+CIPMUX: BEH/Z8H 2800
A it 2

itk
R

ks

[AT+CIPMUX?

Wi i <

+CIPMUX: <mode>
OK

B
fie:
P

[k

[AT+CIPMUX:<mOde>

Wi i ¢

[OK

BY

o <mode>: JEFZA, ERAE: O
- 0: FERE
- 1: ZiER
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e

o JUB 4 BT A T BT T I A ] B O e

o AfE 1R X (AT+CIPMODE=0), A REBE N L HEH

o WRFESLT TCP/SSL RS54, MU RIS, W XIS 4 (AT+CIPSERVER=0)

o ZIESIFATREOCELIRN, RS BN AT R OL, 5 ORI ™ i 1) 52 P i DLt A T 0
i, IS MCU X PIFEAS 2 1 b 3

il

[AT+CIPMUX:1

3.3.15 AT+CIPSERVER: #tr /5[] TCP 5% SSL 55 %%
A%

i
#if] TCP/SSL R 55 ks

[AT+CIPSERVER?

W i <

+CIPSERVER: <mode> [, <port>, <"type">,<CA enable>,<netif>]

OK

B

s

[AT+CIPSERVER:<mode>[,<param2>][,<"type">][,<CA enable>] [, <netif>]

LT
(ox
e <mode>:
- 0: XM 48
- 1 @ RS54

o <param2>: B <mode> A[H], MILSHE AR :

o NI <mode> £ 1, <param2> fAFEu 5. BHOAME: 333
o QIR <mode> 2 0, <param2> fAEMRFAEE XA R Fin. BRAE: 0
- 0: XM OR B A % P i 1 12
= 1t KPAMRSS 2RI K A %
e < type” >: [R4IEKA Y TCP”,” TCPv6”,” SSL”, 5 “SSLv6” . BRi\{&:” TCP”
¢ <CA enable>:
- 0: Al CAAIE
- 1: ffif CAAIE

Espressif Systems 86 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

o <netif>: HEMRITASIITARZE R L, BOAME: 0.

- 0: MR D
— 1: Wi-Fi station 3% 1
— 2: Wi-Fi SoftAP 1

|

o ZEEAFOLT (AT+CIPMUX=1), A HEITRIRSS % -

o BRI 4%)E, HEhES IR ST, &2 R Aarrard ks

s WHEEImIEA, KEIE—EE D,

o ARGEAEELT IPv6 W45 d—> TCP/SSL ligd5 4%, 1§ & Jei EAT+CIPV6=1, FF3RH—> IPv6 b
dk.

o KMRFS AR SHL <"type"> NI Z JRHISHLITAE I .

il

// B TCP MR & B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// # 3 SSL M4 B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// BT Ipve W%, 4l % sSSL R% &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLve", 0

/1R E BOFE R A BT R E
AT+CIPSERVER=0, 1

3.3.16 AT+CIPSERVERMAXCONN: #ify/i &R 55 %5 SC U d v i R e 5
Ay

itk
rifi) TCP = SSL AR 45 FLifr i il e R 4K

[AT+CIPSERVERMAXCONN?

W i ©

+CIPSERVERMAXCONN : <num>
OK

Jyiig:
BE TCP 5 SSL fIR 55 SLVF AL M e KR AL

[
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[AT+CIPSERVERMAXCONN:<num>

Wi % ¢

[OK

* <num>: TCP 5 SSL /IR 45 #% RV LAY B R EERAL, YEl - (1,51, AR

{8, 2% AT+CIPSTART 413480 <1link ID> Mk,

]

BB EOZS R BRI

o WEBE R EREE (AT+CIPSERVERMAXCONN=<num>), H1E0HIR % 2L HiikE .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.17 AT+CIPMODE: #ify/Vc ki

A%

i
e

[AT+CIPMODE?

Wi i ¢

+CIPMODE : <mode>
OK

gﬁ

STZS

Dyt
R A

O e
iy

[AT+CIPMODE:<mode>

Wi i ¢

[OK
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55
e <mode>:
— 0 X,
— 1t WicFi i B ARICREK, (L0H TCP B4 . UDP [S52IE (5% SSL MPERH b
o

* BUE UK R (7S fash,
» { ESP32-C6 HEA Wi-Fi if #4008 X, I, AR5 4 2 Rk Tois 1

il

[AT+CIPMODE:l

3.3.18 AT+CIPSTO: #rify/is ¥ Al TCP/SSL JJit 55 23 d if i [ia]
A4

ik
Frif) A TCP/SSL R 55 28 8 sf Hef )

Py
A

[AT+CIPSTO?

W 7

+CIPSTO:<time>
OK

XA

&;

i
TCE AR TCP/SSL fig 55 g i I 1]

Py -
iy s

[AT+CIPSTO:<time>

Wi i ¢

o <time>: 7l TCP/SSL iR 55 anamtifia), B0i: £, HUEVER: [0,7200]
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e

-%KMﬁL%PﬁE<um>ﬁﬁﬂ%ﬁiﬁ%ﬁmw,mmu%W%%%%%%ﬁﬁ

o WRKESH <time> N0, NFERKEASHE, NEBGXFEBEE .

o TEVCERIIIE N, 4% P &5 IR Ss s EA5 BUE IR S5 48 K 5% Fmifs s iy, THit g =
THEr. RS, 2 e .

il

AT+CIPMUX=1
AT+CIPSERVER=1, 1001
AT+CIPSTO=10

3.3.19 AT+CIPSNTPCFG: #Fify/i% Bt IX 1 SNTP JIlR55 5%

iy

[AT+CIPSNTPCFG?

W i <

+CIPSNTPCFG:<enable>, <timezone>[, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP. }

—server3">]
OK

RS

L A

v [T

K

LA
&

5?

AT+CIPSNTPCFG=<enable>[,<timezone>] [, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP.
—server3">]

e <enable>: % E SNTP iR %2s:

— 1: {35 SNTP JIg%-4%;

— 0: N E SNTP lR457% .
* <timezone>: SCRFDAFPIFfE :

- R TERT: [-12,14], BERUV/NESRERAL, @ SRR (UTC) iR Ktrmid K2
X (UTC-12:00 & UTC+14:00) ;
B Mg ute RBE, UTC RBERE TIRFEMZ D E] UTC B A RERS- 24
HurHE], @SR N [+ -] [hhlmme QR Y4 KAEAR] T2 APE, WA s, WRE A
1, WSRIEEL. /N (hh) D20 -12 B 14 2 [8], 4080 (mm) DAZ507E 0 2] 59 Z 6], fln, 4
AR XU E R0 = WS, B uTCc+12:45, WL <timezone> SR E N
1245, BE2{FEES% UTC ity &t
e [<” SNTP serverl” >]: 2E—> SNTP R%5%%.
e [<” SNTP server2” >]: 2 4> SNTP R%#%.
e [<” SNTP server3” >]: %=/ SNTP k5%,
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e

o WHEMABERIEG L=/ SNTP R%#:5%0, MELA(H “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” Fl
“us.pool.ntp.org” H 2 —,

o XFEMMS, EMH <timezone> ZETHES I E N <timezone> ZEA—FE. FH
<timezone> ZH L FtE —Fp UTC A B, fFlaN: X B AT+CIPSNIPCFG=1, 015, HFA4
M, ESP-AT & ZBSHfIXSHHIT 0, Bl EME 15, NETHE Mg, FrRisiidss —
UTC fw#% A&, Wt uTc+00:15, W@ A it k2 0 i IX.

* BT SNTP 25T UDP Wil ik il sK A Il 5, 24 ) 26 Z AT, 23 530 ESP32-C6 [F) ] Joik M B
m&. —H AT @4 i+ TIME_UPDATED , RFEWTRIE A2, ME 4] DA A R AT+CIPSNTPTIME?
AR 24 T E A

il

// & SNTP B4 #%, REFEMK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fEf SNTP R4 #%, REXEAH MK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
=

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

// fF SNTP R4 %2, S EHWLH R X WHY KR (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.20 AT+CIPSNTPTIME: #ifj SNTP Iif[i]
A it 2

ez

[AT+CIPSNTPTIME? }

Wi

+CIPSNTPTIME:<asctime style time>
OK

]
» A 5% asctime A1) E X% I asctime man page .

* 7 ESP32-C6 it A Light-sleep 5% Deep-sleep f5 F-M ¥, Z 450} [E] 7] e & AN E. BB EH X
EAT+CIPSNTPCFG 154, M NTP 42830 BUHT i B ]

* SNTP FRIUE| I [E A TE RTC K3, BMAERER CE A AH) 5, FEAS LK.

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

(T
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(#2 E50)

OK

-3

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"

AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021

OK

3.3.21 AT+CIPSNTPINTV: it/ ¥ SNTP Ihfa] ) 25 i a] e

A ifyfir

s
[AT+CIPSNTPINTV? }
VR

+CIPSNTPINTV:<interval second>

OK

BT A

s
[ATJrCIPSNTPINTV=<interval second> }
i i
E 1
S8

 <interval second>: SNTP [[a][FH[a][F. BAf7: Fb. LR [15,4294967],
B
o FCE T E[F PR, RS ESP32-C6 £ A —K ] NTP [Ii 55 &5 4R BUHT i I A] .

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

OK

/) EAHEY — K

AT+CIPSNTPINTV=3600

OK
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3.3.22 AT+CIPFWVER: #ifjli 5523 C AT AT PR A
A

Jyiig:
IS5 4 E A1 ESP32-C6 AT [ it 4%

s

[AT+CIPFWVER?

W i ¢

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C6 AT [H{fiix 4=

Bl

o TEREFRZETIIA) OTA HUANE, 582U BB S A [ (A AR TH 20 o

3.3.23 AT+CIUPDATE: jfixk Wi-Fi J18¢ 511

ESP-AT FEia 17N, i Wi-Fi A BS54 BR300 B 2R L0 X, AT T2 1

A a4

i
#2if) ESP32-C6 LA FHZUIRAS

"ﬂ4>°

[AT+CIUPDATE?

W

+CIPUPDATE:<state>

OK

PATa 4

i
TEFLZERAT @ 1d OTA THL R TCP il 55 i Lol A g [l

O e
iy

[AT+CIUPDATE

Wi ¥+
HEH R E AL 2
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B

Dyt
THREN IR S5 e LA R AR [

O e
iy

&F

[AT+CIUPDATE:<ota mode>[,<"version">] [,<"firmware name">] [, <nonblocking>]

W
I OTA 7EMSERE T s, SEI:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

OK

AR OTA Fe-{EFH 2T iy, R [m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Sw N e

URAEH ZERTR OTA KN, iR [n:

+CIPUPDATE:<state>

ERROR

WERAEAR L ZERCUT OTA KIK, aR 9]

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

S

¢ <ota mode>:
— 0: #@ 11 HTTP OTA;
— 1: i3 HTTPS OTA, IR %k, 2 . /build.py menuconfig>Component config
>AT > OTA based upon ssl 7 #ifE, 2= HiH L A% iF ESP-AT 142,
o <version>: AT i<, @1v1.2.0.0, v1.1.3.08{v1.1.2.0,
o <” firmware name” >: J1- 21 [E1F, flota, mgtt_ca, client_ca B{H'E at_customize.csv
i R4 X
¢ <nonblocking>:
- 0: fHZERIA D OTA. HABIAR, HE| OTA AGUNIIE KK GA AL IE AT fird.
- 1: JEPHEERI) OTA, WAL, AHEMIG (+CIPUPDATE:4) - F3H /5.
* <state>:
- 1 RENRI5 45
2 R RS
3: IR
4: SETF
-1: JEPHZERIK T OTA R

Espressif Systems 94 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

e

o FHGEEE R T M 48R 0L

o QR ZAAMES BT R RN, AT KR [E] ERROR, 7 S5 fF— B R Bl .

o W E BRI LR AT BIN, iy 4-Kf M Espressif Cloud N# AT [E{F+4% .

o QR Z B TR0 AT BIN, 1 H 17558 AT+CIUPDATE FOTA 1) fig 5k # i Jfl AT+ USEROTA
8{ % AT+ WEBSERVER 54>, T %% ESP-AT T FR{L1 7] FOTA.,

o BT AT FEf )5, WA AT+RESTORE WK W] B5E

o OTA i FEAIFEITES ] R 3 434

o JEPHZEML M K H % OK Fl +CIPUPDATE : <state> FEHi T b %A 4% B L _EWSERINT .
OK H[fEAE +CIPUPDATE : <state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z 5t .

o AEWFRBNHA . BFERHRASAE—ERARAEN S, E2I0EET, RS RREEA R E|
IHARCAS, AR A O =i B AT e Y ge .

o FEHH4ofT LI, OTA FH28 FELF L OTA b,

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1, "v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1

AT+CIUPDATE=1,, "ota",1
AT+CIUPDATE=1, "v2.2.0.0",,1

3.3.24 AT+CIPDINFO: 7 +IPD {550 ER;

{AT+CIPDINFO? ]

W

+CIPDINFO:true
OK

&

+CIPDINFO: false
OK

>

¥

X

W
4

=

[AT+CIPDINFO:<mOde>

W

[OK
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S
e <mode>:

- 0: ¥£ “+IPD” FI “+CIPRECVDATA” &, N7t IP bk Al H 15 5
- L ¥E “+IPD” FI “+CIPRECVDATA” JHEH, $&75%¢ b IP MUk Al 055

il

[AT+CIPDINFO:l }

3.3.25 AT+CIPSSLCCONF: #ify/ix ¥ SSL %% f i fic &
A i fir &

Iriig:
A1) ESP32-C6 112y SSL 77 s b 44~ M 432 (4 T B4 5

P e
"ﬂ4>‘

[AT+CIPSSLCCONF? J

Wi % ¢

+CIPSSLCCONF:<1link ID>, <auth_mode>, <pki_number>, <ca_number> }
OK

A

=

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode>[, <pki_number>] [, <ca_number>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>, <auth_mode> [, <pki_number>] [, <ca_number>]

M) i <
(ox
B
* <link ID>: %154 ID (0 ~ max), FEZERNEL T, SASEERN max, WRRFTAER, &
SHERINMEN 5.

¢ <auth_mode>:

- 0: ANATE, B EEEE <pki_number> fll <ca_number> Z%{;

— 1: ESP-AT $24t% FrmilE TR 55 2% i CA IE AR5

— 2: ESP-AT % P A CA {IEA5 K06 R 55 25 v PR IE 45 5

- 3: MEIAIE.
* <pki_number>: JEBMAHANET], WREA—MUEBFFAG, HAEN A 0.
* <ca_number>: CA [JZ&R5|, WREAG—4 CA, HAHW N 0.

Espressif Systems 96 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

e

o GNARARBUARRLE ST RIAERL, THAEES SSLEE B T A S .

o JCHE T UCRHORAAAE NVS X, Q1SR %Al FJ AT+SAVETRANSLINK i -1 B FFHLiE A Wi-Fi SSL i% 1% 4%
A, ESP32-C6 FFAE N IR b HL B 3T AL B 7 37, SSL iz .

o WERGHMEH B CRIET, BTG AT+SYSMFG iy 4 81 SSLAEfi. WA EMTmRERE K
W, 5% 4T &% PKIRE .

o Q2R <auth_mode> FLHE N 2 B(H 3, R T RIS AFUET AR, WHTEKILAT+CIPSTART fiy
A HiHf Pk ESP32-C6 T AkIEY TR . (&S0 AR IEAT+CIPSNTPCFG iy 4 KL & SNTP, FRHY4
HIEE], %iEAT+CIPSNTPTIME? 6y 425124 §i s a] . )

3.3.26 AT+CIPSSLCCIPHER: ##if/¥ i SSL % yiit) #5154 (Cipher Suite)
Ay

Dyt
#2if) ESP32-C6 {12y SSL % /7 s SC 50 i 2 F

[AT+CIPSSLCCIPHER? }

W )i :

+CIPSSLCCIPHER:<idx>, <cipher_suite>

OK

B WA

-t

e

=

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCIPHER=<counts>[,<cipher_suite>][...][,<cipher_suite>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCIPHER=<1link ID>,<counts>[,<cipher_suite>][...][,<cipher_suite>]

W i ¢

[OK

o <idx>: HWEMFMRTS, MO0 IFEE.
* <link ID>: MZE%EH: ID (0 ~ max), EZERMEN T, ASEEBN max, WFRRIEERE, &
ZHGERINEN S
o <counts>: HHIEMFEE . KAEZRT MR KE 256 717,
- 0: JERE R E AN,
- HE: wEEHEEAN
» <cipher_suite>: 3/ ClientHello WS84, SF N IME E XAE ssl_ciphersuites.h H1,

Bl

o INSRAHEARHUE S BIAERL, WEAEELT SSL I HTIB T A M S .
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il

// ¥ ¥E: (AT+CIPMUX=0), % # &4 4 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #1.
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=2, 0xC023, 0xCOAD

// % ¥% ¥ (AT+CIPMUX=1), % 4 & {f % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #f1._
<, TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=0, 2, 0xC023, 0xCOAD

3.3.27 AT+CIPSSLCCN: #rify/¥ ¥ SSL % ;i) A Hl #4 (common name)
iy A

i
AR SSL HESE R s 44
A

[AT+CIPSSLCCN? }

Wi i ¢

+CIPSSLCCN:<link ID>,<"common name"> J

OK

)E’J

CELTA
A

// % ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥% ¥ : (AT+CIPMUX=1)
AT+CIPSSLCCN=<link ID>,<"common name">

o <link ID>: 28142 ID (0 ~ max), FEHIEZEMENT, 2S5E N 0; EZEENHELT, &5
B max, WRBTA R AZHEAEN 5.
+ <7 common name” >: A ZHUTAANEIR 5 28 LA MTE S i A 4 o AT AR K Jy 64 3
L)
o WA E I, WER SSL RIS A 4
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3.3.28 AT+CIPSSLCSNI: #¢ify/i%E SSL % Fasintg SNI
b A

Jyiig:
AN IERE R SNI L E:

s

{AT+CIPSSLCSNI?

W . 3

+CIPSSLCSNI:<link ID>,<"sni">

B3 B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

o <link ID>: {25742 ID (0 ~ max), FERRERPFEL T, XSEEHR 0; EZERNFKELT, &5
BUEBR A max, WFIRITHEER: ASEERAEN 5.
« <” sni” >: ClientHello H1fj SNI. SNI 5k K2k 64 55745 .

Bl

o QERARSOARFCE S AR, RN SSL R HTIE AT A2

3.3.29 AT+CIPSSLCALPN: #ify/i 8 SSL %5 y13i; ALPN
Ay

yite:
i) ESP32-C6 {124 SSL % PR 14211 ALPN it

[

[AT+CIPSSLCALPN?

W i *

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK
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=

=

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % ¥ ¥ (AT+CIPMUX=1)

AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

Wi i <

[OK

S

o <link ID>: W #%i%E3: ID (0 ~ max), FEHIEBMEN T, RASHMEN 0; ELERNERT, 25

BUEBEN max, WIFIR A ER: ASEEGAER 5.
o <counts>: ALPN % &. JiFE: [0.5].

0: i ALPN fit .
* [1,5]: &% ALPN Fil &,

© <" alpn” >: FRHBHL, FR ClientHello H1¥) ALPN. ALPN i KK JESZIRFap S M KK .

e
o WNIRAREAE BT RIS, TEEENT SSL T IB T AN G S .

3.3.30 AT+CIPSSLCPSK: #rify/E SSL %5 13l PSK (E£FH A% )

i A

itk
Frifi) ESP32-C6 {124 SSL & i i 41N 14 42 (1) PSK it &

fiy 4

[AT+CIPSSLCPSK?

W i <

+CIPSSLCPSK:<1link ID>,<"psk">,<"hint">

O
=

// ¥ ¥E: (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W
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SH

* <link ID>: [WZ5%EH ID (0 ~ max), {ERERIFILT, ASUEN 0; FEZEENENT, &5

BUEBCN max, WFoRPrAA EE ASEEOAEN 5.

o <” psk” >: PSK identity (FFERMEE), IR KAE: 32, WUREN <"psk"> ZEW 5 \0, il

F AT+ CIPSSLCPSKHEX 154,
o <” hint” >: PSK hint, KK 32,

]
o QRAREAHUE T BIAERL, AR SSL IER I iIB T AR M S .

3.3.31 AT+CIPSSLCPSKHEX: #rify/i ¥ SSL %5 il PSK (75 2kl )

|

* KU TAT+CIPSSLCPSK iy %, %t T I B oA if) SSL % Py i3k 2% 4 (PSK) , {HH;
<"psk"> ZHEH A ANBERIR TR TR I, <"psk"> ZHPRY N0 FRxh 00,

il

// B ¥ ¥ (AT+CIPMUX=0), PSK identity 2 "psk", PSK hint %

AT+CIPSSLCPSKHEX="70736b", "myhint"

// % ¥% ¥ : (AT+CIPMUX=1), PSK identity %% "psk", PSK hint %

AT+CIPSSLCPSKHEX=0,"70736b", "myhint"

"myhint"

"myhint"

3.3.32 AT+CIPRECONNINTV: i/ s Wi-Fi {45 F i) TCP/UDP/SSL #i%

]
A ih) iy 4
itk
Erif) Wi-Fi i X N9 H ) S A

A\ .
"Il/?\'

[AT+CIPRECONNINTV?

Wi i <

+CIPRECONNINTV:<interval>
OK

)E’J

AUNTEC

i
B Wi-Fi i 1£ 42X '~ TCP/UDP/SSL f& 4 Wr T 5 H Sl =34 1417 b

[
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[AT+CIPRECONNINTV:<interval>

Wi % ¢

[OK

* <interval>: HZIEIEMFFME, AL 100 270, BIAE: 1, FH: [1,36000].

st

o FAT+SYSSTORE=1 W}, BLEEUCHRIEAE NVS X,

il

[AT+CIPRECONNINTV=10

3.3.33 AT+CIPRECVTYPE: #ify/¥ B okt
A

P HER

Py
A

[AT+CIPRECVTYPE?

Wi i ¢

+CIPRECVTIYPE:<link ID>, <mode>

OK

v

7

XF

IR

I}i“:lll
%

=l

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % % #: (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>,<mode>

Wi i ¢

[OK
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BH

* <link ID>: WZ5%EH ID (0 ~ max), {EHERMTEILT, ASUEN 0; EZEENNLT, &S
BUEBON max, WZORPrAER ASEEOAMEN 5.
* <mode>: ERFHHRHMA, BOAE: 0.
- 0: FaWBI, ESP-AT A BRI B £ 3% 7 Bi 2 B Ak 45 L MCU, Skl “+IPD” (4§
FHMCE 1 5760 547, AR MCU Sk ik 2920 5454 RUHE ) -
- L Wi, ESP-AT f5 P S BI M E S P HUi R Ar 2l R AP X (B ETH T 0, oA
{9 5760 “F47) , 44§ MCU Bt 0§ TCP fI SSL 42, WURGAAXW T, KL ILERT
ks WT UDP &4, WERGAFXW T, WA ER.

e

o ZACEABEH T Wi-Fi & X

o 24 ESP-AT FEg shibi=U MU B B FHARN, SRR E LR RIS AR A E
- ZIEER (AT+CIPMUX=1), /8 +IPD, <link ID>,<len>;
— FAMERER} (AT+CIPMUX=0), 7% +IPD, <len>,

o <len> FREHAXRPEZFHIMN LKL,

o —HA +IPD ki, WZizfTAT+CIPRECVDATA KW . W, FERT—A +IPD Bl i,
A +IPD RSB 45 L MCU.,

o FEWITFEREOLT , ZohERFEIRTIRAAAE, MCU {58R W DAEEEL, B 2| & ikAT+CIPCLOSE
(AT fENF Fifii) B{AT+CIPSERVER=0,1 (AT {E MRS #S). WAgiGie, W +1pD B 8piisy,
QAENR % 2 AT+CIPCLOSE B % % AT+CIPSERVER=0,1 B{3i 13 AT+CIPRECVDATA £y A3 BU A B
ZHT, IXATERR) CLOSED {5 BIKiEA L Il

o TSR RHRRIROR & W 28 5t 7 H MCU Sl R ACERRS , nTAS 1), (i g sl el Bdasia o

il

/) BEBEAT, REHGELER

AT+CIPRECVTYPE=1

/) 2EBBEAT, REFAEE ARG ELERX

AT+CIPRECVTYPE=5,1

3.3.34 AT+CIPRECVDATA: RSB B £S5

BArA
O e
“D4>'

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<1link_id>, <len>

Wi % ¢

+CIPRECVDATA:<actual_len>, <data>
OK

5

+CIPRECVDATA:<actual_len>,<"remote IP">,<remote port>,<data>
OK
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o <link_id>: ZiEEAT W ER ID,

o <len>: f RAE A OXTREAE, WIRSEFRIEI M B B LA SEE /]S, TR (9] S 4 B2 R s
* <actual_len>: %F‘Té’ftﬂﬂﬁﬁ?ﬁkr

o <data>: FREFIEDE

o [<” remote IP” >]: FEiFEESH, Faaxtis IP #itl, @1t AT+CIPDINFO=1 iy ilifg

* [<remote port>]: Xfugim 1, iHifAT+CIPDINFO=1 iy 4 fHRE .

o RS T EAE SO N AT, 5 B 2R B ERROR, W] PAif it AT+CIPRECVTYPE? fig %>
NS S 2 TEg it

o RO ATERA BE AT A O AT 2> B 2R 5] ERROR, 1] DA i AT+CIPRECVLEN? fiy i iA
IEH A ATk .
o i fT AT+CIPRECVDATA=<len> fy i}, B/DFELL <len> + 128 FWHNIE, Bl DAy
A AT+SYSRAM? 5] 4 5 /] I ARG 0 o 24 PIAEAS 2 BN A7 H I R R I iy 2. 2% 1% ] ERROR
M\T%LEAT%J BHET EHEEAAERM alloc fail WITHEMFEE, PARIAZE HILT NAES
e % T 1 £

Bl

AT+CIPRECVTYPE=1

// Bldm, R EH MCU K 0 FHEEF U E 100 FFHHE,
// W4 #®mHE "+IPD,0,100",

//RE, BANBEREBAUT A EER 100 F ¥ iy &
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: #ifgl g ebiX b S B n K
A%

Dyt
BRI AP P A e K 5

[

[AT+CIPRECVLEN?

W i3 ¢

+CIPRECVLEN:<data length of link>[...][,<data length of link>]

OK

S
* <data length of link>: F-—3%4:h b iy BT A EER K,
e
* SSL i, ESP-AT i& [l 8K B v B /INT H B <
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il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %}3i 3 HlL

ping X i AL

O e
iy

[AT+PING:<"hOSt"> }

W

+PING:<time>
OK

E7
‘+PING:TIMEOUT /] RAEEREBEN KKK PING BHERLT, T 2FAXANHEE

ERROR

o <” host” >: FIFHRSEL, FaNtiE LAY IPv4 Hihl, IPv6 Huhl, sisi4 .
o <time>: ping IR N EFE], AL ZFD.

|

o QUARGEAEELT IPv6 2% Ping Xfum AL, TEHATLAT 45
— TR AP 4% IPv6
— B AT+CIPV6=1
— W AT+CWIAP A A4 HLE]—A TPv6 Hidik
— (W[3E) iTAT+CIPSTA? 67 4-#52¥ ESP32-C6 275 3B E| IPv6 itk
o QR EAUZINA TAFE, W) ping K55Gk DNS S84 fibT (DLSC@AT IPv4 Hodik), B ping
X AL IP bk

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) F—REBEMER IEF N

AT+PING="240c::6666"

Espressif Systems 105 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

3.3.37 AT+CIPDNS: #rify/t DNS 557515 5
iy

i
P24 A DNS 55435 5

s

[AT+CIPDNS? }

W

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">] J

[AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

W i <

[OK

5

[ERROR

* <enable>: % DNS R4 7%

- 0: B B3h30 DNS IR & #51% &, DNS RE S RIE M 208.67.222.222, 114.114.
114.114 f18.8.8.8, HA2Y4 ESP32-C6 station 52 i, T DHCP 53¢, DNS R& 2546 7 gL
B

- 1: J3HFhitE DNS lR&5 45 5, RN ESE <DNs 1px> [K{E, W EHAME 208.
67.222.222, 114.114.114.114 %l] 8.8.8.8,

* <” DNSIP1” >: 55—/~ DNS i 45#s IP Huhlk, XFFHiEmS, KA Y <enable> ZH0CH 1 1, 5L
2 F3) DNS 58, RSEAHH: WHRIKE <enable> 1, I NARSHE —ME, Uiz
T uE, ESP-AT X% S HUE N 241017 DNS #% & ik 1]

e <” DNSIP2” >: %5/~ DNS flR 4% IP #udl, XFF3EmS, HAY <enable> ZH0h 1 Y, sk
R F5h DNS &, REBHAHARG MR E <enable> 2 1, I NARSHRE —ME, Uiz
ref) A, ESP-AT X% S 5UE N 247017 DNS # & ik 1],

¢ <” DNSIP3” >: 55—/ DNS fx%+#s [P Huht, XJFE®S, HA Y <enable> Z4H 1 B, ik
2 E 3 DNS 58, RSHA B WHRIKE <enable> 2 1, I NARSHIE —ME, Uiz
e a2 RE, ESP-AT X% S HUE N 2411 DNS 3% & ik 1]

st

o ¥ AT+SYSSTORE=1, Wit B ¥ CERTETE NVS X,

© XEANSHARERELER — RS 8 L.

* 24 <enable> 3y O, DNS JJz55 s nl RE ARG ESP32-CO B T HE (14 rh s A TC B 1T 5%
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il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/] % —NET IPve B DNS A B: T REIKMERXRIEFRQ

// & _/NET IPve B DNS Mt % % : google-public-dns-a.google.com
// BEZ=ZAETF Ipve B DNS R4 &#: WL H# 4 £ DNS MR 4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS Jjgg

v

H

N

IR

¥

2

A

AT+MDNS=<enable>[,<"hostname">,<"service_type">,<port>][,<"instance">][,<"proto">
—] [, <txt_number>] [, <"key">,<"value">][...]

W ) :

[OK

¢ <enable>:
- 1: JF)5 mDNS Bjfig, G4 HFHEHE
- 0: X[ mDNS UjgE, RS HLTRES
* <” hostname” >: mDNS EHLHFK.
+ <” service_type” >: mDNS JJR4+2:41,
o <port>: mDNS J} 4% M.
» <” instance” >: mDNS LRI FR. ERAE: <"hostname">,
* <” proto” >: mDNS R Hpill. EIE: _tep 8 _udp, BRIMME: _tcp.
o <txt_number>: mDNS TXT it ® %=, JuH: [1,10].
o <” key” >: TXT g0k .
o <” value” >: TXT iBFI{E.
[]: AR <txt_number> QRZLIHE TXT jCsR B #AEXT .

il

// Fr )8 mDNS By gh, EH A& K "espressif", A KA A "_iot", 3 H K 8080
AT+MDNS=1, "espressif","_iot",8080

// * W mDNS I
AT+MDNS=0

PRI 2% mDNS 715

3.3.39 AT+CIPTCPOPT: 7#%ify/i BAs ki
by A

Dyt
P 24 {0
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[

[AT+CIPTCPOPT?

Wi 3% ¢

OK

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>

VeELaY

g

zs

%

// % ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥% ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

My o 2
(ox
5%
[ERROR
S
o <link_id>: W2 %42 ID (0 ~ max), FEZIERMWIE T, ASEERN max, WFRRFTAERE: &
EZiC UNIEVIRE
o <so_linger>: Jit BERFM SO_LINGER &Il (&% : SO_LINGER /1v44), Bfi: #, BHAME: -
- =-1: XM;
- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
o <tcp_nodelay>: Jl B EHEFN TCP_NODELAY & (Z%: TCP_NODELAY /+43), BRiAME: 0.
- 0: 22 TCP_NODELAY
- 1: [ TCP_NODELAY
 <so_sndtimeo>: [if'H £ SO_SNDTIMEO &I (Z%: SO_SNDTIMEO /44), fi: ZFb,
ERIME: 0.
o <keep_alive>: [l B E#: 51 SO_KEEPALIVE $£3 (&% : SO_KEEPALIVE N47), Hfii: #b.
« JEE: [0,7200].
- 0: Z%H] keep-alive fig; (BAIA)
— 1~7200: JFJ& keep-alive ThfE., TCP_KEEPIDLE {}y <keep_alive>, TCP_KEEPINTVL {}}
1, TCP_KEEPCNT &4 3.
o Ayt <keep_alive> 7“%@( 5 AT+CIPSTART 154 H ) <keep_alive> ZEHHME], HZAEH
JE R BRI A RE . MBI TR MO E <keep_alive> S8, MIBRAMH R i E AI(E .
B
o PAT+SYSSTORE=1, Tt B U EE] NVS 431X,
o TERCE SR, WRn ViRiZEmate, UURACE Gl GERSm .
 SO_LINGER J&IJi A i il B A e . 51 nfc B SO_LINGER {H°4 60, )FHJAT+CIPCLOSE EATEIR
AE Xt TCP FIN GAE LT, 2530 AT fHZE 60 £, M Toikm e fr 4. Hitk, SO_LINGER
BB FEERIAA -
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34

TCP_NODELAY ¥E5i i f T it it/ IMEXS SERH M 20K S i 5. PR )E, LwlIP 2k TCP (1) %
%, (HURMEIIER 2, ST EEATSEEEREIE. Fit, TCP_NODELAY H A ERIAE .
SO_SNDTIMEO 3338 | T-AT+CIPSTART iy 4 it & keepalive SN 758, Tl B AL 5,
AT+CIPSEND ., AT+CIPSENDL, AT+CIPSENDEX fit ¥ TE LR IR, TTiE R/ KXY . X
B, SO_SNDTIMEO Zi¥ il & H 5 ~ 10 Fb.

SO_KEEPALIVE #5538 ] T 3 2l 5 WA 1 2 R W i 5%, 3% AT 18 TCP g 55 2% i
BB BRI, FCE ARG, SN M 4547 9. SO_KEEPALIVE HHY L EAEA/NT 60
o

Bluetooth® Low Energy AT iy 245

28

AT+BLEINIT : Bluetooth LE #] 444k

AT+BLEADDR: % & Bluetooth LE ¢ £5 il
AT+BLENAME : #if]/% & Bluetooth LE 154544 Fx
AT+BLESCANPARAM : Z5if/1% %" Bluetooth LE F14 5%
AT+BLESCAN: {fifig Bluetooth LE ¥4
AT+BLESCANRSPDATA : %% Bluetooth LE 4155/
AT+BLEADVPARAM : #510)/i% & Bluetooth LE | 5 &:%k
AT+BLEADVDATA: %% Bluetooth LE | #5%({E
AT+BLEADVDATAEX : H 8Jji% & Bluetooth LE ) # ##
AT+BLEADVSTART: 1% Bluetooth LE |~ %
AT+BLEADVSTOP: {21} Bluetooth LE J#%
AT+BLECONN: 737 Bluetooth LE %3
AT+BLECONNPARAM : %531/ 37 Bluetooth LE #5258
AT+BLEDISCONN : Wi Bluetooth LE %4
AT+BLECFGMTU : %% Bluetooth LE MTU K- J&#
AT+BLEGATTSSRV : GATTS Kk IIRS
AT+BLEGATTSCHAR: GATTS % FRAR 45 H54F
AT+BLEGATTSNTFY : JIR455% notify IR 45 4 i (E 45 % Pt
AT+BLEGATTSIND: JI}4-2% indicate I} 5B E (44 % Pk
AT+BLEGATTSSETATTR: GATTS ¢ &I} 4 i1
AT+BLEGATTCPRIMSRV : GATTC % ¥l 57 R %%
AT+BLEGATTCINCLSRV : GATTC k¥4 4 I IR S
AT+BLEGATTCCHAR: GATTC % PRS- E
AT+BLEGATTCRD: GATTC :HBUIR 55 B 4014
AT+BLEGATTCWR: GATTC E R 4% HAE A
AT+BLESPPCFG: #5ifi]/% & Bluetooth LE SPP Z:%§
AT+BLESPP: £ A Bluetooth LE SPP iz
AT+SAVETRANSLINK : %5 Bluetooth LE FF#l:iZ 1245 X (5 B
AT+BLESECPARAM : 25ii/i% & Bluetooth LE 1% 5%
AT+BLEENC: % it Bluetooth LE fjj1 %5473k
AT+BLEKEYREPLY : %5 %} 75 1% 4% 11 55 %41
AT+BLECONFREPLY : #5355 a5 I HIN G SR (fE G M EL)
AT+BLEENCDEV : #5145 7 ) Bluetooth LE W% £ 51| %
AT+BLEENCCLEAR: %% Bluetooth LE fi[I %55 45 41| 3¢
AT+BLESETKEY : & Bluetooth LE ##2SHD X 254H
AT+BLUFI: FF 385 ] BluFi

AT+BLUFINAME: #53/i% % BluFi ¥ 5%
AT+BLUFISEND: % 3% BluFi F F' [ 58 U 8d
AT+BLEPERIODICDATA : %8 Bluetooth LE JEI 4 ) & Hk 3
AT+BLEPERIODICSTART : T Bluetooth LE J& ¥4 ) %
AT+BLEPERIODICSTOP: {5} Bluetooth LE J& i)™ #%&
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AT+BLESYNCSTART : FF 3 JE 1 4% [F 45
AT+BLESYNCSTOP: {2\ JE BT 4% [ &

o AT+BLEREADPHY : #%if) 241 %3: 08 B iy PHY
o AT+BLESETPHY: B Y4HiiER:A iy PHY

341 74

2], ESP32-C6 AT [ S0HF BE AU INE 5.0 A .

digls BOAM AT [ SRR P IT A AT iy s WERETEEB M ESP32-Co BRI\ a2, 1 H
fr#mi¥ ESP-AT T4z, fESE TP E TR SR (P Ii@msrny, MRy TREEes)
o 2 BluFi fy%: Component config->AT->AT blufi command support

o 2511 Bluetooth LE fjy%~: Component config->AT->AT ble command support
o 2% Bluetooth LE HID 54~ : Component config->AT ->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #Ji&51t
iy

Dyiie:
%] Bluetooth LE J2 &) 144k
e

[AT+BLEINIT? J

o] o <
HOVIIG, AT &0 :

+BLEINIT:<role>
OK

LAY, AT [0

+BLEINIT:0

Dyie:
% B Bluetooth LE #Ji&4k /A {7

[

[AT+BLEINIT=<init> }

Wi % ¢

& )
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BH

<init>:

0: 344 Bluetooth LE
1: client f4 {4,

2: server fA {6

(]

o NIRIFHEFRTERE, BrHE(E A Bluetooth LE BhfEH], Jo&BAT+CWMODE=0/I 13425 | SoftAP,
WNEAR TR 2 A0, IR RF 37 S0H

* FEAIHE Bluetooth LE iy -2 1, WG AG4, ¥4k Bluetooth LE £ (4.

* Bluetooth LE fy (AU fb)s , AREEHYI. MFEFIIHAM G, FTELPMAT+RST tr S ER ARG, #

FHWI 154k Bluetooth LE £ {4,

o AHYAETESY Bluetooth LE Z Hi, 5 IRIEAEVEATH) 36 TR A i i 8 .
* 4n4 Bluetooth LE B #I4G4k, WIAT+CIPMODE JoyARE M 1.

il

[AT+BLEINIT:l

3.4.3 AT+BLEADDR: #:¥ Bluetooth LE ¥¢45 il

i A

Bluetooth LE & % W i #l M 4

[AT+BLEADDR?

W i :

+BLEADDR: <BLE_random_addr>
OK

s
e

L
[y

=y

T E S

1% Bluetooth LE 154517 il 2 70

P
] H

=

[AT+BLEADDR:<addr_type>

Wi

[OK

Espressif Systems

111
Submit Document Feedback

Release release-v4.1.0.0


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c6/api-guides/coexist.html
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

S8
e <addr_type>:

o 0: N FEHihl (Public Address)
o 1: fEMLHAE (Random Address)

B

o HRASHIHE (Static Address) [V & DA 2514 :

o ks ALY 15

o BEHLHAE T 2= 1 AR 05

o BEHLHAEE > B 1 AR 1.

o WHENESHIIEA S BARTE NVS X,

2N

[AT+BLEADDR:1 // B AE A A FA A M i

344 AT+BLENAME: #ily/i ¥ Bluetooth LE % £5 #4155

A iffi &

yiig:

#71fi) Bluetooth LE 154544 ¥R

[AT+BLENAME?

W i :

+BLENAME : <device_name>

@]
=~

o <device_name>: Bluetooth LE %4540k, K JE: 32, BHALZFR N “ESP-AT”,

Espressif Systems

Submit Document Feedback

112

Release release-v4.1.0.0


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

A
o #iAT+SYSSTORE=1, T &S i EHRAF/E NVS X,
o WIS BER S HIE, BEAITAT+BLEADVDATA fiy R 44 FRGH 1 5 -

Bl

[AT+BLENAME:" esp_demo" }

3.4.5 AT+BLESCANPARAM: #%ily)/ix ¥ Bluetooth LE f1#i %%
A4

hig:
51f] Bluetooth LE {93 &:4k

s

[AT-FBLESCANPARAM? }

Wi i ¢

+BLESCANPARAM: <scan_type>, <own_addr_type>, <filter_policy>,<scan_interval>, <scan_

—window>
OK

BeE WA

ig:
% B Bluetooth LE HH#i &%

s

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

* <scan_type>: A

o 0: Pah i

o 1 FEhHH

o <own_addr_type>: it

o 0: AJLHbhl

1: BEAL AL

2: RPA Atk

3: RPA [/l

o <filter_policy>: ity =X

0: BLE_SCAN_FILTER_ALLOW_ALL

1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST
e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
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* 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: I HfF. A AN KT 4% T <scan_window> Z ¥ {H. = 536 H:
[0x0004,0x4000]. i 1E]FE 2L S ER DA 0.625 ZFb, Jr DASKE Br () 41 4 18] i 95 L A [2.5,10240]

=z,

o <scan_window>: HIiH 0. XS EE N /DT 4% T <scan_interval> ZE{H. 25 H:
[0x0004,0x4000]. it N 2% SR DA 0. 625 ZF, FrRASLPs 5 1A [2.5,10240]

Z=,

il

AT+BLEINIT=1 // fat: & P 3%
AT+BLESCANPARAM=0, 0, 0,100, 50

3.4.6 AT+BLESCAN: f{iifig Bluetooth LE {14

v

)F\.

CEA

i
FFUf/M5:1E Bluetooth LE 14

[AT+BLESCAN:<enable>[,<duration>][,<filter_type>,<filter_param>]

W i <

+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>

OK
+BLESCANDONE

B8

¢ <enable>:
R ESIY GERE S SRk ]
o O {55 IR
o [<duration>]: R EREENE, AL R,
o FIREAT IR, THRREARSEG
o FIREITHRER, FREARSH:
- RSEN 0 iF, WIFORITFARHFETH

- RSHRNAE O {ER), Bl AT+BLESCAN=1, 3, WIFR/RHN 3 #0)5 B ahai kA, RERM

EEH AR
o [<filter_type>]: i yEETI
o I: “MAC”
* 2: “NAME”

* <filter_param>: iIJESHY, FoRxiTrie s MAC Hihkoli 4 Fx

e <addr>: Bluetooth LE #hili

o <rssi>: {FTIRAE

o <adv_data>: | 3ELE

o <scan_rsp_data>: I N B
o <addr_type>: | &AL A

el B 1 ¥ OK Hl +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> TE4i U7 EWRCA A% E X ERSEE Y. OK A fE7E +BLESCAN: <addr>,
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<rssi>,<adv_data>,<scan_rsp_data>,<addr_type> 2 Hi # 4, W A ¥ fE f£
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 Hi
H

SR G AR BRI [ B, 5 2L AT+ BLESCANPARAM iy ¥ B /7l active scan
(AT+BLESCANPARAM=1,0,0,100,50), H HX ik &R EiX & scan rsp data, A BEPIGH
e Ei

hil

AT+BLEINIT=1 /] A B P
AT+BLESCAN=1 [/ TR
AT+BLESCAN=0 /7 E ok

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // i HAH , L KA 4 MAC # 4t
AT+BLESCAN=1,3,2,"ESP-AT" // Fi# AW, B R ER h & & £ #H

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE F{§m )
BEMA
i

1% & Bluetooth LE 4541 1.

zs

[AT+BLESCANRSPDATA:< scan_rsp_data>

Wi i ¢

[OK

il

<scan_rsp_data>: i V4, S HEX PRFER . Blan, ARS8 “Oox11 0x22
0x33 0x44 0x55”, N4~ AT+BLESCANRSPDATA="1122334455",

AT+BLEINIT=2 // fAf: W% %
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #:ify/iX¥i Bluetooth LE ) f5%

i &

Ly :

IS

Py -
iy

[AT+BLEADVPARAM?

W i <
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+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_filter_policy>, <peer_addr_type>,<"peer_addr">,<primary_PHY>, <secondary_PHY>

WE S

s

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>,<"peer_addr">][,<primary_PHY>,
—<secondary_PHY>]

W

[OK

o <adv_int_min>: /NI . SEGER [0x0020,0x4000], TG E AT %S ETEDL 0. 625 =
FE, T ASE R /N HE 6] R TE L [20,10240] 2. ASHUEN /N T4T <adv_int_max> &

K.

o <adv_int_max>: kI . SEGER: [0x0020,0x4000], T 3G MG ET %S5k, 0. 625 %2
BB, BT RASERR I B ) 1 ] A FEL ol [20,10240) 270, ASEEN K T% T <adv_int_min> %

HH-

e <adv_type>:
e 0: ADV_TYPE_IND

.
AN AW

: ADV_TYPE_DIRECT_IND_HIGH

: ADV_TYPE_SCAN_IND

: ADV_TYPE_NONCONN_IND

: ADV_TYPE_DIRECT_IND_LOW

: ADV_TYPE_EXT_NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND

*7: ADV_TYPE_EXT_SCANNABLE_IND
- MR RERA 0-4, WIfd A AT+BLEADVDATA fiy %38 %5 Kl 2 R BE I 31 7

T, WCRFT IR EE RIS, WM AT+BLESCANRSPDATA i K i H .

- HRE)RIAN 5-7, WEEAT+BLEADVDATA 6 Q¥ B {3 82 A A 119 77

e

e <own_addr_type>: Bluetooth LE #bhil- 357

0: BLE_ADDR_TYPE_PUBLIC
1: BLE_ADDR_TYPE_RANDOM

e <channel_map>: | %58
e 1: ADV_CHNL_37

2: ADV_CHNL_38
4: ADV_CHNL_39
7: ADV_CHNL_ALL

* [<adv_filter_policy>]: ) &I yE#FHL N

0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
3: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST

» [<peer_addr_type>]: XI5 Bluetooth LE #2357
e O0: PUBLIC
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¢ 1: RANDOM
* [<” peer_addr” >]: X} Bluetooth LE Hiihi-

* [<primary_phy>]: | % primary PHY, ZRA{H: IMPHY,
- 1: IMPHY
— 3: Coded PHY
* [<secondary_phy>]: | % secondary PHY., ®{iAf{EH: IMPHY.
- 1: IM PHY
- 2: 2M PHY
— 3: Coded PHY

Bl
o WRMAKEE T peer_addr, ABAEMIERNLERSREE,

* primary_phy fll secondary_phy FR8—E&E, WRARE, AR ENSES M HRIA
1M PHY.

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1, 3

349 AT+BLEADVDATA: ¥ Bluetooth LE ) #k %2

v

BeE WA

i
BCE) R

[AT+BLEADVDATA:<adv_dat a> ]

W

& ]

o <adv_data>: ] REEE, A HEX 47 B0, AARSE T 1 EdE - “Ox11 0x22 0x33 0x44 0x55”7,
Ni#r48 AT+BLEADVDATA="1122334455", fHRKKJF: 119 F37,

|

o IR Z BT 208 [ iy S AT+ BLEADVDATAEX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
WE T B0, Wi SR E ) B0 E .

o QURGEAME A G Bk A PR, WENAEIAT5E 1% 6 2 Z JG A TAT+BLENAME it 315 £ 44
PRI E N FRER 2 F5

o YEffi JAT+BLEADVDATA 542 Hi, W 55813 AT+ BLEADVPARAM 3% B & &40,

o 3 FAT+BLEADVPARAM V%8 %570 0-4, Wl I AT+BLEADVDATA i 4% B 3R 50i
2 HARE 31 477, WISRTFRERE HRK M) 8, 75V AT+BLESCANRSPDATA it % K15 8 o
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il

2438 F AT+BLEADVPARAM iy A% B $%26 0k 5-7, WIfd | AT+ BLEADVDATA iy 5% 8 ) $E 5
2 HEgRE 119 F15,

AT+BLEINIT=2 // faf: R 4%& %

AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: [4Z)i%% Bluetooth LE " #§ &

Aoy

ik

iz

BN 3 G R 2

e

{AT+BLEADVDATAEX?

W

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK

By

N

i

BE A

B REARI IR

ZE

[AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power>

<dev_name>: ¥ AF i Z M, RN B 4 R BN, a5 AR E B & 4 RN “just

test” , I Ay 4 & AT+BLEADVSTARTEX="just-test",<uuid>, <manufacturer_data>,
<include_power>,
<uuid>: F /B S K. B W, F Bk B UUID Jj “0xA002” O A

AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,
<manufacturer_data>: il % &9, S HEX A7, B0, 25 A8 3 B il 3 w5 208 o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

<include_power>: ) AT 5 TX WA, RSB %O 15 B0, 0.
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e

o IS BIEL LM iy S AT+ BLEADVDATA=<adv_data> S8 T 1 HEBCHE, W24 6 S0 10 )%

o Befiv 2 R Z Wi ] AT+ BLEADVPARAM iy BB R BRI BUEH BN 0.

il

AT+BLEINIT=2 // fAft: R% %
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.11 AT+BLEADVSTART: J}1i4 Bluetooth LE )"k

o WMIAAT 6y & AT+ BLEADVPARAM=<adv_parameter> ZET &) & 2 B &) S8
o HARM A4 AT+BLEADVDATA=<adv_data> ¥ H ) i 8dn, WI%ik4: 0 Hdlatd.

e Z W B & i H iy SAT+BLEADVDATA=<adv_data> ¥ B i | % % ¥,

2

## AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % B #J | #§ 3
P s, M, WS AT+BLEADVDATAEX, <% AT+BLEADVDATA % ¥ 1)) # £

i

* JFJ& Bluetooth LE J % )5, f5R & A 57 Bluetooth LE 4%, ARAKFS—HARE 1% WURES T

HEE, W& AEH) k.

il

AT+BLEINIT=2 // fAf: R% %
AT+BLEADVPARAM=50, 50,0, 0,7, 0, ,
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: % Bluetooth LE )" {k
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[AT+BLEADVSTOP

Wi % ¢

[OK

]

o FITUR KIS, NS Bluetooth LE #42, W2 F 27450 Bluetooth LE 7§, FEFHM A4

il

AT+BLEINIT=2 // fat: R4 B
AT+BLEADVPARAM=50,50,0,0,7,0,,
AT+BLEADVSTART

AT+BLEADVSTOP

3.4.13 AT+BLECONN: #tyy Bluetooth LE 4%
Ay

ytig:
5] Bluetooth LE %43

[AT+BLECONN?

W i ©

‘+BLECONN:<conn_index>,<remote_address>

RS IERE, WY A B 7R <conn_index> Fll <remote_address> Z:5§ .

<

%57, Bluetooth LE %33

Py
A

[AT+BLECONN:<conn_index>,<remote_address>[,<addr_type>,<timeout>]

Wi ¥ <
ATHSTIEE T, SRR

+BLECONN: <conn_index>, <remote_address>

OK

AR, MR
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+BLECONN: <conn_index>, -1

ERROR

Fr A SRR B i — 25 R B R R, R -

[ERROR

BY

» <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].

+ <remote_address>: X7 Jj Bluetooth LE #&#5Hutik .
* [<addr_type>]: J %A kISR :
— 0: AdtHidik (Public Address)
— 1: BEMLHhE (Random Address)
o [<timeout>]: FEHHIIII], FA: Fb. JWHI: [3.30].

o BHEBNOITEREZ ], JeiBfTAT+BLESCAN 643k &, Bk BT #iREs.

o RIS 30 7.

* 4n4 Bluetooth LE server EL 41 4R 4k HiEH EL IS, AT AGE I L diy S AEXT 4658 % (GATTC) &k
MARSS . LT AEFH PAR GATTC g4

o AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

o AT+BLEGATTSIND

o U AT+BLECONN? £ Bluetooth LE %] 44 19 1 00 F $M 4T (AT+BLEINIT=0), W &% 1~ & H
+BLECONN: <conn_index>, <remote_address> ,

il

AT+BLEINIT=1 // f4f: & p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: #ifj/ti 31 Bluetooth LE Y4255
I

Dyiie:
2¥if] Bluetooth LE %325

A\ .
"Il/?\‘

[AT+BLECONNPARAM?

W

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>
OK
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B

&F

Uik
T 37 Bluetooth LE #3255k

O e
iy

[AT+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout> }

i
& )
VBRI, MFERPATF R :

[+BLECONNPARAM: <conn_index>, -1 }

BH

e <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].

o <min_interval>: F/NEEEE. KSEEN /DT % T <max_interval> ZE({H. S50 H:
[0x0006,0x0C80]. 4z (R fA 55 T %S EILA 1. 25 28>, P LASERR A fie/ N2 0] B Rl >y [7.5,4000]
R,

* <max_interval>: f KIEF[E M. KSHEN KT 4% T <nin_interval> Z¥{H. SHIEH:
[0x0006,0x0C80] . H##z[H] [ 5E TZSER LA 1. 25 ZFP, BT ASE bRt fie K 42 R B v Bl A [7.5,4000]
2R,

o <cur_interval>: 4§ E] M.

o <latency>: JEIR. ZEERE : [0x0000,0x01F3],

o <timeout>: . ZHFEMH: [0x000A,0x0C80]. HAKf ST %S HORIA 10 ZF>, FrRASLlr gt
JE A [100,32000] ZF5

Bl
o A BRSNS, client B server f AR SCRFEBNE RS AL

il

AT+BLEINIT=1 // fat: % 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14, 1, 500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE 3§
P4

Jig:
¥7JT Bluetooth LE 443

A\ .
"Il/?\‘

[AT+BLEDISCONN:<conn_index> ]

W i <
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OK // Y % AT+BLEDISCONN 4@ 4
+BLEDISCONN:<conn_index>, <remote_address> // & 4T 4 2 & 3

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
» <remote_address>: X J; Bluetooth LE & £5Hdik .

il

AT+BLEINIT=1 // fat: & p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0

3.4.16 AT+BLECFGMTU: ¥ Bluetooth LE MTU K:Ji
A%

k-
Zif) MTU (maximum transmission unit, fx KAGHiBATE) K&

O e
iy A

[AT-FBLECF GMTU?

Wi i ¢

+BLECFGMTU: <conn_index>, <mtu_size>
OK

P8 MTU K&

iy

[AT+BLECF GMTU=<conn_index>

Wi i :

[OK A & E:X- X

B8

[— **<conn_index>**: Bluetooth LE # # 5, & E: [0,1],

el

- A@ A E K% #EL Bluetooth LE # .

- WXFEPREAAGSCTE MU K E .
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il

AT+BLEINIT=1 // # f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0

3417 AT+BLEGATTSSRV: GATTS %8t %
teififr 4

Yriie:
GATTS KR5S

O e
iy

[AT+BLEGATTSSRV?

W

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

<srv_index>: R&FE, M 1 FFiGEa,
<start>:

0: 45 K T4

1: g5 E G .

<srv_uuid>: R4 UUID,
<srv_type>: [IZ 55 HZEA:

0: IS5 3

1 R ST .

il

AT+BLEINIT=2 // fit: R& &
AT+BLEGATTSSRV?

3.4.18 AT+BLEGATTSCHAR: GATTS %8R 55 F54F
iy s

Jyiig:
GATTS J BUIR 55 5k

A

[AT+BLEGATTSCHAR?

] o, <
XTI FHE(E R, MR AT -

Espressif Systems 124
Submit Document Feedback

Release release-v4.1.0.0


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

[+BLEGATTSCHAR:"char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XEFHAFFE R, MR

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: R FE, M 1 FHEE,

o <char_index>: [[RFFHERTS, M 1 ARLGIEHHY.
o <char_uuid>: ARE4HER UUID,

o <char_prop>: FR5HFAEN @M.

o <desc_index>: [HFHIRGFEE .

o <desc_uuid>: FHEHIALL UUID,

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSCHAR?

3.4.19 AT+BLEGATTSNTFY: J}§245%% notify JI 45 ¥ ¥4Ik (Fi 20 5 ok

W5 45 notify 55 HEGE (4% 3

e

[AT+BLEGATTSNTFY:<conn_index>, <srv_index>, <char_index>, <length>

Wi i ¢

>

J

T55 > Fon AT WER IR D 8ds,  BUR s m] DU A K, 48K iR 3 240 <length> {ERT,
AT notify i,

AR R, R

[OK

BH

» <conn_index>: Bluetooth LE i35, JEH: [0,2].
o <srv_index>: R4 75, WiafTAT+BLEGATTSCHAR? %51y,

o <char_index>: HREEER TS, R[i8fTAT+BLEGATTSCHAR? £5if] .
o <length>: FRKF, HAKKE: (:ref: MIU <cmd-BMTU> - 3).

il
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AT+BLEINIT=2 AR NN Y

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART /] FHT B, % client B E, LB E HE K notify
AT+BLEGATTSCHAR? // & # f# notify & F 3% B9 4 1E

AT+BLEGATTSNTFY=0, 3, 6, 4

//RFE ST AERE, BN 4 FHYMEKE, 0 "1234", REREEHEH

// Blte, R 3 FREHMH 6 TR notify KEN 4 FFHEE, R T &4

3.4.20 AT+BLEGATTSIND: JI}45% indicate It 55 5 AEMEL % ) o

{AT+BLEGATTS IND=<conn_index>, <srv_index>, <char_index>, <length>

W .

>

J

P > Fn AT HERRFECR D8, BUR T DA AR, 4 80s KA FI 280 <length> MY(EIT,

AT indicate #4E
AR Yy, R -

[OK

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <srv_index>: J[R4$)FE-, Ai{TAT+BLEGATTSCHAR? %5,

o <char_index>: R&4HEHIFEE, A[B1TAT+BLEGATTSCHAR? Z%if] .
o <length>: Rk, HBAKE: (MTU-3).

2N

AT+BLEINIT=2 /l AE A B

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART /) FRT ¥, % client HHF, A E K indication
AT+BLEGATTSCHAR? // # # & F 3% 7 bL # W indication # 4% 1E

/) B, R 3 FMREH 7 FHAE indicate KE N 4 FHHEHE, 40T
AT+BLEGATTSIND=0, 3, 7, 4

/ORE ST FER, BN 4 FEWEKE, o234, REHKEE S LR

3.4.21 AT+BLEGATTSSETATTR: GATTS % %R 55 HRAE A

)E'\J

CEA

ik
GATTS B¢ R 55 FRAE (B A FHE

O e
iy
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[AT+BLEGATTSSETATTR:<Srv_index>,<char_index>,<length> }

W] 7. <

9 > FR AT HE TR DB, OET 0] DU A, S8R K BRI S8 <length> HIERT,
PATIL BB

LR Yy, R -

o <srv_index>: J{4% 75, AliBfTAT+BLEGATTSCHAR? £ ifi.

* <char_index>: JRFFFHILIYTS, nliafTAT+BLEGATTSCHAR? 25y
o [<desc_index>]: FHFHIAS TS

HHE, WBEER RIS

LRI, MBS ERHE(E.

o <length>: FEK)E,

e
o W <length> ZEMERT ZIFHIEIKE, NIKE S K. KT service table, i W, gatts_data.csv
o JUVEB EFHEE R AT IR

il

AT+BLEINIT=2 // fat: R4 B

AT+BLEGATTSCHAR?

/) Bl oL ERAH L EHRMAESAKEAN 1 FEHHE, 450 T
AT+BLEGATTSSETATTR=1,1,1

/O R’E ST TR, RN L FEHREERT, Bl s, REXEFH

3.4.22 AT+BLEGATTCPRIMSRYV: GATTC %BIEANN 55
A%

g
GATTC (Generic Attributes Client) % 3 245 i 5

Py -
iy 4

[AT+BLEGATTCPRIMSRV:<conn_index> }

Wi i *

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type> J
OK
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BH

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
o <srv_index>: R F5, M 1 IFEG84,

o <srv_uuid>: fk51 UUID,

o <srv_type>: [R5 Hy2EH

o 0: WEMRSS

o 1 EHERS

Bl

o fEFAMS, FEJET Bluetooth LE 74,

il

AT+BLEINIT=1 // fat: % p3%
AT+BLECONN=0,"24:12:5£:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.23 AT+BLEGATTCINCLSRV: GATTC %BALE MRS

GATTC KB & R 55

Py
A

[AT+BLEGATTCINCLSRV:<conn_index>,<srv_index> J

Wi 3% ¢

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

o <srv_index>: R FE, WiB{TAT+BLEGATTCPRIMSRV=<conn_index> ZX i,
e <srv_uuid>: g5 UUID,

o <srv_type>: flR45RAL:

o 0: RERSS

o 1 RS

e <included_srv_uuid>: 5551 UUID,

o <included_srv_type>: 5 R4F1IZEHL:

o 0: WEMRSS

L EHEMRSS .

Bl

o FHAMA, FEIHET Bluetooth LE JEH; .

Espressif Systems 128 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

il

AT+BLEINIT=1 // fAf: % F ¥

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // RFE W —FH# AW EH LR, #F index &

3.4.24 AT+BLEGATTCCHAR: GATTC %3R35 F51E
BEmA

i
GATTC J PR 55 Ak

[

[AT+BLEGATTCCHAR:<conn_index>,<srv_index> }

Wi % ¢
XTSRRI AN :

[+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> J

XEFHAFF R, MR

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid> }
OK

BH

e <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].

o <srv_index>: %575, T[iafTAT+BLEGATTCPRIMSRYV =<conn_index> #rif].
o <char_index>: RFFHEMITS, M 1 FFURiENE.

e <char_uuid>: ARS4HER UUID,

* <char_prop>: JR4SFFIEM JE

o <desc_index>: AL TE.

o <desc_uuid>: FFEIALFH UUID,

e
o fHAMA, FEIHET Bluetooth LE JEH; .,

Bl

AT+BLEINIT=1 /] A B P

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // MRE W —F®# 4 MW E WL R, < index £
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3.4.25 AT+BLEGATTCRD: GATTC iU 55 FeAi (i
wE WA

i
GATTC U 55 R o iR AT

s

[AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>[,<desc_index>] }

W

+BLEGATTCRD: <conn_index>, <len>, <value> J

OK

BH

e <conn_index>: Bluetooth LE i£35-, JEH: [0,2].

o <srv_index>: k%575, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RSHEFEF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

¢ [<desc_index>]: FHEFIARTTT

o HUCE, BEHH PR IE ;

o FHARRE, BEHHRRHERIE.

o <len>: FIRK .

e <value>: <char_value> {3 <desc_value>,

o <char_value>: JR &5 E-EE , F45F 84520, 131 TAT+ BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, BN, #FWRYA +BLEGATTCRD: 0, 1, 0, WIZREHRESN 1, WEHR “07.

o <desc_value>: & % 4 M fF & F M H O F O/ O£ O KL, iz
#TFAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> % B, I 40, 75 Wy
"N +BLEGATTCRD: 0,4, 0123, NWFREHEKE N 4, WA R “01237,

vei
o ffHAMS, FEIHEST Bluetooth LE JEH; .
o A HVRIRS LA SRR, Wz [a] “ERROR”,

il

AT+BLEINIT=1 // fat: & 3
AT+BLECONN=0, "24:12:5F:9d:91:98"
AT+BLEGATTCPRIMSRV=0

/) fBlt, EBE 3 EREFEHE 2 *'3‘4#&%% 1 FRHRAKREE, #4 LT
AT+BLEGATTCRD=0, 3,2, 1

3.4.26 AT+BLEGATTCWR: GATTC ‘Bl 555 AE1

GATTC 5 iR 55 FrAE(E SR E
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[AT+BLEGATTCWR:<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length>

Response:

>

J

P45 > Fn AT HERRFECR D80, SO T DA AR, 488 KIZ IR FI 240 <length> MYEIT,

WATE AL
AR R ), R

[OK

e <conn_index>: Bluetooth LE &35, LRl [0,2].
o <srv_index>: %575, NimfTAT+BLEGATTCPRIMSRYV =<conn_index> #¥if].

o <char_index>: [R44HETS, W54 7AT+BLEGATTCCHAR=<conn_index>,<srv_index> #¥if].

* [<desc_index>]: FHERHATT TS :
o FRE, WG HRGRFE
o FARRE, W5 HRFERE.

o <length>: HPEKE. ZSEBUETLE 7 gatts_data.csv H1 val_max_len SHENH .

e

o fHAMS, FEIHET Bluetooth LE EH; .
o A HVRIRSFHEA SRS EAE, Wk “ERROR”,

il

AT+BLEINIT=1 // At : & P 3%
AT+BLECONN=0,"24:12:5f£:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // RE W — £ @AW LWL R, % index £
/) Blim, mE 3 ERENE 4 FHME, 5

AT+BLEGATTCWR=0,3,4,,6
/) RE ST BFEE, BN 6 FRHKENT, o "123456", REFHE AN

&
NKEH 6 FEHKE, LW T:
&l

3.4.27 AT+BLESPPCFG: #ify/i i Bluetooth LE SPP 5%
iy

i
%] Bluetooth LE SPP (Serial Port Profile) Z:%§

[AT +BLESPPCFG?

L)V

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,

—~<auto_conn>
OK

Espressif Systems 131 Release release-v4.1.0.0

Submit Document Feedback



https://github.com/espressif/esp-at/blob/4b09fc9e/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

Tytig:
¢ Bl B Bluetooth LE SPP 4§
e
AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>,<rx_service_index>,
—<rx_char_index>] [, <auto_conn>]
W i <
[ox J
¢ <cfg_enable>:
« 0: HEITAH SPP 24, FHSHLF RS
« I JFHSHHEEE.
o <tx_service_index>: x JR % ¥ 5, H & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? #5i).
o <tx_char_index>: tx JIR 4 4% 1F )3 B, W] i8 $7AT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? #514] .
o <rx_service_index>: rx fk 4% J¥ 5, W & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? #51].,
e <rx_char_index>: rx IR & % 1L ¥ 5, W i8 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR ? #51f]
* <auto_conn>: HFEEAREN, BINEOLT, HIWEEDRERERE.
o 0: 2% Bluetooth LE %1% H s EEEINHE.
* 1: ffifig Bluetooth LE #4% H 3 EiEIHRE .
B
o X} Bluetooth LE %% i, tx ARSSEFAE B2 write with response B write without
response, X REFFFMEEBHEVNE indicate B notify,
* X7 Bluetooth LE g 552, tx IRGFFHEEEMAE indicate B notify, rx [[RFSHFHEEELAE
write with response B{ write without response,
o ST HEEIEDIREG, WRIERETT, SPRA BT ERE DR (KT AT+SYSMSG), %
H RN G MR T, BEWE, SEIEE, MCU IR ERAN B A BT,
ARG MAC K2R T8, I Jo 2 ni .
il
AT+BLESPPCFG=0 // E ¥ Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // #% & Bluetooth LE SPP % #
AT+BLESPPCFG? // % # Bluetooth LE SPP % ¥

3.4.28 AT+BLESPP: i A Bluetooth LE SPP i
Wiidn s

Ttig:
i3t A Bluetooth LE SPP 5=

ke
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[AT+BLESPP J

Wi % ¢

OK

>

ik IR AT B 433 A Bluetooth LE SPP #5x(,  RJ DAHFA TR A ik FH2 1K -
7+ Bluetooth LE SPP JqRZE4E1R ( X]3AE Bluetooth LE #E32%8 3 )5 A f# € Notifications ), J3&% [A] :

[ERROR J

|

* fE SPP &8, FORBCEAT+SYSMSG Bit0 2y 1, W AT A4/ TR i SPP B (5 8 .

* 1 SPP &k, FRBEAT+SYSMSG Bit2 2y 1, W AT AN fdrm (AT RS ERIfE

o BRGWEHEH +++ (U, BRSO R, 52 DEF AT A AT 6
A

o

il

[ATJrBLESPP // ¥ N Bluetooth LE SPP # R }

3.4.29 AT+BLESECPARAM: #rif)/¥% ¥ Bluetooth LE Jii% 5%k
iy

ke
¥ Bluetooth LE SMP [ 24k
s

[AT+BLESECPARAM? }

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option> J
OK

)E’J

CELN A

ik
X Bluetooth LE SMP il 3%

[

AT+BLESECPARAM=<auth_req>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

W )i :

[ox )
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W
%

<auth_req>: AIFE K.
0: NO_BOND

1: BOND

4: MITM

8: SC_ONLY

9: SC_BOND

12: SC_MITM

13: SC_MITM_BOND
<iocap>: i A\kithifETT
0: DisplayOnly

1: DisplayYesNo

2: KeyboardOnly

3: NolnputNoOutput

4: Keyboard display

<init_key>: ZA~RRAZH BRI 1254 o

<rsp_key>: ZA-HCREOLZH ST A B 45
<auth_option>: 24\ JEET :

0: HBkBEZ %I

L QAR TEVAW 2 2 H R e LS5, WM iR .

N
E

<init_key> fll <rsp_key> ZHW LRH AL AHUNT :
Bit0: I A2 t) iy SR ey 7 A ) I 5

Bitl: [T Aty iy SN b 4 1Y IRK #5475

Bit2: 1l T A AR G Y 44111 CSRK %45

il

<enc_key_size>: MIBHAIKIE, SHGEE: (7,161, Bl 45,

Bit3: I T A 4 B G B % B Y link %580 (4UH T Bluetooth LE 1 BR/EDR JEAFEEK)

[AT+BLESECPARAM:1, 4,16,3,3,0

3.4.30 AT+BLEENC: %2 Bluetooth LE %K
BeE WA

Jyiig:
S W PN

A

[AT+BLEENC=<conn_index>, <sec_act>

W

[OK

B8

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
e <sec_act>:
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0: SEC_NONE;

1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;
3: SEC_ENCRYPT_MITM,

Bl

o fENAGORHT, WRELESH. B SRR,

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEADDR?

AT+BLESECPARAM=1,0,16,3,3

AT+BLESETKEY=123456

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART

// {# i Bluetooth LE & app 1 4 client 5 ESP32-C6 % & # iI Bluetooth LE # #
AT+BLEENC=0, 3

3.4.31 AT+BLEKEYREPLY: #3% J5 BE45 s %%
UE A

i
LB
s

[AT+BLEKEYREPLY:<conn_index>, <key> J

Wi i ¢

[ox )

BH

» <conn_index>: Bluetooth LE i£#:5-, JEHl: [0,2].
 <key>: JCXTE4.

il

[AT+BLEKEYREPLY:O,649784 }

3.4.32 AT+BLECONFREPLY: #%f 05 vers IS miNgi i ([ 5 B0 EE)

)E’J

AUNTEC

i
[ 52 e o 25 2

[
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[AT+BLECONFREPLY:<conn_index> , <confirm>

e <conn_index>: Bluetooth LE i£3:5-, JER: [0,2].
¢ <confirm>:
« 0: &

o 11 B

il

[AT+BLECONFREPLY:O,1

3.4.33 AT+BLEENCDEV: #iggf£i) Bluetooth LE Jjii% s 55 bl
Ao A

Yyfig:
i) 45 1 Bluetooth LE JilI %5 1 #5514

s

[AT+BLEENCDEV?

W

OK

+BLEENCDEV: <enc_dev_index>, <mac_address> J

S8
* <enc_dev_index>: TP AMIERES . MSHA—EE T AL AT+BLECONN Zxifi] 111 Bluetooth

LE #3225 F P8 conn_index Z%. Jul#: [0,14].
o <mac_address>: MAC #ihil.

BE]
* ESP-AT iZ AWSIE 15 ikdf. WRIEMBIHEIT 154, IR ER & F R SRk

EREMF M 0 | 14 SRR E 152 BB (E 5 .

il

[AT+BLEENCDEV?
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3.4.34 AT+BLEENCCLEAR: 5[ Bluetooth LE Jji55i% 4% 514

wia s
i
N BRI B R B B
s

[AT+BLEENCCLEAR=<enc_dev_index>

W

(ox

AT 4

Dytie:
O 83 2 4 i P B A 5

A .
"ﬂé’\‘

[AT+BLEENCCLEAR

Wi i ¢

[OK

ZH

o <enc_dev_index>: 48NS HIIERE,

il

[AT+BLEENCCLEAR

3.4.35 AT+BLESETKEY: % Bluetooth LE &5AsHCNf %540
ity A

itk

[ﬁi@ Bluetooth LE # AT F 4, £AR¥WE, N AT K E -1

ZE

[AT+BLESETKEY?

Wi 3% ¢

+BLESETKEY:<static_key>
OK
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S

N

Tytig:
i Bluetooth LE £ & —~ Bluetooth LE E#+ 7S X 2548
Pz

&

[AT+BLESETKEY:<static_key>

W i ¢

[OK

* <static_key>: Bluetooth LE #f7SHIX %4H «

il

[AT+BLESETKEY:123456

3436 AT+BLUFI: JFFiskJzH BluFi
teififr 4

Lyt :
#if BluFi ARZS

O e
iy A

[AT+BLUFI?

M) i <
7 BluFi K, R

+BLUFI:0

OK

% BFi ©IF/H, W m

+BLUFI:1

OK

Bae

&E

Ly :
T B K ] BluFi

O e
iy 4

[AT+BLUFI:<option> [, <auth floor>]

W i <
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¢ <option>:
— 0: XJ4] BluFi;
- 1: 7}/2 BluFi,
* <auth floor>: Wi-Fi I\ IERGU(E, ESP-AT A2 B IERUR T HBER AP:
- 0: OPEN (¥£iA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
OWE
: WPA3_ENT_192
: WPA3_EXT_PSK
: WPA3_EXT_PSK_MIXED_MODE
: DPP
: WPA3_ENTERPRISE
: WPA2_WPA3_ENTERPRISE

I
0NN W

| IR Y A N N
— ke \O
DA WD = O "

B

o 145 HE7E Bluetooth LE KA IA LML FT 2 54 34 B BluFi (AT+BLEINIT=0).

o RIS TEAFRERE, EHAEE ] BluF JhREHT, SERIEAT+CWMODE=0/I fit %45 ] SoftAP. N4l
TR Z 40T, R RE SHAE S0RY

* BluFi Bt J5 i &% AT+BLUFI=0 fii%- %[ BluFi, DARECEEUE .

il

[AT+BLUFI:1

3.4.37 AT+BLUFINAME: #if)/i%% BluFi %% % B

A2
it :
rif] BluFi 44 K
s
[AT+BLUF INAME?
W
+BLUFINAME : <device_name>
OK
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S

N

&

i
B BIuFi S5 44 75k
LT

[AT+BLUFINAME:<device_name> }

W

o <device_name>: BluFi %44 F5.

B

* N BCE BWF B4 44 K, W EiB AT AT+BLUFI=1 iy 4 B BB, 75 KF 6 1 BRA 44 %
BLUFI_DEVICE,

* BluFi S A AR KK 26 75,

* Blufi APP ] DATER I RIRG R 2K

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.38 AT+BLUFISEND: %1% BluFi J{ ) 1 @SB
EaA

i
Jci% BluFi J] 77 H 5 4 FHlim

O A e
iy s

&E

[AT+BLUFISEND:<length> }

Response:

P75 > FOR AT RGN D8, BERHET DS AR, A 8n KA EI 240 <length> [{ERT,
iR ElES RN
AR, R -

& )

ZH

s <length>: KK/, Hfi: F

o
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e

o HE XEdRW K B R 600 Y.
o WS ESP YR EIFHUL R H P B @ X8, 42 PA +BLUFIDATA: <len>, <data> #&=HTHI,

Bl

AT+BLUFISEND=4

/DR U HRE, M 4 FHHKENT, & 112307, REKBAKEHRREL FA

3.4.39 AT+BLEPERIODICDATA: i Bluetooth LE JS IV ) Rk %da

TCE I R A o

A

[AT+BLEPERIODICDATA:<periodic_data>

Mg o 2

[OK

SH

* <periodic_data>: JIIPE HREE, S 16 BRI AR B0, A ARECE) T RRER ) “0x11 0x22 0x33
0x44 0x55”, Néy4A AT+BLEPERIODICDATA="1122334455",

2N

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.4.40 AT+BLEPERIODICSTART: JI 535tk #&
AT 4

itig:
FFE AT 175

fir 4

[AT+BLEPERIODICSTART

] o7 2

[OK
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e

CAE JF MR OF WM )T W 2 oW, RO kI R ¥R T,

ADV_TYPE_EXT_NOSCANNABLE_IND,

il

VORI ik KA

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // & B FH fA M )~ % K #
AT+BLEADVPARAM=32,32,5,0,7,0 // BBy B B4 %
AT+BLEADVSTART // FE ¥ B #

AT+BLEPERIODICSTART // FF B B # ¥ #&

3.4.41 AT+BLEPERIODICSTOP: 5 k- J51 0Pk ) Bk In] 26
P4

itig:
5 E AR 4%

Zs

[AT+BLEPERIODICSTOP

] 7 <

{OK

Bl

[ATJrBLEPERIODICSTOP // 1=k B OB M 4R

3.442 AT+BLESYNCSTART: JF &3l b R 010k -+

5 IEAEIEAT IR R e 2

D e
"ﬂé?-

LAT+BLESYNCSTART:<target_address>

W] 7 2

+BLESYNC:<addr>,<rssi>, <periodic_adv_data>
OK

o <addr>: &£ Hbdk
o <rssi>: {555
» <periodic_adv_data>: J&9%: ) #EHRE
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Bl
o AETTIREIINET FE R 2 00, 5 2R FF Bluetooth LE il Sh BB FF2E0EAT -

Bl

AT+BLEINIT=1
AT+BLESCAN=1 // F#HEHE
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH E M) EHF

3.443 AT+BLESYNCSTOP: {5 |- 5101k ) #& k) 2B
AT %

itig:
5 1 R R R A TR

P
A

[AT+BLESYNCSTOP

Ty )7 <

[OK

Bl
o QERZFF BLE S RE M, AR A AL $E ) 2 S e th e B a1k .

il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.44 AT+BLEREADPHY: #ify 4 E£2:04 HIY) PHY

v

N

R

&;

itig:
i) 4 H R Y PHY .

[t

[AT+BLEREADPHY:<COnn_indeX>

] i 2
QAR Y, R

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK
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WRAR R, &

+BLEREADPHY: -1
OK

ZH

o <device_addr>: ¥ i A5 ol
e <tx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

e <rx_phy>:

1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // #F # ¥ 7] % # # PHY

3.4.45 AT+BLESETPHY: ¥ 2MiiiE#:n) PHY

B A

Yitig:

BEE M HI RN PHY .
i

[AT+BLESETPHY:<conn_index>,<tx_rx_phy>

Ty 7 <
GRAR ALY, AR

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

IERA R, AR

+BLESETPHY: -1
OK

BH

o <device_addr>: XJuik s itk
e <tx_rx_phy>:

e 1: IMPHY

e 2: 2M PHY

¢ 3: Coded PHY
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il

AT+BLEINIT=1 // # f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

. 43

o AT+MOQTTUSERCFG: #%'& MQTT | /)@

o AT+MQTTLONGCLIENTID: #£%8 MQTT % /i ID

o AT+MQTTLONGUSERNAME : %8 MQTT &t F'44
o AT+MQTTLONGPASSWORD: & MQTT % [ifi 2555

o AT+MQTTCONNCFG: ¥ MQTT &4 /@M

o AT+MQTTALPN: # & MQTT [ H 2 ET (ALPN)
o AT+MOQTTSNI: %8 MQTT Ik &#e44Fr457~1 (SNI)

o AT+MQTTCONN : %32 MQTT Broker

* AT+MQTTPUB: J)1i MQTT {8 (FfFH)

o AT+MQTTPUBRAW: %7i¥ MQTT 4§ &

o AT+MQTTSUB: 1] % MQTT Topic

o AT+MQTTUNSUB: E¥437 5% MQTT Topic

o AT+MQTTCLEAN: WiFf MQTT %4

o MQTT AT 441275

o MOTT AT .74

351 e

WY BUAR AT B SCREIGTURT T T AT 4. AR EORTE 2 ESP32-C6 Sk MQTT 4, 5 H
1T41% ESP-AT T42, FE45 TP HC B TR k4%

221 Component config->AT->AT MQTT command support

3.52 AT+MQTTUSERCFG: ¥ MQTT Hl yf)gmtk
BEE M

itk
fid B MQTT A P gtk

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">,<cert_key__
—ID>,<CA_ID>,<"path">

W i :

& )
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BH

o <LinkID>: 4Hi{{ 3 $¥F link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AREGIUEF ) 5
: MQTT over TLS (#:4 server 15 ) ;
: MQTT over TLS (#24t client 3iF43) ;
: MQTT over TLS (®:5& server 3IF57f HE2AE client IF ) ;
: MQTT over WebSocket (5T TCP);
: MQTT over WebSocket Secure (E:T TLS, ASRILGUFF ) ;
: MQTT over WebSocket Secure (3£ TLS, #5& server 1E15);
— 9: MQTT over WebSocket Secure (3T TLS, #fk client iE1);
— 10: MQTT over WebSocket Secure (ET TLS, ®5& server IF-57f HE2E client JIEf).
o <” client_id” >: MQTT & i ID, /K& 256 F7,
e <” username” >: {74, FT &G MQTT broker, fx KK E: 64 F17,
o <” password” >: #5fL . ] T-EGE MQTT broker, f KK JEF: 64 F77,
o <cert_key_ID>: jiF 5 ID, H i ESP-AT ¥ %454 cert iF 45, &%0H 0.
« <CA_ID>: CAID, HHul ESP-AT {{—%& CAHE, %080,
* <” path” >: PRYERKEE, HORKAEE: 32 5.

|
0NN WL kAW

o B2k AT fy &R K BN RRRE T 256 5277,

o WERGHMEH B CWIES, BTHRHEEHAT+SYSMFG 4 358 MQTT iE15. QR EETRERE O
HES, 5% 4o fT £37 PKIBLE .

o GNHR <scheme> fLE M 3. 5. 8. 10, N TR ASIETA RN, WAELLAT+MOTTCONN fiy
AR ESP32-C6 ELARH R M BT 1A] . (R PAKIEAT+CIPSNTPCFG fin 4Kl E SNTP, FRH(:Y
HIRFE], B 3EAT+CIPSNTPTIME? £y 4- 25 1) 24 i i) . )

3.53 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID
B aA

yite:
B MQTT & P ID

Py
A

[AT+MQTTLONGCLIENTID:<LiI’lkID> , <length>

W i ¢

OK

>

ik R AT EHER I MQTT % i 1D, IS STT DA A P 1D, 24 AT 503110 % P i
ID KJFiKF| <length> 5, RMH:

[OK

S8

o <LinkID>: {3745 link ID 0.,
« <length>: MQTT % /73 ID K. Jif: [1,1024],
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e

* AT+MQTTUSERCFG fig - thn] DA MQTT & iy ID,  — 35 2 [A] k22 il 4 -
- AT+MQTTLONGCLIENTID 4 1] DA SR BB AR R R K 1% P13 1D, R AT+ MQTTUSERCFG
QA B2 IR
- RFEBREAT+MQTTUSERCFG J5Ffi F§ AT+MQTTLONGCLIENTID .

3.54 AT+MQTTLONGUSERNAME: k¥ MQTT ki 44
ik

BE MQTT I 44

[k

[AT+MQTTLONGUSERNAME:<LinkID>,<length> ]

W

OK

>

ikmay FoR AT CHERAFEI MQTT 14, BUHFEETT A MQTT HI 144, 24 AT #2031 MQTT
4 K J#iE%] <length> 5, &[H:

& )

SHL
o <LinkID>: 47i{¢ 5745 link ID 0.
o <length>: MQTT Jfl "4 K. Jill: [1,1024].
el
» AT+MQTTUSERCFG g% n] DL E MQTT [ P44, —FHZ M2 :
— AT+MQTTLONGUSERNAME v 4] DAJH S5 B R K i I P14, TRl AT+MQTTUSERCFG iy
K EZ R
— WAEE AT+MOTTUSERCFG J5 Fiifi f§ AT+ MQTTLONGUSERNAME

3.5.5 AT+MQTTLONGPASSWORD: #¥¥ MQTT %l #6%

B WA

-t

Lyt :
B MQTT ##

[AT+MQTTLONGPASSWORD:<LinkID>,<length> }

W i <
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OK

>

Eikm IR AT EHER G MQTT %0, B &nT DA A MQTT %14, 4 AT I3/ MQTT %14
KJEILF| <length> J5, &l

& 1

o <LinkID>: 43i{{ 37 link ID 0,
o <length>: MQTT 23K )&, Ja/: [1,1024],
el
o AT+MQTTUSERCFG AW ] DA MQTT S50, — & A 22 3 -
— AT+MQTTLONGPASSWORD W] DI 38 15 BAH 8 K 8815, W AT+MOQTTUSERCFG 41K
FEZRR
— MWAEREAT+MQTTUSERCFG J5i i il AT+ MQTTLONGPASSWORD.,

3.5.6 AT+MQTTCONNCFG: ¥ MQTT ZE+2)m 1k

CEA

)E’J

i
BeE MQTT E#Jm 1k

ke

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
—">,<lwt_gos>,<lwt_retain>

Wi i ¢

[ox )

e <LinkID>: 4Hi{{ % $¥# link ID 0,
* <keepalive>: MQTT ping #EHIHFA], B Fb. JER: [0,7200]. ERINE: O, SHHREINCH 120 7.
* <disable_clean_session>: %% MQTT jFHI &b, A X ZSHHELEEHESH MQTT 3.1.1
MY P Clean Session B75 o
- 0: fligEE 0.
- L AT
o < Iwt_topic” >: g topic, FAKE: 128 F7,
o <” Ilwt_msg” >: 13I8 message, FAIKE: 128 F7.
o <Iwt_qos>: I8 QoS, SH AL 0. 1. 2, BRAE: 0.
o <Iwt_retain>: %S retain, SEAIL 08k 1, BHAE: O,

el

o HEIMNGAOH, NI EAT+MOTTUSERCEG
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3.5.7 AT+MQTTALPN: ¥ MQTT )2 (ALPN)

BeE WA

Jyiig:

BCE MQTT 2 SR (ALPN)
[

[AT+MQTTALPN=<LinkID>,<alpn_counts>[,<"alpn">][,<"alpn">][,<"alpn">]

W

(ox

e <LinkID>: 47i{{37#F link ID 0,
 <alpn_counts>: <” alpn” > S5 4. Juf: [0,5].
- 0: 75 MQTT ALPN [l &
— [1,5]: %% MQTT ALPN il

* <” alpn” >: FRHERZSAL, FUr ClientHello F1) ALPN, ] Tl PAAIEZ A ALPN FBEI 55 4% -

e
o B AT ap o KIE/NT 256 T

o HA7E MQTT T TLS 5§ WSS i}, MQTT ALPN Bt A4 22430,
o WAEWE B AT+MOTTUSERCFG J5 54 il AT+ MOTTALPN

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+CIPSNTPCFG=1, 8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C6", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.5.8 AT+MOQTTSNI: ¥ MOQTT JIR%5 %8 #48kdEm: (SNI)

BeE WA

Dyt

WE MQTT 554844 Fkdin (SNI)
[k

[AT+MQTTSNI=<LinkID>,<"sni">

Wi 3% ¢

[OK
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e <LinkID>: 47i{Y 3745 link ID 0.
o <” sni” >: MQTT RS # 436~ . 0] PAFE ClientHello HofFH & 3% B AR 5545

B
o B AT a2 KIE/NT 256 T

« HA1E MQTT BT TLS ¢ WSS if, MQTT SNI FBtA 2454
o AEVCEAT+MQOTTUSERCFG I T ] AT+ MOTTSNI .

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+CIPSNTPCFG=1, 8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C6", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com", 8883, 1

3.59 AT+MQTTCONN: #:4$: MQTT Broker
iy 4>

Yytig:
#ifi] ESP32-C6 545 EL #4421 MQTT broker

A

[AT+MQTTCONN?

Wi i ¢

+MQTTCONN: <LinkID>, <state>, <scheme>, <"host">, <port>, <"path">, <reconnect>
OK

BEE A

Jytie:
42 MQTT Broker

fir 4

[AT+MQTTCONN:<LinkID>,<"host">,<port>,<reconnect>

W i :

[OK

¥

o <LinkID>: 437{¢ 4% link ID 0,
e <” host” >: MQTT broker 3844, fx K E: 128 &5,
« <port>: MQTT broker ¥ 11, FAiIT: 65535,
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« <” path” >: BERE, BORKAEE: 32 595,
* <reconnect>:
= 0: MQTT R HzhE ik, 415 MQTT Hr e SUBTT, W TEi: v 6 i A i & S o 2
(LG R R AT+ MOTTCLEAN=0 fy AR5 B, ERILESA, FRSIHiEs.
- 1: MQTT HEEE, XHFERZ N,
o <state>: MQTT JRE:
- 0: MQTT RHJ1a1L
- 1: B EAT+MQOTTUSERCFG;
: B EAT+MQTTCONNCFG;
D IEBC T
DAL R
- 5. QR {HAITH topic;
- 6: TR, TITHIT topic.
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS

|
A W

2 (RRERHIE ) ;
3: MQTT over TLS (#:54 server iIE 75 ) ;
4: MQTT over TLS (#Zfit client IF35) ;
5: MQTT over TLS (#:5 server iiF 59 HLIR{IL client 3iF45) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (3T TLS, AKEHET);
8: MQTT over WebSocket Secure (3£ TLS, %5 server JE45);
9: MQTT over WebSocket Secure (3T TLS, #2f client iE5);
10: MQTT over WebSocket Secure (F:T° TLS, I server IF 457 HIZE client 3IE45) .

3.5.10 AT+MQTTPUB: %4 MQTT #5%8. (“F45H8)

it topic &1 MQTT AP HE . MR LM B AR B S , D88 T A5 AT mLiKE
BUE 256 T35, 15l JJAT+MQTTPUBRAW 4.

O e
iy

[AT+MQTTPUB:<LinkID>, <"topic">,<"data">,<qos>, <retain>

W

[OK

BH

o <LinkID>: 43723545 link ID 0,

e <” topic” >: MQTT topic, fFAKJE: 128 F45,

o <data>: MQTT F&FHEHE.

* <qos>: KIIHEM QoS, S #E 0. 1. 52, BAA: 0.

o <retain>: %4 7j retain,

Bl

« B AT @0 KRR RIS 256 45,
o AAORREREEE \0, HTEEELB, AT+ MOTTPUBRAW 5%,
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il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0, 1, "ESP32-C6", "espressif", "1234567890",0,0,""
AT+MQTTCONN=0, "192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"", 0,0

xBrEmCH, FEERRATFHAESTRTFER X,

3.511 AT+MQTTPUBRAW: ‘KAl MQTT i

v

BE A

A=)

&k .
HE*

i3 topic AR K MQTT JH & . AR EAAH B BHR AR A, AT R AT ay K EZRIE 256

FHAT, WA DA AT+ MQOTTPUB 4.

s

[AT+MQTTPUBRAW:<LinkID>, <"topic">, <length>, <qos>, <retain>

Wi i3 ¢

OK
>

|

P > Fn AT HER R 8, BUI 0T DA AR, 488 KRB 240 <length> MY(EIT,

Bt .
AR, W AT & Ju]:

[+MQTTPUB :OK

AR, W AT & Ju] -

[+MQTTPUB :FAIL

BH

o <LinkID>: 4HFi{{ % $¥# link ID 0,
e <” topic” >: MQTT topic, fFAKJE: 128 F45,

* <length>: MQTT JHEKJE, Alr] ESP32-C6 i i KA B2 B IR N AFAA R I

* <qos>: KANHER QoS, ZHnik 0. 1. 52, BINHE: 0.

e <retain>: %4 7j retain,

3.512 AT+MQTTSUB: iJ g MQTT Topic
Ay

itk
I ETT ) topic

[AT+MQTTSUB?
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Wi 3% ¢

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>,<state>,<"topic2">,<gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <gos>

OK

B

itk
P45 € MQTT topic Y8 E QoS, SZHFiTHZ A topic (£ ZHF11 7 10 4> topic) .

s

[AT+MQTTSUB:<LinkID>,<"topic">,<qos>

W i <

(ox

2 AT 2 2T Y topic 1) MQTT RS, iR [u]:

[+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

A BT i % topic, N [A]:

[ALREADY SUBSCRIBE

S

o <LinkID>: 4Hi{{ 3 $¥F link ID 0,
o <state>: MQTT JIR7ES:

- 0: MQTT KWtH1k;

- 1: BB AT+MQTTUSERCFG;
: IR B AT+MQTTCONNCEFG;
TR E W
D D ELIER
C R, HRITTH topic;

- 6: iR, CATH MQTT topic.
e <” topic” >: V]I topic.
o <qos>: ][R QoS.

|
VAW N

ol TSR R A T R R MTU R S0 BRI 4%, MQTT broker ARRI—2%THE., &4
RES Mo M2 AN B Kk 45 BSP32-C6 154, [H It ESP32-C6 I RESX I E £ 4 +MOTTSUBRECY JH 2.
* # ESP32-C6 s3] — 4 MQTT i ., HiH BRI 1024 7747 (f0F6 MQTT fiz3kF1 MQTT 44
RAA) , WA HZE S +MOTTSUBRECY JH R BURY, BrTRAE L Ny X i MQTT Z&nfr X
PSS
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations >Default MQTT Buffer Size> 1460
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3.5.13 AT+MQTTUNSUB: Hii§iT B MQTT Topic
wE WA

Jyiig:
F P BUE T B4 E topic, AT UM A A4, PABGH T AN FY topic,

s

[AT+MQTTUNSUB=<LinkID> ,<"topic">

W3
[ox 1

AT P % topic, IR |u]:

NO UNSUBSCRIBE

OK

S

o <LinkID>: 4HFi{{ % $¥# link ID 0,

e <” topic” >: MQTT topic, fAKJE: 128 F47,
3.5.14 AT+MQTTCLEAN: WiJF MQTT %4
BE WA

i
Wit MQTT 42, BRI

zs

[AT+MQTTCLEAN:<LinkID>

W ) :

[OK

e <LinkID>: 4§ij{{ 7 #F link ID 0,

3.5.15 MQTT AT %5469

MQTT %24 A ERR CODE: 0x<%08x> JEXFT HI.

HEIRIEE Eix A
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
ZTn
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F2-#EIW
$EIRZER $HiIR
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT _MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT _MQTT_CLIENT _ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT _MQTT USERNAME IS OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT _CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT _MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT _MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT _MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT _MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_ WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT _MQTT _DISABLE _CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT _MQTT _LWT RETAIN_VALUE_IS_ WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
ET R
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x2-#LEW
$EIRZER $HIRA
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.516 MQTT AT 5]

o KL, AT MQTT iy #F&FE 10 BRI, (HAT+MQOTTCONN 4 Fah. Bilan, ik has
RE_LM , @y &AT+MQTTPUB £:7E 10 #h LY., {HAT+MQOTTCONN iy SHE W 25 TR RIS F
T e TR BT 2 I ) R EAA 5.

o GNARAT+MQTTCONN 23T TLS %4z, B L nyEaT i B A 10 #5, D) 4 i el i) 2> A H g T
PR BEm AR E K.

o 4 MQTT &M BT, £3E/8 +MOTTDISCONNECTED : <LinkID> JHH..

o M MQTT R LIY, £3E /8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JHE .

3.6 HTTP AT &4 4k

°« N3

o AT+HTTPCLIENT: %3% HTTP % F3iki sk

o AT+HTTPGETSIZE: #:Ht HTTP %5 JE K /)N

o AT+HTTPCGET: 3RE{ HTTP %I

o AT+HTTPCPOST: Post $55€ K iy HTTP ¥
e AT+HTTPCPUT: Put #§F K E ) HTTP i

o AT+HTTPURLCFG: % /4Bl K () HTTP URL
o AT+HTTPCHEAD: %% /75 HTTP 3k 3k

o AT+HTTPCFG: %% HTTP % J i it &

o HTTP AT 4£i% 74
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361 ¥

WY BOAW AT B SR R Ir A AT fn s IR A THREE ESP32-C6 X HTTP A4, 5 H
1T4Ri% ESP-AT 142, {r45 T AL S T A

e 28] Component config->AT->AT http command support

3.6.2 AT+HTTPCLIENT: &% HTTP % ) 1isiisk

AT+HTTPCLIENT=<opt>, <content-type>, <"url">, [<"host">], [<"path">],<transport_type>|[,
—<"data">] [,<"http_reqg header">][,<"http_reg header">][...]

Wi i :

+HTTPCLIENT:<size>, <data>

OK

o <opt>: HTTP & iil K ik
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
— 5: DELETE
* <content-type>: % it KA AI -
- 0: application/x-www—-form-urlencoded
— 1: application/json
— 2! multipart/form-data
- 3 text/xml
e <” url” >: HTTP URL, )5 <"host"> fll <"path"> ZECHENT, KSHSHIEHXW
NSH
o <” host” >: 4B IP Hbht.
o <” path” >: HTTP 4%,
* <transport_type>: HTTP % uifei2R AL, BIAE N 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: 4 <opt> ;2 POST 3K, ASHCHKkiks HTTP 55 a0, 24 <opt> K
POST #i§3KE, ENSEAFE (W, AFFEMAESRERAEXNSE).
e <” http_req_header” >: W] & iEZ N RLAIRS 2L,

o QRALE URL A8 S5 an S K BT T 256 2747, i e FHAT+HTTPURLCFG fip % il lit & URL,
RGN H <"url"> ZHFERER "".

o QR url S A, HTTP % k6 1 b?ﬁc@ﬂi% host ZHAl path S50 W url SHEE
W B AR A HTTP PR host SR path 244,

o HELE TR B [ BOAR SR HTTP % P i 4 (FERS 3 WWESP-AT B # 2 5) , {H@ vl id i DA
ThHAMFEH T HiZmS: . /build.py menuconfig > Component config > AT >AT http
command support, RFHIFWE (BFFIFH I A5 ESP-AT T.42),
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o ZMAANCEE URL EE ], FEARBUENIRSS #53R ML ASHS 301 R AMEE M) 53 302 (s
HEM) G el RH0 URL Motk . 0] DA A 28 T = RBCE 5 A ¢ 35 B URL, SR 518
HZA LV E .

o IR <"data"> S LGOIK B T 256 F147, WEHEHAT+HTTPCPOST 4.

o BRE W ZM HTTP 53Kk, i AT+ HTTPCHEAD fii %«

il

// HEAD i# X
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET 3 %
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST i K
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post",1,"fieldl=valuels
—~field2=value2"

3.6.3 AT+HTTPGETSIZE: 0l HTTP FEj kb

v

H

N

IR

¥

2

A

[AT+HTTPGETSIZE:<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL.,

o <txsize>: HTTP KiEZBIFEI/N. BN F347. BRIME: 2048, JEFE: [0,10240].
o <rxsize>: HTTP BURZELFI/N. BN 37, BRIAME: 2048, JERE: [0,10240].
o <timeout>: [WZGHIN;. BAf7: ZFP. BRHAfE: 5000, JEFEE: [0,180000].

o <size>: HTTP &FFE /N,

e
* WARAE URL (R A an M KT 1 256 7Y, i Jofli FHAT+HTTPURLCFG iy % Hilid & URL,

AR <"url"> SREHREREN ",
o AREAEUCE HTTP 3Kk, W AT+ HTTPCHEAD iy QU E .

il

[AT+HTTPGETSIZE:"http://www.baidu.com/img/bdlogo.gif"
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3.64 AT+HTTPCGET: 3l HTTP ¥iji

wEmA

A

[AT+HTTPCGET:<"url">[,<tx size>][,<rx size>][,<timeout>] ]

W i <

+HTTPCGET:<size>, <data>

OK
e <” url” >: HTTP URL,
* <txsize>: HTTP JiRZifr /. B 597, BRIME: 2048, Juf: [0,10240].
o <rxsize>: HTTP UG AA K/, BT 35, BRIAE: 2048, FEMEE: [0,10240].
o <timeout>: RZEHAN;, BN : ZFP. BRIAE: 5000, JEFE: [0,180000],

]

o W44 URL (RS 6 r A KR IE T 256 52747, i J6 M AT+ HTTPURLCFG iy % Wili # URL,
RIGAMA R <"url"> SHFERE R "".
o QRGEARE HTTP 53Kk, 568 AT+HTTPCHEAD iy 5% 8 .

3.6.5 AT+HTTPCPOST: Post {55 K HTTP %

v

)E'\.

AUNTEC

ZE

AT+HTTPCPOST=<"url">,<length>[, <http_req header_cnt>][,<"http_reg header">..<"http_
—req_header">]

Wi iV ¢

OK

>
J

Fi5 > Fn AT HERSFHCR 8, U T DA AR, 488 KA FI S8 <length> Y(ET,
fefITan .

Ay, MR :

[SEND OK ]

At AR, MR ] :

[SEND FAIL

S

« <” url” >: HTTP URL,
* <length>: 5 POST {f) HTTP Fffi K . KK BESET R G0 n] S BLAYHEZS (B /)
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 <http_req_header_cnt>: <"http_req_header"> ZEHIEE .
* [<” http_req_header” >]: HTTP #3K3k. Al Kk Mg KLAIRS -

Bl
* AR URL YRS MBI 1 256 747, il HAT+HTTPURLCFG fip % Wilic & URL,
WA B <"url"> SHEHFLEN ",

o ZAA M) content-type BRIAZEHLH application/x-www-form-urlencoded,
o HURGAECE HTTP #5kSk , 350 AT+ HTTPCHEAD fa 450

3.6.6 AT+HTTPCPUT: Put 5% KJFEng HTTP i

By

15

N

R

X

=

A

AT+HTTPCPUT=<"url">,<length>[,<http_reqg header_cnt>] [,<"http_reg header">..<"http_
—req_header">]

W i ¢

OK

>

FH5 > Fn AT HERRFECR D8, SR T DA AR, 4808 KA FI 280 <length> MY(EIT,
(SiBIR R

Atk s, MR E

[SEND OK

Esxis PN V@B

[SEND FAIL

e <” url” >: HTTP URL,

<length>: 5 Put i) HTTP ZUl K. SRR ST R G0 0 B A =S ()R]
 <http_req_header_cnt>: <"http_req_header"> ZEHIEE .

[< hitp_req_header” >1: HTTP sk, % ikl 415 .

|
AR URL YR MR LRI 1 256 7747, i AT+ HTTPURLCFG 1% Filic & URL,

WA B <url"> ZHEHELBEN ",
o AREAEECE HTTP 53Kk, AT+ HTTPCHEAD fiy QU E..

3.6.7 AT+HTTPURLCFG: ¥8/3HK ) HTTP URL
Ay

A
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[AT+HTTPURLCFG?

Wi % ¢

[+HTTPURLCFG:<url length>, <data>]
OK

[AT+HTTPURLCFG:<url length>

W

OK

>

5 > Fn AT HESIFRCER D8, BRI DA A URL, M8l KRS S % <url length> [y

{EIF, ARGk

[SET OK

ZH
e <url length>: HTTP URL K&, BAf7: Z7.
— 0: [ HTTP URL it &

- [8,8192]: %' HTTP URL [ii & .
e <data>: HTTP URL %¥{ifz.

3.6.8 AT+HTTPCHEAD: ¥ /4#ily HTTP ik 3k
Ay

Py -
iy

[AT+HTTPCHEAD?

W

+HTTPCHEAD :<index>, <"req_header">

OK

B WA

-t

e

=

[AT+HTTPCHEAD:<req_header_len>

W i ¢

OK

>
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P > 2 AT HERSFEIC AT iy DB, AT AR A HTTP 355Kk (3R 3620 key: value JE
), MBI IELFSH <req_header_len> WYfHR, AT R :

* <index>: HTTP &KL RG MH.

e <” req_header” >: HTTP K3k,

e <req_header_len>: HTTP 3R K [, BN F5.
- 0: JEBRTACIER HTTP iEK k.
- HABME: BB HTTP 355Kk .

B

o RS —RK HAERE N HTTP ik k, HAIDAZKIEE, LHZAREK HTTP ik k.
o AAAELE R HTTP &Rk Ba Rk, —HI&E, P HTTP 1S Ei S iirix 5k k.

o AREAVEE R HTTP 353Kk il key IR FIHE HTTP G A3k iy key HIE, WS4
Erd R E ) HTTP 5k 3k,

il

// % E kK

AT+HTTPCHEAD=18

/) EWRE "S> FEE, MAMTH Range kL, TRFEGH 256 MFF.
Range: bytes=0-255

// T # HTTP % &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c6/index.
—html"

3.6.9 AT+HTTPCFG: ¥ HTTP % )15l

%

&E

5L
A

=

O

~

[AT+HTTPCFG:<auth_mode>[,<pki_number>][,<ca_number>]

W i <

[OK

BH

¢ <auth_mode>:

- 0: NAUE, W IEEIETE <pki_number> il <ca_number> Z4{(;

— 1: ESP-AT #2fit HTTP % ik 54tk HTTP Al 45 #%im CA k15455 ;

— 2: ESP-AT HTTP % ik A CA UEF AR HTTP IR 5525 v ik 45 ;

- 3: MHEINIE.
e <pki_number>: EBFIRAMRT], WA —MIERAFAH, HAEN A 0.
e <ca_number>: CA &3], WHRHF—4 CA, HENHFO.
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e

o BN AT FEMF A 3 HTTP iE B ELE, R PAB M . /build.py menuconfig > Component
config>AT > AT http command support >AT HTTP authentication method [iEZY

RIS F
© A QRN SHCE LR,

HiE,

A% ESP32-C6 & 43 24 B Bf ] .

—HiZ'E, Frfy HTTP a3t
© WURGAEN QORI BTN HAT+SYSMFG iS4 HTTP GiE45. Q1A
S HdofT £ 3 PKIFLE .
o N <auth _mode> [tE N 2 8 3, N TRERFSHIUERARN, HELAELE
(,mﬂ PAK 2EAT+CIPSNTPCFG 43Tl 8 SNTP,  $RHCY Fi i

S

(6], %3%AT+CIPSNTPTIME? iy 4251424 FiH[a] . )

3.6.10 HTTP AT

B it

bR A O

HTTP 641

JAMAT+SYSLOG=1 J&, HTTP % i KA, AT Skl 5. iR risy

[ERR CODE: 0x010a7xxx

J

Horp 01 @ERARIRAT, Oa RAIHIIAT

AT 52T Y 45 5, Txxx ZE8 HTTP

BRI, WIR xxx &

HTTP bRE A 3 W, MIZRARIE HTTP RASHS s AW AT HTTP NI AT RIS . FRAH T
4y HTTP RESHS(E B, B2 EHS % RFC 2616) .

3.7

HTTP $&iR%0 (HTTPRZSHES) tEA

0x7000 BT IERR I

0x7190 (400) Bad Request

0x7191 (401) Unauthorized

0x7192 (402) Payment Required

0x7193 (403) Forbidden

0x7194 (404) Not Found

0x7195 (405) Method Not Allowed

0x7196 (406) Not Acceptable

0x7197 (407) Proxy Authentication Required
0x7198 (408) Request Timeout

0x7199 (409) Conflict

0x719a (410) Gone

0x719b (411) Length Required

0x719c (412) Precondition Failed

0x719d (413) Request Entity Too Large
0x719e (414) Request-URI Too Long
0x719f (415) Unsupported Media Type
0x71a0 (416) Requested Range Not Satisfiable
Ox71al (417) Expectation Failed

0x71f4 (500) Internal Server Error

0x71£5 (501) Not Implemented

0x71f6 (502) Bad Gateway

0x71£7 (503) Service Unavailable

0x71f8 (504) Gateway Timeout

0x71£9 (505) HTTP Version Not Supported

Xk &RSE AT &4
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o 43
o AT+FS: R SiH5AE
o AT+FSMOUNT : 3R/ RS

371 ¥

% BN AT B ARSI DU Y AT fird . WERAETE % ESP32-C6 SR UMF RS fn S, il H T4
¥ ESP-AT T42, FE45TiA0 TS LRE Bk %

e |3 Component config->AT->AT FS command support

3.7.2 AT+FS: &S H1:
B A

I\
£

=
k=t

[AT+FS:<type>, <operation>, <filename>, <offset>, <length>

W i3 <
[OK
SH
o <type>: HHI{L 3 FATFS
— 0: FATFS
¢ <operation>:
- 00 JHBRSCiE
-1 Bff
- 20 PESCHE

- 3 AR
- 4 FIMERAR N O, BRIMOCZRAR H 5%
o <offset>: Al , (V&N EBERE
o <length>: K, (U RHEEEIMERE

Bl

o A HNHESUE RS . AT+FS U RGHAESE NG, TR 2V AT+ FSMOUNT=0 fig 4]
O RS, RO E RAM %[0,
o [l A& T HEK at_customize.bin, F4H{5 E 1] 2% ESP-IDF 4 [X 3% fl4efT f 2 L4 Ko

. Eliﬁlf&fﬁiﬂ’]krﬁ?%ﬁj(ﬁj(d\ WL@%BTJLQTPE/J&?E

* ¥4 <operator> Jwrite B, RGEIENILS G EHATIRE >, HAHETT DA A Z S 4R, X
P EN 5 <length> —3(,

il

/) M EANSXH

AT+FS=0,0,"filename"

/) EENXHRAAE ML 100 LEAN 10 FF
AT+FS=0,1,"filename", 100,10

(T
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/) NEAXHE RS HAE 0 AEHF 100 FFH

AT+FS=0,2,"filename", 0,100

// Bl AR E ET A X

AT+FS=0,4,"."

(% L 50)

3.7.3 AT+FSMOUNT: /84 FS S R5%

1y

15

N

R

X

=

A

[AT+FSMOUNT:<mOunt>

] 7 <
[OK
SH
e <mount>:
- 0: H1#L FS LIRS
- 1 H# FS YRS
B

* AT+FS SR GEAESEUR , 5B I Ay S AT+ FSMOUNT=0 fis & HIZ U RSE, RBERCK

& RAM 7).

il

/] FHAEXM RS

AT+FSMOUNT=0

/] FHEEXHR A

AT+FSMOUNT=1

3.8 WebSocket AT iy 24

A<

AT+ WSCFG: Ti''& WebSocket Z%
AT+WSHEAD: % /%5 if) WebSocket i3k 3k
AT+WSOPEN : Zih)/4]FF WebSocket 443
AT+ WSSEND: [i] WebSocket %32 & iE5E
AT+WSCLOSE: 5[4 WebSocket %32
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381 ¥

¥ BN AT A SRR R Y AT fiy 4. WER TR 2 ESP32-C6 S f} WebSocket fiy4-, i H
174 ESP-AT 142, (e TP TE TAR HLERE

e |3 Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [iLE WebSocket 2%}

YL

2 o

LTRSS

)

R
&

§P

—<pki_number>, <ca_number>]

AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] [, <auth_mode>, J

W] . <
[ox )
ik

(emeon ]

o <link_id>: WebSocket %35 ID, i : [0,2], Bk 74 =4 WebSocket 4% .
» <ping_intv_sec>: %% WebSocket Ping [a]Ff. FAf7: #b. JUH: [1,7200]. BRIA(E: 10, BP: &fE
10 % 2%—¥k WebSocket Ping 41 .
* <ping_timeout_sec>: WebSocket Ping #AI}. BAf7: Fb. JLFE: [1,7200]. ERIAME: 120, EJ: 120 #
AU F| WebSocket Pong 41, W 3¢ P 4% .
o <buffer_size>: WebSocket S X K/, B : F7. JGFE: [1,8192]. BRIA(E: 1024,
¢ <auth_mode>:
- 0: NAUE, WA TEEIEE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $#4it7% Pk bk 5545 i CA IE 150 ;
— 2: ESP-AT % ik A CA UE RAR T AR 55 A i U155
- 3: fHEINIE.
o <pki_number>: JEBMAHAN RG], WA —MUEBFAH, HAHLN K 0.
» <ca_number>: CA [J&K5|, @R A—4 CA, HAHN N0,

o W4 W AEAT+ WSOPEN 2 FHilit &, MRS ER.

o QUERGEAMER A CRUES, BATHIE M AT+SYSMFG fip % 558 WebSocket 1E+5 . AR AE Tiibe sk
HOWAIES, ES% 4ot 37 PKIBLE .

o W <auth_mode> FiE N 2 80 3, N T RIS ARUE AR, 57 LILAT+ WSOPEN %
R AR ESP32-C6 L ARMEN M FiH ] . (50 PAAIEAT+CIPSNTPCFG fip % R AL E SNTP, FRECYS i
HHE], & 3EAT+CIPSNTPTIME? 4251 ”:‘uﬁﬁﬁﬂﬁﬂ )

o MEINIERRB: KT TLS 89 WebSocket #£3% (FRZ%EM)

il
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// B E link_id # 0 # WebSocket # # # Ping XE F X 30 £, B8 60 &, Z W X_
4096 FF
AT+WSCFG=0, 30, 60,4096

3.8.3 AT+WSHEAD: ¥ ¥i/4rif) WebSocket i 2K )

[AT+WSHEAD? ]

Wi i <

+WSHEAD: <index>, <"req_header">

OK

v

¥

K

WA
4

Ele

[AT+WSHEAD:<req_header_len>

Wi i :

OK

>

75 > R AT MER IR AT A 180, BERS 0] DS A WebSocket 12K 3k (753K 350 key: value
ERX), LEIRKE LR S <req_header_len> [EHA}, AT iR[A]:

[OK

o <index>: WebSocket 3R 3L HKS [{H.

* <” req_header” >: WebSocket #3f 3k .

» <req_header_len>: WebSocket iR K&, BAf7:
- 0: JEBITA CBRE M WebSocket 753K 3k
— HABME: BE—ASH WebSocket 173K 3k .

+«
o

|

A

Ay —UH BEBCE — 1> WebSocket 12Kk, (HRIAZIBLE., SCFFL AN IAHY WebSocket 73K 3k .
 Afiy
3k

T & 1 WebSocket 73K kB4 /iRy, —HEHE, A WebSocket [y HR S 1T X Ui 5K

é>
4%

o

2N
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/] R EE KK
AT+WSHEAD=49

/) EWKE "> FEE, WAMTH authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE50Tk6MTIzNDU2Nzg=

// T F — /> WebSocket # &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_ self"

3.8.4 AT+WSOPEN: #:ify/$TH—4> WebSocket %1%

[AT+WSOPEN?

M) v :
RN, AT 3R [H]

+WSOPEN:<link_id>, <state>, <"uri">

OK

MW BRI, AT 1R [0

(ox

)E’J

CEL A

A

[AT+WSOPEN=<link_id>, <"uri">[,<"subprotocol">] [, <timeout_ms>] [,<"auth">]

Wi i ¢

+WS_CONNECTED: <link_id>

OK

&

[ERROR

BH

o <link_id>: WebSocket %2 ID, JEME: [0,2], BEP&Hk =4 WebSocket %%,

o <state>: WebSocket EREFIIRAS .
— 0: WebSocket & X .
— 1: WebSocket #E#: IEFEEIE
— 2: EL#57 WebSocket i,
— 3: it WebSocket Pong I B B RARAN 1%, IEFESRFEIE,
- 4: LB AR um WebSocket JEFAIT, TEFE A& 3% % PRI IR 5545 -
e <” uri” >: WebSocket ]2 55 25 UG — Y UEAR HAT o
« < subprotocol” >: WebSocket 71/} (2% RFC6455 1.9 #&7).
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» <timeout_ms>: 37 WebSocket JEHZHEAM A . BN ZFb. JEME: [0,180000], BRIAME: 15000,

¢ <” auth” >: WebSocket 54X (Z:% RFC64554.1.12 F545),

il

// uri % K B T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvR1el1D3eiVjgZ9VRiaV&notify_self"

PR Z 2% : WebSocket 17 .

3.8.5 AT+WSSEND: [n] WebSocket Y42 % 1% Bt
e A

[AT+WSSEND:<link_id>,<length>[,<opcode>][,<timeout_ms>]

Wi i ¢

OK

>

bk R AT CHER S AT port BB, MU mT DA AR, 24 AT Sl s po Bodfe K Rk 3

<length> J5, ¥EtEHITia.
SRR T N P R A il P R R IT

|

{ERROR

UREE e iy, R[]

[SEND OK

S8

o <link_id>: WebSocket %32 ID, ?El%] [O 2],

o <length>: KiEMEIEKE., B 7. W] KRNI KK JE R AT+ WSCFG Hif) <buffer_size>

{EI 2 10 FUARGE ] M FErg 2SN E R P g (RS AME ) o

» <opcode>: %K%K WebSocket i 1) opcode., JEH : [0,0xF]. BRAA(E: 1, B text i, i Z% RFC6455

5.2 BT TR £ opcode.
— 0x0: continuation i
— Ox1: text lfiff
— 0x2: binary
- 0x3-0x7: FHE IR SR H
— Ox8: JEF KA
— 0x9: ping My
— OxA: pong M
— 0xB - OxF: SyH-E it E
* <timeout_ms>: KiXEIIFE. B ZF. JuR: [0,60000]. BRIAE: 10000,
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3.8.6 AT+WSCLOSE: J:[i] WebSocket 4:$%

v

BEE A

XF

>

A

=

[AT+WSCLOSE:<link_id> ]

W i <

[OK

S

o <link_id>: WebSocket i£32 ID, Jul#: [0,2].

// * M ID 4 0 B WebSocket £ ¥
AT+WSCLOSE=0

3.9 &AW AT a7 %

.« 2B
* AT+FACTPLCP: %1% K PLCP 8% PLCP

391 #ir#d

W BRAM AT B SR IC TR R RTA AT 4. IR TR ESP32-C6 7354 Mim4, HH
T74i% ESP-AT 142, eSS TS B0 TR Hikft:

* #Jf] Component config->AT->AT signaling test command support

3.9.2 AT+FACTPLCP: )% PLCP giji PLCP

- .
wE WA
Wi

[AT+FACTPLCP:<enable>,<tx_with_long>

W i ¢

[OK
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BH

e <enable>: = H/25H FahlHE

- 0: B FhELE, KA <tx_with_long> Z4UMIBRIAE:

- L JFHTFEhECE, AT &i%R) PLCP RAUHU T <tx_with_long> 4.
» <tx_with_long>: %% PLCP u%3 PLCP:

- 0: k%% PLCP (ERiN):

- 1: %% ¥ PLCP,

3.10 kgl AT 4

* N5

o AT+DRVADC: Bl ADC i#E1H

o AT+DRVPWMINIT: #JHa4k PWM B 5h5e
o AT+DRVPWMDUTY : & PWM 5251
o AT+DRVPWMFADE: %'& PWM 75

o AT+DRVI2CINIT : %154k 12C EHLEKE]
o AT+DRVI2CRD: BEE 12C ¥

o AT+DRVI2ZCWRDATA: B A 12C ¥ ¥

o AT+DRVI2CWRBYTES: B AN#ET 4 351y 12C $id
o AT+DRVSPICONFGPIO: Tii'& SPI GPIO
o AT+DRVSPIINIT: #]1&4k SPI FHLEKZ)

o AT+DRVSPIRD: £HU SPI ¥

o AT+DRVSPIWR: = A SPI ¥

3101 £r &

R BOARY AT PR SRR LR N A AT fiy%-. QARG 2 ESP32-C6 SCRFIKEN i 4, i HAT4RF
ESP-AT 172, {5 HCE TA HLkd:

* 3/ Component config->AT ->AT driver command support

3.10.2 AT+DRVADC: i#ZHl ADC i

P

AUNTEC

iy

[AT+DRVADC:<charmel> , <atten>

W

+DRVADC:<raw data>

OK

e <channel>: ADCI jHiH.

Espressif Systems 171 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

* ESP32-C6 i f& Y PUETE A [0.4].

wE B

0 GPIOO
1 GPIO1
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: TEJE{H.

* 0: 0dB s, ARMETEREY [0, 7501 mV,

e 1:2.5dB Ik, ARMETEE M [0, 1050] mV,
* 2: 6.dB R, AR EIEEY [0, 1300] mV.

* 30 11dB s, AR ETEE Y [0, 2500] mV,

o <raw data>: ADC @i {H.

B
» ESP-AT H % #§ ADCI1,

« ESP32-C6 374 12 i 55 .
o NPT UMK EE (RO U, W ASE ADC Hidh,

il

// BSP32-C6 % &AW EHN 0 dB KW, AXMEREAN [0, 750] mv
// HJE % 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #Ji&fk PWM Siz)2s

- :
BeEmA
Wi

[AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

Wi 3% <

[OK

BH

o <freq>: LEDC ENfZafiizx, EAf{i: Hz, Jil: 1 Hz~8 MHz,
o <duty_res>: LEDC @i 5258, Ll 0~20 (.

» <chx_gpio>:LEDC il i x % tH GPIO. 7 411, A R 2:48:KF GPIO16 /i3 O, 75 ik B <ch0_gpio>

N 16,

Espressif Systems 172
Submit Document Feedback

Release release-v4.1.0.0


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c6/api-reference/peripherals/adc_continuous.html#adc-continuous-read-conversion-result
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

e

o ESP-AT & hE 15 4 014,

i HAMA MBI EBELRE EZE T HE PWM @4 (WMAT+DRVPWMDUTY
FIAT+DRVPWMFADE ) GEf5 1% & )38 5E - TﬁJﬁu IR R iR e T Wi EE , 84 AT+DRVPWMDUTY

i e %EE&LWM‘@@E’J PWM IE
o BERANE S BRI . 20 Ju %ﬁﬁ‘ﬂl 25 FE M R SRR

hil

AT+DRVPWMINIT=5000,13,17,16,18,19 // %& & 4 AN #@#, MEH 5 kHz, G Z o HE A
<13 f

AT+DRVPWMINIT=10000,10,17 /] RAHAEHE 0, MEH 10_

~kHz, B R tp#EH 10 £, £ ¥ puM ffﬁﬂéf&é\ Ak E—/NEH

3.10.4 AT+DRVPWMDUTY: k#E PWM h%:Lb
At g

A

[AT+DRVPWMDUTY=<chO_duty> [,...,<ch3_duty>]

Wi 3% ¢

(ox

* <duty>: LEDC jliifi 52310, i : [0,2 =P
Bl

* ESP-AT {2 HE (4 4 ANliE .
s O MMEEICHRE S, HIRER%S A

2N

55, WEEYE 1 b EHA 512

AT+DRVPWMDUTY=255,512 // & B @ ¥ 0 i 255
BHE 2 WERERA O

AT+DRVPWMDUTY=, , 0 /) R#&E

3.10.5 AT+DRVPWMFADE: k¥ PWM i
A

e

AT+DRVPWMFADE=<chO_target_duty>, <ch0O_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_

—time>]

W i :
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[OK
S
o <target_duty>: HAR#AS 525, JEEl: [0,2 duty-resoluton_jp
o <fade_time>: WA, ML ZFP,
e
» ESP-AT £ fig 3 HF 4 Nl .
o FHANHIELFEINE <target_duty> fll <fade_time>, HIEHMKEIHA],
hil
AT+DRVPWMFADE=, , 0, 1000 // ER—AHHEEEE 1 WS EREER O
AT+DRVPWMFADE=1024,1000,0,2000, // R — & HE¥EEE 0 b ZHEE 4.

~1024, WAHW R EKEE 1 HFHEA O

3.10.6 AT+DRVI2CINIT: #jigfk 12C F:PLER )

L

~

¥ A

¥

Ly
At

EP

[AT+DRV12CINIT:<num>, <scl_io>,<sda_io>, <clock>

Wi i *

[OK

S
o <num>: I2C 55, R 0~1. WRREEGHMSE, AT FAWIH0IZ 12C 5m .
» <scl_io>: I2C SCL {51 GPIO =,

+ <sda_io>: 12C SDA {51 GPIO =,
o <clock>: FAHUBTAY 12C IR, B Hz, fK{H: 1 MHz,

o A K 12C 4L,

il

AT+DRVI2CINIT=0,25,26,1000 // ## f. I2C0, SCL: GPIO25, SDA: GPI026, I2C.
B AR 1 kHz
AT+DRVI2CINIT=0 // B I2C0 #7174
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3.10.7 AT+DRVI2CRD: §#H 12C %

WE WA
%
[AT+DRV12CRD:<num>,<address>,<length> ]
W i <
+DRVI2CRD:<read data>
OK
ZH
o <num>: 12C 355, JEE: 0~1,
o <address>: 12C MHLi% £ HHE
— 7 fiHbdk: 0~ OX7F;
— 10 itttk 55— AR ET-EAALZ 1111 0XX, o5 5 AL XX A2 10 A7k & AL . 6l
n, andk 10 [zl >4 0x2FF (b” 1011111111), A2 4 A Bkl >4 0x7AFF (b’ 111101011111111),
o <length>: 12C HPEKE, Jul: 1~2048,
» <read data>: 12C %\,
B
o 12C & Hi eIy i [a) Ry —Fb
il
AT+DRVI2CRD=0, 0x34, 1 // 12CO M i 0x34 4 i B K e

1 7%
AT+DRVI2CRD=0, Ox7AFF,1 // I2C0 M 10 frL# 4t Ox2FF A EH 1 F ¥ B % #

// I2CO0 3 H ik 0x34, FHF B M4 0x27, L 2 FH
AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 %5 & & M 0x34. FHF B H A 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO0 EHH 2 FF

3.10.8 AT+DRVI2CWRDATA: E A 12C %85

B

-t

=

A

[AT+DRV12CWRDATA:<num>,<address>,<length> ]

L)V

OK
>

W BRI, A GRS ANEDE, SEIRRE SR E KER, BlRfemITis.
FRE A Ry, R [

[OK

AR R R, R [ -
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o <num>: 12C imHS, JEH: 0~1,
o <address>: 12C MHLik £ Huhl
— 7 {i#bdik: 0~ Ox7F;
— 10 fitdik : 55— ET-EANAE 1111 0XX, i 5 M 67 XX 2 10 {57 Hbtik i 5 i 9 43z 1)
01, 45 10 7k Ox2FF (b 1011111111, A5 255 A RGHLdE Jy 0X7TAFF (b” 111101011111111),
o <length>: 12C HHREKE, Jul: 1~2048,

|
o 12C kg [l —#b

il

[AT+DRV12CWRDATA:0,0x34,lO // I2C0 BN 10 F ¥ HEE # 4 0x34

3.10.9 AT+DRVI2ZCWRBYTES: 5 A ML 4 =1l 12C £48

- .
wE WA
i

[AT+DRVIZCWRBYTES:<num>, <address>, <length>, <data>

W i <

o <num>: 12C iS5, JEHE: 0~1,
o <address>: I2C MHLixX45HbALE .
— 7 {iHsdk: 0~ Ox7F,
— 10 izl 55— AFATRIRET-LAAE 1111 0XX, H A i 5 A7 XX 2 10 A7k i 5z i 9 7
an, W 10 Lkl >4 0x2FF (b7 1011111111), A2 4 A Bkl >4 0X7AFF (b” 111101011111111).
o <length>: £F5 A 12C FHKE, 1 1~4 FH5.
o <data>: Z% <length> I{EKEFREIE, JEHE: 0~ OxFFFFFFFF,

B
o 12C kg g [l —Fb.

il
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AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FH HE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ HE 0x1234 F 10 L Hy 4k

// I2CO0 B ik 0x34., FHF HH i 0x27, #HKiE 4 cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥ SPI GPIO

v

H

N

B

¥

A

=

[AT+DRVSPICONFGPIO:<mosi>, <miso>, <sclk>, <cs> ]

W i <

& )

S

o <mosi>: FHMALES XM GPIO 4

o <miso>: FAMMEEXIY. GPIO E /), A, EHi-1.
<sclk>: SPI 40 E5XF N 1) GPIO & 1 .

<cs>: EBEMHLAIE S X GPIO &R, AR, EA -1,

3.10.11 AT+DRVSPIINIT: i1k SPI 3:HL9Kk5)

=

,/?\:

[AT+DRVSPIINIT:<clock>, <mode>, <cmd_bit>, <addr_bit>, <dma_chan>[,bits_msb]

Wi

[OK

o <clock>: Wb, 4085i%0h 80 MHz, BAfv: Hz, fH K/H: 40 MHz.
e <mode>: SPI i, Jull: 0~3.
» <emd_bit>: Ay HrEERIAGIEL, JER: 0~ 16,
* <addr_bit>: HihEFTBAEIAGEL, TR 0~ 64,
e <dma_chan>: j#ijf 182, A7 DMA BHn] 4 0,
o <bits_msb>: SPI Z#EAg=:
— bit0:
+ 0: Jef%4 MSB (BhiA )
« 1: Jei%Hy LSB,
— bitl:
« 0: JERI MSB (BRIA ) ;
« 1: ezl LSB,
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e

* it SPI Wl tfik Hiffic & SPI GPIO.

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100_

~kHz; HER: 0; AN BN ERKIACLEAN 0; L@ F DMA; K f gk LS
OK

AT+DRVSPIINIT=0 // & SPI ¥ %

OK

3.10.12 AT+DRVSPIRD: il SPI %

A

mA:

[AT+DRVSPIRD:<data_len> [, <cmd>, <cmd_len>] [, <addr>, <addr_len>] }

W i ¢

+DRVSPIRD:<read data>

OK

S
o <data_len>: fF2HAY SPT A E, JUEEl: 1 ~4092 3y,
o <emd>: frHHE, BIEKEH <cmd_len> SEKE .
* <cmd_len>: AYALHHHATORKEE, JEE: 0~2 5.
o <addr>: fydHibk, HibkKE R <addr_len> ZH0EE.
- <addr_len>: AV ALK T, JEE: 0~ 4 553,

el
« FRM DMA, <data_len> SUURHKALHS BRI N 64 47,

2N

AT+DRVSPIRD=2 // # B 2 F ¥ %
+DRVI2CREAD: ffff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // #HB 2 F ¥ #H#E, <cmd> % 0x03, <cmd_len> 4 1.
% ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.10.13 AT+DRVSPIWR: % A SPI ¥k

v

7

N

R

¥

EBH

Ele
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[AT+DRVSPIWR:<data_len> [, <cmd>, <cmd_len>] [, <addr>, <addr_len>] J

Wi % ¢
M <data_len> BEMEART 0, AT K[H:

‘OK }
B BRI s, A S AEGE, LR AEISEGEE KRR, BdRER TG,
PR ), AT & [A]:

[ox )

Y <data_len> ZHUfEN O W, BED AT HtLhanSRisthht, Atk SPI &, SR AT & u]:

<data_len>: SPI #EK ., o 0~4092,

<emd>: KR, BARKER <cmd_len> ZHBE.
<emd_len>: ARAEE AR K, JER: 0~2 575,
<addr>: fydHidh, HihEKEH <addr_len> 0L E
<addr_len>: ZRYAEHPHIEMCE, JEE: 0~ 4 FH5.

(]

« HAMI DMA, <data_len> ZHRKREEBUE Wi AE N 64 F1Y.

il

AT+DRVSPIWR=2 // B N 2 F ¥ K#E
OK

> /TR AT KR
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B X 0 F ¥ $#{, <cmd> % 0x03, <cmd_len> ¥ 1.
% ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥
OK

3.11 Web #5525 AT Wi %>

* N4
* AT+ WEBSERVER: J& /%5 H i1 Web Ik 55 % lic & Wi-Fi 1542

3111 #r&

T BRIARY AT [EPRR SRR TR R0 AT 6r%. WURET % ESP32-Co SHF Web [ B4, i
1% ESP-AT T42, {6554 BUH TR B e
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J2H Component config->AT->AT Web Server command support

3.11.

2  AT+WEBSERVER: /281 ik Web JIiR 55 230l ® Wi-Fi %8

Faunigy

LT

[AT+WEBSERVER:<enable> , <server_port>, <connection_timeout>

ja] o, =
=
o <enable>: |5 [{I/2% ] Web JIR%5#%.
- 0: 5] Web Hﬁ%ﬁ%%ﬁi*ﬁ%ﬁﬂ?
- 1: JF ] Web R554%, £0T DATE A fc /5 sl 5 0 VA L B Wi-Fi 4215 L.
« <server_port>: Web I} 5255 15,
+ <connection_timeout>: 5N EE BT E] . BAA7: #P. JEE: [21,60].
Bl

o AR AR Web flz 55 23 BT 5 00 HIML SC{F. —Fu@ 61 FAT SCPFRSE,  BEIEaR 25

il

AT FS fit%. 53 —F i i A SCHERAF% HTML S0 (BRIAIRE ) .
ERIAT) HTML 3428 index.html o G1ARFE L H & L HTML SCH) R s N Elc s 305, W E 4
BUGZ ORI s AR TR H X HTML SCAE B NEE (Fan: Bn— B, NWIETR 2T,
WO AS 4 at_web_server_cmd.c
5 1 PR Y socket ) B KA H ASBE/NT 12, £50T PAYE menuconfig HH i B LTI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, R)GE M
FIRE (B3R A miF ESP-AT T42).
AT [EEBIAAR SR Web lR554% AT fird (S 30 see ESP-AT B 1+ £ 3¢ ), {HAA] PATE menuconfig
R E S Web iR 55 #% AT fy% . /build.py menuconfig > Component config > AT > AT
WEB Server command support, AEEHMHIFLE (% R Rib%iF ESP-AT 1.42).
ESP-AT 7£ ESP32-C6 R 41 1% £ H S R#5m il ] 7 (captive portal), FJZ% 7).
E%ﬂ—*ﬁ | 7] 22 SCARY Web Server AT =1 .

Z Ay S W SEITT VR, JERS2% at/src/at_web_server_cmd.c,
2 7"%%‘&\:177!-})” OTA F+28. 3KEUH £ OTA -

B R web R4 &, smu 80, BEAEEWEKEE 50 P

AT+WEBSERVER=1, 80, 50

// ZER web R & &H
AT+WEBSERVER=0

3.12

P AT %
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Chapter 3. AT Ay d4E

25

AT+USERRAM = ¥:4E F 11025 H RAM
AT+USEROTA: 4455 URL FF4% [ 14
AT+USERWKMCUCFG: #£8 AT Wi MCU By &
AT+USERMCUSLEEP: MCU #5/R H C HEIRIETS
AT+USERDOCS = # [ {45 1 FH P SORY e

3.121 #vr4

Tl BN AT [T FROFTAT AT 4. WSRER A5 BSP32-C6 SOl i, 1474
i ESP-AT 42, TE45 A RLE TR HLpEH

e #2/f] Component config->AT->AT user command support

3.12.2 AT+USERRAM: ¥ P4 RAM
Ay

Dy
LI 1] 2SR RAM R

[

[AT+USERRAM?

Wi % ¢

+USERRAM: <size>

OK

BeEmA

ifig:
OBl B 5L R, BUH P RAM 45|

zs

[AT+USERRAM:<operation>, <size>[,<offset>]

W

+USERRAM: <length>, <data> /] REREZ®BAEN, f24HXANEE

OK

¢ <operation>:
- 0: B F RAM %3]
1: 43ECH F RAM =5 i]
- 2: [ H F RAM G
- 3: MHF RAM 3%
4: ¥k H P RAM B
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o <size>: /SR T RAM K/
o <offset>: 32/5 RAM e s. BRil: 0

Bl

o TEEPATAR A ARV E 2 BT 4B A P RAM 25 6]

* M4 <operator> Kwrite B, RFEIWHN LA IEEMATIRN >, HHERT DA A ZS 1 4dE, X
P MW 5 <length> —F(,

¢ 4 <operator> N read WJf HAK B KT 1024, ESP-AT &AM Z KL, FKkbIERE
7 1024 750, 4 PA \r\nOK\r\n £5Hf .

il

// 4 W 1 KB f f RAM % |
AT+USERRAM=1, 1024

// W RAM Z W FH M E S N 500 F ¥ HE
AT+USERRAM=2, 500

// A RAM ZEWEfmH 100 L BEHEL B 64 F ¥ HKE
AT+USERRAM=3, 64, 100

// BHA P RAM % A
AT+USERRAM=0

3.12.3 AT+USEROTA: i+ URL T2 1k

ESP-AT fEiafTi}, JHEI45%E URL ERYHE (.

T3] URL $& 5 BUA HY [ 1

Py
A

[AT+USEROTA:<url len>

Wi 3% ¢

OK

>

Eadm IR AT BRI URL, JERHESHT DA AL URL, 24 AT i3 URL KJEIKF] <url len>
Ja, il

[Recv <url len> bytes

AT i EIMERZ )G, THGd TG . RIS, &[0

[OK

RS R TR, R )

Espressif Systems 182 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 3. AT Ay d4E

e <urllen>: URL KJ¥, HAfH: 8192 %

st

o URT] DAAK GitHub Actions 2. F %, r5E 35/ OTA [l1:, W] DL ETT4% 1% ESP-AT T42 A i r 531
OTA [l {f,

e OTA [&f4/ build/esp—-at.bin.

o TR EE BT R 28R B o

o WRMEFZAAET BT IR, AT KFiR[H5] ERROR, m# B[] P

o NEWARBNHRA . BEEIHRAR AT E RS, E2T0dalr, MR RREAHH
IHARAS, AR YR B O B T ik D Ge .

o BWIHR AT {5, AR AT+RESTORE W) 158 .

e AT+USEROTA f HTTP fll HTTPS,

o AT il > 545 )5, %&?EEPB@#%ﬁ*?fﬁﬁ%%%)‘(?ﬁi&ﬁ%)& WATREAHTT45 2 (CR-LF).

* 24 URL 3 HTTPS W}, AW SSLIANIE. AR ZK SSLINE, bt H 4742 L PKI UK G 1/ EAT
TEEI R XA, ZJ57E AT+USEROTA ‘B/\H’b&ﬂﬁﬂﬁwu&ﬂ% T PKI U5 27 4o
foT # % PKI B2 % . %}T AT+USEROTA 74, 0] &% ESP-AT T fE#4tH =% USEROTA.,

o {ESF ot T £ I OTA 28 FREUE £ OTA ﬁrff/\

il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wifi MCU ¥y /d &

Bear S BLE AT MG MCU fBEERIRES, PASK AT Qufaiefig MCU.

o 24 MCU 2 ERIPIRES, AT B E 30 MCU REsdE, ~a kLM EE .
o 4 MCU SEHEIRFPIRES, AT #E#5n) MCU F:8h Ak 8damt (Fah Kk B dE MESP-AT F 8.4k %
FE XA ) , AT &g &AM (E S5 AR 5E . MCU g i ol & 1 i o 25 1 PR (5 5

s

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>, <delay time>[,
—<check mcu awake method>]

W

[OK
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* <enable>: & okt H ML
- 0: ZEHmaplE MCU Fit &
- 1: {fiEEMeE MCU fil &
o <wake mode>: MifiEfz,
~ 1: GPIO Wi
— 2: UART Wi
* <wake number>: ZSHINE LT <wake mode> WfH.
— MR <wake mode> 2 1, <wake number> fQFEMEEE M GPIO %45 . SR IERL B
W R S A A B i, A5 I FR 2 P R A AL
— R <wake mode> J& 2, <wake number> fUFEMLEE UART 455 . Mui L4 1, BId:
UARTI Wi MCU.
o <wake signal>: ZZE1 = LT <wake mode> [H{H.
— WHR <wake mode> 2 1, <wake signal> fUFEMLEEHF,
+ 0 fIRH~F
1
— R <wake mode> &£ 2, <wake signal> fUFEMLEEFT, JEHE: [0,255].
o <delay time>: f{ KZERFITA]. B ZFP. JEHE: [0,60000]. ZSEHE LT <wake mode>
I
- N5 <wake mode> & 1, WfE <delay time> MAEP, FF—EHIREF <wake signal>Hi P,
<delay time> 3|5, W%E <wake signal> Hi°F,
— R <wake mode> &2, NSZRI% % <wake signal> Fr, #AZGFEHIEN .
o <check mcu awake method>: AT k& MCU 2& A TR SE LR ZS o
- Bit0: @& JF /5 5 AT+ USERMCUSLEEP iy 4[] 2 Jk . BRIATT 5 - B : Y | AT+USERMCUSLEEP=0
fr4, 455 MCU Ji5k; Iic#] AT+USERMCUSLEEP=1 4, #5712 MCU JEHiE.
- Bit 1: I S5AT+SLEEP=0/172/3 iy 5 86 . BRINEE A . Bl i3] AT+SLEEP=0 154, &
S MCU 3% 3 18] AT+SLEEP=1/2/3 4, 4575 MCU i
- Bit2: @G Jf)5 <delay time> ME/FHE/ MCU AR RE. BRIAZEA . Bl ZEHIR, delay
time J5, 88 MCU RBERR; {HfERT, delay time J5, F57x MCU €.
- Bit3 (ZARLEHM): ZEIF/H GPIO F5/Rm MCU BEEIIfE. BRI SCHE.

B

o MW HFEEME K.

* KRR AT 1] MCU E 8l ZEBHRHT, 2k EE S B ASRF, <delay time> WHE| T2 )5
BB GREE . MR 2 BALE MCU ML REes.

o MMHAE <delay time> ZFZHi, AT Y% <check mcu awake method> H F{F & MLEEF (4,
ST BRI B BRAS . IS5 FF <delay time> WG, & HINHREERE.

il

/) fEH%E MCU BEE . Sk AT H MCU X # K#EW, 244 A wi-Fi ##H# GPIO18.
M, B T%RE MCU, FEKFEFTET 10 #.

AT+USERWKMCUCFG=1,1,18,1,10000, 3

// % E McU B E
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU 57 [ CUENGIR 4%
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TEAT+USERWKMCUCFG 41 <check mcu awake method> BitO Bg &L, i A<a4Est. 1

T4 AT 2417 MCU [BEIRLIRAS .

.
"Il/?\‘

[AT+USERMCUSLEEP:<State>

M) v :
[OK
ZH
* <state>:
- 0: 87, MCU g3k,
- 1: $8/x MCU EfR .,
ZN ]

// MCU % 41 AT ¥ §] MCU @ ¥
AT+USERMCUSLEEP=0

3.12.6 AT+USERDOCS: 7% ifglblf: et i H o Se ek

i A

i

AL 2 BT IS AT RS Y AR A3 SO P SO -

AN .
“Il/?\‘

[AT+USERDOCS?

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

S

o <” enurl” >: YL CRYEERE
o <” cnurl” >: HC SRS 4

il

AT+USERDOCS?

+USERDOCS: "https://docs.espressif.com/projects/esp-at/en/latest/esp32c6/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c6/index.

—html"

OK
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SR ZUE BN iy Z BIC R EEPA T AT, TR AT i) — L8 RAF R

. AT @bk

o HHAZ BARAIE flash P by AT 44
o AT K &

« AT H &

313 AT &K

W AT a7 P Rh S :

e it BN BtEA

ik s 2 ATH< i QAR >=? LI E A 1 SR L UEE
i AT+< i Q4K >? A CTETETE 2 [N

BCE AT AT+< AT AR >=<---> WEM T AEXNSEIE, Hsfrad
W AT+< a2 F5 > BATICH T H E LS H

o NRfEk AT SR HA R IR A @4

o MAEMASE, 4 N R R S BRI E S

o RIES <> NS EA T PAE I o

o IS [ WHSETAER:, ARSHEHERAERNE. BN, i21TAT+CWIAP A4 HE IR 24

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

© UHIISEUGTA SBESEE R, WAER ,, DR RE,

[AT+CWJAP="ssid","password",,l }
o XSS RRFRSE,
[AT+CWSAP="ESP756290","21030826",1,4 }

o FIRTRITAEE LB, UElH 2 7R 0 "\
=\ RO,
-\, BGET, SMRSEIE S To R L
= \" FSOUE1S, FoR TR SRINAG S o L.
- \<any>: # <any> P4, BRG] <any> 777, ASHREHL.
o JA AT @ 2 P RIFIR FATHR 206 30, BRI Joaiie o BN, ATy HTED > 57 A K
W, IRBE AT

AT+CWJAP="comma\,backslash\\ssid", "1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0

o AT A HIERIA B3 115200,
o BEAE AT R EEAR W L 256 775,
* AT fip%PABIAT (CR-LF) 453, FrAds 0 TRV ICEN i,
o AT 85— RIS H E il WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string_index

3.14  SEfE SRAFAE flash Py AT a5 4

PAR AT 14 1S 50H BCRHR 2R T7AE flash (9 NVS I, FICE S, S EEMH .
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e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
o AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE— iy oM ST SO R ARAFE] flash W] ATE 1L AT+SYSSTORE iy %KL E, FAAT S a2 14
BERA .

ik AT ap S S BORGE, Ralid NVS LBy, Wik, aRarSiEmFEmS8E, WAKSA
flash; 2R a4 HEEA F S RUH., ﬂash WASPIHEEIR

3.15 AT {58

M ESP-AT iy 43 138 [6] ) ESP-AT J4,8.45 i fli K%l . ESP-AT W), (%53h) F1 ESP-AT j1 84 (3:3h).
* ESP-AT Wi, (#3))

F 4 A ) ESP-AT A 2>
BEAIR 2 OK i # ERROR.,

RN, ¥ A% ESP-AT iy I AT R .

W 7 PR 3¢ Jei — 2% 1

2 3: BSP-AT W%/

AT N iz 52 RH

OK AT i AbPEsE e, 3k[a] OK

ERROR AT S5 R s P T R o A A R

SEND OK BB K %2 W, (4 X FAT+CIPSEND
FMIAT+CIPSENDEX fir %) , HARFHED £ % 3
X v

SEND FAIL ) Pip AR K 16 B B & AR AR (41 % T AT+CIPSEND
HIAT+CIPSENDEX £4>)

SET OK URL B2 This'® (4 %FAT+HTTPURLCFG £y4)

+<Command Name>:. . .

FEANTIE AT Gy A BEEER

« ESP-AT jH Bl (F:3h)

ESP-AT 24t i R 40 B E PRSI R .

% 4: ESP-AT 4 B4R 45

ESP-AT iHEH &

iR

ready
busy p--

ERR CODE:<0x%08x>
Will force to restart!!!
smartconfig type:<xxx>
Smart get wifi info

+SCRD:<1length>,“<reserved data>“

smartconfig connected wifi

ESP-AT [E{4: 2 & e i

Y L%‘? I, IEFEATE E—2kand, Toikab 3T
)i 2

ANAl i 2 A R ARG

S HVEE AR R

Smartconfig 27

Smartconfig £\ 3k SSID Fil PASSWORD
ESP-Touch v2 B2 3£EB B & X

Smartconfig 52 i, ESP-AT i3] Wi-Fi

WIFI CONNECTED Wi-Fi station 2 1 jE4:5] AP
WIFI GOT IP Wi-Fi station $ 1 £ 3K IPv4 Mk
WIFI GOT IPv6 LL Wi-Fi station 3% 1 2 3R IPV6 £ E& A Hi bl
WIFI GOT IPv6 GL Wi-Fi station 3z 1 EL R IPv6 4= ikt
WIFI DISCONNECT Wi-Fi station 32 1. 5 AP Wi
+ETH_CONNECTED PAK I 422 1 BV i 4%
+ETH_GOT_IP PAK 42 1 EL AR E TPv4 it
+ETH_DISCONNECTED PAK M2 11 E W
[<conn_id>,]JCONNECT ID *f <conn_id> WM EBETE (BRI
#LF, ID 4 0)
TR
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z4-EEW
ESP-AT i 2 & 1A
[<conn_id>,]JCLOSED ID °5 <conn_id> WM GEZC K (B
HF, IDAO)

+LINK_CONN
+STA_CONNECTED: <sta_mac>
+DIST_STA_IP: <sta_mac>,<sta_ip>

+STA_DISCONNECTED: <sta_mac>

>
Recv <xxx> bytes
+IPD

e SR E

SEND Canceled

Have <xxx> Connections
+QUITT

NO CERT FOUND

NO PRVT_KEY FOUND
NO CA FOUND

TCP/UDP/SSL #3415 .

station &% 23] ESP-AT 11 Wi-Fi softAP $2 [
ESP-AT [ Wi-Fi softAP $% [7145 station 4)-Fit. IP
Huhk

station 55 ESP-AT [ Wi-Fi softAP 322 I [ % 4%
W

ESP-AT IEXESEAF i A

ESP-AT M i &im IH E42ICE] <xxx> F7
ESP-AT fEJEZEME AT, SU®Ik 3 M4
i, ALATHHEEMK:

- = AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #J Hl: +1PD,
<length>

- R’ AT+CIPMUX=1,

AT+CIPRECVTYPE=<link_id>,1, T
FJ: +IPD, <link_id>, <length>

-1 B AT+CIPMUX=0,
AT+CIPRECVTYPE=0, AT+CIPDINFO=0,
fTHI: +IPD, <length>:<data>

-t 2 AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ H: +IPD,
<link_id>, <length>:<data>

-1 ;A AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, ¥T  Bl: +1IPD,

<length>, <"remote_ip">,
<remote_port>:<data>

- n R AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

FJ: +1IPD, <link_id>,
<length>, <"remote_ip">,
<remote_port>:<data>
H P link_id F j# # ID, length
B K B, remote_ip O it i IP M hE,
remote_port NIt IS, data NHIE.
R MK 2 SSL RN, TEgshE i
N (AT+CIPRECVTYPE=1), AT 34 [ [0 & 1Y
length AJREANSEFR AT 2Ry SSL Bds K BEA —
. HR AT 2455k ] SSL 2] 1) FE K
FE, W2R SSL Z W BEMEHEE N 0, AT ik
Wl 15 2 TS B B
ESP-AT 7EZ BT, CUFK A M 488
R
BUHTE Wi-Fi 58 55 4 X T AR
T Ik BI e 55 e ) e KT HE R
ESP-AT B+ Wi-Fi £ 1542 X,
T B 58 53 XA H B A R gk
1 H € o3 X AR 403 R FAEH
T H € o KPR B A R CA GIE

ZTm
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R4-#LW

ESP-AT HEHE

WiAA

+TIME_UPDATED

+MQTTCONNECTED
+MQTTDISCONNECTED
+MQTTSUBRECV
+MQTTPUB:FAIL
+MQTTPUB:OK
+BLECONN
+BLEDISCONN

+READ

+WRITE

+NOTIFY

+INDICATE
+BLESECNTFYKEY
+BLESECREQ:<conn_index>
+BLEAUTHCMPL:<conn_index>,<enc_result>
+BLUFIDATA :<len>,<data>

+WS_DISCONNECTED:<link_id>
+WS_CONNECTED:<link_id>
+WS_DATA <link_id>,<data_len>,<data>

+WS_CLOSED:<link_id>
+BLESCANDONE
+BLESECKEYREQ:<conn_index>

RN E 3 JAE K iEAT+CIPSNTPCEG fiy
SRR ERAEERG, REM SNTP [R5 4 3k
BEGHETE, A SFTEIIEE

MQTT B i%$#23 broker

MQTT 5 broker & Wi FFi%E#:

MQTT & M broker i 2| % 3E

MQTT A58 R K

MQTT & A58 58

Bluetooth LE &R #57.

Bluetooth LE %432 £ Wr -

i3 Bluetooth LE 7322547 S B4/

4 Bluetooth LE #4755 A #4E

3k B Bluetooth LE %321 notification

5k B Bluetooth LE #4211 indication

Bluetooth LE SMP %%4H

515k B Bluetooth LE &4 ¥ il % Bk i 3K
Bluetooth LE SMP it % 5¢ 3§

ESP 15 45 i3 T HLim A 35 1) BluFi i - B &
%422 ID A <link_id> 1Y) WebSocket %32 £ Wi I
%32 ID 4 <link_id> 1) WebSocket #%32: £ #3257
%42 ID A <link_id> [ WebSocket %42 Ui 2 %%
b

4% ID °f <link_id> [/ WebSocket #3222 [
EREL ST

Xt £ B2 Z RO X =K, ESP 348 ] AR A%
HT

3.16 AT Hi&

WA ik A o B A IREXT I A, ESP-AT &4 E R HEGE, BV P T ESP-AT (¥
BAPIRAS. EWnlpAe A AR A EE, UEEEZHAMHEEER. Frslh 730 Wi H &G
JSEIPIVATAEE
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2% 5: ESP-AT Hi

AT BE 15 AR
at-common: write dlen:0 AT 14 DR RX U2 AETr08chs , 8 i X 24y

PFEEHZN\0 F5F. R UART F1 MCU
WeE, HKAE:
« ESP32-C6 ) UART RX 5| Jiil /& 75 1F ff % 322
3| MCU 1 TX 5|}
* MCU &% %3k T 3k AT fp 248 X4
* MCU E G IEHICE T UART AR, K
(A A I VAN & 57 8 AN T
« MCU [ GND 275 IF i %4 5 ESP32-C6 [
GND 5|

at-init: at param mode: <mode> AT YR BT S EB
o 0: ILBEL
* 1 i} mfg_nvs 43X BT S48
e 2: ffiff] factory_param 43 [X B {344

at-init: v4.1.0.0 (<src>) AT [T SO R0 7 [ 424 A S R 5

at-wifi: negotiated phy mode: <phy_mode> Wi-Fi Station JE#: 5] AP 47T PHY £z
* 0: Low Rate

11b

l1g

11a

HT20

HT40

HE20

VHT20

e o o o o o o
N O R W -

at-wifi: wifi disconnected, rc:<reason_code> Wi-Fi station W32 5 RS

at-wifi: wifi recon- Wi-Fi station IF{F B4 %] AP

nect..(<index>/<total_count>)

at-net: unknown host: <hostname> ToEfRAT 4144 <hostname>, i A DNS &% B
7RI 2% 742

at-net: send failed, s:<send_len> r:i<ret_len> KIEFAR R, KILEKEH <send_len>, 5Lfn
R JE N <ret_len>., HEMKER.

at-net: link is changed AT {ER R S5 A50, FEBIR AR SRR, % i
E2 30 (DA =T N OE- 9 by )i e
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Chapter 4

AT iy % 7l

4.1 AT il bz {15 S Sl B

s BRRGIHE L8, KA HTTP &% T R4k

411 FHRSENSAIE, S HTTP &1 b Rhe

ARGIPA R 38— PNG #& 2089 B R SC ), B R824 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

[AT+RESTORE }

M .

[ox )
2. #%E Wi-Fi £t station.
fird:

[AT+CWMODE=1 }
M .
o ]

3. e A

[AT+CWJAP="eSpreSSif","1234567890" }
M K -

WIFI CONNECTED
WIFI GOT IP

OK

191


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

[AT+SYSMSGFILTERCFG:1,18,3 }

i Y«

OK

>

BERHIA ©+HTTPCGET: [0-91*, (3518 F45) M \r\ns (353 547, Hobt \r\n XHR; ASCI
AT AIE 4, Bi: OD OA). Wik :

[ox )
AR
e "+HTTPCGET: [0-9]*, ALFRIEN IR, F/RVLELPA +HTTPCGET : H3k, RKIRE —H %L
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. %‘%ﬁ%?ﬁﬁﬁ?ﬁ%&:: T B # e N OK R G0 HL .
? N

[AT+SYSMSGFILTERCFG=1, 0,7 }
N . :

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

(ox 1
PiHH -
* \r\nOK\r\n$ HEIIEMFAEF, FIRVLEPA \r\nOK\r\n RN T .
6. BEHASZEELE

[AT+SYSMSGFILTER=1 J
i . <
[ox J
K
* HRMARGH R, a4 S8
7. R
[ATEO ]
M B -
& )
8. MEkE A

THEE R, BCEARINEICGAT RN 2048 547, MZEHEINTA 5000 2£ 70 (VERL: MAGERIN AN 2 iy
LI, BLARRY S YA EINEAT EESE 5 AR BNCE MRS5S R, WP 4% R . TR
E‘JW%%?%DP, UNSRAF PR RERN — R S5 SR am O Rt , WA & KPR 25 5, X P RS 2k &
HIFR ) .
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-
AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
—2048,2048,5000

Nl . <

// WAL, MCU % % £ # 0 3| &/ https://www.espressif.com/sites/default/files/
—home/hardware.png & H X K .

iE‘EEﬁi
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. THkRIIER
frd:

[AT+SYSMSGFILTERCFG=0 }

M B :

(ox J
10. 25 RS0 E g
‘DLE/\

[AT+SYSMSGFILTER=O J

i B <

o )
1L JFJE R 2

[ATEZL }

M B -

& )

4.2 TCP-IP AT 754

AT A2 AE ESP32-C6 B 5 BindTTCP/IP AT 4 % v 2 A7~ Bl o

o ESP32-C6 % &HEH TCP % P o3t 5 % ik 1

o ESP32-C6 5445 TCPIR %Rk 5 %i%53E

o 3% [P Wkt Fosy 0 ) € 44 UDP i@ fz

o 3% [P ¥k Fesn 0 5T oy UDP il {3

o ESP32-C6 & &1Fh SSL % P 5% 3k 5 ik 4%

o ESP32-C6 & &1 SSL R 4Bk %i4E3x

o ESP32-C6 i% &1E# SSL %FJM\%;LXX@i}\iJEﬁ?—i%i%

o ESP32-C6 1% &5 SSL MR 45 3% 5 SGINGE % % 3%

 ESP32-C6 % %1% h TCP %\F«% w3 Pikds, I UART Wi-Fi & 1%
o ESP32-C6 % &1E#4 TCP IR %%, 53 UART Wi-Fi & 1%

o ESP32-C6 i% %1k % softAP {& UDP %4 ¥ 5231, UART Wi-Fi i% 1%

o ESP32-C6 % & R B A IENMAL X T 09 B4 F 4495

o ESP32-C6 % &-F & mDNS sh 4%, PC il itk &i5325)i% %09 TCP IR %%

4.2.1 ESP32-C6 551 h TCP %5yt vr P £

1. 8 Wi-Fi i34 station,
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[AT+CWMODE=1 }

i

& )
2. EPEFIE

[AT+CWJAP:"espressif","1234567890" ]

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o T4 A SSID %55 ml BRI iRy S H AR . 5 150 B 251 26 FR #4517 SSID F1%515 .
3. #rifi ESP32-C6 4% 1P Mtk
e

[AT+CIPSTA? }
M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
K
o WA BE S Bk A AT

4. PC & ESP32-C6 &% £ [l — A i .

AEPC _EAf 25538 T2, 81—~ TCP iR 45 %5 . 15110 TCP AR 45 % TP #itht >l 192.168.3.102,

Wik 8080,
5. ESP32-C6 &£ 1F N7 Fimid ik TCP #4238 TCP iR 528, R4 1P #ubikly 192.168.3.102,

124 8080,

iy 4

[AT+CIPSTART="TCP","192.168.3.102",8080 }

M B -

CONNECT

OK

6. Kk 4 FHAE.

[AT+CIPSEND:4 J
N . :

OK

>
A4 AR, Bl ARG test, ZJa AT KA AT AR

-
Recv 4 bytes

(T
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B F50)
lSEND OK
A :
o AEIAMFENEHEE AT+CIPSEND Mg K E (n), MARSELSMY busy p. .., HK

EEHRET 0 NFAT, RESEUEI L. SEND OK.,
7. R0 4 FATEE .
fEisE TCP IR 5525 ik 4 P REdE (BN test), MAGZSIR:

[+IPD,4:test

4.2.2 ESP32-C6 551k TCP 55254t v 2 &4

24 ESP32-C6 i TCP JiR55 #eit, AUETAT+CIPMUX=1 fiy - fREL B, P wl e 24> TCP

P F) ESP32-C6 L4 .

PATR /2 ESP32-C6 #5512 softAP 57 TCP iz 55 #w 7Rl Unije ESP32-C6 i #rl4 station, W[7EiE

I P A5 e 1 TR R R YRS R 5

1. %% Wi-Fi 3t softAP.,
firde:

[AT+CWMODE=2

g B«

[OK

2. (EREZ TR .

fir s

[AT+CIPMUX=1

MM B <

[OK

3. X H softAP,

[AT+CWSAP="ESP32_SOftAP","1234567890",5,3

M B«

[OK

4. T3] softAP (5 H.,
e

[AT+CIPAP?

M B <

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

R
o AR L RT AES A AR AR ]
5. 57 TCP 55+, BikumI1h 333,
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[AT+CIPSERVER=1 J

i B <

& J

6. PC jER:%| ESP32-C6 1% 511 softAP,

Wi-Fi: Looking for Networks...

Turn Wi-Fi Off

v ESP32_SOFTAP a =
360WIiFi-C403 8 =
AC750 a =
aobrmtWGGx 8 =
ASUS_AC1200 8 =
ASUS_AC1200_5G 8 =

7. £ PC AT M4 T B TCP %7, 453 ESP32-C6 & @i TCP R 55 -
8. KK 4 FATEUREI M 45 R ID O 0 f5ER% L

i

[AT+CIPSEND=O,4 ]

i . <

e

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

AR
o A ARFETEH L AT+CIPSEND M ERKEE (n), MRS SN busy p. .., kA
EHHEET 0 ANFAY, KESERUGIR. SEND OK.,
9. MIMZEIESRE ID 0 f4%Rs il 4 745
e TCP k528 4% 4 AT EE (Bdih test), MARGESHFIR:

[+IPD,O,4:test

10. 4P TCP #:3%,
i

[AT+CIPCLOSE=O }

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
iy

[AT+CWMODE:l ]

i . <

Lox J
2. HEHE| B

[AT+CWJAP:"espressif","1234567890" ]

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Fxifi] ESP32-C6 4% IP Mtk
e
[AT+CIPSTA? }

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

K
o A ZE R T g 5 _LaRm by AN ]
4. PC 5 ESP32-C6 %45 5 7] — B HH -
1E PC i M &I T2, G1#—4 UDP f£4. 40 PC 1 IP #uik>ly 192.168.3.102, N
#8080,
5. ffife2 .

[AT+CIPMUX=1 J

i B <

[ox )
6. A7 UDP &4, 404 ER: ID 2 4, Jofe IP Hihkh 192.168.3.102, ik 8080, 4
Mg 1ok 1112, BEECh 0.

¥ AT+CIPSTART i@ MS 4 mode Yeig T UDP i {5 At IP Motk Flg @45 [l g . A S5
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

[AT+CIPSTART:4,"UDP","192.168.3.102",8080,1112,0 ]
Nl . -
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4, CONNECT
OK
LR
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
T o

+ 1112 >}y ESP32-C6 #4511 UDP At [1, #0] JATIRE, WA RE N FEHLE .
* 0 /i UDP iz IP Huhb Al 2 B2 ), AREE. il 544 PC g T UDP iglf
HL[A] ESP32-C6 & 43 11 1112 K 3%850dE , ESP32-C6 #4739k 23210k ok [ UDP 11 1112 fil%k
P, WA AT 4 AT+CIPSEND=4, X, 2B NSk EB | —6 PC g, (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATER R M 41482 1D K 4 fOBER L.

[AT+CIPSEND:4,7

i .«

-

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

-
Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
BRI T 0 AFAT, KESERUS MM, SEND OK.,
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

[+IPD,4,4:test

9. KMIMHEES ID Hy 4 (1) UDP 8

[AT+CIPCLOSE:4

Nl i <

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi £ A station,

[AT+CWMODE:1

M .

[OK

2. FEHEIH
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[AT+CWJAP="eSpreSSif","1234567890" J
N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK
o 55 K SSID A5 AD i HERR i ar & T YA o 3950 A 1% b 4% 1 SSID RIS«
3. #rif] ESP32-C6 545 IP Hudit.

[AT+CIPSTA? }

M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

AR
o WP EIE R RE 5 iR A R R
4. PC 5 ESP32-C6 &% 45 15 [7]— AN i
TPCL{Eﬂm%ﬂﬁtim Al 72—~ UDP {& 45, BN IP #ulikfy 192.168.3.102, #i04 8080,
5. fRERIES:,
e

[AT‘FCIPMUX:O }
M B -
[ox )

6. )% UDP {%45. i IP #idil2l 192.168.3.102, i 1% 8080, AsHiugi1h 1112, B h
2,

s
[AT+CIPSTART="UDP", "192.168.3.102",8080,1112, 2 }
i B«

CONNECT

OK
LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP
B E .
e 1112 >4 ESP32-C6 ¥t £51) UDP AHbigg 11, 0] BATE, WA BEE W REALE .
e 2 FRY47] UDP {£5i 857 5, UDP &%ﬁuﬂ_: nuﬂﬁﬁkAEEﬁt UDP & ()i i 5 5 2> H 8l 5
R it — k5 ESP32-C6 15 7% UDP 3l {5 19 2 v 1P Mk Fl g 17
7. Kk 4 FATEE .
i

[AT+CIPSEND=4 }
Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
A :
o EEIAMTF R H N AT+CIPSEND AR ENKE (n), MAGE LW busy p..., HE

ERAERET 0 N, RIRSENJS LY. SEND OK.
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
kG 124 1000,
% UDP f2h How UDP i, HSRF8 X7 IP Bk Al 01 BT,
s

[AT+CIPSEND:4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

-
Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

[+IPD,4:test

10. 354 UDP %45,
i

[AT+CIPCLOSE

N . :

CLOSED

OK

4.2.5 ESP32-C6 V#5180 SSL %%yt v Yl g

1. &%E Wi-Fi #3} station,

[AT+CWMODE=1

i . <

[OK

2. BERER| A

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

(BET D
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"

PR :
o fk AR SSID FI 9 m GEER iRy & R AYANTR] . 1 F 450 %t 2 Y SSID Fl% 65 .
3. Frifi ESP32-C6 4% IP Mtk
i

[AT‘FCIPSTA? }
M B -

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

(B L)

OK
WA :
o RYAIRAIR AT RE S Bk i A AN ]
4. PC & ESP32-C6 &4 4z [ — N H i
5. 7E PC i [} OpenSSL x4, @]~ SSL [k 55 #% - B 40 SSL [ 4551 TP itk 4y 192.168.3.102,
U1 8070,
openssl s_server —-cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

i R ©
[ACCEPT }

6. ESP32-C6 %45V N & Fusimad SSL #4225 SSL Ik45r#%, NRS#5 1P #bhdikoly 192.168.3.102,
124 8070,
i

[AT+CIPSTART="SSL","192.168.3.102",8070 J
Mg |3«

CONNECT

OK

7. Kk 4 TR

[AT+CIPSEND=4 J

i B -

OK

>
4R, Bl ARG test, ZJa AT FaRH AT EE.

P
Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEPER BT 0 NFAT, KR SEMJS L. SEND OK.,
8. I 4 FHTEE
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fBise TCP i 5548 Kok 4 Tl (Bdiih test), MAGRLIR:

[+IPD,4:test

4.2.6 ESP32-C6 %41 SSL IR 45 28 4t o 2 Wit
24 ESP32-C6 #7510 SSL R 454}, WA AT+CIPMUX =1 iy (HRE 2 158, B MW REA 2K
e e E) ESP32-C6 1345

PAF A& ESP32-C6 145 1E A softAP 5y, SSL 4545 i/nfiil; /@& ESP32-C6 i £ M station, WJ7ETERE
B HAYE, S RATRGIh R @Rz SSL RS54 A K AP BR
1. &8 Wi-Fi 83 softAP,
e

[AT+CWMODE=2

i B«

[OK

2. (EREZ TR .

[AT+CIPMUX=1

M B -

[OK

3. Jil# ESP32-C6 softAP,
i

[AT+CWSAP:"ESP32_softAP", "1234567890",5, 3

i . -

[OK

4. £ softAP {5 H.,
e

[AT+CIPAP?

i . <

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

[AT+CIPSERVER=1 , 8070, "SSL"

iy B«

[OK

6. PC %] ESP32-C6 %1 softAP,
7. #£ PC LAfi/H] OpenSSL fiy%-, A —~ SSL % i, 4% ESP32-C6 Be# I #Y SSL IR 5545 -

Espressif Systems 202 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 4. AT #y2 R

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

[openssl s_client -host 192.168.4.1 -port 8070

ESP32-C6 % £ _F I Y -

[CONNECT ]

8. KK 4 FATEUREI M 4R ID Oy O fEERK

[AT+CIPSEND=O,4

M .

r

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

AR
o FEIAMETEHEN AT+CIPSEND M K (n), MRS busy p. .., Kk
RO ET 0 DAY, RIRSEMG LY. SEND OK.
9. MM %S ID A 0 F4ERE L3I 4 358
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

[+IPD,0,4:test

10. %P SSL #:#%,
e

[AT+CIPCLOSE=O

M .

0, CLOSED

OK
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4.2.7 ESP32-C6 %1k SSL %8 sl vr AUn N F PR YE

AR B BRIE 152 ESP-AT HRERIARYIESS, il A A 2 AYIES:

o BMAE CR SSL & P iEAS, WARYE Lo T 27 PKI B E SR HERIARYIES -
o BMAECH SSL ARG #HIESS, WA CHNIER AR MR SSL RS54k

1. 8 Wi-Fi 884 station.
s

[AT+CWMODE21 ]

N . :

[OK

2. HeEE B .
e

[AT+CWJAP="espressif","1234567890"

iy B«

WIFI CONNECTED
WIFI GOT IP

OK

P -
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. ¥EHE SNTP %545

s

[AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

[OK

iR
o TR PARTE A C B KW X3S SNTP [lR%5#%
4. #%if) SNTP B[] .
e

[AT+CIPSNTPTIME?

M .

{+CIPSNTPTIME:MOH Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C6 #54% IP Hutl,
i

[AT+CIPSTA?

i . <

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
PAE
o EHYAISER AT RS _Ead R WY H B AN o
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6. PC 5 ESP32-C6 X 451ER: [l —/ % H «

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
i 14 8070,
iy
openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/

—customized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C6 i&45_E Iy iy :
[ACCEPT }

LR
o 1A W BYIE AR T DRSS VR B IE A B TR
8. ESP32-C6 1 4%i% B SSL & it A A B & o
A
[AT+CIPSSLCCONF=3, 0,0 J

i . <

[ox )
9. ESP32-C6 % 451E- % Frimidid SSL 43| SSL AR %48, IR&EG#: IP Hihik-h 192.168.3.102,
14 8070,

[AT+CIPSTART:"SSL","192.168.3.102",8070 }

Nl i <

CONNECT

OK

10. K% 4 T8

[AT+CIPSEND=4 J

M . <
e 3

OK

B4 FRE, Bl ARG test, ZJ5 AT Rk AT R R

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
ik TCP i d5#% &3k 4 R8s (Bdlih test), MARG SR

[+IPD,4:test J
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4.2.8 ESP32-C6 x5 1E 4 SSL IR 55 s S MU A UE 2 ¥+

24 ESP32-C6 By SSL AR S5 Ay, WAl L AT+CIPMUX=1 fy - fREL 4L, AR BEA Z 1%

U3 ESP32-C6 15 4% -

PATR S ESP32-C6 i at /A station 57, SSL AR 55 &7 Bl 4R jg ESP32-C6 s/ softAP, W[ &%

ESP32-C6 W &MEH SSL M4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

[AT+CWMODE=1

M B <

[OK

2. FEREFIH S

[AT+CWJAP="espressif","1234567890"

M B <

WIFI CONNECTED
WIFI GOT IP

OK

K

o {5k AR SSID FIEERS T REER i iy AR IR] o 33 68 A B h 5 SSID FEERY .

3. Frifi ESP32-C6 4% 1P Mtk
e

[AT+CIPSTA?

M B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PERA:
o BHENETR TS LR AR .
4. (EREZ .

[AT+CIPMUX=1

M .

[OK

5. 757 SSL k4548, Ik 8070,

e

[AT+CIPSERVER=1, 8070, "SSL", 1

M .

[OK

6. PC 5 ESP32-C6 %45 Al — Mg .

7. 1£ PC L f#i /il OpenSSL x4, Q#—4> SSL % )i, ¥E4%3] ESP32-C6 #6214 SSL ik 5548«

iy
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 -port 8070

ESP32-C6 1545 b [ I«
[0 , CONNECT }

8. Kik 4 FATHIR B ML ERE ID Sy 0 fEERK F.

[AT+CIPSEND=O, 4 }
B

OK

>
4R, Bl ARG test, ZJa AT F&AH AT R

-
Recv 4 bytes

SEND OK

AR
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. ML ID ok O AO4ERE 3L 4 358 .
ik SSL 45 %8 & 1% 4 FrEds (Bdih test), MRGSHIR:

[+IPD,O,4:test }

10. 4P SSL 4%,
s

[AT+CIPCLOSE=O }

N . :

J
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0, CLOSED

OK

1. 0] SSL %53
EEY

[AT+CIPSERVER=O

N . :

[OK

4.2.9 ESP32-C6 ¥#51E:k TCP % )yhiis, fevr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

[AT+CWMODE=1

Nl . <

[OK

2. FEEFIH b

[AT+CWJAP="espressif","1234567890" ]

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi] ESP32-C6 445 IP Mtk
i

[AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

K
o ARSI AT BE S _Eadkmm B H AR
4. PC 5 ESP32-C6 & #5 R H Al — N il
16 PC Eff M 28 i TR, A4 TCP k55 4%, B0 IP Hikk>h 192.168.3.102, HGHH
8080,
5. BESP32-C6 #4516 % Fugimad TCP %23 TCP iR55#%, RS#5 IP #uhikoh 192.168.3.102, &
14 8080,

[AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. A UART Wi-Fi i 5350 X,
i

[AT+CIPMODE=1 }

iy R«

(o }
7. A UART Wi-Fi i 1848 X, I Sk 8idia
RS

[AT‘FCIPSEND }
i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

W ] +++ AR A AR, MERE AR X, I TCP HEA R A . it m] DA
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,
s

[AT+CIPMODE=O ]

M B <

& J
10. x4 TCP j&E#z,
ke

[AT+CIPCLOSE ]

i B <

CLOSED

OK

4.2.10 ESP32-C6 75 1i:h TCP JIi552%, 2B UART Wi-Fi E{4

1. %8 Wi-Fi £ 4 station,
s

[AT+CWMODE:1 ]

i .«

[ox 1
2. R o 25

s
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[AT+CWJAP="eSpressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

[AT+CIPMUX:1

M .

[OK

AR
o TCP 55 # W iHE £ U A BT
4. BEE TCP MR 554t KIEHECH 1.
i

[AT+CIPSERVERMAXCONN=1

i B«

(ox

PLIA -
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

[AT+CIPSERVER:1,8080

Nl i«

[OK

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C6 1545 IP Huhk,
i

[AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

A
o ISR T B bk B R [A]
7. PC i#$:%| ESP32-C6 TCP IR %544,
PC 5 ESP32-C6 &£ 4% 3 [A]— P i
1 PC A M TR, 81— TCP % P, %#:%] ESP32-C6 1) TCP JiR55#%. Huhl
192.168.3.112, WEIO4 8080,
AT W) :
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[O,CONNECT

8. #EA UART Wi-Fi i #5300 48 X,
fir s

[AT+CIPMODE=1

i B <

[OK

9. #EA UART Wi-Fi i (542X I K5t

[AT+CIPSEND

i B -

OK

>

10. 45 1k Ak Kol

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b

WIHHELE =A +. EENHESHMGER L ERX] +++.

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

[AT+CIPMODE=O

M .

[OK

12. 404 TCP ##2,
i

[AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C6 %7514 softAP 11 UDP {4z UART Wi-Fi i (%

1. 8 Wi-Fi 83 softAP,

[AT+CWMODE=2

M B -

[OK

2. B SoftAP,
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[AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

[OK

3. PC %43 ESP32-C6 1451 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32-C6 55 PC XiJ 1 iy I 757 [i6] 5 X g [P ik A1 1 (1) UDP %45 . oA IP Mkt ok 192.168.4.2,

WLk 2 8080, AHLlg N 2233, AN 0.

[AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

W i

CONNECT

OK

6. #E A UART Wi-Fi i 32045 X,

[AT+CIPMODE=1

M .

[OK

7. JEA UART Wi-Fi i 542 X I Sk il .

[AT+CIPSEND

M .

OK

>

8. fE Ik KRB
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PG FOR BRI AR, AP AR — B +++, MRS SR EL Ak . B 25
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
WHIAESR =4 +. HENGESH[IEREEARX] +++,

g ]+ AR A AR, BIFE E AR, M TCP B R A AL G nT AR

AT+CIPSEND il ke HA% .

9. iBH UART Wi-Fi #4042 X .
sk

[AT+CIPMODE=O

M .

[OK

10. 4P TCP #:#2,
e

[AT+CIPCLOSE

iy B«

CLOSED

OK

4.2.12 ESP32-C6 453Kk a2 ok X T 42 80
i B U R 45 5508 9 B MCU ok R JACSERT , ATPAS 2 %, (Bt sh it

1. %8 Wi-Fi £ A station,

[AT+CWMODE=1

M B :

[OK

2. HEHEIF .
Y

[AT+CWJAP="eSpressif","1234567890"

i B«

WIFI CONNECTED
WIFI GOT IP

OK

PEHA:

o AR SSID FEE R T AEER ik a4 P YA .

3. #rifi ESP32-C6 4% IP Rtk
e

0 o 2310 SSID IS

[AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

(T
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(B L)

OK

B
o ERYEMEERTRES Lok B2 h AN o
4. PC 5 ESP32-C6 ¥ # 1 4H2 [d] — A~ i .
£ PC b W 281 T A, B —A> TCP [l 55445 . B4 TCP Ik 54119 TP Hiidik 4y 192. 168.3. 102,
i1k 8080,
5. ESP32-C6 /A% Pl TCP ERF] TCP Mizs5 4, M5 IP il 192.168.3.102, i
F°4 8080,
i

[AT+CIPSTART="TCP","192.168.3.102",8080

Mg B -

CONNECT

OK

6. ESP32-C6 i #ris B e O piah i

iy

[AT+CIPRECVTYPE:1

Nl B <

[OK

7. TCP 5o K1k 4 FHnEds (Bdlih test).
i
e WBf & & +1PD, 4, WHRGFLEFZIE RS S 26 0BE +1PD,, FH A
StAT+CIPRECVTYPE i BHEA) «
8. ESP32-C6 ¥ s A ify g i Wi~ B3 A i K

[AT+CIPRECVLEN?

i B <

+CIPRECVLEN: 4
OK

9. ESP32-C6 A& R MU sh Bt i =27 Al

[AT+CIPRECVDATA:4

M .

{+CIPRECVDATA:4,teSt
OK

4.2.13 ESP32-C6 Bx#yJF ki mDNS Jjiig, PC il i+ 2l e TCP IR 5535

1. 8 Wi-Fi £i34 station.

[AT+CWMODE:l ]

i <
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[OK

2. EEFIH A

iy

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o %A SSID A1 AT fER Bk P AN IE] o i R0 2K B AR SSID FEE i .
3. PC 5 ESP32-C6 WA iE# R — Mg i
HATEFR—A M, PC A fig &3 ESP32-C6 1% 4.
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

[sudo avahi-browse -a -r

5. ESP32-C6 %4571 2 mDNS FhfE.
e

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp", 2, "product", "my__
—printer", "firmware_version","AT-V3.4.1.0"

M B -

[OK

Vi :
o W4T e mDNS Ujhg, R TR LHIAFN ny_instance, IRFSERH _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (AIHEAI) PC % B ESP32-C6 %845 .
PC i) avahi-browse T HAER:

-

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX..
—~Printer local
hostname = [espressif.local]
address = [192.168.200.90]
port = [35]
txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
.
AR

o AR, HERTHAE ESP32-C6 #4511 mDNS I B 1IEH .
7. ESP32-C6 &4 flifie £ 1%4% .
e

[AT+CIPMUX:1

M .

[OK

8. ESP32-C6 i&#51F >/ TCP k%78, umldH 35,
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[AT+CIPSERVER=1, 35 }
i B«
& ?

9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4
3| ESP32-C6 #4511 TCP il %%

[nc espressif.local 35 ]
ESP32-C6 £ I ¥ :

[0, CONNECT }
AR

o EREST NG, PC HI ESP32-C6 ¥ #% [a]57 B ] PAEATRCRAL #
10. ESP32-C6 $£4% 3= mDNS g,
iR

[AT+MDNS=O }
i B -
(ox )

P :
* M) mDNS IERE—EREE_ BB R TIFE.

4.3 Bluetooth LE AT 74

RIS F2 2 4 Bluetooth® Low Energy AT 474 % WMk, 4R BHE ESP32-C6 i Lizmfrix ey s
IR R 11

o

* Bluetooth LE % F 3%1% 5 IR %45 1214

* Bluetooth LE % 3% /0 %%

o A ESP32-C6 Fr X MR Z W 3 5 SPP 4 4%, VAR f& UART-Bluetooth LE i 1542 X, F 154 238
o ESP32-C6 5 FHust 55 SPP i%4%, vAB {E UART-Bluetooth LE i% 15 42 X, F 15 4 445

o ESP32-C6 #o5#LZ 17) 3% 5 Bluetooth LE % 35 F B xf

4.3.1 T4t

ESP-AT 47/ 3% £ Bluetooth LE 4.2 iU IE, A< 304 348 {E ] T Bluetooth LE protocol 4.2 {p
WG, HS% 20H0E 42 SRECEZ(EE .

Bluetooth LE il 24y

Bluetooth LE 104k M T 2 _E4- ML )ZZ,: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

* PHY: PHY JZ ERMITHEYBL(EIE L ARMIEZNE R . Bluetooth LE i} 40 MHHI{EIE. M
JEFE : 2402 MHz | 2480 MHz,
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o LL: LL)ZFEATTOE . BB e (DA, WRFRE, BAIHXMEESL), LS
B2 (B YRS M S E B . EE T 2R T 4. 8. B/, A
#HE. CEELMPRESZ —.

« HCI: HCIJZ [ EAUAEE H g2t — MrE i 0 . %2 T AR E AP T SEPR ek & F 6 {4 1
UART. SPI. USB J#%EfHl.

* L2CAP: L2CAP JZ e AR 2 [0 22 e BRSPS e . o BOR S 4 4524 o

o ATT: ATT 2L T B MR 554 Fl g % i 2 [ R SR SIS ATT % g ] ATT AR 45 i & 3%
e RN . ATT R 55 i n] 2 F i A 3K L Sl FIFNFE 7

e SMP: SMP 2 T4 Wi B0 B354 . SMP A& BN 235 55 5H N Sy SR G R774i , FF 3R
B BER AL IR FE LR f AT A B RS B .

* GATT: GATT EHR/REMNRSS AP @R P un i DI 6e . % B E SO T E R 4548
MRS . FHEFEMEZ RS . ZZ R T A8, 2L B AMIERIRS R ERE D .

o GAP: GAP ECERFTA W 5450 FH Y E AT 68, B0t sy . BIsCRI Y, F R Ay e v SO0 i
MTFHAET . GAP IRFFEIFERA LM, HEEHEX. L4, HH%l. KPR &8 .

Bluetooth LE fj {a, %14

1t Bluetooth LE WS AN R Y2 A A B A (ki 0o 3k 28 (X 7 HANEE N o

o LL: WAAAPARI N EHA KA, MBS 3G, TALRT DAL IR
e GAP: EXT AFMEEfat: JEE. WEL. SAEEEM FOEE.
o GATT: WA AG R RE3u Ml & F 3

R
o ARRYHHEIARR Bluetooth LE fR43fl Bluetooth LE & P 3g#liiZ GATT Efifh.
* 4q[, ESP-AT 37§ Bluetooth LE M4 35fll Bluetooth LE & P 3g[AlHA7LE.

* it ESP-AT #)J{k > Bluetooth LE [l 45 342 Bluetooth LE %P1y, [l Wb 4 12 A B I8 4 By
3.

GATT H 82— Mg &l , k] DUA K& —F@ A& w ey v ZE . X4 @ P 2544 9k
W, Bl RS, RS AR FEEER SN, R B R Z H T 4.

GATT R4 %A1 GATT & F3miX WP (0774 T Bluetooth LE 2 H . 2 5. GATT R4 47t g
PSR R8T, T2k B GATT & Fumi @ MEhist k. AL, fimsz, RIAEdEN—
AR GATT MR 43, VHIRIEHEA—ImFRh GATT & F 3.

4.3.2 Bluetooth LE %% yr3ii i3 G R 55 FFAEAL
PATF 78l ] B (5 FH i e ESP32-C6 FF %Az, Horfr—3eff: 4 Bluetooth LE 453w (ML 4E K Bluetooth LE fiit 45

Bffi ), 73—HRAFEA Bluetooth LE % /3 (Al Bluetooth LE % P Ui ffi () o 53X 1o 17 L i fi
JH AT iy 757 Bluetooth LE i3, 52 R # S .

¥ YEA A BHEHPLESP32-C6 Bluetooth LE A4 313k AY#RAE H S5 3YE ESP32-C6 Bluetooth LE
R4 uATEIT], DAL ESP32-C6 Bluetooth LE & & 3 3L #4E H 22 3i7E ESP32-C6 Bluetooth LE
% P AT RIA]

1. #1454 Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE ik 45 3 :
%

[AT‘FBLEINIT:Z }
iy B«

(ox
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ESP32-C6 Bluetooth LE % i :

o

[AT+BLEINIT=1

W

[OK

2. ESP32-C6 Bluetooth LE Al 55 g 3R BUE: MAC Hitil .

[AT+BLEADDR?

i B <

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

LK

o AR HIE AT RES BRSO, ISR

1. ESP32-C6 Bluetooth LE JIf 4 % FIR 4545 4F

i

[AT+BLEGATTSCHAR?

Wi K7 -
(+BLEGATTSCHAR:"char",1,1,0XCBO0,0XO2
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305, 0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char", 2,1, 0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C6 Bluetooth LE R 55 JF 46 #%, Z ) ESP32-C6 Bluetooth LE % i T 46348 H H R4k 3

g,

ESP32-C6 Bluetooth LE HZ 45 i :

[AT+BLEADVSTART

N . :

[OK

ESP32-C6 Bluetooth LE % i :

[AT+BLESCAN21,3

M .
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OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0af£4c001005071c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0

+BLESCAN:"24:0a:c4:d6:e4

:46",-29,,,0

K

. 737 Bluetooth LE %32,

o TSR TR Rk

M7 AN TR o

ESP32-C6 Bluetooth LE % i :

[AT+BLECONN=O,"24:Oa:c4:d6:e4:46"

i B«

+BLECONN:0, "24:0a:c4:d6:e4:46"

OK

PERA:
ol AN i gl I T E

11 ESP32-C6 Bluetooth LE IR % sl .

o N Bluetooth LE #E#2 553, N4s3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o Y15% Bluetooth LE &8, M&$E/8 +BLECONN: 0, -1,

4. ESP32-C6 Bluetooth LE & F13i % Bl IR 55

fir s

[AT+BLEGATTCPRIMSRV=O

i . <

+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

K

« ESP32-C6 Bluetooth LE % P12 IR 45 (4555, 11 ESP32-C6 Bluetooth LE JIf P 325 i [ 46 11
ZERZWABRIARS (UUID: 0x1800 A1 0x1801) , X RIEH B, IEHEWM, X+ FE—RSE,
ESP32-C6 Bluetooth LE & it A 1A 1) <srv_index> {2+ T ESP32-C6 Bluetooth LE IR J i 25 i 1Y)
<srv_index> ff + 2. Bf_FiR R Bl B IR S5 0xA002, Y4 Fi7E ESP32-C6 Bluetooth LE & F1ii ¥
HIFN ) <stv_index> 2 3, QI5-7E ESP32-C6 Bluetooth LE JI 135 if AT+ BLEGATTSSRV? iy 4>
2], N <srv_index> A 1,

5. ESP32-C6 Bluetooth LE % il i SUAAFAE

Py N
Ay

[AT+BLEGATTCCHAR=O,3

iy B«
(+BLEGATTCCHAR:"char",O,3,l,OxC300,0X02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,3, 0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305, 0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

(T
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(750
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901
OK
6. ESP32-C6 Bluetooth LE 7% i 32 BL— R AE (L.
[AT+BLEGATTCRD:O, 3,1 J
i . <

+BLEGATTCRD:0, 1,0

OK
AR
o THVEE HPRFHE(E L AT B .
* N5 ESP32-C6 Bluetooth LE % i i3z BUASRAE 5 ), ESP32-C6 Bluetooth LE Rz 45 it | & 42 7
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C6 Bluetooth LE % 3 B ANFH (K .
e

[AT+BLEGZ—\TTCWR=O, 3,3, ;2 }

M B -

g > FoR AT HERIFEICE D8, BT DA AREE , ABE KR EI 28 <length> [
{EHIF, PATEABAE.

[ox ]
K
o 1 5 ESP32-C6 Bluetooth LE % 7' i 5 43 AiF 4 1A 45 il 21, ESP32-C6 Bluetooth LE fIg 45 i

M £ /R +WRITE::<conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,
8. Indicate —MEFAE{H..
ESP32-C6 Bluetooth LE % J i :

[AT+BLEGATTCWR=O, 3,7,1,2 }

Mg |3«

F79 > FrR AT WEA WU D8, BUrEsn] DU AL, MK iR 8| B340 <length> )
R, PATEAELE.

>} 7 $: ESP32-C6 Bluetooth LE IR 45 i & 3% 1 Sk e (i3 notify FREH indicate ),
ESP32-C6 Bluetooth LE % iy 5 242 Hi ] il 55 i M. % T notify JraX, FFEH AfH 0x0001,
¥F indicate HRX, FEGA(H 0x0002, FEAFIFEA 0x0002 Kffif indicate F.

[OK }
IE
* N5 ESP32-C6 Bluetooth LE % i G 4FAE i A 45 13, ESP32-C6 Bluetooth LE JR 45 i | £
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>,<len>,
<value>,
ESP32-C6 Bluetooth LE H 45 i :
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[AT+BLEGATTS IND=0,1,7,3 J

N . :

> )
55 > Fon AT ER R D50, T BmT DA ARG, 45 KIE AR B35 <length> |
B}, P47 indicate #fE.

[ox )
i :
* YN ESP32-C6 Bluetooth LE % 14221k F| indication, N &4/~ + INDICATE : <conn_index>,
<srv_index>,<char_index>, <len>, <value>,
o %P T[A—R%5, ESP32-C6 Bluetooth LE % i) <srv_index> {H %% T ESP32-C6 Bluetooth LE fiit
Frig ) <srv_index> {H + 2, X 2IEHNE.
o NPT IRSS HARREIAL R, SEPTS25 SOR e T ) s SR HIE T IR 5.

4.3.3 Bluetooth LE JJ}t 55 3% 5 IR 55 AE A

AR 7 31 [ IR J 5 B ESP32-C6 T % #ft, Horp—3eff= )y Bluetooth LE 453 (44 Bluetooth LE fii 55
S ), 75— Bluetooth LE % /i (24 Bluetooth LE % i ff () o 3X M1 o 17 W A
37 Bluetooth LE 345, PARZHZSS 355 IR S5 FHALE A A P, notify AR 55 AL -

Y LSBT PLESP32-C6 Bluetooth LE R4 3% 3L ig#/E R34 ESP32-C6 Bluetooth LE Il 4%
MHATEIT], PLESP32-C6 Bluetooth LE & & 3% I3k i #EAE H 55 34 ESP32-C6 Bluetooth LE % 1
U R AT R

1. 144k Bluetooth LE IfjfE.
ESP32-C6 Bluetooth LE 453 :

[Z—\T+BLEINIT=2 }
M B ©

[OK }
ESP32-C6 Bluetooth LE % i :

i

[AT+BLEINIT=1 ]

M B -

& )
1. ESP32-C6 Bluetooth LE Al 45 sim R BUH: MAC Hidik .

iy

[AT+BLEADDR? }

Mg o :

{HBLEADDR:"24:Oa:c4:d6:e4:46" J

OK

A :
o BARB L T RES _FRm S R R, IO RuhE, RR RS E
2. ESP32-C6 Bluetooth LE 4% ik &) #& 44
iRt
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[AT+BLEADVPARAM=50, 50,0,0,7,0,,

N . :

[OK

3. ESP32-C6 Bluetooth LE Jft 45 i i3 & 1 3E S04
e

[AT+BLEADVDATA="020lO6OAO9457370726573736966030302AO"

i

[OK

4. ESP32-C6 Bluetooth LE R4S 5t 15T 45 .

[AT+BLEADVSTART

Nl B«

[OK

1. ESP32-C6 Bluetooth LE % i 3K HUH: MAC Hitl:.
fir s

[AT+BLEADDR?

i B -

{+BLEADDR:"24:Oa:c4:03:a7:4e"
OK

Vi :
o A HAE T RE S Bk m B R R, SRl RS ER e A E .
2. ESP32-C6 Bluetooth LE % P FF 44314, 148 3 #b.
iy

[AT+BLESCAN21,3

M .

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

Vi :
o RS T S ik b R ]
3. 737 the Bluetooth LE %35,
ESP32-C6 Bluetooth LE % 3 :

[AT+BLECONN=O,"24:0a:c4:d6:e4:46“

Mg o«

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

K
o A _LiRar AR, 160 H #51 ESP32-C6 Bluetooth LE Iz 45 v ikl .
o YN Bluetooth LE &2 i), M<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 15 Bluetooth LE £ 5, W< R +BLECONN: 0, -1,

ESP32-C6 Bluetooth LE H} 45-¥i :
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=

__/?\:

[AT+BLECONN=O,"24:Oa:c4:03:a7:4e"

M K/ :

+BLECONN:0, "24:0a:c4:03:a7:4e"

OK

BERA -

o I A _bBREr AT, 15 431 ESP32-C6 Bluetooth LE & P il .

o 41 5 Bluetooth LE % 22 i B, N &4 /R oK, KN4 # /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o R Bluetooth LE ZE#24, N£3E/8 ERROR, A< /R +BLECONN:0, -1,

1. ESP32-C6 Bluetooth LE % F-' it v i) A< Hi IR 45

iy

[AT+BLEGATTSSRV?

Mg |3

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

. ESP32-C6 Bluetooth LE %% Fifis % B A HuASHAE o

-
[AT+BLEGATTSCHAR?

iy R«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR:"char",2,1,0xC400,0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C6 Bluetooth LE R4 it % B0 % vt AR 45 o

e

[AT+BLEGATTCPRIMSRV=O

Mg .«
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+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0,2,0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1
OK

Vi :

« ESP32-C6 Bluetooth LE fI 45 5625 1) IR 45 [ 25 58, H ESP32-C6 Bluetooth LE 2% F i i) IR 45 ) 45
LW BARS (UUID: 0x1800 F1 0x1801) . 1EE AN, T [6-—k%, ESP32-C6 Bluetooth
LE R % i) i <srv_index> {H 45T ESP32-C6 Bluetooth LE 7% i 25 4] Y <srv_index> {H + 2,
man, FaRRFIREIARS 0xA002, 24 HiTE ESP32-C6 Bluetooth LE g 55 i 2514 2] H{ <srv_index>
> 3, UnHEAE ESP32-C6 Bluetooth LE AR 45 il 1 AT+ BLEGATTSSRV? fiy4-2514], N <srv_index>

H .

4. ESP32-C6 Bluetooth LE J[7 45 1 % P SR

[AT+BLEGATTCCHAR=O,3

i . <

(1BLEGATTCCHAR:"char", 0, 3, 1, 0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0, 3,3, 0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304,0x08
+BLEGATTCCHAR:"char", 0,3, 6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

. ESP32-C6 Bluetooth LE % Pt 5 B R 55 AE{H

Ve SRS BAERY IR FHIE (characteristic) 53 BRI HFFAEA -

iy

[AT+BLEGATTSSETATTR=1, 8,,1

i B -

[OK

6. ESP32-C6 Bluetooth LE R 45 it 32 AR 45 45+ 1E (8

iy

[AT+BLEGATTCRD=

0,3,8,

i B -
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+BLEGATTCRD:0, 1,9

OK

7. ESP32-C6 Bluetooth LE JIf 45 5 I 45 511
LTS EESEE L L (RS R RE PN T

i

[AT+BLEGATTCWR=O, 3,6,1,2

N . :

>

o

[:%)\24?—% 120

iy B«

(ox

AR
o N5 Bluetooth LE flk 45 i 5 Ik 55 B AE(E (3 )5, Bluetooth LE & P & 4278 +WRITE: 0, 1,
6,1,2,12,
8. ESP32-C6 Bluetooth LE % it notify AR 55 4251 (E

[Z—\T+BLEGZ—\TTSNTFY:O, 1,6,10

M .

[E)\ 1012345678907 104N F F

[OK

WA :
o f15 ESP32-C6 Bluetooth LE % J'iifi; notify iR 55 4 iF {45 IR 45 35 2, Bluetooth LE iR 45 i M) £
#78 +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE YE{: %

PATR 73 [R] iR B W e ESP32-C6 FF &t , HoH—3efE A Bluetooth LE 2455w (HLAE A Bluetooth LE 55
S ), 55—HEH Bluetooth LE % i (HAEA Bluetooth LE & Flimffi6) . XMl @R T /BRI
Bluetooth LE #:4$%.

GipAH

o fEPA R BEH DA ESP32-C6 Bluetooth LE A4 3w kA #ME H 75 34E ESP32-C6 Bluetooth LE
AR 45 5t TRIT], PAESP32-C6 Bluetooth LE & P 3#FF3Li#EfE N 22 3iYE ESP32-C6 Bluetooth
LE & A7 RIHAT

o N HE WA FEE . S0 F2nE ) R EA AT T — K IRE e .

» ESP-AT 2 FUiF40E 10 PNk

1. #1454 Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE [ 45 -
%
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[AT+BLEINIT=2

N . :

[OK

ESP32-C6 Bluetooth LE % F1jis

[AT+BLEINIT=1

i . <

[OK

2. ESP32-C6 Bluetooth LE filz 45 i #5H Bluetooth LE #iidil: .

[AT+BLEADDR?

i B <

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

LR

<1 Eop: it T Rl e VA Sl R N T R TR

1. ESP32-C6 Bluetooth LE Ji% 453t & B AR 55 45-11E

s
[AT+BLEGATTSCHAR?

N . :
r+BLEGATTSCHAR:"char",1,1,OXC300,Ox02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C6 Bluetooth LE iz 45 iR #%, 2 5 ESP32-C6 Bluetooth LE % i - ia 4 i H: HL 54k 3

i

ESP32-C6 Bluetooth LE H 45 i :

iy

[AT+BLEADVSTART

i B <
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[OK

ESP32-C6 Bluetooth LE % F1jis

iy

[AT+BLESCAN=1,3

i B <

OK

+BLESCAN:"5b:3b:6c:51:90
+BLESCAN:"c4:5b:be:93:ec

+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

:49",-87,02011a020a0c0aff4c001005071c3024dc, , 1
:66",-84,0201060303111809095647543147572d58020a03,,0

K

SRR AT AE LR .

3. 757 Bluetooth LE

JEEE 8

ESP32-C6 Bluetooth LE % i :

[AT+BLECONN=O,"24:0a:c4:d6:e4:46“

Mg |«

+BLECONN:0, "24

OK

:0a:c4:d6:ed:46"

LR

o B LRI, T 1) ESP32-C6 Bluetooth LE JIZ 55 itk .

o Y15 Bluetooth LE #E3#: %), N&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,

o f15% Bluetooth LE #3250, W£$HL/R +BLECONN: 0, -1,

4. ESP32-C6 Bluetooth LE & 13 % PR % .

s

[AT+BLEGATTCPRIMSRV:O

Nl . <

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

LR

» ESP32-C6 Bluetooth LE & i 2r i) IR 55 45 5%, H ESP32-C6 Bluetooth LE Ji P 28 i) Ak 55 14
ZERZABRARS (UUID: 0x1800 1 0x1801) , X 2 IFE# M4, EHERAM, T H—RS%,
ESP32-C6 Bluetooth LE % i v 1A /1Y) <srv_index> {H 25T ESP32-C6 Bluetooth LE A " 25 1] )
<srv_index> {H + 2. B0 _EiARBIH IR S 0xA002, 4 HifE ESP32-C6 Bluetooth LE % F i
2| <srv_index> A 3, W5RAE ESP32-C6 Bluetooth LE [l F i i@ i3 AT+ BLEGATTSSRV ? £y %>
2], N <srv_index> 4 1,

5. ESP32-C6 Bluetooth LE % F1 3 % FiUAR A .

oS

[AT+BLEGATTCCHAR:O,3

Mg i -

+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

"char",0,3,1,0xC300, 0x02
"desc",0,3,1,1,0x2901
"char",0,3,2,0xC301,0x02
"desc",0,3,2,1,0x2901

T
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+BLEGATTCCHAR

OK

L

+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
:"desc",0,3,4,1,0x2901
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

"char",0,3,3,0xC302,0x08
"desc",0,3,3,1,0x2901
"char",0,3,4,0xC303, 0x04

"char",0,3,5,0xC304, 0x08
"char",0,3,6,0xC305,0x10
"desc",0,3,6,1,0x2902
"char",0,3,7,0xC306, 0x20
"desc",0,3,7,1,0x2902
"char",0,3,8,0xC307,0x02
"desc",0,3,8,1,0x2901

(B L)

J

6. IEIMESE. XE auth_reqg i) SC_MITM_BOND, fR41#) iocap & KeyboardOnly, %&J*
Wi iocap SN KeyboardDisplay, key_size 16, init_key 5 3, rsp_key N 3.
ESP32-C6 Bluetooth LE A} 453 :

[Z—\T+BLESECPZ—\RZ—\M:13, 2,16,3,3

M .

[OK

ESP32-C6 Bluetooth LE % i :

Py N
e

[AT+BLESECPARAM=13,4,16,3,3

M B -

[OK

AR

* TEA91Hr, ESP32-C6 Bluetooth LE fiiz 45 siti4ii A B X%, ESP32-C6 Bluetooth LE % F i i 75 il

XFA .

» BESP-AT % #f Legacy Pairing fil Secure Connections BFZ T, HEEEE B
SIS . R %f it Secure Connections, NM|£ K Secure Connections

r=meE .

7. ESP32-C6 Bluetooth LE % Fif % #2255 5K

[AT+BLEENC=O,3

Mg |3«

[OK

B

44 ESP32-C6 Bluetooth LE ik 45 s il D2 I I i %3 =K, ESP32-C6 Bluetooth LE fii 45 s W £ $2 7R

+BLESECREQ: 0,

1. ESP32-C6 Bluetooth LE % 13 [a] & it % il .

[AT+BLEKEYREPLY:O,793718

M .

[OK

)

HAF XA A2 )5, 1E ESP32-C6 Bluetooth LE f[7 45 #4711 ESP32-C6 Bluetooth LE 7% Jii 247 — st}

IVAEHSE T

ESP32-C6 Bluetooth LE [t 45 :
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(+BLESECKEYTYPE :0,16
+BLESECKEYTYPE:0,1
+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE:0, 2
+BLEAUTHCMPL:0, 0

ESP32-C6 Bluetooth LE % i :
(+BLESECNTFYKEY:0,793718 )
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE: 0, 16
+BLESECKEYTYPE: 0, 1
+BLESECKEYTYPE: 0, 32
+BLEAUTHCMPL: 0, 0

A PAZ B DA +BLESECKEYTYPE =L 5 E.. {58 +BLEAUTHCMPL: 0, 0 IS &%k 0 3%
INIEE R, R 1 R R

.

4.3.5 W4~ ESP32-C6 JF kW z bl . SPP #%EH;, UL JAr UART-Bluetooth LE i {4
AP g s

PATR 7 9 [ B R i Bk ESP32-C6 JF &t , Hi—#eE R Bluetooth LE 453w ( Ak Bluetooth LE fil 55
), J3—8AEA Bluetooth LE & P (A Bluetooth LE & i fA€6,) o X AN J&om 1 . anfa
57 Bluetooth LE %32, DA #1537 i% 1% 38 {F Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE % /&5
).

B FEA AT PLESP32-C6 Bluetooth LE A4 313k Ay #AE H S5 3iYE ESP32-C6 Bluetooth LE
R4 eI ATRITT, DL ESP32-C6 Bluetooth LE & & 3% H-LAyH4E H FE5iHF ESP32-C6 Bluetooth LE
& AT RIA]

1. #1414 Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE J 453 :

[AT+BLEINIT=2 }

Mg |3«

[OK }
ESP32-C6 Bluetooth LE % i :
o

[AT‘FBLEINIT:l J

N . :
o )

1. ESP32-C6 Bluetooth LE fiz 45 st g B H: MAC Hidil:,
i

[AT+BLEADDR? J
N Y. :

{+BLEADDR:"24:Oa:c4:d6:e4:46" J

OK

K
o AR LT RE S AN R R, ISR L, R R S
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2. ESP32-C6 Bluetooth LE 45 it i & % 250
fird:

[Z—\T+BLEADVPARZ—\M=50, 50,0,0,7,0,,

M .

[OK

3. ESP32-C6 Bluetooth LE JIf 45 i & T #6500 .
iR

[AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M. :

[OK

4. ESP32-C6 Bluetooth LE R 45 i H 15 #% .
EZs

[AT+BLEADVSTART

Nl Y -

[OK

5. ESP32-C6 Bluetooth LE % P FFGa 04, Hr4k 3 #b.
iy

[AT+BLESCAN21,3

i 5 -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,, 0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

AR
o TR RE 5 iR Hr R R
6. 7237 the Bluetooth LE i#$%,
ESP32-C6 Bluetooth LE % i :

[AT+BLECONN=O,"24:Oa:c4:d6:e4:46"

iy B«

+BLECONN:0, "24:0a:c4:d6:ed:46"

OK

L
o i A Byt 5 4% ESP32-C6 Bluetooth LE fig 45 sk
o N Bluetooth LE #2543, N43E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE 7E#24 M, N<s#E/R +BLECONN: 0, -1,
7. ESP32-C6 Bluetooth LE Ji} 45 i 25 1 IR 45
A

[AT+BLEGATTSSRV?

Nl . <

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK
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8. ESP32-C6 Bluetooth LE JIf 45 it % SIAE .

s
[AT+BLEGATTSCHAR?

N . :
r+BLEGATTSCHAR:"char",1,1,OxC300,OxO2
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR:"char", 1,4, 0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR:"char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR:"char",2,1,0xC400,0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C6 Bluetooth LE % F1i % iR 55

iy

[AT+BLEGATTCPRIMSRV=O

Mg .«

+BLEGATTCPRIMSRV: 0,1, 0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

LR

* ESP32-C6 Bluetooth LE % P £ ifi] []x 55 1) 4528, bt ESP32-C6 Bluetooth LE fliz F i 25 1 iz 55 1)
ZER LA BAA RS (UUID: 0x1800 1 0x1801) , X2 IEHFIL . ERM, X E—RS,
ESP32-C6 Bluetooth LE & it #r 1A 1Y) <srv_index> {H 2T ESP32-C6 Bluetooth LE i i 25 141 (1Y)
<srv_index>{H + 2. BN, FIARREIFHIAR S 0xA002, 4HiHE ESP32-C6 Bluetooth LE 2% i
A BB <srv_index> 24 3, UNHFE ESP32-C6 Bluetooth LE R i il i AT+BLEGATTSSRV ? iy
A2, N <srv_index> A 1.

fir s

10. ESP32-C6 Bluetooth LE % P13t % BUARAE

[AT+BLEGATTCCHAR=O,3

i B«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR:"char", 0, 3, 3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04

(ZF 30
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+BLEGATTCCHAR

OK

L

+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
:"desc",0,3,6,1,0x2902
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

"desc",0,3,4,1,0x2901
"char",0,3,5,0xC304, 0x08
"char",0,3,6,0xC305,0x10

"char",0,3,7,0xC306, 0x20
"desc",0,3,7,1,0x2902
"char",0,3,8,0xC307,0x02
"desc",0,3,8,1,0x2901

(B L)

11. ESP32-C6 Bluetooth LE % J i ic & Bluetooth LE SPP,

P L S HEAEM IR ST 4ME  (characteristic) fE NG TE LA HdE, Y8 2 FF notify 5 indicate 1Y
characteristic F A2 18 F2ICE i -

[AT+BLESPPCFG:1, SR

M .

[OK

12. ESP32-C6 Bluetooth LE % 1 £ Bluetooth LE SPP,

Py N
e

[AT+BLESPP

M B -

OK

>

iAo AT B 4508\ Bluetooth LE SPP 455X, ] DABEATHis ) A s MU .

K

» ESP32-C6 Bluetooth LE % F it - &5 Bluetooth LE SPP # (&I 5, &8 MU 2| % & i

Bluetooth LE &% %] ESP32-C6 Bluetooth LE [l 4% 3ifi .
13. ESP32-C6 Bluetooth LE JIg 55 i fic B Bluetooth LE SPP,

PR FF notify B % indicate 1Y) characteristic {F 45 B8 & A8, %85 5 BAER) characteristic
Ay 3 T R -

[Z—\T+BLESPPCFG:1, 1,7,4,5

M .

[OK

14. ESP32-C6 Bluetooth LE [ 43 {# §€ Bluetooth LE SPP,

[AT+BLESPP

M .

OK

>

iR AT E 4508\ Bluetooth LE SPP 455X, T DABEST &l i) A s MU o

PAE

» ESP32-C6 Bluetooth LE fI§ F7 it - &5 Bluetooth LE SPP # (&I J5, &8 O U 2] i % & oo

Bluetooth LE {£#j %] ESP32-C6 Bluetooth LE & i,

o 75 ESP32-C6 Bluetooth LE % F i it 5 5 4&FF )& Bluetooth LE SPP 1%4% | % i F HoAth i 45 1F
K Bluetooth LE % i, ] ESP32-C6 Bluetooth LE & i 55 22 42 TT J5 il Notify 1§ 3 Indicate
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4N, ESP32-C6 Bluetooth LE & P AR AR IR i 4%, WM 4ei# i AT+ BLEGATTCWR=0,3,7,1,1
FFJEAfilT, ESP32-C6 Bluetooth LE fl 45 it A RE i 2 SL PR 1%

o X R]—HR 4, ESP32-C6 Bluetooth LE % i) <srv_index> {H 25T ESP32-C6 Bluetooth LE fl
£ <srv_index> {H + 2, X IEHE A,

4.3.6 ESP32-C6 5F MLt SPP ¥4%, LLJ1E UART-Bluetooth LE & {4 BiX F {5
Kb

R BIJER T UNTHE ESP32-C6 JF A (UM ARIIFER A Ik 55 e ) AT (U ARIIFEH 4 %
PUiffifa) ZIA#ES. SPP #H, PAKANMTTE UART-Bluetooth LE (AR 4 4 il

Y HBFPLESP32-C6 Bluetooth LE R4 3% 3L #/E R84 ESP32-C6 Bluetooth LE %%
U ATRIAT, TWPA Bluetooth LE & P 33k O HAE R BAE T HLAY IE AR B T s AT R AT .

1. £ F-HL3E T % Bluetooth LE i3 T, i LightBlue.
2. ¥4k Bluetooth LE IfjfE.
ESP32-C6 Bluetooth LE i}t 45 i :

[AT+BLEINIT=2

M B -

[OK

1. ESP32-C6 Bluetooth LE I 45 3 H: MAC Hizhl-.
s

[AT+BLEADDR?

Mg .«

PBLEADDR: "24:0a:c4:d6:e4:46"
OK

A :
o BARE| R HE T RES _FRm S R R, SRS RuhE, RR R4 A E
2. ESP32-C6 Bluetooth LE 4% i &) #& 44
e

[Z—\T+BLEADVPZ—\RZ—\M=50, 50,0,0,7,0,,

M B -

[OK

3. ESP32-C6 Bluetooth LE J} 45 i i3 & | 3 504
iR

[AT+BLEADVDATA="02010GOAO9457370726573736966030302AO"

M B -

[OK

4. ESP32-C6 Bluetooth LE fIR %5 3 TF44) #% .
e

[AT+BLEADVSTART

i i
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[OK

5. 1% Bluetooth LE %%,
F-HL4TJF LightBlue I H #2)7, F4TFF SCAN Ffir 44, 4k F| ESP32-C6 Bluetooth LE [z 5% i
B MAC Hutk, J5ih coNNECT #E4TE8:, LA} ESP32-C6 i W i% 247 B 24l T +BLECONN: 0,

"60:51:42:fe:98:aa" Y HE, XERCLESL T Bluetooth LE i##E,

6. ESP32-C6 Bluetooth LE fIR 45 525 1] IR 55

e

[AT+BLEGATTSSRV?

N . :

+BLEGATTSSRV:1,1,0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

7. ESP32-C6 Bluetooth LE Ji} 4% 3t & B4 o

s
[AT+BLEGATTSCHAR?

N . :
r+BLEGATTSCHAR:"char",1,1,OxC300,Ox02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR:"char", 1,4, 0xC303,0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

8. Bluetooth LE % i % U4 .
I EHE T-#L LightBlue % F i %6 4% 5 T Properties > NOTIFY 5 3% INDICATE {4 IR 5+ 4iF (3x H
ESP-AT %A Properties 5 NOTIFY 53 INDICATE /%Il 55 - 1E &2 0xC305 F1 0xC306) , H-h4 iy

Properties >4 NOTIFY 5% INDICATE (%)} % 55 .
. ESP32-C6 Bluetooth LE Jk 4 i i & Bluetooth LE SPP,

PEPE S 1 notify B3 indicate [1Y) characteristic /b 518 &8s, kXIS EAEN characteristic
VE Ry S8 T8 SRR -

o

[AT+BLESPPCFG=1,1,7,1,5

M 3. :

(ox

10. ESP32-C6 Bluetooth LE fIk 451 {# E Bluetooth LE SPP.,

o

Espressif Systems

234
Submit Document Feedback

Release release-v4.1.0.0



https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 4. AT #y2 R

[AT+BLESPP

N . :

OK

>

ik R AT © 23 A Bluetooth LE SPP A5, W DA THHE i) Ak FHAZ I .
11. Bluetooth LE % i A& 15 8504
1r LightBlue % i 64 0xC304 IR SS9 AF(H K 1B R test %45 ESP32-C6 Bluetooth LE iR %53, it
i} ESP32-C6 Bluetooth LE AR 45550 PAIKE] test .
12. ESP32-C6 Bluetooth LE I} 45 1 % 1% B¥E
7£ ESP32-C6 Bluetooth LE [} 45 i B2 & 1% test, LAY LightBlue i ] PAKE] test.

4.3.7 ESP32-C6 I T-HLz 4. Bluetooth LE ¥ 1t

Bl &R T M AE ESP32-C6 JF At (IVENRIIREE A MRS anfi () FIFHL (UVENIRIIAETR A&
Frmfata) 2 [6)7357 Bluetooth LE 7432 9% A% 4] 5E iU C X

¥ S FPL ESP32-C6 Bluetooth LE R4 3% 3k A0#E1E N2 5iE ESP32-C6 Bluetooth LE fi? %
I ATRIAT, MiPA Bluetooth LE & 33k B4AE LT BAE F- LAY IE 4 LB F R A TR T .

1. ZEF-HLi F 2k Bluetooth LE &3t B)F, 40 LightBlue [ FHFEF .
2. #l4E4% Bluetooth LE ZhHE.
ESP32-C6 Bluetooth LE ik 45 3 :

o

[AT+BLEINIT:2

i B«

(ox

1. ESP32-C6 Bluetooth LE fl¢ 45 i 3R B H: MAC Hbik .

[AT+BLEADDR?

i B <

{+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PEHH
o EAEIRHAE AT R S _ bk B R BRI, IO R R, R IR  HE .
2. ESP32-C6 Bluetooth LE 7 45 i B #6250
fird:

[AT+BLEADVPARAM=50, 50,0,0,7,0,,

i B«

[OK

3. ESP32-C6 Bluetooth LE JIf 45 i B T #6500 .
iR

[AT+BLEADVDATA="020106OAO9457370726573736966030302AO"

iy B«
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[ox )
4. ESP32-C6 Bluetooth LE % 45 % B 25 550
i

[AT+BLESECPARAM=13,2,16,3,3 J

i B <

[ox J
5. ESP32-C6 Bluetooth LE R 45 i 48 4% -

[AT+BLEADVSTART }

i B -

[ox )
6. Bluetooth LE % il 2 iE 82
F-HL4TJF LightBlue I H #2 )7, F4TFF SCAN JF 444, 4k | ESP32-C6 Bluetooth LE [z 55 i
) MAC #ihil, s CONNECT #E4Ti%4%. I ESP32-C6 i i i% 23T BV 25l T +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XERCLHESL T Bluetooth LE £,
7. ESP32-C6 Bluetooth LE fIR 453 % #2 in 25 K
fird:

[AT+BLEENC=O,3 J

N . :

[ox J
8. Bluetooth LE % F i [A] = %t
F-HL LightBlue 57 7% 7 W RG22 {2 1) Bluetooth LE JE£2 1) BT 23 i B XHME B (RS BCxT 254
BIHNEEE R 231518), il Bext. ML ESP32-C6 iM% 2 F] EI2R{F +BLESECKEYREQ: 0 ¥ H
&, XFTRTFHLE L ERT .
9. ESP32-C6 Bluetooth LE JI}Z 45 5 [1] 4 i % %54
I Bluetooth LE Iz 45 i [m] 52 (1 B £H E kb — 2D 3R b AL LightBlue [ A% 77 3t i ek (5 5L P i
2EH: 231518,
e

[AT+BLEKEYREPLY:O,231518 }

i B -

[ox )
I H ESP32-C6 Bluetooth LE g 55 iy 4T EIZRAU T AT HA&, iX /R ESP32-C6 Bluetooth LE iz 55 iy
5 F#/l Bluetooth LE & i 52 A T FCXT

6

+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: 0,

2

oo oo o
S
N W e

4.4 MOQTT AT 774

AT BRI E ESP32-C6 i FIafTMOTT AT 44 % fir IR~ Bl o
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A F TCP ty MOTT %35 (%2 Atz MOTT X32) (&8 FHIEZD)
A F TCP ty MOTT 53 (%2 At MOTT K32) (&R FHIEZS)
AT TLS o9 MOTT %43 (%% Aet)sE MOTT X32)

A T WSS o5 MQTT % 4%

s SO TR R B ISR R Wi-Fi AT .

44.1 T TCP iy MQTT 4% (%A Hbald MQTT {RB1) (GG T Bt i)
DA 7 81 e T e ESP32-C6 JF iz, i —fEsly MQTT %iAfidg (RUfEG MQTT KAt fita), 5
— BN MQTT 4T & (JMEh MQTT T ¥ fi 1) «

NBIY T A T TCP @ MQTT #4z . g e 2@ — 4 MQTT 3, fkix MQTT LB
IP ifil2h 192.168.3.102, #1134 8883,

T PYPRPPAESP32-C6 MOTT & A7 & IT KA 75 BAE ESP32-C6 MQTT %Ki & i AT RIAT, DA
ESP32-C6 MOTT i [ & JT ki #AfE 5 27 ESP32-C6 MQTT 1] B sm AT RIAT o A1 R4 A A e 1
FIATFEMR st , D5 B R A 5 i AN 1T B S S AT -

1. &E MQTT AI )@t
ESP32-C6 MQTT %%
i

[AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,"" ]

MM B ©

[ox )
ESP32-C6 MQTT i] j#
i

[AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,"" ]

i[5/ -

& 1
2. HEHMQTT fLHL.

[AT+MQTTCONN:0,"192.168.3.102",8883,1 ]

i Y <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

PiHH :
o ET A MQTT fREEIE 4 5% MQTT A3 IP #ihk AT ik 5 iR ar AR .
3. 715 MQTT /3.
ESP32-C6 MQTT ] [
e

[AT+MQTTSUB=O, "topic", 1 }

M B :
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[OK

4. KA MQTT Ji 8 (45 ).
ESP32-C6 MQTT %1% :
iy

[AT+MQTTPUB:O,"topic","test",l,O

Nl <

[OK

)

PAE

* 2R ESP32-C6 MQTT AAfi & M AAHE , LA MEERF&7E ESP32-Co MQTT 1] & i -

[+MQTTSUBRECV:O,"topic",4,test

)

5. XM MQTT #4%.

[AT+MQTTCLEAN=O

M .

[OK

442 T TCP ¥y MQTT &% (5 24 MG MQTT L) GEM T8 %)
DA 72 B 60 P 7 ESP32-C6 JF A, Hhobr—Heffely MQTT %A (JUEH MQTT %eAtifirta),

—BAfEH MQTT 4T g% (U MQTT AT & M ().

AP T I T TCP A7 MQTT 34, /el 2 ald — A MQTT /LR, i MQTT fURER)

IP #ihil->f 192.168.3.102, gldk 8883,

WAREEAME R BEEHXNEZ, Sl T 8% AT a9 M KIERME 256, W& A

JHAT+MQTTPUBRAW fi4>.

W BEPPLESP32-C6 MQTT % i & kW #AE H 55 Z4E ESP32-C6 MQTT K7 it ATRI AT, DA
ESP32-C6 MQTT T A& H ki #fE 75 ZAE ESP32-C6 MQTT 7 5 & b A TR W] o SR BRAE A Hr 5]

FRUAEMR s A, A e R A o s AT B S A T

1. BLE MQTT i PUb .
ESP32-C6 MQTT A ffid:

[AT+MQTTUSERCFG=O,1,“publisher",“espressif",“123456789",0,0,"“

M B :

[OK

ESP32-C6 MQTT ] [
e

[AT+MQTTUSERCFG=O,1,“subscriber","espressif","123456789",0,0,“"

M B -

[OK

2. HE# MQTT LI,

e
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[AT+MQTTCONN:O,"192.168.3.102",8883,1 J

N . :

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

B

L]

3. 3T

&% A K MQTT A HHE 4 5 MQTT U3 IP #ihk v 585 iRy & H A TH .
MQTT 245,

ESP32-C6 MQTT 1] {3
A

[AT+MQTTSUB:O, "topic", 1 }

Mg i«

[OK

4. B MQTT JHE (FA4FER) .
R VRAB A AT E BRI, B 427 737,
{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,2zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<336 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id

LU
—

"Root=1-6150581e-1ad4bd5254b4b£f5218070413" }}

ESP32-C6 MQTT %%
i

[AT+MQTTPUBRAW:O,"topic",427,0,0 }

i B -

OK

>

bk R IR AT EE R SRR AT RS, O T DA AR, 24 AT RIS B K R R F
<length> J5, FIEEHITLE.

[+MQTTPUB:OK ]

PEHA:
o AT > PAFS , B T RRIR AT AN TR S SCP AT T S, AR EEDAR 45 % (CR-LF),

* 2R ESP32-C6 MQTT AAfi M AAHE, , A MEERF&7E ESP32-Co MQTT 1] & i s -

N

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org", "Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/","User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace-Id": "Root=1-6150581e-
—1ad4bd5254b4bf5218070413"} }

5. XM MQTT #E#.
i
[Z—\T+MQTTCLEAN:O }
M .
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[OK

443 JET TLS 1 MQTT iH; (7544014 MQTT {tan)
AR 73 31 [ B (2 P ke ESP32-C6 - el , Hirh—3 /Sl MQTT %71 (RAEN MQTT kfiE ), 7
—HERH MQTT AT 38%  (FUAEH MQTT T F# A ) .

ARG T T AT TLS Q)8 MQTT #8482, F/tHREald— 1AM MQTT 3, ik MQTT HEHHY
IP #hihik> 192.168.3.102, Hgld A 8883,

W PP PLESP32-C6 MQTT % 1 F I ki #AE L 3R 24E ESP32-C6 MQTT K A& it AT EIAT, DA
ESP32-C6 MQTT T I #H I 3kAY#RME LT ZAE ESP32-C6 MQTT ] & s AT Bl ] o WS B 15 4 )
TRUHLEWR s A, SRR AR A i AT ] 15 2 S AT o

1. PEEBFIXHI SNTP 7428,

[AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

M .

[OK

2. Z%¥if) SNTP ],
e

[AT+CIPSNTPTIME?

M .

{+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LUK
o SR SNTP S55R AT RE-5 L b A [l o
* JifHf PR SNTP IJa]—E @ FLIA R, ANEER 1970 4F K Z BT .
o WEBALE N THE TLS IAUERHRISIE 1A 200 .
3. WE MQTT Jil gtk
ESP32-C6 MQTT A i :
iy

[AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

M 3. :

[OK

ESP32-C6 MQTT i] 5%
A

[AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

N . :

(ox

4. B MQTT 3% R
o

[AT+MQTTCONNCFG=O, 0,0,"lwtt", "lwtm", 0,0

N . :
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[ox ]
5. MQTT U

[AT+MQTTCONN=O,"192.168.3.102",8883,1 J

i B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK
L
o A MQTT BRI 4 5 MQTT L3 IP Hudik il RE 5 Fik & th A [ o
6. 17 MQTT /3.,
ESP32-C6 MQTT 7 5i] 3 :
e
[Z—\T+MQTTSUB=O, "topic", 1 }
M .
[ox J
7. B4 MQTT JHE (FR/E ).
ESP32-C6 MQTT %1%
e
[AT+MQTTPUB=O, "topic", "test",1,0 }
Mg Y.«
[ox 1
LR
* 45 ESP32-C6 MQTT KA M AN A, PATE B K7 ESP32-C6 MQTT 17 [ & i 7 «
[+MQTTSUBRECV:O, "topic",4,test }
8. XM MQTT %4z,
i
[AT+MQTTCLEAN=O }

i B«

& )

4.4.4 LT WSS [y MQTT 4%

AR (] i B ESP32-C6 JF A, i —Heffoh MQTT %A (UAFEA MQTT %AiE M), 7
—BfE MQTT 4T g (A4 MQTT T & M ).

ARBITEE T AR T WSS @7 MQTT #42. MQTT U4y matt.eclipseprojects.io, Wil
AR matt, BEIN 443,

WP BEHPLESP32-C6 MQTT %X i & 3k #AE R 535 Zi4E ESP32-C6 MQTT KA it ATRIAT, DA
ESP32-C6 MQTT ] I8 # H ki #fE L5 ZAE ESP32-C6 MQTT 7 & st A TRI ] o SR BRI e 5]
FRUIAEW s 0, DR BAE A 2 b T B 2 i A A T o

1. PEERFIX A SNTP 7428,
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[AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

N . :

[OK

2. 7¥if) SNTP Hfi].
i

[AT+CIPSNTPTIME?

i . <

{+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRV SNTP Z5 80 5E 5 _EaRmn i i AN ]
* PR SNTP ] —E & E LA RUWIE], ANBEZ 1970 48 K2 Fif i B IA] o
o BRI THE TLS A UER R IEIE 5 1A %00
3. WE MQTT H g k.
ESP32-C6 MQTT % i
s

[AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,"mqtt"

M .

[OK

ESP32-C6 MQTT 7 [5{] 3 :
iy

[AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,"mqtt“

M .

[OK

4. M MQTT LB

[AT+MQTTCONN=O,"mqtt.eclipseprojects.io",443,1

M B -

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443", " /mgtt", 1

OK

ik
o fosi A MQTT fUHE 44 5k MQTT CH IP Hihk nl fE 5 iRy AR .
5. 1717 MQTT 4.
ESP32-C6 MQTT 1] % :
fir g

[AT+MQTTSUB=O,"topic",1

N . :

[OK

6. KA MQTT & (F4FeR).
ESP32-C6 MQTT %A :
fird:
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[AT+MQTTPUB=O, "topic", "test", 1,0 J
i B«
& ?
LR
* 4n2f ESP32-C6 MQTT A Afi & M AL, A MEERF&7E ESP32-Co MQTT i & s -
[+MQTTSUBRECV:O, "topic",4,test J
7. KM MQTT ##.
[AT+MQTTCLEAN:O }
i B -

& J

4.5 MQTT AT &+ &bl

AR FEEAN B i L AT a9 X4 AWS ToT,

W XU MQTT AT f3 RIS B, IS RMOTT AT 44 % . 55 E I s AWS ToT JF
KAar KA AWS ToT,

T IR PAN AP BR8] ESP-AT 5451 ESP32-C6 5 i # 5] AWS IoT.

o M AWS IoT 3% B4 5 vA % endpoint
o 1% MOTT AT 442 F &1 iNit £ 4% AWS IoT

4.5.1 M AWS IoT FRIUIE15 L) Bz endpoint

1. BRI AWS 10T #EH G5, PAMNYZ ToT Core services,
2. B Q) AWS ToT B iyt Q18 AWS ToT 3l . FHHES .
BRI RIS A N IR AN BH S

* device.pem.crt (i%£5ET)
* private.pem.key (FAH%4])
» Amazon-root-CA-1.pem (i CA JF45)

3. MRHESCRY 5L ERM PRI A (endpoint) PAK T A AT ek A5 A 4 5 2 SR

i S AE RN “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF 2N G H PATR A s AR R i — L2
* AWS 10T T2 Iy i i YIRS . SAE] . AIARIET .
o A RATEEEIE S .
o DI Z MRIN (Ohio),
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4.5.2 fiH MQTT AT &y A3 W mAIEZEE: AWS ToT
Beir 1
FTHFAHD ESP-AT TA%, FHHUATan N #AE:

o ffiffl Amazon-root-CA-1.pem ##f customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
e ffiffl device.pem.crt ¥t customized_partitions/raw_data/mqtt_cert/mqtt_client.crt.,
o ffi[f] private.pem.key #f customized_partitions/raw_data/mqtt_key/mqtt_client.key .

gaikpek AT 1T

%1% ESP-AT Tl H DAY AT [, FFRF R FG RN B3R ESP32-C6 . ST MEZHE, WS Ak
Y%iF ESP-AT 142,

Friks ARSI ESP-AT TAEE AL, W B AT fy B el fF P agiE, BRI S 5l 4o fT 2
# PKIF % .

1] AT a2 EE4% 8] AWS ToT
1. &8 Wi-Fi #3{4 station,
iy 4
[AT+CWMODE=1 J
iy B«
E )
2. 42 AP,
TS

[AT+CWJAP=<"ssid">,<"password"> }

N . :

[ox }
3. & SNTP Server,
s

[AT+CIPSNTPCFG=1,8,"pool.ntp.org" ]

N . :

& )

4. #¥if] SNTP Aifd],
s

[AT+CIPSNTPTIME? J
N . :

{+CIPSNTPTIME:<asctime style time> J

OK

AR
o BLHFIRASHY) <asctime style time> DAZ 2 35 B I X [ SEIFIRFIR] - 75 0] £ BR AR 5 5500 1 3 B0
BRI
5. #E MQTT H P gt
e
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[AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,"" J
N . :
[ox )
AR

o AT+MQTTUSERCFG H1%5 2%k 5, BIXUEHAGE, Ak,
%% AWS IoT,

s
[Z—\T+MQTTCONN:O, "<endpoint>", 8883, 1 ]

M .

OK

+MQTTCONNECTED:0, 5, <endpoint>, "8883","", 1 }

B A :
o JHLE <endp0mt> ZH P IE S 451 <endpoint> {H .
o JLEEHE R 1 8883,
7. AT FEH
iy

[AT+MQTTSUB:O,"topic/esp32at",1 }

M .

E ]
8. B
s

[AT+MQTTPUB:O,"topic/espSZat","hello aws!",1,0 }

M .

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

BilH

Eﬁ&‘ﬁﬂ%ﬁn?:
1. ESP32 3fii H &
2. AWS it H 7

4.6 'Web Server AT 754

AR A AT web server I, 29 R PAT JLAS 7 TH MY -

o 4% W R BEAT Wi-Fi B

o fE AR W B TOTA ) IH 2R

1% B A5 N2 A 24T WI-Fi B A

12 A #1452 24T OTA B 4R -2
ESP32-C6 1% ]/ Captive Portal 5 4%,
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AT+CWMODE=1 " ~

OK =
AT+CWJAP="MERCURY_407","" = =
WIFI CONNECTED =

WIFI GOT IP

OK =

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =
AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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iz BROAR AT BE{EIEASZR: AT web server [HZNRE, 155:% Web IR %% AT 44 J3 % IIRE

4.6.1 fEHIFGES LEFT Wi-Fi B
(B
@i web server, FHLe PC nJ LABEE ESP32-C6 4 1) Wi-Fi 45 BL. 80T DA AT ALk ol i 25 4%

3| ESP32-C6 B 51y AP, @i W VEaR AT ITRC M M 0T, -FF Wi-Fi FL B 5 ik 4y ESP32-C6 54, A5
ESP32-C6 SRR AL L5 BB 18 2 R th e

BATMRAE AT DA AR =2

o i 1% &% 4% ESP32-C6 1% &
ORI R-Y € AL EERN
R T TAR PSS

ML B 7 i1 ESP32-C6 Bedy ¥ 4E, b ik sr s ESP32-C6 %, ESP32-C6 i L BN
AP + STA Bz, FHBIH—4> WEB [R5 45 M EE , W AT 6y a0

L R EECRfE R, AR TERECRE R, ATRE R KR OR 2 i Y Tid 15 5 AT 2 WEB JIiR
S5 as oIk .

¢ Command

[AT+RESTORE J

2. Jit & ESP32-C6 1454 Station + SoftAP iz,
e Command

[AT+CWMODE:3 ]

3. iX'E SoftAP [y ssid Fil password (135 B ERIA 4 $E ssid A pos_softap, TCEEH) Wi-Fi) .,
¢ Command

[AT+CWSAP:"pos_softap", wwodl, 0,3 }

4. (EREZ .

¢ Command

[AT+CIPMUX:1 }
5. Az web server, uflIl: 80, HRIEREWIE]: 25s (BRIASK N 605s),

¢ Command

[AT+WEBSERVER:1 , 80,25 }

G, B Eaday 453 web server Ji, FTIFRCI e 10 Wi-Fi HEHZIIAE, 4 ESP32-C6 i) AP:

fdiH ﬂﬂbzﬁﬁiﬁﬂlﬂﬂn B FERC B 8] ESP32-Co 45 J, BIRI &% HTTP 3K, fil B AR AN

AR (FER, W YSRS AL AS SCRA I M B 2 A R AL AP, i, an i il j FALIZE R 5] ESP32-C6

1) AP, NZFHUIREIAE R ESP32-Co W& fF R AN ) £ {XJ e A A web server BRIAIY) TP Hihl

(ﬁﬂ%ﬂiuﬁ ESP32-C6 %451 SoftAP IP #idil:, BRiAH 192.168.4.1, #3R] DA T AT+CIPAP? £y &2 if) 24
HIFY) SoftAP IP #ihl), FTIFECHIATH , H APUEREE i #R Y ssid. password, pisfy “FFURECM” BRI IF
Gl ML
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WLAN @)

FIF WLAN %z

pos_softap
B (R L)

)

& 1: %42 ESP32-C6 AP

® 192.168.4.1 @

waiting config

H Bk

Pl 2: TITFRC K S im
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FH P AT DA s G R0 B e SSID g AME A T R HiHE, A5 F ESP32-C6 Rt AP 5135, %#H
AP Ff#i A password J5, s “FFURECH” B AT EShEC M :

® 192.168.4.1 O

Wi-Fi 5% Rl

FAST_FWR310_02 a
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

A 3: W R A IREL Wi-Fi AP 51| 3R = K

MRS TR S5 R B R R

L) L BCRG, WITCR BBl ek, ARSI T, ST A ESP32-C6 Ay IP Ml T
BFTITR L

[ A, FEE DRl E S

+WEBSERVERRSP : 1 // REE S EM

WIFI CONNECTED /] REE & &#

WIFI GOT IP /) FEER G FRBE 1P

+WEBSERVERRSP : 2 /) RERAMK BN E MR 4R, it TUEK wEB &R

PUES MR PR SEDIE R V
]S, FEHR H R R R

+WEBSERVERRSP : 1 // REKE 3 WJ PR KB IP B B, MCUL

ST U AEK B Z AW EFEE TR
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(D 192.168.4.1

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN
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LI RHERR

BEWI 1 O TR S B IR I . A AR ESP32-C6 FRER Y Wi-Fi AP 2 B IEMHE, PAK
AP [ AR E, HHIA D L8 AL AT 65230 B i web server.

4.6.2 ML AT OTA FIfETH,
wifv

WS EFTIF web server [T, T LARESRIE A OTA TR U, 38 3k 90 T FHE5 R FH 43 DX H f ] 2w
B R RRES BRI ECE (2% 30 4o T 47 PKIRCE T RREZAEBEER).

Wikt

ITIF OTA B B W &y
WHEEIHH R
B AEHTHR B
FILOTA %5 %

L] L] L] L]

FIOF OTA ¥ viim i, sSEMITA T “OTA FR” w5, F1HF OTA BLE U5, W AE A 4]
[l A . AT Core i

PEW 1 Y30 Y AS 4 ESP32-C6 Mibk i) AP, %1751 OTA Ji B U A 415 % -5 ESP32-C6 FBIE LA
[l A>Ty, A T AT e 5

eI 20 WO ESRRE CUETE R S EH P R Y AR IR S, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% Kib4iF ESP-AT 1T.42)

WHGRRASS, BB SRR A AR, DA T B A PP [ R AAS o

PP BHTFI sy X AN, mialy “Partition” "NRIHEAAREUIA AT ATH R 23 X -

BeBHRIEE  npE, Rl SRR RN SR, PR R A AR
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL S XPEFRR B E A TR A . B A4 B R B bin, TE ORI
KN partitions_at.csv CHHE XL ota 0K K/N. A RISCHEIEEAIE S, 5%
FY 4o AT 38 o — /B e EE X 4%,

BEW] 20 XFFHE X, W SRR E R A . A RS Bl cbin. TR R
INANELGRIT at_customize.csv SUAFHE XK KN RIESTHFRITEAE S, 5% X 4T A

AR OTA £ i, FEPEARR, FR “THn”:
I, FEES D R 4R 5 6

+WEBSERVERRSP : 3 /) REF M ER ota B 4 H i
¥

%
+WEBSERVERRSP : 4 /) RER S E R ota B 4%
5

AU OTA AR RN, i “TIHRM, HH
[, AEHR H R an e R

Tk
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server_ca
client_cert
client key
BiH
72 BRI A AT AT A 3 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il

Espressif Systems 256 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 4. AT fiy4 7R~

Vel 9 B AR 1] 1 a8 B

Espressif Systems 257 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 4. AT fiy4 7R~

R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K

Espressif Systems 258 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 4. AT #y2 R

+WEBSERVERRSP : 3 // REFHEER ot B H %
+WEBSERVERRSP : 5 /) REREBEKRE ota HE %
SHERAW, R LR SBHT oA EHEA L

i
KW, AP TUHEEIHITF OTAL

BEW] 12 XFF ota 72X, FREIMATAT+RST HJH ESP32-C6 AR T (T
BEW] 2: ESP32-C6 2 ARBR L BIAY ota [IFNE . (AASKEHICEIR e K EF A, FriAsiir

Hog sy K A A IER

4.6.3 (LIRS DR T Wi-Fi iCM

wifv

TR/ IVER e B X 2 3 Aol /IR FP 4 ESP32-C6 e Bl AP, I (i /M 5 7 2LE B 1) AP

5 L2y ESP32-C6 A, ESP32-C6 Bl iX 28(5 EUE L BINS WY 14 AP, F 18 IR /M C ) 45
RIRVTTH

H % ESP-AT fUfE/MEFFRT 2024 45 12 J] 31 HRAE. FERCIE], GSMchr ™ b I REAO . it )s
VAR AR, BOSECR REERTST, FATRIBHON SR MR AT 2, IR BRI SO

Wikt

A PELRAE AT DAY LA I 2

B 5 ESP32-C6 % & %4k
M BAAT AT

A 4% AP 4%

FATE A

ML ESP32-C6 et B4y O 1 ik/MiR 7P % ESP32-C6 i #, ESP32-C6 7 S ML E A AP + STA
X, A WEB RS0 MEFIERE, XIVAY AT Gl :

L EBRZ BIRECRAEE,, EPRATERREC MR, ATRED AR AR PR B 2 TRy C A5 AT 5:50 WEB fiik
S5 as oIk .

¢ Command

[AT-%—RE STORE ]

2. it & ESP32-C6 1454 Station + SoftAP iz,
e Command

[AT+CWMODE:3 }

3. iX'E SoftAP 1y ssid Fil password (45 B ERIN 4 $E ssid A pos_softap, password A espressif ) .
e Command

[AT+CWSAP:"pos_softap" ,"espressif",11,3,3 }

s s/ MR ERIA IR ssid N pos_softap, password iy espressif f] SoftAP K ELiERE, R
f ESP32-C6 P& S It AR B A TR

L. (EREZ .

¢ Command
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[AT+CIPMUX=1

2. 7 web server, 1T 80, I RIEREMIAE]: 40s (ERAHA A 60s).

¢ Command

[AT+WEBSERVER:1,80,4O

IMERA/ DR FTIFFAURE, S48 R 4

T S e —ig

B 11 BRIV Y 4ERD
IR /MR, HEARC I ST -

Hbs AP &% ﬁﬂﬁﬁﬂéd\ﬁf?}: *ETEHLEE’J H 7FT AP, —H?rEEI_J Fﬁﬁﬁﬂﬁﬁ“ I :

1‘E

2. FHE AW HAR AP AAHLUEC M PSR, W didRar AP BUIHEHIDR “AHLFHLAT 210
HERBIL

PATHCH

THEAN H bs AP ASEAHUCIH T-HL X B LATF R AR SO i B, A ZA e g A -
LATIFFHL Wi-Fi, R Hs
2 FTIF AR/, W PAR B/ Y TR EL 48 F 3 2/ Y i i 4% 1 ssid 2" FAST_FWR310_02",

VER QR YW DT R BN C IR B FR A0 ssid, T T N B CEFHEANET, R4 E o
Th] :

3. By B ASHY password J5, s “TFIRECH .
4. BERI R, /N DL T S
[, FEER R R {5

+WEBSERVERRSP : 1 // Rk B 3B [

WIFI CONNECTED /] RRIEE#E

WIFI GOT IP /) HFEER G FKIE 1P

+WEBSERVERRSP : 2 /] REANBRFUREBEEMABR &R, T NEH WwEB KR

5. FFECPI AR, DU/ e T S

[, R PR~ 5 B
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ESP-AT

A SSID

B sinEmnns

P 12: /NP T ) L T

WLAN @)

Bl WLAN 53 :
FAST_FWR310_02 =
Bk E
B 130 PR BB A%
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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+WEBSERVERRSP : 1 /) REEFEM, RAESEAREENRKE IP £ K, MCUL
SN AEREZAMEFRI R, BB, MWRRFN K.

=
=

FHEAR bR AP AR THL - MR IEAERC R B FAUE TR A AP, W PURT A ssid, A
%%A$M%APMWMMm FEARGESE TR ST FAL AP BIWT (AR FHLSCRF RN ATIT Wi-Fi f17=
\\\\\\\\ , WATRHITITFAL AP).

ik EANZIGE, T ASGE MAC ik FE 2 RtE M MAC Hhk i O 22 /0 B 1054540
[Fl o

Perp /IR DU “ASHLP LA EIUHE, S AAHLIR G password J5, iy “THIRTCI "

Am A RmERA SSID

666888606

Message

AHFHAR

Kl 19: f A AP [95H
2. BB, AR R P BfeR)E , IR ALY G E 2T R, Bt ESP32-C6
T Sl B AR i

3. L S5 SRAE /IR e T ) S s A R 1 i i i S A R AR FL AR AP A2 AL AL
WYL, 5% L
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666888666

Message

EEFA

AR FHAS

I 20: JHAREREE] AP
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T WL HERR
BRI 1 B TR R R S R AR RN . A A ESP32-C6 FRELY) Wi-Fi AP @R IERH S, PAK
AP [ AR E, HHIA D L8 AL AT 65230 B i web server.

UL 20 BEP TR SRS T AP RIK” . SRR LM B A1 Wi-Fi BRI ER AT IT, K ESP32-C6
B Wi-Fi AP 2 R IERTTE, PAMK AP (9 ssid, password J2 3% BB P IRIEATHCE. -

BEWI 30 TR RS Wi-Fi BCE . TSl L% RE ESP32-C6 bk AP, #ff
i\ ESP32-C6 FiHefy ssid. password O 245 8 _E R BB A TR & -

4.6.4 ENGE/ DR OTA [fESF2%
AR/ SCRFE 2 52 I ESP32-C6 B BB 12, 11§57 Eiddc B ESP32-C6 % & A4 i RS IR

5S¢ ESP32-Co Bt E:. (WIRCAIERC 52 ML s, A EENE). NI ES, &&hiT OTA
W TH RS O BE 4 AT OTA [EPFTIRRML, TS 1A %1 W 35 4T OTA Bl # I+ 2

4.6.5 ESP32-C6 i li] Captive Portal Jjfig
Wi
Captive Portal , J2—Fh “SRHENAIET T $R, 248 ] 3+ Captive Portal f station #5742 3|2 {1t Captive

Portal g 55 1) AP £ i), Hfill & station 15845 1A Wi 2 B % 248 2 9 T . B £ & T+ Captive Portal [/}
2, 5% Captive Portal Wiki,

2 BATEOLR AT web IR B %I fE, AJLAMEE . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support G
ZUIRe, REHIFELRE (E5% KksiF ESP-AT T42) . WAL, BEHZIIRE, mRe S8R MIE/MET
BEATHC I B OTA [l TH N A AR DUk , AR s ) a7 0] AT web I HIZ 2D RE -

JEtHI Captive Portal BJfEJ5 , 5% LiRBL A i% &% 4% ESP32-C6 % & M H AL BR5E i ESP32-C6 (1 fic
B SRJGTER: ESP32-C6 4511 AP:

WLAN @

B] F WLAN %I)3&

ros_softap =
;.:I.; I\E |?:_: (.-r.__ S . !

- j% i |
o ‘Y En:
m =2 el WAL I }

& 21: j#42F]IF Captive Portal THEER) AP

b, station a5 E4%F]JT Captive Portal JIfER) ESP32-C6 i #5# AP )i, f2/n “Fdg/iNiE”, )5
FEEBIITIFNYE RS, FHBEREE] AT web ) E 500 . A ARE A BBk, WIRYE station A& HIFLR, sl “A
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E” g b BRI RY “pos_softap” #A A FR, Falifili’k Captive Portal H ¥ Yi#s, #EAZF] AT web
FER R
T WL SRR

BEH 12 B(EAC (station 545, AP %45 ) #BSZ¥F Captive Portal WJREA REARIE XN REIEH M A, L, #F
P& 1 RE BSP32-C6 &1 AP JG R HR “TFERANE”, FHBA HBhdEAF] AT web ) =5 H, FIHE
& station BEAS N X EHZIRE, UL, iES% iR A R K 2 B3 8 1A IEF ST AT web
DR AT

4.7 HTTP AT 541

AT BRI E ESP32-C6 i FIsfTHTTP AT 4y 4 5% e QWA= Bl .

HTTP % F 5% HEAD i £ 7 i%

HTTP % F 3% GET i X7 i%

HTTP % p 5% POST & K7 i% (&) F POST 'y &4k )
HTTP % F 3% POST & K. 7% (##H 7 X))

HTTP % f 3% PUT & £ 7 % (i& A F RIEE)
HTTP % F 3% PUT & £ 7 ik (3EH X))

HTTP % F 3% DELETE # % 7 %

HE: 4] ESP-AT {UCHFH > HTTP & i S fE -

4.7.1 HTTP % i HEAD 2K J5 i

Z~ 5l PA http://httpbin.org /E% HTTP IR 4545 .
L YR .

[AT+RESTORE

M .

[OK

2. E Wi-Fi £ A station,

[AT+CWMODE=1

M B ©

[OK

3. TEZESHAR

e

[AT+CWJAP="espressif","1234567890"

M B -
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WIFI CONNECTED
WIFI GOT IP

OK

LR
o W% AR SSID MRS AT RERR _Fid iy & TR . 3960 R0 B h # 1 SSID FI%5 1Y
4. K%k — HTTP HEAD 3K . i%H opt 1 (HEAD %), url Sh http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

[AT+HTTPCLIENT=1, 0, "http://httpbin.org/get",,, 1 }
Mg |3«

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

AR
o ROREREI HTTP SGER(E 5 n] 5 _Eidm B g A F] o

4.7.2 HTTP %y GET WK Jjik

AFIPAF 88— PG &2 R i SC Bl . B R &84 4 https://www .espressif.com/sites/all/themes/espressif/

images/about-us/solution-platform.jpg.

L RE T BLE.

[AT+RESTORE
iz
(o

2. B Wi-Fi 25} station.
i

[AT+CWMODE=1

i B -

[OK

3. EREH .

fir s

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

P :
o fka A SSID HI RS i REER_Ead v H AN o i B SR B ph 45 SSID RS
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4. Jik— HTTP GET i3K. % H opt H 2 (GET ¥:), url i https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

-

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform.jpg",,,2

W i

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>

<0x0c>HLino<0x02><0x10><break>

<break>

mntrRGB XYZ <0x07><0xce><break>

<0x02><break>

+HTTPCLIENT:512, <Oxeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<Oxaa>*p<0x7£>2",h<0x12>N<0xa5><0x1le><0xd2>bp<0xea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xcb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0%x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
—<0xe7><0xc2>Vv<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xci4>y<0Oxae><0xca><0xed><0xec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0x1lb><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>0@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_eb6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xfl1>
—<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t0?7<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d [<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xa0>
<0xc4d>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.7.3 HTTP % i POST iRk Jj7k (G T POST b i)

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L PR .

[AT+RESTORE

M .
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& ]

2.

&% B Wi-Fi #2 ) station,
A

[

AT+CWMODE=1 J

i B <

[

OK }

3.

TERB &t

[AT+CWJAP:"espressif","1234567890" ]

i B -

WIFI CONNECTED
WIFI GOT IP

OK
K

o T4 AT SSID RIS A] BEER B A S BN o 1 8 AR % B 5 17) SSID F4% S
% % — /)~ HTTP POST % k. & & opt & 3 (POST F ) , url N http://
httpbin.org/post, content—type A 1 (application/json) , transport_type N 1
(HTTP_TRANSPORT_OVER_TCP),

(

~

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\
:‘)"}}"

-

L

Wi K7 -
+HTTPCLIENT:282, { ]
"args": {},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {},
"form": {},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=

+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
by

"json": {
"form": |
"purpose": "test"
}
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post"
}
OK
J
LK

o BHRIEN R ZE R AT e -5 bk B2 A ] .
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4.7.4 HTTP % ;3 POST iR i (Heti k)

MRS POST 8l AN 2, Ca@id T & AT S WK EEME 256, W@ WA DAl
JJAT+HTTPCPOST 4.

Zn B PA http://httpbin.org /4 HTTP k4525, $HE258N application/json.

LR R
s

[AT+RESTORE ]

i B <

[ox )
2. %E Wi-Fi £t station.
fird:

[AT+CWMODE=1 }

M 3. :

[ox J
3. R AT

[AT+CWJAP="espressif","1234567890" }

M .

WIFI CONNECTED
WIFI GOT IP

OK

AR
o A SSID FIE I ] iR i ar & P RTR] . 35 6 A % B 45 ) SSID FIE
4. Post F5 & K B Ps. %y S i E HTTP L B3 &/ 2, 4 %l 2 connection
Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,
R ARAEEE post 1) JSON FHan s, KJEH 427 75,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9, zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive","content-
—type: application/json"

.

N . :
s )

OK

>

Eadwe R AT CHE R A B RAT RO, U T A A BT 2R 427 T K g s, 24 AT
BEI B EIRE] <length> J5, BEEHITE.

+HTTPCPOST:281, {
"args": {},

(T
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(750

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf55842bd58b32"
by

"json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

< like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581le-1ad4bd5254b4b£f5218070413"

}
by
"origin": "20.187.154
+HTTPCPOST: 45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
K
* AT it > P75, HTTP body H1HFIATFATA F5 B CFAFIA T4 L, WATE AT
(CR-LF).,

4.7.5 HTTP %y PUT #5RJik GEM T ICBlinie)

%R BILA http://httpbin.org /E25 HTTP 4545 . PUT 53K 308 A if) FAF R S5 A

L WRE ) &E.
e

[AT+RESTORE

W

[OK

2. EE Wi-Fi #8354 station.

[AT+CWMODE:1

M .
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[ox J
3. MR th 25

iy

[AT+CWJAP:"espressif","1234567890" ]

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

PP :
o LAY SSID RIS A] BEER B A S BN 1 8 AR % B 5 1) SSID F% A .
4. JiE—4 HTTP PUT i:K. &% opt 4 (PUT }¥%), url h http://httpbin.org/put,
transport_type 2§ 1 (HTTP_TRANSPORT_OVER_TCP).
s

[AT+HTTPCLIENT=4,0,"http://httpbin.org/put?user=foo",,,1 J

i . <
e 3

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www—form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "R
+HTTPCLIENT:140, 00t=1-61503d41-1dd8cbe0056190f721ab1912"
}I

"json": null,

"origin": "20.187.154.207",
"url": "http://httpbin.org/put?user=foo"
}
OK
.
K

o BARBEN R ZE R AT e -5 _Eadme B2 A ] o

4.7.6 HTTP %y PUT 5K Jiik (it X)

%I DA http://httpbin.org /F8 HTTP AR 4#%, $0E35%k application/json.,
L RE W)

[AT+RESTORE ]

Nl B <

o ]
2. & Wi-Fi #8354 station,
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[AT+CWMODE=1 J

i B«

& )
3. BB

%

[AT+CWJAP="espreSSif","1234567890" J
Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o fad A1) SSID FH4 A% AT BEFR ik iy & AN ] o T3 6T AR 8 e #5179 SSID FH5 T
4. PUT $5 & &K BE 8 #ls. iz & & % HTTP L7 BB it h 2, 4 52 connection
Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR AR AE 2 put 1) JSON KR s, KN 427 75

e Y
{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,2zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

. J
-

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive", "content-
—type: application/json"

|

M . <

OK

>

b R AT EER IR TR, T DA BT PR 2 427 TR IEE, 24 AT
FAEN R K EILE] <length> J5, BAEEHITI.

+HTTPCPUT:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—qg=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\", \"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"json": {

(T
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— like Gecko)

}
by

}

SEND OK

(750
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

Chrome/91.0.4472.114 Safari/537.36",

"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"

"origin": "52.246.135
+HTTPCPUT:43, .57",
"url": "http:

//httpbin.org/put"

AR
* AT Hiili >
(CR-LF).,

4.7.7 HTTP % fig

FAFIE, HTTP body HRIIA AT AN TR B8 SCPATUER TG S, AR A T4

DELETE 52K J5 i

WORMIDA hutp://hupbin.org i HTTP %%, DELETE J7i% I TR 545 109605, DELETE #RA

S BUHAIR S5 % -

L WRE T 3.
iy

[AT+RESTORE

i B -

[OK

2. P Wi-Fi #i34 station.

TS

[AT+CWMODE:1

Nl . <

[OK

e B 2
s

[AT+CWJAP:"espressif","1234567890"

Mg i -

WIFI CONNECTED
WIFI GOT IP

OK

K

o fki AR SSID HIERS T REER_Ead iy & AR IR o 335 68 R 5 b 5 SSID FEERS .
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4. J3%—~HTTP DELETE i3k . #% % opt to 5 (DELETE J7%:), url F http://httpbin.org/
delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).

[AT+HTTPCLIENT=5,0,"https://httpbin.org/delete",,,l J
i . <
e R
+HTTPCLIENT:282, {
"args": {},
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace-Id": "Root=1-61504289-468a41l

+HTTPCLIENT:114,737b0d251672acec9d"
by

"Json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
BEH:

o BHRBEIRIZE R AT -5 ik me B B AN ] o

4.8 WebSocket AT 7134

ARG T AE ESP32-C6 5 _EizfT WebSocket AT 444 s 2 WITEA 7~ Bl o

o L F TCP &4 WebSocket % &
A F TLS 04 WebSocket i3 (482 %42)

W IRIARY AT [E{HA X HF WebSocket g . WHR AT ZE ESP32-C6 57 WebSocket HIfiE, S % /N4,

4.8.1 LT TCP 1) WebSocket ¥4
1. &8 Wi-Fi #5354 station,
A
[AT+CWMODE:1 }
Mg |3«
(ox J
2. HEREE B AR
A
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[AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

AR
o fas A1) SSID FI RS ] REFR bRy & R AR ] o 3 T F A8 8 Fh #4517 SSID Rl
3. PC 5 ESP32-C6 WA IEBE[R— Ml o
4. ¥£ PC ¥ [ python Al #d-—4~HF TCP () WebSocket 4548, NN :

p
#!/usr/bin/env python

import asyncio
from websockets.server import serve

host = "192.168.200.249"
port = 8765

async def echo (websocket) :
async for message in websocket:
await websocket.send (message)

async def main():
async with serve (echo, host, port):
print (f"Server started at ws://{host}: {port}")
await asyncio.get_running_ loop () .create_future() # run forever

asyncio.run(main())

H B BRI host Oy PC (1 IP MU I ERAF N ws—server.py X, FIBHEITIZRERF

[python ws—server.py

i
o MIREH PC 3B L websockets iE, #f#i pip install websockets 223,
o BRINIE Y WebSocket iR 55 253 1128 8765, Zt AT DA B A H B G 1 o
5. ESP32-C6 #5451 M7 P %43 ) WebSocket IR 5545,

e

[AT+WSOPEN=O,“ws://192.168.200.249:8765"

M .

+WS_CONNECTED: 0

OK

6. Ak 4 TR

[AT+WSSEND=O,4

i . <

OK

>

A 4R, Bl ARG test, ZJa AT KR AT AR

[SEND OK

B -
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o FHIARFEIEH L AT+WSSEND AR KE (n), WARSLSWY busy p..., HE
EEAEAET 0 N, RIRSEMG L. SEND OK.
7. BRI 4 TR
i T LTI ) WebSocket i 45 #% & — AN B2 R 5 4%, BRICAESOR &6 I5, R4S At 2 iR [ml i 4L
P, BRI AT i

[+WS_DZ—\TA: 0,4, test

4.8.2 JET TLS ) WebSocket ¥4 (AT %4L)

1. P8 Wi-Fi 884 station.
s

[AT+CWMODE=1

i B«

[OK

2. EEFIH A

s

[AT+CWJAP="eSpressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o f&k A SSID MRS il REER_Eadair & A A IR] o i B SR i e 4519 SSID AI%ERS -
3. XHE SNTP 45 #s .

[AT+CIPSNTPCFG:1, 8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

M .

[OK

iR
o AT DAARYE B O B Z I X B SNTP iR 5545
4. #¥if] SNTP Hi}q],
s

[AT+CIPSNTPTIME?

N . :

{+CIPSNTPTIME:Wed Nov 13 17:00:15 2024
OK

BiHH -
o W RAAEIA) SNTP K [B] 5 SR H (]2 5 A A R W 5 B SNTP il 458 @ B A R4
o PEE AN THE TLS A TERHARIIE 150G %6 «
5. PC 5 ESP32-C6 % £ 52 [f]— N iy o
6. 3R WebSocket IR 55 #5um ) CA. k4. FA4H.
AT PAE ] openssl THAR CAL {EF5. FURAEH. WAL EBAXE, 35060 H AR e E A7 :

wss_ca.crt
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MIIDNjCCAh6gAWIBAgIUDe6T+PulOBgmmT jw3s4snVRNFiCMwDQYJKoZIhvcNAQEL
BOAWNJELMAkKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFUINJRiIBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDYxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQOxEDAOBgNVBAMMB1 Jvb3Qg
QOEwggEiMAOGCSQGSIb3DQEBAQUAAAL IBDWAWGGEKAOIBAQCY1Qst JGNFHLE7F +gG
OMSZSrWV4+/50xwlCw3y5N10VKMSxppYHVX ] 6MbOWWoCgQcex/WMtanhg9ATD1ZOE
PXFVB0aZd6EEBz24k7UvQ1ilfIw5tzmjl8SSbe7CiFg302WVokBVEFhSeY2jrG+sI
6PWgOWsvxzierDL9hef708IJER1IX0ScBIsLZnVU4UBPtrbG2bgl3L6T51Q95t SEX
Lsmfz41+/Q1xSC7VGHIK1IWGBnUzGpvIvLcIUFGZVCcAEKx1VIY7DsyJvTosfOOMmb
yUIcBk5nVCHRfhmt r FRAWWD9YaNcOgMPVpO6cHzGd/Fgw6v06QshMYUOE 6wxpVijb
8JY1AgMBAAGJPDA6MAWGAL1UJEWQFMAMBAf8wCwYDVROPBAQDAgGMMBOGAL1UdADgQW
BBRAPJ7NG+WXS1iLN4ZLWJI1QQf jrm7zANBgkghkiGIw0BAQsFAAOCAQEANYpPErE2L
IpISbzJTvG6A67YMYMyadWSNGQ2VidLK2s3zkggF96bIZz1iygOa9mgAKD/yTwl0t
VOxF1GUDz43DtJZ1wxo8FPrxH41cP63vjtp28+ZNkylvIOHrx8De2JjiYwWRpZm1QY
EHWDEFpK26LdwPPalwdMZSyMzCtRNJ+08Bk5kSc3VIQImh91Led4PdfCIcfzwPskC
dNgUMECRa4k3VFOYVUumyFofG8/kINcRogfPzZuUE20])1wCHgSpOaP2CJIN9QTkOg
FnO0Itrjikvé6zlaTp+SJPOzRPbympLIKhhhhcYJQdPaXHWWYfdhEU/abnndQpd+1Y
HPnBCb4tK/pS9w==

MIIDVTCCAJj2gAwIBAgIUPLhviJh1UJDQ5Md6tHibK11jP24wDQYJKoZIhveNAQEL
BOAWNJELMAKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFUINJRiBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDQxCzAJ
BgNVBAYTAKkNOMRUWEWYDVQQKDAXFU1BSRVNTSUYgQVQxDjAMBgNVBAMMBUwx IENB
MIIBIJjANBgkghkiG9wOBAQEFAAOCAQS8AMIIBCgKCAQEALKALI+zRbUaMjukAiZ2ai
dzPdNdy+TUv2K+GyBl5yomIrOelclpfztk68zdHKcFFtORQfz1GYtxrZzgvOT704t
K9ijFAw+k498SCTmTgHW1UKc7BIMK6UZEZSkXUnufXKES5+N96u+49e3wbk7yoNfQ
kzdtwwXUtM6ee5w7HV jwdKQcIXYWv/c/zVLWmAUG3AEaUknS8r4LdG/X+L/bxN+9
zyCcLL5tGgZg22KENW4AQWsSUY6ntuKQD1ohiNxi+wXyM3mVNOc94umICj7al0OhPst
UmuLYD/gUCnM4JRvVQYAVMPQC188KoLj7aIwJedQ7TIwhJIGDS6WDVEMeRfJVXswUk
4QIDAQABO10wWzAMBgNVHRMEBTADAQH /MASGA1UADWQEAWIBp JAABgNVHQ4EFgQU
elwZbnvInZr8js60EyIWiP6hRFAWHWYDVRO JBBgwFoAUNrQtNxDOtapUczc8Mwln
hPZE84YwWDQYJKoZIhvcNAQELBQADggEBAICnosdYBc6enaKB7 7AWXFE zMWyDDLvd5
JSJalIRJ+Rhs1gBxjIH66/+6QyZcJu5C/RZ+RZ04Mky3nMndc3kSCFgqauBCK9xoG
/£Z5wrAfH5404P+3Z11GoK8EL1tKulHUQYJTW8JKbLWCRIBPNGkrDZBgSXgn8tyL4
U3hulMdmkH//£fiV0z6itfyJcZDu38718bGBhrAD3Z7gWcdIJbXxmubm7FJadUe/N
0vsLtgkOpOyUa2rThOnJpSyXB50nKifRGY juP rnOIWtmADYQRUeD2zdggRUUUYJR
eedVz2BFXhpZzdGeD3bVAop+/YEbLTa0iDxXSLWkPLQfCyITkdTPXmKQPQ=

MIIEVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQCO0As ] 7NFtRoyO
6QCLZgqJI3M9013L5NS/Yr4bIHXnKiYivR7VzW1/02TrzNOcpwUW3RFB/PUZ13Gtn0O
g87uji0r2KMUDD6T3xIJ0Z00fCVQpzsH2YrpR191KRASe59coTn433g77j17£Bu
TvKgl9CTN23DBdS0zp57nDse+PBOpBwldha/9z/NUtaYBQbcARpSSdLyvgt0b9f4
vIVE373PJwsvmOaBmDbYoQ1lbhBaxJRjge24pAOWiGI3GL7BfIzeZU052316YgKPt
rU6E+y1SadtgP+BOKczglGIBgBWY 9AKLzwqguPtojAl51DtMNnCEKYNLpYNUQxX5SF 8
1VezBSThAgMBAAECGgEASKRF4FsWiyJDV91Y4nhsU6vpCCT/wCN8D/XoL9Ix3MOpB
JzrUAC4PoIWGXVvAKkFWN8LkviemlX6+2n4bDFOFN4Ij+caflQ33ZPSRCW+3zdQVnW
OMVmSorDTN3JgSv1WgIOwG3Kz8cKW2Ae JBR88YIJbGbTgNiBXIZKVGkkWC/maULKa
L20md5ZzF 9gkWWoBk0Gxr1ME+V9726L6SJHIVESkPcbojXZPM06zmz84+Zz£0UdG
pl+SocmQzo8yzhjXR8UHxtzfZbi1JZGCsWIxvizgM40TaRf IBPhmmSNwpO7Vk31D
t 6XISALgMbIHV/co5LOWs5WnyQBud28MV7RpCD/tawkKBgQDnGuF SmilpMR6KgRrd
08amarsek1INDONiWsUcXLYYHQkNCITtr5Ggtm3EbJbROWLWUzZL7PwgeuNmN6e6vz
IreS7wd+uO3HeVVsFPeOpT1lXzALMG6owuYN/Ipfe/T8v/vq9CkoZ6VDaDN6OJEBAQ
gbpAUQFL+uamLfrKcCiZtiOR/wKBgQDIFRhC5MyLaF 1lw3XumgAsh37tmlGOQ/T+K
GAWX1iRhzXW340EVezNUUXeJcGig4BgNVwXBvIYTkOunyIw72bUNrIeOqp4Zg02viW

(T
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(B L)

NUgyDgIGKZuIIGI51FeezG6Qu2s93gZTYtdjHOM4ISKgrKOvY51fuXBNFSuC7BOg
15MQamuJHWKBgHGJhiszgq6aPSCbt HIKTHGWDWXwqfRfEwWd/HgLnbZJBXpPmhvPh
mvtBg5bHt 1kpmv1I/XFKLMXM2KCDAS4Gb10TdQYvy jmWhX386wY8a+1iTRMiLy9JZ
K3gC+aOWgelZ+/ZjO0AdnOgTLH+14y8hnOQwx/8YZNJltu2kbIwcpMV53A0GAFMzZE
meepL/DoI2iS+ysifSICHFbexurc2SFIKAmwBgY3cX9NRt 6gZBSifIgnlbNiUl7p
r18a6gLlWeTqVypS5vPMroHQyPVp+2xS0C1V1JcpSOu6b6cKLXLZDQQZ1mglbNghmFeV
JpPQObBxdujBYT9peONSRQ2IPpBNI/9SHPZwx5I2cCgYBACmby010B1i51CbCXKV5c3
mz1PpM6zR3aLYSFyknWRt Lv3UPMGzOLSRDkwfQEMZWt /VF jXeha jygqd8X7r3V01X
cz5LwmHOMSKDYgdzrJjvE31PxDdKtmyPr5nnF/8/SF6Law]7v6eGnpi ZNgHC/wkK
9EMCxWXJc/9GVWSZtEOz/Q==

7. ¥£ PC _Lffi [ python g1j7— 45T TLS ) WebSocket R 5545 . /R~ BRI -

p
#!/usr/bin/env python

import asyncio
import ssl
import websockets

host = '192.168.200.249"

port = 8766

wss_ca = '/your_path/wss_ca.crt'
wss_cert = '/your_path/wss_server.crt'
wss_key = '/your_path/wss_server.key'

async def echo (websocket, path):
async for message in websocket:
await websocket.send (message)

ssl_context = ssl.SSLContext (ssl.PROTOCOL_TLS_SERVER)
ssl_context.load_cert_chain(certfile=wss_cert, keyfile=wss_key)
ssl_context.verify_mode = ssl.CERT_REQUIRED
ssl_context.load_verify_ locations (wss_ca)

start_server = websockets.serve(echo, host, port, ssl=ssl_context)

asyncio.get_event_loop () .run_until_complete (start_server)
print (f"Server started at wss://{host}: {port}")

asyncio.get_event_loop () .run_forever ()
.

B AR host S PC 1y IP #ihik, wss_ca. wss_cert., wss_key MRS #5IGH) CA,
WETS . ARV AR, HORFER wss—server.py XM, FEHEITIZRET .

[python wSs—server.py ]
LR
o WERERY PC _EBA %4 websockets JiE, Wil pip install websockets %K.
o BHE Y WebSocket IR 45483 118 8766, ] DL E HH M,
8. Mit & WebSocket JE42 AH T 24

J

s
[AT+WSCFG:O,30,60,4096,3,0,0 }
iy B«
& )
BEHH:

o MR T C R P B S, WS 4T B 3 PKIBLE L
9. ESP32-C6 & 1VE % P3| WebSocket I 4585 .
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[AT+WSOPEN=O, "wss://192.168.200.249:8766" J
N . :

{HNSCONNECTED :0 ]

OK

10. %Kik 4 P8R

e
[AT+WSSEND=O, 4 }

Mg | :

OK
>

4R, Bl ARG test, ZJa AT FF&5H AT R

[SEND OK ]
R
o AW H i AT+WSSEND My B EKE (n), WARSGE LML busy p..., A&

EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5
i T TE Y WebSocket il %5 #2 — N EIB RS54, FIIEEDE Likl5, RS AH SRR R %L
P, BRI AT i :

[+WS_DATA: 0,4, test ]

4.9 Sleep AT 7=

ASCR TR S 25 B UL R AT ESP32-C6 517 i (] AT iy -0 B AR .

T

o & Wi-Fi 2 X F % & A Modem-sleep 72 X,
o f& Wi-Fi #2 X Fi% & A Light-sleep #2 X,

o AT I IATILEA Light-sleep 23,

o Y FiEIESTIRE A Light-sleep # X,

o % & A Deep-sleep 12 R,

49.1 T4

ESP32-C6 AR et iy LA, I DAIFEA R I 2 AP0 . 241, ESP-AT SCHFLATIY
FHOFERE (EZIRIRBLTE S5 SRS ) -

L. Active B O SPBALT TARRES. SRl A, R SR (5= .

2. Modem-sleep fix: CPU Mlizfy, WPPhAlgfcE . Wi-Fi By, W4 B Ao il o

3. Light-sleep #i: CPU ¥{iatT. RTC {7l el SN LA B ULP Al BRZRIZAT . AT fu[M R = F
(MAC. F#L. RTC @ gemifh i) AR )T

4. Deep-sleep i : CPU FIAF MR &AL, A RTC 17451 RTC AMSAL T TARRE .

RN T, ESP32-C6 AL RSLENHEA Active B, 2 CPU ANFHE—E TAERS, HIHANERFIMR
BT, R GEnT AE AR RERE.

ESP32-C6 [Zh#E, 11§57 ESP32-Co RN A AR 13
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i
o P BIFEIATE Wi-Fi BIUHEE A B R ESP32-C6 & B oA BREIRA .
o TR Wi-Fi BN, Hf station B Modem—sleep £zl Light-sleep iz,

o XTWABA T Light-sleep f3X, HHAINTAELE 32 KHz i fik. Q1R AMBAFFE 32 KHz
EEPR, ESP-AT }f LAE{E Modem-sleep 55,

Uk W RPS

Syt G AR R T B SR T, R SR B0 A R R AL A T
WAER 2% TR, (R, EHITRBUARE T ESP32-C6 , SNHILHIHCHE.)

Digit Multimeter
DC Power supply

@ ESPRESSIF

I 22: ESP32-C6 fiifi {414 1

4.9.2 1t Wi-Fi BiX, F % & Modem-sleep 5=

1. %8 Wi-Fi 2 station Bz,
A

[AT-’-CWMODE: 1

N . :

G |

2. RS

i
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[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

B
{6k AT SSID ST AEHL L SR . 3000 50086 o 3y SSID AT
3. BEELARIRH A Modem-sleep Hit .

[AT+SLEEP=1

M .

[OK

#rili: RFFHAR4E AP ) DTIM @16 H (% — B8 DTIM 4 1)

4.9.3 1r Wi-Fi B3 B %&b Light-sleep iz

1. ¥ Wi-Fi 4 station fx,
i

[AT+CWMODE=1

M B -

[OK

2. B HAT. BCE KT 3.

e

[AT+CWJAP="espressif","1234567890",,,,3

M B -

WIFI CONNECTED
WIFI GOT IP

OK

0
o {85 A0 SSID RIS HERR L3 i &b R L. WG 6503 h 2540 SSID IS,
3. WEIRBGUY Light-sleep B
i

[AT+SLEEP=2

i . <

[OK

Frik: CPU KF2 HBIAHR, RE W SARYEAT+CWIAP T EL 1) M W 7] B 7 391 5K P
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4.9.4 AEOF)HRA F B EDh Light-sleep fiX
L. WIARAL A 3 0 R BE 2 1R 55 B o

[AT+BLEINIT:2 ]

W [ -

[ox )
2. WEEATHBSE WEET) RN s,

iy s

[AT+BLEADVPARAM=1600,1600,0,0,7,0, 0,"00:00:00:00:00:00" ]

Mg 3«
[OK ]
3. FFGT .
e

[AT-’-BLEADVSTART ]

i . <
[ox ]
4. #51H Wi-Fi,

[AT+CWINIT:O ]

g Jo
[OK ]
5. WERIRACY Light-sleep A5
i

[AT+SLEEP=2 J

Mg |3«

G )

4.9.5 AESOFERA I Bl Light-sleep fiX

L Wraa Ao i 0 3 AR 55 o

iy
[AT+BLEINIT=2 ]
MY :
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& )
2. JHR) Tk
iy

[AT+BLEADVSTART ]

M .

& ]
3. SRpiERE.

WARFER NN, W AT $f 2R -

+BLECONN:0,"47:3f:86:dc:ed:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
R
o FERXARBIF, WA Pum il A 47:3f:86:dcied:7d
o Xt F # 5 f5 B (+BLECONN and +BLECONNPARAM) |, % % #AT+BLECONN

FIAT+BLECONNPARAM 3EUHE £ {5 4.,
4. ORI A RS WEIE RN 1s.
iy s

[AT+BLECONNPARAM=O,800,800,0,500 ]

M. :
& ]
WRERSECE ), W AT 23R

[+BLECONNPARAM:O,800,800,800,0,500 ]

BiH:
o X4 E (+BLECONNPARAM), {5 % AT+BLECONNPARAM FEUHE 245 B .
5. 1] Wi-Fi.
i

[AT+CWINIT=O J

i <

s J

6. W EARIRAEA Light-sleep #i2,

iy
[AT+SLEEP=2 ]
Mg |3«
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& )

4.9.6 Bt M Deep-sleep Fxiz\

BEENARE AN Deep-sleep 13, L deep-sleep Iif[] 2y 3600000 ms.

i
[Z—\T+GSLP=36000OO ]
Mg J3
[OK ]
RE

o BOEMEENG, BoA EahMeE, TR REIRMOERE SRS B AT .
* XFF Deep-sleep FiX, ME— MLy 142 E ML -

4.10 AT 541

A LB AT LAY ESP-AT SCRFIECM 5 2

e BluFi Bt ™
o SmartConfig B
o SoftAP B ( WEB B )

o WPS Bt
2% 1 ey X SRR 4G
[ BluFi g SmartConfig FEl SoftAP FEg X WPS iz [
|
BRI R SRR O ¢ : O (5iz1)
B E T BLE S (%] (%] (%]
TR HEHITFI S (& 2) . [ x)
APP
(M RZIES =] B =] =
BVER Rt i £ i ER RS R4S
HEAAFREL e & &g &g

o FBIE 1 AR AT [EI{FH SHF SoftAP IR, 15551 Web R 535 AT 44>,

« Y 20 ffi ] SmartConfig ¥y AirKiss 2824 iE B I T KB AE APP, [ AN P ] B JC vl AR
APP,

4.10.1 BluFi fid™

BluFi /23R W il i) Wi-Fi MZABCEIIRE, 2 (5 EiH2% BluFi 3(H.

1. 7EF- Ml 2% EspBluFi i 12T «
» Android: ‘77 gl EspBluFi N2 (28 5Ly )
 i0S: iOS i EspBluFi R~z (iOS i AL )
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2. ESP32-C6 #4515 i BluFi 44 7K.
s

[AT+BLUFINAME="blufiitest"

N . :

[OK

3. )3 BluFi.
e

[AT+BLUFI=1

N . :

[OK

4. FHLANE BluFi #3247 R M
4.1 BluFi %3
TFHITH RGEWE A1 GPS EAiEIfE, Joizh EspBluFi [ HAEST, #F|4°H blufi_test [
WIS EA, FaAd & ST ER . M), ESP & imi$T BN +BLUFICONN
I HE, NAREFIE RS EPATE S, K BuFi 50 8T 8.

Connected <mac>
Discover service and characteristics success

Set notification enable complete

Set mtu complete, mtu=...

4.2 BluFi Ji %]
PERSERUS . 7E EspBluFi B HRE 7w nialy B W #8H, TOmRRF Shs 2 B & TR . 7RI
Thi i A Wi-Fi (19 SSID MR, FF il # R ST IRRCI o R5F R %), BT AR Fr BT th 2
BREMPATE R

Post configure params complete

Receive device status response:
OpMode: Station

Station connect Wi-Fi now

Station connect Wi-Fi bssid: <mac>
Station connect Wi-Fi ssid: <ssid>

4.3 BE Y 2
RS %], ESP e ifh i AR Hilie 20k, ESP & RYEL M 2 izh 58 il

WIFI CONNECTED
WIFI GOT IP

5. (I BR) ESP32-C6 5t & 1% BluFi JiI /™ A % S «

[AT+BLUFISEND=4

Mg o«

>

B4 FRE, Bl ARG test, ZJ5 AT Rk AT R

[OK

I TR AR s s T 2R AP T AR R :
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{Receive custom data: }
test
6. ESP32-C6 15 #% < [4] BluFi.
[Z—\T+BLUFI=O }
M .
+BLUFIDISCONN
OK
LI AL AR e i /s T 2R AA TR R
[Disconnect <mac>, status=19 }

4.10.2 SmartConfig [ic %

AT SmartConfig fit WG PUFZEFL, 43 512 ESP-TOUCH., AirKiss. ESP-TOUCH+AirKiss 1 ESP-TOUCH v2,
PAF & AirKiss F1 ESP-TOUCH v2 &7 [ e 9 7 43 .

ESP-TOUCH v2 it 7733l

1. FEF-Hlim4$ EspTouch |\ F#2) .
* Android: % 5L EspTouch "F#k (42 wi I I FZ P PR )
* i0S: iOS i EspTouch F#  (iOS i L7 56D )
2. PEE ESP %%} Station izt
s

[AT+CWMODE=1 }

M B -

(ox }
3. ESP32-C6 144571 /& SmartConfig.,

[AT+CWSTARTSMART=4,0,"1234567890123456" }

M .

[OK }
4. FEFAm A TR

TEH DA SR FTIF AL Wi-Fi, B2 PRI 2 (540 SSID: test, #f: 1234567890),

53l EspTouch W IR ¥, Aidi EspTouch V2 %4, FEBKHE Y UL H i A FTiEH: Wi-Fi %5, £f

Hie 9 s A 0 DA K. AES %541, WR s

Wi-Fi A : 1234567890
FERMMGEEHE: 1
AES % 4 : 1234567890123456

5. 7£ ESP Sag st A e M 2 .
1LY ESP S8 # i 2 i HH AU R R R :

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

(T
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WIFI CONNECTED
WIFI GOT IP
smartconfig connected wifi

(B L)

F, ESP A HIHEL M 2 B2 ¢ -
6. ESP32-C6 1% %515 I SmartConfig .,
ey

[AT+CWSTOPSMART

Nl . <

[OK

AirKiss Ft 4
L 3THFIE, BRIFXE REFEERH AR 5.
2. PEE ESP %%} Station 5zt
e

[AT+CWMODE=1

i B«

[OK

3. ESP32-C6 144571 /= SmartConfig,
oS

[AT+CWSTARTSMART=2

i B -

[OK

J

4. FEF AU EATHC R o

FHLEREFI LA Wi-Fi (40 SSID: test, #fh: 1234567890) , RJSITIFRUE, dEA “RéE
FERHT AT, YT, R AirKiss BEa I EEA L EBRER ) TUTE A Wi-Fi

1234567890, f% %], FHLRHRHERRPHE RERS ... .. .o
LIy ESP B # i 2 i 2R TR R :

-

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

51, ESP UEAHIRLM CURIN
5. ESP32-C6 %4515 I SmartConfig.
oS

[AT+CWSTOPSMART

W

[OK

4.10.3 SoftAP Pt

AT SoftAP ML $511)2 WEB FLM . A KFFEAEE . 7S W Web Server AT 7151«
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4.10.4 WPS it

1. fE£s—N 3R WPS e i e % (5140 Wi-Fi SSID: test)
2. PEE ESP %} Station iz,
s

[AT+CWMODE=1 }

M .

[ox ]
3. ESP32-C6 %45TT = WPS BE¥ .

[AT+WPS=1 }
M) R -
& J

LR % e 0 G F0F, JT R WPS Zhig, Ri4F R %), ESP Biarim i R~ ER, Bk
IR .

WIFI CONNECTED
WIFI GOT IP

4. 5if) ESP32-CO B IERE 1) Wi-Fi (3.
o

[AT+CWJAP? J
i R ©

+CWJAP:"test", ......
OK

5. ESP32-C6 ¥ 45 x4 WPS Ft M,

[AT+WPS:0 }

M. :

& ]
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ESP-AT [t AN i 4t

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

[<maj or>.<minor>.<patch>.<custom>

Hrpe

y <maj<;2>/§ﬁﬂ£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA

295
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA

Z, ARSI TR

[<major> .<minor>.0.0

)

Hora:

* <major> N FERA . Bl release/v4.0.0.0 AERAFKER, EHAFETI B S,

BIRRE . R B

o <minor> NRBERA., il release/v3.3.0.0 fUEAKRNKEY, WEOFHEHNEM:. ESP-IDF

WRATHR . MR .

WHRAFOUT, FrAAR) AT BT LA S R 2 R, BRI ERAES, 2K AT B

[ 25 k7435 3 GitHub,

o SBTRFEIT Al S AE master 732 EIET, ASGHEIEA D L.
o BB H S AF master 5330 LT, WERMEUYE, SEIFEIRAD L.

54 SZRHUIER

ESP-AT A~ - BMUCA TN U E A AT R B0 SCRABIR o SCRFIBIIRI G, WO ISR 9P, RN 4R
WE3FE. T ESP-AT )2 5T ESP-IDF JF AT H , [Nk ESP-AT [ 33U B2 32 R T ESP-IDF [y 30 H;

IR . 4|7 ESP-AT &AM F B0 :

AT jRA (%%t EZHESHERLS IDFRRAE IDF SZ4HAREIE AT $TARAER T
i&]) A X1
v4.1.1.0 ~v5.4.2 (8ad0d3d8) 2027.7.5 2027.2.5 - 2027.4.5
(2025.7.31) o B
« ESP32-C2
« ESP32-C3
- ESP32-C6
« ESP32-S2
v4.1.0.0 ~v5.4.2 (8ad0d3d8) 2027.7.5 B kAR A
(2025.7.18) o BT v4.1.1.0
« ESP32-C2
« ESP32-C3
« ESP32-C6
v4.0.0.0 ESP32-C6 v5.1.2 2025.12.30 B & B A
(2023.12.29) v4.1.1.0
v3.4.0.0 (2024.6.7) v5.0.6 2025.5.29 B kO R A
0 Sl v4.1.1.0
« ESP32-S2 .
v3.3.0.0 (2024.5.9) . ESP32.C2 v5.0.6 2025.5.29 a 17’;21 gﬁ R A
« ESP32-C3 o
ESP-AT 2% 5 A fRA S R IR I
o SCRFIRRN AR 5510
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Service period (Recommanded for new designs)
Maintenance period

v4.1.1.0 ' """" 31 Jlil 2025 5 Jul 20i7'
AN SN N E N R R A S N
% v4.0.0.0 oo ;29 Dec 20;23 30 Dec 2025‘3""""
x : : 5 1 | : | i
= i i : : :
< { ; ; : : :
% R U S 7 Jun 2024 L s et S e
M ; f : :
v3.3.0.0 -9 May 20?4 29 May 2025
; ; | i i ; ; | i ; ;
B I u & S S [ © © A 7\
& §®<3 R & kgx’bﬂ N & @‘ﬂ R N @’&‘5

Bl 1: ESP-AT A SZHF IR

WA AT ZATZE R AT BT, SR RS R A AT iRA 1k T
A AT JSCA IR AT IR TRLE FAE 200 oA BRI 2B 5T, B8 %) ) ESP-IDF 57240
PR SEHRALA A (AT RATBEIT A 41i%85 7 X ¢ ESP-IDF A ) o

o SCRRIRAYZES I
MRS A AT, B0 X Y ESP-IDF SCRAHBIR 450 (AT KA stB A 7

Z4Zts 7 X WY ESP-IDF Jii 4% ) . il 4n, ESP-IDF v5.0 {32 ##1BR % 2025 455 H 29 H ,
74 ESP-AT v3.0 ~ v3.3 (4P i FRth 3] 2025 4E 5 H 29 H .

=
o —H AT KAGHIICA, WITHBCAS I SR BR A AR 55 A ZE TR, 2 A SCRE BR A 44740
B, AT k75T v3.3.0.0 A< (%1 %F ESP32-C2 il ESP32-C3 ith B) , FB4 ESP32-C3 1y
v3.2.0.0 MUAS Y SR IARR A AR S5 A S o, BE A RRARR i 243 ;. ESP32-C2 ) v3.1.0.0 i)t

K SRR IR S5 IR, A SCHRUI R A 473
* WfEA GitHub K5, 11597109 AT B R4 A, GitHub $§AEPHCA A AT I e A . A G pr il

(¥ AT {14 Bugfix fiA BAGI , 3T 2 12% Bugfix BUARH L& .

o TR PRGSO A CAMEE IR SO RS AT, AT AR L o
o FESCHRFUIR N RS ESP-AT W BARFAREEAE GitHub [ 277 73 52 EdEA T 2 bug 852, ZaxiB 4%,

FERR T 22 I R ATHTY Bugfix AR .

55 A&FEM01 AT E/ERA
TR EAT+GMR A2 AT FIFAEE, 2%AT+GMR b FHSHH 7T 258,

5.6 iI'BY AT A kA

o H—: KFMEY GitHub k%
o B HIFZ Ryl fe
s H=F RHAHEA

5.6.1 45— BSEN GitHub k'S
HEFHEZ 0, e B GitHub - BRI I % 7 i BB AL
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5.6.2 520 kP
PjlA) ESP-AT )%, SdTimA LA watch, A Custom,

O espressif / esp-at Q +

<> Code () Issues 98 I s () Actions [[] Projects

@. esp_at » C ', Edit Pins - atc 50 U Fork 684
Motifications

¥ master - = Goto' + Participating and @mentions
ceive notifications from this repositony
1 for ESP32/ESH

{%‘ xcguang Merge branch 'bugfix/. IIESP32-
All Activity
Motified of a

B .github

) , _ Ignore
B .gitablci docs: Added th R —
@ bootloader_compon... chore: Updatec Custom
5 t
components

docs

examples

main

20 g dlE A (k)

5.6.3 =3B il %A i

73k Releases H & Apply.

DORERESE I T VT AT RATHIEAE . A8 AT AR Ay, B2 ii®) GitHub AYE AT
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¥ master ~

@ xcguang Merge branch ‘bugf

B .github

B .gitlablci

B bootloader_compon...
components
docs
examples

main

i Pull requests

Edit Pins -

Goto-

1for ESP32/ESP
3I/IESP32-
Pull requests
Relea

Security alerts

P 30 sE A AR (iR )
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Chapter 6

Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ASCRYTEA N T Anfe] A i i ESP-AT AR, 05 A2 U [ e 2 ESP32-C6 g MAAR T 7
K A0 Bl TR R TR, IR EE & AT & v gl R4 T IR A R 45, IR ARRR%
Ji%F ESP-AT T#2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

6.1.1 PEANBER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

6.1.2 5—3L: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

T MR ESP-IDF v5.4 Huil A ] SCR (355, 520 hello_world TREEMIECE . SRiFVA K FHEEHZE
ESP32-C6 Jf K550 % .

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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6.1.3 5 2b: 3KHLESP-AT

%1 ESP-AT TART N BUREER LA PO S0 ESP-AT 0%

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
Zl-‘ﬂﬂml]zii PATR Al E R SR PRI 5

* Linux B{ macOS

cd ~/esp

git clone --recursive https://github.com/espressif/esp-at.git
e Windows

XIF ESP32-Co RANBILH, HEFEPAE I AL Riz4T ESP-IDF 5.4 CMD.

cd %userprofile%\esp

git clone —-recursive https://github.com/espressif/esp-at.git

QAR AE P E B TC YA DT A GitHub Bg3IX, BT DA AT B4 B peith s ESP-AT: git clone https:/

/jihulab.com/esp-mirror/espressif/esp-at.git,

ESP-AT ¥ K~ #; % Linux 1 macOS [{] ~/esp/esp-at. Windows [{] Suserprofile$\esp\esp-at,

Frilis ZEASCRY, Linux Fl macOS 45 R 45 H ESP-AT HJERIN A K12 ~/esp; Windows #:AFE R 4E
HIBRIABR IS Suserprofiles\esp. I DAKF ESP-AT LALLM EBAR T, (R E M 6y
AT AT B . R, ESP-AT A SRl A 2 i B AR .

6.1.4 =20 ARWBE

BATHH TR install SRZ4IEL, M2 e T B R 5 3l 42 B 4K 1% Python 4. ESP-IDF 3 JiE DA J¢
ESP-IDF [l i T.H%,

* Linux B{ macOS

[./build.py install J
* Windows
[python build.py install J

URR A — LR RT3 ESP32-C6 B ibdf LA T M Bk il .

e P Plat form name, U1 ESP32-C6 £71%£1%B PLATFORM_ESP32C6,Plat form
name [ factory_param_data.csv F X .

e EFE Module name, il ESP32-C6-MINI-1 ##4H 1% $& ESP32C6-4MB, Module name
i factory_param_ data.csv E X,

o FESEPES FH B EE ] silence mode 2 B, 155G EES 4%, T f# silence mode. —fIFH N NG
ok
=
e YN build/module_info.json XAFLE, FiR= R E R ASHIL. Kk,
R E LS E R, MRS

DA E Platform name S5 ESP32C6, Module name f ESP32C6-4MB, Ff2Z5H] silence

mode A5 :

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Ready to install ESP-AT prerequisites..
(BT )
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(more

1. ESP32C

Enable si

0. No

1. Yes

choose (ra

Cloning i
(more

Ready to

(more

All done!

Platform name:
1. PLATFORM_ESP32

2. PLATFORM_ESP32C3
3. PLATFORM_ESP32C2
4. PLATFORM_ESP32C6
5. PLATFORM_ESP32S2
choose (range[1,5]) :4

Module name:

choose (range[1,1]) :1

Platform name:ESP32C6 Module name:ESP32C6-4MB Silence:0

./build.py build

(50

lines of install ESP-IDF prerequisites)

6-4MB (Firmware description: TX:7 RX:6)

lence mode to remove some logs and reduce the firmware size?

nge[0,1]):0

nto 'esp-idf'...
lines of clone esp-idf)
set up ESP-IDF tools..
lines of set up ESP-IDF tools)

You can now run:

6.1.5 ZEhusk
fifi i} USB 2R 14

L R A
1) ESP32-C6 45 #4523 PC b, DUNEE A L 0 A&, PREW WA dde. R, W

REAEHIEIIRE A Kk AT Ay FIENC AT R, WIANTGEES “AT /MLy 8. KT ESEOA
i 1 R B S5 Lo T & AT 58 a0,

6.1.6 b

P OACYL R

=f7UiH T A menuconfig A HE .
e Linux B{ macOS

[./build.p

y menuconfig

e Windows

[python bu

ild.py menuconfig

SR A 20 BRI, D& L TR TR S R

VST DA SRR A T, A0 AT S ASH . T 2Rl Foh A%, LR ISR, T4t
SRR B A TR

6.1.7 [P

G A

IBATPAN a4 g i LA
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
Security features --->
I
pPartition Table --->

optimization level (Debug) --->
Component config ---=>

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

e Linux B¢ macOS

[./build.py build }
¢ Windows
[python puild.py build }

WEREN TR IR, BERSF SRKRIE . AR E AL ota 2} KEIR/N.
HIFSEMJERTE build/ factory BAR N A MIT QIR [ F. HZEEHS WESP-AT B+ £ 5%
6.1.8 S5Lib: RekSIes

IBATPAT A2 Re A2 U [l 4 5% 51 ESP32-C6 55 b
e Linux B{ macOS

[./build.py -p (PORT) flash J
¢ Windows
[python build.py -p (PORT) flash }

VERCIE ] ESP32-C6 X % M Ef LI AR (PORT) o E & Hi FREL /R ERF 1B % 2 flash . 58RFE %
HREE# (PORT)

% ESP-AT bin ANgEfE 3, 3 HFT B} “ota data partition invalid” , %1547 python build.py
erase_flash RHEREEA flash, IRFHEFHER AT [l

6.1.9 build.py 3 3

build.py A2 T idf.py BHERK TH (B idf.py <cmd> IIEEYHEHE build.py <cmd> H) ,
EATPAETTA R an A A T 2 H k.
 Linux B{ macOS

[./build.py ——help }
* Windows

[python build.py ——help }
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6.2 M4k ESP-AT T %

ARG 2 Tﬁﬂﬁl_k[—lﬁﬁ‘ ESP-AT TF2. MERINRE 7 & A7 o4 B TOEW R Ta oKt s
BLIT J&3 WebSocket &g, Ff 3 AImDNS 5%, AR AR5 441% ESP-AT T2, 3l G A5 i 3B %
ESP-AT T42, (HAREARMFEEATE I A e, WIESE AR, it W 51541 ESP-AT T8,

TR PIGUGRIRNg AT FSIPE, 5 SRR A Cty™ b B AT RS I S e -
THPRATAF T RRAISIPRCL B P 8EEE, TS 2T e R i

6.2.1 VRN
TR TR0 0, 52 ESP-AT TR Fork, FABSRCHE . AARDIE A K i

o B —F: BRFMuy GitHub K5

o % —3F: Fork ESP-AT T2

o % =% JF 2 GitHub Actions 4t

o B9 WLE 4 ESP-AT TAZFFE 0l 55 4R

o $ AW AL github.dev %h4% 3545 B Aot LKA
o %< GitHub Actions %% AT B 1

6.2.2 45— BFEERY GitHub WS

FEIFURZ W, 3550 BRI GitHub IS, [RS8 (75 28 SR AR

6.2.3 45 2: Fork ESP-AT T

ViR ESP-AT /2, i 4 LA Fork,

Eidi Create fork BEHIGHEE HOH GitHub K-S T, BRAN Fork {3 DI master 4337, S AT
T ER S BN, BN AL Copy the master branch only,

6.2.4 %5—2B: JF)3 GitHub Actions Jjfig

RO T Actions #E A GitHub Actions T [fij .

B I understand my workflows, go ahead and enable them & GitHub Actions,

J& i GitHub Actions 5 Ji{ .
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - ¢ . % Fork

i1 Pull requests ) Dist s [ Projects © Security

Create a new fork

Oowner Repository name

Q ustcew~ | esp-at

By default, forks are named the same as their upstream reposi an c ize the name to distinguish it
further.

Description

AT application for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / Public $2 Pin @Watch 0 ~ {y Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master. il Contribute

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

% ustccw /esp-at | Pubic {x Pin | @Watch 0 ~

forked from espressif/esp-at

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

K 5: j5 /) GitHub Actions
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Actions Enabled.

Actions [ Proj 00 wiki

Actions N All workflows

I All workflows
0 workflow runs

Build ESP-AT Pr

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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6.2.5 SEPUSE: MdE Lk ESP-AT TR %9]
ﬁn LA Espressif OTA server [l P11 OTA token, I H.25%{fi J§ AT+CIUPDATE x4 J+4% AT [E{4:, T

%Emﬁﬁﬁ% Ey, qum%CDMWBKFUMSWPmU(ﬁ%%%ﬁ%hu,m%@%ﬁ
A& github.dev % %% 3315 B At KAL) BUE Bt b A TR

%’@“E?TE’J Settings #EABE T .

B Pro

¥ master - Go to file Add file = <> Code ~

ication for ESP32 ESP-IDF
This branch is up to date with es sp-atmaster. 1% Contribute 3 Sync fo -':-_ SPs ESP-IDF & ESP8266

 RTOS_SDK
. § xcguang Merge branch ‘bu link_cause_to_crash’ int
b/workflows
components
docs

) Releases
main
24 tags

module_config

tools

B 7: fiids Settings

Ml Settings -> Secrets and variables ->Actions #fA Action il & T .

15 New repository secret #EAZHA] T .

#1 A Name Fl Secrets, fiil Add secret QJE—ANHHIZ4]. ALK 4] R OTA token.
TR TR B A TR

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT _OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

J

WRFEE Z AL S AT BT, HEE DA, HRIIAEEY, A S50
U o
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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B Proj Settings

MNew repository secret

ets are encrypted and
1S plain t

Environment secrets

Environm
C

Repository secrets

Dey
| Secrets and variables

Actions

el 9: A B T
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> Code [ Pull requests Acions [ Pr O wiki ) sights | Settings

Actions =ts / New secret

Name *

AT_OTA_TOKEN_WR

Add secret

10: @ %5

Repository secrets

8 AT_OTA_TOKEN_ESP
AT_OTA_TOKEN_E
AT_OTA_TOKEN_ESP32_P

88 GitHub apps AT_OTA_TOKEN_ESP32_SOLO_1

B9 Email notifi

AT_OTA_TOKEN_WROOM32

AT_OTA_TOKEN_WRO

2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 hizb: fEH github.dev ZhifH 25 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $TJF github.dev &k} 2%

[ B G RET, PERREHE MU 0 SE AR

/esp-a

<> Code I Pull requests (® Actions [ Projects [0 wiki @) Security |~ Insights

| ¥ master ~ Go to file Add file ~ <> Code ~ About

Switch branchesitags e e Coror sz
~ cune § : 3 ESP-IDF & ESP8266
TOS _SDK

se_to_crash' int

Releases

> 24 tags

Packages

Al 12: e ¢

AL LA ., (U github.dev g8 aR T2 KA .

5.2 GEEW 5 3%

TEGARARIGTE, PR XA FR, FE FhE T, B0 B i 45 Sl A8 3 S 44 95
RIGHE QB2 X,

B Switch to Branch, )27,

o ST
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C {} & github.dev/ustccw/esp-at/tree/master

EXPLORER

ESP-AT [GITHUB]
K3 .github
B components
docs
examples
main

module_config

build.py
) ,

README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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& github.dev/ p-at/tree/master

product/v1.0.0

T [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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C Y & qithubdev/u lesp-at/tree/product/v1.0.0

EXPLORER
ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.yml
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

C Y @ github.dev/us

0L

SOURCE CONTROL

NFIG_AT ENABLE=y
ML INFIG_AT_BASE_ON_UART=y

Chang 1

; MMAND SUPPORT=Y
onfig.defaults S I S bt !

AND SUPPOR
MMAND SUPPORT=n

S5_TASK

IG
IG
IG
CONFIG

ERE relling
CONFIG WL SECTOR SIZE 512=y

Pl 17: 34111 WebSocket fir4 345, 45 mDNS IjE (MHiicK)

eGSR, By R EIE. RSO ARS + E k.

C ) & githubdev/ustccw

SOURCE CONTROL

\ ENABLE=y
Commit & Push \ AT BASE ON UART=y
MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=Y
WS COMMAND SUPPORT:

Chang

COMMAND SUPPORT=n
PROCESS TASK . SIZE=614¢4
0 SERVER IP="1iot.es
OTA SERVER_PORT=8

SOCKET MA
SP_AT FW_VERSI

# Wear relling
CONFIG ) CTOR_SIZE 512=y

B 18: e (disoR)

MATERE R, HREITMA . S Commit & Push #2752,

ik RS F s A H AT [E{4Rsilence mode, 52:7% 4ot g J 242 A silence mode Y
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G_AT_ENABLE=y
AT BASE ON UART=y
AT_MQTT_COMMAND SUPPORT=y

]
]

A T |
CONFIG ESP AT FW VER

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

6.2.7 5,5 GitHub Actions 2% AT [l

IR Z G, 2 A3l GitHub Actions g5 1) ESP-AT [E{:. 155 4o T GitHub T 23z #7
IGEfRE A AT B0 SCRY, TFEEITRZM AT B4 (HE: SRR AP E T H OIS T esp-at
A FEIATHY, WA E https:/github.com/espressif/esp-at {3 FE ) . GitHub | ) AT FE{SFEE]5 90 KA R
Ja BB RA, W HATIRAF R8I AT [l

6.3 Wi AT ¥ 1125

AN T AT g 2 ESP32-C6 571 [ FR AT port 451l BROIAKE LT, ESP-AT P4~ UART #%
FERN AT 310 —NHTHB HE (AR &SR T), 55— TRk AT G fElom . (AR
FRA A ) o
QR AST A ESP32-Co AT [, 3 HAFEE M i 1, i H BB apy T L BIE M, AL
FRRBELE AR BT I T 75 U 5 B8 0 ESP32-C6 411 AT i VA5, SR B858RI AP IR :

e %% ESP-AT 142,

* ¥ menuconfig fit & T ELEB{ factory_param_data.csv FE4& H & T Y A5 .

. BiF LA,

o J5HTaY bin TIFBEF LS

AR E A IE S, S BRI TR E P IR R

ik SR EE O AT 9B 053 % (i1 AT SPLEZ I, AT through SPL Hl {#i I AT 4 74% 1

6.3.1 ESP32-C6 F%

ESP32-C6 AT [E {414 H & i 1 A6y & i 1 45 BT DA E 2 SCH B, 1521 (ESP32-C6 FiR&% T
Wy AE R A

B8 H G i 11 55

BOANOLT, REEFL{IErY) ESP32-C6 AT [E {04 1] LA UARTO 4 i it H &
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 TX: GPIO16
*« RX: GPIO17

FE4 15 ESP-AT TAEM, W[ {fi ] menuconfig it & T HKF HB MO HE i 1 -

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config-—->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config > ESP System Settings —> UART RX
on GPIO#

fi

B 5 i A i 1145 I

BOATEOLR, UARTL Tk AT S FIH0 AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DA E.#EAE factory_param_data.csv 2 FPG P 1145 1 -

o FTFFEEAHIEY factory_param_data.csv,

o BB FTLEMIFT o

o RIETFHERE vart_port (WIRAE AT HE DR A AT @y 410, WFEESILTT, R
JE R vart_tx_pin fll uart_rx_pin fil AT HEORER—F).

o MPEFENE vart_tx_pin fluart_rx_pin (EFEIEFEERGER, KL ek
M, W AT HEOREH) .

o BANTEEMHERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRRG .

6.4 FIMEEX AT a5 4

ASCREANE T ARSI E 2 S AT 64, DA at_custom_cmd J96il, /R EE IR BT .
HE AR . WRER S, WS H AT 2K,

« F—F AT 4

o B FEM AT 4 F ik
o H= 3 hotB R B

o Fvad: Kok iRk R

c BAY: REMAMIATEE

o 5 ik AT A

WS PR IR)G , §53E 4T AT+TEST 45 3R BGE A T4E R,
H & AR E A4, SHZ R :

o« ESLEEE L

o RIS

o Hukar SR

o MR AL ey AT

o AT 4438 1 3R BUH N 04 235

AT fr RIS ATTIR, DA FESCHE BRENEEL, EHR At 3 e U AT ay S 1 2l

641 HE X AT w4
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i ESLAT @4

A A at_custom_cmd.c 1 at_custom_cmd.h LA HE X AT f54-, HAJHE examples/at_custom_cmd/custom
F examples/at_custom_cmd/include H 5% N #EH 1) {}Ej{ﬁiﬂ;kj(ﬁ:ﬁi}( AT 5%,

TEHE AT i Z B, T8 JciiiE AT ay 2 i FRmIZRAL.

% o BN
. BRI+ FFEFF L.
o R A2, avz), HF (0~9) RIE BT (L 5, .o /L L D), BRI IAT 6 4s
%.
Yo
4 AT G4 BE T IIRIEA: Wik s #im s, REGSMIITHS, TEEEBWAT b4
Pk

WG, XN RBA 4. BRI AT+TEST SRR IIPIRIEAL, NHEE X AT fir & 1A R BrG
FRIIIRIY, PASSE SCRE R ) 75 B AU

* B, Milesp_at_cmd_struct RKE L AT ap WA FRMPTHRE SRR, T s B &
NTHAFRA+TEST  (FWT O AT) FHCRPrA TR 4

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .
—at_exe_cmd_test},

/**
* @brief K UERALZE X B B W AT & &
=y

bi

ik WA UE I, FLEE Y NULL,
© Wik

static uint8_t at_test_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer[64] {0};

snprintf ((char *)buffer, 64, "test command: <AT%s=2?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

 Hifjay s

static uint8_t at_query_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] {0};

snprintf ((char *)buffer, 64, "query command: <AT%$s?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

}

© WEMmY

static uint8_t at_setup_cmd_test (uint8_t para_num)

{

uint8_t index = 0;

BT
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(B LET10)
/ORBE NS E, AREBRTN DT
int32_t digit = 0;
if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
<RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
}

/ORBE NS HE, FREBENAE AN FRE
uint8_t *str = NULL;
if (esp_at_get_para_as_str (index++, &str) != ESP_AT_PARA_PARSE_
—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3

S/ AR —AZwR, HERKE, RERTE D (vart/spi/sdio/socket).
¥ K &k # 3| McU

uint8_t *buffer = (uint8_t *)malloc(512);

if (!buffer) {

return ESP_AT_RESULT_CODE_ERROR;

I3

int len = snprintf((char *)buffer, 512, "setup command: <AT%s=%d,\"
—%s\"> is executed\r\n",

esp_at_get_current_cmd_name (), digit, str);
esp_at_port_write_data (buffer, len);

/) RABEHRE WK
free (buffer);

return ESP_AT_RESULT_CODE_OK;
}

o TS

static uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "execute command: <AT%s> is executed\
—r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

20w ST AT a4 st

e 5 E X esp_at_custom_cmd_register PR %, FH fF K % P ¥ M API
esp_at_custom_cmd_array_regist () H} AT 634,

ZNGIENEE

bool esp_at_custom_cmd_register (void)
{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd)._
—/ sizeof (esp_at_cmd_struct));

}

« X J5, W H API ESP_AT_CMD_SET_INIT_EN 3k ¥ i b %5 55 81 /9 ¥ W AT iy % R 4K
esp_at_custom_cmd_register,

ZNGIENEE

[ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1)
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%5 W R B2 fE examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H 5% N A 8 H 19 U5 SCHE A Sk SCHF B AT dy A, 1 8 ok N R g a2 ok
esp_at_custom_cmd_register, FAHIZMREFE at_custom_cmd /- 28 R IR . SERT DAKE
REfr 4N esp_at_custom_cmd_register_foo, JRJ5{#ifJ ESP_AT_CMD_SET_INIT_FN #]i&fk
VAR

H=2b HEmALTHK

WREAES — 2 L AT 44 W T & at. freertos. nvs_flash #ph H At 20 {4, 15 7F examples/
at_custom_cmd/CMakeLists.txt X IRMIX S H PR, 2, Al ABkLT s 3%, o ansgr
i Iwip 440, MRG0T :

[set(require_components at freertos nvs_flash lwip) J

SEPUSL: B e Rz v

5E examples/at_custom_cmd/CMakeLists.txt S, B H E XHEM AT 4453 ZFRVEN
— NI ] 558245 ${COMPONENT_LIB} , #fi RA%)/ 751 7S o] DAFR BN R 4. /s B T -

[target_link_libraries(${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register") }

57k WR B E X EM AT 64313 248N esp_at_custom_cmd_register_foo, N7RFCHLAN
T

(Hll)

‘target_link_libraries(${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo }

Shib: REAMFASE

AT T HIFIRE at_custom_cmd HFFAEEAE R 7, PABRAR ESP-AT T H £E 4158 i REAS 1A 4%
BZAE . AR R RIERRIE A . WRETE esp-at/components H NI E AR H
SCAT iy S s B s RS, MIEHIITIA . (AARBIAE esp-at /components H3E FAYFIAALMH H
T SLAT A%, AR SCHARKTIHEA T .

Jitk 1: AEr AT E AT_CUSTOM_COMPONENTS FfIFAR & (3l H T~ A3 smit) .

¢ Linux or macOS

[export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]
¢ Windows

[set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]

ik

o iH¥ (path_of_at_custom_cmd) ##ely at_custom_cmd H FHESLLE SRR .
o BV PATREZ A Bl
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"
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Jjik 2: AE esp-at/build.py X setup_env_variables () R INAIKE AT_CUSTOM_COMPONENTS
AR GER T A4 iF IR R %% ). ~panr:

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path

$n Gk AT WfE
SEMA B IRIG , TR B BG4 sk R AT EF, IR e SIS L.

6.4.2 {7 AT+TEST i RBLETT4s 8

IEfEAE LRI, 1217 AT+TEST RIS R T .
M A4

[AT+TEST=?

Wi i ¢

AT+TEST="?
test command: <AT+TEST=?> is executed

OK

A4

[AT+TEST?

W

AT+TEST?
query command: <AT+TEST?> is executed

OK

WEmS:

{AT+TEST=1,"espressif"

Wi

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

AT+TEST
execute command: <AT+TEST> is executed

OK
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6.4.3 LS AT i %

SIS R GIACEIE T SO i a4, RIS P 5 2E0E AT A 2 3L

7 SCIR T
ESP-AT B &FFesp_at_result_code_string index X T —EkEE ., W2k A EIES WLAT
H B

% 7 38 1 return BRIV B, WATJE ] APL esp_at_response_result () Rk PaT4EE . v
FEACHE R E] B ) API flESP_AT RESULT _CODE_SEND_OK J;ESP_AT RESULT_CODE_SEND_FAIL,

Flan, M4{EH AT+TEST M Tm 2 MR % w5k MCU K £ 5y, Hesp_at_response_result ()
iR g R, H return AR R P @y A TEE R, ARBIRISAR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 W B MCU REBKEM R XEE

send_data_to_server();

// & [E SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

IBAT A S IR B .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

NI

O

ESP-AT {2t LA NP4~ APL 3k & 24

* esp_at_get_para_as_digit () Efﬁﬁ&éﬁ??ﬁ‘@[o
* esp_at_get_para_as_str () ﬂ?ﬁ@??—'f%%ﬁo

B DL E 4

el ETRe 2

AT E R L iy & S EC TS AL

I S RE R AL ¥ 3
« BUER B 1A
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ARSI S RGN ATH+TEST iy QR <param_2> il <param_3> SEE NS,
Hr <param_2> HTFZSE, <param 3> FFFFHSLL

[AT+TEST=<param_1>[,<param_2>][,<param_3>],<param_4> ]

SIS AT .

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
int32_t para_int_2 = 0;

uint8_t *para_str_3 = NULL;

uint8_t *para_str_4 = NULL;

uint8_t num_index = 0;

uint8_t buffer[64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 Bl R

/) FEHEXEAE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

<—>2) H
esp_at_port_write_data (buffer, strlen((char *)buffer));
s
} else {
/7 R
V-5 B
/) REEENXRAME
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
I3
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/) T EEXERAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %$s\r\n", para_str_ 3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
s
(850
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(750

} else {

/7 7 BlR A

/) B ZANF K

7 8- SE X

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WA TARSEON ", WES AR

PS8 R AT+TEST M@ <param_3> SECNFRFEESH, HoE)a—M S35, SRR
ERE N SEL.

[AT+TEST=<param_i>,<param_2>[,<param_3>]

WG AT PRAR A A5 O
¢ AT+TEST=<param_1>,<param_2>
¢ AT+TEST=<param_1>,<param_2>,

SIS .

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;

uint8_t *para_str_2 = NULL;

uint8_t *para_str_3 = NULL;

uint8_t num_index = 0;

uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
(BLFT0)
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(750
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R A
/)T EEXBAE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
I3
} else {
/7 7 Bl R
/S B®EZANSK
/) EXEAE

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WEREARTAFRSEON ", WZS B B

PHL2E iy 2 AP T

AW ERHE IR OMRIT, S0 — M PITEER, R RGET XSRS IR A (.

— ORI, XM TES HEAL SRR .
WM semaphore [,
NI .

xSemaphoreHandle at_operation_sema = NULL;
uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

(%

.

B

~

)
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(% L 50)

/) 7 R

// Kb A AL Al B semaphores
at_operation_sema = xSemaphoreCreateBinary () ;
assert (at_operation_sema != NULL);

/7 BOE AW AT

/) B R— BT R

// HEYHES% A H xSemaphoreGive 3k ¥ }X semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

I AT iy A S 1R IS A0 i

ESP-AT SCFM AT iy 4 s U5 R ARG, AR BELATT P4~ APL,

* esp_at_port_enter_specific () WERIVHRKEL, AT iy HUCE S AREIEE, R %S

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EIEEEL.
REUEIR ) 7 A SR AR R A gl i A AN [+

o KA A Bl BREC AN <param_1> $5E THIRKE, WFFIR.

[AT+TEST=<param_l> ]

PATR /RGBS A AT A AT iy -3 FRIUKR BE N <param_1> BRI AKE .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)

{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—OK) {

return ESP_AT RESULT_CODE_ERROR;
}

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/7 T BRI
// R sb AW 4 G # semaphores

(BT
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if (!at_sync_sema) {
at_sync_sema

assert (at_sync_sema

!= NULL) ;
I3

// REBWMNRERTH
esp_at_port_write_data((uint8_t *)">",

// REEREEK, EERKIARALKER

1€ PNE &

while (xSemaphoreTake (at_sync_sema,
—received_len);

if (specified_len == received_len)
esp_at_port_exit_specific();

/) RBE RN ENKE

remain_len

if (remain_len > 0)
// ﬂﬂﬁﬁ&
/SRR A BEKE >
// TEI&X&MT&\ X
/7 AR B AT B R &

esp_at_port_recv_data_noti

{

i
A

P

0,
P
*
£

Pl
I3
/7 7w Bl R
VA &
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\
esp_at_port_write_data (buffer,
esp_at_port_write_data (buf,
break;

I3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
t

xSemaphoreCreateBinary () ;

strlen(">"));
B AT 3 2 A

esp_at_port_enter_specific(wait_data_callback);

portMAX_DELAY) )
received_len += esp_at_port_read_data (buf + received_len,

esp_at_port_get_data_length();

specified_len);

(% L 50)

{

specified_len -

{

IHEMAZBEREATHE SN EREEKE
&

¥

y (remain_len, portMAX_DELAY) ;

r\nreceived data is: ");
strlen((char *)buffer));

Pk, WnRERE AT+TEST=5, MAREHEAY 1234567890, HFA ESP-AT R[FIMERAT iR,
AT+TEST=5 )
>67890

received data is: 12345

OK

AFRE KRS A B XAE DL Wi-Fi 54X, AEERR KL,

[AT+TEST

fRix ESP-AT G LI PATH R BIPATER, BT .
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#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));
I3

/) 7w Bl R

// Kb A WA Gl # semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary () ;
assert (at_sync_sema != NULL);

}

/) BERANBERTE >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

/7 REEREEK, EEKIARAKEEE AT & 1R A

esp_at_port_enter_specific(wait_data_callback);

AR L& N &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

/7 AR SR EZE R

/7 B EHRERE " FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

=

/7 7 Bl R
/WM BERABBERE >0, WHERRABAREFTEALE
H

%
ZE VS E.PE P T
#

N

/7 WA R BRAT W R & KR
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
esp_at_port_recv_data_notify (remain_len, portMAX_DELAY);

break;
} else if (received_len > 0) {
/)RR A
A NS RS &R &
/7 SbAL R E AT B Bk B B SR
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "\r\nreceived data is: ");

(T
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esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, strlen((char *)buf));

}

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
t

J

I, RS — AN AR dE 2 1234567890, 55 AN AHHE 2 +++, 4 ESP-AT REIZERU TR

AT+TEST

>

received data is: 1234567890
OK

~

6.5 iy ESP-AT £ PEfE

BOARFOUR, ESP-AT FIE:HLZ () f ] UART EATIE S, DHE s Akl RN S BOA R E, B
oL 115200 bps. I J140%E ESP-AT SEBUB R i fr it , &7 TRASC, IR A R ECE . AR SCRA

ESP32-C6 M|, Fraitnfafis ESP-AT it fE .

Frik: ASCET ESP-AT AT & 42X 1, filiidd4m TCP/UDP/SSL Ay iR RERY— IBEiE Tk -

JAP AT PARERE T R — RO IR P A R fE

o [WE] Rk E
o [IF] RBBIER, AT MR E

6.5.1  [fajop] ekt fic
1. it® &%, LWIP. Wi-Fi G FoaH-ms 5

B R ACRD B EE DL 2 module_config/module_esp32¢6_default/sdkconfig.defaults SC{4 % )i

H'E ESP32-C6 RV A 1515 ikt I S04 32 N #Y sdkeonfig.defaults SCf4:

(# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

(BT )
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(#_L70)
# Wi-Fi
CONFIG_ESP_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP_WIFI_DYNAMIC_RX BUFFER_NUM=64
CONFIG_ESP_WIFI_DYNAMIC_TX_ BUFFER_NUM=64
CONFIG _ESP_WIFI_TX BA WIN=32
CONFIG_ESP_WIFI_RX BA_ WIN=32
CONFIG_ESP_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP_WIFI_AMPDU_RX_ENABLED=y

2. 7% UART ZE 1% /)
BN ACHD B #E D1 854k at_uart_task.c S uart_driver_install() 47 o

uvuart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_

—uart_queue, 0);
. J

3. MBRERIANBCEL . Bk fh . ekiats

p
rm -rf build sdkconfig
./build.py build
./build.py flash monitor

.

4. EfLib vy UART Py
S AT iy & FPon s :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPMODE=1

AT+CIPSEND

// (&

-

J

BE PR E B 7 YA — AR R AR At (B I I REA RS EI I PR T . 5 SN S B R A
AT, WO T R A A TR AR . R, P T DRGSR MR T3, AT
AR BC

6.5.2  [HiA7] ABEAMRE . FHxEHCE

52 ESP-AT 3 iy PR 3 A i 4 R el -
PUIEES SN
o BSP-AT %1% (TX) B%FER A S1 > S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8
o ESP-AT 2% (RX) W% #77i 5 R8 -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

AR RO T K, SRR A, &S SRR B AR R Z AT A, AT 2
R A A ek B FUH Y 2 R TN BC ., DAGRIE B A T IRIR B . AESCBR i, TEAE
Hts B e — A Bn A B RT ) 5 AR T T F- A T B LB R AT

Frik: N IAECEIY AR AAE IR N EITER PRI AE L AT+SYSRAM iy 4R ALl AT

L. GO ¥ fE At
GO ARG AMILALAYTER T, RIS HTCEANT :

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

(BETID

Espressif Systems 333 Release release-v4.1.0.0
Submit Document Feedback


https://github.com/espressif/esp-at/blob/4b09fc9e/main/interface/uart/at_uart_task.c
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 6. Wi F1IT K H CHY AT TAE

AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium R5| 1S5
Rl Y
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Ethernet R6 “
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

L 0)
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

2. S1. R1 #M-{R4E

WHEREOLT, S1 MR & ESP-AT FrEE KA. FOMBGARE LT, ESP-AT Rl ML i) i
i UART BT 1R, BReRoN 115200, 7 UART R (£ L, 35 BRIy S Mbps. t, JH
M FATALT S Mbps, W] PAREJERIARY UART VS0 R ML (B A5 5, [l AEA T
T,

2.1 $#25 UART ZEop XK/
R ACRS B D1 at_uart_task.c SCAEH uart_driver_install() 17 o
« $17 UART TX %t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

$22 UART RX %0t

e 2

uart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

#2425 UART TX #l RX 750

s B

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_queue, 0);

2.2 #ie IR UART J45R
SR AT S FF 4T -

AT+CWMODE=1
AT+CWJAP="ssid", "password"

(BETID
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(50
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1
AT+CIPSEND

WAKE & &

ik TR L UART Al ASCRFEIX AR B, I HLHUN ESP-AT 2 ] UART HEAR
A REHIA .

s QR PSR R T E BT 5 Mbps, WA TEA ] SPI, SDIO. Socket %70, H ki
S

« SDIO: SDIO AT #% &

e Socket: Socket AT j:lﬁf‘ﬁ

e SPI: SPIAT #5%
 Socket: Socket AT $5F5

3.82, R2. R3. S3 Ak

WM T, S2. R2, R3, S3 K& ESP-AT Fnt @K%, K4 AT core #£ UART 221 [X
R VMU (54 2 2 (AL R, DU BRI N 25, TRk,

4.S4. R4. S5. R5. S6. R6 HH-AL

ESP-AT I E#HL2 [6) {8 H UART #E/Ti#{%, S4. R4. S5. RS. S6. R6 JuFEL4k. ESP-AT HI
FALZ L AL N BT TiEE R, S4. R4, S5, R5. S6. R6 @@mifrntn)— K%,

S4. R4. S5. R5. S6. RO B FMNAEHIZ . ML= . MEIREEHZ 2 R Edai. 1
9 ESP-IDF ot IfTHLES WicFi P Scb, TR, JEFT AP . I SEE i T A
IE . /build.py menuconfig HHfTHECE.

o {4k S4 -> S5 ->S6: LRy 1A I E
o {4k R6 ->R5 -> R4 UKtk Jy 1) i

5.S6. R6 {14k

S6 1 R6 2 il {5 W A K At )=, ESP32-C6 nJ DAGE Ji Wi-Fi s DA 41 4 74 i 17 Jo
Wi-Fi [i 7 AT RS0, ATRERREZ M 7 Rl

o $i5 RF R 5T%
BRI S ) 258 8 AN SR Ak = AR, P ] A A AT+ RFPOWER iy &£ # il ik
H RF RAII%.

o P 802.11 b/g/n il
BN Wi-Fi £z HIh 802.11 b/g/n 18, I P AT 38 13 AT+ CWSTAPROTO fir &2 )1 &
802.11 b/g/n PM . HELEZXN, FHEI AP i Wi-Fi iU 2, 802.11 b/g/m Fiiil,
T FE Lk HT20/HT40 (20/40 MHz) i, .

6. S7. R7. S8. R8 &1k

WHEET, S7. R7. S8, R8 AN/ ESP-AT AR ALAITER] . P RIiX FISLPR M 25415 T . 2%
BEHT . WREEE B .

6.6 Wil i mfg_nvs 53X
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6.6.1 mfg_nvs 43 XA+4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

« HSHCE (Wi-Fi il UART fE . SRS ): WSH T A8 E4028.
* PKICE (BRIEBABHANCE): WSHPKIRREAN 2.
* GATTS [t (RIIFEHET RS ). WHSH KA E T R G5 RLAN2B.

BRI UL SR E . PKI BCE B3 GATTS FCE I, fn] AE g1 ESP-AT TA%, ZEniHm
mfg_nvs.bin {5 s lidarpy TR ABEEPE, SH@IREALE MU . ARSI SR

6.6.2 :pk mfg_nvs.bin

Be B AE 258 UG, & # thiF ESP-AT T 42, JE 4 %Py B & B il i mfg nvs.py SE4 i build/
customized_partitions/mfg_nvs.csv X (BETITEREN ML SE,. 8. K8, fE
=H), H esp-idf 1) nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin X (NVS FEREE) .

6.6.3 |#% mfg_nvs.bin

AR A MEE — P52 H 2 mfg_nvs.bin S0

o FEEBgIELL) ESP-AT &4, PRI LS L ek FE &,
o VN2 mfg_nvs.bin, X5 ¥% H 3 ESP32-C6 A mfg_nvs 73X,
— Windows
1~ #k Windows Flash N4 T H. {44550 S5 Flash N3 T HH 488 . Tk
build/customized_partitions/mfg_nvs.bin {4 | ESP32-C6. ] DLiE
i AT+SYSFLASH? fiy4-#5 1) mfg_nvs.bin {4 | 2k .
— Linux or macOS
& {# ] esptool.py.
&P ATE ESP-AT i H s A7 PA R i 2 N 4% mfg_nvs.bin S04,

esptool.py —--chip auto —--port PORINAME --baud 921600 --before.
—default_reset ——-after hard_reset write_flash -z —-flash_mode dio -
——flash_freqg 40m --flash_size 4MB ADDRESS mfg_nvs.bin

¥ PORTNAME Z 4 51 H 1144 7%, ADDRESS ##k F %k mfg_nvs.bin SC{: bk,
0] DA T AT+SYSFLASH? A28 F 2k ik
o MCU %3%AT+SYSFLASH 34 837 ESP32-C6 1] mfg_nvs 43X,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X ¥
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE ¥ A T2 mfg nvs.bin SCEFH R/, AN EIBRAA A E )43 XS, 850] PATE
T AT+SYSFLASH? Gy A2 #]0 X K/ N6

6.7 i) 2%

ASCAYAZE T WA ESP-AT BOAM ) S8ECE . ) SEECE 528 Wi-Fi il E . UART & .
B E .
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o BT AHEENB
o 4 px, mfg_nvs.bin 3
o T2k mfg_nvs.bin 34

6.7.1 ) SHEBEND

MHTERA BT ) S5 B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR

Thae ELI1 X AT &<
Wi-Fi it JIr A i 2 Wi-Fi ThRERY AT fig

« max_tx_power (ESP32-C6 [1t] Wi-Fi
BREGTH, HAE W ESP32-
C6 KGR R E LD

« country_code ([EZfH5)

o start_channel G215 Wi-Fi {518)

o channel_num (Wi-Fi ) 2 {Z1E505)

== -}, ok YN
UART Pt & . vart_port Ol % 2% AT o 4l i 75 % UART HIRERY AT fip 4

i AT mp 1) UART i 1)
uart_baudrate (UART 7 45%)
vart_tx_pin (UART TX 5| )
vart_rx_pin (UART RX 5| )
uvart_cts_pin (UART CTS 5| i)
uvart_rts_pin (UART RTS 5| )

FELZH 44 B module_name AT+GMR

AR H O SRIESCE T SR, AELEM nfg_nvs. bin X,

6.7.2 H:pk mfg_nvs.bin S
2% & A, mfg_nvs.bin SCRYLE BUAA 1) SRS mEg_nvs . bin,

6.7.3 F#k mfg_nvs.bin {1}

WS% T #omfg_nvs.bin 3.

6.8 Il S PKI fic i

AR T AT B ESP-AT 3t BRI PKT it . PKI Fit Bf04% TLS /3% . TLS R 428 . MQTT
& P Al WPA2 Enterprise 2 i FIE HB 12547 .

* PKIBLE N4
o 4 px, mfg_nvs.bin 3
o T2k mfg_nvs.bin 3 #F
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6.8.1 PKI it 4l

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

Thge EEI X AT
TLS % F i 50 BR ) hin il B

o AT+CIPSTART
e AT+CIPSSLCCONF

e client_ca_00.crt
e client_cert_00.crt
e client_key_00.key
51 BE PR E
e client_ca_0l.crt
e client_cert_O1.crt
e client_key Ol.key

TLS Jik %% e server ca.crt AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % )i e mqtt_ca.crt AT+MQTTUSERCFG

* mqtt_client.crt
* mgqtt_client.key

WebSocket % Fi 50 BK P m bl E AT+ WSCFG

e wss_ca_00.crt
e wss_client_00.crt
* wss_client_00.key

o5 1 BR PR E
e wss_ca_Ol.crt
e wss_client_O1.crt
* wss_client_01.key

HTTP % fri 0 EX bl E AT+HTTPCFG

¢ https_ca_00.crt
e https_client_00.crt
e https_client_00.key

55 1 BRI E
* https_ca_01.crt
e https_client_01.crt
e https_client_01.key

WPA?2 Enterprise % i AT+CWIJEAP
e wpa2_ca.pem

* wpa2_client.crt
* wpa2_client.key

AR H AR IE M PRI AL, A)EEM mfg_nvs. bin X,

6.8.2 :pk mfg_nvs.bin
W27 £ & mfg_nvs.bin SCRYAE BUHTA PKIT FLE ) mfg_nvs.bin.
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https://github.com/espressif/esp-at/blob/4b09fc9e/components/customized_partitions/raw_data/wss_key/wss_client_00.key
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6.8.3 Pk mfg_nvs.bin {7}

5% T # mfg_nvs.bin CRY.,

6.9 il A SUARITHERE S ik 55

AT A T AT R ] ESP-AT $2 0 R DRE 1 iR 55 I SCPFE ESP32-C6 B b B SUIRIIFERE iR
%o

o fKHFIE T IR SR A28

o iFnt B2 SUIKAHE TR %

- BRI TR G/ A
— & mx mfg_nvs.bin A
— T2k mfg_nvs.bin THF

ICHRERE IR 555 Sy GATT S5Hiafy 2 TE AU, W /0 6 — MR P (attribute type) 4 0x2800
O F 55 (primary service). 4595 K2 H1— M98 5 SCRULAMFAEALIR. 49 1M E 28 2l — (A
ATSERHRRFALR . AR RIS R0 HIEY 1) Generic Auribute Profile (GATT) —5.,

6.9.1 {IRIREE A1 R 55 P SCAH S 4

IR T 6 W A Mk 45 VR SC 1 /2 ESP-AT L A% A1) 8 K o 48 W5 2 Ik 45 P AR 9 19 SC 4, SO 7 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, WA T FIR.

index uuid len uuid perm val_max_len val cur_len value
0 16 0x2800 0x01 2 2 A002
1 16 0x2803  0x01 1 1 2

2 16 0xC300 0x01 1 1 30

3 1 1

16 0x2901 Ox11 30

PATF WA SRR BRI
* perm FRHMAMIR, BFE ESP-AT TAEHHIE LUH s,

/* relate to BTA_GATT PERM xxx 1in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

4

#define ESP_GATT_PERM READ (1 << 0) /* bit 0 - 0x0001 */

- /* relate to BTA_GATT PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT_PERM_READ_ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */

. /* relate to BTA_GATT PERM_READ ENCRYPTED in bta/bta_gatt_api.h */

#define ESP_GATT_PERM _READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */

s /* relate to BTA_GATT _PERM READ ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT_PERM WRITE (1 << 4) /* bit 4 - 0x0010 */

- /* relate to BTA_GATT PERM WRITE in bta/bta_gatt_api.h */

#define ESP_GATT_PERM WRITE_ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */

. /* relate to BTA_GATT PERM _WRITE_ENCRYPTED in bta/bta_gatt_api.h */

#define ESP_GATT_PERM_WRITE_ENC_MITM (1 << 6) /* bit 6 — 0x0040 */

. /* relate to BTA_GATT PERM WRITE_ENC _MITM in bta/bta_gatt_api.h */

#define ESP_GATT_PERM WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */

- /* relate to BTA_GATT PERM WRITE_SIGNED in bta/bta_gatt_api.h */

EEFT)
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(B LEm)
#define ESP_GATT PERM WRITE_SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT PERM WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

o FFEFE 1772 UUID 3 0xA002 FIARSS E Lo
o B TATRFHMEM A, UUID 0x2803 F/RFHER ], HUH (value) 2 5 EAUR, AUBRK N 8 {7,
B RERERRUR, 1 TR SRR, 0 R H .

fi HUBR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

o SEEATARE T IRSFOERE . %ATHY UUID J24RAERY UUID, HU{E R ARE RS
o ST LT FHER AT (T3 .
A 3¢ UUID R 2 {5 B 5% I A SRR BeAT .

UNSRE A ESP32-C6 B LT BCAIRSCHE, AMBUL MBS, H @S RIIFEIE T 4%, I AR i
RS AR, SAREIITR 4R

Unknown Service
) 0000a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e: (0x) 30, "0°
Descriptors:
Characteristic User Description . +
0x2901
e 0

6.9.2 Gk A SRR TR 55
TEARGE AT 22 3R 1 SRR A R 55

o WMEURTALEE TR 5k HF
o & g%, mfg_nvs.bin S
o T 2k mfg_nvs.bin S
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e IR 58 1R 55 D S 1

e XENSE, B, HEEX=RE (server A, Server_B fll Server_C), WFIHX =4
R 55 4R WU HES o« fh T SRR S5 4RAE R AN S, 3 BLFRATT AGE L— M55 i, AR 55 T DA
Fie BRI T Lo

L @S5 5 3o
APl ST —AMEA OXFFOL 1 32 2R 55

index uuid_len uuid perm val_max_len val_cur_len value
31 16 0x2800 O0x01 2 2 FFO1

2. BSIFFAE BE I AVRHAEE
A E LT —~ UUID 3k 0xC300 [ a] Ferl SGHAE, HRHAE B E ) 0x30,

index uuid_len uuid perm val_max_len val_cur_len value
32 16 0x2803 Ox11 1 1 0A
33 16 0xC300 Ox11 1 1 30

3. WIFAEREIASF (Al ) .
ARG T % POsEHERCE , 505 0x0000 #7781 (notification) A7 (indication) HA% .

index uuid_len uuid perm val_max_len val cur_len value
34 16 0x2902 Ox11 2 2 0000

SEMPA BRGSOV AR FEIE T i 55 5 SCAE .

index uuid len uuid perm val_max_len val cur_len value
31 16 0x2800 0x01 2 2 FFO01
32 16 0x2803 Ox11 1 1 0A
33 16 0xC300 Ox11 1 1 30

34 16 0x2902 Ox11 2 2 0000

HRIE A C R R IB M GATTS FlE, R4 mfg_nvs.bin X4,

H: % mfg_nvs.bin 3¢

THS 7% & R mfg_nvs.bin SURAE A IRIIFEH T (S5 BCEL ) mEg_nvs . bin.

F & mfg_nvs.bin ({1}

ES% T 2 mfg_nvs.bin SCHY.
TESENE, FATENARIIFEE IR, R im ARG IS iR TR .

6.10  dnfaf Fi e Lo IX

AT AT T QT aE i 1B 2 ESP-AT $2{EfY at_customize.csv 3k H 7 X ESP32-C6 B iy K. A
P — G IKEM Py X

— 45y X 3% partitions_at.csv RG], 7EUMLELRE 1A B partitions_at.bin SC{4. QER—F K EHE, &
S Esh. Wi, AREHUE R partitions_at.csv,
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Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic y 4
UUID:

0000¢300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902

Value: Notifications and indications disabled

ESP-AT 24T — 243 X 3 at_customize.csv 477 A € XEHREY, BET—RHXHE,
FB W BSP32-C6 &4 I X, EHIEEI = REEE. B2 60 TaI =R

o 57K at_customize.csv

o & m% at_customize.bin

o &3 at_customize.bin £ ESP32-C6 % %
o T

6.10.1 {& at_customize.csv
5% N RPN at_customize.csv,

2 1: at_customize.csv 15

& 1HH B’z
ESP32-  ESP32C6-4MB (i 47 4 MB flash ) ESP32- module_config/module_esp32c6_default/at_customize.csv
Co6 C6 #%1)

SRIG, AEIBPR at_customize.csv IFREAE DA T AR o

o B X H P43 X ) Name fil Type ANA[HEH, {H SubType. Offset fll Size A DA,

o WREBHFERIM—AHH PR, EEEE S E 47 ESP-IDF (esp_partition.h) H5E
X

- WREE X, WHARE Type {55 ESP-IDF [#4H [

— WARARE X, R Type XN 0x40.

o P4 Name AWV 16 75,

* at_customize 5 KIYBRIAK/INE LHE partitions_at.csv R, GMIHT H P40 DR T8 A B8 L o

6.10.2 H:pk at_customize.bin

& at_customize.csv 7, 0] DATE #4wi% ESP-AT T2 f# /T python A gen_esp32part.py AL
at_customize.bin 14,

WERME R RA, 7 ESP-AT TAAR H X FHATLA F a4, 8% INPUT fl OUTPUT,

Espressif Systems 342 Release release-v4.1.0.0
Submit Document Feedback


https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c6_default/at_customize.csv
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 6. WA ZiFHIF & H O AT TR

[python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT] J

* INPUT B N REMRHTIY at_customize.csv a3 il U B4R o
o OUTPUT #ffhy b sy bl sk CSV SCHRIEEAR, AR, K AR

6.10.3 %45% at_customize.bin £ ESP32-C6 %75

B at_customize.bin [ #F| flash W, FEFANMAPRE Gl SO 2 ESP32-C6 345, 155 % bk AT B+
F35 4, TFERIAEBL at_customize.bin SCLFH T 2kl .
22 AFEIFEA at_customize.bin [ R ZHhk

TE T Hy it K
ESP32-C6 ESP32C6-4MB (577 4 MB flash [¥) ESP32-C6 £%1]) 0x1E000 0x42000

TEHAENGIU T, WZ0UFF at_customize.bin "Rk flash J5 4 BEGE 2 AT Ay

o AT+SYSFLASH: #8225 flash i P 55X
o AT+FS: XM A %31k

* SSL 454 K

* BLE fR&5#rHH K

6.10.4

RIT AR 2 test (19 4 KB 73 IXE N E] ESP32-C6-MINI-1 4]

B4k 3] ESP32-C6-MINI-1 1 at_customize.csv 3%, X EHT /X Name, Type. SubType., Offset #l
Size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat,0x47000, 100K

o4, EPIYIE ESP-AT T2, 3% 7E ESP-AT R H 3% F 4T python 744 i, at_customize.bin .,

python esp-idf/components/partition_table/gen_esp32part.py —gq ./module_config/
—module_esp32c6_default/at_customize.csv at_customize.bin

K5, ESP-AT #R H 3¢ H £ 4E i at_customize.bin,
$ =3, T2 at_customize.bin % flash.

1€ ESP-AT TR H X FHATA N4, JF# 4 PORT Fl BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset —-—-after hard_reset --chip auto write_flash ——-flash_mode dio ——
—flash_size detect --flash_freq 40m Ox1E000 ./at_customize.bin

* PORT Fr e Ay 11 44 7K
* BAUD B Hi R,

6.11 g Bam—A~ Wil Bl 32 £y
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ESP-AT T2 W2 M, FF4R 4L TRIZH A IC S04 factory_param_data.csv F] module_config, 5% %L
1E ESP-AT TAE IS HA~ ESP32-Co BLZH 1 2 #F, WIFR TS GX SERe B SCfF. Ay ESP32-C6 i
H “Prrse:

* ESP-AT TR RGN SCFRFRIBIAL, A14% ESP-AT C@ A MOt 7 R4l MIRSE A Rt i p A
Ao HAZBRIGH, FRATAERER, SOt ME L.
* ESP-AT TAECU@E AL SRR, (B P ZEx B AR B A -

ASCEPRFUE A AT A ESP-AT TARH ) ESP-AT £ 3T ESP32-C6 St R s Mg 413 H;, h e
PATR AN ESP32-C6-MINI-1 SCH5 A, i8] SPL T 2 Bk i UART %1 .

o H— BEIAEMAG T AR
o $o BREHIEILMY OTA
o B IIGALLELE

6.11.1 55— ECEPINEdln) S8

FIIFAHY) factory_param_data.csv , TEFRMRGHA—1T, WIELHRFEREMLSE. A6d, KA

Ff platform % # N PLATFORM_ESP32C6, module_name ¥ & ESP32C6-USER-DEFINED, HiAfh
SHBBEMIL TR (SRS LESH L S HREN2).

platform: PLATFORM_ESP32C6
module_name: ESP32C6-USER-DEFINED
description:

version: 4

e max_tx_power: 78

e uart_port: 1

e start_channel: 1

¢ channel_num: 13

e country_code: CN

e uart_baudrate: -1

e uvart_tx_pin: -1

e uvart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.11.2 550 BCEPHEALN OTA

JE at/src/at_default_config.c ) esp_at_module_info ZEMEFTEIIE & XAEHER .
esp_at_module_info Z5MA4EM4E OTA FFRIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

FRMEEH oTA BhEE, IRASE A% ota_token I =/13¥ ota_ssl_token Wi%iXE N NULL,
FH—NZH module_name P factory_param_data.csv S fFH ) module_name —ZF{(.

FHEB WG esp_at_module_info g5,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

#endif

(T
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(B LEm)

#if defined (CONFIG_IDF_TARGET ESP32C3)

#endif

#if defined (CONFIG_IDF_TARGET ESP32C2)

#endif

#if defined (CONFIG_IDF_TARGET ESP32C6)

#endif

#if defined (CONFIG_IDF_TARGET ESP32C6)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_

<.SSL_TOKEN_MY_MODULE }, // MY_MODULE

#endif

bi

zfCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%HzfCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E XFE3L Y at/private_include/at_ota_token.h H

#if defined (CONFIG_IDF_TARGET_ESP32C6)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.11.3 520 PN B

T%WFTEWATIﬁiﬁ%”é(WK%%%)%%\ﬁﬁmﬁﬁﬁuﬁ%¢ﬁﬁmﬁﬁﬁﬁmﬁ
SCPFRY L
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e BARE AR Xt R ERIAED B 31
ESP32 WROOM-32
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 PICO-D4
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 SOLO-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 MINI-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 WROVER-32
module_config/module_wrover-32/sdkconfig.defaults
module_config/module_wrover-32/sdkconfig_silence.defaults
ESP32 ESP32-D2WD
module_config/module_esp32-d2wd/sdkconfig.defaults
module_config/module_esp32-d2wd/sdkconfig_silence.defaults
ESP32 ESP32-SDIO
module_config/module_esp32-sdio/sdkconfig.defaults
module_config/module_esp32-sdio/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB
@ module_config/module_esp32c2-2mb/sdkconfig.defaults
module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB-
o) BLE module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults
ESP32- ESP32C2-4MB
@ module_config/module_esp32c2_default/sdkconfig.defaults
module_config/module_esp32c2_default/sdkconfig_silence.defaults
ESP32- MINI-1
C3 module_config/module_esp32c3_default/sdkconfig.defaults
module_config/module_esp32c3_default/sdkconfig_silence.defaults
ESP32- ESP32C3-SPI
C3 module_config/module_esp32c3-spi/sdkconfig.defaults
module_config/module_esp32c3-spi/sdkconfig_silence.defaults
ESP32- ESP32C3_RAINM
C3 - module_config/module_esp32c3_rainmaker/sdkconfig.defaults
module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
ESP32- ESP32C6-4MB
c6 module_config/module_esp32c6_default/sdkconfig.defaults
module_config/module_esp32c6_default/sdkconfig_silence.defaults

o Ypython build.py install FH] silence mode g 0 B}, FEZHELE XN BIEC B 4~ sdkconfig.
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https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c2_default/sdkconfig.defaults
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https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c6_default/sdkconfig.defaults
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defaults,
o Mpython build.py install H 1] silence mode & 1 I}, 40 it & XF W 1 B & S8

sdkconfig_silence.defaults,

e, #HA module_config e, AT SCIFIORAFHUSLHBC B B E S (SCHIeaFR Rl
5), SRIGAEE A A B 34 IDF_VERSION., patch. at_customize.csv. partitions_at.csv. sdkconfig.defaults
PAM sdkconfig_silence.defaults

A, AT R  module_esp32c6_default I K H Py it & CF, HEMA N
module_esp32c6-user—-defined. FEARFY, Bl & X} IDF_VERSION, patch. at_customize.csv F
partitions_at.csv ILFEB I, FlTHFE BN sdkeonfig.defaults A1 sdkconfig_silence.defaults :

e f#iffl module_esp32c6-user—-defined TR XFE, ETBEWNTFECE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_esp32c6-user—
—~defined/partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32c6-user-defined/
—partitions_at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32c6-user—
—defined/at_customize.csv"

o i SPIFCE, #Fk UART fiLE:
— #%F% UART [it &

[CONFIG_AT_BASE_ON_UART:n J
— iy SPI FiC

CONFIG_AT_BASE_ON_SPI=y
CONFIG_SPI_STANDARD_MODE=y
CONFIG_SPI_SCLK_PIN=6
CONFIG_SPI_MOSI_PIN=7
CONFIG_SPI_MISO PIN=2
CONFIG_SPI_CS_PIN=10
CONFIG_SPI_HANDSHAKE_PIN=3
CONFIG_SPI_NUM=1
CONFIG_SPI_MODE=0
CONFIG_TX_STREAM BUFFER_SIZE=4096
CONFIG_RX_STREAM BUFFER_SIZE=4096

SEM AR IR)E , T4 ESP-AT TARA sUBLH F . ARG, FRATHEA AR AT [B{F5 =5 2%
IRIE B, BEP]PAYERE PLATFORM_ESP32C6 il ESP32C6-USER-DEFINED A4 5 AT [E{4:.

6.12 ESP32-C6 SDIO AT }514

6.12.1 4y

ESP32-C6 SDIO AT f{ii i SDIO ¥ #E47i@ iR, HH ESP32-C6 1% SDIO slave 5 MCU #E4738 15
SDIO m[ffi f —£kek ULz, Z/DFE 4 #2: CMD. CLK. DATO fl DATI.

o XT—EIR, BRI 44 CMD. CLK. DATO F1 DATI, Lt DATI fEJ kit ;
o MTFPHAAR, FHEHIIN DAT2 Fl DAT3,

SDIO slave & U1 frs

* CLK is GPIO19
* CMD is GPIO18
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DATO is GPI020
DATI is GPIO21
DAT? is GPI022 ([k)
DAT3 is GPI023 (Puzk)

6.12.2  hfal i ] SDIO AT

#EIIA SDIO AT 5.2 ], #5352 SD Pull-up Requirements [/} ESP32-C6 R PEHEATALE, 70
SDIO {425

Slave il

AT T H BN ] UART /E- N A& A, RAILAE T . /build.py menuconfig -> Component
config -> AT -> communicate method for AT command ->AT through SDIO ¥J#5f SDIO

YRR . ZJGER i esp-at TR, BB ECEIHzTT.

Host ]

ESP-AT #4it 7 ESP32-C6 il STM32 /E4 SDIO host {4 at_sdio_host % 5|, %FF ESP32-C6 [ 5% 7R
B, ATPAME AT TARI) esp-idf BUA I T4 iRk X STM32, FRATTHRMLA 7 23T STM32F103ZET,
T Keil5 1 790158 b6k -

X HA- . ATAS ISR B TIE R -

6.12.3 SDIO %2 I
Host fil]

1. #)1{ 1k SDIO host
* SDIO host ¥4 fk =252 SDIO PRI dafl , (UG e | il 4 2. SDIO M #)4h 1k SD
mode,
2. ¥Ry SDIO i,
o JXFBSy F-F4% IR SDIO spec HMIARMERYZEK, B SDIO slave HhriS 4L
o PRMFEEVERENZ, W SDIO host Al slave A &/, A4, IFTH L1 slave 141k 5E
GG . —fik host STEJIBI TR IR, 2545 slave RIZh52 8, TEIFUA PR SDIO i#fs.
3.
o FaOB £ ERSE IS DAT {55 M4EUE PS5, host SEEC IR HIT Ik
{5, WRHWTE slave AHHRE AL, host 27 il CMD53 LI slave (945 -
4. SRR
* SDIO AT DEMO i, Zib it i A, #AJ5 host ] CMDS3 et A ikt % .
o WEHEREMZ, WRERMET, IBAMTHE slave il PR, ULHT host Al slave 752 B HHI 4G
1k SDIO,
* TEVAMAT+RST 53 AT+RESTORE i34 J55 , host Fl slave 11 [i FEF 22 B 9] 4yt SDIO.,

Slave il

SDIO slave [{j4b 3 5 SDIO host 251L), slave #E42 1% F] SDIO host %k ARG, @0 AT core 5 50E &
ik%5 AT core /T4, 7E AT core AbFRSERG , A% $#i45 SDIO host,

1. #¥14&4k SDIO slave
e [ sdio_slave_initialize #J4{4{k SDIO slave driver.
e i/ sdio_slave_recv_register_buf WFEHHEW ALY buffer, 5 TP loE &, b
W T Z Ak buffer.
o JEH sdio_slave_recv_load_buf fiZkNIMIFENHE buffer, HEA&BICEHE.
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e sdio_slave_set_host_intena T H host ] W, FEHIWEHEIECLE T
%ﬁ' SDIO_SLAVE_HOSTINT_SEND_NEW_PACKET,
* ] sdio_slave_start fEffiff EIFIREICRIA R .
2. Bkl
* [H} SDIO slave % 3% 5 TR EARIERED, DMA 7)), B DATEELSEHE AT w5 Ul 3w i
DMA i NET, R)GIEH sdio_slave_transmit #Hf741%.
3. FCEdE
o N T AL SDIO ¥ G Hizh AT core [, FEH sdio_slave_recv #IX SDIO %i
J&, R TIRFREE S BB BB AL F £ AT core.

6.13 SPIAT #i1¥

AR EZNA] SPLAT e B S6, E2 AT LA :

T
o 1% 8 SPI AT
o SPI AT i& %

6.13.1 TWij4r

SPIAT J&F AT T42, {fi f] SPI Phs A T8 15 - #E 08 F SPLAT I}, MCU # #{F >4 SPI master, ESP32-C6
WA E R SPLslave, SAF AU SPI P S BIET AT iy S I EE 2 .

)1 SPLAT [RfL%

AT TAEBGAGE A UART PpsClEAT Bicidi i, fE2 UART HibsUfE— 25505 Sm e f i Rt i) B2 37 59
WY, P, (S B e A R 1 SP MM it 1k — R A i

31 SPLAT ?
T pAE R IR SR IC B IS SPTAT:

1. #T . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT through SPI {§ifig SPI AT,

2. jid . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI Data Transmission Mode 4% SPI $({if& iz,

3. @t . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI GPIO settings [it# SPI {#i [ GPIO 45,

4. @3 . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI driver settings 3%$E SPI MALE TAERELZ, FFECEA RELK K
/N

5. EHHIF esp-at THE (3% AM%iFx ESP-AT 142), BEHiBEEIEE4T.

SPI AT BRi\ 5

MR TAFE RS ESP32-C6 B (] SPT AT WFERIA AL {45 -
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%2 3: SPI AT BRAAS B

&5 GPIO %S
SCLK 19

MISO 20

MOSI 18

CS 23
HANDSHAKE 21

GND GND
QUADWP (gio/qout) L 22
QUADHD (gio/qout) ' 2

B 1: QUADWP 5 i QUADHD 7 | JI{UAENE ] 4 £k SPT TARI

A PAE L . /build.py menuconfig > Component config>AT >communicate method for
AT command >AT through SPI >AT SPI GPIO settings, ZRJG4iiE TRk E SPI AT X5V [
EH (3% Akt ESP-AT T42).,

6.13.2 {lif] SPI AT

T SPLAT I, ESP32-C6 ¥ 45 Fizf T SPLslave T AR LAl fFHAT

J& T-2¢ (handshake line)

SPI j&—F master-slave Z5#4J 114 M5, A ML ¥ i master &2, slave ok EaifEsmEds. HeE,
AT WA T8EEA BN, 755 ESP32-C6 %X £ Eah ey 380 Fifk—2ef5 8. EHit, FAT¢E SPI master
slave Z [AJ N T —MEF-2k, KSLH slave E5fj[a] master (5 EA9TIEE .

24 slave 75 BALHEIEE, BSICETFEM Eshfim, X &7 master Ml 7= 25 —A_ETFFHHF#) GPIO Hr T,
master &5 slave il f5, AHSCHUG, slave FHEFERITAC, S50 BGET S

i 4R T B AR o -
» Master [] slave % 3% AT ¥Ry, HIBTFLW TN
1. master [1] slave % %15 RAZ ARG K, ARG %R slave [m 4R T2 & ) o ilF & R B 15

7o
2. master Kl 2 {2 F£&_ 11 slave 2 A AR VF LGS )G, THRAEEHE.
3. master K IEFHEIG, A slave Fd LR E5H .
* Master $2I{ slave &% AT FdE, (HH4ETFLI %N
1. slave ifi i) $2 T2k 38 1 master IR ICEER .
2. master KR, AR BIE G, B0 slave B E & 4RI

LN

SPI AT {1 {5 #43 & CMD+ADDR+DUMMY+DATA (/%5 ). {E{#i}f] SPI AT I}, SPImaster fifi ffl €] —
SEE IR SO AT -

* Master [i1] slave /& 2% B0 I A 3l 15 41 5C:
%% 4 FALM ML 2B

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (5i% 4092 ==37)
F)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, #5250k — A0 MH EORGTHRA R L, BRSOy :
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%50 FALEMMAL, FEHUREEREC £45R

CMD (1 =%) ADDR (1 =%) DUMMY (1 DATA
F7)
0x7 0x0 0x0 null

o Master $2Ui slave % 3% B4 &5 Bsf 838 15 415
F 6: FHLEHUAML K 2 B

CMD (1 =) ADDR (1 %) DUMMY (1  DATA (i 4092 %)
FH)
Ox4 0x0 0x0 data_buffer

* Master $ZH{ slave K HRE )G, 5 2K iA— Al M EORETHRA I L, FLARR B (5 o0l -
7 EALEAMMAL, EVRBRE 245K

CMD (1 =%) ADDR (1 Z%%) DUMMY (1 DATA
FW)
0x8 0x0 0x0 null

* Master [1] slave A 3% if K% i 48 & K/ N g E o
8 ML ML E % BEHRE K

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (4 =%%)
F)
0x1 0x0 0x0 data_info

o 4 <7471 data_info AP TARRIERGMEIRI B G R, BT

1. Master [n] slave A& IERIEIREOFI5 8, K& 07 15 bit,

2. Master [1] slave K EHIEHREHIFH)S, %FH)S5HE master BR L ERHEIE, KB 16 23 bit,

3. Magic {H, KJ& 24 ~31bit, [H5E K OxFE,

* Master £ |8 T2k A7 slave KIBIES G, T8 AE—4KIHE A slave HEAFEUCEHR ) TAERL
X, BEEAZ LRI TR, BAREERSCh:

9 EHUAIRTER, ALY AT BT BARES

CMD (1) ADDR (1) DUMMY (1  DATA (4 Z%)
F)
0x2 0x4 0x0 slave_status

RIFEWIEK )G, slave & [A] PR SR ERFAEEAE 4 2151 slave_status 1, HEAR AR AN

1. slave 755 [i] master A& 2% AEHRA T4, KF 07 15bit; (U2 slave 40T I ERSHE, &R T BT
H.

2. B aFAS, KB 16 7 23 bit, MFHISiAF | FKAE OXFF B, MR ar 755 B E N
0x0. 24 slave 4bF AT ERARASHT, B R master 75 1] slave &Ik~ — FEHHALN) TS5 24 slave
AT AT ERIRASI, % F-BCH slave [n] master KRR — MR EE P .

3. slave AL/ BRAS, HKCBE 24 7 31 bit, Hir, Ox1 fAERWEL, 0x2 AR E,

SPI AT %9058 T iife

SPL AT i B AR 32 2800 WA~ 7 I -
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» SPI master [1] slave &% AT iy

| SPI master | | SPI slave |
| |

| step 1: request to send-—-———> |
| |
| <—————= step 2: GPIO interrupt--—-—-—-—- |

| step 3: read slave status——>

[ == step 4: send data-—————————- >

[ step 5: send done—-————————- >

B P BREAR BT -

1. master [A] slave % 1%iE K 7] slave BEIRMIIH K .

2. slave Uk master 1Y &% 15K, T slave iU R, I E) slave_status 217285 A 21 master
BARbREN, REilid T4l & master [ GPIO H1iff,

3. master FEULE| T/, B2 slave [ slave_status ZFfE4Y, Kzl F] slave i ABICEHE ARAS

4. master &) slave & L% .

5. RIEBIREH G, master [] slave ik — xR LR RBYIEE .

* SPI slave [1] master %% AT WK :

| SPI master | | SPI slave |

| <—————= step 1: GPIO interrupt-----—- |

[ —=—===== step 2: read slave status——> |

| <—————= step 3: send data--—————————- |

| step 4: receive done-——————- >

B P REAAR BT -

1. slave [i] slave_status 2f 7% 5 A FLIF master 2HOR B slave 50HE AR & AL, S8 5 i 48 T 4 fil &
master _| 1) GPIO k.,

2. master FUE| W5, F2HL slave [ slave_status ZFf74E, Kl F] slave #F A KGR FHR ARAS .

3. master JFIGREUK B slave B5k .

4. Flse SR )E, master [ slave & ik — 2 ERIEINEHR S R TH A -

UEW 1T O R, RATIELAKE AT ar 2 0, $EAE T A5V B0 Bir s A2 BRI 5 o I SR
il Z% at_spi_master/spi/esp32_c_series/README.md.,

SPI AT %} )% 11 SPI master 73 5i{Ci%

SPI AT # £} J& {F >k SPI slave fii f] 9, i i SPI master 5 SPI slave i#f 17 i 15 /) 7% 6l (X 1 15 & %

at_spi_master/spi/esp32_c_series.

BEW] L AEfUN MCU JF k2 i, 5 208 i ] ESP32-C3 (3% ESP32 Kifll MCU ff: 2y SPI master Rizf71tt
B, RATT AR B AU B YR )

6.13.3 SPIAT i
PR 0]

o (]} ESP32 53 ES32-C3 J¥ A Muff 2y SPI master, 1247 ESP-AT [} at_spi_master/spi/esp32_c_series
H AU . HAKRE BB AT -
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1. ffff: CPU LAEHiIREE N 240 MHz, flash SPI mode Fit & ) QIO ##5;, flash &% B 4 40 MHz,
2. {4 HET ESP-IDF v4.3 (4 IFEREE, -5 1400 Y streambuffer (A NFE#E R 8192 T

o {4 i} ESP32-C6 {}:} SPI slave , 4% -4 5+ SPI AT [t (53 Kb %% ESP-AT T.42), 3 ESP32-C6
Pt TARAE TCP B AR i a0 -

1. ffiff: CPU LAEMRIRE A 160 MHz,
2. Bf: SPLAT Hy s BUACHS H, F streambuffer i K/ ol 8192 75, Jf{# ] ESP-IDF T 1Y
example/wifi/iperf B[ sdkconfig.defaults.esp32c3 H ) K B B S 5K .

A S
RN T AL SR BAT 5 2 A7 R G

% 10: SPI AT Wi-Fi TCP i {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10 M Quad 1.43 MByte/s 1.31 MByte/s
20 M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40 M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BEWI 1 24 SPI R OREL iy, 2T B2 R ARG RS, 1) Dual 2% Quad TARRBH)

HORA LT Standard A3 R 48 3 000
Pl 21 L LT SPLIES N 215 S W LA F5 R 2% TF

6.14 i 9Bl OTA J}4%

ARSCRG G RN ESP32-C6 R ARSI OTA T+, HHl, ESP-AT F#1XFA [R5 4t 7 AR =Fh
OTA fig%. R LMRYE A SR HIE G OTA fiyd-.

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRYEERIANR B :

o OTA 443 B 5 B 3 5%
1%l ESP-AT OTA 44147 OTA F+2%

6.14.1 OTA 74X EE B i 5t

AT+USEROTA

M 4id URL 523 OTA Fh2%. (T DAFHREIMUAAE HITP g5 % L0 FE. F R & DOhE R
61‘!2?!;& i %% AT+ USEROTA HUE £ 5 K.

BTG ETHT B E L amd, Ba]PLE B at/sre/at_user_cmd.c JEACAE RS HIZ AL .

i 4 50 F
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L BA7E T F 2R HTTP I]R5525%
2. B At URL.

¥

o WERETHR I O A R R AR, R sE S, T REJCIA (T AT+CIUPDATE fiy
ST, BRARGEHIRAE A AT+CIUPDATE #47 OTA 48 B T H O A4S

AT+CIUPDATE

My & iot.espressif.cn /£ b ERIN HTTP R 45 %% . % AL AT R P43 X, i ] PATF2
at_customize.csv HE L P E & K. WEREMT R RFELATIRA, Zad R Ha2T%
FRFRAIA . 1§57 AT+CIUPDATE 3REUEZ 5 E. .
ST H & X bin SCF, WEEAT Xz —.
1. % iot.espressif.cn b 15 F i) HITP IR 3525 , JF 98088 FLfARE - anfl S22 1) AT+CIUPDATE
b, &% at/src/at_ota_cmd.c,
2. 1f iot.espressif.cn |- GId— 445, FEEI L 4% bin SCfE. (BBl a1 TG B g i
TERENRSS 2% L OIS . ) T55% 18 M AT+CIUPDATE 34T OTA S+ 3REUE 255 .
Har SN 5T
L BRHRE RS, NAARERE LR AR,
2. AT A SO bin SCPE, (HBEAT G HTTP R 5525
3. BA A CH HTTP 3575 B ¥ IR IR XA, 384 1 IHAE at_customize.csv Sz Y
A LK.

AT+WEBSERVER

I fir A A 0 B AR S R TH R AT [l . BT, % (R AE T AR 7 2 X Eh Rk . ZEFT IR T
R A0, IR web ik 55 2% Gy H PRI AT [EFE 2] kel TAL E. @] PAZ5 AT+ WEBSERVER
B Web Server AT 7 18] $REUH 215 B,

HTSLPAE R HTML T, 2% ~ 6 fs_image/index.html, 2 T SZL48 H 1) AT+WEBSERVER
2, i55% /R~ at/src/at_web_server_cmd.c,

S SRR 8 BT
L S MR OTA JH8, AIRELT-MZs AR

Cip°X

o WERGTHEA IR IR S IR X AT, FET RS, ErTRETCIA M AT+CIUPDATE fiy
AT, ARG B AL A AT+CIUPDATE #:47 OTA JH48 A7 T H T4«

6.14.2 {§iJ] ESP-AT OTA #4471 OTA 4%
f§i)l] AT+USEROTA 3471 OTA J}-4%

1% AT+ USEROTA 3k EUE £ 15 H..

f¥i ] AT+CIUPDATE #47 OTA J}-4%

i3 AT+CIUPDATE iy T1 4% H 7€ SCHY bin SCF, 1 5G 2B w2 5 bin SCF AL F] iot.espressif.cn H LAk
% token fE. VAR A PRAEIA T UNTAE iot.espressif.cn b AIHBE I 1L bin U
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1. FTFFRsk hitp://iot.espressif.cn B https://iot.espressif.cn,

o0 e < O = ot (9] iot.espressif.cn [V} il 2

My tasks - Team Work ESP32 Programming Guide ~Cisco WebEx Mestings  Espressif Systems i +

lotBucket #Start - Join  Login

S pcaunte THE mokin ™ \ o
. ~O0R~ '
WHAT * MOBILE ' REAG MERNS /)

B 21: 7T iot.espressif.cn FH

2. iR _EARY “oin”, ERAGNA T, HRAETHLIE A .

lot-Espressif fistart- Join  Login
Join
Name Username [a-zA-Z0-9_+
Email Email
Password Password
Join

& 22: il A iot.espressif.cn

i
o U Join IRER AR PR, WA i IEE, EEER KA.

3. Wil M EFRY “Device”, MRJ5 iy “Create” FeflE#— it
MR QRN G S — Y, T EPR
5. MEARZE IR HIF A OTA bin U, BLE AT OTA token AR AN T U1 FT 7 :

&

#71E: WIEM SSL OTA, 3T “The SSL token for AT OTA” 22 3Ef &

6. wiiy “Product” #EAM L, 41 FQIFTR . BdBIER % &, £ “ROM Deploy” "N AMUAFI corename.
R PR 5 Y bin SCAFE AN “otabin” FFELRLE
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Iot' ESpreSSIf Device Product i Start ~ 2 weiyuanjia ~

.
DeVI ce search | device name, serial, key, e product H & Export <+ Create

4

iot_test

Id 147469
Serial 107¢7503 @
(*)  8daysago

& 23: Sif “Device”

Iot' ES preSSif Device Product 2 Start ~ A weiyuanjia ~

9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
"~ Public Device

Product s
Create Batch Create?
B 24: iy “Create”
Espressif Systems 356 Release release-v4.1.0.0

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 6. WA ZiFHIF & H O AT TR

|0t' EspreSSif Device Product it Start ~ 2 weiyuanijia ~
3 Device {id: 1 ial: 0f035413 }
# ot test (@

Private Device Not Activatedunactivated
P {id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
896eba@bd8f7c3b3ea5f2d0df6a906e7@del2d2e

| 2017 years ago |

2695e0e@406b8a816ca2b38b286e@27ccf2deald us developing
e Key 5802d1@b6ee86c617583371a%e4faf4fe@942f2c
~
Datastreams Request Logs o
1 walit for request...
+ Create

R Key set you as owner

Meta-Info @

master 5802d10bbee86cb17583371a%4faf4fe@942f2¢ (maste

owner 7109246496617d2482c6a3b38498119f81734162

+ Create

B 25: AL —

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config ——->
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help > < Save > < Load =

& 26: Fil B AT OTA token %54H - S48 1
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, seral, desc pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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ik

o MR TF Y at_customize.csv PENMH T HE XX, RFEH ota.bin B hH
FHE R AP bin SCEEFRPAT

o XIF corename FE, MFEAU A THBIEIX 5) bin S0,

7. Hiidi ota.bin K HARAT R M HIRA -

9 Product {id: 3867, serial: 6b4dd7a9 }

Id ABET
Name esp ot test
Serial BbdddTad (In 8 hours)
/ Secret click to show secret
Description
Status develoging...
Activataed / Total o/s2
0%
Datastreams ROM Deploy
i N Current version |

chorelbetal: 1.0 codenamediot)

@ ot bin

+ Deploy

& 29: AR 24 iR A1) ota.bin

8. fEBL# LisfTAT+USEROTA fip% . WIURMAEE R, TR OTA J14%.

CiRAH

» WE FAZ3F] iot.espressif.cn [y bin SUFZ PRI, HEAG AT HLN -
- WERTTGR app 73X, #EHF bin AFHIE N ota.bin.
— WERFGH P H & X4, 5 bin U4 E N at_customize.csv 1) Name FEZ,
BN, WHEFR factory_Param 40X, iR HIXE N factory_ param.bin,
* ESP-AT KifrE A 7E 4 H OTA 43X rbre iX#f, HIff OTA f T EAMNERE K, J5ihs ESP-AT
HRBBIE R B T. (EXFT HE X5 IK, BT ESP-AT WA &6, iE/IMoTH.
o WEREBFIRON IR BTG A iy bin SCHE, IR 2 ERATRIRERRASIR) , 5800 %5 OTA token i3 ¥
S Al token {1 .

fi)ll AT+WEBSERVER 41 OTA - 4%

1523 AT+ WEBSERVER 1 Web Server AT 7% $REUE £/ H.,

6.15 il g ESP-IDF JiliAs
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ESP-AT [l /-5 T SR WK I K HESE (ESP-IDF ), - MARUA Y ESP-AT [l {1 46] . A5 & 1) ESP-IDF fiit
A, iR ZN U ] ESP-AT TAEERIA MY ESP-IDF it A4S , AN@E i T 5 ESP-IDF Jiii 4, [K] A libesp32c¢6_at_core.a
JIK/Z 1 ESP-IDF ffi 4~ 5 ESP-AT T 219 IDF AN A —S00] fE 2 B0 A A o

H2, FERLUERIRTGOUT , ESP-IDF [/ MIA BBt n] e 1 T ESP-AT TAE. WIRATE EH0H, A3
(EDIK(E e 2

ESP-AT [& {4 X i ) ESP-IDF Jix 4% 5% #£ IDF_VERSION ({4 f1, X L% 3 {4 4> i £ module_config
SO R AN R SO e . i SO IR T B A [ 44 BT B T ) ESP-IDF [ 4> . #2732 ID
G PEHLHE, 5, PLATFORM_ESP32C6 “F- & [ ESP32C6-4MB 44 () IDF_VERSION {7 T mod-
ule_config/module_esp32c6_default/IDF_VERSION,

WR ARy ESP-AT [B|{F 57 ESP-IDF JiiAS, i DA PR AE

* HREIBLHN IDF_VERSION {4

o WP EEHH P52 #2352 ID M AL .

o MER esp-at MEZFIRAW esp-1df, PAHF IR 4 R0 8 ¢ e % IDF_VERSION H14g & 1)
ESP-IDF fji7<.

o HE 4% ESP-AT TFE.

W, 24 ESP-AT iiZH1 ESP-IDF fiAAILHL, it &3 a0 T AR

[Please wait for the update to complete, which will take some time

6.16 ESP-AT [l {2 5

AT LA 1R — ESP32-C6 RAH AT [ PFFE SR a4 fE(F, Bl ZE5

6.16.1 ESP32-C6 %%

AN VAS ESP32-C6 F51 AT [l (91X 5 :
e ESP32C6-4MB-AT-Vx.x.x.x.zip (A7 fa#x~ ESP32C6-4MB Bin)

SRp A AR

NI T E BRI ESP32-C6 41 AT BN SRR 48 (] & 301 ) . BRI SCRpEAT PATE
Wi BN % ESP-AT TGS m Ak (9 %R). 2R fmmdsE (1O £R), TREAY
SN SE A SR a4 . IEXURARYREIE AT BV #, EERER A AR fE, FHEH
Fromik. BATHFERECEICEMNREE 7 RS 2T OTA TH-
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meE ESP32C6-4MB Bin

base

user
Wi-Fi

TCP-IP

mDNS

WPS
SmartConfig
ping

MQTT

HTTP

Bluetooth LE
BluFi
FileSystem
driver

WPA?2 enterprise
Web server
‘WebSocket

OTA

Wk 5
B ESP32C6-4MB Bin
Flash 4 MB
PSRAM [ x)
UART 451
TX: 7
RX: 6
CTS: 5
RTS: 4
S HE AL
TERINW TE B AR ESP32-Co 251 AT [E{ BRI SCR Pl alions i+ (H &9 R ) BRIAAS SCRRET]
Philiitarpy T B ABUUE SRR (I @ FR), ARSEAR RS (O £5). MTReRY

FrrsEde, BT AR S5 ESP-AT T 42 B TR 2 ML &5 S R .

BB E ESP32C6-4MB Bin

ESP32-C6-MINI-1
ESP32-C6-WROOM-01

6.17 4nfaf ]\ GitHub 25 Pl A AT [ 1F

VUART B HITT H & X, PSS 4Tk B AT 60§ iy,

362
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H1 - ESP-AT £ GitHub _FJe ] CT (FR2RBEm), it ik AURD i % ) GitHub 2 A= 1 ESP-AT [ {1
I A o

R FER I RIRmRA AT BPE, L8RS O Cry™ i BT RS I hE -
TEPRATAF P BRI CL B P 8REE TR 2L ml B R il

PATR B S Al A GitHub "R s Bl A AT [

1. B GitHub IiK-5
TR Z |, WX BN GitHub WK, R4 25 [E 475 B8 R AR
2. ¥TFFM BT https://github.com/espressif/esp-at

H espressif/ esp-at @Watch ~ | 44 |y Str | 371 % Fork 251

<> Code (©) Issues 50 il Pull requests 4 (®) Actions [ Projects 00 wiki © security

¥ master ~ Go to file Add file ~ About

AT application for ESP32

% xcguang Merge branch 'docs/update_how_to_customize ble... .. + Gdaysago Y0 1,473 ESP-IDF & ESP32S2 ESP-
IDF & ESP8266
B .github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espa266 esp32 wifi
B docs Merge branch 'docsfupdate_how_to_customize_... 6 days ago ble  spi uvart  ethemet
i esp-idf geloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
01 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
&5 view license
I tools feature: Support compile on windows OS 7 months ago

] 30: ESP-AT GitHub ‘F 77 71 Jfi

M “Actions” #E A “Actions” TJH

4. pidi “Branch” #EHRHEE 5L

BRINK master 43 3. QSRR #oHE & 43 S IE RS [ (:, sy “Branch” #E A8 733
1] workflow T [

5. mEcH Y workflow i3 A workflow T Taj
6. PR BN BN IRJG, 1E Artifacts U P EHRAH XS B AL

7. il N R B I I R A AT [P

il WEREHE Artifacts TR AR BN VA, S ESP-AT B £ 5% PEREIRE
AT T

6.18 at.py T.H

at.py LEMATBMRITHEIFN 2 MB/4 MB AT 8724 (B build/factory H3E FIY factory XXX.
bin) FZFSECE . XLHE A Wi-Fi iiE . E B E . UART i ® . GATTS it &4, 4
BRI [ R TCVA I I 7oK E, T DA at .oy THEABSE A i X L6 S50
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H espressif/ esp-at @Watch ~ 44 | ¢ Star | 371 %P Fork | 251
<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae
¥ master ~ Go to file Add file About

AT application for ESP32 ESP-
0 xcguang Merge branch 'docs/update_how_to_customize ble s... ...  6Gdaysago Y% 1,473 IDF & ESP3252 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

& 31: fi5 Actions

B3 espressif/ esp-at @Watch ~ 44 7 Star | 371 Y Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch 'docs/update_how to_customize ... =TT B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch = Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... TV B 7 days ago
CIC++ CI #270: Commit 7135705 pushed by igrr . 3 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... S R et 1 EENT TS B 7 days ago
CIC++ CI 4260 Commit 4820237 pushed by igrr SR & amais
. =
K 34: A ey Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

K 35: i Workflow T ]

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status

Success

Total duration Artifacts
6m 25s 1
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]

Espressif Systems 367 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 6. WA ZiFHIF & H O AT TR

6.18.1 4Lk

R TP IR TE, SeAt at .oy THFHR. PR R0 a0 B e . Mt fsPRJERE R Linux
BEI .

o % —3F: Python %%

* Hi=¥: atpy Tk

e %= atpy B iEVLEA

o HvaF: atpy 15 E P ey B E T 1)
s FAY: BEIMFRE

6.18.2 %5—2p: Python Z¢%

MR A C 222256 5 Python, AT AR AR TR . 0, 54k Python B 5 S0y, 58/ Python /Y F 2k
2R, HEt B Python 3.10.0 s iR A .

BHSEIG, A ATEAR T A python —-version, #7% Python fii4s.

6.18.3 45 "2 atpy F#k
1fE] atpy DL, iy Download raw file 4, ¥ at.py U N B4 H.

e

Pull requests Issues Codespaces Marketplace Explore
Edit Pins ~
Code Issues 116 Pull requests (2 Discussions Actions Projects Wiki Security (2 Insights

Code at.py

master ‘ ustcew

: Code Blame
main

Configs

relink

esp_at_factory_bin_combine.py

aram_generate.py

&l 37: "F# at.py SCHF
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6.18.4 52 at.py JHILEBEW]

Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,
B F SR R A B U

6.18.5 VUL at.py e PF AL E B

Wk Wi-Fi ie B
WBBGE P A FE A E
147 UART fe &
1474 GATTS e 5.

i

AP NR A B L RS EEE, B, AaTPARIHME i Wi-Fi Bt & AHE B A4 i E
FHBEMMS RIS, WA ASEE LA, EAES ARNSEICE 2 A
B SEE, 7524 8] mfg_nvs H3R NH mfg_nvs.csv H1, XML,

e Wi-Fi ficE

MR E ) Wi-Fi S0 E AR R R

S I 152 RA

--tx_power Wi-Fi [ K & 501 5% P45 L ESP32-C6 K iah =

--country_code Wi-Fi [HZAHE g W Wi-Fi [ Z XA ) ce B
--start_channel Wi-Fi jE i4 {58 S W Wi-Fi B Z XA F1#) schan 2B
--channel_number Wi-Fi [#) A E 85 R L, Wi-Fi [8] Z/H X A 33 nchan 52

Bilfw, FATRAREAI AR fir 4, Bk Wi-Fi iR K 62035 18 dBm, [EZRAA US, RIGHER 1, &
fRIEZCH 11:

python at.py modify _bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o -tx_power 72: BFAfij}2 0.25dBm, 72 F/~ 18 dBm
« --input factory_XXX.bin: i A ¥ [E{4 04

fesCE 15 R P
B R UE SR A I AN R R R
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SH Inge Rt
--server_ca TLS R%#51 CA IE+H server_ca.crt
--server_cert TLS AR #atiE+ server_cert.crt
--server_key TLS AR 525105540 server.key
--client_ca0 20 EBE iy CAE client_ca_00.crt
--client_cert0 %0 ER P umAYIES client_cert_00.crt
--client_keyO 20 EX R A client_key_00.key

--client_cal
--client_certl
--client_keyl
--mqtt_ca
--mqtt_cert
--mqtt_key
--wpa2_ca

--wpa2_cert
--wpa2_key

% 1 £ il CAES

% 1 EX PRIk

% 1 BK P ini %4

MQTT % i) CA k45
MQTT % F i k45

MQTT % it %5 4H
WPA2-Enterprise % /™' iiii f) CA
ik

WPA2-Enterprise % i (I 35
WPA2-Enterprise % )3 1 35 4H

client_ca_01.crt
client_cert_O01.crt
client_key_01.key
mqtt_ca.crt
mgqtt_client.crt
mgqtt_client.key
wpa2_ca.pem

wpa2_client.crt
wpa2_client.key

Blan, GRIAGEIPA R fiy%, B MQTT )ik CAGIES: . &) s uE R4 .

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt —--mgtt_cert mgtt/mgtt.crt —-
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

« --input factory_XXX.bin: #ij A 7 [& {43044

&k UART Ffic ¥

FEMH) UART [EEL, {ELEAT 4 45% 2 () UART BCE. MBS R E T R AR

S IngE bz

AT g4 1) UART 5 {XAE AT H & D [EEHAE AT dpd 08, {2
WS FRFGAIE R tx_pin fil rx_pin
%mﬁ%ﬂﬂiﬁﬂmmﬁm EH—%,
AT B Es%v HECE T rx, MR tx_pin FF%
il B 5 T3k IEWFIII (TE%&# i£4%) f) UART
[ tx 45 B — 2.

--uart_num

--baud AT 14 FTH AR JRUGE : 115200

--tx_pin AT 174 i TX &1 i B R IE RRIE B0 B RN 2 A HAh A5 B v 2

--IX_pin AT @4 ) RX 45 TR PRE AR5 TR B TN AR b A JA v 2

--Cts_pin AT 154 O CTS 4 1 T PRAIE R R A N S R A A Bl vh 2 . AN
IR, BRI SECh -1,

--rts_pin AT 1iy4 1) RTS 4 1 T PRIE R B0 B BN £ R A A Bl v 2 . AN

ARy, BESISECN -1,

B, EAIABE AR fir s, B2 AT fiy4 B BRRR N 921600, TX 4GRS 17, RX M 16, S5

python at.py modify_bin --baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

o —-input factory_XXX.bin: #j A E {3k
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&k GATTS fiti

EPRT, WA fT B SR AL S T IR 4 SCRY, T/ GATTS RYRCE S gatts_data.csv HHAYAA
By e
TR B GATTS Jit B4R 2 fis -

SH In&e

--gatts_cfg0 BT gatts_data.csv 3C4H index A 0 [ —4 T4k e
--gatts_cfgl T gatts_data.csv U index Sh 1 —4T740E
--gatts_cfg2 BT gatts_data.csv U index oh 2 —4T4HE
--gatts_cfg3 BHr atts_data.csv X index O 3 I—4T8HE
--gatts_cfgd T gatts_data.csv SO index O 4 B—F T8
--gatts_cfg5 T gatts_data.csv (T index K 5 I —4 TR
--gatts_cfg6 T gatts_data.csv L4 index K 6 [ —4TEkdE
--gatts_cfg7 T gatts_data.csv S H index °h 7 —4T4HE
--gatts_cfg8 BT gatts_data.csv U index O 8 I—4T8HE
--gatts_cfg9 BT gatts_data.csv SO index oh 9 B—ATEE
--gatts_cfg10 TPt catts_data.csv U index S 10 F—F T80
--gatts_cfgl1 T gatts_data.csv 3L index Ky 11 B—475dR
--gatts_cfgl2 BT gatts_data.csv U4 index o4 12 1—478E
--gatts_cfgl3 BB gatts_data.csv U index S 13 1—478E
--gatts_cfgl4 BHHT gatts_data.csv U index S 14 1—478HE
—-gatts_cfgl5 T eatts_data.csv U index Sy 15 —F T80
--gatts_cfg16 BT gatts_data.csv 3L index Ky 16 1—F75 R
--gatts_cfgl7 T gatts_data.csv SC{4H index Ky 17 B—475dR
--gatts_cfgl8 BT gatts_data.csv U4 index S 18 1—478HE
--gatts_cfg19 B HT atts_data.csv X index i 19 I—478HE
--gatts_cfg20 T gatts_data.csv U index S 20 F—F T8
--gatts_cfg21 BT gatts_data.csv SCEHT index K 21 P—4T5R
--gatts_cfg22 BT gatts_data.csv 3L index 2y 22 1—FT5dR
--gatts_cfg23 T gatts_data.csv U index O 23 —4T4E
--gatts_cfg24 BT gatts_data.csv U index S 24 1—4T8HE
--gatts_cfg25 BT atts_data.csv U index S 25 I—4T4 R
--gatts_cfg26 T catts_data.csv U index S 26 F—FTHE
--gatts_cfg27 BT gatts_data.csv 3L index Ky 27 H—4T5R
--gatts_cfg28 TH T gatts_data.csv 304 index 4 28 B —4 T4
--gatts_cfg29 BT gatts_data.csv U index b 29 —4T8E
--gatts_cfg30 BHHT gatts_data.csv CH index oA 30 H—4T 4R

B, ERTLAE AT a4, B index 2 0 4714 perm ALFR

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" --input factory_
—XXX.bin

« --input factory_XXX.bin: #ij A 7 {43044

R BEURE AT [E, o SR F O™ i B AT IS UE S fiE .
T PRAT AP R BT A SR A WP DA R B R E 1T e 2L T RE R M il

Shob: WIPRREk IR E A S, e SR .
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6.19 AT API Reference

6.19.1 Header File

» components/at/include/esp_at_core.h

6.19.2 Functions

void esp_at_module_init (const uint8_t *custom_version)
This function should be called only once.
S
custom_version —version information by custom
esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)
Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value -the value parsed

B

* ESP_AT_PARA_PARSE_RESULT_OK : succeed

* ESP_AT_PARA_PARSE_RESULT_FAIL : fail

* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)

Parse float parameter from command string.

SH
* para_index —the index of parameter
* value —the value parsed

Bl

e ESP_AT PARA_PARSE RESULT_OK : succeed
 ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S8
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

S8
len —data length
bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

BH
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* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-
MAX_DELAY.
Rl
e true : succeed
* false : fail
void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.
bool esp_at_custom_cmd_array_regist (const esp_ar_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)
regist at command set, which defined by custom,
S8
* custom_at_cmd_array —at command set
* cmd_num —command number
void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)
regist device operate functions set,

S
ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
S8
ops —custom operate functions set
uint32_t esp_at_get_version (void)
get at module version number,
Bl
at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint§_t result_code)
response AT process result,
S8
result_code —see esp_at_result_code_string_index
int32_t esp_at_port_write_data (uint8_t *data, int32_t len)

write data into device,

SH
e data —data buffer to be written
* len —data length

Rl

* >=(: the real length of the data written
* others : fail.

int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)

call pre_active_write_data_callback() first and then write data into device,

B8
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* data —data buffer to be written
* len —data length

* >=(: the real length of the data written
e others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,
S

* data —data buffer
* len —data length

i e >=0: the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,
B

timeout_msec —timeout time,The unit is millisecond.
Bl
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=(: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)

Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

B8

terminator —the line terminator
RA
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is “\r\n” .
P
the command line terminator

const esp_partition_t *esp_at_custom_partition_f£find (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char

*label)
Find the partition which is defined in at_customize.csv.
S8
* type —the type of the partition
* subtype —the subtype of the partition
¢ label —Partition label
S|

pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid for
the lifetime of the application
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void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)

Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_ DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

B
callback ~which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)

Get the version of the AT core library.

S
* buffer —buffer to store the version string
* size —size of the buffer

Bl

* > (: the real length of the version string
* others : fail

bool at_fatfs_mount (void)
Mount FATFS partition.

1 if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.

% Tk esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

£41:: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()

to unmount the partition when you don’ t need it.

&l
* true : succeed
* false : fail
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bool at_fatfs_unmount (void)
Unmount FATFS partition.

B
e true : succeed
* false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.

S
str —the string to be checked
R
e true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

6.19.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device
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int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(ar_sleep_mode_t mode)

callback before entering light sleep
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void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.19.4 Macros

at_min (x,y)
at_max (x,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT

Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

Espressif Systems 378 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 6. WA ZiFHIF & H O AT TR

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.19.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.19.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_ SLEEP
enumerator AT_LIGHT_ SLEEP
enumerator AT_MAX_ MODEM_SLEEP
enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_ MODULE_NUM
AT module
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enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_ SUB_PARA_LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT _SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_ SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_ SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:
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enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT_PARA PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_RESULT_CODE_OK
[13 OK b2

enumerator ESP_AT_RESULT CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_ CODE_FAIL
“ERROR”

enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

6.19.7 Header File

¢ components/at/include/esp_at.h

6.19.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name
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const char *esp_at_get_module_name_by_id (uint32_tid)
get module name by index
uint32_t esp_at_get_module_id (void)
get current module id
void esp_at_set_module_id (uint32_tid)
Set current module id.
S
id —[in] the module id to set
void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.
S8
buffer —[in] pointer to a module name string
void esp_at_main_preprocess (void)
some workarounds for esp-at project
at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)
get storage mode of mfg parameters
Bl
at_mfg_params_storage_mode_t
void esp_at_ready_ before (void)
Do some things before esp-at is ready.

$47¥: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.

void esp_at_log_write (esp_log_level_t level, const char *tag, const char *format, ...)

Write message into the log.

This function is not intended to be used directly. Instead, use one of ESP_AT_LOGE, ESP_AT_LOGW,
ESP_AT LOGI, ESP_AT_LOGD, ESP_AT_LOGYV macros.

This function or these macros should not be used from an interrupt.

esp_err_t esp_at_nvs_set_str (nvs_handle_t handle, const char *key, const char *value)
NVS operations for string and blob.

2L

nvs_set_str,nvs_get_str,nvs_set_blob,nvs_get_blob

$&7E: These functions can be overridden with custom implementations. For example: you can override these
functions to encrypt the data before writing to NVS (decrypt the data after reading from NVS).

esp_err_t esp_at_nvs_get_str (nvs_handle_t handle, const char *key, char *out_value, size_t *length)
esp_err_t esp_at_nvs_set_blob (nvs_handle_t handle, const char *key, const void *value, size_t length)

esp_err_t esp_at_nvs_get_blob (nvs_handle_t handle, const char *key, void *out_value, size_t *length)
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6.19.9 Macros

ESP_AT PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

ESP_AT_LOG_BUFFER_HEXDUMP (tag, buffer, buff_len, level)
Same to ESP_LOG_BUFFER_HEXDUMP, but only output when buffer is not NULL.

CONFIG_AT_ LOG_DEFAULT_LEVEL

ESP_AT_LOGE (tag, format, ...)
runtime macro to output logs at a specified level.

S
printf
S
* tag —tagof the log, which can be used to change the loglevel by esp_log_level_set
at runtime.
* format —format of the output log. See printf
e ... —variables to be replaced into the log. See print £

ESP_AT_LOGW (tag, format, ...)
ESP_AT_ LOGI (tag, format, ...)
ESP_AT_ LOGD (tag, format, ...)

ESP_AT_LOGV (tag, format, ...)

6.19.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE
enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_ IN_PARTITION

6.20  fyifof P R B
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6.20.1 T4

AR (sﬂence mode) s& ESP-AT [&]{4: (1) —Fh gt 125 L - 1B 150

I HZE) 178, WEBEBEEE. WRBEH, ﬁﬁ"\ﬁ”ﬂ%lﬁﬂﬂ’]ﬁtd\
B H [EI#FE’WUJ\

, TG AT B HE (BIAT B &% o i

(EAEBUAE PRSE5 8T T PRy =X

 TEpython build.py menuconfig > Component config > AT 452 T 28 FIAFEEN AT HhE.

* 2% /ML IR SO SO PRI

& 12: JF AR A B‘Jﬁﬁmﬁﬂﬁ}%)ﬁﬁ 54

BRRAIRC s

SR EE el (RES JFPE—
0), HEFFILACE:

—LE AT f H &

o R (DN W H [ (esp-at.bin) [k
1), AEFILEE JNEHIN

mﬂi 514 (esp-at.bin) FR/NEHENN, X AT RE
S EIE AT FEERE, N BN
T ARSI B A XK, T 52
BEW (miFxmn ).

A S MR — 28 AT B9 H &5, 92 CON-
FIG_LOG_DEFAULT_LEVEL Bt & 23, M

T JCIE i A RS H R, X e n i
AT ZHRERIMERE .

ETIE SN S RVINTE

$ ./build.py build
(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition —-—
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
app partition is too small for binary esp-at.bin size 0x135ae0:

— Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x5ae0)
ninja: build stopped:

Error:

subcommand failed.

6.20.2 Jil¥E

o JEUH S BB
- Kithi¥ ESP-AT T42

TER = AR LE silence mode Sy No (B Yes) &M (BUFH) #EEK.
— M W #iF ESP-AT 142

TEPATHS 5.3 B IRATH BT, & EL esp-at/.github/workflows/build_template_esp32c6.yml 3 {4: Ff
silence_mode [{H, RN EEENFEE. Hlan, ZOFEEHEEC, WERER:

— name:

Configure prerequisites
run: |

# set module information

silence_mode=1

mkdir build

echo -e "{\"platform\": \"PLATFORM_ESP32C6\",
\"silence\": $

© RS AT B EBALE, RISHATAT+GMR 64, B2 i & T R )5
HEEEH
- ﬁu%ﬁﬁﬂ%@%ﬁﬁﬁ, AT+GMR fip MR B AL s—, filhn:

\"module\": \"S${{ inputs.
}" > build/module_info. json
J

—module_name }}\",
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AT+GMR
AT version:3.5.0.0-dev (s—-88bdead...

(more lines of version information)

OK
— R R, AT+GMR Gy M B4 s—, filt:

AT+GMR
AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK

6.21 W% AT Wik H &

ASCEEAG T E A HERCEET . A TIRECEZ T ESP-AT g HEE R, 1§ B 1% %
ESP-AT 142, 755 =5t ¥ T AL L ¥E % silence mode “hy No. FESE HA ML E TAE R, MRIGEALERTE M,
EEXp b S H A R

o AT Wi-Fi 428K
o« AT R 2% AR
AT BLE $#¢iRiX

o AT 3% gy 4% iRX
o IR B

AWM H &, FFIAT B &% 0 fith, R SR, 3% Ml XA TX GPIO &,
I ER 0 THARZE M HE.

ik B HEECE TS, HG R, AR SR R R
i) RS . B IR H & K, SEOCEE RS H I task wdt SR E.

JoH H B E RS, BN, RESEGRER I, BEi, AU‘TMT python build.py
menuconfig> Component config>AT I NEEHANEER AT SHEESRBUNEER /N,

6.21.1 AT Wi-Fi Jjigilik

o SEATLUR T DA R AT DATE R Wi-Fi il % L0563 s H 25

Component config > Log > Log Level > Default log verbosity > Info (Eﬁ Info.
N EFR)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi_
—statistics

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi.
—statistics > The interval of dumping Wi-Fi statistics (ms)

o ST DR DL FICELATE S Wi-Fi S b BT ik FI 2

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Wi-Fi > Print debug messages from WPA Supplicant
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Pk AEor A gy, )

2B %) Wi-Fi JGH, HARS E5% Wi-Fi 7 R,

6.21.2 AT Mgt

L]

TCP 4%,

e UDP /4%,

SSL )X,
ICMP /3%,
IWIP W 2438 4X,

TCP i

W #2 TCP jz%? TCP il (ﬂu SSL. HTTP, MQTT. WebSocket 25) 1% H (TX) Fl

145/\ (RX) %t

R, &AHHEHRHTE TCP HulitufF B, BF IP B KA.

TCP i K2 TCP J¥415 . TCP HffiA*5 . TCP ik H . H AR Al TCP AR5 0% (TCP flags),
Horr, TCP fRifi /2 CWR(128), ECN(64), Urgent(32), Ack(16). Push(8). Reset(4). SYN(2)

A1 FIN(1) R

Component config >
~Info W L% %)

Component config >
Component config > AT >
Component config > AT >
—Enable the TCP packet
Component config > AT >
—Enable the TCP packet

AT >

L

—numbers to monitor > 0

Enable ESP-AT Debug

Enable ESP-AT Debug > Enable
Enable ESP-AT Debug > Enable
debug messages

Enable ESP-AT Debug > Enable
debug messages > Specify the

Log > Log Level > Default log verbosity >

Network
Network

Network
list of

(=

Info
Debug
Debug >_

Debug >..
TCP port.

UDP ik

iy UDP 8+ UDP B’]T}fm)( (ﬁl] DHCP, DNS., SNTP, mDNS %) £ (TX) 95‘[]145/\

(RX) Bt R AT RCE,
P . H A5 AT UDP ﬁi‘Eﬁf

.

2y HG P47 E UDP B i B, Hrp s 1P Bk

-

~Info WLt %R)
Component config
Component config
Component config
—Enable the UDP
Component config > AT >
—Enable the UDP packet
— (UDP TX) port numbers
Component config > AT >
—Enable the UDP packet
— (UDP RX) port numbers

> AT >
> AT >
> AT >
packet

Enable ESP-AT Debug

Enable ESP-AT Debug > Enable
Enable ESP-AT Debug > Enable
debug messages

Enable ESP-AT Debug > Enable
debug messages > Specify the
to monitor

Enable ESP-AT Debug > Enable
debug messages > Specify the
to monitor

Component config > Log > Log Level > Default log verbosity >

Network
Network

Network
list of

Network
list of

Info

(=&
Debug
Debug >.

Debug >..
outgoing

Debug >..
incoming

UDP.

UDP.

SSL ik

AT AR AR BC L LAJT i SSL B ey il H 5
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Component config > Log > Log Level > Default log verbosity > Verbose
Component config > mbedTLS > Enable mbedTLS debugging

Component config > mbedTLS > Enable mbedTLS debugging > Set mbedTLS_
—debugging level > Verbose

ICMP ik

REATAE I LA BCE PAJT IS ICMP Z16E (AT+PING) H¥{ H 25

Component config > Log > Log Level > Default log verbosity > Info (EE_
~Info WLE%%)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >._
—Enable the ICMP packet debug messages

IWIP 45 ik

s H AL ) H BT G E I R ERR K, W DAFER{ A4S Component  config
>LWIP >Enable LWIP Debug FEMFENIEIXECE .

6.21.3 AT BLE Jjfig ik

o BOTDAEIRAEAT A &350 EREWITEAE, AiiEi BLE BTl
o ETDAS AN BCE PATFE BLE DhaER IR H &

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > NimBLE Options > NimBLE Host log verbosity >._
—Debug logs

6.21.4 AT B0 3fgiait
o MEAHIEAT B £330 KIE] AT {03 TX &i%4 MCU [EdEET, SR RilE

Component config > Log > Log Level > Default log verbosity > Info (® Info.
- EER)

Component config > AT > Enable ESP-AT Debug

—MCU (AT —---> MCU)

qlogged > 8192

Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.

Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.
—MCU (AT —---> MCU) > The maximum length of the data sent from AT to MCU to be.

MEHEAEAT 7 E35% 2 JRECAT @il RX Bl i) MCU Sk iy, Gl rman R e :

(

Component config > Log > Log Level > Default log verbosity > Info (2 Info.
SN L% R)

Component config > AT > Enable ESP-AT Debug

—from MCU (AT <--—— MCU)

—MCU to be logged > 8192

Component config > AT > Enable ESP-AT Debug > Logging the data received by AT.

Component config > AT > Enable ESP-AT Debug > Logging the data received by AT.
—from MCU (AT <-—-—- MCU) > The maximum length of the data received by AT from.
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6.21.5  idon il
A1 PR TCP MR Bl B RO

it ESP BLAAESARRR N 115200 DA GE AR iR 00T, A TCP % i 5 MR 554 27 T TCP i
%, EABERE, I REBIRG RS

System
3 G0
AT Core ‘—RS|
Y
[ 3
G9
TCP/UDP e i =# TCP/UDP
A
R4| 1S4
S2(|R2 Y Remote Host 58| [R8
Y 1
St |
Medium Interface "1 Medium R5 S5
R1 Y
UART UART X \j
o = Link Interface «—Ii
SDIO SDIO RISk —» (( )) 57
Socket Socket Lithernes R6
R7
Host MCU ESP-AT AP Internet
Pl 38: Edliin
] Sk i -

o BSP-AT % 3% (TX) %72 S1 -> 82 -> 83 >S4 -> S5 > S6 -> S7 > S8
o BSP-AT 425 (RX) H%##37% 5 R8 -> R7 -> R6 ->R5 -> R4 ->R3 ->R2 -> R1

RS AT BUTEA IR (5B O . AT HEr . %, Wi-Fi %) hIBCR 5 i, 50,
ORI, PRI IR I 47

o X SURL (H3 F3dA(F)
i 2 580 M #R MCU i) ESP R4l &% i EB D8 (TX -> RX 261% ), AR UART {5 215
EH . WREISE GEERIOVBIF RAEE ER), Gk agik. & L R R 35 i ReR
1% . MCU f1 ESP (1 UART £ KK . AU s le Ba 18 . A3t A G4,

o X[ S2/R2 (AT £:11)2):
JE AT 3% 2 85X LS IF EHr e AT BleE. Bl sint, @dAT B & 2 ey HERAE RX
() M TX (&%) BdRRGIER . WRAMEIEESR, WA R 2B, &g
Ak AT 5] KR8, 5AE esp-at/issues $EAZ issue.

o X S3/R3 (AT PEpubEE):
THH .

o %} S4-S5/R4-R5 (45 )2):
JEHITCP AKX &I E o gmis AT [EfF, sy, AT 8 &% o fHtrg HE 08 LwlP J2
LR SR IES . MR LR B, AE esp-at/issues $£3¢ issue,

o % S6/R6 (Wi-Fi J2):
JetH Wi-Fi X B8 R gmie AT B4, s, 2% 5k Wireshark (i H 555 iR 4k
Patd, HEGAT B %2 ) HESH Wi-Fi 2R E 2B IR RN R 87 Wi-Fi 2,
T 1E esp-at/issues $2A¢ issue; 7 [FIAYE H Ik 55 A%, 15 HATHRA .
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Bl 2: X BLE &+, Ffid R

Y5t ESP #ZH{E BLE % i 5 FAL AL @57 BLE BEEFIRTT 4% .
o AR BLE Wt IR, e gt , JURAT 7 &3 v il H BT, Bl
BEAL AP R A, X U F & BLE @AY, JF3E AT £55. Rfl:

[Disconnect reason = 0x13 }

o FAAER BLE I sERSRdAE, WEHAT BLE o4 VIBCE, IFo%i% AT B0k, 7e5 375t
W, JURAT B &% v P8l H S 704
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B - R liie AT ay 2 AR

Ik
WRBES 2 =T P s -G W E ) AT ay S MBEEA LMK, WA Rl ST,
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Chapter 8

AT FAQ

o AT [F 4
- RGP B A A e B, defTRIRGE R o4 B4 ¢
— 4ofTIR I AT B4R 25 ¢
- BWM L E 0y AT B 4ol T3 2
— dof kA ESP-AT %i% d1 £ by PR R bin XA 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3%5F busy = H 45 A ¢
- AT Aft, Lo BB AN GLEARER TENEL, AHAY
- ERFARL LA BRIN AT Bl B0 b A TR G S AR B8R T 46 34
— I MCU % ESP32-C6 % %% AT %4 RiAw |, At 4RE 2
— Wi-Fi w7+ (3T¥P WIFI DISCONNECT) = At 4 %
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
- R EH AT 455 T 2 = VARG R = T 1) 2
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT A P F 5k F 45 ho T 4L 32 2
— AT A B 2 4 BT B TSP 2 (BRIN: 115200)
— ESP32-C6 1 ) AT 4 it NaBEAEHEX,, 4o RFEIE0GH S W, ESP32-C6 #7545 o 40 L G 4R
T8¢
- IR E T E P 35t T1% 8 notify = indicate 5% ¢
o EAF
- ETRRB Loy AT B2 KSR flash % K 2
- AT Bt & & error log ¢
— AT j& ESP32-C6 #240 k0% UARTI i@ 12 % Wrk5 ESP32-C6 ¥240.64 datasheet 2k UARTI 6 B 7~
—3?
o AR
— AT Wi-Fi i 35360F % 00 2
— ESP-AT Bl TCP £ F 0 K2 T 7T vAIS IR ?
— ESP32-C6 AT Bvk -z 4o fTiiX B AL ¢
— 4o fTI5 7 ESP32-C6 AT %1k TCP 3 4B R R K T 040 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-C6 AT 4ef745 % TLS ¥ A ¢
AT Bl fT15 7k TCP 354 2
ESP32-C6 AT ¥ 3% PPPv%?
AT 4o fTiE A8 iRK B & 2
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— AT 354 4ot 53 HTTP 17 & 4215 T hig ¢

8.1 AT |1

8.1.1  FeRyBA BT i S AR REIAE, Il 3R BGE A B 7

UIRAT B #5570 T BRI C I, T 2% AR 1e% -

o [ A [ (2 PRS2 R [ (ST ESP-AT BV 1 2 57 )
o BF: KIZEMAP XA 0y AT B 2,

8.1.2  nAiHL AT [SIPEJERS ?

esp-at i H AR S A 135 2 1) 20 5 T2 UFE DU A3 e P 4 o TR %O FE (10T esp-at/
components/at/lib/ H3E'F) ZHEM, JToHEH.

8.1.3 P LscE My AT WlfEanfl B 7

* Jg5k Windows Flash N2 T.H., 1404550 25 Flash "~k THH 488
o BESRHINEIE S HAT T #dsd .

8.1.4 ey ESP-AT 4k il RGBT bin 3044 7

THT WA AR B A S gridt e i 2R, 32 B A T 2MB/4AMB K]
B bin 34, {VF build/factory H3®F.

8.1.5 B4l " AT R M Frimdss ?

o BRALCRRREF L, (RO A SRR -
o MTREIFEERLE, AT AL A O v AT+ UART_CUR 53 AT+ UART_DEF #HATIEEL.
« BAFEASF

8.2 AT &y Wi
8.2.1 AT #&/5 busy &l 25 ?

o $EUR “busy” FIRIEFEALPRFI—kn4, JCIEMIN S HHA . FoA AT e s 2 bk, XN
WPESERT— A5, A RBIEICT —4m 2
o YWHEZROATTEFZFMAR, REMEIER “busy” 3 “ERROR”, BT DHIA, B9
INHZ A HIA
- O A AT+GMR (##174F CR LF) (ZH84F), BT AT+GMR (##174F CR LF) ©. 4@ — 45
AT 38T, REXPITIZG L. HWHHNR RS 0H AR 588 AT+GMR #:4E, Bl 15T
SR, OIS, REHR “busy”. HUIRE R RG LM T AT+GMR
1B, FRUREISTHZSHERT, SRR —RMiRN ML, REHR “ERROR”,
— MCU %% AT+CIPSEND J55, W% busy p.. i, MCU FFEHEH A L8838, 4 busy p.. 05
£—%§ﬁ‘ﬁé\ﬂi7ﬁi‘ﬁﬁ, YHHATCR . IS AT b—Z&ar M )5, MCU FLE 8 A% fir
o
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8.2.2 AT Hilff, EWRRES AL FHifEe, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

8.2.3 AEAFIEAL LB AT [ F SRR iy 4, DLRWIBRE fiy 4 AWIBAS R A I 465 52
7

o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

8.2.4 1 MCU # ESP32-C6 Btk AT v JGiGkI, 112 50H 2

4 MCU £ ESP32-C6 8 %1% AT iy 0 R SR INATAAF 5, 1B PS4 7 AT,
W5 RLibE AT B2 FRERAS.

8.2.5 Wi-Fi liJF (JTEl WIFI DISCONNECT) & hfl2 ?

B DUAEAT B & 3% v & F 2 Wi-Fi W 09 J8 [, 5 & 7 B “wifi disconnected,
re:i<reason_code>” . AL <reason_code> {5 : Wi-Fi JEFEA,

8.2.6 Wi-Fi & Wik 3fe 25 Pk ) A mik e ?

* AMPDU S5 1) 8
- WAREEH AR A R AMPDU, JIf4 ESP32-Co XAEAIEK A3 B, HZhH] AMPDU JifE.
— NSRS s K H AMPDU, {H2 % 1 28511 ESP32-C6 2 [H] ) AMPDU 1L fEAE e 251k i) i, B
25 P % 2509 AMPDU T REEL# ESP32-C6 [¥) AMPDU Ihfig. 1SR 4544 i ESP32-C6
i) AMPDU Tjfig, 1§ HiT% 1% ESP-AT T42, {E55 TP E TS Bk
* 2 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi ->WiFi AMPDU RX
« phy mode 3675 HE I, 1K th 851 ESP32-C6 [ phy mode 777371k 1A, 52 A Y]
1 3% th 2519 phy mode &Y 3 ESP32-C6 1 phy mode. 415 % )4 ESP32-C6 [ phy mode, %%
# AT+CWSTAPROTO 5%«

8.2.7 ESP-AT W4 &M%+ ESP-WIFI-MESH ?

ESP-AT 2474 37+ ESP-WIFI-MESH,

8.2.8 JEMAT AT fiv A JEHZ I T 2 VA B W iR 27 il ?

LA AT B, "IZH LT R6):

o TR N HZ%: AT+MQTT aliyun,
s BBR= VS AT+MQTT QCloud,
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8.2.9 AT an At Ml UL BRI RG I R H h4 ?

T PA. ESP32-C6 [ Wi-Fi Fl Bluetooth LE 3t 8 K2k, W] {#i FJ AT+RFPOWER 514 & .
8.2.10  Zyifuf 37 Ky AR BR I\ [SEAS S HrAH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIUNTE ESP32-C6 R 51 SURp R WPA2 AV 20 % i £ DI , 759w 1% I 7E menuconfig FP T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.11 AT i AP ossk A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.12 AT anAvbf L e Ml DU 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.13 ESP32-C6 (il AT i A AEBIA, WREZIIRIWIF, ESP32-C6 fEh
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.14 (IRIFEEE ST % 4 % v £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// BARAL 0x01 B 0x00 (W EEF A hex # KX EF MWIE A 0100)
OK

// server: +WRITE:0,1,6
AT+BLEGATTCWR=0, 3,7, 1, 2
>

/] EARAL 0x02 B AL 0x00 (MR EF A hex # X5 ##E 3 2 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc £ server F P KX i notify F indicate H ] 3% &

,1,2,<0x01>,<0x00>
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8.3 ffift
8.3.1 AEARFIKIAL iy AT [5PFSERE ) flash 2K 7

o T ESP32-C6 ZRUIMLL, 5T PASHESP-AT [ £ 57,

8.3.2 AT [ #: % error log ?

s FERATAS s it 4%

8.3.3 AT 1f ESP32-C6 Eig] |1y UART1 jlif:45% Y5 ESP32-C6 Bigl (1) datasheet 2R\
UART1 & MA—5 ?
» ESP32-C6 7 #F 10 Hi[4E48#, ¥E4m 1% ESP-AT (i 5, W DAYE menuconfig H i iof 514 it 15 vk

UART! (/8 BIBCE, FroAsies R BLA datasheet 48 A — SR 1H L -
o FHERS ] VLS factory_param_data.csv,

8.4 ki
8.4.1 AT Wi-Fi ¥E#%4Em £/ 7

* TN FEHFT, AT Wi-Fi SEZFER S 5 & EAESCBRE M, Wi-Fi S AT % 2
PERE, PIZGEREE, BURKLIERESFZ AT,
o A[PAEIEAT+CWIAP () <jap_timeout> 24, KA AT ] .

8.4.2 ESP-AT [hlfF TCP Kk 1 K/t nl DU g ?

* TCP Jikfd M MBI JCEHEA A 1B 0, T B0 S F 1% ESP-AT TR A Ui [ 44 o
o 1] DAEE H Al B menuconfig %, Component config> LWIP > TCP >Default send buffer
size,

8.4.3 ESP32-C6 AT £t qnfal il ke (L4t ?

o AT RN R 2, BWE esp-idf H1i iperf /R BIHEA TG (A AT WlE, &6 H
B, IREHR RN 1460 FAELSLE) .
o MR RN L ERK, AT PAS 4ol TI2 2 ESP-AT vt bk it SREEE B,

8.4.4 I fE ESP32-C6 AT ERi\ TCP Bli Bl KoL ?
AOATFOLT . AT ) TCP ¥l B AL i R 6 Y. T A ad AR J7 X HHTRC . TCP %L
PRBHE LR KU (BUETER: [3-12]):
* WEH AR T ESP-AT 142 SUR A AT 4% AT [E1F, T F, iHlE Maxinum

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

* WEHF N iF ESP-AT 142 SR HATH I AT [0F, R AP = by, i
CONFIG_LWIP_TCP_MAXRTX H{H .
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8.5 IAih
8.5.1 IRZL N vl DLl WRee £ 1ok f4hm AT tn 4 7

o ESP32-C6 7 #; UART. SPI #1315,

o AT BRI 200 UART $2 1R, P an 752l i SDIO s # SPI 2 11 #4738
5, PIAET ESP-AT BLEZmis, TEIHIHE W% 54T 4.

o WZURIE S il AT SDIO #2111, {fif] AT SPI#:11 , =X ] AT EHF#1 .

8.5.2 ESP32-C6 AT 45 TLS BpillJiiAs ?

9% 1%k ESP-AT T #£m}, W PAFE ./build.py menuconfig > Component config >
mbedTLS H3g N, W AKFATEEM A KA RE .

8.5.3 AT WlfFanfl & TCP &% ?

* HAl AT BIARR TCP FoRIERECH S.
* ESP32-C6 AT f R 3 HF 16 A~ TCP 42, W PAYE menuconfig HHEATHCE., BLE AT
./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-C6 AT 3 7 PPP 2

* A3, P27 pppos_client /B AFTEIL.

8.5.5 AT mfuffieiitiH & ?

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§€ Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAH LR 2) log SEH I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥} H{&k

ALER A5 log %64k 3 Debug.,

8.5.6 AT R4 a8l HTTP Witk Jyie ?

o HHl AT 83 Ah 7 i
- i@l HTTP ) Range %&T ERR A EPETER, BRI 2% AT+ HTTPCHEAD -+ #) .
— A PAf# A AT TCP Z7%1$54 H47H 1% HTTP GET 3K . FEESP32-C6 1% & Bk M AR X F
04 B3R F AR T ) AR 6 iﬁﬂl% 7208, Whn—%: B AT+CIPSEND i 4 Kk 125 H
T35 %) HTTP GET >R 25 R 55 o B o] o FERE sl o=, X MRS im 3k B HTTP
GET 5 >KEdl , MCU 75 2t F 8 & AT+CIPRECVDATA iy 4 RSB Se 54, DA e R AR
45 AL B R B T 3 MCU 3 IG 3 S b BRI A5 L
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Index of Abbreviations

A2DP
Advanced Audio Distribution Profile
FLE Y B
ADC
Analog-to-Digital Converter
BRI ety
ALPN
Application Layer Protocol Negotiation
I 2 SRR
AT
AT stands for “attention” .
AT J2 attention [H4EE .
AT command port
The port that is used to send AT commands and receive responses. More details are in the AT port introduction.
AT &g
WHRR AT fr 11, T AL AT fr o HHEIR Y AR 1 . B2 NHESHAT 50 .
AT log port
The port that is used to output log. More details are in the AT port introduction.
AT H&%hgH
WHEN AT HAED, T4 AT HERmH . EEZNEIHSHAT 350,
AT port
AT port is the general name of AT log port (that is used to output log) and AT command port (that is used to
send AT commands and receive responses). Please refer to #% #41% 4 for default AT port pins and 4={Ti% &
AT 3% 2 % jép for how to customize them.
AT il
AT S 52 AT Hisn o BTl Hi&) FAT st (T 50k AT Gr o FHEIOREL) ) SR,
HSH R EE TRIGAN AT 35 VSR, 2% 4efTiRE AT 3% 045 R T REMIT 8 AT i 1155
.
Bluetooth LE
Bluetooth Low Energy
R IhAEHEF
BluFi
Wi-Fi network configuration function via Bluetooth channel
BluFi 2 — T @ i ) Wi-Fi [ 25150 B ) g
Command Mode
Default operating mode of AT. In the command mode, any character received by the AT command port will
be treated as an AT command, and AT returns the command execution result to the AT command port. AT
enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.
 After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
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» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
[
AT BBOA TAERE . FEAr OB, AT iy i DR AR P AP 224 1 AT iy S uEFT AL BE,
[l AT S7EfrAuE 02 GO HAT4 R . AT FE ISR T, S 41X PEAZIER X

* RIRAT+CIPSEND BE M2 ), K > 25

* KIKAT+CIPSEND AT, I > 2 5

o KIKAT+CIPSENDL % B4, ME > 25

* RIRAT+CIPSENDEX BG4I, P& >2 )5

o RiKAT+SAVETRANSLINK % 'E 43, K% (AT+RST) 4, HAHEPZ G
R, Kk +++ e, SMNHIERX B, HEAG X

Data Mode

In the data mode, any character received by the AT command port will be treated as data (except for special
+++) instead of the AT command, and these data will be sent to the opposite end without modification. AT
enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

¢ After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

» After sending the AT+CIPSENDEX set command successfully and returns >.

» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BhhigeX

TERARRUT , AT i DRI AR FAFR 2 BeU R (B TRIRI+++), TR AT @i,
DR 2 TS AL X . AT AE FAIE LT, 2GS A8X BEASE IR X .

» RIEAT+CIPSEND V&4 M, Pk >2 )5
* KIRAT+CIPSEND PATan W, W > 25
o KiRAT+CIPSENDL X &4y, ME >2)5
o RiEAT+CIPSENDEX &AW, ME >2)5
o RIEAT+SAVETRANSLINK % B S Y, HAEAT+RST s, BHERZ G
R, Kik+++ i, SMBIEIEX BRI, FEAG S
DHCP
Dynamic Host Configuration Protocol
B FEHUBCE Y
DNS
Domain Name System
W4 25
DTIM
Delivery Traffic Indication Map
FIE SR A% i i 7R RSB
GATTC
Generic Attributes client
GATT % i
GATTS
Generic Attributes server
GATT k%48
HID
Human Interface Device
ML 7%
12C
Inter-Integrated Circuit
AR R B
ICMP
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LwIP

LWT

MAC

mDNS

Intemet Control Message Protocol

RIS 19 2 Al 41 SC PR

A Lightweight TCP/IP stack
—NME G TCP/IP Hpisl Rk

Last Will and Testament
o

Media Access Control
MAC Hbht

Multicast Domain Name System

Z 1% DNS

manufacturing nvs

MSB

MTU

NVS

Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private keys, GATTS
data, module information, Wi-Fi configurations, UART configurations, etc. The default values of these con-
figurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin file and
downloaded to the flash at the address defined in at_customize.csv.

—/INiE )T E 7 NVS. manufacturing nvs H7Efig 7 AT [EIEBRAA BT I 29 FTFA IS . FA%H . GATTS
BdE. BiH(EE . Wi-Fi il . UART FCE4SE. XUERLEF R, BROIAELE raw_data B, AT
mfg_nvs.bin, BEFH| at_customize.csv F5E LI E .

Most Significant Bit
SR SR EIA
maximum transmission unit

S YN L

Non-Volatile Storage

AT KA &

Normal Transmission Mode

Default Transmission Mode

In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.

During a normal transmission, if the connection breaks, ESP32-C6 will give a prompt and will not attempt to
reconnect.

More details are in Transmission Mode Shift Diagram.

b X

OWE

BNINEZ R

TE BT, WP AR IR AT 652, BN, WP e LAE AT+CIPSEND fin %, &i% AT fiy
A R MCU Bis s (& 4kt . AL Bt s 8] e, 2ilid AT 411k 45 MCU,  [F] B}
27 +IPD {5 2.

WAL, AR IEREKTT, ESP32-C6 A& ik, FHHURNIEREWTH.

WL A 557 Transmission Mode Shift Diagram.,

Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.

More details are in Wikipedia.

Pl Iegmss. OWE &—Fh Wi-Fi b, B ORAEx i i Z (B Rl 5 32 2O/, A a2 HoAth i
(IS o

WENAIWSH e AR

Passthrough Mode

Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
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received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.

During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C6 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C6 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.

More details are in Transmission Mode Shift Diagram.

ALV

WK L RN .

TEEEREUY, HPARKERE AT s, B TR +++ 1%, AT frd HCEI BT A 1) MCU
%%TE%M%%%E&%, 3 B A i Yo ity /\Af??ﬁﬂﬁﬁﬁqﬁlﬂ HEE oI AT dp s 0 JoiE s, &0
# MCU,

Wi-Fi i T, QRN , ESP32-C6 1E 7% Fimhy, S Fs i e, it s
A+++ BH#E, WHEILEE; ESP32-C6o 1R MRS AT, 23 IR R By IS T pr i 342, e
iﬂiim/\+++ BH#EE .

WL A 11557 Transmission Mode Shift Diagram.,

Transmlssmn Mode Shift Diagram

]
AT+SAVETRANSLINK=1],..] :
AT+RST |

e e e e e — — — — — — — ——— ———— —— — — ——  ——  — ——  — — —— ——— —————

I 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (<58 1% 5 12 X))
e Passthrough Receiving Mode (i% 15 3£l 4% X))
* Passthrough Mode (:% &2 X))
e AT+CIPMODE
o AT+CIPSEND
o 44+
« AT+SAVETRANSLINK

Passthrough Receiving Mode

The temporary mode between Normal Transmission Mode and Passthrough Mode.

In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

EA OB

TEG @ 2 4 A2 X T AR X Z [ — I A
TEEAARNUE, AT AR AR AR E (it i AT AT LA B (S it Kol , Jiad AT iy
A O BRI %4 MCU., 8 £ /14313452 Transmission Mode Shift Diagram .

PBC
Push Button Configuration
A

PCI Authentication
Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication modes except
OPEN and WEP.
PCIIAGIE, 7E ESP-AT TAEH {512k OPEN Al WEP PASMY) Wi-Fi IAUEAE.

PKI
A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
RITEGIERER . AT %%%ﬁtﬂiix (PKI) 22— mfEfE. 1F. 5%, FHECK S hifed
B EERIZEAE , HHMWAETAE . 8. 0. . A R e IE 1.
WENGHESH A ’sﬂ%ﬁﬁiuo

PLCP
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PMF

PSK

PWM

RTC

SMP

SNI

SNTP

SPI

SPP

SSL

Physical Layer Convergence Procedure

PLCP 3%, BIELIR &R X

protected management frame

SEARIPR A PR

Pre-shared Key
P

Pulse-Width Modulation
kv 5 B

Quality of Service

e 55 o

Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.

SRS, A SoC Hg— AL, FEAEATE A RIRHRREREIN PR FF T A

Security Manager Protocol

LA PN

Server Name Indication

55 A 2 R AR 7R

Simple Network Time Protocol

i B Do 25 B ] BApAL

Serial Peripheral Interface
AT D

Serial Port Profile

SPP 8%, B FHf

Secure Sockets Layer

SSL M, RiZe4=E iy il

system message
Data sent via AT command port to MCU. Each system message usually ends with \r\n. Detailed system

message descriptions are available at AT Messages.

AT fip% HAAE MCU 10%idis . B4 RGN BB R DA \r\n 5. T RGN B UL HIILAT % &

TLS

URC

UTC

UUID

WEP

WPA

Transport Layer Security

TLS i, RIf& )= 2t

Unsolicited Result Code
R RN, —BCABLIZH 25 MCU (15 MR 1]

Coordinated Universal Time

A T S

universally unique identifier

A ] LA B

Wired-Equivalent Privacy
WEP #7530, R 250

Wi-Fi Protected Access
Wi-Fi {ii71177])
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WPA2
Wi-Fi Protected Access II
Wi-Fi {479 1) 11

WPS
Wi-Fi Protected Setup
Wi-Fi {5 S
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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10.6  TAERR

XTHFEMATTSR (AREF) R, B, SR RS E (B EARRTEdE £k .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

10.7 S5 =Ji R AFRIBAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

10.8 Bt

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

10.9 A 9 3 L i

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

10.10 5 WIS

AT RS A E MR, A ST

10.11 W)y oiit

5i 2RO PHABEL I U E S A R ARl RS S B RS, 7R T PRI
SR B AR S A !

Espressif Systems 406 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

Chapter 11

> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
‘% NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] S++

SEEEEEEEERERRR
.....-.-.----“

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o

. Vﬂﬁ TCP/IP SR AN 2% o

RE 5 i b g A 21 W U A2 BR A B ML 5 o
. EHLXT fir 44 [ 5. 5 T AT
o PRI HE AT i34

11.1  3:Aih Espressif ¥4 iR

BT ESP-AT Z4b, REEDRIRUL T HABER TS, DA A B RINTK

 ESP-Hosted Jj &1 ffi /R 55 R 50 FVEMANT FHL RS M L 5 VML BERR - ARiF EAL s (T
Linux 7 247 58 fcdas i 48 MCU) @3 FR7ER2 10 (40 SPI, SDIO 5% UART) 7%/l Wi-Fi #1 Bluetooth/BLE
IhEE. NI W ESP-Hosted GitHub,

* ESP-IoT-Bridge Jj & 24X} IoT [ 35 50 T B4 N 254 11 2 (Rl %42 5 {5, 40 SPI. SDIO,
USB. Wi-Fi, PAKRSEMZ5HE: 1, FEiZff )y %, Bridge 45 ERT UK H B S a P2 4t E I ThRE,
MORTPAVE R AR AR 55 25 R Ak A7 i & . 1A WL ESP-10T-Bridge GitHub,
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— [ —  —

AT + CONNECT = CONTROL

B abcdef...

[OK]

/] 2: ESP-AT fir4

IR Ty ST AN F A AR GEAA A I TEoR o X T A BEAE AR UTC RS I T4k AT [ ASME AT
Fr, AT ARREE L5 RE T RIAR L H AR B A E AT R

* genindex
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A

A2DP, 399

ADC, 399

ALPN, 399

AT, 399

AT command port, 399

AT log port, 399

AT port, 399

AT 430,399

AT HE# 0,399

AT 3% H, 399

AT_BUFFER_ON_STACK_SIZE (C macro) ,383

at_fatfs_mount (C++ function) ,375

at_fatfs_unmount (C++ function) , 375

at_get_data_len_fn_t (C++ type) ,379

at_get_mfg_params_storage_mode (C++
function) , 382

at_handle_result_code (C++ function) ,
376

at_max (C macro) ,378

C

Command Mode, 399
CONFIG_AT_LOG_DEFAULT_LEVEL (C macro),
383

D

Data Mode, 400
DHCP, 400

DNS, 400

DTIM, 400

E

ESP_AT_CMD_ERROR_CMD_EXEC_FATIL (C
macro) , 378

ESP_AT_CMD_ERROR_CMD_OP_ERROR (C
macro) , 378

ESP_AT_CMD_ERROR_CMD_PROCESSING (C
macro) , 378

ESP_AT_CMD_ERROR_CMD_UNSUPPORT (C
macro) , 378

at_mfg_params_storage_mode_t::AT_PARAMSIN. MFGCNIYSERROR_NON_FINISH (C macro),

(C++ enumerator) ,383

378

at_mfg_params_storage_mode_t: :AT_PARAMSEIN FARIMY IERROR_NOT_FOUND_AT (C

(C++ enumerator) ,383

macro) , 378

at_mfg_params_storage_mode_t: :AT_PARAMSINONET CMD ERROR_OK (c macro) , 378

(C++ enumerator) ,383
at_mfg_params_storage_mode_t (C++
enum) , 383
at_min (C macro) ,378
at_read_data_fn_t (C++ type) , 379
at_sleep_mode_t::AT_DISABLE_SLEEP (C++
enumerator) , 379
at_sleep_mode_t::AT_LIGHT_SLEEP (C++
enumerator) , 379
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator) ,379
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator) ,379
at_sleep_mode_t::AT_SLEEP_MAX (C++
enumerator) , 379
at_sleep_mode_t (C++ enum) , 379
at_str_is_null (C++ function) ,376
at_write_data_fn_t (C++ type) ,379

B

Bluetooth LE, 399
BluFi, 399

ESP_AT_CMD_ERROR_PARA_INVALID (C
macro) , 378
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro)
, 378
ESP_AT_CMD_ERROR_PARA_NUM(C macro),378
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (C
macro) , 378
ESP_AT_CMD_ERROR_PARA_TYPE (C macro) ,
378
esp_at_cmd_struct::at_cmdName (C++
member) , 376
esp_at_cmd_struct:
member) , 376
esp_at_cmd_struct:
member) , 376
esp_at_cmd_struct:
member) , 376
esp_at_cmd_struct:
member) , 376
esp_at_cmd_struct (C++ struct) ,376
esp_at_custom_ble_ops_regist (C++
function) , 373

tat_exeCmd (C++
rat_gqueryCmd (C++
rat_setupCmd (C++

tat_testCmd (C++
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esp_at_custom_ble_ops_struct:

?C++ member) , 377

esp_at_custom_ble_ops_struct

(C++ member) , 377

esp_at_custom_ble_ops_struct:

(C++ member) ,377

esp_at_custom_ble_ops_struct

struct) , 377

esp_at_custom_cmd_array_regist (C++

function) , 373

esp_at_custom_cmd_line_terminator_get

(c++ function) ,374

esp_at_custom_cmd_line_terminator_set

(C++ function) ,374

esp_at_custom_net_ops_regist

function),373
esp_at__
(C++ member) ,377

esp_at_custom_net_ops_struct

(C++ member) , 377

esp_at_custom_net_ops_struct:

(C++ member) ,377

esp_at_custom_net_ops_struct

struct) ,377

esp_at_custom_ops_regist (C++

function) , 373
esp_at__
(C++ member) ,378

esp_at_custom_ops_struct:

7C++ member) , 378

esp_at_custom_ops_struct:

YC++ member) , 378
esp_at__
(C++ member) ,377

esp_at_custom_ops_struct:

(C++ member) , 377

esp_at_custom_ops_struct:

(C++ member) ,377

esp_at_custom_ops_struct(C++ struct),

377

esp_at_custom_partition_find (C++

function) , 374

esp_at_device_ops_regist (C++

function) , 373

esp_at_device_ops_struct:

7C++ member) , 376

esp_at_device_ops_struct::

YC++ member) , 376

esp_at_device_ops_struct:

(C++ member) ,377

esp_at_device_ops_struct:

(C++ member) , 376

esp_at_device_ops_struct(C++ struct),

376

(C++ enumerator) ,380

custom_net_ops_struct:

custom_ops_struct:

custom_ops_struct:

:connect_dasp_at_error_code: :ESP_AT_SUB_CMD_PROCESSING

YC++ enumerator) , 380

::disconnecsmlat_error_code: :ESP_AT_SUB_COMMON_ERROR

?C++ enumerator) , 380

:recv_dateesp_at_error_code::ESP_AT_SUB_NO_AT

(C++ enumerator) ,380

(c++

esp_at_error_code: :ESP_AT_SUB_NO_TERMINATOR

(C++ enumerator) ,380

esp_at_error_code: :ESP_AT_SUB_OK (C++

enumerator) , 380

esp_at_error_code::ESP_AT_SUB_PARA_INVALID

YC++ enumerator) , 380

esp_at

error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC

7C++ enumerator) , 380

(c++ esp_at

error_code: :ESP_AT_SUB_PARA NUM_MISMATCH

YC++ enumerator) , 380

:connect_dasp_at_error_code: :ESP_AT_SUB_PARA_PARSE_FAIL

YC++ enumerator) , 380

::disconnecsmlat_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH

(C++ enumerator) ,380

:recv_dateesp_at_error_code: :ESP_AT_SUB_UNSUPPORT_CMD

(C++ enumerator) ,380

(c++

esp_at_error_code (C++ enum) ,379

ESP_AT_ERROR_NO (C macro) , 378

, 375

esp_at_get_core_version (C++ function)

:pre_active_wrEde aatgetcadiltyesakt  cmd_name (C++
function) , 375
:pre_deepsleersmldibagakt current_module_name (C++
function) , 381
:pre_restart_addlsckyet_module_id(C++ function),382
esp_at_get_module_name_by_id (C++
:pre_sleep_callback function) ,381
esp_at_get_para_as_digit (C++
:pre_wakeup_callback function) , 372
esp_at_get_para_as_float (C++

:status_callback

function) ,372

esp_at_get_para_as_str(C++ function),

372

esp_at_get_version (C++ function) ,373

ESP_AT_LOG_BUFFER_HEXDUMP(C macro),383

esp_at_log_write (C++ function) , 382

ESP_AT_LOGD
ESP_AT_LOGE
:get_data_lend3P_AT_LOGI
ESP_AT_LOGV

read_data ESP_AT_LOGW

(c

(c
(c
(c
(c

macro),383
macro) , 383
macro) , 383
macro) , 383
macro) , 383

esp_at_main_preprocess (C++ function),

:walt_write_complete 382

esp_at_module: :ESP_AT_MODULE_NUM (C++

:write_data

enumerator) , 379

esp_at_module_init (C++ function) ,372

esp_at_module (C++ enum) ,379

esp_at_nvs_get_blob(c++ function),382
esp_at_error_code: :ESP_AT_SUB_CMD_EXEC_&¥d.lat_nvs_get_str (C++ function) ,382

esp_at_nvs_set_blob (C++ function),b382

esp_at_error_code: :ESP_AT_SUB_CMD_OP_ERRER at_nvs_set_str (C++ function) , 382

(C++ enumerator) , 380

esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
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(C++ enumerator) ,380

(C++ enumerator) ,379

esp_at_para_parse_result_type: :ESP_AT_ PARA PARSFARESHHOKC++ enum) , 379

(C++ enumerator) ,381

esp_at_transmit_terminal_from_isr(C++

esp_at_para_parse_result_type::ESP_AT_PARA_PAEKSRCRESW)T, IMITTED

(C++ enumerator) ,381

esp_at_para_parse_result_type (C++
enum) , 380
esp_at_port_active_write_data (C++

function) , 373
esp_at_port_enter_specific (C++
function),374
esp_at_port_exit_specific (C++
function) , 375
esp_at_port_get_data_length (C++
function) , 374
esp_at_port_read_data (C++ function),
374
esp_at_port_recv_data_notify_ from_isr
(C++ function) ,372
esp_at_port_recv_data_notify (C++
function) ,372
esp_at_port_specific_callback_t (C++

type) , 379
ESP_AT_PORT_TX_WAIT_MS_MAX (C macro) ,
383

esp_at_port_wait_write_complete (C++
function),374

esp_at_port_write_data(C++ function),
373

esp_at_ready_before (C++ function), 382

esp_at_response_result (C++ function),
373

esp_at_transmit_terminal (C++
function) , 373

G

GATTC, 400
GATTS, 400

F{

HID, 400

12C, 400
1CMP, 400

L

LwIP, 401
LWT, 401

M

MAC, 401
manufacturing nvs, 401
mDNS, 401
MSB, 401
MTU, 401

N

Normal Transmission Mode, 401

esp_at result_code_string_index::ESP_AffﬁiégiT_CODE_ERROR

(C++ enumerator) , 381
esp_at_result_code_string_index:
C++ enumerator) , 38l
result_code_string_index:
C++ enumerator),381
result_code_string_index:
C++ enumerator) , 38l
result_code_string_index:
C++ enumerator) , 381
result_code_string_index:
C++ enumerator) , 38l
esp_at_result_code_string_index:

(C++ enumerator) ,381
esp_at_result_code_string_index:

(C++ enumerator) ,381
esp_at_result_code_string_index:

(C++ enumerator) , 381
esp_at_result_code_string_index (C++

enum) , 381
esp_at_set_module_id_by_str (C++

function),382
esp_at_set_module_id(C++ function),382

|

esp_at

~— |

esp_at

~— I

esp_at

—~I

esp_at

~— |

:ESP_AT_RESULT_CODE_FAIL

OWE, 401

:ESP_AHDRESULT_CODE_IGNORE

:ESP_ AT agsthimousbriogs: 401

Passthrough Receiving Mode, 402

:ESP_ATEEH2T CODE_OK_AND_INPUT_PROMPT

PCI Authentication, 402

:ESP_ATKREMIZT CODE_OK

PLCP, 402

:ESP_ATME493T CODE_PROCESS_DONE

PSK, 403

:Esp_ATWBEMIBT CODE_SEND_FATL

:ESP_A{;%ESULT_CODE_SEND_OK

Qos, 403
R

RTC, 403

S

esp_at_status_type: :ESP_AT_STATUS_NORMAdMmp, 403

(C++ enumerator) ,379

SNI, 403

esp_at_status_type::ESP_AT_STATUS_TRANSINFD 403

Espressif Systems

411

Release release-v4.1.0.0

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-C6

#5]

SPT, 403
SPP, 403
SSL, 403
system message, 403

T

TLS, 403
Transmission Mode Shift Diagram, 402

U

URC, 403
UTC, 403
Uu1lD, 403

W

WEP, 403
WPA, 403
WPA2, 404
WPS, 404

\ 4
AR, 400

L

HAEHE K, 400
F R LR, 401

o

%4 K, 403

o

e g AR K, 402
FEHR, 402
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