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AlH5M

$§$ﬁ%ﬁ%EWAT%ﬁZ\&ﬁﬁﬂ\mﬁﬁﬁﬁﬁ\%&Wﬁ?ﬁﬁ%%AT@#,m%T%%
A

1.1 ESP-AT i1l2

F%: (e ESP-AT i, EAF40FIReAE 71 5 01, FFl i H v i A .

ESP-AT J2 SR g5 JT A al ELE T IR W T 0, BRI POF ROl , PRI R™ i it
ESP-AT g4, AT DMREEIMATCER ML =6 S (F DA o R il SF oh g, HRAYE
TELRB LI T ) H I

ESP-AT 251 ESP-IDF SCBLA#fF LRE . &(ff ESP32-S2 BLZH/E N MAIL, MCU 1 4L, MCU % i%
AT 44 BSP32-S2 114, 47 ESP32-S2 BLLHHFT AR Rl HR A, F- Bl ESP32-S2 BiZLiR [l ¥y AT Wiy,
ESP-AT Lt TR EINREAR I AT fr4, 11 Wi-Fi f54. TCP/IP 54, MQTT 4. HTTP -4,

<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<i::$> BT (ESP32)

& 1: ESP-AT %

AT %A “AT” JFf, U3 Attention, PARIH)—47 (CR LF) N4fE. HAREER A&k 0] oK B
ERROR MWL, FR YIS M A PATER . HE, Irf AT ey B spATidT, SR BIIT—4%
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frd. L, fEMH AT i, WAER b IiTsg e n, MRIE T &Kard. MR E—AamdR
WAToEEe, AR TH M, WERE busy p. .. K. HEH X AT 6 E BB AT ¢4 %

FROABLE T, MCU i UART 1432 2 ESP32-S2 #5i4H . ik AT A4 DAL AT iy, {Hi2, &)
PARRIESE SR (5 B s efE e, i HA R4z 10, 6l SDIO.

ke, BRI PARET ESP-AT TAE, HAATIFAEZM AT s, ASKBEZ R Ih6E.

1.2 BoRiE™

SR A U PR BB ) SRR REF 7l . AT BRPFTT . AR WU e 4 o

W AUREHERERERECE . AT AR PR, SR RS 8 SRS

1.2.1  wf ey

TETTUG ] ESP-AT Z 1, 5 B — s G i R 2 - S B FR i = i b, A7 i IR RE To 2 )
A MEPFIRALE MM, HEBEBZITMPINE, WAk, e, WA, RoF%E. W m
PR B B B

o PR T H T DARE BT AR () AR AR I O RE AR X 5«

o BORKUAEAS T DARE B T A0 R RSB SR I REAFRE ]

o WEPFHEZLAHE S W AR DGR B Ot 25, TR . B RITT A 22 I A S R A
o

ik BORBLESS BRI LRI RE s, AR AT BORRE ). B, ESP32-C6 St LF Zighee 3.0
Ji Thread 1.3, FRBA ) AT SCPI7 S8 LR PIFTEL L.

122 AT 8RkPEJ5 Rk %!

AT BAFT7 S8 SRR WL A 4R L) AT [, n] DARE B bR SE B TC LI fE -

o WIERGEAS T ESP32-S2 5t i B4 AT {4681, WS HAT o4 &,
o UNSRARARNT LY ESP32-S2 ith B ANRIf AT [ELRE, #5535 ESP-AT B £ 5%,

NIV TR R AT [ f 20 A

riYay Tk IhRE HEER AT B %8

ESP32-C6 Wi-Fi 6 + BLE 5.0 v4.1.1.0

ESP32-C3  Wi-Fi4 + BLE 5.0 v4.1.1.0

ESP32-C2  Wi-Fi 4 (g BLE 5.0) v4.1.1.0

ESP32 Wi-Fi 4 + BLEv4.2 (+ BT) v4.1.1.0

ESP32-S2  Wi-Fi4 v4.1.1.0 A MY H B g BSP32-C £ 7%

* (3 BLE 5.0) Fn AT SPFJ7 S SR RIS ThaE, (BAAAY I R B 85 I RE
* (+ BT) N AT B0 P SO M T IIRE, (FAARAY R R A5 DI RE .

s )RR EDS A, WK EESR AT . AEAEETEFER, T ANEERMENTE S AR
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TR AT AT [S19T: ?

ESP-AT [5 {47 PAF JURH SRS, Hob T sl 4 PR 00 T AR A B SRS, SR BA12E Rt B
TR

BHRAEEE (EF)
GitHub & oy 8 1

15 e B A
B 4T %hiF Y B 1

PPRARIEE (He42) PP RATRRSIE SR KA RIE R BB OB, IR
P ANl e o A AR R, P SR P e Rl JRL I A, R T ] 3 B AR 8 OTA il 55
ST AR P T R AR e A e s T H TR, UL et B WO R AR . R E Ty
WA SR RO, 0T DARRYE A2 #k 2 07, B AN A A AL S (P A 20 ) 1 A 7 I

o HGER: ESP32-S2 AT B #

o LA

- T

L

— BREE O TAR R
o R

- HHENIK

- A HEBAA TR
« ZHEIH:

- B

- B FHRARTIES

— 5 % ESP-AT [ {4 35/ A SRR AEE i 241, 1557 ESP-AT GitHub 1 11 readme.md

GitHub [ 7F - GitHub I PF R 4 0OR AU HE% 2] GiHub I8 S AR IR EI R IR B [ 7 A1 R 2
PEAIE(E, S PRI A A 1, 3R B 5 R AR 4 1 I RSCAS A P (R AT 1 5 A1 Y 1]
P, HAPE v AT AR OTA M5 & T E 1

o PPURIE: WS H 4TI GitHub T 3R # 160 R A AT B # .
o A
— SCIPESR, HTAYRR PRI A MR S ) 4 ok
- A E BRI U, anET SDIO @i B fF . BT SPL IR &I

— PRIUE A TAER I
o B BT ARIERUAANY commit A B FECER S SE RN, WRESAE LR, HEEH
e R I

ESSBETE B SBIEE1EE UE S SR I AN B e B, 5T E R e
LT H R, AR BHORH LB OU T, 4 UART 3453 . UART GPIO % %S 51458, It
P 0] B AL T R 8% OTA IRS5 25 TR [
o KTWTBERSHON, S Hapy T3,
A
- AT EE G .
- BEPFRE . AR,
o BN FREALTAARBE R, ERRIC, ERERRA A .

FATS PR R SR T YO K el R A 5 . 52 H OBE OTA IR%5#5PASCF; OTA I
HE.

o KT AATH IR, S5 KikthiF ESP-AT 142,
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o fai: TIRE. R A SR,
o BRI E OIS HI

MR EHERENIIE, HEFET 0 R 5o & &R AR B ) 43 S2 T KRR AT B, R a2
W2 HIEE, RS T master 4337 AR AT [E{4,

1.2.3  BiH oWy

TH R E R B, s RN WO SR EETT A T AR AT o R H R0, RERSHE B b A g
e, PRAERECEANERAERE Sy, w0 F A FETTH ], RERSHE B D o RESR MM BEE , PEREDLIE, 4R
P RRCR AETTH S, e B RN E CL U, SEBL e PRI R A

RS A AT ay B0, B ST R Linux RGN TF A

13wk

AT AN HANGER AT [EF . A AT i AR AT Wi B 75 SR DA BB 7 2 1) ]
.

ARSI AT FEF SR A, 8 RBHEGE R AR, PR 7T S5 ESP-AT Bl 1+ £ 5t
SR AEEAE ] AT BOAE ), ATASH 4o T B AT 3% 2 & e SCRY SR

1.3.1  wfkdEsS

2 1: ESP-AT L r i i

B Ihgk

ESP32-S2 JF %4 MAL

USB #ifl2k (%2 ESP32-S2 F & Al PC) TNERECE. S H SR

PC FHL, REEGT R ML

USB %4k (%8 PC fil USB %% UART Hi [1#5ik) Kk AT s FEU AT i 5 2
USB #% UART H: [If54k %4 USB 5571 TTL {55

FEIRL (4% USB % UART & LUBLHAT ESP32-S2 JF M) ik AT fipd- HRUC AT Wi B 45 v

Ei3

o LM 4 ARFE IR R ESP32-S2 JF & AN USB #% UART 52 CAFH, (HA0 5 SR (8 F A 2 5
g, K 2 AL TX/RX JIAT.

o QRFGE A 02 ESP32-S2 fi A, WA e T A, WidEsd UART Besgin, @FHEZHEA 1 UART &
(2% https://www.espressif.com/sites/default/files/documentation/esp32-s2_datasheet_cn.pdf > 27
A IA) , T H Strapping & (2% https://www.espressif.com/sites/default/files/documentation/

esp32-s2_datasheet_cn.pdf > #75 Strapping 451 ) , 45 Strapping 4 9 H 33 AT AR =

1.3.2 ESP32-S2 %%
ESP32-S2 Z 5|48/ /& N & ESP32-S2 its Fr BB/ IF % tle, 5 4m: ESP32S2 MINI £ 51 % 45 . ESP32S2
WROOM 1545 o

ESP32-S2 AT X I~ UART #211: UARTO T Rk A 1 H &, UARTL T &% AT &R
AT R . ERIAME LR, UARTO F1 UART1 ¥{fifl 115200 PR (=,
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Kl 2: ESP-AT il {s{ A {34 R B ]

7 2: ESP32-S2 ARFH {1348 ) 7 i

IhgeE ESP32-S2 Fr & tR/1EZHE R HEZEER
; i HE!
TERE M H & ST e
« GPIO44 (RX) . TX
« GPIO43 (TX) « RX
AT £ 4/ 2
asly UARTI USB % UART & [ Bk
« GPIO21 (RX) . TX
« GPIO17 (TX) « RX
« GPIO20 (CTS) « RTS
« GPIO19 (RTS) . CTS

BEW] 1: ESP32-S2 I Al PC 2 [AI R I EE 12 © A EE7E ESP32-S2 Ikt b, BT (] USB b2k
HERTT S AR AN PC HIH]

BEW] 21 CTS/RTS & A TE S RE L= DI REmS 4 5184
PR S EAR T ESP32-S2 B IEATIER:, IS M MBI BRI A5

14 p#idRT

ARG A ESP32-S2-MINL B4, A4 4n{al 2k ESP32-S2-MINI BEAIXS Y ¥ AT [E {1, PAS Ay 5]
Bk BB E, HE ESP32-S2 RIBIE n] S5 A S0 .

TEABSE AT B0, RS T IEMIER TR, B0 2% ik ik,
TR RSIEAL, AT BN SR e A e . BIRTSHESP-AT Bl # 257
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ESP board

Download/Log output

USB to serial converter ESP board USB to serial converter
R ——TX
TX — — RX
=] ) cTS RTS
AT command/response RTS - CT5

P 3: ESP32-S2 R AN F %R K

1.4.1 pF#k AT S

W DA A R AT [E R 3% PC:
o FIHEAT B #
o IRENBBLLAL TR (1) AT ¢
o AN BRI T R 3

AL, FRATTFE T ESP32-S2-MINI X} W [f) ESP32-S2-MINI-AT-V3.4.0.0 &, %EM0 H FL5H &
Hrp&A bin SCANHAT, HE ESP32-S2 R UL [ {4:11) H s 4544 & bin SCAHH AT SH W 44

— at_customize.bin /! Z R AR K

— bootloader // bootloader

| L— bootloader.bin

— customized_partitions // AT B & X bin X #

F— mfg_nvs.csv // BFF ONVS 4K B F 4 B
| L— mfg_nvs.bin // &7 NVS 4K bin X #
— download.config /7 % E SR
— esp-at.bin // AT KA B H

|— esp—at.elf

I— esp—at.map

— factory /] BEFEHRFNAMTE bin XH
| L— factory_XXX.bin

— flasher_args.json /] TERBZHEEFEHER

— ota_data_initial.bin // ota data X A7 % &

— partition_table /] — F KAk

| L — partition-table.bin

L— sdkconfig // AT EH N EFERE

Hr, download.config MU EFeREHHISE:

——flash_mode dio —--flash_freqg 80m --flash_size 4MB
0x1000 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0x10000 ota_data_initial.bin

0x20000 at_customize.bin

(BETID
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(750
0x21000 customized_partitions/mfg_nvs.bin
0x100000 esp-at.bin

-—flash_mode dio AR A flash dio BiAHIT47%;

——flash_freq 80m fLFIVE (R A1 flash A5 %4 80 MHz;

-—flash_size 4MB {UFE I EA5E F Y flash £/VA 4 MB;

0x10000 ota_data_initial.bin fAFEAE 0x10000 HihlBes ota_data_initial.bin X
G

1.4.2 35k AT BIEE %
T AR RV 2 G R X I O e I 5

Windows

TFUGRBERZ AT, 5 T %K Windows Flash R T H, PRAI$E 525 Flash TR A 745w .

* ¥JF Flash N#{ TH;

o PEREE AL (b, FA1kPE ESP32-52.)

o MRARER TR RERE—FP LAERI (Heat, FATHESE develop. )
o WRIEERFTR R AR D (M, RATESE vart, )

BIDOWN. — O X

ChipType: ESP32-52 e

WorkMode: Develop w

LoadMode: YART w
OK

Vel 4: L A

o Ff AT [Efpesk 25, PAF PR R H—:
- HETHRITOHFYEZGEL (B build/factory HEE T factory_XXX.bin) % 0x0 #f
Hk: )k “DoNotChgBin” , it F 4y [ {4 (1) R IA L
- PR EZ A bin U RN FE R HGE: RHE download. config SCIFHATRCE, 1§ 2) A ik
“DoNotChgBin”;

NG R B, AR T AR T 2% TR COM i 15, FRA “COM:” "R 781 3 v e 5 % i
H5 e A RAMTE iy S PRI N RIS % AE Windows A A i H -

BeRSE UG, e E AT B T RF R .
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[J » e » OS(C) > bin > ESP32-52-MINI-AT-V3.40.0 > factory

. W7 ESP3252 FLASH DOWNLOAD TOOL V3.9.5 — O X

SPIDownload

=R

factory MINLbin

e
®

Oo0o000o0o0o
® ® 988 8 8

SPIFlashConfig

SPI SPEED SPI MODE Detectedinfo

[

B DoNotChgBin
C40MHz O QIO

(267MHz (O QOUT
O 20MHz  ©DIO

LockSettings

CombineBin

Os80MHz (O DOUT Default
() FASTRD
v
DownloadPanel 1
a
v
COM: -
START STOP ERASE com1
BAUD: 115200 w

Bl S: R AR A A R (RETEOR)
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- ] X
; download.config ® I

M wE =5

W7 ESP3252 FLASH DOWNLOAD TOOL V2.9.5 - [m] X

SPIDownload

X ootloader/bootloader.bin
0xB000 partition_table/partition-table.bin
0x10000 ota_data _initial.bin

0x20000 at_customize.bin

0x21000 customized_partitions/mfg_nvs.bin
0x100000 esp-at.bin

SPIFlashConfig

SPI SPEED  SPI MODE Detectedinfa
~
OaoMHz O Qo
LockSettings
(D 267MHz  (QOUT
) 20MHz opoio CombineBin
O80MHz (O DOUT Default
() FASTRD
v
DownloadPanel 1
IDLE -
e i
COM: v
START sTOP ERASE coMm1
BAUD: 115300 v
T8 Fh 243 PR
——
E—
K6 P EZ bR E (ShEEoR)
Linux 2 macOS

FFiRbesk 2 |, 1523 esptool.py.
PAN IR SRR —, RF AT BEfFRR R R %
o N FEZEZA bin MEE AR FHAE: B A A N2, &t PORTNAME fil download.config %

8
esptool.py —--chip auto --port PORINAME --baud 115200 --before default_reset —--
—after hard_reset write_flash -z download.config
H§ PORTNAME Z i i AR N HiHe DA 0K, & B0 2 1% D 4 PR, 2% 1E Linux Al macOS
AEH .

¥t download.config ¥ iz MBS HFE.
PATN K [ e st 5 ESP32-S2-MINT 54 i A 1 6ir 4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —-
—before default_reset —-—-after hard_reset write_flash -z —-—-flash_mode.
—~dio ——flash_freq 40m —--flash_size 4MB 0x0 bootloader/bootloader.bin.
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin 0x1e000 at_customize.bin 0x1f000 customized_
—partitions/mfg_nvs.bin

o HIZTEITWH R B E 0x0 Hihk: AL T4, Bt PORTNAME fil FILEDIRECTORY &
B

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-—
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m —--flash_
—size 4MB 0x0 FILEDIRECTORY

Ff PORTNAME e il A MR V) 203 O A FR, A B ICER € 1R D 4K, 15 2% {E Linux Al macOS
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BRI .
Ff FILEDIRECTORY Fre sl EL & i) 7= [ i SO AR, RIS OLT, XFié 2 factory/

XXX .bin,

PAF 265 [l b7 2 ESP32-S2-MINIT Fi2H # A1 6 4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-
—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—~dio --flash_freq 80m —--flash_size 4MB 0x0 factory/factory MINI-1.bin

BRSEG, THhE AT B TR F R .

143 154 AT B Rek k)

TR AN AP BRI AT AT [/ B hesi i -

o ITHE O TH, 41 SecureCRT;
o HI BEERF T ARSI AT My /MR BE I (T LA a2 )
o JEHRE: 115200;
o BN 8;
o KuB{i7: None;
o RS 13
* Ji¥s: None;
« A “AT+GMR” 14, If H#f7 (CR LF);

TR TR, MR OK, W2 AT [ ke s 2«

AT+GMR

AT version:3.4.0.0-dev(cad4badd - ESP32S2 — May 9 2024 08:00:07)
SDK version:v5.0.6-dirty

compile time (877c7e69) :May 10 2024 06:47:54

Bin version:v3.4.0.0-dev (MINI)

OK

T, R EE AT a2 — KA ESP32-S2 &AL H & :
Jitk1:

o ITHE T H, 41 SecureCRT;
o B EEFEHT CFEEM/MmE HE B0, BOENES R L,
o AR 115200;
o i 8
 Ki¥fii: None:
o fEEIkfL: 1
e Jifs: None;
o EERHIT M RST &, 7 HER R HEALL, WL ESP-AT [E{4:C LIEM#IHL T .
Jith 2:
o ITHWAEE IO T H, # SecureCRT;
o BRI AR T AR B HEIR “AT ap /" (e AT R E R4 HE e,
BRGS0 6 1 iE 3%
o YRR 115200;
o i 8
 KE&{: None;
RV
e Jiifs: None;
o TERIRSARIL “AT &/ N” W D4 AAT+RST fiv%, - Hi#4T (CRLF), # “ R/
HE” a0 HERTN R HEMML, WG ESP-AT IEWFEZ:EEE%)J#‘%T

ESP32-S2 startup log:
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Chapter 1. A48/

ESP-ROM:esp32s2-rc4-20191025

Build:0ct 25 2019

rst:0x1 (POWERON) ,boot:0x8 (SPI_FAST_FLASH_BOOT)
SPIWP:0Oxee

mode:DIO, clock div:1l
load:0x3ffe6108,len:0x17d4

10ad:0x4004c000, len:0xa%c
1load:0x40050000,1len:0x3204

entry 0x4004clb8

I (21) boot: ESP-IDF v5.0.6-dirty 2nd stage bootloader

I (21) boot: compile time 06:47:54

I (21) boot: chip revision: v0.0

I (24) boot.esp32s2: SPI Speed : 80MHz

I (29) boot.esp32s2: SPI Mode : DIO

I (34) boot.esp32s2: SPI Flash Size : 4MB

I (39) boot: Enabling RNG early entropy source...

I (44) boot: Partition Table:

I (48) boot: ## Label Usage Type ST Offset Length

I (55) boot: 0 phy_init RF data 01 01 0000f000 00001000

I (62) boot: 1 otadata OTA data 01 00 00010000 00002000

I (70) boot: 2 nvs WiFi data 01 02 00012000 0000e000

I (77) boot: 3 at_customize unknown 40 00 00020000 000e0000

I (85) boot: 4 ota_0 OTA app 00 10 00100000 00180000

I (92) boot: 5 ota_l OTA app 00 11 00280000 00180000

I (100) boot: End of partition table

I (104) esp_image: segment 0: paddr=00100020 vaddr=3f000020 size=28958h (166232).
—map

I (146) esp_image: segment 1: paddr=00128980 vaddr=3ff9e02c size=00004h ( 4)
—load

I (146) esp_image: segment 2: paddr=0012898c vaddr=3ffc2f70 size=036f4h ( 14068).
—load

I (155) esp_image: segment 3: paddr=0012c088 vaddr=40022000 size=03f90h ( 16272).
—load

I (164) esp_image: segment 4: paddr=00130020 vaddr=40080020 size=d2214h (860692)._
—map

I (340) esp_image: segment 5: paddr=0020223c vaddr=40025f90 size=0cfdch ( 53212).
—load

I (354) esp_image: segment 6: paddr=0020£220 vaddr=40070000 size=0002ch ( 44) .,
—load

I (363) boot: Loaded app from partition at offset 0x100000

I (363) boot: Disabling RNG early entropy source...

at param mode: 1

AT cmd port:uartl tx:17 rx:21 cts:20 rts:19 baudrate:115200

module_name: MINI

max tx power=78, ret=0

v3.4.0.0-dev

WAL A T % ESP-AT TAE, 5 FIEESP-AT s 4.

WER AR 2 ST Qe (1) ESP-AT, 3 P A 2, FY B RO BURE P FANER(F, FRPGEat ik d%, TR
s OREPE A S A 2 (B AT e e, SRR FRRO B T 448 5, AT R EoRbesk AT [
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Chapter 2

AT [ilfF

2.1 RAWRIREE

FERE TR RS 0. HAT, SREERAT T AT ESP32-S2 RFIBIALAY AT {4,

e
o WSREAHE B OIS T AR AT BN, WESCFSRESP-AT B A £ 5% SCRY, %30kt
BT AN[H] ESP32-S2 AT [E{AAE LR 246 . MR BRI 25, B B\ Gag i
TE R R TS E A AT BRI .

o WIARGEAN AL AT B N pgECE, SrT DAl arpy T B B0 AT BEF2E U AT [
— M UART Be %

- {58 Wi-Fi i &
- BHEE S fe B AR E

2.1.1 RgEW

FERE R T AT [R5 AP A0 R 5 5 5 B, HE SR8 v g 4% T R ORI R S

2.1.2 ESP32-S2-MINI #%i|

e v4.1.1.0 ESP32-S2-MINI-AT-V4.1.1.0.zip (#i%%)
* v3.4.0.0 ESP32-S2-MINI-AT-V3.4.0.0.zip

2.1.3 Ty AT WA KA
TWHBEITH AT R AL A SCRSTT ST AS B A, S I PRI R AR 1 R A % 00«
AR A AR /N -

o T # ESP32-S2 AT £ 7 Wa E) 1
o AT EVPFi A AT [EA60 TR 28 — i So i S AR A

15


https://dl.espressif.com/esp-at/firmwares/esp32s2/ESP32-S2-MINI/ESP32-S2-MINI-AT-V4.1.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32s2/ESP32-S2-MINI/ESP32-S2-MINI-AT-V3.4.0.0.zip

Chapter 2. AT [E{4

ik R SRR T RS BATRE TR TR 7 BRI AR A A A, BT
VR I SO T R

2.2 AT FilfFwi4r

ESP-AT ({018 74 T D RERY —dE i SCit:

build

— at_customize.bin /1 ZHHaRk (APaKk, 2l 7T mfg_nvs 4 K Y Ko
~fatfs 4 K Wy A 4 3k fo o K A AN)

I— bootloader

| L— bootloader.bin VA% 0&-E

— customized_partitions

| L— mfg_nvs.bin /) BT BRESH, SHBENLFEREKXTH mfg_nvs.csv
— esp-at.bin // AT N F B #

|— factory

| L— factory_xxx.bin [/

R EH XAk, BTUR R RAX A RS O B flash
CEAF, REMRE cownload.confi X P b A HET A=k XA EES flash
G N S o

— partition_table

| L— partition-table.bin // —% AR %k (R&4 K k)

L— ota_data_initial.bin // OTA #% 18 47 4 b X
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Chapter 3

AT i 442

BN

3.1

FERAN T2 AT i

JERI AT 44k

A<

AT: Ui AT 530

AT+RST: TG

AT+GMR: EFRAAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: W& W) % &E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: 8% 42 X, iR 8 & 2% 0] IR
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: % & HEARA,

AT+SYSRAM = i) M2 1] {5 %5 L

AT+SYSMSG: 5/ B ARG REE
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power

AT+RFCAL: RF 4Tk

AT+SYSROLLBACK =[] % 3| DA i %) [&142:
AT+SYSTIMESTAMP : 25 11]/35 B 7 Hb sk 151 7%
AT+SYSLOG: a5 AT B S $ER
AT+SLEEPWKCFG: %8 Light-sleep Wi JEFIMLE GPIO
AT+SYSSTORE : 1% B S,

AT+SYSREG: B &HA758

17



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"ﬂé’\‘

3.1.3 AT+RST: &b
AT %

[

[AT+RST

Wi i ¢

[OK

3.1.4 AT+GMR: #HHEMAEE

AT 4

e

A

[AT+GMR

W i ¢

<AT version info>

<SDK version info>

<compile time>

Bin version:<Bin version> (<module_name>)

OK

ZH

o <AT version info>: AT #Z.UJERRAIE R, BNIAE esp—at/components/at/1ib/ HFE F. L
T PR, ottt

» <SDK version info>: AT ffi fi{1J3F4& SDK A EE, BEN1E XAF esp-at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [ {}4: iHtHE] o
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» <Bin version>: AT [ {f A5 B, WA {5 B 7 PALE menuconfig # &, python build.py
menuconfig>Application manager >Project version., mAKE: 32 %4y

e <module_name>: i I 44 FK, FF esp-at/components/customized_partitions/
raw_data/factory_param/factory_param_data.csv BE X,

Bl
o WEREAERN ESP-AT FfF AR, 5 et AT+eMR IAE R .

il

AT+GMR

AT version:2.2.0.0-dev (cadlecd - ESP32-S2 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

305 AT+CMD: 75 i3 5 B AT fr & B fir & Jtd

+CMD:<index>, <"AT command name">, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK

e <index>: AT 275

e <” AT command name” >: AT 4 FR

+ <support test command>: 0 FE/RA T, 1 FRTHE

+ <support query command>: 0 F/RAZFF, 1 FRTHE
» <support set command>: 0 F/RATH:, 1 FTRIFF

« <support execute command>: 0 FRALH, 1 FRIE

3.1.6 AT+GSLP: jji A Deep-sleep izt

IJXLEA g /\>
A

[AT+GSLP:<time>

W i :
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<time>

OK

o <time>: BL#FUEA Deep-sleep IS, H7: ZFb. BUENTRIE]G, Boar HEhMelE, I8 G HERR

WREERE, RSN AR .

- 0 FRALHE

— K Deep-sleep A 24 28.8 K (231-1 ZFp).

|

o HTANHPERIE, Pt A Deep-sleep 195 Fribf < G HIEIHC 2 [A] AR

3.1.7 ATE: JFRek:0 AT ]k 3hf

AT 4

=l

4

[ATEO

g

[ATEI

Wi 3% ¢

[OK

BH

* ATEO: 5P [ul 2
« ATE1: FFR3H] &

3.1.8 AT+RESTORE: &) &H

WA %

=

[AT+RESTORE

W

[OK

|

. ﬁ?ﬁﬁ
o AT

RHERR BT PRA7 S flash (9S50, FHIRE HERIAS L.

é>
AT M S E SR
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Chapter 3. AT Ay d4E

3.1.9 AT+SAVETRANSLINK: ¥ ¥l Wi-Fi/Bluetooth LE i# {4 i {5 5

o % B Lk N TCP/SSL % 15 45 X 4% 8.
o % F LA UDP ik B X 12 8

BEELIFBLEA TCP/SSL {4 BEA15 B

é> O A

yL A
Ve (O

[AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>[,<"type">, <keep_alive>] ]

W i :

[OK

e <mode>:
- 0: X4 BSP32-S2 [ ALk A Wi-Fi if £ 42X,
— 1: P2 ESP32-S2 ik A Wi-Fi if £ 412 X,
o <” remote host” >: F{FHEBE, Fonimi IPv4 Huik. IPve Hutik, =idak4s. &k 64 5.
e <remote port>: Tiifii [ {E
o < type” >: FFESE, FRfEiIEEL:” TCP”,” TCPv6”,” SSL”, BY “SSLv6”, BRiA{EH:” TCP”
o <keep_alive>: Pl B £3:5 1 SO_KEEPALIVE &3 (&% : SO_KEEPALIVE N47), Bfii: b,

« JLR: [0,7200],
— 0: ZEf] keep-alive ZhFE; (EBRIN)
— 1~7200: J})3 keep-alive ZiE. TCP_KEEPIDLE {§} <keep_alive>, TCP_KEEPINTVL {H -}
1, TCP_KEEPCNT {4 % 3.
o A <keep_alive> B HAT+CIPTCPOPT firdH1) <keep_alive> ZEME, R4 HE
H G B E R A E o WIRBI TR S AN K E <keep_alive> 2%k, MIBAMEH LU BLE HI(E .

B
o AULENF Wi-Fi JPHLE AR X G RRIAE NVS X, 28 <mode> 2y 1, FRERABIEAL #
X TEBE

il

AT+SAVETRANSLINK=1, "192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

BEEIFHLIEA UDP & B B

B g

[AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W i <

[OK
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S
e <mode>:
- 0: M) ESP32-S2 _[HipE A Wi-Fi i £ 4 X,
— 1: FF)3 ESP32-S2 kA Wi-Fi i 542X,

e <” remote host” >: FFHESE, Fonuchy IPv4 Hiik, TPve Huhl, =ili4s. fKoh 64 75,

 <remote port>: G [1{H

© <V type” > FRHRSE, FoRfemRAl:” UDP” o “UDPv6”, ERIAfH:” TCP”

* [<local port>]: FFHLi#E A UDP &4k, i A<t 1

B

o AULEAF Wi-Fi JPHLE AR X G RRAAE NVS X, #7280 <mode> 2 1, FR ERABIEAL %

X TEBEEN.
o WISRGEARELT IPVO 2% 57—~ UDP &4, i5ATPA F R
— TifF AP % IPv6
- B AT+CIPV6=1
— SEITAT+CWIAP 6y E]—4 IPv6 Huht
— (W) WIFAT+CIPSTA? fiy A ¥#x ESP32-S2 25 3B %] IPv6 #ihil

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP", 1005

AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPv6", 1005

3.1.10 AT+TRANSINTVL: B E BB F B & % B

A%

O e
iy

[AT+TRANSINTVL?

W i <

+TRANSINTVL:<interval>

OK

)E’J

CELN A

s

[AT+TRANSINTVL=<interval>

e <interval>: (% ik[EIME. BN ZFP. ERIAME: 20. JEH: [0,1000].
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e

o BT, 24 ESP32-S2 I\ UART #2425 e, AR s ) BER 45T 2920 795, 4idls
LRI A 2920 FHT—ALERIE T KGR, BIMSSFFF <interval> B AR HHE K

TAET 2920 “FAY AR R -

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> fR/INGF, ATVAREAR [ PO A A B A RE I, (B S 0 PSR K5 i 4 45 e i 14

WHL, — R T A RE

2N

TS V& &N &S
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

[AT +UART_CUR?

W i <

+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

B A4

/7.’\

=

[AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
- ESP32-S2 %45 SCRHIECY 80 ~ 5000000
* <databits>: HHE{7
— 5: 5 bit HHEN
- 61 6 bit KriiEf
= 7+ 7 bit B {7
- 8: 8 bit HHfa {7
* <stopbits>: {5}
— 1t 1bit 1L
- 2: 1.5 bit {51117
- 31 2bit Ik
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AligeE
— 1: {#ifg RTS
_ 2 ffifE CTS
— 3: [AAM#RE RTS F1 CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

[AT+UART_CUR:115200,8,1,0,3 J

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
Hifghr A

[AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

[AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control> ]

W

[OK

ZH

o <baudrate>: UART %R

— ESP32-S2 %41 S, 80 ~ 5000000
o <databits>: (v

— 5: 5 bit FHEfr

— 6: 6 bit F 7

— 7: 7 bit FIRAH7

— 8: 8 bit HRfr
o <stopbits>: 15[ {V/

— 1: 1bit k{7

— 2: 1.5bit &R
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— 3: 2bit {2 -7
e <parity>: {7
— 0: None
— 1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: Afifgimis
- 1: {#igg RTS
- 2: ffifg CTS
- 3: [AlW}fiifE RTS fil CTS

B
o JCE YO ARAFTE NVS X, 4354 TR _EHL B A 35
o TR B 0 O 4R T R T EEOE B #& 19 CTS/RTS 48 I, 191 15 WA #F i 3% F components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

[AT+UZ—\RT_DEF:115ZOO, 8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

[AT+SLEEP?

Wi % ¢

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

=t

MA:

[AT+SLEEP:<sleep mode>

Wi 3% ¢

[OK

* <sleep mode>:

- 0: ZEHIREARAI .

— 1: Wi-Fi Modem-sleep 5. SHitH M4 AP 1 DTIM 53 6P, (LAE Wi-Fi $iX 2 Station
WHEEAERG 00 Wi-Fi BT, RifFitE, EASAER ChTIREIHR AT E4) ; HAb
LN AT

— 2: Light-sleep #i=,. 7E Wi-Fi i3>} SoftAP 5 Station+SoftAP B A A1 & .

+ I Wi-Fi =
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- CPU X H Bl ABEHR, SRR 5] .
« PR Wi-Fi fHR
- CPU 5 H 3l i#f AREHR, S FREAT+CWIAP S{AT+CWCONFIG fin % B & 1
listen interval ZEUEM XM,
— 3: Wi-Fi Modem-sleep listen interval A=, GF A58 HORFAR PEAT+CWIAP v 21X B I 1isten
interval ZHUEM KM . UTE Wi-Fi B Station B &£ 40 7ET0 Wi-Fi B:UF, aifik
B, RSAER ChTIRAEIHR AT BE4) ;s HARE oL AR 3 .

e

o ¥ Light-sleep #xCHT, HINHERTELTAT+SLEEPWKCFG Ay W B IR TR, 5 WIS Eme g, 4
Fr— B AT HERR S .

* ' Light-sleep f5x05 , 1A Light-sleep M 55 AN 2 B, 4515 H 2hiE ABEARELL , 24 Light-sleep
W 25 P A I, 1R R 2 AN I MRS = o i

o AT+SLEEP W £ Rkl 5% S RYSleep AT =17 .

il

[AT+SLEEP:O J

3.1.14 AT+SYSRAM: #¢ifydfie=s m)fdi B % 0
i A

{AT+SYSRAM? ]

W i :

+SYSRAM:<remaining RAM size>,<minimum heap size> J

OK

SH
e <remaining RAM size>: Y[ GHESS[A], BAL: byte

* <minimum heap size>: Z{TH ) H/DHEZS[E], B byte. 4 <minimum heap size> /NTEiE
T 10 KB Hf, ESP32-S2 [#) Wi-Fi FIMRTHFEIE A BT n] B 32551 .

il

AT+SYSRAM?
+SYSRAM:148408,84044

EITEL TE RS T ARG NAF N DL .

e
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Chapter 3. AT Ay d4E

[AT+SYSRAM:<caps>

Wi % ¢

+SYSRAM: <caps_largest_free_block_size>, <caps_free_size>,<caps_minimum_free_size>,
—<caps_total_size>

OK

<caps>: fEJifH. TEN A[A] capabilities 5 Y. B PAHA ], 41 AT+SYSRAM=0x1800, FEI/~

MALLOC_CAP_INTERNAL | MALLOC_CAP_DEFAULT,

<caps_largest_free_block_size>: 4Hi caps T HEWE 0 HLii KSR, BAL: byte,

<caps_free_size>: 4§ caps A WIS HRA/NEF, BN: byte,

<caps_minimum_free_size>: ;0\ FHLG, caps I IS WA/ NE A/ ME, B byte,

<caps_total_size>: 4§ caps B NFFAR/N, B byte.

A irdEYR —HANEASR AT 8B &
size:<requested_size>, caps:<requested_caps>,
AT+SYSRAM=<requested_caps> #& F 4 H] caps

£ o 4 alloc failed,
Gl PA Y2 ik
oW fE R . o

<caps_largest_free_block_size> M E T HEH 0Bl <requested_size> K/NW N HF

Be.

3.1.15 AT+SYSMSG: #ify/i® REHA 58

iy

Dy

i

g
"ﬂ£>

YRGS RGBS

.
.

{AT+SYSMSG?

LO)YE

OK

+SYSMSG:<state>

B

P
ﬂﬂé?

Ly :
RGN EE . WERETR ST NOR AN B AT I 8., 750 AT+SYSMSGFILTER fir 4% .

W

A

[AT+SYSMSG:<state>

W ) :

[OK
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ZH
* <state>:
— Bit0: iBH Wi-Fi i 142X, Bluetooth LE SPP }% Bluetooth SPP Hi} & &+ It~ {E B
* 01 Z<?TEB
© FTE] +QUITT
- Bltl ?ﬁBT&ET'fH/u\ﬁ
« 0 RIS REL, ﬁn XX, CONNECT
« 1o 8 4R 4E /8 (§ B, U0 +LINK_CONN:status_type, link_id, ip_type,
terminal_ type, remote_ip, remote_port,local_port
- Bit2: EERESINMEE, & T Wi-Fi i£# 42X, Bluetooth LE SPP J% Bluetooth SPP
+ 00 ATEHHRTE R
1: 24 Wi-Fi. socket, Bluetooth LE &% Bluetooth Jt5% &2k s A8t , FTEIE/R(EE, -
(- "CONNECT\r\n" = L "+LINK_CONN:" JF % W3 & f£ &
— "CLOSED\r\n"
- "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
- "WIFI DISCONNECT\r\n"
-~ "+ETH_CONNECTED\r\n"
- "+ETH_DISCONNECTED\r\n"
- Pl "+ETH_GOT_IP:" F L MR T fF L
- DL "+STA_CONNECTED:" F LW #E Rz &
- DL "+STA_DISCONNECTED:" FFL W # xf &
- PL "+DIST STA_IP:" FLWHWBEFRfF R
~ L "+BLECONN:" F Xk #j# & f& &
- DL "+BLEDISCONN:" JF 3k @y 3R 7 £ B
B

o #AT+SYSSTORE=1, TiH ¥ SCR-EERATAE NVS 201X,

« #ix Bit0 4y 1, iR Wi-Fi M%ﬁiz& B & #E78 +QUITT,

o = Bitl H 1, ¥ & ¥ WIAT+CIPSTART FIAT+CIPSERVER 1y 2, % % ¥ # =
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” TN
2 “XX,CONNECT”,

Bl

// BY wi-Fi BEEARRITHRT R E
[/ W AT 4 }%&%71}%%
/] HEERBIKED

AT+SYSMSG=2

%

// HEHERX T, Wi-Fi. socket., Bluetooth LE # Bluetooth KA KT H 2T H IR~ &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: R sk 250585000k
Arifgir A

e
A2 BT RS R IR
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[

[AT+SYSMSGFILTER? }

Wi 3% ¢

+SYSMSGFILTER: <enable>

OK

LA

Dyt
JE S R G0 B g

Py
iy

RF

[AT+SYSMSGFILTER:<enable> }

W i :

& )

S
¢ <enable>:
- 00 BHARGIHE g, REBOME. 2HE, REHEASHRERNIERTE.
-1 BHAGHEELIE. FREE, RE0H B IENFER X VTE FAEdE S8 AT f3ghi, MCU
ANUE) s ARG E N SR ITRE E R, SRR A fE MCU.
e

o el AT+SYSMSGFILTERCFG iy 4 e &AL iEdy . Rl A a4 e sl 8t 24000 Bl g,
SRS MRS A ) R ST E L

o T VEIEE FAT+SYSMSGFILTER=1 4, W H RGN Bt a2 L850, Bk AT &5
TH RS T
o TEHENEEAEX B, AU FHAT+SYSMSGFILTER=0 4>, 25 R4 Bt g,
o WHREET AT TR KIT%, %ﬁmmeAﬂu@wﬂﬁﬂnmﬁ%ﬁﬁ

/] BAEH AT AU WMKE LK. KIEF S H AT+SYSMSGFILTER.
AR, KEHKEM LA S %E MCU (AT+USERWKMCUCFG # AR B M MCU % B Zh #) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ B Ee AT A oS iE k¥, IS W AT+HSYSMSGFILTER.
AR (WREER) , XEHKEWN L 2% B MCU (ATHUSERWKMCUCFG # 4 % & # MCU

B R)

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B A EE MCU I EE M AT &4 O W I 4% . KA LS AT+HSYSMSGFILTER.
S At e, ABEHEF 2B MCU (AT+USERWKMCUCFG 44 1% B Wy MCU wWe FE 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// A EA%E MCU B tefet et AT A Ot % £ . ¥ L LW AT+SYSMSGFILTER.
ARk (WEER) , REKEN 2% B MCU (AT+USERWKMCUCFG # 4 % B # MCUL
W BT )

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);
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Bl PR BIZE . A LR

3.1.17 AT+SYSMSGFILTERCFG: #ify/lic s 28 S digss

s BamidiER
© RIRFIAILIES
o Hhe—AidiE R
o MR —AiLIE S

3 98 o

A LIRSS

iy Wi

[AT+SYSMSGFILTERCFG?

W ) :

+SYSMSGFILTERCFG:<index>, <"head_regexp">,<"tail_ regexp">

OK

ZH
o <index>: JIPEFRAIERT].
e <” head_regexp” >: SLEBIEMFEEL,
o < tail_regexp” >: JEEBIFEMIFELR.

AT
wEGS fe

[AT+SYSMSGFILTERCFG:<Operator> ]
A

[ox ]
B

* <operator>:

- 0: HERITAEER . RS, DAL L PR AR T 5 SRR

il

/] R AR RE

AT+SYSMSGFILTERCFG=0

[AT+SYSMSGFILTERCFG:<operator>,<head_regexp_len>,<tail_regexp_len>

W i <
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OK

>

EiRmg R R AT EHER ST AT a4 TR, R 0T DA AR (B - Sk iE W2k =R B
Mk ), 4 AT B EHEK i3] <head_regexp_len>+ <tail_regexp_len> 5, #TIE
I Rk e e

AR I Rk e AR R I R I B AR R, AR [ -

[ERROR

B SRV B vieea Vet -3 G v R N ER A I1PU /527 90 I IS A T

[OK

BH

* <operator>:
= 1 BEM—A g . — D PEAR AL A L BRI Ik RN R Bk ) ek =K
* <head_regexp_len>: SLFPIEMIZRIAAKA. Wl [0,64]. WIEREEN 0, FRZMELEBIEN KL
FCHPCHED, [EB} <tail_regexp_len> AHEHN 0.
* <tail_regexp_len>: FEFFIENFRAERKE. Jufl: [0,64]. WERBEEN 0, AR ZEBIENFAEK
MIVCHEL, [A]B} <head_regexp_len> AHEHN O,

o WM A ARMGATEA MR IESS, FHl T AT+SYSMSGFILTER 4 5 s 25 i 2400 Bad ik, 52
P ARG AN RGeS B

o SRR ERIE WA X kE S % POSIX HAIENEYE (BRE) .

o N TR A E S (AT @A T TX $0) Bhe iR g, sha B E W Rk A ~ I3k, B
IEMIFERAPA ¢ 455

o WA RS E WIBHPCES_F S0 E Wk R B ERIE WA, REHEBA Spadig. dikE, &
Se i B E W B VUL E B 259 AT a4, MCU A Us] s 1 A8 1 W) ek = PCid b i
BiE, 2RFERKE MCU,

o MERGIHEICEH R UER G, ARSI IUH TR gL .

-i%ﬁ%@mﬁ%ﬁw,§%%5$%%ﬁ,wﬁ%ﬁt~%mgﬁﬁﬁﬁﬁ%%ﬁﬁﬁéﬁ—
o, PEFTICEL.

o XPTAEMER RIS, MATEN R ER /DR, [ A K8 2 AT+SYSMSGFILTER=0 1y %>
EHARGHETE.

il

// RERKRHE, TR "WIFI CONNECTED" % 4 H B 4%+
AT+SYSMSGFILTERCFG=1,17,0

/) ik ARE OK f1 > J5, M A "WIFI CONNECTED\r\n (#E & \r\n & F 2.
ANFE¥, XK ASCII & ¥y 0D OA)

/1 FFR ARG R R
AT+SYSMSGFILTER=1

/7 AR R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT K H #r#f WIFI CONNECTED Z% %4 4 E i) &

PRI S 2 %0h SaliEr e,
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[AT+SYSMSGFILTERCFG:<operator>, <head_regexp_len>,<tail_regexp_len> J

Wi i ¢

OK

>

EaRmg R FoR AT ELHER ST AT A4 TR, i 0T DA AR (B s Sk W2k =0r B HRIE
MZFEHE), 4 AT ZUEIEHRE K E53] <head_regexp_len>+ <tail_regexp_len> J5, #fTIE
I Rk e B

AR I Rk e B 2 I s e B e SR, R ] -

[ERROR

B SRV B visea Vet 3 G v R E ] 5 rstr 00 ) IS Y T

[OK

¢ <operator>:
= 2 MRt ks .
» <head_regexp_len>: JFRIEMIFAK KL . il : [0.64]. WHBER 0, W <tail regexp_len>
AHEN 0.
o <tail_regexp_len>: FEIFIENFAXE . L [0,64], WHRIZE N0, N <head_regexp_len>
A 0.

Bl

MM 0 2 U I A A I AL D o

il
A Ny R

AT+SYSMSGFILTERCFG=2,17, 0
/] 4 ARE OK #2 > B, ¥ A\ ~“WIFI CONNECTED\r\n (# & \r\n & & 2_
LANE ¥ XM ASCII A By 0D 0A)

/7 MR R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT £ # d WIFI CONNECTED Z 4 4 & i &

3.1.18 AT+SYSFLASH: #ifyukif5 flash JIj 153 1X
Rl

ik
i flash F P43 X

Py
A
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[AT+SYSFLASH? J

Wi % ¢

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size> }
OK

[AT+SYSFLASH:<operation>,<partition>,<offset>,<length> }

Wi ¥ *

+SYSFLASH:<length>, <data> J
OK

¢ <operation>:

- 0: #frp X

-1 BHK

-2 FAK
 <partition>: X4k
<offset>: {RAZHE
<length>: Z{#E &
<type>: J{ XA
<subtype>: Jij F4r X F2RAY
o <addr>: J] 4 X HihE
o <size>: J RN

o [ A A TFHEFE at_customize.bin, FEAIEE WS H 4o fT f 2 L5 K,

o BEERAIXHE, THSEEEERIZ E AR X . XA DA IS <of fset> fil <length> ZHCRIEM. i
W, fyd AT+SYSFLASH=0, "mfg_nvs" AJ[#ERIEEA “mfg_nvs” X,

o KT XM L 5% ESP-IDF 4r X%,

* Y4 <operator> Kwrite B, RFEIHN LA IEEHATIRN >, HHERT A A ZES 1 5dE, £X
PN 5 <length> —F(,

o G XHI, EEERIZS X,

o QERERE L mfg_nvs 43 XA FLLEHR , 5 AT+SYSMFG 1% (NVS H B X H0E) . ansf
TEAE MU mfg_nvs 43X, 150 I AT+SYSFLASH fiy% (43 DXERE) o

o XA, MCU W%/ RS AEHE, #e—RES A2 HdESHNEA L. flieRkE A 4KB
FATEHE, HEEASERN.

il
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/) BB EA "mfg_nvs" K
AT+SYSFLASH=0, "mfg_nvs"

// % "mfg_nvs" R EHHHE 0 XENHFH "mfg_nvs" H K (A K 0x1C000)

AT+SYSFLASH=1, "mfg_nvs", 0, 0x1C000

3.1.19 AT+SYSMFG: #xilyuli s manufacturing nvs Jj J1 3 [X
ity A

k-
7 1) manufacturing nvs [ 743 X PN ff 6 44 25 [f] (namespace)

ke

[AT+SYSMFG?

W i :

+SYSMFG:<"namespace">

OK

Bk A #425 ] SBEEDN
é\

wHAL

g

[AT+SYSMFG:<operation>, <"namespace">[,<"key">]

W i ¢

[OK

BH

¢ <operation>:
- 0: ERREE
- 1t EEHURME
- 20 HARME

* <” namespace” >: fiy% 23|,

o <” key” >: i, siFRNHE. 4 <"key"> BUHIY, #EFR <"namespace"> WETHMBEXT: 1

PSR AR E R <"key"> E{ERT .
Bl
o THSCREE RS AT (NVS), T f#ar 2 25im) ., BEX M .

il

B F P IEF)

AT+SYSMFG=0, "client_cert"

SEE PRI )

AT+SYSMFG=0, "client_cert", "client_cert.0"

// #WB client_cert A XMW AMBMEN (W: EBRBRANE 0 EE 1

// ¥ ®% client_cert # & Z i A M client_cert.0 A (H: BRBIAWE o
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DR 242 ] S BN

[AT+SYSMFG:<operation> [, <"namespace">] [,<"key">] [, <offset>,<length>]

Wi i
Y <"namespace"> PAKZ IGSEGA BT, 1&[H

+SYSMFG:<"namespace">

OK

Y <"key"> NRZ SRR, &

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMHOL, &0

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

* <operation>:
- 0: PERREAE
- 1t BRHURAE
- 20 HARME
* <” namespace” >: fiy% 23],
o <” key” >: MR, SRR
o <offset>: FIHKIIRFL .
o <length>: FHEMKJF.
o <type>: F{HIIHL,
- 1: u8
i8
ul6
i16
u32
i32
string
— 8: binary
o <value>: H{HAEHE.

|
NNk W

B
o WHSCREE RS AEAEE (NVS), T f#ar 225 im) ., BEXT S .

2N

/7 EEBCH A BTR B A = A

AT+SYSMFG=1

// BB client_cert #r % & Al W Fr A W £ %

AT+SYSMFG=1, "client_cert"

(B30
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(B L)

// LBl client_cert @ % X A #W client_cert.0 & W H

AT+SYSMFG=1, "client_cert", "client_cert.0"

// Bl client_cert # % X H M client_cert.0 T H# WM, NEH 100 B & 3 B 200
SEH
AT+SYSMFG=1, "client_cert", "client_cert.0",100,200

Tl iy 425 ] A 55 A BEAFD

peEmY mA

[AT+SYSMFG:<operation>, <"namespace">,<"key">, <type>, <value>

W

[OK

¢ <operation>:
- 0: HEPRERAE
- 1t SRR
- 2 HAEAE
* <” namespace” >: fiy4%3|H].,
o <7 key” >: g, SRR
o <type>: F{HIYAA,
- 1: u8
-2:18
ul6
il6
u32
132
string
— 8: binary
o <value>: 4 <type> A, WILSEE ORI :
- I <type> & 1-6, <value> U E(EMEER .
- W <type> & 7-8, <value> CRMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT EES IR TR, BERT ] DU AR, 24 AT £ 80 1 B K R R 5
<value> )i, WIS7R[) a4 250 E A SEEXT .

I
NN R W

|

o THIEPIEE B S RMEATAE (NVS), T a4 2s(a) . BERT IR

* BAH, I TR A 2 SRR (NVS AR 2 A S EREEN ) -

o WEPREARE R mfg_nvs 73 XA 3L LR, T T AT+SYSMFG fip4 (NVS HEg S04 . f2R
BARB A mfg_nvs 7} X, G5 HAT+SYSFLASH fir % (73X #:AF)

il

// W client_cert @ % XAl A W client_cert.0 # 5 NFH WA (Bl : EH client_cert.
AT EAHE 0 BEFHIESR)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// SR EORE > B, BN 1164 F ¥ HiEH X H
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3.1.20 AT+RFPOWER: #5if)/i'% RF TX Power
Arifg i A

Yitig:
#¥if] RF TX Power

s

[AT+RFPOWER? }

W

+RFPOWER: <wifi_power> J
OK

)E’J

CHLN A

A

[AT+RFPOWER:<Wi fi_power>

Wi i ¢

[OK

o <wifi_power>: BA{4 0.25dBm, AKX ERISEE N 78, MIZLFRE RF Power {H4 78 * 0.25 dBm
=19.5dBm. [t )50iE4F AT+RFPOWER? A HiIASL P RE Power {f.
— ESP32-S2 & & HUEEE y [40,84]:

REME ERE KER{E Kfx dBm

[40,78] <&EME> <KTEH> <KEEMHE>*0.25
[79.84] <&EMEH> 78 19.5

3.1.21 i

o M Wi-Fi & RFIIEILIT, AT+RFPOWER Ay ok % B/2E ] Wi-Fi 1) RF TX Power., 24 Bluetooth
LE FAI4540 1}, AT+RFPOWER iy Joyk ik B/2 1A Bluetooth LE f{ RF TX Power,

* i1 T RF TX Power 4 b AN [ W) 58 &, WG SR AES 2 X MM BHEE B,
B DA B f esp_wifi_get_max_tx_power £ ] B B wifi_power [ {H T fE &
esp_wifi_set_max_tx_power WEMMBEMAEZES, HASHIREK,

o A <ble_scan_power> Fll <ble_conn_power> - EH % B N5 <ble_adv_power> ZEURH [R] 1HE
TN, XS ECRF P H B E A S <ble_adv_power> FH[R] I {H .

3.1.22 AT: RF 4 ke

Parar %

=

A

[AT+RFCAL
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Wi 3% ¢

[OK

3.1.23 b
* ESP32-S2 R /BBt & B 34T RF Wi, ZJ5Fshint& H3hildr RE M. 2% RE
FEHE T 2 A0
o WHEAEE T BRI, B RIS, BT RF SmAHE.
3.1.24 AT+SYSROLLBACK: [n]j 2] ULy [l
iy

g
B 24 A A TR [ ] ) Sk MR AR o

A

[AT+SYSROLLBACK?

Wi 3% ¢

+SYSROLLBACK:<running_app_addr>, <"running_app_version">, <rollback_app_addr>, <
—"rollback_app_version">
OK

Parhr %

=

[AT+SYSROLLBACK

Wi i ¢

[OK

o <running_app_addr>: Y4 EHE1T E Rk .

* <” running_app_version” >: Y4{iiZ T E R .
* <rollback_app_addr>: [8]7% [E{4-p bl

» <” rollback_app_version” >: [0V [ {ER A .

» Ay Al OTA J14%, H&BIRE] S — OTA 73 K .
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3.1.25 AT+SYSTIMESTAMP: #5ifiy/¥ A< o i) 2%
iy A

ik
1A B B )

s

[AT+SYSTIMESTAMP? }

L)V

+SYSTIMESTAMP : <Unix_timestamp> J

[AT+SYSTIMESTAMP:<Unix_timestamp>

W i <

[OK

S

o <Unix-timestamp>: Unix f[a]#;, BAf7: 0.

2N

[AT+SYSTIMESTAMP:1565853509 //2019-08-15 15:18:29

3.1.26 AT+SYSLOG: EUHukiZE AT 84St
b A

Yitig:

i AT #5RRIEE R ESEH

[AT+SYSLOG?

W i :

+SYSLOG: <status>

OK
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Tytig:
JE N EEE AT AT SRR
ke
[AT+SYSLOG:<status> }
Wi i3 <
(ox ]
ZH
* <status>: FEIRMAHE RS
- 0: 41
-1 B\
ZN ]

// BR AT BRRGET
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// R AT #RRERF
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR

AT FR AT R —A> 32 fi -/ BRI, & SCanF

KA FRE R
bit32 ~ bit24  bit23 ~ bitl6  bitl5 ~ bit0

* category: [ 5E{H 0x01
* subcategory: 4HiRZi
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HiRZEE wmiR K A
]

ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 o]
ESP_AT_SUB_NO_TERMINATOR 0x02 RIFBNGEHRSF (VLA “m” 5512)
ESP_AT_SUB_NO_AT 0x03 KIFFLIG AT (M AITTHE S at. At 5%

aT)
ESP_AT_SUB_PARA_LENGTH_MISMATC 0x04 SRk R PLRE
ESP_AT_SUB_PARA_TYPE_MISMATCH 0x05 SRR PLRR
ESP_AT_SUB_PARA_NUM_MISMATCH 0x06 SHEE AL
ESP_AT_SUB_PARA_INVALID 0x07 TS
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 R S5
ESP_AT_SUB_UNSUPPORT_CMD 0x09 AT HZ S
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A AT A 2
ESP_AT_SUB_CMD_PROCESSING 0x0B BEEPAT E— S
ESP_AT_SUB_CMD_OP_ERROR 0x0C Er A BRI AR

* extension: F5iRYEEE, AFEMTREAAFEMY REER, HHEIH WL components/at/

include/esp_at.h,

4N, #5RAS ERR CODE:0x01090000 FRn “AIZFFxmL”.

3.1.27 AT+SLEEPWKCFG: % Light-sleep MifiJ5FIMeEE GPIO

v

7

4

B

¥

=4

A

[AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

W i <

[OK

S

+ <wakeup source>: M
- 00 PREAMCE, BA S
- 10 (REECE, B
— 2: GPIO Wi
e <paraml>:
- MR R GPIO B, %5437 GPIO 45
- PREATCE, BASCH

¢ <param2>:
— MR N GPIO i, %SRRI LT
- 0: kM3
- 1 BT
ZN |

// GPIOL2 F A ff B F B e B
AT+SLEEPWKCFG=2, 12, 0
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(]
o MUEEE I PSP RO A RO, ARERE TR AR, AR iy P AR L

3.1.28 AT+SYSSTORE: ¥ SE itk
A%

Dyt
i) AT AU RERE

[AT+SYSSTORE?

W i <

+SYSSTORE : <store_mode>

OK

ML

BEmA

#
s

[AT+SYSSTORE:<store_mode>

o <store_mode>: ZE{F it
- 0: WAECEAITA flash
- 1 WAEEFA flash (ZRIA)

it

o e AR Ea S, AEmEaS, FyERaS B2 RAM il .
o RATSXPMWLAT fir e

o AT+SYSMSG

» AT+CWMODE

* AT+CIPV6

e AT+CWCONFIG
« AT+CWIJAP

o AT+CWSAP

* AT+CWRECONNCFG
* AT+CIPAP

e AT+CIPSTA

e AT+CIPAPMAC
e AT+CIPSTAMAC
» AT+CIPDNS
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e AT+CIPSSLCCONF

e AT+CIPRECONNINTV
e AT+CIPTCPOPT

* AT+CWDHCPS

* AT+CWDHCP

e AT+CWSTAPROTO

*» AT+CWAPPROTO

o AT+CWIJEAP

il

AT+SYSSTORE=0
AT+CWMODE=1 // F # A\ flash
AT+CWJAP="test","1234567890" // A A\ flash

AT+SYSSTORE=1
AT+CWMODE=3 // f# N\ flash
AT+CWJAP="test","1234567890" // # A\ flash

3.1.29 AT+SYSREG: B A7e

)y

15

N

R

¥

=

A

[AT+SYSREG=<direct>, <address> [, <write value>]

Wi % ¢
‘ +SYSREG:<read value> // (& H T &FHF &
OK
o <direct>: EINE A1
- 0: EZF7eR
-1 B

* <address>: (uint32) ZFfEgntidil, FEIFESHH RN FASH T
o <write value>: (uint32) 5 A(H, 1UHEH T 5 SF1Eesm)

A
o AT AR ETFAAAs L, B CRER VR T A A Rk

3.2 Wi-Fi AT W& 4E

. /N3

« AT+CWINIT: ¥JHaAv/ 553 Wi-Fi IRhFLF

o AT+CWMODE: #5if)/#% & Wi-Fi 53 (Station/SoftAP/Station+SoftAP)
« AT+CWSTATE: #5if] Wi-Fi 2R Wi-Fi 25,

o AT+CWCONFIG: /1% & Wi-Fi JE1E 3 s a) A0 1 T 6] 5 B a)

o AT+CWIAP: %3 AP
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o AT+CWRECONNCFG: Zifj/i% % Wi-Fi &40 E

o AT+CWLAPOPT: % EAT+CWLAP 343134 B @k

o AT+CWLAP: 45410 0] H 1Y AP

o AT+CWQAP: WiFF5 AP (%

o AT+CWSAP: [l ESP32-S2 SoftAP 4§

o AT+CWLIF: Zrif)jiE#:%] ESP32-S2 SoftAP [1 station {5 B,

o AT+CWOQIF: WiFF station 5 ESP32-S2 SoftAP [i%4%

o AT+CWDHCP: J3 /2% DHCP

o AT+CWDHCPS: if/i5 & ESP32-S2 SoftAP DHCP /3 (#) IPv4 i3 il
o AT+CWAUTOCONN: | Hi 27 H8hiEsE: AP

o AT+CWAPPROTO: 2¥if]/¥5'E SoftAP 55\ 802.11 b/g/n s brifi
o AT+CWSTAPROTO: %% Station #53XF 802.11 b/g/n sl AiE
o AT+CIPSTAMAC: Z¥if)/35% % ESP32-S2 Station ] MAC it

o AT+CIPAPMAC: Z¥if/i% B ESP32-S2 SoftAP 1) MAC Hiii:

o AT+CIPSTA: #tif/i% & ESP32-S2 Station [ IP Huhl:

o AT+CIPAP: #xif/i3'E ESP32-S2 SoftAP [1 IP Hihl

o AT+CWSTARTSMART : T3 SmartConfig

o AT+CWSTOPSMART : 12 }- SmartConfig

o AT+WPS: ¥%'& WPS ZhiE

o AT+CWJEAP: E3: WPA2 Ik AP

o AT+CWHOSTNAME : #%if)/i% & ESP32-S2 Station ff) FHL4 F
o AT+CWCOUNTRY : #5if)/i' 5 Wi-Fi [H Y

321 #ird

WU BRIAM AT [ SRR T R BRAT+CWIEAP Z AN AT find. QR IRTE 28 0 ESP32-S2 Bk
IR a4, W5 BAT4 1% ESP-AT T42, FESR TP IS TR R (Pt mu@ sy, RAEem R
PERE) :
e = EAP i34 (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support
o 2] WPS 14 (AT+WPS): Component config->AT->AT WPS command support
o #%Jf] smartconfig iy % (AT+CWSTARTSMART . AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support
o BTG Wi-Fi ipd (MR . — B2, Irfy Wi-Fi URRA ERSIReR oA B, SFi gATss

PIX L AT /54 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #JiAL/is P Wi-Fi 98 R
iy

i
#if] ESP32-S2 #5411 Wi-Fi #IIHARES

zs

[AT+CWINIT?

Wi i ¢

+CWINIT:<init>

OK
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S

N

&

i

K aRAL e B ESP32-S2 451 Wi-Fi IKEh ALY

O e
iy

[AT+CWINIT:<init>

MW i
(o
ZH
e <init>:
- 0: 15 H Wi-Fi IR &
- 1: WAk Wi-Fi BREh LT (BRI
]

o RUEARAFE] flash, FJEJE W AEOAE 1.
o MG RAM BHEAN RIS, FEAGT Wi-Fi BURTHE T, AT DARE T a5 B Wi-Fi SREIRE, DAREIK

RAM ¥,

il

// EE OWi-Fi BE BT
AT+CWINIT=0

3.23 AT+CWMODE: 4#ify/i% ¥ Wi-Fi i (Station/SoftAP/Station+SoftAP)

A it 4

Dyie:
i) ESP32-S2 %451 Wi-Fi izt

[

[AT+CWMODE?

Wi % ¢

+CWMODE : <mode>
OK

B

i
P58 ESP32-S2 %4511 Wi-Fi fi;
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[AT+CWMODE:<mode>[,<auto_connect>]

o <mode>: &L
- 0: Jo Wi-Fi #85, I H.5¢F Wi-Fi RF
— 1: Station F5=t
— 2: SoftAP Fi=;
— 3: SoftAP+Station Fi=t
* <auto_connect>: ] ESP32-S2 % £ Wi-Fi BixH; (a1, A SoftAP mf Jo Wi-Fi 1] A
Station #X 2 SoftAP+Station #i20) , 2155 HZhiEdz AP [PIRE, BOAME: 1. SHEER,
FERME, a2 he A ahiEs:.
- 0: 251 H 3l AP (TR
- 1: B E30ER: AP WIIE, HZ A0 &R A shiEs: AP fIELE LRA7E] flash o1, )] ESP32-S2
WA H hiEH: AP

B
» #7AT+SYSSTORE=1, ZAUZEXFIRIFAE NVS 431X

Nl

[AT+CWMODE=3

3.24 AT+CWSTATE: #¥ify Wi-Fi JRZAH1 Wi-Fi {38
iR

itk
¥if) ESP32-S2 144511 Wi-Fi JRZ&SH1 Wi-Fi {54,

e

[AT+CWSTATE?

Wi i ¢

+CWSTATE:<state>, <"ssid">

OK

o <state>: Y477 Wi-Fi k&

— 0: ESP32-S2 station ¥ A4 74E(] Wi-Fi 143
1: ESP32-S2 station L4184 I AP, {H#ARKIKEE] IPv4 btk
2: BESP32-S2 station & 4144 F AP, FHE £ 4RHF| IPv4 Rtk
3: ESP32-S2 station 1E{E#F4T Wi-Fi ##;:5( Wi-Fi 5%
4: ESP32-S2 station 4T Wi-Fi BiFRIRES
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e <” ssid” >: H¥x AP 11 SSID
B
o 24 ESP32-S2 station y% A %42 I AP I, #ERFMETH Ay A20ih) Wi-Fi {5 8 24 ESP32-S2 station & 1%

B AP J5, R TIAT+CWIAP fir 4251 Wi-Fi {5 5,

3.2.5 AT+CWCONFIG: #5ify/i ¥ Wi-Fi {35 2k ] Fnwy ] bk ]

[AT+CWCONF IG?

W

+CWCONFIG:<ap_inactive_time>, <sta_inactive_time>,<listen_interval>

[AT+CWCONFIG: [<ap_inactive_time>] [, <sta_inactive_time>][,<listen_interval>]

Wi % ¢

[OK

BY

« <ap_inactive_time>: SoftAP #izC N ARSI E] . BN 70, BRIAME: 300, JEFE: [10,3600]. 415
SoftAP 7£ 3115 2 s 8] P 3 BB oA~ EL 1420 Station AT, SoftAP 5 il I % Station
1 Wi-Fi 14z

 <sta_inactive_time>: Station #i3{ FIETE IR, BALZ: P, BRIAME: 6, JEMEE: [3,600]. {0
Station ¥£ 3R 15 Bl ] P B U0 B B FESZ 1Y) SoftAP FATAf {5 b, K55 5l Wi ESP32-S2 1) Wi-Fi
E.

« <listen_interval>: [§I7 AP beacon [FJ[B] [, {3k AP beacon [A]Fg, BERIA(E: 3, JEFE: [1,100].
FIAT+CWIAP ) <listen_interval> S50k [R], (H A B 24 RPER

e

o ¥ AT+SYSSTORE=1, VB FHFLEAE NVS 43X
3.2.6 AT+CWJAP: #%Ef;: AP
i) 4>

Yriie:
i 5 ESP32-S2 Station 311 AP {5 5,
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[AT+CWJAP?

Wi % ¢

+CWJAP :<"ssid">,<"bssid">, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_

—interval>, <scan_mode>, <pmf>

OK

B A

=

i

1% & ESP32-S2 Station 75T AP

e

AT+CWJAP=[<"ssid">], [<"pwd">] [, <"bssid">][,<pci_en>] [,<reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

>

W

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

o

+CWJAP : <error code>
ERROR

[AT+CWJAP

W 3% ¢

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

o

+CWJAP : <error code>
ERROR
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o« <” ssid” >: H#FR AP 119 SSID
— {0 SSID AR A , .« "L\ SRR AT, R
— AT 3CRpIE#: SSID S S0y AP, (HU2BLSb ik ph 25 508 O B H 3L SSID A2 UTF-8 4rfidig .
AT RASEFH SSID, AR 5 4 2 1) SSID #Ef 7%
< pwd” >: HEEK 63 U ASCIT
<” bssid” >: H¥x AP i) MAC ik, 424~ AP A SSID i}, %S5 i 41
<channel>: {FiE5
<rssi>: {55
<pci_en>: PCIiAE
— 0: ESP32-S2 station 0] 5{Ffa]—Fima& 5= AP %8, {435 OPEN HI WEP
— 1: ESP32-S2 station 1] 5% OPEN I WEP 2 AN fa]—Fpn a5 7 X1y AP %45
o <reconn_interval>: Wi-Fi EiE[E][GE, BAN7Z: #b, BUOME: 1, HKRfE: 7200
— 0: WrFiE#E)5, ESP32-S2 station ANEj%E AP
- [1,7200]: WiTFi%82)5, ESP32-S2 station £ % 45 E nURT A5 AP HiE
« <listen_interval>: i} AP beacon [¥[a][, BA{} AP beacon [A]fF, ZRIAME: 3, JEHl: [1,100]
o <scan_mode>: it
- 0: B FIH, #EIHR AP 52 EFH, ESP32-S2 station 55— 42 AP 1£4;
- It &FEAR, A EEAERE A L 134, ESP32-S2 station 5% {55 iR AP
U
* <jap_timeout>: AT+CWJAP iy B IHKAE, A &b, BRIAME: 15, JEfl: [3,600]
» <pmf>: PMF (Protected Management Frames, 247 HMmT), BRAE 1
- 0 F/REH PMF
— bit 0: HA7 PMF Jjfig, #8532 PMF, (R HAh R H A PMF Jjfg, W) ESP32-S2 4K
JeiE#E A PMF B4
— bit 1: FF% PMF, $2/R7% PMF, SRR KPR SR PMF ZHRERY A
e <error code>: fEiRY, (W52
- 1: B
- 2: AR
- 3: LA F H AR AP
- 4 FERRIY
- HEE: RAERMER

it

o WISRAT+SYSSTORE=1, Pt BEUCRHRAFEE] NVS 401X

o AR 45 BT station A5

o 24 ESP32-S2 station E.i%3: | AP Ji5, il e d2ih) Wi-Fi{g 5.5 24 ESP32-S2 station %4 %
P b AP I, (i AT+ CWSTATE fiy 4751 WicFi {58

o ARSI <reconn_interval> ZE 5AT+CWRECONNCFG 154 H1 1) <interval_second>

SR WARBITA GO INANRE <reconn_interval> 24, Wi-Fi 5% [A] &I} [R]RFR 2

IME 1

R ERHERG <"ssid"> fll <"password"> S, B _E—REEE

PATA S TR E A ETEEAE, BRIACH 157>, Wl 2480 <jap_timeout> WHE

A ERE T WAPL Y407 032 58t 28

AERICIPVG itk , FEESEIEAT+CIPV6=1

4 OK {3 IPv4 MK UEfes, A IPve MK HER L . 24 HT ESP-AT DA IPv4 (W24

F, IPv6 4 Fykf .

* WIFI GOT IPvé6 LLfLFEDLIKIFNAHAERE IPv6 Hihik, XNihik2 @it BUI-64 ARbiT8 5k
0, AFEEHBSSS. BT, X NTHWRERE OK Z I, tHATHEYE OK Z 5.

* WIFT GOT IPv6 GL AR LHHF 45 IPve il , Z bl E i AP R R MITIZM b piitah
R EBIATHAMRY, FWEKHSSS. BT, XANTEHREELE OK /i, WrlgEfE
OK Z Ji; WRJREH T AP A SZHF IPve M AFTHI.
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il

// W B B AP B SSID £ "abc", A "0123456789", | 4 4 £
AT+CWJAP="abc","0123456789"

// WwE B AP B SSID £ "ab\,c", HFAE "0123456789"\", N 4 4 £
AT+CWJIAP="ab\\\,c","0123456789\"\\"

// R %A AP H A B SSID "abc", F # it BSSID & F| H AF AP:
AT+CWJAP="abc", "0123456789","ca:d7:19:d8:a6:44"

// % ESP-AT Ek# i PMF #H # Ap, N & 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.7 AT+CWRECONNCFG: #rify/¥ ¥ Wi-Fi &ERE
I

ik
i Wi-Fi 5% B

A\ .
"Il/?\‘

[AT+CWRECONNCFG? ]

W

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

BeE WA
i
CE Wi-Fi B E

[

[AT+CWRECONNCFG:<interval_second>,<repeat_count>

Wi i ¢

[OK

B

* <interval_second>: Wi-Fi i [a|lE, BAfi: &, BUAMH: 0, fK{H 7200
— 0: WrFFi#3E)S, ESP32-S2 station ANEEIE AP
- [1,7200]: Wi FiER: 5, ESP32-S2 station £3fG 5 € MM A 5 AP &%
o <repeat_count>: ESP32-S2 i% 522 % AP IREL, RSB <interval_second> A4 0 i
Ak, BRIAMAE: 0, HKfE: 1000
— 0: ESP32-S2 station #2243 i% 4% AP
— [1,1000]: ESP32-S2 station i A< S804 1 U SR 1% AP
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il

// ESP32-S2 station £ 1 = HK E#E ap, £ £ 100 %k
AT+CWRECONNCFEG=1, 100

// ESP32-S2 station AW F & FE K & % AP
AT+CWRECONNCFG=0, 0

|

o FAT+SYSSTORE=1, Wi'B i RAELE NVS 23X

o At <interval_second> ZEHAT+CWIAP Fi[) [<reconn_interval>] Z4AH

* TN TREBIROT AP Wi-Fi BRI HLS Wi-Fi B 3
3.2.8 AT+CWLAPOPT: ¥ AT+CWLAP iy A H1&5 2Pk
XE A

A

[AT+CWLAPOPT=<reserved>, <print mask>[,<rssi filter>] [, <authmode mask>]

W

[OK

B

[ERROR

o <reserved>: {484

o <print mask>: AT+CWLAP fH&E 25 2R A NS5, BHAME: OXTFF, # bit ik 1, NIE/R

KNV SEL, B0, MR BRI 2480
— bit 0: &% B/~ <ecn>
- bitl: BEHER <7 ssid” >
— bit 2: && BN <rssi>
- bit3: BHE/R <” mac” >
— bit 4: B4 E7~ <channel>
- bit 5: 215 /R <freq_offset>
— bit 6: =15 BN <freqcal_val>
— bit 7: 275 B~ <pairwise_cipher>
— bit 8: 275 i/~ <group_cipher>
- bit 9: 275 7~ <bgn>
— bit 10: 2 B8 <wps>

* [<rssifilter>]: AT+CWLAP (i85 R 2 W& A S Hud i, Wi, @R is 5 S m AR T rssi

filter ZHHAY AP, Hifi: dBm, BRIA{H:-100, Juf: [-100,40]

* [<authmode mask>]: AT+CWLAP {45 R 24 Bn A NINIE 20 AP, ZRIAME: OXxFFFF, 1

Woit x %K1, WERMMIAETRT AP, #1400, NAER
— bit 0: 27 &/~ OPEN AIUE K1) AP
- bit 1: 2 8/~ WEP IAIE X1 AP
— bit 2: B R wPA_PSK AIE I AP
— bit 3: 2 R WPA2_PSK MY AP
— bit4: 27 5% WPA_WPA2_PSK IAIE M) AP
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— bit 5: BB /8 WPA2_ENTERPRISE IAUET T AP

— bit 6: 27 HR WPA3_PSKIAIFH R AP

— bit 7: B B8 WPA2_WPA3_PSK IAUEA M AP

— bit 8: B& R WAPT_PSK IMIF Y AP

- bit 9: EF /R OWE AR A AP

— bit 10: 275 B /R WPA3_ENT_192 IAIE =1 AP

— bit 11: 27 B/~ WPA3_EXT_PSK IAIE R AP

— bit 12: 2% /8 WPA3_EXT_PSK_MIXED_MODE TAIE 52K AP
— bit 13: 27 B DPP IAIF 2 AP

- bit 14: 275 E7R WPA3_ENTERPRISE NIF 21 AP

— bit 15: 2% B /% WPA2_WPA3_ENTERPRISE \IFH =M AP

il

/] FE—ANSHEBE

/1 FEZABKK 31, B OOxIF, RTHAMEN 1 # bit FEHZHBLE T %k
AT+CWLAPOPT=, 31

AT+CWLAP

// R EBAINIEF XA OPEN B AP
AT+CWLAPOPT=, 31,-100, 1
AT+CWLAP

3.2.9 AT+CWLAP: £IH5%% v Fliy AP

WEWA

Tytig:

G AT A4S S AP, W45 SSID. MAC Hithl ok {5182

e

AT+CWLAP=[<"ssid">] [, <"mac">] [, <channel>] [, <scan_type>][,<scan_time_min>] [, <scan_

—time_max>] [, <ext_channel_bitmap>]

P4

e
14 24757 I ) AP

Py
A

[AT+CWLAP J

Wi 3% ¢

+CWLAP: (<ecn>, <"ssid">, <rssi>, <"mac">, <channel>, <freq offset>,<freqcal_val>,
—<pairwise_cipher>, <group_cipher>, <bgn>, <wps>)

OK

o <ecn>: Jii% A
— 0: OPEN
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WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT 192
- 11: WPA3_EXT_PSK
— 12: WPA3_EXT_PSK_MIXED_MODE
— 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
o < ssid” > FEFESE, AP [ SSID
o <rssi>: [F5IRSE
e <” mac” >: FHESE, AP [ MAC Hudik
e <channel>: fFiE5
o <scan_type>: Wi-Fi {284, BRIAER: 0
- 0: B
- L gegh
* <scan_time_min>: fMEIE AR, 8O 2R, JER: [0,1500], QUAREEAChYEhH
i, ASHTH
* <scan_time_max>: F/MEE R, A R0, JuHl: [0,1500], WREHA 0, [I{4RH
SHBOAME, TSR 120 ms, gEEHHEH 360 ms
» <ext_channel_bitmap>: ¥ J&{5iH
— bitl ~ bitl4: 2.4 GHz {5i. £~ bit AJPARIAHE R 1, FTARHEAEZIMEE.
* <freq_offset>: iif ({REGIIH)
o <freqcal_val>: SRMHEME (RETH)
» <pairwise_cipher>: XI55 H
— 0: None
: WEP40
: WEP104
. TKIP
: CCMP
: TKIP and CCMP
: AES-CMAC-128
= 70 KA
o <group_cipher>: ZHHN%25H, 5 <pairwise_cipher> ZEMEEARIR
*+ <bgn>: 802.11 b/g/n, # bit & 1, WIFRRMREXT AL, A 0, WIZRIREE R ARE
— bit 0: E7HHAE 802.11b izt:
— bit 1: 25 FHE 802.11g FHE =,
— bit2: EAHAE 802.11n Az
e <wps>: wps flag
- 0: N #: WPS
— 1: 34 WPS

|
0NNk W

I
NN B W~

Znii|

AT+CWLAP="Wi-Fi", "ca:d7:19:d8:a6:44",6,0,400,1000

// F &I E SSID By AP
AT+CWLAP="Wi-Fi"
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3.2.10 AT+CWQAP: WiIrYS AP )iER:
P4

A

=

[AT+CWQAP

Wi i ¢

[OK

3.2.11 AT+CWSAP: it ESP32-S2 SoftAP £ %}
A%

yiik:
Zrifi) ESP32-S2 SoftAP [1il B4

Py -
iy A

[AT+CWSAP?

W

+CWSAP:<"ssid">, <"pwd">, <channel>, <ecn>, <max conn>, <ssid hidden>
OK

1555 ESP32-S2 SoftAP [{il & 54

A .
"ﬂé?‘

[AT+CWSAP:<"ssid">,<"pwd">,<chl>,<ecn>[,<max conn>] [, <ssid hidden>]

Wi 3% ¢

[OK

o <7 ossid” > FAFHRSEL, A SATR
o <7 pwd” >: FRHRSEL, WS, JEE: 8 ~ 63 F4T ASCH
e <channel>: {ZiE%
o <een>: %7, ANSZHF WEP
— 0: OPEN
- 2: WPA_PSK
- 3: WPA2_PSK
— 4: WPA_WPA2_PSK
e [<max conn>]: FiFiE A ESP32-S2 SoftAP [{j#x % station ${H , BUETLRE: 2% max_connection §
[<ssid hidden>]:
- 0: )% SSID (Zkik)
— 1: AJ7#% SSID
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e

o Afigd HA Y AT+CWMODE=2 8# AT+CWMODE=3 W} A A3

* #FAT+SYSSTORE=1, TiiH W HCRHATETE NVS 40X

o ZRIA SSID R BEA M, A Hk & MAC Huhb4l . #40] Al FHAT+CWSAP? 25 i BRIN Y
SSID.

il

{AT+CWSAP:"ESP","1234567890",5,3 J

3.2.12 AT+CWLIF: #rifii$E5] ESP32-S2 SoftAP () station {5 5L
AT A

zs

[AT+CWLIF

W ) :

+CWLIF:<ip addr>, <mac>

OK

S

* <ip addr>: jE#:%] ESP32-S2 SoftAP [ station [ TP Hiitil
o <mac>: &3:%) ESP32-S2 SoftAP f1 station [1) MAC Mkl

B
o KA TEHEAII P, (USCHHE ESP32-S2 Soft AP FIHE A station DHCP BIRRERING I F Ak

3.2.13 AT+CWQIF: HiJF station 5 ESP32-S2 SoftAP 114 1%

WA s

Jyiie:
K A 1% A\ ESP32-S2 SoftAP [# station

s

[AT+CWQIF

W i ¢

[OK
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S

N

&

Yitig:
Wi FF L% A ESP32-S2 SoftAP [# station

O e
iy

[

AT+CWQIF=<"mac">

W

[OK

BH

e <” mac” >: FEWTFIEREN) station [ MAC #hihk

3.2.14 AT+CWDHCP: j3H/Z%H] DHCP
A%

[AT+CWDHCP?

Wi i ¢

+CWDHCP : <state>
OK

gﬁ

CE

i
J& /25 ] DHCP
LT

[AT+CWDHCP:<operate>, <mode>

Wi i ¢

[OK

BH

¢ <operate>:
- 0: 2H
- 1 )3l
¢ <mode>:
— Bit0: Station [{{) DHCP
— Bitl: SoftAP ) DHCP
o <state>: DHCP {LIRFS
— BitO:
+ 0: 25 Station fi{) DHCP
+ 1: J5 F Station [} DHCP
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- Bitl:
« 0: 25 SoftAP [\ DHCP
« 1: JF FH SoftAP Y} DHCP
— Bit2:
+ 0: 25 Ethernet 1) DHCP
+ 1: J5 /i Ethernet {1 DHCP

]

* #fAT+SYSSTORE=1, WCLEHUCRRAFE] NVS 73X

o KR E ML GURETS IPv4 Hihl G 2AHEFZ, WAT+CIPSTA FIAT+CIPAP

- %51 DHCP, NS IPv4 Hihk £k 2%
- AR HES IPv4, I DHCP 242k
- a K EASEE R E

il

// B A Station DHCP, #1 % F DHCP mode %% 2, M # DHCP mode # 3

AT+CWDHCP=1, 1

// 25 SoftAP DHCP, R JF DHCP mode 4 3, M| 3 DHCP mode # 1

AT+CWDHCP=0, 2

3.2.15 AT+CWDHCPS: #rify/i ¥ ESP32-S2 SoftAP DHCP 43filir) IPv4 Mkl 15l

i &

s

[AT+CWDHCPS?

L)V

‘+CWDHCPS:<lease time>, <start IP>, <end IP>
OK

)E’J

CHLN A

k-
P58 ESP32-S2 SoftAP DHCP J[7 4 2243 it i) TPv4 Hbhl 35 il

[

[AT+CWDHCPS:<enable>,<lease time>, <"start IP">,<"end IP">

W i :
(ox
* <enable>:
- 1: % # DHCP server {5 &, JFZSHUAUAE
- 0: {iffik DHCP server {5 &, IKEEONE, REESHLHHY
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o <lease time>: FHZJHfIA], FA{7: 434, HUEFEHE: [1,2880]
o <” start IP” >: ESP32-S2 SoftAP DHCP fi}{ 4545 IPv4 Hihl i 4G 1P
e <” end IP” >: ESP32-S2 SoftAP DHCP }} %%% IPv4 Hudil- i ff) 455 TP

o #7AT+SYSSTORE=1, [l B ¥ RATE] NVS 43X
o A UMAE ESP32-S2 SoftAP # {8, H.JF )5 DHCP server [Pt i
o BEE I IPv4 HihE 3 Bl 2 5 ESP32-S2 SoftAP 7 []— W Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // HH % E, WA R AMHE

32.16 AT+CWAUTOCONN: 75/t |-Hui: 75 [ 2 AP

[AT+CWAUTOCONN?

Wi i ¢

+CWAUTOCONN: <enable>

[AT+CWAUTOCONN:<enable>

] i 2
(o
¢ <enable>:
- 1I: FHEHZhESE AP (BA)
- 0: LA HIIER: AP
B

o ARFERAEH] NVS X,

il
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[AT+CWAUTOCONN:1

3.217 AT+CWAPPROTO: #rif)/ ¥ SoftAP i X 802.11 b/g/n Ppilihsifi

R

O e
iy A

[AT+CWAPPROTO?

W

+CWAPPROTO: <protocol>
OK

- :
BE WA
Wi

[AT+CWAPPROTO:<protOCOl>

Wi i :

[OK

BH

* <protocol>:
— bit0: 802.11b HpislkruE
— bitl: 802.11g P FRUE
— bit2: 802.11n HHsA7E

— bit3: 802.11 LR ‘RZE L FI P bR

Bl

o #FAT+SYSSTORE=1, P HE U RAEE] NVS 43X
o W4T ESP32-S2 4% 374 PHY mode I, : Wi-Fi #pisi=t

o BRENL T, ESP32-S2 %451 PHY mode & 802.11bgn A

3.2.18 AT+CWSTAPROTO: k¥ Station X, F 802.11 b/g/n Ppil{bxiE

it &

[AT+CWSTAPROTO?

W

+CWSTAPROTO: <protocol>
OK
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=

=

[AT+CWSTAPROTO:<protocol> J

Wi i ¢

& ]

* <protocol>:
— bit0: 802.11b HMFRUE
— bitl: 802.11g HHislFRitE
— bit2: 802.11n HpATHE
— bit3: 802.11 LR [RE & FI PR UE

B

o FFAT+SYSSTORE=1, Fil'E ¥ UCRHRAFE] NVS 43X
Wi ESP32-S2 4 45  H5 PHY mode iL: Wi-Fi PipsUiat;

AL, ESP32-S2 %451 PHY mode 42 802.11bgn =,

3.2.19 AT+CIPSTAMAC: #rify/ix ¥ ESP32-S2 Station I MAC Huhk:
Ay

Ystie:
#5if] ESP32-S2 Station [ MAC #iht

A .
"ﬂé’\‘

[AT+CIPSTAMAC? J

Wi i ¢

‘+CIPSTAMAC:<"mac"> }

OK

Bae

&E

% B ESP32-S2 Station ] MAC Hiiht

O e
iy

[AT+CIPSTAMAC:<"maC">

W

[OK
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BH

e <” mac” >: FHESE, FEs ESP32-S2 Station 1) MAC Hihik

Bl

* #TAT+SYSSTORE=1, L HEHCRHRAFE] NVS 731X
* MAC Hihilf# Bit 0 RGN 1, BN, MAC #ibkr]UE “laz”, HARRAZ “15:-7

« FF:FF:FF:FF:FF:FF FI 00:00:00:00:00:00 & LR bt , ANRERE:

il

[AT+CIPSTAMAC:"1a:fe:35:98:d3:

o

3.2.20 AT+CIPAPMAC: #%ify/i ¥ ESP32-S2 SoftAP 1) MAC Huht

A

Yrtie:
#51f] ESP32-S2 SoftAP ) MAC Hiuhi:

A
"Il/?\‘

[AT+CIPAPMAC?

W .

+CIPAPMAC:<"mac">
OK

BEmA

Yriie:
¥ H ESP32-S2 SoftAP ) MAC Hihit

A

[AT+CIPAPMAC:<"maC">

W )i :

[OK

« <” mac” >: FIFESHL, 7 ESP32-S2 SoftAP [ MAC Hbht
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e

o EAT+SYSSTORE=1, T B o425 NVS 44K
o MAC Huhikf#) Bit 0 AGEN 1, B, MAC Huhik v PAE “18:--7, (HARWPAZ “15:--7
o FF:FF:FF:FF:FF:FF fl 00:00:00:00:00:00 2 L&t , AEEisE

il

[AT+CIPAPMAC:"18:fe:35:98:d3:7b" ]

3.2.21 AT+CIPSTA: #Fify/i ¥ ESP32-S2 Station I¥) IP Huht
Ay

Jtig:
Zrifi) ESP32-S2 Station [ IP bl

[AT+CIPSTA?

W i ©

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK

Bae

&E

% ESP32-S2 Station [ IPv4 Hiiht

O e
iy

[AT+CIPSTA:<"ip">[,<"gateway">,<"netmask">]

W

[OK

o < ip” >: FRFESE, Fn ESP32-S2 station [y IPv4 Hidik
o <” gateway” >: [

o <” netmask” >: FH

e <” ipv6 addr” >: ESP32-S2 station [} IPv6 il
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e

o (AR A, HAT 2 ESP32-S2 station A AP B LB ##AS [P Ml /S, A BEENEIE R IP

ok
o #AT+SYSSTORE=1, P& W BCRHERAFE] NVS 4 X
o AR E S5k E DHCP [y A E 520, WAT+CWDHCP
— AR FELS IPv4 Btk , TU)Z% F DHCP
— 773 i DHCP, 2%k F#75 IPv4 it
- mERiEESEE L KECE

Bl

[AT+CIPSTA:"192.168.6.100","192.168.6.1","255.255.255.0"

3.2.22 AT+CIPAP: #if/¥x ¥ ESP32-S2 SoftAP [t) IP Hukl:
g4

Yytig:
7] ESP32-S2 SoftAP [ IP #uhit

[

[AT+CIPAP?

Wi i ¢

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

BEmA

Yriie:
¥ H ESP32-S2 SoftAP ff) IPv4 kit

[AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

o < p? > FHFESE, F7 ESP32-S2 SoftAP 1 IPv4 Hiht
o <” gateway” >: [

o <” netmask” >: FM#E

e <” ipv6 addr” >: ESP32-S2 SoftAP ) IPv6 bk
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e

o RFEMASOGE T IPv4 W45, N3G T IPvo 2%

o F5AT+SYSSTORE=1, [it'8 W HCEHEIEE] NVS 43X

o ARE S5k E DHCP iy S tHE 2, GNAT+CWDHCP
— ZE NS IPv4 Hihl, 2% ] DHCP
- #J5l DHCP, JNIZ% A 7S TPv4 Hihk
- W REEESES LR

2N

[AT+CIPAP:“192.168.5.1","192.168.5.1","255.255.255.0"

3.2.23 AT+CWSTARTSMART: J|k} SmartConfig

WA %

i

JF /2 ESP-TOUCH+AirKiss 3 75t

O e
iy

[AT+CWSTARTSMART

BeE WA

i

FF RSP 2 2241y SmartConfig

ZE

[AT+CWSTARTSMART:<type>[,<auth floor>] [, <"esptouch v2 key">]

L)V
(o
* <type>: A
— 1: ESP-TOUCH
— 2: AirKiss
— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2

« <auth floor>: Wi-Fi JiiF#0F{E, ESP-AT A& 45| authmode (% T I FE Y AP

- 0:

|
0NN W

OPEN (#kiA)
WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

: WPA2_WPA3_PSK

: WAPI_PSK
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9: OWE
10: WPA3_ENT_192
11: WPA3_EXT_PSK
12: WPA3_EXT_PSK_MIXED_MODE
13: DPP
14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
* <” esptouch v2 key” >: ESP-TOUCH v2 [fifb4], HTHf% Wi-Fi %A & 8. KAV
h 16 5,

* 2 K% SmartConfig ({5 ., 1§5% ESP-TOUCH fii F 4574 ;

* SmartConfig {¥ 3 £57F ESP32-S2 Station %= N J# 5

* K Smart get Wi-Fi info 3/ SmartConfig E3kEE] AP {§)5., )5 ESP32-S2 i1
AP;

e J§ & +SCRD:<length>, <rvd data> Fs ESP-Touch v2 i REE| B & L EHRE;

e J§ & Smartconfig connected Wi-Fi F/RINIEREST] AP;

* K>k ESP32-S2 X £ 75 4% SmartConfig Jit % 45 2 [/ 20 25 F A, BT PABHYAEIH B Smartconfig
connected Wi-Fi #iH)5ER T 6 #PHUEHAT+CWSTOPSMART ;

o T[] JJAT+CWSTOPSMART 1% |- SmartConfig, X5 H-HITHAL GRS . W&, 7 SmartConfig i F A
W AT HAB A 2

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.24 AT+CWSTOPSMART: f% - SmartConfig

Parr %

=

,/q_’\:

[AT+CWSTOPSMART }

M

& ]

Bl

* JGits SmartConfig {2 545, ARWETEATHAb Ay & 2 B V# Fl AT+ CWSTOPSMART Fjit SmartConfig
HWPHfE

2N

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART
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3.2.25 AT+WPS: ¥ WPS Jjiig

v

H

N

B

¥

A

=

[AT+WPS:<enable> [,<auth floor>]

W i <

[OK

S

¢ <enable>:
— 1: JFJE PBC 2% WPS
- 0: XM PBC 25711 WPS
« <auth floor>: Wi-Fi I\ B{E, ESP-AT 44> %45 authmode i T I [F{E 1 AP
- 0: OPEN (Zki\)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
OWE
: WPA3_ENT_192
: WPA3_EXT_PSK
: WPA3_EXT PSK_MIXED_MODE
: DPP
: WPA3_ENTERPRISE
: WPA2_WPA3_ENTERPRISE

|
0NNk W

[ D |
— e e e = \O
N A W= O

(A

* WPS gL /i ESP32-S2 Station HERER 7L T I H]
* WPS A3 Ff WEP il 53

il

AT+CWMODE=1
AT+WPS=1

3.2.26 AT+CWJEAP: #%E#; WPA2 Mt AP
A%

ifig:
25if] ESP32-S2 station % ARV AR AP [ &5 B,

Py -
“ﬂ4>‘
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[AT+CWJEAP?

Wi % ¢

+CWJEAP:<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>
OK

B

&E

i
R H pAb LR AP

O e
iy

AT+CWJEAP=<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>[,
—~<jeap_timeout>]

Wi i ¢

& 1

o

+CWJEAP : Timeout
ERROR

S8

o <” ssid” >: i AP [ SSID
— IR SSID SRS A, o " O\ SRR AT, TR
o <method>: WPA2 VA=
— 0: EAP-TLS
— 1: EAP-PEAP
- 2: EAP-TTLS
o <” identity” >: B 1 950, FAFERIRGIN 1~ 32
o <” username” >: [WE: 2 P4, JiF: 1~32 575, EAP-PEAP, EAP-TTLS WifFiAiFE 5=
WHEARZSE, EAP-TLS X TR EASEL
o <” password” >: BB 2 BU%AY, JuR: 1 ~32 575, EAP-PEAP, EAP-TTLS WFHAIE N EX
EHASE, EAP-TLS AT R EASH
e <security>:
— Bit0: $2{iLiiE13{it WPA2 Enterprise g 55 #%5i CA UE5 A% 5 ;
— Bitl: & Pz A CA UE452£ A% WPA2 Enterprise ik 55 # i 11k 13 5
* [<jeap_timeout>]: AT+CWIJEAP fiy4 Rt ST E], Bf7: &, BRIME: 15, JEF: [3,600]

il

/) HZHE EAP-TLS AEF AW ALK 2P, RE SR, RIERSFHEH, WHE P RIESH

AT+CWJEAP="d1link11111",0, "example@espressif.com",,,3

// ¥ FE EAP-PEAP A E & & B A 0k BR o
AP, WEHMR. AP 4. X8, THIERSFBIEFH, FThHXEFHiEH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "testl1l",0

WiRAC:
WPA2 Vi 4 =55 DA ERR CODE : 0x<$08x> #%zUFT Bl
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AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET WIFI_CONFIG_FAILED 0x8004
AT _EAP_SET_IDENTITY_FAILED 0x8005
AT_EAP_SET USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT _EAP READ _KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT _EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT _EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT _EAP_METHOD_ERROR 0x8024
B

o #7AT+SYSSTORE=1, P& WG RIZE] NVS 43X

o fii A4 TF TS Station AR

o fli ] TLS AUE 7 2N (AR P il 45

o WSREARMEH B CRIET , 217G M AT+SYSMFG iy 4 5 WPA2 Enterprise % F'iiiE {5 . W15
AT A O RIET, 53 % 4o fT 247 PKIFLE

o WIR <security> BUEN 2, AT KRGS ESHIEBA R, &7 KLAT+CWIEAP 64w
ESP32-S2 T 3K EUE 4 uiitia) . (7430] DA K& 3£ AT+SYSTIMESTAMP=<unix_timestamp> iy 2> 3 Br & 24 5
AR, % 3£ AT+SYSTIMESTAMP? £y 4251 24 B At 1a] . )

3.2.27 AT+CWHOSTNAME: #ify/iE ESP32-S2 Station [ EHLAFR
ity iy 4

Ystie:
51 ESP32-S2 Station ff) FAL4 B
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[

[AT+CWHOSTNAME?

Wi 3% ¢

+CWHOSTNAME : <hostname>

OK

v

N

&;

Tytig:
15 ESP32-S2 Station F{J 4144 FR

[AT+CWHOSTNAME:<"hostname">

M 7

[OK

AT Station A, IR 1] :

[ERROR

* <” hostname” >: ESP32-S2 Station [ =ML FR, RIKE: 32 %73y

e
o Mt 'E FE SUNRAE S flash

Bl

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #Fify/¥t® Wi-Fi {51010

A%

riig:
2] Wi-Fi [F 5%

Py
A

[AT+CWCOUNTRY?

Wi
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+CWCOUNTRY : <country_policy>,<"country_code">,<start_channel>, <total_channel_count>

OK

)E'\J

CE

i
B Wi-Fi [H 540

Py -
iy

AT+CWCOUNTRY=<country_policy>, <"country_code">,<start_channel>, <total_channel_ }
—count>

W

(ox )

¢ <country_policy>:
— 0: FF[E ZARS ) ESP32-S2 #5451 ALY AP (1 [E Z A
L RHUBRRATY, AR A AR E R A
* <” country_code” >: [EZMM, mAKE: 354, FEEZREES% SO 3166-1 alpha-2 A
e
» <start_channel>: SEIR{E53E, JUHE: [1,14]
o <total_channel_count>: {Z35 N

BEW]
o PEIIATE S % Wi-Fi [JF KA.
o BUE SRR flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/P AT W%

o N5

o AT+CIPV6: JEFH/ZEFH IPV6 W24 (IPV6)

o AT+CIPSTATE: #5if] TCP/UDP/SSL &85 E

o AT+CIPDOMAIN : 35/ fi#bT

o AT+CIPSTART: ##57 TCP j%4%. UDP {£4jyu SSL 4%

o AT+CIPSTARTEX : 757 )40 Hc ID () TCP %432, UDP {&# st SSL 4%
o [E R BB +++: BHIIEAEX

o AT+SAVETRANSLINK : '8 Wi-Fi JFHLiE X (58,

* AT+CIPSEND: FE-5-@E4 X 5 Wi-Fi & 32X T &L 50
o AT+CIPSENDL: FE-£-i@ 54 8 X, N HAT KB KB

o AT+CIPSENDLCFG: & AT+CIPSENDL #3541 @
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3.3.1

AT+CIPSENDEX : {E-§ i@ A X, TR AP i X & 25
AT+CIPCLOSE: %4 TCP/UDP/SSL 3443

AT+CIFSR: Zrifj7Hb IP #ihikF1 MAC Hbdil:

AT+CIPMUX = J& /%5 il 22 1 4A5K

AT+CIPSERVER: #~7/% 4] TCP & SSL R 453
AT+CIPSERVERMAXCONN : i/ B R 55 4% SOV i i R4k
AT+CIPMODE: 5ifj/i% B AL izt

AT+CIPSTO: 2if)/15 A TCP AR 45 A B[]
AT+CIPSNTPCFG: 21/ ¥8 & I X Fll SNTP Jlt 45 5%
AT+CIPSNTPTIME : %5if] SNTP H|]

AT+CIPSNTPINTV : #51f)/3 5 SNTP H{a] [5) 45 ) 8] b
AT+CIPFWVER: IR 5545 C A 1 AT B {ERR A

AT+CIUPDATE: i3 Wi-Fi JH4% &

AT+CIPDINFO: ¥¢'8 +IPD I} B¢

AT+CIPSSLCCONF : #5114 & SSL 2 i it

AT+CIPSSLCCIPHER: Z5ifi)/13¢ 8 SSL 7 P 1) %50 4k (cipher suite)
AT+CIPSSLCCN : #fi)/% 8 SSL & i i 2 H 44 (common name)
AT+CIPSSLCSNI : 251/ & SSL & Fi 1) SNI

AT+CIPSSLCALPN : 5]/ % SSL % 13 ALPN

AT+CIPSSLCPSK : #xif]/i% & SSL % F it PSK (445545420
AT+CIPSSLCPSKHEX : ¥ if]/i% B SSL & Pt PSK (-1 753k k&)
AT+CIPRECONNINTV : i)/ % Wi-Fi i% /£ 42 X, Ny TCP/UDP/SSL i 7] 5
AT+CIPRECVTYPE: /% B 7 Bzt

AT+CIPRECVDATA : REUBE s R &8 A
AT+CIPRECVLEN : R sl N B8 Bl ny K
AT+PING : ping %3 34

AT+CIPDNS: 253/ % DNS 742545 B,

AT+MDNS: % & mDNS IfjfE

AT+CIPTCPOPT : 5/ BB YT

e

GiRE

BRINRY AT [E SRR BT R PTA AT r4 . QSRR 2B ESP32-S2 BRIA SR s, 1if A

Fremi¥ ESP-AT 142, TESHTAPTCE TR (NIAIURMor ), R ER T 2E) -

21 OTA fir2 (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

] PING iy (AT+PING): Component config->AT->AT ping command support

2% 1) mDNS 4 (AT+MDNS): Component config->AT ->AT MDNS command support
SEF TCP/IP 5% (RHERE. — LU, AT TCPIIP SHAEKI GG , (57 58 A7 AT
4+): Component config->AT->AT net command support

3.3.2

A it

i

AT+CIPV6: J3H/EE] IPv6 M4k (IPv6)

A

#iff) IPv6 42 5 lihE

[AT+CIPV6?

W i :
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+CIPV6:<enable>

OK
BeE WA

i

JE /AR PG [ 4%
e

[AT+CIPV6:<enable>

L)V

(ox )

« <enable>: IPv6 W& {H AR . BRIAME: O
— 0: 221 TPv6 2%
— 1: J3H IPv6 M %%

|

o #AT+SYSSTORE=1, BiEHE R RA7E] NVS 43X

o FE fiE OB T IPve M %% B )R WO BT, @ B o R A IPve [ 4. (B e HE
F IPv6 [ % fli /i TCP/UDP/SSL/PING/DNS, i f& 35 TCP6/UDP6/SSL6/PING6/DNS6 5
TCPv6/UDPv6/SSLv6/PINGV6/DNSV6 )

3.3.3 AT+CIPSTATE: iy TCP/UDP/SSL ZER:A5 5

[AT+CIPSTATE?

Wi 3% ¢
AR, AT &1

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>, <tetype>

OK

M ERER, AT &1

[OK
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* <link ID>: MZ1%4; ID (0~ 4), HTZHEEMER
o <V type” >: FLFR SR, FoniEHIZEAL:” TCP”,” UDP”.,” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
e <” remote IP” >: FESE, Fonmiy [Pv4 Hubiks IPve Hilik
* <remote port>: tifiifi F{E
* <local port>: ESP32-S2 7l 115
* <tetype>:
= 0: ESP32-S2 J 415y P
— 1: ESP32-S2 48 i MR 55 4

3.34 AT+CIPDOMAIN: I # @bt

v

15

N

R

X

=

[AT+CIPDOMAIN:<"domain name">[,<ip network>] [, <timeout>]

Wi i ¢

+CIPDOMAIN:<"IP address">

OK

B8

o <” domain name” >: FHENTHYIHA
o <ip network>: ik IP f%%, BRIA(E: 1
_ 1 EkENTY TPvA Mokt
- 2: HfRNTN IPv4 Bt
— 3: Hf@EMT N IPve Huhl
o <” IP address” >: M5 IPv4 Mkt sl 1Pv6 bt
o <timeout>: fyAHENT. B ZFP. BRAE: 0. JEMEE: [0,60000]. 3EN 0 BF, ArdpaEI A
T IILEA IWIP Hpisiek; BB MR O B, & S7EFE eI R M, (HeZiHFEL 5 KB [iEZSH] .

il

AT+CWMODE=1 // &% B station H# R
AT+CWJAP="SSID", "password" /] EEN%
AT+CIPDOMAIN="iot.espressif.cn" VVAE-%2 %

/1 BB, R A IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/1 B AR, R A IPve M

AT+CIPDOMAIN="ipv6.test—-ipv6.com", 3

/] B AN, BEMBA A IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.5 AT+CIPSTART: #ty. TCP ¥E8;. UDP {445k SSL EH;

o« #5 TCPiki:
o ¥ 35 UDP 54y

Espressif Systems 73 Release release-v4.1.0.0
Submit Document Feedback



https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 3. AT Ay d4E

// B ¥ (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>][,<"local IP">]][,
—<timeout>]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

My iy <
W, &

CONNECT

OK

ZHEERAT, &6

<link ID>, CONNECT

OK

o <link ID>: W18 ID (0~ 4), HTZEENTL. RS EEEHE BT nenuconfig FHHA
BlEI, —A2 AT AP AR E T AT_SOCKET_MAX_CONN_NUM , BRINEN 5. J7—A-2 LwIp
AL B LWIP_MAX_SOCKETS , ERINME N 10. ZBUZSENITEHE, AFREAE 0N &
AT_SOCKET_MAX_CONN_NUM M{E HH #fRiZ A KT LWIP_MAX_SOCKETS M{H. (i5Z% %5
ESP-AT T42 ZRINEZ(E5H..)

o < type” >: FIFERBE, FRMEEERELAL,” TCP” o “TCPv6”. ERIAMEH:” TCP”

* <” remote host” >: FEFFESBE, FRimin IPv4 Hidk, IPve bk, BilEi4. HKH 64 F37.
IR B A4 B4 KB 64 5277, 5T AT+CIPDOMAIN iy % 3R EUS 44 %5 7 1) TP Hbhil
SRIGH TP Mk .

» <remote port>: T [1{H

o <keep_alive>: Ml EHERFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE NW'4H), BAf{i: Fb.

. S [0.7200].
- 0: %5 keep-alive IRE; (BRIN)
- 1~7200: JF)3 keep-alive . TCP_KEEPIDLE {H >}y <keep_alive>, TCP_KEEPINTVL { >}
1, TCP_KEEPCNT % 3.
o RigAHHH <keep_alive> ZE(5AT+CIPTCPOPT iyl <keep_alive> ZEHIE, HEAH
H GBI A2 UE . ARSI T ARSI AN E <keep_alive> Z4k, MIERINE A LR ELE 1E .

o <” local IP” >: ZRHb) IPv4 Hitht sk IPve Hudik, JH T4 iR, 2 M4 el 24 1P #idik
W, IS EEAERA M. BRIACKEEH . B AT E . aTIE NS

o <timeout>: fy R, B ZF. BUAME: 0. JEME: [0,60000]. BHE K OB, S B
TR IWIP Pl s B3R O B, fr S FEFR e rT iR ml, (HeZiHFEZY 5 KB S H].

Bl
o QRGBT IPVO W25 —A TCP 4%, #HATIA T 184%:
- Tfiff AP ZFF IPvo
— WEAT+CIPV6=1
— JHIFAT+CWIAP £ A RBE]—A> IPv6 Hbik
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il

— (k) iBiLAT+CIPSTA? iy Kt ESP32-S2 245 IPv6 Hihl

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

// # ¥ GitHub # TCP A& &, X E 5 #HHEH

AT+CIPSTART="TCP", "www.github.com", 80,,,5000

AT+CIPSTART="TCPv6", "test-ipv6.com", 80
AT+CIPSTART="TCPv6","feB80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at E i 1 AT+CWJIAP 3k BL Z| IPve 4 & it
AT+CIPSTART="TCPvb6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

Wty UDP {5

VLB AL A A
&omA

BCE.W

N

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
—">][,<timeout>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>, <
—"local IP">][,<timeout>]

M) i :

W, 1R
CONNECT

OK

ZHHRGCT, R

<link ID>,CONNECT

OK
¢ <link ID>: [Z%%EH ID (0~ 4), HTZEERIEL
o <V type” >: FIFHRSH, FRMEREZAL " UDP” o “UDPv6”, ZRIA{E:” TCP”
o <” remote host” >: FFEESE, Fniciy IPv4 Hihl, IPve #ihl, akdk4s. &Kl 64 5.
RACTHT LM 2 HI KR 64 5777, 56 AT+CIPDOMAIN fiy 23RBS 4% %5 W 1) TP bk,
SRIG T TP Hbchl 7 1 4%
e <remote port>: iifiiif I {E
* <local port>: ESP32-S2 154517 UDP i 1{H
* <mode>: 7t UDP Wi-Fi i#{% N, ASHRHLAHHA 0
- 0: i3 UDP $di )5, Aeisxtin UDP Mihkf5 B (BA)
= 1t AU — MR SRR B B A [ %) i UDP Zdfg iy, 228 g UDP Hihk A5 2ok A ik Bodl
WAy TP itk AL 1
- 2: FFIEIE] UDP S, #Rokas <t i UDP Huhkf5 8ok &k i i 4 19 TP Mkt A o
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o <” local IP” >: ZAHb IPv4 Huhksk IPvo Mk, FF48aidE. A2 M4 024 1P bk
B, WESEEAEEA R . BRI RS S AfrE. TiRE RN,

o <timeout>: AN, Hf: 2R, BUAE: 0. JEF: [0,60000]. BEEH O W, A4 B
TIZEAN IWIP Pk s B MR O B, iy AEFe BT MR [E], (B4 ZIHFEZ) 5 KB (=3 ).

B

o Y5 UDP #4422 Fp i TP bk 2 TPv4 ZH3%Hhdk (224.0.0.0 ~ 239.255.255.255), ESP32-S2 #5455 &
KA UDPv4 44k
o U5 UDP i#3 rpymi IP Motk 2 IPv4 3K itk (255.255.255.255), ESP32-S2 % 456 ke 15 Fl 422 1k
UDPv4 | #%

e il £ UDP # ¥ v f @ uE IP Hi Wk B IPve 41 ¥ Hu 4l (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-S2 % 45 ¥ & T 1IPve W 4%, Kk & Fl %
it UDP 414%

o [fiIBE <mode> [, FHRIEESE <local port>

o WEREAEET IPv6 W28 —4> UDP i, iHATRA FHRAE:

- T AP 3% TPv6

- XEAT+CIPV6=1

- HAFAT+CWIAP v A 3RELE|—~ IPv6 ikt

- (W) WiFAT+CIPSTA? 634 K54 ESP32-S2 245 #K B E) IPv6 bk
o QAR A KT 1460 1Y UDP 41, i Eﬁ%w ESP-AT T 42, fES 1P E TR
PEFE: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 H %
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// B pool.ntp.org K UDP feiy, &% & 5 # # &
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #F Ipve W %4 ¢ ubDp # %
AT+CIPSTART="UDPv6","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9b"

// #F Ipve W % # uDP z%
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

dtr. SSL i $%

wEme mA:

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">, <"remote host">,<remote port>[,<keep_alive>,<"local IP">] [,
—<timeout>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[, <keep_alive>,<"local.
—IP">] [, <timeout>]

o] o =
HPEHARATT, &

CONNECT

OK
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ZHEERT, &[0

<link ID>,CONNECT

OK

o <link ID>: MZEH ID (0~4), HTZEEMTEO

o < type” >: FLFERSEL, FoRMIERSEAL,” SSL” B “SSLve”. BRINH:” TCP”

* <” remote host” >: FFHRBEL, FIRILHG IPv4 Hudik. IPve Huhk, sidk44. HekKh 64 FA5. AN
RAIETHE B 4 B4 K 64 5277, 1 AT+CIPDOMAIN iy 4 3R US 44 X 1.1 TP bl
SR 5 TP Mkt vy i

* <remote port>: il [ {E

o <keep_alive>: [il BEFERF SO_KEEPALIVE &I (&% : SO_KEEPALIVE /+4), Hfi: .

o JGHE: [0,7200].
— 0: 2% keep-alive ZhEE; (BRIA)
- 1~7200: JF)5 keep-alive Bjfit. TCP_KEEPIDLE {}>}j <keep_alive>, TCP_KEEPINTVL {f}
1, TCP_KEEPCNT {H% 3.
o RS <keep_alive> BEHAT+CIPTCPOPT fr4 i) <keep_alive> A, HEH
HFIRE NSO UE . RSB ITARMAOI AN BEE <keep_alive> S5, WIERIAM A LK B E O1E .

o <” local IP” >: ZAHbY IPv4 Huhksk IPvo Mk, FF48ai®dE. M2 AWM % 024 1P bk
B, WESEEAEREA M. BRIAKER . R CEITiEE. TE N,

o <timeout>: BT, A7 ZRP. BRIAE: 0. JEFE: [0,60000]. P55 0 B, i8I
T ILEH IWIP PSRk B AEE O B, M 7EHE @@ R, (HZiHFEL 5 KB 7S .

e
o SSL BRI T 1T AR KIS R
o SSL #H#FZ HEHRKENA, WA FERSES
o WX AT+CIPSTART fipd st T SSL iz, HAR MR AT IR A 10 B2, DR i s ] 2548
R, BT TE TR a4k
o f—U8 SSL JIg 45 45 7 & SSL % P i 7F 1% 2 B 220K 4k 8 F Br S RF SNI, 5 7E SSL 1% 42 wif 46
FHAT+CIPSSLCSNI iy 4 Fic . SNL, #1550, SNI E MR S5 A B34 o
o QNARGEARELT IPv6 W27, —4> SSL 4%, i HITA N #E:
— Haf4 AP 4% IPv6
- BB AT+CIPV6=1
— SH T AT+CWIAP 6y A5 3REUE]—A™ TPv6 Hitil:
— (A[3k) i@ITAT+CIPSTA? 45452 ESP32-S2 275 3R ELE] IPv6 Hiuhl:

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/I EEHEMBKGRY sSL REH, RE 5 HEH

AT+CIPSTART="SSL", "www.bing.com", 443, ,,5000

// esp-at O i it AT+CWJIAP 3% B % IPve £ B Hi it
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6£96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.6 AT+CIPSTARTEX: &ty (18h401c ID ¥ TCP ¥i4:. UDP {448k SSL ¥:4%:

A4 S5 AT+CIPSTART AL, AFGAET: FEZERINOLT (AT+CIPMUX=1) LT3 ID, RE
= BB I 1D,
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3.3.7 MUGEMBAIEER] +++: B HEDREX
FEgk AT A &

i
BHAIEARX, FHEAFEEX

Command:

/) AR E R B R

+4+

il
o WRRSATA 6 EA = AMEIW + 45 (BRI ASCILAG: 0x2b), [AEfir %452 1A CR-LF F4f
o BEREE—A + PRI A 20 ms I IA]E] G T BCA HABR A, 55 =4 + FAF IS 204 20 ms If1E][A]
PR HAf A, A + FRFZ B 2 2AT 20 ms B B[R] P9 A HABE A . B, + FRESERY
o AFRFFIRINAT iy A il
 WHEDERE | AT & AT @

3.3.8 AT+CIPSEND: {rulfEibi ok Wi-Fi #E BB k8

- .
SRURTIRS

-y

&
>
[$y

o
e

g#ﬁﬁif& T, ERE AR MR A AGR R K KT 8192 7Y, il AT+ CIPSENDL

® 2
7

// ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

// UDP f& 8 ¥ 45 = Xt 3% £ Al o3 2

AT+CIPSEND=[<1link ID>, ]<length>[,<"remote host">,<remote port>]

W i :

OK

>

R FR AT EHE R R TR, BUR AT DA AR, 24 AT Sl 8 i KA F] <length>
Ja, BEte T

AR AL OB A s EE BT, R[]

[ERROR

TR PR BRI AU CRAERER T & 40X 8% i), & W

[SEND OK
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WA %

i
HEA Wi-Fi & 42X
LT

[AT+CIPSEND

W

OK
>

&

[ERROR

PEA Wi-Fi i 4542 X, ESP32-S2 B4 Ui KUl 8192 74y, fie K ik 2920 75 ﬁn%ﬂﬁt?ﬂﬁﬁfﬂ}%k
JERT45T 2920 745, Bn or IR A4 2920 4y — AU BRIE T 23k, 5 W 451 20 ZR0 o SE Rl
BB T 2T 2920 Ty PR AR B (AT A I AT+ TRANSINTVL /E/\EEEJHSIEHW) LA
ft++ 1, ABHEEARX T ROBHR ARG, R AR 1R % AT

A WA I g E AR AR ERE M. % 8 Wi-Fi UDP # 1%, AT+CIPSTART %154k
<mode> WM EH 0,

S

* <link ID>: %154 ID (0~ 4), HT 28N

o <length>: HHiK A, FARMH: 8192 FA7

o <” remote host” >: UDP {&#in] DAFEENFum AL 1Pv4 Hihl, 1Pv6 bk, =ilsi4
+ <remote port>: UDP £ %] PATS & Xt i i 11

Bl
* EATLAEHIAT+CIPTCPOPT iy R A4 TCP FEHIL B A7 # . fln: B <so_sndtimeo> 7
5000, M TCP Ak fELAE S ANIRIMEER, TEiR ML 2R, XA MCU %4 AT fiyd
[l 2 Fy e

3.3.9 AT+CIPSENDL: fE# il ki b IF ek s KBl

&E
i
=N
7

&
=>
[$y

AR N, RERE, AT REEIE (AT 6y i 0 B8R AT A i & 26 s 2 171 .
PAE FHAT+CIPSENDLCFG 1y A Be B AN RS QIR A DA A B /N T 8192 2y, i m A
AT+CIPSEND 54 %% .

H g
@ EEH%N

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP fk 8 ¥ 48 & Xt 3% £ Al Aoy 2

AT+CIPSENDL=[<1link ID>,]<length>[,<"remote host">,<remote port>]
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Wi 3% ¢

OK

>

AR IR AT 9E 2B AR X H HEMES U HI AT a0 8s , OHEST AR AR, —H AT
it IR, B 2 AR, B mIT .

IR ETTIR . RESMIRAT+CIPSENDLCFG FLE EAE S -

[+CIPSENDL:<had sent len>,<port recv len>

IR+ ++ A BUE, RGN :

[SEND CANCELLED

IR EIR A PEE RN L, RERARN:

[SEND FAIL

R BT B s A AR CR AR C 240X BX 0w ) , RGTHRA RN :

[SEND OK

YEERBITI;, GTAR A +++ S BOH L, [F ESP32-S2 i fr & MAIE AR X B . BN, AT iy
Ui & — EHR, EEMEEER <length> KEHRG, 4 SBHAIEARX,

o <link ID>: MZ%EH ID (0~4), HTZHEEWTE

o <length>: K, FAfH: 23 -1 54

e <” remote host” >: UDP £ n] DAJS &N EHL: 1Pv4 Hubik, IPv6 #huhk, B4
» <remote port>: UDP (&% 7] PATE & Xt i i 11

* <had sent len>: {3 & F| IS )2 WSRO B B

o <portrecv len>: AT fy4 - IR i 80E 5K E

o AWM UART Jifs. A0, 402R UART Sca R T 4% bl I, R 8ol 2k

o BRI LAMEJAT+CIPTCPOPT fiy 4 ydEA> TCP ML B A 6. filN: . <so_sndtimeo>
5000, M TCP Ak #pfEAE S FPNIR ISR, ToiR b @R . XA MCU 2fF AT fir4
[ 52 8T P 1] o

3.3.10 AT+CIPSENDLCFG: ¥ AT+CIPSENDL 4 1) JE Pk
ity s

Dytig:
i AT+CIPSENDL iy 4l &

[

[AT+CIPSENDLCFG?

Wi i ¢
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+CIPSENDLCFG:<report size>,<transmit size>

Dyie:
% B AT+CIPSENDL A i B
s

[AT+CIPSENDLCFG=<report size>[,<transmit size>]

L)V

[OK

o <report size>: AT+CIPSENDL 14y EARE /N, BRAE: 1024, JEE: [100,2 201, fidn: i&E
<report size>{H>4 100, WJAT+CIPSENDL 1545 ) <had sent len> EIRF4N (100,
200, 300, 400, ---- ). HJAM <had sent len> J:TWEE'\%%?%%%%’?E@ﬁ%KT#o

* <transmit size>: AT+CIPSENDL fi % ERHIUN, BHRE T8 LA BRI B o/ B
INME: 2920, JEFE: [100,2920], ﬁu;ﬁ%@]ﬂﬁﬁ@ﬁ{:fﬁ%%? <transmit size>, el
i WA <transmit size> FEAT—ZHINHIES knﬁ 25515 20 2R E R LlﬁI?'JEI’J%ﬁEjE?
ZF <transmit size> FIHEARFIE (A PAMEITAT+TRANSINTVL A He B M) FE ) o

B
o XF TN R/ IMEXT SEH R ER S A, R E R /N <transmit size>. HEFEGHE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JE .
o XWTHEMERAES, WHEGRER KN <transmit size>. WMIFEFEEFEA1TIR & ESP-AT &
vk M4 AE

3.3.11 AT+CIPSENDEX: £l f&HibisX RN ity Ji Xk 8

TR AR AN, KRR, SCE AR \0 (0x5c, 0x30 ASCII) fiilt % it & i%
IS

// B ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<1link ID>,<length>

// UDP f£ ¥y W 45 & %3 IP H it Fusg o :

AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi i ¢
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OK

>

ERmE R FIR AT CHER B ATROE , BT DA AR E RS, 24 AT Bl s B Kk

B <length> JFudus b B \ O T4, BT ia.
USRS MR O AL i BB, aR (] -

[ERROR

R BT B S AR CR AR E 240X B ) , &[]

[SEND OK

S

<link ID>: 45158z ID (0~ 4), HTZHEENEL
<length>: HHEKJE, FRME: 8192 F4F

<remote port>: UDP {41 Dl fi & ki 11

(]

<” remote host” >: UDP {£4i 7] ATS E SN i AL : 1Pv4 Hihk . 1Pve Hihl, ilsiss

o UK L BRI, s8R B\ O FATFIS (0xSc, 0x30 ASCID), #dfafetirin, R4tk

WlAHOBE, T4 AT i
o MIEFHEPME \<any>, MESEHRFFT, BHH <any> 45
© WURTEKIE N0, I CH \0

o AT DA AT+CIPTCPOPT 43454 TCP Y450 B H: 7R . flin: %8 <so_sndtimeo>
5000, W TCP KikiRfESAE S PR EIGEE, TR MIIE R KM, XAl AT MCU %545 AT a4

(] 52 PR IS o

33.12 AT+CIPCLOSE: J:[i] TCP/UDP/SSL it
BeEmA

i
KM Z AN ) TCP/UDP/SSL 4%

ke

[AT+CIPCLOSE:<link ID>

W ) :

<link ID>,CLOSED

OK

Wiihn %

i
KM FRIE RS N ) TCP/UDP/SSL 34 4%
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[AT+CIPCLOSE J

Wi % ¢

CLOSED

OK

B

o <link ID>: F5RMIIMLEES ID, WRBN S, WIFR KM Prf %

3.3.13 AT+CIFSR: #ifyAcHh IP Huhl 1 MAC Hahl:

WA %

=

[AT+CIFSR J

Wi i ¢

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIP6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIP6LL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

e <” APIP” >: ESP32-S2 SoftAP [ IPv4 Hilit

o <” APIPGLL” >: ESP32-S2 SoftAP [ IPv6 7l i i ik
e <” APIP6GL” >: ESP32-S2 SoftAP [{] IPv6 4= 5t

e <” APMAC” >: ESP32-S2 SoftAP 1) MAC il

e <” STAIP” >: ESP32-S2 station [{] IPv4 Hihl

« <” STAIPGLL” >: ESP32-S2 station [/J IPv6 7144 i% Hihl:
e <” STAIP6GL” >: ESP32-S2 station [ IPv6 4= /&l

e <” STAMAC” >: ESP32-S2 station [} MAC ikt

e <” ETHIP” >: ESP32-S2 ethernet [ 1Pv4 #ihl:

e <” ETHIP6LL” >: ESP32-S2 ethernet 1] IPv6 Z< b £ g #h il
o <” ETHIP6GL” >: ESP32-S2 ethernet [1}) IPv6 4= 5yttt

e <” ETHMAC” >: ESP32-S2 ethernet /) MAC #ihit

« JUA24 ESP32-S2 B ARIEI A RdR NE S, A B S B 1 IP #ihik Al MAC Hiuhik
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3.3.14 AT+CIPMUX: EH/Z8H 2800
iy

i
A IEER

s

[AT+CIPMUX?

W

+CIPMUX: <mode>

[AT+CIPMUX:<mOde>

W i <
[OK
S
o <mode>: JEFZA, BHAE: O
- 0: HER:
- 1. &R
ve]

FA 24 A EE AR IBTT I A AT S A e
HA L@ e X (AT+CIPMODE=0), 7} eV E N2

i, IS MCU X PIFAAS 2 1 b 3

il

UNSREST 7 TCP/SSL RS54, ABUMIN B34S, W2 KPR 55 4% (AT+CIPSERVER=0)
SRR R, TRES B ATFIR(E A AT DL, 5 REHRE 7 i 14 55 B i 0 B

[AT+CIPMUX:1

3.3.15 AT+CIPSERVER: #&v/ %] TCP o SSL i 55 2%

it &

Yriie:

#if TCP/SSL 55 dtk 25
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[

[AT+CIPSERVER?

Wi 3% ¢

+CIPSERVER: <mode> [, <port>, <"type">,<CA enable>,<netif>]

[AT+CIPSERVER:<mode> [,<param2>] [,<"type">] [, <CA enable>][,<netif>]

Wi
(o
e <mode>:
- 0: XRS5
- 1o @RS

* <param2>: Z4J <mode> A[A], WIMSHE AR :

o M <mode> £ 1, <param2> fXFEuI15 . BIAE: 333
* QIR <mode> 2 0, <param2> RFEMFaE XM A Fif. BIME: 0
- 0: XM eIt R B BUA % ) i 14
- 1t KPR S5 4T K I
o < type” > JR4BLHI 7 TCP”,” TCPv6”,” SSL”, u “SSLv6” . BRIAf{:” TCP”
* <CA enable>:
- 0: A CAINIE
- 1: ffi{ CAINIE
o <netif>: f5E RS MITHI MR, BINME: 0.

- 0: FrAMggsEn
— 1: Wi-Fi station ¥
— 2: Wi-Fi SoftAP # 1

|

o ZEEHILT (AT+CIPMUX=1), A BJTIEMRT: % -

o BIERST RIS, HIESIRGS AT, 2 R AVFRI#— RS-

s BHEENEA, SASNE - EE D,

o AARGEAERET IPv6 ML) — 4> TCP/SSL IlRd5 4%, i H Jei BAT+CIPV6=1, FF3RH—> IPv6 b
k.

o KRS AN ZEL <"type"> A Z GRS HLITAE I .

il
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// B TCP & B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B SSL & B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// ET 1Pve W%, GlE sSL R4 &
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1R ARG BOFE R A BT R &

AT+CIPSERVER=0, 1

3.3.16 AT+CIPSERVERMAXCONN: #%ify/i% ¥ 55 2% fe il iy i K e 5
RIS

i
#if] TCP 8 SSL iR 55 s SLVFESL i K IR AL

O e
iy A

[AT+CIPSERVERMAXCONN? }

W

+CIPSERVERMAXCONN: <num> J
OK

[AT+CIPSERVERMAXCONN:<num> J

Wi % ¢

& ]

« <num>: TCP 5§ SSL JIi 458 fo r ey e g, JHH: [1,5]. AR AR E o S50 [ R
{8, 2% AT+CIPSTART %1340 <link ID> Mk,

B

o UNTRBE e KIEHEL (AT+CIPSERVERMAXCONN=<num>), W§7EAIEIRSS %8 2 Al E .
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il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.17 AT+CIPMODE: #¢if)/¥ BB
RIS

Dyt
i A

Py -
iy

[AT+CIPMODE?

Wi i :

+CIPMODE : <mode>

W] 7
[OK
e <mode>:
- 0: Fid A X,
- 1: Wi-Fi i 30l X, 2Ry TCP Mk, UDP [EE 5% b SSL HLERZ 1% 0
B

o FCE S SCANRAEE] flash,
o £ ESP32-S2 #E A Wi-Fi i #3520 48 X, J5, AR5 T DI Re R LB -

il

[AT+CIPMODE:1
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3.3.18 AT+CIPSTO: #rify/is Al TCP/SSL JJit 55 23 ki if i [ia]
iy

Jyiig:
i) A< TCP/SSL fIg 55 vk i s ]

s

[AT+CIPSTO? }

L)V

+CIPSTO:<time> J

[AT+CIPSTO:<time> }

W i <

& )

S

* <time>: A<M TCP/SSL 45 afamf i), B #b, HUETEHE: [0,7200]

Bl

o 4 TCP/SSL % FUligfE <t ime> I[E] Py oK K A Ktk i, ESP32-S2 IR 45 2 & Wit ik .

o WRRESH <time> N0, NWFERKEASHEE, NEBOXFERE .

o FEBEMIIRI Y, 245 P &R -5 IR SS #n 8 (5 58 IG5 # O 5% Pam i s g, T abrr s
THE . BB S, e o]

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.19 AT+CIPSNTPCFG: #rify/i Bt IXHI SNTP IR 55 %%

[AT+CIPSNTPCFG?
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Wi 3% ¢

+CIPSNTPCFG:<enable>, <timezone>[, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP.
—server3">]

AT+CIPSNTPCFG=<enable>[,<timezone>] [, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP.
—server3">]

W i <

[ox )

e <enable>: % & SNTP [iR%2s:
— 1: %% SNTP [ 454¢;
— 0: N5 SNTP JIR%525 .
* <timezone>: SZRFLAFPIFE :
- SF—PEYE L [-12,14], BERUVNESREAL, @ 5 PR TR (UTC) i R inid K2
$of X (UTC-12:00 & UTC+14:00) ;
- Mg uTC R E, UTC R EIRE TIRTFEINZ TR 2] UTC BE) A fefs 2] 4
HuHHA], A SR (+1 -1 [hhlmm. U054 XAEARYI T2 AP, MR, AR
1, WAIEEL. /N (hh) WAZ5FE -12 $) 14 Z (8], 438k (mm) S207E 0 B 59 Z | B, i
foETEHTIZ&E%%‘ﬁEéﬁi%ﬁ%, Bl uTc+12:45, ZWiZIE <timezone> ZEBE N
1245, BZFRES% UTC s i
e [<” SNTP serverl” >]: 55—~ SNTP H[i%%%
e [<” SNTP server2” >]: "’“:/\ SNTP R4 5.
e [<” SNTP server3” >]: 5=/ SNTP R%#%.

Bl

o HEMAOEARIEEG A E=" SNTP [R5%25Z=%0, WEAfEH “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” H 2 —,

e MFEMMS, TR <timezone> B HES MK ER <timezone> ZH A —FE. HH
<timezone> ?%ﬁj'zﬁc’“’“*ﬂ: UTC i E4&=, Bilhn: i%® AT+CIPSNTPCFG=1,015, A4
A, ESP-AT XZBSHT X SHWHIF 0, HREERZ 15. NETHE Mg, Bl ’r’“*ﬂ'
UTC (A& AT, @ uTc+00: 15, WMEt@Ait ki 0 B IX,

* BT SNTP 24T UDP Pl iR KNI IR 52, 24 28 K AU, 2> T30 ESP32-S2 [ [i] Jo ik M it
[A]% . —H AT 654 M+ TIME_UPDATED , {U3BHE]E [F, &R DA K 3L AT+CIPSNTPTIME?
B EE ) 2 Fi I [E] .

il

// fE# SNTP M4 %, % E ¥ B K (UTC+08:00)

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// 8 SNTP R4 &, REXEA AW /K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"

(T
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%

AT+CIPSNTPCFG=1,-500, "0.pool.ntp.org", "time.google.com"

(% L 50)

// fEfE SNTP M4 %, WEHWLHRX EEBHY MWK (Chatham Islands, UTC+12:45)

AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.20 AT+CIPSNTPTIME: #%ifj SNTP I}
A%

s

[AT+CIPSNTPTIME?

W

+CIPSNTPTIME:<asctime style time>
OK

Bl

7 % asctime P[] A9 E XA W, asctime man page.

* £ ESP32-S2 jjf A Light-sleep B Deep-sleep Ji5 Ff-Mit [, & 4t} [ W] GE & A . IR E B &

BAT+CIPSNTPCFG 154>, M NTP AR 55 #53RBUGH R A] o

* SNTP S EN A RIFEAATE RTC Kk, BIMAERRES GERAER) 5, MEASZEL,

2Nl

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.21 AT+CIPSNTPINTV: i/ ¥ SNTP W] ] 251 [a] b

[AT+CIPSNTPINTV?

W i <
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Chapter 3. AT Ay d4E

+CIPSNTPINTV:<interval second>

OK

v

o

<

H

Py
"P4>

¥

oy

=4

[AT+CIPSNTPINTV:<interval second>

Wi i *

[OK

B8

 <interval second>: SNTP [[a][F A [a]FF . BAf7: Fb. LR : [15,4294967],

]

o BCE TR AR, EWRE ESP32-S2 Z A — UK i) NTP iR 55 4 2K OB I 1] o

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) EANEE =k

AT+CIPSNTPINTV=3600

OK

3.3.22 AT+CIPFWVER: #rifyllR55%s 40 AT [E1ERAS
A iIw A

g
IS5 4 AR ESP32-S2 AT [ iiiA

ez

{AT+CIPFWVER?

Wi i ¢

+CIPFWVER:<"version">

OK

o <” version” >: ESP32-S2 AT [#{4- x4~
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Bl
o PRI OTA AR, 38 SN B R RAS MR T2

3.3.23 AT+CIUPDATE: jfixk Wi-Fi J18¢ 511

ESP-AT FEia1TiN, ad Wi-Fi A B RIS # BR300 B 2R X, DI T2 1

iy

g
i) ESP32-S2 S T LIRS

A

[AT+CIUPDATE?

W

+CIPUPDATE:<state>

OK

AT 4

g
TEMLZERCT il OTA JH44 2| TCP Iz 55 g L asof A 1 [

A

[AT+CIUPDATE

Wi % ¢
HSH R E ML TR L

gﬁ

CE

Dyt
THREN IR S5 s LA E AR [

O e
iy

[AT+CIUPDATE:<ota mode>[,<"version">] [,<"firmware name">] [, <nonblocking>]

Wi i ¢
W2 OTA e ZERT s, & m]:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

OK

AR OTA FEAEH 2T sy, R u]:
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OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DWW N e

WRAEH ZERCTR OTA K, R [n:

+CIPUPDATE:<state>

ERROR

URAEARPH AR OTA KK, iR [u]:

OK

+CIPUPDATE:<state>
+CIPUPDATE: -1

B

il

<ota mode>:
— 0: i@ HTTP OTA;
— 1: 3@ HTTPS OTA, WS- TR, % . /build.py menuconfig>Component config
>AT > OTA based upon ssl B HfE, FEEEEI A2 iF ESP-AT 142,
<version>: AT Jfi4~, #1v1.2.0.0, v1.1.3.08(v1.1.2.0,
<” firmware name” >: JFZ ) E 4, Ul ota. mgtt_ca. client_ca 8{H P at_customize.csv
W E E LR X
<nonblocking>:
- 0: FHZERKY OTA. BT, EHF| OTA FF s I G4 T PAKIE AT fiv4.
— 1 JEPHZERIA) OTA. WAL, AH5EH)S (+CIPUPDATE:4) T3 #H)H .
<state>:
- 1 FENR 545
2 R RS A
3: RIS TR IA 5
4: SERTIH
-1: JEPHZERT OTA RIK

T R ML T P 28R

AR 2% A AEEF BT R I, AT KR ] ERROR, i 4 fF— Bt i 1] Pt o

USRS E B SR SR AL AT BIN, A1y 4-Kf M\ Espressif Cloud N %% AT [E{FF+4%

TSR )2 B AT 40189 AT BIN, i 317528 AT+CIUPDATE FOTA Bfig sk 3 (i F§ AT+ USEROTA
o} # AT+ WEBSERVER (54, T %% ESP-AT T FLE{ILft =6 FOTA.,

BWTH AT B4 )5, WHAT+RESTORE YR W) WK E .

OTA I FEfHE IR A 3 404

JEPH ZEAR L B, H ) OK Al +CIPUPDATE : <state> FE4i )7 L% ™ L B 58 5 T .
OK W[ fEfE +CIPUPDATE :<state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z J5#itH .
AEWHARBHBRA . BEEHRASFEAE—E AN, 2 T0ksrT, R IREFET 2 2
IHARCAS, AR A O =i B T Y g .

155 % 4ot 3, OTA FF 45 3KIUEZ OTA 4.
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AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.24 AT+CIPDINFO: ¥ +IPD {550 iE s
A%

s

[AT+CIPDINFO? ]

W

‘+CIPDINFO:true }

OK

&

+CIPDINFO: false
OK

v

¥

X

W
4

Eld

{AT+CIPDINFO=<mOde> }

Wi % ¢

& )

BH

e <mode>:
— 0: 7£ “+IPD” HI “+CIPRECVDATA” JHEH, ANt IP HubkFlg 145 5
- 1: £ “+IPD” HI “+CIPRECVDATA” W EY, $E/RXTus [P HhkFlss 115 )8,

il

[AT+CIPDINFO:1 }

3.3.25 AT+CIPSSLCCONF: #rify/ix ¥ SSL %% f i fic &
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2
fir 4

B

ESP32-S2 YEk SSL & P i 45 A 176432 1 i 15

[AT+C

IPSSLCCONE? J

Wi % ¢

+CIP
OK

SSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number> }

BEE A

=
k=t

I\
£

// B ¥ (AT+CIPMUX=0)

AT+C

IPSSLCCONF=<auth_mode> [, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)

AT+CIPSSLCCONF=<link ID>,<auth_mode> [, <pki_number>] [, <ca_number>]
L)V
G
ZH
¢ <link ID>: M Zi%EHz ID (0 ~ max), EZERMEOL T, HSEEBN max, WFERIIEE
ZHERINER 5.
¢ <auth_mode>:
- 0: ANATE, B EEEE <pki_number> fll <ca_number> Z%{;
- 1: ESP-AT $24t% FrmilE TR 55 2% i CA IE A5
— 2: ESP-AT % Pk A CA {IEA5 K58 MR 55 25 v PR IE 45 5
- 3: MEIANE.
* <pki_number>: LBV RG], QR EA—MUEBFFA, HAEN A 0.
e <ca_number>: CA [JZ&5], WHEBAE—1 CA, HEHNH O,
]

R AR AT B AR R, TEAE BT SSL I RlIB TAN 2

il - W CRHRAEAE NVS X, fI1 5 34 il AT+SAVETRANSLINK £y B IFHLIE A Wi-Fi SSL i 1% 42
K., ESP32-S2 BHE T IR I Ha Bep LT A i B 357, SSL iE$%

WEREHEH B CRIES, B17HE #HAT+SYSMFG 6y 453 SSLAE . R H O
W, 53 % 4T £37 PKIBLE

W <auth_mode> FLE N 2 80 3, K TS ARIUEA RO, H1EKLAT+CIPSTART iy
A HiHf AR ESP32-S2 BRI E M HiitE] . (50 PAKEAT+CIPSNTPCFG 14 L & SNTP, 3KH(4
HIEHE], & iEAT+CIPSNTPTIME? £y 4251024 Bl i a] . )

3.3.26 AT+CIPSSLCCIPHER: #ify/i ¥ SSL %5 Frimit) #1451} (Cipher Suite)

i)

Py
"P4>

i

iy

ESP32-S2 3y SSL & i i SCRF A D & 1

e

Espressif Systems 95 Release release-v4.1.0.0

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 3. AT Ay d4E

[AT+CIPSSLCCIPHER?

Wi % ¢

+CIPSSLCCIPHER:<idx>, <cipher_suite>

OK

v

7

XF

fURTiRS

oo
%

Ele

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCCIPHER=<counts>[,<cipher_suite>][...][,<cipher_suite>]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCIPHER=<1link ID>,<counts>[,<cipher_suite>][...][,<cipher_suite>]

W

[OK

o <idx>: HFWEAHERETS, N0 I,
o <link ID>: %1542 ID (0 ~ max), FEZHERAHLT, HASEERN max, WRRITAER, &
SHERINER 5.
* <counts>: FHEMIER . RIMEZR T a2 MK 256 77,
- 0: B E R E N S B,
- HE: WEEMNERN .
* <cipher_suite>: I~ ClientHello H BB E(: . XN BI{EE XAF ssl_ciphersuites.h A1,

EAj]
o QRAREAHE T BIAERL, AR SSL IER I iIB T AR M A .

il

// ¥ EFE: (AT+CIPMUX=0), % # &+ % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #1.
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=2, 0xC023, 0xCOAD

// % #% ¥ (AT+CIPMUX=1), % # & {f % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #F1._
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=0, 2, 0xC023, 0xCOAD

3.3.27 AT+CIPSSLCCN: #ify/¥ SSL %%y it/ H 44 (common name)
ity A

Dyt
LIRS SSL HERE R S 44
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[AT+CIPSSLCCN? J

Wi % ¢

+CIPSSLCCN:<link ID>,<"common name"> }
OK

B

-t

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<link ID>,<"common name">

W i <

& )

SH
o <link ID>: 2574 ID (0 ~ max), FEREZIHEL T, XSHEHR 0; HELZEZNBLT, #5
BUHBE N max, WIZFRIIAERE; RSEERIMERN 5.
 <” common name” >: AREEAHANIEIR 528 AL HIEB R AL . AL RKKE N 64 717,
e
o WNIRAREAE BT BIAERL, TEAEE SSL I HIB T AN S .

3.3.28 AT+CIPSSLCSNI: #rify/i% ¥ SSL % j ity SNI
A%

i
AR SNI i E

Py -
iy

[AT+CIPSSLCSNI?

Wi 3% ¢

+CIPSSLCSNI:<link ID>,<"sni">
OK

]
i

»
7

Eld
i
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¥ 3% (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% ¥ ¥ : (AT+CIPMUX=1)

AT+CIPSSLCSNI=<link ID>,<"sni">

Wi i <

[OK

S

¢ <link ID>: 28 1EHE ID (0 ~ max), TERRIERIEILT, ASHEN 0; 2 EENELT, &2
BB A max, WERFIAER: RSEERAMER 5.
« <” sni” >: ClientHello HLf%j SNI, SNI 5k BF 2 64 7747,

B

o WNIRAREAE BN RIS, TEAEE SSL I RIIB T ARG S .

3.3.29 AT+CIPSSLCALPN: ify/i ¥ SSL %y ALPN

it &

Ly :

#if] ESP32-S2 {12 SSL & P it 31~ 42 1) ALPN Pt

Py -
iy A

[AT+CIPSSLCALPN?

W

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

)E’J

CEL A

A

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">] [,<"alpn">][,<"alpn">]

// % ¥ ¥ (AT+CIPMUX=1)

AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

W

[OK
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BH

o <link ID>: M257%E4z ID (0 ~ max), FERERPFEL T, ZSEEHR 0; L2 ERVHBLT, +5
BUEB N max, WIFRITAERE; ASEEMEN S.
e <counts>: ALPN HIEE. JERE: [0,5].

* 0: j#%: ALPN [it & .
o [1,5]: ¥ ALPN Jil s,

* <” alpn” >: FRHERZAL, FR ClientHello #1) ALPN., ALPN fr KRKEZRTar S mH K K.
Bl

o ARAHBIATCE S RIZAL, RS SSL R HIB T A M2

3.3.30 AT+CIPSSLCPSK: #rify/BtE SSL %5 )il PSK (= £F A% )
b A

i
#if] ESP32-S2 f1:2y SSL % P h 4> 1421 PSK LB
A

[AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

%

&F

ng

BT
E

=’>

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

Wi i ¢

[OK

BH

o <link ID>: PZ&EH; ID (0 ~ max), FERIEBRIEIT, ASEEN 0; HEZERNEL T, #5
BUER A max, WIFRITAES: ASEEGMEN S.

* <7 psk” >: PSK identity (FAFERAS ), SRR 32, WIREN <"psk"> SHES \0, WM
| AT+CIPSSLCPSKHEX %>

e <” hint” >: PSK hint, ficKJE: 32,

]
o QIRAREARPECE S IR, SFEHNL SSL RIS T AR 2 o
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3.3.31 AT+CIPSSLCPSKHEX: #rify/E SSL %% i) PSK (75 2EHilis )
(A

* RAUTAT+CIPSSLCPSK iy, %ty W THCE A #) SSL & Fimp itk 2% 4] (PSK) , (HIH;
<"psk"> ZHE A ANBERIR A R TR L, <"psk"> ZH0PR) N0 FRXh 00,

il

// ¥ % ¥ (AT+CIPMUX=0), PSK identity % "psk", PSK hint  "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % ¥ : (AT+CIPMUX=1), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX=0, "70736b", "myhint"

3.3.32 AT+CIPRECONNINTV: i/ s Wi-Fi {45 F i) TCP/UDP/SSL #i%

[1a] i

A A

Yytig:

i) Wi-Fi i 1 42X F 1Y H 2l #%E 6] B
A
[AT+CIPRECONNINTV?

W i <

+CIPRECONNINTV:<interval>

OK

BEE A

Yyhig:

WE Wi-Fi i £ 42 X '~ TCP/UDP/SSL &4 k¥ J5 B 2l s 2 (1 [1]
A

[AT+CIPRECONNINTV=<interval>

Wi % ¢

(ox

* <interval>: HZIEIEMFENE, R 100 25>, BRIAE: 1, FH: [1,36000].
B

o FFAT+SYSSTORE=1 B, TilH 9O AR AFAE NVS X,
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il

[AT+CIPRECONNINTV:lO

3.3.33 AT+CIPRECVTYPE: #rify/i B e IR
Ay

e
) E RO

[AT+CIPRECVTYPE?

Wi i *

+CIPRECVTYPE:<link ID>, <mode>

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVIYPE=<mode>

// % % ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

o <link ID>: %5144 ID (0 ~ max), ERERMELT, RSBEUEN 0; EZHERNELT, &2
BUH BN max, WIRRIrA #E#; ASEEAER S.
o <mode>: ERFHEEA, ZRIAE: 0,
- 0: BB, ESP-AT ¥ iy BB BB 7 HARL Bl R 3£ 45 BHLMCU, 3oy “+IPD” (&
TR 18 5760 75, ARRIE MCU e K &% 2920 FH457 4 50800 )
- L Plishiiat, ESP-AT ¥ B M ERE TR R WREFX (Bl 0, Bl
B4 5760 F45), Z#% MCU L. % TCP 1 SSL #:4%, WIRELEXW T, FHILERT
ks 4T UDP {645, WREFAXW T, MakERdnEk.

|

o ZIEABEH T Wi-Fi i X
* 4 ESP-AT 7ER S PR B B FHARRT, SRR O A RS R A FE R (E B -
- ZiEBN (AT+CIPMUX=1), #&/5% +IPD, <link ID>,<len>;
— FEERN (AT+CIPMUX=0), $75% +IPD, <len>.
o <len> FREFRPEZFHIM LKL,
o —HA +IPD i, Wi%iz{TAT+CIPRECVDATA RN R . &0, FER—A> +IPD gtz ar,
A~ +IPD KA A 45 L MCU.,

Espressif Systems 101 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 3. AT Ay d4E

o FEWTFESEINOLT , Zrb e TR AL, MCU (3SR n] DA, H | &R AT+CIPCLOSE
(AT fER% i) WAT+CIPSERVER=0,1 (AT fEMRS54%) . #emifid, Wik +IpD Cgdlsd, B
LAENR K EAT+CIPCLOSE 5, % 3% AT+CIPSERVER=0, 1 5{3# it AT+CIPRECVDATA £y AU 5§ 4
ZHI, XA CLOSED fif BakiE A& .

o BOTBARF BRI M 2 eI B MCU sk SARBRIN, nTPAZ 4], s fon i

il

/) BREBBEAT, REHGERERX

AT+CIPRECVTYPE=1

/I ZHEERERT, REFAZEEARSERER

AT+CIPRECVTYPE=5,1

3.3.34 AT+CIPRECVDATA: HEshE BB e 5
BEL A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W i ©

+CIPRECVDATA:<actual_len>, <data>
OK

Y

+CIPRECVDATA:<actual_len>,<"remote IP">,<remote port>,<data>
OK

o <link_id>: ZHEEHTER D,

o <len>: FHARAEN: OXTRAE, QAR SEERICEN R BE AR SEE/S, 03k ] S B B i i
o <actual_len>: %BT%??EXEI’J@ITEJKTP

o <data>: FREFIEE

« [<” remote IP” >]: FHFERBHL, FRutih P Hulk, I AT+CIPDINFO=1 fir 4k .

o [<remote port>]: Xt 1, Wi AT+CIPDINFO=1 fisAHifE.

|

o R AT EAERE SR N AT, 7502 B2k 1] ERROR, W] PAiE it AT+CIPRECVTYPE? fiy %>
WA ETER B

o L ATE A BE AT RS O AT 2 B 2R 5] ERROR, 1] DA #F AT+CIPRECVLEN? iy 2 1A
IUR A T R
o T AT+CIPRECVDATA=<len> fiy -0}, B/DFEF <len> + 128 FEWWHNIE, Bl DA 6y
L AT+SYSRAM? 25 4 5 FT I NAEIE 0 o 24 AR 2 BN A7 H T SR IO L i 2. 2% 1% [1] ERROR
WATPGEISAT Sk B & 0 HEHEREAHRM alloc fail WITEMER, PABINEE I T WES
(WS GOR R
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il

AT+CIPRECVTYPE=1

// W 4% & "+IPD,0, 100",
/) RE, BT NEAREFTNT &
AT+CIPRECVDATA=0,100

/7 B, wREA MCU K 0 FEEFKE 100 F MK HE,
é,\

HERE 100 F F # HOE

3.3.35 AT+CIPRECVLEN: ity a2 B X &8 Bmm 1K
A

g

AT T AR TG B K

O e
iy A

[AT+CIPRECVLEN?

Wi i :

+CIPRECVLEN:<data length of link>[...][,<data length of link>]

OK

SH

+ <data length of link>: X354 G b 4 BEA I BGREK .

]

* SSL ¥4, ESP-AT iR [ul 4 K BE T B /N T BB i K %

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %3 4L

ping X i AL

e

[AT+PING:<"host">

W
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+PING:<time>
OK

1

ERROR

rnmmmmw [/ REERE BN KKK PING BHERT, A2AXNEL

S

o <” host” >: FERFERSEL, Fonitim LAY IPv4 Huhk, TPve Huhl, sidmi4 .
o <time>: ping (NS IR [E], FRAL: ZEFD.

B

o GNARIRAEELT TPVv6 2% Ping X um AL, TEIATRA T AR
— M AP 45 IPv6
- BB AT+CIPV6=1
— HFAT+CWIAP 6523 BLE]—A IPv6 Hihk
— (Al3k) WILAT+CIPSTA? Gy K4 ESP32-S2 275 2 H 3 IPv6 ik
o QSR AL TR, N ping S5t DNS BEATIER A HT (DLSE@bT IPv4 Hodik) . i ping
Xt i S AL TP skt

Bl

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) T—REBFRMER TR FQ
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: #if)/%t s DNS JIRS52515 5
i

ik
)24 Hi DNS iR 45 #345 E,

Py
A

{AT+CIPDNS?

Wi 3% ¢

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BEmY

i
UE DNS e 5545 5
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[

[AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

» <enable>: %' DNS R 55 %%

- 0: J3JT A Zh3KE DNS IR 4%-#51% 8, DNS R&E 2 HSWE N 208.67.222.222, 114.114.
114.114 #18.8.8.8, HAY4 ESP32-S2 station 52/, T DHCP ;1#2, DNS R&5e 4 A fE2
GiETe

- 1: J3HF3hitE DNS ks #fE E, RN ESE <DNs 1rx> [KfE, W HEBHAME 208.
67.222.222, 114.114.114.114 f18.8.8.8,

* <” DNSIP1” >: %5/~ DNS R4 #% IP Hutik, FF3EEm4, HA Y <enable> 2k 1 B, Lk
T2 DNS 3%, RSHA G WHEBEE <enable> 4 1, RS HEE —/ME, M4&iE
e A, ESP-AT XHZ S 5UE N 24 7% DNS % & ik 1],

« <” DNSIP2” >: %5/~ DNS fli45#s IP Huhl, XFFiEmS, KA <enable> ZH0CH 1, 5L
SIS T2 DNS B8, RBHEAHHG MR E <enable> Hy 1, I NARSHBE —ME, U&KiE
ey AR, ESP-AT X% S5 N 241017 DNS 3% & ik 1]

e <” DNSIP3” >: 5=/ DNS R4 IP #uhl, ST 3EmS, HAY <enable> ZH0N 1 B, sk
RT3 DNS %8, RSHAER; WS <enable> K 1, W ASENE AME, M4EE
A, ESP-AT YIS EE A 241 DNS % Hik [ .

o #AT+SYSSTORE=1, &5 i fHRAFTE NVS X,
© X=ASHORREBCEAL R — M5 dr L
* 3 <enable>Jy O If, DNS Iz 55 il fE SR ESP32-S2 54 Iy iy it pht i A I A i e 22

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/] %H—NET 1Pve B DNS i F B T REIKMERXIEFRQ

// & _/NET IPve B DNS Mt % % : google-public-dns-a.google.com
// BZ=ZANETF Ipve B DNS R4 & : WL H# 4 £ DNS R4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+MDNS: ¥ mDNS 3jfig

v

o

<

B

¥

A

=4

AT+MDNS=<enable>[,<"hostname">,<"service_type">,<port>][,<"instance">][,<"proto">
—] [, <txt_number>] [, <"key">,<"value">][...]
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Wi 3% ¢

[OK

¢ <enable>:
- 1: J¥)3 mDNS UjRE, G428 FHEHE
- 0: XM mDNS Tifig, JFESHILFTFIHE
e <” hostname” >: mDNS FHL4FR.
+ <” service_type” >: mDNS JIR5+25%,
o <port>: mDNS iR &1,
* <” instance” >: mDNS B4 FF. BRIAE: <"hostname">,
e <” proto” >: mDNS R4 WM. BIE: _tep o _udp, ZRIAH: _tcp.
o <txt_number>: mDNS TXT it ®%E. J8FE: [1,10].
o <” key” >: TXT oIk,
o <” value” >: TXT idFI{E.
[-]: AR <txt_number> JRLLIHE TXT jC5R B AT .

2y

// Fr ) mDNS 3y gh, EH A& K "espressif", A RA A "_iot", 3 H K 8080
AT+MDNS=1, "espressif","_iot", 8080

// % W mDNS I g
AT+MDNS=0

YR 7~ 3 252 mDNS 17 .

3.3.39 AT+CIPTCPOPT: #vify/is £y 5k mi
iy

ik
isRE E IR Sl

A

[AT+CIPTCPOPT?

M

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

// B3 (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [,<keep_alive>]

W i <
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o
[ERROR

o <link_id>: MZ&7E4; ID (0 ~ max), EZIERMEILT, ASHMEBN max, WFRIRTAERE: &
SEEIMEN 5.

o <so_linger>: Fl B £ HY SO_LINGER %M (£%: SO_LINGER N4F), Hfi: #, BRAE: -1.

- =-1: KH;
- =0: JF/3, linger time = 0;
- >0: JF/3, linger time = <so_linger>;
« <tcp_nodelay>: [l 'EEEFN TCP_NODELAY &I (Z%: TCP_NODELAY /+43), BRAME: 0.
— 0: 25 Jf] TCP_NODELAY
- 1: J3H TCP_NODELAY

o <so_sndtimeo>: [l FHEEFH SO_SNDTIMEO &Il (&% : SO_SNDTIMEO 1+43), Hifi: ZFb,
BN

o <keep_alive>: [l B E#: ¥ SO_KEEPALIVE $£3 (&% : SO_KEEPALIVE N47), Hfii: #b.

o JBR: [0,7200],

551 keep-alive ZJfE; (BRIN)
- 1~7200: JFJ3 keep-alive . TCP_KEEPIDLE {f >}y <keep_alive>, TCP_KEEPINTVL { >k
1, TCP_KEEPCNT &} 3.

o Ay <keep_alive> 7"%@( 5 AT+CIPSTART 55 <keep_alive> ZEHE], HZ1EH

JERE RS UE . MBI TR AN E <keep_alive> 8L, WIBAMEH LR AL E E.
Bl

o FAT+SYSSTORE=1, T AR EE] NVS 431X,

o ERCE S FEIAT, Wn ViiZEmIhae, LR ACE vl Ge5Em .

e SO_LINGER & A @i e B8 R E . BN B SO_LINGER {H 4 60, )ﬂlJAT +CIPCLOSE 3 1EI%
ANE Xt TCP FIN GAE LT, 2530 AT fHZE 60 #2, M Tokm e 4. Kk, SO_LINGER
eSS NINIER

+ TCP_NODELAY 3 i ] Tt/ MEXT S 2R = 1 5t RS, LwlP &kt TCP ) &
i, (HUERM KRR 2, 2l TEREA FEEFREIL. Fit, TCP_NODELAY F AR IAE.

* SO_SNDTIMEO %31 3& [l T-AT+CIPSTART 2Kt & keepalive Z50 1 W 37 5. it B A4S 16 100 jﬁ,
AT+CIPSEND, AT+CIPSENDL, AT+CIPSENDEX fii 5 -SAEiZ 8 WNiIBH, T2 E KL .

H, SO_SNDTIMEO Z W EiEH 5~ 10 .

 SO_KEEPALIVE #3538 ] =5 2l 5 IR 1 32 2 R W i i 5%, 3% AT /£ TCP g 55 28 i
AL BRI . FCE ARG, SGINESMNY M 4545 95 . SO_KEEPALIVE L E(HA /N T 60
o

34 MQTT AT 554

« N2

o AT+MQTTUSERCFG: %8 MQTT [ P E

o AT+MQTTLONGCLIENTID: %8 MQTT % F3% ID

o AT+MQTTLONGUSERNAME: %% MQTT &t i 14

o AT+MQTTLONGPASSWORD: %% MQTT % %55

« AT+MQTTCONNCFG: %8 MQTT 5 /@

o AT+MQTTALPN: % ® MQTT N 27 (ALPN)
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AT fir 94

o AT+MOQTTSNI: %8 MQTT R4 284457 (SNI)
o AT+MQTTCONN: %3% MQTT Broker

« AT+MQTTPUB: %1 MQTT J§ . (FEFFH)

o AT+MQTTPUBRAW: %7+ MQTT ji.4,

» AT+MQTTSUB: 1] [ MQTT Topic

o AT+MQTTUNSUB: HUji§37 % MQTT Topic

o AT+MQTTCLEAN: WiJf MQTT i#5:

o MQTT AT %%+% %

o MOTT AT i#.%A

341 74

TR BN AT [P ICUR FIOFTA AT frd. 0RAR 7% ESP32-S2 X #% MQTT @i, i F
Fi%hit ESP-AT T42, fE55T0 AL LR LG

. %ﬁﬁ Component config->AT->AT MQTT command support

342 AT+MQTTUSERCFG: ¥ MQTT H F)gmtk

BeE MQTT sk

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key__
—ID>,<CA_ID>,<"path">

|

W i ¢

[OK

S

o <LinkID>: 24Hi{{ % $¥F link ID 0,
¢ <scheme>:

* <” username” >: [ 44, HTEME MQTT broker, fix KK &: 64 F7,
+ < password” >: 5, FI T4 K MQTT broker, Jihk KFE: 64 545

o <cert_key_ID>: jE35 ID, HHj ESP-AT AU F—F& cert ilE45, S50 0.
« <CA_ID>: CAID, Hipif ESP-AT {334 CAER, 50K 0.

1: MQTT over TCP;

: MQTT over TLS (A FEEGIETS) 5

: MQTT over TLS (#:8; server jiIF43) ;

: MQTT over TLS (#2ft client 3iF45) ;

- MQTT over TLS (#:34 server IF 153 H 244t client JE45)
: MQTT over WebSocket (3T TCP);

: MQTT over WebSocket Secure (ET TLS, ARILGUFF ) ;

0NN WL AW

: MQTT over WebSocket Secure (ET TLS, R server IF);
9: MQTT over WebSocket Secure (3T TLS, #f client IE45);

10: MQTT over WebSocket Secure (3T TLS, #4 server jIE 357 HE2 it client IEF5) .
o <” client_id” >: MQTT & i ID, fx K JE: 256 F7,

* <” path” >: WJERAR, HOOKIE: 32 595,
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e

°'%AT%AmﬁﬁfT B 256 5.

o WERGEAEMEH B CRIET, BATHHE I HAT+SYSMFG fip 48058 MQTT k. WG ARG H O
HIET, B % 4T 237 PKIBLE .

o W <scheme> LN 3. 5. 8. 10, KA TKREMMSAMUETE RN, HEKIEAT+MOTTCONN fiy
AHIAf PR ESP32-S2 B AREE M fif it a] . (0] PAKIEAT+CIPSNTPCFG 14K HL & SNTP, FRH(Y4
HIRFE], BIEAT+CIPSNTPTIME? £ 425 1H) 24 i Fs ] . )

3.43 AT+MQTTLONGCLIENTID: ¥ MQTT %5 )13 ID

it
B MQTT & P ID

[

[AT+MQTTLONGCLIENTID:<LinkID>,<length>

W i <

OK

>

ik R AT EHER S MQTT % P 1D, IS STT DA A P 1D, 24 AT 50310 % P i
ID KJFiLF| <length> )5, &[H:

[OK

SH
e <LinkID>: 4#i{{ % link ID 0,
» <length>: MQTT & iy ID K&, JoR: [1,1024],
Bl
* AT+MQTTUSERCFG fin %] AT & MQTT % i ID, 35 2 [A] ) 22 il 645 -
— AT+MQTTLONGCLIENTID 14 0] DA 615 B AR #8812 i 1D, “HAT+MQTTUSERCFG

IR Z I
— AESE B AT+MQTTUSERCFG J& 54 Fl AT+ MQOTTLONGCLIENTID.,

3.44 AT+MQTTLONGUSERNAME: ¥ MQTT %kl )y #4
BeE WA

i
WE MQTT Jj 4
LT

[AT+MQTTLONGUSERNAME:<LinkID>,<length>

Wi i ¢
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OK

>

EiRma R FIR AT SHER I MQTT 4%, BT DA A MQTT [ 4%, 24 AT #2053 MQTT
AP KRS <length> J5, i&[H]:

& ?

o <LinkID>: 47i{¢ 3745 link ID 0.,
» <length>: MQTT "% K&, JEH: [1,1024],
el
* AT+MQTTUSERCFG fip WA AR E MQTT H 44, — & Z Ml 2=l a4 -
— AT+MQTTLONGUSERNAME x4 1] DA S5 AR K ) P2 4%, P2 AT+MQTTUSERCFG i

K Z IR .
— WA EAT+MOQTTUSERCFG J5 i i AT+ MQTTLONGUSERNAME ,

3.4.5 AT+MQTTLONGPASSWORD: ¥ ¥ MQTT %kl #6%

)E’J

CEA

Ly :
BE MQTT %14

[AT+MQTTLONGPASSWORD:<LinkID>,<length> }

W 3% ¢

OK

>

AW AT ELME A0 MQTT 7, B ETIARIA MQTT 4675, 24 AT B2H] ) MQTT 579
KRS <length> J5, &[H:

[OK

ZH

e <LinkID>: 4#i{¥ 3745 link ID 0.
» <length>: MQTT LK &, JoF: [1,1024].

Bl

* AT+MQTTUSERCFG fig %] DA S MQTT %58, 35 2 [A] i 22 A0 4 -
— AT+MQTTLONGPASSWORD 7] DA H SR B E AR K %0, AT+ MQTTUSERCFG it 2K
JEZHR
- MTEW B AT+MQOTTUSERCFG J5 544 Fi AT+ MQTTLONGPASSWORD
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3.4.6 AT+MQTTCONNCFG: ¥ MQTT ZE£:m P
BEmA

Jyiig:
WE MQTT ##2 &1

s

">, <lwt_gos>, <lwt_retain>

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>, <"lwt_topic">,<"lwt_msg J

W

& ]

e <LinkID>: 4Hi{Y % $F link ID 0,
* <keepalive>: MQTT ping B[], A7 . Jufl: [0,7200]. ERINE: 0, S@mRbIsch 120 #.
» <disable_clean_session>: % MQTT FHH S RE, A X ZSHWELZ(EEHS% MQTT 3.1.1
M F1 ) Clean Session B2 7.
- 0: fHEBIE Mg
- 1 S
o <” lwt_topic” >: #ilE topic, HAKE: 128 F5.
o <” lwt_msg” >: %UE message, fx K : 128 AT,
o <Iwt_qos>: jH#lE QoS, ZEn[ik 0. 1. 2, BRiME: 0.
o <Iwt_retain>: 3Ug retain, SEAIFE OB 1, BRINE: O,

(A

o WE IO, WIS E AT+ MQTTUSERCFG,

3.4.7 AT+MQTTALPN: ¥ MQTT )2 (ALPN)
BE A

i
B MQTT B2 MRS (ALPN)

[AT+MQTTALPN:<LinkID>, <alpn_counts>[,<"alpn">] [,<"alpn">][,<"alpn">] }

W ) *

[ox )

e <LinkID>: 4i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &1, LM [0,5].
- 0: %K MQTT ALPN Jif &
- [1,5]: %8 MQTT ALPN [ &
* <” alpn” >: FRFRSEL, Fx ClientHello H11) ALPN, H FRIPAKIEZ A ALPN SFEELFI 5545
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e
o B AT ap o KIE/NT 256 T4

o HA7E MQTT £F TLS 5§ WSS i}, MQTT ALPN Bt 422440,
o WAEWE B AT+MOTTUSERCFG J5 54 | AT+ MOTTALPN

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+CIPSNTPCFG=1, 8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-S2", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

34.8 AT+MQTTSNI: ¥ MQTT JIlR55 2% #friis (SNI)

e
e
W MQTT 55 7 44 Fi 7% (SND)
e

[AT+MQTTSNI=<LinkID>,<"sni">

Wi 3% ¢

e <LinkID>: 4Hi{{ % $¥# link ID 0,
o <” sni” >: MQTT fR55#8 2 FRim . fE0I PATE ClientHello HRFH & 2% I ik 5545 -

o BEA AT iy o KREER/INT 256 55
o HUHYE MQTT 35 TLS 5 WSS i, MQTT SNI 2B &£k
o WAEBCEAT+MQTTUSERCFG J5 Fdi i AT+MQTTSNI .

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+CIPSNTPCFG=1, 8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-S2", "espressif",6"1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com", 8883, 1
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3.4.9 AT+MQTTCONN: ¥:$% MQTT Broker

iy

e

#1f] ESP32-S2 %75 E 11 MQTT broker

[l

[AT+MQTTCONN?

L)V

+MQTTCONN: <LinkID>, <state>, <scheme>, <"host">, <port>, <"path">, <reconnect>

‘OK

)E’J

Ay

e

i

Lyt :

42 MQTT Broker

A

WA

[AT+MQTTCONN:<LinkID>,<"host">,<port>,<reconnect>

W i <

[OK

<LinkID>: 45i{¢ % #F link ID 0,

<” host” >: MQTT broker $44 , F/KEE: 128 3y,
<port>: MQTT broker 31, fx KM : 65535,

<” path” >: BEEEEAR, HORKEE: 32 %,
<reconnect>:

- 0:

MQTT A HEHHEE. Q2R MQTT #S7HEHE J5 KT, WIJCTk PR A dn & BT i 12

RS RIRAT+MOTTCLEAN=0 fi 2 FEE S, EHESA, MEHmEe.

- 1:

MQTT HZh#E %, SHFAERZ NN,

<state>: MQTT R3S

- 0:
1:
2:
3:
4:
5:
6:

MQTT RKAJiH1E

B2 HAT+MQOTTUSERCEG ;
2R EAT+MQTTCONNCEG ;
ERC W

[ E RS

EEH:, HATTH topic;
CLiEs:, CT L topic.

<scheme>:

- 1:
: MQTT over TLS (

: MQTT over TLS (R:56; server IF5)

: MQTT over TLS (

: MQTT over TLS (#:54 server ilE-F5 3 Hi2 A client IE5) ;

: MQTT over WebSocket (T TCP);

: MQTT over WebSocket Secure (ET TLS, ARIGUFF);

: MQTT over WebSocket Secure (ET TLS, R server IF);
: MQTT over WebSocket Secure (3T TLS, #4L client JE45);

|
O 01 O\ AW

MQTT over TCP;
AFEIHIETS ) 5

FE client E45) ;
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— 10: MQTT over WebSocket Secure (F:T TLS, I server JIF 453 HEL client ) .

34.10 AT+MQTTPUB: %fi MQTT {55 (‘47H)

[y

e
i

&

fig:
T topic A1 MQTT PR i E . R EEMm N B EMXK L, CE&BE T MK AT KA
B 256 FF7, i HAT+MQOTTPUBRAW 4>,

[

[AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain> ]

W i <

[OK

« <LinkID>: 4#i{{ 37 link ID 0,

e <” topic” >: MQTT topic, HAREKE: 128 FIi.

o <data>: MQTT F/5H1 B,

* <qos>: KIHEM QoS, SH#E 0. 1. 52, BHAH: 0.
e <retain>: % 1fj retain,

|
o Bk AT i RE KRBT 256 75 .

o AT ANRERE R \O, AR ELILIREE, W AT+ MOTTPUBRAW iy 4.

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32-32", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"",0,0 //_
SRBFERHAR, FEEHATHESTFRER L.

3.4.11 AT+MQTTPUBRAW: %K MQTT 55,

BEE A

Ystie:

i topic Z AT MQTT JHEL . MR ZAH AR EAI R D, ART A AT iy KB BIfE 256
FAY, WA AT+MQTTPUB 4.

[

[AT+MQTTPUBRAW:<LinkID>,<"topic">,<length>,<qos>,<retain>

W
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OK }
75 > 2o AT WEA TR L BdE, BUR ] DU A B, 2480 KR 31 B340 <length> W{ERT,
AL TR .

FAGH LY, U AT R[] :

[+MQTTPUB:OK }

RN, W AT i a] :

[+MQTTPUB:FAIL ]

B8

o <LinkID>: 47i{¥ 34 link ID 0.

e <” topic” >: MQTT topic, FxARKJE: 128 F7,

* <length>: MQTT JHE K, AN[n] ESP32-S2 1545 11 5 KA 32 3 W] A FH A2 BR 1«
* <qos>: ETHHER QoS, ZHMik 0. 1. 52, AMHE: 0.

e <retain>: & 1jj retain,

3.4.12 AT+MQTTSUB: iJpg MQTT Topic
i 4

i
i E 1T Y topic

P
iy

[AT+MQTTSUB? }

W

+MQTTSUB:<LinkID>,<state>,<"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>,<"topic3">, <gos>

1T 48 € MQTT topic [3EE QoS, FHTFIZA topic (#kZ XFFTF] 10 4> topic).

Py
A

[AT+MQTTSUB:<LinkID>,<"topic">,<qos> J

W
[ox J

2 AT A ST Y topic 1) MQTT R, & [u]:
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[+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

A 1T i topic, MR :

[ALREADY SUBSCRIBE

e <LinkID>: 4§i{{ % $¥F link ID O,
o <state>: MQTT JIR7ES:

- 0: MQTT FKWI4H1k:

~ 1: ©i% B AT+ MOTTUSERCFG;
: BB AT+MOTTCONNCFG;;
D ERC W
D BRI
C B, HAITH topic;

- 6: kR, BTkt MQTT topic.
e <” topic” >: 1] topic,
e <qos>: 1] QoS.

|
wm AW N

ol IR AN T R MTU B S00 BSR IS5 45, MQTT broker AR —ARTHE., H4 T
RES A 2NN B K 4 ESP32-S2 4%, [t ESP32-S2 I BE 3| £ 4% +MOTTSUBRECY JH B
* #7 ESP32-S2 AU E|—4 MQTT 5 &, HiHEK A 1024 747 (04 MQTT #:LF1 MQTT 4
RWEAT) , Wasr A2 4 +MOTTSUBRECY JHEL . MU, BRI PAEE R i 7y X i MQTT Znpr X
PSR
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations >Default MQTT Buffer Size> 1460

3.4.13 AT+MQTTUNSUB: Hii§iT 5 MQTT Topic

B PURBGN TR opic, AIZYCRAA R4, DURITTIAR R wopic.

A .
"Il/?\‘

{AT+MQTTUNSUB:<LinkID>,<"topic">

W

[OK

ARV i 1% topic, JUJR A :

NO UNSUBSCRIBE

OK
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BH

o <LinkID>: 4#i{ 4% link ID 0.
e <” topic” >: MQTT topic, A EKE: 128 FIi.

3.4.14 AT+MQTTCLEAN: WiJF MQTT &%

B

&F

i
Wit MQTT 842, BEHwIE.

P
iy

[AT+MQTTCLEAN:<LinkID>

W

[OK

S

o <LinkID>: 47i{Y 3745 link ID 0.

3.4.15 MQTT AT &A%

MQTT 4%i%f5 DL ERR CODE: 0x<%08x> JERATEHI,

EIRFER $HIRAD
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
ZTn
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F2-#EIW
$EIRZER $HiIR
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT _MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT _MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT _MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE _READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT _MQTT _DISABLE CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT _MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT _MQTT _LWT RETAIN_VALUE_IS_ WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT _READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT _MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT _MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT _MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
ZT!
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x2-EEW
fRiRZER $HI=AG
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.4.16 MQTT AT {5l

o ki, AT MQTT @y #BR&HE 10 BN L., {HAT+MQTTCONN 4o, Flan, i hasa

B LM, AT+ MQOTTPUB £:7E 10 #h N LY., {HAT+MQTTCONN i S AEM IS AT LT
] BE T L5 22 17 B 1) ) o SEAL i £

o UNARAT+MQTTCONN ;23T TLS @4z, B L nyEaT it e A 10 #5, W) 4 i el i) 2> fi H i T
B LR AR K.

o 24 MQTT iEEW B, £3E/8 +MOTTDISCONNECTED : <LinkID> JH &,

o M4 MQTT #E#EH, &3:/8 +MQTTCONNECTED: <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> JH & .

3.5 HTTP AT 544

o N3

o AT+HTTPCLIENT: %% HTTP % Pk sk

o AT+HTTPGETSIZE: #HU HTTP % iE ko /)

o AT+HTTPCGET: % HTTP %5

o AT+HTTPCPOST: Post 1§7E K1 HTTP %=
o AT+HTTPCPUT: Put $%3& K F£ ) HTTP ¥4

o AT+HTTPURLCFG: V%' /3kHU K-ty HTTP URL
o AT+HTTPCHEAD: %% /75 HTTP 53k 3k

o AT+HTTPCFG: %% HTTP & )1 v i &

o HTTP AT 4%i% %

351 74

BRI AT B4 2R N rA AT 4. W AR T2 ESP32-S2 7 HTTP @4, i H
ﬁ%ﬁ’é ESP-AT 142, fE55 Tib M LR Bk dE

e #2/f] Component config->AT->AT http command support

3.52 AT+HTTPCLIENT: %% HTTP %0k K

B A

&

e

A

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">], <transport_type>|[,
—<"data">][,<"http_req header">] [,<"http_reqg_header">][...]

W )i :

+HTTPCLIENT:<size>, <data>

OK
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o <opt>: HTTP & Fimif R vE:
: HEAD
GET
POST
PUT
— 5: DELETE
* <content-type>: & i KA A -
- 0: application/x-www—form-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3! text/xml
* <” url” >: HTTP URL, Y4J5HIY <"host"> fll <"path"> ZHCHZERS, XS HENHETXH
e =i ¢
e <” host” >: 445 IP #idik.
o <” path” >: HTTP j§4%.
* <transport_type>: HTTP % FuffEHiZeal, EIMEN 1
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: ¥ <opt> @ POST i sKIf, ASHC N KikL HTTP R 55450 8HE. 4 <opt> A2
POST #3KE, ENSEAFAE (W, ARFEM AL S RERHTXNSE).
o <” http_req_header” >: W]k EZ A RLLIRS 2.

|
EENELVST \S R

it

o QSR URL YRR 5 2 K BEB I T 256 57715, 1 Je i lJAT+HTTPURLCFG fin 4TI & URL,
IREAA B <"url"> SHFHEEREN "".

o R url AR, HTTP % ikt B9 208 host SH0M path 40 1R url S84
W AT ER S 2E, HTTP & P ] host S8l path 24,

o BLEO TR A B M BRIAR SCRE HTTP % P v 2 (FE 1 WLESP-AT B # 2 5F) , H @] 3d 1 A
THAMME T Hizad: . /build.py menuconfig > Component config > AT >AT http
command support, REHIFMH (FFIHH LA F ESP-AT T.42) .,

o ZATA AN SCRE URL g ], 2RI IR 45 4R IR ASHS 301 GRAMEE ) 50 302 (1lfH
HEM) AL H kL2 URL fihik . S0] DA A 88 T 1 ARICE 7 A 55 B URL, 4R 538
W ZAT VT E

o WERAE <"data"> SHWE S MK B T 256 57, WM AT+HTTPCPOST fig%.

o TREE LM HTTP i3k 3k, W] AT+ HTTPCHEAD iy 4.

il

// HEAD #
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET 3 %k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST # K
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post", 1, "fieldl=valuels
—~field2=value2"

3.5.3 AT+HTTPGETSIZE: 0 HTTP FE 5 Kk/h

v

7

XF

R

EBH

Eld
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[AT+HTTPGETSIZE:<"ur1">[,<tx size>][,<rx size>][,<timeout>]

Wi % ¢

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KEZEf7k/N. Bfi: 45, BRME: 2048, JEF: [0,10240].
o <rxsize>: HTTP BURZEF I/ BT F37. BRIAME: 2048, JEFE: [0,10240].
o <timeout>: RIZGHEM. Hf7: ZFb. BRAME: 5000, JEREI: [0,180000].

o <size>: HTTP &EFE K/,

el
 WRALE URL AYRE SR QYKL T 256 5717, T 5E M AT+ HTTPURLCFG fiy 4 TiliC # URL,

IR LA <"ar 1> ZHE B
o QARAEANCE HTTP 35Kk, WM HAT+HTTPCHEAD fiy %30 .

il

[AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.54 AT+HTTPCGET: Il HTTP ¥iji

v

o

<

R

¥

228

e

[AT+HTTPCGET:<"url">[,<tx size>][,<rx size>][,<timeout>]

W 3% <

+HTTPCGET:<size>, <data>
OK

BY

e <” url” >: HTTP URL,

o <txsize>: HTTP KiEGAEI/N. BAfL: F5, BRIAE: 2048, i : [0,10240],
o <rxsize>: HTTP BULEF I/ BT F37. BRIAE: 2048, JEFE: [0,10240].
<timeout>: WZHHAN. Bf7: ZF. BRHAME: 5000. FEHEl: [0,180000].

|

 WRAE URL (RS ar S m K L T 256 547, I 5EMIAT+HTTPURLCFG fis - Hilid & URL,
RIEAA WA <"url"> ZHFHEEREN "".
o WARGEARE HTTP 353Kk, AT+ HTTPCHEAD i %1 & .
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3.5.5 AT+HTTPCPOST: Post $55% K iy HTTP Eoiit

B A

PI

?

%

=)

1]

AT+HTTPCPOST=<"url">,<length>[, <http_req header_cnt>][,<"http_reqg header">..<"http_
—req_header">]

Wi % ¢

OK

>

E%‘ >§§/T AT ES IR R, BT A A, 248U K B IR B 240 <length> FY{EIT,
%J}F o

A, iR

[SEND OK }

RN, IR

[SEND FAIL }

e <” url” >: HTTP URL.
o <length>: 7% POST /) HTTP $(#iK 5. e KK BE4ET 245 0] A0 Be 323 ) K/
. <http_req_header_cnt> <"http_req header"> BEHIEE .

» [<” http_req_header” >1: HTTP iisksk. AJ%%EA R KA S

o QRALE URL AR S5 an S KB T 256 277, i e HAT+HTTPURLCFG fip % il lit & URL,
RIGA AT <"url"> ZEHEREN ",
o ZmA ) content —type BRIAZEHLN appllcatlon/x www-form-urlencoded,

o QIR E HTTP 5K 3k, 15 FAT+HTTPCHEAD f A% .

3.5.6 AT+HTTPCPUT: Put {55 K%y HTTP it

%

&E

EIJ
&

=’>

AT+HTTPCPUT=<"url">,<length>[,<http_req header_cnt>][,<"http_reqg header">..<"http_
—req_header">]

Wi i ¢

OK

>

(13 » 27 AT HEAFFARGH T, ISPV ABR, S8 RIGSBIBHC <1engen> 0,
I 1.

Ay, MR :
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[SEND OK

R, R [a -

[SEND FAIL

e <” url” >: HTTP URL,

* <length>: 5 Put i) HTTP $fi K. HRAKEET R0 B[R

 <http_req_header_cnt>: <"http_req header"> ZEEE .

* [<” http_req_header” >]: HTTP {5k, 1] &k MR AR5 4.

B

AR URL (R A ar M KR 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hilid & URL,

RIEA MG <turlv> SHEEREY "
« WL HTTP ok, Wl FIAT+ HTTPCHEAD 6o 4B

3.5.7 AT+HTTPURLCFG: ¥/ HTTP URL

[AT+HTTPURLCFG?

Wi

[+HTTPURLCFG:<url length>, <data>]

{AT+HTTPURLCFG:<url length>

MW .

OK

>

P > 3R AT HERAFHCR D8, U T AR A URL, 488 K AT S 4L <url length> [

{HI, RYER[HE:

[SET OK

+ <urllength>: HTTP URL KJi. FAfi: 7.
— 0: [ HTTP URL it .
— [8,8192]: ¥ HTTP URL fii & .
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 <data>: HTTP URL ¥ .

3.5.8 AT+HTTPCHEAD: % /4# iy HTTP i3k L
A

D e
iy

[AT+HTTPCHEAD?

W ) :

+HTTPCHEAD: <index>, <"req_header">

[AT+HTTPCHEAD:<req_header_len>

W 7

OK

>

F55 > F7n AT WEAS I AT a5 4 5, DERFESnT DA% A HTTP 353Kk (K30 key: value B
), BEIRKEFEESE <req_header_len> WER, AT k[H]:

 <index>: HTTP #{3KkLMZEF[{H.
e <” req_header” >: HTTP K3k,
 <req_header_len>: HTTP #3RK [, BA: F5.
- 0: JHERITA CBCE ) HTTP 352Kk .
- e BE— DB HTTP 65Kk

Lz
o RS —WHAERE 1 HTTP #R:3k, HAAZWRILE, TEZA AR HTTP #35K k.
o ARAECER HTTP iR 2 mbEr, —HIXE, Frfg HTTP B S#5S #isk sit ok 3k

o REABEEN HTTP #53K kW) key WRFIHE HTTP 6y A0k 3k iy key A, WS A
A B HTTP 353K 3k,

2N

/] R EERK

AT+HTTPCHEAD=18

/) FEWRE ">t FEE, MANTH Range HRL, TRERMM 256 MFH
(EETF 1)
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(B L)
Range: bytes=0-255

// T # HITP ¥ &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32s2/index.
—html"

3.59 AT+HTTPCFG: %P HTTP %% ) infic
BE A

s

[AT+HTTPCFG=<auth_mode> [, <pki_number>] [, <ca_number>] }

W

& 1

¢ <auth_mode>:

- 0: AAIE, M EFEIES <pki_number> il <ca_number> Z4{;

— 1: ESP-AT #{lt HTTP % FiimiiE-fifit HTTP Iz 55 #%im CA WEA5:

- 2: ESP-AT HTTP % Fizk A CA UE-FRARH: HTTP fiz 55 25 v ik 45 ;

- 3: MEINIE.
o <pki_number>: {EBMRHAKERSG], WREAEUEBFFAH, HAEN M 0.
* <ca_number>: CA [R5, WRHA—4 CA, HENH O,

]

o WA AT A % HTTP JE B ECE, &a[PAE A . /build.py menuconfig > Component
config>AT >AT http command support >AT HITP authentication method FikZl
HAFIH S Hr

o KA EMNSHE SRR, —HIRE, i HTTP ar ¥ L HxBEleE .

o MRS B CRUES, B TG AT+SYSMFG iy %508 HTTP k4. WREEfiRR H O
RIETS, 5S35 4ol &3 PKILE .

* Q2R <auth_mode> [N 2 B3 3, N T RIS AAIER ARG, WHIERKEHE HTTP 64 i
ffiff ESP32-S2 CLARHUEN M ETHH] . (0] AR AT+CIPSNTPCFG fip %KL E SNTP,  $REY Fi B
], B3EAT+CIPSNTPTIME? £y 4251024 B /] . )

3.5.10 HTTP AT %}ikig

JEAT+SYSLOG=1 J&i, HTTP % iR RIS, AT SR R . A RAb ksl :

[ERR CODE: 0x010a7xxx }

Hor 01 RBHARIHAT, Oa RAIHMNAT AT Ay Z5R, Txxx Fo8 HTTP $5 iR, QIR xxx £
HTTP FRUERESTIEE A, WIFIRARiE HTTP RS ; R NRIR AT HTTP NERR RS RIS . R T
Jr HTTP RS E R, EEZPEWEIHS% RFC 2616).
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HTTP $&iR%0 (HTTPRZSHES)  tEA

0x7000 FE AT TR R

0x7190 (400) Bad Request

0x7191 (401) Unauthorized

0x7192 (402) Payment Required
0x7193 (403) Forbidden

0x7194 (404) Not Found

0x7195 (405) Method Not Allowed
0x7196 (406) Not Acceptable

0x7197 (407) Proxy Authentication Required
0x7198 (408) Request Timeout

0x7199 (409) Conflict

0x719a (410) Gone

0x719b (411) Length Required

0x719c (412) Precondition Failed
0x719d (413) Request Entity Too Large
0x719e (414) Request-URI Too Long
0x719f (415) Unsupported Media Type
0x71a0 (416) Requested Range Not Satisfiable
Ox71al (417) Expectation Failed
0x71f4 (500) Internal Server Error
0x71£5 (501) Not Implemented

0x71f6 (502) Bad Gateway

0x71£7 (503) Service Unavailable
0x71f8 (504) Gateway Timeout

0x71£9 (505)

HTTP Version Not Supported

3.6 TE&RSE AT a4k

. 2

o AT+FS: U RG#HAE
o AT+FSMOUNT: f£#/H# 425

361 ¥

W BOAR AT PR SCRFBE U R /Y AT fir <. URATE 2 ESP32-S2 UM RS2,

¥ ESP-AT 142, Jr36 10 HCE TR

* J3H Component config->AT->AT FS command support

W HATH

3.6.2 AT+FS: 1FZGcHfE

=

=

[AT+FS:<type>, <operation>, <filename>, <offset>, <length>
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o <type>: HH{LZH: FATFS
- 0: FATFS
¢ <operation>:
- 00 JHERSCHF
-1 53
- 20 EH
- 30 SR
-4 EEART U, HEMOCRRE
o <offset>: fmfsHihl, VE T IREERIERE
* <length>: K, fUEFX S5 HAFRE

Bl

© R HEEHECUF RS, AT+FS SUE RGBS MG, SRAEW AT+ FSMOUNT=0 iy 4 #]

BOUFRGE, AR R RAM %5[H],

o i AR A 55 ka5t at_customize.bin, {5 B W £ ESP-IDF 43X 3% Fl4=fT f 7 Lo X,

o HEEBCEHR AR R T SE BRSO, AR 18] 52 K A R

* ¥ <operator>Hwrite W, RGEWENMATSEILHATRI >, MR AL EHIRAE, £

P E N 5 <length> —3(,

il

// MBS X

AT+FS=0,0,"filename"

/) EEAXHREHAE 100 XEAN 10 FF
AT+FS=0,1,"filename", 100,10

/) REAXERB A 0 LB 100 FF
AT+FS=0,2,"filename", 0,100

// Bl AR E ET A X

AT+FS=0,4,"."

3.6.3 AT+FSMOUNT: $E#y/H1#k FS 1R 5

v

BE A

N

A

=

[AT+FSMOUNT:<mOunt>

W i <

[OK
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ZH
e <mount>:
- 0: % FS &S5
- 1 H#EFS RS
Ba]

o AT+FS SCAFRGHASENUR , STV T A G AT+ FSMOUNT=0 s 4 EIBCCIF RS, FREHOK
= RAM %3],

il

/] FHAEXM RS

AT+FSMOUNT=0

/] FHEEXMGR A

AT+FSMOUNT=1

3.7 WebSocket AT #5245

. 4

o AT+ WSCFG: Ti¢HE WebSocket Z:%§

o AT+WSHEAD: 1% /%5t WebSocket 53R 3k
o AT+ WSOPEN: #xif)/4]FF WebSocket %42

o AT+WSSEND: [a] WebSocket 3% & &5 s
o AT+WSCLOSE: 3[4 WebSocket %4

371 ¥

T BUAN AT B ORI T R 1Y AT . A0SR 4375 % ESP32-S2 37 WebSocket iy 4>, i H
F7%7% ESP-AT 142, FE&5 TLAPMD & TR Lk

* |3/ Component config->AT->AT WebSocket command support

3.7.2 AT+WSCFG: Jt¥: WebSocket £

LA

-t

=

A

AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] [, <auth_mode>,
—<pki_number>, <ca_number>]

W%
[ox J

54
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|

il

<link_id>: WebSocket i#3% ID. JEF: [0,2], Bk %+ =4 WebSocket 1445 .
<ping_intv_sec>: %% WebSocket Ping [8]FF. EA{7: #b. JOE: [1,7200]. BRIA(E: 10, BP: &fE
10 Fb % 3% —¥% WebSocket Ping £ .
<ping_timeout_sec>: WebSocket Ping #81}. BAf7: Fb, JoHE: [1,7200]. BRIA(EH: 120, Bp: 120
F e #| WebSocket Pong £, | 5& [H] 4 .
<buffer_size>: WebSocket Z X K/, BAfV: F5. JEME: [1,8192]. BRIA(E: 1024,
<auth_mode>:

- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;

— 1: ESP-AT $##4it% FrumiiE itk 555 i CA IE 1AL ;

— 2: ESP-AT % Pk A CA JIE+5 AR AR 55 % v F1IE 45 5

- 3: fHEINIE.
<pki_number>: {EHFFEAMERG], WR G —AEBMAL, HAHW A 0.
<ca_number>: CA fJ&5], R G CA, HAHN K 0.

LS MW AEAT+WSOPEN 2 Bilic g, WA SARL.
ﬁn%ﬁ M B CRIET, B1THHE M HAT+SYSMFG fin 455 WebSocket k45, Q1AL AR TR %
HOMIES, S %4ofT #37 PKIGLE
W <auth_mode> FLE N 2 834 3, N TGRS AHUEBARY , #54E K IEAT+ WSOPEN fiz%
HIHfAAR ESP32-S2 LRI M FTi R . (0] AR AT+CIPSNTPCFG i KBl SNTP,  FREY4 i
WHE], &3EAT+CIPSNTPTIME? £y 4251 24w itia . )
MHINIE RG] T TLS &4 WebSocket i%3% (ARZ %) .

// ®HE link_id # 0 # WebSocket # # # Ping X Z HE# 30 &, BH 60 #, ZWwR_
4096 FH
AT+WSCFG=0,30,60,4096

3.7.3 AT+WSHEAD: $:¥/#5if) WebSocket i 2K 3.

A ity 2

g

(Tifevs

Py
4

[AT+WSHEAD?

Wi i+

+WSHEAD : <index>, <"req_header">

OK

B A

[
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[AT+WSHEAD:<req_header_len> J

Wi % ¢

OK

>

75 > FR AT HE I AT 4 L8, BEEHET] DAS A WebSocket 13K 3k (73K 3k A key: value
), SEHK ARSI SE <req_header_len> [W{HMK}, AT & :

& 1

» <index>: WebSocket i3k {H

* <” req_header” >: WebSocket i3k 3k

+ <req_header_len>: WebSocket ifsR3LK B, Hfi: FAY.
- 0: WA T % E A WebSocket 13K 3k .
- HABAE: BE—ASHTH) WebSocket 153K 3k .

e
o RS —I HAEBEE —1 WebSocket K3k, HW DAL KIKE, SZHRFZMANE R WebSocket 15K 3k .

o ANAATE ) WebSocket 3K Sk &4 RtERy, —Hi%E, i WebSocket {1y R4 HEA1F iX L84 3K

il

/] HE#F kK
AT+WSHEAD=49

/) EWKE "> FEFE, WAMTH authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE50Tk6MTIzNDU2Nzg=

// T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_ self"

3.7.4 AT+WSOPEN: #:ify/$TH—4> WebSocket 1%

[AT +WSOPEN? }

M) i :
YA ERR, AT R[]

+WSOPEN:<1link_id>, <state>, <"uri">

OK

LA B, AT 1R [0
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N~
e

-
v E

[AT+WSOPEN:<link_id>,<"uri">[,<"subprotocol">}[,<timeout_ms>][,<"auth">]

W 3 :

+WS_CONNECTED:<1link_id>

OK

o <link_id>: WebSocket %4 ID, M : [0,2], HI& K Z#H: =/ WebSocket £,
o <state>: WebSocket LIRS .

— 0: WebSocket &3 K],

— 1: WebSocket &3 IEAE T IE

— 2: B2t WebSocket £z,

- 3: i WebSocket Pong #B T B SEBGE A A 1%, IEAESRFEIE.

- 4: DB S5 um WebSocket P, 1EAE A3k 5 PR IR 5545 «
o <” uri” >: WebSocket IR & #5155 — EIFFRIFLE.
* <” subprotocol” >: WebSocket T/} (&% RFC6455 1.9 &77),
* <timeout_ms>: 737 WebSocket 8 (BT A ] . BAA7: ZEFb. JEHE: [0,180000]. ERIA(E: 15000,
e <” auth” >: WebSocket %A1 (2% RFC64554.1.12 &7,

il

// uri HZ ¥ Kk B T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDVR1el1lD3eiVjgZ9VRiaV&notify_ self"

MRS WebSocket 715 .

3.7.5 AT+WSSEND: [i] WebSocket ¥E42: % 1% Bt

v

)F\.

AUNTEC

s

[AT+WSSEND=<link_id>,<length>[,<opcode>][,<timeout_ms>]

W

OK

>
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bk RoR AT CHER S AT port BB, O mT DA AR, 24 AT U2 5O Bodh 1K RE 1k 3]
<length> J5, BT,

UNSRR S MR BB AR i I B RTT, aR (] -

[ERROR

LUBS S6 /i 1) Y I A

[SEND OK

ZH

o <link_id>: WebSocket i£32 ID, JulH: [0,2].
o <length>: KEMFAEKE, A FA7. W RIEN IR KK EHAT+WSCFG 1) <buffer_size>
BB 10 FIZRGEA] 4 Be A S (R NS R eE - (BT i/ IMA) «
» <opcode>: k3% WebSocket i 7Y opcode., Ji [ : [0,0xF]. BRIAME : 1, B text i, 355 RFC6455
5.2 FAT T Z 1) opeode.
— 0x0: continuation ij{
— Ox1: text fif
— 0x2: binary i
- 0x3-0x7: yHE IR SR E
— Ox8: TEHZ K P
— 0x9: ping i
— OxA: pong Iifi
— OxB - OxF: iy Hg il iiifr 1
o <timeout_ms>: KiEEFEE]. B ZFP, JEE: [0,60000], ERIA(E: 10000,

3.7.6 AT+WSCLOSE: X:[4] WebSocket j4:4%

[AT+WSCLOSE=<link_id>

W

[OK

S

o <link_id>: WebSocket i3z ID, JL[E: [0,2].

Bl

// *M ID 4 0 B WebSocket £ ¥
AT+WSCLOSE=0

3.8 54K AT %
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o AT+FACTPLCP: J % PLCP =43 PLCP

381 ¥

gl BOIAK AT B0 TR FROFTA AT @14 MURGORTE S ESP32-S2 LiHE ka4, WA
74i% ESP-AT T4z, e85 A AW TR HLERE

o 2 Component config->AT->AT signaling test command support

3.8.2 AT+FACTPLCP: %% PLCP gfiji PLCP

)E'\J

CE

e

[AT+FACTPLCP=<enable>, <tx_with_long>

Wi i ¢

[OK

* <enable>: J3 /25 FahlidE

- 0: ] FEhEE, R <tx_with_long> ZEUHIBRIAE

- 1 B TS, AT &9 PLCP 85B8IBT <tx_with_long> 4k,
« <tx_with_long>: %% PLCP &% PLCP:

- 0: Zi£55 PLCP (BRiN):

- 1: %% K PLCP,

3.9 g AT %

o /B

« AT+DRVADC: #:Hl ADC it

o AT+DRVPWMINIT: ¥t&4k PWM IK 5 5%
o AT+DRVPWMDUTY : ¥%'% PWM 5251
o AT+DRVPWMFADE: %'& PWM 75

« AT+DRVI2CINIT: 444k 12C FHLIKE
o AT+DRVI2CRD: 5 12C ¥k

o AT+DRVI2CWRDATA: B A 12C %

o AT+DRVI2CWRBYTES: B ARt 4 F451 12C Hi
« AT+DRVSPICONFGPIO: it & SPI GPIO
» AT+DRVSPIINIT : 14t SPI LK)

« AT+DRVSPIRD: iH{ SPI %3

o AT+DRVSPIWR: ‘B A SPI ¥
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391 ¥

W WA AT FEA AR SZR T R AT fy4. W55 32 BSP32-S2 ik sh 4, i BiT% %
ESP-AT 142, TR TP E TR B k%

e |3 Component config->AT->AT driver command support

3.9.2 AT+DRVADC: %l ADC ki

YL
23

-

[y

E:
4

=

[AT+DRVADC:<channel>, <atten> }

W i :

+DRVADC:<raw data>

OK

S

e <channel>: ADCI ¥,
» ESP32-S2 £ M HUEE A 0,71,

7
(i

B

GPIO36
GPIO37
GPIO38
GPIO39
GPIO32
GPIO33
GPIO34
GPIO35

NNk WD = O

o <atten>: TEJE{H.

* 0: 0dB ZJ8, A&MEEFEI (100, 9501 mV.,

e 1:2.5dB 3, ARLMETERE AN [100, 1250] mV,
* 2: 6dB =, ARMETLEY (150, 1750] mV.

e 3: 11dB H, ARETLRE N [150, 2450] mV,

o <raw data>: ADC iBiE{H.
B
o ESP-AT H % ¥ ADCI.,

o ESP32-S2 37 # 12 i 55,
o NPT UMK EE (R O U, W RASE ADC Hidf,

Espressif Systems 134 Release release-v4.1.0.0
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32s2/api-reference/peripherals/adc_continuous.html#adc-continuous-read-conversion-result
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 3. AT Ay d4E

il

// ESP32-S2 # & WE K 0dB EM, AXMEE E A [100, 950] mV
// B JE % 2048 / 4095 * 950 = 475.12 mV

AT+DRVADC=0,0

+DRVADC:2048

OK

3.9.3 AT+DRVPWMINIT: #)igik PWM Big)5s
AT

[AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>]

o <freq>: LEDC SER2afis%R, BA{i: Hz, Ji[fl: 1 Hz~8 MHz,

+ <duty_res>: LEDC i_iﬁHj SRR, 0~20 1.

* <chx_gpio>:LEDC iiif x [{ %t GPIO. {71, WA AR GPTIO16 EAiiiE 0, FF i B <ch0_gpio>
N 16,

o ESP-AT e Z R 0% 4 Ml

e HAMAW MBI BEEKE Bk E T HE PWM iy 4 (WAT+DRVPWMDUTY
FMIAT+DRVPWMFADE ) § @zmﬁaﬁLﬁ B, ﬁu%w\%ﬂﬁﬁﬁtﬁﬁ/\ il , il 4 AT+DRVPWMDUTY
i HAE R E O @ ) PWM (5251

o BRANG S A R R . T 225 S I SRR 5 7S L R R

il

AT+DRVPWMINIT=5000,13,17,16,18,19 // # % 4 NiE®, MEH 5 kHz, H F o E 4
13 fr

AT+DRVPWMINIT=10000,10,17 // RuBHEE O,
~kHz, & o #EEA 10 £, £ ¥ PuM #ﬁa&ﬁré\ﬂﬁ‘éi&tﬁ

3.9.4 AT+DRVPWMDUTY: ik%¥ PWM %5k
BE A
A

[AT+DRVPWMDUTY=<chO_duty> [,...,<ch3_duty>]

W

Espressif Systems 135 Release release-v4.1.0.0
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32s2/api-reference/peripherals/ledc.html#ledc-api-supported-range-frequency-duty-resolution
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 3. AT Ay d4E

o <duty>: LEDC il 5251, JEH: [0,2 A=
L]
* ESP-AT Iz Z HE0HF 4 M .

© FOABIETTHRCE A, HIREIZS L

il

AT+DRVPWMDUTY=255,512  // uﬁzﬁ , WEREE 1 B &5 A 512
REE

AT+DRVPWMDUTY=, , 0 //

3.9.5 AT+DRVPWMFADE: ¥ PWM #ids

-t

=

AT+DRVPWMFADE=<chO_target_duty>, <ch0O_fade_time>[, ..., <ch3_target_duty>, <ch3_fade_ }
—time>]

W i ¢

[OK

S

o <target_duty>: HFR¥iAs F45H, i [0,2 dv-resoluionp],
o <fade_time>: Wi L[ KEfE], BA: 2D,

B

* ESP-AT i Z B K 4 il
° E%/\ i ’é‘ﬂﬁ uﬁ <target_duty> ﬂ:‘[] <fade tlme> E*ﬁé EH%EIJT

il

AT+DRVPWMFADE=, , 0, 1000 /) R — A EkEYE 1 MERREEA O
AT+DRVPWMFADE=1024,1000,0,2000, // fEH —fHHuE ¥ EE 0 & 5EFHiEE H_

1024, HMHHEKEEE 1 W ERHER O
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3.9.6 AT+DRVI2CINIT: #jh&ft 12C FHL9RE)

v

H

N

B

¥

v

A

=

[AT+DRV12CINIT:<num>,<scl_io>,<sda_io>,<clock>

W i <

o <num>: 12C il 1%, JE[: 0~ 1. GRKREEFEHISE, AT KAWIHILZ 12C i .
e <scl_io>: 12C SCL {511 GPIO -,

e <sda_io>: I2C SDA {51 GPIO =,

o <clock>: FAUBA R 2C BFEp%, B Hz, HKfEH: 1 MHz,

el
o Afpd HHE 12C L.

il

AT+DRVI2CINIT=0,25,26,1000 // #J# {4 I2C0, SCL: GPIO25, SDA: GPIO26, I2C.
< B 47 J % : 1 kHz

AT+DRVI2CINIT=0 // B I2C0 %41

3.9.7 AT+DRVI2CRD: %I 12C %

=

A .
A

=

[AT+DRVIZCRD:<num>,<address>,<length>

Wi i ¢

+DRVI2CRD:<read data>
OK

S

o <num>: I2C ig5, JEH: 0~1,
o <address>: I12C MBI HHE
— 7 {vi#bdk: 0~ O0x7F;

— 10 fiztldk : 55— AR E-EME 1111 0XX, Hir i 5 AL XX & 10 (ki s W7 . 5l
i, iR 10 7k >R Ox2FF (b’ 1011111111), AR i Atk >4 0x7AFF (b’ 111101011111111).

o <length>: 12C HEKE, JuH: 1~2048,
+ <read data>: 12C i,
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e
o 12C kg g [l —Fb.

il

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 M4k 0x34 A EEW 1 F

AT+DRVI2CRD=0, Ox7AFF,1 // I2C0 M 10 fL # 3k Ox2FF 4 & A - &

// I2CO0 3 H ik 0x34, FHF Z MU 0x27, L 2 FH

AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 4 B &% & Hoib 0x34. FHF & 0x27

AT+DRVI2CRD=0, 0x34, 2 // I2C0 I 2 FF

3.9.8 AT+DRVI2ZCWRDATA: G A 12C ¥
A

LT

[AT+DRVIZCWRDATA:<num> , <address>, <length>

Wi % ¢

OK
>

W) BRI, AR ANEE, SEIRAH SR E KREG, BiRfemITes.

AR ), R A -

[OK

R R R, R [u] -

[ERROR

BH

e <num>: 12C G5, Jui: 0~1.
o <address>: 12C ML Huht
— 7 fiHbdl: 0~ OX7F;

— 10 fihbdik : 55— B ET-EAMALE 1111 0XX, HoAr i 5 W7 XX A& 10 {7 bk i i i A7« i)
i, ansk 10 [z thl >4 0x2FF (b” 1011111111), A2 4 A B ihl >4 0x7AFF (b” 111101011111111).

o <length>: 12C HHE K, JuR: 1~2048,

Bl

o 12C kgt A —#b

hil

[AT+DRVIZCWRDATA:O,OX34,10 // I2C0 BN 10 F ¥ %K T # i 0x34
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3.9.9 AT+DRVI2ZCWRBYTES: E A A 4 52741 12C Hidi

v

BEE A

N

v

A

=

[AT+DRV12CWRBYTES:<num>,<address>,<length>,<data>

W i <

o <num>: I2C iS5, JEH: 0~1,
o <address>: 12C MHLiE#HIHLE .
— 7 fiHihk: 0~ Ox7F,

— 10 fikbdik - 55— ADFATRIE-EA AL 1111 0XX, Horig 5P A7 XX a2 10 7k f s A7 . Bl
i, iR 10 kA Ox2FF (b’ 1011111111), AR i A tihk >4 0x7AFF (b’ 111101011111111),

* <length>: 55 AN 12C HyRJE, JEMH: 1~4 545,

o <data>: Z% <length> {EKEFREIE, JEHE: 0~ 0xFFFFFFFF,

Bl

o 12C kgt i [a] o —#b

il
AT+DRVI2CWRBYTES=0,0x34,2,0x1234 // I2C0 BN 2 F¥H HIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F ¥ P 0x1234 F 10 L My 4k

// I2CO0 B it 0x34. FfF B H i 0x27, FKEH cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.9.10 AT+DRVSPICONFGPIO: [it¥i SPI GPIO

B
fes

[AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

o <mosi>: FHMAESXTI A GPIO 1.

o <miso>: FAMMEFXIN GPIO &, #AMHEH, EL-1.
<sclk>: SPI B4 {5 % 1. GPIO 45 .

o <es>: BEFEMMLKES X, GPIO &M, A A, EA-1.
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3.9.11 AT+DRVSPIINIT: #ji&ft SPI F:HLE8%5)

WE WA
[
[AT+DRVSPIINIT:<clock>,<mode>,<cmd_bit>,<addr_bit>,<dma_chan>[,bits_msb] ]
W i <
[ox ]
ZH
o <clock>: IJARSEEE, 40480k 80 MHz, Bifi: Hz, fyffd: 40 MHz.
e <mode>: SPI i, JuR: 0~3.
* <cmd_bit>: Ay BT BEIAGIEL, ORIl 0~ 16,
« <addr_bit>: HBHFFEHOEGAGIEL, 0~ 64,
e <dma_chan>: jEiH 1 3{ 2, AF% DMA RN 0,
o <bits_msb>: SPI %#Etg = :
— bit0:
+ 0: Jef%4 MSB (BRI )
« 1: Jei%Hy LSB,
— bitl:
« 0: Jeizlle MSB (3K )5
« 1: St LSB,
i)
* HTE SPI A4S ALHI L & SPT GPIO.
ZN ]

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H % : 100._

~kHz; R 0 AN Ef i BERKIALEAN 0; L@ F DMa; K f gk LS
OK

AT+DRVSPIINIT=0 // Ml SPI I 3z

OK

3.9.12 AT+DRVSPIRD: it SPI %z

=

A

[AT+DRVSPIRD:<data_len>[,<cmd>,<cmd_len>}[,<addr>,<addr_len>]

M

+DRVSPIRD:<read data>
OK

Espressif Systems 140 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 3. AT Ay d4E

o <data_len>: FFiEHU) SPIBEK BE, JEH: 1 ~ 4092 735,
o <emd>: Ay HHE, BUEKEH <cmd_len> SN E .

» <cmd_len>: AYRAEEH R, JEH: 0~2 5.

o <addr>: fy&Hidk, HuhEKEH <addr_len> S E.
o <addr_len>: ZARAGHFHIEIEE, JEH: 0~4 5.

|

« #MJT DMA, <data_len> SHUAEK RS E MBI N 64 45

il

AT+DRVSPIRD=2 // B 2 F % %
+DRVI2CREAD: ffff
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // # B 2 F % H## , <cmd> % 0x03, <cmd_len> 4 1.
% ¥, <addr> % 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.9.13 AT+DRVSPIWR: ‘5 A SPI %

=

DN .
A

=

[AT+DRVSP IWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

] i 2
M <data_len> BEMEART 0, AT R[4 :

OK
>

YR BRI RS, A GRS AR, SRRAFISEIRE R E S, Rt mITh .
AR S, AT R[] :

[OK

Y <data_len> BN O W, BEN AT HtLharSRisthht, Atk SPI &, SR AT iR |u]:

o <data_len>: SPIZ#R{CE, JiFE: 0~4092,

o <emd>: Ay HHE, BIEKIEH <cmd_len> ZEE .
o <emd_len>: ARAEE RS, JEH: 0~2 575,
o <addr>: fyHidik, HbbKEH <addr_len> K E .
o <addr_len>: ZARAfEHPHUBEK RS, JER: 0~4 FAY.
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B
« M DMA, <data_len> SHUE KA IR 64 47

il

AT+DRVSPIWR=2 // B N 2 F % K#E
OK

> /] K EAT R
OK

AT+DRVSPIWR=0,0x03,1,0x001000,3 // B XN 0 F ¥ $ 4, <cmd> # 0x03, <cmd_len> % 1.
% ¥, <addr> % 0x1000, <addr_len> % 3 F ¥
OK

3.10 Web JIR55%s AT i %>

. AT+ WEBSERVER: J& /2% /i Web 7 45 240 & Wi-Fi %45

3.10.1 #r#4

TP AN AT B R SCRRILTUE T AT fird. An5AARTR 22 BSP32-S2 S kf Web [l #nrin %, A
1747 ESP-AT 142, {E55 TP T E TAR ks

e |3/ Component config->AT->AT Web Server command support

3.10.2 AT+WEBSERVER: J3 /28 Hifiik Web JI 45 221t Wi-Fi ¥4

~

L A

v T

K

iR
&

5?

[AT+WEBSERVER:<enable> , <server_port>,<connection_timeout>

o <enable>: 5 /2% ] Web R 55#% .

- 0: 25 Web IR 4548 H BRI X WE R .

- 1: JF3 ] Web lR554%, L5nT DATE A fc {5 sl 8 0 WA L B Wi-Fi 4245 L.
» <server_port>: Web IR &#5i 15 .
* <connection_timeout>: £ EZ KM EE] . B FP. JER: [21,60].
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e

o HWIFJTVE AT DATRME Web IR 55 25 BT &5 1 HTML S, —Fjug (8] FAT SCIERSE, I 7525 H
ATFS A% 53— Rl i A SO R A HTML SO (BRIABRE) .

* BN HTML 342 index html o AR T2 [ @ L HTML SCAF) s g (el o S0y, R E
BUOZSCARI] s QIR FEEE A L HTML U B NES (B fm—A7 B ), TR ZEXT R
& PR RS SO at_web_server_cmd.c .

o B LRIT Y socket (135 KECH A RE/NT 12, f&0] PAYE menuconfig H1 % B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, JR/GEH%H
B (%30 ResiF ESP-AT 1.42).

o AT [E{FERINA SR Web IR 5548 AT fird (S 30HY see ESP-AT Bl #+ % 5%) , {HEZX W] DAYE menuconfig

ik E Y Web iS5 8% AT 5% . /build.py menuconfig > Component config >AT > AT

WEB Server command support, AREEHMHIFLE (% R R%iF ESP-AT 1.42).

ESP-AT 7£ ESP32-S2 Z %1 #5845 1 S5 41 ] P (captive portal), 1] 2% %1,

W 2 5 ] 2% SCRY Web Server AT 7= 15) o

ZATA S ITTR, JEIS1E 2% at/src/at_web_server_cmd.c.

5% 4T £ 3, OTA SR FREUEZ OTA 4.

il

/) B web RE&#H, WA 80, BEANAEEMENHE 50 B
AT+WEBSERVER=1, 80, 50

// ZER web R & &H
AT+WEBSERVER=0

311 H AT o

45

AT+USERRAM : #84F 1l P25 1 RAM
AT+USEROTA: F3¥45 5 URL Fh4% [ {4
AT+USERWKMCUCFG: ¥%'% AT Mefif MCU [ il &
AT+USERMCUSLEEP: MCU 3571 B T BRI RS
AT+USERDOCS = 1) [l {45 [ 1 I P SCRY 4%

3111 £ &

g BOAR AT B SCRr TR FRYITA AT fird. AIREORTR 2 ESP32-S2 SRl s %, i HAT%
W ESP-AT 142, ST HCE TR BLkd:

e # /] Component config->AT->AT user command support

3.11.2 AT+USERRAM: $:1i:H P42 RAM

A%

LI 1] 2 RAM R

e
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[AT+USERRAM?

Wi % ¢

+USERRAM: <size>

OK

ifig:
L. BE. 5. R BEEUH T RAM %5[H]

[k

[AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®RER, 28X NEHE

OK

¢ <operation>:
- 0: BERUH ' RAM 5[]
- 1t 4rfECH P RAM 5]
- 2: [ RAM B
- 3: M RAM 34
- 4: 3B RAM _E 5
o <size>: AL/ SR T RAM K/
o <offset>: 32/ RAM i, Bhil: 0

BEW]
o WPEPATARAT AR A 2 i BE 7 RAM Z5[]

* Y <operator> iy write I, RGEUE| a5 ILHATIRE] >, MR

P EN 5 <length> —3(,

nTDAR A RS R, %L

* ¥ <operator>Jj read W HKJEAT 1024, ESP-AT LPARKEARAZ R IEIE, HRINE RS

il 1024 P, FRZADA \r\nOK\r\n 4§

il

// AW 1 KB K F RAM % Jq
AT+USERRAM=1, 1024

// # RAM R EFHMLEE N 500 FFHKE
AT+USERRAM=2, 500

// M RAM B A g H 100 LB LB 64 FFHE
AT+USERRAM=3, 64, 100

// BHH P RAM % ]
AT+USERRAM=0
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3.11.3 AT+USEROTA: Hifidaa URL Tl 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEA

Dyt
TH9E] URL Hi 7E BAS 1 [

[AT+USEROTA:<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>

Ja, Rl

[Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[OK

WER SRR R B TR, R )

[ERROR

ZH

o <urllen>: URL K, HifE: 8192

Bl

o TEA[ DA GitHub Actions 2. F 2, Ji 5 200 OTA [, WnlPAEF7% 35 ESP-AT 142 A R ir a5 B

OTA [,
e OTA [&ff>5 build/esp—at .bin,
o FHHE T 2R DL .

o WERMZE R ESETTRRIN, AT KfiR [ ERROR, FHAERF— B .
o NEBTIRBNHBA . FEENHRARSAFAE—E AR TR, H ATk

IHAS, AR E TR B AT B .

o BTG AT FfF)a, WHAT+RESTORE YR ) B E -

e AT+USEROTA ¥ HTTP fil HTTPS.,

LUB SIS S &l

o AT fiith > FARFIE, Bl TIRRR E AN TR B PR T#E L, ARTRELARI 7452 (CR-LF).

* Y4 URL 34 HTTPS B, AEIL SSLAIE. WIHRELR SSLAAIE, &t 5174 i PKI SCHAR JERFEAT]
FEEIR R X, 2 J5HE AT+USEROTA A& SL AR Hom &k 45 . %1 PKI U1 5% 4o
77 & % PKI B2 & ., X}F AT+USEROTA 4, T[&% ESP-AT T FE#2{Ltf%77 %] USEROTA.,

« (S H Ao T R OTA FH48 FKEEZ OTA fird.
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il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.114 AT+USERWKMCUCFG: ¥ AT Wi MCU ¥/ &

LB AL A
WA

ik
Bear B E AT A MCU [BLERIRES, DA AT Qufafiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT R MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SE SRR, AT 25 AR5 5 AR K . MCU i sl 2 i) Jo /g BRI (5 =

[

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

* <enable>: 5 I E( 4% IR TIC o
- 0: ZEHIMefiE MCU Jii &
- 1: ffifEmefiE MCU il &
» <wake mode>: MR,
- 1: GPIO Mafig
— 2: UART Mg
o <wake number>: %S E X BT <wake mode> H{H.
— IR <wake mode> & 1, <wake number> ftZEMEES I GPIO 4. F P aE B IE L & 1
WA B AR &, R R e A AL B
- R <wake mode> J2& 2, <wake number> fUFEMilE UART %45, 45l A %45 1, BId:
UART1 Mifif MCU,
o <wake signal>: ZZ 5= BT <wake mode> H{H.
— R <wake mode> 2 1, <wake signal> fUFEMLEEAF,
+ 00 KA
+ 10 EHLP
- W <wake mode> 22, <wake signal> fUFEMEEFYT. JEMH: [0,255].
o <delay time>: 5 RZERGRA], B 28, JEHE: [0,60000], ZSEH) = LR T <wake mode>
IHE.-
— MR <wake mode> 2 1, NIFE <delay time> H[E]N, BH—H % <wake signal> Hi,
<delay time> 3|5, W%E <wake signal> HiF,
- IR <wake mode> 22, W7 HI%. %X <wake signal> F77, #HAZEGEIEMN.
o <check mcu awake method>: AT K& MCU 254 TR IR ZS o
- Bit0: @& JF 5 5 AT+ USERMCUSLEEP iy 4[] 8k « BRIANTF 5 - B : Y 2] AT+USERMCUSLEEP=0
4 $ MCU ik 1ic3] AT+USERMCUSLEEP=1 fy4-, 471 MCU HER.
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- Bit 1: @ EIF R HAT+SLEEP=0/1/2/3 s %1 KBk ERIAZEM . Bl 13 AT+SLEEP=0 1y 4, &
7~ MCU BE3€; k3] AT+SLEEP=1/2/3 64>, %%/~ MCU HEHR .

- Bit2: @EIF)H <delay time> #@HI/EHE/~ MCU kTR, BUAZEH . BP: ZEHA), delay
time 5, 8/~ MCU BER; {HRERS, delay time 5, $§77~ MCU Xk,

- Bit3 (BARLIM): 2 FFE GPIO #5/8 MCU ERIIEE. ERIAA R

|

o i HFEENE K.

o BRR AT [n] MCU 38l AR BARTT, 20k (59 ik A% fE, <delay time> WAE| T2 )5
B ESWE. BRSPS MCU (R L Hses.

o MNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H T2 MR
ST B PR BRI S5FFF <delay time> WG, & HINHREERE.

Bl

// FERYE MCU BBE . K AT M MCU XFHEwW, 2% A wi-Fi #HRE GPIO18.
SEM, BWT%E MU, AHEHFEET 10 .
AT+USERWKMCUCFG=1,1,18,1,10000, 3

// ZEF%EBE MCU BE
AT+USERWKMCUCFG=0

3.11.5 AT+USERMCUSLEEP: MCU 4575 H CHEIRIR &
At o

Dy :
TEAT+USERWKMCUCFG 41 <check mcu awake method> Bit O iR B &N T, A S4E%%. H
T4 AT 2457 MCU [ RERGIR A o

[AT+USERMCUSLEEP:<State>

o] 7 <
(o
* <state>:
- 0: /8 MCU [iEk .,
- 1t ¥8/8 MCU REHR.
il

// MCU 4 41 AT ¥% ® MCU P %
AT+USERMCUSLEEP=0
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3.11.6 AT+USERDOCS: #5ifglalf: 5t i Hl  Sepiei 4
b A

i
P24 HAS A R I8 9 SO P SR i

s

[AT+USERDOCS? }

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32s2/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32s2/index.
—html"

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

3.12 AT W&k

] AT Ay A PRz
it BN WA
it s 2 AT+< i QAR >=? FRIBCE A 1 N SR UEE
a4 AT+< T2 55 >? iR ]2 B S
BEAS AT+< AT QAR >=<---> BEM P AEXSEUE, Hsfrad
W AT+< A Q2 F5 > AT B E XSRS

o NREA AT a8 AR AR Ay &

o W BMASL, HE SRR S BRI T S

o RFEG <> WIS LA ] LA .

o RS 11 WISHOTUAE M, ARSI EEATEGAE. B0, i2fTAT+CWIAP fir & i I A LS4
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

© VEHHSBOGIA SRR, LA, DRk,

[AT+CWJAP:"ssid" , "password", , 1

s RG I SFER TR S, W

[AT+CWSAP:"ESP756290", "21030826",1,4

o BEIRTFAFFNERL LB, YEF s TR A . "\,
-\ SRR
-\, BGES, MBS HNES ILHERE L.
- \": FSOGS, FRTFAFRSEINE |5 ToHE L.
- \<any>: ¥ <any> FfF, BRI <any> F4°F, A RBHTL.
o HA AT @A R IR AT R B0 3L, He R R L. BN, AT @4 03T > S A SR
b, BN B

AT+CWJAP="comma\,backslash\\ssid", "1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"",1,0

o AT fip % HBRIAB R % 115200,
o Bk AT fir MK BEA B 256 5
* AT i DUBIAT (CR-LF) 453, FrLAR 0 THVIE N .
o AT 345 1R ) 2 i WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string index

3.13 S fE AL flash iy AT @54

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—Ha oM SECE SRR IR S flash 7] DAUEALAT+SYSSTORE fir QR CE, RS WL a9 1A
R

il AT S B SHURAE, 2l NVS BESCiiy. Wik, QRaSIEMENSEIE, WASEA
flash; QR AFSTCEAFKSEAE, fash A PITE SR

3.14 AT ji§&

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT IR, (#3h)
AN K ESP-AT iy SR £ R IR, #51ff & 3% ESP-AT iy B BATEE R o WM 5 — 4% T
BRI OK 5 ERROR.,
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22 3: ESP-AT 1%/

AT N sz 15 A

OK AT iy Ab P52 e, 3k [A] OK

ERROR AT SR B I T RE A A iR

SEND OK BB k2% E Wk (4 X} FAT+CIPSEND
MIAT+CIPSENDEX iy %) , HARFLHEED £ K 3
P

SEND FAIL ] B AR & 25 B I & AR A AR (X T AT+CIPSEND
FIAT+CIPSENDEX £3i4)

SET OK URL B2 82hikE (4% TAT+HTTPURLCFG %)

+<Command Name>:. . .

FEAtE AT fiy &40 BHEER

« ESP-AT j Bty (F:3h)
ESP-AT &:4R45 A4 P B EAPIRSZ LB B

% 4: ESP-AT 34 HLR 45

ESP-AT &2 & it BA

ready ESP-AT [ 2 fEA it 26

busy p--- %%%ﬁaEEﬁﬂi*ﬁ% . JCVEAL IR
s

ERR CODE:<0x%08x> ANl i 2 B A R AR

Will force to restart!!! A7 R B e A

smartconfig type:<xxx>
Smart get wifi info

+SCRD:<1length>,“<reserved data>“

smartconfig connected wifi
WIFI CONNECTED
WIFI GOT IP

WIFI GOT IPv6 LL

WIFI GOT IPv6 GL
WIFI DISCONNECT
+ETH_CONNECTED
+ETH_GOT_IP
+ETH_DISCONNECTED
[<conn_id>,|CONNECT

[<conn_id>,]CLOSED
+LINK_CONN
+STA_CONNECTED: <sta_mac>
+DIST_STA_IP: <sta_mac>,<sta_ip>

+STA_DISCONNECTED: <sta_mac>

Smartconfig 257

Smartconfig &3k HL SSID Fl1 PASSWORD
ESP-Touch v2 & 3KH [ & 5k

Smartconfig 52 /%, ESP-AT 3443 Wi-Fi
Wi-Fi station 32 [ & %4 5] AP

Wi-Fi station % 1T 3K IPv4 Hihl:

Wi-Fi station 2 1 £ R HX TPV6 HE K A Hb i il
Wi-Fi station 4% [T 2 JKEL IPv6 42 J5yHbdik

Wi-Fi station 4% [1 2.5 AP WiJTi%E#

PAK M2 O B EH:

PAK 42 11 2L 3R EX TPv4 itk

PAK 2 11 E W

ID 4 <conn_id> MBS, (BN
#LF, ID K 0)

ID 24 <conn_id> M ZEEZEWTT (BRI
LR, ID K 0)

TCP/UDP/SSL #4415 B

station &% :%] ESP-AT 1Y Wi Fi softAP #2[1
ESP-AT f#J Wi-Fi softAP $% [ 7145 station 4)-Fit. IP
Huhk

station 5 ESP-AT ¥ Wi-Fi softAP 32 [1 ) 1% 1
W

S ESP-AT IE7ES 15 P A0
Recv <xxx> bytes ESP-AT M fir i I BV 32K B <xxx> FT7
HgTm
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R4-#LW

ESP-AT HEHE

WiAA

+IPD

el SR ET

SEND Canceled

Have <xxx> Connections
+QUITT

NO CERT FOUND

NO PRVT_KEY FOUND
NO CA FOUND
+TIME_UPDATED

+MQTTCONNECTED
+MQTTDISCONNECTED
+MQTTSUBRECV
+MQTTPUB:FAIL
+MQTTPUB:OK
+BLECONN
+BLEDISCONN

+READ

+WRITE

ESP-AT ZEAEB (G T, CLlle o [ 4 1
Belit, AT

- 1 i} AT+CIPMUX=0,
AT+CIPRECVTYPE=1, 4] El: +IPD,
<length>

- 4 S AT+CIPMUX=1,

AT+CIPRECVTYPE=<link_id>,1, T
EJ: +IPD,<link_id>,<length>

- 1n B AT+CIPMUX=0,
AT+CIPRECVTYPE=0, AT+CIPDINFO=0,
FfTEI: +IPD, <length>:<data>

- R AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ El: +1IPD,
<link_id>, <length>:<data>

- ® AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Bl: +1IPD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, T

EJ: +IPD,<link_id>,
<length>, <"remote_ip">,
<remote_port>:<data>
H B link_id % ID, length f
B K B, remote_ip i i IP Hb Ak,
remote_port Nt IS, data NEIE.
R M4 SSL RN, FEpishiz o
N (AT+CIPRECVTYPE=1), AT #5411 [Al 5
length A REHISEFRAT B2 SSL i BEA—
. N AT 245ER [ SSL )2 nl S HiE
B, ans SSLZ AR N 0, AT 2R
B E MBI KE.
ESP-AT fEi#E L B0, CUREIR B M 4Bk
g
BUHAE Wi-Fi 5@ i X, T AR5
LA BI IR S5 25 0 i R4k
ESP-AT ;B 1! Wi-Fi i 1543 X,
TE B & U KA B A R Uk 15
TE B & S R A 31 30 FA 41
TE H & o XA B A 300 CAIE
REWHEIE W . RAE L IRAT+CIPSNTPCFG fiy
LIRS ERBESE, R4 SNTP [R5k
BRI mE, A SFTEILEE .
MQTT B i%$#23 broker
MQTT 5 broker & Wi FFi%E$:
MQTT A broker I 2554
MQTT A58 2k %
MQTT A1 &8 52 i
Bluetooth LE &R #57.
Bluetooth LE %432 £ W
1 Bluetooth LE 482 7847 e U1
4 Bluetooth LE #4755 A #4E

ZTn
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F4-#ELEW
ESP-AT j4 8R4 WiRA
+NOTIFY 3k H Bluetooth LE %2 notification
+INDICATE 3% B Bluetooth LE %41 indication
+BLESECNTFYKEY Bluetooth LE SMP %ﬁéﬂ

+BLESECREQ:<conn_index>
+BLEAUTHCMPL:<conn_index>,<enc_result>
+BLUFIDATA :<len>,<data>

+WS_DISCONNECTED:<link_id>
+WS_CONNECTED:<link_id>
+WS_DATA <link_id>,<data_len>,<data>

+WS_CLOSED:<link_id>
+BLESCANDONE
+BLESECKEYREQ:<conn_index>

W FI% H Bluetooth LE 521 Il %5 B % i 5K
Bluetooth LE SMP B % 5¢ i

ESP % 25 W Tl & 3519 BluFi H - H &
s

32 ID A <link_id> /) WebSocket %32 & Wi I
i3 ID Ay <link_id> /) WebSocket 132 £ At 57,
%32 ID -y <link_id> [ WebSocket 1% 82Uk 21| %%
i

%32 ID A <link_id> 1) WebSocket i
L AT

Xt ity £ 2 H2 Z BURTE 3K
HT

HEREE
ESP 18 7 Dh#f A 2%

315 AT Hi&

WA ik 4 b i B R IJJﬁ‘éXﬂ“E’JH%ﬂ ESP-AT 2 th 5 11 H i & ., B P T iR ESP-AT (1)
BAPIRAS. EhnlpAe A RE 6 A &0 E, IEEE SN HEEER. Frsl s 7 3aw ey H &
,u%HX]‘T“wEEﬁ
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Chapter 3. AT Ay d4E

2% 5: ESP-AT Hi

AT BE

iR

at-common: write dlen:0

at-init: at param mode: <mode>

at-init: v4.1.0.0 (<src>)
at-wifi: negotiated phy mode: <phy_mode>

at-wifi: wifi disconnected, rc:<reason_code>
at-wifi: wifi recon-
nect..(<index>/<total_count>)

at-net: unknown host: <hostname>

at-net: send failed, s:<send_len>ri<ret_len>

at-net: link is changed

AT 14 F RX Y JE U R 55, 3 i 2k
PFEEHZN\0 F5F. R UART F1 MCU
HE, HR:
» ESP32-S2 [f) UART RX 5| /& 75 I A 142 5]
MCU fi) TX 5|
* MCU &% %3k T 3k AT fp 248 X4
* MCU E G IEHICE T UART AR, K
(VAN 0 | o VAN 22V o 1 VAN ik
* MCU #J GND J&75 IE#3%4% 5] ESP32-S2 HY
GND &

AT HIIHALI ) S50
* 0: LS
1o ffi ] mfg_nvs 73 X B A9 Z %L
e 2: ffiff] factory_param 43 [X B {344

AT & {4 8 RRCAS-Z R0 7 o] 424 A= RSP A T

Wi-Fi Station i£32%3| AP BHF Y PHY Bz
¢ 0: Low Rate

11b

11g

11a

HT20

HT40

HE20

VHT20

e o o o o o o
N O R W -

Wi-Fi station Wi FF &8 [t A 4G A5
Wi-Fi station 1F 7F HiE %] AP

ToEEfENT £HL4% <hostname>,
I 24 e

RIEBIERM, KiEKE N <send_len>,
BEHKCEE N <ret_len>. THKAEMLEIED:.
AT 1R R4 28t , TERIR R, & i
BWTTIG, FR P e RS s

kLA DNS B

Kb

Espressif Systems

153

Release release-v4.1.0.0

Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32s2/api-guides/wifi.html#id34
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 3. AT Ay d4E

Espressif Systems 154 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 4

AT iy % 7l

4.1 AT il bz {15 S Sl B

s BRRGIHE L8, KA HTTP &% T R4k

411 FHRSENSAIE, S HTTP &1 b Rhe

ARGIPA R 38— PNG #& 2089 B R SC ), B R824 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

[AT+RESTORE }

M .

[ox )
2. #%E Wi-Fi £t station.
fird:

[AT+CWMODE=1 }
M .
o ]

3. e A

[AT+CWJAP="eSpreSSif","1234567890" }
M K -

WIFI CONNECTED
WIFI GOT IP

OK

155


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

[AT+SYSMSGFILTERCFG:1,18,3 }

i Y«

OK

>

BERHIA ©+HTTPCGET: [0-91*, (3518 F45) M \r\ns (353 547, Hobt \r\n XHR; ASCI
AT AIE 4, Bi: OD OA). Wik :

[ox )
AR
e "+HTTPCGET: [0-9]*, ALFRIEN IR, F/RVLELPA +HTTPCGET : H3k, RKIRE —H %L
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. %‘%ﬁ%?ﬁﬁﬁ?ﬁ%&:: T B # e N OK R G0 HL .
? N

[AT+SYSMSGFILTERCFG=1, 0,7 }
N . :

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

(ox 1
PiHH -
* \r\nOK\r\n$ HEIIEMFAEF, FIRVLEPA \r\nOK\r\n RN T .
6. BEHASZEELE

[AT+SYSMSGFILTER=1 J
i . <
[ox J
K
* HRMARGH R, a4 S8
7. R
[ATEO ]
M B -
& )
8. MEkE A

THEE R, BCEARINEICGAT RN 2048 547, MZEHEINTA 5000 2£ 70 (VERL: MAGERIN AN 2 iy
LI, BLARRY S YA EINEAT EESE 5 AR BNCE MRS5S R, WP 4% R . TR
E‘JW%%?%DP, UNSRAF PR RERN — R S5 SR am O Rt , WA & KPR 25 5, X P RS 2k &
HIFR ) .
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-
AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
—2048,2048,5000

Nl . <

// WAL, MCU % % £ # 0 3| &/ https://www.espressif.com/sites/default/files/
—home/hardware.png & H X K .

iE‘EEﬁi
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. THkRIIER
frd:

[AT+SYSMSGFILTERCFG=0 }

M B :

(ox J
10. 25 RS0 E g
‘DLE/\

[AT+SYSMSGFILTER=O J

i B <

o )
1L JFJE R 2

[ATEZL }

M B -

& )

4.2 TCP-IP AT 754

AT A A ESP32-S2 i _BIzdTTCP/IP AT 4 % i 2 R4 7= il o

o ESP32-S2 % %1k H TCP K P s#iE 5 ik 1

o ESP32-S2 % &1kh TCP MR 43212 5 % %1%

o 3% IP bt Fosy 2 [E) 2 44 UDP i3

o 3% IP HohkFosE 0 5 A 84 UDP iifz

o ESP32-S2 1% %1E# SSL % 7 Jm\;éﬁu;c

o ESP32-52 uéﬂ'ﬁyﬁ SSL R 43325 %54

o ESP32-52 3% %1k SSL % P 5% 3% 5 3G INIE £ 35 35

o ESP32-S2 % %A% 4 SSL MR % 5 3% 5 MG INIE % 3%

 ESP32-S2 3% &1k 4 TCP ;;‘iﬁ»‘nra #a $ikds, LI UART Wi-Fi &1
o ESP32-S2 % 4184 TCP R %%, 523N UART Wi-Fi i5 1%

o ESP32-S2 % %1k # softAP {&. UDP f:#r ¥ 23 UART Wi-Fi i5 &

o ESP32-S2 1% &R BAR FHINAL X T 09 B3 F 4k

o ESP32-S2 1% &7 J& mDNS h 4%, PC i itk 454255 404 TCP IR % %

4.2.1 ESP32-S2 %5510 TCP %% piidt vy F 3

1. 8 Wi-Fi i34 station,
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[AT+CWMODE=1 }

i

& )
2. EPEFIE

[AT+CWJAP:"espressif","1234567890" ]

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o T4 A SSID %55 ml BRI iRy S H AR . 5 150 B 251 26 FR #4517 SSID F1%515 .
3. #rifi ESP32-S2 i 4% IP itk
e

[AT+CIPSTA? }
M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
K
o WA BE S Bk A AT

4. PC 5 ESP32-S2 #4544 [ — /N il .

{EPC _EAf 25838 T2, 81—~ TCP iR 45 %% . 15110 TCP AR 45 IP #itht >l 192.168.3.102,

Wik 8080,
5. BSP32-S2 %45 VF & il ik TCP %423 TCP kR 45#%, S5+ IP #ilikh 192.168.3.102,

124 8080,

iy 4

[AT+CIPSTART="TCP","192.168.3.102",8080 }

M B -

CONNECT

OK

6. Kk 4 FHAE.

[AT+CIPSEND:4 J
N . :

OK

>
A4 AR, Bl ARG test, ZJa AT KA AT AR

-
Recv 4 bytes

(T
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B F50)
lSEND OK
A :
o AEIAMFENEHEE AT+CIPSEND Mg K E (n), MARSELSMY busy p. .., HK

EEHRET 0 NFAT, RESEUEI L. SEND OK.,
7. R0 4 FATEE .

B TCP Meds 7436 4 0B B test), WRLEAHR:

[+IPD,4:test

4.2.2 ESP32-S2 %4511 TCP 55 %5 it . 2 4

24 ESP32-S2 i #5 /2N TCP g5y, WAHILAT+CIPMUX=1 g > (EREZ T H, PN WTREA 24> TCP

& P F) ESP32-S2 545

PATR & ESP32-S2 B 55 4 soft AP 57 TCP iR 55 as i/l Ui ESP32-S2 B4l station, W[fEZER:

6% P e i A R R R ST R 5 A

1. % & Wi-Fi #34 softAP,
fir

[AT+CWMODE=2

i . <

[OK

2. (EREZ TR .

[AT+CIPMUX=1

i B -

[OK

3. X H softAP,

[AT+CWSAP="ESP32_SOftAP","1234567890",5,3

i [ <

[OK

4. Zxif) softAP {5 H..

[AT+CIPAP?

i . -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

R
o AR L RT AES A AR AR ]
5. 57 TCP 55+, BikumI1h 333,
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[AT+CIPSERVER=1 J

i B <

& J

6. PC jER:%| ESP32-S2 1451 softAP,

Wi-Fi: Looking for Networks...

Turn Wi-Fi Off

v ESP32_SOFTAP a =
360WIiFi-C403 8 =
AC750 a =
aobrmtWGGx 8 =
ASUS_AC1200 8 =
ASUS_AC1200_5G 8 =

7. £ PC LA MR T H Q1A TCP % /7, 38453 ESP32-S2 i #& Al fr) TCP iz 5545 -
8. KK 4 FATEUREI M 45 R ID O 0 f5ER% L

i

[AT+CIPSEND=O,4 ]

i . <

e

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

AR
o A ARFETEH L AT+CIPSEND M ERKEE (n), MRS SN busy p. .., kA
EHHEET 0 ANFAY, KESERUGIR. SEND OK.,
9. MIMZEIESRE ID 0 f4%Rs il 4 745
e TCP k528 4% 4 AT EE (Bdih test), MARGESHFIR:

[+IPD,O,4:test

10. 4P TCP #:3%,
i

[AT+CIPCLOSE=O }

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
iy

[AT+CWMODE:l ]

i . <

Lox J
2. HEHE| B

[AT+CWJAP:"espressif","1234567890" ]

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Z¥ifi ESP32-S2 %4 IP ik,
e
[AT+CIPSTA? }

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
o TR ILE R AT e ik b A i R A o
4. PC 5 ESP32-S2 ¥ 4518125 5] — S H .
1 PC E IR T H., Az —4> UDP {£4i. Bil4n PC () IP Hudik>h 192.168.3.102, i
>k 8080,
5. HREZ .

[AT+CIPMUX=1 J

i B <

[ox )
6. A7 UDP &4, 404 ER: ID 2 4, Jofe IP Hihkh 192.168.3.102, ik 8080, 4
Mg 1ok 1112, BEECh 0.

¥ AT+CIPSTART i@ MS 4 mode Yeig T UDP i {5 At IP Motk Flg @45 [l g . A S5
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

[AT+CIPSTART:4,"UDP","192.168.3.102",8080,1112,0 ]
Nl . -
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4, CONNECT
OK
LR
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
T o

o 1112 Jy ESP32-S2 i%4¢ 1) UDP AsHbif 11, Al HATIRE, WA E NN FEYLE.
* 0 /i UDP iz IP Huhb Al 2 B2 ), AREE. il 544 PC g T UDP iglf
HLJA) ESP32-S2 & £ 11 1112 %3550, ESP32-S2 #4539k &40k 5k | UDP 3 11 1112 [k
P, WERAEA AT iy 4 AT+CIPSEND=4, X, 2B NSk EF | —6 PC g, (H2
EXNBHARBEE N 0, IBLABIEESP L EBH PC .
7. Kk T FATER R M 41482 1D K 4 fOBER L.

[AT+CIPSEND:4,7

i .«

-

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

-
Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
BRI T 0 AFAT, KESERUS MM, SEND OK.,
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

[+IPD,4,4:test

9. KMIMHEES ID Hy 4 (1) UDP 8

[AT+CIPCLOSE:4

Nl i <

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi £ A station,

[AT+CWMODE:1

M .

[OK

2. FEHEIH
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[AT+CWJAP="eSpreSSif","1234567890" J
N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK
o &AM SSID ANGE Y Al AR ki P AN IR o 375 (0 AR i Pl A% 1Y SSID A o
3. #¥if) ESP32-S2 545 IP Mk

[AT+CIPSTA? }

M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

AR
o WP EIE R RE 5 iR A R R
4. PC 5 ESP32-S2 & 82 5| [/]— P i .
TPCL{Eﬂm%ﬂﬁtim Al 72—~ UDP {& 45, BN IP #ulikky 192.168.3.102, #1024 8080,
5. fRERIES:,
e

[AT‘FCIPMUX:O }
M B -
[ox )

6. )% UDP {%45. i IP #idil2l 192.168.3.102, i 1% 8080, AsHiugi1h 1112, B h
2,

s
[AT+CIPSTART="UDP", "192.168.3.102",8080,1112, 2 }
i B«

CONNECT

OK
LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP
B E .
e 1112 >k ESP32-S2 ¥ £ 1) UDP AMui 1, #50] HATHEE, AANBEE W FEHLE
o 2 FoR247 UDP 15557307 5, UDP 1% it i nuﬂﬁﬁkAEEﬁt UDP & ()i i 5 5 2> H 8l 5
R il — k5 ESP32-S2 ¢ £ UDP @15 1) i IP HihkF 5w 1 .
7. Kk 4 FATEE .
i

[AT+CIPSEND=4 }
Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
A :
o EEIAMTF R H N AT+CIPSEND AR ENKE (n), MAGE LW busy p..., HE

ERAERET 0 N, RIRSENJS LY. SEND OK.
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
kG 124 1000,
% UDP f2h How UDP i, HSRF8 X7 IP Bk Al 01 BT,
s

[AT+CIPSEND:4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

-
Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

[+IPD,4:test

10. 354 UDP %45,
i

[AT+CIPCLOSE

N . :

CLOSED

OK

4.2.5 ESP32-S2 Vet SSL %5 )it 3r YL 1%

1. &%E Wi-Fi #3} station,

[AT+CWMODE=1

i . <

[OK

2. BERER| A

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

(BET D
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"

PR :
o fk AR SSID FI 9 m GEER iRy & R AYANTR] . 1 F 450 %t 2 Y SSID Fl% 65 .
3. Z¥ifi ESP32-S2 i% 4% IP ik,
i

[AT‘FCIPSTA? }
M B -

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

(B L)

OK
WA :
o RYAIRAIR AT RE S R i A AN ]
4. PC 5 ESP32-S2 & f& iEHE Al — M b
5. 7E PC i [} OpenSSL x4, @]~ SSL [k 55 #% - B 40 SSL [ 4551 TP itk 4y 192.168.3.102,
U1 8070,
openssl s_server —-cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

i R ©
[ACCEPT }

6. BESP32-S2 % 451E N Frimid i SSL 7323 SSL R 4525, IR4#% IP #uhikh 192.168.3.102, uHH
> 8070,
i

[AT+CIPSTART="SSL","192.168.3.102",8070 J
Mg |3«

CONNECT

OK

7. Kk 4 TR

[AT+CIPSEND=4 J

i B -

OK

>
4R, Bl ARG test, ZJa AT FaRH AT EE.

P
Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEPER BT 0 NFAT, KR SEMJS L. SEND OK.,
8. I 4 FHTEE
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fBise TCP i 5548 Kok 4 Tl (Bdiih test), MAGRLIR:

[+IPD,4:test

4.2.6 ESP32-S2 #5154 SSL IR55 28t 2 i+
24 ESP32-S2 #5415 SSL IR g5 #it), AGEIEAT+CIPMUX =1 iy > {EREL 8z, N TTREAR 2% /i
323 ESP32-S2 %45 .

PAF A& ESP32-S2 545 /E A softAP #57. SSL IR 5 #5 1 /n il AR /2 ESP32-S2 45 VE A station, W7ETERE
B HAYE, S RATRGIh R @Rz SSL RS54 A AP BR
1. &8 Wi-Fi 83 softAP,
e

[AT+CWMODE=2

i B«

[OK

2. (EREZ TR .

[AT+CIPMUX=1

M B -

& 1

3. Jil# ESP32-S2 softAP,
i

[AT+CWSAP:"ESP32_softAP", "1234567890",5, 3

i . -

[OK

4. £ softAP {5 H.,
e

[AT+CIPAP?

i . <

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

[AT+CIPSERVER=1 , 8070, "SSL"

iy B«

& J

6. PC 4% ESP32-S2 #4511 softAP,
7. 4£ PC L-{ifiJf] OpenSSL #iy4>, 4> SSL % i, #4%% ESP32-S2 iy SSL 55 4«
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

[openssl s_client -host 192.168.4.1 -port 8070

ESP32-S2 545 FHgmi R -

[CONNECT ]

8. KK 4 FATEUREI M 4R ID Oy O fEERK

[AT+CIPSEND=O,4

M .

r

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

AR
o FEIAMETEHEN AT+CIPSEND M K (n), MRS busy p. .., Kk
RO ET 0 DAY, RIRSEMG LY. SEND OK.
9. MM %S ID A 0 F4ERE L3I 4 358
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

[+IPD,0,4:test

10. %P SSL #:#%,
e

[AT+CIPCLOSE=O

M .

0, CLOSED

OK
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4.2.7 ESP32-S2 $:4514: 20 SSL % st vy W n) A E B 1%

AR B BRIE 152 ESP-AT HRERIARYIESS, il A A 2 AYIES:

o BMAE CR SSL & P iEAS, WARYE Lo T 27 PKI B E SR HERIARYIES -
o BMAECH SSL ARG #HIESS, WA CHNIER AR MR SSL RS54k

1. 8 Wi-Fi 884 station.
s

[AT+CWMODE21 ]

N . :

[OK

2. HeEE B .
e

[AT+CWJAP="espressif","1234567890"

iy B«

WIFI CONNECTED
WIFI GOT IP

OK

P -
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. ¥EHE SNTP %545

s

[AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

[OK

iR
o TR PARTE A C B KW X3S SNTP [lR%5#%
4. #%if) SNTP B[] .
e

[AT+CIPSNTPTIME?

M .

{+CIPSNTPTIME:MOH Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #¥if] ESP32-S2 #84% 1P btk
i

[AT+CIPSTA?

i . <

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
PAE
o EHYAISER AT RS _Ead R WY H B AN o
Espressif Systems 168 Release release-v4.1.0.0

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 4. AT #y2 R

6. PC 5 ESP32-S2 45142 Rl — Mg i

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
i1 8070,
openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/

—customized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-S2 4% i mi iy :
[ACCEPT }

LR
o 1A W BYIE AR T DRSS VR B IE A B TR
8. ESP32-S2 % £51% & SSL & P w [ AL &
A
[AT+CIPSSLCCONF=3, 0,0 J

i . <

[ox )
9. ESP32-S2 & 451E- 7% il i SSL 1423 SSL iR 4545, R4s#5 1P #uhik-h 192.168.3.102, M
> 8070,

[AT+CIPSTART:"SSL","192.168.3.102",8070 }

Nl i <

CONNECT

OK

10. K% 4 T8

[AT+CIPSEND=4 J

M . <
e 3

OK

B4 FRE, Bl ARG test, ZJ5 AT Rk AT R R

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
ik TCP i d5#% &3k 4 R8s (Bdlih test), MARG SR

[+IPD,4:test J
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4.2.8 ESP32-S2 %4510 SSL IR 55 %% At v W )i\ UFE 2 1%
24 ESP32-S2 4 /E K SSL R4 2l , WAt AT+CIPMUX =1 iy Al REZ 15452, R ] BEA A% Pk
4% ESP32-S2 % 4% .

PAR J& ESP32-S2 45 VE A station 837 SSL IR 2RI QA2 ESP32-S2 1% £51E A softAP, W] £
ESP32-S2 &K SSL M4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

[AT+CWMODE=1

M B <

[OK

2. FEREFIH S

[AT+CWJAP="espressif","1234567890"

M B <

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Z¥ifi ESP32-S2 %4 IP itk
e

[AT+CIPSTA?

M B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PERA:
o BHENETR TS LR AR .
4. (EREZ .

[AT+CIPMUX=1

M .

[OK

5. 757 SSL k4548, Ik 8070,

e

[AT+CIPSERVER=1, 8070, "SSL", 1

M .

[OK

6. PC 55 ESP32-S2 48 i H2[R]— ANt H
7. 7E PC {iJf] OpenSSL #ir4~, fljfd—A™ SSL % i, #H:5)] ESP32-S2 % £l 781 SSL Ik 5545 .

iy
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 -port 8070

ESP32-S2 $£4% b i -
[0 , CONNECT ]

8. Kik 4 FATHIR B ML ERE ID Sy 0 fEERK F.

[AT+CIPSEND=O, 4 }
B

OK

>
4R, Bl ARG test, ZJa AT F&AH AT R

-
Recv 4 bytes

SEND OK

AR
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. ML ID ok O AO4ERE 3L 4 358 .
ik SSL 45 %8 & 1% 4 FrEds (Bdih test), MRGSHIR:

[+IPD,O,4:test }

10. 4P SSL 4%,
s

[AT+CIPCLOSE=O }

N . :

J
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0, CLOSED

OK

1. 0] SSL %53
EEY

[AT+CIPSERVER=O

N . :

[OK

4.2.9 ESP32-S2 4451k TCP %y, ey Mided:, Szl UART Wi-Fi &%

1. 8 Wi-Fi £i3X4 station.

[AT+CWMODE=1

Nl . <

[OK

2. FEEFIH b

[AT+CWJAP="espressif","1234567890" ]

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Z¥if ESP32-S2 %4 IP ik,
i

[AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PiH:
o TEMAEISE R T RE S 3R B AR T] o
4. PC 5 ESP32-S2 & % 4 H [F]— M Hi o
16 PC EffE M 28 TR, A4 TCP k55 4%, B0 IP ikl 192.168.3.102, HGHH
8080,
5. BSP32-S2 % 45/E N %& Frimid oL TCP #%42%) TCP k4545, MR4-#5 1P #hhikh 192.168.3.102, i
14 8080,
fird:

[AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. A UART Wi-Fi i 5350 X,
i

[AT+CIPMODE=1 }

iy R«

(o }
7. A UART Wi-Fi i 1848 X, I Sk 8idia
RS

[AT‘FCIPSEND }
i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

W ] +++ AR A AR, MERE AR X, I TCP HEA R A . it m] DA
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,
s

[AT+CIPMODE=O ]

M B <

& J
10. x4 TCP j&E#z,
ke

[AT+CIPCLOSE ]

i B <

CLOSED

OK

4210 ESP32-S2 #5150 TCP 5578, 2B UART Wi-Fi ig{%

1. %8 Wi-Fi £ 4 station,
s

[AT+CWMODE:1 ]

i .«

[ox 1
2. R o 25

s
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[AT+CWJAP="eSpressif","1234567890"

i B«

WIFI CONNECTED
WIFI GOT IP

OK

PERA:

* {5 AR SSID I g Al RERR_E i a4 YA o

3. WEZERE

T A % £h 264 SSID FIEE RS

[AT+CIPMUX:1

M .

[OK

AR
o TCP 55 # W iHE £ U A BT
4. BEE TCP MR 554t KIEHECH 1.
i

[AT+CIPSERVERMAXCONN=1

i B«

(ox

LK

o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.

5. JT/3 TCP 45 4«

[AT+CIPSERVER:1,8080

Nl i«

[OK

LK

* BE TCP IR 55 i 11 ) 8080, f&uth n] DA E N H;

6. Frif] ESP32-S2 #84% IP bk,
i

i

[AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PiHH :
o RAIALE R BE-S ik B A AT
7. PC #%£3%%)| ESP32-S2 TCP R %44,
PC 5 ESP32-S2 ¥ £ 143 [a] — i H

7t PC B MK T A, BlE@—4 TCP % )7 i,

192.168.3.112, WEIO4 8080,
AT W) :

V323 ESP32-S2 {1y TCP R %28, Hutlkh
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[O,CONNECT

8. #EA UART Wi-Fi i #5300 48 X,
fir s

[AT+CIPMODE=1

i B <

[OK

9. #EA UART Wi-Fi i (542X I K5t

[AT+CIPSEND

i B -

OK

>

10. 45 1k Ak Kol

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b

WIHHELE =A +. EENHESHMGER L ERX] +++.

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

[AT+CIPMODE=O

M .

[OK

12. 404 TCP ##2,
i

[AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-S2 %5154 softAP {f UDP {4 45vh =28 UART Wi-Fi &1

1. 8 Wi-Fi 83 softAP,

[AT+CWMODE=2

M B -

[OK

2. B SoftAP,
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[AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

[OK

3. PC %453 ESP32-S2 %4511 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32-S2 5 PC 3 v i 111 727 [ 5 g TP ik A3 11 Y UDP A& %y . oA IP #bdikohy 192.168.4.2,

WLk 2 8080, AHLlg N 2233, AN 0.

[AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

W i

CONNECT

OK

6. #E A UART Wi-Fi i 32045 X,

[AT+CIPMODE=1

M .

[OK

7. JEA UART Wi-Fi i 542 X I Sk il .

[AT+CIPSEND

M .

OK

>

8. fE Ik KRB
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PG FOR BRI AR, AP AR — B +++, MRS SR EL Ak . B 25
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
WHIAESR =4 +. HENGESH[IEREEARX] +++,

g ]+ AR A AR, BIFE E AR, M TCP B R A AL G nT AR

AT+CIPSEND il ke HA% .

9. iBH UART Wi-Fi #4042 X .
sk

[AT+CIPMODE=O

M .

[OK

10. 4P TCP #:#2,
e

[AT+CIPCLOSE

iy B«

CLOSED

OK

4.2.12 ESP32-S2 %55 3P sl WX b it 4 2 5
TR A BRI B P 26 B H. MCU 358 R BACRRS WA %m0, i F g sh i o=t

1. %8 Wi-Fi £ A station,

[AT+CWMODE=1

M B :

[OK

2. HEHEIF .
Y

[AT+CWJAP="eSpressif","1234567890"

i B«

WIFI CONNECTED
WIFI GOT IP

OK

PEHA:

o QAR SSID FEE T AEER iR a4 P YA .

3. #¥if ESP32-S2 i 4% IP ik,
e

0 o 2310 SSID IS

[AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

(T
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(B L)

OK

B
o GERYEEMSER T RES ok B b AN ] o
4. PC 5 ESP32-S2 £ H2 [d] — AN Hs i .
£ PC b W 281 T A, B —A> TCP [l 55445 . B4 TCP Ik 541 TP Hidik 4y 192, 168.3. 102,
i1k 8080,
5. ESP32-S2 45 fF b % Pt if TCP M43 TCP fitds %, Mtsss IP sl 192.168.3.102, i
F°4 8080,
i

[AT+CIPSTART="TCP","192.168.3.102",8080

Mg B -

CONNECT

OK

6. ESP32-S2 it B T AN B

iy

[AT+CIPRECVTYPE:1

Nl B <

[OK

7. TCP 55 as Kok 4 s (Bl test).,
A
o M4 4 +IPD, 4, MR T S AR PR S g Ko, 2 &R +1PD,, i A
1 AT+CIPRECVTYPE VB4 «
8. ESP32-S2 B A P R Ui N B T B K

[AT+CIPRECVLEN?

i B <

+CIPRECVLEN: 4
OK

9. ESP32-S2 ¥ AR Sh BT I E e 4l

[AT+CIPRECVDATA:4

M .

{+CIPRECVDATA:4,teSt
OK

4.2.13 ESP32-S2 x5 JF ki mDNS Jjiig, PC il i+ 2l w1 TCP IR 5535

1. 8 Wi-Fi £i34 station.

[AT+CWMODE:l ]

i <
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[OK

2. EEFIH A

iy

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o 5 AR SSID FIERS AT BRER_ iR d & R AR . 1 FH L8 i ph #% 1 SSID FE A5 .
3. PC & ESP32-S2 WA A — M .
HATEFR—A M, PC A fig k38 ESP32-S2 i 45 .
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,

[sudo avahi-browse -a -r

5. ESP32-S2 54 FF 2 mDNS ThfE.
e

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp", 2, "product", "my__
—printer", "firmware_version","AT-V3.4.1.0"

M B -

[OK

Vi :
o W4T e mDNS Ujhg, R TR LHIAFN ny_instance, IRFSERH _printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (H[PEATE) PC k% Bl ESP32-S2 ¥4
PC i) avahi-browse T HAER:

-

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX..
—~Printer local
hostname = [espressif.local]
address = [192.168.200.90]
port = [35]
txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
.
AR

o BRI, PR TRAE ESP32-S2 #4i) mDNS TS 45 £ .
7. ESP32-S2 U (A2 Mok,

[AT+CIPMUX:1

M .

[OK

8. ESP32-S2 % 4/E24 TCP IR4+5%, #4171 35.
s
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[AT+CIPSERVER=1 , 35 J

N . :

[ox )
9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4

#I] ESP32-S2 #4514 TCP iR 4525 .

i

[nc espressif.local 35 ]
ESP32-S2 {45 :

[0, CONNECT ]
AR

o TSR IG, PC Fl ESP32-S2 ¥4 0] 57 BN AMEA T B 4
10. ESP32-S2 4% %4 mDNS TJfE .
iR

[AT+MDNS=O }
i B -
(ox )

P :
* M) mDNS IERE—EREE_ BB R TIFE.

43 MOQTT AT 754

AT T BHR AR ESP32-S2 4 FisfTMOTT AT & % 5 iy 2 R4 R 1l -

AT TCP oy MOTT % 4% (% % Axet)E MOTT R32) (&R THIBEEY)
KT TCP oy MOTT #4% (% % Axetlsk MOTT R32) (ER THEZ %)
AT TLS o9 MOTT 4% (% & Axet)iE MOTT R3Z)

AT WSS 84 MOTT 4 3%

s ORI R B I BT s R Wi-Fi AU .

4.3.1 X T TCP i) MQTT &% (WA HbBld MQTT {RB) (GG T8t i)
PATR 7GR (I W ESP32-S2 1 b, Horp— U2 MQTT %A (JUfEN MQTT RAiE M E), 7
— P MQTT 3T 5% (UEN MQTT i1 [4& M ).

ARG T WA AT TCP gl MQTT #4% . 1 /eEFE 28— 1AM MQTT A3, fikix MQTT HZHAY
IP #ihik>f 192.168.3.102, Hgllh 8883,

o B PLESP32-52 MOTT % A F JF L HAE R ZiE ESP32-S2 MQTT A1l A7 BRI, DA
ESP32-S2 MQTT i [ JF 3k iy #E K75 ZAE ESP32-S2 MQTT 1 [ & i g TEI AT o a0 SR e 4 31
SEHAER s 0, R AR AT 2 i AT 2 i A A T o
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1. &E MQTT H P&
ESP32-S2 MQTT % #i %
fird:

[AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,"" J
i . <

[ox )
ESP32-S2 MQTT 3] % :

iy

[AT+MQTTUSERCFG:O,1,"subscriber","espressif","123456789",0,0,"" ]

i B <

& J
2. JE#: MQTT B,

[AT+MQTTCONN:O,"192.168.3.102",8883,1 }

Nl . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

ALK
o AR MQTT B4 5 MQTT U3 IP Hudik AT RE S _Fak & s AR ]

3. 1T MQTT F 4,

ESP32-S2 MQTT i] i3 :

s

[Z—\T+MQTTSUB=O, "topic", 1 }

M B -

[ox )
4. KA MQTT JHE (F4FH).

ESP32-S2 MQTT %7
s

[AT+MQTTPUB=O,"topic“,"test",l,O }
Mg |3«
[ox J

LUK
* 43R ESP32-S2 MQTT AAi# M K AHE , PAT (SR S7E ESP32-S2 MQTT 1] & B/ -

[+MQTTSUBRECV:O,"topic",4,test }

5. XM MQTT &8
fir s

[AT+MQTTCLEAN=O J

i R«

& J
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432 3T TCP iy MQTT 4% (%A hbeld MQTT {RBE) (GEM T8k %)
PATR 7 B[] R (W B ESP32-S2 IF cdle, Herr—Bufedly MQTT %y (UMD MQTT ZAfiE (), )
— P MQTT i % (UERN MQTT il & M ).

NI T AT TCP A8 MQTT #4: . 1 efBTREAE — A MQTT /A3, {Ri%x MQTT 3Ry
IP #bhlh 192.168.3.102, B4 8883,

WAREEAMEEMBHEMNEZ, CE&lBd TR & AT LK EHE 256, W &R PAAE
JAT+MQTTPUBRAW 4.

W PP PLESP32-52 MOTT KA H I LAHAE R FREHE ESP32-S2 MQTT KA & s AT EI T, DA
ESP32-52 MQTT T I # J 3k Ay #AE L3554 BSP32-S2 MQTT 1 [ & iR AT RI AT o AR V%A 4 )
TRUHAETb e e, TR A AT 5 2 R AT

1. &E MQTT i P g
ESP32-S2 MQTT %7
fird:

[AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,"" }
iy B«

[ox }
ESP32-S2 MQTT 1] 73 :

i

[AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,"" }

N . :

ox J
2. % MQTT fUHL.
o

[AT+MQTTCONN=O,"192.168.3.102",8883,1 ]
N . :

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK
IR
o EEIA MQTT B4 5 MQTT U3 IP #uhl v g8 5 iR a4 A .
3. 175 MQTT 45,
ESP32-S2 MQTT ][5 :
A

[AT+MQTTSUB:O,"tOpiC",1 }

Nl . <

[OK ]
4. % MQTT B, (F7F).
IR AT B BRI R, K 427 53,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
(ZEF )
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(750
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}

ESP32-S2 MQTT %:1fi

[AT+MQTTPUBRAW:O,"topic",427,0,0 }
M .
OK

>

FiARm Y FRIR AT CHEAR IR R AT 8, BRI DA AN, 24 AT 3l 3 i 5 K ik 3|
<length> J&5, BEtEHITLh.
[+MQTTPUB:OK J
PIE
o AT Hi ) > PG, Bl PR IR AT AN TR L AT T L WANTR 2ELAHI1T45 R (CR-LF),
* QR ESP32-S2 MQTT %A1 # i K AIHE, LA EERFSHE ESP32-S2 MQTT 1] [ # i 7 -
+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—CN;g=0.8,zh;g=0.7", "Content-Length": "0","Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/","User—-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}
5. XM MQTT .

i
[AT+MQTTCLEAN=O ]

M B -

& )

433 JLT TLS I MQTT &4 (75 %A MEIEd: MQTT {CH)
PAR 75 ] B0 F Wi e ESP32-S2 FF & #l, Hih—HefEl MQTT &g (HAER MQTT EffiEf), 7
—HfEl MQTT i1 5% (RAER MQTT T & M) .

NBIYER T A 3T TLS B3 MQTT iE8:. WItEHEAE 44 MQTT {3, fikik MQTT LB
IP #ifil>h 192.168.3.102, #1134 8883,

F: PYPPPLESP32-52 MOTT & A7 # JF LA L 524 ESP32-S2 MQTT %A & b thATEI AT, DA
ESP32-52 MOTT i A I3k M4 R T BAE ESP32-S2 MQTT 17 4 & s A AT HI T o AR A A e 1
FROALEMR A, WUIRE A A o i AT [ 2 Binai AT

1. B IX I SNTP R 45%s .

iy
[AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com" }

N . :

& ?
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2. #¥if] SNTP Hifd].
s

[AT+CIPSNTPTIME?

i R ©

{+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

K
o SR SNTP S5 R RE5 ki b A (A [A] o
o IO SNTP I ] — 2 FLCA RN 1], ANREJE 1970 4F K 2 BRI IRTA] .
o WEIAE N THE TLS IAUERHAE IR 1A 200 .
3. BWE MQTT i atk.
ESP32-S2 MQTT kffi#:
iy

[AT+MQTTUSERCFG:O,4,"publisher","espressif","123456789",0,0,""

M. :

[OK

ESP32-S2 MQTT ] i3 :
e

[AT+MQTTUSERCFG:O,4,"subscriber","espressif","123456789",0,0,""

M .

[OK

4. %8 MQTT &1
e

[AT+MQTTCONNCFG=O, 0,0,"lwtt", "lwtm", 0,0

M B -

[OK

5. HE#E MQTT LA,

S

[AT+MQTTCONN=O,"192.168.3.102",8883,1

Mg o«

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

ALK
o fE AR MQTT AC3Us 44 5 MQTT Q3 IP Mkl nl 6B 5 ik ar & oA .
6. 174 MQTT =i,
ESP32-S2 MQTT ] 5%
iy

[AT+MQTTSUB=O,"topiC",1

M B <

[OK

7. KA MQTT M (F4FH).
ESP32-S2 MQTT %#i#
s
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[AT+MQTTPUB=O,"topic","test",l,O

N . :

[OK

J

PEHA:

* 4N ESP32-S2 MQTT ZAT# MM AAHE , LA SR &7E ESP32-S2 MQTT 1] & i /i -

[+MQTTSUBRECV:O,"topic",4,test

J

8. KM MQTT #4%.

[AT+MQTTCLEAN:O

i B -

[OK

43.4 J:T WSS Ity MQTT ¥4

AR R B[] R B ESP32-S2 JF et , Hor—Bffdh MQTT %Al (R MQTT kAl ff), 7
—BAEH MQTT 3T g (A MQTT T & A ().

AINEET I T WSS @73 MQTT #4%. MQTT fUHUH 4l matt .eclipseprojects.io, i

MRA2 R matt, BEKH 443,

WP PP PLESP32-52 MOTT KA FH I LAHAE R TR EHE ESP32-S2 MQTT KA & w7 EImT, DA
ESP32-S52 MOTT i [ # Ik K S5 57E ESP32-S2 MQTT 1] & ua P ATEI ] o G0 SR A A 45 5]
SRHAE MR B0, D5 A S AT 1 2 iR A T o

1. PEEHFIXFI SNTP 7 %28,

S

[AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

M B -

[OK

2. #¥if] SNTP B} d],
iy

[AT+CIPSNTPTIME?

M B -

{+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LK

o FRAETIA) SNTP 255 1l f845 FRmi Ry i Al .
o BEIRE N T TLS IAGER RS IE A5 A 308 o

3. WE MQTT f P EhE.
ESP32-S2 MQTT % #i#%:
e

1970 4F J2 22 Hil i IR [H] .

[AT+MQTTUSERCFG=O,7,"publisher","espressif","l234567890",0,0,"mqtt"

N . :
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& ]

ESP32-S2 MQTT ][5 :
A

[AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,"mqtt" J

i B <

& J
4. M MQTT B

[AT+MQTTCONN=O,"mqtt.eclipseprojects.io",443,l ]

i B -

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443"," /mgtt", 1

OK

ALK
o AR MQTT IS4 5 MQTT U3 1P Hudik T RE 5 _Fik & H AR ]

5. 177% MQTT 4.

ESP32-S2 MQTT i] i3 :

iy s

[AT+MQTTSUB=O, "topic", 1 }

M) R -

[ox )
6. KA MQTT & (F4FH).

ESP32-S2 MQTT %7
s

[AT+MQTTPUB=O,"topic","test",l,O }
Mg |3«
[ox J

P :
* 43R ESP32-S2 MQTT AAf# M K AHE , PAT SRS 7E ESP32-S2 MQTT ] & Bid /s .

[+MQTTSUBRECV:O,"topic",4,test }

7. KM MQTT j##%.
RS

[AT-’-MQTTCLEAN:O }

i Y«

& ?

4.4 MQTT AT & = b

AT BN AR B Al AT Ay Xt AWS IoT.
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TP AR MQTT AT ay S HHEAE ., WS IHMOTT AT &4 % . TR 1 AWS 1T JF
K16 K AWS 10T,

T IR PAN AP BR8] ESP-AT 5 ESP32-S2 #1845 AWS IoT.

o I AWS IoT 3% B3 5 vA % endpoint
o & MOTT AT 4% F 1 iAiE % 42 AWS IoT

4.4.1 M AWS IoT FRIUIF 5L Bz endpoint

1. BRI AWS 1oT #EH G5, PAMNYZ ToT Core services,
2. ¥R A AWS IoT BEU5 Hr gyl A8 AWS ToT 56Hg . SR ATIES .
AR L3RS DA IR 5 R4 0 S 44 -

* device.pem.crt (X4FIEF)
* private.pem.key (FAH %4])
» Amazon-root-CA-1.pem (4§ CA F$)

3. HRHESCRY 5L ERM HRI A (endpoint) PAK 1 A AT ek 5 A 4 5 2 SR

g S AE RN “xxx-ats.iot.us-east-2.amazonaws.com” .

Frik: ARG AWS 10T JF RN G H PAT AR i AR R i — L2

o AWS IoT TFEIA & A FHYES . YR . FIARIES.
o B RABEIEIET .
o IR 2 N (Ohio).

4.4.2 il MQTT AT AL T Wi uF4:8: AWS IoT
Bk
T A ESP-AT TA2, JFHATI0 R HE:

o ffil] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
o ffif]l device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e ffiffl private.pem.key ¥t customized_partitions/raw_data/mqtt_key/mqtt_client.key.

FERGER AT [61F

%1% ESP-AT il H DA AT [EIPF, FERFEPFReR 2 5 ESP32-S2 s, BT Z R, HSH A
%1% ESP-AT 142,

i AT ARG IE ESP-AT TARRIESS, W E M AT ay B 0P AL TS, BRI S 54T £
# PKITLE .

[ AT fir 244551 AWS 1oT

1. %8 Wi-Fi £ A station,
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[AT+CWMODE=1

N . :

[OK

2. % AP,
i

[AT+CWJAP=<"SSid">,<"password">

i . <

[OK

3. % ¥ SNTP Server,

[AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B <

[OK

4. #5if] SNTP H}H],
i

[AT+CIPSNTPTIME?

i B -

{+CIPSNTPTIME:<asctime style time>
OK

AR
o JLHFIRISHY <asctime style time> W20 15 B H DX A SEEFIHA] 5 000 £ R k458 %500 S 20%
R
5. WE MQTT H gtk
i

[AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i . <

[OK

i :
o AT+MQTTUSERCFG 145 &%k 5, B HAIE, AN,
6. JE4% AWS IoT.
e

[AT+MQTTCONN=O eenEpeiries ), BEEH, 1

M B -

{+MQTTCONNECTED :0,5,<endpoint>, "8883","", 1
OK

i :
o AL <endpoint> Z:%5 1 IH 5 451 <endpoint> {H .
o JCVETE MU I 8883,
7. T FE S
e

[AT+MQTTSUB=O,"topic/esp32at",1

M B -
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[OK

8. ZAMHE.

fir s

[AT+MQTTPUB=O, "topic/esp32at", "hello aws!", 1,0

i Y«

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

Bl H

ERAH HEWT:
1. ESP32 it H &

AT+CWMODE=1 " ~
OK =
AT+CWJAP="MERCURY_407","" = =

WIFI CONNECTED
WIFI GOT IP

(o] o

AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" == -

(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = =

OK =
AT+MQTTCONN=0,"al08b8vm1g634q-ats.iot.us-east-2.amazonaws.com”,8883,1 =
+MQTTCONNECTED:0,5,"al08b8vm1lg634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =
AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =

AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -
OK =

+MQTTSUBRECV:0,"topic/esp32at",45,{

"message”: "Hello from AWS loT console”

O

2. AWS i H &

4.5 Web Server AT 734

AT T A AT web server I, 298 R PAF LA TH A A H |
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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A5 7 ) % %‘\Kﬁf Wi-Fi e 4

1% R ) N 25 34T OTA B+ 2%

1% A Wg /J A2 5147 Wi-Fi 5L

18 A Az AR 5 34T OTA B4R
ESP32-S2 4¢ )8 Captive Portal 5 %%

Frik: BOAN AT B PFHASIRF AT web server [IIfE, T6Z7% Web k7% AT % [ ZIIAE

4.5.1 EHMBES T Wi-Fi i

Pe

Wi
Wit web server, FHLEk PC 0] DA E ESP32-S2 Be45 11 Wi-Fi 315 B B30T DAGE A 4Lk o fig % 42

| ESP32-S2 ¥ 411 AP, il P AR TOTBC R M 00, H-4F Wi-Fi B (5 ) uﬂi:ﬁ ESP32-S2 ¥4, M5
ESP32-S2 {50 R AR P 0 L A7 B M3 2 48 5 HO I Hhr 4% -

wike

BAEMRE AT DA N AR =2

o B 1% &-1% 3= ESP32-S2 % %
Rt RN =Y &S AL F SN
RGRT AT EEE S

FCI e 42 ESP32-S2 Bedy 1S, A T iRRCIM AT E#E ESP32-S2 4, ESP32-S2 it WL EL A
AP + STA B, FFBIHE—1 WEB 58S MIMFE R, WHY AT 6y :

L B Z AR RAE L, WERATEERIC R, ATRER AR AR PR B 2 AT e 1 5L A i 3:2 WEB fiik
S5 e IR B .

¢ Command

[AT+RESTORE }
2. Ml ESP32-S2 #4444 Station + SoftAP izl ,

¢ Command

[AT+CWMODE:3 }

3. 1% & SoftAP [ ssid F11 password (& B BRI HE ssid 2N pos_softap, TEERLI) Wi-Fi).

¢ Command

[AT+CWSAP="pOstoftap","",11,0,3 }

4. (EREZ R

¢ Command

[AT+CIPMUX:l }

5. 7 web server, 0 80, I RIERERTE]: 25s (BRIAHAK A 60s).

¢ Command

[AT+WEBSERVER:1,80,25 J

WG, [ iR 4 53 web server 5, FTHEC M &) Wi-Fi D68, 4% ESP32-S2 154511 AP:
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WLAN [ @

Al A WLAN %%

pos sr::'ﬂap
% (A k)

)

1: %4 ESP32-S2 AP

BETIBEAT R iR R b, FEAC I ) g 1455 ESP32-S2 )y, M W] &Gk HTTP 30K, RO fopbe A HO Bt

M FEE: GER, WYEEREM A SCRABUM I s oA RHEA AP, BN, AN FHLIE S 5] ESP32-S2

1 AP, W FHLR ALy ESP32-S2 4 FFBE AR ) FE0I Y %%'43%%/\ web server ERIA Y TP Huhit

(WIS E ESP32-S2 14519 SoftAP TP HuHE, BRiAH 192.168.4.1, ZXAIALT AT+CIPAP? fiy %75 ] 24

TG SOftAP TP Htly, $TFFRERFLIAT, 4 A JOLAE B0t 250 ssid . password, ity “TRMMI™ BIRJF
ATC K :

H P AT DA s T e SSID #i AMER i R RINE, AR ESP32-S2 BT AY AP 51, wEHEH IR
AP JHii A password J5, iy “TFAAECI” RIFATfEEhECR -

MTIACIIES A TR B S B s A

LW 1 FCRUSCERE WO E Sl M, A ARGRSEDT IR I 0T, R A ESP32-S2 s HY IP Mk, FEHT
FIITFM B

[, AEAR H R an e R

+WEBSERVERRSP : 1 /I REEHEW

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EERGFFEE I

+WEBSERVERRSP : 2 /] REM T ik 2 6H/5351i7 £, B E K WEB KK

PUESTHE PR SEDTE R Ve
I, FEHS D Rl 4 5 6L :

+WEBSERVERRSP : 1 // REKE 3 W]

J ﬁn%ﬁﬁﬁﬁﬁuﬁ%ﬁﬂ IP # f& B, MCU_
ST U EK B ZAHEEEETH R it %

5?

YLt HERR

BAW 1 ECM T R R R R AR R . T AT ESP32-S2 it Wi-Fi AP 2 & IEfFF S, DA AP
A R ECE, HEMIAC 28 AL AT 2 %3 5 ] web server,

4.5.2 EHMRES T OTA [l fETH4%
Wi

W YT ESFTIF web server RIS, W ABESIE A OTA FRE T, 828 90 5T FFEH F 43 X o [ 2k 2
B KRS R ERIECE (S5 SR e T 237 PKIRLE TIEZIEHHE).
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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(D 192.168.4.1

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN

Espressif Systems 196 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 4. AT #y2 R

Wikt

ITIF OTA B B &y
WHEEIHH R
B AEHTHR B
FILOTA %5 %

L] L] L] L]

FIOF OTA ¥ viim i, sSEMITA M “OTA FR” #0i, F1HF OTA e L5, W AEAE 4]
[l A . AT Core i

LW 1 (Y0 BE g% e ESP32-S2 Kby AP, %1751 OTA TiCE WU R A 15 ESP32-S2 A 44
Al A>T Ry, A T AT L 5

el 20 WU BRI CURTE R S EOH P R Y AR RS, Pl . /build. py
menuconfig > Component config->AT->AT firmware version (5% K4 iF ESP-AT 1T42)

BUOZIRAS, LRSS YRR F R [ K & DASE T4 LY. AR e [ A
PePf BEATFI sy X N, mialy “Partition” NRIHEAAREUIA AT ATH I 23 X :

Be KRR np, Rl SRR RN SR, R R A AR -
ZJamial CEPETR SR AR

B 1 X T ota 43X, WL X BRR B E A TR A . B 44 B S B0 L bin, T EROR R
K/NAEFE L partitions_at.csv XHHE L ota 0K K/N. A RISCHEIEEAIE S, ES%
Ry 4o T3 o — AN F7 04 420 3.

BEW] 20 XFFHE X, M SRR E IR . A RS Bl cbin. IR E R R
INAEGERLT at_customize.csv A HE XA K KN B RZISHERTEAE S, 1§55 4T A

AR OTA £ e, FEPEARR, FR “THan”:
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /) REF M ER ota E 4 H i
+WEBSERVERRSP : 4 /) RER G ER ota B 4%

AU OTA AR RN, i “THRM, R e E:
[, AEHR H R an e R

+WEBSERVERRSP : 3 /) REFHEKR ota B 4 HK
+WEBSERVERRSP : 5 /I REHE KW ora Ef]f*%ﬁ(%%)ﬂk, F P T WL 3% B E 4T OTAL
~HERE, B LR PSBHFAT oA BH AR

BEW] 10 XHT ota 72X, FREIMATAT+RST )5 ESP32-S2 AN HI B -

BEW] 2: ESP32-S2 AL EN ) ota [EIFNEA . (EASKIHNCEIR B KEFNZE, FroAa iR
Hog s XA IER

4.5.3 (EHIBAE/ DR T Wi-Fi fick
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‘ Partition

EFFR

il 6: OTA L& U IHi
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aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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FrREW, BREEE
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P&l 10: 7 R T 14 Ak 2R K
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wifr

TR/ IVER e I X i o £ /AR e JE 2 ESP32-S2 i i AP, il f /MR Jy R 7 2R B 1 AP
R B fekm sy ESP32-S2 ¢4, ESP32-S2 i il iX LU HE R BIXT B AP, Fd AR /M7 B M 25
T 5 -

H % ESP-AT SUfE/MEFFRT 2024 45 12 J] 31 HRAL. FERCIE], GSMchr ™ b O ReAg . it )s
DA, BOSECR REERTST, FATRIBRHCN SR ST AT 2, IR BRI SO

BEATELRAE AT DAY A LA U2

fic. & ESP32-S2 1% & %%
M BAAT AT

B A% AP 4%

PATE A

fil ¥ ESP32-S2 %458 4 T ik/MEFFIER: ESP32-S2 15045, ESP32-S2 % # 5 B B i AP + STA ik,
HAE—A> WEB [R5 4545 /MR P, XY AT dr S F

L BRI, AR RRIC AR B, RTRE PR AR IR B 22 W AATICEL (7 AT 52 WEB fiRk
S5 an ok .

¢ Command

[AT-%—RE STORE ]

2. it 'H ESP32-S2 4 4 Station + SoftAP f&i=t:,
¢ Command

[AT+CWMODE:3 }

3. iX'E SoftAP 1y ssid Fil password ({135 B ERIN 45 ssid A pos_softap, password >} espressif ) .
e Command

[AT+CWSAP:"pos_softap", "espressif",11,3,3 }

i s/ R ERIA ] ssid A pos_softap, password fj espressif 1] SoftAP KATiERE, HhlR
FF ESP32-S2 545 W S 4 IR IR B A T

L (EREZ .

¢ Command

[AT+CIPMUX:1 }
2. Az web server, ufll: 80, HKIEREWE]: 40s (BRASK N 60s),

¢ Command

[AT+WEBSERVER:1, 80,40 }

IR/ DEDT  ATIFFHURLE, R T TR —4ERD
FIOPRUR /MR, SEABC R B -
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

\\\\\\\\

fi.

2. AN ERR AP R RAHUREI FALILEEAOAA , WIBA 3845 AP, LIHBHE AL T e
HER e

BT

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @)

ATFE WLAN %3

FAST_FWR310_02

fromm [ sl
Eixi=

—
. B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

R AR T IR R © AT A Bt A 1Y ssid, il FIEIPRg CERE AR, R4 Hi
Th] -

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 // REK B 3 M

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE IP

+WEBSERVERRSP : 2 /O REFEANBEFREERM RS EE, LT UEKX WwEB B K

5. ATTEI S, /N DT A -
I, AR D R 4 5 8

+WEBSERVERRSP : 1 // f’h % E ﬁ] e m ’ &
DTN EKE AAMEER TN, £ A

B EZEEH IP BB, MCU_

HE SRR &S
i} %K.

U

=

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

Sik: TR, THLEON A BT MAC HUHEFITE 2 SR MAC bk 2 A7 B 28 /0 T/ 4k
[

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S
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2. BB, ENEIFR “EEFHAE T MR, AL FIIGGE 29T S, Bt ESP32-S2
BRI H Bl R B A RO AR i

Am T mEmA SSID

666888666

Message

AR FHAS

I 20: JHIREREE] AP

3. HC P 25 RAE /IR e DL THT 19 52705 DA B 1 s 1 OB 5 _Ead “Rr AR H AR AP AR AHLIE M B
L —FE, Z% L3

i WS B HERR
BEWT 1: EE DL R R R IR RN . A ESP32-S2 MY Wi-Fi AP 215 IEHI T, PAK AP
MFE EBCE, FFHA T 25 AL AT 65282 = B web server,

UL 20 P DI E B S “HERE AP RN . SRR A IE M B A Wi-Fi IR E R M TIT, Kk ESP32-S2
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEW 3 PCR UL R < RGERAER) Wi-Fi BUE 7. 3 Tah 1] FPLZEs: ESP32-S2 itk AP, ify
P\ ESP32-S2 #ib () ssid. password T4 18 iR PR UEA L .

4.54 A/ DR ST OTA FfETF2

AR /IR Y SCRFIE SR SE I ESP32-S2 B i F T4, #5275 Liklie & ESP32-S2 % & A4 IR PR5e
Ji ESP32-S2 ML B (AR T ATER M SE i s, A ELRE ). BRI ES, BT OTA [E
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PETHRA AR S5 B VI AR UEAT OTA [EFTHR SN, TS 1R 2 I 3 24T OTA B #HIH 4R

4.5.5 ESP32-S2 {§i }] Captive Portal Jjfig
TR

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

J& Al Captive Portal TIfE )5, #52% ikEe % &-if 4 ESP32-S2 i% & (R LA B 52 i ESP32-S2 #EHL it
., SRIGTERE ESP32-S2 A5 AP:

WLAN &

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

bW, station £ %47 T Captive Portal TJRERY ESP32-S2 %451 AP J&5, /R “TRESRANIEY, K5
BB TN S, Bk E] AT web [T . #5468 H Bk, WARE station &R, At A
E” g b BRI RY “pos_softap” # S IZFR, Fahfilik Captive Portal H ali$] X Wi #s, #)\@J AT web
FEE RN

AL REHERR

BEWI 10 JEAE WU (station %45, AP ¥£) #BSCFF Captive Portal DjREA REARIEIZ DI REIEH H, B IL,
zmx% %3 ESP32-S2 W%E’J AP Fﬂiﬁﬁ CEBSRANIE?, HHEA Ezjhﬁ)\@ AT web B, TTRE
JT station G A SLFHZINGE, M, ES % Bk R i R R E BN 2 8 1 LA TR F BT T AT web
FES TR

4.6 HTTP AT 541
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AR BRI E ESP32-S2 i FIsATHTTP AT 4 4 % fir & HITHEARR BI o

o HTTP % 7 3% HEAD % £ 7 i

o HTTP & 7 3% GET 35 £.5 %

e HTTP & F 3% POST # K7 % (3£ A T POST 'V & 43 )
o HTTP % F 3% POST i& £ 7 % (35 X))

o HTTP & F 3% PUT i K7 % (i&AFRHIEEN)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP & f 5% DELETE # £ 7 i%

B ] ESP-AT G5 HTTP % i I fE -

4.6.1 HTTP % fui HEAD 52K J5i:

Bl PA http://httpbin.org /Ek HTTP IR45%%.
L Y .

s

[AT+RESTORE ]

i Y <

[ox )
2. EE Wi-Fi i34 station,
s

[AT+CWMODE:1 }

Wi K7 -

Lox J
3. MBI

ah
[AT+CWJAP:"espressif","1234567890" }

M .

WIFI CONNECTED
WIFI GOT IP

OK

A :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Jk3%—~HTTP HEAD #3K. i%® opt 1 (HEAD %), url H http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
i

[AT+HTTPCLIENT:1,0,"http://httpbin.org/get",,,1 }

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(BF )
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(B L)
+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

PERA:
o BOREEI HTTP SGE0E B n] e 5 _Eidm B A A A .

4.6.2 HTTP % )y GET WK Jjik:

AFIPAR 28— PG &2 R B SCf R, B R 48422 4 https://www .espressif.com/sites/all/themes/espressif/

images/about-us/solution-platform.jpg.

LA BEE.

T
[AT+RESTORE ]
g
o )
2. B Wi-Fi f525} station.
T

[AT+CWMODE=1 }
W :

[ox )
3. PR .

%
[AT+CWJAP="eSpreSSif","1234567890" J
Mg 3«

WIFI CONNECTED
WIFI GOT IP

OK

A :
o BA AT SSID ARG A BERR iRy S AR o 15 AR % H 517 SSID FI% D
4. RiE—/ HTTP GET ik, % E opt 2 (GET /%), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

oS

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/

—about-us/solution-platform.jpg",,,2
. J

N . :

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
(BLFT0)
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(B L)

+HTTPCLIENT:512, <Oxeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>7j<0x06><0xe2>
"<Oxaa>*p<0x7£>2",h<0x12>N<0xa5><0x1le><0xd2>bp<0xea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xcb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
—<0xe7><0xc2>Vv<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xci4>y<Oxae><0xca><0xed><0xec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9%e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0x1lb><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>0@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%$<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_eb<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xfl1>
—<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t0?7<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
UR<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d [<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xa0>
<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.6.3 HTTP %y POST iR Jj7k (G T POST b i)

ZnBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L YR W) .

[AT+RESTORE }

M .

[OK

2. P Wi-Fi i34 station,
i

[AT+CWMODE=1
M B -
o

3. HEREE .

fir
[AT+CWJAP="espressif","1234567890"

M B -
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WIFI CONNECTED
WIFI GOT IP

OK

BiHA :
o Bk AR SSID A A BERR 3R v BANIR] o 15 ) SR00 % H #5517 SSID FI% D
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—-type 5 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),
il

r

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\
:_>"}}"

.

N

J

Nl B <

-

+HTTPCLIENT:282, {
"args": {1},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {},
"form": {},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
}I

"json": {
"form": {
"purpose": "test"
}
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post"
}
OK
.
LK

o BRI 5 R AT RS i AP AN

4.6.4 HTTP % ;3 POST iRk ik (et i k)

Wi 2R & POST iy Midls AN I 2, DMl T A AT ay SRR BI{E 256, W BT AR
FAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L YR .

[AT+RESTORE }

M B -

& )

2. B Wi-Fi f55} station.
i
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[AT+CWMODE=1 J
N . :

B }

3. R .

ke

[AT+CWJAP="espressif“,"1234567890" }
Mg |3«

WIFI CONNECTED

WIFI GOT IP

OK

LR

o BA AT SSID FIEFRY A] BERR A Ay S BUANIR] o 1 5 AR % H 517 SSID FI%% A5
4. Post F§ & K B Ps. % & ik E HTTP L B3 & F 2, 4 %l 2 connection

Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

R VRAEZE post 1 JSON il i T, BN 427 7775,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,2zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

e

AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

. J
M . <

OK

>

aRmE RS AT EE R SRR AT RO, I RSTT DA A ISR B 427 AT KB, 4 AT
PR AR KRS <length> J5, BRfEHITIA.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—qg=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—~"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"files": {1},

"form": {},

"headers": {

"Content-Length": "427",

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-61505e76-278b5c267aaf55842bd58b32"

by
(BT 50
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Hy

"json": {
"headers": {
+HTTPCPOST: 512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",

"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4b£5218070413"

(% L 50)

(KHTML,

"origin": "20.187.154
+HTTPCPOST:45, .207",

"url": "http://httpbin.org/post"
}
SEND OK
|
AR

°?T%%>?ﬁﬁ,HHPM@$%%%?%K%E%X?ﬁﬂﬁ%X7&ﬁ%%%%ﬁ%%
CR-LF),

4.6.5 HTTP %y PUT #RJitk GEM T ICBclifsie)

/R BILA http://httpbin.org /% HTTP fiz 554 . PUT 3R SCRF Al 747 Ep 288 81K
L WRE W B,

[AT+RESTORE

Nl <

[OK

2. P Wi-Fi £ A station,

[AT+CWMODE=1

M .

[OK

3. JEEE A .

[AT+CWJAP="espressif","1234567890"

M .

WIFI CONNECTED
WIFI GOT IP

OK

LR

o fka A SSID HI RS ] REER_Ead iy & H AR IR o i B SR B b 45 SSID FIERD
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4. Jkik—A> HTTP PUT 43K, i%® opt 4 (PUT J73%), url h http://httpbin.org/put,
transport_type N 1 (HTTP_TRANSPORT_OVER_TCP).

[AT+HTTPCLIENT=4,0,"http://httpbin.org/put?user=foo",,,l J

i . <
s )

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www—form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace-Id": "R
+HTTPCLIENT:140, 00t=1-61503d41-1dd8cbe0056190f721ab1912"
}I

"json": null,

"origin": "20.187.154.207",
"url": "http://httpbin.org/put?user=£foo"
}
OK
. J
BiHA :

o BHRIEN R Z5 R AT e -5 i B2 B A ] o

4.6.6 HTTP %y PUT iR 57k (it i X)

Z/nBI LA http://httpbin.org 15k HTTP iR 4545, HHEZAK application/json,
LR R .

[AT+RESTORE J

M 3. <

[ox J
2. EE Wi-Fi #8314 station,

[AT+CWMODE=1 }

i . <

& J

3. MR

[AT+CWJAP:"espressif","1234567890" ]
Nl . <
WIFI CONNECTED
WIFI GOT IP
(T
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(B L)
OK

AR
o fa A SSID FHE RS W] BEFR_ ik dir & AN ] o 13 o 8 8 FR 25179 SSID FH5 15
4. PUT #5 & K B 5. xS & HTTP L F B ¥ & h 2, 4 0l /& connection &
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
RARAEZE put 1) ISON Bt T, K 427 775,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

.

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

Mg |3«

OK

-

>

Eadwe TR AT CHE R A B UCR AT RO, U R A A BT R B A 427 T K pggids, 2 AT
FACEN K JEILE] <length> J5, BAEEHITE.

+HTTPCPUT:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\", \"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.

—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581le-1ad4bd5254b4b£f5218070413\"}}",
"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-635f£7009-681be2d5478504dc5b83624a"
}

"json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;qg=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

< like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

(T

Espressif Systems 221 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 4. AT #y2 R

by

"url":

}

SEND OK

"origin": "52.246.135
+HTTPCPUT:43, .57",

"http://httpbin.org/put"

(B L)

AR

* AT fith > 455, HTTP body PRI AT AN T 245 L7

(CR-LF),

4.6.7 HTTP % 3 DELETE %2R Jj i3

TS, AT DA T4S

R BilPA http://httpbin.org /2% HTTP JR45%s. DELETE 75 F TR IR 55 #% L %eJ . DELETE iKY

SR SS 75 -

L RE ) BEE.

iy

[AT+RESTORE

i B«

[OK

2. B Wi-Fi 25} station.

Ty

[AT+CWMODE=1

iy B«

(ox

3. EEREH .

o

[AT+CWJAP=

"espressif","1234567890"

T

WIFI CONNECTED

WIFI GOT

OK

IP

PEHA:

o {5 AR SSID M S Al RERR ik ay S PRI . R

()% i Zi SSID 12545

4. %k3%— HTTP DELETE if:K . %% opt to 5 (DELETE J7%), url 2 http://httpbin.org/

delete, transport_typetol

(HTTP_TRANSPORT _OVER_TCP).

[AT+HTTPCLIENT=5,0,"https://httpbin.org/delete",,,1

M B -

+HTTPCLIENT:282, {

"args":
"data":

{1

nwn
14

"files": {},

"form":

{1

(ZF 30
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(#2 E50)
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-61504289-468a41l
+HTTPCLIENT:114,737b0d251672acec9d"

b
"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI 5 R T RS i B P YA

4.7 WebSocket AT 7534

AN T AE ESP32-S2 5 # LiznfT WebSocket AT 4 %5 fir I TEAN 7R o

o 3 F TCP #y WebSocket 1% 3%
o A F TLS 0y WebSocket %3 (482 %40

F%E: BUARY AT A S0RF WebSocket Zfig. AR FE2E ESP32-S2 37 WebSocket ZhfiE, HSH A48

4.7.1 LT TCP 1) WebSocket #:4;
1. 8 Wi-Fi £iX4 station.
e
[AT+CWMODE=1 ]

i B«

[ox 1
2. MR B h 25

[AT+CWJAP:"eSpreSSif","1234567890" }
M. :

WIFI CONNECTED
WIFI GOT IP

OK

Py
o EEI AN SSID A5G Al REER Lk ay S R OS] o T S0 2 B 25 17) SSID A% A
3. PC 5 ESP32-S2 &£ 4 — N i
4. 7£ PC L f#i ] python B —4~E:T TCP f¥) WebSocket il 55 %%, wEICHL AN :
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-
#!/usr/bin/env python

import asyncio
from websockets.server import serve

host = "192.168.200.249"
port = 8765

async def echo (websocket) :
async for message in websocket:
await websocket.send (message)

async def main():
async with serve (echo, host, port):
print (f"Server started at ws://{host}:{port}")
await asyncio.get_running_loop () .create_future () # run forever

asyncio.run (main())

B EAR H Y host Sy PC 1 IP HUIL I RAF N ws—server.py X, FIBLBITZRRRF

[python WS—Server.py

Ui :
o WIRER) PC _FAH 4% websockets J§, il pip install websockets %%,
o BRAEL Y WebSocket [l 55 #4124 8765, ] DABE N H BRI .
5. ESP32-S2 % &AE R F %4 %3] WebSocket IR 4555 .
o

[AT+WSOPEN=O,"ws://192.168.200.249:8765"

i B«

+WS_CONNECTED: 0

OK

6. ik 4 S IH

o2

[AT+WSSEND=O,4

i B ©

OK

>

A4 FAEE, Bl ARG test, ZJa AT K5 PATER.

[SEND OK

AR
o FHIAMFEEH B AT+WSSEND iy E K EE (n), MRS XMWY busy p..., &
IRER O HT 0 DAY, KR SEJG LY. SEND OK.
7. I 4 FATEE .
i T Y WebSocket ik %5 #%2— IR G548, FICERYE LiEIG, RS A& RAER PR
P, RIAT S

[+WS_DATA:O,4,test

4.7.2 & T TLS ) WebSocket ¥4 (FHH.%H)

1. 8 Wi-Fi i34 station,
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fir s

[

AT+CWMODE=1

i B <

[

OK

2. FEEEIH

[

AT+CWJAP="espressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K

o {5 AR SSID MY Al REFR ik a4 rP AN o 35 B R0 e 45 SSID FIZE S .

3. XHE SNTP fi45#s.

[AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

iy B«

[

OK

LK
o BERTDMRIE B © FE KA XS E SNTP iR 45«

4. ¥if] SNTP Bi}a],

e

e

[AT+CIPSNTPTIME?

i B«

{

+CIPSNTPTIME:Wed Nov 13 17:00:15 2024
OK

B -

o ST AR ) SNTP I (7] SCI IR @ 7 AT A FIIRT S B SNTP i 55482 15 £ 28

o PEE AN THE TLS A TERHARIGIE 154G 3k
PC 5 ESP32-S2 &% 45 [l — & i
FREL WebSocket R 45750 CA. IET. FA4H.

Al PAF ) openssl THA N CA. . FIFALEH. WREBNEME, #56FH DANE &7

wss_ca.crt

MIIDNjCCAh6gAWIBAgIUDe6T+PulOBgqmmT jw3s4snVRNEFiCMwDQYJKoZIhveNAQEL
BOAWNJELMAkKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFUINJRiIBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDYxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQOxEDAOBgNVBAMMB1 Jvb3Qg
QOEwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCY1Q0st JGNFHLE7F+gG
OMSZSrWV4+/50xwlCw3y5N10VKMSxppYHVx J6MbOwWoCqQex /WMt qnhg9ATD1ZOE
PXFVB0aZd6EEBz24k7UvQ1ilfIwStzmjl8SSbe7CiFg302WVokBVFhSeY2jrG+sI
6PWgOWsvxzierDL9hef708IJER1IX0ScBIsLZnVU4UBPtrbG2bgl3L6T51Q95t SEX
Lsmfz41+/Q1xSC7VGHIK1IWGBnUzGpvIvLcIUFGZVCcAEKx1VIY7DsyJvTosfOOMmb
yUIcBk5nVCHRfhmt r FRAWWD9YaNcOgMPVpO6cHzGd/Fgwo6v0O6QshMYUOE 6wxpVijb
8JY1AgMBAAGJPDA6MAWGALUJEWQFMAMBAf8wCwYDVROPBAQDAgGMMBOGAL1UdADgQW
BBRAPJ7NG+WXS1iLN4ZLWJI1QQf jrm7zANBgkghkiGIw0BAQsFAAOCAQEANYpPErE2L
IpISbzJTVvG6A67YmMYMyadWSNGQ2VidLK2s3zkggF 96bIZziygOadmgAKD/yTwlOt
VOxF1GUDz43DtJZ1wxo8FPrxH41cP63vitp28+ZNkylvIOHrx8De2JjiYwWRpZm1QY

(T
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(B L)
EHWDEFpK26LdwPPalwdMZSyMzCtRNJ+08Bk5kSc3V9QImh91Le4PdfCIcfzwPskC
dNgUMECRa4k3VFOYVUumyFofG8/kINcRogfPzZuUE20)1wCHgSpOaP2CIN9QTkOg
Fn0Itrjikvé6zlaTp+SJPOzRPbympLIKhhhhcYJQdPaXHWWYfdhEU/abnndQpd+1Y
HPnBCb4tK/pS9w==

MIIDVTCCAJjJ2gAwWIBAgIUPLhviJhl1UJDQ5Md6tHibK11jP24wDQYJKoZIhvcNAQEL
BOAWNJELMAkKGAL1UEBhMCQO4xFTATBgNVBAOMDEVTUFJFUINJRiBBVDEQMA4GALUE
AwwHUmM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDQOxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQxDjAMBgNVBAMMBUwx IENB
MIIBIJjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEALKALI+zRbUaMjukAiZai
dzPdNdy+TUv2K+GyBl5yomIrOelclpfztk68zdHKcFFtORQfz1GYtxrZzgvOT704t
K9ijFAw+k498SCTmTgHW1UKc7BImMK6UZE£ZSkXUNnufXKES5+N96u+49e3wbk7yoNfQ
kzdtwwXUtM6ee5w7HV jwdKQcIXYWv/c/zVLWmAUG3AEaUknS8r4LdG/X+L/bxN+9
zycLL5tGgZg22KENW4AQWsSUY6ntuKQD1ohiNxi+wXyM3mVNOc94umICj7al0OhPst
UmuLYD/gUCnM4JRvVQYAVMPQC1i88KoLj7aIwdedQ7TIwhJIGDS6WDVEMeRfJVXswUk
4QIDAQABO10wWzAMBgNVHRMEBTADAQH/MASGA1UdDWQEAWIBpP jAdBgNVHQ4EFgQU
elwZbnvdnZr8js60EyIWiP6hRFAWHWYDVRO JBBgwFoAUNrQtNxDOtapUczc8Mwln
hPZE84YwWDQYJKoZIhvcNAQELBQADggEBAICnosdYBc6enaKB7 7AWXEF zMWyDDLvd5
JSJalIRJ+Rhs1gBxjIH66/+6QyZcJubC/RZ+RZ04Mky3nMndc3kSCFgqauBCK9xoG
/f£Z5wrAfH5404P+3211GoK8E1tKulHUQYJTW8 JKbLWCRI8PnGkrDZBgSXgn8tyL4
U3hulMdmkH//£iV0z6it fyJcZDu38718bGBhrAD3Z7gWcdIJbXxmubm7FJadUe/N
0vsLtgkOpOyUa2rThOnJpSyXB50nKi fRGY juPrnOIWtmADYQRUeD2zdggqRUUUYJR
eedVz2BFXhpzdGeD3bVAop+/YEbTa0iDxXSLWkPLOfCyIkdTPXmKQPQ=

MIIEvAIBADANBgkghkiG9w0OBAQEFAASCBKYwWggSiAgEAAOIBAQCOOASj7NFtRoyO
6QCLZqJI3M9013L5NS/Yr4bIHXnKiYivR7VzW1/02TrzNOcpwUW3RFB/PUZ13Gtn0O
g87uji0r2KMUDD6Tj3xIJ0Z00fCVQpzsH2YrpR191KRASe59c0oTn4339g77j17£Bu
TvKg19CTN23DBdS0zp57nDse+PB0pBwldha/9z/NUtaYBQbcARpSSdLyvgt0b9f4
vIVE373PJwsvmOaBmDbYoQ1lbhBaxJRjge24pAOWiGI3GL7BfIzeZU052316YgKPt
rU6E+y1Sad4tgP+BOKczglGI9BgBWY 9AKLzwaguPtojAl51DtMNCEKYNLpYNUQx5F 8
1VezBSThAgMBAAECggEASKRFAFsWjyJdDVI1Y4nhsU6vpCCT/wCN8D/XoL9x3MOpB
JzrUAC4POoIWGXVAKFWN8LkviemlX6+2n4bDFOFN4TIj+caflQ33ZPSRCW+3zdQVniW
OMVmMmSorDTN3JgSv1WgIOwG3Kz8cKW2Ae JBR88YIJbGbTgNiBXIZKVGkkWC/maULKa
L20md5ZzF 9gkWWoBk0Gxr IME+V9726L6SJHIVESkKkPcbojXZPM06zmz84+2z£0UdG
pl+SocmQzo8yzhjXR8UHxtzfZbi1i1JZGCsWIxvizgM40TaRf IBPhmmSNwpO7Vk31D
t6XISALgMbIHV/co5LOWs5WnyQBud28MV7RpCD/tawkKBgQDNGuUF SmilpMR6KgRrd
08amarsekINDINiWsUcCXLYYHQkNCITtr5Ggtm3EbIJbROWLWUzL7PwgeuNmN6e6vz
IreS7wd+uO3HeVVsFPeOpT1XzALMG6wuYN/Ipfe/T8v/vg9CkoZ6VDaDN60OJEBAQ
g6pAUQFL+uamLfrKcCiZtiOR/wKBgQDIFRhC5MyLaF1lw3XumgAsh37tmlGOQ/T+K
GAWXiRhzXW340EVezNUUXeJcGigdBgNVwXBvIYTkOunyIw72bUNrIeOqp4ZgO2viW
NUgyDgIGKZuIIGI51FeezG6Qu2s93gqZ2TYtdjHOM4ISKgrKOvY51 fuXBNFSuC7BOg
15MQamuJHwKBgHGJhiszgq6aPSChbt HIKTHGWDWXwqfRfEwWd/HgLnbZ JBXpPmhvPh
mvtBg5bHt 1kpmv1I/XFKLMXM2KCDAS4Gb10TdQYvy jmWhX386wY8a+1iTRMiLy9JZ
K3gC+aOWgelZ+/Zj0AdnOgTLH+14y8hnOQwx/8YZNJltu2kbIwcpMV53A0GAFMzZE
meepL/DoI2iS+ysifSICHFbexurc2SFIKAmwBgY3cX9NRt 6gZBSifIgnlbNiUl7p
r18a6gLWeTgqVyp5vPMroHQyPVp+2xS0C1V1JcpSOub6cKLxXLZDQQZ1lmglbNghmFeV
JpPQbBxdujBYT9peONSRQ2IPBNI/9SHPZwx5I2cCgYBACmby010oBi51CbCXKV5c3
mz1PpM6zR3aLYsFyknWRt Lv3UPMGzOLsRDkwfQEMZWt /VF jXehajyqd8X7r3V01X
cz5LwmHOMSKDYgdzrJjvE31PxDdKtmyPr5nnF/8/SF6Law]j7v6eGnpi ZNgHC /wkK
9EmMCxWXJc/9GVWSZtEOz/Q==

7. #£ PC L[] python G —A~FTF TLS K WebSocket JR%5#%. ~EILASUNT :
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-
#!/usr/bin/env python

import asyncio
import ssl
import websockets

host = '192.168.200.249"

port = 8766

wss_ca = '/your_path/wss_ca.crt'
wss_cert = '/your_path/wss_server.crt'
wss_key = '/your_path/wss_server.key'

async def echo (websocket, path):
async for message in websocket:
await websocket.send (message)

ssl_context = ssl.SSLContext (ssl.PROTOCOL_TLS_SERVER)
ssl_context.load_cert_chain(certfile=wss_cert, keyfile=wss_key)
ssl_context.verify_mode = ssl.CERT_REQUIRED
ssl_context.load_verify_ locations (wss_ca)

start_server = websockets.serve(echo, host, port, ssl=ssl_context)

asyncio.get_event_loop () .run_until_complete (start_server)
print (f"Server started at wss://<{host}:{port}")

asyncio.get_event_loop () .run_forever ()
.

G AR host S PC 1y IP #idik, wss_ca. wss_cert., wss_key NIRE25IEH) CA,
WA, RALBIEE, FHRAEH wss-server .py SCIF, FIBHE(TIART.

[python wSs-server.py ]
L
o MIREH PC _F3H 43 websockets iE, ##f#i pip install websockets 223,

o PEE Y WebSocket [ 4528 11k 8766, Mt DA E MBI,
8. M E: WebSocket 4% AAH H %A

S
[AT+WSCFG=0,30,60,4096,3,0,0 ]
M B -
G |
B :

o MR T E R PR B S T S, W5 4T B9 PKISLE .,
9. ESP32-S2 & &AE R F %33 WebSocket IR 5525 .

e

[AT+WSOPEN=O,"wss://192.168.200.249:8766" J

i B <

+WS_CONNECTED: 0

OK

10. %Kik 4 FAT R

e
[AT+WSSEND=O, 4 }

M B -
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OK

>

B4 FRAE, Bl AREE test, ZJ5 AT Rk AT R

[SEND OK }
i :
o AR T HEH M AT+WSSEND AR EMKE (n), WAL busy p..., A

EEAEAET 0 DAY, RIRSEMG LY. SEND OK.
11, B2k 4 FA58dE .
H T _L T #Y WebSocket il 45 #5 2 — I Bk 5548, FINTESE Lk )5, IS4 AR %L
P, BRI AT S

[+WS_DZ—\TA: 0,4, test }

4.8 Sleep AT 7=

AT BN ZHF 2 BB I AT/ ESP32-S2 28517 i L] AT fir -5 BRI A

i

o & Wi-Fi #: X, Fi& & # Modem-sleep 12 X,
o & Wi-Fi #2 X, Fi& & A Light-sleep #2 X,

* & & A Deep-sleep #E X

4.8.1 T4

ESP32-S2 R 1R Jeilt iy L A PREEAR , T DATEAS Rl FL P2 [ U048 . 247, ESP-AT SCHFPATR I
FHIIFERE (EZIRIRBITE S5 BRI ) -

1. Active Bz A ST TARIRES . R ATASRIR. R ERIBIRE S .

2. Modem-sleep #ix: CPU Wizf7, WPAMAIgEACE . Wi-Fi af. W BRI e il .

3. Light-sleep fz: CPU #{&izf7. RTC 7EifiesfoMsibA & ULP HpsbBR2SIZ T, T et
(MAC. FE#L. RTC @Zhfa§s N W) # Ml b

4. Deep-sleep #iz: CPU FIKFERFIMEHEI &L, HAF RTC f#6ik#5F1 RTC ShgAbT TARIRES

BOANEOUT , ESP32-S2 ARG A HEA Active fis, 24 CPU ATFE—H TAERF, BIanEFFohm
HBIMEERRS,  ZRGE AT DAE ARIIFERE

ESP32-S2 fyHi#E, 1i§5% ESP32-S2 A BOARKAR 3.

ik
o FFo BIFEIATE Wi-Fi BIUHEE A B R ESP32-S2 1% A HEARAR L .
o IR Wi-Fi BN, Hf station B Modem—sleep £zl Light-sleep iz,

o XTWABA T Light-sleep X, HHAINTAEAE 32 KHz ¥k, Q1R IMBAAE 32 KHz
EEPR, ESP-AT }f LAFE{E Modem-sleep 55 .

Uk WIRPS

Syt AR R T B SR T, A SO A R AR ZE AL T
WFER AT 2% TR, (FEE, BPITRBRE T ESP32-S2 , SNEHITGHIFHCHE.)
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-

=

=

Digit Multimeter

DC Power supply

@ ESPRESSIF

K 22: ESP32-S2 fifi {41432

4.8.2 Ar Wi-Fi X F %8 A~ Modem-sleep 55\

1. % Wi-Fi 2 station Bz,
o

[AT+CWMODE=1

i . <

[OK

2. JEERH A

fir s

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fa ALY SSID AN T T AR i fir & PR I] o 375 (8 50 B e 4% 1) SSID IS o
3. BERHRIAN Modem-sleep 55X
s

[AT+SLEEP=1

M .
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[OK

#rik: RERHRGE AP i) DTIM @I H] (s — 08 DTIM 4 1),

4.8.3 1F Wi-Fi X F % ¥ b Light-sleep 5

1. % Wi-Fi 2 station £z,

[AT+CWMODE=1

i . <

[OK

2. FERRpK IR BCE MR 3.

[AT+CWJAP="espressif", "1234567890",,,,3

i B <

WIFI CONNECTED
WIFI GOT IP

OK

K
o ki AHY SSID FIERS AT BEER i iy AR IR] o 3 68 R % b ) SSID FEFRS .
3. WERHRIAN Light-sleep 5.

e

[AT+SLEEP=2

M B :

[OK

il CPU K2 HBIRAR, RF W SARSEAT+CWIAP BB W ] 2 401 5 P4 o

4.8.4 UE¥h Deep-sleep Bi

W EARIRIE K Deep-sleep 153\, % & deep-sleep B[] > 3600000 ms.

iy

[AT+GSLP=36000OO

N . :

(ox

VLR
o BOEMEENG, BoAr E SO, ORI, SRS Y AT .
* X§F Deep-sleep #i, ME— MLy 142 5 IR -
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4.9 AT B 60

AR EENZPAT LA ESP-AT SCRFIRCM 7K

o SmartConfig B
o SoftAP Fe. [y (WEB BeIq )

o WPS it

RN MWW E W 2 s
[Tyt SmartConfig it ¥ SoftAP fit WPS Fi [
PRI S v, O (5iz1) g
7522y BLE [ x) [ x) [ x)
JE T B SN TFHL APP 9 (%&:z2) v [ x]
Fi X A 2 % B = =
BAER bt i B =R/ L3
HeAFFE L Het7 rh 4t i

o VR 1t A AT [E{F S0 SoftAP iR, 5% Web IR 5% AT 44~

* &£ 2: )} SmartConfig H'f¥) AirKiss ZEHUC ] i F5 KA H APP, Iﬁl\ﬂﬂ JAT RE TC A B AR
APP,

4.9.1 SmartConfig il

AT SmartConfig Ji ({4 PUF %L, 43 5|2 ESP-TOUCH, AirKiss, ESP-TOUCH+AirKiss ] ESP-TOUCH v2.
DA &2 AirKiss #1 ESP-TOUCH v2 27 ) Tie 5 7151

ESP-TOUCH v2 i[9 534

1. FEFALim 24 EspTouch [ I FEIT .
* Android: % sy EspTouch "F#% (¢ wibi [ R 7 J5AD )
» i0S: iOS i EspTouch N#;  (iOS i i JHFEF S )
2. PEE ESP %} Station iz,
AT

[AT+CWMODE:1 ]

i B <

[ox )
3. ESP32-S2 #4571 )5 SmartConfig.

o

[AT+CWSTARTSMART:4,0,"1234567890123456" }

Wi K7 -

Lox }
4. AEFHLRBEATIN
IR OA T BB FTIF THLAY Wi-Fi, M FRRM 4 (G0 SSID: test, HiT: 1234567890),

J& 3l EspTouch [V IR F7, miidi EspTouch V2 ##4H. TEBREE R T i A BT iEse Wi-Fi (0.
FC M AL BCR DA S AES 48, R iR :
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Wi-Fi %A : 1234567890
FERMWEEKE: L
AES % 41 1234567890123456

5. 1 ESP Baf bt A HC M A -
LT ESP B2 # i 2 i HH R R :

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

WIFTI CONNECTED

WIFI GOT IP

smartconfig connected wifi

Ft, ESP %4 ML M C BN 5E 1K«
6. ESP32-S2 %4515 1I- SmartConfig.
i

[AT+CWSTOPSMART

i [ <

[OK

AirKiss Fc 749

L FTHFILE, BB CREFEERHD AR5
2. % H ESP %%} Station £z,

[AT+CWMODE=1

i . <

[OK

3. ESP32-S2 %4571 )5 SmartConfig.

[AT+CWSTARTSMART=2

i B <

[OK

4. FEFHLmEA TR -
FHUER S ZRCF A Wi-Fi (B0 SSID: test, #f%: 1234567890) , RIGHIIFMME, #A “/RéE
FERHT ARG, MM, HE] AirKiss B IFIEA L TEBRELAY T A Wi-Fi %
1234567890, f% %], FHLRERFBREMHE RERT . ... .. .
LI ESP a2 i HH AR F R :

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

F I, ESP A AL ) 58
5. ESP32-S2 %4515 1I- SmartConfig.
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[AT+CWSTOPSMART

g B«

[OK

4.9.2 SoftAP Pt

AT SoftAP it 4812 WEB M . 4 X 3E40M5 5., 155 L Web Server AT 715 .

4.9.3 WPS fic

1. HER—A 3R WPS LM% th s (15120 Wi-Fi SSID: test)
2. % H ESP %% Station $zL,

[AT+CWMODE=1

M B«

[OK

3. ESP32-S2 %45 FF ) WPS Ji [,
i

[AT+WPS=1

M B <

[OK

U R % e e O O T, JF R WPS ZhiE, R4 %), ESP Siarim i i RO M ERE, Bk

M E W .

WIFI CONNECTED
WIFI GOT IP

4. 7rif] ESP32-S2 4% B Wi-Fi {5 5L
iy

[AT+CWJAP?

Mg |3«

+CWJAP:"test", ......
OK

5. BSP32-S2 4% 5% 1] WPS B .

[AT+WPS=O

M B ©

[OK
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ESP-AT [t AN i 4t

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

[<maj or>.<minor>.<patch>.<custom>

Hrpe

y <maj<;2>/§ﬁﬂ£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT %Ay 285

ESP-AT J%:4fi AT B{FRY R, ARA R R SE UCE AR B 8, 2018 — A KA 3.

ESP-AT % A7 043 SR T F i SCRRCASE 7V S 7=, BIGERT DA 2T &5 SCRR AR5 S IRCAS 11 22
Ho Bl release/v3.3.0.0, release REFEMMD X, v RRELM O CHRA, HIFHRA

Z, ARSI TR

[<major> .<minor>.0.0

)

Hora:

* <major> N FERA . Bl release/v4.0.0.0 AERAFKER, EHAFETI B S,

BIRRE . R B

o <minor> NRBERA., il release/v3.3.0.0 fUEAKRNKEY, WEOFHEHNEM:. ESP-IDF

WRATHR . MR .

WHRAFOUT, FrAAR) AT BT LA S R 2 R, BRI ERAES, 2K AT B

[ 25 k7435 3 GitHub,

o SBTRFEIT Al S AE master 732 EIET, ASGHEIEA D L.
o BB H S AF master 5330 LT, WERMEUYE, SEIFEIRAD L.

54 SZRHUIER

ESP-AT A~ - BMUCA TN U E A AT R B0 SCRABIR o SCRFIBIIRI G, WO ISR 9P, RN 4R
WE3FE. T ESP-AT )2 5T ESP-IDF JF AT H , [Nk ESP-AT [ 33U B2 32 R T ESP-IDF [y 30 H;

IR . 4|7 ESP-AT &AM F B0 :

AT jRA (%%t EZHESHERLS IDFRRAE IDF SZ4HAREIE AT $TARAER T
i&]) A X1
v4.1.1.0 ~v5.4.2 (8ad0d3d8) 2027.7.5 2027.2.5 - 2027.4.5
(2025.7.31) o B
« ESP32-C2
« ESP32-C3
- ESP32-C6
« ESP32-S2
v4.1.0.0 ~v5.4.2 (8ad0d3d8) 2027.7.5 B kAR A
(2025.7.18) o BT v4.1.1.0
« ESP32-C2
« ESP32-C3
« ESP32-C6
v4.0.0.0 ESP32-C6 v5.1.2 2025.12.30 B & B A
(2023.12.29) v4.1.1.0
v3.4.0.0 (2024.6.7) v5.0.6 2025.5.29 B kO R A
0 Sl v4.1.1.0
« ESP32-S2 .
v3.3.0.0 (2024.5.9) . ESP32.C2 v5.0.6 2025.5.29 a 17’;21 gﬁ R A
« ESP32-C3 o
ESP-AT 2% 5 A fRA S R IR I
o SCRFIRRN AR 5510
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Service period (Recommanded for new designs)
Maintenance period

v4.1.1.0 ' """" 31 Jlil 2025 5 Jul 20i7'
AN SN N E N R R A S N
% v4.0.0.0 oo ;29 Dec 20;23 30 Dec 2025‘3""""
x : : 5 1 | : | i
= i i : : :
< { ; ; : : :
% R U S 7 Jun 2024 L s et S e
M ; f : :
v3.3.0.0 -9 May 20?4 29 May 2025
; ; | i i ; ; | i ; ;
B I u & S S [ © © A 7\
& §®<3 R & kgx’bﬂ N & @‘ﬂ R N @’&‘5

Bl 1: ESP-AT A SZHF IR

WA AT ZATZE R AT BT, SR RS R A AT iRA 1k T
A AT JSCA IR AT IR TRLE FAE 200 oA BRI 2B 5T, B8 %) ) ESP-IDF 57240
PR SEHRALA A (AT RATBEIT A 41i%85 7 X ¢ ESP-IDF A ) o

o SCRRIRAYZES I
MRS A AT, B0 X Y ESP-IDF SCRAHBIR 450 (AT KA stB A 7

Z4Zts 7 X WY ESP-IDF Jii 4% ) . il 4n, ESP-IDF v5.0 {32 ##1BR % 2025 455 H 29 H ,
74 ESP-AT v3.0 ~ v3.3 (4P i FRth 3] 2025 4E 5 H 29 H .

=
o —H AT KAGHIICA, WITHBCAS I SR BR A AR 55 A ZE TR, 2 A SCRE BR A 44740
B, AT k75T v3.3.0.0 A< (%1 %F ESP32-C2 il ESP32-C3 ith B) , FB4 ESP32-C3 1y
v3.2.0.0 MUAS Y SR IARR A AR S5 A S o, BE A RRARR i 243 ;. ESP32-C2 ) v3.1.0.0 i)t

K SRR IR S5 IR, A SCHRUI R A 473
* WfEA GitHub K5, 11597109 AT B R4 A, GitHub $§AEPHCA A AT I e A . A G pr il

(¥ AT {14 Bugfix fiA BAGI , 3T 2 12% Bugfix BUARH L& .

o TR PRGSO A CAMEE IR SO RS AT, AT AR L o
o FESCHRFUIR N RS ESP-AT W BARFAREEAE GitHub [ 277 73 52 EdEA T 2 bug 852, ZaxiB 4%,

FERR T 22 I R ATHTY Bugfix AR .

55 A&FEM01 AT E/ERA
TR EAT+GMR A2 AT FIFAEE, 2%AT+GMR b FHSHH 7T 258,

5.6 iI'BY AT A kA

o H—: KFMEY GitHub k%
o B HIFZ Ryl fe
s H=F RHAHEA

5.6.1 45— BSEN GitHub k'S
HEFHEZ 0, e B GitHub - BRI I % 7 i BB AL
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5.6.2 520 kP
PjlA) ESP-AT )%, SdTimA LA watch, A Custom,

O espressif / esp-at Q +

<> Code () Issues 98 I s () Actions [[] Projects

@. esp_at » C ', Edit Pins - atc 50 U Fork 684
Motifications

¥ master - = Goto' + Participating and @mentions
ceive notifications from this repositony
1 for ESP32/ESH

{%‘ xcguang Merge branch 'bugfix/. IIESP32-
All Activity
Motified of a

B .github

) , _ Ignore
B .gitablci docs: Added th R —
@ bootloader_compon... chore: Updatec Custom
5 t
components

docs

examples

main

20 g dlE A (k)

5.6.3 =3B il %A i

73k Releases H & Apply.

DORERESE I T VT AT RATHIEAE . A8 AT AR Ay, B2 ii®) GitHub AYE AT
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¥ master ~

@ xcguang Merge branch ‘bugf

B .github

B .gitlablci

B bootloader_compon...
components
docs
examples

main

i Pull requests

Edit Pins -

Goto-

1for ESP32/ESP
3I/IESP32-
Pull requests
Relea

Security alerts

P 30 sE A AR (iR )
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Chapter 6

Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ARSI /21 T A AR s 4 ik ESP-AT TR, FFAR IS [ 58 % 51 ESP32-S2 e 2M4BIARY B 7
K AT B TOIRI R R ORI, SRR A LAT st v iy AL K 45, IR 25055 24 ESP-AT ik,

WSRA S5 ESP-AT TAEA NAE, s 2B s U ERe /b, e i bo T & GitHub R 70 _E %%
ESP-AT 1 4%,

6.1.1 PEANDER

TR S RN IR, SE ESP-AT TAREM il . FAEEZeas . BlE . iAok, HERE I Sk £
Linux &5 % .

% —%: ESP-IDF Heig A\ I
% =% FRIESP-AT

ER A S £
FALE BN I

¥ BEIAR
Foxd miF LAz
Frd REEEE
build.py Bt ik

i
P
S

6.1.2 5—3: ESP-IDF $RiEAl]

TESmi% ESP-AT TAEZ 1, 4c2#>) il ESP-IDF, [H 4 ESP-AT 23T ESP-IDF FF & 1#).

5 A4l ESP-IDF v5.4 il A1) 0k W3R, € hello_world TRERYECE. . Zwi¥ AL FEE M E
ESP32-S2 J K& A1 .

ik WAL, (HUREGRP)E, SRS St IR, PARAZE ESP-IDF J-#f (R I 7
FIA T 5K

SE_E—21 ESP-IDF YU A1), 0] AJTAG TR ESP-AT TR S
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6.1.3 5 2b: 3KHLESP-AT

%1 ESP-AT TART N BUREER LA PO S0 ESP-AT 0%

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
Zl-‘iiﬂmﬂzii PATR Al E R SR PRI 5

* Linux B{ macOS

cd ~/esp

git clone --recursive https://github.com/espressif/esp-at.git
e Windows

X ESP32-S2 RANAA , HEFEEAE B A IRz 1T ESP-IDF 5.4 CMD.,

cd %userprofile%\esp

git clone —-recursive https://github.com/espressif/esp-at.git

QAR AE P E B TC YA DT A GitHub Bg3IX, BT DA AT B4 B peith s ESP-AT: git clone https:/

/jihulab.com/esp-mirror/espressif/esp-at.git,

ESP-AT ¥ K~ #; % Linux 1 macOS [{] ~/esp/esp-at. Windows [{] Suserprofile$\esp\esp-at,

Frilis ZEASCRY, Linux Fl macOS 45 R 45 H ESP-AT HJERIN A K12 ~/esp; Windows #:AFE R 4E
HIBRIABR IS Suserprofiles\esp. I DAKF ESP-AT LALLM EBAR T, (R E M 6y
AT AT B . R, ESP-AT A SRl A 2 i B AR .

6.1.4 =20 ARWBE

BATHH TR install SRZ4IEL, M2 e T B R 5 3l 42 B 4K 1% Python 4. ESP-IDF 3 JiE DA J¢
ESP-IDF [l i T.H%,

* Linux B{ macOS

[./build.py install J
* Windows
[python build.py install J

USRS — LR ERET, 10 ESP32-S2 B ff DA T e B e 10«

e P Platform name, 5l ESP32-S2 &K #5155 PLATFORM_ESP32S2,Plat form
name [ factory_param_data.csv i % .

o ¥k Module name, %1 ESP32-S2-MINI #% 2H % $%& MINI, Module name H fac-
tory_param_data.csv i .

o FESEPES FH B EE ] silence mode 2 B, 155G EES 4%, T f# silence mode. —fIFH N NG
ok
=
e YN build/module_info.json XAFLE, FiR= R E R ASHIL. Kk,
R E LS E R, MRS

PAEE Platform name A ESP32S2, Module name A MINI, F2%J silence mode 15 :

e 3

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Ready to install ESP-AT prerequisites..

Ay
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(more lines of install ESP-IDF prerequisites)

Platform name:

. PLATFORM_ESP32
PLATFORM_ESP32C3

. PLATFORM_ESP32C2

. PLATFORM_ESP32C6

. PLATFORM_ESP32S2
choose (range[1,5]) :5

a s> w N

Module name:
1. MINI (Firmware description: TX:17 RX:21)
choose (range[1,1]):1

Enable silence mode to remove some logs and reduce the firmware size?

0. No
1. Yes
choose (range[0,1]) :0

Platform name:ESP32S2 Module name:MINI Silence:0

Cloning into 'esp-idf'...

(more lines of clone esp-idf)

Ready to set up ESP-IDF tools..

(more lines of set up ESP-IDF tools)

All done! You can now run:

./build.py build
.

(50

6.1.5 DU RIS

(1] USB 2 i) ESP32-S2 i 8| PC b, DA BB MR h H &, PR L itadae, 38, W
RETEGIF IR IE AT S FIEIC AT R, WIATREENL “AT /MRy . X T ESCEIA

B E B S Z 4ol TiR B AT 3505 .

6.1.6 :fhb: ACE TR

2470 H T.H menuconfig RHIE .
e Linux B8{ macOS

[./build.py menuconfig

¢ Windows

[python build.py menuconfig

UK PA A 2 BRER IR, ) 2 33 T TR S B

BESE BT AFDOR L B A TR, sl AT i FUERE . B R DR, QR BECE, ARAs

2 BB RC B 2 A

6.1.7 BN Gaik IR

IBATPAN a4 g i LA
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
Security features --->
I
pPartition Table --->

optimization level (Debug) --->
Component config ---=>

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

e Linux B¢ macOS

[./build.py build }
¢ Windows
[python puild.py build }

WEREN TR IR, BERSF SRKRIE . AR E AL ota 2} KEIR/N.
HIFSEMJERTE build/ factory BAR N A MIT QIR [ F. HZEEHS WESP-AT B+ £ 5%
6.1.8 S5Lib: RekSIes

FEATOATT fiy & L B [ PSR 5] ESP32-S2 e L.
e Linux ﬁ macOS

[./build.py -p (PORT) flash J
¢ Windows
[python build.py -p (PORT) flash }

HER T A ESP32-S2 AR H LA FRE e (PORT) o Bk 3 R4 /R A5 ERF E (-besk ) flash Hr, 3R FR5E
HREE# (PORT)

% ESP-AT bin ANgEfE 3, 3 HFT B} “ota data partition invalid” , %1547 python build.py
erase_flash RHEREEA flash, IRFHEFHER AT [l

6.1.9 build.py 3 3

build.py A2 T idf.py BHERK TH (B idf.py <cmd> IIEEYHEHE build.py <cmd> H) ,
EATPAETTA R an A A T 2 H k.
 Linux B{ macOS

[./build.py ——help }
* Windows

[python build.py ——help }
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6.2 M4k ESP-AT T %

ARG 2 Tﬁﬂﬁl_k[—lﬁﬁ‘ ESP-AT TF2. MERINRE 7 & A7 o4 B TOEW R Ta oKt s
BLIT J&3 WebSocket &g, Ff 3 AImDNS 5%, AR AR5 441% ESP-AT T2, 3l G A5 i 3B %
ESP-AT T42, (HAREARMFEEATE I A e, WIESE AR, it W 51541 ESP-AT T8,

TR PIGUGRIRNg AT FSIPE, 5 SRR A Cty™ b B AT RS I S e -
THPRATAF T RRAISIPRCL B P 8EEE, TS 2T e R i

6.2.1 VRN
TR TR0 0, 52 ESP-AT TR Fork, FABSRCHE . AARDIE A K i

o B —F: BRFMuy GitHub K5

o % —3F: Fork ESP-AT T2

o % =% JF 2 GitHub Actions 4t

o B9 WLE 4 ESP-AT TAZFFE 0l 55 4R

o $ AW AL github.dev %h4% 3545 B Aot LKA
o %< GitHub Actions %% AT B 1

6.2.2 45— BFEERY GitHub WS

FEIFURZ W, 3550 BRI GitHub IS, [RS8 (75 28 SR AR

6.2.3 45 2: Fork ESP-AT T

ViR ESP-AT /2, i 4 LA Fork,

Eidi Create fork BEHIGHEE HOH GitHub K-S T, BRAN Fork {3 DI master 4337, S AT
T ER S BN, BN AL Copy the master branch only,

6.2.4 %5—2B: JF)3 GitHub Actions Jjfig

RO T Actions #E A GitHub Actions T [fij .

B I understand my workflows, go ahead and enable them & GitHub Actions,

J& i GitHub Actions 5 Ji{ .
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - ¢ . % Fork

i1 Pull requests ) Dist s [ Projects © Security

Create a new fork

Oowner Repository name

Q ustcew~ | esp-at

By default, forks are named the same as their upstream reposi an c ize the name to distinguish it
further.

Description

AT application for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / Public $2 Pin @Watch 0 ~ {y Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master. il Contribute

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

% ustccw /esp-at | Pubic {x Pin | @Watch 0 ~

forked from espressif/esp-at

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

K 5: j5 /) GitHub Actions
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Actions Enabled.

Actions [ Proj 00 wiki

Actions N All workflows

I All workflows
0 workflow runs

Build ESP-AT Pr

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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6.2.5 SEPUSE: MdE Lk ESP-AT TR %9]
ﬁn LA Espressif OTA server [l P11 OTA token, I H.25%{fi J§ AT+CIUPDATE x4 J+4% AT [E{4:, T

%Emﬁﬁﬁ% Ey, qum%CDMWBKFUMSWPmU(ﬁ%%%ﬁ%hu,m%@%ﬁ
A& github.dev % %% 3315 B At KAL) BUE Bt b A TR

%’@“E?TE’J Settings #EABE T .

B Pro

¥ master - Go to file Add file = <> Code ~

ication for ESP32 ESP-IDF
This branch is up to date with es sp-atmaster. 1% Contribute 3 Sync fo -':-_ SPs ESP-IDF & ESP8266

 RTOS_SDK
. § xcguang Merge branch ‘bu link_cause_to_crash’ int
b/workflows
components
docs

) Releases
main
24 tags

module_config

tools

B 7: fiids Settings

Ml Settings -> Secrets and variables ->Actions #fA Action il & T .

15 New repository secret #EAZHA] T .

#1 A Name Fl Secrets, fiil Add secret QJE—ANHHIZ4]. ALK 4] R OTA token.
TR TR B A TR

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT _OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

J

WRFEE Z AL S AT BT, HEE DA, HRIIAEEY, A S50
U o
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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B Proj Settings

MNew repository secret

ets are encrypted and
1S plain t

Environment secrets

Environm
C

Repository secrets

Dey
| Secrets and variables

Actions

el 9: A B T
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> Code [ Pull requests Acions [ Pr O wiki ) sights | Settings

Actions =ts / New secret

Name *

AT_OTA_TOKEN_WR

Add secret

10: @ %5

Repository secrets

8 AT_OTA_TOKEN_ESP
AT_OTA_TOKEN_E
AT_OTA_TOKEN_ESP32_P

88 GitHub apps AT_OTA_TOKEN_ESP32_SOLO_1

B9 Email notifi

AT_OTA_TOKEN_WROOM32

AT_OTA_TOKEN_WRO

2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 hizb: fEH github.dev ZhifH 25 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $TJF github.dev &k} 2%

[ B G RET, PERREHE MU 0 SE AR

/esp-a

<> Code I Pull requests (® Actions [ Projects [0 wiki @) Security |~ Insights

| ¥ master ~ Go to file Add file ~ <> Code ~ About

Switch branchesitags e e Coror sz
~ cune § : 3 ESP-IDF & ESP8266
TOS _SDK

se_to_crash' int

Releases

> 24 tags

Packages

Al 12: e ¢

AL LA ., (U github.dev g8 aR T2 KA .

5.2 GEEW 5 3%

TEGARARIGTE, PR XA FR, FE FhE T, B0 B i 45 Sl A8 3 S 44 95
RIGHE QB2 X,

B Switch to Branch, )27,

o ST
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C {} & github.dev/ustccw/esp-at/tree/master

EXPLORER

ESP-AT [GITHUB]
K3 .github
B components
docs
examples
main

module_config

build.py
) ,

README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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& github.dev/ p-at/tree/master

product/v1.0.0

T [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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C Y & qithubdev/u lesp-at/tree/product/v1.0.0

EXPLORER
ESP-AT [GITHUB]
) .github
components
docs

I EL

module_config

.readthedocs.yml
build.py

README.md

requirements.txt

1

sy OUTLINE
TIMELINE

Ta pd
A

¢ GitHub

Bl 16: 73 S BIEESE AT
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5.3 Pk

1E github.dev 4 2s PSS . BIANFT B WebSocket 4t F£ 5 HImDNS h %, WISEBEFT HARZH it it &S
{4 esp-at /module_config/<your_module_name>/sdkconfig.defaults M4, WA FAT:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

C Y @ github.dev/us

0L

SOURCE CONTROL

NFIG_AT ENABLE=y
ML INFIG_AT_BASE_ON_UART=y

Chang 1

; MMAND SUPPORT=Y
onfig.defaults S I S bt !

AND SUPPOR
MMAND SUPPORT=n

S5_TASK

IG
IG
IG
CONFIG

ERE relling
CONFIG WL SECTOR SIZE 512=y

Pl 17: 34111 WebSocket fir4 345, 45 mDNS IjE (MHiicK)

eGSR, By R EIE. RSO ARS + E k.

C ) & githubdev/ustccw

SOURCE CONTROL

\ ENABLE=y
Commit & Push \ AT BASE ON UART=y
MQTT COMMAND SUPPORT=y
HTTP COMMAND SUPPORT=Y
WS COMMAND SUPPORT:

Chang

COMMAND SUPPORT=n
PROCESS TASK . SIZE=614¢4
0 SERVER IP="1iot.es
OTA SERVER_PORT=8

SOCKET MA
SP_AT FW_VERSI

# Wear relling
CONFIG ) CTOR_SIZE 512=y

B 18: e (disoR)

MATERE R, HREITMA . S Commit & Push #2752,

ik RS F s A H AT [E{4Rsilence mode, 52:7% 4ot g J 242 A silence mode Y
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G_AT_ENABLE=y
AT BASE ON UART=y
AT_MQTT_COMMAND SUPPORT=y

]
]

A T |
CONFIG ESP AT FW VER

# Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P 19: fEAc el (i)

6.2.7 5,5 GitHub Actions 2% AT [l

IR Z G, 2 A3l GitHub Actions g5 1) ESP-AT [E{:. 155 4o T GitHub T 23z #7
IGEfRE A AT B0 SCRY, TFEEITRZM AT B4 (HE: SRR AP E T H OIS T esp-at
A FEIATHY, WA E https:/github.com/espressif/esp-at {3 FE ) . GitHub | ) AT FE{SFEE]5 90 KA R
Ja BB RA, W HATIRAF R8I AT [l

6.3 Wi AT ¥ 1125

ARSI Y41 T A 18 Bl ESP32-S2 A1 [E (FHH AT port A . BRIATEOLT . ESP-AT /> UART $ 1
P AT ST — AT LA (U FFRR F ), 53— 5% AT dr RIBEKORRE (D T
AN ) o
WREC KA ESP32-S2 AT [, f H AR T2y i A, 3§ Bkl darpy T2 BUEfF, A1
FRRRELE A BGHTRA . 75 DUA06 ik ESP32-S2 045 1 AT 3 A5, SR se i A IR

* Stl% ESP-AT 142,

* ¥£ menuconfig fit & T. F.u} factory_param_data.csv ZE#% H& 0 I 4 B

o HiFLAZ,

o YA7aY bin A BEF IR

AR E A IE S, S BRI TR E P IR R

ik SR EE O AT 9B 053 % (i1 AT SPLEZ I, AT through SPL Hl {#i I AT 4 74% 1

6.3.1 ESP32-S2 Z7%i|

ESP32-S2 AT [E {4/ H & s 1 ATy 4 i & AT DA & OB, S5 (ESP32-S2 i RS % F
Wy AE R A

B8 H G i 11 55

BOANOUT, RFEFL{ItrY) ESP32-S2 AT [ (i ] AT UARTO 45 il iy H 25
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* TX: GPIO17
* RX: GPIO21

FE4 15 ESP-AT TAEM, W[ {fi ] menuconfig it & T HKF HB MO HE i 1 -

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config-—->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config > ESP System Settings —> UART RX
on GPIO#

fi

B 5 i A i 1145 I

BOATEOLR, UARTL Tk AT S FIH0 AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DA E.#EAE factory_param_data.csv 2 FPG P 1145 1 -

o FTFFEEAHIEY factory_param_data.csv,

o BB FTLEMIFT o

o RIETFHERE vart_port (WIRAE AT HE DR A AT @y 410, WFEESILTT, R
JE R vart_tx_pin fll uart_rx_pin fil AT HEORER—F).

o MPEFENE vart_tx_pin fluart_rx_pin (EFEIEFEERGER, KL ek
M, W AT HEOREH) .

o BANTEEMHERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRRG .

6.4 FIMEEX AT a5 4

ASCREANE T ARSI E 2 S AT 64, DA at_custom_cmd J96il, /R EE IR BT .
HE AR . WRER S, WS H AT 2K,

« F—F AT 4

o B FEM AT 4 F ik
o H= 3 hotB R B

o Fvad: Kok iRk R

c BAY: REMAMIATEE

o 5 ik AT A

WS PR IR)G , §53E 4T AT+TEST 45 3R BGE A T4E R,
H & AR E A4, SHZ R :

o« ESLEEE L

o RIS

o Hukar SR

o MR AL ey AT

o AT 4438 1 3R BUH N 04 235

AT fr RIS ATTIR, DA FESCHE BRENEEL, EHR At 3 e U AT ay S 1 2l

641 HE X AT w4
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i ESLAT @4

A A at_custom_cmd.c 1 at_custom_cmd.h LA HE X AT f54-, HAJHE examples/at_custom_cmd/custom
F examples/at_custom_cmd/include H 5% N #EH 1) {}Ej{ﬁiﬂ;kj(ﬁ:ﬁi}( AT 5%,

TEHE AT i Z B, T8 JciiiE AT ay 2 i FRmIZRAL.

% o BN
. BRI+ FFEFF L.
o R A2, avz), HF (0~9) RIE BT (L 5, .o /L L D), BRI IAT 6 4s
%.
Yo
4 AT G4 BE T IIRIEA: Wik s #im s, REGSMIITHS, TEEEBWAT b4
Pk

WG, XN RBA 4. BRI AT+TEST SRR IIPIRIEAL, NHEE X AT fir & 1A R BrG
FRIIIRIY, PASSE SCRE R ) 75 B AU

* B, Milesp_at_cmd_struct RKE L AT ap WA FRMPTHRE SRR, T s B &
NTHAFRA+TEST  (FWT O AT) FHCRPrA TR 4

static const esp_at_cmd_struct at_custom_cmd[] = {
{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, .
—at_exe_cmd_test},

/**
* @brief K UERALZE X B B W AT & &
=y

bi

ik WA UE I, FLEE Y NULL,
© Wik

static uint8_t at_test_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer[64] {0};

snprintf ((char *)buffer, 64, "test command: <AT%s=2?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

 Hifjay s

static uint8_t at_query_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] {0};

snprintf ((char *)buffer, 64, "query command: <AT%$s?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

}

© WEMmY

static uint8_t at_setup_cmd_test (uint8_t para_num)

{

uint8_t index = 0;

BT
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(B LET10)
/ORBE NS E, AREBRTN DT
int32_t digit = 0;
if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
<RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
}

/ORBE NS HE, FREBENAE AN FRE
uint8_t *str = NULL;
if (esp_at_get_para_as_str (index++, &str) != ESP_AT_PARA_PARSE_
—RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3

S/ AR —AZwR, HERKE, RERTE D (vart/spi/sdio/socket).
¥ K &k # 3| McU

uint8_t *buffer = (uint8_t *)malloc(512);

if (!buffer) {

return ESP_AT_RESULT_CODE_ERROR;

I3

int len = snprintf((char *)buffer, 512, "setup command: <AT%s=%d,\"
—%s\"> is executed\r\n",

esp_at_get_current_cmd_name (), digit, str);
esp_at_port_write_data (buffer, len);

/) RABEHRE WK
free (buffer);

return ESP_AT_RESULT_CODE_OK;
}

o TS

static uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "execute command: <AT%s> is executed\
—r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

20w ST AT a4 st

e 5 E X esp_at_custom_cmd_register PR %, FH fF K % P ¥ M API
esp_at_custom_cmd_array_regist () H} AT 634,

ZNGIENEE

bool esp_at_custom_cmd_register (void)
{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd)._
—/ sizeof (esp_at_cmd_struct));

}

« X J5, W H API ESP_AT_CMD_SET_INIT_EN 3k ¥ i b %5 55 81 /9 ¥ W AT iy % R 4K
esp_at_custom_cmd_register,

ZNGIENEE

[ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1)
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%5 W R B2 fE examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H 5% N A 8 H 19 U5 SCHE A Sk SCHF B AT dy A, 1 8 ok N R g a2 ok
esp_at_custom_cmd_register, FAHIZMREFE at_custom_cmd /- 28 R IR . SERT DAKE
REfr 4N esp_at_custom_cmd_register_foo, JRJ5{#ifJ ESP_AT_CMD_SET_INIT_FN #]i&fk
VAR

H=2b HEmALTHK

WREAES — 2 L AT 44 W T & at. freertos. nvs_flash #ph H At 20 {4, 15 7F examples/
at_custom_cmd/CMakeLists.txt X IRMIX S H PR, 2, Al ABkLT s 3%, o ansgr
i Iwip 440, MRG0T :

[set(require_components at freertos nvs_flash lwip) J

SEPUSL: B e Rz v

5E examples/at_custom_cmd/CMakeLists.txt S, B H E XHEM AT 4453 ZFRVEN
— NI ] 558245 ${COMPONENT_LIB} , #fi RA%)/ 751 7S o] DAFR BN R 4. /s B T -

[target_link_libraries(${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register") }

57k WR B E X EM AT 64313 248N esp_at_custom_cmd_register_foo, N7RFCHLAN
T

(Hll)

‘target_link_libraries(${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo }

Shib: REAMFASE

AT T HIFIRE at_custom_cmd HFFAEEAE R 7, PABRAR ESP-AT T H £E 4158 i REAS 1A 4%
BZAE . AR R RIERRIE A . WRETE esp-at/components H NI E AR H
SCAT iy S s B s RS, MIEHIITIA . (AARBIAE esp-at /components H3E FAYFIAALMH H
T SLAT A%, AR SCHARKTIHEA T .

Jitk 1: AEr AT E AT_CUSTOM_COMPONENTS FfIFAR & (3l H T~ A3 smit) .

¢ Linux or macOS

[export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]
¢ Windows

[set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]

ik

o iH¥ (path_of_at_custom_cmd) ##ely at_custom_cmd H FHESLLE SRR .
o BV PATREZ A Bl
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"
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Jjik 2: AE esp-at/build.py X setup_env_variables () R INAIKE AT_CUSTOM_COMPONENTS
AR GER T A4 iF IR R %% ). ~panr:

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path

$n Gk AT WfE
SEMA B IRIG , TR B BG4 sk R AT EF, IR e SIS L.

6.4.2 {7 AT+TEST i RBLETT4s 8

IEfEAE LRI, 1217 AT+TEST RIS R T .
M A4

[AT+TEST=?

Wi i ¢

AT+TEST="?
test command: <AT+TEST=?> is executed

OK

A4

[AT+TEST?

W

AT+TEST?
query command: <AT+TEST?> is executed

OK

WEmS:

{AT+TEST=1,"espressif"

Wi

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

AT+TEST
execute command: <AT+TEST> is executed

OK
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6.4.3 LS AT i %

SIS R GIACEIE T SO i a4, RIS P 5 2E0E AT A 2 3L

7 SCIR T
ESP-AT B &FFesp_at_result_code_string index X T —EkEE ., W2k A EIES WLAT
H B

% 7 38 1 return BRIV B, WATJE ] APL esp_at_response_result () Rk PaT4EE . v
FEACHE R E] B ) API flESP_AT RESULT _CODE_SEND_OK J;ESP_AT RESULT_CODE_SEND_FAIL,

Flan, M4{EH AT+TEST M Tm 2 MR % w5k MCU K £ 5y, Hesp_at_response_result ()
iR g R, H return AR R P @y A TEE R, ARBIRISAR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 W B MCU REBKEM R XEE

send_data_to_server();

// & [E SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

IBAT A S IR B .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

NI

O

ESP-AT {2t LA NP4~ APL 3k & 24

* esp_at_get_para_as_digit () Efﬁﬁ&éﬁ??ﬁ‘@[o
* esp_at_get_para_as_str () ﬂ?ﬁ@??—'f%%ﬁo

B DL E 4

el ETRe 2

AT E R L iy & S EC TS AL

I S RE R AL ¥ 3
« BUER B 1A
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ARSI S RGN ATH+TEST iy QR <param_2> il <param_3> SEE NS,
Hr <param_2> HTFZSE, <param 3> FFFFHSLL

[AT+TEST=<param_1>[,<param_2>][,<param_3>],<param_4> ]

SIS AT .

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
int32_t para_int_2 = 0;

uint8_t *para_str_3 = NULL;

uint8_t *para_str_4 = NULL;

uint8_t num_index = 0;

uint8_t buffer[64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 Bl R

/) FEHEXEAE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

<—>2) H
esp_at_port_write_data (buffer, strlen((char *)buffer));
s
} else {
/7 R
V-5 B
/) REEENXRAME
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
I3
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/) T EEXERAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %$s\r\n", para_str_ 3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
s
(850
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(750

} else {

/7 7 BlR A

/) B ZANF K

7 8- SE X

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WA TARSEON ", WES AR

PS8 R AT+TEST M@ <param_3> SECNFRFEESH, HoE)a—M S35, SRR
ERE N SEL.

[AT+TEST=<param_i>,<param_2>[,<param_3>]

WG AT PRAR A A5 O
¢ AT+TEST=<param_1>,<param_2>
¢ AT+TEST=<param_1>,<param_2>,

SIS .

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;

uint8_t *para_str_2 = NULL;

uint8_t *para_str_3 = NULL;

uint8_t num_index = 0;

uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ( (char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
(BLFT0)
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(750
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R A
/)T EEXBAE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
I3
} else {
/7 7 Bl R
/S B®EZANSK
/) EXEAE

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WEREARTAFRSEON ", WZS B B

PHL2E iy 2 AP T

AW ERHE IR OMRIT, S0 — M PITEER, R RGET XSRS IR A (.

— ORI, XM TES HEAL SRR .
WM semaphore [,
NI .

xSemaphoreHandle at_operation_sema = NULL;
uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{

uint8_t buffer[64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

(%

.

B

~

)
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(% L 50)

/) 7 R

// Kb A AL Al B semaphores
at_operation_sema = xSemaphoreCreateBinary () ;
assert (at_operation_sema != NULL);

/7 BOE AW AT

/) B R— BT R

// HEYHES% A H xSemaphoreGive 3k ¥ }X semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

I AT iy A S 1R IS A0 i

ESP-AT SCFM AT iy 4 s U5 R ARG, AR BELATT P4~ APL,

* esp_at_port_enter_specific () WERIVHRKEL, AT iy HUCE S AREIEE, R %S

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EIEEEL.
REUEIR ) 7 A SR AR R A gl i A AN [+

o KA A Bl BREC AN <param_1> $5E THIRKE, WFFIR.

[AT+TEST=<param_l> ]

PATR /RGBS A AT A AT iy -3 FRIUKR BE N <param_1> BRI AKE .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)

{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—OK) {

return ESP_AT RESULT_CODE_ERROR;
}

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/7 T BRI
// R sb AW 4 G # semaphores

(BT
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if (!at_sync_sema) {
at_sync_sema

assert (at_sync_sema

!= NULL) ;
I3

// REBWMNRERTH
esp_at_port_write_data((uint8_t *)">",

// REEREEK, EERKIARALKER

1€ PNE &

while (xSemaphoreTake (at_sync_sema,
—received_len);

if (specified_len == received_len)
esp_at_port_exit_specific();

/) RBE RN ENKE

remain_len

if (remain_len > 0)
// ﬂﬂﬁﬁ&
/SRR A BEKE >
// TEI&X&MT&\ X
/7 AR B AT B R &

esp_at_port_recv_data_noti

{

i
A

P

0,
P
*
£

Pl
I3
/7 7w Bl R
VA &
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\
esp_at_port_write_data (buffer,
esp_at_port_write_data (buf,
break;

I3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
t

xSemaphoreCreateBinary () ;

strlen(">"));
B AT 3 2 A

esp_at_port_enter_specific(wait_data_callback);

portMAX_DELAY) )
received_len += esp_at_port_read_data (buf + received_len,

esp_at_port_get_data_length();

specified_len);

(% L 50)

{

specified_len -

{

IHEMAZBEREATHE SN EREEKE
&

¥

y (remain_len, portMAX_DELAY) ;

r\nreceived data is: ");
strlen((char *)buffer));

Pk, WnRERE AT+TEST=5, MAREHEAY 1234567890, HFA ESP-AT R[FIMERAT iR,
AT+TEST=5 )
>67890

received data is: 12345

OK

AFRE KRS A B XAE DL Wi-Fi 54X, AEERR KL,

[AT+TEST

fRix ESP-AT G LI PATH R BIPATER, BT .
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#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));
I3

/) 7w Bl R

// Kb A WA Gl # semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary () ;
assert (at_sync_sema != NULL);

}

/) BERANBERTE >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

/7 REEREEK, EEKIARAKEEE AT & 1R A

esp_at_port_enter_specific(wait_data_callback);

AR L& N &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

/7 AR SR EZE R

/7 B EHRERE " FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

=

/7 7 Bl R
/WM BERABBERE >0, WHERRABAREFTEALE
H

%
ZE VS E.PE P T
#

N

/7 WA R BRAT W R & KR
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
esp_at_port_recv_data_notify (remain_len, portMAX_DELAY);

break;
} else if (received_len > 0) {
/)RR A
A NS RS &R &
/7 SbAL R E AT B Bk B B SR
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "\r\nreceived data is: ");

(T
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esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, strlen((char *)buf));

}

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
t

J

I, RS — AN AR dE 2 1234567890, 55 AN AHHE 2 +++, 4 ESP-AT REIZERU TR

AT+TEST

>

received data is: 1234567890
OK

~

6.5 iy ESP-AT £ PEfE

BOARFOUR, ESP-AT FIE:HLZ () f ] UART EATIE S, DHE s Akl RN S BOA R E, B
oL 115200 bps. i1 40%E ESP-AT SEBUB R i fF i, &7 TARASC, FFMURA S R ECE . A SCRA

ESP32-S2 “Jyf5l, 2Ry 42 = ESP-AT & MERE

Frik: ASCET ESP-AT AT & 42X 1, filiidd4m TCP/UDP/SSL Ay iR RERY— IBEiE Tk -

JAP AT PARERE T R — RO IR P A R fE

o [WE] Rk E
o [IF] RBBIER, AT MR E

6.5.1  [fajop] ekt fic
1. it® &%, LWIP. Wi-Fi G FoaH-ms 5

B R ACAD B U 3B 2 module_config/module_esp32s2_default/sdkconfig.defaults A4 & )i,

H'E ESP32-S2 RN A TG MO B S I T 1 sdkeonfig.defaults SCAF

(# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

(BT )
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(#_L70)
# Wi-Fi
CONFIG_ESP32 WIFI_STATIC_RX_BUFFER NUM=16
CONFIG_ESP32 WIFI_DYNAMIC RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_ TX_BUFFER_NUM=64
CONFIG ESP32 WIFI_TX BA WIN=32
CONFIG_ESP32 WIFI_RX_BA WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. # 5 UART ZEpp X K/
BN ACHD B #E D1 854k at_uart_task.c S uart_driver_install() 47 o

uvuart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

L

3. MMBRERINACEL . B ikIIfh . Bekiats

g
rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. BIE WS UART Ptk
YU AT G & FEH AT

(AT+CWMODE:1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPMODE=1

AT+CIPSEND

|/ &

J

SR B YA R R AR A, (B AT REN BEIAEN I BT . 53 SN LEBCE T REAS
Fe AT, R R AT RE A AT SR B AESE . L, Pl DA R HERR R T vk, AT
A XA BCE

6.5.2  [Hfi47] ABEMRE . FHxPEHCE

i ESP-AT (i R &= KA A 4 R 1 -
W ATk TR

o ESP-AT %% (TX) BB N S1 > S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8
« ESP-AT #: (RX) (%70 RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

A ARSI T KA, BARR A, 7R BB B B R R AR Y i [ HEA T O, TN B
W R AS LR B Y Y 5 TR A TR MR, PASRIE AN A B PRI B . AESERR o, AR
A2 m e — AR Bl P 5 SRS R 45 S0t T I A4 e B B AT

Frik: ARG EIY VAR NAE SR N R, PRI LRGBS AT+SYSRAM iy 4R AL AT AT

L GO fFiififk
GO & RG] ARACH RS, B SHRLE T -
2. S1. R1 kAL

WHAEOLN, ST AMIRL J& ESP-AT fritmRAY i . PUABGATEOLR , ESP-AT Rl HLZ Al
I UART BEATIEA, BReoh 115200, 17 UART REfF L, @4 ERRS S Mbps. PRI, Pl
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AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium R5| 1S5
Rl Y
UART UART i \
= = Link Interface @
Wi-Fi
SDIO SDIO L —> (( )) S7 o
Socket Socket Ethernet R6 R7
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

M FAART 5 Mbps, W DA ATBRIA Y UART 140 EHLZ B AE T, W AT AGEST
AL
2.1 #2875 UART ZE X k)
R RS B D1 at_uart_task.c SCAET uart_driver_install() 17 o
« 575 UART TX %t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

P75 UART RX 70
uart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

#2425 UART TX #l RX 750

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART e
JA AT fir QP34

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

L E &

il P HE R EHLE) UART Al LSRRI 2 iy, I HAHURI ESP-AT 2 [A]#) UART £
Al REHLA
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Sk AR PO A KT BT T S Mbps, A[DLS AT SPL, SDIO. Socket %73k, FLIKTS
B

3.S2. R2. R3. S3 {4k
WHFT, S2. R2. R3. S3 K2 ESP-AT 75t B KA. A AT core 7 UART ZEnfi[X
FUHEAR WS A% 52 2 RME R8s, (AR HARERT R B 28, TRz

4.S4. R4, S5. R5. S6. R6 ##H:{ifk
ESP-AT I £HL2 8] il UART /7315, S4. R4, S5. R5. S6. R6 LT 4k, ESP-AT #l
AL B A AL A A TiE (S, S4. R4, S5. R5. S6. R6 Z#MiFmtpy—HE.,

S4, R4, S5, R5. S6. RO EHEFHMULIIEHZ . MK, FIEIREERK )2 2 R . 1
95 A ESP-IDF it N5 Wi-Fi PR SBY, T HRRH, HEFT AP . ISR T LA
JE . /build.py menuconfig HfTHECE.

o HiAk S4 >S5 ->S6: % LBy i
* 4k R6 -> R5 -> R4 F2UC4ds i fic &
5.86. R6 H-{ift
S6 Fl RO /238 15 Vs A FIcH 65 % 22, ESP32-S2 w] DA F Wi-Fi 3535 DA A hy 1% i /)it
Wi-Fi [ 7 RN 240, WREIRTRZ M P KD
* P15 RF ZYT%
BRI I ) 38 AN i i = AR, P ] A A AT+ RFPOWER iy &£ i il ik
H RF KI5,
o ¥+ 802.11 b/g/n HHl
2RI\ Wi-Fi #520 BI 24 802.11 blg/n Hill, I PRl 3 AT+CWSTAPROTO iy 425 i F1i%
802.11 b/g/m P, FcER2XLmI, PHUkEw AP i Wi-Fi fCEE Sk 802.11 b/g/n P,
35 S e B A HT20/HT40 (20/40 MHz) A,

6.S7. R7. S8. RS &5H-1i4t

HWHEULT, S7. R7. S8. R8 g ESP-AT FREACALHIFEE . PHNIXFISLFRIMEEAT 58 4%
BRI RS AEAT K

6.6 4l 3 mfg_nvs 51X

6.6.1 mfg_nvs 5y X 4]

mfg_nvs  (manufacturing nvs) 4 X E X FF esp-at/module_config/{module_name}/
at_customize.csv U, %4 KA T B RS R E

o M BEEE (Wi-Fi il ® . UART il & . H4EE): ES3Fdh AR EN 2,
o PKIFiE (BEUE-BAEHEE): ES%PKIBLE /)23,

BEF B UL S HCE . PRI E B GATTS BUEny, Gon] AR 41 ESP-AT TAE, /EpiHiiY
mfg_nvs.bin 3CfF; s @ idarpy T2 BUECE, BB MO EE . AR EIRTE -

6.6.2 k)% mfg_nvs.bin

B BB 58 G, €7 % iF ESP-AT T 42, TE4w M B2 B 8 id mfg nvs.py 464 B build/
customized_partitions/mfg_nvs.csv X (BETHHAREMN MG S, 8. 28, MiEE
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{£8), Fh esp-idf 1) nvs_partition_gen.py A4 build/customized_partitions/
mfg_nvs.bin X (NVS FEEE) .

6.6.3 P #k mfg_nvs.bin

AR DAL — 007 20 2 mfg_nvs.bin 31

o FECE BN ESP-AT 14, PEEIE L E L R EEE,
o {UF# mfg_nvs.bin, X5 ¥E HEH ESP32-S2 /1Y) mfg_nvs 431X,
— Windows
7 T #k Windows Flash N4 T H. 44550 S Flash N3 THH P 488. Tk
build/customized_partitions/mfg_nvs.bin {4 #| ESP32-S2., 3] DAl
1F AT+SYSFLASH? £y 4251 mfg_nvs.bin [ F 2tk
— Linux or macOS
& {# ] esptool.py.
AT DAYE ESP-AT i H Sg AT AT % R 4 mfg_nvs.bin S04,

esptool.py —--chip auto —-—-port PORTNAME --baud 921600 —--before.
—~default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
——flash_freq 40m —--flash_size 4MB ADDRESS mfg_nvs.bin

Ff PORTNAME i A 7K 52 11 #4478, ADDRESS #4 i T 2k mfg_nvs.bin UL,
0] PAIB L AT+SYSFLASH? 4451 #i st .
o MCU % 3%AT+SYSFLASH 54 ¥ ESP32-S2 1) mfg_nvs 43X ,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X ¥
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_STZE ##t2 F # mfg_nvs.bin LAY/, AN FRIBLALE AN F 1 43 KR/, ] PAIE
1L AT+SYSFLASH? iy 225150 XK/

6.7 Infal i) B4

ARG T WA HEEr ESP-AT BOAM ) S8 E . ) SR E A2 Wi-Fi it . UART L.
B E.

o BT AKEE N B
o & g%, mfg_nvs.bin S
o T 2k mfg_nvs.bin S

6.7.1 1) BEECENA

MHTERA AT ) S B A YR S04 customized_partitions/raw_data/factory_param/factory_param_data.csv, I
TR
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Thie ELI X AT <
Wi-Fi it & JIr i 2 Wi-Fi ThEERY AT figd

» max_tx_power (ESP32-S2 ] Wi-Fi
R KGIT%, FA5 G W ESP32-
S2 J T TEE T E )

* country_code ([EZF )

« start_channel (245 Wi-Fi {Z18)

e channel_num (Wi-Fi [{ B EE %)

= ab A\
UART [t & « uart_port (B % 3% AT frd 18 BT 752 UART 3hfeHy AT a5%

Wi AT i i1 UART St 1)
uvart_baudrate (UART %)
uart_tx_pin (UART TX 5| )
uart_rx_pin (UART RX 5| i)
uvart_cts_pin (UART CTS 5| )
uvart_rts_pin (UART RTS 5| i)

T A4 FR module_name AT+GMR

AR H ORISR S5 E, SFER nfg_nvs.bin .

6.7.2 Bk mfg_nvs.bin 3k
27 £ ax, mfg_nvs.bin SRR ) SHRCE R mfg_nvs.bin,

6.7.3 I #% mfg_nvs.bin {4}

W% T omfg_nvs.bin X

6.8 il 5 PKI fic i

ASCRYAEE T U ST ESP-AT $2 4t BRIARPKT LB . PRI FCE AL TLS % i, TLS flR454% . MQTT
% Pl WPA2 Enterprise % -1 HAIE 15155401 .

o PKI fe. E /23
o & R mfg_nvs.bin S
o T 2k mfg_nvs.bin I

6.8.1 PKI P E A4

LT BRI PKI [t & A5 SCAAL T customized_partitions/raw_data H3 R, WITFFis:
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Ifige LA E X AT %
> St RNt
TLS & iy %0 £% P E o G
e client_ca_00.crt

e client_cert_00.crt o AR CPERC TR

e client_key_00.key
51 BE il E

e client_ca_Ol.crt

e client_cert_01.crt

e client_key_01.key

TLS 55 4% R AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % J i . it cacrt AT+MQTTUSERCFG

e mgqtt_client.crt
* mgqtt_client.key

WebSocket % P i 50 EX P unht & AT+ WSCFG

e wss_ca_00.crt
e wss_client_00.crt
* wss_client_00.key

51 BE PGl E
e wss_ca_0Ol.crt
e wss_client_01.crt
* wss_client_01.key

HTTP % F i %0 EX Fimbc & AT+HTTPCFG

e https_ca_00.crt
e https_client_00.crt
¢ https_client_00.key

1 BRI
e https_ca_Ol.crt
e https_client_0l.crt
e https_client_01.key

WPAZ2 Enterprise % i AT+CWJEAP
* wpa2_ca.pem

* wpa2_client.crt
» wpa2_client.key

WRYE A SRRk PKIFCE, SRJ54 M mEg_nvs.bin I,

6.8.2 H:pk mfg_nvs.bin {7k
5S4 &, mfg_nvs.bin SCRYAE FE PKI LB M) mfg_nvs.bin.

6.8.3 Pk mfg_nvs.bin

WS% T #omfg_nvs.bin XA
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https://github.com/espressif/esp-at/blob/4b09fc9e/components/customized_partitions/raw_data/https_key/https_client_01.key
https://github.com/espressif/esp-at/blob/4b09fc9e/components/customized_partitions/raw_data/wpa2_ca/wpa2_ca.pem
https://github.com/espressif/esp-at/blob/4b09fc9e/components/customized_partitions/raw_data/wpa2_cert/wpa2_client.crt
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6.9 nfal Fie SLorIX

ASCRYAY AR T Wn] 3 Ao 15 0 ESP-AT $24JL 1) at_customize.csv 223k H & X ESP32-S2 % & H 41X . A
WK — K EM R X3

—& 4y X 3 partitions_at.csv it R G5 ], FEMLELRE 1A B partitions_at.bin SC{F. IR 2 K E S, &
GRS, HIt, A@IBB L partitions_at.csv,

ESP-AT $2{1t T 2%/ X 3 at_customize.csv L4 H & LEHR. BERET %0 XE.
BB BESP32-S2 A I X, iR IR ET = A TR . SR DU 2B T = A

o 1%P at_customize.csv

o & m% at_customize.bin

o 23K at_customize.bin £ ESP32-S2 1% &
o T

6.9.1 {&pi at_customize.csv
S T R LB at_customize.csv,

2 1: at_customize.csv {15

e WE B
ESP32-S2  MINI module_config/module_esp32s2_default/at_customize.csv

SRIG, AEIEPR at_customize.csv I RE0E DA T HEI o

s XA X Name fll Type AL, {H SubType. Offset fl Size A DAL,

o WREBHFERIM—AHEH P X, EeEE 2 E 41 ESP-IDF (esp_partition.h) H5E
X

- MR E L, R Type {5 ESP-IDF [#[A]

- WRARE L, R Type WE N 0x40,

o P Name AR 16 577,

* at_customize 5 KIYBRIAK/INE LHE partitions_at.csv R, GSMIHT A P40 DRI AN B8 L o

6.9.2 4k at_customize.bin

&4 at_customize.csv 55, 0] DAEE #4wi% ESP-AT T2 f# /7] python IAS gen_esp32part.py R4 AL
at_customize.bin 34,

MR A, £ ESP-AT TAAR H 3 FHATLA F a4, 8% INPUT Hl OUTPUT,

[python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT B M EfENTIY at_customize.csv B — ] SCEFRI AR
* OUTPUT Fff Ry i) — ksl CSV SCIRR A4S, WAREmE, K560 fpniEs .

6.9.3 ik at_customize.bin £ ESP32-S2 %75

B at_customize.bin F# 2| flash HF . TR b il SCFBesk 2 ESP32-S2 545, WS % ek AT A £
1% & . FFENAREEL at_customize.bin ST 2L,

Espressif Systems 279 Release release-v4.1.0.0
Submit Document Feedback


https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32s2_default/at_customize.csv
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 6. WA ZiFHIF & H O AT TR

2 2: AL at_customize.bin 1T Z bk
Ta A it Kl
ESP32-S2 MINI 0x20000 O0xE0000

FEHBAE DR, WAI0FF at_customize.bin F#% 3 flash 5 A4 AEf 2L AT 4

o AT+SYSFLASH: #2125 flash JA F 5 X
o AT+FS: M Z 4udft

* SSL Ik 5#eh K i S

* BLE R 5#e K

6.9.4 /i

AR GURF2 0 test (1 4 KB 73 XS E] ESP32-S2-MINI Bigi .,

B 44k 3 ESP32-S2-MINI fY at_customize.csv 3%, KB Hi2 X Name, Type. SubType. Offset #l
Size,

# Name, Type, SubType, Offset, Size
test, 0x40,15,0x3D000, 4K
fatfs,data, fat, 0x70000, 576K

B8, EHYE ESP-AT TR, i YE ESP-AT iR H % N 47T python 44 i at_customize.bin,

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32s2_default/at_customize.csv at_customize.bin

KI5, BSP-AT i H 44 % at_customize.bin,
#=4, % at_customize.bin % flash,
1E ESP-AT TR H K T HATA T ird, FH#4 PORT #1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD —-before.
—default_reset --after hard_reset --chip auto write_flash —-flash_mode dio ——
—~flash_size detect ——flash_freq 40m 0x20000 ./at_customize.bin

» PORT #4144 FK
* BAUD B h il Fes.

6.10 Al B Im— APt B E] 32 Fy

ESP-AT THE X2, 4L TR i e B S0« factory_param_data.csv £l module_config, 41535
TE ESP-AT TAEH AT HA~ ESP32-S2 BL2H 1) 52K, WIFE ZAE MO SR e SC k. BbAbi)” ESP32-S2 112

“Sali:

o ESP-AT TP RGN S HORE4L, A03E ESP-AT CU3@ Bkl N i moRd],  FIAE Bk i A e
Ao AEAREBIRIGE, PO TAERER, MOt Ak .
* ESP-AT TAEC@EFLSCFFAORIAL, (B P/ 20 HB B BRI E B -

ARSCAEARF UL AT e ESP-AT T A2 ESP-AT L SCHFA K ESP32-S2 5t A /B I IF A 4L s i . 1
SCREEIERINE ) S 2 2 AT 04 Sk BOBCEN B, RIS 3056 o
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o B—¥: BEIIGAEE T A
o B ¥ BEIIAELML OTA
o B IIGALMELE

6.10.1 55— BCELHIMEALI) S8

FTHAH factory_param_data.csv , FERMEISGHA—AT, WIRLFRTEEREM XSEH K04, KA
¥ platform % B A PLATFORM_ESP32S2, module_name HE N ESP32S2-USER-DEFINED, HAth

SHWEMITR (SRS LESH L) SRR EAN2E),

¢ platform: PLATFORM_ESP32S2
¢ module_name: ESP32S2-USER-DEFINED
* description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13
 country_code: CN

e uart_baudrate: -1

e uart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.10.2 50 BCEHTIHEIALN OTA

1E at/src/at_default_config.c F1[1] esp_at_module_info ZEMETRNINE & XEHWEE .
esp_at_module_info AR MAL 0oTA FFIGIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

T oTA BhEE, IRAE A% ota_token FIE=/13H ota_ssl_token Wi%iXE A NULL,
F—NZE module_name P05 factory_param_data.csv A H ) module_name —Z{.

THEBHREH esp_at_module_info Z5HA,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF_ TARGET_ ESP32)

#egg;f
#1f defined (CONFIG_IDF TARGET ESP32C3)
fondi £
#if defined (CONFIG_IDF_TARGET ESP32C2)
#eé&if
#if defined (CONFIG_IDF _TARGET ESP32C6)
#egg;f
(BT 50
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(B LEm)
#1f defined(CONFIG_IDF TARGET ESP32S2)
{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE, CONFIG_ESP_AT_OTA_
~,SSL_TOKEN_MY MODULE }, // MY_MODULE
#endif

bi

%fCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%ﬂzzCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
7 X AE3L 304 at/private_include/at_ota_token.h H7 ,

#if defined (CONFIG_IDF_TARGET_ESP32S2)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.10.3 2B WrhEA N

NI T ESP-AT TARSCHRHNT-G (RS R51) PR, BB E A PR A KA A2 ] FE0 7 1 i
SCPFRY L
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T gRIEAITIT A H B AT TAE

e BARE AR Xt R ERIAED B 31
ESP32 WROOM-32
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 PICO-D4
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 SOLO-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 MINI-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 WROVER-32
module_config/module_wrover-32/sdkconfig.defaults
module_config/module_wrover-32/sdkconfig_silence.defaults
ESP32 ESP32-D2WD
module_config/module_esp32-d2wd/sdkconfig.defaults
module_config/module_esp32-d2wd/sdkconfig_silence.defaults
ESP32 ESP32-SDIO
module_config/module_esp32-sdio/sdkconfig.defaults
module_config/module_esp32-sdio/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB
@ module_config/module_esp32c2-2mb/sdkconfig.defaults
module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB-
o) BLE module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults
ESP32- ESP32C2-4MB
@ module_config/module_esp32c2_default/sdkconfig.defaults
module_config/module_esp32c2_default/sdkconfig_silence.defaults
ESP32- MINI-1
C3 module_config/module_esp32c3_default/sdkconfig.defaults
module_config/module_esp32c3_default/sdkconfig_silence.defaults
ESP32- ESP32C3-SPI
C3 module_config/module_esp32c3-spi/sdkconfig.defaults
module_config/module_esp32c3-spi/sdkconfig_silence.defaults
ESP32- ESP32C3_RAINM
C3 - module_config/module_esp32c3_rainmaker/sdkconfig.defaults
module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
ESP32- ESP32C6-4MB
c6 module_config/module_esp32c6_default/sdkconfig.defaults
module_config/module_esp32c6_default/sdkconfig_silence.defaults

o Ypython build.py install FH] silence mode g 0 B}, FEZHELE XN BIEC B 4~ sdkconfig.
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https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_wrover-32/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_wrover-32/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32-d2wd/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32-d2wd/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32-sdio/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32-sdio/sdkconfig_silence.defaults
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https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c3_default/sdkconfig.defaults
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https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c3_rainmaker/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/4b09fc9e/module_config/module_esp32c6_default/sdkconfig.defaults
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defaults,
o Mpython build.py install H 1] silence mode & 1 I}, 40 it & XF W 1 B & S8

sdkconfig_silence.defaults,

e, #HA module_config e, AT SCIFIORAFHUSLHBC B B E S (SCHIeaFR Rl
5), SRIGAEE A A B 34 IDF_VERSION., patch. at_customize.csv. partitions_at.csv. sdkconfig.defaults
PAM sdkconfig_silence.defaults

G, AT R module_esp32s2_default R I K H Py & CMF, HEMAHA N
module_esp32s2-user—-defined. FEAY, Bl & X} IDF_VERSION, patch. at_customize.csv F
partitions_at.csv ILFEB I, FlTHFE BN sdkeonfig.defaults A1 sdkconfig_silence.defaults :

e f#iffl module_esp32s2-user—-defined TR XFE, ETHEWATNECE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_esp32s2-user—
—~defined/partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32s2-user-defined/
—partitions_at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32s2-user—
—defined/at_customize.csv"

o WIS A A %0 AT 44 iU

[CONFIG_AT_F S_COMMAND_SUPPORT=y

SERL FIRA RS, AT E R 4 ESP-AT AR AE MUBLAH . ARGl FRATIEAM R AT W% =5 2%
IR B, LRI DAL PLATFORM_ESP32S2 il ESP32S2-USER-DEFINED 4 i AT &4

6.11 fnfufsz3l OTA |4

ASCRHE Ay ESP32-S2 RIURHRSCH] OTA TH. Hl, ESP-AT # R A [A 3 S 7 PA T = OTA
fird. BTDMRIE H S FRRIEFGE G/ OTA s

1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRSES AT B -

¢« OTA vp /\X’J'l’hﬁ\r }ﬂ i@ }J
1%l ESP-AT OTA 4 41147 OTA F+H2&

6.11.1 OTA iy A% LE B i H Y 5t

AT+USEROTA

sy i8S URL 5B OTA Fh. SSRTATHBNCE AR HTTP 554t LA (T H Az & 0Ok
61\1:7’%& 2% AT+USEROTA Ziéﬁlﬁgﬁu

HF e ETH P EE X mS, B PAEEEL at/sre/at_user_cmd.c JFACHE R SEI %S
WA E N A ST :

L &A)E T H 2l HTTP 5525 .
2. B s URL,

iR
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o QNSRS EE R R R IE R AT Elﬁﬁ TR e UG, B RE T YA H] AT+CIUPDATE fiy
ATV, AR R 1k A AT+CIUPDATE # 47 OTA F+45 Q7@ T a E‘E’ﬂx%

AT+CIUPDATE

iy -l ] iot.espressif.cn fF 2 BRIN HTTP g5 4% . % i & AT PATF N REF 70 X, 3 T PATH 2%
at_customize.csv HIE I A E S Ko QEREME M2 RELMIRA, xS RSTHHR
BUREERATHIAS . 1§57 AT+CIUPDATE 3REUE Z {5 &,

%2 TR A 58 X bin SO, AN Tz —.
L. rl% iot.espressif.cn P B 11 I HTTP 5525 , JF 9028 L - infiy 28 H © /Y AT+CIUPDATE

s, & F at/src/at_ota_cmd.c.
2. {E iot.espressif.cn QIR —A~Pefy, JFAEIL L L% bin SOk, (RiSieBEAL a1 TIIE I C&an iz
TSRS 2% OV .) 5% 18 A AT+CIUPDATE # 47 OTA + 48 $UE 215 H..

Al VAl ER7/bos K

L BOUENIRERAME, TR BIRE R AT

2. BRI F o U bin SCPF, (HBAT LR HTTP JIRS5 %5

3. AT OO HTTP 5585 . BR YIRS 5 IXAh, 845 BITHAE at_customize.csv SCHFE X
B SOy X

AT+WEBSERVER

W A 2 e ) BE AR R R TH R AT [l . BT, % (R AETH Y AR 7 2 X Eh Rk . AEFT IR Tt
R A, R web Ik 55 A% a2 HPE IR AT [ 2] s TAL E. 8] PAZ5 AT+ WEBSERVER
o Web Server AT 1) IREUE 245 5. .

HTSLPAE R HTML T, #53% /~ 6 fs_image/index.html, 25 T SZEL48 H 1) AT+WEBSERVER
2, 55 % /R at/src/at_web_server_cmd.c,

Jliaii e DIV Rr =g I
1. B i e blelt) OTA JHge, AMKITMIZIRE.

GEpAH

o WRETHF) E AR SR EE IR R E, EEFRSESIE, B RE oAl AT+CIUPDATE fiy
STV, ARG A% Bl AT+CIUPDATE # 47 OTA F+45 A% T H T 4%

6.11.2 {§iJi] ESP-AT OTA @A #471 OTA F14%
f§i)ll AT+USEROTA 347 OTA F}-4%

W5:% AT+USEROTA $KEUE £ 15 ..

{#i )l AT+CIUPDATE 47 OTA 7}

1 AT+CIUPDATE x4 F+4% H & ) bin SCHA, 1 56 EH80N 2R bin SC4_FA% 2 iot.espressif.cn Jf- H3k
Iz token {E . AR HERIA T WNMRIAE iot.espressif.cn A &4 L AL bin 34

1. ¥TFF Mk http://iot.espressif.cn B{# https://iot.espressif.cn,
2. marM A B “Join”, Hy ATRHIA S, HEAEHIHEAN A o

i
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lotBucket

fat @ iot.espressif.cn

My tasks - Team Work  ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems S

G
=]}

i Start ~ Join Login

& 21: FTJT iot.espressif.cn ¥}

Join

lot-Espressif

Username [a-zA-Z0-9 ]+

#if Start ~ Join Login

Email | Ema
Password Password
Join
& 22: il A iot.espressif.cn
Espressif Systems 286 Release release-v4.1.0.0

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 6. WA 4miF A & H O AT T2

* M) Join WIRERAKIHT N . ARG IZIIRE, IR RiE.

3. MM e AR “Device”, SRS Mt “Create” SRfEd— k.

Iot. ESpreSSIf Device Product ii Start ~ 2 weiyuanjia ~

-
Devlce search device name, serial, key, e product ] & Export + Create

rd

iot_test

Id 147469
Serial 107¢7503 &
(=)  8daysago

K 23: Sib “Device”

Iot‘ Es preSSIf Device Product i Start ~ 2 weiyuanjia ~

9 Create Device

Name device name, [a-zA-Z0-9]+

Privacy © Private Device
Public Device

Product

<«

Create Batch Create?

K 24: 53k “Create”

4. MR BIHBIE 2 AN, T E TR
5. MEARZ IR HIFAN OTA bin U, BLE AT OTA token ML ARUN T 4N fT 7 :

ik WRfEA SSL OTA, I “The SSL token for AT OTA” L EEZEHE .

6. miis “Product” AW TL, 41 FANFT/R . B I %4, £ “ROM Deploy” i AJUA<HI corename.
R PR 5 Y bin SCAFE AN “otabin” FELRTE

e
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|0t' EspreSSif Device Product it Start ~ 2 weiyuanijia ~
3 Device {id: 1 ial: 0f035413 }
# ot test (@

Private Device Not Activatedunactivated
P {id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
896eba@bd8f7c3b3ea5f2d0df6a906e7@del2d2e

| 2017 years ago |

2695e0e@406b8a816ca2b38b286e@27ccf2deald us developing
e Key 5802d1@b6ee86c617583371a%e4faf4fe@942f2c
~
Datastreams Request Logs o
1 walit for request...
+ Create

R Key set you as owner

Meta-Info @

master 5802d10bbee86cb17583371a%4faf4fe@942f2¢ (maste

owner 7109246496617d2482c6a3b38498119f81734162

+ Create

B 25: AL —

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config ——->
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help > < Save > < Load =

& 26: Fil B AT OTA token %54H - S48 1
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, seral, desc pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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o WREMETI at_customize.csv FIE LR HE LXK, HFER ota. bin Fril
FHE & A X bin SCEFEPTAT
o XT corename FE, MFEAUH TH BIEX 4 bin S04

7. il ota.bin K HARAT R Y HTRAS -

3 Product {id: 3867, serial: 6b4dd7a9 }

Id 3887

Name esp_iot_test
Serial Bbdddial (In 8 hours)
Secret click to show secret

Description
Status developing...
Activated / Total orf2
0%
Datastreams ROM Deploy
it i AT Gurnt versicn

chore(beta): v1.0 codanamediot)

@ sta, bin

+ Deploy

&l 29: {5AE 24 iR A ota.bin

8. fE# FizfTAT+USEROTA fip % . WERMZEE IR, FFIT4R OTA THH

GRS

o W AL iot.espressif.cn [ bin SCEAZ PRI, 5 E0E AT HLN -
- WERFAG app 47X, #HKF bin XL E N ota.bin,
= WERFAGH B @ X5, 55 bin U424 E A at_customize . csv 1] Name FEL,
Ban, WHET factory_Param 43X, iERHRE N factory_ param.bin,
o ESP-AT R B 7B TES ] OTA 4rIX b, axXkE, B OTA i FRAMNRFE R, JElh ESP-AT [#
PHRBIE R IZ T, EXT HE XX, BT ESP-AT %A &0k, /0T
o MURERFT RN —IF UG BT o T bin SCPE, AR 26K ARRIRE AL, 530 %8 OTA token % ¥
1 H I token .

il AT+WEBSERVER 47 OTA J}-4%

5253 AT+ WEBSERVER | Web Server AT % $REUE 25 8.,

6.12 il i ESP-IDF A

ESP-AT [E| (5T IR BN FF L HELL (ESP-IDF), 4FANHAR ) ESP-AT [l 4% B K445 5 1Y) ESP-IDF Jit
A, RZUEALE ] BESP-AT TAEERIA ) ESP-IDF Jit4s , ANE 5 57 ESP-IDF Jii4s, [K°4 libesp32s2_at_core.a
JIC)Z ) ESP-IDF fift4< 5 ESP-AT TR IDF JiRAR—Z0] G2 FEE 0 B R AE -
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B2, FEHLERRIRIGOLT , ESP-IDF /A TR Wl GE1E M T ESP-AT TAE. WIRETHEE R, 43
(ERIK (VS =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4 il ¢ #F IDF_VERSION ({4 Ht, 3X L% 30 4 43 i £ module_config
A T B9 AN R B SO e i A% SCHR R AR T OB A [E 4 B B T ) ESP-IDF ) 4 2. A
ID Al & Hb k. {5 41, PLATFORM_ESP32S2 V- & fi) MINI #% 41 () IDF_VERSION { F mod-
ule_config/module_esp32s2_default/IDF_VERSION,

IR GAE N ESP-AT [& {535 ESP-IDF HiAx, 4% M8 DA N 4 BR#EAE

o R FHIL Y IDF_VERSION {4

o MHEFRERH PRS0 222 ID FI AL .

o Mg esp-at MHEZFIRAM esp-1df, PAH R IR 40§ 46 e % IDF_VERSION H14g & 1)
ESP-IDF Jfi 75

o H %1 ESP-AT T#E,

VER, 4 ESP-AT JiiAF1 ESP-IDF iR AR UCHE, Fwiskit S i T 4.

[Please wait for the update to complete, which will take some time

6.13 ESP-AT [i|{}7: 5%

ASCRIHCEL T i) — ESP32-S2 RBIK AT TR SR ar 46 BEMF. BT 225

6.13.1 ESP32-S2 %1

AR LA ESP32-S2 R4 AT [ R X1
* ESP32-S2-MINI-AT-Vx.x.xxzip (Z5fiF7> MINI Bin)

SCRFI A 4

NI T E BRI ESP32-S2 A5 AT BN SRR ar S48 (1 & 30R) BRI SCRE AT ATE
Wi A4 15 ESP-AT TAUS LHm4E (9 2R). SR LHmLE (1O RR), FRILAHT
Ay SRR e A R 4 . IE AT EPEILAT B 4, EERCER A AR, FHEA
Fromig. BATHEFEMNECFICENREE 7RI 40T OTA THE
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meE MINI Bin
base
user
Wi-Fi
TCP-IP
mDNS
WPS
SmartConfig
ping
MQTT
HTTP
FileSystem
driver
WPA2 enterprise
Web server
WebSocket
OTA
Wik 5
RE MINI Bin
Flash 4 MB
PSRAM [}
UART Pins'
TX: 17
RX: 21
CTS: 20
RTS: 19
X AR

R T E Uy AR ESP32-S2 A4 AT [ B SRR SN ) (1) & F0R) - BRIAR SCRHEAT
bAidiidat.py J‘—ELVE&FEZ%E’J*}%QE (B9 %R), URESALHED (HO 2R, MTFRerk
FRBEL, 50T DA K M43 ESP-AT TA2 WU S Bl &G 2 HE

BAME MINI Bin

ESP32-S2-MINI-2/2U
ESP32-S2-SOLO-2/2U

6.14 4nfaf M\ GitHub 25 driint A AT [ 1F

VUART BT 42 X, HEHES STt E AT 525 .,
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H1 - ESP-AT £ GitHub _FJe ] CT (FR2RBEm), it ik AURD i % ) GitHub 2 A= 1 ESP-AT [ {1
I A o

R FER I RIRmRA AT BPE, L8RS O Cry™ i BT RS I hE -
TEPRATAF P BRI CL B P 8REE TR 2L ml B R il

PATR B S Al A GitHub "R s Bl A AT [

1. B GitHub IiK-5
TR Z |, WX BN GitHub WK, R4 25 [E 475 B8 R AR
2. ¥TFFM BT https://github.com/espressif/esp-at

H espressif/ esp-at @Watch ~ | 44 |y Str | 371 % Fork 251

<> Code (©) Issues 50 il Pull requests 4 (®) Actions [ Projects 00 wiki © security

¥ master ~ Go to file Add file ~ About

AT application for ESP32

% xcguang Merge branch 'docs/update_how_to_customize ble... .. + Gdaysago Y0 1,473 ESP-IDF & ESP32S2 ESP-
IDF & ESP8266
B .github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espa266 esp32 wifi
B docs Merge branch 'docsfupdate_how_to_customize_... 6 days ago ble  spi uvart  ethemet
i esp-idf geloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
01 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
&5 view license
I tools feature: Support compile on windows OS 7 months ago

] 30: ESP-AT GitHub ‘F 77 71 Jfi

M “Actions” #E A “Actions” TJH

4. pidi “Branch” #EHRHEE 5L

BRINK master 43 3. QSRR #oHE & 43 S IE RS [ (:, sy “Branch” #E A8 733
1] workflow T [

5. mEcH Y workflow i3 A workflow T Taj
6. PR BN BN IRJG, 1E Artifacts U P EHRAH XS B AL

7. il N R B I I R A AT [P

il WEREHE Artifacts TR AR BN VA, S ESP-AT B £ 5% PEREIRE
AT T

6.15 at.py T.H

at.py LEMATBMRITHEIFN 2 MB/4 MB AT 8724 (B build/factory H3E FIY factory XXX.
bin) FZFSECE . XLHE A Wi-Fi iiE . E B E . UART i ® . GATTS it &4, 4
BRI [ R TCVA I I 7oK E, T DA at .oy THEABSE A i X L6 S50
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H espressif/ esp-at @Watch ~ 44 | ¢ Star | 371 %P Fork | 251
<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae
¥ master ~ Go to file Add file About

AT application for ESP32 ESP-
0 xcguang Merge branch 'docs/update_how_to_customize ble s... ...  6Gdaysago Y% 1,473 IDF & ESP3252 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

& 31: fi5 Actions

B3 espressif/ esp-at @Watch ~ 44 7 Star | 371 Y Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch 'docs/update_how to_customize ... =TT B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch = Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... TV B 7 days ago
CIC++ CI #270: Commit 7135705 pushed by igrr . 3 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... S R et 1 EENT TS B 7 days ago
CIC++ CI 4260 Commit 4820237 pushed by igrr SR & amais
. =
K 34: A ey Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

K 35: i Workflow T ]

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status

Success

Total duration Artifacts
6m 25s 1
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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6.15.1 RN

R TP IR TE, SeAt at .oy THFHR. PR R0 a0 B e . Mt fsPRJERE R Linux
BEI .

o % —3F: Python %%

* Hi=¥: atpy Tk

e %= atpy B iEVLEA

o HvaF: atpy 15 E P ey B E T 1)
s FAY: BEIMFRE

6.15.2 45— : Python 2%

MR A C 222256 5 Python, AT AR AR TR . 0, 54k Python B 5 S0y, 58/ Python /Y F 2k
2R, HEt B Python 3.10.0 s iR A .

BHSEIG, A ATEAR T A python —-version, #7% Python fii4s.

6.153 45 2: atpy F#k
1fE] atpy DL, iy Download raw file 4, ¥ at.py U N B4 H.

e

Pull requests Issues Codespaces Marketplace Explore
Edit Pins ~
Code Issues 116 Pull requests (2 Discussions Actions Projects Wiki Security (2 Insights

Code at.py

master ‘ ustcew

: Code Blame
main

Configs

relink

esp_at_factory_bin_combine.py

aram_generate.py

&l 37: "F# at.py SCHF
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6.15.4 52 at.py JHIEBEW]

Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,
B F SR R A B U

6.15.5 MU at.py I PF AL E B

W25 Wi-Fi Bt B
o WELE R A E B E
o 147 UART 2 %

il

BT AR A B MSEECE, B, ] AR EHE e Wi-Fi it & RIE - RS AR E
FERSEICE, MAHF A AL, R AN S E 2 G
BUUEHISEIECE, 224100 mfg_nvs H3E R mEg_nvs.csv 1, SF XNV ATILSE

e Wi-Fi fic ¥

LA Wi-Fi SR E TR F R

SH Ihge 15t BR

~-tx_power Wi-Fi iR &3 TG I ESP32-S2 & 4T

--country_code Wi-Fi [EZ 5 TG L Wi-Fi B R/ A R cc FB
--start_channel Wi-Fi #245{58 TG I Wi-Fi B R/ XA H ) schan 2Bz
--channel_number Wi-Fi ) S 585 R W Wi-Fi [E Z /XA A nchan 7B

B, GATPABE LA fir 4, B8R Wi-Fi iR R A 230 18 dBm, ERMAES US, BIG(HES 1, &
BN 11:

python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o --tx_power 72: BA{ij 72 0.25dBm, 72 F/~ 18 dBm
« --input factory_XXX.bin: % A ¥ [E{4E 04

RGeS R P
B R UE A S AN T R R -
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SH Inge Rt
--server_ca TLS R%#51 CA IE+H server_ca.crt
--server_cert TLS AR #atiE+ server_cert.crt
--server_key TLS AR 525105540 server.key
--client_ca0 20 EBE iy CAE client_ca_00.crt
--client_cert0 %0 ER P umAYIES client_cert_00.crt
--client_keyO 20 EX R A client_key_00.key

--client_cal
--client_certl
--client_keyl
--mqtt_ca
--mqtt_cert
--mqtt_key
--wpa2_ca

--wpa2_cert
--wpa2_key

% 1 £ il CAES

% 1 EX PRIk

% 1 BK P ini %4

MQTT % i) CA k45
MQTT % F i k45

MQTT % it %5 4H
WPA2-Enterprise % /™' iiii f) CA
ik

WPA2-Enterprise % i (I 35
WPA2-Enterprise % )3 1 35 4H

client_ca_01.crt
client_cert_O01.crt
client_key_01.key
mqtt_ca.crt
mgqtt_client.crt
mgqtt_client.key
wpa2_ca.pem

wpa2_client.crt
wpa2_client.key

Blan, GRIAGEIPA R fiy%, B MQTT )ik CAGIES: . &) s uE R4 .

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt —--mgtt_cert mgtt/mgtt.crt —-
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

« --input factory_XXX.bin: #ij A 7 [& {43044

&k UART Ffic ¥

FEMH) UART [EEL, {ELEAT 4 45% 2 () UART BCE. MBS R E T R AR

S IngE bz

AT g4 1) UART 5 {XAE AT H & D [EEHAE AT dpd 08, {2
WS FRFGAIE R tx_pin fil rx_pin
%mﬁ%ﬂﬂiﬁﬂmmﬁm EH—%,
AT B Es%v HECE T rx, MR tx_pin FF%
il B 5 T3k IEWFIII (TE%&# i£4%) f) UART
[ tx 45 B — 2.

--uart_num

--baud AT 14 FTH AR JRUGE : 115200

--tx_pin AT 174 i TX &1 i B R IE RRIE B0 B RN 2 A HAh A5 B v 2

--IX_pin AT @4 ) RX 45 TR PRE AR5 TR B TN AR b A JA v 2

--Cts_pin AT 154 O CTS 4 1 T PRAIE R R A N S R A A Bl vh 2 . AN
IR, BRI SECh -1,

--rts_pin AT 1iy4 1) RTS 4 1 T PRIE R B0 B BN £ R A A Bl v 2 . AN

ARy, BESISECN -1,

B, EAIABE AR fir s, B2 AT fiy4 B BRRR N 921600, TX 4GRS 17, RX M 16, S5

python at.py modify_bin --baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

o —-input factory_XXX.bin: #j A E {3k
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6.15.6 Hhb: BfEREE

R BEURE AT [EE, SR F ™ i S AT IS UESh fiE .
T PRAT AP R BT SR AW DA R T e E 1T e 2L mT RE R M il

AR ] e 8, SERUERRR R

6.16 AT API Reference

6.16.1 Header File

» components/at/include/esp_at_core.h

6.16.2 Functions

void esp_at_module_init (const uint8_t *custom_version)
This function should be called only once.
B
custom_version —version information by custom
esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

ZH
* para_index —the index of parameter
* value —the value parsed

&l

e ESP_AT PARA_PARSE_RESULT _OK : succeed
e ESP_AT PARA_PARSE_RESULT_FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)
Parse float parameter from command string.
ZH
* para_index —the index of parameter
* value —the value parsed
B
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)

Parse string parameter from command string.

S8
* para_index —the index of parameter
* result —the pointer that point to the result.

Bl
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
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void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

S8
len —data length
bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

¥
* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

B
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.
bool esp_at_custom_cmd_array_regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)
regist at command set, which defined by custom,
ZH
e custom_at_cmd_array —at command set
¢ cmd_num —command number
void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)
regist device operate functions set,

BH

ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
regist custom operate functions set interacting with AT,
S8
ops —custom operate functions set
uint32_t esp_at_get_version (void)
get at module version number,
B
at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint8_t result_code)
response AT process result,

SH

result_code —see esp_at_result_code_string_index
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int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,
S
¢ data —data buffer to be written
* len —data length
S|
e >=0: the real length of the data written
 others : fail.
int32_tesp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,

¥
* data —data buffer to be written
* len —datalength

B

* >=0: the real length of the data written
* others : fail.

int32_t esp_at_port_read_data (uint8_t *data, int32_t len)

read data from device,

S8
* data —data buffer
* len —data length
Bl

* >=0: the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,

SH

timeout_msec —timeout time,The unit is millisecond.
B
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
B
* >=0: the length of the data received
e others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)

Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

terminator —the line terminator
B m]
* true : succeed,transmit data completely
« false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is “\r\n” .
S|

the command line terminator

Espressif Systems 304 Release release-v4.1.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v4.1.0.0%20for ESP32-S2

Chapter 6. WA ZiFHIF & H O AT TR

const esp_partition_t *esp_at_custom_partition_f£ind (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char

*]abel)
Find the partition which is defined in at_customize.csv.
B
* type —the type of the partition
* subtype -the subtype of the partition
e label —Partition label
B

pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid for
the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (wvoid)
{
xSemaphoreGive (sync_sema) ;

}

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

¥
callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.

S8
* buffer —buffer to store the version string
* size -size of the buffer

B M

* > (: the real length of the version string
o others : fail

bool at_fatfs_mount (void)
Mount FATFES partition.

41z if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.
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& 1 esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

£41:: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()
to unmount the partition when you don’ t need it.

S|
e true : succeed
* false : fail

bool at_fatfs_unmount (void)
Unmount FATFES partition.
RA
* true : succeed
* false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.

B
str —the string to be checked
Bl
e true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

6.16.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer
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struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT
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Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes

void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before entering light sleep

void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.16.4 Macros

at_min (x,y)
at_max (X,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK
No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)
parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)
parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)
parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)
the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail
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ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.16.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_f£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.16.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_ STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_ SLEEP
enumerator AT_LIGHT_SLEEP

enumerator AT_MAX_ MODEM_SLEEP
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enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_ MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA_LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress
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enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT_PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT RESULT_CODE_OK
13 OK b

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT_RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT RESULT_CODE_MAX

6.16.7 Header File

» components/at/include/esp_at.h
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6.16.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)
get current module id

void esp_at_set_module_id (uint32_tid)
Set current module id.

ZH
id —[in] the module id to set

void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.
SH
buffer [in] pointer to a module name string
void esp_at_main_preprocess (void)
some workarounds for esp-at project
at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)
get storage mode of mfg parameters
Bl
at_mfg_params_storage_mode_t
void esp_at_ready_before (void)

Do some things before esp-at is ready.

#41k: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.

void esp_at_log_write (esp_log_level_t level, const char *tag, const char *format, ...)

Write message into the log.

This function is not intended to be used directly. Instead, use one of ESP_AT_LOGE, ESP_AT_LOGW,
ESP_AT LOGI, ESP_AT _LOGD, ESP_AT_LOGYV macros.

This function or these macros should not be used from an interrupt.

esp_err_t esp_at_nvs_set_str (nvs_handle_t handle, const char *key, const char *value)

NVS operations for string and blob.

S

nvs_set_str,nvs_get_str,nvs_set_blob,nvs_get_blob

$&11: These functions can be overridden with custom implementations. For example: you can override these
functions to encrypt the data before writing to NVS (decrypt the data after reading from NVS).

esp_err_t esp_at_nvs_get_str (nvs_handle_t handle, const char *key, char *out_value, size_t *length)
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esp_err_t esp_at_nvs_set_blob (nvs_handle_t handle, const char *key, const void *value, size_t length)

esp_err_t esp_at_nvs_get_blob (nvs_handle_t handle, const char *key, void *out_value, size_t *length)

6.16.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

ESP_AT LOG_BUFFER_HEXDUMP (tag, buffer, buff_len, level)
Same to ESP_LOG_BUFFER_HEXDUMP, but only output when buffer is not NULL.

CONFIG_AT LOG_DEFAULT LEVEL

ESP_AT_LOGE (tag, format, ...)
runtime macro to output logs at a specified level.

%W
printf
BH
* tag—tagof the log, which can be used to change the loglevel by esp_log_level_set
at runtime.
» format —format of the output log. See print
e ... —variables to be replaced into the log. See printf

ESP_AT_ LOGW (tag, format, ...)
ESP_AT_LOGTI (tag, format, ...)
ESP_AT_LOGD (tag, format, ...)

ESP_AT_LOGV (tag, format, ...)

6.16.10 Enumerations

enum at_mfg_params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE
enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION

6.17  Jnfaf Pc v i R A X
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6.17.1 T4

AR (sﬂence mode) s& ESP-AT [&]{4: (1) —Fh gt 125 L - 1B 150

I HZE) 178, WEBEBEEE. WRBEH, ﬁﬁ"\ﬁ”ﬂ%lﬁﬂﬂ’]ﬁtd\
B H [EI#FE’WUJ\

, TG AT B HE (BIAT B &% o i

(EAEBUAE PRSE5 8T T PRy =X

 TEpython build.py menuconfig > Component config > AT 452 T 28 FIAFEEN AT HhE.

* 2% /ML IR SO SO PRI

3 JE T AIEE %%%J(ﬁiﬁﬂ‘]%mﬁﬂ%@ﬁﬁ i

BRRAIRC s

SR EE el (RES JFPE—
0), HEFFILACE:

—LE AT f H &

o R (DN W H [ (esp-at.bin) [k
1), AEFILEE JNEHIN

mﬂi 514 (esp-at.bin) FR/NEHENN, X AT RE
S EIE AT FEERE, N BN
T ARSI B A XK, T 52
BEW (miFxmn ).

A S MR — 28 AT B9 H &5, 92 CON-
FIG_LOG_DEFAULT_LEVEL Bt & 23, M

T JCIE i A RS H R, X e n i
AT ZHRERIMERE .

ETIE SN S RVINTE

$ ./build.py build

(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition —-—
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
Error: app partition is too small for binary esp-at.bin size 0x135ae0:

— Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x5ae0)
ninja: build stopped:

subcommand failed.

6.17.2 PlE

o JEUH S BB
- Kithi¥ ESP-AT T42

TER = AR LE silence mode Sy No (B Yes) &M (BUFH) #EEK.
— M W #iF ESP-AT 142

TEFATES 5.3 BT Wk, &k esp-at/.github/workflows/build_template_esp32s2.yml 3 {4: Ff
silence_mode [{H, RN EEENFEE. Hlan, ZOFEEHEEC, WERER:

— name:

Configure prerequisites
run: |
# set module information
silence_mode=1
mkdir build
echo -e "{\"platform\": \"PLATFORM _ESP32S2\",
—module_name }}\", \"silence\": $

\"module\": \"S${{ inputs.
}" > build/module_info. json
J

© RS AT B EBALE, RISHATAT+GMR 64, B2 i & T R )5
HEEEH
- ﬁu%ﬁﬁﬂ%@%ﬁﬁﬁ, AT+GMR fip MR B AL s—, filhn:
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AT+GMR
AT version:3.5.0.0-dev (s—-88bdead...

(more lines of version information)

OK
— R R, AT+GMR Gy M B4 s—, filt:

AT+GMR
AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK

6.18 WK% AT ik H &

ASCEEAG T E A HERCEET . A TIRECEZ T ESP-AT g HEE R, 1§ B 1% %
ESP-AT 142, 755 =5t ¥ T AL L ¥E % silence mode “hy No. FESE HA ML E TAE R, MRIGEALERTE M,
EEXp b S H A R

o AT Wi-Fi Ty f%184X
o AT R4 fRK
o AT 320 5K
o KA

REWMTHEH &, AT B &% 0 S, SRR SO, 23R Sk P X TX GPIO &,
IR 0 THARZE M HE.

i EN HERCER IS, H S SR R, @Sl R R TR MRS, TR TR
B HAERCE . B Ik H SRk, SEUCRE A M task wdt S

E B ERCEES, BN SBm, nTRE S B IE R, R, T PAYE python build.py
menuconfig > Component config>AT A FEFARNELN AT IhEERBUNEF /N

6.18.1 AT Wi-Fi Jjig ik

o BERTRAE AT B E LAJT IR Wi-Fi i i ge it Fdls H A&

Component config > Log > Log Level > Default log verbosity > Info (EE Info.
Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi_
—statistics

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi._
—statistics > The interval of dumping Wi-Fi statistics (ms)

o BERTRAE AN BEE AT IR Wi-Fi S H g AR il H 25

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Supplicant > Print debug messages from WPA Supplicant
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Pk AEor A gy, )

2B %) Wi-Fi JGH, HARS E5% Wi-Fi 7 R,

6.18.2 AT Mg ik

L]

TCP 4%,

e UDP /4%,

SSL )X,
ICMP /3%,
IWIP W 2438 4X,

TCP i

W #2 TCP jz%? TCP il (ﬂu SSL. HTTP, MQTT. WebSocket 25) 1% H (TX) Fl

145/\ (RX) %t

R, &AHHEHRHTE TCP HulitufF B, BF IP B KA.

TCP i K2 TCP J¥415 . TCP HffiA*5 . TCP ik H . H AR Al TCP AR5 0% (TCP flags),
Horr, TCP fRifi /2 CWR(128), ECN(64), Urgent(32), Ack(16). Push(8). Reset(4). SYN(2)

A1 FIN(1) R

Component config >
~Info W L% %)

Component config >
Component config > AT >
Component config > AT >
—Enable the TCP packet
Component config > AT >
—Enable the TCP packet

AT >

L

—numbers to monitor > 0

Enable ESP-AT Debug

Enable ESP-AT Debug > Enable
Enable ESP-AT Debug > Enable
debug messages

Enable ESP-AT Debug > Enable
debug messages > Specify the

Log > Log Level > Default log verbosity >

Network
Network

Network
list of

(=

Info
Debug
Debug >_

Debug >..
TCP port.

UDP ik

iy UDP 8+ UDP B’]T}fm)( (ﬁl] DHCP, DNS., SNTP, mDNS %) £ (TX) 95‘[]145/\

(RX) Bt R AT RCE,
P . H A5 AT UDP ﬁi‘Eﬁf

.

2y HG P47 E UDP B i B, Hrp s 1P Bk

-

~Info WLt %R)
Component config
Component config
Component config
—Enable the UDP
Component config > AT >
—Enable the UDP packet
— (UDP TX) port numbers
Component config > AT >
—Enable the UDP packet
— (UDP RX) port numbers

> AT >
> AT >
> AT >
packet

Enable ESP-AT Debug

Enable ESP-AT Debug > Enable
Enable ESP-AT Debug > Enable
debug messages

Enable ESP-AT Debug > Enable
debug messages > Specify the
to monitor

Enable ESP-AT Debug > Enable
debug messages > Specify the
to monitor

Component config > Log > Log Level > Default log verbosity >

Network
Network

Network
list of

Network
list of

Info

(=&
Debug
Debug >.

Debug >..
outgoing

Debug >..
incoming

UDP.

UDP.

SSL ik

AT AR AR BC L LAJT i SSL B ey il H 5
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Component config > Log > Log Level > Default log verbosity > Verbose
Component config > mbedTLS > Enable mbedTLS debugging

Component config > mbedTLS > Enable mbedTLS debugging > Set mbedTLS_
—debugging level > Verbose

ICMP ik

REATAE I LA BCE PAJT IS ICMP Z16E (AT+PING) H¥{ H 25

Component config > Log > Log Level > Default log verbosity > Info (EE_
~Info WLE%%)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >._
—Enable the ICMP packet debug messages

IWIP 45 ik

AN e A A b B A R ) H BT o R AR oK, T DAE % 4% Component  config
> LWIP >Enable LWIP Debug FEHTERREAE E .

6.18.3 AT 11 Jjigiik

o YEAHBAEAT 7 &35 0 REE] AT il TX Kik4s MCU REERE, G5 IF R an N RCE

Component config > Log > Log Level > Default log verbosity > Info (= Info.
U E%E%)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.

—MCU (AT —-—-—-> MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.
—MCU (AT —-——> MCU) > The maximum length of the data sent from AT to MCU to be.

—logged > 8192

L

MEHEAEAT 7 E38 7 JRICAT @i RX Bl i) MCU SR vy, Gl r R an R e :

r

Component config > Log > Log Level > Default log verbosity > Info (2 Info.
W E%EZ)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data received by AT.

—from MCU (AT <--—-- MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data received by AT_
—from MCU (AT <-—-—- MCU) > The maximum length of the data received by AT from.

—MCU to be logged > 8192

.

6.18.4  HiAnpi

Bl 1: R TCP B oL

Yk ESP BLAAEPARA 115200 AR XA A OU T, 20 TCP % i 5 i 5 4 5L 7 TCP 1%
%, INELE, IR A IR A% -

A RS BR :

o BSP-AT % 3% (TX) %2 S1 -> 82 -> S3 >S4 -> S5 > S6 -> S7 > S8
o ESP-AT 2% (RX) HI%3#37% N R8 -> R7 -> R6 ->R5 -> R4 ->R3 ->R2 -> R1
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System
53 G0
AT Core ‘—RB|
Y
A
G9
TCP/UDP - == =» TCP/UDP
A
R4| 1S4
S2(|R2 i Remote Host S8| [R8
Y 1P
s1 |
Medium = | sedium R5 S5
RI A
UART UART i \j
= a7 Link Interface 44—|i
Wi-Fi
SDIO SDIO L — (( )) S7 o
Socket Socket Ethenct R6 R7
Host MCU ESP-AT AP Internet
Pl 38: Fdiin

IR AT B BARS (RO, AT S0, 2. Wi-Fi %) hugssis s i, we% ol
FA AR, HERA A I T 40T

o XJT SI/RIL (B3 fF):
i AT MCU [1] ESP B4 &% 1R D8 (TX -> RX 463 ), PARAIA UART {5 215
EH . WMREISFH GEFEERIOVBIRE RAEIE ZK), Gk a gk, & 0L IR R 35 AR
1% . MCU f1 ESP (1) UART £ KK . AU s le Ba 1R . A3t A SR,

o T S2/R2 (AT B:2):
JE AT 3% 2 83X BLE I EHrgm it AT BfF. 2l snt, @dAT B & 2 fHtn H ER A RX
() M TX (&%) BdERGIER . WRAEIEESR, WA R 2SS . &g
A AT 5| B8, 57E esp-at/issues $£37 issue.

« XFF S3/R3 (AT PNFShbIH ) :
TR R

o T S4-S5/R4-R5 (M4 )2):
JEHTCP AKX BLE I B gmie AT BfE. ZWseht, @idAT 8 3% 2 it H &5 LwiP 2
LR SR IER . R LIRS, AE esp-at/issues $£3¢ issue,

o X S6/R6 (Wi-Fi |2 ):
JetH Wi-Fi ifX B &I E R gmie AT B4, Zigsnt, 2% 5k Wireshark (i H 5 R ik 2 4k
Patd, HEGAT B %2 ) HESH Wi-Fi 280G 2B IR RN R 8 7E Wi-Fi 2,
T TE esp-at/issues $£ %2 issue; 7 [ @VE F Mk 5525w, 16 HATHES .
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B - R liie AT ay 2 AR

Ik
WRBES 2 =T P s -G W E ) AT ay S MBEEA LMK, WA Rl ST,
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https://www.espressif.com/zh-hans/contact-us/sales-questions
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Chapter 8

AT FAQ

o AT EfF
- ROGBE A B A A ey B, e TR IRE A A B A ¢
— 4ofTIR I AT B4R 25 ¢
- BWM L E 0y AT B 4ol T3 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3%5F busy = H 45 A ¢
- ATEA#, LU EREFH—ANHLERLEED T EEL, ALY
- ETRRAA LAY BRIN AT Bl fF S AFREAr 4, VA BRI - AR ha AR TT 46 %35 ¢
— I MCU % ESP32-S2 % &% AT 45 Fikw, A LRE ¢
— Wi-Fi ¥ (4T¥F WIFI DISCONNECT) % H1t24 2
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 4r 4% % % 3% ESP-WIFI-MESH ?
- R EH AT 455 T 2 = VARG R = T 1) 2
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT &b ok F i do T2 72 2
— AT AP B 2 R BTS2 (BRik: 115200)
— ESP32-S2 1% ] AT 4p &t NE AR, 4o RiEIEAGI LT, ESP32-S2 A& % 48 L 0947
T8¢
— KW T B P 334 TTIE 4% notify %o indicate T4 ¢
o Bk
- ETRRB Loy AT B2 KSR flash % K 2
- AT Bt & & error log ¢
— AT f& ESP32-S2 #2480 k4 UARTI i& 13 %5 fp &5 ESP32-S2 #248.4% datasheet i\ UARTI & P 7~
—5?
o AR
— AT Wi-Fi & 35305 %) 2
— ESP-AT Bl TCP £ F 0 K2 T 7T vAIS IR ?
— ESP32-S2 AT vk 3 4o TR BAKAL 2
— 4ofT 1% 2 ESP32-S2 AT Bk TCP 3B 5k K & 15k 4% 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-S2 AT 4efT4% 2 TLS ¥R K ¢
AT B 4o fTi5 7% TCP & 3%k ¢
ESP32-S2 AT % 3% PPP "% ?
AT Hof T AR X B & ¢
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Chapter 8. AT FAQ

— AT 354 4ot 53 HTTP 17 & 4215 T hig ¢

8.1 AT |1

8.1.1  FeRyBA BT i S AR REIAE, Il 3R BGE A B 7

UIRAT B #5570 T BRI C I, T 2% AR 1e% -

o [ A [ (2 PRS2 R [ (ST ESP-AT BV 1 2 57 )
o BF: KIZEMAP XA 0y AT B 2,

8.1.2  nAiHL AT [SIPEJERS ?

esp-at i H AR S A 135 2 1) 20 5 T2 UFE DU A3 e P 4 o TR %O FE (10T esp-at/
components/at/lib/ H3E'F) ZHEM, JToHEH.

8.1.3 P LscE My AT WlfEanfl B 7

* Jg5k Windows Flash N2 T.H., 1404550 25 Flash "~k THH 488
o BESRHINEIE S HAT T #dsd .

8.1.4 ey ESP-AT 4k il RGBT bin 3044 7

THT WA AR B A S gridt e i 2R, 32 B A T 2MB/4AMB K]
B bin 34, {VF build/factory H3®F.

8.1.5 B4l " AT R M Frimdss ?

o BRALCRRREF L, (RO A SRR -
o MTREIFEERLE, AT AL A O v AT+ UART_CUR 53 AT+ UART_DEF #HATIEEL.
« BAFEASF

8.2 AT &y Wi
8.2.1 AT #&/5 busy &l 25 ?

o $EUR “busy” FIRIEFEALPRFI—kn4, JCIEMIN S HHA . FoA AT e s 2 bk, XN
WPESERT— A5, A RBIEICT —4m 2
o YWHEZROATTEFZFMAR, REMEIER “busy” 3 “ERROR”, BT DHIA, B9
INHZ A HIA
- O A AT+GMR (##174F CR LF) (ZH84F), BT AT+GMR (##174F CR LF) ©. 4@ — 45
AT 38T, REXPITIZG L. HWHHNR RS 0H AR 588 AT+GMR #:4E, Bl 15T
SR, OIS, REHR “busy”. HUIRE R RG LM T AT+GMR
1B, FRUREISTHZSHERT, SRR —RMiRN ML, REHR “ERROR”,
— MCU %% AT+CIPSEND J55, W% busy p.. i, MCU FFEHEH A L8838, 4 busy p.. 05
£—%§ﬁ‘ﬁé\ﬂi7ﬁi‘ﬁﬁ, YHHATCR . IS AT b—Z&ar M )5, MCU FLE 8 A% fir
o
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8.2.2 AT Hilff, EWRRES AL FHifEe, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

8.2.3 AEAFIEAL LB AT [ F SRR iy 4, DLRWIBRE fiy 4 AWIBAS R A I 465 52
7

o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

8.24 12 MCU 47 ESP32-S2 45k AT 2oz, sttt 25K ?

24 MCU % ESP32-S2 it 3% AT & TR A B NATACRT 5 , FERLIF I S0 7 AT
WSk & AT BB RS,

8.2.5 Wi-Fi liJF (JTEl WIFI DISCONNECT) & hfl2 ?

B DUAEAT B & 3% v & F 2 Wi-Fi W 09 J8 [, 5 & 7 B “wifi disconnected,
re:i<reason_code>” . AL <reason_code> {5 : Wi-Fi JEFEA,

8.2.6 Wi-Fi & Wik 3fe 25 Pk ) A mik e ?

* AMPDU S5 1) 8
- WREEH AR AR AMPDU, JIf4 ESP32-S2 27k s 2 B, H 8 X ] AMPDU JifE.
— QR H 8 SR AMPDU, {HJ2 2% i #5F1 ESP32-S2 Z [A]f) AMPDU &4 A e e M, R
2BV B A5 1 AMPDU L REE# ESP32-S2 (1) AMPDU Ljjfig. QIR EZE AR ESP32-S2
) AMPDU Zhifg, 1 HAT4 1% ESP-AT T42, FE55 TP e B TR ke
* 2 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi ->WiFi AMPDU RX
* phy mode FEZAVE M. 1R i 5 F1 ESP32-S2 Z [ 1Y) phy mode f77E M2 P&, HB4#W Y]
e % 1 2 #9 phy mode = % ESP32-S2 ) phy mode. #4435 4J4: ESP32-S2 fit) phy mode, 5%
# AT+CWSTAPROTO 5%«

8.2.7 ESP-AT W4 &M%+ ESP-WIFI-MESH ?

ESP-AT 2474 37+ ESP-WIFI-MESH,

8.2.8 JEMAT AT fiv A JEHZ I T 2 VA B W iR 27 il ?

LA AT B, "IZH LT R6):

o TR N HZ%: AT+MQTT aliyun,
s BBR= VS AT+MQTT QCloud,
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8.2.9 AT an At Ml UL BRI RG I R H h4 ?

T PA. ESP32-S2 ) Wi-Fi il Bluetooth LE It R K4k, TJ{#i AT+ RFPOWER {488
8.2.10  Zyifuf 37 Ky AR BR I\ [SEAS S HrAH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIUNTE ESP32-S2 Z 51 SUpiE#: WPA2 Al % i #5208, 75 913N 7E menuconfig FP T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.11 AT i AP ossk A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.12 AT anAvbf L e Ml DU 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.13 ESP32-S2 (il AT @y & AELBOA, MESMAGWIF, ESP32-S2 fgi
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.14 (IRIFEEE ST % 4 % v £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// BARAL 0x01 B 0x00 (W EEF A hex # KX EF MWIE A 0100)
OK

// server: +WRITE:0,1,6
AT+BLEGATTCWR=0, 3,7, 1, 2
>

/] EARAL 0x02 B AL 0x00 (MR EF A hex # X5 ##E 3 2 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc £ server F P KX i notify F indicate H ] 3% &

,1,2,<0x01>,<0x00>
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8.3 ffift
8.3.1 AEARFIKIAL iy AT [5PFSERE ) flash 2K 7

* AT ESP32-S2 BRI, AW LASHESP-AT Bl £ 5F .

8.3.2 AT [ #: % error log ?

s FERATAS s it 4%

8.3.3 AT fr ESP32-S2 14l i) UART1 ilif545 5 ESP32-S2 14 1Y) datasheet ZRi\
UART1 HHA— ?
* ESP32-S2 S5 10 MiFEAS e, fE4 ¥ ESP-AT W5, W] PAYE menuconfig H i i 45 {1 it . 14 2

UART! (/8 BIBCE, FroAsies R BLA datasheet 48 A — SR 1H L -
o FHERS ] VLS factory_param_data.csv,

8.4 ki
8.4.1 AT Wi-Fi ¥E#%4Em £/ 7

* TN FEHFT, AT Wi-Fi SEZFER S 5 & EAESCBRE M, Wi-Fi S AT % 2
PERE, PIZGEREE, BURKLIERESFZ AT,
o A[PAEIEAT+CWIAP () <jap_timeout> 24, KA AT ] .

8.4.2 ESP-AT [hlfF TCP Kk 1 K/t nl DU g ?

* TCP Jikfd M MBI JCEHEA A 1B 0, T B0 S F 1% ESP-AT TR A Ui [ 44 o
o 1] DAEE H Al B menuconfig %, Component config> LWIP > TCP >Default send buffer
size,

8.4.3 [ESP32-S2 AT Zrilig il Pk Ko AL 7

o AT RN R 2, BWE esp-idf H1i iperf /R BIHEA TG (A AT WlE, &6 H
B, IREHR RN 1460 FAELSLE) .
o MR RN L ERK, AT PAS 4ol TI2 2 ESP-AT vt bk it SREEE B,

8.4.4 i fEei ESP32-S2 AT ZRi\ TCP i Beds K Hifh k% ?
AOATFOLT . AT ) TCP ¥l B AL i R 6 Y. T A ad AR J7 X HHTRC . TCP %L
PRBHE LR KU (BUETER: [3-12]):
* WEH AR T ESP-AT 142 SUR A AT 4% AT [E1F, T F, iHlE Maxinum

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

* WEHF N iF ESP-AT 142 SR HATH I AT [0F, R AP = by, i
CONFIG_LWIP_TCP_MAXRTX H{H .
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8.5 I

8.5.1 IRZL N vl DLl WRee £ 1ok f4hm AT tn 4 7

© AT BRIAPER BN UART 35 1R {650 . ) SR 92 SDIO s SPY 5 H Tl
fi, AIDAKET ESP-AT [Cfgi, FET UL F AT 4.
« WEYRHESH [ AT SDIO Bt , il ATSPIEE I , ok R AT 4655701 .

8.5.2 ESP32-S2 AT infaf$5% TLS WpiUBiAs ?

9% 1%F ESP-AT T # W}, 7 PAFE ./build.py menuconfig > Component config >
mbedTLS H3%F, I DARFA TG ZAY AR 5P (H RE o

8.5.3 AT WilfFnfal ik TCP &% ?

* HAl AT BRIARE R TCP o RIERECH 5.
* ESP32-S2 AT $5 K 3CHF 16 4> TCP 4%, 7] PATE menuconfig HrfFA LS, , C'E b
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
— ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-S2 AT 7§ PPP 1}?

« AXFF, W2 pppos_client /R BI AT

8.5.5 AT nffpEGe A H & ?

o ffifg log %4 : ./build.py menuconfig > Component Config > Log output >Default
log verbosity K | Debug,
— f#ifit Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level X %] Debug.,
— fifife TCP/IP debug: ./build.py menuconfig > Component config > LWIP > Enable
LWIP Debug > K AAAHZN ) log S5 IXE ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥f B {f&

TSR log 4540 B ¥ Debug.

8.5.6 AT R4 HTTP Wi xiZifh ohiie ?

o HHl AT $5 5 FL BRI
- i@ HTTP /) Range B8 & BB EHRE H, KNS S% AT+ HTTPCHEAD - 19)
— A PAE ] AT TCP & 41354 M 4T#75 HTTP GET 53K . FEESP32-S2 i% 4 3 Bk i  X, T
0y B AEFRARE TR I 6 LRSS T 28], Win—%: W& HAT+CIPSEND 4 Kk H
75 HTTP GET RS 4 M55 i B AT o FEREsh i o=, 6+ MR S5 s #k B ) HTTP
GET i >R ##l, MCU F5 %5343 £ 80 F & AT+CIPRECVDATA iy A R SEBGX LE 458, ARG K ik
25 S A5 i KR T S8 MCU it T ¥ S s AL AR 475 O o
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Index of Abbreviations

A2DP
Advanced Audio Distribution Profile
FLE Y B
ADC
Analog-to-Digital Converter
BRI ety
ALPN
Application Layer Protocol Negotiation
I 2 SRR
AT
AT stands for “attention” .
AT J2 attention [H4EE .
AT command port
The port that is used to send AT commands and receive responses. More details are in the AT port introduction.
AT &g
WHRR AT fr 11, T AL AT fr o HHEIR Y AR 1 . B2 NHESHAT 50 .
AT log port
The port that is used to output log. More details are in the AT port introduction.
AT H&%hgH
WHEN AT HAED, T4 AT HERmH . EEZNEIHSHAT 350,
AT port
AT port is the general name of AT log port (that is used to output log) and AT command port (that is used to
send AT commands and receive responses). Please refer to #% #41% 4 for default AT port pins and 4={Ti% &
AT 3% 2 % jép for how to customize them.
AT il
AT S 52 AT Hisn o BTl Hi&) FAT st (T 50k AT Gr o FHEIOREL) ) SR,
HSH R EE TRIGAN AT 35 VSR, 2% 4efTiRE AT 3% 045 R T REMIT 8 AT i 1155
.
Bluetooth LE
Bluetooth Low Energy
R IhAEHEF
BluFi
Wi-Fi network configuration function via Bluetooth channel
BluFi 2 — T @ i ) Wi-Fi [ 25150 B ) g
Command Mode
Default operating mode of AT. In the command mode, any character received by the AT command port will
be treated as an AT command, and AT returns the command execution result to the AT command port. AT
enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.
 After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
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» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
[
AT BBOA TAERE . FEAr OB, AT iy i DR AR P AP 224 1 AT iy S uEFT AL BE,
[l AT S7EfrAuE 02 GO HAT4 R . AT FE ISR T, S 41X PEAZIER X

* RIRAT+CIPSEND BE M2 ), K > 25

* KIKAT+CIPSEND AT, I > 2 5

o KIKAT+CIPSENDL % B4, ME > 25

* RIRAT+CIPSENDEX BG4I, P& >2 )5

o RiKAT+SAVETRANSLINK % 'E 43, K% (AT+RST) 4, HAHEPZ G
R, Kk +++ e, SMNHIERX B, HEAG X

Data Mode

In the data mode, any character received by the AT command port will be treated as data (except for special
+++) instead of the AT command, and these data will be sent to the opposite end without modification. AT
enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

¢ After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

» After sending the AT+CIPSENDEX set command successfully and returns >.

» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BhhigeX

TERARRUT , AT i DRI AR FAFR 2 BeU R (B TRIRI+++), TR AT @i,
DR 2 TS AL X . AT AE FAIE LT, 2GS A8X BEASE IR X .

» RIEAT+CIPSEND V&4 M, Pk >2 )5
* KIRAT+CIPSEND PATan W, W > 25
o KiRAT+CIPSENDL X &4y, ME >2)5
o RiEAT+CIPSENDEX &AW, ME >2)5
o RIEAT+SAVETRANSLINK % B S Y, HAEAT+RST s, BHERZ G
R, Kik+++ i, SMBIEIEX BRI, FEAG S
DHCP
Dynamic Host Configuration Protocol
B FEHUBCE Y
DNS
Domain Name System
W4 25
DTIM
Delivery Traffic Indication Map
FIE SR A% i i 7R RSB
GATTC
Generic Attributes client
GATT % i
GATTS
Generic Attributes server
GATT k%48
HID
Human Interface Device
ML 7%
12C
Inter-Integrated Circuit
AR R B
ICMP
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LwIP

LWT

MAC

mDNS

Intemet Control Message Protocol

RIS 19 2 Al 41 SC PR

A Lightweight TCP/IP stack
—NME G TCP/IP Hpisl Rk

Last Will and Testament
o

Media Access Control
MAC Hbht

Multicast Domain Name System

Z 1% DNS

manufacturing nvs

MSB

MTU

NVS

Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private keys, GATTS
data, module information, Wi-Fi configurations, UART configurations, etc. The default values of these con-
figurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin file and
downloaded to the flash at the address defined in at_customize.csv.

—/INiE )T E 7 NVS. manufacturing nvs H7Efig 7 AT [EIEBRAA BT I 29 FTFA IS . FA%H . GATTS
BdE. BiH(EE . Wi-Fi il . UART FCE4SE. XUERLEF R, BROIAELE raw_data B, AT
mfg_nvs.bin, BEFH| at_customize.csv F5E LI E .

Most Significant Bit
SR SR EIA
maximum transmission unit

S YN L

Non-Volatile Storage

AT KA &

Normal Transmission Mode

Default Transmission Mode

In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.

During a normal transmission, if the connection breaks, ESP32-S2 will give a prompt and will not attempt to
reconnect.

More details are in Transmission Mode Shift Diagram.

b X

OWE

BNINEZ R

TE BT, WP AR IR AT 652, BN, WP e LAE AT+CIPSEND fin %, &i% AT fiy
A R MCU Bis s (& 4kt . AL Bt s 8] e, 2ilid AT 411k 45 MCU,  [F] B}
27 +IPD {5 2.

HE A BT, WRERWNTT, ESP32-S2 AaEIE, HHnIERWIT.

WL A 557 Transmission Mode Shift Diagram.,

Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.

More details are in Wikipedia.

Pl Iegmss. OWE &—Fh Wi-Fi b, B ORAEx i i Z (B Rl 5 32 2O/, A a2 HoAth i
(IS o

WENAIWSH e AR

Passthrough Mode

Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
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received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.

During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-S2 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-S2 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.

More details are in Transmission Mode Shift Diagram.

ALV

WK L RN .

TEEEREUY, HPARKERE AT s, B TR +++ 1%, AT frd HCEI BT A 1) MCU
%%ﬁ%ﬁ%%%ﬂiﬂﬁ, 3 B A i Yo ity }\M'g R W BdRE L 2l AT 6y 1 JoiE kb, &[0l
# MCU,

Wi-Fi i (BT, RN, ESP32-S2 fEN& Fumb, S AEHb s E g, SR i
A+++ B HiEfL, WS L% ESP32-S2 /EMARST 2RI, 2 KM IERE WIS B 142, i
3&"1%J/\+++ RHE%

WL A 11557 Transmission Mode Shift Diagram.,

Transmlssmn Mode Shift Diagram

]
AT+SAVETRANSLINK=1],..] :
AT+RST |

e e e e e — — — — — — — ——— ———— —— — — ——  ——  — ——  — — —— ——— —————

I 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (<58 1% 5 12 X))
e Passthrough Receiving Mode (i% 15 3£l 4% X))
* Passthrough Mode (:% &2 X))
e AT+CIPMODE
o AT+CIPSEND
o 44+
« AT+SAVETRANSLINK

Passthrough Receiving Mode

The temporary mode between Normal Transmission Mode and Passthrough Mode.

In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

EA OB

TEG @ 2 4 A2 X T AR X Z [ — I A
TEEAARNUE, AT AR AR AR E (it i AT AT LA B (S it Kol , Jiad AT iy
A O BRI %4 MCU., 8 £ /14313452 Transmission Mode Shift Diagram .

PBC
Push Button Configuration
A

PCI Authentication
Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication modes except
OPEN and WEP.
PCIIAGIE, 7E ESP-AT TAEH {512k OPEN Al WEP PASMY) Wi-Fi IAUEAE.

PKI
A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
RITEGIERER . AT %%%ﬁtﬂiix (PKI) 22— mfEfE. 1F. 5%, FHECK S hifed
B EERIZEAE , HHMWAETAE . 8. 0. . A R e IE 1.
WENGHESH A ’sﬂ%ﬁﬁiuo

PLCP
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PMF

PSK

PWM

RTC

SMP

SNI

SNTP

SPI

SPP

SSL

Physical Layer Convergence Procedure

PLCP 3%, BIELIR &R X

protected management frame

SEARIPR A PR

Pre-shared Key
P

Pulse-Width Modulation
kv 5 B

Quality of Service

e 55 o

Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.

SRS, A SoC Hg— AL, FEAEATE A RIRHRREREIN PR FF T A

Security Manager Protocol

LA PN

Server Name Indication

55 A 2 R AR 7R

Simple Network Time Protocol

i B Do 25 B ] BApAL

Serial Peripheral Interface
AT D

Serial Port Profile

SPP 8%, B FHf

Secure Sockets Layer

SSL M, RiZe4=E iy il

system message
Data sent via AT command port to MCU. Each system message usually ends with \r\n. Detailed system

message descriptions are available at AT Messages.

AT fip% HAAE MCU 10%idis . B4 RGN BB R DA \r\n 5. T RGN B UL HIILAT % &

TLS

URC

UTC

UUID

WEP

WPA

Transport Layer Security

TLS i, RIf& )= 2t

Unsolicited Result Code
R RN, —BCABLIZH 25 MCU (15 MR 1]

Coordinated Universal Time

A T S

universally unique identifier

A ] LA B

Wired-Equivalent Privacy
WEP #7530, R 250

Wi-Fi Protected Access
Wi-Fi {ii71177])
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WPA2
Wi-Fi Protected Access II
Wi-Fi {479 1) 11

WPS
Wi-Fi Protected Setup
Wi-Fi {5 S
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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10.6  TAERR

XTHFEMATTSR (AREF) R, B, SR RS E (B EARRTEdE £k .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

10.7 S5 =Ji R AFRIBAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

10.8 Bt

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

10.9 A 9 3 L i

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

10.10 5 WIS

AT RS A E MR, A ST

10.11 W)y oiit

5i 2RO PHABEL I U E S A R ARl RS S B RS, 7R T PRI
SR B AR S A !
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
‘% NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] S++

SEEEEEEEERERRR
.....-.-.----“

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o

. Vﬂﬁ TCP/IP SR AN 2% o

RE 5 i b g A 21 W U A2 BR A B ML 5 o
. EHLXT fir 44 [ 5. 5 T AT
o PRI HE AT i34

11.1  3:Aih Espressif ¥4 iR

BT ESP-AT Z4b, REEDRIRUL T HABER TS, DA A B RINTK

 ESP-Hosted Jj &1 ffi /R 55 R 50 FVEMANT FHL RS M L 5 VML BERR - ARiF EAL s (T
Linux 7 247 58 fcdas i 48 MCU) @3 FR7ER2 10 (40 SPI, SDIO 5% UART) 7%/l Wi-Fi #1 Bluetooth/BLE
IhEE. NI W ESP-Hosted GitHub,

* ESP-IoT-Bridge Jj & 24X} IoT [ 35 50 T B4 N 254 11 2 (Rl %42 5 {5, 40 SPI. SDIO,
USB. Wi-Fi, PAKRSEMZ5HE: 1, FEiZff )y %, Bridge 45 ERT UK H B S a P2 4t E I ThRE,
MORTPAVE R AR AR 55 25 R Ak A7 i & . 1A WL ESP-10T-Bridge GitHub,
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— [ —  —

AT + CONNECT = CONTROL

B abcdef...

[OK]

/] 2: ESP-AT fir4

IR Ty ST AN F A AR GEAA A I TEoR o X T A BEAE AR UTC RS I T4k AT [ ASME AT
Fr, AT ARREE L5 RE T RIAR L H AR B A E AT R

* genindex
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A

A2DP, 327

ADC, 327

ALPN, 327

AT, 327

AT command port, 327

AT log port, 327

AT port, 327

AT 40, 327

AT H&E3jmuo, 327

AT 30,327

AT_BUFFER_ON_STACK_SIZE (C macro) ,313

at_fatfs_mount (C++ function) , 305

at_fatfs_unmount (C++ function) , 306

at_get_data_len_fn_t (C++ type) ,309

at_get_mfg_params_storage_mode (C++
function) , 312

at_handle_result_code (C++ function) ,
306

at_max (C macro) , 308

C

Command Mode, 327
CONFIG_AT_LOG_DEFAULT_LEVEL (C macro),

313

D

Data Mode, 328

DHCP, 328

DNS, 328

DTIM, 328

E

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (C
macro) , 309

ESP_AT_CMD_ERROR_CMD_OP_ERROR (C
macro) , 309

ESP_AT_CMD_ERROR_CMD_PROCESSING (C
macro) , 309

ESP_AT_CMD_ERROR_CMD_UNSUPPORT (C
macro) , 308

at_mfg_params_storage_mode_t::AT_PARAMSIN. MFGCNIYSERROR_NON_FINISH (C macro),

(C++ enumerator) ,313

308

at_mfg_params_storage_mode_t: :AT_PARAMSEIN FARIMY IERROR_NOT_FOUND_AT (C

(C++ enumerator) ,313

macro) , 308

at_mfg_params_storage_mode_t: :AT_PARAMSINONET CMD ERROR_OK (c macro) , 308

(C++ enumerator) ,313
at_mfg_params_storage_mode_t (C++
enum) , 313
at_min (C macro) , 308
at_read_data_fn_t (C++ type) , 309
at_sleep_mode_t::AT_DISABLE_SLEEP (C++
enumerator) , 309
at_sleep_mode_t::AT_LIGHT_SLEEP (C++
enumerator) , 309
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator) ,309
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator) ,309
at_sleep_mode_t::AT_SLEEP_MAX (C++
enumerator) , 309
at_sleep_mode_t (C++ enum) , 309
at_str_is_null (C++ function) ,306
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