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ESP board
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T K% AT fip A AT i) BOATE OO T, T4 H 25 UARTO (GPIOS) #l UARTI i /] 115200
BekeR A TEAE . BN A 26 MHz ¥ XTAL, FrPATE ROM B H /2 A 74880 Y43 i UARTO
(TX: GPIO20) i 5 #5552kt {ii i 40 MHz ) XTAL, NJ7E ROM [ Bt H 42 PA 115200 B i UARTO
(TX: GPIO20) it .

2 3: ESP32-C2-2MB/ESP32-C2-2MB-G2 Z 51| fifi (- 43245 1 43 i

IheE ESP32-C2 FF & tR/1ELHEH HEZEE”
. 1
TREH UARTO PC
« GPIOI9 (RX) . TX
« GPIO20 (TX) . RX
AT &y R 2
asll UARTI USB %5 UART & [ ik
« GPIO6 (RX) . TX
« GPIO7 (TX) . RX
« GPIO19 (CTS) « RTS
« GPIO20 (RTS) . CTS
iy H UARTO USB % UART i 11 il
« GPIOS (TX) . RX

BEW] 1 ESP32-C2 JF R M PC 2 W) HAE A4 O N L AE ESP32-C2 JF A b, A (1 USB 4idnzk
HBERIT A AR AN PC BT

BEW] 20 CTS/RTS & BIUATE R E P D) eI 4 ik
WEPRTE R AT ESP32-C2 MEALIATIE S, 1555 0 WARALIY B £
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ESP boa

V0 e e e ]

Download

USB to serial converter

AT command/response

ESP board USB to serial converter
RX —— TX

X ——— RX
CTS RTS
RTS — CTs8

Log output

& 4: ESP32-C2-2MB/ESP32-C2-2MB-G2 R if {41 2 K

1.3.4 ESP32-C2-2MB-BLE/ESP32-C2-2MB-BLE-G2 %%

ESP32-C2-2MB-BLE/ESP32-C2-2MB-BLE-G2 R f {f 1#:4% 5 ESP32-C2-4MB/ESP32-C2-4MB-G2 F 358 4%
R, DB E TR SRR DA o

ARSI AT BPEAR KA, R MEE T m—Fhr SORHGZ R S AT [

* % Fde T K GiHub T #H & #H W6 8 R K AT (S G = PR <
esp32c2-2mb-ble—at/esp32c2-2mb-ble-g2-at [&ff.

o HAT%4 ¥ ESP-AT T 32, S =H L HFEH Platform name % PLATFORM_ESP32C2,
Module name %4 ESP32-C2-2MB-BLE/ESP32-C2-2MB-BLE-G2,

1.3.5 ESP32-C2-2MB-NO-OTA-G2 Z %]

ESP32-C2-2MB-NO-OTA-G2 F §I|fii {1 144 5 ESP32-C2-4MB/ESP32-C2-4MB-G2 3 5¢ &M, X BI{LHE
TSI REA A -

AR AT PR ZAT, BT DMEE R i — M7 2CRBOZ R 5 AT [

o ZF Ao TN GitHub F # 3z 26 i ek AT B 0B, T3 espl32c2-2mb-no-ota-g2-at [Eff.
o HiT7%i% ESP-AT T 42, FEH = 25 Platform name ¥E# PLATFORM_ESP32C2,
Module name j%# ESP32C2-2MB-NO-OTA-G2,

14 p#idRT
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AT A ESP8684-MINI-1 4B, /23 an{a) T~ £k ESP8684-MINI-1 B} W 1 AT [, DA ANfALRf
BFRER BB |, e ESP32-C2 RPIMH WAl SH A0

TR AT FE2Z A, OB ERERITRIELE, ST 5% k.
X TR, AT BARPERT LHF @ 2T R SHESP-AT B4 £ 7.

14.1 F#k AT W

I DA T 2B AT B 83 PC:
* HITEAT B+
o RENEAIBIE IR ) AT [
o LA R SR I TR 2K

A, FATTF# T ESP8684-MINI-1 %V ) ESP32C2-4MB-AT-V3.3.0.0 [E{, ZEHERE R0 &
Hr&A bin SCHNFAT, HE ESP32-C2 R FIIZH [ 41 H Sk 45 & bin LRI S H40F 44 -

— at_customize.bin /] ZH AR K
— bootloader // bootloader
| L— bootloader.bin
— customized_partitions // AT B & X bin X #
F— mfg _nvs.csv // B ONVS 4K # R fe # I
| L— mfg_nvs.bin // EF NVS 4K bin X f#
— download.config /1% EE B S
— esp-at.bin // AT R A B

— esp-at.elf
— esp-at.map

— factory /) BEFEHREFETATE bin X H
| L— factory_XXX.bin

— flasher_args.json VAR = &% k-

— ota_data_initial.bin // ota data X #7 & f&

— partition_table /] —%a Kk

| L— partition-table.bin

L— sdkconfig // AT BN mFRE

HAr, download.config U BRI FAISEL:

——flash_mode dio —--flash_freq 60m --flash_size 4MB
0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

0x60000 esp-at.bin

-—flash_mode dio IR M) flash dio BT T40%

——flash_freq 60m {UF I E 4K H # flash RS %8 60 MHz;

——flash_size 4MB {UF I EA5E Y flash £V A 4 MB;

0xd000 ota_data_initial.bin fBFEFE 0xd000 HibkBist ota_data_initial.bin {4,

142 Be55k AT [EEE %5
T AR TR B E R G B Y R e sk T v
Windows

FFHeRZ T, 7 F#k Windows Flash Nk T H., {4045 5] 25 Flash 2 T HH P58
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* ¥J9F Flash N T.H;

o WEFLARA; (BbAL, BA1ESE EsP32-C2.)

o PGB RIEE—F TS (BAL, FRATT%HEF develop, )
o WRPEER TR R R (e, AT vart. )

B DOWNLOAD... — O W
WorkMode:; |Develop w

LoadMode: HUART

OK

Pl Se [ 2 E e g

o B AT [EfResR 2, AR IR SRk —:
- HETFRITEHMEEY: (Bl build/factory H3 FHY factory_XXX.bin) % 0x0 Hh
hk: ik “DoNotChgBin™ it i &ty [l {4 1) R IA il i 5
- IFTFEZ A bin U RAFE A HLEE: RYE download. config SUAFHFATELE , 1241
“DoNotChgBin”;

h TGS B, A AR T ) COM i 115, JEA “COM:” N HiF & h sk B i
5. B XA F I S RN 4475 2% 78 Windows A FH i 11 .

BaRSE G, ik E AT B SRR .

Linux 3¢ macOS

THIREEFZ i, %% esptool.py.
AT PR T AT H—, R AT [ R 2 is
o T EZA bin SCAERAFPHAE: BA LT 634, Bt PORTNAME fll download.config £

)

esptool.py —--chip auto --port PORTINAME --baud 115200 --before default_reset —--
—after hard_reset write_flash -z download.config

f PORTNAME e jlTT A AR T 2% AR, 5 TR E 145 N 44 P, 752% A Linux F1 macOS
imciesy JRp

} download.confiqg B iz 30 BRI SE 3.

PR 5 e 57 5 ESP8684-MINI-1 AE2H i A 14

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 --baud 115200 --—
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 60m —--flash_size 4MB 0x0 bootloader/bootloader.bin.
—0x60000 esp-at.bin 0x8000 partition_table/partition-table.bin 0xd000._
—ota_data_initial.bin 0x1e000 at_customize.bin 0x1f000 customized_
—partitions/mfg_nvs.bin

. E?ﬁ?ﬁﬂ AL R A R 2 0x0 Mihk: A PL R4, B PORTNAME fll FILEDIRECTORY &

)
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v A > HEBEE » OS(C) » bin » ESP32-C2-MINI-1_AT Bin_ V2.5.0.0 » ESP32-C2-MINI-1-V2.5.0.0 > factory v | O
b=t W ESpa2c2 FLASH DOWNLOAD TOOL V3.0.3 = O =
[ ] factory MINI-1.bin J SPIDownload ] HSPIDownload ]

"] factory_parameter.lag .
s o SR N VeSS s 50|
O - @
O r
O r
O e
O r
| @
O (@ W
SPIFlashConfig
SPI SPEED SPI MODE Detectedinfo
DoNotChgBin
@40MHz O QIO
LockSetti
O267MHz  OQOUT ceeEtnas
() 20MHz @®DIO CombineBin
CO8OMHz (O DOUT Default
(O FASTRD
DownloadPanel 1
COM: w
START STOP ERASE ‘ Solhe |
BAUD: 115200 ~|
F 6 N E AR R (o)
@ download.config - iT=4 - = o
XD RFEE B0 SEV EHH) WY ESP32C2 FLASH DOWNLOAD TOOL V3.9.3 = m] ey

—flash mode dio —flash freq 60m --flash size 4MB |

0x0 bootloader/bootloader.bin

0x8000 partition_table/partition-table.bin
0xd000 ota_data_initial.bin

0xf000 phy _init_data.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1F000 customized_partitions/server_cert.bin
0x21000 customized_partitions/server_key.bin
0x23000 customized_partitions/server_ca.bin
0x25000 customized _partitions/client_cert.bin
0x27000 customized_partitions/client_key.bin
0x29000 customized_partitions/client_ca.bin
0x32000 customized_partitions/mqtt_cert.bin
0x34000 customized_partitions/mqtt_key.bin
0x36000 customized_partitions/mqtt_ca.bin

d [ HSPID: d \

@ 40MHz

0x2B000 customized partitions/factory_param.bin O 20MHz

O 80MHz

SPI SPEED

O267MHz (O QOUT

SPI MODE

Qalo

| [] DoNotChgBin |

LockSettings

-
Ovour

(O FASTRD

DownloadPanel 1

IDLE

£

START H sTop H ERASE |COM: cOME “|
BAUD: | 115200

B 7 MR A (RdEOR)
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esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-
—after hard_reset write_flash -z --flash_mode dio —--flash_freq 40m --flash_
—size 4MB 0x0 FILEDIRECTORY

I PORTNAME B4 s S MR 28085 LA B, A TR & % D 448K, 11527 1 Linux Al macOS

FEFEm .
Ff FILEDIRECTORY Frie sl G0 & i) 7= [ i SO AR, RIS OLT, XFié 2 factory/
XXX .bin,

PUF 2B e 5t & ESP8684-MINI-1 A4 & A fr) 4 :

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-

—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—~dio -—flash_freq 60m —--flash_size 4MB 0x0 factory/factory_ ESP32C2-
—4MB. bln

PaSESEIUG, TS AT B2 TR .

1.4.3 KA AT [l fFE MRessk k)

THTE MDA T PR AT BBk il

o ITHEE O T H, 40 SecureCRT;

o HBIT: PR T ARl AT ey s 0 (RIS TS W EdE ) ;
o PERZ: 115200;

o BEf: 8;

o ¥;367: None;

o IR 1

* Jifs: None;

« A “AT+GMR” fir4, Jf H#f7 (CR LF);

TR, WL OK, 2R AT [ ke 2 .

AT+GMR

AT version:3.3.0.0(3b13d04 - ESP32C2 - May 8 2024 08:21:45)
SDK version:v5.0.6-dirty

compile time (be332568):May 8 2024 08:50:59

Bin version:v3.3.0.0(ESP32C2-4MB)

OK

T, A EE A DA a2z — 8 ESP32-C2 &AL H &
Jiidk1:

o FTFFEE O T H, 1 SecureCRT;

o B BT “THEEMA/MmEHE a0, BOEEESREEE.

o AR 115200;

o BHEfL: 8;

* K5ef: None;

o (IR 1

e Ji¥s: None;

o EAZHIT AR RST 4, 2 HERI T A HEAHLL, WP ESP-AT [E 4B L1IEM#IHL T .
Jiik 2:

o ITHMAE O TH, 41 SecureCRT;

o HA: ARl T IR AT ap /" B O AT R ERBEA AT HE iR,

FOEEIES R £,

o AR 115200;

o BHEfL: 8;

« KuE&A7: None;

o fEIRAE: 1
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* Jiif%: None;
o TERFEIIEW “AT /M B D% AAT+RST i34, I H¥f7 (CRLF), 2 “F#@E /4
7 RYER O H R AY H AL, R ESP-AT BB 2 IEMIRL T .

ESP32-C2 F#L H #&:

ESP-ROM:esp8684-api2—-20220127

Build:Jan 27 2022

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:1

load:0x3fcd6108, 1en:0x18b0

load:0x403ae000, len:0x854

load:0x403b0000, len:0x2724

entry 0x403ae000

I (32) boot: ESP-IDF v5.0-dev-5949-9g885e501d99-dirty 2nd stage bootloader
I (32) boot: compile time 11:05:11

I (32) boot: chip revision: v1.0

I (36) boot.esp32c2: MMU Page Size : 64K

I (41) boot.esp32c2: SPI Speed : 60MHz

I (46) boot.esp32c2: SPI Mode : DIO

I (50) boot.esp32c2: SPI Flash Size : 4MB

I (55) boot: Enabling RNG early entropy source...

I (61) boot: Partition Table:

I (64) boot: ## Label Usage Type ST Offset Length

I (71) boot: 0 otadata OTA data 01 00 00004000 00002000
I (79) boot: 1 phy_init RF data 01 01 0000£f000 00001000
I (86) boot: 2 nvs WiFi data 01 02 00010000 0000e000
I (94) boot: 3 at_customize unknown 40 00 0001e000 00042000
I (101) boot: 4 ota_0 OTA app 00 10 00060000 00140000
I (109) boot: 5 ota_l OTA app 00 11 00230000 00140000
I (116) boot: End of partition table

I (121) esp_image: segment 0: paddr=00060020 vaddr=3c0e0020 size=288c8h (166088)._
—map

I (167) esp_image: segment 1: paddr=000888f0 vaddr=3fcab6010 size=02c18h ( 11288).
I (170) esp_image: segment 2: paddr=0008b510 vaddr=40380000 size=04b08h ( 19208).
I (178) esp_image: segment 3: paddr=00090020 vaddr=42000020 size=d444ch (869452).
I (378) esp_image: segment 4: paddr=00164474 vaddr=40384b08 size=01508h ( 5384).

I (382) boot: Loaded app from partition at offset 0x60000
I (383) boot: Disabling RNG early entropy source...

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200
module_name: ESP32C2-4MB

max tx power=78, ret=0

3.0.0

WERAEW AN T 1% ESP-AT 1A%, T FJ3EESP-AT et 4 .

AR AR ST Ay ) ESP-AT, T Je P Ak &, B Qe 2R AN, PP et ph i d, TR
PR M BE F A SRE PR B AT B, SRR PP T #d8 5, AR R ZRIbEk AT Rl
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AT [ilfF

2.1 RAWRIREE

FERE TR A 0. HAT, REERAT T UAR ESP32-C2 RIIKIAL R AT [ 1F.

ik
o RATHY AT [EFFAUSCRR 26 MHz SRR R iRAS . SRR REZE 6 T 2 40 MHz 1 iRAgE
W BATRIF ESP-AT TAZ, (R85 TP E TR B
— Component config -> Hardware Settings -> Main XTAL Config -> Main XTAL
frequency -> 40 MHz

o WERGAHE H IR G WA AT FfE, T55EPEESP-AT B # 2 57 SCR, ORI T
ANIA) ESP32-C2 AT [FTE Ry 24 . REAFRCE AT iy 22 5, AR R A E A 1
LR B P L ) [

o QUERGEANEHE Y AT BfF P NRIRCE, @R AEatpy T F B AT [EFHF A SORTE AT B

— 147 UART f. &

- M52k Wi-Fife &

— WSEGE B A B AR E
— 147 GATTS Fe &

2.1.1 keI

FEREF R AI Y AT SR, G5 P40 IR e 2 75 AR, HE SR v g 4% T R ORI S

2.1.2 ESP32-C2-2MB-G2 #4|

e
o WRIIAFFRAHN AT [, HEE A1 ESP32-C2-2MB 251 .

"N T [E 44 T ESP32-C2 ECO4 (Rev v2.0) R Ao

15



Chapter 2. AT [E{4

* v3.3.1.0 ESP32-C2-2MB-G2-AT-V3.3.1.0.zip

2.1.3 ESP32-C2-4MB-G2 #4

i EAIE T ESP32-C2 ECO4 (Rev v2.0) 251t F o

e v4.1.1.0 ESP32-C2-4MB-G2-AT-V4.1.1.0.zip (#E¥%)
* v4.1.0.0 ESP32-C2-4MB-G2-AT-V4.1.0.0.zip
* v3.3.1.0 ESP32-C2-4MB-G2-AT-V3.3.1.0.zip

2.1.4 ESP32-C2-2MB 41|

N R 2F3E T ESP32-C2 ECO1 (Rev v1.0) ~ ECO4 (Rev v2.0) 241 i (135 ECO1 #1 ECO4).

« v4.1.1.0 ESP32-C2-2MB-AT-V4.1.1.0zip (i)
« v4.1.0.0 ESP32-C2-2MB-AT-V4.1.0.0.zip

N EFE T ESP32-C2 ECO1 (Rev v1.0) A1 ECO2 (Rev v1.1) &4t Ao

e v3.3.0.0 ESP32-C2-2MB-AT-V3.3.0.0.zip
* v3.1.0.0 ESP32-C2-2MB-AT-V3.1.0.0.zip
* v3.0.0.0 ESP32-C2-2MB-AT-V3.0.0.0.zip

2.1.5 ESP32-C2-4MB Z7%]

e
o QREHITE{F 2 ECO4 (Rev v2.0) &AL f, i ] ESP32-C2-4MB-G2 #4140 .

N 2F3&E T ESP32-C2 ECO1 (Rev v1.0) ~ ECO4 (Rev v2.0) &4 i (435 ECO1 1 ECO4).

e v4.1.1.0 ESP32-C2-4MB-AT-V4.1.1.0.zip (#E#¢)
* v4.1.0.0 ESP32-C2-4MB-AT-V4.1.0.0.zip

R EASE BT ESP32-C2 ECOL (Rev v1.0) #1 ECO2 (Rev v1.1) &5t A,

* v3.3.0.0 ESP32-C2-4MB-AT-V3.3.0.0.zip
e v3.1.0.0 ESP32-C2-4MB-AT-V3.1.0.0.zip
* v3.0.0.0 ESP32-C2-4MB-AT-V3.0.0.0.zip

2.1.6 TP AT WA %A
BT AT AL A SCRTT TR TR AR AS B A, SRR AR A (1 R A 00«
AR A DR /N -

o T3 ESP32-C2 AT % 7 j5 B
o AT E#Ef A AT ARG S iRee —gB i SOk S A A

il A NG T RS AT, SR TR ZE BT BRI AR A A, BT
U B SO T T

AT % Jeit R 52+ ESP32-H #2751, ESP32-P %1, ESP32-S3 Rtk F, WA TLXH R AT [Efh. HEr#d )
ESP32-C R41ith o
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2.2 AT FfF#I4r

ESP-AT [ FA & 1 TR DI Ram — bl 3o

build

— at_customize.bin /I ZFaRkR (APaRE, AT mfgnvs £ KU Ko
~fatfs R WA B HIF 5K K A)

I— bootloader

| L— bootloader.bin VA-E-F k&

— customized_partitions

| L— mfg_nvs.bin /) W BRESH, HZBENLFEREKXT W mfg_nvs.csv
— esp-at.bin // AT R A B

|— factory

| L— factory_xxx.bin //

SR EDRN R XHEEE, ETUNRIAXHFE RS HAN 0 B flash.

~Z [, B#FMYPE download.config X H HFERKE T34 X% F 2 flash.
o Xt R A A MR B 1

— partition_table

| L— partition-table.bin // — %4 K %k (Z% 4 K %)

L— ota_data _initial.bin // OTA ¥ I 41 4 . X ¥
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Chapter 3

AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

4B

AT: i AT J53)

AT+RST: TG

AT+GMR: EFEMWA(EE

AT+CMD: 524 Fi [ SCRF T i 2 B fim 22 AL
AT+GSLP: #t A\ Deep-sleep #x;

ATE: JFJRE ] AT o] 22 hE

AT+RESTORE: WRE W) #*E

AT+SAVETRANSLINK : &5 F#1 Network/Bluetooth LE £ /£ /2 X, {5 &,

AT+TRANSINTVL: & E 1% 1% 45 X AR B8 &k 10)
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: % & HEARA,

AT+SYSRAM = i) M2 1] {5 %5 L

AT+SYSMSG: ZXifl iR B ARG R = E
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X

AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power

AT+RFCAL: RF 4Tk

AT+SYSROLLBACK =[] % 3| DA i %) [&142:
AT+SYSTIMESTAMP : 25 11]/35 B 7 Hb sk 151 7%
AT+SYSLOG: Ja HEEE AT #HR A4 s
AT+SLEEPWKCFG: %% Light-sleep Wi JEFIHL{E GPIO
AT+SYSSTORE : % ‘&S5t

AT+SYSREG: B &HA758

19



Chapter 3. AT Ay d4E

3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: Wik AT B3

Parr %

=

A

[AT

W

[OK

3.1.3 AT+RST: &b

[AT+RST:<mode>

W i <
(ox
BH
* <mode>:
- 0: FEJ5 ESP32-C2 HiE A IEH 2 F At
- 1 T3 ESP32-C2 b AR F T 3
B
o WERERESCH R, IAE R AR E Ay A1k ESP32-C2 #F AN HAR, X PR AFERE (- AT
44 Boot .
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3.14 AT+GMR: #HRALEE

WA %

v

A

=

[AT+GMR ]

W i <

<AT version info>

<SDK version info>

<compile time>

Bin version:<Bin version> (<module_name>)

OK

o <AT version info>: AT #Z.0LEMRAE R, BAIIFE esp-at/components/at/1lib/ HFEF.
P2 PR, ToHT R

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

* <Bin version>: AT [ {4 i A5 H. WAS{E B 7 PAFE menuconfig & 2, python build.py
menuconfig>Application manager >Project version., KK E: 32 F.

o <module_name>: #i I £ X, FF esp-at/components/customized_partitions/
raw_data/factory_param/factory_param_data.csv HE X,

Bl

o ASREAE T ESP-AT [EF A AT, 35 Sehe fit AT+OMR RAE B

Bl

AT+GMR

AT version:2.2.0.0-dev (cadlecd - ESP32-C2 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: A ify 2550 5 28 2 Fe i A iy 4> Be fiy 4 200
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+CMD:<index>, <"AT command name">, <support test command>, <support query command>,
—<support set command>, <support execute command>

OK

o <index>: AT 3275

e <” AT command name” >: AT fy2-% ¥R

» <support test command>: 0 FE/RATEE, 1 FRIFE

+ <support query command>: 0 F/RA T, 1 FRTE
» <support set command>: 0 FEI/R AT, 1 TR

» <support execute command>: 0 F/R AT, 1 TR

3.1.6 AT+GSLP: A Deep-sleep Fiz,

v

o

<

Fin

¥

=4

A

[AT+GSLP:<t ime>

W i <

<time>

OK

 <time>: WA Deep-sleep HH, Sific: B, WAHIFIE]R, B A SIS, TR
WL, AR R

- 0 FIRar R
— %K Deep-sleep K24 28.8 K (231-1 ).

Bl
© HTANRINERIE I, Frf ik A Deep-sleep F 9 Frif K S B IHC 2 M SAFAEZE S

3.1.7 ATE: JFEZOCH AT g D)

Wiifn %

=

A

[ATEO

&

[ATEl

Wi i ¢
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* ATEO: XAl
« ATE1: FFR3H &

3.1.8 AT+RESTORE: k& 1) &H

P4

=l

4

[ATJrRESTORE

W

[OK

B
o LA RHER A RA7E] flash (9S8, IR BN S HE.

© BT S EFIE .

3.1.9 AT+SAVETRANSLINK: ¥ ¥l Network/Bluetooth LE i {4 i 5 5L

o % B Wik N TCP/SSL % P 341k 5 4 X 12 6.
o 3% B IF AL N TCP/SSL IR % ik 1E 8 X 13 8.
o % E LA UDP ik B X 12 8
o % B LA BLE i 1B X A2 8

BEEIFBLEEA TCP/SSL % pooiiZ {15

peEmY mA

[AT+SAVETRANSLINK:<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>]

W

e <mode>:
— 0: %P ESP32-C2 [ Hiit A TCP/SSL & P i% 15 48 X,
— 1: JFJ2 ESP32-C2 | Hi ik A TCP/SSL 7% Pt i & 48 X,
o <” remote host” >: F{FHEBE, Fonigin IPv4 Hlik. IPve Hulik, =idEi4 . &K h 64 5.
* <remote port>: Wil I {E
o < type” > FHRSBE, FoRGHZEHL: TCP”,” TCPv6”,” SSL”, B “SSLv6”. BRiA(H:” TCP”
o <keep_alive>: [il BEFERFM SO_KEEPALIVE %I (&% : SO_KEEPALIVE 44), PAfi: .

 JGH: [0,7200],
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- 0: 2% keep-alive ZfE; (BRiA)
— 1~7200: FFJ keep-alive HjfiE. TCP_KEEPIDLE {4 <keep_alive>, TCP_KEEPINTVL {&}
1, TCP_KEEPCNT i} 3.
o KA <keep_alive> BEHAT+CIPTCPOPT 4 <keep_alive> U, HE&H
R E N OUE . RBITARM O AN BREE <keep_alive> 4, NIERIAM A LR FCE HO1E .

Bl
« ABLEAIFOLE 8 X, (5B BAEAE NVS K, #5540 <mode> 4 1, FUCLM HEIEALH X
TR
2

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"

AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "TCPv6"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75", 8080, "SSLv6

BEEIFBLEEA TCP/SSL it 55 25 AL X 15 1

P A

[AT+SAVETRANSLINK:<mode> [,<port>][,<"type">][,<CA enable>][,<netif>] }

W i :

[OK

e <mode>:
— 0: %4 ESP32-C2 |- Hi it A TCP/SSL Jil 55 4%:% £ 42 X,
- 3: JFJ ESP32-C2 FHi it A TCP/SSL k55 #5i% 15 42 X,
[<port>]: ARS5#sMWTIIm T, BRIAME: 333,
o <V type” >: RG-SR TCP?,” TCPv6”,” SSL”, 1 “SSLv6” . BRA(E:” TCP”
<CA enable>: {UfE <type> K “SSL” u% “SSLv6” W} AH Z%k.
- 0: Al CAIAIE
- 1: ffiff] CAIAIE
<netif>: FEE MRS RITHM 4Rz, BRIME: 0.

- 0: FraMggiEn
— 1: Wi-Fi station ¥ 1
— 2: Wi-Fi SoftAP [

]
. ZIK&E%JEW@%#%& {5 BORFFAE NVS X, 5S40 <mode> Ay 1, Nk L HBIHEAL X
« ESP32-C2 {E} Wi-Fi Station K}, 42 Hi e & 47 Wi-Fi 845 51 B TSN 1E4 SoftAP i,
T PEHINC & 4 SoftAP 2%k, frilk b HLfFREIE# TAE.
* {£ TCP/SSL R4 #80BEHCT, R — B LS —HAR P mE LB G ERE, REHRE
BT S 220 B L B K
o MIREM LR (netif) (52 (EBWITFHT, CHERSECH, REBJSENRVOIRGS, HEREZH

2
 IBHFEEREUR, TCPSSL MRS aiRtReasT, HAEE (ARiEfe) SRS, SRt Kk
RO 1.
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il

// % B Wi-Fi SoftAP fF B, &K A esp-ap-001, ¥ &A=, fF#._
11, MEFRAFH, BRAEEH 3

AT+CWSAP="esp—-ap-001","",11,0,3

// EEFNHEN TCP MEBHEEHER, E9%m AT 1002
AT+SAVETRANSLINK=3,1002, "TCP", 2

// PC # ¥ 3| esp-ap-001, 3t it TCp % f 3% T H #% 3 3| ESP32-C2 # 1002 # H
nc 192.168.4.1 1002

/1 EEHRE

PEEIFHLEA UDP B 1E R

DL A A

WH WX
[AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>] ]
Wi
[ox )
2H

¢ <mode>:

- 0: X P ESP32-C2 _EHijEA UDP i 42X
- 1: JFjH ESP32-C2 _EHijE A UDP if f5 42X,
* <” remote host” >: FAFHZLL, FoRitin [Pv4 Hilik, IPve Huht, B4 . Kl 64 75,
* <remote port>: T F{E
© <7 type” > PAFRBAL, FoRfegiIeal:” UDP” 5 “UDPv6”. IRIMH:” TCP”
* <local port>: JFALEA UDP &4t , ] ry A 1 .

vl
o AUEE NS UDP FFHLi% £ 45 X (5 BAAFERE NVS X, ES 8 <mode> 1, Tk _H H3h#A UDP
FEEEX. FEBE.
o WRAAEELT IPv6 W45 ET—4~ UDP {54, il PAT DA T #RfE:
- i3 AP % $ IPv6
BB AT+CIPV6=1
AT AT+CWIAP 54 3KELF]—A~ IPv6 Hiht
(W3%6) i AT+CIPSTA? fin ka2t ESP32-C2 27545 IPv6 Hihl

il
AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP", 1005
AT+SAVETRANSLINK=1,"240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPv6", 1005

BEEIFHLEEA BLE Z A EUALE R

wi e

[AT+SAVETRANSLINK:<mode>, <role>,<tx_srv>,<tx_char>,<rx_srv>,<rx_char>, <"peer_addr"> ]

W i <
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(A}

il

<mode>:

- 0: M) ESP32-C2 L Hiit A BLE i 15 42 X,

- 2: J¥)5 ESP32-C2 i A BLE i £ # X,
<role>:

— 1: client f 5,

— 2: server fH {4
<tx_srv>: x [R% 75 . AT YE8 GATTC B}, 18 i AT+BLEGATTCPRIMSRYV =<conn_index> iy 2251 ;
Vil GATTS R}, @it AT+BLEGATTSSRV? 5 4-251] .
<tx_char>: x fR 5 E-AE 75 . AT {25 GATTC I}, 38 #58 AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
A {EN GATTS B}, Bt AT+BLEGATTSCHAR? 654251 .
<rx_srv>: 1x R4 75 . AT {E8 GATTC i, i3 AT+BLEGATTCPRIMSRV=<conn_index> fiy &2
)5 1M GATTS W}, i AT+BLEGATTSSRV? 1y 5251 .
<rx_char> :rx [RE45F 75 . AT VEh GATTC B}, 38 it AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
AR {E GATTS i, 3t AT+BLEGATTSCHAR? fi 4251 .
<” peer_addr” >: X{J; Bluetooth LE Hiht.

o AR ERE BLE JFHLE 1542 X A5 B ARTEAE NVS X, ZHB50 <mode> 24 2, Nk _F i H 33 A Bluetooth
LE & #48X . FEEER

[AT+SAVETRANSLINK:2,2,1,7,1,5,"26:a2:11:22:33:88" }

3.1.10 AT+TRANSINTVL: 8 EEESEG P EE £ X mIbE

[AT+TRANSINTVL? ]

W i <

+TRANSINTVL:<interval>

[AT+TRANSINTVL:<interval> ]

Wi i *

[OK
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BH
* <interval>: Xfli/cik[afg. B0 2ZFb. BOAE: 20, {EH: [0,1000].

B

o BERATR, 24 ESP32-C2 M UART 2k B 5di )5, QiR B 8K R T-46 T 2920 277, %%
P2 LRI A 2920 FA5— b T K ik, &% <interval> ZRE S RIS A EHRE
KTEET 2920 45 PR AR50 .
o MR RN, HAWE AR BE RN, PRAEM R E <interval> SRIRFEEHE ZiEHBTHL. 24
QmENM>ﬁmM Tuﬁﬁmwu&kﬁﬁ%MLﬁ LI 2 38 T P SRR BHH 1 I 2% K % 11
WHL, —EFERERRAR T kR

il

/) B BB KA o AR %

AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: ¥ UART 4hilsiHic e, APRAES] flash
it A

[AT+UART_CUR?

Wi i ¢

+UART_CUR:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

A WA

e

=

[AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

W i <

[OK

ZH

o <baudrate>: UART %R

— ESP32-C2 54 L[N 80 ~ 2500000
o <databits>: (v

— 5: 5 bit FHEfr

— 6: 6 bit F 7

— 7: 7 bit FIRAH7

— 8: 8 bit HRfr
o <stopbits>: 15[ {V/

— 1: 1bit k{7

— 2: 1.5bit &R
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- 3t 2bit Bk
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
0: AREFLTEE
1: {fifg RTS
2: ffifg CTS
3: [AlWH{#iRE RTS fil CTS

Bl

o rifjan 2R M2 UART BUE SESCE, BT 3REE, T Re5 e (EA M 25 .
o KR EAREE] flash.
o i AE A RIS S BE S5 TR R 45 1) CTS/RTS &M, #1545 WA # 4 3= A components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

[AT+UART_CUR:115200,8,1,0,3

3.1.12 AT+UART_DEF: ¥ UART ZRillices, PRfr#] flash
Ay

T

[AT+UART_DEF?

W

+UART_DEF: <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

OK

v

7

N

H

¥

[y

23
DN
“I]/?\

[AT+UART_DEF:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

o <baudrate>: UART ji7j%

— ESP32-C2 &4 LH515HE N 80 ~ 2500000
o <databits>: FIR{v

— 5: 5 bit FFEr

— 6: 6 bit FHEfr

— 7: 7 bit F 7
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— 8: 8 bit i
* <stopbits>: {2 F{i;
— 1: 1bit {57
— 2: 1.5 bit {2}
— 3: 2bit {17
o <parity>: {7
— 0: None
- 1: Odd
— 2: Even
o <flow control>: s
- 0: AffifeE
: fiifig RTS
fiigg CTS

W =

e

o [F AR RTS Fil CTS

o BUE S HUCRORIFAE NVS 73X, M43 PR B LTS A 2L
o il RE O 5 ) BB 7 B GE B 4 10 CTS/RTS 48 B, 1 1% 3 ILAZ #+ £ 4% Il components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

{AT+UART7DEF:1152OO,8,1,0,3

3.1.13 AT+SLEEP: EIREHE

A%

O e
iy

[AT+SLEEP?

Wi i <

+SLEEP:<sleep mode>

OK

)E’J

SRR

[

[AT+SLEEP:<sleep mode>

Wi i ¢

[OK

BY

¢ <sleep mode>:

- 0: AR
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— 1: Wi-Fi Modem-sleep #53, . SHFMHOGHRIE AP 1 DTIM & M. U7 Wi-Fi #554} Station
WHEEAERG EC Wi-Fi BT, RiFiE, EASAER ChTIREIHR AT E4F) ; HAb
DU AR E .

— 2: Light-sleep = . & Wi-Fi 524 SoftAP &Y Station+SoftAP i AN A[ & & .

« I Wi-Fi i3
- CPU ¢ H 2k A REAR , SPABIHOR: X o
« PR Wi-Fi fiR
- CPU ¥ B 3l ABEAR, SR AR IEAT+CWIAP 5 AT+CWCONFIG fiy 2 ¥ B
listen interval ZEUENI XM,
+ EA Bluetooth Fiz
- J£ Bluetooth | #8575, CPU Xf H gt ABEAR , S SRt kARSI 426 18] B 2 19 5 FA
- 7£ Bluetooth £33, CPU K H gl ABEAR , S SRt RE AR F5 7% 3 [R] gl 7 19 5 FAT
+ Wi-Fi #I Bluetooth 2E7F#;
- CPU ¥+H3h ﬁ/\ﬁﬁﬁ% » SRS A L YR A AR R 0 5 A

— 3: Wi-Fi Modem-sleep listen interval £z, JHRHARFAREAT+CWIAP 5{AT+CWCONFIG fin %
BEEM listen interval SHUEHA K. (U Wi-Fi £55X 4 Station 5 B AEL: FEJC Wi-Fi
BUR, RS, EASAR ChTHREIHR AT EfF); HAEL AT 3 E .

|

* X Light-sleep B 1], HIIRHTETAT+SLEEPWKCFG fig B B AP HREEYER , 5 W Eme g, =&
FF—H AT HEHRRAS .

* X Light-sleep #5X 5 , 415 Light-sleep Ml 45 (AN 1L 1], 325K B 2hE A BERRAR L , 24 Light-sleep
W P 25 A1 5 ) m%ﬁ ] 207 M HIE R A 2 e i
o B BLE #iz{'F, H7f BLE Light-sleep il BLE Modem-sleep W FjEIRIE . i) AT+SLEEP=2 fip%
J& i BLE Light-sleep, jfiid AT+SLEEP=0 iy )& /il BLE Modem-sleep.

X} BLE 3% Light-sleep £, H FbZinfifshEz 32KHz @i #ik, &0, Light-sleep 1 2x DA
Modem-sleep &z TAE.

o AT+SLEEP T £ Rkl 2% 0 RYSleep AT 17 .

Znii|

[AT+SLEEP:O ]

3.1.14 AT+SYSRAM: ity 43 ] i FH s 08

A%

Ele

[AT+SYSRAM?

W i3 ¢

+SYSRAM: <remaining RAM size>,<minimum heap size>
OK

+ <remaining RAM size>: YH[H|4:HEZS[A], BA{/: byte
« <minimum heap size>: Z{THI A H/NESS[E], B byte, 24 <minimum heap size> /NT-E{H
i T 10 KB i}, ESP32-C2 () Wi-Fi FMLIIFERE A D) B v] GE 2> 325
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il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

Ha

&E

Dyt
A E BRI TR R AR O -

O e
iy A

[AT+SYSRAM:<caps>

W

+SYSRAM: <caps_largest_free_block_size>,<caps_free_size>,<caps_minimum_free_size>,

—<caps_total_size>
OK

o <caps>: fiE J{H. I AS[A] capabilities iF L. T PAHAMH, 1 AT+SYSRAM=0x1800, F/n

MALLOC_CAP_INTERNAL | MALLOC_CAP_DEFAULT,

 <caps_largest_free_block_size>: 4T caps [ AENS LI R SR, BA{7: byte,

* <caps_free_size>: i caps A S RBA/NERT, HAL: byte.

* <caps_minimum_free_size>: &)1 LS, caps NS W H/ NS IR/ME, $407: byte.

 <caps_total_size>: 4§ caps FENFEKR/D, BAL: byte,

R kREd —HWHEAR AT 8 &% 2

size:<requested_size>, caps:<requested_caps>,
AT+SYSRAM=<requested_caps> & FH 4 H] caps

4 o alloc failed,
SO R S S v
LT 2 15 A 1= VO - A &

<caps_largest_free_block_size> P5E T e 4 il <requested_size> K/NW HIF

e

3.1.15 AT+SYSMSG: #ify/i% ¥ RGHn1508
AR A

Dyt
ER I ETIES N ESE e

s

[AT+SYSMSG?

Wi % ¢

+SYSMSG:<state>
OK
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N

i

B RGN IUREH SR AI E AT B, AT SYSMSGFILTER fa%-.
LT

[AT+SYSMSG:<state>

W
(ox
S
* <state>:
— Bit0: BH Wi-Fi i £ 42 X, Bluetooth LE SPP }% Bluetooth SPP B2 &3] ElE /~ s B
¢ FTEJ +QUITT
- Bitl LRI E VAN (=) S e
* 0 1%%@%)&%5?1»:@” ﬁn XXI CONNECT
« 10 i FE4 IR 75 {5 B, Il +LINK_CONN:status_type, link_id, ip_type,
terminal_type, remote_1ip, remote_port,local_port
- Bit2: ERLRSHERMES, G T Wi-Fi 1545 X,. Bluetooth LE SPP }% Bluetooth SPP
+ 00 ATEHHRTE R
1: ¥4 Wi-Fi. socket. Bluetooth LE ¥ Bluetooth JR7S % A kA H], ITEIHE RIS E,, :
E "CONNECT\r\n" =% JL "+LINK_CONN:" JF 3k # 3% = f &
- "CLOSED\r\n"
— "WIFI CONNECTED\r\n"
- "WIFI GOT IP\r\n"
- "WIFI GOT IPv6 LL\r\n"
- "WIFI GOT IPv6 GL\r\n"
— "WIFI DISCONNECT\r\n"
— "+ETH_CONNECTED\r\n"
— "+ETH_DISCONNECTED\r\n"
- DA "+ETH_GOT_IP:" F Lk M # 7 fF &
- PL "+STA_CONNECTED:" JF 3k Wy #2 & f &
- PL "+STA_DISCONNECTED:" F 3k #h3 7 f£ &
- DL "4+DIST_STA_IP:" F L W Tz &
- PL "+BLECONN:" JF kWi 7 &
- PL "4+BLEDISCONN:" F L ®# R K
- "+BLE_TT_MODE\r\n"
- EHHEHERXT, ## notify = # indicate M, FT H ML "+WRITE:"._
SHF LB RHE
B

o #AT+SYSSTORE=1, W' ¥ SR RAFAE NVS 201X,
* FrIX Bit0 4y 1, B Wi-Fi i 542 X Bf 4R +QUITT.
o ¥ Bitl K 1, ¥ & 5% WJAT+CIPSTART FIAT+CIPSERVER iy 4, Z % B £ =~

“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” , TN
2 “XX,CONNECT”,
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il

// B Wi-Fi BHEANLATARTEE
// ﬁ%wﬂEﬂﬁémﬁ&%%%%

/] BERIRXEXTHATH L

AT+SYSMSG=2

o

// FEHE KX T, Wi-Fi. socket. Bluetooth LE = Bluetooth KA KL W 23T IR~ £ &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: k2] &5 8000k
A i) iy A

Lite
%§ﬁﬂéﬁHU/\/b ;Au dﬁﬂﬁikfﬁ

iy

[AT+SYSMSGFILTER? ]

W

+SYSMSGFILTER: <enable>

OK
wE WA
yite
Jet B AR F &R 500 B
s
[AT+SYSMSGFILTER:<enable> J
My i 2
[ox )
S
¢ <enable>:
- 0 BHARGEESE. REBIME. 25, REHEEAERER DT IELFEE.
D EHRGEEEANE. FFEE, REHBHIENZR X UTE R EdE S8 AT gk, MCU
K%Wﬂ;ﬁ%ﬁEM%ﬁﬂ@mL%ﬁﬁ,%ﬁﬁﬁ@Mﬂh

]

o Gl AT+ SYSMSGFILTERCFG A BB A iEss , F-l A4 e gk H 24000 Bt g,
ST I A ) R G E

o TR FAT+SYSMSGFILTER=1 134, BT R RGIH BI85 E KZE A, Bilk AT RS
TH BT g
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o MEHEAEEAEX AT, SRIVEUEE I AT+SYSMSGFILTER=0 iy %>, 42 R GeH Badug.
o QUERAHT AT TR YT K, WETAT R APIs SCHL AT iy 1 i &ids 5k .

// BAEW AT A O WBEELE. BELSH AT+SYSMSGFILTER.
AR, REAKEMNHL AL %E MCU (AT+USERWKMCUCFG # 4 R B ¥ MCU R E H &) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t 1len);

// BEAER R AT oA O XK. KIS W AT+SYSMSGFILTER.
AR (WEER) , REHEEN L 2% E MCU (AT+USERWKMCUCEG # 4 % & # MCU
W BT B ) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

// BAH%E MCU Zfm AT ¢S oWk &%, RS W AT+HSYSMSGFILTER.
oA R, KEHFER S %BE MCU (AT+HUSERWKMCUCFG # 4 & B #§ MCU % B 3 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// EI R EAGE MCU it s bty AT @4 O I X 3% . I 2 AT+SYSMSGFILTER.
AR (WEBEA) , XEHKEWM L2 ® MCU (AT+HUSERWKMCUCEG 4 4 3% B # MCU_
W BT B ) .

int32_t esp_at_port_active_write_data(uint8_t data, int32_t len);

Bl RGBS A% BiLiER ),

3.1.17 AT+SYSMSGFILTERCFG: #xify/lic ¥ 28 B ndigss

- BihEEE
o HIRFAT LR B
- Hpho—A it B
o MR —A i B

i

!

A LIRSS

iy Wi

[AT+SYSMSGFILTERCFG?

Wi i *

+SYSMSGFILTERCFG:<index>, <"head_regexp">,<"tail regexp">

OK

S

o <index>: JJERAIERT].
o <” head_regexp” >: SLIBIEMFEEL,
o <” tail_regexp” >: JEEBIFMIFELR.

1R ERURT -t
A

131
wHGe fa

[AT+SYSMSGFILTERCFG:<OperatOr>

Wi i ¢
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s <operator>:

- 0 JEBRFTA LRSS . WS, TR — L BT 5 A HE S TR

il

/) B PT A IR B

AT+SYSMSGFILTERCFG=0

Wm—A L ag s

3L 8 A
eEmA WA

[AT+SYSMSGFILTERCFG:<operator> , <head_regexp_len>,<tail_regexp_len>

W

OK

>

Rm R R AT CHER AT AT fr 4 D EdE , S Gn] DU A (B SKaE 3k =R R IE
k), 4 AT BB BTG K k%] <head_regexp_len> + <tail_regexp_len> J5, ##47IE
Ik 3 e R L

PUE SR PSvie: Wit S i ve S G AN IR R/ N1 GRS Y T

[ERROR

UE SRV B viea Vet -3 G v R N ER A I1PU /753790 ) IS Y T

[OK

SH
¢ <operator>:
- 1o W— A igds . — B SRR Rk R R R IE k=
* <head_regexp_len>: SLiIENIRIXAKSE . JEFE: [0,64]. WERBEN 0, AFRZMELAIENFik
HHIULHD, [FIEf <tail_regexp_len> AHEN O,
* <tail_regexp_len>: FEFBIEM KKK, JEH: [0,64]. WREE R 0, AFRZMEEFRIEM KL
FIVEHEE, [E]B} <head_regexp_len> AfEN 0.

© LM A MR EA RN L UES, FRET AT+SYSMSGFILTER 14 5 H 888 I R G0 Ead ug, 5%
SV ) IV DS RS RSN = BE

o SKEBFIR AR IE M FA NS5 POSIX JEAIENIETL (BRE) o

o TG A SR & (AT fyd L TX B0 B vk, R BUGIIE A C0A ~ IF3k, R
IEMIFERAA $ S50

o HAARGHE W PEfic b SLARIE ek M R i e W Sk s, RGN EA 2p0d k. JikE, &
ST BRIk PEEE EA B 2 ol AT s, MCU ARULE] 5 MARPEIE NIk NI iE Eiy
Blli, KRR MCU,

o BRGIHE LRSS, ASHRSILEE L.
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%%ﬁﬁﬂm HuEsy, RAMEEASEE, AR KRN AGHEEMA LRGN S &
e, #ATPCR

o XTTHEMER KR, SRAEERCE R /DR jess, R A i i@ 1 AT+SYSMSGFILTER=0 iy %
ARG ST

2N

// WEGEE, T HE "WIFI CONNECTED" % % ¥ B R &
AT+SYSMSGFILTERCFG=1,17,0

/) EfE e ARE OK f1 > J5, #Mr A "WIFI CONNECTED\r\n (E & \r\n & H 2.
ANFFH, X ASCII & # & 0D 0A)

/] FBRGHE I E

AT+SYSMSGFILTER=1

AR NN
AT+CWMODE=1
AT+CWJAP="ssid", "password"

// AT 1 F # # WIFI CONNECTED % % & &

MRS %l B adiEw ),

MER—A~ 3 DE %S

Ve /? ﬁ/?\

[AT+SYSMSGFILTERCFG:<operator> , <head_regexp_len>,<tail_regexp_len>

Wi i <

OK

>

aRm R Fon AT EER I AT a4 DS, BUEHETT DA A E (BD: SGBIE W) ek Uf B e
MFEA=), 24 AT 2B BHE K JEA%] <head_regexp_len> + <tail_regexp_len> J5, #FF7IE
MRk TE B AL T

LUB SIS et Qe L )] S Uk SN 8

[ERROR

AR IR ek A5 B A el L 1 s 1 2l

[OK

¢ <operator>:
- 20 MER— A2 ks
* <head_regexp_len>: SLARIENIZRINAKE . 51 [0,64], AIRKEN O, W <tail regexp_len>

AHEH 0,
 <tail_regexp_len>: FEFFIENFEAXKE., Ll [0,64], WHREE N0, N <head_regexp_len>
ANHEN 0,
e

SRR R AR B A E N i g g
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il

/7 M B R gy ok
AT+SYSMSGFILTERCFG=2,17, 0

LANEH XM ASCII A H 0D 0A)

// WK T

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT £ # i WIFI CONNECTED % % W B i &

// %% 4RE OK f# > J§, WA "WIFI CONNECTED\r\n (# & \r\n & f 2.

3.1.18 AT+SYSFLASH: #5ifjukise flash Jij 14y X
LIS

ik
i) flash F P43 X

e

[AT+SYSFLASH?

Wi i ¢

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK

R ae
e
B 5. R fash J P
e

[AT+SYSFLASH:<operation>,<partition>,<offset>,<length>

Wi i :

+SYSFLASH:<length>, <data>
OK

B8

¢ <operation>:

- 0 #RX

-1 5K

-2 B
 <partition>: X4k
o <offset>: WAzt
o <length>: i K&
* <type>: JJF4rIXEA
* <subtype>: Jij 74X 1RAY
o <addr>: H 4 Xiht
o <size>: J RN
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e

o A AT Bk at_customize.bin, FH4EE IS H 4ofT 2 Lo R,

o PERRAIXHT, THTEEEERIZE R X XA PUEIT A <of fset> fil <length> ZHCRTEM . B
M, 4 AT+SYSFLASH=0, "mfg_nvs" WJIERIEA “mfg_nvs” X,

o XT3 X n] 2% ESP-IDF 7 IX %,

* Y <operator> N write B, RGEFNIATLJEIEIATIRI] >, AR DA AZE S5, £k
PR N 5 <length> —F(,

o GO XHI, EEERIZS X,

o WREAE L mfg_nvs 23 XA BEBLHE , i FHAT+SYSMFG A% (NVS Hi SR HAF ) o s
ERB U mfg_nvs 431X, 5 AT+SYSFLASH 1% (43 IXEEE)

* o XE, MCU WiZ/mREAEHE, ##h—RES AL 28083 HNAEANE . FlinfREA 4KB
FATEHE, HEEASEN.

il

/) BHREAN "mfg_nvs" 4K
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_ nvs" S REHHAI 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs", 0, 0x1C000

3.1.19 AT+SYSMFG: #rifyuki%s manufacturing nvs Jf] )14y [X
ey a4

hig:
1) manufacturing nvs [ 743 X N R 6 44 45 (] (namespace)

A

{AT+SYSMFG?

Wi i ¢

+SYSMFG:<"namespace">

OK

PR o #4225 T S B
é\

MLl A .
BEmA WA

[AT+SYSMFG:<operation>, <"namespace">[,<"key">]

LO)VE

{OK

BH

¢ <operation>:
- 0: PERRERE
- 10 BRI
-2 HAHME
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* <” namespace” >: fiy4%3|H].,
o <” key” >: P, BFCMEE. M4 <"key"> HEEF, R <"namespace"> WETHMEEN; &
N EER M EE E ) <"key"> BYBEXT .

Bl
o WHSCREE RS AT (NVS), T f#ar 2 2Sim) ., BEXT IS .

il
// W client cert # E XMW AMBMEN (W: ERBANE 0 EE 1
B F PRI F)

AT+SYSMFG=0, "client_cert"

// ¥E W% client_cert # % X B H MW client_cert.0 &ME X (B : BBRZKIAWE o_
B E P kS )

AT+SYSMFG=0, "client_cert", "client_cert.0"

DRI 4 % ] SBEEDN
é\

wHAL W

g

[AT+SYSMFG:<operation> [, <"namespace">][,<"key">][,<offset>,<length>]

LIV
Y <"namespace"> PAKZ IGSEGA T, 1&[H

+SYSMFG:<"namespace">

OK

Y <"key"> ARZIGZHRAE T, &

+SYSMFG:<"namespace">, <"key">, <type>

OK

HAROL, &[0

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

* <operation>:

- 0: PEBRHEAE

- 1t BRHURAE

- 20 HARME
* <” namespace” >: fiy% 23],
o <” key” >: M, SRR
o <offset>: FIHKIRFL .
o <length>: HE{EAKE.
o <type>: F{HFIIHL,

- 1: u8

- 2: 18

- 3: ul6
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- il6
u32
i32
¢ string
— 8: binary
o <value>: F{HAYEHE .

NN A

|
o THIEPIEE AR AT (NVS), T4 2s(a] . BERT AR

il

/) ERBCL A PR M A A= A
AT+SYSMFG=1

// Bl client_cert @ & X E W A W £ 4

AT+SYSMFG=1, "client_cert"

// LB client_cert # % R | W ¥ client_cert.0 T W &H
AT+SYSMFG=1, "client_cert", "client_cert.0"

// LB client_cert # % | H M client_cert.0 T H# WM, NEH 100 B & 3 B 200
LE
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

i) i 4 23 ] 9 5 B A
wEmAs wmA:
[AT+SYSMFG:<operation>, <"namespace">, <"key">, <type>, <value> }
MW . 3
(ox }
S
e <operation>:
- 0: EEREAE
- 1t EEHURAE
- 20 GAEME
* <” namespace” >: fiy4%3|A].
o <” key” >: A, SRR
o <type>: FE{HAYIEAL,
- 1: u8
- 2: 18
- 3: ul6
- 4: il6
- 5: u32
- 6: 132
— 7: string
— 8: binary
o <value>: Z4{ <type> A, WZEE SURE:
- QR <type> & 1-6, <value> HFEMAEAIEIE.
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- MR <type> & 7-8, <value> MURBEMBIMKIE. EEKRZHAAMSIG, AT R
>, Fn AT CHER IR AT RO, ST AR AR . 24 AT Bl il il 1 1k 2
<value> J5, MISZHI I fr44 2310 A5 A SEXT

Bl
o WHSCREE D) A (NVS), T f#ar 2 2sim) ., BEXT O .
* BRI, BT SRS SR SR EXT (NVS ARG B SRR (EXT) -

o ARG mfg_nvs 73X SRR, T BT AT+SYSMFG 64 (NVS WG4 ) o 2R
ERBUCEEA mfg_nvs 73X, T AT+SYSFLASH fiy % (73 IXARAE)

il

// W client_cert & % X Al W W client_cert.0 # 5 NFH WA (B : ¥ #H client_cert.
HAZEAME 0 BEPFHIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// EFHFEO0RE > B, EA 1164 FHHIEH X H

3.1.20 AT+RFPOWER: #if)/ix ¥ RF TX Power
A%

Tytig:
#7if) RF TX Power

Py -
iy

[AT+RFPOWER?

Wi i <

+RFPOWER:<wifi_power>
OK

v

7

XF

fir &

iy
2

Ele

[AT+RFPOWER:<wifi_power>

W i <

[OK

BH

o <wifi_power>: Hi{ii>} 0.25 dBm, WANERSEE R 78, WSLERA RF Power {4 78 * 0.25 dBm
=19.5dBm, & 5Ti5{T AT+RFPOWER? Ay oA SLP5 10 RF Power {1,
— ESP32-C2 %41 BUETER M [40,84]:

REE EBUE FKhr{E Kfx dBm

[40,80] <&EME> <HTEH> <FEEME>*0.25
[81,84] <i&ZE(l> 80 20
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<ble_adv_power>: Bluetooth LE | J%# RF TX Power., HUEEE 4 [0,15]:

: -24 dBm
:-21 dBm
:-18 dBm
:-15dBm
:-12dBm
:-9dBm

: -6 dBm
:-3dBm

: 0dBm
9: 3 dBm
10: 6 dBm
11: 9 dBm
12: 12 dBm
13: 15 dBm
14: 18 dBm
15: 20 dBm

01NN AW~ O

3.1.21

o 21 Wi-Fi P BRFIIEIL, AT+RFPOWER iy Joik % B/20 1] Wi-Fi ) RF TX Power., 34 Bluetooth
LE K44, AT+RFPOWER fird Lk B /4 1) Bluetooth LE [¥ RF TX Power

* 1 T RF TX Power 4 AN [al 1 % 9, & > %F R A5 2 X W EE G HE,
B DL il if esp_wifi_get_max_tx_power A ] ¥ 1) wifi_power [ {H | fE 5
esp_wifi_set_max_tx_power WEMBEMFAEES, (EASHIREK.

o ALK <ble_scan_power> £l <ble_conn_power> - S 0{H 1 & N5 <ble_adv_power> Z= %R R 1{H
B, XPHASECR 28 H B E 5 <ble_adv_power> FH[H] (.

3.1.22 AT: RF 4 ik
PATa %

A

=

[AT +RECAL ]

W i :

[OK

3.1.23 by

* ESP32-C2 Hk)Ashit & B 34T RF &iAE, ZJRR3ht & A 3T RF 040, 2% RF
PEHE T gAY
o WEAEE TG WA, B RUPRESEEOUE, #IT RF HAHE.

3.1.24 AT+SYSROLLBACK: [0]7& £ CLine 1k
i A

itk
B 1| N pray v oV b e O s 1 N

e S N
“I1I?\°
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[AT+SYSROLLBACK?

Wi % ¢

+SYSROLLBACK: <running_app_addr>, <"running_app_version">,<rollback_app_addr>, <

—"rollback_app_version">
OK

AT 4

e

A

[AT+SYSROLLBACK

W i <

[OK

S

e <running_app_addr>: 4§z 7 E LRk .

e <” running_app_version” >: 4ulzfTRER RS .
 <rollback_app_addr>: [8]7% [& {(4:p4 ik .

* <” rollback_app_version” >: [0 & RIS .

B

o ESP32C2-4MB AT [t 37 Fidbdy 4, mi ESP32C2-2MB AT [&1:th TR T a4 OTA 471X, Pt

AZEFFL A .
» Afp A OTA 1K, HaBlRE] S — OTA 73 X .

3.1.25 AT+SYSTIMESTAMP: 7% ify)/i3 B As Bl o] 5%
A

AL

Py
A

[AT+SYSTIMESTAMP?

M

+SYSTIMESTAMP : <Unix_timestamp>
OK

BEmY

ifig:
P E A )8, 24 SNTP B a8 5, 522 7455

A
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[AT+SYSTIMESTAMP:<Unix_timestamp>

Wi % ¢

[OK

o <Unix-timestamp>: Unix I[a]#, Pfi: 7.

il

[AT+SYSTIMESTAMP:1565853509 //2019-08-15 15:18:29

3.1.26 AT+SYSLOG: B ekZEH] AT 555 e
iy A

itk

#if) AT 5L 275 5

[AT+SYSLOG?

W i ©

+SYSLOG:<status>

RS AT SRR R

Py e
"ﬂé"

{AT+SYSLOG:<Status>

Wi ¥+
[OK
* <status>: FERARORES
- 0: %1
- 1 B/
Espressif Systems 44 Release release-v5.0.0.0

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 3. AT Ay d4E

il

// B R AT 4R EF
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// R AT #RAREEF
AT+SYSLOG=0

OK
AT+FAKE
// A4 7/ “ERR CODE:0x01090000"

ERROR

AT FF AU 2 —> 32 2/ BEfIBE, & SR

S FAE ¥R
bit32 ~ bit24  bit23 ~ bitl6  bitl5 ~ bit0

« category: [HE{H 0x01
« subcategory: 4HiRASHY

RIRER EIRMA A
4

ESP_AT_SUB_OK 0x00 OK
ESP_AT_SUB_COMMON_ERROR 0x01 e
ESP_AT_SUB_NO_TERMINATOR 0x02 REFN G (PA “m” Z5R)
ESP_AT_SUB_NO_AT 0x03 KT E G AT (ki AR HEE at, At By

aT)
ESP_AT_SUB_PARA_LENGTH_MISMATC 0x04 SRR BEAR LT
ESP_AT_SUB_PARA_TYPE_MISMATCH 0x05 e
ESP_AT _SUB_PARA_NUM_MISMATCH 0x06 ZRE = A VLR
ESP_AT_SUB_PARA_INVALID 0x07 TR EEL
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 fEAT S H R
ESP_AT _SUB_UNSUPPORT CMD 0x09 V2 A Y
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A HAT B A2
ESP_AT_SUB_CMD_PROCESSING 0x0B HESAT F— LD
ESP_AT_SUB_CMD_OP_ERROR 0x0C BRI AR

* extension: iRy RMEE, NHEMTREGEARMY RBMELS, #1551 X components/at/
include/esp_at.h,

N, F5RAHS ERR CODE:0x01090000 iR “ALFFZamS".

3.1.27 AT+SLEEPWKCFG: ¥ ¥ Light-sleep Wit Jiflme i GPIO

N

Bae

N

=

A
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[AT+SLEEPWKCFG:<wakeup source>, <paraml>[, <param2>]

+ <wakeup source>: Mg i
- 0: fREARLE, A LH
- 1: (REARLE, A SHY
— 2: GPIO Mg
e <paraml>:
- MEEYE A GPIO i, %S5/ GPIO %
- PREEELE, A HT

* <param22>:
- MM GPIO I, B AR
- 0 fihp
- 1: T
ZN ]|

// GPIOL12 & % A% ® F B % BE
AT+SLEEPWKCFG=2, 12, 0

B

o MR A PSP RO A RO, AREAL TR SR, AR iy P AR L

3.1.28 AT+SYSSTORE: ¥ ZEA itk
Ay

Uik
i) AT SHEAEEB

[AT+SYSSTORE?

W i <

+SYSSTORE : <store_mode>

OK

v

¥

=

L

¥

E:
4

=

[AT+SYSSTORE:<store_mode>

W i :
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o <store_mode>: ZEAEMERIR
- 0: S HUEARTEA flash
- 1: MAFELEA flash (ERIN)

Bl

© By HIGIR B,
RSN NN 23

o AT+SYSMSG

e AT+CWMODE

* AT+CWBANDWIDTH
* AT+CIPV6

* AT+CWCONFIG

» AT+CWIJAP

o AT+CWSAP

* AT+CWRECONNCFG
o AT+CIPAP

* AT+CIPSTA

* AT+CIPAPMAC

e AT+CIPSTAMAC

e AT+CIPDNS

e AT+CIPSSLCCONF

* AT+CIPRECONNINTV
» AT+CIPTCPOPT

* AT+CWDHCPS

e AT+CWDHCP

* AT+CWSTAPROTO

e AT+CWAPPROTO

* AT+CWIJEAP

il

AR S, PO S2 M RAM Fil

AT+SYSSTORE=0

AT+SYSSTORE=1

AT+CWMODE=1 // A # A\ flash
AT+CWJAP="test","1234567890" // A F# A flash

AT+CWMODE=3 // # A\ flash
AT+CWJAP="test", "1234567890" // # A flash

3.1.29 AT+SYSREG: iZ5%1E0%

v

7

XF

fURTiRS

oo
%

Ele

[AT+SYSREG:<direct>, <address> [, <write value>]
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Wi 3% ¢

+SYSREG:<read value> // (& H T &FHF & W
OK

S8

o <direct>: EINE A7

- 0: PEAATAY

- 11 G4
 <address>: (uint32) ZFFfragtitl, FHEFHESHEMH XN FARSHFI
o <write value>: (uint32) %/\ﬁ, {Xﬁﬁﬁﬂzgiﬁﬁ%&[ﬂ'

A
o AT AR ETFAAAs L, B CRER VR T A A 2k

3.2 Wi-Fi AT W& 4

o N3

o AT+CWINIT: Ui/ 5T Wi-Fi IKshAL 7

o AT+CWMODE: i)/ 8 Wi-Fi f53, (Station/SoftAP/Station+SoftAP)
o AT+CWBANDWIDTH : 751/ & Wi-Fi #5755

o AT+CWSTATE: #5if) Wi-Fi JRZSH Wi-Fi {55,

o AT+CWCONFIG: /1% B Wi-Fi JE1E 3 ) A0 1 07 6] 5 B a)
o AT+CWJAP: 4% AP

o AT+CWRECONNCFG: #¥if)/i%'% Wi-Fi T % &

o AT+CWLAPOPT: Y5 AT+CWLAP £y F 54551 B

o AT+CWLAP: 44 1im] Y AP

o AT+CWQAP: WiTF5 AP [fi%4E

o AT+CWSAP: it B ESP32-C2 SoftAP &%k

o AT+CWLIF: #5if)i%4:%] ESP32-C2 SoftAP f{] station {5,

o AT+CWOQIF: WiJT station 55 ESP32-C2 SoftAP (1%

o AT+CWDHCP: 2 J|/2% f] DHCP

e AT+CWDHCPS: 7%ifj/i%E ESP32-C2 SoftAP DHCP 4)-Hir i 1Pv4 HbdikJE

o AT+CWAUTOCONN: | Hi 275 HEhiER: AP

o AT+CWAPPROTO: i)/ 5 SoftAP #ixt N Wi-Fi W3R IE
o AT+CWSTAPROTO: %% Station f55F Wi-Fi Pz

o AT+CIPSTAMAC: #%if)/3%'% ESP32-C2 Station (1) MAC Hbiik
o AT+CIPAPMAC: 5/ & ESP32-C2 SoftAP ] MAC Hiht

o AT+CIPSTA: Z5if)/i4'% ESP32-C2 Station 1y IP Hiht

o AT+CIPAP: #5ifj/i%5 ESP32-C2 SoftAP [ IP Hiht

o AT+CWSTARTSMART : T SmartConfig

o AT+CWSTOPSMART : 15 1l SmartConfig

o AT+WPS: %8 WPS I

o AT+CWIJEAP: 3 WPA2 Il AP

o AT+CWHOSTNAME: #5if)/¥¢'% ESP32-C2 Station 1) - H14 Fi
o AT+CWCOUNTRY : #if)/% 5 Wi-Fi [H5/CHS
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321 ¥

H%E BOARY AT [EF SRR U T BRAT+CWIEAP Z SMNKFTA AT firdy. IR TR B Y ESP32-C2 #R
WCR S, 1 AfT%iF ESP-AT 42, TESRT0PACE TR (Fmfgyiemary, MRIEEmH

k)

* 2 EAP i34 (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command

support

o 22 WPS 74 (AT+WPS): Component config->AT ->AT WPS command support
o %] smartconfig iy % (AT+CWSTARTSMART ., AT+CWSTOPSMART) : Component config -> AT

-> AT smartconfig command support

o SUPTH WiFi i (RS —HEA, Frf Wi-Fi LAKRA ERIIRERICIEGEN, EFE At

PIX L AT /54 ): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: @JisAL/ 81 Wi-Fi 3k

i fi &

Ly :
i ESP32-C2 #4571 Wi-Fi MRS

O e
iy A

[AT+CWINIT?

W

+CWINIT:<init>

OK

)E’J

AUNTEC

i
HI AR AL ER B ESP32-C2 504711 Wi-Fi SKEhAE R

[AT+CWINIT:<init>

W i <

[OK

S

e <init>:
- 0: J5 ¥ Wi-Fi BEh T
- L: Wikl Wi-Fi SKEhAET (BRIAMHE)
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Bl
o AUEAGRAFE] flash, HRJE S AEOAE L.

o L RAM BHEA RN, FEAGT Wi-Fi i9RTEE~, AR st B Wi-Fi 88082, AREIL
RAM %

il

// HE Wi-Fi R HA)F
AT+CWINIT=0

3.23 AT+CWMODE: i)/ Wi-Fi i (Station/SoftAP/Station+SoftAP)
Ay

yfi:
Fr 1] ESP32-C2 #5451 Wi-Fi Bzt

[

[AT+CWMODE?

W i <

+CWMODE : <mode>
OK

Dytig:
WE ESP32-C2 #4511 Wi-Fi ik,

iy

[AT+CWMODE=<mode>[,<auto_connect>]

Wi i ¢

[OK

o <mode>:

- 0: Jo Wi-Fi 55X, Jf H.J¢H] Wi-Fi RF
— 1: Station Bz,

— 2: SoftAP #iz;

— 3: SoftAP+Station Fi5;

* <auto_connect>: 1J]{#t ESP32-C2 % £ 1) Wi-Fi #zUH} (140, A SoftAP 5i J& Wi-Fi #5145 Ay
Station 525} SoftAP+Station 1=X,) , 25/l HahiEHz: AP Zifg, BAE: 1. SEEERT, i
MEGME, el he A shiEs:.

- 0: 551 B shiEHe AP yTIRE
- 1 g Azhi#Es AP IIGE, #Z AT & 33l AP WL E LRA7H| flash Hr, 1] ESP32-C2
WA H B AP
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]
o EAT+SYSSTORE=1, Z¥%E-BHRITAE NVS 43X
o W FIE AT AE, AP ERE, BHFE(E ] SoftAP Bk SoftAP+Station TREHT, Stk
IEPATF a2 EEs S iRt Dy fg -
— AT+BLEINIT=0 (4% Bluetooth LE)

— AT+BLUFI=0 (4 BluFi)
WA T fFE L2404y, W FIEE RF JLA7 S0Ry.

il

[AT+CWMODE:3

324 AT+CWBANDWIDTH: #ify/ix® Wi-Fi 47%
QI

[AT+CWBANDWIDTH? ]

W i <

+CWBANDWIDTH: <netif>, <bandwidth_2ghz>, <bandwidth_5ghz>

OK

ML

BEmA

i
4

=

[AT+CWBANDWIDTH:<netif> , <bandwidth_2ghz>[, <bandwidth_5ghz>] }

W i :

[OK

S

e <netif>:
— 0: Station 321
— 1: SoftAP ¥ 11
» <bandwidth_2ghz>: 2.4 GHz i %

- 00 A3, UEEMmSTAEL
- 1: 20 MHz

(A

o FEAT+SYSSTORE=1, ZRi%EHRAFAE NVS 43X
o BRMEMF, ESP32-C2 #5451y Wi-Fi #7572 20 MHz
o YR Wi-Fi d7 JE i 8 52 IR T REFRE ) A Wi-Fi $ibsUbRifE
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3.2.5 AT+CWSTATE: #xify Wi-Fi R &M Wi-Fi {35
iy

ik
¥if) ESP32-C2 #4511 Wi-Fi JR 1 Wi-Fi 3 B,

s

[AT+CWSTATE?

W

+CWSTATE :<state>, <"ssid">

OK

BH

o <state>: Y477 Wi-Fi k&
0: ESP32-C2 station 1 4 #4714 Wi-Fi %8
1: ESP32-C2 station &, 8354 | AP, {H A IREE] IPv4 Hitik
2: ESP32-C2 station ©L &8 1%:4% [+ AP, I E 4 3KHE] IPv4 Hiht
3: ESP32-C2 station 1E7E#ET Wi-Fi 1#£#:8 Wi-Fi %

— 4: ESP32-C2 station 4bF Wi-Fi Wik
o <” ssid” >: HAx AP [ SSID

B

o 24 BESP32-C2 station Y% g &3 I AP I, #fE{di ] b dy &2 ih) Wi-Fi {5 5.5 24 ESP32-C2 station %
B b AP 5, HEFEM HAT+CWIAP iy 4-45ih) Wi-Fi {5 8

3.2.6 AT+CWCONFIG: #5ify/i ¥ Wi-Fi 35 2k ] Fnwy m] bk ]

[AT+CWCONFIG?

W

+CWCONFIG:<ap_inactive_time>, <sta_inactive_time>,<listen_interval>

B A

A

=4

[AT+CWCONFIG: [<ap_inactive_time>][,<sta_inactive_time>][,<listen_interval>]

Wi i <
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» <ap_inactive_time>: SoftAP £ T TG ST IR] . BASE: D, BRIAME: 300, JEHE : [10,3600], 15
SoftAP £ JE 15 Bl ] P4 A 22U B AN B #3219 Station LA 5LdE, SoftAP 45i il Wi % Station
i) Wi-Fi 142,

 <sta_inactive_time>: Station #z FAARIG BN E] . B AP, BRIAME: 6, JEH: [3,600]. f0iR
Station 7E 3R i 2l Bif 1] A B2UCE C I H2 1) SoftAP AT A[{E 45T, K558 il Wy - ESP32-C2 1) Wi-Fi
.

o <listen_interval>: i1 AP beacon [¥J[a]F%, Ei{i2% AP beacon |8, ERIA(E: 3, JELFEl: [1,100].
FIAT+CWIAP iy <listen_interval> Z40H[A], (H AL B 24 RPER .

Bl

o FAT+SYSSTORE=1, ZRV%EFHFAELE NVS 43X

3.2.7 AT+CWJAP: 4:f: AP
RliEed

e
Frif] 5 ESP32-C2 Station EREH AP 15 5

Py
A

[AT+CWJAP? J

W

+CWJAP :<"ssid">, <"bssid">, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_
—interval>, <scan_mode>, <pmf>

B ESP32-C2 Station 757421 AP

AT+CWJAP=[<"ssid">], [<"pwd">] [, <"bssid">][,<pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

W i <

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

o
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+CWJAP : <error code>
ERROR

KT

i

wn

R+ ESP32-C2 station 4% F ¥k Wi-Fi fit & 1) AP

g

Py N
&

[AT+CWJAP ]

Wi i ¢

OK

WIFI CONNECTED
WIFI GOT IP

[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP : <error code>
ERROR

S

<” ssid” >: H#Fr AP [ SSID
— {05 SSID Mt A , . "L\ SRR AT, X
— AT SCRpIE#E SSID S S0y AP, (HUZ R AUk p 23 508 HOS a9 v 3 SSID ANZ UTF-8 4rfidig .
AT PASEFHE SSID, AR J5 it A 414 21 1 SSID A 1142 .
< pwd” >: HHLEK 63 547 ASCIT
<” bssid” >: HFr AP ) MAC Hidik, 2424~ AP A [FIY) SSID B}, ZSHRA 441
<channel>: {FiE5
<rssi>: {55
<pci_en>: PCI AL
— 0: ESP32-C2 station ] 5{F{aq]—Fin&s )5 =X AP £33, 14%5 OPEN Fil WEP
— 1: ESP32-C2 station 7] 5j[i& OPEN H1 WEP 2 AN TAr]—Fp a5 5 1 AP 54
<reconn_interval>: Wi-Fi T [E]fF, BN £, BOME: 1, fRME: 7200
- 0: WiiTiE#E), ESP32-C2 station AN EiE AP
— [1,7200]: WiFFiEse )5, ESP32-C2 station 43 [ 35 2 Rt E] 5 AP &%
<listen_interval>: [T AP beacon [¥[8][5, Bi{i>}y AP beacon [8]FF, BRIAE: 3, J&FE: [1,100]
<scan_mode>: it
- O: B4, #ENHIR AP J52 E394, ESP32-C2 station 55— A2 AP jE#:
- I: &FEE, A EEEE G A 2 L3345, ESP32-C2 station 5 {4 2|55 iR ) AP
pUEEE7
<jap_timeout>: AT+CWJAP A B0 H (B, Bfi: #, BRIAME: 15, JEH: [3,600]
<pmf>: PMF (Protected Management Frames, ~Z{#37 008 M), BHAME 1
- 0 FREH PMF
— bit 0: B4 PMF Difig, $#&/R3CHE PMF, WU HAB R £ HA PMF DjRE, W) ESP32-C2 &K
JEiEFE A PMF i 4%
— bit 1: FFE PMF, $L/RFH%E PMF, AR 2 RPN 3CRE PMF JIRERY &
<error code>: R, (Wit&%
- 1o R
- 2: AR
- 3: TLEHKH H AR AP
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- 4 BRI
- HEE: KERER

Bl

o QR AT+SYSSTORE=1, T oCiHRIES] NVS 44X

o A2 FF I station i

o 24 ESP32-C2 station .32 | AP )5, #EAHay2-25i Wi-Fi {8 ; 24 ESP32-C2 station %4 i%
B b AP W, HEEE T AT+CWSTATE iy 425 Wi-Fi {5 5

o Ay A ) <reconn_interval> ZE5AT+CWRECONNCFG 54 H1ff) <interval_second>

BEIF. WTIEATA A A R <reconn_interval> B4, Wi-Fi TR

UNER!

MR A E <"ssid"> fl <"password"> 2L, RHEM F—KEERE

PATA S S IE AR EAE R, BRACH 1S 7P, Wl 240 <jap_timeout> WHE

ANSCRRE AT WAPT S8 A2 5 2% -

REERE TPV bk, 530X B AT+CIPV6=1

W% OK AU IPv4 W25 DL i gs, T ALFR IPve MERUES L4 . 24T ESP-AT DA IPv4 (2%

£, IPv6 M %5 %,

e WIFI GOT IPv6 LL fUEC LK ENAHAER IPv6 Hudik, X MHihl 2 it EUL-64 A4 ok
1), AREHHES S, HTIHITRT, XMTEREYE OK Z 1, W EETE OK Z )5,

« WIFI GOT IPv6 GL RFECZRIKHF4JR IPv6 Hitlh, %Ml 2 i AP R RAETZM b sita it
KM EEHATHEGM RY, TEEMASS. AT, XANFTEREEZE OK ZHl, tHATHeTE
OK ZJg; WATHEH T AP R 3CHf IPVO AT EJ .

il

// R B A AP # SSID & "abc", ® A Z "0123456789", M| & 4 & :
AT+CWJAP="abc", "0123456789"

// W E B AP B SSID £ "ab\,c", HA Z "0123456789"\", N &4 4 £ :
AT+CWJIAP="ab\\\, c", "0123456789\"\\"

// R %A AP K AH[F K SSID "abc", W # i BSSID & F| H A& AP:
AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

// R ESP-AT EXEd pvF # #H AP, M &4 R
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.8 AT+CWRECONNCFG: #rify/i ¥ Wi-Fi d %R
ity &

i
il Wi-Fi B E

[AT+CWRECONNCFG? J

Wi i ¢

+CWRECONNCFG: <interval_second>, <repeat_count> }
OK
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i
BB Wi-Fi B

O e
iy

&F

[AT+CWRECONNCFG:<interval_second>, <repeat_count>

Wi i :
)

[OK

BH

 <interval_second>: Wi-Fi EiZ[a]fF, FN: £, BRIME: 0, Hx/K{H 7200
- 0: WrTiE#E)5, ESP32-C2 station AN EiE AP
— [1,7200]: WiFFi%8: 5, ESP32-C2 station 45 [F $8 & RS ] 5 AP Hi%
o <repeat_count>: ESP32-C2 %4524 B AP HIREL, ASHUE <interval_second> A4 0 B
AL, BRIAMAE: 0, JKfE: 1000
— 0: ESP32-C2 station I 2244 1542 AP
— [1,1000]: ESP32-C2 station 3% I A~ S35 E IR B EE & AP

il

// ESP32-C2 station & 1 #H 2R E#E A, # LR 100 %

AT+CWRECONNCFG=1,100

// ESP32-C2 station EW F ZHEFE F~ Z 4 AP
AT+CWRECONNCEG=0, 0

Bl

« EAT+SYSSTORE=1, Ti B0 sl RAELE NVS 40X

o A <interval_second> B HAT+CWIAP Hi[) [<reconn_interval>] Z4AH[H
o I T s T AP Wi-Fi B AIF LS Wi-Fi B g8

o BAE Wi-Fi ) 5 BT I A S

3.29 AT+CWLAPOPT: 8 AT+CWLAP A FIRss s m vk

)y

15

N

R

X

=

[AT+CWLAPOPT:<reserved>,<print mask>[,<rssi filter>] [, <authmode mask>] J

W ¥ 3
]

{OK
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BH

 <reserved>: fi-F4Ji
+ <print mask>: AT+CWLAP {45 FRR B R A F S0, BUAM: OXTFE, 2 bit B 1, MR

XN SHL, #Bh 0, WA X . S8

bit 0: 27 B/~ <ecn>

— bit I: BHER <7 ssid” >

— bit 2: B ER <rssi>

— bit 3: 2G5 E/R <” mac” >

— bit 4: &7 &~ <channel>

— bit 5: 275 E R~ <freq_offset>

— bit 6: 275 E R~ <freqcal_val>

— bit 7: 215 /R <pairwise_cipher>
— bit 8: 215 /8 <group_cipher>

- bit 9: 275 E~ <bgn>

— bit 10: 275 ER <wps>

o [<rssifilter>]: AT+CWLAP B S5 R TE A SR i, WA, B I 9k T rssi

filter ZHA/Y AP, Hfi: dBm, BRIA{H:-100, JEf: [-100,40]

* [<authmode mask>]: AT+CWLAP {45 R 2 Bon A FIAE N X1 AP, BRiAME: OXxFFFF, #f

il

Roit x&H 1, WERXNIAERTRE AP, ik 0, WERER
— bit 0: J277 /8 OPEN TAUET ) AP
- bit 1: 275 E~ WEP AR 20 AP
- bit2: BH B8 WPA_PSK IAIETEC AP
— bit 3: B R WPA2_PSK AIE ) AP
— bit4: B&E T WPA_WPA2_PSK IAIEG I AP
— bit 5: 255 R WPA2_ENTERPRISE AIF 211 AP
— bit 6: 2% B~ WPA3_PSK IAIE =1 AP
— bit 7: 2% 5% WwPA2_WPA3_PSK AIE NN AP
— bit 8: 5% WAPT_PSK AJE 20 AP
— bit 9: 27 /R OWE NIE = AP
— bit 10: 2% E/8 WPA3_ENT_192 IAE T ZH) AP
— bit 11: 2% E/8 WPA3_EXT_PSK AL ZH) AP
— bit 12: B E/R WPA3_EXT_PSK_MIXED_MODE iAJE T AP
— bit 13: 275 R DPP AL K1) AP
— bit 14: J275 7% WPA3_ENTERPRISE AJF =11 AP
— bit 15: 2% /8 WPA2_WPA3_ENTERPRISE AL =) AP

VAR SR =& &)

/] BEZABHH 31, B OOxIF, KRR AMEAN 1 8 bit XENSHFLE T E Xk
AT+CWLAPOPT=, 31

AT+CWLAP

// A BINIEF XA OPEN B AP
AT+CWLAPOPT=,31,-100, 1
AT+CWLAP

3.2.10 AT+CWLAP: HiY%niv] Y AP

B

i

G AT EPRFE 25 R AP, idE SSID. MAC Hilik 5585

ke
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AT+CWLAP=[<"ssid">] [,<"mac">] [, <channel>] [, <scan_type>] [, <scan_time_min>] [, <scan_
—time_max>][,<2ghz_channel_bitmap>]

Wi s

i
S H =4 AT T AP

O e
iy

[AT+CWLAP

W 3% ¢

+CWLAP: (<ecn>,<"ssid">,<rssi>, <"mac">, <channel>, <freq offset>, <freqcal_val>,
—<pairwise_cipher>, <group_cipher>,<wifi_protocol>, <wps>)

OK

o <ecn>: fiIE Ty
: OPEN
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_ PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT 192
- 11: WPA3_EXT_PSK
- 12: WPA3_EXT_PSK_MIXED_MODE
- 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
o < ssid” > FEFESE, AP 1Y SSID
o <rssi>: {55
« <” mac” >: FEHESE, AP [ MAC Hudik
o <channel>: {5i&%5, #8& 5 HMXEIE.
o <scan_type>: Wi-Fi JH{i2% BRIAEHN: 0
- 0: B
- L Besh 4
* <scan_time_min>: fMETE SR E, RO ZFP, R [0,1500], QEREHEEE S
i, RSETK
* <scan_time_max>: F/MEHE RSB, B4 R0, JuHl: [0,1500], WREHR 0, AR
ZHCRIMA, F3hHH Rk 120 ms, #EZh4H3ik 360 ms
» <2ghz_channel_bitmap>: 2.4 GHz Ji Bt (518 . 7E <channel> 4 HIEE N O A%k, &—{V
KN—AMMFIE, 1 FREAMIZEIE, 0 FRAHIZEE. 2.4 GHz JBCCRIEE N 2.4G (8.
B, #7 bitl F bit2 K 1, MFIREREE 1 FEE 2.

o+ <freq_offset>: i (fREHWH)
o <freqcal_val>: HiRKUHEME (REWIH)
* <pairwise_cipher>: J{5257

|
0NN WNY = O
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: None
: WEP40
: WEP104
TKIP
: CCMP
: TKIP and CCMP
: AES-CMAC-128
- 70 KA
* <group_cipher>: AIfi#JA, 5 <pairwise_cipher> ZEHMAEA
» <wifi_protocol>: Wi-Fi Pl A5, 5 bit P8 1, WIFRMREXNT WEZ, F53EH 0, WIFE/R 28 H
AR
— bit 0: A HHE 802.11b izt
— bit 1: 275 802.11g =
— bit 2: 27 (HEE 802.11n Fix;
— bit 3: 802.11 LR R£54 FIWMUbRUE
— bit 4: 802.11ax PrslARUE
— bit 5: 802.11a PR UE
— bit 6: 802.11ac Fps AR
o <wps>: wps flag
- 0: RN WPS
- 1: 3745 WPS

[
R A )

2Nl

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F & E SSID H AP
AT+CWLAP="Wi-Fi"

3.2.11 AT+CWQAP: WY AP W)iEs:

3.2.12 AT+CWSAP: [LE ESP32-C2 SoftAP £
iy

Dytig:
7 ESP32-C2 SoftAP (it B 2%

A

[AT+CWSAP?

Wi 3% ¢
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+CWSAP:<"ssid">, <"pwd">, <channel>, <ecn>, <max conn>, <ssid hidden>
OK

BEE A
Tytig:
7 B ESP32-C2 SoftAP [T B S5
W%
[AT+CWSAP:<"ssid">, <"pwd">, <chl>, <ecn>[,<max conn>] [,<ssid hidden>] }
W 3% ¢
[ox )
S
o <7 ossid” >: PRSI, A SMIR
o < pwd” >: FAHERSAL, WY, Y 8 ~ 63 545 ASCII
e <channel>: {FiE%
o <een>: JIE A, A3ZHF WEP
— 0: OPEN
- 2: WPA_PSK
- 3: WPA2_PSK
- 4: WPA_WPA2_PSK
* [<max conn>]: iFi%E A ESP32-C2 SoftAP [ 22 station Z{H , BUEIEE: 27 max_connection
¢ [<ssid hidden>]:
- 0: J74% SSID (BkiA)
- 1: AJ7#% SSID
]
o Ay A Y4 AT+CWMODE=2 3% AT+CWMODE=3 [t 45 %
« ZAT+SYSSTORE=1, Mt 8 o RAETE NVS 43X
o BRIA SSID R4 R, AT Hi%&HR MAC Mol 4l i, 0] DA AT+CWSAP? 5 i 2RI HY
SSID,
il
[ATJrCWSAP:"ESP","1234567890",5,3 ]

3.2.13 AT+CWLIF: #%if)i%#; 5] ESP32-C2 SoftAP [f station 1% &L
T %

[

[AT+CWL IF

L)V

Espressif Systems 60 Release release-v5.0.0.0
Submit Document Feedback


https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/api-guides/wifi.html#id39
https://docs.espressif.com/projects/esp-idf/zh_CN/latest/esp32c2/api-guides/wifi.html#id39
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 3. AT Ay d4E

+CWLIF:<ip addr>, <mac>

OK

» <ip addr>: %% ESP32-C2 SoftAP 1 station ) IP Hiik
e <mac>: %R:%] ESP32-C2 SoftAP [ station [ MAC #ihh

|

o KAy TEAWFE IP, {USCHE ESP32-C2 SoftAP HITE AR station DHCP ¥ RERY I UL T A 4L

3.2.14 AT+CWQIF: KiJF station 55 ESP32-C2 SoftAP 11
PaTa %

Dykie:
W BT 1% A ESP32-C2 SoftAP [1 station

[k

[AT+CWQIF

W i :

Yitig:
KT 3414 A ESP32-C2 SoftAP [4y station

s

[AT+CWQIF:<"mac">

e <” mac” >: FEWrHER:Y station [ MAC #ihl

3.2.15 AT+CWDHCP: /251 DHCP
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[AT+CWDHCP?

W] 7. <

+CWDHCP : <state>
OK

Bae

&E

J& /25 ) DHCP
LT

[AT+CWDHCP:<operate>, <mode>

Wi ¥ *
)

[OK

S

¢ <operate>:
- 0: 2471
- 1:)g3H
¢ <mode>:
— Bit0: Station [ DHCP
— Bitl: SoftAP ;) DHCP
o <state>: DHCP FLIRES
— Bit0:
+ 0: 25 Station fi{) DHCP
+ 1: J5 J Station [1}) DHCP
- Bitl:
+ 0: 25 SoftAP [\) DHCP
+ 1: J5 FH SoftAP Y DHCP
- Bit2:
+ 0: 25 H Ethernet [ DHCP
« 1: J&2 Jf] Ethernet [1) DHCP

Bl

o FAT+SYSSTORE=1, W& U ELER] NVS 43X

o RIXEMSSIHBEES IPv4 Hulik Sl H 520, WAT+CIPSTA F1AT+CIPAP
- #JciH DHCP, WI#AS IPv4 Hidik 29 5%
- ZE S IPv4, ) DHCP x4 4%
- B EXE S bR

il

// JB il Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 25 SoftAP DHCP, %2R JE DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2
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3.2.16 AT+CWDHCPS: #rif)/i¥i ESP32-C2 SoftAP DHCP 4}t IPv4 HuhtiE sl

[AT+CWDHCPS?

W i <

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

BeE WA

i
B ESP32-C2 SoftAP DHCP [l 45 2%/ it i) TPv4 k3 il

A

[AT+CWDHCPS=<enable>,<lease time>, <"start IP">,<"end IP">

Wi i ¢

¢ <enable>:
- 1: % ¥ DHCP server 5 &, GBS HNIEE
- 0: 75l DHCP server {5 5., MEBINME, JFESHILTHIAS
o <lease time>: FHZHFA], FAA: 404, HUETER: [1,2880]
o <” start IP” >: ESP32-C2 SoftAP DHCP J}t 4-2% IPv4 Mtk i G 1P
e <” end IP” >: ESP32-C2 SoftAP DHCP JIi 4558 1Pv4 Hihl uh it 4551 1P

e
* FHAT+SYSSTORE=1, WLEEUCHRRIEE] NVS 73X

o AL hiTE ESP32-C2 SoftAP #is{fifE, HJF /5 DHCP server (1)1 it T {5
o PE Y IPv4 Hihk Bl 205 ESP32-C2 SoftAP ¥F /] — W Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // B H & E, KL HAHE

3.2.17 AT+CWAUTOCONN: #rifg/i% e e & A ahdEss: AP
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[AT+CWAUTOCONN?

Wi % ¢

+CWAUTOCONN: <enable>
OK

B

-t

=

A

[AT+CWAUTOCONN:<enable>

LT
[OK
S
¢ <enable>:
- 1: FHAHShER AP (2RIL)
- 0: FHRNHBNER: AP
i

o ARFERAFEH NVS X,

o XTUIFERUBIN Y, ORI L B 3R AP, BFEAT+CWRECONNCFG 1§ <repeat_count>
WENR/IMA, DAl b SRS R BN/ MER .

il

[AT+CWAUTOCONN=1

3.2.18 AT+CWAPPROTO: #if)/i i SoftAP X, F Wi-Fi [lpil{bnifi

[AT+CWAPPROTO?

W i <

+CWAPPROTO: <protocol_2g>

[AT+CWAPPROTO:<protocol_2g>
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Wi 3% ¢

[OK

s <protocol_2g>: 2.4 GHz i8¢ ) Wi-Fi HpUbzife
— bit0: 802.11b HpsARE

— bitl: 802.11g MMk
— bit2: 802.11n HpisAFIE

Bl

o FFAT+SYSSTORE=1, Fil'E ¥ UCRHRA7E] NVS 43X
* 2477, ESP32-C2 45 3R Wi-Fi PRXURENL : Wi-Fi sl
o BUATEOLT, ESP32-C2 #4511 SoftAP #sARifE 2 802.11bgn Ppi

3.2.19 AT+CWSTAPROTO: #t P Station FiA | Wi-Fi il brifE

iy

A

e

[AT+CWSTAPROTO?

W i <

+CWSTAPROTO: <protocol_2g>

[AT+CWSTAPROTO:<prOtOCOl_2g>

W i ¢

[OK

S
* <protocol_2g>: 2.4 GHz #iE{ F 1Y Wi-Fi Hhislbrife
— bit0: 802.11b sl kruE

— bitl: 802.11g HpislA71tE
— bit2: 802.11n PpATIE
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e

o PSAT+SYSSTORE=1, Tit'& W ot HRAE 5] NVS 43X
* 4], ESP32-C2 45 3R Wi-Fi PRXURiE L : Wi-Fi sl
o BRI T, ESP32-C2 #4411 Station M ATHE 2 802.11bgn P

3.2.20 AT+CIPSTAMAC: #rify/ix ¥ ESP32-C2 Station ) MAC Hihl
Ay

Ystie:
#5if] ESP32-C2 Station [ MAC #iht

A .
"ﬂé’\‘

[AT+CIPSTAMAC? J

Wi % ¢

+CIPSTAMAC:<"mac">
OK

[AT+CIPSTAMAC:<"maC">

W

e <” mac” >: TSR, 7 ESP32-C2 Station [ MAC Hijk

B

F=AT+SYSSTORE=1, Pt & WM EIEE] NVS 43X

ESP32-C2 Station [ MAC il 5 ESP32-C2 SoftAP RJa], ANBiky & B FEEK MAC Rk
MAC Huhkf) Bit 0 REEH 1, i, MAC HuknfpAZ “la:--7, (HAR[PAZ “15:--7
FF:FF:FF:FF:FF:FF #1 00:00:00:00:00:00 & JoaHhl, AHgisE

[AT+CIPSTAMAC:"1a:fe:35:98:d3:7b"
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3.2.21 AT+CIPAPMAC: #rif)/ix¥i ESP32-C2 SoftAP [¥) MAC Huhk
Ao A

Dtig:
7] ESP32-C2 SoftAP [ MAC Hithik

s

[AT+CIPAPMAC? }

W

+CIPAPMAC:<"mac"> J

[AT+CIPAPMAC:<"maC"> }

W i <

& )

S

e <” mac” >: FIFERSEL, 5 ESP32-C2 SoftAP 1) MAC Huhl:

Bl

H7AT+SYSSTORE=1, Pt E ¥ U RA7E] NVS 43X

ESP32-C2 SoftAP [ MAC Hitil-'5 ESP32-C2 Station /<[f], 58k —#1 B [FRER MAC Hitlk
MAC #ihtfy Bit 0 AFER 1, B, MAC Hidikn]PAE “18:--7, (HARTPASE “15:-7
FF:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & TCa bl , ANEEXE

2N

[AT+CIPAPMAC:"18:fe:35:98:d3:7b" ]

3.2.22 AT+CIPSTA: #Fify/iE ESP32-C2 Station [i%) IP il
i A

Jtig:
Zrifi] ESP32-C2 Station 7 IP H#ihik
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[AT+CIPSTA? J

Wi % ¢

+CIPSTA:ip:<"ip">

+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

Yitig:
¢ 8 ESP32-C2 Station ] IPv4 Mk

e

[AT+CIPSTA=<" ip">[,<"gateway">, <"netmask">] }

o < ip” > RS, Fn ESP32-C2 station 1 IPv4 Hidik
o <” gateway” >: [k

o <” netmask” >: TR

e <” ipv6 addr” >: ESP32-C2 station [{{] IPv6 il

(A

o AR arSmr, HA Y ESP32-C2 station £ A AP s iL B &S IP MUt )5, A REALIE| ey IP
Hihk
* #7AT+SYSSTORE=1, BB BEUCRHRAE] NVS 731X
o AULE A5 UCE DHCP Wiy o ESEN, ANAT+CWDHCP
- FE HERAS IPv4 Huhlk, JU%% ) DHCP
- %7l DHCP, JUZEHI#AS IPv4 bt
- RIE KBS E—RECE

il

[AT+CIPSTA:"192.168.6.100","192.168.6.1","255.255.255.0" }

3.2.23 AT+CIPAP: #rify/ix ¥ ESP32-C2 SoftAP I¥) IP Huht
A%

Yriie:
#51f] ESP32-C2 SoftAP ff) IP kit
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[AT+CIPAP?

Wi % ¢

+CIPAP:ip:<"ip">

+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

Dytig:
¥ E ESP32-C2 SoftAP (] IPv4 Hih

e

[AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

o < p” > FAFERSEL, F2% ESP32-C2 SoftAP [fy IPv4 Hukl
e <” gateway” >: [

e <” petmask” >: Wy

e <” ipv6 addr” >: ESP32-C2 SoftAP |1 IPv6 Hii:

el

o RFEMASOGE T IPv4 W45, N3G T IPvo M2

o FAT+SYSSTORE=1, Tit & W R RAFE] NVS 431X

o AREEMAS51E DHCP [ HE 0, WAT+CWDHCP
— FRE NS IPv4 Hihl, 2% ] DHCP
— #iJ5 ] DHCP, &% Fi#25 IPv4 Hiht:
- KBS ES L —IRAE

il

[AT+CIPAP:“192.168.5.1“,"192.168.5.1","255.255.255.0"

3.2.24 AT+CWSTARTSMART: JI )k} SmartConfig
Withr 4

Ytk
FFJ2 ESP-TOUCH+AirKiss 325

Py -
iy
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[AT+CWSTARTSMART

FFIE 38 E 258417 SmartConfig

DN .
"Il/?\‘

{AT+CWSTARTSMART:<type> [,<auth floor>][,<"esptouch v2 key">]

W

[OK

5

* <type>: KA
— 1: ESP-TOUCH
— 2: AirKiss
— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi A\ JFER[H{E, ESP-AT A~<i%3E%] authmode i T I H{E L) AP
— 0: OPEN (EkKiA)
WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
— 10: WPA3_ENT_192
- 11: WPA3_EXT_PSK
— 12: WPA3_EXT_PSK_MIXED_MODE
— 13: DPP
— 14: WPA3_ENTERPRISE
— 15: WPA2_WPA3_ENTERPRISE
* <” esptouch v2 key” >: ESP-TOUCH v2 {yfifis, H TR Wi-Fi %R @ 8. KBV
H 16 FAY .

|
0NNk W=

« 24 K SmartConfig {5 5., 1§55 ESP-TOUCH fifi fl 4554 ;

* SmartConfig {¥ 37 £57F ESP32-C2 Station 1= i ;

e 4B Smart get Wi-Fi info /8 SmartConfig WIIFKEEE| AP {5 E., ZJ5 BESP32-C2 2431z
AP;

e J§H +SCRD:<length>, <rvd data> 75 ESP-Touch v2 i #REE| B & L EIRE

e J§ & Smartconfig connected Wi-Fi F/RINIERES] AP;

* A5 ESP32-C2 % #5 75 2245 SmartConfig it W 45 3 [7] 25 45 F-HLue , Fr AEIAEIH B, Smartconfig
connected Wi-Fi jHGHEiRAEd 6 #PHE HAT+CWSTOPSMART ;

o W[ ] AT+ CWSTOPSMART 1% 1I- SmartConfig, &5 F-fTHM M2 . HR, 7F SmartConfig 13 f£H
T RATHAB AT L
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il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.25 AT+CWSTOPSMART: {2} SmartConfig

PATa %

e

[AT+CWSTOPSMART

W

[OK

B

o JCit SmartConfig {3 545, HRiELEPATE Aty 22 B8 H AT+CWSTOPSMART F%ji% SmartConfig ;5

AT

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.26 AT+WPS: ' WPS Uitk

v

7

K

[y

E
%

Ele

[AT+WPS:<enable> [, <auth floor>]

W 7 :

¢ <enable>:

- 1: JF)8 PBC 25711 WPS
- 0: 4] PBC 25741 WPS

o <auth floor>: Wi-Fi IAFEER B{E, ESP-AT A~<iE#:3] authmode {51 M BI{E ) AP

- 0: OPEN (ZkiA)

- 1: WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE
: WPA3_PSK

|
AN AW
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7: WPA2_WPA3_PSK

8: WAPI_PSK

9: OWE

10: WPA3_ENT_192

11: WPA3_EXT_PSK

12: WPA3_EXT_PSK_MIXED_MODE
— 13: DPP

14: WPA3_ENTERPRISE

15: WPA2_WPA3_ENTERPRISE

e

« WPS ZfE /i 7E ESP32-C2 Station {fi A1 10 1 I
« WPS K% WEP s )5 3%

il

AT+CWMODE=1
AT+WPS=1

3.2.27 AT+CWJEAP: #%E#;: WPA2 Mt AP
A ity 2

Tyt
7] ESP32-C2 station ¥ A 4L AP [0 B35 4,

[AT+CWJEAP?

W i <

+CWJEAP:<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>
OK

BeEmA

Jyiig:
LR H brARL I AP

[

AT+CWJEAP=<"ssid">, <method>, <"identity">, <"username">, <"password">, <security>[,
—<jeap_timeout>]

Wi i ¢

{OK

o

+CWJEAP : Timeout
ERROR
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e <” ssid” >: ik AP [ SSID
— A SSID s RS, . .
o <method>: WPA2 VA iE 5=

— 0: EAP-TLS
— 1: EAP-PEAP
— 2: EAP-TTLS

W\ SERIR AT, REEX

<” identity” >: BBt 1 B84y, FAFERIRGIN 1~ 32
<” username” >: [frB 2 4, JEEl: 1 ~32 595, EAP-PEAP. EAP-TTLS WifiAIE T 55

WEAZSH, EAP-TLS i\ LH W EASH

BAZE, EAP-TLS T EFREASSIL

* <security>:
- Bit0: $2 ikt WPA2 Enterprise 255 # i CA UEH5 5
- Bitl: % hma A CA IR A% WPA2 Enterprise it 55 i A IE 13 ;

[<jeap_timeout>]: AT+CWJEAP fip RGN IR ], AL &P, BRIAME: 15, JEH: [3,600]

<” password” >: [VEX 2 fU%GS, JURE: 1~32 577, EAP-PEAP. EAP-TTLS WAL X7

il

// #HEE EAP-TLS AEF AW ALK 2P, RE &K, RUERSFHEIEH, WHE P miE+H
AT+CWJEAP="d1ink11111",0, "example@espressif.com",,,3

// HEE EAP-PEAP JAE & R M4 ok Ko

~AP, WE &K . AP 4. 54, TRIERFBELEH, THHEFRIESH

AT+CWJEAP="d1ink11111",1, "example@espressif.com", "espressif", "test11",0

RS
WPA2 il 4R DA ERR CODE : 0x<$08x> #=0FT El:

AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT_EAP_SET_WIFI_CONFIG_FAILED 0x8004
AT _EAP_SET_IDENTITY_FAILED 0x8005
AT _EAP_SET_USERNAME_FAILED 0x8006
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT _EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT _EAP_ENABLE FAILED 0x8010
AT _EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019

ZTh
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RI1-#IWN
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

]

* #TAT+SYSSTORE=1, B EUCRHRAFE] NVS 731X

o A4 TS Station A
o ] TLS TAGIE 205 RE % P k-1

o WEREAREE A SRS, B T AT+SYSMFG fiv 4 S8 WPA2 Enterprise 2 i iE 5o A2

AT H CHIIES, 155 % 40T 237 PKIBLE .

o QIR <security> BlE N 2, N TGRS AFAIEB AR, 5 KIKAT+CWIEAP iy 4 Hi i £#
ESP32-C2 TR M BiRa] . (37] DA K 3£ AT+SYSTIMESTAMP=<unix_timestamp> 52> Bl & 24 B

W], %325 AT+SYSTIMESTAMP? 425 24 i i) . )

3.2.28 AT+CWHOSTNAME: #if)/i i ESP32-C2 Station 1) 1L A FRk

I

itie
Zrifi] ESP32-C2 Station {1 FH14 FK

iy 4

[AT+CWHOSTNAME?

Wi i <

+CWHOSTNAME : <hostname>

OK

BEE A

Dyite:

1555 ESP32-C2 Station [ FHL4F
A

[AT+CWHOSTNAME:<"hostname">

W

[OK
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F% T Station A, NI 1] :

[ERROR

BY

* <” hostname” >: ESP32-C2 Station ) EHLGFR, mARKE: 32 F47

(]
o BCEEHCRRAFE] flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.29 AT+CWCOUNTRY: #Fify/¥t® Wi-Fi [H51C0
i) iy A

i
2] Wi-Fi [F %A

A\ .
"Il/?\‘

[AT+CWCOUNTRY?

W

+CWCOUNTRY : <country_policy>,<"country_ code">,<start_channel>, <total_channel_count>

P8 Wi-Fi BRI

.
"ﬂé’\‘

‘ AT+CWCOUNTRY=<country_policy>, <"country_code">,<start_channel>, <total_channel_
—count>

W i <

[OK
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BH

¢ <country_policy>:
- 0: FFEZ ARG CH ESP32-C2 B 45 1 A AP 1y [E Z A4S
- LR ERA, AR a2 B I E AR
* <” country_code” >: [EZMM, HARKE: 3NFRF, &EEZAMES% 1SO 3166-1 alpha-2 fi
.
o <start_channel>: SEIA{E53E, JTUHE: [1,14]
o <total_channel_count>: {Zi8 N4

B
o EHBEES % Wi-Fi B Z /KA.
o BUEH SRR flash

il

AT +CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/P AT W4

2B

AT+CIPVG: FE3 /25 TPv6 W% (IPV6)

AT+CIPSTATE : #%5if) TCP/UDP/SSL %325 &,

AT+CIPDOMAIN : 184 fli#f

AT+CIPSTART : %57, TCP #%:4%. UDP &8} SSL 44
AT+CIPSTARTEX : 77 B84 8¢ ID () TCP %4 . UDP {&# 5% SSL 1445
[MLE AR AEAEX ] +++: BB RIEHEX

AT+SAVETRANSLINK : ¥£'% Wi-Fi JFHLE 4 X (&8,

AT+CIPSEND: FE-§idi 5442 X, 5 Wi-Fi i % 4 X T Ak 5
AT+CIPSENDL: F-&i8 154 42 X, R IHAT Rk KB
AT+CIPSENDLCFG: % & AT+CIPSENDL £54-1 J@
AT+CIPSENDEX : FE-&-i@ #5442 X N R A RR O X 5 50ds
AT+CIPCLOSE: ] TCP/UDP/SSL 3443

AT+CIPCONNPERSIST : 751, % & TCP/SSL &3 A {b S5
AT+CIFSR: ZrifjZHb IP #ihikF1 MAC Hbdil:

AT+CIPMUX : J3 JH/25 L i

AT+CIPSERVER: J37./% ) TCP 5§ SSL k%5 #%
AT+CIPSERVERMAXCONN : 251/ & IR 55 28 So i T ) i KR4
AT+CIPMODE : #5135 B AL i

AT+CIPSTO: £/ B A TCP Iz 55 #5 8 H Bif 7]
AT+CIPSNTPCFG: i)/ B I X FI SNTP fijt %5#%
AT+CIPSNTPTIME : %5 SNTP Hf]

AT+CIPSNTPINTV : #51f)/3 5 SNTP H{a] [5) 45 ) 8] b
AT+CIPFWVER: #HIlRF5# A AT ({44

AT+CIUPDATE: i Wi-Fi TF2% FE{

AT+CIPDINFO: % '& +IPD 7§ B

AT+CIPSSLCCONF : Z5ifi]/i% & SSL % Pk fil &

AT+CIPSSLCCIPHER : F5if]/1% B SSL 7% i B B M A (cipher suite)
AT+CIPSSLCCN : Zrifi)/i5E 8 SSL %% i 4/~ Fl 44 (common name)
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3.3.1

AT+CIPSSLCSNI: 53/ B SSL % i 1) SNI

AT+CIPSSLCALPN : Z5if]/i% % SSL % 13 ALPN

AT+CIPSSLCPSK : #xif)/i% & SSL % F i it PSK (4554520
AT+CIPSSLCPSKHEX : #rif]/i% B SSL % F i) PSK (/5345 =0)
AT+CIPRECONNINTV : #¥f)/15¢ '8 Wi-Fi if #£ 42 X, i) TCP/UDP/SSL & i 7] [
AT+CIPRECVTYPE: #rif)/i% BERE TR,

AT+CIPRECVDATA : SREAE S T i B3 74
AT+CIPRECVLEN : FEifigshi i N S8 8K
AT+PING: ping % i EA/L

AT+CIPDNS: 25/ DNS [l %245 B,

AT+MDNS: %5 mDNS Lfjfig

AT+CIPTCPOPT : =i/ B 0T

I

GRS

BROARY AT [0SR L OO N RYPTAT AT iy AR ETR BB ESP32-C2 BUA IR a4, i A

FremiF ESP-AT 142, TESHTAPTCE TR (NI ML, RIEERTHE L) -

2 H OTA 7% (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

M PING 54 (AT+PING): Component config->AT->AT ping command support

2% 1] mDNS 54 (AT+MDNS): Component config->AT ->AT MDNS command support
S5 TCP/IP fip % (AR —HEEM, Frfi TCP/IP UIRERF IO, 7R AATSE IR LE AT iy
/7\) Component config->AT->AT net command support

3.3.2

AT+CIPV6: I HI/ZEH] TPv6 4% (IPv6)

A i &

Ly :

i) IPv6 [ 452 T HE

Py -
iy

[AT+CIPV6?

W i ¢

+CIPV6:<enable>

OK

-t

itk

LA

Je /A TPv6 4%

[

[AT+CIPV6:<enable>

W i ©

[OK
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ZH
* <enable>: IPV6 W24 fiFEIRAS . ERIAME: O
— 0: 251 IPv6 R 2%
— 1: 3 IPv6 %%
Ba]
o FFAT+SYSSTORE=1, [l & ¥ UCRRA7E] NVS 43X
s FEfE R B T OIPve W Z5 W b2 W O R, R B A IPve M4, (B 4n: X

F IPv6 W %% ffi i TCP/UDP/SSL/PING/DNS, 5 %% 25 TCP6/UDP6/SSL6/PING6/DNS6 &
TCPv6/UDPv6/SSLv6/PINGv6/DNSV6 )

3.3.3 AT+CIPSTATE: #ifj TCP/UDP/SSL YE:{5E
A

O e
iy

[AT+CIPSTATE?

Wi i ¢
YA R, AT R[]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

LA TR, AT IR [0

[OK

¢ <link ID>: [Z%1EH: ID (0~ 4), T ZEEEL
o < type” >: PSR, FoREEEAL:” TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
e <” remote IP” >: FAFHESE, Fonmiy [Pv4 Hihiksk IPve ik
e <remote port>: Jifsi I {E
 <local port>: ESP32-C2 7s#hii I1{H
* <tetype>:
— 0: ESP32-C2 #4541 % Pt
— 1: BSP32-C2 5444 I 4528

3.3.4 AT+CIPDOMAIN: I #4@Mr

v

o

N

R

X

A

=

[AT+CIPDOMAIN:<"domain name">[, <ip network>] [, <timeout>] ]

W i <
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+CIPDOMAIN:<"IP address">

OK

e <” domain name” >: AT
o <ip network>: P1EIP %, BRiA(E: 1
— 1: EEeMEaTh IPv4 Huhl
- 2: Hf@NTN IPv4 Huht
— 3: Hf@EMk 1Pv6 Hihit
e <” IP address” >: f#MT)GH IPv4 #ihikak IPv6 Hidik
o <timeout>: fy&EEHT. B ZF. BUAME: 0. JEME: [0,60000]. BEHE K OB, ArS B
TR WIP PR B AR O B, And-7eEfe e it kIl (HeZIEFE2Y 5 KB 1yEas[i].

]

o MR ARMEMNTIE G LA TP #idik, 30 python build.py menuconfig > Component
config > LWIP > DNS > Maximum number of IP addresses per host W{H, RIGEH
%1% ESP-AT THE. R ZR [mpis T :

+CIPDOMAIN:<"IP address">
+CIPDOMAIN:<"IP address">

OK
il
AT+CWMODE=1 // % & station # R
AT+CWJAP="SSID", "password" /] R
AT+CIPDOMAIN="iot .espressif.cn" VRS- %

/] B & BAT, REAT A Ipvd Hit

AT+CIPDOMAIN="iot.espressif.cn", 2

/] B & BAT, REAT A IPve Mt

AT+CIPDOMAIN="ipv6.test—-ipv6.com", 3

/] B AN, BEBANA IPve M

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.5 AT+CIPSTART: & TCP #%H:. UDP {44k SSL %1%
o #5 TCPi%i:

» 35 UDP sy
o ¥ SSLifdE

i3 TCP 4%

)E’J

A frd
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// % F (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[, <keep_alive>][,<"local IP">][,
—<timeout>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<keep_alive>][,<
—~"local IP">][,<timeout>]

W

PR, R[]

CONNECT

OK

Z AT, R

<link ID>,CONNECT

OK

B

<link ID>: R#51EH: ID (0~ 4), HTZEEMEN . ZSEERE BT menuconfig HEYHA
BB, —ANE AT 41 A HC BT AT_SOCKET_MAX_CONN_NUM , BRIAMEHN 5. /2 LwIp
MO B E T LWIP_MAX_SOCKETS , ERINEH 10, EEUGZSEWTEHE, GFHEZAE i &
AT_SOCKET_MAX_CONN_NUM M{E I #iffiZ A KT LWIP_MAX_SOCKETS M{H. (&% %%
ESP-AT T42 SRPUEZ(FHE..)

<” type” >: FFERESH, FRMGERRE,” TCP” o “TCPv6”, ERiA{H:” TCP”

<” remote host” >: FIFHRE SR, FRitus IPv4 Mk, IPv6e Huhl, siig4. &Kl 64 F47. W
RSB A B4 K 64 5277, W AT+CIPDOMAIN iy 4 3R BUS 44 % .1 TP Hihil
SR TP bkl T 14 %

<remote port>: i I {E

<keep_alive>: [fil BEBF SO_KEEPALIVE &I (&% : SO_KEEPALIVE ©'44), Hfi: .

SEl [0.7200].
- 0: Z41) keep-alive Zfig; (BAIA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {2} <keep_alive>, TCP_KEEPINTVL {{}
1, TCP_KEEPCNT {&% 3.
KA <keep_alive> BESAT+CIPTCPOPT iAW <keep_alive> ZEHFE, HEH
H G B E I A E . WIS TR G BN E <keep_alive> Z%k, MIBHAME A B E HI(E.

<” local IP” >: ZSHiiff) IPv4 Hiht ol IPv6 Huhl, FT40E . M HZA M3 024> IP Hihk
B, WESEEAEEA R . BRI RS A sE. TRE A,

<timeout>: BNl LA ZRP. BRAE: 0. JEE: [0,60000]. 5K 0B, A28
TIZEAN IWIP Pl s 3B AR O B, iy AEFe Bt AR E], (£ ZIHFEZ) 5 KB [z a).

W AAEUEL T IPv6 W45 7857 —A TCP i3, 5 HITA R #1E:

— Wil AP 1 IPv6

— JEAT+CIPV6=1

— JHITAT+CWIAP £ 23k B E|—1~ IPv6 Hihik

— (W) EITAT+CIPSTA? fy 4 K2t ESP32-C2 2754k F TPv6 Huhl:
PG B L TCP I RINR N, Wiz fTAT+SYSLOG=1 J5 ] H G EilAmS . KRIKE, AT
23R ] S EGH ) B 1RY +ERRNO: <error_code>, DAHE 7 F#H,
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il

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

// # ¥ GitHub # TCP & &8, X E 5 HHEH
AT+CIPSTART="TCP", "www.github.com", 80,,,5000

AT+CIPSTART="TCPv6", "test-ipv6.com", 80
AT+CIPSTART="TCPvb6", "fe80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at E i 1 AT+CWJIAP 3k BL Z| IPve 4 & it
AT+CIPSTART="TCPvb6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

Wty UDP {5

>3

DL AL A ACAL.
fURTiRS At

i (i}

// ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP
<">][,<timeout>]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSTART=<1link ID>,<"type">,<"remote host">,<remote port>[,<local port>,<mode>, <
—"local IP">][,<timeout>]

L)V
FREERGUT, ag
CONNECT

OK

ZHHRGUT, R

<link ID>,CONNECT

OK
* <link ID>: 2% ID (0 ~4), HITZ RO
o <V type” >: FAFHRSH, FRMEREZA " UDP” o “UDPv6”, ZRIA{E:” TCP”
o <” remote host” >: FFEESE, Fonicuy IPv4 Hihl, IPve Hihlk, akdsk4z. &Kl 64 5.
AT LN 4 HIg KR 64 57747, 561 AT+CIPDOMAIN iy 23RBS 4% %5 W 17 TP ik,
SR G TP Huhk ey 4%
* <remote port>: G {4
* <local port>: ESP32-C2 #4511 UDP i [{H
* <mode>: 7t UDP Wi-Fi i#{% v, ASHRHLAHN O
- 0: $210%) UDP ¥t f5, Aekex)ug UDP Hihk5FE (BA)
— 1 A — LB S W LA B E AN A %] i UDP $dfa iy, 20285t UDP ikt A5 5 R A ik B
W TP otk A 11
— 2 BRI BEIE) UDP BT, #okzs st UDP Hidik 5 8k & 365 34517 TP Mk i 11
* <” local IP” >: ZKHiiff) IPv4 Huhikul IPv6 Mdik, I T465EE:. M2 M 454 D82~ 1P #iik
B, WSBEAERA M. BOAHER . R E TR E . TRENE.
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o <timeout>: fiyAHENT, BAfL: 2R, BRIME: 0. JEF: [0,60000], HEH 0 W, fird AR
T2 WIP Pk BEEOFIE O I, ay S RAERTE N R, (HZHFEL 5 KB HyEs .

B
o {ISR UDP #:4 drymig IP #hhk &2 IPv4 2H 50k (224.0.0.0 ~ 239.255.255.255), ESP32-C2 & K&
PEFI2IL UDPv4 435
o {3 UDP #42 drpdatig IP Huhk 2 IPv4 3% HihE (255.255.255.255), ESP32-C2 #4535 & 3% FlEIk
UDPv4 | %
efn 2 UDP % % PR i ouw IP ML AR & IPve 4 % b ik (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C2 X 45 & T IPv6 W %%, K& i fl %
It UDP 41#%
o [HiI S <mode> Hi, FHIHLIFESE <local port>
o QIREARELT IPVO 2% 357 —A> UDP &4, WATPA T
— T4 AP 3 IPv6
- WHEAT+CIPV6=1
— SBITAT+CWIAP 6 A 3REE|—A IPv6 itk
— (H[%k) WFAT+CIPSTA? £y A K62 ESP32-C2 275 3R B Z IPv6 Atk
o WIRAEREYCK KT 1460 AR UDP 43, 3% H 474 iF ESP-AT 142, A E TRER
%&$E: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets
o A @S UDP AL R IR, 1 5ei84TAT+SYSLOG=1 J5 Fl H & G Eil AR i 4. KRIGHT, AT
2R A EAH ) 45 1A% +ERRNO: <error_code>, DAfHE {7 A &,

il

// UDPv4 H %
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// B pool.ntp.org K UDP feiy, &% & 5 # # &
AT+CIPSTART="UDP", "pool.ntp.org",123,,,,5000

// #F Ipve W %4 ¢ ubDp # %
AT+CIPSTART="UDPv6","fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£37f:bb03:5d9b"

// #TF Ipve W% # ubp £ 4%
AT+CIPSTART="UDPv6", "FF02::FC",1000,1002,0

# . SSL ¥ H:

peEmYy mA

// B ¥ (AT+CIPMUX=0)
AT+CIPSTART=<"type">, <"remote host">,<remote port>[,<keep_alive>,<"local IP">] [,
—<timeout>]

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[, <keep_alive>,<"local.
—IP">] [, <timeout>]

Wi i ¢
FRPEREARSTR, Gk

CONNECT

OK
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ZHEERT, &[0

<link ID>,CONNECT

OK

o <link ID>: MZEH ID (0~4), HTZEEMTEO

o < type” >: FLFERSEL, FoRMIERSEAL,” SSL” B “SSLve”. BRINH:” TCP”

* <” remote host” >: FFHRBEL, FIRILHG IPv4 Hudik. IPve Huhk, sidk44. HekKh 64 FA5. AN
SRR B A2 Hilf KT 64 <277, 15 i AT+ CIPDOMAIN iy 23RBS 42 % B ) TP ik
SR 5 TP Mkt vy i

* <remote port>: il [ {E

o <keep_alive>: [il BEFERF SO_KEEPALIVE &I (&% : SO_KEEPALIVE /+4), Hfi: .

o JGHE: [0,7200].
— 0: 2% keep-alive ZhEE; (BRIA)
- 1~7200: JF)5 keep-alive Bjfit. TCP_KEEPIDLE {}>}j <keep_alive>, TCP_KEEPINTVL {f}
1, TCP_KEEPCNT {H% 3.
o RS <keep_alive> BEHAT+CIPTCPOPT fr4 i) <keep_alive> A, HEH
HFIRE NSO UE . RSB ITARMAOI AN BEE <keep_alive> S5, WIERIAM A LK B E O1E .

o <” local IP” >: ZAHbY IPv4 Huhksk IPvo Mk, FF48ai®dE. M2 AWM % 024 1P bk
B, WESEEAEREA M. BRIAKER . R CEITiEE. TE N,

o <timeout>: BT, A7 ZRP. BRIAE: 0. JEFE: [0,60000]. P55 0 B, i8I
T ILEH IWIP PSRk B AEE O B, M 7EHE @@ R, (HZiHFEL 5 KB 7S .

]
o SSL MR T 0] H AT R IE R
o SSL #H#FZ HEHRKENA, WA FERSES
o WIS AT+CIPSTART fiyS &3t T SSL iEH:, HARNEIR IS IHE] A 10 #5, D] EHE e psf ] 25 A%
K, AR TREFER
o fy—L8 SSL IR %5 #% 75 B SSL % i 75 1% £z i) B oK 4R B 2 By 3 RF SNI, il 7 SSL 3% 2 i 4 ff
FHAT+CIPSSLCSNI iy 4 Fic . SNL, #1550, SNI E MR S5 A B34 o
o WIRBHEUELT IPvo W45 5T —A> SSL 4, W PATLA R #AE:
— Wi AP 4§ IPve
— & EAT+CIPV6=1
— BT AT+CWIAP 6543 BF]—A~ TPv6 Hihl
- (Eﬁ?_‘a) ST AT+CIPSTA? ﬁﬁé\ﬁjﬁ ESP32-C2 2 #£H1z] 1Pv6 il
o AT AR HNL SSL RIS, W IiB TAT+SYSLOG=1 |3 H &G EilA M4 . KRIWE, AT 2
IR 8] A ) 45 1R +ERRNO: <error_code>, PAfHE A @1,

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

/) EBEWH RN ssL A B, RE 5 DA
AT+CIPSTART="SSL", "www.bing.com", 443,,,5000

// esp-at B # 3 AT+CWJAP # B % IPve 2 & #i it
AT+CIPSTART="SSLv6","240e:3a1:2070:11¢c0:6972:6f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"
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Chapter 3. AT Ay d4E

3.3.6 AT+CIPSTARTEX: #:vw FH#40id ID (1) TCP ¥%4%. UDP {4#isk SSL ¥+
A5 AT+CIPSTART ), AREET: HEZERZEWEN T (AT+CIPMUX=1) ITHFFhH 0 ID, &%
2 Bl &R0 ID.

3.3.7 [MUGEMNEDEBLA] +++: BIBEPELX

FRER AT A

i
IBHAIEARX, FEAG AKX

Command:

/1 RE R B AR

4+

|
o WRRRMATA WA AR + F4F (RP ASCIL RS : 0x2b), [AJEfir 452 1A CR-LF F4F
o BIPRE A + FAFRI 2/ 20 ms RFE][A]FE A BOA bR A, 2 =AY + AT 20 20 ms AR
B BT Hefb i A, = A + FAFZ A 224 20 ms [SFE][E]FE A 30 AR A . B0, + FRFS Y
o AFRFFIRIAT iy B0 i -l i
« WHEDER P & AT @i

3.3.8 AT+CIPSEND: 1 il & ke ek Wi-Fi Z BN ks Bl
BeE WA

i

PR R, 0 KRR, WA EE RSN BR K EAT 81925595, AT+ CIPSENDL
oKk

e

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

// UDP 1% #r ¥ 35 & *t 3 £ ML A i H
AT+CIPSEND=[<link ID>, ]<length>[,<"remote host">,<remote port>]

W i <

OK

>

AR 2R AT BRI TR , BURHET DA AR , 24 AT Sl 8 i 8l KA F] <length>
Ja, BRIt

LUET SERVALS TR CiT i g TP S AT

[ERROR
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WR BT A B s A il CRREEIRC & 40X B %) , &

[SEND OK

PaTa s
i
HEA Wi-Fi 142X

e

{AT+CIPSEND

Wi % ¢

OK
>

£

[ERROR

HEA WicFi i 48X, ESP32-C2 A ARURICHEIR 8192 S5, Bk ik 2020 547, A0 Bcl K
FE KT 2020 S5, $UE A S MIBES A 2920 5L RUHGIAT Rk, 75 A% 1 20 ERVS 4 Pl
SRR KT 5T 2920 35 T RERUR (4] DB AT+ TRANSINTVL iy & BB IRIIG ) o 24460 A 26 flt—
bt B, GRS X TR LM, RPN | R T4 AT 4

Ay WHETF R 5 42X DARERE T . %8 Wi-Fi UDP & {4, AT+CIPSTART 14 15 5L
<mode> WK E N 0.

BH

<link ID>: W%i%EH: ID (0~4), HTZEENRE

<length>: B, fHoRfE: 8192 4y

<” remote host” >: UDP &4 ] LS Xt EHL: IPv4 Hudik, TPve Hihl, siis4
<remote port>: UDP %%y 0] PAFS & X i i [

|
o GEALAME I AT+CIPTCPOPT fiy 4R 4> TCP ML BB T eI . Bl B <so_sndtimeo> 4

5000, M TCP Ak #fEoAe S FPNIRMISER, ToiR s @ R, XATPAT4 MCU 26 £F AT fiy 4
[ 52 4 F 1]

3.3.9 AT+CIPSENDL: el fefmbisX FIFrk s B

SRR

)E’J

ik

LA R, IREKE, RSB (AT 4 i 1 B AT A i & 28 B2 1 710) .
0] DA FHAT+CIPSENDLCFG fip 2 PR B AN S5 S QNSRS Ak i B BE /N 8192 =2y, i A
{§i FJAT+CIPSEND iy 4% 3%

zs

Espressif Systems 85 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 3. AT Ay d4E

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<link ID>,<length>

// UDP % #r ¥ 38 & *t 3 £ ML A 3 H
AT+CIPSENDL=[<link ID>, ]<length>[,<"remote host">, <remote port>]

W i ¢

OK

>

J

RmA R AR AT JEALEAE X HE AR AT a4t RO R U] DAR AR, —H AT
iy &b H EMCEN R, Bl S PUAEIRZ N, BaRfemIT .

WREMET R, RESMRIEAT+CIPSENDLCFG KL EARIE R :

[+CIPSENDL:<had sent len>,<port recv len>

AR+ + A BUE, RYGERMN:

[SEND CANCELLED

MR IR BA ek N, RERARN

[SEND FAIL

W BT A BRI A A CRREEIRC 50X X ) , REtHRA& iR :

[SEND OK

)

MEERWOITR, G PAKIE+++ G QWU &4, [FIf ESP32-C2 it M2 X B . 70, AT fir
A H S — ELHECEE, EEMLEEER <length> KRIEHHNS, A SiBHAIERZX.

S

<link ID>: W% ID (0~ 4), JHTZEERN

<length>: $¥fE, JAME: 23 -1 74y

<” remote host” >: UDP %4 0] A& X i 4L : IPv4 #ihl. IPve Hihik, iiiss
<remote port>: UDP (&4 i] DAHS &2 %} it 1

<had sent len>: {3 % FI|IC)Z SRR IR B 3

<port recv len>: AT iy %3t IS () B B K B

|
o HEUEE A UART Jids. &0, A0SR UART $RIGH R T M 48 AR R, R & S8 2k
o GERLAE I AT+CIPTCPOPT fiy 4R g TCP ML BB 8. Bl #E: <so_sndtimeo> 4y
5000, M TCP Ak #fEoAE S FPNIRMIGER, ToiR Mt @RI, X ATPAT54 MCU 26 £F AT fiy 4
[ 2 PSS

3.3.10 AT+CIPSENDLCFG: ¥ ¥ AT+CIPSENDL 1y A1 J& Mk
A%

it :
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EHJAT+CIPSENDL iy A1) it &

A .
"ﬂé’\‘

{AT+CIPSENDLCFG?

M

+CIPSENDLCFG:<report size>,<transmit size>

1 ¥ AT+CIPSENDL i - i

A\ .
"ﬂé’\‘

[AT+CIPSENDLCFG:<report size>[, <transmit size>]

W i <

[OK

BH

o <report size>: AT+CIPSENDL 4y Fdd /. BRAE: 1024, FERE: [100,2 201, Hil4n: &% &
<report size>{H} 100, WJAT+CIPSENDL fir4-nl5g i) <had sent len> FIHRJF4HN (100,
200, 300, 400, - ). Gl <had sent len> FHRAAEESET PG g K.

* <transmit size>: AT+CIPSENDL iy % F LRI/, BAaa T HdE LKA Uk BRI . B
NME: 2920, R [100,2920]. WAL EIEHRKE R T4 T <transmit size>, ¥ il
B9 AEE <transmit size> FAT—ZHMBIF TR, FBINSSER: 20 ZAPE SRR i KT
%T <transmit size> FEIAFRIEHIE (B0 PLELTAT+TRANSINTVL fiy 4 i & LA ) -

]
o NPT AL E/IMEXT SRR BOR R i A, HERERIRE R /MY <transmit size>. WIEFEEGHE
L AT+CIPTCPOPT 4% & TCP_NODELAY JE .
o XTHEERWRE, MHEERERAN <transnit size>., WHEFEEFI 41742 3 ESP-AT 5
vk 14 A8

3.3.11 AT+CIPSENDEX: fi ittt bR Y™ et i 5% 6 Bt

v

o
i

fir

4

=

o0

ol
HE*

AR R E, $E R AR, B M T \ 0 (0x5c, 0x30 ASCII) filt % i A i

(=

= ok
>

// M ¥ (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>

(T
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(B L)

// UDP f& %y 7 45 % X 3% IP M i fosg o
AT+CIPSENDEX=[<1link ID>,]<length>[,<"remote host">, <remote port>]

W ) :

OK

>

AR AT EME S R TR, SR RSRT DA AR E KR . 24 AT 3 ) Bt K R ik
B <length> JGu B \O TP, Bl fetmiTin .

QSRR 7 T R L i S T T, R [

[ERROR

TR BRI AU CRAERERC 240X B i), & W

[SEND OK }

<link ID>: W%i%EH: ID (0~ 4), HTZHEEE L

<length>: K, HAfE: 8192 F4y

<” remote host” >: UDP L4 n] DAFSEX i 4L : IPv4 Huhik . IPve Huhik, Bl
<remote port>: UDP £ PATE & Xt v v 11

Bl

o MR B L BRI, UM P\ 0 SRR (0x5c, 0x30 ASCID), #dEfLimtin, RERME
WEm S, SN K AT S

o WERBIEP A \<any>, WEKERAL, REH <any> 55

o MNSEE LK N0, X \\0

o TN A FHAT+CIPTCPOPT 142K M4~ TCP M4 I B 7. F0: 5 E <so_sndtimeo> A
5000, W] TCP K ik#EESAE S FPNRIBISEE, T it 2RI . XA PAT 4 MCU 45 AT 54
[] 5 (TS} ]

3.3.12 AT+CIPCLOSE: J:[i TCP/UDP/SSL 4%

LA

-t

itk
F P £ 44 N ) TCP/UDP/SSL 14

Sy
A

[AT+CIPCLOSE:<link ID>

W i <

<link ID>,CLOSED

OK
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WA %

i

KM FR SRS ) TCP/UDP/SSL 3 4%

[AT+CIPCLOSE

W i :

CLOSED

OK

ZH

* <link ID>: TR PR IER: ID, ARBEN S, WIHIR RP A 8%

3.3.13 AT+CIPCONNPERSIST: #tify. #t¥ TCP/SSL ZE8: R AL S5

iy

g
#if) TCP/SSL 3 AR A LB I

iy

[AT+CIPCONNPERSIST?

L)V

+CIPCONNPERSIST:<persist_link>[...][,<persist_link>]

OK

BeE WA

Jyiig:
U TCP/SSL IR I AL B It

ZE

// B ¥ (AT+CIPMUX=0)
AT+CIPCONNPERSIST=<persist_link>

// % ¥ ¥ (AT+CIPMUX=1)

AT+CIPCONNPERSIST=<1link ID>,<persist_link>

W

[OK
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o <link ID>: % B M 453 ID
o <persist_link>: 2755 HIESAREE. K (BUA) K, ESP32-C2 ¥E netif {11, Wi &R IP 5
257 B =3 6 A% netif | %) TCP/SSL w4 ; BT, AT A2 E3hWrFr, Mk A 47ab3iigsak

3K
DN o

o 0: SEERARES (BOA).
o 1 RS

3.3.14 AT+CIFSR: #rifyAsHi IP Huhlfl MAC Hihl
Wiidre

s

[AT+CIFSR

W

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIP6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIPOLL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIP6LL">
+CIFSR:ETHIP6GL, <"ETHIP6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

o <” APIP” >: ESP32-C2 SoftAP [ IPv4 Mkl

e <” APIPG6LL” >: ESP32-C2 SoftAP [1] IPv6 7 Hlifi % b il
e <” APIP6GL” >: ESP32-C2 SoftAP f{] IPv6 4 Jm ikt

e <” APMAC” >: ESP32-C2 SoftAP /) MAC Hbiht

e <” STAIP” >: ESP32-C2 station [{] IPv4 Hbihit

e <” STAIPG6LL” >: ESP32-C2 station [ IPv6 7S Hi 4 i s ht:
e <” STAIP6GL” >: ESP32-C2 station [ IPv6 4= Jaji

e <” STAMAC” >: ESP32-C2 station ) MAC Hiht

e <” ETHIP” >: ESP32-C2 ethernet 1§ IPv4 il

o <” ETHIPG6LL” >: ESP32-C2 ethernet 1] IPv6 Z i g st
e <” ETHIP6GL” >: ESP32-C2 ethernet [J IPv6 4= JayHiht:

e <” ETHMAC” >: ESP32-C2 ethernet 1] MAC i

o HUA24 ESP32-C2 iR AR U A% IE RS, A BEAIEIE /Y IP HuhbAl MAC #ihik
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3.3.15 AT+CIPMUX: EH/Z8H 2800
iy

i
A IEER

s

[AT+CIPMUX?

W

+CIPMUX: <mode>

[AT+CIPMUX:<mOde>

W i <
[OK
S
o <mode>: JEFZA, BHAE: O
- 0: HER:
- 1. &R
ve]

FA 24 A EE AR IBTT I A AT S A e
HA L@ e X (AT+CIPMODE=0), 7} eV E N2

i, IS MCU X PIFAAS 2 1 b 3

il

UNSREST 7 TCP/SSL RS54, ABUMIN B34S, W2 KPR 55 4% (AT+CIPSERVER=0)
SRR R, TRES B ATFIR(E A AT DL, 5 REHRE 7 i 14 55 B i 0 B

[AT+CIPMUX:1

3.3.16 AT+CIPSERVER: #& /%] TCP s SSL i 55 2%

it &

Yriie:

#if TCP/SSL 55 dtk 25
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[

[AT+C IPSERVER?

Wi 3% ¢

+CIPSERVER: <mode> [, <port>, <"type">,<CA enable>,<netif>]

W] i
(o
e <mode>:
- 0: XRS5
- 1o @RS

* <param2>: Z4J <mode> A[A], WIMSHE AR :

o M <mode> £ 1, <param2> fXFEuI15 . BIAE: 333
* QIR <mode> 2 0, <param2> RFEMFaE XM A Fif. BIME: 0
- 0: XM eIt R B BUA % ) i 14
- 1t KPR S5 4T K I
o < type” > JR4BLHI 7 TCP”,” TCPv6”,” SSL”, u “SSLv6” . BRIAf{:” TCP”
* <CA enable>:
- 0: A CAINIE
- 1: ffi{ CAINIE
o <netif>: f5E RS MITHI MR, BINME: 0.

- 0: FrAMggsEn
— 1: Wi-Fi station ¥
— 2: Wi-Fi SoftAP # 1

|

o ZIEEOLT (AT+CIPMUX=1), A G ERk 554

o BlEIRSAY G, BIEIRSGERIEYT, &2 HArelE— RS

« MHK A, B35 %R D,

o WARGEAET 1Pv6 M8 ANE-—4> TCP/SSL lx554%, H EH i EAT+CIPVo=1, FHHRH—1> TPv6
hk.

o KRR, B8 <"type">. <CA enable> fll <netiif> AN,

o HR A E RS AR R, ESEIB I TAT+SYSLOG=1 Ji il H S G Hil A 4. RIGHT, AT 2k
[ RN Y B 1R +ERRNO : <error_code>, PATHELIFAIE,
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il

// B TCP & B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// # I SSL M4 B
AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSL", 1

// BT Ipve W%, A& sSSL R% &
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSLv6e", 0

/1 R MR EBOEE R A BT R EE
AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #5ifi/i% Bk S5 2% eV i e K e s 5
i) iy A

ik
#if] TCP 5 SSL AR 55 i SV AL Y A KIS AL

A\ .
"ﬂé?'

LAT+CIPSERVERMAXCONN? ]

W i <

+CIPSERVERMAXCONN: <num> J

OK

BeE WA

g
BCE TCP 8 SSL fIR 55 i SLVF AL Y e KR AL

A

[AT+CIPSERVERMAXCONN:<num> J

Wi 3% ¢

[ox )

B

o <num>: TCP 8{ SSL R 448 A2 7 i B3 %k, JEE: [1,5]. WS AE s ooz 2500 R
B, 5% AT+CIPSTART 454 <link ID> MR,

o NN B i KIERES (AT+CIPSERVERMAXCONN=<num>), iE1EA)EIR &2 AN E .
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il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80

3.3.18 AT+CIPMODE: #¢if)/¥ Bt
RIS

Dyt
i A

Py -
iy

[AT+CIPMODE?

Wi i :

+CIPMODE : <mode>

W] 7
[OK
e <mode>:
- 0: Fid A X,
- 1: Wi-Fi i 30l X, 2Ry TCP Mk, UDP [EE 5% b SSL HLERZ 1% 0
B

o FCE S SCANRAEE] flash,
o £ ESP32-C2 i A Wi-Fi 5 30 X 5, AT T TaeIF JeiE A .

il

[AT+CIPMODE:1
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3.3.19 AT+CIPSTO: #rify/is Al TCP/SSL JJit 55 23w if i [ia]
iy

Jyiig:
i) A< TCP/SSL fIg 55 vk i s ]

s

[AT+CIPSTO? }

L)V

+CIPSTO:<time> J

[AT+CIPSTO:<time> }

W i <

& )

S

* <time>: A<M TCP/SSL 45 afamf i), B #b, HUETEHE: [0,7200]

Bl

o 4 TCP/SSL % FUuitHE <time> I[E] A K A il i, ESP32-C2 fR45#e & Wi T I 14 4% .

o WRRESH <time> N0, NWFERKEASHEE, NEBOXFERE .

o FEBEMIIRI Y, 245 P &R -5 IR SS #n 8 (5 58 IG5 # O 5% Pam i s g, T abrr s
THE . BB S, e o]

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #rify/i Bt IXHI SNTP IR 55 %%

[AT+CIPSNTPCFG?
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Wi 3% ¢

+CIPSNTPCFG:<enable>, <timezone>[, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP.
—server3">]

AT+CIPSNTPCFG=<enable>[,<timezone>] [, <"SNTP serverl">][,<"SNTP server2">][,<"SNTP.
—server3">]

W i <

[ox )

e <enable>: % & SNTP [iR%2s:
— 1: %% SNTP flR 45548
— 0: Ni%'® SNTP lR454%.
* <timezone>: SZRFLAFPIFE :
- SF—PEYE L [-12,14], BERUVNESREAL, @ 5 PR TR (UTC) i R inid K2
$of X (UTC-12:00 & UTC+14:00) ;
- Mg uTC R E, UTC R EIRE TIRTFEINZ TR 2] UTC BE) A fefs 2] 4
HuHHA], A SR (+1 -1 [hhlmm. U054 XAEARYI T2 AP, MR, AR
1, WAIEEL. /N (hh) WAZ5FE -12 $) 14 Z (8], 438k (mm) S207E 0 B 59 Z | B, i
,‘S?“E?EHTIZ&E%%‘J?@éE%ﬁ%, Bl uTc+12:45, ZWiZIE <timezone> ZEBE N
1245, BZFRES% UTC s i
e [<” SNTP serverl” >]: 55—~ SNTP H[i%%%
e [<” SNTP server2” >]: "’“:/\ SNTP R4 5.
e [<” SNTP server3” >]: 5=/ SNTP R%#%.

Bl

o HEMAOEARIEEG A E=" SNTP [R5%25Z=%0, WEAfEH “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn” F
“us.pool.ntp.org” H 2 —,

e MFEMMS, TR <timezone> B HES MK ER <timezone> ZH A —FE. HH
<timezone> ?%ﬁj'zﬁc’“’“*ﬂ: UTC i E4&=, Bilhn: i%® AT+CIPSNTPCFG=1,015, A4
Frifiif, ESP-AT SZRKHTIXSEHIS 0, RIREEE 15. NETHFg, Broli ”’“*ﬂ'
UTC (g AT, @ uTc+00: 15, WMEt@Ait ki 0 B IX,

* BT SNTP 25 T UDP SR 7 T KA R 52, 24 ) 28 E AU, 23 F: 80 ESP32-C2 [ s i) Jo ik Mt
m&. —H AT @4 i B+ TIME_UPDATED , fRFEWTRIE ]2, ME 4] DL A EAT+CIPSNTPTIME?
BRI 24 HT B A

il

// fE# SNTP M4 %, % E ¥ B K (UTC+08:00)

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// 8 SNTP R4 &, REXEA AW /K (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"

(T
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%

AT+CIPSNTPCFG=1,-500, "0.pool.ntp.org", "time.google.com"

(% L 50)

// fEfE SNTP M4 %, WEHWLHRX EEBHY MWK (Chatham Islands, UTC+12:45)

AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"

3.3.21 AT+CIPSNTPTIME: #ifj SNTP It} [i]

[AT+CIPSNTPTIME?

W

+CIPSNTPTIME: <asctime style time>
OK

(A

» 5 5% asctime I[E] 1 5 X% I asctime man page .

* 7£ ESP32-C2 j#f A Light-sleep 5, Deep-sleep Ji5 P Mt i, #2400 [A] W] fE < AN, @I E B K

IKAT+CIPSNTPCFG 154, M NTP iR % %5 4- BUHT I A] .

* SNTP FRIFE A (A2 R SCHRFAFHAE RTC X, PIAEARE S G A sir) 5, e & EEE

1970 4,

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

%

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: i/ SNTP I} [a] ] 2 ] b
A%

[AT+CIPSNTPINTV?

W i <
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+CIPSNTPINTV:<interval second>

OK

v

o

<

H

Py
"P4>

¥

oy

=4

[AT+CIPSNTPINTV:<interval second> }

Wi i *

[ox )

B8

 <interval second>: SNTP [[a][F A [a]FF . BAf7: Fb. LR : [15,4294967],

]

o BOE 7FREIFE AR, R ESP32-C2 A — K [ NTP 55 A gk IBUHT 1 A -

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) EANEE =k

AT+CIPSNTPINTV=3600

OK

3323 AT+CIPFWVER: 7eifglli%s 28 AT AT [ A
iy 4>

Dyie:

5545 O A 19 ESP32-C2 AT [E{4: kit 4

EE

{AT+CIPFWVER? }

Wi i ¢

+CIPFWVER:<"version">

OK

o <” version” >: ESP32-C2 AT [ {4/l
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Bl
o PRI OTA AR, 38 SN B R RAS MR T2

3.3.24 AT+CIUPDATE: jfixk Wi-Fi J}8¢ 511

ESP-AT FEia1TiN, ad Wi-Fi A B RIS # BR300 B 2R X, DI T2 1

iy

g
i) ESP32-C2 B 1 TR

A

[AT+CIUPDATE?

W

+CIPUPDATE:<state>

OK

AT 4

g
TEMLZERCT il OTA JH44 2| TCP Iz 55 g L asof A 1 [

A

[AT+CIUPDATE

Wi % ¢
HSH R E ML TR L

gﬁ

CE

Dyt
THREN IR S5 s LA E AR [

O e
iy

[AT+CIUPDATE:<ota mode>[,<"version">] [,<"firmware name">] [, <nonblocking>]

Wi i ¢
W2 OTA e ZERT s, & m]:

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

BSw N e

OK

AR OTA FEAEH 2T sy, R u]:
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OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

DWW N e

WRAEH ZERCTR OTA K, R [n:

+CIPUPDATE:<state>

ERROR

URAEARPH AR OTA KK, iR [u]:

OK

+CIPUPDATE:<state>
+CIPUPDATE: -1

B

il

<ota mode>:
— 0: i@ HTTP OTA;
— 1: 3@ HTTPS OTA, WS- TR, % . /build.py menuconfig>Component config
>AT > OTA based upon ssl B HfE, FEEEEI A2 iF ESP-AT 142,
<version>: AT Jfi4~, #1v1.2.0.0, v1.1.3.08(v1.1.2.0,
<” firmware name” >: JFZ ) E 4, Ul ota. mgtt_ca. client_ca 8{H P at_customize.csv
W E E LR X
<nonblocking>:
- 0: FHZERKY OTA. BT, EHF| OTA FF s I G4 T PAKIE AT fiv4.
— 1 JEPHZERIA) OTA. WAL, AH5EH)S (+CIPUPDATE:4) T3 #H)H .
<state>:
- 1 FENR 545
2 R RS A
3: RIS TR IA 5
4: SERTIH
-1: JEPHZERT OTA RIK

T R ML T P 28R

AR 2% A AEEF BT R I, AT KR ] ERROR, i 4 fF— Bt i 1] Pt o

USRS E B SR SR AL AT BIN, A1y 4-Kf M\ Espressif Cloud N %% AT [E{FF+4%

TSR )2 B AT 40189 AT BIN, i 317528 AT+CIUPDATE FOTA Bfig sk 3 (i F§ AT+ USEROTA
o} # AT+ WEBSERVER (54, T %% ESP-AT T FLE{ILft =6 FOTA.,

BWTH AT B4 )5, WHAT+RESTORE YR W) WK E .

OTA I FEfHE IR A 3 404

JEPH ZEAR L B, H ) OK Al +CIPUPDATE : <state> FE4i )7 L% ™ L B 58 5 T .
OK W[ fEfE +CIPUPDATE :<state> Z HikiH, WA W HELE +CIPUPDATE : <state> Z J5#itH .
AEWHARBHBRA . BEEHRASFEAE—E AN, 2 T0ksrT, R IREFET 2 2
IHARCAS, AR A O =i B T Y g .

155 % 4ot 3, OTA FF 45 3KIUEZ OTA 4.
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AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1
AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: %% +IPD i{§ 5L ik
RIS

s

[AT+CIPDINFO? ]

W

‘+CIPDINFO:true }

OK

&

+CIPDINFO: false
OK

v

¥

X

W
4

Eld

{AT+CIPDINFO=<mOde> }

Wi % ¢

& )

BH

e <mode>:
— 0: 7£ “+IPD” HI “+CIPRECVDATA” JHEH, ANt IP HubkFlg 145 5
- 1: £ “+IPD” HI “+CIPRECVDATA” W EY, $E/RXTus [P HhkFlss 115 )8,

il

[AT+CIPDINFO:1 }

3.3.26 AT+CIPSSLCCONF: #rify/i ¥ SSL %% F i fic &
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2
fir &

5

ESP32-C2 >} SSL 2 Fuit 4 > 1 1 i i 23

[AT+C

IPSSLCCONE?

Wi % ¢

+CIP
OK

SSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number>

BEE A

=
k=t

I\
£

// B ¥ (AT+CIPMUX=0)

AT+C

IPSSLCCONF=<auth_mode> [, <pki_number>] [, <ca_number>]

// % ¥ ¥ (AT+CIPMUX=1)

AT+CIPSSLCCONF=<link ID>,<auth_mode> [, <pki_number>] [, <ca_number>]
L)V
G
ZH
¢ <link ID>: M Zi%EHz ID (0 ~ max), EZERMEOL T, HSEEBN max, WFERIIEE
ZHERINER 5.
¢ <auth_mode>:
- 0: ANATE, B EEEE <pki_number> fll <ca_number> Z%{;
- 1: ESP-AT $24t% FrmilE TR 55 2% i CA IE A5
— 2: ESP-AT % Pk A CA {IEA5 K58 MR 55 25 v PR IE 45 5
- 3: MEIANE.
* <pki_number>: LBV RG], QR EA—MUEBFFA, HAEN A 0.
e <ca_number>: CA [JZ&5], WHEBAE—1 CA, HEHNH O,
]

WA AL B RV, e SSL S HHE 1A M4

il - W CRHRAEAE NVS X, fI1 5 34 il AT+SAVETRANSLINK £y B IFHLIE A Wi-Fi SSL i 1% 42
K., ESP32-C2 R T IR I H ik BT AN & 7 7. SSL iz .

WERGEAEE ] B CWIETS, B THHE M AT+SYSMFG fip 4887 SSLAE . AT EH O
W, S % 4ofT 247 PKIFLE

WIR <auth_mode> FLE N 2 80 3, K TS AROIEA RO, HEKLAT+CIPSTART iy
AHHG PR ESP32-C2 BRI E S mi st E] . (0] PARIEAT+CIPSNTPCFG iy 4R L 'E: SNTP, FKH(4
HIEHE], & iEAT+CIPSNTPTIME? £y 4251024 Bl i a] . )

3.3.27 AT+CIPSSLCCIPHER: #%ify/¥ ¥ SSL %5 )it #iE:F (Cipher Suite)

i)

Py
"P4>

i

iy

ESP32-C2 {12y SSL 2 gt SCH5 I S W 2 1

e
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[AT+CIPSSLCCIPHER?

Wi % ¢

+CIPSSLCCIPHER:<idx>, <cipher_suite>

OK

v

7

XF

fURTiRS

oo
%

Ele

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCCIPHER=<counts>[,<cipher_suite>][...][,<cipher_suite>]

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCIPHER=<1link ID>,<counts>[,<cipher_suite>][...][,<cipher_suite>]

W

[OK

o <idx>: HFWEAHERETS, N0 I,
o <link ID>: %1542 ID (0 ~ max), FEZHERAHLT, HASEERN max, WRRITAER, &
SHERINER 5.
* <counts>: FHEMIER . RIMEZR T a2 MK 256 77,
- 0: B E R E N S B,
- HE: WEEMNERN .
* <cipher_suite>: I~ ClientHello H BB E(: . XN BI{EE XAF ssl_ciphersuites.h A1,

EAj]
o QRAREAHE T BIAERL, AR SSL IER I iIB T AR M A .

il

// ¥ EFE: (AT+CIPMUX=0), % # &+ % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #1.
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=2, 0xC023, 0xCOAD

// % #% ¥ (AT+CIPMUX=1), % # & {f % TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 #F1._
< TLS_ECDHE_ECDSA_WITH_AES_256_CCM
AT+CIPSSLCCIPHER=0, 2, 0xC023, 0xCOAD

3.3.28 AT+CIPSSLCCN: #ify/¥ SSL %%y it/ H 44 (common name)
ity A

Dyt
LIRS SSL HERE R S 44
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[AT+CIPSSLCCN? J

Wi % ¢

+CIPSSLCCN:<link ID>,<"common name"> }
OK

B

-t

=

A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<link ID>,<"common name">

W i <

& )

SH
o <link ID>: 2574 ID (0 ~ max), FEREZIHEL T, XSHEHR 0; HELZEZNBLT, #5
BUHBE N max, WIZFRIIAERE; RSEERIMERN 5.
* <” common name” >: ASHRINUEIRS A8 AL UE P A4 .
e
o QISRAHEARHCE BRI, WEAEEST SSL ERERIB T A M S .

3.3.29 AT+CIPSSLCSNI: #rify/i% ¥ SSL % ;i) SNI
A%

i
AR SNI i E

Py -
iy

[AT+CIPSSLCSNI?

Wi 3% ¢

+CIPSSLCSNI:<link ID>,<"sni">
OK

]
i

»
7

Eld
i
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¥ 3% (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% ¥ ¥ : (AT+CIPMUX=1)

AT+CIPSSLCSNI=<link ID>,<"sni">

Wi i <

[OK

S

o <link ID>: 2% ID (0 ~ max), FERIEBRIEILT, RSN 0; FEZERWIELT, 55
BUEBEN max, WIERITAER: ASEEOAER 5.
e <” sni” >: ClientHello B /Y SNI.

B

o WNIRAREAE BN RIS, TEAEE SSL I RIIB T ARG S .

3.3.30 AT+CIPSSLCALPN: ify/i ¥ SSL %y ALPN

it &

Ly :

#if] ESP32-C2 fi2 SSL & g 63~ 42 1) ALPN Jig B

Py -
iy A

[AT+CIPSSLCALPN?

W

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

)E’J

CEL A

A

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">] [,<"alpn">][,<"alpn">]

// % ¥ ¥ (AT+CIPMUX=1)

AT+CIPSSLCALPN=<link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

W

[OK
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BH

o <link ID>: M257%E4z ID (0 ~ max), FERERPFEL T, ZSEEHR 0; L2 ERVHBLT, +5
BUEB N max, WIFRITAERE; ASEEMEN S.
e <counts>: ALPN HIEE. JERE: [0,5].

* 0: j#%: ALPN [it & .
o [1,5]: ¥ ALPN Jil s,

* <” alpn” >: FRHERZAL, FR ClientHello #1) ALPN., ALPN fr KRKEZRTar S mH K K.
Bl

o ARAHBIATCE S RIZAL, RS SSL R HIB T A M2

3.3.31 AT+CIPSSLCPSK: #rify/E SSL % i) PSK (‘F 55 Hiks )
A ifyfr &

i
#if] ESP32-C2 {2 SSL % /- imihf 451~ 1) PSK i’
A

[AT+CIPSSLCPSK?

Wi % ¢

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">
OK

%

&F

ng

BT
E

=’>

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

Wi i ¢

[OK

BH

o <link ID>: PZ&EH; ID (0 ~ max), FERIEBRIEIT, ASEEN 0; HEZERNEL T, #5
BUER A max, WIFRITAES: ASEEGMEN S.

* <7 psk” >: PSK identity (FAFERAS ), SRR 32, WIREN <"psk"> SHES \0, WM
| AT+CIPSSLCPSKHEX %>

e <” hint” >: PSK hint, ficKJE: 32,

]
o QIRAREARPECE S IR, SFEHNL SSL RIS T AR 2 o
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3.3.32 AT+CIPSSLCPSKHEX: #%ify/ & SSL % i) PSK (|75 2EHilis )
(A

* RAUTAT+CIPSSLCPSK iy, %ty W THCE A #) SSL & Fimp itk 2% 4] (PSK) , (HIH;
<"psk"> ZHE A ANBERIR A R TR L, <"psk"> ZH0PR) N0 FRXh 00,

il

// ¥ % ¥ (AT+CIPMUX=0), PSK identity % "psk", PSK hint  "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % ¥ : (AT+CIPMUX=1), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX=0, "70736b", "myhint"

3.3.33 AT+CIPRECONNINTV: i/ s Wi-Fi {45 F i) TCP/UDP/SSL #i%

[1a] i

A A

Yytig:

i) Wi-Fi i 1 42X F 1Y H 2l #%E 6] B
A
[AT+CIPRECONNINTV?

W i <

+CIPRECONNINTV:<interval>

OK

BEE A

Yyhig:

WE Wi-Fi i £ 42 X '~ TCP/UDP/SSL &4 k¥ J5 B 2l s 2 (1 [1]
A

[AT+CIPRECONNINTV=<interval>

Wi % ¢

(ox

* <interval>: HZIEIEMFENE, R 100 25>, BRIAE: 1, FH: [1,36000].
B

o FFAT+SYSSTORE=1 B, TilH 9O AR AFAE NVS X,
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il

[AT+CIPRECONNINTV:lO

3.3.34 AT+CIPRECVTYPE: #rify/i B e
Ay

e
) E RO

[AT+CIPRECVTYPE?

Wi i *

+CIPRECVTYPE:<link ID>, <mode>

// B ¥ (AT+CIPMUX=0)
AT+CIPRECVIYPE=<mode>

// % % ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

o <link ID>: %5144 ID (0 ~ max), ERERMELT, RSBEUEN 0; EZHERNELT, &2
BUH BN max, WIRRIrA #E#; ASEEAER S.
o <mode>: ERFHEEA, ZRIAE: 0,
- 0: BB, ESP-AT ¥ iy BB BB 7 HARL Bl R 3£ 45 BHLMCU, 3oy “+IPD” (&
TR 18 5760 75, ARRIE MCU e K &% 2920 FH457 4 50800 )
- L Plishiiat, ESP-AT ¥ B M ERE TR R WREFX (Bl 0, Bl
B4 5760 F45), Z#% MCU L. % TCP 1 SSL #:4%, WIRELEXW T, FHILERT
ks 4T UDP {645, WREFAXW T, MakERdnEk.

|

o ZIEABEH T Wi-Fi i X
* 4 ESP-AT 7ER S PR B B FHARRT, SRR O A RS R A FE R (E B -
- ZiEBN (AT+CIPMUX=1), #&/5% +IPD, <link ID>,<len>;
— FEERN (AT+CIPMUX=0), $75% +IPD, <len>.
o <len> FREFRPEZFHIM LKL,
o —HA +IPD i, Wi%iz{TAT+CIPRECVDATA RN R . &0, FER—A> +IPD gtz ar,
A~ +IPD KA A 45 L MCU.,
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o FEWTFESEINOLT , Zrb e TR AL, MCU (3SR n] DA, H | &R AT+CIPCLOSE
(AT fER% i) WAT+CIPSERVER=0,1 (AT fEMRS54%) . #emifid, Wik +IpD Cgdlsd, B
LAENR K EAT+CIPCLOSE 5, % 3% AT+CIPSERVER=0, 1 5{3# it AT+CIPRECVDATA £y AU 5§ 4
ZHI, XA CLOSED fif BakiE A& .

o BOTBARF BRI M 2 eI B MCU sk SARBRIN, nTPAZ 4], s fon i

il

/) BREBBEAT, REHGERERX

AT+CIPRECVTYPE=1

/I ZHEERERT, REFAZEEARSERER

AT+CIPRECVTYPE=5,1

3.3.35 AT+CIPRECVDATA: 3k shE BB e 5
BEL A

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>, <len>

W i ©

+CIPRECVDATA:<actual_len>, <data>
OK

Y

+CIPRECVDATA:<actual_len>,<"remote IP">,<remote port>,<data>
OK

<link_id>: ZEHAA T ZER ID.

<len>: f KAHJy: OXTRFAE, WA SERRILEI MBS B LA SEE /]S, R[] S B 4 B i s
<actual_len>: SZFRIRET iﬂﬁiﬁkﬁ

<data>: FREUPEHE

<” remote IP” >: FAFESE, FonXtug [P Hidlk, i AT+CIPDINFO=1 6344 5E

<remote port>: Xl 1, it AT+CIPDINFO=1 fip % {{ifig.

|

o R AT EAERE SR N AT, 7502 B2k 1] ERROR, W] PAiE it AT+CIPRECVTYPE? fiy %>
WA ETER B

o L ATE A BE AT RS O AT 2 B 2R 5] ERROR, 1] DA #F AT+CIPRECVLEN? iy 2 1A
IUR A T R
o T AT+CIPRECVDATA=<len> fiy -0}, B/DFEF <len> + 128 FEWWHNIE, Bl DA 6y
L AT+SYSRAM? 25 4 5 FT I NAEIE 0 o 24 AR 2 BN A7 H T SR IO L i 2. 2% 1% [1] ERROR
WATPGEISAT Sk B & 0 HEHEREAHRM alloc fail WITEMER, PABINEE I T WES
(WS GOR R

Espressif Systems 109 Release release-v5.0.0.0
Submit Document Feedback



https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 3. AT Ay d4E

il

AT+CIPRECVTYPE=1

// W 4% & "+IPD,0, 100",
/) RE, BT NEAREFTNT &
AT+CIPRECVDATA=0,100

/7 B, wREA MCU K 0 FEEFKE 100 F MK HE,
é,\

HERE 100 F F # HOE

3.3.36 AT+CIPRECVLEN: ity a2 Bosi X &8 Bum 1K
A

g

AT T AR TG B K

O e
iy A

[AT+CIPRECVLEN?

Wi i :

+CIPRECVLEN:<data length of link>[...][,<data length of link>]

OK

SH

+ <data length of link>: X354 G b 4 BEA I BGREK .

]

* SSL ¥4, ESP-AT iR [ul 4 K BE T B /N T BB i K %

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.37 AT+PING: ping %} 3% 4L

ping X i AL

e

[AT+PING:<"host">

W
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+PING:<time>
OK

1

ERROR

rnmmmmw [/ REERE BN KKK PING BHERT, A2AXNEL

S

o <” host” >: FERFERSEL, Fonitim LAY IPv4 Huhk, TPve Huhl, sidmi4 .
o <time>: ping (NS IR [E], FRAL: ZEFD.

B

o GNARIRAEELT TPVv6 2% Ping X um AL, TEIATRA T AR
— M AP 45 IPv6
- BB AT+CIPV6=1
— HFAT+CWIAP 6523 BLE]—A IPv6 Hihk
— (WAl3k) HITAT+CIPSTA? Gy 4K #s ESP32-C2 J& 753K BUE] IPv6 Hutl:
o QSR AL TR, N ping S5t DNS BEATIER A HT (DLSE@bT IPv4 Hodik) . i ping
Xt i S AL TP skt

Bl

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) T—REBFRMER TR FQ
AT+PING="240c::6666"

3.3.38 AT+CIPDNS: #rif)/t ¥ DNS JIR5583 5 5
i

ik
)24 Hi DNS iR 45 #345 E,

Py
A

{AT+CIPDNS?

Wi 3% ¢

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BEmY

i
UE DNS e 5545 5
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[

[AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

» <enable>: %' DNS R 55 %%

- 0: J3JT A Zh3KE DNS IR 4%-#51% 8, DNS R&E 2 HSWE N 208.67.222.222, 114.114.
114.114 #18.8.8.8, H7A 24 ESP32-C2 station 52 iy 7 DHCP 11#2, DNS R&5e 4 A hE2
GiETe

- 1: J3HF3hitE DNS ks #fE E, RN ESE <DNs 1rx> [KfE, W HEBHAME 208.
67.222.222, 114.114.114.114 f18.8.8.8,

* <” DNSIP1” >: %5/~ DNS R4 #% IP Hutik, FF3EEm4, HA Y <enable> 2k 1 B, Lk
T2 DNS 3%, RSHA G WHEBEE <enable> 4 1, RS HEE —/ME, M4&iE
e A, ESP-AT XHZ S 5UE N 24 7% DNS % & ik 1],

« <” DNSIP2” >: %5/~ DNS fli45#s IP Huhl, XFFiEmS, KA <enable> ZH0CH 1, 5L
SIS T2 DNS B8, RBHEAHHG MR E <enable> Hy 1, I NARSHBE —ME, U&KiE
ey AR, ESP-AT X% S5 N 241017 DNS 3% & ik 1]

e <” DNSIP3” >: 5=/ DNS R4 IP #uhl, ST 3EmS, HAY <enable> ZH0N 1 B, sk
RT3 DNS %8, RSHAER; WS <enable> K 1, W ASENE AME, M4EE
A, ESP-AT YIS EE A 241 DNS % Hik [ .

o #AT+SYSSTORE=1, &5 i fHRAFTE NVS X,
© X=ASHORREBCEAL R — M5 dr L
* 3 <enable>Jy O I}, DNS [Iz 55 il fE MR ESP32-C2 St T £ i i i 2 14 e B M i 22

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/] %H—NET 1Pve B DNS i F B T REIKMERXIEFRQ

// & _/NET IPve B DNS Mt % % : google-public-dns-a.google.com
// BZ=ZANETF Ipve B DNS R4 & : WL H# 4 £ DNS R4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.39 AT+MDNS: ¥ mDNS 3jfig

o % &I B —/~ mDNS R %
o 2538 B3R M 2 &Y mDNS Bk %-
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XA IFki—/> mDNS fil 55

BHES s

AT+MDNS=<mode>[, <"hostname">, <"service_type">,<port>][,<"instance">][,<"proto">][,
—<txt_number>] [, <"key">,<"value">][...]

¢ <mode>:
- 1: JF)j5 mDNS [IlR%5, G858 FHEHT
- 0: X} mDNS IjjfE, ):?i‘%ﬁﬁﬁ HE
* <” hostname” >: mDNS EHL4FK.
* <” service_type” >: mDNS JIR45-27,
« <port>: mDNS R4 .
e <” instance” >: mDNS B4 Fk. BRHAE: <"hostname">,
+ <” proto” >: mDNS R% Y. BHYE: _tcp 3% _udp, BRIAHE: _tcp.
« <txt_number>: mDNS TXT it 0%k, i : [1,20].
o < key” >: TXT B4,
e <” value” >: TXT {C%IM1{H.
[]1: R4 <txt_number> J¥LRIHE TXT {CRH #EXT .

il

// F )& mDNS M %, A& K "espressif", R E&F XA K "_iot", 3 T K 8080
AT+MDNS=1, "espressif","_iot", 8080

// X W mDNS I
AT+MDNS=0

PEN 7R 151 5% mDNS BB -7 11 o

A5 0 )y B L) mDNS il 55

BEEmA mA

/) EBWH R M EH PIR 2%

AT+MDNS=<mode>, <type>, <"service">, <"proto">[,<timeout>] [, <max_results>]

// EE BB M ERK TXT. SRV, TXT + SRV i@ K
AT+MDNS=<mode>, <type>, <"instance">,<"service">,<"proto">[,<timeout>] [, <max_results>

=]

// EAEF N B A, AAAA, A + AAAA EE

AT+MDNS=<mode>, <type>, <"hostname">[, <timeout>] [, <max_results>]

Wi i ¢

+MDNS:<data_len>,
IF=<netif>
IP=<ip_type>
PTR=<instance>
SRV=<hostname>:<port>

(T
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TXT=<key>=<value>
A=<ip4d>
AAAA=<ip6>

(B L)

OK
WA BH
e <mode>:
— 2 ¥R B mDNS ]S, EaESETIE
- 0: XM mDNS T, JFESHILHHS
<type>: FrifjJfy,
- 0: PTR it's%
- 1: TXT it
- 2: SRV i
- 3: TXT + SRV if'5
-4 ATt
— 5: AAAA T
- 6: A+ AAAA TS
<” instance” >: mDNS SLBIZFR. K : 64 747, s HahE.
<” hostname” >: FHLHHR. AKE: 64 747, s HaEN.

<”
<”

service” >: mDNS IR, AR KE: 64 F17,

g 2 H B ET

proto” >: mDNS g5 i, AR 64 747, & [ 3B, AWfE: _tep B _udp.

<timeout>: FJEAMI[A], Ffi: 2ZFP, ERIAfEH: 5000, {EH: [1000,180000]. A RA K%L

KiKF| <max_results>, WFFHN IR BIZEIHEETR.
<max_results>: ¥ if] 25 B 1 i K&, BOAE: L.

JE R [1,255]. 4 525 i) (9 A JOK 38 2

<max_results>, WAEHIFIRMAEMER. B0, S7HEREERER,

iy A i 5 5

il

<data_len>: FFfEERMIKE .
<netif>: W53, F/n mDNS R4 Frerg M 45811 .
— 1: Wi-Fi Station £ 1
— 2: Wi-Fi SoftAP 1
<ip_type>: 4545 [11 IP Huhik A,
- 0: IPv4 btk
— 1: IPv6 btk
<instance>: mDNS 24544 FR .
<hostname>: FHL4FR.
<port>: mDNS iR 5311 .
<key>: TXT ig5tfr4E.
<value>: TXT iCF1H1H.
<ip4>: mDNS g5 BT7E 1Pv4 Hidik,
<ip6>: mDNS [z 45 e IPve Hihil .

// PC Fi# N avahi-publish % # mDNS JR %

avahi-publish -s my_instance _my_printer._tcp 35

// @i AT A EHRHEMEH PTR L X

AT+MDNS=2,0,"_my_printer","_tcp"

[/ R %R

+MDNS:234,

IF=1

"version=v4.1.0.0"

(ZF 50
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(% L 50)

IP=0

PTR=my_instance

SRV=espressif-1.local:35
TXT=version=v4.1.0.0

A=192.168.200.249
ARAAA=240e:1234:204c:bd02:d80f:8c45:3576:2574
AAAA=240e:1234:204c:0bd02:£f043:47£f0:7¢39:0002
AAAA=240e:1234:204c:bd02:2971:£412:14c6:£a00

OK

// X W mDNS Ij &
AT+MDNS=0

3.3.40 AT+CIPTCPOPT: #ify/i3 Btk i
Rl

e
B S

Py
A

[AT+CIPTCPOPT? J

Wi 3% ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive> }

// B ¥ ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % ¥ ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [,<keep_alive>]

W i ¢

[ERROR }
o <link_id>: MZ1%EH: ID (0 ~ max), FEZERNRLT, FSEUHBN max, WFRRIGERE; &
ZHEINER 5.
o <so_linger>: [l EEBFIY SO_LINGER ¥ (5% : SO_LINGER /V49), Mfi: #b, BRIAME: -1,
- =-1: XM

- =0: J}/8, linger time =0;
- >0: JF)3, linger time = <so_linger>;
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34

<tcp_nodelay>: [l B EREFN TCP_NODELAY &1 (£%: TCP_NODELAY /+43), BRiAME: 0.
- 0: 28 TCP_NODELAY
- 1: J3H TCP_NODELAY
<so_sndtimeo>: [l FHERF M SO_SNDTIMEO &I (&% : SO_SNDTIMEO 1}+43), Hfi: ZFb,
ZRINE: 0.
<keep_alive>: Wl £ SO_KEEPALIVE ¥EMi (£%: SO_KEEPALIVE /1v4%), Mfii: #b.

$FE: [0.7200].
- 0: %X keep-alive HJBE; (BRIA)
- 1~7200: JFJ3 keep-alive Zjfg. TCP_KEEPIDLE {f >}y <keep_alive>, TCP_KEEPINTVL { >k
1, TCP_KEEPCNT {{i ¥ 3.
Ay <keep_alive> 7"%%( 5 AT+CIPSTART 549 <keep_alive> ZEHHE, HZ1EH
JEBEE R MAYE .. WIRBFTARGORANRE <keep_alive> Z5L, NIBAM A LR ECEE.

F=AT+SYSSTORE=1, it W EAEE] NVS 43X,

ERCE SR FEIAT, Ws VIiZEmIhae, LR ACE vl GE M .

SO_LINGER &1 A i e B8 R E . N B SO_LINGER {H A 60, )FHJAT+ CIPCLOSE i A1k
ANE X TCP FIN ALIEHL R, 2580 AT PHZE 60 #0, M JCyEm N HE a4 . Bk, SO_LINGER
B RRBGAE .

TCP_NODELAY 350 i ] T ik g/ MEXT SE i R s g 5. PG, LwlP 2 TCP [ %
%, (HUER MR 2, Sl TEATSEEREIE. Fit, TCP_NODELAY A ERIAE .
SO_SNDTIMEO 33 3 il T-AT+CIPSTART iy 4 it & keepalive 251 W il 75+ . Hﬂﬁﬁiﬁilﬁiﬁ,
AT+CIPSEND. AT+CIPSENDL. AT+CIPSENDEX T4 A1E% B NEY, BiLRELLmI.

., SO_SNDTIMEO #i{fiil &4 5 ~ 10 fb,

SO_KEEPALIVE #3038 ] = 2l % PR 1 32 2 R W i i 5%, il AT /58 TCP R 55 2% i
B E LR . BlEAEI S, SHOINESMG ML 58 . SO_KEEPALIVE ZH it & H A /N T 60
i

Bluetooth® Low Energy AT iy A4

28

AT+BLEINIT : Bluetooth LE %] 454k,

AT+BLEADDR: %5 Bluetooth LE 5 £5 il
AT+BLENAME: 25if]/1% & Bluetooth LE %4544 Fi
AT+BLESCANPARAM : #5ifi)/#% & Bluetooth LE JHH#i &%
AT+BLESCAN : {fifig Bluetooth LE {4
AT+BLESCANRSPDATA : %% Bluetooth LE 41 %/
AT+BLEADVPARAM : Z5if]/i% & Bluetooth LE | &S %L
AT+BLEADVDATA: %% Bluetooth LE | #5 51
AT+BLEADVDATAEX: HZh#%E Bluetooth LE J 3%
AT+BLEADVSTART : J1-44 Bluetooth LE %
AT+BLEADVSTOP: {2 |- Bluetooth LE "%
AT+BLECONN : 737 Bluetooth LE %52
AT+BLECONNPARAM : #:]/TE 3 Bluetooth LE ¥ 5%k
AT+BLEDISCONN : Wi Bluetooth LE %43
AT+BLECFGMTU': %% Bluetooth LE MTU :J&
AT+BLEGATTSSRV : GATTS kIR %
AT+BLEGATTSCHAR: GATTS % FRAR 45 5 4E
AT+BLEGATTSNTFY : JIR45-5% notify IR 454 i (E 45 % Pk
AT+BLEGATTSIND: JI}%-3% indicate I} 55 45 iF(H 26 7 ik
AT+BLEGATTSSETATTR: GATTS 55 Ik 5 B+ F
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o AT+BLEGATTCPRIMSRV : GATTC % Pl E AR %%

o AT+BLEGATTCINCLSRV: GATTC Kk IELE 1 IRS

o AT+BLEGATTCCHAR: GATTC % PR 55 -

o AT+BLEGATTCRD: GATTC HUIR 45 A

o AT+BLEGATTCWR: GATTC B R4 FE

o AT+BLESPPCFG: TFif)/i%® Bluetooth LE SPP 5%k

o AT+BLESPP: i} A Bluetooth LE SPP izt

o AT+BLESECPARAM : #rif)/$¢E Bluetooth LE N EE 54K

o AT+BLEENC: % Bluetooth LE fjji 254 sk

o AT+BLEKEYREPLY : #5%} 75 1%4% [0l 54 %541

* AT+BLECONFREPLY : #5% 7 i 45 M M\ G5 (e G iEse b B )
o AT+BLEENCDEV : %455 1) Bluetooth LE [ Z5i% £ 41 3
o AT+BLEENCCLEAR: J&J4: Bluetooth LE 855 541 32

o AT+BLESETKEY : #%& Bluetooth LE #3SHCXT254H

o AT+BLUFI: FFj=8 2] BluFi

o AT+BLUFINAME: 2%/ BluFi #4544 F5

o AT+BLUFISEND: %% BluFi ff F7' 3 & X HdE

o AT+BLEPERIODICDATA: %8 Bluetooth LE J&| M & i de
o AT+BLEPERIODICSTART : FfJ2 Bluetooth LE J& 314 4%

o AT+BLEPERIODICSTOP: {Z1}- Bluetooth LE J&HiE 1%

o AT+BLESYNCSTART: FF = JE 3 4% [l 2

o AT+BLESYNCSTOP: {% | JEI#ME) #5725

o AT+BLEREADPHY : F%if) 4§43 H ) PHY

o AT+BLESETPHY: % &4 uidE6 iy PHY

341 4

2y, ESP32-C2 AT [EI{: 3045 B A% D MIE 5.0 HA

% BRiA ¥ ESP32C2-4MB AT [& {4 3% 45 BluFi I fig, 1 ESP32C2-2MB AT [# {4/ % £} BluFi I fig.
ESP32C2-2MB AT [H {44~ %+ BluFi Djfig, &4 2 MB flash k/NAS /DA R B} %24 Wi-Fi, BluFi f1 OTA
ke

T ZRIAf ESP32C2-4MB AT [E{4:H1 ESP32C2-2MB AT [ {:# 4 3% #} Bluetooth LE ThEE. WA
Y #F Bluetooth LE TIRE, 5 F T4 % ESP-AT 142, {55 =435 051}, #4% ESP32C2-2MB-BLE,

1T ESP32-C2 A2 BR, REICIRAE— AR HLIR] I 50 4F Wi-Fi Al Bluetooth LE Jjfig .

3.4.2 AT+BLEINIT: Bluetooth LE #Ji44k
iR 4

ik
#1if) Bluetooth LE 2 #]IH1L

Py
A

[AT+BLEINIT?

W
O, AT & :
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+BLEINIT:<role>
OK

HiARPIIRAL, AT 3R [v]:

+BLEINIT:O0
OK

Dyie:
% B Bluetooth LE #Jis4k /A {4

e

[AT+BLEINIT=<init>

Wi i ¢

[OK

<init>:

0: Y344 Bluetooth LE

1: client ff {1,

2: server fi {f,

3: WA (client 1 server)

e

o NFEEFHITERE, BINAE{H T Bluetooth LE THEEH], e Ak iXAT+CWMODE=0/] f5525 ] SoftAP,
WAL TR Z A0, R RE U7 SRy,

o fii & Bluetooth LE iy &2 Hi, W/CH A4, #I4fi{k Bluetooth LE /4.

* Bluetooth LE fi a4k 5, RNEEE V. RV, FEIICHHAT+RST L EH RS, F
FH 454k Bluetooth LE £ {4,

o HHNAEHEY Bluetooth LE Z B, {5 IRIEAEIATHY) 316 . 48 Wr T irf 00 4 4% .

o YR Bluetooth LE B\ #1444k, WAT+CIPMODE FoiE%E M 1.

o WNSRBCE AN, NIRRT DA RSS2 A Ml G a4, o m] DAGE FI & P i A (A i S o

o TERUAEBIAT, BLE i EHH X a2 BLE H3# L REA SR

o XA @B, WRARE) RS, il SO REUE IR HE .

o TR, ATAREHHSE. ENEMS B0 RS IR

o TERMAEBITT, AT AR T EEA X SECEHIF A E RS

o TERAERTT, MR B ER A 3.

il

[ATJrBLEINIT:l

3.4.3 AT+BLEADDR: ' Bluetooth LE 45 ikl
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=

s

Yitig:
[ﬁi’@ Bluetooth LE i & & M Al H 4 J

=

[AT+BLEADDR? J

W 7

+BLEADDR:<BLE_random_addr> }

OK

Has

&E

e
1% & Bluetooth LE 15 £ i 2 78

D e
iy A

[AT+BLEADDR:<addr_type>

W

[OK

BH

e <addr_type>:
o 0: /A3eibdit (Public Address)
o 1: Bi#LHbAE (Random Address)

|

o HESHLIE (Static Address) Y7 AL AR A5 F:
o HuhkE R PIALY N 15

o BEHLHAE T 2 1 AR 05

o BEYLHAETR > B 16K 1.

o WEMESHIIEA S BARIFE NVS X,

Zy |

[AT+BLEADDR:1 // WE ML E A B AR

344 AT+BLENAME: #%ily)/i¥i Bluetooth LE %5 #4 %%

A it 4

g

#71fi) Bluetooth LE 154544 ¥R

[
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[AT+BLENAME? J

Wi % ¢

+BLENAME : <device_name> }
OK

Bae

&E

ke
% & Bluetooth LE #4454 FF

O e
iy

[AT+BLENAME:<device_name> }

W

o <device_name>: Bluetooth LE %4548, mARKE: 32, BHALFRAN “ESP-AT”,

B

FrAT+SYSSTORE=1, Tt '& S BCHARAEAE NVS X,
s EARA AW E RS ARG, BEWEIITAT+BLEADVDATA iy 4R 45 44 FRAHE ) 48 5diE 24 v

il

[AT+BLENAME:"esp7demo"

3.4.5 AT+BLESCANPARAM: #%il)/ix ¥ Bluetooth LE f1#i %%
Ao A

g
#51f] Bluetooth LE {93 &4k

A

[AT+BLESCANPARAM?

W

+BLESCANPARAM: <scan_type>, <own_addr_type>, <filter_policy>,<scan_interval>, <scan_
—window>
OK
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B

&F

Tytig:
¢ B Bluetooth LE 33254

O e
iy

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

W

» <scan_type>: A

o 0 PahiH

o 1o B

o <own_addr_type>: it

o 0: AJLHbhE

o 1: BEHLMBAE

o 2: RPA 3kl

* 3: RPA [ifit/LHbsik

o <filter_policy>: ity =\

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: A [F. &S EEN KT % T <scan_window> Z#{H. 2 3L H:
[0x0004,0x4000]. 14 [H] FE /2 % S 3Rk DA 0. 625 &b, Jr RASE Br i 4514 18] [ Y5 L4 [2.5,10240]
R,

o <scan_window>: HIiH 0. XS EEN /DT 4% T <scan_interval> Z¥{H. 25 H:
[0x0004,0x4000]. it N 2% SR DA 0. 625 ZF, FrRASLPs 5 18 A [2.5,10240]
=R,

il

AT+BLEINIT=1 // fat: % p 3%
AT+BLESCANPARAM=0, 0, 0, 100, 50

3.4.6 AT+BLESCAN: {iifi¢ Bluetooth LE i
LS

Yitig:
F 4445 1k Bluetooth LE 34

A

[AT+BLESCAN=<enable> [,<duration>] [,<filter_type>,<filter_param>] }

Wi 3% ¢
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+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

e <enable>:
o 1 FRURHRREEH
o O {55 IR
o [<duration>]: JHIFEEEE], B .
o FUEAFIEEN, LHRRERSEG
o FIREITHRER, FREARSH:
- ARSEN 0 iF, WIFIRIFARHREEH
- RSHPEHAE O fHRF, Bt AT+BLESCAN=1, 3, MIF/Ri4H 3 #)5 AZh45 A, ARERE

ER IR
o [<filter_type>]: &I
o I: “MAC”
« 2: “NAME”

» <filter_param>: i8S 4L, FIRXH s MAC itk 4 Fr
e <addr>: Bluetooth LE #hlil:

o <rssi>: {55 IRE

o <adv_data>: | HEHIRE

o <scan_rsp_data>: I3 b 5

o <addr_type>: | ik £ A

e g N tH By OK Ml +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> TE4i U7 EWRCA A% E X ERSEE Y. OK A fEFE +BLESCAN: <addr>,
<rssi>,<adv_data>, <scan_rsp_data>,<addr_type> 2 H| # H, W H 0 § 1
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 i
e

o MR GARZORAG IR Y 8 , 752 AT+ BLESCANPARAM i 5 W B )7\ active scan
(AT+BLESCANPARAM=1,0,0,100,50) , JH HX ik & R 2 E scan rsp data, AREIRIGH
) B 54 o

hil

AT+BLEINIT=1 /] A B P
AT+BLESCAN=1 /) TR
AT+BLESCAN=0 // &k H#

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F# A H, TR £ A 4 MAC M ik
AT+BLESCAN=1,3,2,"ESP-AT" // F iAW, B R LR A& & £ #H

3.4.7 AT+BLESCANRSPDATA: ik Bluetooth LE F{§m )

)y

N

&

Dyt
1% & Bluetooth LE 44 1.

Py -
iy
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[AT+BLESCANRSPDATA=<scan_rsp_data> }
W] 3 :
e J

* <scan_rsp_data>: M, S HEX 455 . Blhn, #5805 E S s R “ox11 0x22
0x33 0x44 0x55”, N4 A AT+BLESCANRSPDATA="1122334455",

hil

AT+BLEINIT=2 // fat: R& 5B
AT+BLEADVPARAM=32,32,0,0,7,0,, // #E#45%K
AT+BLESCANRSPDATA="1122334455" /) R E A R

3.4.8 AT+BLEADVPARAM: #ify/i% ¥ Bluetooth LE ) &5 %k
ity fir 2

ik
EERZIAE e i

Py e
"ﬂ€>'

{AT+BLEADVPARAM? ]

W .

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_filter_policy>, <peer_addr_type>,<"peer_addr">,<primary_ PHY>, <secondary_PHY>

WEHEER

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>,<"peer_addr">][,<primary_PHY>,
—<secondary_PHY>]

W i :

[OK
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<adv_int_min>: /N IGEIG. SEGEE: [0x0020,0x4000], JIEEI MRS T 125809k 0A 0. 625 &
FE, T ASE B fe/ N H ] B Y L [20,10240] Z b, ASBUEN /N T4 T <adv_lnt_maX>73
BH.

<adv_int_max>: K &G . SEEEE: [0x0020,0x4000], | 1% R T2 5409k 0. 625 &
BB, T ASE R B KT R 8] [ Y L [20,10240] 2270, ASHUEN K T4 T <adv_int_min> %
Bl

<adv_type>:

0:
: ADV_TYPE_DIRECT_IND_HIGH

: ADV_TYPE_SCAN_IND

: ADV_TYPE_NONCONN_IND

: ADV_TYPE_DIRECT_IND_LOW

: ADV_TYPE_EXT_NOSCANNABLE_IND
: ADV_TYPE_EXT_CONNECTABLE_IND

AN N AW

ADV_TYPE_IND

*7: ADV_TYPE_EXT_SCANNABLE_IND

- é‘ii}(ﬁf”i‘%*ﬁi%04 W iJ AT+BLEADVDATA fiy 9B S Bl 2 A BE i 31 7
T, WECRFERE RN S, IR AT+BLESCANRSPDATA /BAEEEE

- MCE)IEIAN 5-7, WIHEAT+BLEADVDATA %3 E) #S B2 R u§119$
e

<own_addr_type>: Bluetooth LE #2571

0:
1:

BLE_ADDR_TYPE_PUBLIC
BLE_ADDR_TYPE_RANDOM

<channel_map>: | {&51H

1:
2:
4.
7.

ADV_CHNL_37
ADV_CHNL_38
ADV_CHNL_39
ADV_CHNL_ALL

[<adv_filter_policy>]: | 4%l yEzs 4000

0:
1:
2:
3:

ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY
ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST

[<peer_addr_type>]: X}J5 Bluetooth LE Hih-35%1

0:
1:

PUBLIC
RANDOM

[<” peer_addr” >]: X}7Jj Bluetooth LE ik
[<primary_phy>]: | & primary PHY . ZRA{E: IMPHY,

- 1: IMPHY
— 3: Coded PHY

* [<secondary_phy>]: | % secondary PHY., BAiAfEH: IMPHY.

B

- 1: IMPHY
- 2:. 2M PHY
— 3: Coded PHY

o WRMAKBE T peer_addr, AT KGR EREE,

e primary_phy fll secondary_phy FFE-—E&KE, WRARE, BARKENSEES M HBRIA
IM PHY.
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il

AT+BLEINIT=2 // fat: 4% %
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1,3

349 AT+BLEADVDATA: ¥¢¥i Bluetooth LE ) £ % ¥

DR A
e
B A
ma:
[AT+BLEADVDATA:<adV_data> }
ja] o 2
(ox )
S
o <adv_data>: IR,y HEX 52458 . BIHN, B850 8 5 “Ox11 0x22 0x33 0x44 0x55”,
N4> AT+BLEADVDATA="1122334455", i KKFE: 119 537,
]
o ER 2 HIE & ¥ H fiy S AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
BB T #EE0E, Wi B AR S .
o WA A Ay B R &2 K, WENAERITE 1% 6 2 2 Ja A TAT+BLENAME iy 215545 44
FRUEE MR RE) 24 F5 o
o YE{#i FHAT+BLEADVDATA 6542 B, W /5eid it AT+ BLEADVPARAM iy 5% B &S50,
o MIHF AT+BLEADVPARAM x5V B #%2581°% 0-4, N AT+ BLEADVDATA A% B &5
w2 HEERE 31 77, WIRFERE T KA %%ﬁfﬁ 1M F AT+ BLESCANRSPDATA fip % R 1% .
o YiF AT+ BLEADVPARAM A BEE T #EITU K 5-7, W FJ AT+ BLEADVDATA iy 2 B 1 5s
i HERRE 119 F77,
il
AT+BLEINIT=2 // fAf: K% &
AT+BLEADVPARAM=32,32,0,0,7,0,, // #E#45%K
AT+BLEADVDATA="1122334455" /] KB EKE

3.4.10 AT+BLEADVDATAEX: [qzhi% ¥ Bluetooth LE ) &%
iy A

e
BNt i3 G R 2

"ﬂl\’\
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[AT+BLEADVDATAEX?

Wi % ¢

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

OK

B A

i
BCE AR IR 1%

e

[AT+BLEADVDATAEX:<dev_name>, <uuid>, <manufacturer_data>, <include_power>

Wi i ¢

[OK

* <dev_name>: F A H S, LR F /W B, HHEERSSKHN “ust
test” ., DAy 4 N AT+BLEADVSTARTEX="Jjust-test", <uuid>, <manufacturer_data>,
<include_power>,

o <uuid>: F A H S R 6, #F & B UUID A “0xA002” N .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>, <include_power>,

* <manufacturer_data>: {fi| i& B £ 4, b HEX FAFER. 60, 2 A8 8 3k i £l o “ox11
0x22 0x33 0x44 0x55”, N4 AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: ¥ REHET S TX PR, RSN 15 B, 0.

Bl

o HISLZ {I T2 6l AT+ BLEADVDATA=<adv_data> BEE T B K0H , WAy & B0 B0 1%
HOmE

o W42 EEIKE2 Hi B AT+ BLEADVPARAM iy &L 1) T AU 0.

o AT MU P A RIS R BN, (FORCH A K B 3100, P %K | 5 T

il

AT+BLEINIT=2 // FAf: B %%
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.11 AT+BLEADVSTART: J1i4 Bluetooth LE )"k
AT

Yyfie:
TR

s
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[AT+BLEADVSTART

Wi % ¢

[OK

]

o DMVSEAE 45 AT+ BLEADVPARAM=<adv_parameter> 7£ 71 )8 ) #& 2 Fi X B ES 5.

o BN H G4 AT+BLEADVDATA=<adv_data> %5 T 3850, W E3£4 0 5.

cHZ H B & M fiv RAT+BLEADVDATA=<adv_data> & & it |~ #& % #, W &
Wi AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> & & ) |~ & %
WA, M, WAHRSEMEH AT+BLEADVDATAEX, N<x4f AT+BLEADVDATA i & (1)) 544

#ii.

* JFJ5 Bluetooth LE J & )5, 1 #A 57 Bluetooth LE #:4%, ARAKFS—EHARAE 1% WURESL T

e, W& EZEH) k-

il

AT+BLEINIT=2

AT+BLEADVSTART

/A R #

AT+BLEADVPARAM=50,50,0,0,7,0,,

3.4.12 AT+BLEADVSTOP: £} Bluetooth LE ) £k

[AT+BLEADVSTOP

W i <

[OK

B

o LI5S, BT Bluetooth LE 382, W4 H 345 Bluetooth LE | #%, TR ARG S .

2N

AT+BLEINIT=2

AT+BLEADVSTART
AT+BLEADVSTOP

/AR ME#

AT+BLEADVPARAM=50,50,0,0,7,0,,
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3.4.13 AT+BLECONN: &t Bluetooth LE ¥4
Arifg i A

Yitig:
#71fi) Bluetooth LE %3

s

[AT+BLECONN? }

L)V

+BLECONN: <conn_index>, <remote_address> J

OK

RS IERE, W YA B 7~ <conn_index> £l <remote_address> S .

By

N

ERTIE

5
7

ik
%57, Bluetooth LE 43

[k

[AT+BLECONN:<conn_index>,<remote_address>[,<addr_type>,<timeout>}

My i+
PSR, WK

+BLECONN: <conn_index>, <remote_address>

OK

PR IERRI, R

+BLECONN: <conn_index>, -1

ERROR

tioe RN SRR ECE B — L S EGE R RN, s

[ERROR

S

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,1].

» <remote_address>: XfJ5 Bluetooth LE £l .
* [<addr_type>]: )" stk A2 :
— 0: A3tttk (Public Address)
— 1: MLkl (Random Address)
o [<timeout>]: FEHGEMIINE, FAL: Fb. JEH: [3,30].
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e

o BAEENORNIEEZH, JeisfTAT+BLESCAN fip %134t Mibr H AR s b T #Ras.

o O RIERER N 30 7.

o IR Bluetooth LE server B 4 IAL HIEH E IS, W] DAREH bt ay X 451548 (GATTC) Hik
MRS B AfE DA GATTC A

o AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

e AT+BLEGATTCCHAR

e AT+BLEGATTCRD

o AT+BLEGATTCWR

e AT+BLEGATTSIND

o N AT+BLECONN? ¥ Bluetooth LE & #] 45 1) 1% % F $4 4T (AT+BLEINIT=0), W) & 4 4 £ % 1
+BLECONN:<conn_index>, <remote_address> ,

Bl

AT+BLEINIT=1 // # & : & p %
AT+BLECONN=0, "24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: #%if)/ti ;31 Bluetooth LE ¥:4% 5 $
A ity 4

Jriie:
2¥if] Bluetooth LE 1325

Py
A

[AT+BLECONNPARAM?

W

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>,<latency>,
—<timeout>

Dyie:
H# Bluetooth LE #55

A

[AT+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi i ¢

[OK

ARCERM, WHRR AR R

[+BLECONNPARAM: <conn_index>, -1
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» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <min_interval>: f/NEREEE. KSEEN /DT % T <max_interval> ZE({H. S50 HE:
[0x0006,0x0C80] . 4[] [ 5E TZSER A 1. 25 2FP, BT DASE Brid e/ NEE 42 R B v Bl A [7.5,4000]

2.

o <max_interval>: i RKEBEF. KASHEN KT ZT <min_interval> S {H. S50 H:
[0x0006,0x0C80], EHZIF G T %S ERPA 1. 25 >, FrPASEFr i o R IERE A B SRR [7.5,4000]

ZHp
= o
o <cur_interval>: 4H[iERENE.
o <latency>: EiR. ZHGER: [0x0000,0x01F3].

* <timeout>: . ZHEH : [0x000A,0x0C80], AT ZSHORLA 10 250, BrAschr s

JEHE A [100,32000] 275,

Bl

o AT EORICHSIIERE, client i server Ay CUHS SR RUBIEL S AL

il

AT+BLEINIT=1 // fat: % p 3%
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0, 12,14, 1, 500

3.4.15 AT+BLEDISCONN: IiJI Bluetooth LE %
P4

Dyie:
¥7FF Bluetooth LE j4:4%

A .
"ﬂé’\‘

[AT+BLEDISCONN:<conn_index>

Wi % ¢

OK // Y % AT+BLEDISCONN #& 4
+BLEDISCONN:<conn_index>, <remote_address> // & 4T 4 2 & 3

BH

» <conn_index>: Bluetooth LE i35, JEHl: [0,2].
o <remote_address>: X]J; Bluetooth LE % £5Hudik .

il

AT+BLEINIT=1 // # f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDISCONN=0
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3.4.16 AT+BLECFGMTU: %% Bluetooth LE MTU K-Ji&
Arifg i A

Dyie:
Z1h) MTU (maximum transmission unit, fx KAEHEATE) K&

s

[AT-FBLECF GMTU?

W

+BLECFGMTU: <conn_index>, <mtu_size>
OK

)E’J

AUNTEC

tik:
P MTU K

[

[AT+BLECFGMTU:<conn_index>

W i <

[OK /0B R A A

S

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,1].

(A}

o ARfyAER ST Bluetooth LE 742,
o (LR Fmisf T ARG A E MTU K.

il

AT+BLEINIT=1 // fAt: & P ¥
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLECFGMTU=0

3.4.17 AT+BLEGATTSSRV: GATTS LIRSS
A a4

Dytig:
GATTS KRk
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[

[AT+BLEGATTSSRV?

Wi 3% ¢

+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

S

o <srv_index>: [R%F5, M 15,
e <start>:

o 0: RS ARITRS

o 1D RS ETFFRS

o <srv_uuid>: fk51¢ UUID,

o <srv_type>: JIR5HyZEHL:

o 00 RERS

1 H 2RSS .

il

AT+BLEINIT=2 // fat: R4& %
AT+BLEGATTSSRV?

3.4.18 AT+BLEGATTSCHAR: GATTS % BiR 25 $ 4k
i A

Ty
GATTS K IR 55 F#iE

[AT+BLEGATTSCHAR?

Wi i ¢
XA S FHL AR R, IR AN :

[+BLEGATTSCHAR:"Char",<srv_index>,<char_index>,<char_uuid>,<char_prop>

XA R, MR

OK

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>, <desc_uuid>

o <srv_index>: R 7S, M 1 IFEG8,

o <char_index>: WREFHEMITS, M 1 AZIGIENE.
e <char_uuid>: AR54HER UUID,

* <char_prop>: [RS5HFHEMJEM:

o <desc_index>: FHFRIAGTFE.

o <desc_uuid>: 4FEIALT UUID,
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il

AT+BLEINIT=2 // fat: 4% %
AT+BLEGATTSCHAR?

3.4.19 AT+BLEGATTSNTFY: Jit552% notify It 55 FFAEEL 40 2% ) i

1R 45-2% notify IR 45 4T (545 % P i

A\ .
"ﬂé’\‘

[AT+BLEGATTSNTFY:<conn_index>,<srv_index>,<char_index>,<length>

W

>

J

P > Fn AT HER IR D8, U T DA AR, 4 80s KRB 280 <length> MY(EIT,

AT notify #E .
FHARE ), MR
E

» <conn_index>: Bluetooth LE i£#:5-, JuR: [0,2].

o <srv_index>: R%)F5, WinfTAT+BLEGATTSCHAR? %¥ifi].

o <char_index>: R&UHMEHIFEE-, A[EfTAT+BLEGATTSCHAR? Z%if] .,

o <length>: FHRKJEF, HAKE: (:iref: MIU <cmd-BMTU>" - 3),

hil

AT+BLEINIT=2 /] R RE B

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART /) FM) ¥, % client HHEF, LA E E K notify
AT+BLEGATTSCHAR? // % # A % notify % 3% W 4 1F

AT+BLEGATTSNTFY=0, 3,6, 4

// %% nsn /F‘f.%)é—, %)\ 4 ?’%’é’g%{%, ﬂ[] "1234", %E%{%E@b/ﬁ;%

/) B, R 3 FMREMW 6 FHA notify KEA 4 FVHHE, AL T &L

3.4.20 AT+BLEGATTSIND: J[§%538 indicate I} 55 F5AE (20 % 3

Bas

&E

Yrfie:
JI7 54 indicate I} 455 (H 287 P ik

O e
iy 4

[AT+BLEGATTSIND:<conn_index>,<srv_index>,<char_index>,<length>
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Wi 3% ¢

>

)

R > Fn AT HERSFHCR 8, BUR 0T DA AR, 4 8s K IR FI S8 <length> YMEIT,

AT indicate FEE .
TR R Y, R

[OK

S

e <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: [R%57 5, WiafTAT+BLEGATTSCHAR? Z5if.

o <char_index>: JR$HHEMTE, T84 FAT+BLEGATTSCHAR? 251,
* <length>: ¥EKE, mAKE: (MTU-3).

il

AT+BLEINIT=2 /A RAH B
AT+BLEADVPARAM=50, 50,0, 0,7, 0, ,

AT+BLEGATTSCHAR? // Z # & F 3 7 DL # )k indication % 1L

AT+BLEGATTSIND=0, 3, 7, 4

AT+BLEADVSTART // FFd )4k, % client ## )5, UMEEHK indication
/) Bl fER 3 BEMR4A&E 7 B4 indicate K E N 4 FE WM HE, 4S5 T
/]RT ST BEE, AN 4 FEMKE, W "1234", REKEEHEHR

3.4.21 AT+BLEGATTSSETATTR: GATTS %R 55 FRAEA

[AT+BLEGATTSSETATTR:<Srv_index>, <char_index>, <length>

W 7

>

J

P > o AT HERAFRCR D 8d)s, T DA AR, 48 KA B 240 <length> HYMHIY,

PATBLE R
AR, R

[OK

S8

o <srv_index>: R4 75, WiafTAT+BLEGATTSCHAR? %51y,
o <char_index>: HREEHEN TS, R]i8fTAT+BLEGATTSCHAR? £5if .

o [<desc_index>]: JHFHIAST TS
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o HHE, WBEHRAFIE
© HRET, WK ERHEE.
o <length>: F#EK)E,

i}
o QR <length> ZEE R T LMK, MEE KK, XT service table, 15 I, gatts_data.csv
o JOEIR EAHEERA T IE .

il

AT+BLEINIT=2 // ft: BR% &

AT+BLEGATTSCHAR?

/) B, Bl BREE L EHRMEEAKEAN L FEHEE, o5 w T
AT+BLEGATTSSETATTR=1,1, 1

/O RE ST BERE, BN L FEHRRERT, Bl s, REKEFH

3.4.22 AT+BLEGATTCPRIMSRYV: GATTC % IEANR 55
A%

Jtig:
GATTC (Generic Attributes Client) % i 574 % 5%

[AT+BLEGATTCPRIMSRV:<COnn_i ndex>

W i3 ¢

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

BY

» <conn_index>: Bluetooth LE i£#:%5-, Jul: [0,2].
o <srv_index>: R55F75, M 1 FFHREM,

e <srv_uuid>: g5 UUID,

o <srv_type>: JR45HZEHY:

o 0: RERSS

o L HERS

e
o FHAMS, FEIHET Bluetooth LE JEH; .,

Bl

AT+BLEINIT=1 // f € : & P 3%
AT+BLECONN=0,"24:12:5f£:9d:91:98"
AT+BLEGATTCPRIMSRV=0
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3.4.23 AT+BLEGATTCINCLSRYV: GATTC %A Nk SS

BeE WA

Jyiig:

GATTC Z B 55
[

[AT+BLEGATTCINCLSRV=<conn_index>,<srv_index>

W

+BLEGATTCINCLSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

e <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].

o <srv_index>: 5575, T[imfTAT+BLEGATTCPRIMSRYV =<conn_index> #¥if].
o <srv_uuid>: fk51 UUID,

o <srv_type>: JR45HZEHL:

o 0: MRS

o 1D RS

 <included_srv_uuid>: &R 41 UUID,

 <included_srv_type>: &R HIZEAL:

o 0: MRS

I MRS .

|

o fEFAMGS, FFESEST Bluetooth LE 4,

il

AT+BLEINIT=1 // At : & P %

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REW — £ H 2 W T HLE R, £ index & H

3.4.24 AT+BLEGATTCCHAR: GATTC % 3IR 55 H54ik

LA

-t

itk
GATTC % PUAR 55 4545

[AT+BLEGATTCCHAR:<conn_index>,<srv_index>

W] 7 <
XFF IR FFEAE R, M R4
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[+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop> J

XEFHAFFE R, MR

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid> }

OK

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].

o <srv_index>: [R5 /7 5, WiafTAT+BLEGATTCPRIMSRV=<conn_index> £y if],
o <char_index>: [[RFFHMERTS, M 1 IFURIEHIE.

e <char_uuid>: ARS4HER UUID,

s <char_prop>: [R5 FHEMJEM: .

o <desc_index>: FHFRIAGTFE .

o <desc_uuid>: FFEIALE UUID,

]
o ffHARMS, FEIHEST Bluetooth LE JEH;,

il

AT+BLEINIT=1 // fat: & p 3%

AT+BLECONN=0, "24:12:5f:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // RE W — 4 H# AW EWLE R, #§ T index £

3.4.25 AT+BLEGATTCRD: GATTC U 55 HraEA

)y

N

&;

Dyt
GATTC BRI 55 R AL (EL Bl R A

O e
iy

[AT+BLEGATTCRD:<conn_index>,<srv_index>,<char_index>[,<desc_index>] }

Wi i *

+BLEGATTCRD:<conn_index>, <len>, <value> }
OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].

o <srv_index>: [[R%5)F 5, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif] .

o <char_index>: RSHEHEF S, Wia{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif.
o [<desc_index>]: HEHIRIF TS

o HIE, BEHHRATFIIE

o HARRE, HHEHRHERE.

o <len>: HIEKEE,
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o <value>: <char_value> {3 <desc_value>,

o <char_value>: [R5 E-AEE., F45 4% 30 , 121T7AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
P, B0, #HWRCA +BLEGATTCRD: 0, 1, 0, WIFRIREHHKER 1, NEHR “07.

o <desc_value>: fx % 4 fE i A F M H O F O £ & KL, B
T AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> i3 Ht. 4, 25 W W
"N +BLEGATTCRD:0, 4, 0123, NFREEEKE N 4, WA R “01237,

]
o EHAMA, FFE5E T Bluetooth LE # 4§,
o #HARRFSFHEA RS, WERE] “ERROR”.

il

AT+BLEINIT=1 // fat: & p 3%
AT+BLECONN=0, "24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0
AT+BLEGATTCCHAR=0,3 // AR — & & 2 ¥
/) B, BEBE 3 ERENE 2 THAEH

AT+BLEGATTCRD=0, 3,2, 1

N

=
B
Hﬁ“
g
B o
Al
T
am
s B
[0}
oy X
A bt
H

3.4.26 AT+BLEGATTCWR: GATTC ‘B R SSF4EA

GATTC 5 i 55 F A (E B A AL

iy

[AT+BLEGATTCWR:<conn_index>, <srv_index>, <char_index>[, <desc_index>], <length> J

Response:

P > Fn AT HER SRR D8, SUI 0T DA AR, 488 KA FI 280 <length> MY(EIT,
WITE AL
AR, R

& )

e <conn_index>: Bluetooth LE &35, LR : [0,2].
o <srv_index>: R%5 75, ﬂii_ﬁATHi’LEGATT CPRIMSRV =<conn_index> %51 .

__~/__‘

o <char_index>: [R4H4HETS, W54 7AT+BLEGATTCCHAR=<conn_index>,<srv_index> #¥{f].
* [<desc_index>]: FHIEHHIATFF 5 :

o HIE, WS HRRRFIIE;

o BAWE, WEHARFHERE.

» <length>: ¥ PEKE. ZZSEBUETLE 7 gatts_data.csv 1 val_max_len SHENH .
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e

o fifHAAYS, FREEET Bluetooth LE #4%
o #EBRSFEA L HFE A, WkE “ERROR”.

Bl

AT+BLEINIT=1 // fAf: % F ¥

AT+BLECONN=0,"24:12:5£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // RF W — £ # L MW E WL K, #F index &

/) Bl mME 3 EREME 4 FHME, EAKEHN 6 FIHHKE, S50 T:
AT+BLEGATTCWR=0,3,4,,6

/)BT ST B, M\ 6 FHMBENTT, 8 "123456", REFHEE AN

3.4.27 AT+BLESPPCFG: #if)/ix i Bluetooth LE SPP %%
iy

i
251 Bluetooth LE SPP (Serial Port Profile) Z:%§

e

[AT+BLE SPPCFEG?

Wi i ¢

+BLESPPCFG:<tx_service_index>, <tx_char_index>, <rx_service_index>, <rx_char_index>,
—<auto_conn>

OK

B A

i

15 B 5 #E Bluetooth LE SPP £:%{
s

AT+BLESPPCFG=<cfg_enable> [, <tx_service_index>, <tx_char_index>,<rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

¢ <cfg_enable>:

0: F'E iy SPP 24, RSB ILHIEHS;

I G SR EIHS

o <tx_service_index>: x JR %
FIAT+BLEGATTSSRV? #51).

L

b

=, W iz fTAT+BLEGATTCPRIMSRV=<conn_index>

o <tx_char_index>: tx JIR 4 4% 1F J¥ 5, W] i8 $7AT+BLEGATTCCHAR=<conn_index>,<srv_index>

FAT+BLEGATTSCHAR? 751 .
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o <rx_service_index>: rx J[& 4% J¥ B, W] & {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 2541,

e <rx_char_index>: rx R % % {F ¥ 5, ¥ i8 fTAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 75

* <auto_conn>: FZEEAREN, BINOLT, HINEEDREREGE.

* 0: 2%} Bluetooth LE %1% H 3 =i T EE .

* 1: {#ifiE Bluetooth LE %1% [ s &% 2 HE .

o X Bluetooth LE % 'k, tx fRGUFIE B IE write with response Bf write without
response, 1x REEEEHELMZ indicate B notify,

* XJT Bluetooth LE il 55#%, tx JRSFHIEJE M LAE indicate B notify, rx JRSFHIEE M LATE
write with response B{ write without response,

BT A EBERE G, WREERTT, 2R AWITIERE B (KT AT+SYSMSG), &
B SOGRTERM G RIS T, WIS, SHEIEE, MCU IR RARR EREA BT,
AT IR MAC KA T oA, WITCE SR R Y) .

il

AT+BLESPPCFG=0 // ® % Bluetooth LE SPP % ¥
AT+BLESPPCFG=1,3,5,3,7 // i#& % Bluetooth LE SPP % ¥
AT+BLESPPCFG? // % # Bluetooth LE SPP % ¥

3.4.28 AT+BLESPP: A Bluetooth LE SPP i

S
=
g

[

A

A=)

oF

fig:
i3k A Bluetooth LE SPP 5=
wA

Pray

.
.

=

[AT+BLESPP

W o 3

OK

>

iR R AT £ &3E A Bluetooth LE SPP #55, A] DARFF TR 1) A3 AL
Z: Bluetooth LE SPP 3545 15% ( %] i#E Bluetooth LE 322 %8 37 5 A fHi §E Notifications ), 3% [A] :

[ERROR

Bl

o 1E SPP f&#Hp, 7R EAT+SYSMSG Bit0 24 1, W AT A&H/RAEATR ) SPP B &A= 1E B
* Y SPP &, FF R EAT+SYSMSG Bit2 4y 1, W AT A& R AR T ERIR S TR S .
o MARFGIENHEA +++ AR, &R B EEE GO, 5205 FEEL T4 AT 1y

4.
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il

[ATJrBLESPP // ¥ N Bluetooth LE SPP # R }

3.4.29 AT+BLESECPARAM: #rif)/¥% ¥ Bluetooth LE %55
iy

ke
#¥if] Bluetooth LE SMP il %8 24k
A

[AT+BLESECPARAM? }

W

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option> J

OK

)E’J

CELN A

i
X Bluetooth LE SMP fjl % 3%}

AT+BLESECPARAM=<auth_req>, <iocap>, <enc_key_size>, <init_key>, <rsp_key>[, <auth_
—option>]

W )i *

[ox )

o <auth_req>: AJEF K.

* 0: NO_BOND

* 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND

o <iocap>: g AMiHiEE ST

* 0: DisplayOnly

* 1: DisplayYesNo

» 2: KeyboardOnly

 3: NolnputNoOutput

* 4: Keyboard display

* <enc_key_size>: fIHHYKE. SEGEH: [7.16]. BAi: T,
* <init_key>: ZAHRH AN BIIREY] -
o <rsp_key>: ZANHCRROLZH ST IR B % .
* <auth_option>: 224 iA\TFZET :

00 HEhEFER SR
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o 1 AR TR R Z RTBOE R 25, MW iE.

(L]

* <init_key> Ml <rsp_key> ZHH HF (AL AT -

* Bit0: TR ) dey i A i B 4 ) I

* Bitl: JI TR B SRR 1) IRK F40

* Bit2: [T 204 b AN R % 11 CSRK 4]

* Bit3: T 2040 S SN B A% Y Tink #87 (£UH T Bluetooth LE Al BR/EDR JE7745K) .

il

[AT+BLESECPARAM:1, 4,16,3,3,0 J

3.4.30 AT+BLEENC: “zite Bluetooth LE Jii%5 iR
WEWA

yiig:
S W PN

[

[AT+BLEENC:<conn_index>, <sec_act> }

Wi 3% <

(ox )

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
¢ <sec_act>:

¢ 0: SEC_NONE;

e 1: SEC_ENCRYPT;

e 2: SEC_ENCRYPT_NO_MITM;

e 3: SEC_ENCRYPT_MITM,

Bl
o fNAGOHT, WLRELESE. B SRR,

il

AT+RESTORE

AT+BLEINIT=2

AT+BLEADDR?

AT+BLESECPARAM=1, 0, 16, 3, 3

AT+BLESETKEY=123456

AT+BLEADVPARAM=50,50,0,0,7,0,,

AT+BLEADVSTART

// {# J Bluetooth LE & app ¥ # client 5 ESP32-C2 & % # i Bluetooth LE # #
AT+BLEENC=0, 3
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3.4.31 AT+BLEKEYREPLY: 2%} J5i%% 0% %4
wE WA

Jyiig:
] 52 B} 4

s

[AT+BLEKEYREPLY=<conn_index>,<key>

W

(ox

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <key>: FLXTEH.

il

[AT+BLEKEYREPLY:O,649784

3.4.32 AT+BLECONFREPLY: £y )5 eI mnilgs R (L8t BE)
BE A

itk
[1] 4 it o) 3% S

s

[AT+BLECONFREPLY:<conn_index>,<confirm>

W . 3
[OK
ZH
» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
¢ <confirm>:
e 0:
e 11 B

il

[AT+BLECONFREPLY=O,1

Espressif Systems 143 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 3. AT Ay d4E

3.4.33 AT+BLEENCDEV: #rifyZ€h Bluetooth LE %8 Be 45 414
Ao A

Yyfig:
i) 45 1 Bluetooth LE JilI % 1 7551 4

s

[AT+BLEENCDEV?

W

‘ +BLEENCDEV:<enc_dev_index>, <mac_address> J
OK

B
 <enc_dev_index>: TP RAMIERES . MSHA—EE T S AT+BLECONN 25 1) Bluetooth

LE 325 F P conn_index %, Jul#l: [0,14].
* <mac_address>: MAC #ihil.

BE]
* ESP-AT iZ AWSIE 15 k. WRIEMBIHEIT 154, IR ER & E SRk

REMF M 0 | 14 SRR E 162 BT (E .

il

[AT+BLEENCDEV?

3.4.34 AT+BLEENCCLEAR: %[ Bluetooth LE Ji55i% 4% 514

wia s
i
T BRI B R B B
s

[AT+BLEENCCLEAR=<enc_dev_index>

W

& )

AT 4

i
T B3 2 4 i P i A 5

e
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[AT+BLEENCCLEAR

Wi % ¢

[OK

o <enc_dev_index>: 48NS HIIERE,

il

[AT+BLEENCCLEAR

3.4.35 AT+BLESETKEY: % Bluetooth LE &pAsHC%f %540
A iy &

itk

[ﬁﬁ Bluetooth LE # A B &t % 47

[

[AT+BLESETKEY?

Wi i ¢

‘+BLESETKEY:<statiC_key>
OK

BEE A

i
"N A Bluetooth LE #3215 B —1> Bluetooth LE E#ASHCXT254H

[

[AT+BLESETKEY=<Static_key>

M) v :

[OK

S

* <static_key>: Bluetooth LE FfZSHD X454

[AT+BLESETKEY:123456
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3.436 AT+BLUFI: Jf 3ok A BluFi

iy

i
#2if BluFi AR7S

s

[AT+BLUFI?

W
25 BIUFi RIS, IR

+BLUFI:0

OK

# BIUFi CIFR, WGEM:

+BLUFI:1

OK

BeEmA

i
T B P BluFi

[AT+BLUFI:<option>[,<auth floor>]

W )i :

[OK

e <option>:
— 0: X[1] BluFi;
— 1: )3 BluFi,

* <auth floor>: Wi-Fi I\UEEINHIE, ESP-AT ARIEHEFNAIEBAR T I {ER AP:

— 0: OPEN (ERKiA)
WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK

: WPA2_WPA3_PSK
: WAPI_PSK

- 9: OWE

— 10: WPA3_ENT 192
- 11: WPA3_EXT_PSK

|
0 NN W

- 12: WPA3_EXT_PSK_MIXED_MODE

— 13: DPP
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— 14: WPA3_ENTERPRISE
- 15: WPA2_WPA3_ENTERPRISE

(L]

o L BETE Bluetooth LE RHIHAAL NI T FF ik 3¢ 4] BluFi (AT+BLEINIT=0).

© PAGTEAFAYPERE, WAL BluFi DIRERT, JEAIRAT+CWMODE=0/I fis“p 3% 1] SoftAP. HIIfEAH
TR ZA0TT, WPk RE JGA7 30

* BuFi [0 51§ & ik AT+BLUFI=0 fir%- 5] BluFi, PAREBTR .

il

[AT+BLUFI:1

3.4.37 AT+BLUFINAME: #ify/i% ¥ BluFi &85 #Ar%
Ay

ik
7¥if) BluFi 4§

[AT+BLUFINAME?

W

+BLUFINAME : <device_name>
OK

iy 4

RE
i

&

T E R

B BluFi #4544 %

Py
] H

=

[AT+BLUFINAME:<device_name>

W 7 :

[OK

o <device_name>: BluFi %454 F5.

|

TG ¥ E BWF B 4 FR, W AR IS AT AT+BLUFI=I fiy % Bl BB, 75 WRF 66 ) 38K A 44 R
BLUFI_DEVICE,

* BluFi W R KK JE N 26 717

* Blufi APP ] DAYER I RIIE R 2K
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il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?

3.4.38 AT+BLUFISEND: % 1% BluFi Ji] ) 5 & U

ik BluFi J P H s SCBs 45 FHL

A\ .
"ﬂé’\‘

[AT+BLUFISEND:<length> ]

Response:

P45 > Fn AT HER IR D8, U T DA AR, 4 8n KA FI 280 <length> MY(EIT,
IR IS EIEiTR

R RN, R

[ox )

* <length>: KA, Hfi: F5.
BEW
o B2 XEERW K BRI 600 FY .
o WS ESP YR EITFHLA R H P B @ X8, I 42xPA +BLUFIDATA: <len>, <data> #&=HTHI,

il

AT+BLUFISEND=4

/) R ST FERE, AN A FRHKRENT, o123, ARKELR AT RESL FAN

3.4.39 AT+BLEPERIODICDATA: i ¥ Bluetooth LE JS 1P ) Rk & da

LA

-t

yie:
BEEJEIATE) 65 -

s

[AT+BLEPERIODICDATA:<periodic_data> ]

My 7 <
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* <periodic_data>: S0 SREE, O 16 ERITAFER . BN, FARBEE) IR LGRS “0x11 0x22 0x33

0x44 0x55”, M4~ AT+BLEPERIODICDATA="1122334455",

il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.440 AT+BLEPERIODICSTART: JI )3 5101k ) #&
P4

Yitig:
PAW SN L E

A

[AT+BLEPERIODICSTART

] o7 2

[OK

|

CE JF fn A W) sk 2 oW, R OE o It B ¥R T,

ADV_TYPE_EXT_NOSCANNABLE_IND,

il

/IR A

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // & B & fA M )~ & K #
AT+BLEADVPARAM=32,32,5,0,7,0 // BBy B B 5%
AT+BLEADVSTART // FE ¥ B #

AT+BLEPERIODICSTART // FF B B # ¥  #&

3.441 AT+BLEPERIODICSTOP: £} JSJ01P: ) ¥ In] 2B
T

yiig:
AT o

s

[AT+BLEPERIODICSTOP
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] o 2

[OK

il

[AT+BLEPERIODICSTOP // fE Ok BB

3.442 AT+BLESYNCSTART: JI k3wl 25 R 010k -+

S IEAESEAT R R s 2

D e
"ﬂ€>-

[AT+BLESYNCSTART:<target_address>

Wi o 2

+BLESYNC: <addr>, <rssi>, <periodic_adv_data>
OK

B4
o <addr>: %tk

o <rssi>: {FE5E
* <periodic_adv_data>: J&1E) FFEEHRE

L)
o FETFRARBIMET R 2 ), AR Bluctooth LE £ IIRER-SEAT

il

AT+BLEINIT=1
AT+BLESCAN=1 // FH#HE
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH#EEHE ) B E S

3.443 AT+BLESYNCSTOP: {5 11 5101k ) £k 6] 2B
Para %

itig:
5 1 ) /R R S R

s

[AT+BLESYNCSTOP

W] i 2
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[OK

|

o WERE U BLE SIS, IR I #R R S I R s F B Ik

il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.44 AT+BLEREADPHY: 7%y % miEB: 08 g PHY
Y A

yiig:
EEif) 24w AR A PHY .

fir 4

{AT+BLEREADPHY:<conn_index>

Wi o 2
WERA KT, &[E):

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WRA R, AR

+BLEREADPHY : -1
OK

S

o <device_addr>: X uii5 &kl
e <tx_phy>:

1: IM PHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

¢ <rx_phy>:

1: IMPHY.

2: 2M PHY.

3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // % # ¥ 7] % # # PHY
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3.4.45 AT+BLESETPHY: % % pi @40 PHY
PauRn s

Dytig:
W Y HEREN PHY .

xS

[AT+BLESETPHY=<conn_index>,<tx_rx_phy>

] 7 2
WARAR ALY, R[]

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

PUE Sicnz PNV @SR

+BLESETPHY:-1
OK

o <device_addr>: SJupik gl
e <tx_rx_phy>:

1: IMPHY

e 2: 2M PHY

¢ 3: Coded PHY

il

AT+BLEINIT=1 // # f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

. 43

o AT+MQTTUSERCFG: ¥ MQTT f F' @k

o AT+MQTTLONGCLIENTID: %8 MQTT % /i ID

o AT+MQTTLONGUSERNAME: &8 MQTT & i F 744
o AT+MQTTLONGPASSWORD: % MQTT %[ %

o AT+MQTTCONNCFG: '8 MQTT 38 14

« AT+MQTTALPN: %% MQTT J f 2 HMU I (ALPN)

o AT+MOQTTSNI: %8 MQTT Ik %&#e44Fr457~1 (SNI)
o AT+MQTTCONN : %32 MQTT Broker

* AT+MQTTPUB: J)1i MQTT j{ & (FFFH)

o AT+MQTTPUBRAW: %7iK: MQTT .4,

o AT+MQTTSUB: 1] % MQTT Topic

o AT+MQTTUNSUB: HUii17T % MQTT Topic

o AT+MQTTCLEAN: WiJf MQTT i#:

o MOQTT AT %%i%
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o MOTT AT #.%

351 &

L)%
o BROIARY AT [ KRR U R BT A AT find. WERGEORTE 2L ESP32-C2 30k MQTT M4, i H
174hi% ESP-AT 142, TE55 TP TS LA L EHE
- %’L‘Hﬂ Component config->AT->AT MQTT command support
o MQTT &4 H Broker 754 WLMQTT AT -+ 15)
o MQTT %32 AWS IoT /Rl WWMQTT = i% 4% AT -7 43

3.52 AT+MQTTUSERCFG: ¥ ® MQTT H F)gmtk

BeE MQTT H stk

A .
"ﬂé’\‘

—ID>,<CA_ID>,<"path">

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">,<cert_key__ }

Wi i <

& )

BH

o <LinkID>: 4Hi{{ 7 $¥F link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AREGUEF ) 5
: MQTT over TLS (#:5 server 1IE5) ;
: MQTT over TLS (#24t client 3iF45) ;
: MQTT over TLS (#:5& server JIFF57f HERAE client IE ) ;
: MQTT over WebSocket (5T TCP);
: MQTT over WebSocket Secure (ET TLS, ANRILGUEF ) ;
: MQTT over WebSocket Secure (3£ TLS, #5 server IE45);
— 9: MQTT over WebSocket Secure (3T TLS, # client iE1);
— 10: MQTT over WebSocket Secure (ET TLS, ®I& server IF-57f HERHE client JEf).
o <” client_id” >: MQTT & i ID, K JE: 256 FH7,
« <” username” >: 44, TR MQTT broker, #HAKE: 64 F7
o <” password” >: #5fL . ] T-ENE MQTT broker, fH KK JEF: 64 F77,
o <cert_key_ID>: -5 ID, H i ESP-AT ¥ %454 cert iF 43, &%0H 0.
o« <CA_ID>: CAID, HHul ESP-AT {{—%& CAHET, %080,
* <” path” >: BRJERKAE, BOKEE: 32 5.

|
0NN WL kAW
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o WURGHMEH B ORIES, BTHHE#HAT+SYSMFG 49055 MQTT iE45. QR EERERH D
HIES, WS % 4o fT L4 PKIBLE .

o QN5 <scheme> K 3. 5. 8. 10, K TS 2SHUE-FA RN, E1E L BEAT+MOTTCONN fi
AHH PR ESP32-C2 BRI E S /i E] . (0] PARIEAT+CIPSNTPCFG fiy 4R ELE SNTP, 3KH(4
BIHIE], K 3EAT+CIPSNTPTIME? fir 445 ] 24 T[] )

3.5.3 AT+MQTTLONGCLIENTID: %% MQTT % )13 ID
wE WA

i
E MQTT % )i ID
A

[AT+MQTTLONGCLIENTID:<LinkID>,<length> }

Wi i ¢

OK

>

iRmg R FROR AT SR IR MQTT % i ID, GBS 5AT DA A% P 1D, 24 AT 3520003 1% 7 i
ID KJFiKF| <length> J5, &[MH:

& ]

e <LinkID>: 4Hi{Y % $F link ID O,
» <length>: MQTT & iy ID K&, JoR: [1,1024].

Bl

* AT+MQTTUSERCFG i %] DA MQTT & Fi; ID, Q%ZIEJE/J%ﬁU@?ﬁ
- AT+MQTTLONGCLIENTID iy 4 1] DA i 3 15 B AR 8 K9 % P23 ID, [ g AT+ MOTTUSERCFG
K BESZ R
— RiFEEAT+MQTTUSERCFG J5 P-4 il AT+ MOTTLONGCLIENTID .

3.54 AT+MQTTLONGUSERNAME: ¥ MQTT %kl 144
BE A

Jyiig:
B MQTT Jil /44

A

R:

[AT+MQTTLONGUSERNAME:<LinkID>,<length> J

Wi i ¢

OK

>
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FRm YRR AT SR LI MQTT 4%, TR A A MQTT 44, 4 AT #0531 MQTT
H P2 K ERT| <length> J5, i&[H]:

& J

e <LinkID>: 4§i{{ % $¥F link ID 0,
» <length>: MQTT "% K&, LR : [1,1024],
)i}
* AT+MQTTUSERCFG fip A AR E MQTT Hi 44, & Z M2l e 4 :
— AT+MQTTLONGUSERNAME 54T DA S5 AR 8 K i ) P 4%, P2 AT+MQTTUSERCFG i

SR EZIR .
— NAEREAT+MOQTTUSERCFG J5 T | AT+ MQTTLONGUSERNAME ,

3.5.5 AT+MQTTLONGPASSWORD: ¥ ¥ MQTT %k #6%

)E’J

CE

it :
BE MQTT %14

Py -
iy

[ATJrMQTTLONGPASSWORD:<LiI’1kID>, <length> }

W i <

OK

>

bR R RS AT B LBl MQTT %5, BRG] DA A MQTT %1, 24 AT Sl # ) MQTT #1
KERXRF <length> 5, 1&[MH:

& )

S

« <LinkID>: 4#i{¥ 3745 link ID 0.
o <length>: MQTT 3K &, JLF: [1,1024].

B

* AT+MQTTUSERCFG fig %] DA S MQTT %50, 35 2 [A] i 2 A4 -
— AT+MQTTLONGPASSWORD 7] DA H SR EAR K %0, AT+ MQTTUSERCFG fit 3
JEZIR
- MTEW B AT+MQOTTUSERCFG J5 544 Fl AT+ MQTTLONGPASSWORD
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3.5.6 AT+MQTTCONNCFG: ¥ MQTT ZE£:m P
BEmA

Jyiig:
WE MQTT ##2 &1

s

">, <lwt_gos>, <lwt_retain>

AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>, <"lwt_topic">,<"lwt_msg J

W

& ]

e <LinkID>: 4Hi{Y % $F link ID 0,
* <keepalive>: MQTT ping B[], A7 . Jufl: [0,7200]. ERINE: 0, S@mRbIsch 120 #.
» <disable_clean_session>: % MQTT FHH S RE, A X ZSHWELZ(EEHS% MQTT 3.1.1
M F1 ) Clean Session B2 7.
- 0: fHEBIE Mg
- 1 S
o <” lwt_topic” >: #ilE topic, HAKE: 128 F5.
o <” lwt_msg” >: %UE message, fx K : 128 AT,
o <Iwt_qos>: jH#lE QoS, ZEn[ik 0. 1. 2, BRiME: 0.
o <Iwt_retain>: 3Ug retain, SEAIFE OB 1, BRINE: O,

(A

o WE IO, WIS E AT+ MQTTUSERCFG,

3.5.7 AT+MQTTALPN: ¥ MQTT )2 (ALPN)
BE A

i
B MQTT B2 MRS (ALPN)

[AT+MQTTALPN:<LinkID>, <alpn_counts>[,<"alpn">] [,<"alpn">][,<"alpn">] }

W ) *

[ox )

e <LinkID>: 4i{¥ 3745 link ID 0.
« <alpn_counts>: <” alpn” > &1, LM [0,5].
- 0: %K MQTT ALPN Jif &
- [1,5]: %8 MQTT ALPN [ &
* <” alpn” >: FRFRSEL, Fx ClientHello H11) ALPN, H FRIPAKIEZ A ALPN SFEELFI 5545
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e
o B AT ap o KIE/NT 256 T4

o HA7E MQTT £F TLS 5§ WSS i}, MQTT ALPN Bt 422440,
o WAEWE B AT+MOTTUSERCFG J5 54 | AT+ MOTTALPN

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+CIPSNTPCFG=1, 8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0, 5, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: ¥ MQTT JIlR55 2% #Friis (SNI)

e
e
W MQTT 55 7 44 Fi 7% (SND)
e

[AT+MQTTSNI=<LinkID>,<"sni">

Wi 3% ¢

e <LinkID>: 4Hi{{ % $¥# link ID 0,
o <” sni” >: MQTT fR55#8 2 FRim . fE0I PATE ClientHello HRFH & 2% I ik 5545 -

o BEA AT iy o KREER/INT 256 55
o HUHYE MQTT 35 TLS 5 WSS i, MQTT SNI 2B &£k
o WAEBCEAT+MQTTUSERCFG J5 Fdi i AT+MQTTSNI .

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+CIPSNTPCFG=1, 8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C2", "espressif",6"1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com", 8883, 1
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3.5.9 AT+MQTTCONN: ¥:$% MQTT Broker
iy A

Dtig:
i) ESP32-C2 4% L #4421 MQTT broker

s

[AT+MQTTCONN?

L)V

‘ +MQTTCONN: <LinkID>, <state>, <scheme>, <"host">, <port>, <"path">, <reconnect>
OK

)E’J

CHLN A

Tytig:
42 MQTT Broker

[AT+MQTTCONN:<LinkID>, <"host">, <port>, <reconnect>[,<timeout_ms>]

W i <

[OK

e <LinkID>: 4p3i{7 %45 link ID 0,
e <” host” >: MQTT broker 3844, fx K E: 128 5,
» <port>: MQTT broker 31, K : 65535,
o <” path” >: BRJEEKAE, HOKKAE: 32545
e <reconnect>:
- 0: MQTT KA BhE#E. % MQTT 8 5 Wit , MIJCVETR A A dr & B dE i #,
BHREBIKIEAT+MOTTCLEAN=0 i 5 ., HEHRCESE, HEL TR,
- 1: MQTT HBEE, XHFERZ NI,
o <timeout_ms>: EAMIHFE], BAfii: ZFb. JEHE: [3000,60000]. ERIAfE: 15000 ZFb.
o <state>: MQTT JIRE:
- 0: MQTT KR#tHtk:
1: BB AT+MQTTUSERCFG;
2: Bk EAT+MQTTCONNCFG;
3 RO WIS
4: CESLIERE
5 s, HAKITTH topic;
6: BiER:, BITHI topic.
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AREGUEH ) 5
: MQTT over TLS (#:55 server IE13) ;
: MQTT over TLS (#244E client JE45) ;
: MQTT over TLS (#:5& server 3IF59f HERE client 1IF ) ;
: MQTT over WebSocket (5T TCP);
: MQTT over WebSocket Secure (ET TLS, ASRILGUFF ) ;
: MQTT over WebSocket Secure (T TLS, &I server iIE1));

|
0NN WL kAW

Espressif Systems 158 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 3. AT Ay d4E

— 9: MQTT over WebSocket Secure (F:T TLS, #2{ik client 1F35);
— 10: MQTT over WebSocket Secure (3T TLS, R4 server jIE 357 HEE it client IEF5) .

3,510 AT+MQTTPUB: %4 MQTT i (454H3)

LA

-t

itk

1T topic A1 MQTT PR N B . R E AN BRI EMX K 2, CE&BE T A AT S KE
BI{E 256 F47, iH{ AT+ MQOTTPUBRAW 54>,

O e
iy

[AT+MQTTPUB:<LinkID>,<"topic">,<"data">,<qos>,<retain>[,<timeout_ms>]

W 3% <

o <LinkID>: 4Fi{¢37 %} link ID 0,

e <” topic” >: MQTT topic, fFHAKJE: 128 F45,

o <data>: MQTT FE£FHHE..

o <qos>: KTA{HEN QoS, ZHF#E 0. 1. 52, ERIAH: 0.

o <retain>: J1fj retain,

o <timeout_ms>: HHJHIE], Ffi: ZFP. JEREI: [3000,60000], BRIA(E: 15000 ZFb.

B
o B4 AT 408 K BERAE RS 256 5545

o AASANBERIBRE \0, FTh AR IREE, W AT+ MOTTPUBRAW fir %

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+MQTTUSERCFG=0, 1, "ESP32-C2", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"timestamp\":\"20201121085253\"}\"",0,0 //_
KRB hHEAH, FEERAFHAZETFER L.

3.511 AT+MQTTPUBRAW: %1l MQTT i

BE WA

-t

Lyt :
il id topic AR MQTT JH S AR EAAH B BHE AR A, AT A AT ar K EZRIE 256
FA7, A PAE AT+ MQTTPUB 4.

O e
iy A

[AT+MQTTPUBRAW:<LinkID>,<"topic">,<length>,<qos>,<retain>[,<timeout_ms>]
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Wi 3% ¢

‘OK J
T > Fon AT WE IR0 a: VB, BUrHART DA A KO, 48 K R 3 28 <length> WI{ENT,
BRtE T .

FAGHILT, U AT R[] :

[+MQTTPUB:OK ]

AR, W AT & Ju] -

[+MQTTPUB:FAIL }

e <LinkID>: 4pi{ 35 link ID 0,

e <” topic” >: MQTT topic, fAKJE: 128 F45,

¢ <length>: MQTT J§E K&, A[H ESP32-C2 B4 1 e KK B2 2w ) AR BR il .
o <qos>: KHIHEN QoS, ZHF#E 0. 1. 52, ERIAH: 0.

o <retain>: J1fj retain.

o <timeout_ms>: HIIIIE], Fifi: ZFP. JEREI: [3000,60000], BRIA(E: 15000 ZFb.

3.512 AT+MQTTSUB: iJpg MQTT Topic
A%

i
i E 1T Y topic

O e
iy

[AT+MQTTSUB? ]

Wi i ¢

+MQTTSUB:<LinkID>, <state>,<"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">,<gos>
+MQTTSUB:<LinkID>, <state>,<"topic3">, <gos>

T 46 E MQTT topic IJEE QoS, CFHTFIZA topic (#Z XFFTE] 10 4> topic) .

[AT+MQTTSUB:<LinkID>,<"topic">,<qos>[,<timeout_ms>] J

Wi % ¢

& ]
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4 AT HEI ST Y topic 9 MQTT JHEL, iR [nl:

[+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

A EIT L% topic, MR [E :

[ALREADY SUBSCRIBE

o <LinkID>: 43i{¢ 37+ link ID 0,
o <state>: MQTT JIRZ:
- 0: MQTT R#JHtk:
1: BB AT+ MQTTUSERCFG ;
2: BB AT+ MQOTTCONNCEG ;
3 B W
4: EESLIER
5: B, HRITIH topic;
- 6: QiR Cildid MQTT topic.
e <” topic” >: ][ topic,
* <qos>: ][I QoS.
* <timeout_ms>: JHIFIE], Ffi: AP, JEH: [3000,60000]. FRIAE: 15000 ZFb.

o TR R Y SR MTU (R B0 BERIE A BESE . MQTT broker AGRI—400H R, A 0]
RES A 2 AN R K 4 BSP32-C2 154, TRtk ESP32-C2 I REL I E £ 4% +MOTTSUBRECV 1§ 8.
o 5 ESP32-C2 4 Ii#— 2 MQTT M., HIHE KA 1024 5575 (945 MQTT it kF1 MQTT 4
AT ) , WS WE 54 +MOTTSUBRECY B, BUET, ST DI R 1E 77 =8 im MQTT ZZ X
SHe 3k G ARG D o
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations
— ./build.py menuconfig > Component config > ESP-MQTT Configurations >
MQTT Using custom configurations >Default MQTT Buffer Size>1460

3.5.13 AT+MQTTUNSUB: Hii§iT 5 MQTT Topic

B PURBGN TS opic, MTZYCRA R4, DTS R wpic.

Py
A

[AT+MQTTUNSUB:<LinkID>,<"topic">[,<timeout_ms>]

Wi i ¢

[OK

AR FYid i topic, MR [H]:

NO UNSUBSCRIBE

OK
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ZH
o <LinkID>: 47i{¥ % # link ID 0,
e <” topic” >: MQTT topic, A EKE: 128 FIi.
o <timeout_ms>: FAMFIFE], BN ZFP, JEHE: [3000,60000]. BRIAME: 15000 ZFb.
3.5.14 AT+MQTTCLEAN: WiJ| MQTT %4
BE WA
ik
Wi MQTT %48z, B .

LT

[AT+MQTTCLEAN:<LinkID>

Wi 3% ¢

e <LinkID>: 4Hi{{ % $¥# link ID 0,

3.5.15 MQTT AT %5469

MQTT %24 L ERR CODE: 0x<%08x> JELF] B,

EIRFER R
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT _MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
ZTn!
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R2-#LEQ
$EIRZER $HiIR
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT_KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_ WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
ZT!
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R2-HEW
HHIRE $HixAD
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.516 MQTT AT 5]

o 4 MQTT Wi}, 237" +MOTTDISCONNECTED : <LinkID> j{H..
o 4 MQTT #HZEHE N, £3E/8 +MQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">, <reconnect> J4 & .

3.6 HTTP AT w24

* 43

o AT+HTTPCLIENT: %:3% HTTP % F sk

o AT+HTTPGETSIZE: 3XHU HTTP %&iE K/

e AT+HTTPCGET: #KH{ HTTP &

o AT+HTTPCPOST: Post 552 K FFiy HTTP $iE
o AT+HTTPCPUT: Put 3572 K &1 HTTP $}i5

o AT+HTTPURLCFG: ¥£'%/4REUK: [y HTTP URL
o AT+HTTPCHEAD: ¥%'&/4#%f] HTTP 3k 3k

o AT+HTTPCFG: ¥%'E HTTP % F 3 lid -

o HTTP AT 4274,

3.6.1 54

¥ BN AT R SRR I TUE R T AT fiv% . SR EORTE 28 ESP32-C2 S #F HTTP /iy, H
1747 ESP-AT 142, {E55 TP TS TAR e

* 28] Component config->AT ->AT http command support

3.62 AT+HTTPCLIENT: %i% HTTP %0 misk

AT+HTTPCLIENT=<opt>, <content-type>,<"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">][,<"http_reqg header">] [,<"http_reqg_header">][...]

W

+HTTPCLIENT:<size>, <data>

OK
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o <opt>: HTTP & Fimif R vE:
: HEAD
GET
POST
PUT
— 5: DELETE
* <content-type>: & i KA A -
- 0: application/x-www—form-urlencoded
— 1: application/json
— 2: multipart/form-data
- 3! text/xml
* <” url” >: HTTP URL, Y4J5HIY <"host"> fll <"path"> ZHCHZERS, XS HENHETXH
e =i ¢
e <” host” >: 445 IP #idik.
o <” path” >: HTTP j§4%.
* <transport_type>: HTTP % FuffEHiZeal, EIMEN 1
— 1: HTTP_TRANSPORT_OVER_TCP
— 2: HTTP_TRANSPORT_OVER_SSL
* <” data” >: ¥ <opt> @ POST i sKIf, ASHC N KikL HTTP R 55450 8HE. 4 <opt> A2
POST #3KE, ENSEAFAE (W, ARFEM AL S RERHTXNSE).
o <” http_req_header” >: W]k EZ A RLLIRS 2.

|
EENELVST \S R

it

o QSR URL YRR 5 2 K BEB I T 256 57715, 1 Je i lJAT+HTTPURLCFG fin 4TI & URL,
IREAA B <"url"> SHFHEEREN "".

o R url AR, HTTP % ikt B9 208 host SH0M path 40 1R url S84
W AT ER S 2E, HTTP & P ] host S8l path 24,

o BLEO TR A B M BRIAR SCRE HTTP % P v 2 (FE 1 WLESP-AT B # 2 5F) , H @] 3d 1 A
THAMME T Hizad: . /build.py menuconfig > Component config > AT >AT http
command support, REHIFMH (FFIHH LA F ESP-AT T.42) .,

o ZATA AN SCRE URL g ], 2RI IR 45 4R IR ASHS 301 GRAMEE ) 50 302 (1lfH
HEM) AL H kL2 URL fihik . S0] DA A 88 T 1 ARICE 7 A 55 B URL, 4R 538
W ZAT VT E

o WERAE <"data"> SHWE S MK B T 256 57, WM AT+HTTPCPOST fig%.

o TREE LM HTTP i3k 3k, W] AT+ HTTPCHEAD iy 4.

il

// HEAD #
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// GET 3 %k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org","/get", 1

// POST # K
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post", 1, "fieldl=valuels
—~field2=value2"

3.6.3 AT+HTTPGETSIZE: 0l HTTP FE 5 Kk/h

v

7

XF

R

EBH

Eld
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[AT+HTTPGETSIZE:<"ur1">[,<tx size>][,<rx size>][,<timeout>]

Wi % ¢

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KEZEf7k/N. Bfi: 45, BRME: 2048, JEF: [0,10240].
o <rxsize>: HTTP BURZEF I/ BT F37. BRIAME: 2048, JEFE: [0,10240].
o <timeout>: RIZGHEM. Hf7: ZFb. BRAME: 5000, JEREI: [0,180000].

o <size>: HTTP &EFE K/,

el
 WRALE URL AYRE SR QYKL T 256 5717, T 5E M AT+ HTTPURLCFG fiy 4 TiliC # URL,

IR LA <"ar 1> ZHE B
o QARAEANCE HTTP 35Kk, WM HAT+HTTPCHEAD fiy %30 .

il

[AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.64 AT+HTTPCGET: Il HTTP ¥iji

v

o

<

R

¥

228

e

[AT+HTTPCGET:<"url">[,<tx size>][,<rx size>][,<timeout>]

W 3% <

+HTTPCGET:<size>, <data>
OK

BY

e <” url” >: HTTP URL,

o <txsize>: HTTP KiEGAEI/N. BAfL: F5, BRIAE: 2048, i : [0,10240],
o <rxsize>: HTTP BULEF I/ BT F37. BRIAE: 2048, JEFE: [0,10240].
<timeout>: WZHHAN. Bf7: ZF. BRHAME: 5000. FEHEl: [0,180000].

|

 WRAE URL (RS ar S m K L T 256 547, I 5EMIAT+HTTPURLCFG fis - Hilid & URL,
RIEAA WA <"url"> ZHFHEEREN "".
o WARGEARE HTTP 353Kk, AT+ HTTPCHEAD i %1 & .
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3.6.5 AT+HTTPCPOST: Post $55% K iy HTTP it

B A

PI

?

%

=)

1]

AT+HTTPCPOST=<"url">,<length>[, <http_req header_cnt>][,<"http_reqg header">..<"http_
—req_header">]

Wi % ¢

OK

>

E%‘ >§§/T AT ES IR R, BT A A, 248U K B IR B 240 <length> FY{EIT,
%J}F o

A, iR

[SEND OK }

RN, IR

[SEND FAIL }

e <” url” >: HTTP URL.
o <length>: 7% POST /) HTTP $(#iK 5. e KK BE4ET 245 0] A0 Be 323 ) K/
. <http_req_header_cnt> <"http_req header"> BEHIEE .

» [<” http_req_header” >1: HTTP iisksk. AJ%%EA R KA S

o QRALE URL AR S5 an S KB T 256 277, i e HAT+HTTPURLCFG fip % il lit & URL,
RIGA AT <"url"> ZEHEREN ",
o ZmA ) content —type BRIAZEHLN appllcatlon/x www-form-urlencoded,

o QIR E HTTP 5K 3k, 15 FAT+HTTPCHEAD f A% .

3.6.6 AT+HTTPCPUT: Put 5 KR HTTP i

%

&E

EIJ
&

=’>

AT+HTTPCPUT=<"url">,<length>[,<http_req header_cnt>][,<"http_reqg header">..<"http_
—req_header">]

Wi i ¢

OK

>

(13 » 27 AT HEAFFARGH T, ISPV ABR, S8 RIGSBIBHC <1engen> 0,
I 1.

Ay, MR :
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[SEND OK

R, R [a -

[SEND FAIL

e <” url” >: HTTP URL,

* <length>: 5 Put i) HTTP $fi K. HRAKEET R0 B[R

 <http_req_header_cnt>: <"http_req header"> ZEEE .

* [<” http_req_header” >]: HTTP {5k, 1] &k MR AR5 4.

B

AR URL (R A ar M KR 1 256 7Y, i Jofli HAT+HTTPURLCFG iy % Hilid & URL,

RIEA MG <turlv> SHEEREY "
« WL HTTP ok, Wl FIAT+ HTTPCHEAD 6o 4B

3.6.7 AT+HTTPURLCFG: ¥ ¥H/3HK:K) HTTP URL

[AT+HTTPURLCFG?

Wi

[+HTTPURLCFG:<url length>, <data>]

{AT+HTTPURLCFG:<url length>

MW .

OK

>

P > 3R AT HERAFHCR D8, U T AR A URL, 488 K AT S 4L <url length> [

{HI, RYER[HE:

[SET OK

+ <urllength>: HTTP URL KJi. FAfi: 7.
— 0: [ HTTP URL it .
— [8,8192]: ¥ HTTP URL fii & .
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 <data>: HTTP URL ¥ .

3.6.8 AT+HTTPCHEAD: % /4%y HTTP i3k kL
A

D e
iy

[AT+HTTPCHEAD?

W ) :

+HTTPCHEAD: <index>, <"req_header">

[AT+HTTPCHEAD:<req_header_len>

W 7

OK

>

F55 > F7n AT WEAS I AT a5 4 5, DERFESnT DA% A HTTP 353Kk (K30 key: value B
), BEIRKEFEESE <req_header_len> WER, AT k[H]:

 <index>: HTTP #{3KkLMZEF[{H.
e <” req_header” >: HTTP K3k,
 <req_header_len>: HTTP #3RK [, BA: F5.
- 0: JHERITA CBCE ) HTTP 352Kk .
- e BE— DB HTTP 65Kk

Lz
o RS —WHAERE 1 HTTP #R:3k, HAAZWRILE, TEZA AR HTTP #35K k.
o ARAECER HTTP iR 2 mbEr, —HIXE, Frfg HTTP B S#5S #isk sit ok 3k

o REABEEN HTTP #53K kW) key WRFIHE HTTP 6y A0k 3k iy key A, WS A
A B HTTP 353K 3k,

2N

/] R EERK

AT+HTTPCHEAD=18

/) FEWRE ">t FEE, MANTH Range HRL, TRERMM 256 MFH
(EETF 1)
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(B L)
Range: bytes=0-255

// T # HITP ¥ &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

3.6.9 AT+HTTPCFG: #t¥ HTTP % ) il
B A

s

[AT+HTTPCFG=<auth_mode> [, <pki_number>] [, <ca_number>] }

W

& 1

¢ <auth_mode>:

- 0: AAIE, M EFEIES <pki_number> il <ca_number> Z4{;

— 1: ESP-AT #{lt HTTP % FiimiiE-fifit HTTP Iz 55 #%im CA WEA5:

- 2: ESP-AT HTTP % Fizk A CA UE-FRARH: HTTP fiz 55 25 v ik 45 ;

- 3: MEINIE.
o <pki_number>: {EBMRHAKERSG], WREAEUEBFFAH, HAEN M 0.
* <ca_number>: CA [R5, WRHA—4 CA, HENH O,

]

o WA AT A % HTTP JE B ECE, &a[PAE A . /build.py menuconfig > Component
config>AT >AT http command support >AT HITP authentication method FikZl
HAFIH S Hr

o KA EMNSHE SRR, —HIRE, i HTTP ar ¥ L HxBEleE .

o MRS B CRUES, B TG AT+SYSMFG iy %508 HTTP k4. WREEfiRR H O
RIETS, 5S35 4ol &3 PKILE .

* Q2R <auth_mode> [N 2 B3 3, N T RIS AAIER ARG, WHIERKEHE HTTP 64 i
ffiff ESP32-C2 TR MR M Fi ] . (W] AL IEAT+CIPSNTPCFG fip % R BLE: SNTP,  FREY Fi B
], B3EAT+CIPSNTPTIME? £iy4 25124 B /] . )

3.6.10 HTTP AT %}ikig

JEAT+SYSLOG=1 J&i, HTTP % iR RIS, AT SR R . A RAb ksl :

[ERR CODE: 0x010a7xxx }

Hor 01 RBHARIHAT, Oa RAIHMNAT AT Ay Z5R, Txxx Fo8 HTTP $5 iR, QIR xxx £
HTTP FRUERESTIEE A, WIFIRARiE HTTP RS ; R NRIR AT HTTP NERR RS RIS . R T
Jr HTTP RS E R, EEZPEWEIHS% RFC 2616).
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HTTP $&iR%0 (HTTPRZSHES)  tEA

0x7000 FE AT TR R

0x7190 (400) Bad Request

0x7191 (401) Unauthorized

0x7192 (402) Payment Required
0x7193 (403) Forbidden

0x7194 (404) Not Found

0x7195 (405) Method Not Allowed
0x7196 (406) Not Acceptable

0x7197 (407) Proxy Authentication Required
0x7198 (408) Request Timeout

0x7199 (409) Conflict

0x719a (410) Gone

0x719b (411) Length Required

0x719c (412) Precondition Failed
0x719d (413) Request Entity Too Large
0x719e (414) Request-URI Too Long
0x719f (415) Unsupported Media Type
0x71a0 (416) Requested Range Not Satisfiable
Ox71al (417) Expectation Failed
0x71f4 (500) Internal Server Error
0x71£5 (501) Not Implemented

0x71f6 (502) Bad Gateway

0x71£7 (503) Service Unavailable
0x71f8 (504) Gateway Timeout

0x71£9 (505)

HTTP Version Not Supported

3.7 &S AT w24k

. 2

o AT+FS: U RG#HAE
o AT+FSMOUNT: f£#/H# 425

371 &

% BOARY AT BCFA SRR TUR N Y AT fird-. IR

¥ ESP-AT 142, Jr36 10 HCE TR

* J3H Component config->AT->AT FS command support

3.7.2 AT+FS: 1R Sc84E

=

=

[AT+FS:<type>, <operation>, <filename>, <offset>, <length>
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o <type>: HH{LZH: FATFS
- 0: FATFS
¢ <operation>:
- 00 JHERSCHF
-1 53
- 20 EH
- 30 SR
-4 EEART U, HEMOCRRE
o <offset>: fmfsHihl, VE T IREERIERE
* <length>: K, fUEFX S5 HAFRE

Bl

© R HEEHECUF RS, AT+FS SUE RGBS MG, SRAEW AT+ FSMOUNT=0 iy 4 #]

BOUFRGE, AR R RAM %5[H],

o i AR A 55 ka5t at_customize.bin, {5 B W £ ESP-IDF 43X 3% Fl4=fT f 7 Lo X,

o HEEBCEHR AR R T SE BRSO, AR 18] 52 K A R

* ¥ <operator>Hwrite W, RGEWENMATSEILHATRI >, MR AL EHIRAE, £

P E N 5 <length> —3(,

il

// MBS X

AT+FS=0,0,"filename"

/) EEAXHREHAE 100 XEAN 10 FF
AT+FS=0,1,"filename", 100,10

/) REAXERB A 0 LB 100 FF
AT+FS=0,2,"filename", 0,100

// Bl AR E ET A X

AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: $:#y/#H1#k FS X1t & 5

v

BE A

N

A

=

[AT+FSMOUNT:<mOunt>

W i <

[OK
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ZH
e <mount>:
- 0: % FS &S5
- 1 H#EFS RS
Ba]

o AT+FS SCAFRGHASENUR , STV T A G AT+ FSMOUNT=0 s 4 EIBCCIF RS, FREHOK
= RAM %3],

il

/] FHAEXM RS

AT+FSMOUNT=0

/] FHEEXMGR A

AT+FSMOUNT=1

3.8 WebSocket AT #5245

. 4

o AT+ WSCFG: Ti¢HE WebSocket Z:%§

o AT+WSHEAD: 1% /%5t WebSocket 53R 3k
o AT+ WSOPEN: #xif)/4]FF WebSocket %42

o AT+WSSEND: [a] WebSocket 3% & &5 s
o AT+WSCLOSE: 3[4 WebSocket %4

381 ¥

T BRIAN AT [P R R Y AT 4. WIS % ESP32-C2 %5 WebSocket 4, 71
Fi4i® ESP-AT 42, {055 A RLE TR

* |3/ Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: JL¥: WebSocket Z%

LA

-t

=

A

AT+WSCFG=<1link_id>, <ping_intv_sec>, <ping_timeout_sec>[,<buffer_size>] [, <auth_mode>,
—<pki_number>, <ca_number>]

W%
[ox J

54
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|

il

<link_id>: WebSocket i#3% ID. JEF: [0,2], Bk %+ =4 WebSocket 1445 .
<ping_intv_sec>: %% WebSocket Ping [8]FF. EA{7: #b. JOE: [1,7200]. BRIA(E: 10, BP: &fE
10 Fb % 3% —¥% WebSocket Ping £ .
<ping_timeout_sec>: WebSocket Ping #81}. BAf7: Fb, JoHE: [1,7200]. BRIA(EH: 120, Bp: 120
F e #| WebSocket Pong £, | 5& [H] 4 .
<buffer_size>: WebSocket Z X K/, BAfV: F5. JEME: [1,8192]. BRIA(E: 1024,
<auth_mode>:

- 0: NAUE, W TEEIEE <pki_number> fll <ca_number> Z4{(;

— 1: ESP-AT $##4it% FrumiiE itk 555 i CA IE 1AL ;

— 2: ESP-AT % Pk A CA JIE+5 AR AR 55 % v F1IE 45 5

- 3: fHEINIE.
<pki_number>: {EHFFEAMERG], WR G —AEBMAL, HAHW A 0.
<ca_number>: CA fJ&5], R G CA, HAHN K 0.

LS MW AEAT+WSOPEN 2 Bilic g, WA SARL.
ﬁn%ﬁ M B CRIET, B1THHE M HAT+SYSMFG fin 455 WebSocket k45, Q1AL AR TR %
HOMIES, S %4ofT #37 PKIGLE
IR <auth_mode> FLE N 2 8034 3, N TGRS AHUEBARY , #54E K IEAT+ WSOPEN fix%
A AR ESP32-C2 LRI M Fi ] . (S50 PAAIEAT+CIPSNTPCFG fip 4 R AL SNTP, FRECYS i
WHE), &3EAT+CIPSNTPTIME? £y 4251 24w itia . )
MHINIE RG] T TLS &4 WebSocket i%3% (ARZ %) .

// ®HE link_id # 0 # WebSocket # # # Ping X Z HE# 30 &, BH 60 #, ZWwR_
4096 FH
AT+WSCFG=0,30,60,4096

3.8.3 AT+WSHEAD: ¥:¥/#5if) WebSocket i 2K 3.

A ity 2

g

(Tifevs

Py
4

[AT+WSHEAD?

Wi i+

+WSHEAD : <index>, <"req_header">

OK

B A

[
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[AT+WSHEAD:<req_header_len> J

Wi % ¢

OK

>

75 > FR AT HE I AT 4 L8, BEEHET] DAS A WebSocket 13K 3k (73K 3k A key: value
), SEHK ARSI SE <req_header_len> [W{HMK}, AT & :

& 1

» <index>: WebSocket i3k {H

* <” req_header” >: WebSocket i3k 3k

+ <req_header_len>: WebSocket ifsR3LK B, Hfi: FAY.
- 0: WA T % E A WebSocket 13K 3k .
- HABAE: BE—ASHTH) WebSocket 153K 3k .

e
o RS —I HAEBEE —1 WebSocket K3k, HW DAL KIKE, SZHRFZMANE R WebSocket 15K 3k .

o ANAATE ) WebSocket 3K Sk &4 RtERy, —Hi%E, i WebSocket {1y R4 HEA1F iX L84 3K

il

/] HE#F kK
AT+WSHEAD=49

/) EWKE "> FEFE, WAMTH authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE50Tk6MTIzNDU2Nzg=

// T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_ self"

3.8.4 AT+WSOPEN: #:ify/$TH—4> WebSocket 1%

[AT +WSOPEN? }

M) i :
YA ERR, AT R[]

+WSOPEN:<1link_id>, <state>, <"uri">

OK

LA B, AT 1R [0
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N~
e

-
v E

[AT+WSOPEN:<link_id>,<"uri">[,<"subprotocol">}[,<timeout_ms>][,<"auth">]

W 3 :

+WS_CONNECTED:<1link_id>

OK

o <link_id>: WebSocket %4 ID, M : [0,2], HI& K Z#H: =/ WebSocket £,
o <state>: WebSocket LIRS .

— 0: WebSocket &3 K],

— 1: WebSocket &3 IEAE T IE

— 2: B2t WebSocket £z,

- 3: i WebSocket Pong #B T B SEBGE A A 1%, IEAESRFEIE.

- 4: DB S5 um WebSocket P, 1EAE A3k 5 PR IR 5545 «
o <” uri” >: WebSocket IR & #5155 — EIFFRIFLE.
* <” subprotocol” >: WebSocket T/} (&% RFC6455 1.9 &77),
* <timeout_ms>: 737 WebSocket 8 (BT A ] . BAA7: ZEFb. JEHE: [0,180000]. ERIA(E: 15000,
e <” auth” >: WebSocket %A1 (2% RFC64554.1.12 &7,

il

// uri HZ ¥ Kk B T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDVR1el1lD3eiVjgZ9VRiaV&notify_ self"

MRS WebSocket 715 .

3.8.5 AT+WSSEND: [i] WebSocket ¥E42: % 1% Bt

v

)F\.

AUNTEC

s

[AT+WSSEND=<link_id>,<length>[,<opcode>][,<timeout_ms>]

W

OK

>
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bk RoR AT CHER S AT port BB, O mT DA AR, 24 AT U2 5O Bodh 1K RE 1k 3]
<length> J5, BT,

UNSRR S MR BB AR i I B RTT, aR (] -

[ERROR

LUBS S6 /i 1) Y I A

[SEND OK

ZH

o <link_id>: WebSocket i£32 ID, JulH: [0,2].
o <length>: KEMFAEKE, A FA7. W RIEN IR KK EHAT+WSCFG 1) <buffer_size>
BB 10 FIZRGEA] 4 Be A S (R NS R eE - (BT i/ IMA) «
» <opcode>: k3% WebSocket i 7Y opcode., Ji [ : [0,0xF]. BRIAME : 1, B text i, 355 RFC6455
5.2 FAT T Z 1) opeode.
— 0x0: continuation ij{
— Ox1: text fif
— 0x2: binary i
- 0x3-0x7: yHE IR SR E
— Ox8: TEHZ K P
— 0x9: ping i
— OxA: pong Iifi
— OxB - OxF: iy Hg il iiifr 1
o <timeout_ms>: KiEEFEE]. B ZFP, JEE: [0,60000], ERIA(E: 10000,

3.8.6 AT+WSCLOSE: X:[4] WebSocket j4:4%

[AT+WSCLOSE=<link_id>

W

[OK

S

o <link_id>: WebSocket i3z ID, JL[E: [0,2].

Bl

// *M ID 4 0 B WebSocket £ ¥
AT+WSCLOSE=0

3.9 &AM AT %
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o AT+FACTPLCP: J % PLCP =43 PLCP

391 #r¥

g BN AT FEIPF SRR TR T OB AT frd. QIRGORTE S ESP32-C2 L ESMIAMm4, WA
74i% ESP-AT TA2, 185 AT TR HLERE

o 2 Component config->AT->AT signaling test command support

3.9.2 AT+FACTPLCP: %% PLCP giji PLCP

)E'\J

CE

e

[AT+FACTPLCP=<enable>, <tx_with_long>

Wi i ¢

[OK

* <enable>: J3 /25 FahlidE

- 0: ] FEhEE, R <tx_with_long> ZEUHIBRIAE

- 1 B TS, AT &9 PLCP 85B8IBT <tx_with_long> 4k,
« <tx_with_long>: %% PLCP &% PLCP:

- 0: Zi£55 PLCP (BRiN):

- 1: %% K PLCP,

3.10 K5 AT %

o /B

« AT+DRVADC: #:Hl ADC it

o AT+DRVPWMINIT: ¥t&4k PWM IK 5 5%
o AT+DRVPWMDUTY : ¥%'% PWM 5251
o AT+DRVPWMFADE: %'& PWM 75

« AT+DRVI2CINIT: 444k 12C FHLIKE
o AT+DRVI2CRD: 5 12C ¥k

o AT+DRVI2CWRDATA: B A 12C %

o AT+DRVI2CWRBYTES: B ARt 4 F451 12C Hi
« AT+DRVSPICONFGPIO: it & SPI GPIO
» AT+DRVSPIINIT : 14t SPI LK)

« AT+DRVSPIRD: iH{ SPI %3

o AT+DRVSPIWR: ‘B A SPI ¥
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3101 A&

WY BAM AT [ R R AT 6. QSR #5528 ESP32-C2 Xk a4, i HiT4 5
ESP-AT 142, TR TP E TR B k%

e |3 Component config->AT->AT driver command support

3.10.2 AT+DRVADC: %l ADC il i

YL
23

-

[y

E:
4

=

[AT+DRVADC:<channel>, <atten> }

W i :

+DRVADC:<raw data>

OK

S

e <channel>: ADCI ¥,
* ESP32-C2 %4 HUE A [0,4],

BiE B

0 GPIOO0
1 GPIOl1
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: TEJH{H.

« 0: 0dB FE0, AR [0,750] mV.
o 1:2.5dB 320, AAESEEY [0, 1050] mV.
* 2: 6.dB 3, AR [0, 1300] mV,
© 3: 11 dB 80, ARCIETERH [0, 2500 mV.,

o <raw data>: ADC iHiE{H.

B
* ESP-AT H 3§} ADCI.

* BSP32-C2 3#% 12 {58
o XA EE EAHON R, ATAS % ADC Hilk.

il
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// ESP32-C2 ¥ &% EH 0dB EWH, A%MEFEF [0, 750] nv
// B &% 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #jisft PWM Yiz)gs

wE WA
mA:
[AT+DRVPWMINIT:<freq>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>] ]
W i <
[ox )
ZH
o <freq>: LEDC EWfeafi, BE{i: Hz, JiF#: 1 Hz~8 MHz,
* <duty_res>: LEDC jfiii 25 A 3E%, JEll: 0~20 {7,
* <chx_gpio>:LEDC i#iif x %t GPIO. 7, i AR GPIO16 /EAiiiE 0, FF i # <ch0_gpio>
K 16,
]
» ESP-AT IR Z g 345 4 NHiAE.
e AMAS BN BEERNEBEZRE T HE PVM v 4 (WAT+DRVPWMDUTY
MIAT+DRVPWMFADE ) REM % BRI o B0, SR 4 JAihib TWi4~814 , A4 AT+DRVPWMDUTY
A HE AR B G N 1 PWM (25 1.
o BN A A PERAR ERS I . B 2 B UL AN 2 T R SRR
il
AT+DRVPWMINIT=5000,13,17,16,18,19 // % & 4 A#E#&, M EH 5 kHz, H o B =E 4o
<13 fr
AT+DRVPWMINIT=10000,10,17 /) RATHLEE 0, M E 0=

i
~kHz, AZHAp#HEH 10 fr, £ € PuM XA 4L ABRE - MEE

3.10.4 AT+DRVPWMDUTY: k¥ PWM L%:Lb

v

15

N

R

X

=

[AT+DRVPWMDUTY:<ChO_duty>[,...,<ch3_duty>]

Wi i ¢

{OK
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5%
* <duty>: LEDC i 555 H, 5[ [0,2 WFRIE],
e

» ESP-AT £ e ¥ 4 MiliE.
o AHAEBEILTNRE LT, HEAEIZSE.

il

AT+DRVPWMDUTY=255,512 // & B # & 55, WEEM 1 b kA 512
B i % 0

AT+DRVPWMDUTY=, , 0 /A&

3.10.5 AT+DRVPWMFADE: ¥ PWM @i

%

&E

AR
-

O

~

=

‘AT+DRVPWMFADE—<chO_target_duty>, <chO_fade_time>[,...,<ch3_target_duty>, <ch3_fade_ J
—time>]

o <target_duty>: HAR¥EA 525H, JEE: [0,2 duty_resolution ]
o <fade_time>: WiAZ[ i KEIE], Hfi: ZF,

]

o ESP-AT i ZHE ¥+ 4 MEiE .
o FEANEIELFEINE <target_duty> fll <fade_time>, FHIZEHMKEITA],

il
AT+DRVPWMFADE=, , 0, 1000 /) ER— AW R EEE 1 R ER O
AT+DRVPWMFADE=1024,1000,0,2000, // R — S e E¥EE 0 & & = HiEE Ho
~1024, WHHHEAKEE 1 B ERHERH O
3.10.6 AT+DRVI2CINIT: #Ji&4k 12C FEHLIRE)
E WA
A
[AT+DRVIZCINIT:<num>, <scl_io>,<sda_io>, <clock> }
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Wi 3% ¢

[OK

- <mum>: D2C B, W 0~ 1 WRAEERTOSE, AT RIS 2C H.

e <scl_io>: I2C SCL {5511 GPIO 5.,
e <sda_io>: I2C SDA {51 GPIO =-,

o <dock>: FAHUBT Y 12C MR, A7 Hz, fR{H: 1 MHz.

Bl

o AR SR 12C AL

il

AT+DRVI2CINIT=0,25,26,1000 // #J# {4 I2C0, SCL: GPIO25,

LB A E 1 kHz
AT+DRVI2CINIT=0 // BUH I2C0 ¥

SDA: GPIO26, I2C.

3.10.7 AT+DRVI2CRD: i 12C %

- :
wE WA
Wi

[AT+DRVIZCRD:<num>, <address>, <length>

W 3% ¢

+DRVI2CRD:<read data>
OK

o <num>: 12C i A5, JuH: 0~1,
o <address>: 12C M5 HhL
— 7 {iHhE: 0~ OX7F;

— 10 fiiddil : 55— DI RTHT-EAM R 1111 0XX, HrP i 5 M7 XX 2 10 {7 bk i 5 2 9 A7 o Bl
an, g 10 f7 ikl >4 0x2FF (b” 1011111111), AR 245 A Byl A 0X7AFF (b’ 111101011111111),

o <length>: I2C ¥{i K&, JWHE: 1~2048,
 <read data>: 12C %,

(A
o 12C kg i il — A

il
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AT+DRVI2CRD=0, 0x34, 1 // I2CO M M i 0x34 A EE 1 F¥WHE
AT+DRVI2CRD=0, 0x7AFF,1 // I2C0 M 10 fr 4 Ox2FF A B 1 F ¥ #h R

// I2C0 M4 0x34, FHEH I 0x27, E 2 FH
AT+DRVI2CWRBYTES=0, 0x34,1, 0x27 // I2C0 4 B3 & H i 0x34. FH EH 4 0x27
AT+DRVI2CRD=0, 0x34, 2 // I2CO0 T HH 2 F¥

3.10.8 AT+DRVI2CWRDATA: G A 12C %

v

H

N

B

¥

v

A

=

[AT+DRVIZCWRDATA:<num> , <address>, <length>

W i <

OK
>

e BRI RS, A GRS AR, SRRAFISEERE R E S, B mITR .
R R, R ]

[OK

AR AR, R[]

[ERROR

o <num>: 12C A5, JEHE: 0~1,
o <address>: 12C MHLAsHALE
— 7 fiithihl: 0~ OX7F;
— 10 ik - 55— AR ET-EAM2 1111 0XX, Hodr i J5 Az XX & 10 bk i 5w W« il
an, ansf 10 fHehk A 0x2FF (b’ 1011111111), AR % AR Hu4EA 0X7AFF (b 111101011111111),
» <length>: I2C ¥R K&, JLHE: 1 ~2048,

A
o 12C kg i i)y —#b.

il

[AT+DRVI2CWRDATA:0,0x34,10 // I2c0 BN 10 F ¥ % Z # it 0x34 ]

3.10.9 AT+DRVI2ZCWRBYTES: G AAME L 4 1) 12C £ds

v

7

XF

fir &

iy
2

Ele
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[AT+DRVIZCWRBYTES:<num>,<address>,<length>,<data> J

o <num>: 2CimHS, JEH: 0~1,
o <address>: 12C MHLi%gHudl .
— 7 fiHitk: 0~ O0x7F,
— 10 ik - 55— ET-EAM2 1111 0XX, HAr i f5 Az XX & 10 bk ) 5 = w7« il
an, sk 10 fiz k4 0x2FF (b° 1011111111), AR A% ARGHHE A OxX7TAFF (b’ 111101011111111),
¢ <length>: 55 ANy 2C FH s, JElH: 1~4 597
o <data>: B[ <length> {EKEFWEIE, JEMH: 0~ 0xFFFFFFFF,

]

o 12C kg i Al —#b

il

AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FH #HE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F¥H HIE 0x1234 £ 10 AL 4k
—0xX2FF

// I2CO0 B ik 0x34., F 7 HH i 0x27, K H cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥i SPI GPIO

v

7

4

E A

¥

oy
%

e

[AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

W i <

[OK

S

o <mosi>: FHMAESXTI A GPIO 1.

o <miso>: FAMMBIESHN GPIO &, #AMM, B -1.
o <sclk>: SPI 4P E-4F 1) GPIO & .

o <cs>: BEFEMALIIE SRR GPIO 4], #ANEH, B -1,
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3.10.11 AT+DRVSPIINIT: )54k SPT 3Pl 5)

WE WA
[
[AT+DRVSPIINIT:<clock>,<mode>,<cmd_bit>,<addr_bit>,<dma_chan>[,bits_msb] ]
W i <
[ox ]
ZH
o <clock>: IJARSEEE, 40480k 80 MHz, Bifi: Hz, fyffd: 40 MHz.
e <mode>: SPI i, JuR: 0~3.
* <cmd_bit>: Ay BT BEIAGIEL, ORIl 0~ 16,
« <addr_bit>: HBHFFEHOEGAGIEL, 0~ 64,
e <dma_chan>: jEiH 1 3{ 2, AF% DMA RN 0,
o <bits_msb>: SPI %#Etg = :
— bit0:
+ 0: Jef%4 MSB (BRI )
« 1: Jei%Hy LSB,
— bitl:
« 0: Jeizlle MSB (3K )5
« 1: St LSB,
i)
* HTE SPI A4S ALHI L & SPT GPIO.
ZN ]

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H % : 100._

~kHz; R 0 AN Ef i BERKIALEAN 0; L@ F DMa; K f gk LS
OK

AT+DRVSPIINIT=0 // Ml SPI I 3z

OK

3.10.12 AT+DRVSPIRD: it SPI %2

BeE WA

=

A

[AT+DRVSPIRD:<data_len>[,<cmd>,<cmd_len>}[,<addr>,<addr_len>]

M

+DRVSPIRD:<read data>
OK
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o <data_len>: FFiEHU) SPIBEK BE, JEH: 1 ~ 4092 735,
o <emd>: Ay HHE, BUEKEH <cmd_len> SN E .

» <cmd_len>: AYRAEEH R, JEH: 0~2 5.

o <addr>: fy&Hidk, HuhEKEH <addr_len> S E.
o <addr_len>: ZARAGHFHIEIEE, JEH: 0~4 5.

|

« #MJT DMA, <data_len> SHUAEK RS E MBI N 64 45

il

AT+DRVSPIRD=2 // B 2 F % %
+DRVI2CREAD: ffff
OK

AT+DRVSPIRD=2, 0x03,1,0x001000,3 // # B 2 F % H## , <cmd> % 0x03, <cmd_len> 4 1.
% ¥, <addr> % 0x1000, <addr_len> 4 3 F ¥

+DRVI2CREAD: ffff

OK

3.10.13 AT+DRVSPIWR: A SPI %

=

DN .
A

=

[AT+DRVSP IWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

] i 2
M <data_len> BEMEART 0, AT R[4 :

OK
>

YR BRI RS, A GRS AR, SRRAFISEIRE R E S, Rt mITh .
AR S, AT R[] :

[OK

Y <data_len> BN O W, BEN AT HtLharSRisthht, Atk SPI &, SR AT iR |u]:

o <data_len>: SPIZ#R{CE, JiFE: 0~4092,

o <emd>: Ay HHE, BIEKIEH <cmd_len> ZEE .
o <emd_len>: ARAEE RS, JEH: 0~2 575,
o <addr>: fyHidik, HbbKEH <addr_len> K E .
o <addr_len>: ZARAfEHPHUBEK RS, JER: 0~4 FAY.
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B
« FARMH DMA, <data_len> ZHIFKAENS IR AIE N 64 545
2N
AT+DRVSPIWR=2 // BN 2 F ¥ % &
SK /] T B B AT R E
OK
AT+DRVSPIWR=0, 0x03,1,0x001000,3 // B AN 0 F ¥ H# #, <cmd> # 0x03, <cmd_len> # 1.

“*%—:—%—1

OK

<addr> % 0x1000, <addr_len> # 3 F %

3.11 Web JIl%528 AT iid

. AT+ WEBSERVER: J& /2% /i Web 7 45 240 & Wi-Fi %45

3.11.1 #v&

W BOAR AT B SRR DU T ) AT figd. Q1SR ETEZE ESP32-C2 3(Hf Web fli 55 2 fir %
1747 ESP-AT 142, {E55 TP TS TAR HLESE:

e |3/ Component config->AT->AT Web Server command support

, WHH

3.11.2 AT+WEBSERVER: J3 /28 Hifiik Web JIR 45 221l Wi-Fi ¥4

~

L A

v T

K

iR
&

5?

[AT+WEBSERVER:<enable>,<server_port>,<connection_timeout> }

o <enable>: 5 H/2% H Web iR 55#5% .
— 0: 25 J1] Web I 55 45 H-RERUEH X B2 U .

- 1: JF3 ] Web lR554%, L5nT DATE A fc {5 sl 8 0 WA L B Wi-Fi 4245 L.
» <server_port>: Web IR &#5i 15 .
* <connection_timeout>: £ EZ KM EE] . B FP. JER: [21,60].
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e

o B WA AR DASRAE Web IR 5525 r i ) HTML SC:, —Fp@ i FAT SCHRSE, HETTFRZ A
AT FS 4. o5 — M2 i i A SCHRA7# HTML SO (BRIAIRE ) .

* BN HTML 342 index html o AR T2 [ @ L HTML SCAF) s g (el o S0y, R E
BUOZSCARI] s QIR FEEE A L HTML U B NES (B fm—A7 B ), TR ZEXT R
& PR RS SO at_web_server_cmd.c .

o B LRIT Y socket (135 KECH A RE/NT 12, f&0] PAYE menuconfig H1 % B LI . /build.py
menuconfig > Component config>LWIP >Max number of open sockets, R)GE
BRI (3% 0B A% iF ESP-AT T.42),

o AT [E{FERINA SR Web IR 5548 AT fird (S 30HY see ESP-AT Bl #+ % 5%) , {HEZX W] DAYE menuconfig

ik E Y Web iS5 8% AT 5% . /build.py menuconfig > Component config >AT > AT

WEB Server command support, AREEHMHIFLE (% R R%iF ESP-AT 1.42).

ESP-AT 7£ ESP32-C2 Z 41|44 4 S EFoi [ ] 7 (captive portal), 1] &%),

W 2 5 ] 2% SCRY Web Server AT 7= 15) o

ZATA S ITTR, JEIS1E 2% at/src/at_web_server_cmd.c.

5% 4T £ 3, OTA SR FREUEZ OTA 4.

il

/) B web RE&#H, WA 80, BEANAEEMENHE 50 B
AT+WEBSERVER=1, 80, 50

// ZER web R & &H
AT+WEBSERVER=0

312 H ) AT o

45

AT+USERRAM : #84F 1l P25 1 RAM
AT+USEROTA: F3¥45 5 URL Fh4% [ {4
AT+USERWKMCUCFG: ¥%'% AT Mefif MCU [ il &
AT+USERMCUSLEEP: MCU 3571 B T BRI RS
AT+USERDOCS = 1) [l {45 [ 1 I P SCRY 4%

3.121 #r&

T BOAR AT BIPECHFICOUR FRIBTE AT frd. WSREOR TS ESP32-C2 LI 1, i F T4
% ESP-AT 142, 7E85F RO R T A% HLpk P

e # /] Component config->AT->AT user command support

3.12.2 AT+USERRAM: $:1i:H P42 RAM

tEiiar A

S

A A AT B2 RAM )

ks
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[AT+USERRAM?

Wi % ¢

+USERRAM: <size>

OK

ifig:
L. BE. 5. R BEEUH T RAM %5[H]

[k

[AT+USERRAM=<operation>, <size>[,<offset>]

Wi i ¢

+USERRAM: <length>, <data> /] RERE®RER, 28X NEHE

OK

¢ <operation>:
- 0: BERUH ' RAM 5[]
- 1t 4rfECH P RAM 5]
- 2: [ RAM B
- 3: M RAM 34
- 4: 3B RAM _E 5
o <size>: AL/ SR T RAM K/
o <offset>: 32/ RAM i, Bhil: 0

BEW]
o WPEPATARAT AR A 2 i BE 7 RAM Z5[]

* Y <operator> iy write I, RGEUE| a5 ILHATIRE] >, MR

P EN 5 <length> —3(,

nTDAR A RS R, %L

* ¥ <operator>Jj read W HKJEAT 1024, ESP-AT LPARKEARAZ R IEIE, HRINE RS

il 1024 P, FRZADA \r\nOK\r\n 4§

il

// AW 1 KB K F RAM % Jq
AT+USERRAM=1, 1024

// # RAM R EFHMLEE N 500 FFHKE
AT+USERRAM=2, 500

// M RAM B A g H 100 LB LB 64 FFHE
AT+USERRAM=3, 64, 100

// BHH P RAM % ]
AT+USERRAM=0
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3.12.3 AT+USEROTA: Hififaa URL T4l 1k

ESP-AT {eizfTi}, JHEEIHEE URL ERYHTE (.

)E’J

CEL A

Dyt
TH9E] URL Hi 7E BAS 1 [

ke

[AT+USEROTA:<url len>

W i ¢

OK

>

AR IR AT CHER - URL, U AT A% A URL, 24 AT 820 # 1) URL KJERF| <url len>

Ja, Rl

[Recv <url len> bytes

AT i EIMERZ )5, THad eI ih. WRIIHSE, &0

[OK

WER SRR R B TR, R )

[ERROR

ZH

o <urllen>: URL K, HifE: 8192

Bl

o TEA[ DA GitHub Actions 2. F 2, Ji 5 200 OTA [, WnlPAEF7% 35 ESP-AT 142 A R ir a5 B

OTA [iil{4.

o TR A {d ) A &2 ESP32C2-2MB #5 4H i B, OTA [ {4 build/custom_ota_binaries/
esp-at.bin.xz.packed; IR G T2 ESP32C2-4MB #i 2 it &, OTA [ {45 build/

esp-at.bin,

o THIUE T MRS

o WERMZRMEAESETIRRIU, AT FfiR[o] ERROR, HAERF— B .
o ANEBTMEENHRA . FBERIHRA S AFAE—E B M

IHRRAS, SRR H O™ e B AT ISR U fE

o BUUTIR AT FfF)E, JAMAT+RESTORE IR B

e AT+USEROTA T HTTP fll HTTPS,

R TEIBAT, IR ETIE]

o AT #i > 455, Bl IEIR AT N T B8 AT T L, AR ZEAHTT45RE (CR-LF),

* X4 URL 34 HTTPS W}, AN@EW SSLAAIE. Q2R ZEK SSLAAGE, i B 474 i PKI SCEAER SR EAT]
RBP4 K, ZJEHE AT+USEROTA Ay ) SL AR k45 %1 PKI U35 575 4o
T #% PKIBL % . %F AT+USEROTA fid, WH% ESP-AT TRt <] USEROTA.,

© WS H4olT R OTA IHR KHEL OTA fird-.
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il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wi MCU ¥y &

LB AL A
WA

ik
Bear B E AT A MCU [BLERIRES, DA AT Qufafiefi MCU.

* 24 MCU ZEERMPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
* 2 MCU ZIEIRIPIRE, AT R MCU T8l Aok Bidimt (30 Ak i Bda fIESP-AT i G4k &
SE SRR, AT 25 AR5 5 AR K . MCU i sl 2 i) Jo /g BRI (5 =

[

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>,<delay time>[,
—<check mcu awake method>]

* <enable>: 5 I E( 4% IR TIC o
- 0: ZEHIMefiE MCU Jii &
- 1: ffifEmefiE MCU il &
» <wake mode>: MR,
- 1: GPIO Mafig
— 2: UART Mg
o <wake number>: %S E X BT <wake mode> H{H.
— IR <wake mode> & 1, <wake number> ftZEMEES I GPIO 4. F P aE B IE L & 1
WA B AR &, R R e A AL B
- R <wake mode> J2& 2, <wake number> fUFEMilE UART %45, 45l A %45 1, BId:
UART1 Mifif MCU,
o <wake signal>: ZZ 5= BT <wake mode> H{H.
— R <wake mode> 2 1, <wake signal> fUFEMLEEAF,
+ 00 KA
+ 10 EHLP
- W <wake mode> 22, <wake signal> fUFEMEEFYT. JEMH: [0,255].
o <delay time>: 5 RZERGRA], B 28, JEHE: [0,60000], ZSEH) = LR T <wake mode>
IHE.-
— MR <wake mode> 2 1, NIFE <delay time> H[E]N, BH—H % <wake signal> Hi,
<delay time> 3|5, W%E <wake signal> HiF,
- IR <wake mode> 22, W7 HI%. %X <wake signal> F77, #HAZEGEIEMN.
o <check mcu awake method>: AT K& MCU 254 TR IR ZS o
- Bit0: @& JF 5 5 AT+ USERMCUSLEEP iy 4[] 8k « BRIANTF 5 - B : Y 2] AT+USERMCUSLEEP=0
4 $ MCU ik 1ic3] AT+USERMCUSLEEP=1 fy4-, 471 MCU HER.
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- Bit 1: @ EIF R HAT+SLEEP=0/1/2/3 s %1 KBk ERIAZEM . Bl 13 AT+SLEEP=0 1y 4, &
7~ MCU BE3€; k3] AT+SLEEP=1/2/3 64>, %%/~ MCU HEHR .

- Bit2: @EIF)H <delay time> #@HI/EHE/~ MCU kTR, BUAZEH . BP: ZEHA), delay
time 5, 8/~ MCU BER; {HRERS, delay time 5, $§77~ MCU Xk,

- Bit3 (BARLIM): 2 FFE GPIO #5/8 MCU ERIIEE. ERIAA R

|

o i HFEENE K.

o BRR AT [n] MCU 38l AR BARTT, 20k (59 ik A% fE, <delay time> WAE| T2 )5
B ESWE. BRSPS MCU (R L Hses.

o MNHRAE <delay time> ZFPZHi, AT I{F] <check mcu awake method> H T2 MR
ST B PR BRI S5FFF <delay time> WG, & HINHREERE.

Bl

// FERYE MCU BBE . K AT M MCU XFHEwW, 2% A wi-Fi #HRE GPIO18.
SEM, BWT%E MU, AHEHFEET 10 .
AT+USERWKMCUCFG=1,1,18,1,10000, 3

// ZEF%EBE MCU BE
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU 4575 H CHEIRIR &
At o

Dy :
TEAT+USERWKMCUCFG 41 <check mcu awake method> Bit O iR B &N T, A S4E%%. H
T4 AT 2457 MCU [ RERGIR A o

[AT+USERMCUSLEEP:<State>

o] 7 <
(o
* <state>:
- 0: /8 MCU [iEk .,
- 1t ¥8/8 MCU REHR.
il

// MCU 4 41 AT ¥% ® MCU P %
AT+USERMCUSLEEP=0
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3.12.6 AT+USERDOCS: #5ifglalf: %t i H  Sepei 4
b A

i
P24 HAS A R I8 9 SO P SR i

s

[AT+USERDOCS? }

W

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK

o < enurl” > WICSCRY SRR
o < cnurl” > HSCSORY SR

il

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c2/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c2/index.
—html"

OK

S AR S Z BT SC P A T INAE, TR AT fy i —SeRARF .

3.13 AT &2k

] AT Ay A PRz
it BN WA
it s 2 AT+< i QAR >=? FRIBCE A 1 N SR UEE
a4 AT+< T2 55 >? iR ]2 B S
BEAS AT+< AT QAR >=<---> BEM P AEXSEUE, Hsfrad
W AT+< A Q2 F5 > AT B E XSRS

o NREA AT a8 AR AR Ay &

o W BMASL, HE SRR S BRI T S

o RFEG <> WIS LA ] LA .

o RS 11 WISHOTUAE M, ARSI EEATEGAE. B0, i2fTAT+CWIAP fir & i I A LS4
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AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

© VEHHSBOGIA SRR, LA, DRk,

[AT+CWJAP:"ssid" , "password", , 1

s RG I SFER TR S, W

[AT+CWSAP:"ESP756290", "21030826",1,4

o BEIRTFAFFNERL LB, YEF s TR A . "\,
-\ SRR
-\, BGES, MBS HNES ILHERE L.
- \": FSOGS, FRTFAFRSEINE |5 ToHE L.
- \<any>: ¥ <any> FfF, BRI <any> F4°F, A RBHTL.
o HA AT @A R IR AT R B0 3L, He R R L. BN, AT @4 03T > S A SR
b, BN B

AT+CWJAP="comma\,backslash\\ssid", "1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"",1,0

o AT fip % HBRIAB R % 115200,
o Bk AT fir MK BEA B 256 5
* AT i DUBIAT (CR-LF) 453, FrLAR 0 THVIE N .
o AT 345 1R ) 2 i WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
— esp_at_result_code_string index

3.14 S fE RRAFAE flash iy AT @54

PATF AT @S 50E SO I SR AETE flash (1 NVS KIgith, B ERE, SHEEGH.

e AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE—Ha oM SECE SRR IR S flash 7] DAUEALAT+SYSSTORE fir QR CE, RS WL a9 1A
R

il AT S B SHURAE, 2l NVS BESCiiy. Wik, QRaSIEMENSEIE, WASEA
flash; QR AFSTCEAFKSEAE, fash A PITE SR

3.15 AT {8

M ESP-AT fiy 44 11 3% [1] () ESP-AT J BATPIFISAL : ESP-AT Wk (#zl) Ml ESP-AT i Bttt (F3h).

* ESP-AT IR, (#3h)
AN K ESP-AT iy SR £ R IR, #51ff & 3% ESP-AT iy B BATEE R o WM 5 — 4% T
BRI OK 5 ERROR.,
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22 3: ESP-AT 1%/

AT Nz 52 RR

OK AT iy Ab P52 e, 3k [A] OK

ERROR AT iy -G R s AT A rp 2 A R

SEND OK BB k2% E Wk (4 X} FAT+CIPSEND
MIAT+CIPSENDEX iy %) , HARFLHEED £ K 3
P

SEND FAIL i) P IS AR K2 36 BB B AR AR R (41 X% T AT+CIPSEND
FNAT+CIPSENDEX fi54)

SET OK URL B2 82hikE (4% TAT+HTTPURLCFG %)

+<Command Name>:. . .

FEAtE AT fiy &40 BHEER

« ESP-AT j Bty (F:3h)
ESP-AT &:4R45 A4 P B EAPIRSZ LB B

% 4: ESP-AT 34 HLR 45

ESP-AT &2 & it BA

ready ESP-AT [E{/-C & HE &2k

busy p--- %%%ﬁ,EEﬁﬂL %A%, oI
s

ERR CODE:<0x%08x> ANl i 2 B A R AR

Will force to restart!!! A7 R B e A

smartconfig type:<xxx>
Smart get wifi info
+SCRD:<length>,<reserved data>
smartconfig connected wifi
WIFI CONNECTED
WIFI GOT IP

WIFI GOT IPv6 LL

WIFI GOT IPv6 GL
WIFI DISCONNECT
+ETH_CONNECTED
+ETH_GOT_IP
+ETH_DISCONNECTED
[<conn_id>,|CONNECT

[<conn_id>,]CLOSED

+ERRNO:<error_code>

+LINK_CONN
+STA_CONNECTED: <sta_mac>

+DIST_STA_IP: <sta_mac>,<sta_ip>

Smartconfig 257

Smartconfig &3k HX SSID F] PASSWORD

ESP-Touch v2 23k B & L5

Smartconfig 52 /%, ESP-AT 3443 Wi-Fi

Wi-Fi station 3 [ & 7323 AP

Wi-Fi station % 1 2L 3K HL IPv4 Mk

Wi-Fi station 43 [T L $RH IPv6 i A i1 ik

Wi-Fi station 42 [ 2L 3R HL IPv6 4 Jmyiik

Wi-Fi station 3 1 2.5 AP Wi FFi%4:

PAK M2 O B EH:

PAK 422 11 23R IPv4 Hiihl:

PAK M2 01 E BT

ID fy <conn_id> ML EREE Y (BRI

#LF, ID K 0)

ID 4 <conn_id> (M EZ W (ERIATE

{ET ID 3 0)

A PAT IR MO A B 1

- B TCP jE4:. UDP f&%j. SSL R 45 #%
RIS, SRS EguR A R NE
P71 SO_ERROR; #: SO_ERROR 0,
D3R ] LwIP [ errno; #r errno A 0, Niji%
[l ESP-AT & 5 1R
— ST SSL ERERIET, BRI R

Ml S A UE A R AR R R
FETRAS M 0, IR [0 mbedTLS [ 45 iR h ;
#7 mbedTLS FJ45 RIS H 0, NJ3R M esp-tls
MR RIS # esp-tls PUEETRIGA 0, MR
] ESP-AT & X 45150

TCP/UDP/SSL #1411 B

station 143 % ESP-AT [ Wi-Fi softAP 2 [
ESP-AT 1) Wi-Fi softAP 33 [ 45 station 4} fi. IP
Hhdik

ZTm
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R4-BEW

ESP-AT B & WiAA
+STA_DISCONNECTED: <sta_mac> station 5 ESP-AT [ Wi-Fi softAP % I [/ 3%

Wt

>
Recv <xxx> bytes
+IPD

FEARX TREE

SEND Canceled

Have <xxx> Connections
+QUITT

NO CERT FOUND

NO PRVT_KEY FOUND
NO CA FOUND
+TIME_UPDATED

+MQTTCONNECTED
+MQTTDISCONNECTED
+MQTTSUBRECV
+MQTTPUB:FAIL
+MQTTPUB:OK

ESP-AT (E7ESE R P A58

ESP-AT M fir4-iiis 1 E L E] <xxx> T4
ESP-AT e JE B LA T, SUREIR A M4
HdE. ALATHHEERE:

- R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #J HlI: +1PD,
<length>

- R AT+CIPMUX=1,

AT+CIPRECVTYPE=<link_id>,1, T
Fl: +IPD,<link_id>, <length>

-1 LA AT+CIPMUX=0,
AT+CIPRECVTYPE=0, AT+CIPDINFO=0,
THI: +IPD, <length>:<data>

-t H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, T Ei: +1IPD,
<link_id>, <length>:<data>

— 1 ) AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, ¥ Hl: +IPD,

<length>,<"remote_ip">,
<remote_port>:<data>

-1 T AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 7

EJ: +1PD, <link_id>,
<length>, <"remote_ip">,
<remote_port>:<data>
H i link_id F i# # ID, length H
B4 K JE, remote_ip 4 it 4y IP M ik,
remote_port Nkl 15, data NEHE.
HE: MR SSL R, FERiahizl
T (AT+CIPRECVTYPE=1 ) , AT 52 M B & 1
length W] BEFNSE PR AT B SSL Al BEA—
. N AT 25 A SSL 2 Al se i Fii <
BE, R SSL R AT BN 0, AT £k
Il 2 A B
ESP-AT fEi#E LB, CURER B M 4k
T
BUHFE Wi-Fi 558 a2 X, T 2880
LR BN R 55 25 B s K IE B
ESP-AT ;B 4} Wi-Fi i£ 542X,
TE H E S K AR R EIA R s A1
TE B & U KA A B A R L5
TE H & o R H A 3401 CA I
RGBSR B . HAEKIRAT+CIPSNTPCFG iy
LIEEHE B EEE, RS SNTP k55 453K
HUEIH IR, A 2FTEIHIE S .
MQTT . %E#% broker
MQTT 5 broker & WrIT %42
MQTT & M broker Uit 2% #E
MQTT %A £ 2R
MQTT A1 458 52 i

ZTn
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F4-#ELEW
ESP-AT i 2 & 1A
+BLECONN Bluetooth LE &2 2 3 57.
+BLEDISCONN Bluetooth LE &4 2. W -
+READ il i Bluetooth LE MEHz 4T RE UAE
+WRITE i# 17 Bluetooth LE #4755 A#E/E
+NOTIFY 3k H Bluetooth LE i%$%[# notification
+INDICATE 3k H Bluetooth LE #4211 indication
+BLESECNTFYKEY Bluetooth LE SMP %£4H

+BLESECREQ:<conn_index>
+BLEAUTHCMPL:<conn_index>,<enc_result>
+BLUFIDATA :<len>,<data>
+WS_DISCONNECTED:<link_id>
+WS_CONNECTED:<link_id>

+WS_DATA <link_id>,<data_len>,<data>
+WS_CLOSED:<link_id>

+BLESCANDONE
+BLESECKEYREQ:<conn_index>

+BLE_TT_MODE
+WRITE:<conn_index>

33 E Bluetooth LE 35 (4 I 45 i %5 5K
Bluetooth LE SMP P % 52 5

ESP 345 U B M FHlim & 3% 1) BluFi ] P E &
#3: ID 5 <1link_id> ) WebSocket 1433 L Wt
3:':

R ID i <1link_id> [ WebSocket %42 £
A

#42 ID 2l <1ink_1id> 1) WebSocket 25 %]
B

#42 ID 2 <1ink_id> 1) WebSocket #4E &
]

HitgR

Xof i L 2B Z BU AT 5K, ESP 35045 1l DA A %5
HT

A BLE &R

EFELRATT, (HE notify (% indicate i}, §T
FIPA “+WRITE:” JF3KIHRIE B

3.16 AT Hi&

Wi en ik de o B R IREXT LR I, ESP-AT Skl R HAGEE, A T ESP-AT 19
BATRE . BMATLAR A R R ERE, EREZSHMNHERR. Ty a5 e HERE
SR -
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2% 5: ESP-AT Hi

AT BE

iR

at-common: write dlen:0

at-init: at param mode: <mode>

at-init: v4.1.0.0 (<src>)
at-wifi: negotiated phy mode: <phy_mode>

at-wifi: wifi disconnected, rc:<reason_code>
at-wifi: wifi recon-
nect..(<index>/<total_count>)

at-net: unknown host: <hostname>

at-net: send failed, s:<send_len>ri<ret_len>

at-net: link is changed

at-net: link:<link_id> is on netif:<netif_id>

AT 64 ) RX US| JEFH A #icdhs . 1 5 X 2e %
PFEEHZN\0 F5F. R UART F1 MCU
WeE, HKAE:
« ESP32-C2 f{j UART RX 5| Jiil /& 75 1F ff % 322
3| MCU 1 TX 5|}
* MCU &% %3k T 3k AT fp 248 X4
* MCU E G IEHICE T UART AR, K
(A A I VAN & 57 8 AN T
« MCU [ GND 275 IF i %4 5 ESP32-C2 [y
GND 5|

AT HIIHALI ) S50
* 0: LS
o 1: fii ] mfg_nvs 43X B S5
e 2: ffiff] factory_param 43 [X B {344

AT & {4 8 RRCAS-Z R0 7 o] 424 A= RSP A T

Wi-Fi Station i£32%3| AP BHF Y PHY Bz
¢ 0: Low Rate

11b

11g

11a

HT20

HT40

HE20

VHT20

e o o o o o o
N O R W -

Wi-Fi station Wi FF &8 [t A 4G A5
Wi-Fi station 1F 7F HiE %] AP

TLIEMAT EHL44 <hostname>, iff % DNS %
R I 285 12 2
RIEFAER M, KFERK R <send_len>, SLfx
REK N <ret_len>., THRE TR,
AT {ER R S5 A50, FEBIR AR SRR, % i
E2 30 [P =T N OE- 9 b L )i e
4 <link_id> 7E W 2582 11 <netif_id> | #5717 i)
T

e 1: Wi-Fi station [

e 2: Wi-Fi softAP £ [

e 3: PAKMED
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Chapter 4

AT iy % 7l

4.1 AT il bz {15 S Sl B

s BRRGIHE L8, KA HTTP &% T R4k

411 FHRSENSAIE, S HTTP &1 b Rhe

ARGIPA R 38— PNG #& 2089 B R SC ), B R824 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

[AT+RESTORE }

M .

[ox )
2. #%E Wi-Fi £t station.
fird:

[AT+CWMODE=1 }
M .
o ]

3. e A

[AT+CWJAP="eSpreSSif","1234567890" }
M K -

WIFI CONNECTED
WIFI GOT IP

OK
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LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

[AT+SYSMSGFILTERCFG:1,18,3 }

i Y«

OK

>

BERHIA ©+HTTPCGET: [0-91*, (3518 F45) M \r\ns (353 547, Hobt \r\n XHR; ASCI
AT AIE 4, Bi: OD OA). Wik :

[ox )
AR
e "+HTTPCGET: [0-9]*, ALFRIEN IR, F/RVLELPA +HTTPCGET : H3k, RKIRE —H %L
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. %‘%ﬁ%?ﬁﬁﬁ?ﬁ%&:: T B # e N OK R G0 HL .
? N

[AT+SYSMSGFILTERCFG=1, 0,7 }
N . :

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

(ox 1
PiHH -
* \r\nOK\r\n$ HEIIEMFAEF, FIRVLEPA \r\nOK\r\n RN T .
6. BEHASZEELE

[AT+SYSMSGFILTER=1 J
i . <
[ox J
K
* HRMARGH R, a4 S8
7. R
[ATEO ]
M B -
& )
8. MEkE A

THEE R, BCEARINEICGAT RN 2048 547, MZEHEINTA 5000 2£ 70 (VERL: MAGERIN AN 2 iy
LI, BLARRY S YA EINEAT EESE 5 AR BNCE MRS5S R, WP 4% R . TR
E‘JW%%?%DP, UNSRAF PR RERN — R S5 SR am O Rt , WA & KPR 25 5, X P RS 2k &
HIFR ) .
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-
AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
—2048,2048,5000

Nl . <

// WAL, MCU % % £ # 0 3| &/ https://www.espressif.com/sites/default/files/
—home/hardware.png & H X K .

iE‘EEﬁi
o WURKIEFELM, AT 38R 4 %% \r\nERROR\r\n (3£ 9 F4) REL M E %4 MCU,
9. THkRIIER
frd:

[AT+SYSMSGFILTERCFG=0 }

M B :

(ox J
10. 25 RS0 E g
‘DLE/\

[AT+SYSMSGFILTER=O J

i B <

o )
1L JFJE R 2

[ATEZL }

M B -

& )

4.2 TCP-IP AT 754

AT A A ESP32-C2 ¥ 5 _BizATTCP/IP AT 4 % a2 A7~ Bl o

o ESP32-C2i5&NEH TCP % Ptz s ik

o ESP32-C2 5 &4 TCPIR %Rk 5 %i%53E

o 3% [P Wkt Fosy 0 ) € 44 UDP i@ fz

o 3% [P ¥k Fesn 0 5T oy UDP il {3

o ESP32-C2 & &1Fh SSL % P 5% 3k 5 ik 4%

o ESP32-C2 & &1Fh SSL R 4Bk %i4ix

o ESP32-C2 % &1E# SSL %FJM\%;LXX@i}\iJEﬁ?—i%i%

o ESP32-C2 % &15# SSL MR 4B 3% 5 SGINGE % % 3%

» ESP32-C2 % %1F h TCP %\F«% w3 Pikds, I UART Wi-Fi & 1%
o ESP32-C2 % &1E4 TCP IR %%, 53 UART Wi-Fi i&1%

o ESP32-C2 % %1k % softAP {& UDP %4 ¥ 5231, UART Wi-Fi i% 1%

o ESP32-C2 % &R B A INMAE X T 09 B F 4495

o ESP32-C2 i% &-F & mDNS ff %, PC il itk &i%325)i% %09 TCP IR %%

4.2.1 ESP32-C2 451 h TCP %5yt vr Pl £

1. 8 Wi-Fi i34 station,
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[AT+CWMODE=1 }

i

& )
2. EPEFIE

[AT+CWJAP:"espressif","1234567890" ]

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o T4 A SSID %55 ml BRI iRy S H AR . 5 150 B 251 26 FR #4517 SSID F1%515 .
3. #rifi ESP32-C2 4% IP Mtk
e

[AT+CIPSTA? }
M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
K
o WA BE S Bk A AT

4. PC 5 ESP32-C2 & & #E [l — A i .

AEPC _EAf 25538 T2, 81—~ TCP iR 45 %5 . 15110 TCP AR 45 % TP #itht >l 192.168.3.102,

Wik 8080,
5. ESP32-C2 &£ 1E- N7 Fimid ik TCP #4238 TCP R 528, R4 1P #ubikhy 192.168.3.102,

124 8080,

iy 4

[AT+CIPSTART="TCP","192.168.3.102",8080 }

M B -

CONNECT

OK

6. Kk 4 FHAE.

[AT+CIPSEND:4 J
N . :

OK

>
A4 AR, Bl ARG test, ZJa AT KA AT AR

-
Recv 4 bytes

(T
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B F50)
lSEND OK
A :
o AEIAMFENEHEE AT+CIPSEND Mg K E (n), MARSELSMY busy p. .., HK

EEHRET 0 NFAT, RESEUEI L. SEND OK.,
7. R0 4 FATEE .
fEisE TCP IR 5525 ik 4 P REdE (BN test), MAGZSIR:

[+IPD,4:test

4.2.2 ESP32-C2 451k TCP 5525t v 2 %4

24 ESP32-C2 i/ TCP 55 dvitt, WAUEIFAT+CIPMUX=1 fiy - fREL B, P hwl e 24> TCP

P F] BSP32-C2 544 .

PATR 2 ESP32-C2 #4512 softAP 57 TCP i 55 g7l Unitie ESP32-C2 i #rf04 station, W[7EiE

I P A5 e 1 TR R R YRS R 5

1. %% Wi-Fi 3t softAP.,
firde:

[AT+CWMODE=2

i . <

[OK

2. (EREZ TR .

[AT+CIPMUX=1

i B -

[OK

3. & H softAP,

[AT+CWSAP="ESP32_SOftAP","1234567890",5,3

i [ <

[OK

4. T3] softAP (5 H.,
e

[AT+CIPAP?

i . -

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

R
o AR L RT AES A AR AR ]
5. 57 TCP 55+, BikumI1h 333,

Espressif Systems 203
Submit Document Feedback

Release release-v5.0.0.0


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 4. AT #y2 R

[AT+CIPSERVER=1 J

i B <

& J

6. PC jER:%| ESP32-C2 % 51 softAP,

Wi-Fi: Looking for Networks...

Turn Wi-Fi Off

v ESP32_SOFTAP a =
360WIiFi-C403 8 =
AC750 a =
aobrmtWGGx 8 =
ASUS_AC1200 8 =
ASUS_AC1200_5G 8 =

7. 4£ PC LA M4 TR A1 TCP %7, 453 ESP32-C2 & Q@i TCP R 554 -
8. KK 4 FATEUREI M 45 R ID O 0 f5ER% L

i

[AT+CIPSEND=O,4 ]

i . <

e

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

AR
o A ARFETEH L AT+CIPSEND M ERKEE (n), MRS SN busy p. .., kA
EHHEET 0 ANFAY, KESERUGIR. SEND OK.,
9. MIMZEIESRE ID 0 f4%Rs il 4 745
e TCP k528 4% 4 AT EE (Bdih test), MARGESHFIR:

[+IPD,O,4:test

10. 4P TCP #:3%,
i

[AT+CIPCLOSE=O }

i R«

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
iy

[AT+CWMODE:l ]

i . <

Lox J
2. HEHE| B

[AT+CWJAP:"espressif","1234567890" ]

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK
PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Frifi ESP32-C2 4% IP Huhk.
e
[AT+CIPSTA? }

Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

K
o A ZE R T g 5 _LaRm by AN ]
4. PC 5 ESP32-C2 %45 B A — B HH
1E PC i M &I T2, G1#—4 UDP f£4. 40 PC 1 IP #uik>ly 192.168.3.102, N
#8080,
5. ffife2 .

[AT+CIPMUX=1 J

i B <

[ox )
6. A7 UDP &4, 404 ER: ID 2 4, Jofe IP Hihkh 192.168.3.102, ik 8080, 4
Mg 1ok 1112, BEECh 0.

¥ AT+CIPSTART i@ MS 4 mode Yeig T UDP i {5 At IP Motk Flg @45 [l g . A S5
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

[AT+CIPSTART:4,"UDP","192.168.3.102",8080,1112,0 ]
Nl . -
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4, CONNECT
OK
LR
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
T o

o 1112 >}y ESP32-C2 #4511 UDP At [1, #0] JATIRE, WA RE N K FEHLE .
* 0 /i UDP iz IP Huhb Al 2 B2 ), AREE. il 544 PC g T UDP iglf
HL[A) ESP32-C2 &40 11 1112 K 36850dE , ESP32-C2 #4739k 23210k 5k [ UDP 11 1112 fil%k
P, WA AT 4 AT+CIPSEND=4, X, 2B NSk EB | —6 PC g, (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATER R M 41482 1D K 4 fOBER L.

[AT+CIPSEND:4,7

i .«

-

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

-
Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
BRI T 0 AFAT, KESERUS MM, SEND OK.,
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

[+IPD,4,4:test

9. KMIMHEES ID Hy 4 (1) UDP 8

[AT+CIPCLOSE:4

Nl i <

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi £ A station,

[AT+CWMODE:1

M .

[OK

2. FEHEIH
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[AT+CWJAP="eSpreSSif","1234567890" J
N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK
o &Y SSID A% Al R kP IF] o 375 (0 AR B Pl A% 1Y SSTD A o
3. #¥if]) ESP32-C2 #¢ 4 IP MLl

[AT+CIPSTA? }

M .

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

L
o EPAIIEE R AT RE S ik . o AR ] .
4. PC 5 ESP32-C2 i &4 3| [/ — & H o
rPCL@ﬂal_Jf%ﬁ@tI,\, B g —4> UDP &%y . B0 IP #idik A 192.168.3.102, 04 8080,
5. {HBEEAERE,
iy

[AT‘FCIPMUX:O }
M B -
[ox )

6. )% UDP {%45. i IP #idil2l 192.168.3.102, i 1% 8080, AsHiugi1h 1112, B h
2,

s
[AT+CIPSTART="UDP", "192.168.3.102",8080,1112, 2 }
i B«

CONNECT

OK
LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP
B E .
e 1112 >k ESP32-C2 ¥t £511) UDP AHbimg 11, 0] BATIE, WIABEE W FEALE .
e 2 FRY47] UDP {£5i 857 5, UDP &%ﬁuﬂ_: nuﬂﬁﬁkAEEﬁt UDP & ()i i 5 5 2> H 8l 5
R il — RS ESP32-C2 5% UDP {5 1 v 1P Mk Fl g 17
7. Kk 4 FATEE .
i

[AT+CIPSEND=4 }
Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
A :
o EEIAMTF R H N AT+CIPSEND AR ENKE (n), MAGE LW busy p..., HE

ERAERET 0 N, RIRSENJS LY. SEND OK.
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
kG 124 1000,
% UDP f2h How UDP i, HSRF8 X7 IP Bk Al 01 BT,
s

[AT+CIPSEND:4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

-
Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

[+IPD,4:test

10. 354 UDP %45,
i

[AT+CIPCLOSE

N . :

CLOSED

OK

4.2.5 ESP32-C2 V#5180 SSL %% yfaumidt v Yl f:

1. &%E Wi-Fi #3} station,

[AT+CWMODE=1

i . <

[OK

2. BERER| A

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

(BET D
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"

PR :
o fk AR SSID FI 9 m GEER iRy & R AYANTR] . 1 F 450 %t 2 Y SSID Fl% 65 .
3. rif ESP32-C2 #4:4% IP Huhk.,
i

[AT‘FCIPSTA? }
M B -

+CIPSTA:1ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

(B L)

OK
WA :
o RYAIRAIR AT RE S Bk i A AN ]
4. PC &5 ESP32-C2 & & [ — A~ i
5. 7E PC i [} OpenSSL x4, @]~ SSL [k 55 #% - B 40 SSL [ 4551 TP itk 4y 192.168.3.102,
U1 8070,
openssl s_server —-cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

i R ©
[ACCEPT }

6. BESP32-C2 45V & Fusimad SSL #4225 SSL Ik45r#%, NRS#5 1P #bdikoly 192.168.3.102,
124 8070,
i

[AT+CIPSTART="SSL","192.168.3.102",8070 J
Mg |3«

CONNECT

OK

7. Kk 4 TR

[AT+CIPSEND=4 J

i B -

OK

>
4R, Bl ARG test, ZJa AT FaRH AT EE.

P
Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEPER BT 0 NFAT, KR SEMJS L. SEND OK.,
8. I 4 FHTEE
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fBise TCP i 5548 Kok 4 Tl (Bdiih test), MAGRLIR:

[+IPD,4:test

4.2.6 ESP32-C2 & 1i:h SSL JIR55 %5 v 2 i
24 ESP32-C2 i f:0y SSL kg5 iy, WATEILAT+CIPMUX=1 iy fiREL 4, AT A Z A%
Ui 4% F] ESP32-C2 4

PAF A& ESP32-C2 545 /E A softAP 57, SSL k454 i/nfiil; /@ ESP32-C2 i £ 1M station, AJ7ETERE
B HAYE, S RATRGIh R @Rz SSL RS54 A K AP BR
1. &8 Wi-Fi 83 softAP,
e

[AT+CWMODE=2

i B«

[OK

2. (EREZ TR .

[AT+CIPMUX=1

M B -

[OK

3. Jii# ESP32-C2 softAP,
i

[AT+CWSAP:"ESP32_softAP", "1234567890",5, 3

i . -

[OK

4. £ softAP {5 H.,
e

[AT+CIPAP?

i . <

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

[AT+CIPSERVER=1 , 8070, "SSL"

iy B«

[OK

6. PC 4% ESP32-C2 #5451 softAP,
7. 4£ PC L{ifi/f] OpenSSL #iy4>, 4> SSL % i, #4%3] ESP32-C2 i@ SSL ik 554 -
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

[openssl s_client -host 192.168.4.1 -port 8070

ESP32-C2 ¥ 4% L fmi i :

[CONNECT ]

8. KK 4 FATEUREI M 4R ID Oy O fEERK

[AT+CIPSEND=O,4

M .

r

OK

>

4 FARE, Bl ARG test, ZJa AT R AT AR

-
Recv 4 bytes

SEND OK

AR
o FEIAMETEHEN AT+CIPSEND M K (n), MRS busy p. .., Kk
RO ET 0 DAY, RIRSEMG LY. SEND OK.
9. MM %S ID A 0 F4ERE L3I 4 358
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

[+IPD,0,4:test

10. %P SSL #:#%,
e

[AT+CIPCLOSE=O

M .

0, CLOSED

OK

Espressif Systems 211 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 4. AT #y2 R

4.2.7 ESP32-C2 %41k SSL 28 s tdt vr AR N IF PR YE B

AR B BRIE 152 ESP-AT HRERIARYIESS, il A A 2 AYIES:

o BMAE CR SSL & P iEAS, WARYE Lo T 27 PKI B E SR HERIARYIES -
o BMAECH SSL ARG #HIESS, WA CHNIER AR MR SSL RS54k

1. 8 Wi-Fi 884 station.
s

[AT+CWMODE21 ]

N . :

[OK

2. HeEE B .
e

[AT+CWJAP="espressif","1234567890"

iy B«

WIFI CONNECTED
WIFI GOT IP

OK

P -
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. ¥EHE SNTP %545

s

[AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

[OK

iR
o TR PARTE A C B KW X3S SNTP [lR%5#%
4. #%if) SNTP B[] .
e

[AT+CIPSNTPTIME?

M .

{+CIPSNTPTIME:MOH Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C2 #54% IP Huhl,
i

[AT+CIPSTA?

i . <

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK
PAE
o EHYAISER AT RS _Ead R WY H B AN o
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6. PC 5 ESP32-C2 %4582 [El— /N6 «

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
i 14 8070,
iy
openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/

—customized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C2 i&45 Ly iy :
[ACCEPT }

Vi :
o A H I UE A AR AT DAARSR AR UE L B A TR 3
8. ESP32-C2 1% #1% & SSL & Frim A A IE B &
[AT+CIPSSLCCONF:3, 0,0 J

i . <

[ox )
9. ESP32-C2 % 451E- % Fimgidad SSL iE4% 3| SSL AR %48, IR&EG#: IP Hihik-h 192.168.3.102,
14 8070,

[AT+CIPSTART:"SSL","192.168.3.102",8070 }

Nl i <

CONNECT

OK

10. K% 4 T8

[AT+CIPSEND=4 J

M . <
e 3

OK

B4 FRE, Bl ARG test, ZJ5 AT Rk AT R R

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
ik TCP i d5#% &3k 4 R8s (Bdlih test), MARG SR

[+IPD,4:test J
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4.2.8 ESP32-C2 5124 SSL IR 55 s S WU A UE 2 ¥+

24 ESP32-C2 ¥y SSL AR S5 Ay, AL AT+CIPMUX=1 fy - fEREL 4L, AR BEA Z 1%

US| ESP32-C2 1545 .

PATR 2 ESP32-C2 it f°h station 57 SSL AR 55 &7 il AR jg ESP32-C2 s/ softAP, W[ &%

ESP32-C2 #&MEH SSL R4 BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

[AT+CWMODE=1

i B <

[OK

2. FEREFIH S

iy

[AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

K

o ki AR SSID FIEERS AT BEER i iy AR IR] o 35 68 A % h 5 SSID FEFRY

3. Frifi] ESP32-C2 4% 1P Mtk
e

[AT+CIPSTA?

M B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PERA:
o BHENETR TS LR AR .
4. (EREZ .

[AT+CIPMUX=1

M .

[OK

5. 757 SSL k4548, Ik 8070,

[AT+CIPSERVER=1, 8070, "SSL", 1

M .

[OK

6. PC 5 ESP32-C2 i& 45 Al — Mg .

7. 1£ PC _Lf#i /il OpenSSL x4, Q#—4> SSL )i, ¥E4%3] ESP32-C2 i #0214 SSL ik 55-4% .
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

) ) 9) 4) ) 9)

PLDDDDD

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 -port 8070

ESP32-C2 545 F iR -
[0 , CONNECT }

8. Kik 4 FATHIR B ML ERE ID Sy 0 fEERK F.

[AT+CIPSEND=O, 4 }
B

OK

>
4R, Bl ARG test, ZJa AT F&AH AT R

-
Recv 4 bytes

SEND OK

AR
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. ML ID ok O AO4ERE 3L 4 358 .
ik SSL 45 %8 & 1% 4 FrEds (Bdih test), MRGSHIR:

[+IPD,O,4:test }

10. 4P SSL 4%,
s

[AT+CIPCLOSE=O }

N . :

J
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0, CLOSED

OK

1. 0] SSL %53
EEY

[AT+CIPSERVER=O

N . :

[OK

4.2.9 ESP32-C2 4515k TCP %y, ®er sadEs:, el UART Wi-Fi &14

1. 8 Wi-Fi £i3X4 station.

[AT+CWMODE=1

Nl . <

[OK

2. FEEFIH b

[AT+CWJAP="espressif","1234567890" ]

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi ESP32-C2 445 IP Hbhk.,
i

[AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PiH:
o TEMAEISE R T RE S 3R B AR o
4. PC 5 ESP32-C2 i #51EH: 3 7] — M i
16 PC Eff M 28 i TR, A4 TCP k55 4%, B0 IP Hikk>h 192.168.3.102, HGHH
8080,
5. BSP32-C2 %4 VE- & Frimid oL TCP %428 TCP R 4528, IR&45 IP #uhikhy 192.168.3.102, i
14 8080,
fird:

[AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <
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CONNECT

OK

6. A UART Wi-Fi i 5350 X,
i

[AT+CIPMODE=1 }

iy R«

(o }
7. A UART Wi-Fi i 1848 X, I Sk 8idia
RS

[AT‘FCIPSEND }
i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

W ] +++ AR A AR, MERE AR X, I TCP HEA R A . it m] DA
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,
s

[AT+CIPMODE=O ]

M B <

& J
10. x4 TCP j&E#z,
ke

[AT+CIPCLOSE ]

i B <

CLOSED

OK

4210 ESP32-C2 %#51F 0 TCP IR55%s, 2B UART Wi-Fi # £

1. %8 Wi-Fi £ 4 station,
s

[AT+CWMODE:1 ]

i .«

[ox 1
2. R o 25

s
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[AT+CWJAP="eSpressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

[AT+CIPMUX:1

M .

[OK

AR
o TCP 55 # W iHE £ U A BT
4. BEE TCP MR 554t KIEHECH 1.
i

[AT+CIPSERVERMAXCONN=1

i B«

(ox

PLIA -
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

[AT+CIPSERVER:1,8080

Nl i«

[OK

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C2 1545 IP Huht.,
i

[AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o ISR T B bk B R [A]
7. PC i#$:%| ESP32-C2 TCP IR %544,
PC 5 ESP32-C2 &£ 4% 3 [Al— P i
1 PC A M TR, G —4 TCP % P, #H#%] ESP32-C2 () TCP JiR45#%. Huhl
192.168.3.112, WEIO4 8080,
AT W) :
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[O,CONNECT

8. #EA UART Wi-Fi i #5300 48 X,
fir s

[AT+CIPMODE=1

i B <

[OK

9. #EA UART Wi-Fi i (542X I K5t

[AT+CIPSEND

i B -

OK

>

10. 45 1k Ak Kol

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b

WIHHELE =A +. EENHESHMGER L ERX] +++.

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

[AT+CIPMODE=O

M .

[OK

12. 404 TCP ##2,
i

[AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C2 %751: 4 softAP 1t UDP {4z UART Wi-Fi i (%

1. 8 Wi-Fi 83 softAP,

[AT+CWMODE=2

M B -

[OK

2. B SoftAP,
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[AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

[OK

3. PC %43 ESP32-C2 {5451 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32-C2 5 PC X 1 sy 71 757 [86] 5 X g [P ik A1 11 (1) UDP %45 . oA IP Mkt ok 192.168.4.2,

WLk 2 8080, AHLlg N 2233, AN 0.

[AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

W i

CONNECT

OK

6. #E A UART Wi-Fi i 32045 X,

[AT+CIPMODE=1

M .

[OK

7. JEA UART Wi-Fi i 542 X I Sk il .

[AT+CIPSEND

M .

OK

>

8. fE Ik KRB
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PG FOR BRI AR, AP AR — B +++, MRS SR EL Ak . B 25
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
WHIAESR =4 +. HENGESH[IEREEARX] +++,

g ]+ AR A AR, BIFE E AR, M TCP B R A AL G nT AR

AT+CIPSEND il ke HA% .

9. iBH UART Wi-Fi #4042 X .
sk

[AT+CIPMODE=O

M .

[OK

10. 4P TCP #:#2,
e

[AT+CIPCLOSE

iy B«

CLOSED

OK

4.2.12 ESP32-C2 45 3Rk sl ok X T 42 80
i B U R 45 5508 9 B MCU ok R JACSERT , ATPAS 2 %, (Bt sh it

1. %8 Wi-Fi £ A station,

[AT+CWMODE=1

M B :

[OK

2. HEHEIF .
Y

[AT+CWJAP="eSpressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PEHA:

o AR SSID FEE R T AEER ik a4 P YA .

3. Frif ESP32-C2 445 1P Huhk.
e

0 o 2310 SSID IS

[AT+CIPSTA?

Mg .«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

(T
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(B L)

OK

B
o ERYEEMSERTRES Lok B2 AN o
4. PC 5 ESP32-C2 ¥ # 1 4H2 [d] — AN i .
£ PC b W 281 T A, B —A> TCP [l 55445 . B4 TCP Ik 54119 TP Hiidik 4y 192. 168.3. 102,
i1k 8080,
5. ESP32-C2 /A& Pl TCP MER:F] TCP Ml sr 4, M IP il 192.168.3.102, i
F°4 8080,
i

[AT+CIPSTART="TCP","192.168.3.102",8080

Mg B -

CONNECT

OK

6. ESP32-C2 i #r i B e Ui O piah it

iy

[AT+CIPRECVTYPE:1 ]

Nl B <

& ]

7. TCP 5o K1k 4 FHnEds (Bdlih test).
i
e WBf & & +1PD, 4, WHRGFLEFZIE RS S 26 0BE +1PD,, FH A
StAT+CIPRECVTYPE i BHEA) «
8. ESP32-C2 ¥ s A ify g iz Wi~ B3 B K

[AT+CIPRECVLEN?

i B <

+CIPRECVLEN: 4
OK

9. ESP32-C2 S A& R sh Bt i 127 Al

[AT+CIPRECVDATA:4

M .

{+CIPRECVDATA:4,teSt
OK

4.2.13 ESP32-C2 35 JF ki mDNS fijR55, PC il #idi+k #lvewi TCP IR 5545

1. 8 Wi-Fi £i34 station.

[AT+CWMODE:l

i <
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[OK

2. EEFIH A

iy

[AT+CWJAP="espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

A
o %A SSID A1 AT fER Bk P AN IE] o i R0 2K B AR SSID FEE i .
3. PC 5 ESP32-C2 ¥ & iR — Mg i
HATEFR—A M, PC A fig k38 ESP32-C2 1% 4.
4. £ PC Ff#if] mDNS T HIFEMR 5 &P, #i4n Linux _F{# ] avahi-browse (macOS B Windows [ {i
JH Bonjour) ,
i

[sudo avahi-browse -a -r

5. ESP32-C2 %457 =5 mDNS Jik %% .
s

AT+MDNS=1, "espressif","_printer", 35, "my_instance","_tcp", 2, "product", "my__
—printer", "firmware_version","AT-V3.4.1.0"

M B -

[OK

Vi :
o W4T e mDNS filRg5, R TR LHIAF N ny_instance, IjRFSERH printer, i
1K 35, P26 N my_printer, [E{RASN AT-V3.4.1.0,
6. (H[PEATE) PC % Bl ESP32-C2 #5845 .
PC i) avahi-browse T HAER:

-

+ enx000ec6dd4ebf IPv4 my_instance UNIX._.
—Printer local
= enx000ec6dd4ebf IPv4 my_instance UNIX..
—~Printer local
hostname = [espressif.local]
address = [192.168.200.90]
port = [35]
txt = ["product=my_printer" "firmware_version=AT-V3.4.1.0"]
.
AR

o BOBBR R, U T R ESP32-C2 54 ) mDNS Ty LA iE .
7. BSP32-C2 45 fiE 2 %8s,
s

[AT+CIPMUX:1

M .

[OK

8. ESP32-C2 #5411k TCP IR4+5%, #4171 35.
s
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[AT+CIPSERVER=1, 35 }
i B«
& ?

9. ¥£ PC [{#i[] TCP T H (4N, Linux 8 macOS F{#if] nc, Windows |fifi ff] ncat), iHidIEi4% %4
#l] ESP32-C2 #4511 TCP k%45 -

s

[nc espressif.local 35 ]
ESP32-C2 #5411 :

[0, CONNECT }
AR

o TS RIG, PC Ml ESP32-C2 #4442 6] 57 B 0] DA T EUR A 5
10. ESP32-C2 $£4% 3= mDNS g,
iR

[AT+MDNS=O }
i B -
(ox )

P :
* M) mDNS IERE—EREE_ BB R TIFE.

4.3 Bluetooth LE AT 74

RIS F2 2 A 2 Bluetooth® Low Energy AT 474 % WMk, FHRBUE ESP32-C2 i LizfTix e s
IR R 11

o W

e Bluetooth LE & P 3% % 5 Rk 445 AE4A

* Bluetooth LE % 3% /0 %%

o A ESP32-C2 Fr XA R Z W) 3 5 SPP i 4%, VAR f& UART-Bluetooth LE i% 1532 X, F 154 238
o ESP32-C2 5 F MLk s SPPi%3%, vi B f& UART-Bluetooth LE % 1548 X, F 1536 3 3f

o ESP32-C2 425 #UZ 1) 3% 5= Bluetooth LE % 3=+ Bt

4.3.1 T4t

ESP-AT 47/ 3% £ Bluetooth LE 4.2 iU IE, A< 304 348 {E ] T Bluetooth LE protocol 4.2 {p
WG, HS% 20H0E 42 SRECEZ(EE .

Bluetooth LE il 24y

Bluetooth LE 104k M T 2 _E4- ML )ZZ,: Physical Layer (PHY). Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP),

* PHY: PHY JZ ERMITHEYBL(EIE L ARMIEZNE R . Bluetooth LE i} 40 MHHI{EIE. M
JEFE : 2402 MHz | 2480 MHz,
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o LL: LL)ZFEATTOE . BB e (DA, WRFRE, BAIHXMEESL), LS
B2 (B YRS M S E B . EE T 2R T 4. 8. B/, A
#HE. CEELMPRESZ —.

« HCI: HCIJZ [ EAUAEE H g2t — MrE i 0 . %2 T AR E AP T SEPR ek & F 6 {4 1
UART. SPI. USB J#%EfHl.

* L2CAP: L2CAP JZ e AR 2 [0 22 e BRSPS e . o BOR S 4 4524 o

o ATT: ATT 2L T B MR 554 Fl g % i 2 [ R SR SIS ATT % g ] ATT AR 45 i & 3%
e RN . ATT R 55 i n] 2 F i A 3K L Sl FIFNFE 7

e SMP: SMP 2 T4 Wi B0 B354 . SMP A& BN 235 55 5H N Sy SR G R774i , FF 3R
B BER AL IR FE LR f AT A B RS B .

* GATT: GATT EHR/REMNRSS AP @R P un i DI 6e . % B E SO T E R 4548
MRS . FHEFEMEZ RS . ZZ R T A8, 2L B AMIERIRS R ERE D .

o GAP: GAP ECERFTA W 5450 FH Y E AT 68, B0t sy . BIsCRI Y, F R Ay e v SO0 i
MTFHAET . GAP IRFFEIFERA LM, HEEHEX. L4, HH%l. KPR &8 .

Bluetooth LE fj {a, %14

1t Bluetooth LE WS AN R Y2 A A B A (ki 0o 3k 28 (X 7 HANEE N o

o LL: WAAAPARI N EHA KA, MBS 3G, TALRT DAL IR
e GAP: EXT AFMEEfat: JEE. WEL. SAEEEM FOEE.
o GATT: WA AG R RE3u Ml & F 3

R
o ARRYHHEIARR Bluetooth LE fR43fl Bluetooth LE & P 3g#liiZ GATT Efifh.
* 4q[, ESP-AT 37§ Bluetooth LE M4 35fll Bluetooth LE & P 3g[AlHA7LE.

* it ESP-AT #)J{k > Bluetooth LE [l 45 342 Bluetooth LE %P1y, [l Wb 4 12 A B I8 4 By
3.

GATT H 82— Mg &l , k] DUA K& —F@ A& w ey v ZE . X4 @ P 2544 9k
W, Bl RS, RS AR FEEER SN, R B R Z H T 4.

GATT R4 %A1 GATT & F3miX WP (0774 T Bluetooth LE 2 H . 2 5. GATT R4 47t g
PSR R8T, T2k B GATT & Fumi @ MEhist k. AL, fimsz, RIAEdEN—
AR GATT MR 43, VHIRIEHEA—ImFRh GATT & F 3.

4.3.2 Bluetooth LE %% yr3ii i3 G R 55 FFAEAL
PATF 78l ] B (5 FH i e ESP32-C2 FF %Az, Horfr—3eff: 4 Bluetooth LE 453w (HL4E K Bluetooth LE fiit 55

Bffi ), 73—HRAFEA Bluetooth LE % /3 (Al Bluetooth LE % P Ui ffi () o 53X 1o 17 L i fi
JH AT iy 757 Bluetooth LE i3, 52 R # S .

F¥: FEA A BHEHPLESP32-C2 Bluetooth LE A4 313k AY#AE H S5 3YE ESP32-C2 Bluetooth LE
R4 uHATEIT], DAL ESP32-C2 Bluetooth LE & & 3 3L #4E K22 3i7E ESP32-C2 Bluetooth LE
% P AT RIA]

1. #1454 Bluetooth LE ZhHE.
ESP32-C2 Bluetooth LE ik 45 3 :
%

[AT‘FBLEINIT:Z }
iy B«

(ox
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ESP32-C2 Bluetooth LE % i :
o

[AT+BLEINIT=1

i B <

& )

2. ESP32-C2 Bluetooth LE [t 55 i3k Bt MAC Mk,

[AT+BLEADDR?

M B -

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

ihg
o MBI HAE T RS _Edkm B b ORI, ISR HEE, R AP IR h HE .
1. ESP32-C2 Bluetooth LE JIf 45 % 3 IR 4545 4F
s

[AT+BLEGATTSCHAR?

iy B«

-

+BLEGATTSCHAR: "char",1,1,0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char", 1,3, 0xC302
+BLEGATTSCHAR: "char", 1,4, 0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char", 1,7, 0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

2. ESP32-C2 Bluetooth LE R4 344 #%, 2 J5 ESP32-C2 Bluetooth LE & Pt f- fa 47145 9 HL 4% 3
@%EP o
ESP32-C2 Bluetooth LE H 45 ifi :
A

[AT+BLEADVSTART

Mg o

[OK

ESP32-C2 Bluetooth LE % i :
e

[AT+BLESCAN=1,3

i Y«

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

LK
o HYHIMERTRE S _Fadkmp b P AN A
3. %7 Bluetooth LE #:4% .
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ESP32-C2 Bluetooth LE % i :

o

[AT+BLECONN=O,"24:0a:c4:d6:e4:46"

i . <

+BLECONN:0, "24:0a:c4:d6:ed:46"

OK

LK

o EA LAy, {1 51 ESP32-C2 Bluetooth LE [z 55 sk .

o MR Bluetooth LE &322 55, N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,

o YN Bluetooth LE #E#24 M, N|£=#E/R +BLECONN: 0, -1,

4. ESP32-C2 Bluetooth LE % 13 % Bl IR 55

S

[AT+BLEGATTCPRIMSRV=O

Mg |3

+BLEGATTCPRIMSRV:0, 1, 0x1800, 1
+BLEGATTCPRIMSRV:0,2, 0x1801,1
+BLEGATTCPRIMSRV: 0, 3, 0xA002, 1
+BLEGATTCPRIMSRV: 0, 4, 0xA003, 1
OK

B :

* ESP32-C2 Bluetooth LE %% Fim£r i iR 55 i 4558, b ESP32-C2 Bluetooth LE [l F i 1) IR 4514
sEIZ WA BRIARS (UUID: 0x1800 1 0x1801), X 2 E#PI& . FHEWML, X H—R%,
ESP32-C2 Bluetooth LE & it Ay 18] 14 <srv_index> {H 2T ESP32-C2 Bluetooth LE A i 25 1 (1)
<srv_index> {f + 2. Bil4n FiR w6 P a9 iR 4 0xA002, 4Fi#E ESP32-C2 Bluetooth LE % F iy
%Y <srv_index> 4 3, WIHL7E ESP32-C2 Bluetooth LE Ji}Z F' 3 i AT+ BLEGATTSSRV? 4
2rif), N <srv_index> 24 1,

5. ESP32-C2 Bluetooth LE & it & PUFAF{H «

i

[AT+BLEGATTCCHAR=O,3

i B <

-

+BLEGATTCCHAR

OK

L

:"char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:
+BLEGATTCCHAR:

"char",0,3,2,0xC301, 0x02
"char",0,3,3,0xC302,0x08
"char",0,3,4,0xC303,0x04
"char",0,3,5,0xC304, 0x08
"char",0,3,6,0xC305,0x10
"desc",0,3,6,1,0x2902

"char",0,3,7,0xC306, 0x20
"desc",0,3,7,1,0x2902

"char",0,3,8,0xC307, 0x02

6. ESP32-C2 Bluetooth LE & F i3z B —MEHE(E

[AT+BLEGATTCRD=

0,3,1

i . <

{+BLEGATTCRD:O,

1,0

(T
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(B LEm)
lox
AR
o TR HARFFIE (E A 0 A BA R
o N5 ESP32-C2 Bluetooth LE % i i3z BUASRAE 5 B, ESP32-C2 Bluetooth LE iz 55 i | 2 42 75
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C2 Bluetooth LE % F i B — N F(H
i

[AT+BLEGATTCWR=O, 3,3,,2 }

i . <

F5 > 3o AT HERIFRICHE D8, JERHET DA AR, A8n KIZ A 24 <length> [
{EIF, IITE AR

[ox ]
ALK
o 1 5 ESP32-C2 Bluetooth LE % J7' i 5 43 AiF 4 1A 45 ik 2, ESP32-C2 Bluetooth LE fIg 45 i

M £ /R +WRITE:: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,
8. Indicate —MEFAE{H.
ESP32-C2 Bluetooth LE % J i :
iy

[AT+BLEGATTCWR=O, 3,7,1,2 }

i Y«

> )
5 > FUR AT HER I HCER D s, e mT DA A, 450 K SR B 340 <length> [
fHI), PATE ARAE.

R T #2150 ESP32-C2 Bluetooth LE 453t & 2% 1 ke i 8 (4t notify X E# indicate ),
ESP32-C2 Bluetooth LE % it 75 ZHE Bl (A AR 5 g . X T notify 2, FF%E A(H 0x0001,
ST indicate FR, FHEA(EH 00002, FEAFHFE A 00002 KfFH] indicate K.

[ox )
AR
* 43 ESP32-C2 Bluetooth LE % i B4 iF iR 45 il 2, ESP32-C2 Bluetooth LE HiZ 45 i | £
?;E.E;/j? +WRITE:<conn_index>,<srv_index>, <char_index>, <desc_index>, <len>,
<value>,
ESP32-C2 Bluetooth LE 45 :
s

[AT+BLEGATTSIND=O, 1,7,3 J

i . <

P > FoR AT WIS D8, BT DA AR, 48 KR I 28 <length> 1)
{EIF, AT indicate FfF.

[ox J
AR
o Y5 ESP32-C2 Bluetooth LE & F'iig 4221k F| indication, N|&4$2 /K + INDICATE : <conn_index>,
<srv_index>, <char_index>,<len>, <value>,
o X FR—AR %, ESP32-C2 Bluetooth LE % i) <srv_index> {H 2T ESP32-C2 Bluetooth LE fl
P <srv_index> {H + 2, X2 IEHE A,
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o WFTF ST PRFERIALIR , R 225 S0 o AT B SR AL I T IR 5

4.3.3 Bluetooth LE YE4: 4%

PATR 73l [R] B Y e ESP32-C2 FF &t , Hop—3eEA Bluetooth LE iz %5 5w ( AE A Bluetooth LE Az 5%
ufA ), 3—3ER Bluetooth LE & P (HAF4 Bluetooth LE & Pl f€4) o X MIlF /R T /BRI
Bluetooth LE #4%.

Div/X

o fEPA REBEH DA ESP32-C2 Bluetooth LE M43 ki #ME H S5 54F ESP32-C2 Bluetooth LE
MR ATRI W], PLESP32-C2 Bluetooth LE % F 3L #E H 22 354E ESP32-C2 Bluetooth
LE & Fm AT R AT

o A SRR R A . 28 HUZ N O R TEAHLAEAE T — MK I R

» ESP-AT {2 L4552 10 M4

1. #¥J54k Bluetooth LE HfjfiE.
ESP32-C2 Bluetooth LE ik 453 :
e

[AT+BLEINIT:2

i [ <

& )

ESP32-C2 Bluetooth LE % ¥ :

[AT+BLEINIT=1

i B -

[OK

2. ESP32-C2 Bluetooth LE Ik 453 < EX Bluetooth LE #iidil:,
s

[AT+BLEADDR?

i B«

{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

BiHH :
o AR HLEE T RE S Bk O], e rg i, RS RS E.
1. ESP32-C2 Bluetooth LE Ji} 453t & BRAR 5 -1E .
s

[AT+BLEGATTSCHAR?

i . <

-

+BLEGATTSCHAR: "char", 1,1, 0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR:"char", 1, 3, 0xC302
+BLEGATTSCHAR: "char", 1,4, 0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR:"char", 1, 6, 0xC305
+BLEGATTSCHAR: "char", 1,7, 0xC306
+BLEGATTSCHAR: "char",1,8,0xC307

(T
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(750
+BLEGATTSCHAR:"char", 2,1, 0xC400
+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

2. ESP32-C2 Bluetooth LE R4 -4 3%, 2 J5 ESP32-C2 Bluetooth LE & Pt - ia 145 9 HL5 48 3
Fhop
ESP32-C2 Bluetooth LE JIf; %3 :

[AT+BLEADVSTART

M .

[OK

ESP32-C2 Bluetooth LE % i :

[AT+BLESCAN=1,3

M .

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071c3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

Ui :
o RS R T RE S iR H R TR
3. 757 Bluetooth LE %,
ESP32-C2 Bluetooth LE 7% i :

[AT+BLECONN=O,"24:0a:c4:d6:e4:46" J

i . <

+BLECONN:0, "24:0a:c4:d6:ed:46"

OK

Vi
o A B AR, I H 5 ESP32-C2 Bluetooth LE g 55 bk .
o YR Bluetooth LE #3253, N<HE/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE #E#22 M, N|£=#E/R +BLECONN: 0, -1,
4. ESP32-C2 Bluetooth LE 7% F1 it % FiL R 45
fra:

[AT+BLEGATTCPRIMSRV=O

W

+BLEGATTCPRIMSRV:0, 1, 0x1800, 1
+BLEGATTCPRIMSRV:0, 2, 0x1801, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

I -

* ESP32-C2 Bluetooth LE % P £ if ]x 55 1458, bt ESP32-C2 Bluetooth LE fiiz F i 25 1 iz 55 1)
LERBLZTHAERINRS (UUID: 0x1800 #1 0x1801) , X 2IEH IS . IERE ML, T H—kS,
ESP32-C2 Bluetooth LE % i £ 1A% <srv_index> {H 55T ESP32-C2 Bluetooth LE fR F3ii 2R 1A
<srv_index> f + 2. FiG_FIRR G RS 0xA002, 4 Hi7E ESP32-C2 Bluetooth LE 7% i 7y
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HF Y <srv_index> 24 3, WIHAE ESP32-C2 Bluetooth LE Jif J1 i 38 3 AT+ BLEGATTSSRV? £y 4>
2], N <srv_index> K 1,
5. ESP32-C2 Bluetooth LE % F1 3 % Bl .
i

[AT+BLEGATTCCHAR=O,3

Mg B <

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301, 0x02
+BLEGATTCCHAR: "char", 0,3, 3, 0xC302, 0x08
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902

+BLEGATTCCHAR: "char",0,3,8,0xC307, 0x02

OK

6. WEMZESE., & auth_req iy SC_MITM_BOND, JR45IH) iocap & KeyboardOnly, %)™
itHY) iocap SN KeyboardDisplay, key_size 516, init_key 5 3, rsp_key H 3.
ESP32-C2 Bluetooth LE iR 45 i :

o

[AT+BLESECPARAM=13,2,16,3,3

i B«

[OK

ESP32-C2 Bluetooth LE % i :

[Z—\T+BLESECPZ—\RZ—\M:13, 4,16,3,3

M .

[OK

AR
o fEA T, ESP32-C2 Bluetooth LE [} 45 i At %, ESP32-C2 Bluetooth LE 7% F1i i 773 i
PO
e BESP-AT ¥} Legacy Pairing fll Secure Connections W, HEEEE 5N
SRS . R ST X 3 Secure Connections, M43 Secure Connections
77 N
7. ESP32-C2 Bluetooth LE % J it 2 i 8545 3K

[AT+BLEENC=O,3

MM B <

[OK

B
4N ESP32-C2 Bluetooth LE fil 45 s il B2 I B N %1 2K, ESP32-C2 Bluetooth LE fil 45 s W £ $ 7R
+BLESECREQ: 0,

1. ESP32-C2 Bluetooth LE % J i [i] 42 Fit X i
e

[AT+BLEKEYREPLY:O,793718

M .
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& J
PATIEA @425, 1E ESP32-C2 Bluetooth LE JIZ 45 il ESP32-C2 Bluetooth LE % Fiifit & A5 — L65%}
A5 BTN .

ESP32-C2 Bluetooth LE % 45 i :

-

+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0, 1

+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE:0, 2

+BLEAUTHCMPL:0, 0

ESP32-C2 Bluetooth LE % i :

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0, 1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

AT PAZIE DA +BLESECKEYTYPE L5 E . {55 +BLEAUTHCMPL: 0, 0 45— A8k 0 %
TN, R 1 IR R

4.3.4 Wi/~ ESP32-C2 JF k2 i r SPP 4%, UK Ar UART-Bluetooth LE i3 {4 5
V2 g

DA77 1 B PP ESP32-C2 FF %M, {2 Bluetooth LE %38 (11ff3% Bluetooth LE i
A f), o3 —HAEH Bluetooth LE % Pty (AR Bluetooth LE % P A (5) o 34N 1 J@IR T W Gy
7. Bluetooth LE 1%:4%, DA K37 # (%1 {5 Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE 175 % 5
).

T FA RS EPPAESP32-C2 Bluetooth LE M43k i#Ea/E H 22254 ESP32-C2 Bluetooth LE
K %5 PR ATHI ], DA ESP32-C2 Bluetooth LE % /2 3Ll H 527 ESP32-C2 Bluetooth LE
B P AT R

1. #¥J54k Bluetooth LE Hfjfik .
ESP32-C2 Bluetooth LE AR 45 3 :

[AT+BLEINIT=2 J

Mg J3 -

& ]

ESP32-C2 Bluetooth LE i :

[AT+BLEINIT=1 J

Mg J3 -
& J

1. ESP32-C2 Bluetooth LE AR 55 s R EUE: MAC Hitil-.

[AT+BLEADDR? }

i J3/ -
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{+BLEADDR:"24:Oa:c4:d6:e4:46"
OK

BiHH :
o EAEIRHAE AT R S _ Bk B P R, IO R R, R AR HE .
2. ESP32-C2 Bluetooth LE J 45 55 & 1 #% S50
iy

[AT+BLEADVPARAM=50, 50,0,0,7,0,, }

N 3. :

(ox

3. ESP32-C2 Bluetooth LE JI} 45 i & T #6500 .
iR

[AT+BLEADVDATA="020106OAO9457370726573736966030302AO" }

N . :

& )

4. ESP32-C2 Bluetooth LE k45 imH 15 #% .
EZs

[AT+BLEADVSTART

N . :

[OK

5. ESP32-C2 Bluetooth LE & Frum H UG 4, Hrsk 3 #,

[AT+BLESCAN=1,3

i . <

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,, 0
+BLESCAN:"45:03:cb:ac:aa:a0",-62,0201060aff4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,, 0

L
o ISR T B ik B A R [E]
6. 757 the Bluetooth LE %32,
ESP32-C2 Bluetooth LE % i :

[AT+BLECONN=O, "24:0a:c4:d6:ed:46"

i

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

A
o A _Likar AR, A ESP32-C2 Bluetooth LE Al 45 itk o
o Y15 Bluetooth LE &3 %), W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 7 Bluetooth LE #E#24: 1, M<HE/R +BLECONN: 0, -1,
7. ESP32-C2 Bluetooth LE fi 45 5251 R 45
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[AT+BLEGATTSSRV? }
N . :

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

8. ESP32-C2 Bluetooth LE Jf % it % FUASE .
s

[AT+BLEGATTSCHAR? }
Mg J3

(+BLEGATTSCHAR:"char",1,1,0xC3OO
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char", 1,3, 0xC302
+BLEGATTSCHAR: "char",1,4,0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char",1,7,0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char",2,2,0xC401

OK

9. ESP32-C2 Bluetooth LE & F i % PR 45
i

[AT+BLEGATTCPRIMSRV=O J

i . <

+BLEGATTCPRIMSRV:0, 1, 0x1800, 1
+BLEGATTCPRIMSRV:0, 2, 0x1801, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

i :
« ESP32-C2 Bluetooth LE & F1 A5 IR % 1455, b ESP32-C2 Bluetooth LE JIjt P25 1 IR 45 14
ER LA BRINR S (UUID: 0x1800 1 0x1801) , X2 IEHML . EFWI, ST F—RS%,
ESP32-C2 Bluetooth LE & it A i 1) <srv_index> {H 2T ESP32-C2 Bluetooth LE R i 25 i1 1)
<srv_index>{H + 2. BTN, EIARREIFHIAR S 0xA002, 24HiHE ESP32-C2 Bluetooth LE - Fiif
I FN ) <srv_index> 4 3, WERAE ESP32-C2 Bluetooth LE R J i@ 5+ AT+BLEGATTSSRV? 1
A0, N <srv_index> K 1.
10. ESP32-C2 Bluetooth LE % J3ik % PUAEFE
e

[AT+BLEGATTCCHAR=O,3 ]

iy B«

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "char", 0,3, 3,0xC302, 0x08
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "char", 0, 3,5, 0xC304, 0x08
+BLEGATTCCHAR: "char", 0,3, 6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902

+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20

(T
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L5
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02

OK

11. ESP32-C2 Bluetooth LE % i i B Bluetooth LE SPP.,
VEPE L FFEHAENI IR S HFE (characteristic) 1E A5 M IA K EEHE, 8 LEF notify 53 indicate 1)
characteristic {E 423 E AR
fre:

[AT+BLESPPCFG:1, S 5,3,

M .

[OK

12. ESP32-C2 Bluetooth LE % F1i{ifi £ Bluetooth LE SPP,
A

[AT+BLESPP

M .

OK

>

AW AT B Bluctooth LE SPP Hist, AT DA TACHEAY Bk AL
Ui :
« ESP32-C2 Bluetooth LE % i JF &} Bluetooth LE SPP i {5430 J5, H 11 B i e 205 it
Bluetooth LE 144 %] ESP32-C2 Bluetooth LE I} 45 it .
13. ESP32-C2 Bluetooth LE [z 4 i fic & Bluetooth LE SPP,
P& notify B indicate ¥ characteristic /E 45 il i8 AL 5, LS HEAMER characteristic
i’géj\b& T JE FESCR o

[Z—\T+BLESPPCFG:1, 1,7,1,5

Wi K7 -

[OK

14. ESP32-C2 Bluetooth LE J 453 {# §E Bluetooth LE SPP,
frde:

[AT+BLESPP

M .

OK

>

iR RoR AT 2433k A Bluetooth LE SPP A, AT DAHFA T4 1) Ak F2 1K .
A :
« ESP32-C2 Bluetooth LE fi}i F13 JF & Bluetooth LE SPP & &4 5, & 110 2] i B 4 2
Bluetooth LE {£# %] ESP32-C2 Bluetooth LE % i
o 75 ESP32-C2 Bluetooth LE & i 1% A Jo T 5 Bluetooth LE SPP %%, s i HoAth i 45 1F
K Bluetooth LE % i, W] ESP32-C2 Bluetooth LE & i 55 2 52T 5 il Notify 1§ 3 Indicate
140, ESP32-C2 Bluetooth LE % i il SR R 7 J 4%, W 558 ] AT+BLEGATTCWR=0,3,7,1,1
T, ESP32-C2 Bluetooth LE Jf 45 5 A e & B 5L 1%
o %P T[A—R%:, ESP32-C2 Bluetooth LE % /i) <srv_index> {H %% T ESP32-C2 Bluetooth LE fiit

253 A <srv_index> i + 2, X RIEHIE.
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4.3.5 ESP32-C2 5 T-HLit v SPP %4, ULJAr UART-Bluetooth LE &£ EiX T {44
Boba

R BIJER T UNTAE ESP32-C2 PR ((UAE M ARIIFER A I o5 e (0) AITFHL (U ARIIFEE T %
PUmffif) ZAES. SPP #EH:, PAKANMTYE UART-Bluetooth LE A5 4 4 il

H: JHBFPL ESP32-C2 Bluetooth LE R4 3% 314 /E H 28 2 4E ESP32-C2 Bluetooth LE I} 45
I ATRIAT, MiPA Bluetooth LE & 33k B4AE LT BAE F- LAY IE 4 L Bh F h A TR T .

1. ¥FFAlig K 2% Bluetooth LE P&, 40 LightBlue.
2. #4E4% Bluetooth LE T HE.
ESP32-C2 Bluetooth LE J 453 :

iy

[AT+BLEINIT:2

N . :

[OK

1. ESP32-C2 Bluetooth LE [z 45 i # Bt MAC Hihil-,

[AT+BLEADDR?

M .

PBLEADDR: "24:0a:c4:d6:e4:406"
OK

PR
o EAEIHUE T RES Bk m N R R, ISR L, RS S A E .
2. ESP32-C2 Bluetooth LE %5 it st &) #& S 50.
i

[Z—\T+BLEADVPARZ—\M=50, 50,0,0,7,0,,

M B -

[OK

3. ESP32-C2 Bluetooth LE JIR 45 it 58 B & B
i

[AT+BLEADVDATA="020106OAO9457370726573736966030302AO"

N . :

[OK

4. ESP32-C2 Bluetooth LE R w15 45 .
e

[AT+BLEADVSTART

M .

[OK

5. 1% Bluetooth LE #3%,
FHL$T I LightBlue W I #2 7, 37 JF SCAN FF i 4, 4k %] ESP32-C2 Bluetooth LE % 55 i
B MAC #Huhl, fsf conNECT #EfTiE8:, HEAT ESP32-C2 i WV i% £ 4] Bl 240 T +BLECONN: 0,
"60:51:42:fe:98:aa" HE, XF/RCLHESL T Bluetooth LE £,

6. ESP32-C2 Bluetooth LE J}f 55 25 IR 45
s
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[AT+BLEGATTSSRV? }
N . :

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

7. ESP32-C2 Bluetooth LE fI 4% i % PUAHE .
i

[AT+BLEGATTSCHAR? J

i B -

+BLEGATTSCHAR: "char",1,1,0xC300
+BLEGATTSCHAR: "char", 1,2, 0xC301
+BLEGATTSCHAR: "char", 1,3, 0xC302
+BLEGATTSCHAR: "char", 1,4, 0xC303
+BLEGATTSCHAR: "char", 1,5, 0xC304
+BLEGATTSCHAR: "char", 1, 6, 0xC305
+BLEGATTSCHAR: "char", 1,7, 0xC306
+BLEGATTSCHAR: "char", 1,8, 0xC307
+BLEGATTSCHAR: "char", 2,1, 0xC400
+BLEGATTSCHAR: "char", 2,2, 0xC401

OK

8. Bluetooth LE % 3 % U4 .
I BFAE T 41 LightBlue % 7 i 358 $% 5 5 Properties 5 NOTIFY B% % INDICATE IR 5545 F (Gx B
ESP-AT %A Properties 5 NOTIFY 53 INDICATE [ Il 55 4-1E =2 0xC305 F1 0xC306) , FH-h4 iy
Properties “& NOTIFY 5% INDICATE iR 554511 .

9. ESP32-C2 Bluetooth LE filt 45 i it & Bluetooth LE SPP.
e PE 3 FF notify B3 indicate f{] characteristic /F 4 5818 KX EIE, EHF L5 EVER characteristic
Ry S T8 SRR -

s
[AT+BLESPPCFG=1,1,7,1,5
Wi

& 1

10. ESP32-C2 Bluetooth LE [z 45 i fdi fig Bluetooth LE SPP.,
ANy N
R -

[AT+BLESPP

i B <

OK

>

iR FoR AT 2 43F A Bluetooth LE SPP 55X, ] DAIFATHICHR 1) Ak Fz k.
11. Bluetooth LE & F'ifis % 36 503
1E LightBlue % 7645 0xC304 iR 55 1E(H & 3% 5k test 45 ESP32-C2 Bluetooth LE fig 553, I
i ESP32-C2 Bluetooth LE Ji 455 0] AUK R test,
12. ESP32-C2 Bluetooth LE [} 45 1 % 16 BdE .
7£ ESP32-C2 Bluetooth LE [} 45w B3 & 1% test, I LightBlue i ] PAKE] test.
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4.3.6 ESP32-C2 fI MLz H 4. Bluetooth LE ¥ 1 Hd Xt

R B JER T A AE ESP32-C2 H &t (UVEMIRIIFE M A S5 e f €0) AIFHL (AU RIIFE A%
P i) 2 657 Bluetooth LE 4% 9 iy A %547 5¢ ECXT

¥ S FPL ESP32-C2 Bluetooth LE R4 3% 3k A0#E1E H 8 57 ESP32-C2 Bluetooth LE f? %
I ATRITT, MiPA Bluetooth LE & P 3k F4AE X T BAE F- LAY IE 4 LB F h A TR T .

1. ZEF-HLi F 2k Bluetooth LE &3t B)F, 40 LightBlue [ FHFEF .
2. #J4E4% Bluetooth LE ZhHE.
ESP32-C2 Bluetooth LE [ 45 ¥ -

o

[AT+BLEINIT=2 ]

i B«

(ox

1. ESP32-C2 Bluetooth LE R 4% i3k B MAC ik,
s

[AT+BLEADDR?

i . <

{+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PEHH
o EAEIRHAE TR S _ B R b BRI, IO R R, R ER 2 HE .
2. ESP32-C2 Bluetooth LE JIF 45 i B & 250
s

[AT+BLEADVPARAM=50,50,0,0,7,0,,

i B«

[OK

3. ESP32-C2 Bluetooth LE JI} 45 i B T #6500 .
iR

[AT+BLEADVDATA="020106OAO94573707265737369660303OZAO"

iy B«

(ox

4. ESP32-C2 Bluetooth LE JJ? 45 58 B85 280
i

[AT+BLESECPARAM=13, 2,16,3,3

i B«

[OK

5. ESP32-C2 Bluetooth LE JIf & 3 FF44) 4% .
iR

[AT+BLEADVSTART

i B«
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[ox )
6. Bluetooth LE % i 1] A4z .
FHLIT I LightBlue 7 HF2)J7, FF4TFF SCAN FF 45494, 4% %] ESP32-C2 Bluetooth LE fiiz 55 iify
# MAC Hidik, Sy CONNECT ¥EAT#R:. I} BESP32-C2 ifii WV iZ & 4T EI 2Ll T +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XERCLESL T Bluetooth LE i##E,
7. ESP32-C2 Bluetooth LE JI 45 it & I 5 3K
e

[AT+BLEENC=O,3 }

N . :

[OK }
8. Bluetooth LE 2 i 7] 2 it X
FHL LightBlue 7 172 5 I 141 2 % D11 Bluetooth LE M43 (1) UL [ £33 e . (3 Be x4 4
BNEE R 231518), i Bxt. BLEF ESP32-C2 #i M i%ex4T BT +BLESECKEYREQ: 0 [ H
&, XFRTFHLE L0 R ECRT .
9. ESP32-C2 Bluetooth LE JI}Z 45 ifs [n] 42 i % %54
UL} Bluetooth LE iz 45 i [l & i 25 4H Bk _E— 25 98 i F-#L LightBlue [ F AR 7t A4 e x5 B P

WA 231518,
i

[AT+BLEKEYREPLY=O,231518 J

i B -

[ox )
I} ESP32-C2 Bluetooth LE It 55 i 2 ATEIZR I T PAN HA&, X375 ESP32-C2 Bluetooth LE fiiz 55 iy
5FHL Bluetooth LE & i 5¢ Ji, T HLXT

+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0, 1

+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE:0, 2

+BLEAUTHCMPL:0, 0

4.4 MQTT AT 74

AT BRI E ESP32-C2 i FIfTMOTT AT 44 % fir BTN~ Bl o

£ F TCPwy MOTT %3 (‘% & Atz MOTT K32) (&M FH#iEE))
A F TCP ty MOTT %35 (%2 Atz MOTT K32) (&8 FHIEZS)
A F TLS 49 MOTT 44 (52 Ktz MOTT R32)

A T WSS o MQTT % 4%

O SR TR R B IR B R Wi-Fi AR5 .

44.1 JET TCP i) MQTT % (i %A GIE MQTT {RBH) (M1 %t Hib)

PATR 71 B[] s i i Wk ESP32-C2 JF b, For—HfEl MQTT %A (FUAFEH MQTT LAt fie), 7
—BfE MQTT 4T g (U MQTT AT & M ).
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ARG T WA AT TCP gl MQTT #4% . 1 /eBFE 2AId— 1AM MQTT A3, fikix MQTT HEHHY
IP #ihik>h 192.168.3.102, Hgld A 8883,

¥ BIEPPLESP32-C2 MOTT A& M & 13k AU HAE L 75 7E ESP32-C2 MQTT & A& i AT EI], DA
ESP32-C2 MQTT ] [ #H 3k #ME LT BAE ESP32-C2 MQTT ] & s AT Bl ] o WS B 15 4 )
TRUHLEWR s e, DR AR A S AT 15 2 U AT o

1. & MQTT i P&
ESP32-C2 MQTT %7
s

[AT+MQTTUSERCFG=O,1,"publisher",“espressif","123456789",0,0,"“ }
M B -

[ox 1
ESP32-C2 MQTT ] % :

e

[AT+MQTTUSERCFG=O,1,“subscriber","espressif","123456789",0,0,"" }

W :

[ox )
2. JEf MQTT L3,

[AT+MQTTCONN=O,"192.168.3.102",8883,l J
Mg |3

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

ALK
o EIAR MQTT MBI 44 5 MQTT LHE IP Hudik v] RE 5 i fir & Hh AN ]
3. {71 MQTT 8.
ESP32-C2 MQTT 7 53 :
iy

[AT+MQTTSUB=O, "topic", 1 J
i . <
[ox J
4. KA MQTT JHE (P47
ESP32-C2 MQTT Ak ffids:

[AT+MQTTPUB:O,"topic","test",l,O ]

i . <

[ox )
AR
* G2 ESP32-C2 MQTT & A& MBI A M E, PATEERF&HE ESP32-C2 MQTT 17 [ it b /s
[+MQTTSUBRECV:O,"topic",4,test }

5. XM MQTT #4%.
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[AT+MQTTCLEAN=O

N . :

[OK

442 J&T TCP i) MQTT &% (WA hbald MQTT RUB) (GEM T8k %)
PATR 7 B[R IS (I W ESP32-C2 JF e, Horp—3effoy MQTT %Afi#s (UM MQTT A& ft), 7
— P2 MQTT 3T % (UEN MQTT iT A& M ).

ARG T WA AT TCP gl MQTT #4% . 1H/eEFE 2Ad — 1AM MQTT A3, fikix MQTT HZHY
IP #ihik>f 192.168.3.102, Hgld A 8883,

WMREBEAHENEEEMANKRZ, CE/BE T 8RL AT WK BE 256, W&W PAAE
JAT+MQOTTPUBRAW 7%,

WP BEPPLESP32-C2 MQTT % 1 & ki #AE L 35 Z4E ESP32-C2 MQTT KA & AT RIAT, DA
ESP32-C2 MQTT ] I #H H kY #ME LT ZAE ESP32-C2 MQTT 7] & st AT RN ] o SR B 1A 4 5]
SHAAE MR s B, D5 A A S AT 158 2 R A T o

1. &E MQTT H P&
ESP32-C2 MQTT %1
fir g

[AT+MQTTUSERCFG=O,1,"publisher","espressif","123456789",0,0,""

i . <

[OK

ESP32-C2 MQTT iJ 1%
fir s

[AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

M . <

[OK

2. 4% MQTT fUE.
fir s

[AT+MQTTCONN=O,"192.168.3.102",8883,1

i . <

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

Vi :
o A MQTT BRI 4 5 MQTT L3 IP Hudik il RE 5 Fik & th A ] o
3. {77 MQTT =4,
ESP32-C2 MQTT iJ i3 :
fr

[AT+MQTTSUB=O, "topic", 1

M .

[OK
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4. KA MQTT JHE (F4FH) .
TR AR AR B A AT T R RIS, KN 427 77,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32-C2 MQTT %7
s

[AT+MQTTPUBRAW=O, "topic",427,0,0

Mg o«

OK

>

b s AT B HE R OB AT R, IR T AR AR, 24 AT B i Bl K A 3
<length> J&, BEtLHITih.

[+MQTTPUB :OK

B
¢ AT > TR, SO AR RS TR L, AR AR T4 (CR-LF),
W1 ESP32-C2 MQTT % WA SATN KL, WA F i B4 &7 ESP32-C2 MQTT 11l #4275

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "0O","Host": "httpbin.org","Origin":

—"http://httpbin.org", "Referer": "http://httpbin.org/", "User-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id": "Root=1-6150581e-
—1ad4bd5254b4b£f5218070413"}}

5. %07 MQTT 28
o

[AT-’-MQTTCLEAN:O }

N . :

& 1

44.3 J&T TLS [y MQTT &% (i 24l MQTT {U2H)
PAR 7GR W ESP32-C2 JF by, Horp—3effo MQTT %Al (M2 MQTT A& fith), 73
— P MQTT 4T % (UEN MQTT i1 & M ).

NBIAE T e 3T TLS A MQTT 4. 15 /efETE 2l — 44 MQTT 3, f&kik MQTT R
IP #bhlh 192.168.3.102, 04 8883,

wg: BPPAESP32-C2 MQTT & A7 3 ke R 75 Z7E ESP32-C2 MQTT & A& im A TRITAT, DA
ESP32-C2 MQTT ] 8 # F ki #fE L5 ZAE ESP32-C2 MQTT 7 & bt A TR W] o SR BRI A 5]
SEHALEMR i 0, DRR B AT 2 i T 2 i A A T o

1. PEEBTIX A SNTP 7428,
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[AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

N . :

[OK

2. 7¥if) SNTP Hfi].
i

[AT+CIPSNTPTIME?

i . <

{+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRV SNTP Z5 80 5E 5 _EaRmn i i AN ]
* PR SNTP ] —E & E LA RUWIE], ANBEZ 1970 48 K2 Fif i B IA] o
o BRI THE TLS A UER R IEIE 5 1A %00
3. WE MQTT H g k.
ESP32-C2 MQTT %%
s

[AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

M .

[OK

ESP32-C2 MQTT ] [ :
e

[AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789“,0,0,""

M .

[OK

4. 8 MQTT &8 @ 1.
e

[AT+MQTTCONNCFG=O, 0,0,"lwtt", "lwtm", 0,0

M B -

[OK

5. HE# MQTT LR,

e

[AT+MQTTCONN=O,"192.168.3.102",8883,1

M B -

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

Vi :
o s AR MQTT BRI 44 5% MQTT fUHE IP Hudik T RE 5 _Fad v & H AR ] o
6. 7777 MQTT 315,
ESP32-C2 MQTT i] %
s

[AT+MQTTSUB=O,"tOpic",1

N . :
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[OK

7. KA MQTT 158 (FF4FER)
ESP32-C2 MQTT %1
i

[AT+MQTTPUB:O,"topic","test",l,O

Nl <

[OK

J

PAE

* Q2R ESP32-C2 MQTT %A M AAHE , A MEERF&7E ESP32-C2 MQTT 1] & e -

[+MQTTSUBRECV:O,"topic",4,test

)

8. XM MQTT i#E#:.

[AT+MQTTCLEAN=O

M .

[OK

4.4.4 3L T WSS i) MQTT &4

PATR 71 B[] s i i Bk ESP32-C2 JF S by, For—HfEol MQTT %A (HUAEH MQTT LAl fie), 7

—BAfEH MQTT 4T g% (U MQTT AT & M ().

AABIT A I ET WSS A1 MQTT #4#;. MQTT f{HUE4 4 test .mosquitto.org, BTIRHIEN

mgtt, ¥k 8081,

T PYPRPPAESP32-C2 MOTT & A7 & I KA 75 B ESP32-C2 MQTT %Ki & i AT HIAT, DA
ESP32-C2 MOTT 3T & I KA A 5 2 ESP32-C2 MQTT 1] B sm AT RIAT o IR 44 A e 1

RITFEMR s, D)5 A R A 2 i AN 1T B S AT

1. B XA SNTP R 45%s .
s

[AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com"

iy B«

(ox

2. #¥if] SNTP B d].
s

[AT+CIPSNTPTIME?

N . :

{+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

A
o fEE ) SNTP SERTTRE S kiR iR

* T PR SNTP I [a]— & R E SR, AEER 1970 4F K2 BT .

o R EIEE N TAE TLS ATER R ERAIE A5 176 %5030
3. WE MQTT H gk
ESP32-C2 MQTT %1

Espressif Systems 244

Submit Document Feedback

Release release-v5.0.0.0


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 4. AT #y2 R

fir s

[AT+MQTTUSERCFG:O,7,"publisher","","",0,0,"mqtt" }

Nl i«

[ox )
ESP32-C2 MQTT 1T % :
i

[AT+MQTTUSERCFG=O, 7,"subscriber","","",0,0, "mgtt" }

M B -

& J
4. JEH: MQTT B,

[AT+MQTTCONN=O, "test.mosquitto.org",8081,1 }
Mg |3«

+MQTTCONNECTED:0, 7, "test .mosquitto.org", "8081", " /mgtt", 1

OK
iR
o Sk A MQTT 344 50 MQTT A3 IP Huhl vl RE 5 ik an A .
5. 377 MQTT 313
ESP32-C2 MQTT i] %
e

[AT+MQTTSUB=O,"tOpiC",1 ]

Nl B <

(ox J
6. A MQTT JHE (F4FH).
ESP32-C2 MQTT Kk ffids:

[AT+MQTTPUB=O, "topic", "test",1,0 }
M B -
& 1
R
* 2R ESP32-C2 MQTT %A M AAHE, A MEERF&7E ESP32-C2 MQTT 1] & i -

[+MQTTSUBRECV:O, "topic",4,test }

7. KM MQTT 4%
i

[AT+MQTTCLEAN=O ]

M B -

& J

4.5 MQTT AT &%zl
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AR BN R S L AT fir %X AWS IoT,

W AL MQTT AT S S [ PEAIE R, WS FAMOTT AT 44 . fE75 BHE i 33 AWS 10T JF
KAGE KK AWS ToT.

T IR PAN AP BR ) ESP-AT 545 ESP32-C2 i #i%H:5] AWS IoT.

o I AWS IoT 3% B4 5 vA B endpoint
o & MOTT AT 443 F i i it & 3 AWS IoT

451 I\ AWS IoT 3RIUIE 5 EL B endpoint

1. B AWS ToT #E#H GikS, PAMNYZ ToT Core services.,
2. ¥ IR A AWS ToT %5 HP Ui Bl G AWS ToT R . S ANIEF
AR E PAS DA N IR RIS S

* device.pem.crt (X£5EF)
« private.pem.key (FAG%41)
» Amazon-root-CA-1.pem (# CA jIF3)

3. MRHESCRY 5 AR RIS, (endpoint) PAK 1 g ] ek 5 A 4 5 21| SR

S RIS “xxx-ats.iot.us-east-2.amazonaws.com” .

ik SRZVEBUEIAE AWS ToT JF RN R DA R AR v R RS A — SR 2 A
* AWS IoT 5 Z A BLA AU FYRET . HPAY]. FMIRUES.
o A RAMTEEEIE T .
o DA Z MIN (Ohio),

4.5.2 {1l MQTT AT 6y 25 TR A IEEE: AWS ToT
PRUIE TS
FTIF A4 ESP-AT TAE, JFPATHI R #ef

o ffiffl Amazon-root-CA-1.pem ##f customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt.
* ffiffl device.pem.crt ¥ customized_partitions/raw_data/mqtt_cert/mqtt_client.crt.
o ffi[] private.pem.key ¥ customized_partitions/raw_data/mqtt_key/mqtt_client.key .

FvEHGER AT [E1F

%1% ESP-AT T H DAY AT [, FERFEFRREIGHY) ESP32-C2 ifr. ST EZHEE, WS Ak
%1% ESP-AT 142,

Friks ARG ESP-AT TAER LS, W B AT fy B el fF P agIES , ARG S 5l 4e fT 2
# PKIBL R ,
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fEH AT iy 2 4% 5] AWS ToT

1. 8 Wi-Fi £i34 station.
iy

[AT+CWMODE=1

iy R«

[OK

2. EH: AP,

[AT+CWJAP=<"SSid">,<"password">

i B -

[OK

3. 1% B SNTP Server,
s

[AT+CIPSNTPCFG=1,8,"pool.ntp.org"

M .

[OK

4. #5if] SNTP H}H],
i

[AT+CIPSNTPTIME?

iy B«

{+CIPSNTPTIME:<asctime style time>
OK

B :

o JERTHRASH) <asctime style time> 52012 5 B I DX SERF IS R] 75 00 25 R R E A 200 S 80E

BRI
5. BEE MQTT H & k.

[AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

M . <

[OK

LK
* AT+MQTTUSERCFG H155 2%k 5, RIAURIAIE, AR,
6. 53 AWS IoT,
i

[AT+MQTTCONN=O , "<endpoint>", 8883, 1

iy K«

+MQTTCONNECTED: 0, 5, <endpoint>, "8883","", 1
OK

AR
o HIE <endpoint> ZE{H IEE 431 <endpoint> {H .
o JCYETE MG 8883,
7. T RITE R
A
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[AT+MQTTSUB=O ,"topic/esp32at",1

i B <

[OK

8. ZAMHE.

[AT+MQTTPUB=O, "topic/esp32at", "hello aws!",1,0

i . <

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK

ABIH &

IEEZHHEWNT:
1. ESP32 i H it

AT+CWMODE=1 " ~

OK =

AT+CWJAP="MERCURY_407","" " =

WIFI CONNECTED

WIFI GOT IP =

OK =
AT+CIPSNTPCFG=1.8."ntpl.aliyun.com" = -
(o] o

AT+CIPSNTPTIME? == -

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022 ~ -

OK =
AT+MQTTUSERCFG=0,5,"esp32","espressif',"1234567890",0,0,"" = =

OK =
AT+MOQTTCONN=0,"al08b8vmlg634g-ats.iot.us-east-2.amazonaws.com",8883,1 " ~
+MQTTCONNECTED:0,5,"a108b8vm1g634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =

AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =

AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 % =
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -

OK =
+MQTTSUBRECV:0,"topic/esp32at".45,{
"message”: "Hello from AWS loT console”

O

2. AWS i H &
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to toplc
I toplc/esp32at ®

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!
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4.6 'Web Server AT 74l

AR A AT web server [, =29 AT LA TH A -

A% 7 ) N S AT WI-Fi BRI
R AN 25 44T OTA Bl HIHA

1% A #1452 A 2EAT WI-Fi B A
1 RS AR 7 24T OTA Bl IR
ESP32-C2 14 )8 Captive Portal 5 #%

ik BOARY AT IR SCRR AT web server FUINRE, 15575 Web IR 5% AT &4 JE I ZIIRE.

4.6.1 fEHIRIYEZSAEFT Wi-Fi Bt
Wi
3@ 1 web server, F-HLEL PC 1] DLk & ESP32-C2 #4510 Wi-Fi #3845 &L, 430 DA B F Lk B ik 18 3

%] ESP32-C2 B4 1y AP, B W BE BT FFIC I G0, 905 Wi-Fi Fil T (5 % 24 BSP32-C2 %45, A
ESP32-C2 S AL AC B 15 0 A BB i O B o 25

Wikt
BATMIRAE AT DA AR =2

o B &ik 4% ESP32-C2 %%
o ARARNE B A AEER A 8
o BB 45 R

MCW Bef dEtE ESP32-C2 ety 156, 4 kMM B s HE ESP32-C2 5t #%, ESP32-C2 i Z ML E AL
AP+ STA iz, F8IH—4> WEB RS2 5 IEMEE , W AT 6y anh

L R TR BCRAE R, ARG RRIC IR, RTRE R MR PR B 2 i A C 7 B AN T3 20 WEB iR
S5 LR .

¢ Command

[AT+RE STORE }

2. Jit'® ESP32-C2 #4547 Station + SoftAP izt
¢ Command

[AT-%—CWMODE:B J

3. X'E SoftAP [} ssid Fil password (U1 B ERIA 4 HE ssid A pos_softap, TCESH) Wi-Fi),
¢ Command

[AT%—CWSAPz"pos_softap", "r, 11,0,3 ]

4. (EREZ .

¢ Command

[AT+CIPMUX:1 }

5. fll## web server, uilIl: 80, HRIEREWIE]: 25s (BRAHK N 605s),
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¢ Command

[ATJrWEBSERVER:l , 80,25

WR)g, R iR 4 sl web server Ji5, FTHFECM 4R Wi-Fi #8068, %3 ESP32-C2 X %1% AP:

WLAN L @

Al F WLAN 3|3

pos_softap
= {?—EJ c)

)

1: 73 ESP32-C2 AP

YA A B B FERC I i 45 1481 ESP32-C2 4% )5, BIn] &% HTTP 353K, FLERri AN

A E R VR, WEAHE MO SCRAIC M A VE M Rr e A AP, i, an s (i f FAL%H2 5 ESP32-C2

) AP, WIZFHUAEAE A ESP32-C2 & R AR H ) T{XJ i i A web server BRIAIY) TP Hihl:

( ﬁu%;ﬁxﬁ ESP32-C2 % %11 SoftAP IP #uhit, BRiAN 192.168.4.1, 0] PAiE L AT+CIPAP? 6y 425124

Hi[Y) SoftAP IP #ihit), FTHFHCI FLIE , i APUZERE I fh#71Y ssid, password, sy “FFIRECM” B m]
AIE Y :

FH PR DA 5 e G R TR e SSID B AE A R R RHE, A E ESP32-C2 BB T AP 513, E#EH AR
AP i A password Jii, il “TFAAECMT BIAT S ShEC M -

MFICIIEE A TR R S B s A

PEWI L BCRORIG, WOTCRs B B b, ARSI T, T E i A ESP32-C2 Ay IP Hudik, T
BETIT R

[, AEHR H R an R e R

+WEBSERVERRSP : 1 /] REKE BN

WIFI CONNECTED /] RRIEE#E

WIFI GOT IP /] EER G FHEE IP

+WEBSERVERRSP : 2 /) RERMAM KB R MK SR, Lot TUE K wEB &R

URBCRI I, R R
I, FEES D R 4 5 6L

+WEBSERVERRSP : 1 /] RREZBRM, RABEZAREENXZR IP B &, MCUL
SN EKBEZABEEFELHR, BB, WERXK.

WAL ERR

PEWT 10 W TR B RS CBE AR R . 1A ESP32-C2 i) Wi-Fi AP B IERIT S, AKX
AP E’Ji‘ﬁﬂéﬁﬂﬁ AT 28 AR AT 6y 205 ] web server.

4.6.2 fEHMBIES T OTA [l fETH4%
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® 192.168.4.1 O

waiting config

H g Bck

B 2: TITFRC K S i
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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(D 192.168.4.1

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:

Espressif Systems
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@ 192.168.4.1 @

ESP=AT

FAST_FWR310_02

connect fail

SR EPN

Espressif Systems 255 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 4. AT #y2 R

wifr

W YE2STIF web server (M B, 7T PAREEEHE A OTA TH2R FUT , 38 ich 90 BT FFER0R7 FH 431X v f ] 24 5 3 G
B RPRYIES " RERIE M (W 275 SO Lo fT 247 PKI R T B ZAEFM5 5 ) -

Wikt

I OTA B B W &y
WHFEEIHH R
B AEHTHR B
FILOTA %5 %

FIOF OTA LB v e, SEMTTA T A “OTA FRR” 5, F19F OTA FLE TG, W PAEE 4]
[l {44 . AT Core i :

PEWI 1 Y30 AR HE BSP32-C2 Bibkf) AP, =511 OTA JiC B U A Y15 7% -5 ESP32-C2 B IEHEAE
A>T Ry, A AT AT e 5 T

AT 20 WO ESRE Y HTE AR ST P g R B R A S, P S . /build. py
menuconfig > Component config->AT->AT firmware version (Z# K4 iF ESP-AT 1L42)

WHGRRASS, LR SRR A A, DA T B AR PP [ R AAS o
PP SETFI sy X AN, mialy “Partition” NRIHEAAREUIA AT ATHI A 23 X -

e HRIEE  np, Rl SRR RN SR, R AR AR AR -
ZJamial CEPETR SR AR

BEW] 12 XFF ota 20X, BTSRRI B (FAEATIG AL . [ PR 24 OSSO . oin. TETIEREIPFRY
K/NREMEE partitions at.csv XPFHE LI ota SA/N. A XICHIGHAREE, WE%X
*%i-lzu’f"’]_i%% Ao —AFr e Aen i’H’

BEW] 20 T HEAIX, MU R BRI B TR A . [ a4 S AR L bin, TERRIRERTR
INRELHTT at_customize.csv SCHFE LI XK/ A RIEHETEAE R, 65 % X 41T A

RN OTA 8508 i, B EEmT, A “THRosah”:
[ Ay, AE R RS2 G A5
+WEBSERVERRSP : 3 /) REF M E R ota B 4 HE J

+WEBSERVERRSP : 4 /) REFR G E R ota B 4%

AU OTA AR R, i “THRM, R e El:
[, FEAR H R an e R

+WEBSERVERRSP : 3 /) REFHEK ota B 4 HK
+WEBSERVERRSP : 5 /I RE#EKMW ora Eﬁ]f*%&%%)ﬂk, JH P 3% B E H AT OTAL
SHEERHE, #R ER S B HAT oA BHHA K

BEW] 1 XHF ota 73X, FREIMATAT+RST 5 ESP32-C2 DAR A 1T -

BEW] 2: ESP32-C2 A HIY ota [EPFNE . (A K HICE e IKEPENES, FrAT iR
Hog s X E A A IEA
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‘ Partition

EFFR

il 6: OTA L& U IHi

Espressif Systems 257 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 4. AT #y2 R

aEFE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
P 7: SRIBUITA AT ATHR ) 43 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B

Espressif Systems 260 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 4. AT fiy4 7R~

R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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4.6.3 B AE/DRFE T Wi-Fi fit
iF]x
Tl /IR e FE 190 e e el s /MR Py 4 ESP32-C2 B 5 B AP, F il flofi /MR P 7 B H2 (1) AP

fr B ek 4y ESP32-C2 445, ESP32-C2 i it id ik s B BN A AP, I 38 FIRLAE /IR e TE ) 25
RIFUTTH

H ¥ ESP-AT ffF/MEFFRT 2024 45 12 J] 31 HRAE. FEMCIUIE], Gl R . it )s
DA RTER, HOBECR RAERTST, BAVRFEWCOY BRI SRR I 5, RO G BRI S -

B PR AT DAY A LA I

o it B ESP32-C2 % & A4k
o BT N

« B4% AP 4%

» PATE M

MLEL ESP32-C2 Bet B% A T ik/MEfF I ESP32-C2 4, ESP32-C2 i ZMLE L AP + STA #1
X, FHAE—A WEB 55 &S50 MEFIER, XA AT 6l

L SRR Z BT ECRAEE,, ERATERRIC AR, ATREDR AR AR PR B 2 AT e 15 AT 5:30 WEB fiik
S5 an Joik A .

¢ Command

[AT+RESTORE }

2. [l & ESP32-C2 i %4 Station + SoftAP iz,
¢ Command

[AT+CWMODE:3 ]
3. iXE SoftAP { ssid il password (M5B ERIA 445 ssid A pos_softap, password “Hj espressif ) .

¢ Command

[AT+CWSAP:"posfsoftap" ,"espressif",11,3,3 }

i S/ DL ERIA I ssid A pos_softap, password iy espressif 1] SoftAP KL iR, HHHITR
¢ ESP32-C2 451 S 8k I ik il B AT

L [EREZ IS

¢ Command
[AT+CIPMUX=1 }
2. 17 web server, 1T 80, I RIERENTAE]: 40s (ERAHA K 60s).
¢ Command
{ATHNEBSERVER:L 80, 40 }

IR/ DRDY  FTIFFHURLE, SR TR —4ERD -
TR /MER . BEABC ) 5
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

\\\\\\\\

fi.

2. AN ERR AP R RAHUREI FALILEEAOAA , WIBA 3845 AP, LIHBHE AL T e
HER e

BT

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @)

ATFE WLAN %3

FAST_FWR310_02

fromm [ sl
Eixi=

—
. B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

R AR T IR R © AT A Bt A 1Y ssid, il FIEIPRg CERE AR, R4 Hi
Th] -

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 // REK B 3 M

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE IP

+WEBSERVERRSP : 2 /O REFEANBEFREERM RS EE, LT UEKX WwEB B K

5. ATTEI S, /N DT A -
I, AR D R 4 5 8

+WEBSERVERRSP : 1 // f’h % E ﬁ] e m ’ &
DTN EKE AAMEER TN, £ A

B EZEEH IP BB, MCU_

HE SRR &S
i} %K.

U

=

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

Sik: TR, THLEON A BT MAC HUHEFITE 2 SR MAC bk 2 A7 B 28 /0 T/ 4k
[

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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28 Ko PoYy e

K 15: BRIt A/ MR P

Espressif Systems 266
Submit Document Feedback

Release release-v5.0.0.0


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 4. AT #y2 R

FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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Vel 18: 3 aed /)RR e 4 39 o 2 S K
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666888666

Message

BHEN RS

P 19: f A AP S
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2. BB, AR R “HERFILRTT BN )G, A ALY G E 2978, i ESP32-C2
BRI H Bl R B A RO AR i

@A SSID

666888666

Message

S

AR FHAS

&l 20: JTURiEHE] AP

3. EBIW%%E/JV‘F J7 BT S8 DA B HR 1 i 1 B0 5t 5 B “Rr AR H AR AP AR ASHLEC R T
L —FE, Z% L3

5 WL BB
BEW) 1 W TR R RS CBE R IE R . 15T ESP32-C2 FEEL) Wi-Fi AP B IEHTF S, AKX
AP PUAHERLE, AT L5 A IEMA AT 62 213 H web server,

PEW] 20 FEP TR S T H: AP RIS R A LM B A Wi-Fi BRI E R BT IT, K ESP32-C2
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEWI 30 FCR R R ARG RAER Wi-Fi FCE 7. i Tl TALIERE ESP32-C2 ik AP, 1
A ESP32-C2 Bl ssid, password E.'ééi’ﬁﬁﬁti?ﬁ*ﬁ@%iﬁﬁ@ﬂﬁ

4.6.4 (A DR ST OTA WfETF2

Bl /BT S 50 L ESP32-C2 A BIPE L, 1§57 Lkl B ESP32-C2 i 4 5 O LIRS TR
528 ESP32-C2 B (WS CALER M SE SIS, AN TR, SRR, BT OTA
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W TH AR5 B I BE 4 AT OTA [ PFTHRRML, WS 1 A ) W 35 24T OTA Bl # I+ 28

4.6.5 ESP32-C2 i l}] Captive Portal JJjHg
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

J&i ] Captive Portal BHAESS , 5% | iRBL M 1% &% 35 ESP32-C2 3% & (R HAR AL BR 52 i ESP32-C2 Rl iyl
B, RJG I ESP32-C2 4511 AP:

WLAN @

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

n k&, station L ATIEHATIT Captive Portal JyFERY ESP32-C2 451y AP J5, #/R “f$8srANIE", )5
S5 BTN SR, FEBEREE) AT web 0 FLIiT. 4R AEE SUBKEE, TR station A MR, At “IA

HE” g b BRI RY “pos_softap” # S ZFR, F-ahifilik Captive Portal H #l$] X Wi #, #)\@J AT web
FEE AT
W B HERR

BEW 1 JEAEAUT (station ¥4, AP %45 ) #B3Z¥F Captive Portal DJREA REARUEZ IR IEH A, Bk, %
u% 4% ESP32-C2 %451 AP FEHE/T CEEFANIET, FHEG EsziF/\@J AT web [ T 5L, FIAE
12 station %45 AN IFZINRE, I, ES % Fadak R R 2R B M AS 8 1 ER S E T 33T T AT web
FES TR

4.7 HTTP AT 541
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AT BRI ESP32-C2 i BIZATHTTP AT 4 4 5 v QI HEA R Bl o

o HTTP % 7 3% HEAD % £ 7 i

o HTTP & 7 3% GET 35 £.5 %

e HTTP & F 3% POST # K7 % (3£ A T POST 'V & 43 )
o HTTP % F 3% POST i& £ 7 % (35 X))

o HTTP & F 3% PUT i K7 % (i&AFRHIEEN)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP & f 5% DELETE # £ 7 i%

B ] ESP-AT G5 HTTP % i I fE -

4.7.1 HTTP % pii HEAD 52K J5 1

Bl PA http://httpbin.org /Ek HTTP IR45%%.
L Y .

s

[AT+RESTORE ]

i Y <

[ox )
2. EE Wi-Fi i34 station,
s

[AT+CWMODE:1 }

Wi K7 -

Lox J
3. MBI

ah
[AT+CWJAP:"espressif","1234567890" }

M .

WIFI CONNECTED
WIFI GOT IP

OK

A :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Jk3%—~HTTP HEAD #3K. i%® opt 1 (HEAD %), url H http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
i

[AT+HTTPCLIENT:1,0,"http://httpbin.org/get",,,1 }

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/json
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(BF )
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(B L)
+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

PERA:
o BOREEI HTTP SGE0E B n] e 5 _Eidm B A A A .

4.7.2 HTTP % )y i GET WK Jjidk

AFIPAR 28— PG &2 R B SCf R, B R 48422 4 https://www .espressif.com/sites/all/themes/espressif/

images/about-us/solution-platform.jpg.

LA BEE.

T
[AT+RESTORE ]
g
o )
2. B Wi-Fi f525} station.
T

[AT+CWMODE=1 }
W :

[ox )
3. PR .

%
[AT+CWJAP="eSpreSSif","1234567890" J
Mg 3«

WIFI CONNECTED
WIFI GOT IP

OK

A :
o BA AT SSID ARG A BERR iRy S AR o 15 AR % H 517 SSID FI% D
4. RiE—/ HTTP GET ik, % E opt 2 (GET /%), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type & 2 (HTTP_TRANSPORT_OVER_SSL).

oS

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/

—about-us/solution-platform.jpg",,,2
. J

N . :

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
(BLFT0)
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(B L)

+HTTPCLIENT:512, <Oxeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>7j<0x06><0xe2>
"<Oxaa>*p<0x7£>2",h<0x12>N<0xa5><0x1le><0xd2>bp<0xea><0xle><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU; <0x94><0x97>
—<0xcb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9%><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k
—<0xe7><0xc2>Vv<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xci4>y<Oxae><0xca><0xed><0xec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9%e>; { | <0xb5>0<0x97><0xa5>P<0xdf><0xal>#3vn<0x1lb><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>0@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xf9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%$<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xa0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_eb<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
—<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xfl1>
—<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t0?7<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
UR<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d [<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl>*<0xbc><0x13><0x13><0xa0>
<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0xla>

OK

4.7.3 HTTP % i POST iR Jjik (G T POST b i)

ZnBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L YR W) .

[AT+RESTORE }

M .

[OK

2. P Wi-Fi i34 station,
i

[AT+CWMODE=1
M B -
o

3. HEREE .

fir
[AT+CWJAP="espressif","1234567890"

M B -
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WIFI CONNECTED
WIFI GOT IP

OK

BiHA :
o Bk AR SSID A A BERR 3R v BANIR] o 15 ) SR00 % H #5517 SSID FI% D
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—-type 5 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),
il

r

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,,1, "{\"form\":{\"purpose\":\"test\
:_>"}}"

.

N

J

Nl B <

-

+HTTPCLIENT:282, {
"args": {1},
"data": "{\"form\":{\"purpose\":\"test\"}}",
"files": {},
"form": {},
"headers": {
"Content-Length": "27",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "Root=
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"
}I

"json": {
"form": {
"purpose": "test"
}
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post"
}
OK
.
LK

o BRI 5 R AT RS i AP AN

4.7.4 HTTP % ;355 POST iRk itk (et k)

Wi 2R & POST iy Midls AN I 2, DMl T A AT ay SRR BI{E 256, W BT AR
FAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,
L YR .

[AT+RESTORE }

M B -

& )

2. B Wi-Fi f55} station.
i
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[AT+CWMODE=1 J
N . :

B }

3. R .

ke

[AT+CWJAP="espressif“,"1234567890" }
Mg |3«

WIFI CONNECTED

WIFI GOT IP

OK

LR

o BA AT SSID FIEFRY A] BERR A Ay S BUANIR] o 1 5 AR % H 517 SSID FI%% A5
4. Post F§ & K B Ps. % & ik E HTTP L B3 & F 2, 4 %l 2 connection

Bt Ml content-type F B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

R VRAEZE post 1 JSON il i T, BN 427 7775,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,2zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

e

AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

. J
M . <

OK

>

aRmE RS AT EE R SRR AT RO, I RSTT DA A ISR B 427 AT KB, 4 AT
PR AR KRS <length> J5, BRfEHITIA.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—qg=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—~"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"files": {1},

"form": {},

"headers": {

"Content-Length": "427",

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-61505e76-278b5c267aaf55842bd58b32"

by
(BT 50
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Hy

"json": {
"headers": {
+HTTPCPOST: 512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",

"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4b£5218070413"

(% L 50)

(KHTML,

"origin": "20.187.154
+HTTPCPOST:45, .207",

"url": "http://httpbin.org/post"
}
SEND OK
|
AR

°?T%%>?ﬁﬁ,HHPM@$%%%?%K%E%X?ﬁﬂﬁ%X7&ﬁ%%%%ﬁ%%
CR-LF),

4.7.5 HTTP %y PUT #5RJiik GEM T ICBhisie)

/R BILA http://httpbin.org /% HTTP fiz 554 . PUT 3R SCRF Al 747 Ep 288 81K
L WRE W B,

[AT+RESTORE

Nl <

[OK

2. P Wi-Fi £ A station,

[AT+CWMODE=1

M .

[OK

3. JEEE A .

[AT+CWJAP="espressif","1234567890"

M .

WIFI CONNECTED
WIFI GOT IP

OK

LR

o fka A SSID HI RS ] REER_Ead iy & H AR IR o i B SR B b 45 SSID FIERD
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4. Jkik—A> HTTP PUT 43K, i%® opt 4 (PUT J73%), url h http://httpbin.org/put,
transport_type N 1 (HTTP_TRANSPORT_OVER_TCP).

[AT+HTTPCLIENT=4,0,"http://httpbin.org/put?user=foo",,,l J

i . <
s )

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {},
"form": {},
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www—form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace-Id": "R
+HTTPCLIENT:140, 00t=1-61503d41-1dd8cbe0056190f721ab1912"
}I

"json": null,

"origin": "20.187.154.207",
"url": "http://httpbin.org/put?user=£foo"
}
OK
. J
BiHA :

o BHRIEN R Z5 R AT e -5 i B2 B A ] o

4.7.6 HTTP %y PUT iR 57k (it i X)

Z/nBI LA http://httpbin.org 15k HTTP iR 4545, HHEZAK application/json,
LR R .

[AT+RESTORE J

M 3. <

[ox J
2. EE Wi-Fi #8314 station,

[AT+CWMODE=1 }

i . <

& J

3. MR

[AT+CWJAP:"espressif","1234567890" ]
Nl . <
WIFI CONNECTED
WIFI GOT IP
(T
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(B L)
OK

AR
o fa A SSID FHE RS W] BEFR_ ik dir & AN ] o 13 o 8 8 FR 25179 SSID FH5 15
4. PUT #5 & K B 5. xS & HTTP L F B ¥ & h 2, 4 0l /& connection &
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
RARAEZE put 1) ISON Bt T, K 427 775,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

.

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

Mg |3«

OK

-

>

Eadwe TR AT CHE R A B UCR AT RO, U R A A BT R B A 427 T K pggids, 2 AT
FACEN K JEILE] <length> J5, BAEEHITE.

+HTTPCPUT:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\", \"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\", \"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.

—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581le-1ad4bd5254b4b£f5218070413\"}}",
"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-635f£7009-681be2d5478504dc5b83624a"
}

"json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;qg=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

< like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

(T
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by

"url":

}

SEND OK

"origin": "52.246.135
+HTTPCPUT:43, .57",

"http://httpbin.org/put"

(B L)

AR

* AT fith > 455, HTTP body PRI AT AN T 245 L7

(CR-LF),

4.7.7 HTTP % ;3% DELETE 2K Jiik:

TS, AT DA T4S

R BilPA http://httpbin.org /2% HTTP JR45%s. DELETE 75 F TR IR 55 #% L %eJ . DELETE iKY

SR SS 75 -

L RE ) BEE.

iy

[AT+RESTORE

i B«

[OK

2. B Wi-Fi 25} station.

Ty

[AT+CWMODE=1

iy B«

(ox

3. EEREH .

o

[AT+CWJAP=

"espressif","1234567890"

T

WIFI CONNECTED

WIFI GOT

OK

IP

PEHA:

o {5 AR SSID M S Al RERR ik ay S PRI . R

()% i Zi SSID 12545

4. %k3%— HTTP DELETE if:K . %% opt to 5 (DELETE J7%), url 2 http://httpbin.org/

delete, transport_typetol

(HTTP_TRANSPORT _OVER_TCP).

[AT+HTTPCLIENT=5,0,"https://httpbin.org/delete",,,1

M B -

+HTTPCLIENT:282, {

"args":
"data":

{1

nwn
14

"files": {},

"form":

{1

(ZF 30
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(#2 E50)
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace-Id": "Root=1-61504289-468a41l
+HTTPCLIENT:114,737b0d251672acec9d"

b
"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI 5 R T RS i B P YA

4.8 WebSocket AT 7534

AN T AE ESP32-C2 5% _EiafT WebSocket AT 444 fiv @ WITEAN B o

o 3 F TCP #y WebSocket 1% 3%
o A F TLS 0y WebSocket %3 (482 %40

W ERIARY AT EAR 2 HE WebSocket g . W GFTEE ESP32-C2 57§ WebSocket HIfiE, iS5 % N4,

4.8.1 JLT TCP 1) WebSocket ¥4
1. 8 Wi-Fi £iX4 station.
e
[AT+CWMODE=1 ]

i B«

[ox 1
2. MR B h 25

[AT+CWJAP:"eSpreSSif","1234567890" }
M. :

WIFI CONNECTED
WIFI GOT IP

OK

i :
o &4 A SSID AR AT fgER_EaR P AN o i R0 2K B AR 0 SSID FEE
3. PC 5 ESP32-C2 & & 1ERE R — At
4. £ PC i Jf] python 87— 3T TCP 1) WebSocket Ik 5525, RBIACHIUNT :
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-
#!/usr/bin/env python

import asyncio
from websockets.server import serve

host = "192.168.200.249"
port = 8765

async def echo (websocket) :
async for message in websocket:
await websocket.send (message)

async def main():
async with serve (echo, host, port):
print (f"Server started at ws://{host}:{port}")
await asyncio.get_running_loop () .create_future () # run forever

asyncio.run (main())

B EAR H Y host Sy PC 1 IP HUIL I RAF N ws—server.py X, FIBLBITZRRRF

[python WS—Server.py

Ui :
o WIRER) PC _FAH 4% websockets J§, il pip install websockets %%,
o BRAIK B WebSocket [l 55 #i i 12 8765, W] PABE N H B .
5. ESP32-C2 45 1E & i1 ) WebSocket [l 45#¢ ,

s

[AT+WSOPEN=O,"ws://192.168.200.249:8765"

i B«

+WS_CONNECTED: 0

OK

6. ik 4 S IH

o2

[AT+WSSEND=O,4

i B ©

OK

>

A4 FAEE, Bl ARG test, ZJa AT K5 PATER.

[SEND OK

AR
o FHIAMFEEH B AT+WSSEND iy E K EE (n), MRS XMWY busy p..., &
IRER O HT 0 DAY, KR SEJG LY. SEND OK.
7. I 4 FATEE .
i T Y WebSocket ik %5 #%2— IR G548, FICERYE LiEIG, RS A& RAER PR
P, RIAT S

[+WS_DATA:O,4,test

4.8.2 JLT TLS Iy WebSocket ¥4 (M1 T %)

1. 8 Wi-Fi i34 station,

Espressif Systems 283 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 4. AT #y2 R

fir s

[

AT+CWMODE=1

i B <

[

OK

2. FEEEIH

[

AT+CWJAP="espressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K

o {5 AR SSID MY Al REFR ik a4 rP AN o 35 B R0 e 45 SSID FIZE S .

3. XHE SNTP fi45#s.

[AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

iy B«

[

OK

LK
o BERTDMRIE B © FE KA XS E SNTP iR 45«

4. ¥if] SNTP Bi}a],

e

e

[AT+CIPSNTPTIME?

i B«

{

+CIPSNTPTIME:Wed Nov 13 17:00:15 2024
OK

B -

o ST AR ) SNTP I (7] SCI IR @ 7 AT A FIIRT S B SNTP i 55482 15 £ 28

o WEINEZ A T TLS IAER ARSI 09 A 350 .
PC 5 ESP32-C2 &1 R -
FREL WebSocket R 45750 CA. IET. FA4H.

Al PAF ) openssl THA N CA. . FIFALEH. WREBNEME, #56FH DANE &7

wss_ca.crt

MIIDNjCCAh6gAWIBAgIUDe6T+PulOBgqmmT jw3s4snVRNEFiCMwDQYJKoZIhveNAQEL
BOAWNJELMAkKGA1UEBhMCQO04xFTATBgNVBAOMDEVTUFJFUINJRiIBBVDEQMA4GA1UE
AwwHUM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDYxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQOxEDAOBgNVBAMMB1 Jvb3Qg
QOEwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCY1Q0st JGNFHLE7F+gG
OMSZSrWV4+/50xwlCw3y5N10VKMSxppYHVx J6MbOwWoCqQex /WMt qnhg9ATD1ZOE
PXFVB0aZd6EEBz24k7UvQ1ilfIwStzmjl8SSbe7CiFg302WVokBVFhSeY2jrG+sI
6PWgOWsvxzierDL9hef708IJER1IX0ScBIsLZnVU4UBPtrbG2bgl3L6T51Q95t SEX
Lsmfz41+/Q1xSC7VGHIK1IWGBnUzGpvIvLcIUFGZVCcAEKx1VIY7DsyJvTosfOOMmb
yUIcBk5nVCHRfhmt r FRAWWD9YaNcOgMPVpO6cHzGd/Fgwo6v0O6QshMYUOE 6wxpVijb
8JY1AgMBAAGJPDA6MAWGALUJEWQFMAMBAf8wCwYDVROPBAQDAgGMMBOGAL1UdADgQW
BBRAPJ7NG+WXS1iLN4ZLWJI1QQf jrm7zANBgkghkiGIw0BAQsFAAOCAQEANYpPErE2L
IpISbzJTVvG6A67YmMYMyadWSNGQ2VidLK2s3zkggF 96bIZziygOadmgAKD/yTwlOt
VOxF1GUDz43DtJZ1wxo8FPrxH41cP63vitp28+ZNkylvIOHrx8De2JjiYwWRpZm1QY

(T
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(B L)
EHWDEFpK26LdwPPalwdMZSyMzCtRNJ+08Bk5kSc3V9QImh91Le4PdfCIcfzwPskC
dNgUMECRa4k3VFOYVUumyFofG8/kINcRogfPzZuUE20)1wCHgSpOaP2CIN9QTkOg
Fn0Itrjikvé6zlaTp+SJPOzRPbympLIKhhhhcYJQdPaXHWWYfdhEU/abnndQpd+1Y
HPnBCb4tK/pS9w==

MIIDVTCCAJjJ2gAwWIBAgIUPLhviJhl1UJDQ5Md6tHibK11jP24wDQYJKoZIhvcNAQEL
BOAWNJELMAkKGAL1UEBhMCQO4xFTATBgNVBAOMDEVTUFJFUINJRiBBVDEQMA4GALUE
AwwHUmM9vdCBDQTAeFwOyNDASMTkwOTMzNDBaFw0zNDASMTcwOTMzNDBaMDQOxCzAJ
BgNVBAYTAKNOMRUWEWYDVQQKDAXFUIBSRVNTSUYgQVQxDjAMBgNVBAMMBUwx IENB
MIIBIJjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEALKALI+zRbUaMjukAiZai
dzPdNdy+TUv2K+GyBl5yomIrOelclpfztk68zdHKcFFtORQfz1GYtxrZzgvOT704t
K9ijFAw+k498SCTmTgHW1UKc7BImMK6UZE£ZSkXUNnufXKES5+N96u+49e3wbk7yoNfQ
kzdtwwXUtM6ee5w7HV jwdKQcIXYWv/c/zVLWmAUG3AEaUknS8r4LdG/X+L/bxN+9
zycLL5tGgZg22KENW4AQWsSUY6ntuKQD1ohiNxi+wXyM3mVNOc94umICj7al0OhPst
UmuLYD/gUCnM4JRvVQYAVMPQC1i88KoLj7aIwdedQ7TIwhJIGDS6WDVEMeRfJVXswUk
4QIDAQABO10wWzAMBgNVHRMEBTADAQH/MASGA1UdDWQEAWIBpP jAdBgNVHQ4EFgQU
elwZbnvdnZr8js60EyIWiP6hRFAWHWYDVRO JBBgwFoAUNrQtNxDOtapUczc8Mwln
hPZE84YwWDQYJKoZIhvcNAQELBQADggEBAICnosdYBc6enaKB7 7AWXEF zMWyDDLvd5
JSJalIRJ+Rhs1gBxjIH66/+6QyZcJubC/RZ+RZ04Mky3nMndc3kSCFgqauBCK9xoG
/f£Z5wrAfH5404P+3211GoK8E1tKulHUQYJTW8 JKbLWCRI8PnGkrDZBgSXgn8tyL4
U3hulMdmkH//£iV0z6it fyJcZDu38718bGBhrAD3Z7gWcdIJbXxmubm7FJadUe/N
0vsLtgkOpOyUa2rThOnJpSyXB50nKi fRGY juPrnOIWtmADYQRUeD2zdggqRUUUYJR
eedVz2BFXhpzdGeD3bVAop+/YEbTa0iDxXSLWkPLOfCyIkdTPXmKQPQ=

MIIEvAIBADANBgkghkiG9w0OBAQEFAASCBKYwWggSiAgEAAOIBAQCOOASj7NFtRoyO
6QCLZqJI3M9013L5NS/Yr4bIHXnKiYivR7VzW1/02TrzNOcpwUW3RFB/PUZ13Gtn0O
g87uji0r2KMUDD6Tj3xIJ0Z00fCVQpzsH2YrpR191KRASe59c0oTn4339g77j17£Bu
TvKg19CTN23DBdS0zp57nDse+PB0pBwldha/9z/NUtaYBQbcARpSSdLyvgt0b9f4
vIVE373PJwsvmOaBmDbYoQ1lbhBaxJRjge24pAOWiGI3GL7BfIzeZU052316YgKPt
rU6E+y1Sad4tgP+BOKczglGI9BgBWY 9AKLzwaguPtojAl51DtMNCEKYNLpYNUQx5F 8
1VezBSThAgMBAAECggEASKRFAFsWjyJdDVI1Y4nhsU6vpCCT/wCN8D/XoL9x3MOpB
JzrUAC4POoIWGXVAKFWN8LkviemlX6+2n4bDFOFN4TIj+caflQ33ZPSRCW+3zdQVniW
OMVmMmSorDTN3JgSv1WgIOwG3Kz8cKW2Ae JBR88YIJbGbTgNiBXIZKVGkkWC/maULKa
L20md5ZzF 9gkWWoBk0Gxr IME+V9726L6SJHIVESkKkPcbojXZPM06zmz84+2z£0UdG
pl+SocmQzo8yzhjXR8UHxtzfZbi1i1JZGCsWIxvizgM40TaRf IBPhmmSNwpO7Vk31D
t6XISALgMbIHV/co5LOWs5WnyQBud28MV7RpCD/tawkKBgQDNGuUF SmilpMR6KgRrd
08amarsekINDINiWsUcCXLYYHQkNCITtr5Ggtm3EbIJbROWLWUzL7PwgeuNmN6e6vz
IreS7wd+uO3HeVVsFPeOpT1XzALMG6wuYN/Ipfe/T8v/vg9CkoZ6VDaDN60OJEBAQ
g6pAUQFL+uamLfrKcCiZtiOR/wKBgQDIFRhC5MyLaF1lw3XumgAsh37tmlGOQ/T+K
GAWXiRhzXW340EVezNUUXeJcGigdBgNVwXBvIYTkOunyIw72bUNrIeOqp4ZgO2viW
NUgyDgIGKZuIIGI51FeezG6Qu2s93gqZ2TYtdjHOM4ISKgrKOvY51 fuXBNFSuC7BOg
15MQamuJHwKBgHGJhiszgq6aPSChbt HIKTHGWDWXwqfRfEwWd/HgLnbZ JBXpPmhvPh
mvtBg5bHt 1kpmv1I/XFKLMXM2KCDAS4Gb10TdQYvy jmWhX386wY8a+1iTRMiLy9JZ
K3gC+aOWgelZ+/Zj0AdnOgTLH+14y8hnOQwx/8YZNJltu2kbIwcpMV53A0GAFMzZE
meepL/DoI2iS+ysifSICHFbexurc2SFIKAmwBgY3cX9NRt 6gZBSifIgnlbNiUl7p
r18a6gLWeTgqVyp5vPMroHQyPVp+2xS0C1V1JcpSOub6cKLxXLZDQQZ1lmglbNghmFeV
JpPQbBxdujBYT9peONSRQ2IPBNI/9SHPZwx5I2cCgYBACmby010oBi51CbCXKV5c3
mz1PpM6zR3aLYsFyknWRt Lv3UPMGzOLsRDkwfQEMZWt /VF jXehajyqd8X7r3V01X
cz5LwmHOMSKDYgdzrJjvE31PxDdKtmyPr5nnF/8/SF6Law]j7v6eGnpi ZNgHC /wkK
9EmMCxWXJc/9GVWSZtEOz/Q==

7. #£ PC L[] python G —A~FTF TLS K WebSocket JR%5#%. ~EILASUNT :
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-
#!/usr/bin/env python

import asyncio
import ssl
import websockets

host = '192.168.200.249"

port = 8766

wss_ca = '/your_path/wss_ca.crt'
wss_cert = '/your_path/wss_server.crt'
wss_key = '/your_path/wss_server.key'

async def echo (websocket, path):
async for message in websocket:
await websocket.send (message)

ssl_context = ssl.SSLContext (ssl.PROTOCOL_TLS_SERVER)
ssl_context.load_cert_chain(certfile=wss_cert, keyfile=wss_key)
ssl_context.verify_mode = ssl.CERT_REQUIRED
ssl_context.load_verify_ locations (wss_ca)

start_server = websockets.serve(echo, host, port, ssl=ssl_context)

asyncio.get_event_loop () .run_until_complete (start_server)
print (f"Server started at wss://<{host}:{port}")

asyncio.get_event_loop () .run_forever ()
.

G AR host S PC 1y IP #idik, wss_ca. wss_cert., wss_key NIRE25IEH) CA,
WA, RALBIEE, FHRAEH wss-server .py SCIF, FIBHE(TIART.

[python wSs-server.py ]
L
o MIREH PC _F3H 43 websockets iE, ##f#i pip install websockets 223,

o PEE Y WebSocket [ 4528 11k 8766, Mt DA E MBI,
8. M E: WebSocket 4% AAH H %A

S
[AT+WSCFG=0,30,60,4096,3,0,0 ]
M B -
G |
B :

o MR T E R PR B S T S, W5 4T B9 PKISLE .,
9. ESP32-C2 %45 1E & F i1 ) WebSocket [l 45#¢ ,

e

[AT+WSOPEN=O,"wss://192.168.200.249:8766" J

i B <

+WS_CONNECTED: 0

OK

10. %Kik 4 FAT R

e
[AT+WSSEND=O, 4 }

M B -
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OK

>

A 4T, Bl ALdE R test, ZJE AT i AT EE.
[SEND OK ]

AR
o AEI BT EH M AT+WSSEND Ay E MK E (), MRS LMW busy p. .., K
IRERAHT 0 DNEAT, AR SEMJS LY. SEND OK.
11, 320 4 E 8o
i T ) WebSocket il %5 # 2 — N EIB RS54, FICEERDE Lk G, RS AH & AR PR
P, BPAT i

[+WS_DATZ—\:O,4,test }

4.9 Sleep AT 713451

SRR 2 25 B UL B AT ESP32-C2 517 it b AT iy & B BRI .

o B

o & Wi-Fi 2 X Fi& & A Modem-sleep 72 X,
o £ Wi-Fi 1 X Fik £ A Light-sleep 1% X,

o BT IESTIREA Light-sleep 1 X,

o EIETiEIESTREA Light-sleep $ 2,

» % & A Deep-sleep 1% X,

49.1 g

ESP32-C2 RIR M et ) I FRHEAR , T ATEA R AL IEASS 2 A D)4 . 240, ESP-AT SZHFPATRIY
FHOIFEREA (EZRIRBLTE S5 RS 1) -

1. Active #iz: S5 R GBALT TAEIRES . O T RASRIR . R SR 5.

2. Modem-sleep f5: CPU Wlizfy, WIEhnI#klcE . Wi-Fi By, WSy AU o6 i .

3. Light-sleep #iz: CPU #{#iz1T. RTC f7fifigsfoMsEPA K ULP Pab PRERIZAT o AT An[ 0 i =12
(MAC. F#L. RTC EHfEeki sy ) #BSMem A .

4. Deep-sleep #ix: CPU IR oMEER &, A RTC f7#ig#s Al RTC 4MEALF TARIRES .

BREI R, ESP32-C2 &ERGE M JGHEA Active B, Y CPU REE—H TIERS, Bl
IEIM R, RGET DARE AR REREC.

ESP32-C2 Wy I#E, 5% ESP32-C2 RIE A AR RS .

ke

o P B IATE Wi-Fi BIUHTEE A BT R ESP32-C2 i E A BRI .

o JEBH Wi-Fi iU, HA station Bz H i Modem-sleep Al Light-sleep R,

o XTWABIA TN Light-sleep X, EHRINTAELE 32 KHz i fik. Q1R IMBAHAE 32 KHz
iR, ESP-AT ¥ T/E7E Modem-sleep 155X .

5 7k

I FEI R A o B LB T, B R G A 1 AR S AL A T
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WHERASE TR, (R, EHRITRSURE T ESP32-C2 , SNETTHIYEHE.)

=
EsEE=

|° i &

Digit Multimeter

DC Power supply

@ ESPRESSIF

/] 22: ESP32-C2 Tt 1445

4.9.2 1F Wi-Fi BB %80 Modem-sleep F5i;

1. %% Wi-Fi 3k station fEx,
e

[AT+CWMODE=1

M B -

[OK

2. LA

iy

[AT+CWJAP="espressif","1234567890"

M -

WIFI CONNECTED
WIFI GOT IP

OK

ETE
- {554 A SSID AIBFTATREIL ik &I R I W10 5008515y SSID RIS
3. BB Modem-sleep 3.
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[AT+SLEEP=1

i B <

[OK

#il: RF R AP (¥ DTIM & 16 ] (iR & DTIM 24 1)

4.9.3 {r Wi-Fi B F % ¥4 Light-sleep Fiz

1. $&8 Wi-Fi 3} station fE,
it

[AT+CWMODE=1

M .

[OK

2. B HAS. BCE MR 3.

[AT+CWJAP:"espressif","1234567890",,,,3

M. :

WIFI CONNECTED
WIFI GOT IP

OK

K
o ki A1 SSID FIEERS T REER i iy BRI o 335 66 SR % b 5 SSID FEERD
3. BERHBRIEAN Light-sleep 5.

e

[AT+SLEEP=2

M .

[OK

#rik: CPU Xf2 HBIMANR, RF W SARYRAT+CWIAP T B 1) M W 7] e 7 391 5C P«

494 A{rEF) H#EA P B A Light-sleep Fi\
L. WG A k0 2 IR 45 i o

[AT+BLEINIT=2 J

Nl . <
[ox )
2. BCEIEA) RS SRR s,
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[AT+BLEADVPARAM=1600,1600,0,0,7,0,0, "00:00:00:00:00:00" ]

Mg J3 -

& ]
3. JHUR

i

[AT+BLEADVSTART ]

g Jo

o )
4. A1 Wi-Fi,

iy

[AT+CWINIT=O ]

iy B«
[OK ]
5. WERIRAL R Light-sleep 15X .
i

[AT+SLEEP=2 ]

i B -

& )

4.9.5 AR A T Bk Light-sleep 85X

L R A i 0 A 1 55 i o
iy

[AT+BLEINIT=2 ]

Mg 3«
[OK ]
2. FHIET .
e

[AT-’-BLEADVSTART ]

Mg J3 -
& ]
3. P,
MRS N, W AT 2R
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+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
ALK
o TERXAIRBI, WA P um g ky 47:3F:86:dc:ed:7d.
o % T # /% /& B (+BLECONN and +BLECONNPARAM) , if & #AT+BLECONN

FIAT+BLECONNPARAM #EUHE £ {5 4.,
4. EPE SRS WEE AR 1 s,
s

[AT+BLECONNPARAM=O, 800,800, 0,500 ]

Mg 3
[OK J
WER RSB FY, W AT Kfoies:

[+BLECONNPARAM:O,800,800,800,0,500 ]

PRE
o XTFHR{EE (+BLECONNPARAM), 5% AT+BLECONNPARAM #EUH 245 4.,
5. #5H Wi-Fi.
i

[AT+CWINIT=O ]

Mg o«
(ox ]
6. BEEARIRIAN Light-sleep f25.
s

[AT+SLEEP=2 ]

i B«

& )

4.9.6 V¥ M Deep-sleep ki

P EARIRAE A Deep-sleep #52. & & deep-sleep I} [i] >4 3600000 ms.,

[AT+GSLP=36000OO ]

Mg o«
[0k ]

BLA
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o BOERAIENG, B A ShmeiE, VR R MERRMCEAE , SRS Y AR -

* XFF Deep-sleep FizX, ME— MLy 42 E L -

4.10 AT fc 561

AR EEAN AT LA ESP-AT SCHRFRYBC R 753K :

* BluFi fic |

* SmartConfig B9

o SoftAP Bl ( WEB E.1q )

o WPS B

%2 1 FCM O RS R UR 4
B A= BIUFi E2 SmartConfig #  SoftAP EZN WPS E2F
P

BRI S 1 9 (%23) g O (&z1) g
A% BLE S (] (] (]
RHEFBEBISIMTFI v (%2 2) (]
APP
T 4 B2 % [ B = [
BAER et {7 L A 5 =ES =ES
HEF AL jiea Gk GiE i

o UE 1 A AT [ b SR SoftAP LR, 1§55 Web IR 5% AT &%
* &yE2: [ SmartConfig ity AirKiss JSZUEC I 7R AL APP, SN FATRETC

M (7 APP.,

o £YE 3: BRAY ESP32C2-4MB AT [f]4: 3% ¢ BluFi Zhfg, ifii ESP32C2-2MB AT [l 3¢

Fi BluFi Tifig. A X145, 752 Bluetooth LE AT 44~ A~

4.10.1 BluFi fit}%

BluFi jg— g Tl Al iEn) Wi-Fi MG EIIRE, W2 (H 1§57 BluFi 0.

1. ZEF-HLu2e%E EspBluFi W TR F
+ Android: “siif; EspBluFi 7% (425l iking )
» i0S: iOS i EspBluFi F#k  (iOS it )

2. ESP32-C2 #%£5%& BluFi 2 F5.

[AT+BLUFINAME:"blufi_test"

Nl . <

[OK

3. JF& BluFi.

[AT+BLUFI:1

Nl -
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[OK

4. FHLOI7E BluFi E8HHTELM
4.1 BluFi %4
FHATIF R G0 4 1 GPS (i YIRE, &i5h EspBluFi [V T, #EI4 H blufi_test )
B A, Pk TR, MU, ESP %4 unF] ENZ2E{F +BLUFICONN
B H &, R U 2RI N E B, 0] BluFi R S T .

Connected <mac>

Discover service and characteristics success

Set notification enable complete

Set mtu complete, mtu=...

4.2 BluFi Jit %
HEHE5E UG, AE EspBluFi B 7 ool B W Hc, DURPRF 2Bk 5 B B UM . 7RI
T A Wi-Fi (19 SSID MR, I il # R AT ARICI o AH4F R %), AR v 2
BRZEMPATE R

Post configure params complete

Receive device status response:
OpMode: Station

Station connect Wi-Fi now

Station connect Wi-Fi bssid: <mac>
Station connect Wi-Fi ssid: <ssid>

4.3 BE 2
WA R Z], ESP e ifh i AR Hilie 20k, ESP & RYEL M 2 izh 58 .

WIFI CONNECTED
WIFI GOT IP

5. (AFATE) ESPI2-C2 Befi ik BIUF P 7 SUECH.
EEY

[AT+BLUFISEND=4

N . :

>

B4 FARE, Bl AREE test, ZJ5 AT Rk AT R

[OK

I TR AR e i s T 2R APA T AR R :

Receive custom data:
test

6. ESP32-C2 4% 4] BluFi,

[AT+BLUFI=O

i B -

+BLUFIDISCONN

OK

U TR AR e b s T 2R PA T AR R
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[Disconnect <mac>, status=19

4.10.2 SmartConfig [it ¥

AT SmartConfig Bt WG PUApZEHL, 43 512 ESP-TOUCH. AirKiss, ESP-TOUCH+AirKiss 1l ESP-TOUCH v2,
PAF 42 AirKiss 11 ESP-TOUCH v2 2478 {1 (9 7 631 .

ESP-TOUCH v2 it 534

1. 75T Wl 24 EspTouch [ 27 .
e Android: “ZZ5iii EspTouch " #k (22 i v FFE P PR )
* i0S: i0S i EspTouch N2 (iOS i i JAFEFEAS )

2. % H ESP %%} Station £z,

[AT+CWMODE=1

M . <

[OK

3. ESP32-C2 i% 457 /2 SmartConfig.

[AT+CWSTARTSMART:4,0,"1234567890123456"

i B <

[OK

4. AEFHLRAEA TR -
RPN T BREAE : FTIFPFILI Wi-Fi, EREIFARM 4 (140 SSID: test, #fH: 1234567890),
J&5 3l EspTouch [V 7, middi EspTouch V2 #4H. TEBKEEY TR i A BT Ese Wi-Fi i . Fr
P A B BB DA K AES 54, HIF iR :

Wi-Fi S & : 1234567890
FEREM A K EHE: 1
AES %5 4f: 1234567890123456

5. 1 ESP B st A HC M i -
LI ESP 45 2 i tH 2R DL MR :

smartconfig type:ESPTOUCH_V2
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

Fi, ESP BT HYTC I 2 ) 58 o
6. ESP32-C2 %415 Il SmartConfig.
i

[AT+CWSTOPSMART

W

[OK
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AirKiss Jit 753 5

L ATHFIE, BREIFXE REGEER AR5
2. PEE ESP %} Station iz,
A

[AT+CWMODE:1

M .

[OK

3. ESP32-C2 144571 /= SmartConfig.
i

[AT+CWSTARTSMART=2

W

[OK

4. TEFHLmAEATRCM -
TFHLEE P LA Wi-Fi (0 SSID: test, #A%: 1234567890) , RJSITIFMUE, A “/RéE
FER AT, s, R3] AirKiss S UEA . FEBRER I BUIR H 5 A Wi-Fi 2510
1234567890, MSFAZ], FHLMERFERRUHE REERI ... .. .0
LI ESP a5 b 2 i tH 2L MR :

smartconfig type:AIRKISS
Smart get wifi info
ssid:test
password:1234567890

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi

F| I, ESP %M E ) 5E
5. ESP32-C2 i% %515 1 SmartConfig .,
A

[AT+CWSTOPSMART }

N 3. :

& )

4.10.3 SoftAP Pt

AT SoftAP it M F517) ;& WEB it . 4 5164115 5., 55 L Web Server AT 719,

4.104 WPS Bt

1. fER—A 3R WPS FLM 7% th s (15140 Wi-Fi SSID: test)
2. PEHE ESP %%} Station iz,
i

[AT+CWMODE:1 ]

Nl . <

(o )
3. ESP32-C2 % #FF =2 WPS it .
e
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[AT+WPS:l J
i B«

E J
BEP AR B b R G T, JT/S WPS ZhE, R4 %1, ESP itaimad i R R~ EE, A
M E 8.

WIFI CONNECTED
WIFI GOT IP

4. #if] ESP32-C2 x4 11y Wi-Fi {5 B,

[AT-FCWJAP ? }
M B -

+CWJAP:"test", ......
OK

5. ESP32-C2 5 #& < F WPS ¥,
EZs

[AT+WPS=O }

N . :

& ?
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Chapter 5

ESP-AT [t AN i 4t

RSCRE BT BSP-AT BB . WIRTHEFESUR . BORTER, SRR, S AR . AITH AT %75
P

51 KAl

ESP-AT £ GitHub P 1Ay 58 % 1 i i WL A7 5601 0T8T (5T DA DU 245 LA ) AT B
BATBIT. RO SR SRR 2

5.2 RIZEFEMIA A ?

T FTEAT SRt 7 e A,

53 JrAE AL

5.3.1 ESP-AT % AullfF45 81
ESP-AT ZAGEH AR, Wl H R LA — s LS i AT [, ESP-AT % 4y AT ] # T 52
Fify AT a0 Sl F R M GARAR . XEWE , BT LARREFT AR AT [ S8 22 I RAS B 3 A

ESP-AT JAGRYFEPHR I 7 A0 05 SCAE B3 ARG 720, RIEE T DA i &5 OB A R AS I 22 57«
Bl v3.3.0.0, vAURIRA, HIFMRAS, RAS AT

[<maj or>.<minor>.<patch>.<custom>

Hrpe

y <maj<;2>/§ﬁﬂ£%}%ﬁzlio Bt va.0.0.0 RFAEKRER, @HGFHETABILER SR, Bk,
B .

* <minor> R ERA . BN v3.3.0. 0 fCEARKE R, W UFFIEFHE. ESP-IDF A THL .
HEE A

* <patch> MBI fRAS, LMY bugfix fiiA. BlANv2.4.2.0 CRMBERE T LE M8, FHAKIIATATHT
Rk

» <custom> JJy & A . BN T R ACRERY . s0E HI5TH BA
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5.3.2 ESP-AT %Ay 285

ESP-AT %Al AT B[R, A0SR 32 BRAS B8 IR AR SR, BB A 3.

ESP-AT ZAf )73 3OR M TR T8 SOBCAE B 8 SRABLA T 2, BIEESRT DA~ 1 25 SCER A A BOCAR Y 22
5o Pl release/v3.3.0.0, release fURFEMMIIN L, v NFE KA LHIIA, HIEMIA
Z, ARSI TR

[<major>.<minor>.0.0 }

Hrp:

o <major> K EERA., Bl release/v4.0.0.0 CFHEREH, WEAIET ARG LH.
HREE. R EiE R .

o <minor> NRIELIRAS ., HlUN release/v3.3.0.0 [UCEABR AT, HE QR HEM:. ESP-IDF
AT . FEEHER .

WHFAENT, RN AT BESERM S X T2 R, HEEAERAEE, &k AT EA4H
[ 25 k7435 3 GitHub,

o BRYERIETT A A master 4357 BT, AEEH IS L.

o BB AE master 4357 BT, WSRMAEE, SR LGS .

54 SZRHUIR

ESP-AT A~ - BMUCA TN U E A AT R B0 SCRABIR o SCRFIBIIRI G, WO ISR 9P, RN 4R
WE3FE. T ESP-AT )2 5T ESP-IDF JF AT H , [Nk ESP-AT [ 33U B2 32 R T ESP-IDF [y 30 H;
IR . 4|7 ESP-AT &AM F B0 :
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ATIRA (R%H EHERERG Ik DF ZRMREL AT SRAE T
ia]) )2 X1
0.1.0 (20263, ~v5.5.3 (82e525¢f)  2028.1.21 2027.8.21 ]
v5.0.1.0 (2026.3.9) . ESPI.CS V5.5.3 (82e525¢f) 2028 282;.5130.21
« ESP32-C61
v5.0.0.0 ~v5.5.2 (cc569cbd)  2028.1.21 Bk TR A
(2025.11.24) * ESP32-C5 v5.0.1.0
« ESP32-C61
v4.1.1.0 ~v5.42 (8ad0d3d8) 2027.7.5 2027.2.5 - 2027.4.5
(2025.7.31) * ESP32
o « ESP32-C2
« ESP32-C3
« ESP32-C6
« ESP32-S2
v4.1.0.0 V542 (8ad0d3d8) 2027.7.5 Bk TR A
(2025.7.18) = ESP32 va.1.1.0
o « ESP32-C2 A
« ESP32-C3
« ESP32-C6
v4.0.0.0 ESP32-C6 v5.12 2025.12.30 Bk TR A
(2023.12.29) v4.1.1.0
v3.4.0.0 (2024.6.7) v5.0.6 2025.5.29 Bk TR A
* ESP32 v4.1.1.0
« ESP32-S2 A
v3.3.0.0 (2024.5.9) R X 2025.5.29 \% 17;z1 gﬁ 7R A
« ESP32-C3 A

ESP-AT 25 KA A S F IR A p -

Service period (Recommanded for new designs)
Maintenance period

v5.0.1.0 - 9Mar 2026 21 Jim 2028 i
Y | | | | | ] I
o 1 3 5 5 ; ; ; 1 1 5
g VALLO ot Gl 2025 § )
m B | i H H H . . . H
= . . ‘ ‘
< i i i ; i : ; ; s ;
By VAL ot 18 Jul 2025 e
m : ' H H H M ' v . H
v4.0.0.0 - 29 Dec 2023§ 1110007 )RR S S I AR
i i i i i i i i i i i
b
ﬁp’lb‘ "bél’b‘ ’L@, (,)/Qrio (Léf‘) ‘19(]/% ‘],@50 (LQ'LQ) ,L@:\ '_},@:\ ’L@?}
W& \\‘,3\ Q.OQ ?&" %Q,Q Q%o \\',\\ Qz(’ @,’8‘3 0(5 @?5

Bl 1: ESP-AT MUA AR
o SCRAIRRIN Ak 5501
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WM AT BAAize B AT FEAHFLE, 2HRIERZ SR T4 AT A ik, F—
A AT A KA RE 5 AR 1RO A BRI TR EAE R, i X ) ESP-IDF 37 F7 i
B &5 AT LA A (AT ZA Ui 7 A 281%00 4 i) ESP-IDF A ) o

o SCRFHARR I 23 1
W MRS BIZE AR, 2%t R %V ESP-IDF S RRHARR 259 (AT AAaUiH A 7
SEA%0 F ot [ ) ESP-IDF fi4%) . 4, ESP-IDF v5.0 {37 £ BR %] 2025 455 H 29 H,
#R2, ESP-AT v3.0 ~ v3.3 {4 R L3 2025 4 5 H 29 H.

R IE

o —H AT RZAHRIA, MIHBCA R SRR IR SRS R, A SCRER R 4301 .
Bildn, AT %75 T v3.3.0.0 JiA (%%} ESP32-C2 #l ESP32-C3 it /), #F4 ESP32-C3 1y
v3.2.0.0 AP SRR R SRS A, A SRR A 4E3r 1 ;. ESP32-C2 1) v3.1.0.0 it
AW L RHHBR AR S5 AR, EA SRR B 4340

o A GitHub K-S, 51T 00 AT i AKX A, GitHub RESTEHT A A7 W B A 8. 24 58

) AT [ Bugfix U4 LA, 0T+ 2% Bugfix M4 By .

o AEHRER ST F A CA S L T A S T, BB T R AR R

o TESCHDIR M Bk 7 ESP-AT [F B4k ZAE GitHub [ & 74> S _EF 7 E 3L bug B85 . 24 BE %,

TR T 2 W1 A A BT Bugfix fiUAs .

5.5 AN AT Bl fFRoAs

5 KIKAT+GMR 2B F AT FIFIRAMEE, 2% AT+GMR % MSEORM T EZfE R

5.6 1T AT WA KA

o 5 BRIE GitHub k5
© B AR S
EE AN & P &b

5.6.1 45— BSEN GitHub K5

TEITIRZ T, 558 Er Y GitHub K5, RIATT B 2 A7 75 B SRAL R

5.6.2 5B EBeehenma
ViiE BSP-AT XF¢, T4 [N watch, Fifd; Customn,

5.6.3 =3B il %A i

7k Releases I 5 Apply.

DRERESE I 1T T AT KA. 4080 AT B S Ay, o203 GitHub Ay AT
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= O espressif / esp-at

Discussions +) Actions [ Projects

Edit Pins «
Notifications
¥ master - ¥ Goto® + Participating and @

1 for ESP32/ESH

xcguang Merge branch 'bugfix

All Activity

Notified of all notificatior
.github .

Ignore

.gitlab/ci Never be notifi

bootloader_compon... chore: Updatec Custom
Select ev
components

docs

examples

ETN

A 20 g iR (rdigoR)
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¥ master ~

@ xcguang Merge branch ‘bugf

B .github

B .gitlablci

B bootloader_compon...
components
docs
examples

main

i Pull requests

Edit Pins -

Goto-

1for ESP32/ESP
3I/IESP32-
Pull requests
Relea

Security alerts

P 30 sE A AR (iR )

Espressif Systems

302 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 6

Il g ERIDE 2 3 O AT TR

6.1 Kbk ESP-AT T %

ARSI 21 T A A s 4% ESP-AT TA%, FFH52E B [ (- be s 3] ESP32-C2 e o 2M43BIARY B 7
K AT B TOIRI R R ORI, SRR A LAT st v iy AL K 45, IR 25055 24 ESP-AT ik,

WSRA S5 ESP-AT TAEA NAE, s 2B s U ERe /b, e i bo T & GitHub R 70 _E %%
ESP-AT 1 4%,

6.1.1 PEANDER

TR S RN IR, SE ESP-AT TAREM il . FAEEZeas . BlE . iAok, HERE I Sk £
Linux &5 % .

% —% 1 ESP-IDF Brig AT
% =% FRIESP-AT
ER A S £
Foad: EHERE

o BLHE I42
Foxd miF LAz
HXW REIRE
build.py Bt ik

i
p
S

6.1.2 5—3: ESP-IDF $RiEAl]

TE4i1% ESP-AT TR i, 555> (i i} ESP-IDF, [} ESP-AT 23T ESP-IDF JF 4 1) .

T MRS ESP-IDF v5.4 Husfi A 1130k 945 %, 588 hello_world TREAYEIE . HiFAK FRELE
ESP32-C2 FF AR S5 9K

ik WAL, (HUREGRP)E, SRS St IR, PARAZE ESP-IDF J-#f (R I 7
FIA T 5K

SE_E—21 ESP-IDF YU A1), 0] AJTAG TR ESP-AT TR S
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6.1.3 5 2b: 3KHLESP-AT

%1 ESP-AT TART N BUREER LA PO S0 ESP-AT 0%

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
Zl-‘ﬂﬂml]zii PATR Al E R SR PRI 5

* Linux B{ macOS

cd ~/esp

git clone --recursive https://github.com/espressif/esp-at.git
e Windows

X ESP32-C2 R ABIAH, HEFEPAE I AL Riz4T ESP-IDF 5.4 CMD.

cd %userprofile%\esp

git clone —-recursive https://github.com/espressif/esp-at.git

AR G [ Bk FE 3 ) GitHub fRBIX, AT DA DA B2 15 S Bt 5 ESP-AT: git clone https:/

/jihulab.com/esp-mirror/espressif/esp-at.git,

ESP-AT ¥ K~ #; % Linux 1 macOS [{] ~/esp/esp-at. Windows [{] Suserprofile$\esp\esp-at,

Frik: FEASCRF, Linux Al macOS Tﬁ%fﬁféé}ﬁ* ESP-AT f#RIA A2 R ~/esp; Windows #4FE RS0
HIBRIABR IS Suserprofiles\esp. I DAKF ESP-AT LALLM EBAR T, (R E M 6y
AT AT B . R, ESP-AT A E'Zﬁ‘“frﬁ*ﬁ SFE IR AL o

6.1.4 =20 ARWBE

BATHH TR install SRZ4IEL, M2 e T B R 5 3l 42 B 4K 1% Python 4. ESP-IDF 3 JiE DA J¢
ESP-IDF [l i T.H%,

* Linux B{ macOS

[./build.py install J
* Windows
[python build.py install J

URR A — LR AT, 0 BSP32-C2 s itbff LA T e vk

e PP Plat form name, U1 ESP32-C2 £ 7% 4% ?q:PLATFORM ESP32C2.Platform
name [ factory_param_data.csv F X .

o %% Module name, il ESP8684-MINI-1 4MB #4013 ESP32C2-4MB, Module
name [ factory_param_data.csv iF X .

o FESEPES FH B EE ] silence mode 2 B, 155G EES 4%, T f# silence mode. —fIFH N NG
ok
=
e YN build/module_info.json XAFLE, FiR= R E R ASHIL. Kk,
R E LS E R, MRS

PARE Platform name S5 ESP32C2, Module name fj ESP32C2-4MB, Ff2Z5H] silence

mode A5 :

$ ./build.py install
Ready to install ESP-IDF prerequisites..

(more lines of install ESP-IDF prerequisites)

Ready to install ESP-AT prerequisites..
(BT )
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(B L350
(more lines of install ESP-IDF prerequisites)
Platform name:
é . PLATFORM_ESP32C2
éﬁéose(range[i,7]):3
Module name:
é:.ESP32C274MB (Firmware description: ...)
éﬁéose(range[i,3]):2

Enable silence mode to remove some logs and reduce the firmware size?

0. No
1. Yes
choose (range[0,1]) :0

Platform name:ESP32C2 Module name:ESP32C2-4MB Silence:0
Cloning into 'esp-idf'...

(more lines of clone esp-idf)

Ready to set up ESP-IDF tools..

(more lines of set up ESP-IDF tools)

All done! You can now run:

./build.py build
.

6.1.5 iEDUL: YERESS

fifi fl USB 47451 ESP32-C2 ¥ #5148 PC I, PAUREREFAE H H&, VRIS Wt i, WE,
R PRIRE TP AR K% AT SRR AT Wi sy, WORTFEES “AT SR 8. T HMEIA
U VI E Bl 2% 4o il B AT 3802 5 i

6.1.6 :fhb: ACE TR

2470 H T.H menuconfig RHIE .
e Linux B8{ macOS

[./build.py menuconfig

¢ Windows

[python build.py menuconfig

UK PA A 2 BRER IR, ) 2 33 T TR S B

BESEER AT AR B> TR, QNS0 AT i S, R 2P ThBE S, AR ABEOE:, AR At
P LCE/NINC- R/ I MR

6.1.7 BN Gaik IR

IBATPAN a4 g i LA

Espressif Systems 305 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 6. Wi F1IT K H CHY AT TAE

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
Security features --->
I
pPartition Table --->

optimization level (Debug) --->
Component config ---=>

< Exit > < Help > < Save > < Load >

K1 TARRCE - T

e Linux B¢ macOS

[./build.py build }
¢ Windows
[python puild.py build }

WEREN TR IR, BERSF SRKRIE . AR E AL ota 2} KEIR/N.
HIFSEMJERTE build/ factory BAR N A MIT QIR [ F. HZEEHS WESP-AT B+ £ 5%
6.1.8 S5Lib: RekSIes

IBATPAT A2 Re A2 A [l 42 55 31 ESP32-C2 45 b
e Linux B{ macOS

[./build.py -p (PORT) flash J
¢ Windows
[python build.py -p (PORT) flash }

VERCTE ] ESP32-C2 X % MU Hf LI A FRER e (PORT) o E & # FREL /R[5 R 1B % 3 flash . 58RFF %
HREE# (PORT)

% ESP-AT bin ANgEfE 3, 3 HFT B} “ota data partition invalid” , %1547 python build.py
erase_flash RHEREEA flash, IRFHEFHER AT [l

6.1.9 build.py 3 3

build.py A2 T idf.py BHERK TH (B idf.py <cmd> IIEEYHEHE build.py <cmd> H) ,
EATPAETTA R an A A T 2 H k.
 Linux B{ macOS

[./build.py ——help }
¢ Windows

[python build.py ——help }
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6.2 M4k ESP-AT T %

ARG 2 Tﬁﬂﬁl_k[—lﬁﬁ‘ ESP-AT TF2. MERINRE 7 & A7 o4 B TOEW R Ta oKt s
BLIT J&3 WebSocket &g, Ff 3 AImDNS 5%, AR AR5 441% ESP-AT T2, 3l G A5 i 3B %
ESP-AT T42, (HAREARMFEEATE I A e, WIESE AR, it W 51541 ESP-AT T8,

TR PIGUGRIRNg AT FSIPE, 5 SRR A Cty™ b B AT RS I S e -
THPRATAF T RRAISIPRCL B P 8EEE, TS 2T e R i

6.2.1 VRN
TR TR0 0, 52 ESP-AT TR Fork, FABSRCHE . AARDIE A K i

o B —F: BRFMuy GitHub K5

o % —3F: Fork ESP-AT T2

o % =% JF 2 GitHub Actions 4t

o B9 WLE 4 ESP-AT TAZFFE 0l 55 4R

o $ AW AL github.dev %h4% 3545 B Aot LKA
o %< GitHub Actions %% AT B 1

6.2.2 45— BFEERY GitHub WS

FEIFURZ W, 3550 BRI GitHub IS, [RS8 (75 28 SR AR

6.2.3 45 2: Fork ESP-AT T

ViR ESP-AT /2, i 4 LA Fork,

Eidi Create fork BEHIGHEE HOH GitHub K-S T, BRAN Fork {3 DI master 4337, S AT
T ER S BN, BN AL Copy the master branch only,

6.2.4 %5—2B: JF)3 GitHub Actions Jjfig

RO T Actions #E A GitHub Actions T [fij .

B I understand my workflows, go ahead and enable them & GitHub Actions,

J& i GitHub Actions 5 Ji{ .
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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Edit Pins - ¢ . % Fork

i1 Pull requests ) Dist s [ Projects © Security

Create a new fork

Oowner Repository name

Q ustcew~ | esp-at

By default, forks are named the same as their upstream reposi an c ize the name to distinguish it
further.

Description

AT application for E

Copy the master branch only

Create fork

& 3: 417 Fork
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% ustccw / Public $2 Pin @Watch 0 ~ {y Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master. il Contribute

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

% ustccw /esp-at | Pubic {x Pin | @Watch 0 ~

forked from espressif/esp-at

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

K 5: j5 /) GitHub Actions
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Actions Enabled.

Actions [ Proj 00 wiki

Actions N All workflows

I All workflows
0 workflow runs

Build ESP-AT Pr

)0

There are no workflow runs yet.

& 6: J= A GitHub Actions 5 i
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6.2.5 BEPUL: MCE Sk ESP-AT TR 1% 9]

ﬁn;ﬁ,@ﬁ Espressif OTA server [T U F1 OTA token, If H.ZEFL(f ] AT+CIUPDATE 655 T14% AT [E{4:, Fi
Eﬁgmﬁilﬂiﬁﬂﬁ? Ey, Ll)(,umfﬁ CONFIG_ AT _OTA_SUPPORT (fXHEZHMIFEE, SRS A
A& github.dev % %% 3315 B At KAL) BUE Bt b A TR

%’@“E?TE’J Settings #EABE T .

B Pro

¥ master - Go to file Add file = <> Code ~

ication for ESP32 ESP-IDF
This branch is up to date with es sp-atmaster. 1% Contribute 3 Sync fo -':-_ SPs ESP-IDF & ESP8266

 RTOS_SDK
. § xcguang Merge branch ‘bu link_cause_to_crash’ int
b/workflows
components
docs

) Releases
main
24 tags

module_config

tools

B 7: fiids Settings

Ml Settings -> Secrets and variables ->Actions #fA Action il & T .

15 New repository secret #EAZHA] T .

#1 A Name Fl Secrets, fiil Add secret QJE—ANHHIZ4]. ALK 4] R OTA token.
TR TR B A TR

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT _OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C5_4MB_TOKEN
ESP32C6_4MB_TOKEN
ESP32C61_4MB_TOKEN

J

U BOE 2RISR AT BCETI, ER LA IR, FRRESIOREIR Y], A S8 008 58 s
BUHATR -
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Code [ Pull requests ctions [ Proj

} General

General

Repository name
Collabor, Rename

Template repository

Require contributors to sign off on web-based commits

Environments
Codespaces

Pages

rity and an

s and variables

Dependabot

& 8: ¥ A Actions [t & UL &
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B Proj Settings

MNew repository secret

ets are encrypted and
1S plain t

Environment secrets

Environm
C

Repository secrets

Dey
| Secrets and variables

Actions

el 9: A B T
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> Code [ Pull requests Acions [ Pr O wiki ) sights | Settings

Actions =ts / New secret

Name *

AT_OTA_TOKEN_WR

Add secret

10: @ %5

Repository secrets

8 AT_OTA_TOKEN_ESP
AT_OTA_TOKEN_E
AT_OTA_TOKEN_ESP32_P

88 GitHub apps AT_OTA_TOKEN_ESP32_SOLO_1

B9 Email notifi

AT_OTA_TOKEN_WROOM32

AT_OTA_TOKEN_WRO

2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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6.2.6 45 nizb: fEH github.dev ZhifH 75 NI 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $T9F github.dev 44 23

IR GET 0, PR B MU 0 SE AR

(> Code % Pullrequests (® Actions [ Projects 0 wiki (J Security |~ Insights

| ¥ master - Go to file Add file ~ <> Code ~

Switch branchesltags % Ald ication for ESP32 ESP-IDF
master. 1 Contribute 2 syne fo & 32C3 ESP-IDF & ESP8266
[ | SP8266_RTOS_SDK

Branches g se_to_crash’ int

' master

Releases

> 24 tags

Packages

el 12: Ry 52

AL AL ., BT github.dev iR 2R TIT 70 SO AU

5.2 G or ¢

FEHEAA G, BRI 7 SR FR, FE R RR L, B BRI ) 23 S B A B 70 S A R

WG AR H 2 X

B+ switch to Branch, A,
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C {} & github.dev/ustccw/esp-at/tree/master

EXPLORER

ESP-AT [GITHUB]
K3 .github
B components
docs
examples
main

module_config

build.py
) ,

README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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& github.dev/ p-at/tree/master

product/v1.0.0

T [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L

Espressif Systems 318 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 6. #Ifa4 FAIT & H T AT T4%

53 SRR TE .
C { & github.dev/ustccw/esp-at/tree/product;

EXPLORER

ESP-AT [GITHUE]
K3 .github
B components
B docs
examples
main

module_config

readthedocs.yml
build.py

R LICENSE
README.md

requirements.txt

OUTLINE
TIMELINE

e
coS
Lo ny

S

+¢ GitHub

Bl 16: 73 S BIE 5E

5.3 B WA

1& github.dev J%E28 PIE TS . BIANFF B WebSocket it 31 5% HimDNS hft, WIFRSEFT AR ZH AY it BT
{4 esp-at/module_config/<your_module_name>/sdkconfig.defaults M4, ¥INAITF4T:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

eGSR, Ry R EIE . A C SO S + BB

BSOS, AP E . Kl Commit & Push i3,

Frik: WURAEAREE M AT & F(silence mode, T§Z7% ot g A KA silence mode (Y.
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C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M x

SOURCE CONTROL madule config

#: AT
CONFIG AT ENABLE=y

Commit & Push |~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=Y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS _COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4071a65dd28b72656ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN NUM=5

CONFIG ESP AT FW VERSION="2.5.@"

Changes 1
[0 sdkconfig.defaults module... T3 9 + M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P& 17: B WebSocket 14371, 25 mDNS ZihE (fdimek)

C Y & githubdev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL module_config

# AT
CONFIG AT ENABLE=y

Commit & Push [~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a85dd28b72056ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c287f725de50d40871a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN_NUM=5

CONFIG ESP AT Fw VERSION="2.5.8"

Changes 1
[ sdkconfig.defaults module... T3 2|+ M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

Bl 18: EFEE (Raiiek)

C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

Y

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL medule config

20230321: Added websocket commands # AT

support and disabled mdns commands CONFIG AT ENABLE=y
CONFIG AT BASE ON UART=y

Commit & Push CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

. ) CONFIG AT WS COMMAND SUPPORT=y

hlfecanlia deraulisludl oo lia/ ot CONFIG AT MDNS COMMAND SUPPORT=n

Changes CONFIG_AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"
CONFIG_AT OTA SERVER PORT=80
CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a05dd28b72056ca7"
CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"
CONFIG AT SOCKET MAX CONN NUM=5
CONFIG ESP AT FW VERSION="2.5.0"

Staged Changes

# -Wear-Levelling
CONFIG_WL_SECTOR SIZE 512=y

B 19: 3l (maimeR)

Espressif Systems 320 Release release-v5.0.0.0
Submit Document Feedback



https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 6. WA ZiFHIF & H O AT TR

6.2.7 5 GitHub Actions 45f AT [#{k

LR RERZ G, 2 A3k GitHub Actions 4] ESP-AT [E{4:. 15 Z% 4o T A GitHub T 3% 7
Gt R AR AT BV P SCRY, NEEITRR S AT B¢ (R SCRE P BRAEE T 4 H OIS T 1Y esp-at
CEEHATHY, A2 https://github.com/espressif/esp-at (3 ) . GitHub _Ff{) AT [ {42AE 255 90 KA R
S EHBREL, W BT N AT [E .

6.3 I AT S 1145

AR SR T Al 15 Bl BSP32-C2 241 [E 4 AT port 5. BRINES LT, ESP-AT {ifi Jj %> UART 4%
P AT S0 — AT B (URARY A8, 75— T &% AT f o Asliony, (R
FRA iy 23 1) o
WSR2 ESP32-C2 AT [E{4:, I B R FEEM a0 A1, W B Billidarpy T 2 BUEE, A
WML A B R . 75 MR B ol ESP32-C2 BE4S 1) AT 3 LIA5 I, B S5t il R4 0% :

* %[ ESP-AT L#2,

* J£ menuconfig fit & T H 5 factory_param_data.csv &A% F & ot b 45 1 .

s iF LA,

o YrATeY bin IAFBEF IR G

AR R IME BT, i BRI TR E SRR R R

Fil: SR EE R AT 698 15275 (i1] AT SPLEZ T, AT through SPI il (i /] AT B4 1

6.3.1 ESP32-C2 7%

ESP32-C2 AT [E {414 H 75 b 1 A6y & 145 BT DAE 2 SCh B, 16210 (ESP32-C2 iR &% T
Wy Al A .

sl Y i i 1155

BOATOLT, AREEFefLAY ESP32-C2 AT [A{F G LA T UARTO 45 il i H 7 :

* TX: GPIO20
* RX: GPIO19

TE4R1% ESP-AT TH2H, 1] {# i} menuconfig it & T H 5 HAS MO B 45 B -

e ./build.py menuconfig > Component config->ESP System Settings —> Channel
for console output —>Custom UART

e ./build.py menuconfig —> Component config-—>ESP System Settings —> UART TX
on GPIO#

e . /build.py menuconfig —> Component config-—->ESP System Settings —> UART RX
on GPIO#

{0 i 4 B 1145

BRI, UARTL BT %1% AT 6y R0 AT iRy, HAF I XAE factory_param_data.csv 4% H
uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £ uart_rts_pin %],

TSR] DA BEAE factory_param_data.csv 2% H& oz 1145 1 -

o FTFFEAHIRY factory_param_data.csv,
o FRBIBLFTLEMIFT o
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o RIGTFHFER'E vart_port (WRAE AT HE DR HAE AT @40, WFHEESL T,
UE N uart_tx_pin fluart_rx_pin fl AT HEOEH—FE) .

o MIETERE vart_tx_pin fluart_rx_pin (EHFEIERFEBSEEMH, KL EI6e
M, W3 AT HEOWER) .

o HATHEME AR IIRE, 5 vart_cts_pin flluart_rts_pin &N -1,

o DREEFRNE.

6.4 EME e X AT 54

ARSI A T AT B E L AT 654, DA at_custom_cmd NI, FE/REED BRI BIACAD .
HE CHEAN . IRER a2, HSH AT LK.

s H—F RLAT &4

o H= W T EM AT G4 55k
o =% WA HIR

o B9 K hobd Rk R

s BB REMMKHETE

o ¥ ik AT B

e LIREIRIG, WHEAT AT+TEST & AR BUEIT45 R
FE SCHIXT S 256 %, S5 RPN :

CEACH )

PRI 4 Stk

A b A A

ML & 40 AT

A AT 4 43% RIS N 049 44

AT fr MRS ATTIR, DA ESCHE BB, BRI B SCHY AT a4 Btk

641 PEXAT w5
B AT w4
A FE at_custom_cmd.c il at_custom_cmd.h L4 H5E X AT 634, A FF examples/at_custom_cmd/custom
F1 examples/at_custom_cmd/include H 5% N A8 B9V SO S S04 2 AT a4
EHENX AT g8 21, 5 5EHiE AT A FRFIZEEL,
(et ES IR
o I NPA + FFEI k.
L TR (32, a-z), BF 0-9) BHEHFE (L 5 - L /L D, AT ¢4
Jom:

/7"\
Rk AT iy fe e TAEIURREAL: il Eiflard . REMSMIITmS, HESHEESWAT 64
x

o

S E B

N

RIa, EXTHRRBMGL . Bt AT+TEST LR IrA MU FRAL, T2 e X AT 124 AT X
FRZEAY, PARE SCEER B R A

* 1, MHesp_at_cmd_struct KiE X AT f 3 A FRAT TR LR, N A G &
X TZFHN +TEST  (FHT O AT) HSCEFTA T RRA R a4
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= {
at_query_cmd_test,

static const esp_at_cmd_struct at_custom_cmd[]
{"+TEST", at_test_cmd_test,

at_setup_cmd_test, o
—at_exe_cmd_test},
/**
* @brief &

ETUERRE X EH AT #4
wy

bi

.

i WRAE SRR, K HE N NULL,
o M4

static uint8_t at_test_cmd_test (uint8_t *cmd_name)

{

snprintf ( (char *)buffer, 64,
—n", cmd_name) ;

uint8_t buffer([64] = {0};

"test command: <AT$s=?> is executed\r\

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_ RESULT_CODE_OK;

}
- 4
static uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "query command: <AT%s?> is executed\r\
—n", cmd_name) ;

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

- WS

static uint8_t at_setup_cmd_test (uint8_t para_num)
{
uint8_t index = 0;

/RBE NS, RREBRA AR T
int32_t digit = 0;

if (esp_at_get_para_as_digit (index++, &digit) != ESP_AT_PARA_PARSE_
—RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
}

/RBE ZAS
uint8_t *str =

B, FREBT A N FHE

NULL;
if (esp_at_get_para_as_str(index++, &str) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
I3

/) AR —ANEHR, MEHKE, REBIED (vart/spi/sdio/socket).
¥ B & # 8| mMcU

uint8_t *buffer =
if (!buffer) {

return ESP_AT_RESULT_CODE_ERROR;

(uint8_t *)malloc(512);

}

int len =

snprintf ( (char *)buffer, 512,
—%s\"> is executed\r\n",

"setup command: <AT%s=%d,\"

&)
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(B LET10)
esp_at_get_current_cmd_name (), digit, str);
esp_at_port_write_data (buffer, len);
// BB ERE WK
free (buffer);
return ESP_AT_RESULT_CODE_OK;
I3
s AT
static uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "execute command: <AT%$s> is executed\
—r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));
return ESP_AT_RESULT_CODE_OK;
I3

5 CTENE AT fir & s

e i #F X esp_at_custom_cmd_register B #, I &£ K % b W H API
esp_at_custom_cmd_array_regist () W} AT 6.

ZNIENEE

bool esp_at_custom_cmd_register (void)

{

return esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) .
—/ sizeof (esp_at_cmd_struct));

}

* X J5, W Al API ESP_AT_CMD_SET_INIT_EN 3k 4] 4f b %5 52 B 09 ¥ W AT iy 2 eR %K
esp_at_custom_cmd_register,

NI EE

[ESP_AT_CMD_SET_INIT_FN(esp_at_custom_cmd_register, 1)

5 1 W 8 2 F examples/at_custom_cmd/custom fll examples/at_custom_cmd/
include H & & A 8 B 09 W5 SCHE R Sk S B AT dy 4, 0 e ok M R g & ok
esp_at_custom_cmd_register, FHNIZEELE at_custom_cmd 7R O 9% LRI EE4 . R DK
KA 4 N esp_at_custom_cmd_register_foo, #RJ5{#iJ ESP_AT_CMD_SET_INIT_FN #]i&fk
R

I ) I KRR

TR EIES —F: & L AT 44 Bfi il T % at. freertos. nvs_flash #hH Al 2 {4, % 7F examples/
at_custom_cmd/CMakeLists.txt SCAFHPEIIX L. fez, 7T ARk BB 98 Bl anidg
{8 Iwip 410, NIRRT :

[set(require_components at freertos nvs_flash lwip) ]

Espressif Systems 324 Release release-v5.0.0.0
Submit Document Feedback


https://github.com/espressif/esp-at/blob/113702d9bf0224ed15e873bdc09898e804f4bd28/components/at/include/esp_at_cmd_register.h#L67
https://github.com/espressif/esp-at/tree/master/examples/at_custom_cmd
https://github.com/espressif/esp-at/tree/master/components/at
https://github.com/espressif/esp-idf/tree/release/v5.4/components/freertos
https://github.com/espressif/esp-idf/tree/release/v5.4/components/nvs_flash
https://github.com/espressif/esp-idf/tree/release/v5.4/components/lwip
https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 6. #Ifa4 FAIT & H T AT T4%

SEPUL: BEEE L

5AF examples/at_custom_cmd/CMakeLists.txt XA, B H T LHEM AT 4433 ZFRVEN
— AN T ) BB 4S ${COMPONENT_LIB}, H{fAL a7 n] AR 2% R 4. BT :

[target_link_libraries(${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register") ]

i W B E XHEM AT 44 R 3 4K esp_at_custom_cmd_register_foo, NIZRFEMCHELN
T

;}")

target_link_libraries (${COMPONENT_LIB} INTERFACE "-u esp_at_custom_cmd_register_foo J

Hhsb: REAEABE

RATNET IR E at_custom_cmd HFIGEAS R Ik, PABRER ESP-AT T H 74 15 I AEAS 1A 4%
Bl R EAHE RIS G TIE. WRETE esp-at/components H & N EIRAMEH A &
SCAT fip Qe U, MILFHHRATHE TR, (HARIAE esp-at/components H3R T JEMRAIFH H
TESCAT fip 4, ARSCHEAXT AT .

Jiiki 1 AT E AT_CUSTOM_COMPONENTS FMEAR & (Gl T Atk ).

¢ Linux or macOS

[export AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]
¢ Windows

[set AT_CUSTOM_COMPONENTS= (path_of_at_custom_cmd) ]

ik

o ¥ (path_of_at_custom_cmd) Bl at_custom_cmd H I ESLLA SRR .
o AIDATREZ MR Bldn:
export AT_CUSTOM_COMPONENTS="~/prefix/my_pathl ~/prefix/
my_path2"

Jjik 22 FE esp-at/build.py {4 setup_env_variables () BRI AR E AT_CUSTOM_COMPONENTS
FRIEAS RS (& T A %id AN 7 405 ) o R AS N :

# set AT_CUSTOM_COMPONENTS
at_custom_cmd_path=os.path.join (os.getcwd (), 'examples/at_custom_cmd')
os.environ['AT_CUSTOM_COMPONENTS']=at_custom_cmd_path

SN Gaik AT lfE

SEMA LIRS, ATARYE TR B RRE 1 M T4 i SRR AT B, IR e BIERY S L.

6.4.2 iafy AT+TEST A kPLE 558

B EAE BN IRIG, 21T AT+TEST fy RIS R ATE .

I 4 :
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[AT+TEST=? J

Wi % ¢

AT+TEST="?
test command: <AT+TEST=?> is executed

OK

A4

[AT+TEST? J

Wi i ¢

AT+TEST?
query command: <AT+TEST?> is executed

OK

BeEm A

[AT+TEST=1,"espressif" ]

W

AT+TEST=1, "espressif"
setup command: <AT+TEST=1, "espressif"> is executed

OK

AT %

[AT+TEST ]

W i <

AT+TEST
execute command: <AT+TEST> is executed

OK

6.4.3 [ LN AT %

RIS R R B T SCE NS IR 4, T ARIE L il 2084 T B E e

5 SCIR M

ESP-AT (. & ffesp_at_result_code_string index ;& [ —HiRENEE, TR EHETE S WAT
N Q

B

F T return BEGRERE S, WA APl esp_at_response_result () KRS HAT455%. 7]
TEAHS B [EHEE ] API f1ESP_AT RESULT_CODE_SEND_OK MESP_AT RESULT _CODE_SEND_FAIL,

B, M4fEH AT+TEST fIHATm 2 k& w5k MCU &% EdERT, Hesp_at_response_result ()
Koz ] ek g, return ARXORAR Wy S PATEER, RBIRILIT,
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uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};

esp_at_port_write_data (buffer, strlen((char *)buffer));

WA % 2 o MCU Rk HfE B o= X E

send_data_to_server();

// & [Bl SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

snprintf ( (char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

IBAT A2 SR B .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

N IR

ESP-AT {2t F P4~ APL 3kHiin & 24

* esp_at_get_para_as_digit () AJIREEFSEL.
* esp_at_get_para_as_str () ﬂ?ﬁﬁ&?ﬁz}%?ﬁ%{o

B DL B 4

A A S

AT AT E R i > S RO TR S

o HwEH A5 P IR A
o HWA I B —1a A

B S8 BRI AT+TEST M4 K <param_2> fil <param_3> SEBEE N ESEL,

Hrr <param_2> HEFSHL, <param_3> NFFFHSHL.

[AT+TEST=<param_1>[,<param_2>][,<param_3>],<param_4>

SR .

uint8_t at_setup_cmd_test (uint8_t para_num)
{

int32_t para_int_1 = 0;

int32_t para_int_2 = 0;

uint8_t *para_str_3 = NULL;

uint8_t *para_str_4 = NULL;

uint8_t num_index = 0;

uint8_t buffer[64] = {0};

esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

(%

T
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(% 750
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._

—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/7 7 B R A

/) REEREXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

—2);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 7 Bl R A
V- T
/) FREEENXRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
7 B-D-SE: X
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %$s\r\n", para_str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
} else {
/7 7 BlR A
/) BBE =N HK
/) FEEXEAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
}
parse_result = esp_at_get_para_as_str (num_index++, &para_str_4);
if (parse_result != ESP_AT PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "fourth parameter is: %s\r\n", para_str_4);
esp_at_port_write_data (buffer, strlen((char *)buffer));
(BT )
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(% L 50)

return ESP_AT_RESULT_CODE_OK;

ik WA TAFRSECON ", WIZS B B

AW — B8 R AT+TEST &) <param_3> ZHCHFAFRSE, Hobia—(S%, R
ERE RS

[AT+TEST=<param_l>,<param_2>[,<param_3>]

WA AR PRI I A O o

e AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

SRS AT .

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result esp_at_get_para_as_digit (num_index++, &para_int_1);

if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result

esp_at_get_para_as_str (num_index++, &para_str_2);

if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_ RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
(BLFT0)
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(B LEm)
return ESP_AT RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/)T EEXEAE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_

—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));

}

} else {
/)RR A
/) BWME =R
78 B-FSE: X
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

s

}

return ESP_AT_RESULT_CODE_OK;

ik W ANTRFRSECR ", WSRO A .

PHLE iy 2 AP 7

A EAR P ZEHEA M AT, SR —DPUTEER , RIERGE T IXAEER T RES R U [F] 1 {E .
— R, XK AT S HEAR S ME R I T .

HEE ] semaphore ¥K[A# .

NGRS .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};

snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/)7 R

// b A AL Al B semaphores
at_operation_sema = xSemaphoreCreateBinary () ;
assert (at_operation_sema != NULL);

// ME & A RAT

/O ERE AN RATHER

// HEEHES T H xSemaphoreGive 3k ¥ }X semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY) ;

return ESP_AT_RESULT_CODE_OK;
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I\ AT i % Siis VRIS A PR B dha

ESP-AT SZHFM AT g4 3 5 05 AR RS, e LA R #4> APL

e esp_at_port_enter_specific() PEEBJEERE, AT i 020 m AWEIEE, FHEHZS%E
%

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific BN EITHEREEL.

AR ) J5 T 2 MRS RO K S R A e A AN o]

e KEMMA B BSEE LM <param_1> §if5@E THIRKE, WTHHIR.

[AT+TEST:<param_i> }

PATT /R BB A2 AT AN AT fiv i HERBUK 2N <param_1> 4 A X .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{

xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—O0K) A

return ESP_AT_RESULT_CODE_ERROR;
}

buf = (uint8_t *)malloc (specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n")
esp_at_port_write_data (buffer, strlen((char *)buffer));
}

/) BR A

// R 3b AW A G # semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

/) RERANBERT S >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREHR, EEKIAMAREEE AT 3% 0B A

esp_at_port_enter_specific(wait_data_callback);

A1 € N &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len -_
—received_len) ;

if (specified_len == received_len) {
(BT )
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esp_at_port_exit_specific();
/7 REBR RN K E

if (remain_len > 0) {

// wBRE
/MR AKEKRE > 0,

I3
/7 7 Bl R
VA L& &
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,
esp_at_port_write_data (buf,
break;

I3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;

}

"\r\nreceived data is:

(% L 50)

remain_len = esp_at_port_get_data_length();

MEGRABEREATH AN EREELKE
ZAEN- S RPN TSP &
/7 WA REEBATH W R R KE

esp_at_port_recv_data_notify(remain_len,

portMAX DELAY) ;

")

strlen((char *)buffer));

specified_len);

UL, WA E AT+TEST=5, MAMEHE N 1234567890, A4 ESP-AT iR [FIILE RN IR.

AT+TEST=5

>67890

received data is:
OK

12345

AFRE K I A B

XAEBLRM, Wi-Fi S5 A2X, AEELR KL,

{AT+TEST

fRix% ESP-AT G ar M IITHFR I ATEE R, /R BIRISATT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema =

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
int32_t
int32_t
uint8_t
uint8_t

received_len =
remain_len = 0;
*pbuf = NULL;
buffer[64] =

0;

{0};

buf =
if

(uint8_t *)malloc (BUFFER_LEN) ;
(buf == NULL) {

NULL;

(T
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(% L 50)

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

/) B R

// A sh AW A A ZE semaphores

if (!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BREMNKERTHF >
esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREEK, EHEKIARAKERSRH AT U RA

esp_at_port_enter_specific(wait_data_callback);

AR LS W&
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN) ;

// AR SR EZER

/SR EA B RBERE e TR

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

/7 7 Bl R A
/SRR BERE >0, WHEZHEAMALET ELE
/7 OB E AT AR R & B
/7 A R REEATHE M A KE
remain_len = esp_at_port_get_data_length();
if (remain_len > 0) {
esp_at_port_recv_data_notify (remain_len, portMAX_DELAY);

}

break;

} else if (received_len > 0) {
/7 7 Bl R
A N-WS S RO 3 N
/7 A RO AT Bl Kk B
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

iR &3
| & % ¥

esp_at_port_write_data (buf, strlen((char *)buf));
I3
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
t
J

PRI, RS — AN ARG 2 1234567890, 55 “AMMIARIER +++, A4 ESP-AT R BIZRAT R,

~N

AT+TEST

>

received data is: 1234567890
OK
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6.5 nfulid g ESP-AT frul:ttfE

BRANTEOUT . ESP-AT M EALZ (B fl 1] UART gEATIE A, PR bt A7 b s R Sl A, B
Ziliind 115200 bps. i J1A0%E ESP-AT SCBUR R AR, 5 1 ARASC, U A $HX PRI E . A< SCRA
ESP32-C2 S, Fr4i a4 ESP-AT FrntEhE .

Frik: ASCHET ESP-AT AT 542X ), fiibfe i TCP/UDP/SSL A5 ik PEBE R — Btk I ik

i DR RVSi7% 2 S NN Sy L RN = R S R i

o (M%) Heikf®
o (EFE) RAFIBA. T HEE

6.51 (i) Pediices

1. i &%, LWIP. Wi-Fi & e ns 5

B R A RS B DU 1 & module_config/module_esp32c2_default/sdkconfig.defaults U145 Ji
HE ESP32-C2 R FN A THIE MO B U492 R Y sdkeonfig.defaults SC4:

r# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ MHZ_120=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi
CONFIG_ESP32_WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_WIFI_DYNAMIC_RX_BUFFER_NUM=64
CONFIG_ESP32 _WIFI_DYNAMIC_ TX_ BUFFER_NUM=64
CONFIG_ESP32_WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. $27% UART ZE 71X o/
SRS B DL at_uart_task.c SCAET uart_driver_install() 17 o

e 3

uart_driver_install (g_at_cmd_port, 1024 * 16, 1024 * 16, 100, &s_at_uart_
—queue, 0);

3. MBRERARCE . SRkl . Bexkiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

L J

4. EfLniheg UART Jeff
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RS AT iy FPAI AR :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPMODE=1

AT+CIPSEND

//%ﬁﬁ%

WP B () A — R L AT DA B R 7t (AT T RS RS IH P U . 5 S BERL I AT RE A
AR, FCER TR PSR SCNAE S . R, JH P nT AR R TR D, AT
AR

6.5.2  (ffit) BABBAMGE . BhovhPE AL

S ESP-AT I p) PR SR AR FA 40 R -

System
3 GO0
AT Core ‘—R3| ’
[ 3
G9
TCP/UDP - == =#  TCP/UDP
A
R4| 154
S2||R2 v Remote Host 58| [R8
Y 1P
St [
Medium "1 Medium Interface R5| IS5
Rl Y
UART UART . \j
e = Link Interface m—li
SDIO SDIO HL —> (( )) S7
Socket Socket Ethernet R6
R7
Host MCU ESP-AT AP Internet

Bl 20: Fr it iR

PUIEE SN

o BSP-AT %1% (TX) B9%FE5 A S1 -> S2 -> S3 -> S4 -> S5 -> S6 -> S7 -> S8

o ESP-AT 425 (RX) H1%##77% 5 R8 -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1
B SEL T ok, SRR A, SRS A B O BN R WA T, AN TR A
B AR Sk B PO B R AT RN L E,, DA BN B R SR RIR B . AESEER e, AR
HFEERE m I — %At ARl P FRZARYE T e S 0 b (0 e B AT .

ik NIAEEIY AR ATE SR O ETRE Y, TP R] AL AT +SYSRAM iy KA Al I NAT

L. GO 7¥iH:fL At
GO ARG AMLALAYTER 7y, RIS BT EAT :

Espressif Systems 335 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 6. WA ZiFHIF & H O AT TR

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

CONFIG_ESP_DEFAULT_ CPU_FREQ_MHZ_120=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=120
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_60M=y

L J

2. S1. R1 HH:PL4E

WHFFOLT , S1 AR j& ESP-AT Fnb e A 8 . FUONBRAOL T, ESP-AT A 4L i)
I UART BEATIEAR, PRl 115200, 7 UART REfF L, 4 ERR S Mbps. RtE, J
M FATEALT S Mbps, W] DARE I ERIARYS UART VR WL (A R85 5, [l PAEAT
AL

2.1 $#1% UART Znj X K/
B EACHD B U187 4 at_vart_task.c SCEFH uart_driver_install() 7 .
« $7% UART TX 7t

uvart_driver_install (g_at_cmd_port, 1024 * 16, 8192, 100, &s_at_uart_
—queue, 0);

$42 UART RX %0t

uart_driver_install (g_at_cmd_port, 2048, 1024 * 16, 100, &s_at_uart_
—queue, 0);

25 UART TX il RX 720t

uart_driver_install (g_at_cmd_port, 1024 * 16, 1024 * 16, 100, &s_at_
—uart_queue, 0);

2.2 B H R UART s
R AT iy FPAI A E -

(AT+CWMODE:1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13", 3344
AT+CIPMODE=1

AT+CIPSEND

|/ &

ik MO FEEE AR LR UART Al ASCRFEIX AR BOEESR, If B AN ESP-AT 2 ] UART HEAR
A REHIAL

ik WA AR AR BT 5 Mbps, W] PA%JE I SPI. SDIO. Socket %753, HAii
2%

o SPI: SPIAT 35
* Socket: Socket AT #5F5

3.S2. R2. R3. S3 &MLtk

WHEMBMT, S2. R2, R3. S3 A2 ESP-AT #FHELH I F . H R AT core 7 UART ZEnh X
FLEAE I S5 2 2 [ sl , AR B BAFERT R 25, TTHE .

4.S4. R4. S5. R5. S6. R6 &4t
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ESP-AT F13:#L> [6]f# f] UART #:47i815, S4. R4, S5. R5. S6. R6 LE4b. ESP-AT I
FHLZ B ARG A T ER), S4. R4, S5, R5. S6. RO @&t — P HE.

S4. R4, S5. R5. S6. RO ZHFHMLMIEHZE . M2, MEIREERKZ 2 MW EBdam. M-
T B ESP-IDF sy WfFTL G WicFi PEE SCPY, TR, T A PICE . R D)
¥E . /build.py menuconfig EfTHEIE.

o fifk S4 -> S5 ->S6: Sk gy I il B
o {4k R6 -> RS -> R4 B2l Jy 1) i &
5.S6. R6 £#H{E4L
S6 Fil RO J2& 38 15 P iy B i % )%, ESP32-C2 W] DAGE FI Wi-Fi B DA K WA Ay 1% 5 /)i
Wi-Fi i 7 RN A 24, TREIRTRZ M KD
* $i5 RF RZGT%
BRI A S ) 658 8 AN S A ik = AR, P ] A L AT+ RFPOWER i &£ i il ik
H RF R,
o U 802.11 b/g/n L
BRA Wi-Fi #53XE) % 802.11 b/g/n M, A Pl il it AT+ CWSTAPROTO iy 4 A FI5 E
802.11 b/g/n P, FcE 22X, PR UkE AP i Wi-Fi fCHLE h 802.11 b/g/n P,
55 >h HT20/HT40 (20/40 MHz) #5i2

6.S7. R7. S8. RS &H-1i4t

WHFREOUT, S7. R7. S8, R8 A ESP-AT FMEALMLHITEE . NI RISEER M 2547 58, k2%
BRI BB AT K

6.6  Iifnf 93 mfg_nvs 43X

6.6.1 mfg_nvs 5 X4

mfg_nvs  (manufacturing nvs) 4 X E X FF esp-at/module_config/{module_name}/
at_customize.csv CFH. R XAEE T H) AR R S RCE

o W SHCE (Wi-Fi iCE. UART FCE. BARE): §SFE T A4 E AN 4.
« PKICE (ZRIEBFHANE): iS%HPKIRLEA 2.
* GATTS it (IRIIFEHETIRST) . WSHRAHHE T R 5 RLAN2B.

MIBTEEB M) SECE . PKI A& BH GATTS BLE RS, &0 DA Hidm ik ESP-AT T8, ERUHm
mfg_nvs.bin X5 B L arpy T A G, AR AR BURTA . ARSI -

6.6.2 )X mfg_nvs.bin

Be BB M oe UJS, & # % iF ESP-AT T 42, TE4m %M B & H 30 il id mfg nvs.py 5B 4 i build/
customized_partitions/mfg_nvs.csv XM (& THIARCE G4 250, . 88 FEE
=H), B esp-idf F1¥ nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin 3 (NVS FERLEH ).

6.6.3 P #k mfg_nvs.bin

AR A M AR #0720 2k mfg_nvs.bin SO

o NECE SR ESP-AT [, LS P REEEE,
o {U'N#; mfg_nvs.bin, XFJ5¥% T ESP32-C2 A mfg_nvs 43X,
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— Windows
T %% Windows Flash 2% T H.. 1414557 2[4 Flash T2 THM 5. T
build/customized_partitions/mfg_nvs.bin {4 | ESP32-C2, 0] DLiE
1H AT+SYSFLASH? 6y 4-#% 1] mfg_nvs.bin [ F il .

— Linux or macOS
& {# ] esptool.py.
AT ATE ESP-AT AR H SRHAT A T i N4 mfg_nvs.bin SC{F.

esptool.py —--chip auto —--port PORTINAME --baud 921600 --before.
—default_reset ——-after hard_reset write_flash -z —--flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

F5 PORTNAME B J A H: M4 FR. ADDRESS Fi4fe kT 2k mfg_nvs.bin SCHFAgHHE,
AT LA AT AT+SYSFLASH? fiv 225 1) a3k .
* MCU % iXAT+SYSFLASH %% ESP32-C2 (1) mfg_nvs 43X,

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# B N mfg_nvs.bin X ¥
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE £ F# mfe_nvs.bin SCAHIF/N, RIA IR A R R4 K AN, GaT PLE
1 AT+SYSFLASH? iy 425153 X K/

6.7 il dgnily) S48

AR T WA ST ESP-AT BOARY T SHACE . 1) S8 E 35— Wi-Fi it . UART FLHE.
PR L .

o b AHKEENB
o A& gk mfg_nvs.bin Xk
o T #k mfg_nvs.bin S

671 1) SEEE N

M ETEAA R S50 E 1R S8 customized _partitions/raw_data/factory_param/factory_param_data.csv, fJI
THTR:
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Thie ELI X AT <
Wi-Fi it & JIr i 2 Wi-Fi ThEERY AT figd

» max_tx_power (ESP32-C2 1) Wi-Fi
R EGTI%, HRE W ESP32-
C2 Kt B )

* country_code ([EZF )

« start_channel (245 Wi-Fi {Z18)

e channel_num (Wi-Fi [{ B EE %)

= ab A\
UART [t & « uart_port (B % 3% AT frd 18 BT 752 UART 3hfeHy AT a5%

i AT )37 1) UART i [71)
uvart_baudrate (UART %)
uart_tx_pin (UART TX 5| )
uart_rx_pin (UART RX 5| i)
uvart_cts_pin (UART CTS 5| )
uvart_rts_pin (UART RTS 5| i)

T A4 FR module_name AT+GMR

AR H ORISR S5 E, SFER nfg_nvs.bin .

6.7.2 Bk mfg_nvs.bin 3k
27 £ ax, mfg_nvs.bin SRR ) SHRCE R mfg_nvs.bin,

6.7.3 I #% mfg_nvs.bin {4}

W% T omfg_nvs.bin X

6.8 il 5 PKI fic i

ASCRYAEE T U ST ESP-AT $2 4t BRIARPKT LB . PRI FCE AL TLS % i, TLS flR454% . MQTT
% Pl WPA2 Enterprise % -1 HAIE 15155401 .

o PKI fe. E /23
o & R mfg_nvs.bin S
o T 2k mfg_nvs.bin I

6.8.1 PKI P E A4

LT BRI PKI [t & A5 SCAAL T customized_partitions/raw_data H3 R, WITFFis:
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Ifige LA E X AT %
> St RNt
TLS & iy %0 £% P E o G
e client_ca_00.crt

e client_cert_00.crt o AR CPERC TR

e client_key_00.key
51 BE il E

e client_ca_Ol.crt

e client_cert_01.crt

e client_key_01.key

TLS 55 4% R AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % J i . it cacrt AT+MQTTUSERCFG

e mgqtt_client.crt
* mgqtt_client.key

WebSocket % P i 50 EX P unht & AT+ WSCFG

e wss_ca_00.crt
e wss_client_00.crt
* wss_client_00.key

51 BE PGl E
e wss_ca_0Ol.crt
e wss_client_01.crt
* wss_client_01.key

HTTP % F i %0 EX Fimbc & AT+HTTPCFG

e https_ca_00.crt
e https_client_00.crt
¢ https_client_00.key

1 BRI
e https_ca_Ol.crt
e https_client_0l.crt
e https_client_01.key

WPAZ2 Enterprise % i AT+CWJEAP
* wpa2_ca.pem

* wpa2_client.crt
» wpa2_client.key

WRYE A SRRk PKIFCE, SRJ54 M mEg_nvs.bin I,

6.8.2 H:pk mfg_nvs.bin {7k
5S4 &, mfg_nvs.bin SCRYAE FE PKI LB M) mfg_nvs.bin.

6.8.3 Pk mfg_nvs.bin

WS% T #omfg_nvs.bin XA
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https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/wss_cert/wss_client_01.crt
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https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/https_ca/https_ca_01.crt
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6.9 Il A SUAKIHERE S i 55

ARSI E T AT A ) ESP-AT $2 ARSI FERE 7 iz 55 IR SCPH7E ESP32-C2 i b F 7 SRS FERE iR
%

o IKHALIE T RS IR LMHN-28

o et i & UK K TR

— {5 BRI T IR 58 A
— 4 R, mfg_nvs.bin HF
— T # mfg_nvs.bin 3HF

TRIIFEIE Wk 55 9l S GATT 250 2 7oA, 2B 204 & — AN @ PEZEA (attribute type) 2A 0x2800
M EER 45 (primary service)o BEAMIRSS B H— RS E XAULANEFEA AL . BEAMFAE B2 B —AME A
AEMHAFFA . B AXERESH A Z0MIEY  H1 Generic Attribute Profile (GATT) —7,

6.9.1 (KIHFESE SF IR 55 5 SC k42

IG T #E W& A MRk 45 V8 SC 14 2 ESP-AT T 7% A1) 8 K o 48 8 2 Ik 45 B 4K 9 19 S, ST 7 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFRFR.

index uuid len uuid perm val_max_len val_cur_len value
0 16 0x2800 0x01 2 2 A002
1 16 0x2803 0x01 1 1 2

2 16 0xC300 0x01 1 1 30

3 1 1

16 0x2901  Ox11 30

PATF WA SRR BRI
* perm FEAMAMIR, T ESP-AT TR 5E AR TR

(/* relate to BTA_GATT PERM xxx in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

7

#define ESP_GATT_ PERM READ (1 << 0) /* bit 0 - 0x0001 */
AN /* relate to BTA_GATT _PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ ENCRYPTED (1 << 1) /* bit 1 — 0x0002 */
- /* relate to BTA GATT PERM READ ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
N /* relate to BTA_GATT PERM READ ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE (1 << 4) /* bit 4 — 0x0010 */
AN /* relate to BTA_GATT PERM WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE_ENCRYPTED (1 << 5) /* bit 5 — 0x0020 */
- /* relate to BTA GATT PERM WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE ENC_MITM (1 << 6) /* bit 6 — 0x0040 */
N /* relate to BTA_GATT PERM _WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM WRITE SIGNED (1 << 7) /* bit 7 — 0x0080 */
s /* relate to BTA_GATT _PERM WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE_SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
- /* relate to BTA GATT PERM WRITE_SIGNED MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

* 1772 UUID Jfy 0xA002 YARSS E X
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o B ATRAFAEAY . UUID 0x2803 FRFFAEA ], (A (value) 2 BEEAUR, AURKSEN 8 fif,
BRI EIERRUR, 1 FORSRRZIRME, 0 RS

i PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© SR EATRE T WSS IRHIE . AT UUID 244 UUID, BUE24FAE R EUE
o SEPUATRE LT RMEROALT (AT3E)
A % UUID W Z (5 B 2% # A ORI A .

QR B AR ESP32-C2 s B HBOAIRSCI:, AL B, HESL R FE I A 8, IR AAER i
RS AR n, SREIUR AR .

Unknown Service
) 00002a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
pert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e 0

6.9.2  ZiikI [ SUARIIFEE AF IR 55
TEARGE DA T 25K A R SUIRDIARE I R 55 -

o WEBURAHIE T RS R
o & R mfg_nvs.bin S
o T2k mfg_nvs.bin X

T SO IR B 5 M 55 D5 SC A

e LIRS, B, #HEE X ZARS (Server_ A, server_B fil Server_C), NIFFEHFX =4
R4 He Wi HES . T RIS B E K /NGRS IR ATAE LRSS A B, HAt IR 55 s ml A
Fie BRI T
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L AR S5 & 3o
ABIE LT —E OXFFOL 1 2 5R S5

index uuid_len uuid perm val max_len val_cur_len value
31 16 0x2800 O0x01 2 2 FFO1

2. UL AR AL
A5E LT 4> UUID 2y 0xC300 J AT EERN SHAE, F-4 HAR B E R 0x30.

index uuid_len uuid perm val_max_len val_cur_len value
32 16 0x2803 Ox11 1 1 0A
33 16 0xC300 Ox11 1 1 30

3. WINFFAERGASF (T3k)
ABUGIN T % PO RS, $07 0x0000 #7838 %1 (notification) A5/ (indication) #i25H .

index uuid_len uuid perm val_max_len val cur_len value
34 16 0x2902 Ox11 2 2 0000

SEMPA BRGSOV ARIFEIE T M55 5 LR .

index uuid len uuid perm val_max_len val cur_len value
31 16 0x2800 0x01 2 2 FFO01
32 16 0x2803 Ox11 1 1 0A
33 16 0xC300 Ox11 1 1 30

34 16 0x2902 Ox11 2 2 0000

AR A YRR RIE N GATTS B, RfF4AEM mfg_nvs.bin .

H: % mfg_nvs.bin {4

TS & R mfg_nvs.bin SURAE B A IRIIFEICF (R S5 BCEL ) mEg_nvs . bin.

F # mfg_nvs.bin ({1}

WE% T Homfg_nvs.bin XA
TGS, AR T IR, R A i R 55 AR A5 AR R

6.10  4nfaf Fi e Lo IX

ASCRYA G T anAn] i i 18 2k ESP-AT #2411 at_customize.csv 325k H i L ESP32-C2 45 /X A
WA X — R KRG X 3R

— 243 X 3 partitions_at.csv LR G, FEICELRY A B partitions_at.bin U4, R —F K EHE, &
SR IS . BRI, AREWUEEL partitions_at.csv.

ESP-AT {1t " 4¢3 X 5% at_customize.csv A7 A & SO ERET XK.
FHEUESP32-C2 A Y X, W AT = R . SR DU 25 B 1 AT =2 0K

o 147X at_customize.csv
e 4 m%, at_customize.bin
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Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic y 4
UUID:

0000¢300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902

Value: Notifications and indications disabled

o e at_customize.bin £ ESP32-C2 % %
o T

6.10.1 {& at_customize.csv
S N R BIFELY) at_customize.csv,

2 1: at_customize.csv &5

£& A i3 ES
ESP32- ESP32C2-2MB (ff A 47 2 MB flash 1) ESP32-C2 module_config/module_esp32c2-
C2 (ESP8684) %7%1]) 2mb/at_customize.csv

ESP32- ESP32C2-4MB (ff 447 4 MB flash {9 ESP32-C2 module_config/module_esp32c2_default/at_customize.csv
2 (ESP8684) Z7%1))

SRJG, TEAE L at_customize.csv B IEAE AR LI .

o T PR IX Y Name #l Type AR, {H SubType. Offset fl Size AJPATEIL.

o WIEREFHEEB M H P2 IX, ek E e 2 &7 ESP-IDF (esp_partition.h) H1jg
o

- WREE X, WHREE Type {5 ESP-IDF [AH [

- WRAE L, R Type WEH 0x40,

o P Name AR EESE 16 5275,

e at_customize 4K ERIAK/INE XFF partitions_at.csv FEH, FSIHTH 20 DX I AS 2268 1 75 B o

6.10.2 ’J:pk at_customize.bin

&P, at_customize.csv J5, B0 DAEE 415 ESP-AT LAEEL (i ff] python IA gen_esp32part .py K4
at_customize.bin {4,

R A, #E ESP-AT TR H SR FHATPA R4, HE# INPUT FI1 OUTPUT,

[python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT] }

o INPUT #:# B EHEMTHY at_customize.csv B FE 5] SR AR .
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* OUTPUT F#ih 4 sliiy —HEHI B CSV SUPFRBRAT, ARG, R3O A i .

6.10.3 %¢5% at_customize.bin £ ESP32-C2 %75

Ff at_customize.bin N F| flash H1. T UAPRF 3 SCHFESR 2 ESP32-C2 56 4%, iS4 btk AT B4+
Zi& 4, FENAFBA at_customize.bin LT 2k,
2 2: AEIBLH at_customize.bin 1T # bl

DN 1 ik K

ESP32-C2 ESP32C2-2MB (Jii 77 2 MB flash [ ESP32-C2 (ESP8684) %%1) 0x1A000 0x26000
ESP32-C2 ESP32C2-4MB (fli77 4 MB flash [ ESP32-C2 (ESP8684) %) Ox1E000  0x42000

TEFSENLR , DAUEF at_customize.bin [ #k3| flash 5 A4 B8 —28 AT fid:

o AT+SYSFLASH: %85 flash B P 4 X
o AT+FS: XM & ik

* SSL IR ARAH KA

* BLE fIR%5 4 A X in s

6.10.4 /i

AATAEU 4R test ) 4 KB 4 X 75N%] ESP8684-MINI-1 4MB #i4

B4k 3] ESP8684-MINI-1 4MB {1 at_customize.csv 3%, & E B/ XA Name, Type. SubType. Offset
Hl Size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat,0x47000, 100K

554, HEHSE BESP-AT TR, Bi&AE ESP-AT R H 5% N T python i< 4: i at_customize.bin.

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32c2_default/at_customize.csv at_customize.bin

R)G, BSP-AT 3 H s H4x4 i, at_customize.bin,
=3, F# at_customize.bin % flash,
1E ESP-AT THEMR H & FHATLA R fird-, F8 4k PORT 1 BAUD.

python esp-idf/components/esptool_py/esptool/esptool.py -p PORT -b BAUD --before.
—default_reset --after hard_reset --chip auto write_flash —--flash_mode dio ——
—flash_size detect —-—-flash_freq 40m 0x1E000 ./at_customize.bin

* PORT #4144 FK
* BAUD B hRfE%E,

6.11  hnaf B Im— AN Frit B A 32 Ff

ESP-AT [ 52, H4R AL TR A L & S f2f : factory_param_data.csv Al module_config, 215
1E ESP-AT TR ENIAT RS ESP32-C2 #2508y, M T BB X SE i B30/ BUALRY™ ESP32-C2 f
4l “Farya:
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o ESP-AT TR RGN S HORE4L, A03E ESP-AT CU3@ Bkl N A moRd, FIASE Bk i A s
Ao EAREIRIGE, PO TAERER, MOt A HE .
* ESP-AT TREC@EFLSCFRFAURIAL, (B P/ 20 B BB E B -

ARSI AT fE ESP-AT AR H 2 ESP-AT £ SZRpi 5k ESP32-C2 8 IR IF A4l 5085, h 30
PAZS X ESP32-C2-MINI-1 25 B, %41t ) SPL A2 BN UART #2111 .

« F—r REAHBEMY T Ss
o =% BEHIKEMLY OTA
o F= W IR ARE

6.11.1 55— ECEBINEANIL) 3%

FTFFAHBIY) factory_param_data.csv , TERMGEBIGHA—AT, MIEELRFEREHXSE. A601H, A7
R plat form % B N PLATFORM_ESP32C2, module_name &} ESP32C2-USER-DEFINED, HAth
SHOREMEN TR (SHELESH L AR EN4B).

¢ platform: PLATFORM_ESP32C2
¢ module_name: ESP32C2-USER-DEFINED
* description:

e version: 4

* max_tx_power: 78

e uart_port: 1

e start_channel: 1

e channel_num: 13
 country_code: CN

e uart_baudrate: -1

e uart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

6.11.2 45 % FCELHIEELN OTA

Tr at/src/at_default_config.c 1] s_module_info G5Hfk PN B & XA E .
s_module_info AL OTA FTFR I t oken:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} at_module_info_t;

P oTA BhEE, IRAE A% ota_token FIE =¥ ota_ssl_token Wi%iXE A NULL,
s

FH—NZE module_name P05 factory_param_data.csv A1) module_name —Z{.
FHEBHGEH s_module_info G51A,

static const at_module_info_t s_module_info[] = {
#1f defined (CONFIG_IDF TARGET ESP32)

#endif
#1f defined(CONFIG_IDF TARGET ESP32C3)

#endif

Cay
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(B LEm)

#1f defined(CONFIG_IDF TARGET ESP32C2)

#endif

#1f defined (CONFIG_IDF TARGET ESP32C5)

#endif

#1f defined (CONFIG_IDF TARGET ESP32C6)

#endif

#1f defined(CONFIG_IDF TARGET ESP32C2)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_ MODULE, CONFIG_ESP_AT_OTA_

<+SSL_TOKEN_MY_MODULE }, // MY_MODULE

#endif

bi

25CONFIG_ESP_AT_OTA_TOKEN_MY_MODULEﬁﬂﬁfCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
7 X AE3L 304 at/private_include/at_ota_token.h H7 ,

#if defined (CONFIG_IDF_TARGET_ESP32C2)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

6.11.3 5520 PilEd it e

NI T ESP-AT TARESCHHNF-G (RS R51) PR, HBLLBLE A PR A KA A2 S B0 17 ) i
SOOI
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Chapter 6.

T gRIEAITIT A H B AT TAE

Ta HEHAL B R Xt R ERIAED B 31
ESP32 WROOM-32
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 PICO-D4
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 SOLO-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 MINI-1
module_config/module_esp32_default/sdkconfig.defaults
module_config/module_esp32_default/sdkconfig_silence.defaults
ESP32 WROVER-32
module_config/module_wrover-32/sdkconfig.defaults
module_config/module_wrover-32/sdkconfig_silence.defaults
ESP32 ESP32-D2WD
module_config/module_esp32-d2wd/sdkconfig.defaults
module_config/module_esp32-d2wd/sdkconfig_silence.defaults
ESP32 ESP32-SDIO
module_config/module_esp32-sdio/sdkconfig.defaults
module_config/module_esp32-sdio/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB
@ module_config/module_esp32c2-2mb/sdkconfig.defaults
module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
ESP32- ESP32C2-2MB-
o) BLE module_config/module_esp32c2-2mb-ble/sdkconfig.defaults
module_config/module_esp32c2-2mb-ble/sdkconfig_silence.defaults
ESP32- ESP32C2-4MB
@ module_config/module_esp32c2_default/sdkconfig.defaults
module_config/module_esp32c2_default/sdkconfig_silence.defaults
ESP32- MINI-1
C3 module_config/module_esp32c3_default/sdkconfig.defaults
module_config/module_esp32c3_default/sdkconfig_silence.defaults
ESP32- ESP32C3-SPI
C3 module_config/module_esp32c3-spi/sdkconfig.defaults
module_config/module_esp32c3-spi/sdkconfig_silence.defaults
ESP32- ESP32C3_RAINM
3 - module_config/module_esp32c3_rainmaker/sdkconfig.defaults
module_config/module_esp32c3_rainmaker/sdkconfig_silence.defaults
ESP32- ESP32C5-4MB
cs module_config/module_esp32cS_default/sdkconfig.defaults
module_config/module_esp32c5_default/sdkconfig_silence.defaults
ESP32- ESP32C6-4MB
c6 module_config/module_esp32c6_default/sdkconfig.defaults
module_config/module_esp32c6_default/sdkconfig_silence.defaults
ESP32- ESP32C61-4MB
co1 module_config/module_esp32c61_default/sdkconfig.defaults

module_config/module_esp32c61_default/sdkconfig_silence.defaults
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https://github.com/espressif/esp-at/blob/e428b998/module_config/module_esp32c5_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/e428b998/module_config/module_esp32c5_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/e428b998/module_config/module_esp32c6_default/sdkconfig.defaults
https://github.com/espressif/esp-at/blob/e428b998/module_config/module_esp32c6_default/sdkconfig_silence.defaults
https://github.com/espressif/esp-at/blob/e428b998/module_config/module_esp32c61_default/sdkconfig.defaults
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o Upython build.py install F ) silence mode 2k 0 I}, AL Fe B %) U ECE S0~ sdkconfig.
defaults,
o Ypython build.py install H1 ] silence mode 3§ 1 W}, ML 4H W B X 09 6 B X H

sdkconfig_silence.defaults,

B, #HA module_config SCMJE, QAT SCAICSRAF R B E L E SO (S frh/h
), RGP ARG E 4 IDF_VERSION, patch, at_customize.csv, partitions_at.csv, sdkconfig.defaults
PAM sdkconfig_silence.defaults

ARG, AT HKRG I module_esp32c2_default {4 K Horp iy IC & SCF, HFEMA N
module_esp32c2-user—-defined, FEASHIAT, WL E {4 IDF_VERSION, patch, at_customize.csv Fll
partitions_at.csv TLFEEH, FA1 R F B0 sdkeonfig.defaults £ sdkconfig_silence.defaults:

* flifil module_esp32c2-user—defined SUARTFIFIXE, FTEMB AT HLE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_esp32c2-user—
—defined/partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_esp32c2-user-defined/
—partitions_at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_esp32c2-user—
—~defined/at_customize.csv"

o flJ SPIFCE, #Fk UART L
- Mk UART fCE:

[CONFIG_AT_BASE_ON_UART:n }
— Fihy SPI FCE

CONFIG_AT_BASE_ON_SPI=y
CONFIG_SPI_STANDARD_MODE=y
CONFIG_SPI_SCLK_PIN=6
CONFIG_SPI_MOSI_PIN=7
CONFIG_SPI_MISO_PIN=2
CONFIG_SPI_CS_PIN=10
CONFIG_SPI_HANDSHAKE_PIN=3
CONFIG_SPI_NUM=1
CONFIG_SPI_MODE=0
CONFIG_TX_STREAM BUFFER_SIZE=4096
CONFIG_RX_STREAM BUFFER_SIZE=40096

J

SER PR YR G, AT EDR 41 ESP-AT TARAE UL . ARGl FRATIEA M R% AT {5 =5 25
R3E W, BERTPAIESE PLATFORM_ESP32C2 Fl ESP32C2-USER-DEFINED 34 il AT [#E 4.

6.12 SPIAT #i1¥

A EZNG] SPLAT BSc B S, 2 AT LAST5

- WA
o {8 SPI AT
o SPI AT i% &
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6.12.1 4y

SPIAT AT AT T2, i ] SPTHpSIHATREE (5 - 7608 SPTIAT i, MCU % #51E 4 SPI master, ESP32-C2
WAAER SPLslave, J@AF XU it SPI N SEHET AT Ay <2 B,

fiJil SPI AT {3

AT TAEEAHH] UART HpisGlEA T Bl (5, {H2 UART Pisloe— L0 55 2w AL B i 1 1 34 57964
W, I, BT SR R R A R ) SPT S i RS B — PR P 1%

Wl J53 7 SPI AT ?

G A T A BRI BT A SPLAT

1. @ . /build.py menuconfig >Component config->AT->communicate method for
AT command ->AT through SPI ffifif SPI AT,

2. #1T . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI Data Transmission Mode #4% SPI $({Ef&Hiiz.

3. jfisd . /build.py menuconfig->Component config->AT->communicate method for
AT command->AT SPI GPIO settings Hi'& SPI{# i GPIO 45 .

4. j#iif . /build.py menuconfig->Component config->AT->communicate method for

AT command ->AT SPI driver settings i%$£& SPT MHLH) TR, HECEA XEFEXKAIK
VI

5. EHigiiF esp-at LR (% Aksmit ESP-AT T42), B HsrT.

SPI AT ZiNE
TR TN RS ESP32-C2 B (] SPT AT WEERIA R {451 -

2% 3: SPI AT BRiA

Eio GPIO &5
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/gout) ! 8
QUADHD (gio/qout) ! 9

BtW] 1: QUADWP 5|1 QUADHD 75| JHI{LFERE T 4 £k SPI T AR o

B PAEE T . /build.py menuconfig > Component config > AT > communicate method for
AT command >AT through SPI >AT SPI GPIO settings, #RJGH1IF T RECE SPI AT X} 1)
EH (5% ki thit ESP-AT T42).

6.12.2 {di}f] SPI AT

{E{# ] SPI AT i}, ESP32-C2 %45 Fiz47H) SPI slave TAEAEE R Tl EHA T .

Espressif Systems 350 Release release-v5.0.0.0
Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 6. WA ZiFHIF & H O AT TR

{& T2k (handshake line)

SPI j&—7F master-slave Z54 1 S5, i AZ 55 B master &2, slave Joik Ealfefsidhi. H2Z, A
AT A5 s BN, T35 ESP32-C2 % 4% T ah B 18 bi—2u(5 8. Hik, FkAT1#E SPI master Al
slave Z [AJERIN T —MBE T4, kL slave 5[] master FIR A5 B HTHEE.

2 slave 75 BALHEAEE, BSICETEM Eshfim, X &7 master Ml =25 —A LT GPIO Hr T,
master &5 slave ilf5, ZHSCHUE, slave RHEFERIBAC, S50 BGET S
i IR F L B 7R N -
* Master [1] slave 3% AT Bgit, #HREFLWTER:
1. master [5] slave % 3675 RAE M EIRAT R, RIS LT slave [048 F L& Kk B W) Ao ir Z X 50R 09 15
.
2. master Kl 2B T2 ERY slave & HH ALK ENGES )G, TFRREEE.
3. master KiEFIEG, 1B slave $IE KL,
* Master $2U slave & i%RYy AT dait, (HIETFLHER:
1. slave @ 14 48 T 418 0 master JF 38 E
2. master UK, IERIOITAEARE G, @A slave BidE B 4 4TI

IR

SPI AT i {5k ) CMD+ADDR+DUMMY+DATA (i5/5 ). 7Ef#i ] SPI AT i}, SPI master {§ ff 51—
OISR OSCA AT

* Master [r] slave & &30 B 5 R 3C:

4 AL MBI AL

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (&i% 4092 ==77)
F)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, 5 20 A— AEMIH EOREGTHRA R L, BRSOy
%50 PHLEMMAL, FEHUREEHRC 245K

CMD (1 =%) ADDR (1 =%) DUMMY (1 DATA
FW)
0x7 0x0 0x0 null

o Master 32U slave % 3% (185 Bsf )38 15 4 5 :
2 6 FHLEMNL & LR

CMD (1=%) ADDR (1=%) DUMMY (1 DATA (&% 4092 %7)
F)
0x4 0x0 0x0 data_buffer

* Master $2H{ slave KA H0RE )G, 5 2 AiA— Al M EOREHRA UG, FLARR (5 sl -
7 EALEAMMAL, EVEEBRE 245K

CMD (1 =%) ADDR (1 Z%%) DUMMY (1 DATA
FW)
0x8 0x0 0x0 null

* Master [i] slave A 1 SR A4 15 2 R/INESCH )T 7 41 5C -
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7 8 FHLm ML KA S Bl oK

CMD (1 =) ADDR (1 =77) DUMMY (1  DATA (4=%)
F7)
Ox1 0x0 0x0 data_info

Horp 4 77471 data_info AP TARIERIGMEBIR B EE, BT

1. Master [q] slave %35 RIEIREOFT5 8, KB 07 15 bit,
2. Master [] slave &M EHRENTFHS, 1ZTFF 51 master BER LRI, KB 16 ~ 23 bit,
3. Magic {H, KJ& 24 ~31bit, [H5E K OxFE,

* Master f5 I 2{2 T4 I slave K HWES )G, FEALE—FKIHEEM slave FEA UK TAERL
X, WEPEAF R ERR TR, BRGSOk

9 EHUAIRTER, ALY AT BT BARES

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (4 =%%)
F)
0x2 0x4 0x0 slave_status

FRATWEK )G, slave 1R I RASAE BORFAEARTE 4 7171 slave_status Ht, HERARE QT
1. slave F53 ) master & X HIEIRA T8, KBE 07 15 bit; {024 slave 4L F AT ERIRESH, %7 BT
B
2. BdRATAS, KB 16 723 bit, M4JFHSi8F| i KA OXFF B, F— AR 0755 Bk E A
0x0. 24 slave 4bF RI ERRASH}, T B R master 75 1] slave A% 1 T~ — F AR5 24 slave
AT RIERRASHE, R FBEN slave 1] master %A T —MHE R F5 .
3. slave WA B/ A ERIRAS, K 24 7 31 bit, Hodr, Ox1 AAFEAEE, 0x2 fARAH.

SPI AT i 28 Tifife

SPI AT (a5 B i As 32 525 Wi~ J5 1 -
o SPI master [i1] slave &% AT fiy4:

| SPI master | | SPI slave |
| |

| step 1: request to send-—-———> |
| |
| <—————= step 2: GPIO interrupt-----—- |

[ ——oome== step 3: read slave status——>

[ step 4: send data-————————- >

[ == step 5: send done-—————————- >

B IREAAR BT -

1. master [A] slave %1% 3K 7] slave BEIRMIH K .

2. slave $2Uk master (1 &% 15 K, 2 I slave iU, b slave_status 297455 A 21 master
BAWREN, ARG HESET Ll % master | GPIO H1iiT.

3. master FEUF| PTG, LU slave [ slave_status ZFf74%, I slave #E A BCEHE 1PIRES

4. master FFU&H] slave & iEEE .

5. RIFBIRESH )G, master [ slave ik — SR L IEGRAYIEE .

« SPI slave [1] master &% AT Wiy :
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| SPI master | | SPI slave |
| <—————= step 1: GPIO interrupt---—-——- |
| step 2: read slave status——> |
| SEEES step 3: send data-——————————- |

| step 4: receive done——————- > |

BB PR BB T -

1. slave [A] slave_status 27 /7458 5 A L1 master 32HLE B slave AR AR BN, SR )58 T8 T2l &
master _| ) GPIO .,

2. master FEULE| WS, S2HL slave [ slave_status 27 (74, Kl E] slave i A A iR E RS .

3. master FFURIZICE H slave BY%E -

- BdEEIE RS . master [1] slave &k — 2R BRICEIRES RITH S .

B 1 AT O R, FRATELAKIE AT ap- B, SO T A5V M) B 52 B AR A 5 o B

1527 at_spi_master/spi/esp32_c_series/README.md.

IN

SPI AT %} )31t SPI master M3 f51Ch%
SPI AT 7 B 2 {E & SPI slave fifi fl i), {# J] SPI master 5 SPI slave 47 18 14 7 B AL 15 45 & %
at_spi_master/spi/esp32_c_series.

BEW] 1. AEGE ) MCU JF A2 1, 58 U@ ] ESP32-C3 53 ESP32 #ifll MCU f1:2)y SPI master SizfT1it
ARG, AT EAE H B [ B B YA P

6.12.3 SPI AT 3%
A
 fifi ffl ESP32 (3% ES32-C3 JF &K AR {EA SPI master, izf7 ESP-AT Hf at_spi_master/spi/esp32_c_series

FISRAYACAD o HARE PR E AT -

1. W CPU TAESIZEE N 240 MHz, flash SPI mode Jit & 4 QIO #z, flash 3% i% &4 40 MHz,
2. A HT ESP-IDF v4.3 [4aiFiass, HRn B sh Y streambuffer (KR /NEHE N 8192 T

o {diJf] ESP32-C2 /Ek SPIslave, 4% 314553 SPI AT [ (223 Kb %1% ESP-AT T.42), 314 ESP32-C2
fir & TAEFE TCP B4, ﬁﬁﬁﬁ#@ﬂﬁﬁﬂ?

1. B CPU ARSI & 160 MHz,
2. B SPI-AT s LA HS v, 4§ streambuffer (1)K /N K 8192 775, Jfii i ESP-IDF 1y
example/wifi/iperf W11 sdkconfig.defaults.esp32c3 1 [{AH L B S44

MASR

RN T IATHE G RAT A2 (5 ARG
Bl L T SPLEFE NG S5 WAL $ARSH T

6.13  iifuscBl OTA F14%

ATCRG R AN ESP32-C2 R AR SCBL OTA T+, Hl, ESP-AT #1XFA [ 24L 7 AR =l
OTA fip%. &R LMRYE A CIFREHE G OTA fiyd-.
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1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRHEEAINTT B

* OTA 443 Y B 5 R 3%
o 1% ] ESP-AT OTA 4 43147 OTA F+44

6.13.1 OTA iy 4L B i Hl i 5%

AT+USEROTA

Iy 4iE ik URL 523 OTA TR, 5 ﬂ%ﬂﬁ%ﬂﬁiﬁf HTTP fif 55 %% LR H iz 40303
XIS 5% AT+ USEROTA Xﬁ@ﬁ%fn =

T adE TP AHE XS, BT LB B at/sre/at_user_cmd.c JFACHS R LI Z L

A RN ST

L &A)E T A Gl HTTP i 5545 .
2. s dithie URL,

o

o GSRETHR I R IR R E R R R, TR SERE, ] REJCE M AT+CIUPDATE fiy
ST, ARt BAE B AT+CIUPDATE # 47 OTA -4 B2 T H O % .

AT+CIUPDATE

iy A ] iot.espressif.cn /BRI HTTP IR 45 2%, %6 A LA AT AR 74 X, iR ] AT 2%
at_customize.csv FE X HE XX WM RERGRRA, Zad 5 HREeTH
FIRFERAMIRA . 7§25 % AT+CIUPDATE 3KBUE 215 H. .

% i T4 E S bin SUUF, IHERRA T 7z —.

1. ¥4 iot.espressif.cn P b 15 F i) HTTP IR 3525 , JF 98048 HLfRE . anf] S22 F ) AT+CIUPDATE
il &% at/src/at_ota_cmd.c,

2. {f. iot.espressif.cn Lﬁ“ﬁé’l‘&"ﬁ JELEIL B EA% bin SCPE. (AP Bl gt i B d%ﬂ@.‘@:
R EZ MRS 2% LA EST.) 5% 148 AT+CIUPDATE # 47 OTA FH48 3KEUH 215 5

B AR T3 5 R

L R IRER M EE, RARTHRSIRE AR B

2. BRA I A U bin SCPE, HEEAT ARG HTTP 5535 .

3. “3’ A G HTTP 55235 . B 7 IR0 IR X b, B Ay ST AE at_customize.csv SCEH o L
P E e o X

AT+WEBSERVER

I fir A A 0 B AR AR R TH R AT [l BT, a2 (R AL T AR T - I Eh Rk . AEFF IR T
RZ AT, HEM web 55 ar I HR AR AT ({452 1 2| Ha i sl 0L 1o BRI PAZ25 AT+ WEBSERVER
& Web Server AT 1) IREUE 25 5. .

HTSLPAE K HTML T, 2% m ) fs_image/index.html, 2 T SZHL48 H & 1) AT+WEBSERVER
2, i55% R~ at/src/at_web_server_cmd.c,

I i A4 I PR 37 BT
1. s Wi Jj W Peblny OTA Jh4, AHBL IR,
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CIRAH

o WARETHHAEPE AR R IE X A ECE, FETI RS Un, EnTHEJoiA (] AT+CIUPDATE i

AT, ARG A AT+CIUPDATE 47 OTA #2807 1 LB -

6.13.2 {diif] ESP-AT OTA 441 OTA J}4%

i)l AT+USEROTA #47 OTA J1-4%

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

B ILAT+CIUPDATE iy 12 F 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] iot.espressif.cn Hf 3K
%) token fEL. VAN A PRIEIA T ANATAE iot.espressif.cn b AIHEBLE I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

lotBucket

iot.espressif.cn

My tasks - Team Work ESP32 Programming Guide ~ Cisco WebEx Mestings  Espressif Systems  Hf

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
PERIENCES == 7

ST AT -

+

if Start ~ Join Login

B 21: 77T iot.espressif.cn [

2. M BCA_EARY “oin”, ERAGINA T, HRAEHLIEAI Y .

i

* 4] Join FIREE AR HN . ARG HIZIIRE, WA RE.

3. w2 EARY “Device”, MRJ5 iy “Create” Fefl]E#— i

B

YR B G 24— Y], AT R

5. MEARZE SR HIFAR OTA bin U, FLE AT OTA token AR AN T U1 FT 7 -

%1k R SSL OTA, $E3i “The SSL token for AT OTA” LB E .

6. siifi “Product” H#EA M T, 41 FANFTR . B BIENIE %, 7 “ROM Deploy” T fii AMUAF corename.
KB TR 5 Hi bin SCHFE AN “otabin” FELRAE.
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lot-Espressif WStat-  Join  Login

Join

Name Username [a-zA-Z0-9_]+

Email Email
Password Password
Join
& 22: i A iot.espressif.cn
|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”
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Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
" Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Datastreams

Device Status developing

Request Logs c
1 wait for request...
+ Create
. Key set you as owner
Meta-Info &
I I master 5802d10b6ee86c617583371ade4faf4fend42f2c (master) I
owner 7109246496617d2482c6a3b38498719781734162 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

ik

o MR EAETTIZ, at_customize.csv PEXWHAFHE XK, HEW ota.bin BN
F B R S PR bin SCEERIH]

o XT corename FE, MFEAUUH THBIEX S bin S04

7. i ota.bin SFHLARAE A M BIALA
8. T LiBfTAT+USEROTA fp. WIRIZAC 4z, #7F1h OTA 7L

%

o P L E| iotespressif.cn fif) bin S BRI, G PAN HLN -
— WERFAL app 43X, 3K bin SUH4 I EHN ota.bin.
- WERFALH A2 XA X, 55 bin SCHL K EN at_customize.csv H1Y Name FE.
fBan, WRF factory_Param 4pK, B HIKE N factory_ param.bin,
* ESP-AT R A T7E S ] OTA pIXrpre xXHE, HIfi OTA BT EAMREF R, J5lf ESP-AT [#]
PR IE R 21T, (EXTT H @ AKX, |1 ESP-AT (%A &t E/NOFAH.
o WUREFTRON—IFUG B A e i bin SCPE, IR 2 E R A IGIA ], BiR %5 OTA token % ¥
“H A token {1 .

i/l AT+WEBSERVER #:47 OTA 4%

1527 AT+ WEBSERVER F1Web Server AT i+ %) 3XEUE Z{Z R,

6.14 i iy ESP-IDF fliAs

ESP-AT [{FHT IR WK TT S HEAS (ESP-IDF), 4 NHASHY) ESP-AT [ R AN 1) ESP-IDF Hi
A 5 ZUE ] ESP-AT TAEERIARY ESP-IDF A, ANt WU By ESP-IDF i, [H)) libesp32c2_at_core.a
Ji&)Z ) ESP-IDF Jift 4255 ESP-AT T#&#Y IDF JAAN—E0AT RE & S 2 R B AT o
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3

Espressif Systems 359 Release release-v5.0.0.0

Submit Document Feedback


https://www.espressif.com/zh-hans/company/documents/documentation_feedback?docId=&sections=&version=Release release-v5.0.0.0%20for ESP32-C2

Chapter 6. Qa4 & H O AT T

IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, seral, desc pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7a9 }

Id aBav

Name esp_iot_test
Serial Bbddd7ad (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chore(beta): 1.0 codanamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

B2, FEFSURRIRNS LT, ESP-IDF f/NBUAS B3 th ] e idi F T ESP-AT AR . WUREFTETH, AL
(ELIE (e =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4% i 5% #F IDF_VERSION ({4 Ht, 3X L% 3 4 43 i 7 module_config
SCAE IR WA [R]85 20 SO e v e i SOl T A 4 [ 4 B B T 1% ESP-IDF 11 73 32, $2%2 1D Al
G PEHL L. 541, PLATFORM_ESP32C2 “F-& [ ESP32C2-4MB L4 () IDF_VERSION {ii T- mod-
ule_config/module_esp32c2_default/IDF_VERSION,

UnREAE N ESP-AT [El{F 50 ESP-IDF A, 5% MDA N 23R4 A

o HFMiLfY IDF_VERSION 3,

o MR EH A 52, 32732 ID MG L.

o Mkk esp-at MHFEFIRAW esp-idf, PAE TR GRIER 1 JE % IDF_VERSION HT 58 E 1)
ESP-IDF i 4s .

o HHT4WIF ESP-AT T#2,

VER, 4 ESP-AT JiiAFI ESP-IDF iR A UCHL, Fwiskit S i T 45

[Please wait for the update to complete, which will take some time

6.15 ESP-AT [E1h2 5

ASCRIHCEL T i) — ESP32-C2 RFH AT LRI a5 . ffF. B 225

6.15.1 ESP32-C2 7%

I EVAT ESP32-C2 Z51] AT [ X 5

« ESP32C2-2MB-AT-Vx.x.x.x.zip (A5 fii#i %y ESP32C2-2MB Bin)
« ESP32C2-4MB-AT-Vx.x.x.x.zip (A5 f7i#i %y ESP32C2-4MB Bin)
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« ESP32C2-2MB-BLE Bin ({4 %1, %0 PAMGitHub Actions . F 3%, esp32c2-2mb-ble-at
4, BE AxesmiF ESP-AT 14%)

SCHpf a4

RS T E BRI ESP32-C2 £41) AT BN SRR iy 048 (] & 301 ) . BRI SCRpEAT ATE
Wil B4 % ESP-AT TAG SR m Ak (9 %R). 2R fmmd s (1O ®R), TREAY
Ay S LA N SEEA IR A . IR KA PFILAT B4, B RCER A AR B, FHEA
Fromik. BATHRFERECFICIE MR EE 7 IR 2T OTA TH-

meE ESP32C2-2MB Bin ESP32C2-4MB Bin ESP32C2-2MB-BLE Bin

base

user

Wi-Fi
TCP-IP
mDNS

WPS
SmartConfig
ping

MQTT
HTTP
Bluetooth LE
BluFi
FileSystem
driver

WPA?2 enterprise
WEB server
WebSocket
OTA

00
0000000000

0000

BT 57

& ESP32C2-2MB Bin ESP32C2-4MB Bin ESP32C2-2MB-BLE
Bin
Flash 2 MB 4 MB 2 MB

PSRAM [ x) [ x) [ x)
UART 45!

TX: 7 TX: 7 TX: 7
RX: 6 RX: 6 RX: 6
CTS: 19 CTS: 5 CTS: 5
RTS: 20 RTS: 4 RTS: 4

SZHRFIBAL

NEBH TR Ty KA ESP32-C2 551 AT [ FERIASCHRAREALAT G J1 (] & 20) « BRI SRR
DA ifatpy T BUUS RO (9 20R), PRGERAR IR (A © 20R). MTF5%EeRK
FROBELH , GRTT DA K M 2R iF ESP-AT TAZ W50 aE S nll & 5 8 .

VUART B HITT H & X, PSS 4Tk B AT 60§ iy,
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LR/ ESP32C2-2MB Bin ESP32C2-4MB Bin ESP32C2-2MB-

BLE Bin
ESP8684-MINI-1/1U
ESP8684-WROOM-02C/02UC
ESP8684-WROOM-03 [ x)
ESP8684-WROOM-05 [ x) % ,
ESP8684-WROOM-07 [ x]

6.16 M\ GitHub & he#ilnf A AT F

Hi T ESP-AT & GitHub [ ] CT (Fr8E) , bR RS B % B GitHub #i2x A4 i ESP-AT [ {11
i A o

R PER I RIRRA AT BFE, & 28RS O Cry™ i B TS IE D) 6E -
TWEPRATAF T RAISIPRCL B T 3EEE, TS 2 mT e )R

PATR P BR S  anfar A GitHub R 2ol i iRcAS AT [

L BRI GitHub Jik5
LETHAZ B, WS8R B0 GitHub WK, R R 2 B 3R 08 AU
2. FTFFMITT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<> Code (©) Issues 50 i1 Pull requests 4 (*) Actions [ Projects 00 wiki @) Security

¥ master ~ Go to file Add file = About

AT application for ESP32

% xcguang Merge branch ‘docs/update_how_to_customize_ble... .. + 6daysago ¥0 1,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
53 View license
I tools feature: Support compile on windows OS 7 months ago

[ 30: ESP-AT GitHub ‘75 F{ i

3. B “Actions” PEA “Actions” T A

4. gy “Branch” $EFEFEE L
ERIN A master 4337 WSR AR 8048 E 4 S B Im BT 4, s “Branch” #E AR 43¢
I workflow T JH] .

5. i dE workflow #E A workflow T T

6. R BN BN )5, & Artifacts B PR Y AR 4
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H espressif/ esp-at @Watch ~ 44 | ¢ Star | 371 %P Fork | 251
<> Code  (5) Issues 50 il Pullrequests 4 (®) Actions [T Projects 00 wiki © security cae
¥ master ~ Go to file Add file About

AT application for ESP32 ESP-
0 xcguang Merge branch 'docs/update_how_to_customize ble s... ...  6Gdaysago Y% 1,473 IDF & ESP3252 ESP-IDF &

ESP8266
B _oithub/workflows feat: add new GitLab and GitHub jobs for all functi... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet

. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

& 31: fi5 Actions

B3 espressif/ esp-at @Watch ~ 44 7 Star | 371 Y Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch 'docs/update_how to_customize ... =TT B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...
ClC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsitrans_compile_project and_ad...

Event = Status ~ Actor =

Filter by branch

master

[ Find a branch

master

clC++ CI #283: Commit e5ca22e pushed by igrr

@ Merge branch 'docsitrans_four_compile_develop_d...

master

CIC++ Cl #282: Commit cc39436 pushed by igrr

& Merge branch 'docs/update_copyright_year' into 'm...

master

CIC++ CI #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docsl/fix_firmware_diff_doc’ into 'mas...

master

ClC++ CI #280: Commit e2b9d35 pushed by igrr

ci/github_compile_fail
feature/add_build_script
master
release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3

release/v2.2.0.0_espB8266

test
® Merae hranch 'docsladd cinstate cammand' inta 'm = AT A e
& 33: 51l Branch
Workflows All workflows
Showing runs from all workflows
All workflows
8, CIC+:Cl Q, Filter workflow runs
271 workflow runs Event ~ Status ~ Branch = Actor ~
@ Merge branch 'docsiupdate_how_to_customize_ble... eTer B 6 days ago
CIC++ C1 #271: Commit ec5792b pushed by igrr @ 6m 255
@ Merge branch 'featurelupdate at core esp32'into'r... TV B 7 days ago
CIC++ CI #270: Commit 7135705 pushed by igrr . 3 6m 44s
@ Merge branch 'featurelupdate at core esp8266' into... S R et 1 EENT TS B 7 days ago
CIC++ CI 4260 Commit 4820237 pushed by igrr SR & amais
. =
K 34: A ey Workflow
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

K 35: i Workflow T ]

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status

Success

Total duration Artifacts
6m 25s 1
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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7. il BB SR I iR AT AT [

20 WSRELE Artifacts TUE PG BTN IUIELL, 55 % ESP-AT B 1 £ 5 Sef 2ol E ¢4
TR

6.17 at.py 1.1

at.py LEHTEMITELR 2 MB/4 MB AT B[4 (B build/factory H3F FH factory_ XXX.
bin) FHZFSECE . XL E AR Wi-Fi iiE . EBMSEECE . UART it ® . GATTS it &% . 24
BRI E M TR T oK, BT DAMH A at . py THEAB S EFH )X S L E .

6.17.1 {R4NLiE

SR T AT, Sol at.py T4, BRIP4 BsPt 2 Linux
BB %

o %—¥: Python %%

« H= atpy T

o B =% atpy BikHLA

o Hva¥ atpy 15 E P ey B E T 1)
s FEY: BEMFRE

6.17.2 Z5—2L: Python 2¢%

MR EA M C 22256 0d Python, W RT DABK AP B 750, AR 4 Python ‘5 SCRY, 58 % Python f R 2%
2% . 4 S Python 3.10.0 sls Sifil A .

TA5ERIR, TR T A python ——version, #E7 Python HUZ.
6.17.3 45 b atpy F#
A at.py DL, Aiili Download raw file ¥4, f at.py XA FEE|AH.

6.17.4 4525 at.py MW

UHl at . py SCRHERE PR SHIECE, HEMSFTHHA python at.py modify bin --help,
AR S IR A R B

6.17.5 45PU2L: at.py fESCHEIPE AL ELA B

157k Wi-Fi it &

W5 BGE A Ao B 4 E H
W42 UART B &
W GATTS B &

e
o W DNRA B ZFSEECE, Fan, EaT AR BHE R Wi-Fi Bl g8 RNE SRS h E .
o FHMEMMSHICE , MATASKAELAEN, WHiOREHE AN SE &2 Ak .
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C (Y @& github.com/espress|

or jump to. Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~

Issues 116 Discussions Actions Projects Wiki ity (2 Insights

at.py

. ustcew History

: Code Blame
main

.glab-ci.yml

CMak

&l 37: "F# at.py SCHF
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s BEUSHIZEICE, 75470 mfg_nvs HRTFH mEg_nvs.csv i1, SAXMHLR.

&% Wi-Fi i ¥

B Wi-Fi S0 E R R

SH Lhge Wi EA

Wi-Fi [ K 2 S 15 PG L ESP32-C2 Z %

Wi-Fi [E R HEAE I Wi-Fi RS FH) cc P Bt
Wi-Fi i i (5 18 L Wi-Fi [ MK AT H1# schan B¢
Wi-Fi 1 S5 4L I Wi-Fi [ /XA ) nchan 2B

--tX_power
--country_code
--start_channel
--channel_number

B, TGN T 6, 550 Wi-Fi MK % BI040 18 dBm, A US, RIGRIN 1, &
FEHOY 11

python at.py modify_bin --tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o --tx_power 72: {4 0.25 dBm, 72 ¥/~ 18 dBm
+ --input factory_XXX.bin: #j A [ {f S04

fERCE TS R P10 B
YA SR IE A AN R IR E AN T R TR

S Ihge Eepats
--server_ca TLS ik 55#51 CA {IE$ server_ca.crt
--server_cert TLS AR %251k + server_cert.crt
--server_key TLS Ik 452t 235 4H server.key
--client_ca0 %0 BRI CAES client_ca_00.crt
--client_certQ 50 B Fumlikf client_cert_00.crt
--client_keyO 20 X Fm i 4R client_key_00.key
--client_cal 51 B Py CAER client_ca_Ol.crt
--client_cert1 %1 BR P ikt client_cert_O1.crt
——client_key1 21 BRI A client_key_01.key
--mgqtt_ca MQTT % gy CA iEf mqtt_ca.crt
--mqtt_cert MQTT & ik mgqtt_client.crt
--mgqtt_key MQTT % i it 2540 mgqtt_client.key
--wpa2_ca WPA2-Enterprise % 7 i ) CA  wpa2_ca.pem
e
--wpa2_cert WPA2-Enterprise % i it L 45 wpa2_client.crt
--wpa2_key WPA2-Enterprise % i) %%4]  wpa2_client.key

fn, EATAMTH DA T A4, B2 MQTT & 5ir CA R4S, & il A5 s 8 -

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-

—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

« --input factory_XXX.bin: #ij A [ {4 304:

fE UART Jic

B UART BCE, {ALIEAT 4 4-3% o /) UART B8, R0 SR BT R AR

Espressif Systems

370

Submit Document Feedback

Release release-v5.0.0.0


https://docs.espressif.com/projects/esp-idf/zh_CN/release-v5.4/esp32c2/api-reference/network/esp_wifi.html#_CPPv425esp_wifi_set_max_tx_power6int8_t
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https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/client_cert/client_cert_01.crt
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/client_key/client_key_01.key
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/mqtt_cert/mqtt_client.crt
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/wpa2_ca/wpa2_ca.pem
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/wpa2_cert/wpa2_client.crt
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SH IhkE bz

--uart_num AT 134 ) UART 5 {VAE AT H & D [FEEHAE AT dp4 i, FFEE
WS FRFHEHEIE TR tx_pin fl rx_pin
BRLE AT B &% v 1) o< Ml ox -3, W
AT B &% v HECE T rx, WRTH tx_pin FF%
S FEEM4O (WEHFMFESE) ) UART
1 tx 45 B — 2.

--baud AT &4 O BER JERAE: 115200

--tx_pin AT fiy4 F1 TX & B T PR UE RS A 4 RIS 2 A A A B v 2

--IX_pin AT iy4 ) RX 4 1) T PRIE R B8 BAAS 2 A LA 4 B v 58

--Cts_pin AT g4 [ CTS 4 1 W ARIERH B IS A S A M s, AH
IR, BUESECh -1,

--rts_pin AT 4111 RTS & T PRIE AR B0 B N £ R A A Bl b 2 . AN

AERy, BESISECh -1,

o

B, EATABEI AR fir -, B AT 4 BT BRRR N 921600, TXAFHICN 17, RX S 16, S5

python at.py modify_bin --baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 —-—-input factory_ XXX.bin

o —-input factory_XXX.bin: #j AR {3k

& GATTS i E

U, ESERI AT B & SR AL T AR 5 SCRY, 1% GATTS AL E S gatts_data.csv H4-F

By 3

LT AME U GATTS FLE AN T R PR

S Inge

--gatts_cfg0 T gatts_data.csv L4 index A 0 () —4 T4k R
--gatts_cfgl BT gatts_data.csv U index Sh 1 —4T740HE
--gatts_cfg2 B HT gatts_data.csv U index O 2 I—4T8HE
—-gatts_cfg3 T gatts_data.csv U index o 3 B—4 T8
--gatts_cfgd BT catts_data.csv 3L index K 4 1—4T 5k
--gatts_cfg5 T gatts_data.csv U index oh 5 —4T4E
--gatts_cfg6 T HT gatts_data.csv C{H index o 6 —4T4HE
--gatts_cfg7 FHT atts_data.csv U index Sh 7 —4TEHE
—-gatts_cfg8 T gatts_data.csv SO index o 8 F—ATEHE
--gatts_cfg9 THH gatts_data.csv SO index 2N 9 —1THR:

--gatts_cfgl0
--gatts_cfgl1
--gatts_cfgl2
--gatts_cfgl3
--gatts_cfgl4
--gatts_cfgls
--gatts_cfgl6
--gatts_cfgl7
--gatts_cfgl8
--gatts_cfgl9
--gatts_cfg20
--gatts_cfg21
--gatts_cfg22

T gatts_data.csv 4 H index o4 10 —478E
T gatts_data.csv SCfFH index o 11 —47558
BT gatts_data.csv U index S 12 1—478HE
B HT gatts_data.csv X index S 13 1—474HE
T gatts_data.csv U index S 14 f—F 78R
T gatts_data.csv U4 index oA 15 I—475E
T gatts_data.csv Cf4H index o4 16 1—478E
T gatts_data.csv 3CfFEH index S 17 —4T74E
BT gatts_data.csv SCH index S 18 I—4T8HE
T gatts_data.csv U index S 19 —F T80
T catts_data.csv SCAH index S 20 F—F T8
THHT gatts_data.csv U H index o 21 —474HE
THHT gatts_data.csv SCfFH index O 22 f—4T4HE

ZTn

Espressif Systems

371
Submit Document Feedback

Release release-v5.0.0.0


https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
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https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
https://github.com/espressif/esp-at/blob/e428b998/components/customized_partitions/raw_data/ble_data/gatts_data.csv
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F10-FE LR

S8 Ihge

--gatts_cfg23 BT gatts_data.csv U index S 23 H—FTHE
--gatts_cfg24 T eatts_data.csv U index S 24 F—F T8
--gatts_cfg25 T gatts_data.csv U4 H index S 25 I—4T 4R
--gatts_cfg26 THHr gatts_data.csv 3L index 4 26 —4 T4
--gatts_cfg27 BT gatts_data.csv U index b 27 I—4T78HE
--gatts_cfg28 B HT gatts_data.csv U index S 28 I—4T4HE
--gatts_cfg29 T gatts_data.csv U index S 29 H—F T8
--gatts_cfg30 BT gatts_data.csv 3L index 2 30 1—F7 4R

Bian, GEATPAGE LA R x4, B index 2 0 47 perm AR

python at.py modify _bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" —--input factory_
—XXX.bin

o --input factory_XXX.bin: #j A %[ {2E S0

TR BIURR AT [E, 5 SRR B Ciy™ b B AT AR U fiE .
WP A R A ORI IR e 8kt T S8 T RERY IR

Shob: WIPRREk IR B R A, SRR .

6.18 AT API Reference

6.18.1 Header File

e components/at/include/esp_at_core.h

6.18.2 Functions

void esp_at_module_init (const uint8_t *custom_version)
This function should be called only once.
ZH
custom_version —version information by custom
esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)
Parse digit parameter from command string.
S
* para_index —the index of parameter
* value —the value parsed
B
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)
Parse float parameter from command string.

ZH

* para_index —the index of parameter
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* value —the value parsed

* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)
Parse string parameter from command string.
S
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED
void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

SH
len —data length
bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
* len —data length
* msec -timeout time,The unit is millisecond. It waits forever,if msec is port-

MAX_DELAY.

Rl
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.

void esp_at_transmit_terminal (void)

terminal transparent transmit mode, This function MUST NOT be used in isr.

bool esp_at_custom_cmd_array_regist (const esp_ar_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)
register at command set, which defined by custom,
S8
* custom_at_cmd_array —at command set
* cmd_num —command number
void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)
register device operate functions set,

S
ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)

bool esp_at_custom_ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)
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void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)
register custom operate functions set interacting with AT,

BH

ops —custom operate functions set

uint32_t esp_at_get_version (void)
get at module version number,

Bl

at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version

bit7~bit0 : at custom version

void esp_at_response_result (uint8_t result_code)
response AT process result,
SH
result_code —see esp_at_result_code_string_index
int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,

¥
¢ data —data buffer to be written
* len —datalength

B

* >=0: the real length of the data written
* others : fail.

int32_tesp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,

ZH
¢ data —data buffer to be written
* len —data length

B

e >=( : the real length of the data written
* others : fail.

int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,

ZH
e data —data buffer
* len —data length
Bzl

* >=0: the real length of the data read from device
* others : fail
bool esp_at_port_wait_write_complete (int32_t timeout_msec)
wait for transmitting data completely to peer device,

SH
timeout_msec —timeout time,The unit is millisecond.
B m
* true : succeed,transmit data completely
* false : fail

int32_t esp_at_port_get_data_length (void)
get the length of the data received,
Bl
* >=0: the length of the data received
* others : fail
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bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)

Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

BH
terminator —the line terminator
B
* true : succeed,transmit data completely
* false : fail
uint8_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is “\r\n” .
&
the command line terminator
const esp_partition_t *esp_at_custom_partition_f£find (esp_partition_type_t type,
esp_partition_subtype_t subtype, const char

*label )
Find the partition which is defined in at_customize.csv.
S
* type —the type of the partition
* subtype —the subtype of the partition
¢ label —Partition label
S|

pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid for
the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

-

static void wait_data_callback (woid)
{

xSemaphoreGive (sync_sema) ;

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_DELAY) ;
esp_at_port_write_data ((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:

B8
callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)

Get the version of the AT core library.
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S
» buffer —buffer to store the version string
* size -size of the buffer
Bl
* > (: the real length of the version string
* others : fail

bool at_fatfs_mount (void)
Mount FATFES partition.

1 if you want to use FATFS, you should enable “AT FS command support” in menuconfig first.

% T esp-at uses a fixed partition for the filesystem, which defined in esp-
at/module_config/$your_module_config/at_customize.csv, and uses a fixed mount point “/fatfs” .

£41:: when using FATFS, you should call this function to mount the partition first, and call at_fatfs_unmount()
to unmount the partition when you don’ t need it.

S|
* true : succeed
* false : fail

bool at_fatfs_unmount (void)
Unmount FATFS partition.
P[]
e true : succeed
* false : fail

bool at_str_is_null (uint8_t *str)
Check if the string is NULL.

B
str —the string to be checked
Bl
* true : the string is NULL
* false : the string is not NULL

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

6.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name
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uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device

int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT
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Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)
callback when AT status changes

void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before entering light sleep

void (*pre_wakeup_callback)(void)
callback before waking up from light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

6.18.4 Macros

at_min (x,y)
at_max (X,y)

ESP_AT_ ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)
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ESP_AT_CMD_ERROR_NOT_FOUND_AT
Starting “AT” not found (or at, At or aT entered)

ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch

ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch

ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch

ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid

ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_ CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress

ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

6.18.5 Type Definitions

typedef int32_t (*at_read_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)
typedef int32_t (*fat_get_data_len_£fn_t)(void)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

6.18.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_ STATUS_NORMAL

Normal mode.Now mcu can send AT command
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enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmission mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP

enumerator AT_MIN_MODEM_SLEEP

enumerator AT_LIGHT_SLEEP

enumerator AT_MAX MODEM_SLEEP

enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:

enumerator ESP_AT_SUB_OK
OK

enumerator ESP_AT_SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT_SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA_ LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT_SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT_SUB_PARA_ NUM_MISMATCH

parameter number mismatch
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enumerator ESP_AT_SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_ PARSE_RESULT_OK

Successful

enumerator ESP_AT PARA_ PARSE_RESULT_ OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT_ RESULT_CODE_OK
13 OK b

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT_ RESULT_CODE_SEND_OK
“SEND OK”
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enumerator ESP_AT RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT_RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT RESULT_ CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT RESULT_CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

6.18.7 Header File

e components/at/include/esp_at.h

6.18.8 Functions

const char *esp_at_get_current_module_name (void)

get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)
get module name by index
uint32_t esp_at_get_module_id (void)
get current module id
void esp_at_set_module_id (uint32_tid)
Set current module id.
S8
id —[in] the module id to set
void esp_at_set_module_id_by_str (const char *buffer)
Get module id by module name.
ZH
buffer [in] pointer to a module name string
void esp_at_main_preprocess (void)
some workarounds for esp-at project
at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)
get storage mode of mfg parameters
Bl
at_mfg_params_storage_mode_t
void esp_at_ready_before (void)

Do some things before esp-at is ready.

41E: This function can be overridden with custom implementation. For example, you can override this
function to: a) execute some preset AT commands by calling at_exe_cmd() API. b) do some initializations by
calling APIs from esp-idf or esp-at.
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void esp_at_log_write (esp_log_level_t level, const char *tag, const char *format, ...)

Write message into the log.

This function is not intended to be used directly. Instead, use one of ESP_AT_LOGE, ESP_AT_LOGW,
ESP_AT_LOGI, ESP_AT_LOGD, ESP_AT_LOGYV macros.

This function or these macros should not be used from an interrupt.

esp_err_t esp_at_nvs_set_str (nvs_handle_t handle, const char *key, const char *value)

NVS operations for string and blob.

S

nvs_set_str,nvs_get_str,nvs_set_blob,nvs_get_blob

£41:: These functions can be overridden with custom implementations. For example: you can override these
functions to encrypt the data before writing to NVS (decrypt the data after reading from NVS).

esp_err_t esp_at_nvs_get_str (nvs_handle_t handle, const char *key, char *out_value, size_t *length)
esp_err_t esp_at_nvs_set_blob (nvs_handle_t handle, const char *key, const void *value, size_t length)
esp_err_t esp_at_nvs_get_blob (nvs_handle_t handle, const char *key, void *out_value, size_t *length)
void esp_at_yield_if_ idle_timeout (uint32_tidle_timeout_ms, uint32_t yield_ticks)

Yield the current task if the system has not recently executed the idle task.

This function measures the elapsed time since the last execution of the FreeRTOS idle hook. If that duration
exceeds the specified threshold, the current task voluntarily delays for a given number of RTOS ticks to allow
lower-priority tasks (including the idle task) to run.

This mechanism is intended to prevent long-running tasks from monopolizing the CPU under high workload
conditions (e.g., heavy RX traffic), which may otherwise trigger the task watchdog.

£571: This function must not be called from ISR context.

SH
¢ idle_timeout_ms —[in] Threshold in milliseconds. If the time since the last idle hook
execution exceeds this value, a yield is performed.
* yield_ticks —[in] Number of RTOS ticks to delay when yielding.

6.18.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

ESP_AT LOG_BUFFER_HEXDUMP (tag, buffer, buff_len, level)
Same to ESP_LOG_BUFFER_HEXDUMP, but only output when buffer is not NULL.

CONFIG_AT_ LOG_DEFAULT LEVEL
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ESP_AT_LOGE (tag, format, ...)

runtime macro to output logs at a specified level.

S
printf
S
* tag—tagof the log, which can be used to change the loglevel by esp_log_level_set
at runtime.
» format —format of the output log. See printf
* ... —variables to be replaced into the log. See print £

ESP_AT_LOGW (tag, format, ...)
ESP_AT_LOGI (tag, format, ...)
ESP_AT_LOGD (tag, format, ...)

ESP_AT_ LOGV (tag, format, ...)

6.18.10 Enumerations

enum at_mfg_ params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE
enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_PARTITION

6.19  fyifuf P v i R B

6.19.1 T4y

RIS (silence mode) i ESP-AT [ {Fi—Fh ik e Epet, M T4 AT B HE (RIAT B &% 2 il
MHE) 70, AEEWEEM. WEREM, R B R RN (B R SE 8T T P oy ek
AN AEIELRiUPNANY

o {Epython build.py menuconfig > Component config > AT J§432 N2 FIRNETN AT IfE.
o 2% MU IR ST RN SR A 7 v
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11 5 ARSI B I S AN B R L

FRRC e R
SN (BES T2 AT HE IS i 114 (esp-at.bin) FR/NVEIEIN, X0 fE
0), HEFFILAE SPEGE AT FELERS, RN

TACE AR 7 B R 3 XKD, AT 58504
FRW (miFRAKAE).
B ERES (BISE R BT E M (esp-atbin) YR AR & MR —LL AT i H &, I CON-

1), AHEFEILRCE INE TN FIG_LOG_DEFAULT_LEVEL Jit & 4%, M
T T AN S5 H A, X mim it
AT TIREAIMESE .
IR H E R

$ ./build.py build
(more lines of build ESP-AT)

Generated /path/to/esp-at/build/esp-at.bin
[836/838] cd /path/to/esp-at/build/esp-at.bin
FAILED: esp-idf/esptool_py/CMakeFiles/app_check_size
cd /path/to/esp-at/build/esp-idf/esptool_py && [...]/bin/python /path/to/esp-at/
—esp-idf/components/partition_table/check_sizes.py —--offset 0x8000 partition —-—
—type app /path/to/esp-at/build/partition_table/partition-table.bin /path/to/esp-
—at/build/esp-at.bin
Error: app partition is too small for binary esp-at.bin size 0x135ae0:

— Part 'ota_0' 0/16 @ 0xd0000 size 0x130000 (overflow 0x5ae0)
ninja: build stopped: subcommand failed.

6.19.2 PlEE
o JEH B B
— KHi%i% ESP-AT 142

TEEE = AL & silence mode JyNo (E( Yes) k&M (HUgH) #HEE.

— I W %% ESP-AT T.42
TEPATEE 5.3 B IRACH M, &K esp-at/.github/workflows/build_template_esp32¢2.yml 344 H
silence_mode IfH, FJeHEEE NG B0, 2P, NRER:

— name: Configure prerequisites
run: |
# set module information
silence_mode=1
mkdir build
echo -e "{\"platform\": \"PLATFORM_ESP32C2\", \"module\": \"S${{ inputs.
—module_name }}\", \"silence\": $ }" > build/module_info.json

. i%“‘{i‘éﬁi%ﬁi‘ﬂ’ﬂ AT FPFBEREBAL L, SRIGHATAT+GMR fiy4, BTN E T e 5
S .
— ASYE A EER, AT+GMR iy Wiy AL s—, -

AT+GMR
AT version:3.5.0.0-dev (s—88bdead...

(more lines of version information)

OK

- AR EEE, AT+GMR iy Wiy Ao s—, filln:
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AT+GMR
AT version:3.5.0.0-dev (88bdead. ..

(more lines of version information)

OK

6.20 M % AT i H &

SR TAE T AR R F AR E. 4 T 3R & R T ESP-AT Dhfhy G (58, i @it
ESP-AT 42, {45 = At T8 HHF silence mode Jy No. 7E45 b HUE TR, ARARGSIGSEBR L,
EEXHHER R H AR

o AT Wi-Fi 1481844,
o AT W 431 g iBiX
e AT BLE zh #1845,
o AT 3£1 Ty 48K
o PIX T B

AR H &, FMAT B &% 0 fl), R e SO, A4 fiih 0SS v TX GPIO &,
N THARZE N HE.

feik: R H SRS, HR s R, AR A SR TR, PR X R
Bbpy SR . kDR Gk, SR BUSCH I task wdt S0 P,

JE A H AR R E TG, BN 3, T RE S BRI R, R, W PATE python build.py
menuconfig > Component config>AT JE N AFETR AT If ﬂéijﬁlj\lﬁ]ﬁ:jvj\o

6.20.1 AT Wi-Fi Jjiig ik

« ATV AR BLE DATE R Wi-Fi % Ui05e HH4ictis H 25

-

Component config > Log > Log Level > Default log verbosity > Info (EE Info.
<N EER)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi_
—statistics

Component config > AT > Enable ESP-AT Debug > Periodically dump Wi-Fi_
—statistics > The interval of dumping Wi-Fi statistics (ms)

ETPAR A BC B AT Wi-Fi 52 Had AR i H A

(

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Supplicant > Print debug messages from WPA Supplicant

ik e HAER, GnTREiBE] Wi-Fi R, BE8SGES% Wi-F EREAH.

6.20.2 AT M4 hiigiik
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e TCP iBiX
UDP X

SSL 183X
ICMP 33X
IwIP R #5381,

TCP ik

Y TCP s BT TCP 9B (40 SSL. HTTP. MQTT, WebSocket %) ffyffth (TX) fi
ﬂ%)\ RX) Ftfitl, W8PV, & H /uﬁPﬁﬂEﬂ TCP (5B, 45 IP BKE.
TCP ¥ K J3 . TCP J55. TCP #iA 'S . TCP Jiut 1. HARNS 1A TCP #R7& {7 (TCP flags).
Hrf TCP AR {42 CWR(128). ECN(64). Urgent(32). Ack(16). Push(8). Reset(d). SYN(2)
F1FIN(1) [ R A

s N

Component config > Log > Log Level > Default log verbosity > Info (EEH
—~Info D\ E% %)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the TCP packet debug messages

Component config > AT > Enable ESP-AT Debug > Enable Network Debug >.
—Enable the TCP packet debug messages > Specify the list of TCP port.
—numbers to monitor > 0

UDP ik,

B2 UDP 83T UDP (1 H8 (41 DHCP. DNS. SNTP. mDNS £8) [{f&H (TX) FilfE A
(RX) B, B ARECE, AR H SRS FTE UDP $dE s 8, HphaffIP Bk
BEL YR . H ARG DA UDP 30K B2

Component config > Log > Log Level > Default log verbosity > Info (Ei_
~Info W L% %)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >._
—Enable the UDP packet debug messages

Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the UDP packet debug messages > Specify the list of outgoing UDP.
— (UDP TX) port numbers to monitor

Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the UDP packet debug messages > Specify the list of incoming UDP.
— (UDP RX) port numbers to monitor

SSL Bk
AT PARS A BCEL AT SSL B REAY IR H 75

Component config > Log > Log Level > Default log verbosity > Verbose
Component config > mbedTLS > Enable mbedTLS debugging

Component config > mbedTLS > Enable mbedTLS debugging > Set mbedTLS_
—debugging level > Verbose

ICMP Jit

5T DA DA FE BEDATF S ICMP T (AT+PING) THA H 2 :
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Component config > Log > Log Level > Default log verbosity > Info (& .
~Info WLt %R)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Enable Network Debug
Component config > AT > Enable ESP-AT Debug > Enable Network Debug >_
—Enable the ICMP packet debug messages

IwIP 2% i

s A L E Sy ) H BT TG R R, W AFE R 42 Component  config
>LWIP >Enable LWIP Debug FREMEREIXECE .

6.20.3 AT BLE Yjigilit

o BETDAEIAEAT A &5 v BARWITEEE, AiiijEil BLE Bt
o SETDAS VAN BCE PAIF)R BLE DhRERY TR H &

Component config > Log > Log Level > Default log verbosity > Debug
Component config > Bluetooth > NimBLE Options > NimBLE Host log verbosity >_
—Debug logs

6.20.4 AT #Z11j5eiH0

o MIEABAEAT B &5 0 RIE| AT it TX kikgs MCU po%di T, Gl an ~icE.

-

Component config > Log > Log Level > Default log verbosity > Info (EE Info..

- EEFR)

Component config > AT > Enable ESP-AT Debug

Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.

MCU (AT —-——> MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data sent from AT to.
—MCU (AT —-—-—> MCU) > The maximum length of the data sent from AT to MCU to be.

—logged > 8192

o BEMEAEAT 7 &35 0 PIAT il RX B2 MCU Aok s, G man R e :

Component config > Log > Log Level > Default log verbosity > Info (EE Infoo
Component config > AT > Enable ESP-AT Debug
Component config > AT > Enable ESP-AT Debug > Logging the data received by AT_

—~from MCU (AT <-———- MCU)
Component config > AT > Enable ESP-AT Debug > Logging the data received by AT_
—from MCU (AT <-——- MCU) > The maximum length of the data received by AT from.

—MCU to be logged > 8192

L

6.20.5 PR B

2B 1: PR TCP 3B B % %R G

Yisk: ESP BUALAERATE N 115200 DAKHRURBFERSL T, fEh TCP % i 555 i gz T TCP
B, PEABERE, HREEIRS IR,

i e L R

o ESP-AT %% (TX) BB K S1 > S2 -> S3 -> S4 -> S5 > S6 -> S7 -> S8
o ESP-AT #: (RX) f9%i7i 0 RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1
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System
53 G0
AT Core ‘—RB|
Y
[ 3
G9
TCP/UDP - == = TCP/UDP
A
R4| 1S4
S2(|R2 i Remote Host S8| [R8
Y 1P
ST |
Medium = | sedium R5 S5
R1 Y
UART UART i \j
= a7 Link Interface 44—|i
Wi-Fi
SDIO SDIO L — (( )) S7 o
Socket Socket Ethenct R6 R7
Host MCU ESP-AT AP Internet
Pl 38: Fdiin

IR AT B BARS (RO, AT S0, 2. Wi-Fi %) hugssis s i, we% ol
FA AR, HERA A I T 40T

o XJT SI/RIL (B3 fF):
i AT MCU [1] ESP B4 &% 1R D8 (TX -> RX 463 ), PARAIA UART {5 215
EH . WMREISFH GEFEERIOVBIRE RAEIE ZK), Gk a gk, & 0L IR R 35 AR
1% . MCU f1 ESP (1) UART £ KK . AU s le Ba 1R . A3t A SR,

o T S2/R2 (AT B:2):
JE AT 3% 2 83X BLE I EHrgm it AT BfF. 2l snt, @dAT B & 2 fHtn H ER A RX
() M TX (&%) BdERGIER . WRAEIEESR, WA R 2SS . &g
WiAk AT 5| KI5, 57E esp-at/issues $23Z issue.

« X S3/R3 (AT PEpIbEE):
o PR TE.

o T S4-S5/R4-R5 (M4 )2):
JEHTCP AKX BLE I B gmie AT BfE. ZWseht, @idAT 8 3% 2 it H &5 LwiP 2
LR SR IER . R LIRS, AE esp-at/issues $£3¢ issue,

o X S6/R6 (Wi-Fi |2 ):
JetH Wi-Fi ifX B &I E R gmie AT B4, Zigsnt, 2% 5k Wireshark (i H 5 R ik 2 4k
Patd, HEGAT B %2 ) HESH Wi-Fi 280G 2B IR RN R 8 7E Wi-Fi 2,
T TE esp-at/issues $£ %2 issue; 7 [ @VE F Mk 5525w, 16 HATHES .

Bl 2: BEIA BLE &+, il i

Y5t ESP R BLE % i 5 AL L@ 7. BLE BEREFINTIT 4% .
o FrIEAEVRIK BLE WioTg Y, eSSy, IURAT 7 &3 v g0l 0 G T i, BRG]
REAL A TR ARG, X U RS2 BLE @Y, IF3F AT $5h . mfl:

[Disconnect reason = 0x13 }

o P AHEIA BLE I, RUBAT BLE it JARCE, JEAVE AT (M5, 76 55
H:J‘a {TJRBXAT 5] ,é}j{%ﬂ iﬁiﬁa%‘#ﬁi‘ﬁﬂfo
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Ik
WRBES 2 =T P s -G W E ) AT ay S MBEEA LMK, WA Rl ST,
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Chapter 8

AT FAQ

o AT [F 4
- RGP B A A e B, defTRIRGE R o4 B4 ¢
— 4ofTIR I AT B4R 25 ¢
- BWM L E 0y AT B 4ol T3 2
— dof kA ESP-AT %i% d1 £ by PR R bin XA 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3%5F busy = H 45 A ¢
- AT Aft, Lo BB AN GLEARER TENEL, AHAY
- ERFARL LA BRIN AT Bl B0 b A TR G S AR R R T 46 34
— I MCU % ESP32-C2 % %% AT %45 RiAw |, A4 RAE 2
— Wi-Fi w7+ (3T¥P WIFI DISCONNECT) = At 4 %
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
- R EH AT 455 T 2 = VARG R = T 1) 2
- AT G5 R T TR BRI E T R hF 2
= G ZAFARL I B R R IFAL T VA LB B Ao thyiF ESP-AT TA2 5 X dFa9 4 ¢
— AT A P F 5k F 45 ho T 4L 32 2
— AT A B 2 4 BT B TSP 2 (BRIN: 115200)
— ESP32-C2 4 ) AT 4 it N EHEX,, 4o RFEIE0GH ST, ESP32-C2 6% 45 i A0 L 09 4R
T8¢
- IR E T E P 35t T1% 8 notify = indicate 5% ¢
o EAF
- ETRRB Loy AT B2 KSR flash % K 2
- AT Bt & & error log ¢
— AT j& ESP32-C2 #340 k0% UARTI i@ 12 % Wrl5 ESP32-C2 ¥240.84 datasheet 2£iN UARTI 6 B 7~
—3?
o AR
— AT Wi-Fi i 35360F % 00 2
— ESP-AT Bl TCP £ F 0 K2 T 7T vAIS IR ?
— ESP32-C2 AT Bvk -z 4o fTiiX AL ¢
— 4o fTI5 7 ESP32-C2 AT %1k TCP 3 4B R R K T 040 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-C2 AT 4ef735 % TLS ¥ A ¢
AT Bl fT15 7k TCP 354 2
ESP32-C2 AT ¥ 3% PPPv%?
AT 4o fTiE A8 iRK B & 2
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— AT 354 4ot 53 HTTP 17 & 4215 T hig ¢

8.1 AT |1

8.1.1  FeRyBA BT i S AR REIAE, Il 3R BGE A B 7

UIRAT B #5570 T BRI C I, T 2% AR 1e% -

o [ A [ (2 PRS2 R [ (ST ESP-AT BV 1 2 57 )
o BF: KIZEMAP XA 0y AT B 2,

8.1.2  nAiHL AT [SIPEJERS ?

esp-at i H AR S A 135 2 1) 20 5 T2 UFE DU A3 e P 4 o TR %O FE (10T esp-at/
components/at/lib/ H3E'F) ZHEM, JToHEH.

8.1.3 P LscE My AT WlfEanfl B 7

* Jg5k Windows Flash N2 T.H., 1404550 25 Flash "~k THH 488
o BESRHINEIE S HAT T #dsd .

8.1.4 ey ESP-AT 4k il RGBT bin 3044 7

THT WA AR B A S gridt e i 2R, 32 B A T 2MB/4AMB K]
B bin 34, {VF build/factory H3®F.

8.1.5 B4l " AT R M Frimdss ?

o BRALCRRREF L, (RO A SRR -
o MTREIFEERLE, AT AL A O v AT+ UART_CUR 53 AT+ UART_DEF #HATIEEL.
« BAFEASF

8.2 AT &y Wi
8.2.1 AT #&/5 busy &l 25 ?

o $EUR “busy” FIRIEFEALPRFI—kn4, JCIEMIN S HHA . FoA AT e s 2 bk, XN
WPESERT— A5, A RBIEICT —4m 2
o YWHEZROATTEFZFMAR, REMEIER “busy” 3 “ERROR”, BT DHIA, B9
INHZ A HIA
- O A AT+GMR (##174F CR LF) (ZH84F), BT AT+GMR (##174F CR LF) ©. 4@ — 45
AT 38T, REXPITIZG L. HWHHNR RS 0H AR 588 AT+GMR #:4E, Bl 15T
SR, OIS, REHR “busy”. HUIRE R RG LM T AT+GMR
1B, FRUREISTHZSHERT, SRR —RMiRN ML, REHR “ERROR”,
— MCU %% AT+CIPSEND J55, W% busy p.. i, MCU FFEHEH A L8838, 4 busy p.. 05
£—%§ﬁ‘ﬁé\ﬂi7ﬁi‘ﬁﬁ, YHHATCR . IS AT b—Z&ar M )5, MCU FLE 8 A% fir
o
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8.2.2 AT Hilff, EWRRES AL FHifEe, bt ?

ERR CODE:0x010b0000
busy p...

s WHEEARRMRE” EELAH E—Fmd7.

o LT A& R busy p-”, {278 ERR CODE 2 [T IT 1 8 R AU SRR .

o AR RS AR R ] TIX MR EE, PTRERIRIRLZ XA e 2 IR
T AT ST, SFELERIR T A E A AT 65

8.2.3 AEAFIEAL LB AT [ F SRR iy 4, DLRWIBRE fiy 4 AWIBAS R A I 465 52
7

o ASRGAE TR ESP-AT FEA FIREAL EBOA B (FAR SRR i -, ST DASHESP-AT |+ 2 7%
o AREREEREA G O M ICATT I 3R, ARSI IA BB TR 8, 5P PAS % release

notes,

8.24 1 MCU 4y ESP32-C2 &35k AT 2B, sttt 25K 7

4 MCU % ESP32-C2 5 %1% AT iy 0 R SR INATAAF 5, (BT PS4 7 AT,
W5 RLibE AT B2 FRERAS.

8.2.5 Wi-Fi liJF (JTEl WIFI DISCONNECT) & hfl2 ?

B DUAEAT B & 3% v & F 2 Wi-Fi W 09 J8 [, 5 & 7 B “wifi disconnected,
re:i<reason_code>” . AL <reason_code> {5 : Wi-Fi JEFEA,

8.2.6 Wi-Fi & Wik 3fe 25 Pk ) A mik e ?

* AMPDU S5 1) 8
- WEREEH AR A R AMPDU, JIf4 ESP32-C2 XAEAIER A8 3¢ B, HZh ] AMPDU JifE.
— QSRR g H AMPDU, {H 2%t #3511 ESP32-C2 2 [H] 1) AMPDU 1L 1A e Zs s, i
2BV A 4R AMPDU YjREE % ESP32-C2 [¥) AMPDU Ljjfig. R #EZ4EE ] ESP32-C2
i) AMPDU Tjfig, 1§ HiT% 1% ESP-AT T42, {E55 TP E TS Bk
* 2 Component config->Wi-Fi->WiFi AMPDU TX
+ 25 Component config->Wi-Fi ->WiFi AMPDU RX
« phy mode 3675 PE I, 1K th 851 ESP32-C2  [f]1) phy mode 7775371k 1A, 5 2 A Y]
e % i g8 19 phy mode 5 % ESP32-C2 [#J phy mode. #iI % #3524 # ESP32-C2 () phy mode, 5%
# AT+CWSTAPROTO 5%«

8.2.7 ESP-AT W4 &M%+ ESP-WIFI-MESH ?

ESP-AT 2474 37+ ESP-WIFI-MESH,

8.2.8 JEMAT AT fiv A JEHZ I T 2 VA B W iR 27 il ?

LA AT B, "IZH LT R6):

o TR N HZ%: AT+MQTT aliyun,
s BBR= VS AT+MQTT QCloud,
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8.2.9 AT an At Ml UL BRI RG I R H h4 ?

[ PA. ESP32-C2 [ Wi-Fi F1 Bluetooth LE 3t K2k, W] {#i HJ AT+RFPOWER 14 & .
8.2.10  Zyifuf 37 Ky AR BR I\ [SEAS S HrAH o DLAE AL ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIINTE ESP32-C2 R 51 SCRp R WPA2 AV 0 % i £ DI R , 759w 1% I 7E menuconfig FF T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

8.2.11 AT i AP ossk A 4bae ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

8.2.12 AT anAvbf L e Ml DU 7 (BRIN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

8.2.13 ESP32-C2 il AT ap A AEBIA, WREZIIRIWIF, ESP32-C2 fEi
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

8.2.14 (IRIFEEE ST % 4 % v £ G notify 1 indicate JjfiE ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0,3,6,1,2

>

// BARAL 0x01 B 0x00 (W EEF A hex # KX EF MWIE A 0100)
OK

// server: +WRITE:0,1,6
AT+BLEGATTCWR=0, 3,7, 1, 2
>

/] EARAL 0x02 B AL 0x00 (MR EF A hex # X5 ##E 3 2 0200)
OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>

// B ccc £ server F P KX i notify F indicate H ] 3% &

,1,2,<0x01>,<0x00>
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8.3 ffift:
8.3.1 AEARFIKIAL iy AT [5PFSERE ) flash 2K 7

* AT ESP32-C2 RIMIH, Gn]LASHESP-AT B 1+ £ 7%

8.3.2 AT [ infu#5% error log ?

» ESP32-C2 ¥£ download port £ error log, ZkiA UARTO 25 GPIO21. GPIO20.
o T AS st ik 4k

8.3.3 AT 1¥ ESP32-C2 Eig] -1y UART1 {3455 ESP32-C2 [i41 (1) datasheet 2R\
UART1 & HA—5% ?
o ESP32-C2 37 #F 10 Hi[EAE ¥, FE 41 ESP-AT (¥ {5, W DAFE menuconfig HH i 1o 25 4 i B 15 vl

UART! (45 IR B, i DAL 25 HE BRI datasheet 45 1A —EL 1 0L«
o EIHENS ] PAZ 5] factory_param_data.csv,

8.4 ‘Phie
8.4.1 AT Wi-Fi %4t 2/ ?
« FEWAEHRT, AT Wi-Fi SEZREN SN 5 B (HAESKEREEA o, Wi-Fi JE322 6 (LT i e 2

PERE, PISGEREE, BURKLIERESFZ AT,
o APAIETAT+CWIAP 1) <jap_timeout> 241, R E iR JOHIN IR 1] .

8.4.2 ESP-AT [hilfF TCP ik 1 /bl DI g ?

o TCP Jiktd N 4\ JeykiEd fr B0k, T ZEELE M gnik ESP-AT TREAE B i [ 14
o T PAE H L & menuconfig Z:4{, Component config > LWIP > TCP >Default send buffer
size,

8.4.3 ESP32-C2 AT £ & dnfol ik e fR AL ?

o AT Znt BN 28 % , HBUEH esp-df iy iperf ROHATI (i AT MR, W6
BEIra, PR RREN 1460 FHTES K% ) .
o ERHAR TR AR, 0] DA% o T2 3 ESP-AT ok bt gt HALFI .

8.4.4 lnfnffzi ESP32-C2 AT BRi\ TCP HctiBede K itk % ?
BRINIEOLR, AT ¥ TCP %l Br s A% i RIRECH 6 k. F8n] DAE R AT 77 B i & TCP 4%
B A R (BUETERE D [3-12]):
* WSH R iF ESP-AT T42 SURY B AT401¢ AT [, EHTP Y, EHE Maxinun

number of retransmissions of data segments:

python build.py menuconfig > Component config > LWIP > TCP > Maximum.
—number of retransmissions of data segments

« WBH M T 4k ESP-AT 142 SCRY H AT 1R AT {4, FE55 05 =/, B
CONFIG_LWIP_TCP_MAXRTX [ .
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8.5 IAih
8.5.1 IRZL N vl DLl WRee £ 1ok f4hm AT tn 4 7

o ESP32-C2 7 #; UART. SPI #1315,

o AT BRI 200 UART $2 1R, P an 752l i SDIO s # SPI 2 11 #4738
5, PIAET ESP-AT BLEZmis, TEIHIHE W% 54T 4.

o WZURIE S il AT SDIO #2111, {fif] AT SPI#:11 , =X ] AT EHF#1 .

8.5.2 ESP32-C2 AT W45 TLS BpillJiiAs ?

9% 1%k ESP-AT T #£m}, W PAFE ./build.py menuconfig > Component config >
mbedTLS H3g N, W AKFATEEM A KA RE .

8.5.3 AT WlfFanfl & TCP &% ?

* HAl AT BIARR TCP FoRIERECH S.
* ESP32-C2 AT f R 3 HF 16 A~ TCP 42, W PAYE menuconfig HHgEATHCE., BLE AT
./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

8.5.4 ESP32-C2 AT 2}y PPP j?

* A3, P27 pppos_client /B AFTEIL.

8.5.5 AT mfuffieiitiH & ?

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§€ Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAH LR 2) log SEH I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥} H{&k

ALER A5 log %64k 3 Debug.,

8.5.6 AT R4 a8l HTTP Witk Jyie ?

o HHl AT 83 Ah 7 i
- i@l HTTP ) Range %Exi‘ TR EPELE, B S% AT+ HTTPCHEAD 1) .
— AIPAM#EH AT TCP £%5454 H 7475 HTTP GET 153K . FEESP32-C2 % & 38 Bk sh 42 X F
89 B A FHE T ) WIS 6 iﬁﬂl% 7208, Whn—%: B AT+CIPSEND i 4 Kk 125 H
T35 %) HTTP GET >R 25 R 55 o B o] o FERE sl o=, X MRS im 3k B HTTP
GET 5 >KEdl , MCU 75 2t F 8 & AT+CIPRECVDATA iy 4 RSB Se 54, DA e R AR
25 AL R R B T S 3 MCU 3 JC3E S B A B A5 100
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Index of Abbreviations

A2DP
Advanced Audio Distribution Profile
FLE Y B
ADC
Analog-to-Digital Converter
BRI ety
ALPN
Application Layer Protocol Negotiation
I 2 SRR
AT
AT stands for “attention” .
AT J2 attention [H4EE .
AT command port
The port that is used to send AT commands and receive responses. More details are in the AT port introduction.
AT &g
WHRR AT fr 11, T AL AT fr o HHEIR Y AR 1 . B2 NHESHAT 50 .
AT log port
The port that is used to output log. More details are in the AT port introduction.
AT H&%hgH
WHEN AT HAED, T4 AT HERmH . EEZNEIHSHAT 350,
AT port
AT port is the general name of AT log port (that is used to output log) and AT command port (that is used to
send AT commands and receive responses). Please refer to #% #41% 4 for default AT port pins and 4={Ti% &
AT 3% 2 % jép for how to customize them.
AT il
AT S 52 AT Hisn o BTl Hi&) FAT st (T 50k AT Gr o FHEIOREL) ) SR,
HSH R EE TRIGAN AT 35 VSR, 2% 4efTiRE AT 3% 045 R T REMIT 8 AT i 1155
.
Bluetooth LE
Bluetooth Low Energy
R IhAEHEF
BluFi
Wi-Fi network configuration function via Bluetooth channel
BluFi 2 — T @ i ) Wi-Fi [ 25150 B ) g
Command Mode
Default operating mode of AT. In the command mode, any character received by the AT command port will
be treated as an AT command, and AT returns the command execution result to the AT command port. AT
enters Data Mode from Command Mode in the following cases.

» After sending the AT+CIPSEND set command successfully and returns >.
 After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
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» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+ RST command
and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
[
AT BBOA TAERE . FEAr OB, AT iy i DR AR P AP 224 1 AT iy S uEFT AL BE,
[l AT S7EfrAuE 02 GO HAT4 R . AT FE ISR T, S 41X PEAZIER X

* RIRAT+CIPSEND BE M2 ), K > 25

* KIKAT+CIPSEND AT, I > 2 5

o KIKAT+CIPSENDL % B4, ME > 25

* RIRAT+CIPSENDEX BG4I, P& >2 )5

o RiKAT+SAVETRANSLINK % 'E 43, K% (AT+RST) 4, HAHEPZ G
R, Kk +++ e, SMNHIERX B, HEAG X

Data Mode

In the data mode, any character received by the AT command port will be treated as data (except for special
+++) instead of the AT command, and these data will be sent to the opposite end without modification. AT
enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

¢ After sending the AT+CIPSEND execute command successfully and returns >.

» After sending the AT+CIPSENDL set command successfully and returns >.

» After sending the AT+CIPSENDEX set command successfully and returns >.

» After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command

and restart the module.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BhhigeX

TERARRUT , AT i DRI AR FAFR 2 BeU R (B TRIRI+++), TR AT @i,
DR 2 TS AL X . AT AE FAIE LT, 2GS A8X BEASE IR X .

» RIEAT+CIPSEND V&4 M, Pk >2 )5
* KIRAT+CIPSEND PATan W, W > 25
o KiRAT+CIPSENDL X &4y, ME >2)5
o RiEAT+CIPSENDEX &AW, ME >2)5
o RIEAT+SAVETRANSLINK % B S Y, HAEAT+RST s, BHERZ G
R, Kik+++ i, SMBIEIEX BRI, FEAG S
DHCP
Dynamic Host Configuration Protocol
B FEHUBCE Y
DNS
Domain Name System
W4 25
DTIM
Delivery Traffic Indication Map
FIE SR A% i i 7R RSB
GATTC
Generic Attributes client
GATT % i
GATTS
Generic Attributes server
GATT k%48
HID
Human Interface Device
ML 7%
12C
Inter-Integrated Circuit
AR R B
ICMP
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LwIP

LWT

MAC

mDNS

Intemet Control Message Protocol

RIS 19 2 Al 41 SC PR

A Lightweight TCP/IP stack
—NME G TCP/IP Hpisl Rk

Last Will and Testament
o

Media Access Control
MAC Hbht

Multicast Domain Name System

Z 1% DNS

manufacturing nvs

MSB

MTU

NVS

Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private keys, GATTS
data, module information, Wi-Fi configurations, UART configurations, etc. The default values of these con-
figurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin file and
downloaded to the flash at the address defined in at_customize.csv.

—/INiE )T E 7 NVS. manufacturing nvs H7Efig 7 AT [EIEBRAA BT I 29 FTFA IS . FA%H . GATTS
BdE. BiH(EE . Wi-Fi il . UART FCE4SE. XUERLEF R, BROIAELE raw_data B, AT
mfg_nvs.bin, BEFH| at_customize.csv F5E LI E .

Most Significant Bit
SR SR EIA
maximum transmission unit

S YN L

Non-Volatile Storage

AT KA &

Normal Transmission Mode

Default Transmission Mode

In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.

During a normal transmission, if the connection breaks, ESP32-C2 will give a prompt and will not attempt to
reconnect.

More details are in Transmission Mode Shift Diagram.

b X

OWE

BNINEZ R

TE BT, WP AR IR AT 652, BN, WP e LAE AT+CIPSEND fin %, &i% AT fiy
A R MCU Bis s (& 4kt . AL Bt s 8] e, 2ilid AT 411k 45 MCU,  [F] B}
27 +IPD {5 2.

Tl R, AR, ESP32-C2 A EiE, H4/R IR

WL A 557 Transmission Mode Shift Diagram.,

Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.

More details are in Wikipedia.

Pl Iegmss. OWE &—Fh Wi-Fi b, B ORAEx i i Z (B Rl 5 32 2O/, A a2 HoAth i
(IS o

WENAIWSH e AR

Passthrough Mode

Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
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received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.

During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C2 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C2 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.

More details are in Transmission Mode Shift Diagram.

ALV

WK L RN .

TEEEREUY, HPARKERE AT s, B TR +++ 1%, AT frd HCEI BT A 1) MCU
%%TE%M%%%E&%, 3 B A i Yo ity /\Af??ﬁﬂﬁﬁﬁqﬁlﬂ HEE oI AT dp s 0 JoiE s, &0
# MCU,

Wi-Fi i R, QRN , ESP32-C2 /% Fimhy, S Es i iE, it i
A+++ BH#E, WHEILEE; ESP32-C2 /R ARSI, 23 AR R By IS T fr i 142, i ep
iﬂiim/\+++ BH#EE .

WL A 11557 Transmission Mode Shift Diagram.,

Transmlssmn Mode Shift Diagram

]
AT+SAVETRANSLINK=1],..] :
AT+RST |

e e e e e — — — — — — — ——— ———— —— — — ——  ——  — ——  — — —— ——— —————

I 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (<58 1% 5 12 X))
e Passthrough Receiving Mode (i% 15 3£l 4% X))
* Passthrough Mode (:% &2 X))
e AT+CIPMODE
o AT+CIPSEND
o 44+
« AT+SAVETRANSLINK

Passthrough Receiving Mode

The temporary mode between Normal Transmission Mode and Passthrough Mode.

In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.

EA OB

TEG @ 2 4 A2 X T AR X Z [ — I A
TEEAARNUE, AT AR AR AR E (it i AT AT LA B (S it Kol , Jiad AT iy
A O BRI %4 MCU., 8 £ /14313452 Transmission Mode Shift Diagram .

PBC
Push Button Configuration
A

PCI Authentication
Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication modes except
OPEN and WEP.
PCIIAGIE, 7E ESP-AT TAEH {512k OPEN Al WEP PASMY) Wi-Fi IAUEAE.

PKI
A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
RITEGIERER . AT %%%ﬁtﬂiix (PKI) 22— mfEfE. 1F. 5%, FHECK S hifed
B EERIZEAE , HHMWAETAE . 8. 0. . A R e IE 1.
WENGHESH A ’sﬂ%ﬁﬁiuo

PLCP
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PMF

PSK

PWM

RTC

SMP

SNI

SNTP

SPI

SPP

SSL

Physical Layer Convergence Procedure

PLCP 3%, BIELIR &R X

protected management frame

SEARIPR A PR

Pre-shared Key
P

Pulse-Width Modulation
kv 5 B

Quality of Service

e 55 o

Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.

SRS, A SoC Hg— AL, FEAEATE A RIRHRREREIN PR FF T A

Security Manager Protocol

LA PN

Server Name Indication

55 A 2 R AR 7R

Simple Network Time Protocol

i B Do 25 B ] BApAL

Serial Peripheral Interface
AT D

Serial Port Profile

SPP 8%, B FHf

Secure Sockets Layer

SSL M, RiZe4=E iy il

system message
Data sent via AT command port to MCU. Each system message usually ends with \r\n. Detailed system

message descriptions are available at AT Messages.

AT fip% HAAE MCU 10%idis . B4 RGN BB R DA \r\n 5. T RGN B UL HIILAT % &

TLS

URC

UTC

UUID

WEP

WPA

Transport Layer Security

TLS i, RIf& )= 2t

Unsolicited Result Code
R RN, —BCABLIZH 25 MCU (15 MR 1]

Coordinated Universal Time

A T S

universally unique identifier

A ] LA B

Wired-Equivalent Privacy
WEP #7530, R 250

Wi-Fi Protected Access
Wi-Fi {ii71177])
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WPA2
Wi-Fi Protected Access II
Wi-Fi {479 1) 11

WPS
Wi-Fi Protected Setup
Wi-Fi {5 S
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Tl

SRR ) ESP-AT 75 (I1F) . N TR AN AT S (RIEE) BN Z4r. Sk HAF G
A AN TR, AERSTERI PAE R AT S CRRIE) i v 5 SRR Y 45 I %
FAE RS, W GRS AT SR ORI, SRR R T X e 455K

10.1  p g5k
AJr%E CREIE) IR, PR ARSI T RO, (BT B e R 1T 3 T

REERNE, EJUERTAITR REE) AR &0, e ECrENgE, #rae e
TSR IE o

10.2 %5tk

HTROREB A, ME—FHIEOR. 7 RaltbeiE i iy, ATRESEGRA MR, W6 H O™ s
FHR ML, FHFREARTR RE) B AL .

10.3  JIRS5E5FHE i 2 i

DX ST A AT TR, WAREARTRIERSE TS, TEIMG, IEBTRE, 85 0fE X T gt
AT iger, o R R 55 1 A8 30 3 B0 3 4

104 JogkJi R s

TodkD5 o Z AR P, HIEUE (A 2. B4 E A B MM P56, RIEFEFE OTA ML A i
FERBUN RIS, IR RERR N P BRI H AR Ml SR e mE iR B AT A

10.5  fdE P BRI

MPARRREATT S (RECE) T ARETE Sl e O AR g . P R A % (R
WEF) BT A TR A ARE L, A AR R ARE AT % (R W7 R AR SR 55T
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10.6  TAERR

XTHFEMATTSR (AREF) R, B, SR RS E (B EARRTEdE £k .
ARSI 55 HWraE ), A RIAEMTSEAE, R C R AT R A i 3

10.7 S5 =Ji R AFRIBAR

AIrGE (RRIE) ATAEE &S =IO A FEBAR , B FDXT I 2L 35 =7 A F B AR & A A AN R
HITE )RR SR =07 BV AT HIMSCRIGE ] 26

10.8 Bt

M PAE AT S ORI R g B2 i P B AT ST IR R o R0 PR i 25 Sk st
5 R AT R AR IH BT

10.9 A 9 3 L i

AIrG (ARBE) SAEIEA TSR S AR Bt , 3 BT RERARES, AT ATE AL

10.10 5 WIS

AT RS A E MR, A ST

10.11 W)y oiit

5i 2RO PHABEL I U E S A R ARl RS S B RS, 7R T PRI
SR B AR S A !
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> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
‘% NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] S++

SEEEEEEEERERRR
.....-.-.----“

K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o

. Vﬂﬁ TCP/IP SR AN 2% o

RE 5 i b g A 21 W U A2 BR A B ML 5 o
. EHLXT fir 44 [ 5. 5 T AT
o PRI HE AT i34

11.1  3:Aih Espressif ¥4 iR

BT ESP-AT Z4b, REEDRIRUL T HABER TS, DA A B RINTK

 ESP-Hosted Jj &1 ffi /R 55 R 50 FVEMANT FHL RS M L 5 VML BERR - ARiF EAL s (T
Linux 7 247 58 fcdas i 48 MCU) @3 FR7ER2 10 (40 SPI, SDIO 5% UART) 7%/l Wi-Fi #1 Bluetooth/BLE
IhEE. NI W ESP-Hosted GitHub,

* ESP-IoT-Bridge Jj & 24X} IoT [ 35 50 T B4 N 254 11 2 (Rl %42 5 {5, 40 SPI. SDIO,
USB. Wi-Fi, PAKRSEMZ5HE: 1, FEiZff )y %, Bridge 45 ERT UK H B S a P2 4t E I ThRE,
MORTPAVE R AR AR 55 25 R Ak A7 i & . 1A WL ESP-10T-Bridge GitHub,
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— [ —  —

AT + CONNECT = CONTROL

B abcdef...

[OK]

/] 2: ESP-AT fir4

IR Ty ST AN F A AR GEAA A I TEoR o X T A BEAE AR UTC RS I T4k AT [ ASME AT
Fr, AT ARREE L5 RE T RIAR L H AR B A E AT R

* genindex
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A

A2DP, 399

ADC, 399

ALPN, 399

AT, 399

AT command port, 399

AT log port, 399

AT port, 399

AT 430,399

AT HE# 0,399

AT 3% H, 399

AT_BUFFER_ON_STACK_SIZE (C macro) ,383

at_fatfs_mount (C++ function) ,376

at_fatfs_unmount (C++ function) , 376

at_get_data_len_fn_t (C++ type) ,379

at_get_mfg_params_storage_mode (C++
function) , 382

at_handle_result_code (C++ function) ,
376

at_max (C macro) ,378

C

Command Mode, 399
CONFIG_AT_LOG_DEFAULT_LEVEL (C macro),
383

D

Data Mode, 400
DHCP, 400

DNS, 400

DTIM, 400

E

ESP_AT_CMD_ERROR_CMD_EXEC_FATIL (C
macro) , 379

ESP_AT_CMD_ERROR_CMD_OP_ERROR (C
macro) , 379

ESP_AT_CMD_ERROR_CMD_PROCESSING (C
macro) , 379

ESP_AT_CMD_ERROR_CMD_UNSUPPORT (C
macro) , 379

at_mfg_params_storage_mode_t::AT_PARAMSIN. MFGCNIYSERROR_NON_FINISH (C macro),

(C++ enumerator) ,384

378

at_mfg_params_storage_mode_t: :AT_PARAMSEIN FARIMY IERROR_NOT_FOUND_AT (C

(C++ enumerator) ,384

macro) , 378

at_mfg_params_storage_mode_t: :AT_PARAMSINONET CMD ERROR_OK (c macro) , 378

(C++ enumerator) ,384
at_mfg_params_storage_mode_t (C++
enum) , 384
at_min (C macro) ,378
at_read_data_fn_t (C++ type) , 379
at_sleep_mode_t::AT_DISABLE_SLEEP (C++
enumerator) , 380
at_sleep_mode_t::AT_LIGHT_SLEEP (C++
enumerator) , 380
at_sleep_mode_t::AT_MAX_MODEM_SLEEP
(C++ enumerator) ,380
at_sleep_mode_t::AT_MIN_MODEM_SLEEP
(C++ enumerator) , 380
at_sleep_mode_t::AT_SLEEP_MAX (C++
enumerator) , 380
at_sleep_mode_t (C++ enum) , 380
at_str_is_null (C++ function) ,376
at_write_data_fn_t (C++ type) ,379

B

Bluetooth LE, 399
BluFi, 399

ESP_AT_CMD_ERROR_PARA_INVALID (C
macro) , 379
ESP_AT_CMD_ERROR_PARA_LENGTH (C macro)
,379
ESP_AT_CMD_ERROR_PARA_NUM(C macro), 379
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (C
macro) , 379
ESP_AT_CMD_ERROR_PARA_TYPE (C macro) ,
379
esp_at_cmd_struct::at_cmdName (C++
member) , 376
esp_at_cmd_struct:
member) , 377
esp_at_cmd_struct:
member) , 377
esp_at_cmd_struct:
member) , 377
esp_at_cmd_struct:
member) , 376
esp_at_cmd_struct (C++ struct) ,376
esp_at_custom_ble_ops_regist (C++
function) , 373

tat_exeCmd (C++
rat_gqueryCmd (C++
rat_setupCmd (C++

tat_testCmd (C++
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esp_at_custom_ble_ops_struct:

?C++ member) , 378

esp_at_custom_ble_ops_struct

(C++ member) , 378

esp_at_custom_ble_ops_struct:

(C++ member) ,378

esp_at_custom_ble_ops_struct

struct) , 377

esp_at_custom_cmd_array_regist (C++

function) , 373

esp_at_custom_cmd_line_terminator_get

(c++ function) ,375

esp_at_custom_cmd_line_terminator_set
(C++ function) ,374
esp_at_custom_net_ops_regist

function),373
esp_at__
(C++ member) ,377

esp_at_custom_net_ops_struct

(C++ member) , 377
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