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Chapter 1

Get Started

This document is intended to help you set up the software development environment for the hardware based on the
ESP32 chip by Espressif. After that, a simple example will show you how to use ESP-IDF (Espressif [oT Development
Framework) for menu configuration, then for building and flashing firmware onto an ESP32 board.

Note: This is documentation for branch release/v4. 2 of ESP-IDF. Other ESP-IDF Versions are also available.

1.1 Introduction

ESP32 is a system on a chip that integrates the following features:

* Wi-Fi (2.4 GHz band)

* Bluetooth

* Dual high performance cores

e Ultra Low Power co-processor
e Multiple peripherals

Powered by 40 nm technology, ESP32 provides a robust, highly integrated platform, which helps meet the continuous
demands for efficient power usage, compact design, security, high performance, and reliability.

Espressif provides basic hardware and software resources to help application developers realize their ideas using the
ESP32 series hardware. The software development framework by Espressif is intended for development of Internet-
of-Things (IoT) applications with Wi-Fi, Bluetooth, power management and several other system features.

1.2 What You Need

Hardware:

¢ An ESP32 board
¢ USB cable - USB A / micro USB B
¢ Computer running Windows, Linux, or macOS

Software:
You have a choice to either download and install the following software manually

* Toolchain to compile code for ESP32

¢ Build tools - CMake and Ninja to build a full Application for ESP32

o ESP-IDF that essentially contains API (software libraries and source code) for ESP32 and scripts to operate
the Toolchain
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or get through the onboarding process using the following official plugins for integrated development environments
(IDE) described in separate documents

* Eclipse Plugin (installation link)
* VS Code Extension (setup)

ESP-IDF make [ Eclipse

Toolchain

Application

L]

UPLOAD

LT ET EE LT LT -

ELEETETEETET-T- 31 E-8.1- 71

Fig. 1: Development of applications for ESP32

1.3 Development Board Overviews

If you have one of ESP32 development boards listed below, you can click on the link to learn more about its hardware.

1.3.1 ESP32-DevKitC V4 Getting Started Guide

This guide shows how to start using the ESP32-DevKitC V4 development board. For description of other versions
of ESP32-DevKitC check ESP32 Hardware Reference.

What You Need

¢ ESP32-DevKitC V4 board
e USB A / micro USB B cable
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview

ESP32-DevKitC V4 is a small-sized ESP32-based development board produced by Espressif. Most of the I/O pins
are broken out to the pin headers on both sides for easy interfacing. Developers can either connect peripherals with
jumper wires or mount ESP32-DevKitC V4 on a breadboard.
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To cover a wide range of user requirements, the following versions of ESP32-DevKitC V4 are available:

« different ESP32 modules

— ESP32-WROOM-32
ESP32-WROOM-32D
ESP32-WROOM-32U
ESP32-SOLO-1
ESP32-WROVER
ESP32-WROVER-B
ESP32-WROVER-I
ESP32-WROVER-B (IPEX)
* male or female pin headers.

For details please refer to Espressif Product Ordering Information.

Functional Description

The following figure and the table below describe the key components, interfaces and controls of the ESP32-DevKitC
V4 board.

5V Power On LED  I/O Connector

CE R R T T E T L EEY X))

AS OW) €0 20 €T ONO LT 1 LI 9T ST EE T€ SE ¥E NA dA N3 EAE
e ee ey
EN Button = 718 r

Micro USB Port —— ESP32-WROOM-32

Boot Button L& HR i LS __

USB-to-UART Bridge Optional Space for ESP32-WROVER

Fig. 2: ESP32-DevKitC V4 with ESP32-WROOM-32 module soldered
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Key Com- | Description

ponent

ESP32- A module with ESP32 at its core.

WROOM-

32

EN Reset button.

Boot Download button. Holding down Boot and then pressing EN initiates Firmware Download mode
for downloading firmware through the serial port.

USB-to- Single USB-UART bridge chip provides transfer rates of up to 3 Mbps.

UART

Bridge

Micro USB | USB interface. Power supply for the board as well as the communication interface between a

Port computer and the ESP32 module.

5V Power | Turns on when the USB or an external 5V power supply is connected to the board. For details see

On LED the schematics in Related Documents.

/0 Most of the pins on the ESP module are broken out to the pin headers on the board. You can
program ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 1285, SPI, etc.

Note: The pins DO, D1, D2, D3, CMD and CLK are used internally for communication between ESP32
and SPI flash memory. They are grouped on both sides near the USB connector. Avoid using these pins,
as it may disrupt access to the SPI flash memory / SPI RAM.

Note: The pins GPIO16 and GPIO17 are available for use only on the boards with the modules ESP32-
WROOM and ESP32-SOLO-1. The boards with ESP32-WROVER modules have the pins reserved for
internal use.

Power Supply Options

There are three mutually exclusive ways to provide power to the board:

* Micro USB port, default power supply
* 5V / GND header pins
* 3V3/ GND header pins

Warning: The power supply must be provided using one and only one of the options above, otherwise the
board and/or the power supply source can be damaged.

Note on C15

The component C15 may cause the following issues on earlier ESP32-DevKitC V4 boards:

 The board may boot into Download mode
« If you output clock on GPIOO0, C15 may impact the signal

In case these issues occur, please remove the component. The figure below shows C15 highlighted in yellow.
Start Application Development

Before powering up your ESP32-DevKitC V4, please make sure that the board is in good condition with no obvious
signs of damage.
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Fig. 3: Location of C15 (yellow) on ESP32-DevKitC V4 board

After that, proceed to Get Started, where Section Installation Step by Step will quickly help you set up the development

environment and then flash an example project onto your board.

Board Dimensions

LK D@ ﬂ‘l..ls 2.9 4 16 17 5 1B 19GND 21 RX TX 22 23 GND

A

¥A 23130 TE4ST

»
r@ -
@

TE SE E NA 4A NI EAL

L

r 54.4 mm

Fig. 4: ESP32 DevKitC board dimensions - back

Related Documents

¢ ESP32-DevKitC V4 schematics (PDF)

¢ ESP32 Datasheet (PDF)

ESP32-WROOM-32 Datasheet (PDF)

ESP32-WROOM-32D & ESP32-WROOM-32U Datasheet (PDF)
ESP32-WROVER Datasheet (PDF)

ESP32-WROVER-B Datasheet (PDF)

27.9 mm
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¢ Espressif Product Ordering Information (PDF)

ESP32-DevKitC V2 Getting Started Guide This guide shows how to start using the ESP32-DevKitC V2 devel-
opment board.

What You Need

e ESP32-DevKitC V2 board
¢ USB A / micro USB B cable
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview ESP32-DevKitC V2 is a small-sized ESP32-based development board produced by Espressif. Most of
the I/O pins are broken out to the pin headers on both sides for easy interfacing. Developers can either connect
peripherals with jumper wires or mount ESP32-DevKitC V4 on a breadboard.

Functional Description The following figure and the table below describe the key components, interfaces and
controls of the ESP32-DevKitC V2 board.

ESP-WROOM-32

ODPOOOOOOOOOOOO

OND 6101 8101 SOI LIOI 9001 #01 001 ZOI SID1

Fig. 5: ESP32-DevKitC V2 board layout

Key Com- | Description

ponent

ESP32- Standard module with ESP32 at its core. For more information, see ESP32-WROOM-32 Datasheet

WROOM-

32

EN Reset button.

Boot Download button. Holding down Boot and then pressing EN initiates Firmware Download mode
for downloading firmware through the serial port.

Micro USB interface. Power supply for the board as well as the communication interface between a com-

USB Port puter and ESP32-WROOM-32.

I/0 Most of the pins on the ESP module are broken out to the pin headers on the board. You can
program ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 128, SPI, etc.
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Power Supply Options There are three mutually exclusive ways to provide power to the board:

* Micro USB port, default power supply
* 5V / GND header pins
* 3V3/ GND header pins

Warning: The power supply must be provided using one and only one of the options above, otherwise the
board and/or the power supply source can be damaged.

Start Application Development Before powering up your ESP32-DevKitC V2, please make sure that the board
is in good condition with no obvious signs of damage.

After that, proceed to Get Started, where Section Installation Step by Step will quickly help you set up the development
environment and then flash an example project onto your board.

Related Documents

¢ ESP32-DevKitC schematics (PDF)
¢ ESP32 Datasheet (PDF)
¢ ESP32-WROOM-32 Datasheet (PDF)

1.3.2 ESP-WROVER-KIT V4.1 Getting Started Guide

This guide shows how to get started with the ESP-WROVER-KIT V4.1 development board and also provides infor-
mation about its functionality and configuration options. For the description of other ESP-WROVER-KIT versions,
please check ESP32 Hardware Reference.

What You Need

e ESP-WROVER-KIT V4.1 board
» USB 2.0 cable (A to Micro-B)
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview

ESP-WROVER-KIT is an ESP32-based development board produced by Espressif.
ESP-WROVER-KIT features the following integrated components:

¢ ESP32-WROVER-B module
e LCD screen
¢ MicroSD card slot

Its another distinguishing feature is the embedded FTDI FT2232HL chip - an advanced multi-interface USB bridge.
This chip enables to use JTAG for direct debugging of ESP32 through the USB interface without a separate JTAG
debugger. ESP-WROVER-KIT makes development convenient, easy, and cost-effective.

Most of the ESP32 /0 pins are broken out to the board’ s pin headers for easy access.

Note: ESP32’ s GPIO16 and GPIO17 are used as chip select and clock signals for PSRAM. By default,
the two GPIOs are not broken out to the board’ s pin headers in order to ensure reliable performance.
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Functionality Overview

The block diagram below shows the main components of ESP-WROVER-KIT and their interconnections.

32.768KHz
crystal
1/0 expand
ChannelA LCD:
UsB 3.2inch
Connector

r Camera

1 MicroSD
EXT_5V +5W->+3.3V + ' RGB LED

—_——
[ken|  [rer]

Fig. 6: ESP-WROVER-KIT block diagram

Functional Description

The following two figures and the table below describe the key components, interfaces, and controls of the ESP-
WROVER-KIT board.
The table below provides description in the following manner:

« Starting from the first picture’ s top right corner and going clockwise
¢ Then moving on to the second picture
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FT2232 32.768 kHz

Micro SD Card Slot OR

ESP32-WROVER
I/O Connector

Diagnostic LEDs

UART
RGB LED Sp|
Camera Connector CTS/RTS
LDO . 8 oo Raeiigy 5_TOr| - JTAG
5V Power On LED — - 7 = w@gm“
T S R L o USB Port
5V Input _ b5 e B 'E:E it
Power Selector EN Button
Power Switch Boot Button
Fig. 7: ESP-WROVER-KIT board layout - front
LCD
Fig. 8: ESP-WROVER-KIT board layout - back
Espressif Systems 11 Release v4.2.5-1-g5f8de19

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 1. Get Started

Key | Description
Com-
po-
nent
FT2232 The FT2232 chip serves as a multi-protocol USB-to-serial bridge which can be programmed and con-
trolled via USB to provide communication with ESP32. FT2232 also features USB-to-JTAG interface
which is available on channel A of the chip, while USB-to-serial is on channel B. The FT2232 chip en-
hances user-friendliness in terms of application development and debugging. See ESP-WROVER-KIT
V4.1 schematic.

32.76§ External precision 32.768 kHz crystal oscillator serves as a clock with low-power consumption while the
kHz | chip is in Deep-sleep mode.

OR Zero-ohm resistor intended as a placeholder for a current shunt, can be desoldered or replaced with a
current shunt to facilitate the measurement of ESP32’ s current consumption in different modes.
ESP32- This EPS32 module features 64-Mbit PSRAM for flexible extended storage and data processing capabil-
WROYEfes.

B
Di- Four red LEDs connected to the GPIO pins of FT2232. Intended for future use.
ag-
nos-
tic
LEDs
UART] Serial port. The serial TX/RX signals of FT2232 and ESP32 are broken out to the inward and outward
sides of JP2 respectively. By default, these pairs of pins are connected with jumpers. To use ESP32’ s
serial interface, remove the jumpers and connect another external serial device to the respective pins.
SPI By default, ESP32 uses its SPI interface to access flash and PSRAM memory inside the module. Use
these pins to connect ESP32 to another SPI device. In this case, an extra chip select (CS) signal is
needed. Please note that the voltage of this interface is 3.3V.

CTS/RTSerial port flow control signals: the pins are not connected to the circuitry by default. To enable them,
short the respective pins of JP14 with jumpers.

JTAG| JTAG interface. JTAG signals of FT2232 and ESP32 are broken out to the inward and outward sides of
JP2 respectively. By default, these pairs of pins are disconnected. To enable JTAG, short the respective
pins with jumpers as shown in Section Serup Options.

USB | USB interface. Power supply for the board as well as the communication interface between a computer
Port | and the board.

EN Reset button.

But-
ton
Boot | Download button. Holding down Boot and then pressing EN initiates Firmware Download mode for
But- | downloading firmware through the serial port.

ton
Power| Power On/Off Switch. Toggling toward the Boot button powers the board on, toggling away from Boot
Switch| powers the board off.

Power| Power supply selector interface. The board can be powered either via USB or via the 5V Input interface.

Se- Select the power source with a jumper. For more details, see Section Setup Options, jumper header JP7.
lec-

tor

5V The 5V power supply interface can be more convenient when the board is operating autonomously (not
In- connected to a computer).

put

5V This red LED turns on when power is supplied to the board, either from USB or 5V Input.
Power
On
LED
LDO | NCP1117(1A). 5V-to-3.3V LDO. NCP1117 can provide a maximum current of 1A. The LDO on the
board has a fixed output voltage. Although, the user can install an LDO with adjustable output voltage.
For details, please refer to ESP-WROVER-KIT V4.1 schematic.

Cam- | Camera interface, a standard OV7670 camera module.

era
CUll—
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Setup Options

There are three jumper blocks available to set up the board functionality. The most frequently required options are
listed in the table below.
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Header

JP7

JP7

JpP2

Espressif §

Jumper Setng

D21

Description of Functionality

Power ESP-WROVER-KIT via an external power
supply

Power ESP-WROVER-KIT via USB

Enable JTAG functionality
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Allocation of ESP32 Pins

Some pins / terminals of ESP32 are allocated for use with the onboard or external hardware. If that hardware is not
used, e.g., nothing is plugged into the Camera (JP4) header, then these GPIOs can be used for other purposes.

Some of the pins, such as GPIO0 or GPIO2, have multiple functions and some of them are shared among onboard
and external peripheral devices. Certain combinations of peripherals cannot work together. For example, it is not
possible to do JTAG debugging of an application that is using SD card, because several pins are shared by JTAG and
the SD card slot.

In other cases, peripherals can coexist under certain conditions. This is applicable to, for example, LCD screen and
SD card that share only a single pin GPIO21. This pin is used to provide D/C (Data / Control) signal for the LCD as
well as the CD (Card Detect) signal read from the SD card slot. If the card detect functionality is not essential, then
it may be disabled by removing R167, so both LCD and SD may operate together.

For more details on which pins are shared among which peripherals, please refer to the table in the next section.

Main I/O Connector /JP1 The JP1 connector consists of 14x2 male pins whose functions are shown in the middle
two “I/O” columns of the table below. The two “Shared With” columns on both sides describe where else on the
board a certain GPIO is used.

Shared With I/0 I/O Shared With

n/a 3.3V | GND | n/a

NC/XTAL 1032 | 1033 | NC/XTAL

JTAG, MicroSD 1012 | 1013 | JTAG, MicroSD

JTAG, MicroSD 1014 | 1027 | Camera

Camera 1026 | 1025 | Camera, LCD

Camera 1035 | 1034 | Camera

Camera 1039 | 1036 | Camera

JTAG EN 1023 | Camera, LCD

Camera, LCD 1022 | 1021 | Camera, LCD, MicroSD
Camera, LCD 1019 | 1018 | Camera, LCD

Camera, LCD 105 1017 | PSRAM

PSRAM 1016 | 104 LED, Camera, MicroSD
Camera, LED, Boot | 100 102 LED, MicroSD

JTAG, MicroSD 1015 | 5V

Legend:

e NC/XTAL - 32.768 kHz Oscillator

e JTAG - JTAG /JP2

¢ Boot - Boot button / SW2

e Camera - Camera / JP4

e LED - RGB LED

e MicroSD - MicroSD Card / J4

* LCD-LCD /U5

¢ PSRAM - ESP32-WROVER-B’ s PSRAM

32.768 kHz Oscillator
. | ESP32 Pin
1 | GPIO32
2 | GPIO33

Note: Since GPIO32 and GPIO33 are connected to the oscillator by default, they are not connected to the JP1 I/O
connector to maintain signal integrity. This allocation may be changed from the oscillator to JP1 by desoldering the
zero-ohm resistors from positions R11 / R23 and re-soldering them to positions R12 / R24.
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SPI Flash / JP2

ESP32 Pin
CLK / GPIO6
SDO / GPIO7
SD1 / GPIO8
SD2 / GPIO9
SD3 / GPIO10
CMD / GPIO11

NN | W~

Important: The module’ s flash bus is connected to the jumper block JP2 through zero-ohm resistors R140 ~
R145. If the flash memory needs to operate at the frequency of 80 MHz, for reasons such as improving the integrity
of bus signals, you can desolder these resistors to disconnect the module’ s flash bus from the pin header JP2.

JTAG / JP2
. | ESP32 Pin JTAG Signal
1 | EN TRST_N
2 | MTMS /GPIO14 | TMS
3 | MTDO/GPIO15 | TDO
4 | MTDI/GPIO12 | TDI
5 | MTCK /GPIO13 | TCK
Camera / JP4 _ _
. ESP32 Pin | Camera Signal
1 n/a 3.3V
2 n/a Ground
3 GPI1IO27 SIO_C / SCCB Clock
4 GPIO26 SIO_D / SCCB Data
5 GPIO25 VSYNC / Vertical Sync
6 GPIO23 HREF / Horizontal Reference
7 GPIO22 PCLK / Pixel Clock
8 GPIO21 XCLK / System Clock
9 GPIO35 D7 / Pixel Data Bit 7
10 | GPIO34 D6 / Pixel Data Bit 6
11 | GPIO39 D5 / Pixel Data Bit 5
12 | GPIO36 D4 / Pixel Data Bit 4
13 | GPIOI9 D3 / Pixel Data Bit 3
14 | GPIO18 D2 / Pixel Data Bit 2
15 | GPIOS D1 / Pixel Data Bit 1
16 | GPIO4 DO / Pixel Data Bit 0
17 | GPIOO RESET / Camera Reset
18 | n/a PWDN / Camera Power Down
¢ Signals DO .. D7 denote camera data bus
RGB LED
. | ESP32 Pin | RGB LED
1 | GPIOO Red
GPIO2 Green
3 | GPIO4 Blue
Espressif Systems 16 Release v4.2.5-1-g5f8de19
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MicroSD Card
. | ESP32 Pin MicroSD Signal
1 | MTDI/ GPIO12 | DATA2
2 | MTCK /GPIO13 | CD/DATA3
3 | MTDO/ GPIO15 | CMD
4 | MTMS / GPIO14 | CLK
5 | GPIO2 DATAO
6 | GPIO4 DATALI
7 | GPIO21 CD
LCD /U5
. | ESP32 Pin | LCD Signal
1 | GPIO18 RESET
2 | GPIO19 SCL
3 | GPIO21 D/C
4 | GPIO22 CS
5 | GP1023 SDA
6 | GPIO25 SDO
7 | GPIOS Backlight

Start Application Development

Before powering up your ESP-WROVER-KIT, please make sure that the board is in good condition with no obvious

signs of damage.

Initial Setup Please set only the following jumpers shown in the pictures below:

¢ Select USB as the power source using the jumper block JP7.
¢ Enable UART communication using the jumper block JP2.

Power up from USB port

Enable UART communication

Do not install any other jumpers.

Turn the Power Switch to ON, the 5V Power On LED should light up.

Now to Development Please proceed to Ger Started, where Section Installation Step by Step will quickly help you

set up the development environment and then flash an example project onto your board.
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Related Documents

¢ ESP-WROVER-KIT V4.1 schematic (PDF)
ESP32 Datasheet (PDF)
ESP32-WROVER-B Datasheet (PDF)

* JTAG Debugging

e ESP32 Hardware Reference

ESP-WROVER-KIT V3 Getting Started Guide This guide shows how to get started with the ESP-WROVER-
KIT V3 development board and also provides information about its functionality and configuration options. For the
description of other ESP-WROVER-KIT versions, please check ESP32 Hardware Reference.

What You Need

e ESP-WROVER-KIT V3 board
» USB 2.0 cable (A to Micro-B)
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview ESP-WROVER-KIT is an ESP32-based development board produced by Espressif. This board features
an integrated LCD screen and MicroSD card slot.

ESP-WROVER-KIT comes with the following ESP32 modules:

* ESP32-WROOM-32
e ESP32-WROVER

Its another distinguishing feature is the embedded FTDI FT2232HL chip - an advanced multi-interface USB bridge.
This chip enables to use JTAG for direct debugging of ESP32 through the USB interface without a separate JTAG
debugger. ESP-WROVER-KIT makes development convenient, easy, and cost-effective.

Most of the ESP32 1/0 pins are broken out to the board’ s pin headers for easy access.

Note: The version with the ESP32-WROVER module uses ESP32’ s GPIO16 and GPIO17 as chip
select and clock signals for PSRAM. By default, the two GPIOs are not broken out to the board’ s pin
headers in order to ensure reliable performance.

Functionality Overview The block diagram below shows the main components of ESP-WROVER-KIT and their
interconnections.

Functional Description The following two figures and the table below describe the key components, interfaces,
and controls of the ESP-WROVER-KIT board.

The table below provides description in the following manner:

* Starting from the first picture’ s top right corner and going clockwise
* Then moving on to the second picture
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32.768KHz
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1 11O expand
| LCD:
USB 3.2inch
Connector
t Camera
1 MicroSD
EXT_5V RGB LED

Fig. 9: ESP-WROVER-KIT block diagram

Key | Description
Com-
po-
nent
32.768 External precision 32.768 kHz crystal oscillator serves as a clock with low-power consumption while the
kHz | chip is in Deep-sleep mode.

OR Zero-ohm resistor intended as a placeholder for a current shunt, can be desoldered or replaced with a
current shunt to facilitate the measurement of ESP32’ s current consumption in different modes.
ESP32 Either ESP32-WROOM-32 or ESP32-WROVER with an integrated ESP32. The ESP32-WROVER
Mod- | module features all the functions of ESP32-WROOM-32 and integrates an external 32-MBit PSRAM for
ule flexible extended storage and data processing capabilities.

FT2232The FT2232 chip serves as a multi-protocol USB-to-serial bridge which can be programmed and con-
trolled via USB to provide communication with ESP32. FT2232 also features USB-to-JTAG interface
which is available on channel A of the chip, while USB-to-serial is on channel B. The FT2232 chip en-
hances user-friendliness in terms of application development and debugging. See ESP-WROVER-KIT
V3 schematic.

UART Serial port. The serial TX/RX signals of FT2232 and ESP32 are broken out to the inward and outward
sides of JP11 respectively. By default, these pairs of pins are connected with jumpers. To use ESP32’ s
serial interface, remove the jumpers and connect another external serial device to the respective pins.
SPI | By default, ESP32 uses its SPI interface to access flash and PSRAM memory inside the module. Use
these pins to connect ESP32 to another SPI device. In this case, an extra chip select (CS) signal is needed.
Please note that the interface voltage for the version with ESP32-WROVER is 1.8V, while that for the
version with ESP32-WROOM-32 is 3.3V.

CTS/RTS®rial port flow control signals: the pins are not connected to the circuitry by default. To enable them,
short the respective pins of JP14 with jumpers.

JTAG| JTAG interface. JTAG signals of FT2232 and ESP32 are broken out to the inward and outward sides of
JP8 respectively. By default, these pairs of pins are disconnected. To enable JTAG, short the respective
pins with jumpers as shown in Section Setup Options.

EN | Reset button.

Boot | Download button. Holding down Boot and then pressing EN initiates Firmware Download mode for
downloading firmware through the serial port.

USB | USB interface. Power supply for the board as well as the communication interface between a computer
and the board.

Power| Power On/Off Switch. Toggling toward USB powers the board on, toggling away from USB powers the
Key | board off.

Power| Power supply selector 1nterface The board can be powered e1ther via USB or via the 5V Input 1nterface

Ca Qn]nr\f fhn Dowe 3 h-ajumper- m a > o n-Sety n o a |
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In- connected to a computer).
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Fig. 10: ESP-WROVER-KIT board layout - front
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Fig. 11: ESP-WROVER-KIT board layout - back
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Setup Options There are five jumper blocks available to set up the board functionality. The most frequently
required options are listed in the table below.
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Header Description of Functionality

JP7 Power ESP-WROVER-KIT via an external power
supply

JP7 Power ESP-WROVER-KIT via USB
JP8 Enable JTAG functionality
1 panl o = lmum
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Allocation of ESP32 Pins Some pins / terminals of ESP32 are allocated for use with the onboard or external
hardware. If that hardware is not used, e.g., nothing is plugged into the Camera (JP4) header, then these GPIOs can
be used for other purposes.

Some of the pins, such as GPIO0 or GP1O2, have multiple functions and some of them are shared among onboard
and external peripheral devices. Certain combinations of peripherals cannot work together. For example, it is not
possible to do JTAG debugging of an application that is using SD card, because several pins are shared by JTAG and
the SD card slot.

In other cases, peripherals can coexist under certain conditions. This is applicable to, for example, LCD screen and
SD card that share only a single pin GPIO21. This pin is used to provide D/C (Data / Control) signal for the LCD as
well as the CD (Card Detect) signal read from the SD card slot. If the card detect functionality is not essential, then
it may be disabled by removing R167, so both LCD and SD may operate together.

For more details on which pins are shared among which peripherals, please refer to the table in the next section.

Main I/0 Connector /JP1 The JP1 connector consists of 14x2 male pins whose functions are shown in the middle
two “I/O” columns of the table below. The two *“Shared With” columns on both sides describe where else on the
board a certain GPIO is used.

Shared With I/0 I/O Shared With

n/a 3.3V | GND | n/a

NC/XTAL 1032 | 1033 | NC/XTAL

JTAG, MicroSD 1012 | 1013 | JTAG, MicroSD

JTAG, MicroSD 1014 | 1027 | Camera

Camera 1026 | 1025 | Camera, LCD

Camera 1035 | 1034 | Camera

Camera 1039 | 1036 | Camera

JTAG EN 1023 | Camera, LCD

Camera, LCD 1022 | 1021 | Camera, LCD, MicroSD
Camera, LCD 1019 | 1018 | Camera, LCD

Camera, LCD 105 1017 | PSRAM

PSRAM 1016 | 104 LED, Camera, MicroSD
Camera, LED, Boot | 100 102 LED, MicroSD

JTAG, MicroSD 1015 | 5V

Legend:

e NC/XTAL - 32.768 kHz Oscillator

e JTAG - JTAG /JP8

¢ Boot - Boot button / SW2

e Camera - Camera / JP4

e LED - RGB LED

e MicroSD - MicroSD Card / J4

« LCD-LCD /U5

* PSRAM - only in case ESP32-WROVER is installed

32.768 kHz Oscillator
. | ESP32 Pin
1 | GPIO32
2 | GPIO33

Note: Since GPIO32 and GPIO33 are connected to the oscillator by default, they are not connected to the JP1 I/O
connector to maintain signal integrity. This allocation may be changed from the oscillator to JP1 by desoldering the
zero-ohm resistors from positions R11 / R23 and re-soldering them to positions R12 / R24.

Espressif Systems 24 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 1. Get Started

SPI Flash / JP13

ESP32 Pin
CLK / GP106
SDO / GP1IO7
SD1 / GPIOS
SD2 / GPIO9
SD3 / GPIO10
CMD / GPIO11

AN N K| W ="

Important: The module’ s flash bus is connected to the jumper block JP13 through zero-ohm resistors R140 ~
R145. If the flash memory needs to operate at the frequency of 80 MHz, for reasons such as improving the integrity
of bus signals, you can desolder these resistors to disconnect the module’ s flash bus from the pin header JP13.

JTAG / JP8 i i
. | ESP32 Pin JTAG Signal
1 | EN TRST_N
2 | MTMS /GPIO14 | TMS
3 | MTDO/GPIO15 | TDO
4 | MTDI/GPIO12 | TDI
5 | MTCK /GPIO13 | TCK
Camera / JP4 _ _
. ESP32 Pin | Camera Signal
1 n/a 3.3V
2 n/a Ground
3 GPI1IO27 SIO_C / SCCB Clock
4 GPIO26 SIO_D / SCCB Data
5 GPIO25 VSYNC / Vertical Sync
6 GPIO23 HREF / Horizontal Reference
7 GPIO22 PCLK / Pixel Clock
8 GPIO21 XCLK / System Clock
9 GPIO35 D7 / Pixel Data Bit 7
10 | GPIO34 D6 / Pixel Data Bit 6
11 | GPIO39 D5 / Pixel Data Bit 5
12 | GPIO36 D4 / Pixel Data Bit 4
13 | GPIOI9 D3 / Pixel Data Bit 3
14 | GPIO18 D2 / Pixel Data Bit 2
15 | GPIOS D1 / Pixel Data Bit 1
16 | GPIO4 DO / Pixel Data Bit 0
17 | GPIOO RESET / Camera Reset
18 | n/a PWDN / Camera Power Down
¢ Signals DO .. D7 denote camera data bus
RGB LED
. | ESP32 Pin | RGB LED
1 | GPIOO Red
GPIO2 Green
3 | GPIO4 Blue
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MicroSD Card
. | ESP32 Pin MicroSD Signal
1 | MTDI/ GPIO12 | DATA2
2 | MTCK /GPIO13 | CD/DATA3
3 | MTDO/ GPIO15 | CMD
4 | MTMS / GPIO14 | CLK
5 | GPIO2 DATAO
6 | GP104 DATALI
7 | GPIO21 CD
LCD /U5
. | ESP32 Pin | LCD Signal
1 | GPIO18 RESET
2 | GPIO19 SCL
3 | GPIO21 D/C
4 | GPIO22 CS
5 | GP1023 SDA
6 | GPIO25 SDO
7 | GPIO5 Backlight

Start Application Development Before powering up your ESP-WROVER-KIT, please make sure that the board

is in good condition with no obvious signs of damage.

Initial Setup Please set only the following jumpers shown in the pictures below:

* Select USB as the power source using the jumper block JP7.
¢ Enable UART communication using the jumper block JP11.

Enabl

e UART communication

Do not install any other jumpers.

Turn the Power Switch to ON, the 5V Power On LED should light up.

Now to Development Please proceed to Get Started, where Section Installation Step by Step will quickly help you

set up the development environment and then flash an example project onto your board.
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Related Documents

¢ ESP-WROVER-KIT V3 schematic (PDF)
¢ ESP32 Datasheet (PDF)

¢ ESP32-WROVER Datasheet (PDF)

¢ ESP32-WROOM-32 Datasheet (PDF)

e JTAG Debugging

e ESP32 Hardware Reference

ESP-WROVER-KIT V2 Getting Started Guide This guide shows how to get started with the ESP-WROVER-
KIT V2 development board and also provides information about its functionality and configuration options. For the
description of other ESP-WROVER-KIT versions, please check ESP32 Hardware Reference.

What You Need

¢ ESP-WROVER-KIT V2 board
» USB 2.0 cable (A to Micro-B)
e Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview ESP-WROVER-KIT is an ESP32-based development board produced by Espressif. This board features
an integrated LCD screen and MicroSD card slot.

ESP-WROVER-KIT comes with the following ESP32 modules:

e ESP32-WROOM-32
e ESP32-WROVER

Its another distinguishing feature is the embedded FTDI FT2232HL chip - an advanced multi-interface USB bridge.
This chip enables to use JTAG for direct debugging of ESP32 through the USB interface without a separate JTAG
debugger. ESP-WROVER-KIT makes development convenient, easy, and cost-effective.

Most of the ESP32 /0O pins are broken out to the board’ s pin headers for easy access.

Note: The version with the ESP32-WROVER module uses ESP32’ s GPIO16 and GPIO17 as chip
select and clock signals for PSRAM. By default, the two GPIOs are not broken out to the board’ s pin
headers in order to ensure reliable performance.

Functionality Overview The block diagram below shows the main components of ESP-WROVER-KIT and their
interconnections.

Functional Description The following two figures and the table below describe the key components, interfaces,
and controls of the ESP-WROVER-KIT board.

The table below provides description in the following manner:

* Starting from the first picture’ s top right corner and going clockwise
* Then moving on to the second picture
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Fig. 12: ESP-WROVER-KIT block diagram
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Fig. 13: ESP-WROVER-KIT board layout - front
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Fig. 14: ESP-WROVER-KIT board layout - back
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Key | Description
Com-
po-
nent
32.768 External precision 32.768 kHz crystal oscillator serves as a clock with low-power consumption while the
kHz | chip is in Deep-sleep mode.

ESP32 Either ESP32-WROOM-32 or ESP32-WROVER with an integrated ESP32. The ESP32-WROVER
Mod- | module features all the functions of ESP32-WROOM-32 and integrates an external 32-MBit PSRAM
ule for flexible extended storage and data processing capabilities.

CTS/RTSerial port flow control signals: the pins are not connected to the circuitry by default. To enable them,
short the respective pins of JP14 with jumpers.

UART] Serial port. The serial TX/RX signals of FT2232 and ESP32 are broken out to the inward and outward
sides of JP11 respectively. By default, these pairs of pins are connected with jumpers. To use ESP32’ s
serial interface, remove the jumpers and connect another external serial device to the respective pins.
SPI By default, ESP32 uses its SPI interface to access flash and PSRAM memory inside the module. Use
these pins to connect ESP32 to another SPI device. In this case, an extra chip select (CS) signal is
needed. Please note that the interface voltage for the version with ESP32-WROVER is 1.8V, while that
for the version with ESP32-WROOM-32 is 3.3V.

JTAG| JTAG interface. JTAG signals of FT2232 and ESP32 are broken out to the inward and outward sides of
JP8 respectively. By default, these pairs of pins are disconnected. To enable JTAG, short the respective
pins with jumpers as shown in Section Sefup Options.

FT2232 The FT2232 chip serves as a multi-protocol USB-to-serial bridge which can be programmed and con-
trolled via USB to provide communication with ESP32. FT2232 features USB-to-UART and USB-to-
JTAG functionalities.

EN Reset button.

Boot | Download button. Holding down Boot and then pressing EN initiates Firmware Download mode for
downloading firmware through the serial port.

USB | USB interface. Power supply for the board as well as the communication interface between a computer

and the board.
Power| Power supply selector interface. The board can be powered either via USB or via the 5V Input interface.
Se- Select the power source with a jumper. For more details, see Section Setup Options, jumper header JP7.

lect
Power| Power On/Off Switch. Toggling toward USB powers the board on, toggling away from USB powers the
Key | board off.

5V The 5V power supply interface can be more convenient when the board is operating autonomously (not
In- connected to a computer).
put

LDO | NCP1117(1A). 5V-to-3.3V LDO. NCP1117 can provide a maximum current of 1A. The LDO on the
board has a fixed output voltage. Although, the user can install an LDO with adjustable output voltage.
For details, please refer to ESP-WROVER-KIT V2 schematic.

Cam- | Camera interface, a standard OV7670 camera module.

era
RGB | Red, green and blue (RGB) light emitting diodes (LEDs), can be controlled by pulse width modulation
(PWM).

1/0 All the pins on the ESP32 module are broken out to pin headers. You can program ESP32 to enable
multiple functions, such as PWM, ADC, DAC, 12C, 12S, SPI, etc.

Mi- MicroSD card slot for data storage: when ESP32 enters the download mode, GPIO2 cannot be held high.
croSD| However, a pull-up resistor is required on GPIO2 to enable the MicroSD Card. By default, GPIO2 and
Card | the pull-up resistor R153 are disconnected. To enable the SD Card, use jumpers on JP1 as shown in
Section Setup Options.

LCD | Support for mounting and interfacing a 3.2” SPI (standard 4-wire Serial Peripheral Interface) LCD, as
shown on figure ESP-WROVER-KIT board layout - back.

Setup Options There are five jumper blocks available to set up the board functionality. The most frequently
required options are listed in the table below.
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Start Application Development Before powering up your ESP-WROVER-KIT, please make sure that the board
is in good condition with no obvious signs of damage.

Initial Setup Please set only the following jumpers shown in the pictures below:

* Select USB as the power source using the jumper block JP7.
¢ Enable UART communication using the jumper block JP11.

Enable UART communication

Power up from USB port

Do not install any other jumpers.

Turn the Power Switch to ON, the SV Power On LED should light up.

Now to Development Please proceed to Get Started, where Section Installation Step by Step will quickly help you
set up the development environment and then flash an example project onto your board.

Related Documents

¢ ESP-WROVER-KIT V2 schematic (PDF)
¢ ESP32 Datasheet (PDF)
ESP32-WROVER Datasheet (PDF)
ESP32-WROOM-32 Datasheet (PDF)
JTAG Debugging

ESP32 Hardware Reference

1.3.3 ESP32-PICO-KIT V4 / V4.1 Getting Started Guide
This guide shows how to get started with the ESP32-PICO-KIT V4 / V4.1 mini development board. For the descrip-
tion of other ESP32-PICO-KIT versions, please check ESP32 Hardware Reference.

This particular description covers ESP32-PICO-KIT V4 and V4.1. The difference is the upgraded USB-UART
bridge from CP2102 in V4 with up to 1 Mbps transfer rates to CP2102N in V4.1 with up to 3 Mbps transfer rates.

What You Need

» ESP32-PICO-KIT mini development board
¢ USB 2.0 A to Micro B cable
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.
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Overview

ESP32-PICO-KIT is an ESP32-based mini development board produced by Espressif.

The core of this board is ESP32-PICO-D4 - a System-in-Package (SiP) module with complete Wi-Fi and Bluetooth
functionalities. Compared to other ESP32 modules, ESP32-PICO-D4 integrates the following peripheral components
in one single package, which otherwise would need to be installed separately:

* 40 MHz crystal oscillator
e 4 MB flash

* Filter capacitors

¢ RF matching links

This setup reduces the costs of additional external components as well as the cost of assembly and testing and also
increases the overall usability of the product.

The development board features a USB-UART Bridge circuit which allows developers to connect the board to a
computer’ s USB port for flashing and debugging.

All the 10 signals and system power on ESP32-PICO-D4 are led out to two rows of 20 x 0.1 header pads on both sides
of the development board for easy access. For compatibility with Dupont wires, 2 x 17 header pads are populated
with two rows of male pin headers. The remaining 2 x 3 header pads beside the antenna are not populated. These
pads may be populated later by the user if required.

Note:

1. The 2 x 3 pads not populated with pin headers are connected to the flash memory embedded in the ESP32-
PICO-D4 SiP module. For more details see module’ s datasheet in Related Documents.
2. ESP32-PICO-KIT comes with male headers by default.

Functionality Overview

The block diagram below shows the main components of ESP32-PICO-KIT and their interconnections.

00000000000 OEOGEOSOGEO®OS
LLLLLLLLL L LLL L L LS Pin Header

TH/RX DR/DM
ad USB Bridget -
5V —
3.3V USE Port
LDO Regulator
BOOT e Signal

= Power

SONSNSNNNNNNNNNANN
0000000000 OOOEOOOO®OOS

Pin Header

Fig. 15: ESP32-PICO-KIT block diagram
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Functional Description

The following figure and the table below describe the key components, interfaces, and controls of the ESP32-PICO-
KIT board.

ESP32-PICO-D4 LDO USB-to-UART Bridge

Y ORAR KR 3% a3 3/ En GEU 3V3

(. |
-L.f Micro USB Port
el

Power On LED

3D Antenna ——=

/0 Connector

Fig. 16: ESP32-PICO-KIT board layout

Below is the description of the items identified in the figure starting from the top left corner and going clockwise.
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Key Description

Com-

po-

nent

ESP32-| Standard ESP32-PICO-D4 module soldered to the ESP32-PICO-KIT board. The complete ESP32 sys-

PICO- | tem on a chip (ESP32 SoC) has been integrated into the SiP module, requiring only an external antenna

D4 with LC matching network, decoupling capacitors, and a pull-up resistor for EN signals to function
properly.

LDO | 5V-to-3.3V Low dropout voltage regulator (LDO).

USB- | Single-chip USB-UART bridge: CP2102 in V4 provides up to 1 Mbps transfer rates and CP2102N in

UART | V4.1 offers up to 3 Mbps transfers rates.

bridge

Micro | USB interface. Power supply for the board as well as the communication interface between a computer

USB and the board.

Port

5V This red LED turns on when power is supplied to the board. For details, see the schematics in Related

Power | Documents.

On

LED

1/0 All the pins on ESP32-PICO-D4 are broken out to pin headers. You can program ESP32 to enable
multiple functions, such as PWM, ADC, DAC, 12C, 12S, SPI, etc. For details, please see Section Pin
Descriptions.

BOOT | Download button. Holding down Boot and then pressing EN initiates Firmware Download mode for

But- downloading firmware through the serial port.

ton

EN Reset button.

But-

ton

Power Supply Options

There are three mutually exclusive ways to provide power to the board:

* Micro USB port, default power supply
* 5V / GND header pins
¢ 3V3/ GND header pins

Warning: The power supply must be provided using one and only one of the options above, otherwise the
board and/or the power supply source can be damaged.

Pin Descriptions

The two tables below provide the Name and Function of 1/O header pins on both sides of the board, see ESP32-
PICO-KIT board layout. The pin numbering and header names are the same as in the schematic given in Related
Documents.
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Header J2

No. Name Type Function

1 FLASH_SD1 (FSD1) 1/0
GPIOS, SD_DATALI,
SPID, HS1_DATATI1 (See
1), U2CTS

2 FLASH_SD3 (FSD3) I/0
GPIO7, SD_DATADO,
SPIQ, HS1_DATAO (See
1), U2RTS

3 FLASH_CLK (FCLK) 1/0
GPI06, SD_CLK,
SPICLK, HS1_CLK (See
1), UICTS

4 1021 1/0
GPIO21, VSPIHD,
EMAC_TX_EN

5 1022 /0
GPIO22, VSPIWP,
UORTS, EMAC_TXD1

6 1019 /0
GPIO19, VSPIQ,
UOCTS, EMAC_TXDO

7 1023 /0
GPIO23, VSPID,
HS1_STROBE

8 1018 /0
GPIO18, VSPICLK,
HS1_DATA7

9 105 /0
GPIOS5, VSPICSO,
HS1_DATAGS,
EMAC_RX_CLK

10 1010 I/0
GPIO10, SD_DATAZ3,
SPIWP, HS1_DATA3,
UITXD

11 109 I/0

GPIO9, SD_DATAZ2,
SPIHD, HS1_DATA2,
UIRXD

19

T
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Header J3

No.

Name

Type

Function

FLASH_CS (FCS)

I/0

GPIO16, HS1_DATA4
(See 1), U2RXD,
EMAC_CLK_OUT

FLASH_SDO (FSDO0)

I/0

GPIO17, HS1_DATAS
(See 1), U2TXD,
EMAC_CLK_OUT_180

FLASH_SD2 (FSD2)

I/0

GPIO11, SD_CMD,
SPICS0, HS1_CMD (See
1), UIRTS

SENSOR_VP (FSVP)

GPIO36, ADC1_CHO,
RTC_GPIOO

SENSOR_VN (FSVN)

GPIO39, ADC1_CH3,
RTC_GPIO3

1025

I/0

GPIO25, DAC_1,
ADC2_CHS,
RTC_GPIO6,
EMAC_RXDO

1026

I/0

GPI1026, DAC_2,
ADC2_CH9,
RTC_GPIO7,
EMAC_RXD1

1032

I/0

32K_XP (See 2a) ,
ADCI1_CH4, TOUCHS9,
RTC_GPIO9

1033

I/0

32K_XN (See 2b) ,
ADC1_CHS5, TOUCHS,
RTC_GPIOS

10

1027

I/0

GPIO27, ADC2_CH7,
TOUCH?7,
RTC_GPIO17

EMAC_RX DV
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The following notes give more information about the items in the tables above.

This pin is connected to the flash pin of ESP32-PICO-D4.

32.768 kHz crystal oscillator: a) input b) output

This pin is connected to the pin of the USB bridge chip on the board.

The operating voltage of ESP32-PICO-KIT’ s embedded SPI flash is 3.3V. Therefore, the strapping pin MTDI
should hold bit zero during the module power-on reset. If connected, please make sure that this pin is not held

up on reset.

Hwn e

Start Application Development

Before powering up your ESP32-PICO-KIT, please make sure that the board is in good condition with no obvious
signs of damage.

After that, proceed to Get Started, where Section Installation Step by Step will quickly help you set up the development
environment and then flash an example project onto your board.

Board Dimensions

The dimensions are 52 x 20.3 x 10 mm (2.1”7 x 0.8” x0.4”7 ).

T

@) ESP32-PICO-KIT e

- ESPRESSIF =

ESPRESSIF SYSTEHS (E =

(SHRNGHADPTE LTDA © i

FCC 1D: 20CT2-ESPI2PICOKIT o~

g 8

—

Fig. 17: ESP32-PICO-KIT dimensions - back

For the board physical construction details, please refer to its Reference Design listed below.

Related Documents

¢ ESP32-PICO-KIT V4 schematic (PDF)

¢ ESP32-PICO-KIT V4.1 schematic (PDF)

* ESP32-PICO-KIT Reference Design containing OrCAD schematic, PCB layout, gerbers and BOM
¢ ESP32-PICO-D4 Datasheet (PDF)

» ESP32 Hardware Reference

ESP32-PICO-KIT V3 Getting Started Guide This guide shows how to get started with the ESP32-PICO-KIT
V3 mini development board. For the description of other ESP32-PICO-KIT versions, please check ESP32 Hardware

Reference.
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L 2 4

Fig. 18: ESP32-PICO-KIT dimensions - side

What You Need

« ESP32-PICO-KIT V3 mini development board
e USB 2.0 A to Micro B cable
* Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview ESP32-PICO-KIT V3 is an ESP32-based mini development board produced by Espressif. The core of
this board is ESP32-PICO-D4 - a System-in-Package (SiP) module.

The development board features a USB-UART Bridge circuit, which allows developers to connect the board to a
computer’ s USB port for flashing and debugging.

All the IO signals and system power on ESP32-PICO-D4 are led out to two rows of 20 x 0.1” header pads on both
sides of the development board for easy access.

Functional Description The following figure and the table below describe the key components, interfaces, and
controls of the ESP32-PICO-KIT V3 board.

Below is the description of the items identified in the figure starting from the top left corner and going clockwise.
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Fig. 19: ESP32-PICO-KIT V3 board layout
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Key Description
Com-
po-
nent
ESP32-| Standard ESP32-PICO-D4 module soldered to the ESP32-PICO-KIT V3 board. The complete ESP32
PICO- | system on a chip (ESP32 SoC) has been integrated into the SiP module, requiring only an external an-
D4 tenna with LC matching network, decoupling capacitors, and a pull-up resistor for EN signals to function
properly.

LDO | 5V-to-3.3V Low dropout voltage regulator (LDO).

USB- | Single-chip USB-UART bridge provides up to 1 Mbps transfers rates.

UART
bridge
Micro | USB interface. Power supply for the board as well as the communication interface between a computer
USB and the board.

Port
Power | This red LED turns on when power is supplied to the board.

LED
/0 All the pins on ESP32-PICO-D4 are broken out to pin headers. You can program ESP32 to enable
multiple functions, such as PWM, ADC, DAC, 12C, 128, SPI, etc.

BOOT | Download button. Holding down Boot and then pressing EN initiates Firmware Download mode for

But- downloading firmware through the serial port.
ton

EN Reset button.

But-

ton

Start Application Development Before powering up your ESP32-PICO-KIT V3, please make sure that the board
is in good condition with no obvious signs of damage.

After that, proceed to Get Started, where Section Installation Step by Step will quickly help you set up the development
environment and then flash an example project onto your board.

Related Documents

¢ ESP32-PICO-KIT V3 schematic (PDF)
¢ ESP32-PICO-D4 Datasheet (PDF)
* ESP32 Hardware Reference

1.3.4 ESP32-Ethernet-Kit V1.1 Getting Started Guide

This guide shows how to get started with the ESP32-Ethernet-Kit development board and also provides information
about its functionality and configuration options.

The ESP32-Ethernet-Kit is an Ethernet-to-Wi-Fi development board that enables Ethernet devices to be intercon-
nected over Wi-Fi. At the same time, to provide more flexible power supply options, the ESP32-Ethernet-Kit also
supports power over Ethernet (PoE).

What You Need

o ESP32-Ethernet-Kit V1.1 board
e USB 2.0 A to Micro B Cable
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.
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Overview

ESP32-Ethernet-Kit is an ESP32-based development board produced by Espressif.

It consists of two development boards, the Ethernet board A and the PoE board B. The Ethernet board (A) con-
tains Bluetooth / Wi-Fi dual-mode ESP32-WROVER-B module and IP101GRI, a Single Port 10/100 Fast Ethernet
Transceiver (PHY). The PoE board (B) provides power over Ethernet functionality. The A board can work indepen-
dently, without the board B installed.

ER COEIEE]

. '\ ESP3Z-Ethernst=Kit_A_¥11 | . | ¥ } 888
D) o
- - i ESPressif.com = 2|

x = E_IF
SR E-II E”Ii g

PoE Board (B)

Fig. 20: ESP32-Ethernet-Kit V1.1
For the application loading and monitoring, the Ethernet board (A) also features FTDI FT2232H chip - an advanced

multi-interface USB bridge. This chip enables to use JTAG for direct debugging of ESP32 through the USB interface
without a separate JTAG debugger.

Functionality Overview

The block diagram below shows the main components of ESP32-Ethernet-Kit and their interconnections.

Functional Description

The following figures and tables describe the key components, interfaces, and controls of the ESP32-Ethernet-Kit.

Ethernet Board (A) The table below provides description starting from the picture’ s top right corner and going
clockwise.
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Fig. 21: ESP32-Ethernet-Kit block diagram (click to enlarge)
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Fig. 22: ESP32-Ethernet-Kit - Ethernet board (A) layout (click to enlarge)
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Key | Description

Com-

po-

nent

ESP32-This ESP32 module features 64-Mbit PSRAM for flexible extended storage and data processing capabil-

WROVERs.

B

GPIO| Five unpopulated through-hole solder pads to provide access to selected GPIOs of ESP32. For details,

Header see GPIO Header 2.

2

Func-| A 4-bit DIP switch used to configure the functionality of selected GPIOs of ESP32. Please note that

tion | placement of GPIO pin number marking on the board’ s silkscreen besides the DIP switch is incorrect.

Switch For details and correct pin allocation see Function Switch.

Tx/Rx| Two LEDs to show the status of UART transmission.

LEDs

FT2232Hhe FT2232H chip serves as a multi-protocol USB-to-serial bridge which can be programmed and con-
trolled via USB to provide communication with ESP32. FT2232H also features USB-to-JTAG interface
which is available on channel A of the chip, while USB-to-serial is on channel B. The FT2232H chip
enhances user-friendliness in terms of application development and debugging. See ESP32-Ethernet-Kit
V1.1 Ethernet board (A) schematic.

USB | USB interface. Power supply for the board as well as the communication interface between a computer

Port | and the board.

Power| Power On/Off Switch. Toggling the switch to 5V0 position powers the board on, toggling to GND position

Switch powers the board off.

5V The 5V power supply interface can be more convenient when the board is operating autonomously (not

In- connected to a computer).

put

5V This red LED turns on when power is supplied to the board, either from USB or 5V Input.

Power

On

LED

DC/DCProvided DC 5 V to 3.3 V conversion, output current up to 2A.

Con-

verter

Board| A pair male and female header pins for mounting the PoE board (B).

B

Con-

nec-

tors

IP101GRhe physical layer (PHY) connection to the Ethernet cable is implemented using the IP101GRI chip. The

(PHY) connection between PHY and ESP32 is done through the reduced media-independent interface (RMII),
a variant of the media-independent interface (MII) standard. The PHY supports the IEEE 802.3 / 802.3u
standard of 10/100Mbps.

RJ45 | Ethernet network data transmission port.

Port

Mag- | The Magnetics are part of the Ethernet specification to protect against faults and transients, including

net- | rejection of common mode signals between the transceiver IC and the cable. The magnetics also provide

ics galvanic isolation between the transceiver and the Ethernet device.

Mod-

ule

Link/ActiwioyLEDs (green and red) that respectively indicate the “Link” and “Activity” statuses of the PHY.

LEDs

BOOT Download button. Holding down BOOT and then pressing EN initiates Firmware Download mode for

But- | downloading firmware through the serial port.

ton

EN Reset button.

But-

ton
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PoE Board (B) This board coverts power delivered over the Ethernet cable (PoE) to provide a power supply for the
Ethernet board (A). The main components of the PoE board (B) are shown on the block diagram under Functionality
Overview.

The PoE board (B) has the following features:

* Support for IEEE 802.3at
e Power output: 5V, 1.4 A

To take advantage of the PoE functionality the RJ45 Port of the Ethernet board (A) should be connected with an
Ethernet cable to a switch that supports PoOE. When the Ethernet board (A) detects 5 V power output from the PoE
board (B), the USB power will be automatically cut off.

External
Power
Terminals
Board A Board A
Connector Connector
Fig. 23: ESP32-Ethernet-Kit - PoE board (B) layout (click to enlarge)
Table 1: Table PoE board (B)
Key Component Description

Board A Connector Four female (left) and four male (right) header pins for connecting the PoE board (B) to
Ethernet board (A). The pins on the left accept power coming from a PoE switch. The
pins on the right deliver 5 V power supply to the Ethernet board (A).

External Power Ter- | Optional power supply (26.6 ~ 54 V) to the PoE board (B).

minals

Setup Options

This section describes options to configure the ESP32-Ethernet-Kit hardware.

Function Switch When in On position, this DIP switch is routing listed GPIOs to FT2232H to provide JTAG
functionality. When in Off position, the GPIOs may be used for other purposes.

DIP SW | GPIO Pin
1 GPIO13
2 GPIO12
3 GPIO15
4 GPIO14

Note: Placement of GPIO pin number marking on the board’ s silkscreen besides the DIP switch is incorrect.
Please use instead the pin order as in the table above.

RMII Clock Selection The ethernet MAC and PHY under RMII working mode need a common 50 MHz reference
clock (i.e. RMII clock) that can be provided either externally, or generated from internal ESP32 APLL.
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Note: For additional information on the RMII clock selection, please refer to ESP32-Ethernet-Kit V1.1 Ethernet
board (A) schematic, sheet 2, location D2.

RMII Clock Sourced Externally by PHY By default, the ESP32-Ethernet-Kit is configured to provide RMII
clock for the IPIOIGRIPHY’ s 50M_CLKO output. The clock signal is generated by the frequency multiplication
of 25 MHz crystal connected to the PHY. For details, please see the figure below.

ESP32
GRICO REF CLK_50M
B
Y ||:||
=
2 —
&) a5 % b &
C, o
= =
[T )
RMII RMIl Interface 0 PHY
Serial Management Interface
z IP101GRI
!
Ll
cn
L
7
GPIOS i T

Fig. 24: RMII Clock from IP101GRI PHY

Please note that the PHY is reset on power up by pulling the RESET_N signal down with a resistor. ESP32 should
assert RESET_N high with GPIOS5 to enable PHY. Only this can ensure the power-up of system. Otherwise ESP32
may enter download mode (when the clock signal of REF_CLK_50M is at a high logic level during the GPIOO0
power-up sampling phase).

RMII Clock Sourced Internally from ESP32° s APLL  Another option is to source the RMII Clock from internal
ESP32 APLL, see figure below. The clock signal coming from GPIOO is first inverted, to account for transmission
line delay, and then supplied to the PHY.

To implement this option, users need to remove or add some RC components on the board. For details please refer
to ESP32-Ethernet-Kit V1.1 Ethernet board (A) schematic, sheet 2, location D2. Please note that if the APLL is
already used for other purposes (e.g. 12S peripheral), then you have no choice but use an external RMII clock.
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ESP32
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Fig. 25: RMII Clock from ESP Internal APLL
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GPIO Allocation

This section describes allocation of ESP32 GPIOs to specific interfaces or functions of the ESP32-Ethernet-Kit.

IP101GRI (PHY) Interface The allocation of the ESP32 (MAC) pins to [P101GRI (PHY) is shown in the table
below. Implementation of ESP32-Ethernet-Kit defaults to Reduced Media-Independent Interface (RMII).

. \ ESP32 Pin (MAC) \ IP101GRI (PHY)
RMII Interface

1 GPIO21 TX_EN

2 GPIO19 TXDI[0]

3 GPI1022 TXDI[1]

4 GPIO25 RXD[0]

5 GPIO26 RXD[1]

6 GPI1027 CRS_DV
7 GPIOO REF_CLK
Serial Management Interface

8 GPIO23 MDC

9 GPIO18 MDIO

PHY Reset

10 GPIOS Reset_N

Note: Except for REF_CLK, the allocation of all pins under the ESP32’ s RMII Interface is fixed and cannot be
changed either through IOMUX or GPIO Matrix.

GPIO Header 1 This header exposes some GPIOs that are not used elsewhere on the ESP32-Ethernet-Kit.

ESP32 Pin
GPIO32
GPIO33
GPIO34
GPIO35
GPIO36
GPIO39

NN | W[ —]"

GPIO Header 2 This header contains GPIOs that may be used for other purposes depending on scenarios described
in column “Comments” .

ESP32 Pin | Comments

1 GPIO17 See note 1

2 GPIO16 See note 1

3 GPIO4

4 GPIO2

5 GPIO13 See note 2

6 GPIO12 See note 2

7 GPIO15 See note 2

8 GPIO14 See note 2

9 GND Ground

10 | 3V3 3.3 V power supply
Note:
Espressif Systems 49 Release v4.2.5-1-g5f8de19

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 1. Get Started

1. The ESP32 pins GPIO16 and GPIO17 are not broken out to the ESP32-WROVER-B module and therefore
not available for use. If you need to use these pins, please solder a module without PSRAM memory inside,
e.g. the ESP32-WROOM-32D or ESP32-SOLO-1.

2. Functionality depends on the settings of the Function Switch.

GPIO Allocation Summary

ESP32-WROVER-B | IP101GRI | UART | JTAG | GPIO Comments
S_VP 1036

S_VN 1039

1034 1034

1035 1035

1032 1032

1033 1033

1025 RXDI0]

1026 RXD[1]

1027 CRS_DV

1014 T™MS 1014

1012 TDI 1012

1013 RTS TCK 1013

1015 CTS TDO 1015

102 102

100 REF_CLK See note 1
104 104

1016 1016 (NC) | See note 2
1017 1017 (NC) | See note 2
105 Reset_N See note 1
1018 MDIO

1019 TXD[0]

1021 TX_EN

RXDO RXD

TXDO TXD

1022 TXD[1]

1023 MDC

Note:

1. To prevent the power-on state of the GPIOO from being affected by the clock output on the PHY side, the
RESET_N signal to PHY defaults to low, turning the clock output off. After power-on you can control RE-
SET_N with GPIOS to turn the clock output on. See also RMII Clock Sourced Externally by PHY . For PHYs
that cannot turn off the clock output through RESET_N, it is recommended to use a crystal module that can be
disabled / enabled externally. Similarly like when using RESET_N, the oscillator module should be disabled
by default and turned on by ESP32 after power-up. For a reference design please see ESP32-Ethernet-Kit
V1.1 Ethernet board (A) schematic.

2. The ESP32 pins GPIO16 and GPIO17 are not broken out to the ESP32-WROVER-B module and therefore
not available for use. If you need to use these pins, please solder a module without PSRAM memory inside,
e.g. the ESP32-WROOM-32D or ESP32-SOLO-1.

Start Application Development

Before powering up your ESP32-Ethernet-Kit, please make sure that the board is in good condition with no obvious
signs of damage.
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Initial Setup

Set the Function Switch on the Ethernet board (A) to its default position by turning all the switches to ON.
To simplify flashing and testing of the application, do not input extra signals to the board headers.

The PoE board (B) can now be plugged in, but do not connect external power to it.

Connect the Ethernet board (A) to the PC with a USB cable.

Turn the Power Switch from GND to 5VO position, the 5V Power On LED should light up.

Nk L=

Now to Development Proceed to Get Started, where Section Installation Step by Step will quickly help you set up
the development environment and then flash an example project onto your board.

Move on to the next section only if you have successfully completed all the above steps.

Configure and Load the Ethernet Example After setting up the development environment and testing the board,
you can configure and flash the ethernet/basic example. This example has been created for testing Ethernet function-
ality. It supports different PHY, including IP101GRI installed on ESP32-Ethernet-Kit V1.1.

Summary of Changes from ESP32-Ethernet-Kit V1.0

 The original inverted clock provided to the PHY by ESP32 using GPIOO has been replaced by a clock generated
on PHY side. The PHY ’ s clock is connected to the ESP32 with same GPIO0. The GPIO2 which was originally
used to control the active crystal oscillator on the PHY side, can now be used for other purposes.

e On power up, the ESP32 boot strapping pin GPIO0 may be affected by clock generated on the PHY side. To
resolve this issue the PHY’ s Reset-N signal is pulled low using resistor R17 and effectively turning off the
PHY’ s clock output. The Reset-N signal can be then pulled high by ESP32 using GPIOS.

¢ Removed FT2232H chip’ s external SPI Flash U6.

¢ Removed flow control jumper header J4.

e Removed nTRST JTAG signal. The corresponding GPIO4 can now be used for other purposes.

* Pull-up resistor R68 on the GPIO15 line is moved to the MTDO side of JTAG.

¢ To make the A and B board connections more foolproof (reduce chances of plugging in the B board in reverse
orientation), the original two 4-pin male rows on board A were changed to one 4-pin female row and one 4-pin
male row. Corresponding male and female 4-pins rows were installed on board B.

Other Versions of ESP32-Ethernet-Kit

o ESP32-Ethernet-Kit V1.0 Getting Started Guide

Related Documents

¢ ESP32-Ethernet-Kit V1.1 Ethernet board (A) schematic (PDF)
¢ ESP32-Ethernet-Kit V1.0 PoE board (B) schematic (PDF)

e ESP32 Datasheet (PDF)

¢ ESP32-WROVER-B Datasheet (PDF)

» JTAG Debugging

* ESP32 Hardware Reference

ESP32-Ethernet-Kit V1.0 Getting Started Guide This guide shows how to get started with the ESP32-Ethernet-
Kit development board and also provides information about its functionality and configuration options.

The ESP32-Ethernet-Kit is an Ethernet-to-Wi-Fi development board that enables Ethernet devices to be intercon-
nected over Wi-Fi. At the same time, to provide more flexible power supply options, the ESP32-Ethernet-Kit also
supports power over Ethernet (PoE).
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What You Need

o ESP32-Ethernet-Kit V1.0 board
» USB 2.0 A to Micro B Cable
* Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview ESP32-Ethernet-Kit is an ESP32-based development board produced by Espressif.

It consists of two development boards, the Ethernet board A and the PoE board B, The Ethernet board (A) con-
tains Bluetooth / Wi-Fi dual-mode ESP32-WROVER-B module and IP101GRI, a Single Port 10/100 Fast Ethernet
Transceiver (PHY). The PoE board (B) provides power over Ethernet functionality. The A board can work indepen-
dently, without the board B installed.

Ethernet Board (A)

ESP32-Ethernel-Kil _A_V10

. @/ wd Espressif. com

.l
ol
)
]
=
o
L
il
-
]
o
ul
wl
¢ ml
w
]
o

PoE Board (B)

Fig. 26: ESP32-Ethernet-Kit V1.0

For the application loading and monitoring the Ethernet board (A) also features FTDI FT2232H chip - an advanced
multi-interface USB bridge. This chip enables to use JTAG for direct debugging of ESP32 through the USB interface
without a separate JTAG debugger.

Functionality Overview The block diagram below shows the main components of ESP32-Ethernet-Kit and their
interconnections.

Functional Description The following two figures and tables describe the key components, interfaces, and controls
of the ESP32-Ethernet-Kit.
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Fig. 27: ESP32-Ethernet-Kit block diagram (click to enlarge)

CH_PU Button
BOOT Button GPIO Header 1

ESP32-Ethernet=Kit _A_V1.0
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LEDs

Magnetics
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RJ45 Port ——»

IP101GRI
(PHY)

Board B

ESP32-Ethernet-Kit_B_V1.0
Connectors

5V Power On LED
5V Input

DC/DC
Converter

J Power Switch

Fig. 28: ESP32-Ethernet-Kit - Ethernet board (A) layout (click to enlarge)
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Ethernet Board (A) The table below provides description starting from the picture’ s top right corner and going
clockwise.
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Key | Description

Com-

po-

nent

ESP32-This ESP32 module features 64-Mbit PSRAM for flexible extended storage and data processing capabil-

WROVERs.

B

GPIO| Five unpopulated through-hole solder pads to provide access to selected GPIOs of ESP32. For details,

Header see GPIO Header 2.

2

Flow | A jumper header with access to the board signals. For details, see Flow Control.

Con-

trol

Func-| A DIP switch used to configure the functionality of selected GPIOs of ESP32. For details, see Function

tion | Switch.

Switch

Tx/Rx| Two LEDs to show the status of UART transmission.

LEDs

GPIO| Provides access to some GPIOs of ESP32 that can be used depending on the position of the Function

Header Switch.

3

FT2232Hhe FT2232H chip serves as a multi-protocol USB-to-serial bridge which can be programmed and con-
trolled via USB to provide communication with ESP32. FT2232H also features USB-to-JTAG interface
which is available on channel A of the chip, while USB-to-serial is on channel B. The FT2232H chip
enhances user-friendliness in terms of application development and debugging. See ESP32-Ethernet-Kit
V1.0 Ethernet board (A) schematic.

USB | USB interface. Power supply for the board as well as the communication interface between a computer

Port | and the board.

Power| Power On/Off Switch. Toggling toward the Boot button powers the board on, toggling away from Boot

Switch powers the board off.

5V The 5V power supply interface can be more convenient when the board is operating autonomously (not

In- connected to a computer).

put

5V This red LED turns on when power is supplied to the board, either from USB or 5V Input.

Power

On

LED

DC/DCProvided DC 5 V to 3.3 V conversion, output current up to 2A.

Con-

verter

Board| A pair male header pins for mounting the PoE board (B).

B

Con-

nec-

tors

IP101GRhe physical layer (PHY) connection to the Ethernet cable is implemented using the IP101GRI chip. The

(PHY) connection between PHY and ESP32 is done through the reduced media-independent interface (RMII),
a variant of the media-independent interface (MII) standard. The PHY supports the IEEE 802.3 / 802.3u
standard of 10/100Mbps.

RJ45 | Ethernet network data transmission port.

Port

Mag- | The Magnetics are part of the Ethernet specification to protect against faults and transients, including

net- | rejection of common mode signals between the transceiver IC and the cable. The magnetics also provide

ics galvanic isolation between the transceiver and the Ethernet device.

Mod-

ule

Link/AcfiwioyLEDs (green and red) that respectively indicate the “Link” and “Activity” statuses of the PHY.

LEDs

BOOTDownload-button—Holding down BOOT-and-then—pr cabiug CH_PY-inittates Firmware PDownload-mode
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PoE Board (B) This board coverts power delivered over the Ethernet cable (PoE) to provide a power supply for the
Ethernet board (A). The main components of the PoE board (B) are shown on the block diagram under Functionality
Overview.

The PoE board (B) has the following features:

* Support for IEEE 802.3at
e Power output: 5V, 1.4 A

To take advantage of the PoE functionality the RJ45 Port of the Ethernet board (A) should be connected with an
Ethernet cable to a switch that supports PoOE. When the Ethernet board (A) detects 5 V power output from the PoE
board (B), the USB power will be automatically cut off.

External
Power
Terminals
Board A Board A
Connector Connector
Fig. 29: ESP32-Ethernet-Kit - PoE board (B) layout (click to enlarge)
Key Component Description
Board A Connector Four female header pins for mounting this board onto Ethernet board (A).
External Power Terminals | Optional power supply to the PoE board (B).

Setup Options This section describes options to configure the ESP32-Ethernet-Kit hardware.

Function Switch The functions for specific GPIO pins can be selected with the Function Switch.

DIP SW | GPIO Pin | Pin Functionality if DIP SW is ON

GPIO14 Connected to FT2232H to provide JTAG functionality
GPIO12 Connected to FT2232H to provide JTAG functionality
GPIO13 Connected to FT2232H to provide JTAG functionality
GPIO15 Connected to FT2232H to provide JTAG functionality
GPIO4 Connected to FT2232H to provide JTAG functionality
GPIO2 Connected to on-board 25 MHz oscillator

GPIOS Connected to RESET_N input of IP101GRI

n/a

[e=]IEN]No N RV, | NN OS] N S

You can make a certain GPIO pin available for other purposes by putting its DIP SW to the Off position.

Flow Control This is a 2 x 2 jumper pin header intended for the UART flow control.

Signal | Comment

MTDO | GPIO13, see also Function Switch
MTCK | GPIO15, see also Function Switch
RTS RTS signal of FT2232H

CTS CTS signal of FT2232H

EEN RSN ST R

GPIO Allocation This section describes allocation of ESP32 GPIOs to specific interfaces or functions of the
ESP32-Ethernet-Kit.
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IP101GRI (PHY) Interface The allocation of the ESP32 (MAC) pins to [IP101GRI (PHY) is shown in the table
below. Implementation of ESP32-Ethernet-Kit defaults to Reduced Media-Independent Interface (RMII).

\ ESP32 Pin (MAC) \ IP101GRI (PHY)
RMII Interface
1 GPIO21 TX_EN
2 GPIO19 TXD[0]
3 GPIO22 TXD[1]
4 GPIO25 RXDI[0]
5 GPIO26 RXDI[1]
6 GPI1027 CRS_DV
7 GPIOO REF_CLK
Serial Management Interface
8 GPIO23 MDC
9 GPIO18 MDIO
PHY Reset
10 | GPIO5 | Reset_N

Note: Except for REF_CLK, the allocation of all pins under the RMII Interface is fixed and cannot be changed either
through IOMUX or GPIO Matrix.

GPIO Header 1 This header exposes some GPIOs that are not used elsewhere on the ESP32-Ethernet-Kit.

ESP32 Pin
GPIO32
GPIO33
GPIO34
GPIO35
GPIO36
GPIO39

NN | W=

GPIO Header 2 This header contains the GPIOs with specific MII functionality (except GPIO2), as opposed to
Reduced Media-Independent Interface (RMII) functionality implemented on ESP32-Ethernet-Kit board by default,
see IP101GRI (PHY) Interface. Depending on the situation, if MMI is used, specific Ethernet applications might
require this functionality.

. | ESP32 Pin | MIl Function Comments
1 | GPIO17 EMAC_CLK_180 See note 1

2 | GPIO16 EMAC_CLK_OUT | See note 1
3 | GPIO4 EMAC_TX_ER

4 | GPIO2 n/a See note 2
5 | GPIO5S EMAC_RX_CLK See note 2

Note:

1. The ESP32 pins GPIO16 and GPIO17 are not broken out to the ESP32-WROVER-B module and therefore
not available for use. If you need to use these pins, please solder a module without SPIRAM memory inside,

e.g. the ESP32-WROOM-32D or ESP32-SOLO-1.
2. Functionality depends on the settings of the Function Switch.
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GPIO Header 3 The functionality of GPIOs connected to this header depends on the settings of the Function

Switch.
. | ESP32 Pin
1 | GPIO15
2 | GPIO13
3 | GPIO12
4 | GPIO14
5 | GND
6 | 3V3
GPIO Allocation Summary
ESP32-WROVER-B | IP101GRI | UART | JTAG | GPIO Comments
S_VP 1036
S_VN 1039
1034 1034
1035 1035
1032 1032
1033 1033
1025 RXDI[0]
1026 RXDI[1]
1027 CRS_DV
1014 T™S 1014
1012 TDI 1012
1013 RTS TCK 1013
1015 CTS TDO 1015
102 102 See notes 1 and 3 below
100 REF_CLK See notes 2 and 3 below
104 nTRST | 104
1016 1016 (NC) | See note 4 below
1017 1017 (NC) | See note 4 below
105 Reset_N 105
1018 MDIO
1019 TXDI[0]
1021 TX_EN
RXDO RXD
TXDO TXD
1022 TXD[1]
1023 MDC
Note:

1. GPIO2 is used to enable external oscillator of the PHY.

2. GPIOO is a source of 50 MHz reference clock for the PHY. The clock signal is first inverted, to account for
transmission line delay, and then supplied to the PHY.

3. To prevent affecting the power-on state of GPIOO by the clock output on the PHY side, the PHY external
oscillator is enabled using GPIO2 after ESP32 is powered up.

4. The ESP32 pins GPIO16 and GPIO17 are not broken out to the ESP32-WROVER-B module and therefore
not available for use. If you need to use these pins, please solder a module without SPIRAM memory inside,
e.g. the ESP32-WROOM-32D or ESP32-SOLO-1.

Start Application Development Before powering up your ESP32-Ethernet-Kit, please make sure that the board
is in good condition with no obvious signs of damage.
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Initial Setup

1. Set the Function Switch on the Ethernet board (A) to its default position by turning all the switches to ON.

2. To simplify flashing and testing the application, do not install any jumpers and do not connect any signals to
the board headers.

3. The PoE board (B) can now be plugged in, but do not connect external power to it.

Connect the Ethernet board (A) to the PC with a USB cable.

5. Turn the Power Switch from GND to 5VO0 position, the 5V Power On LED should light up.

&

Now to Development Proceed to Ger Started, where Section Installation Step by Step will quickly help you set up
the development environment and then flash an example project onto your board.

Move on to the next section only if you have successfully completed all the above steps.

Configure and Load the Ethernet Example After setting up the development environment and testing the board,
you can configure and flash the ethernet/basic example. This example has been created for testing Ethernet function-
ality. It supports different PHY, including IP101GRI installed on ESP32-Ethernet-Kit V1.0 board.

Related Documents

¢ ESP32-Ethernet-Kit V1.0 Ethernet board (A) schematic (PDF)
¢ ESP32-Ethernet-Kit V1.0 PoE board (B) schematic (PDF)

¢ ESP32 Datasheet (PDF)

¢ ESP32-WROVER-B Datasheet (PDF)

e JTAG Debugging

e ESP32 Hardware Reference

1.3.5 ESP32-DevKitS(-R)

This user guide provides information on ESP32-DevKitS(-R), an ESP32-based flashing board produced by Espressif.
ESP32-DevKitS(-R) is a combination of two board names: ESP32-DevKitS and ESP32-DevKitS-R. S stands for
springs, and R stands for WROVER.

ESP32-DevKitS ESP32-DevKitS-R

The document consists of the following major sections:

* Getting Started: Provides an overview of ESP32-DevKitS(-R) and hardware/software setup instructions to get
started.

* Hardware Reference: Provides more detailed information about ESP32-DevKitS(-R)’ s hardware.

¢ Related Documents: Gives links to related documentation.
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Getting Started

This section describes how to get started with ESP32-DevKitS(-R). It begins with a few introductory sections about
ESP32-DevKitS(-R), then Section How fo Flash a Board provides instructions on how to mount a module onto
ESP32-DevKitS(-R), get it ready, and flash firmware onto it.

Overview ESP32-DevKitS(-R) is Espressif’ s flashing board designed specifically for ESP32. It can be used to
flash an ESP32 module without soldering the module to the power supply and signal lines. With a module mounted,
ESP32-DevKitS(-R) can also be used as a mini development board like ESP32-DevKitC.

ESP32-DevKitS and ESP32-DevKitS-R boards vary only in layout of spring pins to fit the following ESP32 modules.

¢ ESP32-DevKitS:

— ESP32-WROOM-32
ESP32-WROOM-32D
ESP32-WROOM-32U
ESP32-SOLO-1
ESP32-WROOM-32E
ESP32-WROOM-32UE
¢ ESP32-DevKitS-R:

— ESP32-WROVER (PCB & IPEX)

— ESP32-WROVER-B (PCB & IPEX)

— ESP32-WROVER-E

— ESP32-WROVER-IE

Spring Pins

Left Female Headers Right Female Headers
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Fig. 30: ESP32-DevKitS - front
Description of Components
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Spring Pins

Left Female Headers Right Female Headers

'i|r|

JLELPLELR 11
goooocoQoao

ET ST

= e

LDO

il
sl
w»
b=
-
@

Power On LED USB-to-UART Bridge

CLK De DL 15..2

EN Button Boot Button
Micro-B USB
Fig. 31: ESP32-DevKitS-R - front

Key Component Description
Spring Pins Click the module in. The pins will fit into the module’ s castellated holes.
2.54 mm Female Headers These female headers are connected to pins of the module mounted on this

board. For description of female headers, please refer to Header Blocks.
USB-to-UART Bridge Single-chip USB to UART bridge provides transfer rates of up to 3 Mbps.
LDO 5V-t0-3.3V low-dropout voltage regulator (LDO).
Micro-USB  Connector/Micro | USB interface. Power supply for the board as well as the communication in-
USB Port terface between a computer and the board.
EN Button Reset button.
Boot Button Download button. Holding down Boot and then pressing EN initiates

Firmware Download mode for downloading firmware through the serial port.
Power On LED Turns on when the USB or power supply is connected to the board.

How to Flash a Board Before powering up your ESP32-DevKitS(-R), please make sure that it is in good condition
with no obvious signs of damage.

Required Hardware

¢ An ESP32 module of your choice
¢ USB 2.0 cable (Standard-A to Micro-B)
¢ Computer running Windows, Linux, or macOS

Hardware Setup Please mount a module of your choice onto your ESP32-DevKitS(-R) according to the following
steps:

¢ Gently put your module on the ESP32-DevKitS(-R) board. Make sure that castellated holes on your module
are aligned with spring pins on the board.
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¢ Press your module down into the board until it clicks.
* Check whether all spring pins are inserted into castellated holes. If there are some misaligned spring pins,
place them into castellated holes with tweezers.

Software Setup

Preferred Method The ESP-IDF development framework provides a preferred way of flashing binaries onto
ESP32-DevKitS(-R). Please proceed to Get Started, where Section Installation Step by Step will quickly help you
set up the development environment and then flash an application example onto your ESP32-DevKitS(-R).

Alternative Method As an alternative, Windows users can flash binaries using the Flash Download Tool. Just
download it, unzip it, and follow the instructions inside the doc folder.

Note:

1. To flash binary files, ESP32 should be set to Firmware Download mode. This can be done either
by the flash tool automatically, or by holding down the Boot button and tapping the EN button.

2. After flashing binary files, the Flash Download Tool restarts your ESP32 module and boots the
flashed application by default.
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Fig. 32: ESP32-DevKitS board dimensions - back

Board Dimensions

Contents and Packaging

Retail orders If you order a few samples, each ESP32-DevKitS(-R) comes in an individual package in either
antistatic bag or any packaging depending on a retailer.

For retail orders, please go to https://www.espressif.com/en/company/contact/buy-a-sample.
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Fig. 33: ESP32-DevKitS-R board dimensions - back

Wholesale Orders If you order in bulk, the boards come in large cardboard boxes.

For wholesale orders, please check Espressif Product Ordering Information (PDF).

Hardware Reference

ESP32-DevKit5-v1.1

0000000000

AS OWD €0 20 ET ONO® 7T +T L2 .fr#r

W wYe v @ we

Block Diagram A block diagram below shows the components of ESP32-DevKitS(-R) and their interconnections.

Power Supply Options There are three mutually exclusive ways to provide power to the board:

¢ Micro USB port, default power supply
¢ 5V and GND header pins
* 3V3 and GND header pins

It is advised to use the first option: micro USB port.

. Label | Signal

L1 3V3 VDD 3V3

L2 EN CHIP_PU
L3 VP SENSOR_VP
L4 VN SENSOR_VN
L5 | 34 GPIO34

L6 |35 GPIO35

L7 | 32 GPIO32

L8 | 33 GPIO33

L9 25 GPIO25

L10 | 26 GPIO26

L11 | 27 GPIO27

L12 | 14 GPIO14

L13 | 12 GPIO12

Continued on next page
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Table 2 - continued from previous page

. Label | Signal

L14 | GND | GND

L15 | 13 GPIO13
L16 | D2 SD_DATA?2
L17 | D3 SD_DATA3
L18 | CMD | SD_CMD
L19 | 5V External 5V
R1 GND | GND

R2 | 23 GPIO23
R3 | 22 GP1022
R4 X U0OTXD

R5 | RX UORXD
R6 | 21 GPIO21
R7 | GND | GND

RS 19 GPIO19
R9 18 GPIO18
R10 | 5 GPIO5

RI11 | 17 GPIO17
R12 | 16 GPIO16
R13 | 4 GPIO4
RI4 | O GPIOO
R15 | 2 GPIO2
RI16 | 15 GPIO15
R17 | D1 SD_DATAI
RI18 | DO SD_DATAO
R19 | CLK SD_CLK

Header Blocks For the image of header blocks, please refer to Description of Components.

Related Documents

* ESP32-DevKitS(-R) Schematics (
¢ ESP32 Datasheet (PDF)

PDF)

¢ ESP32-WROOM-32 Datasheet (PDF)

* ESP32-WROOM-32D & ESP32-WROOM-32U Datasheet (PDF)

» ESP32-SOLO-1 Datasheet (PDF)
* ESP32-WROVER Datasheet (PD

F)

* ESP32-WROVER-B Datasheet (PDF)
 Espressif Product Ordering Information (PDF)

1.4 Installation Step by Step

This is a detailed roadmap to walk you through the installation process.

1.4.1 Setting up Development Environment

e Step 1. Install prerequisites for Windows, Linux, or macOS

o Step 2. Get ESP-IDF
e Step 3. Set up the tools

e Step 4. Set up the environment variables
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Fig. 34: ESP32-DevKitS(-R) (click to enlarge)

1.4.2 Creating Your First Project

e Step 5. Start a Project

e Step 6. Connect Your Device
o Step 7. Configure

e Step 8. Build the Project
 Step 9. Flash onto the Device
e Step 10. Monitor

1.5 Step 1. Install prerequisites

Some tools need to be installed on the computer before proceeding to the next steps. Follow the links below for the
instructions for your OS:

1.5.1 Standard Setup of Toolchain for Windows

Note: Currently only 64-bit versions of Windows are supported. 32-bit Windows can use the Legacy GNU Make
Build System.

Introduction
ESP-IDF requires some prerequisite tools to be installed so you can build firmware for supported chips. The prereq-
uisite tools include Python, Git, cross-compilers, CMake and Ninja build tools.

For this Getting Started we’ re going to use the Command Prompt, but after ESP-IDF is installed you can use Eclipse
or another graphical IDE with CMake support instead.
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Note: Previous versions of ESP-IDF used the Legacy GNU Make Build System and MSYS2 Unix compatibility
environment. This is no longer required, ESP-IDF can be used from the Windows Command Prompt.

Note: Limitation: the installation path of Python or ESP-IDF must not contain white spaces or parentheses.

Limitation: the installation path of Python or ESP-IDF should not contain special characters (non-ASCII) unless the
operating system is configured with “Unicode UTF-8” support. System Administrator can enable the support via
Control Panel - Change date, time, or number formats - Administrative tab - Change system locale - check the option
“Beta: Use Unicode UTF-8 for worldwide language support” - Ok and reboot the computer.

ESP-IDF Tools Installer

The easiest way to install ESP-IDF’ s prerequisites is to download one of ESP-IDF Tools Installers from this URL:
https://dl.espressif.com/dl/esp-idf/?idf=4.2

What is the usecase for Online and Offline Installer Online Installer is very small and allows the installation of all
available releases of ESP-IDF. The installer will download only necessary dependencies including Git For Windows
during the installation process. The installer stores downloaded files in the cache directory $userprofile$\.
espressif

Offline Installer does not require any network connection. The installer contains all required dependencies including
Git For Windows .

Components of the installation The installer deploys the following components:

¢ Embedded Python

* Cross-compilers

¢ OpenOCD

e CMake and Ninja build tools
» ESP-IDF

The installer also allows reusing the existing directory with ESP-IDF. The recommended directory is $userpro—
file%\Desktop\esp-idf where $userprofile% is your home directory.

Launching ESP-IDF Environment At the end of the installation process you can check out option Run ESP-—
IDF PowerShell Environment or Run ESP-IDF Command Prompt (cmd.exe). The installer will
launch ESP-IDF environment in selected prompt.

Run ESP-IDF PowerShell Environment:

Run ESP-IDF Command Prompt (cmd.exe):

Using the Command Prompt

For the remaining Getting Started steps, we’ re going to use the Windows Command Prompt.

ESP-IDF Tools Installer also creates a shortcut in the Start menu to launch the ESP-IDF Command Prompt. This
shortcut launches the Command Prompt (cmd.exe) and runs export . bat script to set up the environment variables
(PATH, IDF_PATH and others). Inside this command prompt, all the installed tools are available.

Note that this shortcut is specific to the ESP-IDF directory selected in the ESP-IDF Tools Installer. If you have
multiple ESP-IDF directories on the computer (for example, to work with different versions of ESP-IDF), you have
two options to use them:

1. Create a copy of the shortcut created by the ESP-IDF Tools Installer, and change the working directory of the
new shortcut to the ESP-IDF directory you wish to use.

Espressif Systems 66 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.msys2.org/
https://dl.espressif.com/dl/esp-idf/?idf=4.2
https://gitforwindows.org/
https://gitforwindows.org/
https://cmake.org/download/
https://ninja-build.org/
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 1. Get Started

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about
30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://qgithub.com/espressif/idf-env.

V]

Fig. 35: Completing the ESP-IDF Tools Setup Wizard with Run ESP-IDF PowerShell Environment

Using Python in c:/Users/developer/.espressif/python_env/idf4.1_py3.8_env/scripts
Python 3.8.7

Using Git in c:/Program Files/Git/cmd/

git version 2.29.2.windows.1

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

lAdding ESP-IDF tools to PATH...
:\Users\developer\.espressif\tools\xtensa-esp32-el1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-el1f\esp-2020r3-8.4.0\xtensa-esp32s2-el1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp-elf\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\bin
:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\

:\Users\developer\.espressif\tools\idf-exe\1.0.1\

:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

[checking if Python packages are up to date...

Python requirements from c:\Users\developer\Desktop\esp-idf\requirements.txt are satisfied

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

Fig. 36: ESP-IDF PowerShell
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| |.| Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.
Click Finish to exit Setup.

Run ESP-IDF Edlipse Environment
Run ESP-IDF PowerShell Environment

[ 571 Run ESP-IDF Command Prompt Environment |

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

Fig. 37: Completing the ESP-IDF Tools Setup Wizard with Run ESP-IDF Command Prompt (cmd.exe)
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@8 ESP-IDF Command Prompt (cmd.exe = -

Using Python in C:\Users\test\AppData‘\Local\Programs\Python\Python3m -~
Puthon 3.7.8

Using Git in C:‘\Users\test\Git‘cmd'

git version 2.30.0.windows.1 .
Setting IDF_PATH: C:\Users\test\esp\esp-idf '

Adding ESP-IDF tools to PATH...
C:%Us
2=elf\bin
C:\Users\test\ . .espressifitools\xtensa-esp32s2-elf\esp-2020r3-8.4.0\xtensa-es
p32s2-elfi\bin
C:\Users\test\.espressifitoocls‘\xtensa-esp32si-elf\esp-2020r3-8.4.8\xtensa-es
p32s3-elf\bin
C:\Users\test\ .espressifitools\riscu32-esp-elf\1.24.0.123_6Y4eb9ff-8.4.0\risc
y32-esp-elfi\bin
C:\Users\test\.espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin
C:\Users\test\ .espressifitools\esp32s2ulp-elf'\2.28.51-esp-20191205\esp32s2ul
p-elf-binutils\bin
C:\Users\test\.es if\tools\cmake\3.16.4\bin
C:‘\Usersitesth . es 5 200,10, 8-esp32-20208709 openocd-
esp32ibin
C:\Users\test\ . .es ssifi\tools\ninja\1.10. 0%
AZUsers\testh, . ifytoolshidf-exel\1.08.1%
- WUsersitesth,. if\tools\ccache'\3. T\
S ZUsers\test) .es ifytools\dfu-util\0.9\dfu-util-9.9-winG4
> Z\Users\testh. if\python_enu\idf4.3_py3. T_env\Scripts
:\Users\test\esp\esp-idf\tools

Checking 1f Python packages are up to date...
Puython requirements from C:\Users\test\esp\esp-idfirequirements.txt are
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\espiesp-idf>

Fig. 38: ESP-IDF Command Prompt

Espressif Systems 69 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 1. Get Started

2. Alternatively, run cmd . exe, then change to the ESP-IDF directory you wish to use, and run export .bat.
Note that unlike the previous option, this way requires Python and Git to be present in PATH. If you get errors
related to Python or Git not being found, use the first option.

Next Steps

If the ESP-IDF Tools Installer has finished successfully, then the development environment setup is complete. Pro-
ceed directly to Step 5. Start a Project.

Related Documents

For advanced users who want to customize the install process:

Updating ESP-IDF tools on Windows

Install ESP-IDF tools using a script From the Windows Command Prompt, change to the directory where ESP-
IDF is installed. Then run:

install.bat

For Powershell, change to the directory where ESP-IDF is installed. Then run:

install.psl

This will download and install the tools necessary to use ESP-IDF. If the specific version of the tool is already installed,
no action will be taken.

The tools are downloaded and installed into a directory specified during ESP-IDF Tools Installer process. By default,
thisis C: \Users\username\ .espressif.

Add ESP-IDF tools to PATH using an export script ESP-IDF tools installer creates a Start menu shortcut for
“ESP-IDF Command Prompt” . This shortcut opens a Command Prompt window where all the tools are already
available.

In some cases, you may want to work with ESP-IDF in a Command Prompt window which wasn’ t started using that
shortcut. If this is the case, follow the instructions below to add ESP-IDF tools to PATH.

In the command prompt where you need to use ESP-IDF, change to the directory where ESP-IDF is installed, then
execute export .bat:

cd %Suserprofile%\espl\esp-idf
export.bat

Alternatively in the Powershell where you need to use ESP-IDF, change to the directory where ESP-IDF is installed,
then execute export .psl:

cd ~/esp/esp-idf
export.psl

When this is done, the tools will be available in this command prompt.

1.5.2 Standard Setup of Toolchain for Linux
Install Prerequisites

To compile with ESP-IDF you need to get the following packages:
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e CentOS 7:

sudo yum -y update && sudo yum install git wget flex bison gperf python3_
—python3-pip python3-setuptools cmake ninja-build ccache dfu-util

CentOS 7 is still supported but CentOS version 8 is recommended for a better user experience.

e Ubuntu and Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—setuptools cmake ninja-build ccache libffi-dev libssl-dev dfu-util

Arch:

sudo pacman —-S —-—needed gcc git make flex bison gperf python-pip cmake ninja.
—ccache dfu-util

Note: CMake version 3.5 or newer is required for use with ESP-IDF. Older Linux distributions may require updating,
enabling of a “backports” repository, or installing of a “cmake3” package rather than “cmake” .

Additional Tips
Permission issues /dev/ttyUSB0O With some Linux distributions you may get the Failed to open port

/dev/ttyUSBO error message when flashing the ESP32. This can be solved by adding the current user to the dialout
group.

Fixing broken pip on Ubuntu 16.04

Package python3-pip could be broken without possibility to upgrade it. Package has to be removed and installed
manually using script get-pip.py.:

apt remove python3-pip python3-virtualenv; rm -r ~/.local
rm -r ~/.espressif/python_env && python get-pip.py

Python 2 deprecation

Python 2 reached its end of life and support for it in ESP-IDF will be removed soon. Please install Python 3.6 or
higher. Instructions for popular Linux distributions are listed above.

Next Steps

To carry on with development environment setup, proceed to Step 2. Get ESP-IDF.

1.5.3 Standard Setup of Toolchain for macOS

Install Prerequisites

ESP-IDF will use the version of Python installed by default on macOS.
* install pip:

sudo easy_install pip

¢ install CMake & Ninja build:
— If you have HomeBrew, you can run:
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’brew install cmake ninja dfu-util

— If you have MacPorts, you can run:

sudo port install cmake ninja dfu-util

— Otherwise, consult the CMake and Ninja home pages for macOS installation downloads.
e It is strongly recommended to also install ccache for faster builds. If you have HomeBrew, this can be done
viabrew install ccacheor sudo port install ccache on MacPorts.

Note: If an error like this is shown during any step:

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

Then you will need to install the XCode command line tools to continue. You can install these by running xcode—
select —-install.

Installing Python 3 Basing on macOS Catalina 10.15 release notes, use of Python 2.7 is not recommended and
Python 2.7 will not be included by default in future versions of macOS. Check what Python you currently have:

’python —-—version

If the output is like Python 2.7.17, your default interpreter is Python 2.7. If so, also check if Python 3 isn’ t
already installed on your computer:

’python3 —-—version

If above command returns an error, it means Python 3 is not installed.
Below is an overview of steps to install Python 3.

* Installing with HomeBrew can be done as follows:

’brew install python3

¢ If you have MacPorts, you can run:

sudo port install python38

Python 2 deprecation

Python 2 reached its end of life and support for it in ESP-IDF will be removed soon. Please install Python 3.6 or
higher. Instructions for macOS are listed above.

Next Steps

To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .
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Windows Linux mac OS

1.6 Step 2. Get ESP-IDF

To build applications for the ESP32, you need the software libraries provided by Espressif in ESP-IDF repository.

To get ESP-IDF, navigate to your installation directory and clone the repository with git clone, following in-
structions below specific to your operating system.

Note: This guide uses the directory ~/esp on Linux and macOS or $userprofile%\esp on Windows as
an installation folder for ESP-IDF. You can use any directory, but you will need to adjust paths for the commands
respectively. Keep in mind that ESP-IDF does not support spaces in paths.

1.6.1 Linux and macOS

Open Terminal, and run the following commands:

cd ~/esp
git clone -b release/v4.2 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into ~/esp/esp-idf.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

1.6.2 Windows

In addition to installing the tools, ESP-IDF Tools Installer for Windows introduced in Step 1 can also download a copy
of ESP-IDF.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

If you wish to download ESP-IDF without the help of ESP-IDF Tools Installer, refer to these instructions.

1.7 Step 3. Set up the tools

Aside from the ESP-IDF, you also need to install the tools used by ESP-IDF, such as the compiler, debugger, Python
packages, etc.
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1.7.1 Windows

ESP-IDF Tools Installer for Windows introduced in Step 1 installs all the required tools.

If you want to install the tools without the help of ESP-IDF Tools Installer, open the Command Prompt and follow
these steps:

cd Suserprofile%\espl\esp-idf
install.bat esp32

or with Windows PowerShell

cd ~/esp/esp-idf
./install.psl esp32

1.7.2 Linux and macOS

cd ~/esp/esp-idf
./install.sh esp32

or with Fish shell

cd ~/esp/esp-idf
./install.fish esp32

Note: To install tools for multiple targets you can specify those targets at once. For example: ./install.sh
esp32, esp32s2. Toinstall tools for all supported targets, run the script without specifying targets . /install.
shoruse ./install.sh all.

1.7.3 Alternative File Downloads

The tools installer downloads a number of files attached to GitHub Releases. If accessing GitHub is slow then it is
possible to set an environment variable to prefer Espressif’ s download server for GitHub asset downloads.

Note: This setting only controls individual tools downloaded from GitHub releases, it doesn’ t change the URLs
used to access any Git repositories.

Windows

To prefer the Espressif download server when running the ESP-IDF Tools Installer or installing tools from the
command line, open the System control panel, then click on Advanced Settings. Add a new Environment Vari-
able (of type either User or System) with the name IDF_GITHUB_ASSETS and value d1.espressif.com/
github_assets. Click OK once done.

If the command line window or ESP-IDF Tools Installer window was already open before you added the new envi-
ronment variable, you will need to close and reopen it.

While this environment variable is still set, the ESP-IDF Tools Installer and the command line installer will prefer
the Espressif download server.
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Linux and macOS

To prefer the Espressif download server when installing tools, use the following sequence of commands when running
install.sh:

cd ~/esp/esp-idf
export IDE_GITHUB

B_ASSETS="dl.espressif.com/github_assets"
./install.sh

1.7.4 Customizing the tools installation path

The scripts introduced in this step install compilation tools required by ESP-IDF inside the user home directory:
SHOME/ .espressif on Linux and macOS, $USERPROFILE%\.espressif on Windows. If you wish to
install the tools into a different directory, set the environment variable IDF_TOOLS_PATH before running the
installation scripts. Make sure that your user account has sufficient permissions to read and write this path.

If changing the IDF_TOOLS_PATH, make sure it is set to the same value every time the Install script (install.
bat, install.psl or install.sh) and an Export script (export .bat, export.psl or export.sh)
are executed.

1.8 Step 4. Set up the environment variables

The installed tools are not yet added to the PATH environment variable. To make the tools usable from the command
line, some environment variables must be set. ESP-IDF provides another script which does that.

1.8.1 Windows

ESP-IDF Tools Installer for Windows creates an  “ESP-IDF Command Prompt” shortcut in the Start Menu. This
shortcut opens the Command Prompt and sets up all the required environment variables. You can open this shortcut
and proceed to the next step.

Alternatively, if you want to use ESP-IDF in an existing Command Prompt window, you can run:

’%uze"pfo[‘\e%\esp\esp—idf\export.bat

or with Windows PowerShell

’.&FQWF/esp/esp—idf/export.psl

1.8.2 Linux and macOS

In the terminal where you are going to use ESP-IDF, run:

SHOME /esp/esp-idf/export.sh

Note the space between the leading dot and the path!
If you plan to use esp-idf frequently, you can create an alias for executing export . sh:

1. Copy and paste the following command to your shell’ s profile (.profile, .bashrc, .zprofile,etc.)

alias get_idf='. SHOME/esp/esp-idf/export.sh'

2. Refresh the configuration by restarting the terminal session or by running source [path to profile],
for example, source ~/.bashrc.

Espressif Systems 75 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 1. Get Started

Now you can run get_1idf to set up or refresh the esp-idf environment in any terminal session.

Technically, you can add export . sh to your shell’ s profile directly; however, it is not recommended. Doing so
activates IDF virtual environment in every terminal session (including those where IDF is not needed), defeating the
purpose of the virtual environment and likely affecting other software.

1.9 Step S. Start a Project

Now you are ready to prepare your application for ESP32. You can start with get-started/hello_world project from
examples directory in IDF.

Copy the project get-started/hello_world to ~/esp directory:

1.9.1 Linux and macOS

cd ~/esp
cp -r $SIDEF_PATH/examples/get-started/hello_world .

1.9.2 Windows

cd %userprofile%\esp
xcopy /e /i %IDF_PATHS\examples\get-started\hello_world hello_world

There is a range of example projects in the examples directory in ESP-IDF. You can copy any project in the same
way as presented above and run it. It is also possible to build examples in-place, without copying them first.

Important: The ESP-IDF build system does not support spaces in the paths to either ESP-IDF or to projects.

1.10 Step 6. Connect Your Device

Now connect your ESP32 board to the computer and check under what serial port the board is visible.
Serial ports have the following patterns in their names:

* Windows: names like COM1
¢ Linux: starting with /dev/tty
* macOS: starting with /dev/cu.

If you are not sure how to check the serial port name, please refer to Establish Serial Connection with ESP32 for full
details.

Note: Keep the port name handy as you will need it in the next steps.

1.11 Step 7. Configure

Navigate to your hello_world directory from Step 5. Start a Project, set ESP32 chip as the target and run the
project configuration utility menuconfig.
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1.11.1 Linux and macOS

cd ~/esp/hello_world
idf.py set-target esp32
idf.py menuconfig

1.11.2 Windows

cd 2userprofile$\esp\hello_world
idf.py set-target esp32
idf.py menuconfig

Setting the target with idf .py set-target esp32 should be done once, after opening a new project. If the
project contains some existing builds and configuration, they will be cleared and initialized. The target may be saved
in environment variable to skip this step at all. See Selecting the Target for additional information.

If the previous steps have been done correctly, the following menu appears:

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type ---=
Application manager ---=
Bootloader config ---=
Security features --->
Partition Table --->
Compiler options ---=>
Component config ---=>
Compatibility options ---=

[Space/Enter] Toggle/enter [ESC] Leave menu [S] Save

[?] Symbol info [/] Jump to symbol
[C] gle show-name [A] Toggle show-all mode
[D] Save minimal confic ( d)

Fig. 39: Project configuration - Home window

You are using this menu to set up project specific variables, e.g. Wi-Fi network name and password, the processor
speed, etc. Setting up the project with menuconfig may be skipped for “hello_word” . This example will run with
default configuration.

Attention: If you use ESP32-DevKitC board with the ESP32-SOLO-1 module, enable single core mode
(CONFIG_FREERTOS_UNICORE) in menuconfig before flashing examples.

Note: The colors of the menu could be different in your terminal. You can change the appearance with the option
——style. Please run idf.py menuconfig —-help for further information.

1.12 Step 8. Build the Project

Build the project by running:
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idf.py build

This command will compile the application and all ESP-IDF components, then it will generate the bootloader, par-
tition table, and application binaries.

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello-world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello-world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

If there are no errors, the build will finish by generating the firmware binary .bin files.

1.13 Step 9. Flash onto the Device

Flash the binaries that you just built (bootloader.bin, partition-table.bin and hello-world.bin) onto your ESP32 board
by running:

idf.py -p PORT [-b BAUD] flash

Replace PORT with your ESP32 board’ s serial port name from Step 6. Connect Your Device.

You can also change the flasher baud rate by replacing BAUD with the baud rate you need. The default baud rate is
460800.

For more information on idf.py arguments, see idf.py.

Note: The option £ 1ash automatically builds and flashes the project, so running 1df . py build isnotnecessary.

1.13.1 Encountered Issues While Flashing?

If you run the given command and see errors such as “Failed to connect” , there might be several reasons for this.
One of the reasons might be issues encountered by esptool. py, the utility that is called by the build system to
reset the chip, interact with the ROM bootloader, and flash firmware. One simple solution to try is manual reset
described below, and if it does not help you can find more details about possible issues in Troubleshooting.

esptool.py resets ESP32 automatically by asserting DTR and RTS control lines of the USB to serial converter
chip, i.e., FTDI or CP210x (for more information, see Establish Serial Connection with ESP32). The DTR and RTS
control lines are in turn connected to GPIO0 and CHIP_PU (EN) pins of ESP32, thus changes in the voltage levels
of DTR and RTS will boot ESP32 into Firmware Download mode. As an example, check the schematic for the
ESP32 DevKitC development board.
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In general, you should have no problems with the official esp-idf development boards. However, esptool.py is
not able to reset your hardware automatically in the following cases:

¢ Your hardware does not have the DTR and RTS lines connected to GPIO0 and CIHP_PU
* The DTR and RTS lines are configured differently
¢ There are no such serial control lines at all

Depending on the kind of hardware you have, it may also be possible to manually put your ESP32 board into Firmware
Download mode (reset).

* For development boards produced by Espressif, this information can be found in the respective getting started
guides or user guides. For example, to manually reset an esp-idf development board, hold down the Boot
button (GPI00) and press the EN button (CHIP_PU).

* For other types of hardware, try pulling GPTO0 down.

1.13.2 Normal Operation

When flashing, you will see the output log similar to the following:

esptool.py —-chip esp32 -p /dev/ttyUSBO -b 460800 --before=default_reset —-
—after=hard_reset write_flash --flash _mode dio --flash_freqg 40m --flash_size 2MB.
—»0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
—0x10000 hello-world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting........ _

Chip is ESP32DOWDQ6 (revision 0)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 24:0a:c4:05:09:14

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 5962.8.
—kbit/s) ...

Hash of data verified.

Compressed 26096 bytes to 15408...

Writing at 0x00001000... (100 %)

Wrote 26096 bytes (15408 compressed) at 0x00001000 in 0.4 seconds (effective 546.7.
—kbit/s) ...

Hash of data verified.

Compressed 147104 bytes to 77364...

Writing at 0x00010000... (20

Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000... (100 %)

Wrote 147104 bytes (77364 compressed) at 0x00010000 in 1.9 seconds (effective 615.
—5 kbit/s) ...
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

If there are no issues by the end of the flash process, the board will reboot and start up the “hello_world” application.
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If you’ d like to use the Eclipse or VS Code IDE instead of running idf . py, check out the Eclipse guide, VS Code
guide.

1.14 Step 10. Monitor

To check if “hello_world” is indeed running, type 1df .py —p PORT monitor (Do not forget to replace PORT
with your serial port name).

This command launches the IDF Monitor application:

$ idf.py -p /dev/ttyUSBO monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello-world.elf".

- idf_monitor on /dev/ttyUSBO 115200 -

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

After startup and diagnostic logs scroll up, you should see “Hello world!” printed out by the application.

Hello world!

Restarting in 10 seconds...

This is esp32 chip with 2 CPU cores, WiFi/BT/BLE, silicon revision 1, 2MB external.
—flash

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

To exit IDF monitor use the shortcut Ctr1+].

If IDF monitor fails shortly after the upload, or, if instead of the messages above, you see random garbage similar to
what is given below, your board is likely using a 26 MHz crystal. Most development board designs use 40 MHz, so
ESP-IDF uses this frequency as a default value.

e986) (Xn@dy. |66 (§PW+)BBHN9a— /90 ! Gt 566PE~BKHGcheahstjA
~zYBOY (16,1 60 e066) (Xn@By. !DrézY (6 jpi® |6+z5Ymvp

If you have such a problem, do the following:

1. Exit the monitor.

2. Go back to menuconfig.

3. Go to Component config —> ESP32-specific —> Main XTAL frequency, then change CON-
FIG_ESP32_XTAL_FREQ_SEL to 26 MHz.

4. After that, build and flash the application again.

Note: You can combine building, flashing and monitoring into one step by running:

idf.py -p PORT flash monitor

See also:

* IDF Monitor for handy shortcuts and more details on using IDF monitor.
* idf.py for a full reference of 1df . py commands and options.
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That’ s all that you need to get started with ESP32!

Now you are ready to try some other examples, or go straight to developing your own applications.

Important: Some of examples do not support ESP32 because required hardware is not included in ESP32 so it
cannot be supported.

If building an example, please check the README file for the Supported Targets table. If this is present
including ESP32 target, or the table does not exist at all, the example will work on ESP32.

1.15 Updating ESP-IDF

You should update ESP-IDF from time to time, as newer versions fix bugs and provide new features. The simplest way
to do the update is to delete the existing esp—1df folder and clone it again, as if performing the initial installation
described in Step 2. Get ESP-IDF.

Another solution is to update only what has changed. The update procedure depends on the version of ESP-IDF you
are using.

After updating ESP-IDF, execute the Install script again, in case the new ESP-IDF version requires different versions
of tools. See instructions at Step 3. Set up the tools.

Once the new tools are installed, update the environment using the Export script. See instructions at Step 4. Set up
the environment variables.

1.16 Related Documents

1.16.1 Establish Serial Connection with ESP32

This section provides guidance how to establish serial connection between ESP32 and PC.

Connect ESP32 to PC

Connect the ESP32 board to the PC using the USB cable. If device driver does not install automatically, identify
USB to serial converter chip on your ESP32 board (or external converter dongle), search for drivers in internet and
install them.

Below is the list of USB to serial converter chips installed on most of the ESP32 boards produced by Espressif together
with links to the drivers:

e CP210x: CP210x USB to UART Bridge VCP Drivers
e FTDI: FTDI Virtual COM Port Drivers

Please check the board user guide for specific USB to serial converter chip used. The drivers above are primarily for
reference. Under normal circumstances, the drivers should be bundled with an operating system and automatically
installed upon connecting the board to the PC.

Check port on Windows

Check the list of identified COM ports in the Windows Device Manager. Disconnect ESP32 and connect it back, to
verify which port disappears from the list and then shows back again.

Figures below show serial port for ESP32 DevKitC and ESP32 WROVER KIT
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Fig. 40: USB to UART bridge of ESP32-DevKitC in Windows Device Manager
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Fig. 41: Two USB Serial Ports of ESP-WROVER-KIT in Windows Device Manager
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Check port on Linux and macOS

To check the device name for the serial port of your ESP32 board (or external converter dongle), run this command
two times, first with the board / dongle unplugged, then with plugged in. The port which appears the second time is
the one you need:

Linux

’ls /dev/tty*

macOS

’ls /dev/cu.*

Note: MacOS users: if youdon’ t see the serial port then check you have the USB/serial drivers installed as shown
in the Getting Started guide for your particular development board. For macOS High Sierra (10.13), you may also
have to explicitly allow the drivers to load. Open System Preferences -> Security & Privacy -> General and check
if there is a message shown here about “System Software from developer --”’ where the developer name is Silicon

Labs or FTDI.

Adding user to dialout on Linux

The currently logged user should have read and write access the serial port over USB. On most Linux distributions,
this is done by adding the user to dialout group with the following command:

sudo usermod —-a -G dialout S$USER

on Arch Linux this is done by adding the user to uucp group with the following command:

sudo usermod -a -G uucp S$USER

Make sure you re-login to enable read and write permissions for the serial port.

Verify serial connection

Now verify that the serial connection is operational. You can do this using a serial terminal program. In this example
we will use PuTTY SSH Client that is available for both Windows and Linux. You can use other serial program and
set communication parameters like below.

Run terminal, set identified serial port, baud rate = 115200, data bits = 8, stop bits = 1, and parity = N. Below are
example screen shots of setting the port and such transmission parameters (in short described as 115200-8-1-N) on
Windows and Linux. Remember to select exactly the same serial port you have identified in steps above.

Then open serial port in terminal and check, if you see any log printed out by ESP32. The log contents will depend
on application loaded to ESP32. An example log by ESP32 is shown below.

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET),boot:0x13 (SPI_FAST_FLASH BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010, 1len:3464

(continues on next page)
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Fig. 42: Setting Serial Communication in PuTTY on Windows
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PuTTY Configuration
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(continued from previous page)

1oad:0x40078000, 1en:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

If you can see readable log output, it means serial connection is working and you are ready to proceed with installation
and finally upload of application to ESP32.

Note: For some serial port wiring configurations, the serial RTS & DTR pins need to be disabled in the terminal
program before the ESP32 will boot and produce serial output. This depends on the hardware itself, most development
boards (including all Espressif boards) do not have this issue. The issue is present if RTS & DTR are wired directly
to the EN & GPIOO pins. See the esptool documentation for more details.

Note: Close serial terminal after verification that communication is working. In the next step we are going to use a
different application to upload a new firmware to ESP32. This application will not be able to access serial port while
it is open in terminal.

If you got here from Step 6. Connect Your Device when installing s/w for ESP32 development, then you can continue
with Step 7. Configure.

1.16.2 Build and Flash with Eclipse IDE

ESP-IDF V4.0 has a new CMake-based build system as the default build system.

There is a new ESP-IDF Eclipse Plugin that works with the CMake-based build system. Please refer to Espressif
IDF Eclipse Plugins IDF for further instructions.

Note: In Espressif IDF Eclipse Plugins, though screenshots are captured from macOS, installation instructions are
applicable for Windows, Linux and macOS.

If you require Eclipse IDE support for legacy ESP_IDF Make build system, you can follow the legacy GNU Make
build system Getting Started guide which has steps for Building and Flashing with Eclipse IDE.

1.16.3 Getting Started with VS Code IDE

We have official support for VS Code and we aim to provide complete end to end support for all actions related to
ESP-IDF namely build, flash, monitor, debug, tracing, core-dump, System Trace Viewer, etc.

Quick Install Guide
Recommended way to install ESP-IDF Visual Studio Code Extension is by downloading it from VS Code Marketplace
or following Quick Installation Guide.

Review the mutorials <https://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/toc.md> for
ESP-IDF Visual Studio Code Extension to learn how to use all features.
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Supported Features

¢ Setup, will help you to quickly install ESP-IDF and its relevant toolchain with just few clicks.

¢ Build, with one click build and multi target build, you can easily build and deploy your applications.

¢ Flash, with both UART and JTAG flash out of the box.

* Monitoring comes with built-in terminal where you can trigger IDF Monitor Commands from within VS Code
as you are used to in traditional terminals.

e Debugging  <htips://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/debugging. md>,
with out of box hardware debugging and also support for postmortem debugging like core-dump, you can
analyze the bugs with convenience.

* GUI Menu Config, provides with simplified UI for configuring your chip.

e App & Heap Tracing, provides support for collecting traces from your application and simplified UI for
analyzing them.

¢ System View Tracing Viewer, aims to read and display the .svdat files into trace UI, we also support multiple
core tracing views.

 IDF Size Analysis Overview presents an Ul for binary size analysis.

e "Rainmaker Cloud <https://rainmaker.espressif.com/>"_, we have inbuilt Rainmaker Cloud support
where you can edit/read state of your connected IoT devices easily.

¢ Code Coverage, we have inbuilt code coverage support which shall highlight in color which line have been
covered. We also render the existing HTML report directly inside the IDE.

Bugs & Feature Requests

If you face an issue with certain feature of VS Code or VS Code in general we recommend to ask your question in
the forum, or open a github issue for our dev teams to review.

We also welcome new feature request, most of the features we have today is result of people asking it to implement,
or improve certain aspect of the extension, raise your feature request on github.

1.16.4 1IDF Monitor

The IDF monitor tool is mainly a serial terminal program which relays serial data to and from the target device’ s
serial port. It also provides some IDF-specific features.

This tool can be launched from an IDF project by running idf .py monitor.
For the legacy GNU Make system, run make monitor.

Keyboard Shortcuts

For easy interaction with IDF Monitor, use the keyboard shortcuts given in the table.
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Keyboard Action Description
Shortcut
Ctrl+] Exit the program
Cul+T Menu escape key Press and follow it by one of the keys given below.
Send the menu character it-
e Ctrl+T
self to remote
Send the exit character it-
o Ctrl+]
self to remote
Cirl4P Reset target into bootloader | Resets the target, into bootloader via the RTS line (if connected),
trit to pause app via RTS line so that the board runs nothing. Useful when you need to wait for
another device to startup.
Reset target board via RTS | Resets the target board and re-starts the application via the RTS
e Ctrl+R .
line (if connected).
Build and flash the project | Pauses idf_monitor to run the project £1lash target, then re-
e Ctl+F . . .
sumes idf_monitor. Any changed source files are recompiled
and then re-flashed. Target encrypted-flash is run if
idf_monitor was started with argument -E.
Build and flash the app only | Pauses idf_monitor to run the app—f 1ash target, then resumes
o Cul+A . . . .
A idf_monitor. Similar to the £ 1ash target, but only the main app
(or A) is built and re-flashed. Target encrypted-app-flash is
run if idf_monitor was started with argument —E.
Stop/resume Discards all incoming serial data while activated. Allows to
e Ctul+Y o . . . o
printing on screen quickly pause and examine log output without quitting the mon-
itor.
Ctrl+L Stop/resume Creates a file in the project directory and the output is written to
trit saved to file that file until this is disabled with the same keyboard shortcut (or
IDF Monitor exits).
. Ctr+H CDuitssplay all keyboard short-
(or H)
. CtrleX Exit the program
(or X)

Any keys pressed, other than Ctr1-] and Ctr1-T, will be sent through the serial port.

IDF-specific features

Automatic Address Decoding Whenever ESP-IDF outputs a hexadecimal code address of the form
0x4 , IDF Monitor uses addr2line to look up the location in the source code and find the function name.

If an ESP-IDF app crashes and panics, a register dump and backtrace is produced, such as the following:

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.

—unhandled.
Register dump:

PC : 0x400£360d
—~0x3ffb7e00

A2 : 0x3ffbl36c
—0x00000000

A6 : 0x00000000
—0x3ffb7dd0

Al0 : 0x00000003
—0x3ffba6d0l

PS

A3

A7

All

0x00060330 AO

0x00000005 A4

0x00000080 A8

0x00060£23 Al2

0x800dbf56 Al .

0x00000000 A5 H

0x00000000 A9 H.

0x00060£20 A13 H.

(continues on next page)
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(continued from previous page)

Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :..
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbfbe:0x3ffb7e40._
—0x400db£82:0x3ffb7e60 0x400d071d:0x3£f£fb7e90

IDF Monitor adds more details to the dump:

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al -
—~0x3ffb7e00

0x400£f360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

A2 : O0x3ffbl136c A3 : 0x00000005 A4 : 0x00000000 A5 1
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0
A10 : 0x00000003 ~A11 : 0x00060f23 A12 : 0x00060f20 A13 H
—0x3ffba6d0
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :..
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40.
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£f360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world main.c:42

0x400db£f82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
<s./hello_world_main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32/./cpu_start.c:254

To decode each address, IDF Monitor runs the following command in the background:

xtensa-esp32-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS

Launching GDB with GDBStub By default, if esp-idf crashes, the panic handler prints relevant registers and the
stack dump (similar to the ones above) over the serial port. Then it resets the board.

Optionally, the panic handler can be configured to run GDBStub, the tool which can communicate with GDB project
debugger. GDBStub allows to read memory, examine call stack frames and variables, etc. It is not as versatile as
JTAG debugging, but this method does not require any special hardware.

To enable GDBStub, open the project configuration menu (idf.py  menuconfig) and set CON-
FIG_ESP_SYSTEM_PANIC to Invoke GDBStub.

In this case, if the panic handler is triggered, as soon as IDF Monitor sees that GDBStub has loaded, it automatically
pauses serial monitoring and runs GDB with necessary arguments. After GDB exits, the board is reset via the RTS
serial line. If this line is not connected, please reset the board manually by pressing its Reset button.
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In the background, IDF Monitor runs the following command:

xtensa-esp32-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"

Output Filtering IDF monitor can be invoked as idf.py monitor —--print-filter="xyz", where
—-—print-filter is the parameter for output filtering. The default value is an empty string, which means that
everything is printed.

Restrictions on what to print can be specified as a series of <tag>:<log_level> items where <tag> is the tag

string and <log_level> is a character from the set {N, E, W, I, D, V, *} referringto alevel for logging.

For example, PRINT_FILTER="tagl:W" matches and prints only the outputs written with
ESP_LOGW ("tagl", ...) or at lower verbosity level, i.e. ESP_LOGE ("tagl", ...). Not speci-
fyinga <log_level> or using * defaults to Verbose level.

Note: Use primary logging to disable at compilation the outputs you do not need through the logging library. Output
filtering with IDF monitor is a secondary solution which can be useful for adjusting the filtering options without
recompiling the application.

Your app tags must not contain spaces, asterisks *, or colons : to be compatible with the output filtering feature.

If the last line of the output in your app is not followed by a carriage return, the output filtering might get confused, i.e.,
the monitor starts to print the line and later finds out that the line should not have been written. This is a known issue
and can be avoided by always adding a carriage return (especially when no output follows immediately afterwards).

Examples Of Filtering Rules:

e * can be used to match any tags. However, the string PRINT_FILTER="*:I tagl:E" with regards to
tagl prints errors only, because the rule for tagl has a higher priority over the rule for *.

¢ The default (empty) rule is equivalent to * : V because matching every tag at the Verbose level or lower means
matching everything.

e "*:N" suppresses not only the outputs from logging functions, but also the prints made by print £, etc. To
avoid this, use * : E or a higher verbosity level.

e Rules "tagl:V", "tagl:v", "tagl:", "tagl:*",and "tagl" are equivalent.

e Rule "tagl:W tagl:E" isequivalentto "tagl:E" because any consequent occurrence of the same tag
name overwrites the previous one.

* Rule "tagl:I tag2:W" only prints tagl at the Info verbosity level or lower and tag2 at the Warning
verbosity level or lower.

* Rule "tagl:I tag2:W tag3:N" is essentially equivalent to the previous one because tag3 : N specifies
that t ag3 should not be printed.

* tag3:Nintherule "tagl:I tag2:W tag3:N *:V" is more meaningful because without tag3: N the
tag3 messages could have been printed; the errors for tagl and tag2 will be printed at the specified (or
lower) verbosity level and everything else will be printed by default.

A More Complex Filtering Example The following log snippet was acquired without any filtering options:

load:0x40078000,1len:13564
entry 0x40078d4c
31) esp_image: image at 0x30000 has invalid magic byte
31) esp_image: image at 0x30000 has invalid SPI mode 255
39) boot: Factory app partition is not bootable
cpu_start: Pro cpu up.
heap_init: Initializing. RAM available for dynamic allocation:
cpu_start: Pro cpu start user code
light_driver: [light_init, 74]:status: 1, mode: 2

U HHHHS =
TR ERERER
o))

[e9)

(continues on next page)
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(continued from previous page)

D (318) vfs: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID.
<~>1
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

The captured output for the filtering options PRINT_FILTER="wifi esp_image:E light_driver:I"
is given below:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

The options ~ "PRINT_FILTER="light_driver:D esp_image:N boot:N cpu_start:N
vEs:N wifi:N *:V" show the following output:

load:0x40078000,1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

Known Issues with IDF Monitor

Issues Observed on Windows

« If in the Windows environment you receive the error “winpty: command not found”, fix it by running pacman
-S winpty.

¢ Arrow keys, as well as some other keys, do not work in GDB due to Windows Console limitations.

* Occasionally, when “idf.py” or “make” exits, it might stall for up to 30 seconds before IDF Monitor resumes.

e When “gdb” is run, it might stall for a short time before it begins communicating with the GDBStub.

1.16.5 Customized Setup of Toolchain

Instead of downloading binary toolchain from Espressif website (see Step 3. Set up the tools) you may build the
toolchain yourself.

If you can’ t think of a reason why you need to build it yourself, then probably it’ s better to stick with the binary
version. However, here are some of the reasons why you might want to compile it from source:

« if you want to customize toolchain build configuration

* if you want to use a different GCC version (such as 4.8.5)
« if you want to hack gcc or newlib or libstdc++

* if you are curious and/or have time to spare

¢ if youdon’ t trust binaries downloaded from the Internet

In any case, here are the instructions to compile the toolchain yourself.

Setup Windows Toolchain from Scratch

This is a step-by-step alternative to running the ESP-IDF Tools Installer for the CMake-based build system. Installing
all of the tools by hand allows more control over the process, and also provides the information for advanced users to
customize the install.

To quickly setup the toolchain and other tools in standard way, using the ESP-IDF Tools installer, proceed to section
Standard Setup of Toolchain for Windows.

Note: The GNU Make based build system requires the MSYS2 Unix compatibility environment on Windows. The
CMake-based build system does not require this environment.
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Get ESP-IDF

Note: Previous versions of ESP-IDF used the MSYS2 bash terminal command line. The current cmake-based
build system can run in the regular Windows Command Prompt which is used here.

If you use a bash-based terminal or PowerShell, please note that some command syntax will be different to what is
shown below.

Open Command Prompt and run the following commands:

mkdir Suserprofile%\esp
cd Suserprofile%\esp

git clone -b release/v4.2 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into $userprofile%\esp\esp—-idf.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

Note: The git clone option -b release/v4.?2 tells git to clone the branch in the ESP-IDF repository git
clone corresponding to this version of the documentation.

Note: GitHub’ s “Download zip file” feature does not work with ESP-IDF, a git clone is required. As a
fallback, Stable version can be installed without Git.

Note: Do not miss the ——recursive option. If you have already cloned ESP-IDF without this option, run another
command to get all the submodules:

cd esp-idf
git submodule update —-init

Tools

cmake Download the latest stable release of CMake for Windows and run the installer.

When the installer asks for Install Options, choose either “Add CMake to the system PATH for all users” or “Add
CMake to the system PATH for the current user” .

Ninja build

Note: Ninja currently only provides binaries for 64-bit Windows. It is possible to use CMake and idf . py with
other build tools, such as mingw-make, on 32-bit windows. However this is currently undocumented.

Download the ninja latest stable Windows release from the (download page).

The Ninja for Windows download is a .zip file containing a single ninja . exe file which needs to be unzipped to a
directory which is then added to your Path (or you can choose a directory which is already on your Path).

Python Download the latest Python for Windows installer, and run it.

The “Customise” step of the Python installer gives a list of options. The last option is “Add python.exe to Path”
. Change this option to select “Will be installed” .

Once Python is installed, open a Windows Command Prompt from the Start menu and run the following command:
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pip install —-user pyserial

Toolchain Setup Download the precompiled Windows toolchain:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2020r3-win32.zip

Unzip the zip file to C:\Program Files (or some other location). The zip file contains a single directory
xtensa-esp32-elf.

Next, the bin subdirectory of this directory must be added to your Path. For example, the directory to add may be
C:\Program Files\xtensa-esp32-elf\bin.

Note: If you already have the MSYS2 environment (for use with the “GNU Make” build system) installed, you
can skip the separate download and add the directory C: \msys32\opt\xtensa-esp32-elf\bin tothe Path
instead, as the toolchain is included in the MSYS2 environment.

Adding Directory to Path To add any new directory to your Windows Path environment variable:

Open the System control panel and navigate to the Environment Variables dialog. (On Windows 10, this is found
under Advanced System Settings).

Double-click the Path variable (either User or System Path, depending if you want other users to have this directory
on their path.) Go to the end of the value, and append ; <new value>.

Next Steps  To carry on with development environment setup, proceed to Step 3. Set up the tools.

Setup Linux Toolchain from Scratch

The following instructions are alternative to downloading binary toolchain from Espressif website. To quickly setup
the binary toolchain, instead of compiling it yourself, backup and proceed to section Standard Setup of Toolchain for
Linux.

Note: The reason you might need to build your own toolchain is to solve the Y2K38 problem (time_t expand to 64
bits instead of 32 bits).

Install Prerequisites To compile with ESP-IDF you need to get the following packages:
e CentOS 7:

sudo yum -y update && sudo yum install git wget ncurses-devel flex bison gperf.
—python3 python3-pip cmake ninja-build ccache dfu-util

CentOS 7 is still supported but CentOS version 8 is recommended for a better user experience.

¢ Ubuntu and Debian:

sudo apt-get install git wget libncurses-dev flex bison gperf python3 python3-
—pip python3-setuptools python3-serial python3-cryptography python3-future.
—python3-pyparsing python3-pyelftools cmake ninja-build ccache libffi-dev.
—~libssl-dev dfu-util

Arch:

sudo pacman —-Sy —-needed gcc git make ncurses flex bison gperf python-pyserial.
—python-cryptography python-future python-pyparsing python-pyelftools cmake.
—ninja ccache dfu-util
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Note: CMake version 3.5 or newer is required for use with ESP-IDF. Older Linux distributions may require updating,
enabling of a “backports” repository, or installing of a “cmake3” package rather than “cmake” .

Compile the Toolchain from Source

* Install dependencies:
— CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python3 python3-
—devel automake bison flex texinfo helpZ2man libtool make

— Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—dev automake bison flex texinfo help2man libtool make

— Ubuntu 16.04 or newer:

sudo apt-get install gawk gperf grep gettext python python-dev automake.
—bison flex texinfo help2man libtool libtool-bin make

— Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—dev automake bison flex texinfo helpZ2man libtool libtool-bin make

— Arch:

sudo pacman -Sy —-needed python-pip

Create the working directory and go into it:

mkdir -p ~/esp
cd ~/esp

Download crosstool—-NG and build it:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2020r3

git submodule update —-init

./bootstrap && ./configure —-enable-local && make

Note: To create a toolchain with support for 64-bit time_t, you need to remove the ——enable-newlib-long-
time_t option from the crosstool-NG/samples/xtensa-esp32-elf/crosstool.config file in
33 and 43 lines.

Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/crosstool-NG/builds/xtensa-esp32-elf.

Add Toolchain to PATH The custom toolchain needs to be copied to a binary directory and added to the PATH.
Choose a directory, for example ~/esp/xtensa—-esp32—-elf/, and copy the build output to this directory.

To use it, you will need to update your PATH environment variable in ~/.profile file. To make xtensa-
esp32-elf available for all terminal sessions, add the following line to your ~/ .profile file:
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export PATH="S$SHOME/esp/xtensa-esp32-elf/bin:$PATH"

Note: If you have /bin/bash set as login shell, and both .bash_profileand .profile exist, then update
.bash_profile instead. In CentOS, alias should setin .bashrec.

Log off and log in back to make the .profile changes effective. Run the following command to verify if PATH
is correctly set:

printenv PATH

You are looking for similar result containing toolchain’ s path at the beginning of displayed string:

$ printenv PATH
/home/user—-name/esp/xtensa-esp32-elf/bin:/home/user-name/bin:/home/user—name/.
—local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/
—games:/usr/local/games:/snap/bin

Instead of /home /user—-name there should be a home path specific to your installation.

Python 2 deprecation Python 2 reached its end of life and support for it in ESP-IDF will be removed soon. Please
install Python 3.6 or higher. Instructions for popular Linux distributions are listed above.

Next Steps To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .

Setup Toolchain for macOS from Scratch

Package Manager To set up the toolchain from scratch, rather than downloading a pre-compiled toolchain, you
will need to install either the MacPorts or homebrew package manager.

MacPorts needs a full XCode installation, while homebrew only needs XCode command line tools.

See Customized Setup of Toolchain section for some of the reasons why installing the toolchain from scratch may be
necessary.

Install Prerequisites

* install pip:

’sudo easy_install pip

* install pyserial:

’pip install --user pyserial

* install CMake & Ninja build:
— If you have HomeBrew, you can run:

’brew install cmake ninja dfu-util

— If you have MacPorts, you can run:

’sudo port install cmake ninja dfu-util
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Compile the Toolchain from Source

* Install dependencies:
— with MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget libtool.
—autoconf automake make

— with homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget helpZman_
—~libtool autoconf automake make

Create a case-sensitive filesystem image:

hdiutil create ~/esp/crosstool.dmg -volname "ctng" -size 10g —-fs "Case-sensitive.
—HES+"

Mount it:

hdiutil mount ~/esp/crosstool.dmg

Create a symlink to your work directory:

mkdir -p ~/esp
In -s /Volumes/ctng ~/esp/ctng-volume

Go into the newly created directory:

cd ~/esp/ctng-volume

Download crosstool—-NG and build it:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG
git checkout esp-2020r3

git submodule update —-init
./bootstrap && ./configure —-enable-local && make
Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32-elf. To
use it, you need to add ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32-elf/bin to
PATH environment variable.

Python 2 deprecation Python 2 reached its end of life and support for it in ESP-IDF will be removed soon. Please
install Python 3.6 or higher. Instructions for macOS are listed above.

Next Steps To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .

1.16.6 Get Started (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.
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This document is intended to help you set up the software development environment for the hardware based on
Espressif ESP32.

After that, a simple example will show you how to use ESP-IDF (Espressif IoT Development Framework) for menu
configuration, then for building and flashing firmware onto an ESP32 board.

Note: This is documentation for branch release/v4. 2 of ESP-IDF. Other ESP-IDF Versions are also available.

Introduction

ESP32 is a system on a chip that integrates the following features:

¢ Wi-Fi (2.4 GHz band)

* Bluetooth

¢ Dual high performance cores

¢ Ultra Low Power co-processor
* Several peripherals

Powered by 40 nm technology, ESP32 provides a robust, highly integrated platform, which helps meet the continuous
demands for efficient power usage, compact design, security, high performance, and reliability.

Espressif provides basic hardware and software resources to help application developers realize their ideas using the
ESP32 series hardware. The software development framework by Espressif is intended for development of Internet-
of-Things (IoT) applications with Wi-Fi, Bluetooth, power management and several other system features.

What You Need

Hardware:

¢ An ESP32 board
¢ USB cable - USB A / micro USB B
¢ Computer running Windows, Linux, or macOS

Software:

* Toolchain to build the Application for ESP32

« ESP-IDF that essentially contains API (software libraries and source code) for ESP32 and scripts to operate
the Toolchain

» Text editor to write programs (Projects) in C, e.g., Eclipse

Development Board Overviews

If you have one of ESP32 development boards listed below, you can click on the link to learn more about its hardware.

Installation Step by Step

This is a detailed roadmap to walk you through the installation process.

Setting up Development Environment

o Step 1. Set up the Toolchain for Windows, Linux or macOS
 Step 2. Get ESP-IDF

e Step 3. Set Environment Variables

e Step 4. Install the Required Python Packages
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Fig. 44: Development of applications for ESP32

Creating Your First Project

e Step 5. Start a Project

e Step 6. Connect Your Device
» Step 7. Configure

* Step 8. Build and Flash
 Step 9. Monitor

Step 1. Set up the Toolchain

The toolchain is a set of programs for compiling code and building applications.

The quickest way to start development with ESP32 is by installing a prebuilt toolchain. Pick up your OS below and
follow the provided instructions.

Standard Setup of Toolchain for Windows (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Introduction Windows doesn’ t have a built-in “make” environment, so as well as installing the toolchain you
will need a GNU-compatible environment. We use the MSYS2 environment to provide this. You don’ t need to use
this environment all the time (you can use Eclipse or some other front-end), but it runs behind the scenes.

Toolchain Setup The quick setup is to download the Windows all-in-one toolchain & MSYS2 zip file from
dl.espressif.com:

https://dl.espressif.com/dl/esp32_win32_msys2_environment_and_esp2020r2_toolchain-20200601.zip
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Unzip the zip file to C : \ (or some other location, but this guide assumes C : \) and it will create an msy s 32 directory
with a pre-prepared environment.

Important: If another toolchain location is used (different than the default C : \msys32), please ensure that the
path where the all-in-one toolchain gets unzipped is a plain ASCII, contains no spaces, symlinks or accents.

Check it Out Open a MSYS2 MINGW32 terminal window by running C:\msys32\mingw32.exe. The
environment in this window is a bash shell. Create a directory named e sp that is a default location to develop ESP32
applications. To do so, run the following shell command:

mkdir -p ~/esp

By typing cd ~/esp you can then move to the newly created directory. If there are no error messages you are done
with this step.

m ~fesp o || = || BB

$ mkdir -p ~/esp

$ cd ~/esp

Fig. 45: MSYS2 MINGW?32 shell window

Use this window in the following steps setting up development environment for ESP32.

Next Steps  To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF .

Updating The Environment When IDF is updated, sometimes new toolchains are required or new requirements
are added to the Windows MSYS2 environment. To move any data from an old version of the precompiled environ-
ment to a new one:

e Take the old MSYS2 environment (ie C:\msys32) and move/rename it to a different directory (ie C:\
msys32_old).

¢ Download the new precompiled environment using the steps above.

* Unzip the new MSYS2 environment to C : \msys32 (or another location).

* Find the old C: \msys32_old\home directory and move this into C: \msys32.

* You can now delete the C : \msys32_o1d directory if you no longer need it.

You can have independent different MSYS2 environments on your system, as long as they are in different directories.

There are also steps to update the existing environment without downloading a new one, although this is more complex.

Related Documents

Setup Windows Toolchain from Scratch (Legacy GNU Make)
Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.
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Setting up the environment gives you some more control over the process, and also provides the information for
advanced users to customize the install. The pre-built environment, addressed to less experienced users, has been
prepared by following these steps.

To quickly setup the toolchain in standard way, using a prebuilt environment, proceed to section Standard Setup of
Toolchain for Windows (Legacy GNU Make).

Configure Toolchain & Environment from Scratch This process involves installing MSYS2, then installing the
MSYS2 and Python packages which ESP-IDF uses, and finally downloading and installing the Xtensa toolchain.

 Navigate to the MSYS2 installer page and download the msys2-1686-xxxxxxx . exe installer executable
(we only support a 32-bit MSYS environment, it works on both 32-bit and 64-bit Windows.) At time of writing,
the latest installer is msys2-1686-20161025. exe.

* Run through the installer steps. Uncheck the *“Run MSYS2 32-bit now” checkbox at the end.

* Once the installer exits, open Start Menu and find “MSYS2 MinGW 32-bit” to run the terminal.

(Why launch this different terminal? MSYS2 has the concept of different kinds of environments. The de-
Sfault “MSYS” environment is Cygwin-like and uses a translation layer for all Windows API calls. We need the
“MinGW” environment in order to have a native Python which supports COM ports.)

e The ESP-IDF repository on github contains a script in the tools directory titled win-
dows_install_prerequisites.sh. If youhaven’ t gotalocal copy of the ESP-IDF yet, that’ s OK -
you can just download that one file in Raw format from here: tools/windows/windows_install_prerequisites.sh.
Save it somewhere on your computer.

e Type the path to the shell script into the MSYS2 terminal window. You can type it as a normal Win-
dows path, but use forward-slashes instead of back-slashes. ie: C:/Users/myuser/Downloads/
windows_install_prerequisites.sh. You can read the script beforehand to check what it does.

e The windows_install prerequisites. sh script will download and install packages for ESP-IDF
support, and the ESP32 toolchain.

Troubleshooting

¢ While the install script runs, MSYS may update itself into a state where it can no longer operate. You may see
errors like the following:

*** fatal error - cygheap base mismatch detected - 0x612E5408/0x612E4408. This.
—problem is probably due to using incompatible versions of the cygwin DLL.

If you see errors like this, close the terminal window entirely (terminating the processes running there) and
then re-open a new terminal. Re-run windows_install_prerequisites. sh (tip: use the up arrow
key to see the last run command). The update process will resume after this step.

* MSYS2isa “rolling” distribution so running the installer script may install newer packages than what is used
in the prebuilt environments. If you see any errors that appear to be related to installing MSYS2 packages,
please check the MSYS2-packages issues list for known issues. If you don’ t see any relevant issues, please
raise an IDF issue.

MSYS2 Mirrors in China There are some (unofficial) MSYS2 mirrors inside China, which substantially improves
download speeds inside China.

To add these mirrors, edit the following two MSYS2 mirrorlist files before running the setup script. The mirrorlist
files can be found in the /et c/pacman.d directory (i.e. c: \msys2\etc\pacman.d).

Add these lines at the top of mirrorlist .mingw32:

Server = https://mirrors.ustc.edu.cn/msys2/mingw/i686/
Server http://mirror.bit.edu.cn/msys2/REPOS/MINGW/1686

Add these lines at the top of mirrorlist.msys:

Server http://mirrors.ustc.edu.cn/msys2/msys/S$arch
Server = http://mirror.bit.edu.cn/msys2/REPOS/MSYS2/$arch
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HTTP Proxy You can enable an HTTP proxy for MSYS and PIP downloads by setting the ht t p_proxy variable
in the terminal before running the setup script:

’export http_proxy='http://http.proxy.server :PORT' ‘

Or with credentials:

’export http_proxy='http://user:password@http.proxy.server :PORT' ‘

Add this line to /etc/profile in the MSYS directory in order to permanently enable the proxy when using
MSYS.

Alternative Setup: Just download a toolchain If you already have an MSYS?2 install or want to do things differ-
ently, you can download just the toolchain here:

https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2020r3-win32.zip

Note: If you followed instructions Configure Toolchain & Environment from Scratch, you already have the toolchain
and you won’ t need this download.

Important: Just having this toolchain is not enough to use ESP-IDF on Windows. You will need GNU make,
bash, and sed at minimum. The above environments provide all this, plus a host compiler (required for menuconfig
support).

Next Steps To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF'.

Updating The Environment When IDF is updated, sometimes new toolchains are required or new system re-
quirements are added to the Windows MSYS2 environment.

Rather than setting up a new environment, you can update an existing Windows environment & toolchain:

» Update IDF to the new version you want to use.

e Runthe tools/windows/windows_install_prerequisites. sh scriptinside IDF. This will in-
stall any new software packages that weren’ t previously installed, and download and replace the toolchain
with the latest version.

The script to update MSYS?2 may also fail with the same errors mentioned under Troubleshooting.

If you need to support multiple IDF versions concurrently, you can have different independent MSYS?2 environments
in different directories. Alternatively you can download multiple toolchains and unzip these to different directories,
then use the PATH environment variable to set which one is the default.

Standard Setup of Toolchain for Linux (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Install Prerequisites To compile with ESP-IDF you need to get the following packages:
e CentOS 7:

sudo yum install gcc git wget make flex bison gperf python python2-cryptography

e Ubuntu and Debian:
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sudo apt-get install gcc git wget make flex bison gperf python python-pip.
—python-setuptools python-serial python-cryptography python-future python-
—pyparsing python-pyelftools libffi-dev libssl-dev

e Arch:

sudo pacman —-S —--needed gcc git make flex bison gperf python-pyserial python-
—cryptography python-future python-pyparsing python-pyelftools

Note: Some older Linux distributions may be missing some of the Python packages listed above (or may use
pyserial version 2.x which is not supported by ESP-IDF). It is possible to install these packages via pip instead
- as described in section Step 4. Install the Required Python Packages.

Toolchain Setup ESP32 toolchain for Linux is available for download from Espressif website:

¢ for 64-bit Linux:

https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2020r3-linux-amd64.tar.gz
e for 32-bit Linux:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2020r3-linux-i1686.tar.gz

1. Download this file, then extract it in ~/esp directory:
¢ for 64-bit Linux:

mkdir -p ~/esp

cd ~/esp
tar -xzf ~/Downloads/xtensa-esp32-elf-gcc8_4_0-esp-2020r3-linux—-amdé4.tar.
—Jz

for 32-bit Linux:

mkdir -p ~/esp
cd ~/esp
tar —xzf ~/Downloads/xtensa-esp32-elf-gcc8_4_0-esp-2020r3-1linux-1686.tar.gz

2. The toolchain will be extracted into ~/esp/xtensa-esp32-elf/ directory.
To use it, you will need to update your PATH environment variable in ~/ . profile file. To make xtensa-
esp32-elf available for all terminal sessions, add the following line to your ~/ .profile file:

’export PATH="$HOME/esp/xtensa-esp32-elf/bin:SPATH"

Alternatively, you may create an alias for the above command. This way you can get the toolchain only when
you need it. To do this, add different line to your ~/ .profile file:

’alias get_esp32="export PATH="S$SHOME/esp/xtensa-esp32-elf/bin:$PATH"'

Then when you need the toolchain you can type get_esp32 on the command line and the toolchain will be
added to your PATH.

Note: If you have /bin/bash set as login shell, and both .bash_profile and .profile exist, then
update .bash_profile instead. In CentOS, alias should setin .bashrc.

3. Log off and log in back to make the .profile changes effective. Run the following command to verify if
PATH is correctly set:

printenv PATH

You are looking for similar result containing toolchain’ s path at the beginning of displayed string:

$ printenv PATH
/home/user—-name/esp/xtensa-esp32-elf/bin:/home/user—-name/bin:/home/user—name/.
—local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/
—games:/usr/local/games:/snap/bin (continues on next page)
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(continued from previous page)

l |
Instead of /home /user—-name there should be a home path specific to your installation.

Permission issues /dev/ttyUSB0 With some Linux distributions you may get the Failed to open port
/dev/ttyUSBO error message when flashing the ESP32. This can be solved by adding the current user to the dialout

group.

Next Steps  To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF'.

Related Documents

Setup Linux Toolchain from Scratch (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Note: Standard process for installing the toolchain is described here. See Customized Setup of Toolchain section for
some of the reasons why installing the toolchain from scratch may be necessary.

Install Prerequisites To compile with ESP-IDF you need to get the following packages:
¢ Ubuntu and Debian:

sudo apt-get install gcc git wget make libncurses-dev flex bison gperf python.
—python-pip python-setuptools python-serial python-cryptography python-future.
—python-pyparsing python-pyelftools libffi-dev libssl-dev

Arch:

sudo pacman —-S --needed gcc git make ncurses flex bison gperf python-pyserial.
—python-cryptography python-future python-pyparsing python-pyelftools

Note: Some older (pre-2014) Linux distributions may use pyserial version 2.x which is not supported by ESP-
IDF. In this case please install a supported version via pip as it is described in section Step 4. Install the Required
Python Packages.

Compile the Toolchain from Source

* Install dependencies:
— CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python python-devel.
—automake bison flex texinfo help2man libtool

Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—~dev automake bison flex texinfo help2man libtool

Ubuntu 16.04 or newer:

sudo apt-get install gawk gperf grep gettext python python-dev automake.
—bison flex texinfo help2man libtool libtool-bin
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— Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—dev automake bison flex texinfo help2man libtool libtool-bin

— Arch:

TODO

Create the working directory and go into it:

mkdir -p ~/esp
cd ~/esp

Download crosstool—-NG and build it:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2020r3

git submodule update —--init

./bootstrap && ./configure --enable-local && make

Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/crosstool-NG/builds/xtensa-esp32-elf. Follow instructions for
standard setup to add the toolchain to your PATH.

Next Steps To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF'.

Standard Setup of Toolchain for Mac OS (Legacy GNU Make)
Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Install Prerequisites

* install pip:

sudo easy_install pip

Note: pip will be used later for installing the required Python packages.

Toolchain Setup ESP32 toolchain for macOS is available for download from Espressif website:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2020r3-macos.tar.gz

Download this file, then extract it in ~ /e sp directory:

mkdir -p ~/esp
cd ~/esp
tar -xzf ~/Downloads/xtensa-esp32-elf-gcc8_4_0-esp-2020r3-macos.tar.gz
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The toolchain will be extracted into ~/esp/xtensa-esp32-elf/ directory.

To use it, you will need to update your PATH environment variable in ~/.profile file. To make xtensa-
esp32-elf available for all terminal sessions, add the following line to your ~/ .profile file:

’export PATH=$HOME/esp/xtensa-esp32-elf/bin:$PATH

Alternatively, you may create an alias for the above command. This way you can get the toolchain only when you
need it. To do this, add different line to your ~/ .profile file:

alias get_esp32="export PATH=$HOME/esp/xtensa-esp32-elf/bin:S$SPATH"

Then when you need the toolchain you can type get_esp32 on the command line and the toolchain will be added
to your PATH.

Next Steps  To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF'.

Related Documents

Setup Toolchain for Mac OS from Scratch (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Note: Standard process for installing the toolchain is described here. See Customized Setup of Toolchain section for
some of the reasons why installing the toolchain from scratch may be necessary.

Install Prerequisites

* install pip:

sudo easy_install pip

Note: pip will be used later for installing the required Python packages.

Compile the Toolchain from Source

* Install dependencies:
— Install either MacPorts or homebrew package manager. MacPorts needs a full XCode installation, while
homebrew only needs XCode command line tools.
— with MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget libtool.
—autoconf automake

with homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget help2Zman_
—~libtool autoconf automake

Create a case-sensitive filesystem image:

hdiutil create ~/esp/crosstool.dmg -volname "ctng" -size 10g —-fs "Case-sensitive.
—HES+"
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Mount it:

hdiutil mount ~/esp/crosstool.dmg

Create a symlink to your work directory:

mkdir -p ~/esp
In -s /Volumes/ctng ~/esp/ctng-volume

Go into the newly created directory:

cd ~/esp/ctng-volume

Download crosstool—-NG and build it:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2020r3

git submodule update —--init

./bootstrap && ./configure --enable-local && make

Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32-elf. Fol-
low instructions for standard setup to add the toolchain to your PATH.

Next Steps To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF'.

Windows Linux macOS

Note: This guide uses the directory ~/esp on Linux and macOS or $userprofile%\esp on Windows as
an installation folder for ESP-IDF. You can use any directory, but you will need to adjust paths for the commands
respectively. Keep in mind that ESP-IDF does not support spaces in paths.

Depending on your experience and preferences, you may want to customize your environment instead of using a
prebuilt toolchain. To set up the system your own way go to Section Customized Setup of Toolchain (Legacy GNU
Make).
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Step 2. Get ESP-IDF

Besides the toolchain, you also need ESP32-specific API (software libraries and source code). They are provided by
Espressif in ESP-IDF repository.

To get a local copy of ESP-IDF, navigate to your installation directory and clone the repository with git clone.

Open Terminal, and run the following commands:

cd ~/esp
git clone -b release/v4.2 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into ~/esp/esp—-idf.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

Note: The git clone option -b release/v4. 2 tells git to clone the branch in the ESP-IDF repository git
clone corresponding to this version of the documentation.

Note: GitHub’ s “Download zip file” feature does not work with ESP-IDF, a git clone is required. As a
fallback, Stable version can be installed without Git.

Note: Do not miss the ——recursive option. If you have already cloned ESP-IDF without this option, run another
command to get all the submodules:

cd esp-idf
git submodule update —--init

Step 3. Set Environment Variables

The toolchain uses the environment variable IDF_PATH to access the ESP-IDF directory. This variable should be
set up on your computer, otherwise projects will not build.

These variables can be set temporarily (per session) or permanently. Please follow the instructions specific to Windows
, Linux and macOS in Section Add IDF_PATH to User Profile (Legacy GNU Make).

Step 4. Install the Required Python Packages

The python packages required by ESP-IDF are located in IDF_PATH/requirements.txt. You can install
them by running:

python -m pip install --user -r $IDF_PATH/requirements.txt

Note: Please check the version of the Python interpreter that you will be using with ESP-IDF. For this, run the
command python —--version and depending on the result, you might want to use python3, python3.7 or
similar instead of just python, e.g.:

python3 -m pip install —--user -r $IDF_PATH/requirements.txt
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Step 5. Start a Project

Now you are ready to prepare your application for ESP32. You can start with get-started/hello_world project from
examples directory in IDF.

Copy get-started/hello_world to the ~/esp directory:

Linux and macOS

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

Windows

cd fuserprofile\esp
xcopy /e /i %IDF_PATHS\examples\get-started\hello_world hello_world

There is a range of example projects in the examples directory in ESP-IDF. You can copy any project in the same
way as presented above and run it.

It is also possible to build examples in-place, without copying them first.

Important: The esp-idf build system does not support spaces in the paths to either esp-idf or to projects.

Step 6. Connect Your Device

Now connect your ESP32 board to the computer and check under what serial port the board is visible.
Serial ports have the following patterns in their names:

¢ Windows: names like COM1
e Linux: starting with /dev/tty
* macOS: starting with /dev/cu.

If you are not sure how to check the serial port name, please refer to Establish Serial Connection with ESP32 (Legacy
GNU Make) for full details.

Note: Keep the port name handy as you will need it in the next steps.

Step 7. Configure

Navigate to your hello_world directory from Step 5. Start a Project and run the project configuration utility
menuconfig.

Linux and macOS

cd ~/esp/hello_world
make menuconfig

Windows

cd fuserprofile$\esp\hello_world
make menuconfig
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Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>
Security features --->
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

[Space/Enter] Toggle/fenter SC] Leave menu [S] save

] Symbol info [/1 Jump to symbol

C] Toggle show-name mode [A] Toggle show-all mode
D] Save minimal config (advanced)

ES
-

[F] Toggle show-help mode
[Q] Quit (prompts for save)

[
[0] Load [?

[

[

Fig. 46: Project configuration - Home window

If the previous steps have been done correctly, the following menu appears:

In the menu, navigate to Serial flasher config>Default serial port to configure the serial port,
where project will be loaded to. Confirm selection by pressing enter, save configuration by selecting < Save > and
then exit menuconfig by selecting < Exit >.

To navigate and use menuconfig, press the following keys:

¢ Arrow keys for navigation

e Enter to go into a submenu

* Esc to go up one level or exit

e 72 to see a help screen. Enter key exits the help screen

¢ Space, or Y and N keys to enable (Yes) and disable (No) configuration items with checkboxes “[*]”
 ? while highlighting a configuration item to display help about that item

 / to find configuration items

Attention: If you use ESP32-DevKitC board with the ESP32-SOLO-1 module, enable single core mode
(CONFIG_FREERTOS_UNICORE) in menuconfig before flashing examples.

Step 8. Build and Flash

Build and flash the project by running:

make flash

This command will compile the application and all ESP-IDF components, then it will generate the bootloader, par-
tition table, and application binaries. After that, these binaries will be flashed onto your ESP32 board.

Encountered Issues While Flashing? If you run the given command and see errors such as “Failed to connect” ,
there might be several reasons for this. One of the reasons might be issues encountered by esptool . py, the utility
that is called by the build system to reset the chip, interact with the ROM bootloader, and flash firmware. One simple
solution to try is manual reset described below, and if it does not help you can find more details about possible issues
in Troubleshooting.

esptool.py resets ESP32 automatically by asserting DTR and RTS control lines of the USB to serial converter
chip, i.e., FTDI or CP210x (for more information, see Establish Serial Connection with ESP32 (Legacy GNU Make)).
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The DTR and RTS control lines are in turn connected to GPI00 and CHIP_PU (EN) pins of ESP32, thus changes
in the voltage levels of DTR and RTS will boot ESP32 into Firmware Download mode. As an example, check the
schematic for ESP32 DevKitC V4 development board.

In general, you should have no problems with the official esp-idf development boards. However, esptool .py is
not able to reset your hardware automatically in the following cases:

¢ Your hardware does not have the DTR and RTS lines connected to GPI00 and CIHP_PU
e The DTR and RTS lines are configured differently
¢ There are no such serial control lines at all

Depending on the kind of hardware you have, it may also be possible to manually put your ESP32 board into Firmware
Download mode (reset).

* For development boards produced by Espressif, this information can be found in the respective getting started
guides or user guides. For example, to manually reset an esp-idf development board, hold down the Boot
button (GPI0O0) and press the EN button (CHIP_PU).

¢ For other types of hardware, try pulling GPTO0 down.

Normal Operation If there are no issues by the end of the flash process, you will see the output log similar to the
one given below. Then the board will reboot and start up the “hello_world” application.

esptool.py v3.0-dev

Flashing binaries to serial port /dev/ttyUSBO (app at offset 0x10000)...
esptool.py v3.0-dev

Serial port /dev/cu.SLAB_USBtoUART

Connecting........
Chip is ESP32DOWDQ6 (revision 1)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 30:ae:ad4:15:21:b4

Uploading stub...

Running stub...

Stub running...

Configuring flash size...

Auto-detected Flash size: 4MB

Flash params set to 0x0220

Compressed 26704 bytes to 15930...

Wrote 26704 bytes (15930 compressed) at 0x00001000 in 1.4 seconds (effective 151.9.
<—>kblt/3) “ ..

Hash of data verified.

Compressed 147984 bytes to 77738...

Wrote 147984 bytes (77738 compressed) at 0x00010000 in 6.9 seconds (effective 172.
7 kbit/s)...

Hash of data verified.

Compressed 3072 bytes to 103...

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 1607.9.
—kbit/s) ...

Hash of data verified.

Leaving...
Hard resetting via RTS pin...

If you’ d like to use the Eclipse IDE instead of running make, check out the Eclipse guide.

Step 9. Monitor

To check if “hello_world” is indeed running, type make monitor.

This command launches the IDF Monitor application:
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$ make monitor

MONITOR
—-—— idf_monitor on /dev/ttyUSBO 115200 -—-
—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

After startup and diagnostic logs scroll up, you should see “Hello world!” printed out by the application.

Hello world!

This is esp32 chip with 2 CPU cores, WiFi/BT/BLE, silicon revision 1, 4MB external.
—~flash

Restarting in 10 seconds...

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

To exit IDF monitor use the shortcut Ctr1+].

If IDF monitor fails shortly after the upload, or if instead of the messages above you see a random garbage similar
to what is given below, your board is likely using a 26MHz crystal. Most development board designs use 40MHz, so
ESP-IDF uses this frequency as a default value.

e®B6) (Xn@By. |66 (6PW+)BBHN9a— /98! Gt 566PE~BKEBcBeaB58 A
~2YOBY (16,1 68 eB88) (Xn@by. !Dr&zY (6 jpi®|6+z5Ymvp

If you have such a problem, do the following:

1. Exit the monitor.

2. Go back to menuconfig.

3. Go to Component config —> ESP32-specific —> Main XTAL frequency, then change CON-
FIG_ESP32_XTAL_FREQ_SEL to 26MHz.

4. After that, build and flash the application again.

Note: You can combine building, flashing and monitoring into one step by running:

make flash monitor

See also IDF Monitor for handy shortcuts and more details on using IDF monitor.
That’ s all that you need to get started with ESP32!

Now you are ready to try some other examples, or go straight to developing your own applications.

Environment Variables

Some environment variables can be specified whilst calling make allowing users to override arguments without
the need to reconfigure them using make menuconfig.
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Variables | Description & Usage

ESP- Overrides the serial port used in f1ash and monitor.

PORT Examples: make flash ESPPORT=/dev/ttyUSB1,make monitor ESPPORT=COMI1
ESP- Overrides the serial baud rate when flashing the ESP32.

BAUD Example: make flash ESPBAUD=9600

MON~- Overrides the serial baud rate used when monitoring.

ITOR- Example: make monitor MONITORBAUD=9600

BAUD

Note: You can export environment variables (e.g. export ESPPORT=/dev/ttyUSB1). All subsequent calls
of make within the same terminal session will use the exported value given that the variable is not simultaneously
overridden.

Updating ESP-IDF

You should update ESP-IDF from time to time, as newer versions fix bugs and provide new features. The simplest way
to do the update is to delete the existing esp—1idf folder and clone it again, as if performing the initial installation
described in Step 2. Get ESP-IDF.

If downloading to a new path, remember to Add IDF_PATH to User Profile (Legacy GNU Make) so that the toolchain
scripts can find ESP-IDF in its release specific location.

Another solution is to update only what has changed. The update procedure depends on the version of ESP-IDF you
are using.

Related Documents

Add IDF_PATH to User Profile (Legacy GNU Make)
Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

To preserve setting of IDF_PATH environment variable between system restarts, add it to the user profile, following
instructions below.

Windows The user profile scripts are contained in C: /msys32/etc/profile.d/ directory. They are exe-
cuted every time you open an MSYS2 window.

1. Create anewscriptfileinC: /msys32/etc/profile.d/ directory. Nameitexport_idf_path. sh.

2. Identify the path to ESP-IDF directory. It is specific to your system configuration and may look something like
C:\msys32\home\user—-name\esp\esp—-idf

3. Add the export command to the script file, e.g.:

’export IDF_PATH="C:/msys32/home/user—-name/esp/esp-idf"

Remember to replace back-slashes with forward-slashes in the original Windows path.
4. Save the script file.
5. Close MSYS2 window and open it again. Check if IDF_PATH is set, by typing:

’printenv IDF_PATH

The path previusly entered in the script file should be printed out.

If you do not like to have IDF_PATH set up permanently in user profile, you should enter it manually on opening of
an MSYS2 window:
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export IDF_PATH="C:/msys32/home/user—-name/esp/esp-idf"

If you got here from section Step 3. Set Environment Variables, while installing s/w for ESP32 development, then go

back to section Step 5. Start a Project.

Linux and MacOS Setup IDF_PATH by adding the following line to ~/ .profile file:

export IDF_PATH=~/esp/esp-idf

Log off and log in back to make this change effective.

Note: If you have /bin/bash set as login shell, and both .bash_profileand .profile exist, then update

.bash_profile instead.

Run the following command to check if

IDF_PATH is set:

printenv IDF_PATH

The path previously entered in ~/ . profile file (or set manually) should be printed out.

If you do not like to have IDF_PATH set up permanently, you should enter it manually in terminal window on each

restart or logout:

export IDF_PATH=~/esp/esp-idf

If you got here from section Step 3. Set Environment Variables, while installing s/w for ESP32 development, then go

back to section Step 5. Start a Project.

Establish Serial Connection with ESP32 (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

This section provides guidance how to establish serial connection between ESP32 and PC.

Connect ESP32 to PC  Connect the ESP32 board to the PC using the USB cable. If device driver does not install
automatically, identify USB to serial converter chip on your ESP32 board (or external converter dongle), search for

drivers in internet and install them.

Below are the links to drivers for ESP32 and other boards produced by Espressif:

Development Board USB Driver Remarks

ESP32-DevKitC CP210x

ESP32-LyraT CP210x

ESP32-LyraTD-MSC CP210x

ESP32-PICO-KIT CP210x

ESP-WROVER-KIT FTDI

ESP32 Demo Board FTDI

ESP-Prog FTDI Programmer board (w/o ESP32)
ESP32-MeshKit-Sense n/a Use with ESP-Prog
ESP32-Sense Kit n/a Use with ESP-Prog

e CP210x: CP210x USB to UART Bridge VCP Drivers

e FTDI: FTDI Virtual COM Port Drivers

The drivers above are primarily for reference. Under normal circumstances, the drivers should be bundled with and
operating system and automatically installed upon connecting one of the listed boards to the PC.
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Check port on Windows Check the list of identified COM ports in the Windows Device Manager. Disconnect
ESP32 and connect it back, to verify which port disappears from the list and then shows back again.

Figures below show serial port for ESP32 DevKitC and ESP32 WROVER KIT

- "y

=g Device Manager = |[=]=]
File Action View Help
= | dml e

a = tdk-kmb-op780
- M Computer

= Disk drives

- Display adapters

> &4 DVD/CD-ROM drives

EF;‘_, Hurman Interface Devices
g IDE ATASATAPI controllers
= Keyboards

}E!, Mice and octher pointing devices
- Monitors

¥ Metwork adapters

4 73" Ports (COM & LPT)

) Processors

-% Sound, video and game controllers

» M Systern devices
» - i Universal Serial Bus controllers

Fig. 47: USB to UART bridge of ESP32-DevKitC in Windows Device Manager

Check port on Linux and MacOS To check the device name for the serial port of your ESP32 board (or external
converter dongle), run this command two times, first with the board / dongle unplugged, then with plugged in. The
port which appears the second time is the one you need:

Linux

’ 1ls /dev/tty*

MacOS

’ls /dev/cu.*

Adding user to dialout on Linux The currently logged user should have read and write access the serial port
over USB. On most Linux distributions, this is done by adding the user to dialout group with the following
command:

’sudo usermod —-a -G dialout S$USER

on Arch Linux this is done by adding the user to uucp group with the following command:

’sudo usermod -a -G uucp S$USER

Make sure you re-login to enable read and write permissions for the serial port.
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[ --ﬂ Mice and octher pointing devices
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Fig. 48: Two USB Serial Ports of ESP-WROVER-KIT in Windows Device Manager

Espressif Systems 116 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 1. Get Started

Verify serial connection Now verify that the serial connection is operational. You can do this using a serial terminal
program. In this example we will use PuTTY SSH Client that is available for both Windows and Linux. You can use
other serial program and set communication parameters like below.

Run terminal, set identified serial port, baud rate = 115200, data bits = 8, stop bits = 1, and parity = N. Below are
example screen shots of setting the port and such transmission parameters (in short described as 115200-8-1-N) on
Windows and Linux. Remember to select exactly the same serial port you have identified in steps above.

ﬁ PuTTY Configuration

£ |
Category:

Options controling local sedal lines

Select a senal line
[=J- Terminal

- Keyboard
- Bell

- Features
[=- Window

- Appearance
- Behaviour
- Tranglation
- Selection
- Colours

[=- Connection

- Data

- Proxy

- Telnet

- Blogin

- 55H

- Serial

ComMi2

Serial line to connect to

Corfigure the seral line
Speed (baud) 115200
Data bits 8
Stop bits 1
Parity

Flow contral

[Nune
| XON/XOFF

*)
*)

About

I

Fig. 49: Setting Serial Communication in PuTTY on Windows

Open Cancel

Then open serial port in terminal and check, if you see any log printed out by ESP32. The log contents will depend
on application loaded to ESP32. An example log by ESP32 is shown below.

ets Jun 8 2016 00:22:57
rst:0x5 (DEEPSLEEP_RESET),boot:0x13
ets Jun 8 2016 00:22:57
rst:0x7 (TGOWDT_SYS_RESET),boot:0x13
configsip: 0, SPIWP:0x00

(SPI_FAST_FLASH_BOOT)

(SPI_FAST_FLASH_BOOT)

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00

mode :
load:
load:
load:
load:

DIO,
0x3ff£f0008, len:8
0x3f£f£f0010, len
0x40078000, len
0x40080000, 1len

clock div:2

:3464
: 7828
:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to [dev/ttyusBo
Keyboard
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* Window Data bits !

Configure the serial line
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Appearance Stop bits 1
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Translation
selection Flow control XOMN/XOFF =
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Fig. 50: Setting Serial Communication in PuTTY on Linux

Parity Maone =

Espressif Systems 118 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 1. Get Started

If you see some legible log, it means serial connection is working and you are ready to proceed with installation and
finally upload of application to ESP32.

Note: For some serial port wiring configurations, the serial RTS & DTR pins need to be disabled in the terminal
program before the ESP32 will boot and produce serial output. This depends on the hardware itself, most development
boards (including all Espressif boards) do not have this issue. The issue is present if RTS & DTR are wired directly
to the EN & GPIOO pins. See the esptool documentation for more details.

Note: Close serial terminal after verification that communication is working. In next step we are going to use another
application to upload ESP32. This application will not be able to access serial port while it is open in terminal.

If you got here from section Step 6. Connect Your Device when installing s/w for ESP32 development, then go back
to section Step 7. Configure.

Build and Flash with Make (Legacy GNU Make)
Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Finding a project As well as the esp-idf-template project, ESP-IDF comes with some example projects on github
in the examples directory.

Once you’ ve found the project you want to work with, change to its directory and you can configure and build it.

Configuring your project

’make menuconfig

Compiling your project

’make all

---will compile app, bootloader and generate a partition table based on the config.

Flashing your project Whenmake all finishes, it will print a command line to use esptool.py to flash the chip.
However you can also do this from make by running:

make flash

This will flash the entire project (app, bootloader and partition table) to a new chip. Also if partition table has ota_data
then this command will flash a initial ota_data. It allows to run the newly loaded app from a factory partition (or the
first OTA partition, if factory partition is not present). The settings for serial port flashing can be configured with
make menuconfig.

Youdon’ tneed torunmake all before runningmake flash,make flash will automatically rebuild anything
which needs it.

Compiling & Flashing Just the App After the initial flash, you may just want to build and flash just your app,
not the bootloader and partition table:

* make app - build just the app.
* make app-flash - flash just the app.

make app-flash will automatically rebuild the app if it needs it.

There’ s no downside to reflashing the bootloader and partition table each time, if they haven’ t changed.
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The Partition Table Once you’ ve compiled your project, the “build” directory will contain a binary file with a
name like “my_app.bin” . This is an ESP32 image binary that can be loaded by the bootloader.

A single ESP32’ s flash can contain multiple apps, as well as many kinds of data (calibration data, filesystems,
parameter storage, etc). For this reason, a partition table is flashed to offset 0x8000 in the flash.

Each entry in the partition table has a name (label), type (app, data, or something else), subtype and the offset in flash
where the partition is loaded.

The simplest way to use the partition table is to make menuconfig and choose one of the simple predefined partition
tables:

* “Single factory app, no OTA”
* “Factory app, two OTA definitions”

In both cases the factory app is flashed at offset 0x10000. If you make partition_table then it will print a summary of
the partition table.

For more details about partition tables and how to create custom variations, view the documentation.

Build and Flash with Eclipse IDE (Legacy GNU Make)
Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Installing Eclipse IDE The Eclipse IDE gives you a graphical integrated development environment for writing,
compiling and debugging ESP-IDF projects.

« Start by installing the esp-idf for your platform (see files in this directory with steps for Windows, OS X, Linux).

¢ We suggest building a project from the command line first, to get a feel for how that process works. You
also need to use the command line to configure your esp-idf project (via make menuconfig), this is not
currently supported inside Eclipse.

¢ Download the Eclipse Installer for your platform from eclipse.org.

¢ When running the Eclipse Installer, choose “Eclipse for C/C++ Development” (in other places you’ 1l see
this referred to as CDT.)

Setting up Eclipse Once your new Eclipse installation launches, follow these steps:

Import New Project

*» Eclipse makes use of the Makefile support in ESP-IDF. This means you need to start by creating an ESP-IDF
project. You can use the idf-template project from github, or open one of the examples in the esp-idf examples
subdirectory.

* Once Eclipse is running, choose File -> Import---

* In the dialog that pops up, choose “C/C++” -> “Existing Code as Makefile Project” and click Next.

¢ On the next page, enter “Existing Code Location” to be the directory of your IDF project. Don’ t specify the
path to the ESP-IDF directory itself (that comes later). The directory you specify should contain a file named
“Makefile” (the project Makefile).

* On the same page, under “Toolchain for Indexer Settings” choose “Cross GCC” . Then click Finish.

Project Properties

¢ The new project will appear under Project Explorer. Right-click the project and choose Properties from the
context menu.

¢ Click on the “Environment” properties page under “C/C++ Build” . Click “Add--”” and enter name
BATCH_BUILD and value 1.

e Click “Add--” again, and enter name IDF_PATH. The value should be the full path where ESP-IDF is
installed. Windows users can copy the IDF_PATH from windows explorer.
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» Edit the PATH environment variable. Keep the current value, and append the path to the Xtensa toolchain
installed as part of IDF setup, if this is not already listed on the PATH. A typical path to the toolchain
looks like /home/user—name/esp/xtensa-esp32-elf/bin. Note that you need to add a colon
: before the appended path. Windows users will need to prepend C:\msys32\mingw32\bin;C:\
msys32\opt\xtensa-esp32-elf\bin;C:\msys32\usr\bin to PATH environment variable (If
you installed msys32 to a different directory then you’ 1l need to change these paths to match).

¢ On macOS, add a PYTHONPATH environment variable and setitto /Library/Frameworks/Python.
framework/Versions/2.7/1ib/python2.7/site-packages. This is so that the system
Python, which has pyserial installed as part of the setup steps, overrides any built-in Eclipse Python.

ADDITIONAL NOTE: If either the IDF_PATH directory or the project directory is located outside C:\
msys32\home directory, you will have to give custom build command in C/C++ Build properties as: python
${IDF_PATH}/tools/windows/eclipse_make.py (Please note that the build time may get significantly
increased by this method.)

Navigate to “C/C++ General” -> “Preprocessor Include Paths” property page:

* Click the “Providers” tab

¢ In the list of providers, click “CDT Cross GCC Built-in Compiler Settings” . Change “Command to
get compiler specs” to xtensa-esp32-elf-gcc ${FLAGS} -std=c++11 -E -P -v -dD
"S{INPUTS}".

¢ In the list of providers, click “CDT GCC Build Output Parser” and change the “Compiler command pattern”
to xtensa-esp32-elf-(gcc|g\+\+|c\+\+|cc|cpp|clang)

Navigate to  “C/C++ General” -> “Indexer” property page:

¢ Check “Enable project specific settings” to enable the rest of the settings on this page.
e Uncheck “Allow heuristic resolution of includes” . When this option is enabled Eclipse sometimes fails to
find correct header directories.

Navigate to  “C/C++ Build” -> “Behavior” property page:

e Check “Enable parallel build” to enable multiple build jobs in parallel.

Building in Eclipse Before your project is first built, Eclipse may show a lot of errors and warnings about undefined
values. This is because some source files are automatically generated as part of the esp-idf build process. These errors
and warnings will go away after you build the project.

* Click OK to close the Properties dialog in Eclipse.
 Outside Eclipse, open a command line prompt. Navigate to your project directory, and run make menu-
config to configure your project’ s esp-idf settings. This step currently has to be run outside Eclipse.

If you try to build without running a configuration step first, esp-idf will prompt for configuration on the command line
- but Eclipse is not able to deal with this, so the build will hang or fail.

¢ Back in Eclipse, choose Project -> Build to build your project.

TIP: If your project had already been built outside Eclipse, you may need to do a Project -> Clean before choosing
Project -> Build. This is so Eclipse can see the compiler arguments for all source files. It uses these to determine the
header include paths.

Flash from Eclipse You can integrate the “make flash” target into your Eclipse project to flash using esptool.py
from the Eclipse UL

 Right-click your project in Project Explorer (important to make sure you select the project, not a directory in
the project, or Eclipse may find the wrong Makefile.)

* Select Build Targets -> Create ---from the context menu.

e Type ‘“flash” as the target name. Leave the other options as their defaults.

* Now you can use Project -> Build Target -> Build (Shift+F9) to build the custom flash target, which will
compile and flash the project.

Note that you will need to use “make menuconfig” to set the serial port and other config options for flashing. “make
menuconfig” still requires a command line terminal (see the instructions for your platform.)
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Follow the same steps to add boot loader and partition_table targets, if necessary.

Customized Setup of Toolchain (Legacy GNU Make) Instead of downloading binary toolchain from Espressif
website (see Step 1. Set up the Toolchain) you may build the toolchain yourself.

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

If you can’ t think of a reason why you need to build it yourself, then probably it” s better to stick with the binary
version. However, here are some of the reasons why you might want to compile it from source:

* if you want to customize toolchain build configuration

* if you want to use a different GCC version (such as 4.8.5)
* if you want to hack gcc or newlib or libstdc++

« if you are curious and/or have time to spare

* if youdon’ t trust binaries downloaded from the Internet

In any case, here are the instructions to compile the toolchain yourself.
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Chapter 2

API Reference

2.1 Bluetooth API

2.1.1 Controller && VHCI

Overview

Instructions

Application Example

Check bluetooth/hci folder in ESP-IDF examples, which contains the following application:

e This is a BLE advertising demo with virtual HCI interface. Send Re-
set/ ADV_PARAM/ADV_DATA/ADV_ENABLE HCI command for BLE advertising - blue-
tooth/hci/controller vhci_ble_adv.

API Reference

Header File
¢ bt/include/esp_bt.h

Functions
esp_err_t esp_ble_tx_power_set (esp_ble_power_type_t power_type, esp_power_level_t power_level)
Set BLE TX power Connection Tx power should only be set after connection created.

Return ESP_OK - success, other - failed
Parameters
* power_type: : The type of which tx power, could set Advertising/Connection/Default and etc
* power_level: Power level(index) corresponding to absolute value(dbm)
esp_power_level_t esp_ble_tx_power_get (esp_ble_power_type_t power_type)
Get BLE TX power Connection Tx power should only be get after connection created.

Return >= 0 - Power level, < 0 - Invalid
Parameters
* power_type: : The type of which tx power, could set Advertising/Connection/Default and etc

esp_err_t esp_bredr_tx_power_set (esp_power_level _t min_power_level, esp_power_level_t

max_power_level)
Set BR/EDR TX power BR/EDR power control will use the power in range of minimum value and maximum

value. The power level will effect the global BR/EDR TX power, such inquire, page, connection and so on.
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Please call the function after esp_bt_controller_enable and before any function which cause RF do TX. So you
can call the function before doing discovery, profile init and so on. For example, if you want BR/EDR use the
new TX power to do inquire, you should call this function before inquire. Another word, If call this function
when BR/EDR is in inquire(ING), please do inquire again after call this function. Default minimum power
level is ESP_PWR_LVL_NO, and maximum power level is ESP_PWR_LVL_P3.

Return ESP_OK - success, other - failed

Parameters
e min_power_level: The minimum power level
* max_power_level: The maximum power level

esp_err_t esp_bredr_tx_power_get (esp_power_level t  *min_power_level, esp_power_level_t

*max_power_level)
Get BR/EDR TX power If the argument is not NULL, then store the corresponding value.

Return ESP_OK - success, other - failed

Parameters
e min_power_level: The minimum power level
* max_power_level: The maximum power level

esp_err_t esp_bredr_sco_datapath_set (esp_sco_data_path_t data_path)
set default SCO data path Should be called after controller is enabled, and before (e)SCO link is established

Return ESP_OK - success, other - failed
Parameters
e data_path: SCO data path

esp_err_t esp_bt_controller_init (esp_bt_controller_config_t *cfg)
Initialize BT controller to allocate task and other resource. This function should be called only once, before
any other BT functions are called.

Return ESP_OK - success, other - failed
Parameters
¢ cfqg: Initial configuration of BT controller. Different from previous version, there’ s a mode and
some connection configuration in “cfg” to configure controller work mode and allocate the resource
which is needed.

esp_err_t esp_bt_controller_deinit (void)
De-initialize BT controller to free resource and delete task.

This function should be called only once, after any other BT functions are called.
Return ESP_OK - success, other - failed

esp_err_t esp_bt_controller_enable (esp_bt_mode_t mode)
Enable BT controller. Due to a known issue, you cannot call esp_bt_controller_enable() a second time to
change the controller mode dynamically. To change controller mode, call esp_bt_controller_disable() and
then call esp_bt_controller_enable() with the new mode.

Return ESP_OK - success, other - failed
Parameters
¢ mode: : the mode(BLE/BT/BTDM) to enable. For compatible of API, retain this argument. This
mode must be equal as the mode in  “cfg” of esp_bt_controller_init().

esp_err_t esp_bt_controller_disable (void)
Disable BT controller.

Return ESP_OK - success, other - failed

esp_bt_controller_status_t esp_bt_controller_get_status (void)
Get BT controller is initialised/de-initialised/enabled/disabled.

Return status value

bool esp_vheci_host_check_send_available (void)
esp_vhci_host_check_send_available used for check actively if the host can send packet to controller or not.
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Return true for ready to send, false means cannot send packet

void esp_vheci_host_send_packet (uint8_t *data, uintl16_t len)
esp_vhci_host_send_packet host send packet to controller

Should not call this function from within a critical section or when the scheduler is suspended.

Parameters
* data: the packet point
* len: the packet length

esp_err_t esp_vhei_host_register_callback (const esp_vhci_host_callback_t *callback)
esp_vhci_host_register_callback register the vhci reference callback struct defined by vhci_host_callback
structure.

Return ESP_OK - success, ESP_FAIL - failed
Parameters
e callback: esp_vhci_host_callback type variable

esp_err_t esp_bt_controller_mem_release (esp_bt_mode_t mode)
esp_bt_controller_mem_release release the controller memory as per the mode

This function releases the BSS, data and other sections of the controller to heap. The total size is about 70k
bytes.

esp_bt_controller_mem_release(mode) should be called only before esp_bt_controller_init() or after
esp_bt_controller_deinit().

Note that once BT controller memory is released, the process cannot be reversed. It means you cannot use the
bluetooth mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If the app calls esp_bt_controller_enable(ESP_BT_MODE_BLE) to use BLE only then it is safe to call
esp_bt_controller_mem_release(ESP_BT_MODE_CLASSIC_BT) at initialization time to free unused BT
Classic memory.

If the mode is ESP_BT _MODE_BTDM, then it may be wuseful to «call API
esp_bt_mem_release(ESP_BT_MODE_BTDM) instead, which internally calls
esp_bt_controller_mem_release(ESP_BT_MODE_BTDM) and additionally releases the BSS and data
consumed by the BT/BLE host stack to heap. For more details about usage please refer to the documentation
of esp_bt_mem_release() function

Return ESP_OK - success, other - failed
Parameters
* mode: : the mode want to release memory

esp_err_t esp_bt_mem_release (esp_bt_mode_t mode)
esp_bt_mem_release release controller memory and BSS and data section of the BT/BLE host stack as per the
mode

This function first releases controller memory by internally calling esp_bt_controller_mem_release(). Addi-
tionally, if the mode is set to ESP_BT_MODE_BTDM, it also releases the BSS and data consumed by the
BT/BLE host stack to heap

Note that once BT memory is released, the process cannot be reversed. It means you cannot use the bluetooth
mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If you never intend to wuse bluetooth in a current boot-up «cycle, you can call
esp_bt_mem_release(ESP_BT_MODE_BTDM) before esp_bt_controller_init or after
esp_bt_controller_deinit.
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For example, if a user only uses bluetooth for setting the WiFi configuration, and does not use bluetooth in the
rest of the product operation” . In such cases, after receiving the WiFi configuration, you can disable/deinit
bluetooth and release its memory. Below is the sequence of APIs to be called for such scenarios:

esp_bluedroid_disable();
esp_bluedroid_deinit ();
esp_bt_controller_disable();
esp_bt_controller_deinit ();
esp_bt_mem_release (ESP_BT_MODE_BTDM) ;

Note In case of NimBLE host, to release BSS and data memory to heap, the mode needs to be set to
ESP_BT_MODE_BTDM as controller is dual mode.
Return ESP_OK - success, other - failed
Parameters
* mode: : the mode whose memory is to be released

esp_err_t esp_bt_sleep_enable (void)
enable bluetooth to enter modem sleep

Note that this function shall not be invoked before esp_bt_controller_enable()

There are currently two options for bluetooth modem sleep, one is ORIG mode, and another is EVED Mode.
EVED Mode is intended for BLE only.

For ORIG mode: Bluetooth modem sleep is enabled in controller start up by default if CON-
FIG_BTDM_MODEM_SLEEP is set and “ORIG mode” is selected. In ORIG modem sleep mode, bluetooth
controller will switch off some components and pause to work every now and then, if there is no event to pro-
cess; and wakeup according to the scheduled interval and resume the work. It can also wakeup earlier upon
external request using function “esp_bt_controller_wakeup_request” .

Return
¢ ESP_OK : success
e other : failed

esp_err_t esp_bt_sleep_disable (void)
disable bluetooth modem sleep

Note that this function shall not be invoked before esp_bt_controller_enable()
If esp_bt_sleep_disable() is called, bluetooth controller will not be allowed to enter modem sleep;

If ORIG modem sleep mode is in use, if this function is called, bluetooth controller may not immediately wake
up if it is dormant then. In this case, esp_bt_controller_wakeup_request() can be used to shorten the time for
wakeup.

Return
e ESP_OK : success
 other : failed

esp_err_t esp_ble_scan_dupilcate_list_flush (void)
Manually clear scan duplicate list.

Note that scan duplicate list will be automatically cleared when the maximum amount of device in the filter is
reached the amount of device in the filter can be configured in menuconfig.

Note This function name is incorrectly spelled, it will be fixed in release 5.x version.
Return

* ESP_OK : success

e other : failed

Structures

struct esp_bt_controller_config_t
Controller config options, depend on config mask. Config mask indicate which functions enabled, this means
some options or parameters of some functions enabled by config mask.
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Public Members

uintl6_t controller_task_stack_size
Bluetooth controller task stack size

uint8_t controller_task_prio
Bluetooth controller task priority

uint§_t hei_uart_no
If use UART1/2 as HCI 10O interface, indicate UART number

uint32_t hci_uart_baudrate
If use UART1/2 as HCI IO interface, indicate UART baudrate

uint8_t scan_duplicate_mode
scan duplicate mode

uint8_t scan_duplicate_type
scan duplicate type

uintl6_t normal_adv_size
Normal adv size for scan duplicate

uintl6_t mesh_adv_size
Mesh adv size for scan duplicate

uintl6_t send_adv_reserved_size
Controller minimum memory value

uint32_t controller_debug_flag
Controller debug log flag

uint8_t mode
Controller mode: BR/EDR, BLE or Dual Mode

uint§_t ble_max_conn
BLE maximum connection numbers

uint§_tbt_max_acl_conn
BR/EDR maximum ACL connection numbers

uint§_t bt_sco_datapath
SCO data path, i.e. HCI or PCM module

bool auto_latency
BLE auto latency, used to enhance classic BT performance

bool bt _legacy_auth_vs_evt
BR/EDR Legacy auth complete event required to protect from BIAS attack

uint8_t bt _max_sync_conn
BR/EDR maximum ACL connection numbers. Effective in menuconfig

uint§_tble_sca
BLE low power crystal accuracy index

uint8_t pcm_role
PCM role (master & slave)

uint§_t pcm_polar
PCM polar trig (falling clk edge & rising clk edge)

bool hli
Using high level interrupt or not

uintl6_t dup_list_refresh_period
Duplicate scan list refresh period
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uint32_tmagic
Magic number
struct esp_vhci_host_callback
esp_vhci_host_callback used for vhci call host function to notify what host need to do

Public Members

void (*notify_host_send_available) (void)
callback used to notify that the host can send packet to controller

int (*notify_host_recv) (uint8_t *data, uint16_t len)
callback used to notify that the controller has a packet to send to the host

Macros
ESP_BT_CONTROLLER_CONFIG_MAGIC_VAL
BT_CONTROLLER_INIT_CONFIG_DEFAULT ()

Type Definitions
typedef struct esp_vhci_host_callback esp_vheci_host_callback_t
esp_vhci_host_callback used for vhei call host function to notify what host need to do

Enumerations
enum esp_bt_mode_t
Bluetooth mode for controller enable/disable.

Values:

ESP_BT_MODE_IDLE = 0x00
Bluetooth is not running

ESP_BT_MODE_BLE = 0x01
Run BLE mode

ESP_BT_MODE_CLASSIC_BT = 0x02
Run Classic BT mode

ESP_BT_MODE_BTDM = 0x03
Run dual mode
enum [anonymous]
BLE sleep clock accuracy(SCA), values for ble_sca field in esp_bt_controller_config_t, currently only
ESP_BLE_SCA_500PPM and ESP_BLE_SCA_250PPM are supported.

Values:

ESP_BLE_SCA_500PPM =0
BLE SCA at 500ppm

ESP_BLE_SCA_250PPM
BLE SCA at 250ppm

ESP_BLE_SCA_150PPM
BLE SCA at 150ppm

ESP_BLE_SCA_100PPM
BLE SCA at 100ppm

ESP_BLE_SCA_75PPM
BLE SCA at 75ppm

ESP_BLE_SCA_50PPM
BLE SCA at 50ppm
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ESP_BLE_SCA_30PPM
BLE SCA at 30ppm

ESP_BLE_SCA_20PPM
BLE SCA at 20ppm

enum esp_bt_controller_status_t
Bluetooth controller enable/disable/initialised/de-initialised status.

Values:
ESP_BT_CONTROLLER_STATUS_IDLE =0
ESP_BT_CONTROLLER_STATUS_INITED
ESP_BT_CONTROLLER_STATUS_ENABLED
ESP_BT_CONTROLLER_STATUS_NUM

enum esp_ble_power_type_t
BLE tx power type ESP_BLE_PWR_TYPE_CONN_HDLO-8: for each connection, and only be
set after connection completed. when disconnect, the correspond TX power is not effected.
ESP_BLE_PWR_TYPE_ADV : for advertising/scan response. ESP_BLE_PWR_TYPE_SCAN : for scan.
ESP_BLE_PWR_TYPE_DEFAULT : if each connection’ s TX power is not set, it will use this default value.
if neither in scan mode nor in adv mode, it will use this default value. If none of power type is set, system will
use ESP_PWR_LVL_P3 as default for ADV/SCAN/CONNO-9.

Values:

ESP_BLE_PWR_TYPE_CONN_HDLO =0
For connection handle 0

ESP_BLE_PWR_TYPE_CONN_HDL1 =1
For connection handle 1

ESP_BLE_PWR_TYPE_CONN_HDL2 =2
For connection handle 2

ESP_BLE_PWR_TYPE_CONN_HDL3 =3
For connection handle 3

ESP_BLE_PWR_TYPE_CONN_HDLA4 = 4
For connection handle 4

ESP_BLE_PWR_TYPE_CONN_HDL5 =5
For connection handle 5

ESP_BLE_PWR_TYPE_CONN_HDL6 =6
For connection handle 6

ESP_BLE_PWR_TYPE_CONN_HDL7 =7
For connection handle 7

ESP_BLE_PWR_TYPE_CONN_HDLS = §
For connection handle 8

ESP_BLE_PWR_TYPE_ADV =9
For advertising

ESP_BLE_PWR_TYPE_SCAN = 10
For scan

ESP_BLE_PWR_TYPE_DEFAULT = 11
For default, if not set other, it will use default value

ESP_BLE_PWR_TYPE_NUM= 12
TYPE numbers
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enum esp_power_level_t

Bluetooth TX power level(index), it’ s just a index corresponding to power(dbm).

Values:

ESP_PWR_LVL_N12=0
Corresponding to -12dbm

ESP_PWR_LVL_N9 = |
Corresponding to -9dbm

ESP_PWR_LVL_N6=2
Corresponding to -6dbm

ESP_PWR_LVL_N3 =3
Corresponding to -3dbm

ESP_PWR_LVL_NO =4
Corresponding to Odbm

ESP_PWR_LVL_P3=5
Corresponding to +3dbm

ESP_PWR_LVL_P6=06
Corresponding to +6dbm

ESP_PWR_LVL_P9=7
Corresponding to +9dbm

ESP_PWR_LVL_N14 = ESP_ PWR_LVL_NI2
Backward compatibility! Setting to -14dbm will actually result to -12dbm

ESP_PWR_LVL_N11 = ESP_PWR_LVL_N9
Backward compatibility! Setting to -11dbm will actually result to -9dbm

ESP_PWR_LVL_N8 = ESP_PWR_LVL_N6
Backward compatibility! Setting to -8dbm will actually result to -6dbm

ESP_PWR_LVL_N5 = ESP_PWR_LVL_N3
Backward compatibility! Setting to -5dbm will actually result to -3dbm

ESP_PWR_LVL_N2 = ESP_PWR_LVL_NO
Backward compatibility! Setting to -2dbm will actually result to Odbm

ESP_PWR_LVL_P1 = ESP PWR_LVL P3
Backward compatibility! Setting to +1dbm will actually result to +3dbm

ESP_PWR_LVL_P4 = ESP_ PWR_LVL_P6
Backward compatibility! Setting to +4dbm will actually result to +6dbm

ESP_PWR_LVL_P7 = ESP_PWR_LVL_P9
Backward compatibility! Setting to +7dbm will actually result to +9dbm

enum esp_sco_data_path_t
Bluetooth audio data transport path.

Values:

ESP_SCO_DATA_PATH_HCI =0
data over HCI transport

ESP_SCO_DATA_PATH PCM=1
data over PCM interface

2.1.2 BT COMMON

BT GENERIC DEFINES
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Overview Instructions

Application Example Instructions

API Reference

Header File
¢ bt/host/bluedroid/api/include/api/esp_bt_defs.h

Structures
struct esp_bt_uuid_t
UUID type.

Public Members
uintl6_t len
UUID length, 16bit, 32bit or 128bit

uintl6_t uvuidlé
16bit UUID

uint32_t uuid32
32bit UUID

uint8_t uuid128[ESP_UUID_LEN_128]
128bit UUID

union esp_bt_uuid_t::[anonymous] uuid
UUID

Macros
ESP_BLUEDROID_STATUS_CHECK (status)
ESP_BT_OCTET16_LEN

ESP_BT_OCTETS8_LEN

ESP_DEFAULT_GATT_IF
Default GATT interface id.

ESP_BLE_CONN_INT_ MIN
relate to BTM_BLE_CONN_INT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_INT MAX
relate to BTM_BLE_CONN_INT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_LATENCY_ MAX
relate to ESP_BLE_CONN_LATENCY_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE_CONN_SUP_TOUT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_PARAM UNDEF
ESP_BLE_SCAN_PARAM UNDEF

ESP_BLE_IS_VALID_PARAM (X, min, max)
Check the param is valid or not.
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ESP_UUID_LEN_16
ESP_UUID_LEN_32
ESP_UUID_LEN_128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_BLE_ENC_KEY_ MASK

Used to exchange the encryption key in the init key & response key.

ESP_BLE_ID_KEY MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY_MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key &

response key.

ESP_APP_ID_MIN
Minimum of the application id.

ESP_APP_ID_MAX
Maximum of the application id.

ESP_BD_ADDR_STR

ESP_BD_ADDR_HEX (addr)

Type Definitions
typedef uint§_t esp_bt_octetl6_t[ESP_BT_ OCTET16_LEN]
typedef uint8_t esp_bt_octet8_t[ESP_BT_OCTETS8_LEN]

typedef uint8_t esp_link_key[ESP_BT_OCTET16_LEN]

typedef uint§_t esp_bd_addr_t[ESP_BD_ADDR_LEN]
Bluetooth device address.

typedef uint8_tesp_ble_key mask_t

Enumerations
enum esp_bt_status_t
Status Return Value.

Values:
ESP_BT_STATUS_SUCCESS =0
ESP_BT_STATUS_FAIL
ESP_BT_STATUS_NOT_READY
ESP_BT_STATUS_NOMEM
ESP_BT_STATUS_BUSY
ESP_BT_STATUS_DONE =5
ESP_BT_STATUS_UNSUPPORTED
ESP_BT_STATUS_PARM_INVALID
ESP_BT_STATUS_UNHANDLED
ESP_BT_STATUS_AUTH_FAILURE
ESP_BT_STATUS_RMT_DEV_DOWN = 10
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ESP_BT_STATUS_AUTH_REJECTED
ESP_BT_STATUS_INVALID_STATIC_RAND_ADDR
ESP_BT_STATUS_PENDING

ESP_BT_STATUS_UNACCEPT CONN_INTERVAL
ESP_BT_STATUS_PARAM_OUT_OF_RANGE
ESP_BT_STATUS_TIMEOUT
ESP_BT_STATUS_PEER_LE_DATA_LEN_UNSUPPORTED
ESP_BT_STATUS_CONTROL_LE_DATA_LEN_UNSUPPORTED
ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_ FMT
ESP_BT_STATUS_MEMORY_ FULL = 20

ESP_BT_STATUS_EIR_TOO_LARGE
enum esp_bt_dev_type_t
Bluetooth device type.

Values:
ESP_BT_DEVICE_TYPE_BREDR = 0x01
ESP_BT_DEVICE_TYPE_BLE = 0x02
ESP_BT_DEVICE_TYPE_DUMO = 0x03

enum esp_ble_addr_type_t
BLE device address type.

Values:
BLE_ADDR_TYPE_PUBLIC = 0x00
BLE_ADDR_TYPE_RANDOM = 0x01
BLE_ADDR_TYPE_RPA_PUBLIC = 0x02
BLE_ADDR_TYPE_RPA_RANDOM = 0x03

enum esp_ble_wl_addr_type_t
white list address type

Values:
BLE_WL_ADDR_TYPE_PUBLIC = 0x00

BLE_WIL_ADDR_TYPE_RANDOM = 0x01

BT MAIN API

Overview Instructions

Application Example Instructions

API Reference

Header File

* bt/host/bluedroid/api/include/api/esp_bt_main.h
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Functions
esp_bluedroid_status_t esp_bluedroid_get_status (void)
Get bluetooth stack status.

Return Bluetooth stack status
esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init()

Return
e ESP_OK : Succeed
e Other : Failed

esp_err_t esp_bluedroid_disable (void)
Disable bluetooth, must prior to esp_bluedroid_deinit()

Return
e ESP_OK : Succeed
¢ Other : Failed

esp_err_t esp_bluedroid_init (void)

Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.

Return
e ESP_OK : Succeed
¢ Other : Failed

esp_err_t esp_bluedroid_deinit (void)
Deinit and free the resource for bluetooth, must be after every bluetooth stuff.

Return
¢ ESP_OK : Succeed
¢ Other : Failed

Enumerations
enum esp_bluedroid_status_t
Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

ESP_BLUEDROID_STATUS_UNINITIALIZED=()
Bluetooth not initialized

ESP_BLUEDROID_STATUS_INITIALIZED
Bluetooth initialized but not enabled

ESP_BLUEDROID_STATUS_ENABLED
Bluetooth initialized and enabled

BT DEVICE APIs

Overview Bluetooth device reference APIs.

Instructions

Application Example Instructions

API Reference

Header File
* bt/host/bluedroid/api/include/api/esp_bt_device.h
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Functions
const uint8_t *esp_bt_dev_get_address (void)
Get bluetooth device address. Must use after “esp_bluedroid_enable” .

Return bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled

esp_err_t esp_bt_dev_set_device_name (const char *name)
Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.
A BR/EDRV/LE device type shall have a single Bluetooth device name which shall be identical irrespective of
the physical channel used to perform the name discovery procedure.

Return
e ESP_OK : Succeed
e ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of limit
¢ ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled
e ESP_FAIL : others
Parameters
e [in] name: : device name to be set

2.1.3 BTLE
GAP API

Overview Instructions

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

* This is a SMP security client demo and its tutorial. This demo initiates its security parameters and acts as a
GATT client, which can send a security request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_client
— GATT Security Client Example Walkthrough
* This is a SMP security server demo and its tutorial. This demo initiates its security parameters and acts as a
GATT server, which can send a pair request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_server
— GATT Security Server Example Walkthrough

API Reference

Header File
* bt/host/bluedroid/api/include/api/esp_gap_ble_api.h

Functions
esp_err_t esp_ble_gap_register_callback (esp_gap_ble_cb_t callback)
This function is called to occur gap event, such as scan result.

Return
e ESP_OK : success
e other : failed
Parameters
* [in] callback: callback function
esp_err_t esp_ble_gap_config adv_data (esp_ble_adv_data_t *adv_data)
This function is called to override the BTA default ADV parameters.

Return
e ESP_OK : success
e other : failed
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Parameters
e [in] adv_data: Pointer to User defined ADV data structure. This memory space can not be
freed until callback of config_adv_data is received.

esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)
This function is called to set scan parameters.

Return
e ESP_OK : success
e other : failed
Parameters
* [in] scan_params: Pointer to User defined scan_params data structure. This memory space
can not be freed until callback of set_scan_params

esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.

Return
* ESP_OK : success
e other : failed
Parameters
e [in] duration: Keeping the scanning time, the unit is second.

esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.

Return
e ESP_OK : success
— other : failed

esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)
This function is called to start advertising.

Return
e ESP_OK : success
e other : failed
Parameters
* [in] adv_params: pointer to User defined adv_params data structure.

esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.

Return
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.

Return
e ESP_OK : success
« other : failed
Parameters
e [in] params: - connection update parameters

esp_err_t esp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t

tx_data_length)
This function is to set maximum LE data packet size.

Return
e ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function sets the static Random Address and Non-Resolvable Private Address for the application.
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Return
e ESP_OK : success
« other : failed
Parameters
e [in] rand_addr: the random address which should be setting

esp_err_t esp_ble_gap_clear_rand_addr (void)
This function clears the random address for the application.

Return
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_config_local_privacy (bool privacy_enable)
Enable/disable privacy on the local device.

Return
e ESP_OK : success
* other : failed
Parameters
* [in] privacy_enable: - enable/disable privacy on remote device.

esp_err_t esp_ble_gap_config_local_icon (uintl6_t icon)
set local gap appearance icon

Return
e ESP_OK : success
e other : failed
Parameters
e [in] icon: - External appearance value, these values are defined by the Bluetooth
SIG, please refer to https://www.bluetooth.com/specifications/gatt/viewer ?attribute XmlFile=org.
bluetooth.characteristic.gap.appearance.xml

esp_err_t esp_ble_gap_update_whitelist (bool add _remove, esp_bd _addr_t remote_bda,

esp_ble_wl_addr_type_t wl_addr_type)
Add or remove device from white list.

Return
e ESP_OK : success
« other : failed
Parameters
e [in] add_remove: the value is true if added the ble device to the white list, and false remove
to the white list.
e [in] remote_bda: the remote device address add/remove from the white list.
e [in] wl_addr_type: whitelist address type

esp_err_t esp_ble_gap_clear_whitelist (void)
Clear all white list.

Return
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_get_whitelist_size (uintl6_t *length)
Get the whitelist size in the controller.

Return
e ESP_OK : success
e other : failed
Parameters
e [out] length: the white list length.
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esp_err_t esp_ble_gap_set_prefer_conn_params (esp_bd_addr_t bd_addr, uint16_t
min_conn_int, uintl6_t  max_conn_int,
uintl6_t slave_latency, uintl6_t supervi-
sion_tout)

This function is called to set the preferred connection parameters when default connection parameter is not
desired before connecting. This API can only be used in the master role.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] bd_addr: BD address of the peripheral
e [in] min_conn_int: minimum preferred connection interval
* [in] max_conn_int: maximum preferred connection interval
[in]
[in]

. slave_latency: preferred slave latency

. supervision_tout: preferred supervision timeout

esp_err_t esp_ble_gap_set_device_name (const char *name)
Set device name to the local device.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] name: - device name.

esp_err_t esp_ble_gap_get_device_name (void)
Get device name of the local device.

Return
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_get_local_used_addr (esp_bd_addr_t local_used_addr, uint8_t
*addr_type)
This function is called to get local used address and address type. uint8_t *esp_bt_dev_get_address(void) get
the public address.

Return - ESP_OK : success
e other : failed

Parameters
e [in] local_used_addr: - current local used ble address (six bytes)
* [in] addr_type: - ble address type

uint8_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)
This function is called to get ADV data for a specific type.

Return pointer of ADV data
Parameters
e [in] adv_data: - pointer of ADV data which to be resolved
e [in] type: - finding ADV data type
* [out] length: - return the length of ADV data not including type

esp_err_t esp_ble_gap_config_adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.

Return
e ESP_OK : success
e other : failed
Parameters
* [in] raw_data: : raw advertising data
e [in] raw_data_len: : raw advertising data length , less than 31 bytes
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esp_err_t esp_ble_gap_config_scan_rsp_data_raw (uint8_t *raw_data, uint32_t
raw_data_len)
This function is called to set raw scan response data. User need to fill scan response data by self.
Return
* ESP_OK : success
* other : failed
Parameters
e [in] raw_data: : raw scan response data
* [in] raw_data_len: : raw scan response data length , less than 31 bytes

esp_err_t esp_ble_gap_read_rssi (esp_bd_addr_t remote_addr)
This function is called to read the RSSI of remote device. The address of link policy results are returned in the
gap callback function with ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT event.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] remote_addr: : The remote connection device address.

esp_err_t esp_ble_gap_add_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
Hype,
esp_duplicate_info_t
device_info)
This function is called to add a device info into the duplicate scan exceptional list.
Return
e ESP_OK : success
e other : failed
Parameters
e [in] type: device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t when
type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADYV or MESH_PROXY_SRV_ADV ,
device_info is invalid.

e [in] device_info: the device information.

esp_err_t esp_ble_gap_remove_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
ype,
esp_duplicate_info_t
device_info)
This function is called to remove a device info from the duplicate scan exceptional list.
Return
« ESP_OK : success
e other : failed
Parameters
e [in] type: device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t when
type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADYV or MESH_PROXY_SRV_ADV ,
device_info is invalid.

e [in] device_info: the device information.

esp_err_t esp_ble_gap_clean_duplicate_scan_exceptional_list (esp_duplicate_scan_exceptional_list_type_t

list_type)
This function is called to clean the duplicate scan exceptional list. This API will delete all device information
in the duplicate scan exceptional list.

Return
e ESP_OK : success
e other : failed
Parameters

e [in] list_type: duplicate scan exceptional list type, the value can be one or more of
esp_duplicate_scan_exceptional_list_type_t.
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esp_err_t esp_ble_gap_set_security_ param (esp_ble_sm_param_t param_type, void *value,

uint8_t len)
Set a GAP security parameter value. Overrides the default value.

Secure connection is highly recommended to avoid some major vulnerabilities like ‘Impersonation in the Pin
Pairing Protocol’ (CVE-2020-26555) and ‘ Authentication of the LE Legacy Pairing Protocol’ .

To accept only secure connection mode, it is necessary do as following:

1. Setbit ESP_LE_AUTH_REQ_SC_ONLY (param_type is ESP_BLE_SM_AUTHEN_REQ_MODE),
bit ESP_LE_AUTH_BOND and bit ESP_LE_AUTH_REQ_MITM is optional as required.

2. Set to ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE
ESP_BLE_SM ONLY_ ACCEPT_SPECIFIED_ SEC_AUTH).

Return - ESP_OK : success
e other : failed
Parameters
* [in] param_type: : the type of the param which to be set
e [in] wvalue: : the param value
e [in] len:: the length of the param value

(param_type is

esp_err_t esp_ble_gap_security_rsp (esp_bd_addr_t bd_addr, bool accept)
Grant security request access.

Return - ESP_OK : success
e other : failed
Parameters
* [in] bd_addr: : BD address of the peer
e [in] accept: : accept the security request or not

esp_err_t esp_ble_set_encryption (esp_bd_addr_t bd_addr, esp_ble_sec_act_t sec_act)
Set a gap parameter value. Use this function to change the default GAP parameter values.
Return - ESP_OK : success
e other : failed
Parameters
e [in] bd_addr: : the address of the peer device need to encryption

e [in] sec_act:: Thisis the security action to indicate what kind of BLE security level is required
for the BLE link if the BLE is supported

esp_err_t esp_ble_passkey_reply (esp_bd_addr_t bd_addr, bool accept, uint32_t passkey)
Reply the key value to the peer device in the legacy connection stage.
Return - ESP_OK : success
* other : failed
Parameters
e [in] bd_addr: : BD address of the peer
* [in] accept: : passkey entry successful or declined.
* [in] passkey: : passkey value, must be a 6 digit number, can be lead by O.

esp_err_t esp_ble_confirm_reply (esp_bd_addr_t bd_addr, bool accept)
Reply the confirm value to the peer device in the secure connection stage.
Return - ESP_OK : success
e other : failed
Parameters
* [in] bd_addr: : BD address of the peer device
* [in] accept: : numbers to compare are the same or different.

esp_err_t esp_ble_remove_bond_device (esp_bd_addr_t bd_addr)
Removes a device from the security database list of peer device. It manages unpairing event while connected.
Return - ESP_OK : success

e other : failed
Parameters
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e [in] bd_addr: : BD address of the peer device

int esp_ble_get_bond_device_num (void)
Get the device number from the security database list of peer device. It will return the device bonded number
immediately.

Return - >=0 : bonded devices number.
e ESP_FAIL : failed

esp_err_t esp_ble_get_bond_device_list (int *dev_num, esp_ble_bond_dev_t *dev_list)
Get the device from the security database list of peer device. It will return the device bonded information
immediately.

Return - ESP_OK : success
* other : failed
Parameters
e [inout] dev_num: Indicate the dev_list array(buffer) size as input. If dev_num is
large enough, it means the actual number as output. Suggest that dev_num value equal to
esp_ble_get_bond_device_num().
e [out] dev_list: an array(buffer) of esp_ble_bond_dev_t type. Use for storing the
bonded devices address. The dev_list should be allocated by who call this API.

esp_err_t esp_ble_oob_req_reply (esp_bd_addr_t bd_addr, vint8_t *TK, uint8_t len)
This function is called to provide the OOB data for SMP in response to ESP_GAP_BLE_OOB_REQ_EVT.

Return - ESP_OK : success
« other : failed
Parameters
e [in] bd_addr: BD address of the peer device.
e [in] TK: TK value, the TK value shall be a 128-bit random number
e [in] len: length of tk, should always be 128-bit

esp_err_t esp_ble_gap_disconnect (esp_bd_addr_t remote_device)
This function is to disconnect the physical connection of the peer device gattc may have multiple virtual GATT
server connections when multiple app_id registered. esp_ble_gattc_close (esp_gatt_if_t gattc_if, uint16_t
conn_id) only close one virtual GATT server connection. if there exist other virtual GATT server connec-
tions, it does not disconnect the physical connection. esp_ble_gap_disconnect(esp_bd_addr_t remote_device)
disconnect the physical connection directly.

Return - ESP_OK : success
e other : failed
Parameters
e [in] remote_device: : BD address of the peer device

esp_err_t esp_ble_get_current_conn_params (esp_bd_addr_t bd_addr, esp_gap_conn_params_t

*conn_params)
This function is called to read the connection parameters information of the device.

Return - ESP_OK : success
e other : failed
Parameters
e [in] bd_addr: BD address of the peer device.
e [out] conn_params: the connection parameters information

esp_err_t esp_gap_ble_set_channels (esp_gap_ble_channels channels)
BLE set channels.

Return - ESP_OK : success
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed
Parameters
* [in] channels: : The n th such field (in the range O to 36) contains the value for the link layer
channel index n. 0 means channel n is bad. 1 means channel n is unknown. The most significant bits
are reserved and shall be set to 0. At least one channel shall be marked as unknown.
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esp_err_t esp_gap_ble_set_authorization (esp_bd_addr_t bd_addr, bool authorize)
This function is called to authorized a link after Authentication(MITM protection)

Return - ESP_OK : success
e other : failed

Parameters
e [in] bd_addr: BD address of the peer device.
e [out] authorize: Authorized the link or not.

Unions
union esp_ble_key_value_t
#include <esp_gap_ble_api.h> union type of the security key value

Public Members
esp_ble_penc_keys_t penc_key
received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key
received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

esp_ble_lenc_keys_t lenc_key
local encryption reproduction keys LTK = = d1(ER,DIV,0)

esp_ble_lcsrk_keys 1esrk_key
local device CSRK = d1(ER,DIV,1)
union esp_ble_sec_t
#include <esp_gap_ble_api.h> union associated with ble security

Public Members
esp_ble_sec_key_notif_t key_notif
passkey notification

esp_ble_sec_req_tble_req
BLE SMP related request

esp_ble_key_t ble_key
BLE SMP keys used when pairing

esp_ble_local_id_keys_tble_id_keys
BLE IR event

esp_ble_auth_cmpl_t auth_cmpl
Authentication complete indication.

union esp_ble_gap_cb_param_t
#include <esp_gap_ble_api.h> Gap callback parameters union.

Public Members
struct esp_ble_gap_cb_param_t::ble_get _dev_name_cmpl_evt_param get_dev_name_cmpl
Event parameter of ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_cmpl_evt_param adv_data_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_cmpl_evt_param scan_rsp_data_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_param_cmpl_evt_param scan_param_cmpl
Event parameter of ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_result_evt_param scan_rst
Event parameter of ESP_GAP_BLE_SCAN_RESULT_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_raw_cmpl_evt_param adv_data_raw_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_raw_cmpl_evt_param scan_rsp_data_raw_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_start_cmpl_evt_param adv_start_cmpl
Event parameter of ESP_GAP_BLE_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_start_cmpl_evt_param scan_start_cmpl
Event parameter of ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

esp_ble_sec_tble_security
ble gap security union type

struct esp_ble_gap_cb_param_t::ble_scan_stop_cmpl_evt_param scan_stop_cmpl
Event parameter of ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_stop_cmpl_evt_param adv_stop_cmpl
Event parameter of ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_rand_cmpl_evt_param set_rand_addr_cmpl
Event parameter of ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

struct esp_ble_gap_cb_param_t::ble_update_conn_params_evt_param update_conn_params
Event parameter of ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

struct esp_ble_gap_cb_param_t::ble_pkt_data_length_cmpl_evt_param pkt_data_lenth_cmpl
Event parameter of ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_local_privacy_cmpl_evt_param local_privacy_cmpl
Event parameter of ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_remove_bond_dev_cmpl_evt_param remove_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_clear_bond_dev_cmpl_evt_param clear_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_get_bond_dev_cmpl_evt_param get_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_read_rssi_cmpl_evt_param read_rssi_cmpl
Event parameter of ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_whitelist_cmpl_evt_param update_whitelist_cmpl
Event parameter of ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_duplicate_exceptional_list_cmpl_evt_param update_duplicate_except.
Event parameter of ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_channels_evt_param ble_set_channels
Event parameter of ESP_GAP_BLE_SET_CHANNELS_EVT

struct ble_adv_data_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT.
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Public Members

esp_bt_status_t status
Indicate the set advertising data operation success status

struct ble_adv_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set raw advertising data operation success status

struct ble_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate advertising start operation success status

struct ble_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate adv stop operation success status

struct ble_clear_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the clear bond device operation success status

struct ble_get_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the get bond device operation success status

uint8_t dev_num
Indicate the get number device in the bond list

esp_ble_bond_dev_t *bond_dev
the pointer to the bond device Structure

struct ble_get_dev_name_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT.
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Public Members
esp_bt_status_t status
Indicate the get device name success status

char *name
Name of bluetooth device

struct ble_local_privacy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set local privacy operation success status

struct ble_pkt_data_length_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate the set pkt data length operation success status

esp_ble_pkt_data_length_params_t params
pkt data length value

struct ble_read_rssi_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate the read adv tx power operation success status

int8 trssi
The ble remote device rssi value, the range is from -127 to 20, the unit is dbm, if the RSSI cannot

be read, the RSSI metric shall be set to 127.

esp_bd_addr_t remote_addr
The remote device address

struct ble_remove_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT.

Public Members
esp_bt_status_t status
Indicate the remove bond device operation success status

esp_bd_addr_t bd_addr
The device address which has been remove from the bond list

struct ble_scan_param_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT.
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Public Members

esp_bt_status_t status
Indicate the set scan param operation success status

struct ble_scan_result_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RESULT_EVT.

Public Members
esp_gap_search_evt_t search_evt
Search event type

esp_bd_addr_t bda
Bluetooth device address which has been searched

esp_bt_dev_type_t dev_type
Device type

esp_ble_addr_type_t ble_addr_type
Ble device address type

esp_ble_evt_type_t ble_evt_type
Ble scan result event type

int rssi
Searched device’ s RSSI

uint8_t ble_adv[ESP_BLE_ADV_DATA_LEN_MAX + ESP_BLE_SCAN_RSP_DATA_LEN_MAX]
Received EIR

int flag
Advertising data flag bit

int num_resps
Scan result number

uint8_t adv_data_len
Adv data length

uint§_t scan_rsp_1len
Scan response length

uint32_t num_dis
The number of discard packets

struct ble_scan_rsp_data_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set scan response data operation success status

struct ble_scan_rsp_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the set raw advertising data operation success status
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struct ble_scan_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate scan start operation success status

struct ble_scan_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate scan stop operation success status

struct ble_set_channels_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_CHANNELS_EVT.

Public Members

esp_bt_status_t stat
BLE set channel status

struct ble_set_rand_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT.

Public Members

esp_bt_status_t status
Indicate set static rand address operation success status

struct ble_update_conn_params_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT.

Public Members

esp_bt_status_t status
Indicate update connection parameters success status

esp_bd_addr_t bda
Bluetooth device address

uintl6_tmin_int
Min connection interval

uint16_t max_int
Max connection interval

uintl6_t latency
Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uint16_t conn_int
Current connection interval

uint16_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0xOC80. Mandatory Range: 0x000A to
0x0C80 Time = N * 10 msec
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struct ble_update_duplicate_exceptional_list_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate update duplicate scan exceptional list operation success status

uint8_t subcode
Define in esp_bt_duplicate_exceptional_subcode_type_t

uintl6_t length
The length of device_info

esp_duplicate_info_t device_info
device information, when subcode is ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_CLEAN,
the value is invalid

struct ble_update_whitelist_cmpl_evt_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate the add or remove whitelist operation success status

esp_ble_wl_opration_t wl_opration
The value is ESP_BLE_WHITELIST_ADD if add address to whitelist operation success,
ESP_BLE_WHITELIST_REMOVE if remove address from the whitelist operation success

Structures
struct esp_ble_adv_params_t
Advertising parameters.

Public Members

uintl6_t adv_int_min
Minimum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec

uintl6_t adv_int_max
Maximum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec
Advertising max interval

esp_ble_adv_type_t adv_type
Advertising type

esp_ble_addr_type_t own_addr_type
Owner bluetooth device address type

esp_bd_addr_t peer_addr
Peer device bluetooth device address

esp_ble_addr_type_t peer_addr_type
Peer device bluetooth device address type, only support public address type and random address type

esp_ble_adv_channel_t channel_map
Advertising channel map
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esp_ble_adv_filter_t adv_£filter_policy
Advertising filter policy
struct esp_ble_adv_data_t
Advertising data content, according to “Supplement to the Bluetooth Core Specification” .

Public Members

bool set_scan_rsp
Set this advertising data as scan response or not

bool include_name
Advertising data include device name or not

bool include_txpower
Advertising data include TX power

intmin_interval
Advertising data show slave preferred connection min interval. The connection interval in the following
manner: connlntervalmin = Conn_Interval_Min * 1.25 ms Conn_Interval_Min range: 0x0006 to 0x0C80
Value of OxFFFF indicates no specific minimum. Values not defined above are reserved for future use.

int max_interval
Advertising data show slave preferred connection max interval. The connection interval in the follow-
ing manner: connlntervalmax = Conn_Interval_Max * 1.25 ms Conn_Interval_Max range: 0x0006 to
0x0C80 Conn_Interval_Max shall be equal to or greater than the Conn_Interval_Min. Value of OxFFFF
indicates no specific maximum. Values not defined above are reserved for future use.

int appearance
External appearance of device

uint16_t manufacturer_len
Manufacturer data length

uint8_t *p_manufacturer_data
Manufacturer data point

uintl6_t service_data_len
Service data length

uint8_t *p_service_data
Service data point

uintl6_t service_uuid_len
Service uuid length

uint8_t *p_service_uuid
Service uuid array point

uint8_t £lag
Advertising flag of discovery mode, see BLE_ADV_DATA_FLAG detail

struct esp_ble_scan_params_t
Ble scan parameters.

Public Members
esp_ble_scan_type_t scan_type
Scan type

esp_ble_addr_type_t own_addr_type
Owner address type

esp_ble_scan_filter_t scan_filter_ policy
Scan filter policy
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uintl6_t scan_interval
Scan interval. This is defined as the time interval from when the Controller started its last LE scan until
it begins the subsequent LE scan. Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625
msec Time Range: 2.5 msec to 10.24 seconds

uintl6_t scan_window
Scan window. The duration of the LE scan. LE_Scan_Window shall be less than or equal to
LE_Scan_Interval Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625 msec Time
Range: 2.5 msec to 10240 msec

esp_ble_scan_duplicate_t scan_duplicate
The Scan_Duplicates parameter controls whether the Link Layer should filter out duplicate advertising
reports (BLE_SCAN_DUPLICATE_ENABLE) to the Host, or if the Link Layer should generate ad-
vertising reports for each packet received

struct esp_gap_conn_params_t
connection parameters information

Public Members
uintl6_t interval
connection interval

uintl6_t latency
Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uint16_t timeout
Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80
Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_conn_update_params_t
Connection update parameters.

Public Members
esp_bd_addr_t bda
Bluetooth device address

uintl6_tmin_int
Min connection interval

uintl6_t max_int
Max connection interval

uintl6_t latency
Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout
Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80
Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_pkt_data_length_params_t
BLE pkt date length keys.

Public Members
uintl6_t rx_len
pkt rx data length value

uintl6_ttx_len
pkt tx data length value
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struct esp_ble_penc_keys_t
BLE encryption keys.

Public Members
esp_bt_octetl6_t 1tk
The long term key

esp_bt_octet8_t rand
The random number

uintl6_t ediv
The ediv value

uint8_t sec_level
The security level of the security link

uint8_t key_size
The key size(7~16) of the security link

struct esp_ble_pcsrk_keys_t
BLE CSRK keys.

Public Members

uint32_t counter
The counter

esp_bt_octetl6_t csrk
The csrk key

uint8_t sec_level
The security level

struct esp_ble_pid_keys_t
BLE pid keys.

Public Members
esp_bt_octetl6_t irk
The irk value

esp_ble_addr_type_t addr_type
The address type

esp_bd_addr_t static_addr
The static address

struct esp_ble_lenc_keys_t
BLE Encryption reproduction keys.

Public Members
esp_bt_octetl6_t 1tk
The long term key

uintl6_tdiv
The div value

uint8_t key_size
The key size of the security link
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uint8_t sec_level
The security level of the security link

struct esp_ble_lcsrk_keys
BLE SRK keys.

Public Members
uint32_t counter
The counter value

uintl6_t div
The div value

uint8_t sec_level
The security level of the security link

esp_bt_octetl6_t csrk
The csrk key value

struct esp_ble_sec_key _notif_t
Structure associated with ESP_KEY_NOTIF_EVT.

Public Members

esp_bd_addr_t bd_addr
peer address

uint32_t passkey

the numeric value for comparison. If just_works, do not show this number to UI

struct esp_ble_sec_req t
Structure of the security request.

Public Members
esp_bd_addr_t bd_addr
peer address

struct esp_ble_bond_key_info_t
struct type of the bond key information value

Public Members
esp_ble_key_mask_t key_mask
the key mask to indicate witch key is present

esp_ble_penc_keys_t penc_key
received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key
received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

struct esp_ble_bond_dev_t
struct type of the bond device value
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Public Members
esp_bd_addr_t bd_addr
peer address

esp_ble_bond_key_info_t bond_key
the bond key information

struct esp_ble_key_ t
union type of the security key value

Public Members
esp_bd_addr_t bd_addr
peer address

esp_ble_key_type_t key_type
key type of the security link

esp_ble_key_value_t p_key_value
the pointer to the key value

struct esp_ble_local_id_keys_t
structure type of the ble local id keys value

Public Members
esp_bt_octetl6_t ir
the 16 bits of the ir value

esp_bt_octetl6_t irk
the 16 bits of the ir key value

esp_bt_octet]l6_t dhk
the 16 bits of the dh key value

struct esp_ble_auth_cmpl_t
Structure associated with ESP_AUTH_CMPL_EVT.

Public Members
esp_bd_addr_t bd_addr
BD address peer device.

bool key_present
Valid link key value in key element

esp_link_key key
Link key associated with peer device.

uint8_t key_type
The type of Link Key

bool success
TRUE of authentication succeeded, FALSE if failed.

uint8_t fail_reason
The HCI reason/error code for when success=FALSE

esp_ble_addr_type_t addr_type
Peer device address type
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esp_bt_dev_type_t dev_type
Device type

esp_ble_auth_req_t auth_mode
authentication mode

Macros
ESP_BLE_ADV_FLAG_LIMIT_DISC

BLE_ADV_DATA_FLAG data flag bit definition used for advertising data flag
ESP_BLE_ADV_FLAG_GEN_DISC

ESP_BLE_ADV_FLAG_BREDR_NOT_SPT
ESP_BLE_ADV_FLAG_DMT CONTROLLER_SPT
ESP_BLE_ADV_FLAG_DMT_HOST_SPT
ESP_BLE_ADV_FLAG_NON_LIMIT DISC
ESP_LE_KEY_NONE

ESP_LE_KEY_PENC

ESP_LE_KEY_PID

ESP_LE_KEY_ PCSRK
ESP_LE_KEY_PLK

ESP_LE_KEY_LLK

ESP_LE_KEY_ LENC

ESP_LE_KEY_LID

ESP_LE_KEY_LCSRK
ESP_LE_AUTH_NO_BOND
ESP_LE_AUTH_BOND
ESP_LE_AUTH_REQ_MITM

ESP_LE_AUTH_REQ BOND_MITM
0101

ESP_LE_AUTH_REQ_SC_ONLY
ESP_LE_AUTH_REQ_SC_BOND

ESP_LE_AUTH_REQ_ SC_MITM

ESP_LE_AUTH_REQ_ SC_MITM_BOND
ESP_BLE_ONLY_ ACCEPT_SPECIFIED_AUTH_DISABLE
ESP_BLE_ONLY_ ACCEPT_SPECIFIED_ AUTH_ENABLE
ESP_BLE_OOB_DISABLE

ESP_BLE_OOB_ENABLE

ESP_IO_CAP_OUT

ESP_IO_CAP_IO

ESP_IO_CAP_IN

ESP_IO_CAP_NONE

ESP_IO_CAP_KBDISP

ESP_BLE_APPEARANCE_UNKNOWN
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ESP_BLE_APPEARANCE_GENERIC_PHONE
ESP_BLE_APPEARANCE_GENERIC_COMPUTER
ESP_BLE_APPEARANCE_GENERIC_WATCH
ESP_BLE_APPEARANCE_SPORTS_WATCH
ESP_BLE_APPEARANCE_GENERIC_CLOCK
ESP_BLE_APPEARANCE_GENERIC_DISPLAY
ESP_BLE_APPEARANCE_GENERIC_REMOTE
ESP_BLE_APPEARANCE_GENERIC_EYEGLASSES
ESP_BLE_APPEARANCE_GENERIC_TAG
ESP_BLE_APPEARANCE_GENERIC_KEYRING
ESP_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER
ESP_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER
ESP_BLE_APPEARANCE_GENERIC_THERMOMETER
ESP_BLE_APPEARANCE_THERMOMETER_EAR
ESP_BLE_APPEARANCE_GENERIC_HEART RATE
ESP_BLE_APPEARANCE_HEART RATE_BELT
ESP_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE
ESP_BLE_APPEARANCE_BLOOD_PRESSURE_ARM
ESP_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST
ESP_BLE_APPEARANCE_GENERIC_HID
ESP_BLE_APPEARANCE_HID_KEYBOARD
ESP_BLE_APPEARANCE_HID_ MOUSE
ESP_BLE_APPEARANCE_HID_ JOYSTICK
ESP_BLE_APPEARANCE_HID_ GAMEPAD
ESP_BLE_APPEARANCE_HID DIGITIZER_TABLET
ESP_BLE_APPEARANCE_HID_CARD_READER
ESP_BLE_APPEARANCE_HID DIGITAL_PEN
ESP_BLE_APPEARANCE_HID_ BARCODE_SCANNER
ESP_BLE_APPEARANCE_GENERIC_GLUCOSE
ESP_BLE_APPEARANCE_GENERIC_WALKING
ESP_BLE_APPEARANCE_WALKING_IN_SHOE
ESP_BLE_APPEARANCE_WALKING_ON_SHOE
ESP_BLE_APPEARANCE_WALKING_ON_HIP
ESP_BLE_APPEARANCE_GENERIC_CYCLING
ESP_BLE_APPEARANCE_CYCLING_COMPUTER
ESP_BLE_APPEARANCE_CYCLING_SPEED
ESP_BLE_APPEARANCE_CYCLING_CADENCE
ESP_BLE_APPEARANCE_CYCLING_POWER

ESP_BLE_APPEARANCE_CYCLING_SPEED_CADENCE
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ESP_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER
ESP_BLE_APPEARANCE_PULSE_OXIMETER_FINGERTIP
ESP_BLE_APPEARANCE_PULSE_OXIMETER_WRIST
ESP_BLE_APPEARANCE_GENERIC_WEIGHT
ESP_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY_ DEVICE
ESP_BLE_APPEARANCE_POWERED WHEELCHAIR
ESP_BLE_APPEARANCE_MOBILITY SCOOTER
ESP_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR
ESP_BLE_APPEARANCE_GENERIC_INSULIN_PUMP
ESP_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP
ESP_BLE_APPEARANCE_INSULIN_PUMP_PATCH_PUMP
ESP_BLE_APPEARANCE_INSULIN_PEN
ESP_BLE_APPEARANCE_GENERIC_MEDICATION DELIVERY
ESP_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD
ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION POD_AND_NAV
ESP_GAP_BLE_CHANNELS_LEN

ESP_GAP_BLE_ADD_WHITELIST COMPLETE_EVT
This is the old name, just for backwards compatibility.

ESP_BLE_ADV_DATA LEN_MAX
Advertising data maximum length.

ESP_BLE_SCAN_RSP_DATA_LEN_MAX
Scan response data maximum length.

BLE_BIT (n)

Type Definitions

typedef uint8_tesp_ble_key type_t

typedef uint8_tesp_ble_auth_req t
combination of the above bit pattern

typedef uint§_tesp_ble_io_cap_t
combination of the io capability

typedef uint8_t esp_gap_ble_channels[ESP_GAP_BLE_CHANNELS_LEN]
typedef uint8_t esp_duplicate_info_t[ESP_BD_ADDR_LEN]

typedef void (*esp_gap_ble_cb_t) (esp_gap_ble_cb_event t event,  esp_ble_gap_cb_param_t
*param)
GAP callback function type.

Parameters
* event: : Event type
* param: : Point to callback parameter, currently is union type
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Enumerations
enum esp_gap_ble_cb_event_t
GAP BLE callback event type.

Values:

ESP_GAP_BLE_ADV_DATA_ SET_COMPLETE_EVT = (
When advertising data set complete, the event comes

ESP_GAP_BLE_SCAN_RSP_DATA_SET COMPLETE_EVT
When scan response data set complete, the event comes

ESP_GAP_BLE_SCAN_PARAM SET_COMPLETE_EVT
When scan parameters set complete, the event comes

ESP_GAP_BLE_SCAN_RESULT_EVT
When one scan result ready, the event comes each time

ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT
When raw advertising data set complete, the event comes

ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT
When raw advertising data set complete, the event comes

ESP_GAP_BLE_ADV_START_COMPLETE_EVT
When starting advertising complete, the event comes

ESP_GAP_BLE_SCAN_START_COMPLETE_EVT
When starting scan complete, the event comes

ESP_GAP_BLE_AUTH_CMPL_EVT
Authentication complete indication.

ESP_GAP_BLE_KEY_EVT
BLE key event for peer device keys

ESP_GAP_BLE_SEC_REQ_EVT
BLE security request

ESP_GAP_BLE_PASSKEY NOTIF_EVT
passkey notification event

ESP_GAP_BLE_PASSKEY_REQ EVT
passkey request event

ESP_GAP_BLE_OOB_REQ_EVT
OOB request event

ESP_GAP_BLE_LOCAL_IR_EVT
BLE local IR event

ESP_GAP_BLE_LOCAL_ER_EVT
BLE local ER event

ESP_GAP_BLE_NC_REQ EVT
Numeric Comparison request event

ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT
When stopping adv complete, the event comes

ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT
When stopping scan complete, the event comes

ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT
When setting the static rand address complete, the event comes

ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT
When updating connection parameters complete, the event comes
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ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT
When setting pkt length complete, the event comes

ESP_GAP_BLE_SET_LOCAL_PRIVACY COMPLETE_EVT
When enabling/disabling privacy on the local device complete, the event comes

ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT
When removing the bond device complete, the event comes

ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT
When clearing the bond device clear complete, the event comes

ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT
When getting the bond device list complete, the event comes

ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT
When reading the rssi complete, the event comes

ESP_GAP_BLE_UPDATE_WHITELIST COMPLETE_EVT
When adding or removing whitelist complete, the event comes

ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST COMPLETE_EVT
When updating duplicate exceptional list complete, the event comes

ESP_GAP_BLE_SET_ CHANNELS_EVT
When setting BLE channels complete, the event comes

ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT
When getting BT device name complete, the event comes

ESP_GAP_BLE_EVT_MAX
enum esp_ble_adv_data_type
The type of advertising data(not adv_type)

Values:

ESP_BLE_AD_TYPE_FLAG = 0x01
ESP_BLE_AD_TYPE_16SRV_PART = 0x02
ESP_BLE_AD_TYPE_16SRV_CMPL = 0x03
ESP_BLE_AD_TYPE_32SRV_PART = 0x04
ESP_BLE_AD_TYPE_32SRV_CMPL = 0x05
ESP_BLE_AD_TYPE_128SRV_PART = 0x06
ESP_BLE_AD_TYPE_128SRV_CMPL = 0x07
ESP_BLE_AD_TYPE_NAME_SHORT = 0x08
ESP_BLE_AD_TYPE_NAME_CMPL = 0x(09
ESP_BLE_AD_TYPE_TX_PWR = 0x0A
ESP_BLE_AD_TYPE_DEV_CLASS = 0x0D
ESP_BLE_AD_TYPE_SM_TK = 0x10
ESP_BLE_AD_TYPE_SM_OOB_FLAG = Ox11
ESP_BLE_AD_TYPE_INT_RANGE = 0x12
ESP_BLE_AD_TYPE_SOL_SRV_UUID = 0x14
ESP_BLE_AD_TYPE_128SOL_SRV_UUID = 0x15
ESP_BLE_AD_TYPE_SERVICE_DATA = 0x16
ESP_BLE_AD_TYPE_PUBLIC_TARGET = 0x17

ESP_BLE_AD_TYPE_RANDOM_TARGET = 0x18

Espressif Systems 158 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 2. API Reference

ESP_BLE_AD_TYPE_APPEARANCE = 0x19
ESP_BLE_AD_TYPE_ADV_INT = OxIA
ESP_BLE_AD_TYPE_LE_DEV_ADDR = Oxlb
ESP_BLE_AD_TYPE_LE_ROLE = Oxlc
ESP_BLE_AD_TYPE_SPAIR_C256 = 0xld
ESP_BLE_AD_TYPE_SPAIR_R256 = Oxle
ESP_BLE_AD_TYPE_32SOL_SRV_UUID = OxIf
ESP_BLE_AD_TYPE_32SERVICE_DATA = 0x20
ESP_BLE_AD_TYPE_128SERVICE_DATA = 0x21
ESP_BLE_AD_TYPE_LE_SECURE_CONFIRM = 0x22
ESP_BLE_AD_TYPE_LE_SECURE_RANDOM = 0x23
ESP_BLE_AD_TYPE_URI = 0x24
ESP_BLE_AD_TYPE_INDOOR_POSITION = 0x25
ESP_BLE_AD_TYPE_TRANS_DISC_DATA = 0x26
ESP_BLE_AD_TYPE_LE_SUPPORT_FEATURE = 0x27
ESP_BLE_AD_TYPE_CHAN_MAP_UPDATE = 0x28
ESP_BLE_AD_MANUFACTURER_SPECIFIC_TYPE = OxFF

enum esp_ble_adv_type_t
Advertising mode.

Values:

ADV_TYPE_IND = 0x00
ADV_TYPE_DIRECT_IND_ HIGH = 0x01
ADV_TYPE_SCAN_IND = 0x02
ADV_TYPE_NONCONN_IND = 0x03
ADV_TYPE_DIRECT_IND_LOW = 0x04

enum esp_ble_adv_channel_t
Advertising channel mask.

Values:

ADV_CHNL_37 = 0x01
ADV_CHNL_38 = 0x02
ADV_CHNL_39 = 0x04
ADV_CHNL_ALL = 0x07

enum esp_ble_adv_filter_t
Values:

ADV_FILTER_ALLOW_SCAN_ANY_ CON_ANY = 0x00
Allow both scan and connection requests from anyone.

ADV_FILTER_ALLOW_SCAN_WLST_ CON_ANY
Allow both scan req from White List devices only and connection req from anyone.

ADV_FILTER_ALLOW_SCAN_ANY_ CON_WLST
Allow both scan req from anyone and connection req from White List devices only.
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ADV_FILTER_ALLOW_SCAN_WLST_ CON_WLST
Allow scan and connection requests from White List devices only.

enum esp_ble_sec_act_t
Values:

ESP_BLE_SEC_ENCRYPT = |
ESP_BLE_SEC_ENCRYPT_NO_MITM
ESP_BLE_SEC_ENCRYPT_MITM

enum esp_ble_sm_param_t
Values:

ESP_BLE_SM PASSKEY =0
ESP_BLE_SM_AUTHEN_REQ_ MODE
ESP_BLE_SM_IOCAP_MODE
ESP_BLE_SM_SET_INIT_KEY
ESP_BLE_SM_SET_RSP_KEY
ESP_BLE_SM_MAX_KEY SIZE
ESP_BLE_SM MIN_KEY SIZE
ESP_BLE_SM_SET_STATIC_PASSKEY
ESP_BLE_SM_CLEAR_STATIC_PASSKEY
ESP_BLE_SM_ONLY_ACCEPT_ SPECIFIED_SEC_AUTH
ESP_BLE_SM_OOB_SUPPORT
ESP_BLE_APP_ENC_KEY_ SIZE
ESP_BLE_SM_MAX_PARAM

enum esp_ble_scan_type_t
Ble scan type.

Values:

BLE_SCAN_TYPE_PASSIVE = 0x0
Passive scan

BLE_SCAN_TYPE_ACTIVE = Ox|1
Active scan

enum esp_ble_scan_filter_t
Ble scan filter type.

Values:

BLE_SCAN_FILTER_ALLOW_ALL = 0x0
Accept all :

1. advertisement packets except directed advertising packets not addressed to this device (default).

BLE_SCAN_FILTER_ALLOW_ONLY WLST = Oxl
Accept only :

1. advertisement packets from devices where the advertiser’ s address is in the White list.
2. Directed advertising packets which are not addressed for this device shall be ignored.

BLE_SCAN_FILTER_ALLOW_UND_RPA DIR =(x2
Accept all :

1. undirected advertisement packets, and
2. directed advertising packets where the initiator address is a resolvable private address, and
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3. directed advertising packets addressed to this device.

BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR = 0x3
Accept all :

1. advertisement packets from devices where the advertiser’ s address is in the White list, and
2. directed advertising packets where the initiator address is a resolvable private address, and
3. directed advertising packets addressed to this device.

enum esp_ble_scan_duplicate_t
Ble scan duplicate type.

Values:

BLE_SCAN_DUPLICATE_DISABLE = 0x0
the Link Layer should generate advertising reports to the host for each packet received

BLE_SCAN_DUPLICATE_ENABLE = Ox1
the Link Layer should filter out duplicate advertising reports to the Host

BLE_SCAN_DUPLICATE_MAX = 0x2
0x02 —0xFF, Reserved for future use

enum esp_gap_search_evt_t
Sub Event of ESP_GAP_BLE_SCAN_RESULT_EVT.

Values:

ESP_GAP_SEARCH_INQ_RES_EVT =0
Inquiry result for a peer device.

ESP_GAP_SEARCH_INQ CMPL_EVT = |
Inquiry complete.

ESP_GAP_SEARCH_DISC_RES_EVT =2
Discovery result for a peer device.

ESP_GAP_SEARCH_DISC_BLE_RES_EVT =3
Discovery result for BLE GATT based service on a peer device.

ESP_GAP_SEARCH_DISC_CMPL_EVT =4
Discovery complete.

ESP_GAP_SEARCH_DI_DISC_CMPL_EVT =5
Discovery complete.

ESP_GAP_SEARCH_SEARCH_CANCEL_CMPL_EVT = 6
Search cancelled

ESP_GAP_SEARCH_INQ DISCARD_NUM_EVT =7
The number of pkt discarded by flow control

enum esp_ble_evt_type_t
Ble scan result event type, to indicate the result is scan response or advertising data or other.

Values:

ESP_BLE_EVT_CONN_ADV = 0x00
Connectable undirected advertising (ADV_IND)

ESP_BLE_EVT_CONN_DIR_ADV = 0x01
Connectable directed advertising (ADV_DIRECT_IND)

ESP_BLE_EVT_DISC_ADV = 0x02
Scannable undirected advertising (ADV_SCAN_IND)

ESP_BLE_EVT_NON_CONN_ADV = 0x03
Non connectable undirected advertising (ADV_NONCONN_IND)
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ESP_BLE_EVT_SCAN_RSP = 0x04
Scan Response (SCAN_RSP)

enum esp_ble_wl_opration_t
Values:

ESP_BLE_WHITELIST_ REMOVE = 0X00
remove mac from whitelist

ESP_BLE_WHITELIST_ADD = 0X0l
add address to whitelist

ESP_BLE_WHITELIST_CLEAR = (0x02
clear all device in whitelist

enum esp_bt_duplicate_exceptional_subcode_type_t
Values:

ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_ADD =0
Add device info into duplicate scan exceptional list

ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST REMOVE
Remove device info from duplicate scan exceptional list

ESP_BLE_DUPLICATE_EXCEPTIONAL_ LIST_ CLEAN
Clean duplicate scan exceptional list

enum esp_ble_duplicate_exceptional_info_type_t
Values:

ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_INFO_ADV_ADDR =0
BLE advertising address , device info will be added into ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_LINK_ID
BLE mesh link ID, it is for BLE mesh, device info will be added into
ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID_LIST

ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_INFO_MESH_BEACON_TYPE
BLE mesh beacon AD type, the format is | Len | 0x2B | Beacon Type | Beacon Data |

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_PROV_SRV_ADV
BLE mesh provisioning service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1827 | ---. '

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_PROXY_SRV_ADV
BLE mesh adv with proxy service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1828 | ---. '
enum esp_duplicate_scan_exceptional_list_type_t
Values:

ESP_BLE_DUPLICATE_SCAN EXCEPTIONAL_ADDR_LIST = BLE_BIT(0)
duplicate scan exceptional addr list

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID_LIST = BLE_BIT(1)
duplicate scan exceptional mesh link ID list

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL MESH_BEACON_TYPE_LIST = BLE_BIT(2)
duplicate scan exceptional mesh beacon type list

ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_MESH_PROV_SRV_ADV_LIST = BLE_BIT(3)
duplicate scan exceptional mesh adv with provisioning service uuid

ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ MESH_PROXY_ SRV_ADV_LIST = BLE_BIT(4)
duplicate scan exceptional mesh adv with provisioning service uuid

ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_ALL_LIST = OxFFFF
duplicate scan exceptional all list
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GATT DEFINES

Overview Instructions

Application Example Instructions

API Reference

Header File

* bt/host/bluedroid/api/include/api/esp_gatt_defs.h

Unions
union esp_gatt_rsp_t
#include <esp_gatt_defs.h> GATT remote read request response type.

Public Members

esp_gatt_value_t attr_value
Gatt attribute structure

uintl6_t handle
Gatt attribute handle

Structures
struct esp_gatt_id_t
Gatt id, include uuid and instance id.

Public Members

esp_bt_uuid_t uuid
UUID

uint8_t inst_id
Instance id
struct esp_gatt_srvec_id_ t
Gatt service id, include id (uuid and instance id) and primary flag.

Public Members
esp_gatt_id_t id
Gatt id, include uuid and instance

bool is_primary
This service is primary or not

struct esp_attr_desc_t
Attribute description (used to create database)
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Public Members
uintl6_t uuid_length
UUID length

uint8_t *uuid_p
UUID value

uint16_t perm
Attribute permission

uintl6_t max_length
Maximum length of the element

uint16_t length
Current length of the element

uint8_t *value
Element value array

struct esp_attr_control_t
attribute auto response flag

Public Members

uint§_t auto_rsp
if auto_rsp set to ESP_GATT_RSP_BY_APP, means the response of Write/Read operation will by
replied by application. if auto_rsp set to ESP_GATT_AUTO_RSP, means the response of Write/Read
operation will be replied by GATT stack automatically.

struct esp_gatts_attr_db_t
attribute type added to the gatt server database

Public Members
esp_attr_control_t attr_control
The attribute control type

esp_attr_desc_t att_desc
The attribute type

struct esp_attr_value_t
set the attribute value type

Public Members

uintl6_t attr_max_len
attribute max value length

uintl6_tattr_len
attribute current value length

uint8_t *attr_value
the pointer to attribute value

struct esp_gatts_incl_svc_desc_t
Gatt include service entry element.
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Public Members

uint16_t start_hdl
Gatt start handle value of included service

uintl6_t end_hdl
Gatt end handle value of included service

uintl6_t uuid
Gatt attribute value UUID of included service

struct esp_gatts_incl128_svc_desc_t
Gatt include 128 bit service entry element.

Public Members

uintl6_t start_hdl
Gatt start handle value of included 128 bit service

uint16_t end_hdl
Gatt end handle value of included 128 bit service

struct esp_gatt_value_t
Gatt attribute value.

Public Members

uint8_t value[ESP_GATT_MAX_ ATTR_LEN]
Gatt attribute value

uintl6_t handle
Gatt attribute handle

uintl6_t of£set
Gatt attribute value offset

uintl6_t len
Gatt attribute value length

uint8_t auth_req
Gatt authentication request

struct esp_gatt_conn_params_t
Connection parameters information.

Public Members

uintl6_t interval
connection interval

uintl6_t latency
Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout
Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80
Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_gattc_multi_t
read multiple attribute
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Public Members

uint8_t num_attr
The number of the attribute

uint16_t handles[ESP_GATT_ MAX_READ_MULTI_HANDLES]
The handles list

struct esp_gattc_db_elem_t
data base attribute element

Public Members

esp_gatt_db_attr_type_t type
The attribute type

uintl6_t attribute_handle
The attribute handle, it’ s valid for all of the type

uintl6_t start_handle
The service start handle, it’ s valid only when the type = ESP_GATT_DB_PRIMARY_SERVICE or
ESP_GATT_DB_SECONDARY_SERVICE

uintl6_t end_handle
The service end handle, it’ s valid only when the type = ESP_GATT_DB_PRIMARY_SERVICE or
ESP_GATT_DB_SECONDARY_SERVICE

esp_gatt_char_prop_t properties
The characteristic properties, it’ s valid only when the type = ESP_GATT_DB_CHARACTERISTIC

esp_bt_uuid_t uuid
The attribute uuid, it’ s valid for all of the type

struct esp_gattc_service_elem_t
service element

Public Members

bool is_primary
The service flag, true if the service is primary service, else is secondary service

uintl6_t start_handle
The start handle of the service

uint16_t end_handle
The end handle of the service

esp_bt_uuid_t uuid
The uuid of the service

struct esp_gattc_char_elem_t
characteristic element

Public Members
uint16_t char_handle
The characteristic handle

esp_gatt_char_prop_t properties
The characteristic properties

esp_bt_uuid_t uuid
The characteristic uuid
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struct esp_gattc_descr_elem_t
descriptor element

Public Members
uintl6_t handle
The characteristic descriptor handle

esp_bt_uuid_t uuid
The characteristic descriptor uuid

struct esp_gattc_incl_svc_elem_t
include service element

Public Members
uintl6_t handle
The include service current attribute handle

uintl6_t incl_srvec_s_handle
The start handle of the service which has been included

uintl6_t incl_srvc_e_handle
The end handle of the service which has been included

esp_bt_uuid_t wvuid
The include service uuid

Macros
ESP_GATT_UUID_IMMEDIATE_ALERT_SVC

All “ESP_GATT_UUID_xxx” is attribute types
ESP_GATT UUID_LINK_LOSS_SVC

ESP_GATT_UUID_TX_ POWER_SVC
ESP_GATT_UUID_CURRENT_ TIME_SVC
ESP_GATT_UUID_REF_TIME_ UPDATE_SVC
ESP_GATT_ UUID_NEXT_ DST_ CHANGE_SVC
ESP_GATT_UUID_GLUCOSE_SVC
ESP_GATT_UUID_HEALTH_THERMOM_SVC
ESP_GATT_UUID_DEVICE_INFO_SVC
ESP_GATT_UUID_HEART_RATE_SVC
ESP_GATT_UUID_PHONE_ALERT_ STATUS_SVC
ESP_GATT_UUID_BATTERY_SERVICE_SVC
ESP_GATT_UUID_BLOOD_PRESSURE_SVC
ESP_GATT_ UUID_ALERT_ NTF_SVC
ESP_GATT_UUID_HID_SVC
ESP_GATT_UUID_SCAN_ PARAMETERS_SVC
ESP_GATT_UUID_RUNNING_SPEED_CADENCE_SVC
ESP_GATT_UUID_Automation_IO_SVC

ESP_GATT_UUID_CYCLING_SPEED_CADENCE_SVC
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ESP_GATT_UUID_CYCLING_POWER_SVC
ESP_GATT_UUID_LOCATION_AND_NAVIGATION_SVC
ESP_GATT_UUID_ENVIRONMENTAL_SENSING_SVC
ESP_GATT_UUID_BODY_ COMPOSITION
ESP_GATT_UUID_USER_DATA_SVC
ESP_GATT_UUID_WEIGHT SCALE_SVC
ESP_GATT_UUID_BOND_MANAGEMENT_SVC
ESP_GATT_UUID_CONT GLUCOSE_MONITOR_SVC
ESP_GATT_UUID_PRI_SERVICE
ESP_GATT_UUID_SEC_SERVICE
ESP_GATT_UUID_INCLUDE_SERVICE
ESP_GATT_UUID_CHAR_DECLARE
ESP_GATT_UUID_CHAR_EXT_ PROP
ESP_GATT_UUID_CHAR_DESCRIPTION
ESP_GATT_UUID_CHAR_CLIENT_CONFIG
ESP_GATT_UUID_CHAR_SRVR_CONFIG
ESP_GATT_UUID_CHAR_PRESENT FORMAT
ESP_GATT_UUID_CHAR_AGG_FORMAT
ESP_GATT_UUID_CHAR_VALID_RANGE
ESP_GATT_UUID_EXT RPT_REF_DESCR
ESP_GATT_UUID_RPT REF_DESCR
ESP_GATT_UUID_NUM DIGITALS_DESCR
ESP_GATT_UUID_VALUE_TRIGGER_DESCR
ESP_GATT_UUID_ENV_SENSING_CONFIG_DESCR
ESP_GATT_UUID_ENV_SENSING_MEASUREMENT DESCR
ESP_GATT_UUID_ENV_SENSING_TRIGGER_DESCR
ESP_GATT_UUID_TIME_TRIGGER_DESCR
ESP_GATT_UUID_GAP_DEVICE_NAME
ESP_GATT_UUID_GAP_ICON
ESP_GATT_UUID_GAP_PREF_CONN_PARAM
ESP_GATT_UUID_GAP_CENTRAL_ADDR_RESOL
ESP_GATT_UUID_GATT_SRV_CHGD
ESP_GATT_UUID_ALERT LEVEL
ESP_GATT_UUID_TX_POWER_LEVEL
ESP_GATT_UUID_CURRENT_ TIME
ESP_GATT_UUID_LOCAL_TIME_INFO
ESP_GATT_UUID_REF_TIME_INFO
ESP_GATT_UUID_NW_STATUS

ESP_GATT_UUID_NW_TRIGGER
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ESP_GATT_UUID_ALERT_STATUS
ESP_GATT_UUID_RINGER_CP
ESP_GATT_UUID_RINGER_SETTING
ESP_GATT_UUID_GM_ MEASUREMENT
ESP_GATT_UUID_GM_CONTEXT
ESP_GATT_UUID_GM_CONTROL_POINT
ESP_GATT_UUID_GM_FEATURE
ESP_GATT_UUID_SYSTEM ID
ESP_GATT_UUID_MODEL_NUMBER_STR
ESP_GATT_UUID_SERIAL_NUMBER_STR
ESP_GATT_UUID_FW_VERSION_STR
ESP_GATT_UUID_HW_VERSION_STR
ESP_GATT_UUID_SW_VERSION_STR
ESP_GATT_UUID_MANU_NAME
ESP_GATT_UUID_IEEE_DATA
ESP_GATT_UUID_PNP_ID
ESP_GATT_UUID_HID_ INFORMATION
ESP_GATT_UUID_HID_REPORT MAP
ESP_GATT_UUID_HID_CONTROL_POINT
ESP_GATT_UUID_HID_ REPORT
ESP_GATT_UUID_HID_PROTO_MODE
ESP_GATT_UUID_HID_BT KB_INPUT
ESP_GATT_UUID_HID BT KB_OUTPUT
ESP_GATT_UUID_HID_BT MOUSE_INPUT

ESP_GATT_ HEART_ RATE_MEAS
Heart Rate Measurement.

ESP_GATT_BODY_SENSOR_LOCATION
Body Sensor Location.

ESP_GATT_ HEART_ RATE_CNTL_POINT
Heart Rate Control Point.

ESP_GATT_UUID_BATTERY_LEVEL
ESP_GATT_UUID_SC_CONTROL_POINT
ESP_GATT_UUID_SENSOR_LOCATION
ESP_GATT_UUID_RSC_MEASUREMENT
ESP_GATT_UUID_RSC_FEATURE

ESP_GATT_UUID_CSC_MEASUREMENT
ESP_GATT_UUID_CSC_FEATURE

ESP_GATT_UUID_SCAN_INT WINDOW

ESP_GATT_UUID_SCAN_ REFRESH
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ESP_GATT_ILLEGAL_UUID
GATT INVALID UUID.

ESP_GATT_ILLEGAL_HANDLE
GATT INVALID HANDLE.

ESP_GATT_ ATTR_HANDLE_MAX
GATT attribute max handle.

ESP_GATT_MAX_ READ_ MULTI_HANDLES

ESP_GATT_PERM_READ
Attribute permissions.

ESP_GATT_PERM_READ_ENCRYPTED
ESP_GATT_PERM_READ_ENC_MITM
ESP_GATT_PERM WRITE
ESP_GATT_PERM WRITE_ENCRYPTED
ESP_GATT_PERM WRITE_ENC_MITM
ESP_GATT_PERM WRITE_SIGNED
ESP_GATT_PERM WRITE_SIGNED_ MITM

ESP_GATT_PERM READ_AUTHORIZATION

ESP_GATT_PERM WRITE_AUTHORIZATION

ESP_GATT_PERM_ENCRYPT_KEY_ SIZE (keysize)

ESP_GATT_CHAR_PROP_BIT BROADCAST
ESP_GATT_CHAR_PROP_BIT_READ
ESP_GATT_CHAR_PROP_BIT WRITE_NR
ESP_GATT_CHAR_PROP_BIT WRITE
ESP_GATT_CHAR_PROP_BIT NOTIFY
ESP_GATT_CHAR_PROP_BIT_ INDICATE
ESP_GATT_CHAR_PROP_BIT_ AUTH
ESP_GATT_CHAR_PROP_BIT_ EXT PROP

ESP_GATT_MAX_ATTR_LEN
GATT maximum attribute length.

ESP_GATT_RSP_BY_ APP
ESP_GATT_AUTO_RSP
ESP_GATT_IF_NONE

If callback report gattc_if/gatts_if as this macro, means this event is not correspond to any app

Type Definitions
typedef uintl6_t esp_gatt_perm_t

typedef uint§_t esp_gatt_char_prop_t

typedef uint§_tesp_gatt_if t

Gatt interface type, different application on GATT client use different gatt_if
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Enumerations
enum esp_gatt_prep_write_type
Attribute write data type from the client.

Values:

ESP_GATT_PREP_WRITE_CANCEL = 0x00
Prepare write cancel

ESP_GATT_PREP_WRITE_EXEC = 0x01
Prepare write execute
enum esp_gatt_status_t
GATT success code and error codes.

Values:

ESP_GATT_OK = 0x0
ESP_GATT_INVALID_ HANDLE = 0x01
ESP_GATT_READ_NOT_PERMIT = 0x02
ESP_GATT_WRITE_NOT_ PERMIT = 0x03
ESP_GATT_INVALID_PDU = 0x04
ESP_GATT_INSUF_AUTHENTICATION = 0x05
ESP_GATT_REQ_NOT_SUPPORTED = 0x06
ESP_GATT_INVALID_OFFSET = 0x07
ESP_GATT_INSUF_AUTHORIZATION = 0x08
ESP_GATT_PREPARE_Q FULL = 0x09
ESP_GATT_NOT_FOUND = Ox0a
ESP_GATT_NOT_LONG = 0x0b
ESP_GATT_INSUF_KEY_ SIZE = 0x0c
ESP_GATT_INVALID_ATTR_LEN = 0x0d
ESP_GATT_ERR_UNLIKELY = OxOe
ESP_GATT_INSUF_ENCRYPTION = 0xOf
ESP_GATT_UNSUPPORT GRP_TYPE = 0x10
ESP_GATT_INSUF_RESOURCE = (Ox11
ESP_GATT_NO_RESOURCES = 0x80
ESP_GATT_INTERNAL_ERROR = 0x81
ESP_GATT_WRONG_STATE = (0x82
ESP_GATT_DB_FULL = 0x83
ESP_GATT_BUSY = 0x84
ESP_GATT_ERROR = 0x85
ESP_GATT_CMD_STARTED = 0x86
ESP_GATT_ILLEGAL_PARAMETER = 0x87
ESP_GATT_PENDING = 0x88
ESP_GATT_AUTH_FAIL = 0x89
ESP_GATT_MORE = 0x8a

ESP_GATT_INVALID_CFG = 0x8b
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ESP_GATT_SERVICE_STARTED = 0x8c
ESP_GATT_ENCRYPED_MITM = ESP_GATT_OK
ESP_GATT_ENCRYPED_NO_MITM = 0x8d
ESP_GATT_NOT_ENCRYPTED = Ox8e
ESP_GATT_CONGESTED = 0x8f
ESP_GATT_DUP_REG = 0x90
ESP_GATT_ALREADY_ OPEN = 0x91
ESP_GATT_CANCEL = 0x92
ESP_GATT_STACK_RSP = Oxe0
ESP_GATT_APP_RSP = Oxel
ESP_GATT_UNKNOWN_ERROR = Oxef
ESP_GATT_CCC_CFG_ERR = Oxfd
ESP_GATT_PRC_IN_PROGRESS = Oxfe
ESP_GATT_OUT_OF _RANGE = Oxff

enum esp_gatt_conn_reason_t
Gatt Connection reason enum.

Values:

ESP_GATT_CONN_UNKNOWN = 0
Gatt connection unknown

ESP_GATT_CONN_L2C_FAILURE = |
General L2cap failure

ESP_GATT_CONN_TIMEOUT = 0x08
Connection timeout

ESP_GATT_CONN_TERMINATE_PEER_USER = 0x13

Connection terminate by peer user

ESP_GATT_CONN_TERMINATE_LOCAL_HOST = 0x16

Connection terminated by local host

ESP_GATT_CONN_FAIL_ESTABLISH = 0x3e
Connection fail to establish

ESP_GATT_CONN_LMP_TIMEOUT = 0x22
Connection fail for LMP response tout

ESP_GATT_CONN_CONN_CANCEL = 0x0100
L2CAP connection cancelled

ESP_GATT_CONN_NONE = 0x0101
No connection to cancel

enum esp_gatt_auth_req t
Gatt authentication request type.

Values:

ESP_GATT_AUTH_REQ_ NONE =0
ESP_GATT_AUTH_REQ NO_MITM= |
ESP_GATT_AUTH_REQ MITM =2
ESP_GATT_AUTH_REQ_ SIGNED_NO_MITM =3

ESP_GATT_AUTH_REQ_ SIGNED_ MITM =4
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enum esp_service_source_t
Values:

ESP_GATT_SERVICE_FROM_REMOTE_DEVICE = (
ESP_GATT_SERVICE_FROM_NVS_FLASH = |
ESP_GATT_SERVICE_FROM_UNKNOWN = 2

enum esp_gatt_write_type_t
Gatt write type.

Values:

ESP_GATT_WRITE_TYPE_NO RSP = 1|
Gatt write attribute need no response

ESP_GATT_WRITE_TYPE_RSP
Gatt write attribute need remote response

enum esp_gatt_db_attr_type_t
the type of attribute element

Values:

ESP_GATT_DB_PRIMARY SERVICE
Gattc primary service attribute type in the cache

ESP_GATT_DB_SECONDARY_SERVICE
Gattc secondary service attribute type in the cache

ESP_GATT_DB_CHARACTERISTIC
Gattc characteristic attribute type in the cache

ESP_GATT_DB_DESCRIPTOR
Gattc characteristic descriptor attribute type in the cache

ESP_GATT_DB_INCLUDED_SERVICE
Gattc include service attribute type in the cache

ESP_GATT_DB_ALL
Gattc all the attribute (primary service & secondary service & include service & char & descriptor) type
in the cache

GATT SERVER API

Overview Instructions

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

 This is a GATT sever demo and its tutorial. This demo creates a GATT service with an attribute table, which
releases the user from adding attributes one by one. This is the recommended method of adding attributes.
— bluetooth/bluedroid/ble/gatt_server_service_table
— GATT Server Service Table Example Walkthrough
 This is a GATT server demo and its tutorial. This demo creates a GATT service by adding attributes one by
one as defined by Bluedroid. The recommended method of adding attributes is presented in example above.
— bluetooth/bluedroid/ble/gatt_server
— GATT Server Example Walkthrough
¢ This is a BLE SPP-Like demo. This demo, which acts as a GATT server, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_server

API Reference
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Header File

* bt/host/bluedroid/api/include/api/esp_gatts_api.h

Functions

esp_err_t esp_ble_gatts_register_callback (esp_gatts_cb_t callback)
This function is called to register application callbacks with BTA GATTS module.

Return
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gatts_app_register (uintl6_t app_id)
This function is called to register application identifier.

Return
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_app_unregister (esp_gatt_if t gatts_if)
unregister with GATT Server.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] gatts_if: GATT server access interface

esp_err_t esp_ble_gatts_create_service (esp_gatt_if t gatts_if, esp_gatt _srvc_id_t *service_id,

uint16_t num_handle)
Create a service. When service creation is done, a callback event ESP_GATTS_CREATE_EVT is called to

report status and service ID to the profile. The service ID obtained in the callback function needs to be used
when adding included service and characteristics/descriptors into the service.

Return
* ESP_OK : success
e other : failed
Parameters
e [in] gatts_1if: GATT server access interface
e [in] service_id: service ID.
e [in] num_handle: number of handle requested for this service.

esp_err_t esp_ble_gatts_create_attr_tab (const esp_gatts_attr_db_t *gatts_attr_db,
esp_gatt_if t gatts_if, uint8_t max_nb_attr, uint8_t
srve_inst_id)
Create a service attribute tab.
Return
e ESP_OK : success
* other : failed

Parameters
* [in] gatts_attr_db: the pointer to the service attr tab
e [in] gatts_if: GATT server access interface
e [in] max_nb_attr: the number of attribute to be added to the service database.
e [in] srvc_inst_id: the instance id of the service

esp_err_t esp_ble_gatts_add_included_service (uintl6_t service_handle, uintl6_t in-

cluded_service_handle)
This function is called to add an included service. This function have to be called between

‘esp_ble_gatts_create_service’ and ‘esp_ble_gatts_add_char’ . After included service is included, a callback
event ESP_GATTS_ADD_INCL_SRVC_EVT is reported the included service ID.

Return
e ESP_OK : success
e other : failed
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Parameters

e [in] service_handle: service handle to which this included service is to be added.
e [in] included_service_handle: the service ID to be included.

esp_err_t esp_ble_gatts_add_char (uintl6_t service_handle, esp_bt_uuid_t *char_uuid,
esp_gatt_perm_t  perm, esp_gatt_char_prop_t  property,
esp_attr_value_t *char_val, esp_attr_control_t *control)
This function is called to add a characteristic into a service.
Return
e ESP_OK : success
e other : failed
Parameters
n] service_handle: service handle to which this included service is to be added.
n] char_uuid: : Characteristic UUID.
n] perm: : Characteristic value declaration attribute permission.
n] property: : Characteristic Properties
n] char_wval: : Characteristic value
n] control:: attribute response control byte

esp_err_t esp_ble_gatts_add_char_descr (uintl6_t service_handle, esp_bt_uuid_t *descr_uuid,

esp_gatt_perm_t perm, esp_attr_value_t
*char_descr_val, esp_attr_control_t *control)
This function is called to add characteristic descriptor. When it’ s done, a callback event

ESP_GATTS_ADD_DESCR_EVT is called to report the status and an ID number for this descriptor.

Return
e ESP_OK : success
* other : failed
Parameters
in] service_handle: service handle to which this characteristic descriptor is to be added.
in] perm: descriptor access permission.
in] descr_uuid: descriptor UUID.
in] char_descr_val: : Characteristic descriptor value
in] control: : attribute response control byte

esp_err_t esp_ble_gatts_delete_service (uintl6_t service_handle)

This function is called to delete a service. When this is done, a callback event ESP_GATTS_DELETE_EVT
is report with the status.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] service_handle: service_handle to be deleted.

esp_err_t esp_ble_gatts_start_service (uintl6_t service_handle)
This function is called to start a service.

Return
e ESP_OK : success
e other : failed
Parameters

e [in] service_handle: the service handle to be started.

esp_err_t esp_ble_gatts_stop_service (uintl6_t service_handle)
This function is called to stop a service.

Return
e ESP_OK : success
* other : failed
Parameters
* [in] service_handle: - service to be topped.
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esp_err_t esp_ble_gatts_send_indicate (esp_gatt_if t gatts_if, uintl6_t conn_id, uintl6_t
attr_handle, uintl6_t value_len, uint8_t *value, bool
need_confirm)

Send indicate or notify to GATT client. Set param need_confirm as false will send notification, otherwise
indication.

Return
« ESP_OK : success
e other : failed
Parameters
e [in] gatts_if: GATT server access interface
in] conn_id: - connection id to indicate.
in] attr_handle: - attribute handle to indicate.
in] value_len: - indicate value length.
in] wvalue: value to indicate.
e [in] need_confirm: - Whether a confirmation is required. false sends a GATT notification,
true sends a GATT indication.

esp_err_t esp_ble_gatts_send_response (esp_gatt_if t gatts_if, uintl6_t conn_id, uint32_t
trans_id, esp_gatt_status_t status, esp_gatt_rsp_t *rsp)
This function is called to send a response to a request.
Return
e ESP_OK : success
e other : failed
Parameters
e [in] gatts_if: GATT server access interface
e [in] conn_id: - connection identifier.
e [in] trans_id: - transfer id
[in]
[in]

* status: - response status
rsp: - response data.

esp_err_t esp_ble_gatts_set_attr_value (uintl6_t attr_handle, uint16_t length, const uint8_t
*value)

This function is called to set the attribute value by the application.

Return
e ESP_OK : success
* other : failed

Parameters
e [in] attr_handle: the attribute handle which to be set
e [in] length: the value length
e [in] wvalue: the pointer to the attribute value

esp_gatt_status_t esp_ble_gatts_get_attr_value (uintl6_t attr_handle, uint16_t *length, const
uint8_t **value)
Retrieve attribute value.
Return
e ESP_GATT_OK : success
e other : failed
Parameters
e [in] attr_handle: Attribute handle.
e [out] length: pointer to the attribute value length
e [out] wvalue: Pointer to attribute value payload, the value cannot be modified by user

esp_err_t esp_ble_gatts_open (esp_gatt_if _t gatts_if, esp_bd_addr_t remote_bda, bool is_direct)
Open a direct open connection or add a background auto connection.

Return
e ESP_OK : success

e other : failed
Parameters
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e [in] gatts_if: GATT server access interface
e [in] remote_bda: remote device bluetooth device address.
e [in] is_direct: direct connection or background auto connection

esp_err_t esp_ble_gatts_close (esp_gatt_if_t gatts_if, uintl6_t conn_id)
Close a connection a remote device.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] gatts_if: GATT server access interface
e [in] conn_1id: connection ID to be closed.

esp_err_t esp_ble_gatts_send_service_change_indication (esp_gatt if t gatts_if,
esp_bd_addr_t remote_bda)
Send service change indication.

Return
* ESP_OK : success
e other : failed
Parameters
e [in] gatts_if: GATT server access interface
e [in] remote_bda: remote device bluetooth device address. If remote_bda is NULL then it
will send service change indication to all the connected devices and if not then to a specific device

Unions
union esp_ble_gatts_cb_param_t
#include <esp_gatts_api.h> Gatt server callback parameters union.

Public Members
struct esp_ble_gatts_cb_param_t::gatts_reg_evt_param reg
Gatt server callback param of ESP_GATTS_REG_EVT

struct esp_ble_gatts_cb_param_t::gatts_read_evt_param read
Gatt server callback param of ESP_GATTS_READ_EVT

struct esp_ble_gatts_cb_param_t::gatts_write_evt_param write
Gatt server callback param of ESP_GATTS_WRITE_EVT

struct esp_ble_gatts_cb_param_t:.gatts_exec_write_evt_param exec_write
Gatt server callback param of ESP_GATTS_EXEC_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_mtu_evt_param mtu
Gatt server callback param of ESP_GATTS_MTU_EVT

struct esp_ble_gatts_cb_param_t::gatts_conf_evt_param conf
Gatt server callback param of ESP_GATTS_CONF_EVT (confirm)

struct esp_ble_gatts_cb_param_t::gatts_create_evt_param create
Gatt server callback param of ESP_GATTS_CREATE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_incl_srvc_evt_param add_incl_srvce
Gatt server callback param of ESP_GATTS_ADD_INCL_SRVC_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_evt_param add_char
Gatt server callback param of ESP_GATTS_ADD_CHAR_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_descr_evt_param add_char_descr
Gatt server callback param of ESP_GATTS_ADD_CHAR_DESCR_EVT

struct esp_ble_gatts_cb_param_t::gatts_delete_evt_param del
Gatt server callback param of ESP_GATTS_DELETE_EVT
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struct esp_ble_gatts_cb_param_t::gatts_start_evt_param start
Gatt server callback param of ESP_GATTS_START_EVT

struct esp_ble_gatts_cb_param_t::gatts_stop_evt_param stop
Gatt server callback param of ESP_GATTS_STOP_EVT

struct esp_ble_gatts_cb_param_t::gatts_connect_evt_param connect
Gatt server callback param of ESP_GATTS_CONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_disconnect_evt_param disconnect
Gatt server callback param of ESP_GATTS_DISCONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_open_evt_param open
Gatt server callback param of ESP_GATTS_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_cancel_open_evt_param cancel_open
Gatt server callback param of ESP_GATTS_CANCEL_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_close_evt_param close
Gatt server callback param of ESP_GATTS_CLOSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_congest_evt_param congest
Gatt server callback param of ESP_GATTS_CONGEST_EVT

struct esp_ble_gatts_cb_param_t::gatts_rsp_evt_param rsp
Gatt server callback param of ESP_GATTS_RESPONSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_attr_tab_evt_param add_attr_tab
Gatt server callback param of ESP_GATTS_CREAT_ATTR_TAB_EVT

struct esp_ble_gatts_cb_param_t::gatts_set_attr_val_evt_param set_attr_val
Gatt server callback param of ESP_GATTS_SET_ATTR_VAL_EVT

struct esp_ble_gatts_cb_param_t::gatts_send_service_change_evt_param service_change
Gatt server callback param of ESP_GATTS_SEND_SERVICE_CHANGE_EVT

struct gatts_add_attr_tab_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CREAT_ATTR_TAB_EVT.

Public Members
esp_gatt_status_t status
Operation status

esp_bt_uuid_t sve_uuid
Service uuid type

uint§_t sve_inst_id
Service id

uint16_t num_handle
The number of the attribute handle to be added to the gatts database

uint16_t *handles
The number to the handles

struct gatts_add_char_descr_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_DESCR_EVT.

Public Members

esp_gatt_status_t status
Operation status
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uintl6_t attr_handle
Descriptor attribute handle

uint16_t service_handle
Service attribute handle

esp_bt_uuid_t descr_uuid
Characteristic descriptor uuid

struct gatts_add_char_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t attr_handle
Characteristic attribute handle

uint16_t service_handle
Service attribute handle

esp_bt_uuid_t char_uuid
Characteristic uuid

struct gatts_add_incl_srvc_evt_param

#include <esp_gatts_api.h> ESP_GATTS_ADD_INCL_SRVC_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t attr_handle
Included service attribute handle

uint16_t service_handle
Service attribute handle

struct gatts_cancel_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CANCEL_OPEN_EVT.

Public Members

esp_gatt_status_t status
Operation status

struct gatts_close_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CLOSE_EVT.

Public Members
esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

struct gatts_conf_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONF_EVT.
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Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

uint16_t handle
attribute handle

uintl6_t len

The indication or notification value length, len is valid when send notification or indication failed

uint8_t *value

The indication or notification value , value is valid when send notification or indication failed

struct gatts_congest_evt_param
#include <esp_gatts_api.h> ESP_GATTS_LISTEN_EVT.

ESP_GATTS_CONGEST_EVT

Public Members
uint16_t conn_id
Connection id

bool congested
Congested or not

struct gatts_connect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONNECT_EVT.

Public Members
uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

esp_gatt_conn_params_t conn_params
current Connection parameters

struct gatts_create_evt_param
#include <esp_gatts_api.h> ESP_GATTS_UNREG_EVT.

ESP_GATTS_CREATE_EVT

Public Members
esp_gatt_status_t status
Operation status

uint16_t service_handle
Service attribute handle

esp_gatt_srvc_id_t service_id
Service id, include service uuid and other information

struct gatts_delete_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DELETE_EVT.
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Public Members

esp_gatt_status_t status
Operation status

uintl6_t service_handle
Service attribute handle

struct gatts_disconnect_evt_param

#include <esp_gatts_api.h> ESP_GATTS_DISCONNECT_EVT.

Public Members
uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

esp_gatt_conn_reason_I reason
Indicate the reason of disconnection

struct gatts_exec_write_evt_param

#include <esp_gatts_api.h> ESP_GATTS_EXEC_WRITE_EVT.

Public Members
uintl6_t conn_id
Connection id

uint32_t trans_id
Transfer id

esp_bd_addr_t bda
The bluetooth device address which been written

uint§_t exec_write_flag
Execute write flag

struct gatts_mtu_evt_param
#include <esp_gatts_api.h> ESP_GATTS_MTU_EVT.

Public Members

uintl6_t conn_id
Connection id

uintl6_t mtu
MTU size

struct gatts_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_OPEN_EVT.

Public Members

esp_gatt_status_t status
Operation status

struct gatts_read_evt_param
#include <esp_gatts_api.h> ESP_GATTS_READ_EVT.
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Public Members
uint16_t conn_id
Connection id

uint32_t trans_id
Transfer id

esp_bd_addr_t bda
The bluetooth device address which been read

uintl6_t handle
The attribute handle

uintl6_t of£set
Offset of the value, if the value is too long

bool is_long
The value is too long or not

bool need_rsp
The read operation need to do response

struct gatts_reg_evt_param
#include <esp_gatts_api.h> ESP_GATTS_REG_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t app_id
Application id which input in register API

struct gatts_rsp_evt_param
#include <esp_gatts_api.h> ESP_GATTS_RESPONSE_EVT.

Public Members

esp_gatt_status_t status
Operation status

uint16_t handle
Attribute handle which send response

struct gatts_send_service_change_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SEND_SERVICE_CHANGE_EVT.

Public Members

esp_gatt_status_t status
Operation status

struct gatts_set_attr_val_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SET_ATTR_VAL_EVT.

Espressif Systems 182 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 2. API Reference

Public Members

uint16_t srve_handle
The service handle

uintl6_t attr_handle
The attribute handle

esp_gatt_status_t status
Operation status

struct gatts_start_evt_param
#include <esp_gatts_api.h> ESP_GATTS_START_EVT.

Public Members

esp_gatt_status_t status
Operation status

uintl6_t service_handle
Service attribute handle

struct gatts_stop_evt_param
#include <esp_gatts_api.h> ESP_GATTS_STOP_EVT.

Public Members

esp_gatt_status_t status
Operation status

uintl6_t service_handle
Service attribute handle

struct gatts_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_WRITE_EVT.

Public Members

uint16_t conn_id
Connection id

uint32_t trans_id
Transfer id

esp_bd_addr_t bda
The bluetooth device address which been written

uintl6_t handle
The attribute handle

uintl6_t of£set
Offset of the value, if the value is too long

bool need_rsp
The write operation need to do response

bool is_prep
This write operation is prepare write

uintl6_t len
The write attribute value length
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uint8_t *value
The write attribute value

Macros
ESP_GATT PREP_WRITE_CANCEL

Prepare write flag to indicate cancel prepare write
ESP_GATT_PREP_WRITE_EXEC

Prepare write flag to indicate execute prepare write

Type Definitions
typedef void (*esp_gatts_cb_t) (esp_gatts_cb_event_t event, esp_gatt_if t gatts_if,
esp_ble_gatts_cb_param_t *param)
GATT Server callback function type.

Parameters
* event: : Event type
* gatts_if: : GATT server access interface, normally different gatts if correspond to different
profile
e param: : Point to callback parameter, currently is union type

Enumerations
enum esp_gatts_cb_event_t
GATT Server callback function events.

Values:

ESP_GATTS_REG_EVT =0
When register application id, the event comes

ESP_GATTS_READ_EVT = |
When gatt client request read operation, the event comes

ESP_GATTS_WRITE_EVT =2
When gatt client request write operation, the event comes

ESP_GATTS_EXEC_WRITE_EVT =3
When gatt client request execute write, the event comes

ESP_GATTS_MTU_EVT =4
When set mtu complete, the event comes

ESP_GATTS_CONF_EVT =5
When receive confirm, the event comes

ESP_GATTS_UNREG_EVT =6
When unregister application id, the event comes

ESP_GATTS_CREATE_EVT =7
When create service complete, the event comes

ESP_GATTS_ADD_INCL_SRVC_EVT =8
When add included service complete, the event comes

ESP_GATTS_ADD_CHAR_EVT =9
When add characteristic complete, the event comes

ESP_GATTS_ADD_CHAR_DESCR_EVT = 10
When add descriptor complete, the event comes

ESP_GATTS_DELETE_EVT =11
When delete service complete, the event comes

ESP_GATTS_START_EVT = 12
When start service complete, the event comes
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ESP_GATTS_STOP_EVT = 13
When stop service complete, the event comes

ESP_GATTS_CONNECT_EVT = 14
When gatt client connect, the event comes

ESP_GATTS_DISCONNECT_EVT = 15
When gatt client disconnect, the event comes

ESP_GATTS_OPEN_EVT = 16
When connect to peer, the event comes

ESP_GATTS_CANCEL_OPEN_EVT = 17
When disconnect from peer, the event comes

ESP_GATTS_CLOSE_EVT = 18
When gatt server close, the event comes

ESP_GATTS_LISTEN_EVT = 19
When gatt listen to be connected the event comes

ESP_GATTS_CONGEST_EVT = 20
When congest happen, the event comes

ESP_GATTS_RESPONSE_EVT =21
When gatt send response complete, the event comes

ESP_GATTS_CREAT_ATTR_TAB_EVT =22
When gatt create table complete, the event comes

ESP_GATTS_SET ATTR_VAL_EVT =23
When gatt set attr value complete, the event comes

ESP_GATTS_SEND_SERVICE_CHANGE_EVT =24
When gatt send service change indication complete, the event comes

GATT CLIENT API

Overview Instructions

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

e This is a GATT client demo and its tutorial. This demo can scan for devices, connect to the GATT server and
discover its services.
— bluetooth/bluedroid/ble/gatt_client
— GATT Client Example Walkthrough
¢ This is a multiple connection demo and its tutorial. This demo can connect to multiple GATT server devices
and discover their services.
— bluetooth/bluedroid/ble/gattc_multi_connect
— GATT Client Multi-connection Example Walkthrough
¢ This is a BLE SPP-Like demo. This demo, which acts as a GATT client, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_client

API Reference

Header File
* bt/host/bluedroid/api/include/api/esp_gattc_api.h
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Functions

esp_err_t esp_ble_gattc_register_callback (esp_gattc_cb_t callback)
This function is called to register application callbacks with GATTC module.

Return

e ESP_OK: success
e other: failed

Parameters
e [in]

callback: : pointer to the application callback function.

esp_err_t esp_ble_gattc_app_register (uintl6_t app_id)
This function is called to register application callbacks with GATTC module.

Return

¢ ESP_OK: success
e other: failed

Parameters
e [in]

app_id: : Application Identify (UUID), for different application

esp_err_t esp_ble_gattc_app_unregister (esp_gatt_if _t gattc_if)
This function is called to unregister an application from GATTC module.

Return

e ESP_OK: success
e other: failed

Parameters
e [in] gattc_1if: Gattclient access interface.
esp_err_t esp_ble_gattc_open (esp_gatt_if t gattc_if, esp_bd_addr_t remote_bda,

esp_ble_addr_type_t remote_addr_type, bool is_direct)

Open a direct connection or add a background auto connection.

Return

e ESP_OK: success
e other: failed

Parameters
e [in]
e [in]
e [in]

* [in]

gattc_1f: Gatt client access interface.

remote_bda: remote device bluetooth device address.

remote_addr_type: remote device bluetooth device the address type.

is_direct: direct connection or background auto connection(by now, background auto

connection is not supported).

esp_err_t esp_ble_gattc_close (esp_gatt_if t gattc_if, uint16_t conn_id)
Close the virtual connection to the GATT server. gattc may have multiple virtual GATT server connections
when multiple app_id registered, this API only close one virtual GATT server connection. if there exist other
virtual GATT server connections, it does not disconnect the physical connection. if you want to disconnect the
physical connection directly, you can use esp_ble_gap_disconnect(esp_bd_addr_t remote_device).

Return

* ESP_OK: success
¢ other: failed

Parameters
* [in]
e [in]

gattc_1if: Gatt client access interface.
conn_ id: connection ID to be closed.

esp_err_t esp_ble_gattc_send_mtu_req (esp_gatt_if _t gattc_if, uint16_t conn_id)
Configure the MTU size in the GATT channel. This can be done only once per connection. Before using, use
esp_ble_gatt_set_local_mtu() to configure the local MTU size.

Return

e ESP_OK: success
e other: failed

Parameters
e [in]

gattc_1if: Gatt client access interface.
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e [in] conn_id: connection ID.

esp_err_t esp_ble_gattc_search_service (esp_gatt_if t gattc_if, uintl6_t conn_id, esp_bt_uuid_t
*filter_uuid )
This function is called to get service from local cache. This function report service search result by a callback
event, and followed by a service search complete event.

Return
« ESP_OK: success
e other: failed
Parameters
e [in] gattc_1if: Gattclient access interface.
e [in] conn_id: connection ID.
e [in] filter_uuid: a UUID of the service application is interested in. If Null, discover for all
services.

esp_gatt_status_t esp_ble_gattc_get_service (esp_gatt if t  gattc_if, uintl6_t  conn_id,
esp_bt_uuid_t *svc_uuid, esp_gattc_service_elem_t

*result, uint16_t *count, uint16_t offset)
Find all the service with the given service uuid in the gattc cache, if the svc_uuid is NULL, find all the service.

Note: It just get service from local cache, won’ t get from remote devices. If want to get it from remote device,
need to used the esp_ble_gattc_cache_refresh, then call esp_ble_gattc_get_service again.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] gattc_if: Gatt client access interface.
e [in] conn_id: connection ID which identify the server.
in] svc_uuid: the pointer to the service uuid.

[
[
[out] result: The pointer to the service which has been found in the gattc cache.

e [inout] count: input the number of service want to find, it will output the number of service
has been found in the gattc cache with the given service uuid.

[in] offset: Offset of the service position to get.

esp_gatt_status_t esp_ble_gattc_get_all_char (esp_gatt_if t  gattc_if, uintl6_t  conn_id,
uintl6_t start_handle, uintl6_t end_handle,
esp_gattc_char_elem_t *result, uintl6_t *count,

uint16_t offset)
Find all the characteristic with the given service in the gattc cache Note: It just get characteristic from local

cache, won’ t get from remote devices.

Return
e ESP_OK: success
¢ other: failed

out] result: The pointer to the characteristic in the service.

inout] count: input the number of characteristic want to find, it will output the number of
characteristic has been found in the gattc cache with the given service.

e [in] offset: Offset of the characteristic position to get.

Parameters
e [in] gattc_if: Gattclient access interface.
e [in] conn_id: connection ID which identify the server.
e [in] start_handle: the attribute start handle.
e [in] end_handle: the attribute end handle
[
[

esp_gatt_status_t esp_ble_gattc_get_all_descr (esp_gatt_if _t gattc_if, uint16_t conn_id, uint16_t
char_handle, esp_gattc_descr_elem_t *result,

uint16_t *count, uint16_t offset)
Find all the descriptor with the given characteristic in the gattc cache Note: It just get descriptor from local

cache, won’ t get from remote devices.

Return
e ESP_OK: success
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e other: failed

escriptor has been found in the gattc cache with the given characteristic.
n] offset: Offset of the descriptor position to get.

Parameters

e [in] gattc_1if: Gattclient access interface.

e [in] conn_id: connection ID which identify the server.

e [in] char_handle: the given characteristic handle

e [out] result: The pointer to the descriptor in the characteristic.

e [inout] count: input the number of descriptor want to find, it will output the number of
d
[i

esp_gatt_status_t esp_ble_gattc_get_char_by_uuid (esp_gatt if t gattc_if, uintl6_t conn_id,
uint16_t start_handle, uint16_t
end_handle, esp_bt_uuid t  char_uuid,
esp_gattc_char_elem_t  *result, uintl6_t

*count)
Find the characteristic with the given characteristic uuid in the gattc cache Note: It just get characteristic from

local cache, won’ t get from remote devices.

Return
e ESP_OK: success
e other: failed
Parameters

] gattc_if: Gatt client access interface.

] conn_id: connection ID which identify the server.
]

]

start_handle: the attribute start handle
end_handle: the attribute end handle
] char_uuid: the characteristic uuid
out] result: The pointer to the characteristic in the service.
inout] count: input the number of characteristic want to find, it will output the number of
characteristic has been found in the gattc cache with the given service.

in
in
in
in
in

[
[
[
. [
i
[
[

esp_gatt_status_t esp_ble_gattc_get_descr_by_uuid (esp_gatt_if t gattc_if, uint16_t
conn_id, uint16_t start_handle,
uintl6_t  end_handle, esp_bt_uuid_t
char_uuid,  esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result, uintl6_t

*count)
Find the descriptor with the given characteristic uuid in the gattc cache Note: It just get descriptor from local

cache, won’ t get from remote devices.

Return
e ESP_OK: success
* other: failed
Parameters
° [ gattc_1if: Gatt client access interface.
conn_1id: connection ID which identify the server.
start_handle: the attribute start handle
end_handle: the attribute end handle
char_uuid: the characteristic uuid.
] descr_uuid: the descriptor uuid.
out] result: The pointer to the descriptor in the given characteristic.
inout] count: input the number of descriptor want to find, it will output the number of
descriptor has been found in the gattc cache with the given characteristic.

[ I S Y

in
in
in
in
in
in

[
[
[
[
o['
[
[
[

esp_gatt_status_t esp_ble_gattc_get_descr_by_char_handle (esp_gatt_if t gattc_if, uintl6_t
conn_id, uintl6_t char_handle,
esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result,

. . . . .. . uint16_t *count) )
Find the descriptor with the given characteristic handle in the gattc cache Note: It just get descriptor from local

cache, won’ t get from remote devices.
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Return
e ESP_OK: success
e other: failed

out] result: The pointer to the descriptor in the given characteristic.
inout] count: input the number of descriptor want to find, it will output the number of
descriptor has been found in the gattc cache with the given characteristic.

Parameters
e [in] gattc_1if: Gattclient access interface.
e [in] conn_id: connection ID which identify the server.
e [in] char_handle: the characteristic handle.
e [in] descr_uuid: the descriptor uuid.
[
[

esp_gatt_status_t esp_ble_gattc_get_include_service (esp_gatt_if_t gattc_if, uint16_t conn_id,

uint16_t start_handle, uint16_t
end_handle, esp_bt_uuid_t *incl_uuid,
esp_gattc_incl_svc_elem_t *result,

. . . . . ) ) uint16_t *count) . .
Find the include service with the given service handle in the gattc cache Note: It just get include service from

local cache, won’ t get from remote devices.

Return
e ESP_OK: success
e other: failed
Parameters
in] gattc_if: Gatt client access interface.
in] conn_id: connection ID which identify the server.
in] start_handle: the attribute start handle
in] end_handle: the attribute end handle
in] incl_uuid: the include service uuid
out] result: The pointer to the include service in the given service.
e [inout] count: input the number of include service want to find, it will output the number of
include service has been found in the gattc cache with the given service.

.
— o/ — — o/

esp_gatt_status_t esp_ble_gattc_get_attr_count (esp_gatt if t gattc_if, uintl6_t conn_id,
esp_gatt_db_attr_type_t type, uint16_t
start_handle, uintl6_t end_handle, uintl16_t

char_handle, uint16_t *count)
Find the attribute count with the given service or characteristic in the gattc cache.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] gattc_if: Gattclient access interface.
e [in] conn_id: connection ID which identify the server.
* [in] type: the attribute type.
e [in] start_handle: theattribute start handle, if the type is ESP_GATT_DB_DESCRIPTOR,
this parameter should be ignore
e [in] end_handle: the attribute end handle, if the type is ESP_GATT_DB_DESCRIPTOR,
this parameter should be ignore
e [in] char_handle: the characteristic handle, this parameter valid when the type is
ESP_GATT_DB_DESCRIPTOR. If the type isn’ t ESP_GATT_DB_DESCRIPTOR, this param-
eter should be ignore.
* [out] count: output the number of attribute has been found in the gattc cache with the given
attribute type.

esp_gatt_status_t esp_ble_gattc_get_db (esp_gatt_if t gattc_if, uintl6_t conn_id, uintl6_t
start_handle, vintl6_t end_handle, esp_gattc_db_elem_t

*db, uint16_t *count)
This function is called to get the GATT database. Note: It just get attribute data base from local cache, won’

t get from remote devices.
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Return

e ESP_OK: success

e other: failed
Parameters
gattc_1f: Gatt client access interface.
start_handle: the attribute start handle
end_handle: the attribute end handle
conn_id: connection ID which identify the server.
db: output parameter which will contain the GATT database copy. Caller is responsible for

freeing it.

e [in] count: number of elements in database.

esp_err_t esp_ble_gattc_read_char (esp_gatt_if t gattc_if, uintl6_t conn_id, uintl6_t handle,

esp_gatt_auth_req_t auth_req)
This function is called to read a service’ s characteristics of the given characteristic handle.

Return
e ESP_OK: success
e other: failed

Parameters
e [in] gattc_1if: Gattclient access interface.
e [in] conn_id: : connection ID.
e [in] handle: : characteritic handle to read.
e [in] auth_req: : authenticate request type

esp_err_t esp_ble_gattc_read_by_type (esp_gatt_if t gattc_if, uintl6_t conn_id, uintl6_t
start_handle, uintl16_t end_handle, esp_bt_uuid_t *uuid,

esp_gatt_auth_req_t auth_req)
This function is called to read a service’ s characteristics of the given characteristic UUID.

Return
e ESP_OK: success
e other: failed

Parameters
e [in] gattc_1if: Gattclient access interface.
e [in] conn_id: : connection ID.
e [in] start_handle: : the attribute start handle.
e [in] end_handle: : the attribute end handle
e [in] wuuid: : The UUID of attribute which will be read.
e [in] auth_req: : authenticate request type

uintl6_t conn_id,
esp_gatt_auth_req_t

esp_err_t esp_ble_gattc_read_multiple (esp_gatt if t
esp_gattc_multi_t

auth_req)
This function is called to read multiple characteristic or characteristic descriptors.

gattc_if,
*read_multi,

Return
e ESP_OK: success
e other: failed

Parameters
e [in] gattc_1if: Gattclient access interface.
e [in] conn_id: : connection ID.
e [in] read_multi: : pointer to the read multiple parameter.
e [in] auth_req: : authenticate request type

esp_err_t esp_ble_gattc_read_char_descr (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t han-

dle, esp_gatt_auth_req_t auth_req)
This function is called to read a characteristics descriptor.

Return
* ESP_OK: success
e other: failed
Parameters
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] gattc_if: Gatt client access interface.
] conn_id: : connection ID.

] handle: : descriptor handle to read.

1

[1
e [i
[1
[i auth_reaq: : authenticate request type

n
n
n
n

esp_err_t esp_ble_gattc_write_char (esp_gatt_if t gattc_if, uintl6_t conn_id, uintl6_t handle,
uintl6_t value_len, uint8_t *value, esp_gatt_write_type_t

write_type, esp_gatt_auth_req_t auth_req)
This function is called to write characteristic value.

Return
e ESP_OK: success
e other: failed
Parameters

e [in] gattc_if: Gatt client access interface.

e [in] conn_id: : connection ID.

e [in] handle: : characteristic handle to write.

e [in] wvalue_len: length of the value to be written.

e [in] wvalue: : the value to be written.

* [in] write_type: : the type of attribute write operation.

e [in] auth_req: : authentication request.

esp_err_t esp_ble_gattc_write_char_descr (esp_gatt if t  gattc_if, uintl6_t  conn_id,

uintl6_t handle, uintl6_t value len, uint8_t
*value, esp_gatt_write_type_t write_type,

esp_gatt_auth_req_t auth_req)
This function is called to write characteristic descriptor value.

Return

¢ ESP_OK: success

e other: failed
Parameters
gattc_1if: Gatt client access interface.
conn_id: : connection ID
handle: : descriptor hadle to write.
value_len: length of the value to be written.
value: : the value to be written.
write_type: : the type of attribute write operation.
auth_reaq: : authentication request.

[o2Ng= e e B e i e Bie]

[i
[i
[i
o [i
[i
[i
[i

esp_err_t esp_ble_gattc_prepare_write (esp_gatt_if _t gattc_if, uintl6_t conn_id, uintl6_t han-
dle, uint16_t offset, uint16_t value_len, uint8_t *value,

esp_gatt_auth_req_t auth_req)
This function is called to prepare write a characteristic value.

Return

* ESP_OK: success

e other: failed
Parameters
gattc_1if: Gatt client access interface.
conn_id: : connection ID.
handle: : characteristic handle to prepare write.
of fset: : offset of the write value.
value_len: length of the value to be written.
value: : the value to be written.

[i
[i
[i
. [ 1
[i
[i
[i auth_req: : authentication request.

[o 2NN iNe el e lie o]

esp_err_t esp_ble_gattc_prepare_write_char_descr (esp_gatt_if_t gattc_if, uint16_t conn_id,
uintl6_t handle, uintl6_t offset,
uintl6_t value_len, uint8_t *value,

esp_gatt_auth_req_t auth_req)
This function is called to prepare write a characteristic descriptor value.
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Return

e ESP_OK: success
¢ other: failed

Parameters

[i
[i
[i
o [i
[i
[i
[i

[o2ge e e Bl e Bie o]

gattc_1f: Gatt client access interface.

conn_id: : connection ID.

handle: : characteristic descriptor handle to prepare write.
of fset: : offset of the write value.

value_len: length of the value to be written.

value: : the value to be written.

auth_reaq: : authentication request.

esp_err_t esp_ble_gattc_execute_write (esp_gatt_if_t gattc_if, uint16_t conn_id, bool is_execute)
This function is called to execute write a prepare write sequence.

Return

e ESP_OK: success
e other: failed

Parameters
* [in]
* [in]
* [in]

gattc_1if: Gatt client access interface.
conn_id: : connection ID.
is_execute: : execute or cancel.

esp_err_t esp_ble_gattc_register_for_ notify (esp_gatt if t gattc_if, esp_bd_addr_t

server_bda, vint16_t handle)

This function is called to register for notification of a service.

Return

* ESP_OK: registration succeeds
e other: failed

Parameters
e [in]
e [in]
e [in]

gattc_1f: Gatt client access interface.
server_bda: : target GATT server.
handle: : GATT characteristic handle.

esp_err_t esp_ble_gattc_unregister_for_notify (esp_gatt if t gattc_if, esp_bd_addr_t

server_bda, vint16_t handle)

This function is called to de-register for notification of a service.

Return

¢ ESP_OK: unregister succeeds
e other: failed

Parameters
* [in]
* [in]
* [in]

gattc_1if: Gatt client access interface.
server_bda: : target GATT server.
handle: : GATT characteristic handle.

esp_err_t esp_ble_gattc_cache_refresh (esp_bd_addr_t remote_bda)
Refresh the server cache store in the gattc stack of the remote device. If the device is connected, this APT will
restart the discovery of service information of the remote device.

Return

e ESP_OK: success
e other: failed

Parameters
e [in]

remote_bda: remote device BD address.

esp_err_t esp_ble_gattc_cache_assoc (esp_gatt if t  gattc_if, esp_bd_addr_t

esp_bd_addr_t assoc_addr, bool is_assoc)

src_addr,

Add or delete the associated address with the source address. Note: The role of this API is mainly when the
client side has stored a server-side database, when it needs to connect another device, but the device’ s attribute
database is the same as the server database stored on the client-side, calling this API can use the database that
the device has stored used as the peer server database to reduce the attribute database search and discovery
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process and speed up the connection time. The associated address mains that device want to used the database
has stored in the local cache. The source address mains that device want to share the database to the associated
address device.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] gattc_1if: Gattclient access interface.
e [in] src_addzr: the source address which provide the attribute table.
e [in] assoc_addr: the associated device address which went to share the attribute table with
the source address.
e [in] 1is_assoc: true add the associated device address, false remove the associated device
address.

esp_err_t esp_ble_gattc_cache_get_addr_list (esp_gatt_if t gattc_if)
Get the address list which has store the attribute table in the gattc cache. There will callback
ESP_GATTC_GET_ADDR_LIST_EVT event when get address list complete.

Return
¢ ESP_OK: success
e other: failed
Parameters
e [in] gattc_if: Gatt client access interface.

esp_err_t esp_ble_gattc_cache_clean (esp_bd_addr_t remote_bda)
Clean the service cache of this device in the gattc stack,.

Return
* ESP_OK: success
e other: failed
Parameters
e [in] remote_bda: remote device BD address.

Unions
union esp_ble_gattc_cb_param_ t
#include <esp_gattc_api.h> Gatt client callback parameters union.

Public Members
struct esp_ble_gattc_cb_param_t::gattc_reg_evt_param reg
Gatt client callback param of ESP_GATTC_REG_EVT

struct esp_ble_gattc_cb_param_t::gattc_open_evt_param open
Gatt client callback param of ESP_GATTC_OPEN_EVT

struct esp_ble_gattc_cb_param_t::gattc_close_evt_param close
Gatt client callback param of ESP_GATTC_CLOSE_EVT

struct esp_ble_gattc_cb_param_t::gattc_cfg_mtu_evt_param cfg_mtu
Gatt client callback param of ESP_GATTC_CFG_MTU_EVT

struct esp_ble_gattc_cb_param_t::gattc_search_cmpl_evt_param search_cmpl
Gatt client callback param of ESP_GATTC_SEARCH_CMPL_EVT

struct esp_ble_gattc_cb_param_t:.gattc_search_res_evt_param search_res
Gatt client callback param of ESP_GATTC_SEARCH_RES_EVT

struct esp_ble_gattc_cb_param_t::gattc_read_char_evt_param read
Gatt client callback param of ESP_GATTC_READ_CHAR_EVT

struct esp_ble_gattc_cb_param_t:.gattc_write_evt_param write
Gatt client callback param of ESP_GATTC_WRITE_DESCR_EVT
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struct esp_ble_gattc_cb_param_t::gattc_exec_cmpl_evt_param exec_cmpl
Gatt client callback param of ESP_GATTC_EXEC_EVT

struct esp_ble_gattc_cb_param_t::gattc_notify_evt_param notify
Gatt client callback param of ESP_GATTC_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_srvc_chg_evt_param srvce_chg
Gatt client callback param of ESP_GATTC_SRVC_CHG_EVT

struct esp_ble_gattc_cb_param_t::gattc_congest_evt_param congest
Gatt client callback param of ESP_GATTC_CONGEST_EVT

struct esp_ble_gattc_cb_param_t::gattc_reg_for_notify_evt_param reg_for_notify
Gatt client callback param of ESP_GATTC_REG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_unreg_for_notify_evt_param unreg_for_notify
Gatt client callback param of ESP_GATTC_UNREG_FOR_NOTIFY_EVT

struct esp_ble_gattc_cb_param_t::gattc_connect_evt_param connect
Gatt client callback param of ESP_GATTC_CONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_disconnect_evt_param disconnect
Gatt client callback param of ESP_GATTC_DISCONNECT_EVT

struct esp_ble_gattc_cb_param_t::gattc_set_assoc_addr_cmp_evt_param set_assoc_cmp
Gatt client callback param of ESP_GATTC_SET_ASSOC_EVT

struct esp_ble_gattc_cb_param_t::gattc_get_addr_list_evt_param get_addr_list
Gatt client callback param of ESP_GATTC_GET_ADDR_LIST_EVT

struct esp_ble_gattc_cb_param_t::gattc_queue_full_evt_param queue_full
Gatt client callback param of ESP_GATTC_QUEUE_FULL_EVT

struct esp_ble_gattc_cb_param_t::gattc_dis_srvc_cmpl_evt_param dis_srve_cmpl
Gatt client callback param of ESP_GATTC_DIS_SRVC_CMPL_EVT

struct gattc_cfg mtu_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CFG_MTU_EVT.

Public Members
esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

uint16_t mtu
MTU size

struct gattc_close_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CLOSE_EVT.

Public Members
esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address
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esp_gatt_conn_reason_t reason
The reason of gatt connection close

struct gattc_congest_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONGEST_EVT.

Public Members
uintl6_t conn_id
Connection id

bool congested
Congested or not

struct gattc_connect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_CONNECT_EVT.

Public Members
uint16_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

esp_gatt_conn_params_t conn_params
current connection parameters

struct gattc_dis_srvc_cmpl_evt_param
#include <esp_gattc_api.h>ESP_GATTC_DIS_SRVC_CMPL_EVT.

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

struct gattc_disconnect_evt_param
#include <esp_gattc_api.h> ESP_GATTC_DISCONNECT_EVT.

Public Members
esp_gatt_conn_reason_t reason
disconnection reason

uint16_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

struct gattc_exec_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_EXEC_EVT.
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Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

struct gattc_get_addr_list_evt_param
#include <esp_gattc_api.h> ESP_GATTC_GET_ADDR_LIST_EVT.

Public Members

esp_gatt_status_t status
Operation status

uint8_t num_addr
The number of address in the gattc cache address list

esp_bd_addr_t *addr_1list
The pointer to the address list which has been get from the gattc cache

struct gattc_notify evt_param
#include <esp_gattc_api.h> ESP_GATTC_NOTIFY_EVT.

Public Members

uintl6_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

uintl6_t handle
The Characteristic or descriptor handle

uintl6_t value_len
Notify attribute value

uint®_t *value
Notify attribute value

bool is_notify
True means notify, false means indicate

struct gattc_open_evt_param
#include <esp_gattc_api.h> ESP_GATTC_OPEN_EVT.

Public Members

esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

esp_bd_addr_t remote_bda
Remote bluetooth device address

uint16_t mtu
MTU size
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struct gattc_queue_full_evt_param
#include <esp_gattc_api.h> ESP_GATTC_QUEUE_FULL_EVT.

Public Members
esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

bool is_full
The gattc command queue is full or not

struct gattc_read_char_evt_param

#include <esp_gattc_api.h>ESP_GATTC_READ_CHAR_EVT, ESP_GATTC_READ_DESCR_EVT.

Public Members
esp_gatt_status_t status
Operation status

uint16_t conn_id
Connection id

uintl6_t handle
Characteristic handle

uint8_t *value
Characteristic value

uintl6_t value_len
Characteristic value length

struct gattc_reg_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_EVT.

Public Members
esp_gatt_status_t status
Operation status

uint16_t app_id
Application id which input in register API

struct gattc_reg for_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_REG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status
Operation status

uint16_t handle
The characteristic or descriptor handle

struct gattc_search_cmpl_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SEARCH_CMPL_EVT.

Espressif Systems 197
Submit Document Feedback

Release v4.2.5-1-g5f8de19


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 2. API Reference

Public Members
esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

esp_service_source_t searched_service_source
The source of the service information

struct gattc_search_res_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SEARCH_RES_EVT.

Public Members
uintl6_t conn_id
Connection id

uintl6_t start_handle
Service start handle

uint16_t end_handle
Service end handle

esp_gatt_id_t srve_id
Service id, include service uuid and other information

bool is_primary
True if this is the primary service

struct gattc_set_assoc_addr_cmp_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SET_ASSOC_EVT.

Public Members

esp_gatt_status_t status
Operation status

struct gattc_srvc_chg_evt_param
#include <esp_gattc_api.h> ESP_GATTC_SRVC_CHG_EVT.

Public Members

esp_bd_addr_t remote_bda
Remote bluetooth device address

struct gattc_unreg_for_notify_evt_param
#include <esp_gattc_api.h> ESP_GATTC_UNREG_FOR_NOTIFY_EVT.

Public Members

esp_gatt_status_t status
Operation status

uintl6_t handle
The characteristic or descriptor handle
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struct gattc_write_evt_param
#include <esp_gattc_api.h>ESP_GATTC_WRITE_CHAR_EVT, ESP_GATTC_PREP_WRITE_EVT,
ESP_GATTC_WRITE_DESCR_EVT.

Public Members

esp_gatt_status_t status
Operation status

uintl6_t conn_id
Connection id

uint16_t handle
The Characteristic or descriptor handle

uintl6_t of £set
The prepare write offset, this value is valid only when prepare write

Type Definitions
typedef void (*esp_gattc_cb_t) (esp_gattc_cb_event_t event, esp_gatt_if _t gattc_if,
esp_ble_gattc_cb_param_t *param)
GATT Client callback function type.
Parameters
e event: : Event type
e gattc_if: : GATT client access interface, normally different gattc_if correspond to different
profile
* param: : Point to callback parameter, currently is union type

Enumerations
enum esp_gattc_cb_event_t
GATT Client callback function events.

Values:

ESP_GATTC_REG_EVT =0
When GATT client is registered, the event comes

ESP_GATTC_UNREG_EVT = |
When GATT client is unregistered, the event comes

ESP_GATTC_OPEN_EVT =2
When GATT virtual connection is set up, the event comes

ESP_GATTC_READ_CHAR_EVT = 3
When GATT characteristic is read, the event comes

ESP_GATTC_WRITE_CHAR_EVT =4
When GATT characteristic write operation completes, the event comes

ESP_GATTC_CLOSE_EVT =5
When GATT virtual connection is closed, the event comes

ESP_GATTC_SEARCH_CMPL_EVT =6
When GATT service discovery is completed, the event comes

ESP_GATTC_SEARCH_RES_EVT =7
When GATT service discovery result is got, the event comes

ESP_GATTC_READ_DESCR_EVT =8
When GATT characteristic descriptor read completes, the event comes

ESP_GATTC_WRITE_DESCR_EVT =9
When GATT characteristic descriptor write completes, the event comes
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ESP_GATTC_NOTIFY_EVT = 10
When GATT notification or indication arrives, the event comes

ESP_GATTC_PREP_WRITE_EVT = 11
When GATT prepare-write operation completes, the event comes

ESP_GATTC_EXEC_EVT = 12
When write execution completes, the event comes

ESP_GATTC_ACL_EVT = 13
When ACL connection is up, the event comes

ESP_GATTC_CANCEL_OPEN_EVT = 14
When GATT client ongoing connection is cancelled, the event comes

ESP_GATTC_SRVC_CHG_EVT = 15
When “service changed” occurs, the event comes

ESP_GATTC_ENC_CMPL_CB_EVT = 17
When encryption procedure completes, the event comes

ESP_GATTC_CFG_MTU_EVT = 18
When configuration of MTU completes, the event comes

ESP_GATTC_ADV_DATA_EVT = 19
When advertising of data, the event comes

ESP_GATTC_MULT_ADV_ENB_EVT = 20
When multi-advertising is enabled, the event comes

ESP_GATTC_MULT ADV_UPD_EVT =21
When multi-advertising parameters are updated, the event comes

ESP_GATTC_MULT_ADV_DATA_EVT =22
When multi-advertising data arrives, the event comes

ESP_GATTC_MULT_ADV_DIS_EVT =23
When multi-advertising is disabled, the event comes

ESP_GATTC_CONGEST_EVT =24
When GATT connection congestion comes, the event comes

ESP_GATTC_BTH_SCAN_ENB_EVT =25
When batch scan is enabled, the event comes

ESP_GATTC_BTH_SCAN_CFG_EVT =26
When batch scan storage is configured, the event comes

ESP_GATTC_BTH_SCAN_RD_EVT =27
When Batch scan read event is reported, the event comes

ESP_GATTC_BTH_SCAN_THR_EVT = 28
When Batch scan threshold is set, the event comes

ESP_GATTC_BTH_SCAN_PARAM_EVT =29
When Batch scan parameters are set, the event comes

ESP_GATTC_BTH_SCAN_DIS_EVT =30
When Batch scan is disabled, the event comes

ESP_GATTC_SCAN_FLT CFG_EVT =31
When Scan filter configuration completes, the event comes

ESP_GATTC_SCAN_FLT_ PARAM_EVT =32
When Scan filter parameters are set, the event comes

ESP_GATTC_SCAN_FLT_STATUS_EVT = 33
When Scan filter status is reported, the event comes
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ESP_GATTC_ADV_VSC_EVT = 34
When advertising vendor spec content event is reported, the event comes

ESP_GATTC_REG_FOR_NOTIFY_ EVT =38
When register for notification of a service completes, the event comes

ESP_GATTC_UNREG_FOR_NOTIFY_EVT =39
When unregister for notification of a service completes, the event comes

ESP_GATTC_CONNECT_EVT = 40
When the ble physical connection is set up, the event comes

ESP_GATTC_DISCONNECT_EVT =41
When the ble physical connection disconnected, the event comes

ESP_GATTC_READ_MULTIPLE_EVT = 42
When the ble characteristic or descriptor multiple complete, the event comes

ESP_GATTC_QUEUE_FULL_EVT =43
When the gattc command queue full, the event comes

ESP_GATTC_SET_ASSOC_EVT = 44
When the ble gattc set the associated address complete, the event comes

ESP_GATTC_GET_ADDR_LIST_EVT =45
When the ble get gattc address list in cache finish, the event comes

ESP_GATTC_DIS_SRVC_CMPL_EVT = 46
When the ble discover service complete, the event comes

BLUFI API

Overview BLUFI is a profile based GATT to config ESP32 WIFI to connect/disconnect AP or setup a softap and
etc. Use should concern these things:

1. The event sent from profile. Then you need to do something as the event indicate.
2. Security reference. You can write your own Security functions such as symmetrical encryption/decryption and
checksum functions. Even you can define the “Key Exchange/Negotiation” procedure.

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
application:

e This is the BLUFI demo. This demo can set ESP32’ s wifi to softap/station/softap&station mode and config
wifl connections - bluetooth/bluedroid/ble/blufi

API Reference

Header File
* bt/host/bluedroid/api/include/api/esp_blufi_api.h

Functions
esp_err_t esp_blufi_register_callbacks (esp_blufi_callbacks_t *callbacks)
This function is called to receive blufi callback event.

Return ESP_OK - success, other - failed
Parameters
e [in] callbacks: callback functions
esp_err_t esp_blufi_profile_init (void)
This function is called to initialize blufi_profile.
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Return ESP_OK - success, other - failed

esp_err_t esp_blufi_profile_deinit (void)
This function is called to de-initialize blufi_profile.

Return ESP_OK - success, other - failed

esp_err_t esp_blufi_send_wifi_conn_report (wifi_mode_t opmode, esp_blufi_sta_conn_state_t
sta_conn_state, uint8_t softap_conn_num,
esp_blufi_extra_info_t *extra_info)
This function is called to send wifi connection report.
Return ESP_OK - success, other - failed
Parameters
e opmode: : wifi opmode
* sta_conn_state: : station is already in connection or not
* softap_conn_num: : softap connection number
* extra_info: : extra information, such as sta_ssid, softap_ssid and etc.

esp_err_t esp_blufi_send_wifi_list (uintl6_t apCount, esp_blufi_ap_record_t *list)
This function is called to send wifi list.

Return ESP_OK - success, other - failed
Parameters

e apCount: : wifi list count

e list:: wifilist

uintl6_t esp_blufi_get_version (void)
Get BLUFI profile version.

Return Most 8bit significant is Great version, Least 8bit is Sub version

esp_err_t esp_blufi_close (esp_gartt_if _t gatts_if, uint16_t conn_id)
Close a connection a remote device.

Return
e ESP_OK : success
e other : failed
Parameters
e [in] gatts_if: GATT server access interface
e [in] conn_id: connection ID to be closed.

esp_err_t esp_blufi_send_error_info (esp_blufi_error_state_t state)
This function is called to send blufi error information.

Return ESP_OK - success, other - failed
Parameters
e state: : error state

esp_err_t esp_blufi_send_custom_data (uint8_t *data, uint32_t data_len)
This function is called to custom data.

Return ESP_OK - success, other - failed
Parameters

e data: : custom data value

e data_len: : the length of custom data

Unions
union esp_blufi_cb_param_t
#include <esp_blufi_api.h> BLUFI callback parameters union.

Espressif Systems 202 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 2. API Reference

Public Members
struct esp_blufi_cb_param_t::blufi_init_finish_evt_param init_£finish
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_deinit_finish_evt_param deinit_finish
Blufi callback param of ESP_BLUFI_EVENT_DEINIT_FINISH

struct esp_blufi_cb_param_t::blufi_set_wifi_mode_evt_param wifi_mode
Blufi callback param of ESP_BLUFI_EVENT_INIT_FINISH

struct esp_blufi_cb_param_t::blufi_connect_evt_param connect
Blufi callback param of ESP_BLUFI_EVENT_CONNECT

struct esp_blufi_cb_param_t::blufi_disconnect_evt_param disconnect
Blufi callback param of ESP_BLUFI_EVENT_DISCONNECT

struct esp_blufi_cb_param_t::blufi_recv_sta_bssid_evt_param sta_bssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_BSSID

struct esp_blufi_cb_param_t::blufi_recv_sta_ssid_evt_param sta_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_SSID

struct esp_blufi_cb_param_t::blufi_recv_sta_passwd_evt_param sta_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_STA_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_ssid_evt_param softap_ssid
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_SSID

struct esp_blufi_cb_param_t::blufi_recv_softap_passwd_evt_param softap_passwd
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD

struct esp_blufi_cb_param_t::blufi_recv_softap_max_conn_num_evt_param softap_max_conn_num
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_CONN_NUM

struct esp_blufi_cb_param_t::blufi_recv_softap_auth_mode_evt_param softap_auth_mode
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE

struct esp_blufi_cb_param_t::blufi_recv_softap_channel_evt_param softap_channel
Blufi callback param of ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL

struct esp_blufi_cb_param_t::blufi_recv_username_evt_param username
Blufi callback param of ESP_BLUFI_EVENT_RECV_USERNAME

struct esp_blufi_cb_param_t::blufi_recv_ca_evt_param ca
Blufi callback param of ESP_BLUFI_EVENT_RECV_CA_CERT

struct esp_blufi_cb_param_t::blufi_recv_client_cert_evt_param client_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_CERT

struct esp_blufi_cb_param_t::blufi_recv_server_cert_evt_param server_cert
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_CERT

struct esp_blufi_cb_param_t::blufi_recv_client_pkey_evt_param client_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

struct esp_blufi_cb_param_t::blufi_recv_server_pkey_evt_param server_pkey
Blufi callback param of ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

struct esp_blufi_cb_param_t::blufi_get_error_evt_param report_error
Blufi callback param of ESP_BLUFI_EVENT_REPORT_ERROR

struct esp_blufi_cb_param_t::blufi_recv_custom_data_evt_param custom_data
Blufi callback param of ESP_BLUFI_EVENT_RECV_CUSTOM_DATA

struct blufi_connect_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_CONNECT.
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Public Members

esp_bd_addr_t remote_bda
Blufi Remote bluetooth device address

uint8_t server_if
server interface

uint16_t conn_id
Connection id

struct blufi_deinit_finish_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DEINIT_FINISH.

Public Members

esp_blufi_deinit_state_t state
De-initial status

struct blufi_disconnect_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_DISCONNECT.

Public Members

esp_bd_addr_t remote_bda
Blufi Remote bluetooth device address

struct blufi_get_error_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_REPORT_ERROR.

Public Members

esp_blufi_error_state_t state
Blufi error state

struct blufi_init_finish_evt_param
#include <esp_blufi_api.h>ESP_BLUFI_EVENT_INIT_FINISH.

Public Members

esp_blufi_init_state_t state
Initial status

struct blufi_recv_ca_evt_param
#include <esp_blufi_api.h>ESP_BLUFI_EVENT _RECV_CA_CERT.

Public Members
uint8_t *cert
CA certificate point

int cert_len
CA certificate length

struct blufi_recv_client_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_CERT
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Public Members
uint8_t *cert
Client certificate point

int cert_len
Client certificate length

struct blufi_recv_client_pkey_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CLIENT_PRIV_KEY

Public Members
uint8_t *pkey
Client Private Key point, if Client certificate not contain Key

int pkey_1len
Client Private key length

struct blufi_recv_custom_data_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_CUSTOM_DATA.

Public Members
uint8_t *data
Custom data

uint32_t data_1len
Custom data Length

struct blufi_recv_server_cert_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_CERT

Public Members
uint8_t *cert
Client certificate point

int cert_len
Client certificate length

struct blufi_recv_server_pkey_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY

Public Members
uint8_t *pkey
Client Private Key point, if Client certificate not contain Key

int pkey_1len
Client Private key length

struct blufi_recv_softap_auth_mode_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_AUTH_MODE.
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Public Members

wifi_auth_mode_t auth_mode
Authentication mode

struct blufi_recv_softap_channel_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_CHANNEL.

Public Members

uint8_t channel
Authentication mode

struct blufi_recv_softap_max_conn_num_evt_param
#include <esp_blufi_api.h>ESP_BLUFI_EVENT_RECV_SOFTAP_MAX CONN_NUM.

Public Members

int max_conn_num
SSID

struct blufi_recv_softap_passwd_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD.

Public Members

uint8_t *passwd
Password

int passwd_len
Password Length

struct blufi_recv_softap_ssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_SOFTAP_SSID.

Public Members

uint®_t *ssid
SSID

int ssid_len
SSID length

struct blufi_recv_sta_bssid_evt_param

#include <esp_blufi_api.h>ESP_BLUFI_EVENT_RECV_STA_BSSID.

Public Members

uint8_t bssid[6]
BSSID

struct blufi_recv_sta_passwd_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_PASSWD.
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Public Members
uint8_t *passwd
Password

int passwd_1len
Password Length

struct blufi_recv_sta_ssid_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_STA_SSID.

Public Members
uint8_t *ssid
SSID

int ssid_len
SSID length

struct blufi_recv_username_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_RECV_USERNAME.

Public Members
uint8_t *name
Username point

int name_len
Username length

struct blufi_set_wifi_mode_evt_param
#include <esp_blufi_api.h> ESP_BLUFI_EVENT_SET_WIFI_MODE.

Public Members

wifi_mode_t op_mode
Wifi operation mode

Structures
struct esp_blufi_extra_info_t
BLUFI extra information structure.

Public Members
uint8_t sta_bssid[6]
BSSID of station interface

bool sta_bssid_set
is BSSID of station interface set

uint8_t *sta_ssid
SSID of station interface

int sta_ssid_len
length of SSID of station interface

uint8_t *sta_passwd
password of station interface
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int sta_passwd_len
length of password of station interface

uint8_t *softap_ssid
SSID of softap interface

int softap_ssid_len
length of SSID of softap interface

uint8_t *softap_passwd
password of station interface

int softap_passwd_len
length of password of station interface

uint8_t softap_authmode
authentication mode of softap interface

bool softap_authmode_set
is authentication mode of softap interface set

uint_t softap_max_conn_num
max connection number of softap interface

bool softap_max_conn_num_set
is max connection number of softap interface set

uint§_t softap_channel
channel of softap interface

bool softap_channel_set
is channel of softap interface set
struct esp_blufi_ap_ record_t
Description of an WiFi AP.

Public Members
uint8_t ssid[33]
SSID of AP

int§_t rssi
signal strength of AP

struct esp_blufi_callbacks_t
BLUPFI callback functions type.

Public Members
esp_blufi_event_cb_t event_cb
BLUFI event callback

esp_blufi_negotiate_data_handler_t negotiate_data_handler
BLUFI negotiate data function for negotiate share key

esp_blufi_encrypt_func_t encrypt_func
BLUPFI encrypt data function with share key generated by negotiate_data_handler

esp_blufi_decrypt_func_t decrypt_func
BLUFI decrypt data function with share key generated by negotiate_data_handler

esp_blufi_checksum_func_t checksum_func
BLUFI check sum function (FCS)
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Type Definitions
typedef void (*esp_blufi_event_cb_t) (esp_blufi_cb_event_t  event, esp_blufi_cb_param_t
*param )
BLUFI event callback function type.

Parameters
* event: : Event type
* param: : Point to callback parameter, currently is union type
typedef void (*fesp_blufi_negotiate_data_handler_t) (uint8_t *data, int len, uint8_t
**output_data, int *output_len,
bool *need_free)
BLUFI negotiate data handler.

Parameters
e data: : data from phone
e len: : length of data from phone
e output_data: : data want to send to phone
e output_len: : length of data want to send to phone
* need_free: : output reporting if memory needs to be freed or not *

typedef int (*esp_blufi_encrypt_func_t) (uint8_t iv8, uint8_t *crypt_data, int crypt_len)
BLUFI encrypt the data after negotiate a share key.

Return Nonnegative number is encrypted length, if error, return negative number;
Parameters
e 1v8: : initial vector(8bit), normally, blufi core will input packet sequence number
e crypt_data: : plain text and encrypted data, the encrypt function must support autochthonous
encrypt
e crypt_1len: : length of plain text

typedef int (*esp_blufi_decrypt_func_t) (uint8_t iv8, uint8_t *crypt_data, int crypt_len)
BLUFI decrypt the data after negotiate a share key.

Return Nonnegative number is decrypted length, if error, return negative number;
Parameters
e 1v8: : initial vector(8bit), normally, blufi core will input packet sequence number
* crypt_data: : encrypted data and plain text, the encrypt function must support autochthonous

decrypt
e crypt_len: : length of encrypted text

typedef uintl6_t (*esp_blufi_checksum_func_t) (uint8_t iv8, uint8_t *data, int len)
BLUFI checksum.

Parameters
e 1v8: : initial vector(8bit), normally, blufi core will input packet sequence number
e data: : data need to checksum
e len: : length of data

Enumerations
enum esp_blufi_cb_event_t
Values:

ESP_BLUFI_EVENT_INIT FINISH=0
ESP_BLUFI_EVENT DEINIT FINISH
ESP_BLUFI_EVENT_SET_WIFI_OPMODE
ESP_BLUFI_EVENT_BLE_CONNECT
ESP_BLUFI_EVENT_BLE_DISCONNECT
ESP_BLUFI_EVENT_REQ CONNECT_TO_AP
ESP_BLUFI_EVENT_REQ DISCONNECT_FROM_ AP
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ESP_BLUFI_EVENT_GET_WIFI_STATUS
ESP_BLUFI_EVENT_DEAUTHENTICATE_STA
ESP_BLUFI_EVENT_RECV_STA_BSSID
ESP_BLUFI_EVENT_ RECV_STA_ SSID
ESP_BLUFI_EVENT_RECV_STA_PASSWD
ESP_BLUFI_EVENT_RECV_SOFTAP_SSID
ESP_BLUFI_EVENT_RECV_SOFTAP_PASSWD
ESP_BLUFI_EVENT_RECV_SOFTAP_MAX_ CONN_NUM
ESP_BLUFI_EVENT RECV_SOFTAP_AUTH_MODE
ESP_BLUFI_EVENT RECV_SOFTAP_CHANNEL
ESP_BLUFI_EVENT_RECV_USERNAME
ESP_BLUFI_EVENT RECV_CA_CERT
ESP_BLUFI_EVENT_RECV_CLIENT_CERT
ESP_BLUFI_EVENT_RECV_SERVER_CERT
ESP_BLUFI_EVENT_RECV_CLIENT PRIV_KEY
ESP_BLUFI_EVENT_RECV_SERVER_PRIV_KEY
ESP_BLUFI_EVENT_RECV_SLAVE_DISCONNECT BLE
ESP_BLUFI_EVENT_ GET_WIFI_LIST
ESP_BLUFI_EVENT_REPORT ERROR

ESP_BLUFI_EVENT_RECV_CUSTOM_DATA
enum esp_blufi_sta_conn_state_t
BLUFI config status.

Values:
ESP_BLUFI_STA_CONN_SUCCESS = 0x00
ESP_BLUFI_STA_CONN_FAIL = 0x01

enum esp_blufi_init_state_t
BLUFI init status.

Values:
ESP_BLUFI_INIT_ OK =0
ESP_BLUFI_INIT FAILED

enum esp_blufi_deinit_state_t
BLUFI deinit status.

Values:
ESP_BLUFI_DEINIT_OK =0
ESP_BLUFI_DEINIT FAILED

enum esp_blufi_error_state_t
Values:

ESP_BLUFI_SEQUENCE_ERROR =0
ESP_BLUFI_CHECKSUM_ERROR
ESP_BLUFI_DECRYPT_ERROR

ESP_BLUFI_ENCRYPT_ERROR
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ESP_BLUFI_INIT SECURITY_ ERROR
ESP_BLUFI_DH_MALLOC_ERROR
ESP_BLUFI_DH_PARAM_ ERROR
ESP_BLUFI_READ_PARAM_ ERROR
ESP_BLUFI_MAKE_PUBLIC_ERROR
ESP_BLUFI_DATA_FORMAT_ERROR
ESP_BLUFI_CALC_MD5_ERROR
ESP_BLUFI_WIFI_SCAN FAIL
ESP_BLUFI_MSG_STATE_ERROR

2.1.4 CLASSIC BT
CLASSIC BLUETOOTH GAP API

Overview Instructions

Application Example Instructions

API Reference

Header File
¢ bt/host/bluedroid/api/include/api/esp_gap_bt_api.h

Functions
staticuint32_t esp_bt_gap_get_cod_srve (uint32_t cod)
get major service field of COD

Return major service bits
Parameters
e [in] cod: Class of Device
staticuint32_t esp_bt_gap_get_cod_major_dev (uint32_t cod)
get major device field of COD

Return major device bits
Parameters
e [in] cod: Class of Device

staticuint32_t esp_bt_gap_get_cod_minor_dev (uint32_t cod)
get minor service field of COD

Return minor service bits
Parameters
e [in] cod: Class of Device

staticuint32_t esp_bt_gap_get_cod_format_type (uint32_t cod)
get format type of COD

Return format type
Parameters
e [in] cod: Class of Device

static bool esp_bt_gap_is_valid_cod (uint32_t cod)
decide the integrity of COD
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Return
e true if cod is valid
e false otherise
Parameters
e [in] cod: Class of Device

esp_err_t esp_bt_gap_register_callback (esp_bt_gap_cb_t callback)
register callback function. This function should be called after esp_bluedroid_enable() completes successfully

Return
e ESP_OK : Succeed
« ESP_FAIL: others

esp_err_t esp_bt_gap_set_scan_mode (esp_bt_connection_mode_t c_mode,

esp_bt_discovery_mode_t d_mode)
Set discoverability and connectability mode for legacy bluetooth. This function should be called after

esp_bluedroid_enable() completes successfully.

Return
¢ ESP_OK : Succeed
¢ ESP_ERR_INVALID_ARG: if argument invalid
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

Parameters
e [in] c_mode: : one of the enums of esp_bt_connection_mode_t
* [in] d_mode: : one of the enums of esp_bt_discovery_mode_t

esp_err_t esp_bt_gap_start_discovery (esp_bt_ing_mode_t mode, uintd_t ing_len, uint8_t
num_rsps)

This function starts Inquiry and Name Discovery. It should be called after esp_bluedroid_enable() com-
pletes successfully. When Inquiry is halted and cached results do not contain device name, then Name
Discovery will connect to the peer target to get the device name. esp_bt_gap_cb_t will be called with
ESP_BT_GAP_DISC_STATE_CHANGED_EVT when Inquriry is started or Name Discovery is completed.
esp_bt_gap_cb_t will be called with ESP_BT_GAP_DISC_RES_EVT each time the two types of discovery
results are got.

Return
¢ ESP_OK : Succeed
¢ ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_ERR_INVALID_ARG: if invalid parameters are provided
e ESP_FAIL: others
Parameters
e [in] mode: - Inquiry mode
e [in] ing_len: - Inquiry duration in 1.28 sec units, ranging from 0x01 to 0x30. This parameter
only specifies the total duration of the Inquiry process,
— when this time expires, Inquiry will be halted.
* [in] num_rsps: - Number of responses that can be received before the Inquiry is halted, value
0 indicates an unlimited number of responses.

esp_err_t esp_bt_gap_cancel_discovery (void)
Cancel Inquiry and Name Discovery. This function should be called after esp_bluedroid_enable() completes
successfully. esp_bt_gap_cb_t will be called with ESP_BT_GAP_DISC_STATE_CHANGED_EVT if In-
quiry or Name Discovery is cancelled by calling this function.

Return
¢ ESP_OK : Succeed
¢ ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_gap_get_remote_services (esp_bd_addr_t remote_bda)
Start SDP to get remote services. This function should be called after esp_bluedroid_enable() completes suc-
cessfully. esp_bt_gap_cb_t will be called with ESP_BT_GAP_RMT_SRVCS_EVT after service discovery
ends.
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Return
¢ ESP_OK : Succeed
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_bt_gap_get_remote_service_record (esp_bd_addr_t remote_bda, esp_bt_uuid_t
*uuid)
Start SDP to look up the service matching uuid on the remote device. This function should be called after
esp_bluedroid_enable() completes successfully.

esp_bt_gap_cb_t will be called with ESP_BT_GAP_RMT_SRVC_REC_EVT after service discovery ends

Return
¢ ESP_OK : Succeed
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

uint8_t *esp_bt_gap_resolve_eir_data (uint8_t *eir, esp_bt_cir_type_t type, uint8_t *length)
This function is called to get EIR data for a specific type.

Return pointer of starting position of eir data excluding eir data type, NULL if not found
Parameters

e [in] eir: - pointer of raw eir data to be resolved

e [in] type: - specific EIR data type

e [out] length: - return the length of EIR data excluding fields of length and data type

esp_err_t esp_bt_gap_config_eir_ data (esp_bt_eir_data_t *eir_data)
This function is called to config EIR data.

esp_bt_gap_cb_t will be called with ESP_BT_GAP_CONFIG_EIR_DATA_EVT after config EIR ends.

Return
¢ ESP_OK : Succeed
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
¢ ESP_ERR_INVALID_ARG: if param is invalid
e ESP_FAIL: others
Parameters
* [in] eir_data: - pointer of EIR data content

esp_err_t esp_bt_gap_set_cod (esp_bt_cod_t cod, esp_bt_cod_mode_t mode)
This function is called to set class of device. esp_bt_gap_cb_t will be called with
ESP_BT_GAP_SET_COD_EVT after set COD ends Some profile have special restrictions on class of
device, changes may cause these profile do not work.

Return
e ESP_OK : Succeed
¢ ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_ERR_INVALID_ARG: if param is invalid
e ESP_FAIL.: others
Parameters
e [in] cod: - class of device
e [in] mode: - setting mode

esp_err_t esp_bt_gap_get_cod (esp_bt_cod_t *cod)
This function is called to get class of device.

Return

e ESP_OK : Succeed

e ESP_FAIL: others
Parameters

e [out] cod: - class of device

esp_err_t esp_bt_gap_read_rssi_delta (esp_bd_addr_t remote_addr)
This function is called to read RSSI delta by address after connected. The RSSI value returned by
ESP_BT_GAP_READ_RSSI_DELTA_EVT.
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Return
¢ ESP_OK : Succeed
e ESP_FAIL.: others
Parameters

e [in] remote_addr: - remote device address, corresponding to a certain connection handle.

esp_err_t esp_bt_gap_remove_bond_device (esp_bd_addr_t bd_addr)
Removes a device from the security database list of peer device.

Return - ESP_OK : success
e ESP_FAIL : failed
Parameters
* [in] bd_addr: : BD address of the peer device

int esp_bt_gap_get_bond_device_num (void)

Get the device number from the security database list of peer device. It will return the device bonded number
immediately.

Return - >=0 : bonded devices number.
e ESP_FAIL : failed

esp_err_t esp_bt_gap_get_bond_device_list (int *dev_num, esp_bd_addr_t *dev_list)
Get the device from the security database list of peer device. It will return the device bonded information
immediately.

Return
¢ ESP_OK : Succeed
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_FAIL: others
Parameters
e [inout] dev_num: Indicate the dev_list array(buffer) size as input. If dev_num is
large enough, it means the actual number as output. Suggest that dev_num value equal to
esp_ble_get_bond_device_num().
* [out] dev_list: an array(buffer) of esp_bd_addr_t type. Use for storing the bonded
devices address. The dev_list should be allocated by who call this API.

esp_err_t esp_bt_gap_set_pin (esp_bt_pin_type_t pin_type, uint8_t pin_code_len, esp_bt_pin_code_t
pin_code)
Set pin type and default pin code for legacy pairing.
Return - ESP_OK : success
¢ ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed
Parameters
e [in] pin_type: Use variable or fixed pin. If pin_type is ESP_BT_PIN_TYPE_VARIABLE,
pin_code and pin_code_len will be ignored, and ESP_BT_GAP_PIN_REQ_EVT will come when
control requests for pin code. Else, will use fixed pin code and not callback to users.
* [in] pin_code_len: Length of pin_code
e [in] pin_code: Pin_code

esp_err_t esp_bt_gap_pin_reply (esp_bd_addr_t bd_addr, bool accept, uint8_t pin_code_len,
esp_bt_pin_code_t pin_code)
Reply the pin_code to the peer device for legacy pairing when ESP_BT_GAP_PIN_REQ_EVT is coming.
Return - ESP_OK : success

« ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed

Parameters
e [in] bd_addr: BD address of the peer
e [in] accept: Pin_code reply successful or declined.
* [in] pin_code_len: Length of pin_code
e [in] pin_code: Pin_code
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esp_err_t esp_bt_gap_set_security_param (esp_bt_sp_param_t param_type, void *value, uint8_t

len)
Set a GAP security parameter value. Overrides the default value.
Return - ESP_OK : success

« ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed

Parameters
* [in] param_type: : the type of the param which is to be set
e [in] wvalue: : the param value
e [in] len: : the length of the param value
esp_err_t esp_bt_gap_ssp_passkey_reply (esp_bd_addr_t

bd_addr, bool accept, uint32_t
passkey)
Reply the key value to the peer device in the legacy connection stage.

Return - ESP_OK : success

¢ ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed

Parameters
* [in] bd_addr: : BD address of the peer
* [in] accept: : passkey entry successful or declined.
e [in] passkey: : passkey value, must be a 6 digit number, can be lead by 0.
esp_err_t esp_bt_gap_ssp_confirm_reply (esp_bd_addr_t bd_addr, bool accept)
Reply the confirm value to the peer device in the legacy connection stage.
Return - ESP_OK : success

¢ ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed

Parameters

* [in] bd_addr: : BD address of the peer device
e [in] accept: : numbers to compare are the same or different.

esp_err_t esp_bt_gap_set_afh_channels (esp_bt_gap_afh_channels channels)
Set the AFH channels.

Return - ESP_OK : success

e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* other : failed

Parameters
e [in] channels: : The n th such field (in the range O to 78) contains the value for channel n :

0 means channel n is bad. 1 means channel n is unknown. The most significant bit is reserved and
shall be set to 0. At least 20 channels shall be marked as unknown.

esp_err_t esp_bt_gap_read_remote_name (esp_bd_addr_t remote_bda)
Read the remote device name.

Return - ESP_OK : success

¢ ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed

Parameters
e [in] remote_bda: The remote device’ s address

esp_err_t esp_bt_gap_set_qos (esp_bd_addr_t remote_bda, vint32_t t_poll)
Config Quality of service.

Return - ESP_OK : success

¢ ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e other : failed

Parameters
¢ [in] remote_bda: The remote device’ s address

e [in] t_poll: Pollinterval, the maximum time between transmissions which from the master to
a particular slave on the ACL logical transport. unit is 0.625ms
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Unions
union esp_bt_gap_cb_param_t
#include <esp_gap_bt_api.h> A2DP state callback parameters.

Public Members
struct esp_bt_gap_cb_param_t::disc_res_param disc_res
discovery result parameter struct

struct esp_bt_gap_cb_param_t::disc_state_changed_param disc_st_chg
discovery state changed parameter struct

struct esp_bt_gap_cb_param_t::rmt_srvcs_param rmt_SrVcs
services of remote device parameter struct

struct esp_bt_gap_cb_param_t::rmt_srvc_rec_param rmt_srvc_rec
specific service record from remote device parameter struct

struct esp_bt_gap_cb_param_t::read_rssi_delta_param read_rssi_delta
read rssi parameter struct

struct esp_bt_gap_cb_param_t::config_eir_data_param config_eir_ data
config EIR data

struct esp_bt_gap_cb_param_t::auth_cmpl_param auth_cmpl
authentication complete parameter struct

struct esp_bt_gap_cb_param_t::pin_req_param pin_req
pin request parameter struct

struct esp_bt_gap_cb_param_t::cfm_req_param cfm_req
confirm request parameter struct

struct esp_bt_gap_cb_param_t::key_notif _param key_notif
passkey notif parameter struct

struct esp_bt_gap_cb_param_t::key_req_param key_req
passkey request parameter struct

struct esp_bt_gap_cb_param_t::set_afh_channels_param set_afh_channels
set AFH channel parameter struct

struct esp_bt_gap_cb_param_t::read_rmt_name_param read_rmt_name
read Remote Name parameter struct

struct esp_bt_gap_cb_param_t::bt_remove_bond_dev_cmpl_evt_param remove_bond_dev_cmpl
Event parameter of ESP_BT_GAP_REMOVE_BOND_DEV_COMPLETE_EVT

struct esp_bt_gap_cb_param_t::.qos_cmpl_param qos_cmpl
QoS complete parameter struct

struct auth_cmpl_param
#include <esp_gap_bt_api.h>ESP_BT_GAP_AUTH_CMPL_EVT.

Public Members

esp_bd_addr_t bda
remote bluetooth device address

esp_bt_status_t stat
authentication complete status

uint8_t device_name[ESP_BT_GAP_MAX_BDNAME_LEN + 1]
device name
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struct bt_remove_bond_dev_cmpl_evt_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_REMOVE_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bd_addr_t bda
remote bluetooth device address

esp_bt_status_t status
Indicate the remove bond device operation success status

struct cfm_req param
#include <esp_gap_bt_api.h> ESP_BT_GAP_CFM_REQ_EVT.

Public Members

esp_bd_addr_t bda
remote bluetooth device address

uint32_t num_val

the numeric value for comparison.

struct config_eir_data_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_CONFIG_EIR_DATA_EVT *.

Public Members

esp_bt_status_t stat

config EIR status: ESP_BT_STATUS_SUCCESS: config success
ESP_BT_STATUS_EIR_TOO_LARGE: the EIR data is more than 240B. The EIR may not
contain the whole data. others: failed

uint§_t eir_type_num
the number of EIR types in EIR type

esp_bt_eir_type_t eir_type[ESP_BT_EIR_TYPE_MAX_NUM]
EIR types in EIR type

struct disc_res_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_DISC_RES_EVT.

Public Members

esp_bd_addr_t bda
remote bluetooth device address

int num_prop
number of properties got

esp_bt_gap_dev_prop_t *prop
properties discovered from the new device

struct disc_state_changed_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_DISC_STATE_CHANGED_EVT.
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Public Members

esp_bt_gap_discovery_state_t state
discovery state

struct key_notif_ param
#include <esp_gap_bt_api.h>ESP_BT_GAP_KEY_NOTIF_EVT.

Public Members
esp_bd_addr_t bda
remote bluetooth device address

uint32_t passkey
the numeric value for passkey entry.

struct key_req param
#include <esp_gap_bt_api.h>ESP_BT_GAP_KEY_REQ_EVT.

Public Members

esp_bd_addr_t bda
remote bluetooth device address

struct pin_req_ param
#include <esp_gap_bt_api.h> ESP_BT_GAP_PIN_REQ_EVT.

Public Members

esp_bd_addr_t bda
remote bluetooth device address

boolmin_16_digit
TRUE if the pin returned must be at least 16 digits

struct gos_cmpl_param
#include <esp_gap_bt_api.h> ESP_BT_GAP_QOS_CMPL_EVT.

Public Members

esp_bt_status_t stat
QoS status

esp_bd_addr_t bda
remote bluetooth device address

uint32_tt_poll
poll interval, the maximum time between transmissions which from the master to a particular slave
on the ACL logical transport. unit is 0.625ms.

struct read_rmt_name_param
#include <esp_gap_bt_api.h>ESP_BT_GAP_READ_REMOTE_NAME_EVT.
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Public Members

esp_bt_status_t stat
read Remote Name status

uint8_t rmt_name[ESP_BT_GAP_MAX_ BDNAME_LEN + 1]
Remote device name

esp_bd_addr_t bda
remote bluetooth device address

struct read_rssi_delta_param
#include <esp_gap_bt_api.h>ESP_BT_GAP_READ_RSSI_DELTA_EVT *.

Public Members

esp_bd_addr_t bda
remote bluetooth device address

esp_bt_status_t stat
read rssi status

int8_t rssi_delta
rssi delta value range -128 ~127, The value zero indicates that the RSSI is inside the Golden Receive
Power Range, the Golden Receive Power Range is from ESP_BT_GAP_RSSI_LOW_THRLD to
ESP_BT_GAP_RSSI_HIGH_THRLD

struct rmt_srvc_rec_param
#include <esp_gap_bt_api.h>ESP_BT_GAP_RMT_SRVC_REC_EVT.

Public Members
esp_bd_addr_t bda
remote bluetooth device address

esp_bt_status_t stat
service search status

struct rmt_srvcs_param
#include <esp_gap_bt_api.h>ESP_BT_GAP_RMT_SRVCS_EVT.

Public Members
esp_bd_addr_t bda
remote bluetooth device address

esp_bt_status_t stat
service search status

int num_uuids
number of UUID in uuid_list

esp_bt_uuid_t *uuid_list
list of service UUIDs of remote device

struct set_afh_channels_param
#include <esp_gap_bt_api.h>ESP_BT_GAP_SET_AFH_CHANNELS_EVT.
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Public Members

esp_bt_status_t stat
set AFH channel status

Structures
struct esp_bt_cod_t
Class of device.

Public Members

uint32_t reserved_2:2
undefined

uint32_tminor: 6
minor class

uint32_tmajor: 5
major class

uint32_t service: 11
service class

uint32_t reserved_8 : 8§
undefined
struct esp_bt_gap_dev_prop_t
Bluetooth Device Property Descriptor.

Public Members
esp_bt_gap_dev_prop_type_t type
device property type

int len
device property value length

void *val
device property value

struct esp_bt_eir_data_t
EIR data content, according to “Supplement to the Bluetooth Core Specification’

9

Public Members
bool fec_required
FEC is required or not, true by default

bool include_txpower
EIR data include TX power, false by default

bool include_uuid
EIR data include UUID, false by default

uint8_t £lag
EIR flags, see ESP_BT_EIR_FLAG for details, EIR will not include flag if it is 0, O by default

uint16_t manufacturer_len
Manufacturer data length, O by default

uint®_t *p_manufacturer_data
Manufacturer data point
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uintl6_turl_len
URL length, 0 by default

uint8_t *p_url
URL point

Macros
ESP_BT_GAP_RSSI_HIGH_THRLD
RSSI threshold.

High RSSI threshold
ESP_BT_GAP_RSSI_LOW_THRLD
Low RSSI threshold

ESP_BT_ GAP_AFH_CHANNELS_LEN

ESP_BT_GAP_MAX_BDNAME_LEN
Maximum bytes of Bluetooth device name.

ESP_BT_GAP_EIR_DATA_LEN
Maximum size of EIR Significant part.

ESP_BT_EIR_TYPE_FLAGS
Extended Inquiry Response data type.

Flag with information such as BR/EDR and LE support

ESP_BT_EIR_TYPE_INCMPL_16BITS_UUID
Incomplete list of 16-bit service UUIDs

ESP_BT_EIR_TYPE_CMPI_16BITS_UUID
Complete list of 16-bit service UUIDs

ESP_BT_EIR_TYPE_INCMPL_32BITS_UUID
Incomplete list of 32-bit service UUIDs

ESP_BT_EIR_TYPE_CMPI_32BITS_UUID
Complete list of 32-bit service UUIDs

ESP_BT_EIR_TYPE_INCMPL_128BITS_UUID
Incomplete list of 128-bit service UUIDs

ESP_BT_EIR_TYPE_CMPI_128BITS_UUID
Complete list of 128-bit service UUIDs

ESP_BT_EIR_TYPE_SHORT_LOCAL_NAME
Shortened Local Name

ESP_BT_EIR_TYPE_CMPI_LOCAL_NAME
Complete Local Name

ESP_BT_EIR_TYPE_TX_POWER_LEVEL
Tx power level, value is 1 octet ranging from -127 to 127, unit is dBm

ESP_BT_EIR_TYPE_URL
Uniform resource identifier

ESP_BT_EIR_TYPE_MANU_SPECIFIC
Manufacturer specific data

ESP_BT_EIR_TYPE_MAX_NUM
MAX number of EIR type

ESP_BT_EIR_FLAG_LIMIT_DISC
ESP_BT_EIR_FLAG_GEN_DISC

ESP_BT EIR_FLAG_BREDR_NOT_ SPT
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ESP_BT_EIR_FLAG_DMT_CONTROLLER_SPT
ESP_BT_EIR_FLAG_DMT_HOST_ SPT
ESP_BT_EIR_MAX_LEN

ESP_BT_PIN_CODE_LEN
Max pin code length

ESP_BT_IO_CAP_OUT
ESP_BT_IO_CAP_IO
ESP_BT_IO_CAP_IN
ESP_BT_IO_CAP_NONE

ESP_BT_COD_SRVC_BIT_MASK
Bits of major service class field.

Major service bit mask

ESP_BT_COD_SRVC_BIT_OFFSET
Major service bit offset

ESP_BT_COD_MAJOR_DEV_BIT_ MASK
Bits of major device class field.

Major device bit mask

ESP_BT_COD_MAJOR_DEV_BIT_ OFFSET
Major device bit offset

ESP_BT_COD_MINOR_DEV_BIT_ MASK
Bits of minor device class field.

Minor device bit mask

ESP_BT_COD_MINOR_DEV_BIT_OFFSET
Minor device bit offset

ESP_BT_COD_FORMAT TYPE_BIT_MASK
Bits of format type.

Format type bit mask

ESP_BT_COD_FORMAT TYPE_BIT_ OFFSET
Format type bit offset

ESP_BT_COD_FORMAT TYPE_1
Class of device format type 1.

ESP_BT_GAP_MIN_INQ LEN
Minimum and Maximum inquiry length Minimum inquiry duration, unit is 1.28s

ESP_BT_GAP_MAX_INQ_LEN
Maximum inquiry duration, unit is 1.28s

Type Definitions
typedef uint§_tesp_bt_gap_afh_channels[ESP_BT_GAP_AFH_CHANNELS_LEN]
typedef uint§_tesp_bt_eir_type_t

typedef uint§_tesp_bt_pin_code_t[ESP_BT_PIN_CODE_LEN]
Pin Code (upto 128 bits) MSB is 0

typedef uint§_tesp_bt_io_cap_t
combination of the io capability

typedef void (*esp_bt_gap_cb_t) (esp_bt_gap_cb_event t event, esp_bt_gap_cb_param_t *param)
bluetooth GAP callback function type
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Parameters
* event: : Event type
e param: : Pointer to callback parameter

Enumerations

enum esp_bt_cod_mode_t
class of device settings
Values:

ESP_BT_SET_COD_MAJOR_MINOR = 0x01
overwrite major, minor class

ESP_BT_SET_COD_SERVICE_CLASS = 0x02
set the bits in the input, the current bit will remain

ESP_BT_CLR_COD_SERVICE_CLASS = 0x04
clear the bits in the input, others will remain

ESP_BT_SET_COD_ALL = 0x08
overwrite major, minor, set the bits in service class

ESP_BT_INIT_COD = 0x0a
overwrite major, minor, and service class
enum esp_bt_connection_mode_t
Discoverability and Connectability mode.
Values:

ESP_BT_NON_CONNECTABLE
Non-connectable

ESP_BT_CONNECTABLE
Connectable

enum esp_bt_discovery mode_t
Values:

ESP_BT_NON_DISCOVERABLE
Non-discoverable

ESP_BT_LIMITED_DISCOVERABLE
Limited Discoverable

ESP_BT_GENERAL_DISCOVERABLE
General Discoverable

enum esp_bt_gap_dev_prop_type_t
Bluetooth Device Property type.

Values:

ESP_BT_GAP_DEV_PROP_BDNAME = |
Bluetooth device name, value type is int8_t []

ESP_BT_GAP_DEV_PROP_COD
Class of Device, value type is uint32_t

ESP_BT_GAP_DEV_PROP_RSSI
Received Signal strength Indication, value type is int8_t, ranging from -128 to 127

ESP_BT_GAP_DEV_PROP_EIR
Extended Inquiry Response, value type is uint8_t []

enum esp_bt_cod_srvc_t
Major service class field of Class of Device, mutiple bits can be set.

Values:
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ESP_BT_COD_SRVC_NONE = 0
None indicates an invalid value

ESP_BT_COD_SRVC_LMTD_DISCOVER = 0Ox1
Limited Discoverable Mode

ESP_BT_COD_SRVC_POSITIONING = 0x8
Positioning (Location identification)

ESP_BT_COD_SRVC_NETWORKING = 0x10
Networking, e.g. LAN, Ad hoc

ESP_BT_COD_SRVC_RENDERING = 0x20
Rendering, e.g. Printing, Speakers

ESP_BT_COD_SRVC_CAPTURING = 0x40
Capturing, e.g. Scanner, Microphone

ESP_BT_COD_SRVC_OBJ_TRANSFER = 0x80
Object Transfer, e.g. v-Inbox, v-Folder

ESP_BT_COD_SRVC_AUDIO = 0x100
Audio, e.g. Speaker, Microphone, Headset service

ESP_BT_COD_SRVC_TELEPHONY = 0x200
Telephony, e.g. Cordless telephony, Modem, Headset service

ESP_BT_COD_SRVC_INFORMATION = 0x400
Information, e.g., WEB-server, WAP-server

enum esp_bt_pin_type_t
Values:

ESP_BT_PIN_TYPE_VARIABLE =0
Refer to BTM_PIN_TYPE_VARIABLE

ESP_BT PIN_TYPE_FIXED = |
Refer to BTM_PIN_TYPE_FIXED

enum esp_bt_sp param_t
Values:

ESP_BT_SP_IOCAP_MODE =0
Set 10 mode

enum esp_bt_cod_major_dev_t
Major device class field of Class of Device.

Values:

ESP_BT_COD_MAJOR_DEV_MISC =0
Miscellaneous

ESP_BT_COD_MAJOR_DEV_COMPUTER = |
Computer

ESP_BT_COD_MAJOR_DEV_PHONE =2
Phone(cellular, cordless, pay phone, modem

ESP_BT_COD_MAJOR_DEV_LAN_NAP =3
LAN, Network Access Point

ESP_BT_COD_MAJOR_DEV_AV =4
Audio/Video(headset, speaker, stereo, video display, VCR

ESP_BT_COD_MAJOR_DEV_PERIPHERAL =5
Peripheral(mouse, joystick, keyboard)

ESP_BT_COD_MAJOR_DEV_IMAGING = 6
Imaging(printer, scanner, camera, display
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ESP_BT_COD_MAJOR_DEV_WEARABLE =7
Wearable

ESP_BT_COD_MAJOR_DEV_TOY =8
Toy

ESP_BT_COD_MAJOR_DEV_HEALTH =9
Health

ESP_BT_COD_MAJOR_DEV_UNCATEGORIZED = 31
Uncategorized: device not specified

enum esp_bt_gap_discovery_state_t
Bluetooth Device Discovery state

Values:

ESP_BT_GAP_DISCOVERY_STOPPED
device discovery stopped

ESP_BT_GAP_DISCOVERY_STARTED
device discovery started

enum esp_bt_gap_cb_event_t
BT GAP callback events.

Values:
ESP_BT_GAP_DISC_RES_EVT =0
device discovery result event

ESP_BT_GAP_DISC_STATE_CHANGED EVT
discovery state changed event

ESP_BT_GAP_RMT_ SRVCS_EVT
get remote services event
ESP_BT_GAP_RMT_SRVC_REC_EVT
get remote service record event

ESP_BT_GAP_AUTH_CMPL_EVT
AUTH complete event

ESP_BT_GAP_PIN_REQ EVT
Legacy Pairing Pin code request

ESP_BT_GAP_CFM_REQ_EVT
Simple Pairing User Confirmation request.

ESP_BT_GAP_KEY NOTIF_EVT
Simple Pairing Passkey Notification

ESP_BT_GAP_KEY REQ EVT
Simple Pairing Passkey request

ESP_BT_GAP_READ_RSSI_DELTA_EVT
read rssi event

ESP_BT_GAP_CONFIG_EIR_DATA_EVT
config EIR data event

ESP_BT_GAP_SET AFH_CHANNELS_EVT
set AFH channels event

ESP_BT_GAP_READ_REMOTE_NAME_EVT
read Remote Name event

ESP_BT_GAP_REMOVE_BOND_DEV_COMPLETE_EVT
remove bond device complete event
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ESP_BT_GAP_QOS_CMPL_EVT
QOS complete event

ESP_BT_GAP_EVT_MAX

enum esp_bt_ing mode_t
Inquiry Mode

Values:

ESP_BT_INQ MODE_GENERAL_INQUIRY
General inquiry mode

ESP_BT_INQ MODE_LIMITED_ INQUIRY
Limited inquiry mode

Bluetooth A2DP API

Overview Instructions

Application Example Check bluetooth/bluedroid/classic_bt folder in ESP-IDF examples, which contains the fol-
lowing application:

 This is a A2DP sink client demo. This demo can be discovered and connected by A2DP source device and
receive the audio stream from remote device - bluetooth/bluedroid/classic_bt/a2dp_sink

API Reference

Header File
¢ bt/host/bluedroid/api/include/api/esp_a2dp_api.h

Functions

esp_err_t esp_a2d_register_callback (esp_a2d_cb_t callback)
Register application callback function to A2DP module. This function should be called only after
esp_bluedroid_enable() completes successfully, used by both A2DP source and sink.

Return

e ESP_OK: success

e ESP_INVALID_STATE: if bluetooth stack is not yet enabled

e ESP_FAIL: if callback is a NULL function pointer
Parameters

e [in] callback: A2DP event callback function

esp_err_t esp_a2d_sink_register_data_callback (esp_a2d_sink_data_cbh_t callback)

Register A2DP sink data output function; For now the output is PCM data stream decoded from SBC format.
This function should be called only after esp_bluedroid_enable() completes successfully, used only by A2DP
sink. The callback is invoked in the context of A2DP sink task whose stack size is configurable through
menuconfig.

Return
¢ ESP_OK: success
o ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: if callback is a NULL function pointer
Parameters
e [in] callback: A2DP sink data callback function

esp_err_t esp_a2d_sink_init (void)
Initialize the bluetooth A2DP sink module. This function should be called after esp_bluedroid_enable() com-
pletes successfully, and ESP_A2D_PROF_STATE_EVT with ESP_A2D_INIT_SUCCESS will reported to
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the APP layer. Note: A2DP can work independently. If you want to use AVRC together, you should initiate
AVRC first.

Return
» ESP_OK: if the initialization request is sent successfully
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_a2d_sink_deinit (void)
De-initialize for A2DP sink module. This function should be called only after esp_bluedroid_enable() com-
pletes successfully, and ESP_A2D_PROF_STATE_EVT with ESP_A2D_DEINIT_SUCCESS will reported
to APP layer.

Return
¢ ESP_OK: success
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_a2d_sink_connect (esp_bd_addr_t remote_bda)
Connect to remote bluetooth A2DP source device, must after esp_a2d_sink_init()

Return
* ESP_OK: connect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_bda: remote bluetooth device address

esp_err_t esp_a2d_sink_disconnect (esp_bd_addr_t remote_bda)
Disconnect from the remote A2DP source device.

Return
* ESP_OK: disconnect request is sent to lower layer
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_bda: remote bluetooth device address

esp_err_t esp_a2d_media_ctrl (esp_a2d_media_ctrl_t ctrl)
media control commands; this API can be used for both A2DP sink and source

Return
¢ ESP_OK: control command is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
Parameters
e [in] ctrl: control commands for A2DP data channel

esp_err_t esp_a2d_source_init (void)
Initialize the bluetooth A2DP source module. This function should be called after esp_bluedroid_enable()
completes successfully, and ESP_A2D_PROF_STATE_EVT with ESP_A2D_INIT_SUCCESS will reported
to the APP layer. Note: A2DP can work independently. If you want to use AVRC together, you should initiate
AVRC first.

Return
» ESP_OK: if the initialization request is sent successfully
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_a2d_source_deinit (void)
De-initialize for A2DP source module. This function should be called only after esp_bluedroid_enable() com-
pletes successfully, and ESP_A2D_PROF_STATE_EVT with ESP_A2D_DEINIT_SUCCESS will reported
to APP layer.

Return
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« ESP_OK: success
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others

esp_err_t esp_a2d_source_register_data_callback (esp_a2d_source_data_cb_t callback)
Register A2DP source data input function; For now the input is PCM data stream. This function should be
called only after esp_bluedroid_enable() completes successfully. The callback is invoked in the context of
A2DP source task whose stack size is configurable through menuconfig.

Return
¢ ESP_OK: success
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: if callback is a NULL function pointer
Parameters
e [in] callback: A2DP source data callback function

esp_err_t esp_a2d_source_connect (esp_bd_addr_t remote_bda)
Connect to remote A2DP sink device, must after esp_a2d_source_init()

Return
* ESP_OK: connect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_bda: remote bluetooth device address

esp_err_t esp_a2d_source_disconnect (esp_bd_addr_t remote_bda)
Disconnect from the remote A2DP sink device.

Return
* ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_bda: remote bluetooth device address

Unions
union esp_a2d_cb_param_t
#include <esp_a2dp_api.h> A2DP state callback parameters.

Public Members
struct esp_a2d_cb_param_t::a2d_conn_stat_param conn_stat
A2DP connection status

struct esp_a2d_cb_param_t::a2d_audio_stat_param audio_stat
audio stream playing state

struct esp_a2d_cb_param_t::a2d_audio_cfg_param audio_cfg
media codec configuration information

struct esp_a2d_cb_param_t::media_ctrl_stat_param media_ctrl_stat
status in acknowledgement to media control commands

struct esp_a2d_cb_param_t::a2d_prof_stat_param a2d_prof_stat
status to indicate a2d prof init or deinit

struct a2d_audio_cfg_param
#include <esp_a2dp_api.h>ESP_A2D_AUDIO_CFG_EVT.
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Public Members

esp_bd_addr_t remote_bda
remote bluetooth device address

esp_a2d_mcc_t mee

A2DP media codec capability information

struct a2d_audio_stat_param
#include <esp_a2dp_api.h> ESP_A2D_AUDIO_STATE_EVT.

Public Members

esp_a2d_audio_state_t state
one of the values from esp_a2d_audio_state_t

esp_bd_addr_t remote_bda
remote bluetooth device address

struct a2d_conn_stat_param
#include <esp_a2dp_api.h> ESP_A2D_CONNECTION_STATE_EVT.

Public Members

esp_a2d_connection_state_t state
one of values from esp_a2d_connection_state_t

esp_bd_addr_t remote_bda
remote bluetooth device address

esp_a2d_disc_rsn_t disc_rsn
reason of disconnection for “DISCONNECTED”

struct a2d_prof_stat_param
#include <esp_a2dp_api.h> ESP_A2D_PROF_STATE_EVT.

Public Members

esp_a2d_init_state_t init_state
a2dp profile state param

struct media_ctrl_stat_param
#include <esp_a2dp_api.h>ESP_A2D_MEDIA_CTRL_ACK_EVT.

Public Members

esp_a2d_media_ctrl_t cmd
media control commands to acknowledge

esp_a2d_media_ctrl_ack_t status
acknowledgement to media control commands

Structures
struct esp_a2d_mcc_t
A2DP media codec capabilities union
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Public Members

esp_a2d_mct_t type
A2DP media codec type

uint8_t sbc[ESP_A2D_CIE_LEN_SBC]
SBC codec capabilities

uint8_t m12[ESP_A2D_CIE_LEN_M12]
MPEG-1,2 audio codec capabilities

uint8_t m24[ESP_A2D_CIE_LEN_M24]
MPEG-2, 4 AAC audio codec capabilities

uint8_t atrac[ESP_A2D_CIE_LEN_ATRAC]
ATRAC family codec capabilities

union esp_a2d_mcc_t::[anonymous] cie
A2DP codec information element

Macros
ESP_A2D_MCT_SBC
Media codec types supported by A2DP.

SBC
ESP_A2D_MCT_M12
MPEG-1, 2 Audio

ESP_A2D_MCT_M24
MPEG-2, 4 AAC

ESP_A2D_MCT_ATRAC
ATRAC family

ESP_A2D_MCT_NON_A2DP
ESP_A2D_CIE_LEN_SBC
ESP_A2D_CIE_LEN M12
ESP_A2D_CIE_LEN_M24

ESP_A2D_CIE_LEN_ ATRAC

Type Definitions

typedef uint8_tesp_a2d_mct_t

typedef void (*esp_a2d_cb_t) (esp_a2d_cb_event_t event, esp_a2d_cb_param_t *param)
A2DP profile callback function type.

Parameters
* event: : Event type
* param: : Pointer to callback parameter

typedef void (*esp_a2d_sink_data_cb_t) (const uint8_t *buf, uint32_t len)
A2DP profile data callback function.

Parameters
e [in] Dbuf: : data received from A2DP source device and is PCM format decoder from SBC
decoder; buf references to a static memory block and can be overwritten by upcoming data
e [in] len: : size(in bytes) in buf

typedef int32_t (*esp_a2d_source_data_cb_t) (uint8_t *buf, int32_t len)
A2DP source data read callback function.

Return size of bytes read successfully, if the argument len is -1, this value is ignored.
Parameters
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e [in] buf: : buffer to be filled with PCM data stream from higher layer
e [in] len: : size(in bytes) of data block to be copied to buf. -1 is an indication to user that data

buffer shall be flushed

Enumerations
enum esp_a2d_connection_state_t

Bluetooth A2DP connection states.
Values:
ESP_A2D_CONNECTION_STATE_DISCONNECTED = (

connection released

ESP_A2D_CONNECTION_STATE_CONNECTING
connecting remote device

ESP_A2D_CONNECTION_STATE_CONNECTED
connection established

ESP_A2D_CONNECTION_STATE_DISCONNECTING
disconnecting remote device
enum esp_a2d_disc_rsn_t
Bluetooth A2DP disconnection reason.
Values:
ESP_A2D_DISC_RSN_NORMAL = (
Finished disconnection that is initiated by local or remote device

ESP_A2D_DISC_RSN_ABNORMAL
Abnormal disconnection caused by signal loss

enum esp_a2d_audio_state_t
Bluetooth A2DP datapath states.
Values:
ESP_A2D_AUDIO_STATE_REMOTE_SUSPEND = 0
audio stream datapath suspended by remote device

ESP_A2D_AUDIO_STATE_STOPPED
audio stream datapath stopped

ESP_A2D_AUDIO_STATE_STARTED
audio stream datapath started

enum esp_a2d_media_ctrl_ack_t
A2DP media control command acknowledgement code.
Values:
ESP_A2D_MEDIA_CTRL_ACK_SUCCESS =0
media control command is acknowledged with success

ESP_A2D_MEDIA_CTRL_ACK_FAILURE
media control command is acknowledged with failure

ESP_A2D_MEDIA_CTRL_ACK_BUSY
media control command is rejected, as previous command is not yet acknowledged

enum esp_a2d_media_ctrl_t
A2DP media control commands.
Values:

ESP_A2D_MEDIA_CTRL_NONE =0
Not for application use, use inside stack only.
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ESP_A2D_MEDIA_CTRL_CHECK_SRC_RDY
check whether AVDTP is connected, only used in A2DP source

ESP_A2D_MEDIA_CTRL_START
command to set up media transmission channel

ESP_A2D_MEDIA_CTRL_STOP
command to stop media transmission

ESP_A2D_MEDIA_CTRL_SUSPEND
command to suspend media transmission

enum esp_a2d_init_state_t
Bluetooth A2DP Initiation states.

Values:

ESP_A2D_DEINIT_SUCCESS =0
A2DP profile deinit successful event

ESP_A2D_INIT_SUCCESS
A2DP profile deinit successful event

enum esp_a2d_cb_event_t
A2DP callback events.

Values:

ESP_A2D_CONNECTION_STATE_EVT =0
connection state changed event

ESP_A2D_AUDIO_STATE_EVT
audio stream transmission state changed event

ESP_A2D_AUDIO_CFG_EVT
audio codec is configured, only used for A2DP SINK

ESP_A2D_MEDIA_CTRL_ACK_EVT
acknowledge event in response to media control commands

ESP_A2D_PROF_STATE_EVT
indicate a2dp init&deinit complete

BT AVRCP APIs

Overview Bluetooth AVRCP reference APIs.

Instructions

Application Example Instructions

API Reference

Header File
* bt/host/bluedroid/api/include/api/esp_avrc_api.h

Functions

esp_err_t esp_avrc_ct_register_callback (esp_avrc_ct_cb_t callback)
Register application callbacks to AVRCP module. This function should be called after esp_bluedroid_enable()
completes successfully.

Return
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« ESP_OK: success
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] callback: AVRCP controller callback function
esp_err_t esp_avrc_ct_init (void)
Initialize the bluetooth AVRCP controller module, This function should be called after esp_bluedroid_enable()
completes successfully. Note: AVRC cannot work independently, AVRC should be used along with A2DP
and AVRC should be initialized before A2DP.

Return
* ESP_OK: success
¢ ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_avrc_ct_deinit (void)
De-initialize AVRCP controller module. This function should be called after after esp_bluedroid_enable()
completes successfully. Note: AVRC cannot work independently, AVRC should be used along with A2DP
and AVRC should be deinitialized before A2DP.

Return
¢ ESP_OK: success
« ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_avrc_ct_send_set_player_value_cmd (uint8_t #, wuint8_t attr_id, uint8_t

value_id)
Send player application settings command to AVRCP target. This function should be called after

ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.

Return
* ESP_OK: success
¢ ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] tl:: transaction label, O to 15, consecutive commands should use different values.
e [in] attr_id: : player application setting attribute IDs from one of esp_avrc_ps_attr_ids_t
* [in] wvalue_id: : attribute value defined for the specific player application setting attribute

esp_err_t esp_avrc_ct_send_get_rn_capabilities_cmd (uint8_t 1)
Send GetCapabilities PDU to AVRCP target to retrieve remote device’ s supported notification event_ids.
This function should be called after ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP
connection is established.

Return
e ESP_OK: success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
Parameters
e [in] tl:: transaction label, O to 15, consecutive commands should use different values.

esp_err_t esp_avrc_ct_send_register_notification_cmd (uint8_t #, uint8_t event id,
uint32_t event_parameter)
Send register notification command to AVRCP target, This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.

Return
e ESP_OK: success
« ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
¢ ESP_ERR_NOT_SUPPORTED: if the event_id is not supported in current implementation
¢ ESP_FAIL: others
Parameters
e [in] tl:: transaction label, O to 15, consecutive commands should use different values.
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e [in] event_id: : 1id of events, e.g. ESP_AVRC_RN_PLAY_STATUS_CHANGE,
ESP_AVRC_RN_TRACK_ CHANGE, etc.

* [in] event_parameter: : playback interval for
ESP_AVRC_RN_PLAY_POS_CHANGED; For other events , value of this parameter is
ignored.

esp_err_t esp_avrc_ct_send_set_absolute_volume_cmd (uint8_t #, uint8_t volume)
Send set absolute volume command to AVRCP target, This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.

Return
e ESP_OK: success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
¢ ESP_ERR_NOT_SUPPORTED: if the event_id is not supported in current implementation
e ESP_FAIL: others
Parameters
e [in] t1l:: transaction label, O to 15, consecutive commands should use different values.
e [in] volume: : volume, O to Ox7f, means 0% to 100%

esp_err_t esp_avrc_ct_send_metadata_cmd (uint8_t #, uint8_t attr_mask)
Send metadata command to AVRCP target, This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.

Return
* ESP_OK: success
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] t1l:: transaction label, O to 15, consecutive commands should use different values.
e [in] attr_mask: : mask of attributes, e.g. ESP_AVRC_MD_ATTR_ID_TITLE |
ESP_AVRC_MD_ATTR_ID_ARTIST.

esp_err_t esp_avrc_ct_send_passthrough_cmd (uint8_t #, uint8_t key_code, uint8_t key_state)
Send passthrough command to AVRCP target, This function should be called after
ESP_AVRC_CT_CONNECTION_STATE_EVT is received and AVRCP connection is established.

Return
¢ ESP_OK: success
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] tl:: transaction label, O to 15, consecutive commands should use different values.
e [in] key_code: : passthrough command code, e.g. ESP_AVRC_PT_CMD_PLAY,
ESP_AVRC_PT_CMD_STOP, etc.
e [in] key_state: : passthrough command key state,
ESP_AVRC_PT_CMD_STATE_ PRESSED or ESP_AVRC_PT_CMD_STATE_RELEASED

esp_err_t esp_avrc_tg_register_callback (esp_avrc_tg cb_t callback)
Register application callbacks to AVRCP target module; This function should be called after
esp_bluedroid_enable() completes successfully.

Return
* ESP_OK: success
¢ ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
Parameters
e [in] callback: AVRCP target callback function

esp_err_t esp_avrc_tg_init (void)
Initialize the bluetooth AVRCP target module, This function should be called after esp_bluedroid_enable()
completes successfully. Note: AVRC cannot work independently, AVRC should be used along with A2DP
and AVRC should be initialized before A2DP.
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Return
e ESP_OK: success
e ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_avrc_tg_deinit (void)
De-initialize AVRCP target module. This function should be called after after esp_bluedroid_enable() com-
pletes successfully. Note: AVRC cannot work independently, AVRC should be used along with A2DP and
AVRC should be deinitialized before A2DP.

Return
e ESP_OK: success
* ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others

esp_err_t esp_avrc_tg_get_psth_cmd_filter (esp_avrc_psth_filter_t Sfilter,

esp_avrc_psth_bit_mask_t *cmd_set)
Get the current filter of remote passthrough commands on AVRC target. Filter is given by filter type
and bit mask for the passthrough commands. This function should be called after esp_avrc_tg_init().
For filter type ESP_AVRC_PSTH_FILTER_ALLOWED_CMD, the retrieved command set is constant
and it covers all of the passthrough commands that can possibly be supported. For filter type
ESP_AVRC_PSTH_FILTER_SUPPORT_COMMANDS, the retrieved command set covers the passthrough
commands selected to be supported according to current configuration. The configuration can be changed
using esp_avrc_tg_set_psth_cmd_filter()

Return
¢ ESP_OK: success
e ESP_ERR_INVALID_STATE: if bluetooth stack is not enabled or AVRC TG is not initialized
« ESP_ERR_INVALID_ARG: if filter type is invalid or cmd_set is NULL
« ESP_FAIL: otherwise

esp_err_t esp_avrc_tg_set_psth_cmd_filter (esp_avrc_psth_filter_t filter, const
esp_avrc_psth_bit_mask_t *cmd_set)
Set the filter of remote passthrough commands on AVRC target. Filter is given by filter type and bit mask
for the passthrough commands. This function should be called after esp_avrc_tg init(). If filter type is
ESP_AVRC_PSTH_FILTER_SUPPORT_CMD, the passthrough commands which are set “1” as given in
cmd_set will generate ESP_AVRC_CT_PASSTHROUGH_RSP_EVT callback event and are auto-accepted
in the protocol stack, other commands are replied with response type “NOT IMPLEMENTED” (8). The set of
supported commands should be a subset of allowed command set. The allowed command set can be retrieved
using esp_avrc_tg_get_psth_cmd_filter() with filter type “ESP_AVRC_PSTH_FILTER_ALLOWED_CMD”

Filter type “ESP_AVRC_PSTH_FILTER_ALLOWED_CMD” does not apply to this function

Return
¢ ESP_OK: success
e ESP_ERR_INVALID_STATE: if bluetooth stack is not enabled
« ESP_ERR_INVALID_ARG: if filter type is invalid or cmd_set is NULL
« ESP_ERR_NOT_SUPPORTED:: if filter type is ESP_AVRC_PSTH_FILTER_ALLOWED_CMD,
or cmd_set includes unallowed commands

bool esp_avrc_psth_bit_mask_operation (esp_avrc_bit_mask_op_t op,
esp_avrc_psth_bit_mask_t *psth, esp_avrc_pt_cmd_t
cmd)

Operate on the type esp_avrc_psth_bit_mask_t with regard to a specific PASSTHROUGH command.
Return For operation ESP_AVRC_BIT_MASK_OP_SET or ESP_AVRC_BIT_MASK_OP_CLEAR,

return true for a  successful operation, otherwise return false For operation
ESP_AVRC_BIT_MASK_OP_TEST, return true if the corresponding bit is set, otherwise false
Parameters

e [in] op: operation requested on the bit mask field
* [in] psth: pointer to passthrough command bit mask structure
e [in] cmd: passthrough command code
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esp_err_t esp_avrc_tg_get_rn_evt_cap (esp_avrc_rn_evt_cap_t cap, esp_avrc_rn_evt_cap_mask_t

*evt_set)
Get the requested event notification capabilies on local AVRC target. The capability is returned in a

bit mask representation in evt_set. This function should be called after esp_avrc_tg init(). For capabil-
ity type “ESP_AVRC_RN_CAP_ALLOWED_EVT, the retrieved event set is constant and it covers all
of the notifcation events that can possibly be supported with current implementation. For capability type
ESP_AVRC_RN_CAP_SUPPORTED_EVT, the event set covers the notification events selected to be sup-
ported under current configuration, The configuration can be changed using esp_avrc_tg_set_rn_evt_cap()

Return
e ESP_OK: success
e« ESP_ERR_INVALID_STATE: if bluetooth stack is not enabled or AVRC TG is not initialized
¢ ESP_ERR_INVALID_ARG: if cap is invalid or evt_set is NULL
e ESP_FAIL: otherwise

esp_err_t esp_avrc_tg_set_rn_evt_cap (const esp_avrc_rn_evt_cap_mask_t *evt_set)
Set the event notification capabilities on local AVRCP target. The capability is given in a bit mask representation
in evt_set and must be a subset of allowed event IDs with current implementation. This function should be
called after esp_avrc_tg_init().

Return
e ESP_OK: success
« ESP_ERR_INVALID_STATE: if bluetooth stack is not enabled
¢ ESP_ERR_INVALID_ARG: if evt_set is NULL

bool esp_avrc_rn_evt_bit_mask_operation (esp_avrc_bit_mask_op_t op,
esp_avrc_rn_evt_cap_mask_t *events,
esp_avrc_rn_event_ids_t event_id)
Operate on the type esp_avrc_rn_evt_cap_mask_t with regard to a specific event.

Return For operation ESP_AVRC_BIT_MASK_OP_SET or ESP_AVRC_BIT_MASK_OP_CLEAR,

return true for a  successful operation, otherwise return false For operation
ESP_AVRC_BIT_MASK_OP_TEST, return true if the corresponding bit is set, otherwise false
Parameters

e [in] op: operation requested on the bit mask field
* [in] events: pointer to event notification capability bit mask structure
e [in] event_id: notification event code

esp_err_t esp_avrc_tg_send_rn_rsp (esp_avrc_rn_event_ids_t event_id, esp_avrc_rn_rsp_t rsp,
esp_avrc_rn_param_t *param)
Send RegisterNotification Response to remote AVRCP controller. Local event notification capability can be
set using esp_avrc_tg_set_rn_evt_cap(), in a bit mask representation in evt_set. This function should be called

after esp_avrc_tg_init()

Return
¢ ESP_OK: success
« ESP_ERR_INVALID _ STATE: if bluetooth stack is not enabled or AVRC TG is not initialized
¢ ESP_ERR_INVALID_ARG: if evt_set is NULL
Parameters
e [in] event_1id: notification event ID that remote AVRCP CT registers
e [in] rsp: notification response code
* [in] param: parameters included in the specific notification

Unions
union esp_avrc_rn_param_t
#include <esp_avrc_api.h> AVRCP notification parameters.

Public Members

uint8_t volume
response data for ESP_AVRC_RN_VOLUME_CHANGE, ranges 0..127
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esp_avrc_playback_stat_t playback
response data for ESP_AVRC_RN_PLAY_STATUS_CHANGE

uint8_t elm_id[8]
response data for ESP_AVRC_RN_TRACK_CHANGE

uint32_t play_pos
response data for ESP_AVRC_RN_PLAY_POS_CHANGED, in millisecond

esp_avrc_batt_stat_t batt
response data for ESP_AVRC_RN_BATTERY_STATUS_CHANGE
union esp_avrc_ct_cb_param_t
#include <esp_avrc_api.h> AVRC controller callback parameters.

Public Members
struct esp_avrc_ct_cb_param_t::.avrc_ct_conn_stat_param conn_stat
AVRC connection status

struct esp_avrc_ct_cb_param_t::avrc_ct_psth_rsp_param psth_rsp
passthrough command response

struct esp_avrc_ct_cb_param_t::avrc_ct_meta_rsp_param meta_rsp
metadata attributes response

struct esp_avrc_ct_cb_param_t::avrc_ct_change_notify_param change_ntf£
notifications

struct esp_avrc_ct_cb_param_t::avrc_ct_rmt_feats_param rmt_feats
AVRC features discovered from remote SDP server

struct esp_avrc_ct_cb_param_t::avrc_ct_get_rn_caps_rsp_param get_rn_caps_rsp
get supported event capabilities response from AVRCP target

struct esp_avrc_ct_cb_param_t::avrc_ct_set_volume_rsp_param set_volume_rsp
set absolute volume response event

struct avrc_ct_change_notify_param
#include <esp_avrc_api.h>ESP_AVRC_CT_CHANGE_NOTIFY_EVT.

Public Members
uint8_t event_id
id of AVRC event notification

esp_avrc_rn_param_t event_parameter
event notification parameter

struct avrc_ct_conn_stat_param
#include <esp_avrc_api.h>ESP_AVRC_CT_CONNECTION_STATE_EVT.

Public Members
bool connected
whether AVRC connection is set up

esp_bd_addr_t remote_bda
remote bluetooth device address

struct avrc_ct_get_rn_caps_rsp_param
#include <esp_avrc_api.h> ESP_AVRC_CT_GET_RN_CAPABILITIES_RSP_EVT.
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Public Members
uint8_t cap_count
number of items provided in event or company_id according to cap_id used

esp_avrc_rn_evt_cap_mask_t evt_set
supported event_ids represented in bit-mask

struct avrc_ct_meta_rsp_param
#include <esp_avrc_api.h>ESP_AVRC_CT_METADATA_RSP_EVT.

Public Members
uint§_t attr_id
id of metadata attribute

uint8_t *attr_text
attribute itself

int attr_length
attribute character length

struct avrc_ct_psth_rsp_param
#include <esp_avrc_api.h> ESP_AVRC_CT_PASSTHROUGH_RSP_EVT.

Public Members
uint8_ttl
transaction label, O to 15

uint8_t key_code
passthrough command code

uint8_t key_state
0 for PRESSED, 1 for RELEASED

struct avrc_ct_rmt_feats_param
#include <esp_avrc_api.h>ESP_AVRC_CT_REMOTE_FEATURES_EVT.

Public Members
uint32_t feat_mask
AVRC feature mask of remote device

uintl6_t tg_feat_flag
feature flag of remote device as TG

esp_bd_addr_t remote_bda
remote bluetooth device address

struct avrc_ct_set_volume_rsp_ param
#include <esp_avrc_api.h> ESP_AVRC_CT_SET_ABSOLUTE_VOLUME_RSP_EVT.

Public Members
uint8_t volume
the volume which has actually been set, range is 0 to 0x7f, means 0% to 100%

union esp_avrc_tg_cb_param_t
#include <esp_avrc_api.h> AVRC target callback parameters.
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Public Members
struct esp_avrc_tg_cb_param_t::avrc_tg_conn_stat_param conn_stat
AVRC connection status

struct esp_avrc_tg_cb_param_t::avrc_tg_rmt_feats_param rmt_feats
AVRC features discovered through SDP

struct esp_avrc_tg_cb_param_t::.avrc_tg_psth_cmd_param psth_cmd
passthrough command

struct esp_avrc_tg_cb_param_t::avrc_tg_set_abs_vol_param set_abs_vol
set absolute volume command targeted on audio sink

struct esp_avrc_tg_cb_param_t::avrc_tg_reg_ntf_param reg_ntf
register notification

struct esp_avrc_tg cb_param_t:avrc_tg_set_app_value_param set_app_value
set player application value

struct avrc_tg_conn_stat_param
#include <esp_avrc_api.h>ESP_AVRC_TG_CONNECTION_STATE_EVT.

Public Members
bool connected
whether AVRC connection is set up

esp_bd_addr_t remote_bda
remote bluetooth device address

struct avrc_tg_psth_cmd_param
#include <esp_avrc_api.h> ESP_AVRC_TG_PASSTHROUGH_CMD_EVT.

Public Members
uint§_t key_code
passthrough command code

uint8_t key_state
0 for PRESSED, 1 for RELEASED

struct avrc_tg_reg ntf_param
#include <esp_avrc_api.h>ESP_AVRC_TG_REGISTER_NOTIFICATION_EVT.

Public Members
uint8_t event_id
event id of AVRC RegisterNotification

uint32_t event_parameter
event notification parameter

struct avrc_tg_rmt_feats_param
#include <esp_avrc_api.h> ESP_AVRC_TG_REMOTE_FEATURES_EVT.
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Public Members
uint32_t feat_mask
AVRC feature mask of remote device

uintl6_t ct_feat_flag
feature flag of remote device as CT

esp_bd_addr_t remote_bda
remote bluetooth device address

struct avrc_tg_set_abs_vol_param
#include <esp_avrc_api.h>ESP_AVRC_TG_SET_ABSOLUTE_VOLUME_CMD_EVT.

Public Members

uint8_t volume
volume ranges from 0 to 127

struct avrc_tg_set_app_value_param
#include <esp_avrc_api.h>ESP_AVRC_TG_SET_PLAYER_APP_VALUE_EVT.

Public Members
uint8_t num_val
attribute num

esp_avrc_set_app_value_param_t *p_vals
point to the id and value of player application attribute

Structures
struct esp_avrc_psth_bit_mask_t
AVRC passthrough command bit mask.

Public Members

uintl6_t bits[8]
bit mask representation of PASSTHROUGH commands
struct esp_avrc_rn_evt_cap_mask_t
AVRC target notification event capability bit mask.

Public Members
uintl6_tbits
bit mask representation of PASSTHROUGH commands

struct esp_avrc_set_app_value_param_t
AVRCEP set app value parameters.

Public Members
uint8_tattr_id
player application attribute id

uint§_t attr_val
player application attribute value
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Macros
ESP_AVRC_TRANS_LABEL_MAX
max transaction label

Type Definitions
typedef void (*esp_avrc_ct_cb_t) (esp_avrc_ct_cb_event_t
*param)
AVRCEP controller callback function type.
Parameters
* event: : Event type
* param: : Pointer to callback parameter union
typedef void (*esp_avrc_tg_cb_t) (esp_avrc_tg cb_event t
*param)
AVRCEP target callback function type.
Parameters
* event: : Event type
e param: : Pointer to callback parameter union

Enumerations

enum esp_avrc_features_t
AVRC feature bit mask.

Values:

ESP_AVRC_FEAT_RCTG = 0x0001
remote control target

ESP_AVRC_FEAT_RCCT = 0x0002
remote control controller

ESP_AVRC_FEAT_VENDOR = 0x0008
remote control vendor dependent commands

ESP_AVRC_FEAT BROWSE = 0x0010
use browsing channel

ESP_AVRC_FEAT_META_DATA = 0x0040
remote control metadata transfer command/response

ESP_AVRC_FEAT_ ADV_CTRL = 0x0200
remote control advanced control commmand/response
enum esp_avrc_feature_flag t
AVRC supported features flag retrieved in SDP record.

Values:

ESP_AVRC_FEAT_FLAG_CAT1 = 0x0001
category 1

ESP_AVRC_FEAT_FLAG_CAT2 = 0x0002
category 2

ESP_AVRC_FEAT_FLAG_CAT3 = 0x0004
category 3

ESP_AVRC_FEAT_FLAG_CAT4 = 0x0008
category 4

ESP_AVRC_FEAT FLAG_BROWSING = 0x0040
browsing

ESP_AVRC_FEAT_FLAG_COVER_ART_GET_IMAGE_PROP = 0x0080

Cover Art GetlmageProperties

event,

event,

esp_avrc_ct_cb_param_t

esp_avrc_tg_cb_param_t
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ESP_AVRC_FEAT FLAG_COVER_ART_GET_IMAGE = 0x0100
Cover Art Getlmage

ESP_AVRC_FEAT FLAG_COVER_ART_GET_LINKED_ THUMBNAIL = 0x0200
Cover Art GetLinkedThumbnail

enum esp_avrc_pt_cmd_t
AVRC passthrough command code.

Values:

ESP_AVRC_PT_CMD_SELECT = 0x00
select

ESP_AVRC_PT_CMD_UP = 0x01
up

ESP_AVRC_PT_CMD_DOWN = 0x02

down

ESP_AVRC_PT_CMD_LEFT = 0x03
left

ESP_AVRC_PT_CMD_RIGHT = 0x04
right

ESP_AVRC_PT_CMD_RIGHT_UP = 0x05
right-up

ESP_AVRC_PT_CMD_RIGHT_ DOWN = 0x06
right-down

ESP_AVRC_PT_CMD_LEFT_UP = 0x07
left-up

ESP_AVRC_PT_CMD_LEFT_DOWN = 0x08
left-down

ESP_AVRC_PT_CMD_ROOT_MENU = 0x09
root menu

ESP_AVRC_PT_CMD_SETUP_MENU = 0x0A
setup menu

ESP_AVRC_PT_CMD_CONT_MENU = 0x0B
contents menu

ESP_AVRC_PT_CMD_FAV_MENU = 0x0C
favorite menu

ESP_AVRC_PT_CMD_EXIT = 0x0D
exit

ESP_AVRC_PT_CMD_0 = 0x20
0

ESP_AVRC_PT_CMD_1 =0x21
1

ESP_AVRC_PT_CMD_2 = 0x22
2

ESP_AVRC_PT_CMD_3 = 0x23
3

ESP_AVRC_PT_CMD_4 = 0x24
4

ESP_AVRC_PT_CMD_5 = 0x25
5
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ESP_AVRC_PT_CMD_6 = 0x26
6

ESP_AVRC_PT_CMD_7 = 0x27
7

ESP_AVRC_PT_CMD_8 = 0x28
8

ESP_AVRC_PT_CMD_9 = 0x29
9

ESP_AVRC_PT_CMD_DOT = 0x2A
dot

ESP_AVRC_PT_CMD_ENTER = 0x2B
enter

ESP_AVRC_PT_CMD_CLEAR = 0x2C
clear

ESP_AVRC_PT_CMD_CHAN_UP = 0x30
channel up

ESP_AVRC_PT_CMD_CHAN_DOWN = 0x31
channel down

ESP_AVRC_PT_CMD_PREV_CHAN = 0x32
previous channel

ESP_AVRC_PT_CMD_SOUND_SEL = 0x33
sound select

ESP_AVRC_PT_CMD_INPUT_SEL = 0x34
input select

ESP_AVRC_PT_CMD_DISP_INFO = 0x35
display information

ESP_AVRC_PT_CMD_HELP = 0x36
help

ESP_AVRC_PT_CMD_PAGE_UP = 0x37
page up

ESP_AVRC_PT_CMD_PAGE_DOWN = 0x38
page down

ESP_AVRC_PT_CMD_POWER = 0x40
power

ESP_AVRC_PT_CMD_VOL_UP = 0x41
volume up

ESP_AVRC_PT_CMD_VOL_DOWN = 0x42
volume down

ESP_AVRC_PT_CMD_MUTE = 0x43
mute

ESP_AVRC_PT_CMD_PLAY = (0x44
play

ESP_AVRC_PT_CMD_STOP = 0x45
stop

ESP_AVRC_PT_CMD_PAUSE = 0x46
pause
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ESP_AVRC_PT_CMD_RECORD = 0x47
record

ESP_AVRC_PT_CMD_REWIND = 0x48
rewind

ESP_AVRC_PT_CMD_FAST_FORWARD = 0x49
fast forward

ESP_AVRC_PT_CMD_EJECT = O0x4A
eject

ESP_AVRC_PT_CMD_FORWARD = 0x4B
forward

ESP_AVRC_PT_CMD_BACKWARD = 0x4C
backward

ESP_AVRC_PT_CMD_ANGLE = 0x50
angle

ESP_AVRC_PT_CMD_SUBPICT = 0x51
subpicture

ESP_AVRC_PT_CMD_F1 =0x71
F1

ESP_AVRC_PT_ CMD_F2 = 0x72
F2

ESP_AVRC_PT_CMD_F3 = 0x73
F3

ESP_AVRC_PT CMD_F4 = 0x74
F4

ESP_AVRC_PT_CMD_F5 = 0x75
F5

ESP_AVRC_PT_CMD_VENDOR = 0x7E
vendor unique

enum esp_avrc_psth_filter_t
AVRC passthrough command filter.

Values:

ESP_AVRC_PSTH_FILTER_ALLOWED_CMD =0

all of the PASSTHROUGH commands that can possibly be used, immuateble

ESP_AVRC_PSTH_FILTER_SUPPORTED_CMD = |

PASSTHROUGH commands selectively supported according to the current configuration

ESP_AVRC_PSTH_FILTER_SUPPORT_MAX

enum esp_avrc_bit_mask_op_t
Values:

ESP_AVRC_BIT_MASK_OP_TEST =0
operation code to test a specific bit

ESP_AVRC_BIT_MASK_OP_SET = |
operation code to set a specific bit

ESP_AVRC_BIT_MASK_OP_CLEAR =2
operation code to clear a specific bit

enum esp_avrc_pt_cmd_state_t
AVRC passthrough command state.
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Values:

ESP_AVRC_PT_CMD_STATE_PRESSED = (
key pressed

ESP_AVRC_PT_CMD_STATE_RELEASED = |
key released

enum esp_avrc_ct_cb_event_t
AVRC Controller callback events.

Values:

ESP_AVRC_CT_CONNECTION_STATE_EVT =0
connection state changed event

ESP_AVRC_CT_PASSTHROUGH_RSP_EVT = |
passthrough response event

ESP_AVRC_CT_METADATA_RSP_EVT =2
metadata response event

ESP_AVRC_CT_PLAY_STATUS_RSP_EVT =3
play status response event

ESP_AVRC_CT_CHANGE_NOTIFY EVT =4
notification event

ESP_AVRC_CT_REMOTE_FEATURES_EVT =5
feature of remote device indication event

ESP_AVRC_CT_GET_RN_CAPABILITIES RSP_EVT =6
supported notification events capability of peer device

ESP_AVRC_CT_SET_ABSOLUTE_VOLUME_RSP_EVT =7
set absolute volume response event

enum esp_avrc_tg_cb_event_t
AVRC Target callback events.

Values:

ESP_AVRC_TG_CONNECTION_STATE_EVT =0
connection state changed event

ESP_AVRC_TG_REMOTE_FEATURES_EVT = |
feature of remote device indication event

ESP_AVRC_TG_PASSTHROUGH_CMD_EVT =2
passthrough command event

ESP_AVRC_TG_SET_ABSOLUTE_VOLUME_CMD_EVT =3
set absolute volume command from remote device

ESP_AVRC_TG_REGISTER_NOTIFICATION_EVT = 4
register notification event

ESP_AVRC_TG_SET_PLAYER APP_VALUE_EVT =5
set applicaton attribute value, attribute refer to esp_avrc_ps_attr_ids_t

enum esp_avrc_md_attr_mask_t
AVRC metadata attribute mask.

Values:

ESP_AVRC_MD_ATTR_TITLE = 0Ox|
title of the playing track

ESP_AVRC_MD_ATTR_ARTIST = 0x2
track artist
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ESP_AVRC_MD_ATTR_ALBUM = Ox4
album name

ESP_AVRC_MD_ATTR_TRACK_NUM = 0x8
track position on the album

ESP_AVRC_MD_ATTR_NUM_TRACKS = 0x10
number of tracks on the album

ESP_AVRC_MD_ATTR_GENRE = 0x20
track genre

ESP_AVRC_MD_ATTR_PLAYING_TIME = 0x40
total album playing time in miliseconds

enum esp_avrc_rn_event_ids_t
AVRC event notification ids.

Values:

ESP_AVRC_RN_PLAY_STATUS_CHANGE = 0x01
track status change, eg. from playing to paused

ESP_AVRC_RN_TRACK_CHANGE = 0x02
new track is loaded

ESP_AVRC_RN_TRACK_REACHED_END = 0x03
current track reached end

ESP_AVRC_RN_TRACK_REACHED_START = 0x04
current track reached start position

ESP_AVRC_RN_PLAY_ POS_CHANGED = 0x05
track playing position changed

ESP_AVRC_RN_BATTERY_STATUS_CHANGE = 0x06
battery status changed

ESP_AVRC_RN_SYSTEM_ STATUS_CHANGE = 0x07
system status changed

ESP_AVRC_RN_APP_SETTING_CHANGE = 0x08
application settings changed

ESP_AVRC_RN_NOW_PLAYING_CHANGE = 0x09
now playing content changed

ESP_AVRC_RN_AVAILABLE_PLAYERS_CHANGE = 0x0a
available players changed

ESP_AVRC_RN_ADDRESSED_PLAYER_CHANGE = 0x0b
the addressed player changed

ESP_AVRC_RN_UIDS_CHANGE = 0x0c
UIDs changed

ESP_AVRC_RN_VOLUME_CHANGE = 0x0d
volume changed locally on TG

ESP_AVRC_RN_MAX_EVT

enum esp_avrc_rn_evt_cap_t
AVRC target notification event notification capability.

Values:

ESP_AVRC_RN_CAP_ALLOWED_EVT =0
all of the notification events that can possibly be supported, immutable
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ESP_AVRC_RN_CAP_SUPPORTED_EVT = |
notification events selectively supported according to the current configuration

ESP_AVRC_RN_CAP_MAX

enum esp_avrc_rn_rsp_t
AVRC notification response type.

Values:

ESP_AVRC_RN_RSP_INTERIM = 13
initial response to RegisterNotification, should be sent T_mtp(1000ms) from receiving the command

ESP_AVRC_RN_RSP_CHANGED = 15
final response to RegisterNotification command

enum esp_avrc_ps_attr_ids_t
AVRC player setting ids.

Values:

ESP_AVRC_PS_EQUALIZER = 0x01
equalizer, on or off

ESP_AVRC_PS_REPEAT_ MODE = 0x02
repeat mode

ESP_AVRC_PS_SHUFFLE_MODE = 0x03
shuffle mode

ESP_AVRC_PS_SCAN_MODE = 0x04
scan mode on or off

ESP_AVRC_PS_MAX_ATTR

enum esp_avrc_ps_eq value_ids_t
AVRC equalizer modes.

Values:

ESP_AVRC_PS_EQUALIZER_OFF = Oxl

equalizer OFF
ESP_AVRC_PS_EQUALIZER_ON = 0x2
equalizer ON
enum esp_avrc_ps_rpt_value_ids_t
AVRC repeat modes.
Values:

ESP_AVRC_PS_REPEAT OFF = (x|
repeat mode off

ESP_AVRC_PS_REPEAT_SINGLE = 0x2
single track repeat

ESP_AVRC_PS_REPEAT_GROUP = 0x3
group repeat

enum esp_avrc_ps_shf_value_ids_t
AVRC shuffle modes.

Values:
ESP_AVRC_PS_SHUFFLE_OFF = (x|
ESP_AVRC_PS_SHUFFLE_ALL = 0x2

ESP_AVRC_PS_SHUFFLE_GROUP = 0x3
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enum esp_avrc_ps_scn_value_ids_t
AVRC scan modes.

Values:

ESP_AVRC_PS_SCAN_OFF = 0x1
scan off

ESP_AVRC_PS_SCAN_ALL = 0x2
all tracks scan

ESP_AVRC_PS_SCAN_GROUP = 0x3
group scan

enum esp_avrc_rsp_t
AVCTP response codes.

Values:

ESP_AVRC_RSP_NOT_IMPL =8
not implemented

ESP_AVRC_RSP_ACCEPT =9
accept

ESP_AVRC_RSP_REJECT = 10
reject

ESP_AVRC_RSP_IN_TRANS = 11
in transition

ESP_AVRC_RSP_IMPI,_ STBL = 12
implemented/stable

ESP_AVRC_RSP_CHANGED = 13
changed

ESP_AVRC_RSP_INTERIM= 15
interim

enum esp_avrc_batt_stat_t
AVRCEP battery status.

Values:

ESP_AVRC_BATT_ NORMAL = 0
normal state

ESP_AVRC_BATT WARNING = |
unable to operate soon

ESP_AVRC_BATT_CRITICAL=2
cannot operate any more

ESP_AVRC_BATT_EXTERNAL =3
plugged to external power supply

ESP_AVRC_BATT FULL_CHARGE =4
when completely charged from external power supply

enum esp_avrc_playback_stat_t
AVRCEP current status of playback.

Values:

ESP_AVRC_PLAYBACK_STOPPED = (
stopped

ESP_AVRC_PLAYBACK_PLAYING =1
playing
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ESP_AVRC_PLAYBACK_PAUSED =2
paused

ESP_AVRC_PLAYBACK_FWD_SEEK = 3
forward seek

ESP_AVRC_PLAYBACK_REV_SEEK =4
reverse seek

ESP_AVRC_PLAYBACK_ERROR = OxFF
error

SPP API

Overview Instructions

Application Example Check bluetooth/bluedroid/classic_bt folder in ESP-IDF examples, which contains the fol-
lowing application:

e This is a SPP demo. This demo can discover the service, connect, send and recive SPP data blue-
tooth/bluedroid/classic_bt/bt_spp_acceptor, bluetooth/bluedroid/classic_bt/bt_spp_initiator

API Reference

Header File
* bt/host/bluedroid/api/include/api/esp_spp_api.h

Functions
esp_err_t esp_spp_register_callback (esp_spp_cb_t callback)
This function is called to init callbacks with SPP module.

Return
e ESP_OK: success
e other: failed
Parameters
* [in] callback: pointer to the init callback function.
esp_err_t esp_spp_init (esp_spp_mode_t mode)
This function is called to init SPP.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] mode: Choose the mode of SPP, ESP_SPP_MODE_CB or ESP_SPP_MODE_VES.

esp_err_t esp_spp_deinit (void)
This function is called to uninit SPP.

Return
¢ ESP_OK: success
e other: failed

esp_err_t esp_spp_start_discovery (esp_bd_addr_t bd_addr)
This function is called to performs service discovery for the services provided by the given peer device. When
the operation is complete the callback function will be called with a ESP_SPP_DISCOVERY_COMP_EVT.

Return
¢ ESP_OK: success
e other: failed
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Parameters
e [in] bd_addr: Remote device bluetooth device address.

esp_err_t esp_spp_connect (esp_spp_sec_t sec_mask, esp_spp_role_t role, uint8_t remote_scn,
esp_bd_addr_t peer_bd_addr)
This function makes an SPP connection to a remote BD Address. When the connection is initiated or failed to

initiate, the callback is called with ESP_SPP_CL_INIT_EVT. When the connection is established or failed,
the callback is called with ESP_SPP_OPEN_EVT.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] sec_mask: Security Setting Mask. Suggest to use ESP_SPP_SEC_NONE,
ESP_SPP_SEC_AUTHORIZE or ESP_SPP_SEC_AUTHENTICATE only.
e [in] role: Master or slave.
e [in] remote_scn: Remote device bluetooth device SCN.
e [in] peer_bd_addr: Remote device bluetooth device address.

esp_err_t esp_spp_disconnect (uint32_t handle)
This function closes an SPP connection.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] handle: The connection handle.

esp_err_t esp_spp_start_srv (esp_spp_sec_t sec_mask, esp_spp_role_t role, uint8_t local_scn, const

char *name)
This function create a SPP server and starts listening for an SPP connection request from a remote Bluetooth

device. When the server is started successfully, the callback is called with ESP_SPP_START_EVT. When the
connection is established, the callback is called with ESP_SPP_SRV_OPEN_EVT.

Return
* ESP_OK: success
e other: failed
Parameters
e [in] sec_mask: Security Setting Mask. Suggest to use ESP_SPP_SEC_NONE,
ESP_SPP_SEC_AUTHORIZE or ESP_SPP_SEC_AUTHENTICATE only.
e [in] role: Master or slave.
* [in] local_scn: The specific channel you want to get. If channel is 0, means get any channel.
e [in] name: Server’ sname.

esp_err_t esp_spp_stop_srv (void)
This function stops all SPP servers. The operation will close all active SPP connection first, then the call-
back function will be called with ESP_SPP_CLOSE_EVT, and the number of ESP_SPP_CLOSE_EVT
is equal to the number of connection. When the operation is completed, the callback is called with
ESP_SPP_SRV_STOP_EVT. This funciton must be called after esp_spp_init() successful and before
esp_spp_deinit().

Return
* ESP_OK: success
¢ other: failed

esp_err_t esp_spp_stop_srv_scn (uint8_t scn)
This function stops a specific SPP server. The operation will close all active SPP connection first on the
specific SPP server, then the callback function will be called with ESP_SPP_CLOSE_EVT, and the number of
ESP_SPP_CLOSE_EVT is equal to the number of connection. When the operation is completed, the callback
is called with ESP_SPP_SRV_STOP_EVT. This funciton must be called after esp_spp_init() successful and
before esp_spp_deinit().

Return
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« ESP_OK: success
e other: failed
Parameters
e [in] scn: Server channel number.

esp_err_t esp_spp_write (uint32_t handle, int len, uint8_t *p_data)
This function is used to write data, only for ESP_SPP_MODE_CB.

Return
e ESP_OK: success
e other: failed
Parameters
e [in] handle: The connection handle.
e [in] len: The length of the data written.
e [in] p_data: The data written.

esp_err_t esp_spp_vEs_register (void)
This function is used to register VFS.

Return
¢ ESP_OK: success
e other: failed

Unions
union esp_spp_cb_param_t
#include <esp_spp_api.h> SPP callback parameters union.

Public Members
struct esp_spp_cb_param_t::spp_init_evt_param init
SPP callback param of SPP_INIT_EVT

struct esp_spp_cb_param_t::spp_uninit_evt_param uninit
SPP callback param of SPP_UNINIT_EVT

struct esp_spp_cb_param_t::spp_discovery_comp_evt_param disc_comp
SPP callback param of SPP_DISCOVERY_COMP_EVT

struct esp_spp_cb_param_t::spp_open_evt_param open
SPP callback param of ESP_SPP_OPEN_EVT

struct esp_spp_cb_param_t::spp_srv_open_evt_param srv_open
SPP callback param of ESP_SPP_SRV_OPEN_EVT

struct esp_spp_cb_param_t::spp_close_evt_param close
SPP callback param of ESP_SPP_CLOSE_EVT

struct esp_spp_cb_param_t:.:spp_start_evt_param start
SPP callback param of ESP_SPP_START_EVT

struct esp_spp_cb_param_t::spp_srv_stop_evt_param srv_stop
SPP callback param of ESP_SPP_SRV_STOP_EVT

struct esp_spp_cb_param_t::spp_cl_init_evt_param c¢l_init
SPP callback param of ESP_SPP_CL_INIT_EVT

struct esp_spp_cb_param_t::spp_write_evt_param write
SPP callback param of ESP_SPP_WRITE_EVT

struct esp_spp_cb_param_t::spp_data_ind_evt_param data_ind
SPP callback param of ESP_SPP_DATA_IND_EVT

struct esp_spp_cb_param_t::spp_cong_evt_param cong
SPP callback param of ESP_SPP_CONG_EVT
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struct spp_cl_init_evt_param
#include <esp_spp_api.h>ESP_SPP_CL_INIT_EVT.

Public Members

esp_spp_status_t status
status

uint32_t handle
The connection handle

uint8_t sec_id
security ID used by this server

bool use_co
TRUE to use co_rfc_data

struct spp_close_evt_param
#include <esp_spp_api.h> ESP_SPP_CLOSE_EVT.

Public Members

esp_spp_status_t status
status

uint32_t port_status
PORT status

uint32_t handle
The connection handle

bool async
FALSE, if local initiates disconnect

struct spp_cong_evt_param
#include <esp_spp_api.h> ESP_SPP_CONG_EVT.

Public Members

esp_spp_status_t status
status

uint32_t handle
The connection handle

bool cong
TRUE, congested. FALSE, uncongested

struct spp_data_ind_evt_param
#include <esp_spp_api.h> ESP_SPP_DATA_IND_EVT.

Public Members

esp_spp_status_t status
status

uint32_t handle
The connection handle

uintl6_t len
The length of data
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uint8_t *data
The data received

struct spp_discovery_ comp_evt_param
#include <esp_spp_api.h> SPP_DISCOVERY_COMP_EVT.

Public Members

esp_spp_status_t status
status

uint8_t sen_num
The num of scn_num

uint8_t sen[ESP_SPP_MAX_SCN]
channel #

const char *service_name[ESP_SPP_MAX_SCN]

service_name

struct spp_init_evt_param
#include <esp_spp_api.h> SPP_INIT_EVT.

Public Members

esp_spp_status_t status
status

struct spp_open_evt_param
#include <esp_spp_api.h> ESP_SPP_OPEN_EVT.

Public Members

esp_spp_status_t status
status

uint32_t handle
The connection handle

int £d
The file descriptor only for ESP_SPP_MODE_VFS

esp_bd_addr_t rem_bda
The peer address

struct spp_srv_open_evt_param
#include <esp_spp_api.h> ESP_SPP_SRV_OPEN_EVT.

Public Members

esp_spp_status_t status
status

uint32_t handle
The connection handle

uint32_t new_listen_handle
The new listen handle

int £d
The file descriptor only for ESP_SPP_MODE_VFS
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esp_bd_addr_t rem_bda
The peer address

struct spp_srv_stop_evt_param
#include <esp_spp_api.h> ESP_SPP_SRV_STOP_EVT.

Public Members
esp_spp_status_t status
status

uint8_t sen
Server channel number

struct spp_start_evt_param
#include <esp_spp_api.h> ESP_SPP_START_EVT.

Public Members
esp_spp_status_t status
status

uint32_t handle
The connection handle

uint8_t sec_id
security ID used by this server

uint8_t sen
Server channel number

bool use_co
TRUE to use co_rfc_data

struct spp_uninit_evt_param
#include <esp_spp_api.h> SPP_UNINIT_EVT.

Public Members

esp_spp_status_t status
status

struct spp_write_evt_param
#include <esp_spp_api.h>ESP_SPP_WRITE_EVT.

Public Members

esp_spp_status_t status
status

uint32_t handle
The connection handle

int len
The length of the data written.

bool cong
congestion status
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Macros

ESP_SPP_SEC_NONE
No security. relate to BTA_SEC_NONE in bta/bta_api.h

ESP_SPP_SEC_AUTHORIZE
Authorization required (only needed for out going connection ) relate to BTA_SEC_AUTHORIZE in
bta/bta_api.h

ESP_SPP_SEC_AUTHENTICATE
Authentication required. relate to BTA_SEC_AUTHENTICATE in bta/bta_api.h

ESP_SPP_SEC_ENCRYPT
Encryption required. relate to BTA_SEC_ENCRYPT in bta/bta_api.h

ESP_SPP_SEC_MODE4_LEVEL4
Mode 4 level 4 service, i.e. incoming/outgoing MITM and P-256 encryption relate to
BTA_SEC_MODE4_LEVEL4 in bta/bta_api.h

ESP_SPP_SEC_MITM
Man-In-The_Middle protection relate to BTA_SEC_MITM in bta/bta_api.h

ESP_SPP_SEC_IN_16_DIGITS
Min 16 digit for pin code relate to BTA_SEC_IN_16_DIGITS in bta/bta_api.h

ESP_SPP_MAX_MTU
SPP max MTU

ESP_SPP_MAX_SCN
SPP max SCN

Type Definitions

typedef uintl6_t esp_spp_sec_t

typedef void (esp_spp_cb_t) (esp_spp_cb_event_t event, esp_spp_cb_param_t *param)
SPP callback function type.

Parameters
* event: Event type
¢ param: Point to callback parameter, currently is union type

Enumerations
enum esp_spp_status_t
Values:

ESP_SPP_SUCCESS =0
Successful operation.

ESP_SPP_FAILURE
Generic failure.

ESP_SPP_BUSY
Temporarily can not handle this request.

ESP_SPP_NO_DATA
No data

ESP_SPP_NO_RESOURCE
No more resource

ESP_SPP_NEED_INIT
SPP module shall init first

ESP_SPP_NEED_DEINIT
SPP module shall deinit first

ESP_SPP_NO_CONNECTION
Connection may have been closed
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ESP_SPP_NO_SERVER
No SPP server
enum esp_spp_role_t
Values:

ESP_SPP_ROLE_MASTER = ()
Role: master

ESP_SPP_ROLE_SLAVE = |
Role: slave

enum esp_spp_mode_t
Values:

ESP_SPP_MODE_CB =0
When data is coming, a callback will come with data

ESP_SPP_MODE_VFS = |
Use VEFS to write/read data

enum esp_spp_cb_event_t
SPP callback function events.

Values:

ESP_SPP_INIT_EVT =0
When SPP is inited, the event comes

ESP_SPP_UNINIT EVT =1
When SPP is uninited, the event comes

ESP_SPP_DISCOVERY_COMP_EVT = §
When SDP discovery complete, the event comes

ESP_SPP_OPEN_EVT = 26
When SPP Client connection open, the event comes

ESP_SPP_CLOSE_EVT =27
When SPP connection closed, the event comes

ESP_SPP_START_EVT =28
When SPP server started, the event comes

ESP_SPP_CL_INIT_EVT =29
When SPP client initiated a connection, the event comes

ESP_SPP_DATA_IND_EVT =30
When SPP connection received data, the event comes, only for ESP_SPP_MODE_CB

ESP_SPP_CONG_EVT =31
When SPP connection congestion status changed, the event comes, only for ESP_SPP_MODE_CB

ESP_SPP_WRITE_EVT = 33
When SPP write operation completes, the event comes, only for ESP_SPP_MODE_CB

ESP_SPP_SRV_OPEN_EVT = 34
When SPP Server connection open, the event comes

ESP_SPP_SRV_STOP_EVT = 35
When SPP server stopped, the event comes

HFP DEFINES

Overview Instructions

API Reference
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Header File
* bt/host/bluedroid/api/include/api/esp_hf_defs.h

Macros
ESP_BT_HF_NUMBER_LEN
ESP_BT_HF_OPERATOR_NAME_LEN

BTC_HSAG_SERVICE_NAME
BTC_HFAG_SERVICE_NAME
BTC_HF_SERVICES
BTC_HF_SERVICE_NAMES
BTC_HF_SECURITY
BTC_HF_CALL_END_TIMEOUT

BTC_HF_INVALID_IDX

Type Definitions
typedef void (*esp_hf_connection_state_callback) (esp_hf_connection_state_t state,

esp_bd_addr_t *bd_addr)
Callback for connection state change. state will have one of the values from BtHf ConnectionState

typedef void (*esp_hf_audio_state_callback) (esp_hf_audio_state_t state, esp_bd_addr_t
*bd_addr)

Callback for audio connection state change. state will have one of the values from BtHf AudioState
typedef void (*esp_hf_vr_cmd_callback) (esp_hf_vr_state_t state, esp_bd_addr_t *bd_addr)
Callback for VR connection state change. state will have one of the values from BtHf VRState

typedef void (*esp_hf_answer_call_cmd_callback) (esp_bd_addr_t *bd_addr)
Callback for answer incoming call (ATA)

typedef void (*esp_hf_hangup_call_cmd_callback) (esp_bd_addr_t *bd_addr)
Callback for disconnect call (AT+CHUP)

typedef void (*esp_hf_volume_cmd_callback) (esp_hf_volume_control_target t type, int vol-
ume, esp_bd_addr_t *bd_addr)
Callback for disconnect call (AT+CHUP) type will denote Speaker/Mic gain (BtHf VolumeControl).

typedef void (*esp_hf_dial_call_cmd_callback) (char *number, esp_bd_addr_t *bd_addr)
Callback for dialing an outgoing call If number is NULL, redial

typedef void (*esp_hf_dtmf cmd_callback) (char tone, esp_bd_addr_t *bd_addr)
Callback for sending DTMF tones tone contains the dtmf character to be sent

typedef void (*esp_hf_nrec_cmd_callback) (esp_hf _nrec_t nrec, esp_bd_addr_t *bd_addr)
Callback for enabling/disabling noise reduction/echo cancellation value will be 1 to enable, O to disable

typedef void (*esp_hf_wbs_callback) (esp_hf_wbs_config_t wbs, esp_bd_addr_t *bd_addr)
Callback for AT+BCS and event from BAC WBS enable, WBS disable

typedef void (*esp_hf_chld_cmd_callback) (esp_hf_chld_type_t chld, esp_bd_addr_t

*bd_addr)
Callback for call hold handling (AT+CHLD) value will contain the call hold command (0, 1, 2, 3)

typedef void (*esp_hf_cnum_cmd_callback) (esp_bd_addr_t *bd_addr)
Callback for CNUM (subscriber number)

typedef void (*esp_hf_cind_cmd_callback) (esp_bd_addr_t *bd_addr)
Callback for indicators (CIND)

typedef void (*esp_hf_cops_cmd_callback) (esp_bd_addr_t *bd_addr)
Callback for operator selection (COPS)
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typedef void (*esp_hf_clcc_cmd_callback) (esp_bd_addr_t *bd_addr)
Callback for call list (AT+CLCC)

typedef void (*esp_hf_ unknown_at_cmd_callback) (char *at_string, esp_bd_addr_t

*bd_addr)
Callback for unknown AT command recd from AG at_string will contain the unparsed AT string

typedef void (*esp_hf_key_pressed_cmd_callback) (esp_bd_addr_t *bd_addr)
Callback for keypressed (HSP) event.

Enumerations
enum esp_hf_ in_band_ring_state_t
in-band ring tone state

Values:
ESP_HF_IN_BAND_ RINGTONE_NOT PROVIDED =0

ESP_HF_IN_BAND_RINGTONE_PROVIDED
enum esp_hf vr_state_t
voice recognition state

Values:

ESP_HF_VR_STATE_DISABLED =0
voice recognition disabled

ESP_HF_VR_STATE_ENABLED
voice recognition enabled

enum esp_hf volume_control_target_t
Bluetooth HFP audio volume control target.

Values:

ESP_HF_VOLUME_CONTROIL_TARGET_SPK =0
speaker

ESP_HF_VOLUME_CONTROL_TARGET MIC
microphone

enum esp_hf audio_state_t
Bluetooth HFP audio connection status.

Values:

ESP_HF_AUDIO_STATE_DISCONNECTED =0
audio connection released

ESP_HF_AUDIO_STATE_CONNECTING
audio connection has been initiated

ESP_HF_AUDIO_STATE_CONNECTED
audio connection is established

ESP_HF_AUDIO_STATE_CONNECTED_MSBC
mSBC audio connection is established

enum esp_hf volume_type_t
Values:

ESP_HF_VOLUME_TYPE_SPK =0
ESP_HF_VOLUME_TYPE_MIC

enum esp_hf_ network_state_t
+CIND network service availability status

Values:
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ESP_HF_NETWORK_STATE_NOT AVAILABLE =0
ESP_HF_NETWORK_STATE_AVAILABLE

enum esp_hf_ service_type_t
+CIEV Service type

Values:
ESP_HF_SERVICE_TYPE_HOME =0
ESP_HF_SERVICE_TYPE_ROAMING

enum esp_hf call_status_t
+CIND call status indicator values
Values:

ESP_HF_CALL_STATUS_NO_CALLS =0
no call in progress

ESP_HF_CALL_STATUS_CALL_IN_PROGRESS =1
call is present(active or held)

enum esp_hf call_setup_status_t
+CIND call setup status indicator values
Values:

ESP_HF_CALL_SETUP_STATUS_IDLE = (
no call setup in progress

ESP_HF_CALL_SETUP_STATUS_INCOMING = |
incoming call setup in progress

ESP_HF_CALL_SETUP_STATUS_OUTGOING_DIALING =2
outgoing call setup in dialing state

ESP_HF_CALL_SETUP_STATUS_OUTGOING_ALERTING = 3
outgoing call setup in alerting state

enum esp_hf_ roaming_status_t
+CIND roaming status indicator values

Values:

ESP_HF_ROAMING_STATUS_INACTIVE =0
roaming is not active

ESP_HF_ROAMING_STATUS_ACTIVE
a roaming is active

enum esp_hf call_held_status_t
+CIND call held indicator values

Values:

ESP_HF_CALL_HELD_STATUS_NONE = (
no calls held

ESP_HF_CALL_HELD_STATUS_HELD_AND_ACTIVE = |
both active and held call

ESP_HF_CALL_HELD_STATUS_HELD =2
call on hold, no active call

enum esp_hf_ current_call_status_t
+CLCC status of the call

Values:
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ESP_HF_CURRENT CALL_STATUS_ACTIVE =0
active

ESP_HF_CURRENT_CALL_STATUS_HELD =1
held

ESP_HF_CURRENT CALL_STATUS_DIALING =2
dialing (outgoing calls only)

ESP_HF_CURRENT_ CALL_STATUS_ALERTING =3
alerting (outgoing calls only)

ESP_HF_CURRENT_CALL_STATUS_INCOMING = 4
incoming (incoming calls only)

ESP_HF_CURRENT_CALL_STATUS_WAITING =5
waiting (incoming calls only)

ESP_HF_CURRENT_ CALL_STATUS_HELD_BY RESP_HOLD =6
call held by response and hold

enum esp_hf_ current_call_direction_t
+CLCC direction of the call

Values:

ESP_HF_CURRENT_CALL_DIRECTION_OUTGOING =0
outgoing

ESP_HF_CURRENT_CALL_DIRECTION_INCOMING =1
incoming

enum esp_hf_ current_call_mpty_type_t
+CLCC multi-party call flag

Values:

ESP_HF_CURRENT_CALL_MPTY_TYPE_SINGLE =0
not a member of a multi-party call

ESP_HF_CURRENT_CALL_MPTY_TYPE_MULTI = |
member of a multi-party call

enum esp_hf_ current_call_mode_t
+CLCC call mode

Values:
ESP_HF_CURRENT_CALL_MODE_VOICE =0
ESP_HF_CURRENT CALL_MODE_DATA = |
ESP_HF_CURRENT CALL_MODE_FAX =2

enum esp_hf call_addr_type_t
+CLCC address type

Values:

ESP_HF_CALL_ADDR_TYPE_UNKNOWN = 0x81
unkown address type

ESP_HF_CALL_ADDR_TYPE_INTERNATIONAL = 0x91
international address

enum esp_hf_ subscriber_service_type_t
+CNUM service type of the phone number

Values:
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ESP_HF_SUBSCRIBER_SERVICE_TYPE_UNKNOWN = 0
unknown

ESP_HF_SUBSCRIBER_SERVICE_TYPE_VOICE
voice service

ESP_HF_SUBSCRIBER_SERVICE_TYPE_FAX
fax service

enum esp_hf btrh_status_t
+BTRH response and hold result code

Values:

ESP_HF_BTRH_STATUS_HELD =0
incoming call is put on held in AG

ESP_HF_BTRH_STATUS_ACCEPTED
held incoming call is accepted in AG

ESP_HF_BTRH_STATUS_REJECTED
held incoming call is rejected in AG

enum esp_hf btrh_cmd_t
AT+BTRH response and hold action code.

Values:

ESP_HF_BTRH_CMD_HOLD = 0
put the incoming call on hold

ESP_HF_BTRH_CMD_ACCEPT = |
accept a held incoming call

ESP_HF_BTRH_CMD_REJECT =2
reject a held incoming call

enum esp_hf_ nrec_t
Values:

ESP_HF_NREC_STOP =0
ESP_HF_NREC_START

enum esp_hf_ call_waiting_status_t
+CCWA resposne status

Values:
ESP_HF_CALL_WAITING_INACTIVE
ESP_HF_CALL_ WAITING_ACTIVE

enum esp_hf_ wbs_config t
Values:

ESP_HF_WBS_NONE
ESP_HF_WBS_NO
ESP_HF_WBS_YES

enum esp_hf_ connection_state_t
Bluetooth HFP RFCOMM connection and service level connection status.

Values:

ESP_HF_CONNECTION_STATE_DISCONNECTED = 0
RFCOMM data link channel released

ESP_HF_CONNECTION_STATE_CONNECTING
connecting remote device on the RFCOMM data link
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ESP_HF_CONNECTION_STATE_CONNECTED
RFCOMM connection established

ESP_HF_CONNECTION_STATE_SILC_CONNECTED
service level connection established

ESP_HF_CONNECTION_STATE_DISCONNECTING
disconnecting with remote device on the RFCOMM data link

enum esp_hf chld_type_t
AT+CHLD command values.

Values:

ESP_HF_CHLD_TYPE_REL =0
<0>, Terminate all held or set UDUB( “busy” ) to a waiting call

ESP_HF_CHLD_TYPE_REI_ACC
<1>, Terminate all active calls and accepts a waiting/held call

ESP_HF_CHLD_TYPE_HOLD_ACC
<2>, Hold all active calls and accepts a waiting/held call

ESP_HF_CHLD_TYPE_MERGE
<3>, Add all held calls to a conference

ESP_HF_CHLD_TYPE_MERGE_DETACH
<4>, connect the two calls and disconnects the subscriber from both calls

ESP_HF_CHLD_TYPE_REL_ X
<1x>, releases specified calls only

ESP_HF_CHLD_TYPE_PRIV_X
<2x>, request private consultation mode with specified call

enum esp_hf at_response_code_t
Values:

ESP_HF_AT RESPONSE_CODE_OK =0
acknowledges execution of a command line

ESP_HF_AT RESPONSE_CODE_ERR
command not accepted

ESP_HF_AT RESPONSE_CODE_NO_CARRIER
connection terminated

ESP_HF_AT RESPONSE_CODE_BUSY
busy signal detected

ESP_HF_AT RESPONSE_CODE_NO_ANSWER
connection completion timeout

ESP_HF_AT_RESPONSE_CODE_DELAYED
delayed

ESP_HF_ AT RESPONSE_CODE_BLACKLISTED
blacklisted

ESP_HF_AT RESPONSE_CODE_CME
CME error

enum esp_hf_ at_response_t
Values:

ESP_HF_AT_RESPONSE_ERROR =0

ESP_HF_AT RESPONSE_OK
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enum esp_hf_ cme_err_t
Extended Audio Gateway Error Result Code Response.

Values:

ESP_HF_CME_AG_FAILURE =0
ag failure

ESP_HF_CME_NO_CONNECTION_TO_PHONE = |
no connection to phone

ESP_HF_CME_OPERATION_NOT_ALLOWED =3
operation not allowed

ESP_HF_CME_OPERATION_NOT_SUPPORTED = 4
operation not supported

ESP_HF_CME_PH_SIM PIN_REQUIRED =5
PH-SIM PIN Required

ESP_HF_CME_SIM_ NOT_INSERTED = 10
SIM not inserted

ESP_HF_CME_SIM PIN_REQUIRED = 11
SIM PIN required

ESP_HF_CME_SIM PUK_REQUIRED = 12
SIM PUK required

ESP_HF_CME_SIM FAILURE = 3
SIM failure

ESP_HF_CME_SIM BUSY= 14
SIM busy

ESP_HF_CME_INCORRECT_PASSWORD = 16
incorrect password

ESP_HF_CME_SIM PIN2_REQUIRED =7
SIM PIN2 required

ESP_HF_CME_SIM_PUK2_REQUIRED = 18
SIM PUK?2 required

ESP_HF_CME_MEMEORY_ FULL =20
memory full

ESP_HF_CME_INVALID_INDEX =21
invalid index

ESP_HF_CME_MEMEORY_ FAILURE =23
memory failure

ESP_HF_CME_TEXT_STRING_TOO_LONG = 24
test string too long

ESP_HF_CME_INVALID CHARACTERS_IN_TEXT STRING =25
invalid characters in text string

ESP_HF_CME_DIAL_STRING_TOO_LONG = 26
dial string too long

ESP_HF_CME_INVALID_CHARACTERS_IN DIAL_STRING =27
invalid characters in dial string

ESP_HF_CME_NO_NETWORK_SERVICE = 30
no network service

ESP_HF_CME_NETWORK_TIMEOUT = 31
network timeout
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ESP_HF_CME_NETWORK_NOT_ALLOWED = 32
network not allowed emergency calls only

HFP CLIENT API

Overview Instructions

API Reference

Header File
* bt/host/bluedroid/api/include/api/esp_hf_client_api.h

Functions

esp_err_t esp_hf_ client_register_callback (esp_hf_client_cb_t callback)
Register application callback function to HFP client module. This function should be called only after
esp_bluedroid_enable() completes successfully, used by HFP client.

Return
* ESP_OK: success
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: if callback is a NULL function pointer
Parameters
e [in] callback: HFP client event callback function
esp_err_t esp_hf_client_init (void)
Initialize the bluetooth HFP client module. This function should be called after esp_bluedroid_enable() com-
pletes successfully.

Return
¢ ESP_OK: if the initialization request is sent successfully
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others

esp_err_t esp_hf client_deinit (void)
De-initialize for HFP client module. This function should be called only after esp_bluedroid_enable() com-
pletes successfully.

Return
¢ ESP_OK: success
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_FAIL: others

esp_err_t esp_hf_client_connect (esp_bd_addr_t remote_bda)
Connect to remote bluetooth HFP audio gateway(AG) device, must after esp_hf_client_init()

Return
* ESP_OK: connect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_bda: remote bluetooth device address

esp_err_t esp_hf_client_disconnect (esp_bd_addr_t remote_bda)
Disconnect from the remote HFP audio gateway.

Return
* ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_FAIL: others

Parameters
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e [in] remote_bda: remote bluetooth device address

esp_err_t esp_hf_client_connect_audio (esp_bd_addr_t remote_bda)
Create audio connection with remote HFP AG. As a precondition to use this API, Service Level Connection
shall exist with AG.

Return
¢ ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_FAIL: others
Parameters
e [in] remote_bda: remote bluetooth device address

esp_err_t esp_hf_client_disconnect_audio (esp_bd_addr_t remote_bda)
Release the established audio connection with remote HFP AG.

Return
¢ ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
Parameters
e [in] remote_bda: remote bluetooth device address

esp_err_t esp_hf_ client_start_voice_recognition (void)
Enable voice recognition in the AG. As a precondition to use this API, Service Level Connection shall exist
with AG.

Return
» ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf client_stop_voice_recognition (void)
Disable voice recognition in the AG. As a precondition to use this API, Service Level Connection shall exist
with AG.

Return
¢ ESP_OK: disconnect request is sent to lower layer
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf_client_volume_update (esp_hf volume_control_target t type, int volume)
Volume synchronization with AG. As a precondition to use this API, Service Level Connection shall exist with
AG.

Return
» ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] type: volume control target, speaker or microphone
* [in] wvolume: gain of the speaker of microphone, ranges O to 15

esp_err_t esp_hf_client_dial (const char *number)
Place a call with a specified number, if number is NULL, last called number is called. As a precondition to
use this API, Service Level Connection shall exist with AG.

Return
¢ ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
Parameters
e [in] number: number string of the call. If NULL, the last number is called(aka re-dial)
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esp_err_t esp_hf_ client_dial_memory (int location)
Place a call with number specified by location(speed dial). As a precondition, to use this API, Service Level
Connection shall exist with AG.

Return
« ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
Parameters
e [in] location: location of the number in the memory

esp_err_t esp_hf_client_send_chld_cmd (esp_hf chld_type_t chld, int idx)
Send call hold and multiparty commands, or enhanced call control commands(Use AT+CHLD). As a precon-
dition to use this API, Service Level Connection shall exist with AG.

Return
¢ ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

Parameters
* [in] chld: AT+CHLD call hold and multiparty handling AT command.
e [in] idx: used in Enhanced Call Control Mechanisms, wused if chld is

ESP_HF_CHLD_TYPE_REL_X or ESP_HF_CHLD_TYPE_PRIV_X

esp_err_t esp_hf_client_send_btrh_cmd (esp_hf_btrh_cmd_t btrh)
Send response and hold action command(Send AT+BTRH command) As a precondition to use this API, Ser-
vice Level Connection shall exist with AG.

Return
* ESP_OK: disconnect request is sent to lower layer
¢ ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] btrh: response and hold action to send

esp_err_t esp_hf client_answer_call (void)
Answer an incoming call(send ATA command). As a precondition to use this API, Service Level Connection
shall exist with AG.

Return
¢ ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others

esp_err_t esp_hf client_reject_call (void)
Reject an incoming call(send AT+CHUP command), As a precondition to use this API, Service Level Con-
nection shall exist with AG.

Return
* ESP_OK: disconnect request is sent to lower layer
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
o ESP_FAIL: others

esp_err_t esp_hf_ client_query_current_calls (void)
Query list of current calls in AG(send AT+CLCC command), As a precondition to use this API, Service Level
Connection shall exist with AG.

Return
¢ ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others

esp_err_t esp_hf client_query_current_operator_name (void)
Query the name of currently selected network operator in AG(use AT+COPS commands) As a precondition
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to use this API, Service Level Connection shall exist with AG.

Return
» ESP_OK: disconnect request is sent to lower layer

¢ ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
esp_err_t esp_hf client_retrieve_subscriber_info (void)
Get subscriber information number from AG(send AT+CNUM command) As a precondition to use this API,
Service Level Connection shall exist with AG.

Return
» ESP_OK: disconnect request is sent to lower layer

¢ ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

esp_err_t esp_hf client_send_dtmf (char code)
Transmit DTMF codes during an ongoing call(use AT+VTS commands) As a precondition to use this API,

Service Level Connection shall exist with AG.

Return
» ESP_OK: disconnect request is sent to lower layer
¢ ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] code: dtmf code, single ascii character in the set 0-9, #, *, A-D

esp_err_t esp_hf_client_request_last_voice_tag_number (void)
Request a phone number from AG corresponding to last voice tag recorded (send AT+BINP command). As a

precondition to use this API, Service Level Connection shall exist with AG.

Return
* ESP_OK: disconnect request is sent to lower layer

* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
esp_err_t esp_hf_client_send_nrec (void)
Disable echo cancellation and noise reduction in the AG (use AT+NREC=0 command) As a precondition to
use this API, Service Level Connection shall exist with AG.

Return
¢ ESP_OK: NREC=0 request is sent to lower layer

e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
esp_err_t esp_hf client_register_data_callback (esp_hf_client_incoming_data_cb_t  recv,
esp_hf_client_outgoing_data_cb_t send)
Register HFP client data output function; the callback is only used in the case that Voice Over HCI is enabled.

Return
« ESP_OK: success
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled

e ESP_FAIL: if callback is a NULL function pointer

Parameters
e [in] recv: HFP client incoming data callback function

e [in] send: HFP client outgoing data callback function

void esp_hf_client_outgoing data_ready (void)
Trigger the lower-layer to fetch and send audio data. This function is only only used in the case that Voice

Over HCl is enabled. Precondition is that the HFP audio connection is connected. After this function is called,
lower layer will invoke esp_hf_client_outgoing_data_cb_t to fetch data.

void esp_hf_client_pcm_resample_init (uint32_t src_sps, uint32_t bits, uint32_t channels)
Initialize the down sampling converter. This is a utility function that can only be used in the case that Voice

Over HCI is enabled.
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Parameters
e [in] src_sps: original samples per second(source audio data, i.e. 48000, 32000, 16000, 44100,
22050, 11025)
* [in] bits: number of bits per pcm sample (16)
e [in] channels: number of channels (i.e. mono(1), stereo(2)---)

void esp_hf_client_pcm_resample_deinit (void)
Deinitialize the down sampling converter.

int32_tesp_hf client_pcm_ resample (void *src, uint32_t in_bytes, void *dst)
Down sampling utility to convert high sampling rate into 8K/16bits 1-channel mode PCM samples. This can
only be used in the case that Voice Over HCI is enabled.

Return number of samples converted
Parameters
* [in] src: pointer to the buffer where the original sampling PCM are stored
e [in] in_bytes: length of the input PCM sample buffer in byte
e [in] dst: pointer to the buffer which is to be used to store the converted PCM samples

Unions
union esp_hf_client_cb_param t
#include <esp_hf_client_api.h> HFP client callback parameters.

Public Members
struct esp_hf_client_cb_param_t::hf_client_conn_stat_param conn_stat
HF callback param of ESP_HF_CLIENT_CONNECTION_STATE_EVT

struct esp_hf_client_cb_param_t::hf_client_audio_stat_param audio_stat
HF callback param of ESP_HF_CLIENT_AUDIO_STATE_EVT

struct esp_hf_client_cb_param_t::hf_client_bvra_param bvra
HF callback param of ESP_HF_CLIENT_BVRA_EVT

struct esp_hf_client_cb_param_t::hf_client_service_availability_param service_availability
HF callback param of ESP_HF_CLIENT_CIND_SERVICE_AVAILABILITY_EVT

struct esp_hf_client_cb_param_t::hf_client_network_roaming_param roaming
HF callback param of ESP_HF_CLIENT_CIND_ROAMING_STATUS_EVT

struct esp_hf_client_cb_param_t::hf_client_signal_strength_ind_param signal_strength
HF callback param of ESP_HF_CLIENT_CIND_SIGNAL_STRENGTH_EVT

struct esp_hf_client_cb_param_t::hf_client_battery_level_ind_param battery_level
HF callback param of ESP_HF_CLIENT_CIND_BATTERY_LEVEL_EVT

struct esp_hf_client_cb_param_t::hf_client_current_operator_param cops
HF callback param of ESP_HF_CLIENT_COPS_CURRENT_OPERATOR_EVT

struct esp_hf_client_cb_param_t::hf_client_call_ind_param call
HF callback param of ESP_HF_CLIENT_CIND_CALL_EVT

struct esp_hf_client_cb_param_t::hf_client_call_setup_ind_param call_setup
HF callback param of ESP_HF_CLIENT_BVRA_EVT

struct esp_hf_client_cb_param_t::hf_client_call_held_ind_param call_held
HF callback param of ESP_HF_CLIENT_CIND_CALL_HELD_EVT

struct esp_hf_client_cb_param_t::hf _client_btrh_param btrh
HF callback param of ESP_HF_CLIENT_BRTH_EVT

struct esp_hf_client_cb_param_t::hf_client_clip_param clip
HF callback param of ESP_HF_CLIENT_CLIP_EVT
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struct esp_hf_client_cb_param_t::hf_client_ccwa_param ccwa
HF callback param of ESP_HF_CLIENT_BVRA_EVT

struct esp_hf_client_cb_param_t::hf_client_clcc_param clce
HF callback param of ESP_HF_CLIENT_CLCC_EVT

struct esp_hf_client_cb_param_t::hf_client_volume_control_param volume_control
HF callback param of ESP_HF_CLIENT_VOLUME_CONTROL_EVT

struct esp_hf_client_cb_param_t::hf_client_at_response_param at_response
HF callback param of ESP_HF_CLIENT_AT_RESPONSE_EVT

struct esp_hf_client_cb_param_t::hf_client_cnum_param cnum
HF callback param of ESP_HF_CLIENT_CNUM_EVT

struct esp_hf_client_cb_param_t::hf_client_bsirparam bsir
HF callback param of ESP_HF_CLIENT_BSIR_EVT

struct esp_hf _client_cb_param_t::hf _client_binp_param binp
HF callback param of ESP_HF_CLIENT_BINP_EVT

struct hf_client_at_response_param
#include <esp_hf_client_api.h> ESP_HF_CLIENT_AT_RESPONSE_EVT.

Public Members

esp_hf_at_response_code_t code
AT response code

esp_hf_cme_err_t cme
Extended Audio Gateway Error Result Code

struct hf_client_audio_stat_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_AUDIO_STATE_EVT.

Public Members

esp_hf_client_audio_state_t state
audio connection state

esp_bd_addr_t remote_bda
remote bluetooth device address

struct hf_client_battery_level_ind_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CIND_BATTERY_LEVEL_EVT.

Public Members

int value
battery charge value, ranges from 0 to 5

struct hf_client_binp_ param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_BINP_EVT.

Public Members

const char *number
phone number corresponding to the last voice tag in the HF

struct hf_client_bsirparam
#include <esp_hf _client_api.h>ESP_HF_CLIENT_BSIR_EVT.
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Public Members

esp_hf_client_in_band_ring_state_t state
setting state of in-band ring tone

struct hf_client_btrh_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_BTRH_EVT.

Public Members

esp_hf_btrh_status_t status
call hold and response status result code

struct hf_client_bvra_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_BVRA_EVT.

Public Members

esp_hf_vr_state_t value
voice recognition state

struct hf_client_call_held_ind_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_CIND_CALL_HELD_EVT.

Public Members

esp_hf_call_held_status_t status
bluetooth proprietary call hold status indicator

struct hf_client_call_ind_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_CIND_CALL_EVT.

Public Members

esp_hf_call_status_t status
call status indicator

struct hf_client_call_setup_ind_ param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_CIND_CALL_SETUP_EVT.

Public Members

esp_hf_call_setup_status_t status
call setup status indicator

struct hf_client_ccwa_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CCWA_EVT.

Public Members

const char *number
phone number string of waiting call

struct hf_client_clcc_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_CLCC_EVT.
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Public Members
int idx
numbering(starting with 1) of the call

esp_hf_current_call_direction_t dir
direction of the call

esp_hf_current_call_status_t status
status of the call

esp_hf_current_call_mpty_type_t mpty
multi-party flag

char *number
phone number(optional)

struct hf_client_clip_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CLIP_EVT.

Public Members

const char *number
phone number string of call

struct hf_client_cnum_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CNUM_EVT.

Public Members
const char *number
phone number string

esp_hf_subscriber_service_type_t type
service type that the phone number relates to

struct hf_client_conn_stat_param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_CONNECTION_STATE_EVT.

Public Members

esp_hf_client_connection_state_t state
HF connection state

uint32_t peer_feat
AG supported features

uint32_t chld_feat
AG supported features on call hold and multiparty services

esp_bd_addr_t remote_bda
remote bluetooth device address

struct hf_client_current_operator_param
#include <esp_hf_client_api.h> ESP_HF_CLIENT_COPS_CURRENT_OPERATOR_EVT.
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Public Members

const char *name
name of the network operator

struct hf_client_network_roaming param
#include <esp_hf_client_api.h>ESP_HF_CLIENT_CIND_ROAMING_STATUS_EVT.

Public Members

esp_hf_roaming_status_t status
roaming status

struct hf_client_service_availability param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CIND_SERVICE_AVAILABILITY_EVT.

Public Members

esp_hf_network_state_t status
service availability status

struct hf_client_signal_strength_ind_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_CIND_SIGNAL_STRENGTH_EVT.

Public Members

int value
signal strength value, ranges from 0 to 5

struct hf_client_volume_control_param
#include <esp_hf _client_api.h>ESP_HF_CLIENT_VOLUME_CONTROL_EVT.

Public Members
esp_hf_volume_control_target_t type
volume control target, speaker or microphone

int volume
gain, ranges from 0 to 15

Macros
ESP_BT_HF_CLIENT NUMBER_LEN
ESP_BT_HF_CLIENT OPERATOR_NAME_LEN

ESP_HF_CLIENT_PEER_FEAT_ 3WAY
ESP_HF_CLIENT_PEER_FEAT ECNR
ESP_HF_CLIENT PEER_FEAT_VREC
ESP_HF_CLIENT_PEER_FEAT INBAND
ESP_HF_CLIENT_PEER_FEAT VTAG
ESP_HF_CLIENT PEER_FEAT_REJECT
ESP_HF_CLIENT PEER_FEAT_ECS
ESP_HF_CLIENT_PEER_FEAT ECC
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ESP_HF_CLIENT PEER_FEAT_EXTERR
ESP_HF_CLIENT_PEER_FEAT_CODEC
ESP_HF_CLIENT PEER_FEAT_HF_IND
ESP_HF_CLIENT PEER_FEAT_ESCO_S4
ESP_HF_CLIENT CHLD_FEAT_REL
ESP_HF_CLIENT_CHLD_FEAT REL_ACC
ESP_HF_CLIENT CHLD_FEAT_REL_X
ESP_HF_CLIENT CHLD_FEAT_HOLD_ACC
ESP_HF_CLIENT CHLD_ FEAT_PRIV_X
ESP_HF_CLIENT_CHLD_FEAT MERGE

ESP_HF_CLIENT CHLD_FEAT MERGE_DETACH

Type Definitions
typedef void (*esp_hf_client_incoming_data_cb_t) (const uint8_t *buf, uint32_t len)
HFP client incoming data callback function, the callback is useful in case of Voice Over HCIL.

Parameters
e [in] buf: : pointer to incoming data(payload of HCI synchronous data packet), the buffer is
allocated inside bluetooth protocol stack and will be released after invoke of the callback is finished.
e [in] len: : size(in bytes) in buf
typedef uint32_t (*esp_hf_client_outgoing_data_cb_t) (uint8_t *buf, uint32_t len)
HFP client outgoing data callback function, the callback is useful in case of Voice Over HCI. Once audio
connection is set up and the application layer has prepared data to send, the lower layer will call this function
to read data and then send. This callback is supposed to be implemented as non-blocking, and if data is not
enough, return value 0 is supposed.

Return length of data successfully read
Parameters
e [in] buf: : pointer to incoming data(payload of HCI synchronous data packet), the buffer is
allocated inside bluetooth protocol stack and will be released after invoke of the callback is finished.
e [in] len:: size(in bytes) in buf

typedef void (*esp_hf_client_cb_t) (esp_hf_client_cb_event_t event, esp_hf_client_cb_param_t
*param)
HFP client callback function type.

Parameters
* event: : Event type
e param: : Pointer to callback parameter

Enumerations
enum esp_hf_ client_connection_state_t
Bluetooth HFP RFCOMM connection and service level connection status.

Values:

ESP_HF_CLIENT CONNECTION_STATE_DISCONNECTED =0
RFCOMM data link channel released

ESP_HF_CLIENT_CONNECTION_STATE_CONNECTING
connecting remote device on the RFCOMM data link

ESP_HF_CLIENT_CONNECTION_STATE_CONNECTED
RFCOMM connection established
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ESP_HF_CLIENT_CONNECTION_STATE_SLC_CONNECTED
service level connection established

ESP_HF_CLIENT CONNECTION_STATE_DISCONNECTING
disconnecting with remote device on the RFCOMM dat link
enum esp_hf client_audio_state_t
Bluetooth HFP audio connection status.

Values:

ESP_HF_CLIENT_AUDIO_STATE_DISCONNECTED =0
audio connection released

ESP_HF_CLIENT AUDIO_STATE_CONNECTING
audio connection has been initiated

ESP_HF_CLIENT_AUDIO_STATE_CONNECTED
audio connection is established

ESP_HF_CLIENT AUDIO_STATE_CONNECTED_MSBC
mSBC audio connection is established

enum esp_hf client_in_band_ring_state_t
in-band ring tone state

Values:
ESP_HF_CLIENT_IN_BAND_RINGTONE_NOT_PROVIDED = (
ESP_HF_CLIENT_IN_BAND_ RINGTONE_PROVIDED

enum esp_hf_ client_cb_event_t
HF CLIENT callback events.

Values:

ESP_HF_CLIENT CONNECTION_STATE_EVT =0
connection state changed event

ESP_HF_CLIENT AUDIO_STATE_EVT
audio connection state change event

ESP_HF_CLIENT_BVRA_EVT
voice recognition state change event

ESP_HF_CLIENT CIND_CALL_EVT
call indication

ESP_HF_CLIENT CIND_CALL_SETUP_EVT
call setup indication

ESP_HF_CLIENT CIND_ CALL_HELD_EVT
call held indication

ESP_HF_CLIENT_CIND_SERVICE_AVAILABILITY EVT
network service availability indication

ESP_HF_CLIENT CIND_SIGNAIL_STRENGTH_EVT
signal strength indication

ESP_HF_CLIENT_CIND_ROAMING_STATUS_EVT
roaming status indication

ESP_HF_CLIENT CIND BATTERY LEVEI,_EVT
battery level indication

ESP_HF_CLIENT_COPS_CURRENT_OPERATOR_EVT
current operator information
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ESP_HF_CLIENT_ BTRH_EVT
call response and hold event

ESP_HF_CLIENT_CLIP_EVT
Calling Line Identification notification

ESP_HF_CLIENT_ CCWA_EVT
call waiting notification

ESP_HF_CLIENT_ CLCC_EVT
list of current calls notification

ESP_HF_CLIENT VOLUME_CONTROL_EVT
audio volume control command from AG, provided by +VGM or +VGS message

ESP_HF_CLIENT_AT_RESPONSE_EVT
AT command response event

ESP_HF_CLIENT_ CNUM_EVT
subscriber information response from AG

ESP_HF_CLIENT_BSIR_EVT
setting of in-band ring tone

ESP_HF_CLIENT_BINP_EVT
requested number of last voice tag from AG

ESP_HF_CLIENT_RING_IND_EVT
ring indication event

HFP AG API

API Reference

Header File
* bt/host/bluedroid/api/include/api/esp_hf_ag_api.h

Functions

esp_err_t esp_bt_hf register_ callback (esp_hf _cb_t callback)
Register application callback function to HFP AG module. This function should be called only after
esp_bluedroid_enable() completes successfully, used by HFP AG.

Return
e ESP_OK: success
¢ ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: if callback is a NULL function pointer
Parameters
e [in] callback: HFP AG event callback function
esp_err_t esp_bt_hf init (esp_bd_addr_t remote_addr)
Initialize the bluetooth HF AG module. This function should be called after esp_bluedroid_enable() completes
successfully.

Return
* ESP_OK: if the initialization request is sent successfully
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_addr: remote bluetooth device address

esp_err_t esp_bt_hf deinit (esp_bd_addr_t remote_addr)
De-initialize for HF AG module. This function should be called only after esp_bluedroid_enable() completes
successfully.
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Return
e ESP_OK: success
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_addr: remote bluetooth device address

esp_err_t esp_bt_hf connect (esp_bd_addr_t remote_bda)
Connect to remote bluetooth HFP client device, must after esp_bt_hf_init()

Return
¢ ESP_OK: connect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
Parameters
e [in] remote_bda: remote bluetooth HFP client device address

esp_err_t esp_bt_hf_ disconnect (esp_bd_addr_t remote_bda)
Disconnect from the remote HFP client.

Return
» ESP_OK: disconnect request is sent to lower layer
¢ ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_bda: remote bluetooth device address

esp_err_t esp_bt_hf connect_audio (esp_bd_addr_t remote_bda)
Create audio connection with remote HFP client. As a precondition to use this API, Service Level Connection
shall exist between HF client and AG.

Return
» ESP_OK: disconnect request is sent to lower layer
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_bda: remote bluetooth device address

esp_err_t esp_bt_hf disconnect_audio (esp_bd_addr_t remote_bda)
Release the established audio connection with remote HFP client.

Return
¢ ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_bda: remote bluetooth device address

esp_err_t esp_bt_hf_vra (esp_bd_addr_t remote_bda, esp_hf_vr_state_t value)
Response of Volume Recognition Command(AT+VRA) from HFP client. As a precondition to use this API,
Service Level Connection shall exist with HFP client.

Return
* ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
Parameters
e [in] remote_bda: the device address of voice recognization initiator
* [in] wvalue: 0 - voice recognition disabled, 1- voice recognition enabled

esp_err_t esp_bt_hf volume_control (esp_bd_addr_t remote_bda, esp_hf_volume_control_target_t

type, int volume)
Volume synchronization with HFP client. As a precondition to use this API, Service Level Connection shall

exist with HFP client.
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Return
¢ ESP_OK: disconnect request is sent to lower layer
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_bda: remote bluetooth device address
e [in] type: volume control target, speaker or microphone
e [in] wvolume: gain of the speaker of microphone, ranges 0 to 15

esp_err_t esp_hf_unat_response (esp_bd_addr_t remote_addr, char *unat)
Handle Unknown AT command from HFP Client. As a precondition to use this API, Service Level Connection
shall exist between AG and HF Client.

Return
» ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_addr: remote bluetooth device address
¢ [in] unat: User AT command response to HF Client. It will response “ERROR” by default if
unat is NULL.

esp_err_t esp_bt_hf cmee_response (esp_bd_addr_t remote_bda, esp_hf_at_response_code_t re-
sponse_code, esp_hf _cme_err_t error_code)
Unsolicited send extend AT error code to HFP Client. As a precondition to use this API, Service Level Con-
nection shall exist between AG and HF Client.

Return
» ESP_OK: disconnect request is sent to lower layer
¢ ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_bda: remote bluetooth device address
e [in] response_code: AT command response code
e [in] error_code: CME error code

esp_err_t esp_bt_hf indchange_notification (esp_bd_addr_t remote_addr,
esp_hf_call_status_t call_state,
esp_hf_call_setup_status_t call_setup_state,

esp_hf_network_state_t ntk_state, int signal)
Usolicited send device status notificationto HFP Client. As a precondition to use this API, Service Level

Connection shall exist between AG and HF Client.

Return
¢ ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
e [in] remote_addr: remote bluetooth device address
[in] call_state: call state
e [in] call_setup_state: call setup state
[in]
[in]

ntk_state: network service state
signal: signal strength from O to 5

esp_err_t esp_bt_hf cind_response (esp_bd_addr_t remote_addr, esp_hf_call_status_t
call_state, esp_hf_call_setup_status_t call_setup_state,
esp_hf_network_state_t ntk_state, int signal,
esp_hf_roaming_status_t roam, int batt_lev,

esp_hf_call_held_status_t call_held_status)
Response to device individual indicatiors to HFP Client. As a precondition to use this API, Service Level

Connection shall exist between AG and HF Client.

Return
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* ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
remote_addr: remote bluetooth device address
call_ state: call state
call_setup_state: call setup state
ntk_state: network service state
signal: signal strength from O to 5
roam: roam state
batt_lev: batery level from 0 to 5
call_held_status: call held status

[
[
[
[
[
[
[
[
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e e S

esp_err_t esp_bt_hf cops_response (esp_bd_addr_t remote_addr, char *name)
Reponse for AT+COPS command from HF Client. As a precondition to use this API, Service Level Connection
shall exist with HFP Client.

Return
¢ ESP_OK: disconnect request is sent to lower layer
* ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others
Parameters
e [in] remote_addr: remote bluetooth device address
e [in] name: current operator name

esp_err_t esp_bt_hf clcc_response (esp_bd_addr_t remote_addr, int in-
dex, esp_hf_current_call_direction_t
dir, esp_hf_current_call_status_t cur-
rent_call_state, esp_hf_current_call_mode_t mode,

esp_hf_current_call_mpty_type_t mpty, char *number,

esp_hf_call_addr_type_t type)
Response to AT+CLCC command from HFP Client. As a precondition to use this API, Service Level Con-

nection shall exist between AG and HF Client.

Return
« ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
Parameters
remote_addr: remote bluetooth device address
index: the index of current call
dir: call direction (incoming/outgoing)
current_call_state: current call state
mode: current call mode (voice/data/fax)
mpty: single or multi type
number: current call number
type: international type or unknow

[
[
[
° [
[
[
[
[
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esp_err_t esp_bt_hf cnum_response (esp_bd_addr_t remote_addr, char *number,

esp_hf_subscriber_service_type_t type)
Response for AT+CNUM command from HF Client. As a precondition to use this API, Service Level Con-

nection shall exist with AG.

Return
« ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
¢ ESP_FAIL: others
Parameters
e [in] remote_addr: remote bluetooth device address
e [in] number: registration number
e [in] type: service type (unknown/voice/fax)
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esp_err_t esp_bt_hf bsir (esp_bd_addr_t remote_addr, esp_hf_in_band_ring_state_t state)
Inform HF Client that AG Provided in-band ring tone or not. As a precondition to use this API, Service Level
Connection shall exist with AG.

Return
« ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
Parameters
e [in] remote_addr: remote bluetooth device address
e [in] state: in-band ring tone state

esp_err_t esp_bt_hf answer_call (esp_bd_addr_t remote_addr, int num_active, int num_held,
esp_hf_call_status_t  call_state, esp_hf_call_setup_status_t
call_setup_state,  char  *number,  esp_hf_call_addr_type_t

call_addr_type)
Answer Incoming Call from AG. As a precondition to use this API, Service Level Connection shall exist with

AG.

Return
¢ ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: others

n] remote_addr: remote bluetooth device address
n] num_active: the number of active call

n] num_held: the number of held call

n] call_state: call state

n] call_setup_state: call setup state

n] number: number of the incoming call

n] call_addr_type: call address type

esp_err_t esp_bt_hf reject_call (esp_bd_addr_t remote_addr, int num_active, int num_held,
esp_hf_call_status_t call_state, esp_hf_call_setup_status_t
call_setup_state,  char  *number,  esp_hf_call_addr_type_t

call_addr_type)
Reject Incoming Call from AG. As a precondition to use this API, Service Level Connection shall exist with

AG.

Return

» ESP_OK: disconnect request is sent to lower layer

e ESP_INVALID_STATE: if bluetooth stack is not yet enabled

« ESP_FAIL: others
Parameters
remote_addr: remote bluetooth device address
num_active: the number of active call
num_held: the number of held call
call_state: call state
call_setup_state: call setup state
number: number of the incoming call
call_addr_type: call address type

[ 2NN Rile Nie lile lie o]
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esp_err_t esp_bt_hf out_call (esp_bd_addr_t remote_addr, int num_active, int num_held,
esp_hf_call_status_t call_state, esp_hf_call_setup_status_t
call_setup_state, char *number, esp_hf_call_addr_type_t

call_addr_type)
Reject incoming call from AG. As a precondition to use this API, Service Level Connection shall exist with

AG.

Return
« ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
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e ESP_FAIL: others

n] remote_addr: remote bluetooth device address
n] num_active: the number of active call

n] num_held: the number of held call

n] call_ state: call state

n] call_setup_state: call setup state

n] number: number of the outgoing call

n] call_addr_type: call address type

esp_err_t esp_bt_hf end_call (esp_bd_addr_t remote_addr, int num_active, int num_held,
esp_hf_call_status_t call_state, esp_hf_call_setup_status_t
call_setup_state, char *number, esp_hf_call_addr_type_t

call_addr_type)
End an ongoing call. As a precondition to use this API, Service Level Connection shall exist with AG.

Return
¢ ESP_OK: disconnect request is sent to lower layer
e ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL.: others
Parameters
remote_addr: remote bluetooth device address
num_active: the number of active call
num_held: the number of held call
call_state: call state
call_setup_state: call setup state
number: number of the call

[i
[i
[i
. [l
[i
[i
[i call_addr_type: call address type
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esp_err_t esp_bt_hf register_data_callback (esp_hf_incoming_data_cbh_t recv,
esp_hf_outgoing_data_cb_t send)
Register AG data output function; the callback is only used in the case that Voice Over HCI is enabled.

Return
e ESP_OK: success
¢ ESP_INVALID_STATE: if bluetooth stack is not yet enabled
e ESP_FAIL: if callback is a NULL function pointer
Parameters
e [in] recv: HFP client incoming data callback function
e [in] send: HFP client outgoing data callback function

void esp_hf_outgoing data_ready (void)
Trigger the lower-layer to fetch and send audio data. This function is only only used in the case that Voice
Over HCI is enabled. Precondition is that the HFP audio connection is connected. After this function is called,
lower layer will invoke esp_hf_client_outgoing_data_cb_t to fetch data.

Unions
union esp_hf_ cb_param_t
#include <esp_hf_ag_api.h> HFP AG callback parameters.

Public Members
struct esp_hf_cb_param_t::hf_conn_stat_param conn_stat
AG callback param of ESP_HF_CONNECTION_STATE_EVT

struct esp_hf_cb_param_t::hf_audio_stat_param audio_stat
AG callback param of ESP_HF_AUDIO_STATE_EVT

struct esp_hf_cb_param_t::hf_vra_rep_param vra_rep
AG callback param of ESP_HF_BVRA_RESPONSE_EVT
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struct esp_hf_cb_param_t::hf_volume_control_param volume_control
AG callback param of ESP_HF_VOLUME_CONTROL_EVT

struct esp_hf_cb_param_t::hf_unat_rep_param unat_rep
AG callback param of ESP_HF_UNAT_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_cind_param cind
AG callback param of ESP_HF_CIND_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_out_call_param out_call
AG callback param of ESP_HF_DIAL_EVT

struct esp_hf_cb_param_t::hf_vis_rep_param vts_rep
AG callback param of ESP_HF_VTS_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_nrec_param nrec
AG callback param of ESP_HF_NREC_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_wbs_rep_param wbs_rep
AG callback param of ESP_HF_WBS_RESPONSE_EVT

struct esp_hf_cb_param_t::hf_bcs_rep_param bes_rep
AG callback param of ESP_HF_BCS_RESPONSE_EVT

struct hf_audio_stat_param
#include <esp_hf_ag_api.h>ESP_HF_AUDIO_STATE_EVT.

Public Members
esp_bd_addr_t remote_addr
remote bluetooth device address

esp_hf_audio_state_t state
audio connection state

struct hf_bcs_rep_param
#include <esp_hf_ag_api.h>ESP_HF_BCS_RESPONSE_EVT.

Public Members

esp_hf_wbs_config_t mode
codec mode CVSD or mSBC

struct hf_cind_param
#include <esp_hf_ag_api.h>ESP_HF_CIND_RESPONSE_EVT.

Public Members
esp_hf_call_status_t call_status
call status indicator

esp_hf_call_setup_status_t call_setup_status
call setup status indicator

esp_hf_network_state_t svc
bluetooth proprietary call hold status indicator

int signal_strength
bluetooth proprietary call hold status indicator

esp_hf_roaming_status_t roam
bluetooth proprietary call hold status indicator
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int battery_level
battery charge value, ranges from O to 5

esp_hf_call_held_status_t call_held_status
bluetooth proprietary call hold status indicator

struct hf_ conn_stat_param
#include <esp_hf_ag_api.h> ESP_HS_CONNECTION_STATE_EVT.

Public Members
esp_bd_addr_t remote_bda
remote bluetooth device address

esp_hf_connection_state_t state
Connection state

uint32_t peer_feat
HF supported features

uint32_t chld_feat
AG supported features on call hold and multiparty services

struct hf_nrec_param
#include <esp_hf_ag_api.h>ESP_HF_NREC_RESPOSNE_EVT.

Public Members

esp_hf_nrec_t state
NREC enabled or disabled

struct hf_out_call_param
#include <esp_hf_ag_api.h>ESP_HF_DIAL_EVT.

Public Members

esp_bd_addr_t remote_addr
remote bluetooth device address

char *num_or_loc
location in phone memory

struct hf_unat_rep_param
#include <esp_hf_ag_api.h> ESP_HF_UNAT_RESPOSNE_EVT.

Public Members

char *unat
unknown AT command string

struct hf_ volume_control_param
#include <esp_hf_ag_api.h>ESP_HF_VOLUME_CONTROL_EVT.

Public Members

esp_hf_volume_type_t type
volume control target, speaker or microphone
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int volume
gain, ranges from O to 15

struct hf_vra_rep_param
#include <esp_hf_ag_api.h>ESP_HF_BVRA_RESPONSE_EVT.

Public Members
esp_bd_addr_t remote_addr
remote bluetooth device address

esp_hf_vr_state_t value
voice recognition state

struct hf_vts_rep_param
#include <esp_hf_ag_api.h>ESP_HF_VTS_RESPOSNE_EVT.

Public Members

char *code
MTF code from HF Client

struct hf_wbs_rep_param
#include <esp_hf_ag_api.h>ESP_HF_WBS_RESPONSE_EVT.

Public Members

esp_hf_wbs_config_t codec
codec mode CVSD or mSBC

Macros
ESP_HF_PEER_FEAT 3WAY
ESP_HF_PEER_FEAT ECNR

ESP_HF_PEER_FEAT VREC
ESP_HF_PEER_FEAT_INBAND
ESP_HF_PEER_FEAT_VTAG
ESP_HF_PEER_FEAT_REJECT
ESP_HF_PEER_FEAT_ECS
ESP_HF_PEER_FEAT_ECC
ESP_HF_PEER_FEAT EXTERR
ESP_HF_PEER_FEAT CODEC
ESP_HF_PEER_FEAT_HF_IND
ESP_HF_PEER_FEAT_ESCO_S4
ESP_HF_CHLD_FEAT_REL
ESP_HF_CHLD_FEAT_REL_ACC
ESP_HF_CHLD_FEAT_REL_X
ESP_HF_CHLD_FEAT_HOLD_ACC

ESP_HF_CHLD_FEAT PRIV_X
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ESP_HF_CHLD_FEAT MERGE
ESP_HF_CHLD_FEAT MERGE_DETACH

Type Definitions
typedef void (*esp_hf_incoming_data_cb_t) (const uint8_t *buf, uint32_t len)
AG incoming data callback function, the callback is useful in case of Voice Over HCI.

Parameters
* [in] buf: : pointer to incoming data(payload of HCI synchronous data packet), the buffer is
allocated inside bluetooth protocol stack and will be released after invoke of the callback is finished.
* [in] len: : size(in bytes) in buf
typedef uint32_t (*esp_hf_outgoing_data_cb_t) (uint8_t *buf, uint32_t len)
AG outgoing data callback function, the callback is useful in case of Voice Over HCI. Once audio connection
is set up and the application layer has prepared data to send, the lower layer will call this function to read data
and then send. This callback is supposed to be implemented as non-blocking, and if data is not enough, return
value 0 is supposed.

Return length of data successfully read
Parameters
e [in] buf: : pointer to incoming data(payload of HCI synchronous data packet), the buffer is
allocated inside bluetooth protocol stack and will be released after invoke of the callback is finished.
* [in] len: : size(in bytes) in buf

typedef void (*esp_hf_cb_t) (esp_hf_cb_event_t event, esp_hf_cb_param_t *param)
HF AG callback function type.

Parameters
e event: : Event type
e param: : Pointer to callback parameter

Enumerations
enum esp_hf_ cb_event_t
HF callback events.

Values:

ESP_HF_CONNECTION_STATE_EVT =0
Connection state changed event

ESP_HF_AUDIO_STATE_EVT
Audio connection state change event

ESP_HF_BVRA_RESPONSE_EVT
Voice recognition state change event

ESP_HF_VOLUME_CONTROL_EVT
Audio volume control command from HF Client, provided by +VGM or +VGS message

ESP_HF_UNAT_ RESPONSE_EVT
Unknown AT cmd Response

ESP_HF_IND_UPDATE_EVT
Indicator Update Event

ESP_HF_CIND_RESPONSE_EVT
Call And Device Indicator Response

ESP_HF_COPS_RESPONSE_EVT
Current operator information

ESP_HF_CLCC_RESPONSE_EVT
List of current calls notification
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ESP_HF_CNUM_RESPONSE_EVT
Subscriber information response from HF Client

ESP_HF_VTS_RESPONSE_EVT
Enable or not DTMF

ESP_HF_NREC_RESPONSE_EVT
Enable or not NREC

ESP_HF_ATA_RESPONSE_EVT
Answer an Incoming Call

ESP_HF_CHUP_RESPONSE_EVT
Reject an Incoming Call

ESP_HF_DIAL_EVT
Origin an outgoing call with specific number or the dial the last number

ESP_HF_WBS_RESPONSE_EVT
Codec Status

ESP_HF_BCS_RESPONSE_EVT
Final Codec Choice

2.1.5 NimBLE-based host APIs

Overview

Apache MyNewt NimBLE is a highly configurable and BT SIG qualifiable BLE stack providing both host and con-
troller functionalities. ESP-IDF supports NimBLE host stack which is specifically ported for ESP32 platform and
FreeRTOS. The underlying controller is still the same (as in case of Bluedroid) providing VHCI interface. Refer
to NimBLE user guide for a complete list of features and additional information on NimBLE stack. Most features
of NimBLE including BLE Mesh are supported by ESP-IDF. The porting layer is kept cleaner by maintaining all
the existing APIs of NimBLE along with a single ESP-NimBLE API for initialization, making it simpler for the
application developers.

Architecture

Currently, NimBLE host and controller support different transports such as UART and RAM between them. How-
ever, RAM transport cannot be used as is in case of ESP as ESP controller supports VHCI interface and buffering
schemes used by NimBLE host is incompatible with that used by ESP controller. Therefore, a new transport between
NimBLE host and ESP controller has been added. This is depicted in the figure below. This layer is responsible for
maintaining pool of transport buffers and formatting buffers exchanges between host and controller as per the re-
quirements.

BLE Application
NimBLE Host
ESP-NimBLE VHCI Layer
ESP-Controller

Fig. 1: ESP NimBLE Stack

Threading Model

The NimBLE host can run inside the application thread or can have its own independent thread. This flexibil-
ity is inherently provided by NimBLE design. By default, a thread is spawned by the porting function nim-
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ble_port_freertos_init. This behavior can be changed by overriding the same function. For BLE Mesh,
additional thread (advertising thread) is used which keeps on feeding advertisement events to the main thread.

Programming Sequence

To begin with, make sure that the NimBLE stack is enabled from menuconfig choose NimBLE for the Bluetooth host.

Typical programming sequence with NimBLE stack consists of the following steps:

e Initialize NVS flash using nvs_flash_init () APL This is because ESP controller uses NVS during
initialization.

e Call esp_nimble_hci_and_controller_ init () to initialize ESP controller as well as trans-
port layer. This will also link the host and controller modules together. Alternatively, if ESP controller
is already initialized, then esp_nimble_hci_init () can be called for the remaining initialization.

¢ Initialize the host stack using nimble_port_init.

¢ Initialize the required NimBLE host configuration parameters and callbacks

» Perform application specific tasks/initialization

* Run the thread for host stack using nimble_port_freertos_init

This documentation does not cover NimBLE APIs. Refer to NimBLE tutorial for more details on the programming
sequence/NimBLE APIs for different scenarios.

API Reference

Header File
* bt/host/nimble/esp-hci/include/esp_nimble_hci.h

Functions
esp_err_t esp_nimble_hci_init (void)
Initialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller.

This function initializes the transport buffers to be exchanged between NimBLE host and ESP controller. It
also registers required host callbacks with the controller.

Return
» ESP_OK if the initialization is successful
¢ Appropriate error code from esp_err_t in case of an error
esp_err_t esp_nimble_hci_and_controller_init (void)
Initialize ESP Bluetooth controller(link layer) and VHCI transport layer between NimBLE Host and ESP
Bluetooth controller.

This function initializes ESP controller in BLE only mode and the transport buffers to be exchanged between
NimBLE host and ESP controller. It also registers required host callbacks with the controller.

Below is the sequence of APIs to be called to init/enable NimBLE host and ESP controller:

void ble_host_task(void *param)
{

nimble_port_run(); //This function will return only when nimble_port_
—stop () is executed.

nimble_port_freertos_deinit ();

}

int ret = esp_nimble_hci_and_controller_init();
if (ret != ESP_OK) {

ESP_LOGE (TAG, "esp_nimble_hci_and_controller_init () failed with error:
", ret);

return;

(continues on next page)
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(continued from previous page)

nimble_port_init();
//Initialize the NimBLE Host configuration

nimble_port_freertos_init (ble_host_task);

nimble_port_freertos_init() is an optional call that creates a new task in which the NimBLE host will run.
The task function should have a call to nimble_port_run(). If a separate task is not required, calling nim-
ble_port_run() will run the NimBLE host in the current task.

Return
» ESP_OK if the initialization is successful
* Appropriate error code from esp_err_t in case of an error

esp_err_t esp_nimble_hci_deinit (void)
Deinitialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller.

Note This function should be called after the NimBLE host is deinitialized.
Return

¢ ESP_OK if the deinitialization is successful

* Appropriate error codes from esp_err_t in case of an error

esp_err_t esp_nimble_hci_and_controller_deinit (void)
Deinitialize VHCI transport layer between NimBLE Host and ESP Bluetooth controller and disable and deini-
tialize the controller.

Below is the sequence of APIs to be called to disable/deinit NimBLE host and ESP controller:

Note This function should not be executed in the context of Bluetooth host task.
Note This function should be called after the NimBLE host is deinitialized.

int ret = nimble_port_stop();
if (ret == 0) {
nimble_port_deinit ();

ret = esp_nimble_hci_and_controller_deinit ();
if (ret != ESP_OK) {
ESP_LOGE (TAG, "esp_nimble_hci_and_controller_deinit () failed with.o
—error: ", ret);

}

If nimble_port_freertos_init() is used during initialization, then nimble_port_freertos_deinit() should be called
in the host task after nimble_port_run().

Return
¢ ESP_OK if the deinitialization is successful
* Appropriate error codes from esp_err_t in case of an error

Macros
BLE_HCI_UART_H4_NONE
BLE_HCI_UART_H4_CMD

BLE_HCI_UART_H4_ACL
BLE_HCI_UART_H4_SCO
BLE_HCI_UART_H4_EVT
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2.1.6 ESP-BLE-MESH

With various features of ESP-BLE-MESH, users can create a managed flooding mesh network for several scenarios,
such as lighting, sensor and etc.

For an ESP32 to join and work on a ESP-BLE-MESH network, it must be provisioned firstly. By provisioning, the
ESP32, as an unprovisioned device, will join the ESP-BLE-MESH network and become a ESP-BLE-MESH node,
communicating with other nodes within or beyond the radio range.

Apart from ESP-BLE-MESH nodes, inside ESP-BLE-MESH network, there is also ESP32 that works as ESP-BLE-
MESH Provisioner, which could provision unprovisioned devices into ESP-BLE-MESH nodes and configure the
nodes with various features.

For information how to start using ESP32 and ESP-BLE-MESH, please see the Section Getting Started with ESP-
BLE-MESH. If you are interested in information on ESP-BLE-MESH architecture, including some details of software
implementation, please see Section ESP-BLE-MESH Architecture.

Application Examples and Demos

Please refer to Sections ESP-BLE-MESH Examples and ESP-BLE-MESH Demo Videos.

API Reference

ESP-BLE-MESH APIs are divided into the following parts:

» ESP-BLE-MESH Definitions
* ESP-BLE-MESH Core API Reference
o ESP-BLE-MESH Models API Reference

ESP-BLE-MESH Definitions

This section contains only one header file, which lists the following items of ESP-BLE-MESH.

 ID of all the models and related message opcodes

« Structs of model, element and Composition Data

« Structs of used by ESP-BLE-MESH Node/Provisioner for provisioning
e Structs used to transmit/receive messages

» Event types and related event parameters

Header File
* bt/esp_ble_mesh/api/esp_ble_mesh_defs.h

Unions
union esp_ble_mesh_prov_cb_param_t
#include <esp_ble_mesh_defs.h> BLE Mesh Node/Provisioner callback parameters union.

Public Members
struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_register_comp_param prov_register_comp
Event parameter of ESP_BLE_MESH_PROV_REGISTER_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_unprov_dev_name_comp_param node_set_unprov_dev_name
Event parameter of ESP_BLE_MESH_NODE_SET_UNPROV_DEV_NAME_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_enable_comp_param node_prov_enable_comp
Event parameter of ESP_BLE_MESH_NODE_PROV_ENABLE_COMP_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_prov_disable_comp_param node_prov_disable_comp
Event parameter of ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_link_open_evt_param node_prov_link_open
Event parameter of ESP_BLE_MESH_NODE_PROV_LINK_OPEN_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_link_close_evt_param node_prov_link_close
Event parameter of ESP_BLE_MESH_NODE_PROV_LINK_CLOSE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_output_num_evt_param node_prov_output_num
Event parameter of ESP_BLE_MESH_NODE_PROV_OUTPUT_NUMBER_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_output_str_evt_param node_prov_output_str
Event parameter of ESP_BLE_MESH_NODE_PROV_OUTPUT_STRING_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_evt_param node_prov_input
Event parameter of ESP_BLE_MESH_NODE_PROV_INPUT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provision_complete_evt_param node_prov_complete
Event parameter of ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provision_reset_param node_prov_reset
Event parameter of ESP_BLE_MESH_NODE_PROV_RESET_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_oob_pub_key_comp_param node_prov_set_oob_pub_key_c
Event parameter of ESP_BLE_MESH_NODE_PROV_SET_OOB_PUB_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_number_comp_param node_prov_input_num_comp
Event parameter of ESP_BLE_MESH_NODE_PROV_INPUT_NUM_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_input_string_comp_param node_prov_input_str_comp
Event parameter of ESP_BLE_MESH_NODE_PROV_INPUT_STR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_identity_enable_comp_param node_proxy_identity_enab
Event parameter of ESP_BLE_MESH_NODE_PROXY_IDENTITY_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_gatt_enable_comp_param node_proxy_gatt_enable_com;
Event parameter of ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_gatt_disable_comp_param node_proxy_gatt_disable_co!
Event parameter of ESP_BLE_MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_add_local_net_key_comp_param node_add_net_key_comp
Event parameter of ESP_BLE_MESH_NODE_ADD_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_add_local_app_key_comp_param node_add_app_key_comp
Event parameter of ESP_BLE_MESH_NODE_ADD_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_node_bind_local_mod_app_comp_param node_bind_app_key_to_
Event parameter of ESP_BLE_MESH_NODE_BIND_APP_KEY_TO_MODEL_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_recv_unprov_adv_pkt_param provisioner_recv_unpz
Event parameter of ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_enable_comp_param provisioner_prov_enable
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_disable_comp_param provisioner_prov_disab
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_link_open_evt_param provisioner_prov_link_oper
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_LINK_OPEN_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_read_oob_pub_key_evt_param provisioner_prov
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_evt_param provisioner_prov_input
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_output_evt_param provisioner_prov_output
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_link_close_evt_param provisioner_ prov_link_clos
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_comp_param provisioner_prov_complete
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_unprov_dev_comp_param provisioner_add_unp:
Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_dev_with_addr_comp_param provisioner_prov_
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_dev_comp_param provisioner_delete_dev_c
Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_DEV_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_dev_uuid_match_comp_param provisioner_set_d
Event parameter of ESP_BLE_MESH_PROVISIONER_SET_DEV_UUID_MATCH_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_prov_data_info_comp_param provisioner_set_pr
Event parameter of ESP_BLE_MESH_PROVISIONER_SET_PROV_DATA_INFO_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_static_oob_val_comp_param provisioner_set_st:

Event parameter of ESP_BLE_MESH_PROVISIONER_SET_STATIC_OOB_VALUE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_primary_elem_addr_comp_param provisioner_set
Event parameter of ESP_BLE_MESH_PROVISIONER_SET_PRIMARY_ELEM_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_read_oob_pub_key_comp_param provisioner_pr
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_num_comp_param provisioner_prov_ing
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_input_str_comp_param provisioner_prov_inpu
Event parameter of ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_set_node_name_comp_param provisioner_set_node,
Event parameter of ESP_BLE_MESH_PROVISIONER_SET_NODE_NAME_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_local_app_key_comp_param provisioner_add_ar
Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_update_local_app_key_comp_param provisioner_upda
Event parameter of ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_APP_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_bind_local_mod_app_comp_param provisioner_bind_
Event parameter of ESP_BLE_MESH_PROVISIONER_BIND_APP_KEY_TO_MODEL_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_add_local_net_key_comp_param provisioner_add_ne
Event parameter of ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_update_local_net_key_comp_param provisioner_upda!
Event parameter of ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_NET_KEY_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_store_node_comp_data_comp_param provisioner_sto:
Event parameter of ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_node_with_uuid_comp_param provisioner_dele
Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_delete_node_with_addr_comp_param provisioner_del
Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_ADDR_COMP_EVT

int err_code
Indicate the result of enabling/disabling to receive heartbeat messages by the Provisioner

Indicate the result of setting the heartbeat filter type by the Provisioner
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Indicate the result of setting the heartbeat filter address by the Provisioner
Indicate the result of directly erasing settings by the Provisioner

Indicate the result of opening settings with index by the Provisioner
Indicate the result of opening settings with user id by the Provisioner
Indicate the result of closing settings with index by the Provisioner
Indicate the result of closing settings with user id by the Provisioner
Indicate the result of deleting settings with index by the Provisioner
Indicate the result of deleting settings with user id by the Provisioner

bool enable
Indicate enabling or disabling receiving heartbeat messages

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_enable_heartbeat_recv_comp
ESP_BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT_RECV_COMP_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT_RECV_COMP_EVT

uint8_t type
Type of the filter used for receiving heartbeat messages

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_set_heartbeat_filter_type_comp
ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_FILTER_TYPE_COMP_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_FILTER_TYPE_COMP_EVT

uint8_t op
Operation (add, remove, clean)

uintl6_t hb_src
Heartbeat source address

uintl6_t hb_dst
Heartbeat destination address

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_set_heartbeat_filter_info_comp
ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT_FILTER_INFO_COMP_EVT.

Event parameters of ESP_BLE_ MESH_PROVISIONER_SET_HEARTBEAT_ FILTER_INFO_COMP_EVT

uint8_t init_ttl
Heartbeat InitTTL

uint®_trx_ttl
Heartbeat RXTTL

uint8_t hops
Heartbeat hops (InitTTL - RXTTL + 1)

uintl6_t feature
Bit field of currently active features of the node

int8_t rssi
RSSI of the heartbeat message

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_recv_heartbeat
ESP_BLE_MESH_PROVISIONER_RECV_HEARTBEAT_MESSAGE_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_RECV_HEARTBEAT_MESSAGE_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_direct_erase_settings_comp
ESP_BLE_MESH_PROVISIONER_DRIECT_ERASE_SETTINGS_COMP_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_DRIECT_ERASE_SETTINGS_COMP_EVT
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uint8_t index
Index of Provisioner settings

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_open_settings_with_index_comp
ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_INDEX_ COMP_EVT.

Event parameter of ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_INDEX COMP_EVT

char uid[ESP_BLE_MESH_SETTINGS_UID_SIZE + 1]
Provisioner settings user id

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_open_settings_with_uid_comp
ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_close_settings_with_index_comp
ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX_COMP_EVT.

Event parameter of ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_close_settings_with_uid_comp
ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_UID_COMP_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_delete_settings_with_index_comp
ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_INDEX_COMP_EVT.

Event parameter of ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_INDEX_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::[anonymous] provisioner_delete_settings_with_uid_comp
ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_UID_COMP_EVT.

Event parameters of ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_UID_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_fast_prov_info_comp_param set_fast_prov_info_comp
Event parameter of ESP_BLE_MESH_SET_FAST_PROV_INFO_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_set_fast_prov_action_comp_param set_£fast_prov_action_comp
Event parameter of ESP_BLE_MESH_SET_FAST_PROV_ACTION_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_heartbeat_msg_recv_param heartbeat_msg_recv
Event parameter of ESP_BLE_MESH_HEARTBEAT_MESSAGE_RECV_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_enable_comp_param 1lpn_enable_comp
Event parameter of ESP_BLE_MESH_LPN_ENABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_disable_comp_param 1lpn_disable_comp
Event parameter of ESP_BLE_MESH_LPN_DISABLE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_poll_comp_param lpn_poll_comp
Event parameter of ESP_BLE_MESH_LPN_POLL_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_friendship_establish_param lpn_friendship_establish
Event parameter of ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_Ipn_friendship_terminate_param 1lpn_friendship_terminate
Event parameter of ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_establish_param £rnd_friendship_establish
Event parameter of ESP_BLE_MESH_FRIEND_FRIENDSHIP_ESTABLISH_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_terminate_param frnd_friendship_terminate
Event parameter of ESP_BLE_MESH_FRIEND_FRIENDSHIP_TERMINATE_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_recv_adv_pkt_param proxy_client_recv_adv_pkt
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_RECV_ADV_PKT_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_connected_param proxy_client_connected
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_CONNECTED_EVT
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struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_disconnected_param proxy_client_disconnected
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_DISCONNECTED_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_recv_filter_status_param proxy_client_recv_filte
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_RECV_FILTER_STATUS_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_connect_comp_param proxy_client_connect_comg
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_CONNECT_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_disconnect_comp_param proxy_client_disconnect
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_DISCONNECT_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_set_filter_type_comp_param proxy_client_set_£filt
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_SET_FILTER_TYPE_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_add_filter_addr_comp_param proxy_client_add_f£fi.
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_ADD_FILTER_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_proxy_client_remove_filter_addr_comp_param proxy_client_remo
Event parameter of ESP_BLE_MESH_PROXY_CLIENT_REMOVE_FILTER_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_model_sub_group_addr_comp_param model_sub_group_addr_co
Event parameters of ESP_BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_model_unsub_group_addr_comp_param model_unsub_group_add:
Event parameters of ESP_BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT

struct esp_ble_mesh_prov_cb_param_t::ble_mesh_deinit_mesh_comp_param deinit_mesh_comp
Event parameter of ESP_BLE_MESH_DEINIT_MESH_COMP_EVT

struct ble_mesh_deinit_mesh_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_DEINIT_MESH_COMP_EVT.

Public Members

int err_code
Indicate the result of BLE Mesh deinitialization

struct ble_mesh_friend_friendship_establish_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_FRIEND_FRIENDSHIP_ESTABLISH_EVT.

Public Members

uintl6_t 1pn_addr
Low Power Node unicast address

struct ble_mesh_friend_friendship_terminate_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_FRIEND_FRIENDSHIP_TERMINATE_EVT.

Public Types

enum [anonymous]
This enum value is the reason of friendship termination on the friend node side

Values:

ESP_BLE_MESH_FRND_FRIENDSHIP_ TERMINATE ESTABLISH_ FAIL
Friend Offer has been sent, but Friend Offer is not received within 1 second, friendship fails to
be established

ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_POLL_TIMEOUT
Friendship is established, PollTimeout timer expires and no Friend Poll/Sub Add/Sub Remove
is received
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ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_RECV_FRND_REQ
Receive Friend Request from existing Low Power Node

ESP_BLE_MESH_FRND_FRIENDSHIP_TERMINATE_RECV_FRND_CLEAR
Receive Friend Clear from other friend node

ESP_BLE_MESH_ FRND_FRIENDSHIP_TERMINATE_ DISABLE
Friend feature disabled or corresponding NetKey is deleted

Public Members

uintl6_t 1pn_addr
Low Power Node unicast address

esp_ble_mesh_prov_cb_param_t::ble_mesh_friend_friendship_terminate_param::[anonymous] reason

This enum value is the reason of friendship termination on the friend node side Friendship terminated
reason

struct ble_mesh_heartbeat_msg_recv_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_HEARTBEAT_MESSAGE_RECV_EVT.

Public Members

uint8_t hops
Heartbeat hops (InitTTL - RXTTL + 1)

uintl6_t feature
Bit field of currently active features of the node

struct ble_mesh_input_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_INPUT_EVT.

Public Members

esp_ble_mesh_input_action_t action
Action of Input OOB Authentication

uint®_t size
Size of Input OOB Authentication

struct ble_mesh_input_number_comp_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROV_INPUT_NUM_COMP_EVT.

Public Members

int err_code
Indicate the result of inputting number

struct ble_mesh_input_string_comp_param

#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROV_INPUT_STR_COMP_EVT.

Public Members

int err_code
Indicate the result of inputting string

struct ble_mesh_link_close_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_LINK_CLOSE_EVT.
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Public Members

esp_ble_mesh_prov_bearer_t bearer
Type of the bearer used when device link is closed

struct ble_mesh_link_open_evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH _NODE_PROV_LINK_OPEN_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer
Type of the bearer used when device link is open

struct ble_mesh_lpn_disable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_DISABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of disabling LPN functionality

struct ble_mesh_lpn_enable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_ENABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of enabling LPN functionality

struct ble_mesh_lpn_friendship_establish_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT.

Public Members

uint16_t friend_addr
Friend Node unicast address

struct ble_mesh_lpn_friendship_terminate_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_EVT.

Public Members

uint16_t friend_addr
Friend Node unicast address

struct ble_mesh_lpn_poll_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_LPN_POLL_COMP_EVT.

Public Members

int err_code
Indicate the result of sending Friend Poll

struct ble_mesh_model_sub_group_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT.
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Public Members
int err_code
Indicate the result of local model subscribing group address

uintl6_t element_addr
Element address

uint16_t company_id
Company ID

uintl6_t model_id
Model ID

uint16_t group_addr
Group Address

struct ble_mesh_model_unsub_group_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT.

Public Members
int err_code
Indicate the result of local model unsubscribing group address

uint16_t element_addr
Element address

uintl6_t company_id
Company ID

uint16_t model_id
Model ID

uintl6_t group_addr
Group Address

struct ble_mesh_node_add_local_app_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_ADD_LOCAL_APP_KEY_COMP_EVT.

Public Members
int err_code
Indicate the result of adding local AppKey by the node

uint16_t net_idx
NetKey Index

uintl6_t app_idx
AppKey Index

struct ble_mesh_node_add_local_net_key_ comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_ADD_LOCAL_NET_KEY_COMP_EVT.

Public Members
int err_code
Indicate the result of adding local NetKey by the node

uint16_t net_idx
NetKey Index
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struct ble_mesh_node_bind_local_mod_app_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_BIND_APP_KEY_TO_MODEL_COMP_EVT.

Public Members
int err_code
Indicate the result of binding AppKey with model by the node

uint16_t element_addr
Element address

uintl6_t app_idx
AppKey Index

uint16_t company_id
Company ID

uintl6_t model_id
Model ID

struct ble_mesh_output_num_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_OUTPUT_NUMBER_EVT.

Public Members

esp_ble_mesh_output_action_t action
Action of Output OOB Authentication

uint32_t number
Number of Output OOB Authentication

struct ble_mesh_output_str_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_OUTPUT_STRING_EVT.

Public Members

char string][8]
String of Output OOB Authentication

struct ble_mesh_prov_disable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of disabling BLE Mesh device

struct ble_mesh_prov_enable_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_ENABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of enabling BLE Mesh device

struct ble_mesh_prov_register_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROV_REGISTER_COMP_EVT.
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Public Members

int err_code
Indicate the result of BLE Mesh initialization

struct ble_mesh_provision_complete_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT.

Public Members
uint16_t net_idx
NetKey Index

uint8_t net_key[16]
NetKey

uintl6_t addr
Primary address

uint8_t flags
Flags

uint32_t iv_index
IV Index

struct ble_mesh_provision_reset_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_NODE_PROV_RESET_EVT.

struct ble_mesh_provisioner_add_local_app_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY_COMP_EVT.

Public Members

int err_code
Indicate the result of adding local AppKey by the Provisioner

uintl6_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index

struct ble_mesh_provisioner_add_local_net_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET_KEY_COMP_EVT.

Public Members

int err_code
Indicate the result of adding local NetKey by the Provisioner

uint16_t net_idx
NetKey Index

struct ble_mesh_provisioner_add unprov_dev_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT.
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Public Members

int err_code
Indicate the result of adding device into queue by the Provisioner

struct ble_mesh_provisioner_bind local_mod_app_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_BIND_APP_KEY_TO_MODEL_COMP_EVT.

Public Members
int err_code
Indicate the result of binding AppKey with model by the Provisioner

uintl6_t element_addr
Element address

uint16_t app_idx
AppKey Index

uint16_t company_id
Company ID

uint16_t model_id
Model ID

struct ble_mesh_provisioner_delete_dev_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_DELETE_DEV_COMP_EVT.

Public Members

int err_code
Indicate the result of deleting device by the Provisioner

struct ble_mesh_provisioner_delete_node_with_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_ADDR_COMP_EVT.

Public Members

int err_code
Indicate the result of deleting node with unicast address by the Provisioner

uintl6_t unicast_addr
Node unicast address

struct ble_mesh_provisioner_delete_node_with_uuid_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT.

Public Members

int err_code
Indicate the result of deleting node with uuid by the Provisioner

uint8_t uuid[16]
Node device uuid

struct ble_mesh_provisioner_link_close_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT.
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Public Members
esp_ble_mesh_prov_bearer_t bearer
Type of the bearer used when Provisioner link is closed

uint8_t reason
Reason of the closed provisioning link

struct ble_mesh_provisioner_link_open_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_LINK_OPEN_EVT.

Public Members

esp_ble_mesh_prov_bearer_t bearer
Type of the bearer used when Provisioner link is opened

struct ble_mesh_provisioner_prov_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.

Public Members
uintl6_t node_idx
Index of the provisioned device

esp_ble_mesh_octet]6_t device_uuid
Device UUID of the provisioned device

uintl6_t unicast_addr
Primary address of the provisioned device

uint8_t element_num
Element count of the provisioned device

uint16_t netkey_idx
NetKey Index of the provisioned device

struct ble_mesh_provisioner_prov_dev_with_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT.

Public Members

int err_code
Indicate the result of Provisioner starting to provision a device

struct ble_mesh_provisioner_prov_disable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of disabling BLE Mesh Provisioner

struct ble_mesh_provisioner_prov_enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT.
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Public Members

int err_code
Indicate the result of enabling BLE Mesh Provisioner

struct ble_mesh_provisioner_ prov_input_evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT.

Public Members
esp_ble_mesh_oob_method_t method
Method of device Output OOB Authentication

esp_ble_mesh_output_action_t action
Action of device Output OOB Authentication

uint8_t size
Size of device Output OOB Authentication

uint8_t 1ink_idx
Index of the provisioning link

struct ble_mesh_provisioner_prov_input_num_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT.

Public Members

int err_code
Indicate the result of inputting number by the Provisioner

struct ble_mesh_provisioner_prov_input_str_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT.

Public Members

int err_code
Indicate the result of inputting string by the Provisioner

struct ble_mesh_provisioner_prov_output_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT.

Public Members

esp_ble_mesh_oob_method_t method
Method of device Input OOB Authentication

esp_ble_mesh_input_action_t action
Action of device Input OOB Authentication

uintd_t size
Size of device Input OOB Authentication

uint8_t 1ink_idx
Index of the provisioning link

char string]8]
String output by the Provisioner

uint32_t number
Number output by the Provisioner
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union esp_ble_mesh_prov_cb_param_t::ble_mesh_provisioner_prov_output_evt_param::[anonymous] [anonymous]

struct ble_mesh_provisioner_ prov_read_oob_pub_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_COMP_EVT.

Public Members

int err_code
Indicate the result of setting OOB Public Key by the Provisioner

struct ble_mesh_provisioner_prov_read_oob_pub_key_evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_PROV_READ_OOB_PUB_KEY_EVT.

Public Members

uint8_t 1ink_idx
Index of the provisioning link

struct ble_mesh_provisioner_recv_unprov_adv_pkt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT.

Public Members
uint8_t dev_uuid[16]
Device UUID of the unprovisioned device

esp_ble_mesh_bd_addr_t addr
Device address of the unprovisioned device

esp_ble_mesh_addr_type_t addr_type
Device address type

uint16_t oob_info
OOB Info of the unprovisioned device

uint8_t adv_type
Auvertising type of the unprovisioned device

esp_ble_mesh_prov_bearer_t bearer
Bearer of the unprovisioned device

int8_t rssi
RSSI of the received advertising packet

struct ble_mesh_provisioner_set_dev_uuid_match_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_DEV_UUID_MATCH_COMP_EVT.

Public Members

int err_code
Indicate the result of setting Device UUID match value by the Provisioner

struct ble_mesh_provisioner_set_node_name_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_NODE_NAME_COMP_EVT.
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Public Members
int err_code
Indicate the result of setting provisioned device name by the Provisioner

uintl6_t node_index
Index of the provisioned device

struct ble_mesh_provisioner_set_primary_elem_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_PRIMARY_ELEM_ADDR_COMP_EVT.

Public Members

int err_code
Indicate the result of setting unicast address of primary element by the Provisioner

struct ble_mesh_provisioner_set_prov_data_info_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_PROV_DATA_INFO_COMP_EVT.

Public Members

int err_code
Indicate the result of setting provisioning info by the Provisioner

struct ble_mesh_provisioner_set_static_oob_val_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_SET_STATIC_OOB_VALUE_COMP_EVT.

Public Members

int err_code
Indicate the result of setting static oob value by the Provisioner

struct ble_mesh_provisioner_store_node_comp_data_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_COMP_EVT.

Public Members

int err_code
Indicate the result of storing node composition data by the Provisioner

uint16_t addr
Node element address

struct ble_mesh_provisioner update_local_app_key_ comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_APP_KEY_COMP_EVT.

Public Members

int err_code
Indicate the result of updating local AppKey by the Provisioner

uintl6_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index
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struct ble_mesh_provisioner_update_local_net_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_NET_KEY_COMP_EVT.

Public Members
int err_code
Indicate the result of updating local NetKey by the Provisioner

uintl6_t net_idx
NetKey Index

struct ble_mesh_proxy_client_add filter_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_ADD_FILTER_ADDR_COMP_EVT.

Public Members
int err_code
Indicate the result of Proxy Client add filter address

uint8_t conn_handle
Proxy connection handle

uintl6_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_client_connect_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_CONNECT_COMP_EVT.

Public Members

int err_code
Indicate the result of Proxy Client connect

esp_ble_mesh_bd_addr_t addr
Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type
Device address type

uint16_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_client_connected_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_CONNECTED_EVT.

Public Members
esp_ble_mesh_bd_addr_t addr
Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type
Device address type

uint8_t conn_handle
Proxy connection handle

uintl6_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy_client_disconnect_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_DISCONNECT_COMP_EVT.
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Public Members
int err_code
Indicate the result of Proxy Client disconnect

uint8_t conn_handle
Proxy connection handle

struct ble_mesh_proxy client_disconnected_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_DISCONNECTED_EVT.

Public Members
esp_ble_mesh_bd_addr_t addr
Device address of the Proxy Server

esp_ble_mesh_addr_type_t addr_type
Device address type

uint8_t conn_handle
Proxy connection handle

uintl6_t net_idx
Corresponding NetKey Index

uint®_t reason
Proxy disconnect reason

struct ble_mesh_proxy_client_recv_adv_pkt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_PROXY_CLIENT_RECV_ADV_PKT_EVT.

Public Members
esp_ble_mesh_bd_addr_t addr
Device address

esp_ble_mesh_addr_type_t addr_type
Device address type

uint16_t net_idx
Network ID related NetKey Index

uint8_t net_id|[8]
Network ID contained in the advertising packet

int8_t rssi
RSSI of the received advertising packet

struct ble_mesh_proxy_ client_recv_filter_status_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_RECV_FILTER_STATUS_EVT.

Public Members
uint8_t conn_handle
Proxy connection handle

uintl6_t server_addr
Proxy Server primary element address

uint16_t net_idx
Corresponding NetKey Index

Espressif Systems 305 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 2. API Reference

uint§_t filter_type
Proxy Server filter type(whitelist or blacklist)

uintl6_t list_size
Number of addresses in the Proxy Server filter list

struct ble_mesh_proxy_client_remove_filter_addr_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_REMOVE_FILTER_ADDR_COMP_EVT.

Public Members
int err_code
Indicate the result of Proxy Client remove filter address

uint§_t conn_handle
Proxy connection handle

uint16_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy client_set_filter_ type_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_PROXY_CLIENT_SET_FILTER_TYPE_COMP_EVT.

Public Members

int err_code
Indicate the result of Proxy Client set filter type

uint§_t conn_handle
Proxy connection handle

uint16_t net_idx
Corresponding NetKey Index

struct ble_mesh_proxy gatt_disable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of disabling Mesh Proxy Service

struct ble_mesh_proxy_ gatt_enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of enabling Mesh Proxy Service

struct ble_mesh_proxy_identity enable_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROXY_IDENTITY_ENABLE_COMP_EVT.

Public Members

int err_code
Indicate the result of enabling Mesh Proxy advertising
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struct ble_mesh_set_fast_prov_action_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_SET_FAST_PROV_ACTION_COMP_EVT.

Public Members

uint8_t status_action
Indicate the result of setting action of fast provisioning

struct ble_mesh_set_fast_prov_info_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_SET_FAST_PROV_INFO_COMP_EVT.

Public Members
uint§_t status_unicast
Indicate the result of setting unicast address range of fast provisioning

uint8_t status_net_idx
Indicate the result of setting NetKey Index of fast provisioning

uint8_t status_match
Indicate the result of setting matching Device UUID of fast provisioning

struct ble_mesh_set_oob_pub_key_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_PROV_SET_OOB_PUB_KEY_COMP_EVT.

Public Members

int err_code
Indicate the result of setting OOB Public Key

struct ble_mesh_set_unprov_dev_name_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_NODE_SET_UNPROV_DEV_NAME_COMP_EVT.

Public Members

int err_code
Indicate the result of setting BLE Mesh device name
union esp_ble_mesh_server_state_value_t
#include <esp_ble_mesh_defs.h> Server model state value union.

Public Members
uint8_t onof £
The value of the Generic OnOff state
The value of the Light LC Light OnOff state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_onof £
The Generic OnOff state

intl6_t level
The value of the Generic Level state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_level
The Generic Level state

uint§_t onpowerup
The value of the Generic OnPowerUp state
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struct esp_ble_mesh_server_state_value_t::[anonymous] gen_onpowerup
The Generic OnPowerUp state

uint16_t power
The value of the Generic Power Actual state

struct esp_ble_mesh_server_state_value_t::[anonymous] gen_power_actual
The Generic Power Actual state

uint16_t lightness
The value of the Light Lightness Actual state

The value of the Light Lightness Linear state
The value of the Light CTL Lightness state
The value of the Light HSL Lightness state
The value of the Light xyL Lightness state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lightness_actual
The Light Lightness Actual state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lightness_linear
The Light Lightness Linear state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_ctl_lightness
The Light CTL Lightness state

uint16_t temperature
The value of the Light CTL Temperature state

intl6_t delta_uv
The value of the Light CTL Delta UV state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_ctl_temp_delta_uv
The Light CTL Temperature & Delta UV states

uintl6_t hue
The value of the Light HSL Hue state

uintl6_t saturation
The value of the Light HSL Saturation state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl
The Light HSL composite state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_lightness
The Light HSL Lightness state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_hue
The Light HSL Hue state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_hsl_saturation
The Light HSL Saturation state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_xyl_lightness
The Light xyL Lightness state

struct esp_ble_mesh_server_state_value_t::[anonymous] 1ight_lc_light_onoff
The Light LC Light OnOff state

union esp_ble_mesh_model_cb_param_t
#include <esp_ble_mesh_defs.h> BLE Mesh model callback parameters union.
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Public Members
struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_operation_evt_param model_operation
Event parameter of ESP_BLE_MESH_MODEL_OPERATION_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_send_comp_param model_send_comp
Event parameter of ESP_BLE_MESH_MODEL_SEND_COMP_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_publish_comp_param model_publish_comp
Event parameter of ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_mod_recv_publish_msg_param client_recv_publish_msg
Event parameter of ESP_BLE_MESH_CLIENT_MODEL_RECV_PUBLISH_MSG_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_client_model_send_timeout_param client_send_timeout
Event parameter of ESP_BLE_MESH_CLIENT_MODEL_SEND_TIMEOUT_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_model_publish_update_evt_param model_publish_update
Event parameter of ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT

struct esp_ble_mesh_model_cb_param_t::ble_mesh_server_model_update_state_comp_param server_model_update_
Event parameter of ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT

struct ble_mesh_client_model_send_timeout_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_CLIENT_MODEL_SEND_TIMEOUT_EVT.

Public Members
uint32_t opcode
Opcode of the previously sent message

esp_ble_mesh_model_t *model
Pointer to the model which sends the previous message

esp_ble_mesh_msg_ctx_t *ctx
Pointer to the context of the previous message

struct ble_mesh_mod_recv_publish_msg_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_CLIENT_MODEL_RECV_PUBLISH_MSG_EVT.

Public Members

uint32_t opcode
Opcode of the unsolicited received message

esp_ble_mesh_model_t *model
Pointer to the model which receives the message

esp_ble_mesh_msg_ctx_t *ctx
Pointer to the context of the message

uint16_t length
Length of the received message

uint8_t *msg
Value of the received message

struct ble_mesh_model_operation_evt_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_OPERATION_EVT.
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Public Members
uint32_t opcode
Opcode of the received message

esp_ble_mesh_model_t *model
Pointer to the model which receives the message

esp_ble_mesh_msg_ctx_t *ctx
Pointer to the context of the received message

uintl6_t length
Length of the received message

uint8_t *msg
Value of the received message

struct ble_mesh_model_publish_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT.

Public Members
int err_code
Indicate the result of publishing a message

esp_ble_mesh_model_t *model
Pointer to the model which publishes the message

struct ble_mesh_model_publish_update_evt_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT.

Public Members

esp_ble_mesh_model_t *model
Pointer to the model which is going to update its publish message

struct ble_mesh_model_send_comp_param
#include <esp_ble_mesh_defs.h> ESP_BLE_MESH_MODEL_SEND_COMP_EVT.

Public Members
int err_code
Indicate the result of sending a message

uint32_t opcode
Opcode of the message

esp_ble_mesh_model_t *model
Pointer to the model which sends the message

esp_ble_mesh_msg_ctx_t *ctx
Context of the message

struct ble_mesh_server_model_update_state_comp_param
#include <esp_ble_mesh_defs.h>ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT.
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Public Members

int err_code
Indicate the result of updating server model state

esp_ble_mesh_model_t *model
Pointer to the server model which state value is updated

esp_ble_mesh_server_state_type_t type
Type of the updated server state

Structures
struct esp_ble_mesh_deinit_param_t
BLE Mesh deinit parameters

Public Members

bool erase_flash
Indicate if erasing flash when deinit mesh stack
struct esp_ble_mesh_elem_t
Abstraction that describes a BLE Mesh Element. This structure is associated with struct bt_mesh_elem in
mesh_access.h

Public Members
uintl6_t element_addr
Element Address, assigned during provisioning.

const uintl6_t location
Location Descriptor (GATT Bluetooth Namespace Descriptors)

const uint8_t sig_model_count
SIG Model count

const uint8_t vnd_model_count
Vendor Model count

esp_ble_mesh_model_t *sig_models
SIG Models

esp_ble_mesh_model_t *vnd_models
Vendor Models

struct esp_ble_mesh_model_pub_t
Abstraction that describes a model publication context.  This structure is associated with struct
bt_mesh_model_pub in mesh_access.h

Public Members
esp_ble_mesh_model_t *model
Pointer to the model to which the context belongs. Initialized by the stack.

uint16_t publish_addr
Publish Address.

uintl6_t app_idx : 12
Publish AppKey Index.

uintl6_t cred : 1
Friendship Credentials Flag.
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uintl6_t send_rel: 1
Force reliable sending (segment acks)

uint8_tttl
Publish Time to Live.

uint8_t retransmit
Retransmit Count & Interval Steps.

uint8_t period
Publish Period.

uint8_t period_div: 4
Divisor for the Period.

uint8_t fast_period: 1
Use FastPeriodDivisor

uint®_t count : 3
Retransmissions left.

uint32_t period_start
Start of the current period.

struct net_buf_simple *msg
Publication buffer, containing the publication message.

This will get correctly created when the publication context has been defined using the
ESP_BLE_MESH_MODEL_PUB_DEFINE macro.

ESP_BLE_MESH_MODEL_PUB_DEFINE(name, size);

esp_ble_mesh_cb_t update
Callback used to update publish message. Initialized by the stack.

struct k_delayed_work timer
Publish Period Timer. Initialized by the stack.

uint8_t dev_role
Role of the device that is going to publish messages

struct esp_ble_mesh_model_op_t
Abstraction that describes a model operation context. This structure is associated with struct
bt_mesh_model_op in mesh_access.h

Public Members
const uint32_t opcode
Message opcode

const size_tmin_len
Message minimum length

esp_ble_mesh_cb_t param_cb
Callback used to handle message. Initialized by the stack.

struct esp_ble_mesh_model_cbs_t
Abstraction that describes a model callback structure. This structure is associated with struct
bt_mesh_model_cb in mesh_access.h.

Public Members

esp_ble_mesh_cb_t init_cb
Callback used during model initialization. Initialized by the stack.
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struct esp_ble_mesh_model
Abstraction that describes a Mesh Model instance. This structure is associated with struct bt_mesh_model in
mesh_access.h

Public Members

const uint16_t model_id
16-bit model identifier

uintl6_t company_id
16-bit company identifier

uint16_t model_id
16-bit model identifier

struct esp_ble_mesh_model::[anonymous]::[anonymous] vnd
Structure encapsulating a model ID with a company ID

union esp_ble_mesh_model::[anonymous] [anonymous]
Model ID

uint8_t element_idx
Internal information, mainly for persistent storage Belongs to Nth element

uint§_t model_idx
Is the Nth model in the element

uintl6_t £lags
Information about what has changed

esp_ble_mesh_elem_t *element
The Element to which this Model belongs

esp_ble_mesh_model_pub_t *const pub
Model Publication

uint16_t keys[CONFIG_BLE_MESH_MODEIL_KEY_ COUNT]
AppKey List

uint16_t groups[CONFIG_BLE_MESH_MODEL_GROUP_COUNT]
Subscription List (group or virtual addresses)

esp_ble_mesh_model_op_t *op
Model operation context

esp_ble_mesh_model_cbs_t *cb
Model callback structure

void *user_data
Model-specific user data

struct esp_ble_mesh_msg_ctx_t
Message sending context. This structure is associated with struct bt_mesh_msg_ctx in mesh_access.h

Public Members
uint16_t net_idx
NetKey Index of the subnet through which to send the message.

uintl6_t app_idx
AppKey Index for message encryption.

uintl6_t addr
Remote address.

Espressif Systems 313 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 2. API Reference

uintl6_t recv_dst
Destination address of a received message. Not used for sending.

int§_t recv_rssi
RSSI of received packet. Not used for sending.

uint8_t recv_ttl:7
Received TTL value. Not used for sending.

uint8_t send_rel : 1
Force sending reliably by using segment acknowledgement

uint8_t send_ttl
TTL, or ESP_BLE_MESH_TTL_DEFAULT for default TTL.

uint32_t recv_op
Opcode of a received message. Not used for sending message.

esp_ble_mesh_model_t *model
Model corresponding to the message, no need to be initialized before sending message

bool srv_send
Indicate if the message is sent by a node server model, no need to be initialized before sending message

struct esp_ble_mesh_prov_t
Provisioning properties & capabilities. This structure is associated with struct bt_mesh_prov in mesh_access.h

struct esp_ble_mesh_comp_t
Node Composition data context. This structure is associated with struct bt_mesh_comp in mesh_access.h

Public Members

uintl6_t cid
16-bit SIG-assigned company identifier

uintl6_t pid
16-bit vendor-assigned product identifier

uintl6_t vid
16-bit vendor-assigned product version identifier

size_t element_count
Element count

esp_ble_mesh_elem_t *elements
A sequence of elements

struct esp_ble_mesh_unprov_dev_add_t
Information of the device which is going to be added for provisioning.

Public Members

esp_ble_mesh_bd_addr_t addr
Device address

esp_ble_mesh_addr_type_t addr_type
Device address type

uint8_t uuid[16]
Device UUID

uint16_t oob_info
Device OOB Info ADD_DEV_START_PROV_NOW_FLAG shall not be set if the bearer has both
PB-ADV and PB-GATT enabled
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esp_ble_mesh_prov_bearer_t bearer
Provisioning Bearer

struct esp_ble_mesh_device_delete_t
Information of the device which is going to be deleted.

Public Members

esp_ble_mesh_bd_addr_t addr
Device address

esp_ble_mesh_addr_type_t addr_type
Device address type

uint8_t uuid[16]
Device UUID

uint8_t £lag
BITO: device address; BIT1: device UUID

struct esp_ble_mesh_prov_data_info_t
Information of the provisioner which is going to be updated.

Public Members
uint16_t net_idx
NetKey Index

uint8_t £lags
Flags

uint32_t iv_index
IV Index

uint8_t £lag
BITO: net_idx; BIT1: flags; BIT2: iv_index

struct esp_ble_mesh_node_t
Information of the provisioned node

Public Members

esp_ble_mesh_bd_addr_t addr
Node device address

esp_ble_mesh_addr_type_t addr_type
Node device address type

uint8_t dev_uuid[16]
Device UUID

uintl6_t oob_info
Node OOB information

uintl6_t unicast_addr
Node unicast address

uint8_t element_num
Node element number

uint16_t net_idx
Node NetKey Index
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uint8_t £lags
Node key refresh flag and iv update flag

uint32_t iv_index
Node IV Index

uint8_t dev_key[16]
Node device key

char name[ESP_BLE_MESH_NODE_NAME_MAX_LEN + 1]
Node name

uintl6_t comp_length
Length of Composition Data

uint§_t *comp_data
Value of Composition Data

struct esp_ble_mesh_fast_prov_info_t
Context of fast provisioning which need to be set.

Public Members

uintl6_t unicast_min
Minimum unicast address used for fast provisioning

uint16_t unicast_max
Maximum unicast address used for fast provisioning

uintl6_t net_idx
Netkey index used for fast provisioning

uint§_t flags
Flags used for fast provisioning

uint32_t iv_index
IV Index used for fast provisioning

uint8_t of£set
Offset of the UUID to be compared

uint8_tmatch_len
Length of the UUID to be compared

uint8_t match_val[16]
Value of UUID to be compared

struct esp_ble_mesh_heartbeat_filter_info_t
Context of Provisioner heartbeat filter information to be set

Public Members
uintl6_t hb_src
Heartbeat source address (unicast address)

uintl6_t hb_dst
Heartbeat destination address (unicast address or group address)

struct esp_ble_mesh_client_op_pair_t
BLE Mesh client models related definitions.

Client model Get/Set message opcode and corresponding Status message opcode
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Public Members
uint32_t cli_op
The client message opcode

uint32_t status_op
The server status opcode corresponding to the client message opcode

struct esp_ble_mesh_client_t
Client Model user data context.

Public Members
esp_ble_mesh_model_t *model
Pointer to the client model. Initialized by the stack.

int op_pair_size
Size of the op_pair

const esp_ble_mesh_client_op_pair_t *op_pair
Table containing get/set message opcode and corresponding status message opcode

uint32_t publish_status
Callback used to handle the received unsolicited message. Initialized by the stack.

void *internal_data
Pointer to the internal data of client model

uint§_tmsg_role
Role of the device (Node/Provisioner) that is going to send messages

struct esp_ble_mesh_client_common_param_t
Common parameters of the messages sent by Client Model.

Public Members
esp_ble_mesh_opcode_t opcode
Message opcode

esp_ble_mesh_model_t *model
Pointer to the client model structure

esp_ble_mesh_msg_ctx_t ctx
The context used to send message

int32_tmsg_timeout
Timeout value (ms) to get response to the sent message Note: if using default timeout value in menuconfig,
make sure to set this value to 0

uint§_t msg_role
Role of the device - Node/Provisioner

struct esp_ble_mesh_state_transition_t
Parameters of the server model state transition

Public Functions

BLE_MESH_ATOMIC_DEFINE (flag, ESP_BLE_MESH_SERVER_FLAG_MAX)
Flag used to indicate if the transition timer has been started internally.

If the model which contains esp_ble_mesh_state_transition_t  sets “set_auto_rsp” to
ESP_BLE_MESH_SERVER_RSP_BY_APP, the handler of the timer shall be initialized by the
users.
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And users can use this flag to indicate whether the timer is started or not.

Public Members

bool just_started
Indicate if the state transition has just started

uint§_t trans_time
State transition time

uint8_t remain_time
Remaining time of state transition

uint§_t delay
Delay before starting state transition

uint32_t quo_tt
Duration of each divided transition step

uint32_t counter
Number of steps which the transition duration is divided

uint32_t total_duration
State transition total duration

int64_t start_timestamp
Time when the state transition is started

struct k_delayed_work timer
Timer used for state transition

struct esp_ble_mesh_last_msg_info_t
Parameters of the server model received last same set message.

Public Members

uint8_ttid
Transaction number of the last message

uintl6_t src
Source address of the last message

uintl6_t dst
Destination address of the last message

int64_t timestamp
Time when the last message is received

struct esp_ble_mesh_server_rsp_ctrl_t
Parameters of the Server Model response control

Public Members

uint8_t get_auto_rsp: 1
BLE Mesh Server Response Option.

1. If get_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of Client
Get messages need to be replied by the application;

2. If get_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Client Get
messages will be replied by the server models;

3. If set_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of Client
Set messages need to be replied by the application;
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4. If set_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Client Set
messages will be replied by the server models;

5. If status_auto_rsp is set to ESP_BLE_MESH_SERVER_RSP_BY_APP, then the response of
Server Status messages need to be replied by the application;

6. If status_auto_rsp is set to ESP_BLE_MESH_SERVER_AUTO_RSP, then the response of Server
Status messages will be replied by the server models;Response control for Client Get messages

uint8_t set_auto_rsp: |
Response control for Client Set messages

uint8_t status_auto_rsp: 1
Response control for Server Status messages

Macros
ESP_BLE_HOST_STATUS_ENABLED
ESP_BLE_HOST STATUS_CHECK (status)
The maximum length of a BLE Mesh message, including Opcode, Payload and TransMIC

ESP_BLE_MESH_SDU_MAX_LEN
Length of a short Mesh MIC.

ESP_BLE_MESH_MIC_SHORT
Length of a long Mesh MIC.

ESP_BLE_MESH_MIC_LONG
The maximum length of a BLE Mesh provisioned node name

ESP_BLE_MESH_NODE_NAME_MAX_LEN
The maximum length of a BLE Mesh unprovisioned device name

ESP_BLE_MESH_DEVICE_NAME_MAX_LEN
The maximum length of settings user id

ESP_BLE_MESH_SETTINGS_UID_SIZE
Invalid settings index

ESP_BLE_MESH_INVALID_ SETTINGS_IDX
Define the BLE Mesh octet 16 bytes size

ESP_BLE_MESH_OCTET16_LEN
ESP_BLE_MESH_OCTET8_LEN

ESP_BLE_MESH_CID_NVAL
Special TTL value to request using configured default TTL

ESP_BLE_MESH_TTL_DEFAULT
Maximum allowed TTL value

ESP_BLE_MESH_TTL_MAX
ESP_BLE_MESH_ADDR_UNASSIGNED
ESP_BLE_MESH_ADDR_ALL_NODES
ESP_BLE_MESH_ADDR_PROXIES
ESP_BLE_MESH_ADDR_FRIENDS
ESP_BLE_MESH_ADDR_RELAYS
ESP_BLE_MESH_KEY_ UNUSED
ESP_BLE_MESH_KEY_ DEV
ESP_BLE_MESH_KEY PRIMARY

ESP_BLE_MESH_KEY_ ANY
Primary Network Key index
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ESP_BLE_MESH_NET PRIMARY
Relay state value

ESP_BLE_MESH_RELAY DISABLED
ESP_BLE_MESH_RELAY ENABLED

ESP_BLE_MESH_RELAY NOT_SUPPORTED
Beacon state value

ESP_BLE_MESH_BEACON_DISABLED

ESP_BLE_MESH_BEACON_ENABLED
GATT Proxy state value

ESP_BLE_MESH_GATT PROXY_ DISABLED
ESP_BLE_MESH_GATT PROXY_ ENABLED

ESP_BLE_MESH_GATT PROXY_NOT_SUPPORTED
Friend state value

ESP_BLE_MESH_FRIEND_DISABLED
ESP_BLE_MESH_FRIEND_ENABLED

ESP_BLE_MESH_FRIEND_NOT_SUPPORTED
Node identity state value

ESP_BLE_MESH_NODE_IDENTITY_ STOPPED
ESP_BLE_MESH_NODE_IDENTITY_ RUNNING

ESP_BLE_MESH_NODE_IDENTITY NOT_SUPPORTED
Supported features

ESP_BLE_MESH_FEATURE_RELAY
ESP_BLE_MESH_FEATURE_PROXY
ESP_BLE_MESH_FEATURE_FRIEND
ESP_BLE_MESH_FEATURE_LOW_POWER
ESP_BLE_MESH_FEATURE_ALL_SUPPORTED
ESP_BLE_MESH_ADDR_IS_UNICAST (addr)
ESP_BLE_MESH_ADDR_IS_GROUP (addr)
ESP_BLE_MESH_ADDR_IS_VIRTUAL (addr)
ESP_BLE_MESH_ADDR_IS_RFU (addr)
ESP_BLE_MESH_INVALID_ NODE_INDEX

ESP_BLE_MESH_TRANSMIT (count, int_ms)
Encode transmission count & interval steps.

Note For example, ESP_BLE_MESH_TRANSMIT(2, 20) means that the message will be sent about
90ms(count is 3, step is 1, interval is 30 ms which includes 10ms of advertising interval random de-

lay).

Return BLE Mesh transmit value that can be used e.g. for the default values of the Configuration Model data.

Parameters

e count: Number of retransmissions (first transmission is excluded).

e int_ms: Interval steps in milliseconds. Must be greater than 0 and a multiple of 10.

ESP_BLE_MESH_GET_TRANSMIT_ COUNT (transmit)
Decode transmit count from a transmit value.

Return Transmission count (actual transmissions equal to N + 1).

Parameters
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e transmit: Encoded transmit count & interval value.

ESP_BLE_MESH_GET_TRANSMIT INTERVAL (transmit)
Decode transmit interval from a transmit value.

Return Transmission interval in milliseconds.
Parameters
e transmit: Encoded transmit count & interval value.

ESP_BLE_MESH_PUBLISH_TRANSMIT (count, int_ms)
Encode Publish Retransmit count & interval steps.

Return BLE Mesh transmit value that can be used e.g. for the default values of the Configuration Model data.
Parameters

e count: Number of retransmissions (first transmission is excluded).

e int_ms: Interval steps in milliseconds. Must be greater than 0 and a multiple of 50.

ESP_BLE_MESH_GET_PUBLISH_TRANSMIT_COUNT (transmit)
Decode Publish Retransmit count from a given value.

Return Retransmission count (actual transmissions equal to N + 1).
Parameters
e transmit: Encoded Publish Retransmit count & interval value.

ESP_BLE_MESH_GET_PUBLISH_TRANSMIT_INTERVAL (transmit)
Decode Publish Retransmit interval from a given value.

Callbacks which are not needed to be initialized by users (set with 0 and will be initialized internally)

Return Transmission interval in milliseconds.
Parameters
e transmit: Encoded Publish Retransmit count & interval value.

ESP_BLE_MESH_PROV_STATIC_OOB_MAX_ LEN
Maximum length of string used by Output OOB authentication

ESP_BLE_MESH_PROV_OUTPUT_OOB_MAX_LEN
Maximum length of string used by Output OOB authentication

ESP_BLE_MESH_PROV_INPUT_OOB_MAX_LEN
Macros used to define message opcode

ESP_BLE_MESH_MODEL_OP_1 (b0)
ESP_BLE_MESH_MODEL_OP_2 (b0, bl)

ESP_BLE_MESH_MODEL_OP_3 (b0, cid)
This macro is associated with BLE_MESH_MODEL_CB in mesh_access.h

ESP_BLE_MESH_SIG_MODEL (_id, _op, _pub, _user_data)
This macro is associated with BLE_ MESH_MODEL_VND_CB in mesh_access.h

ESP_BLE_MESH_VENDOR_MODEL (_company, _id, _op, _pub, _user_data)

ESP_BLE_MESH_ELEMENT (_loc, _mods, _vnd_mods)
Helper to define a BLE Mesh element within an array.

In case the element has no SIG or Vendor models, the helper macro ESP_BLE_MESH_MODEL_NONE can
be given instead.

Note This macro is associated with BLE_ MESH_ELEM in mesh_access.h
Parameters

¢ _loc: Location Descriptor.

e _mods: Array of SIG models.

e _vnd_mods: Array of vendor models.

ESP_BLE_MESH_PROV (uuid, sta_val, sta_val_len, out_size, out_act, in_size, in_act)

BT_OCTET32_LEN
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BD_ADDR_LEN
ESP_BLE_MESH_ADDR_TYPE_PUBLIC
ESP_BLE_MESH_ADDR_TYPE_RANDOM
ESP_BLE_MESH_ADDR_TYPE_RPA_ PUBLIC
ESP_BLE_MESH_ADDR_TYPE_RPA_RANDOM

ESP_BLE_MESH_MODEL_PUB_DEFINE (_name, _msg_len, _role)
Define a model publication context.

Parameters
e _name: Variable name given to the context.
e _msg_len: Length of the publication message.
e _role: Role of the device which contains the model.

ESP_BLE_MESH_MODEL_OP (_opcode, _min_len)
Define a model operation context.

Parameters
e _opcode: Message opcode.
e _min_len: Message minimum length.

ESP_BLE_MESH_MODEL_OP_END
Define the terminator for the model operation table. Each model operation struct array must use this terminator
as the end tag of the operation unit.

ESP_BLE_MESH_MODEL_NONE
Helper to define an empty model array. This structure is associated with BLE_ MESH_MODEL_NONE in
mesh_access.h

ADD_DEV_RM_AFTER_PROV_FLAG
Device will be removed from queue after provisioned successfully

ADD_DEV_START PROV_NOW_FLAG
Start provisioning device immediately

ADD_DEV_FLUSHABLE_DEV_FLAG
Device can be remove when queue is full and new device is going to added

DEL_DEV_ADDR_FLAG

DEL_DEV_UUID_FLAG

PROV_DATA_ NET_IDX_ FLAG

PROV_DATA_ FLAGS_FLAG
PROV_DATA_IV_INDEX_FLAG
ESP_BLE_MESH_HEARTBEAT_ FILTER_ACCEPTLIST

ESP_BLE_MESH_HEARTBEAT FILTER_REJECTLIST
Provisioner heartbeat filter operation

ESP_BLE_MESH_HEARTBEAT FILTER_ADD
ESP_BLE_MESH_HEARTBEAT FILTER_REMOVE

ESP_BLE_MESH_MODEL_ID_CONFIG_SRV
BLE Mesh models related Model ID and Opcode definitions.

< Foundation Models
ESP_BLE_MESH_MODEL_ID_CONFIG_CLI
ESP_BLE_MESH_MODEL_ID_HEALTH_ SRV

ESP_BLE_MESH_MODEL_ID_HEALTH_ CLI
Models from the Mesh Model Specification
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ESP_BLE_MESH_MODEL_ID_GEN_ONOFF_SRV
ESP_BLE_MESH_MODEL_ID_GEN_ONOFF_CLI
ESP_BLE_MESH_MODEL_ID_GEN_LEVEL_SRV
ESP_BLE_MESH_MODEL_ID_GEN_LEVEL_CLI
ESP_BLE_MESH_MODEL_ID_GEN_DEF_TRANS_TIME_SRV
ESP_BLE_MESH_MODEL_ID_GEN_DEF_TRANS_TIME_CLI
ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_SRV
ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_POWER_ONOFF_CLI
ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_SRV
ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_POWER_LEVEL_CLI
ESP_BLE_MESH_MODEL_ID_GEN_BATTERY_ SRV
ESP_BLE_MESH_MODEL_ID_GEN_BATTERY CLI
ESP_BLE_MESH_MODEL_ID_GEN_LOCATION_SRV
ESP_BLE_MESH_MODEL_ID_GEN_LOCATION_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_LOCATION_CLI
ESP_BLE_MESH_MODEL_ID_GEN_ADMIN PROP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_MANUFACTURER_PROP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_USER_PROP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_CLIENT_PROP_SRV
ESP_BLE_MESH_MODEL_ID_GEN_PROP_CLI
ESP_BLE_MESH_MODEL_ID_SENSOR_SRV
ESP_BLE_MESH_MODEL_ID_SENSOR_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_SENSOR_CLI
ESP_BLE_MESH_MODEL_ID_TIME_SRV
ESP_BLE_MESH_MODEL_ID_TIME_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_TIME_CLI
ESP_BLE_MESH_MODEL_ID_SCENE_SRV
ESP_BLE_MESH_MODEL_ID_SCENE_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_SCENE_CLI
ESP_BLE_MESH_MODEL_ID_SCHEDULER_SRV
ESP_BLE_MESH_MODEL_ID_SCHEDULER_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_SCHEDULER_CLI
ESP_BLE_MESH_MODEL_ID_LIGHT_LIGHTNESS_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_LIGHTNESS_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_LIGHTNESS_CLI
ESP_BLE_MESH_MODEL_ID_LIGHT_CTIL_SRV

ESP_BLE_MESH_MODEL_ID_LIGHT_CTL_SETUP_SRV
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ESP_BLE_MESH_MODEL_ID_LIGHT_CTL_CLI
ESP_BLE_MESH_MODEL_ID_LIGHT_CTL_TEMP_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_CLI
ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_HUE_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_HSL_SAT SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_XYL_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_XYL_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_XYL_CLI
ESP_BLE_MESH_MODEL_ID_LIGHT_LC_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_LC_SETUP_SRV
ESP_BLE_MESH_MODEL_ID_LIGHT_LC_CLI

ESP_BLE_MESH_MODEL_OP_BEACON_GET
Config Beacon Get

ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_GET
Config Composition Data Get

ESP_BLE_MESH_MODEL_OP_DEFAULT TTL_GET
Config Default TTL Get

ESP_BLE_MESH_MODEL_OP_GATT_PROXY_ GET
Config GATT Proxy Get

ESP_BLE_MESH_MODEL_OP_RELAY_ GET
Config Relay Get

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_GET
Config Model Publication Get

ESP_BLE_MESH_MODEL_OP_FRIEND_GET
Config Friend Get

ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_GET
Config Heartbeat Publication Get

ESP_BLE_MESH_MODEL_OP_HEARTBEAT_ SUB_GET
Config Heartbeat Subscription Get

ESP_BLE_MESH_MODEL_OP_NET KEY GET

Config NetKey Get
ESP_BLE_MESH_MODEL_OP_APP_KEY_GET

Config AppKey Get
ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_ GET

Config Node Identity Get

ESP_BLE_MESH_MODEL_OP_SIG_MODEL_SUB_GET
Config SIG Model Subscription Get

ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_SUB_GET
Config Vendor Model Subscription Get

ESP_BLE_MESH_MODEL_OP_SIG_MODEL_APP_GET
Config SIG Model App Get
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ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_APP_GET
Config Vendor Model App Get

ESP_BLE_MESH_MODEL_OP_KEY REFRESH_PHASE_GET
Config Key Refresh Phase Get

ESP_BLE_MESH_MODEL_OP_LPN_POLLTIMEOUT GET
Config Low Power Node PollTimeout Get

ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT GET
Config Network Transmit Get

ESP_BLE_MESH_MODEL_OP_BEACON_SET
Config Beacon Set

ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_SET
Config Default TTL Set

ESP_BLE_MESH_MODEL_OP_GATT_PROXY_ SET
Config GATT Proxy Set

ESP_BLE_MESH_MODEL_OP_RELAY_SET
Config Relay Set

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_SET
Config Model Publication Set

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_ADD
Config Model Subscription Add

ESP_BLE_MESH_MODEL_OP_MODEIL_SUB_VIRTUAIL_ADDR_ADD
Config Model Subscription Virtual Address Add

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE
Config Model Subscription Delete

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_DELETE
Config Model Subscription Virtual Address Delete

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_OVERWRITE
Config Model Subscription Overwrite

ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ ADDR_OVERWRITE
Config Model Subscription Virtual Address Overwrite

ESP_BLE_MESH_MODEL_OP_NET KEY_ ADD
Config NetKey Add

ESP_BLE_MESH_MODEL_OP_APP_KEY_ ADD
Config AppKey Add

ESP_BLE_MESH_MODEL_OP_MODEIL_APP_BIND
Config Model App Bind

ESP_BLE_MESH_MODEL_OP_NODE_RESET
Config Node Reset

ESP_BLE_MESH_MODEL_OP_FRIEND_SET
Config Friend Set

ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_SET
Config Heartbeat Publication Set

ESP_BLE_MESH_MODEL_OP_HEARTBEAT SUB_SET
Config Heartbeat Subscription Set

ESP_BLE_MESH_MODEL_OP_NET_KEY_UPDATE
Config NetKey Update
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ESP_BLE_MESH_MODEL_OP_NET_KEY DELETE
Config NetKey Delete

ESP_BLE_MESH_MODEL_OP_APP_KEY UPDATE
Config AppKey Update

ESP_BLE_MESH_MODEL_OP_APP_KEY DELETE
Config AppKey Delete

ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_ SET
Config Node Identity Set

ESP_BLE_MESH_MODEL_OP_KEY REFRESH_PHASE_SET
Config Key Refresh Phase Set

ESP_BLE_MESH_MODEL_OP_MODEL_PUB_VIRTUAL_ADDR_SET
Config Model Publication Virtual Address Set

ESP_BLE_MESH_MODEL_OP_MODEIL_SUB_DELETE_ALL
Config Model Subscription Delete All

ESP_BLE_MESH_MODEL_OP_MODEL_APP_UNBIND
Config Model App Unbind

ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT SET
Config Network Transmit Set

ESP_BLE_MESH_MODEL_OP_BEACON_STATUS
ESP_BLE_MESH_MODEL_OP_COMPOSITION_ DATA_STATUS
ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_STATUS
ESP_BLE_MESH_MODEL_OP_GATT_ PROXY_STATUS
ESP_BLE_MESH_MODEL_OP_RELAY_STATUS
ESP_BLE_MESH_MODEL_OP_MODEL_PUB_STATUS
ESP_BLE_MESH_MODEL_OP_MODEL_SUB_STATUS
ESP_BLE_MESH_MODEL_OP_SIG_MODEL_SUB_LIST
ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_SUB_LIST
ESP_BLE_MESH_MODEL_OP_NET_KEY_ STATUS
ESP_BLE_MESH_MODEL_OP_NET_KEY LIST
ESP_BLE_MESH_MODEL_OP_APP_KEY_ STATUS
ESP_BLE_MESH_MODEL_OP_APP_KEY LIST
ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY STATUS
ESP_BLE_MESH_MODEL_OP_MODEL_APP_STATUS
ESP_BLE_MESH_MODEL_OP_SIG_MODEIL_APP_LIST
ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_APP_LIST
ESP_BLE_MESH_MODEL_OP_NODE_RESET_STATUS
ESP_BLE_MESH_MODEL_OP_FRIEND_STATUS
ESP_BLE_MESH_MODEL_OP_KEY_ REFRESH_PHASE_STATUS
ESP_BLE_MESH_MODEL_OP_HEARTBEAT PUB_STATUS
ESP_BLE_MESH_MODEL_OP_HEARTBEAT SUB_STATUS
ESP_BLE_MESH_MODEL_OP_LPN_POLLTIMEOUT_ STATUS

ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_STATUS
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ESP_BLE_MESH_CFG_STATUS_SUCCESS
ESP_BLE_MESH_CFG_STATUS_INVALID_ ADDRESS
ESP_BLE_MESH_CFG_STATUS_INVALID_ MODEL
ESP_BLE_MESH_CFG_STATUS_INVALID_ APPKEY
ESP_BLE_MESH_CFG_STATUS_INVALID_NETKEY
ESP_BLE_MESH_CFG_STATUS_INSUFFICIENT RESOURCES
ESP_BLE_MESH_CFG_STATUS_KEY INDEX_ ALREADY STORED
ESP_BLE_MESH_CFG_STATUS_INVALID_ PUBLISH_PARAMETERS
ESP_BLE_MESH_CFG_STATUS_NOT A_SUBSCRIBE_MODEL
ESP_BLE_MESH_CFG_STATUS_STORAGE_FAILURE
ESP_BLE_MESH_CFG_STATUS_FEATURE_NOT SUPPORTED
ESP_BLE_MESH_CFG_STATUS_CANNOT UPDATE
ESP_BLE_MESH_CFG_STATUS_CANNOT REMOVE
ESP_BLE_MESH_CFG_STATUS_CANNOT_BIND
ESP_BLE_MESH_CFG_STATUS_TEMP_UNABLE_TO_CHANGE_STATE
ESP_BLE_MESH_CFG_STATUS_CANNOT_SET
ESP_BLE_MESH_CFG_STATUS_UNSPECIFIED_ERROR
ESP_BLE_MESH_CFG_STATUS_INVALID_BINDING

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_GET
Health Fault Get

ESP_BLE_MESH_MODEL_OP_HEALTH_ PERIOD_GET
Health Period Get

ESP_BLE_MESH_MODEL_OP_ATTENTION_GET
Health Attention Get

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_CLEAR
Health Fault Clear

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_CLEAR_UNACK
Health Fault Clear Unacknowledged

ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_TEST
Health Fault Test

ESP_BLE_MESH_MODEL_OP_HEALTH_ FAULT_TEST_UNACK
Health Fault Test Unacknowledged

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_SET
Health Period Set

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_SET_UNACK
Health Period Set Unacknowledged

ESP_BLE_MESH_MODEL_OP_ATTENTION_SET
Health Attention Set

ESP_BLE_MESH_MODEL_OP_ATTENTION_SET_UNACK
Health Attention Set Unacknowledged

ESP_BLE_MESH_MODEL_OP_HEALTH_CURRENT_STATUS
ESP_BLE_MESH_MODEL_OP_HEALTH_FAULT_STATUS

ESP_BLE_MESH_MODEL_OP_HEALTH_PERIOD_STATUS
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ESP_BLE_MESH_MODEL_OP_ATTENTION_ STATUS
ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_GET
ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET
ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_STATUS
Generic Level Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_GET
ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET
ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET_UNACK
ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET
ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET_ UNACK
ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET

ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET_ UNACK
Generic Default Transition Time Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_GET
ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_SET
ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_SET UNACK

ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_STATUS
Generic Power OnOff Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_GET

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_STATUS
Generic Power OnOff Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET

ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET_UNACK
Generic Power Level Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_GET
ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET
ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET_ UNACK
ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_POWER_LAST_GET
ESP_BLE_MESH_MODEL_OP_GEN_POWER_LAST_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT GET
ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_ STATUS
ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_GET

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_STATUS
Generic Power Level Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_SET
ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_ SET_ UNACK

ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET
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ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET UNACK
Generic Battery Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_BATTERY_GET

ESP_BLE_MESH_MODEL_OP_GEN_BATTERY_ STATUS
Generic Location Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_GET
ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_GET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_STATUS
Generic Location Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET
ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET_UNACK
ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET

ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET_UNACK
Generic Manufacturer Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTIES_GET
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTIES_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_GET
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_STATUS
Generic Admin Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTIES_GET
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTIES_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTY_ GET
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTY_ SET
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN PROPERTY SET UNACK

ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_STATUS
Generic User Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTIES_GET
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTIES_STATUS
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_ GET
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_SET
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_SET_UNACK

ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_STATUS
Generic Client Property Message Opcode

ESP_BLE_MESH_MODEL_OP_GEN_CLIENT PROPERTIES_GET
ESP_BLE_MESH_MODEL_OP_GEN_CLIENT PROPERTIES_STATUS
ESP_BLE_MESH_MODEL_OP_SENSOR_DESCRIPTOR_GET
ESP_BLE_MESH_MODEL_OP_SENSOR_DESCRIPTOR_STATUS

ESP_BLE_MESH_MODEL_OP_SENSOR_GET
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ESP_BLE_MESH_MODEL_OP_SENSOR_STATUS
ESP_BLE_MESH_MODEL_OP_SENSOR_COLUMN_GET
ESP_BLE_MESH_MODEL_OP_SENSOR_COLUMN_STATUS
ESP_BLE_MESH_MODEL_OP_SENSOR_SERIES_GET

ESP_BLE_MESH_MODEL_OP_SENSOR_SERIES_STATUS
Sensor Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_GET
ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_SET
ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_SET_UNACK
ESP_BLE_MESH_MODEL_OP_SENSOR_CADENCE_STATUS
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTINGS_GET
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTINGS_STATUS
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_GET
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_SET
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_SET_UNACK
ESP_BLE_MESH_MODEL_OP_SENSOR_SETTING_STATUS
ESP_BLE_MESH_MODEL_OP_TIME_GET
ESP_BLE_MESH_MODEL_OP_TIME_SET
ESP_BLE_MESH_MODEL_OP_TIME_STATUS
ESP_BLE_MESH_MODEL_OP_TIME_ROLE_GET
ESP_BLE_MESH_MODEL_OP_TIME_ROLE_SET
ESP_BLE_MESH_MODEL_OP_TIME_ROLE_STATUS
ESP_BLE_MESH_MODEL_OP_TIME_ZONE_GET
ESP_BLE_MESH_MODEL_OP_TIME_ZONE_SET
ESP_BLE_MESH_MODEL_OP_TIME_ZONE_STATUS
ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_GET
ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_SET

ESP_BLE_MESH_MODEL_OP_TAI_UTC_DELTA_STATUS
Scene Message Opcode

ESP_BLE_MESH_MODEL_OP_SCENE_GET
ESP_BLE_MESH_MODEL_OP_SCENE_RECALL
ESP_BLE_MESH_MODEL_OP_SCENE_RECALL_UNACK
ESP_BLE_MESH_MODEL_OP_SCENE_STATUS
ESP_BLE_MESH_MODEL_OP_SCENE_REGISTER_GET

ESP_BLE_MESH_MODEL_OP_SCENE_REGISTER_STATUS
Scene Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SCENE_STORE
ESP_BLE_MESH_MODEL_OP_SCENE_STORE_UNACK

ESP_BLE_MESH_MODEL_OP_SCENE_DELETE
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ESP_BLE_MESH_MODEL_OP_SCENE_DELETE_UNACK
Scheduler Message Opcode

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_GET
ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT STATUS
ESP_BLE_MESH_MODEL_OP_SCHEDULER_GET

ESP_BLE_MESH_MODEL_OP_SCHEDULER_STATUS
Scheduler Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT_SET
ESP_BLE_MESH_MODEL_OP_SCHEDULER_ACT SET_ UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_SET UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_LINEAR_GET
ESP_BLE_MESH_MODEL_OP_LIGHT LIGHTNESS_LINEAR_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LINEAR_SET UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LINEAR_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_LAST_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_LAST_ STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_DEFAULT GET
ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_DEFAULT_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_ LIGHTNESS_RANGE_STATUS
Light Lightness Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_DEFAULT SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_DEFAULT_ SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_LIGHTNESS_RANGE_SET_ UNACK
Light CTL Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_SET
ESP_BLE_MESH_MODEL_OP_LIGHT CTL_SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_RANGE_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_ CTL_TEMPERATURE_RANGE_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_ CTL_TEMPERATURE_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_DEFAULT GET
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ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_DEFAULT_STATUS
Light CTL Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_DEFAULT SET
ESP_BLE_MESH_MODEL_OP_LIGHT CTL_DEFAULT_ SET UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT CTL_TEMPERATURE_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_CTL_TEMPERATURE_RANGE_SET UNACK
Light HSL Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_HUE_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSI, HUE_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_HUE_SET UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_HUE_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_HSI_SATURATION_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSI_SATURATION_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SATURATION SET_ UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SATURATION_ STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_HSI_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_TARGET_ GET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_TARGET_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_DEFAULT GET
ESP_BLE_MESH_MODEL_OP_LIGHT_ HSL_DEFAULT STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_HSI_RANGE_GET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_RANGE_STATUS
Light HSL Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_DEFAULT SET
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_DEFAULT_ SET_ UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_HSL_RANGE_SET UNACK
Light xyL. Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_XYI_ SET
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_SET UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_TARGET_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_TARGET_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_DEFAULT GET
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_DEFAULT STATUS

ESP_BLE_MESH_MODEL_OP_LIGHT_XYIL_RANGE_GET
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ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_RANGE_STATUS
Light xyLL Setup Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_DEFAULT SET
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_DEFAULT_ SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_RANGE_SET

ESP_BLE_MESH_MODEL_OP_LIGHT_XYL_RANGE_SET_UNACK
Light Control Message Opcode

ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_SET UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_MODE_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_ GET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_SET_ UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_OM_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT_ONOFF_GET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT_ONOFF_SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT_ONOFF_SET_ UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_LIGHT_ONOFF_STATUS
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY GET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY_ SET
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY_ SET_UNACK
ESP_BLE_MESH_MODEL_OP_LIGHT_LC_PROPERTY_ STATUS
ESP_BLE_MESH_MODEL_STATUS_SUCCESS
ESP_BLE_MESH_MODEL_STATUS_CANNOT_SET_RANGE_MIN
ESP_BLE_MESH_MODEL_STATUS_CANNOT_SET_RANGE_MAX

ESP_BLE_MESH_SERVER_RSP_BY_ APP
Response need to be sent in the application

ESP_BLE_MESH_SERVER_AUTO_RSP
Response will be sent internally

Type Definitions

typedef uint8_tesp_ble_mesh_octetl6_t[ESP_BLE_MESH_OCTET16_LEN]
Define the BLE Mesh octet 8§ bytes size

typedef uint8_t esp_ble_mesh_octet8_t[ESP_BLE_MESH_OCTET8_LEN]
Invalid Company ID

typedef uint32_tesp_ble_mesh_cb_t
typedef uint8_t UINTS8

typedef uintl6_t UINT16

typedef uint32_t UINT32

typedef uint64_t UINT64

typedef UINTS BT _OCTET32[BT_OCTET32_LEN]
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typedef uint8_t BD_ADDR[BD_ADDR_LEN]
typedef uint§_t esp_ble_mesh_bd_addr_t[BD_ADDR_LEN]

typedef uint8_t esp_ble_mesh_addr_type_t
BLE device address type.

typedef struct esp_ble_mesh_model esp_ble_mesh_model_t
typedef uint§_tesp_ble_mesh_dev_add_flag_t

typedef uint32_t esp_ble_mesh_opcode_config_client_get_t
esp_ble_mesh_opcode_config_client_get_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_config_client_get_state. The following opcodes will only be used in
the esp_ble_mesh_config_client_get_state function.

typedef uint32_t esp_ble_mesh_opcode_config_client_set_t
esp_ble_mesh_opcode_config_client_set_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_config_client_set_state. The following opcodes will only be used in
the esp_ble_mesh_config_client_set_state function.

typedef uint32_t esp_ble_mesh_opcode_config_status_t
esp_ble_mesh_opcode_config_status_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to locate
the opcodes used by the Config Model messages The following opcodes are used by the BLE Mesh Config
Server Model internally to respond to the Config Client Model’ s request messages.

typedef uint§_tesp_ble_mesh_cfg_status_t
This typedef is only used to indicate the status code contained in some of the Configuration Server Model status
message.

typedef uint32_t esp_ble_mesh_opcode_health_client_get_t
esp_ble_mesh_opcode_health_client_get_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_health_client_get_state. The following opcodes will only be used in
the esp_ble_mesh_health_client_get_state function.

typedef uint32_t esp_ble_mesh_opcode_health_client_set_t
esp_ble_mesh_opcode_health_client_set_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to
locate the opcodes used by esp_ble_mesh_health_client_set_state. The following opcodes will only be used in
the esp_ble_mesh_health_client_set_state function.

typedef uint32_t esp_ble_mesh_health_model_status_t
esp_ble_mesh_health_model_status_t belongs to esp_ble_mesh_opcode_t, this typedef is only used to locate
the opcodes used by the Health Model messages. The following opcodes are used by the BLE Mesh Health
Server Model internally to respond to the Health Client Model’ s request messages.

typedef uint32_t esp_ble_mesh_generic_message_opcode_t
esp_ble_mesh_generic_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef is
only used to locate the opcodes used by functions esp_ble_mesh_generic_client_get_state &
esp_ble_mesh_generic_client_set_state.Generic OnOff Message Opcode

typedef uint32_t esp_ble_mesh_sensor_message_opcode_t
esp_ble_mesh_sensor_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef is
only used to locate the opcodes used by functions esp_ble_mesh_sensor_client_get_state &
esp_ble_mesh_sensor_client_set_state.Sensor Message Opcode

typedef uint32_t esp_ble_mesh_time_scene_message_opcode_t
esp_ble_mesh_time_scene_message_opcode_t belongs to esp_ble_mesh_opcode_t, this typedef is
only used to locate the opcodes used by functions esp_ble_mesh_time_scene_client_get_state &
esp_ble_mesh_time_scene_client_set_state. Time Message Opcode

typedef uint32_t esp_ble_mesh_light_message_opcode_t
esp_ble_mesh_light_message_opcode_t  belongs to esp_ble_mesh_opcode_t, this  typedef s
only used to locate the opcodes used by functions esp_ble_mesh_light_client_get_state &
esp_ble_mesh_light_client_set_state.Light Lightness Message Opcode
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typedef uint32_t esp_ble_mesh_opcode_t
End of defines of esp_ble_mesh_opcode_t

typedef uint8_tesp_ble_mesh_model_status_t

This typedef is only used to indicate the status code contained in some of the server models (e.g. Generic

Server Model) status message.

Enumerations
enum esp_ble_mesh_cb_type_t
Values:

ESP_BLE_MESH_TYPE_PROV_CB
ESP_BLE_MESH_TYPE_OUTPUT_NUM_CB
ESP_BLE_MESH_TYPE_OUTPUT_STR_CB
ESP_BLE_MESH_TYPE_INTPUT_CB
ESP_BLE_MESH_TYPE_LINK_OPEN_CB
ESP_BLE_MESH_TYPE_LINK_CLOSE_CB
ESP_BLE_MESH_TYPE_COMPLETE_CB

ESP_BLE_MESH_TYPE_RESET_CB
enum esp_ble_mesh_oob_method_t
Values:

ESP_BLE_MESH_NO_OOB
ESP_BLE_MESH_STATIC_OOB
ESP_BLE_MESH_OUTPUT_OOB
ESP_BLE_MESH_INPUT_OOB

enum esp_ble_mesh_output_action_t
Values:

ESP_BLE_MESH_NO_OUTPUT =0
ESP_BLE_MESH_BLINK = BIT(0)
ESP_BLE_MESH_BEEP = BIT(1)
ESP_BLE_MESH_VIBRATE = BIT(2)
ESP_BLE_MESH_DISPLAY_ NUMBER = BIT(3)
ESP_BLE_MESH_DISPLAY_ STRING = BIT(4)

enum esp_ble_mesh_input_action_t
Values:

ESP_BLE_MESH_NO_INPUT =0
ESP_BLE_MESH_PUSH = BIT(0)
ESP_BLE_MESH_TWIST = BIT(1)
ESP_BLE_MESH_ENTER_NUMBER = BIT(2)
ESP_BLE_MESH_ENTER_STRING = BIT(3)

enum esp_ble_mesh_prov_bearer_t
Values:

ESP_BLE_MESH_PROV_ADV = BIT(0)

ESP_BLE_MESH_PROV_GATT = BIT(1)
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enum esp_ble_mesh_prov_oob_info_t
Values:

ESP_BLE_MESH_PROV_OOB_OTHER = BIT(0)
ESP_BLE_MESH_PROV_OOB_URI = BIT(1)
ESP_BLE_MESH_PROV_OOB_2D_CODE = BIT(2)
ESP_BLE_MESH_PROV_OOB_BAR_CODE = BIT(3)
ESP_BLE_MESH_PROV_OOB_NFC = BIT(4)
ESP_BLE_MESH_PROV_OOB_NUMBER = BIT(5)
ESP_BLE_MESH_PROV_OOB_STRING = BIT(6)
ESP_BLE_MESH_PROV_OOB_ON_BOX = BIT(11)
ESP_BLE_MESH_PROV_OOB_IN_BOX = BIT(12)
ESP_BLE_MESH_PROV_OOB_ON_PAPER = BIT(13)
ESP_BLE_MESH_PROV_OOB_IN_MANUAL = BIT(14)
ESP_BLE_MESH_PROV_OOB_ON_DEV = BIT(15)

enum esp_ble_mesh_dev_role_t
Values:

ROLE_NODE = 0
ROLE_PROVISIONER
ROLE_FAST PROV

enum esp_ble_mesh_fast_prov_action_t
Values:

FAST_PROV_ACT_NONE
FAST_PROV_ACT_ENTER
FAST_PROV_ACT_SUSPEND
FAST_PROV_ACT_EXIT
FAST_PROV_ACT_MAX

enum esp_ble_mesh_proxy filter_ type_t
Values:

PROXY FILTER WHITELIST
PROXY_ FILTER_BLACKLIST

enum esp_ble_mesh_prov_cb_event_t
Values:

ESP_BLE_MESH_PROV_REGISTER_COMP_EVT
Initialize BLE Mesh provisioning capabilities and internal data information completion event

ESP_BLE_MESH_NODE_SET UNPROV_DEV_NAME_COMP_EVT
Set the unprovisioned device name completion event

ESP_BLE_MESH_NODE_PROV_ENABLE_COMP_EVT
Enable node provisioning functionality completion event

ESP_BLE_MESH_NODE_PROV_DISABLE_COMP_EVT
Disable node provisioning functionality completion event

ESP_BLE_MESH_NODE_PROV_LINK_OPEN_EVT
Establish a BLE Mesh link event
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ESP_BLE_MESH_NODE_PROV_LINK_CLOSE_EVT
Close a BLE Mesh link event

ESP_BLE_MESH_NODE_PROV_OOB_PUB_KEY_EVT
Generate Node input OOB public key event

ESP_BLE_MESH_NODE_PROV_OUTPUT NUMBER_EVT
Generate Node Output Number event

ESP_BLE_MESH_NODE_PROV_OUTPUT STRING_EVT
Generate Node Output String event

ESP_BLE_MESH_NODE_PROV_INPUT_EVT
Event requiring the user to input a number or string

ESP_BLE_MESH_NODE_PROV_COMPLETE_EVT
Provisioning done event

ESP_BLE_MESH_NODE_PROV_RESET_EVT
Provisioning reset event

ESP_BLE_MESH_NODE_PROV_SET_ OOB_PUB_KEY_COMP_EVT
Node set oob public key completion event

ESP_BLE_MESH_NODE_PROV_INPUT_NUMBER_COMP_EVT
Node input number completion event

ESP_BLE_MESH_NODE_PROV_INPUT_STRING_COMP_EVT
Node input string completion event

ESP_BLE_MESH_NODE_PROXY_IDENTITY ENABLE_COMP_EVT
Enable BLE Mesh Proxy Identity advertising completion event

ESP_BLE_MESH_NODE_PROXY_GATT_ENABLE_COMP_EVT
Enable BLE Mesh GATT Proxy Service completion event

ESP_BLE_MESH_NODE_PROXY_GATT_DISABLE_COMP_EVT
Disable BLE Mesh GATT Proxy Service completion event

ESP_BLE_MESH_NODE_ADD_LOCAL_NET_KEY COMP_EVT
Node add NetKey locally completion event

ESP_BLE_MESH_NODE_ADD_LOCAL_APP_KEY COMP_EVT
Node add AppKey locally completion event

ESP_BLE_MESH_NODE_BIND_APP_KEY_ TO_MODEL_COMP_EVT
Node bind AppKey to model locally completion event

ESP_BLE_MESH_PROVISIONER_PROV_ENABLE_COMP_EVT
Provisioner enable provisioning functionality completion event

ESP_BLE_MESH_PROVISIONER_PROV_DISABLE_COMP_EVT
Provisioner disable provisioning functionality completion event

ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT
Provisioner receives unprovisioned device beacon event

ESP_BLE_MESH_PROVISIONER_PROV_READ OOB_PUB_KEY_ EVT
Provisioner read unprovisioned device OOB public key event

ESP_BLE_MESH_PROVISIONER_PROV_INPUT_EVT
Provisioner input value for provisioning procedure event

ESP_BLE_MESH_PROVISIONER_PROV_OUTPUT_EVT
Provisioner output value for provisioning procedure event

ESP_BLE_MESH_PROVISIONER_PROV_LINK_OPEN_EVT
Provisioner establish a BLE Mesh link event
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ESP_BLE_MESH_PROVISIONER_PROV_LINK_CLOSE_EVT
Provisioner close a BLE Mesh link event

ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT
Provisioner provisioning done event

ESP_BLE_MESH_PROVISIONER_ADD_UNPROV_DEV_COMP_EVT
Provisioner add a device to the list which contains devices that are waiting/going to be provisioned com-
pletion event

ESP_BLE_MESH_PROVISIONER_PROV_DEV_WITH_ADDR_COMP_EVT
Provisioner start to provision an unprovisioned device completion event

ESP_BLE_MESH_PROVISIONER_DELETE_DEV_COMP_EVT
Provisioner delete a device from the list, close provisioning link with the device completion event

ESP_BLE_MESH_PROVISIONER_SET_ DEV_UUID_MATCH_COMP_EVT
Provisioner set the value to be compared with part of the unprovisioned device UUID completion event

ESP_BLE_MESH_PROVISIONER_SET_PROV_DATA INFO_COMP_EVT
Provisioner set net_idx/flags/iv_index used for provisioning completion event

ESP_BLE_MESH_PROVISIONER_SET_ STATIC_OOB_VALUE_COMP_EVT
Provisioner set static oob value used for provisioning completion event

ESP_BLE_MESH_PROVISIONER_SET_PRIMARY ELEM ADDR_COMP_EVT
Provisioner set unicast address of primary element completion event

ESP_BLE_MESH_PROVISIONER_PROV_READ OOB_PUB_KEY_ COMP_EVT
Provisioner read unprovisioned device OOB public key completion event

ESP_BLE_MESH_PROVISIONER_PROV_INPUT_NUMBER_COMP_EVT
Provisioner input number completion event

ESP_BLE_MESH_PROVISIONER_PROV_INPUT_STRING_COMP_EVT
Provisioner input string completion event

ESP_BLE_MESH_PROVISIONER_SET_ NODE_NAME_COMP_EVT
Provisioner set node name completion event

ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_APP_KEY_ COMP_EVT
Provisioner add local app key completion event

ESP_BLE_MESH_PROVISIONER UPDATE_LOCAIL_ APP_KEY_ COMP_EVT
Provisioner update local app key completion event

ESP_BLE_MESH_PROVISIONER_BIND_APP_KEY TO_MODEL_COMP_EVT
Provisioner bind local model with local app key completion event

ESP_BLE_MESH_PROVISIONER_ADD_LOCAL_NET_KEY COMP_EVT
Provisioner add local network key completion event

ESP_BLE_MESH_PROVISIONER_UPDATE_LOCAL_NET KEY COMP_EVT
Provisioner update local network key completion event

ESP_BLE_MESH_PROVISIONER_STORE_NODE_COMP_DATA_COMP_EVT
Provisioner store node composition data completion event

ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_UUID_COMP_EVT
Provisioner delete node with uuid completion event

ESP_BLE_MESH_PROVISIONER_DELETE_NODE_WITH_ADDR_COMP_EVT
Provisioner delete node with unicast address completion event

ESP_BLE_MESH_PROVISIONER_ENABLE_HEARTBEAT RECV_COMP_EVT
Provisioner start to receive heartbeat message completion event

ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT FILTER_TYPE_COMP_EVT
Provisioner set the heartbeat filter type completion event
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ESP_BLE_MESH_PROVISIONER_SET_HEARTBEAT FILTER_INFO_COMP_EVT
Provisioner set the heartbeat filter information completion event

ESP_BLE_MESH_PROVISIONER_RECV_HEARTBEAT MESSAGE_EVT
Provisioner receive heartbeat message event

ESP_BLE_MESH_PROVISIONER_DRIECT_ERASE_SETTINGS_COMP_EVT
Provisioner directly erase settings completion event

ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_INDEX_ COMP_EVT
Provisioner open settings with index completion event

ESP_BLE_MESH_PROVISIONER_OPEN_SETTINGS_WITH_UID_COMP_EVT
Provisioner open settings with user id completion event

ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS_WITH_INDEX_COMP_EVT
Provisioner close settings with index completion event

ESP_BLE_MESH_PROVISIONER_CLOSE_SETTINGS WITH_UID_COMP_EVT
Provisioner close settings with user id completion event

ESP_BLE_MESH_PROVISIONER_DELETE_SETTINGS_WITH_INDEX_ COMP_EVT
Provisioner delete settings with index completion event

ESP_BLE_MESH_PROVISIONER DELETE_SETTINGS_WITH_UID_COMP_EVT
Provisioner delete settings with user id completion event

ESP_BLE_MESH_SET_FAST_ PROV_INFO_COMP_EVT
Set fast provisioning information (e.g. unicast address range, net_idx, etc.) completion event

ESP_BLE_MESH_SET_FAST PROV_ACTION_COMP_EVT
Set fast provisioning action completion event

ESP_BLE_MESH_ HEARTBEAT MESSAGE_RECV_EVT
Receive Heartbeat message event

ESP_BLE_MESH_LPN_ENABLE_COMP_EVT
Enable Low Power Node completion event

ESP_BLE_MESH_LPN_DISABLE_COMP_EVT
Disable Low Power Node completion event

ESP_BLE_MESH_LPN_POLL_COMP_EVT
Low Power Node send Friend Poll completion event

ESP_BLE_MESH_LPN_FRIENDSHIP_ESTABLISH_EVT
Low Power Node establishes friendship event

ESP_BLE_MESH_LPN_FRIENDSHIP_TERMINATE_ EVT
Low Power Node terminates friendship event

ESP_BLE_MESH_ FRIEND FRIENDSHIP_ESTABLISH_EVT
Friend Node establishes friendship event

ESP_BLE_MESH_FRIEND_ FRIENDSHIP_ TERMINATE_ EVT
Friend Node terminates friendship event

ESP_BLE_MESH_PROXY CLIENT RECV_ADV_PKT_EVT
Proxy Client receives Network ID advertising packet event

ESP_BLE_MESH_PROXY_CLIENT_CONNECTED_EVT
Proxy Client establishes connection successfully event

ESP_BLE_MESH_PROXY CLIENT DISCONNECTED_EVT
Proxy Client terminates connection successfully event

ESP_BLE_MESH_PROXY_CLIENT_ RECV_FILTER_STATUS_EVT
Proxy Client receives Proxy Filter Status event
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ESP_BLE_MESH_PROXY CLIENT CONNECT COMP_EVT
Proxy Client connect completion event

ESP_BLE_MESH_PROXY_ CLIENT DISCONNECT_ COMP_EVT
Proxy Client disconnect completion event

ESP_BLE_MESH_PROXY CLIENT SET FILTER_TYPE_COMP_EVT
Proxy Client set filter type completion event

ESP_BLE_MESH_PROXY CLIENT ADD_FILTER_ADDR_COMP_EVT
Proxy Client add filter address completion event

ESP_BLE_MESH_PROXY CLIENT REMOVE_FILTER_ADDR_COMP_EVT
Proxy Client remove filter address completion event

ESP_BLE_MESH_MODEL_SUBSCRIBE_GROUP_ADDR_COMP_EVT
Local model subscribes group address completion event

ESP_BLE_MESH_MODEL_UNSUBSCRIBE_GROUP_ADDR_COMP_EVT
Local model unsubscribes group address completion event

ESP_BLE_MESH_DEINIT_MESH_COMP_EVT
De-initialize BLE Mesh stack completion event

ESP_BLE_MESH_PROV_EVT_MAX

enum [anonymous]
BLE Mesh server models related definitions.

This enum value is the flag of transition timer operation
Values:
ESP_BLE_MESH_SERVER_TRANS_TIMER_ START
ESP_BLE_MESH_SERVER_FLAG_MAX

enum esp_ble_mesh_server_state_type_t
This enum value is the type of server model states

Values:

ESP_BLE_MESH_GENERIC_ONOFF_STATE
ESP_BLE_MESH_GENERIC_LEVEL_STATE
ESP_BLE_MESH_GENERIC_ONPOWERUP_STATE
ESP_BLE_MESH_GENERIC_POWER_ACTUAL_STATE
ESP_BLE_MESH_LIGHT LIGHTNESS_ACTUAL_STATE
ESP_BLE_MESH_LIGHT LIGHTNESS_LINEAR_STATE
ESP_BLE_MESH_LIGHT CTI_LIGHTNESS_STATE
ESP_BLE_MESH_LIGHT CTL_TEMP_DELTA_UV_STATE
ESP_BLE_MESH_LIGHT HSL_STATE
ESP_BLE_MESH_LIGHT HSI_LIGHTNESS_STATE
ESP_BLE_MESH_LIGHT HSI_HUE_STATE
ESP_BLE_MESH_LIGHT HSL_SATURATION_ STATE
ESP_BLE_MESH_LIGHT_ XYL_LIGHTNESS_STATE
ESP_BLE_MESH_LIGHT LC_LIGHT_ ONOFF_STATE
ESP_BLE_MESH_SERVER_MODEL_STATE_MAX

enum esp_ble_mesh_model_cb_event_t
Values:
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ESP_BLE_MESH_MODEL_OPERATION_EVT
User-defined models receive messages from peer devices (e.g. get, set, status, etc) event

ESP_BLE_MESH_MODEL_SEND_COMP_EVT
User-defined models send messages completion event

ESP_BLE_MESH_MODEL_PUBLISH_COMP_EVT
User-defined models publish messages completion event

ESP_BLE_MESH_CLIENT_MODEL_RECV_PUBLISH_MSG_EVT
User-defined client models receive publish messages event

ESP_BLE_MESH_CLIENT_MODEL_SEND_TIMEOUT_ EVT
Timeout event for the user-defined client models that failed to receive response from peer server models

ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT
When a model is configured to publish messages periodically, this event will occur during every publish
period

ESP_BLE_MESH_SERVER_MODEL_UPDATE_STATE_COMP_EVT
Server models update state value completion event

ESP_BLE_MESH_MODEL_EVT_MAX

ESP-BLE-MESH Core API Reference

This section contains ESP-BLE-MESH Core related APIs, which can be used to initialize ESP-BLE-MESH stack,
provision, send/publish messages, etc.

This API reference covers six components:

ESP-BLE-MESH Stack Initialization

Reading of Local Data Information

Low Power Operation (Updating)

Send/Publish Messages, add Local AppKey, etc.
ESP-BLE-MESH Node/Provisioner Provisioning
ESP-BLE-MESH GATT Proxy Server

ESP-BLE-MESH Stack Initialization

Header File

bt/esp_ble_mesh/api/core/include/esp_ble_mesh_common_api.h

Functions
esp_err_t esp_ble_mesh_init (esp_ble_mesh_prov_t *prov, esp_ble_mesh_comp_t *comp)

Initialize BLE Mesh module. This API initializes provisioning capabilities and composition data information.

Note After calling this API, the device needs to call esp_ble_mesh_prov_enable() to enable provisioning func-
tionality again.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] prov: Pointer to the device provisioning capabilities. This pointer must remain valid during
the lifetime of the BLE Mesh device.
e [in] comp: Pointer to the device composition data information. This pointer must remain valid
during the lifetime of the BLE Mesh device.

esp_err_t esp_ble_mesh_deinit (esp_ble_mesh_deinit_param_t *param)

De-initialize BLE Mesh module.

Note This function shall be invoked after esp_ble_mesh_client_model_deinit().
Return ESP_OK on success or error code otherwise.
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Parameters
e [in] param: Pointer to the structure of BLE Mesh deinit parameters.

Reading of Local Data Information

Header File

* bt/esp_ble_mesh/api/core/include/esp_ble_mesh_local_data_operation_api.h

Functions
int32_t esp_ble_mesh_get_model_publish_period (esp_ble_mesh_model_t *model)
Get the model publish period, the unit is ms.

Return Publish period value on success, 0 or (negative) error code from errno.h on failure.
Parameters
e [in] model: Model instance pointer.
uint16_t esp_ble_mesh_get_primary_element_address (void)
Get the address of the primary element.

Return Address of the primary element on success, or ESP_BLE_MESH_ADDR_UNASSIGNED on failure
which means the device has not been provisioned.

uintl6_t *esp_ble_mesh_is_model_subscribed_to_group (esp_ble_mesh_model_t  *model,
uint16_t group_addr)
Check if the model has subscribed to the given group address. Note: E.g., once a status message is received

and the destination address is a group address, the model uses this API to check if it is successfully subscribed
to the given group address.

Return Pointer to the group address within the Subscription List of the model on success, or NULL on failure
which means the model has not subscribed to the given group address. Note: With the pointer to the group
address returned, you can reset the group address to 0x0000 in order to unsubscribe the model from the
group.

Parameters

e [in] model: Pointer to the model.
e [in] group_addr: Group address.

esp_ble_mesh_eclem_t *esp_ble_mesh_find_element (uintl6_t element_addr)
Find the BLE Mesh element pointer via the element address.

Return Pointer to the element on success, or NULL on failure.
Parameters
e [in] element_addr: Element address.

uint§_t esp_ble_mesh_get_element_count (void)
Get the number of elements that have been registered.

Return Number of elements.

esp_ble_mesh_model_t *esp_ble_mesh_£find_vendor_model (const esp_ble_mesh_elem_t
*element, uintl6_t company_id,

uint16_t model_id)
Find the Vendor specific model with the given element, the company ID and the Vendor Model ID.

Return Pointer to the Vendor Model on success, or NULL on failure which means the Vendor Model is not
found.
Parameters
e [in] element: Element to which the model belongs.
* [in] company_id: A 16-bit company identifier assigned by the Bluetooth SIG.
e [in] model_id: A 16-bit vendor-assigned model identifier.

esp_ble_mesh_model_t *esp_ble_mesh_find_sig _model (const esp_ble_mesh_elem_t *element,

uint16_t model_id)
Find the SIG model with the given element and Model id.
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Return Pointer to the SIG Model on success, or NULL on failure which means the SIG Model is not found.
Parameters

* [in] element: Element to which the model belongs.

e [in] model_id: SIG model identifier.

const esp_ble_mesh_comp_t *esp_ble_mesh_get_composition_data (void)
Get the Composition data which has been registered.

Return Pointer to the Composition data on success, or NULL on failure which means the Composition data
is not initialized.

esp_err_t esp_ble_mesh_model_subscribe_group_addr (uintl6_t element_addr, nint16_t com-
pany_id, uint16_t model_id, uint16_t

group_addr)
A local model of node or Provisioner subscribes a group address.

Note This function shall not be invoked before node is provisioned or Provisioner is enabled.
Return ESP_OK on success or error code otherwise.

Parameters
* [in] element_addr: Unicast address of the element to which the model belongs.
e [in] company_id: A 16-bit company identifier.
e [in] model_id: A 16-bit model identifier.
e [in] group_addr: The group address to be subscribed.

esp_err_t esp_ble_mesh_model_unsubscribe_group_addr (uintl6_t element_addr, uintl6_t
company_id, uintl6_t model_id,

uint16_t group_addr)
A local model of node or Provisioner unsubscribes a group address.

Note This function shall not be invoked before node is provisioned or Provisioner is enabled.
Return ESP_OK on success or error code otherwise.

Parameters
* [in] element_addr: Unicast address of the element to which the model belongs.
e [in] company_id: A 16-bit company identifier.
e [in] model_id: A 16-bit model identifier.
e [in] group_addr: The subscribed group address.

const uintd_t *esp_ble_mesh_node_get_local_net_key (uintl6_t net_idx)
This function is called by Node to get the local NetKey.

Return NetKey on success, or NULL on failure.
Parameters
* [in] net_idx: NetKey index.

const uint8_t *esp_ble_mesh_node_get_local_app_key (uintl6_t app_idx)
This function is called by Node to get the local AppKey.

Return AppKey on success, or NULL on failure.
Parameters
e [in] app_idx: AppKey index.

esp_err_t esp_ble_mesh_node_add_local_net_key (const uint8_t ner_key[16], uintl6_t
net_idx)
This function is called by Node to add a local NetKey.
Note This function can only be called after the device is provisioned.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] net_key: NetKey to be added.
e [in] net_idx: NetKey Index.

esp_err_t esp_ble_mesh_node_add_local_app_key (const uint8_t app_key[16], uintl6_t

net_idx, uint16_t app_idx)
This function is called by Node to add a local AppKey.

Note The net_idx must be an existing one. This function can only be called after the device is provisioned.
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Return ESP_OK on success or error code otherwise.
Parameters

e [in] app_key: AppKey to be added.

e [in] net_idx: NetKey Index.

* [in] app_idx: AppKey Index.

esp_err_t esp_ble_mesh_node_bind_app_key_to_local_model (uintl6_t element_addr,
uint16_t company_id,
uint16_t model_id, uint16_t
app_idx)

This function is called by Node to bind AppKey to model locally.

Note If going to bind app_key with local vendor model, the company_id shall be set to OXFFFF. This function
can only be called after the device is provisioned.
Return ESP_OK on success or error code otherwise.

Parameters
e [in] element_addr: Node local element address
* [in] company_id: Node local company id
¢ [in] model_id: Node local model id
e [in] app_idx: Node local appkey index

Low Power Operation (Updating)

Header File

* bt/esp_ble_mesh/api/core/include/esp_ble_mesh_low_power_api.h

Functions
esp_err_t esp_ble_mesh_lpn_enable (void)
Enable BLE Mesh device LPN functionality.

Note This API enables LPN functionality. Once called, the proper Friend Request will be sent.
Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_1lpn_disable (bool force)
Disable BLE Mesh device LPN functionality.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] force: when disabling LPN functionality, use this flag to indicate whether directly clear
corresponding information or just send friend clear to disable it if friendship has already been estab-
lished.

esp_err_t esp_ble_mesh_lpn_poll (void)
LPN tries to poll messages from the Friend Node.

Note The Friend Poll message is sent by a Low Power node to ask the Friend node to send a message that it
has stored for the Low Power node. Users can call this API to send Friend Poll message manually. If this
APT is not invoked, the bottom layer of the Low Power node will send Friend Poll before the PollTimeout
timer expires. If the corresponding Friend Update is received and MD is set to 0, which means there are
no messages for the Low Power node, then the Low Power node will stop scanning.

Return ESP_OK on success or error code otherwise.

Send/Publish Messages, add Local AppKey, etc.

Header File

* bt/esp_ble_mesh/api/core/include/esp_ble_mesh_networking_api.h
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Functions
esp_err_t esp_ble_mesh_register_custom_model_callback (esp_ble_mesh_model_cb_t call-

back)
Register BLE Mesh callback for user-defined models’ operations. This callback can report the following events

generated for the user-defined models:

¢ Call back the messages received by user-defined client and server models to the application layer;

* If users call esp_ble_mesh_server/client_model_send, this callback notifies the application layer of the
send_complete event;

* If user-defined client model sends a message that requires response, and the response message is received
after the timer expires, the response message will be reported to the application layer as published by a
peer device;

« If the user-defined client model fails to receive the response message during a specified period of time, a
timeout event will be reported to the application layer.

Note The client models (i.e. Config Client model, Health Client model, Generic Client models, Sensor Client
model, Scene Client model and Lighting Client models) that have been realized internally have their
specific register functions. For example, esp_ble_mesh_register_config_client_callback is the register
function for Config Client Model.

Return ESP_OK on success or error code otherwise.

Parameters

* [in] callback: Pointer to the callback function.
esp_err_t esp_ble_mesh_model_msg_opcode_init (uint8_t *data, uint32_t opcode)

Add the message opcode to the beginning of the model message before sending or publishing the model mes-

sage.

Note This API is only used to set the opcode of the message.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] data: Pointer to the message data.

* [in] opcode: The message opcode.

esp_err_t esp_ble_mesh_client_model_init (esp_ble_mesh_model_t *model)
Initialize the user-defined client model. All user-defined client models shall call this function to initialize the
client model internal data. Node: Before calling this API, the op_pair_size and op_pair variabled within the
user_data(defined using esp_ble_mesh_client_t_) of the client model need to be initialized.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] model: BLE Mesh Client model to which the message belongs.

esp_err_t esp_ble_mesh_client_model_deinit (esp_ble_mesh_model_t *model)
De-initialize the user-defined client model.

Note This function shall be invoked before esp_ble_mesh_deinit() is called.
Return ESP_OK on success or error code otherwise.
Parameters

¢ [in] model: Pointer of the Client model.

esp_err_t esp_ble_mesh_server_model_send_msg (esp_ble_mesh_model_t *model,
esp_ble_mesh_msg_ctx_t  *ctx,  uint32_t

opcode, uint16_t length, uint8_t *data)
Send server model messages(such as server model status messages).

Return ESP_OK on success or error code otherwise.

Parameters

in] model: BLE Mesh Server Model to which the message belongs.

in] ctx: Message context, includes keys, TTL, etc.

in] opcode: Message opcode.

in] length: Message length (exclude the message opcode).

in] data: Parameters of Access Payload (exclude the message opcode) to be sent.
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esp_err_t esp_ble_mesh_client_model_send_msg (esp_ble_mesh_model_t *model,
esp_ble_mesh_msg_ctx_t  *ctx, uint32_t
opcode, uintl6_t length, uint§_t *data,
int32_t  msg_timeout, bool  need_rsp,

esp_ble_mesh_dev_role_t device_role)
Send client model message (such as model get, set, etc).

Return ESP_OK on success or error code otherwise.

Parameters

model: BLE Mesh Client Model to which the message belongs.

ctx: Message context, includes keys, TTL, etc.

opcode: Message opcode.

length: Message length (exclude the message opcode).

data: Parameters of the Access Payload (exclude the message opcode) to be sent.
msg_timeout: Time to get response to the message (in milliseconds).
need_rsp: TRUE if the opcode requires the peer device to reply, FALSE otherwise.
device_role: Role of the device (Node/Provisioner) that sends the message.

[
[
[
[
[
[
[
[
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esp_err_t esp_ble_mesh_model_publish (esp_ble_mesh_model_t *model, nint32_t opcode, uint16_t
length, uint8_t *data, esp_ble_mesh_dev_role_t de-

vice_role)
Send a model publication message.

Note Before calling this function, the user needs to ensure that the model publica-

tion message (esp_ble_mesh_model_pub_t::msg) contains a valid message to be

And if wusers want to update the publishing message, this API should be called

ESP_BLE_MESH_MODEL_PUBLISH_UPDATE_EVT with the message updated.
Return ESP_OK on success or error code otherwise.

Parameters
* [in] model: Mesh (client) Model publishing the message.
e [in] opcode: Message opcode.
e [in] length: Message length (exclude the message opcode).
* [in] data: Parameters of the Access Payload (exclude the message opcode) to be sent.
[

esp_ble_mesh_dev_role_t.

esp_err_t esp_ble_mesh_server_model_update_state (esp_ble_mesh_model_t *model,
esp_ble_mesh_server_state_type_t type,
esp_ble_mesh_server_state_value_t
*value)

in] device_role: Role of the device (node/provisioner) publishing the message of the type

Update a server model state value. If the model publication state is set properly (e.g. publish address is set to

a valid address), it will publish corresponding status message.

Note Currently this API is used to update bound state value, not for all server model states.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] model: Server model which is going to update the state.

e [in] type: Server model state type.

e [in] wvalue: Server model state value.

esp_err_t esp_ble_mesh_node_local_reset (void)
Reset the provisioning procedure of the local BLE Mesh node.

Note All provisioning information in this node will be deleted and the node needs to be reprovisioned. The API
function esp_ble_mesh_node_prov_enable() needs to be called to start a new provisioning procedure.

Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_set_node_name (uintl6_t index, const char *name)
This function is called to set the node (provisioned device) name.

Note index is obtained from the parameters of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.

Return ESP_OK on success or error code otherwise.
Parameters
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* [in] index: Index of the node in the node queue.
e [in] name: Name (end by ‘\0’ ) to be set for the node.

const char *esp_ble_mesh_provisioner_get_node_name (uintl6_t index)
This function is called to get the node (provisioned device) name.

Note index is obtained from the parameters of ESP_BLE_MESH_PROVISIONER_PROV_COMPLETE_EVT.
Return Node name on success, or NULL on failure.
Parameters

e [in] index: Index of the node in the node queue.

uintl6_t esp_ble_mesh_provisioner_get_node_index (const char *name)
This function is called to get the node (provisioned device) index.

Return Node index on success, or an invalid value (OXFFFF) on failure.
Parameters
e [in] name: Name of the node (end by ‘\0’ ).

esp_err_t esp_ble_mesh_provisioner_store_node_comp_data (uintl6_t unicast_addr,
uint8_t  *data, uintl6_t
length)

This function is called to store the Composition Data of the node.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] unicast_addr: Element address of the node
e [in] data: Pointer of Composition Data
e [in] length: Length of Composition Data

esp_ble_mesh_node_t *esp_ble_mesh_provisioner_get_node_with_uuid (const uint8_t

uuid[16])
This function is called to get the provisioned node information with the node device uuid.

Return Pointer of the node info struct or NULL on failure.
Parameters
e [in] uuid: Device UUID of the node

esp_ble_mesh_node_t *esp_ble_mesh_provisioner_ get_node_with_addr (uintl6_t uni-

cast_addr)
This function is called to get the provisioned node information with the node unicast address.

Return Pointer of the node info struct or NULL on failure.
Parameters
e [in] unicast_addr: Unicast address of the node

esp_ble_mesh_node_t *esp_ble_mesh_provisioner_get_node_with_name (const char

*name)
This function is called to get the provisioned node information with the node name.

Return Pointer of the node info struct or NULL on failure.
Parameters
¢ [in] name: Name of the node (end by ‘\0’ ).

uint16_t esp_ble_mesh_provisioner_get_prov_node_count (void)
This function is called by Provisioner to get provisioned node count.

Return Number of the provisioned nodes.

const esp_ble_mesh_node_t **esp_ble_mesh_provisioner_get_node_table_entry (void)
This function is called by Provisioner to get the entry of the node table.

Note After invoking the function to get the entry of nodes, users can use the “for” loop com-
bined with the macro CONFIG_BLE_MESH_MAX_PROV_NODES to get each node’ s in-
formation. Before trying to read the node’ s information, users need to check if the

node exists, i.e. if the *(esp_ble_mesh_node_t **node) is NULL. For example: ™ const
esp_ble_mesh_node_t **entry = esp_ble_mesh_provisioner_get_node_table_entry(); for (inti = 0; i <
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CONFIG_BLE_MESH_MAX_PROV_NODES; i++) { const esp_ble_mesh_node_t *node = entryl[i];
if (node) { ----- }1
Return Pointer to the start of the node table.

esp_err_t esp_ble_mesh_provisioner_delete_node_with_uuid (const uint8_t uuid[16])
This function is called to delete the provisioned node information with the node device uuid.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] wuuid: Device UUID of the node

esp_err_t esp_ble_mesh_provisioner_delete_node_with_addr (uintl6_t unicast_addr)
This function is called to delete the provisioned node information with the node unicast address.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] unicast_addr: Unicast address of the node

esp_err_t esp_ble_mesh_provisioner_add_local_app_key (const uint8_t app_key[16],
uintl6_t  net_idx, uintl6_t

app_idx)
This function is called to add a local AppKey for Provisioner.

Note app_key: If set to NULL, app_key will be generated internally. net_idx: Should be an existing one.
app_idx: If it is going to be generated internally, it should be set to OXFFFF, and the new app_idx will
be reported via an event.

Return ESP_OK on success or error code otherwise.

Parameters

e [in] app_key: The app key to be set for the local BLE Mesh stack.
e [in] net_idx: The network key index.
e [in] app_idx: The app key index.

esp_err_t esp_ble_mesh_provisioner_update_local_app_key (const uint8_tapp_key[16],
uintl6_t net_idx, uintl6_t

app_idx)
This function is used to update a local AppKey for Provisioner.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] app_key: Value of the AppKey.
e [in] net_idx: Corresponding NetKey Index.
e [in] app_idx: The AppKey Index

const uint8_t *esp_ble_mesh_provisioner_get_local_app_key (uintl6_t net idx, uintl6_t

app_idx)
This function is called by Provisioner to get the local app key value.
Return App key on success, or NULL on failure.
Parameters
* [in] net_idx: Network key index.
e [in] app_idx: Application key index.
esp_err_t esp_ble_mesh_provisioner_bind_app_key_ to_local_model (uintl6_t el-
ement_addr,
uintl6_t app_idx,
uint16_t
model_id,
uintl6_t com-
pany_id)

This function is called by Provisioner to bind own model with proper app key.

Note company_id: If going to bind app_key with local vendor model, company_id should be set to OxFFFF.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] element_addr: Provisioner local element address
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e [in] app_idx: Provisioner local appkey index
e [in] model_id: Provisioner local model id
* [in] company_id: Provisioner local company id

esp_err_t esp_ble_mesh_provisioner_add_local_net_key (const uint8_t net_key[16],
uint16_t net_idx)
This function is called by Provisioner to add local network key.
Note net_key: If set to NULL, net_key will be generated internally. net_idx: If it is going to be generated
internally, it should be set to OxFFFF, and the new net_idx will be reported via an event.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] net_key: The network key to be added to the Provisioner local BLE Mesh stack.
e [in] net_idx: The network key index.

esp_err_t esp_ble_mesh_provisioner_update_local_net_key (const uint8_t net_key[16],
uint16_t net_idx)
This function is called by Provisioner to update a local network key.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] net_key: Value of the NetKey.
e [in] net_idx: The NetKey Index.

const uint8_t *esp_ble_mesh_provisioner_get_local_net_key (uintl6_t net_idx)
This function is called by Provisioner to get the local network key value.

Return Network key on success, or NULL on failure.
Parameters
e [in] net_idx: Network key index.

esp_err_t esp_ble_mesh_provisioner_recv_heartbeat (bool enable)
This function is called by Provisioner to enable or disable receiving heartbeat messages.

Note If enabling receiving heartbeat message successfully, the filter will be an empty rejectlist by default,
which means all heartbeat messages received by the Provisioner will be reported to the application layer.
Return ESP_OK on success or error code otherwise.
Parameters
* [in] enable: Enable or disable receiving heartbeat messages.

esp_err_t esp_ble_mesh_provisioner_set_heartbeat_filter_type (uintd_t rype)
This function is called by Provisioner to set the heartbeat filter type.

Note 1. If the filter type is not the same with the current value, then all the filter entries will be cleaned.

1. If the previous type is rejectlist, and changed to acceptlist, then the filter will be an empty acceptlist,
which means no heartbeat messages will be reported. Users need to add SRC or DST into the filter
entry, then heartbeat messages from the SRC or to the DST will be reported.

Return ESP_OK on success or error code otherwise.
Parameters
* [in] type: Heartbeat filter type (acceptlist or rejectlist).

esp_err_t esp_ble_mesh_provisioner_set_heartbeat_filter_info (uint8_t op,
esp_ble_mesh_heartbeat_filter_info_t
*info)

This function is called by Provisioner to add or remove a heartbeat filter entry.

1. If the operationis “REMOVE” | the “hb_src” can be set to the SRC (can only be a unicast address)
of heartbeat messages, and the “hb_dst” can be set to the DST (unicast address or group address), at
least one of them needs to be set.

¢ The filter entry with the same SRC or DST will be removed.

Note 1. If the operationis “ADD” ,the “hb_src” can be set to the SRC (can only be a unicast address) of
heartbeat messages, and the “hb_dst” can be set to the DST (unicast address or group address), at least
one of them needs to be set.
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* If only one of them is set, the filter entry will only use the configured SRC or DST to filter heartbeat
messages.

* If both of them are set, the SRC and DST will both be used to decide if a heartbeat message will be
handled.

¢ If SRC or DST already exists in some filter entry, then the corresponding entry will be cleaned firstly,
then a new entry will be allocated to store the information.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] op: Add or REMOVE
e [in] info: Heartbeat filter entry information, including: hb_src - Heartbeat source address;
hb_dst - Heartbeat destination address;

esp_err_t esp_ble_mesh_provisioner_direct_erase_settings (void)
This function is called by Provisioner to directly erase the mesh information from nvs namespace.

Note This function can be invoked when the mesh stack is not initialized or has been de-initialized.
Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_provisioner_open_settings_with_index (uint8_t index)
This function is called by Provisioner to open a nvs namespace for storing mesh information.

Note Before open another nvs namespace, the previously opened nvs namespace must be closed firstly.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] index: Settings index.

esp_err_t esp_ble_mesh_provisioner_open_settings_with_uid (const char *uid)
This function is called by Provisioner to open a nvs namespace for storing mesh information.

Note Before open another nvs namespace, the previously opened nvs namespace must be closed firstly.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] wuid: Settings user id.

esp_err_t esp_ble_mesh_provisioner_close_settings_with_index (uint8_t index, bool

erase)
This function is called by Provisioner to close a nvs namespace which is opened previously for storing mesh

information.

Note 1. Before closing the nvs namespace, it must be open.

1. When the function is invoked, the Provisioner functionality will be disabled firstly, and: a) If the
“erase” flag is set to false, the mesh information will be cleaned (e.g. removing NetKey, AppKey,
nodes, etc) from the mesh stack. b) If the “erase” flag is set to true, the mesh information stored
in the nvs namespace will also be erased besides been cleaned from the mesh stack.

2. If Provisioner tries to work properly again, we can invoke the open function to open a new nvs
namespace or a previously added one, and restore the mesh information from it if not erased.

3. The working process shall be as following: a) Open settings A b) Start to provision and control nodes
c¢) Close settings A d) Open settings B e) Start to provision and control other nodes f) Close settings
Bg)

Return ESP_OK on success or error code otherwise.
Parameters

* [in] index: Settings index.

e [in] erase: Indicate if erasing mesh information.

esp_err_t esp_ble_mesh_provisioner_close_settings_with_uid (const char *uid, bool

erase)
This function is called by Provisioner to close a nvs namespace which is opened previously for storing mesh

information.

Note 1. Before closing the nvs namespace, it must be open.
1. When the function is invoked, the Provisioner functionality will be disabled firstly, and: a) If the
“erase” flag is set to false, the mesh information will be cleaned (e.g. removing NetKey, AppKey,
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nodes, etc) from the mesh stack. b) If the “erase” flag is set to true, the mesh information stored
in the nvs namespace will also be erased besides been cleaned from the mesh stack.
2. If Provisioner tries to work properly again, we can invoke the open function to open a new nvs
namespace or a previously added one, and restore the mesh information from it if not erased.
3. The working process shall be as following: a) Open settings A b) Start to provision and control nodes
¢) Close settings A d) Open settings B e) Start to provision and control other nodes f) Close settings
Bg)
Return ESP_OK on success or error code otherwise.
Parameters
e [in] wuid: Settings user id.
* [in] erase: Indicate if erasing mesh information.

esp_err_t esp_ble_mesh_provisioner_delete_settings_with_index (uint8_t index)
This function is called by Provisioner to erase the mesh information and settings user id from a nvs namespace.

Note When this function is called, the nvs namespace must not be open. This function is used to erase the
mesh information and settings user id which are not used currently.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] index: Settings index.

esp_err_t esp_ble_mesh_provisioner_delete_settings_with_uid (const char *uid)
This function is called by Provisioner to erase the mesh information and settings user id from a nvs namespace.

Note When this function is called, the nvs namespace must not be open. This function is used to erase the
mesh information and settings user id which are not used currently.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] wuid: Settings user id.

const char *esp_ble_mesh_provisioner_get_settings_uid (uint8_t index)
This function is called by Provisioner to get settings user id.

Return Setting user id on success or NULL on failure.
Parameters
* [in] index: Settings index.

uint8_t esp_ble_mesh_provisioner_get_settings_index (const char *uid)
This function is called by Provisioner to get settings index.

Return Settings index.
Parameters
e [in] wuid: Settings user id.

uint8_t esp_ble_mesh_provisioner_get_free_settings_count (void)
This function is called by Provisioner to get the number of free settings user id.

Return Number of free settings user id.

const uint8_t *esp_ble_mesh_get_fast_prov_app_key (uintl6_t net_idx, uint16_t app_idx)
This function is called to get fast provisioning application key.

Return Application key on success, or NULL on failure.
Parameters

* [in] net_idx: Network key index.

e [in] app_idx: Application key index.

Type Definitions
typedef void (*esp_ble_mesh_model_cb_t) (esp_ble_mesh_model_cb_event_t event,

esp_ble_mesh_model_cb_param_t *param)
: event, event code of user-defined model events; param, parameters of user-defined model events

ESP-BLE-MESH Node/Provisioner Provisioning
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Header File

* bt/esp_ble_mesh/api/core/include/esp_ble_mesh_provisioning_api.h

Functions
esp_err_t esp_ble_mesh_register_prov_callback (esp_ble_mesh_prov_cb_t callback)
Register BLE Mesh provisioning callback.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] callback: Pointer to the callback function.
bool esp_ble_mesh_node_is_provisioned (void)
Check if a device has been provisioned.

Return TRUE if the device is provisioned, FALSE if the device is unprovisioned.

esp_err_t esp_ble_mesh_node_prov_enable (esp_ble_mesh_prov_bearer_t bearers)
Enable specific provisioning bearers to get the device ready for provisioning.

Note PB-ADV: send unprovisioned device beacon. PB-GATT: send connectable advertising packets.
Return ESP_OK on success or error code otherwise.
Parameters

* bearers: Bit-wise OR of provisioning bearers.

esp_err_t esp_ble_mesh_node_prov_disable (esp_ble_mesh_prov_bearer_t bearers)
Disable specific provisioning bearers to make a device inaccessible for provisioning.

Return ESP_OK on success or error code otherwise.
Parameters
* bearers: Bit-wise OR of provisioning bearers.

esp_err_t esp_ble_mesh_node_set_oob_pub_key (uint8_t pub_key_x[32], uint8_t pub_key_y[32],

uint8_t private_key[32])
Unprovisioned device set own oob public key & private key pair.

Note In order to avoid suffering brute-forcing attack (CVE-2020-26559). The Bluetooth SIG recommends
that potentially vulnerable mesh provisioners use an out-of-band mechanism to exchange the public keys.
So as an unprovisioned device, it should use this function to input the Public Key exchanged through the
out-of-band mechanism.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] pub_key_x: Unprovisioned device’ s Public Key X
* [in] pub_key_y: Unprovisioned device’ s Public Key Y
e [in] private_key: Unprovisioned device’ s Private Key

esp_err_t esp_ble_mesh_node_input_number (uint32_t number)
Provide provisioning input OOB number.

Note This is intended to be called if the user has received ESP_BLE_ MESH_NODE_PROV_INPUT _EVT
with ESP_BLE_MESH_ENTER_NUMBER as the action.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] number: Number input by device.

esp_err_t esp_ble_mesh_node_input_string (const char *string)
Provide provisioning input OOB string.

Note This is intended to be called if the user has received ESP_BLE_MESH_NODE_PROV_INPUT_EVT
with ESP_BLE_MESH_ENTER_STRING as the action.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] string: String input by device.
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esp_err_t esp_ble_mesh_set_unprovisioned_device_name (const char *name)
Using this function, an unprovisioned device can set its own device name, which will be broadcasted in its
advertising data.

Note This API applicable to PB-GATT mode only by setting the name to the scan response data, it doesn’ t
apply to PB-ADV mode.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] name: Unprovisioned device name

esp_err_t esp_ble_mesh_provisioner_read_oob_pub_key (uint8_t link_idx, uint8_t
pub_key_x[32], uint8_t

pub_key_y[32])
Provisioner inputs unprovisioned device’ s oob public key.

Note In order to avoid suffering brute-forcing attack (CVE-2020-26559). The Bluetooth SIG recommends
that potentially vulnerable mesh provisioners use an out-of-band mechanism to exchange the public keys.
Return ESP_OK on success or error code otherwise.
Parameters
e [in] link_idx: The provisioning link index
e [in] pub_key_x: Unprovisioned device’ s Public Key X
* [in] pub_key_y: Unprovisioned device’ s Public Key Y

esp_err_t esp_ble_mesh_provisioner_input_string (const char *string, uint8_t link_idx)
Provide provisioning input OOB string.

This is intended to be called after the esp_ble_mesh_prov_t prov_input_num callback has been called with
ESP_BLE_MESH_ENTER_STRING as the action.

Return ESP_OK on success or error code otherwise.
Parameters

* [in] string: String input by Provisioner.

e [in] link_idx: The provisioning link index.

esp_err_t esp_ble_mesh_provisioner_input_number (uint32_t number, vint8_t link_idx)
Provide provisioning input OOB number.

This is intended to be called after the esp_ble_mesh_prov_t prov_input_num callback has been called with
ESP_BLE_MESH_ENTER_NUMBER as the action.

Return ESP_OK on success or error code otherwise.
Parameters
* [in] number: Number input by Provisioner.
e [in] link_idx: The provisioning link index.

esp_err_t esp_ble_mesh_provisioner_prov_enable (esp_ble_mesh_prov_bearer_t bearers)
Enable one or more provisioning bearers.

Note PB-ADV: Enable BLE scan. PB-GATT: Initialize corresponding BLE Mesh Proxy info.
Return ESP_OK on success or error code otherwise.
Parameters

e [in] bearers: Bit-wise OR of provisioning bearers.

esp_err_t esp_ble_mesh_provisioner_prov_disable (esp_ble_mesh_prov_bearer_t bearers)
Disable one or more provisioning bearers.

Note PB-ADV: Disable BLE scan. PB-GATT: Break any existing BLE Mesh Provisioning connections.
Return ESP_OK on success or error code otherwise.
Parameters

* [in] bearers: Bit-wise OR of provisioning bearers.

esp_err_t esp_ble_mesh_provisioner_add_unprov_dev (esp_ble_mesh_unprov_dev_add_t
*add_dev,
esp_ble_mesh_dev_add_flag_t flags)
Add unprovisioned device info to the unprov_dev queue.
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Return ESP_OK on success or error code otherwise.

Note : 1.

1.

Currently address type only supports public address and static random address.
If device UUID and/or device address as well as address type already exist in the device queue, but
the bearer is different from the existing one, add operation will also be successful and it will update
the provision bearer supported by the device.
For example, if the Provisioner wants to add an unprovisioned device info before receiving its un-
provisioned device beacon or Mesh Provisioning advertising packets, the Provisioner can use this
API to add the device info with each one or both of device UUID and device address added. When
the Provisioner gets the device’ s advertising packets, it will start provisioning the device internally.
e In this situation, the Provisioner can set bearers with each one or both of
ESP_BLE_MESH_PROV_ADV and ESP_BLE_MESH_PROV_GATT enabled, and
cannot set flags with ADD_DEV_START_PROV_NOW_FLAG enabled.

. Another example is when the Provisioner receives the unprovisioned device’ s beacon or Mesh

Provisioning advertising packets, the advertising packets will be reported on to the application layer
using the callback registered by the function esp_ble_mesh_register_prov_callback. And in the call-
back, the Provisioner can call this API to start provisioning the device.

o If the Provisioner uses PB-ADV to provision, either one or both of device UUID and device
address can be added, bearers shall be set with ESP_BLE_MESH_PROV_ADYV enabled and
the flags shall be set with ADD_DEV_START_PROV_NOW_FLAG enabled.

* If the Provisioner uses PB-GATT to provision, both the device UUID and device address need
to be added, bearers shall be set with ESP_BLE_MESH_PROV_GATT enabled, and the flags
shall be set with ADD_DEV_START PROV_NOW_FLAG enabled.

e If the Provisioner just wants to store the unprovisioned device info when receiving its
advertising packets and start to provision it the next time (e.g. after receiving its ad-
vertising packets again), then it can add the device info with either one or both of de-
vice UUID and device address included. Bearers can be set with either one or both of
ESP_BLE_MESH_PROV_ADYV and ESP_BLE_MESH_PROV_GATT enabled (recommend
to enable the bearer which will receive its advertising packets, because if the other bearer is
enabled, the Provisioner is not aware if the device supports the bearer), and flags cannot be set
with ADD_DEV_START_PROV_NOW_FLAG enabled.

* Note: ESP_BLE_MESH_PROV_ADV, ESP_BLE_MESH_PROV_GATT and
ADD DEV_START PROV_NOW_FLAG can not be enabled at the same time.

Parameters

[in] add_dewv: Pointer to a struct containing the device information

[in] flags: Flags indicate several operations on the device information
— Remove device information from queue after device has been provisioned (BIT0)
— Start provisioning immediately after device is added to queue (BIT1)
— Device can be removed if device queue is full (BIT2)

esp_err_t esp_ble_mesh_provisioner_prov_device_with_addr (const uint8_t wuuid[16],

esp_ble_mesh_bd_addr_t
addr,
esp_ble_mesh_addr_type_t
addr_type,
esp_ble_mesh_prov_bearer_t
bearer, uintl6_t oob_info,
uint16_t unicast_addr)

Provision an unprovisioned device and assign a fixed unicast address for it in advance.

Return Zero on success or (negative) error code otherwise.

Note : 1.

1.

Currently address type only supports public address and static random address.

Bearer must be equal to ESP_BLE_MESH_PROV_ADV or ESP_BLE_MESH_PROV_GATT,
since Provisioner will start to provision a device immediately once this function is in-
voked. And the input bearer must be identical with the one within the parameters of the
ESP_BLE_MESH_PROVISIONER_RECV_UNPROV_ADV_PKT_EVT event.

. If this function is used by a Provisioner to provision devices, the application should take care of the

assigned unicast address and avoid overlap of the unicast addresses of different nodes.

. Recommend to use only one of the functions “esp_ble_mesh_provisioner_add_unprov_dev” and

“esp_ble_mesh_provisioner_prov_device_with_addr” by a Provisioner.
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Parameters

uuid: Device UUID of the unprovisioned device

addr: Device address of the unprovisioned device

addr_type: Device address type of the unprovisioned device

bearer: Provisioning bearer going to be used by Provisioner

oob_info: OOB info of the unprovisioned device

unicast_addr: Unicast address going to be allocated for the unprovisioned device
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esp_err_t esp_ble_mesh_provisioner_delete_dev (esp_ble_mesh_device_delete_t *del_dev)
Delete device from queue, and reset current provisioning link with the device.

Note If the device is in the queue, remove it from the queue; if the device is being provisioned, terminate the
provisioning procedure. Either one of the device address or device UUID can be used as input.
Return ESP_OK on success or error code otherwise.
Parameters
* [in] del_dev: Pointer to a struct containing the device information.

esp_err_t esp_ble_mesh_provisioner_set_dev_uuid_match (const uint8_t *match_val,
uint8_t  match_len, uint8_t

offset, bool prov_after_match)
This function is called by Provisioner to set the part of the device UUID to be compared before starting to

provision.

Return ESP_OK on success or error code otherwise.

Parameters

* [in] match_val: Value to be compared with the part of the device UUID.

e [in] match_len: Length of the compared match value.

e [in] offset: Offset of the device UUID to be compared (based on zero).

* [in] prov_after_match: Flag used to indicate whether provisioner should start to provision
the device immediately if the part of the UUID matches.

esp_err_t esp_ble_mesh_provisioner_set_prov_data_info (esp_ble_mesh_prov_data_info_t
*prov_data_info)
This function is called by Provisioner to set provisioning data information before starting to provision.

Return ESP_OK on success or error code otherwise.
Parameters
* [in] prov_data_info: Pointer to a struct containing net_idx or flags or iv_index.

esp_err_t esp_ble_mesh_provisioner_set_static_oob_value (const uint8_t *value,

uint8_t length)
This function is called by Provisioner to set static oob value used for provisioning.

AuthValues selected using a cryptographically secure random or pseudorandom number generator and having
the maximum permitted entropy (128-bits) will be most difficult to brute-force. AuthValues with reduced
entropy or generated in a predictable manner will not grant the same level of protection against this vulnerability.
Selecting a new AuthValue with each provisioning attempt can also make it more difficult to launch a brute-
force attack by requiring the attacker to restart the search with each provisioning attempt (CVE-2020-26556).

Note The Bluetooth SIG recommends that mesh implementations enforce a randomly selected AuthValue
using all of the available bits, where permitted by the implementation. A large entropy helps ensure that
a brute-force of the AuthValue, even a static AuthValue, cannot normally be completed in a reasonable
time (CVE-2020-26557).

Return ESP_OK on success or error code otherwise.
Parameters
e [in] wvalue: Pointer to the static oob value.
* [in] length: Length of the static oob value.

esp_err_t esp_ble_mesh_provisioner_set_primary_elem_addr (uintl6_t addr)
This function is called by Provisioner to set own Primary element address.

Note This API must be invoked when BLE Mesh initialization is completed successfully, and can be invoked
before Provisioner functionality is enabled. Once this API is invoked successfully, the prov_unicast_addr
value in the struct esp_ble_mesh_prov_t will be ignored, and Provisioner will use this address as its own
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primary element address. And if the unicast address going to assigned for the next unprovisioned de-
vice is smaller than the input address + element number of Provisioner, then the address for the next
unprovisioned device will be recalculated internally.
Return ESP_OK on success or error code otherwise.
Parameters
* [in] addr: Unicast address of the Primary element of Provisioner.

esp_err_t esp_ble_mesh_set_fast_prov_info (esp_ble_mesh_fast_prov_info_t *fast_prov_info)
This function is called to set provisioning data information before starting fast provisioning.

Return ESP_OK on success or error code otherwise.
Parameters
* [in] fast_prov_info: Pointer to a struct containing unicast address range, net_idx, etc.

esp_err_t esp_ble_mesh_set_fast_prov_action (esp_ble_mesh_fast_prov_action_t action)
This function is called to start/suspend/exit fast provisioning.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] action: fast provisioning action (i.e. enter, suspend, exit).

Type Definitions
typedef void (*esp_ble_mesh_prov_cb_t) (esp_ble_mesh_prov_cb_event t event,
esp_ble_mesh_prov_cb_param_t *param)
: event, event code of provisioning events; param, parameters of provisioning events
typedef void (*esp_ble_mesh_prov_adv_cb_t) (const esp_ble_mesh_bd_addr_t addr,
const esp_ble_mesh_addr_type_t addr_type,
const uint8_t adv_type, const
uint®_t  *dev_uuid, uintl6_t  oob_info,
esp_ble_mesh_prov_bearer_t bearer)
Callback for Provisioner that received advertising packets from unprovisioned devices which are not in the

unprovisioned device queue.
Report on the unprovisioned device beacon and mesh provisioning service adv data to application.

Parameters

addr: Pointer to the unprovisioned device address.

addr_type: Unprovisioned device address type.

adv_type: Adv packet type(ADV_IND or ADV_NONCONN_IND).
dev_uuid: Unprovisioned device UUID pointer.

oob_info: OOB information of the unprovisioned device.

bearer: Adv packet received from PB-GATT or PB-ADV bearer.
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ESP-BLE-MESH GATT Proxy Server

Header File
* bt/esp_ble_mesh/api/core/include/esp_ble_mesh_proxy_api.h

Functions
esp_err_t esp_ble_mesh_proxy_identity_enable (void)
Enable advertising with Node Identity.

Note This API requires that GATT Proxy support be enabled. Once called, each subnet starts advertising
using Node Identity for the next 60 seconds, and after 60s Network ID will be advertised. Under normal
conditions, the BLE Mesh Proxy Node Identity and Network ID advertising will be enabled automatically
by BLE Mesh stack after the device is provisioned.

Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy_gatt_enable (void)
Enable BLE Mesh GATT Proxy Service.
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Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy gatt_disable (void)
Disconnect the BLE Mesh GATT Proxy connection if there is any, and disable the BLE Mesh GATT Proxy
Service.

Return ESP_OK on success or error code otherwise.

esp_err_t esp_ble_mesh_proxy_ client_connect (esp_ble_mesh_bd_addr_t addr,
esp_ble_mesh_addr_type_t addr_type, uint16_t
net_idx)

Proxy Client creates a connection with the Proxy Server.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] addr: Device address of the Proxy Server.
e [in] addr_type: Device address type(public or static random).
e [in] net_idx: NetKey Index related with Network ID in the Mesh Proxy advertising packet.

esp_err_t esp_ble_mesh_proxy client_disconnect (uint8_t conn_handle)
Proxy Client terminates a connection with the Proxy Server.

Return ESP_OK on success or error code otherwise.
Parameters
* [in] conn_handle: Proxy connection handle.

esp_err_t esp_ble_mesh_proxy_client_set_filter_type (uint8_t conn_handle,
uintl6_t net_idx,
esp_ble_mesh_proxy_filter_type_t
filter_type)

Proxy Client sets the filter type of the Proxy Server.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] conn_handle: Proxy connection handle.
* [in] net_idx: Corresponding NetKey Index.
e [in] filter_type: whitelist or blacklist.

esp_err_t esp_ble_mesh_proxy client_add_filter_addr (uint8_t conn_handle, uintl6_t
net_idx, uintl6_t *addr, uint16_t

addr_num)
Proxy Client adds address to the Proxy Server filter list.

Return ESP_OK on success or error code otherwise.

Parameters
e [in] conn_handle: Proxy connection handle.
* [in] net_idx: Corresponding NetKey Index.
e [in] addr: Pointer to the filter address.
e [in] addr_num: Number of the filter address.

esp_err_t esp_ble_mesh_proxy_ client_remove_filter_addr (uint8_t conn_handle, uintl16_t
net_idx, uintl6_t  *addr,
uint16_t addr _num)
Proxy Client removes address from the Proxy Server filter list.

Return ESP_OK on success or error code otherwise.

Parameters
* [in] conn_handle: Proxy connection handle.
e [in] net_idx: Corresponding NetKey Index.
e [in] addr: Pointer to the filter address.
e [in] addr_num: Number of the filter address.
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ESP-BLE-MESH Models API Reference

This section contains ESP-BLE-MESH Model related APIs, event types, event parameters, etc.
There are six categories of models:

 Configuration Client/Server Models
Health Client/Server Models

e Generic Client/Server Models

e Sensor Client/Server Models

e Time and Scenes Client/Server Models
e Lighting Client/Server Models

Note: Definitions related to Server Models are being updated, and will be released soon.

Configuration Client/Server Models

Header File
* bt/esp_ble_mesh/api/models/include/esp_ble_mesh_config_model_api.h

Functions
esp_err_t esp_ble_mesh_register_config_client_callback (esp_ble_mesh_cfg_client_cb_t

callback)
Register BLE Mesh Config Client Model callback.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] callback: Pointer to the callback function.
esp_err_t esp_ble_mesh_register_config_server_callback (esp_ble_mesh_cfg_server_cb_t

callback)
Register BLE Mesh Config Server Model callback.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] callback: Pointer to the callback function.

esp_err_t esp_ble_mesh_config_client_get_state (esp_ble_mesh_client_common_param_t
*params, esp_ble_mesh_cfg_client_get_state_t
*get_state)
Get the value of Config Server Model states using the Config Client Model get messages.

Note If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_opcode_config_client_get_t in esp_ble_mesh_defs.h
Return ESP_OK on success or error code otherwise.
Parameters
* [in] params: Pointer to BLE Mesh common client parameters.
* [in] get_state: Pointer to a union, each kind of opcode corresponds to one structure inside.
Shall not be set to NULL.

esp_err_t esp_ble_mesh_config_client_set_state (esp_ble_mesh_client_common_param_t
*params, esp_ble_mesh_cfg_client_set_state_t

*set_state)
Set the value of the Configuration Server Model states using the Config Client Model set messages.

Note If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_opcode_config_client_set_t in esp_ble_mesh_defs.h
Return ESP_OK on success or error code otherwise.
Parameters
e [in] params: Pointer to BLE Mesh common client parameters.
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* [in] set_state: Pointer to a union, each kind of opcode corresponds to one structure inside.
Shall not be set to NULL.

Unions

union esp_ble_mesh_cfg client_get_state_t
#include  <esp_ble_mesh_config_model_api.h> For ESP_BLE_MESH_MODEL_OP_BEACON_GET
ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_GET ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_GET
ESP_BLE_MESH_MODEL_OP_GATT_PROXY_GET ESP_BLE_MESH_MODEL_OP_RELAY_GET
ESP_BLE_MESH_MODEL_OP_MODEL_PUB_GET ESP_BLE_MESH_MODEL_OP_FRIEND_GET
ESP_BLE_MESH_MODEL_OP_HEARTBEAT_PUB_GET ESP_BLE_MESH_MODEL_OP_HEARTBEAT_SUB_GET
the get_state parameter in the esp_ble_mesh_config_client_get_state function should not be set to NULL.

Public Members

esp_ble_mesh_cfg_model_pub_get t model_pub_get
For ESP_BLE_MESH_MODEL_OP_MODEL_PUB_GET.

esp_ble_mesh_cfg_composition_data_get t comp_data_get
For ESP_BLE_MESH_MODEL_OP_COMPOSITION_DATA_GET.

esp_ble_mesh_cfg_sig_model_sub_get_t sig_model_sub_get
For ESP_BLE_MESH_MODEL_OP_SIG_MODEL_SUB_GET

esp_ble_mesh_cfg_vnd_model_sub_get t vid_model_sub_get
For ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_SUB_GET

esp_ble_mesh_cfg_app_key_get t app_key_get
For ESP_BLE_MESH_MODEL_OP_APP_KEY_GET.

esp_ble_mesh_cfg_node_identity_get t node_identity_get
For ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_GET.

esp_ble_mesh_cfg_sig_model_app_get t sig_model_app_get
For ESP_BLE_MESH_MODEL_OP_SIG_MODEL_APP_GET

esp_ble_mesh_cfg_vnd_model_app_get_t vhd_model_app_get
For ESP_BLE_MESH_MODEL_OP_VENDOR_MODEL_APP_GET

esp_ble_mesh_cfg_kr_phase_get_t kr_phase_get
For ESP_BLE_MESH_MODEL_OP_KEY_REFRESH_PHASE_GET

esp_ble_mesh_cfg_Ipn_polltimeout_get_t 1lpn_pollto_get

For ESP_BLE_MESH_MODEL_OP_LPN_POLLTIMEOUT_GET

union esp_ble_mesh_cfg client_set_state_t

#include  <esp_ble_mesh_config_model_api.h> For ESP_BLE_MESH_MODEL_OP_BEACON_SET
ESP_BLE_MESH_MODEL_OP_DEFAULT_TTL_SET ESP_BLE_MESH_MODEL_OP_GATT_PROXY_SET
ESP_BLE_MESH_MODEL_OP_RELAY_SET ESP_BLE_MESH_MODEL_OP_MODEL_PUB_SET
ESP_BLE_MESH_MODEL_OP_MODEL_SUB_ADD ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR
ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_AIL
ESP_BLE_MESH_MODEL_OP_MODEL_SUB_OVERWRITE ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAI
ESP_BLE_MESH_MODEL_OP_NET_KEY_ADD ESP_BLE_MESH_MODEL_OP_APP_KEY_ADD
ESP_BLE_MESH_MODEL_OP_MODEL_APP_BIND ESP_BLE_MESH_MODEL_OP_NODE_RESET
ESP_BLE_MESH_MODEL_OP_FRIEND_SET ESP_BLE_MESH_MODEL_OP_HEARTBEAT_PUB_SET
ESP_BLE_MESH_MODEL_OP_HEARTBEAT_SUB_SET the set_state parameter in the
esp_ble_mesh_config_client_set_state function should not be set to NULL.

Public Members

esp_ble_mesh_cfg_beacon_set_t beacon_set
For ESP_BLE_MESH_MODEL_OP_BEACON_SET
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esp_ble_mesh_cfg_default_ttl_set_t default_ttl_set
For ESP_BLE_MESH_MODEL_OP_DEFAULT _TTL_SET

esp_ble_mesh_cfg_friend_set t friend_set
For ESP_BLE_MESH_MODEL_OP_FRIEND_SET

esp_ble_mesh_cfg_gatt_proxy_set_t gatt_proxy_set
For ESP_BLE_MESH_MODEL_OP_GATT_PROXY_SET

esp_ble_mesh_cfg_relay_set t relay_set
For ESP_BLE_MESH_MODEL_OP_RELAY_SET

esp_ble_mesh_cfg_net_key_add_t net_key_add
For ESP_BLE_MESH_MODEL_OP_NET_KEY_ADD

esp_ble_mesh_cfg_app_key_add_t app_key_add
For ESP_BLE_MESH_MODEL_OP_APP_KEY_ADD

esp_ble_mesh_cfg_model_app_bind_t model_app_bind
For ESP_BLE_MESH_MODEL_OP_MODEL_APP_BIND

esp_ble_mesh_cfg_model_pub_set_t model_pub_set
For ESP_BLE_MESH_MODEL_OP_MODEL_PUB_SET

esp_ble_mesh_cfg_model_sub_add_t model_sub_add
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_ADD

esp_ble_mesh_cfg_model_sub_delete_t model_sub_delete
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE

esp_ble_mesh_cfg_model_sub_overwrite_t model_sub_overwrite
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_OVERWRITE

esp_ble_mesh_cfg_model_sub_va_add_t model_sub_va_add
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_ADD

esp_ble_mesh_cfg_model_sub_va_delete_t model_sub_va_delete
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_DELETE

esp_ble_mesh_cfg_model_sub_va_overwrite_t model_sub_va_overwrite
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_VIRTUAL_ADDR_OVERWRITE

esp_ble_mesh_cfg_heartbeat_pub_set_t heartbeat_pub_set
For ESP_BLE_MESH_MODEL_OP_HEARTBEAT_PUB_SET

esp_ble_mesh_cfg_heartbeat_sub_set_t heartbeat_sub_set
For ESP_BLE _MESH_MODEL_OP_HEARTBEAT SUB_SET

esp_ble_mesh_cfg_model_pub_va_set_t model_pub_va_set
For ESP_BLE_MESH_MODEL_OP_MODEL_PUB_VIRTUAL_ADDR_SET

esp_ble_mesh_cfg_model_sub_delete_all_t model_sub_delete_all
For ESP_BLE_MESH_MODEL_OP_MODEL_SUB_DELETE_ALL

esp_ble_mesh_cfg_net_key_update_t net_key_update
For ESP_BLE_MESH_MODEL_OP_NET_KEY_UPDATE

esp_ble_mesh_cfg_net_key_delete_t net _key_delete
For ESP_BLE_MESH_MODEL_OP_NET_KEY_DELETE

esp_ble_mesh_cfg_app_key_update_t app_key_update
For ESP_BLE_MESH_MODEL_OP_APP_KEY_UPDATE

esp_ble_mesh_cfg_app_key_delete_t app_key_delete
For ESP_BLE_MESH_MODEL_OP_APP_KEY_DELETE

esp_ble_mesh_cfg_node_identity_set_t node_identity_set
For ESP_BLE_MESH_MODEL_OP_NODE_IDENTITY_SET
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esp_ble_mesh_cfg_model_app_unbind_t model_app_unbind
For ESP_BLE_MESH_MODEL_OP_MODEL_APP_UNBIND

esp_ble_mesh_cfg_kr_phase_set_t kr_phase_set
For ESP_BLE_MESH_MODEL_OP_KEY_REFRESH_PHASE_SET

esp_ble_mesh_cfg_net_transmit_set_t net _transmit_set
For ESP_BLE_MESH_MODEL_OP_NETWORK_TRANSMIT_SET

union esp_ble_mesh_cfg client_common_cb_param_t
#include <esp_ble_mesh_config_model_api.h> Configuration Client Model received message union.

Public Members

esp_ble_mesh_cfg_beacon_status_cb_t beacon_status
The beacon status value

esp_ble_mesh_cfg_comp_data_status_cb_t comp_data_status
The composition data status value

esp_ble_mesh_cfg_default_ttl_status_cb_t default_ttl_status
The default_ttl status value

esp_ble_mesh_cfg_gatt_proxy_status_cb_t gatt_proxy_status
The gatt_proxy status value

esp_ble_mesh_cfg_relay_status_cb_t relay_status
The relay status value

esp_ble_mesh_cfg_model_pub_status_cb_t model_pub_status
The model publication status value

esp_ble_mesh_cfg_model_sub_status_cb_t model_sub_status
The model subscription status value

esp_ble_mesh_cfg_net_key_status_cb_t netkey_status
The netkey status value

esp_ble_mesh_cfg_app_key_status_cb_t appkey_status
The appkey status value

esp_ble_mesh_cfg_mod_app_status_cb_t model_app_status
The model app status value

esp_ble_mesh_cfg_friend_status_cb_t friend_status
The friend status value

esp_ble_mesh_cfg_hb_pub_status_cb_t heartbeat_pub_status
The heartbeat publication status value

esp_ble_mesh_cfg_hb_sub_status_cb_t heartbeat_sub_status
The heartbeat subscription status value

esp_ble_mesh_cfg_net_trans_status_cb_t net_transmit_status
The network transmit status value

esp_ble_mesh_cfg_model_sub_list_cb_t model_sub_list
The model subscription list value

esp_ble_mesh_cfg_net_key_list_ cb_t netkey_list
The network key index list value

esp_ble_mesh_cfg_app_key_list_cb_t appkey_list
The application key index list value

esp_ble_mesh_cfg_node_id_status_cb_t node_identity_status
The node identity status value
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esp_ble_mesh_cfg_model_app_list_cb_t model_app_list
The model application key index list value

esp_ble_mesh_cfg_kr_phase_status_cb_t kr_phase_status
The key refresh phase status value

esp_ble_mesh_cfg_Ipn_pollto_status_cb_t 1pn_timeout_status
The low power node poll timeout status value

union esp_ble_mesh_cfg server_state_change_t
#include <esp_ble_mesh_config_model_api.h> Configuration Server model state change value union.

Public Members
esp_ble_mesh_state_change_cfg_mod_pub_set_t mod_pub_set
The recv_op in ctx can be used to decide which state is changed.Config Model Publication Set

esp_ble_mesh_state_change_cfg_model_sub_add_t mod_sub_add
Config Model Subscription Add

esp_ble_mesh_state_change_cfg_model_sub_delete_t mod_sub_delete
Config Model Subscription Delete

esp_ble_mesh_state_change_cfg_netkey_add_t netkey_add
Config NetKey Add

esp_ble_mesh_state_change_cfg_netkey_update_t netkey_update
Config NetKey Update

esp_ble_mesh_state_change_cfg_netkey_delete_t netkey_delete
Config NetKey Delete

esp_ble_mesh_state_change_cfg_appkey_add_t appkey_add
Config AppKey Add

esp_ble_mesh_state_change_cfg_appkey_update_t appkey_update
Config AppKey Update

esp_ble_mesh_state_change_cfg_appkey_delete_t appkey_delete
Config AppKey Delete

esp_ble_mesh_state_change_cfg_model_app_bind_t mod_app_bind
Config Model App Bind

esp_ble_mesh_state_change_cfg_model_app_unbind_t mod_app_unbind
Config Model App Unbind

esp_ble_mesh_state_change_cfg_kr_phase_set t kr_phase_set
Config Key Refresh Phase Set

union esp_ble_mesh_cfg server_cb_value_t
#include <esp_ble_mesh_config_model_api.h> Configuration Server model callback value union.

Public Members

esp_ble_mesh_cfg_server_state_change_t state_change
ESP_BLE_MESH_CFG_SERVER_STATE_CHANGE_EVT

Structures
struct esp_ble_mesh_cfg_srv
Configuration Server Model context
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Public Members

esp_ble_mesh_model_t *model
Pointer to Configuration Server Model

uint§_t net_transmit
Network Transmit state

uint8_t relay
Relay Mode state

uint§_t relay_retransmit
Relay Retransmit state

uint8_t beacon
Secure Network Beacon state

uint_t gatt_proxy
GATT Proxy state

uint§_t friend_state
Friend state

uint8_t default_ttl
Default TTL

struct k_delayed_work timer
Heartbeat Publication timer

uintl6_t dst
Destination address for Heartbeat messages

uintl6_t count
Number of Heartbeat messages to be sent

Number of Heartbeat messages received

uint8_t period
Period for sending Heartbeat messages

uint8_tttl
TTL to be used when sending Heartbeat messages

uintl6_t feature
Bit field indicating features that trigger Heartbeat messages when changed

uint16_t net_idx
NetKey Index used by Heartbeat Publication

struct esp_ble_mesh_cfg_srv::[anonymous] heartbeat_pub
Heartbeat Publication

int64_t expiry
Timestamp when Heartbeat subscription period is expired

uintl6_t srec
Source address for Heartbeat messages

uint§_tmin_hops
Minimum hops when receiving Heartbeat messages

uint8_t max_hops
Maximum hops when receiving Heartbeat messages

esp_ble_mesh_cb_t heartbeat_recv_cb
Optional heartbeat subscription tracking function

struct esp_ble_mesh_cfg_srv::[anonymous] heartbeat_sub
Heartbeat Subscription
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struct esp_ble_mesh_cfg_composition_data_get_t
Parameters of Config Composition Data Get.

Public Members
uint8_t page
Page number of the Composition Data.

struct esp_ble_mesh_cfg_model_pub_get_t
Parameters of Config Model Publication Get.

Public Members
uint16_t element_addr
The element address

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_sig model_sub_get_t
Parameters of Config SIG Model Subscription Get.

Public Members
uintl6_t element_addr
The element address

uint16_t model_id
The model id

struct esp_ble_mesh_cfg_vnd _model_sub_get_t
Parameters of Config Vendor Model Subscription Get.

Public Members
uintl6_t element_addr
The element address

uint16_t model_id
The model id

uintl6_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_app_key_get_t
Parameters of Config AppKey Get.

Public Members
uintl6_t net_idx
The network key index

struct esp_ble_mesh_cfg_node_identity_get_t
Parameters of Config Node Identity Get.
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Public Members
uintl6_t net_idx
The network key index

struct esp_ble_mesh_cfg_sig_model_app_get_t
Parameters of Config SIG Model App Get.

Public Members
uintl6_t element_addr
The element address

uint16_t model_id
The model id

struct esp_ble_mesh_cfg_vnd _model_app_get_t
Parameters of Config Vendor Model App Get.

Public Members
uintl6_t element_addr
The element address

uint16_t model_id
The model id

uintl6_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_kr_phase_get_t
Parameters of Config Key Refresh Phase Get.

Public Members
uintl6_t net_idx
The network key index

struct esp_ble_mesh_cfg_lpn_polltimeout_get_t
Parameters of Config Low Power Node PollTimeout Get.

Public Members
uintl6_t 1pn_addr
The unicast address of the Low Power node

struct esp_ble_mesh_cfg_beacon_set_t
Parameters of Config Beacon Set.

Public Members
uint8_t beacon
New Secure Network Beacon state

struct esp_ble_mesh_cfg_default_ttl_set_t
Parameters of Config Default TTL Set.
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Public Members
uint§_tttl
The default TTL state value

struct esp_ble_mesh_cfg_friend_set_t
Parameters of Config Friend Set.

Public Members
uint8_t friend_state
The friend state value

struct esp_ble_mesh_cfg _gatt_proxy_set_t
Parameters of Config GATT Proxy Set.

Public Members
uint§_t gatt_proxy
The GATT Proxy state value

struct esp_ble_mesh_cfg_relay_set_t
Parameters of Config Relay Set.

Public Members
uint8_t relay
The relay value

uint8_t relay_retransmit
The relay retransmit value

struct esp_ble_mesh_cfg_net_key_add_t
Parameters of Config NetKey Add.

Public Members
uintl6_t net_idx
The network key index

uint8_t net_key[16]
The network key value

struct esp_ble_mesh_cfg_app_key_add_t
Parameters of Config AppKey Add.

Public Members
uintl6_t net_idx
The network key index

uint16_t app_idx
The app key index

uint8_t app_key|[16]
The app key value

struct esp_ble_mesh_cfg_model_app_bind_t
Parameters of Config Model App Bind.
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Public Members

uint16_t element_addr
The element address

uintl6_t model_app_idx
Index of the app key to bind with the model

uint16_t model_id
The model id

uintl6_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg _model_pub_set_t
Parameters of Config Model Publication Set.

Public Members

uint16_t element_addr
The element address

uint16_t publish_addr
Value of the publish address

uint16_t publish_app_idx
Index of the application key

bool cred_flag
Value of the Friendship Credential Flag

uint§_t publish_ttl
Default TTL value for the publishing messages

uint§_t publish_period
Period for periodic status publishing

uint§_t publish_retransmit
Number of retransmissions and number of 50-millisecond steps between retransmissions

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg _model_sub_add_t
Parameters of Config Model Subscription Add.

Public Members

uint16_t element_addr
The element address

uintl6_t sub_addr
The address to be added to the Subscription List

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_delete_t
Parameters of Config Model Subscription Delete.
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Public Members

uint16_t element_addr
The element address

uintl6_t sub_addr
The address to be removed from the Subscription List

uint16_t model_id
The model id

uintl6_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_overwrite_t
Parameters of Config Model Subscription Overwrite.

Public Members

uint16_t element_addr
The element address

uint16_t sub_addr
The address to be added to the Subscription List

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_va_add_t
Parameters of Config Model Subscription Virtual Address Add.

Public Members

uint16_t element_addr
The element address

uint8_t label_uuid[16]
The Label UUID of the virtual address to be added to the Subscription List

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_va_delete_t
Parameters of Config Model Subscription Virtual Address Delete.

Public Members

uintl6_t element_addr
The element address

uint8_t label_uuid[16]
The Label UUID of the virtual address to be removed from the Subscription List

uintl6_t model_id
The model id
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uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_va_overwrite_t
Parameters of Config Model Subscription Virtual Address Overwrite.

Public Members

uint16_t element_addr
The element address

uint8_t label_uuid[16]
The Label UUID of the virtual address to be added to the Subscription List

uint16_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_pub_va_set_t
Parameters of Config Model Publication Virtual Address Set.

Public Members

uint16_t element_addr
The element address

uint8_t label_uuid[16]
Value of the Label UUID publish address

uint16_t publish_app_idx
Index of the application key

bool cred_flag
Value of the Friendship Credential Flag

uint§_t publish_ttl
Default TTL value for the publishing messages

uint8_t publish_period
Period for periodic status publishing

uint§_t publish_retransmit
Number of retransmissions and number of 50-millisecond steps between retransmissions

uintl6_t model_id
The model id

uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_model_sub_delete_all_t
Parameters of Config Model Subscription Delete All.

Public Members
uint16_t element_addr
The element address

uint16_t model_id
The model id
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uint16_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_net_key_update_t
Parameters of Config NetKey Update.

Public Members
uintl6_t net_idx
The network key index

uint8_t net_key[16]
The network key value

struct esp_ble_mesh_cfg_net_key_delete_t
Parameters of Config NetKey Delete.

Public Members
uintl6_t net_idx
The network key index

struct esp_ble_mesh_cfg_app_key_update_t
Parameters of Config AppKey Update.

Public Members
uintl6_t net_idx
The network key index

uint16_t app_idx
The app key index

uint8_t app_key|[16]
The app key value

struct esp_ble_mesh_cfg_app_key_delete_t
Parameters of Config AppKey Delete.

Public Members
uintl6_t net_idx
The network key index

uintl6_t app_idx
The app key index

struct esp_ble_mesh_cfg _node_identity_set_t
Parameters of Config Node Identity Set.

Public Members
uintl6_t net_idx
The network key index

uint8_t identity
New Node Identity state

struct esp_ble_mesh_cfg model_app_unbind_t
Parameters of Config Model App Unbind.
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Public Members
uint16_t element_addr
The element address

uintl6_t model_app_idx
Index of the app key to bind with the model

uint16_t model_id
The model id

uintl6_t company_id
The company id, if not a vendor model, shall set to OxFFFF

struct esp_ble_mesh_cfg_kr_phase_set_t
Parameters of Config Key Refresh Phase Set.

Public Members
uint16_t net_idx
The network key index

uint8_t transition
New Key Refresh Phase Transition

struct esp_ble_mesh_cfg _net_transmit_set_t
Parameters of Config Network Transmit Set.

Public Members

uint§_t net_transmit
Network Transmit State

struct esp_ble_mesh_cfg_heartbeat_pub_set_t
Parameters of Config Model Heartbeat Publication Set.

Public Members

uintl6_t dst
Destination address for Heartbeat messages

uint8_t count
Number of Heartbeat messages to be sent

uint8_t period
Period for sending Heartbeat messages

uint8_tttl
TTL to be used when sending Heartbeat messages

uint16_t feature
Bit field indicating features that trigger Heartbeat messages when changed

uintl6_t net_idx
NetKey Index

struct esp_ble_mesh_cfg_heartbeat_sub_set_t
Parameters of Config Model Heartbeat Subscription Set.
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Public Members
uintl6_t src
Source address for Heartbeat messages

uintl6_t dst
Destination address for Heartbeat messages

uint8_t period
Period for receiving Heartbeat messages

struct esp_ble_mesh_cfg_beacon_status_cb_t
Parameter of Config Beacon Status

Public Members
uint8_t beacon
Secure Network Beacon state value

struct esp_ble_mesh_cfg_comp_data_status_cb_t
Parameters of Config Composition Data Status

Public Members
uint8_t page
Page number of the Composition Data

struct net_buf_simple *composition_data
Pointer to Composition Data for the identified page

struct esp_ble_mesh_cfg_default_ttl_status_cb_t
Parameter of Config Default TTL Status

Public Members
uint§_t default_ttl
Default TTL state value

struct esp_ble_mesh_cfg_gatt_proxy_status_cb_t
Parameter of Config GATT Proxy Status

Public Members
uint_t gatt_proxy
GATT Proxy state value

struct esp_ble_mesh_cfg_relay_status_cb_t
Parameters of Config Relay Status

Public Members

uint8_t relay
Relay state value

uint8_t retransmit
Relay retransmit value(number of retransmissions and number of 10-millisecond steps between retrans-
missions)
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struct esp_ble_mesh_cfg_model_pub_status_cb_t
Parameters of Config Model Publication Status

Public Members
uint8_t status
Status Code for the request message

uint16_t element_addr
Address of the element

uint16_t publish_addr
Value of the publish address

uintl6_t app_idx
Index of the application key

bool cred_flag
Value of the Friendship Credential Flag

uint8_t ttl
Default TTL value for the outgoing messages

uint8_t period
Period for periodic status publishing

uint8_t transmit

Number of retransmissions and number of 50-millisecond steps between retransmissions

uintl6_t company_id
Company ID

uint16_t model_id
Model ID

struct esp_ble_mesh_cfg_model_sub_status_cb_t
Parameters of Config Model Subscription Status

Public Members

uint8_t status
Status Code for the request message

uint16_t element_addr
Address of the element

uintl6_t sub_addr
Value of the address

uint16_t company_id
Company ID

uintl6_t model_id
Model ID

struct esp_ble_mesh_cfg_net_key_status_cb_t
Parameters of Config NetKey Status

Public Members

uint8_t status
Status Code for the request message
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uintl6_t net_idx
Index of the NetKey

struct esp_ble_mesh_cfg_app_key_status_cb_t
Parameters of Config AppKey Status

Public Members
uint8_t status
Status Code for the request message

uintl6_t net_idx
Index of the NetKey

uintl6_t app_idx
Index of the application key

struct esp_ble_mesh_cfg_mod_app_status_cb_t
Parameters of Config Model App Status

Public Members
uint®_t status
Status Code for the request message

uint16_t element_addr
Address of the element

uintl6_t app_idx
Index of the application key

uint16_t company_id
Company ID

uintl6_t model_id
Model ID

struct esp_ble_mesh_cfg_friend_status_cb_t
Parameter of Config Friend Status

Public Members
uint8_t friend_state
Friend state value

struct esp_ble_mesh_cfg_hb_pub_status_cb_t
Parameters of Config Heartbeat Publication Status

Public Members
uint8_t status
Status Code for the request message

uintl6_t dst
Destination address for Heartbeat messages

uint8_t count
Number of Heartbeat messages remaining to be sent

uint8_t period
Period for sending Heartbeat messages

Espressif Systems 374 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 2. API Reference

uint8_tttl
TTL to be used when sending Heartbeat messages

uintl6_t features
Features that trigger Heartbeat messages when changed

uintl6_t net_idx
Index of the NetKey

struct esp_ble_mesh_cfg_hb_sub_status_cb_t
Parameters of Config Heartbeat Subscription Status

Public Members

uint8_t status
Status Code for the request message

uintl6_t sre
Source address for Heartbeat messages

uintl6_t dst
Destination address for Heartbeat messages

uint8_t period
Remaining Period for processing Heartbeat messages

uint§_t count
Number of Heartbeat messages received

uint8_tmin_hops
Minimum hops when receiving Heartbeat messages

uint§_t max_hops
Maximum hops when receiving Heartbeat messages

struct esp_ble_mesh_cfg_net_trans_status_cb_t
Parameters of Config Network Transmit Status

Public Members

uint8_t net_trans_count : 3
Number of transmissions for each Network PDU originating from the node

uint§_t net_trans_step: 5
Maximum hops when receiving Heartbeat messages

struct esp_ble_mesh_cfg_model_sub_list_cb_t
Parameters of Config SIG/Vendor Subscription List

Public Members

uint_t status
Status Code for the request message

uint16_t element_addr
Address of the element

uint16_t company_id
Company ID

uint16_t model_id
Model ID
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struct net_buf_simple *sub_addr
A block of all addresses from the Subscription List

struct esp_ble_mesh_cfg _net_key_list_cb_t
Parameter of Config NetKey List

Public Members

struct net_buf_simple *net_idx
A list of NetKey Indexes known to the node

struct esp_ble_mesh_cfg_app_key_list_cb_t
Parameters of Config AppKey List

Public Members

uint8_t status
Status Code for the request message

uintl6_t net_idx
NetKey Index of the NetKey that the AppKeys are bound to

struct net_buf_simple *app_idx
A list of AppKey indexes that are bound to the NetKey identified by NetKeyIndex

struct esp_ble_mesh_cfg _node_id_status_cb_t
Parameters of Config Node Identity Status

Public Members

uint8_t status
Status Code for the request message

uintl6_t net_idx
Index of the NetKey

uint§_t identity
Node Identity state

struct esp_ble_mesh_cfg_model_app_list_cb_t
Parameters of Config SIG/Vendor Model App List

Public Members

uint®_t status
Status Code for the request message

uint16_t element_addr
Address of the element

uintl6_t company_id
Company ID

uint16_t model_id
Model ID

struct net_buf_simple *app_idx
All AppKey indexes bound to the Model

struct esp_ble_mesh_cfg_kr_phase_status_cb_t
Parameters of Config Key Refresh Phase Status
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Public Members
uint8_t status
Status Code for the request message

uintl6_t net_idx
Index of the NetKey

uint8_t phase
Key Refresh Phase state

struct esp_ble_mesh_cfg_lpn_pollto_status_cb_t
Parameters of Config Low Power Node PollTimeout Status

Public Members
uintl6_t 1pn_addr
The unicast address of the Low Power node

int32_tpoll_timeout
The current value of the PollTimeout timer of the Low Power node

struct esp_ble_mesh_cfg_client_cb_param_t
Configuration Client Model callback parameters

Public Members
int error_code
Appropriate error code

esp_ble_mesh_client_common_param_t *params
The client common parameters

esp_ble_mesh_cfg_client_common_cb_param_t status_cb
The config status message callback values

struct esp_ble_mesh_state_change_cfg mod_pub_set_t
Configuration Server model related context.

Public Members

uint16_t element_addr
Element Address

uint16_t pub_addr
Publish Address

uintl6_t app_idx
AppKey Index

bool cred_flag
Friendship Credential Flag

uint§_t pub_ttl
Publish TTL

uint8_t pub_period
Publish Period

uint§_t pub_retransmit
Publish Retransmit
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uint16_t company_id
Company ID

uint16_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg model_sub_add_t
Parameters of Config Model Subscription Add

Public Members
uint16_t element_addr
Element Address

uint16_t sub_addr
Subscription Address

uint16_t company_id
Company ID

uint16_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg model_sub_delete_t
Parameters of Config Model Subscription Delete

Public Members
uintl6_t element_addr
Element Address

uint16_t sub_addr
Subscription Address

uint16_t company_id
Company ID

uint16_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg netkey_add_t
Parameters of Config NetKey Add

Public Members
uintl6_t net_idx
NetKey Index

uint8_t net_key[16]
NetKey

struct esp_ble_mesh_state_change_cfg netkey_ update_t
Parameters of Config NetKey Update

Public Members
uintl6_t net_idx
NetKey Index

uint8_t net_key[16]
NetKey
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struct esp_ble_mesh_state_change_cfg netkey_delete_t
Parameter of Config NetKey Delete

Public Members
uintl6_t net_idx
NetKey Index

struct esp_ble_mesh_state_change_cfg appkey_add_t
Parameters of Config AppKey Add

Public Members
uintl6_t net_idx
NetKey Index

uintl6_t app_idx
AppKey Index

uint8_t app_key|[16]
AppKey

struct esp_ble_mesh_state_change_cfg appkey_ update_t
Parameters of Config AppKey Update

Public Members
uintl6_t net_idx
NetKey Index

uint16_t app_idx
AppKey Index

uint8_t app_key|[16]
AppKey

struct esp_ble_mesh_state_change_cfg appkey_delete_t
Parameters of Config AppKey Delete

Public Members
uintl6_t net_idx
NetKey Index

uintl6_t app_idx
AppKey Index

struct esp_ble_mesh_state_change cfg_model_app_bind_t
Parameters of Config Model App Bind

Public Members
uint16_t element_addr
Element Address

uintl6_t app_idx
AppKey Index

uint16_t company_id
Company ID
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uint16_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg model_app_ unbind_t
Parameters of Config Model App Unbind

Public Members

uint16_t element_addr
Element Address

uintl6_t app_idx
AppKey Index

uint16_t company_id
Company ID

uintl6_t model_id
Model ID

struct esp_ble_mesh_state_change_cfg kr_phase_set_t
Parameters of Config Key Refresh Phase Set

Public Members

uint16_t net_idx
NetKey Index

uint8_t kr_phase
New Key Refresh Phase Transition

struct esp_ble_mesh_cfg_server_cb_param_t
Configuration Server model callback parameters

Public Members

esp_ble_mesh_model_t *model
Pointer to the server model structure

esp_ble_mesh_msg_ctx_t ctx
Context of the received message

esp_ble_mesh_cfg_server_cb_value_t value
Value of the received configuration messages

Macros
ESP_BLE_MESH_MODEL_CFG_SRV (srv_data)
Define a new Config Server Model.

Note The Config Server Model can only be included by a Primary Element.
Return New Config Server Model instance.
Parameters
e srv_data: Pointer to a unique Config Server Model user_data.
ESP_BLE_MESH_MODEL_CFG_CLI (cli_data)
Define a new Config Client Model.

Note The Config Client Model can only be included by a Primary Element.
Return New Config Client Model instance.
Parameters

e cli_data: Pointer to a unique struct esp_ble_mesh_client t.
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Type Definitions
typedef struct esp_ble_mesh_cfg_srv esp_ble_mesh_cfg_srv_t
Configuration Server Model context
typedef void (*esp_ble_mesh_cfg_client_cb_t) (esp_ble_mesh_cfg_client_cb_event_t event,
esp_ble_mesh_cfg_client_cb_param_t
*param)
Bluetooth Mesh Config Client and Server Model functions.

Configuration Client Model callback function type

Parameters
* event: Event type
* param: Pointer to callback parameter

typedef void (*esp_ble_mesh_cfg_server_cb_t) (esp_ble_mesh_cfg_server_cb_event t event,
esp_ble_mesh_cfg_server_cb_param_t
*param)
Configuration Server Model callback function type.

Parameters
* event: Event type
* param: Pointer to callback parameter

Enumerations
enum esp_ble_mesh_cfg client_cb_event_t
This enum value is the event of Configuration Client Model

Values:
ESP_BLE_MESH_CFG_CLIENT_GET_STATE_EVT
ESP_BLE_MESH_CFG_CLIENT_SET STATE_EVT
ESP_BLE_MESH_CFG_CLIENT_PUBLISH_EVT
ESP_BLE_MESH_CFG_CLIENT TIMEOUT EVT

ESP_BLE_MESH_CFG_CLIENT_EVT_MAX
enum esp_ble_mesh_cfg_server_cb_event_t
This enum value is the event of Configuration Server model

Values:
ESP_BLE_MESH_CFG_SERVER_STATE_CHANGE_EVT

ESP_BLE_MESH_CFG_SERVER_EVT_ MAX

Health Client/Server Models

Header File

* bt/esp_ble_mesh/api/models/include/esp_ble_mesh_generic_model_api.h

Functions
esp_err_t esp_ble_mesh_register_generic_client_callback (esp_ble_mesh_generic_client_cb_t

callback)
Register BLE Mesh Generic Client Model callback.

Return ESP_OK on success or error code otherwise.
Parameters
e [in] callback: Pointer to the callback function.
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esp_err_t esp_ble_mesh_generic_client_get_state (esp_ble_mesh_client_common_param_t
*params,
esp_ble_mesh_generic_client_get_state_t

*
get_state)
Get the value of Generic Server Model states using the Generic Client Model get messages.

Note If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_generic_message_opcode_t in esp_ble_mesh_defs.h
Return ESP_OK on success or error code otherwise.
Parameters
* [in] params: Pointer to BLE Mesh common client parameters.
e [in] get_state: Pointer to generic get message value. Shall not be set to NULL.

esp_err_t esp_ble_mesh_generic_client_set_state (esp_ble_mesh_client_common_param_t
*params,
esp_ble_mesh_generic_client_set_state_t

*set_state)
Set the value of Generic Server Model states using the Generic Client Model set messages.

Note If you want to find the opcodes and corresponding meanings accepted by this API, please refer to
esp_ble_mesh_generic_message_opcode_t in esp_ble_mesh_defs.h
Return ESP_OK on success or error code otherwise.
Parameters
* [in] params: Pointer to BLE Mesh common client parameters.
e [in] set_state: Pointer to generic set message value. Shall not be set to NULL.

esp_err_t esp_ble_mesh_register_ generic_server_callback (esp_ble_mesh_generic_server_cb_t

callback)
Register BLE Mesh Generic Server Model callback.

Return ESP_OK on success or error code otherwise.

Parameters
e [in] callback: Pointer to the callback function.

Unions
union esp_ble_mesh_generic_client_get_state_t
#include <esp_ble_mesh_generic_model_api.h> Generic Client Model get message union.

Public Members

esp_ble_mesh_gen_user_property_get_t user_property_get
For ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_GET

esp_ble_mesh_gen_admin_property_get_t admin_property_get
For ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_GET

esp_ble_mesh_gen_manufacturer_property_get_t manufacturer_property_get
For ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET

esp_ble_mesh_gen_client_properties_get t client_properties_get
For ESP_BLE_MESH_MODEL_OP_GEN_CLIENT_PROPERTIES_GET
union esp_ble_mesh_generic_client_set_state_t
#include <esp_ble_mesh_generic_model_api.h> Generic Client Model set message union.

Public Members

esp_ble_mesh_gen_onoff _set_t onoff_set
For ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET & ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_SET_UN

esp_ble_mesh_gen_level_set t level_set
For ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET & ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_SET UN
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esp_ble_mesh_gen_delta_set_t delta_set
For ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET & ESP_BLE_MESH_MODEL_OP_GEN_DELTA_SET_UN

esp_ble_mesh_gen_move_set_t move_set
For ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET & ESP_BLE_MESH_MODEL_OP_GEN_MOVE_SET_UNA

esp_ble_mesh_gen_def _trans_time_set_t def_trans_time_set
For ESP_BLE_MESH _MODEL_OP_GEN_DEF _TRANS_TIME_SET &
ESP_BLE_MESH _MODEL_OP_GEN_DEF TRANS_TIME_SET_UNACK

esp_ble_mesh_gen_onpowerup_set_t power_set
For ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET &
ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_SET_UNACK

esp_ble_mesh_gen_power_level_set_t power_level_set
For ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET &
ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_SET_UNACK

esp_ble_mesh_gen_power_default_set_t power_default_set
For ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_SET &
ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_SET_UNACK

esp_ble_mesh_gen_power_range_set_t power_range_set
For ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET &
ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_SET_UNACK

esp_ble_mesh_gen_loc_global_set_t loc_global_set
For ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET &
ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_SET_UNACK

esp_ble_mesh_gen_loc_local_set_t loc_local_set
For ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET &
ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_SET_UNACK

esp_ble_mesh_gen_user_property_set_t user_property_set
For ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_SET &
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_SET_UNACK

esp_ble_mesh_gen_admin_property_set_t admin_property_set
For ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_SET &
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_SET_UNACK

esp_ble_mesh_gen_manufacturer_property_set_t manufacturer_property_set
For ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET &
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_SET_UNACK

union esp_ble_mesh_gen_client_status_cb_t
#include <esp_ble_mesh_generic_model_api.h> Generic Client Model received message union.

Public Members
esp_ble_mesh_gen_onoff _status_cb_t onoff_status
For ESP_BLE_MESH_MODEL_OP_GEN_ONOFF_STATUS

esp_ble_mesh_gen_level_status_cb_t level_status
For ESP_BLE_MESH_MODEL_OP_GEN_LEVEL_STATUS

esp_ble_mesh_gen_def_trans_time_status_cb_t def_trans_time_status
For ESP_BLE_MESH_MODEL_OP_GEN_DEF_TRANS_TIME_STATUS

esp_ble_mesh_gen_onpowerup_status_cb_t onpowerup_status
For ESP_BLE_MESH_MODEL_OP_GEN_ONPOWERUP_STATUS

esp_ble_mesh_gen_power_level_status_cb_t power_level_status
For ESP_BLE_MESH_MODEL_OP_GEN_POWER_LEVEL_STATUS
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esp_ble_mesh_gen_power_last_status_cb_t power_last_status
For ESP_BLE_MESH_MODEL_OP_GEN_POWER_LAST_STATUS

esp_ble_mesh_gen_power_default_status_cb_t power_default_status
For ESP_BLE_MESH_MODEL_OP_GEN_POWER_DEFAULT_STATUS

esp_ble_mesh_gen_power_range_status_cb_t power_range_status
For ESP_BLE_MESH_MODEL_OP_GEN_POWER_RANGE_STATUS

esp_ble_mesh_gen_battery_status_cb_t battery_status
For ESP_BLE_MESH_MODEL_OP_GEN_BATTERY_STATUS

esp_ble_mesh_gen_loc_global_status_cb_t location_global_status
For ESP_BLE_MESH_MODEL_OP_GEN_LOC_GLOBAL_STATUS

esp_ble_mesh_gen_loc_local_status_cb_t location_local_status
ESP_BLE_MESH_MODEL_OP_GEN_LOC_LOCAL_STATUS

esp_ble_mesh_gen_user_properties_status_cb_t user_properties_status
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTIES_STATUS

esp_ble_mesh_gen_user_property_status_cb_t user_property_status
ESP_BLE_MESH_MODEL_OP_GEN_USER_PROPERTY_STATUS

esp_ble_mesh_gen_admin_properties_status_cb_t admin_properties_status
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTIES_STATUS

esp_ble_mesh_gen_admin_property_status_cb_t admin_property_status
ESP_BLE_MESH_MODEL_OP_GEN_ADMIN_PROPERTY_STATUS

esp_ble_mesh_gen_manufacturer_properties_status_cb_t manufacturer_properties_status
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTIES_STATUS

esp_ble_mesh_gen_manufacturer_property_status_cb_t manufacturer_property_status
ESP_BLE_MESH_MODEL_OP_GEN_MANUFACTURER_PROPERTY_STATUS

esp_ble_mesh_gen_client_properties_status_cb_t client_properties_status
ESP_BLE_MESH_MODEL_OP_GEN_CLIENT_PROPERTIES_STATUS

union esp_ble_mesh_generic_server_state_change_t
#include <esp_ble_mesh_generic_model_api.h> Generic Server Model state change value union.

Public Members
esp_ble_mesh_state_change_gen_onoff_set_t onoff_set
The recv_op in ctx can be used to decide which state is changed.Generic OnOff Set

esp_ble_mesh_state_change_gen_level_set t level_set
Generic Level Set

esp_ble_mesh_state_change_gen_delta_set t delta_set
Generic Delta Set

esp_ble_mesh_state_change_gen_move_set_t move_set
Generic Move Set

esp_ble_mesh_state_change_gen_def _trans_time_set_t def_trans_time_set
Generic Default Transition Time Set

esp_ble_mesh_state_change_gen_onpowerup_set_t onpowerup_set
Generic OnPowerUp Set

esp_ble_mesh_state_change_gen_power_level_set t power_level_set
Generic Power Level Set

esp_ble_mesh_state_change_gen_power_default_set_t power_default_set
Generic Power Default Set
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esp_ble_mesh_state_change_gen_power_range_set_t power_range_set
Generic Power Range Set

esp_ble_mesh_state_change_gen_loc_global_set_t loc_global_set
Generic Location Global Set

esp_ble_mesh_state_change_gen_loc_local_set_t loc_local_set
Generic Location Local Set

esp_ble_mesh_state_change_gen_user_property_set_t user_property_set
Generic User Property Set

esp_ble_mesh_state_change_gen_admin_property_set_t admin_property_set
Generic Admin Property Set

esp_ble_mesh_state_change_gen_manu_property_set_t manu_property_set
Generic Manufacturer Property Set

union esp_ble_mesh_generic_server_recv_get_msg_ t
#include <esp_ble_mesh_generic_model_api.h> Generic Server Model received get message union.

Public Members
esp_ble_mesh_server_recv_gen_user_property_get_t user_property
Generic User Property Get

esp_ble_mesh_server_recv_gen_admin_property_get t admin_property
Generic Admin Property Get

esp_ble_mesh_server_recv_gen_manufacturer_property_get_t manu_property
Generic Manufacturer Property Get

esp_ble_mesh_server_recv_gen_client_properties_get t client_properties
Generic Client Properties Get

union esp_ble_mesh_generic_server_recv_set_msg_t
#include <esp_ble_mesh_generic_model_api.h> Generic Server Model received set message union.

Public Members
esp_ble_mesh_server_recv_gen_onoff _set_t onof £
Generic OnOff Set/Generic OnOff Set Unack

esp_ble_mesh_server_recv_gen_level_set_t level
Generic Level Set/Generic Level Set Unack

esp_ble_mesh_server_recv_gen_delta_set_t delta
Generic Delta Set/Generic Delta Set Unack

esp_ble_mesh_server_recv_gen_move_set_t move
Generic Move Set/Generic Move Set Unack

esp_ble_mesh_server_recv_gen_def_trans_time_set_t def_trans_time
Generic Default Transition Time Set/Generic Default Transition Time Set Unack

esp_ble_mesh_server_recv_gen_onpowerup_set_t onpowerup
Generic OnPowerUp Set/Generic OnPowerUp Set Unack

esp_ble_mesh_server_recv_gen_power_level_set_t power_level
Generic Power Level Set/Generic Power Level Set Unack

esp_ble_mesh_server_recv_gen_power_default_set_t power_default
Generic Power Default Set/Generic Power Default Set Unack

esp_ble_mesh_server_recv_gen_power_range_set_t power_range
Generic Power Range Set/Generic Power Range Set Unack
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esp_ble_mesh_server_recv_gen_loc_global_set t location_global
Generic Location Global Set/Generic Location Global Set Unack

esp_ble_mesh_server_recv_gen_loc_local_set_t location_local
Generic Location Local Set/Generic Location Local Set Unack

esp_ble_mesh_server_recv_gen_user_property_set t user_property
Generic User Property Set/Generic User Property Set Unack

esp_ble_mesh_server_recv_gen_admin_property_set_t admin_property

Generic Admin Property Set/Generic Admin Property Set Unack

esp_ble_mesh_server_recv_gen_manufacturer_property_set_t manu_property

Generic Manufacturer Property Set/Generic Manufacturer Property Set Unack

union esp_ble_mesh_generic_server_cb_value_t

#include <esp_ble_mesh_generic_model_api.h> Generic Server Model callback value union.

Public Members
esp_ble_mesh_generic_server_state_change_t state_change
ESP_BLE_MESH_GENERIC_SERVER_STATE_CHANGE_EVT

esp_ble_mesh_generic_server_recv_get_msg_t get
ESP_BLE_MESH_GENERIC_SERVER_RECV_GET_MSG_EVT

esp_ble_mesh_generic_server_recv_set_msg_t set
ESP_BLE_MESH_GENERIC_SERVER_RECV_SET_MSG_EVT

Structures
struct esp_ble_mesh_gen_onoff_set_t
Bluetooth Mesh Generic Client Model Get and Set parameters structure.

Parameters of Generic OnOff Set.

Public Members

bool op_en
Indicate if optional parameters are included

uint8_t onoff
Target value of Generic OnOff state

uint8_t tid
Transaction ID

uint8_t trans_time
Time to complete state transition (optional)

uint8_t delay
Indicate message execution delay (C.1)
struct esp_ble_mesh_gen_level_set_t
Parameters of Generic Level Set.

Public Members
bool op_en
Indicate if optional parameters are included

intl6_t level
Target value of Generic Level state
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uint8_ttid
Transaction ID

uint8_t trans_time
Time to complete state transition (optional)

uint8_t delay
Indicate message execution delay (C.1)

struct esp_ble_mesh_gen_delta_set_t
Parameters of Generic Delta Set.

Public Members

bool op_en
Indicate if optional parameters are included

int32_t level
Delta change of Generic Level state

uint8_t tid
Transaction ID

uint§_t trans_time
Time to complete state transition (optional)

uint§_t delay
Indicate message execution delay (C.1)

struct esp_ble_mesh_gen_move_set_t
Parameters of Generic Move Set.

Public Members
bool op_en
Indicate if optional parameters are included

intl6_t delta_level
Delta Level step to calculate Move speed for Generic Level state

uint®_ttid
Transaction ID

uint§_t trans_time
Time to complete state transition (optional)

uint8_t delay
Indicate message execution delay (C.1)

struct esp_ble_mesh_gen_def_trans_time_set_t
Parameter of Generic Default Transition Time Set.

Public Members
uint§_t trans_time
The value of the Generic Default Transition Time state

struct esp_ble_mesh_gen_onpowerup_set_t
Parameter of Generic OnPowerUp Set.
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Public Members
uint8_t onpowerup
The value of the Generic OnPowerUp state

struct esp_ble_mesh_gen_power_level_set_t
Parameters of Generic Power Level Set.

Public Members
bool op_en
Indicate if optional parameters are included

uint16_t power
Target value of Generic Power Actual state

uint8_t tid
Transaction ID

uint§_t trans_time
Time to complete state transition (optional)

uint8_t delay
Indicate message execution delay (C.1)

struct esp_ble_mesh_gen_power_default_set_t
Parameter of Generic Power Default Set.

Public Members
uint16_t power
The value of the Generic Power Default state

struct esp_ble_mesh_gen_power_range_set_t
Parameters of Generic Power Range Set.

Public Members
uintl6_t range_min
Value of Range Min field of Generic Power Range state

uint16_t range_max
Value of Range Max field of Generic Power Range state

struct esp_ble_mesh_gen_loc_global_set_t
Parameters of Generic Location Global Set.

Public Members
int32_t global_latitude
Global Coordinates (Latitude)

int32_t global_longitude
Global Coordinates (Longitude)

intl6_t global_altitude
Global Altitude

struct esp_ble_mesh_gen_loc_local_set_t
Parameters of Generic Location Local Set.
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Public Members
intl6_t local_north
Local Coordinates (North)

intl6_t local_east
Local Coordinates (East)

intl6_t local_altitude
Local Altitude

uint8_t floor_number
Floor Number

uintl6_t uncertainty
Uncertainty

struct esp_ble_mesh_gen_user_property_ get_t
Parameter of Generic User Property Get.

Public Members
uintl6_t property_id
Property ID identifying a Generic User Property

struct esp_ble_mesh_gen_user_property_set_t
Parameters of Generic User Property Set.

Public Members
uintl6_t property_id
Property ID identifying a Generic User Property

struct net_buf_simple *property_value
Raw value for the User Property

struct esp_ble_mesh_gen_admin_property_get_t
Parameter of Generic Admin Property Get.

Public Members
uint16_t property_id
Property ID identifying a Generic Admin Property

struct esp_ble_mesh_gen_admin_property_set_t
Parameters of Generic Admin Property Set.

Public Members
uintl6_t property_id
Property ID identifying a Generic Admin Property

uint§_t user_access
Enumeration indicating user access

struct net_buf_simple *property_value
Raw value for the Admin Property

struct esp_ble_mesh_gen_manufacturer_ property get_t
Parameter of Generic Manufacturer Property Get.
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Public Members
uint16_t property_id
Property ID identifying a Generic Manufacturer Property

struct esp_ble_mesh_gen_manufacturer_property_set_t
Parameters of Generic Manufacturer Property Set.

Public Members
uintl6_t property_id
Property ID identifying a Generic Manufacturer Property

uint§_t user_access
Enumeration indicating user access

struct esp_ble_mesh_gen_client_properties_get_t
Parameter of Generic Client Properties Get.

Public Members
uint16_t property_id
A starting Client Property ID present within an element

struct esp_ble_mesh_gen_onoff_ status_cb_t
Bluetooth Mesh Generic Client Model Get and Set callback parameters structure.

Parameters of Generic OnOff Status.

Public Members
bool op_en
Indicate if optional parameters are included

uint®_t present_onoff
Current value of Generic OnOff state

uint8_t target_onoff
Target value of Generic OnOff state (optional)

uint§_t remain_time
Time to complete state transition (C.1)

struct esp_ble_mesh_gen_level_status_cb_t
Parameters of Generic Level Status.

Public Members
bool op_en
Indicate if optional parameters are included

intl6_t present_level
Current value of Generic Level state

intl6_t target_level
Target value of the Generic Level state (optional)

uint8_t remain_time
Time to complete state transition (C.1)

struct esp_ble_mesh_gen_def_ trans_time_status_cb_t
Parameter of Generic Default Transition Time Status.

Espressif Systems 390 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 2. API Reference

Public Members
uint8_t trans_time
The value of the Generic Default Transition Time state

struct esp_ble_mesh_gen_onpowerup_status_cb_t
Parameter of Generic OnPowerUp Status.

Public Members
uint8_t onpowerup
The value of the Generic OnPowerUp state

struct esp_ble_mesh_gen_power_level_status_cb_t
Parameters of Generic Power Level Status.

Public Members
bool op_en
Indicate if optional parameters are included

uintl6_t present_power
Current value of Generic Power Actual state

uint16_t target_power
Target value of Generic Power Actual state (optional)

uint8_t remain_time
Time to complete state transition (C.1)

struct esp_ble_mesh_gen_power_last_status_cb_t
Parameter of Generic Power Last Status.

Public Members
uint16_t power
The value of the Generic Power Last state

struct esp_ble_mesh_gen_power_default_status_cb_t
Parameter of Generic Power Default Status.

Public Members
uint16_t power
The value of the Generic Default Last state

struct esp_ble_mesh_gen_power_range_status_cb_t
Parameters of Generic Power Range Status.

Public Members
uint8_t status_code
Status Code for the request message

uintl6_t range_min
Value of Range Min field of Generic Power Range state

uint16_t range_max
Value of Range Max field of Generic Power Range state

Espressif Systems 391
Submit Document Feedback

Release v4.2.5-1-g5f8de19


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 2. API Reference

struct esp_ble_mesh_gen_battery_status_cb_t
Parameters of Generic Battery Status.

Public Members
uint32_tbattery_level: §
Value of Generic Battery Level state

uint32_t time_to_discharge: 24
Value of Generic Battery Time to Discharge state

uint32_t time_to_charge: 24
Value of Generic Battery Time to Charge state

uint32_t £lags: 8
Value of Generic Battery Flags state

struct esp_ble_mesh_gen_loc_global_status_cb_t
Parameters of Generic Location Global Status.

Public Members
int32_t global_latitude
Global Coordinates (Latitude)

int32_t global_longitude
Global Coordinates (Longitude)

intl6_t global_altitude
Global Altitude

struct esp_ble_mesh_gen_loc_local_status_cb_t
Parameters of Generic Location Local Status.

Public Members
intl6_t local_north
Local Coordinates (North)

intl6_t local_east
Local Coordinates (East)

intl6_t local_altitude
Local Altitude

uint8_t £loor_number
Floor Number

uintl6_t uncertainty
Uncertainty

struct esp_ble_mesh_gen_user_properties_status_cb_t
Parameter of Generic User Properties Status.

Public Members
struct net_buf_simple *property_ids
Buffer contains a sequence of N User Property IDs

struct esp_ble_mesh_gen_user_property_ status_cb_t
Parameters of Generic User Property Status.
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Public Members

bool op_en
Indicate if optional parameters are included

uintl6_t property_id
Property ID identifying a Generic User Property

uint§_t user_access
Enumeration indicating user access (optional)

struct net_buf_simple *property_value
Raw value for the User Property (C.1)

struct esp_ble_mesh_gen_admin_properties_status_cb_t
Parameter of Generic Admin Properties Status.

Public Members
struct net_buf_simple *property_ids
Buffer contains a sequence of N Admin Property IDs

struct esp_ble_mesh_gen_admin_property_status_cb_t
Parameters of Generic Admin Property Status.

Public Members

bool op_en
Indicate if optional parameters are included

uintl6_t property_id
Property ID identifying a Generic Admin Property

uint8_t user_access
Enumeration indicating user access (optional)

struct net_buf_simple *property_value
Raw value for the Admin Property (C.1)

struct esp_ble_mesh_gen_manufacturer_properties_status_cb_t
Parameter of Generic Manufacturer Properties Status.

Public Members

struct net_buf_simple *property_ids
Buffer contains a sequence of N Manufacturer Property IDs

struct esp_ble_mesh_gen_manufacturer_ property_ status_cb_t
Parameters of Generic Manufacturer Property Status.

Public Members

bool op_en
Indicate if optional parameters are included

uintl6_t property_id
Property ID identifying a Generic Manufacturer Property

uint§_t user_access
Enumeration indicating user access (optional)
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struct net_buf_simple *property_value
Raw value for the Manufacturer Property (C.1)

struct esp_ble_mesh_gen_client_properties_status_cb_t
Parameter of Generic Client Properties Status.

Public Members
struct net_buf_simple *property_ids
Buffer contains a sequence of N Client Property IDs

struct esp_ble_mesh_generic_client_cb_param_t
Generic Client Model callback parameters

Public Members
int error_code
Appropriate error code

esp_ble_mesh_client_common_param_t *params
The client common parameters.

esp_ble_mesh_gen_client_status_cb_t status_cb
The generic status message callback values

struct esp_ble_mesh_gen_onoff_ state_t
Parameters of Generic OnOff state

Public Members
uint8_t onof £
The present value of the Generic OnOff state

uint8_t target_onoff
The target value of the Generic OnOff state

struct esp_ble_mesh_gen_onoff_srv_t
User data of Generic OnOff Server Model

Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic OnOff Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

esp_ble_mesh_gen_onoff _state_t state
Parameters of the Generic OnOff state

esp_ble_mesh_last_msg_info_t last
Parameters of the last received set message

esp_ble_mesh_state_transition_t transition
Parameters of state transition

struct esp_ble_mesh_gen_level_state_t
Parameters of Generic Level state
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Public Members

intl6_t level
The present value of the Generic Level state

intl6_t target_level
The target value of the Generic Level state

intl6_t last_level
When a new transaction starts, level should be set to last_last, and use “level + incoming delta” to
calculate the target level. In another word, “last_level” is used to record “level” of the last transaction,
and “last_delta” is used to record the previously received delta_level value.The last value of the Generic
Level state

int32_t last_delta
The last delta change of the Generic Level state

bool move_start
Indicate if the transition of the Generic Level state has been started

bool positive
Indicate if the transition is positive or negative

struct esp_ble_mesh_gen_level_srv_t
User data of Generic Level Server Model

Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic Level Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

esp_ble_mesh_gen_level_state_t state
Parameters of the Generic Level state

esp_ble_mesh_last_msg_info_t last
Parameters of the last received set message

esp_ble_mesh_state_transition_t transition
Parameters of state transition

int32_ttt_delta_level
Delta change value of level state transition

struct esp_ble_mesh_gen_def_ trans_time_state_t
Parameter of Generic Default Transition Time state

Public Members

uint8_t trans_time
The value of the Generic Default Transition Time state

struct esp_ble_mesh_gen_def_ trans_time_srv_t
User data of Generic Default Transition Time Server Model

Public Members

esp_ble_mesh_model_t *model
Pointer to the Generic Default Transition Time Server Model. Initialized internally.

Espressif Systems 395 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 2. API Reference

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

esp_ble_mesh_gen_def_trans_time_state_t state
Parameters of the Generic Default Transition Time state

struct esp_ble_mesh_gen_onpowerup_state_t
Parameter of Generic OnPowerUp state

Public Members
uint§_t onpowerup
The value of the Generic OnPowerUp state

struct esp_ble_mesh_gen_power_onoff srv_t
User data of Generic Power OnOff Server Model

Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic Power OnOff Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

esp_ble_mesh_gen_onpowerup_state_t *state
Parameters of the Generic OnPowerUp state

struct esp_ble_mesh_gen_power_onoff_setup_srv_t
User data of Generic Power OnOff Setup Server Model

Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic Power OnOff Setup Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

esp_ble_mesh_gen_onpowerup_state_t *state
Parameters of the Generic OnPowerUp state

struct esp_ble_mesh_gen_power_level_state_t
Parameters of Generic Power Level state

Public Members
uint16_t power_actual
The present value of the Generic Power Actual state

uintl6_t target_power_actual
The target value of the Generic Power Actual state

uint16_t power_last
The value of the Generic Power Last state

uintl6_t power_default
The value of the Generic Power Default state

uint8_t status_code
The status code of setting Generic Power Range state

Espressif Systems 396 Release v4.2.5-1-g5f8de19
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2.5-1-g5f8de19

Chapter 2. API Reference

uint16_t power_range_min
The minimum value of the Generic Power Range state

uint16_t power_range_max
The maximum value of the Generic Power Range state

struct esp_ble_mesh_gen_power_level_srv_t
User data of Generic Power Level Server Model

Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic Power Level Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

esp_ble_mesh_gen_power_level_state_t *state
Parameters of the Generic Power Level state

esp_ble_mesh_last_msg_info_t last
Parameters of the last received set message

esp_ble_mesh_state_transition_t transition
Parameters of state transition

int32_ttt_delta_level
Delta change value of level state transition

struct esp_ble_mesh_gen_power_level_setup_srv_t
User data of Generic Power Level Setup Server Model

Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic Power Level Setup Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

esp_ble_mesh_gen_power_level_state_t *state
Parameters of the Generic Power Level state

struct esp_ble_mesh_gen_battery_state_t
Parameters of Generic Battery state

Public Members
uint32_tbattery_level: §
The value of the Generic Battery Level state

uint32_t time_to_discharge: 24
The value of the Generic Battery Time to Discharge state

uint32_t time_to_charge: 24
The value of the Generic Battery Time to Charge state

uint32_tbattery_flags: 8
The value of the Generic Battery Flags state

struct esp_ble_mesh_gen_battery_srv_t
User data of Generic Battery Server Model
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Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic Battery Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

esp_ble_mesh_gen_battery_state_t state
Parameters of the Generic Battery state

struct esp_ble_mesh_gen_location_state_t
Parameters of Generic Location state

Public Members
int32_t global_latitude
The value of the Global Latitude field

int32_t global_longitude
The value of the Global Longitude field

intl6_t global_altitude
The value of the Global Altitude field

intl6_t local_north
The value of the Local North field

intl6_t local_east
The value of the Local East field

intl6_t local_altitude
The value of the Local Altitude field

uint8_t floor_number
The value of the Floor Number field

uintl6_t uncertainty
The value of the Uncertainty field

struct esp_ble_mesh_gen_location_srv_t
User data of Generic Location Server Model

Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic Location Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

esp_ble_mesh_gen_location_state_t *state
Parameters of the Generic Location state

struct esp_ble_mesh_gen_location_setup_srv_t
User data of Generic Location Setup Server Model

Public Members

esp_ble_mesh_model_t *model
Pointer to the Generic Location Setup Server Model. Initialized internally.
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esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

esp_ble_mesh_gen_location_state_t *state
Parameters of the Generic Location state

struct esp_ble_mesh_generic_property_t
Parameters of Generic Property states

Public Members
uintl6_t id
The value of User/Admin/Manufacturer Property ID

uint8_t user_access
The value of User Access field

uint8_t admin_access
The value of Admin Access field

uint§_t manu_access
The value of Manufacturer Access field

struct net_buf_simple *val
The value of User/Admin/Manufacturer Property

struct esp_ble_mesh_gen_user_prop_srv_t
User data of Generic User Property Server Model

Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic User Property Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

uint§_t property_count
Generic User Property count

esp_ble_mesh_generic_property_t *properties
Parameters of the Generic User Property state

struct esp_ble_mesh_gen_admin_prop_srv_t
User data of Generic Admin Property Server Model

Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic Admin Property Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

uint§_t property_count
Generic Admin Property count

esp_ble_mesh_generic_property_t *properties
Parameters of the Generic Admin Property state

struct esp_ble_mesh_gen_manu_prop_srv_t
User data of Generic Manufacturer Property Server Model
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Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic Manufacturer Property Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

uint§_t property_count
Generic Manufacturer Property count

esp_ble_mesh_generic_property_t *properties
Parameters of the Generic Manufacturer Property state

struct esp_ble_mesh_gen_client_prop_srv_t
User data of Generic Client Property Server Model

Public Members
esp_ble_mesh_model_t *model
Pointer to the Generic Client Property Server Model. Initialized internally.

esp_ble_mesh_server_rsp_ctrl_t rsp_ctrl
Response control of the server model received messages

uint§_t id_count
Generic Client Property ID count

uintl6_t *property_ids
Parameters of the Generic Client Property state

struct esp_ble_mesh_state_change_gen_onoff_set_t
Parameter of Generic OnOff Set state change event

Public Members
uint8_t onoff
The value of Generic OnOff state

struct esp_ble_mesh_state_change_gen_level_set_t
Parameter of Generic Level Set state change event

Public Members
intl6_t level
The value of Generic Level state

struct esp_ble_mesh_state_change_gen_delta_set_t
Parameter of Generic Delta Set state change event

Public Members
intl6_t level
The value of Generic Level state

struct esp_ble_mesh_state_change_gen_move_set_t
Parameter of Generic Move Set state change event
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Public Members
intl6_t level
The value of Generic Level state

struct esp_ble_mesh_state_change_gen_def_ trans_time_set_t
Parameter of Generic Default Transition Time Set state change event

Public Members
uint§_t trans_time
The value of Generic Default Transition Time state

struct esp_ble_mesh_state_change_gen_onpowerup_set_t
Parameter of Generic OnPowerUp Set state change event

Public Members
uint§_t onpowerup
The value of Generic OnPowerUp state

struct esp_ble_mesh_state_change_gen_power_level_set_t
Parameter of Generic Power Level Set state change event

Public Members
uint16_t power
The value of Generic Power Actual state

struct esp_ble_mesh_state_change_gen_power_default_set_t
Parameter of Generic Power Default Set state change event

Public Members
uint16_t power
The value of Generic Power Default state

struct esp_ble_mesh_state_change_gen_power_range_set_t
Parameters of Generic Power Range Set state change event

Public Members
uintl6_t range_min
The minimum value of Generic Power Range state

uint16_t range_max
The maximum value of Generic Power Range state

struct esp_ble_mesh_state_change_gen_loc_global_set_t
Parameters of Generic Location Global Set state change event

Public Members

int32_t latitude
The Global Latitude value of Generic Location state
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int32_t longitude
The Global Longitude value of Generic Location state

intl6_t altitude
The Global Altitude value of Generic Location state

struct esp_ble_mesh_state_change_gen_loc_local_set_t
Parameters of Generic Location Local Set state change event

Public Members
intl6_t north
The Local North value of Generic Location state

intl6_t east
The Local East value of Generic Location state

intl6_taltitude
The Local Altitude value of Generic Location state

uint§_t £floor_number
The Floor Number value of Generic Location state

uintl6_t uncertainty
The Uncertainty value of Generic Location state

struct esp_ble_mesh_state_change_gen_user_property_set_t
Parameters of Generic User Property Set state change event

Public Members
uint16_t id
The property id of Generic User Property state

struct net_buf_simple *value
The property value of Generic User Property state

struct esp_ble_mesh_state_change_gen_admin_property_set_t
Parameters of Generic Admin Property Set state change event

Public Members
uintl6_t id
The property id of Generic Admin Property state

uint8_t access
The property access of Generic Admin Property state

struct net_buf_simple *value
The property value of Generic Admin Property state

struct esp_ble_mesh_state_change_gen_manu_property_set_t
Parameters of Generic Manufacturer Property Set state change event

Public Members
uintl6_t id
The property id of Generic Manufacturer Property state

uint8_t access
The property value of Generic Manufacturer Property state
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struct esp_ble_mesh_server_recv_gen_user_property_get_t
Context of the received Generic User Property Get message

Public Members
uint16_t property_id
Property ID identifying a Generic User Property

struct esp_ble_mesh_server_recv_gen_admin_property_get_t
Context of the received Generic Admin Property Get message

Public Members
uintl6_t property_id
Property ID identifying a Generic Admin Property

struct esp_ble_mesh_server_recv_gen_manufacturer_property_get_t
Context of the received Generic Manufacturer Property message

Public Members
uint16_t property_id
Property ID identifying a Generic Manufacturer Property

struct esp_ble_mesh_server_recv_gen_client_properties_get_t
Context of the received Generic Client Properties Get message

Public Members
uintl6_t property_id
A starting Client Property ID present within an element

struct esp_ble_mesh_server_recv_gen_onoff_set_t
Context of the received Generic OnOff Set message

Public Members

bool op_en
Indicate if optional parameters are included

uint8_t onof £
Target value of Generic OnOff state

uint®_ttid
Transaction ID

uint§_t trans_time
Time to complete state transition (optional)

uint8_t delay
Indicate message execution delay (C.1)

struct esp_ble_mesh_server_recv_gen_level_set_t
Context of the received Generic Level Set message
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Public Members

bool op_en
Indicate if optional parameters are included

intl6_t level
Target value of Generic Level state

uint8_t tid
Transaction ID

uint8_t trans_time
Time to complete state transition (optional)

uint§_t delay
Indicate message execution delay (C.1)

struct esp_ble_mesh_server_recv_gen_delta_set_t
Context of the received Generic Delta Set message

Public Members

bool op_en
Indicate if optional parameters are included

int32_t delta_level
Delta change of Generic Level state

uint8_t tid
Transaction ID

uint§_t trans_time
Time to complete state transition (optional)

uint8_t delay
Indicate message execution delay (C.1)

struct esp_ble_mesh_server_recv_gen_move_set_t
Context of the received Generic Move Set message

Public Members

bool op_en
Indicate if optional parameters are included

intl6_tdelta_level
Delta Level step to calculate Move speed for Generic Level state

uint®_ttid
Transaction ID

uint8_t trans_time
Time to complete state transition (optional)

uint8_t delay
Indicate message execution delay (C.1)

struct esp_ble_mesh_server_recv_gen_def_trans_time_set_t
Context of the received Generic Default Transition Time Set message
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Public Members
uint8_t trans_time
The value of the Generic Default Transition Time state

struct esp_ble_mesh_server_recv_gen_onpowerup_set_t
Context of the received Generic OnPowerUp Set message

Public Members
uint8_t onpowerup
The value of the Generic OnPowerUp state

struct esp_ble_mesh_server_recv_gen_power_level_set_t
Context of the received Generic Power Level Set message

Public Members
bool op_en
Indicate if optional parameters are included

uint16_t power
Target value of Generic Power Actual state

uint8_t tid
Transaction ID

uint8_t trans_time
Time to complete state transition (optional)

uint§_t delay
Indicate message execution delay (C.1)

struct esp_ble_mesh_server_recv_gen_power_default_set_t
Context of the received Generic Power Default Set message

Public Members
uint16_t power
The value of the Generic Power Default state

struct esp_ble_mesh_server_recv_gen_power_range_set_t
Context of the received Generic Power Range Set message

Public Members
uintl6_t range_min
Value of Range Min field of Generic Power Range state

uint16_t range_max
Value of Range Max field of Generic Power Range state

struct esp_ble_mesh_server_recv_gen_loc_global_set_t
Context of the received Generic Location Global Set message
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