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This is the documentation for Espressif IoT Development Framework (esp-idf). ESP-IDF is the official development
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Chapter 1

Get Started

This document is intended to help you set up the software development environment for the hardware based on
the ESP32-C3 chip by Espressif. After that, a simple example will show you how to use ESP-IDF (Espressif IoT
Development Framework) for menu configuration, then for building and flashing firmware onto an ESP32-C3 board.

Note: This is documentation for branch release/v5. 0 of ESP-IDF. Other ESP-IDF Versions are also available.

1.1 Introduction

ESP32-C3 is a system on a chip that integrates the following features:

¢ Wi-Fi (2.4 GHz band)

* Bluetooth Low Energy

* High performance 32-bit RISC-V single-core processor
e Multiple peripherals

¢ Built-in security hardware

Powered by 40 nm technology, ESP32-C3 provides a robust, highly integrated platform, which helps meet the con-
tinuous demands for efficient power usage, compact design, security, high performance, and reliability.

Espressif provides basic hardware and software resources to help application developers realize their ideas using
the ESP32-C3 series hardware. The software development framework by Espressif is intended for development of
Internet-of-Things (IoT) applications with Wi-Fi, Bluetooth, power management and several other system features.

1.2 What You Need

1.2.1 Hardware

¢ An ESP32-C3 board.
¢ USB cable - USB A / micro USB B.
¢ Computer running Windows, Linux, or macOS.

Note: Currently, some of the development boards are using USB Type C connectors. Be sure you have the correct
cable to connect your board!

If you have one of ESP32-C3 official development boards listed below, you can click on the link to learn more about
the hardware.
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1.2.2 Software

To start using ESP-IDF on ESP32-C3, install the following software:

* Toolchain to compile code for ESP32-C3

¢ Build tools - CMake and Ninja to build a full Application for ESP32-C3

o ESP-IDF that essentially contains API (software libraries and source code) for ESP32-C3 and scripts to op-
erate the Toolchain

CMake / IDE
ESP-IDF /
Toolchain
Project
Application —
PP iy
UPLOAD ;:'f E
- H
2
i
H 2 2
/ H—I\I\-:"!I:!-;-f-r-r"r-r"n"r-r"l—_'-_'\-‘l - - .-____'
_:f;;_—ui *\ -

1.3 Installation

To install all the required software, we offer some different ways to facilitate this task. Choose from one of the
available options.

1.3.1 IDE

Note: We highly recommend installing the ESP-IDF through your favorite IDE.

* Eclipse Plugin
* VSCode Extension

1.3.2 Manual Installation

For the manual procedure, please select according to your operating system.
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Standard Setup of Toolchain for Windows

Introduction ESP-IDF requires some prerequisite tools to be installed so you can build firmware for supported
chips. The prerequisite tools include Python, Git, cross-compilers, CMake and Ninja build tools.

For this Getting Started we’ re going to use the Command Prompt, but after ESP-IDF is installed you can use Eclipse
Plugin or another graphical IDE with CMake support instead.

Note: Limitations: - The installation path of ESP-IDF and ESP-IDF Tools must not be longer than 90 characters.
Too long installation paths might result in a failed build. - The installation path of Python or ESP-IDF must not contain
white spaces or parentheses. - The installation path of Python or ESP-IDF should not contain special characters (non-
ASCII) unless the operating system is configured with “Unicode UTF-8” support.

System Administrator can enable the support via Control Panel - Change date, time, or number formats - Adminis-
trative tab - Change system locale - check the option “Beta: Use Unicode UTF-8 for worldwide language support”
- Ok and reboot the computer.

ESP-IDF Tools Installer The easiest way to install ESP-IDF’ s prerequisites is to download one of ESP-IDF
Tools Installers.

Windows
Installer

Windows Installer Download

What is the usecase for Online and Offline Installer Online Installer is very small and allows the installation of all
available releases of ESP-IDF. The installer will download only necessary dependencies including Git For Windows
during the installation process. The installer stores downloaded files in the cache directory $userprofile%\.
espressif

Offline Installer does not require any network connection. The installer contains all required dependencies including
Git For Windows .

Components of the installation The installer deploys the following components:

¢ Embedded Python

* Cross-compilers

¢ OpenOCD

* CMake and Ninja build tools
ESP-IDF

The installer also allows reusing the existing directory with ESP-IDF. The recommended directory is $userpro-
file%\Desktop\esp-idf where $userprofile% is your home directory.
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Launching ESP-IDF Environment At the end of the installation process you can check out option Run
ESP-IDF PowerShell Environment or Run ESP-IDF Command Prompt (cmd.exe). The
installer will launch ESP-IDF environment in selected prompt.

Run ESP-IDF PowerShell Environment:

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

Fig. 1: Completing the ESP-IDF Tools Setup Wizard with Run ESP-IDF PowerShell Environment

Run ESP-IDF Command Prompt (cmd.exe):

Using the Command Prompt  For the remaining Getting Started steps, we’ re going to use the Windows Command
Prompt.

ESP-IDF Tools Installer also creates a shortcut in the Start menu to launch the ESP-IDF Command Prompt. This
shortcut launches the Command Prompt (cmd.exe) and runs export . bat script to set up the environment variables
(PATH, IDF_PATH and others). Inside this command prompt, all the installed tools are available.

Note that this shortcut is specific to the ESP-IDF directory selected in the ESP-IDF Tools Installer. If you have
multiple ESP-IDF directories on the computer (for example, to work with different versions of ESP-IDF), you have
two options to use them:

1. Create a copy of the shortcut created by the ESP-IDF Tools Installer, and change the working directory of the
new shortcut to the ESP-IDF directory you wish to use.

2. Alternatively, run cmd . exe, then change to the ESP-IDF directory you wish to use, and run export .bat.
Note that unlike the previous option, this way requires Python and Git to be present in PATH. If you get errors
related to Python or Git not being found, use the first option.

First Steps on ESP-IDF Now since all requirements are met, the next topic will guide you on how to start your
first project.
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Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.1

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp- e1f\2 28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\

:\Users\developer\.espressif\tools\openocd- esp:Z\vO 10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

Fig. 2: ESP-IDF PowerShell

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
Run ESP-IDF PowerShell Environment

| Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

Fig. 3: Completing the ESP-IDF Tools Setup Wizard with Run ESP-IDF Command Prompt (cmd.exe)
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@& ESP-IDF Command Prompt (cmd.exe = -

Using Python in C:\Users\test\AppData‘\Local\Programs\Python\Python3m, -
Puthon 3.7.8

Using Git in C:\Users\test\Git‘cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf '

Adding ESP-IDF tools to PATH...

C:%Us
2=-elf\bin
C:\Users\test\.espressifitools\xtensa-esp32s2-elf\esp-2020r3-8.4.0\xtensa-es
p32s2-elfi\bin

C:\Users\test\ .espressifitools‘\xtensa-esp32si-elf\esp-2020r3-8.4.0\xtensa-es
p32s3-elf\bin
C:\Users\test\.espressifitools\riscu32-esp-elf\1.24.0.123_64eb9ff-8.4.0\risc
y32-esp-elfi\bin

C:\Users\test\.espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin

C:\Users\test\ .espressifitools\esp32s2ulp-elf'\2.28.51-esp-20191205esp32s2ul
p-elf-binutils‘\bin
C:‘\Users\test\.
C:‘\Users\test\.
esp32ibin

C:\Users\test\.

o AZUsersytesth,., ifytoolshidf-exel\1.8.1%

- hUsershytesth,. ifytoolshccache\ 3. TV

:Z\Users\test) . es ifytools \dfu-util 0, Ndfu-util-90, K 9-winBy

> \Users\testh,. ifypython_enu\idf4.3_py3.7_envi\Scripts

:\Users\test\esp\esp-idfitools

Checking 1f Python packages are up to date...
Puthon requirements from C:‘\Users\test\esp\esp-idfirequirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf:

Fig. 4: ESP-IDF Command Prompt
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This guide will help you on the first steps using ESP-IDF. Follow this guide to start a new project on the ESP32-C3
and build, flash, and monitor the device output.

Note: If you have not yet installed ESP-IDF, please go to Installation and follow the instruction in order to get all
the software needed to use this guide.

Start a Project Now you are ready to prepare your application for ESP32-C3. You can start with get-
started/hello_world project from examples directory in ESP-IDF.

Important: The ESP-IDF build system does not support spaces in the paths to either ESP-IDF or to projects.

Copy the project get-started/hello_world to ~/esp directory:

cd 2userprofile\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

Note: There is a range of example projects in the examples directory in ESP-IDF. You can copy any project in the
same way as presented above and run it. It is also possible to build examples in-place without copying them first.

Connect Your Device Now connect your ESP32-C3 board to the computer and check under which serial port the
board is visible.

Serial port names start with COM in Windows.

If you are not sure how to check the serial port name, please refer to Establish Serial Connection with ESP32-C3 for
full details.

Note: Keep the port name handy as you will need it in the next steps.

Configure Your Project Navigate to your hello_world directory, set ESP32-C3 as the target, and run the
project configuration utility menuconfig.

Windows

cd Suserprofile%\esp\hello_world
idf.py set-target esp32c3
idf.py menuconfig

After opening a new project, you should first set the target with idf.py set-target esp32c3. Note that
existing builds and configurations in the project, if any, will be cleared and initialized in this process. The target
may be saved in the environment variable to skip this step at all. See Select the Target Chip: set-target for additional
information.

If the previous steps have been done correctly, the following menu appears:

You are using this menu to set up project specific variables, e.g., Wi-Fi network name and password, the processor
speed, etc. Setting up the project with menuconfig may be skipped for “hello_word” , since this example runs with
default configuration.

Note: The colors of the menu could be different in your terminal. You can change the appearance with the option
—-style. Please run idf.py menuconfig —-help for further information.
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Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>
Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

[S] save

ymbol info [/] Jump to symbol
e show-name ggle show-all mode

Fig. 5: Project configuration - Home window

Build the Project Build the project by running:

idf.py build

This command will compile the application and all ESP-IDF components, then it will generate the bootloader, par-
tition table, and application binaries.

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—-— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

If there are no errors, the build will finish by generating the firmware binary .bin files.

Flash onto the Device Flash the binaries that you just built (bootloader.bin, partition-table.bin and hello_world.bin)
onto your ESP32-C3 board by running:

idf.py -p PORT [-b BAUD] flash

Replace PORT with your ESP32-C3 board’ s serial port name.

You can also change the flasher baud rate by replacing BAUD with the baud rate you need. The default baud rate is
460800.
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For more information on idf.py arguments, see idf.py.

Note: The option f1ash automatically builds and flashes the project, so running 1df . py build isnotnecessary.

Encountered Issues While Flashing? If you run the given command and see errors such as “Failed to connect” ,
there might be several reasons for this. One of the reasons might be issues encountered by esptool. py, the utility
that is called by the build system to reset the chip, interact with the ROM bootloader, and flash firmware. One simple
solution to try is manual reset described below, and if it does not help you can find more details about possible issues
in Troubleshooting.

esptool.py resets ESP32-C3 automatically by asserting DTR and RTS control lines of the USB to serial converter
chip, i.e., FTDI or CP210x (for more information, see Establish Serial Connection with ESP32-C3). The DTR and
RTS control lines are in turn connected to GPI09 and CHIP_PU (EN) pins of ESP32-C3, thus changes in the voltage
levels of DTR and RTS will boot ESP32-C3 into Firmware Download mode. As an example, check the schematic
for the ESP32 DevKitC development board.

In general, you should have no problems with the official esp-idf development boards. However, esptool.py is
not able to reset your hardware automatically in the following cases:

¢ Your hardware does not have the DTR and RTS lines connected to GPI09 and CHIP_PU
e The DTR and RTS lines are configured differently
¢ There are no such serial control lines at all

Depending on the kind of hardware you have, it may also be possible to manually put your ESP32-C3 board into
Firmware Download mode (reset).

* For development boards produced by Espressif, this information can be found in the respective getting started
guides or user guides. For example, to manually reset an ESP-IDF development board, hold down the Boot
button (GPI09) and press the EN button (CHIP_PU).

* For other types of hardware, try pulling GPI09 down.

Normal Operation When flashing, you will see the output log similar to the following:

esptool.py —-chip esp32c3 -p /dev/ttyUSBO -b 460800 —--before=default_reset —-
—after=hard_reset write_flash --flash_mode dio --flash_freq 80m —--flash_size 2MB.
—~0x8000 partition_table/partition-table.bin 0x0 bootloader/bootloader.bin 0x10000._
—hello_world.bin

esptool.py v3.0

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-C3

Features: Wi-Fi

Crystal is 40MHz

MAC: 7c:df:al1:40:02:a4

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 4238.1.
f—»kblt/s) “ ..

Hash of data verified.

Compressed 18960 bytes to 11311...

Writing at 0x00000000... (100 %)

Wrote 18960 bytes (11311 compressed) at 0x00000000 in 0.3 seconds (effective 584.9.
—kbit/s) ...

(continues on next page)
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(continued from previous page)

Hash of data verified.

Compressed 145520 bytes to 71984...
Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000... (100 %)

Wrote 145520 bytes (71984 compressed) at 0x00010000 in 2.3 seconds (effective 504.
—4 kbit/s)...
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

If there are no issues by the end of the flash process, the board will reboot and start up the “hello_world” application.

If you’ d like to use the Eclipse or VS Code IDE instead of running idf . py, check out Eclipse Plugin, VSCode
Extension.

Monitor the Output To check if “hello_world” is indeed running, type idf.py —-p PORT monitor (Do
not forget to replace PORT with your serial port name).

This command launches the IDF Monitor application:

$ idf.py -p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1df_monitor on <PORT> 115200 ——-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

After startup and diagnostic logs scroll up, you should see “Hello world!” printed out by the application.

Hello world!

Restarting in 10 seconds...

This is esp32c3 chip with 1 CPU core(s), WiFi/BLE, silicon revision 0, 2MB.
—external flash
Minimum free heap size: 337332 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

To exit IDF monitor use the shortcut Ctr1+].

Note: You can combine building, flashing and monitoring into one step by running:

idf.py —-p PORT flash monitor

See also:

* [IDF Monitor for handy shortcuts and more details on using IDF monitor.
* idf.py for a full reference of idf . py commands and options.
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That’ s all that you need to get started with ESP32-C3!

Now you are ready to try some other examples, or go straight to developing your own applications.

Important: Some of examples do not support ESP32-C3 because required hardware is not included in ESP32-C3
so it cannot be supported.

If building an example, please check the README file for the Supported Targets table. If this is present
including ESP32-C3 target, or the table does not exist at all, the example will work on ESP32-C3.

Additional Tips

Permission issues /dev/ttyUSB0 With some Linux distributions, you may get the Failed to open port
/dev/ttyUSBO error message when flashing the ESP32-C3. This can be solved by adding the current user to the
dialout group.

Python compatibility ESP-IDF supports Python 3.7 or newer. It is recommended to upgrade your operating
system to a recent version satisfying this requirement. Other options include the installation of Python from sources
or the use of a Python version management system such as pyenv.

Related Documents For advanced users who want to customize the install process:

e Updating ESP-IDF tools on Windows

e Establish Serial Connection with ESP32-C3
* Eclipse Plugin

¢ VSCode Extension

e [DF Monitor

Updating ESP-IDF tools on Windows

Install ESP-IDF tools using a script From the Windows Command Prompt, change to the directory where ESP-
IDF is installed. Then run:

install.bat

For Powershell, change to the directory where ESP-IDF is installed. Then run:

install.psl

This will download and install the tools necessary to use ESP-IDF. If the specific version of the tool is already
installed, no action will be taken. The tools are downloaded and installed into a directory specified during ESP-IDF
Tools Installer process. By default, thisis C: \Users\username\ .espressif.

Add ESP-IDF tools to PATH using an export script ESP-IDF tools installer creates a Start menu shortcut for
“ESP-IDF Command Prompt” . This shortcut opens a Command Prompt window where all the tools are already
available.

In some cases, you may want to work with ESP-IDF in a Command Prompt window which wasn’ t started using that
shortcut. If this is the case, follow the instructions below to add ESP-IDF tools to PATH.

In the command prompt where you need to use ESP-IDF, change to the directory where ESP-IDF is installed, then
execute export .bat:

cd %userprofile%\esp\esp-idf
export.bat
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Alternatively in the Powershell where you need to use ESP-IDF, change to the directory where ESP-IDF is installed,
then execute export .psi:

cd ~/esp/esp-idf
export.psl

When this is done, the tools will be available in this command prompt.

Establish Serial Connection with ESP32-C3

This section provides guidance how to establish serial connection between ESP32-C3 and PC.

Connect ESP32-C3 to PC  Connect the ESP32-C3 board to the PC using the USB cable. If device driver does not
install automatically, identify USB to serial converter chip on your ESP32-C3 board (or external converter dongle),
search for drivers in internet and install them.

Below is the list of USB to serial converter chips installed on most of the ESP32-C3 boards produced by Espressif
together with links to the drivers:

e CP210x: CP210x USB to UART Bridge VCP Drivers
e FTDI: FTDI Virtual COM Port Drivers

Please check the board user guide for specific USB to serial converter chip used. The drivers above are primarily for
reference. Under normal circumstances, the drivers should be bundled with an operating system and automatically
installed upon connecting the board to the PC.

Check port on Windows Check the list of identified COM ports in the Windows Device Manager. Disconnect
ESP32-C3 and connect it back, to verify which port disappears from the list and then shows back again.

Figures below show serial port for ESP32 DevKitC and ESP32 WROVER KIT

Check port on Linux and macOS To check the device name for the serial port of your ESP32-C3 board (or
external converter dongle), run this command two times, first with the board / dongle unplugged, then with plugged
in. The port which appears the second time is the one you need:

Linux

’ls /dev/tty*

macOS

’ls /dev/cu.*

Note: macOS users: if you don’ t see the serial port then check you have the USB/serial drivers installed. See
Section Connect ESP32-C3 to PC for links to drivers. For macOS High Sierra (10.13), you may also have to explicitly
allow the drivers to load. Open System Preferences -> Security & Privacy -> General and check if there is a message
shown here about “System Software from developer ---” where the developer name is Silicon Labs or FTDI.

Adding user to dialout on Linux The currently logged user should have read and write access the serial port
over USB. On most Linux distributions, this is done by adding the user to dialout group with the following
command:

sudo usermod —-a -G dialout S$USER

on Arch Linux this is done by adding the user to uucp group with the following command:
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Fig. 6: USB to UART bridge of ESP32-DevKitC in Windows Device Manager
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Fig. 7: Two USB Serial Ports of ESP-WROVER-KIT in Windows Device Manager
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sudo usermod -a -G uucp S$USER

Make sure you re-login to enable read and write permissions for the serial port.

Verify serial connection Now verify that the serial connection is operational. You can do this using a serial terminal
program by checking if you get any output on the terminal after resetting ESP32-C3.

The default console baud rate on ESP32-C3 is 115200.

Windows and Linux In this example we will use PuTTY SSH Client that is available for both Windows and Linux.
You can use other serial programs and set communication parameters like below.

Run terminal and set identified serial port. Baud rate = 115200 (if needed, change this to the default baud rate of the
chip in use), data bits = 8, stop bits = 1, and parity = N. Below are example screenshots of setting the port and such
transmission parameters (in short described as 115200-8-1-N) on Windows and Linux. Remember to select exactly
the same serial port you have identified in steps above.

ER PuTTY Configuration &2 |
Category:

=)~ Session Options controling local sedal lines

Select a seral line
[=)- Terminal
- Keyboard Serial line to connect to Comi2
- Bell

- Features
[=- Window Speed (baud) 115200
- Appearance
- Behaviour
- Translation Stop bits 1

- Selection Pari
- Colaurs arity [ None - ]

E)- Connection Flow cortrol [XON/XOFF  ~|
- Data

- Proxy
- Telnet
- Rlogin
- 55H
- Seral

Corfigure the seral line

Data bits 2

About Open ] [ Cancel

Fig. 8: Setting Serial Communication in PuTTY on Windows

Then open serial port in terminal and check, if you see any log printed out by ESP32-C3. The log contents will
depend on application loaded to ESP32-C3, see Example Output.

Note: Close the serial terminal after verification that communication is working. If you keep the terminal session
open, the serial port will be inaccessible for uploading firmware later.

macOS To spare you the trouble of installing a serial terminal program, macOS offers the screen command.
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal serial line to connect to [dev/ttyusBo
Keyboard
Bell

Features
* Window Data bits !

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour
Translation
selection Flow control XOMN/XOFF =
Colours
Fonks

¥ Connection
Data
Proxy
Telnet
Rlegin

* 55H

About % Cancel

Fig. 9: Setting Serial Communication in PuTTY on Linux
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¢ As discussed in Check port on Linux and macOS, run:

1ls /dev/cu.*

* You should see similar output:

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

¢ The output will vary depending on the type and the number of boards connected to your PC. Then pick the
device name of your board and run (if needed, change “115200” to the default baud rate of the chip in use):

screen /dev/cu.device_name 115200

Replace device_name with the name found running 1s /dev/cu. *.
* What you are looking for is some log displayed by the screen. The log contents will depend on application
loaded to ESP32-C3, see Example Output. To exit the screen session type Ctrl-A +\ .

Note: Do not forget to exit the screen session after verifying that the communication is working. If you fail to do
it and just close the terminal window, the serial port will be inaccessible for uploading firmware later.

Example Output An example log is shown below. Reset the board if you do not see anything.

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3f£f£f0008, 1en:8

load:0x3fff0010,1len:3464

load:0x40078000,1len:7828

10ad:0x40080000, 1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

If you can see readable log output, it means serial connection is working and you are ready to proceed with installation
and finally upload of application to ESP32-C3.

Note: For some serial port wiring configurations, the serial RTS & DTR pins need to be disabled in the terminal
program before the ESP32-C3 will boot and produce serial output. This depends on the hardware itself, most devel-
opment boards (including all Espressif boards) do not have this issue. The issue is present if RTS & DTR are wired
directly to the EN & GPIOO pins. See the esptool documentation for more details.

If you got here from Step 5. First Steps on ESP-IDF when installing s/w for ESP32-C3 development, then you can
continue with Step 5. First Steps on ESP-IDF .

IDF Monitor

IDF Monitor is mainly a serial terminal program which relays serial data to and from the target device’ s serial port.
It also provides some IDF-specific features.

IDF Monitor can be launched from an IDF project by running 1df .py monitor.
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Keyboard Shortcuts

For easy interaction with IDF Monitor, use the keyboard shortcuts given in the table.

tion

Keyboard Action Description
Shortcut
Ctrl+] Exit the program
Cul+T Menu escape key Press and follow it by one of the keys given below.
Send the menu character it-
e Ctrl+T
self to remote
Send the exit character it-
e Ctrl+]
self to remote
Cirl+P Reset target into bootloader | Resets the target, into bootloader via the RTS line (if connected),
trit to pause app via RTS line so that the board runs nothing. Useful when you need to wait for
another device to startup.
Reset target board via RTS | Resets the target board and re-starts the application via the RTS
e Ctrl+R ..
line (if connected).
Build and flash the project | Pauses idf_monitor to run the project flash target, then re-
e Ctrl+F . . .
sumes idf_monitor. Any changed source files are recompiled
and then re-flashed. Target encrypted-flash is run if
idf_monitor was started with argument —-E.
Build and flash the app only | Pauses idf_monitor to run the app—f 1ash target, then resumes
e Ctrl+A . . .. .
A idf_monitor. Similar to the £ 1ash target, but only the main app
(or A) is built and re-flashed. Target encrypted-app-£flash is
run if idf_monitor was started with argument —E.
Stop/resume log output | Discards all incoming serial data while activated. Allows to
e Ctrl+Y . . . . L
printing on screen quickly pause and examine log output without quitting the mon-
itor.
. CtrlsL Stop/resume log output | Creates a file in the project directory and the output is written to
r saved to file that file until this is disabled with the same keyboard shortcut (or
IDF Monitor exits).
Stop/resume printing | IDF Monitor can print a timestamp in the beginning of
e Ctrl+l . . .
timestamps each line. The timestamp format can be changed by the
(or ) . .
-—timestamp-format command line argument.
. Ctrl+H CDuitssplay all keyboard short-
(or H)
. CtrleX Exit the program
(or X)
Ctrl+C Interrupt running applica- | Pauses IDF Monitor and run GDB project debug-

ger to debug the application at runtime. This requires
:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME option
to be enabled.

Any keys pressed, other than Ctr1—-] and Ctr1-T, will be sent through the serial port.

IDF-specific features

Automatic Address Decoding Whenever ESP-IDF outputs a hexadecimal code address of the form

0x4
name.

, IDF Monitor uses addr21ine_ to look up the location in the source code and find the function

If an ESP-IDF app crashes and panics, a register dump and backtrace is produced, such as the following:
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abort ()

Stack dump detected

was called at PC 0x42067cd5 on core 0

Core 0 register dump:

MEPC 0x40386488 RA 0x40386b02 SP 0x3fc9a350 GP H
—0x3fc923c0

TP Oxa5ababa5 TO 0x37363534 T1 0x7271706f T2 1
—0x33323130

SO0/FP 0x00000004 S1 0x3fc9a3b4d A0 0x3fc9a37c Al H
—0x3fc9a3b2

A2 0x00000000 A3 0x3fc9a3a9 A4 0x00000001 A5 H
—0x3£c99000

A6 0x7a797877 A7 0x76757473 S2 Oxab5abab5a5 S3 1
—0xabababab

sS4 Oxabababab5 S5 Oxabababab5 S6 Oxabababab S7 H-
—0xab5ab5abab

S8 Oxabababab5 S9 Oxabababa5 S10 Oxa5ababab S11 H-
—0xabababab

T3 Ox6ebdbcbb T4 0x6a696867 T5 0x66656463 T6 1
—0x62613938

MSTATUS 0x00001881 MTVEC 0x40380001 MCAUSE 0x00000007 MTVAL H
—0x00000000

MHARTID 0x00000000

Stack memory:

3fc9a350: 0Oxabababab 0Oxabababab 0x3fc9a3b0 0x403906cc Oxabababab Oxabababab.
—0xab5ababab0

3fc9a370: 0x3fc9a3b4d 0x3fc9423c 0x3fc9a3b0 0x726f6261 0x20292874 0x20736177.
—0x6c6c61635

3fc9a390: 0x43502074 0x34783020 0x37363032 0x20356463 0x63206e6f 0x2065726f._.
—0x000000300

3fc9a3b0: 0x00000030 0x36303234 0x35646337 0x3c093700 0x0000002a OxaS5a5ab5ab..
—0x3c0937f48

3fc9a3d0: 0x00000001 0x3c0917f8 0x3c0937d4 0x0000002a Oxaba5ab5ab Oxababab5ab.
—0xababababe

3fc9a3f0: 0x0001f24c 0x000006c8 0x00000000 0x0001c200 Oxffffffff Oxffffffff..
—0x000000200

3fc9a410: 0x00001000 0x00000002 0x3c093818 0x3fccb470 Oxabababab 0Oxabababab.
—0xabab5abab6

IDF Monitor adds more details to the dump by analyzing the stack dump:

abort () was called at PC 0x42067cd5 on core 0

0x42067cd5: __assert_func at /builds/idf/crosstool-NG/.build/riscv32-esp-elf/src/
—newlib/newlib/libc/stdlib/assert.c:62 (discriminator 8)

Stack dump detected

Core 0 register dump:

MEPC 0x40386488 RA 0x40386b02 SP 0x3fc9a350 GP tl
—0x3fc923c0

0x40386488: panic_abort at /home/marius/esp-idf_2/components/esp_system/panic.c:367

0x40386b02: rtos_int_enter at /home/marius/esp-idf_2/components/freertos/port/
—riscv/portasm.S:35

TP Oxab5ababab TO 0x37363534 T1 0x7271706f T2 H-
—0x33323130

SO/FP 0x00000004 sS1 0x3fc9a3b4 A0 0x3fc9%a37c Al H
—0x3fc9a3b2

A2 0x00000000 A3 0x3fc9a3a9 A4 0x00000001 A5 H.
—UXSTCITUUU (continues on next page)
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(continued from previous page)

A6 : 0x7a797877 A7 : 0x76757473 S2 : Oxabababab S3 -
—0xabababab
sS4 : Oxabababab S5 : Oxabababab S6 : Oxabababab S7 H-
—0xabababab
S8 : Oxabab5abab S9 : Oxabababab S10 : Oxabababab S11 H-
—0xabababab
T3 : Ox6e6d6ecbb T4 : 0x6a696867 T5 : 0x66656463 Tb6 H
—0x62613938
MSTATUS : 0x00001881 MTVEC : 0x40380001 MCAUSE : 0x00000007 MTVAL H
—0x00000000

MHARTID : 0x00000000

Backtrace:

panic_abort (details=details@entry=0x3fc9a37c "abort () was called at PC 0x42067cd5.
—on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.c:367

367 *((int *) 0) = 0; // NOLINT (clang-analyzer-core.NullDereference) should be.
—an invalid operation on targets

#0 panic_abort (details=details@entry=0x3fc9a37c "abort () was called at PC.
—+0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.
—~c:367

#1 0x40386b02 in esp_system_abort (details=details@entry=0x3fc9a37c "abort () was.
—called at PC 0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_
—»system/system_api.c:108

#2 0x403906cc in abort () at /home/marius/esp-idf_2/components/newlib/abort.c:46
#3 0x42067cd8 in __assert_func (file=file@entry=0x3c0937f4 "", line=line@entry=42,
— func=func@entry=0x3c0937d4 <__func__.8540> "", .
—failedexpr=failedexpr@entry=0x3c0917f8 "") at /builds/idf/crosstool-NG/.build/
—riscv32-esp-elf/src/newlib/newlib/libc/stdlib/assert.c:62

#4 0x4200729e in app_main () at ../main/iperf_example_main.c:42

#5 0x42086cd6 in main_task (args=<optimized out>) at /home/marius/esp-idf_2/
—components/freertos/port/port_common.c:133

#6 0x40389f3a in vPortEnterCritical () at /home/marius/esp-idf_2/components/
—freertos/port/riscv/port.c:129

To decode each address, IDF Monitor runs the following command in the background:

riscv32-esp-elf-addr2line -pfiaC -e build/PROJECT.elf ADDRESS

Note: Set environment variable ESP_MONITOR_DECODE to 0 or call idf_monitor.py with specific command line
option: idf_monitor.py —--disable-address-decoding to disable address decoding.

Target Reset on Connection By default, IDF Monitor will reset the target when connecting to it. The reset of the
target chip is performed using the DTR and RTS serial lines. To prevent IDF Monitor from automatically resetting the
target on connection, call IDF Monitor with the -——no-reset option (e.g., idf_monitor.py —-no-reset).

Note: The -—no-reset option applies the same behavior even when connecting IDF Monitor to a particular port
(e.g., idf.py monitor --no-reset -p [PORT]).

Launching GDB with GDBStub GDBStub is a useful runtime debugging feature that runs on the target and
connects to the host over the serial port to receive debugging commands. GDBStub supports commands such as
reading memory and variables, examining call stack frames etc. Although GDBStub is less versatile than JTAG
debugging, it does not require any special hardware (such as a JTAG to USB bridge) as communication is done
entirely over the serial port.
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A target can be configured to run GDBStub in the background by setting the CONFIG_ESP_SYSTEM_PANIC to
GDBStub on runtime. GDBStub will run in the background until a Ct r1+C message is sent over the serial
port and causes the GDBStub to break (i.e., stop the execution of) the program, thus allowing GDBStub to handle
debugging commands.

Furthermore, the panic handler can be configured to run GDBStub on a crash by setting the CON-
FIG_ESP_SYSTEM_PANIC to GDBStub on panic. When a crash occurs, GDBStub will output a special string
pattern over the serial port to indicate that it is running.

In both cases (i.e., sending the Ct r1+C message, or receiving the special string pattern), IDF Monitor will automat-
ically launch GDB in order to allow the user to send debugging commands. After GDB exits, the target is reset via
the RTS serial line. If this line is not connected, users can reset their target (by pressing the board’ s Reset button).

Note: In the background, IDF Monitor runs the following command to launch GDB:

riscv32-esp-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"

Output Filtering IDF monitor can be invoked as idf.py monitor -—-print-filter="xyz", where
——print-filter is the parameter for output filtering. The default value is an empty string, which means that
everything is printed.

Restrictions on what to print can be specified as a series of <tag>:<log_level> items where <t ag> is the tag

string and <log_level> is a character from the set {N, E, W, I, D, V, *} referringto alevelfor logging.

For example, PRINT_FILTER="tagl:W" matches and prints only the outputs written with
ESP_LOGW ("tagl", ...) or at lower verbosity level, i.e. ESP_LOGE ("tagl", ...). Not speci-
fyinga <log_level> or using * defaults to Verbose level.

Note: Use primary logging to disable at compilation the outputs you do not need through the logging library. Output
filtering with IDF monitor is a secondary solution which can be useful for adjusting the filtering options without
recompiling the application.

Your app tags must not contain spaces, asterisks *, or colons : to be compatible with the output filtering feature.

If the last line of the output in your app is not followed by a carriage return, the output filtering might get confused, i.e.,
the monitor starts to print the line and later finds out that the line should not have been written. This is a known issue
and can be avoided by always adding a carriage return (especially when no output follows immediately afterwards).

Examples of Filtering Rules:

* * can be used to match any tags. However, the string PRINT_FILTER="*:I tagl:E" with regards to
tagl prints errors only, because the rule for tagl has a higher priority over the rule for *.

¢ The default (empty) rule is equivalent to * : V because matching every tag at the Verbose level or lower means
matching everything.

e "*:N" suppresses not only the outputs from logging functions, but also the prints made by print £, etc. To
avoid this, use * : E or a higher verbosity level.

e Rules "tagl:V", "tagl:v", "tagl:", "tagl:*",and "tagl" are equivalent.

e Rule "tagl:W tagl:E" isequivalentto "tagl:E" because any consequent occurrence of the same tag
name overwrites the previous one.

e Rule "tagl:I tag2:W" only prints tagl at the Info verbosity level or lower and tag2 at the Warning
verbosity level or lower.

* Rule "tagl:I tag2:W tag3:N" is essentially equivalent to the previous one because tag3 : N specifies
that t ag3 should not be printed.

* tag3:Nintherule "tagl:I tag2:W tag3:N *:V" is more meaningful because without tag3: N the
tag3 messages could have been printed; the errors for tagl and tag2 will be printed at the specified (or
lower) verbosity level and everything else will be printed by default.
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A More Complex Filtering Example The following log snippet was acquired without any filtering options:

10oad:0x40078000, 1len:13564
entry 0x40078d4c

309
318

light_driver: [light_init, 74]:status: 1, mode: 2
vis: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID.

E (31) esp_image: image at 0x30000 has invalid magic byte

W (31) esp_image: image at 0x30000 has invalid SPI mode 255

E (39) boot: Factory app partition is not bootable

I (568) cpu_start: Pro cpu up.

I (569) heap_init: Initializing. RAM available for dynamic allocation:
I

D

D

—

(
(
(
( )
( )
(603) cpu_start: Pro cpu start user code
( )
( )
1
I <

328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

The captured output for the filtering options PRINT_FILTER="wifi esp_image:E light_driver:I"
is given below:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

The options ~"PRINT_FILTER="light_driver:D esp_image:N boot:N cpu_start:N
vEs:N wifi:N *:V" show the following output:

load:0x40078000,1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

Known Issues with IDF Monitor

Issues Observed on Windows

¢ Arrow keys, as well as some other keys, do not work in GDB due to Windows Console limitations.
¢ Occasionally, when “idf.py” exits, it might stall for up to 30 seconds before IDF Monitor resumes.
e When “gdb” is run, it might stall for a short time before it begins communicating with the GDBStub.

Standard Toolchain Setup for Linux and macOS

Installation Step by Step This is a detailed roadmap to walk you through the installation process.

Setting up Development Environment These are the steps for setting up the ESP-IDF for your ESP32-C3.

e Step 1. Install Prerequisites

 Step 2. Get ESP-IDF

e Step 3. Set up the tools

e Step 4. Set up the environment variables
o Step 5. First Steps on ESP-IDF

Step 1. Install Prerequisites In order to use ESP-IDF with the ESP32-C3, you need to install some software
packages based on your Operating System. This setup guide will help you on getting everything installed on Linux
and macOS based systems.
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For Linux Users To compile using ESP-IDF you will need to get the following packages. The command to run
depends on which distribution of Linux you are using:

¢ Ubuntu and Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—venv cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3 cmake.
—ninja-build ccache dfu-util libusbx

CentOS 7 is still supported but CentOS version 8 is recommended for a better user experience.

e Arch:

sudo pacman —-S —--needed gcc git make flex bison gperf python cmake ninja.
—ccache dfu-util libusb

Note:

¢ CMake version 3.16 or newer is required for use with ESP-IDF. Run “tools/idf_tools.py install cmake” to
install a suitable version if your OS versions doesn’ t have one.

* If you do not see your Linux distribution in the above list then please check its documentation to find out which
command to use for package installation.

For macOS Users ESP-IDF will use the version of Python installed by default on macOS.

¢ Install CMake & Ninja build:
— If you have HomeBrew, you can run:

’brew install cmake ninja dfu-util

— If you have MacPorts, you can run:

’sudo port install cmake ninja dfu-util

— Otherwise, consult the CMake and Ninja home pages for macOS installation downloads.
* It is strongly recommended to also install ccache for faster builds. If you have HomeBrew, this can be done
viabrew install ccacheor sudo port install ccache on MacPorts.

Note: If an error like this is shown during any step:

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

Then you will need to install the XCode command line tools to continue. You can install these by running
xcode-select ——-install.

Apple M1 Users If you use Apple M1 platform and see an error like this:

WARNING: directory for tool xtensa-esp32-elf version esp-2021r2-patch3-8.4.0 is_
—present, but tool was not found

ERROR: tool xtensa-esp32-elf has no installed versions. Please run 'install.sh' to.
—install it.

or:
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zsh: bad CPU type in executable: ~/.espressif/tools/xtensa-esp32-elf/esp-2021r2—
—patch3-8.4.0/xtensa-esp32-elf/bin/xtensa-esp32-elf-gcc

Then you will need to install Apple Rosetta 2 by running

/usr/sbin/softwareupdate -—-install-rosetta —-—agree-to-license

Installing Python 3 Based on macOS Catalina 10.15 release notes, use of Python 2.7 is not recommended and
Python 2.7 will not be included by default in future versions of macOS. Check what Python you currently have:

’python —--version

If the output is like Python 2.7.17, your default interpreter is Python 2.7. If so, also check if Python 3 isn’ t
already installed on your computer:

’python3 —-version

If the above command returns an error, it means Python 3 is not installed.
Below is an overview of the steps to install Python 3.

¢ Installing with HomeBrew can be done as follows:

’brew install python3

* If you have MacPorts, you can run:

sudo port install python38

Step 2. Get ESP-IDF  To build applications for the ESP32-C3, you need the software libraries provided by Espres-
sif in ESP-IDF repository.

To get ESP-IDF, navigate to your installation directory and clone the repository with git clone, following in-
structions below specific to your operating system.

Open Terminal, and run the following commands:

mkdir -p ~/esp
cd ~/esp
git clone -b release/v5.0 —-recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into ~/esp/esp—-idf.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

Step 3. Set up the tools Aside from the ESP-IDF, you also need to install the tools used by ESP-IDF, such as the
compiler, debugger, Python packages, etc, for projects supporting ESP32-C3.

cd ~/esp/esp-idf
./install.sh esp32c3

or with Fish shell

cd ~/esp/esp-idf
./install.fish esp32c3

The above commands install tools for ESP32-C3 only. If you intend to develop projects for more chip targets then
you should list all of them and run for example:
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cd ~/esp/esp-idf
./install.sh esp32,esp32s2

or with Fish shell

cd ~/esp/esp-idf
./install.fish esp32,esp32s2

In order to install tools for all supported targets please run the following command:

cd ~/esp/esp-idf
./install.sh all

or with Fish shell

cd ~/esp/esp-idf
./install.fish all

Note: For macOS users, if an error like this is shown during any step:

<urlopen error [SSL: CERTIFICATE_VERIFY_FAILED] certificate verify failed: unable.
—to get local issuer certificate (_ssl.c:xxx)

Youmayrun Install Certificates.command in the Python folder of your computer to install certificates.
For details, see Download Error While Installing ESP-IDF Tools.

Alternative File Downloads The tools installer downloads a number of files attached to GitHub Releases. If
accessing GitHub is slow then it is possible to set an environment variable to prefer Espressif’ s download server for
GitHub asset downloads.

Note: This setting only controls individual tools downloaded from GitHub releases, it doesn’ t change the URLs
used to access any Git repositories.

To prefer the Espressif download server when installing tools, use the following sequence of commands when running
install.sh:

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh

Customizing the tools installation path The scripts introduced in this step install compilation tools required by
ESP-IDF inside the user home directory: SHOME/ .espressif on Linux. If you wish to install the tools into a
different directory, set the environment variable IDF_TOOLS_PATH before running the installation scripts. Make
sure that your user account has sufficient permissions to read and write this path.

If changing the IDF_TOOLS_PATH, make sure it is set to the same value every time the Install script (install.
bat, install.psl or install.sh) and an Export script (export .bat, export.psl or export.sh)
are executed.

Step 4. Set up the environment variables The installed tools are not yet added to the PATH environment variable.
To make the tools usable from the command line, some environment variables must be set. ESP-IDF provides another
script which does that.

In the terminal where you are going to use ESP-IDF, run:
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’. SHOME /esp/esp—-idf/export.sh

or for fish (supported only since fish version 3.0.0):

’. SHOME /esp/esp-idf/export.fish

Note the space between the leading dot and the path!
If you plan to use esp-idf frequently, you can create an alias for executing export . sh:

1. Copy and paste the following command to your shell’ s profile (.profile, .bashrc, .zprofile,etc.)

alias get_idf="'. $HOME/esp/esp-idf/export.sh'

2. Refresh the configuration by restarting the terminal session or by running source [path to profile],
for example, source ~/.bashrc.

Now you can run get_1idf to set up or refresh the esp-idf environment in any terminal session.

Technically, you can add export . sh to your shell” s profile directly; however, it is not recommended. Doing so
activates IDF virtual environment in every terminal session (including those where IDF is not needed), defeating the
purpose of the virtual environment and likely affecting other software.

Step 5. First Steps on ESP-IDF  Now since all requirements are met, the next topic will guide you on how to start
your first project.

This guide will help you on the first steps using ESP-IDF. Follow this guide to start a new project on the ESP32-C3
and build, flash, and monitor the device output.

Note: If you have not yet installed ESP-IDF, please go to Installation and follow the instruction in order to get all
the software needed to use this guide.

Start a Project Now you are ready to prepare your application for ESP32-C3. You can start with get-
started/hello_world project from examples directory in ESP-IDF.

Important: The ESP-IDF build system does not support spaces in the paths to either ESP-IDF or to projects.

Copy the project get-started/hello_world to ~/esp directory:

cd ~/esp
cp -r $IDEF_PATH/examples/get-started/hello_world .

Note: There is a range of example projects in the examples directory in ESP-IDF. You can copy any project in the
same way as presented above and run it. It is also possible to build examples in-place without copying them first.

Connect Your Device Now connect your ESP32-C3 board to the computer and check under which serial port the
board is visible.

Serial ports have the following naming patterns:

 Linux: starting with /dev/tty
* macOS: starting with /dev/cu.

If you are not sure how to check the serial port name, please refer to Establish Serial Connection with ESP32-C3 for
full details.
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Note: Keep the port name handy as you will need it in the next steps.

Configure Your Project Navigate to your hello_world directory, set ESP32-C3 as the target, and run the
project configuration utility menuconfig.

cd ~/esp/hello_world
idf.py set-target esp32c3
idf.py menuconfig

After opening a new project, you should first set the target with idf.py set-target esp32c3. Note that
existing builds and configurations in the project, if any, will be cleared and initialized in this process. The target
may be saved in the environment variable to skip this step at all. See Select the Target Chip: set-target for additional
information.

If the previous steps have been done correctly, the following menu appears:

Espressif IoT Development Framework Configuration

SDK tool configuration --->
Build type ---=
Application manager ---=
Bootloader config ---=
Security features --->
Partition Table --->
Compiler options ---=
Component config ---=>
Compatibility options ---=>

[5 pj(c,fEntcr] Toggle/enter [ESC] Leave menu [S] Save
0 d

_"mbu:l info [/] Jump to symbol
0 show-name mode [A] Toggle show-all mode
[Q] uu1t (prompts for save) [[] Save minimal config (advanced)

Fig. 10: Project configuration - Home window

You are using this menu to set up project specific variables, e.g., Wi-Fi network name and password, the processor
speed, etc. Setting up the project with menuconfig may be skipped for “hello_world” , since this example runs with
default configuration.

Note: The colors of the menu could be different in your terminal. You can change the appearance with the option
——style. Please run idf.py menuconfig —-help for further information.

Build the Project Build the project by running:

idf.py build

This command will compile the application and all ESP-IDF components, then it will generate the bootloader, par-
tition table, and application binaries.

$ idf.py build
Running cmake in directory /path/to/hello_world/build
Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...

(continues on next page)

Espressif Systems 29 Release v5.0.7-528-g57ef4c4965
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.7-528-g57ef4c4965

Chapter 1. Get Started

(continued from previous page)

Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration
—-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

If there are no errors, the build will finish by generating the firmware binary .bin files.

Flash onto the Device Flash the binaries that you just built (bootloader.bin, partition-table.bin and hello_world.bin)
onto your ESP32-C3 board by running:

idf.py -p PORT [-b BAUD] flash

Replace PORT with your ESP32-C3 board’ s serial port name.

You can also change the flasher baud rate by replacing BAUD with the baud rate you need. The default baud rate is
460800.

For more information on idf.py arguments, see idf.py.

Note: The option £ 1ash automatically builds and flashes the project, so running 1df . py build isnotnecessary.

Encountered Issues While Flashing? If you run the given command and see errors such as “Failed to connect” ,
there might be several reasons for this. One of the reasons might be issues encountered by esptool . py, the utility
that is called by the build system to reset the chip, interact with the ROM bootloader, and flash firmware. One simple
solution to try is manual reset described below, and if it does not help you can find more details about possible issues
in Troubleshooting.

esptool.py resets ESP32-C3 automatically by asserting DTR and RTS control lines of the USB to serial converter
chip, i.e., FTDI or CP210x (for more information, see Establish Serial Connection with ESP32-C3). The DTR and
RTS control lines are in turn connected to GPI09 and CHIP_PU (EN) pins of ESP32-C3, thus changes in the voltage
levels of DTR and RTS will boot ESP32-C3 into Firmware Download mode. As an example, check the schematic
for the ESP32 DevKitC development board.

In general, you should have no problems with the official esp-idf development boards. However, esptool .py is
not able to reset your hardware automatically in the following cases:

¢ Your hardware does not have the DTR and RTS lines connected to GPI09 and CHIP_PU
e The DTR and RTS lines are configured differently
¢ There are no such serial control lines at all

Depending on the kind of hardware you have, it may also be possible to manually put your ESP32-C3 board into
Firmware Download mode (reset).

¢ For development boards produced by Espressif, this information can be found in the respective getting started
guides or user guides. For example, to manually reset an ESP-IDF development board, hold down the Boot
button (GPI09) and press the EN button (CHIP_PU).
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¢ For other types of hardware, try pulling GPT09 down.

Normal Operation When flashing, you will see the output log similar to the following:

esptool.py —-chip esp32c3 -p /dev/ttyUSBO -b 460800 —--before=default_reset —-
—after=hard_reset write_flash --flash _mode dio —--flash_freqg 80m --flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x0 bootloader/bootloader.bin 0x10000._
—hello_world.bin

esptool.py v3.0

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-C3

Features: Wi-Fi

Crystal is 40MHz

MAC: 7c:df:a1:40:02:a4

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 4238.1.
—kbit/s) ...

Hash of data verified.

Compressed 18960 bytes to 11311...

Writing at 0x00000000... (100 %)

Wrote 18960 bytes (11311 compressed) at 0x00000000 in 0.3 seconds (effective 584.9.
<—>kblt/s) “ ..

Hash of data verified.

Compressed 145520 bytes to 71984...

Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000. (100 %)

Wrote 145520 bytes (71984 compressed) at 0x00010000 in 2.3 seconds (effective 504.
—4 kbit/s)...
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

If there are no issues by the end of the flash process, the board will reboot and start up the “hello_world” application.

If you’ d like to use the Eclipse or VS Code IDE instead of running idf . py, check out Eclipse Plugin, VSCode
Extension.

Monitor the Output To check if “hello_world” is indeed running, type idf.py —-p PORT monitor (Do
not forget to replace PORT with your serial port name).

This command launches the IDF Monitor application:

$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

—-—— 1idf_monitor on <PORT> 115200 —-—-

(continues on next page)
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(continued from previous page)

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-
ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

After startup and diagnostic logs scroll up, you should see “Hello world!” printed out by the application.

Hello world!

Restarting in 10 seconds...

This is esp32c3 chip with 1 CPU core(s), WiFi/BLE, silicon revision 0, 2MB.
—external flash
Minimum free heap size: 337332 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

To exit IDF monitor use the shortcut Ctr1+].

Note: You can combine building, flashing and monitoring into one step by running:

idf.py -p PORT flash monitor

See also:

* IDF Monitor for handy shortcuts and more details on using IDF monitor.
* idf.py for a full reference of 1df . py commands and options.

That’ s all that you need to get started with ESP32-C3!

Now you are ready to try some other examples, or go straight to developing your own applications.

Important: Some of examples do not support ESP32-C3 because required hardware is not included in ESP32-C3
so it cannot be supported.

If building an example, please check the README file for the Supported Targets table. If this is present
including ESP32-C3 target, or the table does not exist at all, the example will work on ESP32-C3.

Additional Tips

Permission issues /dev/ttyUSB0 With some Linux distributions, you may get the Failed to open port
/dev/ttyUSBO error message when flashing the ESP32-C3. This can be solved by adding the current user to the
dialout group.

Python compatibility ESP-IDF supports Python 3.7 or newer. It is recommended to upgrade your operating
system to a recent version satisfying this requirement. Other options include the installation of Python from sources
or the use of a Python version management system such as pyenv.

Tip: Updating ESP-IDF It is recommended to update ESP-IDF from time to time, as newer versions fix bugs
and/or provide new features. Please note that each ESP-IDF major and minor release version has an associated
support period, and when one release branch is approaching end of life (EOL), all users are encouraged to upgrade
their projects to more recent ESP-IDF releases, to find out more about support periods, see ESP-IDF Versions.

Espressif Systems 32 Release v5.0.7-528-g57ef4c4965
Submit Document Feedback



https://github.com/espressif/esp-idf/tree/57ef4c4965/examples
https://www.python.org/downloads/
https://github.com/pyenv/pyenv
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.0.7-528-g57ef4c4965

Chapter 1. Get Started

The simplest way to do the update is to delete the existing esp—-idf folder and clone it again, as if performing the
initial installation described in Step 2. Get ESP-IDF .

Another solution is to update only what has changed. The update procedure depends on the version of ESP-IDF you
are using.

After updating ESP-IDF, execute the Install script again, in case the new ESP-IDF version requires different versions
of tools. See instructions at Step 3. Set up the tools.

Once the new tools are installed, update the environment using the Export script. See instructions at Step 4. Set up
the environment variables.

Related Documents

e Establish Serial Connection with ESP32-C3
 Eclipse Plugin

¢ VSCode Extension

» IDF Monitor

1.4 Build Your First Project

If you already have the ESP-IDF installed and not using IDE, you can build your first project from the command line
following the Start a Project on Windows or Start a Project on Linux and macOS.

1.5 Uninstall ESP-IDF

If you want to remove ESP-IDF, please follow Uninstall ESP-IDF .
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API Reference

2.1 API Conventions

This document describes conventions and assumptions common to ESP-IDF Application Programming Interfaces
(APIs).

ESP-IDF provides several kinds of programming interfaces:

* C functions, structures, enums, type definitions and preprocessor macros declared in public header files of ESP-
IDF components. Various pages in the API Reference section of the programming guide contain descriptions
of these functions, structures and types.

* Build system functions, predefined variables and options. These are documented in the build system guide.

* Kconfig options can can be used in code and in the build system (CMakeLists.txt) files.

* Host tools and their command line parameters are also part of ESP-IDF interface.

ESP-IDF consists of components written specifically for ESP-IDF as well as third-party libraries. In some cases, an
ESP-IDF-specific wrapper is added to the third-party library, providing an interface that is either simpler or better
integrated with the rest of ESP-IDF facilities. In other cases, the original API of the third-party library is presented
to the application developers.

Following sections explain some of the aspects of ESP-IDF APIs and their usage.

2.1.1 Error handling

Most ESP-IDF APIs return error codes defined with esp_err_t type. See Error Handling section for more infor-
mation about error handling approaches. Error Code Reference contains the list of error codes returned by ESP-IDF
components.

2.1.2 Configuration structures

Important: Correct initialization of configuration structures is an important part in making the application com-
patible with future versions of ESP-IDF.

Most initialization or configuration functions in ESP-IDF take as an argument a pointer to a configuration structure.
For example:
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const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
.arg = callback_arg,
.name = "my_timer"
bi
esp_timer_handle_t my_timer;
esp_err_t err = esp_timer_create(&my_timer_args, &my_timer);

Initialization functions never store the pointer to the configuration structure, so it is safe to allocate the structure on
the stack.

The application must initialize all fields of the structure. The following is incorrect:

esp_timer_create_args_t my_timer_args;
my_timer_args.callback = &my_timer_callback;

/* Incorrect! Fields .arg and .name are not initialized */
esp_timer_create (&émy_timer_args, &my_timer);

Most ESP-IDF examples use C99 designated initializers for structure initialization, since they provide a concise way
of setting a subset of fields, and zero-initializing the remaining fields:

const esp_timer_create_args_t my_timer_args = {
.callback = &my_timer_callback,
/* Correct, fields .arg and .name are zero-initialized */

bi

C++ language doesn’ t support the designated initializers syntax until C++20, however GCC compiler partially
supports it as an extension. When using ESP-IDF APIs in C++ code, you may consider using the following pattern:

esp_timer_create_args_t my_timer_args = {};
/* All the fields are zero-initialized */
my_timer_args.callback = &my_timer_callback;

Default initializers

For some configuration structures, ESP-IDF provides macros for setting default values of fields:

httpd_config_t config = HTTPD_DEFAULT_CONFIG();

/* HTTPD_DEFAULT_CONFIG expands to a designated initializer.
Now all fields are set to the default values.
Any field can still be modified: */

config.server_port = 8081;

httpd_handle_t server;

esp_err_t err = httpd_start (&server, &config);

Itis recommended to use default initializer macros whenever they are provided for a particular configuration structure.

2.1.3 Private APIs

Certain header files in ESP-IDF contain APIs intended to be used only in ESP-IDF source code, and not by the appli-
cations. Such header files often contain private or esp_private in their name or path. Certain components,
such as hal only contain private APIs.

Private APIs may be removed or changed in an incompatible way between minor or patch releases.

2.1.4 Components in example projects

ESP-IDF examples contain a variety of projects demonstrating usage of ESP-IDF APIs. In order to reduce code
duplication in the examples, a few common helpers are defined inside components that are used by multiple examples.
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This includes components located in common_components directory, as well as some of the components located in
the examples themselves. These components are not considered to be part of the ESP-IDF API.

It is not recommended to reference these components directly in custom projects (via EXTRA_COMPONENT_DIRS
build system variable), as they may change significantly between ESP-IDF versions. When starting a new project
based on an ESP-IDF example, copy both the project and the common components it depends on out of ESP-IDF,
and treat the common components as part of the project. Note that the common components are written with examples
in mind, and might not include all the error handling required for production applications. Take time to read the code
and understand if it applicable to your use case.

2.1.5 API Stability

ESP-IDF uses Semantic Versioning as explained in the versions page.

Minor and bugfix releases of ESP-IDF guarantee compatibility with previous releases. The sections below explain
different aspects and limitations to compatibility.

Source level compatibility

ESP-IDF guarantees source level compatibility of C functions, structures, enums, type definitions and preprocessor
macros declared in public header files of ESP-IDF components. Source level compatibility implies that the application
can be recompiled with the newer version of ESP-IDF without changes.

The following changes are allowed between minor versions and do not break source level compatibility:

* Deprecating functions (using the deprecated attribute) and header files (using a preprocessor #warning).
Deprecations are listed in ESP-IDF relese notes. It is recommended to update the source code to use the newer
functions or files that replace the deprecated ones, however this is not mandatory. Deprecated functions and
files can be removed in major versions of ESP-IDF.

* Renaming components, moving source and header files between components —provided that the build system
ensures that correct files are still found.

¢ Renaming Kconfig options. Kconfig system renaming mechanism ensures that the original Kconfig option
names can still be used by the application in sdkconfig file, CMake files and source code.

Lack of binary compatibility

ESP-IDF does not guarantee binary compatibility between releases. This means that if a precompiled library is built
with one ESP-IDF version, it is not guaranteed to work the same way with the next minor or bugfix release. The
following are the possible changes that keep source level compatibility but not binary compatibility:

¢ Changing numerical values for C enum members.

¢ Adding new structure members or changing the order of members. See Configuration structures for tips that
help ensure compatibility.

* Replacing an extern function witha static inline one with the same signature, or vice versa.

¢ Replacing a function-like macro with a compatible C function.

Other exceptions from compatibility

While we try to make upgrading to a new ESP-IDF version easy, there are parts of ESP-IDF that may change between
minor versions in an incompatible way. We appreciate issue reports about any unintended breaking changes that don’
t fall into the categories below.

* Private APIs.

» Components in example projects.

 Features clearly marked as “beta” , “preview” ,or “experimental” .

¢ Changes made to mitigate security issues or to replace insecure default behaviors with a secure ones.
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» Features which were never functional. For example, if it was never possible to use a certain function or an
enumeration value, it may get renamed (as part of fixing it) or removed. This includes software features which
depend on non-functional chip hardware features.

» Unexpected or undefined behavior (for example, due to missing validation of argument ranges) that is not
documented explicitly may be fixed/changed.

 Location of Kconfig options in menuconfig.

» Location and names of example projects.

2.2 Application Protocols

2.2.1 ASIO port
Asio is a cross-platform C++ library, see https://think-async.com/Asio/. It provides a consistent asynchronous model
using a modern C++ approach.
The ESP-IDF component ASIO has been moved from ESP-IDF since version v5.0 to a separate repository:
* ASIO component on GitHub
To add ASIO component in your project, please run idf.py add-dependency espressif/asio

Hosted Documentation

The documentation can be found on the link below:

¢ ASIO documentation (English)

2.2.2 ESP-Modbus

The Espressif ESP-Modbus Library (esp-modbus) supports Modbus communication in the networks based on RS485,
Wi-Fi, Ethernet interfaces. The ESP-IDF component freemodbus has been moved from ESP-IDF since version v5.0
to a separate repository:

* ESP-Modbus component on GitHub

Hosted Documentation

The documentation can be found on the link below:

* ESP-Modbus documentation (English)

Application Example

The examples below demonstrate the ESP-Modbus library of serial, TCP ports for slave and master implementations
accordingly.

e protocols/modbus/serial/mb_slave

e protocols/modbus/serial/mb_master
¢ protocols/modbus/tcp/mb_tcp_slave
e protocols/modbus/tcp/mb_tcp_master

Please refer to the specific example README.md for details.
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Protocol References

e https://modbus.org/specs.php: Modbus Organization with protocol specifications.

223 ESP-MQTT

Overview

ESP-MQTT is an implementation of [MQTT](mgqtt.org) protocol client (MQTT is a lightweight publish/subscribe
messaging protocol).

Features

 Supports MQTT over TCP, SSL with mbedtls, MQTT over Websocket, MQTT over Websocket Secure.

 Easy to setup with URI

» Multiple instances (Multiple clients in one application)

* Support subscribing, publishing, authentication, last will messages, keep alive pings and all 3 QoS levels (it
should be a fully functional client).

Application Example

e protocols/mqtt/tcp: MQTT over tcp, default port 1883

e protocols/mqtt/ssl: MQTT over tls, default port 8883

¢ protocols/mqtt/ssl_ds: MQTT over tls using digital signature peripheral for authentication, default port 8883.
* protocols/mqtt/ssl_mutual_auth: MQTT over tls using certificates for authentication, default port 8883

* protocols/mqtt/ssl_psk: MQTT over tls using pre-shared keys for authentication, default port 8883.

* protocols/mqtt/ws: MQTT over Websocket, default port 80

* protocols/mqtt/wss: MQTT over Websocket Secure, default port 443

Configuration

The configuration is made by setting fields in esp_mgtt_client_config_t struct. The configuration struct
has the following sub structs to configure different aspects of the client operation.

* broker - Allow to set address and security verification.
e credentials - Client credentials for authentication.
* session - Configuration for MQTT session aspects.

* network - Networking related configuration.

¢ task - Allow to configure FreeRTOS task.

e buffer - Buffer size for input and output.

In the following session the most common aspects are detailed.

Broker

Address Broker address can be set by usage of broker.address struct. The configuration can be made by
usage of uri field or the combination of hostname, transport and port. Optionally, path could be set, this
field is useful in websocket connections.

The uri field is used in the following format scheme://hostname:port/path. - Curently support mgtt,
mgtts, ws, wss schemes - MQTT over TCP samples:

e mgtt://mgtt.eclipseprojects.io: MQTT over TCP, default port 1883:
e mgtt://mgtt.eclipseprojects.io:1884 MQTT over TCP, port 1884:
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e mgtt://username:password@mgtt.eclipseprojects.i0:1884 MQTT over TCP, port
1884, with username and password

* MQTT over SSL samples:
- mgtts://mgtt.eclipseprojects.io: MQTT over SSL, port 8883
- mgtts://mgtt.eclipseprojects.io:8884: MQTT over SSL, port 8884
* MQTT over Websocket samples:
- ws://mgtt.eclipseprojects.i10:80/mgtt
* MQTT over Websocket Secure samples:
- wss://mgtt.eclipseprojects.i0:443/mgtt
¢ Minimal configurations:

const esp_mgtt_client_config_t mgtt_cfg = {

.broker.address.uri = "mgtt://mgtt.eclipseprojects.io",
bi
esp_mgtt_client_handle_t client = esp_mgtt_client_init (&émgtt_cfqg);
esp_mgtt_client_register_event (client, ESP_EVENT_ANY_ID, mgtt_event_handler,
—client);
esp_mgtt_client_start (client);

* Note: By default mqtt client uses event loop library to post related mqtt events (connected, subscribed, pub-
lished, etc.)

Verification For secure connections TLS is used, and to guarantee Broker’ s identity the broker.
verification struct must be set. The broker certificate may be set in PEM or DER format. To select DER
the equivalent _1en field must be set, otherwise a NULL terminated string in PEM format should be provided to
certificate field.

e Get certificate from server, example: mgtt.eclipseprojects.io openssl s_client
-showcerts -connect mgtt.eclipseprojects.i0:8883 </dev/null 2>/dev/
null |openssl x509 —-outform PEM >mgtt_eclipse_org.pem

¢ Check the sample application: examples/mgtt_ssl

* Configuration:

const esp_mgtt_client_config_t mgtt_cfg = {
.broker = {

.address.uri = "mgtts://mgtt.eclipseprojects.io:8883",
.verification.certificate = (const char *)mgtt_eclipse_org_pem_start,

by
bi

To details on other fields check the Reference API and 7LS Server verification.

Client Credentials All client related credentials are under the credentials field.

e username: pointer to the username used for connecting to the broker, can also be set by URIL
e client_id: pointer to the client id, defaults to ESP32_$CHIPID% where %CHIPID% are the last 3 bytes
of MAC address in hex format

Authentication It’ s possible to set authentication parameters through the authentication field. The client
supports the following authentication methods:

» Using a password by setting authentication.password.

e Muthual authentication with TLS by setting authentication.certificate and authentica-
tion.key, both can be provided in PEM or DER format.

e Using secure element available in ESP32-WROOM-32SE, setting authentication.
use_secure_element.

» Using Digital Signature Peripheral available in some Espressif devices, setting authentication.
ds_data.
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Session For MQTT session related configurations sect ion fields should be used.

Last Will and Testament MQTT allows for a last will and testament (LWT) message to notify other clients when a
client ungracefully disconnects. This is configured by the following fields inthe esp_mgtt_client_config_t.
session.last_will-struct.

topic: pointer to the LWT message topic

msg: pointer to the LWT message

msg_1len: length of the LWT message, required if msg is not null-terminated
gos: quality of service for the LWT message

retain: specifies the retain flag of the LWT message

Change settings in Project Configuration Menu The settings for MQTT can be found using 1df.py menu-
config, under Component config -> ESP-MQTT Configuration

The following settings are available:

CONFIG_MQTT _PROTOCOL_311: Enables 3.1.1 version of MQTT protocol
CONFIG_MQTT_TRANSPORT _SSL, CONFIG_MQTT_TRANSPORT_WEBSOCKET Enables specific MQTT
transport layer, such as SSL, WEBSOCKET, WEBSOCKET_SECURE
CONFIG_MQTT_CUSTOM_OUTBOX: Disables default implementation of mqtt_outbox, so a specific imple-
mentaion can be supplied

Events

The following events may be posted by the MQTT client:

MQTT_EVENT_BEFORE_CONNECT: The client is initialized and about to start connecting to the broker.
MQTT_EVENT_CONNECTED: The client has successfully established a connection to the broker. The client
is now ready to send and receive data.

MQTT_EVENT_DISCONNECTED: The client has aborted the connection due to being unable to read or write
data, e.g. because the server is unavailable.

MQTT_EVENT_SUBSCRIBED: The broker has acknowledged the client’ s subscribe request. The event data
will contain the message ID of the subscribe message.

MQTT_EVENT_UNSUBSCRIBED: The broker has acknowledged the client’ s unsubscribe request. The event
data will contain the message ID of the unsubscribe message.

MQTT_EVENT_PUBLISHED: The broker has acknowledged the client’ s publish message. This will only
be posted for Quality of Service level 1 and 2, as level O does not use acknowledgements. The event data will
contain the message ID of the publish message.

MQTT_EVENT_DATA: The client has received a publish message. The event data contains: message ID, name
of the topic it was published to, received data and its length. For data that exceeds the internal buffer multiple
MQTT_EVENT_DATA will be posted and current_data_offset and total_data_len from event data updated to
keep track of the fragmented message.

MQTT_EVENT_ERROR: The client has encountered an error. esp_maqtt_error_type_t from error_handle in the
event data can be used to further determine the type of the error. The type of error will determine which parts
of the error_handle struct is filled.

API Reference

Header File

components/mqtt/esp-mgqtt/include/mgqtt_client.h

Functions
esp_maqtt_client_handle_t esp_mqgtt_client_init (const esp_mqtt_client_config_t *config)

Creates MOTT client handle based on the configuration.
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Parameters config -MQTT configuration structure
Returns mgqtt_client_handle if successfully created, NULL on error
esp_err_t esp_mqgtt_client_set_uri (esp_mgqtt_client_handle_t client, const char *uri)

Sets MOTT connection URI. This API is usually used to overrides the URI configured in esp_mgqtt_client_init.
Parameters
* client —~MQTT client handle
* uri —
Returns ESP_FAIL if URI parse error, ESP_OK on success
esp_err_t esp_mqgtt_client_start (esp_mgtt_client_handle_t client)
Starts MOTT client with already created client handle.
Parameters client —MQTT client handle
Returns ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL on
other error
esp_err_t esp_mqgtt_client_reconnect (esp_mqtt_client_handle_t client)
This api is typically used to force reconnection upon a specific event.
Parameters client —MQTT client handle
Returns ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if
client is in invalid state
esp_err_t esp_mgtt_client_disconnect (esp_mgtt_client_handle_t client)
This api is typically used to force disconnection from the broker.
Parameters client —-MQTT client handle
Returns ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization
esp_err_t esp_mqgtt_client_stop (esp_mqtt_client_handle_t client)
Stops MQTT client tasks.

* Notes:
* Cannot be called from the MOTT event handler

Parameters client —MQTT client handle
Returns ESP_OK on success ESP_ERR_INVALID_ARG on wrong initialization ESP_FAIL if
client is in invalid state

int esp_mgtt_client_subscribe (esp_mgtt_client_handle_t client, const char *topic, int qos)
Subscribe the client to defined topic with defined qos.

Notes:

* Client must be connected to send subscribe message
e This API is could be executed from a user task or from a MQTT event callback i.e. internal MQOTT task
(APl is protected by internal mutex, so it might block if a longer data receive operation is in progress.

Parameters
e client —MQTT client handle
* topic -
* gos —// TODO describe parameters
Returns message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_unsubscribe (esp_mgtt_client_handle_t client, const char *topic)
Unsubscribe the client from defined topic.
Notes:

¢ Client must be connected to send unsubscribe message
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e It is thread safe, please refer to esp_mqgtt_client_subscribe for details

Parameters
* client —~MQTT client handle
* topic -
Returns message_id of the subscribe message on success -1 on failure

int esp_mgtt_client_publish (esp_mgqtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain)

Client to send a publish message to the broker.
Notes:

¢ This API might block for several seconds, either due to network timeout (10s) or if publishing payloads
longer than internal buffer (due to message fragmentation)

* Client doesn’ t have to be connected for this API to work, enqueueing the messages with qos>1 (returning
-1 for all the qos=0 messages if disconnected). If MQTT_SKIP_PUBLISH_IF_DISCONNECTED is
enabled, this API will not attempt to publish when the client is not connected and will always return -1.

* It is thread safe, please refer to esp_mgtt_client_subscribe for details

Parameters
e client —MQTT client handle
* topic —topic string
* data —payload string (set to NULL, sending empty payload message)
* len —data length, if set to 0, length is calculated from payload string
* gos —QoS of publish message
* retain —retain flag
Returns message_id of the publish message (for QoS 0 message_id will always be zero) on success.
-1 on failure.

int esp_mgtt_client_enqueue (esp_mgtt_client_handle_t client, const char *topic, const char *data, int len,
int qos, int retain, bool store)

Enqueue a message to the outbox, to be sent later. Typically used for messages with qos>0, but could be also
used for qos=0 messages if store=true.

This API generates and stores the publish message into the internal outbox and the actual sending to the net-
work is performed in the mqtt-task context (in contrast to the esp_mgqtt_client_publish() which sends the pub-
lish message immediately in the user task’ s context). Thus, it could be used as a non blocking version of
esp_mqtt_client_publish().

Parameters

e client —MQTT client handle

* topic —topic string

* data —payload string (set to NULL, sending empty payload message)

* len —data length, if set to 0, length is calculated from payload string

* gos —QoS of publish message

* retain —retain flag

* store —if true, all messages are enqueued; otherwise only QoS 1 and QoS 2 are enqueued
Returns message_id if queued successfully, -1 otherwise

esp_err_t esp_magtt_client_destroy (esp_mgqtt_client_handle_t client)
Destroys the client handle.
Notes:
¢ Cannot be called from the MQTT event handler

Parameters client —MQTT client handle
Returns ESP_OK ESP_ERR_INVALID_ARG on wrong initialization
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esp_err_t esp_mqtt_set_config (esp_mgqtt_client_handle_t client, const esp_mgqtt_client_config_t *config)

Set configuration structure, typically used when updating the config (i.e. on “before_connect” event.

Parameters
e client —MQTT client handle
* config -MQTT configuration structure
Returns ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG if conflicts on
transport configuration. ESP_OK on success

esp_err_t esp_mqgtt_client_register_event (esp_mqtt_client_handle_t client, esp_mqtt_event_id_t
event, esp_event_handler_t event_handler, void
*event_handler_arg)

Registers MOTT event.
Parameters
* client —~MQTT client handle
* event —event type
* event_handler —handler callback
* event_handler_arg —handlers context
Returns ESP_ERR_NO_MEM if failed to allocate ESP_ERR_INVALID_ARG on wrong initial-
ization ESP_OK on success
intesp_mgtt_client_get_outbox_size (esp_mgtt_client_handle_t client)
Get outbox size.

Parameters client —MQTT client handle
Returns outbox size 0 on wrong initialization

Structures

struct esp_mgtt_error_codes

MQTT error code structure to be passed as a contextual information into ERROR event

Important: This structure extends esp_t1s_last_error error structure and is backward compatible with
it (so might be down-casted and treated as esp_t1ls_last_error error, but recommended to update

applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source

of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-

nal error reported from MQTT broker on connection |

Public Members

esp_err_t esp_tls_last_esp_err

last esp_err code reported from esp-tls component

intesp_tls_stack_err

tls specific error code reported from underlying tls stack

intesp_tls_cert_verify flags

tls flags reported from underlying tls stack during certificate verification
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esp_mgqtt_error_type_t error_type

error type referring to the source of the error

esp_mqtt_connect_return_code_t connect_return_code

connection refused error code reported from MQTT* broker on connection

int esp_transport_sock_errno

errno from the underlying socket

struct esp_mgtt_event_t

MQTT event configuration structure

Public Members

esp_mqtt_event_id_t event_id

MQTT event type

esp_maqtt_client_handle_t client
MOQTT client handle for this event

char *data

Data associated with this event

intdata_len

Length of the data for this event

int total_data_len
Total length of the data (longer data are supplied with multiple events)

int current_data_offset

Actual offset for the data associated with this event

char *topic

Topic associated with this event

inttopic_len

Length of the topic for this event associated with this event

intmsg_id

MOQTT messaged id of message

int session_present

MOTT session_present flag for connection event

esp_mqtt_error_codes_t *error_handle

esp-mqtt error handle including esp-tls errors as well as internal MQTT errors
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bool retain

Retained flag of the message associated with this event

int gos

QoS of the messages associated with this event

bool dup

dup flag of the message associated with this event

esp_mqtt_protocol_ver_t protocol_ver

MQTT protocol version used for connection, defaults to value from menuconfig
struct esp_mgtt_client_config t

MOQTT client configuration structure

¢ Default values can be set via menuconfig

¢ All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Public Members

struct esp_mgqtt_client_config_t::broker_t broker

Broker address and security verification

struct esp_maqtt_client_config_t::.credentials_t credentials

User credentials for broker

struct esp_maqtt_client_config_t::session_t session

MQTT session configuration.

struct esp_maqtt_client_config_t::network_t network

Network configuration

struct esp_maqtt_client_config_t::task_t task
FreeRTOS task configuration.

struct esp_mgqtt_client_config_t::buffer_t buf fer

Buffer size configuration.

struct broker_t

Broker related configuration

Public Members

struct esp_mqtt_client_config_t::broker_t::address_t address

Broker address configuration
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struct esp_mqtt_client_config_t::broker_t::verification_t verification

Security verification of the broker
struct address_t

Broker address

* uri have precedence over other fields
o Ifuriisn’ t set at least hostname, transport and port should.

Public Members

const char *uri

Complete MOTT broker URI

const char *hostname

Hostname, to set ipv4 pass it as string)

esp_mqtt_transport_t transport

Selects transport

const char *path
Path in the URI

uint32_t port
MQTT server port

struct verification_t

Broker identity verification

If fields are not set broker’ s identity isn’ t verified. it’ s recommended to set the options in this
struct for security reasons.

Public Members

bool use_global_ca_store

Use a global ca_store, look esp-tls documentation for details.

esp_err_t (*ert_bundle_attach)(void *conf)

Pointer to ESP x509 Certificate Bundle attach function for the usage of certificate bundles.

const char *certificate

Certificate data, default is NULL, not required to verify the server.

size_t certificate_len

Length of the buffer pointed to by certificate.
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const struct psk_key_hint *psk_hint_key

Pointer to PSK struct defined in esp_tls.h to enable PSK authentication (as alternative to certifi-
cate verification). PSK is enabled only if there are no other ways to verify broker.

bool skip_cert_common_name_check

Skip any validation of server certificate CN field, this reduces the security of TLS and makes
the MOTT client susceptible to MITM attacks

const char **alpn_protos

NULL-terminated list of supported application protocols to be used for ALPN

struct buffer_t

Client buffer size configuration

Client have two buffers for input and output respectivelly.

Public Members

int size
size of MOTT send/receive buffer

int out_size

size of MOTT output buffer. If not defined, defaults to the size defined by buffer_size

struct credentials_t

Client related credentials for authentication.

Public Members

const char *username
MQTT username

const char *client_id

Set MOTT client identifier. Ignored if set_null_client_id == true If NULL set the default client id.
Default client id is ESP32_CHIPID% where CHIPIDS are last 3 bytes of MAC address in hex
format

bool set_null_client_id
Selects a NULL client id

struct esp_mqtt_client_config_t::credentials_t::authentication_t authentication

Client authentication

struct authentication_t

Client authentication
Fields related to client authentication by broker

For mutual authentication using TLS, user could select certificate and key, secure element or digital
signature peripheral if available.
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Public Members

const char *password
MOTT password

const char *certificate

Certificate for ssl mutual authentication, not required if mutual authentication is not needed.
Must be provided with key.

size_tcertificate_len

Length of the buffer pointed to by certificate.

const char *key

Private key for SSL mutual authentication, not required if mutual authentication is not needed.
If it is not NULL, also certificate has to be provided.

size_tkey_len

Length of the buffer pointed to by key.

const char *key_password

Client key decryption password, not PEM nor DER, if provided key_password_len must
be correctly set.

int key_password_len

Length of the password pointed to by key_password

bool use_secure_element
Enable secure element, available in ESP32-ROOM-32SE, for SSL connection

void *ds_data

Carrier of handle for digital signature parameters, digital signature peripheral is available in
some Espressif devices.

struct network_t

Network related configuration

Public Members

int reconnect_timeout_ms

Reconnect to the broker after this value in miliseconds if auto reconnect is not disabled (defaults to
10s)

int timeout_ms

Abort network operation if it is not completed after this value, in milliseconds (defaults to 10s).

int refresh_connection_after_ms

Refresh connection after this value (in milliseconds)
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bool disable_auto_reconnect

Client will reconnect to server (when errors/disconnect). Set dis-
able_auto_reconnect=true to disable

struct session_t

MQTT Session related configuration

Public Members

struct esp_maqtt_client_config_t::session_t::last_will_t last_will

Last will configuration

bool disable_clean_session

MOTT clean session, default clean_session is true

int keepalive
MOTT keepalive, default is 120 seconds

bool disable_keepalive

Set disable_keepalive=true to turn off keep-alive mechanism, keepalive is active by de-
fault. Note: setting the config value keepalive to 0 doesn’ t disable keepalive feature, but uses
a default keepalive period

esp_mgqtt_protocol_ver_t protocol_ver

MOQTT protocol version used for connection.

int message_retransmit_timeout

timeout for retransmitting of failed packet

struct last_will_t

Last Will and Testament message configuration.

Public Members

const char *topic

LWT (Last Will and Testament) message topic

const char *msg

LWT message, may be NULL terminated

intmsg_len

LWT message length, if msgisn’ t NULL terminated must have the correct length

int gos
LWT message QoS

int retain

LWT retained message flag
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struct task_t

Client task configuration

Public Members

int priority
MQTT task priority

int stack_size
MQTT task stack size

Macros

MQTT_ERROR_TYPE_ESP_TLS

MQTT_ERROR_TYPE_TCP_TRANSPORT error type hold all sorts of transport layer errors, including ESP-
TLS error, but in the past only the errors from MQTT_ERROR_TYPE_ESP_TLS layer were reported, so the
ESP-TLS error type is re-defined here for backward compatibility

Type Definitions

typedef struct esp_mqtt_client *esp_mgtt_client_handle_t

typedef enum esp_mgqtt_event_id_t esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqtt_event_t structure with

e client - MQTT client handle
* various other data depending on event type

typedef enum esp_mqtt_connect_return_code_t esp_mgtt_connect_return_code_t

MQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_error_type_t esp_mgtt_error_type_t
MQTT connection error codes propagated via ERROR event

typedef enum esp_mgqtt_transport_t esp_mgtt_transport_t

typedef enum esp_mqtt_protocol_ver_t esp_mqtt_protocol_ver_t

MOQTT protocol version used for connection

typedef struct esp_mgqtt_error_codes esp_mgtt_error_codes_t
MOQTT error code structure to be passed as a contextual information into ERROR event
Important: This structure extends esp_t 1s_last_error error structure and is backward compatible with

it (so might be down-casted and treated as esp_tls_last_error error, but recommended to update
applications if used this way previously)

Use this structure directly checking error_type first and then appropriate error code depending on the source
of the error:

| error_type | related member variables | note | | MQTT_ERROR_TYPE_TCP_TRANSPORT |
esp_tls_last_esp_err, esp_tls_stack_err, esp_tls_cert_verify_flags, sock_errno | Error reported from
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tep_transport/esp-tls | | MQTT_ERROR_TYPE_CONNECTION_REFUSED | connect_return_code | Inter-
nal error reported from MQTT broker on connection |

typedef struct esp_mgqtt_event_t esp_mgtt_event_t

MQTT event configuration structure

typedef esp_mqtt_event_t *esp_mgtt_event_handle_t

typedef esp_err_t (*mgtt_event_callback_t)(esp_mqtt_event_handle_t event)

typedef struct esp_mqtt_client_config_t esp_mgtt_client_config_t

MOTT client configuration structure

* Default values can be set via menuconfig

* All certificates and key data could be passed in PEM or DER format. PEM format must have a terminating
NULL character and the related len field set to 0. DER format requires a related len field set to the correct
length.

Enumerations
enum esp_mgtt_event_id_t
MQTT event types.
User event handler receives context data in esp_mqgtt_event_ t structure with

e client - MQTT client handle
* various other data depending on event type

Values:

enumerator MOTT EVENT_ANY

enumerator MOTT EVENT_ERROR

on error event, additional context: connection return code, error handle from esp_tls (if supported)

enumerator MOTT EVENT_CONNECTED

connected event, additional context: session_present flag

enumerator MOTT_ EVENT_DISCONNECTED

disconnected event

enumerator MOTT EVENT_SUBSCRIBED

subscribed event, additional context:

* msg_id message id
* data pointer to the received data
* data_len length of the data for this event

enumerator MOTT EVENT_UNSUBSCRIBED

unsubscribed event
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enumerator MOTT EVENT_PUBLISHED

published event, additional context: msg_id

enumerator MOTT EVENT_DATA
data event, additional context:
* msg_id message id
* topic pointer to the received topic
* topic_len length of the topic
* data pointer to the received data
« data_len length of the data for this event
¢ current_data_offset offset of the current data for this event
* total_data_len total length of the data received
* retain retain flag of the message
* qos QoS level of the message
¢ dup dup flag of the message Note: Multiple MQTT_EVENT_DATA could be fired for one message,
if it is longer than internal buffer. In that case only first event contains topic pointer and length, other
contain data only with current data length and current data offset updating.

enumerator MOTT EVENT_BEFORE_CONNECT

The event occurs before connecting

enumerator MOTT EVENT_DELETED

Notification on delete of one message from the internal outbox, if the message couldn’ t have been sent
and acknowledged before expiring defined in OUTBOX_EXPIRED_TIMEOUT_MS. (events are not
posted upon deletion of successfully acknowledged messages)

* This event id is posted only if MQTT_REPORT_DELETED_MESSAGES==1
¢ Additional context: msg_id (id of the deleted message).

enum esp_mgtt_connect_return_code_t

MOTT connection error codes propagated via ERROR event

Values:

enumerator MOTT CONNECTION_ACCEPTED

Connection accepted

enumerator MOTT CONNECTION_REFUSE_PROTOCOL

MOTT connection refused reason: Wrong protocol

enumerator MOTT CONNECTION_REFUSE_ID_REJECTED

MOQTT connection refused reason: ID rejected

enumerator MOTT CONNECTION_REFUSE_SERVER_UNAVAILABLE

MQTT connection refused reason: Server unavailable

enumerator MOTT CONNECTION_REFUSE_BAD_USERNAME

MQTT connection refused reason: Wrong user

enumerator MOTT CONNECTION_REFUSE_NOT_AUTHORIZED

MOQTT connection refused reason: Wrong username or password
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enum esp_mgtt_error_type_t
MOQTT connection error codes propagated via ERROR event

Values:

enumerator MOTT ERROR_TYPE_NONE

enumerator MOTT ERROR_TYPE_TCP_TRANSPORT

enumerator MOTT ERROR_TYPE_CONNECTION_REFUSED

enum esp_mgtt_transport_t

Values:

enumerator MOTT TRANSPORT_UNKNOWN

enumerator MOTT TRANSPORT_OVER_TCP
MQTT over TCP, using scheme: MQTT

enumerator MOTT TRANSPORT_OVER_SSL
MQTT over SSL, using scheme: MQTTS

enumerator MOTT TRANSPORT_OVER_WS

MQTT over Websocket, using scheme:: ws

enumerator MOTT TRANSPORT_OVER_WSS

MQTT over Websocket Secure, using scheme: wss

enum esp_mgtt_protocol_ver_t

MQTT protocol version used for connection

Values:

enumerator MOTT PROTOCOL_UNDEF INED

enumerator MOQTT_ PROTOCOL_V_3_1

enumerator MQTT PROTOCOL_V_3_1_1

enumerator MOTT PROTOCOL_V_5

2.2.4 ESP-TLS
Overview

The ESP-TLS component provides a simplified API interface for accessing the commonly used TLS functionality.
It supports common scenarios like CA certification validation, SNI, ALPN negotiation, non-blocking connection
among others. All the configuration can be specified in the esp_t1s_cfg_t data structure. Once done, TLS
communication can be conducted using the following APIs:
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esp_tls_init (): for initializing the TLS connection handle.
esp_tls_conn_new_sync (): for opening a new blocking TLS connection.
esp_tls_conn_new_async (): for opening a new non-blocking TLS connection.
esp_tls_conn_read (): for reading from the connection.
esp_tls_conn_write (): for writing into the connection.
esp_tls_conn_destroy (): for freeing up the connection.

Any application layer protocol like HTTP1, HTTP2 etc can be executed on top of this layer.

Application Example

Simple HTTPS example that uses ESP-TLS to establish a secure socket connection: protocols/https_request.

Tree structure for ESP-TLS component

— esp_tls.c

F— esp_tls.h

If esp_tls_mbedtls.c

— esp_tls_wolfssl.c

L— private_include
% esp_tls_mbedtls.h
L esp_tls_wolfssl.h

The ESP-TLS component has a file esp-tls/esp_tls.h which contain the public API headers for the component. Inter-
nally ESP-TLS component uses one of the two SSL/TLS Libraries between mbedtls and wolfssl for its operation. API
specific to mbedtls are present in esp-tls/private_include/esp_tls_mbedtls.h and API specific to wolfssl are present in
esp-tls/private_include/esp_tls_wolfssL.h.

TLS Server verification

The ESP-TLS provides multiple options for TLS server verification on the client side. The ESP-TLS client can verify
the server by validating the peer’ s server certificate or with the help of pre-shared keys. The user should select only
one of the following options in the esp_t1s_cfg_t structure for TLS server verification. If no option is selected
then client will return a fatal error by default at the time of the TLS connection setup.

cacert_buf and cacert_bytes: The CA certificate can be provided in a buffer to the esp_t1s_cfg_t struc-
ture. The ESP-TLS will use the CA certificate present in the buffer to verify the server. The following variables
in esp_t1ls_cfg_t structure must be set.

— cacert_buf - pointer to the buffer which contains the CA cert.

— cacert_bytes - size of the CA certificate in bytes.
use_global_ca_store: The global_ca_store can be initialized and set at once. Then it can be used
to verify the server for all the ESP-TLS connections which have set use_global_ca_store = true
in their respective esp_t1s_cfg_t structure. See API Reference section below on information regarding
different API used for initializing and setting up the global_ca_store.
crt_bundle_attach: The ESP x509 Certificate Bundle API provides an easy way to include a bundle of custom
x509 root certificates for TLS server verification. More details can be found at ESP x509 Certificate Bundle
psk_hint_key: To use pre-shared keys for server verification, CONFIG_ESP_TLS_PSK_VERIFICATION
should be enabled in the ESP-TLS menuconfig. Then the pointer to PSK hint and key should be provided
tothe esp_t1ls_cfg_t structure. The ESP-TLS will use the PSK for server verification only when no other
option regarding the server verification is selected.
skip server verification: This is an insecure option provided in the ESP-TLS for test-
ing purpose. The option can be set by enabling CONFIG_ESP_TLS_INSECURE and CON-
FIG_ESP_TLS_SKIP_SERVER_CERT _VERIFY in the ESP-TLS menuconfig. When this option is enabled the
ESP-TLS will skip server verification by default when no other options for server verification are selected in
the esp_t1ls_cfqg_t structure. WARNING:Enabling this option comes with a potential risk of establishing a
TLS connection with a server which has a fake identity, provided that the server certificate is not provided either
through API or other mechanism like ca_store etc.
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ESP-TLS Server cert selection hook

The ESP-TLS component provides an option to set the server cert selection hook when using the mbedTLS stack.
This provides an ability to configure and use a certificate selection callback during server handshake, to select a
certificate to present to the client based on the TLS extensions supplied in the client hello (alpn, sni, etc). To enable
this feature, please enable CONFIG_ESP_TLS_SERVER_CERT_SELECT_HOOK in the ESP-TLS menuconfig. The
certificate selection callback can be configured in the esp_t1s_cfqg_t structure as follows:

int cert_selection_callback (mbedtls_ssl_context *ssl)
{
/* Code that the callback should execute */
return O;

}

esp_tls_cfg_t cfg = {
cert_select_cb = cert_section_callback,
bi

Underlying SSL/TLS Library Options

The ESP-TLS component has an option to use mbedtls or wolfssl as their underlying SSL/TLS library. By default
only mbedtls is available and is used, wolfssl SSL/TLS library is available publicly at https://github.com/espressif/
esp-wolfssl. The repository provides wolfssl component in binary format, it also provides few examples which are
useful for understanding the API. Please refer the repository README.md for information on licensing and other
options. Please see below option for using wolfssl in your project.

Note: As the library options are internal to ESP-TLS, switching the libraries will not change ESP-TLS specific code
for a project.

How to use wolfssl with ESP-IDF

There are two ways to use wolfssl in your project

1) Directly add wolfssl as a component in your project with following three commands.:

(First change directory (cd) to your project directory)
mkdir components

cd components

git clone https://github.com/espressif/esp-wolfssl.git

2) Add wolfssl as an extra component in your project.

¢ Download wolfssl with:

git clone https://github.com/espressif/esp-wolfssl.git

¢ Include esp-wolfssl in ESP-IDF with setting EXTRA_COMPONENT_DIRS in CMakeLists.txt of your project
as done in wolfssl/examples. For reference see Optional Project variables in build-system.

After above steps, you will have option to choose wolfssl as underlying SSL/TLS library in configuration menu of
your project as follows:

idf.py menuconfig -> ESP-TLS -> choose SSL/TLS Library -> mbedtls/wolfssl

Comparison between mbedtls and wolfssl

The following table shows a typical comparison between wolfssl and mbedtls when protocols/https_request exam-
ple (which has server authentication) was run with both SSL/TLS libraries and with all respective configurations
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set to default. (mbedtls IN_CONTENT length and OUT_CONTENT length were set to 16384 bytes and 4096 bytes
respectively)

Property Wolfssl | Mbedtls
Total Heap Consumed | ~19 Kb | ~37 Kb

Task Stack Used ~22Kb | ~3.6 Kb
Bin size ~858 Kb | ~736 Kb

Note: These values are subject to change with change in configuration options and version of respective libraries.

Digital Signature with ESP-TLS

ESP-TLS provides support for using the Digital Signature (DS) with ESP32-C3. Use of the DS for TLS is supported
only when ESP-TLS is used with mbedTLS (default stack) as its underlying SSL/TLS stack. For more details on
Digital Signature, please refer to the Digital Signature Documentation. The technical details of Digital Signature such
as how to calculate private key parameters can be found in ESP32-C3 Technical Reference Manual > Digital Signature
(DS) [PDF]. The DS peripheral must be configured before it can be used to perform Digital Signature, see Configure
the DS Peripheral in Digital Signature.

The DS peripheral must be initlized with the required encrypted private key parameters (obtained when the DS
peripheral is configured). ESP-TLS internally initializes the DS peripheral when provided with the required DS
context (DS parameters). Please see the below code snippet for passing the DS context to esp-tls context. The DS
context passed to the esp-tls context should not be freed till the TLS connection is deleted.

#include "esp_tls.h"

esp_ds_data_ctx_t *ds_ctx;

/* initialize ds_ctx with encrypted private key parameters, which can be read from.

—the nvs or

provided through the application code */

esp_tls_cfg_t cfg = {
.clientcert_buf = /* the client cert */,
.clientcert_bytes = /* length of the client cert */,
/* other configurations options */
.ds_data = (void *)ds_ctx,

bi

Note: When using Digital Signature for the TLS connection, along with the other required params, only the client
cert (clientcert_buf) and the DS params (ds_data) are required and the client key (clientkey_buf’) can be set to NULL.

* An example of mutual authentication with the DS peripheral can be found at ssl mutual auth which internally
uses (ESP-TLS) for the TLS connection.

API Reference

Header File

e components/esp-tls/esp_tls.h

Functions
esp_tls_t *esp_tls_init (void)
Create TLS connection.

This function allocates and initializes esp-tls structure handle.

Returns tls Pointer to esp-tls as esp-tls handle if successfully initialized, NULL if allocation error
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esp_tls_t *esp_tls_conn_http_new (const char *url, const esp_tls_cfg_t *cfg)
Create a new blocking TLS/SSL connection with a given “HTTP” url.

Note: This API is present for backward compatibility reasons. Alternative function with
the same functionality is esp_tls_conn_http_new_sync (and its asynchronous version
esp_tls_conn_http_new_async)

Parameters

e url —[in] url of host.

» cfg —[in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’ . Ata minimum,
this structure should be zero-initialized.

Returns pointer to esp_tls_t, or NULL if connection couldn’ t be opened.

int esp_tls_conn_new_sync (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new blocking TLS/SSL connection.
This function establishes a TLS/SSL connection with the specified host in blocking manner.

Parameters

* hostname —[in] Hostname of the host.

* hostlen —[in] Length of hostname.

¢ port —[in] Port number of the host.

» cfg [in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to esp_tls_cfg_t. At a minimum, this
structure should be zero-initialized.

* t1ls [in] Pointer to esp-tls as esp-tls handle.

Returns

e -1 If connection establishment fails.

¢ 1 If connection establishment is successful.

* O If connection state is in progress.

int esp_tls_conn_http_new_sync (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)
Create a new blocking TLS/SSL connection with a given “HTTP” url.

The behaviour is same as esp_tls_conn_new_sync() API. However this API accepts host’ s url.

Parameters

e url [in] url of host.

» cfg —[in] TLS configuration as esp_tls_cfg_t. If you wish to open non-TLS connection,
keep this NULL. For TLS connection, a pass pointer to ‘esp_tls_cfg_t’ . Ata minimum,
this structure should be zero-initialized.

* t1s —[in] Pointer to esp-tls as esp-tls handle.

Returns

e -1 If connection establishment fails.

e 1 If connection establishment is successful.

* O If connection state is in progress.

int esp_tls_conn_new_async (const char *hostname, int hostlen, int port, const esp_tls_cfg_t *cfg, esp_tls_t
*tls)

Create a new non-blocking TLS/SSL connection.

This function initiates a non-blocking TLS/SSL connection with the specified host, but due to its non-blocking
nature, it doesn’ t wait for the connection to get established.

Parameters
e hostname —[in] Hostname of the host.
* hostlen —[in] Length of hostname.
e port —[in] Port number of the host.
* cfg [in] TLS configuration as esp_tls_cfg_t. non_block member of this structure
should be set to be true.
» t1ls [in] pointer to esp-tls as esp-tls handle.
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Returns
e -1 If connection establishment fails.
* O If connection establishment is in progress.
¢ 1 If connection establishment is successful.

intesp_tls_conn_http_new_async (const char *url, const esp_tls_cfg_t *cfg, esp_tls_t *tls)

Create a new non-blocking TLS/SSL connection with a given “HTTP” url.
The behaviour is same as esp_tls_conn_new_async() API. However this API accepts host’ s url.

Parameters

e url [in] url of host.

* cfg —[in] TLS configuration as esp_tls_cfg_t.

» t1s [in] pointer to esp-tls as esp-tls handle.
Returns

e -1 If connection establishment fails.

* O If connection establishment is in progress.

1 If connection establishment is successful.

ssize_t esp_tls_conn_write (esp_tls_t *tls, const void *data, size_t datalen)

Write from buffer ‘data’ into specified tls connection.

Parameters
* t1s —[in] pointer to esp-tls as esp-tls handle.
e data —[in] Buffer from which data will be written.
* datalen —[in] Length of data buffer.
Returns
* >=0 if write operation was successful, the return value is the number of bytes actually
written to the TLS/SSL connection.
<0 if write operation was not successful, because either an error occured or an action must
be taken by the calling process.
» ESP_TLS_ERR_SSL._ WANT_READ/ ESP_TLS_ERR_SSL. WANT_WRITE. if the
handshake is incomplete and waiting for data to be available for reading. In this case this
functions needs to be called again when the underlying transport is ready for operation.

ssize_t esp_tls_conn_read (esp_tls_t *tls, void *data, size_t datalen)

Read from specified tls connection into the buffer ‘data’ .

Parameters
* tls —[in] pointer to esp-tls as esp-tls handle.
¢ data —[in] Buffer to hold read data.
* datalen —[in] Length of data buffer.
Returns
* >0 if read operation was successful, the return value is the number of bytes actually read
from the TLS/SSL connection.
* 0 if read operation was not successful. The underlying connection was closed.
* <0 if read operation was not successful, because either an error occured or an action must
be taken by the calling process.

int esp_tls_conn_destroy (esp_tls_t *tls)

Close the TLS/SSL connection and free any allocated resources.

This function should be called to close each tls connection opened with esp_tls_conn_new_sync() (or
esp_tls_conn_http_new_sync()) and esp_tls_conn_new_async() (or esp_tls_conn_http_new_async()) APIs.

Parameters t1s —[in] pointer to esp-tls as esp-tls handle.
Returns - 0 on success
* -1 if socket error or an invalid argument

ssize_t esp_tls_get_bytes_avail (esp_tls_t *tls)
Return the number of application data bytes remaining to be read from the current record.

This API is a wrapper over mbedtls’ s mbedtls_ssl_get_bytes_avail() APL.
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Parameters tls —[in] pointer to esp-tls as esp-tls handle.
Returns

* -11n case of invalid arg

* bytes available in the application data record read buffer

esp_err_t esp_tls_get_conn_sock£fd (esp_tls_t *tls, int *sockfd)

Returns the connection socket file descriptor from esp_tls session.

Parameters
* t1s [in] handle to esp_tls context
* sockfd —[out] int pointer to sockfd value.
Returns - ESP_OK on success and value of sockfd will be updated with socket file descriptor for

connection
e ESP_ERR_INVALID_ARG if (tls == NULL Il sockfd == NULL)

void *esp_tls_get_ssl_context (esp_tls_t *tls)

Returns the ssl context.

Parameters t1s —[in] handle to esp_tls context
Returns - ssl_ctx pointer to ssl context of underlying TLS layer on success
e NULL in case of error

esp_err_tesp_tls_init_global_ca_store (void)
Create a global CA store, initially empty.

This function should be called if the application wants to use the same CA store for multiple connections. This
function initialises the global CA store which can be then set by calling esp_tls_set_global_ca_store(). To be
effective, this function must be called before any call to esp_tls_set_global_ca_store().

Returns
* ESP_OK if creating global CA store was successful.
* ESP_ERR_NO_MEM if an error occured when allocating the mbedTLS resources.

esp_err_t esp_tls_set_global_ca_store (const unsigned char *cacert_pem_buf, const unsigned int
cacert_pem_bytes)

Set the global CA store with the buffer provided in pem format.

This function should be called if the application wants to set the global CA store for multiple connections
i.e. to add the certificates in the provided buffer to the certificate chain. This function implicitly calls
esp_tls_init_global_ca_store() if it has not already been called. The application must call this function be-
fore calling esp_tls_conn_new().

Parameters
* cacert_pem_buf —[in] Buffer which has certificates in pem format. This buffer is
used for creating a global CA store, which can be used by other tls connections.
* cacert_pem_bytes —[in] Length of the buffer.
Returns
» ESP_OK if adding certificates was successful.
* Other if an error occured or an action must be taken by the calling process.

void esp_tls_free_global_ca_store (void)
Free the global CA store currently being used.

The memory being used by the global CA store to store all the parsed certificates is freed up. The application
can call this API if it no longer needs the global CA store.

esp_err_t esp_tls_get_and_clear_last_error (esp_tls_error_handle_t h, int *esp_tls_code, int
*esp_tls_flags)

Returns last error in esp_tls with detailed mbedtls related error codes. The error information is cleared internally
upon return.

Parameters
* h —[in] esp-tls error handle.
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* esp_t1ls_code —[out] last error code returned from mbedtls api (set to zero if none)
This pointer could be NULL if caller does not care about esp_tls_code

* esp_tls_flags —[out] last certification verification flags (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code

Returns

* ESP_ERR_INVALID_STATE if invalid parameters

e ESP_OK (0) if no error occurred

* specific error code (based on ESP_ERR_ESP_TLS_BASE) otherwise

esp_err_t esp_tls_get_and_clear_error_type (esp_tls_error_handle_t h, esp_tls_error_type_t
err_type, int *error_code)

Returns the last error captured in esp_tls of a specific type The error information is cleared internally upon
return.

Parameters
* h —[in] esp-tls error handle.
* err_type [in] specific error type
* error_code —[out] last error code returned from mbedstls api (set to zero if none) This
pointer could be NULL if caller does not care about esp_tls_code
Returns
* ESP_ERR_INVALID_STATE if invalid parameters
e ESP_OK if a valid error returned and was cleared

esp_err_t esp_tls_get_error_handle (esp_tls_t *tls, esp_tls_error_handle_t *error_handle)
Returns the ESP-TLS error_handle.

Parameters
* t1s —[in] handle to esp_tls context
* error_handle [out] pointer to the error handle.
Returns
* ESP_OK on success and error_handle will be updated with the ESP-TLS error handle.
e ESP_ERR_INVALID_ARG if (tls == NULL Il error_handle == NULL)

mbedtls_x509_crt *esp_t1ls_get_global_ca_store (void)
Get the pointer to the global CA store currently being used.

The application must first call esp_tls_set_global_ca_store(). Then the same CA store could be used by the
application for APIs other than esp_tls.

Note: Modifying the pointer might cause a failure in verifying the certificates.

Returns
* Pointer to the global CA store currently being used if successful.
e NULL if there is no global CA store set.

esp_err_t esp_tls_plain_tcp_connect (const char *host, int hostlen, int port, const esp_tls_cfg_t *cfg,
esp_tls_error_handle_t error_handle, int *sockfd)

Creates a plain TCP connection, returning a valid socket fd on success or an error handle.

Parameters
* host —[in] Hostname of the host.
* hostlen —[in] Length of hostname.
e port —[in] Port number of the host.
* cfg —[in] ESP-TLS configuration as esp_tls_cfg_t.
* error_handle [out] ESP-TLS error handle holding potential errors occurred during
connection
» sockfd —[out] Socket descriptor if successfully connected on TCP layer
Returns ESP_OK on success ESP_ERR_INVALID_ARG if invalid output parameters ESP-TLS
based error codes on failure
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Structures

struct psk_key_hint
ESP-TLS preshared key and hint structure.

Public Members

const uint8_t *key

key in PSK authentication mode in binary format

const size_t key_size

length of the key
const char *hint
hint in PSK authentication mode in string format

struct t1ls_keep_alive_cfg

esp-tls client session ticket ctx

Keep alive parameters structure

Public Members

bool keep_alive_enable

Enable keep-alive timeout

int keep_alive_idle

Keep-alive idle time (second)

int keep_alive_interval

Keep-alive interval time (second)

int keep_alive_count

Keep-alive packet retry send count

struct esp_tls_cfg
ESP-TLS configuration parameters.

Note: Note about format of certificates:

* This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

« Certificate Authority’ s certificate may be a chain of certificates in case of PEM format, but could be
only one certificate in case of DER format

 Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.
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Public Members

const char **alpn_protos

Application protocols required for HTTP2. If HTTP2/ALPN support is required, a list of protocols that
should be negotiated. The format is length followed by protocol name. For the most common cases the
following is ok: const char **alpn_protos = { “h2” ,NULL };

e where ‘h2’ is the protocol name

const unsigned char *cacert_buf

Certificate Authority’ s certificate in a buffer. Format may be PEM or DER, depending on mbedtls-
support This buffer should be NULL terminated in case of PEM

const unsigned char *cacert_pem_buf

CA certificate buffer legacy name

unsigned int cacert_bytes

Size of Certificate Authority certificate pointed to by cacert_buf (including NULL-terminator in case of
PEM format)

unsigned int cacert_pem_bytes

Size of Certificate Authority certificate legacy name

const unsigned char *clientcert_buf

Client certificate in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer
should be NULL terminated in case of PEM

const unsigned char *clientcert_pem_buf

Client certificate legacy name

unsigned int clientcert_bytes

Size of client certificate pointed to by clientcert_pem_buf (including NULL-terminator in case of PEM
format)

unsigned int clientcert_pem_bytes

Size of client certificate legacy name

const unsigned char *clientkey buf

Client key in a buffer Format may be PEM or DER, depending on mbedtls-support This buffer should be
NULL terminated in case of PEM

const unsigned char *clientkey pem buf

Client key legacy name

unsigned int clientkey_ bytes

Size of client key pointed to by clientkey_pem_buf (including NULL-terminator in case of PEM format)

unsigned int clientkey_pem_bytes

Size of client key legacy name
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const unsigned char *clientkey_ password

Client key decryption password string

unsigned int clientkey_password_len

String length of the password pointed to by clientkey_password

bool non_block

Configure non-blocking mode. If set to true the underneath socket will be configured in non blocking
mode after tls session is established

bool use_secure_element

Enable this option to use secure element or atecc608a chip ( Integrated with ESP32-WROOM-32SE )

int timeout_ms

Network timeout in milliseconds. Note: If this value is not set, by default the timeout is set to 10 seconds.
If you wish that the session should wait indefinitely then please use a larger value e.g., INT32_MAX

bool use_global_ca_store

Use a global ca_store for all the connections in which this bool is set.

const char *common_name

If non-NULL, server certificate CN must match this name. If NULL, server certificate CN must match
hostname.

bool skip_common_name

Skip any validation of server certificate CN field

tls_keep_alive_cfg_t *keep_alive_cfg

Enable TCP keep-alive timeout for SSL connection

const psk_hint_key_t *psk_hint_key

Pointer to PSK hint and key. if not NULL (and certificates are NULL) then PSK authentication is enabled
with configured setup. Important note: the pointer must be valid for connection

esp_err_t (*ert_bundle_attach)(void *conf)

Function pointer to esp_crt_bundle_attach. Enables the use of certification bundle for server verification,
must be enabled in menuconfig

void *ds_data

Pointer for digital signature peripheral context

bool is_plain_tcp

Use non-TLS connection: When set to true, the esp-tls uses plain TCP transport rather then
TLS/SSL connection. Note, that it is possible to connect using a plain tcp transport directly with
esp_tls_plain_tcp_connect() API

struct ifreq *1f_name

The name of interface for data to go through. Use the default interface without setting
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esp_tls_addr_family_t addr_family

The address family to use when connecting to a host.

esp_tls_proto_ver_t t1s_version

TLS protocol version of the connection, e.g., TLS 1.2, TLS 1.3 (default - no preference)

Type Definitions

typedef enum esp_tls_conn_state esp_t1ls_conn_state_t
ESP-TLS Connection State.

typedef enum esp_tls_role esp_tls_role_t

typedef struct psk_key_hint psk_hint_key_t
ESP-TLS preshared key and hint structure.

typedef struct 7ls_keep_alive_cfg t1s_keep_alive_cfg t

esp-tls client session ticket ctx

Keep alive parameters structure

typedef enum esp_tls_addr_family esp_tls_addr_ family_ t

typedef struct esp_tls_cfg esp_tls_cfg_t
ESP-TLS configuration parameters.

Note: Note about format of certificates:

 This structure includes certificates of a Certificate Authority, of client or server as well as private keys,
which may be of PEM or DER format. In case of PEM format, the buffer must be NULL terminated
(with NULL character included in certificate size).

« Certificate Authority’ s certificate may be a chain of certificates in case of PEM format, but could be
only one certificate in case of DER format

¢ Variables names of certificates and private key buffers and sizes are defined as unions providing backward
compatibility for legacy *_pem_buf and *_pem_bytes names which suggested only PEM format was
supported. It is encouraged to use generic names such as cacert_buf and cacert_bytes.

typedef struct esp_tls esp_tls_t

Enumerations

enum esp_tls_conn_state
ESP-TLS Connection State.

Values:

enumerator ESP_TLS_INIT

enumerator ESP_TLS_CONNECTING
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enumerator ESP_TLS_HANDSHAKE

enumerator ESP_TLS_FAIL

enumerator ESP_TLS_DONE

enum esp_tls_role

Values:

enumerator ESP_TLS_CLIENT

enumerator ESP_TLS_SERVER

enum esp_tls_addr_family

Values:

enumerator ESP_TLS_AF_UNSPEC
Unspecified address family.

enumerator ESP_TLS_AF_INET
IPv4 address family.

enumerator ESP_TLS_AF_INET6
IPv6 address family.

enum esp_tls_proto_ver_t

Values:

enumerator ESP_TLS_VER_ANY

enumerator ESP_TLS_VER_TLS_1_2

enumerator ESP_TLS_VER_TLS_1_3

enumerator ESP_TLS_VER_TLS_MAX

Header File

* components/esp-tls/esp_tls_errors.h

Structures

struct esp_tls_last_error

Error structure containing relevant errors in case tls error occurred.
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Public Members

esp_err_t last_error
error code (based on ESP_ERR_ESP_TLS_BASE) of the last occurred error

int esp_tls_error_code

esp_tls error code from last esp_tls failed api

intesp_tls_flags

last certification verification flags

Macros

ESP_ERR_ESP_TLS_BASE
Starting number of ESP-TLS error codes

ESP_ERR_ESP_TLS_CANNOT_ RESOLVE_HOSTNAME

Error if hostname couldn’ t be resolved upon tls connection

ESP_ERR_ESP_TLS_CANNOT_CREATE_SOCKET

Failed to create socket

ESP_ERR_ESP_TLS_UNSUPPORTED_ PROTOCOL_FAMILY
Unsupported protocol family

ESP_ERR_ESP_TLS_FAILED_CONNECT_TO_HOST

Failed to connect to host

ESP_ERR_ESP_TLS_SOCKET_SETOPT_ FAILED

failed to set/get socket option

ESP_ERR_ESP_TLS_CONNECTION_TIMEOUT

new connection in esp_tls_low_level_conn connection timeouted

ESP_ERR_ESP_TLS_SE_FAILED

ESP_ERR_ESP_TLS_TCP_CLOSED_FIN

ESP_ERR_MBEDTLS_CERT PARTLY_ OK

mbedtls parse certificates was partly successful

ESP_ERR_MBEDTLS_CTR_DRBG_SEED_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SET_ HOSTNAME_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONFIG_DEFAULTS_FAILED

mbedtls api returned error
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ESP_ERR_MBEDTLS_SSL_CONF_ALPN_PROTOCOLS_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_X509_CRT_PARSE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_CONF_OWN_CERT_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_SETUP_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_SSL_WRITE_FAILED

mbedtls api returned error

ESP_ERR_MBEDTLS_PK_PARSE_KEY FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_HANDSHAKE_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_CONF_PSK_FAILED

mbedtls api returned failed

ESP_ERR_MBEDTLS_SSL_TICKET_ SETUP_FAILED

mbedtls api returned failed

ESP_ERR_WOLFSSL_SSL_SET HOSTNAME_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_CONF_ALPN_PROTOCOLS_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_CERT_VERIFY_ SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_KEY_VERIFY_SETUP_FAILED

wolfSSL api returned error

ESP_ERR_WOLFSSL_SSL_HANDSHAKE_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_CTX_SETUP_FAILED
wolfSSL api returned failed

ESP_ERR_WOLFSSL_SSL_SETUP_FAILED
wolfSSL api returned failed
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ESP_ERR_WOLFSSL_SSL_WRITE_FAILED
wolfSSL api returned failed

ESP_TLS_ERR_SSL_WANT READ
Definition of errors reported from IO API (potentially non-blocking) in case of error:

e esp_tls_conn_read()
e esp_tls_conn_write()

ESP_TLS_ERR_SSL_WANT WRITE

ESP_TLS_ERR_SSL_TIMEOUT

Type Definitions

typedef struct esp_tls_last_error *esp_tls_error_handle_t

typedef struct esp_tls_last_error esp_tls_last_error_t

Error structure containing relevant errors in case tls error occurred.

Enumerations

enum esp_tls_error_type_t

Definition of different types/sources of error codes reported from different components

Values:

enumerator ESP_TLS_ERR_TYPE_UNKNOWN

enumerator ESP_TLS_ERR_TYPE_SYSTEM
System error &#8212; errno

enumerator ESP_TLS_ERR_TYPE_MBEDTLS
Error code from mbedTLS library

enumerator ESP_TLS_ERR_TYPE_MBEDTLS_CERT_FLAGS
Certificate flags defined in mbedTLS

enumerator ESP_TLS_ERR_TYPE_ESP
ESP-IDF error type &#8212; esp_err_t

enumerator ESP_TLS_ERR_TYPE_WOLFSSL
Error code from wolfSSL library

enumerator ESP_TLS_ERR_TYPE_WOLFSSL_CERT_FLAGS
Certificate flags defined in wolfSSL

enumerator ESP_TLS_ERR_TYPE_MAX
Last err type &#8212; invalid entry
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2.2.5 ESP HTTP Client
Overview

esp_http_client provides an API for making HTTP/S requests from ESP-IDF applications. The steps to use
this API are as follows:

e esp_http client_init (): Creates an esp_http client_config t instance i.e. a HTTP
client handle based on the given esp_http_client_config_t configuration. This function must be
the first to be called; default values will be assumed for the configuration values that are not explicitly defined
by the user.

e esp_http_client_perform(): Performs all operations of the esp_http_client - opening the con-
nection, exchanging data and closing the connection (as required), while blocking the current task
until its completion. All related events will be invoked through the event handler (as specified in
esp_http_client_config_ t).

e esp_http_client_cleanup (): Closes the connection (if any) and frees up all the memory allocated
to the HTTP client instance. This must be the last function to be called after the completion of operations.

Application Example

Simple example that uses ESP HTTP Client to make HTTP/S requests at protocols/esp_http_client.

Basic HTTP request

Check out the example functions http_rest_with_url and http_rest_with_hostname_path in the
application example for implementation details.

Persistent Connections

Persistent connection means that the HTTP client can re-use the same connection for several exchanges. If the server
does not request to close the connection with the Connection: close header, the connection is not dropped
but is instead kept open and used for further requests.

To allow ESP HTTP client to take full advantage of persistent connections, one should make as many requests as
possible using the same handle instance.

Check out the example functions http_rest_with_url and http_rest_with_hostname_path in the
application example. Here, once the connection is created, multiple requests (GET, POST, PUT, etc.) are made
before the connection is closed.

HTTPS Request

ESP HTTP client supports SSL connections using mbedTLS, with the url configuration starting with https
scheme or transport_type set to HTTP_TRANSPORT_OVER_SSL. HTTPS support can be configured via
CONFIG_ESP_HTTP_CLIENT _ENABLE_HTTPS (enabled by default).

Note: While making HTTPS requests, if server verification is needed, additional <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>