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Chapter 1

ESP32-S2 Preview Support

The current master branch of ESP-IDF (pre-v4.2) contains preview support for ESP32-S2.

..note: Support for the ESP32-S2beta chip is included in ESP-IDF v4.1 as a preview only. In ESP-IDF v4.2 (this
version) it has been replaced by ESP32-S2 (non-beta) chip support.

Software support and documentation for ESP32-S2 chip is still being developed. See Limitations section below.

1.1 Documentation

You are viewing the version of the ESP-IDF Programming Guide that describes ESP32-S2 support. However, as this
version is still under development then there may be some changes from ESP32 that are not yet correctly documented
here. If you find documentation that needs updating, please use the “Provide feedback about this document” link
at the bottom of the page to tell us about it.

1.2 Setting up for ESP32-S2

To start with, follow the Get Started guide to configure the CMake-based build system for ESP32.

When running install.sh or install.bat as part of the Get Started guide, the ESP32-S2 toolchain will
be automatically downloaded and added to the IDF Tools directory. If you had already run install.sh or in-
stall.bat before updating to a version with ESP32-S2 support, you may need to re-run it.

The toolchain tuple is xtensa-esp32s2-elf-, for example the GCC compiler for this target is named xtensa-esp32s2-elf-
gec.

1.2.1 Manual toolchain URLSs

If not using install.shor install.bat, you can download the toolchain manually. Download links can be
found in the List of IDF Tools, under the name xtensa-esp32s2-elf.

If installing the toolchain manually, unpack it somewhere and add the bin subdirectory to your PATH.

1.3 Building a project for ESP32-S2

Important: Not all ESP-IDF examples support ESP32-S2.

For some examples this is because required hardware is not included in ESP32-S2 so it cannot be supported. For
some examples this is because the example has not yet been updated for ESP32-S2.
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If building an example, please check the README file for the Supported Targets table. If no ESP32-S2
listed, the example won’ t work on ESP32-S2.

Before building an ESP-IDF project, run the following command to switch the target to ESP32-S2:

idf.py set-target esp32s2

Important: Running set-target will clear the project configuration and create a new empty sdkconfig file
for the project. The old configuration will be saved in sdkconfig.old.

See Selecting the Target for more details about switching between different targets (esp32, esp32s2).

Then configure the project:

idf.py menuconfig

Build and flash the project as usual, for example:

idf.py -p PORT flash monitor

Consult the Get Started guide for more details on building and flashing an ESP-IDF project.

Note: It is possible to set the project target back to ESP32 by running idf . py set-target esp32. This also
clears the project configuration.

1.4 Limitations

ESP32-S2 support is currently a preview and does not support all features. Espressif firmware developers are working
hard on the remaining support, so please update the master branch regularly to receive the latest code.

* The integrated USB OTG peripheral is not supported

¢ Documentation not updated for ESP32-S2 in most places

¢ Peripheral drivers and power saving modes are a work in progress

» No hardware security features or cryptographic accelerator support

¢ Time-of-Flight (TOF) measurements with normal Wi-Fi packets is not supported

The up-to-date list of features supported on ESP32-S2 is maintained at in this forum post.

1.5 Issues

If you find issues which are not mentioned in Limitations, please open an issue on GitHub.

Please make sure to mention that you are using the ESP32-S2 chip and give your exact version of ESP-IDF.
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Get Started

This document is intended to help you set up the software development environment for the hardware based on the
ESP32-S2 chip by Espressif.

After that, a simple example will show you how to use ESP-IDF (Espressif IoT Development Framework) for menu
configuration, then for building and flashing firmware onto an ESP32-S2 board.

Note: This is documentation for tag v4 . 2-betal of ESP-IDF. Other ESP-IDF Versions are also available.

2.1 Introduction

ESP32-S2 is a system on a chip that integrates the following features:

Powered by 40 nm technology, ESP32-S2 provides a robust, highly integrated platform, which helps meet the con-
tinuous demands for efficient power usage, compact design, security, high performance, and reliability.

Espressif provides basic hardware and software resources to help application developers realize their ideas using
the ESP32-S2 series hardware. The software development framework by Espressif is intended for development of
Internet-of -Things (IoT) applications with Wi-Fi, Bluetooth, power management and several other system features.

2.2 What You Need

Hardware:

¢ An ESP32-S2 board
e USB cable - USB A / micro USB B
¢ Computer running Windows, Linux, or macOS

Software:

¢ Toolchain to compile code for ESP32-S2

* Build tools - CMake and Ninja to build a full Application for ESP32-S2

o ESP-IDF that essentially contains API (software libraries and source code) for ESP32-S2 and scripts to operate
the Toolchain

* Text editor to write programs (Projects) in C, e.g., Eclipse



https://www.eclipse.org/
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Fig. 1: Development of applications for ESP32-S2

2.3 Development Board Overviews

If you have one of ESP32-S2 development boards listed below, you can click on the link to learn more about its
hardware.

2.4 Installation Step by Step

This is a detailed roadmap to walk you through the installation process.

24.1 Setting up Development Environment

e Step 1. Install prerequisites for Windows, Linux, or macOS
e Step 2. Get ESP-IDF

e Step 3. Set up the tools

e Step 4. Set up the environment variables

2.4.2 Creating Your First Project

o Step 5. Start a Project

e Step 6. Connect Your Device
 Step 7. Configure

e Step 8. Build the Project

e Step 9. Flash onto the Device
e Step 10. Monitor
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2.5 Step 1. Install prerequisites

Some tools need to be installed on the computer before proceeding to the next steps. Follow the links below for the
instructions for your OS:

2.5.1 Standard Setup of Toolchain for Windows
Introduction
ESP-IDF requires some prerequisite tools to be installed so you can build firmware for supported chips. The prereq-

uisite tools include Python, Git, cross-compilers, CMake and Ninja build tools.

For this Getting Started we’ re going to use the Command Prompt, but after ESP-IDF is installed you can use Eclipse
or another graphical IDE with CMake support instead.

ESP-IDF Tools Installer

The easiest way to install ESP-IDF’ s prerequisites is to download the ESP-IDF Tools installer from this URL:
https://dl.espressif.com/dl/esp-idf-tools-setup-2.3.exe

The installer includes the cross-compilers, OpenOCD, cmake and Ninja build tool. The installer can also download
and run installers for Python 3.7 and Git For Windows if they are not already installed on the computer.

The installer also offers to download one of the ESP-IDF release versions.

Using the Command Prompt

For the remaining Getting Started steps, we’ re going to use the Windows Command Prompt.

ESP-IDF Tools Installer creates a shortcut in the Start menu to launch the ESP-IDF Command Prompt. This shortcut
launches the Command Prompt (cmd.exe) and runs export . bat script to set up the environment variables (PATH,
IDF_PATH and others). Inside this command prompt, all the installed tools are available.

Note that this shortcut is specific to the ESP-IDF directory selected in the ESP-IDF Tools Installer. If you have
multiple ESP-IDF directories on the computer (for example, to work with different versions of ESP-IDF), you have
two options to use them:

1. Create a copy of the shortcut created by the ESP-IDF Tools Installer, and change the working directory of the
new shortcut to the ESP-IDF directory you wish to use.

2. Alternatively, run cmd . exe, then change to the ESP-IDF directory you wish to use, and run export .bat.
Note that unlike the previous option, this way requires Python and Git to be present in PATH. If you get errors
related to Python or Git not being found, use the first option.

Next Steps

If the ESP-IDF Tools Installer has finished successfully, then the development environment setup is complete. Pro-
ceed directly to Step 5. Start a Project.

Related Documents

For advanced users who want to customize the install process:
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Setup Windows Toolchain from Scratch This is a step-by-step alternative to running the ESP-IDF Tools Installer
for the CMake-based build system. Installing all of the tools by hand allows more control over the process, and also
provides the information for advanced users to customize the install.

To quickly setup the toolchain and other tools in standard way, using the ESP-IDF Tools installer, proceed to section
Standard Setup of Toolchain for Windows.

Note: The GNU Make based build system requires the MSYS2 Unix compatibility environment on Windows. The
CMake-based build system does not require this environment.

Get ESP-IDF

Note: Previous versions of ESP-IDF used the MSYS2 bash terminal command line. The current cmake-based
build system can run in the regular Windows Command Prompt which is used here.

If you use a bash-based terminal or PowerShell, please note that some command syntax will be different to what is
shown below.

Open Command Prompt and run the following commands:

mkdir Suserprofile%\esp
cd Zuserprofile%\esp
git clone -b v4.2-betal --recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into $userprofile%\esp\esp-idf.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

Note: Thegit cloneoption -b v4.2-betal tells git to clone the tag in the ESP-IDF repository git clone
corresponding to this version of the documentation.

Note: GitHub’ s “Download zip file” feature does not work with ESP-IDF, a git clone is required. As a
fallback, Stable version can be installed without Git.

Note: Do not miss the ——recursive option. If you have already cloned ESP-IDF without this option, run another
command to get all the submodules:

cd esp-idf
git submodule update —--init

Tools

cmake Download the latest stable release of CMake for Windows and run the installer.

When the installer asks for Install Options, choose either “Add CMake to the system PATH for all users” or “Add
CMake to the system PATH for the current user” .

Ninja build

Note: Ninja currently only provides binaries for 64-bit Windows. It is possible to use CMake and idf . py with
other build tools, such as mingw-make, on 32-bit windows. However this is currently undocumented.

Download the ninja latest stable Windows release from the (download page).

Espressif Systems 8 Release v4.2-betal
Submit Document Feedback


https://www.msys2.org/
https://docs.espressif.com/projects/esp-idf/en/stable/
https://cmake.org/download/
https://ninja-build.org/
https://github.com/ninja-build/ninja/releases
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 2. Get Started

The Ninja for Windows download is a .zip file containing a single ninja . exe file which needs to be unzipped to a
directory which is then added to your Path (or you can choose a directory which is already on your Path).

Python Download the latest Python for Windows installer, and run it.

The “Customise” step of the Python installer gives a list of options. The last option is “Add python.exe to Path”
. Change this option to select “Will be installed” .

Once Python is installed, open a Windows Command Prompt from the Start menu and run the following command:

pip install --user pyserial

Toolchain Setup Download the precompiled Windows toolchain:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_2_0-esp-2020r2-win32.zip

Unzip the zip file to C:\Program Files (or some other location). The zip file contains a single directory
xtensa-esp32s2-elf.

Next, the bin subdirectory of this directory must be added to your Path. For example, the directory to add may be
C:\Program Files\xtensa-esp32s2-elf\bin.

Note: If you already have the MSYS2 environment (for use with the “GNU Make” build system) installed, you
can skip the separate download and add the directory C: \msys32\opt\xtensa-esp32s2-elf\bin to the
Path instead, as the toolchain is included in the MSYS2 environment.

Adding Directory to Path To add any new directory to your Windows Path environment variable:

Open the System control panel and navigate to the Environment Variables dialog. (On Windows 10, this is found
under Advanced System Settings).

Double-click the Path variable (either User or System Path, depending if you want other users to have this directory
on their path.) Go to the end of the value, and append ; <new value>.

Next Steps To carry on with development environment setup, proceed to Step 3. Set up the tools.

Updating ESP-IDF tools on Windows

Install ESP-IDF tools using a script From the Windows Command Prompt, change to the directory where ESP-
IDF is installed. Then run:

install.bat

For Powershell, change to the directory where ESP-IDF is installed. Then run:

install.psl

This will download and install the tools necessary to use ESP-IDF. If the specific version of the tool is already
installed, no action will be taken. The tools are downloaded and installed into a directory specified during ESP-IDF
Tools Installer process. By default, this is C: \Users\username\.espressif.
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Add ESP-IDF tools to PATH using an export script ESP-IDF tools installer creates a Start menu shortcut for
“ESP-IDF Command Prompt” . This shortcut opens a Command Prompt window where all the tools are already
available.

In some cases, you may want to work with ESP-IDF in a Command Prompt window which wasn’ t started using that
shortcut. If this is the case, follow the instructions below to add ESP-IDF tools to PATH.

In the command prompt where you need to use ESP-IDF, change to the directory where ESP-IDF is installed, then
execute export .bat:

cd %userprofile%\espl\esp-idf
export.bat

Alternatively in the Powershell where you need to use ESP-IDF, change to the directory where ESP-IDF is installed,
then execute export .psi:

cd ~/esp/esp-idf
export.psl

When this is done, the tools will be available in this command prompt.

2.5.2 Standard Setup of Toolchain for Linux
Install Prerequisites

To compile with ESP-IDF you need to get the following packages:
e CentOS 7:

sudo yum install git wget flex bison gperf python cmake ninja-build ccache dfu-
—util

Ubuntu and Debian:

sudo apt-get install git wget flex bison gperf python python-pip python-
—setuptools cmake ninja-build ccache libffi-dev libssl-dev dfu-util

Arch:

sudo pacman -S —--needed gcc git make flex bison gperf python-pip cmake ninja.
—ccache dfu-util

Note: CMake version 3.5 or newer is required for use with ESP-IDF. Older Linux distributions may require updating,
enabling of a “backports” repository, or installing of a “cmake3” package rather than “cmake” .

Additional Tips

Permission issues /dev/ttyUSB0 With some Linux distributions you may get the Failed to open port
/dev/ttyUSBO error message when flashing the ESP32-S2. This can be solved by adding the current user to the
dialout group.

Setting up Python 3 as default for Ubuntu and Debian Ubuntu and Debian are still providing Python 2.7 as the
default interpreter but some required packages may be missing for newer distributions. Python 3 is recommended
and can be installed as follows:

sudo apt-get install python3 python3-pip python3-setuptools

Making Python 3 the default interpreter is possible by running:

Espressif Systems 10 Release v4.2-betal
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 2. Get Started

sudo update-alternatives --install /usr/bin/python python /usr/bin/python3 10

Note: This is system-wide change which may affect all of the applications.

Next Steps

To carry on with development environment setup, proceed to Step 2. Get ESP-IDF.

Related Documents

2.5.3 Standard Setup of Toolchain for Mac OS

Install Prerequisites

ESP-IDF will use the version of Python installed by default on macOS.

* install pip:

sudo easy_install pip

* install pyserial:

’pip install --user pyserial ‘

* install CMake & Ninja build:
— If you have HomeBrew, you can run:

’brew install cmake ninja dfu-util ‘

— If you have MacPorts, you can run:

sudo port install cmake ninja dfu-util ‘

— Otherwise, consult the CMake and Ninja home pages for macOS installation downloads.
* It is strongly recommended to also install ccache for faster builds. If you have HomeBrew, this can be done
viabrew install ccacheor sudo port install ccache on MacPorts.

Note: If an error like this is shown during any step:

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

Then you will need to install the XCode command line tools to continue. You can install these by running xcode—
select —--install.

Next Steps

To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .

Related Documents

Setup Toolchain for Mac OS from Scratch
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Package Manager To set up the toolchain from scratch, rather than downloading a pre-compiled toolchain, you
will need to install either the MacPorts or homebrew package manager.

MacPorts needs a full XCode installation, while homebrew only needs XCode command line tools.

See Customized Setup of Toolchain section for some of the reasons why installing the toolchain from scratch may be
necessary.

Install Prerequisites

* install pip:

’sudo easy_install pip

* install pyserial:

’pip install --user pyserial

¢ install CMake & Ninja build:
— If you have HomeBrew, you can run:

’brew install cmake ninja dfu-util

— If you have MacPorts, you can run:

’sudo port install cmake ninja dfu-util

Compile the Toolchain from Source

* Install dependencies:
— with MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget libtool.
—autoconf automake make

with homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget helpZ2man.
—libtool autoconf automake make

Create a case-sensitive filesystem image:

hdiutil create ~/esp/crosstool.dmg -volname "ctng" -size 10g -fs "Case-sensitive.
—HES+"

Mount it:

hdiutil mount ~/esp/crosstool.dmg

Create a symlink to your work directory:

mkdir -p ~/esp
In -s /Volumes/ctng ~/esp/ctng-volume

Go into the newly created directory:

cd ~/esp/ctng-volume

Download crosstool—-NG and build it:
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git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2020r2

git submodule update —--init

./bootstrap && ./configure --enable-local && make

Build the toolchain:

./ct-ng xtensa-esp32s2-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32s2-elf

Toolchain will be built in ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32s2-elf. To
use it, you need to add ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32s2-elf/bin
to PATH environment variable.

Next Steps To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .

Windows Linux Mac OS

2.6 Step 2. Get ESP-IDF

To build applications for the ESP32-S2, you need the software libraries provided by Espressif in ESP-IDF repository.

To get ESP-IDF, navigate to your installation directory and clone the repository with git clone, following in-
structions below specific to your operating system.

Note: This guide uses the directory ~/esp on Linux and macOS or $userprofile%\esp on Windows as
an installation folder for ESP-IDF. You can use any directory, but you will need to adjust paths for the commands
respectively. Keep in mind that ESP-IDF does not support spaces in paths.

2.6.1 Linux and macOS

Open Terminal, and run the following commands:

cd ~/esp
git clone -b v4.2-betal --recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into ~/esp/esp-idf.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.
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2.6.2 Windows

In addition to installing the tools, ESP-IDF Tools Installer for Windows introduced in Step 1 can also download a copy
of ESP-IDF.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

If you wish to download ESP-IDF without the help of ESP-IDF Tools Installer, refer to these instructions.

2.7 Step 3. Set up the tools

Aside from the ESP-IDF, you also need to install the tools used by ESP-IDF, such as the compiler, debugger, Python
packages, etc.

2.7.1 Windows

ESP-IDF Tools Installer for Windows introduced in Step 1 installs all the required tools.

If you want to install the tools without the help of ESP-IDF Tools Installer, open the Command Prompt and follow
these steps:

cd Suserprofile%\esp\esp-idf
install.bat

or with Windows PowerShell

cd ~/esp/esp-idf
./install.psl

2.7.2 Linux and macOS

cd ~/esp/esp-idf
./install.sh

2.7.3 Customizing the tools installation path

The scripts introduced in this step install compilation tools required by ESP-IDF inside the user home directory:
SHOME/ .espressif on Linux and macOS, $USERPROFILES\.espressif on Windows. If you wish to
install the tools into a different directory, set the environment variable IDF_TOOLS_PATH before running the
installation scripts. Make sure that your user account has sufficient permissions to read and write this path.

If changing the IDF_TOOLS_PATH, make sure it is set to the same value every time the Install script (install.
bat, install.psl or install.sh) and an Export script (export .bat, export.psl or export.sh)
are executed.

2.8 Step 4. Set up the environment variables

The installed tools are not yet added to the PATH environment variable. To make the tools usable from the command
line, some environment variables must be set. ESP-IDF provides another script which does that.
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2.8.1 Windows

ESP-IDF Tools Installer for Windows creates an “ESP-IDF Command Prompt” shortcut in the Start Menu. This
shortcut opens the Command Prompt and sets up all the required environment variables. You can open this shortcut
and proceed to the next step.

Alternatively, if you want to use ESP-IDF in an existing Command Prompt window, you can run:

’1u5c:p;ofilc1\esp\espfidf\export.bat

or with Windows PowerShell

’.$KOHE/esp/espfidf/export.psl

2.8.2 Linux and macOS

In the terminal where you are going to use ESP-IDF, run:

SHOME /esp/esp—-idf/export.sh

Note the space between the leading dot and the path!

You can also create an alias for the export script to your .profile or .bash_profile script. This way you can
set up the environment in a new terminal window by typing get_idf:

alias get_idf='. $HOME/esp/esp-idf/export.sh’

Note that it is not recommended to source export . sh from the profile script directly. Doing so activates IDF
virtual environment in every terminal session (even in those where IDF is not needed), defeating the purpose of the
virtual environment and likely affecting other software.

2.9 Step 5. Start a Project

Now you are ready to prepare your application for ESP32-S2. You can start with get-started/hello_world project
from examples directory in IDF.

Copy get-started/hello_world to ~ /e sp directory:

2.9.1 Linux and macOS

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

2.9.2 Windows

cd %userprofile%\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

There is a range of example projects in the examples directory in ESP-IDF. You can copy any project in the same
way as presented above and run it.

It is also possible to build examples in-place, without copying them first.

Important: The ESP-IDF build system does not support spaces in the paths to either ESP-IDF or to projects.
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2.10 Step 6. Connect Your Device

Now connect your ESP32-S2 board to the computer and check under what serial port the board is visible.
Serial ports have the following patterns in their names:

¢ Windows: names like COM1
 Linux: starting with /dev/tty
* macOS: starting with /dev/cu.

If you are not sure how to check the serial port name, please refer to Establish Serial Connection with ESP32-S2 for
full details.

Note: Keep the port name handy as you will need it in the next steps.

2.11 Step 7. Configure

Navigate to your hello_world directory from Step 5. Start a Project, set ESP32-S2 chip as the target and run the
project configuration utility menuconfig.

2.11.1 Linux and macOS

cd ~/esp/hello_world
idf.py set-target esp32s2
idf.py menuconfig

2.11.2 Windows

cd Suserprofile%\esp\hello_world
idf.py set-target esp32s2
idf.py menuconfig

Setting the target with idf . py set-target {IDF_TARGET } should be done once, after opening a new project.
If the project contains some existing builds and configuration, they will be cleared and initialized. The target may be
saved in environment variable to skip this step at all. See Selecting the Target for additional information.

If the previous steps have been done correctly, the following menu appears:

You are using this menu to set up project specific variables, e.g. Wi-Fi network name and password, the processor
speed, etc. Setting up the project with menuconfig may be skipped for ‘“hello_word” . This example will run with
default configuration.

Note: The colors of the menu could be different in your terminal. You can change the appearance with the option
—-style. Please run idf.py menuconfig —-help for further information.

2.12 Step 8. Build the Project

Build the project by running:

idf.py build
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Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>
Security features --->
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

[S] save

ymbol info [/1 Ju symbol
e show-name m gle show-all mode
Lmal config o

Fig. 2: Project configuration - Home window

This command will compile the application and all ESP-IDF components, then it will generate the bootloader, par-
tition table, and application binaries.

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello-world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——-flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello-world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

If there are no errors, the build will finish by generating the firmware binary .bin file.

2.13 Step 9. Flash onto the Device

Flash the binaries that you just built onto your ESP32-S2 board by running:

idf.py -p PORT [-b BAUD] flash

Replace PORT with your ESP32-S2 board’ s serial port name from Step 6. Connect Your Device.

You can also change the flasher baud rate by replacing BAUD with the baud rate you need. The default baud rate is
460800.

For more information on idf.py arguments, see idf.py.
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Note: The option f 1ash automatically builds and flashes the project, so running 1df . py bui1disnot necessary.

2.13.1 Encountered Issues While Flashing?

If you run the given command and see errors such as “Failed to connect” , there might be several reasons for this.
One of the reasons might be issues encountered by esptool . py, the utility that is called by the build system to
reset the chip, interact with the ROM bootloader, and flash firmware. One simple solution to try is manual reset
described below, and if it does not help you can find more details about possible issues in Troubleshooting.

esptool.py resets ESP32-S2 automatically by asserting DTR and RTS control lines of the USB to serial converter
chip, i.e., FTDI or CP210x (for more information, see Establish Serial Connection with ESP32-S2). The DTR and
RTS control lines are in turn connected to GPT0O0 and CHIP_PU (EN) pins of ESP32-S2, thus changes in the voltage
levels of DTR and RTS will boot ESP32-S2 into Firmware Download mode. As an example, check the schematic
for the ESP32 DevKitC development board.

In general, you should have no problems with the official esp-idf development boards. However, esptool.py is
not able to reset your hardware automatically in the following cases:

¢ Your hardware does not have the DTR and RTS lines connected to GPI00 and CIHP_PU
e The DTR and RTS lines are configured differently
¢ There are no such serial control lines at all

Depending on the kind of hardware you have, it may also be possible to manually put your ESP32-S2 board into
Firmware Download mode (reset).

* For development boards produced by Espressif, this information can be found in the respective getting started
guides or user guides. For example, to manually reset an esp-idf development board, hold down the Boot
button (GPI00) and press the EN button (CHIP_PU).

¢ For other types of hardware, try pulling GPTO0 down.

2.13.2 Normal Operation

When flashing, you will see the output log similar to the following:
If there are no issues by the end of the flash process, the board will reboot and start up the “hello_world” application.

If you’ d like to use the Eclipse IDE instead of running idf . py, check out the Eclipse guide.

2.14 Step 10. Monitor

To check if “hello_world” is indeed running, type idf .py —-p PORT monitor (Do not forget to replace PORT
with your serial port name).

This command launches the IDF Monitor application:

$ idf.py -p /dev/ttyUSBO monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello-world.elf"...

—-—— 1idf_monitor on /dev/ttyUSBO 115200 —---

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

After startup and diagnostic logs scroll up, you should see “Hello world!” printed out by the application.
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Hello world!

Restarting in 10 seconds...

This is esp32 chip with 2 CPU cores, WiFi/BT/BLE, silicon revision 1, 2MB external.
—flash

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

To exit IDF monitor use the shortcut Ctr1+].

Note: You can combine building, flashing and monitoring into one step by running:

idf.py -p PORT flash monitor

See also:

* IDF Monitor for handy shortcuts and more details on using IDF monitor.
* idf.py for a full reference of 1df . py commands and options.

That’ s all that you need to get started with ESP32-S2!

Now you are ready to try some other examples, or go straight to developing your own applications.

Important: Some of examples do not support ESP32-S2 because required hardware is not included in ESP32-S2
so it cannot be supported.

If building an example, please check the README file for the Supported Targets table. If this is present
including ESP32-S2 target, or the table does not exist at all, the example will work on ESP32-S2.

2.15 Updating ESP-IDF

You should update ESP-IDF from time to time, as newer versions fix bugs and provide new features. The simplest way
to do the update is to delete the existing esp—idf folder and clone it again, as if performing the initial installation
described in Step 2. Get ESP-IDF.

Another solution is to update only what has changed. The update procedure depends on the version of ESP-IDF you
are using.

After updating ESP-IDF, execute the Install script again, in case the new ESP-IDF version requires different versions
of tools. See instructions at Step 3. Set up the tools.

Once the new tools are installed, update the environment using the Export script. See instructions at Step 4. Set up
the environment variables.

2.16 Related Documents

2.16.1 Establish Serial Connection with ESP32-S2

This section provides guidance how to establish serial connection between ESP32-S2 and PC.
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Connect ESP32-S2 to PC

Connect the ESP32-S2 board to the PC using the USB cable. If device driver does not install automatically, identify
USB to serial converter chip on your ESP32-S2 board (or external converter dongle), search for drivers in internet
and install them.

Below are the links to drivers for ESP32-S2 boards produced by Espressif:

e CP210x: CP210x USB to UART Bridge VCP Drivers
e FTDI: FTDI Virtual COM Port Drivers

The drivers above are primarily for reference. Under normal circumstances, the drivers should be bundled with and
operating system and automatically installed upon connecting one of the listed boards to the PC.

Check port on Windows

Check the list of identified COM ports in the Windows Device Manager. Disconnect ESP32-S2 and connect it back,
to verify which port disappears from the list and then shows back again.

Figures below show serial port for ESP32 DevKitC and ESP32 WROVER KIT

" )

=4 Device Manager = |[= ] =]
File Action View Help
= BE e

a = tdk-kmb-op780
M Computer

sy Disk drives

.. Display adapters

> 4y DVD/CD-ROM drives

E‘E'j Human Interface Devices
g IDE ATA/ATAPI controllers
< Keyboards

}3 Mice and other pointing devices
B Maonitors

-EF Network adapters

4 73" Ports (COM & LPT)

D Processors
-% Sound, video and game controllers

- M Systern devices
- i Universal Serial Bus controllers

Fig. 3: USB to UART bridge of ESP32-DevKitC in Windows Device Manager

Check port on Linux and MacOS

To check the device name for the serial port of your ESP32-S2 board (or external converter dongle), run this command
two times, first with the board / dongle unplugged, then with plugged in. The port which appears the second time is
the one you need:

Linux
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£ 1

=y Device Manager EI@

File Action View Help

= mE HE

4 = tdk-kmb-op780
i -JM Computer

£

by Disk drives

i B Display adapters

b ey DVD/CD-ROM drives

b Eﬁ Human Interface Devices
i £ IDE ATA/ATAPI controllers
- Keyboards

S

[ --ﬂ Mice and octher pointing devices
» I Monitors

b ¥ Metwork adapters

4 73 Ports (COM & LPT)

[ % Sound, video and game controllers
[yl System devices
[ i Universal Serial Bus controllers

Fig. 4: Two USB Serial Ports of ESP-WROVER-KIT in Windows Device Manager
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’ls /dev/tty*

MacOS

’ls /dev/cu.*

Note: MacOS users: if youdon’ tsee the serial port then check you have the USB/serial drivers installed as shown
in the Getting Started guide for your particular development board. For MacOS High Sierra (10.13), you may also
have to explicitly allow the drivers to load. Open System Preferences -> Security & Privacy -> General and check
if there is a message shown here about “System Software from developer --”” where the developer name is Silicon

Labs or FTDI.

Adding user to dialout on Linux

The currently logged user should have read and write access the serial port over USB. On most Linux distributions,
this is done by adding the user to dialout group with the following command:

’sudo usermod —a -G dialout S$USER

on Arch Linux this is done by adding the user to uucp group with the following command:

’sudo usermod —-a -G uucp $SUSER

Make sure you re-login to enable read and write permissions for the serial port.

Verify serial connection

Now verify that the serial connection is operational. You can do this using a serial terminal program. In this example
we will use PUTTY SSH Client that is available for both Windows and Linux. You can use other serial program and
set communication parameters like below.

Run terminal, set identified serial port, baud rate = 115200, data bits = 8, stop bits = 1, and parity = N. Below are
example screen shots of setting the port and such transmission parameters (in short described as 115200-8-1-N) on
Windows and Linux. Remember to select exactly the same serial port you have identified in steps above.

Then open serial port in terminal and check, if you see any log printed out by ESP32-S2. The log contents will depend
on application loaded to ESP32-S2. An example log by ESP32-S2 is shown below.

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_ FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010, 1len:3464

load:0x40078000,1len:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10
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ﬁ PuTTY Configuration
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oo |

Cancel

Fig. 5: Setting Serial Communication in PuTTY on Windows
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to [dev/ttyusBo
Keyboard
Bell

Features
* Window Data bits !

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour
Translation
selection Flow control XOMN/XOFF =
Colours
Fonks

¥ Connection
Data
Proxy
Telnet
Rlegin

* 55H

About % Cancel

Fig. 6: Setting Serial Communication in PUTTY on Linux
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If you can see readable log output, it means serial connection is working and you are ready to proceed with installation
and finally upload of application to ESP32-S2.

Note: For some serial port wiring configurations, the serial RTS & DTR pins need to be disabled in the terminal
program before the ESP32-S2 will boot and produce serial output. This depends on the hardware itself, most devel-
opment boards (including all Espressif boards) do not have this issue. The issue is present if RTS & DTR are wired
directly to the EN & GPIOO pins. See the esptool documentation for more details.

Note: Close serial terminal after verification that communication is working. In the next step we are going to use
a different application to upload a new firmware to ESP32-S2. This application will not be able to access serial port
while it is open in terminal.

If you got here from Step 6. Connect Your Device when installing s/w for ESP32-S2 development, then you can
continue with Step 7. Configure.

2.16.2 Build and Flash with Eclipse IDE

ESP-IDF V4.0 has a new CMake-based build system as the default build system.

There is a new ESP-IDF Eclipse Plugin that works with the CMake-based build system. Please refer to Espressif
IDF Eclipse Plugins IDF for further instructions.

Note: In Espressif IDF Eclipse Plugins, though screenshots are captured from macOS, installation instructions are
applicable for Windows, Linux and macOS.

2.16.3 IDF Monitor

The IDF monitor tool is mainly a serial terminal program which relays serial data to and from the target device’ s
serial port. It also provides some IDF-specific features.

This tool can be launched from an IDF project by running idf .py monitor.
(For the legacy GNU Make system, run make monitor.)

Keyboard Shortcuts

For easy interaction with IDF Monitor, use the keyboard shortcuts given in the table.
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Keyboard Shortcut

Action

Description

Ctrl+] Exit the program
Ctrl+T Menu escape key Press and follow it by one of the
keys given below.
Send the menu character itself to re-
e Ctrl+T
mote
Send the exit character itself to re-
» Ctrl+]
mote
Cirl4P Reset target into bootloader to | Resets the target, into bootloader
trit pause app via RTS line via the RTS line (if connected), so
that the board runs nothing. Useful
when you need to wait for another
device to startup.
Cirl+R Reset target board via RTS Resets the target board and re-starts
i the application via the RTS line (if
connected).
Build and flash the project Pauses idf_monitor to run the
e Ctul+F

project flash target, then re-
sumes idf_monitor. Any changed
source files are recompiled and then
re-flashed. Target encrypted-
flash is run if idf _monitor was
started with argument -E.

e Ctrl+A (or A)

Build and flash the app only

Pauses idf_monitor to run the
app-flash target, then resumes
idf _monitor. Similar to the £lash
target, but only the main app
is built and re-flashed.  Target
encrypted-app-flashisrun
if idf monitor was started with ar-
gument —-E.

Stop/resume log output printing on

Discards all incoming serial data

* Cul+Y screen while activated. Allows to quickly
pause and examine log output with-
out quitting the monitor.

. Ctrl+l Stop/resume log output saved to file | Creates a file in the project directory

and the output is written to that file
until this is disabled with the same
keyboard shortcut (or IDF Monitor
exits).

e Ctrl+H (or H)

Display all keyboard shortcuts

e Ctrl+X (or X)

Exit the program

Any keys pressed, other than Ctr1-] and Ctr1-T, will be sent through the serial port.

IDF-specific features

Automatic Address Decoding Whenever ESP-IDF outputs a hexadecimal code address of the form
0x4 , IDF Monitor uses addr2line to look up the location in the source code and find the function name.

If an ESP-IDF app crashes and panics, a register dump and backtrace is produced, such as the following:
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Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H
—~0x3ffb7e00

A2 : Ox3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H
—0x00000000

A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0

Al0 : 0x00000003 Al1l : 0x00060£f23 Al2 : 0x00060£f20 A13 H
—~0x3ffba6dl

Al4 : 0x00000047 A1S : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d

EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :o
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e¢00 0x400db£f56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40_
—0x400db£f82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF Monitor adds more details to the dump:

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al H-
—0x3ffb7e00

0x400£f360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—~hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 H.
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H.
—0x3ffb7dd0
Al0 : 0x00000003 A1l : 0x00060£23 Al12 : 0x00060£20 A13 H.
—0x3ffba6dl
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400£f360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbf5e:0x3ffb7e40._
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world _main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
«s./hello_world _main.c:33

0x400d071d: main_task at /home/gus/esp/32/idf/components/esp32s2/./cpu_start.c:254

To decode each address, IDF Monitor runs the following command in the background:

xtensa-esp32s2-elf-addr2line -pfiaC —e build/PROJECT.elf ADDRESS

Launching GDB with GDBStub By default, if esp-idf crashes, the panic handler prints relevant registers and the
stack dump (similar to the ones above) over the serial port. Then it resets the board.
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Optionally, the panic handler can be configured to run GDBStub, the tool which can communicate with GDB project
debugger. GDBStub allows to read memory, examine call stack frames and variables, etc. It is not as versatile as
JTAG debugging, but this method does not require any special hardware.

To enable GDBStub, open the project configuration menu (idf.py  menuconfig) and set CON-
FIG_ESP_SYSTEM PANIC to Invoke GDBStub.

In this case, if the panic handler is triggered, as soon as IDF Monitor sees that GDBStub has loaded, it automatically
pauses serial monitoring and runs GDB with necessary arguments. After GDB exits, the board is reset via the RTS
serial line. If this line is not connected, please reset the board manually by pressing its Reset button.

In the background, IDF Monitor runs the following command:

xtensa-esp32s2-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip®

Output Filtering IDF monitor can be invoked as idf.py monitor --print-filter="xyz", where
——print-filter is the parameter for output filtering. The default value is an empty string, which means that
everything is printed.

Restrictions on what to print can be specified as a series of <tag>:<log_level> items where <tag> is the tag
string and <1og_level> is a character from the set {N, E, W, I, D, V, *} referringto alevel for logging.

For example, PRINT_FILTER="tagl:W" matches and prints only the outputs written with
ESP_LOGW ("tagl", ...) or at lower verbosity level, i.e. ESP_LOGE ("tagl", ...). Not speci-
fyinga <log_level> or using * defaults to Verbose level.

Note: Use primary logging to disable at compilation the outputs you do not need through the logging library. Output
filtering with IDF monitor is a secondary solution which can be useful for adjusting the filtering options without
recompiling the application.

Your app tags must not contain spaces, asterisks *, and semicolons : to be compatible with the output filtering
feature.

If the last line of the output in your app is not followed by a carriage return, the output filtering might get confused, i.e.,
the monitor starts to print the line and later finds out that the line should not have been written. This is a known issue
and can be avoided by always adding a carriage return (especially when no output follows immediately afterwards).

Examples Of Filtering Rules:

e * can be used to match any tags. However, the string PRINT_FILTER="*:I tagl:E" with regards to
tagl prints errors only, because the rule for tagl has a higher priority over the rule for *.

 The default (empty) rule is equivalent to * : V because matching every tag at the Verbose level or lower means
matching everything.

e "*:N" suppresses not only the outputs from logging functions, but also the prints made by print £, etc. To
avoid this, use * : E or a higher verbosity level.

e Rules "tagl:V", "tagl:v", "tagl:", "tagl:*",and "tagl" are equivalent.

e Rule "tagl:W tagl:E" isequivalentto "tagl:E" because any consequent occurrence of the same tag
name overwrites the previous one.

* Rule "tagl:I tag2:W" only prints tagl at the Info verbosity level or lower and t ag2 at the Warning
verbosity level or lower.

* Rule "tagl:I tag2:W tag3:N" is essentially equivalent to the previous one because tag3 : N specifies
that t ag3 should not be printed.

e tag3:Nintherule "tagl:I tag2:W tag3:N *:V" is more meaningful because without tag3 : N the
tag3 messages could have been printed; the errors for tagl and tag2 will be printed at the specified (or
lower) verbosity level and everything else will be printed by default.
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A More Complex Filtering Example The following log snippet was acquired without any filtering options:

load:0x40078000,1len:13564
entry 0x40078d4c

E (31) esp_image: image at 0x30000 has invalid magic byte

W (31) esp_image: image at 0x30000 has invalid SPI mode 255

E (39) boot: Factory app partition is not bootable

I (568) cpu_start: Pro cpu up.

I (569) heap_init: Initializing. RAM available for dynamic allocation:

I (603) cpu_start: Pro cpu start user code

D (309) light_driver: [light_init, 74]:status: 1, mode: 2

D (318) vfs: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID.
)

I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

The captured output for the filtering options PRINT_FILTER="wifi esp_image:E light_driver:I"
is given below:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

The options ~ "PRINT_FILTER="light_driver:D esp_image:N boot:N cpu_start:N
vEs:N wifi:N *:V" show the following output:

load:0x40078000,1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

Known Issues with IDF Monitor

Issues Observed on Windows

« If in the Windows environment you receive the error “winpty: command not found”, fix it by running pacman
-S winpty.

* Arrow keys, as well as some other keys, do not work in GDB due to Windows Console limitations.

¢ QOccasionally, when “idf.py” or “make” exits, it might stall for up to 30 seconds before IDF Monitor resumes.

e When “gdb” is run, it might stall for a short time before it begins communicating with the GDBStub.

2.16.4 Customized Setup of Toolchain

Instead of downloading binary toolchain from Espressif website (see Step 3. Set up the tools) you may build the
toolchain yourself.

If you can’ t think of a reason why you need to build it yourself, then probably it’ s better to stick with the binary
version. However, here are some of the reasons why you might want to compile it from source:

¢ if you want to customize toolchain build configuration

* if you want to use a different GCC version (such as 4.8.5)
* if you want to hack gcc or newlib or libstdc++

« if you are curious and/or have time to spare

e if youdon’ t trust binaries downloaded from the Internet

In any case, here are the instructions to compile the toolchain yourself.
Setup Linux Toolchain from Scratch
The following instructions are alternative to downloading binary toolchain from Espressif website. To quickly setup

the binary toolchain, instead of compiling it yourself, backup and proceed to section Standard Setup of Toolchain for
Linux.
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Note: The reason you might need to build your own toolchain is to solve the Y2K38 problem (time_t expand to 64
bits instead of 32 bits).

Install Prerequisites To compile with ESP-IDF you need to get the following packages:
e CentOS 7:

sudo yum install git wget ncurses-devel flex bison gperf python pyserial.
—python-pyelftools cmake ninja-build ccache dfu-util

Ubuntu and Debian:

sudo apt-get install git wget libncurses-dev flex bison gperf python python-
—pilp python-setuptools python-serial python-click python-cryptography python-
—future python-pyparsing python-pyelftools cmake ninja-build ccache libffi-
—~dev libssl-dev dfu-util

Arch:

sudo pacman -S --needed gcc git make ncurses flex bison gperf python-pyserial.
—python-click python-cryptography python-future python-pyparsing python-
—pyelftools cmake ninja ccache dfu-util

Note: CMake version 3.5 or newer is required for use with ESP-IDF. Older Linux distributions may require updating,
enabling of a “backports” repository, or installing of a “cmake3” package rather than “cmake” .

Compile the Toolchain from Source

* Install dependencies:
— CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python python-devel.
—automake bison flex texinfo help2man libtool make

— Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—dev automake bison flex texinfo helpZ2man libtool make

— Ubuntu 16.04 or newer:

sudo apt-get install gawk gperf grep gettext python python-dev automake.
—bison flex texinfo help2man libtool libtool-bin make

— Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—dev automake bison flex texinfo help2man libtool libtool-bin make

— Arch:

TODO

Create the working directory and go into it:

mkdir -p ~/esp
cd ~/esp

Download crosstool—-NG and build it:
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git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2020r2

git submodule update —--init

./bootstrap && ./configure —--enable-local && make

Note: To create a toolchain with support for 64-bit time_t, you need to remove the ——enable-newlib-long-
time_t option from the crosstool-NG/samples/xtensa-esp32-elf/crosstool.config file in
33 and 43 lines.

Build the toolchain:

./ct-ng xtensa-esp32s2-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32s2-elf

Toolchain will be built in ~/esp/crosstool-NG/builds/xtensa-esp32s2-elf.

Add Toolchain to PATH The custom toolchain needs to be copied to a binary directory and added to the PATH.
Choose a directory, for example ~/esp/xtensa-esp32s2-elf/, and copy the build output to this directory.

To use it, you will need to update your PATH environment variable in ~/.profile file. To make xtensa-
esp32s2-elf available for all terminal sessions, add the following line to your ~/ .profile file:

export PATH="$HOME/esp/xtensa-esp32s2-elf/bin:SPATH"

Note: If you have /bin/bash set as login shell, and both .bash_profile and .profile exist, then update
.bash_profile instead. In CentOS, alias should setin .bashrec.

Log off and log in back to make the . profile changes effective. Run the following command to verify if PATH
is correctly set:

printenv PATH

You are looking for similar result containing toolchain’ s path at the beginning of displayed string:

$ printenv PATH
/home/user-name/esp/xtensa-esp32s2-elf/bin:/home/user-name/bin:/home/user—-name/ .
—local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/
—games:/usr/local/games:/snap/bin

Instead of /home/user—name there should be a home path specific to your installation.

Next Steps To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .
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API Reference

3.1 Networking APIs

3.1.1 Wi-Fi
Wi-Fi

Introduction The WiFi libraries provide support for configuring and monitoring the ESP32-S2 WiFi networking
functionality. This includes configuration for:

« Station mode (aka STA mode or WiFi client mode). ESP32-S2 connects to an access point.

¢ AP mode (aka Soft-AP mode or Access Point mode). Stations connect to the ESP32-S2.

¢ Combined AP-STA mode (ESP32-S2 is concurrently an access point and a station connected to another access
point).

* Various security modes for the above (WPA, WPA2, WEP, etc.)

» Scanning for access points (active & passive scanning).

¢ Promiscuous mode for monitoring of IEEE802.11 WiFi packets.

Application Examples The wifi directory of ESP-IDF examples contains the following applications:
Code examples for Wi-Fi are provided in the wifi directory of ESP-IDF examples.

In addition, there is a simple esp-idf-template application to demonstrate a minimal IDF project structure.
API Reference

Header File

* esp_wifi/include/esp_wifi.h

Functions

esp_err_tesp_wifi_init (const wifi_init_config_t *config)
Init WiFi Alloc resource for WiFi driver, such as WiFi control structure, RX/TX buffer, WiFi NVS structure
etc, this WiFi also start WiFi task.

Attention 1. This API must be called before all other WiFi API can be called

Attention 2. Always use WIFI_INIT_CONFIG_DEFAULT macro to init the config to default values, this
can guarantee all the fields got correct value when more fields are added into wifi_init_config_t in fu-
ture release. If you want to set your owner initial values, overwrite the default values which are set by
WIFI_INIT_CONFIG_DEFAULT, please be notified that the field ‘magic’ of wifi_init_config_t should
always be WIFI_INIT_CONFIG_MAGIC!

33


https://github.com/espressif/esp-idf/tree/v4.2-beta1/examples/wifi
https://github.com/espressif/esp-idf/tree/v4.2-beta1/examples/wifi
https://github.com/espressif/esp-idf-template
https://github.com/espressif/esp-idf/blob/v4.2-beta1/components/esp_wifi/include/esp_wifi.h

Chapter 3. API Reference

Return
e ESP_OK: succeed
e ESP_ERR_NO_MEM: out of memory
e others: refer to error code esp_err.h
Parameters
e config: pointer to WiFi init configuration structure; can point to a temporary variable.
esp_err_tesp_wifi_deinit (void)
Deinit WiFi Free all resource allocated in esp_wifi_init and stop WiFi task.

Attention 1. This API should be called if you want to remove WiFi driver from the system
Return

* ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_mode (wifi_mode_t mode)
Set the WiFi operating mode.

Set the WiFi operating mode as station, soft-AP or station+soft-AP, The default mode is soft-AP mode.

Return
¢ ESP_OK: succeed
¢ ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
¢ ESP_ERR_INVALID_ARG: invalid argument
* others: refer to error code in esp_err.h
Parameters
* mode: WiFi operating mode

esp_err_t esp_wifi_get_mode (wifi_mode_t *mode)
Get current operating mode of WiFi.

Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
Parameters
¢ [out] mode: store current WiFi mode

esp_err_t esp_wifi_start (void)
Start WiFi according to current configuration If mode is WIFI_MODE_STA, it create station control block
and start station If mode is WIFI_MODE_AP, it create soft-AP control block and start soft-AP If mode is
WIFI_ MODE_APSTA, it create soft-AP and station control block and start soft-AP and station.

Return
¢ ESP_OK: succeed
ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
¢ ESP_ERR_INVALID_ARG: invalid argument
¢ ESP_ERR_NO_MEM: out of memory
ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
ESP_FAIL: other WiFi internal errors

esp_err_t esp_wifi_stop (void)
Stop WiFi If mode is WIFI_MODE_STA, it stop station and free station control block If mode is
WIFI_MODE_AP, it stop soft-AP and free soft-AP control block If mode is WIFI_MODE_APSTA, it stop
station/soft-AP and free station/soft-AP control block.

Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_restore (void)
Restore WiFi stack persistent settings to default values.

This function will reset settings made using the following APIs:

¢ esp_wifi_get_auto_connect,
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* esp_wifi_set_protocol,
* esp_wifi_set_config related
e esp_wifi_set_mode

Return
« ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_connect (void)
Connect the ESP32 WiFi station to the AP.

Attention 1. This API only impact WIFI_MODE_STA or WIFI_MODE_APSTA mode

Attention 2. If the ESP32 is connected to an AP, call esp_wifi_disconnect to disconnect.

Attention 3. The scanning triggered by esp_wifi_start_scan() will not be effective until connection between
ESP32 and the AP is established. If ESP32 is scanning and connecting at the same time, ESP32 will abort
scanning and return a warning message and error number ESP_ ERR_WIFI_STATE. If you want to do re-
connection after ESP32 received disconnect event, remember to add the maximum retry time, otherwise
the called scan will not work. This is especially true when the AP doesn’ t exist, and you still try reconnec-
tion after ESP32 received disconnect event with the reason code WIFI_ REASON_NO_AP_FOUND.

Return

e ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

« ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
e ESP_ERR_WIFI_SSID: SSID of AP which station connects is invalid

esp_err_t esp_wifi_disconnect (void)
Disconnect the ESP32 WiFi station from the AP.

Return
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi was not initialized by esp_wifi_init
e ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
« ESP FAIL: other WiFi internal errors

esp_err_tesp_wifi_clear_fast_connect (void)
Currently this API is just an stub AP

Return
e ESP_OK: succeed
 others: fail

esp_err_t esp_wifi_deauth_sta (uintl6_t aid)
deauthenticate all stations or associated id equals to aid

Return
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
¢ ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
e ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_MODE: WiFi mode is wrong
Parameters
¢ aid: when aid is 0, deauthenticate all stations, otherwise deauthenticate station whose associated id
is aid
esp_err_t esp_wifi_scan_start (const wifi_scan_config_t *config, bool block)
Scan all available APs.

Attention If this API is called, the found APs are stored in WiFi driver dynamic allocated memory and the
will be freed in esp_wifi_scan_get_ap_records, so generally, call esp_wifi_scan_get_ap_records to cause
the memory to be freed once the scan is done

Attention The values of maximum active scan time and passive scan time per channel are limited to 1500
milliseconds. Values above 1500ms may cause station to disconnect from AP and are not recommended.

Return
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* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
o ESP_ERR_WIFI_TIMEOUT: blocking scan is timeout
e ESP_ERR_WIFI_STATE: wifi still connecting when invoke esp_wifi_scan_start
* others: refer to error code in esp_err.h
Parameters
* config: configuration of scanning
¢ block: if block is true, this API will block the caller until the scan is done, otherwise it will return
immediately

esp_err_t esp_wifi_scan_stop (void)
Stop the scan in process.

Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

esp_err_t esp_wifi_scan_get_ap_num (uintl6_t *number)
Get number of APs found in last scan.

Attention This API can only be called when the scan is completed, otherwise it may get wrong value.
Return

¢ ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start

¢ ESP_ERR_INVALID_ARG: invalid argument
Parameters

e [out] number: store number of APIs found in last scan

esp_err_t esp_wifi_scan_get_ap_records (uintl6_t *number, wifi_ap_record_t *ap_records)
Get AP list found in last scan.

Return
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
e ESP_ERR_INVALID_ARG: invalid argument
¢ ESP_ERR_NO_MEM: out of memory
Parameters
e [inout] number: As input param, it stores max AP number ap_records can hold. As output
param, it receives the actual AP number this API returns.
e ap_records: wifi_ap_record_t array to hold the found APs

esp_err_t esp_wifi_sta_get_ap_info (wifi_ap_record_t *ap_info)
Get information of AP which the ESP32 station is associated with.

Return
e ESP_OK: succeed
« ESP_ERR_WIFI_CONN: The station interface don’ t initialized
« ESP_ERR_WIFI_NOT_CONNECT: The station is in disconnect status
Parameters
e ap_info: the wifi_ap_record_t to hold AP information sta can get the connected ap’ s phy mode
info through the struct member phy_11b, phy_11g, phy_11n, phy_lrin the wifi_ap_record_t struct.
For example, phy_11b = 1 imply that ap support 802.11b mode

esp_err_t esp_wifi_set_ps (wifi_ps_type_t type)
Set current WiFi power save type.

Attention Default power save type is WIFI_PS_MIN_MODEM.
Return ESP_OK: succeed
Parameters
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* type: power save type

esp_err_t esp_wifi_get_ps (wifi_ps_type_t *type)
Get current WiFi power save type.

Attention Default power save type is WIFI_PS_MIN_MODEM.
Return ESP_OK: succeed
Parameters

e [out] type: store current power save type

esp_err_t esp_wifi_set_protocol (wifi_interface_t ifx, uint8_t protocol_bitmap)
Set protocol type of specified interface The default protocol is (WIFI_PROTOCOL_11BIWIFI_PROTOCOL_11GIWIFI_PROT

Attention Currently we only support 802.11b or 802.11bg or 802.11bgn mode
Return
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
« ESP _ERR_WIFI_IF: invalid interface
* others: refer to error codes in esp_err.h
Parameters
e ifx: interfaces
* protocol_bitmap: WiFi protocol bitmap

esp_err_t esp_wifi_get_protocol (wifi_interface_t ifx, uint8_t *protocol_bitmap)
Get the current protocol bitmap of the specified interface.

Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
« ESP_ERR_WIFI_IF: invalid interface
* ESP_ERR_INVALID_ARG: invalid argument
* others: refer to error codes in esp_err.h
Parameters
e ifx: interface
e [out] protocol_bitmap: store current WiFi protocol bitmap of interface ifx

esp_err_t esp_wifi_set_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t bw)
Set the bandwidth of ESP32 specified interface.

Attention 1. API return false if try to configure an interface that is not enabled
Attention 2. WIFI_BW_HT40 is supported only when the interface support 11N
Return

¢ ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_IF: invalid interface

¢ ESP_ERR_INVALID_ARG: invalid argument

* others: refer to error codes in esp_err.h
Parameters

* 1ifx: interface to be configured

¢ bw: bandwidth

esp_err_t esp_wifi_get_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t *bw)
Get the bandwidth of ESP32 specified interface.

Attention 1. API return false if try to get a interface that is not enable
Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
« ESP_ERR_WIFI_IF: invalid interface
e ESP_ERR_INVALID_ARG: invalid argument
Parameters
* 1fx: interface to be configured
e [out] bw: store bandwidth of interface ifx
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esp_err_t esp_wifi_set_channel (uint8_t primary, wifi_second_chan_t second)
Set primary/secondary channel of ESP32.

Attention 1. This API should be called after esp_wifi_start()
Attention 2. When ESP32 is in STA mode, this API should not be called when STA is scanning or connecting
to an external AP
Attention 3. When ESP32 is in softAP mode, this API should not be called when softAP has connected to
external STAs
Attention 4. When ESP32 is in STA+softAP mode, this API should not be called when in the scenarios
described above
Return
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
e ESP_ERR_INVALID_ARG: invalid argument
Parameters
e primary: for HT20, primary is the channel number, for HT40, primary is the primary channel
* second: for HT20, second is ignored, for HT40, second is the second channel

esp_err_t esp_wifi_get_channel (uint8_t *primary, wifi_second_chan_t *second)
Get the primary/secondary channel of ESP32.

Attention 1. API return false if try to get a interface that is not enable
Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
Parameters
e primary: store current primary channel
e [out] second: store current second channel

esp_err_t esp_wifi_set_country (const wifi_country_t *country)
configure country info

Attention 1. The default country is {.cc=” CN” , .schan=1, .nchan=13, pol-
icy=WIFI_COUNTRY_POLICY_AUTO}

Attention 2. When the country policy is WIFI_COUNTRY_POLICY_AUTO, the country info of the AP to
which the station is connected is used. E.g. if the configured country info is {.cc=” USA” , .schan=1,
.nchan=11} and the country info of the AP to which the station is connected is {.cc=" JP” , .schan=1,
.nchan=141} then the country info that will be used is {.cc=" JP” , .schan=1, .nchan=14}. If the station
disconnected from the AP the country info is set back back to the country info of the station automatically,
{.cc=" US” , .schan=1, .nchan=11} in the example.

Attention 3. When the country policy is WIFI_COUNTRY_POLICY_MANUAL, always use the configured
country info.

Attention 4. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is changed also.

Attention 5. The country configuration is stored into flash.

Attention 6. This API doesn’ t validate the per-country rules, it’ s up to the user to fill in all fields according
to local regulations.

Attention 7. When this API is called, the PHY init data will switch to the PHY init data type corresponding
to the country info.

Return

e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
Parameters
e country: the configured country info

esp_err_t esp_wifi_get_country (wifi_country_t *country)
get the current country info

Return
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* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
Parameters
e country: country info

esp_err_t esp_wifi_set_mac (wifi_interface_t ifx, const uint8_t mac[6])
Set MAC address of the ESP32 WiFi station or the soft-AP interface.

Attention 1. This API can only be called when the interface is disabled
Attention 2. ESP32 soft-AP and station have different MAC addresses, do not set them to be the same.
Attention 3. The bit O of the first byte of ESP32 MAC address can not be 1. For example, the MAC address
can set to be “1a:XX:XX:XX:XX:XX” , but can not be “15:XX:XX:XX:XX:XX" .
Return
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
¢ ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_WIFIL_IF: invalid interface
e« ESP_ERR_WIFI_MAC: invalid mac address
e ESP_ERR_WIFI_MODE: WiFi mode is wrong
* others: refer to error codes in esp_err.h
Parameters
e ifx: interface
¢ mac: the MAC address

esp_err_t esp_wifi_get_mac (wifi_interface_t ifx, uint8_t mac[6])
Get mac of specified interface.

Return
« ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_IF: invalid interface
Parameters
e ifx: interface
e [out] mac: store mac of the interface ifx

esp_err_t esp_wifi_set_promiscuous_rx_cb (wifi_promiscuous_cb_t cb)
Register the RX callback function in the promiscuous mode.

Each time a packet is received, the registered callback function will be called.

Return

¢ ESP_OK: succeed

¢ ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
Parameters

¢ cb: callback

esp_err_t esp_wifi_set_promiscuous (bool en)
Enable the promiscuous mode.

Return

« ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
Parameters

e en: false - disable, true - enable

esp_err_t esp_wifi_get_promiscuous (bool *en)
Get the promiscuous mode.

Return
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
¢ ESP_ERR_INVALID_ARG: invalid argument
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Parameters
e [out] en: store the current status of promiscuous mode

esp_err_t esp_wifi_set_promiscuous_filter (const wifi_promiscuous_filter_t *filter)
Enable the promiscuous mode packet type filter.

Note The default filter is to filter all packets except WIFI_PKT_MISC
Return

¢ ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
Parameters

e filter: the packet type filtered in promiscuous mode.

esp_err_t esp_wifi_get_promiscuous_filter (wifi_promiscuous_filter_t *filter)
Get the promiscuous filter.

Return
« ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
Parameters
e [out] filter: store the current status of promiscuous filter

esp_err_t esp_wifi_set_promiscuous_ctrl_filter (const wifi_promiscuous_filter_t *filter)
Enable subtype filter of the control packet in promiscuous mode.

Note The default filter is to filter none control packet.
Return

e ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
Parameters

» filter: the subtype of the control packet filtered in promiscuous mode.

esp_err_t esp_wifi_get_promiscuous_ctrl_filter (wifi_promiscuous_filter_t *filter)
Get the subtype filter of the control packet in promiscuous mode.

Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
o ESP_ERR_WIFI_ARG: invalid argument
Parameters
e [out] filter: store the current status of subtype filter of the control packet in promiscuous
mode

esp_err_t esp_wifi_set_config (wifi_interface_t interface, wifi_config_t *conf)
Set the configuration of the ESP32 STA or AP.

Attention 1. This API can be called only when specified interface is enabled, otherwise, API fail
Attention 2. For station configuration, bssid_set needs to be 0; and it needs to be 1 only when users need to
check the MAC address of the AP.
Attention 3. ESP32 is limited to only one channel, so when in the soft-AP+station mode, the soft-AP will
adjust its channel automatically to be the same as the channel of the ESP32 station.
Return
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_IF: invalid interface
« ESP_ERR_WIFI_MODE: invalid mode
¢ ESP_ERR_WIFI_PASSWORD: invalid password
e« ESP_ERR_WIFI_NVS: WiFi internal NVS error
* others: refer to the erro code in esp_err.h
Parameters
e interface: interface
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e conf: station or soft-AP configuration

esp_err_t esp_wifi_get_config (wifi_interface_t interface, wifi_config_t *conf)
Get configuration of specified interface.

Return
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_IF: invalid interface
Parameters
e interface: interface
e [out] conf: station or soft-AP configuration

esp_err_tesp_wifi_ap_get_sta_list (wifi_sta_list_t *sta)
Get STAs associated with soft-AP.

Attention SSC only API
Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
¢ ESP_ERR_WIFI_MODE: WiFi mode is wrong
« ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid
Parameters
e [out] sta: station list ap can get the connected sta’ s phy mode info through the struct member
phy_11b, phy_11g, phy_11n, phy_lIr in the wifi_sta_info_t struct. For example, phy_11b =1 imply
that sta support 802.11b mode

esp_err_tesp_wifi_ap_get_sta_aid (const uint8_t mac[6], uint16_t *aid)
Get AID of STA connected with soft-AP.

Return

e ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

¢ ESP_ERR_INVALID_ARG: invalid argument

e ESP_ERR_NOT_FOUND: Requested resource not found

e ESP_ERR_WIFI_MODE: WiFi mode is wrong
ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid
Parameters

e mac: STA’ s mac address

* [out] aid: Store the AID corresponding to STA mac

esp_err_t esp_wifi_set_storage (wifi_storage_t storage)
Set the WiFi API configuration storage type.

Attention 1. The default value is WIFI_STORAGE_FLASH
Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
Parameters
* storage: : storage type

esp_err_t esp_wifi_set_vendor_ie (bool enable, wifi_vendor_ie_type_t type, wifi_vendor_ie_id_t

idx, const void *vnd_ie)
Set 802.11 Vendor-Specific Information Element.

Return
e ESP_OK: succeed
¢ ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init()
¢ ESP_ERR_INVALID_ARG: Invalid argument, including if first byte of vnd_ie is not
WIFI_VENDOR_IE_ELEMENT_ID (0xDD) or second byte is an invalid length.
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¢ ESP_ERR_NO_MEM: Out of memory
Parameters

e enable: If true, specified IE is enabled. If false, specified IE is removed.

* type: Information Element type. Determines the frame type to associate with the IE.

¢ idx: Index to set or clear. Each IE type can be associated with up to two elements (indices 0 & 1).

e vnd_ie: Pointer to vendor specific element data. First 6 bytes should be a header with fields
matching vendor_ie_data_t. If enable is false, this argument is ignored and can be NULL. Data
does not need to remain valid after the function returns.

esp_err_t esp_wifi_set_vendor_ie_cb (esp_vendor_ie_cb_t cb, void *ctx)
Register Vendor-Specific Information Element monitoring callback.

Return

e ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
Parameters

¢ cb: Callback function

» ctx: Context argument, passed to callback function.

esp_err_t esp_wifi_set_max_tx_power (int8_t power)
Set maximum transmitting power after WiFi start.

Attention 1. Maximum power before wifi startup is limited by PHY init data bin.
Attention 2. The value set by this API will be mapped to the max_tx_power of the structure wifi_country_t
variable.
Attention 3. Mapping Table {Power, max_tx_power} = {{8, 2}, {20, 5}, {28, 7}, {34, 8}, {44, 11}, {52,
13}, {56, 14}, {60, 15}, {66, 16}, {72, 18}, {78, 20}}.
Attention 4. Param power unit is 0.25dBm, range is [8, 78] corresponding to 2dBm - 20dBm.
Attention 5. Relationship between set value and actual value. As follows: + + —+ | set value |
actual value | + + +1[8,19] 1 8 | +——+———+1[20,27] 120
| + + —+ 1 [28, 331128 | + + —+ 134,431 134 | + + —+ | [44,
5111441+ + —+ 1 [52,55] 1521+ + —+ 1 [56,59] 1561 + + —
+1[60, 651160 | + +——+ 1 [66, 711166 | + + —+ 1 [72, 771172 | + +
—+ 178178 1 + +—+
Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_NOT_START: WiFi is not started by esp_wifi_start
« ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is out of range
Parameters
* power: Maximum WiFi transmitting power.

esp_err_t esp_wifi_get_max_tx_power (int8_t *power)
Get maximum transmiting power after WiFi start.

Return
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
o ESP_ERR_WIFI_NOT_START: WiFi is not started by esp_wifi_start
o ESP_ERR_WIFI_ARG: invalid argument

Parameters
* power: Maximum WiFi transmitting power, unit is 0.25dBm.

esp_err_t esp_wifi_set_event_mask (uint32_t mask)
Set mask to enable or disable some WiFi events.

Attention 1. Mask can be created by logical OR of various WIFI_EVENT_MASK _ constants. Events which
have corresponding bit set in the mask will not be delivered to the system event handler.

Attention 2. Default WiFi event mask is WIFI_EVENT_MASK_AP_PROBEREQRECVED.

Attention 3. There may be lots of stations sending probe request data around. Don’ t unmask this event
unless you need to receive probe request data.

Return
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* ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
Parameters

¢ mask: WiFi event mask.

esp_err_t esp_wifi_get_event_mask (uint32_t *mask)
Get mask of WiFi events.

Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
¢ ESP_ERR_WIFI_ARG: invalid argument
Parameters
¢ mask: WiFi event mask.

esp_err_t esp_wifi_80211_tx (wifi_interface_t ifx, const void *buffer, int len, bool en_sys_seq)
Send raw ieee80211 data.

Attention Currently only support for sending beacon/probe request/probe response/action and non-QoS data
frame
Return
e ESP_OK: success
¢ ESP_ERR_WIFI_IF: Invalid interface
e ESP_ERR_INVALID_ARG: Invalid parameter
¢ ESP_ERR_WIFI_NO_MEM: out of memory
Parameters
e i fx: interface if the Wi-Fi mode is Station, the ifx should be WIFI_IF_STA. If the Wi-Fi mode
is SoftAP, the ifx should be WIFIL_IF_AP. If the Wi-Fi mode is Station+SoftAP, the ifx should be
WIFI_IF_STA or WIFI_IF_AP. If the ifx is wrong, the API returns ESP_ERR_WIFI_IF.
e buffer: raw ieee80211 buffer
¢ len: the length of raw buffer, the len must be <= 1500 Bytes and >= 24 Bytes
* en_sys_seq: indicate whether use the internal sequence number. If en_sys seq is false, the
sequence in raw buffer is unchanged, otherwise it will be overwritten by WiFi driver with the system
sequence number. Generally, if esp_wifi_80211_tx is called before the Wi-Fi connection has been
set up, both en_sys_seq==true and en_sys_seq==false are fine. However, if the API is called after
the Wi-Fi connection has been set up, en_sys_seq must be true, otherwise ESP_ERR_WIFI_ARG
is returned.

esp_err_tesp_wifi_set_csi_rx_cb (wifi_csi_cb_t cb, void *ctx)
Register the RX callback function of CSI data.

Each time a CSI data is received, the callback function will be called.

Return

e ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
Parameters

e cb: callback

e ctx: context argument, passed to callback function

esp_err_t esp_wifi_set_csi_config (const wifi_csi_config_t *config)
Set CSI data configuration.

return

¢ ESP_OK: succeed

* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_NOT_START: WiFi is not started by esp_wifi_start or promiscuous mode is not en-
abled

e ESP_ERR_INVALID_ARG: invalid argument

Parameters
* config: configuration

Espressif Systems 43 Release v4.2-betal
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

esp_err_t esp_wifi_set_csi (bool en)
Enable or disable CSI.

return

e ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_WIFI_NOT_START: WiFi is not started by esp_wifi_start or promiscuous mode is not en-
abled

¢ ESP_ERR_INVALID_ARG: invalid argument

Parameters
e en: true - enable, false - disable

esp_err_tesp_wifi_set_ant_gpio (const wifi_ant_gpio_config_t *config)
Set antenna GPIO configuration.

Return

« ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

* ESP_ERR_WIFI_ARG: Invalid argument, e.g. parameter is NULL, invalid GPIO number etc
Parameters

* config: Antenna GPIO configuration.

esp_err_t esp_wifi_get_ant_gpio (wifi_ant_gpio_config_t *config)
Get current antenna GPIO configuration.

Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
« ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is NULL
Parameters
* config: Antenna GPIO configuration.

esp_err_t esp_wifi_set_ant (const wifi_ant_config_t *config)
Set antenna configuration.

Return
¢ ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: Invalid argument, e.g. parameter is NULL, invalid antenna mode or invalid
GPIO number
Parameters
e config: Antenna configuration.

esp_err_t esp_wifi_get_ant (wifi_ant_config_t *config)
Get current antenna configuration.

Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is NULL
Parameters
¢ config: Antenna configuration.

int64_tesp_wifi_get_tsf_time (wifi_interface_t interface)
Get the TSF time In Station mode or SoftAP+Station mode if station is not connected or station doesn’ t
receive at least one beacon after connected, will return O.

Attention Enabling power save may cause the return value inaccurate, except WiFi modem sleep
Return O or the TSF time
Parameters

e interface: The interface whose tsf_time is to be retrieved.
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esp_err_tesp_wifi_set_inactive_time (wifi_interface_t ifx, uint16_t sec)
Set the inactive time of the ESP32 STA or AP.

Attention 1. For Station, If the station does not receive a beacon frame from the connected SoftAP during
the inactive time, disconnect from SoftAP. Default 6s.
Attention 2. For SoftAP, If the softAP doesn’ t receive any data from the connected STA during inactive
time, the softAP will force deauth the STA. Default is 300s.
Attention 3. The inactive time configuration is not stored into flash
Return
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
« ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
¢ ESP_ERR_WIFI_ARG: invalid argument, For Station, if sec is less than 3. For SoftAP, if sec is
less than 10.
Parameters
¢ ifx: interface to be configured.
¢ sec: Inactive time. Unit seconds.

esp_err_tesp_wifi_get_inactive_time (wifi_interface_t ifx, uint16_t *sec)
Get inactive time of specified interface.

Return
« ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
o ESP_ERR_WIFI_ARG: invalid argument
Parameters
* 1fx: Interface to be configured.
¢ sec: Inactive time. Unit seconds.

Structures
struct wifi_init_config_t
WiFi stack configuration parameters passed to esp_wifi_init call.

Public Members
system_event_handler_t event_handler
WiFi event handler

wifi_osi_funcs_t *osi_funcs
WiFi OS functions

wpa_crypto_funcs_t wpa_crypto_funcs
WiFi station crypto functions when connect

int static_rx_buf_num
WiFi static RX buffer number

int dynamic_rx_buf_num
WiFi dynamic RX buffer number

int tx_buf_type
WiFi TX buffer type

int static_tx_buf_num
WiFi static TX buffer number

int dynamic_tx_buf_num
WiFi dynamic TX buffer number

int csi_enable
WiFi channel state information enable flag
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int ampdu_rx_enable
WiFi AMPDU RX feature enable flag

int ampdu_tx_enable
WiFi AMPDU TX feature enable flag

int nvs_enable
WiFi NVS flash enable flag

int nano_enable
Nano option for printf/scan family enable flag

inttx_ba_win
WiFi Block Ack TX window size

int rx_ba_win

WiFi Block Ack RX window size
intwifi_task_core_id

WiFi Task Core ID

int beacon_max_len
WiFi softAP maximum length of the beacon

int mgmt_sbuf_num
WiFi management short buffer number, the minimum value is 6, the maximum value is 32

uint64_t feature_caps
Enables additional WiFi features and capabilities

intmagic
WiFi init magic number, it should be the last field

Macros
ESP_ERR_WIFI_NOT_INIT

WiFi driver was not installed by esp_wifi_init
ESP_ERR_WIFI_NOT_STARTED

WiFi driver was not started by esp_wifi_start

ESP_ERR_WIFI_NOT_ STOPPED
WiFi driver was not stopped by esp_wifi_stop

ESP_ERR_WIFI_IF
WiFi interface error

ESP_ERR_WIFI_MODE
‘WiFi mode error

ESP_ERR_WIFI_STATE
WiFi internal state error

ESP_ERR_WIFI_CONN
WiFi internal control block of station or soft-AP error

ESP_ERR_WIFI_NVS
WiFi internal NVS module error

ESP_ERR_WIFI_MAC
MAC address is invalid

ESP_ERR_WIFI_SSID
SSID is invalid

ESP_ERR_WIFI_PASSWORD
Password is invalid
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ESP_ERR_WIFI_TIMEOUT
Timeout error

ESP_ERR_WIFI_WAKE_FAIL
WiFi is in sleep state(RF closed) and wakeup fail

ESP_ERR_WIFI_WOULD_BLOCK
The caller would block

ESP_ERR_WIFI_NOT_ CONNECT
Station still in disconnect status

ESP_ERR_WIFI_POST
Failed to post the event to WiFi task

ESP_ERR_WIFI_INIT_ STATE
Invalod WiFi state when init/deinit is called

ESP_ERR_WIFI_STOP_STATE
Returned when WiFi is stopping

WIFI_STATIC_TX_BUFFER_NUM
WIFI_DYNAMIC_TX_ BUFFER_NUM
WIFI_CSI_ENABLED
WIFI_AMPDU_RX_ENABLED
WIFI_AMPDU_TX_ENABLED
WIFI_NVS_ENABLED
WIFI_NANO_FORMAT ENABLED
WIFI_INIT CONFIG_MAGIC
WIFI_DEFAULT TX_BA_ WIN
WIFI_DEFAULT RX_BA_WIN
WIFI_TASK_CORE_ID
WIFI_SOFTAP_BEACON_MAX_LEN
WIFI_MGMT_SBUF_NUM
CONFIG_FEATURE_WPA3_SAE_BIT

WIFI_INIT_CONFIG_DEFAULT ()

Type Definitions

typedef void (*wifi_promiscuous_cb_t) (void *buf, wifi_promiscuous_pkt_type_t type)
The RX callback function in the promiscuous mode. Each time a packet is received, the callback function will
be called.

Parameters
¢ buf: Datareceived. Type of data in buffer (wifi_promiscuous_pkt_t or wifi_pkt_rx_ctrl_t) indicated
by ‘type’ parameter.
e type: promiscuous packet type.
typedef void (*esp_vendor_ie_cb_t) (void *ctx, wifi_vendor_ie_type_t type, const uint8_t sa[6],

const vendor_ie_data_t *vnd_ie, int rssi)
Function signature for received Vendor-Specific Information Element callback.

Parameters
¢ ctx: Context argument, as passed to esp_wifi_set_vendor_ie_cb() when registering callback.
¢ type: Information element type, based on frame type received.
¢ sa: Source 802.11 address.
e vnd_ie: Pointer to the vendor specific element data received.
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* rssi: Received signal strength indication.

typedef void (*wifi_csi_cb_t) (void *ctx, wifi_csi_info_t *data)
The RX callback function of Channel State Information(CSI) data.

Each time a CSI data is received, the callback function will be called.

Parameters
e ctx: context argument, passed to esp_wifi_set_csi_rx_cb() when registering callback function.
e data: CSI data received. The memory that it points to will be deallocated after callback function
returns.

Header File

* esp_wifi/include/esp_wifi_types.h

Unions
union wifi_config_t
#include <esp_wifi_types.h> Configuration data for ESP32 AP or STA.

The usage of this union (for ap or sta configuration) is determined by the accompanying interface argument
passed to esp_wifi_set_config() or esp_wifi_get_config()

Public Members

wifi_ap_config_t ap
configuration of AP

wifi_sta_config_t sta
configuration of STA

Structures
struct wifi_country_ t
Structure describing WiFi country-based regional restrictions.

Public Members

char cc[3]
country code string

uint8_t schan
start channel

uint8_t nchan
total channel number

int§_t max_tx_power
This field is used for getting WiFi maximum transmitting power, call esp_wifi_set_max_tx_power to set
the maximum transmitting power.

wifi_country_policy_t policy
country policy
struct wifi_active_scan_time_t
Range of active scan times per channel.
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Public Members

uint32_tmin
minimum active scan time per channel, units: millisecond

uint32_tmax
maximum active scan time per channel, units: millisecond, values above 1500ms may cause station to
disconnect from AP and are not recommended.

struct wifi_scan_time_t
Aggregate of active & passive scan time per channel.

Public Members

wifi_active_scan_time_t active
active scan time per channel, units: millisecond.

uint32_t passive
passive scan time per channel, units: millisecond, values above 1500ms may cause station to disconnect
from AP and are not recommended.

struct wifi_scan_config_t
Parameters for an SSID scan.

Public Members
uint8_t *ssid
SSID of AP

uint8_t *bssid
MAUC address of AP

uint8_t channel
channel, scan the specific channel

bool show_hidden
enable to scan AP whose SSID is hidden

wifi_scan_type_t scan_type
scan type, active or passive

Wifi_scan_time_t scan_time
scan time per channel

struct wifi_ap_record_t
Description of a WiFi AP.

Public Members
uint8_t bssid|[6]
MAC address of AP

uint8_t ssid[33]
SSID of AP

uint®_t primary
channel of AP

wifi_second_chan_t second
secondary channel of AP

int8_t rssi
signal strength of AP
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wifi_auth_mode_t authmode
authmode of AP

wifi_cipher_type_t pairwise_cipher
pairwise cipher of AP

wifi_cipher_type_t group_cipher
group cipher of AP

wifi_ant_t ant
antenna used to receive beacon from AP

uint32_t phy_11b: 1
bit: O flag to identify if 11b mode is enabled or not

uint32_tphy_11g: 1
bit: 1 flag to identify if 11g mode is enabled or not

uint32_t phy_11n: 1
bit: 2 flag to identify if 11n mode is enabled or not

uint32_t phy_1lr: |
bit: 3 flag to identify if low rate is enabled or not

uint32_twps : 1
bit: 4 flag to identify if WPS is supported or not

uint32_t reserved : 27
bit: 5..31 reserved

wifi_country_t country
country information of AP

struct wifi_scan_threshold_t
Structure describing parameters for a WiFi fast scan.

Public Members

int8_t rssi
The minimum rssi to accept in the fast scan mode

wifi_auth_mode_t authmode
The weakest authmode to accept in the fast scan mode

struct wifi_pmf_config_t
Configuration structure for Protected Management Frame

Public Members

bool capable
Advertizes support for Protected Management Frame. Device will prefer to connect in PMF mode if
other device also advertizes PMF capability.

bool required
Advertizes that Protected Management Frame is required. Device will not associate to non-PMF capable
devices.

struct wifi_ap_config_t
Soft-AP configuration settings for the ESP32.
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Public Members

uint8_t ssid[32]
SSID of ESP32 soft-AP. If ssid_len field is 0, this must be a Null terminated string. Otherwise, length
is set according to ssid_len.

uint8_t password[64]
Password of ESP32 soft-AP. Null terminated string.

uint§_t ssid_len
Optional length of SSID field.

uint8_t channel
Channel of ESP32 soft-AP

wifi_auth_mode_t authmode
Auth mode of ESP32 soft-AP. Do not support AUTH_WEDP in soft-AP mode

uint8_t ssid_hidden
Broadcast SSID or not, default O, broadcast the SSID

uint8_t max_connection
Max number of stations allowed to connect in, default 4, max 10

uintl6_t beacon_interval
Beacon interval, 100 ~ 60000 ms, default 100 ms

struct wifi_sta_config_t
STA configuration settings for the ESP32.

Public Members

uint8_t ssid[32]
SSID of target AP. Null terminated string.

uint8_t password[64]
Password of target AP. Null terminated string.

wifi_scan_method_t scan_method
do all channel scan or fast scan

bool bssid_set
whether set MAC address of target AP or not. Generally, station_config.bssid_set needs to be 0; and it
needs to be 1 only when users need to check the MAC address of the AP.

uint8_t bssid[6]
MAC address of target AP

uint8_t channel
channel of target AP. Set to 1~13 to scan starting from the specified channel before connecting to AP. If
the channel of AP is unknown, set it to O.

uintl6_t listen_interval
Listen interval for ESP32 station to receive beacon when WIFI_PS_MAX_MODEM is set. Units: AP
beacon intervals. Defaults to 3 if set to 0.

wifi_sort_method_t sort_method
sort the connect AP in the list by rssi or security mode

wifi_scan_threshold_t threshold
When sort_method is set, only APs which have an auth mode that is more secure than the selected auth
mode and a signal stronger than the minimum RSSI will be used.

wifi_pmf_config_t pmf_cfg
Configuration for Protected Management Frame. Will be advertized in RSN Capabilities in RSN IE.
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struct wifi_sta_info_t
Description of STA associated with AP.

Public Members
uint8_t mac|[6]
mac address

int§_t rssi
current average rssi of sta connected

uint32_tphy_11b: 1
bit: 0 flag to identify if 11b mode is enabled or not

uint32_t phy_11g: 1
bit: 1 flag to identify if 11g mode is enabled or not

uint32_t phy_11n: 1
bit: 2 flag to identify if 11n mode is enabled or not

uint32_tphy_1lr:1
bit: 3 flag to identify if low rate is enabled or not

uint32_t reserved : 28
bit: 4..31 reserved

struct wifi_sta_list_t
List of stations associated with the ESP32 Soft-AP.

Public Members
wifi_sta_info_t sta[ESP_WIFI_MAX CONN_NUM]
station list

int num
number of stations in the list (other entries are invalid)

struct vendor_ie_data_t
Vendor Information Element header.

The first bytes of the Information Element will match this header. Payload follows.

Public Members

uint8_t element_id
Should be set to WIFI_VENDOR_IE_ELEMENT_ID (0xDD)

uint8_t length
Length of all bytes in the element data following this field. Minimum 4.

uint8_t vendor_oui[3]
Vendor identifier (OUI).

uint8_t vendor_oui_type
Vendor-specific OUI type.

uint8_t payload|0]
Payload. Length is equal to value in ‘length’ field, minus 4.

struct wifi_pkt_rx_ctrl_t
Received packet radio metadata header, this is the common header at the beginning of all promiscuous mode
RX callback buffers.
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Public Members

signed rssi: 8
Received Signal Strength Indicator(RSSI) of packet. unit: dBm

unsigned rate : 5
PHY rate encoding of the packet. Only valid for non HT(11bg) packet

unsigned __pad0__ : 1
reserved

unsigned sig_mode : 2
0: non HT(11bg) packet; 1: HT(11n) packet; 3: VHT(11ac) packet

unsigned __padl__ : 16
reserved

unsigned mes : 7
Modulation Coding Scheme. If is HT(11n) packet, shows the modulation, range from 0 to 76(MSCO ~
MCS76)

unsigned cwb : 1
Channel Bandwidth of the packet. 0: 20MHz; 1: 40MHz

unsigned __pad2__ : 16
reserved

unsigned smoothing: 1
reserved

unsigned not_sounding: 1
reserved

unsigned __pad3__ : 1
reserved

unsigned aggregation: 1
Aggregation. 0: MPDU packet; 1: AMPDU packet

unsigned stbe : 2
Space Time Block Code(STBC). 0: non STBC packet; 1: STBC packet

unsigned fec_coding: 1
Flag is set for 11n packets which are LDPC

unsigned sgi : 1
Short Guide Interval(SGI). 0: Long GI; 1: Short GI

unsigned __pad4__ : 8
reserved

unsigned ampdu_cnt : 8
ampdu cnt

unsigned channel : 4
primary channel on which this packet is received

unsigned secondary_channel : 4
secondary channel on which this packet is received. O: none; 1: above; 2: below

unsigned __pad5__ : 8
reserved

unsigned timestamp : 32
timestamp. The local time when this packet is received. It is precise only if modem sleep or light sleep
is not enabled. unit: microsecond
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unsigned __pad6__ : 32
reserved

unsigned __pad7__ : 32
reserved

unsigned __pad8__ : 31
reserved

unsigned ant : 1
antenna number from which this packet is received. 0: WiFi antenna O; 1: WiFi antenna 1

signed noise_floor: 8
noise floor of Radio Frequency Module(RF). unit: 0.25dBm

unsigned __pad9__ : 24
reserved

unsigned sig_len: 12
length of packet including Frame Check Sequence(FCS)

unsigned __padl10__ : 12
reserved

unsigned rx_state : 8§
state of the packet. 0: no error; others: error numbers which are not public

struct wifi_promiscuous_pkt_t
Payload passed to ‘buf’ parameter of promiscuous mode RX callback.

Public Members
wifi_pkt_rx_ctrl_t rx_ctrl
metadata header

uint8_t payload[0]
Data or management payload. Length of payload is described by rx_ctrl.sig_len. Type of content deter-
mined by packet type argument of callback.

struct wifi_promiscuous_filter_t
Mask for filtering different packet types in promiscuous mode.

Public Members
uint32_t filter_mask
OR of one or more filter values WIFI_PROMIS_FILTER_*

struct wifi_csi_config_t
Channel state information(CSI) configuration type.

Public Members

bool 11tf_en
enable to receive legacy long training field(lltf) data. Default enabled

bool ht1tf_en
enable to receive HT long training field(htltf) data. Default enabled

bool stbe_htltf2_en
enable to receive space time block code HT long training field(stbc-htltf2) data. Default enabled

Espressif Systems 54 Release v4.2-betal
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

bool 1tf_merge_en
enable to generate htlft data by averaging 1ltf and ht_Itf data when receiving HT packet. Otherwise, use

ht_Itf data directly. Default enabled

bool channel_filter_en
enable to turn on channel filter to smooth adjacent sub-carrier. Disable it to keep independence of adjacent

sub-carrier. Default enabled

bool manu_scale
manually scale the CSI data by left shifting or automatically scale the CSI data. If set true, please set the

shift bits. false: automatically. true: manually. Default false

uint8_t shift
manually left shift bits of the scale of the CSI data. The range of the left shift bits is 0~15

struct wifi_csi_info_t
CSI data type.

Public Members
wifi_pkt_rx_ctrl_t rx_ctrl
received packet radio metadata header of the CSI data

uint8_t mac|[6]
source MAC address of the CSI data

bool first_word_invalid
first four bytes of the CSI data is invalid or not

int8_t *buf
buffer of CSI data

uintl6_t len
length of CSI data

struct wifi_ant_gpio_t
WiFi GPIO configuration for antenna selection.

Public Members

uint8_t gpio_select : 1
‘Whether this GPIO is connected to external antenna switch

uint8_t gpio_num: 7
The GPIO number that connects to external antenna switch

struct wifi_ant_gpio_config_t
WiFi GPIOs configuration for antenna selection.

Public Members

wifi_ant_gpio_t gpio_c£fg[4]
The configurations of GPIOs that connect to external antenna switch

struct wifi_ant_config_t
WiFi antenna configuration.

Public Members

wifi_ant_mode_t rx_ant_mode
WiFi antenna mode for receiving
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wifi_ant_t rx_ant_default
Default antenna mode for receiving, it’ s ignored if rx_ant_mode is not WIFI_ANT_MODE_AUTO

wifi_ant_mode_t tx_ant_mode
WiFi antenna mode for transmission, it can be set to WIFI_ANT_MODE_AUTO only if rx_ant_mode
is set to WIFI_ANT_MODE_AUTO

uint§_t enabled_antO0: 4
Index (in antenna GPIO configuration) of enabled WIFI_ANT_MODE_ANTO

uint8_t enabled_ant1: 4
Index (in antenna GPIO configuration) of enabled WIFI_ANT_MODE_ANT1

struct wifi_event_sta_scan_done_t
Argument structure for WIFI_EVENT_SCAN_DONE event

Public Members
uint32_t status
status of scanning APs: 0 —success, 1 - failure

uint8_t number
number of scan results

uint8_t scan_id
scan sequence number, used for block scan

struct wifi_event_sta_connected_t
Argument structure for WIFI_EVENT_STA_CONNECTED event

Public Members
uint8_t ssid[32]
SSID of connected AP

uint8_t ssid_len
SSID length of connected AP

uint8_t bssid[6]
BSSID of connected AP

uint8_t channel
channel of connected AP

wifi_auth_mode_t authmode
authentication mode used by AP

struct wifi_event_sta_disconnected_t
Argument structure for WIFI_EVENT_STA_DISCONNECTED event

Public Members
uint8_t ssid[32]
SSID of disconnected AP

uint8_t ssid_len
SSID length of disconnected AP

uint8_t bssid[6]
BSSID of disconnected AP

uint8_t reason
reason of disconnection
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struct wifi_event_sta_authmode_change_t
Argument structure for WIFI_EVENT_STA_AUTHMODE_CHANGE event

Public Members
wifi_auth_mode_t o1ld_mode
the old auth mode of AP

wifi_auth_mode_t new_mode
the new auth mode of AP

struct wifi_event_sta_wps_er_pin_t
Argument structure for WIFI_EVENT_STA_WPS_ER_PIN event

Public Members
uint8_t pin_code[8]
PIN code of station in enrollee mode

struct wifi_event_sta_wps_er_ success_t
Argument structure for WIFI_EVENT_STA_WPS_ER_SUCCESS event

Public Members
uint8_t ap_cred_cnt
Number of AP credentials received

uint8_t ssid[MAX_SSID_LEN]
SSID of AP

uint8_t passphrase[MAX PASSPHRASE_LEN]
Passphrase for the AP

struct wifi_event_sta_wps_er_success_t::[anonymous] ap_cred[MAX_WPS_AP_CRED]
All AP credentials received from WPS handshake

struct wifi_event_ap_staconnected_t
Argument structure for WIFI_EVENT_AP_STACONNECTED event

Public Members
uint8_t mac|[6]
MAC address of the station connected to ESP32 soft-AP

uint®_taid
the aid that ESP32 soft-AP gives to the station connected to

struct wifi_event_ap_stadisconnected_t
Argument structure for WIFI_EVENT_AP_STADISCONNECTED event

Public Members
uint8_t mac|[6]
MAC address of the station disconnects to ESP32 soft-AP

uint®_taid
the aid that ESP32 soft-AP gave to the station disconnects to

struct wifi_event_ap_probe_req rx_t
Argument structure for WIFI_EVENT_AP_PROBEREQRECVED event
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Public Members

int rssi
Received probe request signal strength

uint8_t mac[6]
MAC address of the station which send probe request

Macros
WIFI_IF_STA
WIFI_IF_AP

WIFI_PROTOCOL_11B
WIFI_PROTOCOL_11G
WIFI_PROTOCOL_11N
WIFI_PROTOCOL_LR

ESP_WIFI_MAX_CONN_NUM
max number of stations which can connect to ESP32 soft-AP

WIFI_VENDOR_IE_ELEMENT_ID

WIFI_PROMIS_FILTER_MASK_ALL
filter all packets

WIFI_PROMIS_FILTER_MASK_MGMT
filter the packets with type of WIFI_PKT_MGMT

WIFI_PROMIS_FILTER_MASK_CTRL
filter the packets with type of WIFI_PKT_CTRL

WIFI_PROMIS_FILTER_MASK_DATA
filter the packets with type of WIFI_PKT_DATA

WIFI_PROMIS_FILTER_MASK_MISC
filter the packets with type of WIFI_PKT_MISC

WIFI_PROMIS_FILTER_MASK_DATA_MPDU
filter the MPDU which is a kind of WIFI_PKT_DATA

WIFI_PROMIS_FILTER_MASK_DATA_ AMPDU
filter the AMPDU which is a kind of WIFI_PKT_DATA

WIFI_PROMIS_CTRL_FILTER_MASK_ALL
filter all control packets

WIFI_PROMIS_CTRL_FILTER_MASK_WRAPPER
filter the control packets with subtype of Control Wrapper

WIFI_PROMIS_CTRL_FILTER_MASK_BAR
filter the control packets with subtype of Block Ack Request

WIFI_PROMIS_CTRL_FILTER_MASK_BA
filter the control packets with subtype of Block Ack

WIFI_PROMIS_CTRL_FILTER_MASK_PSPOLL
filter the control packets with subtype of PS-Poll

WIFI_PROMIS_CTRL_FILTER_MASK_RTS
filter the control packets with subtype of RTS

WIFI_PROMIS_CTRL_FILTER_MASK_CTS
filter the control packets with subtype of CTS

Espressif Systems 58

Submit Document Feedback

Release v4.2-betal


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

WIFI_PROMIS_CTRIL_FILTER_MASK_ACK
filter the control packets with subtype of ACK

WIFI_PROMIS_CTRL_FILTER_MASK_CFEND
filter the control packets with subtype of CF-END

WIFI_PROMIS_CTRL_FILTER_MASK_CFENDACK
filter the control packets with subtype of CF-END+CF-ACK

WIFI_EVENT MASK_ALL
mask all WiFi events

WIFI_EVENT MASK_NONE
mask none of the WiFi events

WIFI_EVENT_ MASK_AP_PROBEREQRECVED
mask SYSTEM_EVENT_AP_PROBEREQRECVED event

MAX_SSID_LEN
MAX_PASSPHRASE_LEN

MAX_WPS_AP_CRED

Type Definitions
typedef esp_interface_twifi_interface_t

Enumerations
enum wifi_mode_t
Values:

WIFI_MODE_NULL =0
null mode

WIFI_MODE_STA
WiFi station mode

WIFI_MODE_AP
WiFi soft-AP mode

WIFI_MODE_APSTA
WiFi station + soft-AP mode

WIFI_MODE_MAX
enum wifi_country_policy_t
Values:

WIFI_COUNTRY_POLICY_AUTO

Country policy is auto, use the country info of AP to which the station is connected

WIFI_COUNTRY_POLICY_ MANUAL

Country policy is manual, always use the configured country info

enum wifi_auth_mode_t
Values:

WIFI_AUTH_OPEN=0
authenticate mode : open

WIFI_AUTH_WEP
authenticate mode : WEP

WIFI_AUTH_WPA_PSK
authenticate mode : WPA_PSK

WIFI_AUTH_WPA2_ PSK
authenticate mode : WPA2_PSK
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WIFI_AUTH_WPA_WPA2_PSK
authenticate mode : WPA_WPA2_PSK

WIFI_AUTH_WPA2_ ENTERPRISE
authenticate mode : WPA2_ ENTERPRISE

WIFI_AUTH_WPA3_PSK
authenticate mode : WPA3_PSK

WIFI_AUTH_WPA2_WPA3_PSK
authenticate mode : WPA2_WPA3_PSK

WIFI_AUTH_MAX

enum wifi_err_reason_t
Values:

WIFI_REASON_UNSPECIFIED = |
WIFI_REASON_AUTH_EXPIRE =2
WIFI_REASON_AUTH_LEAVE =3
WIFI_REASON_ASSOC_EXPIRE =4
WIFI_REASON_ASSOC_TOOMANY =5
WIFI_REASON_NOT_AUTHED =6
WIFI_REASON_NOT_ASSOCED =7
WIFI_REASON_ASSOC_LEAVE = §
WIFI_REASON_ASSOC_NOT_ AUTHED =9
WIFI_REASON_DISASSOC_PWRCAP_BAD = 10
WIFI_REASON_DISASSOC_SUPCHAN_BAD = 11
WIFI_REASON_IE_INVALID =13

WIFI_REASON MIC_FAILURE = 14
WIFI_REASON_4WAY HANDSHAKE_TIMEOUT = 15
WIFI_REASON_GROUP_KEY UPDATE_TIMEOUT = 16
WIFI_REASON_IE_IN_4WAY DIFFERS =17
WIFI_REASON_GROUP_CIPHER_INVALID = 18
WIFI_REASON_PAIRWISE_CIPHER_INVALID = 19
WIFI_REASON_AKMP_INVALID =20
WIFI_REASON_UNSUPP_RSN_IE_VERSION =2I
WIFI_REASON_INVALID RSN_IE_CAP =22
WIFI_REASON_802_1X AUTH_FAILED =23
WIFI_REASON_CIPHER_SUITE_REJECTED =24
WIFI_REASON_INVALID_PMKID = 53
WIFI_REASON_BEACON_TIMEOUT = 200
WIFI_REASON_NO_AP_FOUND =201
WIFI_REASON_AUTH_FAIL =202
WIFI_REASON_ASSOC_FAIL =203
WIFI_REASON_ HANDSHAKE_TIMEOUT = 204
WIFI_REASON_CONNECTION_FAIL =205
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WIFI_REASON_AP_TSF_RESET = 206

enum wifi_second_chan_t
Values:

WIFI_SECOND_CHAN_NONE =0
the channel width is HT20

WIFI_SECOND_CHAN_ABOVE
the channel width is HT40 and the secondary channel is above the primary channel

WIFI_SECOND_CHAN_ BELOW
the channel width is HT40 and the secondary channel is below the primary channel

enum wifi_scan_type_t
Values:

WIFI_SCAN_TYPE_ACTIVE =0
active scan

WIFI_SCAN_TYPE_PASSIVE
passive scan

enum wifi_cipher_type_t
Values:

WIFI_CIPHER_TYPE_NONE =0
the cipher type is none

WIFI_CIPHER_TYPE_WEP40
the cipher type is WEP40

WIFI_CIPHER_TYPE WEP104
the cipher type is WEP104

WIFI_CIPHER_TYPE_TKIP
the cipher type is TKIP

WIFI_CIPHER_TYPE_CCMP
the cipher type is CCMP

WIFI_CIPHER_TYPE_TKIP_CCMP
the cipher type is TKIP and CCMP

WIFI_CIPHER_TYPE_AES_CMAC128
the cipher type is AES-CMAC-128

WIFI_CIPHER_TYPE_UNKNOWN
the cipher type is unknown

enum wifi_ant_t
WiFi antenna.

Values:

WIFI_ANT_ANTO
WiFi antenna O

WIFI_ANT_ANT1
WiFi antenna 1

WIFI_ANT_ MAX
Invalid WiFi antenna

enum wifi_scan_method_t
Values:

WIFI_FAST SCAN=0
Do fast scan, scan will end after find SSID match AP
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WIFI_ALL_CHANNEL_SCAN
All channel scan, scan will end after scan all the channel

enum wifi_sort_method_t
Values:

WIFI_CONNECT_AP_BY SIGNAL=0
Sort match AP in scan list by RSSI

WIFI_CONNECT_AP_BY_ SECURITY
Sort match AP in scan list by security mode

enum wifi_ps_type_t
Values:

WIFI_PS_NONE
No power save

WIFI_PS_MIN_MODEM
Minimum modem power saving. In this mode, station wakes up to receive beacon every DTIM period

WIFI_PS_MAX_MODEM
Maximum modem power saving. In this mode, interval to receive beacons is determined by the lis-
ten_interval parameter in wifi_sta_config_t

enum wifi_bandwidth_t
Values:

WIFI_BW_HT20=1
WIFI_BW_HT40

enum wifi_storage_t
Values:

WIFI_STORAGE_FLASH
all configuration will store in both memory and flash

WIFI_STORAGE_RAM
all configuration will only store in the memory

enum wifi_vendor_ie_type_t
Vendor Information Element type.

Determines the frame type that the IE will be associated with.
Values:

WIFI_VND_IE_TYPE_BEACON
WIFI_VND_IE_TYPE_PROBE_REQ
WIFI_VND_IE_TYPE_PROBE_RESP
WIFI_VND_IE_TYPE_ASSOC_REQ
WIFI_VND_IE_TYPE_ASSOC_RESP

enum wifi_vendor_ie_id_t
Vendor Information Element index.

Each IE type can have up to two associated vendor ID elements.
Values:

WIFI_VND_IE_ID 0

WIFI_VND_IE_ID_ 1
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enum wifi_promiscuous_pkt_type_t
Promiscuous frame type.

Passed to promiscuous mode RX callback to indicate the type of parameter in the buffer.
Values:

WIFI_PKT_MGMT
Management frame, indicates ‘buf’ argument is wifi_promiscuous_pkt_t

WIFI_PKT_CTRL
Control frame, indicates ‘buf’ argument is wifi_promiscuous_pkt_t

WIFI_PKT_DATA
Data frame, indiciates ‘buf’ argument is wifi_promiscuous_pkt_t

WIFI_PKT_MISC
Other type, such as MIMO etc. ‘buf’ argument is wifi_promiscuous_pkt_t but the payload is zero length.

enum wifi_ant_mode_t
WiFi antenna mode.

Values:

WIFI_ANT_MODE_ANTO
Enable WiFi antenna O only

WIFI_ANT_MODE_ANT1
Enable WiFi antenna 1 only

WIFI_ANT MODE_AUTO
Enable WiFi antenna 0 and 1, automatically select an antenna

WIFI_ANT_MODE_MAX
Invalid WiFi enabled antenna

enum wifi_phy_ rate_t
WiFi PHY rate encodings.

Values:

WIFI_PHY RATE_1M_L = 0x00
1 Mbps with long preamble

WIFI_PHY RATE_2M_ L =0x01
2 Mbps with long preamble

WIFI_PHY RATE_5M_L = 0x02
5.5 Mbps with long preamble

WIFI_PHY RATE_11M_L =0x03
11 Mbps with long preamble

WIFI_PHY_RATE_2M_S = 0x05
2 Mbps with short preamble

WIFI_PHY RATE_5M_S = 0x06
5.5 Mbps with short preamble

WIFI_PHY RATE_11M_S =0x07
11 Mbps with short preamble

WIFI_PHY RATE_48M = 0x08
48 Mbps

WIFI_PHY RATE_24M = 0x09
24 Mbps

WIFI_PHY RATE_12M = 0x0A
12 Mbps
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WIFI_PHY RATE_6M = 0x0B
6 Mbps

WIFI_PHY RATE_54M = 0x0C
54 Mbps

WIFI_PHY RATE_36M = 0x0D
36 Mbps

WIFI_PHY RATE_18M = 0xOE
18 Mbps

WIFI_PHY RATE_9M = 0xOF
9 Mbps

WIFI_PHY RATE_MCSO_LGI = 0x10
MCSO0 with long GI, 6.5 Mbps for 20MHz, 13.5 Mbps for 40MHz

WIFI_PHY RATE MCS1_LGI =0xl1
MCS1 with long GI, 13 Mbps for 20MHz, 27 Mbps for 40MHz

WIFI_PHY RATE_MCS2_LGI = 0x12
MCS2 with long GI, 19.5 Mbps for 20MHz, 40.5 Mbps for 40MHz

WIFI_PHY RATE_MCS3_LGI =0x13
MCS3 with long GI, 26 Mbps for 20MHz, 54 Mbps for 40MHz

WIFI_PHY RATE_MCS4_LGI = 0x14
MCS4 with long GI, 39 Mbps for 20MHz, 81 Mbps for 40MHz

WIFI_PHY RATE_MCS5_LGI = 0x15
MCSS5 with long GI, 52 Mbps for 20MHz, 108 Mbps for 40MHz

WIFI_PHY RATE_MCS6_LGI =0x16
MCS6 with long GI, 58.5 Mbps for 20MHz, 121.5 Mbps for 40MHz

WIFI_PHY RATE_MCS7_LGI =0x17
MCS7 with long GI, 65 Mbps for 20MHz, 135 Mbps for 40MHz

WIFI_PHY RATE_MCSO_SGI = 0x18
MCSO0 with short GI, 7.2 Mbps for 20MHz, 15 Mbps for 40MHz

WIFI_PHY RATE_MCS1_SGI =0x19
MCS1 with short GI, 14.4 Mbps for 20MHz, 30 Mbps for 40MHz

WIFI_PHY RATE_MCS2_SGI =0xlA
MCS2 with short GI, 21.7 Mbps for 20MHz, 45 Mbps for 40MHz

WIFI_PHY RATE_MCS3_SGI =0xIB
MCS3 with short GI, 28.9 Mbps for 20MHz, 60 Mbps for 40MHz

WIFI_PHY RATE_MCS4_SGI = 0x1C
MCS4 with short GI, 43.3 Mbps for 20MHz, 90 Mbps for 40MHz

WIFI_PHY RATE_MCS5_SGI =0xID
MCSS5 with short GI, 57.8 Mbps for 20MHz, 120 Mbps for 40MHz

WIFI_PHY RATE_MCS6_SGI = OxIE
MCS6 with short GI, 65 Mbps for 20MHz, 135 Mbps for 40MHz

WIFI_PHY RATE_MCS7_SGI = OxIF
MCS7 with short GI, 72.2 Mbps for 20MHz, 150 Mbps for 40MHz

WIFI_PHY RATE_LORA_ 250K = 0x29
250 Kbps

WIFI_PHY RATE_LORA_500K = 0x2A
500 Kbps

WIFI_PHY RATE_MAX
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enum wifi_event_t
WiFi event declarations

Values:

WIFI_EVENT WIFI_READY =0
ESP32 WiFi ready

WIFI_EVENT_ SCAN_DONE
ESP32 finish scanning AP

WIFI_EVENT STA START
ESP32 station start

WIFI_EVENT STA_STOP
ESP32 station stop

WIFI_EVENT STA CONNECTED
ESP32 station connected to AP

WIFI_EVENT_STA_ DISCONNECTED
ESP32 station disconnected from AP

WIFI_EVENT STA_AUTHMODE_CHANGE
the auth mode of AP connected by ESP32 station changed

WIFI_EVENT STA WPS_ER_SUCCESS
ESP32 station wps succeeds in enrollee mode

WIFI_EVENT STA_WPS_ER_FAILED
ESP32 station wps fails in enrollee mode

WIFI_EVENT STA WPS_ER_TIMEOUT
ESP32 station wps timeout in enrollee mode

WIFI_EVENT STA_ WPS_ER_PIN
ESP32 station wps pin code in enrollee mode

WIFI_EVENT STA WPS_ER_PBC_OVERLAP
ESP32 station wps overlap in enrollee mode

WIFI_EVENT AP_START
ESP32 soft-AP start

WIFI_EVENT AP_STOP
ESP32 soft-AP stop

WIFI_EVENT AP_STACONNECTED
a station connected to ESP32 soft-AP

WIFI_EVENT_AP_STADISCONNECTED
a station disconnected from ESP32 soft-AP

WIFI_EVENT_ AP_PROBEREQRECVED
Receive probe request packet in soft-AP interface

WIFI_EVENT MAX
Invalid WiFi event ID

enum wifi_event_sta_wps_fail_reason_t
Argument structure for WIFI_EVENT_STA_WPS_ER_FAILED event

Values:

WPS_FAIL_REASON_NORMAL = 0
ESP32 WPS normal fail reason

WPS_FAIL_REASON_RECV_M2D
ESP32 WPS receive M2D frame
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WPS_FAIL_REASON_MAX

SmartConfig

The SmartConfig™ is a provisioning technology developed by TI to connect a new Wi-Fi device to a Wi-Fi network.
It uses a mobile app to broadcast the network credentials from a smartphone, or a tablet, to an un-provisioned Wi-Fi
device.

The advantage of this technology is that the device does not need to directly know SSID or password of an Access
Point (AP). This information is provided using the smartphone. This is particularly important to headless device and
systems, due to their lack of a user interface.

If you are looking for other options to provision your ESP32-S2 devices, check Provisioning API.

Application Example Connect ESP32-S2 to target AP using SmartConfig: wifi/smart_config.

API Reference

Header File

* esp_wifi/include/esp_smartconfig.h

Functions
const char *esp_smartconfig_get_version (void)
Get the version of SmartConfig.

Return
* SmartConfig version const char.
esp_err_t esp_smartconfig_start (const smartconfig_start_config_t *config)
Start SmartConfig, config ESP device to connect AP. You need to broadcast information by phone APP. Device
sniffer special packets from the air that containing SSID and password of target AP.

Attention 1. This API can be called in station or softAP-station mode.
Attention 2. Can not call esp_smartconfig_start twice before it finish, please call esp_smartconfig_stop first.
Return
¢ ESP_OK: succeed
* others: fail
Parameters
* config: pointer to smartconfig start configure structure

esp_err_t esp_smartconfig_stop (void)
Stop SmartConfig, free the buffer taken by esp_smartconfig_start.

Attention Whether connect to AP succeed or not, this API should be called to free memory taken by smart-
config_start.
Return
* ESP_OK: succeed
* others: fail

esp_err_t esp_esptouch_set_timeout (uint8_t fime_s)
Set timeout of SmartConfig process.

Attention Timing starts from SC_STATUS_FIND_CHANNEL status. SmartConfig will restart if timeout.
Return

¢ ESP_OK: succeed

e others: fail
Parameters

e time_s: range 15s~255s, offset:45s.
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esp_err_t esp_smartconfig_set_type (smartconfig_type_t type)
Set protocol type of SmartConfig.

Attention If users need to set the SmartConfig type, please set it before calling esp_smartconfig_start.

Return
« ESP_OK: succeed
e others: fail
Parameters
e type: Choose from the smartconfig_type_t.

esp_err_t esp_smartconfig fast_mode (bool enable)
Set mode of SmartConfig. default normal mode.

Attention 1. Please call it before API esp_smartconfig_start.
Attention 2. Fast mode have corresponding APP(phone).
Attention 3. Two mode is compatible.
Return

« ESP_OK: succeed

e others: fail
Parameters

¢ enable: false-disable(default); true-enable;

Structures
struct smartconfig event_got_ssid_pswd_t
Argument structure for SC_EVENT_GOT_SSID_PSWD event

Public Members

uint8_t ssid[32]
SSID of the AP. Null terminated string.

uint8_t password[64]
Password of the AP. Null terminated string.

bool bssid_set
whether set MAC address of target AP or not.

uint8_t bssid[6]
MAC address of target AP.

smartconfig_type_t type
Type of smartconfig(ESPTouch or AirKiss).

uint8_t token
Token from cellphone which is used to send ACK to cellphone.

uint8_t cellphone_ip[4]
IP address of cellphone.
struct smartconfig_start_config_t
Configure structure for esp_smartconfig_start

Public Members

bool enable_log
Enable smartconfig logs.

Macros
SMARTCONFIG_START_CONFIG_DEFAULT ()
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Enumerations
enum smartconfig_type_t
Values:

SC_TYPE_ESPTOUCH =0
protocol: ESPTouch

SC_TYPE_AIRKISS
protocol: AirKiss

SC_TYPE_ESPTOUCH_AIRKISS
protocol: ESPTouch and AirKiss
enum smartconfig_event_t
Smartconfig event declarations

Values:

SC_EVENT_SCAN_DONE
ESP32 station smartconfig has finished to scan for APs

SC_EVENT_FOUND_CHANNEL
ESP32 station smartconfig has found the channel of the target AP

SC_EVENT_GOT_SSID_PSWD
ESP32 station smartconfig got the SSID and password

SC_EVENT_SEND_ACK_DONE
ESP32 station smartconfig has sent ACK to cellphone

ESP-NOW

Overview ESP-NOW is a kind of connectionless Wi-Fi communication protocol that is defined by Espressif. In
ESP-NOW, application data is encapsulated in a vendor-specific action frame and then transmitted from one Wi-Fi
device to another without connection. CTR with CBC-MAC Protocol(CCMP) is used to protect the action frame for
security. ESP-NOW is widely used in smart light, remote controlling, sensor, etc.

Frame Format ESP-NOW uses a vendor-specific action frame to transmit ESP-NOW data. The default ESP-
NOW bit rate is 1 Mbps. The format of the vendor-specific action frame is as follows:

| MAC Header | Category Code | Organization Identifier | Random Values | Vendor.
—~Specific Content | FCS |
e

24 bytes 1 byte 3 bytes 4 bytes 7~
255 bytes 4 bytes

¢ Category Code: The Category Code field is set to the value(127) indicating the vendor-specific category.

* Organization Identifier: The Organization Identifier contains a unique identifier (0x18fe34), which is the first
three bytes of MAC address applied by Espressif.

e Random Value: The Random Value filed is used to prevents relay attacks.

» Vendor Specific Content: The Vendor Specific Content contains vendor-specific fields as follows:

1 byte 1 byte 3 bytes 1 byte 1 byte 0~250 bytes

¢ Element ID: The Element ID field is set to the value (221), indicating the vendor-specific element.
¢ Length: The length is the total length of Organization Identifier, Type, Version and Body.
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* Organization Identifier: The Organization Identifier contains a unique identifier(0x18fe34), which is the first
three bytes of MAC address applied by Espressif.

» Type: The Type field is set to the value (4) indicating ESP-NOW.

» Version: The Version field is set to the version of ESP-NOW.

¢ Body: The Body contains the ESP-NOW data.

As ESP-NOW is connectionless, the MAC header is a little different from that of standard frames. The FromDS and
ToDS bits of FrameControl field are both 0. The first address field is set to the destination address. The second address
field is set to the source address. The third address field is set to broadcast address (Oxff:0xfF:0xff:0xff:0xff:0xfT).

Security

ESP-NOW uses the CCMP method, which is described in IEEE Std. 802.11-2012, to protect the vendor-specific action frame

* PMK is used to encrypt LMK with the AES-128 algorithm. Call esp_now_set_pmk () to set PMK.
If PMK is not set, a default PMK will be used.

* LMK of the paired device is used to encrypt the vendor-specific action frame with the CCMP method.
The maximum number of different LMKSs is six. If the LMK of the paired device is not set, the vendor-
specific action frame will not be encrypted.

Encrypting multicast vendor-specific action frame is not supported.

Initialization and  De-initialization Call esp_now_init () to initialize @ ESP-NOW  and
esp_now_deinit () to de-initialize ESP-NOW. ESP-NOW data must be transmitted after Wi-Fi is started,
so it is recommended to start Wi-Fi before initializing ESP-NOW and stop Wi-Fi after de-initializing ESP-NOW.
When esp_now_deinit () is called, all of the information of paired devices will be deleted.

Add Paired Device Call esp_now_add_peer () to add the device to the paired device list before you send
data to this device. The maximum number of paired devices is twenty. If security is enabled, the LMK must be set.
You can send ESP-NOW data via both the Station and the SoftAP interface. Make sure that the interface is enabled
before sending ESP-NOW data. A device with a broadcast MAC address must be added before sending broadcast
data. The range of the channel of paired devices is from O to 14. If the channel is set to 0, data will be sent on the
current channel. Otherwise, the channel must be set as the channel that the local device is on.

Send ESP-NOW Data Call esp_now_send () to send ESP-NOW data and
esp_now_register_send_cb toregister sending callback function. It will return ESP_NOW_SEND_SUCCESS
in sending callback function if the data is received successfully on the MAC layer. Otherwise, it will return
ESP_NOW_SEND_FAIL. Several reasons can lead to ESP-NOW fails to send data. For example, the destination
device doesn’ t exist; the channels of the devices are not the same; the action frame is lost when transmitting on
the air, etc. It is not guaranteed that application layer can receive the data. If necessary, send back ack data when
receiving ESP-NOW data. If receiving ack data timeouts, retransmit the ESP-NOW data. A sequence number can
also be assigned to ESP-NOW data to drop the duplicate data.

If there is a lot of ESP-NOW data to send, call esp_now_send () to send less than or equal to 250 bytes of
data once a time. Note that too short interval between sending two ESP-NOW data may lead to disorder of sending
callback function. So, it is recommended that sending the next ESP-NOW data after the sending callback function
of the previous sending has returned. The sending callback function runs from a high-priority Wi-Fi task. So, do not
do lengthy operations in the callback function. Instead, post the necessary data to a queue and handle it from a lower
priority task.

Receiving ESP-NOW Data Callesp_now_register_recv_cb toregister receiving callback function. Call
the receiving callback function when receiving ESP-NOW. The receiving callback function also runs from the Wi-Fi
task. So, do not do lengthy operations in the callback function. Instead, post the necessary data to a queue and handle
it from a lower priority task.

API Reference
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Header File

* esp_wifi/include/esp_now.h

Functions
esp_err_t esp_now_init (void)
Initialize ESPNOW function.

Return
e ESP_OK : succeed
e ESP_ERR_ESPNOW_INTERNAL : Internal error
esp_err_t esp_now_deinit (void)
De-initialize ESPNOW function.

Return
e ESP_OK : succeed

esp_err_t esp_now_get_version (uint32_t *version)
Get the version of ESPNOW.

Return

e ESP_OK : succeed

¢ ESP_ERR_ESPNOW_ARG : invalid argument
Parameters

e version: ESPNOW version

esp_err_t esp_now_register_recv_cb (esp_now_recv_cb_t cb)
Register callback function of receiving ESPNOW data.

Return
e ESP_OK : succeed
¢ ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_INTERNAL : internal error
Parameters
¢ cb: callback function of receiving ESPNOW data

esp_err_t esp_now_unregister_recv_cb (void)
Unregister callback function of receiving ESPNOW data.

Return
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

esp_err_t esp_now_register_send_cb (esp_now_send_cb_t cb)
Register callback function of sending ESPNOW data.

Return
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_INTERNAL : internal error
Parameters
* chb: callback function of sending ESPNOW data

esp_err_t esp_now_unregister_send_cb (void)
Unregister callback function of sending ESPNOW data.

Return
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

esp_err_t esp_now_send (const uint8_t *peer_addr, const uint8_t *data, size_t len)
Send ESPNOW data.

Attention 1. If peer_addr is not NULL, send data to the peer whose MAC address matches peer_addr
Attention 2. If peer_addr is NULL, send data to all of the peers that are added to the peer list
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Attention 3. The maximum length of data must be less than ESP_NOW_MAX_DATA_LEN
Attention 4. The buffer pointed to by data argument does not need to be valid after esp_now_send returns
Return

e ESP_OK : succeed

¢ ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

« ESP_ERR_ESPNOW_ARG : invalid argument

e ESP_ERR_ESPNOW_INTERNAL : internal error

e ESP_ERR_ESPNOW_NO_MEM : out of memory

e ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

¢ ESP_ERR_ESPNOW_IF : current WiFi interface doesn’ t match that of peer
Parameters

e peer_addr: peer MAC address

¢ data: data to send

* len: length of data

esp_err_t esp_now_add_peer (const esp_now_peer_info_t *peer)
Add a peer to peer list.

Return

¢ ESP_OK : succeed

e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
ESP_ERR_ESPNOW_ARG : invalid argument

* ESP_ERR_ESPNOW_FULL : peer list is full

¢ ESP_ERR_ESPNOW_NO_MEM : out of memory

e ESP_ERR_ESPNOW_EXIST : peer has existed
Parameters

* peer: peer information

esp_err_t esp_now_del_peer (const uint8_t *peer_addr)
Delete a peer from peer list.

Return
e ESP_OK : succeed
¢ ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
¢ ESP_ERR_ESPNOW_NOT_FOUND : peer is not found
Parameters
* peer_addr: peer MAC address

esp_err_t esp_now_mod_peer (const esp_now_peer_info_t *peer)
Modify a peer.

Return
e ESP_OK : succeed
¢ ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
¢ ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full
Parameters
e peer: peer information

esp_err_t esp_now_get_peer (const uint8_t *peer_addr, esp_now_peer_info_t *peer)
Get a peer whose MAC address matches peer_addr from peer list.

Return

¢ ESP_OK : succeed

e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

¢ ESP_ERR_ESPNOW_ARG : invalid argument

e ESP_ERR_ESPNOW_NOT_FOUND : peer is not found
Parameters

e peer_addr: peer MAC address

* peer: peer information
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esp_err_t esp_now_fetch_peer (bool from_head, esp_now_peer_info_t *peer)
Fetch a peer from peer list.

Return

e ESP_OK : succeed

e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

+ ESP_ERR_ESPNOW_ARG : invalid argument

e ESP_ERR_ESPNOW_NOT_FOUND : peer is not found
Parameters

e from_head: fetch from head of list or not

e peer: peer information

bool esp_now_is_peer_exist (const uint8_t *peer_addr)
Peer exists or not.

Return

e true : peer exists

* false : peer not exists
Parameters

e peer_addr: peer MAC address

esp_err_t esp_now_get_peer_num (esp_now_peer_num_t *num)
Get the number of peers.

Return
e ESP_OK : succeed
¢ ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_ARG : invalid argument
Parameters
e num: number of peers

esp_err_t esp_now_set_pmk (const uint8_t *pmk)
Set the primary master key.

Attention 1. primary master key is used to encrypt local master key
Return
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_ARG : invalid argument
Parameters
e pmk: primary master key

Structures
struct esp_now_peer_info
ESPNOW peer information parameters.

Public Members

uint8_t peer_addr[ESP_NOW_ETH_ALEN]
ESPNOW peer MAC address that is also the MAC address of station or softap

uint8_t 1mk[ESP_NOW_KEY_LEN]
ESPNOW peer local master key that is used to encrypt data

uint8_t channel
Wi-Fi channel that peer uses to send/receive ESPNOW data. If the value is 0, use the current channel
which station or softap is on. Otherwise, it must be set as the channel that station or softap is on.

wifi_interface_t ifidx
Wi-Fi interface that peer uses to send/receive ESPNOW data
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bool encrypt
ESPNOW data that this peer sends/receives is encrypted or not
void *priv
ESPNOW peer private data
struct esp_now_peer_ num
Number of ESPNOW peers which exist currently.

Public Members

int total_num
Total number of ESPNOW peers, maximum value is ESP_NOW_MAX_TOTAL_PEER_NUM

int encrypt_num
Number of encrypted ESPNOW peers, maximum value is ESP_ NOW_MAX_ENCRYPT_PEER_NUM

Macros

ESP_ERR_ESPNOW_BASE
ESPNOW error number base.

ESP_ERR_ESPNOW_NOT_INIT
ESPNOW is not initialized.

ESP_ERR_ESPNOW_ARG
Invalid argument

ESP_ERR_ESPNOW_NO_MEM
Out of memory

ESP_ERR_ESPNOW_FULL
ESPNOW peer list is full

ESP_ERR_ESPNOW_NOT_FOUND
ESPNOW peer is not found

ESP_ERR_ESPNOW_INTERNAL
Internal error

ESP_ERR_ESPNOW_EXIST
ESPNOW peer has existed

ESP_ERR_ESPNOW_IF
Interface error

ESP_NOW_ETH_ALEN
Length of ESPNOW peer MAC address

ESP_NOW_KEY_LEN
Length of ESPNOW peer local master key

ESP_NOW_MAX_TOTAL_PEER_NUM
Maximum number of ESPNOW total peers

ESP_NOW_MAX_ENCRYPT_PEER_NUM
Maximum number of ESPNOW encrypted peers

ESP_NOW_MAX_DATA_LEN
Maximum length of ESPNOW data which is sent very time

Type Definitions

typedef struct esp_now_peer_info esp_now_peer_info_t
ESPNOW peer information parameters.

typedef struct esp_now_peer num esp_now_peer_num_t
Number of ESPNOW peers which exist currently.
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typedef void (*esp_now_recv_cb_t) (const uint8_t *mac_addr, const uint§_t *data, int

data_len)
Callback function of receiving ESPNOW data.

Parameters
* mac_addr: peer MAC address
e data: received data
e data_len: length of received data

typedef void (*esp_now_send_cb_t) (const uint8_t *mac_addr, esp_now_send_status_t status)
Callback function of sending ESPNOW data.

Parameters
* mac_addr: peer MAC address
e status: status of sending ESPNOW data (succeed or fail)

Enumerations
enum esp_now_send_status_t
Status of sending ESPNOW data .

Values:

ESP_NOW_SEND_SUCCESS =0
Send ESPNOW data successfully

ESP_NOW_SEND_FAIL
Send ESPNOW data fail

ESP-MESH Programming Guide

This is a programming guide for ESP-MESH, including the API reference and coding examples. This guide is split
into the following parts:

ESP-MESH Programming Model
Writing an ESP-MESH Application
Self Organized Networking
Application Examples

API Reference

Nk =

For documentation regarding the ESP-MESH protocol, please see the ESP-MESH API Guide. For more information
about ESP-MESH Development Framework, please see ESP-MESH Development Framework.

ESP-MESH Programming Model

Software Stack The ESP-MESH software stack is built atop the Wi-Fi Driver/FreeRTOS and may use the LwIP
Stack in some instances (i.e. the root node). The following diagram illustrates the ESP-MESH software stack.

System Events An application interfaces with ESP-MESH via ESP-MESH Events. Since ESP-MESH is built
atop the Wi-Fi stack, it is also possible for the application to interface with the Wi-Fi driver via the Wi-Fi Event
Task. The following diagram illustrates the interfaces for the various System Events in an ESP-MESH application.

The mesh_event_id_t defines all possible ESP-MESH events and can indicate events such as the connec-
tion/disconnection of parent/child. Before ESP-MESH events can be used, the application must register a Mesh
Events handler via esp_event_handler_register () to the default event task. The Mesh Events handler
that is registered contain handlers for each ESP-MESH event relevant to the application.

Typical use cases of mesh events include using events such as MESH_EVENT_ PARENT CONNECTED and
MESH_EVENT_CHILD_CONNECTED to indicate when a node can begin transmitting data upstream and down-
stream respectively. Likewise, IP_EVENT_STA_GOT_IP and IP_EVENT_STA_LOST_IP can be used to indi-
cate when the root node can and cannot transmit data to the external IP network.
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Fig. 2: ESP-MESH System Events Delivery

Warning: When using ESP-MESH under self-organized mode, users must ensure that no calls to Wi-Fi API
are made. This is due to the fact that the self-organizing mode will internally make Wi-Fi API calls to con-
nect/disconnect/scan etc. Any Wi-Fi calls from the application (including calls from callbacks and handlers
of Wi-Fi events) may interfere with ESP-MESH”’ s self-organizing behavior. Therefore, user’ s should not
call Wi-Fi APIs after esp_mesh_start () is called, and before esp_mesh_stop () is called.

LwIP & ESP-MESH The application can access the ESP-MESH stack directly without having to go through the
LwIP stack. The LwIP stack is only required by the root node to transmit/receive data to/from an external IP network.
However, since every node can potentially become the root node (due to automatic root node selection), each node
must still initialize the LwIP stack.

Each node is required to initialize LwIP by calling t coip_adapter_init (). In order to prevent non-root
node access to LwIP, the application should stop the following services after LwIP initialization:

e DHCP server service on the softAP interface.
¢ DHCP client service on the station interface.

The following code snippet demonstrates how to initialize LwIP for ESP-MESH applications.

/* tcpip initialization */

tcpip_adapter_init ();

/*
* for mesh
* stop DHCP server on softAP interface by default
* stop DHCP client on station interface by default
*/

(continues on next page)
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(continued from previous page)

ESP_ERROR_CHECK (tcpip_adapter_dhcps_stop (TCPIP_ADAPTER_IF_AP));
ESP_ERROR_CHECK (tcpip_adapter_dhcpc_stop (TCPIP_ADAPTER_IF_STA));

Note: ESP-MESH requires a root node to be connected with a router. Therefore, in the event that a node becomes
the root, the corresponding handler must start the DHCP client service and immediately obtain an IP address.
Doing so will allow other nodes to begin transmitting/receiving packets to/from the external IP network. However,
this step is unnecessary if static IP settings are used.

Writing an ESP-MESH Application The prerequisites for starting ESP-MESH is to initialize LwIP and Wi-Fi,
The following code snippet demonstrates the necessary prerequisite steps before ESP-MESH itself can be initialized.

tcpip_adapter_init () ;
J*
* for mesh
* stop DHCP server on SOftAP interface by default
* stop DHCP client on station interface by default
*/
ESP_ERROR_CHECK (tcpip_adapter_dhcps_stop (TCPIP_ADAPTER_IF_AP));
ESP_ERROR_CHECK (tcpip_adapter_dhcpc_stop (TCPIP_ADAPTER_IF_STA));

/* event initialization */
ESP_ERROR_CHECK (esp_event_loop_create_default ());

/* Wi-Fi initialization */

wifi_init_config_t config = WIFI_INIT_CONFIG_DEFAULT();

ESP_ERROR_CHECK (esp_wifi_init (&confiqg));

/* register IP events handler */

ESP_ERROR_CHECK (esp_event_handler_register (IP_EVENT, IP_EVENT_STA_GOT_IP, &ip_
—event_handler, NULL));

ESP_ERROR_CHECK (esp_wifi_set_storage (WIFI_STORAGE_FLASH)) ;

ESP_ERROR_CHECK (esp_wifi_start());

After initializing LwIP and Wi-Fi, the process of getting an ESP-MESH network up and running can be summarized
into the following three steps:

1. Initialize Mesh
2. Configuring an ESP-MESH Network
3. Start Mesh

Initialize Mesh The following code snippet demonstrates how to initialize ESP-MESH

/* mesh initialization */

ESP_ERROR_CHECK (esp_mesh_init ());

/* register mesh events handler */

ESP_ERROR_CHECK (esp_event_handler_register (MESH_EVENT, ESP_EVENT_ANY_ ID, &mesh_
—event_handler, NULL));

Configuring an ESP-MESH Network ESP-MESH is configured via esp_mesh_set_config () which re-
ceives its arguments using the mesh_cfg_t structure. The structure contains the following parameters used to
configure ESP-MESH:
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Parameter Description

Channel Range from 1 to 14

Mesh ID ID of ESP-MESH Network, see mesh_addr_t

Router Router Configuration, see mesh_router_t

Mesh AP Mesh AP Configuration, see mesh_ap_cfg_t

Crypto Functions | Crypto Functions for Mesh IE, see mesh_crypto_funcs_t

The following code snippet demonstrates how to configure ESP-MESH.

/* Enable the Mesh IE encryption by default */

mesh_cfg_t cfg = MESH_INIT_CONFIG_DEFAULT();

/* mesh ID */

memcpy ( (uint8_t *) &cfg.mesh_id, MESH_ID, 6);

/* channel (must match the router's channel) */

cfg.channel = CONFIG_MESH_CHANNEL;

/* router */

cfg.router.ssid_len = strlen (CONFIG_MESH_ROUTER_SSID) ;

memcpy ( (uint8_t *) &cfg.router.ssid, CONFIG_MESH_ROUTER_SSID, cfg.router.ssid_len);

memcpy ( (uint8_t *) &cfg.router.password, CONFIG_MESH_ROUTER_PASSWD,
strlen (CONFIG_MESH_ROUTER_PASSWD)) ;

/* mesh softAP */

cfg.mesh_ap.max_connection = CONFIG_MESH_AP_CONNECTIONS;

memcpy ( (uint8_t *) &cfg.mesh_ap.password, CONFIG_MESH_AP_PASSWD,
strlen (CONFIG_MESH AP PASSWD)) ;

ESP_ERROR_CHECK (esp_mesh_set_config(&cfqg));

Start Mesh The following code snippet demonstrates how to start ESP-MESH.

/* mesh start */
ESP_ERROR_CHECK (esp_mesh_start ());

After starting ESP-MESH, the application should check for ESP-MESH events to determine when it has connected
to the network. After connecting, the application can start transmitting and receiving packets over the ESP-MESH
network using esp_mesh_send () and esp_mesh_recv ().

Self Organized Networking Self organized networking is a feature of ESP-MESH where nodes can autonomously
scan/select/connect/reconnect to other nodes and routers. This feature allows an ESP-MESH network to operate with
high degree of autonomy by making the network robust to dynamic network topologies and conditions. With self
organized networking enabled, nodes in an ESP-MESH network are able to carry out the following actions without
autonomously:

* Selection or election of the root node (see Automatic Root Node Selection in Building a Network)

* Selection of a preferred parent node (see Parent Node Selection in Building a Network)

¢ Automatic reconnection upon detecting a disconnection (see Intermediate Parent Node Failure in Managing
a Network)

When self organized networking is enabled, the ESP-MESH stack will internally make calls to Wi-Fi APIs. Therefore,
the application layer should not make any calls to Wi-Fi APIs whilst self organized networking is enabled as
doing so would risk interfering with ESP-MESH.

Toggling Self Organized Networking Self organized networking can be enabled or disabled by the application
at runtime by calling the esp_mesh_set_self organized () function. The function has the two following
parameters:

* bool enable specifies whether to enable or disable self organized networking.

* bool select_parent specifies whether a new parent node should be selected when enabling self orga-
nized networking. Selecting a new parent has different effects depending the node type and the node’ s current
state. This parameter is unused when disabling self organized networking.
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Disabling Self Organized Networking The following code snippet demonstrates how to disable self organized
networking.

//Disable self organized networking
esp_mesh_set_self_organized(false, false);

ESP-MESH will attempt to maintain the node’ s current Wi-Fi state when disabling self organized networking.

« If the node was previously connected to other nodes, it will remain connected.
* If the node was previously disconnected and was scanning for a parent node or router, it will stop scanning.
« If the node was previously attempting to reconnect to a parent node or router, it will stop reconnecting.

Enabling Self Organized Networking ESP-MESH will attempt to maintain the node’ s current Wi-Fi state when
enabling self organized networking. However, depending on the node type and whether a new parent is selected, the
Wi-Fi state of the node can change. The following table shows effects of enabling self organized networking.

Select Parent Is Root Node Effects
N N

* Nodes already connected to a
parent node will remain con-
nected.

e Nodes previously scan-
ning for a parent nodes
will stop scanning.  Call
esp_mesh_connect ()
to restart.

* A root node already con-
nected to router will stay con-
nected.

e A root node disconnected
from router will need to call
esp_mesh_connect ()
to reconnect.

* Nodes without a parent node
will automatically select a
preferred parent and connect.

e Nodes already connected to
a parent node will discon-
nect, reselect a preferred par-
ent node, and connect.

¢ For a root node to connect to
a parent node, it must give up
it’ s role as root. Therefore,
a root node will disconnect
from the router and all child
nodes, select a preferred par-
ent node, and connect.

The following code snipping demonstrates how to enable self organized networking.

//Enable self organized networking and select a new parent
esp_mesh_set_self_organized(true, true);

(continues on next page)
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(continued from previous page)

//Enable self organized networking and manually reconnect
esp_mesh_set_self_organized(true, false);
esp_mesh_connect () ;

Calling Wi-Fi API There can be instances in which an application may want to directly call Wi-Fi API whilst using
ESP-MESH. For example, an application may want to manually scan for neighboring APs. However, self organized
networking must be disabled before the application calls any Wi-Fi APIs. This will prevent the ESP-MESH
stack from attempting to call any Wi-Fi APIs and potentially interfering with the application’ s calls.

Therefore,  application calls to Wi-Fi APIs should be placed in Dbetween calls of
esp_mesh_set_self_organized () which disable and enable self organized networking. The follow-
ing code snippet demonstrates how an application can safely call esp_wifi_scan_start () whilst using
ESP-MESH.

//Disable self organized networking
esp_mesh_set_self_organized (0, 0);

//Stop any scans already in progress

esp_wifi_scan_stop();

//Manually start scan. Will automatically stop when run to completion
esp_wifi_scan_start();

//Process scan results

//Re—enable self organized networking if still connected
esp_mesh_set_self_organized(l, 0);

//Re—enable self organized networking if non-root and disconnected
esp_mesh_set_self_organized(l, 1);

//Re—enable self organized networking if root and disconnected
esp_mesh_set_self_organized(l, 0); //Don't select new parent
esp_mesh_connect () ; //Manually reconnect to router

Application Examples ESP-IDF contains these ESP-MESH example projects:

The Internal Communication Example demonstrates how to set up a ESP-MESH network and have the root node
send a data packet to every node within the network.

The Manual Networking Example demonstrates how to use ESP-MESH without the self-organizing features. This
example shows how to program a node to manually scan for a list of potential parent nodes and select a parent node
based on custom criteria.

API Reference

Header File

* esp_wifi/include/esp_mesh.h
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Functions
esp_err_t esp_mesh_init (void)
Mesh initialization.

» Check whether Wi-Fi is started.
* Initialize mesh global variables with default values.

Attention This API shall be called after Wi-Fi is started.
Return
« ESP_OK
* ESP_FAIL
esp_err_t esp_mesh_deinit (void)
Mesh de-initialization.

» Release resources and stop the mesh

Return
« ESP_OK
e« ESP_FAIL

esp_err_t esp_mesh_start (void)
Start mesh.

* Initialize mesh IE.

« Start mesh network management service.

* Create TX and RX queues according to the configuration.
» Register mesh packets receive callback.

Attention This API shall be called after mesh initialization and configuration.
Return
* ESP_OK
ESP_FAIL
 ESP_ERR_MESH_NOT_INIT
» ESP_ERR_MESH_NOT_CONFIG
* ESP_ERR_MESH_NO_MEMORY

esp_err_t esp_mesh_stop (void)
Stop mesh.

¢ Deinitialize mesh IE.

* Disconnect with current parent.

* Disassociate all currently associated children.

» Stop mesh network management service.

» Unregister mesh packets receive callback.

¢ Delete TX and RX queues.

* Release resources.

* Restore Wi-Fi softAP to default settings if Wi-Fi dual mode is enabled.
» Set Wi-Fi Power Save type to WIFI_PS_NONE.

Return
« ESP_ OK
« ESP_FAIL

esp_err_t esp_mesh_send (const mesh_addr_t *to, const mesh_data_t *data, int flag, const

mesh_opt_t opt[], int opt_count)
Send a packet over the mesh network.

* Send a packet to any device in the mesh network.
» Send a packet to external IP network.

Attention This API is not reentrant.
Return

« ESP_OK

* ESP_FAIL

¢« ESP_ERR_MESH_ARGUMENT
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e ESP_ERR_MESH_NOT_START

¢ ESP_ERR_MESH_DISCONNECTED

¢ ESP_ERR_MESH_OPT_UNKNOWN

¢ ESP_ERR_MESH_EXCEED_MTU

¢ ESP_ERR_MESH_NO_MEMORY

¢ ESP_ERR_MESH_TIMEOUT

¢ ESP_ERR_MESH_QUEUE_FULL

¢ ESP_ERR_MESH_NO_ROUTE_FOUND

¢ ESP_ERR_MESH_DISCARD
Parameters

e [in] to: the address of the final destination of the packet

— If the packet is to the root, set this parameter to NULL.

— If the packet is to an external IP network, set this parameter to the [Pv4:PORT combination.
This packet will be delivered to the root firstly, then the root will forward this packet to the final
IP server address.

* [in] data: pointer to a sending mesh packet

— Field size should not exceed MESH_MPS. Note that the size of one mesh packet should not
exceed MESH_MTU.

— Field proto should be set to data protocol in use (default is MESH_PROTO_BIN for binary).

— Field tos should be set to transmission tos (type of service) in use (default is MESH_TOS_P2P
for point-to-point reliable).

* [in] flag: bitmap for data sent

— Speed up the route search

* If the packet is to the root and “to” parameter is NULL, set this parameter to O.

* If the packet is to an internal device, MESH_DATA_P2P should be set.

* If the packet is to the root ( “to” parameter isn’ t NULL) or to external IP network,
MESH_DATA_TODS should be set.

* If the packet is from the root to an internal device, MESH_DATA_FROMDS should be set.

— Specify whether this API is block or non-block, block by default
* If needs non-block, MESH_DATA_NONBLOCK should be set.

— In the situation of the root change, MESH_DATA_DROP identifies this packet can be dropped
by the new root for upstream data to external IP network, we try our best to avoid data loss caused
by the root change, but there is a risk that the new root is running out of memory because most of
memory is occupied by the pending data which isn’ t read out in time by esp_mesh_recv_toDS().
Generally, we suggest esp_mesh_recv_toDS() is called after a connection with IP network
is created. Thus data outgoing to external IP network via socket is just from reading
esp_mesh_recv_toDS() which avoids unnecessary memory copy.

e [in] opt: options

— In case of sending a packet to a certain group, MESH_OPT_SEND_GROUP is a good choice.
In this option, the value field should be set to the target receiver addresses in this group.

— Root sends a packet to an internal device, this packet is from external IP network in case the
receiver device responds this packet, MESH_OPT_RECV_DS_ADDR is required to attach the
target DS address.

* [in] opt_count: option count
— Currently, this API only takes one option, so opt_count is only supported to be 1.

esp_err_t esp_mesh_recv (mesh_addr_t * from, mesh_data_t *data, int timeout_ms, int *flag, mesh_opt_t
optl], int opt_count)
Receive a packet targeted to self over the mesh network.

flag could be MESH_DATA_FROMDS or MESH_DATA_TODS.

Attention Mesh RX queue should be checked regularly to avoid running out of memory.
» Use esp_mesh_get_rx_pending() to check the number of packets available in the queue waiting to
be received by applications.
Return
* ESP_OK
¢ ESP_ERR_MESH_ARGUMENT
¢ ESP_ERR_MESH_NOT_START
¢ ESP_ERR_MESH_TIMEOUT
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¢ ESP_ERR_MESH_DISCARD
Parameters
* [out] from: the address of the original source of the packet
e [out] data: pointer to the received mesh packet
— Field proto is the data protocol in use. Should follow it to parse the received data.
— Field tos is the transmission tos (type of service) in use.
e [in] timeout_ms: wait time if a packet isn’ t immediately available (0:no wait, port-
MAX_DELAY :wait forever)
* [out] flag: bitmap for data received
— MESH_DATA_FROMDS represents data from external IP network
— MESH_DATA_TODS represents data directed upward within the mesh network
Parameters
e [out] opt: options desired to receive
— MESH_OPT_RECV_DS_ADDR attaches the DS address
* [in] opt_count: option count desired to receive
— Currently, this API only takes one option, so opt_count is only supported to be 1.

esp_err_t esp_mesh_recv_toDS (mesh_addr_t *from, mesh_addr_t *to, mesh_data_t *data, int time-

out_ms, int *flag, mesh_opt_t opt[], int opt_count)
Receive a packet targeted to external IP network.

* Root uses this API to receive packets destined to external IP network

* Root forwards the received packets to the final destination via socket.

* If no socket connection is ready to send out the received packets and this esp_mesh_recv_toDS() hasn’
t been called by applications, packets from the whole mesh network will be pending in toDS queue.

Use esp_mesh_get_rx_pending() to check the number of packets available in the queue waiting to be received
by applications in case of running out of memory in the root.

Using esp_mesh_set_xon_gsize() users may configure the RX queue size, default:32. If this size is too large,
and esp_mesh_recv_toDS() isn’ t called in time, there is a risk that a great deal of memory is occupied by the
pending packets. If this size is too small, it will impact the efficiency on upstream. How to decide this value
depends on the specific application scenarios.

flag could be MESH_DATA_TODS.

Attention This API is only called by the root.
Return
« ESP_OK
e ESP_ERR_MESH_ARGUMENT
¢ ESP_ERR_MESH_NOT_START
ESP_ERR_MESH_TIMEOUT
e ESP_ERR_MESH_DISCARD
¢ ESP_ERR_MESH_RECV_RELEASE
Parameters
e [out] from: the address of the original source of the packet
e [out] to: the address contains remote IP address and port (IPv4:PORT)
* [out] data: pointer to the received packet
— Contain the protocol and applications should follow it to parse the data.
e [in] timeout_ms: wait time if a packet isn’ t immediately available (0:no wait, port-
MAX_DELAY:wait forever)
e [out] flag: bitmap for data received
— MESH_DATA_TODS represents the received data target to external IP network. Root shall
forward this data to external IP network via the association with router.

Parameters
* [out] opt: options desired to receive
* [in] opt_count: option count desired to receive

esp_err_t esp_mesh_set_config (const mesh_cfg_t *config)
Set mesh stack configuration.

e Use MESH_INIT_CONFIG_DEFAULT() to initialize the default values, mesh IE is encrypted by de-
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fault.

Mesh network is established on a fixed channel (1-14).

Mesh event callback is mandatory.

Mesh ID is an identifier of an MBSS. Nodes with the same mesh ID can communicate with each other.
Regarding to the router configuration, if the router is hidden, BSSID field is mandatory.

If BSSID field isn’ t set and there exists more than one router with same SSID, there is a risk that more roots
than one connected with different BSSID will appear. It means more than one mesh network is established
with the same mesh ID.

Root conflict function could eliminate redundant roots connected with the same BSSID, but couldn’ t handle
roots connected with different BSSID. Because users might have such requirements of setting up routers with
same SSID for the future replacement. But in that case, if the above situations happen, please make sure
applications implement forward functions on the root to guarantee devices in different mesh networks can
communicate with each other. max_connection of mesh softAP is limited by the max number of Wi-Fi softAP
supported (max:10).

Attention This API shall be called before mesh is started after mesh is initialized.
Return

* ESP_OK
* ESP_ERR_MESH_ARGUMENT
» ESP_ERR_MESH_NOT_ALLOWED

Parameters

* [in] config: pointer to mesh stack configuration

esp_err_t esp_mesh_get_config (mesh_cfg_t *config)
Get mesh stack configuration.

Return

* ESP_OK
* ESP_ERR_MESH_ARGUMENT

Parameters

* [out] config: pointer to mesh stack configuration

esp_err_t esp_mesh_set_router (const mesh_router_t *router)
Get router configuration.

Attention This API is used to dynamically modify the router configuration after mesh is configured.
Return

* ESP_OK
* ESP_ERR_MESH_ARGUMENT

Parameters

e [in] router: pointer to router configuration

esp_err_t esp_mesh_get_router (mesh_router_t *router)
Get router configuration.

Return

 ESP_OK
* ESP_ERR_MESH_ARGUMENT

Parameters

* [out] router: pointer to router configuration

esp_err_t esp_mesh_set_id (const mesh_addr_t *id)
Set mesh network ID.

Attention This API is used to dynamically modify the mesh network ID.
Return

« ESP_OK
¢ ESP_ERR_MESH_ARGUMENT: invalid argument

Parameters

e [in] id: pointer to mesh network ID
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esp_err_t esp_mesh_get_id (mesh_addr_t *id)
Get mesh network ID.

Return

e ESP_OK

* ESP_ERR_MESH_ARGUMENT
Parameters

e [out] id: pointer to mesh network ID

esp_err_t esp_mesh_set_type (mesh_type_t type)
Designate device type over the mesh network.

* MESH_IDLE: designates a device as a self-organized node for a mesh network
* MESH_ROOT: designates the root node for a mesh network

* MESH_LEAF: designates a device as a standalone Wi-Fi station that connects to a parent
 MESH_STA: designates a device as a standalone Wi-Fi station that connects to a router

Return

¢ ESP_OK

e ESP_ERR_MESH_NOT_ALLOWED
Parameters

* [in] type: device type

mesh_type_t esp_mesh_get_type (void)
Get device type over mesh network.

Attention This API shall be called after having received
MESH_EVENT_PARENT_CONNECTED.
Return mesh type

esp_err_t esp_mesh_set_max_layer (int max_layer)
Set network max layer value.

« for tree topology, the max is 25.
» for chain topology, the max is 1000.
» Network max layer limits the max hop count.

Attention This API shall be called before mesh is started.
Return

« ESP_OK

¢« ESP_ERR_MESH_ARGUMENT

 ESP_ERR_MESH_NOT_ALLOWED
Parameters

e [in] max_layer: max layer value

int esp_mesh_get_max_layer (void)
Get max layer value.

Return max layer value

esp_err_t esp_mesh_set_ap_password (const uint8_t *pwd, int len)
Set mesh softAP password.

Attention This API shall be called before mesh is started.
Return

« ESP_OK

¢ ESP_ERR_MESH_ARGUMENT

¢ ESP_ERR_MESH_NOT_ALLOWED
Parameters

e [in] pwd: pointer to the password

* [in] len: password length

esp_err_t esp_mesh_set_ap_authmode (wifi_auth_mode_t authmode)
Set mesh softAP authentication mode.

Attention This API shall be called before mesh is started.

the

event
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Return

« ESP_OK

¢ ESP_ERR_MESH_ARGUMENT

e« ESP_ERR_MESH_NOT_ALLOWED
Parameters

e [in] authmode: authentication mode

wifi_auth_mode_t esp_mesh_get_ap_authmode (void)
Get mesh softAP authentication mode.

Return authentication mode

esp_err_t esp_mesh_set_ap_connections (int connections)
Set mesh soft AP max connection value.

Attention This API shall be called before mesh is started.
Return
¢ ESP_OK
¢« ESP_ERR_MESH_ARGUMENT
Parameters
e [in] connections: the number of max connections

int esp_mesh_get_ap_connections (void)
Get mesh softAP max connection configuration.

Return the number of max connections

int esp_mesh_get_layer (void)
Get current layer value over the mesh network.

Attention This API shall be called after having received the event
MESH_EVENT_PARENT_CONNECTED.
Return layer value

esp_err_t esp_mesh_get_parent_bssid (mesh_addr_t *bssid)
Get the parent BSSID.

Attention This API shall be called after having received the event
MESH_EVENT_PARENT_CONNECTED.
Return
« ESP_OK
« ESP_FAIL
Parameters
e [out] bssid: pointer to parent BSSID

bool esp_mesh_is_root (void)
Return whether the device is the root node of the network.

Return true/false

esp_err_t esp_mesh_set_self_organized (bool enable, bool select_parent)
Enable/disable self-organized networking.

* Self-organized networking has three main functions: select the root node; find a preferred parent; initiate
reconnection if a disconnection is detected.

* Self-organized networking is enabled by default.

« If self-organized is disabled, users should set a parent for the device via esp_mesh_set_parent().

Attention This API is used to dynamically modify whether to enable the self organizing.
Return

« ESP_OK

« ESP_FAIL
Parameters

e [in] enable: enable or disable self-organized networking

* [in] select_parent: Only valid when self-organized networking is enabled.
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— if select_parent is set to true, the root will give up its mesh root status and search for a new
parent like other non-root devices.

bool esp_mesh_get_self organized (void)
Return whether enable self-organized networking or not.

Return true/false

esp_err_t esp_mesh_waive_root (const mesh_vote_t *vote, int reason)
Cause the root device to give up (waive) its mesh root status.

¢ A device is elected root primarily based on RSSI from the external router.

« If external router conditions change, users can call this API to perform a root switch.

* In this API, users could specify a desired root address to replace itself or specify an attempts value to
ask current root to initiate a new round of voting. During the voting, a better root candidate would be
expected to find to replace the current one.

« If no desired root candidate, the vote will try a specified number of attempts (at least 15). If no better
root candidate is found, keep the current one. If a better candidate is found, the new better one will send
a root switch request to the current root, current root will respond with a root switch acknowledgment.

» After that, the new candidate will connect to the router to be a new root, the previous root will disconnect
with the router and choose another parent instead.

Root switch is completed with minimal disruption to the whole mesh network.

Attention This API is only called by the root.
Return
« ESP_OK
« ESP_ERR_MESH_QUEUE_FULL
« ESP_ERR_MESH_DISCARD
« ESP_FAIL
Parameters
e [in] vote: vote configuration
— If this parameter is set NULL, the vote will perform the default 15 times.
— Field percentage threshold is 0.9 by default.
— Field is_rc_specified shall be false.
— Field attempts shall be at least 15 times.
e [in] reason: only accept MESH_VOTE_REASON_ROOT_INITIATED for now

esp_err_t esp_mesh_set_vote_percentage (float percentage)
Set vote percentage threshold for approval of being a root (default:0.9)

» During the networking, only obtaining vote percentage reaches this threshold, the device could be a root.

Attention This API shall be called before mesh is started.
Return

« ESP_OK

* ESP_FAIL
Parameters

* [in] percentage: vote percentage threshold

float esp_mesh_get_vote_percentage (void)
Get vote percentage threshold for approval of being a root.

Return percentage threshold

esp_err_t esp_mesh_set_ap_assoc_expire (int seconds)
Set mesh softAP associate expired time (default:10 seconds)

¢ If mesh softAP hasn’ t received any data from an associated child within this time, mesh softAP will
take this child inactive and disassociate it.
* If mesh softAP is encrypted, this value should be set a greater value, such as 30 seconds.

Return
« ESP_ OK
* ESP_FAIL
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Parameters
e [in] seconds: the expired time

int esp_mesh_get_ap_assoc_expire (void)
Get mesh softAP associate expired time.

Return seconds

int esp_mesh_get_total_node_num (void)
Get total number of devices in current network (including the root)

Attention The returned value might be incorrect when the network is changing.
Return total number of devices (including the root)

int esp_mesh_get_routing_table_size (void)
Get the number of devices in this device’ s sub-network (including self)

Return the number of devices over this device’ s sub-network (including self)

esp_err_t esp_mesh_get_routing_table (mesh_addr_t *mac, int len, int *size)
Get routing table of this device’ s sub-network (including itself)

Return
* ESP_OK
* ESP_ERR_MESH_ARGUMENT
Parameters
* [out] mac: pointer to routing table
e [in] len: routing table size(in bytes)
* [out] size: pointer to the number of devices in routing table (including itself)

esp_err_t esp_mesh_post_toDS_state (bool reachable)
Post the toDS state to the mesh stack.

Attention This API is only for the root.
Return
¢« ESP_OK
* ESP_FAIL
Parameters
e [in] reachable: this state represents whether the root is able to access external IP network

esp_err_t esp_mesh_get_tx_pending (mesh_tx_pending t *pending)
Return the number of packets pending in the queue waiting to be sent by the mesh stack.

Return
* ESP_OK
« ESP_FAIL
Parameters
* [out] pending: pointer to the TX pending

esp_err_t esp_mesh_get_rx_pending (mesh_rx_pending_t *pending)
Return the number of packets available in the queue waiting to be received by applications.

Return
« ESP_OK
» ESP_FAIL
Parameters
* [out] pending: pointer to the RX pending

int esp_mesh_available_txupQ_num (const mesh_addr_t *addr, uint32_t *xseqno_in)
Return the number of packets could be accepted from the specified address.

Return the number of upQ for a certain address
Parameters
e [in] addr: self address or an associate children address
e [out] xseqgno_in: sequence number of the last received packet from the specified address
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esp_err_t esp_mesh_set_xon_gsize (int gsize)
Set the number of queue.

Attention This API shall be called before mesh is started.
Return

 ESP_OK

« ESP_FAIL
Parameters

e [in] gsize: default:32 (min:16)

int esp_mesh_get_xon_gsize (void)
Get queue size.

Return the number of queue

esp_err_t esp_mesh_allow_root_conflicts (bool allowed)
Set whether allow more than one root existing in one network.

Return

e ESP_OK

e ESP_WIFI_ERR_NOT_INIT

e ESP_WIFI_ERR_NOT_START
Parameters

e [in] allowed: allow or not

bool esp_mesh_is_root_conflicts_allowed (void)
Check whether allow more than one root to exist in one network.

Return true/false

esp_err_t esp_mesh_set_group_id (const mesh_addr_t *addr, int num)
Set group ID addresses.

Return
« ESP_OK
* ESP_MESH_ERR_ARGUMENT
Parameters
e [in] addr: pointer to new group ID addresses
e [in] num: the number of group ID addresses

esp_err_t esp_mesh_delete_group_id (const mesh_addr_t *addr, int num)
Delete group ID addresses.

Return
« ESP_OK
« ESP_MESH_ERR_ARGUMENT
Parameters
e [in] addr: pointer to deleted group ID address
e [in] num: the number of group ID addresses

int esp_mesh_get_group_num (void)
Get the number of group ID addresses.

Return the number of group ID addresses

esp_err_t esp_mesh_get_group_list (mesh_addr_t *addr, int num)
Get group ID addresses.

Return
* ESP_OK
* ESP_MESH_ERR_ARGUMENT
Parameters
e [out] addr: pointer to group ID addresses
e [in] num: the number of group ID addresses
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bool esp_mesh_is_my_group (const mesh_addr_t *addr)
Check whether the specified group address is my group.

Return true/false

esp_err_t esp_mesh_set_capacity_num (int num)
Set mesh network capacity (max:1000, default:300)

Attention This API shall be called before mesh is started.
Return

¢« ESP_OK

¢ ESP_ERR_MESH_NOT_ALLOWED

¢« ESP_MESH_ERR_ARGUMENT
Parameters

e [in] num: mesh network capacity

int esp_mesh_get_capacity_num (void)
Get mesh network capacity.

Return mesh network capacity

esp_err_t esp_mesh_set_ie_crypto_funcs (const mesh_crypto_funcs_t *crypto_funcs)
Set mesh IE crypto functions.

Attention This API can be called at any time after mesh is initialized.
Return
« ESP_OK
Parameters
* [in] crypto_funcs: crypto functions for mesh IE
— If crypto_funcs is set to NULL, mesh IE is no longer encrypted.

esp_err_t esp_mesh_set_ie_crypto_key (const char *key, int len)
Set mesh IE crypto key.

Attention This API can be called at any time after mesh is initialized.
Return

 ESP_OK

* ESP_MESH_ERR_ARGUMENT
Parameters

e [in] key: ASCII crypto key

e [in] len: length in bytes, range:8~64

esp_err_t esp_mesh_get_ie_crypto_key (char *key, int len)
Get mesh IE crypto key.

Return

« ESP_OK

* ESP_MESH_ERR_ARGUMENT
Parameters

e [out] key: ASCII crypto key

e [in] len: length in bytes, range:8~64

esp_err_t esp_mesh_set_root_healing_delay (int delay_ms)
Set delay time before starting root healing.

Return
e ESP_OK
Parameters
* [in] delay_ms: delay time in milliseconds

int esp_mesh_get_root_healing_delay (void)
Get delay time before network starts root healing.

Return delay time in milliseconds
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esp_err_t esp_mesh_fix_root (bool enable)
Enable network Fixed Root Setting.

* Enabling fixed root disables automatic election of the root node via voting.
* All devices in the network shall use the same Fixed Root Setting (enabled or disabled).
« If Fixed Root is enabled, users should make sure a root node is designated for the network.

Return
e ESP_OK
Parameters
e [in] enable: enable or not

bool esp_mesh_is_root_fixed (void)
Check whether network Fixed Root Setting is enabled.

» Enable/disable network Fixed Root Setting by API esp_mesh_fix_root().
» Network Fixed Root Setting also changes with the “flag” value in parent networking IE.

Return true/false

esp_err_t esp_mesh_set_parent (const wifi_config_t *parent, const mesh_addr_t
*parent_mesh_id, mesh_type_t my_type, int my_layer)
Set a specified parent for the device.

Attention This API can be called at any time after mesh is configured.
Return
* ESP_OK
* ESP_ERR_ARGUMENT
* ESP_ERR_MESH_NOT_CONFIG
Parameters
* [in] parent: parent configuration, the SSID and the channel of the parent are mandatory.
— If the BSSID is set, make sure that the SSID and BSSID represent the same parent, otherwise
the device will never find this specified parent.
e [in] parent_mesh_id: parent mesh ID,
— If this value is not set, the original mesh ID is used.
* [in] my_type: mesh type
— MESH_STA is not supported.
— If the parent set for the device is the same as the router in the network configuration, then
my_type shall set MESH_ROOT and my_layer shall set MESH_ROOT_LAYER.
e [in] my_layer: mesh layer
— my_layer of the device may change after joining the network.
— If my_type is set MESH_NODE, my_layer shall be greater than MESH_ROOT_LAYER.
— If my_type is set MESH_LEAF, the device becomes a standalone Wi-Fi station and no longer
has the ability to extend the network.

esp_err_t esp_mesh_scan_get_ap_ie_len (int *len)
Get mesh networking IE length of one AP.

Return
¢ ESP_OK
¢ ESP_ERR_WIFI_NOT_INIT
e ESP_ERR_WIFI_ARG
e ESP_ERR_WIFI_FAIL
Parameters
e [out] len: mesh networking IE length

esp_err_t esp_mesh_scan_get_ap_record (wifi_ap_record_t *ap_record, void *buffer)
Get AP record.

Attention Different from esp_wifi_scan_get_ap_records(), this API only gets one of APs scanned each time.
See “manual_networking” example.
Return
« ESP_OK
e ESP_ERR_WIFI_NOT_INIT
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¢ ESP_ERR_WIFI_ARG
« ESP_ERR_WIFI_FAIL
Parameters
* [out] ap_record: pointer to one AP record
e [out] buffer: pointer to the mesh networking IE of this AP

esp_err_t esp_mesh_flush_upstream_packets (void)
Flush upstream packets pending in to_parent queue and to_parent_p2p queue.

Return
« ESP_OK

esp_err_t esp_mesh_get_subnet_nodes_num (const mesh_addr_t *child_mac, int *nodes_num)
Get the number of nodes in the subnet of a specific child.

Return
e ESP_OK
e ESP_ERR_MESH_NOT_START
¢« ESP_ERR_MESH_ARGUMENT
Parameters
e [in] child_mac: an associated child address of this device
e [out] nodes_num: pointer to the number of nodes in the subnet of a specific child

esp_err_t esp_mesh_get_subnet_nodes_list (const mesh_addr_t *child_mac, mesh_addr_t

*nodes, int nodes_num)
Get nodes in the subnet of a specific child.

Return
« ESP_OK
¢« ESP_ERR_MESH_NOT_START
¢ ESP_ERR_MESH_ARGUMENT
Parameters
e [in] child_mac: an associated child address of this device
e [out] nodes: pointer to nodes in the subnet of a specific child
* [in] nodes_num: the number of nodes in the subnet of a specific child

esp_err_t esp_mesh_disconnect (void)
Disconnect from current parent.

Return
« ESP_ OK

esp_err_t esp_mesh_connect (void)
Connect to current parent.

Return
« ESP_OK

esp_err_t esp_mesh_flush_scan_result (void)
Flush scan result.

Return
e ESP_OK

esp_err_t esp_mesh_switch_channel (const uint8_t *new_bssid, int csa_newchan, int csa_count)
Cause the root device to add Channel Switch Announcement Element (CSA IE) to beacon.

¢ Set the new channel
» Set how many beacons with CSA IE will be sent before changing a new channel
* Enable the channel switch function

Attention This API is only called by the root.
Return
¢ ESP_OK
Parameters
e [in] new_bssid: the new router BSSID if the router changes
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* [in] csa_newchan: the new channel number to which the whole network is moving
e [in] csa_count: channel switch period(beacon count), unit is based on beacon interval of its
softAP, the default value is 15.

esp_err_t esp_mesh_get_router_bssid (uint8_t *router_bssid)
Get the router BSSID.

Return
« ESP_OK
e ESP_ERR_WIFI_NOT_INIT
¢« ESP_ERR_WIFI_ARG
Parameters
* [out] router_bssid: pointer to the router BSSID

int64_t esp_mesh_get_tsf_time (void)
Get the TSF time.

Return the TSF time

esp_err_t esp_mesh_set_topology (esp_mesh_topology_t topo)
Set mesh topology. The default value is MESH_TOPO_TREE.

« MESH_TOPO_CHAIN supports up to 1000 layers

Attention This API shall be called before mesh is started.
Return
« ESP_OK
¢ ESP_MESH_ERR_ARGUMENT
e« ESP_ERR_MESH_NOT_ALLOWED
Parameters
e [in] topo: MESH_TOPO_TREE or MESH_TOPO_CHAIN

esp_mesh_topology_t esp_mesh_get_topology (void)
Get mesh topology.

Return MESH_TOPO_TREE or MESH_TOPO_CHAIN

esp_err_t esp_mesh_enable_ps (void)
Enable mesh Power Save function.

Attention This API shall be called before mesh is started.
Return
¢ ESP_OK
e ESP_ERR_WIFI_NOT_INIT
 ESP_ERR_MESH_NOT_ALLOWED

esp_err_t esp_mesh_disable_ps (void)
Disable mesh Power Save function.

Attention This API shall be called before mesh is started.
Return
« ESP_OK
e ESP_ERR_WIFI_NOT_INIT
 ESP_ERR_MESH_NOT_ALLOWED

bool esp_mesh_is_ps_enabled (void)
Check whether the mesh Power Save function is enabled.

Return true/false

bool esp_mesh_is_device_active (void)
Check whether the device is in active state.

¢ If the device is not in active state, it will neither transmit nor receive frames.

Return true/false
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esp_err_t esp_mesh_set_active_duty_cycle (int dev_duty, int dev_duty_type)
Set the device duty cycle and type.

* The range of dev_duty values is 1 to 100. The default value is 12.

e dev_duty = 100, the PS will be stopped.

e dev_duty is better to not less than 5.

e dev_duty_type could be MESH_PS_DEVICE_DUTY_REQUEST or
MESH_PS_DEVICE_DUTY_DEMAND.

o If dev_duty_type is set to MESH_PS_DEVICE_DUTY_REQUEST, the device will use a nwk_duty
provided by the network.

e If dev_duty_type is set to MESH_PS_DEVICE_DUTY_DEMAND, the device will use the specified

dev_duty.
Attention This API can be called at any time after mesh is started.
Return
* ESP_OK
* ESP_FAIL
Parameters
e [in] dev_duty: device duty cycle
e [in] dev_duty_type: device PS duty cycle type, not  accept

MESH_PS_NETWORK_DUTY_MASTER

esp_err_t esp_mesh_get_active_duty_cycle (int *dev_duty, int *dev_duty_type)
Get device duty cycle and type.

Return
¢« ESP_OK
Parameters
e [out] dev_duty: device duty cycle
e [out] dev_duty_type: device PS duty cycle type

esp_err_t esp_mesh_set_network_duty_cycle (int nwk_duty, int duration_mins, int applied_rule)
Set the network duty cycle, duration and rule.

¢ The range of nwk_duty values is 1 to 100. The default value is 12.

* nwk_duty is the network duty cycle the entire network or the up-link path will use. A device that suc-
cessfully sets the nwk_duty is known as a NWK-DUTY-MASTER.

* duration_mins specifies how long the specified nwk_duty will be used. Once duration_mins expires, the
root will take over as the NWK-DUTY-MASTER. If an existing NWK-DUTY-MASTER leaves the
network, the root will take over as the NWK-DUTY-MASTER again.

e duration_mins = (-1) represents nwk_duty will be used until a new NWK-DUTY-MASTER with a dif-
ferent nwk_duty appears.

¢ Only the root can set duration_mins to (-1).

e applied_rule could be MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE or
MESH_PS_NETWORK_DUTY_APPLIED_UPLINK.

« If applied_rule is set to MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE, the nwk_duty will be
used by the entire network.

« If applied_rule is set to MESH_PS_NETWORK_DUTY_APPLIED_UPLINK, the nwk_duty will only
be used by the up-link path nodes.

* The root does not accept MESH_PS_NETWORK_DUTY_APPLIED_UPLINK.

¢ A nwk_duty with duration_mins(-1) set by the root is the default network duty cycle used by the entire
network.

Attention This API can be called at any time after mesh is started.

¢ In self-organized network, if this API is called before mesh is started in all devices, (1)nwk_duty
shall be set to the same value for all devices; (2)duration_mins shall be set to (-1); (3)applied_rule
shall be set to MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE; after the voted root appears,
the root will become the NWK-DUTY-MASTER and broadcast the nwk_duty and its identity of
NWK-DUTY-MASTER.

* If the root is specified (FIXED-ROQT), call this API in the root to provide a default nwk_duty for
the entire network.
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* After joins the network, any device can call this API to change the nwk_duty, duration_mins or
applied_rule.
Return
¢« ESP_OK
* ESP_FAIL
Parameters
e [in] nwk_duty: network duty cycle
e [in] duration_mins: duration (unit: minutes)
e [in] applied_rule: MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE or
MESH_PS_NETWORK_DUTY_APPLIED_UPLINK

esp_err_t esp_mesh_get_network_duty_cycle (int *nwk_duty, int *duration_mins, int

*dev_duty_type, int *applied_rule)
Get the network duty cycle, duration, type and rule.

Return
« ESP_OK
Parameters
e [out] nwk_duty: current network duty cycle
e [out] duration_mins: the duration of current nwk_duty
e [out] dev_duty_type: if itincludes MESH_PS_DEVICE_DUTY_MASTER, this device is
the current NWK-DUTY-MASTER.
e [out] applied_rule: MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE or
MESH_PS_NETWORK_DUTY_APPLIED_UPLINK

int esp_mesh_get_running_active_duty_cycle (void)
Get the running active duty cycle.

¢ The running active duty cycle of the root is 100.

e If duty type is set to MESH_PS_DEVICE_DUTY_REQUEST, the running active duty cycle is nwk_duty
provided by the network.

e If duty type is set to MESH_PS_DEVICE_DUTY_DEMAND, the running active duty cycle is dev_duty
specified by the users.

* In a mesh network, devices are typically working with a certain duty-cycle (transmitting, receiving and
sleep) to reduce the power consumption. The running active duty cycle decides the amount of awake
time within a beacon interval. At each start of beacon interval, all devices wake up, broadcast beacons,
and transmit packets if they do have pending packets for their parents or for their children. Note that
Low-duty-cycle means devices may not be active in most of the time, the latency of data transmission
might be greater.

Return the running active duty cycle

Unions
union mesh_addr_t
#include <esp_mesh.h> Mesh address.

Public Members

uint8_t addr[6]
mac address

mip_t mip
mip address
union mesh_event_info_t
#include <esp_mesh.h> Mesh event information.
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Public Members

mesh_event_channel_switch_t channel_switch
channel switch

mesh_event_child_connected_t child_connected
child connected

mesh_event_child_disconnected_t child_disconnected
child disconnected

mesh_event_routing_table_change_t routing_table
routing table change

mesh_event_connected_t connected
parent connected

mesh_event_disconnected_t disconnected
parent disconnected

mesh_event_no_parent_found_t no_parent
no parent found

mesh_event_layer_change_t layer_change
layer change

mesh_event_toDS_state_t toDS_state
toDS state, devices shall check this state firstly before trying to send packets to external IP network. This
state indicates right now whether the root is capable of sending packets out. If not, devices had better to
wait until this state changes to be MESH_TODS_REACHABLE.

mesh_event_vote_started_t vote_started
vote started

mesh_event_root_address_t root _addr
root address

mesh_event_root_switch_req_t switch_req
root switch request

mesh_event_root_conflict_t root_conflict
other powerful root

mesh_event_root_fixed_t root_fixed
fixed root

mesh_event_scan_done_t scan_done
scan done

mesh_event_network_state_t network_state
network state, such as whether current mesh network has a root.

mesh_event_find_network_t £ind_network
network found that can join

mesh_event_router_switch_t router_switch
new router information

mesh_event_ps_duty_t ps_duty
PS duty information

union mesh_rc_config_t
#include <esp_mesh.h> Vote address configuration.
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Public Members
int attempts
max vote attempts before a new root is elected automatically by mesh network. (min:15, 15 by default)

mesh_addr_t re_addr
a new root address specified by users for API esp_mesh_waive_root()

Structures
struct mip_t
IP address and port.

Public Members
ip4_addr_t ip4
IP address

uint16_t port
port
struct mesh_event_channel_switch_t
Channel switch information.

Public Members
uint8_t channel
new channel

struct mesh_event_connected_t
Parent connected information.

Public Members
wifi_event_sta_connected_t connected
parent information, same as Wi-Fi event SYSTEM_EVENT_STA_CONNECTED does

uintl6_t self_layer
layer

uint8_t duty
parent duty

struct mesh_event_no_parent_found_t
No parent found information.

Public Members

int scan_times
scan times being through

struct mesh_event_layer_change_t
Layer change information.

Public Members

uintl6_t new_layer
new layer
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struct mesh_event_vote_started_t
vote started information

Public Members
int reason
vote reason, vote could be initiated by children or by the root itself

int attempts
max vote attempts before stopped

mesh_addr_t re_addr
root address specified by users via API esp_mesh_waive_root()

struct mesh_event_find_network_t
find a mesh network that this device can join

Public Members
uint8_t channel
channel number of the new found network

uint8_t router_bssid[6]
router BSSID

struct mesh_event_root_switch_req t
Root switch request information.

Public Members
int reason
root switch reason, generally root switch is initialized by users via API esp_mesh_waive_root()

mesh_addr_t rc_addr
the address of root switch requester

struct mesh_event_root_conflict_t
Other powerful root address.

Public Members
int8_t rssi
rssi with router

uintl6_t capacity
the number of devices in current network

uint8_t addr[6]
other powerful root address

struct mesh_event_routing_table_change_t
Routing table change.

Public Members
uintl6_t rt_size_new
the new value

uintl6_t rt_size_change
the changed value
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struct mesh_event_root_fixed_ t
Root fixed.

Public Members
bool is_fixed
status

struct mesh_event_scan_done_t
Scan done  event information.

Public Members
uint8_t number
the number of APs scanned

struct mesh_event_network_state_t
Network state information.

Public Members
bool is_rootless
whether current mesh network has a root

struct mesh_event_ps_duty_t
PS duty information.

Public Members
uint8_t duty
parent or child duty

mesh_event_child_connected_t child_connected
child info

struct mesh_opt_t
Mesh option.

Public Members
uint8_t type
option type

uintl6_t 1len
option length

uint8_t *val
option value

struct mesh_data_t
Mesh data for esp_mesh_send() and esp_mesh_recv()

Public Members

uint®_t *data
data
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uintl6_t size
data size

mesh_proto_t proto
data protocol

mesh_tos_t tos
data type of service

struct mesh_router_t
Router configuration.

Public Members

uint8_t ssid[32]
SSID

uint8_t ssid_len
length of SSID

uint8_t bssid[6]
BSSID, if this value is specified, users should also specify “allow_router_switch” .

uint8_t password[64]
password

bool allow_router_switch
if the BSSID is specified and this value is also set, when the router of this specified BSSID fails to be
found after “fail” (mesh_attempts_t) times, the whole network is allowed to switch to another router
with the same SSID. The new router might also be on a different channel. The default value is false.
There is a risk that if the password is different between the new switched router and the previous one, the
mesh network could be established but the root will never connect to the new switched router.

struct mesh_ap_cfg t
Mesh softAP configuration.

Public Members
uint8_t password[64]
mesh softAP password

uint§_t max_connection
max number of stations allowed to connect in, max 10

struct mesh_cfg_t
Mesh initialization configuration.

Public Members

uint8_t channel
channel, the mesh network on

bool allow_channel_switch
if this value is set, when “fail” (mesh_attempts_t) times is reached, device will change to a full channel
scan for a network that could join. The default value is false.

mesh_addr_t mesh_id
mesh network identification

mesh_router_t router
router configuration
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mesh_ap_cfg_t mesh_ap

mesh softAP configuration

const mesh_crypto_funcs_t *crypto_funcs

crypto functions

struct mesh_vote_t
Vote.

Public Members

float percentage

vote percentage threshold for approval of being a root

bool is_rc_specified

if true, rc_addr shall be specified (Unimplemented). if false, attempts value shall be specified to make

network start root election.

mesh_rc_config_t config

vote address configuration

struct mesh_tx_pending_t
The number of packets pending in the queue waiting to be sent by the mesh stack.

Public Members
int to_parent
to parent queue

int to_parent_p2p
to parent (P2P) queue

intto_child
to child queue

intto_child_p2p
to child (P2P) queue

int mgmt
management queue

int broadcast

broadcast and multicast queue

struct mesh_rx_pending_t
The number of packets available in the queue waiting to be received by applications.

Public Members

int toDS
to external DS

int toSelf
to self

Macros
MESH_ROOT_LAYER

root layer value
MESH_MTU

max transmit unit(in bytes)
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MESH_MPS
max payload size(in bytes)

ESP_ERR_MESH_WIFI_NOT_START
Mesh error code definition.

Wi-Fiisn’ tstarted

ESP_ERR_MESH_NOT_INIT
mesh isn’ t initialized

ESP_ERR_MESH_NOT_CONFIG
mesh isn’ t configured

ESP_ERR_MESH_NOT_START
mesh isn’ t started

ESP_ERR_MESH_NOT_SUPPORT
not supported yet

ESP_ERR_MESH_NOT_ALLOWED
operation is not allowed

ESP_ERR_MESH_NO_MEMORY
out of memory

ESP_ERR_MESH_ARGUMENT
illegal argument

ESP_ERR_MESH_EXCEED_MTU
packet size exceeds MTU

ESP_ERR_MESH_TIMEOUT
timeout

ESP_ERR_MESH_DISCONNECTED
disconnected with parent on station interface

ESP_ERR_MESH_QUEUE_FAIL
queue fail

ESP_ERR_MESH_QUEUE_FULL
queue full

ESP_ERR_MESH_NO_PARENT_FOUND
no parent found to join the mesh network

ESP_ERR_MESH_NO_ROUTE_FOUND
no route found to forward the packet

ESP_ERR_MESH_OPTION_NULL
no option found

ESP_ERR_MESH_OPTION_UNKNOWN
unknown option

ESP_ERR_MESH_XON_NO_WINDOW
no window for software flow control on upstream

ESP_ERR_MESH_INTERFACE
low-level Wi-Fi interface error

ESP_ERR_MESH_DISCARD_DUPLICATE
discard the packet due to the duplicate sequence number

ESP_ERR_MESH_DISCARD
discard the packet

ESP_ERR_MESH_VOTING
vote in progress
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ESP_ERR_MESH_XMIT
XMIT

ESP_ERR_MESH_QUEUE_READ
error in reading queue

ESP_ERR_MESH_PS
mesh PS is not specified as enable or disable

ESP_ERR_MESH_RECV_RELEASE
release esp_mesh_recv_toDS

MESH_DATA_ENC
Flags bitmap for esp_mesh_send() and esp_mesh_recv()

data encrypted (Unimplemented)

MESH_DATA_P2P
point-to-point delivery over the mesh network

MESH_DATA_FROMDS
receive from external IP network

MESH_DATA_TODS
identify this packet is target to external IP network

MESH_DATA_NONBLOCK
esp_mesh_send() non-block

MESH_DATA_DROP
in the situation of the root having been changed, identify this packet can be dropped by new root

MESH_DATA_GROUP
identify this packet is target to a group address

MESH_OPT_SEND_GROUP
Option definitions for esp_mesh_send() and esp_mesh_recv()

data transmission by group; used with esp_mesh_send() and shall have payload

MESH_OPT_RECV_DS_ADDR
return a remote IP address; used with esp_mesh_send() and esp_mesh_recv()

MESH_ASSOC_FLAG_VOTE_IN_PROGRESS
Flag of mesh networking IE.

vote in progress

MESH_ASSOC_FLAG_NETWORK_FREE
no root in current network

MESH_ASSOC_FLAG_ROOTS_FOUND
root conflict is found

MESH_ASSOC_FLAG_ROOT_FIXED
fixed root

MESH_PS_DEVICE_DUTY REQUEST
Mesh PS (Power Save) duty cycle type.

requests to join a network PS without specifying a device duty cycle. After the device joins the network, a
network duty cycle will be provided by the network

MESH_PS_DEVICE_DUTY_ DEMAND
requests to join a network PS and specifies a demanded device duty cycle

MESH_PS_NETWORK_DUTY_ MASTER
indicates the device is the NWK-DUTY-MASTER (network duty cycle master)
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MESH_PS_NETWORK_DUTY_ APPLIED_ENTIRE
Mesh PS (Power Save) duty cycle applied rule.

MESH_PS_NETWORK_DUTY_ APPLIED_UPLINK

MESH_INIT_ CONFIG_DEFAULT ()

Type Definitions

typedef mesh_addr_t mesh_event_root_address_t
Root address.

typedef wifi_event_sta_disconnected_t mesh_event_disconnected_t
Parent disconnected information.

typedef wifi_event_ap_staconnected_t mesh_event_child_connected_t
Child connected information.

typedef wifi_event_ap_stadisconnected_t mesh_event_child_disconnected_t
Child disconnected information.

typedef wifi_event_sta_connected_t mesh_event_router_switch_t
New router information.

Enumerations
enum mesh_event_id_t
Enumerated list of mesh event id.

Values:

MESH_EVENT_STARTED
mesh is started

MESH_EVENT_STOPPED
mesh is stopped

MESH_EVENT_CHANNEL_SWITCH
channel switch

MESH_EVENT CHILD_CONNECTED
a child is connected on softAP interface

MESH_EVENT_CHILD_DISCONNECTED
a child is disconnected on softAP interface

MESH_EVENT ROUTING_TABLE_ADD
routing table is changed by adding newly joined children

MESH_EVENT_ROUTING_TABLE_REMOVE
routing table is changed by removing leave children

MESH_EVENT_PARENT_ CONNECTED
parent is connected on station interface

MESH_EVENT_PARENT_DISCONNECTED
parent is disconnected on station interface

MESH_EVENT_NO_PARENT_FOUND
no parent found

MESH_EVENT LAYER_CHANGE
layer changes over the mesh network

MESH_EVENT_TODS_STATE
state represents whether the root is able to access external IP network

MESH_EVENT_VOTE_STARTED
the process of voting a new root is started either by children or by the root
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MESH_EVENT_VOTE_STOPPED
the process of voting a new root is stopped

MESH_EVENT ROOT_ADDRESS
the root address is obtained. It is posted by mesh stack automatically.

MESH_EVENT ROOT_SWITCH_REQ
root switch request sent from a new voted root candidate

MESH_EVENT ROOT_SWITCH_ACK
root switch acknowledgment responds the above request sent from current root

MESH_EVENT ROOT_ASKED_YIELD
the root is asked yield by a more powerful existing root. If self organized is disabled and this device is
specified to be a root by users, users should set a new parent for this device. if self organized is enabled,
this device will find a new parent by itself, users could ignore this event.

MESH_EVENT_ ROOT_FIXED
when devices join a network, if the setting of Fixed Root for one device is different from that of its parent,
the device will update the setting the same as its parent’ s. Fixed Root Setting of each device is variable
as that setting changes of the root.

MESH_EVENT_SCAN_DONE
if self-organized networking is disabled, user can call esp_wifi_scan_start() to trigger this event, and add
the corresponding scan done handler in this event.

MESH_EVENT_NETWORK_STATE
network state, such as whether current mesh network has a root.

MESH_EVENT STOP_RECONNECTION
the root stops reconnecting to the router and non-root devices stop reconnecting to their parents.

MESH_EVENT_FIND_NETWORK
when the channel field in mesh configuration is set to zero, mesh stack will perform a full channel scan
to find a mesh network that can join, and return the channel value after finding it.

MESH_EVENT_ROUTER_SWITCH
if users specify BSSID of the router in mesh configuration, when the root connects to another router with
the same SSID, this event will be posted and the new router information is attached.

MESH_EVENT_PS_PARENT_ DUTY
parent duty

MESH_EVENT PS_CHILD_DUTY
child duty

MESH_EVENT MAX
enum mesh_type_t
Device type.

Values:

MESH_IDLE
hasn’ t joined the mesh network yet

MESH_ROOT
the only sink of the mesh network. Has the ability to access external IP network

MESH_NODE
intermediate device. Has the ability to forward packets over the mesh network

MESH_LEAF
has no forwarding ability

MESH_STA
connect to router with a standlone Wi-Fi station mode, no network expansion capability
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enum mesh_proto_t
Protocol of transmitted application data.

Values:

MESH_PROTO_BIN
binary

MESH_PROTO_HTTP
HTTP protocol

MESH_PROTO_JSON
JSON format

MESH_PROTO_MQTT
MQTT protocol

MESH_PROTO_AP
IP network mesh communication of node’ s AP inteface

MESH_PROTO_STA
IP network mesh communication of node’ s STA inteface

enum mesh_tos_t
For reliable transmission, mesh stack provides three type of services.

Values:

MESH_TOS_P2P
provide P2P (point-to-point) retransmission on mesh stack by default

MESH_TOS_E2E
provide E2E (end-to-end) retransmission on mesh stack (Unimplemented)

MESH_TOS_DEF
no retransmission on mesh stack

enum mesh_vote_reason_t
Vote reason.

Values:

MESH_VOTE_REASON_ROOT_INITIATED =1
vote is initiated by the root

MESH_VOTE_REASON_CHILD_INITIATED
vote is initiated by children

enum mesh_disconnect_reason_t
Mesh disconnect reason code.

Values:

MESH_REASON_CYCLIC = 100
cyclic is detected

MESH_REASON_PARENT_IDLE
parent is idle

MESH_REASON_LEAF
the connected device is changed to a leaf

MESH_REASON_DIFF_ID
in different mesh ID

MESH_REASON_ROOTS
root conflict is detected

MESH_REASON_PARENT_ STOPPED
parent has stopped the mesh
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MESH_REASON_SCAN_FAIL
scan fail

MESH_REASON_IE_UNKNOWN
unknown IE

MESH_REASON_WAIVE_ROOT
waive root

MESH_REASON_PARENT_ WORSE
parent with very poor RSSI

MESH_REASON_EMPTY_PASSWORD
use an empty password to connect to an encrypted parent

MESH_REASON_PARENT_ UNENCRYPTED
connect to an unencrypted parent/router

enum esp_mesh_topology_ t
Mesh topology.

Values:

MESH_TOPO_TREE
tree topology

MESH_TOPO_CHAIN
chain topology

enum mesh_event_toDS_state_t
The reachability of the root to a DS (distribute system)

Values:

MESH_TODS_UNREACHABLE
the root isn’ t able to access external IP network

MESH_TODS_REACHABLE
the root is able to access external IP network

Code examples for the Wi-Fi API are provided in the wifi directory of ESP-IDF examples.
Code examples for ESP-MESH are provided in the mesh directory of ESP-IDF examples.

3.1.2 Ethernet
Ethernet

Overview ESP-IDF provides a set of consistent and flexible APIs to support both internal Ethernet MAC (EMAC)
controller and external SPI-Ethernet modules.

This programming guide is split into the following sections:

1. Basic Ethernet Concepts

2. Configure MAC and PHY

3. Connect Driver to TCP/IP Stack
4. Misc control of Ethernet driver

Basic Ethernet Concepts Ethernet is an asynchronous Carrier Sense Multiple Access with Collision Detect
(CSMA/CD) protocol/interface. It is generally not well suited for low power applications. However, with ubig-
uitous deployment, internet connectivity, high data rates and limitless rage expandability, Ethernet can accommodate
nearly all wired communications.

Normal IEEE 802.3 compliant Ethernet frames are between 64 and 1518 bytes in length. They are made up of
five or six different fields: a destination MAC address (DA), a source MAC address (SA), a type/length field, data
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payload, an optional padding field and a Cyclic Redundancy Check (CRC). Additionally, when transmitted on the
Ethernet medium, a 7-byte preamble field and Start-of-Frame (SOF) delimiter byte are appended to the beginning
of the Ethernet packet.

Thus the traffic on the twist-pair cabling will appear as shown blow:

Ethernet Data Frame Format

[au]
1 Preamble (7 Bytes)
2 start-of-Frame Delimiter (1 Byte)
3 Destination Address (& Bytes)
4 Source Address (6 Bytes)
5 Type f Length (2 Bytes)
& .
Payload (0 ~ 1500 Bytes) Pad (if necessary)
(2101 [2U]
2
B Frame Check Sequence (4 Bytes)

Fig. 3: Ethernet Data Frame Format

Preamble and Start-of-Frame Delimiter The preamble contains seven bytes of 55H, it allows the receiver to lock
onto the stream of data before the actual frame arrives. The Start-of-Frame Delimiter (SFD) is a binary sequence
10101011 (as seen on the physical medium). It is sometimes considered to be part of the preamble.

When transmitting and receiving data, the preamble and SFD bytes will automatically be generated or stripped from
the packets.

Destination Address The destination address field contains a 6-byte length MAC address of the device that the
packet is directed to. If the Least Significant bit in the first byte of the MAC address is set, the address is a multi-cast
destination. For example, 01-00-00-00-F0-00 and 33-45-67-89-AB-CD are multi-cast addresses, while 00-00-00-
00-FO0-00 and 32-45-67-89-AB-CD are not. Packets with multi-cast destination addresses are designed to arrive and
be important to a selected group of Ethernet nodes. If the destination address field is the reserved multi-cast address,
i.e. FF-FF-FF-FF-FF-FF, the packet is a broadcast packet and it will be directed to everyone sharing the network.
If the Least Significant bit in the first byte of the MAC address is clear, the address is a uni-cast address and will be
designed for usage by only the addressed node.

Normally the EMAC controller incorporates receive filters which can be used to discard or accept packets with multi-
cast, broadcast and/or uni-cast destination addresses. When transmitting packets, the host controller is responsible
for writing the desired destination address into the transmit buffer.

Source Address The source address field contains a 6-byte length MAC address of the node which created the
Ethernet packet. Users of Ethernet must generate a unique MAC address for each controller used. MAC addresses

Espressif Systems 107 Release v4.2-betal
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

consist of two portions. The first three bytes are known as the Organizationally Unique Identifier (OUI). OUIs are
distributed by the IEEE. The last three bytes are address bytes at the discretion of the company that purchased the
OUI. More information about MAC Address used in ESP-IDF, please see MAC Address Allocation.

When transmitting packets, the assigned source MAC address must be written into the transmit buffer by the host
controller.

Type / Length The type/length field is a 2-byte field, if the value in this field is <= 1500 (decimal), it is considered
a length field and it specifies the amount of non-padding data which follows in the data field. If the value is >= 1536,
it represents the protocol the following packet data belongs to. The following are the most common type values:

» [Pv4 = 0800H
» IPv6 = 86DDH
* ARP = 0806H

Users implementing proprietary networks may choose to treat this field as a length field, while applications imple-
menting protocols such as the Internet Protocol (IP) or Address Resolution Protocol (ARP), should program this field
with the appropriate type defined by the protocol’ s specification when transmitting packets.

Payload The payload field is a variable length field, anywhere from 0 to 1500 bytes. Larger data packets will
violate Ethernet standards and will be dropped by most Ethernet nodes. This field contains the client data, such as an
IP datagram.

Padding and FCS The padding field is a variable length field added to meet IEEE 802.3 specification requirements
when small data payloads are used. The DA, SA, type, payload and padding of an Ethernet packet must be no smaller
than 60 bytes. Adding the required 4-byte FCS field, packets must be no smaller than 64 bytes. If the data field is
less than 46 bytes long, a padding field is required.

The FCS field is a 4-byte field which contains an industry standard 32-bit CRC calculated with the data from the
DA, SA, type, payload and padding fields. Given the complexity of calculating a CRC, the hardware normally will
automatically generate a valid CRC and transmit it. Otherwise, the host controller must generate the CRC and place
it in the transmit buffer.

Normally, the host controller does not need to concern itself with padding and the CRC which the hardware EMAC
will also be able to automatically generate when transmitting and verify when receiving. However, the padding and
CRC fields will be written into the receive buffer when packets arrive, so they may be evaluated by the host controller
if needed.

Note: Besides the basic data frame described above, there’ re two other common frame types in 10/100 Mbps
Ethernet: control frames and VLAN tagged frames. They’ re not supported in ESP-IDF.

Configure MAC and PHY Ethernet driver is composed of two parts: MAC and PHY. The communication be-
tween MAC and PHY can have diverse choices: MII (Media Independent Interface), RMII (Reduced Media Inde-
pendent Interface) and etc.

We need to setup necessary parameters for MAC and PHY respectively based on your Ethernet board design and
then combine the two together, completing the driver installation.

Configuration for MAC is described in et h_mac_config_t, including:

e sw_reset_timeout_ms: software reset timeout value, in milliseconds, typically MAC reset should be
finished within 100ms.

* rx_task_stack_size and rx_task_prio: the MAC driver creates a dedicated task to process in-
coming packets, these two parameters are used to set the stack size and priority of the task.

* smi_mdc_gpio_numand smi_mdio_gpio_num: the GPIO number used to connect the SMI signals.
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e flags: specifying extra features that the MAC driver should have, it could be useful in some special sit-
uations. The value of this field can be OR’ d with macros prefixed with ETH_MAC_FLAG_. For ex-
ample, if the MAC driver should work when cache is disabled, then you should configure this field with
ETH MAC_FLAG _WORK_WITH CACHE_DISABLE.

Configuration for PHY is described in et h_phy_config_t, including:

e phy_addr: multiple PHY device can share the same SMI bus, so each PHY needs a unique address. Usually
this address is configured during hardware design by pulling up/down some PHY strapping pins. You can set
the value from O to 15 based on your Ethernet board. Especially, if the SMI bus is shared by only one PHY
device, setting this value to -1 can enable the driver to detect the PHY address automatically.

* reset_timeout_ms: reset timeout value, in milliseconds, typically PHY reset should be finished within
100m:s.

* autonego_timeout_ms: auto-negotiation timeout value, in milliseconds. Ethernet driver will start nego-
tiation with the peer Ethernet node automatically, to determine to duplex and speed mode. This value usually
depends on the ability of the PHY device on your board.

e reset_gpio_num: if your board also connect the PHY reset pin to one of the GPIO, then set it here.
Otherwise, set this field to -1.

ESP-IDF provides a default configuration for MAC and PHY in macro ETH_MAC_DEFAULT_CONFIG and
ETH PHY DEFAULT CONFIG

Create MAC and PHY Instance FEthernet driver is implemented in an Object-Oriented style. Any operation on
MAC and PHY should be based on the instance of them two.

eth_mac_config_t mac_config = ETH_MAC_DEFAULT_CONFIG(); // apply default MAC_
—configuration

mac_config.smi_mdc_gpio_num = 23; // alter the GPIO used for MDC signal
mac_config.smi_mdio_gpio_num = 18; // alter the GPIO used for MDIO signal

esp_eth_mac_t *mac = esp_eth_mac_new_esp32 (émac_confiqg); // create MAC instance
eth_phy_config_t phy_config = ETH_PHY DEFAULT_CONFIG(); // apply default PHY.
—configuration

phy_config.phy_addr = 1; // alter the PHY address according to your board.
—design

phy_config.reset_gpio_num = 5; // alter the GPIO used for PHY reset
esp_eth_phy_t *phy = esp_eth_phy_new_ipl01 (¢phy_confiqg); // create PHY instance
// ESP-IDF officially supports several different Ethernet PHY

// esp_eth_phy_t *phy = esp_eth_phy _new_rtl8201 (&phy_config);

// esp_eth_phy_t *phy esp_eth_phy_new_1an8720 (¢phy_config);

// esp_eth_phy_t *phy = esp_eth_phy_new_dp83848 (&phy_config);

Note: Care should be taken, when creating MAC and PHY instance for SPI-Ethernet modules (e.g. DM9051), the
constructor function must have the same suffix (e.g. esp_eth_mac_new_dm9051 and esp_eth_phy_new_dm9051).
This is because we don’ t have other choices but the integrated PHY. Besides that, we have to create an SPI device
handle firstly and then pass it to the MAC constructor function. More instructions on creating SPI device handle,
please refer to SPI Master.

Install Driver Ethernet driver also includes event-driven model, which will send useful and important event to
user space. We need to initialize the event loop before installing the Ethernet driver. For more information about
event-driven programming, please refer to ESP Event.

/** Event handler for Ethernet events */
static void eth_event_handler (void *arg, esp_event_base_t event_base,
int32_t event_id, wvoid *event_data)

uint8_t mac_addr[6] = {0};
/* we can get the ethernet driver handle from event data */

(continues on next page)
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(continued from previous page)

esp_eth_handle_t eth_handle = *(esp_eth_handle_t *)event_data;

switch (event_id) {
case ETHERNET_EVENT_ CONNECTED:
esp_eth_ioctl (eth_handle, ETH_CMD_G_MAC_ADDR, mac_addr);
ESP_LOGI (TAG, "Ethernet Link Up");
ESP_LOGI (TAG, "Ethernet HW Addr %02x:%02x:%02x:%02x:%02x:%02x",
mac_addr[0], mac_addr[1], mac_addr[2], mac_addr[3], mac_addr[4], .
—mac_addr[5]);
break;
case ETHERNET_ EVENT_DISCONNECTED:
ESP_LOGI (TAG, "Ethernet Link Down");
break;
case ETHERNET_ EVENT_START:
ESP_LOGI (TAG, "Ethernet Started");
break;
case ETHERNET_EVENT_STOP:
ESP_LOGI (TAG, "Ethernet Stopped");
break;
default:
break;

esp_event_loop_create_default(); // create a default event loop that running in.
—background

esp_event_handler_register (ETH_EVENT, ESP_EVENT_ANY_ID, &eth_event_handler, NULL);..
—// register Ethernet event handler (to deal with user specific stuffs when event.
—~1like link up/down happened)

To install the Ethernet driver, we need to combine the instance of MAC and PHY and set some additional high-level
configurations (i.e. not specific to either MAC or PHY) in esp_eth_config_t:

* mac: instance that created from MAC generator (e.2. esp_eth_mac_new_esp32 ()).

* phy: instance that created from PHY generator (e.g. esp_eth_phy_new_ipl101()).

e check_link_period_ms: Ethernet driver starts an OS timer to check the link status periodically, this
field is used to set the interval, in milliseconds.

e stack_input: In most of Ethernet IoT applications, any Ethernet frame that received by driver
should be passed to upper layer (e.g. TCP/IP stack). This field is set to a function which is re-
sponsible to deal with the incoming frames. You can even update this field at runtime via function
esp_eth_update_input_path () after driver installation.

e on_lowlevel_init_doneand on_lowlevel deinit_done: These two fields are used to specify
the hooks which get invoked when low level hardware has been initialized or de-initialized.

ESP-IDF provides a default configuration for driver installation in macro ETH_DEFAULT_CONFIG.

esp_eth_config_t config = ETH_DEFAULT_CONFIG (mac, phy); // apply default driver.
—configuration

esp_eth_handle_t eth_handle = NULL; // after driver installed, we will get the.
—handle of the driver

esp_eth_driver_install (&config, &eth_handle); // install driver

Start Ethernet Driver After driver installation, we can start Ethernet immediately.

esp_eth_start (eth_handle); // start Ethernet driver state machine

Connect Driver to TCP/IP Stack Up until now, we have installed the Ethernet driver. From the view of OSI
(Open System Interconnection), we’ re still on level 2 (i.e. Data Link Layer). We can detect link up and down event,
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we can gain MAC address in user space, but we can’ t obtain IP address, let alone send HTTP request. The TCP/IP
stack used in ESP-IDF is called LwIP, for more information about it, please refer to LwIP.

To connect Ethernet driver to TCP/IP stack, these three steps need to follow:

1. Create network interface for Ethernet driver
2. Register IP event handlers
3. Attach the network interface to Ethernet driver

More information about network interface, please refer to Network Interface.

/** Event handler for IP_EVENT ETH GOT_IP */
static void got_ip_event_handler (void *arg, esp_event_base_t event_base,
int32_t event_id, wvoid *event_data)

ip_event_got_ip_t *event = (ip_event_got_ip_t *) event_data;
const esp_netif_ip_info_t *ip_info = &event->ip_info;
ESP_LOGI (TAG, "Ethernet Got IP Address");

ESP_LOGI (TAG, "~~~~~mmmmnn~ "y ;

ESP_LOGI (TAG, "ETHIP:" IPSTR, IP2STR(&ip_info->ip));
ESP_LOGI (TAG, "ETHMASK:" IPSTR, IP2STR(&ip_info->netmask));
ESP_LOGI (TAG, "ETHGW:" IPSTR, IP2STR(&ip_info->gw));
ESP_LOGI (TAG, "~~r~r~rrrrs~ ")

esp_netif_init()); // Initialize TCP/IP network interface (should be called only.
—once in application)

esp_netif_config_t cfg = ESP_NETIF_DEFAULT_ETH(); // apply default network.
—interface configuration for Ethernet

esp_netif_t *eth_netif = esp_netif_new(&cfqg); // create network interface for.
—~Ethernet driver

esp_eth_set_default_handlers(eth_netif); // set default handlers to process TCP/IP.
—stuffs

esp_event_handler_register (IP_EVENT, IP_EVENT_ETH_GOT_IP, &got_ip_event_handler, .
—NULL); // register user defined IP event handlers

esp_netif_attach(eth_netif, esp_eth_new_netif_glue (eth_handle)); // attach.
—Ethernet driver to TCP/IP stack
esp_eth_start (eth_handle); // start Ethernet driver state machine

Misc control of Ethernet driver The following functions should only be invoked after the Ethernet driver has been
installed.

* Stop Ethernet driver: esp_eth_stop ()
» Update Ethernet data input path: esp_eth_update_input_path ()
* Misc get/set of Ethernet driver attributes: esp_eth_ioct1 ()

/* get MAC address */

uint8_t mac_addr[6];

memset (mac_addr, 0, sizeof (mac_addr));

esp_eth_ioctl (eth_handle, ETH_CMD_G_MAC_ADDR, mac_addr);

ESP_LOGI (TAG, "Ethernet MAC Address: %02x:%02x:%02x:%02x:%02x:%02x",
mac_addr[0], mac_addr[1l], mac_addr[2], mac_addr[3], mac_addr[4], mac_

—addr[5]);

/* get PHY address */

int phy_addr = -1;

esp_eth_ioctl (eth_handle, ETH_CMD_G_PHY_ ADDR, &phy_addr);
ESP_LOGI (TAG, "Ethernet PHY Address: %d", phy_addr);

Application Example
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* Ethernet basic example: ethernet/basic.

 Ethernet iperf example: ethernet/iperf.

¢ Ethernet to Wi-Fi AP “router” : ethernet/eth2ap.

* Most of protocol examples should also work for Ethernet: protocols.

API Reference

Header File
¢ esp_eth/include/esp_eth.h

Functions
esp_err_t esp_eth_driver_install (const esp_eth_config_t *config, esp_eth_handle_t *out_hdl)
Install Ethernet driver.

Return
* ESP_OK: install esp_eth driver successfully
e ESP_ERR_INVALID_ARG: install esp_eth driver failed because of some invalid argument
¢ ESP_ERR_NO_MEM: install esp_eth driver failed because there’ s no memory for driver
o ESP_FAIL: install esp_eth driver failed because some other error occurred

Parameters
e [in] config: configuration of the Ethernet driver
e [out] out_hdl: handle of Ethernet driver

esp_err_t esp_eth_driver_uninstall (esp_eth_handle_t hdl)
Uninstall Ethernet driver.

Note It’ s not recommended to uninstall Ethernet driver unless it won’ t get used any more in application code.
To uninstall Ethernet driver, you have to make sure, all references to the driver are released. Ethernet
driver can only be uninstalled successfully when reference counter equals to one.

Return

e ESP_OK: uninstall esp_eth driver successfully
e ESP_ERR_INVALID_ARG: uninstall esp_eth driver failed because of some invalid argument
e ESP_ERR_INVALID_STATE: uninstall esp_eth driver failed because it has more than one refer-
ence
e ESP_FAIL: uninstall esp_eth driver failed because some other error occurred
Parameters
e [in] hdl: handle of Ethernet driver

esp_err_t esp_eth_start (esp_eth_handle_t hdl)
Start Ethernet driver ONLY in standalone mode (i.e. without TCP/IP stack)

Note This API will start driver state machine and internal software timer (for checking link status).
Return
¢ ESP_OK: start esp_eth driver successfully
e ESP_ERR_INVALID_ARG: start esp_eth driver failed because of some invalid argument
e ESP_ERR_INVALID_STATE: start esp_eth driver failed because driver has started already
o ESP_FAIL: start esp_eth driver failed because some other error occurred
Parameters
e [in] hdl: handle of Ethernet driver

esp_err_t esp_eth_stop (esp_eth_handle_t hdl)
Stop Ethernet driver.

Note This function does the oppsite operation of esp_eth_start.

Return
* ESP_OK: stop esp_eth driver successfully
* ESP_ERR_INVALID_ARG: stop esp_eth driver failed because of some invalid argument
e ESP_ERR_INVALID_STATE: stop esp_eth driver failed because driver has not started yet
e ESP_FAIL: stop esp_eth driver failed because some other error occurred
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Parameters
e [in] hdl: handle of Ethernet driver

esp_err_t esp_eth_update_input_path (esp_eth_handle_t hdl, esp_err_t
(*stack_input)) esp_eth_handle_t hdl, uint8_t *buffer,
uint32_t length, void *priv
, void *privUpdate Ethernet data input path (i.e. specify where to pass the input buffer)

Note After install driver, Ethernet still don’ t know where to deliver the input buffer. In fact, this API registers
a callback function which get invoked when Ethernet received new packets.
Return
¢ ESP_OK: update input path successfully
¢ ESP_ERR_INVALID_ARG: update input path failed because of some invalid argument
» ESP_FAIL: update input path failed because some other error occurred
Parameters
e [in] hdl: handle of Ethernet driver
* [in] stack_input: function pointer, which does the actual process on incoming packets
e [in] priv: private resource, which gets passed to stack_input callback without any modi-
fication

esp_err_t esp_eth_transmit (esp_eth_handle_t hdl, void *buf, uint32_t length)
General Transmit.

Return
* ESP_OK: transmit frame buffer successfully
e ESP_ERR_INVALID_ARG: transmit frame buffer failed because of some invalid argument
¢« ESP_FAIL: transmit frame buffer failed because some other error occurred
Parameters
e [in] hdl: handle of Ethernet driver
e [in] buf: buffer of the packet to transfer
e [in] length: length of the buffer to transfer

esp_err_t esp_eth_receive (esp_eth_handle_t hdl, uint8_t *buf, uint32_t *length)
General Receive.

Note Before this function got invoked, the value of “length” should set by user, equals the size of buffer.
After the function returned, the value of “length” means the real length of received data.
Return
¢ ESP_OK: receive frame buffer successfully
e ESP_ERR_INVALID_ARG: receive frame buffer failed because of some invalid argument
e ESP_ERR_INVALID_SIZE: input buffer size is not enough to hold the incoming data. in this case,
value of returned “length” indicates the real size of incoming data.
o ESP_FAIL: receive frame buffer failed because some other error occurred
Parameters
e [in] hdl: handle of Ethernet driver
e [out] buf: buffer to preserve the received packet
* [out] length: length of the received packet

esp_err_t esp_eth_ioctl (esp_eth_handle_t hdl, esp_eth_io_cmd_t cmd, void *data)
Misc IO function of Etherent driver.

Return
* ESP_OK: process io command successfully
* ESP_ERR_INVALID_ARG: process io command failed because of some invalid argument
» ESP_FAIL: process io command failed because some other error occurred
Parameters
e [in] hdl: handle of Ethernet driver
e [in] cmd: IO control command
e [in] data: specificed data for command

esp_err_t esp_eth_increase_reference (esp_eth_handle_t hdl)
Increase Ethernet driver reference.
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Note Ethernet driver handle can be obtained by os timer, netif, etc. It’ s dangerous when thread A is us-
ing Ethernet but thread B uninstall the driver. Using reference counter can prevent such risk, but care
should be taken, when you obtain Ethernet driver, this API must be invoked so that the driver won’ t be
uninstalled during your using time.

Return

* ESP_OK: increase reference successfully

e ESP_ERR_INVALID_ARG: increase reference failed because of some invalid argument
Parameters

e [in] hdl: handle of Ethernet driver

esp_err_t esp_eth_decrease_reference (esp_eth_handle_t hdl)
Decrease Ethernet driver reference.

Return

* ESP_OK: increase reference successfully

¢ ESP_ERR_INVALID_ARG: increase reference failed because of some invalid argument
Parameters

e [in] hdl: handle of Ethernet driver

Structures
struct esp_eth_config_t
Configuration of Ethernet driver.

Public Members

esp_eth_mac_t *mac
Ethernet MAC object.

esp_eth_phy_t *phy
Ethernet PHY object.

uint32_t check_link_period_ms
Period time of checking Ethernet link status.

esp_err_t (*stack_input) (esp_eth_handle_t eth_handle, uint8_t *buffer, uint32_t length, void
*priv)

Input frame buffer to user’ s stack.

Return
» ESP_OK: input frame buffer to upper stack successfully
» ESP_FAIL: error occurred when inputting buffer to upper stack

Parameters
e [in] eth_handle: handle of Ethernet driver
* [in] buffer: frame buffer that will get input to upper stack
* [in] length: length of the frame buffer

esp_err_t (fon_lowlevel_init_done) (esp_eth_handle_t eth_handle)
Callback function invoked when lowlevel initialization is finished.

Return

» ESP_OK: process extra lowlevel initialization successfully

» ESP_FAIL: error occurred when processing extra lowlevel initialization
Parameters

e [in] eth_handle: handle of Ethernet driver

esp_err_t (fon_lowlevel_deinit_done) (esp_eth_handle_t eth_handle)
Callback function invoked when lowlevel deinitialization is finished.

Return

» ESP_OK: process extra lowlevel deinitialization successfully

» ESP_FAIL: error occurred when processing extra lowlevel deinitialization
Parameters
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e [in] eth_handle: handle of Ethernet driver

Macros
ETH_DEFAULT_CONFIG (emac, ephy)
Default configuration for Ethernet driver.

Type Definitions
typedef void *esp_eth_handle_t
Handle of Ethernet driver.

Header File

* esp_eth/include/esp_eth_com.h

Functions
esp_err_t esp_eth_detect_phy_addr (esp_eth_mediator_t *eth, uint32_t *detected_addr)
Detect PHY address.

Return

e ESP_OK: detect phy address successfully

e ESP_ERR_INVALID_ARG: invalid parameter

¢ ESP_ERR_NOT_FOUND: can’ t detect any PHY device

¢ ESP_FAIL: detect phy address failed because some error occurred
Parameters

e [in] eth: mediator of Ethernet driver

e [out] detected_addr: a valid address after detection

Structures
struct esp_eth_mediator_s
Ethernet mediator.

Public Members

esp_err_t (*phy_reg_read) (esp_eth_mediator_t *eth, uint32_t phy_addr, uint32_t phy_reg,
uint32_t *reg_value)
Read PHY register.

Return
* ESP_OK: read PHY register successfully
» ESP_FAIL: read PHY register failed because some error occurred

Parameters
e [in] eth: mediator of Ethernet driver
* [in] phy_addr: PHY Chip address (0~31)
* [in] phy_reg: PHY register index code
* [out] reg_value: PHY register value

esp_err_t (*phy_reg_write) (esp_eth_mediator_t *eth, uint32_t phy_addr, uint32_t phy_reg,
uint32_t reg_value)
Write PHY register.

Return

» ESP_OK: write PHY register successfully

» ESP_FAIL: write PHY register failed because some error occurred
Parameters

e [in] eth: mediator of Ethernet driver

* [in] phy_addr: PHY Chip address (0~31)

* [in] phy_reg: PHY register index code
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* [in] reg_value: PHY register value

esp_err_t (*stack_input) (esp_eth_mediator_t *eth, uint8_t *buffer, uint32_t length)
Deliver packet to upper stack.

Return

» ESP_OK: deliver packet to upper stack successfully

» ESP_FAIL: deliver packet failed because some error occurred
Parameters

e [in] eth: mediator of Ethernet driver

* [in] buffer: packet buffer

* [in] length: length of the packet

esp_err_t (*fon_state_changed) (esp_eth_mediator_t *eth, esp_eth_state_t state, void *args)
Callback on Ethernet state changed.

Return

» ESP_OK: process the new state successfully

» ESP_FAIL: process the new state failed because some error occurred
Parameters

e [in] eth: mediator of Ethernet driver

e [in] state: new state

* [in] args: optional argument for the new state

Macros

ETH_MAX_PAYLOAD_LEN
Maximum Ethernet payload size.

ETH_MIN_PAYLOAD_LEN
Minimum Ethernet payload size.

ETH_HEADER_LEN
Ethernet frame header size: Dest addr(6 Bytes) + Src addr(6 Bytes) + length/type(2 Bytes)

ETH_CRC_LEN
Ethernet frame CRC length.

ETH_VLAN_TAG_LEN
Optional 802.1q VLAN Tag length.

ETH_JUMBO_FRAME_PAYLOAD_LEN
Jumbo frame payload size.

ETH_MAX_ PACKET SIZE
Maximum frame size (1522 Bytes)

ETH_MIN_PACKET_ SIZE
Minimum frame size (64 Bytes)

Type Definitions
typedef struct esp_eth_mediator_s esp_eth_mediator_t
Ethernet mediator.

Enumerations
enum esp_eth_state_t
Ethernet driver state.

Values:

ETH_STATE_LLINIT
Lowlevel init done

ETH_STATE_DEINIT
Deinit done
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ETH_STATE_LINK
Link status changed

ETH_STATE_SPEED
Speed updated

ETH_STATE_DUPLEX
Duplex updated
enum esp_eth_io_cmd_t
Command list for ioctl API.

Values:

ETH_CMD_G_MAC_ADDR
Get MAC address

ETH_CMD_S_MAC_ADDR
Set MAC address

ETH_CMD_G_PHY_ADDR
Get PHY address

ETH_CMD_S_PHY_ADDR
Set PHY address

ETH_CMD_G_SPEED
Get Speed

ETH_CMD_S_PROMISCUOUS
Set promiscuous mode

enum eth_link_t
Ethernet link status.

Values:

ETH_LINK_UP
Ethernet link is up

ETH_LINK_DOWN
Ethernet link is down

enum eth_speed_t
Ethernet speed.

Values:

ETH_SPEED_10M
Ethernet speed is 10Mbps

ETH_SPEED_100M
Ethernet speed is 100Mbps

enum eth_duplex_t
Ethernet duplex mode.

Values:

ETH_DUPLEX_HALF
Ethernet is in half duplex

ETH_DUPLEX_FULL
Ethernet is in full duplex

enum eth_event_t
Ethernet event declarations.

Values:
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ETHERNET_ EVENT_START
Ethernet driver start

ETHERNET_ EVENT_STOP
Ethernet driver stop

ETHERNET_ EVENT_CONNECTED
Ethernet got a valid link

ETHERNET_ EVENT_DISCONNECTED
Ethernet lost a valid link

Header File

* esp_eth/include/esp_eth_mac.h

Structures
struct esp_eth_mac_s
Ethernet MAC.

Public Members

esp_err_t (*set_mediator) (esp_eth_mac_t *mac, esp_eth_mediator_t *eth)
Set mediator for Ethernet MAC.

Return
» ESP_OK: set mediator for Ethernet MAC successfully
* ESP_ERR_INVALID_ARG: set mediator for Ethernet MAC failed because of invalid argu-
ment
Parameters
e [in] mac: Ethernet MAC instance
e [in] eth: Ethernet mediator

esp_err_t (*init) (esp_eth_mac_t *mac)
Initialize Ethernet MAC.

Return

» ESP_OK: initialize Ethernet MAC successfully

« ESP_ERR_TIMEOUT: initialize Ethernet MAC failed because of timeout

e ESP_FAIL.: initialize Ethernet MAC failed because some other error occurred
Parameters

e [in] mac: Ethernet MAC instance

esp_err_t (*deinit) (esp_eth_mac_t *mac)
Deinitialize Ethernet MAC.

Return

» ESP_OK: deinitialize Ethernet MAC successfully

e ESP_FAIL: deinitialize Ethernet MAC failed because some error occurred
Parameters

e [in] mac: Ethernet MAC instance

esp_err_t (¥*start) (esp_eth_mac_t *mac)
Start Ethernet MAC.

Return

» ESP_OK: start Ethernet MAC successfully

e ESP_FAIL: start Ethernet MAC failed because some other error occurred
Parameters

e [in] mac: Ethernet MAC instance
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esp_err_t (*stop) (esp_eth_mac_t *mac)
Stop Ethernet MAC.

Return

» ESP_OK: stop Ethernet MAC successfully

» ESP_FAIL: stop Ethernet MAC failed because some error occurred
Parameters

e [in] mac: Ethernet MAC instance

esp_err_t (*transmit) (esp_eth_mac_t *mac, uint8_t *buf, uint32_t length)
Transmit packet from Ethernet MAC.

Return
» ESP_OK: transmit packet successfully
* ESP_ERR_INVALID_ARG: transmit packet failed because of invalid argument
* ESP_ERR_INVALID_STATE: transmit packet failed because of wrong state of MAC
» ESP_FAIL: transmit packet failed because some other error occurred
Parameters
e [in] mac: Ethernet MAC instance
* [in] Dbuf: packet buffer to transmit
* [in] length: length of packet

esp_err_t (*receive) (esp_eth_mac_t *mac, uint§_t *buf, uint32_t *length)
Receive packet from Ethernet MAC.

Note Memory of buf is allocated in the Layer2, make sure it get free after process.
Note Before this function got invoked, the value of “length” should set by user, equals the size of buffer.
After the function returned, the value of “length” means the real length of received data.
Return
* ESP_OK: receive packet successfully
* ESP_ERR_INVALID_ARG: receive packet failed because of invalid argument
* ESP_ERR_INVALID_SIZE: input buffer size is not enough to hold the incoming data. in this
case, value of returned “length” indicates the real size of incoming data.
» ESP_FAIL: receive packet failed because some other error occurred
Parameters
e [in] mac: Ethernet MAC instance
* [out] buf: packet buffer which will preserve the received frame
* [out] length: length of the received packet

esp_err_t (*read_phy_req) (esp_eth_mac_t *mac, uint32_t phy_addr, uint32_t phy_reg, uint32_t

*reg_value)
Read PHY register.

Return
* ESP_OK: read PHY register successfully
* ESP_ERR_INVALID_ARG: read PHY register failed because of invalid argument
* ESP_ERR_INVALID_STATE: read PHY register failed because of wrong state of MAC
* ESP_ERR_TIMEOUT: read PHY register failed because of timeout
* ESP_FAIL: read PHY register failed because some other error occurred

Parameters
* [in] mac: Ethernet MAC instance
* [in] phy_addr: PHY chip address (0~31)
* [in] phy_reg: PHY register index code
* [out] reg_value: PHY register value

esp_err_t (*write_phy_regq) (esp_eth_mac_t *mac, uint32_t phy_addr, uint32_t phy_reg, uint32_t

reg_value)
Write PHY register.

Return
» ESP_OK: write PHY register successfully
* ESP_ERR_INVALID_STATE: write PHY register failed because of wrong state of MAC
e ESP_ERR_TIMEOUT: write PHY register failed because of timeout
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» ESP_FAIL: write PHY register failed because some other error occurred
Parameters

] mac: Ethernet MAC instance

1 phy_addr: PHY chip address (0~31)
1 phy_reg: PHY register index code

1 reg_value: PHY register value

esp_err_t (*set_addr) (esp_eth_mac_t *mac, uint8_t *addr)
Set MAC address.

Return
* ESP_OK: set MAC address successfully

* ESP_ERR_INVALID_ARG: set MAC address failed because of invalid argument

e ESP_FAIL: set MAC address failed because some other error occurred
Parameters

e [in] mac: Ethernet MAC instance
e [in] addr: MAC address

esp_err_t (*get_addr) (esp_eth_mac_t *mac, uint8_t *addr)
Get MAC address.

Return
* ESP_OK: get MAC address successfully

* ESP_ERR_INVALID_ARG: get MAC address failed because of invalid argument

» ESP_FAIL: get MAC address failed because some other error occurred
Parameters

e [in] mac: Ethernet MAC instance
e [out] addr: MAC address

esp_err_t (¥*set_speed) (esp_eth_mac_t *mac, eth_speed_t speed)
Set speed of MAC.

Return
* ESP_OK: set MAC speed successfully
* ESP_ERR_INVALID_ARG: set MAC speed failed because of invalid argument

» ESP_FAIL: set MAC speed failed because some other error occurred
Parameters

e [in] ma:c: Ethernet MAC instance
* [in] speed: MAC speed

esp_err_t (¥*set_duplex) (esp_eth_mac_t *mac, eth_duplex_t duplex)
Set duplex mode of MAC.

Return
* ESP_OK: set MAC duplex mode successfully
* ESP_ERR_INVALID_ARG: set MAC duplex failed because of invalid argument

* ESP_FAIL: set MAC duplex failed because some other error occurred
Parameters

e [in] mac: Ethernet MAC instance
* [in] duplex: MAC duplex

esp_err_t (*set_1ink) (esp_eth_mac_t *mac, eth_link_t link)
Set link status of MAC.

Return
* ESP_OK: set link status successfully

* ESP_ERR_INVALID_ARG: set link status failed because of invalid argument

* ESP_FAIL.: set link status failed because some other error occurred
Parameters

e [in] mac: Ethernet MAC instance
e [in] link: Link status

esp_err_t (*set_promiscuous) (esp_eth_mac_t *mac, bool enable)
Set promiscuous of MAC.
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Return
* ESP_OK: set promiscuous mode successfully
* ESP_FAIL: set promiscuous mode failed because some error occurred
Parameters
e [in] mac: Ethernet MAC instance
* [in] enable: set true to enable promiscuous mode; set false to disable promiscuous mode

esp_err_t (*del) (esp_eth_mac_t *mac)
Free memory of Ethernet MAC.

Return
» ESP_OK: free Ethernet MAC instance successfully
* ESP_FAIL: free Ethernet MAC instance failed because some error occurred
Parameters
e [in] mac: Ethernet MAC instance
struct eth_mac_config_t
Configuration of Ethernet MAC object.

Public Members

uint32_t sw_reset_timeout_ms
Software reset timeout value (Unit: ms)

uint32_t rx_task_stack_size
Stack size of the receive task

uint32_t rx_task_prio
Priority of the receive task

int smi_mdc_gpio_num
SMI MDC GPIO number

int smi_mdio_gpio_num
SMI MDIO GPIO number

uint32_t flags
Flags that specify extra capability for mac driver

Macros
ETH_MAC_FLAG_WORK_WITH_CACHE_DISABLE

MAC driver can work when cache is disabled
ETH_MAC_FLAG_PIN_TO_CORE

Pin MAC task to the CPU core where driver installation happened

ETH_MAC_DEFAULT_CONFIG ()
Default configuration for Ethernet MAC object.

Type Definitions
typedef struct esp_eth_mac_s esp_eth_mac_t
Ethernet MAC.

Header File
* esp_eth/include/esp_eth_phy.h

Functions
esp_eth_phy_t *esp_eth_phy_new_ipl01 (const eth_phy_config_t *config)
Create a PHY instance of IP101.

Return

Espressif Systems 122 Release v4.2-betal
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/v4.2-beta1/components/esp_eth/include/esp_eth_phy.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

* instance: create PHY instance successfully
¢ NULL: create PHY instance failed because some error occurred
Parameters
e [in] config: configuration of PHY
esp_eth_phy_t *esp_eth_phy new_rt18201 (const eth_phy_config_t *config)
Create a PHY instance of RTL8201.

Return

* instance: create PHY instance successfully

e NULL: create PHY instance failed because some error occurred
Parameters

* [in] config: configuration of PHY

esp_eth_phy_t *esp_eth_phy_new_1an8720 (const eth_phy_config_t *config)
Create a PHY instance of LAN8720.

Return

* instance: create PHY instance successfully

¢ NULL: create PHY instance failed because some error occurred
Parameters

e [in] config: configuration of PHY

esp_eth_phy_t *esp_eth_phy_new_dp83848 (const eth_phy_config_t *config)
Create a PHY instance of DP83848.

Return

* instance: create PHY instance successfully

e NULL: create PHY instance failed because some error occurred
Parameters

* [in] config: configuration of PHY

Structures
struct esp_eth_phy_ s
Ethernet PHY.

Public Members

esp_err_t (*set_mediator) (esp_eth_phy_t *phy, esp_eth_mediator_t *mediator)
Set mediator for PHY.

Return
* ESP_OK: set mediator for Ethernet PHY instance successfully
« ESP_ERR_INVALID_ARG: set mediator for Ethernet PHY instance failed because of some
invalid arguments
Parameters
* [in] phy: Ethernet PHY instance
e [in] mediator: mediator of Ethernet driver

esp_err_t (*reset) (esp_eth_phy_t *phy)
Software Reset Ethernet PHY.

Return

* ESP_OK: reset Ethernet PHY successfully

e ESP_FAIL: reset Ethernet PHY failed because some error occurred
Parameters

e [in] phy: Ethernet PHY instance

esp_err_t (*reset_hw) (esp_eth_phy_t *phy)
Hardware Reset Ethernet PHY.

Note Hardware reset is mostly done by pull down and up PHY’ s nRST pin
Return
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» ESP_OK: reset Ethernet PHY successfully

e ESP_FAIL: reset Ethernet PHY failed because some error occurred
Parameters

* [in] phy: Ethernet PHY instance

esp_err_t (¥*init) (esp_eth_phy_t *phy)
Initialize Ethernet PHY.

Return

* ESP_OK: initialize Ethernet PHY successfully

* ESP_FAIL.: initialize Ethernet PHY failed because some error occurred
Parameters

e [in] phy: Ethernet PHY instance

esp_err_t (*deinit) (esp_eth_phy_t *phy)
Deinitialize Ethernet PHY.

Return

» ESP_OK: deinitialize Ethernet PHY successfully

e ESP_FAIL: deinitialize Ethernet PHY failed because some error occurred
Parameters

* [in] phyL: Ethernet PHY instance

esp_err_t (*fnegotiate) (esp_eth_phy_t *phy)
Start auto negotiation.

Return

* ESP_OK: restart auto negotiation successfully

» ESP_FAIL: restart auto negotiation failed because some error occurred
Parameters

e [in] phy: Ethernet PHY instance

esp_err_t (*get_1link) (esp_eth_phy_t *phy)
Get Ethernet PHY link status.

Return

* ESP_OK: get Ethernet PHY link status successfully

» ESP_FAIL: get Ethernet PHY link status failed because some error occurred
Parameters

* [in] phy: Ethernet PHY instance

esp_err_t (*pwretl) (esp_eth_phy_t *phy, bool enable)
Power control of Ethernet PHY.

Return
* ESP_OK: control Ethernet PHY power successfully
» ESP_FAIL: control Ethernet PHY power failed because some error occurred
Parameters
e [in] phy: Ethernet PHY instance
* [in] enable: set true to power on Ethernet PHY; ser false to power off Ethernet PHY

esp_err_t (*set_addr) (esp_eth_phy_t *phy, uint32_t addr)
Set PHY chip address.

Return

* ESP_OK: set Ethernet PHY address successfully

e ESP_FAIL: set Ethernet PHY address failed because some error occurred
Parameters

e [in] phy: Ethernet PHY instance

* [in] addr: PHY chip address

esp_err_t (*get_addr) (esp_eth_phy_t *phy, uint32_t *addr)
Get PHY chip address.

Return
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* ESP_OK: get Ethernet PHY address successfully

* ESP_ERR_INVALID_ARG: get Ethernet PHY address failed because of invalid argument

Parameters
* [in] phy: Ethernet PHY instance
* [out] addr: PHY chip address

esp_err_t (*del) (esp_eth_phy_t *phy)
Free memory of Ethernet PHY instance.

Return
» ESP_OK: free PHY instance successfully
 ESP_FAIL: free PHY instance failed because some error occurred
Parameters
* [in] phy: Ethernet PHY instance
struct eth_phy_config_t
Ethernet PHY configuration.

Public Members

int32_t phy_addr
PHY address, set -1 to enable PHY address detection at initialization stage

uint32_t reset_timeout_ms
Reset timeout value (Unit: ms)

uint32_t autonego_timeout_ms
Auto-negotiation timeout value (Unit: ms)

int reset_gpio_num
Reset GPIO number, -1 means no hardware reset

Macros
ESP_ETH_PHY_ADDR_AUTO
ETH_PHY_DEFAULT_CONFIG ()

Default configuration for Ethernet PHY object.

Type Definitions
typedef struct esp_eth_phy_s esp_eth_phy t
Ethernet PHY.

Header File

* esp_eth/include/esp_eth_netif_glue.h

Functions
void *esp_eth_new_netif_glue (esp_eth_handle_t eth_hdl)
Create a netif glue for Ethernet driver.

Note netif glue is used to attach io driver to TCP/IP netif
Return glue object, which inherits esp_netif_driver_base_t
Parameters
¢ eth_hdl: Ethernet driver handle
esp_err_t esp_eth_del_netif_glue (void *glue)
Delete netif glue of Ethernet driver.

Return -ESP_OK: delete netif glue successfully
Parameters
¢ glue: netif glue
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esp_err_t esp_eth_set_default_handlers (void *esp_netif)
Register default IP layer handlers for Ethernet.

Note : Ethernet handle might not yet properly initialized when setting up these default handlers
Return

¢ ESP_ERR_INVALID_ARG: invalid parameter (esp_netif is NULL)

¢ ESP_OK: set default IP layer handlers successfully

* others: other failure occurred during register esp_event handler
Parameters

* [in] esp_netif: esp network interface handle created for Ethernet driver

esp_err_t esp_eth_clear_default_handlers (void *esp_netif)
Unregister default IP layer handlers for Ethernet.

Return

e ESP_ERR_INVALID_ARG: invalid parameter (esp_netif is NULL)

¢ ESP_OK: clear default IP layer handlers successfully

* others: other failure occurred during unregister esp_event handler
Parameters

* [in] esp_netif: esp network interface handle created for Ethernet driver

Code examples for the Ethernet API are provided in the ethernet directory of ESP-IDF examples.

3.1.3 IP Network Layer
ESP-NETIF

The purpose of ESP-NETIF library is twofold:

« It provides an abstraction layer for the application on top of the TCP/IP stack. This will allow applications to
choose between IP stacks in the future.
* The APIs it provides are thread safe, even if the underlying TCP/IP stack APIs are not.

ESP-IDF currently implements ESP-NETIF for the IwIP TCP/IP stack only. However, the adapter itself is TCP/IP
implementation agnostic and different implementations are possible.

Some ESP-NETIF API functions are intended to be called by application code, for example to get/set interface IP
addresses, configure DHCP. Other functions are intended for internal ESP-IDF use by the network driver layer.

In many cases, applications do not need to call ESP-NETIF APIs directly as they are called from the default network
event handlers.

ESP-NETIF component is a successor of the tcpip_adapter, former network interface abstraction, which has become
deprecated since IDF v4.1. Please refer to the TCP/IP Adapter Migration Guide section in case existing applications
to be ported to use the esp-netif API instead.

ESP-NETIF architecture

| (A) USER CODE

............. | init settings events
e +
‘ *
‘ *
———————— + + + * e e
| | new/config get/set | * | |
\ | [ | init |
\ [mmmmmm e e e | * | |
init | | | ** %% | |
start | FxFxFEAKxA event handler | Fk kKKK k| DHCP |
stop | | | | |
\ [—mmmmmm | | |
(continues on next page)
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(continued from previous page)

\ | | | NETIF |
- \ | | - + |
| glue|-———=-<-——] esp_netif_ transmit | ——<—————— | netif_output | |
| \ | | | \ |
| | -———=>-——| esp_netif_receive | —=>————— | netif_input | |
| \ | | + + |
| | <. | esp_netif_ free_rx_buffer | <iwnw | packet buffer |
o \ | | | |
\ | | | (D) |
(B) \ | (C) | - +
———————— + + ===+
communication NETWORK STACK
DRIVER ESP-NETIF
Data and event flow in the diagram
. ... Initialization line from user code to ESP-NETIF and communication driver

e ——<--->-- Data packets going from communication media to TCP/IP stack and back
o **x*xx%x Hyents aggregated in ESP-NETIF propagates to driver, user code and network stack
* | User settings and runtime configuration

ESP-NETIF interaction

A) User code, boiler plate Overall application interaction with a specific IO driver for communication media and
configured TCP/IP network stack is abstracted using ESP-NETIF APIs and outlined as below:

A) Initialization code

1) Initializes IO driver
2) Creates a new instance of ESP-NETIF and configure with

* ESP-NETIF specific options (flags, behaviour, name)
» Network stack options (netif init and input functions, not publicly available)
O driver specific options (transmit, free rx buffer functions, IO driver handle)

3) Attaches the IO driver handle to the ESP-NETIF instance created in the above steps
4) Configures event handlers

* use default handlers for common interfaces defined in IO drivers; or define a specific handlers for
customised behaviour/new interfaces
* register handlers for app related events (such as IP lost/acquired)

B) Interaction with network interfaces using ESP-NETIF API

¢ Getting and setting TCP/IP related parameters (DHCP, IP, etc)
¢ Receiving IP events (connect/disconnect)
 Controlling application lifecycle (set interface up/down)

B) Communication driver, IO driver, media driver Communication driver plays these two important roles in
relation with ESP-NETIF:

1) Event handlers: Define behaviour patterns of interaction with ESP-NETIF (for example: ethernet link-up ->
turn netif on)
2) Glue IO layer: Adapts the input/output functions to use ESP-NETIF transmit, receive and free receive buffer

¢ Installs driver_transmit to appropriate ESP-NETIF object, so that outgoing packets from network stack are
passed to the IO driver
e Calls esp_netif_ receive () to passincoming data to network stack
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C) ESP-NETIF, former tcpip_adapter ESP-NETIF is an intermediary between an IO driver and a network stack,
connecting packet data path between these two. As that it provides a set of interfaces for attaching a driver to ESP-
NETIF object (runtime) and configuring a network stack (compile time). In addition to that a set of API is provided
to control network interface lifecycle and its TCP/IP properties. As an overview, the ESP-NETIF public interface
could be divided into these 6 groups:

1) Initialization APIs (to create and configure ESP-NETIF instance)
2) Input/Output API (for passing data between IO driver and network stack)
3) Event or Action API

¢ Used for network interface lifecycle management
» ESP-NETIF provides building blocks for designing event handlers

4) Setters and Getters for basic network interface properties
5) Network stack abstraction: enabling user interaction with TCP/IP stack

* Set interface up or down
e DHCP server and client API
* DNS API

6) Driver conversion utilities

D) Network stack Network stack has no public interaction with application code with regard to public interfaces
and shall be fully abstracted by ESP-NETIF APIL

ESP-NETIF programmer’ s manual Please refer to the example section for basic initialization of default inter-
faces:

* WiFi Station: wifi/getting_started/station/main/station_example_main.c
* WiFi Access Point: wifi/getting_started/softAP/main/softap_example_main.c
» Ethernet: ethernet/basic/main/ethernet_example_main.c

For more specific cases please consult this guide: ESP-NETIF Custom I/O Driver.

WiFi default initialization The initialization code as well as registering event handlers for default interfaces, such
as softAP and station, are provided in two separate APIs to facilitate simple startup code for most applications:

* esp_netif create_default_wifi_ap()
* esp_netif create_default_wifi_sta/()

Please note that these functions return the esp_net i f handle, i.e. a pointer to a network interface object allocated
and configured with default settings, which as a consequence, means that:

¢ The created object has to be destroyed if a network de-initialization is provided by an application.

e These default interfaces must not be created multiple times, unless the created handle is deleted using
esp_netif_destroy().

¢ When using Wifi in AP+STA mode, both these interfaces has to be created.

API Reference

Header File

* esp_netif/include/esp_netif.h

Functions
esp_err_t esp_netif init (void)
Initialize the underlying TCP/IP stack.

Return
¢ ESP_OK on success
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* ESP_FAIL if initializing failed
Note This function should be called exactly once from application code, when the application starts up.
esp_err_t esp_netif deinit (void)
Deinitialize the esp-netif component (and the underlying TCP/IP stack)

Note: Deinitialization is not supported yet

Return
e ESP_ERR_INVALID_STATE if esp_netif not initialized
e ESP_ERR_NOT_SUPPORTED otherwise

esp_netif_t *esp_netif_ new (const esp_netif_config_t *esp_netif_config)
Creates an instance of new esp-netif object based on provided config.

Return
* pointer to esp-netif object on success
e NULL otherwise
Parameters
* [in] esp_netif_config: pointer esp-netif configuration

void esp_netif_destroy (esp_netif_t *esp_netif)
Destroys the esp_netif object.

Parameters
* [in] esp_netif: pointer to the object to be deleted

esp_err_t esp_netif_ set_driver_ config (esp_netif_t *esp_netif, const

esp_netif_driver_ifconfig_t *driver_config)
Configures driver related options of esp_netif object.

Return

¢ ESP_OK on success

e ESP_ERR_ESP_NETIF_INVALID_PARAMS if invalid parameters provided
Parameters

e [inout] esp_netif: pointer to the object to be configured

* [in] driver_config: pointer esp-netif io driver related configuration

esp_err_t esp_netif attach (esp_netif_t *esp_netif, esp_netif _iodriver_handle driver_handle)
Attaches esp_netif instance to the io driver handle.

Calling this function enables connecting specific esp_netif object with already initialized io driver to update
esp_netif object with driver specific configuration (i.e. calls post_attach callback, which typically sets io driver
callbacks to esp_netif instance and starts the driver)

Return

e ESP_OK on success

« ESP_ERR_ESP_NETIF_DRIVER_ATTACH_FAILED if driver’ s pot_attach callback failed
Parameters

* [inout] esp_netif: pointer to esp_netif object to be attached

e [in] driver_handle: pointer to the driver handle

esp_err_t esp_netif_receive (esp_netif_t *esp_netif, void *buffer, size_t len, void *eb)
Passes the raw packets from communication media to the appropriate TCP/IP stack.

This function is called from the configured (peripheral) driver layer. The data are then forwarded as frames to
the TCP/IP stack.

Return
 ESP_OK

Parameters
e [in] esp_netif: Handle to esp-netif instance
e [in] buffer: Received data
e [in] len: Length of the data frame
e [in] eb: Pointer to internal buffer (used in Wi-Fi driver)
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void esp_netif_action_start (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)
Default building block for network interface action upon IO driver start event Creates network interface, if
AUTOUP enabled turns the interface on, if DHCPS enabled starts dhcp server.

Note This API can be directly used as event handler

Parameters
* [in] esp_netif: Handle to esp-netif instance
* base:
e event_id:
* data:

void esp_netif_action_stop (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)
Default building block for network interface action upon IO driver stop event.

Note This API can be directly used as event handler

Parameters
e [in] esp_netif: Handle to esp-netif instance
* base:
e event_id:
e data:

void esp_netif_action_connected (void *esp_netif, esp_event_base_t base, int32_t event_id, void

*data)
Default building block for network interface action upon IO driver connected event.

Note This API can be directly used as event handler

Parameters
¢ [in] esp_netif: Handle to esp-netif instance
* base:
e event_id:
e data:

void esp_netif_action_disconnected (void *esp_netif, esp_event_base_t base, int32_t event_id,

void *data)
Default building block for network interface action upon IO driver disconnected event.

Note This API can be directly used as event handler

Parameters
e [in] esp_netif: Handle to esp-netif instance
* base:
e event_id:
e data:

void esp_netif_action_got_ip (void *esp_netif, esp_event_base_t base, int32_t event_id, void

*data)
Default building block for network interface action upon network got IP event.

Note This API can be directly used as event handler

Parameters
e [in] esp_netif: Handle to esp-netif instance
* base:
e event_id:
e data:

esp_err_t esp_netif_ set_mac (esp_netif_t *esp_netif, vint8_t mac[])
Set the mac address for the interface instance.

Return

¢ ESP_OK - success

e ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error

¢ ESP_ERR_NOT_SUPPORTED - mac not supported on this interface
Parameters

* [in] esp_netif: Handle to esp-netif instance

e [in] mac: Desired mac address for the related network interface
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esp_err_t esp_netif_get_mac (esp_netif_t *esp_netif, uint8_t mac[])
Get the mac address for the interface instance.

Return

e ESP_OK - success

« ESP_ERR_ESP _NETIF_IF NOT_READY - interface status error

e ESP_ERR_NOT_SUPPORTED - mac not supported on this interface
Parameters

e [in] esp_netif: Handle to esp-netif instance

e [out] mac: Resultant mac address for the related network interface

esp_err_t esp_netif_set_hostname (esp_netif_t *esp_netif, const char *hostmame)
Set the hostname of an interface.

The configured hostname overrides the default configuration value CONFIG_LWIP_LOCAL_HOSTNAME.
Please note that when the hostname is altered after interface started/connected the changes would only be
reflected once the interface restarts/reconnects

Return
e ESP_OK - success
e ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error
e ESP_ERR_ESP_NETIF_INVALID_PARAMS - parameter error
Parameters
* [in] esp_netif: Handle to esp-netif instance
¢ [in] hostname: New hostname for the interface. Maximum length 32 bytes.

esp_err_t esp_netif get_hostname (esp_netif_t *esp_nefif, const char **hostname)
Get interface hostname.

Return
e ESP_OK - success
e« ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error
e ESP_ERR_ESP_NETIF_INVALID_PARAMS - parameter error
Parameters
e [in] esp_netif: Handle to esp-netif instance
e [out] hostname: Returns a pointer to the hostname. May be NULL if no hostname is set. If
set non-NULL, pointer remains valid (and string may change if the hostname changes).

bool esp_netif is_netif_ up (esp_netif_t *esp_netif)
Test if supplied interface is up or down.

Return
e true - Interface is up
« false - Interface is down
Parameters
* [in] esp_netif: Handle to esp-netif instance

esp_err_t esp_netif_get_ip_info (esp_netif_t *esp_netif, esp_netif _ip_info_t *ip_info)
Get interface’ s IP address information.

If the interface is up, IP information is read directly from the TCP/IP stack. If the interface is down, IP
information is read from a copy kept in the ESP-NETIF instance

Return
¢« ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
Parameters
e [in] esp_netif: Handle to esp-netif instance
e [out] ip_info: If successful, IP information will be returned in this argument.

esp_err_t esp_netif_get_old_ip_info (esp_netif_t *esp_netif, esp_netif_ip_info_t *ip_info)
Get interface’ s old IP information.

Returns an “old” IP address previously stored for the interface when the valid IP changed.

Espressif Systems 131 Release v4.2-betal
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

If the IP lost timer has expired (meaning the interface was down for longer than the configured interval) then
the old IP information will be zero.

Return
e ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
Parameters
e [in] esp_netif: Handle to esp-netif instance
e [out] ip_info: If successful, IP information will be returned in this argument.

esp_err_t esp_netif_ set_ip_info (esp_netif_t *esp_netif, const esp_netif_ip_info_t *ip_info)
Set interface’ s IP address information.

This function is mainly used to set a static IP on an interface.
If the interface is up, the new IP information is set directly in the TCP/IP stack.

The copy of IP information kept in the ESP-NETIF instance is also updated (this copy is returned if the IP is
queried while the interface is still down.)

Note DHCP client/server must be stopped (if enabled for this interface) before setting new IP information.
Note Calling this interface for may generate a SYSTEM_EVENT_STA_GOT_IP or SYS-
TEM_EVENT_ETH_GOT_IP event.

Return

 ESP_OK

¢ ESP_ERR_ESP_NETIF_INVALID_PARAMS

o ESP_ERR_ESP_NETIF_DHCP_NOT_STOPPED If DHCP server or client is still running
Parameters

e [in] esp_netif: Handle to esp-netif instance

e [in] ip_info: IP information to set on the specified interface

esp_err_t esp_netif set_old_ip_info (esp_netif_t *esp_nefif, const esp_netif_ip_info_t
*ip_info)
Set interface old IP information.
This function is called from the DHCP client (if enabled), before a new IP is set. It is also called from the default

handlers for the SYSTEM_EVENT_STA_CONNECTED and SYSTEM_EVENT_ETH_CONNECTED
events.

Calling this function stores the previously configured IP, which can be used to determine if the IP changes in
the future.

If the interface is disconnected or down for too long, the “IP lost timer” will expire (after the configured
interval) and set the old IP information to zero.

Return
« ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
Parameters
* [in] esp_netif: Handle to esp-netif instance
e [in] ip_info: Store the old IP information for the specified interface

int esp_netif_get_netif_ impl_index (esp_netif_t *esp_netif)
Get net interface index from network stack implementation.

Note This index could be used in set sockopt () to bind socket with multicast interface
Return implementation specific index of interface represented with supplied esp_netif
Parameters

* [in] esp_netif: Handle to esp-netif instance

esp_err_t esp_netif_get_netif impl_name (esp_netif_t *esp_netif, char *name)
Get net interface name from network stack implementation.

Note This name could be used in set sockopt () to bind socket with appropriate interface
Return
¢ ESP_OK
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* ESP_ERR_ESP_NETIF_INVALID_PARAMS
Parameters
e [in] esp_netif: Handle to esp-netif instance
* [out] name: Interface name as specified in underlying TCP/IP stack. Note that the actual name
will be copied to the specified buffer, which must be allocated to hold maximum interface name size
(6 characters for IwIP)

esp_err_t esp_netif dhcps_option (esp_netif_t *esp_netif, esp_netif_dhcp_option_mode_t opt_op,
esp_netif_dhcp_option_id_t opt_id, void *opt_val, uint32_t
opt_len)
Set or Get DHCP server option.

Return
¢« ESP_OK
 ESP_ERR_ESP_NETIF_INVALID_PARAMS
¢ ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
e ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED
Parameters
* [in] esp_netif: Handle to esp-netif instance
e [in] opt_op: ESP_NETIF_OP_SET to set an option, ESP_NETIF_OP_GET to get an option.
e [in] opt_id: Option index to get or set, must be one of the supported enum values.
e [inout] opt_val: Pointer to the option parameter.
[in] opt_len: Length of the option parameter.

esp_err_t esp_netif_dhcpc_option (esp_netif_t *esp_netif, esp_netif_dhcp_option_mode_t opt_op,
esp_netif_dhcp_option_id_t opt_id, void *opt_val, uint32_t
opt_len)
Set or Get DHCP client option.

Return
¢ ESP_OK
¢ ESP_ERR_ESP_NETIF_INVALID_PARAMS
e ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
e ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED
Parameters
e [in] esp_netif: Handle to esp-netif instance
e [in] opt_op: ESP_NETIF_OP_SET to set an option, ESP_NETIF_OP_GET to get an option.
e [in] opt_id: Option index to get or set, must be one of the supported enum values.
e [inout] opt_val: Pointer to the option parameter.
[in] opt_len: Length of the option parameter.

esp_err_t esp_netif_dhcpc_start (esp_netif_t *esp_netif)
Start DHCP client (only if enabled in interface object)

Note The default event handlers for the SYSTEM_EVENT_STA_CONNECTED and SYS-
TEM_EVENT_ETH_CONNECTED events call this function.
Return
¢ ESP_OK
¢ ESP_ERR_ESP_NETIF_INVALID_PARAMS
* ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED
e ESP_ERR_ESP_NETIF_DHCPC_START_FAILED
Parameters
e [in] esp_netif: Handle to esp-netif instance

esp_err_t esp_netif_dhcpc_stop (esp_netif_t *esp_netif)
Stop DHCP client (only if enabled in interface object)

Note Calling action_netif _stop() will also stop the DHCP Client if it is running.
Return

* ESP_OK

* ESP_ERR_ESP_NETIF_INVALID_PARAMS

e ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
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« ESP_ERR_ESP_NETIF_IF_NOT_READY
Parameters
e [in] esp_netif: Handle to esp-netif instance

esp_err_t esp_netif dhecpc_get_status (esp_netif_t *esp_netif, esp_netif _dhcp_status_t *status)
Get DHCP client status.

Return
« ESP_OK
Parameters
e [in] esp_netif: Handle to esp-netif instance
e [out] status: If successful, the status of DHCP client will be returned in this argument.

esp_err_t esp_netif dhcps_get_status (esp_netif_t *esp_netif, esp_netif _dhcp_status_t *status)
Get DHCP Server status.

Return
¢ ESP_OK
Parameters
* [in] esp_netif: Handle to esp-netif instance
e [out] status: If successful, the status of the DHCP server will be returned in this argument.

esp_err_t esp_netif_dhcps_start (esp_netif_t *esp_netif)
Start DHCP server (only if enabled in interface object)

Return

« ESP_OK

e ESP_ERR_ESP_NETIF_INVALID_PARAMS

e« ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED
Parameters

* [in] esp_netif: Handle to esp-netif instance

esp_err_t esp_netif_ dhcps_stop (esp_netif_t *esp_netif')
Stop DHCP server (only if enabled in interface object)

Return
¢ ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
 ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
e« ESP_ERR_ESP_NETIF_IF_NOT_READY
Parameters
* [in] esp_netif: Handle to esp-netif instance

esp_err_t esp_netif set_dns_info (esp_netif_t *esp_netif, esp_netif_dns_type_t type,
esp_netif_dns_info_t *dns)
Set DNS Server information.

This function behaves differently if DHCP server or client is enabled

If DHCP client is enabled, main and backup DNS servers will be updated automatically from the DHCP lease
if the relevant DHCP options are set. Fallback DNS Server is never updated from the DHCP lease and is
designed to be set via this API. If DHCP client is disabled, all DNS server types can be set via this API only.

If DHCP server is enabled, the Main DNS Server setting is used by the DHCP server to provide a DNS Server
option to DHCP clients (Wi-Fi stations).

* The default Main DNS server is typically the IP of the Wi-Fi AP interface itself.
 This function can override it by setting server type ESP_NETIF_DNS_MAIN.
» Other DNS Server types are not supported for the Wi-Fi AP interface.

Return

e ESP_OK on success

¢ ESP_ERR_ESP_NETIF_INVALID_PARAMS invalid params
Parameters

* [in] esp_netif: Handle to esp-netif instance
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e [in] type: Type of DNS Server to set: ESP_NETIF_DNS_MAIN,
ESP_NETIF_DNS_BACKUP, ESP_NETIF_DNS_FALLBACK
e [in] dns: DNS Server address to set

esp_err_t esp_netif_get_dns_info (esp_netif_t *esp_netif, esp_netif_dns_type_t type,
esp_netif_dns_info_t *dns)
Get DNS Server information.

Return the currently configured DNS Server address for the specified interface and Server type.

This may be result of a previous call to esp_netif_set_dns_info(). If the interface’ s DHCP client is enabled,
the Main or Backup DNS Server may be set by the current DHCP lease.

Return
e ESP_OK on success
e ESP_ERR_ESP_NETIF_INVALID_PARAMS invalid params

Parameters
e [in] esp_netif: Handle to esp-netif instance
e [in] type: Type of DNS Server to get: ESP_NETIF_DNS_MAIN,

ESP_NETIF_DNS_BACKUP, ESP_NETIF_DNS_FALLBACK
e [out] dns: DNS Server result is written here on success

esp_err_t esp_netif_ create_ip6_linklocal (esp_netif_t *esp_netif)
Create interface link-local IPv6 address.

Cause the TCP/IP stack to create a link-local IPv6 address for the specified interface.

This function also registers a callback for the specified interface, so that if the link-local address becomes
verified as the preferred address then a SYSTEM_EVENT_GOT_IP6 event will be sent.

Return

« ESP_OK

e ESP_ERR_ESP_NETIF_INVALID_PARAMS
Parameters

* [in] esp_netif: Handle to esp-netif instance

esp_err_t esp_netif get_ip6_linklocal (esp_netif_t *esp_netif, esp_ip6_addr_t *if _ip6)
Get interface link-local IPv6 address.

If the specified interface is up and a preferred link-local IPv6 address has been created for the interface, return
a copy of it.

Return
« ESP_OK
e ESP_FAIL If interface is down, does not have a link-local IPv6 address, or the link-local IPv6
address is not a preferred address.
Parameters
* [in] esp_netif: Handle to esp-netif instance
e [out] if_ipé6: IPv6 information will be returned in this argument if successful.

esp_err_t esp_netif get_ip6_global (esp_netif_t *esp_netif, esp_ipb_addr_t *if_ip6)
Get interface global IPv6 address.

If the specified interface is up and a preferred global IPv6 address has been created for the interface, return a
copy of it.

Return
e ESP_OK
e ESP_FAIL If interface is down, does not have a global IPv6 address, or the global IPv6 address is
not a preferred address.
Parameters
e [in] esp_netif: Handle to esp-netif instance
e [out] 1f_ipé6: IPv6 information will be returned in this argument if successful.

intesp_netif_get_all_ip6 (esp_netif_t *esp_netif, esp_ip6_addr_t if_ip6[])
Get all IPv6 addresses of the specified interface.
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Return number of returned IPv6 addresses
Parameters
e [in] esp_netif: Handle to esp-netif instance
e [out] 1f_ipé6: Array of IPv6 addresses will be copied to the argument

void esp_netif_ set_ip4_addr (esp_ip4_addr_t *addr, uint8_t a, uint8_t b, uint8_t ¢, uint8_t d)
Sets IPv4 address to the specified octets.

Parameters
e [out] addr: IP address to be set
e a: the first octet (127 for IP 127.0.0.1)
e b
e C:
e d:

char *esp_ip4addr_ntoa (const esp_ip4_addr_t *addr, char *buf, int buflen)
Converts numeric [P address into decimal dotted ASCII representation.

Return either pointer to buf which now holds the ASCII representation of addr or NULL if buf was too small
Parameters

e addr: ip address in network order to convert

* buf: target buffer where the string is stored

¢ buflen: length of buf

uint32_t esp_ip4addr_aton (const char *addr)
Ascii internet address interpretation routine The value returned is in network order.

Return ip address in network order
Parameters
e addr: IP address in ascii representation (e.g. “127.0.0.17 )

esp_netif_iodriver_handle esp_netif_get_io_driver (esp_netif_t *esp_netif)
Gets media driver handle for this esp-netif instance.

Return opaque pointer of related IO driver
Parameters
* [in] esp_netif: Handle to esp-netif instance

esp_netif_t *esp_netif get_handle_from_ifkey (const char *if_key)
Searches over a list of created objects to find an instance with supplied if key.

Return Handle to esp-netif instance
Parameters
e if_key: Textual description of network interface

esp_netif_flags_t esp_netif_get_flags (esp_netif_t *esp_netif)
Returns configured flags for this interface.

Return Configuration flags
Parameters
e [in] esp_netif: Handle to esp-netif instance

const char *esp_netif_get_ifkey (esp_netif_t *esp_netif)
Returns configured interface key for this esp-netif instance.

Return Textual description of related interface
Parameters
* [in] esp_netif: Handle to esp-netif instance

const char *esp_netif get_desc (esp_netif_t *esp_netif)
Returns configured interface type for this esp-netif instance.

Return Enumerated type of this interface, such as station, AP, ethernet
Parameters
* [in] esp_netif: Handle to esp-netif instance
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int esp_netif_get_route_prio (esp_netif_t *esp_netif)
Returns configured routing priority number.

Return Integer representing the instance’ s route-prio, or -1 if invalid paramters
Parameters
* [in] esp_netif: Handle to esp-netif instance

int32_tesp_netif_ get_event_id (esp_netif_t *esp_netif, esp_netif _ip_event_type_t event_type)
Returns configured event for this esp-netif instance and supplied event type.

Return specific event id which is configured to be raised if the interface lost or acquired IP address -1 if
supplied event_type is not known
Parameters
e [in] esp_netif: Handle to esp-netif instance
e event_type: (either get or lost IP)

esp_netif_t *esp_netif_ next (esp_netif_t *esp_netif)
Iterates over list of interfaces. Returns first netif if NULL given as parameter.

Return First netif from the list if supplied parameter is NULL, next one otherwise
Parameters
* [in] esp_netif: Handle to esp-netif instance

size_tesp_netif_ get_nr_of_ ifs (void)
Returns number of registered esp_netif objects.

Return Number of esp_netifs

Macros
_ESP_NETIF_SUPPRESS_LEGACY_ WARNING_

WiFi default API reference

Header File

* esp_wifi/include/esp_wifi_default.h

Functions
esp_err_t esp_netif attach_wifi_station (esp_netif_t *esp_netif)
Attaches wifi station interface to supplied netif.

Return
e ESP_OK on success
« ESP_FAIL if attach failed
Parameters
e esp_netif: instance to attach the wifi station to
esp_err_t esp_netif attach_wifi_ap (esp_netif_t *esp_netif)
Attaches wifi soft AP interface to supplied netif.

Return
e ESP_OK on success
e ESP_FAIL if attach failed
Parameters
e esp_netif: instance to attach the wifi AP to

esp_err_tesp_wifi_set_default_wifi_sta_handlers (void)
Sets default wifi event handlers for STA interface.

Return
¢ ESP_OK on success, error returned from esp_event_handler_register if failed
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esp_err_tesp_wifi_set_default_wifi_ap_handlers (void)
Sets default wifi event handlers for STA interface.

Return
¢ ESP_OK on success, error returned from esp_event_handler_register if failed

esp_err_tesp_wifi_clear_default_wifi_driver_and_handlers (void *esp_netif)
Clears default wifi event handlers for supplied network interface.

Return

* ESP_OK on success, error returned from esp_event_handler_register if failed
Parameters

e esp_netif: instance of corresponding if object

esp_netif_t *esp_netif create_default_wifi_ap (void)
Creates default WIFI AP. In case of any init error this API aborts.

Return pointer to esp-netif instance

esp_netif_t *esp_netif_ create_default_wifi_sta (void)
Creates default WIFI STA. In case of any init error this API aborts.

Return pointer to esp-netif instance

esp_netif_t *esp_netif_ create_wifi (wifi_interface_t wifi_if, esp_netif_inherent_config_t
*esp_netif _config)
Creates esp_netif WiFi object based on the custom configuration.
Attention This API DOES NOT register default handlers!
Return pointer to esp-netif instance
Parameters
e [in] wifi_if: type of wifi interface
* [in] esp_netif_config: inherent esp-netif configuration pointer

esp_err_t esp_netif create_default_wifi_mesh_netifs (esp_netif_t **p_netif _sta,
esp_netif_t **p_netif _ap)
Creates default STA and AP network interfaces for esp-mesh.
Both netifs are almost identical to the default station and softAP, but with DHCP client and server disabled.
Please note that the DHCP client is typically enabled only if the device is promoted to a root node.

Returns created interfaces which could be ignored setting parameters to NULL if an application code does not
need to save the interface instances for further processing.

Return ESP_OK on success

Parameters
e [out] p_netif_sta: pointer where the resultant STA interface is saved (if non NULL)
e [out] p_netif_ap: pointer where the resultant AP interface is saved (if non NULL)

TCP/IP Adapter Migration Guide

TCP/IP Adapter is a network interface abstraction component used in IDF prior to v4.1. This page outlines migration
from tcpip_adapter API to its successor ESP-NETIF.

Updating network connection code

Network stack initialization Simply replace tcpip_adapter_init () withesp_netif_init (). Please
note that the ESP-NETIF initialization API returns standard error code and the esp_netif_deinit () for un-
initialization is available.

Also replace #include "tcpip_adapter.h" with #include "esp_netif.h".
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Network interface creation TCP/IP Adapter defined these three interfaces statically:

e WiFi Station
¢ WiFi Access Point
e Ethernet

Network interface instance shall be explicitly constructed for the ESP-NETIF to enable its con-
nection to the TCP/IP stack. For example initialization code for WiFi has to explicitly call
esp_netif_create_default_wifi_sta(); or esp_netif_ create_default_wifi_ap();
after the TCP/IP stack and the event loop have been initialized. Please consult an example initialization code for
these three interfaces:

» WiFi Station: wifi/getting_started/station/main/station_example_main.c
» WiFi Access Point: wifi/getting_started/softAP/main/softap_example_main.c
 Ethernet: ethernet/basic/main/ethernet_example_main.c

Replacing other tcpip_adapter API  All the tcpip_adapter functions have their esp-netif counter-part. Please
refer to the esp_netif.h grouped into these sections:

¢ Setters/Getters
e DHCP

¢ DNS

e [P address

Default event handlers Event handlers are moved from tcpip_adapter to appropriate driver code. There is no
change from application code perspective, all events shall be handled in the same way. Please note that within IP
related event handlers, application code usually receives IP addresses in a form of esp-netif specific struct (not the
LwIP structs, but binary compatible). This is the preferred way of printing the address:

’ESP_LOGI(TAG, "got ip:" IPSTR "\n", IP2STR(&event->ip_info.ip));

Instead of

’ESP_LOGI(TAG, "got ip:%s\n", ipdaddr_ntoa(sevent->ip_info.ip));

Since ipd4addr_ntoa () is a LWIP API, the esp-netif provides esp_ip4addr_ntoa () as a replacement, but
the above method is generally preferred.

IP addresses It is preferred to use esp-netif defined IP structures. Please note that the LwIP structs will still work
when default compatibility enabled. * esp-netif IP address definitions

Next steps Additional step in porting an application to fully benefit from the ESP-NETIF is to disable the
tcpip_adapter compatibility layer in the component configuration: ESP NETIF Adapter ->Enable back-
ward compatible tcpip_adapter interface and check if the project compiles. TCP/IP adapter brings
many include dependencies and this step might help in decoupling the application from using specific TCP/IP stack
API directly.

ESP-NETIF Custom I/O Driver

This section outlines implementing a new I/O driver with esp-netif connection capabilities. By convention the I/O
driver has to register itself as an esp-netif driver and thus holds a dependency on esp-netif component and is responsible
for providing data path functions, post-attach callback and in most cases also default event handlers to define network
interface actions based on driver’ s lifecycle transitions.
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Packet input/output  As shown in the diagram, the following three API functions for the packet data path must be
defined for connecting with esp-netif:

* esp_netif_transmit ()
* esp_netif_ free rx_buffer()
* esp_netif receive()

The first two functions for transmitting and freeing the rx buffer are provided as callbacks, i.e. they get called from
esp-netif (and its underlying TCP/IP stack) and I/O driver provides their implementation.

The receiving function on the other hand gets called from the I/O driver, so that the driver’ s code simply calls
esp_netif_receive () onanew data received event.

Post attach callback A final part of the network interface initialization consists of attaching the esp-netif instance
to the I/O driver, by means of calling the following API:

esp_err_t esp_netif_attach(esp_netif_t *esp_netif, esp_netif_iodriver_handle.
—driver_handle);

It is assumed that the esp_netif_iodriver_handle is a pointer to driver’ s object, a struct derived from
struct esp_netif_driver_base_s, so that the first member of I/O driver structure must be this base
structure with pointers to

* post-attach function callback
* related esp-netif instance

As a consequence the I/0 driver has to create an instance of the struct per below:

typedef struct my_netif_driver_s {
esp_netif_driver_base_t base; /*1< base structure reserved as.
—esp-netif driver */
driver_impl *h; /*!< handle of driver.
—implementation */
} my_netif_driver_t;

with actual values of my_netif driver_t::base.post_attach and the actual drivers handle
my_netif_driver_t::h. So when the esp_netif_attach () gets called from the initialization code,
the post-attach callback from I/O driver’ s code gets executed to mutually register callbacks between esp-netif and
I/O driver instances. Typically the driver is started as well in the post-attach callback. An example of a simple
post-attach callback is outlined below:

static esp_err_t my_post_attach_start (esp_netif_t * esp_netif, wvoid * args)

{

my_netif_driver_t *driver = args;

const esp_netif_driver_ifconfig_t driver_ifconfig = {
.driver_free_rx_buffer = my_free_rx_buf,
.transmit = my_transmit,
.handle = driver->driver_impl

bi

driver->base.netif = esp_netif;

ESP_ERROR_CHECK (esp_netif_set_driver_config(esp_netif, &driver_ifconfiqg));
my_driver_start (driver->driver_impl);
return ESP_OK;

Default handlers 1/O drivers also typically provide default definitions of lifecycle behaviour of related network
interfaces based on state transitions of I/O drivers. For example driver start —> network start, etc. An example of
such a default handler is provided below:
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esp_err_t my_driver_netif_ set_default_handlers (my_netif_driver_t *driver, esp_
—netif_t * esp_netif)
{

driver_set_event_handler (driver->driver_impl, esp_netif_action_start, MY_DRV_
—EVENT_START, esp_netif);

driver_set_event_handler (driver->driver_impl, esp_netif_action_stop, MY_DRV_
—EVENT_STOP, esp_netif);

return ESP_OK;
}

Network stack connection The packet data path functions for transmitting and freeing the rx buffer (defined in
the I/O driver) are called from the esp-netif, specifically from its TCP/IP stack connecting layer. The following API
reference outlines these network stack interaction with the esp-netif.

Header File

* esp_netif/include/esp_netif_net_stack.h

Functions
esp_netif_t *esp_netif_get_handle_from_netif_impl (void *dev)
Returns esp-netif handle.

Return handle to related esp-netif instance
Parameters
e [in] dewv: opaque ptr to network interface of specific TCP/IP stack
void *esp_netif get_netif_impl (esp_netif_t *esp_netif)
Returns network stack specific implementation handle (if supported)

Note that it is not supported to acquire PPP netif impl pointer and this function will return NULL for esp_netif
instances configured to PPP mode

Return handle to related network stack netif handle
Parameters
* [in] esp_netif: Handle to esp-netif instance

esp_err_t esp_netif_ transmit (esp_netif_t *esp_netif, void *data, size_t len)
Outputs packets from the TCP/IP stack to the media to be transmitted.

This function gets called from network stack to output packets to 1O driver.

Return ESP_OK on success, an error passed from the I/O driver otherwise
Parameters

* [in] esp_netif: Handle to esp-netif instance

e [in] data: Data to be transmitted

e [in] len: Length of the data frame

void esp_netif_ free_rx_buffer (void *esp_netif, void *buffer)
Free the rx buffer allocated by the media driver.

This function gets called from network stack when the rx buffer to be freed in IO driver context, i.e. to
deallocate a buffer owned by io driver (when data packets were passed to higher levels to avoid copying)

Parameters
* [in] esp_netif: Handle to esp-netif instance
e [in] buffer: Rx buffer pointer

Code examples for TCP/IP socket APIs are provided in the protocols/sockets directory of ESP-IDF examples.

The TCP/IP Adapter (legacy network interface library) has been deprecated, please consult the TCP/IP Adapter
Migration Guide to update existing IDF applications.
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3.1.4 Application Layer

Documentation for Application layer network protocols (above the IP Network layer) are provided in Application
Protocols.

3.2 Peripherals API

3.2.1 Analog to Digital Converter
Overview
Configuration and Reading ADC

Each ADC unit supports two work modes, ADC-RTC or ADC-DMA mode. ADC-RTC is controlled by the RTC
controller and is suitable for low-frequency sampling operations. ADC-DMA is controlled by a digital controller and
is suitable for high-frequency continuous sampling actions.

ADC-RTC mode The ADC should be configured before reading is taken.

* For ADClI, configure desired precision and attenuation by calling functions adcl1_config_width () and
adcl_config_channel_atten().

e For ADC2, configure the attenuation by adc2_config_channel_atten (). The reading width of
ADC?2 is configured every time you take the reading.

Attenuation configuration is done per channel, see adc1_channel_tand adc2_channel_t,setasaparameter
of above functions.

Then it is possible to read ADC conversion result with adc1_get_raw () and adc2_get_raw (). Reading
width of ADC2 should be set as a parameter of adc2_get_raw () instead of in the configuration functions.

Note:  Since the ADC2 is shared with the WIFI module, which has higher priority, reading operation of
adc2_get_raw () will fail between esp_wifi_start () and esp_wifi_stop (). Use the return code
to see whether the reading is successful.

This API provides convenient way to configure ADC1 for reading from ULP. To do so, call function
adcl_ulp_enable () and then set precision and attenuation as discussed above.

There is another specific function adc_vref_to_gpio () used to route internal reference voltage to a GPIO pin.
It comes handy to calibrate ADC reading and this is discussed in section Minimizing Noise.

Application Examples

Reading voltage on ADC1 channel 0 (GPIO 0):

#include <driver/adc.h>

adcl_config_width (ADC_WIDTH_BIT_12);
adcl_config_channel_atten (ADC1_CHANNEL_O,ADC_ATTEN_DB_O) ;
int val = adcl_get_raw (ADC1_CHANNEL_O);

The input voltage in above example is from O to 1.1V (0 dB attenuation). The input range can be extended by setting
higher attenuation, see adc_atten_t. An example using the ADC driver including calibration (discussed below)
is available in esp-idf: peripherals/adc

Reading voltage on ADC2 channel 7 (GPIO 0):
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#include <driver/adc.h>

int read_raw;
adc2_config_channel_atten( ADC2_CHANNEL_7, ADC_ATTEN_Odb );

esp_err_t r = adc2_get_raw( ADC2_CHANNEL_7, ADC_WIDTH_12Bit, &read_raw);

if ( r == ESP_OK ) {
printf ("¢d\n", read_raw );
} else if ( r == ESP_ERR TIMEOUT ) {

printf ("ADC2 used by Wi-Fi.\n");
3

The reading may fail due to collision with Wi-Fi, should check it. An example using the ADC2 driver to read the
output of DAC is available in esp-idf: peripherals/adc2

Minimizing Noise
The ESP32-S2 ADC can be sensitive to noise leading to large discrepancies in ADC readings. To minimize noise,

users may connect a 0. 1uF capacitor to the ADC input pad in use. Multisampling may also be used to further mitigate
the effects of noise.

ADC Noise Comparison
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Fig. 5: Graph illustrating noise mitigation using capacitor and multisampling of 64 samples.

ADC Calibration

The esp_adc_cal/include/esp_adc_cal.h API provides functions to correct for differences in measured voltages caused
by variation of ADC reference voltages (Vref) between chips. Per design the ADC reference voltage is 1100mV,
however the true reference voltage can range from 1000mV to 1200mV amongst different ESP32-S2s.

Correcting ADC readings using this API involves characterizing one of the ADCs at a given attenuation to obtain
a characteristics curve (ADC-Voltage curve) that takes into account the difference in ADC reference voltage. The
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Reference voltage comparison
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Fig. 6: Graph illustrating effect of differing reference voltages on the ADC voltage curve.

characteristics curve is in the form of y = coeff_a * x + coeff_b andis used to convert ADC readings to
voltages in mV. Calculation of the characteristics curve is based on calibration values which can be stored in eFuse
or provided by the user.

Calibration Values Calibration values are used to generate characteristic curves that account for the unique ADC
reference voltage of a particular ESP32-S2. There are currently three sources of calibration values. The availability
of these calibration values will depend on the type and production date of the ESP32-S2 chip/module.

* Two Point values represent each of the ADCs’ readings at 150mV and 850mV. To obtain more accurate
calibration results these values should be measured by user and burned into eFuse BLOCK3.

 eFuse Vref represents the true ADC reference voltage. This value is measured and burned into eFuse BLOCKO
during factory calibration.

¢ Default Vref is an estimate of the ADC reference voltage provided by the user as a parameter during charac-
terization. If Two Point or eFuse Vref values are unavailable, Default Vref will be used.

Application Example For a full example see esp-idf: peripherals/adc

Characterizing an ADC at a particular attenuation:

#include "driver/adc.h"
#include "esp_adc_cal.h"

//Characterize ADC at particular atten

esp_adc_cal_characteristics_t *adc_chars = calloc(l, sizeof (esp_adc_cal_
—characteristics_t));

esp_adc_cal_value_t val_type = esp_adc_cal_characterize (unit, atten, ADC_WIDTH_
—BIT_12, DEFAULT_VREF, adc_chars);

//Check type of calibration value used to characterize ADC

if (val_type == ESP_ADC_CAL_VAL_EFUSE_VREF) {

printf ("eFuse Vref");

(continues on next page)
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(continued from previous page)

} else if (val_type == ESP_ADC_CAL_VAL_EFUSE_TP) {
printf ("Two Point");
} else {

printf ("Default");
3

Reading an ADC then converting the reading to a voltage:

#include "driver/adc.h"
#include "esp_adc_cal.h"

uint32_t reading = adcl_get_raw (ADC1_CHANNEL_DS);
uint32_t voltage = esp_adc_cal_raw_to_voltage (reading, adc_chars);

Routing ADC reference voltage to GPIO, so it can be manually measured (for Default Vref):

#include "driver/adc.h"

esp_err_t status = adc_vref_to_gpio(ADC_UNIT_1, GPIO_NUM_25);

if (status == ESP_OK) {
printf ("v_ref routed to GPIO\n");
} else {

printf("failed to route v_ref\n");

}

GPIO Lookup Macros

There are macros available to specify the GPIO number of a ADC channel, or vice versa. e.g.

1. ADC1_CHANNEL_O_GPIO_NUM is the GPIO number of ADCI1 channel O (36);
2. ADC1_GPIO32_CHANNEL is the ADCI1 channel number of GPIO 32 (ADCI1 channel 4).

API Reference

This reference covers three components:

e ADC driver
e ADC Calibration
* GPIO Lookup Macros

ADC driver

Header File
e driver/esp32s2/include/driver/adc.h

Functions

esp_err_t adc_arbiter_config (adc_unit_t adc_unit, adc_arbiter_t *config)
Config ADC module arbiter. The arbiter is to improve the use efficiency of ADC2. After the control right is
robbed by the high priority, the low priority controller will read the invalid ADC2 data, and the validity of the
data can be judged by the flag bit in the data.

Note Only ADC2 support arbiter.
Note Default priority: Wi-Fi > RTC > Digital;

Espressif Systems 145 Release v4.2-betal
Submit Document Feedback



https://github.com/espressif/esp-idf/blob/v4.2-beta1/components/driver/esp32s2/include/driver/adc.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

Note In normal use, there is no need to call this interface to config arbiter.
Return
¢ ESP_OK Success
e ESP_ERR_NOT_SUPPORTED ADC unit not support arbiter.
Parameters
¢ adc_unit: ADC unit.
e config: Referto adc_arbiter t.
esp_err_t ade_digi_init (void)
ADC digital controller initialization.

Return
e ESP_OK Success

esp_err_t ade_digi_deinit (void)
ADC digital controller deinitialization.

Return
e ESP_OK Success

esp_err_t ade_digi_controller_config (const adc_digi_config_t *config)
Setting the digital controller.

Return
e ESP_OK Success
Parameters
e config: Pointer to digital controller paramter. Refer to adc_digi_config_t.

esp_err_t ade_digi_start (void)
Enable digital controller to trigger the measurement.

Return
¢ ESP_OK Success

esp_err_t ade_digi_stop (void)
Disable digital controller to trigger the measurement.

Return
e ESP_OK Success

esp_err_t ade_digi_filter_ reset (adc_digi_filter_idx_t idx)
Reset adc digital controller filter.

Return

e ESP_OK Success
Parameters

e idx: Filter index.

esp_err_t ade_digi_filter_ set_config (adc_digi_filter_idx_t idx, adc_digi_filter_t *config)
Set adc digital controller filter configuration.

Note For ESP32S2, Filter IDX0/IDX1 can only be used to filter all enabled channels of ADC1/ADC?2 unit at
the same time.
Return
e ESP_OK Success
Parameters
¢ idx: Filter index.
e config: See adc_digi_filter t.

esp_err_t ade_digi_filter_ get_config (adc_digi_filter_idx_t idx, adc_digi_filter_t *config)
Get adc digital controller filter configuration.

Note For ESP32S2, Filter IDX0/IDX1 can only be used to filter all enabled channels of ADC1/ADC2 unit at
the same time.
Return
¢ ESP_OK Success
Parameters

Espressif Systems 146 Release v4.2-betal
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

e idx: Filter index.
e config: See adc_digi_filter t.

esp_err_t ade_digi_filter_ enable (adc_digi_filter_idx_t idx, bool enable)
Enable/disable adc digital controller filter. Filtering the ADC data to obtain smooth data at higher sampling
rates.

Note For ESP32S2, Filter IDX0/IDX1 can only be used to filter all enabled channels of ADC1/ADC?2 unit at
the same time.
Return
e ESP_OK Success
Parameters
¢ idx: Filter index.
¢ enable: Enable/Disable filter.

esp_err_t ade_digi_monitor_set_config (adc_digi_monitor_idx_t idx, adc_digi_monitor_t

*config)
Config monitor of adc digital controller.

Note For ESP32S2, The monitor will monitor all the enabled channel data of the each ADC unit at the same
time.
Return
e ESP_OK Success
Parameters
¢ idx: Monitor index.
e config: See adc_digi_monitor_ t.

esp_err_t ade_digi_monitor_enable (adc_digi_monitor_idx_t idx, bool enable)
Enable/disable monitor of adc digital controller.

Note For ESP32S2, The monitor will monitor all the enabled channel data of the each ADC unit at the same
time.
Return
¢ ESP_OK Success
Parameters
¢ idx: Monitor index.
¢ enable: True or false enable monitor.

esp_err_t ade_digi_intr_enable (adc_unit_t adc_unit, adc_digi_intr_t intr_mask)
Enable interrupt of adc digital controller by bitmask.

Return
e ESP_OK Success
Parameters
¢ adc_unit: ADC unit.
e intr_mask: Interrupt bitmask. See adc_digi_intr_t.

esp_err_t ade_digi_intr_disable (adc_unit_t adc_unit, adc_digi_intr_t intr_mask)
Disable interrupt of adc digital controller by bitmask.

Return
¢ ESP_OK Success
Parameters
e adc_unit: ADC unit.
e intr_mask: Interrupt bitmask. See adc_digi_intr_t.

esp_err_t ade_digi_intr_clear (adc_unit_t adc_unit, adc_digi_intr_t intr_mask)
Clear interrupt of adc digital controller by bitmask.

Return
e ESP_OK Success
Parameters
¢ adc_unit: ADC unit.
e intr_mask: Interrupt bitmask. See adc_digi_intr_t.
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uint32_t adc_digi_intr_get_status (adc_unit_t adc_unit)
Get interrupt status mask of adc digital controller.

Return
* intr Interrupt bitmask, See adc_digi_intr_t.

Parameters
¢ adc_unit: ADC unit.

esp_err_t ade_digi_isr_register (void (*fn)) void *
, void *arg, int intr_alloc_flagsRegister ADC interrupt handler, the handler is an ISR. The handler will be

attached to the same CPU core that this function is running on.

Return
¢ ESP_OK Success
e ESP_ERR_NOT_FOUND Can not find the interrupt that matches the flags.
e ESP_ERR_INVALID_ARG Function pointer error.
Parameters
¢ fn: Interrupt handler function.
¢ arg: Parameter for handler function
e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)

ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

esp_err_t ade_digi_isr_deregister (void)
Deregister ADC interrupt handler, the handler is an ISR.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG hander error.
¢ ESP_FAIL ISR not be registered.

esp_err_t adc_set_i2s_data_source (adc_i2s_source_t src)
Set I12S data source.

Parameters
* src: I2S DMA data source, 12S DMA can get data from digital signals or from ADC.

Return
e ESP_OK success

esp_err_t ade_i2s_mode_init (adc_unit_t adc_unit, adc_channel_t channel)
Initialize 12S ADC mode.

Parameters
¢ adc_unit: ADC unit index
e channel: ADC channel index

Return
e ESP_OK success
« ESP_ERR_INVALID ARG Parameter error

Header File
* soc/include/hal/adc_types.h

Structures

struct adc_digi_output_data_t
ADC digital controller (DMA mode) output data format. Used to analyze the acquired ADC (DMA) data.

Note ESP32S2: Member channel can be used to judge the validity of the ADC data, because the role of
the arbiter may get invalid ADC data.
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Public Members

uintl6_t data: 12
ADC real output data info. Resolution: 12 bit.

ADC real output data info. Resolution: 11 bit.

uintl6_t channel : 4
ADC channel index info. For ESP32S2: If (channel < ADC_CHANNEL_MAX), The data is valid. If
(channel > ADC_CHANNEL_MAX), The data is invalid.

struct adc_digi_output_data_t::[anonymous]::[anonymous] typel
When the configured output format is 12bit. ADC_DIGI_FORMAT_12BIT

uintl6_tunit : 1
ADC unit index info. 0: ADCI1; 1: ADC2.

struct adc_digi_output_data_t::[anonymous]::[anonymous] type2
When the configured output format is 11bit. ADC_DIGI_FORMAT_11BIT
struct adec_digi_clk_t
ADC digital controller (DMA mode) clock system setting. Expression: controller_clk = (APLL or APB) /
(div_num + div_a / div_b + 1).

Public Members
bool use_apll
true: use APLL clock; false: use APB clock.

uint32_t div_num
Division factor. Range: 0 ~ 255. Note: When a higher frequency clock is used (the division factor is less
than 9), the ADC reading value will be slightly offset.

uint32_tdiv_b
Division factor. Range: 1 ~ 63.

uint32_tdiv_a
Division factor. Range: 0 ~ 63.

struct adc_arbiter_t
ADC arbiter work mode and priority setting.

Note ESP32S2: Only ADC2 support arbiter.

Public Members
adc_arbiter_mode_t mode
Refer to adc_arbiter_mode_t. Note: only support ADC2.

uint8_t rte_pri
RTC controller priority. Range: 0 ~ 2.

uint8_t dig_pri
Digital controller priority. Range: 0 ~ 2.

uint8_t pwdet_pri
Wi-Fi controller priority. Range: 0 ~ 2.

struct adc_digi_pattern_table_t
ADC digital controller (DMA mode) conversion rules setting.
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Public Members

uint8_t atten: 2
ADC sampling voltage attenuation configuration. 0: input voltage * 1; 1: input voltage * 1/1.34; 2: input
voltage * 1/2; 3: input voltage * 1/3.6.

uint8_t reserved : 2
reservedQ

uint8_t channel : 4
ADC channel index.

uint®_t val
Raw entry value

struct adc_digi_config_t
ADC digital controller (DMA mode) configuration parameters.

Example setting: Use ADCI1 channelO to measure voltage, the sampling rate is required to be 1KHz: +
+——+———+——+ | sample rate | IKHz | IKHz | IKHz | + ——+——+——+——+ | conv_mode
| single | both | alter | | adc1_pattern_len | 11111 |1 dig_clk.use_apll [0 1010 || dig_clk.div_num 99 199 | 99

I'ldig_clk.div_bl0101011dig_clk.div_alOl1010Ilinterval 1400140012001 +————+—+—+

—+ltrigger_meas_freql1KHz | 1KHz | 2KHz | +———+—4+—H+—+

Explain the relationship between conv_limit_num, dma_eof_num and the number of DMA output: +
+——+——+—+ | conv_mode | single | both | alter | +——————+—+——+——+ | trigger

meas times| 11111 |+——+—+—+—+ | conv_limit_num | +1 | +1|+1 || dma_eof_num | +1

[+21+1 Il dma output (byte) | +2 | +4 [ +2 | +———4+—+—+—+

Public Members

bool conv_limit_en
Enable the function of limiting ADC conversion times. If the number of ADC conversion trigger count
is equal to the 1imit_num, the conversion is stopped.

uint32_t conv_1limit_num
Set the upper limit of the number of ADC conversion triggers. Range: 1 ~ 255.

uint32_t adecl_pattern_len
Pattern table length for digital controller. Range: 0 ~ 16 (0: Don’ t change the pattern table setting).
The pattern table that defines the conversion rules for each SAR ADC. Each table has 16 items, in which
channel selection, resolution and attenuation are stored. When the conversion is started, the controller
reads conversion rules from the pattern table one by one. For each controller the scan sequence has at
most 16 different rules before repeating itself.

uint32_t adc2_pattern_len
Refer to adc1_pattern_len

adc_digi_pattern_table_t *adcl_pattern
Pointer to pattern table for digital controller. The table size defined by adc1_pattern_len.

adc_digi_pattern_table_t *adc2_pattern
Refer to adcl_pattern

adc_digi_convert_mode_t conv_mode
ADC conversion mode for digital controller. See adc_digi_convert_mode_t.

adc_digi_output_format_t format
ADC output data format for digital controller. See adc_digi_output_format_t.

uint32_t interval
The number of interval clock cycles for the digital controller to trigger the measurement. The unit is the
divided clock. Range: 40 ~ 4095. Expression: trigger_meas_freq=controller_clk/2/

Espressif Systems 150 Release v4.2-betal
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

interval. Refer to adc_digi_clk_t. Note: The sampling rate of each channel is also related to the
conversion mode (See adc_digi_convert_mode_t) and pattern table settings.

adc_digi_clk_t dig_clk
ADC digital controller clock divider settings. Refer to adc_digi_clk_t

uint32_t dma_eof_num
DMA eof num of adc digital controller. If the number of measurements reaches dma_eof_num, then
dma_in_suc_eof signal is generated in DMA. Note: The converted data in the DMA in link buffer
will be multiple of two bytes.

struct adc_digi_filter_t
ADC digital controller (DMA mode) filter configuration.

Note For ESP32S2, The filter object of the ADC is fixed.
Note For ESP32S2, The filter object is always all enabled channels.

Public Members

adc_unit_t ade_unit
Set adc unit number for filter. For ESP32S2, Filter IDX0/IDX1 can only be used to filter all enabled
channels of ADC1/ADC?2 unit at the same time.

adc_channel_t channel
Set adc channel number for filter. For ESP32S2, it’ s always ADC_CHANNEL_MAX

adc_digi_filter_mode_t mode
Set adc filter mode for filter. See adc_digi_filter_mode_t.

struct adc_digi_monitor_t
ADC digital controller (DMA mode) monitor configuration.

Note For ESP32S2, The monitor object of the ADC is fixed.
Note For ESP32S2, The monitor object is always all enabled channels.

Public Members

adc_unit_t ade_unit
Set adc unit number for monitor. For ESP32S2, monitor IDX0/IDX1 can only be used to monitor all
enabled channels of ADC1/ADC2 unit at the same time.

adc_channel_t channel
Set adc channel number for monitor. For ESP32S2, it’ s always ADC_CHANNEL_MAX

adc_digi_monitor_mode_t mode
Set adc monitor mode. See adc_digi_monitor_mode_t.

uint32_t threshold
Set monitor threshold of adc digital controller.

Macros
ADC_ARBITER_CONFIG_DEFAULT ()
ADC arbiter default configuration.

Note ESP32S2: Only ADC2 support arbiter.

Enumerations
enum adc_unit_t
ADC units selected handle.

Note For ADC digital controller(DMA mode), ESP32 don’ t support ADC_UNIT_2, ADC_UNIT_BOTH,
ADC_UNIT_ALTER.
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Values:

ADC_UNIT 1=1
SAR ADC 1.

ADC_UNIT 2=2
SAR ADC 2.

ADC_UNIT_BOTH=3
SAR ADC 1 and 2.

ADC_UNIT_ALTER =7
SAR ADC 1 and 2 alternative mode.

ADC_UNIT_MAX
enum adc_channel_t
ADC channels handle. See adc1_channel_t, adc2_channel_t.

Note For ESP32 ADC1, don’ tsupport ADC_CHANNEL_8, ADC_CHANNEL_9. See adcl_channel_t.
Values:

ADC_CHANNEL_O0 =0
ADC channel

ADC_CHANNEL_1
ADC channel

ADC_CHANNEL_2
ADC channel

ADC_CHANNEL_3
ADC channel

ADC_CHANNEL_4
ADC channel

ADC_CHANNEL_5
ADC channel

ADC_CHANNEL_6
ADC channel

ADC_CHANNEL_7
ADC channel

ADC_CHANNEL_8
ADC channel

ADC_CHANNEL_9
ADC channel

ADC_CHANNEL_MAX

enum adc_atten_t
ADC attenuation parameter. Different parameters determine the range of the ADC. See
adcl_config_channel_atten.

Values:

ADC_ATTEN_DB_0 =0
The input voltage of ADC will be reduced to about 1/1

ADC_ATTEN DB_2 5=1
The input voltage of ADC will be reduced to about 1/1.34

ADC_ATTEN_DB_6 =2
The input voltage of ADC will be reduced to about 1/2
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ADC_ATTEN DB_11=3
The input voltage of ADC will be reduced to about 1/3.6

ADC_ATTEN_MAX

enum adc_i2s_source_t
ESP32 ADC DMA source selection.

Note It’ s be deprecated in ESP32S2. Beacause ESP32S2 don’ t use 12S DMA.
Values:

ADC_I2S_DATA_SRC_IO_SIG=0
12S data from GPIO matrix signal

ADC_I2S_DATA_SRC_ADC = |
12S data from ADC

ADC_I2S_DATA_SRC_MAX

enum adc_bits_width_t
ADC resolution setting option.

Note For ESP32S2. Only support 13 bit resolution. For ESP32. Don’ t support 13 bit resolution.
Values:

ADC_WIDTH_BIT_9 =0
ADC capture width is 9Bit. Only ESP32 is supported.

ADC_WIDTH_BIT_10=1
ADC capture width is 10Bit. Only ESP32 is supported.

ADC_WIDTH_BIT_ 11=2
ADC capture width is 11Bit. Only ESP32 is supported.

ADC_WIDTH_BIT_12=3
ADC capture width is 12Bit. Only ESP32 is supported.

ADC_WIDTH_BIT_ 13=4
ADC capture width is 13Bit. Only ESP32S2 is supported.

ADC_WIDTH_MAX

enum adc_digi_output_format_t
ADC digital controller (DMA mode) output data format option.

Values:

ADC_DIGI_FORMAT 12BIT
ADC to DMA data format, [15:12]-channel, [11: 0]-12 bits ADC data
(adc_digi_output_data_t). Note: In single convert mode.

ADC_DIGI_FORMAT 11BIT
ADC to DMA data format, [15]-adc unit, [14:11]-channel, [10: O0]-11 bits ADC data
(adc_digi_output_data_t). Note: In multi or alter convert mode.

ADC_DIGI_FORMAT MAX

enum adc_arbiter_mode_t
ADC arbiter work mode option.

Note ESP32S2: Only ADC2 support arbiter.
Values:

ADC_ARB_MODE_SHIELD
Force shield arbiter, Select the highest priority controller to work.

ADC_ARB_MODE_FIX
Fixed priority switch controller mode.
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ADC_ARB_MODE_LOOP
Loop priority switch controller mode. Each controller has the same priority, and the arbiter will switch
to the next controller after the measurement is completed.

enum adc_digi_convert_mode_t
ADC digital controller (DMA mode) work mode.

Note The conversion mode affects the sampling frequency: SINGLE_UNIT_1: When the measurement is
triggered, only ADC1 is sampled once. SINGLE_UNIT_2: When the measurement is triggered, only
ADC2 is sampled once. BOTH_UNIT : When the measurement is triggered, ADC1 and ADC2 are
sampled at the same time. ALTER_UNIT : When the measurement is triggered, ADC1 or ADC2 samples
alternately.

Values:

ADC_CONV_SINGLE_UNIT_1=1
SAR ADC 1.

ADC_CONV_SINGLE_UNIT_2 =2
SAR ADC 2.

ADC_CONV_BOTH_UNIT =3
SAR ADC 1 and 2.

ADC_CONV_ALTER_UNIT =7
SAR ADC 1 and 2 alternative mode.

ADC_CONV_UNIT_MAX

enum adc_digi_intr_t
ADC digital controller (DMA mode) interrupt type options.

Values:

ADC_DIGI_INTR_MASK_ MONITOR = Ox1
ADC_DIGI_INTR_MASK_MEAS_DONE = 0x2
ADC_DIGI_INTR_MASK_ALL = 0x3

enum adc_digi_filter_idx_t
ADC digital controller (DMA mode) filter index options.

Note For ESP32S2, The filter object of the ADC is fixed.
Values:

ADC_DIGI_FILTER_IDX0 =0
The filter index 0. For ESP32S2, It can only be used to filter all enabled channels of ADCI unit at the

same time.

ADC_DIGI_FILTER_IDX1
The filter index 1. For ESP32S2, It can only be used to filter all enabled channels of ADC2 unit at the

same time.
ADC_DIGI_FILTER_IDX_MAX

enum adc_digi_filter_mode_t
ADC digital controller (DMA mode) filter type options. Expression: filter_data = (k-1)/k * last_data +
new_data / k.

Values:

ADC_DIGI_FILTER_IIR 2=0
The filter mode is first-order IIR filter. The coefficient is 2.

ADC_DIGI_FILTER_IIR_4
The filter mode is first-order IIR filter. The coeflicient is 4.
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ADC_DIGI_FILTER_IIR_8
The filter mode is first-order IIR filter. The coeflicient is 8.

ADC_DIGI_FILTER_IIR_16
The filter mode is first-order IIR filter. The coefficient is 16.

ADC_DIGI_FILTER_IIR_64
The filter mode is first-order IIR filter. The coeflicient is 64.

ADC_DIGI_FILTER_IIR_MAX

enum adc_digi_monitor_idx t
ADC digital controller (DMA mode) monitor index options.

Note For ESP32S2, The monitor object of the ADC is fixed.
Values:

ADC_DIGI_MONITOR_IDXO =0
The monitor index 0. For ESP32S2, It can only be used to monitor all enabled channels of ADC1 unit
at the same time.

ADC_DIGI_MONITOR_IDX1
The monitor index 1. For ESP32S2, It can only be used to monitor all enabled channels of ADC2 unit
at the same time.

ADC_DIGI_MONITOR_IDX_MAX

enum adc_digi_monitor_mode_t
Set monitor mode of adc digital controller. MONITOR_HIGH:If ADC_OUT > threshold, Generates monitor
interrupt. MONITOR_LOW: If ADC_OUT < threshold, Generates monitor interrupt.

Values:

ADC_DIGI_MONITOR_HIGH =0
If ADC_OUT > threshold, Generates monitor interrupt.

ADC_DIGI_MONITOR_LOW
If ADC_OUT < threshold, Generates monitor interrupt.

ADC_DIGI_MONITOR_MAX

Header File

e driver/include/driver/adc_common.h

Functions
esp_err_t adel_pad_get_io_num (adcl_channel_t channel, gpio_num_t *gpio_num)
Get the GPIO number of a specific ADC1 channel.

Return
» ESP_OK if success
* ESP_ERR_INVALID_ARG if channel not valid

Parameters
e channel: Channel to get the GPIO number
¢ gpio_num: output buffer to hold the GPIO number

esp_err_t adel_config_channel_atten (adcl_channel_t channel, adc_atten_t atten)
Set the attenuation of a particular channel on ADCI1, and configure its associated GPIO pin mux.

The default ADC full-scale voltage is 1.1 V. To read higher voltages (up to the pin maximum voltage, usually
3.3 V) requires setting >0 dB signal attenuation for that ADC channel.

When VDD_Ais 3.3 V:

* ( dB attenuation (ADC_ATTEN_DB_0) gives full-scale voltage 1.1 V
¢ 2.5 dB attenuation (ADC_ATTEN_DB_2_5) gives full-scale voltage 1.5 V
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* 6 dB attenuation (ADC_ATTEN_DB_6) gives full-scale voltage 2.2 V
11 dB attenuation (ADC_ATTEN_DB_11) gives full-scale voltage 3.9 V (see note below)

¢ 0 dB attenuation (ADC_ATTEN_DB_0) between 100 and 950 mV

2.5 dB attenuation (ADC_ATTEN_DB_2_5) between 100 and 1250 mV
¢ 6 dB attenuation (ADC_ATTEN_DB_6) between 150 to 1750 mV

¢ 11 dB attenuation (ADC_ATTEN_DB_11) between 150 to 2450 mV

Note The full-scale voltage is the voltage corresponding to a maximum reading (depending on ADC1 config-
ured bit width, this value in ESP32 is: 4095 for 12-bits, 2047 for 11-bits, 1023 for 10-bits, 511 for 9
bits. this value in ESP32S2 is: 8191 for 13-bits.)

Note At 11 dB attenuation the maximum voltage is limited by VDD_A, not the full scale voltage.

Note For ESP32: Due to ADC characteristics, most accurate results are obtained within the following ap-
proximate voltage ranges:

For maximum accuracy, use the ADC calibration APIs and measure voltages within these recommended
ranges.

Note For any given channel, this function must be called before the first time adcl1_get_raw () is called
for that channel.
Note This function can be called multiple times to configure multiple ADC channels simultaneously.
adcl_get_raw () can then be called for any configured channel.
Return
« ESP_OK success
e« ESP_ERR_INVALID_ARG Parameter error
Parameters
* channel: ADCI channel to configure
* atten: Attenuation level

esp_err_t adel_config_width (adc_bits_width_t width_bit)
Configure ADC1 capture width, meanwhile enable output invert for ADC1. The configuration is for all channels
of ADCI.

Return

e ESP_OK success

« ESP_ERR_INVALID_ ARG Parameter error
Parameters

e width_bit: Bit capture width for ADC1

int adel_get_raw (adcl_channel_t channel)
Take an ADC1 reading from a single channel.

Note ESP32: When the power switch of SARADC1, SARADC2, HALL sensor and AMP sensor is turned
on, the input of GPIO36 and GPIO39 will be pulled down for about 80ns. When enabling power
for any of these peripherals, ignore input from GPIO36 and GPIO39. Please refer to section 3.11 of
‘ECO_and_Workarounds_for_Bugs_in_ESP32’ for the description of this issue.

Note Call adc1_config_width () before the first time this function is called.

Note For any given channel, adcl_config_channel_atten(channel) must be called before the first time this
function is called. Configuring a new channel does not prevent a previously configured channel from
being read.

Return

e -1: Parameter error

¢ Other: ADCI channel reading.
Parameters

¢ channel: ADCI channel to read

void adec_power_on (void)
Enable ADC power.

void adc_power_off (void)
Power off SAR ADC This function will force power down for ADC.

esp_err_t ade_gpio_init (adc_unit_t adc_unit, adc_channel_t channel)
Initialize ADC pad.
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Return

e ESP_OK success

e ESP_ERR_INVALID_ ARG Parameter error
Parameters

¢ adc_unit: ADC unit index

¢ channel: ADC channel index

esp_err_t adc_set_data_inv (adc_unit_t adc_unit, bool inv_en)
Set ADC data invert.

Return

e ESP_OK success

e ESP_ERR_INVALID ARG Parameter error
Parameters

¢ adc_unit: ADC unit index

e inv_en: whether enable data invert

esp_err_t ade_set_clk_div (uint8_t clk_div)
Set ADC source clock.

Return
e ESP_OK success
Parameters
e clk_diwv: ADC clock divider, ADC clock is divided from APB clock

esp_err_t ade_set_data_width (adc_unit_t adc_unit, adc_bits_width_t width_bit)
Configure ADC capture width.

Note For ESP32S2, only support ADC_WIDTH_BIT_13.
Return

¢ ESP_OK success

e« ESP_ERR_INVALID_ARG Parameter error

Parameters
* adc_unit: ADC unit index
e width_bit: Bit capture width for ADC unit. For ESP32S2, only support

ADC_WIDTH_BIT_13.

void adel_ulp_enable (void)
Configure ADC1 to be usable by the ULP.

This function reconfigures ADC1 to be controlled by the ULP. Effect of this function can be reverted using
adcl_get_raw () function.

Note that adc1_config_channel_atten, adc1_config_width () functions need to be called to configure
ADCI1 channels, before ADC1 is used by the ULP.

esp_err_t ade2_pad_get_io_num (adc2_channel_t channel, gpio_num_t *gpio_num)
Get the GPIO number of a specific ADC2 channel.

Return

¢ ESP_OK if success

¢ ESP_ERR_INVALID_ARG if channel not valid
Parameters

¢ channel: Channel to get the GPIO number

* gpio_num: output buffer to hold the GPIO number

esp_err_t ade2_config_channel_atten (adc2_channel_t channel, adc_atten_t atten)
Configure the ADC2 channel, including setting attenuation.

The default ADC full-scale voltage is 1.1 V. To read higher voltages (up to the pin maximum voltage, usually
3.3 V) requires setting >0 dB signal attenuation for that ADC channel.

When VDD_A is 3.3 V:

¢ ( dB attenuation (ADC_ATTEN_0db) gives full-scale voltage 1.1 V
¢ 2.5 dB attenuation (ADC_ATTEN_2_5db) gives full-scale voltage 1.5 V
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* 6 dB attenuation (ADC_ATTEN_6db) gives full-scale voltage 2.2 V
¢ 11 dB attenuation (ADC_ATTEN_11db) gives full-scale voltage 3.9 V (see note below)

Note This function also configures the input GPIO pin mux to connect it to the ADC2 channel. It must be
called before calling adc2_get_raw () for this channel.

Note The full-scale voltage is the voltage corresponding to a maximum reading (depending on ADC2 config-
ured bit width, this value of ESP32 is: 4095 for 12-bits, 2047 for 11-bits, 1023 for 10-bits, 511 for 9
bits. this value of ESP32S2 is: 8191 for 13-bits.)

Note At 11 dB attenuation the maximum voltage is limited by VDD_A, not the full scale voltage.

Return

e ESP_OK success

« ESP_ERR_INVALID_ ARG Parameter error
Parameters

e channel: ADC2 channel to configure

* atten: Attenuation level

esp_err_t ade2_get_raw (adc2_channel_t channel, adc_bits_width_t width_bit, int *raw_out)
Take an ADC2 reading on a single channel.

Note ESP32: When the power switch of SARADC1, SARADC2, HALL sensor and AMP sensor is turned
on, the input of GPIO36 and GPIO39 will be pulled down for about 80ns. When enabling power
for any of these peripherals, ignore input from GPIO36 and GPIO39. Please refer to section 3.11 of
‘ECO_and_Workarounds_for_Bugs_in_ESP32’ for the description of this issue.

Note ESP32: For a given channel, adc2_config_channel_atten () must be called before the first
time this function is called. If Wi-Fi is started via esp_wifi_start (), this function will always fail
with ESP_ERR_TIMEOUT.

Note ESP32S2: ADC2 support hardware arbiter. The arbiter is to improve the use efficiency of ADC2. After
the control right is robbed by the high priority, the low priority controller will read the invalid ADC2
data. Default priority: Wi-Fi > RTC > Digital;

Return

» ESP_OK if success
» ESP_ERR_TIMEOUT ADC?2 is being used by other controller and the request timed out.
¢ ESP_ERR_INVALID_STATE The controller status is invalid. Please try again.
Parameters
* channel: ADC2 channel to read
e width_bit: Bit capture width for ADC2. For ESP32S2, only support ADC_WIDTH_BIT_13.
e raw_out: the variable to hold the output data.

esp_err_t ade_vref_to_gpio (adc_unit_t adc_unit, gpio_num_t gpio)
Output ADC1 or ADC2’ s reference voltage to adc2_channe_t’ sIO.

This function routes the internal reference voltage of ADCn to one of ADC2’ s channels. This reference
voltage can then be manually measured for calibration purposes.

Note ESP32 only supports output of ADC2’ s internal reference voltage.
Return
e ESP_OK: v_ref successfully routed to selected GPIO
¢ ESP_ERR_INVALID_ARG: Unsupported GPIO
Parameters
e [in] adc_unit: ADC unit index
e [in] gpio: GPIO number (Only ADC2’ s channels IO are supported)

esp_err_t adc2_vref_ to_gpio (gpio_num_t gpio)
Output ADC?2 reference voltage to adc2_channe_t’ sIO.

This function routes the internal reference voltage of ADCn to one of ADC2’ s channels. This reference
voltage can then be manually measured for calibration purposes.

Return
e ESP_OK: v_ref successfully routed to selected GPIO
e ESP_ERR_INVALID_ARG: Unsupported GPIO
Parameters
e [in] gpio: GPIO number (ADC2’ s channels are supported)
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Macros
ADC_ATTEN_O0db
ADC rtc controller attenuation option.

Note This definitions are only for being back-compatible
ADC_ATTEN_2_5db

ADC_ATTEN_6db
ADC_ATTEN_11db
ADC_WIDTH_9Bit
ADC_WIDTH_10Bit
ADC_WIDTH_11Bit

ADC_WIDTH_12Bit

Enumerations
enum adcl_channel_t
Values:

ADC1_CHANNEL_O =0
ADCI channel 0 is GPIO36 (ESP32), GPIO1 (ESP32-S2)

ADC1_CHANNEL_1
ADCI channel 1 is GPIO37 (ESP32), GP1IO2 (ESP32-S2)

ADC1_CHANNEL_2
ADCI channel 2 is GPIO38 (ESP32), GPIO3 (ESP32-S2)

ADC1_CHANNEL_3
ADCI channel 3 is GPIO39 (ESP32), GPIO4 (ESP32-S2)

ADC1_CHANNEL_4
ADCI1 channel 4 is GPIO32 (ESP32), GPIOS (ESP32-S2)

ADC1_CHANNEL_5
ADCI channel 5 is GPIO33 (ESP32), GPIO6 (ESP32-S2)

ADC1_CHANNEL_6
ADCI1 channel 6 is GPIO34 (ESP32), GPIO7 (ESP32-S2)

ADC1_CHANNEL_7
ADCI channel 7 is GPIO35 (ESP32), GPIO8 (ESP32-S2)

ADC1_CHANNEL_8
ADCI channel 6 is GPIO9 (ESP32-S2)

ADC1_CHANNEL_9
ADCI1 channel 7 is GPIO10 (ESP32-S2)

ADC1_CHANNEL_MAX
enum adc2_channel_t
Values:

ADC2_CHANNEL_O =0
ADC?2 channel 0 is GPIO4 (ESP32), GPIO11 (ESP32-S2)

ADC2_CHANNEL_1
ADC?2 channel 1 is GPIOO0 (ESP32), GPIO12 (ESP32-S2)

ADC2_CHANNEL_2
ADC?2 channel 2 is GPIO2 (ESP32), GPIO13 (ESP32-S2)

ADC2_CHANNEIL_3
ADC?2 channel 3 is GPIO15 (ESP32), GPIO14 (ESP32-S2)
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ADC2_CHANNEL_4
ADC?2 channel 4 is GPIO13 (ESP32), GPIO15 (ESP32-S2)

ADC2_CHANNEL_5
ADC?2 channel 5 is GPIO12 (ESP32), GPIO16 (ESP32-S2)

ADC2_CHANNEL_6
ADC?2 channel 6 is GPIO14 (ESP32), GPIO17 (ESP32-S2)

ADC2_CHANNEL_7
ADC?2 channel 7 is GPIO27 (ESP32), GPIO18 (ESP32-S2)

ADC2_CHANNEL_8
ADC?2 channel 8 is GPIO25 (ESP32), GPIO19 (ESP32-S2)

ADC2_CHANNEL_9
ADC?2 channel 9 is GP1IO26 (ESP32), GP1020 (ESP32-S2)

ADC2_CHANNEL_MAX

enum adc_i2s_encode_t
ADC digital controller encode option.

Values:

ADC_ENCODE_12BIT
ADC to DMA data format, , [15:12]-channel [11:0]-12 bits ADC data

ADC_ENCODE_11BIT
ADC to DMA data format, [15]-unit, [14:11]-channel [10:0]-11 bits ADC data

ADC_ENCODE_MAX

ADC Calibration

Header File

* esp_adc_cal/include/esp_adc_cal.h

Functions
esp_err_t esp_adc_cal_check_efuse (esp_adc_cal_value_t value_type)
Checks if ADC calibration values are burned into eFuse.

This function checks if ADC reference voltage or Two Point values have been burned to the eFuse of the
current ESP32

Return
e ESP_OK: The calibration mode is supported in eFuse
e ESP_ERR_NOT_SUPPORTED: Error, eFuse values are not burned
e ESP_ERR_INVALID_ARG: Error, invalid argument (ESP_ADC_CAL_VAL_DEFAULT_VREF)
Parameters
e value_type: Type of calibration value (ESP_ADC_CAL_VAL_EFUSE_VREF or
ESP_ADC_CAL_VAL_EFUSE_TP)
esp_adc_cal_value_t esp_adc_cal_characterize (adc_unit t  adc_num, adc_atten_t  atten,
adc_bits_width_t  bit_width, uint32_t de-
fault_vref, esp_adc_cal_characteristics_t *chars)
Characterize an ADC at a particular attenuation.

This function will characterize the ADC at a particular attenuation and generate the ADC-Voltage curve in the
form of [y = coeff_a * x + coeff_b]. Characterization can be based on Two Point values, eFuse Vref, or default
Vref and the calibration values will be prioritized in that order.

Note Two Point values and eFuse Vref can be enabled/disabled using menuconfig.
Return
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e ESP_ADC_CAL_VAL_EFUSE_VREEF: eFuse Vref used for characterization
 ESP_ADC_CAL_VAL_EFUSE_TP: Two Point value used for characterization (only in Linear

Mode)
e ESP_ADC_CAL_VAL_DEFAULT_VREEF: Default Vref used for characterization
Parameters
e [in] adc_num: ADC to characterize (ADC_UNIT_1 or ADC_UNIT_2)

]
e [in] atten: Attenuation to characterize
] bit_width: Bit width configuration of ADC
] default_vref: Default ADC reference voltage in mV (used if eFuse values is not avail-

e [out] chars: Pointer to empty structure used to store ADC characteristics

uint32_t esp_adc_cal_raw_to_voltage (uint32_t adc_reading, const

esp_adc_cal_characteristics_t *chars)
Convert an ADC reading to voltage in mV.

This function converts an ADC reading to a voltage in mV based on the ADC’ s characteristics.

Note Characteristics structure must be initialized before this function is called (call
esp_adc_cal_characterize())
Return Voltage in mV
Parameters
* [in] adc_reading: ADC reading
e [in] chars: Pointer to initialized structure containing ADC characteristics

esp_err_t esp_adc_cal_get_voltage (adc_channel_t channel, const esp_adc_cal_characteristics_t

*chars, uint32_t *voltage)
Reads an ADC and converts the reading to a voltage in mV.

This function reads an ADC then converts the raw reading to a voltage in mV based on the characteristics
provided. The ADC that is read is also determined by the characteristics.

Note The Characteristics structure must be initialized before this function is called (call
esp_adc_cal_characterize())
Return
e ESP_OK: ADC read and converted to mV
¢ ESP_ERR_TIMEOUT: Error, timed out attempting to read ADC
¢ ESP_ERR_INVALID_ARG: Error due to invalid arguments
Parameters
e [in] channel: ADC Channel to read
e [in] chars: Pointer to initialized ADC characteristics structure
e [out] voltage: Pointer to store converted voltage

Structures
struct esp_adc_cal_characteristics_t
Structure storing characteristics of an ADC.

Note Call esp_adc_cal_characterize() to initialize the structure

Public Members
adc_unit_t ade_num
ADC number

adc_atten_t atten
ADC attenuation

adc_bits_width_t bit_width
ADC bit width

uint32_t coeff_a
Gradient of ADC-Voltage curve
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uint32_t coeff_b
Offset of ADC-Voltage curve

uint32_t vref
Vref used by lookup table

const uint32_t *low_curve
Pointer to low Vref curve of lookup table (NULL if unused)

const uint32_t *high_curve
Pointer to high Vref curve of lookup table (NULL if unused)

Enumerations
enum esp_adc_cal_value_t
Type of calibration value used in characterization.

Values:

ESP_ADC_CAL_VAL_EFUSE_VREF = (
Characterization based on reference voltage stored in eFuse

ESP_ADC_CAL_VAL_EFUSE_TP = |
Characterization based on Two Point values stored in eFuse

ESP_ADC_CAL_VAL_DEFAULT_VREF =2
Characterization based on default reference voltage

GPIO Lookup Macros

Header File

* soc/soc/esp32/include/soc/adc_channel.h

Macros
ADC1_GPIO36_CHANNEL
ADC1_CHANNEL_O_GPIO_NUM

ADC1_GPIO37_CHANNEL
ADC1_CHANNEL_1_GPIO_NUM
ADC1_GPIO38_CHANNEL
ADC1_CHANNEL_2_GPIO_NUM
ADC1_GPIO39_CHANNEL
ADC1_CHANNEL_3_GPIO_NUM
ADC1_GPIO32_CHANNEL
ADC1_CHANNEL_4_GPIO_NUM
ADC1_GPIO33_CHANNEL
ADC1_CHANNEL_5_GPIO_NUM
ADC1_GPIO34_CHANNEL
ADC1_CHANNEL_6_GPIO_NUM
ADC1_GPIO35_CHANNEL
ADC1_CHANNEL_7_GPIO_NUM
ADC2_GPIO4_CHANNEL
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ADC2_CHANNEL_0_GPIO_NUM
ADC2_GPIOO_CHANNEL
ADC2_CHANNEL_1_GPIO_NUM
ADC2_GPIO2_CHANNEL
ADC2_CHANNEL_2_GPIO_NUM
ADC2_GPIO15_CHANNEL
ADC2_CHANNEL_3_GPIO_NUM
ADC2_GPIO13_CHANNEL
ADC2_CHANNEL_4_GPIO_NUM
ADC2_GPIO12_CHANNEL
ADC2_CHANNEL_5_GPIO_NUM
ADC2_GPIO14_CHANNEL
ADC2_CHANNEL_6_GPIO_NUM
ADC2_GPIO27_CHANNEL
ADC2_CHANNEL_7_GPIO_NUM
ADC2_GPIO25_CHANNEL
ADC2_CHANNEL_8_GPIO_NUM
ADC2_GPIO26_CHANNEL
ADC2_CHANNEL_9_GPIO_NUM

3.2.2 Digital To Analog Converter

Overview

ESP32-S2 has two 8-bit DAC (digital to analog converter) channels, connected to GPIO17 (Channel 1) and GPIO18
(Channel 2).

The DAC driver allows these channels to be set to arbitrary voltages.

The DAC channels can also be driven with DMA-style written sample data, via the /2 driver when using the “built-in
DAC mode” .

For other analog output options, see the Sigma-delta Modulation module and the LED Control module. Both these
modules produce high frequency PWM output, which can be hardware low-pass filtered in order to generate a lower
frequency analog output.

Application Example

Setting DAC channel 1 (GPIO17) voltage to approx 0.78 of VDD_A voltage (VDD * 200/ 255). For VDD_A 3.3V,
this is 2.59V:

#include <driver/dac.h>

dac_output_enable (DAC_CHANNEL_1);
dac_output_voltage (DAC_CHANNEL_1, 200);
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API Reference

Header File

¢ driver/include/driver/dac.h

Functions
esp_err_t dac_pad_get_io_num (dac_channel_t channel, gpio_num_t *gpio_num)
Get the GPIO number of a specific DAC channel.

Return
¢ ESP_OK if success
Parameters
e channel: Channel to get the gpio number
* gpio_num: output buffer to hold the gpio number
esp_err_t dac_output_voltage (dac_channel_t channel, vint8_t dac_value)
Set DAC output voltage. DAC output is 8-bit. Maximum (255) corresponds to VDD3P3_RTC.

Note Need to configure DAC pad before calling this function. DAC channel 1 is attached to GPIO25, DAC
channel 2 is attached to GP1I026
Return
e ESP_OK success
Parameters
¢ channel: DAC channel
e dac_value: DAC output value

esp_err_t dac_output_enable (dac_channel_t channel)
DAC pad output enable.

Note DAC channel 1 is attached to GPIO25, DAC channel 2 is attached to GP1O26 12S left channel will be
mapped to DAC channel 2 12S right channel will be mapped to DAC channel 1
Parameters
¢ channel: DAC channel

esp_err_t dac_output_disable (dac_channel_t channel)
DAC pad output disable.

Note DAC channel 1 is attached to GPIO25, DAC channel 2 is attached to GP1I026
Return

e ESP_OK success
Parameters

¢ channel: DAC channel

esp_err_t dac_i2s_enable (void)
Enable DAC output data from I2S.

Return
¢ ESP_OK success

esp_err_t dac_i2s_disable (void)
Disable DAC output data from I2S.

Return
« ESP_OK success

esp_err_t dac_cw_generator_enable (void)
Enable cosine wave generator output.

Return
e ESP_OK success

esp_err_t dac_cw_generator_disable (void)
Disable cosine wave generator output.

Return
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¢ ESP_OK success

esp_err_t dac_cw_generator_config (dac_cw_config_t *cw)
Config the cosine wave generator function in DAC module.

Return

¢ ESP_OK success
Parameters

* cw: Configuration.

GPIO Lookup Macros Some useful macros can be used to specified the GPIO number of a DAC channel, or vice
versa. e.g.

1. DAC_CHANNEL_1_GPIO_NUM is the GPIO number of channel 1 (GPIO17);
2. DAC_GPIO18_CHANNEL is the channel number of GPIO 26 (channel 2).

Header File

* soc/soc/esp32/include/soc/dac_channel.h

Macros
DAC_GPIO25_CHANNEL
DAC_CHANNEL_1_GPIO_NUM

DAC_GPIO26_CHANNEL
DAC_CHANNEL_2_GPIO_NUM

Header File
* soc/include/hal/dac_types.h

Structures
struct dac_cw_config t
Config the cosine wave generator function in DAC module.

Public Members

dac_channel_t en_ch
Enable the cosine wave generator of DAC channel.

dac_cw_scale_t scale
Set the amplitude of the cosine wave generator output.

dac_cw_phase_t phase
Set the phase of the cosine wave generator output.

uint32_t freq
Set frequency of cosine wave generator output. Range: 130(130Hz) ~ 55000(100KHz).

int§_t offset
Set the voltage value of the DC component of the cosine wave generator output. Note: Unreasonable
settings can cause waveform to be oversaturated. Range: -128 ~ 127.
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Enumerations
enum dac_channel_t
Values:

DAC_CHANNEL_1=0
DAC channel 1 is GPIO25(ESP32) / GPIO17(ESP32S2)

DAC_CHANNEL_2 = |
DAC channel 2 is GPIO26(ESP32) / GPIO18(ESP32S2)

DAC_CHANNEL_MAX
enum dac_cw_scale_t

The multiple of the amplitude of the cosine wave generator. The max amplitude is VDD3P3_RTC.

Values:

DAC_CW_SCALE_1 =0x0
1/1. Default.

DAC_CW_SCALE_2 = 0xl

1/2.
DAC_CW_SCALE_4 = 0x2
1/4.
DAC_CW_SCALE_8 = 0x3
1/8.

enum dac_cw_phase_t
Set the phase of the cosine wave generator output.

Values:

DAC_CW_PHASE_0 = 0x2
Phase shift +0°

DAC_CW_PHASE_180 = 0x3
Phase shift +180°

3.2.3 GPIO & RTC GPIO

Overview

There is also separate  “RTC GPIO” support, which functions when GPIOs are routed to the “RTC” low-power
and analog subsystem. These pin functions can be used when in deep sleep, when the Ultra Low Power co-processor

is running, or when analog functions such as ADC/DAC/etc are in use.

Application Example

GPIO output and input interrupt example: peripherals/gpio.

API Reference - Normal GPIO

Header File

¢ driver/include/driver/gpio.h
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Functions
esp_err_t gpio_config (const gpio_config_t *pGPIOConfig)
GPIO common configuration.

Configure GPIO’ s Mode,pull-up,PullDown,IntrType

Return
e ESP_OK success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
¢ pGPIOConfig: Pointer to GPIO configure struct
esp_err_t gpio_reset_pin (gpio_num_t gpio_num)
Reset an gpio to default state (select gpio function, enable pullup and disable input and output).

Note This function also configures the IOMUX for this pin to the GPIO function, and disconnects any other
peripheral output configured via GPIO Matrix.
Return Always return ESP_OK.
Parameters
¢ gpio_num: GPIO number.

esp_err_t gpio_set_intr_type (gpio_num_t gpio_num, gpio_int_type_t intr_type)
GPIO set interrupt trigger type.

Return
e ESP_OK Success
e« ESP_ERR_INVALID_ARG Parameter error
Parameters
* gpio_num: GPIO number. If you want to set the trigger type of e.g. of GPIO16, gpio_num should
be GPIO_NUM_16 (16);
e intr_type: Interrupt type, select from gpio_int_type_t

esp_err_t gpio_intr_enable (gpio_num_t gpio_num)
Enable GPIO module interrupt signal.

Note Please do not use the interrupt of GPIO36 and GPIO39 when using ADC. Please refer to the comments
of adcl_get_raw. Please refer to section 3.11 of ‘ECO_and_Workarounds_for_Bugs_in_ESP32’
for the description of this issue.

Return

* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ gpio_num: GPIO number. If you want to enable an interrupt on e.g. GPIO16, gpio_num should
be GPIO_NUM_16 (16);

esp_err_t gpio_intr_disable (gpio_num_t gpio_num)
Disable GPIO module interrupt signal.

Return
e ESP_OK success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
e gpio_num: GPIO number. If you want to disable the interrupt of e.g. GPIO16, gpio_num should
be GPIO_NUM_16 (16);

esp_err_t gpio_set_level (gpio_num_t gpio_num, uint32_t level)
GPIO set output level.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG GPIO number error
Parameters
e gpio_num: GPIO number. If you want to set the output level of e.g. GPIO16, gpio_num should
be GPIO_NUM_16 (16);
e level: Outputlevel. O: low ; 1: high
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int gpio_get_level (gpio_num_t gpio_num)
GPIO get input level.

Warning If the pad is not configured for input (or input and output) the returned value is always 0.
Return
¢ 0 the GPIO input level is 0
¢ 1 the GPIO input level is 1
Parameters
e gpio_num: GPIO number. If you want to get the logic level of e.g. pin GPIO16, gpio_num should
be GPIO_NUM_16 (16);

esp_err_t gpio_set_direction (gpio_num_t gpio_num, gpio_mode_t mode)
GPIO set direction.

Configure GPIO direction,such as output_only,input_only,output_and_input

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG GPIO error
Parameters
¢ gpio_num: Configure GPIO pins number, it should be GPIO number. If you want to set direction
of e.g. GPIO16, gpio_num should be GPIO_NUM_16 (16);
¢ mode: GPIO direction

esp_err_t gpio_set_pull_mode (gpio_num_t gpio_num, gpio_pull_mode_t pull)
Configure GPIO pull-up/pull-down resistors.

Only pins that support both input & output have integrated pull-up and pull-down resistors. Input-only GPIOs
34-39 do not.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG : Parameter error
Parameters
e gpio_num: GPIO number. If you want to set pull up or down mode for e.g. GPIO16, gpio_num
should be GPIO_NUM_16 (16);
e pull: GPIO pull up/down mode.

esp_err_t gpio_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)
Enable GPIO wake-up function.

Return
e ESP_OK Success
e« ESP_ERR_INVALID_ARG Parameter error

Parameters
¢ gpio_num: GPIO number.
* intr_type:  GPIO wake-up type. Only GPIO_INTR_LOW_LEVEL or

GPIO_INTR_HIGH_LEVEL can be used.

esp_err_t gpio_wakeup_disable (gpio_num_t gpio_num)
Disable GPIO wake-up function.

Return

e ESP_OK Success

« ESP_ERR_INVALID ARG Parameter error
Parameters

¢ gpio_num: GPIO number

esp_err_t gpio_isr_register (void (*fn)) void *
, void *arg, int intr_alloc_flags, gpio_isr_handle_t *handleRegister GPIO interrupt handler, the handler is an
ISR. The handler will be attached to the same CPU core that this function is running on.

This ISR function is called whenever any GPIO interrupt occurs. See the alternative gpio_install_isr_service()
and gpio_isr_handler_add() API in order to have the driver support per-GPIO ISRs.
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To disable or remove the ISR, pass the returned handle to the interrupt allocation functions.

Parameters
e fn: Interrupt handler function.
e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
¢ arg: Parameter for handler function
* handle: Pointer to return handle. If non-NULL, a handle for the interrupt will be returned here.

e ESP_OK Success ;
« ESP_ERR_INVALID_ARG GPIO error
« ESP_ERR_NOT_FOUND No free interrupt found with the specified flags

esp_err_t gpio_pullup_en (gpio_num_t gpio_num)
Enable pull-up on GPIO.

Return

¢ ESP_OK Success

e« ESP_ERR_INVALID_ARG Parameter error
Parameters

e gpio_num: GPIO number

esp_err_t gpio_pullup_dis (gpio_num_t gpio_num)
Disable pull-up on GPIO.

Return

e ESP_OK Success

e ESP_ ERR_INVALID ARG Parameter error
Parameters

¢ gpio_num: GPIO number

esp_err_t gpio_pulldown_en (gpio_num_t gpio_num)
Enable pull-down on GPIO.

Return

e ESP_OK Success

e« ESP_ERR_INVALID_ARG Parameter error
Parameters

e gpio_num: GPIO number

esp_err_t gpio_pulldown_dis (gpio_num_t gpio_num)
Disable pull-down on GPIO.

Return

e ESP_OK Success

e ESP_ ERR_INVALID ARG Parameter error
Parameters

¢ gpio_num: GPIO number

esp_err_t gpio_install_isr_service (int intr_alloc_flags)
Install the driver’ s GPIO ISR handler service, which allows per-pin GPIO interrupt handlers.

This function is incompatible with gpio_isr_register() - if that function is used, a single global ISR is registered
for all GPIO interrupts. If this function is used, the ISR service provides a global GPIO ISR and individual pin
handlers are registered via the gpio_isr_handler_add() function.

Return
e ESP_OK Success
¢ ESP_ERR_NO_MEM No memory to install this service
« ESP_ERR_INVALID_STATE ISR service already installed.
¢ ESP_ERR_NOT_FOUND No free interrupt found with the specified flags
e ESP_ERR_INVALID_ARG GPIO error
Parameters
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e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

void gpio_uninstall_isr_service (void)
Uninstall the driver’ s GPIO ISR service, freeing related resources.

esp_err_t gpio_isr_handler_add (gpio_num_t gpio_num, gpio_isr_t isr_handler, void *args)
Add ISR handler for the corresponding GPIO pin.

Call this function after using gpio_install_isr_service() to install the driver’ s GPIO ISR handler service.

The pin ISR handlers no longer need to be declared with IRAM_ATTR, unless you pass the
ESP_INTR_FLAG_IRAM flag when allocating the ISR in gpio_install_isr_service().

This ISR handler will be called from an ISR. So there is a stack size limit (configurable as “ISR stack size”
in menuconfig). This limit is smaller compared to a global GPIO interrupt handler due to the additional level
of indirection.

Return
¢ ESP_OK Success
¢ ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ gpio_num: GPIO number
e isr_handler: ISR handler function for the corresponding GPIO number.
¢ args: parameter for ISR handler.

esp_err_t gpio_isr_handler_ remove (gpio_num_t gpio_num)
Remove ISR handler for the corresponding GPIO pin.

Return
e ESP_OK Success
¢ ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
¢ gpio_num: GPIO number

esp_err_t gpio_set_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t strength)
Set GPIO pad drive capability.

Return
e ESP_OK Success
« ESP_ERR_INVALID ARG Parameter error
Parameters
¢ gpio_num: GPIO number, only support output GPIOs
* strength: Drive capability of the pad

esp_err_t gpio_get_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t *strength)
Get GPIO pad drive capability.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
¢ gpio_num: GPIO number, only support output GPIOs
* strength: Pointer to accept drive capability of the pad

esp_err_t gpio_hold_en (gpio_num_t gpio_num)
Enable gpio pad hold function.

The gpio pad hold function works in both input and output modes, but must be output-capable gpios. If pad
hold enabled: in output mode: the output level of the pad will be force locked and can not be changed. in input
mode: the input value read will not change, regardless the changes of input signal.
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The state of digital gpio cannot be held during Deep-sleep, and it will resume the hold function when
the chip wakes up from Deep-sleep. If the digital gpio also needs to be held during Deep-sleep,
gpio_deep_sleep_hold_en should also be called.

Power down or call gpio_hold_dis will disable this function.

Return

¢ ESP_OK Success

¢ ESP_ERR_NOT_SUPPORTED Not support pad hold function
Parameters

* gpio_num: GPIO number, only support output-capable GPIOs

esp_err_t gpio_hold_dis (gpio_num_t gpio_num)
Disable gpio pad hold function.

When the chip is woken up from Deep-sleep, the gpio will be set to the default mode, so, the gpio will output
the default level if this function is called. If you don’ t want the level changes, the gpio should be configured
to a known state before this function is called. e.g. If you hold gpiol8 high during Deep-sleep, after the chip
is woken up and gpio_hold_dis is called, gpiol8 will output low level(because gpiol8 is input mode by
default). If youdon’ t want this behavior, you should configure gpiol8 as output mode and set it to hight level
before calling gpio_hold_dis.

Return

e ESP_OK Success

¢ ESP_ERR_NOT_SUPPORTED Not support pad hold function
Parameters

¢ gpio_num: GPIO number, only support output-capable GPIOs

void gpio_deep_sleep_hold_en (void)
Enable all digital gpio pad hold function during Deep-sleep.

When the chip is in Deep-sleep mode, all digital gpio will hold the state before sleep, and when the chip is
woken up, the status of digital gpio will not be held. Note that the pad hold feature only works when the chip
is in Deep-sleep mode, when not in sleep mode, the digital gpio state can be changed even you have called this
function.

Power down or call gpio_hold_dis will disable this function, otherwise, the digital gpio hold feature works as
long as the chip enter Deep-sleep.

void gpio_deep_sleep_hold_dis (void)
Disable all digital gpio pad hold function during Deep-sleep.

void gpio_iomux_in (uint32_t gpio_num, uint32_t signal_idx)
Set pad input to a peripheral signal through the IOMUX.

Parameters
e gpio_num: GPIO number of the pad.
e signal_idx: Peripheral signal id to input. One of the *_IN_IDX signals in soc/
gpio_sig_map.h.

void gpio_iomux_out (uint8_t gpio_num, int func, bool oen_inv)
Set peripheral output to an GPIO pad through the IOMUX.

Parameters
e gpio_num: gpio_num GPIO number of the pad.
e func: The function number of the peripheral pin to output pin. One of the FUNC_X_ * of specified
pin (X) in soc/io_mux_reg.h.
e oen_inv: True if the output enable needs to be inverted, otherwise False.

esp_err_t gpio_force_hold_all (void)
Force hold digital and rtc gpio pad.

Note GPIO force hold, whether the chip in sleep mode or wakeup mode.

esp_err_t gpio_force_unhold_all (void)
Force unhold digital and rtc gpio pad.
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Note GPIO force unhold, whether the chip in sleep mode or wakeup mode.

Type Definitions
typedef intr_handle_t gpio_isr_handle_t

Header File
* soc/include/hal/gpio_types.h

Structures
struct gpio_config t
Configuration parameters of GPIO pad for gpio_config function.

Public Members

uint64_t pin_bit_mask
GPIO pin: set with bit mask, each bit maps to a GPIO

gpio_mode_t mode
GPIO mode: set input/output mode

gpio_pullup_t pull_up_en
GPIO pull-up

gpio_pulldown_t pull_down_en
GPIO pull-down

gpio_int_type_t intr_type
GPIO interrupt type

Type Definitions
typedef void (*gpio_isr_t) (void *)

Enumerations

enum gpio_port_t
Values:
GPIO_PORT_0=0

GPIO_PORT_MAX
enum gpio_num_t
Values:
GPIO_NUM NC = -1
Use to signal not connected to S/'W

GPIO_NUM 0=0
GPIOO, input and output

GPIO_NUM_1=1
GPIO1, input and output

GPIO_NUM 2 =2
GPIO2, input and output

GPIO_NUM 3=3
GPIO3, input and output

GPIO_NUM 4 =4
GPIO4, input and output
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GPIO_NUM 5=35
GPIOS, input and output

GPIO_NUM_6=6
GPIO6, input and output

GPIO_NUM 7=7
GPIO7, input and output

GPIO_NUM_8 =38
GPIOS8, input and output

GPIO_NUM 9=9
GPIO9, input and output

GPIO_NUM_10 = 10
GPIO10, input and output

GPIO_NUM 11 =11
GPIO11, input and output

GPIO_NUM 12 =12
GPIO12, input and output

GPIO_NUM 13 =13
GPIO13, input and output

GPIO_NUM 14 =14
GPIO14, input and output

GPIO_NUM 15=15
GPIO15, input and output

GPIO_NUM 16=16
GPIO16, input and output

GPIO_NUM 17 =17
GPIO17, input and output

GPIO_NUM 18 =18
GPIO18, input and output

GPIO_NUM_19 =19
GPIO19, input and output

GPIO_NUM_ 20 =20
GPIO20, input and output

GPIO_NUM 21 =21
GPIO21, input and output

GPIO_NUM 26 =26
GPIO26, input and output

GPIO_NUM 27 =27
GPIO27, input and output

GPIO_NUM 28 =28
GPIO28, input and output

GPIO_NUM_29 =29
GPIO29, input and output

GPIO_NUM 30 =30
GPIO30, input and output

GPIO_NUM_31 =3I
GPIO31, input and output
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GPIO_NUM 32 =232
GPIO32, input and output

GPIO_NUM 33 =33
GPIO33, input and output

GPIO_NUM 34 =34
GPI0O34, input mode only(ESP32) / input and output(ESP32-S2)

GPIO_NUM 35 =35
GPIO35, input mode only(ESP32) / input and output(ESP32-S2)

GPIO_NUM 36 =36
GPIO36, input mode only(ESP32) / input and output(ESP32-S2)

GPIO_NUM 37 =37
GPIO37, input mode only(ESP32) / input and output(ESP32-S2)

GPIO_NUM_ 38 =38
GPIO38, input mode only(ESP32) / input and output(ESP32-S2)

GPIO_NUM_39 =39
GPIO39, input mode only(ESP32) / input and output(ESP32-S2)

GPIO_NUM 40 =40
GPIOA40, input and output

GPIO_NUM_ 41 =41
GPIOA41, input and output

GPIO_NUM 42 =42
GPIO42, input and output

GPIO_NUM 43 =43
GPIOA43, input and output

GPIO_NUM_44 =44
GPIO44, input and output

GPIO_NUM_45 =45
GPIO45, input and output

GPIO_NUM_46 =46
GPIO46, input mode only

GPIO_NUM_MAX

enum gpio_int_type_t
Values:

GPIO_INTR_DISABLE =0
Disable GPIO interrupt

GPIO_INTR_POSEDGE = |
GPIO interrupt type : rising edge

GPIO_INTR_NEGEDGE =2
GPIO interrupt type : falling edge

GPIO_INTR_ANYEDGE =3
GPIO interrupt type : both rising and falling edge

GPIO_INTR_LOW_LEVEL =4
GPIO interrupt type : input low level trigger

GPIO_INTR_HIGH_LEVEL =5
GPIO interrupt type : input high level trigger

GPIO_INTR_MAX
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enum gpio_mode_t
Values:

GPIO_MODE_DISABLE = (0)
GPIO mode : disable input and output

GPIO_MODE_INPUT = (BITO)
GPIO mode : input only

GPIO_MODE_OUTPUT = (BIT1)
GPIO mode : output only mode

GPIO_MODE_OUTPUT_OD = (((BIT1)) | (BIT2)))
GPIO mode : output only with open-drain mode

GPIO_MODE_INPUT_OUTPUT_OD = (((BITO)) | (BIT1)) | (BIT2)))
GPIO mode : output and input with open-drain mode

GPIO_MODE_INPUT_OUTPUT = (((BIT0)) | (BIT1)))
GPIO mode : output and input mode
enum gpio_pullup_t
Values:

GPIO_PULLUP_DISABLE = 0x0
Disable GPIO pull-up resistor

GPIO_PULLUP_ENABLE = Ox|
Enable GPIO pull-up resistor

enum gpio_pulldown_t
Values:

GPIO_PULLDOWN_DISABLE = 0x0
Disable GPIO pull-down resistor

GPIO_PULLDOWN_ENABLE = Ox1
Enable GPIO pull-down resistor
enum gpio_pull_mode_t
Values:

GPIO_PULLUP_ONLY
Pad pull up

GPIO_PULLDOWN_ONLY
Pad pull down

GPIO_PULLUP_PULLDOWN
Pad pull up + pull down

GPIO_FLOATING
Pad floating
enum gpio_drive_cap_t
Values:

GPIO_DRIVE_CAP_0=0
Pad drive capability: weak

GPIO_DRIVE_CAP_1=1
Pad drive capability: stronger

GPIO_DRIVE_CAP_2=2
Pad drive capability: medium

GPIO_DRIVE_CAP_DEFAULT =2
Pad drive capability: medium
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GPIO_DRIVE_CAP_3 =3
Pad drive capability: strongest

GPIO_DRIVE_CAP_MAX

API Reference - RTC GPIO

Header File

e driver/include/driver/rtc_io.h

Functions
static bool rte_gpio_is_valid_gpio (gpio_num_t gpio_num)
Determine if the specified GPIO is a valid RTC GPIO.

Return true if GPIO is valid for RTC GPIO use. false otherwise.
Parameters
¢ gpio_num: GPIO number
staticint rtc_io_number_get (gpio_num_t gpio_num)
Get RTC IO index number by gpio number.

Return >=0: Index of rtcio. -1 : The gpio is not rtcio.
Parameters
¢ gpio_num: GPIO number

esp_err_t rtc_gpio_init (gpio_num_t gpio_num)
Init a GPIO as RTC GPIO.

This function must be called when initializing a pad for an analog function.

Return

¢ ESP_OK success

e ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters

¢ gpio_num: GPIO number (e.g. GPIO_NUM_12)

esp_err_t rtc_gpio_deinit (gpio_num_t gpio_num)
Init a GPIO as digital GPIO.

Return

¢ ESP_OK success

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC 10
Parameters

e gpio_num: GPIO number (e.g. GPIO_NUM_12)

uint32_t rtc_gpio_get_level (gpio_num_t gpio_num)
Get the RTC IO input level.

Return

* 1 High level

e 0 Low level

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC 10
Parameters

¢ gpio_num: GPIO number (e.g. GPIO_NUM_12)

esp_err_t rtc_gpio_set_level (gpio_num_t gpio_num, uint32_t level)
Set the RTC IO output level.

Return

e ESP_OK Success

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC 10
Parameters

* gpio_num: GPIO number (e.g. GPIO_NUM_12)
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e level: output level

esp_err_t rtc_gpio_set_direction (gpio_num_t gpio_num, rtc_gpio_mode_t mode)
RTC GPIO set direction.

Configure RTC GPIO direction, such as output only, input only, output and input.

Return

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG GPIO is not an RTC 10
Parameters

* gpio_num: GPIO number (e.g. GPIO_NUM_12)

¢ mode: GPIO direction

esp_err_t rtc_gpio_set_direction_in_sleep (gpio_num_t gpio_num, rtc_gpio_mode_t mode)
RTC GPIO set direction in deep sleep mode or disable sleep status (default). In some application scenarios,
IO needs to have another states during deep sleep.

NOTE: ESP32 support INPUT_ONLY mode. ESP32S2 support INPUT_ONLY, OUTPUT_ONLY, IN-
PUT_OUTPUT mode.

Return
¢ ESP_OK Success
¢ ESP_ERR_INVALID_ARG GPIO is not an RTC 10
Parameters
* gpio_num: GPIO number (e.g. GPIO_NUM_12)
¢ mode: GPIO direction

esp_err_t rtc_gpio_pullup_en (gpio_num_t gpio_num)
RTC GPIO pullup enable.

This function only works for RTC IOs. In general, call gpio_pullup_en, which will work both for normal
GPIOs and RTC IOs.

Return

e ESP_OK Success

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters

¢ gpio_num: GPIO number (e.g. GPIO_NUM_12)

esp_err_t rtc_gpio_pulldown_en (gpio_num_t gpio_num)
RTC GPIO pulldown enable.

This function only works for RTC IOs. In general, call gpio_pulldown_en, which will work both for normal
GPIOs and RTC IOs.

Return

e ESP_OK Success

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC 10
Parameters

¢ gpio_num: GPIO number (e.g. GPIO_NUM_12)

esp_err_t rtc_gpio_pullup_dis (gpio_num_t gpio_num)
RTC GPIO pullup disable.

This function only works for RTC IOs. In general, call gpio_pullup_dis, which will work both for normal
GPIOs and RTC IOs.

Return

e ESP_OK Success

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC 10
Parameters

¢ gpio_num: GPIO number (e.g. GPIO_NUM_12)

esp_err_t rtc_gpio_pulldown_dis (gpio_num_t gpio_num)
RTC GPIO pulldown disable.
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This function only works for RTC IOs. In general, call gpio_pulldown_dis, which will work both for normal
GPIOs and RTC IOs.

Return

e ESP_OK Success

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC 10
Parameters

¢ gpio_num: GPIO number (e.g. GPIO_NUM_12)

esp_err_t rtc_gpio_hold_en (gpio_num_t gpio_num)
Enable hold function on an RTC IO pad.

Enabling HOLD function will cause the pad to latch current values of input enable, output enable, output value,
function, drive strength values. This function is useful when going into light or deep sleep mode to prevent the
pin configuration from changing.

Return

e ESP_OK Success

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters

e gpio_num: GPIO number (e.g. GPIO_NUM_12)

esp_err_t rtc_gpio_hold_dis (gpio_num_t gpio_num)
Disable hold function on an RTC IO pad.

Disabling hold function will allow the pad receive the values of input enable, output enable, output value,
function, drive strength from RTC_IO peripheral.

Return

e ESP_OK Success

¢ ESP_ERR_INVALID_ARG GPIO is not an RTC IO
Parameters

e gpio_num: GPIO number (e.g. GPIO_NUM_12)

esp_err_t rtc_gpio_isolate (gpio_num_t gpio_num)
Helper function to disconnect internal circuits from an RTC IO This function disables input, output, pullup,
pulldown, and enables hold feature for an RTC IO. Use this function if an RTC IO needs to be disconnected
from internal circuits in deep sleep, to minimize leakage current.

In particular, for ESP32-WROVER module, call rtc_gpio_isolate(GPIO_NUM_12) before entering deep
sleep, to reduce deep sleep current.

Return

¢ ESP_OK on success

¢ ESP_ERR_INVALID_ARG if GPIO is not an RTC 10O
Parameters

* gpio_num: GPIO number (e.g. GPIO_NUM_12).

esp_err_t rtc_gpio_force_hold_all (void)
Enable force hold signal for all RTC IOs.

Each RTC pad hasa “force hold” input signal from the RTC controller. If this signal is set, pad latches current
values of input enable, function, output enable, and other signals which come from the RTC mux. Force hold
signal is enabled before going into deep sleep for pins which are used for EXT1 wakeup.

esp_err_t rtc_gpio_force_hold_dis_all (void)
Disable force hold signal for all RTC IOs.

esp_err_t rtc_gpio_set_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t strength)
Set RTC GPIO pad drive capability.

Return

e ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error
Parameters

¢ gpio_num: GPIO number, only support output GPIOs
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e strength: Drive capability of the pad

esp_err_t rtc_gpio_get_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t *strength)
Get RTC GPIO pad drive capability.

Return
* ESP_OK Success
e« ESP_ERR_INVALID_ARG Parameter error
Parameters
* gpio_num: GPIO number, only support output GPIOs
* strength: Pointer to accept drive capability of the pad

esp_err_t rtc_gpio_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)
Enable wakeup from sleep mode using specific GPIO.

Return
e ESP_OK on success
¢ ESP_ERR_INVALID_ARG if gpio_num is not an RTC IO, or intr_type is not one of
GPIO_INTR_HIGH_LEVEL, GPIO_INTR_LOW_LEVEL.
Parameters
¢ gpio_num: GPIO number
* intr_type: Wakeup on high level (GPIO_INTR_HIGH_LEVEL) or Ilow level
(GPIO_INTR_LOW_LEVEL)

esp_err_t rtc_gpio_wakeup_disable (gpio_num_t gpio_num)
Disable wakeup from sleep mode using specific GPIO.

Return

e ESP_OK on success

¢ ESP_ERR_INVALID_ARG if gpio_num is not an RTC IO
Parameters

¢ gpio_num: GPIO number

Macros
RTC_GPIO_IS_VALID_GPIO (gpio_num)

Header File

¢ soc/include/hal/rtc_io_types.h

Enumerations
enum rtc_gpio_mode_t
RTCIO output/input mode type.

Values:

RTC_GPIO_MODE_INPUT_ONLY
Pad input

RTC_GPIO_MODE_OUTPUT_ONLY
Pad output

RTC_GPIO_MODE_INPUT_OUTPUT
Pad input + output

RTC_GPIO_MODE_DISABLED
Pad (output + input) disable

RTC_GPIO_MODE_OUTPUT_OD
Pad open-drain output

RTC_GPIO_MODE_INPUT_OUTPUT_OD
Pad input + open-drain output
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3.24 HMAC

The HMAC (Hash-based Message Authentication Code) module provides hardware acceleration for SHA256-
HMAC generation using a key burned into an eFuse block. HMACs work with pre-shared secret keys and provide
authenticity and integrity to a message.

Look into the ESP32-S2 Technical Reference Manual (PDF) for more detailed information about the application
workflow and the HMAC calculation process.

Generalized Application Scheme

Let there be two parties, A and B. They want to verify the authenticity and integrity of messages sent between each
other. Before they can start sending messages, they need to exchange the secret key via a secure channel. To verify
A’ s messages, B can do the following:

* A calculates the HMAC of the message it wants to send.

* A sends the message and the HMAC to B.

* B calculates HMAC of the received message itself.

* B checks wether the received and calculated HMACs match. If they do match, the message is authentic.

However, the HMAC itself isn’ t bound to this use case. It can also be used for challenge-response protocols
supporting HMAC or as a key input for further security modules (see below), etc.

HMAC on the ESP32-S2

On the ESP32-S2, the HMAC module works with a secret key burnt into the eFuses. This eFuse key can be made
completely inaccessible for any resources outside the cryptographic modules, thus avoiding key leakage.

Furthermore, the ESP32-S2 has three different application scenarios for its HMAC module:

1. HMAC is generated for software use
2. HMAC is used as a key for the Digital Signature (DS) module
3. HMAC is used for enabling the soft-disabled JTAG interface

The first mode is also called Upstream mode, while the last two modes are also called Downstream modes.

eFuse Keys for HMAC Six physical eFuse blocks can be used as keys for the HMAC module: block 4 up to
block 9. The enum hmac_key_id_t in the API maps them to HMAC_KEYO ---HMAC_KEY5. Each key has a
corresponding eFuse parameter key purpose determining for which of the three HMAC application scenarios (see
below) the key may be used:

Key Purpose Application Scenario

8 HMAC generated for software use

7 HMAC used as a key for the Digital Signature (DS) module

6 HMAC used for enabling the soft-disabled JTAG interface

5 HMAC both as a key for the DS module and for enabling JTAG

This is to prevent the usage of a key for a different function than originally intended.

To calculate an HMAC, the software has to provide the ID of the key block containing the secret key as well as the
key purpose (see chapter eFuse Controller in the ESP32-S2 Technical Reference Manual). Before the HMAC key
calculation, the HMAC module looks up the purpose of the provided key block. The calculation only proceeds if the
provided key purpose matches the purpose stored in the eFuses of the key block provided by the ID.

HMAC Generation for Software Key Purpose value: 8

In this case, the HMAC is given out to the software (e.g. to authenticate a message).
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The API to calculate the HMAC is esp_hmac_calculate (). Only the message, message length and the eFuse
key block ID have to be provided to that function. The rest, like setting the key purpose, is done automatically.

HMAC for Digital Signature Key Purpose values: 7, 5

The HMAC can be used as a key derivation function to decrypt private key parameters which are used by the Digital
Signature module. A standard message is used by the hardware in that case. The user only needs to provide the eFuse
key block and purpose on the HMAC side (additional parameters are required for the Digital Signature component in
that case). Neither the key nor the actual HMAC are ever exposed to outside the HMAC module and DS component.
The calculation of the HMAC and its hand-over to the DS component happen internally.

For more details, check the chapter Digital Signature in the ESP32-S2 Technical Reference Manual.

HMAC for Enabling JTAG Key Purpose values: 6, 5

The third application is using the HMAC as a key to enable JTAG if it was soft-disabled before. This functionality
is currently not implemented.

Application Outline

Following code is an outline of how to set an eFuse key and then use it to calculate an HMAC for software usage.
We use ets_efuse_write_key to set physical key block 4 in the eFuse for the HMAC module together with its purpose.
ETS_EFUSE_KEY_PURPOSE_HMAC_UP (8) means that this key can only be used for HMAC generation for software
usage:

#include "esp32s2/rom/efuse.h"
const uint8_t key_datal32] = { ... };
int ets_status = ets_efuse_write_key (ETS_EFUSE_BLOCK_KEY4,

ETS_EFUSE_KEY_PURPOSE_HMAC_UP,
key_data, sizeof (key_data));

if (ets_status == ESP_OK) {
// written key
} else {

// writing key failed, maybe written already
}

Now we can use the saved key to calculate an HMAC for software usage.

#include "esp_hmac.h"

uint8_t hmac[32];

const char *message = "Hello, HMAC!";
const size_t msg_len = 12;
esp_err_t result = esp_hmac_calculate (HMAC_KEY4, message, msg_len, hmac);
if (result == ESP_OK) {
// HMAC written to hmac now
} else {

// failure calculating HMAC
}

API Reference

Header File
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* esp32s2/include/esp_hmac.h

Functions
esp_err_t esp_hmac_calculate (hmac_key_id_t key_id, const void *message, size_t message_len,
uint8_t *hmac)
Calculate the HMAC of a given message.

Calculate the HMAC hmac of a given message message with length message_len. SHA256 is used for
the calculation (fixed on ESP32S2).

Note Uses the HMAC peripheral in  “upstream” mode.
Return
e ESP_OK, if the calculation was successful,
e ESP_FAIL, if the hmac calculation failed
Parameters
e key_id: Determines which of the 6 key blocks in the efuses should be used for the HMAC cal-
cuation. The corresponding purpose field of the key block in the efuse must be set to the HMAC
upstream purpose value.
* message: the message for which to calculate the HMAC
¢ message_len: message length return ESP_ERR_INVALID_STATE if unsuccessful
e [out] hmac: the hmac result; the buffer behind the provided pointer must be 32 bytes long

Enumerations
enum hmac_key_id_t
The possible efuse keys for the HMAC peripheral

Values:
HMAC_KEYO =0
HMAC_KEY1
HMAC_KEY2
HMAC_KEY3
HMAC_KEY4
HMAC_KEY5

HMAC_KEY_ MAX

3.2.5 Digital Signature

The Digital Signature (DS) module provides hardware acceleration of signing messages based on RSA. It uses pre-
encrypted parameters to calculate a signature. The parameters are encrypted using HMAC as a key-derivation func-
tion. In turn, the HMAC uses eFuses as input key. The whole process happens in hardware so that neither the
decryption key for the RSA parameters nor the input key for the HMAC key derivation function can be seen by the
software while calculating the signature.

Look into the ESP32-S2 Technical Reference Manual (PDF) for more detailed information about the involved hard-
ware during the signature calculation process and the used registers.

Private Key Parameters

The private key parameters for the RSA signature are stored in flash. To prevent unauthorized access, they are AES-
encrypted. The HMAC module is used as a key-derivation function to calculate the AES encryption key for the private
key parameters. In turn, the HMAC module uses a key from the eFuses key block which can be read-protected to
prevent unauthorized access as well.
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Upon signature calculation invocation, the software only specifies which eFuse key to use, the corresponding eFuse
key purpose, the location of the encrypted RSA parameters and the message.

Key Generation

Both the HMAC key and the RSA private key have to be created and stored before the DS module can be used.
This needs to be done in software on the ESP32-S2 or alternatively on a host. For this context, the IDF provides
esp_efuse_write_block () to set the HMAC key and esp_hmac_calculate () to encrypt the private
RSA key parameters.

Instructions on how to calculate and assemble the private key parameters are described in the ESP32-S2 Technical
Reference Manual.

Signature Calculation with IDF

For thorough information about involved registers and the workflow, please have a look at the ESP32-S2 Technical
Reference Manual.

Three parameters need to be prepared to calculate the digital signature:

1. the eFuse key block ID which is used as key for the HMAC,
2. the location of the encrypted private key parameters,
3. and the message to be signed.

Since the signature calculation takes some time, there are two possible API versions to use in IDF. The first one is
esp_ds_sign () and simply blocks until the calculation is finished. If software needs to do something else during
the calculation, esp_ds_start_sign () can be called, followed by periodic calls to esp_ds_is_busy () to
check when the calculation has finished. Once the calculation has finished, esp_ds_finish_sign () can be
called to get the resulting signature.

Note: Note that this is only the basic DS building block, the message length is fixed. To create signatures of arbitrary
messages, the input is normally a hash of the actual message, padded up to the required length. An API to do this is
planned in the future.

API Reference

Header File
* esp32s2/include/esp_ds.h

Functions
esp_err_t esp_ds_sign (const void *message, const esp_ds_data_t *data, hmac_key_id_t key_id, void

*signature)
Sign the message.

This function is a wrapper around esp_ds_finish_sign () and esp_ds_start_sign (), sodo not
use them in parallel. It blocks until the signing is finished and then returns the signature.

Note This function locks the HMAC, SHA, AES and RSA components during its entire execution time.
Return
e ESP_OK if successful, the signature was written to the parameter signature.
e ESP_ERR_INVALID_ARG if one of the parameters is NULL or data->rsa_length is too long or 0
e ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL if there was an HMAC failure during retrieval of
the decryption key
« ESP_ERR_NO_MEM if there hasn’ t been enough memory to allocate the context object
 ESP_ERR_HW_CRYPTO_DS_INVALID_KEY if there’ s a problem with passing the HMAC
key to the DS component
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 ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST if the message digest didn’ t match; the sig-
nature is invalid.
e ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING if the message padding is incorrect, the sig-
nature can be read though since the message digest matches.
Parameters
* message: the message to be signed; its length is determined by data->rsa_length
¢ data: the encrypted signing key data (AES encrypted RSA key + IV)
e key_id: the HMAC key ID determining the HMAC key of the HMAC which will be used to
decrypt the signing key data
* signature: the destination of the signature, should be (data->rsa_length + 1)*4 bytes long
esp_err_t esp_ds_start_sign (const void *message, const esp_ds_data_t *data, hmac_key_id_t
key_id, esp_ds_context_t **esp_ds_ctx)
Start the signing process.

This function yields a context object which needs to be passed to esp_ds_finish_sign () to finish the
signing process.

Note This function locks the HMAC, SHA, AES and RSA components, so the user has to ensure to call
esp_ds_finish_sign () ina timely manner.
Return
 ESP_OK if successful, the ds operation was started now and has to be finished with
esp_ds_finish_sign()
¢ ESP_ERR_INVALID_ARG if one of the parameters is NULL or data->rsa_length is too long or O
¢ ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL if there was an HMAC failure during retrieval of
the decryption key
¢ ESP_ERR_NO_MEM if there hasn’ t been enough memory to allocate the context object
¢ ESP_ERR_HW_CRYPTO_DS_INVALID_KEY if there’ s a problem with passing the HMAC
key to the DS component
Parameters
* message: the message to be signed; its length is determined by data->rsa_length
¢ data: the encrypted signing key data (AES encrypted RSA key + IV)
e key_id: the HMAC key ID determining the HMAC key of the HMAC which will be used to
decrypt the signing key data
¢ esp_ds_ctx: the context object which is needed for finishing the signing process later

bool esp_ds_is_busy (void)
Return true if the DS peripheral is busy, otherwise false.

Note Only valid if esp_ds_start_sign () was called before.

esp_err_t esp_ds_finish_sign (void *signature, esp_ds_context_t *esp_ds_ctx)
Finish the signing process.

Return
» ESP_OK if successful, the ds operation has been finished and the result is written to signature.
e ESP_ERR_INVALID_ARG if one of the parameters is NULL
¢ ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST if the message digest didn’ t match; the sig-
nature is invalid.
e ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING if the message padding is incorrect, the sig-
nature can be read though since the message digest matches.
Parameters
e signature: the destination of the signature, should be (data->rsa_length + 1)*4 bytes long
* esp_ds_ctx: the context object retreived by esp_ds_start_sign ()

esp_err_t esp_ds_encrypt_params (esp_ds_data_t *data, const void *iv, const esp_ds_p_data_t

*p_data, const void *key)
Encrypt the private key parameters.

Return

¢ ESP_OK if successful, the ds operation has been finished and the result is written to signature.

¢ ESP_ERR_INVALID_ARG if one of the parameters is NULL or p_data->rsa_length is too long
Parameters
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e data: Output buffer to store encrypted data, suitable for later use generating signatures. The al-
located memory must be in internal memory and word aligned since it’ s filled by DMA. Both is
asserted at run time.

 iv: Pointer to 16 byte IV buffer, will be copied into ‘data’ . Should be randomly generated bytes
each time.

e p_data: Pointer to input plaintext key data. The expectation is this data will be deleted after this
process is done and ‘data’ is stored.

* key: Pointer to 32 bytes of key data. Type determined by key_type parameter. The expectation is
the corresponding HMAC key will be stored to efuse and then permanently erased.

Structures
struct esp_digital_signature_data
Encrypted private key data. Recommended to store in flash in this format.

Note This struct has to match to one from the ROM code! This documentation is mostly taken from there.

Public Members

esp_digital_signature_length_t rsa_length
RSA LENGTH register parameters (number of words in RSA key & operands, minus one).

Max value 127 (for RSA 4096).

4 )

This value must match the length field encrypted and stored in ‘c’ , or invalid results will be returned.
(The DS peripheral will always use the value in ‘c’ , not this value, so an attacker can’ t alter the
DS peripheral results this way, it will just truncate or extend the message and the resulting signature in
software.)

Note In IDF, the enum type length is the same as of type unsigned, so they can be used interchangably.
See the ROM code for the original declaration of struct et s_ds_data_t.

uint8_t iv[ESP_DS_IV_LEN]

4 )

IV value used to encrypt ‘c

uint8_t c[ESP_DS_C_LEN]
Encrypted Digital Signature parameters. Result of AES-CBC encryption of plaintext values. Includes an
encrypted message digest.
struct esp_ds_p_data_t
Plaintext parameters used by Digital Signature.

Not used for signing with DS peripheral, but can be encrypted in-device by calling esp_ds_encrypt_params()

Note This documentation is mostly taken from the ROM code.

Public Members

uint32_t Y[4096 / 32]
RSA exponent.

uint32_t M[4096 / 32]
RSA modulus.

uint32_t Rb[4096 / 32]
RSA r inverse operand.

uint32_tM_prime
RSA M prime operand.

esp_digital_signature_length_t length
RSA length.
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Macros
ESP_ERR_HW_CRYPTO_DS_BASE

Starting number of HW cryptography module error codes
ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL

HMAC peripheral problem

ESP_ERR_HW_CRYPTO_DS_INVALID_ KEY
given HMAC key isn’ t correct, HMAC peripheral problem

ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST
message digest check failed, result is invalid

ESP_ERR_HW_CRYPTO_DS_INVALID_ PADDING
padding check failed, but result is produced anyway and can be read

ESP_DS_IV_LEN

ESP_DS_C_LEN

Type Definitions
typedef struct esp_ds_context esp_ds_context_t
typedef struct esp_digital_signature_data esp_ds_data_t
Encrypted private key data. Recommended to store in flash in this format.

Note This struct has to match to one from the ROM code! This documentation is mostly taken from there.

Enumerations
enum esp_digital_signature_length_t
Values:

ESP_DS_RSA_1024 =(1024/32)- 1
ESP_DS_RSA_2048 = (2048 /32) - 1
ESP_DS_RSA_3072 =(3072/32)- 1
ESP_DS_RSA_4096 = (4096 / 32) - |

3.2.6 12C Driver

Overview

12C is a serial, synchronous, half-duplex communication protocol that allows co-existence of multiple masters and
slaves on the same bus. The I2C bus consists of two lines: serial data line (SDA) and serial clock (SCL). Both lines
require pull-up resistors.

With such advantages as simplicity and low manufacturing cost, I2C is mostly used for communication of low-speed
peripheral devices over short distances (within one foot).

ESP32-S2 has two 12C controllers (also referred to as ports) which are responsible for handling communications on
two I2C buses. Each I12C controller can operate as master or slave. As an example, one controller can act as a master
and the other as a slave at the same time.

Driver Features

12C driver governs communications of devices over the I2C bus. The driver supports the following features:

» Reading and writing bytes in Master mode
* Slave mode
* Reading and writing to registers which are in turn read/written by the master
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Driver Usage

The following sections describe typical steps of configuring and operating the I12C driver:

1. Configuration - set the initialization parameters (master or slave mode, GPIO pins for SDA and SCL, clock
speed, etc.)
2. Install Driver- activate the driver on one of the two I2C controllers as a master or slave
3. Depending on whether you configure the driver for a master or slave, choose the appropriate item
a) Communication as Master - handle communications (master)
b) Communication as Slave - respond to messages from the master (slave)
Interrupt Handling - configure and service 12C interrupts
Customized Configuration - adjust default I2C communication parameters (timings, bit order, etc.)
Error Handling - how to recognize and handle driver configuration and communication errors
Delete Driver- release resources used by the [2C driver when communication ends

Nk

Configuration To establish I2C communication, start by configuring the driver. This is done by setting the param-
eters of the structure 1 2c_config t:

¢ Set I2C mode of operation - slave or master from i 2c_mode_t
 Configure communication pins
— Assign GPIO pins for SDA and SCL signals
— Set whether to enable ESP32-S2’ s internal pull-ups
¢ (Master only) Set I12C clock speed
* (Slave only) Configure the following
— Whether to enable 10 bit address mode
— Define slave address

After that, initialize the configuration for a given I2C port. For this, call the function i 2¢c_param_config () and
pass to it the port number and the structure i1 2c_config_t.

At this stage, 12c_param _config () also sets a few other I2C configuration parameters to default values that are
defined by the I12C specification. For more details on the values and how to modify them, see Customized Configura-
tion.

Install Driver After the I12C driver is configured, install it by calling the function i 2¢c_driver_install ()
with the following parameters:

¢ Port number, one of the two port numbers from i2¢c_port_t

¢ Master or slave, selected from 1 2¢c_mode t

* (Slave only) Size of buffers to allocate for sending and receiving data. As I2C is a master-centric bus, data
can only go from the slave to the master at the master’ s request. Therefore, the slave will usually have a send
buffer where the slave application writes data. The data remains in the send buffer to be read by the master at
the master’ s own discretion.

¢ Flags for allocating the interrupt (see ESP_INTR_FLAG_* values in esp32/include/esp_intr_alloc.h)

Communication as Master After installing the I2C driver, ESP32-S2 is ready to communicate with other 12C
devices.

ESP32-S2’ s I2C controller operating as master is responsible for establishing communication with I2C slave devices
and sending commands to trigger a slave to action, for example, to take a measurement and send the readings back
to the master.

For better process organization, the driver provides a container, called a “command link” , that should be populated
with a sequence of commands and then passed to the I2C controller for execution.

Master Write The example below shows how to build a command link for an I2C master to send n bytes to a slave.
The following describes how a command link for a “master write” is set up and what comes inside:

1. Create a command link with 1 2¢c_cmd_1ink create ().
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| Data n times Il]

‘ Master Il\\'_s;ﬁﬂ‘ Slave Address ‘ | Data | \_SﬁTOP
Slave I; ACK, ACK

Commands

cd = i2c_cmd_link_create() ‘
i2c_master_startlcmd; }—

i2c_master_write_bytelcrnd, Address, ACK]

i2e_rnaster_write(Data, n, ACK)

i2c_master_stop(crnd,

izc_rmaster_crmd_beqin(l2c_port, crnd, wait)

i2c_cmd_link_delete(cmd)

Fig. 7: 12C command link - master write example

Then, populate it with the series of data to be sent to the slave:
a) Start bit - 1 2c_master_start ()
b) Slave address - i2c_master_write_byte (). The single byte address is provided as an argument
of this function call.
c) Data - One or more bytes as an argument of 1 2c_master_write ()
d) Stop bit - i2c_master_stop ()
Both functions i 2¢c_master write_byte () and i2c_master_write () have an addi-
tional argument specifying whether the master should ensure that it has received the ACK bit.
2. Trigger the execution of the command link by 12C controller by calling i 2c_master_cmd_begin ().
Once the execution is triggered, the command link cannot be modified.
3. After the commands are transmitted, release the resources used by the command link by calling
i2c_cmd_1link_delete ().

Master Read The example below shows how to build a command link for an I2C master to read n bytes from a
slave.

Data [n-1) times l;
| Master I; START | Slawve Address | ACE STOP
Slave % | Data | | Data |

Commands I;

crnd = i2c_cmd_link_create()

i2c_master_start{crnd,

i2c_rnaster_write_byte(crnd, Address, ACK)

i2c_master_read(Data, n-1, ACK)

i2c_rnaster_read(Data, 1, MAK)

i2c_rnaster_cmd_begin(l2c_port, crnd, wait)

i2zc_crnd_link_delete(crnd)

|
J
|
J
i2c_rnaster_stoplcrmd; I

Fig. 8: I2C command link - master read example

Compared to writing data, the command link is populated in Step 4 not with 12c_master_write. .. func-
tions but with 12¢c_master_read_byte () and/or i2c_master_read (). Also, the last read in Step 5 is
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configured so that the master does not provide the ACK bit.

Indicating Write or Read After sending a slave address (see Step 3 on both diagrams above), the master either
writes or reads from the slave.

The information on what the master will actually do is hidden in the least significant bit of the slave’ s address.

For this reason, the command link sent by the master to write data to the slave contains the address
(ESP_SLAVE_ADDR << 1) | I2C_MASTER_WRITE and looks as follows:

i2c_master_write_byte (cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER_WRITE, ACK_EN);

Likewise, the command link to read from the slave looks as follows:

i2c_master_write_byte (cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER_READ, ACK_EN);

Communication as Slave After installing the 12C driver, ESP32-S2 is ready to communicate with other 12C
devices.

The API provides the following functions for slaves

e i2c_slave_read buffer()
Whenever the master writes data to the slave, the slave will automatically store it in the receive
buffer. This allows the slave application to call the function i 2¢c_slave_read _buffer() at
its own discretion. This function also has a parameter to specify block time if no data is in the
receive buffer. This will allow the slave application to wait with a specified timeout for data to
arrive to the buffer.

e i2c _slave write buffer()
The send buffer is used to store all the data that the slave wants to send to the mas-
ter in FIFO order. The data stays there until the master requests for it. The function
i2c_slave_write_buffer () has a parameter to specify block time if the send buffer is
full. This will allow the slave application to wait with a specified timeout for the adequate amount
of space to become available in the send buffer.

A code example showing how to use these functions can be found in peripherals/i2c.

Interrupt Handling During driver installation, an interrupt handler is installed by default. However, you can
register your own interrupt handler instead of the default one by calling the function i2¢_isr_register().
When implementing your own interrupt handler, refer to the ESP32-S2 Technical Reference Manual (PDF) for the
description of interrupts triggered by the 12C controller.

To delete an interrupt handler, call i2¢c_isr_free().

Customized Configuration As mentioned at the end of Section Configuration, when the function
i2c_param_config () initializes the driver configuration for an I2C port, it also sets several I2C communication
parameters to default values defined in the I2C specification. Some other related parameters are pre-configured in
registers of the I2C controller.

All these parameters can be changed to user-defined values by calling dedicated functions given in the table be-
low. Please note that the timing values are defined in APB clock cycles. The frequency of APB is specified in
I2C_APB_CLK_FREQ.
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Table 1: Other Configurable I2C Communication Parameters

Parameters to Change Function

High time and low time for SCL pulses i2c_set_period()

SCL and SDA signal timing used during generation of start signals i2¢c_set_start_timing()
SCL and SDA signal timing used during generation of stop signals i2c_set_stop_timing ()

Timing relationship between SCL and SDA signals when slave samples, | i2c_set_data_timing()
as well as when master toggles
12C timeout i2c_set_timeout ()

Choice between transmitting / receiving the LSB or MSB first, choose | i2c_set_data_mode ()
one of the modes defined in 12¢c_trans_mode_t

Each of the above functions has a _ger_ counterpart to check the currently set value. For example, to check the 12C
timeout value, call 1 2c_get_timeout ().

To check the default parameter values which are set during the driver configuration process, please refer to the file
driver/i2c.c and look for defines with the suffix _DEFAULT.

You can also select different pins for SDA and SCL signals and alter the configuration of pull-ups with the function
i2c_set_pin (). If you want to modify already entered values, use the function i 2c_param_config().

Note: ESP32-S2’ s internal pull-ups are in the range of tens of kOhm, which is, in most cases, insufficient for use
as [2C pull-ups. Users are advised to use external pull-ups with values described in the I2C specification.

Error Handling The majority of I2C driver functions either return ESP_OK on successful completion or a specific
error code on failure. It is a good practice to always check the returned values and implement error handling. The
driver also prints out log messages that contain error details, e.g., when checking the validity of entered configuration.
For details please refer to the file driver/i2c.c and look for defines with the suffix _ERR_STR.

Use dedicated interrupts to capture communication failures. For instance, if a slave stretches the clock for too long
while preparing the data to send back to master, the interrupt I2C_TIME_OUT_INT will be triggered. For detailed
information, see Interrupt Handling.

In case of a communication failure, you can reset the internal hardware buffers by calling the functions
i2c_reset_tx_fifo()and i2c_reset_rx_rfifo () for the send and receive buffers respectively.

Delete Driver When the I2C communication is established with the function i12¢c_driver install () and
is not required for some substantial amount of time, the driver may be deinitialized to release allocated resources by
calling i2¢c_driver_delete().

Application Example

12C master and slave example: peripherals/i2c.

API Reference

Header File

e driver/include/driver/i2c.h

Functions
esp_err_t i2c_driver_install (i2c_port_t i2c_num, i2c_mode_t mode, size_t slv_rx_buf_len, size_t

slv_tx_buf _len, int intr_alloc_flags)
12C driver install.

Note Only slave mode will use this value, driver will ignore this value in master mode.
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Note Only slave mode will use this value, driver will ignore this value in master mode.

Note In master mode, if the cache is likely to be disabled(such as write flash) and the slave is time-sensitive,
ESP_INTR_FLAG_IRAM is suggested to be used. In this case, please use the memory allocated from
internal RAM in i2c¢ read and write function, because we can not access the psram(if psram is enabled)
in interrupt handle function when cache is disabled.

Return

¢ ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
e ESP_FAIL Driver install error
Parameters
e i2c_num: I12C port number
¢ mode: I2C mode( master or slave )
e slv_rx_buf_len: receiving buffer size for slave mode
Parameters
e slv_tx_buf_len: sending buffer size for slave mode
Parameters
e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
esp_err_t i2c_driver_delete (i2c_port_t i2c_num)
12C driver delete.

Return

e ESP_OK Success

e« ESP_ERR_INVALID_ARG Parameter error
Parameters

e 12c_num: I2C port number

esp_err_t i2c_param_config (i2c_port_t i2c_num, const i2c_config_t *i2c_conf)
12C parameter initialization.

Return

¢ ESP_OK Success

e ESP_ ERR_INVALID ARG Parameter error
Parameters

e i2c_num: I12C port number

* i2c_conf: pointer to I2C parameter settings

esp_err_t i2c_reset_tx_£fifo (i2c_port_t i2c_num)
reset I2C tx hardware fifo

Return

e ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error
Parameters

* 12c_num: I2C port number

esp_err_t i2c_reset_rx_fifo (i2c_port_t i2c_num)
reset I12C rx fifo

Return

e ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error
Parameters

e i12c_num: I2C port number

esp_err_t i2c_isr_register (i2c_port_t i2c_num, void (*fn)) void *
, void *arg, int intr_alloc_flags, intr_handle_t *handlel2C isr handler register.

Return

e ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error
Parameters

e 12c_num: I2C port number
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e fn: isr handler function

e arg: parameter for isr handler function

e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

¢ handle: handle return from esp_intr_alloc.

esp_err_t i2c_isr_free (intr_handle_t handle)
to delete and free 12C isr.

Return

e ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error
Parameters

e handle: handle of isr.

esp_err_t i2c_set_pin (i2c_port_t i2c_num, int sda_io_num, int scl_io_num, bool sda_pullup_en, bool

scl_pullup_en, i2c_mode_t mode)
Configure GPIO signal for I2C sck and sda.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e 12c_num: I2C port number
¢ sda_io_num: GPIO number for I2C sda signal
¢ scl_io_num: GPIO number for I2C scl signal
* sda_pullup_en: Whether to enable the internal pullup for sda pin
* scl_pullup_en: Whether to enable the internal pullup for scl pin
¢ mode: I12C mode

i2c_cmd_handle_t i2c_cmd_link_create (void)
Create and init I2C command link.

Note Before we build I2C command link, we need to call i2c_cmd_link_create() to create a command link.
After we finish sending the commands, we need to call i2c_cmd_link_delete() to release and return the
resources.

Return i2c command link handler

void i2c_cmd_link_delete (i2c_cmd_handle_t cmd_handle)
Free I12C command link.

Note Before we build I2C command link, we need to call i2c_cmd_link_create() to create a command link.
After we finish sending the commands, we need to call i2c_cmd_link_delete() to release and return the
resources.

Parameters

e cmd_handle: I12C command handle

esp_err_t i2c_master_start (i2c_cmd_handle_t cmd_handle)
Queue command for I2C master to generate a start signal.

Note Only call this function in [2C master mode Call i2c_master_cmd_begin() to send all queued commands
Return

¢ ESP_OK Success

e ESP_ERR_INVALID ARG Parameter error
Parameters

e cmd_handle: I2C cmd link

esp_err_t i2c_master_write_byte (i2c_cmd_handle_t cmd_handle, uint8_t data, bool ack_en)
Queue command for I2C master to write one byte to I2C bus.

Note Only call this function in I2C master mode Call i2c_master_cmd_begin() to send all queued commands
Return

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
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Parameters
e cmd_handle: I2C cmd link
e data: I2C one byte command to write to bus
¢ ack_en: enable ack check for master

esp_err_t i2c_master_write (i2c_cmd_handle_t cmd_handle, uint8_t *data, size_t data_len, bool

ack_en)
Queue command for I2C master to write buffer to 12C bus.

Note Only call this function in I2C master mode Call i2c_master_cmd_begin() to send all queued commands
Note If the psram is enabled and intr_flag is ESP_INTR_FLAG_IRAM, please use the memory allocated
from internal RAM.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e cmd_handle: I2C cmd link
¢ data: data to send
Parameters
* data_len: datalength
¢ ack_en: enable ack check for master

esp_err_t i2c_master_read_byte (i2c_cmd_handle_t cmd_handle, uint8_t *data, i2c_ack_type_t ack)
Queue command for 12C master to read one byte from I12C bus.

Note Only call this function in I2C master mode Call i2c_master_cmd_begin() to send all queued commands
Note If the psram is enabled and intr_flag is ESP_INTR_FLAG_IRAM, please use the memory allocated
from internal RAM.
Return
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e cmd_handle: I2C cmd link
e data: pointer accept the data byte
Parameters
e ack: ack value for read command

esp_err_t i2c_master_read (i2c_cmd_handle_t cmd_handle, uint8_t *data, size_t data_len,
i2c_ack_type_t ack)
Queue command for I12C master to read data from 12C bus.

Note Only call this function in I2C master mode Call i2c_master_cmd_begin() to send all queued commands
Note If the psram is enabled and intr_flag is ESP_INTR_FLAG_TIRAM, please use the memory allocated
from internal RAM.
Return
e ESP_OK Success
« ESP_ERR_INVALID ARG Parameter error
Parameters
e cmd_handle: I2C cmd link
* data: data buffer to accept the data from bus
Parameters
e data_len: read data length
¢ ack: ack value for read command

esp_err_t i2c_master_stop (i2c_cmd_handle_t cmd_handle)
Queue command for I2C master to generate a stop signal.

Note Only call this function in I2C master mode Call i2c_master_cmd_begin() to send all queued commands
Return

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters
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¢ cmd_handle: I2C cmd link

esp_err_t i2c_master_cmd_begin (i2¢_port_t i2¢_num, i2c_cmd_handle_t cmd_handle, TickType_t

ticks_to_wait)
12C master send queued commands. This function will trigger sending all queued commands. The task will be

blocked until all the commands have been sent out. The I2C APIs are not thread-safe, if you want to use one
12C port in different tasks, you need to take care of the multi-thread issue.

Note Only call this function in I2C master mode
Return
e ESP_OK Success
« ESP_ERR_INVALID_ ARG Parameter error
e ESP_FAIL Sending command error, slave doesn’ t ACK the transfer.
e ESP_ERR_INVALID_STATE I2C driver not installed or not in master mode.
e ESP_ERR_TIMEOUT Operation timeout because the bus is busy.
Parameters
e i2c_num: I12C port number
¢ cmd_handle: I2C command handler
e ticks_to_wait: maximum wait ticks.

int i2c_slave_write_buffer (i2c_port t i2c_num, const uintd_t *data, int size, TickType_t

ticks_to_wait)
12C slave write data to internal ringbuffer, when tx fifo empty, isr will fill the hardware fifo from the internal

ringbuffer.

Note Only call this function in I2C slave mode
Return

¢ ESP_FAIL(-1) Parameter error

¢ Others(>=0) The number of data bytes that pushed to the I12C slave buffer.
Parameters

e 12c_num: I2C port number

* data: data pointer to write into internal buffer

e size: data size

* ticks_to_wait: Maximum waiting ticks

int i2c_slave_read_buffer (i2c_port t i2c_num, uint8_t *data, size_t max_size, TickType_t

ticks_to_wait)
12C slave read data from internal buffer. When I2C slave receive data, isr will copy received data from hardware

rx fifo to internal ringbuffer. Then users can read from internal ringbuffer.

Note Only call this function in I12C slave mode
Return

e ESP_FAIL(-1) Parameter error

¢ Others(>=0) The number of data bytes that read from 12C slave buffer.
Parameters

e i12c_num: I2C port number

e data: data pointer to accept data from internal buffer

e max_size: Maximum data size to read

e ticks_to_wait: Maximum waiting ticks

esp_err_t i2c_set_period (i2c_port_t i2¢c_num, int high_period, int low_period)
set I2C master clock period

Return
e ESP_OK Success
« ESP_ERR_INVALID ARG Parameter error
Parameters
e 12c_num: I2C port number
* high_period: clock cycle number during SCL is high level, high_period is a 14 bit value
* low_period: clock cycle number during SCL is low level, low_period is a 14 bit value

esp_err_t i2c_get_period (i2c_port_t i2¢c_num, int *high_period, int *low_period )
get I2C master clock period
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Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
* 12c_num: 12C port number
* high_period: pointer to get clock cycle number during SCL is high level, will get a 14 bit value
* low_period: pointer to get clock cycle number during SCL is low level, will get a 14 bit value

esp_err_t i2c_filter_enable (i2c_port_t i2c_num, uint8_t cyc_num)
enable hardware filter on I2C bus Sometimes the I2C bus is disturbed by high frequency noise(about 20ns),
or the rising edge of the SCL clock is very slow, these may cause the master state machine broken. enable
hardware filter can filter out high frequency interference and make the master more stable.

Note Enable filter will slow the SCL clock.
Return
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
Parameters
¢ i12c_num: I2C port number
e cyc_num: the APB cycles need to be filtered(O<= cyc_num <=7). When the period of a pulse is
less than cyc_num * APB_cycle, the I2C controller will ignore this pulse.

esp_err_t i2c_filter_disable (i2c_port_t i2c_num)
disable filter on I12C bus

Return

e ESP_OK Success

e ESP_ ERR_INVALID ARG Parameter error
Parameters

e i2c_num: I12C port number

esp_err_t i2c_set_start_timing (i2c_port_t i2c_num, int setup_time, int hold_time)
set I2C master start signal timing

Return
e ESP_OK Success
e« ESP_ERR_INVALID_ARG Parameter error
Parameters
e 12c_num: I2C port number
e setup_time: clock number between the falling-edge of SDA and rising-edge of SCL for start
mark, it” s a 10-bit value.
* hold_time: clock num between the falling-edge of SDA and falling-edge of SCL for start mark,
it’ s a 10-bit value.

esp_err_t i2c_get_start_timing (i2c_port_t i2c_num, int *setup_time, int *hold_time)
get I2C master start signal timing

Return

¢ ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error
Parameters

* 12c_num: 12C port number

* setup_time: pointer to get setup time

* hold_time: pointer to get hold time

esp_err_t i2c_set_stop_timing (i2c_port_t i2c_num, int setup_time, int hold_time)
set I2C master stop signal timing

Return

e ESP_OK Success

e« ESP_ERR_INVALID_ARG Parameter error
Parameters

* 12c_num: I2C port number
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e setup_time: clock num between the rising-edge of SCL and the rising-edge of SDA, it’ s a

10-bit value.
¢ hold_time: clock number after the STOP bit’ s rising-edge, it” s a 14-bit value.

esp_err_t i2c_get_stop_timing (i2c_port_t i2c_num, int *setup_time, int *hold_time)
get I2C master stop signal timing

Return

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters

e i2c_num: I12C port number

* setup_time: pointer to get setup time.

* hold_time: pointer to get hold time.

esp_err_t i2c_set_data_timing (i2c_port_t i2c_num, int sample_time, int hold_time)
set I2C data signal timing

Return

e ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error
Parameters

e 12c_num: I2C port number
sample_time: clock number I2C used to sample data on SDA after the rising-edge of SCL, it’

s a 10-bit value

hold_time: clock number I2C used to hold the data after the falling-edge of SCL, it’ s a 10-bit
value

esp_err_t i2c_get_data_timing (i2c_port_t i2¢c_num, int *sample_time, int *hold_time)

get I2C data signal timing

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: I12C port number
e sample_time: pointer to get sample time
* hold_time: pointer to get hold time

esp_err_t i2c_set_timeout (i2c_port_t i2c_num, int timeout)
set I2C timeout value

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e i2c_num: I12C port number
* timeout: timeout value for I2C bus (unit: APB 80Mhz clock cycle)

esp_err_t i2c_get_timeout (i2c_port_t i2c_num, int *timeout)
get I2C timeout value

Return
e ESP_OK Success
e« ESP_ERR_INVALID_ARG Parameter error

Parameters
e 12c_num: I2C port number
* timeout: pointer to get timeout value

esp_err_t i2c_set_data_mode (i2c_port_t i2¢c_num, i2c¢_trans_mode_t tx_trans_mode,
i2c_trans_mode_t rx_trans_mode)
set I2C data transfer mode

Return
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e ESP_OK Success

e« ESP_ERR_INVALID_ARG Parameter error
Parameters

e 12c_num: I2C port number

e tx_trans_mode: [12C sending data mode

e rx_trans_mode: I12C receving data mode

esp_err_t i2c_get_data_mode (i2c_port_t i2c_num, i2c¢_trans_mode_t *1x_trans_mode,

i2c_trans_mode_t *rx_trans_mode)
get I2C data transfer mode

Return
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
e 12c_num: I2C port number
* tx_trans_mode: pointer to get I2C sending data mode
* rx_trans_mode: pointer to get I2C receiving data mode

Macros
I2C_APB_CLK_FREQ

12C source clock is APB clock, 80MHz
I2C_NUM_0

12C port 0

I2C_NUM 1
12C port 1

I2C_NUM_MAX
12C port max

Type Definitions
typedef void *i2c_cmd_handle_t
12C command handle

Header File
* soc/include/hal/i2c_types.h

Structures
struct i2c_config_ t
12C initialization parameters.

Public Members
i2c_mode_t mode
12C mode

int sda_io_num
GPIO number for I2C sda signal

int scl_io_num
GPIO number for I12C scl signal

bool sda_pullup_en
Internal GPIO pull mode for I2C sda signal

bool scl_pullup_en
Internal GPIO pull mode for I12C scl signal
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uint32_t clk_speed
12C clock frequency for master mode, (no higher than 1MHz for now)

struct i2c_config_t::[anonymous]::[anonymous] master
12C master config

uint§_t addr_10bit_en
12C 10bit address mode enable for slave mode

uint16_t slave_addr
12C address for slave mode

struct i2c_config_t::[anonymous]::[anonymous] slave
12C slave config

Type Definitions
typedef inti2c_port_t
12C port number, can be I2C_NUM_0 ~ (I2C_NUM_MAX-1).

Enumerations
enum i2c_mode_t
Values:

I2C_MODE_SLAVE =0
12C slave mode

I2C_MODE_MASTER
12C master mode

I2C_MODE_MAX
enum i2c_rw_t
Values:

I2C_MASTER_WRITE =0
12C write data

I2C_MASTER_READ
12C read data

enum i2c_opmode_t
Values:

I2C_CMD_RESTART =
12C restart command

I2C_CMD_WRITE
12C write command

I2C_CMD_READ
12C read command

I12C_CMD_STOP
12C stop command

I2C_CMD_END
12C end command

enum i2c_trans_mode_t
Values:

I2C_DATA_MODE_MSB_FIRST =0
12C data msb first

I2C_DATA_MODE_LSB_FIRST = |
12C data Isb first
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I2C_DATA_MODE_MAX

enum i2c_addr_mode_t
Values:

I2C_ADDR_BIT _7=0
12C 7bit address for slave mode

I2C_ADDR_BIT_10
12C 10bit address for slave mode

I2C_ADDR_BIT_MAX

enum i2c_ack_type_t
Values:

I2C_MASTER_ACK = 0x0
12C ack for each byte read

I2C_MASTER_NACK = OxI
12C nack for each byte read

I2C_MASTER_LAST_ NACK = 0x2
I2C nack for the last byte

I2C_MASTER_ACK_MAX

enum i2c_sclk_t
Values:

I2C_SCLK_REF_TICK
12C source clock from REF_TICK

I2C_SCLK_APB
12C source clock from APB

3.2.7 128

Overview

12S (Inter-IC Sound) is a serial, synchronous communication protocol that is usually used for transmitting audio data
between two digital audio devices.

An I2S bus consists of the following lines:

¢ Bit clock line
¢ Channel select line
¢ Serial data line

Each I2S controller has the following features that can be configured using the I2S driver:

¢ QOperation as system master or slave

» Capable of acting as transmitter or receiver

* Dedicated DMA controller that allows for streaming sample data without requiring the CPU to copy each data
sample

Each controller can operate in half-duplex communication mode. Thus, the two controllers can be combined to
establish full-duplex communication.

1250 output can be routed directly to the digital-to-analog converter’ s (DAC) output channels (GPIO 25 & GPIO
26) to produce direct analog output without involving any external I12S codecs. 12S0 can also be used for transmitting
PDM (Pulse-density modulation) signals.

The 12S peripherals also support LCD mode for communicating data over a parallel bus, as used by some LCD
displays and camera modules. LCD mode has the following operational modes:

¢ LCD master transmitting mode
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¢ Camera slave receiving mode
* ADC/DAC mode

Note: For high accuracy clock applications, use the APLL_CLK clock source, which has the frequency range of 16
~ 128 MHz. You can enable the APLL_CLK clock source by setting i12s_config_t::use_apll to TRUE.

If i2s_config t::use_apll=TRUE and i2s_config t::fixed_mclk > 0, then the master clock
output frequency for I12S will be equal to the value of i2s_config t::fixed_mclk, which means that the
mclk frequency is provided by the user, instead of being calculated by the driver.

The clock rate of the word select line, which is called audio left-right clock rate (LRCK) here, is al-
ways the divisor of the master clock output frequency and for which the following is always true: 0 <
MCLK/LRCK/channels/bits_per_sample < 64.

Functional Overview
Installing the Driver Install the I2S driver by calling the function :cpp:func’i2s_driver_install” and passing the
following arguments:

¢ Port number
e The structure i 2s_config_t with defined communication parameters
* Event queue size and handle

Configuration example:

static const int i2s_num = 0; // i2s port number

static const i2s_config_t i2s_config = {
.mode = I2S_MODE_MASTER | I2S_MODE_TX,
.sample_rate = 44100,
.bits_per_sample = 16,
.channel_format = I2S_CHANNEL_FMT_RIGHT_LEFT,
.communication_format = I2S_COMM_FORMAT_STAND_IZ2S,
.intr_alloc_flags = 0, // default interrupt priority
.dma_buf_count = 8,
.dma_buf_len = 64,
.use_apll = false

bi

i2s_driver_install (I2S_NUM, &i2s_config, 0, NULL);

Setting Communication Pins Once the driver is installed, configure physical GPIO pins to which signals will be
routed. For this, call the function :cpp:func’i2s_set_pin" and pass the following arguments to it:

¢ Port number

e The structure 12s_pin_config_t defining the GPIO pin numbers to which the driver should route the
BCK, WS, DATA out, and DATA in signals. If you want to keep a currently allocated pin number for a
specific signal, or if this signal is unused, then pass the macro I2S_PIN_NO_CHANGE. See the example

below.

static const i2s_pin_config_ t pin_config = {
.bck_io_num = 26,
.Ws_io_num = 25,

.data_out_num = 22,
.data_in_num = I2S_PIN_NO_CHANGE
bi

i2s_set_pin(i2s_num, &pin_configqg);
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Running 12S Communication To perform a transmission:

* Prepare the data for sending
e Call the function 12s_write () and pass the data buffer address and data length to it

The function will write the data to the I2S DMA Tx buffer, and then the data will be transmitted automatically.

i2s_write (I2S_NUM, samples_data, ((bits+8)/16)*SAMPLE_PER_CYCLE*4, &i2s_bytes_
—write, 100);

To retrieve received data, use the function 12s_read (). It will retrieve the data from the I12S DMA Rx buffer,
once the data is received by the I2S controller.

You can temporarily stop the I2S driver by calling the function i 2s_stop (), which will disable the 12S Tx/Rx
units until the function i1 2s_start () is called. If the function :cpp:func’i2s_driver_install® is used, the driver will
start up automatically eliminating the need to call 12s_start ().

Deleting the Driver If the established communication is no longer required, the driver can be removed to free
allocated resources by calling 1 2s_driver_uninstall ().

Application Example

A code example for the I2S driver can be found in the directory peripherals/i2s.

In addition, there are two short configuration examples for the 12S driver.

I2S configuration

#include "driver/iZ2s.h"
#include "freertos/queue.h"

static const int i2s_num = 0; // i2s port number

static const i2s_config_t i2s_config = {
.mode = I2S_MODE_MASTER | I2S_MODE_TX,
.sample_rate = 44100,
.bits_per_sample = 16,
.channel_ format = I2S_CHANNEL_FMT_RIGHT_LEFT,
.communication_format = I2S_COMM_FORMAT_STAND_I2S,
.intr_alloc_flags = 0, // default interrupt priority
.dma_buf_count = 8,
.dma_buf_len = 64,
.use_apll = false

bi

static const i2s_pin_config_t pin_config = {
.bck_io_num = 26,
.WsS_io_num = 25,
.data_out_num = 22,
.data_in_num = I2S_PIN_NO_CHANGE
bi

i2s_driver_install (i2s_num, &i2s_config, 0, NULL); //install and start 1i2s.
—~driver

i2s_set_pin(i2s_num, &pin_confiqg);
i2s_set_sample_rates (i2s_num, 22050); //set sample rates

i2s_driver_uninstall (i2s_num); //stop & destroy i2s driver
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Configuring I2S to use internal DAC for analog output

#include "driver/i2s.h"
#include "freertos/queue.h"”

static const int i2s_num = 0; // i2s port number

static const i2s_config_t i2s_config = {

bi

.mode = I2S_MODE_MASTER | I2S_MODE_TX | I2S_MODE_DAC_BUILT_IN,

.sample_rate = 44100,

.bits_per_sample = 16, /* the DAC module will only take the 8bits from MSB */
.channel_format = I2S_CHANNEL_FMT_RIGHT_LEFT,

.intr_alloc_flags = 0, // default interrupt priority

.dma_buf_count = 8,

.dma_buf_len = 64,

.use_apll = false

i2s_driver_install (i2s_num, &i2s_config, 0, NULL); //install and start 1i2s.

—~driver

i2s_set_pin(i2s_num, NULL); //for internal DAC, this will enable both of the.

—internal channels

//You can call i2s_set_dac_mode to set built-in DAC output mode.
//12s_set_dac_mode (I2S_DAC_CHANNEI_BOTH_EN) ;

i2s_set_sample_rates (i2s_num, 22050); //set sample rates
i2s_driver_uninstall (i2s_num); //stop & destroy i2s driver
API Reference
Header File

¢ driver/include/driver/i2s.h

Functions
esp_err_t i2s_set_pin (i2s_port_t i2s_num, const i2s_pin_config_t *pin)

Set I12S pin number.

Inside the pin configuration structure, set [2S_PIN_NO_CHANGE for any pin where the current configuration
should not be changed.

Note The I2S peripheral output signals can be connected to multiple GPIO pads. However, the 12S peripheral
input signal can only be connected to one GPIO pad.
Parameters
e i12s_num: I2S_NUM_0 or I2S_NUM_1
* pin: I2S Pin structure, or NULL to set 2-channel 8-bit internal DAC pin configuration (GP1I025
& GPI1026)

Note if *pin is set as NULL, this function will initialize both of the built-in DAC channels by default. if
you don’ t want this to happen and you want to initialize only one of the DAC channels, you can call
i2s_set_dac_mode instead.

Return

e ESP_OK Success
« ESP_ERR_INVALID_ ARG Parameter error
e ESP_FAIL IO error
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esp_err_t i2s_set_dac_mode (i2s_dac_mode_t dac_mode)
Set I2S dac mode, 12S built-in DAC is disabled by default.

Note Built-in DAC functions are only supported on 1250 for current ESP32 chip. If either of the built-in DAC
channel are enabled, the other one can not be used as RTC DAC function at the same time.
Return
¢ ESP_OK Success
e« ESP_ERR_INVALID_ARG Parameter error
Parameters
* dac_mode: DAC mode configurations - see i2s_dac_mode_t

esp_err_t i2s_driver_install (i2s_port_t i2s_num, const i2s_config_t *i2s_config, int queue_size,
void *i2s_queue)
Install and start I2S driver.

This function must be called before any I2S driver read/write operations.

Parameters
e i2s_num: [2S_NUM_0, I2S_NUM_1
e i2s_config: I2S configurations - see i2s_config_t struct
e queue_size: I2S event queue size/depth.
* 12s_queue: 125 event queue handle, if set NULL, driver will not use an event queue.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_ERR_NO_MEM Out of memory

esp_err_t i2s_driver_uninstall (i2s_port_t i2s_num)
Uninstall I2S driver.

Return

e ESP_OK Success

e« ESP_ERR_INVALID_ARG Parameter error
Parameters

e i2s_num: I2S_NUM_0, I2S_NUM_1

esp_err_t i2s_write (i2s_port_t i2s_num, const void *src, size_t size, size_t *bytes_written, TickType_t

ticks_to_wait)
Write data to I12S DMA transmit buffer.

Return

e ESP_OK Success

« ESP_ERR_INVALID ARG Parameter error
Parameters

e i2s_num: I12S_NUM_O0, I2S_NUM_1

e src: Source address to write from

* size: Size of data in bytes

e [out] bytes_written: Number of bytes written, if timeout, the result will be less than the
size passed in.

e ticks_to_wait: TX buffer wait timeout in RTOS ticks. If this many ticks pass without space
becoming available in the DMA transmit buffer, then the function will return (note that if the data
is written to the DMA buffer in pieces, the overall operation may still take longer than this timeout.)
Pass portMAX_DELAY for no timeout.

esp_err_t i2s_write_expand (i2s_port_t i2s_num, const void *src, size_t size, size_t src_bits, size_t
aim_bits, size_t *bytes_written, TickType_t ficks_to_wait)
Write data to I2S DMA transmit buffer while expanding the number of bits per sample. For example, expanding
16-bit PCM to 32-bit PCM.

Format of the data in source buffer is determined by the I2S configuration (see i2s_config_t).

Parameters
e i2s_num: I2S_NUM_O0, I2S_NUM_1
e src: Source address to write from
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* size: Size of data in bytes

e src_bits: Source audio bit

* aim_bits: Bit wanted, no more than 32, and must be greater than src_bits

* [out] bytes_written: Number of bytes written, if timeout, the result will be less than the
size passed in.

e ticks_to_wait: TX buffer wait timeout in RTOS ticks. If this many ticks pass without space
becoming available in the DMA transmit buffer, then the function will return (note that if the data
is written to the DMA buffer in pieces, the overall operation may still take longer than this timeout.)
Pass portMAX_DELAY for no timeout.

Return
e ESP_OK Success
e« ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2s_read (i2s_port_t i2s_num, void *dest, size_t size, size_t *bytes_read, TickType_t
ticks_to_wait)
Read data from 12S DMA receive buffer.
Note If the built-in ADC mode is enabled, we should call i2s_adc_enable and i2s_adc_disable around the
whole reading process, to prevent the data getting corrupted.
Return
e ESP_OK Success
« ESP_ERR_INVALID_ ARG Parameter error
Parameters

e i2s_num: [2S_NUM_O0, I2S_NUM_1

¢ dest: Destination address to read into

* size: Size of data in bytes

e [out] bytes_read: Number of bytes read, if timeout, bytes read will be less than the size
passed in.

e ticks_to_wait: RX buffer wait timeout in RTOS ticks. If this many ticks pass without bytes
becoming available in the DMA receive buffer, then the function will return (note that if data is read
from the DMA buffer in pieces, the overall operation may still take longer than this timeout.) Pass
portMAX_DELAY for no timeout.

esp_err_t i2s_set_sample_rates (i2s_port_t i2s_num, uint32_t rate)
Set sample rate used for 12S RX and TX.

The bit clock rate is determined by the sample rate and i2s_config_t configuration parameters (number of
channels, bits_per_sample).

bit_clock = rate * (number of channels) * bits_per_sample

Return
¢ ESP_OK Success
e ESP_ ERR_INVALID ARG Parameter error
e ESP_ERR_NO_MEM Out of memory
Parameters
e i12s_num: I2S_NUM_O0, I2S_NUM_1
* rate: I2S sample rate (ex: 8000, 44100---)

esp_err_t 12s_stop (i2s_port_t i2s_num)
Stop 128 driver.

There is no need to call i2s_stop() before calling i2s_driver_uninstall().
Disables 12S TX/RX, until i2s_start() is called.

Return

* ESP_OK Success

e« ESP_ERR_INVALID_ARG Parameter error
Parameters

e i2s_num: I2S_NUM_0, I2S_NUM_1
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esp_err_t i2s_start (i2s_port_t i2s_num)
Start I12S driver.

It is not necessary to call this function after i2s_driver_install() (it is started automatically), however it is

necessary to call it after i2s_stop().

Return

¢ ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error
Parameters

e i2s_num: [2S_NUM_0, I2S_NUM_1

esp_err_t i2s_zero_dma_buffer (i2s_port_t i2s_num)
Zero the contents of the TX DMA buffer.

Pushes zero-byte samples into the TX DMA buffer, until it is full.

Return

e ESP_OK Success

e« ESP_ERR_INVALID_ARG Parameter error
Parameters

e i2s_num: I2S_NUM_O0, I2S_NUM_1

esp_err_t i2s_set_clk (i2s_port_t i2s_num, wint32_t rate, i2s_bits_per_sample_t bits, i2s_channel_t ch)

Set clock & bit width used for I2S RX and TX.
Similar to i2s_set_sample_rates(), but also sets bit width.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_ERR_NO_MEM Out of memory
Parameters
e i2s_num: [2S_NUM_0, I2S_NUM_1
* rate: I2S sample rate (ex: 8000, 44100---)

e bits: I2S bit width (I2S_BITS_PER_SAMPLE_16BIT, 12S_BITS_PER_SAMPLE_24BIT,

12S_BITS_PER_SAMPLE_32BIT)

e ch: I2S channel, 12S_CHANNEL_MONO, 12S_CHANNEL_STEREO)

float i2s_get_clk (i2s_port_t i2s_num)
get clock set on particular port number.

Return
* actual clock set by i2s driver

Parameters
e i2s_num: I12S_NUM_O0, I2S_NUM_1

Macros
I2S_PIN_NO_CHANGE
Use in i2s_pin_config_t for pins which should not be changed

Type Definitions
typedef intr_handle_t i2s_isr_ handle_t

Header File
* soc/include/hal/i2s_types.h

Structures
struct i2s_config_t
12S configuration parameters for i2s_param_config function.

Espressif Systems 205
Submit Document Feedback

Release v4.2-betal


https://github.com/espressif/esp-idf/blob/v4.2-beta1/components/soc/include/hal/i2s_types.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

Public Members

i2s_mode_t mode
12S work mode

int sample_rate
12S sample rate

i2s_bits_per_sample_t bits_per_sample
I12S bits per sample

i2s_channel_fmt_t channel_format
12S channel format

i2s_comm_format_t communication_format
12S communication format

intintr_alloc_flags
Flags used to allocate the interrupt. One or multiple (ORred) ESP_INTR_FLAG_* values. See
esp_intr_alloc.h for more info

int dma_buf_count
12S DMA Buffer Count

int dma_buf_len
12S DMA Buffer Length

bool use_apll
12S using APLL as main I2S clock, enable it to get accurate clock

bool tx_desc_auto_clear
I12S auto clear tx descriptor if there is underflow condition (helps in avoiding noise in case of data un-
availability)

int fixed_mclk
I12S using fixed MCLK output. If use_apll = true and fixed_mclk > 0, then the clock output for i2s is
fixed and equal to the fixed_mclk value.
struct i2s_event_t
Event structure used in I2S event queue.

Public Members
i2s_event_type_t type
12S event type

size_t size
12S data size for I2S_DATA event

struct i2s_pin_config_t
12S pin number for i2s_set_pin.

Public Members
int bck_io_num
BCK in out pin

intws_io_num
WS in out pin
int data_out_num
DATA out pin

int data_in_num
DATA in pin
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Enumerations
enum i2s_port_t
12S port number, the max port number is (I2S_NUM_MAX -1).

Values:

I2S_NUM 0=0
12S port 0
I2S_NUM_MAX
I2S port max
enum i2s_bits_per_sample_t
12S bit width per sample.

Values:

I2S_BITS_PER_SAMPLE_S8BIT = §
12S bits per sample: 8-bits

I2S_BITS_PER_SAMPLE_16BIT =16
12S bits per sample: 16-bits

I2S_BITS_PER_SAMPLE_24BIT =24
12S bits per sample: 24-bits

I2S_BITS_PER_SAMPLE_32BIT =32
12S bits per sample: 32-bits

enum i2s_channel_t
12S channel.

Values:

I2S_CHANNEL_MONO = |
12S 1 channel (mono)

I2S_CHANNEL_STEREO =2
12S 2 channel (stereo)

enum i2s_comm_format_t
I12S communication standard format.

Values:

I2S_COMM_FORMAT_STAND_I2S =0X01
12S communication 125 Philips standard, data launch at second BCK

I2S_COMM_FORMAT_STAND_MSB = 0X03
I2S communication MSB alignment standard, data launch at first BCK

I2S_COMM_FORMAT_ STAND_PCM_SHORT = 0x04
PCM Short standard

I2S_COMM_FORMAT STAND_PCM_LONG = 0x0C
PCM Long standard

I2S_COMM_FORMAT STAND_MAX
standard max

I2S_COMM_FORMAT_ 1I2S =0x01
I2S communication format I12S, correspond to I2S_COMM_FORMAT_STAND_I2S

I2S_COMM_FORMAT_I2S_MSB = 0x01
12S format MSB, (I12S_COMM_FORMAT_I2S 12S_COMM_FORMAT_I2S_MSB) correspond to
I2S_COMM_FORMAT_STAND_I2S

I2S_COMM_FORMAT_ I2S_LSB = 0x02
12S format LSB, (I2S_COMM_FORMAT_I2S 12S_COMM_FORMAT_I2S_LSB) correspond to
I2S_COMM_FORMAT_STAND_MSB
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I2S_COMM_FORMAT_PCM = 0x04
12S communication format PCM, correspond to I2S_COMM_FORMAT_STAND_PCM_SHORT

I2S_COMM_FORMAT PCM_SHORT = 0x04
PCM Short, I1I2S_COMM_FORMAT_PCM | I2S_COMM_FORMAT_PCM_SHORT) correspond to
I2S_COMM_FORMAT_STAND_PCM_SHORT

I2S_COMM_FORMAT PCM_LONG = 0x08
PCM Long, (I2S_COMM_FORMAT_PCM | 12S_COMM_FORMAT_PCM_LONG) correspond to
I2S_COMM_FORMAT_STAND_PCM_LONG

enum i2s_channel_fmt_t
12S channel format type.

Values:

I2S_CHANNEL_FMT RIGHT LEFT = 0x00
I12S_CHANNEL_FMT_ALL_RIGHT
I2S_CHANNEL_FMT_ALL_LEFT
I12S_CHANNEL_FMT_ONLY_RIGHT
I2S_CHANNEL_FMT_ONLY_LEFT

enum i2s_mode_t
12S Mode, defaut is 2S_MODE_MASTER | 12S_MODE_TX.

Note PDM and built-in DAC functions are only supported on 1250 for current ESP32 chip.
Values:

I2S_MODE_MASTER = |
Master mode

I2S_MODE_SLAVE =2
Slave mode

I2S_MODE_TX =4
TX mode

I2S_MODE_RX =8
RX mode

enum i2s_clock_src_t
12S source clock.

Values:

I2S_CLK_D2CLK =0
Clock from PLL_D2_CLK(160M)

I2S_CLK_APLL
Clock from APLL

enum i2s_event_type_t
12S event types.

Values:
I12S_EVENT_DMA_ERROR

I2S_EVENT_TX_DONE
12S DMA finish sent 1 buffer

12S_EVENT_RX_DONE
12S DMA finish received 1 buffer

I2S_EVENT_MAX
12S event max index

Espressif Systems 208 Release v4.2-betal
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

enum i2s_dac_mode_t
12S DAC mode for i2s_set_dac_mode.

Note PDM and built-in DAC functions are only supported on I2S0 for current ESP32 chip.
Values:

I2S_DAC_CHANNEIL_DISABLE =0
Disable 12S built-in DAC signals

I2S_DAC_CHANNEIL_RIGHT EN =1
Enable 1285 built-in DAC right channel, maps to DAC channel 1 on GP1025

I2S_DAC_CHANNEIL_LEFT_EN =2
Enable 12S built-in DAC left channel, maps to DAC channel 2 on GPI026

I2S_DAC_CHANNEL_BOTH_EN = 0x3
Enable both of the I12S built-in DAC channels.

I2S_DAC_CHANNEIL_MAX = Ox4
12S built-in DAC mode max index

3.2.8 LED Control

Introduction

The PWM controller can automatically increase or decrease the duty cycle gradually, allowing for fades without any
processor interference.

Functionality Overview

1. Configure Timer by specifying the PWM signal’ s frequency and duty cycle resolution.

2. Configure Channel by associating it with the timer and GPIO to output the PWM signal.

3. Change PWM Signal that drives the output in order to change LED’ s intensity. This can be done under the
full control of software or with hardware fading functions.

As an optional step, it is also possible to set up an interrupt on the fade end.

: Speed Mode

Y
Y

LED

Channel

Timer .

! GPIO

-
.
-
B
>
-

PWM Frequency

(Divide Number)

Duty Resolution

PWM Duty

Fade Control
Interrupt

ESP32 - LED PWM Controller

Fig. 9: Key Settings of LED PWM Controller’ s API
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Configure Timer Setting the timer is done by calling the function ledc_timer_config () and passing to it
a data structure ledc_timer_config_t that contains the following configuration settings:

The frequency and the duty resolution are interdependent. The higher the PWM frequency, the lower duty resolution
is available, and vice versa. This relationship might be important if you are planning to use this API for purposes
other than changing the intensity of LEDs. For more details, see Section Supported Range of Frequency and Duty
Resolutions.

Configure Channel When the timer is set up, configure a selected channel (one out of 1edc_channel_t). This
is done by calling the function ledc_channel_config().

Similar to the timer configuration, the channel setup function should be passed a structure
ledc_channel_config_t that contains the channel’ s configuration parameters.

At this point, the channel should start operating and generating the PWM signal on the selected GPIO, as configured
in ledc_channel_config_t, with the frequency specified in the timer settings and the given duty cycle. The
channel operation (signal generation) can be suspended at any time by calling the function 1edc_stop ().

Change PWM Signal Once the channel starts operating and generating the PWM signal with the constant duty
cycle and frequency, there are a couple of ways to change this signal. When driving LEDs, primarily the duty cycle
is changed to vary the light intensity.

The following two sections describe how to change the duty cycle using software and hardware fading. If required,
the signal’ s frequency can also be changed; it is covered in Section Change PWM Frequency.

Change PWM Duty Cycle Using Software To set the duty cycle, use the dedicated function
ledc_set_duty (). After that, call ledc_update_duty () to activeate the changes. To check the
currently set value, use the corresponding _get__ function ledc_get_duty ().

Another way to set the duty cycle, as well as some other channel parameters, is by calling
ledc_channel_config () covered in Section Configure Channel.

The range of the duty cycle values passed to functions depends on selected duty_resolution and should be
from 0 to (2 ** duty_resolution) - 1. Forexample, if the selected duty resolution is 10, then the duty
cycle values can range from O to 1023. This provides the resolution of ~0.1%.

Change PWM Duty Cycle using Hardware The LEDC hardware provides the means to gradually transition from
one duty cycle value to another. To use this functionality, enable fading with ledc_fade_func_install ()
and then configure it by calling one of the available fading functions:

e ledc_set_fade_with_time ()
e ledc_set_fade_with_step()
e Jedc_set_fade ()

Finally start fading with 1edc_fade_start ().

If not required anymore, fading and an associated interrupt can be disabled with
ledc_fade_ func_uninstall ().

Change PWM Frequency The LEDC API provides several ways to change the PWM frequency “on the fly” :

* Set the frequency by calling ledc_set_freqg (). There is a corresponding function ledc_get_freqg()
to check the current frequency.

¢ Change the frequency and the duty resolution by calling ledc_bind_channel_timer () to bind some
other timer to the channel.

¢ Change the channel’ s timer by calling 1edc_channel_config().
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More Control Over PWM There are several lower level timer-specific functions that can be used to change PWM
settings:

e ledc_timer_set ()

e Jedc_timer_ rst ()

e ledc_timer_pause ()
e Jedc_timer_resume ()

The first two functions are called “behind the scenes” by Iedc_channel_config () to provide a startup of a
timer after it is configured.

Use Interrupts When configuring an LEDC channel, one of the parameters selected within
ledc_channel_config_tis ledc_intr_type_t which triggers an interrupt on fade completion.

For registration of a handler to address this interrupt, call ledc_isr_register ().

LEDC High and Low Speed Mode
Supported Range of Frequency and Duty Resolutions

The LED PWM Controller is designed primarily to drive LEDs. It provides a wide resolution for PWM duty cycle
settings. For instance, the PWM frequency of 5 kHz can have the maximum duty resolution of 13 bits. It means that
the duty can be set anywhere from O to 100% with a resolution of ~0.012% (2 ** 13 = 8192 discrete levels of the
LED intensity).

The LEDC can be used for generating signals at much higher frequencies that are sufficient enough to clock other
devices, e.g., a digital camera module. In this case, the maximum available frequency is 40 MHz with duty resolution
of 1 bit. This means that the duty cycle is fixed at 50% and cannot be adjusted.

The LEDC API is designed to report an error when trying to set a frequency and a duty resolution that exceed the
range of LEDC’ s hardware. For example, an attempt to set the frequency to 20 MHz and the duty resolution to 3
bits will result in the following error reported on a serial monitor:

E (196) ledc: requested frequency and duty resolution cannot be achieved, try.
—reducing freq_hz or duty_resolution. div_param=128

In such a situation, either the duty resolution or the frequency must be reduced. For example, setting the duty
resolution to 2 will resolve this issue and will make it possible to set the duty cycle at 25% steps, i.e., at 25%, 50%
or 75%.

The LEDC driver will also capture and report attempts to configure frequency / duty resolution combinations that are
below the supported minimum, e.g.:

E (196) ledc: requested frequency and duty resolution cannot be achieved, try.
—increasing freq_hz or duty_resolution. div_param=128000000

The duty resolution is normally set using ledc_timer_bit_t. This enumeration covers the range from 10 to 15
bits. If a smaller duty resolution is required (from 10 down to 1), enter the equivalent numeric values directly.

Application Example

The LEDC change duty cycle and fading control example: peripherals/ledc.

API Reference

Header File

¢ driver/include/driver/ledc.h
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Functions

esp_err_t ledc_channel_config (const ledc_channel_config_t *ledc_conf')
LEDC channel configuration Configure LEDC channel with the given channel/output
gpio_num/interrupt/source timer/frequency(Hz)/LEDC duty resolution.

Return
¢ ESP_OK Success
e« ESP_ERR_INVALID_ARG Parameter error
Parameters
* ledc_conf: Pointer of LEDC channel configure struct
esp_err_t ledc_timer_config (const ledc_timer_config_t *timer_conf’)
LEDC timer configuration Configure LEDC timer with the given source timer/frequency(Hz)/duty_resolution.

Return
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the current
duty_resolution.
Parameters
e timer_conf: Pointer of LEDC timer configure struct

esp_err_t lede_update_duty (ledc_mode_t speed_mode, ledc_channel_t channel)
LEDC update channel parameters.

Note Call this function to activate the LEDC updated parameters. After ledc_set_duty, we need to call this
function to update the settings.

Note ledc_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API
is ledc_set_duty_and_update

Return

¢ ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
¢ speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ channel: LEDC channel (0-7), select from ledc_channel_t

esp_err_t ledc_set_pin (int gpio_num, ledc_mode_t speed_mode, ledc_channel_t ledc_channel)
Set LEDC output gpio.

Return
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
* gpio_num: The LEDC output gpio
¢ speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ ledc_channel: LEDC channel (0-7), select from ledc_channel_t

esp_err_t ledc_stop (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t idle_level)
LEDC stop. Disable LEDC output, and set idle level.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
¢ speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ channel: LEDC channel (0-7), select from ledc_channel_t
e idle_level: Set output idle level after LEDC stops.

esp_err_t ledc_set_freq (ledc_mode_t speed_mode, ledc_timer_t timer_num, uint32_t freq_hz)
LEDC set channel frequency (Hz)
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Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
» ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the current
duty_resolution.
Parameters
¢ speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
e timer_num: LEDC timer index (0-3), select from ledc_timer_t
e freqg hz: Set the LEDC frequency

uint32_t ledc_get_freq (ledc_mode_t speed_mode, ledc_timer_t timer_num)
LEDC get channel frequency (Hz)

Return
¢ ( error
¢ Others Current LEDC frequency
Parameters
¢ speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
e timer_num: LEDC timer index (0-3), select from ledc_timer_t

esp_err_t lede_set_duty_with_hpoint (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t

duty, uint32_t hpoint)
LEDC set duty and hpoint value Only after calling ledc_update_duty will the duty update.

Note ledc_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API
is ledc_set_duty_and_update

Note If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Return

e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
Parameters
* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ channel: LEDC channel (0-7), select from ledc_channel_t
* duty: Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution)]
e hpoint: Set the LEDC hpoint value(max: Oxfffff)

int lede_get_hpoint (ledc_mode_t speed_mode, ledc_channel_t channel)
LEDC get hpoint value, the counter value when the output is set high level.

Return
 LEDC_ERR_VAL if parameter error
¢ Others Current hpoint value of LEDC channel
Parameters
¢ speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ channel: LEDC channel (0-7), select from ledc_channel_t

esp_err_t lede_set_duty (ledc_mode_t speed_mode, ledc_channel_t channel, vint32_t duty)
LEDC set duty This function do not change the hpoint value of this channel. if needed, please call
ledc_set_duty_with_hpoint. only after calling ledc_update_duty will the duty update.

Note ledc_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API
is ledc_set_duty_and_update.

Note If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Return
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e ESP_OK Success
e« ESP_ERR_INVALID_ARG Parameter error
Parameters
* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ channel: LEDC channel (0-7), select from ledc_channel_t
e duty: Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution)]

uint32_t ledc_get_duty (ledc_mode_t speed_mode, ledc_channel_t channel)
LEDC get duty.

Return
« LEDC_ERR_DUTY if parameter error
¢ Others Current LEDC duty
Parameters
* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ channel: LEDC channel (0-7), select from ledc_channel_t

esp_err_t ledc_set_fade (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty,
ledc_duty_direction_t  fade_direction,  uint32_t step_num,  uint32_t

duty_cycle_num, uint32_t duty_scale)
LEDC set gradient Set LEDC gradient, After the function calls the ledc_update_duty function, the function

can take effect.

Note If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.
Return
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
Parameters
e speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ channel: LEDC channel (0-7), select from ledc_channel_t
e duty: Set the start of the gradient duty, the range of duty setting is [0, (2**duty_resolution)]
e fade_direction: Set the direction of the gradient
* step_num: Set the number of the gradient
e duty_cycle_num: Set how many LEDC tick each time the gradient lasts
* duty_scale: Set gradient change amplitude

esp_err_t lede_isr_register (void (*fn)) void *
, void *arg, int intr_alloc_flags, ledc_isr_handle_t *handleRegister LEDC interrupt handler, the handler is an
ISR. The handler will be attached to the same CPU core that this function is running on.

Return
¢ ESP_OK Success
¢ ESP_ERR_INVALID_ARG Function pointer error.
Parameters
e fn: Interrupt handler function.
¢ arg: User-supplied argument passed to the handler function.
e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
e handle: Pointer to return handle. If non-NULL, a handle for the interrupt will be returned here.

esp_err_t ledc_timer_set (ledc_mode_t speed_mode, ledc_timer_t timer_sel, uint32_t clock_divider,

uint32_t duty_resolution, ledc_clk_src_t clk_src)
Configure LEDC settings.

Return

¢ (-1) Parameter error

¢ Other Current LEDC duty
Parameters
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* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.

e timer_sel: Timer index (0-3), there are 4 timers in LEDC module

e clock_divider: Timer clock divide value, the timer clock is divided from the selected clock
source

e duty_resolution: Resolution of duty setting in number of bits. The range of duty values is
[0, (2**duty_resolution)]

e clk_src: Select LEDC source clock.

esp_err_t lede_timer_rst (ledc_mode_t speed_mode, ledc_timer_t timer_sel)
Reset LEDC timer.

Return
e« ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
Parameters
¢ speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
e timer_sel: LEDC timer index (0-3), select from ledc_timer_t

esp_err_t ledc_timer_pause (ledc_mode_t speed_mode, ledc_timer_t timer_sel)
Pause LEDC timer counter.

Return
e« ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
Parameters
* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
e timer_sel: LEDC timer index (0-3), select from ledc_timer_t

esp_err_t ledc_timer_resume (ledc_mode_t speed_mode, ledc_timer_t timer_sel)
Resume LEDC timer.

Return
« ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_OK Success
Parameters
* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
e timer_sel: LEDC timer index (0-3), select from ledc_timer_t

esp_err_t ledc_bind_channel_timer (ledc_mode_t  speed_mode, ledc_channel_t  channel,

ledc_timer_t timer_sel)
Bind LEDC channel with the selected timer.

Return
e« ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
¢ speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ channel: LEDC channel index (0-7), select from ledc_channel_t
e timer_sel: LEDC timer index (0-3), select from ledc_timer_t

esp_err_t ledc_set_fade_with_step (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t

target_duty, uint32_t scale, uint32_t cycle_num)
Set LEDC fade function.

Note Call ledc_fade_func_install() once before calling this function. Call ledc_fade_start() after this to start
fading.

Note ledc_set_fade_with_step, ledc_set_fade_with_time and ledc_fade_start are not thread-safe, do not call
these functions to control one LEDC channel in different tasks at the same time. A thread-safe version
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of APl is ledc_set_fade_step_and_start
Note If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.
Return
e ESP_ERR_INVALID ARG Parameter error
* ESP_OK Success
e« ESP_ERR_INVALID_STATE Fade function not installed.
e ESP_FAIL Fade function init error
Parameters
* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode. ,
¢ channel: LEDC channel index (0-7), select from ledc_channel_t
e target_duty: Target duty of fading [0, (2**duty_resolution) - 1]
* scale: Controls the increase or decrease step scale.
* cycle_num: increase or decrease the duty every cycle_num cycles

esp_err_t ledc_set_fade_with_time (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t

target_duty, int max_fade_time_ms)
Set LEDC fade function, with a limited time.

Note Call ledc_fade_func_install() once before calling this function. Call ledc_fade_start() after this to start
fading.

Note ledc_set_fade_with_step, ledc_set_fade_with_time and ledc_fade_start are not thread-safe, do not call
these functions to control one LEDC channel in different tasks at the same time. A thread-safe version
of APl is ledc_set_fade_step_and_start

Note If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Return

e ESP_ERR_INVALID ARG Parameter error
« ESP_OK Success
e« ESP_ERR_INVALID_STATE Fade function not installed.
e ESP_FAIL Fade function init error
Parameters
* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode. ,
¢ channel: LEDC channel index (0-7), select from ledc_channel_t
e target_duty: Target duty of fading.( O - (2 ** duty_resolution - 1)))
* max_fade_time_ms: The maximum time of the fading ( ms ).

esp_err_t lede_fade_func_install (int intr_alloc_flags)
Install LEDC fade function. This function will occupy interrupt of LEDC module.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE Fade function already installed.
Parameters
e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

void ledc_fade_func_uninstall (void)
Uninstall LEDC fade function.

esp_err_t lede_fade_start (ledc_mode_t speed_mode, ledc_channel_t channel, ledc_fade_mode_t

fade_mode)
Start LEDC fading.

Note Call ledc_fade_func_install() once before calling this function. Call this API right after
ledc_set_fade_with_time or ledc_set_fade_with_step before to start fading.
Note If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.
Return
¢ ESP_OK Success
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e ESP_ERR_INVALID_STATE Fade function not installed.
e« ESP_ERR_INVALID_ARG Parameter error.
Parameters
* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
e channel: LEDC channel number
¢ fade_mode: Whether to block until fading done.

esp_err_t ledc_set_duty_and_update (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t
duty, uint32_t hpoint)
A thread-safe API to set duty for LEDC channel and return when duty updated.

Note If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.
Parameters
* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ channel: LEDC channel (0-7), select from ledc_channel_t
e duty: Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution)]
* hpoint: Set the LEDC hpoint value(max: Oxffftf)

esp_err_t ledc_set_fade_time_and_start (ledc_mode_t speed_mode, ledc_channel_t channel,
uint32_t target_duty, uint32_t max_fade_time_ms,

ledc_fade_mode_t fade_mode)
A thread-safe API to set and start LEDC fade function, with a limited time.

Note Call ledc_fade_func_install() once, before calling this function.
Note If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.
Return
e ESP_ERR_INVALID ARG Parameter error
e ESP_OK Success
e ESP_ERR_INVALID_STATE Fade function not installed.
e ESP_FAIL Fade function init error
Parameters
* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ channel: LEDC channel index (0-7), select from ledc_channel_t
e target_duty: Target duty of fading.( O - (2 ** duty_resolution - 1)))
* max_fade_time_ms: The maximum time of the fading ( ms ).
* fade_mode: choose blocking or non-blocking mode

esp_err_t ledc_set_fade_step_and_start (ledc_mode_t speed_mode, ledc_channel_t channel,
uint32_t target_duty, uint32_t scale, uint32_t cy-

cle_num, ledc_fade_mode_t fade_mode)
A thread-safe API to set and start LEDC fade function.

Note Call ledc_fade_func_install() once before calling this function.
Note If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.
Return
e« ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
e ESP_ERR_INVALID_STATE Fade function not installed.
¢« ESP_FAIL Fade function init error
Parameters
* speed_mode: Select the LEDC channel group with specified speed mode. Note that not all targets
support high speed mode.
¢ channel: LEDC channel index (0-7), select from ledc_channel_t
* target_duty: Target duty of fading [0, (2**duty_resolution) - 1]
¢ scale: Controls the increase or decrease step scale.
e cycle_num: increase or decrease the duty every cycle_num cycles
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¢ fade_mode: choose blocking or non-blocking mode

Macros
LEDC_APB_CLK_HZ
LEDC_REF_CLK_HZ

LEDC_ERR_DUTY

LEDC_ERR_VAL

Type Definitions
typedef intr_handle_t ledc_isr_handle_t

Header File
* soc/include/hal/ledc_types.h

Structures
struct ledc_channel_config_t
Configuration parameters of LEDC channel for ledc_channel_config function.

Public Members

int gpio_num
the LEDC output gpio_num, if you want to use gpiol6, gpio_num = 16

ledc_mode_t speed_mode
LEDC speed speed_mode, high-speed mode or low-speed mode

ledc_channel t channel
LEDC channel (0 - 7)

ledc_intr_type_t intr_type
configure interrupt, Fade interrupt enable or Fade interrupt disable

ledc_timer_t timer_sel
Select the timer source of channel (0 - 3)

uint32_t duty
LEDC channel duty, the range of duty setting is [0, (2**duty_resolution)]

int hpoint
LEDC channel hpoint value, the max value is Oxftfff
struct ledc_timer_config_t
Configuration parameters of LEDC Timer timer for ledc_timer_config function.

Public Members

ledc_mode_t speed_mode
LEDC speed speed_mode, high-speed mode or low-speed mode

ledc_timer_bit_t duty_resolution
LEDC channel duty resolution

ledc_timer_bit_t bit_num
Deprecated in ESP-IDF 3.0. This is an alias to ‘duty_resolution’ for backward compatibility with
ESP-IDF 2.1

ledc_timer_t timer_num
The timer source of channel (0 - 3)
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uint32_t freq_hz
LEDC timer frequency (Hz)

ledc_clk_cfg_t clk_cfg

Configure LEDC source clock. For low speed channels and high speed channels, you can specify the
source clock using LEDC_USE_REF_TICK, LEDC_USE_APB_CLK or LEDC_AUTO_CLK. For low

speed channels, you can also specify the source clock using LEDC_USE_RTC8M_CLK, in this case, all
low speed channel’ s source clock must be RTC8M_CLK

Enumerations
enum ledc_mode_t
Values:

LEDC_LOW_SPEED_MODE
LEDC low speed speed_mode

LEDC_SPEED_MODE_MAX
LEDC speed limit
enum ledc_intr_type_t
Values:

LEDC_INTR_DISABLE =0
Disable LEDC interrupt

LEDC_INTR_FADE_END
Enable LEDC interrupt

LEDC_INTR_MAX

enum ledc_duty_ direction_t
Values:

LEDC_DUTY_DIR_DECREASE = (
LEDC duty decrease direction

LEDC_DUTY_ DIR_INCREASE = |
LEDC duty increase direction

LEDC_DUTY_DIR_MAX

enum ledc_slow_clk_sel_t
Values:

LEDC_SLOW_CLK_RTC8M =0

LEDC low speed timer clock source is 8MHz RTC clock
LEDC_SLOW_CLK_APB

LEDC low speed timer clock source is 80MHz APB clock

LEDC_SLOW_CLK_XTAL
LEDC low speed timer clock source XTAL clock

enum ledc_clk_cfg_t
Values:
LEDC_AUTO_CLK=0

The driver will automatically select the source clock(REF_TICK or APB) based on the giving resolution
and duty parameter when init the timer

LEDC_USE_REF_TICK
LEDC timer select REF_TICK clock as source clock

LEDC_USE_APB_CLK
LEDC timer select APB clock as source clock

Espressif Systems 219
Submit Document Feedback

Release v4.2-betal


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

LEDC_USE_RTC8M_CLK

LEDC timer select RTC8M_CLK as source clock. Only for low speed channels and this parameter must

be the same for all low speed channels

LEDC_USE_XTAL_CLK
LEDC timer select XTAL clock as source clock

enum ledc_clk_src_t
Values:

LEDC_REF_TICK = LEDC_USE_REF_TICK
LEDC timer clock divided from reference tick (1Mhz)

LEDC_APB_CLK = LEDC_USE_APB_CLK
LEDC timer clock divided from APB clock (§0Mhz)

enum ledc_timer_t
Values:

LEDC_TIMER_0 =0
LEDC timer 0

LEDC_TIMER_1
LEDC timer 1

LEDC_TIMER_2
LEDC timer 2

LEDC_TIMER_3
LEDC timer 3

LEDC_TIMER_MAX

enum ledc_channel_t
Values:

LEDC_CHANNEL_O0 =0
LEDC channel 0

LEDC_CHANNEL_1
LEDC channel 1

LEDC_CHANNEL_2
LEDC channel 2

LEDC_CHANNEL_3
LEDC channel 3

LEDC_CHANNEL_4
LEDC channel 4

LEDC_CHANNEL_5
LEDC channel 5

LEDC_CHANNEL_6
LEDC channel 6

LEDC_CHANNEL_7
LEDC channel 7

LEDC_CHANNEL_MAX

enum ledc_timer_bit_t
Values:
LEDC_TIMER_1_BIT = |
LEDC PWM duty resolution of 1 bits

LEDC_TIMER_2_ BIT
LEDC PWM duty resolution of 2 bits

Espressif Systems 220
Submit Document Feedback

Release v4.2-betal


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

LEDC_TIMER_3_BIT
LEDC PWM duty resolution of 3 bits

LEDC_TIMER_4_BIT
LEDC PWM duty resolution of 4 bits

LEDC_TIMER_5_BIT
LEDC PWM duty resolution of 5 bits

LEDC_TIMER_6_BIT
LEDC PWM duty resolution of 6 bits

LEDC_TIMER_7_BIT
LEDC PWM duty resolution of 7 bits

LEDC_TIMER_8_BIT
LEDC PWM duty resolution of 8 bits

LEDC_TIMER_9_ BIT
LEDC PWM duty resolution of 9 bits

LEDC_TIMER_10_BIT
LEDC PWM duty resolution of 10 bits

LEDC_TIMER_11_BIT
LEDC PWM duty resolution of 11 bits

LEDC_TIMER_12_BIT
LEDC PWM duty resolution of 12 bits

LEDC_TIMER_13_BIT
LEDC PWM duty resolution of 13 bits

LEDC_TIMER_14_BIT
LEDC PWM duty resolution of 14 bits

LEDC_TIMER_15_BIT
LEDC PWM duty resolution of 15 bits

LEDC_TIMER_16_BIT
LEDC PWM duty resolution of 16 bits

LEDC_TIMER_17_BIT
LEDC PWM duty resolution of 17 bits

LEDC_TIMER_18_BIT
LEDC PWM duty resolution of 18 bits

LEDC_TIMER_19_BIT
LEDC PWM duty resolution of 19 bits

LEDC_TIMER_20_BIT
LEDC PWM duty resolution of 20 bits

LEDC_TIMER_BIT_ MAX

enum ledc_fade_mode_t
Values:

LEDC_FADE_NO_WAIT =0
LEDC fade function will return immediately

LEDC_FADE_WAIT_DONE
LEDC fade function will block until fading to the target duty

LEDC_FADE_MAX
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3.2.9 Pulse Counter

Introduction

The PCNT (Pulse Counter) module is designed to count the number of rising and/or falling edges of an input signal.
Each pulse counter unit has a 16-bit signed counter register and two channels that can be configured to either increment
or decrement the counter. Each channel has a signal input that accepts signal edges to be detected, as well as a control
input that can be used to enable or disable the signal input. The inputs have optional filters that can be used to discard
unwanted glitches in the signal.

Functionality Overview

Description of functionality of this API has been broken down into four sections:

 Configuration - describes counter’ s configuration parameters and how to setup the counter.

* Operating the Counter - provides information on control functions to pause, measure and clear the counter.
e Filtering Pulses - describes options to filtering pulses and the counter control signals.

 Using Interrupts - presents how to trigger interrupts on specific states of the counter.

Configuration

The configuration is provided separately per unit’ s channel using pcnt_config_t and covers:

* The unit and the channel number this configuration refers to.

¢ GPIO numbers of the pulse input and the pulse gate input.

* Two pairs of parameters: pcnt_ctrl_mode_t and pcnt_count_mode_t to define how the counter
reacts depending on the the status of control signal and how counting is done positive / negative edge of the
pulses.

¢ Two limit values (minimum / maximum) that are used to establish watchpoints and trigger interrupts when the
pulse count is meeting particular limit.

Setting up of particular channel is then done by calling a function pcnt_unit_config() with above
pcnt_config_t asthe input parameter.

To disable the pulse or the control input pin in configuration, provide PCNT_PIN_NOT_USED instead of the GPIO
number.

Operating the Counter
After doing setup with pcnt_unit_config (), the counter immediately starts to operate. The accumulated pulse
count can be checked by calling pcnt_get_counter_value ().

There are couple of functions that allow to control the counter’ s operation: pcnt_counter_pause (),
pcnt_counter_resume () and pcnt_counter_clear ()

It is also possible to dynamically change the previously set up counter modes with pcnt_unit_config() by
calling pcnt_set_mode ().

If desired, the pulse input pin and the control input pin may be changed “on the fly” using pcnt_set_pin ().
To disable particular input provide as a function parameter PCNT_PIN_NOT_USED instead of the GPIO number.

Note: For the counter not to miss any pulses, the pulse duration should be longer than one APB_CLK cycle (12.5
ns). The pulses are sampled on the edges of the APB_CLK clock and may be missed, if fall between the edges. This
applies to counter operation with or without a filer.
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Filtering Pulses

The PCNT unit features filters on each of the pulse and control inputs, adding the option to ignore short glitches in
the signals.

The length of ignored pulses is provided in APB_CLK clock cycles by calling pcnt_set_filter_value().
The current filter setting may be checked with pcnt_get_filter_value (). The APB_CLK clock is running
at 80 MHz.

The filter is put into operation / suspended by calling pcnt_filter _enable() [/
pcnt_filter disable().

Using Interrupts

There are five counter state watch events, defined in pcnt_evt_type_ t, that are able to trigger an interrupt. The
event happens on the pulse counter reaching specific values:

e Minimum or maximum count values: counter_1_lim or counter_h_lim provided in
pcnt_config_t as discussed in Configuration

¢ Threshold 0 or Threshold 1 values set using function pcnt_set_event_value ().

¢ Pulse count =0

To register, enable or disable an interrupt to service the above events, call pcnt_isr_register (),
pcnt_intr_enable (). and pcnt_intr_disable (). To enable or disable events on reaching threshold
values, you will also need to call functions pcnt_event_enable () and pcnt_event_disable ().

In order to check what are the threshold values currently set, use function pcnt_get_event_value ().

Application Example

Pulse counter with control signal and event interrupt example: peripherals/pent.

API Reference

Header File

e driver/include/driver/pcnt.h

Functions
esp_err_t pent_unit_config (const pcent_config_t *pent_config)
Configure Pulse Counter unit.

Note This function will disable three events: PCNT_EVT_L_LIM, PCNT_EVT _H_LIM,
PCNT_EVT_ZERO.
Return
e ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver already initialized
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e pcnt_config: Pointer of Pulse Counter unit configure parameter
esp_err_t pent_get_counter_value (pcnt_unit_t pent_unit, int16_t *count)
Get pulse counter value.

Return
e ESP_OK Success
¢ ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID ARG Parameter error
Parameters
e pcnt_unit: Pulse Counter unit number
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e count: Pointer to accept counter value

esp_err_t pent_counter_pause (pcnt_unit_t pcnt_unit)
Pause PCNT counter of PCNT unit.

Return
* ESP_OK Success
¢ ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
¢ pcnt_unit: PCNT unit number

esp_err_t pcnt_counter_resume (pcnt_unit_t pcnt_unit)
Resume counting for PCNT counter.

Return
e ESP_OK Success
¢ ESP_ERR_INVALID_STATE pcnt driver has not been initialized
« ESP_ERR_INVALID_ ARG Parameter error
Parameters
e pcnt_unit: PCNT unit number, select from pcnt_unit_t

esp_err_t pent__counter_clear (pcnt_unit_t pcnt_unit)
Clear and reset PCNT counter value to zero.

Return
¢ ESP_OK Success
o ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ ERR_INVALID ARG Parameter error
Parameters
e pent_unit: PCNT unit number, select from pent_unit_t

esp_err_t pent_intr_enable (pcnt_unit_t pent_unit)
Enable PCNT interrupt for PCNT unit.

Note Each Pulse counter unit has five watch point events that share the same interrupt. Configure events with
pent_event_enable() and pent_event_disable()
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID ARG Parameter error
Parameters
e pcnt_unit: PCNT unit number

esp_err_t pent_intr_disable (pcent_unit_t pent_unit)
Disable PCNT interrupt for PCNT unit.

Return
e ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
e pcnt_unit: PCNT unit number

esp_err_t pcnt_event_enable (pcnt_unit_t unit, pcnt_evt_type_t evt_type)
Enable PCNT event of PCNT unit.

Return
e ESP_OK Success
¢ ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e« ESP_ERR_INVALID_ARG Parameter error
Parameters
e unit: PCNT unit number
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e evt_type: Watch point event type. All enabled events share the same interrupt (one interrupt per
pulse counter unit).

esp_err_t pcnt_event_disable (pcnt_unit_t unit, pcnt_evt_type_t evt_type)
Disable PCNT event of PCNT unit.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e unit: PCNT unit number
e evt_type: Watch point event type. All enabled events share the same interrupt (one interrupt per
pulse counter unit).

esp_err_t pent_set_event_value (pcent_unit_t unit, pcnt_evt_type_t evt_type, int16_t value)
Set PCNT event value of PCNT unit.

Return
e ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e unit: PCNT unit number
e evt_type: Watch point event type. All enabled events share the same interrupt (one interrupt per
pulse counter unit).
¢ value: Counter value for PCNT event

esp_err_t pent_get_event_value (pent_unit_t unit, pcnt_evt_type_t evt_type, intl16_t *value)
Get PCNT event value of PCNT unit.

Return
* ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID ARG Parameter error
Parameters
e unit: PCNT unit number
* evt_type: Watch point event type. All enabled events share the same interrupt (one interrupt per
pulse counter unit).
¢ value: Pointer to accept counter value for PCNT event

esp_err_t pent_isr_unregister (pent_isr_handle_t handle)
Unregister PCNT interrupt handler (registered by pcnt_isr_register), the handler is an ISR. The handler will
be attached to the same CPU core that this function is running on. If the interrupt service is registered by
pent_isr_service_install, please call pent_isr_service_uninstall instead.

Return
e ESP_OK Success
e ESP_ERR_NOT_FOUND Can not find the interrupt that matches the flags.
* ESP_ERR_INVALID_ARG Function pointer error.
Parameters
¢ handle: handle to unregister the ISR service.

esp_err_t pent_isr_register (void (*fn)) void *
, void *arg, int intr_alloc_flags, pcnt_isr_handle_t *handleRegister PCNT interrupt handler, the handler is an
ISR. The handler will be attached to the same CPU core that this function is running on. Please do not use
pent_isr_service_install if this function was called.

Return
e ESP_OK Success
e ESP_ERR_NOT_FOUND Can not find the interrupt that matches the flags.
e ESP_ERR_INVALID_ARG Function pointer error.

Parameters
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¢ fn: Interrupt handler function.

¢ arg: Parameter for handler function

e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

¢ handle: Pointer to return handle. If non-NULL, a handle for the interrupt will be returned here.
Calling pent_isr_unregister to unregister this ISR service if needed, but only if the handle is not
NULL.

esp_err_t pent_set_pin (pent_unit_t unit, pcnt_channel_t channel, int pulse_io, int ctrl_io)
Configure PCNT pulse signal input pin and control input pin.

Note Set the signal input to PCNT_PIN_NOT_USED if unused.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error
Parameters
e unit: PCNT unit number
e channel: PCNT channel number
* pulse_io: Pulse signal input GPIO
e ctrl_io: Control signal input GPIO

esp_err_t pent_filter_ enable (pcnt_unit_t unit)
Enable PCNT input filter.

Return
e ESP_OK Success
¢ ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
e unit: PCNT unit number

esp_err_t pent_filter_disable (pcnt_unit_t unit)
Disable PCNT input filter.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
e unit: PCNT unit number

esp_err_t pent_set_filter_ value (pcnt_unit_t unit, uint16_t filter_val)
Set PCNT filter value.

Note filter_val is a 10-bit value, so the maximum filter_val should be limited to 1023.
Return
e ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error
Parameters
e unit: PCNT unit number
e filter_val: PCNT signal filter value, counter in APB_CLK cycles. Any pulses lasting shorter
than this will be ignored when the filter is enabled.

esp_err_t pent_get_filter wvalue (pcnt_unit_t unit, uint16_t *filter_val)
Get PCNT filter value.

Return
e ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

Parameters
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e unit: PCNT unit number
e filter_val: Pointer to accept PCNT filter value.

esp_err_t pent_set_mode (pcnt_unit_t unit, pent_channel _t channel, pent_count_mode_t
pos_mode, pcnt_count_mode_t neg_mode, pcnt_ctrl_mode_t hctrl_mode,

pent_ctrl_mode_t lctrl_mode)
Set PCNT counter mode.

Return
¢ ESP_OK Success
o ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ ERR_INVALID ARG Parameter error
Parameters
e unit: PCNT unit number
¢ channel: PCNT channel number
* pos_mode: Counter mode when detecting positive edge
* neg_mode: Counter mode when detecting negative edge
e hctrl_mode: Counter mode when control signal is high level
e lctrl_mode: Counter mode when control signal is low level

esp_err_t pent_isr_handler_add (pent_unit_t unit, void (*isr_handler)) void *
, void *argsAdd ISR handler for specified unit.

Call this function after using pent_isr_service_install() to install the PCNT driver’ s ISR handler service.

The ISR handlers do not need to be declared with IRAM_ATTR, unless you pass the
ESP_INTR_FLAG_IRAM flag when allocating the ISR in pent_isr_service_install().

)

This ISR handler will be called from an ISR. So there is a stack size limit (configurable as “ISR stack size’
in menuconfig). This limit is smaller compared to a global PCNT interrupt handler due to the additional level
of indirection.

Return
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ ERR_INVALID ARG Parameter error
Parameters
e unit: PCNT unit number
* isr_handler: Interrupt handler function.
e args: Parameter for handler function

esp_err_tpent_isr_service_install (int intr_alloc_flags)
Install PCNT ISR service.

Note We can manage different interrupt service for each unit. This function will use the default ISR handle
service, Calling pent_isr_service_uninstall to uninstall the default service if needed. Please do not use
pent_isr_register if this function was called.

Return

« ESP_OK Success
¢ ESP_ERR_INVALID_STATE pecnt driver has not been initialized
e ESP_ERR_NO_MEM No memory to install this service
e ESP_ERR_INVALID_STATE ISR service already installed
Parameters
e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

void pent_isr_service_uninstall (void)
Uninstall PCNT ISR service, freeing related resources.

esp_err_t pent_isr _handler_remove (pcnt_unit_t unit)
Delete ISR handler for specified unit.

Return
¢ ESP_OK Success
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¢ ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e« ESP_ERR_INVALID_ARG Parameter error

Parameters
e unit: PCNT unit number

Type Definitions
typedef intr_handle_t pecnt_isr_handle_t

Header File
* soc/include/hal/pent_types.h

Structures
struct pent_config t
Pulse Counter configuration for a single channel.

Public Members

int pulse_gpio_num
Pulse input GPIO number, if you want to use GPIO16, enter pulse_gpio_num = 16, a negative value will
be ignored

int ctrl_gpio_num
Control signal input GPIO number, a negative value will be ignored

pent_ctrl_mode_t 1etrl_mode
PCNT low control mode

pent_ctrl_mode_t hetrl_mode
PCNT high control mode

pent_count_mode_t pos_mode
PCNT positive edge count mode

pcnt_count_mode_t neg_mode
PCNT negative edge count mode

intl6_t counter_h_1lim
Maximum counter value

intl6_t counter_1_1lim
Minimum counter value

pent_unit_tunit
PCNT unit number

pent_channel_t channel
the PCNT channel

Macros
PCNT_PIN_NOT_ USED
When selected for a pin, this pin will not be used

Enumerations
enum pcnt_port_t
PCNT port number, the max port number is (PCNT_PORT_MAX - 1).

Values:
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PCNT_PORT_0 =0
PCNT port 0

PCNT_PORT_MAX
PCNT port max
enum pcnt_unit_t
Selection of all available PCNT units.

Values:

PCNT_UNIT 0=0
PCNT unit O

PCNT_UNIT_1=1
PCNT unit 1

PCNT_UNIT 2=2
PCNT unit 2

PCNT_UNIT 3 =3
PCNT unit 3

PCNT_UNIT_ MAX

enum pcnt_ctrl_mode_t
Selection of available modes that determine the counter’ s action depending on the state of the control signal’

s input GPIO.
Note Configuration covers two actions, one for high, and one for low level on the control input
Values:

PCNT_MODE_KEEP = (
Control mode: won’ t change counter mode

PCNT_MODE_REVERSE = |
Control mode: invert counter mode(increase -> decrease, decrease -> increase)

PCNT_MODE_DISABLE =2
Control mode: Inhibit counter(counter value will not change in this condition)

PCNT_MODE_MAX

enum pcnt_count_mode_t
Selection of available modes that determine the counter’ s action on the edge of the pulse signal’ s input GPIO.

Note Configuration covers two actions, one for positive, and one for negative edge on the pulse input
Values:

PCNT_COUNT_DIS =0
Counter mode: Inhibit counter(counter value will not change in this condition)

PCNT_COUNT_INC = |
Counter mode: Increase counter value

PCNT_COUNT_DEC =2
Counter mode: Decrease counter value

PCNT_COUNT_MAX

enum pcnt_channel_t
Selection of channels available for a single PCNT unit.

Values:

PCNT_CHANNEL_O = 0x00
PCNT channel 0

PCNT_CHANNEL_1 = 0x01
PCNT channel 1
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PCNT_CHANNEL_MAX

enum pcnt_evt_type_t
Selection of counter’ s events the may trigger an interrupt.

Values:

PCNT_EVT_THRES_1 = BIT(2)
PCNT watch point event: threshold1 value event

PCNT_EVT_THRES_0 = BIT(3)
PCNT watch point event: thresholdO value event

PCNT_EVT_L_LIM = BIT(4)
PCNT watch point event: Minimum counter value

PCNT_EVT_H_LIM = BIT(5)
PCNT watch point event: Maximum counter value

PCNT_EVT_ZERO = BIT(6)
PCNT watch point event: counter value zero event

PCNT_EVT_MAX

3.2.10 RMT

The RMT (Remote Control) module driver can be used to send and receive infrared remote control signals. Due to
flexibility of RMT module, the driver can also be used to generate or receive many other types of signals.

The signal, which consists of a series of pulses, is generated by RMT’ s transmitter based on a list of values. The
values define the pulse duration and a binary level, see below. The transmitter can also provide a carrier and modulate
it with provided pulses.

Input RMT Transmitter Qutput
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Fig. 10: RMT Transmitter Overview

The reverse operation is performed by the receiver, where a series of pulses is decoded into a list of values containing
the pulse duration and binary level. A filter may be applied to remove high frequency noise from the input signal.

There couple of typical steps to setup and operate the RMT and they are discussed in the following sections:

1. Configure Driver

2. Transmit Data or Receive Data
3. Change Operation Parameters
4. Use Interrupts

Configure Driver

There are several parameters that define how particular channel operates. Most of these parameters are configured
by setting specific members of rmt_config_t structure. Some of the parameters are common to both transmit
or receive mode, and some are mode specific. They are all discussed below.
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Fig. 11: RMT Receiver Overview

Common Parameters

* The channel to be configured, select one from the rmt_channel_t enumerator.

e The RMT operation mode - whether this channel is used to transmit or receive data, selected by setting a
rmt_mode members to one of the values from rmt_mode_t.

¢ What is the pin number to transmit or receive RMT signals, selected by setting gpio_num.

¢ How many memory blocks will be used by the channel, set with mem_block_num.

» Extra miscellaneous parameters for the channel can be set in the flags.

— When RMT_CHANNEL_FLAGS_ALWAYS_ON s set, RMT channel will take REF_TICK as source
clock. The benefit is, RMT channel can continue work even when APB clock is changing. See
power_management for more information.

* A clock divider, that will determine the range of pulse length generated by the RMT transmitter or discrim-
inated by the receiver. Selected by setting clk_div to a value within [1 .. 255] range. The RMT source clock
is typically APB CLK, 80Mhz by default. But when RMT_CHANNEL_FLAGS_ALWAYS_ON is set in
flags, RMT source clock is changed to REF_TICK.

Note: The period of a square wave after the clock divider is called a ‘tick’ . The length of the pulses generated
by the RMT transmitter or discriminated by the receiver is configured in number of ‘ticks’ .

There are also couple of specific parameters that should be set up depending if selected channel is configured in
Transmit Mode or Receive Mode:

Transmit Mode When configuring channel in transmit mode, set tx_config and the following members of
rmt_tx_config_t:

¢ Transmit the currently configured data items in a loop - loop_en

¢ Enable the RMT carrier signal - carrier_en

* Frequency of the carrier in Hz - carrier_freq_hz

* Duty cycle of the carrier signal in percent (%) - carrier_duty_percent
¢ Level of the RMT output, when the carrier is applied - carrier_level

¢ Enable the RMT output if idle - idle_output_en

* Set the signal level on the RMT output if idle - idle_level

¢ Specify maximum number of transmissions in a loop - loop_count

Receive Mode In receive mode, set rx_config and the following members of rmt_rx_config_t:

 Enable a filter on the input of the RMT receiver - filter_en
¢ A threshold of the filter, set in the number of ticks - filter_ticks_thresh. Pulses shorter than this setting will
be filtered out. Note, that the range of entered tick values is [0..255].
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* A pulse length threshold that will turn the RMT receiver idle, set in number of ticks - idle_threshold. The
receiver will ignore pulses longer than this setting.

¢ Enable the RMT carrier demodulation - carrier_rm

* Frequency of the carrier in Hz - carrier_freq_hz

¢ Duty cycle of the carrier signal in percent (%) - carrier_duty_percent

* Level of the RMT input, where the carrier is modulated to - carrier_level

Finalize Configuration Once the rmt_config_t structure is populated with parameters, it should be then
invoked with rmt_config () to make the configuration effective.

The last configuration step is installation of the driver in memory by calling rmt_driver_install (). If
rx_buf_size parameter of this function is > 0, then a ring buffer for incoming data will be allocated. A de-
fault ISR handler will be installed, see a note in Use Interrupts.

Now, depending on how the channel is configured, we are ready to either Transmit Data or Receive Data. This is
described in next two sections.

Transmit Data

Before being able to transmit some RMT pulses, we need to define the pulse pattern. The minimum pattern recognized
by the RMT controller, later called an ‘item’ , is provided in a structure rmt_item32_t. Each item consists of
two pairs of two values. The first value in a pair describes the signal duration in ticks and is 15 bits long, the second
provides the signal level (high or low) and is contained in a single bit. A block of couple of items and the structure
of an item is presented below.

0 16 32
L e e e e e e e e e

Period (15 L Feriod (15 L

Period (15 L Feriod (15 L

Fig. 12: Structure of RMT items (L - signal level)

For a simple example how to define a block of items see peripherals/rmt/morse_code.

The items are provided to the RMT controller by calling function rmt_write_items (). This function also
automatically triggers start of transmission. It may be called to wait for transmission completion or exit just after
transmission start. In such case you can wait for the transmission end by calling rmt_wait_tx_done (). This
function does not limit the number of data items to transmit. It is using an interrupt to successively copy the new data
chunks to RMT"’ s internal memory as previously provided data are sent out.

Another way to provide data for transmission is by calling rmt_fil11_tx_items (). In this case transmission
is not started automatically. To control the transmission process use rmt_tx_start () and rmt_tx_stop ().
The number of items to sent is restricted by the size of memory blocks allocated in the RMT controller’ s internal
memory, see rmt__set_mem block_num().
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Receive Data

In typical scenarios it is not enough as an ultimate storage for all incoming (and outgoing) items. Therefore this
API supports retrieval of incoming items on the fly to save them in a ring buffer of a size defined by the user. The
size is provided when calling rmt_driver_install () discussed above. To get a handle to this buffer call
rmt_get_ringbuf_handle ().

With the above steps complete we can start the receiver by calling rmt_rx_start () and then move to checking
what’ s inside the buffer. To do so, you can use common FreeRTOS functions that interact with the ring buffer.
Please see an example how to do it in peripherals/rmt/ir_protocols.

To stop the receiver, call rmt_rx_stop ().

Change Operation Parameters

Previously described function rmt_config () provides a convenient way to set several configuration parameters
in one shot. This is usually done on application start. Then, when the application is running, the API provides an
alternate way to update individual parameters by calling dedicated functions. Each function refers to the specific
RMT channel provided as the first input parameter. Most of the functions have _get  counterpart to read back the
currently configured value.

Parameters Common to Transmit and Receive Mode

¢ Selection of a GPIO pin number on the input or output of the RMT - rmt_set_pin ()

e Number of memory blocks allocated for the incoming or outgoing data - rmt_set_mem_pd ()

* Setting of the clock divider - rmt_set_clk_div()

« Selection of the clock source, note that currently one clock source is supported, the APB clock which is 80Mhz
- rmt_set_source_clk()

Transmit Mode Parameters

* Enable or disable the loop back mode for the transmitter - rmt_set_tx_loop_mode ()

e Binary level on the output to apply the carrier - rmt_set_tx_carrier (), selected from
rmt_carrier_level_t

* Determines the binary level on the output when transmitter is idle - rmt_set_idle level (), selected
from rmt_idle level_t

Receive Mode Parameters

e The filter setting - rmt_set_rx_filter()

 The receiver threshold setting - rmt_set_rx_idle thresh ()

¢ Whether the transmitter or receiver is entitled to access RMT’ s memory - rmt_set_memory_owner (),
selection is from rmt_mem_ owner_ t.

Use Interrupts

Registering of an interrupt handler for the RMT controller is done be calling rmt_isr_register().

Note: When calling rmt_driver_install () to use the system RMT driver, a default ISR is being installed.
In such a case you cannot register a generic ISR handler with rmt_isr_register().

The RMT controller triggers interrupts on four specific events describes below. To enable interrupts on these events,
the following functions are provided:

e The RMT receiver has finished receiving a signal - rmt_set_rx_intr_en()
e The RMT transmitter has finished transmitting the signal - rmt_set_tx_intr_en()
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¢ The number of events the transmitter has sent matches a threshold value rmt_set_tx_thr_intr _en()
¢ Ownership to the RMT memory block has been violated - rmt_set_err_intr_en()

Setting or clearing an interrupt enable mask for specific channels and events may be also done by calling
rmt_set_intr enable mask () or rmt_clr_intr enable mask().

If you do not need an ISR anymore, you can deregister it by calling a function rmt_isr_deregister().

Uninstall Driver

If the RMT driver has been installed with rmt_driver_install () for some specific period of time and then
not required, the driver may be removed to free allocated resources by calling rmt_driver_uninstall ().

Application Examples

¢ A simple RMT TX example: peripherals/rmt/morse_code.
* Another RMT TX example, specific to drive a common RGB LED strip: peripherals/rmt/led_strip.
* NEC remote control TX and RX example: peripherals/rmt/ir_protocols.

API Reference

Header File

¢ driver/include/driver/rmt.h

Functions
esp_err_t rmt_set_clk_div (rmt_channel_t channel, uint8_t div_cnt)
Set RMT clock divider, channel clock is divided from source clock.

Return
e ESP_ ERR_INVALID ARG Parameter error
e ESP_OK Success
Parameters
¢ channel: RMT channel
e div_cnt: RMT counter clock divider
esp_err_t rmt_get_clk_div (rmt_channel_t channel, vint8_t *div_cnt)
Get RMT clock divider, channel clock is divided from source clock.

Return
e« ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters
¢ channel: RMT channel
e div_cnt: pointer to accept RMT counter divider

esp_err_t rmt_set_rx_idle_thresh (rmt_channel_t channel, uint16_t thresh)
Set RMT RX idle threshold value.

In receive mode, when no edge is detected on the input signal for longer than idle_thres channel clock cycles,
the receive process is finished.

Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
¢ channel: RMT channel
e thresh: RMT RX idle threshold
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esp_err_t rmt_get_rx_idle_thresh (rmt_channel_t channel, uint16_t *thresh)
Get RMT idle threshold value.

In receive mode, when no edge is detected on the input signal for longer than idle_thres channel clock cycles,
the receive process is finished.

Return
e« ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
¢ channel: RMT channel
e thresh: pointer to accept RMT RX idle threshold value

esp_err_t rmt_set_mem_block_num (rmt_channel_t channel, uint8_t rmt_mem_num)
Set RMT memory block number for RMT channel.

This function is used to configure the amount of memory blocks allocated to channel n The 8 channels share
a 512x32-bit RAM block which can be read and written by the processor cores over the APB bus, as well as
read by the transmitters and written by the receivers.

The RAM address range for channel n is start_addr_CHn to end_addr_CHn, which are defined by: Memory
block start address is RMT_CHANNEL_MEM(n) (in soc/rmt_reg.h), that is, start_addr_chn = RMT base
address + 0x800 + 64 = 4 * n, and end_addr_chn = RMT base address + 0x800 + 64 = 4 + n + 64 = 4 =
RMT_MEM_SIZE_CHn mod 512 « 4

Note If memory block number of one channel is set to a value greater than 1, this channel will occupy the
memory block of the next channel. Channel O can use at most 8 blocks of memory, accordingly channel
7 can only use one memory block.
Return
e ESP_ERR_INVALID_ ARG Parameter error
e ESP_OK Success
Parameters
* channel: RMT channel
e rmt_mem_num: RMT RX memory block number, one block has 64 * 32 bits.

esp_err_t rmt_get_mem_block_num (rmt_channel_t channel, uint8_t *rmt_mem_num)
Get RMT memory block number.

Return
e ESP_ERR_INVALID_ ARG Parameter error
e ESP_OK Success
Parameters
¢ channel: RMT channel
e rmt_mem_num: Pointer to accept RMT RX memory block number

esp_err_t rmt_set_tx_carrier (rmt_channel_t channel, bool carrier_en, uint16_t high_level, uint16_t

low_level, rmt_carrier_level_t carrier_level)
Configure RMT carrier for TX signal.

Set different values for carrier_high and carrier_low to set different frequency of carrier. The unit of car-
rier_high/low is the source clock tick, not the divided channel counter clock.

Return
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
Parameters
e channel: RMT channel
e carrier_en: Whether to enable output carrier.
* high_level: High level duration of carrier
e low_level: Low level duration of carrier.
* carrier_level: Configure the way carrier wave is modulated for channel.
— 1’ bl:transmit on low output level
— 1’ bO:transmit on high output level
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esp_err_t rmt_set_mem_pd (rmt_channel_t channel, bool pd_en)
Set RMT memory in low power mode.

Reduce power consumed by memory. 1:memory is in low power state.

Return
« ESP_ERR_INVALID ARG Parameter error
¢ ESP_OK Success
Parameters
¢ channel: RMT channel
* pd_en: RMT memory low power enable.

esp_err_t rmt_get_mem_pd (rmt_channel_t channel, bool *pd_en)
Get RMT memory low power mode.

Return
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel
* pd_en: Pointer to accept RMT memory low power mode.

esp_err_t rmt_tx_start (rmt_channel_t channel, bool tx_idx_rst)
Set RMT start sending data from memory.

Return
e ESP_ERR_INVALID_ ARG Parameter error
e ESP_OK Success
Parameters
¢ channel: RMT channel
e tx_idx_rst: Settrue to reset memory index for TX. Otherwise, transmitter will continue sending
from the last index in memory.

esp_err_t rmt_tx_stop (rmt_channel_t channel)
Set RMT stop sending.

Return
e« ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success

Parameters
e channel: RMT channel

esp_err_t rmt_rx_start (rmt_channel_t channel, bool rx_idx_rst)
Set RMT start receiving data.

Return
e ESP_ ERR_INVALID ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel
e rx_idx_rst: Set true to reset memory index for receiver. Otherwise, receiver will continue
receiving data to the last index in memory.

esp_err_t rmt_rx_stop (rmt_channel_t channel)
Set RMT stop receiving data.

Return
e ESP_ERR_INVALID_ ARG Parameter error
e ESP_OK Success

Parameters
¢ channel: RMT channel

esp_err_t rmt_memory_rw_rst (rmt_channel_t channel)
Reset RMT TX/RX memory index.

Espressif Systems 236 Release v4.2-betal
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

Return
e« ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success

Parameters
¢ channel: RMT channel

esp_err_t rmt_set_memory_owner (rmt_channel_t channel, rmt_mem_owner_t owner)
Set RMT memory owner.

Return
e ESP_ ERR_INVALID ARG Parameter error
e ESP_OK Success
Parameters
¢ channel: RMT channel
* owner: To set when the transmitter or receiver can process the memory of channel.

esp_err_t rmt_get_memory_owner (rmt_channel_t channel, rmt_mem_owner_t *owner)
Get RMT memory owner.

Return
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
e channel: RMT channel
e owner: Pointer to get memory owner.

esp_err_t rmt_set_tx_loop_mode (rmt_channel_t channel, bool loop_en)
Set RMT tx loop mode.

Return
e ESP_ERR_INVALID ARG Parameter error
¢ ESP_OK Success
Parameters
¢ channel: RMT channel
¢ loop_en: Enable RMT transmitter loop sending mode. If set true, transmitter will continue send-
ing from the first data to the last data in channel over and over again in a loop.

esp_err_t rmt_get_tx_loop_mode (rmt_channel_t channel, bool *loop_en)
Get RMT tx loop mode.

Return
« ESP_ERR_INVALID ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel
* loop_en: Pointer to accept RMT transmitter loop sending mode.

esp_err_t rmt_set_rx_filter (rmt_channel_t channel, bool rx_filter_en, uint8_t thresh)
Set RMT RX filter.

In receive mode, channel will ignore input pulse when the pulse width is smaller than threshold. Counted in
source clock, not divided counter clock.

Return
« ESP_ERR_INVALID ARG Parameter error
¢ ESP_OK Success
Parameters
¢ channel: RMT channel
e rx_ filter_ en: To enable RMT receiver filter.
¢ thresh: Threshold of pulse width for receiver.

esp_err_t rmt_set_source_clk (rmt_channel_t channel, rmt_source_clk_t base_clk)
Set RMT source clock.

RMT module has two clock sources:
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1. APB clock which is 80Mhz
2. REF tick clock, which would be 1Mhz (not supported in this version).
Return

e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters

e channel: RMT channel
e base_clk: To choose source clock for RMT module.

esp_err_t rmt_get_source_clk (rmt_channel_t channel, rmt_source_clk_t *src_clk)
Get RMT source clock.

RMT module has two clock sources:

1. APB clock which is 80Mhz
2. REEF tick clock, which would be 1Mhz (not supported in this version).
Return

e« ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters

e channel: RMT channel

e src_clk: Pointer to accept source clock for RMT module.

esp_err_t rmt_set_idle_level (rmt_channel_t channel, bool idle_out_en, rmt_idle_level_t level)
Set RMT idle output level for transmitter.

Return

e ESP_ERR_INVALID ARG Parameter error
e ESP_OK Success
Parameters

e channel: RMT channel
e idle_out_en: To enable idle level output.
e level: To set the output signal’ s level for channel in idle state.

esp_err_t rmt_get_idle_level (rmt_channel_t channel, bool *idle_out_en, rmt_idle_level_t *level)
Get RMT idle output level for transmitter.

Return

e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters

e channel: RMT channel
e idle_out_en: Pointer to accept value of enable idle.
* level: Pointer to accept value of output signal’ s level in idle state for specified channel.

esp_err_t rmt_get_status (rmt_channel_t channel, uint32_t *status)
Get RMT status.

Return

e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters

e channel: RMT channel

* status: Pointer to accept channel status. Please refer to RMT_CHnSTATUS_REG(n=0~7) in
rmt_reqg.h for more details of each field.

void rmt_set_intr_enable_mask (uint32_t mask)
Set mask value to RMT interrupt enable register.

Parameters

* mask: Bit mask to set to the register
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void rmt_clr_intr_enable_mask (uint32_t mask)
Clear mask value to RMT interrupt enable register.

Parameters
* mask: Bit mask to clear the register

esp_err_t rmt_set_rx_intr_en (rmi_channel_t channel, bool en)
Set RMT RX interrupt enable.

Return
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel
e en: enable or disable RX interrupt.

esp_err_t rmt_set_err_intr_en (rmt_channel_t channel, bool en)
Set RMT RX error interrupt enable.

Return
e« ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters
¢ channel: RMT channel
¢ en: enable or disable RX err interrupt.

esp_err_t rmt_set_tx_intr_en (rmt_channel_t channel, bool en)
Set RMT TX interrupt enable.

Return
« ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_OK Success
Parameters
e channel: RMT channel
* en: enable or disable TX interrupt.

esp_err_t rmt_set_tx_thr_intr_en (rmt_channel_t channel, bool en, uint16_t evt_thresh)
Set RMT TX threshold event interrupt enable.

An interrupt will be triggered when the number of transmitted items reaches the threshold value

Return
« ESP_ERR_INVALID ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel
* en: enable or disable TX event interrupt.
e evt_thresh: RMT event interrupt threshold value

esp_err_t rmt_set_pin (rmt_channel_t channel, rmt_mode_t mode, gpio_num_t gpio_num)
Set RMT pin.

Return
e ESP_ERR_INVALID ARG Parameter error
e ESP_OK Success
Parameters
¢ channel: RMT channel
¢ mode: TX or RX mode for RMT
¢ gpio_num: GPIO number to transmit or receive the signal.

esp_err_t rmt_config (const rmt_config_t *rmt_param)
Configure RMT parameters.

Return
e ESP_ERR_INVALID_ARG Parameter error
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e ESP_OK Success
Parameters
e rmt_param: RMT parameter struct

esp_err_t rmt_isr_register (void (*fn)) void *
, void *arg, int intr_alloc_flags, rmt_isr_handle_t *handleRegister RMT interrupt handler, the handler is an
ISR.

The handler will be attached to the same CPU core that this function is running on.

Note If you already called rmt_driver_install to use system RMT driver, please do not register ISR handler
again.
Return
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Function pointer error.
» ESP_FAIL System driver installed, can not register ISR handler for RMT
Parameters
¢ fn: Interrupt handler function.
¢ arg: Parameter for the handler function
e intr_alloc_flags: Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle: If non-zero, a handle to later clean up the ISR gets stored here.

esp_err_t rmt_isr_deregister (rmit_isr_handle_t handle)
Deregister previously registered RMT interrupt handler.

Return

¢ ESP_OK Success

* ESP_ERR_INVALID_ARG Handle invalid
Parameters

* handle: Handle obtained from rmt_isr_register

esp_err_trmt_f£ill_tx_items (rmt_channel_t channel, const rmt_item32_t *ifem, uintl6_t
item_num, uint16_t mem_offset)
Fill memory data of channel with given RMT items.

Return
« ESP_ERR_INVALID_ ARG Parameter error
e ESP_OK Success
Parameters
e channel: RMT channel
¢ item: Pointer of items.
e item_num: RMT sending items number.
e mem_offset: Index offset of memory.

esp_err_t rmt_driver_install (rmt_channel_t channel, size_t rx_buf_size, int intr_alloc_flags)
Initialize RMT driver.

Return
o ESP_ERR_INVALID_STATE Diriver is already installed, call rmt_driver_uninstall first.
¢ ESP_ERR_NO_MEM Memory allocation failure
e ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_OK Success
Parameters
¢ channel: RMT channel
e rx_buf_size: Size of RMT RX ringbuffer. Can be 0 if the RX ringbuffer is not used.
e intr_alloc_flags: Flags for the RMT driver interrupt handler. Pass O for default flags. See
esp_intr_alloc.h for details. If ESP_INTR_FLAG_IRAM is used, please do not use the memory
allocated from psram when calling rmt_write_items.

esp_err_t rmt_driver_uninstall (rmt_channel_t channel)
Uninstall RMT driver.

Return

Espressif Systems 240 Release v4.2-betal
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.2-beta1

Chapter 3. API Reference

« ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_OK Success

Parameters
e channel: RMT channel

esp_err_t rmt_get_channel_status (rmt_channel_status_result_t *channel_status)
Get the current status of eight channels.

Note Do not call this function if it is possible that rmt_driver_uninstall will be called at the same
time.
Return
¢ ESP_ERR_INVALID_ARG Parameter is NULL
e ESP_OK Success
Parameters
e [out] channel_status: store the current status of each channel

esp_err_t rmt_get_counter_clock (rmt_channel_t channel, uint32_t *clock_hz)
Get speed of channel’ s internal counter clock.

Return
e ESP_ERR_INVALID_ARG Parameter is NULL
¢ ESP_OK Success
Parameters
e channel: RMT channel
e [out] clock_hz: counter clock speed, in hz

esp_err_t rmt_write_items (rmt_channel_t channel, const rmt_item32_t *rmt_item, int item_num,

bool wait_tx_done)
RMT send waveform from rmt_item array.

This API allows user to send waveform with any length.

Note This function will not copy data, instead, it will point to the original items, and send the waveform items.
If wait_tx_done is set to true, this function will block and will not return until all items have been sent
out. If wait_tx_done is set to false, this function will return immediately, and the driver interrupt will
continue sending the items. We must make sure the item data will not be damaged when the driver is still
sending items in driver interrupt.

Return

e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
Parameters
¢ channel: RMT channel
e rmt_item: head point of RMT items array. If ESP_INTR_FLAG_IRAM is used, please do not
use the memory allocated from psram when calling rmt_write_items.
e item_num: RMT data item number.
e wait_tx_done:
— If set 1, it will block the task and wait for sending done.
— If set 0, it will not wait and return immediately.

esp_err_t rmt_wait_tx_done (rmt_channel_t channel, TickType_t wait_time)
Wait RMT TX finished.

Return
¢ ESP_OK RMT Tx done successfully
* ESP_ERR_TIMEOUT Exceeded the ‘wait_time’ given
e ESP_ERR_INVALID_ARG Parameter error
¢ ESP_FAIL Driver not installed
Parameters
¢ channel: RMT channel
* wait_time: Maximum time in ticks to wait for transmission to be complete. If set 0, return
immediately with ESP_ERR_TIMEOUT if TX is busy (polling).
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esp_err_t rmt_get_ringbuf_handle (rmt_channel_t channel, RingbufHandle_t *buf_handle)
Get ringbuffer from RMT.

Users can get the RMT RX ringbuffer handle, and process the RX data.

Return
« ESP_ERR_INVALID ARG Parameter error
¢ ESP_OK Success
Parameters
¢ channel: RMT channel
* buf_handle: Pointer to buffer handle to accept RX ringbuffer handle.

esp_err_t rmt_translator_init (rmt_channel_t channel, sample_to_rmt_t fn)
Init rmt translator and register user callback. The callback will convert the raw data that needs to be sent to
rmt format. If a channel is initialized more than once, tha user callback will be replaced by the later.

Return
e ESP_FAIL Init fail.
¢ ESP_OK Init success.
Parameters
e channel: RMT channel .
e fn: Point to the data conversion function.

esp_err_t rmt_write_sample (rmt_channel_t channel, const uint8_t *src, size_t src_size, bool
) wait_tx_done) ] ] o
Translate uint8_t type of data into rmt format and send it out. Requires rmt_translator_init to init the translator
first.

Return
« ESP_FAIL Send fail
e ESP_OK Send success
Parameters
¢ channel: RMT channel .
¢ src: Pointer to the raw data.
e src_size: The size of the raw data.
e wait_tx_done: Set true to wait all data send done.

rmt_tx_end_callback_t rmt_register_tx_end_callback (rmt_tx_end_fn_t function, void *arg)
Registers a callback that will be called when transmission ends.

Called by rmt_driver_isr_default in interrupt context.

Note Requires rmt_driver_install to install the default ISR handler.
Return the previous callback settings (members will be set to NULL if there was none)
Parameters
* function: Function to be called from the default interrupt handler or NULL.
¢ arg: Argument which will be provided to the callback when it is called.

esp_err_t rmt_set_rx_thr_intr_en (rmt_channel_t channel, bool en, uint16_t evt_thresh)
Set RMT RX threshold event interrupt enable.

An interrupt will be triggered when the number of received items reaches the threshold value

Return
e« ESP_ERR_INVALID_ARG Parameter error
¢ ESP_OK Success
Parameters
e channel: RMT channel
¢ en: enable or disable RX event interrupt.
e evt_thresh: RMT event interrupt threshold value

esp_err_t rmt_add_channel_to_group (rmt_channel_t channel)
Add channel into a group (channels in the same group will transmit simultaneously)

Return
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« ESP_ERR_INVALID_ ARG Parameter error
¢ ESP_OK Success

Parameters
e channel: RMT channel

esp_err_t rmt_remove_channel_from_group (rmt_channel_t channel)
Remove channel out of a group.

Return
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success

Parameters
¢ channel: RMT channel

Structures
struct rmt_tx_config t
Data struct of RMT TX configure parameters.

Public Members

uint32_t carrier_freq hz
RMT carrier frequency

rmt_carrier_level_t carrier_level
Level of the RMT output, when the carrier is applied

rmit_idle_level_t idle_level
RMT idle level

uint§_t carrier_duty_percent
RMT carrier duty (%)

uint32_t loop_count
Maximum loop count

bool carrier_en
RMT carrier enable

bool loop_en
Enable sending RMT items in a loop

bool idle_output_en
RMT idle level output enable
struct rmt_rx_config t
Data struct of RMT RX configure parameters.

Public Members
uintl6_t idle_threshold
RMT RX idle threshold

uint§_t filter_ticks_thresh
RMT filter tick number

bool filter_en
RMT receiver filter enable

bool rm_carrier
RMT receiver remove carrier enable

uint32_t carrier_ freq hz
RMT carrier frequency
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uint8_t carrier_duty_percent
RMT carrier duty (%)

rmt_carrier_level_t carrier_level
The level to remove the carrier

struct rmt_config_t
Data struct of RMT configure parameters.

Public Members

rmt_mode_t rmt_mode
RMT mode: transmitter or receiver

rmt_channel_t channel
RMT channel

gpio_num_t gpio_num
RMT GPIO number

uint®_t clk_div
RMT channel counter divider

uint§_t mem_block_num
RMT memory block number

uint32_t £lags
RMT channel extra configurations, OR’ d with RMT_CHANNEL_FLAGS_[*]

rmit_tx_config_t tx_config
RMT TX parameter

rmt_rx_config_t rx_config
RMT RX parameter

struct rmt_tx end_callback_t
Structure encapsulating a RMT TX end callback.

Public Members

rmt_tx_end_fn_t function
Function which is called on RMT TX end

void *arg
Optional argument passed to function

Macros
RMT_CHANNEL_FLAGS_ALWAYS_ON

Channel can work when APB frequency is changing (RMT channel adopts REF_TICK as clock source)
RMT_MEM_ITEM_NUM

Define memory space of each RMT channel (in words = 4 bytes)

RMT_DEFAULT_CONFIG_TX (gpio, channel_id)
Default configuration for Tx channel.

RMT_DEFAULT_CONFIG_RX (gpio, channel_id)
Default configuration for RX channel.
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Type Definitions

typedef intr_handle_t rmt_isr_ handle_t
RMT interrupt handle.

typedef void (*rmt_tx_end_£n_t) (rmt_channel_t channel, void *arg)
Type of RMT Tx End callback function.

typedef void (*sample_to_rmt_t) (const void *src, rmt_item32_t *dest, size_t src_size, size_t
wanted_num, size_t *translated_size, size_t *item_num)
User callback function to convert uint8_t type data to rmt format(rmt_item32_t).

This function may be called from an ISR, so, the code should be short and efficient.

Note In fact, item_num should be a multiple of translated_size, e.g. : When we convert each byte of uint8_t
type data to rmt format data, the relation between item_num and translated_size should be item_num
= translated_size*8.

Parameters

* src: Pointer to the buffer storing the raw data that needs to be converted to rmt format.

e [out] dest: Pointer to the buffer storing the rmt format data.

e src_size: The raw data size.

¢ wanted_num: The number of rmt format data that wanted to get.

e [out] translated_size: The size of the raw data that has been converted to rmt format, it
should return 0O if no data is converted in user callback.

e [out] item_num: The number of the rmt format data that actually converted to, it can be less
than wanted_num if there is not enough raw data, but cannot exceed wanted_num. it should return
0 if no data was converted.

Header File

* soc/include/hal/rmt_types.h

Structures
struct rmt_channel_status_result_t
Data struct of RMT channel status.

Public Members

rmt_channel_status_t status[RMT_CHANNEL_MAX]
Store the current status of each channel

Enumerations
enum rmt_channel_t
RMT channel ID.

Values:

RMT_CHANNEL_0
RMT channel number 0

RMT_CHANNEL_1
RMT channel number 1

RMT_CHANNEL_2
RMT channel number 2

RMT_CHANNEL_3
RMT channel number 3

RMT_CHANNEL_MAX
Number of RMT channels
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enum rmt_mem_owner_t
RMT Internal Memory Owner.

Values:

RMT_MEM_OWNER_TX
RMT RX mode, RMT transmitter owns the memory block

RMT_MEM_OWNER_RX
RMT RX mode, RMT receiver owns the memory block

RMT_MEM_OWNER_MAX

enum rmt_source_clk_t
Clock Source of RMT Channel.

Values:

RMT_BASECLK_REF
RMT source clock is REF_TICK, 1MHz by default

RMT_BASECLK_APB
RMT source clock is APB CLK, 80Mhz by default

RMT_BASECLK_MAX

enum rmt_data_mode_t
RMT Data Mode.

Note We highly recommended to use MEM mode not FIFO mode since there will be some gotcha in FIFO

mode.
Values:
RMT DATA_MODE_FIFO
RMT_DATA_MODE_MEM
RMT_DATA_MODE_MAX

enum rmt_mode_t
RMT Channel Working Mode (TX or RX)

Values:

RMT_MODE_TX
RMT TX mode

RMT_MODE_RX
RMT RX mode

RMT_MODE_MAX

enum rmt_idle_level_t
RMT Idle Level.

Values:

RMT_IDLE_LEVEL_LOW
RMT TX idle level: low Level

RMT_IDLE_LEVEL_HIGH
RMT TX idle level: high Level

RMT_IDLE_LEVEL_MAX

enum rmt_carrier_level_t
RMT Carrier Level.

Values:
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RMT_CARRIER_LEVEL_LOW
RMT carrier wave is modulated for low Level output

RMT_CARRIER_LEVEL_HIGH
RMT carrier wave is modulated for high Level output

RMT_CARRIER_LEVEL_MAX

enum rmt_channel_status_t
RMT Channel Status.

Values:

RMT_CHANNEL_UNINIT
RMT channel uninitialized

RMT_CHANNEL_IDLE
RMT channel status idle

RMT_CHANNEL_BUSY
RMT channel status busy

3.2.11 SD SPI Host Driver

Overview

The SD SPI host driver allows communicating with one or more SD cards by the SPI Master driver which makes use
of the SPI host. Each card is accessed through an SD SPI device represented by an sdspi_dev_handle_t spi_handle re-
turned when attaching the device to an SPI bus by calling sdspi_host_init_device. The bus should be already initialized
before (by spi_bus_initialize).

With the help of SPI Master driver based on, the SPI bus can be shared among SD cards and other SPI devices. The
SPI Master driver will handle exclusive access from different tasks.

The SD SPI driver uses software-controlled CS signal.

How to Use

Firstly, use the macro SDSPI_DEVICE_CONFIG_DEFAULT toinitialize a structure sdmmc_slot_config_t,
which is used to initialize an SD SPI device. This macro will also fill in the default pin mappings, which is same as
the pin mappings of SDMMC host driver. Modify the host and pins of the structure to desired value. Then call
sdspi_host_init_device to initialize the SD SPI device and attach to its bus.

Thenuse SDSPI_HOST DEFAULT macro to initialize a sdmmc_host__t structure, which is used to store the state
and configurations of upper layer (SD/SDIO/MMC driver). Modify the slot parameter of the structure to the SD SPI
device spi_handle just returned from sdspi_host_init_device. Call sdmmc_card_init with the sdmmc_host_t to
probe and initialize the SD card.

Now you can use SD/SDIO/MMC driver functions to access your card!

Other Details

Only the following driver’ s API functions are normally used by most applications:

* sdspi_host_init ()

* sdspi_host_init_device()

* sdspi_host_remove_device ()
* sdspi_host_deinit ()

Other functions are mostly used by the protocol level SD/SDIO/MMC driver via function pointers in the sd-
mmc_host__t structure. For more details, see the SD/SDIO/MMC Driver.
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Note: SD over SPI does not support speeds above SDMMC_FREQ_DEFAULT due to the limitations of the SPI
driver.

API Reference

Header File

e driver/include/driver/sdspi_host.h

Functions
esp_err_t sdspi_host_init (void)
Initialize SD SPI driver.

Note This function is not thread safe
Return
e ESP_OK on success
* other error codes may be returned in future versions
esp_err_t sdspi_host_init_device (const sdspi_device_config_t *dev_config, sdspi_dev_handle_t

*out_handle)
Attach and initialize an SD SPI device on the specific SPI bus.

Note This function is not thread safe
Note Initialize the SPI bus by spi_bus_initialize () before calling this function.
Note The SDIO over sdspi needs an extra interrupt line. Call gpio_install_isr_service () before
this function.
Return
¢ ESP_OK on success
e ESP_ERR_INVALID_ARG if sdspi_host_init_device has invalid arguments
¢ ESP_ERR_NO_MEM if memory can not be allocated
* other errors from the underlying spi_master and gpio drivers
Parameters
e dev_config: pointer to device configuration structure
* out_handle: Output of the handle to the sdspi device.

esp_err_t sdspi_host_remove_device (sdspi_dev_handle_t handle)
Remove an SD SPI device.

Return Always ESP_OK
Parameters
e handle: Handle of the SD SPI device

esp_err_t sdspi_host_do_transaction (sdspi_dev_handle_t handle, sdmmc_command_t *cmdinfo)
Send command to the card and get response.

This function returns when command is sent and response is received, or data is transferred, or timeout occurs.

Note This function is not thread safe w.r.t. init/deinit functions, and bus width/clock speed configuration
functions. Multiple tasks can call sdspi_host_do_transaction as long as other sdspi_host_* functions are
not called.

Return

¢ ESP_OK on success

e ESP_ERR_TIMEOUT if response or data transfer has timed out

¢ ESP_ERR_INVALID_CRC if response or data transfer CRC check has failed

e ESP_ERR_INVALID_RESPONSE if the card has sent an invalid response
Parameters

* handle: Handle of the sdspi device

* cmdinfo: pointer to structure describing command and data to transfer
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esp_err_t sdspi_host_set_card_clk (sdspi_dev_handle_t host, uint32_t freq_khz)
Set card clock frequency.

Currently only integer fractions of 40MHz clock can be used. For High Speed cards, 40MHz can be used. For
Default Speed cards, 20MHz can be used.

Note This function is not thread safe
Return

¢ ESP_OK on success

e other error codes may be returned in the future
Parameters

* host: Handle of the sdspi device

e freqg_khz: card clock frequency, in kHz

esp_err_t sdspi_host_deinit (void)
Release resources allocated using sdspi_host_init.

Note This function is not thread safe
Return
e ESP_OK on success
e ESP_ERR_INVALID_STATE if sdspi_host_init function has not been called

esp_err_t sdspi_host_io_int_enable (sdspi_dev_handle_t handle)
Enable SDIO interrupt.

Return
¢ ESP_OK on success
Parameters
* handle: Handle of the sdspi device

esp_err_t sdspi_host_io_int_wait (sdspi_dev_handle_t handle, TickType_t timeout_ticks)
Wait for SDIO interrupt until timeout.

Return
e ESP_OK on success
Parameters
* handle: Handle of the sdspi device
e timeout_ticks: Ticks to wait before timeout.

esp_err_t sdspi_host_init_slot (int slot, const sdspi_slot_config_t *slot_config)
Initialize SD SPI driver for the specific SPI controller.

Note This function is not thread safe
Note The SDIO over sdspi needs an extra interrupt line. Call gpio_install_isr_service () before
this function.
Parameters
e slot: SPI controller to use (HSPI_HOST or VSPI_HOST)
e slot_config: pointer to slot configuration structure

Return
¢ ESP_OK on success
e ESP_ERR_INVALID_ARG if sdspi_init_slot has invalid arguments
¢ ESP_ERR_NO_MEM if memory can not be allocated
* other errors from the underlying spi_master and gpio drivers

Structures
struct sdspi_device_config_t
Extra configuration for SD SPI device.
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Public Members

spi_host_device_t host_id
SPT host to use, SPIx_HOST (see spi_types.h).

gpio_num_t gpio_cs
GPIO number of CS signal.

gpio_num_t gpio_cd
GPIO number of card detect signal.

gpio_num_t gpio_wp
GPIO number of write protect signal.
gpio_num_t gpio_int
GPIO number of interrupt line (input) for SDIO card.
struct sdspi_slot_config_t
Extra configuration for SPI host.

Public Members

gpio_num_t gpio_cs
GPIO number of CS signal.

gpio_num_t gpio_cd
GPIO number of card detect signal.

gpio_num_t gpio_wp
GPIO number of write protect signal.
gpio_num_t gpio_int
GPIO number of interrupt line (input) for SDIO card.

gpio_num_t gpio_miso
GPIO number of MISO signal.

gpio_num_t gpio_mosi
GPIO number of MOSI signal.

gpio_num_t gpio_sck
GPIO number of SCK signal.

int dma_channel
DMA channel to be used by SPI driver (1 or 2).

Macros
SDSPI_HOST_DEFAULT ()
Default sdmmc_host_t structure initializer for SD over SPI driver.

Uses SPI mode and max frequency set to 20MHz

‘slot’ should be set to an sdspi device initialized by sdspi_host_init_device ().
SDSPI_SLOT_NO_CD
indicates that card detect line is not used

SDSPI_SLOT_NO_WP
indicates that write protect line is not used

SDSPI_SLOT_NO_INT
indicates that interrupt line is not used

SDSPI_DEVICE_CONFIG_DEFAULT ()
Macro defining default configuration of SD SPI device.
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SDSPI_SLOT_CONFIG_DEFAULT ()
Macro defining default configuration of SPI host

Type Definitions
typedef int sdspi_dev_handle_t
Handle representing an SD SPI device.

3.2.12 Sigma-delta Modulation
Introduction

ESP32-S2 has a second-order sigma-delta modulation module. This driver configures the channels of the sigma-delta
module.

Functionality Overview

There are eight independent sigma-delta modulation channels identified with sigmadelta_channel_t. Each
channel is capable to output the binary, hardware generated signal with the sigma-delta modulation.

Selected channel should be set up by providing configuration parameters in sigmadelta_config_t and then
applying this configuration with sigmadelta_config().

Another option is to call individual functions, that will configure all required parameters one by one:

¢ Prescaler of the sigma-delta generator - sigmadelta_set_prescale ()
e Duty of the output signal - sigmadelta_set_duty ()
¢ GPIO pin to output modulated signal - sigmadelta_set_pin()

The range of the ‘duty’ input parameter of sigmadelta_set_duty () is from -128 to 127 (eight bit
signed integer). If zero value is set, then the output signal’ s duty will be about 50%, see description of sig—
madelta_set_duty ().

Application Example

Sigma-delta Modulation example: peripherals/sigmadelta.

API Reference

Header File

e driver/include/driver/sigmadelta.h

Functions
esp_err_t sigmadelta_config (const sigmadelta_config_t *config)
Configure Sigma-delta channel.

Return
¢ ESP_OK Success
¢ ESP_ERR_INVALID_STATE sigmadelta driver already initialized
« ESP_ERR_INVALID ARG Parameter error
Parameters
e config: Pointer of Sigma-delta channel configuration struct
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esp_err_t sigmadelta_set_duty (sigmadelta_channel_t channel, int8_t duty)
Set Sigma-delta channel duty.

This function is used to set Sigma-delta channel duty, If you add a capacitor between the output pin and ground,
the average output voltage will be Vdc = VDDIO /256 * duty + VDDIO/2, where VDDIO is the power supply
voltage.

Return
e ESP_OK Success
e ESP_ERR_INVALID_STATE sigmadelta driver has not been initialized
e ESP_ ERR_INVALID ARG Parameter error
Parameters
e channel: Sigma-delta channel number
e duty: Sigma-delta duty of one channel, the value ranges from -128 to 127, recommended range is
-90 ~ 90. The waveform is more like a random one in this range.

esp_err_t sigmadelta_set_prescale (sigmadelta_channel_t channel, uint8_t prescale)
Set Sigma-delta channel’ s clock pre-scale value. The source clock is APP_CLK, 80MHz. The clock frequency
of the sigma-delta channel is APP_CLK / pre_scale.

Return
¢ ESP_OK Success
¢ ESP_ERR_INVALID_STATE sigmadelta driver has not been initialized
« ESP_ERR_INVALID ARG Parameter error
Parameters
e channel: Sigma-delta channel number
* prescale: The divider of source clock, ranges from 0 to 255

esp_err_t sigmadelta_set_pin (sigmadelta_channel_t channel, gpio_num_t gpio_num)
Set Sigma-delta signal output pin.

Return
¢ ESP_OK Success
* ESP_ERR_INVALID_STATE sigmadelta driver has not been initialized
e ESP_ERR_INVALID ARG Parameter error
Parameters
e channel: Sigma-delta channel number
e gpio_num: GPIO number of output pin.

Header File

* soc/include/hal/sigmadelta_types.h

Structures
struct sigmadelta_config_t
Sigma-delta configure struct.

Public Members
sigmadelta_channel_t channel
Sigma-delta channel number

int8_t sigmadelta_duty
Sigma-delta duty, duty ranges from -128 to 127.

uint8_t sigmadelta_prescale
Sigma-delta prescale, prescale ranges from 0 to 255.

uint8_t sigmadelta_gpio
Sigma-delta output io number, refer to gpio.h for more details.
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Type Definitions
typedef int sigmadelta_port_t

SIGMADELTA port number, the max port number is (SIGMADELTA_NUM_MAX -1).
typedef int sigmadelta_channel_t

Sigma-delta channel list.

3.2.13 SPI Master Driver

SPI Master driver is a program that controls ESP32-S2’ s SPI peripherals while they function as masters.

Overview of ESP32-S2’ s SPI peripherals

ESP32 integrates four SPI peripherals.

* SPIO and SPI1 are used internally to access the ESP32’ s attached flash memory and share an arbiter.

» SPI2 and SPI3 are general purpose SPI controllers, sometimes referred to as HSPI and VSPI, respectively.
They are open to users. SPI2 and SPI3 have independent signal buses with the same respective names. Each
bus has three CS lines to drive up to three SPI slaves.

Terminology

The terms used in relation to the SPI master driver are given in the table below.
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Term Definition

Host The SPI controller peripheral inside ESP32 that initi-
ates SPI transmissions over the bus, and acts as an SPI
Master. This may be the SPI2 or SPI3 peripheral. (The
driver will also support the SPI1 peripheral in the fu-
ture.)

Device SPI slave device. An SPI bus may be connected to one
or more Devices. Each Device shares the MOSI, MISO
and SCLK signals but is only active on the bus when the
Host asserts the Device’ s individual CS line.

Bus A signal bus, common to all Devices connected to one
Host. In general, a bus includes the following lines:
MISO, MOSI, SCLK, one or more CS lines, and, op-
tionally, QUADWP and QUADHD. So Devices are
connected to the same lines, with the exception that
each Device has its own CS line. Several Devices can
also share one CS line if connected in the daisy-chain
manner.

Master In, Slave Out, a.k.a. Q. Data transmission from

* MISO a Device to Host.
Master Out, Slave In, a.k.a. D. Data transmission from
* MOSI a Host to Device.
SCLK Serial Clock. Oscillating signal generated by a Host that
keeps the transmission of data bits in sync.
cs Chip Select. Allows a Host to select individual De-
vice(s) connected to the bus in order to send or receive
data.
Write Protect signal. Only used for 4-bit (qio/qout)
* QUADWP transactions.
QUADHD Hold signal. Only used for 4-bit (gio/qout) transactions.

The action of activating a line. The opposite action of
returning the line back to inactive (back to idle) is called
de-assertion.

Transaction One instance of a Host asserting a CS line, transferring
data to and from a Device, and de-asserting the CS line.
Transactions are atomic, which means they can never be
interrupted by another transaction.

* Assertion

Launch edge Edge of the clock at which the source register launches
the signal onto the line.
Latch edge Edge of the clock at which the destination register

latches in the signal.

Driver Features

The SPI master driver governs communications of Hosts with Devices. The driver supports the following features:

* Multi-threaded environments

* Transparent handling of DMA transfers while reading and writing data

* Automatic time-division multiplexing of data coming from different Devices on the same signal bus, see SP/
Bus Lock.
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Warning: The SPI master driver has the concept of multiple Devices connected to a single bus (sharing a
single ESP32-S2 SPI peripheral). As long as each Device is accessed by only one task, the driver is thread safe.
However, if multiple tasks try to access the same SPI Device, the driver is not thread-safe. In this case, it is
recommended to either:

¢ Refactor your application so that each SPI peripheral is only accessed by a single task at a time.
¢ Add a mutex lock around the shared Device using xSemaphoreCreateMutex.

SPI Features

SPI Master

SPI Bus Lock To realize the multiplexing of different devices from different drivers (SPI Master, SPI Flash, etc.),
an SPI bus lock is applied on each SPI bus. Drivers can attach their devices onto the bus with the arbitration of the
lock.

Each bus lock are initialized with a BG (background) service registered, all devices request to do transactions on the
bus should wait until the BG to be successfully disabled.

» For SPI1 bus, the BG is the cache, the bus lock will help to disable the cache before device operations starts,
and enable it again after device releasing the lock. No devices on SPI1 is allowed using ISR (it” s meaningless
for the task to yield to other tasks when the cache is disabled).

¢ For other buses, the driver may register its ISR as the BG. The bus lock will block a device task when it requests
for exclusive use of the bus, try to disable the ISR, and unblock the device task allowed to exclusively use the
bus when the ISR is successfully disabled. When the task releases the lock, the lock will also try to resume the
ISR if there are pending transactions to be done in the ISR.

SPI Transactions

An SPI bus transaction consists of five phases which can be found in the table below. Any of these phases can be
skipped.

Phase | Description

Com- In this phase, a command (0-16 bit) is written to the bus by the Host.

mand

Ad- In this phase, an address (0-64 bit) is transmitted over the bus by the Host.

dress

Write Host sends data to a Device. This data follows the optional command and address phases and is indis-

tinguishable from them at the electrical level.
Dummy | This phase is configurable and is used to meet the timing requirements.
Read Device sends data to its Host.

The attributes of a transaction are determined by the bus configuration structure spi_bus_config_t, de-
vice configuration structure spi_device_interface_config_t, and transaction configuration structure
spi_transaction_t.

An SPI Host can send full-duplex transactions, during which the read and write phases occur simultaneously. The
total transaction length is determined by the sum of the following members:

e spi_device_interface_config_t::command_bits
e spi_device_interface_config_t::address_bits
* spi_transaction_t::length

While the member spi_transaction_t::rxlength only determines the length of data received into the
buffer.
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In half-duplex transactions, the read and write phases are not simultaneous (one direction at a time). The lengths of the
write and read phases are determined by 1ength and rx1length members of the struct spi_transaction_t
respectively.

The command and address phases are optional, as not every SPI device requires a command and/or address. This is
reflected in the Device’ s configuration: if command_bits and/or address_bits are set to zero, no command
or address phase will occur.

The read and write phases can also be optional, as not every transaction requires both writing and reading data. If
rx_buffer is NULL and SPI_TRANS_USE_RXDATA is not set, the read phase is skipped. If tx_buffer is
NULL and SPI_TRANS_USE_TXDATA is not set, the write phase is skipped.

The driver supports two types of transactions: the interrupt transactions and polling transactions. The programmer
can choose to use a different transaction type per Device. If your Device requires both transaction types, see Notes
on Sending Mixed Transactions to the Same Device.

Interrupt Transactions Interrupt transactions will block the tr