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This is the documentation for Espressif IoT Development Framework (esp-idf). ESP-IDF is the official development
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This document describes using ESP-IDF with the ESP32-S2 SoC.
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Chapter 1

Get Started

This document is intended to help you set up the software development environment for the hardware based on
the ESP32-S2 chip by Espressif. After that, a simple example will show you how to use ESP-IDF (Espressif IoT
Development Framework) for menu configuration, then for building and flashing firmware onto an ESP32-S2 board.

Note: This is documentation for stable version v4.4.5 of ESP-IDF. Other ESP-IDF Versions are also available.

1.1 Introduction

ESP32-S2 is a system on a chip that integrates the following features:

¢ Wi-Fi (2.4 GHz band)

¢ High performance single core Xtensa® 32-bit LX7 CPU

 Ultra Low Power co-processor running either RISC-V or FSM core
e Multiple peripherals

¢ Built-in security hardware

» USB OTG interface

Powered by 40 nm technology, ESP32-S2 provides a robust, highly integrated platform, which helps meet the con-
tinuous demands for efficient power usage, compact design, security, high performance, and reliability.

Espressif provides basic hardware and software resources to help application developers realize their ideas using
the ESP32-S2 series hardware. The software development framework by Espressif is intended for development of
Internet-of-Things (IoT) applications with Wi-Fi, Bluetooth, power management and several other system features.

1.2 What You Need

Hardware:

e An ESP32-S2 board
¢ USB cable - USB A / micro USB B
¢ Computer running Windows, Linux, or macOS

Software:
You have a choice to either download and install the following software manually

* Toolchain to compile code for ESP32-S2
* Build tools - CMake and Ninja to build a full Application for ESP32-S2
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« ESP-IDF that essentially contains API (software libraries and source code) for ESP32-S2 and scripts to operate
the Toolchain

or get through the onboarding process using the following official plugins for integrated development environments
(IDE) described in separate documents

* Eclipse Plugin (installation link)
¢ VS Code Extension (setup)

—— CMake / IDE

Toalchain

Project

Application T
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Fig. 1: Development of applications for ESP32-S2

1.3 Development Board Overviews

If you have one of ESP32-S2 development boards listed below, you can click on the link to learn more about its
hardware.

1.3.1 ESP32-S2-Saola-1

This user guide provides information on ESP32-52-Saola-1, a small-sized ESP32-S2 Datasheet based development
board produced by Espressif.

The document consists of the following major sections:

* Getting started: Provides an overview of the ESP32-S2-Saola-1 and hardware/software setup instructions to

get started.
* Hardware reference: Provides more detailed information about the ESP32-S2-Saola-1’ s hardware.
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Fig. 2: ESP32-S2-Saola-1

* Hardware Revision Details: Revision history, known issues, and links to user guides for previous versions (if
any) of ESP32-S2-Saola-1.
* Related Documents: Gives links to related documentation.

Getting Started

This section describes how to get started with ESP32-S2-Saola-1. It begins with a few introductory sections about
the ESP32-S2-Saola-1, then Section Start Application Development provides instructions on how to get the ESP32-
S2-Saola-1 ready and flash firmware into it.

Overview ESP32-S2-Saola-1 is a small-sized ESP32-S2 based development board produced by Espressif. Most
of the I/O pins are broken out to the pin headers on both sides for easy interfacing. Developers can either connect
peripherals with jumper wires or mount ESP32-S2-Saola-1 on a breadboard.

To cover a wide range of users’ needs, ESP32-S2-Saola-1 supports:

» ESP32-S2-WROVER
e ESP32-S2-WROVER-I
» ESP32-S2-WROOM

e ESP32-S2-WROOM-I

In this guide, we take ESP32-S2-Saola-1 equipped with ESP32-S2-WROVER as an example.

Contents and Packaging

Retail orders If you order a few samples, each ESP32-S2-Saola-1 comes in an individual package in either antistatic
bag or any packaging depending on your retailer.

For retail orders, please go to https://www.espressif.com/en/company/contact/buy-a-sample.

Wholesale Orders If you order in bulk, the boards come in large cardboard boxes.

For wholesale orders, please go to https://www.espressif.com/en/contact-us/sales-questions.
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RGE LED Pin Headers

Boot Button

ESP32-52-WROVER
Micro-USE Port

Reset BEutton

USE-to-UART
Eridge

3.3V Power Pin Headers
OnLED

Fig. 3: ESP32-S2-Saola-1 - front

Description of Components The key components of the board are described in a clockwise direction.

Key Component Description

ESP32-S2-WROVER ESP32-S2-WROVER is a powerful, generic Wi-Fi MCU module that inte-
grates ESP32-S2. It has a PCB antenna, a 4 MB external SPI flash and an
additional 2 MB PSRAM.

Pin Headers All available GPIO pins (except for the SPI bus for flash and PSRAM) are

broken out to the pin headers on the board. Users can program ESP32-S2
chip to enable multiple functions such as SPI, 12S, UART, I2C, touch sensors,

PWM etc.

3.3 V Power On LED Turns on when the USB power is connected to the board.

USB-to-UART Bridge Single USB-UART bridge chip provides transfer rates up to 3 Mbps.

Reset Button Reset button.

Micro-USB Port USB interface. Power supply for the board as well as the communication in-
terface between a computer and the ESP32-S2 chip.

Boot Button Download button. Holding down Boot and then pressing Reset initiates
Firmware Download mode for downloading firmware through the serial port.

RGB LED Addressable RGB LED (WS2812), driven by GPIO18.

Start Application Development Before powering up your ESP32-S2-Saola-1, please make sure that it is in good
condition with no obvious signs of damage.

Required Hardware

e ESP32-S2-Saola-1
e USB 2.0 cable (Standard-A to Micro-B)
¢ Computer running Windows, Linux, or macOS

Note: Be sure to use an appropriate USB cable. Some cables are for charging only and do not provide the needed
data lines nor work for programming the boards.

Software Setup Please proceed to Get Started, where Section Installation Step by Step will quickly help you set up
the development environment and then flash an application example into your ESP32-S2-Saola-1.
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Note: ESP32-S2 series of chips only supports ESP-IDF master or version v4.2 and higher.

Hardware Reference
Block Diagram A block diagram below shows the components of ESP32-S2-Saola-1 and their interconnections.

=
=
_____________________________________________________ T
: |
Power Supply/ > RGB LED
Programming
D+/DJ TX/BX ESP32-52
'61"_’ USB-UART | .| WROVER | »| Pin Header
: Bridge Connector x2

e

Boot RST

. ESP32-S2-Saola-1 V1.2

Fig. 4: ESP32-S2-Saola-1 (click to enlarge)

There are three mutually exclusive ways to provide power to the board

Power Supply Options
* Micro-USB port, default power supply

* 5V and GND pin headers
* 3V3 and GND pin headers
It is recommended to use the first option: Micro-USB Port.

Header Block The two tables below provide the Name and Function of the pin headers on both sides of the board
(J2 and J3). The pin header names are shown in ESP32-S2-Saola-1 - front. The numbering is the same as in the

ESP32-S2-Saola-1 Schematics (PDF).
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12 No. | Name | Type™*® T [ Function
1 3V3 P 3.3 V power supply
2 100 /0 GPIOO, Boot
3 101 /0 GPIO1, ADC1_CHO, TOUCH_CH1
4 102 I/0 GPIO2, ADC1_CHI1, TOUCH_CH2
5 103 /0 GPIO3, ADC1_CH2, TOUCH_CH3
6 104 I/0 GPIO4, ADC1_CH3, TOUCH_CH4
7 105 /0 GPIOS5, ADC1_CH4, TOUCH_CHS
8 106 I/0 GPIO6, ADC1_CHS, TOUCH_CH6
9 107 I/0 GPIO7, ADC1_CH6, TOUCH_CH7
10 | 108 I/0 GPIO8, ADC1_CH7, TOUCH_CHS
11 109 /0 GPIOY, ADC1_CHS, TOUCH_CH9
12 1010 I/0 GPIO10, ADC1_CH9, TOUCH_CH10
13 1011 I/0 GPIO11, ADC2_CHO, TOUCH_CH11
14 | 1012 /0 GPIO12, ADC2_CH1, TOUCH_CHI12
15 1013 I/0 GPIO13, ADC2_CH2, TOUCH_CH13
16 1014 I/0 GPIO14, ADC2_CH3, TOUCH_CH14
17 1015 /0 GPIO15, ADC2_CH4, XTAL_32K_P
18 1016 I/0 GPIO16, ADC2_CHS, XTAL_32K_N
19 1017 I/0 GPIO17, ADC2_CH6, DAC_1
20 5VO0 P 5 V power supply
21 GND | G Ground
J3 i

No. | Name | Type | Function

1 GND G Ground

2 RST I CHIP_PU, Reset

3 1046 I GPIO46

4 1045 I/0 GPIO45

5 1044 /0 GPI1044, UORXD

6 1043 I/0 GPIO43, UOTXD

7 1042 /0 GPIO42, MTMS

8 1041 I/0 GPIO41, MTDI

9 1040 /0 GPI0O40, MTDO

10 1039 /0 GPIO39, MTCK

11 1038 /0 GPIO38

12 1037 /0 GPIO37

13 1036 I/0 GPIO36

14 1035 /0 GPIO35

16 1034 I/0 GPIO34

17 1033 /0 GPIO33

17 1026 I/0 GPIO26

18 1021 /0 GPIO21

19 1020 I/0 GPIO20, ADC2_CH9, USB_D+

20 1019 /0 GPIO19, ADC2_CHS, USB_D-

21 1018 I/0 GPIO18, ADC2_CH7, DAC_2, RGB LED

Pin Layout

Hardware Revision Details

This is the first revision of this board released.

1 P: Power supply: I: Input; O: Output; T: High impedance.
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ESP32-S2-Saola-1

3V3

OD/IE/WPU| BOOT _ GPIOO

TOUCH1  ADC1 0 GPIO1
TOUCH2 ADC1_1 GP102
TOUCH3  ADC1_2 GPI03
TOUCH4 ADC1 3 GP104
TOUCHS ADC1_4 GPIO5
TOUCH6 ADC1 5 GP106
TOUCHT7 ADC1_6 GPI07
TOUCH8 ADC1_7 GPI08
TOUCH9[ ADC1_8 GPI09

FSPICS 1 TOUCH10 ADC1_9 GPI1010
FSPI_MOSE TOUCH11_ ADC2_0 GPI011
FSPICLK TOUCH12_ ADC2_1 GPI012
FSPI_MISOl TOUCH13, ADC2 2 GP1013
L FSPLLWP 1 TOUCH14, ADC2_3 GPI014
OD/ID _ 32K P | UORTS | ADC2_4 GPI015
OD/ID _ 32K N | UOCTS [ ADC2 5 GPI016
[ OD/IE BULYSW ULTXD [ ADC2_6 GP1017
5V0

GND 21

ool Rl sfwulol-

[_oo/ip
EE
OD/IE
OD/IE
OD/IE
OD/IE
OD/IE

ESP32-S2 Specs

32-bit Xtensae single-core @240MHz
Wi-Fi IEEE 802.11 b/g/n 2.4GHz
320 KB SRAM (16 KB SRAM in RTC)
128 KB ROM

43 GPIOs, 4x SPI, 2x UART, 2x I2C,
Touch, I2S, RMT, LED PWM, USB-OTG,
TWAIe, 2x 8-bit DAC, 12-bit ADC

GPl018

GND,

ESP32-S2-WROVER

BOOT RST

. 10

~N\,— PWM Capable Pin
—p— @@ GPIO Input Only
@@ P10 Input and Output

DAC_X ' Digital-to-Analog Converter
JTAG/USB JTAG for Debugging and USB

FLASH  External Flash Memory (SPI)
Analog-to-Digital Converter
Touch Sensor Input Channel
Other Related Functions
Serial for Debug/Programming

Arduine Related Functions

LT Strapping Pin Functions

&) ESPRESSIF

RST, RESET
GPI046.  LOG
GP1045
GP1044
GP1043
GP1042
GP1041
GP1040
10.GPIO39
11, GPI038
12 GPI0O37 FSPI_MISO
13, GP1036 _ FSPI_CLK
14, GPI035 [FSPI_MOSL,
15.GP1034 | FSPL CS0
16.GPI1033
17 GPI026 RTC
18 GPI1021, RTC
19 GPI1020_ RTC
20,.GPI019, RTC
21,GPI018 RTC

OD/IE/WPD]
VSPI L IE/WPD
UORXD LIE/WPU ]
UOTXD
MTMS  @CELED
MTDI @D
MTDO @CIED
MTCK @IED
FSPLWP | OD/IE
OD/IE
OD/IE
OD/IE
OD/IE
FSPIHD | ODJ/IE
PSRAM  SPICS1 !

OD/ID

ADC2_9 RUL-W 2 UICTS | OD/ID J
ADC2_8 WIL: 3B U1RTS | OD/ID ]
[UI¥M) DAC_2

WPU: Weak Pull-up (Internal)
WPD: Weak Pull-down (Internal}
PU: Pull-up (External)

IE: Input Enable (After Reset)

1D Input Disabled (After Reset)
OE: Output Enable (After Reset)
OD: Output Disabled (After Reset)

RTC Power Domain (VDD3P3_RTC)
@D Ground
@D Power Rails (3¥3 and 5v)
| Pin Shared with the Flash Memory
* and/or PSRAM
Can't be used as regular GPIO!

Fig. 5: ESP32-S2 Saola-1 Pin Layout (click to enlarge)

Related Documents

¢ ESP32-S2-Saola-1 Schematics (PDF)
¢ ESP32-S2-Saola-1 Dimensions (PDF)
¢ ESP32-S2 Datasheet (PDF)

¢ ESP Product Selector

ESP32-S2-WROVER and ESP32-S2-WROVER-I Datasheet (PDF)
ESP32-S2-WROOM and ESP32-S2-WROOM-I Datasheet (PDF)

For other design documentation for the board, please contact us at sales@espressif.com.

1.3.2 ESP32-S2-DevKitM-1(U)

This user guide provides information on Espressif’ s small-sized development board ESP32-S2-DevKitM-1(U).

ESP32-S2-DevKitM-1(U) is a general-purpose development board based on ESP32-S2FH4 chip, which falls into
ESP32-S2 chip series. With a rich peripheral set and optimized pinout, this board allows rapid prototyping.

ESP32-S2-DevKitM-1 is embedded with ESP32-S2-MINI-1 module (on-board PCB antenna), while ESP32-S2-
DevKitM-1U with ESP32-S2-MINI-1U module (external antenna connector).
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ESP32-S2-DevKitM-1 ESP32-S2-DevKitM-1U

The document consists of the following major sections:

* Getting started: Provides an overview of the ESP32-S2-DevKitM-1(U) and hardware/software setup instruc-
tions to get started.

* Hardware reference: Provides more detailed information about the ESP32-S2-DevKitM-1(U)’ s hardware.

e Hardware Revision Details: Revision history, known issues, and links to user guides for previous versions (if
any) of ESP32-S2-DevKitM-1(U).

* Related Documents: Gives links to related documentation.

Getting Started

This section describes how to get started with ESP32-S2-DevKitM-1(U). It begins with a few introductory sections
about the ESP32-S2-DevKitM-1(U), then Section Start Application Development provides instructions on how to get
the ESP32-S2-DevKitM-1(U) ready and flash firmware into it.

Overview ESP32-S2-DevKitM-1(U) is entry-level development board equipped with either ESP32-S2-MINI-1 or
ESP32-S2-MINI-1U module. Most of the I/0O pins on the module are broken out to the pin headers on both sides for
easy interfacing. Developers can either connect peripherals with jumper wires or mount ESP32-S2-DevKitM-1(U)
on a breadboard.

Contents and Packaging

Retail orders If you order a few samples, each ESP32-S2-DevKitM-1(U) comes in an individual package in either
antistatic bag or any packaging depending on your retailer.

For retail orders, please go to https://www.espressif.com/en/company/contact/buy-a-sample.

Wholesale Orders If you order in bulk, the boards come in large cardboard boxes.

For wholesale orders, please go to https://www.espressif.com/en/contact-us/sales-questions.

Description of Components The key components of the board are described in a clockwise direction.
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RGBLED &§Wto3.3VLDO Fin Headers
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Boot Button

Micro-USE Port ESP32-52-MINI-1

Reset Button
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USB to UART
Bridge 3.3V Power On LED Pin Headers
Fig. 6: ESP32-5S2-DevKitM-1 - front
RGBLED 5Vto3.3VLDO Pin Headers
Boot Button

External Antenna
Connector

Micro-USE Port ESP32-52-MINI-1U

Reset Button
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Fig. 7: ESP32-S2-DevKitM-1U - front
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Key Component

Description

ESP32-S2-MINI-1 or ESP32-
S2-MINI-1U

ESP32-S2-MINI-1 and ESP32-S2-MINI-1U are two powerful, generic Wi-Fi
MCU modules that integrate ESP32-S2FH4 chip. ESP32-S2-MINI-1 comes
with a PCB antenna, and ESP32-S2-MINI-1U with an external antenna con-
nector. They both feature a 4 MB external SPI flash.

Pin Headers

All available GPIO pins (except for the SPI bus for flash) are broken out to the
pin headers on the board. Users can program ESP32-S2FH4 chip to enable
multiple functions such as SPI, 12S, UART, 12C, touch sensors, PWM etc. For
details, please see Header Block.

3.3 V Power On LED

Turns on when the USB power is connected to the board.

USB to UART Bridge

Single USB-UART bridge chip provides transfer rates up to 3 Mbps.

Reset Button

Reset button.

Micro-USB Port

USB interface. Power supply for the board as well as the communication in-
terface between a computer and the ESP32-S2FH4 chip.

Boot Button Download button. Holding down Boot and then pressing Reset initiates
Firmware Download mode for downloading firmware through the serial port.
RGB LED Addressable RGB LED, driven by GPIO18.

5Vt 3.3VLDO

Power regulator that converts a 5 V supply into a 3.3 V output.

External Antenna Connector

On ESP32-S2-MINI-1U module only. For connector dimensions, please refer
to Section External Antenna Connector Dimensions in ESP32-S2-MINI-1 &
ESP32-S2-MINI-1U Datasheet.

Start Application Development Before powering up your ESP32-S2-DevKitM-1(U), please make sure that it is
in good condition with no obvious signs of damage.

Required Hardware

* ESP32-S2-DevKitM-1(U)

— For ESP32-S2-DevKitM-1U, an antenna is also required.
e USB 2.0 cable (Standard-A to Micro-B)
¢ Computer running Windows, Linux, or macOS

Note: Be sure to use an appropriate USB cable. Some cables are for charging only and do not provide the needed
data lines nor work for programming the boards.

Software Setup Please proceed to Ger Started, where Section Installation Step by Step will quickly help you set up
the development environment and then flash an application example into your ESP32-S2-DevKitM-1(U).

Note: ESP32-S2 series of chips only is only supported in ESP-IDF master or version v4.2 and higher.

Hardware Reference

Block Diagram A block diagram below shows the components of ESP32-S2-DevKitM-1 and their interconnec-

tions.

Power Supply Options

There are three mutually exclusive ways to provide power to the board:

* Micro-USB Port, default power supply

* 5V and GND pin headers

¢ 3V3 and GND pin headers

It is recommended to use the first option: Micro-USB Port.
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Power Supply/

Boot RST

Programming
| D+/D-
o uss-uaRT |, ™VRX .| RGBLED
=T Bridge ESP32-S2-MINI-1 or
- ESP32-S2-MINI-1U
3.3V . » Pin Header
10O Connector x2
| ESP32-S2-DevKitM-1(U) |Jg-| ]

Fig. 8: ESP32-S2-DevKitM-1(U) (click to enlarge)

Header Block The two tables below provide the Name and Function of the pin headers on both sides of the board
(J1 and J3). The pin header names are shown in ESP32-S2-DevKitM-1 - front. The numbering is the same as in the
ESP32-S2-DevKitM-1(U) Schematics (PDF).

n No. | Name | Type' | Function
1 3V3 P 3.3 V power supply
2 0 I/0/T | RTC_GPIOO0, GPIOO
3 1 I/O/T | RTC_GPIO1, GPIO1, TOUCHI1, ADC1_CHO
4 2 I/O/T | RTC_GPIO2, GP1IO2, TOUCH2, ADC1_CHI
5 3 I/O/T | RTC_GPIO3, GP103, TOUCH3, ADC1_CH?2
6 4 I/O/T | RTC_GPIO4, GPI0O4, TOUCH4, ADC1_CH3
7 5 I/O/T | RTC_GPIOS, GPIOS, TOUCHS, ADC1_CH4
8 6 I/O/T | RTC_GPIO6, GPIO6, TOUCH6, ADC1_CHS
9 7 I/0/T | RTC_GPIO7, GPIO7, TOUCH7, ADC1_CH6
10 |8 I/O/T | RTC_GPIO8, GPIO8, TOUCHS, ADC1_CH7
11 9 I/O/T | RTC_GPIO9, GPIO9, TOUCHY9, ADC1_CHS, FSPIHD
12 10 I/O/T | RTC_GPIO10, GPIO10, TOUCH10, ADC1_CH9, FSPICSO0, FSPII04
13 11 I/O/T | RTC_GPIOL11, GPIO11, TOUCHI11, ADC2_CHO, FSPID, FSPIIO5
14 12 I/O/T | RTC_GPIO12, GPIO12, TOUCHI12, ADC2_CH1, FSPICLK, FSPIIO6
15 13 I/0/T | RTC_GPIO13, GPIO13, TOUCH13, ADC2_CH2, FSPIQ, FSPIIO7
16 14 I/O/T | RTC_GPIO14, GPIO14, TOUCH14, ADC2_CH3, FSPIWP, FSPIDQS
17 15 I/O/T | RTC_GPIO15, GPIO15, UORTS, ADC2_CH4, XTAL_32K_P
18 16 I/O/T | RTC_GPIO16, GPIO16, UOCTS, ADC2_CHS, XTAL_32K_N
19 17 I/O/T | RTC_GPIO17, GPIO17, UITXD, ADC2_CH6, DAC_1
20 5V P 5 V power supply
21 G G Ground

1'P: Power supply; I: Input; O: Output; T: High impedance.
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J3

No. | Name | Type | Function

1 G G Ground

2 RST I CHIP_PU

3 46 I GPI0O46

4 45 1/0O/T | GPIO45

5 RX I/O/T | UORXD, GP1044, CLK_OUT2

6 X 1I/0/T | UOTXD, GP1043, CLK_OUT1

7 42 I/O/T | MTMS, GP1042

8 41 1/0/T | MTDI, GPIO41, CLK_OUT1

9 40 I/O/T | MTDO, GP1IO40, CLK_OUT?2

10 | 39 I/0/T | MTCK, GPIO39, CLK_OUT3

11 38 I/0/T | GPIO38, FSPTWP

12 37 1/0/T | SPIDQS, GPIO37, FSPIQ

13 | 36 I/O/T | SPIIO7, GPIO36, FSPICLK

14 |35 I/0O/T | SPIIO6, GPIO35, FSPID

15 | 34 I/O/T | SPIIO5, GPIO34, FSPICSO

16 33 1/0/T | SPI104, GPIO33, FSPIHD

17 | 26 I/O/T | SPICS1, GPIO26

18 21 I/0/T | RTC_GPIO21, GPIO21

19 20 I/0/T | RTC_GPIO20, GP1020, U1CTS, ADC2_CH9, CLK_OUTI1, USB_D+
20 19 I/O/T | RTC_GPIO19, GPIO19, UIRTS, ADC2_CHS8, CLK_OUT2, USB_D-
21 18 I/0/T | RTC_GPIO18, GPIO18, UIRXD, ADC2_CH7, DAC_2, CLK_OUT3, RGB LED

ESP32-S2-DevKitM-1 &) ESPRESSIF

[ FSP1104 [FSPICSO0. TOUCH10, ADC1_9
[ FSPII05 " FSPID [ TOUCH11, ADC2_0
[ FSPI106 [ FSPICLK] TOUCH12; ADC2_1
FSPIQ T TOUCH13] ADC2_2
[FSPIDQS] FSPIWP } TOUCH14, ADC2_3

XTAL32K°P" UORTS | ADC2_4

XTAL32KEN. UOCTS | ADC2_5

ESP32-S2 Specs

3V3 [ © DED
BOOT | RTC GPIOO ®- 7@ RST

TOUCH1 ADC1_0 JRTC GPIO1 ®- 2@ GPI046, LOG
TOUCH2 ADC1_1 _RTC  GPIO2 o B 2@ GP1045, VSPI

TOUCH3[ ADC1_2
TOUCH4 ADC1_3
TOUCH5 ADC1_4
TOUCH6, ADC1_5
TOUCH7, ADC1_6
TOUCH8 | ADC1_7
FSPIHD [ TOUCH9, ADC1_8 _RTC, GPIO9 /11 o 11,GPI038 L FSPIWP

DAC_1

RTC GPIO3 o HS GPI044. UORXD (CLK_OUT2
RTC, GPI04 ®- 3 GPI043, UOTXD [CLK_OUTL
RTC , GPIO5 o (AP MTMS
RTC, GPIO6 Q- (ZE)  MTDI
RTC, GPIO7 | 9 o~ EDEIRLD) MTDO
RTC GPIO8 (10 0> .o fD@EIGED) MTCK

RTC,GPI010]12 ®s B 12 GPIO37. _ FSPIQ ]
RTC ,GPI011,13 (sl Y ) 13 GPIO36.
RTC,GPI012]14 ( L r— A 14.GPIO35 " FSPID ]
RTC,GPI013]15 ( L 3 15GPI034 'FSPICSO]
RTC GPI014 16 o [— J 16 GPI033 GIEID
RTC,GPI015]17 (T 17.GPI026
RTC,GPI016]18 [ B 18.GP1021] RTC
RTC,GPI017,19 @ & eoor R 191GPI020]RTC ADC2_9 NI :BhE U1CTS [CEK-ouT:)
5V0 20 [ 1 D@D CDERFED) USB_D-
GND,21 [ I 21/GPIO18RTC [ ADC2_7 [ U1RXD /Xl BICLK_OUT3RGB_LED]

U1TXD | ADC2_6

~N\,/— PWM Capable Pin
—>— QP GPIO Input Only
@@J[E® GPIO Input and Output
JTAG/USB  JTAG for Debugging and USB

32-bit Xtensae single-core @240MHz CRIEEY) Analog-to-Digital Converter
Wi-Fi IEEE 802.11 b/g/n 2.4CHz @CIEED Touch Sensor Input Channel

[ 5 [AIEIEED Other Related Functions
320 KB SRAM (16 KB SRAM in RTC) Serial for Debug/Programming
128 KB ROM DAC_X  Digital-to-Analog Converter
43 GPIOs, 4x SPI, 2x UART, 2x I2C, @SIETGD strapping Pin Functions

Touch, I12S, RMT, LED PWM, USB-OTG,

RTC Power Domain (VDD3P3_RTC)
Miscellaneous/Secondary functions Ground

TWAIe, 2x 8-bit DAC, 12-bit ADC Clock Output @D Power Rails (3v3 and 5V)

Pin Layout

Fig. 9: ESP32-S2-DevKitM-1(U) Pin Layout (click to enlarge)
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Hardware Revision Details

This is the first revision of this board released.

Related Documents

¢ ESP32-S2-DevKitM-1(U) Schematics (PDF)

¢ ESP32-S2-DevKitM-1(U) PCB Layout (PDF)

¢ ESP32-S2-DevKitM-1(U) Dimensions (PDF)

e ESP32-S2 Series Datasheet (PDF)

¢ ESP32-S2-MINI-1 & ESP32-S2-MINI-1U Datasheet (PDF)
¢ ESP Product Selector

For other design documentation for the board, please contact us at sales@espressif.com.

1.3.3 ESP32-S2-DevKitC-1

This user guide will help you get started with ESP32-S2-DevKitC-1 and will also provide more in-depth information.

ESP32-S2-DevKitC-1 is an entry-level development board based on ESP32-S2-SOLO (on-board PCB antenna) or
ESP32-S2-SOLO-U (external antenna connector), which are two general-purpose modules with a 4 MB SPI flash.
This board integrates complete Wi-Fi functions.

Most of the I/O pins are broken out to the pin headers on both sides for easy interfacing. Developers can either
connect peripherals with jumper wires or mount ESP32-S2-DevKitC-1 on a breadboard.

Fig. 10: ESP32-S2-DevKitC-1 with the ESP32-S2-SOLO Module

The document consists of the following major sections:

* Getting Started: Overview of ESP32-S2-DevKitC-1 and hardware/software setup instructions to get started.

* Hardware Reference: More detailed information about the ESP32-S2-DevKitC-1’ s hardware.

* Hardware Revision Details: Revision history, known issues, and links to user guides for previous versions (if
any) of ESP32-S2-DevKitC-1.

* Related Documents: Links to related documentation.
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Getting Started

This section provides a brief introduction of ESP32-S2-DevKitC-1, instructions on how to do the initial hardware
setup and how to flash firmware onto it.

ESP32-52-50L0 or
ESP32-52-50L0-U

Description of Components

USB-to-UART pin Headers (J3)
Bridge

3.3V Power On LED

ESP32-52 USB Port
Reset Button

Boot Button
USB-to-UART Port

5V1o 3.3VLDO RGB LED Pin Headers (J1)

Fig. 11: ESP32-S2-DevKitC-1 - front

The key components of the board are described in a clockwise direction.

Key Component

Description

ESP32-S2-SOLO or ESP32-
S52-SOLO-U

ESP32-S2-SOLO and ESP32-S2-SOLO-U are two general-purpose Wi-Fi
modules. ESP32-S2-SOLO comes with an on-board PCB antenna and ESP32-
S2-SOLO-U comes with a connector for an external antenna. ESP32-S2-
SOLO or ESP32-S2-SOLO-U on the board may come either with a 4 MB
flash, or a 4 MB flash plus a 2 MB PSRAM embedded in the chip.

3.3 V Power On LED

Turns on when the USB power is connected to the board.

USB-to-UART Bridge

Single USB-to-UART bridge chip provides transfer rates up to 3 Mbps.

Pin Headers

All available GPIO pins (except for the SPI bus for flash) are broken out to the
pin headers on the board. For details, please see Header Block.

ESP32-S2 USB Port

ESP32-S2 full-speed USB OTG interface, compliant with the USB 1.1 spec-
ifications. The interface is used for power supply to the board, for flashing
applications to the chip, and for communication with the chip using USB 1.1
protocols.

Reset Button

Press this button to restart the system.

Boot Button

Download button. Holding down Boot and then pressing Reset initiates
Firmware Download mode for downloading firmware through the serial port.

USB-to-UART Port

A Micro-USB port used for power supply to the board, for flashing applications
to the chip, as well as the communication with the chip via the on-board USB-
to-UART bridge.

RGB LED

Addressable RGB LED, driven by GPIO18.

5Vt 33VLDO

Power regulator that converts a 5 V supply into a 3.3 V output.

Start Application Development Before powering up your ESP32-S2-DevKitC-1, please make sure that it is in
good condition with no obvious signs of damage.
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Required Hardware

» ESP32-S2-DevKitC-1
e USB 2.0 cable (Standard-A to Micro-B)
* Computer running Windows, Linux, or macOS

Note: Be sure to use an appropriate USB cable. Some cables are for charging only and do not provide the needed
data lines nor work for programming the boards.

Hardware Setup Connect the board with the computer using USB-to-UART Port. Connection using ESP32-S2
USB Port is not fully documented. In subsequent steps, USB-to-UART Port will be used by default.

Software Setup Please proceed to ESP-IDF Get Started, where Section Installation Step by Step will quickly help
you set up the development environment and then flash an application example into your ESP32-S2-DevKitC-1.

Contents and Packaging

Retail orders If you order a few samples, each ESP32-S2-DevKitC-1 comes in an individual package in either
antistatic bag or any packaging depending on your retailer.

For retail orders, please go to https://www.espressif.com/en/company/contact/buy-a-sample.

Wholesale Orders If you order in bulk, the boards come in large cardboard boxes.
For wholesale orders, please go to https://www.espressif.com/en/contact-us/sales-questions.
Hardware Reference

Block Diagram The block diagram below shows the components of ESP32-52-DevKitC-1 and their interconnec-
tions.

-
. A
Power Supply/
Programming .
D+/D- TX/RX
USB-UART
USB-to-UART ¢ _.C"" . ! .~ -
Port Bridge GPIO18 RGB LED
; ESP32-S2-SOLO
or i
3.3V ESP32-82-S0LO-U Lo ol o Block x2| |
ESP32-52 gs ¢
USB Port
| ESP32-S2-DevKitC-1 Boot RST
Fig. 12: ESP32-S2-DevKitC-1 (click to enlarge)
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Power Supply Options There are three mutually exclusive ways to provide power to the board:

e USB-to-UART Port and ESP32-S2 USB Port (either one or both), default power supply (recommended)
* 5V and G (GND) pins
* 3V3 and G (GND) pins

Header Block The two tables below provide the Name and Function of the pin headers on both sides of the board
(J1 and J3). The pin header names are shown in ESP32-S2-DevKitC-1 - front. The numbering is the same as in the
ESP32-S2-DevKitC-1 Schematic (PDF).

J1
No. [ Name | Type' | Function
1 3V3 P 3.3 V power supply
2 3V3 P 3.3 V power supply
3 RST I CHIP_PU
4 4 I/O/T | RTC_GPIO4, GPIO4, TOUCH4, ADC1_CH3
5 5 I/0/T | RTC_GPIOS, GPIOS, TOUCHS, ADC1_CH4
6 6 I/O/T | RTC_GPIO6, GPIO6, TOUCH6, ADC1_CHS
7 7 I/0/T | RTC_GPIO7, GPIO7, TOUCH7, ADC1_CH6
8 15 I/O/T | RTC_GPIO15, GPIO15, UORTS, ADC2_CH4, XTAL_32K P
9 16 I/0/T | RTC_GPIO16, GPIO16, UOCTS, ADC2_CHS, XTAL_32K_N
10 17 I/O/T | RTC_GPIO17, GPIO17, UITXD, ADC2_CH6, DAC_1
11 18 I/0/T | RTC_GPIO18, GPIO18, UIRXD, ADC2_CH7, DAC_2, CLK_OUT3, RGB LED
12 |8 I/0/T | RTC_GPIOS8, GPIOS, TOUCHS, ADC1_CH7
13 3 I/0/T | RTC_GPIO3, GPIO3, TOUCH3, ADC1_CH2
14 | 46 I GPIO46
15 9 I/0/T | RTC_GPIO9, GPIO9, TOUCHY9, ADC1_CHS, FSPIHD
16 10 I/0/T | RTC_GPIO10, GPIO10, TOUCH10, ADC1_CH9, FSPICS0, FSPIIO4
17 11 I/0/T | RTC_GPIO11, GPIO11, TOUCH11, ADC2_CHO, FSPID, FSPIIO5
18 12 I/0/T | RTC_GPIO12, GPIO12, TOUCH12, ADC2_CHI, FSPICLK, FSPIIO6
19 13 I/0/T | RTC_GPIO13, GPIO13, TOUCH13, ADC2_CH2, FSPIQ, FSPIIO7
20 14 I/0/T | RTC_GPIO14, GP1O14, TOUCH14, ADC2_CH3, FSPIWP, FSPIDQS
21 5V P 5 V power supply
22 G G Ground

! P: Power supply; I: Input; O: Output; T: High impedance.
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J3

No. | Name | Type | Function

1 G G Ground

2 TX I/0/T | UOTXD, GP1043, CLK_OUT1

3 RX I/0/T | UORXD, GP1044, CLK_OUT2

4 1 I/0/T | RTC_GPIO1, GPIO1, TOUCHI1, ADC1_CHO
5 2 I/0/T | RTC_GPIO2, GPIO2, TOUCH2, ADC1_CH1
6 42 I/O/T | MTMS, GP1042

7 41 I/0/T | MTDI, GPIO41, CLK_OUTI1

8 40 I/0/T | MTDO, GP1040, CLK_OUT2

9 39 I/0/T | MTCK, GPI039, CLK_OUT3

10 38 I/0/T | GPIO38, FSPIWP

11 37 1/0/T | SPIDQS, GP1037, FSPIQ

12 36 I/0/T | SPIIO7, GPIO36, FSPICLK

13 35 I/0/T | SPIIO6, GPIO35, FSPID

14 |0 I/O/T | RTC_GPIOO0, GPIOO0

15 45 I/0/T | GPIO45

16 34 I/0/T | SPIIO5, GPIO34, FSPICSO

17 33 I/0/T | SPIIO4, GP1IO33, FSPIHD

18 21 I/0/T | RTC_GPIO21, GPIO21

19 20 I/0/T | RTC_GPI020, GPIO20, U1CTS, ADC2_CH9, CLK_OUT1, USB_D+
20 19 I/0/T | RTC_GPIO19, GPIO19, UIRTS, ADC2_CHS8, CLK_OUT2, USB_D-
21 G G Ground

22 G G Ground
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Fig. 13: ESP32-S2-DevKitC-1 Pin Layout (click to enlarge)
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Hardware Revision Details

This is the first revision of this board released.

Related Documents

e ESP32-S2 Series Chip Datasheet (PDF)

¢ ESP32-S2-SOLO & ESP32-S2-SOLO-U Module Datasheet (PDF)

¢ ESP32-S2-DevKitC-1 Schematic (PDF)

¢ ESP32-S2-DevKitC-1 PCB Layout (PDF)

¢ ESP32-S2-DevKitC-1 Dimensions (PDF)

¢ ESP32-S2-DevKitC-1 Dimensions source file (DXF) - You can view it with Autodesk Viewer online

For further design documentation for the board, please contact us at sales@espressif.com.

1.3.4 ESP32-S2-Kaluga-1 Kit v1.3

Older version: ESP32-S2-Kaluga-1 Kit v1.2
The ESP32-S2-Kaluga-1 kit v1.3 is a development kit by Espressif that is mainly created to:

¢ Demonstrate the ESP32-S2’ s human-computer interaction functionalities
 Provide the users with the tools for development of human-computer interaction applications based on the
ESP32-S2

There are many ways of how the ESP32-S2’ s abundant functionalities can be used. For starters, the possible use
cases may include:

* Smart home: From simplest smart lighting, smart door locks, smart sockets, to video streaming devices,
security cameras, OTT devices, and home appliances

* Battery-powered equipment: Wi-Fi mesh sensor networks, Wi-Fi-networked toys, wearable devices, health
management equipment

* Industrial automation equipment: Wireless control and robot technology, intelligent lighting, HVAC control
equipment, etc.

¢ Retail and catering industry: POS machines and service robots

Fig. 14: ESP32-S2-Kaluga-1-Kit Overview (click to enlarge)

The ESP32-S2-Kaluga-1 kit consists of the following boards:
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¢ Main board: ESP32-52-Kaluga-1

 Extension boards:

ESP-LyraT-8311A vl.3 - audio player
ESP-LyraP-TouchA vI.1 - touch panel
ESP-LyraP-LCD32 vi.2 - 3.2” LCD screen
ESP-LyraP-CAM vi.1 - camera board

Due to the presence of multiplexed pins on ESP32-S2, certain extension board combinations have limited compati-
bility. For more details, please see Compatibility of Extension Boards.

This document is mostly dedicated to the main board and its interaction with the extension boards. For more
detailed information on each extension board, click their respective links.

This guide covers:

* Getting Started: Provides an overview of the ESP32-S2-Kaluga-1 and hardware/software setup instructions to
get started.

* Hardware reference: Provides more detailed information about the ESP32-S2-Kaluga-1’ s hardware.

* Hardware Revision Details: Covers revision history, known issues, and links to user guides for previous versions
of the ESP32-S2-Kaluga-1.

* Related Documents: Gives links to related documentation.

Getting Started

This section describes how to get started with the ESP32-S2-Kaluga-1. It begins with a few introductory sections
about the ESP32-S2-Kaluga-1, then Section Start Application Development provides instructions on how to do the
initial hardware setup and then how to flash firmware onto the ESP32-S2-Kaluga-1.

Overview The ESP32-S2-Kaluga-1 main board is the heart of the kit. It integrates the ESP32-S2-WROVER
module and all the connectors for extension boards. This board is the key tool in prototyping human-computer
interaction interfaces.

The ESP32-S2-Kaluga-1 board has connectors for boards with:

» Extension header (ESP-LyraT-8311A, ESP-LyraP-LCD32)
e Camera header (ESP-LyraP-CAM)

* Touch FPC coneector (ESP-LyraP-TouchA)

¢ LCD FPC connector (no official extension boards yet)

¢ 12C FPC connector (no official extension boards yet)

All the four extension boards are specially desgined to support the following features:

* Touch panel control
— Six touch buttons
— Supports acrylic panels up to 5 mm
— Wet hand operation
— Water rejection, ESP32-S2 can be configured to disable all touchpads automatically if multiple pads
are simultaneously covered with water and to re-enable touchpads if the water is removed
¢ Audio playback
— Connect speakers to play audio
— Use together with the Touch panel to control audio playback and adjust volume
¢ LCD display
— LCD interface (8-bit parallel RGB, 8080, and 6800 interface)
* Camera image acquisition
— Supports OV2640 and OV3660 camera modules
— 8-bit DVP image sensor interface (ESP32-S2 also supports 16-bit DVP image sensors, you can
design it yourself)
— Clock frequency up to 40 MHz
— Optimized DMA transmission bandwidth for easier transmission of high-resolution images
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Fig. 15: ESP32-S2-Kaluga-1 (click to enlarge)
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Fig. 17: ESP32-S2-Kaluga-1 - back (click to enlarge)
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Description of Components The description of components starts from the ESP32-S2 module on the left side and
then goes clockwise.

Reserved means that the functionality is available, but the current version of the kit does not use it.

Key Component Description

ESP32-S2-WROVER Module | Module integrating the ESP32-S2 chip that provides Wi-Fi connectivity, data
processing power, and flexible data storage.

4.3” LCD FPC Connector (Reserved) Connect to a 4.3” LCD extension board using the FPC cable.

ESP Prog Connector (Reserved) Connection for Espressif’ s download device (ESP-Prog) to flash
ESP32-S2 system.

JTAG Switch Switch to ON to enable connection between ESP32-S2 and FT2232; JTAG
debugging will then be possible using USB-UART/JTAG Port. See also JTAG
Debugging.

Breakout Header 2 Some GPIO pins of the ESP32-S2-WROVER module are broken out to this
header, see labels on the board.

USB-to-UART/JTAG Bridge FT2232 adapter board allowing for communication over USB port using
UART/JTAG protocols.

Camera Header Mount a camera extension board here (e.g., ESP-LyraP-CAM).

Extension Header Mount the extension boards having such connectors here.

Reset Button Press this button to restart the system

Boot Button Holding down Boot and then pressing Reset initiates Firmware Download
mode for downloading firmware through the serial port.

USB-UART/JTAG Port Communication interface (UART or JTAG) between a PC and the ESP32-S2
module.

USB Power Port Power supply for the board.

Battery Port Connect an external battery to the 2-pin battery connector.

Power On LED Turns on when the USB or an external power supply is connected to the board.

Power Switch Switch to ON to power the system.

RGB Jumper To have access to the RGB LED, place a jumper onto the pins.

RGB LED Programmable RGB LED and controlled by GPIO45. Before using it, you
need to put RGB Jumper ON.

Power Regulator Regulator converts 5 Vto 3.3 V.

12C FPC Connector (Reserved) Connect to other I2C extension boards using the FPC cable.

Breakout Header 1 Some GPIO pins of the ESP32-S2-WROVER module are broken out to this
header, see labels on the board.

Touch FPC Connector Connect the ESP-LyraP-TouchA extension board using the FPC cable.

Touch Switch In OFF position, GPIO1 to GPIO14 are used for connection to touch sensors;
switch to ON if you want to use them for other purposes.

3.2” LCD FPC connector Connect a 3.2” LCD extension board (e.g., ESP-LyraP-LCD32) using the FPC
cable.

Start Application Development Before powering up your ESP32-S2-Kaluga-1, please make sure that it is in good
condition with no obvious signs of damage.

Required Hardware

¢ ESP32-S2-Kaluga-1
e Two USB 2.0 cables (Standard-A to Micro-B)
— For power supply
— For UART/JTAG communication
¢ Computer running Windows, Linux, or macOS
* Any extension boards of your choice

Hardware Setup
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1. Connect the extension board(s) of your choice (go to their respective user guides if necessary)
2. Plug in both USB cables
3. Turn the Power Switch to ON - the Power On LED will light up

Software Setup Please proceed to Get Started, where Section Installation Step by Step will quickly help you set up
the development environment.

The programming guide and application examples for your ESP32-S2-Kaluga-1 kit can be found in esp-dev-kits
repository on GitHub.

Contents and Packaging

Retail orders If you order one or several samples of the kit, each ESP32-S2-Kaluga-1 development kit comes in
an individual package.

Fig. 18: ESP32-S2-Kaluga-1 - package

The contents are as follows:

¢ Main Board
— ESP32-S2-Kaluga-1
¢ Extension Boards:
— ESP-LyraT-8311A
— ESP-LyraP-CAM
— ESP-LyraP-TouchA
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— ESP-LyraP-LCD32
¢ Connectors

— 20-pin FPC cable (to connect ESP32-S2-Kaluga-1 to ESP-LyraP-TouchA)
» Fasteners

— Mounting bolts (x8)

— Screws (x4)

— Nuts (x4)

For retail orders, please go to https://www.espressif.com/en/company/contact/buy-a-sample.

Wholesale Orders If you order in bulk, the boards come in large cardboard boxes.

For wholesale orders, please go to https://www.espressif.com/en/contact-us/sales-questions.

Hardware Reference

Block Diagram A block diagram below shows the components of the ESP32-S2-Kaluga-1 and their interconnec-
tions.

Camera Header Breakout Header 2
: [ :
: GPIO[46:19] 1 USB-UART/
§ »JTAG Switch [« ¢l ysBto- | i ITAGPort
: UART/JTAG¢———® .é»
5 UART , Bridge :
i A + :
H & :
1 RERE” |
p . _| ESP32-52 é é
e [ T " | WROVER :
: 5 Module v Reset Boot:
i Q. '
: T =}
! S5V |
. -2 | Q3 ;
: GPIO[18:0] Power Qc i USB Power
: 3.3V | Regulator & 3 5 Port
| « | 0\-_.5.
. A o
: Touch Switch :
; [ - i BAT
E TouchFPC | f g akout Header 1 | | RGB LED i
Connector :

Fig. 19: ESP32-S2-Kaluga-1 block diagram

Power Supply Options There are four ways to provide power to the board:

* Micro USB port, default power supply

» External battery via the 2-pin battery connector
¢ 5V and GND header pins

¢ 3V3 and GND header pins

Compatibility of Extension Boards If you want to use more than one extension board at the same time, please
check the table given below.
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Boards Used HW Conflict | Limitations Solution
8311Av1.3+CAM | I2S Controller | ESP32-S2 has only one I2S inter- | Utilize time division multiple ac-
vl.1 face. But both extension boards | cess, or use a different audio mod-
require connection via the ESP32- | ule that can be connected via other
S2’ s 128 interface (LyraT-8311A | GPIOs or DAC.
in Standard mode, ESP-LyraP-
CAM in Camera mode).
TouchA v1.1 + | IO11,106 Touch actions cannot be triggered | Do not initialize 1011 (NET-
LCD32v1.2 because of the multiplexed pin | WORK) for your ESP-LyraP-
I011. ESP-LyraP-LCD32 will not | TouchA, or configure the BLCT
be affected because its BLCT pin | pin to -/ (= do not use BLCT) for
will be disconnected from 106. your ESP-LyraP-LCD32.
8311A v13 + | 106 BLCT pin of ESP32-S2-Kaluga-1 | Configure the BK pin to -/ (=
LCD32v1.2 will be disconnected from 106. do not use BLCT) for your ESP-
LyraP-LCD32.
TouchA vl.1 + | Pin BT_ADC | This pin is required for initializa- | If you plan to use buttons on
8311A v1.3 on ESP- | tion of the six button on ESP- | ESP-LyraT-8311A, do not initial-
LyraT-8311A | LyraT-8311A. At the same time, | ize pin 106 (PHOTO) for your
ESP-LyraP-TouchA needs this pin | ESP-LyraP-TouchA.
for its touch actions.
TouchA vl.1 + | 101,102,103 | Cannot be used simultaneously be- | For ESP-LyraP-TouchA, do not
CAMVvl.1 cause of the mentioned multiplexed | initialize 101 (VOL_UP),
pins. 102 (PLAY), and 103
(VOL_DOWN).
TouchA v1.1 + | IO1, 102, | Conflicts on the mentioned multi- | For ESP-LyraP-TouchA, do not
LCD32 v1.2 + | I03,1011 plexed pins. initialize 101 (VOL_UP), 102
CAMVvl.1 (PLAY), 103 (VOL_DOWN),
and 1011 (NETWORK).
TouchA vl.1 + | 106,1011 If ESP-LyraT-8311A° s pin | Do not initialize 1011 (NET-
LCD32 v12 + BT_ADC is used to initialize the | WORK) for your ESP-LyraP-
8311A v1.3 board’ s six buttons, 06 and IO11 | TouchA. Also, if you need to use
will not be available for the other | BT_ADC, do not initialize 106
boards. (PHOTO).

Also, all extension boards and the JTAG interface share the same pins 1039, 1040, 1041 and 1042. For this reason,
the following may disturb the JTAG operation:

¢ Plugging in any extension board
* Debugging an application that is using an extension board

Hardware Revision Details

ESP32-S2-Kaluga-1 Kit v1.3

* The following pins re-assigned to fix the download issue

— Camera D2
— Camera D3

: GPIO36
: GPIO37

— AU_I2S1_SDI: GPIO34

— AU_WAKE_INT: GPIO46

* RGB pin header moved to the board’ s edge
¢ All dip switches moved to the flip side for convenient operation

ESP32-S2-Kaluga-1 Kit v1.2  [nitial release

Related Documents
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ESP32-S2-Kaluga-1 Kit v1.2
New version available: ESP32-S2-Kaluga-1 Kit v1.3
The ESP32-S2-Kaluga-1 kit v1.2 is a development kit by Espressif that is mainly created to:

¢ Demonstrate the ESP32-S2’ s human-computer interaction functionalities
* Provide the users with the tools for development of human-computer interaction applications based on the
ESP32-S2

There are many ways of how the ESP32-S2’ s abundant functionalities can be used. For starters, the possible use
cases may include:

* Smart home: From simplest smart lighting, smart door locks, smart sockets, to video streaming devices,
security cameras, OTT devices, and home appliances

* Battery-powered equipment: Wi-Fi mesh sensor networks, Wi-Fi-networked toys, wearable devices, health
management equipment

¢ Industrial automation equipment: Wireless control and robot technology, intelligent lighting, HVAC control
equipment, etc.

 Retail and catering industry: POS machines and service robots

Fig. 20: ESP32-S2-Kaluga-1-Kit Overview (click to enlarge)

The ESP32-S2-Kaluga-1 kit consists of the following boards:

e Main board: ESP32-S2-Kaluga-1
¢ Extension boards:
— ESP-LyraT-8311A v1.2 - audio player
— ESP-LyraP-TouchA vi.1 - touch panel
— ESP-LyraP-LCD32 v1.1 -3.2” LCD screen
— ESP-LyraP-CAM v1.0 - camera board

Due to the presence of multiplexed pins on ESP32-S2, certain extension board combinations have limited compati-
bility. For more details, please see Compatibility of Extension Boards.

This document is mostly dedicated to the main board and its interaction with the extension boards. For more
detailed information on each extension board, click their respective links.

This guide covers:

e Getting Started: Provides an overview of the ESP32-S2-Kaluga-1 and hardware/software setup instructions to
get started.

* Hardware reference: Provides more detailed information about the ESP32-S2-Kaluga-1’ s hardware.

* Hardware Revision Details: Covers revision history, known issues, and links to user guides for previous versions
of the ESP32-S2-Kaluga-1.
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e Related Documents: Gives links to related documentation.

Getting Started This section describes how to get started with the ESP32-S2-Kaluga-1. It begins with a few
introductory sections about the ESP32-S2-Kaluga-1, then Section Start Application Development provides instructions
on how to do the initial hardware setup and then how to flash firmware onto the ESP32-S2-Kaluga-1.

Overview The ESP32-S2-Kaluga-1 main board is the heart of the kit. It integrates the ESP32-S2-WROVER
module and all the connectors for extension boards. This board is the key tool in prototyping human-computer
interaction interfaces.

The ESP32-S2-Kaluga-1 board has connectors for boards with:

» Extension header (ESP-LyraT-8311A, ESP-LyraP-LCD32)
» Camera header (ESP-LyraP-CAM)

¢ Touch FPC connector (ESP-LyraP-TouchA)

LCD FPC connector (no official extension boards yet)

12C FPC connector (no official extension boards yet)

Fig. 21: ESP32-S2-Kaluga-1 (click to enlarge)

All the four extension boards are specially desgined to support the following features:

¢ Touch panel control

Six touch buttons

Supports acrylic panels up to 5 mm

Wet hand operation

Water rejection, ESP32-S2 can be configured to disable all touchpads automatically if multiple pads
are simultaneously covered with water and to re-enable touchpads if the water is removed

¢ Audio playback
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— Connect speakers to play audio
— Use together with the Touch panel to control audio playback and adjust volume
* LCD display
— LCD interface (8-bit parallel RGB, 8080, and 6800 interface)
¢ Camera image acquisition
— Supports OV2640 and OV3660 camera modules
— 8-bit DVP image sensor interface (ESP32-S2 also supports 16-bit DVP image sensors, you can
design it yourself)
— Clock frequency up to 40 MHz
— Optimized DMA transmission bandwidth for easier transmission of high-resolution images

Breakout Header 2 Camera Header

USB-to-UART/JTAG Bridge Reset Button

JTAG Switch
Boot Button
ESP Prog
Connector
ESP_Prog CNN ~ JTAG USB-UART/
43" LCD FPC JTAG Port
C t
onnector USB Power
ESP32-S2 Port
WROVER Module Extension
REEREEEERE 2 * Header
3.2" LCD FPC T R b | o -
Connector L 1Y - i S e e Battery Port
CE i HH T
: 1 Power On LED
Touch Switch fEeE ' : : I__ .-— Power Switch
______ RGB Jumper
RGB LED
Breakout Header 1 Power Regulator
Touch FPC Connector 12C FPC Connector

Fig. 22: ESP32-S2-Kaluga-1 - front (click to enlarge)

Description of Components The description of components starts from the ESP32-S2 module on the left side and
then goes clockwise.

Reserved means that the functionality is available, but the current version of the kit does not use it.
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Key Component

Description

ESP32-S2-WROVER Module

Module integrating the ESP32-S2 chip that provides Wi-Fi connectivity, data
processing power, and flexible data storage.

4.3” LCD FPC Connector

(Reserved) Connect to a 4.3” LCD extension board using the FPC cable.

ESP Prog Connector (Reserved) Connection for Espressif’ s download device (ESP-Prog) to flash
ESP32-S2 system.

JTAG Switch Switch to ON to enable connection between ESP32-S2 and FT2232; JTAG
debugging will then be possible using USB-UART/JTAG Port. See also JTAG
Debugging.

Breakout Header 2 Some GPIO pins of the ESP32-S2-WROVER module are broken out to this

header, see labels on the board.

USB-to-UART/JTAG Bridge

FT2232 adapter board allowing for communication over USB port using
UART/JTAG protocols.

Camera Header

Mount a camera extension board here (e.g., ESP-LyraP-CAM).

Extension Header

Mount the extension boards having such connectors here.

Reset Button

Press this button to restart the system.

Boot Button

Holding down Boot and then pressing Reset initiates Firmware Download
mode for downloading firmware through the serial port.

USB-UART/JTAG Port

Communication interface (UART or JTAG) between a PC and the ESP32-S2
module.

USB Power Port Power supply for the board.

Battery Port Connect an external battery to the 2-pin battery connector.

Power On LED Turns on when the USB or an external power supply is connected to the board.
Power Switch Switch to ON to power the system.

RGB Jumper To have access to the RGB LED, place a jumper onto the pins.

RGB LED Programmable RGB LED and controlled by GPIO45. Before using it, you

need to put RGB Jumper ON.

Power Regulator

Regulator converts 5 Vto 3.3 V.

12C FPC Connector

(Reserved) Connect to other I2C extension boards using the FPC cable.

Breakout Header 1

Some GPIO pins of the ESP32-S2-WROVER module are broken out to this
header, see labels on the board.

Touch FPC Connector

Connect the ESP-LyraP-TouchA extension board using the FPC cable.

Touch Switch

In OFF position, GPIO1 to GPIO14 are used for connection to touch sensors;
switch to ON if you want to use them for other purposes.

3.2” LCD FPC connector

Connect a 3.2” LCD extension board (e.g., ESP-LyraP-LLCD32) using the FPC
cable.

Start Application Development Before powering up your ESP32-S2-Kaluga-1, please make sure that it is in good
condition with no obvious signs of damage.

Required Hardware

» ESP32-S2-Kaluga-1
¢ Two USB 2.0 cables (Standard-A to Micro-B)
— For power supply
— For UART/JITAG communication
¢ Computer running Windows, Linux, or macOS
* Any extension boards of your choice

Hardware Setup

1. Connect the extension board(s) of your choice (go to their respective user guides if necessary)
2. Plug in both USB cables
3. Turn the Power Switch to ON - the Power On LED will light up
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Software Setup Please proceed to Get Started, where Section Installation Step by Step will quickly help you set up
the development environment.

The programming guide and application examples for your ESP32-S2-Kaluga-1 kit can be found in esp-dev-kits
repository on GitHub.

Contents and Packaging

Retail orders If you order one or several samples of the kit, each ESP32-S2-Kaluga-1 development kit comes in
an individual package containing:

* Main Board

— ESP32-S2-Kaluga-1
« Extension Boards:

— ESP-LyraT-8311A

— ESP-LyraP-CAM

— ESP-LyraP-TouchA

— ESP-LyraP-LCD32
* Connectors

— 20-pin FPC cable (to connect ESP32-S2-Kaluga-1 to ESP-LyraP-TouchA)
» Fasteners

— Mounting bolts (x8)

— Screws (x4)

— Nuts (x4)

For retail orders, please go to https://www.espressif.com/en/company/contact/buy-a-sample.

Wholesale Orders If you order in bulk, the boards come in large cardboard boxes.

For wholesale orders, please go to https://www.espressif.com/en/contact-us/sales-questions.

Hardware Reference

Block Diagram A block diagram below shows the components of the ESP32-S2-Kaluga-1 and their interconnec-
tions.

Power Supply Options There are four ways to provide power to the board:

* Micro USB port, default power supply

» External battery via the 2-pin battery connector
* 5V and GND header pins

* 3V3 and GND header pins

Compatibility of Extension Boards If you want to use more than one extension board at the same time, please
check the table given below.
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Camera Header

Breakout Header 2
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2 | [UTT
I le o .| ESP32-82 é é
o] WROVER :
= ™ Module v Reset Boot |
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5V L2 :
GPIO[18:0] Power @ E { USB Power
3.3V | Regulator N S : Port
5 2 <
Touch Switch :
A . BAT
Y y y -CT/Z-_ E Q
E";"ncnhe';;? Breakout Header 1 | | RGB LED
Fig. 23: ESP32-S2-Kaluga-1 block diagram
Boards Used HW Limitations Solution
Conflict
8311Av1.2+CAM | 128 ESP32-S2 has only one I2S | No ready solution for now.
v1.0 Con- interface. But both exten-
troller, sion boards require connection
1046 via the ESP32-S2’ s I2S in-
terface (ESP-LyraT-8311A in
Standard mode, ESP-LyraP-
CAM in Camera mode). If
1046 is used by both extension
boards at the same time, ESP-
LyraP-CAM experiences inter-
ferences when used.

TouchA v1.1 + | IO11, Touch actions cannot be trig- | Do not initialize 1011 (NETWORK)
LCD32vl.1 106 gered because of the multi- | and 106 (PHOTO) for your ESP-LyraP-
plexed pin IO11. ESP-LyraP- | TouchA.

LCD32 is also affected because
its BK (BLCT) pin is connected
to pin 106.
8311A v12 + | 106 The two extension boards can | There is a solution that will allow you to
LCD32vl.1 be used at the same time. How- | use ESP-LyraT-8311A" s pin BT_ADC,
ever, since the BK (BLCT) | but will stop you from controlling the dis-
pin of ESP32-S2-Kaluga-1 is | play background brightness with software:
connected to 106, ESP-LyraT- | on your ESP-LyraP-LCD32 board, remove
8311A° s pin BT_ADC cannot | R39, change R41 to 100 Ohm, switch
be used and the board’ s six but- | BLCT_L to on.
tons will not be available.
TouchA vl.l1 + | Pin The two extension boards can | If you plan to use ESP-LyraT-8311A° s
8311A v1.2 BT_ADC]| be used at the same time. How- | pin BT_ADC, do not initialize pin 106
on ESP- | ever, ESP-LyraP-TouchA can- | (PHOTO) for your ESP-LyraP-TouchA.
LyraT- | not be triggered if ESP-LyraT-
8311A 8311A° s pin BT ADC is used
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Also, all extension boards and the JTAG interface share the same pins 1039, 1040, I041 and 1042. For this reason,
the following may disturb the JTAG operation:

* Plugging in any extension board
* Debugging an application that is using an extension board

Known issues

Hardware Issue Description Reason for Failure Solution

ESP-LyraP-CAM Flashing firmware might | Incorrect timing sequence is fed | While flashing the

v1.0, pin [045,1046 | be impossible with | to strapping pins 1045 and 1046 | main board, keep
the extension board | when the board is powered on. It | the extension board
connected to the main | stops the board from booting suc- | disconnected.

board.

cessfully.

ESP-LyraP-CAM
v1.0, pin 1045, 1046

Rebooting the board by
pressing Reset might not
lead to desired results.

Incorrect timing sequence is fed
to strapping pins 1045 and 1046
when the board is powered on. It
stops the board from booting suc-
cessfully.

No ready solution for
v1.2. This bug is fixed
in ESP32-S2-Kaluga-
1 V1.3.

ESP-LyraT-8311A
v1.2, pin 1046

Flashing firmware might
be impossible with
the extension board
connected to the main
board.

Incorrect timing sequence is fed
to strapping pin 1046 when the
board is powered on. It stops the
board from booting successfully.

While flashing the
main board, keep
the extension board
disconnected.

ESP-LyraT-8311A
v1.2, pin 1046

Rebooting the board by
pressing Reset might not
lead to desired results.

Incorrect timing sequence is fed
to strapping pin 1046 when the
board is powered on. It stops the
board from booting successfully.

No ready solution for
v1.2. This bug is fixed
in ESP32-S2-Kaluga-
1 V1.3.

Hardware Revision Details

Related Documents

ESP-LyraP-CAM v1.0

No previous versions available.

This user guide provides information on the ESP-LyraP-CAM extension board.

This extension board cannot be bought separately and is usually sold together with other Espressif development boards
(e.g., ESP32-S2-Kaluga-1), which will be referred to as main boards below.

Currently, ESP-LyraP-CAM v1.0 is sold as part of the ESP32-S2-Kaluga-1 Kit v1.2.

The ESP-LyraP-CAM extends the functionality of your main board by adding a camera.

The document consists of the following major sections:

* QOverview: Provides an overview and hardware/software setup instructions to get started.

* Hardware reference: Provides more detailed information about the ESP-LyraP-CAM’ s hardware.

e Hardware Revision Details: Covers revision history, known issues, and links to user guides for previous versions
of the ESP-LyraP-CAM.

* Related Documents: Gives links to related documentation.

Overview This extension board adds a camera to your main board.
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Fig. 24: ESP-LyraP-CAM
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Fig. 25: ESP-LyraP-CAM - front and back
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Description of Components

Key Component Description

Main Board Camera Header Mount onto main board’ s Camera Header

Power ON LED Red LED is on if the power supply voltage is applied

Camera Module Connector Supports OV2640 and OV3660 camera modules; this extension board is sup-
plied with an OV2640 camera module

Power Regulators LDO Regulators converting 3.3 Vto 2.8 Vand 1.5V

Start Application Development Before powering up your ESP-LyraP-CAM, please make sure that it is in good
condition with no obvious signs of damage.

Required Hardware

* Board with a female Camera Header (e.g., ESP32-S2-Kaluga-1)
¢ ESP-LyraP-CAM extension board
¢ Computer running Windows, Linux, or macOS

Hardware Setup Insert the ESP-LyraP-CAM extension board into your board’ s female Camera Header.
Software Setup See Section Software Setup of the ESP32-S2-Kaluga-1 kit user guide.
Hardware Reference

Block Diagram A block diagram below shows the components of the ESP-LyraP-CAM and their interconnections.

2.8V

3.3V 5 Power Regulator

1.5V

Camera Header

Y Y

DAT[9:2)/clk ...

A

Camera Module

A

Fig. 26: ESP-LyraP-CAM block diagram

Hardware Revision Details No previous versions available.

Related Documents

¢ ESP-LyraP-CAM Schematic (PDF)
¢ ESP-LyraP-CAM PCB Layout (PDF)

For other design documentation for the board, please contact us at sales@espressif.com.
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ESP-LyraP-LCD32 v1.1
This user guide provides information on the ESP-LyraP-LCD32 extension board.

This extension board cannot be bought separately and is usually sold together with other Espressif development boards
(e.g., ESP32-S2-Kaluga-1), which will be referred to as main boards below.

Currently, ESP-LyraP-LCD32 v1.1 is sold as part of the ESP32-S2-Kaluga-1 Kit vi.2.
The ESP-LyraP-LCD32 extends the functionality of your main board by adding an LCD graphic display.

Fig. 27: ESP-LyraP-LCD32 (click to enlarge)

The document consists of the following major sections:

e Overview: Provides an overview and hardware/software setup instructions to get started.

* Hardware reference: Provides more detailed information about the ESP-LyraP-LCD32’ s hardware.

* Hardware Revision Details: Covers revision history, known issues, and links to user guides for previous versions
of the ESP-LyraP-LCD32.

* Related Documents: Gives links to related documentation.

Overview This extension board adds a 3.2” LCD graphic display with the resolution of 320x240. This display is
connected to ESP32-S2 over the SPI bus.

Description of Components In the description of components below, Reserved means that the functionality is
available, but the current version of the kit does not use it.
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Control Switch Mounting Bolt

G e
SREAE =R

A,

&

Extension
Header

Touch Driver
Controller
(no support)

wod-jissatdsa mmm
T'TA TEQD |-de!AT-ds3

Touch Screen Switch Main Board
(no support) 3.2" LCD FPC Connector

Fig. 28: ESP-LyraP-LCD32 - front (click to enlarge)

Key Component Description

Extension Header Male Extension Header for mounting onto a female Extension Header

LCD display This version has a 3.2” 320x240 SPI LCD display module; the display
driver/controller is Sitronix ST7789V

Touch Screen Switch No support for touch screens, keep the switches to OFF to make the pins avail-

able for other uses

Main Board 3.2” LCD FPC | (Reserved) Connect to main board’ s 3.2” LCD FPC connector
Connector
Control Switch Switch to ON to set Reset/Backlight_control/CS to default high or low; switch
to OFF to make the pins available for other uses

Start Application Development Before powering up your ESP-LyraP-LCD32, please make sure that it is in good
condition with no obvious signs of damage.

Required Hardware

* Board with a female Extension Header (e.g., ESP32-S2-Kaluga-1, ESP-LyraT-8311A)
e ESP-LyraP-LCD32 extension board

 Four mounting bolts (for stable mounting)

¢ Computer running Windows, Linux, or macOS

Hardware Setup To mount your ESP-LyraP-L.CD32 onto the board with a female Extension Header:

1. Install the four mounting bolts onto the board with a female Extension Header
2. Align the ESP-LyraP-LCD32 with the bolts and Extension Header and insert it carefully

Software Setup See Section Software Setup of the ESP32-S2-Kaluga-1 kit user guide.
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Hardware Reference

Block Diagram A block diagram below shows the components of the ESP-LyraP-L.CD32 and their interconnec-
tions.

3.3V

125 or SPI

Touch Driver Controller -

Y

Extension Header

SPI/Reset ...

A
A

3.2" LCD Module

Fig. 29: ESP-LyraP-LCD32 block diagram

Hardware Revision Details No previous versions available.

Related Documents

e ESP-LyraP-LCD32 Schematic (PDF)
e ESP-LyraP-L.CD32 PCB Layout (PDF)

For other design documentation for the board, please contact us at sales@espressif.com.

ESP-LyraP-TouchA v1.1
This user guide provides information on the ESP-LyraP-TouchA extension board.

This board cannot be bought separately and is usually sold together with other Espressif development boards (e.g.,
ESP32-S2-Kaluga-1), which will be referred to as main boards below.

Currently, ESP-LyraP-TouchA v1.1 is sold as part of the following Kkits:

e ESP32-S2-Kaluga-1 Kit vi.3
e ESP32-S2-Kaluga-1 Kit v1.2

The ESP-LyraP-TouchA extends the functionality of your main board by adding touch buttons.
The document consists of the following major sections:

e Overview: Provides an overview and hardware setup instructions.

* Hardware reference: Provides more detailed information about the ESP-LyraP-TouchA’ s hardware.

e Hardware Revision Details: Covers revision history, known issues, and links to user guides for previous versions
of the ESP-LyraP-TouchA.

¢ Related Documents: Gives links to related documentation.

Overview The ESP-LyraP-TouchA has six touch buttons and is mainly designed for audio applications. However,
the touch buttons can also be used for any other purposes.
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Fig. 30: ESP-LyraP-TouchA
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Fig. 31: ESP-LyraP-TouchA
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Description of Components

Key Component Description

Main Board Touch FPC Con- | Connect to main board’ s Touch FPC Connector.

nector

Touchpad Capacitive touch electrode.

Guard Ring Connected to a touch sensor, the guard ring triggers an interrupt if wet (Water

rejection). It indicates that the sensor array is also wet and most (if not all)
touchpads are unusable due to the false detection of touches. After receiv-
ing this interrupt, the user might consider disabling all the touch sensors via
software.

Start Application Development Before powering up your ESP-LyraP-TouchA, please make sure that it is in good
condition with no obvious signs of damage.

Required Hardware

¢ Board with a Touch FPC connector (e.g., ESP32-S2-Kaluga-1)
¢ ESP-LyraP-TouchA extension board

* FPC cable

e Computer running Windows, Linux, or macOS

Hardware Setup Connect the two FPC connectors with the FPC cable.

Software Setup See Section Software Setup of the ESP32-S2-Kaluga-1 kit user guide.

Hardware Reference

Block Diagram A block diagram below shows the components of ESP-LyraP-TouchA and their interconnections.

Touchpad1 sresesseeseseeeeeoof - Touchpad6

. ‘

Main Board
Touch FPC Connector

A
y

> Guard Ring

Fig. 32: ESP-LyraP-TouchA-vl1.1 block diagram

Hardware Revision Details No previous versions available.
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Related Documents

e ESP-LyraP-TouchA Schematic (PDF)
* ESP-LyraP-TouchA PCB Layout (PDF)

For other design documentation for the board, please contact us at sales@espressif.com.

ESP-LyraT-8311A v1.2
This user guide provides information on the ESP-LyraT-8311A extension board.

This board cannot be bought separately and is usually sold together with other Espressif development boards (e.g.,
ESP32-S2-Kaluga-1), which will be referred to as main boards below.

Currently, ESP-LyraT-8311A v1.2 is sold as part of the ESP32-S2-Kaluga-1 Kit v1.2.
The ESP-LyraT-8311A extends the functionality of your main board by adding sound processing functionality:

* Audio playback/recording
* Processing of audio signals
* Programmable buttons for easy control

This extension board can be used in many ways. The applications might include voice user interface, voice control,
voice authorization, recording and playback of sound, etc.

Fig. 33: ESP-LyraT-8311A (click to enlarge)

The document consists of the following major sections:

* Overview: Provides an overview and hardware setup instructions.

* Hardware reference: Provides more detailed information about the ESP-LyraT-8311A’ s hardware.

* Hardware Revision Details: Covers revision history, known issues, and links to user guides for previous versions
of the ESP-LyraT-8311A.

* Related Documents: Gives links to related documentation.
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Overview The ESP-LyraT-8311A is mainly designed for audio applications. However, you can use your creativity
to come up with any other use cases.

External Mic-Matrix
Connector

Speaker Connector

Connect T
External ﬂI: Matrix L

Mono Audio Codec

ESP-LyraT-8311A V1.2
www.espressif.com -,

Extension
Header

Function
Button

Microphone

Headphone Connector

Fig. 34: ESP-LyraT-8311A - front (click to enlarge)

Description of Components
wise.

The description of components starts from the top right corner and then goes clock-

Reserved means that the functionality is available, but the current version of the kit does not use it.

Key Component

Description

Extension Header

Male Extension Header on the flip side is for mounting onto main board’ s
Extension Header; Female Extension Header is for mounting other boards that
have a Male Extension Header

Function Button

This board has six programmable buttons

Microphone

Supports Electret and MEMS microphones; this extension board is supplied
with an electret microphone

Headphone Connector

6.3 mm (1/8” ) stereo headphone connector

Speaker Connector

Connect an external speaker to the 2-pin connector

PA

3 W Audio signal amplifier for the external speaker

External Mic-Matrix Connec-
tor

(Reserved) FPC connector for external Mic-Matrix (microphone boards)

ADC (Reserved) high-performance ADC/ES7243: 1 channel for microphone, 1
channel for acoustic echo cancellation (AEC) function
Mono Audio Codec ES8311 audio ADC and DAC; it can convert the analog signal picked up by

the microphone or convert digital signal to play it back through a speaker or
headphones

Start Application Development Before powering up your ESP-LyraT-8311A, please make sure that it is in good
condition with no obvious signs of damage.

Required Hardware
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* Board with a female Extension Header (e.g., ESP32-S2-Kaluga-1)
e ESP-LyraT-8311A extension board

* Four mounting bolts (for stable mounting)

* Computer running Windows, Linux, or macOS

Hardware Setup To mount your ESP-LyraT-8311A onto the board with a female Extension Header:

1. Install the four mounting bolts onto the board with a female Extension Header
2. Align the ESP-LyraT-8311A with the bolts and Extension Header and insert it carefully

Software Setup Depending on your application, see:

* ESP-ADF Getting Started Guide if you develop with ESP-ADF (Espressif Audio Development Framework).
* Section Software Setup of the ESP32-S2-Kaluga-1 kit user guide if you develop directly with ESP-IDF (Espres-
sif IOT Development Framework).

Hardware Reference

Block Diagram A block diagram below shows the components of ESP-LyraT-8311A and their interconnections.

z
g
MIC I
5 Buttons |
Y g :
X 12C/125 h <—@ ’
PA - Codec -
Speaker Head
phones

()
(I

Fig. 35: ESP-LyraT-8311A block diagram

Hardware Revision Details No previous versions available.

Related Documents

e ESP-LyraT-8311A Schematic (PDF)
e ESP-LyraT-8311A PCB Layout (PDF)

For other design documentation for the board, please contact us at sales@espressif.com.

¢ ESP32-S2-WROVER Datasheet (PDF)
* ESP Product Selector

e JTAG Debugging

e ESP32-S2-Kaluga-1 Schematic (PDF)
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» ESP32-S2-Kaluga-1 PCB Layout (PDF)
» ESP32-S2-Kaluga-1 Pin Mapping (Excel)

For other design documentation for the board, please contact us at sales@espressif.com.

ESP-LyraP-CAM v1.1
This user guide provides information on the ESP-LyraP-CAM extension board.

This extension board cannot be bought separately and is usually sold together with other Espressif development boards
(e.g., ESP32-S2-Kaluga-1), which will be referred to as main boards below.

Currently, ESP-LyraP-CAM vl1.1 is sold as part of the ESP32-S2-Kaluga-1 Kit v1.3.
The ESP-LyraP-CAM extends the functionality of your main board by adding a camera.

Fig. 36: ESP-LyraP-CAM

The document consists of the following major sections:

* Overview: Provides an overview and hardware/software setup instructions to get started.

* Hardware reference: Provides more detailed information about the ESP-LyraP-CAM’ s hardware.

* Hardware Revision Details: Covers revision history, known issues, and links to user guides for previous versions
of the ESP-LyraP-CAM.

* Related Documents: Gives links to related documentation.

Overview This extension board adds a camera to your main board.
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Fig. 37: ESP-LyraP-CAM - front and back

Description of Components

Key Component Description

Main Board Camera Header Mount onto main board’ s Camera Header

Power ON LED Red LED is on if the power supply voltage is correct

Camera Module Connector Supports OV2640 and OV3660 camera modules; this extension board is sup-
plied with an OV2640 camera module

Power Regulators LDO Regulators converting 3.3 Vto 2.8 Vand 1.5V

Start Application Development Before powering up your ESP-LyraP-CAM, please make sure that it is in good
condition with no obvious signs of damage.

Required Hardware

¢ Board with a female Camera Header (e.g., ESP32-S2-Kaluga-1)
¢ ESP-LyraP-CAM extension board
e Computer running Windows, Linux, or macOS

Hardware Setup Insert the ESP-LyraP-CAM extension board into your board’ s female Camera Header.

Software Setup See Section Software Setup of the ESP32-S2-Kaluga-1 kit user guide.

Hardware Reference

Block Diagram A block diagram below shows the components of the ESP-LyraP-CAM and their interconnections.

Hardware Revision Details
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Fig. 38: ESP-LyraP-CAM block diagram

ESP-LyraP-CAM v1.1

* Silk screen updated
* No actual hardware updates

ESP-LyraP-CAM v1.0 [nitial release

Related Documents

¢ ESP-LyraP-CAM Schematic (PDF)
e ESP-LyraP-CAM PCB Layout (PDF)

For other design documentation for the board, please contact us at sales@espressif.com.

ESP-LyraP-LLCD32 v1.2
This user guide provides information on the ESP-LyraP-LCD32 extension board.

This extension board cannot be bought separately and is usually sold together with other Espressif development boards
(e.g., ESP32-S2-Kaluga-1), which will be referred to as main boards below.

Currently, ESP-LyraP-LCD32 v1.2 is sold as part of the ESP32-52-Kaluga-1 Kit vi.3.
The ESP-LyraP-LCD32 extends the functionality of your main board by adding an LCD graphic display.
The document consists of the following major sections:

e Overview: Provides an overview and hardware/software setup instructions to get started.

* Hardware reference: Provides more detailed information about the ESP-LyraP-LCD32’ s hardware.

* Hardware Revision Details: Covers revision history, known issues, and links to user guides for previous versions
of the ESP-LyraP-LCD32.

* Related Documents: Gives links to related documentation.

Overview This extension board adds a 3.2” LCD graphic display with the resolution of 320x240. This display is
connected to ESP32-S2 over the SPI bus.

Description of Components In the description of components below, Reserved means that the functionality is
available, but the current version of the kit does not use it.
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Fig. 39: ESP-LyraP-LCD32 (click to enlarge)

e @
l._m:-m @
T.50h Q
Extension
Header
Fig. 40: ESP-LyraP-L.CD32 - front (click to enlarge)
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Fig. 41: ESP-LyraP-LCD32 - back (click to enlarge)

Key Component Description

Extension Header Male Extension Header for mounting onto a female Extension Header

LCD Display This version has a 3.2” 320x240 SPI LCD display module; the display
driver/controller is either Sitronix ST7789V or Ilitek ILI9341

Touch Screen Switch No support for touch screens, keep the switches to OFF to make the pins avail-

able for other uses

Main Board 3.2” LCD FPC | (Reserved) Connect to main board’ s 3.2” LCD FPC connector
Connector
Control Switch Switch to ON to set Reset/Backlight_control/CS to default high or low; switch
to OFF to make the pins available for other uses

Start Application Development Before powering up your ESP-LyraP-LCD32, please make sure that it is in good
condition with no obvious signs of damage.

Required Hardware

* Board with a female Extension Header (e.g., ESP32-S2-Kaluga-1, ESP-LyraT-8311A)
e ESP-LyraP-LCD32 extension board

 Four mounting bolts (for stable mounting)

¢ Computer running Windows, Linux, or macOS

Hardware Setup To mount your ESP-LyraP-L.CD32 onto the board with a female Extension Header:

1. Install the four mounting bolts onto the board with a female Extension Header
2. Align the ESP-LyraP-LCD32 with the bolts and Extension Header and insert it carefully

Software Setup See Section Software Setup of the ESP32-S2-Kaluga-1 kit user guide.
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Hardware Reference

Block Diagram A block diagram below shows the components of the ESP-LyraP-L.CD32 and their interconnec-
tions.

3.3V

Y

Extension Header

SPI/Reset ...

A
A

3.2" LCD Module

Fig. 42: ESP-LyraP-LCD32 block diagram

Hardware Revision Details

ESP-LyraP-LCD32 v1.2

* LCD backlight default ON, cannot be controlled by MCU
¢ Touch Driver and related switch removed for major limitations caused by multiplexed pins

ESP-LyraP-LCD32 v1.1 Initial release

Related Documents

e ESP-LyraP-LCD32 Schematic (PDF)
e ESP-LyraP-LCD32 PCB Layout (PDF)

For other design documentation for the board, please contact us at sales@espressif.com.

ESP-LyraT-8311A v1.3
This user guide provides information on the ESP-LyraT-8311A extension board.

This board cannot be bought separately and is usually sold together with other Espressif development boards (e.g.,
ESP32-S2-Kaluga-1), which will be referred to as main boards below.

Currently, ESP-LyraT-8311A v1.3 is sold as part of the ESP32-S2-Kaluga-1 Kit v1.3.
The ESP-LyraT-8311A extends the functionality of your main board by adding sound processing functionality:

* Audio playback/recording
* Processing of audio signals
* Programmable buttons for easy control

This extension board can be used in many ways. The applications might include voice user interface, voice control,
voice authorization, recording and playback of sound, etc.

The document consists of the following major sections:

* Overview: Provides an overview and hardware setup instructions.
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Fig. 43: ESP-LyraT-8311A (click to enlarge)
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* Hardware reference: Provides more detailed information about the ESP-LyraT-8311A’ s hardware.
e Hardware Revision Details: Covers revision history, known issues, and links to user guides for previous versions

of the ESP-LyraT-8311A.

e Related Documents: Gives links to related documentation.

Overview The ESP-LyraT-8311A is mainly designed for audio applications. However, you can use your creativity
to come up with any other use cases.

Speaker Connector

Jayeads

Mono Audio Codec

0

MODE

Extension
Header

a

Function
Button

Microphone

Headphone Connector

Fig. 44: ESP-LyraT-8311A - front (click to enlarge)

Description of Components
wise.

The description of components starts from the top right corner and then goes clock-

Reserved means that the functionality is available, but the current version of the kit does not use it.

Key Component

Description

Extension Header

Male Extension Header on the flip side is for mounting onto main board’ s
Extension Header; Female Extension Header is for mounting other boards that
have a Male Extension Header

Function Button

This board has six programmable buttons

Microphone

Supports Electret and MEMS microphones; this extension board is supplied
with an electret microphone

Headphone Connector

6.3 mm (1/8” ) stereo headphone connector

Speaker Connector

Connect an external speaker to the 2-pin connector

PA

3 W Audio signal amplifier for the external speaker

External Mic-Matrix Connec-
tor

(Reserved) FPC connector for external Mic-Matrix (microphone boards)

ADC (Reserved) high-performance ADC/ES7243: 1 channel for microphone, 1
channel for acoustic echo cancellation (AEC) function
Mono Audio Codec ES8311 audio ADC and DAGC; it can convert the analog signal picked up by

the microphone or convert digital signal to play it back through a speaker or
headphones
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Start Application Development Before powering up your ESP-LyraT-8311A, please make sure that it is in good
condition with no obvious signs of damage.

Required Hardware

* Board with a female Extension Header (e.g., ESP32-S2-Kaluga-1)
e ESP-LyraT-8311A extension board

 Four mounting bolts (for stable mounting)

* Computer running Windows, Linux, or macOS

Hardware Setup To mount your ESP-LyraT-8311A onto the board with a female Extension Header:

1. Install the four mounting bolts onto the board with a female Extension Header
2. Align the ESP-LyraT-8311A with the bolts and Extension Header and insert it carefully

Software Setup Depending on your application, see:

* ESP-ADF Getting Started Guide if you develop with ESP-ADF (Espressif Audio Development Framework).
* Section Software Setup of the ESP32-S2-Kaluga-1 kit user guide if you develop directly with ESP-IDF (Espres-
sif IOT Development Framework).

Hardware Reference

Block Diagram A block diagram below shows the components of ESP-LyraT-8311A and their interconnections.
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Fig. 45: ESP-LyraT-8311A block diagram

Hardware Revision Details

ESP-LyraT-8311A v1.3
* ADC/ES7243 and ADC/ES7210 removed as the Mono Audio Codec chip provides all the needed functionality.

ESP-LyraT-8311A v1.2  Initial release
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Related Documents

e ESP-LyraT-8311A Schematic (PDF)
e ESP-LyraT-8311A PCB Layout (PDF)

For other design documentation for the board, please contact us at sales@espressif.com.

¢ ESP32-S2-WROVER Datasheet (PDF)

* ESP Product Selector

» JTAG Debugging

» ESP32-S2-Kaluga-1 Schematic (PDF)

» ESP32-S2-Kaluga-1 PCB Layout (PDF)
» ESP32-S2-Kaluga-1 Pin Mapping (Excel)

For other design documentation for the board, please contact us at sales@espressif.com.

1.4 Installation Step by Step

This is a detailed roadmap to walk you through the installation process.

1.4.1 Setting up Development Environment

e Step 1. Install prerequisites for Windows, Linux, or macOS
o Step 2. Get ESP-IDF

e Step 3. Set up the tools

e Step 4. Set up the environment variables

1.4.2 Creating Your First Project

e Step 5. Start a Project

 Step 6. Connect Your Device
e Step 7. Configure

e Step 8. Build the Project

e Step 9. Flash onto the Device
e Step 10. Monitor

1.5 Step 1. Install prerequisites

Some tools need to be installed on the computer before proceeding to the next steps. Follow the links below for the
instructions for your OS:

1.5.1 Standard Setup of Toolchain for Windows

Introduction
ESP-IDF requires some prerequisite tools to be installed so you can build firmware for supported chips. The prereq-
uisite tools include Python, Git, cross-compilers, CMake and Ninja build tools.

For this Getting Started we’ re going to use the Command Prompt, but after ESP-IDF is installed you can use Eclipse
or another graphical IDE with CMake support instead.
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Note: Limitations: - The installation path of ESP-IDF and ESP-IDF Tools must not be longer than 90 characters.
Too long installation paths might result in a failed build. - The installation path of Python or ESP-IDF must not contain
white spaces or parentheses. - The installation path of Python or ESP-IDF should not contain special characters (non-
ASCII) unless the operating system is configured with “Unicode UTF-8” support.

System Administrator can enable the support via Control Panel - Change date, time, or number formats - Adminis-
trative tab - Change system locale - check the option “Beta: Use Unicode UTF-8 for worldwide language support”
- Ok and reboot the computer.

ESP-IDF Tools Installer

The easiest way to install ESP-IDF’ s prerequisites is to download one of ESP-IDF Tools Installers from this URL:
https://dl.espressif.com/dl/esp-idf/?idf=4.4

What is the usecase for Online and Offline Installer Online Installer is very small and allows the installation of all
available releases of ESP-IDF. The installer will download only necessary dependencies including Git For Windows
during the installation process. The installer stores downloaded files in the cache directory $userprofile$\.
espressif

Offline Installer does not require any network connection. The installer contains all required dependencies including
Git For Windows .

Components of the installation The installer deploys the following components:

¢ Embedded Python

* Cross-compilers

* OpenOCD

* CMake and Ninja build tools
ESP-IDF

The installer also allows reusing the existing directory with ESP-IDF. The recommended directory is $userpro-
file%$\Desktop\esp—-idf where $Suserprofile$ is your home directory.

Launching ESP-IDF Environment At the end of the installation process you can check out option Run
ESP-IDF PowerShell Environment or Run ESP-IDF Command Prompt (cmd.exe). The
installer will launch ESP-IDF environment in selected prompt.

Run ESP-IDF PowerShell Environment:

Run ESP-IDF Command Prompt (cmd.exe):

Using the Command Prompt

For the remaining Getting Started steps, we’ re going to use the Windows Command Prompt.

ESP-IDF Tools Installer also creates a shortcut in the Start menu to launch the ESP-IDF Command Prompt. This
shortcut launches the Command Prompt (cmd.exe) and runs export . bat script to set up the environment variables
(PATH, IDF_PATH and others). Inside this command prompt, all the installed tools are available.

Note that this shortcut is specific to the ESP-IDF directory selected in the ESP-IDF Tools Installer. If you have
multiple ESP-IDF directories on the computer (for example, to work with different versions of ESP-IDF), you have
two options to use them:

1. Create a copy of the shortcut created by the ESP-IDF Tools Installer, and change the working directory of the
new shortcut to the ESP-IDF directory you wish to use.
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Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about
30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://qgithub.com/espressif/idf-env.

V]

Fig. 46: Completing the ESP-IDF Tools Setup Wizard with Run ESP-IDF PowerShell Environment

Using Python in c:/Users/developer/.espressif/python_env/idf4.1_py3.8_env/scripts
Python 3.8.7

Using Git in c:/Program Files/Git/cmd/

git version 2.29.2.windows.1

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

lAdding ESP-IDF tools to PATH...
:\Users\developer\.espressif\tools\xtensa-esp32-el1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-el1f\esp-2020r3-8.4.0\xtensa-esp32s2-el1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp-elf\2.28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\bin
:\Users\developer\.espressif\tools\openocd-esp32\v0.10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\

:\Users\developer\.espressif\tools\idf-exe\1.0.1\

:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

[checking if Python packages are up to date...

Python requirements from c:\Users\developer\Desktop\esp-idf\requirements.txt are satisfied

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

Fig. 47: ESP-IDF PowerShell
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| |.| Setup - ESP-IDF Tools 2.9

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.
Click Finish to exit Setup.

Run ESP-IDF Edlipse Environment
Run ESP-IDF PowerShell Environment

[ 571 Run ESP-IDF Command Prompt Environment |

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

Fig. 48: Completing the ESP-IDF Tools Setup Wizard with Run ESP-IDF Command Prompt (cmd.exe)
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@8 ESP-IDF Command Prompt (cmd.exe = -

Using Python in C:\Users\test\AppData‘\Local\Programs\Python\Python3m -~

Puthon 3.7.8

Using Git in C:‘\Users\test\Git‘cmd'
git version 2.38.80.

Setting IDF_PATH:

Adding ESP-IDF tools to PATH...

C:\Us
2=-elf\bin

p32s2-elfi\bin

C:\Users\test).

p32s3-elf\bin

C:\Users\test\esp\esp-idf

C:‘\Users\testh.

C:\Usersi\test\.

Windows . 1 '

espressifitools\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es

espressifitoolsi\xtensa-espi2si-elf\esp-2020r3-8.4. 0\xtensa-es

espressifitools\riscu32-esp-elf\1.24.0.123_6Y4eb9ff-8.4.0\risc

y32-esp-elfi\bin

C:‘\Users\testh.
f-binutils\bin

C:\Usersitest\.
p-elf-binutils\bin
C:‘\Users\testh.
C:‘\Users\test. B es
esp32ibin

C:\Users\test\.

- hZUsersites

s hUsersi\test

espressifitoolsi\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el

espressifitoolsi\esp32s2ulp-elf\2.28.51 -esp-201921205\esp32s2ul

ifytoolsycmake\3.16.4\bin
2h00 .18 . 8-esp32-20208709openocd-

ssifi\tools\ninja\1.10. 0%
ifytoolshidf-exel\1.08.1%
ifytoolshccache\3.

\Users\tes ifyvtools \dfu-util 0, Ndfu-util-90,K 9-winGy

> \Users\test,. ifypython_enuv\idf4.3_py3. 7T_env\Scripts

:\Users\test\esp\esp-idf\tools

T

Checking 1f Python packages are up to date...
Puython requirements from C:\Users\test\esp\esp-idfirequirements.txt are
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\espiesp-idf>

Fig. 49: ESP-IDF Command Prompt
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2. Alternatively, run cmd . exe, then change to the ESP-IDF directory you wish to use, and run export .bat.
Note that unlike the previous option, this way requires Python and Git to be present in PATH. If you get errors
related to Python or Git not being found, use the first option.

Next Steps

If the ESP-IDF Tools Installer has finished successfully, then the development environment setup is complete. Pro-
ceed directly to Step 5. Start a Project.

Related Documents

For advanced users who want to customize the install process:

Updating ESP-IDF tools on Windows

Install ESP-IDF tools using a script From the Windows Command Prompt, change to the directory where ESP-
IDF is installed. Then run:

install.bat

For Powershell, change to the directory where ESP-IDF is installed. Then run:

install.psl

This will download and install the tools necessary to use ESP-IDF. If the specific version of the tool is already
installed, no action will be taken. The tools are downloaded and installed into a directory specified during ESP-IDF
Tools Installer process. By default, this is C: \Users\username\.espressif.

Add ESP-IDF tools to PATH using an export script ESP-IDF tools installer creates a Start menu shortcut for
“ESP-IDF Command Prompt” . This shortcut opens a Command Prompt window where all the tools are already
available.

In some cases, you may want to work with ESP-IDF in a Command Prompt window which wasn’ t started using that
shortcut. If this is the case, follow the instructions below to add ESP-IDF tools to PATH.

In the command prompt where you need to use ESP-IDF, change to the directory where ESP-IDF is installed, then
execute export .bat:

cd %userprofile%\esp\esp-idf
export .bat

Alternatively in the Powershell where you need to use ESP-IDF, change to the directory where ESP-IDF is installed,
then execute export .psi:

cd ~/esp/esp-idf
export.psl

When this is done, the tools will be available in this command prompt.

1.5.2 Standard Setup of Toolchain for Linux
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Install Prerequisites

To compile with ESP-IDF you need to get the following packages. The command to run depends on which distribution
of Linux you are using:

¢ Ubuntu and Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—setuptools cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.
—0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-pip python3-setuptools cmake ninja-build ccache dfu-util libusbx

CentOS 7 is still supported but CentOS version 8 is recommended for a better user experience.

e Arch:

sudo pacman —-S —--needed gcc git make flex bison gperf python-pip cmake ninja.
—ccache dfu-util libusb

Note:

¢ CMake version 3.5 or newer is required for use with ESP-IDF. Older Linux distributions may require updating,
enabling of a “backports” repository, or installing of a “cmake3” package rather than “cmake” .

* If you do not see your Linux distribution in the above list then please check its documentation to find out which
command to use for package installation.

Additional Tips
Permission issues /dev/ttyUSB0 With some Linux distributions you may get the Failed to open port

/dev/ttyUSBO error message when flashing the ESP32-S2. This can be solved by adding the current user to the
dialout group.

Python compatibility
ESP-IDF supports Python 3.6 or newer. It is recommended to upgrade your operating system to a recent version

satisfying this requirement. Other options include the installation of Python from sources or the use of a Python
version management system such as pyenv.

Next Steps

To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .

1.5.3 Standard Setup of Toolchain for Mac OS

Install Prerequisites

ESP-IDF will use the version of Python installed by default on macOS.

* install pip:
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sudo easy_install pip

¢ install CMake & Ninja build:
— If you have HomeBrew, you can run:

’brew install cmake ninja dfu-util

— If you have MacPorts, you can run:

’sudo port install cmake ninja dfu-util

— Otherwise, consult the CMake and Ninja home pages for macOS installation downloads.
* It is strongly recommended to also install ccache for faster builds. If you have HomeBrew, this can be done
viabrew install ccacheor sudo port install ccache on MacPorts.

Note: If an error like this is shown during any step:

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

Then you will need to install the XCode command line tools to continue. You can install these by running
xcode—-select —--install.

Installing Python 3 Basing on macOS Catalina 10.15 release notes, use of Python 2.7 is not recommended and
Python 2.7 will not be included by default in future versions of macOS. Check what Python you currently have:

’python —-—version

If the output is like Python 2.7.17, your default interpreter is Python 2.7. If so, also check if Python 3 isn’ t
already installed on your computer:

’python3 —--version

If above command returns an error, it means Python 3 is not installed.
Below is an overview of steps to install Python 3.

¢ Installing with HomeBrew can be done as follows:

’brew install python3

e If you have MacPorts, you can run:

’sudo port install python38

Next Steps

To carry on with development environment setup, proceed to Step 2. Get ESP-IDF.
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Windows Linux Mac OS

Note: This guide uses the directory ~/esp on Linux and macOS or $userprofile%\esp on Windows as
an installation folder for ESP-IDF. You can use any directory, but you will need to adjust paths for the commands
respectively. Keep in mind that ESP-IDF does not support spaces in paths.

1.6 Step 2. Get ESP-IDF

To build applications for the ESP32-S2, you need the software libraries provided by Espressif in ESP-IDF repository.

To get ESP-IDF, navigate to your installation directory and clone the repository with git clone, following in-
structions below specific to your operating system.

1.6.1 Linux and macOS

Open Terminal, and run the following commands:

mkdir -p ~/esp
cd ~/esp
git clone -b v4.4.5 --recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into ~/esp/esp—-idf.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

1.6.2 Windows

In addition to installing the tools, ESP-IDF Tools Installer for Windows introduced in Step 1 can also download a copy
of ESP-IDF.
Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

If you wish to download ESP-IDF without the help of ESP-IDF Tools Installer, refer to these instructions.

1.7 Step 3. Set up the tools

Aside from the ESP-IDF, you also need to install the tools used by ESP-IDF, such as the compiler, debugger, Python
packages, etc.
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1.7.1 Windows

ESP-IDF Tools Installer for Windows introduced in Step 1 installs all the required tools.

If you want to install the tools without the help of ESP-IDF Tools Installer, open the Command Prompt and follow
these steps:

cd %userprofile%\esp\esp-idf
install.bat esp32s2

or with Windows PowerShell

cd ~/esp/esp-idf
./install.psl esp32s2

1.7.2 Linux and macOS

cd ~/esp/esp-idf
./install.sh esp32s2

or with Fish shell

cd ~/esp/esp-idf
./install.fish esp32s2

Note: To install tools for multiple targets you can specify those targets at once. For example: ./install.sh
esp32,esp32c3, esp32s3. To install tools for all supported targets, run the script without specifying targets
./install.shoruse ./install.sh all.

1.7.3 Alternative File Downloads

The tools installer downloads a number of files attached to GitHub Releases. If accessing GitHub is slow then it is
possible to set an environment variable to prefer Espressif’ s download server for GitHub asset downloads.

Note: This setting only controls individual tools downloaded from GitHub releases, it doesn’ t change the URLs
used to access any Git repositories.

Windows

To prefer the Espressif download server when running the ESP-IDF Tools Installer, mark the Use Espressif down-
load mirror instead of GitHub in the screen Select Components section Optimization.

Linux and macOS

To prefer the Espressif download server when installing tools, use the following sequence of commands when running
install.sh:

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh
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1.7.4 Customizing the tools installation path

The scripts introduced in this step install compilation tools required by ESP-IDF inside the user home directory:
SHOME/ .espressif on Linux and macOS, $USERPROFILES\ .espressif on Windows. If you wish to
install the tools into a different directory, set the environment variable IDF_TOOLS_PATH before running the
installation scripts. Make sure that your user account has sufficient permissions to read and write this path.

If changing the IDF_TOOLS_PATH, make sure it is set to the same value every time the Install script (install.
bat, install.psl or install.sh) and an Export script (export .bat, export.psl or export.sh)
are executed.

1.8 Step 4. Set up the environment variables

The installed tools are not yet added to the PATH environment variable. To make the tools usable from the command
line, some environment variables must be set. ESP-IDF provides another script which does that.

1.8.1 Windows

ESP-IDF Tools Installer for Windows creates an  “ESP-IDF Command Prompt” shortcut in the Start Menu. This
shortcut opens the Command Prompt and sets up all the required environment variables. You can open this shortcut
and proceed to the next step.

Alternatively, if you want to use ESP-IDF in an existing Command Prompt window, you can run:

’%use*p*o?‘\e%\esp\espfidf\export.bat

or with Windows PowerShell

’.$F3WE/esp/espfidf/export.psl

1.8.2 Linux and macOS

In the terminal where you are going to use ESP-IDF, run:

’. SHOME /esp/esp-idf/export.sh

or for fish (supported only since fish version 3.0.0):

’. SHOME /esp/esp-idf/export.fish

Note the space between the leading dot and the path!
If you plan to use esp-idf frequently, you can create an alias for executing export . sh:

1. Copy and paste the following command to your shell’ s profile (.profile, .bashrc, .zprofile,etc.)

alias get_idf='. SHOME/esp/esp-idf/export.sh'

2. Refresh the configuration by restarting the terminal session or by running source [path to profile],
for example, source ~/.bashrc.

Now you can run get__idf to set up or refresh the esp-idf environment in any terminal session.

Technically, you can add export . sh to your shell’ s profile directly; however, it is not recommended. Doing so
activates IDF virtual environment in every terminal session (including those where IDF is not needed), defeating the
purpose of the virtual environment and likely affecting other software.
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1.9 Step 5. Start a Project

Now you are ready to prepare your application for ESP32-S2. You can start with get-started/hello_world project
from examples directory in IDF.

Copy the project get-started/hello_world to ~ /e sp directory:

1.9.1 Linux and macOS

cd ~/esp
cp -r $SIDF_PATH/examples/get-started/hello_world .

1.9.2 Windows

cd %userprofile$\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

There is a range of example projects in the examples directory in ESP-IDF. You can copy any project in the same
way as presented above and run it. It is also possible to build examples in-place, without copying them first.

Important: The ESP-IDF build system does not support spaces in the paths to either ESP-IDF or to projects.

1.10 Step 6. Connect Your Device

Now connect your ESP32-S2 board to the computer and check under what serial port the board is visible.
Serial ports have the following patterns in their names:

* Windows: names like COM1
 Linux: starting with /dev/tty
* macOS: starting with /dev/cu.

If you are not sure how to check the serial port name, please refer to Establish Serial Connection with ESP32-S2 for
full details.

Note: Keep the port name handy as you will need it in the next steps.

1.11 Step 7. Configure

Navigate to your hello_world directory from Step 5. Start a Project, set ESP32-S2 chip as the target and run the
project configuration utility menuconfig.

1.11.1 Linux and macOS

cd ~/esp/hello_world
idf.py set-target esp32s2
idf.py menuconfig
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1.11.2 Windows

)

cd Suserprofile%\esp\hello_world
idf.py set-target esp32s2
idf.py menuconfig

Setting the target with 1df.py set-target esp32s2 should be done once, after opening a new project. If
the project contains some existing builds and configuration, they will be cleared and initialized. The target may be
saved in environment variable to skip this step at all. See Selecting the Target for additional information.

If the previous steps have been done correctly, the following menu appears:

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=
Security features --->
Partition Table --->
Compiler options ---=
Component config ---=
Compatibility options ---»>

[S] save

d : J [/] Jump t ymbol
gle show-help mode C show-name mode [A] Toggle ow-all mode
[Q] Quit (prompts for save) [D] Save minimal config (advanced)

Fig. 50: Project configuration - Home window

You are using this menu to set up project specific variables, e.g. Wi-Fi network name and password, the processor
speed, etc. Setting up the project with menuconfig may be skipped for “hello_word” . This example will run with
default configuration.

Note: The colors of the menu could be different in your terminal. You can change the appearance with the option
—-style. Please run idf.py menuconfig —-help for further information.

1.12 Step 8. Build the Project

Build the project by running:

idf.py build

This command will compile the application and all ESP-IDF components, then it will generate the bootloader, par-
tition table, and application binaries.

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja —--warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

(continues on next page)

Espressif Systems 66 Release v4.4.5
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 1. Get Started

(continued from previous page)

—-— Component names:
—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

If there are no errors, the build will finish by generating the firmware binary .bin files.

1.13 Step 9. Flash onto the Device

Flash the binaries that you just built (bootloader.bin, partition-table.bin and hello_world.bin) onto your ESP32-S2
board by running:

idf.py -p PORT [-b BAUD] flash

Replace PORT with your ESP32-S2 board’ s serial port name from Step 6. Connect Your Device.

You can also change the flasher baud rate by replacing BAUD with the baud rate you need. The default baud rate is
460800.

For more information on idf.py arguments, see idf.py.

Note: The option £ 1ash automatically builds and flashes the project, so running 1df . py bui1ldisnot necessary.

1.13.1 Encountered Issues While Flashing?

If you run the given command and see errors such as  “Failed to connect” , there might be several reasons for this.
One of the reasons might be issues encountered by esptool. py, the utility that is called by the build system to
reset the chip, interact with the ROM bootloader, and flash firmware. One simple solution to try is manual reset
described below, and if it does not help you can find more details about possible issues in Troubleshooting.

esptool.py resets ESP32-S2 automatically by asserting DTR and RTS control lines of the USB to serial converter
chip, i.e., FTDI or CP210x (for more information, see Establish Serial Connection with ESP32-S2). The DTR and
RTS control lines are in turn connected to GP 00 and CHIP_PU (EN) pins of ESP32-S2, thus changes in the voltage
levels of DTR and RTS will boot ESP32-S2 into Firmware Download mode. As an example, check the schematic
for the ESP32 DevKitC development board.

In general, you should have no problems with the official esp-idf development boards. However, esptool.py is
not able to reset your hardware automatically in the following cases:

¢ Your hardware does not have the DTR and RTS lines connected to GPI00 and CHIP_PU
* The DTR and RTS lines are configured diftferently
¢ There are no such serial control lines at all

Depending on the kind of hardware you have, it may also be possible to manually put your ESP32-S2 board into
Firmware Download mode (reset).
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* For development boards produced by Espressif, this information can be found in the respective getting started
guides or user guides. For example, to manually reset an esp-idf development board, hold down the Boot
button (GPI00) and press the EN button (CHIP_PU).

* For other types of hardware, try pulling GPTOO0 down.

1.13.2 Normal Operation

When flashing, you will see the output log similar to the following:

esptool.py —-chip esp32s2 -p /dev/ttyUSBO -b 460800 --before=default_reset --
—after=hard_reset write_flash --flash_mode dio --flash_freq 40m —--flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
<+0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-S2

Features: WiFi

Crystal is 40MHz

MAC: 18:fe:34:72:50:e3

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 3851.6.
<—>kblt/S) .« e

Hash of data verified.

Compressed 22592 bytes to 13483...

Writing at 0x00001000... (100 %)

Wrote 22592 bytes (13483 compressed) at 0x00001000 in 0.3 seconds (effective 595.1.
—kbit/s) ...

Hash of data verified.

Compressed 140048 bytes to 70298...
Writing at 0x00010000... (20 %)
Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000... (100 %)

Wrote 140048 bytes (70298 compressed) at 0x00010000 in 1.7 seconds (effective 662.
-5 kbit/s)...
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

If there are no issues by the end of the flash process, the board will reboot and start up the “hello_world” application.

If you’ d like to use the Eclipse or VS Code IDE instead of running 1df . py, check out the Eclipse guide, VS Code
guide.

1.14 Step 10. Monitor

To check if “hello_world” is indeed running, type idf .py —-p PORT monitor (Do not forget to replace PORT
with your serial port name).
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This command launches the IDF Monitor application:

$ idf.py -p /dev/ttyUSBO monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

—-—— 1df_monitor on /dev/ttyUSBO 115200 —-—--

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

After startup and diagnostic logs scroll up, you should see “Hello world!” printed out by the application.

Hello world!

Restarting in 10 seconds...

This is esp32s2 chip with 1 CPU core(s), WiFi, silicon revision 0, 2MB external.
—flash

Minimum free heap size: 253900 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

To exit IDF monitor use the shortcut Ctr1+].

Note: You can combine building, flashing and monitoring into one step by running:

idf.py -p PORT flash monitor

See also:

* IDF Monitor for handy shortcuts and more details on using IDF monitor.
* idf.py for a full reference of idf .py commands and options.

That’ s all that you need to get started with ESP32-S2!

Now you are ready to try some other examples, or go straight to developing your own applications.

Important: Some of examples do not support ESP32-S2 because required hardware is not included in ESP32-S2
S0 it cannot be supported.

If building an example, please check the README file for the Supported Targets table. If this is present
including ESP32-S2 target, or the table does not exist at all, the example will work on ESP32-S2.

1.15 Updating ESP-IDF

You should update ESP-IDF from time to time, as newer versions fix bugs and provide new features. The simplest way
to do the update is to delete the existing esp—1idf folder and clone it again, as if performing the initial installation
described in Step 2. Get ESP-IDF.

Another solution is to update only what has changed. The update procedure depends on the version of ESP-IDF you
are using.

After updating ESP-IDF, execute the Install script again, in case the new ESP-IDF version requires different versions
of tools. See instructions at Step 3. Set up the tools.
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Once the new tools are installed, update the environment using the Export script. See instructions at Step 4. Set up
the environment variables.

1.16 Related Documents

1.16.1 Establish Serial Connection with ESP32-S2

This section provides guidance how to establish serial connection between ESP32-S2 and PC.

Connect ESP32-S2 to PC

Connect the ESP32-S2 board to the PC using the USB cable. If device driver does not install automatically, identify
USB to serial converter chip on your ESP32-S2 board (or external converter dongle), search for drivers in internet
and install them.

Below is the list of USB to serial converter chips installed on most of the ESP32-S2 boards produced by Espressif
together with links to the drivers:

e CP210x: CP210x USB to UART Bridge VCP Drivers
e FTDI: FTDI Virtual COM Port Drivers

Please check the board user guide for specific USB to serial converter chip used. The drivers above are primarily for
reference. Under normal circumstances, the drivers should be bundled with an operating system and automatically
installed upon connecting the board to the PC.

Check port on Windows
Check the list of identified COM ports in the Windows Device Manager. Disconnect ESP32-S2 and connect it back,
to verify which port disappears from the list and then shows back again.

Figures below show serial port for ESP32 DevKitC and ESP32 WROVER KIT

Check port on Linux and macOS

To check the device name for the serial port of your ESP32-S2 board (or external converter dongle), run this command
two times, first with the board / dongle unplugged, then with plugged in. The port which appears the second time is
the one you need:

Linux

’ls /dev/tty*

macOS

’ls /dev/cu.*

Note: macOS users: if you don’ tsee the serial port then check you have the USB/serial drivers installed as shown
in the Getting Started guide for your particular development board. For macOS High Sierra (10.13), you may also
have to explicitly allow the drivers to load. Open System Preferences -> Security & Privacy -> General and check
if there is a message shown here about “System Software from developer --”” where the developer name is Silicon
Labs or FTDI.
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Fig. 51: USB to UART bridge of ESP32-DevKitC in Windows Device Manager
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Fig. 52: Two USB Serial Ports of ESP-WROVER-KIT in Windows Device Manager
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Adding user to dialout on Linux

The currently logged user should have read and write access the serial port over USB. On most Linux distributions,
this is done by adding the user to dialout group with the following command:

’sudo usermod —a -G dialout S$USER

on Arch Linux this is done by adding the user to uucp group with the following command:

’sudo usermod —-a -G uucp $SUSER

Make sure you re-login to enable read and write permissions for the serial port.

Verify serial connection

Now verify that the serial connection is operational. You can do this using a serial terminal program by checking if
you get any output on the terminal after reseting ESP32-S2.

Windows and Linux In this example we will use PuTTY SSH Client that is available for both Windows and Linux.
You can use other serial program and set communication parameters like below.

Run terminal, set identified serial port, baud rate = 115200, data bits = 8, stop bits = 1, and parity = N. Below are
example screen shots of setting the port and such transmission parameters (in short described as 115200-8-1-N) on
Windows and Linux. Remember to select exactly the same serial port you have identified in steps above.

ER PuTTY Configuration &2 |
Category:

=)~ Session Options controling local sedal lines

Select a senal line
[=J- Terminal

- Keyboard Serial line to connect to Comi2
- Bell

- Features
[=- Window Speed (baud) 115200
- Appearance
- Behaviour
- Translation Stop bits 1

- Selection Pari
- Colaurs arity [ None - ]

E)- Connection Flow cortrol [XON/XOFF  ~|
- Data

- Proxy
- Telnet
- Rlogin
- 55H
- Seral

Corfigure the seral line

Data bits 2

About Open ] [ Cancel

Fig. 53: Setting Serial Communication in PuTTY on Windows

Then open serial port in terminal and check, if you see any log printed out by ESP32-S2. The log contents will depend
on application loaded to ESP32-S2, see Example Output.
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PuTTY ConFiguration
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Keyboard
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Behaviour
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Fig. 54: Setting Serial Communication in PuTTY on Linux
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Note: Close the serial terminal after verification that communication is working. If you keep the terminal session
open, the serial port will be inaccessible for uploading firmware later.

macOS To spare you the trouble of installing a serial terminal program, macOS offers the screen command.

* As discussed in Check port on Linux and macOS, run:

’ls /dev/cu.*

* You should see similar output:

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

¢ The output will vary depending on the type and the number of boards connected to your PC. Then pick the
device name of your board and run:

screen /dev/cu.device_name 115200

Replace device_name with the name found running 1s /dev/cu. *.
* What you are looking for is some log displayed by the screen. The log contents will depend on application
loaded to ESP32-S2, see Example Output. To exit the screen session type Ctrl-A + \ .

Note: Do not forget to exit the screen session after verifying that the communication is working. If you fail to do
it and just close the terminal window, the serial port will be inaccessible for uploading firmware later.

Example Output An example log by ESP32-S2 is shown below. Reset the board if you do not see anything.

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010, 1len:3464

10oad:0x40078000, 1en:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

If you can see readable log output, it means serial connection is working and you are ready to proceed with installation
and finally upload of application to ESP32-S2.

Note: For some serial port wiring configurations, the serial RTS & DTR pins need to be disabled in the terminal
program before the ESP32-S2 will boot and produce serial output. This depends on the hardware itself, most devel-
opment boards (including all Espressif boards) do not have this issue. The issue is present if RTS & DTR are wired
directly to the EN & GPIOO pins. See the esptool documentation for more details.

If you got here from Step 6. Connect Your Device when installing s/w for ESP32-S2 development, then you can
continue with Step 7. Configure.

Espressif Systems 75 Release v4.4.5
Submit Document Feedback



https://github.com/espressif/esptool/wiki/ESP32-Boot-Mode-Selection#automatic-bootloader
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 1. Get Started

1.16.2 Build and Flash with Eclipse IDE

ESP-IDF V4.0 has a new CMake-based build system as the default build system.

There is a new ESP-IDF Eclipse Plugin that works with the CMake-based build system. Please refer to Espressif
IDF Eclipse Plugins IDF for further instructions.

Note: In Espressif IDF Eclipse Plugins, though screenshots are captured from macOS, installation instructions are
applicable for Windows, Linux and macOS.

1.16.3 Getting Started with VS Code IDE

We have official support for VS Code and we aim to provide complete end to end support for all actions related to
ESP-IDF namely build, flash, monitor, debug, tracing, core-dump, System Trace Viewer, etc.

Quick Install Guide

Recommended way to install ESP-IDF Visual Studio Code Extension is by downloading it from VS Code Marketplace
or following Quick Installation Guide.

Review the wtorials <https://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/toc.md> for
ESP-IDF Visual Studio Code Extension to learn how to use all features.

Supported Features

 Setup, will help you to quickly install ESP-IDF and its relevant toolchain with just few clicks.

¢ Build, with one click build and multi target build, you can easily build and deploy your applications.

¢ Flash, with both UART and JTAG flash out of the box.

¢ Monitoring comes with built-in terminal where you can trigger IDF Monitor Commands from within VS Code
as you are used to in traditional terminals.

e Debugging  <htips://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/debugging. md>,
with out of box hardware debugging and also support for postmortem debugging like core-dump, you can
analyze the bugs with convenience.

* GUI Menu Config, provides with simplified UI for configuring your chip.

e App & Heap Tracing, provides support for collecting traces from your application and simplified UI for
analyzing them.

¢ System View Tracing Viewer, aims to read and display the .svdat files into trace UI, we also support multiple
core tracing views.

 IDF Size Analysis Overview presents an Ul for binary size analysis.

¢ Rainmaker Cloud, we have inbuilt Rainmaker Cloud support where you can edit/read state of your connected
IoT devices easily.

¢ Code Coverage, we have inbuilt code coverage support which shall highlight in color which line have been
covered. We also render the existing HTML report directly inside the IDE.

Bugs & Feature Requests
If you face an issue with certain feature of VS Code or VS Code in general we recommend to ask your question in
the forum, or open a github issue for our dev teams to review.

We also welcome new feature request, most of the features we have today is result of people asking it to implement,
or improve certain aspect of the extension, raise your feature request on github.
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1.16.4 1IDF Monitor

The IDF monitor tool is mainly a serial terminal program which relays serial data to and from the target device’ s

serial port. It also provides some IDF-specific features.

This tool can be launched from an IDF project by running 1df .py monitor.

For the legacy GNU Make system, run make monitor.

Keyboard Shortcuts

For easy interaction with IDF Monitor, use the keyboard shortcuts given in the table.

Keyboard Action Description
Shortcut
Ctrl+] Exit the program
Ctrl+T Menu escape key Press and follow it by one of the keys given below.
Send the menu character it-
o Ctrl+T
self to remote
Send the exit character it-
e Ctrl+]
self to remote
Ctrlp Reset target into bootloader | Resets the target, into bootloader via the RTS line (if connected),
i to pause app via RTS line so that the board runs nothing. Useful when you need to wait for
another device to startup.
Reset target board via RTS | Resets the target board and re-starts the application via the RTS
* Ctrl+R o
line (if connected).
Build and flash the project | Pauses idf_monitor to run the project flash target, then re-
» Ctrl+F . . .
sumes idf_monitor. Any changed source files are recompiled
and then re-flashed. Target encrypted-flash is run if
idf_monitor was started with argument —E.
Build and flash the app only | Pauses idf_monitor to run the app—f 1ash target, then resumes
* Ctrl+A . . . .
A idf_monitor. Similar to the £ 1ash target, but only the main app
(or A) is built and re-flashed. Target encrypted-app-flash is
run if idf_monitor was started with argument —E.
Stop/resume log output | Discards all incoming serial data while activated. Allows to
o Cul+Y S . . . o
printing on screen quickly pause and examine log output without quitting the mon-
itor.
. Ctrl+l Stop/resume log output | Creates a file in the project directory and the output is written to
trit saved to file that file until this is disabled with the same keyboard shortcut (or
IDF Monitor exits).
Stop/resume printing | IDF Monitor can print a timestamp in the beginning of
o Crl+l . . .
timestamps each line. The timestamp format can be changed by the
(orI) . .
—-—timestamp-format command line argument.
. Ctrl+H CDuitssplay all keyboard short-
(or H)
. CirleX Exit the program
(or X)
Ctrl+C Interrupt running applica- | Pauses IDF monitor and run GDB project debugger
tion to debug the application at runtime. This requires
:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME option
to be enabled.
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Any keys pressed, other than Ctr1—-] and Ctr1-T, will be sent through the serial port.

IDF-specific features

Automatic Address Decoding Whenever ESP-IDF outputs a hexadecimal code address of the form
0x4 , IDF Monitor uses addr2line to look up the location in the source code and find the function name.

If an ESP-IDF app crashes and panics, a register dump and backtrace is produced, such as the following:

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.
Register dump:

PC : 0x400f360d PS : 0x00060330 A0 : 0x800dbf56 Al H
—0x3ffb7e00
A2 : O0x3ffbl136c A3 : 0x00000005 A4 : 0x00000000 A5 1
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0
A10 : 0x00000003 ~A11 : 0x00060f23 A12 : 0x00060f20 A13 H
—0x3ffba6d0
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :..
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbfb5e:0x3ffb7e40.
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF Monitor adds more details to the dump:

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al .
—0x3ffb7e00

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get—-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 L
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0
Al10 : 0x00000003 A1l : 0x00060£23 Al2 : 0x00060£20 A13 H
—0x3ffba6d0l
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbfS5e:0x3ffb7e40._
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—~hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get—-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world_main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
<s./hello_world _main.c:33

(continues on next page)
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(continued from previous page)

’Ox400d071d: main_task at /home/gus/esp/32/idf/components/esp32s2/./cpu_start.c:254

To decode each address, IDF Monitor runs the following command in the background:

’xtensa—esp32sZ—elf—aderline -pfiaC -e build/PROJECT.elf ADDRESS

Note: Set environment variable ESP_MONITOR_DECODE to 0 or call idf_monitor.py with specific command line
option: idf_monitor.py —--disable-address-decoding to disable address decoding.

Launching GDB with GDBStub By default, if esp-idf crashes, the panic handler prints relevant registers and the
stack dump (similar to the ones above) over the serial port. Then it resets the board.

Furthermore, the application can be configured to run GDBStub in the background and handle the Ctrl+C event from
the monitor.

Optionally, the panic handler can be configured to run GDBStub, the tool which can communicate with GDB project
debugger. GDBStub allows to read memory, examine call stack frames and variables, etc. It is not as versatile as
JTAG debugging, but this method does not require any special hardware.

To enable GDBStub on panic, open the project configuration menu (idf.py menuconfig) and set CON-
FIG_ESP_SYSTEM_PANIC to GDBStub on panic or set CONFIG_ESP_SYSTEM_PANIC to GDBStub on
runtime.

In this case, if the panic handler or Ctrl+C command is triggered, as soon as IDF Monitor sees that GDBStub has
loaded, it automatically pauses serial monitoring and runs GDB with necessary arguments. After GDB exits, the
board is reset via the RTS serial line. If this line is not connected, please reset the board manually by pressing its
Reset button.

In the background, IDF Monitor runs the following command:

xtensa-esp32s2-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex..
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"

Output Filtering IDF monitor can be invoked as idf.py monitor -—-print-filter="xyz", where
——print-filter is the parameter for output filtering. The default value is an empty string, which means that
everything is printed.

Restrictions on what to print can be specified as a series of <tag>:<log_level> items where <t ag> is the tag

string and <log_level> is a character from the set {N, E, W, I, D, V, *} referringto alevel for logging.

For example, PRINT_FILTER="tagl:W" matches and prints only the outputs written with
ESP_LOGW ("tagl", ...) or at lower verbosity level, i.e. ESP_LOGE ("tagl", ...). Not speci-
fying a <log_level> or using * defaults to Verbose level.

Note: Use primary logging to disable at compilation the outputs you do not need through the logging library. Output
filtering with IDF monitor is a secondary solution which can be useful for adjusting the filtering options without
recompiling the application.

Your app tags must not contain spaces, asterisks *, or colons : to be compatible with the output filtering feature.

If the last line of the output in your app is not followed by a carriage return, the output filtering might get confused, i.e.,
the monitor starts to print the line and later finds out that the line should not have been written. This is a known issue
and can be avoided by always adding a carriage return (especially when no output follows immediately afterwards).
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Examples Of Filtering Rules:

e * can be used to match any tags. However, the string PRINT_FILTER="*:I tagl:E" with regards to
tagl prints errors only, because the rule for tag1l has a higher priority over the rule for *.

* The default (empty) rule is equivalent to * : V because matching every tag at the Verbose level or lower means
matching everything.

e "*:N" suppresses not only the outputs from logging functions, but also the prints made by print £, etc. To
avoid this, use * : E or a higher verbosity level.

e Rules "tagl:V", "tagl:v", "tagl:", "tagl:*",and "tagl" are equivalent.

* Rule "tagl:W tagl:E" isequivalentto "tagl:E" because any consequent occurrence of the same tag
name overwrites the previous one.

e Rule "tagl:I tag2:W" only prints tagl at the Info verbosity level or lower and tag?2 at the Warning
verbosity level or lower.

e Rule "tagl:I tag2:W tag3:N" isessentially equivalent to the previous one because tag3 : N specifies
that t ag3 should not be printed.

* tag3:Nintherule "tagl:I tag2:W tag3:N *:V" is more meaningful because without tag3: N the
tag3 messages could have been printed; the errors for tagl and tag2 will be printed at the specified (or
lower) verbosity level and everything else will be printed by default.

A More Complex Filtering Example The following log snippet was acquired without any filtering options:

load:0x40078000,1len:13564
entry 0x40078d4c

E (31) esp_image: image at 0x30000 has invalid magic byte

W (31) esp_image: image at 0x30000 has invalid SPI mode 255

E (39) boot: Factory app partition is not bootable

I (568) cpu_start: Pro cpu up.

I (569) heap_init: Initializing. RAM available for dynamic allocation:

I (603) cpu_start: Pro cpu start user code

D (309) light_driver: [light_init, 74]:status: 1, mode: 2

D (318) vfs: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID..
-1

I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

The captured output for the filtering options PRINT_FILTER="wifi esp_image:E light_driver:I"
is given below:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

The options ~"PRINT_FILTER="light_driver:D esp_image:N boot:N cpu_start:N
vEs:N wifi:N *:V" show the following output:

10ad:0x40078000, 1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

Known Issues with IDF Monitor

Issues Observed on Windows

* Arrow keys, as well as some other keys, do not work in GDB due to Windows Console limitations.
¢ QOccasionally, when “idf.py” or “make” exits, it might stall for up to 30 seconds before IDF Monitor resumes.
e When “gdb” is run, it might stall for a short time before it begins communicating with the GDBStub.

1.16.5 Customized Setup of Toolchain
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Instead of downloading binary toolchain from Espressif website (see Step 3. Set up the tools) you may build the
toolchain yourself.

If you can’ t think of a reason why you need to build it yourself, then probably it’ s better to stick with the binary
version. However, here are some of the reasons why you might want to compile it from source:

* if you want to customize toolchain build configuration

* if you want to use a different GCC version (such as 4.8.5)
* if you want to hack gcc or newlib or libstdc++

* if you are curious and/or have time to spare

e if youdon’ t trust binaries downloaded from the Internet

In any case, here are the instructions to compile the toolchain yourself.

Setup Windows Toolchain from Scratch

This is a step-by-step alternative to running the ESP-IDF Tools Installer for the CMake-based build system. Installing
all of the tools by hand allows more control over the process, and also provides the information for advanced users to
customize the install.

To quickly setup the toolchain and other tools in standard way, using the ESP-IDF Tools installer, proceed to section
Standard Setup of Toolchain for Windows.

Note: The GNU Make based build system requires the MSYS2 Unix compatibility environment on Windows. The
CMake-based build system does not require this environment.

Get ESP-IDF

Note: Previous versions of ESP-IDF used the MSYS2 bash terminal command line. The current cmake-based
build system can run in the regular Windows Command Prompt which is used here.

If you use a bash-based terminal or PowerShell, please note that some command syntax will be different to what is
shown below.

Open Command Prompt and run the following commands:

mkdir %userprofile%\esp
cd Suserprofile%\esp
git clone -b v4.4.5 --recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into $userprofile%\esp\esp-idf.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

Note: The git clone option -b v4.4.5 tells git to clone the tag in the ESP-IDF repository git clone
corresponding to this version of the documentation.

Note: As a fallback, it is also possible to download a zip file of this stable release from the Releases page. Do not
download the “Source code” zip file(s) generated automatically by GitHub, they do not work with ESP-IDF.

Note: Do not miss the ——recursive option. If you have already cloned ESP-IDF without this option, run another
command to get all the submodules:
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cd esp-idf
git submodule update —--init

Tools

CMake Download the latest stable release of CMake for Windows and run the installer.

When the installer asks for Install Options, choose either “Add CMake to the system PATH for all users” or “Add
CMake to the system PATH for the current user” .

Ninja build
Note: Ninja currently only provides binaries for 64-bit Windows. It is possible to use CMake and idf . py with
other build tools, such as mingw-make, on 32-bit windows. However this is currently undocumented.

Download the Ninja latest stable Windows release from the (download page).

The Ninja for Windows download is a .zip file containing a single ninja . exe file which needs to be unzipped to a
directory which is then added to your Path (or you can choose a directory which is already on your Path).

Python Download the latest Python for Windows installer, and run it.

The “Customise” step of the Python installer gives a list of options. The last option is “Add python.exe to Path”
. Change this option to select “Will be installed” .

Once Python is installed, open a Windows Command Prompt from the Start menu and run the following command:

pip install —-user pyserial

Toolchain Setup Download the precompiled Windows toolchain:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-win32.zip

Unzip the zip file to C:\Program Files (or some other location). The zip file contains a single directory
xtensa-esp32s2-elf.

Next, the bin subdirectory of this directory must be added to your Path. For example, the directory to add may be
C:\Program Files\xtensa-esp32s2-elf\bin.

Note: If you already have the MSYS2 environment (for use with the “GNU Make” build system) installed, you
can skip the separate download and add the directory C: \msys32\opt\xtensa-esp32s2-elf\bin to the
Path instead, as the toolchain is included in the MSYS2 environment.

Adding Directory to Path To add any new directory to your Windows Path environment variable:

Open the System control panel and navigate to the Environment Variables dialog. (On Windows 10, this is found
under Advanced System Settings).

Double-click the Path variable (either User or System Path, depending if you want other users to have this directory
on their path.) Go to the end of the value, and append ; <new value>.

Next Steps To carry on with development environment setup, proceed to Step 3. Set up the tools.
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Setup Linux Toolchain from Scratch

The following instructions are alternative to downloading binary toolchain from Espressif website. To quickly setup
the binary toolchain, instead of compiling it yourself, backup and proceed to section Standard Setup of Toolchain for
Linux.

Note: The reason you might need to build your own toolchain is to solve the Y2K38 problem (time_t expand to 64
bits instead of 32 bits).

Install Prerequisites To compile with ESP-IDF you need to get the following packages:
e CentOS 7:

sudo yum -y update && sudo yum install git wget ncurses-devel flex bison gperf.
—python3 python3-pip cmake ninja-build ccache dfu-util libusbx

CentOS 7 is still supported but CentOS version 8 is recommended for a better user experience.

e Ubuntu and Debian:

sudo apt-get install git wget libncurses-dev flex bison gperf python3 python3-
—pip python3-setuptools python3-serial python3-cryptography python3-future.
—python3-pyparsing python3-pyelftools cmake ninja-build ccache libffi-dev.
—~libssl-dev dfu-util libusb-1.0-0

Arch:

sudo pacman —-Sy —--needed gcc git make ncurses flex bison gperf python-pyserial.
—python-cryptography python-future python-pyparsing python-pyelftools cmake.
—ninja ccache dfu-util libusb

Note: CMake version 3.5 or newer is required for use with ESP-IDF. Older Linux distributions may require updating,
enabling of a “backports” repository, or installing of a “cmake3” package rather than “cmake” .

Compile the Toolchain from Source

* Install dependencies:
— CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python3 python3-
—devel automake bison flex texinfo helpZman libtool make

— Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—dev automake bison flex texinfo help2man libtool make

— Ubuntu 16.04 or newer:

sudo apt-get install gawk gperf grep gettext python python-dev automake.
—bison flex texinfo help2man libtool libtool-bin make

— Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—~dev automake bison flex texinfo helpZman libtool libtool-bin make

— Arch:

Espressif Systems 83 Release v4.4.5
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 1. Get Started

sudo pacman -Sy —--needed python-pip

Create the working directory and go into it:

mkdir -p ~/esp
cd ~/esp

Download crosstool-NG and build it:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patch5

git submodule update —--init

./bootstrap && ./configure --enable-local && make

Note: To create a toolchain with support for 64-bit time_t, you need to remove the
—-—enable-newlib-long-time_t optionfromthe crosstool-NG/samples/xtensa-esp32-elf/
crosstool.configfilein 33 and 43 lines.

Build the toolchain:

./ct-ng xtensa-esp32s2-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32s2-elf

Toolchain will be built in ~/esp/crosstool-NG/builds/xtensa-esp32s2-elf.

Add Toolchain to PATH The custom toolchain needs to be copied to a binary directory and added to the PATH.
Choose a directory, for example ~/esp/xtensa-esp32s2-elf/, and copy the build output to this directory.

To use it, you will need to update your PATH environment variable in ~/.profile file. To make
xtensa—-esp32s2-elf available for all terminal sessions, add the following line to your ~/ .profile file:

export PATH="S$SHOME/esp/xtensa-esp32s2-elf/bin:SPATH"

Note: If you have /bin/bash set as login shell, and both .bash_profileand .profile exist, then update
.bash_profile instead. In CentOS, alias should setin .bashrec.

Log off and log in back to make the . profile changes effective. Run the following command to verify if PATH
is correctly set:

printenv PATH

You are looking for similar result containing toolchain’ s path at the beginning of displayed string:

$ printenv PATH
/home/user—-name/esp/xtensa-esp32s2-elf/bin:/home/user—-name/bin:/home/user-name/.
—local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/
—games:/usr/local/games:/snap/bin

Instead of /home /user—name there should be a home path specific to your installation.

Next Steps To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .
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Setup Toolchain for Mac OS from Scratch

Package Manager To set up the toolchain from scratch, rather than downloading a pre-compiled toolchain, you
will need to install either the MacPorts or Homebrew package manager.

MacPorts needs a full XCode installation, while Homebrew only needs XCode command line tools.

See Customized Setup of Toolchain section for some of the reasons why installing the toolchain from scratch may be
necessary.

Install Prerequisites

* install pip:

sudo easy_install pip

* install pyserial:

’pip install --user pyserial

* install CMake & Ninja build:
— If you have Homebrew, you can run:

’brew install cmake ninja dfu-util

— If you have MacPorts, you can run:

sudo port install cmake ninja dfu-util

Compile the Toolchain from Source Install dependencies:

¢ with MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget libtool autoconf.
—automake make

with Homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget help2man libtool.
—autoconf automake make

Create a case-sensitive filesystem image:

hdiutil create ~/esp/crosstool.dmg -volname "ctng" -size 10g —-fs "Case-sensitive.
—HES+"

Mount it:

hdiutil mount ~/esp/crosstool.dmg

Create a symlink to your work directory:

mkdir -p ~/esp
In -s /Volumes/ctng ~/esp/ctng-volume

Go into the newly created directory:

cd ~/esp/ctng-volume
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Download crosstool—-NG and build it:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patchb

git submodule update —-init

./bootstrap && ./configure —--enable-local && make

Build the toolchain:

./ct-ng xtensa-esp32s2-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32s2-elf

Toolchain will be builtin ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32s2-elf. To
use it, you need to add ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32s2-elf/bin
to PATH environment variable.

Next Steps To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .
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API Reference

2.1 Networking APIs

2.1.1 Wi-Fi

Wi-Fi

Introduction The Wi-Fi libraries provide support for configuring and monitoring the ESP32-S2 Wi-Fi networking
functionality. This includes configuration for:

« Station mode (aka STA mode or Wi-Fi client mode). ESP32-S2 connects to an access point.

¢ AP mode (aka Soft-AP mode or Access Point mode). Stations connect to the ESP32-S2.

¢ Combined AP-STA mode (ESP32-S2 is concurrently an access point and a station connected to another access
point).

* Various security modes for the above (WPA, WPA2, WEP, etc.)

» Scanning for access points (active & passive scanning).

¢ Promiscuous mode for monitoring of IEEE802.11 Wi-Fi packets.

Application Examples The wifi directory of ESP-IDF examples contains the following applications:
Code examples for Wi-Fi are provided in the wifi directory of ESP-IDF examples.

In addition, there is a simple esp-idf-template application to demonstrate a minimal IDF project structure.
API Reference

Header File

» components/esp_wifi/include/esp_wifi.h
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Functions
esp_err_t esp_wifi_init (const wifi_init_config_t *config)

Initialize WiFi Allocate resource for WiFi driver, such as WiFi control structure, RX/TX buffer, WiFi NVS
structure etc. This WiFi also starts WiFi task.

Attention 1. This API must be called before all other WiFi API can be called

Attention 2. Always use WIFI_INIT_CONFIG_DEFAULT macro to initialize the configuration to default
values, this can guarantee all the fields get correct value when more fields are added into wifi_init_config_t
in future release. If you want to set your own initial values, overwrite the default values which are set
by WIFI_INIT_CONFIG_DEFAULT. Please be notified that the field ‘magic’ of wifi_init_config_t
should always be WIFI_INIT_CONFIG_MAGIC!

Parameters config —pointer to WiFi initialized configuration structure; can point to a temporary
variable.
Returns
¢ ESP_OK: succeed
* ESP_ERR_NO_MEM: out of memory
* others: refer to error code esp_err.h

esp_err_tesp_wifi_deinit (void)

Deinit WiFi Free all resource allocated in esp_wifi_init and stop WiFi task.

Attention 1. This API should be called if you want to remove WiFi driver from the system

Returns
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_mode (wifi_mode_t mode)

Set the WiFi operating mode.
Set the WiFi operating mode as station, soft-AP or station+soft-AP, The default mode is station mode.

Parameters mode —WiFi operating mode
Returns
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
* others: refer to error code in esp_err.h

esp_err_t esp_wifi_get_mode (wifi_mode_t *mode)

Get current operating mode of WiFi.

Parameters mode —[out] store current WiFi mode

Returns
¢ ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_start (void)

Start WiFi according to current configuration If mode is WIFI_MODE_STA, it create station control block
and start station If mode is WIFI_MODE_AP, it create soft-AP control block and start soft-AP If mode is
WIFI_MODE_APSTA, it create soft-AP and station control block and start soft-AP and station.

Returns
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
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* ESP_ERR_NO_MEM: out of memory
* ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
e ESP_FAIL: other WiFi internal errors

esp_err_t esp_wifi_stop (void)
Stop WiFi If mode is WIFI_MODE_STA, it stop station and free station control block If mode is
WIFI_MODE_AP, it stop soft-AP and free soft-AP control block If mode is WIFI_MODE_APSTA, it stop
station/soft-AP and free station/soft-AP control block.

Returns
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_restore (void)

Restore WiFi stack persistent settings to default values.
This function will reset settings made using the following APIs:

* esp_wifi_set_bandwidth,

e esp_wifi_set_protocol,

» esp_wifi_set_config related
e esp_wifi_set_mode

Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_connect (void)
Connect the ESP32 WiFi station to the AP.

Attention 1. This API only impact WIFI_MODE_STA or WIFI_MODE_APSTA mode

Attention 2. If the ESP32 is connected to an AP, call esp_wifi_disconnect to disconnect.

Attention 3. The scanning triggered by esp_wifi_scan_start() will not be effective until connection between
ESP32 and the AP is established. If ESP32 is scanning and connecting at the same time, ESP32 will abort
scanning and return a warning message and error number ESP_ERR_WIFI_STATE. If you want to do re-
connection after ESP32 received disconnect event, remember to add the maximum retry time, otherwise
the called scan will not work. This is especially true when the AP doesn’ t exist, and you still try reconnec-
tion after ESP32 received disconnect event with the reason code WIFI_ REASON_NO_AP_FOUND.

Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
» ESP_ERR_WIFI_CONN: WiFi internal error, station or soft-AP control block wrong
 ESP_ERR_WIFI_SSID: SSID of AP which station connects is invalid

esp_err_t esp_wifi_disconnect (void)
Disconnect the ESP32 WiFi station from the AP.

Returns
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi was not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
* ESP_FAIL: other WiFi internal errors

esp_err_tesp_wifi_clear_fast_connect (void)
Currently this API is just an stub APL

Returns
e ESP_OK: succeed
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* others: fail

esp_err_t esp_wifi_deauth_sta (uintl6_t aid)

deauthenticate all stations or associated id equals to aid

Parameters aid —when aid is 0, deauthenticate all stations, otherwise deauthenticate station
whose associated id is aid
Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_WIFI_MODE: WiFi mode is wrong

esp_err_t esp_wifi_scan_start (const wifi_scan_config_t *config, bool block)
Scan all available APs.

Attention If this API is called, the found APs are stored in WiFi driver dynamic allocated memory and the
will be freed in esp_wifi_scan_get_ap_records, so generally, call esp_wifi_scan_get_ap_records to cause
the memory to be freed once the scan is done

Attention The values of maximum active scan time and passive scan time per channel are limited to 1500
milliseconds. Values above 1500ms may cause station to disconnect from AP and are not recommended.

Parameters
* config —configuration of scanning
* block —if block is true, this API will block the caller until the scan is done, otherwise it
will return immediately
Returns
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
o ESP_ERR_WIFI_NOT_STARTED: WiFi was not started by esp_wifi_start
* ESP_ERR_WIFI_TIMEOUT: blocking scan is timeout
» ESP_ERR_WIFI_STATE: wifi still connecting when invoke esp_wifi_scan_start
* others: refer to error code in esp_err.h

esp_err_t esp_wifi_scan_stop (void)
Stop the scan in process.
Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
esp_err_t esp_wifi_scan_get_ap_num (uint16_t *number)

Get number of APs found in last scan.

Attention This API can only be called when the scan is completed, otherwise it may get wrong value.

Parameters number —[out] store number of APIs found in last scan
Returns
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_scan_get_ap_records (uintl6_t *number, wifi_ap_record_t *ap_records)
Get AP list found in last scan.
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Parameters
* number —[inout] As input param, it stores max AP number ap_records can hold. As
output param, it receives the actual AP number this API returns.
* ap_records —wifi_ap_record_t array to hold the found APs
Returns
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_NO_MEM: out of memory

esp_err_tesp_wifi_clear_ap_list (void)

Clear AP list found in last scan.

Attention When the obtained ap list fails,bss info must be cleared,otherwise it may cause memory leakage.

Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_WIFI_MODE: WiFi mode is wrong
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_sta_get_ap_info (wifi_ap_record_t *ap_info)
Get information of AP which the ESP32 station is associated with.

Attention When the obtained country information is empty, it means that the AP does not carry country
information

Parameters ap_info —the wifi_ap_record_t to hold AP information sta can get the connected
ap’ s phy mode info through the struct member phy_11b, phy_11g, phy_11n, phy_Ir in the
wifi_ap_record_t struct. For example, phy_11b = 1 imply that ap support 802.11b mode

Returns

¢ ESP_OK: succeed
« ESP_ERR_WIFI_CONN: The station interface don’ t initialized
« ESP_ERR_WIFI_NOT_CONNECT: The station is in disconnect status

esp_err_t esp_wifi_set_ps (wifi_ps_type_t type)
Set current WiFi power save type.
Attention Default power save type is WIFI_PS_MIN_MODEM.

Parameters type —power save type
Returns ESP_OK: succeed

esp_err_t esp_wifi_get_ps (wifi_ps_type_t *type)
Get current WiFi power save type.
Attention Default power save type is WIFI_PS_MIN_MODEM.

Parameters type —[out] store current power save type
Returns ESP_OK: succeed
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esp_err_t esp_wifi_set_protocol (wifi_interface_t ifx, uint8_t protocol_bitmap)
Set protocol type of specified interface The default protocol is (WIFI_PROTOCOL_11BIWIFI_PROTOCOL_11GIWIFI_PROT

Attention Support 802.11b or 802.11bg or 802.11bgn or LR mode

Parameters
e ifx —interfaces
* protocol_bitmap ~WiFi protocol bitmap
Returns
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
« ESP_ERR_WIFI_IF: invalid interface
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_protocol (wifi_interface_t ifx, uint8_t *protocol_bitmap)
Get the current protocol bitmap of the specified interface.

Parameters

e ifx —interface

* protocol_bitmap —[out] store current WiFi protocol bitmap of interface ifx
Returns

* ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_IF: invalid interface

* ESP_ERR_INVALID_ARG: invalid argument

* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_set_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t bw)
Set the bandwidth of ESP32 specified interface.

Attention 1. API return false if try to configure an interface that is not enabled
Attention 2. WIFI_BW_HT40 is supported only when the interface support 11N

Parameters
» ifx —interface to be configured
* bw —bandwidth
Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_WIFI_IF: invalid interface
* ESP_ERR_INVALID_ARG: invalid argument
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_bandwidth (wifi_interface_t ifx, wifi_bandwidth_t *bw)
Get the bandwidth of ESP32 specified interface.

Attention 1. API return false if try to get a interface that is not enable

Parameters
» ifx —interface to be configured
* bw —[out] store bandwidth of interface ifx
Returns
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
« ESP_ERR_WIFI_IF: invalid interface
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* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_channel (uint8_t primary, wifi_second_chan_t second)
Set primary/secondary channel of ESP32.

Attention 1. This API should be called after esp_wifi_start()

Attention 2. When ESP32 is in STA mode, this API should not be called when STA is scanning or connecting
to an external AP

Attention 3. When ESP32 is in softAP mode, this API should not be called when softAP has connected to
external STAs

Attention 4. When ESP32 is in STA+softAP mode, this API should not be called when in the scenarios
described above

Attention 5. The channel info set by this API will not be stored in NVS. So If you want to remeber
the channel used before wifi stop, you need to call this API again after wifi start, or you can call
esp_wifi_set_config() to store the channel info in NVS.

Parameters
* primary —for HT20, primary is the channel number, for HT40, primary is the primary
channel
* second —for HT20, second is ignored, for HT40, second is the second channel
Returns

¢ ESP_OK: succeed

* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
 ESP_ERR_WIFI_IF: invalid interface

* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_channel (uint8_t *primary, wifi_second_chan_t *second)

Get the primary/secondary channel of ESP32.

Attention 1. API return false if try to get a interface that is not enable

Parameters
* primary -store current primary channel
¢ second —[out] store current second channel
Returns
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_country (const wifi_country_t *country)

configure country info

Attention 1. It is discouraged to call this API since this doesn’ t validate the per-country rules, it’ s up to
the user to fill in all fields according to local regulations. Please use esp_wifi_set_country_code instead.

Attention 2. The default country is CHINA {.cc=” CN” , .schan=1, .nchan=13, .pol-
icy=WIFI_COUNTRY_POLICY_AUTO}.
Attention 3. The third octect of country code string is one of the following: ¢ *, ‘O’ , ‘I’ , ‘X’ |

‘ 4

otherwise it is considered as

Attention 4. When the country policy is WIFI_COUNTRY_POLICY_AUTO, the country info of the AP
to which the station is connected is used. E.g. if the configured country info is {.cc=” US” , .schan=1,
.nchan=11} and the country info of the AP to which the station is connected is {.cc=" JP” , .schan=1,
.nchan=141} then the country info that will be used is {.cc=" JP” , .schan=1, .nchan=14}. If the station
disconnected from the AP the country info is set back to the country info of the station automatically,
{.cc=" US” , .schan=1, .nchan=11} in the example.
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Attention 5. When the country policy is WIFI_COUNTRY_POLICY_MANUAL, then the configured coun-
try info is used always.

Attention 6. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is also changed.

Attention 7. The country configuration is stored into flash.

Attention 8. When this API is called, the PHY init data will switch to the PHY init data type corresponding
to the country info.

Parameters country —the configured country info

Returns
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_country (wifi_country_t *country)

get the current country info

Parameters country —country info

Returns
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_mac (wifi_interface_t ifx, const uint8_t mac[6])
Set MAC address of the ESP32 WiFi station or the soft-AP interface.

Attention 1. This API can only be called when the interface is disabled

Attention 2. ESP32 soft-AP and station have different MAC addresses, do not set them to be the same.

Attention 3. The bit O of the first byte of ESP32 MAC address can not be 1. For example, the MAC address
can set to be “1a:XX:XX:XX:XX:XX” , but can not be “15:XX:XX:XX:XX:XX" .

Parameters
e ifx —interface
* mac —the MAC address

Returns
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_IF: invalid interface
e ESP_ERR_WIFI_MAC: invalid mac address
o ESP_ERR_WIFI_MODE: WiFi mode is wrong
* others: refer to error codes in esp_err.h

esp_err_t esp_wifi_get_mac (wifi_interface_t ifx, uint8_t mac[6])

Get mac of specified interface.

Parameters
e ifx —interface
¢ mac —[out] store mac of the interface ifx
Returns
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_IF: invalid interface

esp_err_t esp_wifi_set_promiscuous_rx_cb (wifi_promiscuous_cb_t cb)

Register the RX callback function in the promiscuous mode.

Each time a packet is received, the registered callback function will be called.
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Parameters cb —callback
Returns
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_promiscuous (bool en)
Enable the promiscuous mode.
Parameters en —false - disable, true - enable
Returns
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
esp_err_t esp_wifi_get_promiscuous (bool *en)
Get the promiscuous mode.
Parameters en —[out] store the current status of promiscuous mode
Returns
e ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
esp_err_t esp_wifi_set_promiscuous_f£ilter (const wifi_promiscuous_filter_t *filter)

Enable the promiscuous mode packet type filter.

Note: The default filter is to filter all packets except WIFI_PKT_MISC

Parameters filter -the packet type filtered in promiscuous mode.
Returns

* ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_promiscuous_filter (wifi_promiscuous_filter_t *filter)
Get the promiscuous filter.
Parameters filter —[out] store the current status of promiscuous filter
Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
e ESP_ERR_INVALID_ARG: invalid argument
esp_err_t esp_wifi_set_promiscuous_ctrl_filter (const wifi_promiscuous_filter_t *filter)

Enable subtype filter of the control packet in promiscuous mode.

Note: The default filter is to filter none control packet.

Parameters f£ilter —the subtype of the control packet filtered in promiscuous mode.
Returns

¢ ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_tesp_wifi_get_promiscuous_ctrl_filter (wifi_promiscuous_filter_t *filter)

Get the subtype filter of the control packet in promiscuous mode.

Parameters £ilter —[out] store the current status of subtype filter of the control packet in
promiscuous mode
Returns
¢ ESP_OK: succeed
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» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument

esp_err_t esp_wifi_set_config (wifi_interface_t interface, wifi_config_t *conf)
Set the configuration of the ESP32 STA or AP.

Attention 1. This API can be called only when specified interface is enabled, otherwise, API fail

Attention 2. For station configuration, bssid_set needs to be 0; and it needs to be 1 only when users need to
check the MAC address of the AP.

Attention 3. ESP32 is limited to only one channel, so when in the soft-AP+station mode, the soft-AP will
adjust its channel automatically to be the same as the channel of the ESP32 station.

Attention 4. The configuration will be stored in NVS

Parameters
e interface —interface
* conf —station or soft-AP configuration
Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
e ESP_ERR_WIFI_IF: invalid interface
e ESP_ERR_WIFI_MODE: invalid mode
» ESP_ERR_WIFI_PASSWORD: invalid password
« ESP_ERR_WIFI_NVS: WiFi internal NVS error
* others: refer to the erro code in esp_err.h

esp_err_t esp_wifi_get_config (wifi_interface_t interface, wifi_config_t *conf)

Get configuration of specified interface.

Parameters
e interface —interface
* conf —[out] station or soft-AP configuration
Returns
* ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
« ESP_ERR_WIFI_IF: invalid interface

esp_err_tesp_wifi_ap_get_sta_list (wifi_sta_list_t *sta)
Get STAs associated with soft-AP.

Attention SSC only API

Parameters sta —[out] station list ap can get the connected sta’ s phy mode info through the struct
member phy_11b, phy_l1g, phy_l1n, phy_Ir in the wifi_sta_info_t struct. For example,
phy_11b = 1 imply that sta support 802.11b mode

Returns

¢ ESP_OK: succeed

» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

» ESP_ERR_INVALID_ARG: invalid argument

» ESP_ERR_WIFI_MODE: WiFi mode is wrong

« ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid

esp_err_t esp_wifi_ap_get_sta_aid (const uint8_t mac[6], uint16_t *aid)
Get AID of STA connected with soft-AP.

Parameters
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e mac —STA’ s mac address
* aid —[out] Store the AID corresponding to STA mac
Returns
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
* ESP_ERR_NOT_FOUND: Requested resource not found
* ESP_ERR_WIFI_MODE: WiFi mode is wrong
« ESP_ERR_WIFI_CONN: WiFi internal error, the station/soft-AP control block is invalid

esp_err_t esp_wifi_set_storage (wifi_storage_t storage)

Set the WiFi API configuration storage type.

Attention 1. The default value is WIFI_STORAGE_FLASH

Parameters storage —: storage type

Returns
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_set_vendor_ie (bool enable, wifi_vendor_ie_type_t type, wifi_vendor_ie_id_t idx,
const void *vnd_ie)

Set 802.11 Vendor-Specific Information Element.

Parameters
* enable —If true, specified IE is enabled. If false, specified IE is removed.
* type —Information Element type. Determines the frame type to associate with the IE.
* idx -Index to set or clear. Each IE type can be associated with up to two elements (indices
0&1).
* vnd_ie —Pointer to vendor specific element data. First 6 bytes should be a header with
fields matching vendor_ie_data_t. If enable is false, this argument is ignored and can be
NULL. Data does not need to remain valid after the function returns.
Returns
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init()
* ESP_ERR_INVALID_ARG: Invalid argument, including if first byte of vnd_ie is not
WIFI_VENDOR_IE_ELEMENT_ID (0xDD) or second byte is an invalid length.
* ESP_ERR_NO_MEM: Out of memory

esp_err_t esp_wifi_set_vendor_ie_cb (esp_vendor_ie_cb_t cb, void *ctx)

Register Vendor-Specific Information Element monitoring callback.

Parameters
¢ cb —Callback function
* ctx —Context argument, passed to callback function.
Returns
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_tesp_wifi_set_max_tx_power (int8_t power)

Set maximum transmitting power after WiFi start.

Attention 1. Maximum power before wifi startup is limited by PHY init data bin.

Attention 2. The value set by this API will be mapped to the max_tx_power of the structure wifi_country_t
variable.

Attention 3. Mapping Table {Power, max_tx_power} = {{8, 2}, {20, 5}, {28, 7}, {34, 8}, {44, 11}, {52,
13}, {56, 14}, {60, 15}, {66, 16}, {72, 18}, {80, 20} }.
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Attention 4. Param power unit is 0.25dBm, range is [8, 84] corresponding to 2dBm - 20dBm.

Attention 5. Relationship between set value and actual value. As follows: {set value range, actual value} =
{{[8, 19],8}, {[20, 271,20}, {[28, 331,28}, {[34, 431,34}, {[44, 511,44}, {[52, 55],52}, {[56, 59],56},
{[60, 651,60}, {[66, 71],66}, {[72, 79],72}, {[80, 84],80}}.

Parameters power —Maximum WiFi transmitting power.
Returns
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is out of range

esp_err_t esp_wifi_get_max_tx_power (int8_t *power)

Get maximum transmiting power after WiFi start.

Parameters power —Maximum WiFi transmitting power, unit is 0.25dBm.
Returns
¢ ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
e ESP_ERR_WIFI_ARG: invalid argument

esp_err_t esp_wifi_set_event_mask (uint32_t mask)
Set mask to enable or disable some WiFi events.

Attention 1. Mask can be created by logical OR of various WIFI_EVENT_MASK _ constants. Events which
have corresponding bit set in the mask will not be delivered to the system event handler.

Attention 2. Default WiFi event mask is WIFI_EVENT_MASK_AP_PROBEREQRECVED.

Attention 3. There may be lots of stations sending probe request data around. Don’ t unmask this event
unless you need to receive probe request data.

Parameters mask —WiFi event mask.
Returns
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_get_event_mask (uint32_t *mask)

Get mask of WiFi events.

Parameters mask —WiFi event mask.

Returns
* ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument

esp_err_t esp_wifi_80211_tx (wifi_interface_t ifx, const void *buffer, int len, bool en_sys_seq)
Send raw ieee80211 data.

Attention Currently only support for sending beacon/probe request/probe response/action and non-QoS data
frame

Parameters
» ifx—interface if the Wi-Fi mode is Station, the ifx should be WIFI_IF_STA. If the Wi-Fi
mode is SoftAP, the ifx should be WIFI_IF_AP. If the Wi-Fi mode is Station+SoftAP,
the ifx should be WIFI_IF_STA or WIFI_IF_AP. If the ifx is wrong, the API returns
ESP_ERR_WIFI_IF.
e buffer —raw ieee80211 buffer
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* len -the length of raw buffer, the len must be <= 1500 Bytes and >= 24 Bytes

* en_sys_seq —indicate whether use the internal sequence number. If en_sys_seq is
false, the sequence in raw buffer is unchanged, otherwise it will be overwritten by WiFi
driver with the system sequence number. Generally, if esp_wifi_80211_tx is called before
the Wi-Fi connection has been set up, both en_sys_seq==true and en_sys_seq==false are
fine. However, if the AP is called after the Wi-Fi connection has been set up, en_sys_seq
must be true, otherwise ESP_ERR_WIFI_ARG is returned.

Returns

¢ ESP_OK: success

e ESP_ERR_WIFI_IF: Invalid interface

* ESP_ERR_INVALID_ARG: Invalid parameter

* ESP_ERR_WIFI_NO_MEM: out of memory

esp_err_tesp_wifi_set_csi_rx_cb (wifi_csi_cb_t cb, void *ctx)
Register the RX callback function of CSI data.

Each time a CSI data is received, the callback function will be called.

Parameters
¢ cb —callback
* ctx —context argument, passed to callback function
Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

esp_err_t esp_wifi_set_csi_config (const wifi_csi_config_t *config)

Set CSI data configuration.

return

¢ ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

e ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start or promiscuous mode is not
enabled

e ESP_ERR_INVALID_ARG: invalid argument

Parameters config —configuration

esp_err_t esp_wifi_set_csi (bool en)
Enable or disable CSIL.

return

¢ ESP_OK: succeed

e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init

o ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start or promiscuous mode is not
enabled

¢ ESP_ERR_INVALID_ARG: invalid argument

Parameters en —true - enable, false - disable

esp_err_t esp_wifi_set_ant_gpio (const wifi_ant_gpio_config_t *config)

Set antenna GPIO configuration.

Parameters config —Antenna GPIO configuration.
Returns
e ESP_OK: succeed
* ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
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* ESP_ERR_WIFI_ARG: Invalid argument, e.g. parameter is NULL, invalid GPIO num-
ber etc

esp_err_t esp_wifi_get_ant_gpio (wifi_ant_gpio_config_t *config)
Get current antenna GPIO configuration.

Parameters config —Antenna GPIO configuration.

Returns
* ESP_OK: succeed
e ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is NULL

esp_err_t esp_wifi_set_ant (const wifi_ant_config_t *config)

Set antenna configuration.

Parameters config —Antenna configuration.
Returns
e ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: Invalid argument, e.g. parameter is NULL, invalid antenna mode
or invalid GPIO number

esp_err_t esp_wifi_get_ant (wifi_ant_config_t *config)
Get current antenna configuration.

Parameters config —Antenna configuration.

Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_ARG: invalid argument, e.g. parameter is NULL

int64_tesp_wifi_get_tsf_time (wifi_interface_t interface)
Get the TSF time In Station mode or SoftAP+Station mode if station is not connected or station doesn’ t
receive at least one beacon after connected, will return 0.

Attention Enabling power save may cause the return value inaccurate, except WiFi modem sleep

Parameters interface —The interface whose tsf_time is to be retrieved.
Returns O or the TSF time

esp_err_t esp_wifi_set_inactive_time (wifi_interface_t ifx, uint16_t sec)
Set the inactive time of the ESP32 STA or AP.

Attention 1. For Station, If the station does not receive a beacon frame from the connected SoftAP during
the inactive time, disconnect from SoftAP. Default 6s.

Attention 2. For SoftAP, If the softAP doesn’ t receive any data from the connected STA during inactive
time, the softAP will force deauth the STA. Default is 300s.

Attention 3. The inactive time configuration is not stored into flash

Parameters
* ifx —interface to be configured.
e sec —Inactive time. Unit seconds.
Returns
¢ ESP_OK: succeed
o ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
» ESP_ERR_WIFI_ARG: invalid argument, For Station, if sec is less than 3. For SoftAP,

if sec is less than 10.
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esp_err_t esp_wifi_get_inactive_time (wifi_interface_t ifx, uint16_t *sec)

Get inactive time of specified interface.

Parameters
* ifx —Interface to be configured.
¢ sec —Inactive time. Unit seconds.

Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_WIFI_NOT_STARTED: WiFi is not started by esp_wifi_start
* ESP_ERR_WIFI_ARG: invalid argument

esp_err_t esp_wifi_statis_dump (uint32_t modules)
Dump WiFi statistics.

Parameters modules —statistic modules to be dumped

Returns
* ESP_OK: succeed
¢ others: failed

esp_err_tesp_wifi_set_rssi_threshold (int32_t rssi)
Set RSSI threshold below which APP will get an event.

Attention This API needs to be called every time after WIFI_EVENT_STA_BSS_RSSI_LOW event is re-

ceived.

Parameters rssi —threshold value in dbm between -100 to 0

Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
» ESP_ERR_WIFI_ARG: invalid argument

esp_err_tesp_wifi_ftm_initiate_session (wifi_ftm_initiator_cfg_t *cfg)
Start an FTM Initiator session by sending FTM request If successful, event WIFI_EVENT_FTM_REPORT
is generated with the result of the FTM procedure.

Attention 1. Use this API only in Station mode.
Attention 2. If FTM is initiated on a different channel than Station is connected in or internal SoftAP is

started in, FTM defaults to a single burst in ASAP mode.

Parameters cfg —FTM Initiator session configuration

Returns
* ESP_OK: succeed
e others: failed

esp_err_tesp_wifi_ftm_end_session (void)
End the ongoing FTM Initiator session.
Attention This API works only on FTM Initiator
Returns

e ESP_OK: succeed
 others: failed
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esp_err_tesp_wifi_ftm_resp_set_offset (intl6_t offset_cm)

Set offset in cm for FTM Responder. An equivalent offset is calculated in picoseconds and added in TOD of
FTM Measurement frame (T1).

Attention Use this API only in AP mode before performing FTM as responder

Parameters offset_cm —T1 Offset to be added in centimeters
Returns

* ESP_OK: succeed

* others: failed

esp_err_tesp_wifi_config_l1l1b_rate (wifi_interface_t ifx, bool disable)

Enable or disable 11b rate of specified interface.

Attention 1. This API should be called after esp_wifi_init() and before esp_wifi_start().
Attention 2. Only when really need to disable 11b rate call this API otherwise don’ t call this.

Parameters

» ifx —Interface to be configured.

e disable —true means disable 11b rate while false means enable 11Db rate.
Returns

¢ ESP_OK: succeed

e others: failed

esp_err_tesp_wifi_set_connectionless_wake_interval (uintl6_t interval)

Set interval for station to wake up periodically at disconnected.

Attention 1. Only when ESP_WIFI_STA_DISCONNECTED_PM_ENABLE is enabled, this configuration
could work

Attention 2. This configuration only work for station mode and disconnected status

Attention 3. This configuration would influence nothing until some module configure wake_window

Attention 4. A sensible interval which is not too small is recommended (e.g. 100ms)

Parameters interval —how much milliseconds would the chip wake up, from 1 to 65535.

esp_err_t esp_wifi_set_country_code (const char *country, bool ieee80211d_enabled)

configure country

Attention 1. When ieee80211d_enabled, the country info of the AP to which the station is connected is used.
E.g. if the configured country is US and the country info of the AP to which the station is connected is
JP then the country info that will be used is JP. If the station disconnected from the AP the country info
is set back to the country info of the station automatically, US in the example.

Attention 2. When ieee80211d_enabled is disabled, then the configured country info is used always.

Attention 3. When the country info is changed because of configuration or because the station connects to a
different external AP, the country IE in probe response/beacon of the soft-AP is also changed.

Attention 4. The country configuration is stored into flash.

Attention 5. When this API is called, the PHY init data will switch to the PHY init data type corresponding
to the country info.

Attention 6. Supported country codes are “01” (world safe mode) “AT” ,” AU” ,” BE” ,” BG” ,” BR”
, “CA” ) CH” ,” CN” ,” CY” ,” CZ” ,” DE” ,” DK” ,” EE” ,” ES” ,” FI” ,” FR” ,” GB”
’77 GR77 ’77 HK?? ,’7 HR77 ’77 HU77 s LLIE” ”7 IN?? ”7 IS’? ’77 IT?? ’77 JP” ,’7 KR77 ’7’ LI?? ’77 LT?’ 773
LU” ,” LV” ,” MT” ,” MX” ,” NL” ,” NO” ,” NZ” ,” PL” ,” PT” , “RO” ,” SE” ,” SI” ,”
SK” )7 TW” ,” US”

Espressif Systems 102 Release v4.4.5
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

Attention 7. When country code “01” (world safe mode) is set, Soft AP mode won’ t contain country IE.

Attention 8. The default country is “CN” and ieee80211d_enabled is TRUE.

Attention 9. The third octect of country code string is one of the following: ¢ ¢, ‘O’ , ‘I’ , ‘X’ |
otherwise it is considered as “ °.

Parameters
* country —the configured country ISO code
* ieee80211d_enabled -802.11d is enabled or not
Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument

esp_err_t esp_wifi_get_country_code (char *country)
get the current country code
Parameters country —country code
Returns
e ESP_OK: succeed
» ESP_ERR_WIFI_NOT_INIT: WiFi is not initialized by esp_wifi_init
* ESP_ERR_INVALID_ARG: invalid argument
esp_err_tesp_wifi_config 80211_tx_rate (wifi_interface_t ifx, wifi_phy_rate_t rate)
Config 80211 tx rate of specified interface.

Attention 1. This API should be called after esp_wifi_init() and before esp_wifi_start().

Parameters
» ifx —Interface to be configured.
* rate —Phy rate to be configured.
Returns
* ESP_OK: succeed
* others: failed

esp_err_tesp_wifi_disable_pmf_config (wifi_interface_t ifx)
Disable PMF configuration for specified interface.

Attention This API should be called after esp_wifi_set_config() and before esp_wifi_start().

Parameters ifx —Interface to be configured.
Returns

¢ ESP_OK: succeed

e others: failed

esp_err_tesp_wifi_sta_get_aid (uintl6_t *aid)
Get the Association id assigned to STA by AP.

Attention aid = 0 if station is not connected to AP.

Parameters aid —[out] store the aid
Returns
e ESP_OK: succeed
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esp_err_t esp_wifi_sta_get_negotiated_phymode (wifi_phy_mode_t *phymode)

Get the negotiated phymode after connection.
Attention Operation phy mode, BIT[5]: indicate whether LR enabled, BIT[0-4]: wifi_phy_mode_t
Parameters phymode —[out] store the negotiated phymode.

Returns
* ESP_OK: succeed

Structures

structwifi_init_config_ t

WiFi stack configuration parameters passed to esp_wifi_init call.

Public Members

system_event_handler_t event_handler

WiFi event handler

wifi_osi_funcs_t *osi_funcs
WiFi OS functions

wpa_crypto_funcs_t wpa_crypto_funcs

WiFi station crypto functions when connect

int static_rx_buf num
WiFi static RX buffer number

int dynamic_rx_buf_num

WiFi dynamic RX buffer number

int tx_buf_type
WiFi TX buffer type

int static_tx_buf num
WiFi static TX buffer number

int dynamic_tx_buf_num

WiFi dynamic TX buffer number

int cache_tx_buf_ num
WiFi TX cache buffer number

int csi_enable

WiFi channel state information enable flag

int ampdu_rx_enable
WiFi AMPDU RX feature enable flag
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int ampdu_tx_enable
WiFi AMPDU TX feature enable flag

int amsdu_tx_enable
WiFi AMSDU TX feature enable flag

int nvs_enable
WiFi NVS flash enable flag

int nano_enable

Nano option for printf/scan family enable flag

int rx_ba_win

WiFi Block Ack RX window size

intwifi_task_core_id
WiFi Task Core ID

int beacon_max_len

WiFi softAP maximum length of the beacon

int mgmt_sbuf_num

WiFi management short buffer number, the minimum value is 6, the maximum value is 32

uint64_t feature_caps

Enables additional WiFi features and capabilities

bool sta_disconnected_pm

WiFi Power Management for station at disconnected status

int espnow_max_encrypt_num

Maximum encrypt number of peers supported by espnow

intmagic

WiFi init magic number, it should be the last field

Macros

ESP_ERR_WIFI_NOT_INIT

WiFi driver was not installed by esp_wifi_init

ESP_ERR_WIFI_NOT_STARTED

WiFi driver was not started by esp_wifi_start

ESP_ERR_WIFI_NOT_STOPPED
WiFi driver was not stopped by esp_wifi_stop

ESP_ERR_WIFI_IF

WiFi interface error
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ESP_ERR_WIFI_MODE

WiFi mode error

ESP_ERR_WIFI_STATE

WiFi internal state error

ESP_ERR_WIFI_CONN

WiFi internal control block of station or soft-AP error

ESP_ERR_WIFI_NVS

WiFi internal NVS module error

ESP_ERR_WIFI_MAC
MAC address is invalid

ESP_ERR_WIFI_SSID
SSID is invalid

ESP_ERR_WIFI_PASSWORD

Password is invalid

ESP_ERR_WIFI_TIMEOUT

Timeout error

ESP_ERR_WIFI_WAKE_ FAIL
WiFi is in sleep state(RF closed) and wakeup fail

ESP_ERR_WIFI_WOULD_BLOCK
The caller would block

ESP_ERR_WIFI_NOT_CONNECT

Station still in disconnect status

ESP_ERR_WIFI_POST
Failed to post the event to WiFi task

ESP_ERR_WIFI_INIT_STATE

Invalid WiFi state when init/deinit is called

ESP_ERR_WIFI_STOP_STATE
Returned when WiFi is stopping

ESP_ERR_WIFI_NOT_ASSOC

The WiFi connection is not associated

ESP_ERR_WIFI_TX_DISALLOW
The WiFi TX is disallowed
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WIFI_STATIC_TX_BUFFER_NUM

WIFI_CACHE_TX_BUFFER_NUM

WIFI_DYNAMIC_TX_BUFFER_NUM

WIFI_CSI_ENABLED

WIFI_AMPDU_RX_ENABLED

WIFI_AMPDU_TX_ENABLED

WIFI_AMSDU_TX_ENABLED

WIFI_NVS_ENABLED

WIFI_NANO_FORMAT_ENABLED

WIFI_INIT_CONFIG_MAGIC

WIFI_DEFAULT RX_BA_WIN

WIFI_TASK_CORE_ID

WIFI_SOFTAP_BEACON_MAX_LEN

WIFI_MGMT_SBUF_NUM

WIFI_STA_DISCONNECTED_PM_ENABLED

CONFIG_FEATURE_WPA3_SAE_BIT

CONFIG_FEATURE_CACHE_TX_ BUF_BIT

CONFIG_FEATURE_FTM_INITIATOR_BIT

CONFIG_FEATURE_FTM_RESPONDER_BIT

WIFI_INIT CONFIG_DEFAULT ()

Type Definitions

typedef void (*wifi_promiscuous_cb_t)(void *buf, wifi_promiscuous_pkt_type_t type)

The RX callback function in the promiscuous mode. Each time a packet is received, the callback function will

be called.

Param buf Data received. Type of data in buffer (wifi_promiscuous_pkt_t or wifi_pkt_rx_ctrl_t)

indicated by ‘type’ parameter.
Param type promiscuous packet type.
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typedef void (*esp_vendor_ie_cb_t)(void *ctx, wifi_vendor_ie_type_t type, const uint8_t sa[6], const
vendor_ie_data_t *vnd_ie, int rssi)

Function signature for received Vendor-Specific Information Element callback.

Param ctx Context argument, as passed to esp_wifi_set_vendor_ie_cb() when registering call-
back.

Param type Information element type, based on frame type received.
Param sa Source 802.11 address.
Param vnd_ie Pointer to the vendor specific element data received.
Param rssi Received signal strength indication.
typedef void (*wifi_csi_cb_t)(void *ctx, wifi_csi_info_t *data)
The RX callback function of Channel State Information(CSI) data.

Each time a CSI data is received, the callback function will be called.

Param ctx context argument, passed to esp_wifi_set_csi_rx_cb() when registering callback func-
tion.

Param data CSI data received. The memory that it points to will be deallocated after callback
function returns.

Header File

» components/esp_wifi/include/esp_wifi_types.h

Unions

union wifi_config_t

#include <esp_wifi_types.h> Configuration data for ESP32 AP or STA.

The usage of this union (for ap or sta configuration) is determined by the accompanying interface argument
passed to esp_wifi_set_config() or esp_wifi_get_config()

Public Members

wifi_ap_config_t ap
configuration of AP

wifi_sta_config_t sta
configuration of STA

Structures

structwifi_country_t

Structure describing WiFi country-based regional restrictions.
Public Members

char cc[3]

country code string
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uint8_t schan

start channel

uint8_t nchan

total channel number

int8_t max_tx_power

This field is used for getting WiFi maximum transmitting power, call esp_wifi_set_max_tx_power to set
the maximum transmitting power.

wifi_country_policy_t policy

country policy

struct wifi_active_scan_time_t

Range of active scan times per channel.

Public Members

uint32_tmin

minimum active scan time per channel, units: millisecond
uint32_tmax
maximum active scan time per channel, units: millisecond, values above 1500ms may cause station to

disconnect from AP and are not recommended.

struct wifi_scan_time_t

Aggregate of active & passive scan time per channel.

Public Members

wifi_active_scan_time_t active

active scan time per channel, units: millisecond.
uint32_t passive
passive scan time per channel, units: millisecond, values above 1500ms may cause station to disconnect

from AP and are not recommended.

struct wifi_scan_config_ t

Parameters for an SSID scan.

Public Members

uint8_t *ssid
SSID of AP

uint8_t *bssid

MAC address of AP
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uint8_t channel

channel, scan the specific channel

bool show_hidden
enable to scan AP whose SSID is hidden

wifi_scan_type_t scan_type

scan type, active or passive

wifi_scan_time_t scan_time

scan time per channel

struct wifi_ap_record_t
Description of a WiFi AP.

Public Members

uint8_t bssid[6]
MAUC address of AP

uint8_t ssid[33]
SSID of AP

uint§_t primary

channel of AP

wifi_second_chan_t second

secondary channel of AP

int8_t rssi

signal strength of AP

wifi_auth_mode_t authmode
authmode of AP

wifi_cipher_type_t pairwise_cipher

pairwise cipher of AP

wifi_cipher_type_t group_cipher
group cipher of AP

wifi_ant_t ant

antenna used to receive beacon from AP

uint32_t phy_11b
bit: O flag to identify if 11b mode is enabled or not
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uint32_t phy_11g
bit: 1 flag to identify if 11g mode is enabled or not

uint32_t phy_11n
bit: 2 flag to identify if 11n mode is enabled or not

uint32_tphy_1lr

bit: 3 flag to identify if low rate is enabled or not

uint32_t wps
bit: 4 flag to identify if WPS is supported or not

uint32_t £tm_responder

bit: 5 flag to identify if FTM is supported in responder mode

uint32_t £tm_initiator

bit: 6 flag to identify if FTM is supported in initiator mode

uint32_t reserved

bit: 7..31 reserved

wifi_country_t country

country information of AP

struct wifi_scan_threshold_t

Structure describing parameters for a WiFi fast scan.

Public Members

int8_t rssi

The minimum rssi to accept in the fast scan mode

wifi_auth_mode_t authmode

The weakest authmode to accept in the fast scan mode

struct wifi_pmf config_t

Configuration structure for Protected Management Frame

Public Members

bool capable

Deprecated variable. Device will always connect in PMF mode if other device also advertizes PMF

capability.
bool required
Advertizes that Protected Management Frame is required. Device will not associate to non-PMF capable
devices.
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struct wifi_ap_config_t

Soft-AP configuration settings for the ESP32.

Public Members

uint8_t ssid[32]

SSID of ESP32 soft-AP. If ssid_len field is 0, this must be a Null terminated string. Otherwise, length
is set according to ssid_len.

uint8_t password[64]
Password of ESP32 soft-AP.

uint8_t ssid_len
Optional length of SSID field.

uint8_t channel
Channel of ESP32 soft-AP

wifi_auth_mode_t authmode
Auth mode of ESP32 soft-AP. Do not support AUTH_WEP in soft-AP mode

uint8_t ssid_hidden
Broadcast SSID or not, default O, broadcast the SSID

uint8_t max_connection

Max number of stations allowed to connect in

uintl6_t beacon_interval

Beacon interval which should be multiples of 100. Unit: TU(time unit, 1 TU = 1024 us). Range: 100 ~
60000. Default value: 100

wifi_cipher_type_t pairwise_cipher

pairwise cipher of SoftAP, group cipher will be derived using this. cipher values are
valid starting from WIFI_CIPHER_TYPE_TKIP, enum values before that will be consid-
ered as invalid and default cipher suites(TKIP+CCMP) will be used.  Valid cipher suites
in softAP mode are WIFI_CIPHER_TYPE_TKIP, WIFI_CIPHER_TYPE_CCMP and
WIFI_CIPHER_TYPE_TKIP_CCMP.

bool £tm_responder
Enable FTM Responder mode

struct wifi_sta_config_t

STA configuration settings for the ESP32.

Public Members

uint8_t ssid[32]
SSID of target AP.
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uint8_t password[64]
Password of target AP.

wifi_scan_method_t scan_method

do all channel scan or fast scan

bool bssid_set

whether set MAC address of target AP or not. Generally, station_config.bssid_set needs to be 0; and it
needs to be 1 only when users need to check the MAC address of the AP.

uint8_t bssid|[6]
MAC address of target AP

uint8_t channel

channel of target AP. Set to 1~13 to scan starting from the specified channel before connecting to AP. If
the channel of AP is unknown, set it to O.

uintl6_t listen_interval

Listen interval for ESP32 station to receive beacon when WIFI_PS_MAX_ MODEM is set. Units: AP
beacon intervals. Defaults to 3 if set to 0.

wifi_sort_method_t sort_method

sort the connect AP in the list by rssi or security mode

wifi_scan_threshold_t threshold

When sort_method is set, only APs which have an auth mode that is more secure than the selected auth
mode and a signal stronger than the minimum RSSI will be used.

wifi_pmf_config_t pmf_cfg
Configuration for Protected Management Frame. Will be advertized in RSN Capabilities in RSN IE.

uint32_t rm_enabled

Whether Radio Measurements are enabled for the connection

uint32_t btm_enabled

Whether BSS Transition Management is enabled for the connection

uint32_t mbo_enabled
Whether MBO is enabled for the connection

uint32_t transition_disable

Whether to enable transition disable feature

uint32_t reserved

Reserved for future feature set

wifi_sae_pwe_method_t sae_pwe_h2e
Whether SAE hash to element is enabled
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uint§_t failure_retry_cnt

Number of connection retries station will do before moving to next AP. scan_method should be set as
WIFI_ALL_CHANNEL_SCAN to use this config. Note: Enabling this may cause connection time to
increase incase best AP doesn’ t behave properly.

structwifi_sta_info_t

Description of STA associated with AP.

Public Members

uint8_t mac[6]

mac address

int8_t rssi

current average rssi of sta connected

uint32_t phy_11b
bit: 0 flag to identify if 11b mode is enabled or not

uint32_t phy_11g
bit: 1 flag to identify if 11g mode is enabled or not

uint32_t phy_11n
bit: 2 flag to identify if 11n mode is enabled or not

uint32_tphy_1lr

bit: 3 flag to identify if low rate is enabled or not

uint32_t is_mesh_child
bit: 4 flag to identify mesh child

uint32_t reserved

bit: 5..31 reserved

struct wifi_sta_list_t
List of stations associated with the ESP32 Soft-AP.

Public Members

wifi_sta_info_t sta[(15)]

station list

int num

number of stations in the list (other entries are invalid)

struct vendor_ie_data_t

Vendor Information Element header.

The first bytes of the Information Element will match this header. Payload follows.
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Public Members

uint§_t element_id
Should be set to WIFI_VENDOR_IE_ELEMENT_ID (0xDD)

uint§_t length
Length of all bytes in the element data following this field. Minimum 4.

uint8_t vendor_oui[3]
Vendor identifier (OUI).

uint8_t vendor_oui_type

Vendor-specific OUI type.

uint8_t payload|0]
Payload. Length is equal to value in ‘length’ field, minus 4.

struct wifi_pkt_rx_ctrl_t

Received packet radio metadata header, this is the common header at the beginning of all promiscuous mode
RX callback buffers.

Public Members

signed rssi

Received Signal Strength Indicator(RSSI) of packet. unit: dBm

unsigned rate

PHY rate encoding of the packet. Only valid for non HT(11bg) packet

unsigned __pad0___

reserved

unsigned sig_mode
0: non HT(11bg) packet; 1: HT(11n) packet; 3: VHT(11ac) packet

unsigned __padl__

reserved

unsigned mcs

Modulation Coding Scheme. If is HT(11n) packet, shows the modulation, range from 0 to 76(MSCO ~
MCS76)

unsigned cwb
Channel Bandwidth of the packet. 0: 20MHz; 1: 40MHz

unsigned __pad2___

reserved
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unsigned smoothing

reserved

unsigned not_sounding

reserved

unsigned __pad3__

reserved

unsigned aggregation
Aggregation. 0: MPDU packet; 1: AMPDU packet

unsigned stbc
Space Time Block Code(STBC). 0: non STBC packet; 1: STBC packet

unsigned fec_coding

Flag is set for 11n packets which are LDPC

unsigned sgi
Short Guide Interval(SGI). 0: Long GI; 1: Short GI

unsigned __pad4_

reserved

unsigned ampdu_cnt

ampdu cnt

unsigned channel

primary channel on which this packet is received

unsigned secondary_channel

secondary channel on which this packet is received. 0: none; 1: above; 2: below

unsigned __pad5___

reserved

unsigned timestamp

timestamp. The local time when this packet is received. It is precise only if modem sleep or light sleep
is not enabled. unit: microsecond

unsigned __pad6___

reserved

unsigned __pad7__

reserved

unsigned __pad8___

reserved
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unsigned ant

antenna number from which this packet is received. 0: WiFi antenna 0; 1: WiFi antenna 1

signed noise_floor

noise floor of Radio Frequency Module(RF). unit: dBm

unsigned __pad9__

reserved

unsigned sig_len

length of packet including Frame Check Sequence(FCS)

unsigned __padl0__

reserved

unsigned rx_state

state of the packet. 0: no error; others: error numbers which are not public

struct wifi_promiscuous_pkt_t

Payload passed to ‘buf’ parameter of promiscuous mode RX callback.

Public Members

wifi_pkt_rx_ctrl_t rx_ctrl
metadata header
uint8_t payload[0]
Data or management payload. Length of payload is described by rx_ctrl.sig_len. Type of content deter-

mined by packet type argument of callback.

struct wifi_promiscuous_filter_t

Mask for filtering different packet types in promiscuous mode.

Public Members

uint32_t filter_mask
OR of one or more filter values WIFI_ PROMIS_FILTER_*

struct wifi_csi_config_t

Channel state information(CSI) configuration type.

Public Members

bool 11tf_en
enable to receive legacy long training field(lltf) data. Default enabled
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bool ht1tf_en
enable to receive HT long training field(htltf) data. Default enabled

bool stbc_htltf2_en
enable to receive space time block code HT long training field(stbc-htltf2) data. Default enabled

bool 1tf_merge_en

enable to generate htlft data by averaging 1ltf and ht_Itf data when receiving HT packet. Otherwise, use
ht_Itf data directly. Default enabled

bool channel_filter_en

enable to turn on channel filter to smooth adjacent sub-carrier. Disable it to keep independence of adjacent
sub-carrier. Default enabled

bool manu_scale
manually scale the CSI data by left shifting or automatically scale the CSI data. If set true, please set the

shift bits. false: automatically. true: manually. Default false

uint8_t shift
manually left shift bits of the scale of the CSI data. The range of the left shift bits is 0~15

struct wifi_csi_info_t

CSI data type.

Public Members

wifi_pkt_rx_ctrl_t rx_ctrl

received packet radio metadata header of the CSI data

uint8_t mac|[6]
source MAC address of the CSI data

bool £first_word_invalid

first four bytes of the CSI data is invalid or not

int8_t *buf
buffer of CSI data

uintl6_t len
length of CSI data

struct wifi_ant_gpio_t

WiFi GPIO configuration for antenna selection.

Public Members

uint8_t gpio_select

Whether this GPIO is connected to external antenna switch
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uint8_t gpio_num

The GPIO number that connects to external antenna switch

struct wifi_ant_gpio_config_t

WiFi GPIOs configuration for antenna selection.

Public Members
wifi_ant_gpio_t gpio_cfg[4]
The configurations of GPIOs that connect to external antenna switch

struct wifi_ant_config_ t

WiFi antenna configuration.

Public Members

wifi_ant_mode_t rx_ant_mode

WiFi antenna mode for receiving

wifi_ant_t rx_ant_default

Default antenna mode for receiving, it’ s ignored if rx_ant_mode is not WIFI_ANT_MODE_AUTO

wifi_ant_mode_t tx_ant_mode

WiFi antenna mode for transmission, it can be set to WIFI_ANT_MODE_AUTO only if rx_ant_mode
is set to WIFI_ANT_MODE_AUTO

uint8_t enabled_ant0
Index (in antenna GPIO configuration) of enabled WIFI_ANT_MODE_ANTO

uint§_t enabled_ant1
Index (in antenna GPIO configuration) of enabled WIFI_ANT_MODE_ANT1

struct wifi_action_tx_req t

Action Frame Tx Request.

Public Members

wifi_interface_t i£x

WiFi interface to send request to

uint8_t dest_mac[6]
Destination MAC address

bool no_ack

Indicates no ack required
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wifi_action_rx_cb_t rx_cb

Rx Callback to receive any response

uint32_t data_1len
Length of the appended Data

uint8_t data[0]
Appended Data payload

struct wifi_ftm_initiator_cfg_t

FTM Initiator configuration.

Public Members

uint8_t resp_mac[6]
MAC address of the FTM Responder

uint8_t channel

Primary channel of the FTM Responder

uint8_t frm_count
No. of FTM frames requested in terms of 4 or 8 bursts (allowed values - O(No pref), 16, 24, 32, 64)

uintl6_t burst_period

Requested time period between consecutive FTM bursts in 100’ s of milliseconds (0 - No pref)

struct wifi_event_sta_scan_done_t
Argument structure for WIFI_EVENT_SCAN_DONE event

Public Members

uint32_t status

status of scanning APs: 0 —success, 1 - failure

uint8_t number

number of scan results

uint8_t scan_id

scan sequence number, used for block scan

struct wifi_event_sta_connected_t
Argument structure for WIFI_EVENT_STA_CONNECTED event

Public Members
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uint8_t ssid[32]
SSID of connected AP

uint8_t ssid_len
SSID length of connected AP

uint8_t bssid|[6]
BSSID of connected AP

uint8_t channel

channel of connected AP

wifi_auth_mode_t authmode

authentication mode used by AP

struct wifi_event_sta_disconnected_t
Argument structure for WIFI_EVENT_STA_DISCONNECTED event

Public Members

uint8_t ssid[32]
SSID of disconnected AP

uint8_t ssid_len
SSID length of disconnected AP

uint8_t bssid[6]
BSSID of disconnected AP

uint8_t reason

reason of disconnection

int8_t rssi

rssi of disconnection

struct wifi_event_sta_authmode_change_t
Argument structure for WIFI_EVENT_STA_AUTHMODE_CHANGE event

Public Members

wifi_auth_mode_t o1d_mode
the old auth mode of AP

wifi_auth_mode_t new_mode

the new auth mode of AP

struct wifi_event_sta_wps_er_pin_t
Argument structure for WIFI_EVENT_STA_WPS_ER_PIN event
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Public Members

uint8_t pin_code|[8]

PIN code of station in enrollee mode

struct wifi_event_sta_wps_er_success_t
Argument structure for WIFI_EVENT_STA_WPS_ER_SUCCESS event

Public Members

uint§_t ap_cred_cnt

Number of AP credentials received

uint8_t ssid[32]
SSID of AP

uint8_t passphrase[64]
Passphrase for the AP

struct wifi_event_sta_wps_er_success_t::[anonymous] ap_cred[3]
All AP credentials received from WPS handshake

struct wifi_event_ap_staconnected_t
Argument structure for WIFI_EVENT_AP_STACONNECTED event

Public Members

uint8_t mac[6]
MAC address of the station connected to ESP32 soft-AP

uint8_t aid
the aid that ESP32 soft-AP gives to the station connected to

bool is_mesh_child

flag to identify mesh child

struct wifi_event_ap_stadisconnected_t
Argument structure for WIFI_EVENT_AP_STADISCONNECTED event

Public Members

uint8_t mac|[6]
MAC address of the station disconnects to ESP32 soft-AP

uint8_t aid

the aid that ESP32 soft-AP gave to the station disconnects to
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bool is_mesh_child

flag to identify mesh child

struct wifi_event_ap_probe_req rx_ t

Argument structure for WIFI_EVENT_AP_PROBEREQRECVED event

Public Members

int rssi

Received probe request signal strength

uint8_t mac[6]

MAC address of the station which send probe request

struct wifi_event_bss_rssi_low_t
Argument structure for WIFI_EVENT_STA_BSS_RSSI_LOW event

Public Members

int32_t rssi
RSSI value of bss

struct wifi_ftm_report_entry_t

Argument structure for

Public Members

uint8_t dlog_token
Dialog Token of the FTM frame

int8_t rssi
RSSI of the FTM frame received

uint32_t rtt

Round Trip Time in pSec with a peer

uint64_tt1
Time of departure of FTM frame from FTM Responder in pSec

uint64_t t2
Time of arrival of FTM frame at FTM Initiator in pSec

uint64_tt3
Time of departure of ACK from FTM Initiator in pSec
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uint64_t t4
Time of arrival of ACK at FTM Responder in pSec

struct wifi_event_ftm_report_t
Argument structure for WIFI_EVENT_FTM_REPORT event

Public Members
uint8_t peer_mac[6]
MAUC address of the FTM Peer

wifi_ftm_status_t status
Status of the FTM operation

uint32_t rtt_raw

Raw average Round-Trip-Time with peer in Nano-Seconds

uint32_t rtt_est

Estimated Round-Trip-Time with peer in Nano-Seconds

uint32_tdist_est

Estimated one-way distance in Centi-Meters

wifi_ftm_report_entry_t *ftm_report_data

Pointer to FTM Report with multiple entries, should be freed after use

uint®_t ftm_report_num_entries

Number of entries in the FTM Report data

struct wifi_event_action_tx_status_t
Argument structure for WIFI_EVENT_ACTION_TX_STATUS event

Public Members

wifi_interface_t 1£x

WiFi interface to send request to

uint32_t context

Context to identify the request

uint8_t da[6]
Destination MAC address

uint8_t status

Status of the operation

struct wifi_event_roc_done_t
Argument structure for WIFI_EVENT_ROC_DONE event
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Public Members

uint32_t context

Context to identify the request

Macros

WIFI_OFFCHAN_TX_REQ

WIFI_OFFCHAN_TX_ CANCEL

WIFI_ROC_REQ

WIFI_ROC_CANCEL

WIFI_PROTOCOL_11B

WIFI_PROTOCOL_11G

WIFI_PROTOCOL_11N

WIFI_PROTOCOL_LR

ESP_WIFI_MAX_CONN_NUM

max number of stations which can connect to ESP32/ESP32S3/ESP32S2 soft-AP

WIFI_VENDOR_IE_ELEMENT ID

WIFI_PROMIS_FILTER_MASK_ALL
filter all packets

WIFI_PROMIS_FILTER_MASK_MGMT
filter the packets with type of WIFI_PKT_MGMT

WIFI_PROMIS_FILTER_MASK_CTRL
filter the packets with type of WIFI_PKT_CTRL

WIFI_PROMIS_FILTER_MASK_DATA
filter the packets with type of WIFI_PKT_DATA

WIFI_PROMIS_FILTER_MASK_MISC
filter the packets with type of WIFI_PKT_MISC

WIFI_PROMIS_FILTER_MASK_DATA_MPDU
filter the MPDU which is a kind of WIFI_PKT_DATA

WIFI_PROMIS_FILTER_MASK_DATA_AMPDU
filter the AMPDU which is a kind of WIFI_PKT_DATA
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WIFI_PROMIS_FILTER_MASK_FCSFAIL
filter the FCS failed packets, do not open it in general

WIFI_PROMIS_CTRL_FILTER_MASK_ALL

filter all control packets

WIFI_PROMIS_CTRL_FILTER_MASK_WRAPPER
filter the control packets with subtype of Control Wrapper

WIFI_PROMIS_CTRL_FILTER_MASK_BAR
filter the control packets with subtype of Block Ack Request

WIFI_PROMIS_CTRL_FILTER_MASK_BA
filter the control packets with subtype of Block Ack

WIFI_PROMIS_CTRL_FILTER_MASK_PSPOLL
filter the control packets with subtype of PS-Poll

WIFI_PROMIS_CTRL_FILTER_MASK_RTS
filter the control packets with subtype of RTS

WIFI_PROMIS_CTRL_FILTER_MASK_CTS
filter the control packets with subtype of CTS

WIFI_PROMIS_CTRL_FILTER_MASK_ACK
filter the control packets with subtype of ACK

WIFI_PROMIS_CTRL_FILTER_MASK_CFEND
filter the control packets with subtype of CF-END

WIFI_PROMIS_CTRL_FILTER_MASK_CFENDACK
filter the control packets with subtype of CF-END+CF-ACK

WIFI_EVENT MASK_ALL

mask all WiFi events

WIFI_EVENT MASK_NONE

mask none of the WiFi events

WIFI_EVENT MASK_AP_PROBEREQRECVED
mask SYSTEM_EVENT_AP_PROBEREQRECVED event

MAX_SSID_LEN

MAX_ PASSPHRASE_LEN

MAX_WPS_AP_CRED
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WIFI_STATIS_BUFFER

WIFI_STATIS_RXTX

WIFI_STATIS_HW

WIFI_STATIS_DIAG

WIFI_STATIS_PS

WIFI_STATIS_ALL

Type Definitions

typedef int (*wifi_action_rx_cb_t)(uint8_t *hdr, uint8_t *payload, size_t len, uint8_t channel)

The Rx callback function of Action Tx operations.

Param hdr pointer to the IEEE 802.11 Header structure
Param payload pointer to the Payload following 802.11 Header
Param len length of the Payload

Param channel channel number the frame is received on

Enumerations

enum wifi_mode_t

Values:

enumerator WIFI_MODE_NULL

null mode

enumerator WIFI_MODE_STA

WiFi station mode

enumerator WIFI_MODE_AP
WiFi soft-AP mode

enumerator WIFI_MODE_APSTA
WiFi station + soft-AP mode

enumerator WIFI_MODE_MAX

enumwifi_interface_t

Values:

enumerator WIFI_IF_STA

enumerator WIFI_IF_AP
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enum wifi_country_policy_t

Values:

enumerator WIFI_COUNTRY_POLICY_AUTO

Country policy is auto, use the country info of AP to which the station is connected

enumerator WIFI_COUNTRY_POLICY_MANUAL

Country policy is manual, always use the configured country info

enum wifi_auth_mode_t

Values:

enumerator WIFI_AUTH_OPEN

authenticate mode : open

enumerator WIFI_AUTH_WEP
authenticate mode : WEP

enumerator WIFI_AUTH_WPA_PSK
authenticate mode : WPA_PSK

enumerator WIFI_AUTH_WPA2_PSK
authenticate mode : WPA2 PSK

enumerator WIFI_AUTH_WPA_WPA2_PSK
authenticate mode : WPA_WPA2 PSK

enumerator WIFI_AUTH_WPA2_ENTERPRISE
authenticate mode : WPA2_ ENTERPRISE

enumerator WIFI_AUTH_WPA3_PSK
authenticate mode : WPA3 PSK

enumerator WIFI_AUTH_WPA2_WPA3_PSK
authenticate mode : WPA2 WPA3 PSK

enumerator WIFI_AUTH_WAPI_PSK
authenticate mode : WAPI_PSK

enumerator WIFI_AUTH_MAX

enumwifi_err_ reason_t

Values:

enumerator WIFI_REASON_UNSPECIFIED

enumerator WIFI_REASON_AUTH_EXPIRE
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enumerator WIFI_REASON_AUTH_LEAVE

enumerator WIFI_REASON_ASSOC_EXPIRE

enumerator WIFI_REASON_ASSOC_TOOMANY

enumerator WIFI_REASON_NOT_AUTHED

enumerator WIFI_REASON_NOT_ASSOCED

enumerator WIFI_REASON_ASSOC_LEAVE

enumerator WIFI_REASON_ASSOC_NOT_AUTHED

enumerator WIFI_REASON_DISASSOC_PWRCAP_BAD

enumerator WIFI_REASON_DISASSOC_SUPCHAN_BAD

enumerator WIFI_REASON_BSS_TRANSITION_DISASSOC

enumerator WIFI_REASON_IE_INVALID

enumerator WIFI_REASON_MIC_FAILURE

enumerator WIFI_REASON_4WAY HANDSHAKE_TIMEOUT

enumerator WIFI_REASON_GROUP_KEY_ UPDATE_TIMEOUT

enumerator WIFI_REASON_IE_IN_4WAY_DIFFERS

enumerator WIFI_REASON_GROUP_CIPHER_ INVALID

enumerator WIFI_REASON_PAIRWISE_CIPHER_INVALID

enumerator WIFI_REASON_AKMP_INVALID

enumerator WIFI_REASON_UNSUPP_RSN_IE_VERSION

enumerator WIFI_REASON_INVALID_RSN_TIE_CAP

enumerator WIFI_REASON_802_1X_AUTH_FAILED

enumerator WIFI_REASON_CIPHER_SUITE_REJECTED

enumerator WIFI_REASON_TDLS_PEER_UNREACHABLE
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enumerator WIFI_REASON_TDLS_UNSPECIFIED

enumerator WIFI_REASON_SSP_REQUESTED_DISASSOC

enumerator WIFI_REASON_NO_SSP_ROAMING_AGREEMENT

enumerator WIFI_REASON_BAD_ CIPHER_OR_AKM

enumerator WIFI_REASON_NOT_AUTHORIZED_THIS_LOCATION

enumerator WIFI_REASON_SERVICE_CHANGE_PERCLUDES_TS

enumerator WIFI_REASON_UNSPECIFIED_QOS

enumerator WIFI_REASON_NOT_ ENOUGH_BANDWIDTH

enumerator WIFI_REASON_MISSING_ACKS

enumerator WIFI_REASON_EXCEEDED_TXOP

enumerator WIFI_REASON_STA_LEAVING

enumerator WIFI_REASON_END_BA

enumerator WIFI_REASON_UNKNOWN_BA

enumerator WIFI_REASON_TIMEOUT

enumerator WIFI_REASON_PEER_INITIATED

enumerator WIFI_REASON_AP_INITIATED

enumerator WIFI_REASON_INVALID_FT_ACTION_ FRAME_COUNT

enumerator WIFI_REASON_INVALID_PMKID

enumerator WIFI_REASON_INVALID_MDE

enumerator WIFI_REASON_INVALID_FTE

enumerator WIFI_REASON_TRANSMISSION_LINK_ ESTABLISH_FAILED

enumerator WIFI_REASON_ALTERATIVE_CHANNEL_OCCUPIED

enumerator WIFI_REASON_BEACON_TIMEOUT
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enumerator WIFI_REASON_NO_AP_FOUND

enumerator WIFI_REASON_AUTH_FAIL

enumerator WIFI_REASON_ASSOC_FAIL

enumerator WIFI_REASON_HANDSHAKE_TIMEOUT

enumerator WIFI_REASON_CONNECTION_FAIL

enumerator WIFI_REASON_AP_TSF_RESET

enumerator WIFI_REASON_ROAMING

enumerator WIFI_REASON_ASSOC_COMEBACK_TIME_TOO_LONG

enumerator WIFI_REASON_SA QUERY_TIMEOUT

enum wifi_second_chan_t

Values:

enumerator WIFI_SECOND_CHAN_NONE
the channel width is HT20

enumerator WIFI__SECOND_CHAN_ABOVE

the channel width is HT40 and the secondary channel is above the primary channel

enumerator WIFI__SECOND_CHAN_BELOW

the channel width is HT40 and the secondary channel is below the primary channel

enumwifi_scan_type_t

Values:

enumerator WIFI_SCAN_TYPE_ACTIVE

active scan

enumerator WIFI_SCAN_TYPE_PASSIVE

passive scan

enumwifi_cipher_type_t

Values:

enumerator WIFI_CIPHER_TYPE_NONE

the cipher type is none

enumerator WIFI_CIPHER_TYPE_WEP40
the cipher type is WEP40
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enumerator WIFI_CIPHER_TYPE_WEP104
the cipher type is WEP104

enumerator WIFI_CIPHER_TYPE_TKIP
the cipher type is TKIP

enumerator WIFI_CIPHER_TYPE_CCMP
the cipher type is CCMP

enumerator WIFI_CIPHER_TYPE_TKIP_CCMP
the cipher type is TKIP and CCMP

enumerator WIFI_CIPHER_TYPE_AES_CMAC128
the cipher type is AES-CMAC-128

enumerator WIFI_CIPHER_TYPE_SMS4
the cipher type is SMS4

enumerator WIFI_CIPHER_TYPE_GCMP
the cipher type is GCMP

enumerator WIFI_CIPHER_TYPE_GCMP256
the cipher type is GCMP-256

enumerator WIFI_CIPHER_TYPE_AES_GMAC128
the cipher type is AES-GMAC-128

enumerator WIFI_CIPHER_TYPE_AES_GMAC256
the cipher type is AES-GMAC-256

enumerator WIFI_CIPHER_TYPE_UNKNOWN

the cipher type is unknown

enumwifi_ant_t

WiFi antenna.

Values:

enumerator WIFI_ANT_ANTO

WiFi antenna O

enumerator WIFI_ANT_ANT1

WiFi antenna 1

enumerator WIFI_ANT_MAX

Invalid WiFi antenna

enum wifi_scan_method_t

Values:
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enumerator WIFI_FAST_SCAN
Do fast scan, scan will end after find SSID match AP

enumerator WIFI_ALL_CHANNEL_SCAN

All channel scan, scan will end after scan all the channel

enum wifi_sort_method_t

Values:

enumerator WIFI_CONNECT AP_BY_ SIGNAL
Sort match AP in scan list by RSSI

enumerator WIFI_CONNECT AP_BY_ SECURITY

Sort match AP in scan list by security mode

enumwifi_ps_type_t

Values:

enumerator WIFI_PS_NONE

No power save

enumerator WIFI_PS_MIN_MODEM

Minimum modem power saving. In this mode, station wakes up to receive beacon every DTIM period

enumerator WIFI_PS_MAX MODEM

Maximum modem power saving. In this mode, interval to receive beacons is determined by the lis-
ten_interval parameter in wifi_sta_config_t

enum wifi_bandwidth_t

Values:

enumerator WIFI_BW_HT20

enumerator WIFI_BW_HT40

enumwifi_sae_pwe_method_t
Configuration for SAE PWE derivation

Values:

enumerator WPA3_SAE_PWE_UNSPECIFIED

enumerator WPA3_SAE_PWE_HUNT_AND_PECK

enumerator WPA3_SAE_PWE_HASH_TO_ELEMENT

enumerator WPA3_SAE_PWE_BOTH
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enum wifi_storage_t

Values:

enumerator WIFI__STORAGE_FLASH

all configuration will store in both memory and flash

enumerator WIFI__STORAGE_RAM

all configuration will only store in the memory

enumwifi_vendor_ie_type_t
Vendor Information Element type.
Determines the frame type that the IE will be associated with.

Values:

enumerator WIFI_VND_IE_TYPE_BEACON

enumerator WIFI_VND_IE_TYPE_PROBE_REQ

enumerator WIFI_VND_IE_TYPE_PROBE_RESP

enumerator WIFI_VND_IE_TYPE_ASSOC_REQ

enumerator WIFI_VND_IE_TYPE_ASSOC_RESP

enuimwifi_vendor_ie_id_t
Vendor Information Element index.
Each IE type can have up to two associated vendor ID elements.

Values:

enumerator WIFI_VND_IE_ID_0O

enumerator WIFI_VND_TIE_ID_1

enum wifi_phy mode_t

Operation Phymode.

Values:

enumerator WIFI_PHY_ MODE_LR
PHY mode for Low Rate

enumerator WIFI_PHY MODE_11B
PHY mode for 11b

enumerator WIFI_PHY MODE_11G
PHY mode for 11g

Espressif Systems 134 Release v4.4.5
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

enumerator WIFI_PHY MODE_HT20
PHY mode for Bandwidth HT20

enumerator WIFI_PHY MODE_HT40
PHY mode for Bandwidth HT40

enumerator WIFI_PHY MODE_HE20
PHY mode for Bandwidth HE20

enum wifi_promiscuous_pkt_type_t

Promiscuous frame type.
Passed to promiscuous mode RX callback to indicate the type of parameter in the buffer.

Values:

enumerator WIFI_PKT_MGMT

Management frame, indicates ‘buf’ argument is wifi_promiscuous_pkt_t

enumerator WIFI_PKT_CTRL

Control frame, indicates ‘buf’ argument is wifi_promiscuous_pkt_t

enumerator WIFI_PKT_DATA

Data frame, indiciates ‘buf’ argument is wifi_promiscuous_pkt_t

enumerator WIFI_PKT_MISC
Other type, such as MIMO etc. ‘buf’ argument is wifi_promiscuous_pkt_t but the payload is zero length.

enum wifi_ant_mode_t

WiFi antenna mode.

Values:

enumerator WIFI_ANT MODE_ANTO
Enable WiFi antenna O only

enumerator WIFI_ANT MODE_ANT1
Enable WiFi antenna 1 only

enumerator WIFI_ANT_MODE_AUTO

Enable WiFi antenna 0 and 1, automatically select an antenna

enumerator WIFI_ANT_ MODE_MAX

Invalid WiFi enabled antenna

enum wifi_phy rate_t
WiFi PHY rate encodings.

Values:

enumerator WIFI_PHY_ RATE_1M_L
1 Mbps with long preamble
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enumerator WIFI_PHY RATE_2M L
2 Mbps with long preamble

enumerator WIFI_PHY RATE_5M_L
5.5 Mbps with long preamble

enumerator WIFI_PHY RATE_11M_L
11 Mbps with long preamble

enumerator WIFI_PHY RATE_2M_S
2 Mbps with short preamble

enumerator WIFI_PHY RATE_5M_S
5.5 Mbps with short preamble

enumerator WIFI_PHY RATE_11M S
11 Mbps with short preamble

enumerator WIFI_PHY_ RATE_48M
48 Mbps

enumerator WIFI_PHY_ RATE_24M
24 Mbps

enumerator WIFI_PHY_ RATE_12M
12 Mbps

enumerator WIFI_PHY_RATE_6M
6 Mbps

enumerator WIFI_PHY_RATE_54M
54 Mbps

enumerator WIFI_PHY_ RATE_36M
36 Mbps

enumerator WIFI_PHY_ RATE_18M
18 Mbps

enumerator WIFI_PHY_ RATE_SM
9 Mbps

enumerator WIFI_PHY RATE_MCSO_LGI
MCSO0 with long GI, 6.5 Mbps for 20MHz, 13.5 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS1_LGI
MCS1 with long GI, 13 Mbps for 20MHz, 27 Mbps for 40MHz
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enumerator WIFI_PHY RATE_MCS2_LGI
MCS2 with long GI, 19.5 Mbps for 20MHz, 40.5 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS3_LGI
MCS3 with long GI, 26 Mbps for 20MHz, 54 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS4_LGI
MCS4 with long GI, 39 Mbps for 20MHz, 81 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS5_LGI
MCSS5 with long GI, 52 Mbps for 20MHz, 108 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS6_LGI
MCS6 with long GI, 58.5 Mbps for 20MHz, 121.5 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS7_LGI
MCS7 with long GI, 65 Mbps for 20MHz, 135 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCSO_SGI
MCSO0 with short GI, 7.2 Mbps for 20MHz, 15 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS1_SGI
MCS1 with short GI, 14.4 Mbps for 20MHz, 30 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS2_SGI
MCS2 with short GI, 21.7 Mbps for 20MHz, 45 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS3_SGI
MCS3 with short GI, 28.9 Mbps for 20MHz, 60 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS4_SGI
MCS4 with short GI, 43.3 Mbps for 20MHz, 90 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS5_SGI
MCSS5 with short GI, 57.8 Mbps for 20MHz, 120 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS6_SGI
MCS6 with short GI, 65 Mbps for 20MHz, 135 Mbps for 40MHz

enumerator WIFI_PHY RATE_MCS7_SGI
MCS7 with short GI, 72.2 Mbps for 20MHz, 150 Mbps for 40MHz

enumerator WIFI_PHY_ RATE_LORA_250K
250 Kbps

enumerator WIFI_PHY_ RATE_LORA_500K
500 Kbps
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enumerator WIFI_PHY RATE_MAX

enumwifi_event_t

WiFi event declarations

Values:

enumerator WIFI_EVENT WIFI_READY
ESP32 WiFi ready

enumerator WIFI_EVENT_SCAN_DONE
ESP32 finish scanning AP

enumerator WIFI_EVENT STA_START
ESP32 station start

enumerator WIFI_EVENT_STA STOP
ESP32 station stop

enumerator WIFI_EVENT_STA_ CONNECTED
ESP32 station connected to AP

enumerator WIFI_EVENT_STA_ DISCONNECTED
ESP32 station disconnected from AP

enumerator WIFI_EVENT_STA_ AUTHMODE_CHANGE
the auth mode of AP connected by ESP32 station changed

enumerator WIFI_EVENT_STA_ WPS_ER_SUCCESS

ESP32 station wps succeeds in enrollee mode

enumerator WIFI_EVENT STA_WPS_ER_FAILED

ESP32 station wps fails in enrollee mode

enumerator WIFI_EVENT_STA_ WPS_ER_TIMEOUT

ESP32 station wps timeout in enrollee mode

enumerator WIFI_EVENT STA_WPS_ER_PIN

ESP32 station wps pin code in enrollee mode

enumerator WIFI_EVENT STA_WPS_ER_PBC_OVERLAP

ESP32 station wps overlap in enrollee mode

enumerator WIFI_EVENT_AP_START
ESP32 soft-AP start

enumerator WIFI_EVENT_AP_STOP
ESP32 soft-AP stop
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enumerator WIFI_EVENT_AP_STACONNECTED
a station connected to ESP32 soft-AP

enumerator WIFI_EVENT_AP_STADISCONNECTED
a station disconnected from ESP32 soft-AP

enumerator WIFI_EVENT_AP_PROBEREQRECVED

Receive probe request packet in soft-AP interface

enumerator WIFI_EVENT_FTM_REPORT

Receive report of FTM procedure

enumerator WIFI_EVENT_STA_BSS_RSSI_LOW
AP’ s RSSI crossed configured threshold

enumerator WIFI_EVENT_ACTION_TX_STATUS

Status indication of Action Tx operation

enumerator WIFI_EVENT_ROC_DONE

Remain-on-Channel operation complete

enumerator WIFI_EVENT_STA_ BEACON_TIMEOUT

ESP32 station beacon timeout

enumerator WIFI_EVENT MAX
Invalid WiFi event ID

enumwifi_event_sta_wps_fail_reason_t
Argument structure for WIFI_EVENT_STA_WPS_ER_FAILED event

Values:

enumerator WPS_FATIL_REASON_NORMAL
ESP32 WPS normal fail reason

enumerator WPS_FAIL_REASON_RECV_M2D
ESP32 WPS receive M2D frame

enumerator WPS_FATIL_REASON_MAX

enum wifi_ftm_status_t

FTM operation status types.

Values:

enumerator FTM_STATUS_SUCCESS

FTM exchange is successful

enumerator FTM_STATUS_UNSUPPORTED
Peer does not support FTM
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enumerator FTM_STATUS_CONF_REJECTED
Peer rejected FTM configuration in FTM Request

enumerator FTM_STATUS_NO_RESPONSE
Peer did not respond to FTM Requests

enumerator FTM_STATUS_FAIL

Unknown error during FTM exchange

SmartConfig

The SmartConfig™ is a provisioning technology developed by TI to connect a new Wi-Fi device to a Wi-Fi network.
It uses a mobile app to broadcast the network credentials from a smartphone, or a tablet, to an un-provisioned Wi-Fi
device.

The advantage of this technology is that the device does not need to directly know SSID or password of an Access
Point (AP). This information is provided using the smartphone. This is particularly important to headless device and
systems, due to their lack of a user interface.

If you are looking for other options to provision your ESP32-S2 devices, check Provisioning API.

Application Example Connect ESP32-S2 to target AP using SmartConfig: wifi/smart_config.

API Reference

Header File

» components/esp_wifi/include/esp_smartconfig.h

Functions
const char *esp_smartconfig_get_version (void)

Get the version of SmartConfig.
Returns

* SmartConfig version const char.
esp_err_t esp_smartconfig_start (const smartconfig_start_config_t *config)

Start SmartConfig, config ESP device to connect AP. You need to broadcast information by phone APP. Device
sniffer special packets from the air that containing SSID and password of target AP.

Attention 1. This API can be called in station or softAP-station mode.
Attention 2. Can not call esp_smartconfig_start twice before it finish, please call esp_smartconfig_stop first.

Parameters config —pointer to smartconfig start configure structure
Returns

* ESP_OK: succeed

* others: fail

esp_err_t esp_smartconfig_ stop (void)
Stop SmartConfig, free the buffer taken by esp_smartconfig_start.

Attention Whether connect to AP succeed or not, this API should be called to free memory taken by smart-
config_start.
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Returns
e ESP_OK: succeed
e others: fail

esp_err_t esp_esptouch_set_timeout (uint8_t time_s)

Set timeout of SmartConfig process.

Attention Timing starts from SC_STATUS_FIND_CHANNEL status. SmartConfig will restart if timeout.

Parameters time_s —range 15s~255s, offset:45s.
Returns

e ESP_OK: succeed

e others: fail

esp_err_t esp_smartconfig_set_type (smartconfig_type_t type)
Set protocol type of SmartConfig.

Attention If users need to set the SmartConfig type, please set it before calling esp_smartconfig_start.

Parameters type —Choose from the smartconfig_type_t.
Returns

* ESP_OK: succeed

* others: fail

esp_err_t esp_smartconfig_fast_mode (bool enable)

Set mode of SmartConfig. default normal mode.

Attention 1. Please call it before API esp_smartconfig_start.
Attention 2. Fast mode have corresponding APP(phone).
Attention 3. Two mode is compatible.

Parameters enable —false-disable(default); true-enable;
Returns

¢ ESP_OK: succeed

e others: fail

esp_err_t esp_smartconfig_get_rvd_data (uint8_t *rvd_data, uint8_t len)
Get reserved data of ESPTouch v2.

Parameters

* rvd_data —reserved data

* len -length of reserved data
Returns

e ESP_OK: succeed

* others: fail

Structures

struct smartconfig_event_got_ssid_pswd_t
Argument structure for SC_EVENT_GOT_SSID_PSWD event
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Public Members

uint8_t ssid[32]
SSID of the AP. Null terminated string.

uint8_t password[64]
Password of the AP. Null terminated string.

bool bssid_set
whether set MAC address of target AP or not.

uint8_t bssid|[6]
MAC address of target AP.

smartconfig_type_t type
Type of smartconfig(ESPTouch or AirKiss).

uint8_t token

Token from cellphone which is used to send ACK to cellphone.
uint§_t cellphone_ip[4]
IP address of cellphone.

struct smartconfig_start_config_t

Configure structure for esp_smartconfig_start

Public Members

bool enable_log

Enable smartconfig logs.

bool esp_touch_v2_enable_crypt
Enable ESPTouch v2 crypt.

char *esp_touch_v2_key
ESPTouch v2 crypt key, len should be 16.

Macros
SMARTCONFIG_START_CONFIG_DEFAULT ()

Enumerations
enum smartconfig_type_t

Values:

enumerator SC_TYPE_ESPTOUCH
protocol: ESPTouch
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enumerator SC_TYPE_AIRKISS

protocol: AirKiss

enumerator SC_TYPE_ESPTOUCH_AIRKISS
protocol: ESPTouch and AirKiss

enumerator SC_TYPE_ESPTOUCH_V2
protocol: ESPTouch v2

enum smartconfig_event_t
Smartconfig event declarations

Values:

enumerator SC_EVENT_SCAN_DONE
ESP32 station smartconfig has finished to scan for APs

enumerator SC_EVENT_FOUND_CHANNEL
ESP32 station smartconfig has found the channel of the target AP

enumerator SC_EVENT_GOT_SSID_PSWD
ESP32 station smartconfig got the SSID and password

enumerator SC_EVENT_SEND_ACK_DONE
ESP32 station smartconfig has sent ACK to cellphone

ESP-NOW

Overview ESP-NOW is a kind of connectionless Wi-Fi communication protocol that is defined by Espressif. In
ESP-NOW, application data is encapsulated in a vendor-specific action frame and then transmitted from one Wi-Fi
device to another without connection. CTR with CBC-MAC Protocol(CCMP) is used to protect the action frame for
security. ESP-NOW is widely used in smart light, remote controlling, sensor, etc.

Frame Format ESP-NOW uses a vendor-specific action frame to transmit ESP-NOW data. The default ESP-
NOW bit rate is 1 Mbps. The format of the vendor-specific action frame is as follows:

| MAC Header | Category Code | Organization Identifier | Random Values | Vendor.
—Specific Content | FCS |
e

24 bytes 1 byte 3 bytes 4 bytes T~
257 bytes 4 bytes

 Category Code: The Category Code field is set to the value(127) indicating the vendor-specific category.

* Organization Identifier: The Organization Identifier contains a unique identifier (0x18fe34), which is the first
three bytes of MAC address applied by Espressif.

* Random Value: The Random Value filed is used to prevents relay attacks.

¢ Vendor Specific Content: The Vendor Specific Content contains vendor-specific fields as follows:
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1 byte 1 byte 3 bytes 1 byte 1 byte 0~250 bytes

¢ Element ID: The Element ID field is set to the value (221), indicating the vendor-specific element.

* Length: The length is the total length of Organization Identifier, Type, Version and Body.

* Organization Identifier: The Organization Identifier contains a unique identifier(0x18fe34), which is the first
three bytes of MAC address applied by Espressif.

» Type: The Type field is set to the value (4) indicating ESP-NOW.

* Version: The Version field is set to the version of ESP-NOW.

* Body: The Body contains the ESP-NOW data.

As ESP-NOW is connectionless, the MAC header is a little different from that of standard frames. The FromDS and
ToDS bits of FrameControl field are both 0. The first address field is set to the destination address. The second address
field is set to the source address. The third address field is set to broadcast address (Oxff:0xft:0xff:0x{f:0xff:0xfT).

Security

ESP-NOW uses the CCMP method, which is described in IEEE Std. 802.11-2012, to protect the vendor-specific action frame

* PMK is used to encrypt LMK with the AES-128 algorithm. Call esp_now_set_pmk () to set PMK.
If PMK is not set, a default PMK will be used.

¢ LMK of the paired device is used to encrypt the vendor-specific action frame with the CCMP method.
The maximum number of different LMKs is six. If the LMK of the paired device is not set, the vendor-
specific action frame will not be encrypted.

Encrypting multicast vendor-specific action frame is not supported.

Initialization and  De-initialization Call esp now_init () to initialize @ ESP-NOW  and
esp_now_deinit () to de-initialize ESP-NOW. ESP-NOW data must be transmitted after Wi-Fi is started,
so it is recommended to start Wi-Fi before initializing ESP-NOW and stop Wi-Fi after de-initializing ESP-NOW.
When esp_now_deinit () is called, all of the information of paired devices will be deleted.

Add Paired Device Call esp_now_add_peer () to add the device to the paired device list before you send
data to this device. If security is enabled, the LMK must be set. You can send ESP-NOW data via both the Station
and the SoftAP interface. Make sure that the interface is enabled before sending ESP-NOW data.

The maximum number of paired devices is 20, and the paired encryption devices are no more than
17, the default is 7. If you want to change the number of paired encryption devices, set CON-
FIG_ESP_WIFI_ESPNOW_MAX_ENCRYPT_NUM in WiFi component configuration menu.

A device with a broadcast MAC address must be added before sending broadcast data. The range of the channel of
paired devices is from O to 14. If the channel is set to 0, data will be sent on the current channel. Otherwise, the
channel must be set as the channel that the local device is on.

Send ESP-NOW Data Call esp_now_send () to send ESP-NOW data and
esp_now_register_send_cb () to register sending callback function. It will return
ESP_NOW_SEND_SUCCESS in sending callback function if the data is received successfully on the MAC
layer. Otherwise, it will return ESP_NOW_SEND_FAIL. Several reasons can lead to ESP-NOW fails to send data.
For example, the destination device doesn’ t exist; the channels of the devices are not the same; the action frame is
lost when transmitting on the air, etc. It is not guaranteed that application layer can receive the data. If necessary,
send back ack data when receiving ESP-NOW data. If receiving ack data timeouts, retransmit the ESP-NOW data.
A sequence number can also be assigned to ESP-NOW data to drop the duplicate data.

If there is a lot of ESP-NOW data to send, call esp_now_send () to send less than or equal to 250 bytes of
data once a time. Note that too short interval between sending two ESP-NOW data may lead to disorder of sending
callback function. So, it is recommended that sending the next ESP-NOW data after the sending callback function
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of the previous sending has returned. The sending callback function runs from a high-priority Wi-Fi task. So, do not
do lengthy operations in the callback function. Instead, post the necessary data to a queue and handle it from a lower
priority task.

Receiving ESP-NOW Data Call esp_now_register_recv_cb () to register receiving callback function.
Call the receiving callback function when receiving ESP-NOW. The receiving callback function also runs from the
Wi-Fi task. So, do not do lengthy operations in the callback function. Instead, post the necessary data to a queue and
handle it from a lower priority task.

Config ESP-NOW Rate Call esp_wifi_config_espnow_rate () to config ESPNOW rate of speci-
fied interface. Make sure that the interface is enabled before config rate. This API should be called after
esp_wifi_start ().

Application Examples

» Example of sending and receiving ESP-NOW data between two devices: wifi/espnow.
 For more application examples of how to use ESP-NOW, please visit ESP-NOW repository.

API Reference

Header File

e components/esp_wifi/include/esp_now.h

Functions
esp_err_t esp_now_init (void)

Initialize ESPNOW function.

Returns
* ESP_OK : succeed
« ESP_ERR_ESPNOW_INTERNAL : Internal error
esp_err_t esp_now_deinit (void)

De-initialize ESPNOW function.

Returns
e ESP_OK : succeed

esp_err_t esp_now_get_version (uint32_t *version)
Get the version of ESPNOW.

Parameters version —-ESPNOW version
Returns
e ESP_OK : succeed
* ESP_ERR_ESPNOW_ARG : invalid argument

esp_err_t esp_now_register_recv_cb (esp_now_recv_cb_t cb)

Register callback function of receiving ESPNOW data.

Parameters cb —callback function of receiving ESPNOW data
Returns
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_INTERNAL : internal error
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esp_err_t esp_now_unregister_recv_cb (void)

Unregister callback function of receiving ESPNOW data.

Returns
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

esp_err_t esp_now_register_send_cb (esp_now_send_cb_t cb)
Register callback function of sending ESPNOW data.

Parameters cb —callback function of sending ESPNOW data

Returns
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
e ESP_ERR_ESPNOW_INTERNAL : internal error

esp_err_t esp_now_unregister_send_cb (void)
Unregister callback function of sending ESPNOW data.
Returns
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
esp_err_t esp_now_send (const uint8_t *peer_addr, const uint8_t *data, size_t len)
Send ESPNOW data.

Attention 1. If peer_addr is not NULL, send data to the peer whose MAC address matches peer_addr
Attention 2. If peer_addr is NULL, send data to all of the peers that are added to the peer list

Attention 3. The maximum length of data must be less than ESP_NOW_MAX_DATA_LEN

Attention 4. The buffer pointed to by data argument does not need to be valid after esp_now_send returns

Parameters
* peer_addr —peer MAC address
e data —data to send
* len -length of data
Returns
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
e ESP_ERR_ESPNOW_INTERNAL : internal error

* ESP_ERR_ESPNOW_NO_MEM : out of memory, when this happens, you can delay a

while before sending the next data
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

* ESP_ERR_ESPNOW_IF : current WiFi interface doesn’ t match that of peer

esp_err_t esp_now_add_peer (const esp_now_peer_info_t *peer)

Add a peer to peer list.

Parameters peer —peer information
Returns
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full
* ESP_ERR_ESPNOW_NO_MEM : out of memory
* ESP_ERR_ESPNOW_EXIST : peer has existed

esp_err_t esp_now_del_peer (const uint8_t *peer_addr)

Delete a peer from peer list.
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Parameters peer_addr —peer MAC address
Returns
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_mod_peer (const esp_now_peer_info_t *peer)

Modify a peer.

Parameters peer —peer information
Returns
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_FULL : peer list is full

esp_err_tesp_wifi_config_ espnow_rate (wifi_interface_t ifx, wifi_phy_rate_t rate)
Config ESPNOW rate of specified interface.

Attention 1. This API should be called after esp_wifi_start().

Parameters
* ifx —Interface to be configured.
* rate —Phy rate to be configured.
Returns
e ESP_OK: succeed
* others: failed

esp_err_t esp_now_get_peer (const uint8_t *peer_addr, esp_now_peer_info_t *peer)
Get a peer whose MAC address matches peer_addr from peer list.

Parameters
* peer_addr —peer MAC address
* peer —peer information
Returns
e ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
e ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

esp_err_t esp_now_fetch_peer (bool from_head, esp_now_peer_info_t *peer)

Fetch a peer from peer list. Only return the peer which address is unicast, for the multicast/broadcast address,
the function will ignore and try to find the next in the peer list.

Parameters
* from_head —fetch from head of list or not
* peer —peer information
Returns
* ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument
* ESP_ERR_ESPNOW_NOT_FOUND : peer is not found

bool esp_now_is_peer_exist (const uint§_t *peer_addr)
Peer exists or not.
Parameters peer_addr —peer MAC address

Returns
* true : peer exists
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* false : peer not exists

esp_err_t esp_now_get_peer_num (esp_now_peer_num_t *num)

Get the number of peers.

Parameters num —number of peers

Returns
e ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument

esp_err_t esp_now_set_pmk (const uint8_t *pmk)
Set the primary master key.

Attention 1. primary master key is used to encrypt local master key

Parameters pmk —primary master key

Returns
¢ ESP_OK : succeed
e ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized
* ESP_ERR_ESPNOW_ARG : invalid argument

esp_err_t esp_now_set_wake_window (uint16_t window)

Set esp_now wake window for sta_disconnected power management.

Attention 1. Only when ESP_WIFI_STA_DISCONNECTED_PM_ENABLE is enabled, this configuration
could work

Attention 2. This configuration only work for station mode and disconnected status

Attention 3. If more than one module has configured its wake_window, chip would choose the largest one to
stay waked

Attention 4. If the gap between interval and window is smaller than Sms, the chip would keep waked all the
time

Attention 5. If never configured wake_window, the chip would keep waked at disconnected once it uses
esp_now

Parameters window —how much microsecond would the chip keep waked each interval, vary
from 0 to 65535
Returns
* ESP_OK : succeed
* ESP_ERR_ESPNOW_NOT_INIT : ESPNOW is not initialized

Structures

struct esp_now_peer_info

ESPNOW peer information parameters.

Public Members

uint8_t peer_addr[6]
ESPNOW peer MAC address that is also the MAC address of station or softap

uint8_t 1mk[16]
ESPNOW peer local master key that is used to encrypt data
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uint8_t channel

Wi-Fi channel that peer uses to send/receive ESPNOW data. If the value is 0, use the current channel
which station or softap is on. Otherwise, it must be set as the channel that station or softap is on.

wifi_interface_t ifidx
Wi-Fi interface that peer uses to send/receive ESPNOW data

bool encrypt
ESPNOW data that this peer sends/receives is encrypted or not

void *priv
ESPNOW peer private data

struct esp_now_peer_num

Number of ESPNOW peers which exist currently.

Public Members

inttotal_num
Total number of ESPNOW peers, maximum value is ESP_NOW_MAX_TOTAL_PEER_NUM

int encrypt_num
Number of encrypted ESPNOW peers, maximum value is ESP_ NOW_MAX_ENCRYPT_PEER_NUM

Macros

ESP_ERR_ESPNOW_BASE
ESPNOW error number base.

ESP_ERR_ESPNOW_NOT_INIT

ESPNOW is not initialized.

ESP_ERR_ESPNOW_ARG

Invalid argument

ESP_ERR_ESPNOW_NO_MEM

Out of memory

ESP_ERR_ESPNOW_FULL
ESPNOW peer list is full

ESP_ERR_ESPNOW_NOT_FOUND
ESPNOW peer is not found

ESP_ERR_ESPNOW_INTERNAL

Internal error

ESP_ERR_ESPNOW_EXIST
ESPNOW peer has existed
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ESP_ERR_ESPNOW_IF

Interface error

ESP_NOW_ETH_ALEN
Length of ESPNOW peer MAC address

ESP_NOW_KEY_LEN
Length of ESPNOW peer local master key

ESP_NOW_MAX_TOTAIL_PEER_NUM
Maximum number of ESPNOW total peers

ESP_NOW_MAX_ENCRYPT_PEER_NUM
Maximum number of ESPNOW encrypted peers

ESP_NOW_MAX_DATA_LEN
Maximum length of ESPNOW data which is sent very time

Type Definitions

typedef struct esp_now_peer_info esp_now_peer_info_t

ESPNOW peer information parameters.

typedef struct esp_now_peer_num esp_now_peer_num_t

Number of ESPNOW peers which exist currently.

typedef void (*esp_now_recv_cb_t)(const uint8_t *mac_addr, const uint8_t *data, int data_len)
Callback function of receiving ESPNOW data.

Param mac_addr peer MAC address
Param data received data
Param data_len length of received data

typedef void (*esp_now_send_cb_t)(const uint8_t *mac_addr, esp_now_send_status_t status)
Callback function of sending ESPNOW data.

Param mac_addr peer MAC address
Param status status of sending ESPNOW data (succeed or fail)

Enumerations

enum esp_now_send_status_t
Status of sending ESPNOW data .

Values:

enumerator ESP_NOW_SEND_SUCCESS
Send ESPNOW data successfully

enumerator ESP_NOW_SEND_FAIL
Send ESPNOW data fail
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ESP-WIFI-MESH Programming Guide

This is a programming guide for ESP-WIFI-MESH, including the API reference and coding examples. This guide is
split into the following parts:

ESP-WIFI-MESH Programming Model
Writing an ESP-WIFI-MESH Application
Self Organized Networking

Application Examples

API Reference

For documentation regarding the ESP-WIFI-MESH protocol, please see the ESP- WIFI-MESH API Guide. For more
information about ESP-WIFI-MESH Development Framework, please see ESP-WIFI-MESH Development Frame-
work.

Nk =

ESP-WIFI-MESH Programming Model

Software Stack The ESP-WIFI-MESH software stack is built atop the Wi-Fi Driver/FreeRTOS and may use the
LwIP Stack in some instances (i.e. the root node). The following diagram illustrates the ESP-WIFI-MESH software
stack.

Application
Mesh Stack Protocol:
(self-organized | HTTP, DNS, Other
i DHCP, ...
o : ;}mr::‘:;;gg- Components
(freeRTOS) | qow control, ...) Network Stack(LwiP)
WiFi Driver
Platform HAL

Fig. 1: ESP-WIFI-MESH Software Stack

System Events An application interfaces with ESP-WIFI-MESH via ESP-WIFI-MESH Events. Since ESP-
WIFI-MESH is built atop the Wi-Fi stack, it is also possible for the application to interface with the Wi-Fi driver
via the Wi-Fi Event Task. The following diagram illustrates the interfaces for the various System Events in an
ESP-WIFI-MESH application.

s ™ Default Events Handler
IP Events - ~,

LwlIP Stack Mesh Events Handler
- J
- ) Mesh Events

Mesh Stack ElolSlEno Application Task

Task
- vy
'd I
- Wi-Fi Events

WiFi Stack g

. J

Fig. 2: ESP-WIFI-MESH System Events Delivery
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The mesh_event_id_t defines all possible ESP-WIFI-MESH events and can indicate events such as the con-
nection/disconnection of parent/child. Before ESP-WIFI-MESH events can be used, the application must register
a Mesh Events handler via esp_event_handler_register () to the default event task. The Mesh Events
handler that is registered contain handlers for each ESP-WIFI-MESH event relevant to the application.

Typical use cases of mesh events include using events such as MESH_EVENT_PARENT_ CONNECTED and
MESH_EVENT_CHILD_CONNECTED to indicate when a node can begin transmitting data upstream and down-
stream respectively. Likewise, IP_EVENT_STA_GOT_IP and IP_EVENT_STA_LOST_TIP can be used to indi-
cate when the root node can and cannot transmit data to the external IP network.

Warning: When using ESP-WIFI-MESH under self-organized mode, users must ensure that no calls to Wi-
Fi API are made. This is due to the fact that the self-organizing mode will internally make Wi-Fi API calls
to connect/disconnect/scan etc. Any Wi-Fi calls from the application (including calls from callbacks and
handlers of Wi-Fi events) may interfere with ESP-WIFI-MESH’ s self-organizing behavior. Therefore,
user’ s should not call Wi-Fi APIs after esp_mesh_start () is called, and before esp_mesh_stop () is
called.

LwIP & ESP-WIFI-MESH The application can access the ESP-WIFI-MESH stack directly without having to
go through the LwIP stack. The LwIP stack is only required by the root node to transmit/receive data to/from an
external IP network. However, since every node can potentially become the root node (due to automatic root node
selection), each node must still initialize the LwIP stack.

Each node is required to initialize LwIP by calling tcpip_adapter_init (). In order to prevent non-root
node access to LwIP, the application should stop the following services after LwIP initialization:

e DHCP server service on the softAP interface.
¢ DHCP client service on the station interface.

The following code snippet demonstrates how to initialize LwIP for ESP-WIFI-MESH applications.

/* tcpilp initialization */
tcpip_adapter_init () ;
/*
* for mesh
* stop DHCP server on sSOftAP interface by default
* stop DHCP client on station interface by default
*/
ESP_ERROR_CHECK (tcpip_adapter_dhcps_stop (TCPIP_ADAPTER_IF_AP));
ESP_ERROR_CHECK (tcpip_adapter_dhcpc_stop (TCPIP_ADAPTER_IF_STA));

Note: ESP-WIFI-MESH requires a root node to be connected with a router. Therefore, in the event that a node
becomes the root, the corresponding handler must start the DHCP client service and immediately obtain an
IP address. Doing so will allow other nodes to begin transmitting/receiving packets to/from the external IP network.
However, this step is unnecessary if static IP settings are used.

Writing an ESP-WIFI-MESH Application The prerequisites for starting ESP-WIFI-MESH is to initialize LwIP
and Wi-Fi, The following code snippet demonstrates the necessary prerequisite steps before ESP-WIFI-MESH itself
can be initialized.

tcpip_adapter_init ();
J*
* for mesh
* stop DHCP server on softAP interface by default
* stop DHCP client on station interface by default
*/
ESP_ERROR_CHECK (tcpip_adapter_dhcps_stop (TCPIP_ADAPTER_IF_AP));

(continues on next page)
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(continued from previous page)

ESP_ERROR_CHECK (tcpip_adapter_dhcpc_stop (TCPIP_ADAPTER_IF_STA));

/* event initialization */
ESP_ERROR_CHECK (esp_event_loop_create_default ());

/* Wi-Fi initialization */

wifi_init_config_t config = WIFI_INIT_CONFIG_DEFAULT () ;

ESP_ERROR_CHECK (esp_wifi_init (&confiqg));

/* register IP events handler */

ESP_ERROR_CHECK (esp_event_handler_register (IP_EVENT, IP_EVENT_STA_GOT_IP, &ip_
—event_handler, NULL));

ESP_ERROR_CHECK (esp_wifi_set_storage (WIFI_STORAGE_FLASH));

ESP_ERROR_CHECK (esp_wifi_start ());

After initializing LwIP and Wi-Fi, the process of getting an ESP-WIFI-MESH network up and running can be
summarized into the following three steps:

1. Initialize Mesh
2. Configuring an ESP-WIFI-MESH Network
3. Start Mesh

Initialize Mesh The following code snippet demonstrates how to initialize ESP-WIFI-MESH

/* mesh initialization */

ESP_ERROR_CHECK (esp_mesh_init ());

/* register mesh events handler */

ESP_ERROR_CHECK (esp_event_handler_register (MESH_EVENT, ESP_EVENT_ANY_ID, é&mesh_
—event_handler, NULL));

Configuring an ESP-WIFI-MESH Network ESP-WIFI-MESH is configured via
esp_mesh_set_config () which receives its arguments using the mesh_cfg_t structure. The struc-
ture contains the following parameters used to configure ESP-WIFI-MESH:

Parameter Description

Channel Range from 1 to 14

Mesh ID ID of ESP-WIFI-MESH Network, see mesh_addr_t

Router Router Configuration, see mesh_router_t

Mesh AP Mesh AP Configuration, see mesh_ap_cfg_t

Crypto Functions Crypto Functions for Mesh IE, see mesh_crypto_funcs_t

The following code snippet demonstrates how to configure ESP-WIFI-MESH.

/* Enable the Mesh IE encryption by default */

mesh_cfg_t cfg = MESH_INIT_CONFIG_DEFAULT();

/* mesh ID */

memcpy ( (uint8_t *) &cfg.mesh_id, MESH_ID, 6);

/* channel (must match the router's channel) */

cfg.channel = CONFIG_MESH_CHANNEL;

/* router */

cfg.router.ssid_len = strlen (CONFIG_MESH_ROUTER_SSID);

memcpy ( (uint8_t *) &cfg.router.ssid, CONFIG_MESH_ROUTER_SSID, cfg.router.ssid_len);

memcpy ( (uint8_t *) &cfg.router.password, CONFIG_MESH_ROUTER_PASSWD,
strlen (CONFIG_MESH_ROUTER_PASSWD)) ;

/* mesh softAP */

cfg.mesh_ap.max_connection = CONFIG_MESH_AP_CONNECTIONS;

memcpy ( (uint8_t *) &cfg.mesh_ap.password, CONFIG_MESH_AP_PASSWD,
strlen (CONFIG_MESH_AP_PASSWD));

ESP_ERROR_CHECK (esp_mesh_set_config(&cfqg));
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Start Mesh The following code snippet demonstrates how to start ESP-WIFI-MESH.

/* mesh start */
ESP_ERROR_CHECK (esp_mesh_start ());

After starting ESP-WIFI-MESH, the application should check for ESP-WIFI-MESH events to determine when it
has connected to the network. After connecting, the application can start transmitting and receiving packets over the
ESP-WIFI-MESH network using esp_mesh_send () and esp_mesh_recv ().

Self Organized Networking Self organized networking is a feature of ESP-WIFI-MESH where nodes can au-
tonomously scan/select/connect/reconnect to other nodes and routers. This feature allows an ESP-WIFI-MESH net-
work to operate with high degree of autonomy by making the network robust to dynamic network topologies and
conditions. With self organized networking enabled, nodes in an ESP-WIFI-MESH network are able to carry out the
following actions without autonomously:

« Selection or election of the root node (see Automatic Root Node Selection in Building a Network)

* Selection of a preferred parent node (see Parent Node Selection in Building a Network)

* Automatic reconnection upon detecting a disconnection (see Intermediate Parent Node Failure in Managing
a Network)

When self organized networking is enabled, the ESP-WIFI-MESH stack will internally make calls to Wi-Fi APIs.
Therefore, the application layer should not make any calls to Wi-Fi APIs whilst self organized networking is
enabled as doing so would risk interfering with ESP-WIFI-MESH.

Toggling Self Organized Networking Self organized networking can be enabled or disabled by the application
at runtime by calling the esp_mesh_set_self organized () function. The function has the two following
parameters:

* bool enable specifies whether to enable or disable self organized networking.

* bool select_parent specifies whether a new parent node should be selected when enabling self orga-
nized networking. Selecting a new parent has different effects depending the node type and the node’ s current
state. This parameter is unused when disabling self organized networking.

Disabling Self Organized Networking The following code snippet demonstrates how to disable self organized
networking.

//Disable self organized networking
esp_mesh_set_self_organized(false, false);

ESP-WIFI-MESH will attempt to maintain the node’ s current Wi-Fi state when disabling self organized networking.

« If the node was previously connected to other nodes, it will remain connected.
* If the node was previously disconnected and was scanning for a parent node or router, it will stop scanning.
* If the node was previously attempting to reconnect to a parent node or router, it will stop reconnecting.

Enabling Self Organized Networking ESP-WIFI-MESH will attempt to maintain the node’ s current Wi-Fi state
when enabling self organized networking. However, depending on the node type and whether a new parent is selected,
the Wi-Fi state of the node can change. The following table shows effects of enabling self organized networking.
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Select Parent Is Root Node Effects
N N

* Nodes already connected to a
parent node will remain con-
nected.

e Nodes previously scan-
ning for a parent nodes
will stop scanning.  Call
esp_mesh_connect ()
to restart.

* A root node already con-
nected to router will stay con-
nected.

* A root node disconnected
from router will need to call
esp_mesh_connect ()
to reconnect.

* Nodes without a parent node
will automatically select a
preferred parent and connect.

* Nodes already connected to
a parent node will discon-
nect, reselect a preferred par-
ent node, and connect.

« For a root node to connect to
a parent node, it must give up
it’ s role as root. Therefore,
a root node will disconnect
from the router and all child
nodes, select a preferred par-
ent node, and connect.

The following code snipping demonstrates how to enable self organized networking.

//Enable self organized networking and select a new parent
esp_mesh_set_self_organized(true, true);

//Enable self organized networking and manually reconnect
esp_mesh_set_self_organized(true, false);
esp_mesh_connect () ;

Calling Wi-Fi API There can be instances in which an application may want to directly call Wi-Fi API whilst
using ESP-WIFI-MESH. For example, an application may want to manually scan for neighboring APs. However,
self organized networking must be disabled before the application calls any Wi-Fi APIs. This will prevent the
ESP-WIFI-MESH stack from attempting to call any Wi-Fi APIs and potentially interfering with the application’ s
calls.

Therefore,  application calls to Wi-Fi APIs should be placed in Dbetween calls of
esp_mesh_set_self_organized () which disable and enable self organized networking. The follow-
ing code snippet demonstrates how an application can safely call esp_wifi_scan_start () whilst using
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ESP-WIFI-MESH.

//Disable self organized networking
esp_mesh_set_self_organized (0, 0);

//Stop any scans already in progress

esp_wifi_scan_stop();

//Manually start scan. Will automatically stop when run to completion
esp_wifi_scan_start();

//Process scan results

//Re—enable self organized networking if still connected
esp_mesh_set_self_organized(l, 0);

//Re—enable self organized networking if non-root and disconnected
esp_mesh_set_self_organized(l, 1);

//Re—enable self organized networking if root and disconnected
esp_mesh_set_self_organized(l, 0); //Don't select new parent
esp_mesh_connect () ; //Manually reconnect to router

Application Examples ESP-IDF contains these ESP-WIFI-MESH example projects:

The Internal Communication Example demonstrates how to set up a ESP-WIFI-MESH network and have the root
node send a data packet to every node within the network.

The Manual Networking Example demonstrates how to use ESP-WIFI-MESH without the self-organizing features.
This example shows how to program a node to manually scan for a list of potential parent nodes and select a parent
node based on custom criteria.

API Reference

Header File

* components/esp_wifi/include/esp_mesh.h

Functions
esp_err_t esp_mesh_init (void)

Mesh initialization.

* Check whether Wi-Fi is started.
* Initialize mesh global variables with default values.

Attention This API shall be called after Wi-Fi is started.

Returns
« ESP_OK
 ESP_FAIL
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esp_err_t esp_mesh_deinit (void)

Mesh de-initialization.

* Release resources and stop the mesh

Returns
 ESP_OK
e ESP_FAIL

esp_err_t esp_mesh_start (void)
Start mesh.

* Initialize mesh IE.

« Start mesh network management service.

 Create TX and RX queues according to the configuration.
» Register mesh packets receive callback.

Attention This API shall be called after mesh initialization and configuration.

Returns
 ESP_OK
e ESP_FAIL
* ESP_ERR_MESH_NOT_INIT
e ESP_ERR_MESH_NOT_CONFIG
 ESP_ERR_MESH_NO_MEMORY

esp_err_t esp_mesh_stop (void)
Stop mesh.

¢ Deinitialize mesh IE.

 Disconnect with current parent.

» Disassociate all currently associated children.

* Stop mesh network management service.

» Unregister mesh packets receive callback.

¢ Delete TX and RX queues.

* Release resources.

* Restore Wi-Fi softAP to default settings if Wi-Fi dual mode is enabled.
* Set Wi-Fi Power Save type to WIFI_PS_NONE.

Returns
 ESP_OK
e ESP_FAIL

esp_err_t esp_mesh_send (const mesh_addr_t *to, const mesh_data_t *data, int flag, const mesh_opt_t opt[],
int opt_count)

Send a packet over the mesh network.

» Send a packet to any device in the mesh network.
» Send a packet to external IP network.

Attention This API is not reentrant.
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Parameters
* to —[in] the address of the final destination of the packet

— If the packet is to the root, set this parameter to NULL.

— If the packet is to an external IP network, set this parameter to the IPv4:PORT combi-
nation. This packet will be delivered to the root firstly, then the root will forward this
packet to the final IP server address.

* data [in] pointer to a sending mesh packet

— Field size should not exceed MESH_MPS. Note that the size of one mesh packet should
not exceed MESH_MTU.

— Field proto should be set to data protocol in use (default is MESH_PROTO_BIN for
binary).

— Field tos should be set to transmission tos (type of service) in use (default is
MESH_TOS_P2P for point-to-point reliable).

e flag —[in] bitmap for data sent

— Speed up the route search
* If the packet is to the root and “to” parameter is NULL, set this parameter to O.

* If the packet is to an internal device, MESH_DATA_P2P should be set.

* If the packet is to the root ( “to” parameter isn’ t NULL) or to external IP network,
MESH_DATA_TODS should be set.

* If the packet is from the root to an internal device, MESH_DATA_FROMDS should
be set.

— Specify whether this API is block or non-block, block by default
* If needs non-blocking, MESH_DATA_NONBLOCK should be set. Otherwise, may

use esp_mesh_send_block_time() to specify a blocking time.

— In the situation of the root change, MESH_DATA_DROP identifies this packet can be
dropped by the new root for upstream data to external IP network, we try our best to
avoid data loss caused by the root change, but there is a risk that the new root is running
out of memory because most of memory is occupied by the pending data which isn’ t
read out in time by esp_mesh_recv_toDS().

Generally, we suggest esp_mesh_recv_toDS() is called after a connection with IP net-
work is created. Thus data outgoing to external IP network via socket is just from
reading esp_mesh_recv_toDS() which avoids unnecessary memory copy.

* opt —[in] options

— In case of sending a packet to a certain group, MESH_OPT_SEND_GROUP is a good
choice. In this option, the value field should be set to the target receiver addresses in
this group.

— Root sends a packet to an internal device, this packet is from external IP network in case
the receiver device responds this packet, MESH_OPT_RECV_DS_ADDR is required
to attach the target DS address.

* opt_count —[in] option count

— Currently, this API only takes one option, so opt_count is only supported to be 1.

Returns

* ESP_OK

» ESP_FAIL

* ESP_ERR_MESH_ARGUMENT

* ESP_ERR_MESH_NOT_START

» ESP_ERR_MESH_DISCONNECTED

» ESP_ERR_MESH_OPT_UNKNOWN

» ESP_ERR_MESH_EXCEED_MTU

* ESP_ERR_MESH_NO_MEMORY

» ESP_ERR_MESH_TIMEOUT

» ESP_ERR_MESH_QUEUE_FULL

» ESP_ERR_MESH_NO_ROUTE_FOUND

» ESP_ERR_MESH_DISCARD

esp_err_t esp_mesh_send_block_time (uint32_t time_ms)

Set blocking time of esp_mesh_send()
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Attention This API shall be called before mesh is started.

Parameters time_ms —[in] blocking time of esp_mesh_send(), unit:ms
Returns
e« ESP_OK

esp_err_t esp_mesh_recv (mesh_addr_t *from, mesh_data_t *data, int timeout_ms, int *flag, mesh_opt_t
opt[], int opt_count)

Receive a packet targeted to self over the mesh network.

flag could be MESH_DATA_FROMDS or MESH_DATA_TODS.

Attention Mesh RX queue should be checked regularly to avoid running out of memory.
» Use esp_mesh_get_rx_pending() to check the number of packets available in the queue waiting to
be received by applications.

Parameters
» from —[out] the address of the original source of the packet
* data —[out] pointer to the received mesh packet
— Field proto is the data protocol in use. Should follow it to parse the received data.
— Field tos is the transmission tos (type of service) in use.
* timeout_ms —[in] wait time if a packet isn’ t immediately available (O:no wait, port-
MAX_DELAY :wait forever)
* flag —[out] bitmap for data received
— MESH_DATA_FROMDS represents data from external IP network
— MESH_DATA_TODS represents data directed upward within the mesh network
* opt —[out] options desired to receive
— MESH_OPT_RECV_DS_ADDR attaches the DS address
* opt_count —[in] option count desired to receive
— Currently, this API only takes one option, so opt_count is only supported to be 1.
Returns
* ESP_OK
* ESP_ERR_MESH_ARGUMENT
* ESP_ERR_MESH_NOT_START
* ESP_ERR_MESH_TIMEOUT
» ESP_ERR_MESH_DISCARD

esp_err_t esp_mesh_recv_toDS (mesh_addr_t *from, mesh_addr_t *to, mesh_data_t *data, int timeout_ms,
int *flag, mesh_opt_t opt[], int opt_count)

Receive a packet targeted to external IP network.

* Root uses this API to receive packets destined to external IP network

* Root forwards the received packets to the final destination via socket.

* If no socket connection is ready to send out the received packets and this esp_mesh_recv_toDS() hasn
t been called by applications, packets from the whole mesh network will be pending in toDS queue.

)

Use esp_mesh_get_rx_pending() to check the number of packets available in the queue waiting to be received
by applications in case of running out of memory in the root.

Using esp_mesh_set_xon_gsize() users may configure the RX queue size, default:32. If this size is too large,
and esp_mesh_recv_toDS() isn’ t called in time, there is a risk that a great deal of memory is occupied by the
pending packets. If this size is too small, it will impact the efficiency on upstream. How to decide this value
depends on the specific application scenarios.

flag could be MESH_DATA_TODS.
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Attention This API is only called by the root.

Parameters

Returns

from [out] the address of the original source of the packet

to —[out] the address contains remote IP address and port (IPv4:PORT)

data —[out] pointer to the received packet

— Contain the protocol and applications should follow it to parse the data.

timeout_ms —[in] wait time if a packet isn’ t immediately available (0:no wait, port-

MAX_DELAY:wait forever)

flag —[out] bitmap for data received

— MESH_DATA_TODS represents the received data target to external IP network. Root
shall forward this data to external IP network via the association with router.

opt —[out] options desired to receive

opt_count —[in] option count desired to receive

ESP_OK
ESP_ERR_MESH_ARGUMENT
ESP_ERR_MESH_NOT_START
ESP_ERR_MESH_TIMEOUT
ESP_ERR_MESH_DISCARD
ESP_ERR_MESH_RECV_RELEASE

esp_err_t esp_mesh_set_config (const mesh_cfg_t *config)

Set mesh stack configuration.

fault.

Use MESH_INIT_CONFIG_DEFAULT() to initialize the default values, mesh IE is encrypted by de-

¢ Mesh network is established on a fixed channel (1-14).
* Mesh event callback is mandatory.

¢ Mesh ID

is an identifier of an MBSS. Nodes with the same mesh ID can communicate with each other.

* Regarding to the router configuration, if the router is hidden, BSSID field is mandatory.

If BSSID field

with the same

Root conflict function could eliminate redundant roots connected with the same BSSID, but couldn’ t handle
roots connected with different BSSID. Because users might have such requirements of setting up routers with
same SSID for the future replacement. But in that case, if the above situations happen, please make sure
applications implement forward functions on the root to guarantee devices in different mesh networks can
communicate with each other. max_connection of mesh softAP is limited by the max number of Wi-Fi softAP

isn’ tset and there exists more than one router with same SSID, there is a risk that more roots
than one connected with different BSSID will appear. It means more than one mesh network is established

mesh ID.

supported (max:10).

Attention This API shall be called before mesh is started after mesh is initialized.

Parameters config —[in] pointer to mesh stack configuration

Returns

ESP_OK
ESP_ERR_MESH_ARGUMENT
ESP_ERR_MESH_NOT_ALLOWED

esp_err_t esp_mesh_get_config (mesh_cfg_t *config)

Get mesh stack configuration.

Parameters config —[out] pointer to mesh stack configuration

Returns

ESP_OK
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* ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_set_router (const mesh_router_t *router)

Get router configuration.

Attention This API is used to dynamically modify the router configuration after mesh is configured.

Parameters router —[in] pointer to router configuration
Returns

* ESP_OK

» ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_get_router (mesh_router_t *router)
Get router configuration.
Parameters router —[out] pointer to router configuration
Returns
« ESP_OK
e ESP_ERR_MESH_ARGUMENT
esp_err_t esp_mesh_set_id (const mesh_addr_t *id)

Set mesh network ID.

Attention This API is used to dynamically modify the mesh network ID.

Parameters id —[in] pointer to mesh network ID
Returns
* ESP_OK
* ESP_ERR_MESH_ARGUMENT: invalid argument

esp_err_t esp_mesh_get_id (mesh_addr_t *id)
Get mesh network ID.
Parameters id —[out] pointer to mesh network ID
Returns
« ESP_OK
 ESP_ERR_MESH_ARGUMENT
esp_err_t esp_mesh_set_type (mesh_type_t type)
Designate device type over the mesh network.

MESH_IDLE: designates a device as a self-organized node for a mesh network
MESH_ROOT: designates the root node for a mesh network

MESH_LEAF: designates a device as a standalone Wi-Fi station that connects to a parent
MESH_STA: designates a device as a standalone Wi-Fi station that connects to a router

L]

Parameters type —[in] device type
Returns
 ESP_OK
e ESP_ERR_MESH_NOT_ALLOWED

mesh_type_t esp_mesh_get_type (void)
Get device type over mesh network.
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Attention This API shall be called after having received the event
MESH_EVENT_PARENT_CONNECTED.

Returns mesh type

esp_err_t esp_mesh_set_max_layer (int max_layer)

Set network max layer value.

« for tree topology, the max is 25.
* for chain topology, the max is 1000.
* Network max layer limits the max hop count.

Attention This API shall be called before mesh is started.

Parameters max_layer —[in] max layer value

Returns
« ESP_OK
¢« ESP_ERR_MESH_ARGUMENT
e ESP_ERR_MESH_NOT_ALLOWED

int esp_mesh_get_max_layer (void)
Get max layer value.
Returns max layer value
esp_err_t esp_mesh_set_ap_password (const uint§_t *pwd, int len)

Set mesh softAP password.

Attention This API shall be called before mesh is started.

Parameters
» pwd —[in] pointer to the password

* len —[in] password length

Returns
« ESP_OK
e ESP_ERR_MESH_ARGUMENT
 ESP_ERR_MESH_NOT_ALLOWED

esp_err_t esp_mesh_set_ap_authmode (wifi_auth_mode_t authmode)

Set mesh softAP authentication mode.

Attention This API shall be called before mesh is started.

Parameters authmode —[in] authentication mode

Returns
« ESP_OK
¢ ESP_ERR_MESH_ARGUMENT
 ESP_ERR_MESH_NOT_ALLOWED

wifi_auth_mode_t esp_mesh_get_ap_authmode (void)

Get mesh softAP authentication mode.

Returns authentication mode
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esp_err_t esp_mesh_set_ap_connections (int connections)

Set mesh max connection value.

¢ Set mesh softAP max connection = mesh max connection + non-mesh max connection

Attention This API shall be called before mesh is started.

Parameters connections —[in] the number of max connections
Returns

« ESP_OK

* ESP_ERR_MESH_ARGUMENT

int esp_mesh_get_ap_connections (void)

Get mesh max connection configuration.
Returns the number of mesh max connections

int esp_mesh_get_non_mesh_connections (void)

Get non-mesh max connection configuration.
Returns the number of non-mesh max connections

int esp_mesh_get_layer (void)

Get current layer value over the mesh network.

Attention This API shall be called after having received the event
MESH_EVENT_PARENT_CONNECTED.

Returns layer value

esp_err_t esp_mesh_get_parent_bssid (mesh_addr_t *bssid)
Get the parent BSSID.

Attention This API shall be called after having received the event
MESH_EVENT_PARENT_CONNECTED.

Parameters bssid —[out] pointer to parent BSSID
Returns

* ESP_OK

» ESP_FAIL

bool esp_mesh_is_root (void)

Return whether the device is the root node of the network.
Returns true/false

esp_err_t esp_mesh_set_self_organized (bool enable, bool select_parent)

Enable/disable self-organized networking.

 Self-organized networking has three main functions: select the root node; find a preferred parent; initiate
reconnection if a disconnection is detected.

* Self-organized networking is enabled by default.

* If self-organized is disabled, users should set a parent for the device via esp_mesh_set_parent().
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Attention This API is used to dynamically modify whether to enable the self organizing.

Parameters
* enable —[in] enable or disable self-organized networking
* select_parent —[in] Only valid when self-organized networking is enabled.
— if select_parent is set to true, the root will give up its mesh root status and search for a
new parent like other non-root devices.
Returns
* ESP_OK
» ESP_FAIL

bool esp_mesh_get_self_ organized (void)

Return whether enable self-organized networking or not.

Returns true/false

esp_err_t esp_mesh_waive_root (const mesh_vote_t *vote, int reason)

Cause the root device to give up (waive) its mesh root status.

¢ A device is elected root primarily based on RSSI from the external router.

« If external router conditions change, users can call this API to perform a root switch.

* In this API, users could specify a desired root address to replace itself or specify an attempts value to
ask current root to initiate a new round of voting. During the voting, a better root candidate would be
expected to find to replace the current one.

* If no desired root candidate, the vote will try a specified number of attempts (at least 15). If no better
root candidate is found, keep the current one. If a better candidate is found, the new better one will send
a root switch request to the current root, current root will respond with a root switch acknowledgment.

 After that, the new candidate will connect to the router to be a new root, the previous root will disconnect
with the router and choose another parent instead.

Root switch is completed with minimal disruption to the whole mesh network.

Attention This API is only called by the root.

Parameters

* vote —[in] vote configuration
If this parameter is set NULL, the vote will perform the default 15 times.
Field percentage threshold is 0.9 by default.
Field is_rc_specified shall be false.
Field attempts shall be at least 15 times.

* reason —[in] only accept MESH_VOTE_REASON_ROOT_INITIATED for now
Returns

* ESP_OK

» ESP_ERR_MESH_QUEUE_FULL

» ESP_ERR_MESH_DISCARD

» ESP_FAIL

esp_err_t esp_mesh_set_vote_percentage (float percentage)

Set vote percentage threshold for approval of being a root (default:0.9)

* During the networking, only obtaining vote percentage reaches this threshold, the device could be a root.

Attention This API shall be called before mesh is started.

Parameters percentage —[in] vote percentage threshold
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Returns
« ESP_OK
 ESP_FAIL

float esp_mesh_get_vote_percentage (void)

Get vote percentage threshold for approval of being a root.
Returns percentage threshold

esp_err_t esp_mesh_set_ap_assoc_expire (int seconds)

Set mesh softAP associate expired time (default:10 seconds)

¢ If mesh softAP hasn’ t received any data from an associated child within this time, mesh softAP will
take this child inactive and disassociate it.
 If mesh softAP is encrypted, this value should be set a greater value, such as 30 seconds.

Parameters seconds —[in] the expired time
Returns

« ESP_OK

» ESP_FAIL

int esp_mesh_get_ap_assoc_expire (void)

Get mesh softAP associate expired time.
Returns seconds

int esp_mesh_get_total_node_num (void)

Get total number of devices in current network (including the root)

Attention The returned value might be incorrect when the network is changing.
Returns total number of devices (including the root)

int esp_mesh_get_routing_table_size (void)
Get the number of devices in this device’ s sub-network (including self)

Returns the number of devices over this device’ s sub-network (including self)

esp_err_t esp_mesh_get_routing_table (mesh_addr_t *mac, int len, int *size)

Get routing table of this device’ s sub-network (including itself)

Parameters

* mac —[out] pointer to routing table

* len —[in] routing table size(in bytes)

* size —[out] pointer to the number of devices in routing table (including itself)
Returns

* ESP_OK

* ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_post_toDS_state (bool reachable)
Post the toDS state to the mesh stack.

Attention This API is only for the root.
Parameters reachable —[in] this state represents whether the root is able to access external I[P

network
Returns
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* ESP_OK
» ESP_FAIL

esp_err_t esp_mesh_get_tx_pending (mesh_tx_pending t *pending)
Return the number of packets pending in the queue waiting to be sent by the mesh stack.
Parameters pending —[out] pointer to the TX pending
Returns
* ESP_OK
* ESP_FAIL
esp_err_t esp_mesh_get_rx_pending (mesh_rx_pending_t *pending)
Return the number of packets available in the queue waiting to be received by applications.
Parameters pending —[out] pointer to the RX pending
Returns
* ESP_OK
» ESP_FAIL
int esp_mesh_available_txupQ_num (const mesh_addr_t *addr, uint32_t *xseqno_in)
Return the number of packets could be accepted from the specified address.
Parameters
e addr —[in] self address or an associate children address
* xseqno_in —[out] sequence number of the last received packet from the specified ad-
dress
Returns the number of upQ for a certain address
esp_err_t esp_mesh_set_xon_gsize (int gsize)

Set the number of RX queue for the node, the average number of window allocated to one of its child node is:
wnd = xon_gsize / (2 * max_connection + 1). However, the window of each child node is not strictly equal to
the average value, it is affected by the traffic also.

Attention This API shall be called before mesh is started.

Parameters gsize —[in] default:32 (min:16)
Returns

 ESP_OK

e ESP_FAIL

int esp_mesh_get_xon_gsize (void)

Get queue size.
Returns the number of queue

esp_err_t esp_mesh_allow_root_conflicts (bool allowed)
Set whether allow more than one root existing in one network.
Parameters allowed —[in] allow or not
Returns
* ESP_OK
e ESP_WIFI_ERR_NOT_INIT
o ESP_WIFI_ERR_NOT_START
bool esp_mesh_is_root_conflicts_allowed (void)
Check whether allow more than one root to exist in one network.

Returns true/false
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esp_err_t esp_mesh_set_group_id (const mesh_addr_t *addr, int num)
Set group ID addresses.
Parameters
* addr —[in] pointer to new group ID addresses
* num —[in] the number of group ID addresses
Returns
* ESP_OK
* ESP_MESH_ERR_ARGUMENT
esp_err_t esp_mesh_delete_group_id (const mesh_addr_t *addr, int num)
Delete group ID addresses.
Parameters
* addr —[in] pointer to deleted group ID address
* num —[in] the number of group ID addresses
Returns
* ESP_OK
* ESP_MESH_ERR_ARGUMENT
int esp_mesh_get_group_num (void)
Get the number of group ID addresses.

Returns the number of group ID addresses

esp_err_t esp_mesh_get_group_list (mesh_addr_t *addr, int num)
Get group ID addresses.
Parameters
* addr —[out] pointer to group ID addresses
* num —[in] the number of group ID addresses
Returns
* ESP_OK
* ESP_MESH_ERR_ARGUMENT
bool esp_mesh_is_my_group (const mesh_addr_t *addr)
Check whether the specified group address is my group.

Returns true/false

esp_err_t esp_mesh_set_capacity_num (int num)

Set mesh network capacity (max:1000, default:300)

Attention This API shall be called before mesh is started.

Parameters num —[in] mesh network capacity
Returns
* ESP_OK
» ESP_ERR_MESH_NOT_ALLOWED
* ESP. MESH_ERR_ARGUMENT

int esp_mesh_get_capacity_num (void)

Get mesh network capacity.
Returns mesh network capacity

esp_err_t esp_mesh_set_ie_crypto_funcs (const mesh_crypto_funcs_t *crypto_funcs)
Set mesh IE crypto functions.

Attention This API can be called at any time after mesh is initialized.
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Parameters crypto_funcs —[in] crypto functions for mesh IE
e If crypto_funcs is set to NULL, mesh IE is no longer encrypted.

Returns
« ESP_OK

esp_err_t esp_mesh_set_ie_crypto_key (const char *key, int len)

Set mesh IE crypto key.

Attention This API can be called at any time after mesh is initialized.

Parameters

* key —[in] ASCII crypto key

* len —[in] length in bytes, range:8~64
Returns

» ESP_OK

» ESP_MESH_ERR_ARGUMENT

esp_err_t esp_mesh_get_ie_crypto_key (char *key, int len)
Get mesh IE crypto key.
Parameters
* key —[out] ASCII crypto key
* len —[in] length in bytes, range:8~64
Returns
* ESP_OK
* ESP_MESH_ERR_ARGUMENT
esp_err_t esp_mesh_set_root_healing_delay (int delay_ms)
Set delay time before starting root healing.
Parameters delay_ms —[in] delay time in milliseconds

Returns
« ESP_OK

int esp_mesh_get_root_healing_delay (void)
Get delay time before network starts root healing.

Returns delay time in milliseconds

esp_err_t esp_mesh_fix_root (bool enable)

Enable network Fixed Root Setting.

» Enabling fixed root disables automatic election of the root node via voting.
* All devices in the network shall use the same Fixed Root Setting (enabled or disabled).
« If Fixed Root is enabled, users should make sure a root node is designated for the network.

Parameters enable —[in] enable or not
Returns
 ESP_OK
bool esp_mesh_is_root_fixed (void)

Check whether network Fixed Root Setting is enabled.

* Enable/disable network Fixed Root Setting by API esp_mesh_fix_root().
* Network Fixed Root Setting also changes with the “flag” value in parent networking IE.

Returns true/false
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esp_err_t esp_mesh_set_parent (const wifi_config_t *parent, const mesh_addr_t *parent_mesh_id,
mesh_type_t my_type, int my_layer)

Set a specified parent for the device.

Attention This API can be called at any time after mesh is configured.

Parameters
* parent —[in] parent configuration, the SSID and the channel of the parent are mandatory.
— If the BSSID is set, make sure that the SSID and BSSID represent the same parent,
otherwise the device will never find this specified parent.
* parent_mesh_id —[in] parent mesh ID,
— If this value is not set, the original mesh ID is used.
* my_type —[in] mesh type
— MESH_STA is not supported.
— If the parent set for the device is the same as the router in the network configuration,
then my_type shall set MESH_ROOT and my_layer shall set MESH_ROOT_LAYER.
* my_layer —[in] mesh layer
— my_layer of the device may change after joining the network.
- If my_type is set MESH NODE, my_layer shall be greater than
MESH_ROOT_LAYER.
— If my_type is set MESH_LEATF, the device becomes a standalone Wi-Fi station and no
longer has the ability to extend the network.
Returns
* ESP_OK
» ESP_ERR_ARGUMENT
» ESP_ERR_MESH_NOT_CONFIG

esp_err_t esp_mesh_scan_get_ap_ie_1len (int *len)

Get mesh networking IE length of one AP.

Parameters len [out] mesh networking IE length
Returns

* ESP_OK

* ESP_ERR_WIFI_NOT_INIT

* ESP_ERR_WIFI_ARG

* ESP_ERR_WIFI_FAIL

esp_err_t esp_mesh_scan_get_ap_record (wifi_ap_record_t *ap_record, void *buffer)
Get AP record.

Attention Different from esp_wifi_scan_get_ap_records(), this API only gets one of APs scanned each time.
See “manual_networking” example.

Parameters

* ap_record —[out] pointer to one AP record

* buffer [out] pointer to the mesh networking IE of this AP
Returns

« ESP_OK

e ESP_ERR_WIFI_NOT_INIT

« ESP_ERR_WIFI_ARG

e ESP_ERR_WIFI_FAIL

esp_err_t esp_mesh_flush_upstream_packets (void)

Flush upstream packets pending in to_parent queue and to_parent_p2p queue.

Returns
« ESP_OK
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esp_err_t esp_mesh_get_subnet_nodes_num (const mesh_addr_t *child_mac, int *nodes_num)

Get the number of nodes in the subnet of a specific child.

Parameters

* child_mac —[in] an associated child address of this device

* nodes_num —[out] pointer to the number of nodes in the subnet of a specific child
Returns

 ESP_OK

e ESP_ERR_MESH_NOT_START

* ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_get_subnet_nodes_1list (const mesh_addr_t *child_mac, mesh_addr_t *nodes, int
nodes_num)

Get nodes in the subnet of a specific child.

Parameters

e child_mac —[in] an associated child address of this device

* nodes —[out] pointer to nodes in the subnet of a specific child

* nodes_num —[in] the number of nodes in the subnet of a specific child
Returns

« ESP_OK

e ESP_ERR_MESH_NOT_START

e ESP_ERR_MESH_ARGUMENT

esp_err_t esp_mesh_disconnect (void)
Disconnect from current parent.
Returns
* ESP_OK
esp_err_t esp_mesh_connect (void)
Connect to current parent.
Returns
* ESP_OK
esp_err_t esp_mesh_flush_scan_result (void)
Flush scan result.
Returns
* ESP_OK
esp_err_t esp_mesh_switch_channel (const uint8_t *new_bssid, int csa_newchan, int csa_count)

Cause the root device to add Channel Switch Announcement Element (CSA IE) to beacon.

¢ Set the new channel
» Set how many beacons with CSA IE will be sent before changing a new channel
* Enable the channel switch function

Attention This API is only called by the root.

Parameters
* new_bssid —[in] the new router BSSID if the router changes
* csa_newchan —[in] the new channel number to which the whole network is moving
* csa_count -[in] channel switch period(beacon count), unit is based on beacon interval
of its softAP, the default value is 15.
Returns
« ESP_OK
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esp_err_t esp_mesh_get_router_bssid (uint8_t *router_bssid)
Get the router BSSID.
Parameters router_bssid —[out] pointer to the router BSSID
Returns
* ESP_OK
e ESP_ERR_WIFI_NOT_INIT
« ESP_ERR_WIFI_ARG
intb4_t esp_mesh_get_tsf_time (void)
Get the TSF time.

Returns the TSF time

esp_err_t esp_mesh_set_topology (esp_mesh_topology_t topo)
Set mesh topology. The default value is MESH_TOPO_TREE.

e MESH_TOPO_CHAIN supports up to 1000 layers

Attention This API shall be called before mesh is started.

Parameters topo —[in] MESH_TOPO_TREE or MESH_TOPO_CHAIN
Returns

« ESP_OK

e« ESP_MESH_ERR_ARGUMENT

e« ESP_ERR_MESH_NOT_ALLOWED

esp_mesh_topology_t esp_mesh_get_topology (void)
Get mesh topology.

Returns MESH_TOPO_TREE or MESH_TOPO_CHAIN

esp_err_t esp_mesh_enable_ps (void)

Enable mesh Power Save function.

Attention This API shall be called before mesh is started.

Returns
* ESP_OK
* ESP_ERR_WIFI_NOT_INIT
e ESP_ERR_MESH_NOT_ALLOWED

esp_err_t esp_mesh_disable_ps (void)

Disable mesh Power Save function.

Attention This API shall be called before mesh is started.

Returns
« ESP_OK
e ESP_ERR_WIFI_NOT_INIT
e ESP_ERR_MESH_NOT_ALLOWED

bool esp_mesh_is_ps_enabled (void)

Check whether the mesh Power Save function is enabled.

Returns true/false
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bool esp_mesh_is_device_active (void)

Check whether the device is in active state.

¢ If the device is not in active state, it will neither transmit nor receive frames.
Returns true/false

esp_err_t esp_mesh_set_active_duty_cycle (int dev_duty, int dev_duty_type)
Set the device duty cycle and type.

* The range of dev_duty values is 1 to 100. The default value is 10.

e dev_duty = 100, the PS will be stopped.

e dev_duty is better to not less than 5.

e dev_duty_type could be MESH_PS_DEVICE_DUTY_REQUEST or
MESH_PS_DEVICE_DUTY_DEMAND.

e If dev_duty_type is set to MESH_PS_DEVICE_DUTY_REQUEST, the device will use a nwk_duty
provided by the network.

e If dev_duty_type is set to MESH_PS_DEVICE_DUTY_DEMAND, the device will use the specified
dev_duty.

Attention This API can be called at any time after mesh is started.

Parameters
* dev_duty —[in] device duty cycle
* dev_duty_type [in] device PS duty cycle type, not  accept
MESH_PS_NETWORK_DUTY_MASTER
Returns
* ESP_OK
» ESP_FAIL

esp_err_t esp_mesh_get_active_duty_cycle (int *dev_duty, int *dev_duty_type)
Get device duty cycle and type.

Parameters

* dev_duty [out] device duty cycle

* dev_duty_type —[out] device PS duty cycle type
Returns

* ESP_OK

esp_err_t esp_mesh_set_network_duty_cycle (int nwk_duty, int duration_mins, int applied_rule)
Set the network duty cycle, duration and rule.

» The range of nwk_duty values is 1 to 100. The default value is 10.

e nwk_duty is the network duty cycle the entire network or the up-link path will use. A device that suc-
cessfully sets the nwk_duty is known as a NWK-DUTY-MASTER.

e duration_mins specifies how long the specified nwk_duty will be used. Once duration_mins expires, the
root will take over as the NWK-DUTY-MASTER. If an existing NWK-DUTY-MASTER leaves the
network, the root will take over as the NWK-DUTY-MASTER again.

e duration_mins = (-1) represents nwk_duty will be used until a new NWK-DUTY-MASTER with a dif-
ferent nwk_duty appears.

¢ Only the root can set duration_mins to (-1).

 If applied_rule is set to MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE, the nwk_duty will be
used by the entire network.
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* If applied_rule is set to MESH_PS_NETWORK_DUTY_APPLIED_UPLINK, the nwk_duty will only
be used by the up-link path nodes.

* The root does not accept MESH_PS_NETWORK_DUTY_APPLIED_UPLINK.

¢ A nwk_duty with duration_mins(-1) set by the root is the default network duty cycle used by the entire
network.

Attention This API can be called at any time after mesh is started.

* In self-organized network, if this API is called before mesh is started in all devices, (1)nwk_duty
shall be set to the same value for all devices; (2)duration_mins shall be set to (-1); (3)applied_rule
shall be set to MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE; after the voted root appears,
the root will become the NWK-DUTY-MASTER and broadcast the nwk_duty and its identity of
NWK-DUTY-MASTER.

* If the root is specified (FIXED-ROQOT), call this API in the root to provide a default nwk_duty for
the entire network.

¢ After joins the network, any device can call this API to change the nwk_duty, duration_mins or
applied_rule.

Parameters

* nwk_duty -[in] network duty cycle

e duration_mins —[in] duration (unit: minutes)

* applied_rule [in] only support MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE
Returns

e« ESP_OK

e ESP_FAIL

esp_err_t esp_mesh_get_network_duty_cycle (int *nwk_duty, int *duration_mins, int *dev_duty_type,
int *applied_rule)

Get the network duty cycle, duration, type and rule.

Parameters

* nwk_duty —[out] current network duty cycle

* duration_mins —[out] the duration of current nwk_duty

e dev_duty_type —[out] if it includes MESH_PS_DEVICE_DUTY_MASTER, this

device is the current NWK-DUTY-MASTER.

e applied_rule —[out] MESH_PS_NETWORK_DUTY_APPLIED_ENTIRE
Returns

e« ESP_OK

int esp_mesh_get_running_active_duty_cycle (void)
Get the running active duty cycle.

¢ The running active duty cycle of the root is 100.

e If duty type is set to MESH_PS_DEVICE_DUTY_REQUEST, the running active duty cycle is nwk_duty
provided by the network.

e If duty type is set to MESH_PS_DEVICE_DUTY_DEMAND, the running active duty cycle is dev_duty
specified by the users.

¢ In a mesh network, devices are typically working with a certain duty-cycle (transmitting, receiving and
sleep) to reduce the power consumption. The running active duty cycle decides the amount of awake
time within a beacon interval. At each start of beacon interval, all devices wake up, broadcast beacons,
and transmit packets if they do have pending packets for their parents or for their children. Note that
Low-duty-cycle means devices may not be active in most of the time, the latency of data transmission
might be greater.

Returns the running active duty cycle
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esp_err_t esp_mesh_ps_duty_signaling (int fwd_times)
Duty signaling.

Parameters fwd_times —[in] the times of forwarding duty signaling packets
Returns
* ESP_OK

Unions

union mesh_addr_t

#include <esp_mesh.h> Mesh address.

Public Members

uint8_t addr[6]

mac address

mip_t mip

mip address

union mesh_event_info_t

#include <esp_mesh.h> Mesh event information.

Public Members

mesh_event_channel_switch_t channel_switch

channel switch

mesh_event_child_connected_t child_connected

child connected

mesh_event_child_disconnected_t child_disconnected

child disconnected

mesh_event_routing_table_change_t routing_table

routing table change

mesh_event_connected_t connected

parent connected

mesh_event_disconnected_t disconnected

parent disconnected

mesh_event_no_parent_found_t no_parent

no parent found

mesh_event_layer_change_t layer change

layer change
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mesh_event_toDS_state_t toDS_state

toDS state, devices shall check this state firstly before trying to send packets to external IP network. This
state indicates right now whether the root is capable of sending packets out. If not, devices had better to
wait until this state changes to be MESH_TODS_REACHABLE.

mesh_event_vote_started_t vote_started

vote started

mesh_event_root_address_t root_addr

root address

mesh_event_root_switch_req_t switch_req

root switch request

mesh_event_root_conflict t root_conflict

other powerful root

mesh_event_root_fixed_t root_fixed

fixed root

mesh_event_scan_done_t scan_done

scan done

mesh_event_network_state_t network_state

network state, such as whether current mesh network has a root.

mesh_event_find_network_t £ind_network

network found that can join

mesh_event_router_switch_t router_switch

new router information

mesh_event_ps_duty_t ps_duty

PS duty information

union mesh_rc_config_t

#include <esp_mesh.h> Vote address configuration.

Public Members

int attempts

max vote attempts before a new root is elected automatically by mesh network. (min:15, 15 by default)

mesh_addr_t re_addr

a new root address specified by users for API esp_mesh_waive_root()
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Structures

structmip_t

IP address and port.

Public Members

ip4_addr_t ip4
IP address

uintl6_t port
port

struct mesh_event_channel_switch_t

Channel switch information.

Public Members

uint8_t channel

new channel

struct mesh_event_connected_t

Parent connected information.

Public Members

wifi_event_sta_connected_t connected

parent information, same as Wi-Fi event SYSTEM_EVENT_STA_CONNECTED does

uintl6_t self_layer

layer

uint8_t duty
parent duty

struct mesh_event_no_parent_found_t

No parent found information.

Public Members

int scan_times

scan times being through

struct mesh_event_layer_change_t

Layer change information.
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Public Members

uintl6_t new_layer

new layer

struct mesh_event_vote_started_t

vote started information

Public Members

int reason

vote reason, vote could be initiated by children or by the root itself

int attempts

max vote attempts before stopped

mesh_addr_t re_addr

root address specified by users via API esp_mesh_waive_root()

struct mesh_event_find_network_t

find a mesh network that this device can join

Public Members

uint8_t channel

channel number of the new found network

uint8_t router_bssid[6]
router BSSID

struct mesh_event_root_switch_req t

Root switch request information.

Public Members

int reason

root switch reason, generally root switch is initialized by users via API esp_mesh_waive_root()

mesh_addr_t re_addr

the address of root switch requester

struct mesh_event_root_conflict_t

Other powerful root address.
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Public Members

int8_t rssi

rssi with router

uint16_t capacity

the number of devices in current network

uint8_t addr([6]

other powerful root address

struct mesh_event_routing_table_change_t

Routing table change.

Public Members

uintl6_t rt_size_new

the new value

uintl6_t rt_size_change

the changed value

struct mesh_event_root_fixed_t
Root fixed.

Public Members

bool is_fixed

status

struct mesh_event_scan_done_t

Scan done  event information.

Public Members

uint8_t number

the number of APs scanned

struct mesh_event_network_state_t

Network state information.

Public Members

bool is_rootless

whether current mesh network has a root
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struct mesh_event_ps_duty_t

PS duty information.

Public Members

uint8_t duty
parent or child duty

mesh_event_child_connected_t child_connected
child info

struct mesh_opt_t

Mesh option.

Public Members

uint8_t type
option type

uintl6_t len

option length

uint8_t *val

option value

struct mesh_data_t

Mesh data for esp_mesh_send() and esp_mesh_recv()

Public Members

uint8_t *data
data

uintl6_t size

data size

mesh_proto_t proto

data protocol

mesh_tos_t tos

data type of service

struct mesh_router_t

Router configuration.
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Public Members

uint8_t ssid[32]
SSID

uint§_t ssid_len
length of SSID

uint8_t bssid|[6]

BSSID, if this value is specified, users should also specify ‘“allow_router_switch” .

uint8_t password[64]

password

bool allow_router_switch

if the BSSID is specified and this value is also set, when the router of this specified BSSID fails to be
found after “fail” (mesh_attempts_t) times, the whole network is allowed to switch to another router
with the same SSID. The new router might also be on a different channel. The default value is false.
There is a risk that if the password is different between the new switched router and the previous one, the
mesh network could be established but the root will never connect to the new switched router.

struct mesh_ap_cfg_t

Mesh softAP configuration.

Public Members

uint8_t password[64]

mesh softAP password

uint§_t max_connection

max number of stations allowed to connect in, default 6, max 10 = max_connection + non-
mesh_max_connectionmax mesh connections

uint8_t nonmesh_max_connection

max non-mesh connections

structmesh_cfg_ t

Mesh initialization configuration.

Public Members

uint8_t channel

channel, the mesh network on

bool allow_channel_switch

if this value is set, when “fail” (mesh_attempts_t) times is reached, device will change to a full channel
scan for a network that could join. The default value is false.

Espressif Systems 180 Release v4.4.5
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

mesh_addr_t mesh_id

mesh network identification

mesh_router_t router

router configuration

mesh_ap_cfg_t mesh_ap

mesh softAP configuration

const mesh_crypto_funcs_t *crypto_funcs

crypto functions

struct mesh_vote_t

Vote.

Public Members

float percentage

vote percentage threshold for approval of being a root
bool is_rc_specified
if true, rc_addr shall be specified (Unimplemented). if false, attempts value shall be specified to make

network start root election.

mesh_rc_config_t config

vote address configuration

struct mesh_tx_pending_t

The number of packets pending in the queue waiting to be sent by the mesh stack.

Public Members

int to_parent

to parent queue

int to_parent_p2p
to parent (P2P) queue

intto_child

to child queue

intto_child_p2p
to child (P2P) queue

int mgmt

management queue

Espressif Systems 181 Release v4.4.5
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

int broadcast

broadcast and multicast queue

struct mesh_rx_pending_t

The number of packets available in the queue waiting to be received by applications.

Public Members

int toDS

to external DS

int toSelf

to self

Macros

MESH_ROOT_LAYER

root layer value

MESH_MTU

max transmit unit(in bytes)

MESH_MPS

max payload size(in bytes)

ESP_ERR_MESH_WIFI_NOT_START

Mesh error code definition.

Wi-Fiisn’ tstarted

ESP_ERR_MESH_NOT_INIT

mesh isn’ t initialized

ESP_ERR_MESH_NOT_CONFIG

mesh isn’ t configured

ESP_ERR_MESH_NOT_START

mesh isn’ t started

ESP_ERR_MESH_NOT_SUPPORT
not supported yet

ESP_ERR_MESH_NOT_ALLOWED

operation is not allowed

ESP_ERR_MESH_NO_MEMORY

out of memory
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ESP_ERR_MESH_ARGUMENT

illegal argument

ESP_ERR_MESH_EXCEED_MTU
packet size exceeds MTU

ESP_ERR_MESH_TIMEOUT

timeout

ESP_ERR_MESH_DISCONNECTED

disconnected with parent on station interface

ESP_ERR_MESH_QUEUE_FAIL

queue fail

ESP_ERR_MESH_QUEUE_FULL

queue full

ESP_ERR_MESH_NO_PARENT FOUND

no parent found to join the mesh network

ESP_ERR_MESH_NO_ROUTE_FOUND

no route found to forward the packet

ESP_ERR_MESH_OPTION_NULL

no option found

ESP_ERR_MESH_OPTION_UNKNOWN

unknown option

ESP_ERR_MESH_XON_NO_WINDOW

no window for software flow control on upstream

ESP_ERR_MESH_INTERFACE

low-level Wi-Fi interface error

ESP_ERR_MESH_DISCARD_DUPLICATE

discard the packet due to the duplicate sequence number

ESP_ERR_MESH_DISCARD
discard the packet

ESP_ERR_MESH_VOTING

vote in progress

ESP_ERR_MESH_XMIT
XMIT
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ESP_ERR_MESH_QUEUE_READ

error in reading queue

ESP_ERR_MESH_PS

mesh PS is not specified as enable or disable

ESP_ERR_MESH_RECV_RELEASE

release esp_mesh_recv_toDS

MESH_DATA_ENC

Flags bitmap for esp_mesh_send() and esp_mesh_recv()

data encrypted (Unimplemented)

MESH_DATA_P2P

point-to-point delivery over the mesh network

MESH_DATA_FROMDS

receive from external IP network

MESH_DATA_TODS

identify this packet is target to external IP network

MESH_DATA_NONBLOCK

esp_mesh_send() non-block

MESH_DATA_DROP

in the situation of the root having been changed, identify this packet can be dropped by new root

MESH_DATA_GROUP
identify this packet is target to a group address

MESH_OPT_SEND_GROUP

Option definitions for esp_mesh_send() and esp_mesh_recv()

data transmission by group; used with esp_mesh_send() and shall have payload

MESH_OPT_RECV_DS_ADDR

return a remote IP address; used with esp_mesh_send() and esp_mesh_recv()

MESH_ASSOC_FLAG_VOTE_IN_PROGRESS
Flag of mesh networking IE.

vote in progress

MESH_ASSOC_FLAG_NETWORK_FREE

no root in current network

MESH_ASSOC_FLAG_ROOTS_FOUND

root conflict is found
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MESH_ASSOC_FLAG_ROOT_FIXED

fixed root

MESH_PS_DEVICE_DUTY_ REQUEST
Mesh PS (Power Save) duty cycle type.

requests to join a network PS without specifying a device duty cycle. After the device joins the network, a
network duty cycle will be provided by the network

MESH_PS_DEVICE_DUTY_ DEMAND

requests to join a network PS and specifies a demanded device duty cycle

MESH_PS_NETWORK_DUTY_ MASTER
indicates the device is the NWK-DUTY-MASTER (network duty cycle master)

MESH_PS_NETWORK_DUTY APPLIED_ ENTIRE
Mesh PS (Power Save) duty cycle applied rule.
MESH_PS_NETWORK_DUTY_APPLIED_UPLINK

MESH_INIT_ CONFIG_DEFAULT ()

Type Definitions

typedef mesh_addr_t mesh_event_root_address_t

Root address.

typedef wifi_event sta_disconnected_t mesh_event_disconnected_t

Parent disconnected information.

typedef wifi_event_ap_staconnected_t mesh_event_child_connected_t

Child connected information.

typedef wifi_event_ap_stadisconnected_t mesh_event_child_disconnected_t

Child disconnected information.

typedef wifi_event_sta_connected_t mesh_event_router_switch_t

New router information.

Enumerations

enum mesh_event_id_t

Enumerated list of mesh event id.

Values:

enumerator MESH_EVENT_STARTED

mesh is started

enumerator MESH_EVENT_STOPPED

mesh is stopped

Espressif Systems 185 Release v4.4.5
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

enumerator MESH_EVENT_CHANNEL_SWITCH

channel switch

enumerator MESH_EVENT_CHILD_CONNECTED

a child is connected on softAP interface

enumerator MESH_EVENT_CHILD_DISCONNECTED

a child is disconnected on softAP interface

enumerator MESH_EVENT_ROUTING_TABLE_ADD
routing table is changed by adding newly joined children

enumerator MESH_EVENT ROUTING_TABLE_REMOVE

routing table is changed by removing leave children

enumerator MESH_EVENT_PARENT_CONNECTED

parent is connected on station interface

enumerator MESH_EVENT_PARENT_DISCONNECTED

parent is disconnected on station interface

enumerator MESH_EVENT_NO_PARENT_FOUND

no parent found

enumerator MESH_EVENT_LAYER_CHANGE

layer changes over the mesh network

enumerator MESH_EVENT_TODS_STATE

state represents whether the root is able to access external IP network. This state is a manual event that
needs to be triggered with esp_mesh_post_toDS_state().

enumerator MESH_EVENT_VOTE_STARTED

the process of voting a new root is started either by children or by the root

enumerator MESH_EVENT_VOTE_STOPPED

the process of voting a new root is stopped

enumerator MESH_EVENT_ROOT_ADDRESS

the root address is obtained. It is posted by mesh stack automatically.

enumerator MESH_EVENT ROOT_SWITCH_REQ

root switch request sent from a new voted root candidate

enumerator MESH_EVENT_ROOT_SWITCH_ACK

root switch acknowledgment responds the above request sent from current root

enumerator MESH_EVENT _ROOT_ASKED_YIELD

the root is asked yield by a more powerful existing root. If self organized is disabled and this device is
specified to be a root by users, users should set a new parent for this device. if self organized is enabled,
this device will find a new parent by itself, users could ignore this event.
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enumerator MESH_EVENT ROOT_FIXED

when devices join a network, if the setting of Fixed Root for one device is different from that of its parent,
the device will update the setting the same as its parent’ s. Fixed Root Setting of each device is variable
as that setting changes of the root.

enumerator MESH_EVENT_SCAN_DONE

if self-organized networking is disabled, user can call esp_wifi_scan_start() to trigger this event, and add
the corresponding scan done handler in this event.

enumerator MESH_EVENT_NETWORK_STATE

network state, such as whether current mesh network has a root.

enumerator MESH_EVENT_STOP_RECONNECTION

the root stops reconnecting to the router and non-root devices stop reconnecting to their parents.

enumerator MESH_EVENT_FIND_NETWORK

when the channel field in mesh configuration is set to zero, mesh stack will perform a full channel scan
to find a mesh network that can join, and return the channel value after finding it.

enumerator MESH_EVENT_ROUTER_SWITCH

if users specify BSSID of the router in mesh configuration, when the root connects to another router with
the same SSID, this event will be posted and the new router information is attached.

enumerator MESH_EVENT _PS_PARENT_DUTY
parent duty

enumerator MESH_EVENT _PS_CHILD_DUTY
child duty

enumerator MESH_EVENT _PS_DEVICE_DUTY
device duty

enumerator MESH_EVENT _MAX

enum mesh_type_t

Device type.

Values:

enumerator MESH_IDLE

hasn’ t joined the mesh network yet

enumerator MESH_ROOT

the only sink of the mesh network. Has the ability to access external IP network

enumerator MESH_NODE

intermediate device. Has the ability to forward packets over the mesh network

enumerator MESH_ LEAF

has no forwarding ability
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enumerator MESH_ STA

connect to router with a standlone Wi-Fi station mode, no network expansion capability

enum mesh_proto_t

Protocol of transmitted application data.

Values:

enumerator MESH_PROTO_BIN

binary

enumerator MESH_PROTO_HTTP
HTTP protocol

enumerator MESH_PROTO__JSON
JSON format

enumerator MESH_PROTO_MQTT
MQTT protocol

enumerator MESH_PROTO_AP

IP network mesh communication of node’ s AP interface

enumerator MESH_PROTO_STA

IP network mesh communication of node’ s STA interface

enum mesh_tos_t

For reliable transmission, mesh stack provides three type of services.

Values:

enumerator MESH_TOS_P2P

provide P2P (point-to-point) retransmission on mesh stack by default

enumerator MESH_TOS_E2E

provide E2E (end-to-end) retransmission on mesh stack (Unimplemented)

enumerator MESH_TOS_DEF

no retransmission on mesh stack

enum mesh_vote_reason_t

Vote reason.

Values:

enumerator MESH_VOTE_REASON_ROOT_INITIATED

vote is initiated by the root

enumerator MESH_VOTE_REASON_CHILD_INITIATED

vote is initiated by children
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enum mesh_disconnect_reason_t

Mesh disconnect reason code.

Values:

enumerator MESH_REASON_CYCLIC

cyclic is detected

enumerator MESH_REASON_PARENT_IDLE

parent is idle

enumerator MESH_REASON_LEAF

the connected device is changed to a leaf

enumerator MESH_REASON_DIFF_ID

in different mesh ID

enumerator MESH_REASON_ROOTS

root conflict is detected

enumerator MESH_REASON_PARENT_STOPPED
parent has stopped the mesh

enumerator MESH_REASON_SCAN_FAIL

scan fail

enumerator MESH_REASON_IE_UNKNOWN

unknown IE

enumerator MESH_REASON_WAIVE_ROOT

waive root

enumerator MESH_REASON_PARENT_WORSE
parent with very poor RSSI

enumerator MESH_REASON_EMPTY_PASSWORD

use an empty password to connect to an encrypted parent

enumerator MESH_REASON_PARENT_UNENCRYPTED

connect to an unencrypted parent/router

enum esp_mesh_topology_t

Mesh topology.

Values:

enumerator MESH_TOPO_TREE
tree topology
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enumerator MESH_TOPO_CHAIN
chain topology

enum mesh_event_toDS_state_t

The reachability of the root to a DS (distribute system)

Values:

enumerator MESH_TODS_UNREACHABLE

the root isn’ t able to access external IP network

enumerator MESH_TODS_REACHABLE

the root is able to access external IP network

Wi-Fi Easy Connect™ (DPP)

Wi-Fi Easy Connect™, also known as Device Provisioning Protocol (DPP) or Easy Connect, is a provisioning pro-
tocol certified by Wi-Fi Alliance. It is a secure and standardized provisioning protocol for configuration of Wi-Fi
Devices. With Easy Connect adding a new device to a network is as simple as scanning a QR Code. This reduces
complexity and enhances user experience while onboarding devices without UI like Smart Home and IoT products.
Unlike old protocols like WiFi Protected Setup (WPS), Wi-Fi Easy Connect incorporates strong encryption through
public key cryptography to ensure networks remain secure as new devices are added. Easy Connect brings many
benefits in the User Experience:

* Simple and intuitive to use; no lengthy instructions to follow for new device setup
* No need to remember and enter passwords into the device being provisioned

* Works with electronic or printed QR codes, or human-readable strings

* Supports both WPA2 and WPA3 networks

Please refer to Wi-Fi Alliance’ s official page on Easy Connect for more information.

ESP32-S2 supports Enrollee mode of Easy Connect with QR Code as the provisioning method. A display is required
to display this QR Code. Users can scan this QR Code using their capable device and provision the ESP32-S2 to
their Wi-Fi network. The provisioning device needs to be connected to the AP which need not support Wi-Fi Easy
Connect™. Easy Connect is still an evolving protocol. Of known platforms that support the QR Code method are
some Android smartphones with Android 10 or higher. To use Easy Connect no additional App needs to be installed
on the supported smartphone.

Application Example Example on how to provision ESP32-S2 wusing a supported smartphone:
wifi/wifi_easy_connect/dpp-enrollee.

API Reference

Header File

» components/wpa_supplicant/esp_supplicant/include/esp_dpp.h

Functions
esp_err_t esp_supp_dpp_init (esp_supp_dpp_event_cb_t evt_cb)

Initialize DPP Supplicant.

Starts DPP Supplicant and initializes related Data Structures.

return
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¢ ESP_OK: Success
e ESP_FAIL.: Failure

Parameters evt_cb —Callback function to receive DPP related events

void esp_supp_dpp_deinit (void)
De-initalize DPP Supplicant.

Frees memory from DPP Supplicant Data Structures.

esp_err_t esp_supp_dpp_bootstrap_gen (const char *chan_list, esp_supp_dpp_bootstrap_t type, const
char *key, const char *info)

Generates Bootstrap Information as an Enrollee.

Generates Out Of Band Bootstrap information as an Enrollee which can be used by a DPP Configurator to
provision the Enrollee.

Parameters

* chan_1list —List of channels device will be available on for listening

* type —Bootstrap method type, only QR Code method is supported for now.

* key —(Optional) Private Key used to generate a Bootstrapping Public Key

* info —(Optional) Ancilliary Device Information like Serial Number
Returns

e ESP_OK: Success

* ESP_FAIL: Failure

esp_err_t esp_supp_dpp_start_listen (void)
Start listening on Channels provided during esp_supp_dpp_bootstrap_gen.

Listens on every Channel from Channel List for a pre-defined wait time.

Returns
e ESP_OK: Success
* ESP_FAIL: Generic Failure
e ESP_ERR_INVALID_STATE: ROC attempted before WiFi is started
* ESP_ERR_NO_MEM: Memory allocation failed while posting ROC request

void esp_supp_dpp_stop_listen (void)
Stop listening on Channels.

Stops listening on Channels and cancels ongoing listen operation.

Macros

ESP_ERR_DPP_FAILURE

Generic failure during DPP Operation
ESP_ERR_DPP_TX_FAILURE
DPP Frame Tx failed OR not Acked

ESP_ERR_DPP_INVALID_ATTR
Encountered invalid DPP Attribute

Type Definitions

typedef enum dpp_bootstrap_type esp_supp_dpp_bootstrap_t
Types of Bootstrap Methods for DPP.
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typedef void (*esp_supp_dpp_event_cb_t)(esp_supp_dpp_event_t evt, void *data)

Callback function for receiving DPP Events from Supplicant.
Callback function will be called with DPP related information.

Param evt DPP event ID
Param data Event data payload

Enumerations
enum dpp_bootstrap_type
Types of Bootstrap Methods for DPP.

Values:

enumerator DPP_BOOTSTRAP_QR_CODE
QR Code Method

enumerator DPP_BOOTSTRAP_PKEX
Proof of Knowledge Method

enumerator DPP_ BOOTSTRAP_NFC_URI
NFC URI record Method

enum esp_supp_dpp_event_t
Types of Callback Events received from DPP Supplicant.

Values:

enumerator ESP_ SUPP_DPP_URI_READY
URI is ready through Bootstrapping

enumerator ESP_SUPP_DPP_CFG_RECVD

Config received via DPP Authentication

enumerator ESP_SUPP_DPP_FAIL
DPP Authentication failure

Code examples for the Wi-Fi API are provided in the wifi directory of ESP-IDF examples.
Code examples for ESP-WIFI-MESH are provided in the mesh directory of ESP-IDF examples.

2.1.2 Ethernet

Ethernet

Overview ESP-IDF provides a set of consistent and flexible APIs to support both internal Ethernet MAC (EMAC)
controller and external SPI-Ethernet modules.

This programming guide is split into the following sections:

1. Basic Ethernet Concepts
2. Configure MAC and PHY
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3. Connect Driver to TCP/IP Stack
4. Misc control of Ethernet driver

Basic Ethernet Concepts Ethernet is an asynchronous Carrier Sense Multiple Access with Collision Detect
(CSMA/CD) protocol/interface. It is generally not well suited for low power applications. However, with ubiq-
uitous deployment, internet connectivity, high data rates and limitless rage expandability, Ethernet can accommodate
nearly all wired communications.

Normal IEEE 802.3 compliant Ethernet frames are between 64 and 1518 bytes in length. They are made up of
five or six different fields: a destination MAC address (DA), a source MAC address (SA), a type/length field, data
payload, an optional padding field and a Cyclic Redundancy Check (CRC). Additionally, when transmitted on the
Ethernet medium, a 7-byte preamble field and Start-of-Frame (SOF) delimiter byte are appended to the beginning
of the Ethernet packet.

Thus the traffic on the twist-pair cabling will appear as shown blow:

Ethernet Data Frame Format

[au]
1 Preamble (7 Bytes)
2 start-of-Frame Delimiter (1 Byte)
3 Destination Address (& Bytes)
4 Source Address (& Bytes)
5 Type f Length (2 Bytes)
& .
Payload (0 ~ 1500 Bytes) Pad (if necessary)
(2101 [2U]
2
8 Frame Check Sequence (4 Bytes)

Fig. 3: Ethernet Data Frame Format

Preamble and Start-of-Frame Delimiter The preamble contains seven bytes of 55H, it allows the receiver to lock
onto the stream of data before the actual frame arrives. The Start-of-Frame Delimiter (SFD) is a binary sequence
10101011 (as seen on the physical medium). It is sometimes considered to be part of the preamble.

When transmitting and receiving data, the preamble and SFD bytes will automatically be generated or stripped from
the packets.

Destination Address The destination address field contains a 6-byte length MAC address of the device that the
packet is directed to. If the Least Significant bit in the first byte of the MAC address is set, the address is a multi-cast
destination. For example, 01-00-00-00-F0-00 and 33-45-67-89-AB-CD are multi-cast addresses, while 00-00-00-
00-FO0-00 and 32-45-67-89-AB-CD are not. Packets with multi-cast destination addresses are designed to arrive and
be important to a selected group of Ethernet nodes. If the destination address field is the reserved multi-cast address,
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i.e. FF-FF-FF-FF-FF-FF, the packet is a broadcast packet and it will be directed to everyone sharing the network.
If the Least Significant bit in the first byte of the MAC address is clear, the address is a uni-cast address and will be
designed for usage by only the addressed node.

Normally the EMAC controller incorporates receive filters which can be used to discard or accept packets with multi-
cast, broadcast and/or uni-cast destination addresses. When transmitting packets, the host controller is responsible
for writing the desired destination address into the transmit buffer.

Source Address The source address field contains a 6-byte length MAC address of the node which created the
Ethernet packet. Users of Ethernet must generate a unique MAC address for each controller used. MAC addresses
consist of two portions. The first three bytes are known as the Organizationally Unique Identifier (OUI). OUIs are
distributed by the IEEE. The last three bytes are address bytes at the discretion of the company that purchased the
OUI. More information about MAC Address used in ESP-IDF, please see MAC Address Allocation.

When transmitting packets, the assigned source MAC address must be written into the transmit buffer by the host
controller.

Type /Length The type/length field is a 2-byte field, if the value in this field is <= 1500 (decimal), it is considered
a length field and it specifies the amount of non-padding data which follows in the data field. If the value is >= 1536,
it represents the protocol the following packet data belongs to. The following are the most common type values:

» [Pv4 = 0800H
» IPv6 = 86DDH
* ARP = 0806H

Users implementing proprietary networks may choose to treat this field as a length field, while applications imple-
menting protocols such as the Internet Protocol (IP) or Address Resolution Protocol (ARP), should program this field
with the appropriate type defined by the protocol’ s specification when transmitting packets.

Payload The payload field is a variable length field, anywhere from 0 to 1500 bytes. Larger data packets will
violate Ethernet standards and will be dropped by most Ethernet nodes. This field contains the client data, such as an
IP datagram.

Padding and FCS The padding field is a variable length field added to meet IEEE 802.3 specification requirements
when small data payloads are used. The DA, SA, type, payload and padding of an Ethernet packet must be no smaller
than 60 bytes. Adding the required 4-byte FCS field, packets must be no smaller than 64 bytes. If the data field is
less than 46 bytes long, a padding field is required.

The FCS field is a 4-byte field which contains an industry standard 32-bit CRC calculated with the data from the
DA, SA, type, payload and padding fields. Given the complexity of calculating a CRC, the hardware normally will
automatically generate a valid CRC and transmit it. Otherwise, the host controller must generate the CRC and place
it in the transmit buffer.

Normally, the host controller does not need to concern itself with padding and the CRC which the hardware EMAC
will also be able to automatically generate when transmitting and verify when receiving. However, the padding and
CRC fields will be written into the receive buffer when packets arrive, so they may be evaluated by the host controller
if needed.

Note: Besides the basic data frame described above, there’ re two other common frame types in 10/100 Mbps
Ethernet: control frames and VLAN tagged frames. They’ re not supported in ESP-IDF.

Configure MAC and PHY Ethernet driver is composed of two parts: MAC and PHY.

We need to setup necessary parameters for MAC and PHY respectively based on your Ethernet board design and
then combine the two together, completing the driver installation.

Configuration for MAC is described in et h_mac_config_t, including:
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* sw_reset_timeout_ms: software reset timeout value, in milliseconds, typically MAC reset should be
finished within 100ms.

e rx_task_stack_size and rx_task_prio: the MAC driver creates a dedicated task to process in-
coming packets, these two parameters are used to set the stack size and priority of the task.

e flags: specifying extra features that the MAC driver should have, it could be useful in some special sit-
uations. The value of this field can be OR’ d with macros prefixed with ETH_MAC_FLAG_. For ex-
ample, if the MAC driver should work when cache is disabled, then you should configure this field with
ETH MAC_FLAG_WORK_WITH CACHE_DISABLE.

Configuration for PHY is described in et h_phy_config_t, including:

e phy_addr: multiple PHY device can share the same SMI bus, so each PHY needs a unique address. Usually
this address is configured during hardware design by pulling up/down some PHY strapping pins. You can set
the value from O to 15 based on your Ethernet board. Especially, if the SMI bus is shared by only one PHY
device, setting this value to -1 can enable the driver to detect the PHY address automatically.

* reset_timeout_ms: reset timeout value, in milliseconds, typically PHY reset should be finished within
100ms.

* autonego_timeout_ms: auto-negotiation timeout value, in milliseconds. Ethernet driver will start nego-
tiation with the peer Ethernet node automatically, to determine to duplex and speed mode. This value usually
depends on the ability of the PHY device on your board.

e reset_gpio_num: if your board also connect the PHY reset pin to one of the GPIO, then set it here.
Otherwise, set this field to -1.

ESP-IDF provides a default configuration for MAC and PHY in macro ETH_MAC_DEFAULT_CONFIG and
ETH PHY DEFAULT CONFIG.

Create MAC and PHY Instance Ethernet driver is implemented in an Object-Oriented style. Any operation on
MAC and PHY should be based on the instance of them two.

SPI-Ethernet Module

eth_mac_config_t mac_config ETH_MAC_DEFAULT_CONFIG() ; // apply default MAC_
—configuration

eth_phy_config_t phy_config = ETH_PHY_DEFAULT_CONFIG(); // apply default PHY._
—configuration

phy_config.phy_addr = CONFIG_EXAMPLE_ETH_PHY_ ADDR; // alter the PHY.

—address according to your board design
phy_config.reset_gpio_num = CONFIG_EXAMPLE_ETH_PHY_RST_GPIO; // alter the GPIO.
—used for PHY reset
// Install GPIO interrupt service (as the SPI-Ethernet module is interrupt driven)
gpio_install_isr_service(0);
// SPI bus configuration
spi_device_handle_t spi_handle = NULL;
spi_bus_config_t buscfg = {
.miso_io_num = CONFIG_EXAMPLE_ETH_SPI_MISO_GPIO,
.mosi_io_num = CONFIG_EXAMPLE_ETH_SPI_MOSI_GPIO,
.sclk_io_num = CONFIG_EXAMPLE_ETH_SPI_SCLK_GPIO,
.quadwp_io_num = -1,
.quadhd_io_num = -1,
bi
ESP_ERROR_CHECK (spi_bus_initialize (CONFIG_EXAMPLE_ETH_SPI_HOST, &buscfg, 1));
// Allocate SPI device from the bus

spi_device_interface_config_t devcfg = {
.command_bits = 1,
.address_bits = 7,
.mode = 0,

.clock_speed_hz = CONFIG_EXAMPLE_ETH_SPI_CLOCK_MHZ * 1000 * 1000,

(continues on next page)
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(continued from previous page)

.spics_io_num = CONFIG_EXAMPLE_ETH_SPI_CS_GPIO,

.queue_size = 20
bi
ESP_ERROR_CHECK (spi_bus_add_device (CONFIG_EXAMPLE_ETH_SPI_HOST, &devcfg, &spi_
—handle));
/* dm9051 ethernet driver is based on spi driver */
eth_dm9051_config_t dm9051_config = ETH_DM9051_DEFAULT_CONFIG (spi_handle);
dm9051_config.int_gpio_num = CONFIG_EXAMPLE_ETH_SPI_INT_GPIO;
esp_eth_mac_t *mac = esp_eth_mac_new_dm9051 (&dm9051_config, &mac_confiqg);
esp_eth_phy_t *phy = esp_eth_phy_new_dm9051 (&phy_confiqg);

Note:

* When creating MAC and PHY instance for SPI-Ethernet modules (e.g. DM9051), the constructor function
must have the same suffix (e.g. esp_eth_mac_new_dm9051 and esp_eth_phy_new_dm9051). This is because
we don’ t have other choices but the integrated PHY.

* We have to create an SPI device handle firstly and then pass it to the MAC constructor function. More instruc-
tions on creating SPI device handle, please refer to SPI Master.

¢ The SPI device configuration (i.e. spi_device_interface_config_t) can be different for other Ethernet modules.
Please check out your module’ s spec and the examples in esp-idf.

Install Driver To install the Ethernet driver, we need to combine the instance of MAC and PHY and set some
additional high-level configurations (i.e. not specific to either MAC or PHY) in esp_eth_config_t:

* mac: instance that created from MAC generator (e.g. esp_eth_mac_new_esp32 ()).

* phy: instance that created from PHY generator (e.g. esp_eth_phy_new_ipl101()).

e check_link_period_ms: Ethernet driver starts an OS timer to check the link status periodically, this
field is used to set the interval, in milliseconds.

e stack_input: In most of Ethernet IoT applications, any Ethernet frame that received by driver
should be passed to upper layer (e.g. TCP/IP stack). This field is set to a function which is re-
sponsible to deal with the incoming frames. You can even update this field at runtime via function
esp_eth_update_input_path () after driver installation.

e on_lowlevel init_doneand on_lowlevel_deinit_done: These two fields are used to specify
the hooks which get invoked when low level hardware has been initialized or de-initialized.

ESP-IDF provides a default configuration for driver installation in macro ETH_DEFAULT_CONFIG.

esp_eth_config_t config = ETH_DEFAULT_CONFIG (mac, phy); // apply default driver.
—configuration

esp_eth_handle_t eth_handle = NULL; // after driver installed, we will get the.
—handle of the driver

esp_eth_driver_install (&config, &eth_handle); // install driver

Ethernet driver also includes event-driven model, which will send useful and important event to user space. We need to
initialize the event loop before installing the Ethernet driver. For more information about event-driven programming,
please refer to ESP Event.

/** Event handler for Ethernet events */
static void eth_event_handler (void *arg, esp_event_base_t event_base,
int32_t event_id, wvoid *event_data)

uint8_t mac_addr[6] = {0};
/* we can get the ethernet driver handle from event data */
esp_eth_handle_t eth_handle = *(esp_eth_handle_t *)event_data;

switch (event_id) {
case

(continues on next page)
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(continued from previous page)

esp_eth_ioctl (eth_handle, ETH_CMD_G_MAC_ADDR, mac_addr);
ESP_LOGI (TAG, "Ethernet Link Up");
ESP_LOGI (TAG, "Ethernet HW Addr %02x:%02x:%02x:%02x:%02x:%02x",
mac_addr[0], mac_addr[1], mac_addr[2], mac_addr[3], mac_
—addr[4], mac_addr[5]);
break;
case :
ESP_LOGI (TAG, "Ethernet Link Down");
break;
case :
ESP_LOGI (TAG, "Ethernet Started");
break;
case :
ESP_LOGI (TAG, "Ethernet Stopped");
break;
default:
break;

esp_event_loop_create_default(); // create a default event loop that running in.
—background

esp_event_handler_register (ETH_EVENT, ESP_EVENT_ANY_ID, &eth_event_handler, NULL);.
—// register Ethernet event handler (to deal with user specific stuffs when event.
—like link up/down happened)

Start Ethernet Driver After driver installation, we can start Ethernet immediately.

esp_eth_start (eth_handle); // start Ethernet driver state machine

Connect Driver to TCP/IP Stack Up until now, we have installed the Ethernet driver. From the view of OSI
(Open System Interconnection), we’ re still on level 2 (i.e. Data Link Layer). We can detect link up and down event,
we can gain MAC address in user space, but we can’ t obtain IP address, let alone send HTTP request. The TCP/IP
stack used in ESP-IDF is called LwIP, for more information about it, please refer to LwlIP.

To connect Ethernet driver to TCP/IP stack, these three steps need to follow:

1. Create network interface for Ethernet driver
2. Attach the network interface to Ethernet driver
3. Register IP event handlers

More information about network interface, please refer to Network Interface.

/** Event handler for IP_EVENT ETH GOT_IP */
static void got_ip_event_handler (void *arg, esp_event_base_t event_base,
int32_t event_id, wvoid *event_data)

ip_event_got_ip_t *event = (ip_event_got_ip_t *) event_data;
const esp_netif_ip_info_t *ip_info = &event->ip_info;
ESP_LOGI (TAG, "Ethernet Got IP Address");

(
ESP_LOGT (TAG, "~~~~r~~nmnn ") ;
ESP_LOGI (TAG, "ETHIP:" IPSTR, IP2STR(&ip_info->ip));
(
(
(

ESP_LOGI (TAG, "ETHMASK:" IPSTR, IP2STR(&ip_info->netmask));
ESP_LOGI (TAG, "ETHGW:" IPSTR, IP2STR(&ip_info->gw));
ESP_LOGI (TAG, "~~~~~mmmmnn~ "y ;

esp_netif_init()); // Initialize TCP/IP network interface (should be called only.
once in application)

(continues on next page)
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(continued from previous page)

esp_netif_config_t cfg = ESP_NETIF_DEFAULT_ETH(); // apply default network.
—interface configuration for Ethernet

esp_netif_t *eth_netif = esp_netif_new(&cfqg); // create network interface for.
—Ethernet driver

esp_netif_attach(eth_netif, esp_eth_new_netif_glue(eth_handle)); // attach.
—Ethernet driver to TCP/IP stack

esp_event_handler_register (IP_EVENT, IP_EVENT_ETH_GOT_IP, &got_ip_event_handler, .
—NULL); // register user defined IP event handlers

esp_eth_start (eth_handle); // start Ethernet driver state machine

Warning: It is recommended to fully initialize the Ethernet driver and network interface prior registering user’
s Ethernet/IP event handlers, i.e. register the event handlers as the last thing prior starting the Ethernet driver.
Such approach ensures that Ethernet/IP events get executed first by the Ethernet driver or network interface and
so the system is in expected state when executing user’ s handlers.

Misc control of Ethernet driver The following functions should only be invoked after the Ethernet driver has been
installed.

* Stop Ethernet driver: esp_eth_stop ()
* Update Ethernet data input path: esp_eth_update_input_path ()
* Misc get/set of Ethernet driver attributes: esp_eth_ioctl ()

/* get MAC address */

uint8_t mac_addr[6];

memset (mac_addr, 0, sizeof (mac_addr));

esp_eth_ioctl (eth_handle, ETH_CMD_G_MAC_ADDR, mac_addr);

ESP_LOGI (TAG, "Ethernet MAC Address: %02x:%02x:%02x:%02x:%02x:%02x",
mac_addr[0], mac_addr[1l], mac_addr[2], mac_addr[3], mac_addr([4], mac_

—addr[5]);

/* get PHY address */

int phy_addr = -1;

esp_eth_ioctl (eth_handle, ETH_CMD_G_PHY_ ADDR, &phy_addr);
ESP_LOGI (TAG, "Ethernet PHY Address: %d", phy_addr);

Flow control Ethernet on MCU usually has a limitation in the number of frames it can handle during network
congestion, because of the limitation in RAM size. A sending station might be transmitting data faster than the
peer end can accept it. Ethernet flow control mechanism allows the receiving node to signal the sender requesting
suspension of transmissions until the receiver catches up. The magic behind that is the pause frame, which was defined
in IEEE 802.3x.

Pause frame is a special Ethernet frame used to carry the pause command, whose EtherType field is 0x8808, with
the Control opcode set to 0x0001. Only stations configured for full-duplex operation may send pause frames. When
a station wishes to pause the other end of a link, it sends a pause frame to the 48-bit reserved multicast address
of 01-80-C2-00-00-01. The pause frame also includes the period of pause time being requested, in the form of a
two-byte integer, ranging from 0 to 65535.

After Ethernet driver installation, the flow control feature is disabled by default. You can enable it by invoking
esp_eth_ioctl(eth_handle, ETH_CMD_S_FLOW_CTRL, true);. One thing should be kept in mind, is that the pause
frame ability will be advertised to peer end by PHY during auto negotiation. Ethernet driver sends pause frame only
when both sides of the link support it.

Application Example

 Ethernet basic example: ethernet/basic.
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¢ Ethernet iperf example: ethernet/iperf.
 Ethernet to Wi-Fi AP “router” : ethernet/eth2ap.
* Most of protocol examples should also work for Ethernet: protocols.

API Reference

Header File

¢ components/esp_eth/include/esp_eth.h

Functions
esp_err_t esp_eth_driver_install (const esp_eth_config_t *config, esp_eth_handle_t *out_hdl)

Install Ethernet driver.

Parameters
* config —[in] configuration of the Ethernet driver
e out_hdl [out] handle of Ethernet driver

Returns
» ESP_OK: install esp_eth driver successfully
e ESP_ERR_INVALID_ARG: install esp_eth driver failed because of some invalid argu-

ment
* ESP_ERR_NO_MEM: install esp_eth driver failed because there’ s no memory for driver
» ESP_FAIL: install esp_eth driver failed because some other error occurred
esp_err_t esp_eth_driver_uninstall (esp_eth_handle_t hdl)

Uninstall Ethernet driver.

Note: It’ s not recommended to uninstall Ethernet driver unless it won’ t get used any more in application
code. To uninstall Ethernet driver, you have to make sure, all references to the driver are released. Ethernet
driver can only be uninstalled successfully when reference counter equals to one.

Parameters hdl —[in] handle of Ethernet driver
Returns
* ESP_OK: uninstall esp_eth driver successfully
» ESP_ERR_INVALID_ARG: uninstall esp_eth driver failed because of some invalid ar-
gument
e ESP_ERR_INVALID_STATE: uninstall esp_eth driver failed because it has more than
one reference
o ESP_FAIL: uninstall esp_eth driver failed because some other error occurred

esp_err_t esp_eth_start (esp_eth_handle_t hdl)
Start Ethernet driver ONLY in standalone mode (i.e. without TCP/IP stack)

Note: This API will start driver state machine and internal software timer (for checking link status).

Parameters hdl —[in] handle of Ethernet driver
Returns
* ESP_OK: start esp_eth driver successfully
* ESP_ERR_INVALID_ARG: start esp_eth driver failed because of some invalid argument
e ESP_ERR_INVALID_STATE: start esp_eth driver failed because driver has started al-
ready
» ESP_FAIL: start esp_eth driver failed because some other error occurred
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esp_err_t esp_eth_stop (esp_eth_handle_t hdl)
Stop Ethernet driver.

Note: This function does the oppsite operation of esp_eth_start.

Parameters hdl —[in] handle of Ethernet driver
Returns
* ESP_OK: stop esp_eth driver successfully
* ESP_ERR_INVALID_ARG: stop esp_eth driver failed because of some invalid argument
* ESP_ERR_INVALID_STATE: stop esp_eth driver failed because driver has not started
yet
» ESP_FAIL: stop esp_eth driver failed because some other error occurred

esp_err_t esp_eth_update_input_path (esp_eth_handle_t hdl, esp_err_t (*stack_input)(esp_eth_handle_t
hdl, uint8_t *buffer, uint32_t length, void *priv), void *priv)

Update Ethernet data input path (i.e. specify where to pass the input buffer)

Note: After install driver, Ethernet still don’ t know where to deliver the input buffer. In fact, this API
registers a callback function which get invoked when Ethernet received new packets.

Parameters
¢ hdl [in] handle of Ethernet driver
* stack_input —[in] function pointer, which does the actual process on incoming pack-
ets
» priv —[in] private resource, which gets passed to stack_input callback without any
modification
Returns
* ESP_OK: update input path successfully
* ESP_ERR_INVALID_ARG: update input path failed because of some invalid argument
» ESP_FAIL: update input path failed because some other error occurred

esp_err_t esp_eth_transmit (esp_eth_handle_t hdl, void *buf, size_t length)
General Transmit.

Parameters
e hdl [in] handle of Ethernet driver
* buf —[in] buffer of the packet to transfer
* length [in] length of the buffer to transfer
Returns
» ESP_OK: transmit frame buffer successfully
e ESP_ERR_INVALID_ARG: transmit frame buffer failed because of some invalid argu-
ment
* ESP_FAIL: transmit frame buffer failed because some other error occurred

esp_err_t esp_eth_receive (esp_eth_handle_t hdl, uint8_t *buf, uint32_t *length)

General Receive is deprecated and shall not be accessed from app code, as polling is not supported by Ethernet.

Note: Before this function got invoked, the value of “length” should set by user, equals the size of buffer.
After the function returned, the value of “length” means the real length of received data.

Note: This API was exposed by accident, users should not use this API in their applications. Ethernet driver
is interrupt driven, and doesn’ t support polling mode. Instead, users should register input callback with
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esp_eth_update_input_path.

Parameters
¢ hdl [in] handle of Ethernet driver
* buf —[out] buffer to preserve the received packet
* length —[out] length of the received packet
Returns
» ESP_OK: receive frame buffer successfully
* ESP_ERR_INVALID_ARG: receive frame buffer failed because of some invalid argu-
ment
* ESP_ERR_INVALID_SIZE: input buffer size is not enough to hold the incoming data. in
this case, value of returned “length” indicates the real size of incoming data.
e ESP_FAIL: receive frame buffer failed because some other error occurred

esp_err_t esp_eth_ioctl (esp_eth_handle_t hdl, esp_eth_io_cmd_t cmd, void *data)

Misc IO function of Etherent driver.

The following IO control commands are supported:

e ETH_CMD_S_MAC_ADDR sets Ethernet interface MAC address. data argument is pointer to MAC
address buffer with expected size of 6 bytes.

e ETH_CMD_G_MAC_ADDR gets Ethernet interface MAC address. data argument is pointer to a buffer
to which MAC address is to be copied. The buffer size must be at least 6 bytes.

e ETH_CMD_S_PHY_ADDR sets PHY address in range of <0-31>. data argument is pointer to memory
of uint32_t datatype from where the configuration option is read.

e ETH_CMD_G_PHY_ADDR gets PHY address. data argument is pointer to memory of uint32_t
datatype to which the PHY address is to be stored.

e ETH_CMD_G_SPEED gets current Ethernet link speed. data argument is pointer to memory of
eth_speed_t datatype to which the speed is to be stored.

e ETH_CMD_S_PROMISCUOUS sets/resets Ethernet interface promiscuous mode. data argument is
pointer to memory of bool datatype from which the configuration option is read.

e ETH_CMD_S_FLOW_CTRL sets/resets Ethernet interface flow control. data argument is pointer to
memory of bool datatype from which the configuration option is read.

e ETH_CMD_G_DUPLEX_MODE gets current Ethernet link duplex mode. data argument is pointer to
memory of eth_duplex_t datatype to which the duplex mode is to be stored.

e ETH_CMD_S_PHY_LOOPBACK sets/resets PHY to/from loopback mode. data argument is pointer
to memory of bool datatype from which the configuration option is read.

Parameters
¢ hdl —[in] handle of Ethernet driver
¢ cmd —[in] IO control command
* data —[inout] address of data for set command or address where to store the data when
used with get command
Returns
» ESP_OK: process io command successfully
e ESP_ERR_INVALID_ARG: process io command failed because of some invalid argu-
ment
» ESP_FAIL: process io command failed because some other error occurred

esp_err_t esp_eth_increase_reference (esp_eth_handle_t hdl)

Increase Ethernet driver reference.

Note: Ethernet driver handle can be obtained by os timer, netif, etc. It’ s dangerous when thread A is using
Ethernet but thread B uninstall the driver. Using reference counter can prevent such risk, but care should be
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taken, when you obtain Ethernet driver, this API must be invoked so that the driver won’ t be uninstalled
during your using time.

Parameters hdl —[in] handle of Ethernet driver
Returns
» ESP_OK: increase reference successfully
* ESP_ERR_INVALID_ARG: increase reference failed because of some invalid argument

esp_err_t esp_eth_decrease_reference (esp_eth_handle_t hdl)
Decrease Ethernet driver reference.

Parameters hdl —[in] handle of Ethernet driver
Returns
» ESP_OK: increase reference successfully
* ESP_ERR_INVALID_ARG: increase reference failed because of some invalid argument

Structures

struct esp_eth_config_t

Configuration of Ethernet driver.

Public Members

esp_eth_mac_t *mac

Ethernet MAC object.

esp_eth_phy_t *phy
Ethernet PHY object.

uint32_t check_link_period_ms

Period time of checking Ethernet link status.

esp_err_t (¥*stack_input)(esp_eth_handle_t eth_handle, uint8_t *buffer, uint32_t length, void *priv)
Input frame buffer to user’ s stack.

Param eth_handle [in] handle of Ethernet driver
Param buffer [in] frame buffer that will get input to upper stack
Param length [in] length of the frame buffer
Return
¢ ESP_OK: input frame buffer to upper stack successfully
» ESP_FAIL: error occurred when inputting buffer to upper stack

esp_err_t (*fon_lowlevel_init_done)(esp_eth_handle_t eth_handle)

Callback function invoked when lowlevel initialization is finished.

Param eth_handle [in] handle of Ethernet driver
Return
* ESP_OK: process extra lowlevel initialization successfully
» ESP_FAIL: error occurred when processing extra lowlevel initialization

esp_err_t (fon_lowlevel_deinit_done)(esp_eth_handle_t eth_handle)

Callback function invoked when lowlevel deinitialization is finished.

Param eth_handle [in] handle of Ethernet driver
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Return
* ESP_OK: process extra lowlevel deinitialization successfully
» ESP_FAIL: error occurred when processing extra lowlevel deinitialization

esp_err_t (*read_phy_req)(esp_eth_handle_t eth_handle, uint32_t phy_addr, uint32_t phy_reg, uint32_t
*reg_value)

Read PHY register.

Note: Usually the PHY register read/write function is provided by MAC (SMI interface), but if the
PHY device is managed by other interface (e.g. 12C), then user needs to implement the corresponding
read/write. Setting this to NULL means your PHY device is managed by MAC’ s SMI interface.

Param eth_handle [in] handle of Ethernet driver
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [out] PHY register value
Return
* ESP_OK: read PHY register successfully
e ESP_ERR_INVALID_ARG: read PHY register failed because of invalid argument
¢ ESP_ERR_TIMEOUT: read PHY register failed because of timeout
» ESP_FAIL: read PHY register failed because some other error occurred

esp_err_t (*write_phy_reg)(esp_eth_handle_t eth_handle, uint32_t phy_addr, uint32_t phy_reg,
uint32_t reg_value)

Write PHY register.

Note: Usually the PHY register read/write function is provided by MAC (SMI interface), but if the
PHY device is managed by other interface (e.g. 12C), then user needs to implement the corresponding
read/write. Setting this to NULL means your PHY device is managed by MAC’ s SMI interface.

Param eth_handle [in] handle of Ethernet driver
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [in] PHY register value
Return
* ESP_OK: write PHY register successfully
e ESP_ERR_INVALID_ARG: read PHY register failed because of invalid argument
e ESP_ERR_TIMEOUT: write PHY register failed because of timeout
» ESP_FAIL: write PHY register failed because some other error occurred

Macros
ETH_DEFAULT_CONFIG (emac, ephy)

Default configuration for Ethernet driver.

Type Definitions

typedef void *esp_eth_handle_t
Handle of Ethernet driver.

Header File

» components/esp_eth/include/esp_eth_com.h

Espressif Systems 203 Release v4.4.5
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/v4.4.5/components/esp_eth/include/esp_eth_com.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

Functions
esp_err_t esp_eth_detect_phy_addr (esp_eth_mediator_t *eth, int *detected_addr)

Detect PHY address.

Parameters

¢ eth [in] mediator of Ethernet driver

* detected_addr [out] a valid address after detection
Returns

» ESP_OK: detect phy address successfully

* ESP_ERR_INVALID_ARG: invalid parameter

e ESP_ERR_NOT_FOUND: can’ t detect any PHY device

» ESP_FAIL: detect phy address failed because some error occurred

Structures

struct esp_eth_mediator_s

Ethernet mediator.

Public Members

esp_err_t (*phy_reg_read)(esp_eth_mediator_t *eth, uint32_t phy_addr, uint32_t phy_reg, uint32_t
*reg_value)

Read PHY register.

Param eth [in] mediator of Ethernet driver
Param phy_addr [in] PHY Chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [out] PHY register value
Return
* ESP_OK: read PHY register successfully
» ESP_FAIL: read PHY register failed because some error occurred

esp_err_t (*phy_reg_write)(esp_eth_mediator_t *eth, uint32_t phy_addr, uint32_t phy_reg, uint32_t
reg_value)

Write PHY register.

Param eth [in] mediator of Ethernet driver
Param phy_addr [in] PHY Chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [in] PHY register value
Return
» ESP_OK: write PHY register successfully
e ESP_FAIL: write PHY register failed because some error occurred

esp_err_t (*stack_input)(esp_eth_mediator_t *eth, uint8_t *buffer, uint32_t length)
Deliver packet to upper stack.

Param eth [in] mediator of Ethernet driver
Param buffer [in] packet buffer
Param length [in] length of the packet
Return
¢ ESP_OK: deliver packet to upper stack successfully
e ESP_FAIL: deliver packet failed because some error occurred

esp_err_t (*fon_state_changed)(esp_eth_mediator_t *eth, esp_eth_state_t state, void *args)

Callback on Ethernet state changed.
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Param eth [in] mediator of Ethernet driver
Param state [in] new state
Param args [in] optional argument for the new state
Return
¢ ESP_OK: process the new state successfully
e ESP_FAIL: process the new state failed because some error occurred

Macros

ETH_MAX_PAYLOAD_LEN

Maximum Ethernet payload size.
ETH_MIN_PAYLOAD_ LEN

Minimum Ethernet payload size.

ETH_HEADER_LEN
Ethernet frame header size: Dest addr(6 Bytes) + Src addr(6 Bytes) + length/type(2 Bytes)

ETH_VLAN_TAG_LEN
Optional 802.1q VLAN Tag length.

ETH_JUMBO_FRAME_PAYLOAD_ LEN

Jumbo frame payload size.

ETH_MAX_PACKET SIZE

Maximum frame size (1522 Bytes)

ETH_MIN_PACKET SIZE

Minimum frame size (64 Bytes)

Type Definitions

typedef struct esp_eth_mediator_s esp_eth_mediator_t

Ethernet mediator.

Enumerations

enum esp_eth_state_t

Ethernet driver state.

Values:

enumerator ETH_STATE_LLINIT

Lowlevel init done

enumerator ETH_STATE_DEINIT

Deinit done

enumerator ETH_STATE_LINK
Link status changed
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enumerator ETH_STATE_SPEED
Speed updated

enumerator ETH_STATE_DUPLEX
Duplex updated

enumerator ETH_STATE_PAUSE
Pause ability updated

enum esp_eth_io_cmd_t
Command list for ioctl API.

Values:

enumerator ETH_CMD_G_MAC_ADDR
Get MAC address

enumerator ETH_CMD_S_MAC_ADDR
Set MAC address

enumerator ETH_CMD_G_PHY_ADDR
Get PHY address

enumerator ETH_CMD_S_PHY_ADDR
Set PHY address

enumerator ETH_CMD_G_SPEED
Get Speed

enumerator ETH_CMD_S_PROMISCUOUS

Set promiscuous mode

enumerator ETH_CMD_S_FLOW_CTRL

Set flow control

enumerator ETH_CMD_G_DUPLEX_MODE
Get Duplex mode

enumerator ETH_CMD_S_PHY_LOOPBACK
Set PHY loopback

enum eth_event_t

Ethernet event declarations.

Values:

enumerator ETHERNET _EVENT_START

Ethernet driver start

enumerator ETHERNET _EVENT_STOP

Ethernet driver stop
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enumerator ETHERNET _EVENT_ CONNECTED
Ethernet got a valid link

enumerator ETHERNET EVENT_DISCONNECTED
Ethernet lost a valid link

Header File

» components/esp_eth/include/esp_eth_mac.h

Unions

union eth_mac_clock_config_t

#include <esp_eth_mac.h> Ethernet MAC Clock Configuration.

Public Members

struct eth_mac_clock_config_t::[anonymous] mii
EMAC MII Clock Configuration

emac_rmii_clock_mode_t clock_mode
RMII Clock Mode Configuration

emac_rmii_clock_gpio_t clock_gpio
RMII Clock GPIO Configuration

struct eth_mac_clock_config_t::[anonymous] rmii
EMAC RMII Clock Configuration

Structures

struct esp_eth_mac_s
Ethernet MAC.

Public Members

esp_err_t (*set_mediator)(esp_eth_mac_t *mac, esp_eth_mediator_t *eth)
Set mediator for Ethernet MAC.

Param mac [in] Ethernet MAC instance
Param eth [in] Ethernet mediator
Return
* ESP_OK: set mediator for Ethernet MAC successfully
e ESP_ERR_INVALID_ARG: set mediator for Ethernet MAC failed because of invalid
argument

esp_err_t (*init)(esp_eth_mac_t *mac)
Initialize Ethernet MAC.

Param mac [in] Ethernet MAC instance
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Return
¢ ESP_OK: initialize Ethernet MAC successfully
e ESP_ERR_TIMEOUT: initialize Ethernet MAC failed because of timeout
e ESP_FAIL: initialize Ethernet MAC failed because some other error occurred

esp_err_t (*deinit)(esp_eth_mac_t *mac)
Deinitialize Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
» ESP_OK: deinitialize Ethernet MAC successfully
¢ ESP_FAIL: deinitialize Ethernet MAC failed because some error occurred

esp_err_t (*start)(esp_eth_mac_t *mac)
Start Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
* ESP_OK: start Ethernet MAC successfully
« ESP_FAIL.: start Ethernet MAC failed because some other error occurred

esp_err_t (*stop)(esp_eth_mac_t *mac)
Stop Ethernet MAC.

Param mac [in] Ethernet MAC instance
Return
» ESP_OK: stop Ethernet MAC successfully
e ESP_FAIL: stop Ethernet MAC failed because some error occurred

esp_err_t (*transmit)(esp_eth_mac_t *mac, uint8_t *buf, uint32_t length)

Transmit packet from Ethernet MAC.

Param mac [in] Ethernet MAC instance
Param buf [in] packet buffer to transmit
Param length [in] length of packet
Return
* ESP_OK: transmit packet successfully
e ESP_ERR_INVALID_ARG: transmit packet failed because of invalid argument
* ESP_ERR_INVALID_STATE: transmit packet failed because of wrong state of MAC
* ESP_FAIL: transmit packet failed because some other error occurred

esp_err_t (*receive)(esp_eth_mac_t *mac, uint8_t *buf, uint32_t *length)
Receive packet from Ethernet MAC.

Note: Memory of buf is allocated in the Layer2, make sure it get free after process.

Note: Before this function got invoked, the value of “length” should set by user, equals the size of
buffer. After the function returned, the value of “length” means the real length of received data.

Param mac [in] Ethernet MAC instance
Param buf [out] packet buffer which will preserve the received frame
Param length [out] length of the received packet
Return
* ESP_OK: receive packet successfully
¢ ESP_ERR_INVALID_ARG: receive packet failed because of invalid argument
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e ESP_ERR_INVALID_SIZE: input buffer size is not enough to hold the incoming data.
in this case, value of returned “length” indicates the real size of incoming data.
» ESP_FAIL: receive packet failed because some other error occurred

esp_err_t (*read_phy_reg)(esp_eth_mac_t *mac, uint32_t phy_addr, uint32_t phy_reg, uint32_t
*reg_value)

Read PHY register.

Param mac [in] Ethernet MAC instance
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [out] PHY register value
Return
* ESP_OK: read PHY register successfully
e ESP_ERR_INVALID_ARG: read PHY register failed because of invalid argument
¢ ESP_ERR_INVALID_STATE: read PHY register failed because of wrong state of
MAC
e ESP_ERR_TIMEOUT: read PHY register failed because of timeout
» ESP_FAIL: read PHY register failed because some other error occurred

esp_err_t (*write_phy_reg)(esp_eth_mac_t *mac, uint32_t phy_addr, uint32_t phy_reg, uint32_t
reg_value)

Write PHY register.

Param mac [in] Ethernet MAC instance
Param phy_addr [in] PHY chip address (0~31)
Param phy_reg [in] PHY register index code
Param reg_value [in] PHY register value
Return
* ESP_OK: write PHY register successfully
e ESP_ERR_INVALID_STATE: write PHY register failed because of wrong state of
MAC
¢ ESP_ERR_TIMEOUT: write PHY register failed because of timeout
* ESP_FAIL: write PHY register failed because some other error occurred

esp_err_t (*set_addr)(esp_eth_mac_t *mac, uint8_t *addr)
Set MAC address.

Param mac [in] Ethernet MAC instance

Param addr [in] MAC address

Return
¢ ESP_OK: set MAC address successfully
e ESP_ERR_INVALID_ARG: set MAC address failed because of invalid argument
e ESP_FAIL: set MAC address failed because some other error occurred

esp_err_t (*get_addr)(esp_eth_mac_t *¥mac, uint8_t *addr)
Get MAC address.

Param mac [in] Ethernet MAC instance

Param addr [out] MAC address

Return
¢ ESP_OK: get MAC address successfully
¢ ESP_ERR_INVALID_ARG: get MAC address failed because of invalid argument
» ESP_FAIL: get MAC address failed because some other error occurred

esp_err_t (¥*set_speed)(esp_eth_mac_t *mac, eth_speed_t speed)
Set speed of MAC.
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Param ma:c [in] Ethernet MAC instance

Param speed [in] MAC speed

Return
* ESP_OK: set MAC speed successfully
¢ ESP_ERR_INVALID_ARG: set MAC speed failed because of invalid argument
e ESP_FAIL: set MAC speed failed because some other error occurred

esp_err_t (*set_duplex)(esp_eth_mac_t *mac, eth_duplex_t duplex)
Set duplex mode of MAC.

Param mac [in] Ethernet MAC instance

Param duplex [in] MAC duplex

Return
¢ ESP_OK: set MAC duplex mode successfully
e ESP_ERR_INVALID_ARG: set MAC duplex failed because of invalid argument
e ESP_FAIL: set MAC duplex failed because some other error occurred

esp_err_t (*set_link)(esp_eth_mac_t *¥mac, eth_link_t link)
Set link status of MAC.

Param mac [in] Ethernet MAC instance

Param link [in] Link status

Return
e ESP_OK: set link status successfully
e ESP_ERR_INVALID_ARG: set link status failed because of invalid argument
e ESP_FAIL: set link status failed because some other error occurred

esp_err_t (*set_promiscuous)(esp_eth_mac_t *mac, bool enable)

Set promiscuous of MAC.

Param mac [in] Ethernet MAC instance
Param enable [in] set true to enable promiscuous mode; set false to disable promiscuous mode
Return

* ESP_OK: set promiscuous mode successfully

» ESP_FAIL: set promiscuous mode failed because some error occurred

esp_err_t (*fenable_flow_ctrl)(esp_eth_mac_t *mac, bool enable)

Enable flow control on MAC layer or not.

Param mac [in] Ethernet MAC instance
Param enable [in] set true to enable flow control; set false to disable flow control
Return

* ESP_OK: set flow control successfully

e ESP_FAIL.: set flow control failed because some error occurred

esp_err_t (*set_peer_pause_ability)(esp_eth_mac_t *mac, uint32_t ability)
Set the PAUSE ability of peer node.

Param mac [in] Ethernet MAC instance

Param ability [in] zero indicates that pause function is supported by link partner; non-zero
indicates that pause function is not supported by link partner

Return
* ESP_OK: set peer pause ability successfully
» ESP_FAIL: set peer pause ability failed because some error occurred

esp_err_t (*del)(esp_eth_mac_t *mac)

Free memory of Ethernet MAC.
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Param mac [in] Ethernet MAC instance
Return
* ESP_OK: free Ethernet MAC instance successfully

e ESP_FAIL: free Ethernet MAC instance failed because some error occurred

struct eth_mac_config_t

Configuration of Ethernet MAC object.

Public Members

uint32_t sw_reset_timeout_ms

Software reset timeout value (Unit: ms)

uint32_t rx_task_stack_size

Stack size of the receive task

uint32_t rx_task_prio

Priority of the receive task

int smi_mdc_gpio_num

SMI MDC GPIO number, set to -1 could bypass the SMI GPIO configuration

int smi_mdio_gpio_num

SMI MDIO GPIO number, set to -1 could bypass the SMI GPIO configuration

uint32_t £lags

Flags that specify extra capability for mac driver

eth_data_interface_t interface
EMAC Data interface to PHY (MII/RMII)

eth_mac_clock_config_t clock_config

EMAC Interface clock configuration

Macros

ETH_MAC_FLAG_WORK_WITH_CACHE_DISABLE

MAC driver can work when cache is disabled
ETH_MAC_FLAG_PIN_TO_CORE

Pin MAC task to the CPU core where driver installation happened

ETH_MAC_DEFAULT_CONFIG ()
Default configuration for Ethernet MAC object.

Type Definitions

typedef struct esp_eth_mac_s esp_eth_mac_t
Ethernet MAC.
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Enumerations

enum emac_rmii_clock_mode_t
RMII Clock Mode Options.

Values:

enumerator EMAC_ CLK_DEFAULT

Default values configured using Kconfig are going to be used when “Default” selected.

enumerator EMAC_ CLK_EXT_IN

Input RMII Clock from external. EMAC Clock GPIO number needs to be configured when this option
is selected.

Note: MAC will get RMII clock from outside. Note that ESP32 only supports GPIOO to input the RMII
clock.

enumerator EMAC_CLK_OUT

Output RMII Clock from internal APLL Clock. EMAC Clock GPIO number needs to be configured
when this option is selected.

enum emac_rmii_clock_gpio_t
RMII Clock GPIO number Options.

Values:

enumerator EMAC_CLK_IN_GPIO
MAC will get RMII clock from outside at this GPIO.

Note: ESP32 only supports GPIOO to input the RMII clock.

enumerator EMAC_APPL_CLK_OUT_GPIO
Output RMII Clock from internal APLL Clock available at GP1IOO0.

Note: GPIOO can be set to output a pre-divided PLL clock (test only!). Enabling this option will
configure GPIOO to output a SOMHz clock. In fact this clock doesn’ t have directly relationship with
EMAC peripheral. Sometimes this clock won’ t work well with your PHY chip. You might need to
add some extra devices after GPIOO (e.g. inverter). Note that outputting RMII clock on GPIOO is an
experimental practice. If you want the Ethernet to work with WiFi, don’ t select GPIOO output mode
for stability.

enumerator EMAC_CLK_OUT_GPIO
Output RMII Clock from internal APLL Clock available at GPIO16.

enumerator EMAC_CLK_OUT_180_GPIO
Inverted Output RMII Clock from internal APLL Clock available at GPIO17.

Header File

» components/esp_eth/include/esp_eth_phy.h
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Functions
esp_eth_phy_t *esp_eth_phy new_ipl01 (const eth_phy_config_t *config)

Create a PHY instance of IP101.

Parameters config —[in] configuration of PHY
Returns
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred
esp_eth_phy_t *esp_eth_phy_new_rt18201 (const eth_phy_config_t *config)

Create a PHY instance of RTL8201.

Parameters config —[in] configuration of PHY
Returns
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred

esp_eth_phy_t *esp_eth_phy_new_1lan87xx (const eth_phy_config_t *config)
Create a PHY instance of LAN87xx.
Parameters config —[in] configuration of PHY
Returns
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred
static inline esp_eth_phy_t *esp_eth_phy_new_1an8720 (const eth_phy_config_t *config)
Create a PHY instance of LAN8720.

Note: For ESP-IDF backwards compatibility reasons. In all other cases, use esp_eth_phy_new_lan87xx
instead.

Parameters config —[in] configuration of PHY
Returns
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred

esp_eth_phy_t *esp_eth_phy_new_dp83848 (const eth_phy_config_t *config)
Create a PHY instance of DP83848.

Parameters config —[in] configuration of PHY
Returns
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred

esp_eth_phy_t *esp_eth_phy_ new_ksz8041 (const eth_phy_config_t *config)
Create a PHY instance of KSZ8041.

Parameters config —[in] configuration of PHY
Returns
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred

esp_eth_phy_t *esp_eth_phy_new_ksz8081 (const eth_phy_config_t *config)
Create a PHY instance of KSZ8081.

Parameters config —[in] configuration of PHY
Returns
* instance: create PHY instance successfully
e NULL: create PHY instance failed because some error occurred
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Structures

struct esp_eth_phy_s
Ethernet PHY.

Public Members

esp_err_t (*set_mediator)(esp_eth_phy_t *phy, esp_eth_mediator_t *mediator)
Set mediator for PHY.

Param phy [in] Ethernet PHY instance
Param mediator [in] mediator of Ethernet driver
Return
* ESP_OK: set mediator for Ethernet PHY instance successfully
e ESP_ERR_INVALID_ARG: set mediator for Ethernet PHY instance failed because of
some invalid arguments

esp_err_t (*reset)(esp_eth_phy_t *phy)
Software Reset Ethernet PHY.
Param phy [in] Ethernet PHY instance
Return

* ESP_OK: reset Ethernet PHY successfully
e ESP_FAIL: reset Ethernet PHY failed because some error occurred

esp_err_t (*reset_hw)(esp_eth_phy_t *phy)
Hardware Reset Ethernet PHY.

Note: Hardware reset is mostly done by pull down and up PHY’ s nRST pin

Param phy [in] Ethernet PHY instance
Return
e ESP_OK: reset Ethernet PHY successfully
e ESP_FAIL: reset Ethernet PHY failed because some error occurred

esp_err_t (*init)(esp_eth_phy_t *phy)
Initialize Ethernet PHY.
Param phy [in] Ethernet PHY instance
Return

¢ ESP_OK: initialize Ethernet PHY successfully
¢« ESP_FAIL.: initialize Ethernet PHY failed because some error occurred

esp_err_t (*deinit)(esp_eth_phy_t *phy)
Deinitialize Ethernet PHY.

Param phyL [in] Ethernet PHY instance
Return
¢ ESP_OK: deinitialize Ethernet PHY successfully
« ESP_FAIL: deinitialize Ethernet PHY failed because some error occurred

esp_err_t (*negotiate)(esp_eth_phy_t *phy)

Start auto negotiation.
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Param phy [in] Ethernet PHY instance
Return
* ESP_OK: restart auto negotiation successfully
» ESP_FAIL: restart auto negotiation failed because some error occurred

esp_err_t (*get_1link)(esp_eth_phy_t *phy)
Get Ethernet PHY link status.

Param phy [in] Ethernet PHY instance
Return
e ESP_OK: get Ethernet PHY link status successfully
* ESP_FAIL: get Ethernet PHY link status failed because some error occurred

esp_err_t (*pwretl)(esp_eth_phy_t *phy, bool enable)
Power control of Ethernet PHY.

Param phy [in] Ethernet PHY instance
Param enable [in] set true to power on Ethernet PHY ; ser false to power off Ethernet PHY
Return

* ESP_OK: control Ethernet PHY power successfully

* ESP_FAIL: control Ethernet PHY power failed because some error occurred

esp_err_t (¥*set_addr)(esp_eth_phy_t *phy, uint32_t addr)
Set PHY chip address.

Param phy [in] Ethernet PHY instance
Param addr [in] PHY chip address
Return
* ESP_OK: set Ethernet PHY address successfully
¢ ESP_FAIL: set Ethernet PHY address failed because some error occurred

esp_err_t (*get_addr)(esp_eth_phy_t *phy, uint32_t *addr)
Get PHY chip address.

Param phy [in] Ethernet PHY instance
Param addr [out] PHY chip address
Return
* ESP_OK: get Ethernet PHY address successfully
e ESP_ERR_INVALID_ARG: get Ethernet PHY address failed because of invalid argu-
ment

esp_err_t (*fadvertise_pause_ability)(esp_eth_phy_t *phy, uint32_t ability)
Advertise pause function supported by MAC layer.

Param phy [in] Ethernet PHY instance
Param addr [out] Pause ability
Return
» ESP_OK: Advertise pause ability successfully
¢ ESP_ERR_INVALID_ARG: Advertise pause ability failed because of invalid argument

esp_err_t (*loopback)(esp_eth_phy_t *phy, bool enable)

Param phy [in] Ethernet PHY instance
Param enable [in] enables or disables PHY loopback
Return
* ESP_OK: configures PHY instance loopback function successfully
» ESP_FAIL: PHY instance loopback configuration failed because some error occurred
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esp_err_t (*del)(esp_eth_phy_t *phy)
Free memory of Ethernet PHY instance.

Param phy [in] Ethernet PHY instance
Return
» ESP_OK: free PHY instance successfully
e ESP_FAIL: free PHY instance failed because some error occurred

struct eth_phy_config_ t
Ethernet PHY configuration.

Public Members

int32_t phy_addr

PHY address, set -1 to enable PHY address detection at initialization stage

uint32_t reset_timeout_ms

Reset timeout value (Unit: ms)

uint32_t autonego_timeout_ms

Auto-negotiation timeout value (Unit: ms)

int reset_gpio_num

Reset GPIO number, -1 means no hardware reset

Macros

ESP_ETH_PHY ADDR_AUTO
ETH_PHY DEFAULT_CONFIG ()
Default configuration for Ethernet PHY object.

Type Definitions

typedef struct esp_eth_phy_s esp_eth_phy_t
Ethernet PHY.

Header File

» components/esp_eth/include/esp_eth_netif _glue.h

Functions
esp_eth_netif_glue_handle_t esp_eth_new_netif_glue (esp_eth_handle_t eth_hdl)

Create a netif glue for Ethernet driver.

Note: netif glue is used to attach io driver to TCP/IP netif

Parameters eth_hdl —Ethernet driver handle
Returns glue object, which inherits esp_netif_driver_base_t
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esp_err_t esp_eth_del_netif_glue (esp_eth_netif_glue_handle_t eth_netif_glue)
Delete netif glue of Ethernet driver.

Parameters eth_netif_glue —netif glue
Returns -ESP_OK: delete netif glue successfully

esp_err_t esp_eth_set_default_handlers (void *esp_netif)
Register default IP layer handlers for Ethernet.

Note: : Ethernet handle might not yet properly initialized when setting up these default handlers

Warning: : This function is deprecated and is kept here only for compatibility reasons. Registration of
default IP layer handlers for Ethernet is now handled automatically. Do not call this function if you want
to use multiple Ethernet instances at a time.

Parameters esp_netif —[in] esp network interface handle created for Ethernet driver
Returns

* ESP_ERR_INVALID_ARG: invalid parameter (esp_netif is NULL)

* ESP_OK: set default IP layer handlers successfully

* others: other failure occurred during register esp_event handler

esp_err_t esp_eth_clear_default_handlers (void *esp_netif)
Unregister default IP layer handlers for Ethernet.

Warning: : This function is deprecated and is kept here only for compatibility reasons. Unregistra-
tion of default IP layer handlers for Ethernet is now handled automatically if not registered by calling
esp_eth_set_default_handlers.

Parameters esp_netif —[in] esp network interface handle created for Ethernet driver
Returns

* ESP_ERR_INVALID_ARG: invalid parameter (esp_netif is NULL)

* ESP_OK: clear default IP layer handlers successfully

* others: other failure occurred during unregister esp_event handler

Type Definitions

typedef struct esp_eth_netif_glue_t *esp_eth_netif glue_handle_t

Handle of netif glue - an intermediate layer between netif and Ethernet driver.
Code examples for the Ethernet API are provided in the ethernet directory of ESP-IDF examples.

2.1.3 Thread
Thread

Introduction Thread is a IP-based mesh networking protocol. It’ s based on the 802.15.4 physical and MAC
layer.

Application Examples The openthread directory of ESP-IDF examples contains the following applications:

¢ The OpenThread interactive shell openthread/ot_cli.
¢ The Thread border router openthread/ot_br.
* The Thread radio co-processor openthread/ot_rcp.
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API Reference For manipulating the Thread network, the OpenThread api shall be used. The OpenThread api
docs can be found at the OpenThread official website.

ESP-IDF provides extra apis for launching and managing the OpenThread stack, binding to network interfaces and
border routing features.

Header File

» components/openthread/include/esp_openthread.h

Functions
esp_err_t esp_openthread_init (const esp_openthread_platform_config_t *init_config)

Initializes the full OpenThread stack.

Note: The OpenThread instance will also be initialized in this function.

Parameters init_config —[in] The initialization configuration.
Returns
¢ ESP_OK on success
e ESP_ERR_NO_MEM if allocation has failed
* ESP_ERR_INVALID_ARG if radio or host connection mode not supported
* ESP_ERR_INVALID_STATE if already initialized

esp_err_t esp_openthread_launch_mainloop (void)

Launches the OpenThread main loop.

Note: Thie function will not return unless error happens when running the OpenThread stack.

Returns
¢ ESP_OK on success
« ESP_ERR_NO_MEM if allocation has failed
e ESP_FAIL on other failures

esp_err_t esp_openthread_deinit (void)
This function performs OpenThread stack and platform driver deinitialization.
Returns
* ESP_OK on success
e ESP_ERR_INVALID_STATE if not initialized
otlnstance *esp_openthread_get_instance (void)
This function acquires the underlying OpenThread instance.

Note: This function can be called on other tasks without lock.

Returns The OpenThread instance pointer

Header File

» components/openthread/include/esp_openthread_types.h
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Structures

struct esp_openthread_mainloop_context_t

This structure represents a context for a select() based mainloop.

Public Members

fd_set read_fds
The read file descriptors

fd_set write_£fds

The write file descriptors

fd_set error_£fds

The error file descriptors

int max_f£fd

The max file descriptor

struct timeval timeout

The timeout

struct esp_openthread_uart_config t

The uart port config for OpenThread.

Public Members

uart_port_t port
UART port number

uart_config_t uart_config

UART configuration, see uart_config_t docs

int rx_pin

UART RX pin

inttx_pin
UART TX pin

struct esp_openthread_radio_config_ t

The OpenThread radio configuration.

Public Members

esp_openthread_radio_mode_t radio_mode

The radio mode
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esp_openthread_uart_config_t radio_uart_config

The uvart configuration to RCP

struct esp_openthread_host_connection_config_t

The OpenThread host connection configuration.

Public Members

esp_openthread_host_connection_mode_t host_connection_mode

The host connection mode

esp_openthread_uart_config_t host_uart_config

The uart configuration to host

struct esp_openthread_port_config t

The OpenThread port specific configuration.

Public Members

const char *storage_partition_name

The partition for storing OpenThread dataset

uint8_t netif_queue_size

The packet queue size for the network interface

uint8_t task_queue_size

The task queue size

struct esp_openthread_platform_config t

The OpenThread platform configuration.

Public Members

esp_openthread_radio_config_t radio_config

The radio configuration

esp_openthread_host_connection_config_t host_config

The host connection configuration

esp_openthread_port_config_t port_config

The port configuration

Enumerations

enum esp_openthread_event_t

OpenThread event declarations.

Values:
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enumerator OPENTHREAD_EVENT_START
OpenThread stack start

enumerator OPENTHREAD_EVENT_STOP
OpenThread stack stop

enumerator OPENTHREAD_EVENT_IF_UP

OpenThread network interface up

enumerator OPENTHREAD_EVENT_IF_DOWN

OpenThread network interface down

enumerator OPENTHREAD_EVENT_GOT_IP6
OpenThread stack added IPv6 address

enumerator OPENTHREAD_EVENT_LOST_IP6
OpenThread stack removed IPv6 address

enumerator OPENTHREAD_EVENT_MULTICAST_GROUP_JOIN
OpenThread stack joined IPv6 multicast group

enumerator OPENTHREAD_EVENT_MULTICAST_GROUP_LEAVE
OpenThread stack left IPv6 multicast group

enum esp_openthread_radio_mode_t
The radio mode of OpenThread.

Values:

enumerator RADIO_MODE_NATIVE
Use the native 15.4 radio

enumerator RADIO_MODE_UART_RCP
UART connection to a 15.4 capable radio co-processor (RCP)

enumerator RADIO_MODE_SPI_RCP

SPI connection to a 15.4 capable radio co-processor (RCP)

enum esp_openthread_host_connection_mode_t

How OpenThread connects to the host.

Values:

enumerator HOST_CONNECTION_MODE_NONE

Disable host connection

enumerator HOST _CONNECTION_MODE_CLI_UART
CLI UART connection to the host

enumerator HOST _CONNECTION_MODE_RCP_UART
RCP UART connection to the host
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Header File

» components/openthread/include/esp_openthread_lock.h

Functions
esp_err_t esp_openthread_lock_init (void)
This function initializes the OpenThread API lock.
Returns
¢ ESP_OK on success
* ESP_ERR_NO_MEM fif allocation has failed

* ESP_ERR_INVALID_STATE if already initialized
void esp_openthread_lock_deinit (void)

This function deinitializes the OpenThread API lock.

bool esp_openthread_lock_acquire (TickType_t block_ticks)
This functions acquires the OpenThread APT lock.

Note: Every OT APIs that takes an otInstance argument MUST be protected with this API lock except that
the call site is in OT callbacks.

Parameters block_ticks —[in] The maxinum number of RTOS ticks to wait for the lock.
Returns

* True on lock acquired

* False on failing to acquire the lock with the timeout.

void esp_openthread_lock_release (void)
This function releases the OpenThread API lock.

Header File

» components/openthread/include/esp_openthread_netif_glue.h

Functions
void *esp_openthread_netif_glue_init (const esp_openthread_platform_config_t *config)
This function initializes the OpenThread network interface glue.
Parameters config —[in] The platform configuration.
Returns
* glue pointer on success

e NULL on failure
void esp_openthread_netif_glue_deinit (void)

This function deinitializes the OpenThread network interface glue.

esp_netif_t *esp_openthread_get_netif (void)

This function acquires the OpenThread netif.

Returns The OpenThread netif or NULL if not initialzied.

Header File

» components/openthread/include/esp_openthread_border_router.h
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Functions
esp_err_t esp_openthread_border_router_init (esp_netif_t *backbone_netif)

Initializes the border router features of OpenThread.

Note: Calling this function will make the device behave as an OpenThread border router. Kconfig option
CONFIG_OPENTHREAD_BORDER_ROUTER is required.

Parameters backbone_netif —[in] The backbone network interface (WiFi or ethernet)
Returns
¢ ESP_OK on success
* ESP_ERR_NOT_SUPPORTED if feature not supported
* ESP_ERR_INVALID_STATE if already initialized
* ESP_FIAL on other failures
esp_err_t esp_openthread_border_router_deinit (void)
Deinitializes the border router features of OpenThread.
Returns
¢ ESP_OK on success
e ESP_ERR_INVALID_STATE if not initialized
* ESP_FIAL on other failures
esp_netif_t *esp_openthread_get_backbone_netif (void)

Gets the backbone interface of OpenThread border router.
Returns The backbone interface or NULL if border router not initialized.

Thread is an IPv6-based mesh networking technology for IoT. Code examples for the Thread API are provided in
the openthread directory of ESP-IDF examples.

2.1.4 1P Network Layer
ESP-NETIF

The purpose of ESP-NETIF library is twofold:

« It provides an abstraction layer for the application on top of the TCP/IP stack. This will allow applications to
choose between IP stacks in the future.
* The APIs it provides are thread safe, even if the underlying TCP/IP stack APIs are not.

ESP-IDF currently implements ESP-NETIF for the IwIP TCP/IP stack only. However, the adapter itself is TCP/IP
implementation agnostic and different implementations are possible.

Some ESP-NETIF API functions are intended to be called by application code, for example to get/set interface IP
addresses, configure DHCP. Other functions are intended for internal ESP-IDF use by the network driver layer.

In many cases, applications do not need to call ESP-NETIF APIs directly as they are called from the default network
event handlers.

ESP-NETIF component is a successor of the tcpip_adapter, former network interface abstraction, which has become
deprecated since IDF v4.1. Please refer to the TCP/IP Adapter Migration Guide section in case existing applications
to be ported to use the esp-netif API instead.

ESP-NETIF architecture

| (A) USER CODE

............. | init settings events

(continues on next page)
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(continued from previous page)
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| | <ol esp_netif_free_rx_buffer |. <. ol | packet buffer |
Fe—— \ | | | |
\ | | | (D) |
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77777777 + + +
communication NETWORK STACK
DRIVER ESP-NETIF
Data and event flow in the diagram
¢ ... Initialization line from user code to ESP-NETIF and communication driver

e ——<-—->-- Data packets going from communication media to TCP/IP stack and back
o *x*x+*x+* Events aggregated in ESP-NETIF propagates to driver, user code and network stack
¢ | User settings and runtime configuration

ESP-NETIF interaction

A) User code, boiler plate Overall application interaction with a specific IO driver for communication media and
configured TCP/IP network stack is abstracted using ESP-NETIF APIs and outlined as below:

A) Initialization code

1) Initializes IO driver
2) Creates a new instance of ESP-NETIF and configure with

* ESP-NETIF specific options (flags, behaviour, name)
» Network stack options (netif init and input functions, not publicly available)
* 1O driver specific options (transmit, free rx buffer functions, IO driver handle)

3) Attaches the 10 driver handle to the ESP-NETIF instance created in the above steps
4) Configures event handlers

¢ use default handlers for common interfaces defined in IO drivers; or define a specific handlers for
customised behaviour/new interfaces
« register handlers for app related events (such as IP lost/acquired)

B) Interaction with network interfaces using ESP-NETIF API

¢ Getting and setting TCP/IP related parameters (DHCP, IP, etc)
» Receiving IP events (connect/disconnect)
* Controlling application lifecycle (set interface up/down)
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B) Communication driver, IO driver, media driver Communication driver plays these two important roles in
relation with ESP-NETIF:

1) Event handlers: Define behaviour patterns of interaction with ESP-NETIF (for example: ethernet link-up ->
turn netif on)
2) Glue IO layer: Adapts the input/output functions to use ESP-NETIF transmit, receive and free receive buffer

* Installs driver_transmit to appropriate ESP-NETIF object, so that outgoing packets from network stack are
passed to the IO driver
» Calls esp_netif receive () to pass incoming data to network stack

C) ESP-NETIF, former tcpip_adapter ESP-NETIF is an intermediary between an IO driver and a network stack,
connecting packet data path between these two. As that it provides a set of interfaces for attaching a driver to ESP-
NETIF object (runtime) and configuring a network stack (compile time). In addition to that a set of API is provided
to control network interface lifecycle and its TCP/IP properties. As an overview, the ESP-NETIF public interface
could be divided into these 6 groups:

1) Initialization APIs (to create and configure ESP-NETIF instance)
2) Input/Output API (for passing data between IO driver and network stack)
3) Event or Action API

 Used for network interface lifecycle management
» ESP-NETIF provides building blocks for designing event handlers

4) Setters and Getters for basic network interface properties
5) Network stack abstraction: enabling user interaction with TCP/IP stack

* Set interface up or down
e DHCP server and client API
¢ DNS API

6) Driver conversion utilities

D) Network stack Network stack has no public interaction with application code with regard to public interfaces
and shall be fully abstracted by ESP-NETIF APIL.

ESP-NETIF programmer’ s manual Please refer to the example section for basic initialization of default inter-
faces:

« WiFi Station: wifi/getting_started/station/main/station_example_main.c
* WiFi Access Point: wifi/getting_started/softAP/main/softap_example_main.c
¢ Ethernet: ethernet/basic/main/ethernet_example_main.c

For more specific cases please consult this guide: ESP-NETIF Custom I/O Driver.

WiFi default initialization The initialization code as well as registering event handlers for default interfaces, such
as softAP and station, are provided in two separate APIs to facilitate simple startup code for most applications:

* esp_netif create_default_wifi_ap/()
* esp_netif create_default_wifi_sta/()

Please note that these functions return the esp_net if handle, i.e. a pointer to a network interface object allocated
and configured with default settings, which as a consequence, means that:

e The created object has to be destroyed if a network de-initialization is provided by an application using
esp_netif_destroy_default_wifi().

e These default interfaces must not be created multiple times, unless the created handle is deleted using
esp_netif_destroy().

* When using Wifi in AP+STA mode, both these interfaces has to be created.

API Reference
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Header File

» components/esp_netif/include/esp_netif.h

Functions
esp_err_t esp_netif_init (void)
Initialize the underlying TCP/IP stack.

Note: This function should be called exactly once from application code, when the application starts up.

Returns
e ESP_OK on success
» ESP_FAIL if initializing failed

esp_err_t esp_netif deinit (void)

Deinitialize the esp-netif component (and the underlying TCP/IP stack)
Note: Deinitialization is not supported yet

Returns
* ESP_ERR_INVALID_STATE if esp_netif not initialized
 ESP_ERR_NOT_SUPPORTED otherwise

esp_netif_t *esp_netif_new (const esp_netif_config_t *esp_netif_config)

Creates an instance of new esp-netif object based on provided config.

Parameters esp_netif_config —[in] pointer esp-netif configuration
Returns

* pointer to esp-netif object on success

e NULL otherwise

void esp_netif_destroy (esp_netif_t *esp_netif)

Destroys the esp_netif object.
Parameters esp_netif —[in] pointer to the object to be deleted

esp_err_t esp_netif_set_driver_config (esp_netif_t *esp_netif, const esp_netif _driver_ifconfig_t
*driver_config)

Configures driver related options of esp_netif object.

Parameters

* esp_netif —[inout] pointer to the object to be configured

* driver_config —[in] pointer esp-netif io driver related configuration
Returns

e ESP_OK on success

* ESP_ERR_ESP_NETIF_INVALID_PARAMS if invalid parameters provided

esp_err_t esp_netif_attach (esp_netif_t *esp_netif, esp_netif_iodriver_handle driver_handle)
Attaches esp_netif instance to the io driver handle.

Calling this function enables connecting specific esp_netif object with already initialized io driver to update
esp_netif object with driver specific configuration (i.e. calls post_attach callback, which typically sets io driver
callbacks to esp_netif instance and starts the driver)

Parameters
* esp_netif —[inout] pointer to esp_netif object to be attached
* driver_handle —[in] pointer to the driver handle
Returns
e ESP_OK on success
» ESP_ERR_ESP_NETIF DRIVER_ATTACH_FAILED if driver’ s pot_attach callback
failed

Espressif Systems 226 Release v4.4.5
Submit Document Feedback


https://github.com/espressif/esp-idf/blob/v4.4.5/components/esp_netif/include/esp_netif.h
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

esp_err_t esp_netif_receive (esp_netif_t *esp_netif, void *buffer, size_t len, void *eb)
Passes the raw packets from communication media to the appropriate TCP/IP stack.

This function is called from the configured (peripheral) driver layer. The data are then forwarded as frames to
the TCP/IP stack.

Parameters

* esp_netif —[in] Handle to esp-netif instance

* buffer [in] Received data

* len [in] Length of the data frame

¢ eb —[in] Pointer to internal buffer (used in Wi-Fi driver)
Returns

e« ESP_OK

void esp_netif_ action_start (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)

Default building block for network interface action upon IO driver start event Creates network interface, if
AUTOUP enabled turns the interface on, if DHCPS enabled starts dhcp server.

Note: This API can be directly used as event handler

Parameters
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_ action_stop (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)
Default building block for network interface action upon IO driver stop event.

Note: This API can be directly used as event handler

Parameters
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_connected (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)
Default building block for network interface action upon IO driver connected event.

Note: This API can be directly used as event handler

Parameters
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_disconnected (void *esp_netif, esp_event_base_t base, int32_t event_id, void
*data)

Default building block for network interface action upon IO driver disconnected event.

Note: This API can be directly used as event handler
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Parameters
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_got_ip (void *esp_netif, esp_event_base_t base, int32_t event_id, void *data)

Default building block for network interface action upon network got IP event.

Note: This API can be directly used as event handler

Parameters
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_join_ip6_multicast_group (void *esp_netif, esp_event_base_t base,
int32_t event_id, void *data)

Default building block for network interface action upon IPv6 multicast group join.

Note: This API can be directly used as event handler

Parameters
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_leave_ip6_multicast_group (void *esp_netif, esp_event_base_t base,
int32_t event_id, void *data)

Default building block for network interface action upon IPv6 multicast group leave.

Note: This API can be directly used as event handler

Parameters
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

void esp_netif_action_add_ip6_address (void *esp_netif, esp_event_base_t base, int32_t event_id,
void *data)

Default building block for network interface action upon IPv6 address added by the underlying stack.

Note: This API can be directly used as event handler

Parameters
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
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e data -

void esp_netif_action_remove_ip6_address (void *esp_netif, esp_event_base_t base, int32_t
event_id, void *data)

Default building block for network interface action upon IPv6 address removed by the underlying stack.

Note: This API can be directly used as event handler

Parameters
* esp_netif —[in] Handle to esp-netif instance
* base -
* event_id -
* data -

esp_err_t esp_netif_set_mac (esp_netif_t *esp_netif, uint8_t mac[])

Set the mac address for the interface instance.

Parameters

* esp_netif —[in] Handle to esp-netif instance

e mac —[in] Desired mac address for the related network interface
Returns

* ESP_OK - success

e ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error

* ESP_ERR_NOT_SUPPORTED - mac not supported on this interface

esp_err_t esp_netif_ get_mac (esp_netif_t *esp_netif, uint§_t mac[])

Get the mac address for the interface instance.

Parameters

* esp_netif —[in] Handle to esp-netif instance

¢ mac —[out] Resultant mac address for the related network interface
Returns

¢ ESP_OK - success

 ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error

* ESP_ERR_NOT_SUPPORTED - mac not supported on this interface

esp_err_t esp_netif_ set_hostname (esp_netif_t *esp_netif, const char *hostname)
Set the hostname of an interface.
The configured hostname overrides the default configuration value CONFIG_LWIP_LOCAL_HOSTNAME.
Please note that when the hostname is altered after interface started/connected the changes would only be
reflected once the interface restarts/reconnects

Parameters

* esp_netif —[in] Handle to esp-netif instance

* hostname —[in] New hostname for the interface. Maximum length 32 bytes.
Returns

e ESP_OK - success

« ESP_ERR_ESP NETIF_IF NOT_READY - interface status error

* ESP_ERR_ESP_NETIF_INVALID_PARAMS - parameter error

esp_err_t esp_netif_get_hostname (esp_netif_t *esp_netif, const char **hostname)

Get interface hostname.

Parameters
* esp_netif —[in] Handle to esp-netif instance
* hostname —[out] Returns a pointer to the hostname. May be NULL if no hostname

is set. If set non-NULL, pointer remains valid (and string may change if the hostname
changes).
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Returns
e ESP_OK - success
e ESP_ERR_ESP_NETIF_IF_NOT_READY - interface status error
 ESP_ERR_ESP_NETIF_INVALID_PARAMS - parameter error

bool esp_netif is_netif_up (esp_netif_t *esp_netif)
Test if supplied interface is up or down.
Parameters esp_netif —[in] Handle to esp-netif instance
Returns
* true - Interface is up
* false - Interface is down
esp_err_t esp_netif_ get_ip_info (esp_netif_t *esp_netif, esp_netif_ip_info_t *ip_info)
Get interface’ s IP address information.

If the interface is up, IP information is read directly from the TCP/IP stack. If the interface is down, IP
information is read from a copy kept in the ESP-NETIF instance

Parameters

* esp_netif —[in] Handle to esp-netif instance

* ip_info —[out] If successful, IP information will be returned in this argument.
Returns

« ESP_OK

 ESP_ERR_ESP_NETIF_INVALID_PARAMS

esp_err_t esp_netif get_old_ip_info (esp_netif_t *esp_netif, esp_netif _ip_info_t *ip_info)
Get interface’ s old IP information.

Returns an “old” IP address previously stored for the interface when the valid IP changed.

If the IP lost timer has expired (meaning the interface was down for longer than the configured interval) then
the old IP information will be zero.

Parameters

* esp_netif —[in] Handle to esp-netif instance

e ip_ info —[out] If successful, IP information will be returned in this argument.
Returns

« ESP_OK

 ESP_ERR_ESP_NETIF_INVALID_PARAMS

esp_err_t esp_netif set_ip_info (esp_netif_t *esp_netif, const esp_netif_ip_info_t *ip_info)
Set interface’ s IP address information.

This function is mainly used to set a static IP on an interface.
If the interface is up, the new IP information is set directly in the TCP/IP stack.

The copy of IP information kept in the ESP-NETIF instance is also updated (this copy is returned if the IP is
queried while the interface is still down.)

Note: DHCP client/server must be stopped (if enabled for this interface) before setting new IP information.

Note: Calling this interface for may generate a SYSTEM_EVENT_STA_GOT_IP or SYS-
TEM_EVENT_ETH_GOT_IP event.

Parameters

* esp_netif —[in] Handle to esp-netif instance

e ip_info —[in] IP information to set on the specified interface
Returns

* ESP_OK
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« ESP_ERR_ESP_NETIF_INVALID_PARAMS
e« ESP_ERR_ESP_NETIF_DHCP_NOT_STOPPED If DHCP server or client is still run-
ning

esp_err_t esp_netif_set_old_ip_info (esp_netif_t *esp_netif, const esp_netif _ip_info_t *ip_info)

Set interface old IP information.

This function is called from the DHCP client (if enabled), before a new IP is set. It is also called from the default
handlers for the SYSTEM_EVENT_STA_CONNECTED and SYSTEM_EVENT_ETH_CONNECTED
events.

Calling this function stores the previously configured IP, which can be used to determine if the IP changes in
the future.

If the interface is disconnected or down for too long, the “IP lost timer” will expire (after the configured
interval) and set the old IP information to zero.

Parameters

* esp_netif —[in] Handle to esp-netif instance

* ip_info —[in] Store the old IP information for the specified interface
Returns

* ESP_OK

* ESP_ERR_ESP_NETIF_INVALID_PARAMS

int esp_netif_get_netif_ impl_index (esp_netif_t *esp_netif)
Get net interface index from network stack implementation.

Note: This index could be used in set sockopt () to bind socket with multicast interface

Parameters esp_netif —[in] Handle to esp-netif instance
Returns implementation specific index of interface represented with supplied esp_netif

esp_err_t esp_netif_ get_netif_ impl_name (esp_netif_t *esp_netif, char *name)

Get net interface name from network stack implementation.

Note: This name could be used in set sockopt () to bind socket with appropriate interface

Parameters
* esp_netif —[in] Handle to esp-netif instance
* name —[out] Interface name as specified in underlying TCP/IP stack. Note that the actual
name will be copied to the specified buffer, which must be allocated to hold maximum
interface name size (6 characters for IwIP)
Returns
* ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS

esp_err_t esp_netif dhcps_option (esp_netif_t *esp_netif, esp_netif_dhcp_option_mode_t opt_op,
esp_netif_dhcp_option_id_t opt_id, void *opt_val, uint32_t opt_len)

Set or Get DHCP server option.

Parameters
* esp_netif —[in] Handle to esp-netif instance
* opt_op —[in] ESP_NETIF_OP_SET to set an option, ESP_NETIF_OP_GET to get an
option.
* opt_id -[in] Option index to get or set, must be one of the supported enum values.
* opt_val —[inout] Pointer to the option parameter.
* opt_1len —[in] Length of the option parameter.
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Returns
« ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
e ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED

esp_err_t esp_netif_dhcpc_option (esp_netif_t *esp_netif, esp_netif_dhcp_option_mode_t opt_op,
esp_netif_dhcp_option_id_t opt_id, void *opt_val, uint32_t opt_len)

Set or Get DHCP client option.

Parameters
* esp_netif —[in] Handle to esp-netif instance
* opt_op —[in] ESP_NETIF_OP_SET to set an option, ESP_NETIF_OP_GET to get an
option.
» opt_id —[in] Option index to get or set, must be one of the supported enum values.
* opt_val —[inout] Pointer to the option parameter.
* opt_len —[in] Length of the option parameter.
Returns
* ESP_OK
» ESP_ERR_ESP_NETIF_INVALID_PARAMS
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
» ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED

esp_err_t esp_netif dhcpc_start (esp_netif _t *esp_netif)
Start DHCP client (only if enabled in interface object)

Note: The default event handlers for the SYSTEM_EVENT_STA_CONNECTED and SYS-
TEM_EVENT_ETH_CONNECTED events call this function.

Parameters esp_netif —[in] Handle to esp-netif instance
Returns
* ESP_OK
e ESP_ERR_ESP_NETIF_INVALID_PARAMS
* ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED
» ESP_ERR_ESP_NETIF_DHCPC_START_FAILED

esp_err_t esp_netif dhcpc_stop (esp_netif_t *esp_netif)
Stop DHCP client (only if enabled in interface object)

Note: Calling action_netif_stop() will also stop the DHCP Client if it is running.

Parameters esp_netif —[in] Handle to esp-netif instance
Returns
* ESP_OK
* ESP_ERR_ESP_NETIF_INVALID_PARAMS
* ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
» ESP_ERR_ESP_NETIF_IF_NOT_READY

esp_err_t esp_netif_ dhecpc_get_status (esp_netif_t *esp_netif, esp_netif _dhcp_status_t *status)
Get DHCP client status.

Parameters

* esp_netif —[in] Handle to esp-netif instance

* status —[out] If successful, the status of DHCP client will be returned in this argument.
Returns

 ESP_OK
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esp_err_t esp_netif_dhcps_get_status (esp_netif_t *esp_netif, esp_netif_dhcp_status_t *status)
Get DHCP Server status.

Parameters
* esp_netif —[in] Handle to esp-netif instance
¢ status —[out] If successful, the status of the DHCP server will be returned in this ar-
gument.
Returns
« ESP_OK

esp_err_t esp_netif dhcps_start (esp_netif_t *esp_netif)
Start DHCP server (only if enabled in interface object)

Parameters esp_netif —[in] Handle to esp-netif instance
Returns

» ESP_OK

» ESP_ERR_ESP_NETIF_INVALID_PARAMS

e ESP_ERR_ESP_NETIF_DHCP_ALREADY_STARTED

esp_err_t esp_netif dhcps_stop (esp_netif_t *esp_netif)
Stop DHCP server (only if enabled in interface object)

Parameters esp_netif —[in] Handle to esp-netif instance
Returns
 ESP_OK
» ESP_ERR_ESP_NETIF_INVALID_PARAMS
e ESP_ERR_ESP_NETIF_DHCP_ALREADY_STOPPED
e ESP_ERR_ESP_NETIF_IF_NOT_READY

esp_err_t esp_netif set_dns_info (esp_netif_t *esp_netif, esp_netif_dns_type_t type,
esp_netif_dns_info_t *dns)

Set DNS Server information.
This function behaves differently if DHCP server or client is enabled

If DHCP client is enabled, main and backup DNS servers will be updated automatically from the DHCP lease
if the relevant DHCP options are set. Fallback DNS Server is never updated from the DHCP lease and is
designed to be set via this API. If DHCP client is disabled, all DNS server types can be set via this API only.

If DHCP server is enabled, the Main DNS Server setting is used by the DHCP server to provide a DNS Server
option to DHCP clients (Wi-Fi stations).

¢ The default Main DNS server is typically the IP of the DHCP server itself.

 This function can override it by setting server type ESP_NETIF_DNS_MAIN.

e Other DNS Server types are not supported for the DHCP server.

 To propagate the DNS info to client, please stop the DHCP server before using this APL.

Parameters
* esp_netif —[in] Handle to esp-netif instance
* type —[in] Type of DNS Server to set: ESP_NETIF_DNS_MAIN,
ESP_NETIF_DNS_BACKUP, ESP_NETIF_DNS_FALLBACK
e dns —[in] DNS Server address to set
Returns
¢ ESP_OK on success
e ESP_ERR_ESP_NETIF_INVALID_PARAMS invalid params

esp_err_t esp_netif get_dns_info (esp_netif_t *esp_netif, esp_netif_dns_type_t type,
esp_netif_dns_info_t *dns)
Get DNS Server information.

Return the currently configured DNS Server address for the specified interface and Server type.
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This may be result of a previous call to esp_netif_set_dns_info(). If the interface’ s DHCP client is enabled,
the Main or Backup DNS Server may be set by the current DHCP lease.

Parameters
* esp_netif —[in] Handle to esp-netif instance
* type [in] Type of DNS Server to get: ESP_NETIF_DNS_MAIN,
ESP_NETIF_DNS_BACKUP, ESP_NETIF_DNS_FALLBACK
e dns —[out] DNS Server result is written here on success
Returns
¢ ESP_OK on success
* ESP_ERR_ESP_NETIF_INVALID_PARAMS invalid params

esp_err_t esp_netif_ create_ip6_linklocal (esp_netif_t *esp_netif)
Create interface link-local IPv6 address.

Cause the TCP/IP stack to create a link-local IPv6 address for the specified interface.

This function also registers a callback for the specified interface, so that if the link-local address becomes
verified as the preferred address then a SYSTEM_EVENT_GOT_IP6 event will be sent.

Parameters esp_netif —[in] Handle to esp-netif instance
Returns

* ESP_OK

e ESP_ERR_ESP_NETIF_INVALID_PARAMS

esp_err_t esp_netif_ get_ip6_linklocal (esp_netif_t *esp_netif, esp_ip6_addr_t *if_ip6)
Get interface link-local IPv6 address.

If the specified interface is up and a preferred link-local IPv6 address has been created for the interface, return
a copy of it.

Parameters
* esp_netif —[in] Handle to esp-netif instance
e if ip6 —[out] [Pv6 information will be returned in this argument if successful.
Returns
* ESP_OK
* ESP_FAIL If interface is down, does not have a link-local IPv6 address, or the link-local
IPv6 address is not a preferred address.

esp_err_t esp_netif get_ip6_global (esp_netif_t *esp_netif, esp_ip6_addr_t *if_ip6)
Get interface global IPv6 address.

If the specified interface is up and a preferred global IPv6 address has been created for the interface, return a

copy of it.
Parameters
* esp_netif —[in] Handle to esp-netif instance
* if ip6 —[out] IPv6 information will be returned in this argument if successful.
Returns

* ESP_OK
» ESP_FAIL If interface is down, does not have a global IPv6 address, or the global IPv6
address is not a preferred address.
int esp_netif_get_all_ip6 (esp_netif_t *esp_netif, esp_ip6_addr_t if_ip6[])
Get all IPv6 addresses of the specified interface.
Parameters
* esp_netif —[in] Handle to esp-netif instance
* if_ip6 —[out] Array of IPv6 addresses will be copied to the argument
Returns number of returned IPv6 addresses
void esp_netif_set_ip4_addr (esp_ip4_addr_t *addr, uint8_t a, uint8_t b, uint8_t c, uint8_t d)
Sets IPv4 address to the specified octets.
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Parameters
¢ addr [out] IP address to be set
¢ a —the first octet (127 for IP 127.0.0.1)
. b —
L] c —
e d-

char *esp_ip4addr_ntoa (const esp_ip4_addr_t *addr, char *buf, int buflen)
Converts numeric [P address into decimal dotted ASCII representation.

Parameters
* addr —-ip address in network order to convert
* buf —target buffer where the string is stored
* buflen —length of buf
Returns either pointer to buf which now holds the ASCII representation of addr or NULL if buf
was too small

uint32_t esp_ip4addr_aton (const char *addr)
Ascii internet address interpretation routine The value returned is in network order.

Parameters addr —IP address in ascii representation (e.g. “127.0.0.1” )
Returns ip address in network order

esp_err_t esp_netif_str_ to_ip4 (const char *src, esp_ip4_addr_t *dst)

Converts Ascii internet [Pv4 address into esp_ip4_addr_t.

Parameters

* src —[in] IPv4 address in ascii representation (e.g. “127.0.0.1” )

* dst —[out] Address of the target esp_ip4_addr_t structure to receive converted address
Returns

e ESP_OK on success

* ESP_FAIL if conversion failed

* ESP_ERR_INVALID_ARG if invalid parameter is passed into

esp_err_t esp_netif str_to_ip6 (const char *src, esp_ip6_addr_t *dst)

Converts Ascii internet IPv6 address into esp_ip4_addr_t Zeros in the IP address can be stripped or completely
ommited: “2001:db8:85a3:0:0:0:2:1” or “2001:db8::2:17 )

Parameters

* srec in] IPv6 address in ascii representation  (e.g.

2001:0db8:85a3:0000:0000:0000:0002:0001” )

* dst —[out] Address of the target esp_ip6_addr_t structure to receive converted address
Returns

¢ ESP_OK on success

* ESP_FAIL if conversion failed

* ESP_ERR_INVALID_ARG if invalid parameter is passed into

W

esp_netif_iodriver_handle esp_netif_ get_io_driver (esp_netif_t *esp_netif)

Gets media driver handle for this esp-netif instance.

Parameters esp_netif —[in] Handle to esp-netif instance
Returns opaque pointer of related IO driver

esp_netif_t *esp_netif get_handle_from_ifkey (const char *if_key)
Searches over a list of created objects to find an instance with supplied if key.

Parameters if_key —Textual description of network interface
Returns Handle to esp-netif instance

esp_netif_flags_t esp_netif_get_f£lags (esp_netif_t *esp_netif)

Returns configured flags for this interface.

Parameters esp_netif —[in] Handle to esp-netif instance
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Returns Configuration flags

const char *esp_netif_get_ifkey (esp_netif_t *esp_netif)
Returns configured interface key for this esp-netif instance.

Parameters esp_netif —[in] Handle to esp-netif instance
Returns Textual description of related interface

const char *esp_netif_ get_desc (esp_netif_t *esp_netif)

Returns configured interface type for this esp-netif instance.

Parameters esp_netif —[in] Handle to esp-netif instance
Returns Enumerated type of this interface, such as station, AP, ethernet

int esp_netif_get_route_prio (esp_netif_t *esp_netif)
Returns configured routing priority number.

Parameters esp_netif —[in] Handle to esp-netif instance
Returns Integer representing the instance’ s route-prio, or -1 if invalid paramters

int32_tesp_netif get_event_id (esp_netif_t *esp_netif, esp_netif_ip_event_type_t event_type)

Returns configured event for this esp-netif instance and supplied event type.

Parameters
* esp_netif —[in] Handle to esp-netif instance
* event_type —(either get or lost IP)
Returns specific event id which is configured to be raised if the interface lost or acquired IP address
-1 if supplied event_type is not known

esp_netif_t *esp_netif_ next (esp_netif_t *esp_netif)

Iterates over list of interfaces. Returns first netif if NULL given as parameter.

Parameters esp_netif —[in] Handle to esp-netif instance
Returns First netif from the list if supplied parameter is NULL, next one otherwise

size_tesp_netif get_nr_of_ifs (void)

Returns number of registered esp_netif objects.
Returns Number of esp_netifs

void esp_netif_ netstack_buf_ ref (void *netstack_buf)

increase the reference counter of net stack buffer
Parameters netstack_buf —[in] the net stack buffer

void esp_netif_netstack_buf_free (void *netstack_buf)

free the netstack buffer
Parameters netstack_buf —[in] the net stack buffer

esp_err_t esp_netif_ tcpip_exec (esp_netif_callback_fn fn, void *ctx)
Utility to execute the supplied callback in TCP/IP context.

Parameters
e f£n —Pointer to the callback
e ctx —Parameter to the callback
Returns The error code (esp_err_t) returned by the callback

Macros

_ESP_NETIF_SUPPRESS_LEGACY_ WARNING_
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Type Definitions

typedef esp_err_t (fesp_netif_callback_£n)(void *ctx)
TCPIP thread safe callback used with esp_netif_tcpip_exec()

WiFi default API reference

Header File

» components/esp_wifi/include/esp_wifi_default.h

Functions
esp_err_t esp_netif attach_wifi_station (esp_netif_t *esp_netif)
Attaches wifi station interface to supplied netif.
Parameters esp_netif —instance to attach the wifi station to
Returns
¢ ESP_OK on success

 ESP_FAIL if attach failed
esp_err_t esp_netif_ attach_wifi_ap (esp_netif_t *esp_netif)

Attaches wifi soft AP interface to supplied netif.
Parameters esp_netif —instance to attach the wifi AP to
Returns
¢ ESP_OK on success
» ESP_FAIL if attach failed
esp_err_tesp_wifi_set_default_wifi_sta_handlers (void)
Sets default wifi event handlers for STA interface.
Returns
» ESP_OK on success, error returned from esp_event_handler_register if failed
esp_err_tesp_wifi_set_default_wifi_ap_handlers (void)
Sets default wifi event handlers for AP interface.
Returns
* ESP_OK on success, error returned from esp_event_handler_register if failed
esp_err_t esp_wifi_clear_default_wifi_driver_ and_handlers (void *esp_netif)
Clears default wifi event handlers for supplied network interface.
Parameters esp_netif —instance of corresponding if object
Returns
» ESP_OK on success, error returned from esp_event_handler_register if failed
esp_netif_t *esp_netif create_default_wifi_ap (void)
Creates default WIFI AP. In case of any init error this API aborts.

Note: The API creates esp_netif object with default WiFi access point config, attaches the netif to wifi and
registers default wifi handlers.

Returns pointer to esp-netif instance
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esp_netif_t *esp_netif_ create_default_wifi_sta (void)
Creates default WIFI STA. In case of any init error this API aborts.

Note: The API creates esp_netif object with default WiFi station config, attaches the netif to wifi and registers
default wifi handlers.

Returns pointer to esp-netif instance

void esp_netif_destroy_default_wifi (void *esp_netif)
Destroys default WIFI netif created with esp_netif _create_default_wifi_---() APL

Note: This API unregisters wifi handlers and detaches the created object from the wifi. (this function is a
no-operation if esp_netif is NULL)

Parameters esp_netif —[in] object to detach from WiFi and destroy

esp_netif_t *esp_netif_create_wifi (wifi_interface_t wifi_if, esp_netif _inherent_config_t
*esp_netif_config)

Creates esp_netif WiFi object based on the custom configuration.

Attention This API DOES NOT register default handlers!

Parameters

* wifi_3if —[in] type of wifi interface

* esp_netif_config —[in] inherent esp-netif configuration pointer
Returns pointer to esp-netif instance

esp_err_t esp_netif create_default_wifi_mesh_netifs (esp_netif_t **p_netif_sta, esp_netif_t
**p_netif_ap)
Creates default STA and AP network interfaces for esp-mesh.

Both netifs are almost identical to the default station and softAP, but with DHCP client and server disabled.
Please note that the DHCP client is typically enabled only if the device is promoted to a root node.

Returns created interfaces which could be ignored setting parameters to NULL if an application code does not
need to save the interface instances for further processing.

Parameters
* p_netif_sta —[out] pointer where the resultant STA interface is saved (if non NULL)
* p_netif_ap [out] pointer where the resultant AP interface is saved (if non NULL)
Returns ESP_OK on success

TCP/IP Adapter Migration Guide

TCP/IP Adapter is a network interface abstraction component used in IDF prior to v4.1. This page outlines migration
from tcpip_adapter API to its successor ESP-NETIF.

Updating network connection code
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Network stack initialization Simply replace tcpip_adapter_init () withesp_netif_init (). Please
note that the ESP-NETIF initialization API returns standard error code and the esp_netif_deinit () for un-
initialization is available.

Also replace #include "tcpip_adapter.h" with #include "esp_netif.h".

Network interface creation TCP/IP Adapter defined these three interfaces statically:

¢ WiFi Station
¢ WiFi Access Point
¢ Ethernet

Network interface instance shall be explicitly constructed for the ESP-NETIF to enable its con-
nection to the TCP/IP stack. For example initialization code for WiFi has to explicitly call
esp_netif create_default_wifi_sta(); or esp_netif create_default_wifi_ap();
after the TCP/IP stack and the event loop have been initialized. Please consult an example initialization code for
these three interfaces:

* WiFi Station: wifi/getting_started/station/main/station_example_main.c
* WiFi Access Point: wifi/getting_started/softAP/main/softap_example_main.c
» Ethernet: ethernet/basic/main/ethernet_example_main.c

Replacing other tcpip_adapter API  All the tcpip_adapter functions have their esp-netif counter-part. Please
refer to the esp_netif.h grouped into these sections:

¢ Setters/Getters
e DHCP

e DNS

e [P address

Default event handlers Event handlers are moved from tcpip_adapter to appropriate driver code. There is no
change from application code perspective, all events shall be handled in the same way. Please note that within IP
related event handlers, application code usually receives IP addresses in a form of esp-netif specific struct (not the
LwIP structs, but binary compatible). This is the preferred way of printing the address:

’ESP_LOGI(TAG, "got ip:" IPSTR "\n", IP2STR(&event->ip_info.ip));

Instead of

’ESP_LOGI(TAG, "got ip:%s\n", ipdaddr_ntoa(s&event->ip_info.ip));

Since ip4addr_ntoa () is a LWIP API, the esp-netif provides esp_ip4addr_ntoa () as a replacement, but
the above method is generally preferred.

IP addresses It is preferred to use esp-netif defined IP structures. Please note that the LwIP structs will still work
when default compatibility enabled. * esp-netif IP address definitions

Next steps Additional step in porting an application to fully benefit from the ESP-NETIF is to disable the
tcpip_adapter compatibility layer in the component configuration: ESP NETIF Adapter ->Enable back-
ward compatible tcpip_adapter interface and checkif the project compiles. TCP/IP adapter brings
many include dependencies and this step might help in decoupling the application from using specific TCP/IP stack
API directly.

ESP-NETIF Custom I/O Driver

This section outlines implementing a new I/O driver with esp-netif connection capabilities. By convention the I/O
driver has to register itself as an esp-netif driver and thus holds a dependency on esp-netif component and is responsible
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for providing data path functions, post-attach callback and in most cases also default event handlers to define network
interface actions based on driver’ s lifecycle transitions.

Packet input/output As shown in the diagram, the following three API functions for the packet data path must be
defined for connecting with esp-netif:

* esp_netif transmit ()
* esp_netif free_rx_buffer()
* esp_netif receive()

The first two functions for transmitting and freeing the rx buffer are provided as callbacks, i.e. they get called from
esp-netif (and its underlying TCP/IP stack) and I/O driver provides their implementation.

The receiving function on the other hand gets called from the I/O driver, so that the driver’ s code simply calls
esp_netif_receive () onanew data received event.

Post attach callback A final part of the network interface initialization consists of attaching the esp-netif instance
to the I/O driver, by means of calling the following API:

esp_err_t esp_netif_attach(esp_netif_t *esp_netif, esp_netif_ iodriver_handle.
—driver_handle);

It is assumed that the esp_netif_ iodriver_handle is a pointer to driver’ s object, a struct derived from
struct esp_netif_driver_base_s, so that the first member of I/O driver structure must be this base
structure with pointers to

* post-attach function callback
* related esp-netif instance

As a consequence the I/O driver has to create an instance of the struct per below:

typedef struct my_netif driver_s {

esp_netif_driver_base_t base; /*1< base structure reserved as.
—esp-netif driver */
driver_impl *h; /*1< handle of driver.

—implementation */
} my_netif_driver_t;

with actual values of my_netif_driver_t::base.post_attach and the actual drivers handle
my_netif_driver_t::h. So when the esp_netif_attach () gets called from the initialization code,
the post-attach callback from I/O driver’ s code gets executed to mutually register callbacks between esp-netif and
I/O driver instances. Typically the driver is started as well in the post-attach callback. An example of a simple
post-attach callback is outlined below:

static esp_err_t my_post_attach_start (esp_netif_t * esp_netif, woid * args)
{
my_netif_driver_t *driver = args;
const esp_netif_driver_ifconfig_ t driver_ifconfig = {
.driver_free_rx_buffer = my_free_rx_buf,
.transmit = my_transmit,
.handle = driver->driver_impl
bi
driver->base.netif = esp_netif;
ESP_ERROR_CHECK (esp_netif_set_driver_config(esp_netif, &driver_ifconfiqg));
my_driver_start (driver->driver_impl);
return ESP_OK;

Default handlers 1/0 drivers also typically provide default definitions of lifecycle behaviour of related network
interfaces based on state transitions of I/O drivers. For example driver start —> network start, etc. An example of
such a default handler is provided below:
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esp_err_t my_driver_netif_ set_default_handlers (my_netif_driver_t *driver, esp_
—netif_t * esp_netif)

{
driver_set_event_handler (driver->driver_impl, esp_netif_action_start, MY_DRV_

—EVENT_START, esp_netif);
driver_set_event_handler (driver->driver_impl, esp_netif_action_stop,

—EVENT_STOP, esp_netif);
return ESP_OK;

MY_DRV_

}

Network stack connection The packet data path functions for transmitting and freeing the rx buffer (defined in
the I/O driver) are called from the esp-netif, specifically from its TCP/IP stack connecting layer. The following API

reference outlines these network stack interaction with the esp-netif.

Header File

» components/esp_netif/include/esp_netif _net_stack.h

Functions
esp_netif_t *esp_netif get_handle_from_netif impl (void *dev)

Returns esp-netif handle.
Parameters dev —[in] opaque ptr to network interface of specific TCP/IP stack
Returns handle to related esp-netif instance
void *esp_netif get_netif impl (esp_netif_t *esp_netif)
Returns network stack specific implementation handle (if supported)
Note that it is not supported to acquire PPP netif impl pointer and this function will return NULL for esp_netif
instances configured to PPP mode
Parameters esp_netif —[in] Handle to esp-netif instance
Returns handle to related network stack netif handle
esp_err_t esp_netif_ transmit (esp_netif_t *esp_netif, void *data, size_t len)
Outputs packets from the TCP/IP stack to the media to be transmitted.

This function gets called from network stack to output packets to 10 driver.

Parameters
* esp_netif —[in] Handle to esp-netif instance

e data [in] Data to be transmitted
* len —[in] Length of the data frame
Returns ESP_OK on success, an error passed from the I/O driver otherwise

esp_err_t esp_netif transmit_wrap (esp_netif_t *esp_netif, void *data, size_t len, void *netstack_buf’)
Outputs packets from the TCP/IP stack to the media to be transmitted.

This function gets called from network stack to output packets to IO driver.

Parameters
* esp_netif —[in] Handle to esp-netif instance

e data [in] Data to be transmitted
* len —[in] Length of the data frame
* netstack_buf —[in] net stack buffer
Returns ESP_OK on success, an error passed from the I/O driver otherwise

void esp_netif_free_rx_buffer (void *esp_netif, void *buffer)
Free the rx buffer allocated by the media driver.

This function gets called from network stack when the rx buffer to be freed in IO driver context, i.e. to
deallocate a buffer owned by io driver (when data packets were passed to higher levels to avoid copying)
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Parameters
* esp_netif —[in] Handle to esp-netif instance
* buffer —[in] Rx buffer pointer

Code examples for TCP/IP socket APIs are provided in the protocols/sockets directory of ESP-IDF examples.

The TCP/IP Adapter (legacy network interface library) has been deprecated, please consult the TCP/IP Adapter
Migration Guide to update existing IDF applications.

2.1.5 Application Layer

Documentation for Application layer network protocols (above the IP Network layer) are provided in Application
Protocols.

2.2 Peripherals API

2.2.1 Analog to Digital Converter (ADC)
ADC Channels

The ESP32-S2 integrates 2 SAR (Successive Approximation Register) ADCs, supporting a total of 20 measurement
channels (analog enabled pins).

These channels are supported:

ADC1:

¢ 10 channels: GPIO1 - GPIO10
ADC2:

¢ 10 channels: GPIO11 - GP1O20
ADC Attenuation

Vref is the reference voltage used internally by ESP32-S2 ADCs for measuring the input voltage. The ESP32-S2
ADCs can measure analog voltages from 0 V to Vref. Among different chips, the Vref varies, the median is 1.1 V.
In order to convert voltages larger than Vref, input voltages can be attenuated before being input to the ADCs. There
are 4 available attenuation options, the higher the attenuation is, the higher the measurable input voltage could be.

Attenuation Measurable input voltage range
ADC_ATTEN_DB_O 0mV ~ 750 mV
ADC_ATTEN_DB_2_5 | OmV ~ 1050 mV
ADC_ATTEN_DB_6 0mV ~ 1300 mV
ADC_ATTEN_DB_11 0mV ~ 2500 mV

ADC Conversion
An ADC conversion is to convert the input analog voltage to a digital value. The ADC conversion results provided
by the ADC driver APIs are raw data. Resolution of ESP32-S2 ADC raw results under Single Read mode is 12-bit.

e adcl_get_raw()
e adc2_get_raw()

To calculate the voltage based on the ADC raw results, this formula can be used:
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Vout = Dout * Vmax / Dmax (1)

where:

Vout | Digital output result, standing for the voltage.

Dout | ADC raw digital reading result.

Vmax| Maximum measurable input analog voltage, see ADC Attenuation.

Dmax| Maximum of the output ADC raw digital reading result, which is 8191 under Single Read mode, 4095
under Continuous Read mode.

For boards with eFuse ADC calibration bits, esp_adc_cal_raw_to_voltage () can be used to get the cal-
ibrated conversion results. These results stand for the actual voltage (in mV). No need to transform these data via
the formula (1). If ADC calibration APIs are used on boards without eFuse ADC calibration bits, warnings will be
generated. See ADC Calibration.

ADC Limitations

Note:

* Since the ADC2 module is also used by the Wi-Fi, reading operation of adc2_get_raw () may fail be-
tween esp_wifi_start () and esp_wifi_stop (). Use the return code to see whether the reading is
successful.

Driver Usage

Both of the ADC units support single read mode, which is suitable for low-frequency sampling operations.

Note: ADC readings from a pin not connected to any signal are random.

ADC Single Read mode The ADC should be configured before reading is taken.

* For ADCl, configure desired precision and attenuation by calling functions adc1_config_width () and
adcl_config_channel_atten().

e For ADC2, configure the attenuation by adc2_config_channel_atten (). The reading width of
ADC?2 is configured every time you take the reading.

Attenuation configuration is done per channel, see adc1_channel_t and adc2_channel_t,setasa parameter
of above functions.

Then it is possible to read ADC conversion result with adcl_get_raw () and adc2_get_raw (). Reading
width of ADC?2 should be set as a parameter of adc2_get_raw () instead of in the configuration functions.

Single Read mode ADC example can be found in peripherals/adc/single_read directory of ESP-IDF examples.

This API provides convenient way to configure ADC1 for reading from ULP. To do so, call function
adcl_ulp_enable () and then set precision and attenuation as discussed above.

There is another specific function adc_vref to_gpio () used to route internal reference voltage to a GPIO pin.
It comes handy to calibrate ADC reading and this is discussed in section ADC Calibration.

Note: See ADC Limitations for the limitation of using ADC single read mode.
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Minimizing Noise
The ESP32-S2 ADC can be sensitive to noise leading to large discrepancies in ADC readings. Depending on the

usage scenario, users may connect a bypass capacitor (e.g. a 100 nF ceramic capacitor) to the ADC input pad in use,
to minimize noise. Besides, multisampling may also be used to further mitigate the effects of noise.

ADC Calibration

The esp_adc_cal/include/esp_adc_cal.h API provides functions to correct for differences in measured voltages caused
by variation of ADC reference voltages (Vref) between chips. Per design the ADC reference voltage is 1100 mV,
however the true reference voltage can range from 1000 mV to 1200 mV amongst different ESP32-S2s.

Reference voltage comparison
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Fig. 4: Graph illustrating effect of differing reference voltages on the ADC voltage curve.

Correcting ADC readings using this API involves characterizing one of the ADCs at a given attenuation to obtain
a characteristics curve (ADC-Voltage curve) that takes into account the difference in ADC reference voltage. The
characteristics curve is in the form of y = coeff_a * x + coeff_b andis used to convert ADC readings to
voltages in mV. Calculation of the characteristics curve is based on calibration values which can be stored in eFuse
or provided by the user.

Calibration Values Calibration values are used to generate characteristic curves that account for the variation
of ADC reference voltage of a particular ESP32-S2 chip. There are currently 1 source(s) of calibration values on
ESP32-S2. The availability of these calibration values will depend on the type and production date of the ESP32-S2
chip/module.

* eFuse Two Point values calibrates the ADC output at two different voltages. This value is measured and
burned into eFuse BLOCKO during factory calibration on newly manufactured ESP32-S2 chips and modules.
If you would like to purchase chips or modules with calibration, double check with distributor or Espressif
(sales@espressif.com) directly.

You can verify if eFuse Two Point is present by running the espefuse.py tool with adc_info parameter

$IDF_PATH/components/esptool_py/esptool/espefuse.py —--port /dev/ttyUSBO adc_info

Replace /dev/ttyUSBO with ESP32-S2 board’ s port name.
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Application Extensions

For a full example see esp-idf: peripherals/adc/single_read

Characterizing an ADC at a particular attenuation:

#include "driver/adc.h"
#include "esp_adc_cal.h"

//Characterize ADC at particular atten

esp_adc_cal_characteristics_t *adc_chars = calloc(l, sizeof (esp_adc_cal_
—characteristics_t));

esp_adc_cal_value_t val_type = esp_adc_cal_characterize (unit, atten, ADC_WIDTH_
—BIT_12, DEFAULT_VREF, adc_chars);

//Check type of calibration value used to characterize ADC

if (val_type == ESP_ADC_CAL_VAL_EFUSE_VREF) {
printf ("eFuse Vref");

} else if (val_type == ESP_ADC_CAL_VAL_EFUSE_TP) {
printf ("Two Point");

} else {

printf ("Default");

Reading an ADC then converting the reading to a voltage:

#include "driver/adc.h"
#include "esp_adc_cal.h"

uint32_t reading = adcl_get_raw (ADC1_CHANNEL_5);
uint32_t voltage = esp_adc_cal_raw_to_voltage (reading, adc_chars);

Routing ADC reference voltage to GPIO, so it can be manually measured (for Default Vref):

#include "driver/adc.h"

esp_err_t status = adc_vref_to_gpio(ADC_UNIT_1, GPIO_NUM_25);

if (status == ESP_OK) {
printf ("v_ref routed to GPIO\n");
} else {

printf ("failed to route v_ref\n");

GPIO Lookup Macros

There are macros available to specify the GPIO number of a ADC channel, or vice versa. e.g.

1. ADC1_CHANNEL_0_GPIO_NUM is the GPIO number of ADCI channel O.
2. ADC1_GPIOn_CHANNEL is the ADCI1 channel number of GPIO n.

API Reference

This reference covers three components:

e ADC driver
e ADC Calibration
* GPIO Lookup Macros
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ADC driver

Header File

¢ components/driver/include/driver/adc.h

Functions
void adc_power_on (void)

Enable ADC power.

Deprecated:

Use adc_power_acquire and adc_power_release instead.
void ade_power_of £ (void)

Power off SAR ADC.

Deprecated:

Use adc_power_acquire and adc_power_release instead. This function will force power down for ADC.
This function is deprecated because forcing power ADC power off may disrupt operation of other com-
ponents which may be using the ADC.

void adc_power_acquire (void)
Increment the usage counter for ADC module. ADC will stay powered on while the counter is greater than 0.
Call adc_power_release when done using the ADC.

void adc_power_release (void)

Decrement the usage counter for ADC module. ADC will stay powered on while the counter is greater than 0.
Call this function when done using the ADC.

esp_err_t adel_pad_get_io_num (adcl_channel_t channel, gpio_num_t *gpio_num)
Get the GPIO number of a specific ADC1 channel.

Parameters

* channel —Channel to get the GPIO number

* gpio_num —output buffer to hold the GPIO number
Returns

¢ ESP_OK if success

« ESP_ERR_INVALID_ ARG if channel not valid

esp_err_t adel_config_channel_atten (adcl_channel_t channel, adc_atten_t atten)

Set the attenuation of a particular channel on ADC1, and configure its associated GPIO pin mux.

The default ADC voltage is for attenuation O dB and listed in the table below. By setting higher attenuation it
is possible to read higher voltages.

Due to ADC characteristics, most accurate results are obtained within the “suggested range” shown in the
following table.

fomm fom fom +
| | attenuation | suggested range |
| SoC \ (dB) \ (mV) |
=== ==+ + +
| \ 0 \ 100 ~ 950 |
| - - +
| \ 2.5 \ 100 ~ 1250 |
| ESP32 +4+————————————— R e +
| \ 6 \ 150 ~ 1750 |
| fom fom +

(continues on next page)
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(continued from previous page)

| \ 11 \ 150 ~ 2450 |
pom - fomm Fomm +
| \ 0 \ 0 ~ 750 |
| fomm fom +
| \ 2.5 \ 0 ~ 1050 |
| ESP32-S2 +-————————————— o +
| \ 6 \ 0 ~ 1300 |
| Fomm Fomm e +
| \ 11 \ 0 ~ 2500 |
pomm S — fom +

For maximum accuracy, use the ADC calibration APIs and measure voltages within these recommended
ranges.

Note: For any given channel, this function must be called before the first time adc1_get_raw () is called
for that channel.

Note: This function can be called multiple times to configure multiple ADC channels simultaneously. You
may call adc1_get_raw () only after configuring a channel.

Parameters
* channel -ADCI channel to configure
e atten —Attenuation level
Returns
e ESP_OK success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t adel_config_width (adc_bits_width_t width_bit)

Configure ADC1 capture width, meanwhile enable output invert for ADC1. The configuration is for all channels
of ADCI.

Parameters width_bit —Bit capture width for ADC1
Returns

¢ ESP_OK success

e ESP_ERR_INVALID_ARG Parameter error

int adel_get_raw (adcl_channel_t channel)

Take an ADC1 reading from a single channel.

Note: ESP32: When the power switch of SARADC1, SARADC2, HALL sensor and AMP sensor is
turned on, the input of GPIO36 and GPIO39 will be pulled down for about 80ns. When enabling power
for any of these peripherals, ignore input from GPIO36 and GPIO39. Please refer to section 3.11 of
‘ECO_and_Workarounds_for_Bugs_in_ESP32’ for the description of this issue. As a workaround, call
adc_power_acquire() in the app. This will result in higher power consumption (by ~ImA), but will remove the
glitches on GPI036 and GP1039.

Note: Call adc1_config_width () before the first time this function is called.

Note: For any given channel, adc1_config_channel_atten(channel) must be called before the first time this
function is called. Configuring a new channel does not prevent a previously configured channel from being
read.
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Parameters channel —ADCI channel to read
Returns

e -1: Parameter error

* Other: ADCI channel reading.

esp_err_t ade_set_data_inv (adc_unit_t adc_unit, bool inv_en)
Set ADC data invert.

Parameters

* adc_unit —ADC unit index

* inv_en —whether enable data invert
Returns

¢ ESP_OK success

e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t ade_set_clk_div (uint8_t clk_div)
Set ADC source clock.

Parameters clk_div —ADC clock divider, ADC clock is divided from APB clock
Returns
e ESP_OK success

esp_err_t adc_set_data_width (adc_unit_t adc_unit, adc_bits_width_t width_bit)
Configure ADC capture width.

Parameters

* adc_unit —~ADC unit index

* width_bit -Bit capture width for ADC unit.
Returns

¢ ESP_OK success

e ESP_ERR_INVALID_ARG Parameter error

void adecl_ulp_enable (void)
Configure ADCI to be usable by the ULP.

This function reconfigures ADC1 to be controlled by the ULP. Effect of this function can be reverted using
adcl_get_raw () function.

Note that adc1_config_channel_atten, adc1_config_width () functions need to be called to configure
ADCI1 channels, before ADC1 is used by the ULP.

esp_err_t adec2_pad_get_io_num (adc2_channel_t channel, gpio_num_t *gpio_num)
Get the GPIO number of a specific ADC2 channel.

Parameters

* channel —Channel to get the GPIO number

* gpio_num —output buffer to hold the GPIO number
Returns

e ESP_OK if success

e ESP_ERR_INVALID_ARG if channel not valid

esp_err_t adc2_config_channel_atten (adc2_channel_t channel, adc_atten_t atten)

Configure the ADC2 channel, including setting attenuation.

The default ADC voltage is for attenuation 0 dB and listed in the table below. By setting higher attenuation it
is possible to read higher voltages.

Due to ADC characteristics, most accurate results are obtained within the “suggested range” shown in the

following table.
o Fom o +
| | attenuation | suggested range |
| SoC \ (dB) \ (mV) |
(continues on next page)
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(continued from previous page)

+ ==+ + +
| \ 0 \ 100 ~ 950 |
| Fom Fom +
| | 2.5 | 100 ~ 1250 |
| ESP32 +——————mmm———— t—————————— +
| \ 6 \ 150 ~ 1750 |
| Fom Fom +
| \ 11 | 150 ~ 2450 |
F—————— fmm fm e —— +
| | 0 | 0 ~ 750 |
| - - +
| \ 2.5 \ 0 ~ 1050 |
| ESP32-S2 +-————————————— - +
| | 6 | 0 ~ 1300 |
| Fmm fom e —— +
| | 11 | 0 ~ 2500 |
- - - +

For maximum accuracy, use the ADC calibration APIs and measure voltages within these recommended
ranges.

Note: This function also configures the input GPIO pin mux to connect it to the ADC2 channel. It must be
called before calling adc2_get_raw () for this channel.

Note: For any given channel, this function must be called before the first time adc2_get_raw () is called
for that channel.

Parameters
* channel ~ADC?2 channel to configure
¢ atten —Attenuation level
Returns
e ESP_OK success
e ESP_ERR_INVALID ARG Parameter error

esp_err_t ade2_get_raw (adc2_channel_t channel, adc_bits_width_t width_bit, int *raw_out)
Take an ADC2 reading on a single channel.

Note: ESP32: When the power switch of SARADCI, SARADC2, HALL sensor and AMP sensor is
turned on, the input of GPIO36 and GPIO39 will be pulled down for about 80ns. When enabling power
for any of these peripherals, ignore input from GPIO36 and GPIO39. Please refer to section 3.11 of
‘ECO_and_Workarounds_for_Bugs_in_ESP32’ for the description of this issue. As a workaround, call
adc_power_acquire() in the app. This will result in higher power consumption (by ~ImA), but will remove the
glitches on GPIO36 and GPIO39.

Note: ESP32: For a given channel, adc2_config_channel_atten () must be called before the first
time this function is called. If Wi-Fi is started via esp_wifi_start (), this function will always fail with
ESP_ERR_TIMEOQOUT.

Note: ESP32-S2: ADC?2 support hardware arbiter. The arbiter is to improve the use efficiency of ADC2.
After the control right is robbed by the high priority, the low priority controller will read the invalid ADC2
data. Default priority: Wi-Fi > RTC > Digital;
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Parameters
* channel ~ADC?2 channel to read
* width_bit —Bit capture width for ADC2
* raw_out —the variable to hold the output data.
Returns
* ESP_OK if success
* ESP_ERR_TIMEOUT ADC?2 is being used by other controller and the request timed out.
* ESP_ERR_INVALID_STATE The controller status is invalid. Please try again.

esp_err_t ade_vref_to_gpio (adc_unit_t adc_unit, gpio_num_t gpio)
Output ADC1 or ADC2’ s reference voltage to adc2_channe_t’ sIO.

This function routes the internal reference voltage of ADCn to one of ADC2’ s channels. This reference
voltage can then be manually measured for calibration purposes.

Note: ESP32 only supports output of ADC2’ s internal reference voltage.

Parameters

* adc_unit —[in] ADC unit index

* gpio —[in] GPIO number (Only ADC2’ s channels IO are supported)
Returns

* ESP_OK: v_ref successfully routed to selected GPIO

* ESP_ERR_INVALID_ARG: Unsupported GPIO

esp_err_t ade2_vref_ to_gpio (gpio_num_t gpio)
Output ADC?2 reference voltage to adc2_channe_t’ sIO.

This function routes the internal reference voltage of ADCn to one of ADC2’ s channels. This reference
voltage can then be manually measured for calibration purposes.

Deprecated:

Use adc_vref_to_gpio instead.

Parameters gpio —[in] GPIO number (ADC2’ s channels are supported)
Returns

* ESP_OK: v_ref successfully routed to selected GPIO

e ESP_ERR_INVALID_ARG: Unsupported GPIO

esp_err_t adc_digi_initialize (const adc_digi_init_config_t *init_config)
Initialize the Digital ADC.

Parameters init_config —Pointer to Digital ADC initilization config. Refer to
adc_digi_init_config_t.
Returns

* ESP_ERR_INVALID_ARG If the combination of arguments is invalid.

* ESP_ERR_NOT_FOUND No free interrupt found with the specified flags
* ESP_ERR_NO_MEM If out of memory

e ESP_OK On success

esp_err_t ade_digi_read_bytes (uint8_t *buf, uint32_t length_max, uint32_t *out_length, uint32_t
timeout_ms)

Read bytes from Digital ADC through DMA.

Parameters
e buf [out] Buffer to read from ADC.
* length_max —[in] Expected length of data read from the ADC.
* out_length [out] Real length of data read from the ADC via this API.

Espressif Systems 250 Release v4.4.5
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

* timeout_ms —[in] Time to wait for data via this API, in millisecond.
Returns
* ESP_ERR_INVALID_STATE Driver state is invalid. Usually it means the ADC sampling
rate is faster than the task processing rate.
» ESP_ERR_TIMEOUT Operation timed out
¢ ESP_OK On success

esp_err_t ade_digi_start (void)
Start the Digital ADC and DMA peripherals. After this, the hardware starts working.
Returns
e ESP_ERR_INVALID_STATE Driver state is invalid.
e ESP_OK On success
esp_err_t ade_digi_stop (void)
Stop the Digital ADC and DMA peripherals. After this, the hardware stops working.
Returns
* ESP_ERR_INVALID_STATE Diriver state is invalid.
¢ ESP_OK On success
esp_err_t ade_digi_deinitialize (void)
Deinitialize the Digital ADC.
Returns
e ESP_ERR_INVALID STATE Driver state is invalid.
¢ ESP_OK On success
esp_err_t ade_digi_controller_configure (const adc_digi_configuration_t *config)
Setting the digital controller.
Parameters config —Pointer to digital controller paramter. Refer to adc_digi_config_t.
Returns
e ESP_ERR_INVALID_STATE Driver state is invalid.
* ESP_ERR_INVALID_ARG If the combination of arguments is invalid.
¢ ESP_OK On success
esp_err_t ade_digi_filter_ reset (adc_digi_filter_idx_t idx)
Reset adc digital controller filter.
Parameters idx —Filter index.
Returns
e ESP_OK Success
esp_err_t ade_digi_filter_ set_config (adc_digi_filter_idx_t idx, adc_digi_filter_t *config)

Set adc digital controller filter configuration.

Note: For ESP32S2, Filter IDX0/IDX1 can only be used to filter all enabled channels of ADC1/ADC?2 unit
at the same time.

Parameters

e idx —Filter index.

* config-See adc_digi_filter_t.
Returns

e ESP_OK Success

esp_err_t ade_digi_filter_get_config (adc_digi_filter_idx_t idx, adc_digi_filter_t *config)

Get adc digital controller filter configuration.
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Note: For ESP32S2, Filter IDX0/IDX1 can only be used to filter all enabled channels of ADC1/ADC?2 unit
at the same time.

Parameters

e idx —Filter index.

* config-See adc_digi_filter_t.
Returns

e ESP_OK Success

esp_err_t ade_digi_filter_enable (adc_digi_filter_idx_t idx, bool enable)

Enable/disable adc digital controller filter. Filtering the ADC data to obtain smooth data at higher sampling
rates.

Note: For ESP32S2, Filter IDX0/IDX1 can only be used to filter all enabled channels of ADC1/ADC?2 unit
at the same time.

Parameters

e idx —Filter index.

¢ enable —Enable/Disable filter.
Returns

* ESP_OK Success

esp_err_t ade_digi_monitor_set_config (adc_digi_monitor_idx_t idx, adc_digi_monitor_t *config)

Config monitor of adc digital controller.

Note: For ESP32S2, The monitor will monitor all the enabled channel data of the each ADC unit at the same
time.

Parameters

¢ idx —Monitor index.

* config-See adc_digi_monitor_t.
Returns

¢ ESP_OK Success

esp_err_t ade_digi_monitor_enable (adc_digi_monitor_idx_t idx, bool enable)
Enable/disable monitor of adc digital controller.

Note: For ESP32S2, The monitor will monitor all the enabled channel data of the each ADC unit at the same
time.

Parameters

¢ idx —Monitor index.

e enable —True or false enable monitor.
Returns

* ESP_OK Success

Structures

struct ade_digi_init_config_s
ADC DMA driver configuration.

Espressif Systems 252 Release v4.4.5
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

Public Members

uint32_t max_store_buf_size

Max length of the converted data that driver can store before they are processed.

uint32_t conv_num_each_intr

Bytes of data that can be converted in 1 interrupt.

uint32_t adel_chan_mask
Channel list of ADCI1 to be initialized.

uint32_t adec2_chan_mask
Channel list of ADC2 to be initialized.

struct ade_digi_configuration_t

ADC digital controller settings.

Public Members

bool conv_1limit_en

To limit ADC conversion times. Conversion stops after finishing conv_1imit_num times conversion.

uint32_t conv_limit_num

Set the upper limit of the number of ADC conversion triggers. Range: 1 ~ 255.

uint32_t pattern_num
Number of ADC channels that will be used.

adc_digi_pattern_config_t *adc_pattern
List of configs for each ADC channel that will be used.

uint32_t sample_freq hz

The expected ADC sampling frequency in Hz. Range: 611Hz ~ 83333Hz Fs = Fd / interval / 2 Fs:
sampling frequency; Fd: digital controller frequency, no larger than SM for better performance interval:
interval between 2 measurement trigger signal, the smallest interval should not be smaller than the ADC
measurement period, the largest interval should not be larger than 4095

adc_digi_convert_mode_t conv_mode

ADC DMA conversion mode, see adc_digi_convert_mode_t.

adc_digi_output_format_t format

ADC DMA conversion output format, see adc_digi_output_format_t.

Macros

ADC_ATTEN_0db

ADC rtc controller attenuation option.

Note: This definitions are only for being back-compatible
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ADC_ATTEN_2_5db

ADC_ATTEN_6db

ADC_ATTEN_11db

ADC_WIDTH_BIT DEFAULT

The default (max) bit width of the ADC of current version. You can also get the maximum bitwidth by
SOC_ADC_MAX_BITWIDTH defined in soc_caps.h

ADC_WIDTH_9Bit

ADC_WIDTH_10Bit

ADC_WIDTH_11Bit

ADC_WIDTH_12Bit

ADC_MAX_DELAY

Digital ADC DMA read max timeout value, it may make the adc_digi_read_bytes block forever if the
OS supports.

Type Definitions

typedef struct adc_digi_init_config_s ade_digi_init_config_t
ADC DMA driver configuration.

Enumerations
enum adcl_channel_t

Values:

enumerator ADC1_CHANNEL_O
ADCI channel 0 is GPIO1

enumerator ADC1__CHANNEL_1
ADCI channel 1 is GPIO2

enumerator ADC1__CHANNEL_2
ADCI channel 2 is GPIO3

enumerator ADC1__CHANNEL_3
ADCI channel 3 is GPIO4

enumerator ADC1__CHANNEL_4
ADCI channel 4 is GPIO5
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enumerator ADC1_CHANNEL_5
ADCI channel 5 is GPIO6

enumerator ADC1_CHANNEL_6
ADCI channel 6 is GPIO7

enumerator ADC1_CHANNEL_7
ADCI channel 7 is GPIO8

enumerator ADC1_CHANNEL_8
ADCI channel 8 is GPIO9

enumerator ADC1_CHANNEL_9
ADCI channel 9 is GPIO10

enumerator ADC1__CHANNEL_MAX

enum adc2_channel_t

Values:

enumerator ADC2_CHANNEL_0
ADC2 channel 0 is GP1IO4 (ESP32), GPIO11 (ESP32-S2)

enumerator ADC2__CHANNEL_1
ADC?2 channel 1 is GPIOO (ESP32), GPIO12 (ESP32-S2)

enumerator ADC2_CHANNEL_2
ADC2 channel 2 is GPIO2 (ESP32), GPIO13 (ESP32-S2)

enumerator ADC2__CHANNEL_3
ADC?2 channel 3 is GPIO15 (ESP32), GPIO14 (ESP32-S2)

enumerator ADC2_CHANNEL_4
ADC2 channel 4 is GPIO13 (ESP32), GPIO15 (ESP32-S2)

enumerator ADC2__CHANNEL_5
ADC?2 channel 5 is GPIO12 (ESP32), GPIO16 (ESP32-S2)

enumerator ADC2__CHANNEL_ 6
ADC?2 channel 6 is GPIO14 (ESP32), GPIO17 (ESP32-S2)

enumerator ADC2__CHANNEL_7
ADC?2 channel 7 is GPIO27 (ESP32), GPIO18 (ESP32-S2)

enumerator ADC2_CHANNEL_8
ADC2 channel 8 is GPIO25 (ESP32), GPIO19 (ESP32-S2)

enumerator ADC2__CHANNEL_9
ADC?2 channel 9 is GP1026 (ESP32), GPIO20 (ESP32-S2)
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enumerator ADC2__CHANNEL_MAX

enum adc_i2s_encode_t

ADC digital controller encode option.

Deprecated:
The ESP32-S2 doesn’ tuse I2S DMA. Call adc_digi_output_format_t instead.

Values:

enumerator ADC_ENCODE_12BIT
ADC to DMA data format, , [15:12]-channel [11:0]-12 bits ADC data

enumerator ADC_ENCODE_11BIT
ADC to DMA data format, [15]-unit, [14:11]-channel [10:0]-11 bits ADC data

enumerator ADC_ENCODE_MAX

Header File

» components/hal/include/hal/adc_types.h

Structures

struct ade_digi_pattern_config_t
ADC digital controller pattern configuration.

Public Members

uint8_t atten

Attenuation of this ADC channel.

uint8_t channel
ADC channel.

uint8_t unit
ADC unit.

uint§_tbit_width
ADC output bit width.

struct ade_digi_output_data_t
ADC digital controller (DMA mode) output data format. Used to analyze the acquired ADC (DMA) data.

Note: ESP32: Only typel is valid. ADC2 does not support DMA mode.

Note: ESP32-S2: Member channel can be used to judge the validity of the ADC data, because the role of
the arbiter may get invalid ADC data.
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Public Members

uint16_t data
ADC real output data info. Resolution: 12 bit.

ADC real output data info. Resolution: 11 bit.

uintl6_t channel
ADC channel index info.

ADC channel index info. For ESP32-S2: If (channel < ADC_CHANNEL_MAX), The data is valid. If
(channel > ADC_CHANNEL_MAX), The data is invalid.

struct adc_digi_output_data_t::[anonymous]::[anonymous] typel
ADC typel

uintl6_t unit
ADC unit index info. 0: ADCI1; 1: ADC2.

struct adc_digi_output_data_t::[anonymous]::[anonymous] type2
When the configured output format is 11bit. ADC_DIGI_FORMAT_11BIT

uintl6_t val

Raw data value

struct adc_arbiter_t

ADC arbiter work mode and priority setting.

Note: ESP32-S2: Only ADC2 support arbiter.

Public Members

adc_arbiter_mode_t mode

Refer to adc_arbiter_mode_t. Note: only support ADC2.

uint®_t rte_pri
RTC controller priority. Range: 0 ~ 2.

uintd_tdig_pri
Digital controller priority. Range: 0 ~ 2.

uint8_t pwdet_pri
Wi-Fi controller priority. Range: 0 ~ 2.

struct ade_digi_filter_t
ADC digital controller (DMA mode) filter configuration.

Note: For ESP32-S2, The filter object of the ADC is fixed.
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Note: For ESP32-S2, The filter object is always all enabled channels.

Public Members

adc_unit_t ade_unit

Set adc unit number for filter. For ESP32-S2, Filter IDX0/IDX1 can only be used to filter all enabled
channels of ADC1/ADC?2 unit at the same time.

adc_channel_t channel

Set adc channel number for filter. For ESP32-S2, it” s always ADC_CHANNEL_MAX

adc_digi_filter_mode_t mode
Set adc filter mode for filter. See adc_digi_filter_mode_t.

struct ade_digi_monitor_t

ADC digital controller (DMA mode) monitor configuration.

Note: For ESP32-S2, The monitor object of the ADC is fixed.

Note: For ESP32-S2, The monitor object is always all enabled channels.

Public Members

adc_unit_t ade_unit

Set adc unit number for monitor. For ESP32-S2, monitor IDX0/IDX1 can only be used to monitor all
enabled channels of ADC1/ADC?2 unit at the same time.

adc_channel_t channel

Set adc channel number for monitor. For ESP32-S2, it” s always ADC_CHANNEL_MAX

adc_digi_monitor_mode_t mode

Set adc monitor mode. See adc_digi_monitor_mode_t.

uint32_t threshold

Set monitor threshold of adc digital controller.

struct ade_digi_clk_t

ADC digital controller (DMA mode) clock system setting. Calculation formula: controller_clk = (APLL or
APB) / (div_num + div_a / div_b + 1).

Note: : The clocks of the DAC digital controller use the ADC digital controller clock divider.
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Public Members

bool use_apll
true: use APLL clock; false: use APB clock.

uint32_t div_num

Division factor. Range: 0 ~ 255. Note: When a higher frequency clock is used (the division factor is less
than 9), the ADC reading value will be slightly offset.

uint32_tdiv_b

Division factor. Range: 1 ~ 63.

uint32_tdiv_a

Division factor. Range: 0 ~ 63.

Macros
ADC_ARBITER_CONFIG_DEFAULT ()

ADC arbiter default configuration.

Note: ESP32S2: Only ADC2 supports (needs) an arbiter.

Enumerations

enum adc_unit_t

ADC unit enumeration.

Note: For ADC digital controller (DMA mode), ESP32 doesn’ t support ADC_UNIT_2,ADC_UNIT_BOTH,
ADC_UNIT_ALTER.

Values:

enumerator ADC_UNIT_1
SAR ADC 1.

enumerator ADC_UNIT_2
SAR ADC 2.

enumerator ADC_UNIT BOTH
SAR ADC 1 and 2.

enumerator ADC_UNIT_ ALTER
SAR ADC 1 and 2 alternative mode.

enumerator ADC_UNIT MAX

enum adc_channel_t

ADC channels handle. See adc1_channel_t, adc2_channel_t.
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Note: For ESP32 ADC1, don’ tuse ADC_CHANNEL_8, ADC_CHANNEL_9. See adcl_channel_t.

Values:

enumerator ADC_CHANNEL_O
ADC channel

enumerator ADC_CHANNEL_1
ADC channel

enumerator ADC_CHANNEL_2
ADC channel

enumerator ADC_CHANNEL_3
ADC channel

enumerator ADC_CHANNEL_4
ADC channel

enumerator ADC_CHANNEL_5
ADC channel

enumerator ADC_CHANNEL_6
ADC channel

enumerator ADC_CHANNEL_7
ADC channel

enumerator ADC_CHANNEL_8
ADC channel

enumerator ADC_ CHANNEL_9
ADC channel

enumerator ADC_CHANNEL_MAX

enum adc_atten_t

ADC attenuation parameter. Different parameters determine the range of the ADC. See
adcl_config_channel_atten.

Values:

enumerator ADC_ATTEN_DB_0

No input attenumation, ADC can measure up to approx. 800 mV.

enumerator ADC_ATTEN_DB_2_5

The input voltage of ADC will be attenuated extending the range of measurement by about 2.5 dB (1.33
X)
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enumerator ADC_ATTEN_DB_6

The input voltage of ADC will be attenuated extending the range of measurement by about 6 dB (2 x)

enumerator ADC_ATTEN_DB_11

The input voltage of ADC will be attenuated extending the range of measurement by about 11 dB (3.55

X)

enumerator ADC_ATTEN_MAX

enum adc_bits_width_t

ADC resolution setting option.

Note: Only used in single read mode

Values:

enumerator ADC_WIDTH_BIT_13
ADC capture width is 13Bit.

enumerator ADC_WIDTH_MAX

enum adc_digi_convert_mode_t
ADC digital controller (DMA mode) work mode.

Values:

enumerator ADC_CONV_SINGLE_UNIT_1

Only use ADCI for conversion.

enumerator ADC_CONV_SINGLE_UNIT_2

Only use ADC2 for conversion.

enumerator ADC_CONV_BOTH_UNIT
Use Both ADC1 and ADC?2 for conversion simultaneously.

enumerator ADC_CONV_ALTER_UNIT

Use both ADC1 and ADC2 for conversion by turn. e.g. ADCI1 -> ADC2 -> ADC1 -> ADC2 --..

enumerator ADC_CONV_UNIT_MAX

enum adc_digi_output_format_t

ADC digital controller (DMA mode) output data format option.

Values:

enumerator ADC_DIGI_FORMAT_12BIT

ADC to DMA data format, [15:12]-channel, [11: 0]-12 bits ADC data
(adc_digi_output_data_t). Note: For single convert mode.
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enumerator ADC_DIGI_FORMAT_11BIT

ADC to DMA data format, [15]-adc unit, [14:11]-channel, [10: 0]-11 bits ADC data
(adc_digi_output_data_t). Note: For multi or alter convert mode.

enumerator ADC_DIGI_FORMAT MAX

enumerator ADC_DIGI_OUTPUT_FORMAT_ TYPE1l
See adc_digi_output_data_t.typel

enumerator ADC_DIGI_OUTPUT_FORMAT_TYPE2
See adc_digi_output_data_t.typeZ2

enum adc_arbiter_mode_t

ADC arbiter work mode option.

Note: ESP32-S2: Only ADC2 support arbiter.

Values:

enumerator ADC_ARB_MODE_SHIELD

Force shield arbiter, Select the highest priority controller to work.

enumerator ADC_ARB_MODE_FIX

Fixed priority switch controller mode.

enumerator ADC_ARB_MODE_LOOP

Loop priority switch controller mode. Each controller has the same priority, and the arbiter will switch
to the next controller after the measurement is completed.

enum adc_digi_filter_idx_t
ADC digital controller (DMA mode) filter index options.

Note: For ESP32-S2, The filter object of the ADC is fixed.

Values:

enumerator ADC_DIGI_FILTER_IDXO

The filter index 0. For ESP32-S2, It can only be used to filter all enabled channels of ADC1 unit at the
same time.

enumerator ADC_DIGI_FILTER_IDX1

The filter index 1. For ESP32-S2, It can only be used to filter all enabled channels of ADC2 unit at the
same time.

enumerator ADC_DIGI_FILTER_IDX_MAX

enum adc_digi_filter_mode_t

ADC digital controller (DMA mode) filter type options. Expression: filter_data = (k-1)/k * last_data +
new_data / k.
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Values:

enumerator ADC_DIGI_FILTER_IIR_2
The filter mode is first-order IIR filter. The coefficient is 2.

enumerator ADC_DIGI_FILTER_IIR_4
The filter mode is first-order IIR filter. The coefficient is 4.

enumerator ADC_DIGI_FILTER_IIR_8
The filter mode is first-order IIR filter. The coefficient is 8.

enumerator ADC_DIGI_FILTER_IIR_16
The filter mode is first-order IIR filter. The coefficient is 16.

enumerator ADC_DIGI_FILTER_IIR_64
The filter mode is first-order IIR filter. The coefficient is 64.

enumerator ADC_DIGI_FILTER_IIR_MAX

enum adc_digi_monitor_idx_t

ADC digital controller (DMA mode) monitor index options.

Note: For ESP32-S2, The monitor object of the ADC is fixed.

Values:

enumerator ADC_DIGI_MONITOR_IDXO

The monitor index 0. For ESP32-S2, It can only be used to monitor all enabled channels of ADC1 unit
at the same time.

enumerator ADC_DIGI_MONITOR_IDX1

The monitor index 1. For ESP32-S2, It can only be used to monitor all enabled channels of ADC2 unit
at the same time.

enumerator ADC_DIGI_MONITOR_IDX MAX

enum adc_digi_monitor_mode_t

Set monitor mode of adc digital controller. MONITOR_HIGH:If ADC_OUT > threshold, Generates monitor
interrupt. MONITOR_LOW: If ADC_OUT < threshold, Generates monitor interrupt.

Values:

enumerator ADC_DIGI_MONITOR_HIGH
If ADC_OUT > threshold, Generates monitor interrupt.

enumerator ADC_DIGI_MONITOR_LOW
If ADC_OUT < threshold, Generates monitor interrupt.

enumerator ADC_DIGI_MONITOR_MAX
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enum adc_i2s_source_t
ESP32 ADC DMA source selection.

Deprecated:
Not applicable on ESP32-S2 because ESP32-S2 doesn’ t use 12S DMA.

Values:

enumerator ADC_I2S_DATA_SRC_IO_SIG
12S data from GPIO matrix signal

enumerator ADC_I2S_DATA_SRC_ADC
12S data from ADC

enumerator ADC_I2S_DATA_SRC_MAX

ADC Calibration

Header File

» components/esp_adc_cal/include/esp_adc_cal.h

Functions
esp_err_t esp_adc_cal_check_efuse (esp_adc_cal_value_t value_type)

Checks if ADC calibration values are burned into eFuse.

This function checks if ADC reference voltage or Two Point values have been burned to the eFuse of the
current ESP32

Note: in ESP32S2, only ESP_ADC_CAL_VAL_EFUSE_TP is supported. Some old ESP32S2s do not
support this, either. In which case you have to calibrate it manually, possibly by performing your own two-
point calibration on the chip.

Parameters value_type —Type of calibration value (ESP_ADC_CAL_VAL_EFUSE_VREF
or ESP_ADC_CAL_VAL_EFUSE_TP)
Returns
* ESP_OK: The calibration mode is supported in eFuse
e ESP_ERR_NOT_SUPPORTED: Error, eFuse values are not burned
« ESP_ERR_INVALID ARG: Error, invalid argument
(ESP_ADC_CAL_VAL_DEFAULT_VREF)

esp_adc_cal_value_t esp_adc_cal_characterize (adc_unit_t adc_num, adc_atten_t atten,
adc_bits_width_t bit_width, uint32_t default_vref,
esp_adc_cal_characteristics_t *chars)

Characterize an ADC at a particular attenuation.

This function will characterize the ADC at a particular attenuation and generate the ADC-Voltage curve in the
form of [y = coeff_a * x + coeff_b]. Characterization can be based on Two Point values, eFuse Vref, or default
Vref and the calibration values will be prioritized in that order.
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Note: For ESP32, Two Point values and eFuse Vref calibration can be enabled/disabled using menuconfig.
For ESP32s2, only Two Point values calibration and only ADC_WIDTH_BIT_13 is supported. The parameter

default_vref is unused.

Parameters
* adc_num —[in] ADC to characterize (ADC_UNIT_1 or ADC_UNIT_2)
e atten -[in] Attenuation to characterize
* bit_width —[in] Bit width configuration of ADC

* default_vref —[in] Default ADC reference voltage in mV (Only in ESP32, used if

eFuse values is not available)
* chars —[out] Pointer to empty structure used to store ADC characteristics
Returns

« ESP_ADC_CAL_VAL_EFUSE_VREF: eFuse Vref used for characterization

* ESP_ADC_CAL_VAL_EFUSE_TP: Two Point value used for characterization (only in

Linear Mode)

e« ESP_ADC_CAL_VAL_DEFAULT_VREEF: Default Vref used for characterization

uint32_t esp_adc_cal_raw_to_voltage (uint32_t adc_reading, const esp_adc_cal_characteristics_t

*chars)

Convert an ADC reading to voltage in mV.

This function converts an ADC reading to a voltage in mV based on the ADC’ s characteristics.

Note: Characteristics structure must be initialized before this function
esp_adc_cal_characterize())

called (call

Parameters

* adc_reading —[in] ADC reading

* chars —[in] Pointer to initialized structure containing ADC characteristics
Returns Voltage in mV

esp_err_t esp_adc_cal_get_voltage (adc_channel_t channel, const esp_adc_cal_characteristics_t *chars,

uint32_t *voltage)

Reads an ADC and converts the reading to a voltage in mV.

This function reads an ADC then converts the raw reading to a voltage in mV based on the characteristics

provided. The ADC that is read is also determined by the characteristics.

Note: The Characteristics structure must be initialized before this function is called (call

esp_adc_cal_characterize())

Parameters
e channel —[in] ADC Channel to read
e chars —[in] Pointer to initialized ADC characteristics structure
* voltage —[out] Pointer to store converted voltage
Returns
e ESP_OK: ADC read and converted to mV
* ESP_ERR_INVALID_ARG: Error due to invalid arguments
* ESP_ERR_INVALID_STATE: Reading result is invalid. Try to read again.

Structures
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struct esp_adc_cal_characteristics_t

Structure storing characteristics of an ADC.

Note: Call esp_adc_cal_characterize() to initialize the structure

Public Members

adc_unit_t ade_num
ADC number

adc_atten_t atten

ADC attenuation

adc_bits_width_t bit_width
ADC bit width

uint32_t coeff_a
Gradient of ADC-Voltage curve

uint32_t coeff_b
Offset of ADC-Voltage curve

uint32_t vref

Vref used by lookup table

const uint32_t *low_curve

Pointer to low Vref curve of lookup table (NULL if unused)

const uint32_t *high_curve
Pointer to high Vref curve of lookup table (NULL if unused)

uint8_t version

ADC Calibration

Enumerations

enum esp_adc_cal_value_t

Type of calibration value used in characterization.

Values:

enumerator ESP_ADC_CAL_VAL_EFUSE_VREF

Characterization based on reference voltage stored in eFuse

enumerator ESP_ADC_CAL_VAL_EFUSE_TP

Characterization based on Two Point values stored in eFuse
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enumerator ESP_ADC_CAL_VAL_DEFAULT VREF

Characterization based on default reference voltage

enumerator ESP_ADC_CAL_VAL_EFUSE_TP_FIT

Characterization based on Two Point values and fitting curve coefficients stored in eFuse

enumerator ESP_ADC_CAIL_VAL_MAX

enumerator ESP_ADC_CAL_VAL_NOT_SUPPORTED

GPIO Lookup Macros

Header File

¢ components/soc/esp32s2/include/soc/adc_channel.h

Macros

ADC1_GPIO1_CHANNEL

ADC1_CHANNEL_O0_GPIO_NUM

ADC1_GPIO2_CHANNEL

ADC1_CHANNEL_1_GPIO_NUM

ADC1_GPIO3_CHANNEL

ADC1_CHANNEL_2_GPIO_NUM

ADC1_GPIO4_CHANNEL

ADC1_CHANNEL_3_GPIO_NUM

ADC1_GPIO5_CHANNEL

ADC1_CHANNEL_4_GPIO_NUM

ADC1_GPIO6_CHANNEL

ADC1_CHANNEL_5_GPIO_NUM

ADC1_GPIO7_CHANNEL

ADC1_CHANNEL_6_GPIO_NUM

ADC1_GPIO8_CHANNEL
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ADC1_CHANNEL_7_GPIO_NUM

ADC1_GPIO9_CHANNEL

ADC1_CHANNEL_8_GPIO_NUM

ADC1_GPIO10_CHANNEL

ADC1_CHANNEL_9_GPIO_NUM

ADC2_GPIOl11_CHANNEL

ADC2_CHANNEL_0_GPIO_NUM

ADC2_GPIOl12_CHANNEL

ADC2_CHANNEL_1_GPIO_NUM

ADC2_GPIO13_CHANNEL

ADC2_CHANNEL_2_GPIO_NUM

ADC2_GPIO14_CHANNEL

ADC2_CHANNEL_3_GPIO_NUM

ADC2_GPIO15_CHANNEL

ADC2_CHANNEL_4_GPIO_NUM

ADC2_GPIOl1l6_CHANNEL

ADC2_CHANNEL_5_GPIO_NUM

ADC2_GPIO17_CHANNEL

ADC2_CHANNEL_6_GPIO_NUM

ADC2_GPIO18_CHANNEL

ADC2_CHANNEL_7_GPIO_NUM

ADC2_GPIO19_CHANNEL

ADC2_CHANNEL_8_GPIO_NUM
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ADC2_GPIO20_CHANNEL

ADC2_CHANNEL_9_GPIO_NUM

2.2.2 Digital To Analog Converter (DAC)

Overview

ESP32-S2 has two 8-bit DAC (digital to analog converter) channels, connected to GPIO17 (Channel 1) and GPIO18
(Channel 2).

The DAC driver allows these channels to be set to arbitrary voltages.

The DAC channels can also be driven with DMA-style written sample data by the digital controller, however the
driver does not supported this yet.

For other analog output options, see the Sigma-delta Modulation module and the LED Control module. Both these
modules produce high frequency PWM output, which can be hardware low-pass filtered in order to generate a lower
frequency analog output.

Application Example

Setting DAC channel 1 (GPIO17) voltage to approx 0.78 of VDD_A voltage (VDD * 200/ 255). For VDD_A 3.3V,
this is 2.59V.

#include <driver/dac.h>

dac_output_enable (DAC_CHANNEL_1);
dac_output_voltage (DAC_CHANNEL_1, 200);

API Reference

Header File

» components/driver/esp32s2/include/driver/dac.h

Functions
esp_err_t dac_digi_init (void)
DAC digital controller initialization.

Returns
e ESP_OK success
esp_err_t dac_digi_deinit (void)
DAC digital controller deinitialization.

Returns
e ESP_OK success

esp_err_t dac_digi_controller_config (const dac_digi_config_t *cfg)
Setting the DAC digital controller.

Parameters cfg —Pointer to digital controller paramter. See dac_digi_config_t.
Returns

¢ ESP_OK success

e ESP_ERR_INVALID_ ARG Parameter error
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esp_err_t dac_digi_start (void)
DAC digital controller start output voltage.
Returns
e ESP_OK success
esp_err_t dac_digi_stop (void)
DAC digital controller stop output voltage.
Returns
¢ ESP_OK success
esp_err_t dac_digi_fifo_reset (void)
Reset DAC digital controller FIFO.
Returns
e ESP_OK success
esp_err_t dac_digi_reset (void)
Reset DAC digital controller.

Returns
e ESP_OK success

Header File

¢ components/driver/include/driver/dac_common.h

Functions
esp_err_t dac_pad_get_io_num (dac_channel_t channel, gpio_num_t *gpio_num)

Get the GPIO number of a specific DAC channel.

Parameters
* channel —Channel to get the gpio number
* gpio_num —output buffer to hold the gpio number
Returns
e ESP_OK if success
esp_err_t dac_output_voltage (dac_channel_t channel, uint8_t dac_value)

Set DAC output voltage. DAC output is 8-bit. Maximum (255) corresponds to VDD3P3_RTC.

Note: Need to configure DAC pad before calling this function. DAC channel 1 is attached to GP1I025, DAC
channel 2 is attached to GP1I026

Parameters

¢ channel -DAC channel

* dac_value -DAC output value
Returns

e ESP_OK success

esp_err_t dac_output_enable (dac_channel_t channel)
DAC pad output enable.

Note: DAC channel 1 is attached to GPIO25, DAC channel 2 is attached to GPIO26 128 left channel will be
mapped to DAC channel 2 I2S right channel will be mapped to DAC channel 1

Parameters channel —DAC channel
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esp_err_t dac_output_disable (dac_channel_t channel)
DAC pad output disable.

Note: DAC channel 1 is attached to GPIO25, DAC channel 2 is attached to GP1I026

Parameters channel -DAC channel
Returns
e ESP_OK success

esp_err_t dac_cw_generator_enable (void)
Enable cosine wave generator output.
Returns
e ESP_OK success
esp_err_t dac_cw_generator_disable (void)
Disable cosine wave generator output.
Returns
e ESP_OK success
esp_err_t dac_cw_generator_config (dac_cw_config_t *cw)
Config the cosine wave generator function in DAC module.
Parameters cw —Configuration.
Returns

e ESP_OK success
* ESP_ERR_INVALID_ARG The parameter is NULL.

GPIO Lookup Macros Some useful macros can be used to specified the GPIO number of a DAC channel, or vice

versa. €.g.

1. DAC_CHANNEL_1_GPIO_NUM is the GPIO number of channel 1 (GPIO17);
2. DAC_GPIO18_CHANNEL is the channel number of GPIO 26 (channel 2).

Header File

¢ components/soc/esp32s2/include/soc/dac_channel.h

Macros

DAC_GPIOl17_CHANNEL

DAC_CHANNEL_1_GPIO_NUM

DAC_GPIO18_CHANNEL

DAC_CHANNEL_2_GPIO_NUM

Header File

» components/hal/include/hal/dac_types.h
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Structures

struct dac_cw_config_ t

Config the cosine wave generator function in DAC module.

Public Members

dac_channel_t en_ch

Enable the cosine wave generator of DAC channel.

dac_cw_scale_t scale

Set the amplitude of the cosine wave generator output.

dac_cw_phase_t phase

Set the phase of the cosine wave generator output.

uint32_t freq
Set frequency of cosine wave generator output. Range: 130(130Hz) ~ 55000(100KHz).

int8_toffset
Set the voltage value of the DC component of the cosine wave generator output. Note: Unreasonable
settings can cause waveform to be oversaturated. Range: -128 ~ 127.
struct dac_digi_config_t

DAC digital controller (DMA mode) configuration parameters.

Public Members

dac_digi_convert_mode_t mode

DAC digital controller (DMA mode) work mode. See dac_digi_convert_mode_t.

uint32_t interval

The number of interval clock cycles for the DAC digital controller to output voltage. The unit is the
divided clock. Range: 1 ~4095. Expression: dac_output_freqg=controller_clk /interval.
Refer to adc_digi_clk_t. Note: The sampling rate of each channel is also related to the conversion
mode (See dac_digi_convert_mode_t) and pattern table settings.

adc_digi_clk_t dig_clk

DAC digital controller clock divider settings. Refer to adc_digi_clk_t. Note: The clocks of the
DAC digital controller use the ADC digital controller clock divider.

Enumerations
enum dac_channel_t

Values:

enumerator DAC_CHANNEL_1
DAC channel 1 is GPIO25(ESP32) / GPIO17(ESP32S2)
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enumerator DAC_CHANNEL_ 2
DAC channel 2 is GPIO26(ESP32) / GPIO18(ESP32S2)

enumerator DAC_CHANNEL_MAX

enum dac_cw_scale_t

The multiple of the amplitude of the cosine wave generator. The max amplitude is VDD3P3_RTC.

Values:

enumerator DAC_CW_SCALE_1
1/1. Default.

enumerator DAC_CW_SCALE_2
172.

enumerator DAC_CW_SCALE_4
1/4.

enumerator DAC_CW_SCALE_8
1/8.

enum dac_cw_phase_t

Set the phase of the cosine wave generator output.

Values:

enumerator DAC_CW_PHASE_0
Phase shift +0°

enumerator DAC_CW_PHASE_180
Phase shift +180°

enum dac_digi_convert_mode_t
DAC digital controller (DMA mode) work mode.

Values:

enumerator DAC_CONV_NORMAL
The data in the DMA buffer is simultaneously output to the enable channel of the DAC.

enumerator DAC_CONV_ALTER
The data in the DMA buffer is alternately output to the enable channel of the DAC.

enumerator DAC_ CONV_MAX

2.2.3 General Purpose Timer
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Introduction

The ESP32-S2 chip contains two hardware timer groups. Each group has two general-purpose hardware timer(s).
They are all 64-bit generic timers based on 16-bit pre-scalers and 64-bit up / down counters which are capable of
being auto-reloaded.

Functional Overview

The following sections of this document cover the typical steps to configure and operate a timer:

e Timer Initialization - covers which parameters should be set up to get the timer working, and also what specific
functionality is provided depending on the timer configuration.

» Timer Control - describes how to read a timer’ s value, pause or start a timer, and change how it operates.

 Alarms - shows how to set and use alarms.

e [Interrupts- explains how to use interrupt callbacks.

Timer Initialization The two ESP32-S2 timer groups, with two timer(s) in each, provide the total of four individual
timers for use. An ESP32-S2 timer group should be identified using t imer_group_t. An individual timer in a
group should be identified with t imer_idx_t.

First of all, the timer should be initialized by calling the function timer_init () and passing a structure
timer_config_t to it to define how the timer should operate. In particular, the following timer parameters
can be set:

* Clock Source: Select the clock source, which together with the Divider define the resolution of the working
timer.

* Divider: Sets how quickly the timer’ s counter is “ticking” . The setting divider is used as a divisor of the
clock source that by default is APB_CLK running at 80 MHz. For more information of APB_CLK frequency,
please check ESP32-S2 Technical Reference Manual > Reset and Clock [PDF] chapter for more details.

* Mode: Sets if the counter should be incrementing or decrementing. It can be defined using counter_dir
by selecting one of the values from t imer_count_dir_t.

¢ Counter Enable: If the counter is enabled, it will start incrementing / decrementing immediately after calling
timer_init (). You can change the behavior with counter_en by selecting one of the values from
timer_start_t.

e Alarm Enable: Can be set using alarm_en.

* Auto Reload: Sets if the counter should auto_reload the initial counter value on the timer’ s alarm or
continue incrementing or decrementing.

To get the current values of the timer’ s settings, use the function t imer_get_config().

Timer Control Once the timer is enabled, its counter starts running. To enable the timer, call the function
timer_init () with counter_en set to true, or call timer_start (). You can specify the timer’ s
initial counter value by calling timer_set_counter_value (). To check the timer’ s current value, call
timer_get_counter_value () or timer_get_counter_time_sec().

To pause the timer at any time, call t imer_pause (). Toresume it, call timer_start ().
To reconfigure the timer, you can call t imer_init (). This function is described in Section Timer Initialization.

You can also reconfigure the timer by using dedicated functions to change individual settings:
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Set- | Dedicated Description
ting | Function
Di- timer_set_dGhangerthg rate of ticking. To avoid unpredictable results, the timer should be paused
vider when changing the divider. If the timer is running, t imer_set_divider () pauses
it, change the setting, and start the timer again.

Mode | timer_set_ ¢Senif¢he condter ghould be incrementing or decrementing

Auto | timer_ set_ aidetif thelinitidl ¢ounter value should be reloaded on the timer’ s alarm

Reload

Alarms To set an alarm, call the function timer_ set_alarm value () and then enable the alarm us-
ing timer_set_alarm(). The alarm can also be enabled during the timer initialization stage, when
timer init () is called.

After the alarm is enabled, and the timer reaches the alarm value, the following two actions can occur depending on
the configuration:

* An interrupt will be triggered if previously configured. See Section Inferrupts on how to configure interrupts.

e When auto_reload is enabled, the timer’ s counter will automatically be reloaded to start
counting again from a previously configured value.  This value should be set in advance with
timer_ set_counter_value ().

Note:

* If an alarm value is set and the timer has already reached this value, the alarm is triggered immediately.
* Once triggered, the alarm is disabled automatically and needs to be re-enabled to trigger again.

To check the specified alarm value, call timer_get_alarm_value ().

Interrupts Registration of an interrupt callback for a specific timer can be done by calling
timer_isr_callback_add() and passing in the group ID, timer ID, callback handler and user data.
The callback handler will be invoked in ISR context, so user shouldn’ t put any blocking API in the callback
function. The benefit of using interrupt callback instead of precessing interrupt from scratch is, you don’ t have
to deal with interrupt status check and clean stuffs, they are all addressed before the callback got run in driver’ s
default interrupt handler.

For more information on how to use interrupts, please see the application example below.

Application Example

The 64-bit hardware timer example: peripherals/timer_group.

API Reference

Header File

e components/driver/include/driver/timer.h

Functions
esp_err_t timer_get_counter_value (fimer_group_t group_num, timer_idx_t timer_num, uint64_t
*timer_val)
Read the counter value of hardware timer.

Parameters
* group_num —Timer group, 0 for TIMERGO or 1 for TIMERGI
e timer_num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
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* timer_wval —Pointer to accept timer counter value.
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
esp_err_t timer get_counter_time_sec (fimer_group_t group_num, timer_idx_t timer_num, double
*time)

Read the counter value of hardware timer, in unit of a given scale.

Parameters

* group_num —Timer group, 0 for TIMERGO or 1 for TIMERG1

* timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]

* time —Pointer, type of double*, to accept timer counter value, in seconds.
Returns

e ESP_OK Success

e ESP_ERR_INVALID ARG Parameter error

esp_err_t timer_set_counter_value (fimer_group_t group_num, timer_idx_t timer_num, uint64_t
load_val)

Set counter value to hardware timer.

Parameters
* group_num —Timer group, 0 for TIMERGO or 1 for TIMERG1
e timer num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
¢ load_val —Counter value to write to the hardware timer.
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_start (fimer_group_t group_num, fimer_idx_t timer_num)

Start the counter of hardware timer.

Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
* timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_pause (timer_group_t group_num, timer_idx_t timer_num)

Pause the counter of hardware timer.

Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI
* timer num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t timer_set_counter_mode (fimer_group_t group_num, fimer_idx_t timer_num, timer_count_dir_t
counter_dir)

Set counting mode for hardware timer.

Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG]1
e timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* counter_dir —Counting direction of timer, count-up or count-down
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_set_auto_reload (fimer_group_t group_num, timer_idx_t timer_num, timer_autoreload_t
reload)
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Enable or disable counter reload function when alarm event occurs.

Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
e timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
¢ reload —Counter reload mode.
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_set_divider (fimer_group_t group_num, timer_idx_t timer_num, uint32_t divider)

Set hardware divider of the source clock to the timer group. By default, the source clock is APB clock running
at 80 MHz. For more information, please check Chapter Reset and Clock in Chip Technical Reference Manual.

Parameters

* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG]

e timer_num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]

* divider -Timer clock divider value. The divider’ s range is from from 2 to 65536.
Returns

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_set_alarm_value (timer_group_t group_num, timer_idx_t timer_num, uint64_t
alarm_value)

Set timer alarm value.

Parameters
* group_num —Timer group, 0 for TIMERGO or 1 for TIMERG1
e timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* alarm_value —A 64-bit value to set the alarm value.
Returns
e ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error

esp_err_t timer_get_alarm_value (timer_group_t group_num, fimer_idx_t timer_num, uint64_t
*alarm_value)

Get timer alarm value.

Parameters

* group_num —Timer group, 0 for TIMERGO or 1 for TIMERG1

* timer num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]

* alarm_value —Pointer of A 64-bit value to accept the alarm value.
Returns

e ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_set_alarm (fimer_group_t group_num, timer_idx_t timer_num, timer_alarm_t alarm_en)

Enable or disable generation of timer alarm events.

Parameters
* group_num —Timer group, 0 for TIMERGO or 1 for TIMERG1
e timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* alarm_en —To enable or disable timer alarm function.
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_isr_ callback_add (fimer_group_t group_num, timer_idx_t timer_num, timer_isr_t
isr_handler, void *arg, int intr_alloc_flags)

Add ISR handle callback for the corresponding timer.
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The callback should return a bool value to determine whether need to do YIELD at the end of the ISR.

If the intr_alloc_flags value ESP_INTR_FLAG_IRAM is set, the handler function must be declared with
IRAM_ATTR attribute and can only call functions in IRAM or ROM. It cannot call other timer APIs.

Note: This ISR handler will be called from an ISR. This ISR handler do not need to handle interrupt status,
and should be kept short. If you want to realize some specific applications or write the whole ISR, you can call
timer_isr_register(---) to register ISR.

Parameters
* group_num —Timer group number
* timer_ num -Timer index of timer group
* isr handler —Interrupt handler function, it is a callback function.
e arg —Parameter for handler function
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t timer_isr _callback_remove (fimer_group_t group_num, fimer_idx_t timer_num)
Remove ISR handle callback for the corresponding timer.

Parameters

* group_num —Timer group number

* timer_num -Timer index of timer group
Returns

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_isr_ register (timer_group_t group_num, timer_idx_t timer_num, void (*fn)(void*), void
*arg, int intr_alloc_flags, timer_isr_handle_t *handle)

Register Timer interrupt handler, the handler is an ISR. The handler will be attached to the same CPU core
that this function is running on.

If the intr_alloc_flags value ESP_INTR_FLAG_IRAM is set, the handler function must be declared with
IRAM_ATTR attribute and can only call functions in IRAM or ROM. It cannot call other timer APIs. Use
direct register access to configure timers from inside the ISR in this case.

Note: If use this function to reigster ISR, you need to write the whole ISR. In the interrupt handler, you need
to call timer_spinlock_take(..) before your handling, and call timer_spinlock_give(--) after your handling.

Parameters
* group_num —Timer group number
* timer_ num -Timer index of timer group
» fn —Interrupt handler function.
* arg —Parameter for handler function
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle —Pointer to return handle. If non-NULL, a handle for the interrupt will be re-
turned here.
Returns
* ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error
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esp_err_t timer_init (fimer_group_t group_num, timer_idx_t timer_num, const timer_config_t *config)
Initializes and configure the timer.

Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI

e timer_num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* config —Pointer to timer initialization parameters.
Returns

* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_deinit (fimer_group_t group_num, timer_idx_t timer_num)
Deinitializes the timer.
Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
e timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
Returns

¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_get_config (fimer_group_t group_num, fimer_idx_t timer_num, timer_config_t *config)
Get timer configure value.
Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI1
* timer_ num —Timer index, O for hw_timer[0] & 1 for hw_timer[1]
* config —Pointer of struct to accept timer parameters.
Returns

e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t timer_group_intr_enable (timer_group_t group_num, timer_intr_t intr_mask)

Enable timer group interrupt, by enable mask.

Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG]

* intr_mask —Timer interrupt enable mask.
— TIMER_INTR_TO: tO interrupt
— TIMER_INTR_T1: tl interrupt
— TIMER_INTR_WDT: watchdog interrupt
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_group_intr_disable (fimer_group_t group_num, timer_intr_t intr_mask)
Disable timer group interrupt, by disable mask.

Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG]1

* intr_mask —Timer interrupt disable mask.
— TIMER_INTR_TO: tO interrupt
— TIMER_INTR_T1: t1 interrupt
— TIMER_INTR_WDT: watchdog interrupt

Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t timer_enable_intr (fimer_group_t group_num, fimer_idx_t timer_num)
Enable timer interrupt.

Parameters
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* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG]1
* timer_num -Timer index.
Returns
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t timer_disable_intr (fimer_group_t group_num, fimer_idx_t timer_num)
Disable timer interrupt.
Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG]
* timer num —Timer index.
Returns

e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

void timer group_intr_clr_in_isr (timer_group_t group_num, timer_idx_t timer_num)
Clear timer interrupt status, just used in ISR.
Parameters

* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
* timer_ num -Timer index.

void timer_group_clr_intr_status_in_isr (fimer_group_t group_num, timer_idx_t timer_num)
Clear timer interrupt status, just used in ISR.
Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI
* timer_num -Timer index.
void timer group_enable_alarm_in_isr (timer_group_t group_num, timer_idx_t timer_num)
Enable alarm interrupt, just used in ISR.
Parameters

* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI1
e timer num —Timer index.

uint64_t timer_group_get_counter_value_in_isr (fimer_group_t group_num, timer_idx_t
timer_num)

Get the current counter value, just used in ISR.

Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
* timer num -Timer index.

Returns
* Counter value

void timer group_set_alarm_value_in_isr (fimer_group_t group_num, fimer_idx_t timer_num,
uint64_t alarm_val)
Set the alarm threshold for the timer, just used in ISR.
Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1

e timer num —Timer index.
* alarm_val —Alarm threshold.

void timer group_set_counter_enable_in_isr (fimer_group_t group_num, fimer_idx_t timer_num,
timer_start_t counter_en)
Enable/disable a counter, just used in ISR.
Parameters

* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
* timer_ num -Timer index.
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e counter_en —Enable/disable.

timer_intr_t timer_group_intr_get_in_isr (timer_group_t group_num)
Get the masked interrupt status, just used in ISR.
Parameters group_num —Timer group number, O for TIMERGO or 1 for TIMERG1
Returns
* Interrupt status
uint32_t timer_ group_get_intr_status_in_isr (fimer_group_t group_num)
Get interrupt status, just used in ISR.
Parameters group_num —Timer group number, O for TIMERGO or 1 for TIMERG1
Returns
* Interrupt status
void timer group_clr_intr_sta_in_isr (timer_group_t group_num, timer_intr_t intr_mask)
Clear the masked interrupt status, just used in ISR.
Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERGI1
* intr_mask ~Masked interrupt.
bool timer_group_get_auto_reload_in_isr (timer_group_t group_num, timer_idx_t timer_num)
Get auto reload enable status, just used in ISR.
Parameters
* group_num —Timer group number, 0 for TIMERGO or 1 for TIMERG1
* timer_ num -Timer index
Returns
* True Auto reload enabled
* False Auto reload disabled
esp_err_t timer_spinlock_take (fimer_group_t group_num)

Take timer spinlock to enter critical protect.

Note: Deprecated, the recommended way is to use ISR callbacks instead, see timer_group_example_main

Parameters group_num —Timer group number, O for TIMERGO or 1 for TIMERG1
Returns

e ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t timer_spinlock_give (fimer_group_t group_num)

Give timer spinlock to exit critical protect.

Note: Deprecated, the recommended way is to use ISR callbacks instead, see timer_group_example_main

Parameters group_num —Timer group number, O for TIMERGO or 1 for TIMERG1
Returns

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

Macros

TIMER_BASE_CLK

Frequency of the clock on the input of the timer groups
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Type Definitions

typedef bool (*timer_isr_t)(void*)

Interrupt handle callback function. User need to retrun a bool value in callback.

Note: If you called FreeRTOS functions in callback, you need to return true or false based on the retrun
value of argument pxHigherPriorityTaskWoken. For example, xQueueSendFromISR is called in
callback, if the return value pxHigherPriorityTaskWoken of any FreeRTOS calls is pdTRUE, return

true; otherwise return false.

Return
* True Do task yield

at the end of ISR

* False Not do task yield at the end of ISR

typedef intr_handle_t timer_isr_ handle_t

Interrupt handle, used in order to free the isr after use. Aliases to an int handle for now.

Header File

» components/hal/include/hal/timer_types.h

Structures

struct timer_config_t

Data structure with timer’ s configuration settings.

Public Members

timer_alarm_t alarm_en

Timer alarm enable

timer_start_t counter_en

Counter enable

timer_intr_mode_t intr_type

Interrupt mode

timer_count_dir_t counter_dir

Counter direction

timer_autoreload_t auto_reload

Timer auto-reload

uint32_t divider

Counter clock divider. The divider’ s range is from from 2 to 65536.

timer_src_clk_t clk_src
Use XTAL as source clock.
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Enumerations

enum timer_group_t

Selects a Timer-Group out of 2 available groups.

Values:

enumerator TIMER_GROUP_0

Hw timer group 0

enumerator TIMER_GROUP_1

Hw timer group 1

enumerator TIMER_GROUP_MAX

enum timer_idx_t
Select a hardware timer from timer groups.

Values:

enumerator TIMER_ 0
Select timer0 of GROUPx

enumerator TIMER_1
Select timer1 of GROUPx

enumerator TIMER_MAX

enum timer_count_dir_t

Decides the direction of counter.

Values:

enumerator TIMER_ COUNT_DOWN

Descending Count from cnt.highlcnt.low

enumerator TIMER_COUNT_UP

Ascending Count from Zero

enumerator TIMER_ COUNT_MAX

enum timer_start_t

Decides whether timer is on or paused.

Values:

enumerator TIMER_PAUSE

Pause timer counter

enumerator TIMER_ START

Start timer counter
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enum timer_intr_t

Interrupt types of the timer.

Values:

enumerator TIMER_INTR_TO

interrupt of timer 0

enumerator TIMER_INTR_T1

interrupt of timer 1

enumerator TIMER_INTR_WDT

interrupt of watchdog

enumerator TIMER_INTR_NONE

enum timer_alarm t

Decides whether to enable alarm mode.

Values:

enumerator TIMER_ALARM DIS

Disable timer alarm

enumerator TIMER_ALARM EN

Enable timer alarm

enumerator TIMER_ALARM_ MAX

enum timer_intr_mode_t

Select interrupt type if running in alarm mode.

Values:

enumerator TIMER_INTR_LEVEL

Interrupt mode: level mode

enumerator TIMER_INTR_MAX

enum timer_autoreload_t

Select if Alarm needs to be loaded by software or automatically reload by hardware.

Values:

enumerator TIMER_AUTORELOAD_DIS

Disable auto-reload: hardware will not load counter value after an alarm event

enumerator TIMER_AUTORELOAD_EN

Enable auto-reload: hardware will load counter value after an alarm event

enumerator TIMER_AUTORELOAD_MAX
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enum timer_src_clk_t

Select timer source clock.

Values:

enumerator TIMER_SRC_CLK_APB

Select APB as the source clock

enumerator TIMER_SRC_CLK_XTAL

Select XTAL as the source clock

224 GPIO & RTC GPIO

Overview

The ESP32-S2 chip features 43 physical GPIO pads. Some GPIO pads cannot be used or do not have the corre-
sponding pin on the chip package. For more details, see ESP32-S2 Technical Reference Manual > 10 MUX and GPIO
Matrix (GPIO, 10_MUX) [PDF]. Each pad can be used as a general purpose I/O or can be connected to an internal

peripheral signal.

The table below provides more information on pin usage, and please note the comments in the table for GPIOs with

restrictions.

GPIO Analog Function RTC GPIO Comment

GPIOO RTC_GPIOO Strapping pin

GPIO1 ADC1_CHO RTC_GPIO1

GPIO2 ADCI1_CHI RTC_GPIO2

GPIO3 ADC1_CH2 RTC_GPIO3

GPIO4 ADC1_CH3 RTC_GPIO4

GPIOS ADC1_CH4 RTC_GPIOS

GPIO6 ADCI1_CH5 RTC_GPIO6

GPIO7 ADCI1_CH6 RTC_GPIO7

GPIOS ADCI1_CH7 RTC_GPIOS

GPIO9 ADC1_CHS8 RTC_GPIOY9

GPIO10 ADCI1_CH9 RTC_GPIO10

GPIO11 ADC2_CHO RTC_GPIO11

GPIO12 ADC2_CHI1 RTC_GPIO12

GPIO13 ADC2_CH2 RTC_GPIO13

GPIO14 ADC2_CH3 RTC_GPIO14

GPIO15 ADC2_CH4 RTC_GPIO15

GPIO16 ADC2_CHS5 RTC_GPIO16

GPIO17 ADC2_CH6 RTC_GPIO17

GPIO18 ADC2_CH7 RTC_GPIO18

GPIO19 ADC2_CHS RTC_GPIO19

GPI1020 ADC2_CH9 RTC_GPIO20

GPIO21 RTC_GPIO21

GPI1026 SPI0/1

GP1027 SPI0/1

GPIO28 SP10/1

GPI1029 SPI0/1

GPIO30 SP10/1

GPIO31 SPI0/1

GPIO32 SP10/1

GPIO33

continues on next page
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Table 1 - continued from previous page

GPIO Analog Function RTC GPIO Comment

GPI1034

GPIO35

GPIO36

GPI1O37

GPIO38

GPIO39 JTAG

GPI1040 JTAG

GPI1O41 JTAG

GP1042 JTAG

GPIO43

GP1044

GPIO45 Strapping pin

GPIO46 GPI; Strapping pin
Note:

¢ Strapping pin: GPIO0, GP1I045 and GPI0O46 are strapping pins. For more infomation, please refer to ESP32-
S2 datasheet

SP10/1: GPIO26-32 are usually used for SPI flash and PSRAM and not recommended for other uses.

JTAG: GPIO39-42 are usually used for inline debug.

GPI: GPIO46 is fixed to pull-down and is input only.

There is also separate  “RTC GPIO” support, which functions when GPIOs are routed to the “RTC” low-power
and analog subsystem. These pin functions can be used when:

* In deep sleep
e The Ultra Low Power co-processor is running
* Analog functions such as ADC/DAC/etc are in use.

Application Example

GPIO output and input interrupt example: peripherals/gpio/generic_gpio.

API Reference - Normal GPIO

Header File

» components/driver/include/driver/gpio.h

Functions
esp_err_t gpio_config (const gpio_config_t *pGPIOConfig)

GPIO common configuration.
Configure GPIO’ s Mode,pull-up,PullDown,Intr Type

Parameters pGPIOConfig —Pointer to GPIO configure struct
Returns

¢ ESP_OK success

e ESP_ERR_INVALID_ARG Parameter error
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esp_err_t gpio_reset_pin (gpio_num_t gpio_num)
Reset an gpio to default state (select gpio function, enable pullup and disable input and output).

Note: This function also configures the IOMUX for this pin to the GPIO function, and disconnects any other
peripheral output configured via GPIO Matrix.

Parameters gpio_num —GPIO number.
Returns Always return ESP_OK.

esp_err_t gpio_set_intr_type (gpio_num_t gpio_num, gpio_int_type_t intr_type)
GPIO set interrupt trigger type.

Parameters
* gpio_num —GPIO number. If you want to set the trigger type of e.g. of GPIOI6,
gpio_num should be GPIO_NUM_16 (16);
* intr_type -Interrupt type, select from gpio_int_type_t
Returns
* ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error

esp_err_t gpio_intr_enable (gpio_num_t gpio_num)

Enable GPIO module interrupt signal.

Note: ESP32: Please do not use the interrupt of GPIO36 and GPIO39 when using ADC or Wi-Fi and
Bluetooth with sleep mode enabled. Please refer to the comments of adc1_get_raw. Please refer to Section
3.11 of ESP32 ECO and Workarounds for Bugs for the description of this issue. As a workaround, call
adc_power_acquire() in the app. This will result in higher power consumption (by ~ImA), but will remove the
glitches on GP1I036 and GP1039.

Parameters gpio_num —GPIO number. If you want to enable an interrupt on e.g. GPIO16,
gpio_num should be GPIO_NUM_16 (16);
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_intr_ disable (gpio_num_t gpio_num)
Disable GPIO module interrupt signal.

Parameters gpio_num -GPIO number. If you want to disable the interrupt of e.g. GPIO16,
gpio_num should be GPIO_NUM_16 (16);
Returns
e ESP_OK success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_set_level (gpio_num_t gpio_num, uint32_t level)
GPIO set output level.

Parameters
* gpio_num-GPIO number. If you want to set the output level of e.g. GPIO16, gpio_num
should be GPIO_NUM_16 (16);
* level Output level. 0: low ; 1: high
Returns
* ESP_OK Success
e ESP_ERR_INVALID ARG GPIO number error
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int gpio_get_level (gpio_num_t gpio_num)
GPIO get input level.

Warning: If the pad is not configured for input (or input and output) the returned value is always 0.

Parameters gpio_num —GPIO number. If you want to get the logic level of e.g. pin GPIO16,
gpio_num should be GPIO_NUM_16 (16);
Returns
* 0 the GPIO input level is 0
* 1 the GPIO input level is 1

esp_err_t gpio_set_direction (gpio_num_t gpio_num, gpio_mode_t mode)
GPIO set direction.

Configure GPIO direction,such as output_only,input_only,output_and_input

Parameters
* gpio_num —Configure GPIO pins number, it should be GPIO number. If you want to
set direction of e.g. GPIO16, gpio_num should be GPIO_NUM_16 (16);
¢ mode —GPIO direction
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ARG GPIO error

esp_err_t gpio_set_pull_mode (gpio_num_t gpio_num, gpio_pull_mode_t pull)
Configure GPIO pull-up/pull-down resistors.

Note: ESP32: Only pins that support both input & output have integrated pull-up and pull-down resistors.
Input-only GPIOs 34-39 do not.

Parameters
* gpio_num —GPIO number. If you want to set pull up or down mode for e.g. GPIO16,
gpio_num should be GPIO_NUM_16 (16);
e pull -GPIO pull up/down mode.
Returns
* ESP_OK Success
e ESP_ERR _INVALID_ ARG : Parameter error

esp_err_t gpio_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)
Enable GPIO wake-up function.

Parameters
* gpio_num -GPIO number.
* intr_type -GPIO wake-up type. Only GPIO_INTR_LOW_LEVEL or
GPIO_INTR_HIGH_LEVEL can be used.
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_wakeup_disable (gpio_num_t gpio_num)
Disable GPIO wake-up function.

Parameters gpio_num —GPIO number
Returns
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
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esp_err_t gpio_isr_register (void (*fn)(void*), void *arg, int intr_alloc_flags, gpio_isr_handle_t *handle)
Register GPIO interrupt handler, the handler is an ISR. The handler will be attached to the same CPU core

that this function is running on.

This ISR function is called whenever any GPIO interrupt occurs. See the alternative gpio_install_isr_service()

and gpio_isr_handler_add() API in order to have the driver support per-GPIO ISRs.
To disable or remove the ISR, pass the returned handle to the interrupt allocation functions.

Parameters
» fn —Interrupt handler function.
* arg —Parameter for handler function
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle —Pointer to return handle. If non-NULL, a handle for the interrupt will be re-
turned here.
Returns
¢ ESP_OK Success ;
e ESP_ERR_INVALID_ARG GPIO error
* ESP_ERR_NOT_FOUND No free interrupt found with the specified flags

esp_err_t gpio_pullup_en (gpio_num_t gpio_num)
Enable pull-up on GPIO.

Parameters gpio_num —GPIO number
Returns
e ESP_OK Success
e ESP ERR _INVALID ARG Parameter error

esp_err_t gpio_pullup_dis (gpio_num_t gpio_num)
Disable pull-up on GPIO.

Parameters gpio_num —GPIO number
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_pulldown_en (gpio_num_t gpio_num)
Enable pull-down on GPIO.
Parameters gpio_num —GPIO number
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
esp_err_t gpio_pulldown_dis (gpio_num_t gpio_num)
Disable pull-down on GPIO.
Parameters gpio_num —GPIO number
Returns
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
esp_err_t gpio_install_isr_service (int intr_alloc_flags)

Install the driver’ s GPIO ISR handler service, which allows per-pin GPIO interrupt handlers.

This function is incompatible with gpio_isr_register() - if that function is used, a single global ISR is registered
for all GPIO interrupts. If this function is used, the ISR service provides a global GPIO ISR and individual pin

handlers are registered via the gpio_isr_handler_add() function.

Parameters intr_alloc_flags —Flags used to allocate the interrupt. One or multiple
(ORred) ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
Returns
e ESP_OK Success
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* ESP_ERR_NO_MEM No memory to install this service

* ESP_ERR_INVALID_STATE ISR service already installed.

* ESP_ERR_NOT_FOUND No free interrupt found with the specified flags
e ESP_ERR_INVALID_ARG GPIO error

void gpio_uninstall_isr_service (void)

Uninstall the driver’ s GPIO ISR service, freeing related resources.

esp_err_t gpio_isr_handler_add (gpio_num_t gpio_num, gpio_isr_t isr_handler, void *args)
Add ISR handler for the corresponding GPIO pin.

Call this function after using gpio_install_isr_service() to install the driver’ s GPIO ISR handler service.

The pin ISR handlers no longer need to be declared with IRAM_ATTR, unless you pass the
ESP_INTR_FLAG_IRAM flag when allocating the ISR in gpio_install_isr_service().

This ISR handler will be called from an ISR. So there is a stack size limit (configurable as “ISR stack size”
in menuconfig). This limit is smaller compared to a global GPIO interrupt handler due to the additional level
of indirection.

Parameters
* gpio_num —-GPIO number
* isr_handler ISR handler function for the corresponding GPIO number.
* args —parameter for ISR handler.
Returns
¢ ESP_OK Success
* ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t gpio_isr_handler_remove (gpio_num_t gpio_num)

Remove ISR handler for the corresponding GPIO pin.

Parameters gpio_num —GPIO number

Returns
¢ ESP_OK Success
* ESP_ERR_INVALID_STATE Wrong state, the ISR service has not been initialized.
e ESP_ ERR _INVALID ARG Parameter error

esp_err_t gpio_set_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t strength)
Set GPIO pad drive capability.

Parameters
* gpio_num —GPIO number, only support output GPIOs
* strength —Drive capability of the pad
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_get_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t *strength)
Get GPIO pad drive capability.

Parameters
* gpio_num —GPIO number, only support output GPIOs
* strength —Pointer to accept drive capability of the pad
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t gpio_hold_en (gpio_num_t gpio_num)
Enable gpio pad hold function.

When the pin is set to hold, the state is latched at that moment and will not change no matter how the internal
signals change or how the IO MUX/GPIO configuration is modified (including input enable, output enable,
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output value, function, and drive strength values). It can be used to retain the pin state through a core reset and
system reset triggered by watchdog time-out or Deep-sleep events.

The gpio pad hold function works in both input and output modes, but must be output-capable gpios. If pad
hold enabled: in output mode: the output level of the pad will be force locked and can not be changed. in input
mode: input read value can still reflect the changes of the input signal.

The state of the digital gpio cannot be held during Deep-sleep, and it will resume to hold at its default pin
state when the chip wakes up from Deep-sleep. If the digital gpio also needs to be held during Deep-sleep,
gpio_deep_sleep_hold_en should also be called.

Power down or call gpio_hold_dis will disable this function.

Parameters gpio_num —GPIO number, only support output-capable GPIOs
Returns

* ESP_OK Success

e ESP_ERR_NOT_SUPPORTED Not support pad hold function

esp_err_t gpio_hold_dis (gpio_num_t gpio_num)

Disable gpio pad hold function.

When the chip is woken up from Deep-sleep, the gpio will be set to the default mode, so, the gpio will output
the default level if this function is called. If you don’ t want the level changes, the gpio should be configured
to a known state before this function is called. e.g. If you hold gpiol8 high during Deep-sleep, after the chip
is woken up and gpio_hold_dis is called, gpiol8 will output low level(because gpiol8 is input mode by
default). If you don’ t want this behavior, you should configure gpiol8 as output mode and set it to hight level
before calling gpio_hold_dis.

Parameters gpio_num —GPIO number, only support output-capable GPIOs
Returns

* ESP_OK Success

* ESP_ERR_NOT_SUPPORTED Not support pad hold function

void gpio_deep_sleep_hold_en (void)

Enable all digital gpio pads hold function during Deep-sleep.

Enabling this feature makes all digital gpio pads be at the holding state during Deep-sleep. The state of each
pad holds is its active configuration (not pad’ s sleep configuration!).

Note that this pad hold feature only works when the chip is in Deep-sleep mode. When the chip is in active
mode, the digital gpio state can be changed freely even you have called this function.

After this API is being called, the digital gpio Deep-sleep hold feature will work during every sleep process.
You should call gpio_deep_sleep_hold_dis to disable this feature.

void gpio_deep_sleep_hold_dis (void)

Disable all digital gpio pads hold function during Deep-sleep.

void gpio_iomux_in (uint32_t gpio_num, uint32_t signal_idx)

Set pad input to a peripheral signal through the IOMUX.

Parameters
* gpio_num —GPIO number of the pad.
* signal_idx —Peripheral signal id to input. One of the *_IN_IDX signals in soc/
gpio_sig_map.h.

void gpio_iomux_out (uint8_t gpio_num, int func, bool oen_inv)

Set peripheral output to an GPIO pad through the IOMUX.

Parameters
* gpio_num —gpio_num GPIO number of the pad.
» func —The function number of the peripheral pin to output pin. One of the FUNC_X_*
of specified pin (X) in soc/io_mux_reg.h.
* oen_inv —True if the output enable needs to be inverted, otherwise False.
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esp_err_t gpio_force_hold_all (void)
Force hold all digital and rtc gpio pads.

GPIO force hold, no matter the chip in active mode or sleep modes.

This function will immediately cause all pads to latch the current values of input enable, output enable, output
value, function, and drive strength values.

Warning: This function will hold flash and UART pins as well. Therefore, this function, and all code run
afterwards (till calling gpio_force_unhold_all todisable this feature), MUST be placed in internal
RAM as holding the flash pins will halt SPI flash operation, and holding the UART pins will halt any UART

logging.

esp_err_t gpio_force_unhold_all (void)
Force unhold all digital and rtc gpio pads.

esp_err_t gpio_sleep_sel_en (gpio_num_t gpio_num)
Enable SLP_SEL to change GPIO status automantically in lightsleep.
Parameters gpio_num —GPIO number of the pad.
Returns
* ESP_OK Success
esp_err_t gpio_sleep_sel_dis (gpio_num_t gpio_num)
Disable SLP_SEL to change GPIO status automantically in lightsleep.
Parameters gpio_num —GPIO number of the pad.
Returns
¢ ESP_OK Success
esp_err_t gpio_sleep_set_direction (gpio_num_t gpio_num, gpio_mode_t mode)

GPIO set direction at sleep.
Configure GPIO direction,such as output_only,input_only,output_and_input

Parameters
* gpio_num —Configure GPIO pins number, it should be GPIO number. If you want to
set direction of e.g. GPIO16, gpio_num should be GPIO_NUM_16 (16);
* mode —GPIO direction
Returns
e ESP_OK Success
* ESP_ERR_INVALID_ARG GPIO error

esp_err_t gpio_sleep_set_pull_mode (gpio_num_t gpio_num, gpio_pull_mode_t pull)
Configure GPIO pull-up/pull-down resistors at sleep.

Note: ESP32: Only pins that support both input & output have integrated pull-up and pull-down resistors.
Input-only GPIOs 34-39 do not.

Parameters
* gpio_num —GPIO number. If you want to set pull up or down mode for e.g. GPIO16,
gpio_num should be GPIO_NUM_16 (16);
* pull -GPIO pull up/down mode.
Returns
e ESP_OK Success
e« ESP_ERR_INVALID_ARG : Parameter error
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Macros

GPIO_PIN_COUNT
GPIO_IS_VALID_GPIO (gpio_num)
Check whether it is a valid GPIO number.

GPIO_IS_VALID_OUTPUT_ GPIO (gpio_num)
Check whether it can be a valid GPIO number of output mode.

GPIO_IS_VALID_DIGITAL_IO_PAD (gpio_num)
Check whether it can be a valid digital I/O pad.

Type Definitions

typedef intr_handle_t gpio_isr_handle_t

Header File

» components/hal/include/hal/gpio_types.h

Structures

struct gpio_config_t

Configuration parameters of GPIO pad for gpio_config function.

Public Members

uint64_t pin_bit_mask
GPIO pin: set with bit mask, each bit maps to a GPIO

gpio_mode_t mode

GPIO mode: set input/output mode

gpio_pullup_t pull_up_en
GPIO pull-up

gpio_pulldown_t pull_down_en
GPIO pull-down

gpio_int_type_t intr_type
GPIO interrupt type

Macros

GPIO_SEL_0
Pin O selected

GPIO_SEL_1

Pin 1 selected

GPIO_SEL_2
Pin 2 selected
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GPIO_SEL_3
Pin 3 selected

GPIO_SEL_4
Pin 4 selected

GPIO_SEL_5
Pin 5 selected

GPIO_SEL_6
Pin 6 selected

GPIO_SEL_7
Pin 7 selected

GPIO_SEL_8
Pin 8 selected

GPIO_SEL_9
Pin 9 selected

GPIO_SEL_10
Pin 10 selected

GPIO_SEL_11
Pin 11 selected

GPIO_SEL_12
Pin 12 selected

GPIO_SEL_13
Pin 13 selected

GPIO_SEL_14
Pin 14 selected

GPIO_SEL_15
Pin 15 selected

GPIO_SEL_16
Pin 16 selected

GPIO_SEL_17
Pin 17 selected

GPIO_SEL_18
Pin 18 selected
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GPIO_SEL_19
Pin 19 selected

GPIO_SEL_20
Pin 20 selected

GPIO_SEL_21
Pin 21 selected

GPIO_SEL_26
Pin 26 selected

GPIO_SEL_27
Pin 27 selected

GPIO_SEL_28
Pin 28 selected

GPIO_SEL_29
Pin 29 selected

GPIO_SEL_30
Pin 30 selected

GPIO_SEL_31
Pin 31 selected

GPIO_SEIL_32
Pin 32 selected

GPIO_SEL_33
Pin 33 selected

GPIO_SEL_34
Pin 34 selected

GPIO_SEL_35
Pin 35 selected

GPIO_SEL_36
Pin 36 selected

GPIO_SEL_37
Pin 37 selected

GPIO_SEL_38
Pin 38 selected
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GPIO_SEL_39
Pin 39 selected

GPIO_SEL_40
Pin 40 selected

GPIO_SEL_41
Pin 41 selected

GPIO_SEL_42
Pin 42 selected

GPIO_SEL_43
Pin 43 selected

GPIO_SEL_44
Pin 44 selected

GPIO_SEL_45
Pin 45 selected

GPIO_SEL_46
Pin 46 selected

GPIO_PIN_REG_O

GPIO_PIN_REG_1

GPIO_PIN_REG_2

GPIO_PIN_REG_3

GPIO_PIN_REG_4

GPIO_PIN_REG_5

GPIO_PIN_REG_6

GPIO_PIN_REG_7

GPIO_PIN_REG_S8

GPIO_PIN_REG_9

GPIO_PIN_REG_10

GPIO_PIN REG_11
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GPIO_PIN_REG_12

GPIO_PIN_REG_13

GPIO_PIN REG_14

GPIO_PIN_REG_15

GPIO_PIN_REG_16

GPIO_PIN_REG_17

GPIO_PIN_REG_18

GPIO_PIN_REG_19

GPIO_PIN_REG_20

GPIO_PIN_REG_21

GPIO_PIN_REG_22

GPIO_PIN_REG_23

GPIO_PIN_REG_24

GPIO_PIN_REG_25

GPIO_PIN_REG_26

GPIO_PIN_REG_27

GPIO_PIN_REG_28

GPIO_PIN_REG_29

GPIO_PIN_REG_30

GPIO_PIN_REG_31

GPIO_PIN_REG_32

GPIO_PIN_REG_33

GPIO_PIN_REG_34
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GPIO_PIN_REG_35

GPIO_PIN_REG_36

GPIO_PIN_REG_37

GPIO_PIN_REG_38

GPIO_PIN_REG_39

GPIO_PIN_REG_40

GPIO_PIN_REG_41

GPIO_PIN_REG_42

GPIO_PIN_REG_43

GPIO_PIN_REG_44

GPIO_PIN_REG_45

GPIO_PIN_REG_46

GPIO_PIN_REG_47

GPIO_PIN_REG_48

Type Definitions

typedef void (¥*gpio_isr_t)(void*)

Enumerations

enum gpio_port_t

Values:

enumerator GPIO_PORT_0

enumerator GPIO_PORT_MAX

enum gpio_num_t

Values:

enumerator GPIO_NUM_NC

Use to signal not connected to S/'W
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enumerator GPTIO_NUM_0
GPIOO, input and output

enumerator GPIO_NUM 1
GPIO1, input and output

enumerator GPIO_NUM_2
GPIO?2, input and output

enumerator GPTIO_NUM_3
GPIO3, input and output

enumerator GPIO_NUM_4
GPIO4, input and output

enumerator GPIO_NUM_5
GPIOS, input and output

enumerator GPIO_NUM_6
GPIOG6, input and output

enumerator GRIO_NUM_7
GPIO7, input and output

enumerator GPTIO_NUM_8
GPIOS8, input and output

enumerator GPIO_NUM_9
GPIO9, input and output

enumerator GPTIO_NUM_10
GPIOI10, input and output

enumerator GPTIO_NUM_11
GPIOL11, input and output

enumerator GPTIO_NUM_12
GPIO12, input and output

enumerator GPTIO_NUM_13
GPIO13, input and output

enumerator GPTIO_NUM_14
GPIO14, input and output

enumerator GPTIO_NUM_15
GPIO15, input and output
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enumerator GPIO_NUM_16
GPIO16, input and output

enumerator GPIO_NUM_17
GPIO17, input and output

enumerator GPIO_NUM_18
GPIO18, input and output

enumerator GPIO_NUM_19
GPIO19, input and output

enumerator GPIO_NUM_20
GPIO20, input and output

enumerator GPIO_NUM_21
GPIO21, input and output

enumerator GPIO_NUM_26
GPI0O26, input and output

enumerator GPIO_NUM_27
GPIO27, input and output

enumerator GPIO_NUM_28
GPIO28, input and output

enumerator GPTIO_NUM_29
GPIO29, input and output

enumerator GPTIO_NUM_30
GPIO30, input and output

enumerator GPTIO_NUM_31
GPIO31, input and output

enumerator GPTIO_NUM_32
GPIO32, input and output

enumerator GPTIO_NUM_33
GPIO33, input and output

enumerator GPIO_NUM_34
GPIO34, input and output

enumerator GPIO_NUM_35
GPIO35, input and output

Espressif Systems 300
Submit Document Feedback

Release v4.4.5


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

enumerator GPTIO_NUM_36
GPIO36, input and output

enumerator GRIO_NUM_37
GPIO37, input and output

enumerator GPTO_NUM_38
GPIO38, input and output

enumerator GPTIO_NUM_39
GPIO39, input and output

enumerator GPTO_NUM_40
GPIOA40, input and output

enumerator GPTIO_NUM_41
GPIO41, input and output

enumerator GPIO_NUM_42
GPIOA42, input and output

enumerator GPIO_NUM_43
GPIO43, input and output

enumerator GPIO_NUM_44
GPI0O44, input and output

enumerator GPIO_NUM_45
GPIO45, input and output

enumerator GPIO_NUM_46
GPI0O46, input mode only

enumerator GPIO_NUM_MAX

enum gpio_int_type_t

Values:

enumerator GPIO_INTR_DISABLE
Disable GPIO interrupt

enumerator GPIO_INTR_POSEDGE
GPIO interrupt type : rising edge

enumerator GPIO_INTR_NEGEDGE
GPIO interrupt type : falling edge

enumerator GPIO_INTR_ANYEDGE
GPIO interrupt type : both rising and falling edge
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enumerator GPIO_INTR_LOW_LEVEL
GPIO interrupt type : input low level trigger

enumerator GPIO_INTR_HIGH_LEVEL
GPIO interrupt type : input high level trigger

enumerator GPIO_INTR_MAX

enum gpio_mode_t

Values:

enumerator GPIO_MODE_DISABLE
GPIO mode : disable input and output

enumerator GPIO_MODE_INPUT
GPIO mode : input only

enumerator GPIO_MODE_OUTPUT
GPIO mode : output only mode

enumerator GRIO_MODE_OUTPUT_OD
GPIO mode : output only with open-drain mode

enumerator GPIO_MODE_INPUT_OUTPUT_OD

GPIO mode : output and input with open-drain mode

enumerator GPIO_MODE_INPUT_OUTPUT
GPIO mode : output and input mode

enum gpio_pullup_t

Values:

enumerator GPIO_PULLUP_DISABLE
Disable GPIO pull-up resistor

enumerator GPIO_PULLUP_ENABLE
Enable GPIO pull-up resistor

enum gpio_pulldown_t

Values:

enumerator GPIO_PULLDOWN_DISABLE
Disable GPIO pull-down resistor

enumerator GPIO_PULLDOWN_ENABLE
Enable GPIO pull-down resistor

enum gpio_pull_mode_t

Values:
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enumerator GPIO_PULLUP_ONLY
Pad pull up

enumerator GPIO_PULLDOWN_ONLY
Pad pull down

enumerator GPIO_PULLUP_PULLDOWN
Pad pull up + pull down

enumerator GPIO_FLOATING
Pad floating

enum gpio_drive_cap_t

Values:

enumerator GPIO_DRIVE_CAP_0O
Pad drive capability: weak

enumerator GPIO_DRIVE_CAP_1

Pad drive capability: stronger

enumerator GPIO_DRIVE_CAP_2

Pad drive capability: medium

enumerator GPIO_DRIVE_CAP_DEFAULT

Pad drive capability: medium

enumerator GPIO_DRIVE_CAP_3
Pad drive capability: strongest

enumerator GPIO_DRIVE_CAP_MAX

API Reference - RTC GPIO

Header File

e components/driver/include/driver/rtc_io.h

Functions
static inline bool rte_gpio_is_valid_gpio (gpio_num_t gpio_num)

Determine if the specified GPIO is a valid RTC GPIO.
Parameters gpio_num —GPIO number

Returns true if GPIO is valid for RTC GPIO use. false otherwise.
static inline int rtc_io_number_ get (gpio_num_t gpio_num)

Get RTC IO index number by gpio number.

Parameters gpio_num —GPIO number
Returns >=0: Index of rtcio. -1 : The gpio is not rtcio.
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esp_err_t rtc_gpio_init (gpio_num_t gpio_num)
Init a GPIO as RTC GPIO.

This function must be called when initializing a pad for an analog function.

Parameters gpio_num —GPIO number (e.g. GPIO_NUM_12)
Returns

e ESP_OK success

* ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_deinit (gpio_num_t gpio_num)
Init a GPIO as digital GPIO.

Parameters gpio_num —GPIO number (e.g. GPIO_NUM_12)
Returns

* ESP_OK success

* ESP_ERR_INVALID_ARG GPIO is not an RTC IO

uint32_t rtc_gpio_get_level (gpio_num_t gpio_num)
Get the RTC IO input level.

Parameters gpio_num —GPIO number (e.g. GPIO_NUM_12)
Returns

* 1 High level

e 0 Low level

e ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_set_level (gpio_num_t gpio_num, uint32_t level)
Set the RTC IO output level.

Parameters
* gpio_num —-GPIO number (e.g. GPIO_NUM_12)
* level —output level
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ARG GPIO is not an RTC 10

esp_err_t rtc_gpio_set_direction (gpio_num_t gpio_num, rtc_gpio_mode_t mode)
RTC GPIO set direction.

Configure RTC GPIO direction, such as output only, input only, output and input.

Parameters
* gpio_num —GPIO number (e.g. GPIO_NUM_12)
¢ mode —GPIO direction
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG GPIO is not an RTC 10

esp_err_t rtc_gpio_set_direction_in_sleep (gpio_num_t gpio_num, rfc_gpio_mode_t mode)

RTC GPIO set direction in deep sleep mode or disable sleep status (default). In some application scenarios,
10 needs to have another states during deep sleep.

NOTE: ESP32 support INPUT_ONLY mode. ESP32S2 support INPUT_ONLY, OUTPUT_ONLY, IN-
PUT_OUTPUT mode.

Parameters
* gpio_num —-GPIO number (e.g. GPIO_NUM_12)
e mode —GPIO direction
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG GPIO is not an RTC 10
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esp_err_t rtc_gpio_pullup_en (gpio_num_t gpio_num)
RTC GPIO pullup enable.

This function only works for RTC IOs. In general, call gpio_pullup_en, which will work both for normal
GPIOs and RTC IOs.

Parameters gpio_num —GPIO number (e.g. GPIO_NUM_12)
Returns

e ESP_OK Success

e ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_pulldown_en (gpio_num_t gpio_num)
RTC GPIO pulldown enable.

This function only works for RTC IOs. In general, call gpio_pulldown_en, which will work both for normal
GPIOs and RTC 1Os.

Parameters gpio_num —GPIO number (e.g. GPIO_NUM_12)
Returns

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG GPIO is not an RTC 10

esp_err_t rtc_gpio_pullup_dis (gpio_num_t gpio_num)
RTC GPIO pullup disable.

This function only works for RTC IOs. In general, call gpio_pullup_dis, which will work both for normal
GPIOs and RTC IOs.

Parameters gpio_num —GPIO number (e.g. GPIO_NUM_12)
Returns

* ESP_OK Success

* ESP_ERR_INVALID_ARG GPIO is not an RTC 10

esp_err_t rtc_gpio_pulldown_dis (gpio_num_t gpio_num)
RTC GPIO pulldown disable.

This function only works for RTC IOs. In general, call gpio_pulldown_dis, which will work both for normal
GPIOs and RTC IOs.

Parameters gpio_num —GPIO number (e.g. GPIO_NUM_12)
Returns

e ESP_OK Success

e ESP_ERR_INVALID_ARG GPIO is not an RTC 1O

esp_err_t rtc_gpio_set_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t strength)
Set RTC GPIO pad drive capability.

Parameters
* gpio_num —~GPIO number, only support output GPIOs
* strength —Drive capability of the pad
Returns
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t rtc_gpio_get_drive_capability (gpio_num_t gpio_num, gpio_drive_cap_t *strength)
Get RTC GPIO pad drive capability.

Parameters
* gpio_num —GPIO number, only support output GPIOs
* strength —Pointer to accept drive capability of the pad
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
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esp_err_t rtc_gpio_hold_en (gpio_num_t gpio_num)
Enable hold function on an RTC IO pad.

Enabling HOLD function will cause the pad to latch current values of input enable, output enable, output value,
function, drive strength values. This function is useful when going into light or deep sleep mode to prevent the
pin configuration from changing.

Parameters gpio_num —GPIO number (e.g. GPIO_NUM_12)
Returns

* ESP_OK Success

e ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_hold_dis (gpio_num_t gpio_num)
Disable hold function on an RTC IO pad.

Disabling hold function will allow the pad receive the values of input enable, output enable, output value,
function, drive strength from RTC_IO peripheral.

Parameters gpio_num —GPIO number (e.g. GPIO_NUM_12)
Returns

¢ ESP_OK Success
 ESP_ERR_INVALID_ARG GPIO is not an RTC IO

esp_err_t rtc_gpio_isolate (gpio_num_t gpio_num)

Helper function to disconnect internal circuits from an RTC IO This function disables input, output, pullup,
pulldown, and enables hold feature for an RTC IO. Use this function if an RTC IO needs to be disconnected
from internal circuits in deep sleep, to minimize leakage current.

In particular, for ESP32-WROVER module, call rtc_gpio_isolate(GPIO_NUM_12) before entering deep
sleep, to reduce deep sleep current.

Parameters gpio_num —GPIO number (e.g. GPIO_NUM_12).
Returns

¢ ESP_OK on success

e ESP_ERR_INVALID_ARG if GPIO is not an RTC IO

esp_err_t rtc_gpio_force_hold_en_all (void)
Enable force hold signal for all RTC IOs.

Each RTC pad has a “force hold” input signal from the RTC controller. If this signal is set, pad latches current
values of input enable, function, output enable, and other signals which come from the RTC mux. Force hold
signal is enabled before going into deep sleep for pins which are used for EXT1 wakeup.

esp_err_t rtc_gpio_force_hold_dis_all (void)
Disable force hold signal for all RTC IOs.

esp_err_t rtc_gpio_wakeup_enable (gpio_num_t gpio_num, gpio_int_type_t intr_type)
Enable wakeup from sleep mode using specific GPIO.

Parameters
* gpio_num —-GPIO number
* intr_type —Wakeup on high level (GPIO_INTR_HIGH_LEVEL) or low level
(GPIO_INTR_LOW_LEVEL)
Returns
¢ ESP_OK on success
* ESP_ERR_INVALID_ARG if gpio_num is not an RTC IO, or intr_type is not one of
GPIO_INTR_HIGH_LEVEL, GPIO_INTR_LOW_LEVEL.

esp_err_t rtc_gpio_wakeup_disable (gpio_num_t gpio_num)
Disable wakeup from sleep mode using specific GPIO.
Parameters gpio_num —GPIO number

Returns
¢ ESP_OK on success
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* ESP_ERR_INVALID_ARG if gpio_num is not an RTC IO

Macros
RTC_GPIO_IS_VALID_GPIO (gpio_num)

Header File

» components/hal/include/hal/rtc_io_types.h

Enumerations

enum rtc_gpio_mode_t

RTCIO output/input mode type.

Values:

enumerator RTC_GPIO_MODE_INPUT_ONLY
Pad input

enumerator RTC_GPIO_MODE_OUTPUT_ONLY
Pad output

enumerator RTC_GPIO_MODE_INPUT_OUTPUT
Pad input + output

enumerator RTC_GPIO_MODE_DISABLED
Pad (output + input) disable

enumerator RTC_GPIO_MODE_OUTPUT_OD

Pad open-drain output

enumerator RTC_GPIO_MODE_INPUT OUTPUT_OD

Pad input + open-drain output

2.2.5 Dedicated GPIO

Overview

The dedicated GPIO is designed for CPU interaction with GPIO matrix and IO MUX. Any GPIO that is configured
as ‘“dedicated” can be access by CPU instructions directly, which makes it easy to achieve a high GPIO flip speed,
and simulate serial/parallel interface in a bit-banging way. As toggling a GPIO in this “CPU Dedicated” way costs
few overhead, it would be great for cases like performance measurement using an oscilloscope.

Create/Destroy GPIO Bundle

A GPIO bundle is a group of GPIOs, which can be manipulated at the same time in one CPU cycle. The maximal
number of GPIOs that a bundle can contain is limited by each CPU. What’ s more, the GPIO bundle has a strong
relevance to the CPU which it derives from. Any operations on the GPIO bundle should be put inside a task
which is running on the same CPU core to the GPIO bundle belongs to. Likewise, only those ISRs who are
installed on the same CPU core are allowed to do operations on that GPIO bundle.
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Note: Dedicated GPIO is more of a CPU peripheral, so it has a strong relationship with CPU core. It’ s highly
recommended to install and operate GPIO bundle in a pin-to-core task. For example, if GPIOA is connected to
CPUQO, and the dedicated GPIO instruction is issued from CPUT, then it’ s impossible to control GPIOA.

To install a GPIO bundle, one needs to call dedic_gpio_new_bundle () to allocate the software resources
and connect the dedicated channels to user selected GPIOs. Configurations for a GPIO bundle are covered in
dedic_gpio_bundle_config_t structure:

e gpio_array: An array that contains GPIO number.
e array_size: Element number of gpio_array.
e flags: Extra flags to control the behavior of GPIO Bundle.
— in_en and out_en are used to select whether to enable the input and output function (note, they can
be enabled together).
— in_invert and out_invert are used to select whether to invert the GPIO signal.

The following code shows how to install a output only GPIO bundle:

// configure GPIO

const int bundleA_gpios[] = {0, 1};

gpio_config_t io_conf = {
.mode = GPIO_MODE_OUTPUT,

bi

for (int i = 0; i < sizeof (bundleA_gpios) / sizeof (bundleA_gpios[0]); i++) |
io_conf.pin_bit_mask = 1ULL << bundleA_gpios[i];
gpio_config(&io_conf);

3

// Create bundleA, output only

dedic_gpio_bundle_handle_t bundleA = NULL;

dedic_gpio_bundle_config_t bundleA_config = {
.gpio_array = bundleA_gpios,

.array_size = sizeof (bundleA_gpios) / sizeof (bundleA_gpios[0]),
.flags = {
.out_en = 1,

|
bi
ESP_ERROR_CHECK (dedic_gpio_new_bundle (¢bundleA_config, &bundled));

To uninstall the GPIO bundle, one needs to call dedic_gpio_del_bundle ().

Note: dedic_gpio_new_bundle () doesn’ t cover any GPIO pad configuration (e.g. pull up/down, drive
ability, output/input enable), so before installing a dedicated GPIO bundle, you have to configure the GPIO separately
using GPIO driver API (e.g. gpio_config ()). For more information about GPIO driver, please refer to GPIO
API Reference.

GPIO Bundle Operations
Operations Functions
Write to GPIOs in the bundle by mask dedic_gpio_bundle_write ()
Read the value that input to bundle dedic_gpio_bundle_read_out ()
Read the value that output from bundle dedic_gpio_bundle_read_in()

Note: The functions above just wrap the customized instructions defined for ESP32-S2, for the details of those
instructions, please refer to ESP32-S2 Technical Reference Manual > 10 MUX and GPIO Matrix (GPIO, I0_MUX)
[PDF].
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Interrupt Handling

Dedicated GPIO can also trigger interrupt on specific input event. All supported events are defined in
dedic_gpio_intr_type_t.

One can enable and register interrupt callback by calling dedic_gpio_bundle_set_interrupt_and_callback ().
The prototype of the callback function is defined in dedic_gpio_isr_callback_t. Keep in mind, the
callback should return true if there’ s some high priority task woken up.

// user defined ISR callback
IRAM_ATTR bool dedic_gpio_isr_callback (dedic_gpio_bundle_handle_t bundle, uint32_t._
—index, wvoid *args)
{
SemaphoreHandle_t sem = (SemaphoreHandle_t)args;
BaseType_t high_task_wakeup = pdFALSE;
xSemaphoreGiveFromISR (sem, &¢high_task_wakeup) ;
return high_task_wakeup == pdTRUE;
}

// enable positive edge interrupt on the second GPIO in the bundle (i.e. index 1)
ESP_ERROR_CHECK (dedic_gpio_bundle_set_interrupt_and_callback (bundle, BIT(1), DEDIC_
—GPIO_INTR_POS_EDGE, dedic_gpio_isr_callback, sem));

// wait for done semaphore
xSemaphoreTake (sem, portMAX_DELAY) ;

Manipulate GPIOs by Writing Assembly Code

For advanced users, they can always manipulate the GPIOs by writing assembly code or invoking CPU Low Level
APIs. The usual procedure could be:

1. Allocate a GPIO bundle: dedic_gpio_new_bundle ()

2. Query the mask occupied by that bundle: dedic_gpio_get_out_mask () or/and
dedic_gpio_get_in_mask ()

3. Call CPU LL apis (e.g. cpu_Il_write_dedic_gpio_mask) or write assembly code with that mask

4. The fasted way of toggling 10 is to use the dedicated “set/clear” instructions:

CPU Set bits of GPIO Clear bits of | Remarks

Arch GPIO

Xtensa | set_bit_gpio_out clr_bit_gpio_out immediate value width depends on the number of dedi-
imm[7:0] imm[7:0] cated GPIO channels

RISC- csrrsi rd, csr, | csrrei rd, csr, | can only control the lowest 4 GPIO channels

A% imm[4:0] imm[4:0]

For details of supported dedicated GPIO instructions, please refer to ESP32-S2 Technical Reference Manual > 10
MUX and GPIO Matrix (GPIO, I0_MUX) [PDF]. The supported dedicated CPU instructions are also wrapped inside
soc/cpu_ILh as helper inline functions.

Note: Writing assembly code in application could make your code hard to port between targets, because those
customized instructions are not guaranteed to remain the same format on different targets.

Application Example

Matrix keyboard example based on dedicated GPIO: peripherals/gpio/matrix_keyboard.
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API Reference

Header File

» components/driver/include/driver/dedic_gpio.h

Functions
esp_err_t dedic_gpio_get_out_mask (dedic_gpio_bundle_handle_t bundle, uint32_t *mask)

Get allocated channel mask.

Note: Each bundle should have at least one mask (in or/and out), based on bundle configuration.

Note: With the returned mask, user can directly invoke LL function like “cpu_lI_write_dedic_gpio_mask”
or write assembly code with dedicated GPIO instructions, to get better performance on GPIO manipulation.

Parameters
* bundle —[in] Handle of GPIO bundle that returned from ‘“dedic_gpio_new_bundle”
* mask —[out] Returned mask value for on specific direction (in or out)
Returns
» ESP_OK: Get channel mask successfully
* ESP_ERR_INVALID_ARG: Get channel mask failed because of invalid argument
¢ ESP_FAIL: Get channel mask failed because of other error

esp_err_t dedic_gpio_get_in_mask (dedic_gpio_bundle_handle_t bundle, uint32_t *mask)

esp_err_t dedic_gpio_new_bundle (const dedic_gpio_bundle_config_t *config, dedic_gpio_bundle_handle_t
*ret_bundle)

Create GPIO bundle and return the handle.

Note: One has to enable at least input or output mode in “config” parameter.

Parameters
* config —[in] Configuration of GPIO bundle
* ret_bundle —[out] Returned handle of the new created GPIO bundle
Returns
* ESP_OK: Create GPIO bundle successfully
* ESP_ERR_INVALID_ARG: Create GPIO bundle failed because of invalid argument
* ESP_ERR_NO_MEM: Create GPIO bundle failed because of no capable memory
* ESP_ERR_NOT_FOUND: Create GPIO bundle failed because of no enough continuous
dedicated channels
e ESP_FAIL: Create GPIO bundle failed because of other error

esp_err_t dedic_gpio_del_bundle (dedic_gpio_bundle_handle_t bundle)
Destory GPIO bundle.

Parameters bundle —[in] Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”
Returns

* ESP_OK: Destory GPIO bundle successfully

* ESP_ERR_INVALID_ARG: Destory GPIO bundle failed because of invalid argument

* ESP_FAIL: Destory GPIO bundle failed because of other error
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void dedic_gpio_bundle_write (dedic_gpio_bundle_handle_t bundle, uint32_t mask, uint32_t value)
Write value to GPIO bundle.

Note: The mask is seen from the view of GPIO bundle. For example, bundleA contains [GPIO10, GPIO12,
GPIO17], to set GPIO17 individually, the mask should be 0x04.

Note: For performance reasons, this function doesn’ t check the validity of any parameters, and is placed in
IRAM.

Parameters
* bundle —[in] Handle of GPIO bundle that returned from ‘“dedic_gpio_new_bundle”
* mask —[in] Mask of the GPIOs to be written in the given bundle
* value —[in] Value to write to given GPIO bundle, low bit represents low member in the
bundle

uint32_t dedic_gpio_bundle_read_out (dedic_gpio_bundle_handle_t bundle)
Read the value that output from the given GPIO bundle.

Note: For performance reasons, this function doesn’ t check the validity of any parameters, and is placed in
IRAM.

Parameters bundle —[in] Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”
Returns Value that output from the GPIO bundle, low bit represents low member in the bundle

uint32_t dedic_gpio_bundle_read_in (dedic_gpio_bundle_handle_t bundle)
Read the value that input to the given GPIO bundle.

Note: For performance reasons, this function doesn’ t check the validity of any parameters, and is placed in
IRAM.

Parameters bundle —[in] Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”
Returns Value that input to the GPIO bundle, low bit represents low member in the bundle

esp_err_t dedic_gpio_bundle_set_interrupt_and_callback (dedic_gpio_bundle_handle_t bundle,
uint32_t mask,
dedic_gpio_intr_type_t intr_type,
dedic_gpio_isr_callback_t cb_isr,
void *cb_args)

Set interrupt and callback function for GPIO bundle.

Note: This function is only valid for bundle with input mode enabled. See “dedic_gpio_bundle_config_t”

Note: The mask is seen from the view of GPIO Bundle. For example, bundleA contains [GPIO10, GPIO12,
GPIO17], to set GPIO17 individually, the mask should be 0x04.

Parameters
* bundle —[in] Handle of GPIO bundle that returned from ‘“dedic_gpio_new_bundle”
* mask —[in] Mask of the GPIOs in the given bundle
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* intr_type [in] Interrupt type, set to DEDIC_GPIO_INTR_NONE can disable inter-
rupt

* cb_isr —[in] Callback function, which got invoked in ISR context. A NULL pointer
here will bypass the callback

* cb_args —[in] User defined argument to be passed to the callback function

Returns

» ESP_OK: Set GPIO interrupt and callback function successfully

* ESP_ERR_INVALID_ARG: Set GPIO interrupt and callback function failed because of
invalid argument

o ESP_FAIL: Set GPIO interrupt and callback function failed because of other error

Structures

struct dedic_gpio_bundle_config t
Type of Dedicated GPIO bundle configuration.

Public Members

const int *gpio_array
Array of GPIO numbers, gpio_array[0] ~ gpio_array[size-1] <=> low_dedic_channel_num ~
high_dedic_channel_num

size_t array_size

Number of GPIOs in gpio_array

unsigned int in_en

Enable input

unsigned int in_invert

Invert input signal

unsigned int out_en

Enable output

unsigned int out_invert

Invert output signal

struct dedic_gpio_bundle_config_t::[anonymous] £lags
Flags to control specific behaviour of GPIO bundle

Type Definitions

typedef struct dedic_gpio_bundle_t *dedic_gpio_bundle_handle_t
Type of Dedicated GPIO bundle.

typedef bool (*dedic_gpio_isr_callback_t)(dedic_gpio_bundle_handle_t bundle, uint32_t index, void
*args)
Type of dedicated GPIO ISR callback function.

Param bundle Handle of GPIO bundle that returned from “dedic_gpio_new_bundle”

Param index Index of the GPIO in its corresponding bundle (count from 0)

Param args User defined arguments for the callback function. It’ s passed through
dedic_gpio_bundle_set_interrupt_and_callback
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Return If a high priority task is woken up by the callback function

Enumerations
enum dedic_gpio_intr_type_t
Supported type of dedicated GPIO interrupt.

Values:

enumerator DEDIC_GPIO_INTR_NONE

No interrupt

enumerator DEDIC_GPIO_INTR_LOW_LEVEL

Interrupt on low level

enumerator DEDIC_GPIO_INTR_HIGH_LEVEL

Interrupt on high level

enumerator DEDIC_GPIO_INTR_NEG_EDGE

Interrupt on negedge

enumerator DEDIC_GPIO_INTR_POS_EDGE

Interrupt on posedge

enumerator DEDIC_GPIO_INTR_BOTH_EDGE
Interrupt on both negedge and posedge

2.2.6 Hash-based Message Authentication Code (HMAC)

The HMAC (Hash-based Message Authentication Code) module provides hardware acceleration for SHA256-
HMAC generation using a key burned into an eFuse block. HMACs work with pre-shared secret keys and provide
authenticity and integrity to a message.

For more detailed information on the application workflow and the HMAC calculation process, see ESP32-S2 Tech-
nical Reference Manual > HMAC Accelerator (HMAC) [PDF].

Generalized Application Scheme

Let there be two parties, A and B. They want to verify the authenticity and integrity of messages sent between each
other. Before they can start sending messages, they need to exchange the secret key via a secure channel. To verify
A’ s messages, B can do the following:

* A calculates the HMAC of the message it wants to send.

* A sends the message and the HMAC to B.

* B calculates HMAC of the received message itself.

* B checks wether the received and calculated HMACs match. If they do match, the message is authentic.

However, the HMAC itself isn’ t bound to this use case. It can also be used for challenge-response protocols
supporting HMAC or as a key input for further security modules (see below), etc.
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HMAC on the ESP32-S2

On the ESP32-S2, the HMAC module works with a secret key burnt into the eFuses. This eFuse key can be made
completely inaccessible for any resources outside the cryptographic modules, thus avoiding key leakage.

Furthermore, the ESP32-S2 has three different application scenarios for its HMAC module:

1. HMAC is generated for software use
2. HMAC is used as a key for the Digital Signature (DS) module
3. HMAC is used for enabling the soft-disabled JTAG interface

The first mode is also called Upstream mode, while the last two modes are also called Downstream modes.

eFuse Keys for HMAC Six physical eFuse blocks can be used as keys for the HMAC module: block 4 up to
block 9. The enum hmac_key_id_t in the API maps them to HMAC_KEYO ---HMAC_KEY5. Each key has a
corresponding eFuse parameter key purpose determining for which of the three HMAC application scenarios (see
below) the key may be used:

Key Purpose Application Scenario

8 HMAC generated for software use

7 HMAC used as a key for the Digital Signature (DS) module

6 HMAC used for enabling the soft-disabled JTAG interface

5 HMAC both as a key for the DS module and for enabling JTAG

This is to prevent the usage of a key for a different function than originally intended.

To calculate an HMAC, the software has to provide the ID of the key block containing the secret key as well as the
key purpose (see ESP32-S2 Technical Reference Manual > eFuse Controller (eFuse) [PDF]). Before the HMAC key
calculation, the HMAC module looks up the purpose of the provided key block. The calculation only proceeds if the
provided key purpose matches the purpose stored in the eFuses of the key block provided by the ID.

HMAC Generation for Software Key Purpose value: 8
In this case, the HMAC is given out to the software (e.g. to authenticate a message).

The API to calculate the HMAC is esp_hmac_calculate (). Only the message, message length and the eFuse
key block ID have to be provided to that function. The rest, like setting the key purpose, is done automatically.

HMAC for Digital Signature Key Purpose values: 7, 5

The HMAC can be used as a key derivation function to decrypt private key parameters which are used by the Digital
Signature module. A standard message is used by the hardware in that case. The user only needs to provide the eFuse
key block and purpose on the HMAC side (additional parameters are required for the Digital Signature component in
that case). Neither the key nor the actual HMAC are ever exposed to outside the HMAC module and DS component.
The calculation of the HMAC and its hand-over to the DS component happen internally.

For more details, see ESP32-S2 Technical Reference Manual > Digital Signature (DS) [PDF].

HMAC for Enabling JTAG Key Purpose values: 6, 5

The third application is using the HMAC as a key to enable JTAG if it was soft-disabled before. Following is the
procedure to re-enable the ITAG

Setup

1. Generate a 256-bit HMAC secret key to use for JTAG re-enable.

2. Write the key to an eFuse block with key purpose HMAC_DOWN_ALL (5) or HMAC_DOWN_JTAG (6).
This can be done using the ets_efuse_write_key() function in the firmware or using espefuse.py from the host.

3. Configure the eFuse key block to be read protected using the esp_efuse_set_read_protect(), so that software
cannot read back the value.
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4. Burnthe “soft JTAG disable” bit by esp_efuse_write_field_bit(ESP_EFUSE_SOFT_DIS_JTAG). This will
permanently disable JTAG unless the correct key value is provided by software.

JTAG enable

1. The key to re-enable JTAG is the output of the HMAC-SHA256 function using the secret key in eFuse and
32 0x00 bytes as the message.

2. Pass this key value when calling the esp_hmac_jtag_enable () function from the firmware.

3. To re-disable JTAG in the firmware, reset the system or call esp_hmac_jtag_disable ().

For more details, see ESP32-S2 Technical Reference Manual > HMAC Accelerator (HMAC) [PDF].

Application Outline

Following code is an outline of how to set an eFuse key and then use it to calculate an HMAC for software usage.
We use ets_efuse_write_key to set physical key block 4 in the eFuse for the HMAC module together with its purpose.
ETS_EFUSE_KEY_PURPOSE_HMAC_UP (8) means that this key can only be used for HMAC generation for software
usage:

#include "esp32s2/rom/efuse.h"

const uint8_t key_datal32] = { ... };

int ets_status

ets_efuse_write_key (ETS_EFUSE_BLOCK_KEY4,
ETS_EFUSE_KEY_PURPOSE_HMAC_UP,
key_data, sizeof (key_data));

if (ets_status == ESP_OK) {
// written key
} else {

// writing key failed, maybe written already
}

Now we can use the saved key to calculate an HMAC for software usage.

#include "esp_hmac.h"
uint8_t hmac[32];

const char *message = "Hello, HMAC!";
const size_t msg_len = 12;

esp_err_t result = esp_hmac_calculate (HMAC_KEY4, message, msg_len, hmac);

if (result == ESP_OK) {

// HMAC written to hmac now
} else {

// failure calculating HMAC
I3

API Reference

Header File

» components/esp_hw_support/include/soc/esp32s2/esp_hmac.h

Functions

esp_err_t esp_hmac_calculate (hmac_key_id_t key_id, const void *message, size_t message_len, uint8_t
*hmac)
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Calculate the HMAC of a given message.

Calculate the HMAC hmac of a given message message with length message_len. SHA256 is used for
the calculation (fixed on ESP32S2).

Note: Uses the HMAC peripheral in “upstream” mode.

Parameters
* key_id —Determines which of the 6 key blocks in the efuses should be used for the
HMAC calcuation. The corresponding purpose field of the key block in the efuse must be
set to the HMAC upstream purpose value.
* message —the message for which to calculate the HMAC
* message_len —message length return ESP_ERR_INVALID_STATE if unsuccessful
* hmac —[out] the hmac result; the buffer behind the provided pointer must be 32 bytes
long
Returns
e ESP_OK, if the calculation was successful,
e ESP_FAIL, if the hmac calculation failed

esp_err_t esp_hmac_jtag_enable (hmac_key_id_t key_id, const uint8_t *token)
Use HMAC peripheral in Downstream mode to re-enable the JTAG, if it is not permanently disable by HW.

In downstream mode HMAC calculations perfomred by peripheral used internally and not provided back to
user.

Parameters

* key_id —Determines which of the 6 key blocks in the efuses should be used for the
HMAC calculation. The corresponding purpose field of the key block in the efuse must
be set to HMAC downstream purpose.

* token —Pre calculated HMAC value of the 32-byte 0x00 using SHA-256 and the known
private HMAC key. The key is already programmed to a eFuse key block. The key block
number is provided as the first parameter to this function.

Returns

* ESP_OK, if the calculation was successful, if the calculated HMAC value matches with
provided token, JTAG will be re-enable otherwise JTAG will remain disabled. Return
value does not indicate the JTAG status.

* ESP_FAIL, if the hmac calculation failed or JTAG is permanently disabled by
EFUSE_HARD_DIS_JTAG eFuse parameter.

e ESP_ERR_INVALID_ARG, invalid input arguments

esp_err_t esp_hmac_jtag_disable (void)

Disable the JTAG which might be enable using the HMAC downstream mode. This function just clear the
result generated by JTAG key by calling esp_hmac_jtag_enable() APIL.

Returns
e ESP_OK return ESP_OK after writing the HMAC_SET_INVALIDATE_JTAG_REG
with value 1.

Enumerations

enum hmac_key_id_t
The possible efuse keys for the HMAC peripheral

Values:

enumerator HMAC_KEYO
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enumerator HMAC_KEY1
enumerator HMAC_KEY2
enumerator HMAC_KEY3
enumerator HMAC_KEY4
enumerator HMAC_KEY5

enumerator HMAC_KEY_MAX

2.2.7 Digital Signature (DS)

The Digital Signature (DS) module provides hardware acceleration of signing messages based on RSA. It uses pre-
encrypted parameters to calculate a signature. The parameters are encrypted using HMAC as a key-derivation func-
tion. In turn, the HMAC uses eFuses as input key. The whole process happens in hardware so that neither the
decryption key for the RSA parameters nor the input key for the HMAC key derivation function can be seen by the
software while calculating the signature.

For more detailed information on the hardware involved in signature calculation and the registers used, see ESP32-S2
Technical Reference Manual > Digital Signature (DS) [PDF].

Private Key Parameters

The private key parameters for the RSA signature are stored in flash. To prevent unauthorized access, they are AES-
encrypted. The HMAC module is used as a key-derivation function to calculate the AES encryption key for the private
key parameters. In turn, the HMAC module uses a key from the eFuses key block which can be read-protected to
prevent unauthorized access as well.

Upon signature calculation invocation, the software only specifies which eFuse key to use, the corresponding eFuse
key purpose, the location of the encrypted RSA parameters and the message.

Key Generation

Both the HMAC key and the RSA private key have to be created and stored before the DS peripheral can be used.
This needs to be done in software on the ESP32-S2 or alternatively on a host. For this context, the IDF provides
esp_efuse_write_block () to set the HMAC key and esp_hmac_calculate () to encrypt the private
RSA key parameters.

You can find instructions on how to calculate and assemble the private key parameters in ESP32-S2 Technical Reference
Manual > Digital Signature (DS) [PDF].

Signature Calculation with IDF

For more detailed information on the workflow and the registers used, see ESP32-S2 Technical Reference Manual >
Digital Signature (DS) [PDF].

Three parameters need to be prepared to calculate the digital signature:

1. the eFuse key block ID which is used as key for the HMAC,
2. the location of the encrypted private key parameters,
3. and the message to be signed.
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Since the signature calculation takes some time, there are two possible API versions to use in IDF. The first one is
esp_ds_sign () and simply blocks until the calculation is finished. If software needs to do something else during
the calculation, esp_ds_start_sign () can be called, followed by periodic calls to esp_ds_is_busy () to
check when the calculation has finished. Once the calculation has finished, esp_ds_finish_sign () can be
called to get the resulting signature.

Note: Note that this is only the basic DS building block, the message length is fixed. To create signatures of arbitrary
messages, the input is normally a hash of the actual message, padded up to the required length. An API to do this is
planned in the future.

Configure the DS peripheral for a TLS connection

The DS peripheral on ESP32-S2 chip must be configured before it can be used for a TLS connection. The configu-
ration involves the following steps -

1) Randomly generate a 256 bit value called the Inifialization Vector (IV).

2) Randomly generate a 256 bit value called the HMAC_KEY.

3) Calculate the encrypted private key paramters from the client private key (RSA) and the parameters generated
in the above steps.

4) Then burn the 256 bit HMAC_KEY on the efuse, which can only be read by the DS peripheral.

For more details, see ESP32-S2 Technical Reference Manual > Digital Signature (DS) [PDF].

To configure the DS peripheral for development purposes, you can use the python script configure_ds.py. More
details about the configure_ds.py script can be found at mqtt example README .

The encrypted private key parameters obtained after the DS peripheral configuration are then to be kept in flash.
Furthermore, they are to be passed to the DS peripheral which makes use of those parameters for the Digital Signa-
ture operation. Non Volatile Storage can be used to store the encrypted private key parameters in flash. The script
configure_ds.py creates an N'VS partition for the encrypted private key parameters. Then the script flashes this par-
tition onto the ESP32-S2. The application then needs to read the DS data from NVS, which can be done with the
function esp_read_ds_data_from_nvs in file ssl_mutual_auth/main/app_main.c

The process of initializing the DS peripheral and then performing the Digital Signature operation is done internally
with help of ESP-TLS. Please refer to Digital Signature with ESP-TLS in ESP-TLS for more details. As mentioned in
the ESP-TLS documentation, the application only needs to provide the encrypted private key parameters to the esp_tls
context (as ds_data), which internally performs all necessary operations for initializing the DS peripheral and then
performing the DS operation.

Example for SSL. Mutual Authentication using DS
The example ssl_ds shows how to use the DS peripheral for mutual authentication. The example uses mqtt_client

(Implemented through ESP-MQTT) to connect to broker test.mosquitto.org using ssl transport with mutual authenti-
cation. The ssl part is internally performed with ESP-TLS. See example README for more details.

API Reference

Header File

e components/esp_hw_support/include/soc/esp32s2/esp_ds.h

Functions
esp_err_t esp_ds_sign (const void *message, const esp_ds_data_t *data, hmac_key_id_t key_id, void
*signature)
Sign the message.
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This function is a wrapper around esp_ds_finish_sign () and esp_ds_start_sign (), so do not
use them in parallel. It blocks until the signing is finished and then returns the signature.

Note: This function locks the HMAC, SHA, AES and RSA components during its entire execution time.

Parameters

* message —the message to be signed; its length is determined by data->rsa_length

* data —the encrypted signing key data (AES encrypted RSA key + IV)

* key_id -the HMAC key ID determining the HMAC key of the HMAC which will be
used to decrypt the signing key data

* signature —the destination of the signature, should be (data->rsa_length + 1)*4 bytes
long

Returns

» ESP_OK if successful, the signature was written to the parameter signature.

* ESP_ERR_INVALID_ARG if one of the parameters is NULL or data->rsa_length is too
long or 0

* ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL if there was an HMAC failure during re-
trieval of the decryption key

* ESP_ERR_NO_MEM if there hasn’ t been enough memory to allocate the context object

* ESP_ERR_HW_CRYPTO_DS_INVALID_KEY if there’ s a problem with passing the
HMAC key to the DS component

e ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST if the message digest didn’ t match;
the signature is invalid.

 ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING if the message padding is incor-
rect, the signature can be read though since the message digest matches.

esp_err_t esp_ds_start_sign (const void *message, const esp_ds_data_t *data, hmac_key_id_t key_id,
esp_ds_context_t **esp_ds_ctx)

Start the signing process.

This function yields a context object which needs to be passed to esp_ds_finish_sign () to finish the
signing process.

Note: This function locks the HMAC, SHA, AES and RSA components, so the user has to ensure to call
esp_ds_finish_sign () in a timely manner.

Parameters
* message —the message to be signed; its length is determined by data->rsa_length
* data —the encrypted signing key data (AES encrypted RSA key + IV)
* key_id -the HMAC key ID determining the HMAC key of the HMAC which will be
used to decrypt the signing key data
* esp_ds_ctx —the context object which is needed for finishing the signing process later
Returns
» ESP_OK if successful, the ds operation was started now and has to be finished with
esp_ds_finish_sign ()
e ESP_ERR_INVALID_ARG if one of the parameters is NULL or data->rsa_length is too
long or 0
 ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL if there was an HMAC failure during re-
trieval of the decryption key
* ESP_ERR_NO_MEM if there hasn’ t been enough memory to allocate the context object
* ESP_ERR_HW_CRYPTO_DS_INVALID_KEY if there’ s a problem with passing the
HMAC key to the DS component

bool esp_ds_is_busy (void)
Return true if the DS peripheral is busy, otherwise false.
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Note: Only valid if esp_ds_start_sign () was called before.

esp_err_t esp_ds_finish_sign (void *signature, esp_ds_context_t *esp_ds_ctx)

Finish the signing process.

Parameters
* signature -the destination of the signature, should be (data->rsa_length + 1)*4 bytes
long
* esp_ds_ctx —the context object retreived by esp_ds_start_sign ()
Returns
» ESP_OK if successful, the ds operation has been finished and the result is written to sig-
nature.

* ESP_ERR_INVALID_ARG if one of the parameters is NULL

* ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST if the message digest didn’ t match;
the signature is invalid.

 ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING if the message padding is incor-
rect, the signature can be read though since the message digest matches.

esp_err_t esp_ds_encrypt_params (esp_ds_data_t *data, const void *iv, const esp_ds_p_data_t *p_data,
const void *key)

Encrypt the private key parameters.

Parameters

* data —Output buffer to store encrypted data, suitable for later use generating signatures.
The allocated memory must be in internal memory and word aligned since it’ s filled by
DMA. Both is asserted at run time.

» iv —Pointer to 16 byte IV buffer, will be copied into ‘data’ . Should be randomly
generated bytes each time.

* p_data —Pointer to input plaintext key data. The expectation is this data will be deleted
after this process is done and ‘data’ is stored.

* key —Pointer to 32 bytes of key data. Type determined by key_type parameter. The
expectation is the corresponding HMAC key will be stored to efuse and then permanently
erased.

Returns

* ESP_OK if successful, the ds operation has been finished and the result is written to sig-
nature.

* ESP_ERR_INVALID_ARG if one of the parameters is NULL or p_data->rsa_length is
too long

Structures

struct esp_digital_signature_data

Encrypted private key data. Recommended to store in flash in this format.

Note: This struct has to match to one from the ROM code! This documentation is mostly taken from there.

Public Members

esp_digital_signature_length_t rsa_length
RSA LENGTH register parameters (number of words in RSA key & operands, minus one).

Max value 127 (for RSA 4096).

3 )

This value must match the length field encrypted and stored in ‘c’ , or invalid results will be returned.
(The DS peripheral will always use the value in ‘c’ , not this value, so an attacker can’ t alter the
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DS peripheral results this way, it will just truncate or extend the message and the resulting signature in
software.)

Note: In IDF, the enum type length is the same as of type unsigned, so they can be used interchangably.
See the ROM code for the original declaration of struct et s_ds_data_t.

uint8_t iv[16]

4 )

IV value used to encrypt ‘c

uint8_t c[(12672 / 8)]

Encrypted Digital Signature parameters. Result of AES-CBC encryption of plaintext values. Includes an
encrypted message digest.

struct esp_ds_p_data_t

Plaintext parameters used by Digital Signature.

Not used for signing with DS peripheral, but can be encrypted in-device by calling esp_ds_encrypt_params()

Note: This documentation is mostly taken from the ROM code.

Public Members

uint32_t Y[4096 / 32]
RSA exponent.

uint32_t M[4096 / 32]
RSA modulus.

uint32_t Rb[4096 / 32]

RSA r inverse operand.

uint32_tM_prime
RSA M prime operand.

esp_digital_signature_length_t length
RSA length.

Macros

ESP_ERR_HW_CRYPTO_DS_HMAC_FAIL
HMAC peripheral problem

ESP_ERR_HW_CRYPTO_DS_INVALID_KEY

given HMAC key isn’ t correct, HMAC peripheral problem

ESP_ERR_HW_CRYPTO_DS_INVALID_DIGEST

message digest check failed, result is invalid
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ESP_ERR_HW_CRYPTO_DS_INVALID_PADDING
padding check failed, but result is produced anyway and can be read

ESP_DS_IV_LEN

ESP_DS_C_LEN

Type Definitions

typedef struct esp_ds_context esp_ds_context_t

typedef struct esp_digital_signature_data esp_ds_data_t

Encrypted private key data. Recommended to store in flash in this format.

Note: This struct has to match to one from the ROM code! This documentation is mostly taken from there.

Enumerations
enum esp_digital_signature_length_t

Values:

enumerator ESP_DS_RSA_1024
enumerator ESP_DS_RSA_2048
enumerator ESP_DS_RSA_3072

enumerator ESP_DS_RSA_4096

2.2.8 Inter-Integrated Circuit (I12C)

Overview

12C is a serial, synchronous, half-duplex communication protocol that allows co-existence of multiple masters and
slaves on the same bus. The I2C bus consists of two lines: serial data line (SDA) and serial clock (SCL). Both lines
require pull-up resistors.

With such advantages as simplicity and low manufacturing cost, I2C is mostly used for communication of low-speed
peripheral devices over short distances (within one foot).

ESP32-S2 has two I2C controllers (also referred to as ports) which are responsible for handling communications on
the I12C bus. Each I2C controller can operate as master or slave. As an example, one controller can act as a master
and the other as a slave at the same time.
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Driver Features

12C driver governs communications of devices over the I2C bus. The driver supports the following features:

» Reading and writing bytes in Master mode
* Slave mode
* Reading and writing to registers which are in turn read/written by the master

Driver Usage

The following sections describe typical steps of configuring and operating the 12C driver:

1. Configuration - set the initialization parameters (master or slave mode, GPIO pins for SDA and SCL, clock
speed, etc.)
2. Install Driver- activate the driver on one of the two I2C controllers as a master or slave
Depending on whether you configure the driver for a master or slave, choose the appropriate item
a) Communication as Master - handle communications (master)
b) Communication as Slave - respond to messages from the master (slave)
Interrupt Handling - configure and service I12C interrupts
Customized Configuration - adjust default [2C communication parameters (timings, bit order, etc.)
Error Handling - how to recognize and handle driver configuration and communication errors
Delete Driver- release resources used by the 12C driver when communication ends

b

N s

Configuration To establish I2C communication, start by configuring the driver. This is done by setting the param-
eters of the structure i1 2c_config t:

¢ Set I2C mode of operation - slave or master from i1 2c_mode_t
* Configure communication pins
— Assign GPIO pins for SDA and SCL signals
— Set whether to enable ESP32-S2’ s internal pull-ups
e (Master only) Set I12C clock speed
¢ (Slave only) Configure the following
— Whether to enable 10 bit address mode
— Define slave address

After that, initialize the configuration for a given I2C port. For this, call the function 1 2¢c_param_config () and
pass to it the port number and the structure 1 2¢c_config._t.

Configuration example (master):

int i2c_master_port = 0;
i2c_config_t conf = {

.mode = I2C_MODE_MASTER,

.sda_io_num = I2C_MASTER_SDA_IO, // select GPIO specific to your.
—project

.sda_pullup_en = GPIO_PULLUP_ENABLE,

.scl_io_num = I2C_MASTER_SCL_IO, // select GPIO specific to your.
—project

.scl_pullup_en = GPIO_PULLUP_ENABLE,

.master.clk_speed = I2C_MASTER_FREQ_HZ, // select frequency specific to your.
—project

// .clk_flags = 0, /*!< Optional, you can use I2C_SCLK_SRC_FLAG_*.
—flags to choose i2c source clock here. */

bi

Configuration example (slave):

int i2c_slave_port = I2C_SLAVE_NUM;
i2c_config_t conf_slave = {
.sda_io_num = I2C_SLAVE_SDA_IO, // select GPIO specific to your.

—project

(continues on next page)
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(continued from previous page)

.sda_pullup_en = GPIO_PULLUP_ENABLE,

.scl_io_num = I2C_SLAVE_SCL_IO, // select GPIO specific to your.
—project

.scl_pullup_en = GPIO_PULLUP_ENABLE,

.mode = I2C_MODE_SLAVE,

.slave.addr_10bit_en = O,

.slave.slave_addr = ESP_SLAVE_ADDR, // address of your project
bi

At this stage, 12¢c_param config () also sets a few other I2C configuration parameters to default values that are
defined by the I12C specification. For more details on the values and how to modify them, see Customized Configura-
tion.

Source Clock Configuration Clock sources allocator is added for supporting different clock sources. The clock
allocator will choose one clock source that meets all the requirements of frequency and capability (as requested in
i2c_config t::clk_flags).

When i2¢c_config_t::clk_rflagsisO,the clock allocator will select only according to the desired frequency.
If no special capabilities are needed, such as APB, you can configure the clock allocator to select the source clock only
according to the desired frequency. For this, set 12¢c_config t::clk_flags to(. For clock characteristics,
see the table below.

Note: A clock is not a valid option, if it doesn’ t meet the requested capabilities, i.e. any bit of requested capabilities
(clk_flags) is O in the clock’ s capabilities.

Table 2: Characteristics of ESP32-S2 clock sources

C ?EEMAX freq for SCL Clock capabilities

narfrg-
quency

APB( 4 MHz /

clodiiHz

REH | TICKHz I2C_SCLK_SRC_FLAG_AWARE_DFS,
MHz I2C_SCLK_SRC_FLAG_LIGHT_SLEEP

Explanations for i2c_config_t::clk_flags are as follows: 1. I2C_SCLK_SRC_FLAG_AWARE_DFS:
Clock’ s baud rate will not change while APB clock is changing. 2. T2C_SCLK_SRC_FLAG_LIGHT SLEEP:It
supports Light-sleep mode, which APB clock cannot do.

Explanations for 12¢c_config_t::clk_flags are as follows:

1. T2C_SCLK_SRC_FLAG_AWARE_DFS: Clock’ s baud rate will not change while APB clock is changing.
2. I2C_SCLK_SRC_FLAG_LIGHT_SLEEP: It supports Light-sleep mode, which APB clock cannot do.
3. Some flags may not be supported on ESP32-S2, reading technical reference manual before using it.

Note: The clock frequency of SCL in master mode should not be lager than max frequency for SCL mentioned in
the table above.

Note: The clock frequency of SCL will be influenced by the pull-up resistors and wire capacitance (or might slave
capacitance) together. Therefore, users need to choose correct pull-up resistors by themselves to make the frequency
accurate. It is recommended by I2C protocol that the pull-up resistors commonly range from 1KOhms to 10KOhms,
but different frequencies need different resistors.

Generally speaking, the higher frequency is selected, the smaller resistor should be used (but not less than 1KOhms).
This is because high resistor will decline the current, which will lengthen the rising time and reduce the frequency.
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Usually, range 2KOhms to SKOhms is what we recommend, but users also might need to make some adjustment
depends on their reality.

Install Driver After the I2C driver is configured, install it by calling the function i 2¢c_driver_install ()
with the following parameters:

 Port number, one of the two port numbers from i2¢c_port_t

e Master or slave, selected from 1 2¢c_mode_t

* (Slave only) Size of buffers to allocate for sending and receiving data. As I2C is a master-centric bus, data
can only go from the slave to the master at the master’ s request. Therefore, the slave will usually have a send
buffer where the slave application writes data. The data remains in the send buffer to be read by the master at
the master’ s own discretion.

* Flags for allocating the interrupt (see ESP_INTR_FLAG_* values in
esp_hw_support/include/esp_intr_alloc.h)

Communication as Master After installing the I12C driver, ESP32-S2 is ready to communicate with other 12C
devices.

ESP32-S2’ s I2C controller operating as master is responsible for establishing communication with I2C slave devices
and sending commands to trigger a slave to action, for example, to take a measurement and send the readings back
to the master.

For better process organization, the driver provides a container, called a “command link” , that should be populated
with a sequence of commands and then passed to the I2C controller for execution.

Master Write The example below shows how to build a command link for an I2C master to send n bytes to a slave.

| Data n times Ill

‘ Master I;E;Aﬂ‘ Slave Address ‘ | Data | \_SﬂTﬂ
Slave Il} ACK ACK

Commands

crd = i2c_cmd_link_create() ‘
i2c_rnaster_startlernd, }7

i2c_rmaster_write_bytelcrd, Address, ACK) |

i2c_master_write[Data, n, ACK)

i2c_master_stop(crnd,

izc_rmaster_crmd_beqin(l2c_port, crnd, wait) ‘

i2zc_crnd_link_delete(crmd) ‘

Fig. 5: 12C command link - master write example

The following describes how a command link for a “master write” is set up and what comes inside:

1. Create a command link with 1 2¢c_cmd_1ink create ().
Then, populate it with the series of data to be sent to the slave:
a) Startbit - 12c_master _start ()
b) Slave address - 12c_master_write_byte (). The single byte address is provided as an argument
of this function call.
c) Data - One or more bytes as an argument of i1 2c_master_write ()
d) Stop bit - i2c_master_stop ()
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Both functions i1 2¢c_master write_byte () and i2c_master_write () have an addi-
tional argument specifying whether the master should ensure that it has received the ACK bit.
2. Trigger the execution of the command link by 12C controller by calling i2c_master_cmd_begin ().
Once the execution is triggered, the command link cannot be modified.
3. After the commands are transmitted, release the resources used by the command link by calling
i2c_cmd_link delete().

Master Read The example below shows how to build a command link for an I2C master to read n bytes from a
slave.

Data [n-1] times M
| Master I; START | Slave Address | ACE STOP
Slave % | Data | | Data |

Commands I;

crnd = i2c_cmd_link_create()

i2c_master_start{crnd,

i2c_rnaster_write_byte(crnd, Address, ACK)

i2c_master_read(Data, n-1, ACK)

i2c_rnaster_read(Data, 1, MAK)

i2c_master_stop(crmd;

i2c_rnaster_cmd_begin(l2c_port, crnd, wait)

i2c_crnd_link_deletelcrnd)

Fig. 6: I2C command link - master read example

Compared to writing data, the command link is populated in Step 4 not with 12c_master_write. .. func-
tions but with 12¢c_master_read_byte () and/or i2c_master_read (). Also, the last read in Step 5 is
configured so that the master does not provide the ACK bit.

Indicating Write or Read After sending a slave address (see Step 3 on both diagrams above), the master either
writes or reads from the slave.

The information on what the master will actually do is hidden in the least significant bit of the slave’ s address.

For this reason, the command link sent by the master to write data to the slave contains the address
(ESP_SLAVE_ADDR << 1) | I2C_MASTER_WRITE and looks as follows:

i2c_master_write_byte (cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER_WRITE, ACK_EN);

Likewise, the command link to read from the slave looks as follows:

i2c_master_write_byte (cmd, (ESP_SLAVE_ADDR << 1) | I2C_MASTER_READ, ACK_EN);

Communication as Slave After installing the 12C driver, ESP32-S2 is ready to communicate with other 12C
devices.

The API provides the following functions for slaves

e i2¢c_slave_read buffer()
Whenever the master writes data to the slave, the slave will automatically store it in the receive
buffer. This allows the slave application to call the function i 2¢c_slave_read_buffer() at
its own discretion. This function also has a parameter to specify block time if no data is in the
receive buffer. This will allow the slave application to wait with a specified timeout for data to
arrive to the buffer.

e i2c_slave write buffer()
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The send buffer is used to store all the data that the slave wants to send to the mas-
ter in FIFO order. The data stays there until the master requests for it. The function
i2c_slave_write_buffer () has a parameter to specify block time if the send buffer is
full. This will allow the slave application to wait with a specified timeout for the adequate amount
of space to become available in the send buffer.

A code example showing how to use these functions can be found in peripherals/i2c.

Interrupt Handling During driver installation, an interrupt handler is installed by default. However, you can
register your own interrupt handler instead of the default one by calling the function i2¢c_isr_register().
When implementing your own interrupt handler, refer to ESP32-S2 Technical Reference Manual > I2C Controller
(I2C) > Interrupts [PDF] for the description of interrupts triggered by the I2C controller.

To delete an interrupt handler, call i2¢c_isr_free().

Customized Configuration As mentioned at the end of Section Configuration, when the function
i2c_param_config () initializes the driver configuration for an I2C port, it also sets several [2C communication
parameters to default values defined in the I2C specification. Some other related parameters are pre-configured in
registers of the I2C controller.

All these parameters can be changed to user-defined values by calling dedicated functions given in the table be-
low. Please note that the timing values are defined in APB clock cycles. The frequency of APB is specified in
I2C_APB_CLK_FREQ.

Table 3: Other Configurable I2C Communication Parameters

Parameters to Change Function

High time and low time for SCL pulses i12c_set_period()

SCL and SDA signal timing used during generation of start signals i2c_set_start_timing()
SCL and SDA signal timing used during generation of stop signals i2¢c_set_stop_timing()

Timing relationship between SCL and SDA signals when slave samples, | i2c_set_data_timing()
as well as when master toggles
12C timeout i2c_set_timeout ()

Choice between transmitting / receiving the LSB or MSB first, choose | i2¢c_set_data_mode ()
one of the modes defined in 1 2¢c_trans_mode_t

Each of the above functions has a _get_ counterpart to check the currently set value. For example, to check the [2C
timeout value, call i2c_get_timeout ().

To check the default parameter values which are set during the driver configuration process, please refer to the file
driver/i2c.c and look for defines with the suffix DEFAULT.

You can also select different pins for SDA and SCL signals and alter the configuration of pull-ups with the function
i2c_set_pin (). If you want to modify already entered values, use the function i 2c_param config/().

Note: ESP32-S2’ s internal pull-ups are in the range of tens of kOhm, which is, in most cases, insufficient for use
as I2C pull-ups. Users are advised to use external pull-ups with values described in the I2C specification. For help
with calculating the resistor values see TI Application Note

Error Handling The majority of I2C driver functions either return ESP_OK on successful completion or a specific
error code on failure. It is a good practice to always check the returned values and implement error handling. The
driver also prints out log messages that contain error details, e.g., when checking the validity of entered configuration.
For details please refer to the file driver/i2c.c and look for defines with the suffix _ERR_STR.

Use dedicated interrupts to capture communication failures. For instance, if a slave stretches the clock for too long
while preparing the data to send back to master, the interrupt I2C_TIME_OUT_INT will be triggered. For detailed
information, see Interrupt Handling.
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In case of a communication failure, you can reset the internal hardware buffers by calling the functions
i2c_reset_tx_fifo() and i2c_reset_rx_rfifo () for the send and receive buffers respectively.

Delete Driver When the I2C communication is established with the function 1 2¢c_driver install () and
is not required for some substantial amount of time, the driver may be deinitialized to release allocated resources by
calling i2¢c_driver_delete ().

Before calling i 2¢c_driver delete () toremove i2c driver, please make sure that all threads have stopped using
the driver in any way, because this function does not guarantee thread safety.

Application Example

I2C master and slave example: peripherals/i2c.

API Reference

Header File

e components/driver/include/driver/i2c.h

Functions
esp_err_t i2c_driver_install (i2c_port_t i2c_num, i2c_mode_t mode, size_t slv_rx_buf_len, size_t
slv_tx_buf_len, int intr_alloc_flags)

Install an I2C driver.

Note: In master mode, if the cache is likely to be disabled(such as write flash) and the slave is time-sensitive,
ESP_INTR_FLAG_IRAMis suggested to be used. In this case, please use the memory allocated from internal
RAM in i2c¢ read and write function, because we can not access the psram(if psram is enabled) in interrupt
handle function when cache is disabled.

Parameters
* i2c_num -12C port number
¢ mode —12C mode (either master or slave)
* slv_rx_buf_len —Receiving buffer size. Only slave mode will use this value, it is
ignored in master mode.
* slv_tx_buf_len -Sending buffer size. Only slave mode will use this value, it is ig-
nored in master mode.
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
Returns
* ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
e ESP_FAIL Driver installation error

esp_err_t i2c_driver_delete (i2c_port_t i2c_num)
Delete 12C driver.

Note: This function does not guarantee thread safety. Please make sure that no thread will continuously hold
semaphores before calling the delete function.

Parameters i2c_num —12C port to delete
Returns
¢ ESP_OK Success
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e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2c_param_config (i2c_port_t i2c_num, const i2c_config_t *i2c_conf)
Configure an I12C bus with the given configuration.

Parameters

* i2c_num -12C port to configure

* i2c_conf —Pointer to the I2C configuration
Returns

e ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2c_reset_tx_fifo (i2c_port_ti2c_num)
reset I2C tx hardware fifo

Parameters i2c_num —12C port number
Returns
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_reset_rx_fifo (i2c_port_ti2c_num)
reset I12C rx fifo

Parameters i2c_num —12C port number
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2c_isr_register (i2c_port_t i2c_num, void (*fn)(void*), void *arg, int intr_alloc_flags,
intr_handle_t *handle)

Register an I2C ISR handler.

Parameters
* i2c_num -12C port number to attach handler to
e £n —ISR handler function
e arg —Parameter for the ISR handler
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle —Handle return from esp_intr_alloc.
Returns
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error

esp_err_t i2c_isr_free (intr_handle_t handle)
Delete and free 12C ISR handle.

Parameters handle —Handle of isr to delete.
Returns

e ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2c_set_pin (i2c_port_t i2c_num, int sda_io_num, int scl_io_num, bool sda_pullup_en, bool
scl_pullup_en, i2c_mode_t mode)

Configure GPIO pins for I2C SCK and SDA signals.

Parameters
* i2c_num -12C port number
* sda_io_num —GPIO number for I2C SDA signal
* scl_io_num -GPIO number for [2C SCL signal
* sda_pullup_en —Enable the internal pullup for SDA pin
* scl_pullup_en —Enable the internal pullup for SCL pin
* mode —12C mode
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Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_master_write_to_device (i2c_port_ti2¢_num, uint8_t device_address, const uint8_t
*write_buffer, size_t write_size, TickType_t ticks_to_wait)

Perform a write to a device connected to a particular [2C port. This function is a wrapper to
i2c_master_start (), i2c_master_write (), i2c_master_read(), etc It shall only be
called in I2C master mode.

Parameters
* i2c_num -12C port number to perform the transfer on
e device_address —12C device’ s 7-bit address
* write_buffer Bytes to send on the bus
» write_size —Size, in bytes, of the write buffer
* ticks_to_wait ~Maximum ticks to wait before issuing a timeout.
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
* ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.
e ESP_ERR_INVALID STATE I2C driver not installed or not in master mode.
e ESP_ERR_TIMEOUT Operation timeout because the bus is busy.

esp_err_t i2c_master_read_from_device (i2c_port_t i2c_num, uint8_t device_address, uint8_t
*read_buffer, size_t read_size, TickType_t ticks_to_wait)

Perform a read to a device connected to a particular I12C port. This function is a wrapper to
i2c_master_start (), i2c_master_write (), i2c_master_read(), etc It shall only be
called in I2C master mode.

Parameters
* i2c_num -12C port number to perform the transfer on
* device_address —12C device’ s 7-bit address
* read_buffer —Buffer to store the bytes received on the bus
* read_size —Size, in bytes, of the read buffer
* ticks_to_wait ~Maximum ticks to wait before issuing a timeout.
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
* ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.
« ESP_ERR_INVALID STATE I2C driver not installed or not in master mode.
* ESP_ERR_TIMEOUT Operation timeout because the bus is busy.

esp_err_t i2c_master_write_read_device (i2c_port_t i2c_num, uint8_t device_address, const uint8_t
*write_buffer, size_t write_size, uint8_t *read_buffer, size_t
read_size, TickType_t ticks_to_wait)

Perform a write followed by a read to a device on the I2C bus. A repeated start signal is used between the
write and read, thus, the bus is not released until the two transactions are finished. This function is a
wrapper to 12c_master_start (), i2c_master_write (), 12c_master_read(), etc---It shall
only be called in [2C master mode.

Parameters

* i2c_num -12C port number to perform the transfer on

* device_address —12C device’ s 7-bit address

* write_buffer Bytes to send on the bus

» write_size —Size, in bytes, of the write buffer

* read_buffer —Buffer to store the bytes received on the bus

* read_size —Size, in bytes, of the read buffer

* ticks_to_wait ~Maximum ticks to wait before issuing a timeout.
Returns

e ESP_OK Success
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e ESP_ERR_INVALID_ ARG Parameter error

* ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.

e ESP_ERR_INVALID_STATE I2C driver not installed or not in master mode.
* ESP_ERR_TIMEOUT Operation timeout because the bus is busy.

i2c_cmd_handle_t i2c_cmd_link_create_static (uint8_t *buffer, uint32_t size)

Create and initialize an I2C commands list with a given buffer. All the allocations for data or signals (START,
STOP, ACK, -:-) will be performed within this buffer. This buffer must be valid during the whole transaction.
After finishing the I12C transactions, it is required to call i2c_cmd_link_delete_static ().

Note: It is highly advised to not allocate this buffer on the stack. The size of the data used underneath may
increase in the future, resulting in a possible stack overflow as the macro I2C_LINK_RECOMMENDED_SIZE
would also return a bigger value. A better option is to use a buffer allocated statically or dynamically (with
malloc).

Parameters
* buffer —Buffer to use for commands allocations
* size —Size in bytes of the buffer
Returns Handle to the I2C command link or NULL if the buffer provided is too small, please use
I2C_LINK_RECOMMENDED_SIZE macro to get the recommended size for the buffer.

i2c_cmd_handle_t i2c_cmd_1link_create (void)

Create and initialize an 12C commands list with a given buffer. After finishing the I12C transactions, it is
required to call 12c_cmd_link_delete () to release and return the resources. The required bytes will
be dynamically allocated.

Returns Handle to the I2C command link

void i2c_cmd_link_delete_static (i2c_cmd_handle_t cmd_handle)

Free the I2C commands list allocated statically with i2c_cmd_link_create_static.

Parameters cmd_handle -12C commands list allocated statically. This handle should be cre-
ated thanks to 12c_cmd_link_create_static () function

void i2c_cmd_link_delete (i2¢c_cmd_handle_t cmd_handle)

Free the I2C commands list.

Parameters cmd_handle —I2C commands list. This handle should be created thanks to
i2c_cmd_link_create () function

esp_err_t i2c_master_start (i2c_cmd_handle_t cmd_handle)

Queue a “START signal” to the given commands list. This function shall only be called in I2C master mode.
Call i2c_master_cmd_begin () to send all the queued commands.

Parameters cmd_handle —I2C commands list
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
¢« ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
* ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_write_byte (i2c_cmd_handle_t cmd_handle, uint8_t data, bool ack_en)

Queue a “write byte” command to the commands list. A single byte will be sent on the I2C port. This function
shall only be called in I2C master mode. Call i2c_master_cmd_begin () to send all queued commands.

Parameters
* cmd_handle —12C commands list
* data —Byte to send on the port
* ack_en —Enable ACK signal
Returns
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¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

¢ ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
* ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_write (i2c_cmd_handle_t cmd_handle, const uint8_t *data, size_t data_len, bool
ack_en)

Queue a “write (multiple) bytes” command to the commands list. This function shall only be called in I12C
master mode. Call 12c_master_cmd_begin () to send all queued commands.

Parameters
* cmd_handle —12C commands list
» data —Bytes to send. This buffer shall remain valid until the transaction is finished. If the
PSRAM is enabled and intr_flagissetto ESP_INTR_FLAG_IRAM, data should
be allocated from internal RAM.
* data_1len —Length, in bytes, of the data buffer
* ack_en —Enable ACK signal
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
« ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
* ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_read_byte (i2c_cmd_handle_t cmd_handle, uint8_t *data, i2c_ack_type_t ack)

Queue a “read byte” command to the commands list. A single byte will be read on the 12C bus. This function
shall only be called in I2C master mode. Call 12¢c_master_cmd_begin () to send all queued commands.

Parameters
e cmd_handle —12C commands list
* data —Pointer where the received byte will the stored. This buffer shall remain valid
until the transaction is finished.
* ack —~ACK signal
Returns
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error
e ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
* ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_read (i2c_cmd_handle_t cmd_handle, uint8_t *data, size_t data_len, i2c_ack_type_t
ack)

Queue a “read (multiple) bytes” command to the commands list. Multiple bytes will be read on the 12C
bus. This function shall only be called in I2C master mode. Call 12¢c_master_cmd_begin () to send all
queued commands.

Parameters
* cmd_handle —12C commands list
* data —Pointer where the received bytes will the stored. This buffer shall remain valid
until the transaction is finished.
* data_1len —Size, in bytes, of the data buffer
* ack ~ACK signal
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
 ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
» ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_stop (i2c_cmd_handle_t cmd_handle)

Queue a “STOP signal” to the given commands list. This function shall only be called in I2C master mode.
Call i2c_master_cmd_begin () to send all the queued commands.

Parameters cmd_handle -12C commands list
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Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
e ESP_ERR_NO_MEM The static buffer used to create cmd_handler is too small
» ESP_FAIL No more memory left on the heap

esp_err_t i2c_master_cmd_begin (i2c_port_t i2c_num, i2c_cmd_handle_t cmd_handle, TickType_t
ticks_to_wait)

Send all the queued commands on the I2C bus, in master mode. The task will be blocked until all the commands
have been sent out. The I2C port is protected by mutex, so this function is thread-safe. This function shall only
be called in I2C master mode.

Parameters

* i2c_num -12C port number

e cmd_handle —12C commands list

* ticks_to_wait ~Maximum ticks to wait before issuing a timeout.
Returns

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

* ESP_FAIL Sending command error, slave hasn’ t ACK the transfer.

e ESP_ERR_INVALID STATE I2C driver not installed or not in master mode.

e ESP_ERR_TIMEOUT Operation timeout because the bus is busy.

int i2c_slave_write_buffer (i2c_port_t i2c_num, const uint8_t *data, int size, TickType_t ticks_to_wait)

Write bytes to internal ringbuffer of the I2C slave data. When the TX fifo empty, the ISR will fill the hardware
FIFO with the internal ringbuffer’ s data.

Note: This function shall only be called in I2C slave mode.

Parameters
* i2c_num -12C port number
» data —Bytes to write into internal buffer
* size —Size, in bytes, of data buffer
* ticks_to_wait —Maximum ticks to wait.
Returns
e ESP_FAIL (-1) Parameter error
* Other (>=0) The number of data bytes pushed to the 12C slave buffer.

int i2c_slave_read_buffer (i2c_port_t i2c_num, uint8_t *data, size_t max_size, TickType_t
ticks_to_wait)
Read bytes from I2C internal buffer. When the I2C bus receives data, the ISR will copy them from the hardware

RX FIFO to the internal ringbuffer. Calling this function will then copy bytes from the internal ringbuffer to
the data user buffer.

Note: This function shall only be called in I2C slave mode.

Parameters
* i2¢_num —12C port number
» data —Buffer to fill with ringbuffer’ s bytes
* max_size ~Maximum bytes to read
* ticks_to_wait —-Maximum waiting ticks
Returns
e ESP_FAIL(-1) Parameter error
* Others(>=0) The number of data bytes read from I12C slave buffer.
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esp_err_t i2c_set_period (i2c_port_t i2c_num, int high_period, int low_period)

Set 12C master clock period.

Parameters

* i2c_num -12C port number

* high_period —Clock cycle number during SCL is high level, high_period is a 14 bit

value

* low_period —Clock cycle number during SCL is low level, low_period is a 14 bit value
Returns

e ESP_OK Success

e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2c_get_period (i2c_port_t i2c_num, int *high_period, int *low_period)
Get 12C master clock period.

Parameters
* i2c_num -12C port number
* high_period —pointer to get clock cycle number during SCL is high level, will get a
14 bit value
* low_period —pointer to get clock cycle number during SCL is low level, will get a 14
bit value
Returns
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_ti2c_filter_enable (i2c_port_t i2c_num, uint8_t cyc_num)
Enable hardware filter on I2C bus Sometimes the I2C bus is disturbed by high frequency noise(about 20ns),
or the rising edge of the SCL clock is very slow, these may cause the master state machine to break. Enable
hardware filter can filter out high frequency interference and make the master more stable.

Note: Enable filter will slow down the SCL clock.

Parameters
* i2c_num -12C port number to filter
* cyc_num —the APB cycles need to be filtered (0<= cyc_num <=7). When the period of
a pulse is less than cyc_num * APB_cycle, the I2C controller will ignore this pulse.
Returns
* ESP_OK Success
e ESP_ ERR_INVALID ARG Parameter error

esp_err_ti2c_filter_disable (i2c_port_t i2c_num)
Disable filter on 12C bus.

Parameters i2c_num —12C port number
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_start_timing (i2c_port_t i2c_num, int setup_time, int hold_time)

set I2C master start signal timing

Parameters
* i2c_num -12C port number
* setup_time —clock number between the falling-edge of SDA and rising-edge of SCL
for start mark, it’ s a 10-bit value.
* hold_time —clock num between the falling-edge of SDA and falling-edge of SCL for
start mark, it’ s a 10-bit value.
Returns
¢ ESP_OK Success
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e ESP_ERR_INVALID_ ARG Parameter error
esp_err_t i2c_get_start_timing (i2c_port_t i2c_num, int *setup_time, int *hold_time)
get I2C master start signal timing

Parameters

* i2c_num -12C port number

* setup_time —pointer to get setup time

* hold_time —pointer to get hold time
Returns

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_stop_timing (i2c_port_t i2c_num, int setup_time, int hold_time)
set I2C master stop signal timing

Parameters
* i2c_num -12C port number
* setup_time —clock num between the rising-edge of SCL and the rising-edge of SDA,

it’ s a 10-bit value.
* hold_time —clock number after the STOP bit’ s rising-edge, it’ s a 14-bit value.

Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2c_get_stop_timing (i2c_port_t i2c_num, int *setup_time, int *hold_time)
get I2C master stop signal timing

Parameters

* i2c_num -12C port number

* setup_time —pointer to get setup time.

* hold_time —pointer to get hold time.
Returns

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_data_timing (i2c_port_t i2c_num, int sample_time, int hold_time)
set I2C data signal timing

Parameters
* i2c_num -12C port number
* sample_time —clock number I2C used to sample data on SDA after the rising-edge of

SCL, it’ s a 10-bit value
* hold_time —clock number I12C used to hold the data after the falling-edge of SCL, it’

s a 10-bit value

Returns
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_get_data_timing (i2c_port_t i2c_num, int *sample_time, int *hold_time)
get I2C data signal timing
Parameters
* i2c_num -12C port number
* sample_time —pointer to get sample time
* hold_time —pointer to get hold time

Returns
¢ ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error

esp_err_t i2c_set_timeout (i2c_port_t i2c_num, int timeout)

set I2C timeout value
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Parameters

* i2c_num -12C port number

* timeout -timeout value for I2C bus (unit: APB 80Mhz clock cycle)
Returns

e ESP_OK Success

e ESP_ERR_INVALID ARG Parameter error

esp_err_t i2c_get_timeout (i2c¢_port_t i2c_num, int *timeout)

get I2C timeout value

Parameters

* i2c_num -12C port number

* timeout —pointer to get timeout value
Returns

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_set_data_mode (i2c_port_t i2c_num, i2c_trans_mode_t tx_trans_mode, i2¢_trans_mode_t
rx_trans_mode)
set I2C data transfer mode

Parameters
* i2c_num -12C port number
* tx_trans_mode -12C sending data mode
* rx_trans_mode -12C receving data mode

Returns

¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2c_get_data_mode (i2¢_port_t i2c_num, i2¢_trans_mode_t *tx_trans_mode, i2c_trans_mode_t
*rx_trans_mode)

get 12C data transfer mode

Parameters
* i2c_num -12C port number
* tx_trans_mode —pointer to get I2C sending data mode
* rx_trans_mode —pointer to get I2C receiving data mode
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

Structures

struct i2c_config_t

12C initialization parameters.

Public Members

i2c_mode_t mode
12C mode

int sda_io_num
GPIO number for I12C sda signal

int scl_io_num
GPIO number for I12C scl signal
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bool sda_pullup_en
Internal GPIO pull mode for 12C sda signal

bool scl_pullup_en
Internal GPIO pull mode for I12C scl signal

uint32_t clk_speed

12C clock frequency for master mode, (no higher than 1MHz for now)

struct i2c_config_t::[anonymous]::[anonymous] master

12C master config

uint§_t addr_10bit_en

12C 10bit address mode enable for slave mode

uintl6_t slave_addr

12C address for slave mode

uint32_t maximum_speed

12C expected clock speed from SCL.

struct i2c_config_t::[anonymous]::[anonymous] slave

12C slave config

uint32_t clk_f£flags
Bitwise of I2C_SCLK_SRC_FLAG_**FOR_DFS** for clk source choice

Macros

I2C_APB_CLK_FREQ
12C source clock is APB clock, 80MHz
I2C_NUM_MAX

12C port max

I2C_NUM_0
12C port 0

I2C_NUM 1
12C port 1

I2C_SCLK_SRC_FLAG_FOR_NOMAL

Any one clock source that is available for the specified frequency may be choosen

I2C_SCLK_SRC_FLAG_AWARE_DFS
For REF tick clock, it won’ t change with APB.

I2C_SCLK_SRC_FLAG_LIGHT_SLEEP
For light sleep mode.
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I2C_INTERNAL_STRUCT_SIZE

Minimum size, in bytes, of the internal private structure used to describe I2C commands link.

I2C_LINK_RECOMMENDED_SIZE (TRANSACTIONS)

The following macro is used to determine the recommended size of the buffer to pass to
i2c_cmd_link_create_static () function. It requires one parameter, TRANSACTIONS, de-
scribing the number of transactions intended to be performed on the I2C port. For example, if one wants
to perform a read on an I2C device register, TRANSACTIONS must be at least 2, because the commands
required are the following:

 write device register
* read register content

Signals such as “(repeated) start” , “stop” , “nack” , “ack” shall not be counted.

Type Definitions

typedef void *i2c_cmd_handle_t

I12C command handle

Header File

¢ components/hal/include/hal/i2¢c_types.h

Macros

I2C_CLK_FREQ MAX
Use the highest speed that is available for the clock source picked by clk_flags.

Type Definitions

typedef int i2c_port_t
12C port number, can be 2C_NUM_0 ~ I2C_NUM_MAX-1).

Enumerations

enum i2c_mode_t

Values:

enumerator I2C_MODE_SLAVE

12C slave mode

enumerator I2C_MODE_MASTER

12C master mode

enumerator I2C_MODE_MAX

enum i2c_rw_t

Values:

enumerator I2C_MASTER_WRITE
12C write data
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enumerator I2C_MASTER_READ
12C read data

enum i2c_trans_mode_t

Values:

enumerator I2C_DATA_MODE_MSB_FIRST
12C data msb first

enumerator I2C_DATA_MODE_LSB_FIRST
12C data Isb first

enumerator I2C_DATA_MODE_MAX

enum i2c_addr_mode_t

Values:

enumerator I2C_ADDR_BIT_7
12C 7bit address for slave mode

enumerator I2C_ADDR_BIT_10
12C 10bit address for slave mode

enumerator I2C_ADDR_BIT_MAX

enum i2c_ack_type_t

Values:

enumerator I2C_MASTER_ACK
12C ack for each byte read

enumerator I2C_MASTER_NACK
12C nack for each byte read

enumerator I2C_MASTER_LAST_NACK
12C nack for the last byte

enumerator I2C_MASTER_ACK_MAX

enum i2c_sclk_t

12C clock source, sorting from smallest to largest, place them in order. This can be expanded in the future use.

Values:

enumerator I2C_SCLK_DEFAULT

12C source clock not selected

enumerator I2C_SCLK_APB
12C source clock from APB, 80M
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enumerator I2C_SCLK_REF_TICK
12C source clock from REF_TICK, 1M

enumerator I2C_SCLK_MAX

2.2.9 Inter-IC Sound (I12S)
Overview
12S (Inter-IC Sound) is a serial, synchronous communication protocol that is usually used for transmitting audio data

between two digital audio devices.

ESP32-S2 contains one 12S peripheral(s). These peripherals can be configured to input and output sample data via
the 12S driver.

An 12S bus consists of the following lines:

» Master clock line (operational)
« Bit clock line

¢ Channel select line

e Serial data line

Each I2S controller has the following features that can be configured using the I2S driver:

* Operation as system master or slave
» Capable of acting as transmitter or receiver
¢ DMA controller that allows for streaming sample data without requiring the CPU to copy each data sample

Each controller can operate in half-duplex communication mode. Thus, the two controllers can be combined to
establish full-duplex communication.

The 12S peripherals also support LCD mode for communicating data over a parallel bus, as used by some LCD
displays and camera modules. LCD mode has the following operational modes:

e LCD master transmitting mode
» Camera slave receiving mode
* ADC/DAC mode

For more information, see ESP32-S2 Technical Reference Manual > I2S Controller (12S) > LCD Mode [PDF].

Note: For high accuracy clock applications, use the APLL_CLK clock source, which has the frequency range of 16
~ 128 MHz. You can enable the APLL_CLK clock source by setting i2s_config_t::use_apll to TRUE.

If i2s_config_t::use_apll = TRUE and i2s_config_t::fixed_mclk > 0, then the master clock
output frequency for 12S will be equal to the value of i2s_config_t::fixed_mclk, which means that the
mclk frequency is provided by the user, instead of being calculated by the driver.

The clock rate of the word select line, which is called audio left-right clock rate (LRCK) here, is al-
ways the divisor of the master clock output frequency and for which the following is always true: 0 <
MCLK/LRCK/channels/bits_per_sample < 64.

Functional Overview

Installing the Driver Install the I2S driver by calling the function :cpp:func’i2s_driver_install” and passing the
following arguments:

¢ Port number
e The structure 1 2s_config_t with defined communication parameters
* Event queue size and handle

Espressif Systems 340 Release v4.4.5
Submit Document Feedback


https://www.espressif.com/sites/default/files/documentation/esp32-s2_technical_reference_manual_en.pdf#camlcdctrl
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

Once :cpp:func’i2s_driver_install” returns ESP_OK, it means I2S has started.

Configuration example:

static const int i2s_num = 0; // i2s port number

i2s_config_t 1i2s_config = {
.mode = I2S_MODE_MASTER | I2S_MODE_TX,
.sample_rate = 44100,
.bits_per_sample = I2S_BITS_PER_SAMPLE_16BIT,
.channel_format = I2S_CHANNEL_FMT_RIGHT_LEFT,
.communication_format = I2S_COMM_FORMAT_STAND_IZ2S
.tx_desc_auto_clear = false,
.dma_buf_count = 8,
.dma_buf_len = 64,
.use_apll = false,
.intr_alloc_flags = ESP_INTR_FLAG_LEVEL1l // Interrupt level 1, default 0
bi

i2s_driver_install (I2S_NUM, &i2s_config, 0, NULL);

Setting Communication Pins Once the driver is installed, configure physical GPIO pins to which signals will be
routed. For this, call the function :cpp:func’i2s_set_pin" and pass the following arguments to it:

¢ Port number

e The structure i2s_pin_config_t defining the GPIO pin numbers to which the driver should route the
MCK, BCK, WS, DATA out, and DATA in signals. If you want to keep a currently allocated pin number for
a specific signal, or if this signal is unused, then pass the macro 72S_PIN_NO_CHANGE. See the example
below.

Note: MCK only takes effect in I2S_MODE_MASTER mode.

static const i2s_pin_config_t pin_config = {
.mck_io_num = 0,
.bck_io_num = 4,

.ws_io_num = 5,

.data_out_num = 18,

.data_in_num = I2S_PIN_NO_CHANGE
bi

i2s_set_pin(i2s_num, &pin_config);

Running I12S Communication To perform a transmission:

* Prepare the data for sending
¢ Call the function 12s_write () and pass the data buffer address and data length to it

The function will write the data to the DMA Tx buffer, and then the data will be transmitted automatically.

i2s_write (I2S_NUM, samples_data, ((bits+8)/16)*SAMPLE_PER_CYCLE*4, &i2s_bytes_
—write, 100);

To retrieve received data, use the function 1 2s_read (). It will retrieve the data from the DMA Rx buffer, once
the data is received by the I2S controller.

12s_read(I2S_NUM, data_recv, ((bits+8)/16)*SAMPLE_PER_CYCLE*4, &i2s_bytes_read, .
—100) ;
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You can temporarily stop the I2S driver by calling the function i2s_stop (), which will disable the 12S Tx/Rx
units until the function 1 2s_start () is called. If the function :cpp:func’i2s_driver_install” is used, the driver will
start up automatically eliminating the need to call 1 2s_start ().

Deleting the Driver If the established communication is no longer required, the driver can be removed to free
allocated resources by calling i 2s_driver_uninstall ().

Application Example

A code example for the I2S driver can be found in the directory peripherals/i2s.

In addition, there is a short configuration examples for the I2S driver.

I2S configuration Example for general usage.

#include "driver/iZs.h"
static const int i2s_num = 0; // i2s port number

i2s_config_t i2s_config = {
.mode = I2S_MODE_MASTER | I2S_MODE_TX,
.sample_rate = 44100,
.bits_per_sample = I2S_BITS_PER_SAMPLE_16BIT,
.channel_format = I2S_CHANNEL_FMT_RIGHT_LEFT,
.communication_format = I2S_COMM_FORMAT_STAND_IZ2S
.tx_desc_auto_clear = false,
.dma_buf_count = 8§,
.dma_buf_len = 64,
.use_apll = false,
.intr_alloc_flags = ESP_INTR_FLAG_LEVEL1 // Interrupt level 1, default 0
i

static const i2s_pin_config_t pin_config = {
.bck_io_num = 4,
.wWs_io_num = 5,
.data_out_num = 18,
.data_in_num = I2S_PIN_NO_CHANGE
bi

i2s_driver_install (i2s_num, &i2s_config, 0, NULL); //install and start 12s driver
i2s_set_pin(i2s_num, &pin_config);

/* You can reset parameters by calling 'i2s_set_clk'
*
* The low 16 bits are the valid data bits in one chan and the high 16 bits are
* the total bits in one chan. If high 16 bits is smaller than low 16 bits, it will
* be set to a same value as low 16 bits.
*/
uint32_t bits_cfg = (I2S_BITS_PER_CHAN_32BIT << 16) | I2S_BITS_PER_SAMPLE_16BIT;
i2s_set_clk (i2s_num, 22050, bits_cfg, I2S_CHANNEL_STEREO) ;

12s_driver_uninstall (i2s_num); //stop & destroy iZ2s driver

Application Notes
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How to Prevent Data Lost For the applications that need a high frequency sample rate, sometimes the massive
throughput of receiving data may cause data lost. Users can receive data lost event by registering an event queue
handler to the driver during installation:

QueueHandle_t evt_que;
i2s_driver_install (i2s_num, &i2s_config, 10, &evt_que);

You will receive I2S_EVENT_RX_Q_OVF event when there are data lost.
Please follow these steps to prevent data lost:

1. Determine the interrupt interval. Generally, when data lost happened, the interval should be the bigger the
better, it can help to reduce the interrupt times, i.e., dma_buf_len should be as big as possible while the
DMA buffer size won’ t exceed its maximum value 4092. The relationships are:

interrupt_interval (unit: sec) = dma_buf_len / sample_rate
dma_buffer_size = dma_buf_len * slot_num * data_bit_width / 8 <= 4092

2. Determine the dma_buf_count. The dma_buf_count isdecided by the max time of 1 2s_read polling
cycle, all the received data are supposed to be stored between two i2s_read. This cycle can be measured
by a timer or an outputting gpio signal. The relationship is:

’dma_buf_count > polling_cycle / interrupt_interval

3. Determine the receiving buffer size. The receiving buffer that offered by user in 12s_read should be able to
take all the data in all dma buffers, that means it should be bigger than the total size of all the dma buffers:

’recv_buffer_size > dma_buf_count * dma_buffer_ size

For example, if there is an I2S application, and the known values are:

sample_rate = 144000 Hz
data_bit_width = 32 bits
slot_num = 2
polling_cycle = 10ms

Then the parameters dma_buf_len, dma_buf_count and recv_buf_size can be calculated according to
the given known values:

dma_buf_len * slot_num * data_bit_width / 8 = dma_buffer_size <= 4092

dma_buf_len <= 511

interrupt_interval = dma_buf_len / sample_rate = 511 / 144000 = 0.003549 s = 3.549.
—ms

dma_buf_count > polling_cycle / interrupt_interval = cell (10 / 3.549) = cell(2.
—818) = 3

recv_buffer_size > dma_buf_count * dma_buffer_size = 3 * 4092 = 12276 bytes

To check whether there are data lost, you can offer an event queue handler to the driver during installation:

QueueHandle_t evt_que;
i2s_driver_install (i2s_num, &i2s_config, 10, &evt_que);

You will receive I2S_EVENT_RX_Q_OVF event when there are data lost.

API Reference

Header File

e components/driver/include/driver/i2s.h

Functions
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esp_err_t i2s_set_pin (i2s_port_t i2s_num, const i2s_pin_config_t *pin)

Set I12S pin number.

Inside the pin configuration structure, set I2S_PIN_NO_CHANGE for any pin where the current configuration
should not be changed.

Note: The I2S peripheral output signals can be connected to multiple GPIO pads. However, the I12S peripheral
input signal can only be connected to one GPIO pad.

Note: if *pin is set as NULL, this function will initialize both of the built-in DAC channels by default.
if you don’ t want this to happen and you want to initialize only one of the DAC channels, you can call

12s_set_dac_mode instead.

Parameters
* i2s_num —I2S port number
* pin 128 Pin structure, or NULL to set 2-channel 8-bit internal DAC pin configuration
(GPIO25 & GPIO26)
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
 ESP_FAIL IO error

esp_err_t i2s_driver_install (i2s_port_t i2s_num, const i2s_config_t *i2s_config, int queue_size, void
*i2s_queue)

Install and start I2S driver.

This function must be called before any 12S driver read/write operations.

Parameters

* i2s_num —I2S port number

* i2s_config 12S configurations - see i2s_config_t struct

* queue_size —12S event queue size/depth.

* i2s_queue 128 event queue handle, if set NULL, driver will not use an event queue.
Returns

* ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

* ESP_ERR_NO_MEM Out of memory

e ESP_ERR_INVALID_STATE Current I2S port is in use

esp_err_t i2s_driver_uninstall (i2s_port_ti2s_num)
Uninstall I2S driver.

Parameters i2s_num -12S port number
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
o ESP_ERR_INVALID_STATE I2S port has been uninstalled by others (e.g. LCD i80)

esp_err_t i2s_write (i2s_port_t i2s_num, const void *src, size_t size, size_t *bytes_written, TickType_t
ticks_to_wait)
Write data to I12S DMA transmit buffer.
Parameters

* i2s_num -12S port number
e src —Source address to write from
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* size —Size of data in bytes

* bytes_written —[out] Number of bytes written, if timeout, the result will be less than
the size passed in.

* ticks_to_wait —TX buffer wait timeout in RTOS ticks. If this many ticks pass with-
out space becoming available in the DMA transmit buffer, then the function will return
(note that if the data is written to the DMA buffer in pieces, the overall operation may still
take longer than this timeout.) Pass portMAX_DELAY for no timeout.

Returns
* ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error

esp_err_t i2s_write_expand (i2s_port_t i2s_num, const void *src, size_t size, size_t src_bits, size_t aim_bits,
size_t *bytes_written, TickType_t ticks_to_wait)

Write data to I2S DMA transmit buffer while expanding the number of bits per sample. For example, expanding
16-bit PCM to 32-bit PCM.

Format of the data in source buffer is determined by the I2S configuration (see i2s_config_t).

Parameters
* i2s_num —12S port number
* src —Source address to write from
* size —Size of data in bytes
* src_bits —Source audio bit
* aim_bits —Bit wanted, no more than 32, and must be greater than src_bits
* bytes_written [out] Number of bytes written, if timeout, the result will be less than
the size passed in.
* ticks_to_wait —TX buffer wait timeout in RTOS ticks. If this many ticks pass with-
out space becoming available in the DMA transmit buffer, then the function will return
(note that if the data is written to the DMA buffer in pieces, the overall operation may still
take longer than this timeout.) Pass portMAX_DELAY for no timeout.
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t i2s_read (i2s_port_t i2s_num, void *dest, size_t size, size_t *bytes_read, TickType_t ticks_to_wait)
Read data from 12S DMA receive buffer.

Note: If the built-in ADC mode is enabled, we should call i2s_adc_enable and i2s_adc_disable around the
whole reading process, to prevent the data getting corrupted.

Parameters
* i2s_num -12S port number
* dest —Destination address to read into
* size —Size of data in bytes
* bytes_read —[out] Number of bytes read, if timeout, bytes read will be less than the
size passed in.
* ticks_to_wait —RX buffer wait timeout in RTOS ticks. If this many ticks pass with-
out bytes becoming available in the DMA receive buffer, then the function will return
(note that if data is read from the DMA buffer in pieces, the overall operation may still
take longer than this timeout.) Pass portMAX_DELAY for no timeout.
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2s_set_sample_rates (i2s_port_t i2s_num, uint32_t rate)
Set sample rate used for I12S RX and TX.
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The bit clock rate is determined by the sample rate and i2s_config_t configuration parameters (number of
channels, bits_per_sample).
bit_clock = rate * (number of channels) * bits_per_sample
Parameters
* i2s_num -12S port number

e rate —12S sample rate (ex: 8000, 44100---)
Returns

e ESP_OK Success

e ESP_ ERR _INVALID ARG Parameter error

* ESP_ERR_NO_MEM Out of memory

esp_err_t i2s_stop (i2s_port_t i2s_num)
Stop 128 driver.

There is no need to call i2s_stop() before calling i2s_driver_uninstall().
Disables 12S TX/RX, until i2s_start() is called.

Parameters i2s_num —I2S port number
Returns

¢ ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
esp_err_t i2s_start (i2s_port_t i2s_num)
Start 12S driver.
It is not necessary to call this function after i2s_driver_install() (it is started automatically), however it is
necessary to call it after i2s_stop().

Parameters i2s_num —I2S port number
Returns

¢ ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error
esp_err_t i2s_zero_dma_buffer (i2s_port_t i2s_num)
Zero the contents of the TX DMA buffer.

Pushes zero-byte samples into the TX DMA buffer, until it is full.

Parameters i2s_num -I2S port number
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t i2s_set_clk (i2s_port_t i2s_num, uint32_t rate, uint32_t bits_cfg, i2s_channel_t ch)
Set clock & bit width used for I2S RX and TX.

Similar to i2s_set_sample_rates(), but also sets bit width.

stop 12s;

calculate mclk, bek, bek_factor
. malloc dma buffer;

. start i2s

po o

Parameters
* i2s_num -I2S port number
* rate —12S sample rate (ex: 8000, 44100---)
* bits_cfg -I2S bits configuration the low 16 bits is for data bits per sample in one
channel (see ‘i2s_bits_per_sample_t’ ) the high 16 bits is for total bits in one channel
(see ‘i2s_bits_per_chan_t’ ) high 16bits =0 means same as the bits per sample.
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* ch —I2S channel, (I2S_CHANNEL_MONO, I2S_CHANNEL_STEREO or specific

channel in TDM mode)
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
* ESP_ERR_NO_MEM Out of memory

float i2s_get_clk (i2s_port_t i2s_num)

get clock set on particular port number.

Parameters i2s_num -I2S port number
Returns
* actual clock set by i2s driver

Structures

struct i2s_pin_config t

I12S pin number for i2s_set_pin.

Public Members

int mck_io_num

MCK in out pin. Note that ESP32 supports setting MCK on GPIO0/GPIO1/GPIO3 only

int bck_io_num

BCK in out pin

intws_io_num

WS in out pin

int data_out_num
DATA out pin

int data_in_num
DATA in pin

struct i2s_driver_config_t

I2S driver configuration parameters.

Public Members

i2s_mode_t mode
12S work mode

uint32_t sample_rate

I2S sample rate

i2s_bits_per_sample_t bits_per_sample

I2S sample bits in one channel
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i2s_channel_fmt_t channel_format

12S channel format.

i2s_comm_format_t communication_format

12S communication format

intintr_alloc_flags

Flags used to allocate the interrupt. One or multiple (ORred) ESP_INTR_FLAG_* values. See
esp_intr_alloc.h for more info

int dma_buf_count

The total number of DMA buffers to receive/transmit data. A descriptor includes some information such
as buffer address, the address of the next descriptor, and the buffer length. Since one descriptor points to
one buffer, therefore, ‘dma_desc_num’ can be interpreted as the total number of DMA buffers used to
store data from DMA interrupt. Notice that these buffers are internal to’ i2s_read’ and descriptors are
created automatically inside of the I2S driver. Users only need to set the buffer number while the length
is derived from the parameter described below.

int dma_buf_len

Number of frames in a DMA buffer. A frame means the data of all channels in a WS cycle. The
real_dma_buf_size = dma_buf_len * chan_num * bits_per_chan / 8. For example, if two channels in
stereo mode (i.e., ‘channel_format’ issetto ‘I2S_CHANNEL_FMT_RIGHT_LEFT’ ) are active,
and each channel transfers 32 bits (i.e., ‘bits_per_sample’ issetto ‘I12S_BITS_PER_CHAN_32BIT’
), then the total number of bytes of a frame is ‘channel_format’ * ‘bits_per_sample’ =2 *32/8 =8
bytes. We assume that the current ‘dma_buf_len’ is 100, then the real length of the DMA buffer is 8
* 100 = 800 bytes. Note that the length of an internal real DMA buffer shouldn’ t be greater than 4092.

bool use_apll
12S using APLL as main I2S clock, enable it to get accurate clock

bool tx_desc_auto_clear

I12S auto clear tx descriptor if there is underflow condition (helps in avoiding noise in case of data un-
availability)

int fixed_mclk

12S using fixed MCLK output. If use_apll = true and fixed_mclk > 0, then the clock output for i2s is
fixed and equal to the fixed_mclk value. If fixed_mclk set, mclk_multiple won’ t take effect

i2s_mclk_mulfiple_t melk_multiple
The multiple of 12S master clock(MCLK) to sample rate
i2s_bits_per_chan_t bits_per_chan
12S total bits in one channel, only take effect when larger than ‘bits_per_sample’ , default ‘0’ means

equal to ‘bits_per_sample’

struct i2s_event_t

Event structure used in I12S event queue.

Public Members
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i2s_event_type_t type
I12S event type

size_t size

12S data size for 12S_DATA event

Macros

I2S_PIN_NO_CHANGE
Use in i2s_pin_config_t for pins which should not be changed

Type Definitions

typedef i2s_driver_config_t i2s_config_t

typedef intr_handle_t i2s_isr_handle_t

Enumerations

enum i2s_port_t
12S port number, the max port number is (I2S_NUM_MAX -1).

Values:

enumerator I2S_NUM_0
12S port 0

enumerator I2S_NUM_MAX
12S port max

enum i2s_event_type_t
I12S event queue types.

Values:

enumerator I2S_EVENT_DMA_ERROR

enumerator I2S_EVENT_ TX_DONE
12S DMA finish sent 1 buffer

enumerator I2S_EVENT_ RX_DONE
12S DMA finish received 1 buffer

enumerator I2S_EVENT_TX_Q_ OVF
12S DMA sent queue overflow

enumerator I2S_EVENT_RX_Q_ OVF
12S DMA receive queue overflow

enumerator I2S_EVENT_ MAX

12S event max index

Espressif Systems 349 Release v4.4.5
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

Header File

» components/hal/include/hal/i2s_types.h

Enumerations
enum i2s_bits_per_sample_t
12S bit width per sample.

Values:

enumerator I2S_BITS_PER_SAMPLE_S8BIT
data bit-width: 8

enumerator I2S_BITS_PER_SAMPLE_16BIT
data bit-width: 16

enumerator I2S_BITS_PER_SAMPLE_24BIT
data bit-width: 24

enumerator I2S_BITS_PER_SAMPLE_32BIT
data bit-width: 32
enum i2s_bits_per_chan_t
12S bit width per chan.

Values:

enumerator I2S_BITS_PER_CHAN_DEFAULT
channel bit-width equals to data bit-width

enumerator I2S_BITS_PER_CHAN_S8BIT
channel bit-width: 8

enumerator I2S_BITS_PER_CHAN_16BIT
channel bit-width: 16

enumerator I2S_BITS_PER_CHAN_24BIT
channel bit-width: 24

enumerator I2S_BITS_PER_CHAN_32BIT
channel bit-width: 32

enum i2s_channel_t
12S channel.

Values:

enumerator I2S_CHANNEL_MONO

12S channel (mono), one channel activated. In this mode, you only need to send one channel data but the
fifo will copy same data for the other unactivated channels automatically, then both channels will transmit
same data.
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enumerator I2S_CHANNEL_STEREO

12S channel (stereo), two (or more) channels activated. In this mode, these channels will transmit different
data.

enum i2s_comm_format_t

12S communication standard format.

Values:

enumerator I2S_COMM_FORMAT_STAND_IZ2S
12S communication 12S Philips standard, data launch at second BCK

enumerator I2S_COMM_FORMAT_STAND_MSB
12S communication MSB alignment standard, data launch at first BCK

enumerator I2S_COMM_FORMAT_STAND_PCM_SHORT

PCM Short standard, also known as DSP mode. The period of synchronization signal (WS) is 1 bck
cycle.

enumerator I2S_COMM_FORMAT_STAND_PCM_LONG
PCM Long standard. The period of synchronization signal (WS) is channel_bit*bck cycles.

enumerator I2S_COMM_FORMAT_STAND_MAX

standard max

enumerator I2S_COMM_FORMAT_I2S
12S communication format I12S, correspond to I2S_COMM_FORMAT_STAND_I2S

enumerator I2S_COMM_FORMAT_I2S_MSB

12S format MSB, (I2S_COMM_FORMAT_I2S 12S_COMM_FORMAT_I2S_MSB) correspond to
I2S_COMM_FORMAT_STAND_I2S

enumerator I2S_COMM_FORMAT_I2S_LSB

I2S format LSB, (I2S_COMM_FORMAT_I2S 12S_COMM_FORMAT I2S_LSB) correspond to
I2S_COMM_FORMAT_STAND_MSB

enumerator I2S_COMM_FORMAT_PCM
12S communication format PCM, correspond to I2S_COMM_FORMAT_STAND_PCM_SHORT

enumerator I2S_COMM_FORMAT_PCM_SHORT

PCM Short, (I1I2S_COMM_FORMAT_PCM | I2S_COMM_FORMAT_PCM_SHORT) correspond to
I2S5_COMM_FORMAT_STAND_PCM_SHORT

enumerator I2S_COMM_FORMAT _PCM_LONG

PCM Long, (I2S_COMM_FORMAT_PCM | I2S_COMM_FORMAT_PCM_LONG) correspond to
I2S_COMM_FORMAT_STAND_PCM_LONG

enum i2s_channel_fmt_t

12S channel format type.

Values:
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enumerator I2S_CHANNEL_FMT RIGHT LEFT
Separated left and right channel

enumerator I2S_CHANNEL_FMT_ALL_RIGHT

Load right channel data in both two channels

enumerator I2S_CHANNEL_FMT ALI,_LEFT

Load left channel data in both two channels

enumerator I2S_CHANNEL_FMT ONLY_RIGHT

Only load data in right channel (mono mode)

enumerator I2S_CHANNEL_FMT_ONLY_LEFT

Only load data in left channel (mono mode)

enum i2s_mode_t
12S Mode.

Values:

enumerator I2S_MODE_MASTER

Master mode

enumerator I2S_MODE_SLAVE

Slave mode

enumerator I2S_MODE_TX
TX mode

enumerator I2S_MODE_RX
RX mode

enumerator I2S_MODE_PDM
12S PDM mode

enum i2s_clock_src_t

12S source clock.

Values:

enumerator I2S_CLK_D2CLK
Clock from PLL_D2_CLK(160M)

enumerator I2S_CLK_APLL
Clock from APLL

enum i2s_mclk_multiple_t

The multiple of mclk to sample rate.

Values:
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enumerator I2S_MCLK_MULTIPLE_DEFAULT

Default value. mclk = sample_rate * 256

enumerator I2S_MCLK_MULTIPLE_128

mclk = sample_rate * 128

enumerator I2S_MCLK_MULTIPLE_256

mclk = sample_rate * 256

enumerator I2S_MCLK_MULTIPLE_384

mclk = sample_rate * 384

2210 LCD

Introduction

ESP chips can generate various kinds of timings that needed by common LCDs on the market, like SPI LCD, 180
LCD (a.k.a Intel 8080 parallel LCD), RGB LCD, I2C LCD, etc. The esp_1cd component is officially to support

those LCDs with a group of universal APIs across chips.

Functional Overview

Inesp_1lcd, an LCD panel is represented by esp_lcd_panel_handle_t, which plays the role of an abstract
frame buffer, regardless of the frame memory is allocated inside ESP chip or in external LCD controller. Based on
the location of the frame buffer, the LCD panel allocation functions are mainly grouped into the following categories:

* RGB LCD panel -is simply based on a group of specific synchronous signals indicating where to start and

stop a frame.

e Controller based LCD panel involves multiple steps to get a panel handle, like bus allocation, IO

device registration and controller driver install.

After we get the LCD handle, the remaining LCD operations are the same for different LCD interfaces and vendors.

Application Example

LCD examples are located under: peripherals/lcd:

* Jpeg decoding and LCD display - peripherals/lcd/tjpgd
* LVGL porting and animation UI - peripherals/lcd/lvgl

API Reference

Header File
e components/hal/include/hal/lcd_types.h

Enumerations

enum lcd_clock_source_t
LCD clock source.

Note: User should select the clock source based on the real requirement:
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LCD clock source Features Power Management
LCD_CLK_SRC_PLL160M | High resolution ESP_PM_APB_FREQ_MAX lock
LCD_CLK_SRC_PLL240M | High resolution ESP_PM_APB_FREQ_MAX lock
LCD_CLK_SRC_APLL Configurable resolution | ESP_PM_NO_LIGHT_SLEEP lock
LCD_CLK_SRC_XTAL Medium resolution No PM lock

Values:

enumerator LCD_CLK_SRC_PLL160M
Select PLL160M as the source clock

enumerator LCD_CLK_SRC_PLL240M
Select PLL240M as the source clock

enumerator LCD_CLK_SRC_APLL
Select APLL as the source clock

enumerator LCD_CLK_SRC_XTAL
Select XTAL as the source clock

enum lcd_color_space_t
LCD color space.

Values:

enumerator LCD_COLOR_SPACE_RGB
Color space: RGB

enumerator LCD_COLOR_SPACE_YUV
Color space: YUV

enum lcd_color_range_t

LCD color range.

Values:

enumerator LCD_COLOR_RANGE_LIMIT

Limited color range

enumerator LCD_COLOR_RANGE_FULL

Full color range

enum led_yuv_sample_t
YUV sampling method.

Values:

enumerator LCD_YUV_SAMPLE_422
YUV 4:2:2 sampling
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enumerator LCD_YUV_SAMPLE_420
YUV 4:2:0 sampling

enumerator LCD_YUV_SAMPLE_411
YUV 4:1:1 sampling

enum led_yuv_conv_std_t

The standard used for conversion between RGB and YUV.

Values:

enumerator LCD_YUV_CONV_STD_BT601
YUV<->RGB conversion standard: BT.601

enumerator LCD_YUV_CONV_STD_BT709
YUV<->RGB conversion standard: BT.709

Header File

¢ components/esp_lcd/include/esp_lcd_types.h

Type Definitions

typedef struct esp_lcd_panel_io_t *esp_lecd_panel_io_handle_t
Type of LCD panel IO handle

typedef struct esp_lcd_panel_t *esp_lcd_panel_handle_t
Type of LCD panel handle

Enumerations

enum esp_lcd_color_space_t

LCD color space type definition.

Values:

enumerator ESP_LCD_COLOR_SPACE_RGB
Color space: RGB

enumerator ESP_LCD_COLOR_SPACE_BGR
Color space: BGR

enumerator ESP_LCD_COLOR_SPACE_MONOCHROME

Color space: monochrome

Header File

¢ components/esp_lcd/include/esp_lcd_panel_io.h
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Functions
esp_err_t esp_lcd_panel_io_rx_param (esp_lcd_panel_io_handle_t io, int Icd_cmd, void *param, size_t
param_size)

Transmit LCD command and receive corresponding parameters.

Note:  Commands sent by this function are short, so they are sent using polling transactions. The
function does not return before the command transfer is completed. If any queued transactions sent by
esp_lcd_panel_io_tx_color () are still pending when this function is called, this function will wait
until they are finished and the queue is empty before sending the command(s).

Parameters
* io —[in] LCD panel 10 handle, which is created by other factory API like
esp_lcd_new_panel_io_spi ()
* lcd_cmd —[in] The specific LCD command, set to -1 if no command needed
* param —[out] Buffer for the command data
e param_size —[in] Size of param buffer
Returns
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NOT_SUPPORTED if read is not supported by transport
¢ ESP_OK on success

esp_err_t esp_lcd_panel_io_tx_param (esp_lcd_panel_io_handle_t 1o, int lcd_cmd, const void *param,
size_t param_size)

Transmit LCD command and corresponding parameters.

Note: = Commands sent by this function are short, so they are sent using polling transactions. The
function does not return before the command transfer is completed. If any queued transactions sent by
esp_lcd_panel_io_tx_color () are still pending when this function is called, this function will wait
until they are finished and the queue is empty before sending the command(s).

Parameters
* io —[in] LCD panel 10 handle, which is created by other factory API like

esp_lcd_new_panel_io_spi ()

* led_cemd —[in] The specific LCD command, set to -1 if no command needed

» param —[in] Buffer that holds the command specific parameters, set to NULL if no pa-
rameter is needed for the command

* param_size —[in] Size of param in memory, in bytes, set to zero if no parameter is
needed for the command

Returns
* ESP_ERR_INVALID_ARG if parameter is invalid
e ESP_OK on success

esp_err_t esp_lecd_panel_io_tx_color (esp_lcd_panel_io_handle_t 1o, int lcd_cmd, const void *color,
size_t color_size)

Transmit LCD RGB data.

Note: This function will package the command and RGB data into a transaction, and push into a queue. The
real transmission is performed in the background (DMA-+interrupt). The caller should take care of the lifecycle
of the color buffer. Recycling of color buffer should be done in the callback on_color_trans_done ().

Parameters
* io -[in] LCD panel IO handle, which is created by factory API like

esp_lcd_new_panel_io_spi()
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* led_cmd [in] The specific LCD command, set to -1 if no command needed
¢ color [in] Buffer that holds the RGB color data
* color_size —[in] Size of color in memory, in bytes
Returns
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_OK on success

esp_err_t esp_lcd_panel_io_del (esp_lcd_panel_io_handle_t i0)
Destroy LCD panel 10 handle (deinitialize panel and free all corresponding resource)

Parameters io —[in] LCD panel 10 handle, which is created by factory API like
esp_lcd_new_panel_io_spi ()
Returns
* ESP_ERR_INVALID_ARG if parameter is invalid
¢ ESP_OK on success

esp_err_t esp_lcd_panel_io_register_event_callbacks (esp_lcd_panel_io_handle_t io, const
esp_lcd_panel_io_callbacks_t *cbs, void

*user_ctx)
Register LCD panel IO callbacks.

Parameters
* io -[in] LCD panel IO handle, which is created by factory API like

esp_lcd_new_panel_io_spi ()
e cbs —[in] structure with all LCD panel IO callbacks
* user_ctx —[in] User private data, passed directly to callback’ s user_ctx
Returns
* ESP_ERR_INVALID_ARG if parameter is invalid
e ESP_OK on success

esp_err_t esp_lcd_new_panel_io_spi (esp_lcd_spi_bus_handle_t bus, const esp_Ilcd_panel_io_spi_config_t
*i0_config, esp_lcd_panel_io_handle_t *ret_io)

Create LCD panel 10 handle, for SPI interface.

Parameters
¢ bus [in] SPI bus handle
* io_config —[in] IO configuration, for SPI interface
e ret_io —[out] Returned IO handle
Returns
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
¢ ESP_OK on success

esp_err_t esp_lcd_new_panel_io_i2c (esp_lcd_i2c_bus_handle_t bus, const
esp_lcd_panel_io_i2c_config_t *io_config,
esp_lcd_panel_io_handle_t *ret_io)

Create LCD panel 10 handle, for I2C interface.

Parameters
¢ bus [in] I2C bus handle
* io_config —[in] IO configuration, for I2C interface
e ret_io —[out] Returned IO handle
Returns
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
¢ ESP_OK on success

esp_err_t esp_led_new_i80_bus (const esp_Ilcd_i80_bus_config_t *bus_config, esp_lcd_i80_bus_handle_t
*ret_bus)

Create Intel 8080 bus handle.
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Parameters
* bus_config —[in] Bus configuration
¢ ret_bus —[out] Returned bus handle

Returns
* ESP_ERR_INVALID_ARG if parameter is invalid

* ESP_ERR_NO_MEM if out of memory
e ESP_ERR_NOT_FOUND if no free bus is available

¢ ESP_OK on success
esp_err_t esp_lecd_del_i80_bus (esp_lcd_iS80_bus_handle_t bus)
Destroy Intel 8080 bus handle.

Parameters bus —[in] Intel 8080 bus handle, created by esp_lcd_new_1i80_bus ()

Returns
* ESP_ERR_INVALID_ARG if parameter is invalid
e ESP_ERR_INVALID_STATE if there still be some device attached to the bus

¢ ESP_OK on success

esp_err_t esp_lcd_new_panel_io_i80 (esp_lcd_iSO_bus_handle_t bus, const
esp_lcd_panel_io_i80_config_t *io_config,
esp_lcd_panel_io_handle_t *ret_io)

Create LCD panel 10, for Intel 8080 interface.

Parameters
* bus —[in] Intel 8080 bus handle, created by esp_lcd_new_1i80_bus ()

* io_config —[in] IO configuration, for i80 interface
* ret_io —[out] Returned panel IO handle

Returns
» ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NOT_SUPPORTED if some configuration can’ t be satisfied, e.g. pixel clock

out of the range
* ESP_ERR_NO_MEM if out of memory
¢ ESP_OK on success

Structures

struct esp_lcd_panel_io_event_data_t
Type of LCD panel 10 event data.

struct esp_lcd_panel_io_callbacks_t
Type of LCD panel 10 callbacks.

Public Members

esp_lcd_panel_io_color_trans_done_cb_t on_color_trans_done

Callback invoked when color data transfer has finished

struct esp_lcd_panel_io_spi_config_t
Panel IO configuration structure, for SPI interface.

Public Members

int cs_gpio_num
GPIO used for CS line
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int de_gpio_num

GPIO used to select the D/C line, set this to -1 if the D/C line not controlled by manually pulling high/low
GPIO

int spi_mode
Traditional SPI mode (0~3)

unsigned int pclk_hz

Frequency of pixel clock

size_t trans_queue_depth

Size of internal transaction queue

esp_lcd_panel_io_color_trans_done_cb_t on_color_trans_done

Callback invoked when color data transfer has finished

void *user_ctx

User private data, passed directly to on_color_trans_done’ s user_ctx

int led_cmd_bits
Bit-width of LCD command

int led_param_bits
Bit-width of LCD parameter

unsigned int dc_as_cmd_phase

D/C line value is encoded into SPI transaction command phase

unsigned int dc_low_on_data

If this flag is enabled, DC line = 0 means transfer data, DC line = 1 means transfer command; vice versa

unsigned int octal_mode

transmit with octal mode (8 data lines), this mode is used to simulate Intel 8080 timing

unsigned int 1sb_£first
transmit LSB bit first

struct esp_lcd_panel_io_spi_config_t::[anonymous] £lags

Extra flags to fine-tune the SPI device

struct esp_lcd_panel_io_i2c_config_ t

Panel 10 configuration structure, for I2C interface.

Public Members

uint32_t dev_addr
12C device address
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esp_lcd_panel_io_color_trans_done_cb_t on_color_trans_done

Callback invoked when color data transfer has finished

void *user_ctx

User private data, passed directly to on_color_trans_done’ s user_ctx

size_t control_phase_bytes

12C LCD panel will encode control information (e.g. D/C selection) into control phase, in several bytes

unsigned int de_bit_offset
Offset of the D/C selection bit in control phase

int led_cmd_bits
Bit-width of LCD command

int led_param_bits
Bit-width of LCD parameter

unsigned int de_low_on_data

If this flag is enabled, DC line = 0 means transfer data, DC line = 1 means transfer command; vice versa

unsigned int disable_control_phase

If this flag is enabled, the control phase isn’ t used

struct esp_lcd_panel_io_i2c_config_t::[anonymous] £lags

Extra flags to fine-tune the 12C device

struct esp_lcd_i80_bus_config_t

LCD Intel 8080 bus configuration structure.

Public Members

int de_gpio_num
GPIO used for D/C line

int wr_gpio_num
GPIO used for WR line

led_clock_source_t clk_src
Clock source for the I80 LCD peripheral

int data_gpio_nums[(24)]
GPIOs used for data lines

size_tbus_width

Number of data lines, 8 or 16
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size_tmax_transfer_ bytes

Maximum transfer size, this determines the length of internal DMA link

size_t psram_trans_align

DMA transfer alignment for data allocated from PSRAM

size_t sram_trans_align

DMA transfer alignment for data allocated from SRAM

struct esp_lcd_panel_io_i80_config t

Panel 10 configuration structure, for intel 8080 interface.

Public Members

int cs_gpio_num

GPIO used for CS line, set to -1 will declaim exclusively use of 180 bus

unsigned int pclk_hz

Frequency of pixel clock

size_t trans_queue_depth

Transaction queue size, larger queue, higher throughput

esp_lcd_panel_io_color_trans_done_cb_t on_color_trans_done

Callback invoked when color data was transferred done

void *user_ctx

User private data, passed directly to on_color_trans_done’ s user_ctx

int led_cmd_bits
Bit-width of LCD command

int led_param_bits
Bit-width of LCD parameter

unsigned int de_idle_level
Level of DC line in IDLE phase

unsigned int de_cmd_level
Level of DC line in CMD phase

unsigned int de_dummy_level
Level of DC line in DUMMY phase

unsigned int de_data_level
Level of DC line in DATA phase
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struct esp_lcd_panel_io_i80_config_t::[anonymous] dc_levels

Each i80 device might have its own D/C control logic

unsigned int cs_active_high

If set, a high level of CS line will select the device, otherwise, CS line is low level active

unsigned int reverse_color_bits
Reverse the data bits, D[N:0] -> D[0:N]

unsigned int swap_color_bytes

Swap adjacent two color bytes

unsigned int pclk_active_neg

The display will write data lines when there’ s a falling edge on WR signal (a.k.a the PCLK)

unsigned int pclk_idle_low
The WR signal (a.k.a the PCLK) stays at low level in IDLE phase

struct esp_lcd_panel_io_i80_config_t::[anonymous] £lags
Panel 1O config flags

Type Definitions

typedef void *esp_lecd_spi_bus_handle_t
Type of LCD SPI bus handle

typedef void *esp_lecd_i2c_bus_handle_t
Type of LCD I2C bus handle

typedef struct esp_lcd_i80_bus_t *esp_lecd_i80_bus_handle_t
Type of LCD intel 8080 bus handle

typedef bool (*esp_lcd_panel_io_color_trans_done_cb_t)(esp_lcd_panel_io_handle_t panel_io,
esp_lcd_panel_io_event_data_t *edata, void *user_ctx)
Declare the prototype of the function that will be invoked when panel IO finishes transferring color data.
Param panel_io [in] LCD panel 10 handle, which is created by factory API like
esp_lcd_new_panel_io_spi ()
Param edata [in] Panel IO event data, fed by driver

Param user_ctx [in] User data, passed from esp_lcd_panel_io_xxx_config_t
Return Whether a high priority task has been waken up by this function

Header File

» components/esp_lcd/include/esp_lcd_panel_ops.h

Functions
esp_err_t esp_lcd_panel_reset (esp_lcd_panel_handle_t panel)

Reset LCD panel.

Note: Panel reset must be called before attempting to initialize the panel using esp_lcd_panel_init ().
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Parameters panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789 ()
Returns
¢ ESP_OK on success

esp_err_t esp_led_panel_init (esp_lcd_panel_handle_t panel)
Initialize LCD panel.

Note: Before calling this function, make sure the LCD panel has finished the reset stage by
esp_lcd_panel_reset ().

Parameters panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789 ()
Returns
* ESP_OK on success

esp_err_t esp_lcd_panel_del (esp_lcd_panel_handle_t panel)
Deinitialize the LCD panel.

Parameters panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789 ()
Returns
* ESP_OK on success

esp_err_t esp_lcd_panel_draw_bitmap (esp_lcd_panel_handle_t panel, int x_start, int y_start, int Xx_end,
int y_end, const void *color_data)

Draw bitmap on LCD panel.

Parameters

* panel [in] LCD panel handle, which is created by other factory API like

esp_lcd_new_panel_st7789 ()

* x_start —[in] Start index on x-axis (x_start included)

e y_start —[in] Start index on y-axis (y_start included)

e x_end —[in] End index on x-axis (X_end not included)

* y_end [in] End index on y-axis (y_end not included)

* color_data [in] RGB color data that will be dumped to the specific window range
Returns

* ESP_OK on success

esp_err_t esp_lcd_panel_mirror (esp_lcd_panel_handle_t panel, bool mirror_x, bool mirror_y)

Mirror the LCD panel on specific axis.

Note: Combined with esp_lcd_panel_swap_xy (), one can realize screen rotation

Parameters
* panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
* mirror_x —[in] Whether the panel will be mirrored about the x axis
* mirror_y —[in] Whether the panel will be mirrored about the y axis
Returns
¢ ESP_OK on success
» ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel

esp_err_t esp_led_panel_swap_xy (esp_lcd_panel_handle_t panel, bool swap_axes)

Swap/Exchange x and y axis.
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Note: Combined with esp_lcd_panel_mirror (), one can realize screen rotation

Parameters
* panel -[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789 ()
* swap_axes —[in] Whether to swap the x and y axis
Returns
e ESP_OK on success
* ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel

esp_err_t esp_lcd_panel_set_gap (esp_lcd_panel_handle_t panel, int X_gap, int y_gap)
Set extra gap in X and y axis.

The gap is the space (in pixels) between the left/top sides of the LCD panel and the first row/column respectively
of the actual contents displayed.

Note: Setting a gap is useful when positioning or centering a frame that is smaller than the LCD.

Parameters
* panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789 ()
* x_gap —[in] Extra gap on x axis, in pixels
* y_gap —[in] Extra gap on y axis, in pixels
Returns
* ESP_OK on success

esp_err_t esp_led_panel_invert_color (esp_lcd_panel_handle_t panel, bool invert_color_data)

Invert the color (bit-wise invert the color data line)

Parameters
* panel -[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
* invert_color_data —[in] Whether to invert the color data
Returns
* ESP_OK on success

esp_err_t esp_lcd_panel_disp_on_off (esp_lcd_panel_handle_t panel, bool on_off)
Turn on or off the display.
Parameters
e panel —[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
* on_off —[in] True to turns on display, False to turns off display
Returns
¢ ESP_OK on success
* ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel
esp_err_t esp_lcd_panel_disp_of€ (esp_lcd_panel_handle_t panel, bool off)
Turn off the display.

Deprecated:

This function has similar functionality to esp_lcd_panel_disp_on_off.

Parameters
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* panel -[in] LCD panel handle, which is created by other factory API like
esp_lcd_new_panel_st7789()
e off —[in] Whether to turn off the screen
Returns
e ESP_OK on success
* ESP_ERR_NOT_SUPPORTED if this function is not supported by the panel

Header File

¢ components/esp_lcd/include/esp_lcd_panel_rgb.h

Header File

e components/esp_lcd/include/esp_lcd_panel_vendor.h

Functions

esp_err_t esp_lcd_new_panel_st7789 (const esp_Ilcd_panel_io_handle_t io, const
esp_lcd_panel_dev_config_t *panel_dev_config,
esp_lcd_panel_handle_t *ret_panel)

Create LCD panel for model ST7789.

Parameters
* io —[in] LCD panel IO handle
* panel_dev_config [in] general panel device configuration
* ret_panel —[out] Returned LCD panel handle
Returns
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
* ESP_OK on success
esp_err_t esp_lcd_new_panel_nt35510 (const esp_lcd_panel_io_handle_t io, const
esp_lcd_panel_dev_config_t *panel_dev_config,
esp_lcd_panel_handle_t *ret_panel)

Create LCD panel for model NT35510.

Parameters
* io —[in] LCD panel IO handle
* panel_dev_config —[in] general panel device configuration
* ret_panel —[out] Returned LCD panel handle
Returns
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
e ESP_OK on success

esp_err_t esp_lcd_new_panel_ssd1306 (const esp_lcd_panel_io_handle_t io, const
esp_lcd_panel_dev_config_t *panel_dev_config,
esp_lcd_panel_handle_t *ret_panel)

Create LCD panel for model SSD1306.

Parameters
e io —[in] LCD panel IO handle
* panel_dev_config -[in] general panel device configuration
* ret_panel —[out] Returned LCD panel handle
Returns
* ESP_ERR_INVALID_ARG if parameter is invalid
* ESP_ERR_NO_MEM if out of memory
¢ ESP_OK on success
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Structures

struct esp_lcd_panel_dev_config_t

Configuration structure for panel device.

Public Members

int reset_gpio_num

GPIO used to reset the LCD panel, set to -1 if it” s not used

esp_lcd_color_space_t color_space

Set the color space used by the LCD panel

unsigned int bits_per_pixel
Color depth, in bpp

unsigned int reset_active_high

Setting this if the panel reset is high level active

struct esp_lcd_panel_dev_config_t::[anonymous] £lags

LCD panel config flags

void *vendor_config

vendor specific configuration, optional, left as NULL if not used

2.2.11 LED Control (LEDC)

Introduction

The LED control (LEDC) peripheral is primarily designed to control the intensity of LEDs, although it can also be
used to generate PWM signals for other purposes. It has 8 channels which can generate independent waveforms that
can be used, for example, to drive RGB LED devices.

The PWM controller can automatically increase or decrease the duty cycle gradually, allowing for fades without any
processor interference.

Functionality Overview

Setting up a channel of the LEDC is done in three steps. Note that unlike ESP32, ESP32-S2 only supports configuring
channels in “low speed” mode.

1. Timer Configuration by specifying the PWM signal’ s frequency and duty cycle resolution.

2. Channel Configuration by associating it with the timer and GPIO to output the PWM signal.

3. Change PWM Signal that drives the output in order to change LED’ s intensity. This can be done under the
full control of software or with hardware fading functions.

As an optional step, it is also possible to set up an interrupt on fade end.
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Fig. 7: Key Settings of LED PWM Controller’ s API

Timer Configuration Setting the timer is done by calling the function Iedc_timer_config () and passing
the data structure 1edc_timer_config_t that contains the following configuration settings:

* Speed mode (value must be LEDC__LOW_SPEED_MODE)
e Timer number Iedc_timer_ t

* PWM signal frequency

¢ Resolution of PWM duty

The frequency and the duty resolution are interdependent. The higher the PWM frequency, the lower the duty
resolution which is available, and vice versa. This relationship might be important if you are planning to use this API
for purposes other than changing the intensity of LEDs. For more details, see Section Supported Range of Frequency
and Duty Resolutions.

Channel Configuration When the timer is set up, configure the desired channel (one out of 1edc_channel_t).
This is done by calling the function 1edc_channel_config().

Similar to the timer configuration, the channel setup function should be passed a structure
ledc_channel_config_t that contains the channel’ s configuration parameters.

At this point, the channel should start operating and generating the PWM signal on the selected GPIO, as configured
in ledc_channel_config_t, with the frequency specified in the timer settings and the given duty cycle. The
channel operation (signal generation) can be suspended at any time by calling the function 1edc_stop ().

Change PWM Signal Once the channel starts operating and generating the PWM signal with the constant duty
cycle and frequency, there are a couple of ways to change this signal. When driving LEDs, primarily the duty cycle
is changed to vary the light intensity.

The following two sections describe how to change the duty cycle using software and hardware fading. If required,
the signal’ s frequency can also be changed; it is covered in Section Change PWM Frequency.

Note: All the timers and channels in the ESP32-S2’ s LED PWM Controller only support low speed mode. Any
change of PWM settings must be explicitly triggered by software (see below).
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Change PWM Duty Cycle Using Software To set the duty cycle, use the dedicated function
ledc_set_duty (). After that, call ledc_update_duty () to activate the changes. To check the
currently set value, use the corresponding _get_ function ledc_get_duty ().

Another way to set the duty cycle, as well as some other channel parameters, is by calling
ledc_channel_config () covered in Section Channel Configuration.

The range of the duty cycle values passed to functions depends on selected duty_resolution and should be
from 0 to (2 ** duty_resolution) - 1. Forexample, if the selected duty resolution is 10, then the duty
cycle values can range from 0 to 1023. This provides the resolution of ~0.1%.

Change PWM Duty Cycle using Hardware The LEDC hardware provides the means to gradually transition from
one duty cycle value to another. To use this functionality, enable fading with ledc_fade_func_install ()
and then configure it by calling one of the available fading functions:

e Jedc _set_fade with _time()
e ledc_set_fade_with_step()
e Jedc_set_fade ()

Start fading with Iedc_ fade_start (). A fade can be operated in blocking or non-blocking mode, please check
ledc_fade_mode_t for the difference between the two available fade modes. Note that with either fade mode,
the next fade or fixed-duty update will not take effect until the last fade finishes.

To get a notification about the completion of a fade operation, a fade end callback function can be registered for each
channel by calling ledc_cb_register () after the fade service being installed. The fade end callback prototype
is defined in 1edc_cb_ t, where you should return a boolean value from the callback function, indicating whether a
high priority task is woken up by this callback function. It is worth mentioning, the callback and the function invoked
by itself should be placed in IRAM, as the interrupt service routine is in IRAM. ledc_cb_register () will print
a warning message if it finds the addresses of callback and user context are incorrect.

If not required anymore, fading and an associated interrupt can be disabled with
ledc_fade_func_uninstall ().

Change PWM Frequency The LEDC API provides several ways to change the PWM frequency ‘“on the fly” :

* Set the frequency by calling ledc_set_freqg (). Thereis a corresponding function ledc_get_freq()
to check the current frequency.

* Change the frequency and the duty resolution by calling Iedc_bind_channel_timer () to bind some
other timer to the channel.

* Change the channel’ s timer by calling Iedc_channel_config().

More Control Over PWM There are several lower level timer-specific functions that can be used to change PWM
settings:

e Jedc _timer_set ()

e ledc_timer_rst()

e ledc_timer_pause ()
e Jedc_timer_resume ()

The first two functions are called “behind the scenes” by ledc_channel_config () to provide a startup of a
timer after it is configured.

Use Interrupts When configuring an LEDC channel, one of the parameters selected within
ledc_channel_config_tis ledc_intr_type_t which triggers an interrupt on fade completion.

For registration of a handler to address this interrupt, call ledc_isr_register ().
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Supported Range of Frequency and Duty Resolutions

The LED PWM Controller is designed primarily to drive LEDs. It provides a large flexibility of PWM duty cycle
settings. For instance, the PWM frequency of 5 kHz can have the maximum duty resolution of 13 bits. This means
that the duty can be set anywhere from 0 to 100% with a resolution of ~0.012% (2 ** 13 = 8192 discrete levels of the
LED intensity). Note, however, that these parameters depend on the clock signal clocking the LED PWM Controller
timer which in turn clocks the channel (see timer configuration and the ESP32-S2 Technical Reference Manual > LED
PWM Controller (LEDC) [PDF)).

The LEDC can be used for generating signals at much higher frequencies that are sufficient enough to clock other
devices, e.g., a digital camera module. In this case, the maximum available frequency is 40 MHz with duty resolution
of 1 bit. This means that the duty cycle is fixed at 50% and cannot be adjusted.

The LEDC API is designed to report an error when trying to set a frequency and a duty resolution that exceed the
range of LEDC’ s hardware. For example, an attempt to set the frequency to 20 MHz and the duty resolution to 3
bits will result in the following error reported on a serial monitor:

E (196) ledc: requested frequency and duty resolution cannot be achieved, try.
—reducing freq _hz or duty_resolution. div_param=128

In such a situation, either the duty resolution or the frequency must be reduced. For example, setting the duty
resolution to 2 will resolve this issue and will make it possible to set the duty cycle at 25% steps, i.e., at 25%, 50%
or 75%.

The LEDC driver will also capture and report attempts to configure frequency / duty resolution combinations that are
below the supported minimum, e.g.:

E (196) ledc: requested frequency and duty resolution cannot be achieved, try.
—~increasing freq_hz or duty_resolution. div_param=128000000

The duty resolution is normally set using 1edc_timer_ bit_t. This enumeration covers the range from 10 to 15
bits. If a smaller duty resolution is required (from 10 down to 1), enter the equivalent numeric values directly.

Application Example

The LEDC change duty cycle and fading control example: peripherals/ledc/ledc_fade.
The LEDC basic example: peripherals/ledc/ledc_basic.

API Reference

Header File

» components/driver/include/driver/ledc.h

Functions
esp_err_t lede_channel_config (const ledc_channel_config_t *ledc_conf)

LEDC channel configuration Configure LEDC channel with the given channel/output
gpio_num/interrupt/source timer/frequency(Hz)/LEDC duty resolution.

Parameters ledc_conf —Pointer of LEDC channel configure struct
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
esp_err_t ledc_timer_config (const ledc_timer_config_t *timer_conf)

LEDC timer configuration Configure LEDC timer with the given source timer/frequency(Hz)/duty_resolution.
Parameters timer_conf —Pointer of LEDC timer configure struct

Returns
e ESP_OK Success
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e ESP_ERR_INVALID_ ARG Parameter error
» ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the
current duty_resolution.
esp_err_t ledc_update_duty (ledc_mode_t speed_mode, ledc_channel_t channel)
LEDC update channel parameters.

Note: Call this function to activate the LEDC updated parameters. After ledc_set_duty, we need to call this
function to update the settings. And the new LEDC parameters don’ t take effect until the next PWM cycle.

Note: ledc_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API is
ledc_set_duty_and_update

Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
Returns
e ESP_OK Success
e ESP_ERR_INVALID ARG Parameter error

esp_err_t ledc_set_pin (int gpio_num, ledc_mode_t speed_mode, ledc_channel_t ledc_channel)
Set LEDC output gpio.

Deprecated:
This function is redundant, please use ledc_channel_config to set gpio pins.

Parameters
* gpio_num -The LEDC output gpio
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* ledc_channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t
Returns
* ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t ledc_stop (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t idle_level)
LEDC stop. Disable LEDC output, and set idle level.

Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
* idle_level —Set output idle level after LEDC stops.
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t ledc_set_freq (ledc_mode_t speed_mode, ledc_timer_t timer_num, uint32_t freq_hz)
LEDC set channel frequency (Hz)
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Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* timer_ num -LEDC timer index (0-3), select from ledc_timer_t
» freq hz —Set the LEDC frequency
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error
* ESP_FAIL Can not find a proper pre-divider number base on the given frequency and the
current duty_resolution.

uint32_t lede_get_freq (ledc_mode_t speed_mode, ledc_timer_t timer_num)
LEDC get channel frequency (Hz)

Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* timer_ num -LEDC timer index (0-3), select from ledc_timer_t
Returns
* 0 error
¢ Others Current LEDC frequency

esp_err_t ledc_set_duty_with_hpoint (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty,
uint32_t hpoint)

LEDC set duty and hpoint value Only after calling ledc_update_duty will the duty update.

Note: ledc_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API is
ledc_set_duty_and_update

Note: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
e duty —Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution) - 1]
* hpoint —Set the LEDC hpoint value(max: Oxfffff)
Returns
e ESP_OK Success
e ESP_ERR_INVALID_ ARG Parameter error

int ledc_get_hpoint (ledc_mode_t speed_mode, ledc_channel_t channel)
LEDC get hpoint value, the counter value when the output is set high level.

Parameters
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
Returns
 LEDC_ERR_VAL if parameter error
* Others Current hpoint value of LEDC channel
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esp_err_t lede_set_duty (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty)

LEDC set duty This function do not change the hpoint value of this channel. if needed, please call
ledc_set_duty_with_hpoint. only after calling ledc_update_duty will the duty update.

Note: ledc_set_duty, ledc_set_duty_with_hpoint and ledc_update_duty are not thread-safe, do not call these
functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API is
ledc_set_duty_and_update.

Note: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
* duty —Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution) - 1]
Returns
* ESP_OK Success
e ESP_ ERR _INVALID ARG Parameter error

uint32_t ledec_get_duty (ledc_mode_t speed_mode, ledc_channel_t channel)

LEDC get duty This function returns the duty at the present PWM cycle. You shouldn’ t expect the function
to return the new duty in the same cycle of calling ledc_update_duty, because duty update doesn’ t take effect
until the next cycle.

Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
Returns
 LEDC_ERR_DUTY if parameter error
* Others Current LEDC duty

esp_err_t lede_set_fade (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty,
ledc_duty_direction_t fade_direction, uint32_t step_num, uint32_t duty_cycle_num,
uint32_t duty_scale)

LEDC set gradient Set LEDC gradient, After the function calls the ledc_update_duty function, the function
can take effect.

Note: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Parameters

* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.

e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t

e duty -Set the start of the gradient duty, the range of duty setting is [0,
(2**duty_resolution) - 1]

* fade_direction —Set the direction of the gradient

* step_num —Set the number of the gradient

* duty_cycle_num —Set how many LEDC tick each time the gradient lasts
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* duty_scale —Set gradient change amplitude
Returns

¢ ESP_OK Success

e ESP_ERR_INVALID_ARG Parameter error

esp_err_t lede_isr_register (void (*fn)(void*), void *arg, int intr_alloc_flags, ledc_isr_handle_t *handle)

Register LEDC interrupt handler, the handler is an ISR. The handler will be attached to the same CPU core
that this function is running on.

Parameters
* fn —Interrupt handler function.
* arg —User-supplied argument passed to the handler function.
* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
* handle —Pointer to return handle. If non-NULL, a handle for the interrupt will be re-
turned here.
Returns
e ESP_OK Success
* ESP_ERR_INVALID_ARG Function pointer error.

esp_err_t lede_timer_set (ledc_mode_t speed_mode, ledc_timer_t timer_sel, uint32_t clock_divider,
uint32_t duty_resolution, ledc_clk_src_t clk_src)

Configure LEDC settings.

Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e timer_sel —Timer index (0-3), there are 4 timers in LEDC module
e clock_divider —Timer clock divide value, the timer clock is divided from the selected
clock source
* duty_resolution —Resolution of duty setting in number of bits. The range of duty
values is [0, (2**duty_resolution)]
* clk_src —Select LEDC source clock.
Returns
e (-1) Parameter error
e Other Current LEDC duty

esp_err_t ledc_timer_rst (ledc_mode_t speed_mode, ledc_timer_t timer_sel)
Reset LEDC timer.

Parameters
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* timer_sel —-LEDC timer index (0-3), select from ledc_timer_t
Returns
e ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success

esp_err_t lede_timer_pause (ledc_mode_t speed_mode, ledc_timer_t timer_sel)

Pause LEDC timer counter.

Parameters
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e timer_sel -LEDC timer index (0-3), select from ledc_timer_t
Returns
e ESP_ERR_INVALID_ ARG Parameter error
* ESP_OK Success

esp_err_t ledc_timer_resume (ledc_mode_t speed_mode, ledc_timer_t timer_sel)
Resume LEDC timer.
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Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* timer_sel -LEDC timer index (0-3), select from ledc_timer_t
Returns
e ESP_ERR_INVALID ARG Parameter error
e ESP_OK Success

esp_err_t ledc_bind_channel_timer (ledc_mode_t speed_mode, ledc_channel_t channel, ledc_timer_t
timer_sel)

Bind LEDC channel with the selected timer.

Parameters
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
* timer_sel -LEDC timer index (0-3), select from ledc_timer_t
Returns
e ESP_ERR_INVALID_ ARG Parameter error
* ESP_OK Success

esp_err_t ledc_set_fade_with_step (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t
target_duty, uint32_t scale, uint32_t cycle_num)

Set LEDC fade function.

Note: Call ledc_fade_func_install() once before calling this function. Call ledc_fade_start() after this to start
fading.

Note: ledc_set_fade_with_step, ledc_set_fade_with_time and ledc_fade_start are not thread-safe, do not call
these functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API
is ledc_set_fade_step_and_start

Note: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode. ,
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
* target_duty —Target duty of fading [0, (2**duty_resolution) - 1]
* scale —Controls the increase or decrease step scale.
* cycle_num -increase or decrease the duty every cycle_num cycles
Returns
e ESP_ERR_INVALID_ ARG Parameter error
* ESP_OK Success
e ESP_ERR_INVALID_STATE Fade function not installed.
¢ ESP_FAIL Fade function init error

esp_err_t ledc_set_fade_with_time (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t
target_duty, int max_fade_time_ms)

Set LEDC fade function, with a limited time.

Espressif Systems 374 Release v4.4.5
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.5

Chapter 2. API Reference

Note: Call ledc_fade_func_install() once before calling this function. Call ledc_fade_start() after this to start
fading.

Note: ledc_set_fade_with_step, ledc_set_fade_with_time and ledc_fade_start are not thread-safe, do not call
these functions to control one LEDC channel in different tasks at the same time. A thread-safe version of API
is ledc_set_fade_step_and_start

Note: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Parameters
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode. ,
¢ channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t
* target_duty —Target duty of fading [0, (2**duty_resolution) - 1]
* max_fade_time_ms —The maximum time of the fading ( ms ).
Returns
e ESP_ERR_INVALID_ ARG Parameter error
* ESP_OK Success
e ESP_ERR_INVALID STATE Fade function not installed.
¢ ESP_FAIL Fade function init error

esp_err_t ledc_fade_func_install (int intr_alloc_flags)
Install LEDC fade function. This function will occupy interrupt of LEDC module.
Parameters intr_alloc_flags —Flags used to allocate the interrupt. One or multiple
(ORred) ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.
Returns
e ESP_OK Success
* ESP_ERR_INVALID_STATE Fade function already installed.
void ledc_fade_func_uninstall (void)
Uninstall LEDC fade function.

esp_err_t ledc_fade_start (ledc_mode_t speed_mode, ledc_channel_t channel, ledc_fade_mode_t
fade_mode)

Start LEDC fading.

Note: Call ledc_fade func_install() once before calling this function. Call this API right after
ledc_set_fade_with_time or ledc_set_fade_with_step before to start fading.

Note: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
* channel -LEDC channel number
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» fade_mode —Whether to block until fading done. See ledc_types.h ledc_fade_mode_t
for more info. Note that this function will not return until fading to the target duty if
LEDC_FADE_WAIT_DONE mode is selected.

Returns

e ESP_OK Success

e ESP_ERR_INVALID STATE Fade function not installed.

e ESP_ERR_INVALID_ARG Parameter error.

esp_err_t ledc_set_duty_and_update (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t duty,
uint32_t hpoint)

A thread-safe API to set duty for LEDC channel and return when duty updated.

Note: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Parameters
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
e duty —Set the LEDC duty, the range of duty setting is [0, (2**duty_resolution) - 1]
* hpoint —Set the LEDC hpoint value(max: Oxfffff)

esp_err_t ledc_set_fade_time_and_start (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t
target_duty, uint32_t max_fade_time_ms, ledc_fade_mode_t
fade_mode)

A thread-safe API to set and start LEDC fade function, with a limited time.

Note: Call ledc_fade_func_install() once, before calling this function.

Note: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Parameters
» speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
¢ channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel t
* target_duty —Target duty of fading [0, (2**duty_resolution) - 1]
* max_fade_time_ms —The maximum time of the fading ( ms ).
» fade_mode —choose blocking or non-blocking mode
Returns
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
« ESP_ERR_INVALID_STATE Fade function not installed.
e ESP_FAIL Fade function init error

esp_err_t ledc_set_fade_step_and_start (ledc_mode_t speed_mode, ledc_channel_t channel, uint32_t
target_duty, uint32_t scale, uint32_t cycle_num,
ledc_fade_mode_t fade_mode)

A thread-safe API to set and start LEDC fade function.
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Note: Call ledc_fade_func_install() once before calling this function.

Note: If a fade operation is running in progress on that channel, the driver would not allow it to be stopped.
Other duty operations will have to wait until the fade operation has finished.

Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
* target_duty Target duty of fading [0, (2**duty_resolution) - 1]
* scale —Controls the increase or decrease step scale.
* cycle_num -increase or decrease the duty every cycle_num cycles
» fade_mode —choose blocking or non-blocking mode
Returns
e ESP_ERR_INVALID_ARG Parameter error
e ESP_OK Success
« ESP_ERR_INVALID_STATE Fade function not installed.
¢ ESP_FAIL Fade function init error

esp_err_t ledc_cb_register (ledc_mode_t speed_mode, ledc_channel_t channel, ledc_cbs_t *cbs, void
*user_arg)

LEDC callback registration function.

Note: The callback is called from an ISR, it must never attempt to block, and any FreeRTOS API called must
be ISR capable.

Parameters
* speed_mode —Select the LEDC channel group with specified speed mode. Note that
not all targets support high speed mode.
e channel -LEDC channel index (0 - LEDC_CHANNEL_MAX-1), select from
ledc_channel_t
* cbs —Group of LEDC callback functions
* user_arg —user registered data for the callback function
Returns
* ESP_ERR_INVALID_ARG Parameter error
* ESP_OK Success
¢ ESP_ERR_INVALID_STATE Fade function not installed.
e ESP_FAIL Fade function init error

Structures

struct ledc_channel_config_t

Configuration parameters of LEDC channel for ledc_channel_config function.

Public Members

int gpio_num

the LEDC output gpio_num, if you want to use gpiol6, gpio_num = 16
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ledc_mode_t speed_mode

LEDC speed speed_mode, high-speed mode or low-speed mode

ledc_channel_t channel
LEDC channel (0 - 7)

ledc_intr_type_t intr_type

configure interrupt, Fade interrupt enable or Fade interrupt disable

ledc_timer_t timer_sel

Select the timer source of channel (0 - 3)

uint32_t duty
LEDC channel duty, the range of duty setting is [0, (2**duty_resolution)]

int hpoint
LEDC channel hpoint value, the max value is Oxftfff

unsigned int output_invert

Enable (1) or disable (0) gpio output invert

struct ledc_channel_config_t::[anonymous] £lags
LEDC flags

struct ledc_timer_config_ t

Configuration parameters of LEDC Timer timer for ledc_timer_config function.

Public Members

ledc_mode_t speed_mode

LEDC speed speed_mode, high-speed mode or low-speed mode

ledc_timer_bit_t duty_resolution

LEDC channel duty resolution

ledc_timer_bit_t bit_num

Deprecated in ESP-IDF 3.0. This is an alias to ‘duty_resolution’ for backward compatibility with
ESP-IDF 2.1

ledc_timer_t timer_num

The timer source of channel (0 - 3)

uint32_t freq_hz
LEDC timer frequency (Hz)

ledc_clk_cfg_t clk_cfg

Configure LEDC source clock. For low speed channels and high speed channels, you can specify the
source clock using LEDC_USE_REF_TICK, LEDC_USE_APB_CLK or LEDC_AUTO_CLK. For low
speed channels, you can also specify the source clock using LEDC_USE_RTC8M_CLK, in this case, all
low speed channel’ s source clock must be RTC8M_CLK
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struct ledc_cb_param_t
LEDC callback parameter.

Public Members

ledc_cb_event_t event

Event name

uint32_t speed_mode

Speed mode of the LEDC channel group

uint32_t channel
LEDC channel (0 - LEDC_CHANNEL_MAX-1)

uint32_t duty

LEDC current duty of the channel, the range of duty is [0, (2**duty_resolution) - 1]

struct ledc_cbs_t
Group of supported LEDC callbacks.

Note: The callbacks are all running under ISR environment

Public Members

ledc_cb_t £ade_cb
LEDC fade_end callback function

Macros

LEDC_APB_CLK_HZ

LEDC_REF_CLK_HZ

LEDC_ERR_DUTY

LEDC_ERR_VAL

Type Definitions

typedef intr_handle_t ledc_isr handle_t

typedef bool (*1edc_cb_t)(const ledc_cb_param_t *param, void *user_arg)
Type of LEDC event callback.
Param param LEDC callback parameter

Param user_arg User registered data
Return Whether a high priority task has been waken up by this function
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Enumerations

enum ledc_cb_event_t
LEDC callback event type.

Values:

enumerator LEDC_FADE_END_EVT
LEDC fade end event

Header File

» components/hal/include/hal/ledc_types.h

Enumerations
enum ledc_mode_t

Values:

enumerator LEDC_LOW_SPEED_MODE
LEDC low speed speed_mode

enumerator LEDC_SPEED_MODE_MAX
LEDC speed limit

enum ledc_intr_type_t

Values:

enumerator LEDC_INTR_DISABLE
Disable LEDC interrupt

enumerator LEDC__INTR_FADE_END
Enable LEDC interrupt

enumerator LEDC__INTR_MAX

enum ledc_duty direction_t

Values:

enumerator LEDC_DUTY_DIR_ DECREASE
LEDC duty decrease direction

enumerator LEDC_DUTY_DIR_INCREASE
LEDC duty increase direction

enumerator LEDC_DUTY_DIR_ MAX

enum ledc_slow_clk_sel_t

Values:
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enum

enum

enum

enumerator LEDC_SLOW_CLK_RTC8M
LEDC low speed timer clock source is 8MHz RTC clock

enumerator LEDC_SLOW_CLK_APB
LEDC low speed timer clock source is 80MHz APB clock

enumerator LEDC_SLOW_CLK_XTAL
LEDC low speed timer clock source XTAL clock

ledc_clk_cfg_t

In theory, the following enumeration shall be placed in LEDC driver’ s header. However, as the next enu-
meration, ledc_clk_src_t, makes the use of some of these values and to avoid mutual inclusion of the
headers, we must define it here.

Values:

enumerator LEDC_AUTO_CLK

The driver will automatically select the source clock(REF_TICK or APB) based on the giving resolution
and duty parameter when init the timer

enumerator LEDC_USE_APB_CLK
LEDC timer select APB clock as source clock

enumerator LEDC_USE_RTC8M_CLK

LEDC timer select RTC8M_CLK as source clock. Only for low speed channels and this parameter must
be the same for all low speed channels

enumerator LEDC_USE_REF_TICK
LEDC timer select REF_TICK clock as source clock

enumerator LEDC_USE_XTAL_CLK
LEDC timer select XTAL clock as source clock

ledc_clk_src_t

Values:

enumerator LEDC_REF_TICK
LEDC timer clock divided from reference tick (1Mhz)

enumerator LEDC_APB_CLK
LEDC timer clock divided from APB clock (80Mhz)

enumerator LEDC_ SCLK

Selecting this value for LEDC_TICK_SEL_TIMER let the hardware take its source clock from
LEDC_APB_CLK_SEL

ledc_timer_t

Values:
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enumerator LEDC_TIMER_O
LEDC timer 0O

enumerator LEDC_TIMER_1
LEDC timer 1

enumerator LEDC_TIMER_2
LEDC timer 2

enumerator LEDC_TIMER_3
LEDC timer 3

enumerator LEDC_TIMER_MAX

enum ledc_channel_t

Values:

enumerator LEDC_CHANNEL_O
LEDC channel 0

enumerator LEDC_CHANNEL_1
LEDC channel 1

enumerator LEDC_CHANNEL_2
LEDC channel 2

enumerator LEDC_CHANNEL_3
LEDC channel 3

enumerator LEDC_CHANNEL_4
LEDC channel 4

enumerator LEDC_CHANNEL_5
LEDC channel 5

enumerator LEDC_CHANNEL_ 6
LEDC channel 6

enumerator LEDC_CHANNEL_ 7
LEDC channel 7

enumerator LEDC_ CHANNEL_MAX

enum ledc_timer_bit_t

Values:

enumerator LEDC_TIMER_1_BIT
LEDC PWM duty resolution of 1 bits
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enumerator LEDC_TIMER_2_BIT
LEDC PWM duty resolution of 2 bits

enumerator LEDC_TIMER_3_BIT
LEDC PWM duty resolution of 3 bits

enumerator LEDC_TIMER_4_BIT
LEDC PWM duty resolution of 4 bits

enumerator LEDC_TIMER_5_BIT
LEDC PWM duty resolution of 5 bits

enumerator LEDC_TIMER_6_BIT
LEDC PWM duty resolution of 6 bits

enumerator LEDC_TIMER_7_BIT
LEDC PWM duty resolution of 7 bits

enumerator LEDC_TIMER_8_BIT
LEDC PWM duty resolution of 8 bits

enumerator LEDC_TIMER_9_BIT
LEDC PWM duty resolution of 9 bits

enumerator LEDC_TIMER_10_BIT
LEDC PWM duty resolution of 10 bits

enumerator LEDC_TIMER_11_BIT
LEDC PWM duty resolution of 11 bits

enumerator LEDC_TIMER_12_ BIT
LEDC PWM duty resolution of 12 bits

enumerator LEDC_TIMER_13_BIT
LEDC PWM duty resolution of 13 bits

enumerator LEDC_TIMER_14_BIT
LEDC PWM duty resolution of 14 bits

enumerator LEDC_TIMER_BIT MAX

enum ledc_fade_mode_t

Values:

enumerator LEDC_FADE_NO_WAIT

LEDC fade function will return immediately

enumerator LEDC_FADE_WAIT_DONE
LEDC fade function will block until fading to the target duty
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enumerator LEDC_FADE_MAX

2.2.12 Pulse Counter (PCNT)
Introduction

The PCNT (Pulse Counter) module is designed to count the number of rising and/or falling edges of an input signal.
Each pulse counter unit has a 16-bit signed counter register and two channels that can be configured to either increment
or decrement the counter. Each channel has a signal input that accepts signal edges to be detected, as well as a control
input that can be used to enable or disable the signal input. The inputs have optional filters that can be used to discard
unwanted glitches in the signal.

Functionality Overview

Description of functionality of this API has been broken down into four sections:

 Configuration - describes counter’ s configuration parameters and how to setup the counter.

* Operating the Counter - provides information on control functions to pause, measure and clear the counter.
* Filtering Pulses - describes options to filtering pulses and the counter control signals.

* Using Interrupts - presents how to trigger interrupts on specific states of the counter.

Configuration

The PCNT module has 4 independent counting “units” numbered from O to 3. In the API they are referred
to using pcnt_unit_t. Each unit has two independent channels numbered as O and 1 and specified with
pcnt_channel_t.

The configuration is provided separately per unit’ s channel using pcnt_config_t and covers:

 The unit and the channel number this configuration refers to.

¢ GPIO numbers of the pulse input and the pulse gate input.

e Two pairs of parameters: pcnt_ctrl_mode_t and pcnt_count_mode_t to define how the counter
reacts depending on the the status of control signal and how counting is done positive / negative edge of the
pulses.

e Two limit values (minimum / maximum) that are used to establish watchpoints and trigger interrupts when the
pulse count is meeting particular limit.

Setting up of particular channel is then done by calling a function pcnt_unit_config() with above
pcnt_config_t asthe input parameter.

To disable the pulse or the control input pin in configuration, provide PCNT_P IN_NOT_USED instead of the GPIO
number.

Operating the Counter
After doing setup with pcnt_unit_config (), the counter immediately starts to operate. The accumulated pulse
count can be checked by calling pcnt_get_counter_value().

There are couple of functions that allow to control the counter’ s operation: pcnt_counter_pause (),
pcnt_counter_resume () and pcnt_counter_clear ()

It is also possible to dynamically change the previously set up counter modes with pcnt_unit_config() by
calling pcnt_set_mode ().

If desired, the pulse input pin and the control input pin may be changed “on the fly” using pcnt_set_pin ().
To disable particular input provide as a function parameter PCNT_PIN_NOT_USED instead of the GPIO number.
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Note: For the counter not to miss any pulses, the pulse duration should be longer than one APB_CLK cycle (12.5
ns). The pulses are sampled on the edges of the APB_CLK clock and may be missed, if fall between the edges. This
applies to counter operation with or without a filer.

Filtering Pulses
The PCNT unit features filters on each of the pulse and control inputs, adding the option to ignore short glitches in
the signals.

The length of ignored pulses is provided in APB_CLK clock cycles by calling pcnt_set_filter value().
The current filter setting may be checked with pcnt_get_filter_value (). The APB_CLK clock is running
at 80 MHz.

The filter is put into operation / suspended by calling pcnt_filter_enable() [/
pcnt_filter_disable().

Using Interrupts
There are five counter state watch events, defined in pcnt_evt_type_ t, that are able to trigger an interrupt. The
event happens on the pulse counter reaching specific values:

e Minimum or maximum count values: counter_1_lim or counter_h_lim provided in
pcnt_config_t as discussed in Configuration

 Threshold O or Threshold 1 values set using function pcnt_set_event_value ().

¢ Pulse count =0

To register, enable or disable an interrupt to service the above events, call pcnt_isr_register (),
pcnt_intr_enable (). and pcnt_intr_disable (). To enable or disable events on reaching threshold
values, you will also need to call functions pcnt_event_enable () and pcnt_event_disable ().

In order to check what are the threshold values currently set, use function pcnt_get_event_value ().
Application Example

 Pulse counter with control signal and event interrupt example: peripherals/pcnt/pulse_count_event.
* Parse the signal generated from rotary encoder: peripherals/pcnt/rotary_encoder.

API Reference

Header File

» components/driver/include/driver/pcnt.h

Functions
esp_err_t pent_unit_config (const pcnt_config_t *pent_config)

Configure Pulse Counter unit.

Note: This function will disable three events: PCNT_EVT L_LIM, PCNT_EVT_H_LIM,
PCNT_EVT_ZERO.

Parameters pcnt_config —Pointer of Pulse Counter unit configure parameter
Returns

* ESP_OK Success

* ESP_ERR_INVALID_STATE pcnt driver already initialized
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e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t pent_get_counter_value (pcnt_unit_t pent_unit, int16_t *count)

Get pulse counter value.

Parameters
e pent_unit —Pulse Counter unit number
* count —Pointer to accept counter value
Returns
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID ARG Parameter error

esp_err_t pent_counter_pause (pcnt_unit_t pent_unit)
Pause PCNT counter of PCNT unit.

Parameters pent_unit —PCNT unit number

Returns
¢ ESP_OK Success
o ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pecnt_counter_resume (pcnt_unit_t pcnt_unit)

Resume counting for PCNT counter.

Parameters pcnt_unit —PCNT unit number, select from pent_unit_t
Returns
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t pent_counter_clear (pcnt_unit_t pent_unit)
Clear and reset PCNT counter value to zero.
Parameters pcent_unit —PCNT unit number, select from pent_unit_t
Returns
¢ ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error
esp_err_t pent_intr_enable (pcnt_unit_t pent_unit)
Enable PCNT interrupt for PCNT unit.

Note: Each Pulse counter unit has five watch point events that share the same interrupt. Configure events
with pent_event_enable() and pent_event_disable()

Parameters pcnt_unit —PCNT unit number

Returns
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_intr_disable (pcent_unit_t pent_unit)
Disable PCNT interrupt for PCNT unit.

Parameters pcnt_unit —PCNT unit number

Returns
¢ ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error
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esp_err_t pent_event_enable (pcnt_unit_t unit, pcnt_evt_type_t evt_type)
Enable PCNT event of PCNT unit.

Parameters
¢ unit —PCNT unit number
* evt_type —Watch point event type. All enabled events share the same interrupt (one
interrupt per pulse counter unit).
Returns
* ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t pent_event_disable (pcnt_unit_t unit, pcnt_evt_type_t evt_type)
Disable PCNT event of PCNT unit.

Parameters
e unit —PCNT unit number
* evt_type —Watch point event type. All enabled events share the same interrupt (one
interrupt per pulse counter unit).
Returns
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID ARG Parameter error

esp_err_t pent_set_event_value (pent_unit_t unit, pcnt_evt_type_t evt_type, int16_t value)
Set PCNT event value of PCNT unit.

Parameters
e unit —PCNT unit number
* evt_type —Watch point event type. All enabled events share the same interrupt (one
interrupt per pulse counter unit).
* value —Counter value for PCNT event
Returns
¢ ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t pent_get_event_value (pent_unit_t unit, pcnt_evt_type_t evt_type, int16_t *value)
Get PCNT event value of PCNT unit.

Parameters
e unit —PCNT unit number
* evt_type —Watch point event type. All enabled events share the same interrupt (one
interrupt per pulse counter unit).
* value —Pointer to accept counter value for PCNT event
Returns
e ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_get_event_status (pent_unit_t unit, uint32_t *status)
Get PCNT event status of PCNT unit.

Parameters
e unit —PCNT unit number
* status —Pointer to accept event status word
Returns
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID ARG Parameter error
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esp_err_t pent_isr_unregister (pent_isr_handle_t handle)
Unregister PCNT interrupt handler (registered by pent_isr_register), the handler is an ISR. The handler will
be attached to the same CPU core that this function is running on. If the interrupt service is registered by
pent_isr_service_install, please call pent_isr_service_uninstall instead.

Parameters handle —handle to unregister the ISR service.

Returns
e ESP_OK Success
* ESP_ERR_NOT_FOUND Can not find the interrupt that matches the flags.
e ESP_ERR_INVALID_ARG Function pointer error.

esp_err_t pent_isr_register (void (*fn)(void*), void *arg, int intr_alloc_flags, pcnt_isr_handle_t *handle)

Register PCNT interrupt handler, the handler is an ISR. The handler will be attached to the same CPU core
that this function is running on. Please do not use pcnt_isr_service_install if this function was called.

Parameters

* £n —Interrupt handler function.

* arg —Parameter for handler function

* intr_alloc_flags —Flags used to allocate the interrupt. One or multiple (ORred)
ESP_INTR_FLAG_* values. See esp_intr_alloc.h for more info.

* handle Pointer to return handle. If non-NULL, a handle for the interrupt will be re-
turned here. Calling pent_isr_unregister to unregister this ISR service if needed, but only
if the handle is not NULL.

Returns

* ESP_OK Success

* ESP_ERR_NOT_FOUND Can not find the interrupt that matches the flags.

* ESP_ERR_INVALID_ARG Function pointer error.

esp_err_t pent_set_pin (pent_unit_t unit, pcnt_channel_t channel, int pulse_io, int ctrl_io)

Configure PCNT pulse signal input pin and control input pin.

Note: Set the signal input to PCNT_PIN_NOT_USED if unused.

Parameters
e unit —PCNT unit number
¢ channel -PCNT channel number
* pulse_io —Pulse signal input GPIO
* ctrl_io —Control signal input GPIO
Returns
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_filter_enable (pcnt_unit_t unit)
Enable PCNT input filter.

Parameters unit —PCNT unit number

Returns
* ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_filter_ disable (pcnt_unit_t unit)
Disable PCNT input filter.

Parameters unit —PCNT unit number
Returns
¢ ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
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e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t pent_set_filter wvalue (pcnt_unit_t unit, uint16_t filter_val)
Set PCNT filter value.

Note: filter_val is a 10-bit value, so the maximum filter_val should be limited to 1023.

Parameters
* unit —PCNT unit number
e filter_val -PCNT signal filter value, counter in APB_CLK cycles. Any pulses lasting
shorter than this will be ignored when the filter is enabled.
Returns
* ESP_OK Success
e ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_get_filter_ value (pcnt_unit_t unit, uint16_t *filter_val)
Get PCNT filter value.

Parameters
e unit —PCNT unit number
» filter_val —Pointer to accept PCNT filter value.
Returns
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ ARG Parameter error

esp_err_t pent_set_mode (pcnt_unit_t unit, pcnt_channel_t channel, pent_count_mode_t pos_mode,
pent_count_mode_t neg_mode, pcent_ctrl_mode_t hetrl_mode, pent_ctrl_mode_t
Ictrl_mode)

Set PCNT counter mode.

Parameters
* unit —PCNT unit number
* channel -PCNT channel number
» pos_mode —Counter mode when detecting positive edge
* neg_mode —Counter mode when detecting negative edge
* hctrl_mode —Counter mode when control signal is high level
* lctrl_mode —Counter mode when control signal is low level
Returns
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_t pent_isr_handler_add (pcnt_unit_t unit, void (*isr_handler)(void*), void *args)
Add ISR handler for specified unit.

Call this function after using pent_isr_service_install() to install the PCNT driver’ s ISR handler service.

The ISR handlers do not need to be declared with IRAM_ATTR, wunless you pass the
ESP_INTR_FLAG_IRAM flag when allocating the ISR in pcnt_isr_service_install().

)

This ISR handler will be called from an ISR. So there is a stack size limit (configurable as “ISR stack size’
in menuconfig). This limit is smaller compared to a global PCNT interrupt handler due to the additional level
of indirection.

Parameters
e unit —PCNT unit number
* isr_ handler -Interrupt handler function.
* args —Parameter for handler function
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Returns
¢ ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

esp_err_tpent_isr_service_install (intintr_alloc_flags)
Install PCNT ISR service.

Note: We can manage different interrupt service for each unit. This function will use the default ISR han-
dle service, Calling pent_isr_service_uninstall to uninstall the default service if needed. Please do not use
pent_isr_register if this function was called.

Parameters intr_alloc_flags —Flags used to allocate the interrupt. One or multiple
(ORred) ESP_INTR_FLAG_¥* values. See esp_intr_alloc.h for more info.
Returns
e ESP_OK Success
* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
* ESP_ERR_NO_MEM No memory to install this service
e ESP_ERR_INVALID_STATE ISR service already installed

void pecnt_isr_ service_uninstall (void)
Uninstall PCNT ISR service, freeing related resources.
esp_err_t pent_isr_handler_remove (pcnt_unit_t unit)
Delete ISR handler for specified unit.
Parameters unit —~PCNT unit number
Returns
e ESP_OK Success

* ESP_ERR_INVALID_STATE pcnt driver has not been initialized
e ESP_ERR_INVALID_ARG Parameter error

Structures

struct pcnt_config_ t

Pulse Counter configuration for a single channel.
Public Members

int pulse_gpio_num
Pulse input GPIO number, if you want to use GPIO16, enter pulse_gpio_num = 16, a negative value will
be ignored

int ctrl_gpio_num

Control signal input GPIO number, a negative value will be ignored

pent_ctrl_mode_t 1etrl_mode
PCNT low control mode

pent_ctrl_mode_t hetrl_mode
PCNT high control mode
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pent_count_mode_t pos_mode

PCNT positive edge count mode

pent_count_mode_t neg_mode

PCNT negative edge count mode

intl6_t counter_h_1lim

Maximum counter value

intl6_t counter_1_1lim

Minimum counter value

pent_unit_tunit
PCNT unit number

pent_channel_t channel
the PCNT channel

Macros

PCNT_PIN_NOT_ USED

When selected for a pin, this pin will not be used

PCNT_MODE_KEEP

Control mode: won’ t change counter mode

PCNT_MODE_REVERSE

Control mode: invert counter mode(increase -> decrease, decrease -> increase)

PCNT_MODE_DISABLE

Control mode: Inhibit counter(counter value will not change in this condition)

PCNT_MODE_MAX

PCNT_COUNT_DIS

Counter mode: Inhibit counter(counter value will not change in this condition)

PCNT_COUNT_INC

Counter mode: Increase counter value

PCNT_COUNT_DEC

Counter mode: Decrease counter value

PCNT_COUNT_MAX

Type Definitions

typedef intr_handle_t pcnt_isr handle_t
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typedef pcnt_channel_level_action_t pent_ctrl_mode_t

Selection of available modes that determine the counter’ s action depending on the state of the control signal’
s input GPIO.

Note: Configuration covers two actions, one for high, and one for low level on the control input

typedef pcnt_channel_edge_action_t pent_count_mode_t

Selection of available modes that determine the counter’ s action on the edge of the pulse signal’ s input GPIO.

Note: Configuration covers two actions, one for positive, and one for negative edge on the pulse input

Enumerations

enum pcent_port_t
PCNT port number, the max port number is (PCNT_PORT_MAX - 1).

Values:

enumerator PCNT_PORT_0
PCNT port 0

enumerator PCNT_PORT_MAX
PCNT port max

enum pcnt_unit_t

Selection of all available PCNT units.

Values:

enumerator PCNT_UNIT_O
PCNT unit 0

enumerator PCNT_UNIT_1
PCNT unit 1

enumerator PCNT_UNIT_2
PCNT unit 2

enumerator PCNT_UNIT_3
PCNT unit 3

enumerator PCNT_UNIT_MAX

enum pcnt_channel_t

Selection of channels available for a single PCNT unit.

Values:

enumerator PCNT_CHANNEL_0
PCNT channel 0
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enumerator PCNT_CHANNEL_1
PCNT channel 1

enumerator PCNT__CHANNEL_MAX

enum pcnt_evt_type_t
Selection of counter’ s events the may trigger an interrupt.

Values:

enumerator PCNT_EVT_THRES_1
PCNT watch point event: threshold1 value event

enumerator PCNT_EVT_THRES_0
PCNT watch point event: threshold0 value event

enumerator PCNT_EVT_I, LIM

PCNT watch point event: Minimum counter value

enumerator PCNT_EVT_H_LIM

PCNT watch point event: Maximum counter value

enumerator PCNT_EVT_ZERO

PCNT watch point event: counter value zero event

enumerator PCNT_EVT_MAX

Header File

» components/hal/include/hal/pent_types.h

Enumerations
enum pcnt_channel_level_action_t
PCNT channel action on control level.

Values:

enumerator PCNT_CHANNEL_LEVEIL_ACTION_KEEP

Keep current count mode

enumerator PCNT_CHANNEL_LEVEIL_ACTION_INVERSE

Invert current count mode (increase -> decrease, decrease -> increase)

enumerator PCNT_CHANNEL_LEVEL_ACTION_HOLD

Hold current count value

enum pcnt_channel_edge_action_t

PCNT channel action on signal edge.

Values:
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enumerator PCNT_CHANNEL_EDGE_ACTION_HOLD

Hold current count value

enumerator PCNT__CHANNEL_EDGE_ACTION_INCREASE

Increase count value

enumerator PCNT_CHANNEL_EDGE_ACTION_DECREASE

Decrease count value

enum pcent_unit_count_sign_t
PCNT unit counter value’ s sign.

Values:

enumerator PCNT_UNIT_COUNT_SIGN_ZERO_POS

positive value to zero

enumerator PCNT_UNIT_COUNT_ SIGN_ZERO_NEG

negative value to zero

enumerator PCNT_UNIT_COUNT_SIGN_NEG

counter value negative

enumerator PCNT_UNIT_COUNT_SIGN_POS

counter value positive

2.2.13 Remote Control (RMT)

The RMT (Remote Control) module driver can be used to send and receive infrared remote control signals. Due to
flexibility of RMT module, the driver can also be used to generate or receive many other types of signals.

The signal, which consists of a series of pulses, is generated by RMT’ s transmitter based on a list of values. The
values define the pulse duration and a binary level, see below. The transmitter can also provide a carrier and modulate
it with provided pulses.

Input RMT Transmitter Cutput

' ‘ mod H

{11, high,7.low}, Wavef
15, high,5.lowy, T DIV L

[ P
L L

Generator

Carrier » Carrier >
enable Generator

Fig. 8: RMT Transmitter Overview

The reverse operation is performed by the receiver, where a series of pulses is decoded into a list of values containing
the pulse duration and binary level. A filter may be applied to remove high frequency noise from the input signal.

There couple of typical steps to setup and operate the RMT and they are discussed in the following sections:
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Fig. 9: RMT Receiver Overview

Configure Driver

Transmit Data or Receive Data
Change Operation Parameters
4. Use Interrupts

W=

The RMT has four channels numbered from zero to three. Each channel is able to independently transmit or receive
data. They are referred to using indexes defined in structure rmt_channel_t.

Configure Driver

There are several parameters that define how particular channel operates. Most of these parameters are configured
by setting specific members of rmt_config_t structure. Some of the parameters are common to both transmit
or receive mode, and some are mode specific. They are all discussed below.

Common Parameters

¢ The channel to be configured, select one from the rmt_ channel_t enumerator.

¢ The RMT operation mode - whether this channel is used to transmit or receive data, selected by setting a
rmt_mode members to one of the values from rmt_mode_ t.

e What is the pin number to transmit or receive RMT signals, selected by setting gpio_num.

¢ How many memory blocks will be used by the channel, set with mem_block_num.

» Extra miscellaneous parameters for the channel can be set in the flags.

— When RMT_CHANNEL_FLAGS_AWARE_DFS is set, RMT channel will take REF_TICK or
XTAL as source clock. The benefit is, RMT channel can continue work even when APB clock is chang-
ing. See power_management for more information.

— When RMT_CHANNEL_FLAGS_INVERT_SIG is set, the driver will invert the RMT signal sending
to or receiving from the channel. It just works like an external inverter connected to the GPIO of certain
RMT channel.

¢ A clock divider, that will determine the range of pulse length generated by the RMT transmitter or discrim-
inated by the receiver. Selected by setting clk_div to a value within [1 .. 255] range. The RMT source clock
is typically APB CLK, 80Mhz by default. But when RMT_CHANNEL_FLAGS_AWARE_DFS is set in
flags, RMT source clock is changed to REF_TICK or XTAL.

Note: The period of a square wave after the clock divider is called a ‘tick’ . The length of the pulses generated
by the RMT transmitter or discriminated by the receiver is configured in number of ‘ticks’ .

There are also couple of specific parameters that should be set up depending if selected channel is configured in
Transmit Mode or Receive Mode:
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Transmit Mode When configuring channel in transmit mode, set tx_config and the following members of
rmt_tx_config_ t:

¢ Transmit the currently configured data items in a loop - loop_en

¢ Enable the RMT carrier signal - carrier_en

* Frequency of the carrier in Hz - carrier_freq_hz

* Duty cycle of the carrier signal in percent (%) - carrier_duty_percent
¢ Level of the RMT output, when the carrier is applied - carrier_level

¢ Enable the RMT output if idle - idle_output_en

* Set the signal level on the RMT output if idle - idle_level

* Specify maximum number of transmissions in a loop - loop_count

Receive Mode In receive mode, set rx_config and the following members of rmt_rx_config_t:

* Enable a filter on the input of the RMT receiver - filter_en

¢ A threshold of the filter, set in the number of ticks - filter_ticks_thresh. Pulses shorter than this setting will
be filtered out. Note, that the range of entered tick values is [0..255].

¢ A pulse length threshold that will turn the RMT receiver idle, set in number of ticks - idle_threshold. The
receiver will ignore pulses longer than this setting.

¢ Enable the RMT carrier demodulation - carrier_rm

* Frequency of the carrier in Hz - carrier_freq_hz

* Duty cycle of the carrier signal in percent (%) - carrier_duty_percent

¢ Level of the RMT input, where the carrier is modulated to - carrier_level

Finalize Configuration Once the rmt_config_t structure is populated with parameters, it should be then
invoked with rmt_config () to make the configuration effective.

The last configuration step is installation of the driver in memory by calling rmt_driver_install (). If
rx_buf_size parameter of this function is > 0, then a ring buffer for incoming data will be allocated. A de-
fault ISR handler will be installed, see a note in Use Interrupts.

Now, depending on how the channel is configured, we are ready to either Transmit Data or Receive Data. This is
described in next two sections.

Transmit Data

Before being able to transmit some RMT pulses, we need to define the pulse pattern. The minimum pattern recognized
by the RMT controller, later called an ‘item’ , is provided in a structure rmt_item32_t. Each item consists of
two pairs of two values. The first value in a pair describes the signal duration in ticks and is 15 bits long, the second
provides the signal level (high or low) and is contained in a single bit. A block of couple of items and the structure
of an item is presented below.

For a simple example how to define a block of items see peripherals/rmt/morse_code.

The items are provided to the RMT controller by calling function rmt_write_items (). This function also
automatically triggers start of transmission. It may be called to wait for transmission completion or exit just after
transmission start. In such case you can wait for the transmission end by calling rmt_wait_tx_done (). This
function does not limit the number of data items to transmit. It is using an interrupt to successively copy the new data
chunks to RMT’ s internal memory as previously provided data are sent out.

Another way to provide data for transmission is by calling rmt_fi11_tx_items (). In this case transmission
is not started automatically. To control the transmission process use rmt_tx_start () and rmt_tx_stop ().
The number of items to sent is restricted by the size of memory blocks allocated in the RMT controller’ s internal
memory, see rmt__set_mem block_num().
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Fig. 10: Structure of RMT items (L - signal level)

Receive Data

Before starting the receiver we need some storage for incoming items. The RMT controller has 256 x 32-bits of
internal RAM shared between all four channels.

In typical scenarios it is not enough as an ultimate storage for all incoming (and outgoing) items. Therefore this
API supports retrieval of incoming items on the fly to save them in a ring buffer of a size defined by the user. The
size is provided when calling rmt_driver_install () discussed above. To get a handle to this buffer call
rmt_get_ringbuf_handle().

With the above steps complete we can start the receiver by calling rmt__rx_start () and then move to checking
what’ s inside the buffer. To do so, you can use common FreeRTOS functions that interact with the ring buffer.
Please see an example how to do it in peripherals/rmt/ir_protocols.

To stop the receiver, call rmt_rx_stop ().

Change Operation Parameters

Previously described function rmt_config () provides a convenient way to set several configuration parameters
in one shot. This is usually done on application start. Then, when the application is running, the API provides an
alternate way to update individual parameters by calling dedicated functions. Each function refers to the specific
RMT channel provided as the first input parameter. Most of the functions have _get_ counterpart to read back the
currently configured value.

Parameters Common to Transmit and Receive Mode

¢ Selection of a GPIO pin number on the input or output of the RMT - rmt_set_gpio ()

e Number of memory blocks allocated for the incoming or outgoing data - rmt_set_mem_pd ()

* Setting of the clock divider - rmt_set_clk_div ()

* Selection of the clock source, note that currently one clock source is supported, the APB clock which is 80Mhz
- rmt_set_source_clk ()

Transmit Mode Parameters

 Enable or disable the loop back mode for the transmitter - rmt_set_tx_1loop_mode ()
e Binary level on the output to apply the carrier - rmt_set_tx_carrier (), selected from
rmt_carrier_level_t
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* Determines the binary level on the output when transmitter is idle - rmt_set_idle_level (), selected
from rmt_idle Jevel_ t

* Enable or disable loop count feature to automatically transmit items for N iterations, then trigger an ISR callback
- rmt_set_tx_loop_count ()

e Enable automatically stopping when the number of iterations matches the set loop count. Note
this is not reliable for target that doesn’ t support SOC_RMT_SUPPORT_TX_LOOP_AUTOSTOP. -
rmt_enable_tx_loop_autostop ()

Receive Mode Parameters

 The filter setting - rmt_set_rx_filter ()

¢ The receiver threshold setting - rmt_set_rx_idle_thresh ()

* Whether the transmitter or receiver is entitled to access RMT’ s memory - rmt_set_memory_