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Chapter 1

Get Started

This document is intended to help you set up the software development environment for the hardware based on the
ESP32 chip by Espressif. After that, a simple example will show you how to use ESP-IDF (Espressif [oT Development
Framework) for menu configuration, then for building and flashing firmware onto an ESP32 board.

Note: This is documentation for stable version v4.4.8 of ESP-IDF. Other ESP-IDF Versions are also available.

1.1 Introduction

ESP32 is a system on a chip that integrates the following features:

¢ Wi-Fi (2.4 GHz band)

* Bluetooth

¢ Dual high performance Xtensa® 32-bit LX6 CPU cores
¢ Ultra Low Power co-processor

* Multiple peripherals

Powered by 40 nm technology, ESP32 provides a robust, highly integrated platform, which helps meet the continuous
demands for efficient power usage, compact design, security, high performance, and reliability.

Espressif provides basic hardware and software resources to help application developers realize their ideas using the
ESP32 series hardware. The software development framework by Espressif is intended for development of Internet-
of-Things (IoT) applications with Wi-Fi, Bluetooth, power management and several other system features.

1.2 What You Need

Hardware:

¢ An ESP32 board
¢ USB cable - USB A / micro USB B
¢ Computer running Windows, Linux, or macOS

Software:
You have a choice to either download and install the following software manually

¢ Toolchain to compile code for ESP32

* Build tools - CMake and Ninja to build a full Application for ESP32

« ESP-IDF that essentially contains API (software libraries and source code) for ESP32 and scripts to operate
the Toolchain
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or get through the onboarding process using the following official plugins for integrated development environments
(IDE) described in separate documents

* Eclipse Plugin (installation link)
* VS Code Extension (setup)

S — CMake / IDE
Toolchain
Project
Application -
BUILD U
UPLOAD »|3 :
: :
L
: 5
: L H

—
-
//r -|“-|-r“-|'-r-r"r'r"1'-|r-r'1‘—'-'\-\\ ——— F
T — e
oy it e = e R e

Fig. 1: Development of applications for ESP32

1.3 Development Board Overviews

If you have one of ESP32 development boards listed below, you can click on the link to learn more about its hardware.

1.3.1 ESP32-DevKitC V4 Getting Started Guide

This guide shows how to start using the ESP32-DevKitC V4 development board.

What You Need

e ESP32-DevKitC V4 board
¢ USB A / micro USB B cable
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.
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Overview

ESP32-DevKitC V4 is a small-sized ESP32-based development board produced by Espressif. Most of the I/O pins
are broken out to the pin headers on both sides for easy interfacing. Developers can either connect peripherals with
jumper wires or mount ESP32-DevKitC V4 on a breadboard.

To cover a wide range of user requirements, the following versions of ESP32-DevKitC V4 are available:

* different ESP32 modules

— ESP32-WROOM-DA
ESP32-WROOM-32E
ESP32-WROOM-32UE
ESP32-WROOM-32D
ESP32-WROOM-32U
ESP32-SOLO-1
ESP32-WROVER-E

— ESP32-WROVER-IE
* male or female pin headers.

For details please refer to ESP Product Selector.

Functional Description

The following figure and the table below describe the key components, interfaces and controls of the ESP32-DevKitC
V4 board.

5V Power On LED  1/O Connector

L R N T T L EERY X))
AS OW) €0 20 €T ONO LT 1 LI 9T ST EE T€ SE ¥E NA dA N3 EAE
2 rl-!-liillllllil

EN Button

Micro USB Port —— ESP32-WROOM-32

Boot Button e N | AL ST a
"LK D8 5|2 - 22 23 GM
9

USB-to-UART Bridge Optional Space for ESP32-WROVER

Fig. 2: ESP32-DevKitC V4 with ESP32-WROOM-32 module soldered
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Key Component Description

ESP32-WROOM-32 A module with ESP32 at its core. For more information, see ESP32-WROOM-32
Datasheet.

EN Reset button.

Boot Download button. Holding down Boot and then pressing EN initiates Firmware

Download mode for downloading firmware through the serial port.
USB-to-UART Bridge Single USB-UART bridge chip provides transfer rates of up to 3 Mbps.

Micro USB Port USB interface. Power supply for the board as well as the communication interface
between a computer and the ESP32-WROOM-32 module.

5V Power On LED Turns on when the USB or an external 5V power supply is connected to the board.
For details see the schematics in Related Documents.

I/0 Most of the pins on the ESP module are broken out to the pin headers on the board.

You can program ESP32 to enable multiple functions such as PWM, ADC, DAC,
12C, 128, SPI, etc.

Note: The pins DO, D1, D2, D3, CMD and CLK are used internally for communication between ESP32 and SPI
flash memory. They are grouped on both sides near the USB connector. Avoid using these pins, as it may disrupt
access to the SPI flash memory / SPI RAM.

Note: The pins GPIO16 and GPIO17 are available for use only on the boards with the modules ESP32-WROOM
and ESP32-SOLO-1. The boards with ESP32-WROVER modules have the pins reserved for internal use.

Power Supply Options

There are three mutually exclusive ways to provide power to the board:

* Micro USB port, default power supply
* 5V / GND header pins
¢ 3V3/ GND header pins

Warning: The power supply must be provided using one and only one of the options above, otherwise the
board and/or the power supply source can be damaged.

Header Block

The two tables below provide the Name and Function of 1/0 header pins on both sides of the board, as shown in
ESP32-DevKitC V4 with ESP32-WROOM-32 module soldered. The numbering and names are the same as in the
ESP32-DevKitC V4 schematics (PDF).
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o No. | Name | Type | Function
1 3V3 P 3.3 V power supply
2 EN 1 CHIP_PU, Reset
3 1036 I GPIO36, ADC1_CHO, S_VP
4 1039 I GPIO39, ADC1_CH3, S_VN
5 1034 I GPIO34, ADC1_CH6, VDET_1
6 1035 I GPIO35, ADC1_CH7, VDET_2
7 1032 /0 GPIO32, ADC1_CH4, TOUCH_CHY, XTAL_32K_P
8 1033 I/0 GPIO33, ADC1_CHS, TOUCH_CHS, XTAL_32K_N
9 1025 /0 GPIO25, ADC1_CHS, DAC_1
10 | 1026 1/0 GP1026, ADC2_CH9, DAC_2
11 1027 /0 GPIO27, ADC2_CH7, TOUCH_CH7
12 | 1014 1/0 GPIO14, ADC2_CH6, TOUCH_CH6, MTMS
13 1012 /0 GPIO12, ADC2_CHS, TOUCH_CHS, MTDI
14 GND G Ground
15 1013 /0 GPIO13, ADC2_CH4, TOUCH_CH4, MTCK
16 | 109 I/0 GPIO9, D2
17 [010 | I/O GPIO10, D3
18 1011 I/0 GPIO11, CMD
19 5V0 P 5 V power supply
J3 i
No. | Name | Type | Function
1 GND G Ground
2 1023 /0 GPIO23
3 1022 /0 GPIO22
4 101 /0 GPIO1, UOTXD
5 103 /0 GPIO3, UORXD
6 1021 /0 GPIO21
7 GND | G Ground
8 1019 I/0 GPIO19
9 1018 I/0 GPIO18
10 | 105 I/0 GPIOS5
11 1017 I/0 GPIO17
12 1016 I/0 GPIO16
13 104 I/0 GPIO4, ADC2_CHO, TOUCH_CHO
14 | 100 I/0 GPIO0, ADC2_CHI1, TOUCH_CHI, Boot
16 102 /0 GPIO2, ADC2_CH2, TOUCH_CH2
17 1015 /0 GPIO15, ADC2_CH3, TOUCH_CH3, MTDO
17 108 /0 GPIO8, D1
18 107 /0 GPIO7, DO
19 106 I/0 GPIO6, SCK

P: Power supply; I: Input; O: Output.

Pin Layout

Note on C15

The component C15 may cause the following issues on earlier ESP32-DevKitC V4 boards:

* The board may boot into Download mode
« If you output clock on GPIOO0, C15 may impact the signal

Espressif Systems

7

Submit Document Feedback

Release v4.4.8


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 1. Get Started

ESP32-DevKitC &) ESPRESSIF

3V3 GND
EN (GP1023 JVSPL_MOSI
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0D/ID SOUNY ADC1_3 GPI039 ESP32-WROOM GPIO1 ;, UOTXD
o0/io WPETLY ADC1_6 GP1034, GPI03 . UORXD
oo/ip_ BYDET2Y ADC1_7 GPI035 GPI021
oo/0 L 32K XP ITOUCH9, ADC1 4 GPI032 GND
0D/ID 321 N TOUCHS8, ADC1_5 GPI033 GP1019 VSPI_MISO OD/IE
VYW ADC1_8 GPI025 GPIO18 VSPLSCK OD/IE
DAC_2 ¥E) GP1026 GPIO5 [ VSPLSS [ SDIO | OD/IE/WPU
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") TOUCHS, ADC2_6 GPI014 3 GPIO16, OD/IE
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@D " GPI00 ADC2_1 TOUCH1] BOOT _ OD/IE/WPU:
(V3 (O ADC2_4 (TOUCH4 GPI013 : GPI02 ADC2_2 ITOUCH2} OD/IEWPD
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H) : ‘ ST GNSCKID CIERD |

ESP32 Specs

=\~ PWMCapable Pin

32-bit Xtensa® dual-core @240MHz »— QD GPIO Input Only
Wi-Fi IEEE 802.11 b/g/n 2.4GHz Q@IEP GPIO Input and Output
DAC. Digital-to-Analog Converter WPU: Weak Pull-up (Internal)
BLuetooth 4.2 BR/EDR and BLE DEBL_lé JTigforDebugéng RTC Power Domain (VDD3P3_RTC)  WPD: Weak Pull-down (Internal)
520 KB SRAM (16 KB for cache) FLASH " External Flash Memory (SP1) Ground . ] . mp;‘#ﬂgﬂﬂfg’;g::g
448 KB ROM CEIZHT) Analog-to-Digital Converter RWD Power Rails (3V3 and 5V) 1D Input Disabled (After Reset)
QEIIEED Touch Sensor Input Channel 1 PinShared with the Flash Memory  og: gy oyt gnable (after Reset)
34 GPIOs, 4x SPI, 3x UART, 2x I2C, (15D Other Related Functions * Can'tbe usedas regular GPIO OD: Qutput Disabled (After Reset)
2x 125, RMT, LED PWM, 1 host SD/eMMC/SDIO, @M Serial for Debug/Programming
. Arduino Related Functions
1 slave SDIO/SPI, TWAIe, 12-bit ADC, Ethernet ST Strapping Pin Functions

Fig. 3: ESP32-DevKitC Pin Layout (click to enlarge)

In case these issues occur, please remove the component. The figure below shows the location of C15 highlighted in
yellow.

Start Application Development

Before powering up your ESP32-DevKitC V4, please make sure that the board is in good condition with no obvious
signs of damage.

After that, proceed to Get Started, where Section Installation Step by Step will quickly help you set up the development
environment and then flash an example project onto your board.

Board Dimensions
Related Documents

e ESP32-DevKitC V4 schematics (PDF)

¢ ESP32 Datasheet (PDF)

¢ ESP32-WROOM-32 Datasheet (PDF)

¢ ESP32-WROOM-32D and ESP32-WROOM-32U Datasheet (PDF)
¢ ESP32-WROOM-DA Datasheet (PDF)

¢ ESP32-WROVER Datasheet (PDF)

¢ ESP32-WROVER-B Datasheet (PDF)

e ESP Product Selector

For further design documentation for the board, please contact us at sales@espressif.com.

ESP32-DevKitC V2 Getting Started Guide
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ST TA ed M1

Fig. 4: Location of C15 (yellow) on ESP32-DevKitC V4 board

| 48.2 mm |

LK D8 D‘I...IS 2 8 4 16 17 5 18 19GND 21 RX TX 22 23 GND

n

27.9 mm

¥A 23130 TE4SI
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@ @

Fig. 5: Dimensions of ESP32-DevKitC board with ESP32-WROOM-32 module soldered - back (click to enlarge)
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This guide shows how to start using the ESP32-DevKitC V2 development board.

What You Need

¢ ESP32-DevKitC V2 board
e USB A / micro USB B cable
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview ESP32-DevKitC V2 is a small-sized ESP32-based development board produced by Espressif. Most of
the 1/O pins are broken out to the pin headers on both sides for easy interfacing. Developers can either connect
peripherals with jumper wires or mount ESP32-DevKitC V4 on a breadboard.

Functional Description The following figure and the table below describe the key components, interfaces and
controls of the ESP32-DevKitC V2 board.

ESP-WROOM-32

Fig. 6: ESP32-DevKitC V2 board layout

Key Com- | Description

ponent

ESP32- Standard module with ESP32 at its core. For more information, see ESP32-WROOM-32 Datasheet

WROOM-

32

EN Reset button.

Boot Download button. Holding down Boot and then pressing EN initiates Firmware Download mode
for downloading firmware through the serial port.

Micro USB interface. Power supply for the board as well as the communication interface between a com-

USB Port puter and ESP32-WROOM-32.

I/0 Most of the pins on the ESP module are broken out to the pin headers on the board. You can
program ESP32 to enable multiple functions such as PWM, ADC, DAC, 12C, 1285, SPI, etc.
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Power Supply Options There are three mutually exclusive ways to provide power to the board:

* Micro USB port, default power supply
* 5V / GND header pins
* 3V3/ GND header pins

Warning: The power supply must be provided using one and only one of the options above, otherwise the
board and/or the power supply source can be damaged.

Start Application Development Before powering up your ESP32-DevKitC V2, please make sure that the board
is in good condition with no obvious signs of damage.

After that, proceed to Get Started, where Section Installation Step by Step will quickly help you set up the development
environment and then flash an example project onto your board.

Related Documents

¢ ESP32-DevKitC schematics (PDF)
¢ ESP32 Datasheet (PDF)
¢ ESP32-WROOM-32 Datasheet (PDF)

1.3.2 ESP-WROVER-KIT V4.1 Getting Started Guide

This guide shows how to get started with the ESP-WROVER-KIT V4.1 development board and also provides infor-
mation about its functionality and configuration options.

What You Need

e ESP-WROVER-KIT V4.1 board
» USB 2.0 cable (A to Micro-B)
e Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview

ESP-WROVER-KIT is an ESP32-based development board produced by Espressif.
ESP-WROVER-KIT features the following integrated components:

¢ ESP32-WROVER-E module
¢ LCD screen
¢ MicroSD card slot

Its another distinguishing feature is the embedded FTDI FT2232HL chip - an advanced multi-interface USB bridge.
This chip enables to use JTAG for direct debugging of ESP32 through the USB interface without a separate JTAG
debugger. ESP-WROVER-KIT makes development convenient, easy, and cost-effective.

Most of the ESP32 /0 pins are broken out to the board’ s pin headers for easy access.

Note: ESP32’ s GPIO16 and GPIO17 are used as chip select and clock signals for PSRAM. By default, the two
GPIOs are not broken out to the board’ s pin headers in order to ensure reliable performance.

Espressif Systems 11 Release v4.4.8
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Functionality Overview

The block diagram below shows the main components of ESP-WROVER-KIT and their interconnections.

32.768KHz
crystal
1/0 expand
ChannelA LCD:
UsB 3.2inch
Connector

r Camera

1 MicroSD
EXT_5V +5W->+3.3V + ' RGB LED

—_——
[ken|  [rer]

Fig. 7: ESP-WROVER-KIT block diagram

Functional Description

The following two figures and the table below describe the key components, interfaces, and controls of the ESP-
WROVER-KIT board.
The table below provides description in the following manner:

« Starting from the first picture’ s top right corner and going clockwise
¢ Then moving on to the second picture
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FT2232 32.768 kHz

Micro SD Card Slot OR

ESP32-WROVER
I/O Connector

Diagnostic LEDs

UART
RGB LED Sp|
Camera Connector CTS/RTS
LDO . i  ww Raeiigy 5_TOr| - JTAG
5V Power On LED — - 7 = w@gm“
(113 Skl =k USB Port
5V Input _ b5 e B 'E:E it
Power Selector EN Button
Power Switch Boot Button
Fig. 8: ESP-WROVER-KIT board layout - front
LCD
Fig. 9: ESP-WROVER-KIT board layout - back
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Key Component

Description

FT2232

The FT2232 chip serves as a multi-protocol USB-to-serial bridge which can be pro-
grammed and controlled via USB to provide communication with ESP32. FT2232
also features USB-to-JTAG interface which is available on channel A of the chip,
while USB-to-serial is on channel B. The FT2232 chip enhances user-friendliness
in terms of application development and debugging. See ESP-WROVER-KIT V4.1
schematic.

32.768 kHz External precision 32.768 kHz crystal oscillator serves as a clock with low-power
consumption while the chip is in Deep-sleep mode.
OR Zero-ohm resistor intended as a placeholder for a current shunt, can be desoldered

or replaced with a current shunt to facilitate the measurement of ESP32’ s current
consumption in different modes.

ESP32-WROVER-E
module

This ESP32 module features 64-Mbit PSRAM for flexible extended storage and data
processing capabilities.

Diagnostic LEDs

Four red LEDs connected to the GPIO pins of FT2232. Intended for future use.

UART

Serial port. The serial TX/RX signals of FT2232 and ESP32 are broken out to the
inward and outward sides of JP2 respectively. By default, these pairs of pins are
connected with jumpers. To use ESP32’ s serial interface, remove the jumpers and
connect another external serial device to the respective pins.

SPI

By default, ESP32 uses its SPI interface to access flash and PSRAM memory inside
the module. Use these pins to connect ESP32 to another SPI device. In this case, an
extra chip select (CS) signal is needed. Please note that the voltage of this interface
is3.3V.

CTS/RTS

Serial port flow control signals: the pins are not connected to the circuitry by default.
To enable them, short the respective pins of JP14 with jumpers.

JTAG

JTAG interface. JTAG signals of FT2232 and ESP32 are broken out to the inward
and outward sides of JP2 respectively. By default, these pairs of pins are discon-
nected. To enable JTAG, short the respective pins with jumpers as shown in Section
Setup Options.

USB Port

USB interface. Power supply for the board as well as the communication interface
between a computer and the board.

EN Button

Reset button.

BOOT Button

Download button. Holding down Boot and then pressing EN initiates Firmware
Download mode for downloading firmware through the serial port.

Power Switch

Power On/Off Switch. Toggling toward the Boot button powers the board on, tog-
gling away from Boot powers the board off.

Power Selector

Power supply selector interface. The board can be powered either via USB or via the
5V Input interface. Select the power source with a jumper. For more details, see
Section Setup Options, jumper header JP7.

5V Input 5V power supply interface for a standard coaxial power connector, 5.5 x 2.1 mm,
center positive. This interface can be more convenient when the board is operating
autonomously (not connected to a computer).

5V Power On LED This red LED turns on when power is supplied to the board, either from USB or 5V
Input.

LDO NCP1117(1A). 5V-t0-3.3V LDO. NCP1117 can provide a maximum current of 1A.

The LDO on the board has a fixed output voltage. Although, the user can install an
LDO with adjustable output voltage. For details, please refer to ESP-WROVER-KIT
V4.1 schematic.

Camera Connector

Camera interface, a standard OV7670 camera module.

RGB LED

Red, green and blue (RGB) light emitting diodes (LEDs), can be controlled by pulse
width modulation (PWM).

1/0O Connector

All the pins on the ESP32 module are broken out to pin headers. You can program
ESP32 to enable multiple functions, such as PWM, ADC, DAC, 12C, 128, SPI, etc.

MicroSD Card Slot Useful for developing applications that access MicroSD card for data storage and
retrieval.
LCD Support for mounting and interfacing a 3.2” SPI (standard 4-wire Serial Peripheral

Interface) LCD, as shown on figure ESP- WROVER-KIT board layout - back.
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Setup Options

There are three jumper blocks available to set up the board functionality. The most frequently required options are
listed in the table below.
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Header

JP7

JP7

JpP2

Espressif §

Jumper Setng

D21

Description of Functionality

Power ESP-WROVER-KIT via an external power
supply

Power ESP-WROVER-KIT via USB

Enable JTAG functionality
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Allocation of ESP32 Pins

Some pins / terminals of ESP32 are allocated for use with the onboard or external hardware. If that hardware is not
used, e.g., nothing is plugged into the Camera (JP4) header, then these GPIOs can be used for other purposes.

Some of the pins, such as GPIO0 or GPIO2, have multiple functions and some of them are shared among onboard
and external peripheral devices. Certain combinations of peripherals cannot work together. For example, it is not
possible to do JTAG debugging of an application that is using SD card, because several pins are shared by JTAG and
the SD card slot.

In other cases, peripherals can coexist under certain conditions. This is applicable to, for example, LCD screen and
SD card that share only a single pin GPIO21. This pin is used to provide D/C (Data / Control) signal for the LCD as
well as the Card Detect signal read from the SD card slot. If the card detect functionality is not essential, then it may
be disabled by removing R167, so both LCD and SD may operate together.

For more details on which pins are shared among which peripherals, please refer to the table in the next section.

Main I/O Connector /JP1 The JP1 connector consists of 14x2 male pins whose functions are shown in the middle
two “I/O” columns of the table below. The two “Shared With” columns on both sides describe where else on the
board a certain GPIO is used.

Shared With I/0 I/O Shared With

n/a 3.3V | GND | n/a

NC/XTAL 1032 | 1033 | NC/XTAL

JTAG, MicroSD 1012 | 1013 | JTAG, MicroSD

JTAG, MicroSD 1014 | 1027 | Camera

Camera 1026 | 1025 | Camera, LCD

Camera 1035 | 1034 | Camera

Camera 1039 | 1036 | Camera

JTAG EN 1023 | Camera, LCD

Camera, LCD 1022 | 1021 | Camera, LCD, MicroSD
Camera, LCD 1019 | 1018 | Camera, LCD

Camera, LCD 105 1017 | PSRAM

PSRAM 1016 | 104 LED, Camera, MicroSD
Camera, LED, Boot | 100 102 LED, MicroSD

JTAG, MicroSD 1015 | 5V

Legend:

e NC/XTAL - 32.768 kHz Oscillator

e JTAG - JTAG /JP2

¢ Boot - Boot button / SW2

e Camera - Camera / JP4

e LED - RGB LED

e MicroSD - MicroSD Card / J4

* LCD-LCD /U5

¢ PSRAM - ESP32-WROVER-E’ s PSRAM

32.768 kHz Oscillator
. | ESP32 Pin
1 | GPIO32
2 | GPIO33

Note: Since GPIO32 and GPIO33 are connected to the oscillator by default, they are not connected to the JP1 I/O
connector to maintain signal integrity. This allocation may be changed from the oscillator to JP1 by desoldering the
zero-ohm resistors from positions R11 / R23 and re-soldering them to positions R12 / R24.
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SPI Flash / JP2

ESP32 Pin
CLK / GPIO6
SDO / GPIO7
SD1 / GPIO8
SD2 / GPIO9
SD3 / GPIO10
CMD / GPIO11

NN | W~

Important: The module’ s flash bus is connected to the jumper block JP2 through zero-ohm resistors R140 ~
R145. If the flash memory needs to operate at the frequency of 80 MHz, for reasons such as improving the integrity
of bus signals, you can desolder these resistors to disconnect the module’ s flash bus from the pin header JP2.

JTAG / JP2
. | ESP32 Pin JTAG Signal
1 | EN TRST_N
2 | MTMS /GPIO14 | TMS
3 | MTDO/GPIO15 | TDO
4 | MTDI/GPIO12 | TDI
5 | MTCK /GPIO13 | TCK
Camera / JP4 _ _
. ESP32 Pin | Camera Signal
1 n/a 3.3V
2 n/a Ground
3 GPI1IO27 SIO_C / SCCB Clock
4 GPIO26 SIO_D / SCCB Data
5 GPIO25 VSYNC / Vertical Sync
6 GPIO23 HREF / Horizontal Reference
7 GPIO22 PCLK / Pixel Clock
8 GPIO21 XCLK / System Clock
9 GPIO35 D7 / Pixel Data Bit 7
10 | GPIO34 D6 / Pixel Data Bit 6
11 | GPIO39 D5 / Pixel Data Bit 5
12 | GPIO36 D4 / Pixel Data Bit 4
13 | GPIOI9 D3 / Pixel Data Bit 3
14 | GPIO18 D2 / Pixel Data Bit 2
15 | GPIOS D1 / Pixel Data Bit 1
16 | GPIO4 DO / Pixel Data Bit 0
17 | GPIOO RESET / Camera Reset
18 | n/a PWDN / Camera Power Down

* Signals DO .. D7 denote camera data bus

RGB LED
. | ESP32 Pin | RGB LED
1 | GPIOO Red
GPIO2 Green
3 | GPIO4 Blue
Espressif Systems 18 Release v4.4.8
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MicroSD Card
. | ESP32 Pin MicroSD Signal
1 | MTDI/GPIO12 | DATA2
2 | MTCK /GPIO13 | CD/DATA3
3 | MTDO / GPIO15 | CMD
4 | MTMS /GPIO14 | CLK
5 | GPIO2 DATAO
6 | GPIO4 DATAI
7 | GPIO21 Card Detect
LCD /U5
. | ESP32 Pin | LCD Signal
1 | GPIO18 RESET
2 | GPIO19 SCL
3 | GPIO21 D/C
4 | GPIO22 CS
5 | GPIO23 SDA
6 | GPIO25 SDO
7 | GPIOS Backlight

Start Application Development

Before powering up your ESP-WROVER-KIT, please make sure that the board is in good condition with no obvious

signs of damage.

Initial Setup Please set only the following jumpers shown in the pictures below:

¢ Select USB as the power source using the jumper block JP7.
¢ Enable UART communication using the jumper block JP2.

Power up from USB port

Enable UART communication

Do not install any other jumpers.

Turn the Power Switch to ON, the 5V Power On LED should light up.

Now to Development Please proceed to Ger Started, where Section Installation Step by Step will quickly help you

set up the development environment and then flash an example project onto your board.
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The application examples that use some hardware specific to your ESP-WROVER-KIT can be found below.

¢ On-board LCD example: peripherals/spi_master/lcd
* SD card slot example: storage/sd_card
» Camera connector example: https://github.com/espressif/esp32-camera

Related Documents

¢ ESP-WROVER-KIT V4.1 schematic (PDF)

ESP-WROVER-KIT V4.1 layout (DXF) may be opened online with Autodesk Viewer
¢ ESP32 Datasheet (PDF)

¢ ESP32-WROVER-E Datasheet (PDF)

e JTAG Debugging

» ESP32 Hardware Reference

ESP-WROVER-KIT V3 Getting Started Guide

This guide shows how to get started with the ESP-WROVER-KIT V3 development board and also provides infor-
mation about its functionality and configuration options. For the description of other ESP-WROVER-KIT versions,
please check ESP32 Hardware Reference.

What You Need

e ESP-WROVER-KIT V3 board
e USB 2.0 cable (A to Micro-B)
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview ESP-WROVER-KIT is an ESP32-based development board produced by Espressif. This board features
an integrated LCD screen and MicroSD card slot.

ESP-WROVER-KIT comes with the following ESP32 modules:

¢ ESP32-WROOM-32
e ESP32-WROVER series

Its another distinguishing feature is the embedded FTDI FT2232HL chip - an advanced multi-interface USB bridge.
This chip enables to use JTAG for direct debugging of ESP32 through the USB interface without a separate JTAG
debugger. ESP-WROVER-KIT makes development convenient, easy, and cost-effective.

Most of the ESP32 I/0 pins are broken out to the board’ s pin headers for easy access.

Note: The version with the ESP32-WROVER module uses ESP32° s GPIO16 and GPIO17 as chip
select and clock signals for PSRAM. By default, the two GPIOs are not broken out to the board’ s pin
headers in order to ensure reliable performance.

Functionality Overview The block diagram below shows the main components of ESP-WROVER-KIT and their
interconnections.

Functional Description The following two figures and the table below describe the key components, interfaces,
and controls of the ESP-WROVER-KIT board.

The table below provides description in the following manner:

« Starting from the first picture’ s top right corner and going clockwise
¢ Then moving on to the second picture
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Fig. 10: ESP-WROVER-KIT block diagram

Key | Description

Com-

po-

nent

32.768 External precision 32.768 kHz crystal oscillator serves as a clock with low-power consumption while the

kHz | chip is in Deep-sleep mode.

OR Zero-ohm resistor intended as a placeholder for a current shunt, can be desoldered or replaced with a
current shunt to facilitate the measurement of ESP32’ s current consumption in different modes.

ESP32 Either ESP32-WROOM-32 or ESP32-WROVER with an integrated ESP32. The ESP32-WROVER

Mod- | module features all the functions of ESP32-WROOM-32 and integrates an external 32-MBit PSRAM for

ule flexible extended storage and data processing capabilities.

FT2232The FT2232 chip serves as a multi-protocol USB-to-serial bridge which can be programmed and con-
trolled via USB to provide communication with ESP32. FT2232 also features USB-to-JTAG interface
which is available on channel A of the chip, while USB-to-serial is on channel B. The FT2232 chip en-
hances user-friendliness in terms of application development and debugging. See ESP-WROVER-KIT
V3 schematic.

UART Serial port. The serial TX/RX signals of FT2232 and ESP32 are broken out to the inward and outward
sides of JP11 respectively. By default, these pairs of pins are connected with jumpers. To use ESP32’ s
serial interface, remove the jumpers and connect another external serial device to the respective pins.

SPI | By default, ESP32 uses its SPI interface to access flash and PSRAM memory inside the module. Use
these pins to connect ESP32 to another SPI device. In this case, an extra chip select (CS) signal is needed.
Please note that the interface voltage for the version with ESP32-WROVER is 1.8V, while that for the
version with ESP32-WROOM-32 is 3.3V.

CTS/RTS®rial port flow control signals: the pins are not connected to the circuitry by default. To enable them,
short the respective pins of JP14 with jumpers.

JTAG| JTAG interface. JTAG signals of FT2232 and ESP32 are broken out to the inward and outward sides of
JP8 respectively. By default, these pairs of pins are disconnected. To enable JTAG, short the respective
pins with jumpers as shown in Section Setup Options.

EN | Reset button.

Boot | Download button. Holding down Boot and then pressing EN initiates Firmware Download mode for
downloading firmware through the serial port.

USB | USB interface. Power supply for the board as well as the communication interface between a computer
and the board.

Power| Power On/Off Switch. Toggling toward USB powers the board on, toggling away from USB powers the

Key | board off.

Power| Power supply selector interface. The board can be powered either via USB or via the 5V Input interface.

Se Select-the powe e 1th wmope For-more-detai ee-Section n-Ontion mmper-heade D [
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Fig. 11: ESP-WROVER-KIT board layout - front
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Fig. 12: ESP-WROVER-KIT board layout - back
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Setup Options There are five jumper blocks available to set up the board functionality. The most frequently
required options are listed in the table below.
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Header Description of Functionality

JP7 Power ESP-WROVER-KIT via an external power
supply

JP7 Power ESP-WROVER-KIT via USB
JP8 Enable JTAG functionality
1 pand o = [l
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Allocation of ESP32 Pins Some pins / terminals of ESP32 are allocated for use with the onboard or external
hardware. If that hardware is not used, e.g., nothing is plugged into the Camera (JP4) header, then these GPIOs can
be used for other purposes.

Some of the pins, such as GPIO0 or GP1O2, have multiple functions and some of them are shared among onboard
and external peripheral devices. Certain combinations of peripherals cannot work together. For example, it is not
possible to do JTAG debugging of an application that is using SD card, because several pins are shared by JTAG and
the SD card slot.

In other cases, peripherals can coexist under certain conditions. This is applicable to, for example, LCD screen and
SD card that share only a single pin GPIO21. This pin is used to provide D/C (Data / Control) signal for the LCD as
well as the CD (Card Detect) signal read from the SD card slot. If the card detect functionality is not essential, then
it may be disabled by removing R167, so both LCD and SD may operate together.

For more details on which pins are shared among which peripherals, please refer to the table in the next section.

Main I/0 Connector /JP1 The JP1 connector consists of 14x2 male pins whose functions are shown in the middle
two “I/O” columns of the table below. The two *“Shared With” columns on both sides describe where else on the
board a certain GPIO is used.

Shared With I/0 I/O Shared With

n/a 3.3V | GND | n/a

NC/XTAL 1032 | 1033 | NC/XTAL

JTAG, MicroSD 1012 | 1013 | JTAG, MicroSD

JTAG, MicroSD 1014 | 1027 | Camera

Camera 1026 | 1025 | Camera, LCD

Camera 1035 | 1034 | Camera

Camera 1039 | 1036 | Camera

JTAG EN 1023 | Camera, LCD

Camera, LCD 1022 | 1021 | Camera, LCD, MicroSD
Camera, LCD 1019 | 1018 | Camera, LCD

Camera, LCD 105 1017 | PSRAM

PSRAM 1016 | 104 LED, Camera, MicroSD
Camera, LED, Boot | 100 102 LED, MicroSD

JTAG, MicroSD 1015 | 5V

Legend:

e NC/XTAL - 32.768 kHz Oscillator

e JTAG - JTAG /JP8

¢ Boot - Boot button / SW2

e Camera - Camera / JP4

e LED - RGB LED

e MicroSD - MicroSD Card / J4

« LCD-LCD /U5

* PSRAM - only in case ESP32-WROVER is installed

32.768 kHz Oscillator
. | ESP32 Pin
1 | GPIO32
2 | GPIO33

Note: Since GPIO32 and GPIO33 are connected to the oscillator by default, they are not connected to the JP1 I/O
connector to maintain signal integrity. This allocation may be changed from the oscillator to JP1 by desoldering the
zero-ohm resistors from positions R11 / R23 and re-soldering them to positions R12 / R24.
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SPI Flash / JP13

ESP32 Pin
CLK / GP106
SDO / GP1IO7
SD1 / GPIOS
SD2 / GPIO9
SD3 / GPIO10
CMD / GPIO11

AN N K| W ="

Important: The module’ s flash bus is connected to the jumper block JP13 through zero-ohm resistors R140 ~
R145. If the flash memory needs to operate at the frequency of 80 MHz, for reasons such as improving the integrity
of bus signals, you can desolder these resistors to disconnect the module’ s flash bus from the pin header JP13.

JTAG / JP8 i i
. | ESP32 Pin JTAG Signal
1 | EN TRST_N
2 | MTMS /GPIO14 | TMS
3 | MTDO/GPIO15 | TDO
4 | MTDI/GPIO12 | TDI
5 | MTCK /GPIO13 | TCK
Camera / JP4 _ _
. ESP32 Pin | Camera Signal
1 n/a 3.3V
2 n/a Ground
3 GPI1IO27 SIO_C / SCCB Clock
4 GPIO26 SIO_D / SCCB Data
5 GPIO25 VSYNC / Vertical Sync
6 GPIO23 HREF / Horizontal Reference
7 GPIO22 PCLK / Pixel Clock
8 GPIO21 XCLK / System Clock
9 GPIO35 D7 / Pixel Data Bit 7
10 | GPIO34 D6 / Pixel Data Bit 6
11 | GPIO39 D5 / Pixel Data Bit 5
12 | GPIO36 D4 / Pixel Data Bit 4
13 | GPIOI9 D3 / Pixel Data Bit 3
14 | GPIO18 D2 / Pixel Data Bit 2
15 | GPIOS D1 / Pixel Data Bit 1
16 | GPIO4 DO / Pixel Data Bit 0
17 | GPIOO RESET / Camera Reset
18 | n/a PWDN / Camera Power Down

* Signals DO .. D7 denote camera data bus

RGB LED
. | ESP32 Pin | RGB LED
1 | GPIOO Red
GPIO2 Green
3 | GPIO4 Blue
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MicroSD Card
. | ESP32 Pin MicroSD Signal
1 | MTDI/ GPIO12 | DATA2
2 | MTCK /GPIO13 | CD/DATA3
3 | MTDO/ GPIO15 | CMD
4 | MTMS / GPIO14 | CLK
5 | GPIO2 DATAO
6 | GP104 DATALI
7 | GPIO21 CD
LCD /U5
. | ESP32 Pin | LCD Signal
1 | GPIO18 RESET
2 | GPIO19 SCL
3 | GPIO21 D/C
4 | GPIO22 CS
5 | GP1023 SDA
6 | GPIO25 SDO
7 | GPIO5 Backlight

Start Application Development Before powering up your ESP-WROVER-KIT, please make sure that the board

is in good condition with no obvious signs of damage.

Initial Setup Please set only the following jumpers shown in the pictures below:

* Select USB as the power source using the jumper block JP7.
¢ Enable UART communication using the jumper block JP11.

Enabl

e UART communication

Do not install any other jumpers.

Turn the Power Switch to ON, the 5V Power On LED should light up.

Now to Development Please proceed to Get Started, where Section Installation Step by Step will quickly help you

set up the development environment and then flash an example project onto your board.
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Related Documents

¢ ESP-WROVER-KIT V3 schematic (PDF)
¢ ESP32 Datasheet (PDF)

¢ ESP32-WROVER Datasheet (PDF)

¢ ESP32-WROOM-32 Datasheet (PDF)

e JTAG Debugging

e ESP32 Hardware Reference

ESP-WROVER-KIT V2 Getting Started Guide

This guide shows how to get started with the ESP-WROVER-KIT V2 development board and also provides infor-
mation about its functionality and configuration options. For the description of other ESP-WROVER-KIT versions,
please check ESP32 Hardware Reference.

What You Need

¢ ESP-WROVER-KIT V2 board
e USB 2.0 cable (A to Micro-B)
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview ESP-WROVER-KIT is an ESP32-based development board produced by Espressif. This board features
an integrated LCD screen and MicroSD card slot.

ESP-WROVER-KIT comes with the following ESP32 modules:

« ESP32-WROOM-32
e ESP32-WROVER series

Its another distinguishing feature is the embedded FTDI FT2232HL chip - an advanced multi-interface USB bridge.
This chip enables to use JTAG for direct debugging of ESP32 through the USB interface without a separate JTAG
debugger. ESP-WROVER-KIT makes development convenient, easy, and cost-effective.

Most of the ESP32 1/0 pins are broken out to the board’ s pin headers for easy access.

Note: The version with the ESP32-WROVER module uses ESP32° s GPIO16 and GPIO17 as chip
select and clock signals for PSRAM. By default, the two GPIOs are not broken out to the board’ s pin
headers in order to ensure reliable performance.

Functionality Overview The block diagram below shows the main components of ESP-WROVER-KIT and their
interconnections.

Functional Description The following two figures and the table below describe the key components, interfaces,
and controls of the ESP-WROVER-KIT board.

The table below provides description in the following manner:

* Starting from the first picture’ s top right corner and going clockwise
¢ Then moving on to the second picture
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Fig. 13: ESP-WROVER-KIT block diagram
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Fig. 14: ESP-WROVER-KIT board layout - front
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Fig. 15: ESP-WROVER-KIT board layout - back
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Key | Description
Com-
po-
nent
32.768 External precision 32.768 kHz crystal oscillator serves as a clock with low-power consumption while the
kHz | chip is in Deep-sleep mode.

ESP32 Either ESP32-WROOM-32 or ESP32-WROVER with an integrated ESP32. The ESP32-WROVER
Mod- | module features all the functions of ESP32-WROOM-32 and integrates an external 32-MBit PSRAM
ule for flexible extended storage and data processing capabilities.

CTS/RTSerial port flow control signals: the pins are not connected to the circuitry by default. To enable them,
short the respective pins of JP14 with jumpers.

UART] Serial port. The serial TX/RX signals of FT2232 and ESP32 are broken out to the inward and outward
sides of JP11 respectively. By default, these pairs of pins are connected with jumpers. To use ESP32’ s
serial interface, remove the jumpers and connect another external serial device to the respective pins.
SPI By default, ESP32 uses its SPI interface to access flash and PSRAM memory inside the module. Use
these pins to connect ESP32 to another SPI device. In this case, an extra chip select (CS) signal is
needed. Please note that the interface voltage for the version with ESP32-WROVER is 1.8V, while that
for the version with ESP32-WROOM-32 is 3.3V.

JTAG| JTAG interface. JTAG signals of FT2232 and ESP32 are broken out to the inward and outward sides of
JP8 respectively. By default, these pairs of pins are disconnected. To enable JTAG, short the respective
pins with jumpers as shown in Section Sefup Options.

FT2232 The FT2232 chip serves as a multi-protocol USB-to-serial bridge which can be programmed and con-
trolled via USB to provide communication with ESP32. FT2232 features USB-to-UART and USB-to-
JTAG functionalities.

EN Reset button.

Boot | Download button. Holding down Boot and then pressing EN initiates Firmware Download mode for
downloading firmware through the serial port.

USB | USB interface. Power supply for the board as well as the communication interface between a computer

and the board.
Power| Power supply selector interface. The board can be powered either via USB or via the 5V Input interface.
Se- Select the power source with a jumper. For more details, see Section Setup Options, jumper header JP7.

lect
Power| Power On/Off Switch. Toggling toward USB powers the board on, toggling away from USB powers the
Key | board off.

5V The 5V power supply interface can be more convenient when the board is operating autonomously (not
In- connected to a computer).
put

LDO | NCP1117(1A). 5V-to-3.3V LDO. NCP1117 can provide a maximum current of 1A. The LDO on the
board has a fixed output voltage. Although, the user can install an LDO with adjustable output voltage.
For details, please refer to ESP-WROVER-KIT V2 schematic.

Cam- | Camera interface, a standard OV7670 camera module.

era
RGB | Red, green and blue (RGB) light emitting diodes (LEDs), can be controlled by pulse width modulation
(PWM).

1/0 All the pins on the ESP32 module are broken out to pin headers. You can program ESP32 to enable
multiple functions, such as PWM, ADC, DAC, 12C, 12S, SPI, etc.

Mi- MicroSD card slot for data storage: when ESP32 enters the download mode, GPIO2 cannot be held high.
croSD| However, a pull-up resistor is required on GPIO2 to enable the MicroSD Card. By default, GPIO2 and
Card | the pull-up resistor R153 are disconnected. To enable the SD Card, use jumpers on JP1 as shown in
Section Setup Options.

LCD | Support for mounting and interfacing a 3.2” SPI (standard 4-wire Serial Peripheral Interface) LCD, as
shown on figure ESP-WROVER-KIT board layout - back.

Setup Options There are five jumper blocks available to set up the board functionality. The most frequently
required options are listed in the table below.
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Start Application Development Before powering up your ESP-WROVER-KIT, please make sure that the board
is in good condition with no obvious signs of damage.

Initial Setup Please set only the following jumpers shown in the pictures below:

* Select USB as the power source using the jumper block JP7.
¢ Enable UART communication using the jumper block JP11.

Enable UART communication

Power up from USB port

Do not install any other jumpers.

Turn the Power Switch to ON, the SV Power On LED should light up.

Now to Development Please proceed to Get Started, where Section Installation Step by Step will quickly help you
set up the development environment and then flash an example project onto your board.

Related Documents

¢ ESP-WROVER-KIT V2 schematic (PDF)
¢ ESP32 Datasheet (PDF)
ESP32-WROVER Datasheet (PDF)
ESP32-WROOM-32 Datasheet (PDF)
JTAG Debugging

ESP32 Hardware Reference

1.3.3 ESP32-PICO-KIT V4 / V4.1 Getting Started Guide

This guide shows how to get started with the ESP32-PICO-KIT V4 / V4.1 mini development board. For the descrip-
tion of other ESP32-PICO-KIT versions, please check ESP32 Hardware Reference.

This particular description covers ESP32-PICO-KIT V4 and V4.1. The difference is the upgraded USB-UART
bridge from CP2102 in V4 with up to 1 Mbps transfer rates to CP2102N in V4.1 with up to 3 Mbps transfer rates.

What You Need

e ESP32-PICO-KIT mini development board
e USB 2.0 A to Micro B cable
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.
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Overview

ESP32-PICO-KIT is an ESP32-based mini development board produced by Espressif.

The core of this board is ESP32-PICO-D4 - a System-in-Package (SiP) module with complete Wi-Fi and Bluetooth
functionalities. Compared to other ESP32 modules, ESP32-PICO-D4 integrates the following peripheral components
in one single package, which otherwise would need to be installed separately:

* 40 MHz crystal oscillator
e 4 MB flash

* Filter capacitors

¢ RF matching links

This setup reduces the costs of additional external components as well as the cost of assembly and testing and also
increases the overall usability of the product.

The development board features a USB-UART Bridge circuit which allows developers to connect the board to a
computer’ s USB port for flashing and debugging.

All the 10 signals and system power on ESP32-PICO-D4 are led out to two rows of 20 x 0.1 header pads on both sides
of the development board for easy access. For compatibility with Dupont wires, 2 x 17 header pads are populated
with two rows of male pin headers. The remaining 2 x 3 header pads beside the antenna are not populated. These
pads may be populated later by the user if required.

Note:

1. The 2 x 3 pads not populated with pin headers are connected to the flash memory embedded in the ESP32-
PICO-D4 SiP module. For more details see module’ s datasheet in Related Documents.
2. ESP32-PICO-KIT comes with male headers by default.

Functionality Overview

The block diagram below shows the main components of ESP32-PICO-KIT and their interconnections.

00000000000 OEOGEOSOGEO®OS
LLLLLLLLL L LLL L L LS Pin Header

TH/RX DR/DM
ad USB Bridget -
5V —
3.3V USE Port
LDO Regulator
BOOT e Signal

= Power

SONSNSNNNNNNNNNANN
0000000000 OOOEOOOO®OOS

Pin Header

Fig. 16: ESP32-PICO-KIT block diagram
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Functional Description

The following figure and the table below describe the key components, interfaces, and controls of the ESP32-PICO-
KIT board.

ESP32-PICO-D4 LDO USB-to-UART Bridge

Y ORAR KR 3% a3 3/ En GEU 3V3

(. |
-L.f Micro USB Port
el

Power On LED

3D Antenna ——=

/0 Connector

Fig. 17: ESP32-PICO-KIT board layout

Below is the description of the items identified in the figure starting from the top left corner and going clockwise.
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Key Description

Com-

po-

nent

ESP32-| Standard ESP32-PICO-D4 module soldered to the ESP32-PICO-KIT board. The complete ESP32 sys-

PICO- | tem on a chip (ESP32 SoC) has been integrated into the SiP module, requiring only an external antenna

D4 with LC matching network, decoupling capacitors, and a pull-up resistor for EN signals to function
properly.

LDO | 5V-to-3.3V Low dropout voltage regulator (LDO).

USB- | Single-chip USB-UART bridge: CP2102 in V4 provides up to 1 Mbps transfer rates and CP2102N in

UART | V4.1 offers up to 3 Mbps transfers rates.

bridge

Micro | USB interface. Power supply for the board as well as the communication interface between a computer

USB and the board.

Port

5V This red LED turns on when power is supplied to the board. For details, see the schematics in Related

Power | Documents.

On

LED

1/0 All the pins on ESP32-PICO-D4 are broken out to pin headers. You can program ESP32 to enable
multiple functions, such as PWM, ADC, DAC, 12C, 12S, SPI, etc. For details, please see Section Pin
Descriptions.

BOOT | Download button. Holding down Boot and then pressing EN initiates Firmware Download mode for

But- downloading firmware through the serial port.

ton

EN Reset button.

But-

ton

Power Supply Options

There are three mutually exclusive ways to provide power to the board:

* Micro USB port, default power supply
* 5V / GND header pins
¢ 3V3/ GND header pins

Warning: The power supply must be provided using one and only one of the options above, otherwise the
board and/or the power supply source can be damaged.

Pin Descriptions

The two tables below provide the Name and Function of 1/O header pins on both sides of the board, see ESP32-
PICO-KIT board layout. The pin numbering and header names are the same as in the schematic given in Related
Documents.
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Header J2

No. Name Type Function

1 FLASH_SD1 (FSD1) 1/0
GPIOS, SD_DATALI,
SPID, HS1_DATATI1 (See
1), U2CTS

2 FLASH_SD3 (FSD3) I/0
GPIO7, SD_DATADO,
SPIQ, HS1_DATAO (See
1), U2RTS

3 FLASH_CLK (FCLK) 1/0
GPI06, SD_CLK,
SPICLK, HS1_CLK (See
1), UICTS

4 1021 1/0
GPIO21, VSPIHD,
EMAC_TX_EN

5 1022 /0
GPIO22, VSPIWP,
UORTS, EMAC_TXD1

6 1019 /0
GPIO19, VSPIQ,
UOCTS, EMAC_TXDO

7 1023 /0
GPIO23, VSPID,
HS1_STROBE

8 1018 /0
GPIO18, VSPICLK,
HS1_DATA7

9 105 /0
GPIOS5, VSPICSO,
HS1_DATAGS,
EMAC_RX_CLK

10 1010 I/0
GPIO10, SD_DATAZ3,
SPIWP, HS1_DATA3,
UITXD

11 109 I/0

GPIO9, SD_DATAZ2,
SPIHD, HS1_DATA2,
UIRXD

19
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Header J3

No.

Name

Type

Function

FLASH_CS (FCS)

I/0

GPIO16, HS1_DATA4
(See 1), U2RXD,
EMAC_CLK_OUT

FLASH_SDO (FSDO0)

I/0

GPIO17, HS1_DATAS
(See 1), U2TXD,
EMAC_CLK_OUT_180

FLASH_SD2 (FSD2)

I/0

GPIO11, SD_CMD,
SPICS0, HS1_CMD (See
1), UIRTS

SENSOR_VP (FSVP)

GPIO36, ADC1_CHO,
RTC_GPIOO

SENSOR_VN (FSVN)

GPIO39, ADC1_CH3,
RTC_GPIO3

1025

I/0

GPIO25, DAC_1,
ADC2_CHS,
RTC_GPIO6,
EMAC_RXDO

1026

I/0

GPI1026, DAC_2,
ADC2_CH9,
RTC_GPIO7,
EMAC_RXD1

1032

I/0

32K_XP (See 2a) ,
ADCI1_CH4, TOUCHS9,
RTC_GPIO9

1033

I/0

32K_XN (See 2b) ,
ADC1_CHS5, TOUCHS,
RTC_GPIOS

10

1027

I/0

GPIO27, ADC2_CH7,
TOUCH?7,
RTC_GPIO17

EMAC_RX DV
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The following notes give more information about the items in the tables above.

This pin is connected to the flash pin of ESP32-PICO-D4.

32.768 kHz crystal oscillator: a) input b) output

This pin is connected to the pin of the USB bridge chip on the board.

The operating voltage of ESP32-PICO-KIT’ s embedded SPI flash is 3.3V. Therefore, the strapping pin MTDI
should hold bit zero during the module power-on reset. If connected, please make sure that this pin is not held

up on reset.

Hwn e

Start Application Development

Before powering up your ESP32-PICO-KIT, please make sure that the board is in good condition with no obvious
signs of damage.

After that, proceed to Get Started, where Section Installation Step by Step will quickly help you set up the development
environment and then flash an example project onto your board.

Board Dimensions

The dimensions are 52 x 20.3 x 10 mm (2.1”7 x 0.8” x0.4”7 ).

T

@) ESP32-PICO-KIT e

- ESPRESSIF =

ESPRESSIF SYSTEHS (E =

(SHRNGHADPTE LTDA © i

FCC 1D: 20CT2-ESPI2PICOKIT o~

g 8

—

Fig. 18: ESP32-PICO-KIT dimensions - back

For the board physical construction details, please refer to its Reference Design listed below.

Related Documents

¢ ESP32-PICO-KIT V4 schematic (PDF)

¢ ESP32-PICO-KIT V4.1 schematic (PDF)

* ESP32-PICO-KIT Reference Design containing OrCAD schematic, PCB layout, gerbers and BOM
¢ ESP32-PICO-D4 Datasheet (PDF)

» ESP32 Hardware Reference

ESP32-PICO-KIT V3 Getting Started Guide

This guide shows how to get started with the ESP32-PICO-KIT V3 mini development board. For the description of
other ESP32-PICO-KIT versions, please check ESP32 Hardware Reference.
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L 2 4

Fig. 19: ESP32-PICO-KIT dimensions - side

What You Need

« ESP32-PICO-KIT V3 mini development board
e USB 2.0 A to Micro B cable
* Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview ESP32-PICO-KIT V3 is an ESP32-based mini development board produced by Espressif. The core of
this board is ESP32-PICO-D4 - a System-in-Package (SiP) module.

The development board features a USB-UART Bridge circuit, which allows developers to connect the board to a
computer’ s USB port for flashing and debugging.

All the IO signals and system power on ESP32-PICO-D4 are led out to two rows of 20 x 0.1” header pads on both
sides of the development board for easy access.

Functional Description The following figure and the table below describe the key components, interfaces, and
controls of the ESP32-PICO-KIT V3 board.

Below is the description of the items identified in the figure starting from the top left corner and going clockwise.
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Fig. 20: ESP32-PICO-KIT V3 board layout
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Key Description
Com-
po-
nent
ESP32-| Standard ESP32-PICO-D4 module soldered to the ESP32-PICO-KIT V3 board. The complete ESP32
PICO- | system on a chip (ESP32 SoC) has been integrated into the SiP module, requiring only an external an-
D4 tenna with LC matching network, decoupling capacitors, and a pull-up resistor for EN signals to function
properly.

LDO | 5V-to-3.3V Low dropout voltage regulator (LDO).

USB- | Single-chip USB-UART bridge provides up to 1 Mbps transfers rates.

UART
bridge
Micro | USB interface. Power supply for the board as well as the communication interface between a computer
USB and the board.

Port
Power | This red LED turns on when power is supplied to the board.

LED
/0 All the pins on ESP32-PICO-D4 are broken out to pin headers. You can program ESP32 to enable
multiple functions, such as PWM, ADC, DAC, 12C, 128, SPI, etc.

BOOT | Download button. Holding down Boot and then pressing EN initiates Firmware Download mode for

But- downloading firmware through the serial port.
ton

EN Reset button.

But-

ton

Start Application Development Before powering up your ESP32-PICO-KIT V3, please make sure that the board
is in good condition with no obvious signs of damage.

After that, proceed to Get Started, where Section Installation Step by Step will quickly help you set up the development
environment and then flash an example project onto your board.

Related Documents

¢ ESP32-PICO-KIT V3 schematic (PDF)
¢ ESP32-PICO-D4 Datasheet (PDF)
* ESP32 Hardware Reference

1.3.4 ESP32-Ethernet-Kit V1.2 Getting Started Guide

This guide shows how to get started with the ESP32-Ethernet-Kit development board and also provides information
about its functionality and configuration options.

The ESP32-Ethernet-Kit is an Ethernet-to-Wi-Fi development board that enables Ethernet devices to be intercon-
nected over Wi-Fi. At the same time, to provide more flexible power supply options, the ESP32-Ethernet-Kit also
supports power over Ethernet (PoE).

What You Need

e ESP32-Ethernet-Kit V1.2 board
e USB 2.0 A to Micro B Cable
¢ Computer running Windows, Linux, or macOS
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Fig. 21: ESP32-Ethernet-Kit V1.2 Overview (click to enlarge)
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You can skip the introduction sections and go directly to Section Start Application Development.

Overview

ESP32-Ethernet-Kit is an ESP32-based development board produced by Espressif.

It consists of two development boards, the Ethernet board A and the PoE board B. The Ethernet board (A) con-
tains Bluetooth/Wi-Fi dual-mode ESP32-WROVER-E module and IP101GRI, a Single Port 10/100 Fast Ethernet
Transceiver (PHY). The PoE board (B) provides power over Ethernet functionality. The A board can work indepen-
dently, without the board B installed.

Ethernet Board (A)

T AWROVER-E- ||
| e L
r 3
5 = '{'I-‘E o
OVERS 1
O3e [l :
] .
A
| =R ¢ _r,'r_b:
D ! v
| \h\ ; -- .
E = c GlE
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z[e]5i[E i
a H v
£33
o ¥ < H
i =
- -_ i
< : =
s =it =
G 1

PoE Board (B)

Fig. 22: ESP32-Ethernet-Kit V1.2 (click to enlarge)

For the application loading and monitoring, the Ethernet board (A) also features FTDI FT2232H chip - an advanced
multi-interface USB bridge. This chip enables to use JTAG for direct debugging of ESP32 through the USB interface
without a separate JTAG debugger.

Functionality Overview

The block diagram below shows the main components of ESP32-Ethernet-Kit and their interconnections.

Functional Description

The following figures and tables describe the key components, interfaces, and controls of the ESP32-Ethernet-Kit.
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Fig. 23: ESP32-Ethernet-Kit block diagram (click to enlarge)

Ethernet Board (A) The table below provides description starting from the picture’ s top right corner and going
clockwise.
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EN Button
BOOT Button ‘ GPIO Header 1
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@ Wik, ESPrassif.com | 2 E wu un fok
Link/Activit
LEDS & 3?@?
Magnetics (I

Module |

RJ45 Port — & GPIO

Header 2

IP1O1GRI !
(PHY)
— Function Switch
2 - Tx/Rx LEDs
Cﬂn?]c;i;gi’g ESP32-Ethernel~-Kit_B_YLO : i — FT2232H
~ - USB Port

DC/DC 5V Power On LED —

Converter 5V Input Power Switch

Fig. 24: ESP32-Ethernet-Kit - Ethernet board (A) layout (click to enlarge)

Key | Description
Com-
po-
nent
ESP32-This ESP32 module features 64-Mbit PSRAM for flexible extended storage and data processing capabil-
WROVEHRs.

E
GPIO| Five unpopulated through-hole solder pads to provide access to selected GPIOs of ESP32. For details,
Header see GPIO Header 2.

2
Func-| A 4-bit DIP switch used to configure the functionality of selected GPIOs of ESP32. For details see
tion | Function Switch.

Switch
Tx/Rx| Two LEDs to show the status of UART transmission.
LEDs
FT2232MHhe FT2232H chip serves as a multi-protocol USB-to-serial bridge which can be programmed and con-
trolled via USB to provide communication with ESP32. FT2232H also features USB-to-JTAG interface
which is available on channel A of the chip, while USB-to-serial is on channel B. The FT2232H chip
enhances user-friendliness in terms of application development and debugging. See ESP32-Ethernet-Kit
V1.2 Ethernet board (A) schematic.

USB | USB interface. Power supply for the board as well as the communication interface between a computer
Port | and the board.

Power| Power On/Off Switch. Toggling the switch to 5V0 position powers the board on, toggling to GND position
Switch powers the board off.

5V The 5V power supply interface can be more convenient when the board is operating autonomously (not
In- connected to a computer).
put

5V This red LED turns on when power is supplied to the board, either from USB or 5V Input.
Power

On
LED
DC/DCProvided DC 5 V to 3.3 V conversion, output current up to 2 A.
E%“%?gésif Systems 48 Release v4.4.8
rter Submit Docum ck
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Note: Automatic firmware download is supported. If following steps and using software described in Section Start
Application Development, users don’ t need to do any operation with BOOT button or EN button.

PoE Board (B) This board coverts power delivered over the Ethernet cable (PoE) to provide a power supply for the
Ethernet board (A). The main components of the PoE board (B) are shown on the block diagram under Functionality
Overview.

The PoE board (B) has the following features:

* Support for IEEE 802.3at
e Power output: 5V, 1.4 A

To take advantage of the PoE functionality the RJ45 Port of the Ethernet board (A) should be connected with an
Ethernet cable to a switch that supports PoE. When the Ethernet board (A) detects 5 V power output from the PoE
board (B), the USB power will be automatically cut off.

External
Power
Terminals
Board A Board A
Connector Connector
Fig. 25: ESP32-Ethernet-Kit - PoE board (B) layout (click to enlarge)
Table 1: Table PoE board (B)
Key Component Description

Board A Connector Four female (left) and four male (right) header pins for connecting the PoE board (B) to
Ethernet board (A). The pins on the left accept power coming from a PoE switch. The
pins on the right deliver 5 V power supply to the Ethernet board (A).

External Power Ter- | Optional power supply (26.6 ~ 54 V) to the PoE board (B).

minals

Setup Options

This section describes options to configure the ESP32-Ethernet-Kit hardware.

Function Switch When in On position, this DIP switch is routing listed GPIOs to FT2232H to provide JTAG
functionality. When in Off position, the GPIOs may be used for other purposes.

DIP SW | GPIO Pin
1 GPIO13
2 GPIO12
3 GPIO15
4 GPIO14

RMII Clock Selection The ethernet MAC and PHY under RMII working mode need a common 50 MHz refer-
ence clock (i.e. RMII clock) that can be provided either externally, or generated from internal ESP32 APLL (not
recommended).
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Note: For additional information on the RMII clock selection, please refer to ESP32-Ethernet-Kit V1.2 Ethernet
board (A) schematic, sheet 2, location D2.

RMII Clock Sourced Externally by PHY By default, the ESP32-Ethernet-Kit is configured to provide RMII
clock for the IPIOIGRIPHY’ s 50M_CLKO output. The clock signal is generated by the frequency multiplication
of 25 MHz crystal connected to the PHY. For details, please see the figure below.

ESP32
GRICO REF CLK_50M
B
Y ||:||
=
2 —
&) a5 % b &
C, o
= =
[T )
RMII RMIl Interface 0 PHY
Serial Management Interface
z IP101GRI
!
Ll
cn
L
7
GPIOS i T

Fig. 26: RMII Clock from IP101GRI PHY

Please note that the PHY is reset on power up by pulling the RESET_N signal down with a resistor. ESP32 should
assert RESET_N high with GPIOS5 to enable PHY. Only this can ensure the power-up of system. Otherwise ESP32
may enter download mode (when the clock signal of REF_CLK_50M is at a high logic level during the GPIOO0
power-up sampling phase).

RMII Clock Sourced Internally from ESP32° s APLL  Another option is to source the RMII Clock from internal
ESP32 APLL, see figure below. The clock signal coming from GPIOO is first inverted, to account for transmission
line delay, and then supplied to the PHY.

To implement this option, users need to remove or add some RC components on the board. For details please refer
to ESP32-Ethernet-Kit V1.2 Ethernet board (A) schematic, sheet 2, location D2. Please note that if the APLL is
already used for other purposes (e.g. 12S peripheral), then you have no choice but use an external RMII clock.
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Fig. 27: RMII Clock from ESP Internal APLL
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GPIO Allocation

This section describes allocation of ESP32 GPIOs to specific interfaces or functions of the ESP32-Ethernet-Kit.

IP101GRI (PHY) Interface The allocation of the ESP32 (MAC) pins to [P101GRI (PHY) is shown in the table
below. Implementation of ESP32-Ethernet-Kit defaults to Reduced Media-Independent Interface (RMII).

No. \ ESP32 Pin (MAC) \ IP101GRI (PHY)
RMII Interface

1 GPIO21 TX_EN

2 GPIO19 TXD[0]

3 GPIO22 TXD[1]

4 GPIO25 RXDI[0]

5 GPIO26 RXD[1]

6 GPIO27 CRS_DV
7 GPIOO REF_CLK
Serial Management Interface

8 GPIO23 MDC

9 GPIO18 MDIO
PHY Reset

10 | GPIO5 | Reset_ N

Note: The allocation of all pins under the ESP32’ s RMII Interface is fixed and cannot be changed either through 10
MUX or GPIO Matrix. REF_CLK can only be selected from GPIO0, GPIO16 or GPIO17 and it can not be changed

through GPIO Matrix.

GPIO Header 1 This header exposes some GPIOs that are not used elsewhere on the ESP32-Ethernet-Kit.

No. | ESP32 Pin
1 GPIO32
2 GPIO33
3 GPIO34
4 GPIO35
5 GPIO36
6 GPIO39

GPIO Header 2 This header contains GPIOs that may be used for other purposes depending on scenarios described

in column “Comments” .

No. | ESP32 Pin | Comments
1 GPIO17 See note 1
2 GPIO16 See note 1
3 GPIO4

4 GPIO2

5 GPIO13 See note 2
6 GPIO12 See note 2
7 GPIO15 See note 2
8 GPIO14 See note 2
9 GND Ground

10 3V3 3.3 V power supply
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Note:

1. The ESP32 pins GPIO16 and GPIO17 are not broken out to the ESP32-WROVER-E module and therefore
not available for use. If you need to use these pins, please solder a module without PSRAM memory inside,
e.g. the ESP32-WROOM-32D or ESP32-SOLO-1.

2. Functionality depends on the settings of the Function Switch.

GPIO Allocation Summary

ESP32-WROVER-E | IP101GRI | UART | JTAG | GPIO Comments
S_VP 1036

S_VN 1039

1034 1034

1035 1035

1032 1032

1033 1033

1025 RXD[0]

1026 RXDI[1]

1027 CRS_DV

1014 TMS 1014

1012 TDI 1012

1013 TCK 1013

1015 TDO 1015

102 102

100 REF_CLK See note 1
104 104

1016 1016 (NC) | See note 2
1017 1017 (NC) | See note 2
105 Reset_N See note 1
1018 MDIO

1019 TXD[0]

1021 TX_EN

RXDO RXD

TXDO TXD

1022 TXDI[1]

1023 MDC

Note:

1. To prevent the power-on state of the GPIOO from being affected by the clock output on the PHY side, the
RESET_N signal to PHY defaults to low, turning the clock output off. After power-on you can control RE-
SET_N with GPIOS to turn the clock output on. See also RMII Clock Sourced Externally by PHY. For PHYs
that cannot turn off the clock output through RESET_N, it is recommended to use a crystal module that can be
disabled/enabled externally. Similarly like when using RESET_N, the oscillator module should be disabled by
default and turned on by ESP32 after power-up. For a reference design please see ESP32-Ethernet-Kit V1.2

Ethernet board (A) schematic.

2. The ESP32 pins GPIO16 and GPIO17 are not broken out to the ESP32-WROVER-E module and therefore
not available for use. If you need to use these pins, please solder a module without PSRAM memory inside,
e.g. the ESP32-WROOM-32D or ESP32-SOLO-1.
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Start Application Development

Before powering up your ESP32-Ethernet-Kit, please make sure that the board is in good condition with no obvious
signs of damage.

Initial Setup

Set the Function Switch on the Ethernet board (A) to its default position by turning all the switches to ON.
To simplify flashing and testing of the application, do not input extra signals to the board headers.

The PoE board (B) can now be plugged in, but do not connect external power to it.

Connect the Ethernet board (A) to the PC with a USB cable.

Turn the Power Switch from GND to 5VO position, the 5V Power On LED should light up.

Nk L=

Now to Development Proceed to Get Started, where Section Installation Step by Step will quickly help you set up
the development environment and then flash an example project onto your board.

Move on to the next section only if you have successfully completed all the above steps.

Configure and Load the Ethernet Example After setting up the development environment and testing the board,
you can configure and flash the ethernet/basic example. This example has been created for testing Ethernet function-
ality. It supports different PHY, including IP101GRI installed on ESP32-Ethernet-Kit V1.2 (click to enlarge).

Summary of Changes from ESP32-Ethernet-Kit V1.1

* Correct the placement of GPIO pin number marking on the board’ s silkscreen besides the DIP switch.

* Values of C1, C2, C42, and C43 are updated to 20 pF. For more information, please check ESP32-Ethernet-Kit
V1.2 Ethernet board (A) schematic.

¢ Replace ESP32-WROVER-B with ESP32-WROVER-E.

Other Versions of ESP32-Ethernet-Kit

o ESP32-Ethernet-Kit V1.0 Getting Started Guide
o ESP32-Ethernet-Kit V1.1 Getting Started Guide

Related Documents

¢ ESP32-Ethernet-Kit V1.2 Ethernet Board (A) Schematic (PDF)

¢ ESP32-Ethernet-Kit PoE Board (B) Schematic (PDF)

» ESP32-Ethernet-Kit V1.2 Ethernet Board (A) PCB Layout (PDF)
¢ ESP32-Ethernet-Kit PoE Board (B) PCB Layout (PDF)

¢ ESP32 Datasheet (PDF)

¢ ESP32-WROVER-E Datasheet (PDF)

e JTAG Debugging

* ESP32 Hardware Reference

For other design documentation for the board, please contact us at sales@espressif.com.

ESP32-Ethernet-Kit V1.0 Getting Started Guide

This guide shows how to get started with the ESP32-Ethernet-Kit development board and also provides information
about its functionality and configuration options.

The ESP32-Ethernet-Kit is an Ethernet-to-Wi-Fi development board that enables Ethernet devices to be intercon-
nected over Wi-Fi. At the same time, to provide more flexible power supply options, the ESP32-Ethernet-Kit also
supports power over Ethernet (PoE).
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What You Need

o ESP32-Ethernet-Kit V1.0 board
» USB 2.0 A to Micro B Cable
* Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview ESP32-Ethernet-Kit is an ESP32-based development board produced by Espressif.

It consists of two development boards, the Ethernet board A and the PoE board B, The Ethernet board (A) con-
tains Bluetooth / Wi-Fi dual-mode ESP32-WROVER-B module and IP101GRI, a Single Port 10/100 Fast Ethernet
Transceiver (PHY). The PoE board (B) provides power over Ethernet functionality. The A board can work indepen-
dently, without the board B installed.

Ethernet Board (A)

ESP32-Ethernel-Kil _A_V10

. @/ wd Espressif. com

.l
ol
)
]
=
o
L
il
-
]
o
ul
wl
¢ ml
w
]
o

PoE Board (B)

Fig. 28: ESP32-Ethernet-Kit V1.0

For the application loading and monitoring the Ethernet board (A) also features FTDI FT2232H chip - an advanced
multi-interface USB bridge. This chip enables to use JTAG for direct debugging of ESP32 through the USB interface
without a separate JTAG debugger.

Functionality Overview The block diagram below shows the main components of ESP32-Ethernet-Kit and their
interconnections.

Functional Description The following two figures and tables describe the key components, interfaces, and controls
of the ESP32-Ethernet-Kit.
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Fig. 29: ESP32-Ethernet-Kit block diagram (click to enlarge)
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BOOT Button GPIO Header 1
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Magnetics
Module

RJ45 Port ——»

IP101GRI
(PHY)

Board B

ESP32-Ethernet-Kit_B_V1.0
Connectors

5V Power On LED
5V Input

DC/DC
Converter

J Power Switch

Fig. 30: ESP32-Ethernet-Kit - Ethernet board (A) layout (click to enlarge)
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Ethernet Board (A) The table below provides description starting from the picture’ s top right corner and going
clockwise.
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Key | Description

Com-

po-

nent

ESP32-This ESP32 module features 64-Mbit PSRAM for flexible extended storage and data processing capabil-

WROVERs.

B

GPIO| Five unpopulated through-hole solder pads to provide access to selected GPIOs of ESP32. For details,

Header see GPIO Header 2.

2

Flow | A jumper header with access to the board signals. For details, see Flow Control.

Con-

trol

Func-| A DIP switch used to configure the functionality of selected GPIOs of ESP32. For details, see Function

tion | Switch.

Switch

Tx/Rx| Two LEDs to show the status of UART transmission.

LEDs

GPIO| Provides access to some GPIOs of ESP32 that can be used depending on the position of the Function

Header Switch.

3

FT2232Hhe FT2232H chip serves as a multi-protocol USB-to-serial bridge which can be programmed and con-
trolled via USB to provide communication with ESP32. FT2232H also features USB-to-JTAG interface
which is available on channel A of the chip, while USB-to-serial is on channel B. The FT2232H chip
enhances user-friendliness in terms of application development and debugging. See ESP32-Ethernet-Kit
V1.0 Ethernet board (A) schematic.

USB | USB interface. Power supply for the board as well as the communication interface between a computer

Port | and the board.

Power| Power On/Off Switch. Toggling toward the Boot button powers the board on, toggling away from Boot

Switch powers the board off.

5V The 5V power supply interface can be more convenient when the board is operating autonomously (not

In- connected to a computer).

put

5V This red LED turns on when power is supplied to the board, either from USB or 5V Input.

Power

On

LED

DC/DCProvided DC 5 V to 3.3 V conversion, output current up to 2A.

Con-

verter

Board| A pair male header pins for mounting the PoE board (B).

B

Con-

nec-

tors

IP101GRhe physical layer (PHY) connection to the Ethernet cable is implemented using the IP101GRI chip. The

(PHY) connection between PHY and ESP32 is done through the reduced media-independent interface (RMII),
a variant of the media-independent interface (MII) standard. The PHY supports the IEEE 802.3 / 802.3u
standard of 10/100Mbps.

RJ45 | Ethernet network data transmission port.

Port

Mag- | The Magnetics are part of the Ethernet specification to protect against faults and transients, including

net- | rejection of common mode signals between the transceiver IC and the cable. The magnetics also provide

ics galvanic isolation between the transceiver and the Ethernet device.

Mod-

ule

Link/AcfiwioyLEDs (green and red) that respectively indicate the “Link” and “Activity” statuses of the PHY.

LEDs

BOOTDownload-button—Holding down BOOT-and-then—pr cabiug CH_PY-inittates Firmware Download-mode
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PoE Board (B) This board coverts power delivered over the Ethernet cable (PoE) to provide a power supply for the
Ethernet board (A). The main components of the PoE board (B) are shown on the block diagram under Functionality

Overview.

The PoE board (B) has the following features:

* Support for IEEE 802.3at
e Power output: 5V, 1.4 A

To take advantage of the PoE functionality the RJ45 Port of the Ethernet board (A) should be connected with an
Ethernet cable to a switch that supports PoOE. When the Ethernet board (A) detects 5 V power output from the PoE

board (B), the USB power will be automatically cut off.

External
Power
Terminals

Board A
Connector

Board A
Connector

Fig. 31: ESP32-Ethernet-Kit - PoE board (B) layout (click to enlarge)

Key Component

Description

Board A Connector

Four female header pins for mounting this board onto Ethernet board (A).

External Power Terminals | Optional power supply to the PoE board (B).

Setup Options This section describes options to configure the ESP32-Ethernet-Kit hardware.

Function Switch The functions for specific GPIO pins can be selected with the Function Switch.

DIP SW

GPIO Pin | Pin Functionality if DIP SW is ON

GPIO14 Connected to FT2232H to provide JTAG functionality

GPIO12 Connected to FT2232H to provide JTAG functionality

GPIO13 Connected to FT2232H to provide JTAG functionality

GPIO15 Connected to FT2232H to provide JTAG functionality

GPIO4 Connected to FT2232H to provide JTAG functionality

GPIO2 Connected to on-board 25 MHz oscillator

GPIOS Connected to RESET_N input of IP101GRI

[e=]IEN]No N RV, | NN OS] N S

n/a

You can make a certain GPIO pin available for other purposes by putting its DIP SW to the Off position.

Flow Control This is a 2 x 2 jumper pin header intended for the UART flow control.

GPIO Allocation This section describes allocation of ESP32 GPIOs to specific interfaces or functions of the

ESP32-Ethernet-Kit.

Signal | Comment

MTDO | GPIO13, see also Function Switch
MTCK | GPIO15, see also Function Switch
RTS RTS signal of FT2232H

CTS CTS signal of FT2232H

EEN RSN ST R
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IP101GRI (PHY) Interface The allocation of the ESP32 (MAC) pins to [IP101GRI (PHY) is shown in the table
below. Implementation of ESP32-Ethernet-Kit defaults to Reduced Media-Independent Interface (RMII).

\ ESP32 Pin (MAC) \ IP101GRI (PHY)
RMII Interface
1 GPIO21 TX_EN
2 GPIO19 TXD[0]
3 GPIO22 TXD[1]
4 GPIO25 RXDI[0]
5 GPIO26 RXDI[1]
6 GPI1027 CRS_DV
7 GPIOO REF_CLK
Serial Management Interface
8 GPIO23 MDC
9 GPIO18 MDIO
PHY Reset
10 | GPIO5 | Reset_N

Note: Except for REF_CLK, the allocation of all pins under the RMII Interface is fixed and cannot be changed either
through IOMUX or GPIO Matrix.

GPIO Header 1 This header exposes some GPIOs that are not used elsewhere on the ESP32-Ethernet-Kit.

ESP32 Pin
GPIO32
GPIO33
GPIO34
GPIO35
GPIO36
GPIO39

NN | W=

GPIO Header 2 This header contains the GPIOs with specific MII functionality (except GPIO2), as opposed to
Reduced Media-Independent Interface (RMII) functionality implemented on ESP32-Ethernet-Kit board by default,
see IP101GRI (PHY) Interface. Depending on the situation, if MMI is used, specific Ethernet applications might
require this functionality.

. | ESP32 Pin | MIl Function Comments
1 | GPIO17 EMAC_CLK_180 See note 1

2 | GPIO16 EMAC_CLK_OUT | See note 1
3 | GPIO4 EMAC_TX_ER

4 | GPIO2 n/a See note 2
5 | GPIO5S EMAC_RX_CLK See note 2

Note:

1. The ESP32 pins GPIO16 and GPIO17 are not broken out to the ESP32-WROVER-B module and therefore
not available for use. If you need to use these pins, please solder a module without SPIRAM memory inside,

e.g. the ESP32-WROOM-32D or ESP32-SOLO-1.
2. Functionality depends on the settings of the Function Switch.
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GPIO Header 3 The functionality of GPIOs connected to this header depends on the settings of the Function

Switch.
. | ESP32 Pin
1 | GPIO15
2 | GPIO13
3 | GPIO12
4 | GPIO14
5 | GND
6 | 3V3
GPIO Allocation Summary
ESP32-WROVER-B | IP101GRI | UART | JTAG | GPIO Comments
S_VP 1036
S_VN 1039
1034 1034
1035 1035
1032 1032
1033 1033
1025 RXDI[0]
1026 RXDI[1]
1027 CRS_DV
1014 T™S 1014
1012 TDI 1012
1013 RTS TCK 1013
1015 CTS TDO 1015
102 102 See notes 1 and 3 below
100 REF_CLK See notes 2 and 3 below
104 nTRST | 104
1016 1016 (NC) | See note 4 below
1017 1017 (NC) | See note 4 below
105 Reset_N 105
1018 MDIO
1019 TXDI[0]
1021 TX_EN
RXDO RXD
TXDO TXD
1022 TXD[1]
1023 MDC
Note:

1. GPIO2 is used to enable external oscillator of the PHY.

2. GPIOO is a source of 50 MHz reference clock for the PHY. The clock signal is first inverted, to account for
transmission line delay, and then supplied to the PHY.

3. To prevent affecting the power-on state of GPIOO by the clock output on the PHY side, the PHY external
oscillator is enabled using GPIO2 after ESP32 is powered up.

4. The ESP32 pins GPIO16 and GPIO17 are not broken out to the ESP32-WROVER-B module and therefore
not available for use. If you need to use these pins, please solder a module without SPIRAM memory inside,
e.g. the ESP32-WROOM-32D or ESP32-SOLO-1.

Start Application Development Before powering up your ESP32-Ethernet-Kit, please make sure that the board
is in good condition with no obvious signs of damage.
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Initial Setup

1. Set the Function Switch on the Ethernet board (A) to its default position by turning all the switches to ON.

2. To simplify flashing and testing the application, do not install any jumpers and do not connect any signals to
the board headers.

3. The PoE board (B) can now be plugged in, but do not connect external power to it.

Connect the Ethernet board (A) to the PC with a USB cable.

5. Turn the Power Switch from GND to 5VO0 position, the 5V Power On LED should light up.

&

Now to Development Proceed to Ger Started, where Section Installation Step by Step will quickly help you set up
the development environment and then flash an example project onto your board.

Move on to the next section only if you have successfully completed all the above steps.

Configure and Load the Ethernet Example After setting up the development environment and testing the board,
you can configure and flash the ethernet/basic example. This example has been created for testing Ethernet function-
ality. It supports different PHY, including IP101GRI installed on ESP32-Ethernet-Kit V1.0 board.

Related Documents

¢ ESP32-Ethernet-Kit V1.0 Ethernet board (A) schematic (PDF)
¢ ESP32-Ethernet-Kit V1.0 PoE board (B) schematic (PDF)

¢ ESP32 Datasheet (PDF)

¢ ESP32-WROVER-B Datasheet (PDF)

e JTAG Debugging

e ESP32 Hardware Reference

For other design documentation for the board, please contact us at sales@espressif.com.

ESP32-Ethernet-Kit V1.1 Getting Started Guide

This guide shows how to get started with the ESP32-Ethernet-Kit development board and also provides information
about its functionality and configuration options.

The ESP32-Ethernet-Kit is an Ethernet-to-Wi-Fi development board that enables Ethernet devices to be intercon-
nected over Wi-Fi. At the same time, to provide more flexible power supply options, the ESP32-Ethernet-Kit also
supports power over Ethernet (PoE).

What You Need

e ESP32-Ethernet-Kit V1.1 board
e USB 2.0 A to Micro B Cable
¢ Computer running Windows, Linux, or macOS

You can skip the introduction sections and go directly to Section Start Application Development.

Overview ESP32-Ethernet-Kit is an ESP32-based development board produced by Espressif.

It consists of two development boards, the Ethernet board A and the PoE board B. The Ethernet board (A) con-
tains Bluetooth / Wi-Fi dual-mode ESP32-WROVER-B module and IP101GRI, a Single Port 10/100 Fast Ethernet
Transceiver (PHY). The PoE board (B) provides power over Ethernet functionality. The A board can work indepen-
dently, without the board B installed.

For the application loading and monitoring, the Ethernet board (A) also features FTDI FT2232H chip - an advanced
multi-interface USB bridge. This chip enables to use JTAG for direct debugging of ESP32 through the USB interface
without a separate JTAG debugger.
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Ethernet Board (A)
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Fig. 32: ESP32-Ethernet-Kit V1.1
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Fig. 33: ESP32-Ethernet-Kit block diagram (click to enlarge)
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Functionality Overview The block diagram below shows the main components of ESP32-Ethernet-Kit and their
interconnections.

Functional Description The following figures and tables describe the key components, interfaces, and controls of
the ESP32-Ethernet-Kit.

EN Button
BOOT Button GPIO Header 1
s-Ethermel=kit A1 | B A RIB OGS ESP32-WROVER-B
® @[sps Eth lltt_ﬂ._'._!l H ﬁooo - 1]
Wik, ESPressifT. com - |
Link/Activity : "
LEDs : JE':‘
Magnetics . P

Module |

GPIO

RJ45 Port — =
| Header 2

IPLO1GRI
(PHY) -
Function Switch
Tx/Rx LEDs
Con?\(;?:;grz ESP32-Ethernet-Kit_B_VLO ] o arnone FT2232H
"""""""""""""""""""" . ® — USB Port

DC/DC 5V Power On LED
Converter 5V Input Power Switch

Fig. 34: ESP32-Ethernet-Kit - Ethernet board (A) layout (click to enlarge)

Ethernet Board (A) The table below provides description starting from the picture’ s top right corner and going
clockwise.
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Key | Description

Com-

po-

nent

ESP32-This ESP32 module features 64-Mbit PSRAM for flexible extended storage and data processing capabil-

WROVERs.

B

GPIO| Five unpopulated through-hole solder pads to provide access to selected GPIOs of ESP32. For details,

Header see GPIO Header 2.

2

Func-| A 4-bit DIP switch used to configure the functionality of selected GPIOs of ESP32. Please note that

tion | placement of GPIO pin number marking on the board’ s silkscreen besides the DIP switch is incorrect.

Switch For details and correct pin allocation see Function Switch.

Tx/Rx| Two LEDs to show the status of UART transmission.

LEDs

FT2232Hhe FT2232H chip serves as a multi-protocol USB-to-serial bridge which can be programmed and con-
trolled via USB to provide communication with ESP32. FT2232H also features USB-to-JTAG interface
which is available on channel A of the chip, while USB-to-serial is on channel B. The FT2232H chip
enhances user-friendliness in terms of application development and debugging. See ESP32-Ethernet-Kit
V1.1 Ethernet board (A) schematic.

USB | USB interface. Power supply for the board as well as the communication interface between a computer

Port | and the board.

Power| Power On/Off Switch. Toggling the switch to 5V0 position powers the board on, toggling to GND position

Switch powers the board off.

5V The 5V power supply interface can be more convenient when the board is operating autonomously (not

In- connected to a computer).

put

5V This red LED turns on when power is supplied to the board, either from USB or 5V Input.

Power

On

LED

DC/DCProvided DC 5 V to 3.3 V conversion, output current up to 2A.

Con-

verter

Board| A pair male and female header pins for mounting the PoE board (B).

B

Con-

nec-

tors

IP101GRhe physical layer (PHY) connection to the Ethernet cable is implemented using the IP101GRI chip. The

(PHY) connection between PHY and ESP32 is done through the reduced media-independent interface (RMII),
a variant of the media-independent interface (MII) standard. The PHY supports the IEEE 802.3 / 802.3u
standard of 10/100Mbps.

RJ45 | Ethernet network data transmission port.

Port

Mag- | The Magnetics are part of the Ethernet specification to protect against faults and transients, including

net- | rejection of common mode signals between the transceiver IC and the cable. The magnetics also provide

ics galvanic isolation between the transceiver and the Ethernet device.

Mod-

ule

Link/ActiwioyLEDs (green and red) that respectively indicate the “Link” and “Activity” statuses of the PHY.

LEDs

BOOT Download button. Holding down BOOT and then pressing EN initiates Firmware Download mode for

But- | downloading firmware through the serial port.

ton

EN Reset button.

But-

ton

GPIO+—Thisheader Pt ovidessix uupupu}atcd thr ng'ﬁ-hu}c solder padb connected-to Spare GP1Osof ESP32Feor

Espegonif d¥biiSee GPIO Header 1. o Release v4.4.
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PoE Board (B) This board coverts power delivered over the Ethernet cable (PoE) to provide a power supply for the
Ethernet board (A). The main components of the PoE board (B) are shown on the block diagram under Functionality
Overview.

The PoE board (B) has the following features:

* Support for IEEE 802.3at
e Power output: 5V, 1.4 A

To take advantage of the PoE functionality the RJ45 Port of the Ethernet board (A) should be connected with an
Ethernet cable to a switch that supports PoOE. When the Ethernet board (A) detects 5 V power output from the PoE
board (B), the USB power will be automatically cut off.

External
Power
Terminals
Board A Board A
Connector Connector
Fig. 35: ESP32-Ethernet-Kit - PoE board (B) layout (click to enlarge)
Table 2: Table PoE board (B)
Key Component Description

Board A Connector Four female (left) and four male (right) header pins for connecting the PoE board (B) to
Ethernet board (A). The pins on the left accept power coming from a PoE switch. The
pins on the right deliver 5 V power supply to the Ethernet board (A).

External Power Ter- | Optional power supply (26.6 ~ 54 V) to the PoE board (B).

minals

Setup Options This section describes options to configure the ESP32-Ethernet-Kit hardware.

Function Switch When in On position, this DIP switch is routing listed GPIOs to FT2232H to provide JTAG
functionality. When in Off position, the GPIOs may be used for other purposes.

DIP SW | GPIO Pin
1 GPIO13
2 GPIO12
3 GPIO15
4 GPIO14

Note: Placement of GPIO pin number marking on the board’ s silkscreen besides the DIP switch is incorrect.
Please use instead the pin order as in the table above.

RMII Clock Selection The ethernet MAC and PHY under RMII working mode need a common 50 MHz reference
clock (i.e. RMII clock) that can be provided either externally, or generated from internal ESP32 APLL.

Note: For additional information on the RMII clock selection, please refer to ESP32-Ethernet-Kit V1.1 Ethernet
board (A) schematic, sheet 2, location D2.
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RMII Clock Sourced Externally by PHY By default, the ESP32-Ethernet-Kit is configured to provide RMII
clock for the IPIOIGRIPHY’ s SOM_CLKO output. The clock signal is generated by the frequency multiplication
of 25 MHz crystal connected to the PHY. For details, please see the figure below.

ESP32
GPICO REF CLK_50M
B
' IHI
=
x _
%) x % b >,
UI U|
= =
T3] =
RMII RMIl Interface 0 PHY
Serial Management Interface
é z IP101GRI
|_
LU
o
LU
[
GPICS i T

Fig. 36: RMII Clock from IP101GRI PHY

Please note that the PHY is reset on power up by pulling the RESET_N signal down with a resistor. ESP32 should
assert RESET_N high with GPIOS to enable PHY. Only this can ensure the power-up of system. Otherwise ESP32
may enter download mode (when the clock signal of REF_CLK_50M is at a high logic level during the GPIO0
power-up sampling phase).

RMII Clock Sourced Internally from ESP32° s APLL  Another option is to source the RMII Clock from internal
ESP32 APLL, see figure below. The clock signal coming from GPIOO is first inverted, to account for transmission
line delay, and then supplied to the PHY.

To implement this option, users need to remove or add some RC components on the board. For details please refer
to ESP32-Ethernet-Kit V1.1 Ethernet board (A) schematic, sheet 2, location D2. Please note that if the APLL is
already used for other purposes (e.g. 12S peripheral), then you have no choice but use an external RMII clock.

GPIO Allocation This section describes allocation of ESP32 GPIOs to specific interfaces or functions of the
ESP32-Ethernet-Kit.
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IP101GRI (PHY) Interface The allocation of the ESP32 (MAC) pins to [IP101GRI (PHY) is shown in the table
below. Implementation of ESP32-Ethernet-Kit defaults to Reduced Media-Independent Interface (RMII).

\ ESP32 Pin (MAC) \ IP101GRI (PHY)
RMII Interface
1 GPIO21 TX_EN
2 GPIO19 TXD[0]
3 GPIO22 TXD[1]
4 GPIO25 RXDI[0]
5 GPIO26 RXDI[1]
6 GPI1027 CRS_DV
7 GPIOO REF_CLK
Serial Management Interface
8 GPIO23 MDC
9 GPIO18 MDIO
PHY Reset
10 | GPIO5 | Reset_N

Note: Except for REF_CLK, the allocation of all pins under the ESP32’ s RMII Interface is fixed and cannot be
changed either through IOMUX or GPIO Matrix.

GPIO Header 1 This header exposes some GPIOs that are not used elsewhere on the ESP32-Ethernet-Kit.

ESP32 Pin
GPIO32
GPIO33
GPIO34
GPIO35
GPIO36
GPIO39

NN | W=

GPIO Header 2 This header contains GPIOs that may be used for other purposes depending on scenarios described
in column “Comments” .

. ESP32 Pin | Comments
1 GPIO17 See note 1
2 GPIO16 See note 1
3 GPIO4

4 GPIO2

5 GPIO13 See note 2
6 GPIO12 See note 2
7 GPIO15 See note 2
8 GPIO14 See note 2
9 GND Ground

10 | 3V3 3.3 V power supply

Note:

1. The ESP32 pins GPIO16 and GPIO17 are not broken out to the ESP32-WROVER-B module and therefore
not available for use. If you need to use these pins, please solder a module without PSRAM memory inside,
e.g. the ESP32-WROOM-32D or ESP32-SOLO-1.

2. Functionality depends on the settings of the Function Switch.
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GPIO Allocation Summary

ESP32-WROVER-B | IP101GRI | UART | JTAG | GPIO Comments
S_VP 1036

S_VN 1039

1034 1034

1035 1035

1032 1032

1033 1033

1025 RXD[0]

1026 RXD[1]

1027 CRS_DV

1014 TMS 1014

1012 TDI 1012

1013 RTS TCK 1013

1015 CTS TDO 1015

102 102

100 REF _CLK See note 1
104 104

1016 1016 (NC) | See note 2
1017 1017 (NC) | See note 2
105 Reset N See note 1
1018 MDIO

1019 TXD[O0]

1021 TX_EN

RXDO RXD

TXDO TXD

1022 TXD[1]

1023 MDC

Note:

1. To prevent the power-on state of the GPIOO from being affected by the clock output on the PHY side, the
RESET_N signal to PHY defaults to low, turning the clock output off. After power-on you can control RE-
SET_N with GPIOS to turn the clock output on. See also RMII Clock Sourced Externally by PHY . For PHYs
that cannot turn off the clock output through RESET_N, it is recommended to use a crystal module that can be
disabled / enabled externally. Similarly like when using RESET N, the oscillator module should be disabled
by default and turned on by ESP32 after power-up. For a reference design please see ESP32-Ethernet-Kit
V1.1 Ethernet board (A) schematic.

2. The ESP32 pins GPIO16 and GPIO17 are not broken out to the ESP32-WROVER-B module and therefore
not available for use. If you need to use these pins, please solder a module without PSRAM memory inside,
e.g. the ESP32-WROOM-32D or ESP32-SOLO-1.

Start Application Development Before powering up your ESP32-Ethernet-Kit, please make sure that the board
is in good condition with no obvious signs of damage.

Initial Setup

1. Set the Function Switch on the Ethernet board (A) to its default position by turning all the switches to ON.
2. To simplify flashing and testing of the application, do not input extra signals to the board headers.

3. The PoE board (B) can now be plugged in, but do not connect external power to it.

4. Connect the Ethernet board (A) to the PC with a USB cable.
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5. Turn the Power Switch from GND to 5VO0 position, the SV Power On LED should light up.

Now to Development Proceed to Get Started, where Section Installation Step by Step will quickly help you set up
the development environment and then flash an example project onto your board.

Move on to the next section only if you have successfully completed all the above steps.

Configure and Load the Ethernet Example After setting up the development environment and testing the board,
you can configure and flash the ethernet/basic example. This example has been created for testing Ethernet function-
ality. It supports different PHY, including IP101GRI installed on ESP32-Ethernet-Kit V1.1.

Summary of Changes from ESP32-Ethernet-Kit V1.0

 The original inverted clock provided to the PHY by ESP32 using GPIOO has been replaced by a clock generated
on PHY side. The PHY ’ s clock is connected to the ESP32 with same GPIO0. The GPIO2 which was originally
used to control the active crystal oscillator on the PHY side, can now be used for other purposes.

e On power up, the ESP32 boot strapping pin GPIO0 may be affected by clock generated on the PHY side. To
resolve this issue the PHY’ s Reset-N signal is pulled low using resistor R17 and effectively turning off the
PHY’ s clock output. The Reset-N signal can be then pulled high by ESP32 using GPIOS.

¢ Removed FT2232H chip’ s external SPI Flash U6.

¢ Removed flow control jumper header J4.

e Removed nTRST JTAG signal. The corresponding GPIO4 can now be used for other purposes.

* Pull-up resistor R68 on the GPIO15 line is moved to the MTDO side of JTAG.

¢ To make the A and B board connections more foolproof (reduce chances of plugging in the B board in reverse
orientation), the original two 4-pin male rows on board A were changed to one 4-pin female row and one 4-pin
male row. Corresponding male and female 4-pins rows were installed on board B.

Other Versions of ESP32-Ethernet-Kit
o ESP32-Ethernet-Kit V1.0 Getting Started Guide

Related Documents

¢ ESP32-Ethernet-Kit V1.1 Ethernet board (A) schematic (PDF)
¢ ESP32-Ethernet-Kit V1.0 PoE board (B) schematic (PDF)

¢ ESP32 Datasheet (PDF)

¢ ESP32-WROVER-B Datasheet (PDF)

» JTAG Debugging

e ESP32 Hardware Reference

For other design documentation for the board, please contact us at sales@espressif.com.

1.3.5 ESP32-DevKitS(-R)

This user guide provides information on ESP32-DevKitS(-R), an ESP32-based flashing board produced by Espressif.
ESP32-DevKitS(-R) is a combination of two board names: ESP32-DevKitS and ESP32-DevKitS-R. S stands for
springs, and R stands for WROVER.
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ESP32-DevKitS ESP32-DevKitS-R

The document consists of the following major sections:

* Getting Started: Provides an overview of ESP32-DevKitS(-R) and hardware/software setup instructions to get
started.

e Hardware Reference: Provides more detailed information about ESP32-DevKitS(-R)’ s hardware.

e Related Documents: Gives links to related documentation.

Getting Started

This section describes how to get started with ESP32-DevKitS(-R). It begins with a few introductory sections about
ESP32-DevKitS(-R), then Section How fo Flash a Board provides instructions on how to mount a module onto
ESP32-DevKitS(-R), get it ready, and flash firmware onto it.

Overview ESP32-DevKitS(-R) is Espressif’ s flashing board designed specifically for ESP32. It can be used to
flash an ESP32 module without soldering the module to the power supply and signal lines. With a module mounted,
ESP32-DevKitS(-R) can also be used as a mini development board like ESP32-DevKitC.

ESP32-DevKitS and ESP32-DevKitS-R boards vary only in layout of spring pins to fit the following ESP32 modules.

 ESP32-DevKitS:

— ESP32-WROOM-32
ESP32-WROOM-32D
ESP32-WROOM-32U
ESP32-SOLO-1
ESP32-WROOM-32E

— ESP32-WROOM-32UE
¢ ESP32-DevKitS-R:

— ESP32-WROVER (PCB & IPEX)

— ESP32-WROVER-B (PCB & IPEX)

— ESP32-WROVER-E

— ESP32-WROVER-IE

For information about above modules, please refer to ESP32 Series Modules.

Description of Components
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Fig. 38: ESP32-DevKitS - front
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Key Component Description

Spring Pins Click the module in. The pins will fit into the module’ s castellated holes.

2.54 mm Female Headers These female headers are connected to pins of the module mounted on this
board. For description of female headers, please refer to Header Blocks.

USB-to-UART Bridge Single-chip USB to UART bridge provides transfer rates of up to 3 Mbps.

LDO 5V-t0-3.3V low-dropout voltage regulator (LDO).

Micro-USB  Connector/Micro | USB interface. Power supply for the board as well as the communication in-

USB Port terface between a computer and the board.

EN Button Reset button.

Boot Button Download button. Holding down Boot and then pressing EN initiates
Firmware Download mode for downloading firmware through the serial port.

Power On LED Turns on when the USB or power supply is connected to the board.

How to Flash a Board Before powering up your ESP32-DevKitS(-R), please make sure that it is in good condition
with no obvious signs of damage.

Required Hardware

¢ An ESP32 module of your choice
¢ USB 2.0 cable (Standard-A to Micro-B)
¢ Computer running Windows, Linux, or macOS

Hardware Setup Please mount a module of your choice onto your ESP32-DevKitS(-R) according to the following
steps:

¢ Gently put your module on the ESP32-DevKitS(-R) board. Make sure that castellated holes on your module
are aligned with spring pins on the board.

¢ Press your module down into the board until it clicks.

¢ Check whether all spring pins are inserted into castellated holes. If there are some misaligned spring pins,
place them into castellated holes with tweezers.

Software Setup

Preferred Method The ESP-IDF development framework provides a preferred way of flashing binaries onto
ESP32-DevKitS(-R). Please proceed to Get Started, where Section Installation Step by Step will quickly help you
set up the development environment and then flash an application example onto your ESP32-DevKitS(-R).

Alternative Method As an alternative, Windows users can flash binaries using the Flash Download Tool. Just
download it, unzip it, and follow the instructions inside the doc folder.

Note:

1. To flash binary files, ESP32 should be set to Firmware Download mode. This can be done either
by the flash tool automatically, or by holding down the Boot button and tapping the EN button.

2. After flashing binary files, the Flash Download Tool restarts your ESP32 module and boots the
flashed application by default.

Board Dimensions

Contents and Packaging
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Retail orders If you order a few samples, each ESP32-DevKitS(-R) comes in an individual package in either

antistatic bag or any packaging depending on a retailer.

For retail orders, please go to https://www.espressif.com/en/company/contact/buy-a-sample.

Wholesale Orders If you order in bulk, the boards come in large cardboard boxes.

For wholesale orders, please go to https://www.espressif.com/en/contact-us/sales-questions.

Hardware Reference

Block Diagram A block diagram below shows the components of ESP32-DevKitS(-R) and their interconnections.

B e e e e TXD Micro-B USB
RXD DP
EN -
BOOT USB to UART DM
. . EXT 5V —
Spring Pins for

ESP32 Module |— LED

VDD33
00 ©)

7777777 Eoo)(EN)

Fig. 42: ESP32-DevKitS(-R) (click to enlarge)

Power Supply Options There are three mutually exclusive ways to provide power to the board:

* Micro USB port, default power supply
* 5V and GND header pins
* 3V3 and GND header pins

It is advised to use the first option: micro USB port.

. Label | Signal

L1 3V3 VDD 3V3

L2 | EN CHIP_PU

L3 VP SENSOR_VP
L4 | VN SENSOR_VN
L5 34 GPIO34

L6 35 GPIO35

L7 32 GPIO32

L8 33 GPIO33

L9 25 GPIO25
continues on next page

Signal

Power
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Table 3 - continued from previous page
. Label | Signal

L10 | 26 GPIO26
L11 | 27 GPIO27
L12 | 14 GPIO14
L13 | 12 GPIO12
L14 | GND | GND

L15 | 13 GPIO13
L16 | D2 SD_DATA2
L17 | D3 SD_DATA3
L18 | CMD | SD_CMD
L19 | 5V External 5V
R1 GND | GND

R2 23 GPIO23

R3 | 22 GPI1O22

R4 TX U0TXD

R5 RX UORXD

R6 21 GPIO21

R7 GND | GND

RS 19 GPIO19

RO | 18 GPIO18

R10 | 5 GPIOS
R11 | 17 GPIO17
R12 | 16 GPIO16
R13 | 4 GPIO4
R14 | O GPIOO
R15 | 2 GPIO2

R16 | 15 GPIO15
R17 | D1 SD_DATA1
R18 | DO SD_DATAO
R19 | CLK | SD_CLK

Header Blocks For the image of header blocks, please refer to Description of Components.

Related Documents

¢ ESP32-DevKitS(-R) Schematics (PDF)

¢ ESP32 Datasheet (PDF)

¢ ESP32-WROOM-32 Datasheet (PDF)

¢ ESP32-WROOM-32D & ESP32-WROOM-32U Datasheet (PDF)
¢ ESP32-SOLO-1 Datasheet (PDF)

¢ ESP32-WROVER Datasheet (PDF)

¢ ESP32-WROVER-B Datasheet (PDF)

¢ ESP Product Selector

1.3.6 ESP32-PICO-KIT-1

Overview

ESP32-PICO-KIT-1 is an ESP32-based development board produced by Espressif.
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The core of this board is ESP32-PICO-V3 - a System-in-Package (SiP) module with complete Wi-Fi and Bluetooth
functionalities. Compared to other ESP32 modules, ESP32-PICO-V3 integrates the following peripheral components
in one single package, which otherwise would need to be installed separately:

* 40 MHz crystal oscillator
* 4 MB flash

* Filter capacitors

¢ RF matching network

This setup reduces the costs of additional external components as well as the cost of assembly and testing and also
increases the overall usability of the product.

The development board features a USB-to-UART Bridge circuit which allows developers to connect the board to a
computer’ s USB port for flashing and debugging.

All the 10O signals and system power on ESP32-PICO-V3 are led out to two rows of 18 x 0.1” header pads on both
sides of the development board for easy access. For compatibility with Dupont wires, all header pads are populated
with two rows of male pin headers.

Note: ESP32-PICO-KIT-1 comes with male headers by default.

ESP32-PICO-KIT-1 provides the users with hardware for development of applications based on the ESP32, making
it easier for users to explore ESP32 functionalities.

This guide covers:

* Getting Started: Provides an overview of the ESP32-PICO-KIT-1 and software setup instructions to get started.

* Contents and Packaging: Provides information about packaging and contents for retail and wholesale orders.

¢ Hardware Reference: Provides more detailed information about the ESP32-PICO-KIT-1" s hardware.

* Hardware Revision Details: Covers revision history, known issues, and links to user guides for previous versions
of the ESP32-PICO-KIT-1.

* Related Documents: Gives links to related documentation.

Getting Started

This section describes how to get started with the ESP32-PICO-KIT-1. It begins with a few introductory sections
about the ESP32-PICO-KIT-1, then Section Start Application Development provides instructions on how to flash
firmware onto the ESP32-PICO-KIT-1.

Description of Components The following figure and the table below describe the key components, interfaces,
and controls of the ESP32-PICO-KIT-1 board.

Below is the description of the items identified in the figure starting from the top left corner and going clockwise.
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Fig. 43: ESP32-PICO-KIT-1 Overview (click to enlarge)
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ESP32-PICO-V3 LDO USB-to-UART Bridge
3D Antenna Micra USB Port
Power On LED
3 27 | M4 1233 3% 3 4 A W oo W
P ¥EESIUS & e e e
/0 Connactor EN Button BOOT Button
Fig. 44: ESP32-PICO-KIT-1 board layout - front (click to enlarge)
Key Description
Com-
po-
nent
ESP32- | Standard ESP32-PICO-V3 module soldered to the ESP32-PICO-KIT-1 board. The complete ESP32
PICO- | system on a chip (ESP32 SoC) has been integrated into the SiP module, requiring only an external
V3 antenna with LC matching network, decoupling capacitors, and a pull-up resistor for EN signals to
function properly.
LDO 5V-t0-3.3V Low dropout voltage regulator (LDO).
USB- CP2102N, single-chip USB-to-UART bridge that offers up to 3 Mbps transfers rates.
to-
UART
bridge
Micro | USB interface. Power supply for the board as well as the communication interface between a computer
USB and the board.
Port
5V This red LED turns on when power is supplied to the board. For details, see the schematic in Related
Power | Documents.
On
LED
I/0 All the pins on ESP32-PICO-V3 are broken out to pin headers. You can program ESP32 to enable
Con- multiple functions, such as PWM, ADC, DAC, 12C, 12S, SPI, etc. For details, please see Section Pin
nector | Descriptions.
BOOT | Download button. Holding down Boot and then pressing EN initiates Firmware Download mode for
Button | downloading firmware through the serial port.
EN Reset button.
Button

Start Application Development Before powering up your ESP32-PICO-KIT-1, please make sure that the board
is in good condition with no obvious signs of damage.

Required Hardware

¢ 1 x ESP32-PICO-KIT-1
e 1 x USB 2.0 A to Micro B cable
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* 1 x Computer running Windows, Linux, or macOS

Software Setup Please proceed to Get Started, where Section Installation Step by Step will quickly help you set up
the development environment.

Contents and Packaging

Retail Orders If you order one or several samples of the board, each ESP32-PICO-KIT-1 development board
comes in an individual package.

For retail orders, please go to https://www.espressif.com/en/company/contact/buy-a-sample.

Wholesale Orders If you order in bulk, the boards come in large cardboard boxes.
For wholesale orders, please go to https://www.espressif.com/en/contact-us/sales-questions.
Hardware Reference

Block Diagram The block diagram below shows the main components of ESP32-PICO-KIT-1 and their intercon-
nections.

[. a & ® & & ® & & © & & © ® & © ®° = ° @® .]

Fin Header
NN TXD Micro-B USE
RXD DP
ESOT USB to UART oM —
ESP32-PICO-V3 EXTSV =

WDD33 |- =
LDO {O)
"""" (@6

ESP32-PICO-KIT-1

[. ® & & & & & & & * & & @+ & & & & & » » .]

Signal

Power

Fig. 45: ESP32-PICO-KIT-1 Block Diagram (click to enlarge)

Power Supply Options There are three mutually exclusive ways to provide power to the board:

* Micro USB port, default power supply
* 5V/GND header pins
¢ 3V3/GND header pins

Warning: The power supply must be provided using one and only one of the options above, otherwise the
board and/or the power supply source can be damaged.

Pin Descriptions The two tables below provide the Name and Function of I/O header pins on both sides of the
board, see Description of Components. The pin numbering and header names are the same as in the schematic given
in Related Documents.
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Header J2
No. Name Type Function
1 1020 I/0 GP1020
2 1021 /0 GPIO21, VSPIHD, EMAC_TX_EN
3 1022 I/0 GP1022, VSPIWP, UORTS, EMAC_TXD1
4 1019 /0 GPIO19, VSPIQ, UOCTS, EMAC_TXDO
5 108 I/0 GPIOS, SD_DATAI1, HS1_DATAI1, U2CTS
6 107 I/0 GPIO7, SD_DATAO, HS1_DATAO, U2RTS
7 105 I/0 GPIOS, VSPICSO0, HS1_DATA6, EMAC_RX_CLK
8 1010 /0 GPIO10, SD_DATA3, SPIWP, HS1_DATA3, UITXD
9 109 I/0 GPIO9, SD_DATAZ2, SPIHD, HS1_DATA2, UIRXD
10 RXDO I/0 GPIO3, UORXD (See 1), CLK_OUT2
11 TXDO /0 GPIO1, UOTXD (See 1), CLK_OUT3, EMAC_RXD?2
12 1035 I ADC1_CH7, RTC_GPIOS
13 1034 I ADC1_CH6, RTC_GPIO4
14 1038 I GPIO38, ADC1_CH2, RTC_GPIO2
15 1037 I GPIO37, ADCI_CHI1, RTC_GPIO1
16 EN I CHIP_PU
17 GND P Ground
18 vDD33 | P 3.3 V power supply
(3V3)
Header J3
No. Name Type Function
1 GND P Ground
SEN- I GPI1036, ADC1_CHO, RTC_GPIO0
SOR_VP
(FSVP)
3 SEN- I GPI039, ADCI1_CH3, RTC_GPIO3
SOR_VN
(FSVN)
4 1025 /0 GPI1025, DAC_1, ADC2_CH8, RTC_GPIO6, EMAC_RXDO0
5 1026 I/0 GP1026, DAC_2, ADC2_CHY9, RTC_GPIO7, EMAC_RXD1
6 1032 /0 32K_XP (See 2a), ADC1_CH4, TOUCH9, RTC_GPIO9
7 1033 I/0 32K_XN (See 2b), ADC1_CHS, TOUCHS, RTC_GPIOS8
8 1027 /0 GP1027, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV
9 1014 I/0 ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK, HS2 CLK,
SD_CLK, EMAC_TXD2
10 1012 /0 ADC2_CHS5, TOUCHS, RTC_GPIO15, MTDI (See 3), HSPIQ,
HS2_DATA2, SD_DATA2, EMAC_TXD3
11 1013 /0 ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID, HS2_DATA3,
SD_DATA3, EMAC_RX_ER
12 1015 I/0 ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO, HSPICSO, HS2_CMD,
SD_CMD, EMAC_RXD3
13 102 I/0 ADC2_CH2, TOUCH2, RTC_GPIO12, HSPIWP, HS2 DATAO,
SD_DATAO
14 104 /0 ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD, HS2 DATALI,
SD_DATA1, EMAC_TX_ER
15 100 I/0 ADC2_CHI, TOUCHI1, RTC_GPIO11, CLK_OUT1, EMAC_TX_CLK
16 VvDD33 | P 3.3V power supply
(3V3)
17 GND P Ground
18 EXT_5V| P 5V power supply
(3V)
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The following notes give more information about the items in the tables above.

1. This pin is connected to the pin of the USB bridge chip on the board.

2. 32.768 kHz crystal oscillator: a) input b) output

3. The operating voltage of ESP32-PICO-KIT-1’ s embedded SPI flash is 3.3 V. Therefore, the strapping pin
MTDI should be pulled down during the module power-on reset. If connected, please make sure that this pin
is not held up on reset.

J3 2
[[RTc_ePioo_|[ADCT_cHo|[GPio3s | | & il [GPIo21 |[ VSPIHD_|EMAC_TX_EN|
[[RTc_crios |[AbcT cria][Grioss || & [cPiczz | vsPWP ][ UORTS |[ EMAC_TXD1 |
[EmAC_RD0 | [IIBAGIIN [ RTC_GPIO6 | [ADG2_CHB | [GPIO25 | 2 : [GPIo19 |[TVSPI@ ][ UoCTS |[EMAC_TXD0 |
[EvAC R | IBAGIEN [ RTC_GPiO7 | [ADC2 CHE | [GPIOZ | g )l [ GPICs |[SDIDATAT][ U2CTs | ESTIDATAR
IS Toucrs [ oo | [poer. o o] e | A O R
[ISZEXN| [ ToUCHs | [ RTC_GPIOS | [ADG1_GH5 |[GPIC33 | 3 3 & [ GPI05 | [ VsPicso | [HSALDATARI| EMAC_RX_CLK
[Emac_RxCov][ ToucH? | [RTG_GPIO17 | [ADG2_cH7 |[ Grioz | [ BT .. | = [cPioto|[SPiwP | SD_DATAS | [IHSTIDATASY [UTTXD
[IHSZI6IK|[ EMAC_TXD2 | SD_CLK |[HSPIGIK | MTMs || TouGH6 |[RTC_GPIOT6 | [ADCa CHs | [GPiot4 | [ I /S Xy g [[GPI0s | SPIHD_|[SD_DATA2 | [HSTIDATAZ) [U1RXD
[IS2IDATAZ| EMAC TxD3 5D DATA[ HSPIQ | MTDI || TOUCHS |[RTC GPIOT5 | [ADG2 CH5 | [ GPIO12 | [ ol 4 A T [GPios |[ UoRxD [ CLK oUTZ |
[HSZIDATAS| EMAC_RX ER[SD_DATAA[ HSPID || MTCK || TOUCH4 |[RIC GPIOi4 |[ADG2 CH4 |[GPIO13 7 [[@Piot ][ uoTxD ][ CLK_OUT3 |[EMAC_RXD? |
(ISR a3 |[SDLvD | [FSPesa | oo || ToucHs | [Rrearion ] [Abczc] [P || R id oI P [GPi0 | [ADC1 G | Rio_GPics |

BD_DATAQ[ HSPIWP | THSZ DATAD || TOUCH2 |[RTC_GPIO12 | [ADC2 CH2 || GPIO2 o - %4 [GPio34 |[ADC1_CHe |[RTC_GPIO4 |
[EMAC_TX_ER|SD_DATAT|_ HSPIRD. || JHS2IDATATN] ToUCH0 | [RTC_GPIoT0 | [ADC2_cHo| [ Griot || 48 P [ceioes |[Apci_crz][RTc GRioz]

Fig. 46: ESP32-PICO-KIT-1 Pin Layout(click to enlarge)

Pin Layout

Hardware Revision Details

No previous versions available.

Related Documents

¢ ESP32-PICO-V3 Datasheet (PDF)

¢ ESP Product Selector

¢ ESP32-PICO-KIT-1 Schematic (PDF)

¢ ESP32-PICO-KIT-1 PCB Layout (PDF)

For other design documentation for the board, please contact us at sales@espressif.com.

1.3.7 ESP32-PICO-DevKitM-2

Overview

ESP32-PICO-DevKitM-2 is an ESP32-based development board produced by Espressif.
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The core of this board is ESP32-PICO-MINI-02(02U) module with complete Wi-Fi and Bluetooth functionalities.
The development board features a USB-to-UART Bridge circuit which allows developers to connect the board to a
computer’ s USB port for flashing and debugging.

All the IO signals and system power on ESP32-PICO-MINI-02(02U) are led out to two rows of 18 x 0.1” header
pads on both sides of the development board for easy access. For compatibility with Dupont wires, all header pads
are populated with two rows of male pin headers.

Note: ESP32-PICO-DevKitM-2 comes with male headers by default.

ESP32-PICO-DevKitM-2 provides the users with hardware for development of applications based on the ESP32,
making it easier for users to explore ESP32 functionalities.

Fig. 47: ESP32-PICO-DevKitM-2 Overview (click to enlarge)

This guide covers:

* Getting Started: Provides an overview of the ESP32-PICO-DevKitM-2 and software setup instructions to get
started.

» Contents and Packaging: Provides information about packaging and contents for retail and wholesale orders.

* Hardware Reference: Provides more detailed information about the ESP32-PICO-DevKitM-2’ s hardware.

* Hardware Revision Details: Covers revision history, known issues, and links to user guides for previous versions
(if any) of the ESP32-PICO-DevKitM-2.

* Related Documents: Gives links to related documentation.

Getting Started

This section describes how to get started with the ESP32-PICO-DevKitM-2. It begins with a few introductory sections
about the ESP32-PICO-DevKitM-2, then Section Start Application Development provides instructions on how to flash
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firmware onto the ESP32-PICO-DevKitM-2.

Description of Components The following figure and the table below describe the key components, interfaces,
and controls of the ESP32-PICO-DevKitM-2 board. We take the board with a ESP32-PICO-MINI-02 module as an
example in the following sections.

ESP32-PICO-MINI-02 LDO USB-to-UART Bridge

3@ 3 EW GND 3V)
[

Micro USE Port

Power On LED

/0 Ceonnector EN Button BOOT Button

Fig. 48: ESP32-PICO-DevKitM-2 board layout - front (click to enlarge)

Below is the description of the items identified in the figure starting from the top left corner and going clockwise.

Key Description

Compo-

nent

ESP32- Standard ESP32-PICO-MINI-02 module soldered to the ESP32-PICO-DevKitM-2 board. The com-

PICO- plete ESP32 system on a chip (ESP32 SoC) has been integrated into the module. Users can also select

MINI-02 | the board with ESP32-PICO-MINI-02U soldered.

LDO 5V-to-3.3V Low dropout voltage regulator (LDO).

USB-to- | CP2102N, single-chip USB-UART bridge that offers up to 3 Mbps transfers rates.

UART

bridge

Micro-B | USB interface. Power supply for the board as well as the communication interface between a computer

USB and the board.

Port

5V This red LED turns on when power is supplied to the board. For details, see the schematic in Related

Power Documents.

On LED

I/O Con- | All the pins on ESP32-PICO-MINI-02 are broken out to pin headers. You can program ESP32 to

nector enable multiple functions, such as PWM, ADC, DAC, 12C, 12S, SPI, etc. For details, please see
Section Pin Descriptions.

BOOT Download button. Holding down Boot and then pressing EN initiates Firmware Download mode for

Button downloading firmware through the serial port.

EN But- | Reset button.

ton

Start Application Development Before powering up your ESP32-PICO-DevKitM-2, please make sure that the
board is in good condition with no obvious signs of damage.
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Required Hardware

¢ 1 x ESP32-PICO-DevKitM-2
* 1 xUSB 2.0 A to Micro B cable
* 1 x Computer running Windows, Linux, or macOS

Software Setup Please proceed to Ger Started, where Section Installation Step by Step will quickly help you set up
the development environment.

Contents and Packaging

Retail Orders If you order one or several samples of the board, each ESP32-PICO-DevKitM-2 development board
comes in an individual package.

For retail orders, please go to https://www.espressif.com/en/company/contact/buy-a-sample.

Wholesale Orders If you order in bulk, the boards come in large cardboard boxes.
For wholesale orders, please go to https://www.espressif.com/en/contact-us/sales-questions.
Hardware Reference

Block Diagram The block diagram below shows the main components of ESP32-PICO-DevKitM-2 and their
interconnections.

\/ [. L] . . L] L . L] . & @ L L] . . L ] . L] .]
Pin Header
ONOONNNNN TXD Micro-B USE
RXD DP
SSOT USB to UART E)T‘I‘ - :
ESP32-PICO-MINI-02 -

LED
VDD33 |-

LDO {O)
EN |BOOT'

[e & ¢ ¢ o ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ o ¢ o o

SIS

Signal

Pawer
ESP32-PICO-DevKitM-2

Fig. 49: ESP32-PICO-DevKitM-2 Block Diagram (click to enlarge)

Power Supply Options There are three mutually exclusive ways to provide power to the board:

* Micro USB port, default power supply
¢ 5V/GND header pins
¢ 3V3/GND header pins

Warning: The power supply must be provided using one and only one of the options above, otherwise the
board and/or the power supply source can be damaged.
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Pin Descriptions The two tables below provide the Name and Function of I/O header pins on both sides of the
board, see Description of Components. The pin numbering and header names are the same as in the schematic given

in Related Documents.

Header J2
No. Name Type Function
1 1020 /0 GPIO20
2 1021 /0 GPIO21, VSPIHD, EMAC_TX_EN
3 1022 /0 GPIO22, VSPIWP, UORTS, EMAC_TXD1
4 1019 I/0 GPIO19, VSPIQ, UOCTS, EMAC_TXDO0
5 108 /0 GPIOS8, SD_DATAI1, HS1_DATAI1, U2CTS
6 107 I/0 GPIO7, SD_DATAO, HS1_DATAO, U2RTS
7 105 /0 GPIOS, VSPICS0, HS1_DATA6, EMAC_RX_CLK
8 NC - NC
9 NC - NC
10 RXDO I/0 GPIO3, UORXD (See 1), CLK_OUT2
11 TXDO I/0 GPIO1, UOTXD (See 1), CLK_OUT3, EMAC_RXD2
12 1035 I ADCI1_CH7, RTC_GPIO5
13 1034 I ADCI1_CH6, RTC_GPIO4
14 1038 I GPIO38, ADC1_CH2, RTC_GPIO2
15 1037 I GPIO37, ADC1_CHI1, RTC_GPIOl1
16 EN I CHIP_PU
17 GND P Ground
18 VvDD33 | P 3.3 V power supply
(3V3)
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Header J3
No. Name Type Function
1 GND P Ground
SEN- I GP1036, ADC1_CHO, RTC_GPIO0
SOR_VP
(FSVP)
3 SEN- I GPI039, ADC1_CH3, RTC_GPIO3
SOR_VN
(FSVN)
4 1025 /0 GP1025, DAC_1, ADC2_CH8, RTC_GPIO6, EMAC_RXDO0
5 1026 /0 GP1026, DAC_2, ADC2_CH9, RTC_GPIO7, EMAC_RXDI1
6 1032 /0 32K_XP (See 2a), ADC1_CH4, TOUCH9, RTC_GPIO9
7 1033 /0 32K_XN (See 2b), ADC1_CHS, TOUCHS8, RTC_GPIOS8
8 1027 /0 GP1027, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV
9 1014 /0 ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK, HS2 CLK,
SD_CLK, EMAC_TXD2
10 1012 /0 ADC2_CHS5, TOUCHS, RTC_GPIO15, MTDI (See 3), HSPIQ,
HS2_DATA2, SD_DATA2, EMAC_TXD3
11 1013 /0 ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID, HS2_DATA3,
SD_DATA3, EMAC_RX_ER
12 1015 /0 ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO, HSPICSO, HS2_CMD,
SD_CMD, EMAC_RXD3
13 102 /0 ADC2_CH2, TOUCH2, RTC_GPIO12, HSPIWP, HS2_DATAO,
SD_DATAO
14 104 /0 ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD, HS2 _DATAI,
SD_DATA1, EMAC_TX_ER
15 100 1/0 ADC2_CHI, TOUCHI1, RTC_GPIO11, CLK_OUTI1, EMAC_TX_CLK
16 vDD33 | P 3.3V power supply
(3V3)
17 GND P Ground
18 EXT_5V| P 5V power supply
(5V)

The following notes give more information about the items in the tables above.

1. This pin is connected to the pin of the USB bridge chip on the board.

2. 32.768 kHz crystal oscillator: a) input b) output

3. The operating voltage of ESP32-PICO-DevKitM-2’ s embedded SPI flash is 3.3 V. Therefore, the strapping
pin MTDI should be pulled down during the module power-on reset. If connected, please make sure that this
pin is not held up on reset.

Pin Layout

Hardware Revision Details

No previous versions available.

Related Documents

e ESP32-PICO-MINI-02 & ESP32-PICO-MINI-1U Datasheet (PDF)
¢ ESP Product Selector

¢ ESP32-PICO-DevKitM-2 Schematic (PDF)

¢ ESP32-PICO-DevKitM-2 PCB Layout (PDF)

For other design documentation for the board, please contact us at sales@espressif.com.
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Fig. 50: ESP32-PICO-DevKitM-2 Pin Layout (click to enlarge)

1.3.8 ESP32-DevKitM-1

This user guide will help you get started with ESP32-DevKitM-1 and will also provide more in-depth information.

ESP32-DevKitM-1 is an ESP32-MINI-1(1U)-based development board produced by Espressif. Most of the I/O pins
are broken out to the pin headers on both sides for easy interfacing. Users can either connect peripherals with jumper

wires or mount ESP32-DevKitM-1 on a breadboard.

5V 124 27 26 25 33 32 32 34 RST 3% 38 37 36 3V3 GND

?@@@0909@000@@@@“

ESP32-DevKitM-1 - front ESP32-DevKitM-1 - isometric

The document consists of the following major sections:

* Getting started: Provides an overview of the ESP32-DevKitM-1 and hardware/software setup instructions to

get started.
e Hardware reference: Provides more detailed information about the ESP32-DevKitM-1’ s hardware.
* Related Documents: Gives links to related documentaiton.
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Getting Started

This section describes how to get started with ESP32-DevKitM-1. It begins with a few introductory sections about
the ESP32-DevKitM-1, then Section Start Application Development provides instructions on how to do the initial
hardware setup and then how to flash firmware onto the ESP32-DevKitM-1.

Overview This is a small and convenient development board that features:

* ESP32-MINI-1, or ESP32-MINI-1U module

¢ USB-to-serial programming interface that also provides power supply for the board
e pin headers

* pushbuttons for reset and activation of Firmware Download mode

¢ a few other components

Contents and Packaging

Retail orders If you order a few samples, each ESP32-DevKitM-1 comes in an individual package in either anti-
static bag or any packaging depending on your retailer.

For retail orders, please go to https://www.espressif.com/en/company/contact/buy-a-sample.

Wholesale Orders If you order in bulk, the boards come in large cardboard boxes.

For wholesale orders, please go to https://www.espressif.com/en/contact-us/sales-questions.

Description of Components The following figure and the table below describe the key components, interfaces and
controls of the ESP32-DevKitM-1 board. We take the board with a ESP32-MINI-1 module as an example in the
following sections.

USB-to-UART 5V103.3VLDO /O Connector
Bridge

0000000000000 00 A

GND 3V 14 27 26 25[33 32 3T 34|RST 3¢ 38 37 36 3V3 GND
i SN
Boot Button

Micro-USB Port ESP32-MINI-1 Module

w
3
g
=
=
T

Reset Button

TX RX GND

rde0e0000m

3.3 V Power
OnLED IO Connector

Fig. 51: ESP32-DevKitM-1 - front
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Key Component Description

On-board module ESP32-MINI-1 module or ESP32-MINI-1U module. ESP32-MINI-1 comes with an
on-board PCB antenna. ESP32-MINI-1U comes with an external antenna connector.
The two modules both have a 4 MB flash in chip package. For details, please see
ESP32-MINI-1 & ESP32-MINI-1U Datasheet.

5Vt 3.3VLDO Power regulator converts 5 V to 3.3 V.

Boot Button Download button. Holding down Boot and then pressing Reset initiates Firmware
Download mode for downloading firmware through the serial port.

Reset Button Reset Button

Micro-USB Port USB interface. Power supply for the board as well as the communication interface

between a computer and the ESP32 chip.
USB-to-UART Bridge Single USB-UART bridge chip provides transfer rates up to 3 Mbps.

3.3 V Power On LED Turns on when the USB is connected to the board. For details, please see the
schematics in Related Documents.
I/0 Connector All available GPIO pins (except for the SPI bus for flash) are broken out to the pin

headers on the board. Users can program ESP32 chip to enable multiple functions.

Start Application Development Before powering up your ESP32-DevKitM-1, please make sure that it is in good
condition with no obvious signs of damage.

Required Hardware

¢ ESP32-DevKitM-1
e USB 2.0 cable (Standard-A to Micro-B)
¢ Computer running Windows, Linux, or macOS

Software Setup Please proceed to Get Started, where Section Installation Step by Step will quickly help you set up
the development environment and then flash an application example onto your ESP32-DevKitM-1.

Attention: ESP32-DevKitM-1 is a board with a single core module, please enable single core mode (CON-
FIG_FREERTOS_UNICORE) in menuconfig before flashing your applications.

Hardware Reference

Block Diagram A block diagram below shows the components of ESP32-DevKitM-1 and their interconnections.

Power Source Select There are three mutually exclusive ways to provide power to the board:

* Micro USB port, default power supply
* 5V and GND header pins
¢ 3V3 and GND header pins

Warning:

¢ The power supply must be provided using one and only one of the options above, otherwise the board
and/or the power supply source can be damaged.
* Power supply by micro USB port is recommended.

Pin Descriptions The table below provides the Name and Function of pins on both sides of the board. For pe-
ripheral pin configurations, please refer to ESP32 Datasheet.
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Fig. 52: ESP32-DevKitM-1

No. Name Type Function

1 GND P Ground

2 3V3 P 3.3 V power supply

3 136 I GPI1036, ADC1_CHO, RTC_GPIO0

4 137 I GPIO37, ADC1_CHI1, RTC_GPIO1

5 138 | GPIO38, ADC1_CH2, RTC_GPIO2

6 139 I GPIO39, ADC1_CH3, RTC_GPIO3

7 RST 1 Reset; High: enable; Low: powers off

8 134 I GPIO34, ADC1_CH6, RTC_GPIO4

9 135 I GPIO35, ADC1_CH7, RTC_GPIOS

10 1032 /0 GPIO32, XTAL_32K_P (32.768 kHz crystal oscillator input),
ADCI1_CH4, TOUCHY, RTC_GPIO9

11 1033 1/0 GPIO33, XTAL_32K_N (32.768 kHz crystal oscillator output),
ADCI1_CHS5, TOUCHS, RTC_GPIOS

12 1025 1/0 GPI025, DAC_1, ADC2_CH8, RTC_GPIO6, EMAC_RXDO0

13 1026 /0 GPIO26, DAC_2, ADC2_CHY9, RTC_GPIO7, EMAC_RXDI1

14 1027 /0 GPI027, ADC2_CH7, TOUCH7, RTC_GPIO17, EMAC_RX_DV

15 1014 /0 GPIO14, ADC2_CH6, TOUCH6, RTC_GPIO16, MTMS, HSPICLK,
HS2_CLK, SD_CLK, EMAC_TXD2

16 5V P 5 V power supply

17 1012 /0 GPIO12, ADC2_CHS5, TOUCHS5, RTC_GPIO15, MTDI, HSPIQ,
HS2_DATA2, SD_DATA2, EMAC_TXD3

18 1013 /0 GPIO13, ADC2_CH4, TOUCH4, RTC_GPIO14, MTCK, HSPID,
HS2_DATA3, SD_DATA3, EMAC_RX_ER

19 1015 /0 GPIO15, ADC2_CH3, TOUCH3, RTC_GPIO13, MTDO, HSPICSO,
HS2_CMD, SD_CMD, EMAC_RXD3

20 102 1/0 GPIO2, ADC2_CH2, TOUCH2, RTC_GPIO12, HSPIWP,
HS2_DATAO, SD_DATAO

21 100 1/0 GPIOO, ADC2_CHI1, TOUCHI1, RTC_GPIO11l, CLK_OUTI,
EMAC_TX_CLK

continues on next page
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Table 4 - continued from previous page

No. Name Type Function

22 104 1/0 GPIO4, ADC2_CHO, TOUCHO, RTC_GPIO10, HSPIHD,
HS2_DATAI1, SD_DATA1, EMAC_TX_ER

23 109 1/0 GPIO9, HS1_DATA2, UIRXD, SD_DATA2

24 1010 I/0 GPIO10, HS1_DATA3, UITXD, SD_DATA3

25 105 1/0 GPIOS, HS1_DATAG6, VSPICSO, EMAC_RX_CLK

26 1018 1/0 GPIO18, HS1_DATA7, VSPICLK

27 1023 1/0 GPI1023, HS1_STROBE, VSPID

28 1019 /0 GPIO19, VSPIQ, UOCTS, EMAC_TXD0

29 1022 1/0 GP1022, VSPIWP, UORTS, EMAC_TXD1

30 1021 1/0 GPIO21, VSPIHD, EMAC_TX_EN

31 TXDO 1/0 GPIO1, UOTXD, CLK_OUT3, EMAC_RXD2

32 RXDO 1/0 GPIO3, UORXD, CLK_OUT2

Hardware Revision Details

No previous versions available.

Related Documents

e ESP32-MINI-1 & ESP32-MINI-1U Datasheet (PDF)

ESP32-DevKitM-1 Schematics (PDF)

ESP32-DevKitM-1 PCB layout (PDF)

ESP32-DevKitM-1 layout (DXF) - You can view it with Autodesk Viewer online
ESP32 Datasheet (PDF)
ESP Product Selector

For other design documentation for the board, please contact us at sales@espressif.com.

1.4 Installation Step by Step

This is a detailed roadmap to walk you through the installation process.

1.4.1 Setting up Development Environment

Step 1. Install prerequisites for Windows, Linux, or macOS

Step 2. Get ESP-IDF

Step 3. Set up the tools
Step 4. Set up the environment variables

1.4.2 Creating Your First Project

Step 5. Start a Project

Step 6. Connect Your Device
Step 7. Configure

Step 8. Build the Project

Step 9. Flash onto the Device
Step 10. Monitor
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1.5 Step 1. Install prerequisites

Some tools need to be installed on the computer before proceeding to the next steps. Follow the links below for the
instructions for your OS:

1.5.1 Standard Setup of Toolchain for Windows

Note: Currently only 64-bit versions of Windows are supported. 32-bit Windows can use the Legacy GNU Make
Build System.

Introduction
ESP-IDF requires some prerequisite tools to be installed so you can build firmware for supported chips. The prereq-
uisite tools include Python, Git, cross-compilers, CMake and Ninja build tools.

For this Getting Started we’ re going to use the Command Prompt, but after ESP-IDF is installed you can use Eclipse
or another graphical IDE with CMake support instead.

Note: Previous versions of ESP-IDF used the Legacy GNU Make Build System and MSYS2 Unix compatibility
environment. This is no longer required, ESP-IDF can be used from the Windows Command Prompt.

Note: Limitations: - The installation path of ESP-IDF and ESP-IDF Tools must not be longer than 90 characters.
Too long installation paths might result in a failed build. - The installation path of Python or ESP-IDF must not contain
white spaces or parentheses. - The installation path of Python or ESP-IDF should not contain special characters (non-
ASCII) unless the operating system is configured with “Unicode UTF-8” support.

System Administrator can enable the support via Control Panel - Change date, time, or number formats - Adminis-
trative tab - Change system locale - check the option “Beta: Use Unicode UTF-8 for worldwide language support”
- Ok and reboot the computer.

ESP-IDF Tools Installer

The easiest way to install ESP-IDF’ s prerequisites is to download one of ESP-IDF Tools Installers from this URL:
https://dl.espressif.com/dl/esp-idf/?idf=4.4

What is the usecase for Online and Offline Installer Online Installer is very small and allows the installation of all
available releases of ESP-IDF. The installer will download only necessary dependencies including Git For Windows
during the installation process. The installer stores downloaded files in the cache directory $userprofile%\.
espressif

Offline Installer does not require any network connection. The installer contains all required dependencies including
Git For Windows .

Components of the installation The installer deploys the following components:

* Embedded Python

¢ Cross-compilers

* OpenOCD

¢ CMake and Ninja build tools
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» ESP-IDF

The installer also allows reusing the existing directory with ESP-IDF. The recommended directory is $userpro-
file%$\Desktop\esp-idf where $userprofile$ is your home directory.

Launching ESP-IDF Environment At the end of the installation process you can check out option Run
ESP-IDF PowerShell Environment or Run ESP-IDF Command Prompt (cmd.exe). The
installer will launch ESP-IDF environment in selected prompt.

Run ESP-IDF PowerShell Environment:

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

Fig. 53: Completing the ESP-IDF Tools Setup Wizard with Run ESP-IDF PowerShell Environment

Run ESP-IDF Command Prompt (cmd.exe):

Using the Command Prompt

For the remaining Getting Started steps, we’ re going to use the Windows Command Prompt.

ESP-IDF Tools Installer also creates a shortcut in the Start menu to launch the ESP-IDF Command Prompt. This
shortcut launches the Command Prompt (cmd.exe) and runs export . bat script to set up the environment variables
(PATH, IDF_PATH and others). Inside this command prompt, all the installed tools are available.

Note that this shortcut is specific to the ESP-IDF directory selected in the ESP-IDF Tools Installer. If you have
multiple ESP-IDF directories on the computer (for example, to work with different versions of ESP-IDF), you have
two options to use them:

1. Create a copy of the shortcut created by the ESP-IDF Tools Installer, and change the working directory of the
new shortcut to the ESP-IDF directory you wish to use.
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Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.1

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp- e1f\2 28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\

:\Users\developer\.espressif\tools\openocd- esp:Z\vO 10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

Fig. 54: ESP-IDF PowerShell

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
Run ESP-IDF PowerShell Environment

| Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

Fig. 55: Completing the ESP-IDF Tools Setup Wizard with Run ESP-IDF Command Prompt (cmd.exe)
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@8 ESP-IDF Command Prompt (cmd.exe = -

Using Python in C:\Users\test\AppData‘\Local\Programs\Python\Python3m -~

Puthon 3.7.8

Using Git in C:‘\Users\test\Git‘cmd'
git version 2.38.80.

Setting IDF_PATH:

Adding ESP-IDF tools to PATH...

C:\Us
2=-elf\bin

p32s2-elfi\bin

C:\Users\test).

p32s3-elf\bin

C:\Users\test\esp\esp-idf

C:‘\Users\testh.

C:\Usersi\test\.

Windows . 1 '

espressifitools\xtensa-esp32s2-elf\esp-2020r3-8.4. 0\xtensa-es

espressifitoolsi\xtensa-espi2si-elf\esp-2020r3-8.4. 0\xtensa-es

espressifitools\riscu32-esp-elf\1.24.0.123_6Y4eb9ff-8.4.0\risc

y32-esp-elfi\bin

C:‘\Users\testh.
f-binutils\bin

C:\Usersitest\.
p-elf-binutils\bin
C:‘\Users\testh.
C:‘\Users\test. B es
esp32ibin

C:\Users\test\.

- hZUsersites

s hUsersi\test

espressifitoolsi\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el

espressifitoolsi\esp32s2ulp-elf\2.28.51 -esp-201921205\esp32s2ul

ifytoolsycmake\3.16.4\bin
2h00 .18 . 8-esp32-20208709openocd-

ssifi\tools\ninja\1.10. 0%
ifytoolshidf-exel\1.08.1%
ifytoolshccache\3.

\Users\tes ifyvtools \dfu-util 0, Ndfu-util-90,K 9-winGy

> \Users\test,. ifypython_enuv\idf4.3_py3. 7T_env\Scripts

:\Users\test\esp\esp-idf\tools

T

Checking 1f Python packages are up to date...
Puython requirements from C:\Users\test\esp\esp-idfirequirements.txt are
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\espiesp-idf>

Fig. 56: ESP-IDF Command Prompt
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2. Alternatively, run cmd . exe, then change to the ESP-IDF directory you wish to use, and run export .bat.
Note that unlike the previous option, this way requires Python and Git to be present in PATH. If you get errors
related to Python or Git not being found, use the first option.

Next Steps

If the ESP-IDF Tools Installer has finished successfully, then the development environment setup is complete. Pro-
ceed directly to Step 5. Start a Project.

Related Documents

For advanced users who want to customize the install process:

Updating ESP-IDF tools on Windows

Install ESP-IDF tools using a script From the Windows Command Prompt, change to the directory where ESP-
IDF is installed. Then run:

install.bat

For Powershell, change to the directory where ESP-IDF is installed. Then run:

install.psl

This will download and install the tools necessary to use ESP-IDF. If the specific version of the tool is already
installed, no action will be taken. The tools are downloaded and installed into a directory specified during ESP-IDF
Tools Installer process. By default, this is C: \Users\username\.espressif.

Add ESP-IDF tools to PATH using an export script ESP-IDF tools installer creates a Start menu shortcut for
“ESP-IDF Command Prompt” . This shortcut opens a Command Prompt window where all the tools are already
available.

In some cases, you may want to work with ESP-IDF in a Command Prompt window which wasn’ t started using that
shortcut. If this is the case, follow the instructions below to add ESP-IDF tools to PATH.

In the command prompt where you need to use ESP-IDF, change to the directory where ESP-IDF is installed, then
execute export .bat:

cd %userprofile%\esp\esp-idf
export .bat

Alternatively in the Powershell where you need to use ESP-IDF, change to the directory where ESP-IDF is installed,
then execute export .psi:

cd ~/esp/esp-idf
export.psl

When this is done, the tools will be available in this command prompt.

1.5.2 Standard Setup of Toolchain for Linux
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Install Prerequisites

To compile with ESP-IDF you need to get the following packages. The command to run depends on which distribution
of Linux you are using:

¢ Ubuntu and Debian:

sudo apt-get install git wget flex bison gperf python3 python3-pip python3-
—setuptools cmake ninja-build ccache libffi-dev libssl-dev dfu-util libusb-1.
—0-0

CentOS 7 & 8:

sudo yum -y update && sudo yum install git wget flex bison gperf python3.
—python3-pip python3-setuptools cmake ninja-build ccache dfu-util libusbx

CentOS 7 is still supported but CentOS version 8 is recommended for a better user experience.

e Arch:

sudo pacman —-S —--needed gcc git make flex bison gperf python-pip cmake ninja.
—ccache dfu-util libusb

Note:

¢ CMake version 3.5 or newer is required for use with ESP-IDF. Older Linux distributions may require updating,
enabling of a “backports” repository, or installing of a “cmake3” package rather than “cmake” .

* If you do not see your Linux distribution in the above list then please check its documentation to find out which
command to use for package installation.

Additional Tips
Permission issues /dev/ttyUSB0 With some Linux distributions you may get the Failed to open port

/dev/ttyUSBO error message when flashing the ESP32. This can be solved by adding the current user to the dialout
group.

Python compatibility
ESP-IDF supports Python 3.6 or newer. It is recommended to upgrade your operating system to a recent version

satisfying this requirement. Other options include the installation of Python from sources or the use of a Python
version management system such as pyenv.

Next Steps

To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .

1.5.3 Standard Setup of Toolchain for Mac OS

Install Prerequisites

ESP-IDF will use the version of Python installed by default on macOS.

* install pip:
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sudo easy_install pip

¢ install CMake & Ninja build:
— If you have HomeBrew, you can run:

’brew install cmake ninja dfu-util

— If you have MacPorts, you can run:

’sudo port install cmake ninja dfu-util

— Otherwise, consult the CMake and Ninja home pages for macOS installation downloads.
* It is strongly recommended to also install ccache for faster builds. If you have HomeBrew, this can be done
viabrew install ccacheor sudo port install ccache on MacPorts.

Note: If an error like this is shown during any step:

xcrun: error: invalid active developer path (/Library/Developer/CommandLineTools), .
—missing xcrun at: /Library/Developer/CommandLineTools/usr/bin/xcrun

Then you will need to install the XCode command line tools to continue. You can install these by running
xcode—-select —--install.

Installing Python 3 Basing on macOS Catalina 10.15 release notes, use of Python 2.7 is not recommended and
Python 2.7 will not be included by default in future versions of macOS. Check what Python you currently have:

’python —-—version

If the output is like Python 2.7.17, your default interpreter is Python 2.7. If so, also check if Python 3 isn’ t
already installed on your computer:

’python3 —--version

If above command returns an error, it means Python 3 is not installed.
Below is an overview of steps to install Python 3.

¢ Installing with HomeBrew can be done as follows:

’brew install python3

e If you have MacPorts, you can run:

’sudo port install python38

Next Steps

To carry on with development environment setup, proceed to Step 2. Get ESP-IDF.
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Windows Linux Mac OS

Note: This guide uses the directory ~/esp on Linux and macOS or $userprofile%\esp on Windows as
an installation folder for ESP-IDF. You can use any directory, but you will need to adjust paths for the commands
respectively. Keep in mind that ESP-IDF does not support spaces in paths.

1.6 Step 2. Get ESP-IDF

To build applications for the ESP32, you need the software libraries provided by Espressif in ESP-IDF repository.

To get ESP-IDF, navigate to your installation directory and clone the repository with git clone, following in-
structions below specific to your operating system.

1.6.1 Linux and macOS

Open Terminal, and run the following commands:

mkdir -p ~/esp
cd ~/esp
git clone -b v4.4.8 --recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into ~/esp/esp—-idf.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

1.6.2 Windows

In addition to installing the tools, ESP-IDF Tools Installer for Windows introduced in Step 1 can also download a copy
of ESP-IDF.
Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

If you wish to download ESP-IDF without the help of ESP-IDF Tools Installer, refer to these instructions.

1.7 Step 3. Set up the tools

Aside from the ESP-IDF, you also need to install the tools used by ESP-IDF, such as the compiler, debugger, Python
packages, etc.
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1.7.1 Windows

ESP-IDF Tools Installer for Windows introduced in Step 1 installs all the required tools.

If you want to install the tools without the help of ESP-IDF Tools Installer, open the Command Prompt and follow
these steps:

cd Suserprofile%\espl\esp-idf
install.bat esp32

or with Windows PowerShell

cd ~/esp/esp-idf
./install.psl esp32

1.7.2 Linux and macOS

cd ~/esp/esp-idf
./install.sh esp32

or with Fish shell

cd ~/esp/esp-idf
./install.fish esp32

Note: To install tools for multiple targets you can specify those targets at once. For example: ./install.sh
esp32,esp32c3, esp32s3. To install tools for all supported targets, run the script without specifying targets
./install.shoruse ./install.sh all.

1.7.3 Alternative File Downloads

The tools installer downloads a number of files attached to GitHub Releases. If accessing GitHub is slow then it is
possible to set an environment variable to prefer Espressif’ s download server for GitHub asset downloads.

Note: This setting only controls individual tools downloaded from GitHub releases, it doesn’ t change the URLs
used to access any Git repositories.

Windows

To prefer the Espressif download server when running the ESP-IDF Tools Installer, mark the Use Espressif down-
load mirror instead of GitHub in the screen Select Components section Optimization.

Linux and macOS

To prefer the Espressif download server when installing tools, use the following sequence of commands when running
install.sh:

cd ~/esp/esp-idf
export IDF_GITHUB_ASSETS="dl.espressif.com/github_assets"
./install.sh
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1.7.4 Customizing the tools installation path

The scripts introduced in this step install compilation tools required by ESP-IDF inside the user home directory:
SHOME/ .espressif on Linux and macOS, $USERPROFILES\ .espressif on Windows. If you wish to
install the tools into a different directory, set the environment variable IDF_TOOLS_PATH before running the
installation scripts. Make sure that your user account has sufficient permissions to read and write this path.

If changing the IDF_TOOLS_PATH, make sure it is set to the same value every time the Install script (install.
bat, install.psl or install.sh) and an Export script (export .bat, export.psl or export.sh)
are executed.

1.8 Step 4. Set up the environment variables

The installed tools are not yet added to the PATH environment variable. To make the tools usable from the command
line, some environment variables must be set. ESP-IDF provides another script which does that.

1.8.1 Windows

ESP-IDF Tools Installer for Windows creates an  “ESP-IDF Command Prompt” shortcut in the Start Menu. This
shortcut opens the Command Prompt and sets up all the required environment variables. You can open this shortcut
and proceed to the next step.

Alternatively, if you want to use ESP-IDF in an existing Command Prompt window, you can run:

’%use*p*o?‘\e%\esp\espfidf\export.bat

or with Windows PowerShell

’.$F3WE/esp/espfidf/export.psl

1.8.2 Linux and macOS

In the terminal where you are going to use ESP-IDF, run:

’. SHOME /esp/esp-idf/export.sh

or for fish (supported only since fish version 3.0.0):

’. SHOME /esp/esp-idf/export.fish

Note the space between the leading dot and the path!
If you plan to use esp-idf frequently, you can create an alias for executing export . sh:

1. Copy and paste the following command to your shell’ s profile (.profile, .bashrc, .zprofile,etc.)

alias get_idf='. SHOME/esp/esp-idf/export.sh'

2. Refresh the configuration by restarting the terminal session or by running source [path to profile],
for example, source ~/.bashrc.

Now you can run get__idf to set up or refresh the esp-idf environment in any terminal session.

Technically, you can add export . sh to your shell’ s profile directly; however, it is not recommended. Doing so
activates IDF virtual environment in every terminal session (including those where IDF is not needed), defeating the
purpose of the virtual environment and likely affecting other software.
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1.9 Step 5. Start a Project

Now you are ready to prepare your application for ESP32. You can start with get-started/hello_world project from
examples directory in IDF.

Copy the project get-started/hello_world to ~ /e sp directory:

1.9.1 Linux and macOS

cd ~/esp
cp -r $SIDF_PATH/examples/get-started/hello_world .

1.9.2 Windows

cd %userprofile$\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

There is a range of example projects in the examples directory in ESP-IDF. You can copy any project in the same
way as presented above and run it. It is also possible to build examples in-place, without copying them first.

Important: The ESP-IDF build system does not support spaces in the paths to either ESP-IDF or to projects.

1.10 Step 6. Connect Your Device

Now connect your ESP32 board to the computer and check under what serial port the board is visible.
Serial ports have the following patterns in their names:

* Windows: names like COM1
 Linux: starting with /dev/tty
* macOS: starting with /dev/cu.

If you are not sure how to check the serial port name, please refer to Establish Serial Connection with ESP32 for full
details.

Note: Keep the port name handy as you will need it in the next steps.

1.11 Step 7. Configure

Navigate to your hello_world directory from Step 5. Start a Project, set ESP32 chip as the target and run the
project configuration utility menuconfig.

1.11.1 Linux and macOS

cd ~/esp/hello_world
idf.py set-target esp32
idf.py menuconfig
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1.11.2 Windows

)

cd Suserprofile%\esp\hello_world
idf.py set-target esp32
idf.py menuconfig

Setting the target with idf.py set-target esp32 should be done once, after opening a new project. If the
project contains some existing builds and configuration, they will be cleared and initialized. The target may be saved
in environment variable to skip this step at all. See Selecting the Target for additional information.

If the previous steps have been done correctly, the following menu appears:

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=
Security features --->
Partition Table --->
Compiler options ---=
Component config ---=
Compatibility options ---»>

[SpacefEnter] Toggle/enter SC] Leave menu [S] Save

[0] Load ? ymbol info [/] Jump to symbol

[F] Toggle show-help mode
[Q] Quit (prompts for save)

show-name mode [A] Toggle show-all mode

Fig. 57: Project configuration - Home window

You are using this menu to set up project specific variables, e.g. Wi-Fi network name and password, the processor
speed, etc. Setting up the project with menuconfig may be skipped for “hello_world” . This example will run with
default configuration.

Attention: If you use ESP32-DevKitC board with the ESP32-SOLO-1 module, or ESP32-DevKitM-1 board
with the ESP32-MIN1-1(1U) module, enable single core mode (CONFIG_FREERTOS_UNICORE) in menuconfig
before flashing examples.

Note: The colors of the menu could be different in your terminal. You can change the appearance with the option
—-style. Please run idf.py menuconfig —-help for further information.

1.12 Step 8. Build the Project

Build the project by running:

idf.py build

This command will compile the application and all ESP-IDF components, then it will generate the bootloader, par-
tition table, and application binaries.
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$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—-— Component names:

—— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

If there are no errors, the build will finish by generating the firmware binary .bin files.

1.13 Step 9. Flash onto the Device

Flash the binaries that you just built (bootloader.bin, partition-table.bin and hello_world.bin) onto your ESP32 board
by running:

idf.py -p PORT [-b BAUD] flash

Replace PORT with your ESP32 board’ s serial port name from Step 6. Connect Your Device.

You can also change the flasher baud rate by replacing BAUD with the baud rate you need. The default baud rate is
460800.

For more information on idf.py arguments, see idf.py.

Note: The option f1ash automatically builds and flashes the project, so running 1 df . py build is notnecessary.

1.13.1 Encountered Issues While Flashing?

If you run the given command and see errors such as “Failed to connect” , there might be several reasons for this.
One of the reasons might be issues encountered by esptool. py, the utility that is called by the build system to
reset the chip, interact with the ROM bootloader, and flash firmware. One simple solution to try is manual reset
described below, and if it does not help you can find more details about possible issues in Troubleshooting.

esptool.py resets ESP32 automatically by asserting DTR and RTS control lines of the USB to serial converter
chip, i.e., FTDI or CP210x (for more information, see Establish Serial Connection with ESP32). The DTR and RTS
control lines are in turn connected to GPI00 and CHIP_PU (EN) pins of ESP32, thus changes in the voltage levels
of DTR and RTS will boot ESP32 into Firmware Download mode. As an example, check the schematic for the
ESP32 DevKitC development board.

In general, you should have no problems with the official esp-idf development boards. However, esptool.py is
not able to reset your hardware automatically in the following cases:

¢ Your hardware does not have the DTR and RTS lines connected to GPIO0 and CHIP_PU
¢ The DTR and RTS lines are configured differently
¢ There are no such serial control lines at all
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Depending on the kind of hardware you have, it may also be possible to manually put your ESP32 board into Firmware
Download mode (reset).

* For development boards produced by Espressif, this information can be found in the respective getting started
guides or user guides. For example, to manually reset an esp-idf development board, hold down the Boot
button (GPI00) and press the EN button (CHIP_PU).

¢ For other types of hardware, try pulling GPTO0 down.

1.13.2 Normal Operation

When flashing, you will see the output log similar to the following:

esptool.py —-chip esp32 -p /dev/ttyUSBO -b 460800 --before=default_reset —-
—after=hard_reset write_flash --flash _mode dio —--flash_freqg 40m --flash_size 2MB.
—0x8000 partition_table/partition-table.bin 0x1000 bootloader/bootloader.bin.
—0x10000 hello_world.bin

esptool.py v3.0-dev

Serial port /dev/ttyUSBO

Connecting........ _

Chip is ESP32DOWDQ6 (revision 0)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 24:0a:c4:05:b9:14

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 5962.8._
—kbit/s) ...

Hash of data verified.

Compressed 26096 bytes to 15408...

Writing at 0x00001000... (100 %)

Wrote 26096 bytes (15408 compressed) at 0x00001000 in 0.4 seconds (effective 546.7.
<—>kblt/3) “ ..

Hash of data verified.

Compressed 147104 bytes to 77364...

Writing at 0x00010000... (20 %)

Writing at 0x00014000... (40 %)
Writing at 0x00018000... (60 %)
Writing at 0x0001c000... (80 %)
Writing at 0x00020000. (100 %)

Wrote 147104 bytes (77364 compressed) at 0x00010000 in 1.9 seconds (effective 615.
—5 kbit/s) ...
Hash of data verified.

Leaving...
Hard resetting via RTS pin...
Done

If there are no issues by the end of the flash process, the board will reboot and start up the “hello_world” application.

If you’ d like to use the Eclipse or VS Code IDE instead of running idf . py, check out the Eclipse guide, VS Code
guide.
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1.14 Step 10. Monitor

To check if “hello_world” is indeed running, type idf .py —p PORT monitor (Do not forget to replace PORT
with your serial port name).

This command launches the IDF Monitor application:

$ idf.py -p /dev/ttyUSBO monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

--— idf_monitor on /dev/ttyUSBO 115200 —---

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H —-—-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

After startup and diagnostic logs scroll up, you should see “Hello world!” printed out by the application.

Hello world!

Restarting in 10 seconds...

This is esp32 chip with 2 CPU core(s), WiFi/BT/BLE, silicon revision 1, 2MB.
—external flash

Minimum free heap size: 298968 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

To exit IDF monitor use the shortcut Ctrl1+].

If IDF monitor fails shortly after the upload, or, if instead of the messages above, you see random garbage similar to
what is given below, your board is likely using a 26 MHz crystal. Most development board designs use 40 MHz, so
ESP-IDF uses this frequency as a default value.

e986) (Xn@dy. |66 (6PW+)9BHN9a— /90 ! Gt 566PE~BKHGcBea®5diA
~zYGOY (16,1 66 e666) (Xn@by. !DrézY(§ jpi6|§+z5Ymvp

If you have such a problem, do the following:

1. Exit the monitor.

2. Go back to menuconfig.

3. Go to Component config —> ESP32-specific —> Main XTAL frequency, then change CON-
FIG_ESP32_XTAL_FREQ SEL to 26 MHz.

4. After that, build and flash the application again.

Note: You can combine building, flashing and monitoring into one step by running:

idf.py -p PORT flash monitor

See also:

* [IDF Monitor for handy shortcuts and more details on using IDF monitor.
¢ idf.py for a full reference of idf .py commands and options.

That’ s all that you need to get started with ESP32!

Now you are ready to try some other examples, or go straight to developing your own applications.

Espressif Systems 108 Release v4.4.8
Submit Document Feedback



https://github.com/espressif/esp-idf/tree/v4.4.8/examples
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 1. Get Started

Important: Some of examples do not support ESP32 because required hardware is not included in ESP32 so it
cannot be supported.

If building an example, please check the README file for the Supported Targets table. If this is present
including ESP32 target, or the table does not exist at all, the example will work on ESP32.

1.15 Updating ESP-IDF

You should update ESP-IDF from time to time, as newer versions fix bugs and provide new features. The simplest way
to do the update is to delete the existing esp—1idf folder and clone it again, as if performing the initial installation
described in Step 2. Get ESP-IDF.

Another solution is to update only what has changed. The update procedure depends on the version of ESP-IDF you
are using.

After updating ESP-IDF, execute the Install script again, in case the new ESP-IDF version requires different versions
of tools. See instructions at Step 3. Set up the tools.

Once the new tools are installed, update the environment using the Export script. See instructions at Step 4. Set up
the environment variables.

1.16 Related Documents

1.16.1 Establish Serial Connection with ESP32

This section provides guidance how to establish serial connection between ESP32 and PC.

Connect ESP32 to PC

Connect the ESP32 board to the PC using the USB cable. If device driver does not install automatically, identify
USB to serial converter chip on your ESP32 board (or external converter dongle), search for drivers in internet and
install them.

Below is the list of USB to serial converter chips installed on most of the ESP32 boards produced by Espressif together
with links to the drivers:

* CP210x: CP210x USB to UART Bridge VCP Drivers
e FTDI: FTDI Virtual COM Port Drivers

Please check the board user guide for specific USB to serial converter chip used. The drivers above are primarily for
reference. Under normal circumstances, the drivers should be bundled with an operating system and automatically
installed upon connecting the board to the PC.

Check port on Windows

Check the list of identified COM ports in the Windows Device Manager. Disconnect ESP32 and connect it back, to
verify which port disappears from the list and then shows back again.

Figures below show serial port for ESP32 DevKitC and ESP32 WROVER KIT
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Fig. 58: USB to UART bridge of ESP32-DevKitC in Windows Device Manager
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Fig. 59: Two USB Serial Ports of ESP-WROVER-KIT in Windows Device Manager
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Check port on Linux and macOS

To check the device name for the serial port of your ESP32 board (or external converter dongle), run this command
two times, first with the board / dongle unplugged, then with plugged in. The port which appears the second time is
the one you need:

Linux

’ls /dev/tty*

macOS

’ls /dev/cu.*

Note: macOS users: if you don’ t see the serial port then check you have the USB/serial drivers installed as shown
in the Getting Started guide for your particular development board. For macOS High Sierra (10.13), you may also
have to explicitly allow the drivers to load. Open System Preferences -> Security & Privacy -> General and check
if there is a message shown here about “System Software from developer --”’ where the developer name is Silicon

Labs or FTDI.

Adding user to dialout on Linux

The currently logged user should have read and write access the serial port over USB. On most Linux distributions,
this is done by adding the user to dialout group with the following command:

sudo usermod —-a -G dialout S$USER

on Arch Linux this is done by adding the user to uucp group with the following command:

sudo usermod -a -G uucp S$USER

Make sure you re-login to enable read and write permissions for the serial port.

Verify serial connection

Now verify that the serial connection is operational. You can do this using a serial terminal program by checking if
you get any output on the terminal after reseting ESP32.

Windows and Linux In this example we will use PuTTY SSH Client that is available for both Windows and Linux.
You can use other serial program and set communication parameters like below.

Run terminal, set identified serial port, baud rate = 115200, data bits = 8, stop bits = 1, and parity = N. Below are
example screen shots of setting the port and such transmission parameters (in short described as 115200-8-1-N) on
Windows and Linux. Remember to select exactly the same serial port you have identified in steps above.

Then open serial port in terminal and check, if you see any log printed out by ESP32. The log contents will depend
on application loaded to ESP32, see Example Output.

Note: Close the serial terminal after verification that communication is working. If you keep the terminal session
open, the serial port will be inaccessible for uploading firmware later.
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ﬁ PuTTY Configuration
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Fig. 60: Setting Serial Communication in PuTTY on Windows
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PuTTY ConFiguration

Category: Options controlling local serial lines
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Fig. 61: Setting Serial Communication in PuTTY on Linux
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macOS To spare you the trouble of installing a serial terminal program, macOS offers the screen command.

* As discussed in Check port on Linux and macOS, run:

ls /dev/cu.*

* You should see similar output:

/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

* The output will vary depending on the type and the number of boards connected to your PC. Then pick the
device name of your board and run:

screen /dev/cu.device_name 115200

Replace device_name with the name found running 1s /dev/cu. *.
e What you are looking for is some log displayed by the screen. The log contents will depend on application
loaded to ESP32, see Example Output. To exit the screen session type Ctrl-A +\ .

Note: Do not forget to exit the screen session after verifying that the communication is working. If you fail to do
it and just close the terminal window, the serial port will be inaccessible for uploading firmware later.

Example Output An example log by ESP32 is shown below. Reset the board if you do not see anything.

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010,1len:3464

1load:0x40078000, 1en:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

If you can see readable log output, it means serial connection is working and you are ready to proceed with installation
and finally upload of application to ESP32.

Note: For some serial port wiring configurations, the serial RTS & DTR pins need to be disabled in the terminal
program before the ESP32 will boot and produce serial output. This depends on the hardware itself, most development
boards (including all Espressif boards) do not have this issue. The issue is present if RTS & DTR are wired directly
to the EN & GPIOO pins. See the esptool documentation for more details.

If you got here from Step 6. Connect Your Device when installing s/w for ESP32 development, then you can continue
with Step 7. Configure.

1.16.2 Build and Flash with Eclipse IDE

Espressif Systems 115 Release v4.4.8
Submit Document Feedback



https://github.com/espressif/esptool/wiki/ESP32-Boot-Mode-Selection#automatic-bootloader
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 1. Get Started

ESP-IDF V4.0 has a new CMake-based build system as the default build system.

There is a new ESP-IDF Eclipse Plugin that works with the CMake-based build system. Please refer to Espressif
IDF Eclipse Plugins IDF for further instructions.

Note: In Espressif IDF Eclipse Plugins, though screenshots are captured from macOS, installation instructions are
applicable for Windows, Linux and macOS.

If you require Eclipse IDE support for legacy ESP_IDF Make build system, you can follow the legacy GNU Make
build system Getting Started guide which has steps for Building and Flashing with Eclipse IDE.

1.16.3 Getting Started with VS Code IDE

We have official support for VS Code and we aim to provide complete end to end support for all actions related to
ESP-IDF namely build, flash, monitor, debug, tracing, core-dump, System Trace Viewer, etc.

Quick Install Guide

Recommended way to install ESP-IDF Visual Studio Code Extension is by downloading it from VS Code Marketplace
or following Quick Installation Guide.

Review the wtorials <https://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/toc.md> for
ESP-IDF Visual Studio Code Extension to learn how to use all features.

Supported Features

¢ Setup, will help you to quickly install ESP-IDF and its relevant toolchain with just few clicks.

 Build, with one click build and multi target build, you can easily build and deploy your applications.

¢ Flash, with both UART and JTAG flash out of the box.

¢ Monitoring comes with built-in terminal where you can trigger IDF Monitor Commands from within VS Code
as you are used to in traditional terminals.

e Debugging  <htips://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/debugging. md>,
with out of box hardware debugging and also support for postmortem debugging like core-dump, you can
analyze the bugs with convenience.

* GUI Menu Config, provides with simplified UI for configuring your chip.

¢ App & Heap Tracing, provides support for collecting traces from your application and simplified UI for
analyzing them.

¢ System View Tracing Viewer, aims to read and display the .svdat files into trace Ul, we also support multiple
core tracing views.

« IDF Size Analysis Overview presents an Ul for binary size analysis.

¢ Rainmaker Cloud, we have inbuilt Rainmaker Cloud support where you can edit/read state of your connected
IoT devices easily.

* Code Coverage, we have inbuilt code coverage support which shall highlight in color which line have been
covered. We also render the existing HTML report directly inside the IDE.

Bugs & Feature Requests
If you face an issue with certain feature of VS Code or VS Code in general we recommend to ask your question in
the forum, or open a github issue for our dev teams to review.

We also welcome new feature request, most of the features we have today is result of people asking it to implement,
or improve certain aspect of the extension, raise your feature request on github.

Espressif Systems 116 Release v4.4.8
Submit Document Feedback


https://github.com/espressif/idf-eclipse-plugin/blob/master/README.md
https://github.com/espressif/idf-eclipse-plugin/blob/master/README.md
https://github.com/espressif/idf-eclipse-plugin/blob/master/README.md
https://marketplace.visualstudio.com/items?itemName=espressif.esp-idf-extension
https://github.com/espressif/vscode-esp-idf-extension/blob/master/docs/tutorial/install.md
https://rainmaker.espressif.com/
http://esp32.com/viewforum.php?f=40
https://github.com/espressif/vscode-esp-idf-extension/issues/new/choose
http://github.com/espressif/vscode-esp-idf-extension/issues/new/choose
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 1. Get Started

1.16.4 1IDF Monitor

The IDF monitor tool is mainly a serial terminal program which relays serial data to and from the target device’ s

serial port. It also provides some IDF-specific features.

This tool can be launched from an IDF project by running 1df .py monitor.

For the legacy GNU Make system, run make monitor.

Keyboard Shortcuts

For easy interaction with IDF Monitor, use the keyboard shortcuts given in the table.

Keyboard Action Description
Shortcut
Ctrl+] Exit the program
Ctrl+T Menu escape key Press and follow it by one of the keys given below.
Send the menu character it-
o Ctrl+T
self to remote
Send the exit character it-
e Ctrl+]
self to remote
Ctrlp Reset target into bootloader | Resets the target, into bootloader via the RTS line (if connected),
i to pause app via RTS line so that the board runs nothing. Useful when you need to wait for
another device to startup.
Reset target board via RTS | Resets the target board and re-starts the application via the RTS
* Ctrl+R o
line (if connected).
Build and flash the project | Pauses idf_monitor to run the project flash target, then re-
» Ctrl+F . . .
sumes idf_monitor. Any changed source files are recompiled
and then re-flashed. Target encrypted-flash is run if
idf_monitor was started with argument —E.
Build and flash the app only | Pauses idf_monitor to run the app—f 1ash target, then resumes
* Ctrl+A . . . .
A idf_monitor. Similar to the £ 1ash target, but only the main app
(or A) is built and re-flashed. Target encrypted-app-flash is
run if idf_monitor was started with argument —E.
Stop/resume log output | Discards all incoming serial data while activated. Allows to
o Cul+Y S . . . o
printing on screen quickly pause and examine log output without quitting the mon-
itor.
. Ctrl+l Stop/resume log output | Creates a file in the project directory and the output is written to
trit saved to file that file until this is disabled with the same keyboard shortcut (or
IDF Monitor exits).
Stop/resume printing | IDF Monitor can print a timestamp in the beginning of
o Crl+l . . .
timestamps each line. The timestamp format can be changed by the
(orI) . .
—-—timestamp-format command line argument.
. Ctrl+H CDuitssplay all keyboard short-
(or H)
. CirleX Exit the program
(or X)
Ctrl+C Interrupt running applica- | Pauses IDF monitor and run GDB project debugger
tion to debug the application at runtime. This requires
:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME option
to be enabled.
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Any keys pressed, other than Ctr1—-] and Ctr1-T, will be sent through the serial port.

IDF-specific features

Automatic Address Decoding Whenever ESP-IDF outputs a hexadecimal code address of the form
0x4 , IDF Monitor uses addr2line to look up the location in the source code and find the function name.

If an ESP-IDF app crashes and panics, a register dump and backtrace is produced, such as the following:

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.
Register dump:

PC : 0x400f360d PS : 0x00060330 A0 : 0x800dbf56 Al H
—0x3ffb7e00
A2 : O0x3ffbl136c A3 : 0x00000005 A4 : 0x00000000 A5 1
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0
A10 : 0x00000003 ~A11 : 0x00060f23 A12 : 0x00060f20 A13 H
—0x3ffba6d0
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :..
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbfb5e:0x3ffb7e40.
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

IDF Monitor adds more details to the dump:

Guru Meditation Error of type StoreProhibited occurred on core 0. Exception was.
—unhandled.

Register dump:

PC : 0x400£360d PS : 0x00060330 A0 : 0x800dbf56 Al .
—0x3ffb7e00

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get—-started/hello_
—world/main/./hello_world_main.c:52

A2 : 0x3ffbl36c A3 : 0x00000005 A4 : 0x00000000 A5 L
—0x00000000
A6 : 0x00000000 A7 : 0x00000080 A8 : 0x00000000 A9 H
—0x3ffb7dd0
Al10 : 0x00000003 A1l : 0x00060£23 Al2 : 0x00060£20 A13 H
—0x3ffba6d0l
Al4 : 0x00000047 A15 : 0x0000000f SAR : 0x00000019 EXCCAUSE:.
—0x0000001d
EXCVADDR: 0x00000000 LBEG : 0x4000c46c LEND : 0x4000c477 LCOUNT :.
—0x00000000

Backtrace: 0x400£360d:0x3ffb7e00 0x400dbf56:0x3ffb7e20 0x400dbfS5e:0x3ffb7e40._
—0x400dbf82:0x3ffb7e60 0x400d071d:0x3ffb7e90

0x400£360d: do_something_to_crash at /home/gus/esp/32/idf/examples/get-started/
—~hello_world/main/./hello_world_main.c:57

(inlined by) inner_dont_crash at /home/gus/esp/32/idf/examples/get—-started/hello_
—world/main/./hello_world_main.c:52

0x400dbf56: still_dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_
—world/main/./hello_world_main.c:47

0x400dbf5e: dont_crash at /home/gus/esp/32/idf/examples/get-started/hello_world/
—main/./hello_world_main.c:42

0x400dbf82: app_main at /home/gus/esp/32/idf/examples/get-started/hello_world/main/
<s./hello_world _main.c:33

(continues on next page)
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(continued from previous page)

’Ox400d071d: main_task at /home/gus/esp/32/idf/components/esp32/./cpu_start.c:254

To decode each address, IDF Monitor runs the following command in the background:

’xtensa—esp32—elf—aderline -pfiaC -e build/PROJECT.elf ADDRESS

Note: Set environment variable ESP_MONITOR_DECODE to 0 or call idf_monitor.py with specific command line
option: idf_monitor.py —--disable-address-decoding to disable address decoding.

Launching GDB with GDBStub By default, if esp-idf crashes, the panic handler prints relevant registers and the
stack dump (similar to the ones above) over the serial port. Then it resets the board.

Furthermore, the application can be configured to run GDBStub in the background and handle the Ctrl+C event from
the monitor.

Optionally, the panic handler can be configured to run GDBStub, the tool which can communicate with GDB project
debugger. GDBStub allows to read memory, examine call stack frames and variables, etc. It is not as versatile as
JTAG debugging, but this method does not require any special hardware.

To enable GDBStub on panic, open the project configuration menu (idf.py menuconfig) and set CON-
FIG_ESP_SYSTEM_PANIC to GDBStub on panic or set CONFIG_ESP_SYSTEM_PANIC to GDBStub on
runtime.

In this case, if the panic handler or Ctrl+C command is triggered, as soon as IDF Monitor sees that GDBStub has
loaded, it automatically pauses serial monitoring and runs GDB with necessary arguments. After GDB exits, the
board is reset via the RTS serial line. If this line is not connected, please reset the board manually by pressing its
Reset button.

In the background, IDF Monitor runs the following command:

xtensa-esp32-elf-gdb -ex "set serial baud BAUD" -ex "target remote PORT" -ex.
—interrupt build/PROJECT.elf :idf_target: Hello NAME chip"

Output Filtering IDF monitor can be invoked as idf.py monitor -—-print-filter="xyz", where
——print-filter is the parameter for output filtering. The default value is an empty string, which means that
everything is printed.

Restrictions on what to print can be specified as a series of <tag>:<log_level> items where <t ag> is the tag

string and <log_level> is a character from the set {N, E, W, I, D, V, *} referringto alevel for logging.

For example, PRINT_FILTER="tagl:W" matches and prints only the outputs written with
ESP_LOGW ("tagl", ...) or at lower verbosity level, i.e. ESP_LOGE ("tagl", ...). Not speci-
fying a <log_level> or using * defaults to Verbose level.

Note: Use primary logging to disable at compilation the outputs you do not need through the logging library. Output
filtering with IDF monitor is a secondary solution which can be useful for adjusting the filtering options without
recompiling the application.

Your app tags must not contain spaces, asterisks *, or colons : to be compatible with the output filtering feature.

If the last line of the output in your app is not followed by a carriage return, the output filtering might get confused, i.e.,
the monitor starts to print the line and later finds out that the line should not have been written. This is a known issue
and can be avoided by always adding a carriage return (especially when no output follows immediately afterwards).
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Examples Of Filtering Rules:

e * can be used to match any tags. However, the string PRINT_FILTER="*:I tagl:E" with regards to
tagl prints errors only, because the rule for tag1l has a higher priority over the rule for *.

* The default (empty) rule is equivalent to * : V because matching every tag at the Verbose level or lower means
matching everything.

e "*:N" suppresses not only the outputs from logging functions, but also the prints made by print £, etc. To
avoid this, use * : E or a higher verbosity level.

e Rules "tagl:V", "tagl:v", "tagl:", "tagl:*",and "tagl" are equivalent.

* Rule "tagl:W tagl:E" isequivalentto "tagl:E" because any consequent occurrence of the same tag
name overwrites the previous one.

e Rule "tagl:I tag2:W" only prints tagl at the Info verbosity level or lower and tag?2 at the Warning
verbosity level or lower.

e Rule "tagl:I tag2:W tag3:N" isessentially equivalent to the previous one because tag3 : N specifies
that t ag3 should not be printed.

* tag3:Nintherule "tagl:I tag2:W tag3:N *:V" is more meaningful because without tag3: N the
tag3 messages could have been printed; the errors for tagl and tag2 will be printed at the specified (or
lower) verbosity level and everything else will be printed by default.

A More Complex Filtering Example The following log snippet was acquired without any filtering options:

load:0x40078000,1len:13564
entry 0x40078d4c

E (31) esp_image: image at 0x30000 has invalid magic byte

W (31) esp_image: image at 0x30000 has invalid SPI mode 255

E (39) boot: Factory app partition is not bootable

I (568) cpu_start: Pro cpu up.

I (569) heap_init: Initializing. RAM available for dynamic allocation:

I (603) cpu_start: Pro cpu start user code

D (309) light_driver: [light_init, 74]:status: 1, mode: 2

D (318) vfs: esp_vfs_register_fd_range is successful for range <54; 64) and VFS ID..
-1

I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

The captured output for the filtering options PRINT_FILTER="wifi esp_image:E light_driver:I"
is given below:

E (31) esp_image: image at 0x30000 has invalid magic byte
I (328) wifi: wifi driver task: 3ffdbf84, prio:23, stack:4096, core=0

The options ~"PRINT_FILTER="light_driver:D esp_image:N boot:N cpu_start:N
vEs:N wifi:N *:V" show the following output:

10ad:0x40078000, 1len:13564

entry 0x40078d4c

I (569) heap_init: Initializing. RAM available for dynamic allocation:
D (309) light_driver: [light_init, 74]:status: 1, mode: 2

Known Issues with IDF Monitor

Issues Observed on Windows

* Arrow keys, as well as some other keys, do not work in GDB due to Windows Console limitations.
¢ QOccasionally, when “idf.py” or “make” exits, it might stall for up to 30 seconds before IDF Monitor resumes.
e When “gdb” is run, it might stall for a short time before it begins communicating with the GDBStub.

1.16.5 Customized Setup of Toolchain
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Instead of downloading binary toolchain from Espressif website (see Step 3. Set up the tools) you may build the
toolchain yourself.

If you can’ t think of a reason why you need to build it yourself, then probably it’ s better to stick with the binary
version. However, here are some of the reasons why you might want to compile it from source:

* if you want to customize toolchain build configuration

* if you want to use a different GCC version (such as 4.8.5)
* if you want to hack gcc or newlib or libstdc++

* if you are curious and/or have time to spare

e if youdon’ t trust binaries downloaded from the Internet

In any case, here are the instructions to compile the toolchain yourself.

Setup Windows Toolchain from Scratch

This is a step-by-step alternative to running the ESP-IDF Tools Installer for the CMake-based build system. Installing
all of the tools by hand allows more control over the process, and also provides the information for advanced users to
customize the install.

To quickly setup the toolchain and other tools in standard way, using the ESP-IDF Tools installer, proceed to section
Standard Setup of Toolchain for Windows.

Note: The GNU Make based build system requires the MSYS2 Unix compatibility environment on Windows. The
CMake-based build system does not require this environment.

Get ESP-IDF

Note: Previous versions of ESP-IDF used the MSYS2 bash terminal command line. The current cmake-based
build system can run in the regular Windows Command Prompt which is used here.

If you use a bash-based terminal or PowerShell, please note that some command syntax will be different to what is
shown below.

Open Command Prompt and run the following commands:

mkdir %userprofile%\esp
cd Suserprofile%\esp
git clone -b v4.4.8 --recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into $userprofile%\esp\esp-idf.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

Note: The git clone option -b v4.4.8 tells git to clone the tag in the ESP-IDF repository git clone
corresponding to this version of the documentation.

Note: As a fallback, it is also possible to download a zip file of this stable release from the Releases page. Do not
download the “Source code” zip file(s) generated automatically by GitHub, they do not work with ESP-IDF.

Note: Do not miss the ——recursive option. If you have already cloned ESP-IDF without this option, run another
command to get all the submodules:
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cd esp-idf
git submodule update —--init

Tools

CMake Download the latest stable release of CMake for Windows and run the installer.

When the installer asks for Install Options, choose either “Add CMake to the system PATH for all users” or “Add
CMake to the system PATH for the current user” .

Ninja build
Note: Ninja currently only provides binaries for 64-bit Windows. It is possible to use CMake and idf . py with
other build tools, such as mingw-make, on 32-bit windows. However this is currently undocumented.

Download the Ninja latest stable Windows release from the (download page).

The Ninja for Windows download is a .zip file containing a single ninja . exe file which needs to be unzipped to a
directory which is then added to your Path (or you can choose a directory which is already on your Path).

Python Download the latest Python for Windows installer, and run it.

The “Customise” step of the Python installer gives a list of options. The last option is “Add python.exe to Path”
. Change this option to select “Will be installed” .

Once Python is installed, open a Windows Command Prompt from the Start menu and run the following command:

pip install —-user pyserial

Toolchain Setup Download the precompiled Windows toolchain:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-win32.zip

Unzip the zip file to C:\Program Files (or some other location). The zip file contains a single directory
xtensa-esp32-elf.

Next, the bin subdirectory of this directory must be added to your Path. For example, the directory to add may be
C:\Program Files\xtensa-esp32-elf\bin.

Note: If you already have the MSYS2 environment (for use with the “GNU Make” build system) installed, you
can skip the separate download and add the directory C: \msys32\opt\xtensa-esp32-elf\bin to the Path
instead, as the toolchain is included in the MSYS2 environment.

Adding Directory to Path To add any new directory to your Windows Path environment variable:

Open the System control panel and navigate to the Environment Variables dialog. (On Windows 10, this is found
under Advanced System Settings).

Double-click the Path variable (either User or System Path, depending if you want other users to have this directory
on their path.) Go to the end of the value, and append ; <new value>.

Next Steps To carry on with development environment setup, proceed to Step 3. Set up the tools.
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Setup Linux Toolchain from Scratch

The following instructions are alternative to downloading binary toolchain from Espressif website. To quickly setup
the binary toolchain, instead of compiling it yourself, backup and proceed to section Standard Setup of Toolchain for
Linux.

Note: The reason you might need to build your own toolchain is to solve the Y2K38 problem (time_t expand to 64
bits instead of 32 bits).

Install Prerequisites To compile with ESP-IDF you need to get the following packages:
e CentOS 7:

sudo yum -y update && sudo yum install git wget ncurses-devel flex bison gperf.
—python3 python3-pip cmake ninja-build ccache dfu-util libusbx

CentOS 7 is still supported but CentOS version 8 is recommended for a better user experience.

e Ubuntu and Debian:

sudo apt-get install git wget libncurses-dev flex bison gperf python3 python3-
—pip python3-setuptools python3-serial python3-cryptography python3-future.
—python3-pyparsing python3-pyelftools cmake ninja-build ccache libffi-dev.
—~libssl-dev dfu-util libusb-1.0-0

Arch:

sudo pacman —-Sy —--needed gcc git make ncurses flex bison gperf python-pyserial.
—python-cryptography python-future python-pyparsing python-pyelftools cmake.
—ninja ccache dfu-util libusb

Note: CMake version 3.5 or newer is required for use with ESP-IDF. Older Linux distributions may require updating,
enabling of a “backports” repository, or installing of a “cmake3” package rather than “cmake” .

Compile the Toolchain from Source

* Install dependencies:
— CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python3 python3-
—devel automake bison flex texinfo helpZman libtool make

— Ubuntu pre-16.04:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—dev automake bison flex texinfo help2man libtool make

— Ubuntu 16.04 or newer:

sudo apt-get install gawk gperf grep gettext python python-dev automake.
—bison flex texinfo help2man libtool libtool-bin make

— Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—~dev automake bison flex texinfo helpZman libtool libtool-bin make

— Arch:
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sudo pacman -Sy —--needed python-pip

Create the working directory and go into it:

mkdir -p ~/esp
cd ~/esp

Download crosstool-NG and build it:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patch5

git submodule update —--init

./bootstrap && ./configure --enable-local && make

Note: To create a toolchain with support for 64-bit time_t, you need to remove the
—-—enable-newlib-long-time_t optionfromthe crosstool-NG/samples/xtensa-esp32-elf/
crosstool.configfilein 33 and 43 lines.

Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/crosstool-NG/builds/xtensa-esp32-elf.

Add Toolchain to PATH The custom toolchain needs to be copied to a binary directory and added to the PATH.
Choose a directory, for example ~/esp/xtensa-esp32-elf/, and copy the build output to this directory.

To use it, you will need to update your PATH environment variable in ~/.profile file. To make
xtensa—-esp32-elf available for all terminal sessions, add the following line to your ~/ .profile file:

export PATH="S$HOME/esp/xtensa-esp32-elf/bin:S$PATH"

Note: If you have /bin/bash set as login shell, and both .bash_profileand .profile exist, then update
.bash_profile instead. In CentOS, alias should setin .bashrec.

Log off and log in back to make the . profile changes effective. Run the following command to verify if PATH
is correctly set:

printenv PATH

You are looking for similar result containing toolchain’ s path at the beginning of displayed string:

$ printenv PATH
/home/user—-name/esp/xtensa-esp32-elf/bin:/home/user-name/bin:/home/user—-name/.
—local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/
—games:/usr/local/games:/snap/bin

Instead of /home /user—name there should be a home path specific to your installation.

Next Steps To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .
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Setup Toolchain for Mac OS from Scratch

Package Manager To set up the toolchain from scratch, rather than downloading a pre-compiled toolchain, you
will need to install either the MacPorts or Homebrew package manager.

MacPorts needs a full XCode installation, while Homebrew only needs XCode command line tools.

See Customized Setup of Toolchain section for some of the reasons why installing the toolchain from scratch may be
necessary.

Install Prerequisites

* install pip:

sudo easy_install pip

* install pyserial:

’pip install --user pyserial

* install CMake & Ninja build:
— If you have Homebrew, you can run:

’brew install cmake ninja dfu-util

— If you have MacPorts, you can run:

sudo port install cmake ninja dfu-util

Compile the Toolchain from Source Install dependencies:

¢ with MacPorts:

sudo port install gsed gawk binutils gperf grep gettext wget libtool autoconf.
—automake make

with Homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget help2man libtool.
—autoconf automake make

Create a case-sensitive filesystem image:

hdiutil create ~/esp/crosstool.dmg -volname "ctng" -size 10g —-fs "Case-sensitive.
—HES+"

Mount it:

hdiutil mount ~/esp/crosstool.dmg

Create a symlink to your work directory:

mkdir -p ~/esp
In -s /Volumes/ctng ~/esp/ctng-volume

Go into the newly created directory:

cd ~/esp/ctng-volume
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Download crosstool—-NG and build it:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patchb

git submodule update —-init

./bootstrap && ./configure —--enable-local && make

Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32-elf. To
use it, you need to add ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32-elf/bin to
PATH environment variable.

Next Steps To carry on with development environment setup, proceed to Step 2. Get ESP-IDF .

1.16.6 Get Started (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

This document is intended to help you set up the software development environment for the hardware based on
Espressif ESP32.

After that, a simple example will show you how to use ESP-IDF (Espressif IoT Development Framework) for menu
configuration, then for building and flashing firmware onto an ESP32 board.

Note: This is documentation for stable version v4.4.8 of ESP-IDF. Other ESP-IDF Versions are also available.

Introduction

ESP32 is a system on a chip that integrates the following features:

* Wi-Fi (2.4 GHz band)

* Bluetooth

¢ Dual high performance cores

e Ultra Low Power co-processor
* Several peripherals

Powered by 40 nm technology, ESP32 provides a robust, highly integrated platform, which helps meet the continuous
demands for efficient power usage, compact design, security, high performance, and reliability.

Espressif provides basic hardware and software resources to help application developers realize their ideas using the
ESP32 series hardware. The software development framework by Espressif is intended for development of Internet-
of-Things (IoT) applications with Wi-Fi, Bluetooth, power management and several other system features.

What You Need

Hardware:
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e An ESP32 board
e USB cable - USB A / micro USB B
¢ Computer running Windows, Linux, or macOS

Software:

¢ Toolchain to build the Application for ESP32

o ESP-IDF that essentially contains API (software libraries and source code) for ESP32 and scripts to operate
the Toolchain

* Text editor to write programs (Projects) in C, e.g., Eclipse

Development Board Overviews

If you have one of ESP32 development boards listed below, you can click on the link to learn more about its hardware.

Installation Step by Step

This is a detailed roadmap to walk you through the installation process.

Setting up Development Environment

e Step 1. Set up the Toolchain for Windows, Linux or macOS
e Step 2. Get ESP-IDF

o Step 3. Set Environment Variables

o Step 4. Install the Required Python Packages

Creating Your First Project

e Step 5. Start a Project

e Step 6. Connect Your Device
e Step 7. Configure

e Step 8. Build and Flash

e Step 9. Monitor

Step 1. Set up the Toolchain

The toolchain is a set of programs for compiling code and building applications.

The quickest way to start development with ESP32 is by installing a prebuilt toolchain. Pick up your OS below and
follow the provided instructions.

Standard Setup of Toolchain for Windows (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Introduction Windows doesn’ t have a built-in “make” environment, so as well as installing the toolchain you
will need a GNU-compatible environment. We use the MSYS2 environment to provide this. Youdon’ tneed to use
this environment all the time (you can use Eclipse or some other front-end), but it runs behind the scenes.
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Toolchain Setup The quick setup is to download the Windows all-in-one toolchain & MSYS2 zip file from
dl.espressif.com:

https://dl.espressif.com/dl/esp32_win32_msys2_environment_and_esp2020r2_toolchain-20200601.zip

Unzip the zip file to C : \ (or some other location, but this guide assumes C : \) and it will create an msy s 32 directory
with a pre-prepared environment.

Important: If another toolchain location is used (different than the default C: \msys32), please ensure that the
path where the all-in-one toolchain gets unzipped is a plain ASCII, contains no spaces, symlinks or accents.

Check it Out Open a MSYS2 MINGW32 terminal window by running C:\msys32\mingw32.exe. The
environment in this window is a bash shell. Create a directory named e sp that is a default location to develop ESP32
applications. To do so, run the following shell command:

mkdir -p ~/esp

By typing cd ~/esp you can then move to the newly created directory. If there are no error messages you are done
with this step.

m ~fesp o || = || B

$ mkdir -p ~/esp

$ cd ~/esp

Fig. 62: MSYS2 MINGW?32 shell window

Use this window in the following steps setting up development environment for ESP32.

Next Steps  To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF .

Updating The Environment When IDF is updated, sometimes new toolchains are required or new requirements
are added to the Windows MSYS2 environment. To move any data from an old version of the precompiled environ-
ment to a new one:

e Take the old MSYS2 environment (ie C:\msys32) and move/rename it to a different directory (ie C:\
msys32_ol1d).

¢ Download the new precompiled environment using the steps above.

* Unzip the new MSYS2 environment to C: \msys32 (or another location).

e Find the old C: \msys32_old\home directory and move this into C: \msys32.

* You can now delete the C: \msys32_o1ld directory if you no longer need it.

You can have independent different MSYS2 environments on your system, as long as they are in different directories.

There are also steps to update the existing environment without downloading a new one, although this is more complex.

Related Documents
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Setup Windows Toolchain from Scratch (Legacy GNU Make)
Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Setting up the environment gives you some more control over the process, and also provides the information for
advanced users to customize the install. The pre-built environment, addressed to less experienced users, has been
prepared by following these steps.

To quickly setup the toolchain in standard way, using a prebuilt environment, proceed to section Standard Setup of
Toolchain for Windows (Legacy GNU Make).

Configure Toolchain & Environment from Scratch This process involves installing MSYS2, then installing the
MSYS2 and Python packages which ESP-IDF uses, and finally downloading and installing the Xtensa toolchain.

* Navigate to the MSYS2 installer page and download the msys2-1686—-xxxxxxx . exe installer executable
(we only support a 32-bit MSYS environment, it works on both 32-bit and 64-bit Windows.) At time of writing,
the latest installer is msys2-1686-20161025.exe.

* Run through the installer steps. Uncheck the *“Run MSYS2 32-bit now” checkbox at the end.

* Once the installer exits, open Start Menu and find “MSYS2 MinGW 32-bit” to run the terminal.

(Why launch this different terminal? MSYS2 has the concept of different kinds of environments. The de-
Sfault “MSYS” environment is Cygwin-like and uses a translation layer for all Windows API calls. We need the
“MinGW” environment in order to have a native Python which supports COM ports.)

e The ESP-IDF repository on github contains a script in the tools directory titled win-
dows_install_prerequisites.sh. If youhaven’ t gotalocal copy of the ESP-IDF yet, that’ s OK -
you can just download that one file in Raw format from here: tools/windows/windows_install_prerequisites.sh.
Save it somewhere on your computer.

e Type the path to the shell script into the MSYS2 terminal window. You can type it as a normal Win-
dows path, but use forward-slashes instead of back-slashes. ie: C:/Users/myuser/Downloads/
windows_install_prerequisites.sh. You can read the script beforehand to check what it does.

* The windows_install_prerequisites. sh script will download and install packages for ESP-IDF
support, and the ESP32 toolchain.

Troubleshooting

* While the install script runs, MSYS may update itself into a state where it can no longer operate. You may see
errors like the following:

*** fatal error - cygheap base mismatch detected - 0x612E5408/0x612E4408. This.
—problem is probably due to using incompatible versions of the cygwin DLL.

If you see errors like this, close the terminal window entirely (terminating the processes running there) and
then re-open a new terminal. Re-run windows_install_prerequisites.sh (tip: use the up arrow
key to see the last run command). The update process will resume after this step.

*« MSYS2isa “rolling” distribution so running the installer script may install newer packages than what is used
in the prebuilt environments. If you see any errors that appear to be related to installing MSYS2 packages,
please check the MSYS2-packages issues list for known issues. If you don’ t see any relevant issues, please
raise an IDF issue.

MSYS2 Mirrors in China There are some (unofficial) MSYS2 mirrors inside China, which substantially improves
download speeds inside China.

To add these mirrors, edit the following two MSYS2 mirrorlist files before running the setup script. The mirrorlist
files can be found in the /et c/pacman.d directory (i.e. c: \msys2\etc\pacman.d).

Add these lines at the top of mirrorlist .mingw32:

Server https://mirrors.ustc.edu.cn/msys2/mingw/i686/
Server http://mirror.bit.edu.cn/msys2/REPOS/MINGW/1686
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Add these lines at the top of mirrorlist.msys:

Server = http://mirrors.ustc.edu.cn/msys2/msys/$arch
Server = http://mirror.bit.edu.cn/msys2/REPOS/MSYS2/$arch

HTTP Proxy You can enable an HTTP proxy for MSYS and PIP downloads by setting the ht t p_proxy variable
in the terminal before running the setup script:

export http_proxy='http://http.proxy.server:PORT'

Or with credentials:

export http_proxy='http://user:password@http.proxy.server:PORT'

Add this line to /etc/profile in the MSYS directory in order to permanently enable the proxy when using
MSYS.

Alternative Setup: Just download a toolchain If you already have an MSYS?2 install or want to do things differ-
ently, you can download just the toolchain here:

https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-win32.zip

Note: If you followed instructions Configure Toolchain & Environment from Scratch, you already have the toolchain
and you won’ t need this download.

Important: Just having this toolchain is not enough to use ESP-IDF on Windows. You will need GNU make,
bash, and sed at minimum. The above environments provide all this, plus a host compiler (required for menuconfig
support).

Next Steps  To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF'.

Updating The Environment When IDF is updated, sometimes new toolchains are required or new system re-
quirements are added to the Windows MSYS2 environment.

Rather than setting up a new environment, you can update an existing Windows environment & toolchain:

¢ Update IDF to the new version you want to use.

e Runthe tools/windows/windows_install_prerequisites. sh scriptinside IDF. This will in-
stall any new software packages that weren’ t previously installed, and download and replace the toolchain
with the latest version.

The script to update MSYS2 may also fail with the same errors mentioned under Troubleshooting.

If you need to support multiple IDF versions concurrently, you can have different independent MSYS?2 environments
in different directories. Alternatively you can download multiple toolchains and unzip these to different directories,
then use the PATH environment variable to set which one is the default.

Standard Setup of Toolchain for Linux (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.
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Install Prerequisites To compile with ESP-IDF you need to get the following packages:
* CentOS 7:

sudo yum install gcc git wget make flex bison gperf python python2-cryptography

e Ubuntu and Debian:

sudo apt-get install gcc git wget make flex bison gperf python python-pip.
—python-setuptools python-serial python-cryptography python-future python-
—pyparsing python-pyelftools libffi-dev libssl-dev

Arch:

sudo pacman -S --needed gcc git make flex bison gperf python-pyserial python-
—cryptography python-future python-pyparsing python-pyelftools

Note: Some older Linux distributions may be missing some of the Python packages listed above (or may use
pyserial version 2.x which is not supported by ESP-IDF). It is possible to install these packages via pip instead
- as described in section Step 4. Install the Required Python Packages.

Toolchain Setup ESP32 toolchain for Linux is available for download from Espressif website:

* for 64-bit Linux:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-202112-patch5-linux-amd64.tar.gz

e for 32-bit Linux:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-202112-patchS-linux-1686.tar.gz

1. Download this file, then extract it in ~/esp directory:
¢ for 64-bit Linux:

mkdir -p ~/esp

cd ~/esp

tar -xzf ~/Downloads/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-1linux-
—amdé64.tar.gz

for 32-bit Linux:

mkdir -p ~/esp

cd ~/esp

tar —xzf ~/Downloads/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-1linux-—
—~1686.tar.gz

2. The toolchain will be extracted into ~/esp/xtensa-esp32-elf/ directory.
To use it, you will need to update your PATH environment variable in ~/.profile file. To make
xtensa—-esp32-elf available for all terminal sessions, add the following line to your ~/ .profile file:

’export PATH="$HOME/esp/xtensa-esp32-elf/bin:SPATH" ‘

Alternatively, you may create an alias for the above command. This way you can get the toolchain only when
you need it. To do this, add different line to your ~/ .profile file:

’alias get_esp32='export PATH="SHOME/esp/xtensa-esp32-elf/bin:S$PATH"' ‘

Then when you need the toolchain you can type get_esp32 on the command line and the toolchain will be
added to your PATH.

Note: If you have /bin/bash set as login shell, and both .bash_profile and .profile exist, then
update .bash_profile instead. In CentOS, alias should setin .bashrc.

3. Log off and log in back to make the .profile changes effective. Run the following command to verify if
PATH is correctly set:
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printenv PATH

You are looking for similar result containing toolchain’ s path at the beginning of displayed string:

$ printenv PATH
/home/user—-name/esp/xtensa-esp32-elf/bin:/home/user—-name/bin:/home/user—name/.
—local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/
—games:/usr/local/games:/snap/bin

Instead of /home /user—name there should be a home path specific to your installation.

Permission issues /dev/ttyUSB0 With some Linux distributions you may get the Failed to open port
/dev/ttyUSBO error message when flashing the ESP32. This can be solved by adding the current user to the dialout

group.

Next Steps  To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF .

Related Documents

Setup Linux Toolchain from Scratch (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Note: Standard process for installing the toolchain is described here. See Customized Setup of Toolchain section for
some of the reasons why installing the toolchain from scratch may be necessary.

Install Prerequisites To compile with ESP-IDF you need to get the following packages:
* Ubuntu and Debian:

sudo apt-get install gcc git wget make libncurses-dev flex bison gperf python.
—python-pip python-setuptools python-serial python-cryptography python-future.
—python-pyparsing python-pyelftools libffi-dev libssl-dev

Arch:

sudo pacman —-S —-—needed gcc git make ncurses flex bison gperf python-pyserial_
—python-cryptography python-future python-pyparsing python-pyelftools

Note: Some older (pre-2014) Linux distributions may use pyserial version 2.x which is not supported by ESP-
IDF. In this case please install a supported version via pip as it is described in section Step 4. Install the Required
Python Packages.

Compile the Toolchain from Source

* Install dependencies:
— CentOS 7:

sudo yum install gawk gperf grep gettext ncurses-devel python python-devel._
—automake bison flex texinfo help2man libtool

— Ubuntu pre-16.04:
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sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—dev automake bison flex texinfo help2man libtool

— Ubuntu 16.04 or newer:

sudo apt-get install gawk gperf grep gettext python python-dev automake.
—bison flex texinfo help2Z2man libtool libtool-bin

— Debian 9:

sudo apt-get install gawk gperf grep gettext libncurses-dev python python-
—dev automake bison flex texinfo help2man libtool libtool-bin

— Arch:

TODO

Create the working directory and go into it:

mkdir -p ~/esp
cd ~/esp

Download crosstool—-NG and build it:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patch5

git submodule update —--init

./bootstrap && ./configure —-—-enable-local && make

Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/crosstool-NG/builds/xtensa-esp32-elf. Follow instructions for
standard setup to add the toolchain to your PATH.

Next Steps  To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF'.

Standard Setup of Toolchain for Mac OS (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Install Prerequisites

* install pip:

sudo easy_install pip

Note: pip will be used later for installing the required Python packages.
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Toolchain Setup ESP32 toolchain for macOS is available for download from Espressif website:
https://dl.espressif.com/dl/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-macos.tar.gz

Download this file, then extract it in ~/esp directory:

mkdir -p ~/esp
cd ~/esp
tar -xzf ~/Downloads/xtensa-esp32-elf-gcc8_4_0-esp-2021r2-patch5-macos.tar.gz

The toolchain will be extracted into ~/esp/xtensa-esp32-elf/ directory.

To use it, you will need to update your PATH environment variable in ~/.profile file. To make
xtensa—-esp32-elf available for all terminal sessions, add the following line to your ~/ .profile file:

export PATH=$HOME/esp/xtensa-esp32-elf/bin:S$PATH

Alternatively, you may create an alias for the above command. This way you can get the toolchain only when you
need it. To do this, add different line to your ~/ .profile file:

’alias get_esp32="export PATH=$HOME/esp/xtensa-esp32-elf/bin:S$PATH"

Then when you need the toolchain you can type get_esp32 on the command line and the toolchain will be added
to your PATH.

Next Steps  To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF .

Related Documents

Setup Toolchain for Mac OS from Scratch (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Note: Standard process for installing the toolchain is described here. See Customized Setup of Toolchain section for
some of the reasons why installing the toolchain from scratch may be necessary.

Install Prerequisites

* install pip:

sudo easy_install pip

Note: pip will be used later for installing the required Python packages.

Compile the Toolchain from Source

* Install dependencies:
— Install either MacPorts or homebrew package manager. MacPorts needs a full XCode installation, while
homebrew only needs XCode command line tools.
— with MacPorts:
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sudo port install gsed gawk binutils gperf grep gettext wget libtool.
—autoconf automake

with homebrew:

brew install gnu-sed gawk binutils gperftools gettext wget helpZman.
—libtool autoconf automake

Create a case-sensitive filesystem image:

hdiutil create ~/esp/crosstool.dmg -volname "ctng" -size 10g —-fs "Case-sensitive.
—HES+"

Mount it:

hdiutil mount ~/esp/crosstool.dmg

Create a symlink to your work directory:

mkdir -p ~/esp
In -s /Volumes/ctng ~/esp/ctng-volume

Go into the newly created directory:

cd ~/esp/ctng-volume

Download crosstool-NG and build it:

git clone https://github.com/espressif/crosstool-NG.git
cd crosstool-NG

git checkout esp-2021r2-patchb

git submodule update —--init

./bootstrap && ./configure --enable-local && make

Build the toolchain:

./ct-ng xtensa-esp32-elf
./ct-ng build
chmod -R u+w builds/xtensa-esp32-elf

Toolchain will be built in ~/esp/ctng-volume/crosstool-NG/builds/xtensa-esp32-elf. Fol-
low instructions for standard setup to add the toolchain to your PATH.

Next Steps To carry on with development environment setup, proceed to section Step 2. Get ESP-IDF'.

Windows Linux macOS
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Note: This guide uses the directory ~/esp on Linux and macOS or $userprofile%\esp on Windows as
an installation folder for ESP-IDF. You can use any directory, but you will need to adjust paths for the commands
respectively. Keep in mind that ESP-IDF does not support spaces in paths.

Depending on your experience and preferences, you may want to customize your environment instead of using a
prebuilt toolchain. To set up the system your own way go to Section Customized Setup of Toolchain (Legacy GNU
Make).

Step 2. Get ESP-IDF

Besides the toolchain, you also need ESP32-specific API (software libraries and source code). They are provided by
Espressif in ESP-IDF repository.

To get a local copy of ESP-IDF, navigate to your installation directory and clone the repository with git clone.

Open Terminal, and run the following commands:

mkdir -p ~/esp
cd ~/esp
git clone -b v4.4.8 —--recursive https://github.com/espressif/esp-idf.git

ESP-IDF will be downloaded into ~/esp/esp—-idf.

Consult ESP-IDF Versions for information about which ESP-IDF version to use in a given situation.

Note: The git clone option b v4.4.8 tells git to clone the tag in the ESP-IDF repository git clone
corresponding to this version of the documentation.

Note: As a fallback, it is also possible to download a zip file of this stable release from the Releases page. Do not
download the “Source code” zip file(s) generated automatically by GitHub, they do not work with ESP-IDF.

Note: Do not miss the ——recursive option. If you have already cloned ESP-IDF without this option, run another
command to get all the submodules:

cd esp-idf
git submodule update —--init

Step 3. Set Environment Variables

The toolchain uses the environment variable IDF_PATH to access the ESP-IDF directory. This variable should be
set up on your computer, otherwise projects will not build.

These variables can be set temporarily (per session) or permanently. Please follow the instructions specific to Windows
, Linux and macOS in Section Add IDF_PATH to User Profile (Legacy GNU Make).

Step 4. Install the Required Python Packages

The python packages required by ESP-IDF are located in IDF_PATH/requirements.txt. You can install
them by running:

python -m pip install --user -r $IDF_PATH/requirements.txt
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Note: Please check the version of the Python interpreter that you will be using with ESP-IDF. For this, run the
command python --version and depending on the result, you might want to use python3, python3.7 or
similar instead of just python, e.g.:

python3 -m pip install —--user -r $IDF_PATH/requirements.txt

Step 5. Start a Project

Now you are ready to prepare your application for ESP32. You can start with get-started/hello_world project from
examples directory in IDF.

Copy get-started/hello_world to the ~ /e sp directory:

Linux and macOS

cd ~/esp
cp -r SIDF_PATH/examples/get-started/hello_world .

Windows

cd 2userprofile%\esp
xcopy /e /i %IDF_PATHS\examples\get-started\hello_world hello_world

There is a range of example projects in the examples directory in ESP-IDF. You can copy any project in the same
way as presented above and run it.

It is also possible to build examples in-place, without copying them first.

Important: The esp-idf build system does not support spaces in the paths to either esp-idf or to projects.

Step 6. Connect Your Device

Now connect your ESP32 board to the computer and check under what serial port the board is visible.
Serial ports have the following patterns in their names:

¢ Windows: names like COM1
¢ Linux: starting with /dev/tty
* macOS: starting with /dev/cu.

If you are not sure how to check the serial port name, please refer to Establish Serial Connection with ESP32 (Legacy
GNU Make) for full details.

Note: Keep the port name handy as you will need it in the next steps.

Step 7. Configure

Navigate to your hello_world directory from Step 5. Start a Project and run the project configuration utility
menuconfig.
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Linux and macOS

cd ~/esp/hello_world
make menuconfig

Windows

cd Suserprofile%\esp\hello_world
make menuconfig

If the previous steps have been done correctly, the following menu appears:

Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type ---=>
Application manager ---=>
Bootloader config ---=>
Security features --->
Partition Table --->
Compiler options ---=
Component config ---=
Compatibility options ---=

Leave menu [S] Save

[/] Jump to symbol
[A] T le show-all mode

Fig. 63: Project configuration - Home window

In the menu, navigate to Serial flasher config>Default serial port to configure the serial port,
where project will be loaded to. Confirm selection by pressing enter, save configuration by selecting < Save > and
then exit menuconfig by selecting < Exit >.

To navigate and use menuconfig, press the following keys:

* Arrow keys for navigation

* Enter to go into a submenu

* Esc to go up one level or exit

* ? to see a help screen. Enter key exits the help screen

e Space, or Y and N keys to enable (Yes) and disable (No) configuration items with checkboxes “[*]1”
2 while highlighting a configuration item to display help about that item

* / to find configuration items

Attention: If you use ESP32-DevKitC board with the ESP32-SOLO-1 module, enable single core mode
(CONFIG_FREERTOS_UNICORE) in menuconfig before flashing examples.

Step 8. Build and Flash

Build and flash the project by running:

make flash

This command will compile the application and all ESP-IDF components, then it will generate the bootloader, par-
tition table, and application binaries. After that, these binaries will be flashed onto your ESP32 board.
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Encountered Issues While Flashing? If you run the given command and see errors such as “Failed to connect” ,
there might be several reasons for this. One of the reasons might be issues encountered by esptool . py, the utility
that is called by the build system to reset the chip, interact with the ROM bootloader, and flash firmware. One simple
solution to try is manual reset described below, and if it does not help you can find more details about possible issues
in Troubleshooting.

esptool.py resets ESP32 automatically by asserting DTR and RTS control lines of the USB to serial converter
chip, i.e., FTDI or CP210x (for more information, see Establish Serial Connection with ESP32 (Legacy GNU Make)).
The DTR and RTS control lines are in turn connected to GPT0O0 and CHIP_PU (EN) pins of ESP32, thus changes
in the voltage levels of DTR and RTS will boot ESP32 into Firmware Download mode. As an example, check the
schematic for ESP32-DevKitC development board.

In general, you should have no problems with the official esp-idf development boards. However, esptool.py is
not able to reset your hardware automatically in the following cases:

¢ Your hardware does not have the DTR and RTS lines connected to GPIO0 and CHIP_PU
e The DTR and RTS lines are configured differently
¢ There are no such serial control lines at all

Depending on the kind of hardware you have, it may also be possible to manually put your ESP32 board into Firmware
Download mode (reset).

¢ For development boards produced by Espressif, this information can be found in the respective getting started
guides or user guides. For example, to manually reset an esp-idf development board, hold down the Boot
button (GPI00) and press the EN button (CHIP_PU).

* For other types of hardware, try pulling GPT0O0 down.

Normal Operation If there are no issues by the end of the flash process, you will see the output log similar to the
one given below. Then the board will reboot and start up the “hello_world” application.

esptool.py v3.0-dev

Flashing binaries to serial port /dev/ttyUSBO (app at offset 0x10000)...
esptool.py v3.0-dev

Serial port /dev/cu.SLAB_USBtoUART

Connecting........
Chip is ESP32DOWDQ6 (revision 1)

Features: WiFi, BT, Dual Core, Coding Scheme None

Crystal is 40MHz

MAC: 30:ae:a4d:15:21:b4

Uploading stub...

Running stub...

Stub running...

Configuring flash size...

Auto-detected Flash size: 4MB

Flash params set to 0x0220

Compressed 26704 bytes to 15930...

Wrote 26704 bytes (15930 compressed) at 0x00001000 in 1.4 seconds (effective 151.9.
—kbit/s) ...

Hash of data verified.

Compressed 147984 bytes to 77738...

Wrote 147984 bytes (77738 compressed) at 0x00010000 in 6.9 seconds (effective 172.
—7 kbit/s) ...

Hash of data verified.

Compressed 3072 bytes to 103...

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 1607.9.
f—»kblt/s) “ ..

Hash of data verified.

Leaving...
Hard resetting via RTS pin...

If you’ d like to use the Eclipse IDE instead of running make, check out the Eclipse guide.
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Step 9. Monitor

To check if “hello_world” is indeed running, type make monitor.

This command launches the IDF Monitor application:

S make monitor

MONITOR
—-—— idf_monitor on /dev/ttyUSBO 115200 —---
—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

After startup and diagnostic logs scroll up, you should see “Hello world!” printed out by the application.

Hello world!

This is esp32 chip with 2 CPU cores, WiFi/BT/BLE, silicon revision 1, 4MB external.
—~flash

Restarting in 10 seconds...

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

To exit IDF monitor use the shortcut Ctr1+].

If IDF monitor fails shortly after the upload, or if instead of the messages above you see a random garbage similar
to what is given below, your board is likely using a 26MHz crystal. Most development board designs use 40MHz, so
ESP-IDF uses this frequency as a default value.

eB88) (Xn@dy. '§9(BPW+)§BHN9a ™~ /98 | §t560PH~DkEBcHeabs5D A
~zYGBY (16,1 68 e866) (Xn@by. !DrézY (6 jpi®|B+z5Ymvp

If you have such a problem, do the following:

1. Exit the monitor.

2. Go back to menuconfig.

3. Go to Component config —> ESP32-specific —> Main XTAL frequency, then change CON-
FIG_ESP32_XTAL_FREQ_SEL to 26MHz.

4. After that, build and flash the application again.

Note: You can combine building, flashing and monitoring into one step by running:

make flash monitor

See also IDF Monitor for handy shortcuts and more details on using IDF monitor.
That’ s all that you need to get started with ESP32!

Now you are ready to try some other examples, or go straight to developing your own applications.

Environment Variables

Some environment variables can be specified whilst calling make allowing users to override arguments without
the need to reconfigure them using make menuconfig.
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Variables | Description & Usage

ESP- Overrides the serial port used in f1ash and monitor.

PORT Examples: make flash ESPPORT=/dev/ttyUSB1,make monitor ESPPORT=COMI1
ESP- Overrides the serial baud rate when flashing the ESP32.

BAUD Example: make flash ESPBAUD=9600

MON~- Overrides the serial baud rate used when monitoring.

ITOR- Example: make monitor MONITORBAUD=9600

BAUD

Note: You can export environment variables (e.g. export ESPPORT=/dev/ttyUSB1). All subsequent calls
of make within the same terminal session will use the exported value given that the variable is not simultaneously
overridden.

Updating ESP-IDF

You should update ESP-IDF from time to time, as newer versions fix bugs and provide new features. The simplest way
to do the update is to delete the existing esp—1idf folder and clone it again, as if performing the initial installation
described in Step 2. Get ESP-IDF.

If downloading to a new path, remember to Add IDF_PATH to User Profile (Legacy GNU Make) so that the toolchain
scripts can find ESP-IDF in its release specific location.

Another solution is to update only what has changed. The update procedure depends on the version of ESP-IDF you
are using.

Related Documents

Add IDF_PATH to User Profile (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

To preserve setting of IDF_PATH environment variable between system restarts, add it to the user profile, following
instructions below.

Windows The user profile scripts are contained in C: /msys32/etc/profile.d/ directory. They are exe-
cuted every time you open an MSYS2 window.

1. Create anewscriptfileinC: /msys32/etc/profile.d/ directory. Nameitexport_idf_path. sh.

2. Identify the path to ESP-IDF directory. It is specific to your system configuration and may look something like
C:\msys32\home\user—-name\esp\esp-idf

3. Add the export command to the script file, e.g.:

export IDF_PATH="C:/msys32/home/user—-name/esp/esp-idf"

Remember to replace back-slashes with forward-slashes in the original Windows path.
4. Save the script file.
5. Close MSYS2 window and open it again. Check if IDF_PATH is set, by typing:

’printenv IDF_PATH

The path previusly entered in the script file should be printed out.

If you do not like to have IDF_PATH set up permanently in user profile, you should enter it manually on opening of
an MSYS2 window:
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export IDF_PATH="C:/msys32/home/user—-name/esp/esp-idf"

If you got here from section Step 3. Set Environment Variables, while installing s/w for ESP32 development, then go

back to section Step 5. Start a Project.

Linux and MacOS Setup IDF_PATH by adding the following line to ~/ .profile file:

export IDF_PATH=~/esp/esp-idf

Log off and log in back to make this change effective.

Note: If you have /bin/bash set as login shell, and both .bash_profileand .profile exist, then update

.bash_profile instead.

Run the following command to check if

IDF_PATH is set:

printenv IDF_PATH

The path previously entered in ~/ . profile file (or set manually) should be printed out.

If you do not like to have IDF_PATH set up permanently, you should enter it manually in terminal window on each

restart or logout:

export IDF_PATH=~/esp/esp-idf

If you got here from section Step 3. Set Environment Variables, while installing s/w for ESP32 development, then go

back to section Step 5. Start a Project.

Establish Serial Connection with ESP32 (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

This section provides guidance how to establish serial connection between ESP32 and PC.

Connect ESP32 to PC  Connect the ESP32 board to the PC using the USB cable. If device driver does not install
automatically, identify USB to serial converter chip on your ESP32 board (or external converter dongle), search for

drivers in internet and install them.

Below are the links to drivers for ESP32 and other boards produced by Espressif:

Development Board USB Driver Remarks

ESP32-DevKitC CP210x

ESP32-LyraT CP210x

ESP32-LyraTD-MSC CP210x

ESP32-PICO-KIT CP210x

ESP-WROVER-KIT FTDI

ESP32 Demo Board FTDI

ESP-Prog FTDI Programmer board (w/o ESP32)
ESP32-MeshKit-Sense n/a Use with ESP-Prog
ESP32-Sense-Kit n/a Use with ESP-Prog

* CP210x: CP210x USB to UART Bridge VCP Drivers

e FTDI: FTDI Virtual COM Port Drivers
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The drivers above are primarily for reference. Under normal circumstances, the drivers should be bundled with and
operating system and automatically installed upon connecting one of the listed boards to the PC.

Check port on Windows Check the list of identified COM ports in the Windows Device Manager. Disconnect
ESP32 and connect it back, to verify which port disappears from the list and then shows back again.

Figures below show serial port for ESP32 DevKitC and ESP32 WROVER KIT

=g Device Manager o =] =]
File Action View Help

&= = HEl .

4 gy tdk-kmb-op780
- M Computer

sy Disk drives

- Display adapters

> L) DVD/CD-ROM drives

":1:,'_, Human Interface Devices
g IDE ATASATAPI controllers
<ZZ Keyboards

}3 Mice and other pointing devices
- Monitors

¥ Metwork adapters

4 73" Ports (COM & LPT)

) Processors

-% Sound, video and game controllers

- 1M Systern devices
> i Universal Serial Bus controllers

Fig. 64: USB to UART bridge of ESP32-DevKitC in Windows Device Manager

Check port on Linux and MacOS To check the device name for the serial port of your ESP32 board (or external
converter dongle), run this command two times, first with the board / dongle unplugged, then with plugged in. The
port which appears the second time is the one you need:

Linux

’ls /dev/tty*

MacOS

’ls /dev/cu.*

Adding user to dialout on Linux The currently logged user should have read and write access the serial port
over USB. On most Linux distributions, this is done by adding the user to dialout group with the following
command:

sudo usermod —-a -G dialout S$USER

on Arch Linux this is done by adding the user to uucp group with the following command:
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£ 1

=y Device Manager EI@

File Action View Help

= mE HE

4 = tdk-kmb-op780
i -JM Computer

£

by Disk drives

i B Display adapters

b ey DVD/CD-ROM drives

b Eﬁ Human Interface Devices
i £ IDE ATA/ATAPI controllers
- Keyboards

S

[ --ﬂ Mice and octher pointing devices
» I Monitors

b ¥ Metwork adapters

4 73 Ports (COM & LPT)

[ % Sound, video and game controllers
[yl System devices
[ i Universal Serial Bus controllers

Fig. 65: Two USB Serial Ports of ESP-WROVER-KIT in Windows Device Manager

Espressif Systems 144 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 1. Get Started

sudo usermod -a -G uucp S$USER

Make sure you re-login to enable read and write permissions for the serial port.

Verify serial connection Now verify that the serial connection is operational. You can do this using a serial terminal
program. In this example we will use PuTTY SSH Client that is available for both Windows and Linux. You can use
other serial program and set communication parameters like below.

Run terminal, set identified serial port, baud rate = 115200, data bits = 8, stop bits = 1, and parity = N. Below are
example screen shots of setting the port and such transmission parameters (in short described as 115200-8-1-N) on
Windows and Linux. Remember to select exactly the same serial port you have identified in steps above.

#R PuTTY Configuration | 22|
Categony:

[=I- Session Options contraling local senal lines
Select a zeral line

- Keyboard Serial line to connect to cComi2

- Bell

- Features
=~ Window Speed (baud) 115200
- Appearance
- Behaviour
- Translation Stop bits 1
- Selection

Corfigure the seral line

Data bits 2

- Colours Parity [ None _ ]
£ Connection Flow control [XONXOFF |
- Data

- Prosy
- Telnet
- Rlogin
- 55H
- Serial

About Open ] [ Cancel

Fig. 66: Setting Serial Communication in PuTTY on Windows

Then open serial port in terminal and check, if you see any log printed out by ESP32. The log contents will depend
on application loaded to ESP32. An example log by ESP32 is shown below.

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET) ,boot:0x13 (SPI_FAST_FLASH_BOOT)

configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00,wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010, len:3464

load:0x40078000,1len:7828

10ad:0x40080000, 1len:252

(continues on next page)
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PuTTY Configuration

Category: Options controlling local serial lines
Logging Select a serial line

¥ Terminal Serial line to connect to [dev/ttyusBo
Keyboard
Bell

Features
* Window Data bits !

Configure the serial line
Speed (baud) 115200

Appearance Stop bits 1
Behaviour
Translation
selection Flow control XOMN/XOFF =
Colours
Fonks

¥ Connection
Data
Proxy
Telnet
Rlegin

* 55H

About % Cancel

Fig. 67: Setting Serial Communication in PuTTY on Linux

Parity Maone =
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(continued from previous page)

entry 0x40080034
I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

If you see some legible log, it means serial connection is working and you are ready to proceed with installation and
finally upload of application to ESP32.

Note: For some serial port wiring configurations, the serial RTS & DTR pins need to be disabled in the terminal
program before the ESP32 will boot and produce serial output. This depends on the hardware itself, most development
boards (including all Espressif boards) do not have this issue. The issue is present if RTS & DTR are wired directly
to the EN & GPIOO pins. See the esptool documentation for more details.

Note: Close serial terminal after verification that communication is working. In next step we are going to use another
application to upload ESP32. This application will not be able to access serial port while it is open in terminal.

If you got here from section Step 6. Connect Your Device when installing s/w for ESP32 development, then go back
to section Step 7. Configure.

Build and Flash with Make (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Finding a project As well as the esp-idf-template project, ESP-IDF comes with some example projects on github
in the examples directory.

Once you’ ve found the project you want to work with, change to its directory and you can configure and build it.

Configuring your project

’make menuconfig

Compiling your project

’make all

---will compile app, bootloader and generate a partition table based on the config.

Flashing your project When make all finishes, it will print a command line to use esptool.py to flash the chip.
However you can also do this from make by running:

make flash

This will flash the entire project (app, bootloader and partition table) to a new chip. Also if partition table has ota_data
then this command will flash a initial ota_data. It allows to run the newly loaded app from a factory partition (or the
first OTA partition, if factory partition is not present). The settings for serial port flashing can be configured with
make menuconfig.

Youdon’ tneed torunmake all before runningmake flash,make flash will automatically rebuild anything
which needs it.
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Compiling & Flashing Just the App After the initial flash, you may just want to build and flash just your app,
not the bootloader and partition table:

* make app - build just the app.
* make app-flash - flash just the app.

make app-flash will automatically rebuild the app if it needs it.

There’ s no downside to reflashing the bootloader and partition table each time, if they haven’ t changed.

The Partition Table Once you’ ve compiled your project, the “build” directory will contain a binary file with a
name like “my_app.bin” . This is an ESP32 image binary that can be loaded by the bootloader.

A single ESP32’ s flash can contain multiple apps, as well as many kinds of data (calibration data, filesystems,
parameter storage, etc). For this reason, a partition table is flashed to offset 0x8000 in the flash.

Each entry in the partition table has a name (label), type (app, data, or something else), subtype and the offset in flash
where the partition is loaded.

The simplest way to use the partition table is to make menuconfig and choose one of the simple predefined partition
tables:

e “Single factory app, no OTA”
e “Factory app, two OTA definitions”

In both cases the factory app is flashed at offset 0x10000. If you make partition_table then it will print a summary of
the partition table.

For more details about partition tables and how to create custom variations, view the documentation.

Build and Flash with Eclipse IDE (Legacy GNU Make)

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

Installing Eclipse IDE The Eclipse IDE gives you a graphical integrated development environment for writing,
compiling and debugging ESP-IDF projects.

« Start by installing the esp-idf for your platform (see files in this directory with steps for Windows, OS X, Linux).

¢ We suggest building a project from the command line first, to get a feel for how that process works. You
also need to use the command line to configure your esp-idf project (via make menuconfig), this is not
currently supported inside Eclipse.

¢ Download the Eclipse Installer for your platform from eclipse.org.

¢ When running the Eclipse Installer, choose “Eclipse for C/C++ Development” (in other places you’ 1l see
this referred to as CDT.)

Setting up Eclipse Once your new Eclipse installation launches, follow these steps:

Import New Project

* Eclipse makes use of the Makefile support in ESP-IDF. This means you need to start by creating an ESP-IDF
project. You can use the idf-template project from github, or open one of the examples in the esp-idf examples
subdirectory.

¢ Once Eclipse is running, choose File -> Import -

¢ In the dialog that pops up, choose “C/C++” -> “Existing Code as Makefile Project” and click Next.

¢ On the next page, enter “Existing Code Location” to be the directory of your IDF project. Don’ t specify the
path to the ESP-IDF directory itself (that comes later). The directory you specify should contain a file named
“Makefile” (the project Makefile).

¢ On the same page, under “Toolchain for Indexer Settings” choose “Cross GCC” . Then click Finish.
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Project Properties

* The new project will appear under Project Explorer. Right-click the project and choose Properties from the
context menu.

* Click on the “Environment” properties page under “C/C++ Build” . Click “Add--” and enter name
BATCH_BUILD and value 1.

e Click “Add--” again, and enter name IDF_PATH. The value should be the full path where ESP-IDF is
installed. Windows users can copy the IDF_PATH from windows explorer.

» Edit the PATH environment variable. Keep the current value, and append the path to the Xtensa toolchain
installed as part of IDF setup, if this is not already listed on the PATH. A typical path to the toolchain
looks like /home/user—-name/esp/xtensa-esp32-elf/bin. Note that you need to add a colon
: before the appended path. Windows users will need to prepend C:\msys32\mingw32\bin;C:\
msys32\opt\xtensa-esp32-elf\bin;C:\msys32\usr\bin to PATH environment variable (If
you installed msys32 to a different directory then you’ 1l need to change these paths to match).

* On macOS, add a PYTHONPATH environment variable and setit to /Library/Frameworks/Python.
framework/Versions/2.7/1ib/python2.7/site-packages. This is so that the system
Python, which has pyserial installed as part of the setup steps, overrides any built-in Eclipse Python.

ADDITIONAL NOTE: If either the IDF_PATH directory or the project directory is located outside C:\
msys32\home directory, you will have to give custom build command in C/C++ Build properties as: python
${IDF_PATH}/tools/windows/eclipse_make.py (Please note that the build time may get significantly
increased by this method.)

Navigate to  “C/C++ General” -> “Preprocessor Include Paths” property page:

* Click the “Providers” tab

¢ In the list of providers, click “CDT Cross GCC Built-in Compiler Settings” . Change “Command to
get compiler specs” to xtensa-esp32-elf-gcc ${FLAGS} -std=c++11 -E -P -v -dD
"S{INPUTS}".

¢ Inthe list of providers, click “CDT GCC Build Output Parser” and change the “Compiler command pattern”
to xtensa-esp32-elf-(gcc|g\+\+|c\+\+|cc|cppl|clang)

Navigate to “C/C++ General” -> “Indexer” property page:

e Check “Enable project specific settings” to enable the rest of the settings on this page.
e Uncheck “Allow heuristic resolution of includes” . When this option is enabled Eclipse sometimes fails to
find correct header directories.

Navigate to  “C/C++ Build” -> “Behavior” property page:
e Check “Enable parallel build” to enable multiple build jobs in parallel.

Building in Eclipse Before your project is first built, Eclipse may show a lot of errors and warnings about undefined
values. This is because some source files are automatically generated as part of the esp-idf build process. These errors
and warnings will go away after you build the project.

¢ Click OK to close the Properties dialog in Eclipse.
¢ Outside Eclipse, open a command line prompt. Navigate to your project directory, and run make menu-
config to configure your project’ s esp-idf settings. This step currently has to be run outside Eclipse.

If you try to build without running a configuration step first, esp-idf will prompt for configuration on the command line
- but Eclipse is not able to deal with this, so the build will hang or fail.

» Back in Eclipse, choose Project -> Build to build your project.

TIP: If your project had already been built outside Eclipse, you may need to do a Project -> Clean before choosing
Project -> Build. This is so Eclipse can see the compiler arguments for all source files. It uses these to determine the
header include paths.

Flash from Eclipse You can integrate the “make flash” target into your Eclipse project to flash using esptool.py
from the Eclipse UI:
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 Right-click your project in Project Explorer (important to make sure you select the project, not a directory in
the project, or Eclipse may find the wrong Makefile.)

¢ Select Build Targets -> Create---from the context menu.

e Type ‘“flash” as the target name. Leave the other options as their defaults.

* Now you can use Project -> Build Target -> Build (Shift+F9) to build the custom flash target, which will
compile and flash the project.

Note that you will need to use “make menuconfig” to set the serial port and other config options for flashing. “make
menuconfig” still requires a command line terminal (see the instructions for your platform.)

Follow the same steps to add bootloader and partition_table targets, if necessary.

Customized Setup of Toolchain (Legacy GNU Make) Instead of downloading binary toolchain from Espressif
website (see Step 1. Set up the Toolchain) you may build the toolchain yourself.

Note: Since ESP-IDF V4.0, the default build system is based on CMake. This documentation is for the legacy build
system based on GNU Make. Support for this build system may be removed in future major releases.

If you can’ t think of a reason why you need to build it yourself, then probably it’ s better to stick with the binary
version. However, here are some of the reasons why you might want to compile it from source:

* if you want to customize toolchain build configuration

* if you want to use a different GCC version (such as 4.8.5)
* if you want to hack gcc or newlib or libstdc++

* if you are curious and/or have time to spare

e if youdon’ t trust binaries downloaded from the Internet

In any case, here are the instructions to compile the toolchain yourself.
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2.1 Bluetooth API

2.1.1 Controller && VHCI

Application Example

Check bluetooth/hci folder in ESP-IDF examples, which contains the following application:

e This is a BLE advertising demo with wvirtual HCI interface. Send Re-
set/ADV_PARAM/ADV_DATA/ADV_ENABLE HCI command for BLE advertising - blue-
tooth/hci/controller_vhci_ble_adv.

API Reference

Header File

» components/bt/include/esp32/include/esp_bt.h

Functions
esp_err_t esp_ble_tx_power_set (esp_ble_power_type_t power_type, esp_power_level_t power_level)

Set BLE TX power Connection Tx power should only be set after connection created.

Parameters
* power_type —: The type of which tx power, could set Advertising/Connection/Default
and etc
» power_level —Power level(index) corresponding to absolute value(dbm)
Returns ESP_OK - success, other - failed
esp_power_level t esp_ble_tx_power_get (esp_ble_power_type_t power_type)

Get BLE TX power Connection Tx power should only be get after connection created.
Parameters power_type —  The type of which tx power, could set Advertis-

ing/Connection/Default and etc
Returns >= 0 - Power level, < O - Invalid
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esp_err_t esp_bredr_tx_power_set (esp_power_level_t min_power_level, esp_power_level_t
max_power_level)

Set BR/EDR TX power BR/EDR power control will use the power in range of minimum value and maximum
value. The power level will effect the global BR/EDR TX power, such inquire, page, connection and so on.
Please call the function after esp_bt_controller_enable and before any function which cause RF do TX. So you
can call the function before doing discovery, profile init and so on. For example, if you want BR/EDR use the
new TX power to do inquire, you should call this function before inquire. Another word, If call this function
when BR/EDR is in inquire(ING), please do inquire again after call this function. Default minimum power
level is ESP_PWR_LVL_NO, and maximum power level is ESP_PWR_LVL_P3.

Parameters
* min_power_level —~The minimum power level
* max_power_level —The maximum power level
Returns ESP_OK - success, other - failed

esp_err_t esp_bredr_tx_power_get (esp_power_level_t *min_power_level, esp_power_level_t
*max_power_level)
Get BR/EDR TX power If the argument is not NULL, then store the corresponding value.
Parameters
* min_power_level ~The minimum power level
* max_power_level —The maximum power level
Returns ESP_OK - success, other - failed
esp_err_t esp_bredr_sco_datapath_set (esp_sco_data_path_t data_path)
Set default SCO data path Should be called after controller is enabled, and before (¢)SCO link is established.
Parameters data_path -SCO data path
Returns ESP_OK - success, other - failed
esp_err_t esp_bt_controller_init (esp_bt_controller_config_t *cfg)
Initialize BT controller to allocate task and other resource. This function should be called only once, before
any other BT functions are called.

Parameters cfg —Initial configuration of BT controller. Different from previous version, there’
s a mode and some connection configuration in “cfg” to configure controller work mode and
allocate the resource which is needed.
Returns ESP_OK - success, other - failed
esp_err_t esp_bt_controller_deinit (void)
De-initialize BT controller to free resource and delete task. You should stop advertising and scanning, as well
as disconnect all existing connections before de-initializing BT controller.
This function should be called only once, after any other BT functions are called.

Returns ESP_OK - success, other - failed

esp_err_t esp_bt_controller_enable (esp_bt_mode_t mode)

Enable BT controller. Due to a known issue, you cannot call esp_bt_controller_enable() a second time to
change the controller mode dynamically. To change controller mode, call esp_bt_controller_disable() and
then call esp_bt_controller_enable() with the new mode.

Parameters mode —: the mode(BLE/BT/BTDM) to enable. For compatible of API, retain this
argument. This mode must be equal as the mode in “cfg” of esp_bt_controller_init().
Returns ESP_OK - success, other - failed

esp_err_t esp_bt_controller_disable (void)
Disable BT controller.

Returns ESP_OK - success, other - failed

esp_bt_controller_status_t esp_bt_controller_get_status (void)
Get BT controller is initialised/de-initialised/enabled/disabled.
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Returns status value

bool esp_vheci_host_check_send_available (void)

esp_vhci_host_check_send_available used for check actively if the host can send packet to controller or not.
Returns true for ready to send, false means cannot send packet

void esp_vheci_host_send_packet (uint8_t *data, uint16_t len)
esp_vhci_host_send_packet host send packet to controller

Should not call this function from within a critical section or when the scheduler is suspended.

Parameters
* data —the packet point
* len —the packet length

esp_err_t esp_vheci_host_register_callback (const esp_vhci_host_callback_t *callback)
esp_vhci_host_register_callback register the vhci reference callback struct defined by vhci_host_callback

structure.

Parameters callback —esp_vhci_host_callback type variable
Returns ESP_OK - success, ESP_FAIL - failed

esp_err_t esp_bt_controller_mem_release (esp_bt_mode_t mode)

esp_bt_controller_mem_release release the controller memory as per the mode

This function releases the BSS, data and other sections of the controller to heap. The total size is about 70k
bytes.

esp_bt_controller_mem_release(mode) should be called only before esp_bt_controller_init() or after
esp_bt_controller_deinit().

Note that once BT controller memory is released, the process cannot be reversed. It means you cannot use the
bluetooth mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.

If the app calls esp_bt_controller_enable(ESP_BT_MODE_BLE) to use BLE only then it is safe to call
esp_bt_controller_mem_release(ESP_BT_MODE_CLASSIC_BT) at initialization time to free unused BT
Classic memory.

If the mode is ESP_BT MODE_BTDM, then it may be wuseful to call API
esp_bt_mem_release(ESP_BT_MODE_BTDM) instead, which internally calls
esp_bt_controller_mem_release(ESP_BT_MODE_BTDM) and additionally releases the BSS and data
consumed by the BT/BLE host stack to heap. For more details about usage please refer to the documentation
of esp_bt_mem_release() function

Parameters mode —: the mode want to release memory
Returns ESP_OK - success, other - failed

esp_err_t esp_bt_mem_release (esp_bt_mode_t mode)
esp_bt_mem_release release controller memory and BSS and data section of the BT/BLE host stack as per the

mode

This function first releases controller memory by internally calling esp_bt_controller_mem_release(). Addi-
tionally, if the mode is set to ESP_BT_MODE_BTDM, it also releases the BSS and data consumed by the
BT/BLE host stack to heap

Note that once BT memory is released, the process cannot be reversed. It means you cannot use the bluetooth
mode which you have released by this function.

If your firmware will later upgrade the Bluetooth controller mode (BLE -> BT Classic or disabled -> enabled)
then do not call this function.
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If you never intend to wuse bluetooth in a current boot-up cycle, you can call
esp_bt_mem_release(ESP_BT_MODE_BTDM) before esp_bt_controller_init or after
esp_bt_controller_deinit.

For example, if a user only uses bluetooth for setting the WiFi configuration, and does not use bluetooth in the
rest of the product operation” . In such cases, after receiving the WiFi configuration, you can disable/deinit
bluetooth and release its memory. Below is the sequence of APIs to be called for such scenarios:

esp_bluedroid_disable();
esp_bluedroid_deinit () ;
esp_bt_controller_disable();
esp_bt_controller_deinit ();
esp_bt_mem_release (ESP_BT_MODE_BTDM) ;

Note: In case of NimBLE host, to release BSS and data memory to heap, the mode needs to be set to
ESP_BT_MODE_BTDM as controller is dual mode.

Parameters mode —: the mode whose memory is to be released
Returns ESP_OK - success, other - failed

esp_err_t esp_bt_sleep_enable (void)

enable bluetooth to enter modem sleep
Note that this function shall not be invoked before esp_bt_controller_enable()

There are currently two options for bluetooth modem sleep, one is ORIG mode, and another is EVED Mode.
EVED Mode is intended for BLE only.

For ORIG mode: Bluetooth modem sleep is enabled in controller start up by default if CON-
FIG_CTRL_BTDM_MODEM_SLEEP is set and “ORIG mode” is selected. In ORIG modem sleep mode,
bluetooth controller will switch off some components and pause to work every now and then, if there is no
event to process; and wakeup according to the scheduled interval and resume the work. It can also wakeup
earlier upon external request using function “esp_bt_controller_wakeup_request” .

Returns
e ESP_OK : success
* other : failed
esp_err_t esp_bt_sleep_disable (void)
disable bluetooth modem sleep

Note that this function shall not be invoked before esp_bt_controller_enable()
If esp_bt_sleep_disable() is called, bluetooth controller will not be allowed to enter modem sleep;

If ORIG modem sleep mode is in use, if this function is called, bluetooth controller may not immediately wake
up if it is dormant then. In this case, esp_bt_controller_wakeup_request() can be used to shorten the time for
wakeup.

Returns
e ESP_OK : success
* other : failed
esp_err_t esp_ble_scan_dupilcate_list_flush (void)
Manually clear scan duplicate list.

Note that scan duplicate list will be automatically cleared when the maximum amount of device in the filter is
reached the amount of device in the filter can be configured in menuconfig.

Note: This function name is incorrectly spelled, it will be fixed in release 5.x version.
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Returns
¢ ESP_OK : success
e other : failed

void esp_wifi_bt_power_domain_on (void)
bt Wi-Fi power domain power on

void esp_wifi_bt_power_domain_off (void)

bt Wi-Fi power domain power off

Structures

struct esp_bt_controller_config t

Controller config options, depend on config mask. Config mask indicate which functions enabled, this means
some options or parameters of some functions enabled by config mask.

Public Members

uintl6_t controller_task_stack_size

Bluetooth controller task stack size

uint8_t controller_task_prio

Bluetooth controller task priority

uint§_t hei_uart_no
If use UART1/2 as HCI 10 interface, indicate UART number

uint32_t hei_uart_baudrate
If use UART1/2 as HCI 10 interface, indicate UART baudrate

uint8_t scan_duplicate_mode

scan duplicate mode

uint8_t scan_duplicate_type

scan duplicate type

uintl6_t normal_adv_size

Normal adv size for scan duplicate

uintl6_t mesh_adv_size

Mesh adv size for scan duplicate

uintl6_t send_adv_reserved_size

Controller minimum memory value

uint32_t controller_debug_flag
Controller debug log flag

uint8_t mode
Controller mode: BR/EDR, BLE or Dual Mode
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uint§_t ble_max_conn

BLE maximum connection numbers

uint§_tbt_max_acl_conn

BR/EDR maximum ACL connection numbers

uint8_t bt _sco_datapath
SCO data path, i.e. HCI or PCM module

bool auto_latency

BLE auto latency, used to enhance classic BT performance

bool bt _legacy_auth_vs_evt
BR/EDR Legacy auth complete event required to protect from BIAS attack

uint8_t bt_max_sync_conn

BR/EDR maximum ACL connection numbers. Effective in menuconfig

uint§_tble_sca

BLE low power crystal accuracy index

uint8_t pcm_role
PCM role (master & slave)

uint§_t pem_polar
PCM polar trig (falling clk edge & rising clk edge)

bool hli

Using high level interrupt or not

uintl6_t dup_list_refresh_period

Duplicate scan list refresh period

boolble_scan_backoff
BLE scan backoff

uint32_tmagic

Magic number

struct esp_vheci_host_callback

esp_vhci_host_callback used for vhci call host function to notify what host need to do

Public Members

void (*notify host_send_available)(void)

callback used to notify that the host can send packet to controller

int (*notify_host_recv)(uint8_t *data, uint16_t len)

callback used to notify that the controller has a packet to send to the host
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Macros

ESP_BT_CONTROLLER_CONFIG_MAGIC_VAL
BT_CONTROLLER_INIT_CONFIG_DEFAULT ()

Type Definitions

typedef struct esp_vhci_host_callback esp_vhei_host_callback_t

esp_vhci_host_callback used for vhci call host function to notify what host need to do

Enumerations
enum esp_bt_mode_t
Bluetooth mode for controller enable/disable.

Values:

enumerator ESP_BT _MODE_IDLE

Bluetooth is not running

enumerator ESP_BT_MODE_BLE
Run BLE mode

enumerator ESP_BT_MODE_CLASSIC_BT
Run Classic BT mode

enumerator ESP_BT_MODE_BTDM

Run dual mode

enum [anonymous]

BLE sleep clock accuracy(SCA), values for ble_sca field in esp_bt_controller_config_t, currently only
ESP_BLE_SCA_500PPM and ESP_BLE_SCA_250PPM are supported.

Values:

enumerator ESP_BLE_SCA_500PPM
BLE SCA at 500ppm

enumerator ESP_BLE_SCA_250PPM
BLE SCA at 250ppm

enumerator ESP_BLE_SCA_150PPM
BLE SCA at 150ppm

enumerator ESP_BLE_SCA_100PPM
BLE SCA at 100ppm

enumerator ESP_BLE_SCA_75PPM
BLE SCA at 75ppm

enumerator ESP_BLE_SCA_50PPM
BLE SCA at 50ppm
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enumerator ESP_BLE_SCA_30PPM
BLE SCA at 30ppm

enumerator ESP_BLE_SCA_20PPM
BLE SCA at 20ppm

enum esp_bt_controller_status_t

Bluetooth controller enable/disable/initialised/de-initialised status.

Values:

enumerator ESP_BT_CONTROLLER_STATUS_IDLE

enumerator ESP_BT_CONTROLLER_STATUS_INITED

enumerator ESP_BT_CONTROLLER_STATUS_ENABLED

enumerator ESP_BT_CONTROLLER_STATUS_NUM

enum esp_ble_power_type_t

BLE tx power type ESP_BLE_PWR_TYPE_CONN_HDLO-8: for each connection, and only be
set after connection completed. when disconnect, the correspond TX power is not effected.
ESP_BLE_PWR_TYPE_ADV : for advertising/scan response. ESP_BLE_PWR_TYPE_SCAN : for scan.
ESP_BLE_PWR_TYPE_DEFAULT : if each connection’ s TX power is not set, it will use this default value.
if neither in scan mode nor in adv mode, it will use this default value. If none of power type is set, system will
use ESP_PWR_LVL,_P3 as default for ADV/SCAN/CONNO-9.

Values:

enumerator ESP_BLE_PWR_TYPE_CONN_HDILO

For connection handle 0

enumerator ESP_BLE_PWR_TYPE_CONN_HDL1

For connection handle 1

enumerator ESP_BLE_PWR_TYPE_CONN_HDL2

For connection handle 2

enumerator ESP_BLE_PWR_TYPE_CONN_HDL3

For connection handle 3

enumerator ESP_BLE_PWR_TYPE_CONN_HDL4

For connection handle 4

enumerator ESP_BLE_PWR_TYPE_CONN_HDLS5

For connection handle 5

enumerator ESP_BLE_PWR_TYPE_CONN_HDL6

For connection handle 6
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enumerator ESP_BLE_PWR_TYPE_CONN_HDL7

For connection handle 7

enumerator ESP_BLE_PWR_TYPE_CONN_HDLS8

For connection handle 8

enumerator ESP_BLE_PWR_TYPE_ADV

For advertising

enumerator ESP_BLE_PWR_TYPE_SCAN

For scan

enumerator ESP_BLE_PWR_TYPE_DEFAULT

For default, if not set other, it will use default value

enumerator ESP_BLE_PWR_TYPE_NUM
TYPE numbers

enum esp_power_level_t

Bluetooth TX power level(index), it” s just a index corresponding to power(dbm).

Values:

enumerator ESP_PWR_LVL_N12
Corresponding to -12dbm

enumerator ESP_PWR_LVL_N9
Corresponding to -9dbm

enumerator ESP_PWR_LVL_N6
Corresponding to -6dbm

enumerator ESP_ PWR_LVL_N3
Corresponding to -3dbm

enumerator ESP_ PWR_LVL_NO
Corresponding to Odbm

enumerator ESP_ PWR_LVL_P3

Corresponding to +3dbm

enumerator ESP_PWR_LVL_P6

Corresponding to +6dbm

enumerator ESP_PWR_LVL_P9
Corresponding to +9dbm

enumerator ESP_PWR_LVL_N14
Backward compatibility! Setting to -14dbm will actually result to -12dbm
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enumerator ESP_PWR_LVL_N11
Backward compatibility! Setting to -11dbm will actually result to -9dbm

enumerator ESP_PWR_LVL_N8
Backward compatibility! Setting to -8dbm will actually result to -6dbm

enumerator ESP_PWR_LVL_NS5
Backward compatibility! Setting to -5dbm will actually result to -3dbm

enumerator ESP_PWR_LVL_N2
Backward compatibility! Setting to -2dbm will actually result to Odbm

enumerator ESP_PWR_LVL_P1
Backward compatibility! Setting to +1dbm will actually result to +3dbm

enumerator ESP_PWR_LVL_P4
Backward compatibility! Setting to +4dbm will actually result to +6dbm

enumerator ESP_PWR_LVL_P7
Backward compatibility! Setting to +7dbm will actually result to +9dbm

enum esp_sco_data_path_t

Bluetooth audio data transport path.

Values:

enumerator ESP_SCO_DATA_PATH_HCI

data over HCI transport
enumerator ESP_SCO_DATA_PATH_PCM
data over PCM interface
2.1.2 BT COMMON
BT GENERIC DEFINES
API Reference

Header File
» components/bt/host/bluedroid/api/include/api/esp_bt_defs.h

Structures

struct esp_bt_uuid_t
UUID type.
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Public Members

uintl6_t len
UUID length, 16bit, 32bit or 128bit

uintl6_t uuidlé
16bit UUID

uint32_t uuid32
32bit UUID

uint8_t uuid128[16]
128bit UUID

union esp_bt_uuid_t::[anonymous] uuid
UuID

Macros
ESP_BLUEDROID_STATUS_CHECK (status)

ESP_BT_STATUS_BASE_FOR_HCI_ERR

ESP_BT_OCTET16_LEN

ESP_BT_OCTET8_LEN

ESP_DEFAULT_GATT_IF
Default GATT interface id.

ESP_BLE_PRIM_ADV_INT MIN

Minimum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_PRIM_ADV_INT MAX

Maximum advertising interval for undirected and low duty cycle directed advertising

ESP_BLE_CONN_INT_ MIN
relate to BTM_BLE_CONN_INT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_INT MAX
relate to BTM_BLE_CONN_INT_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_LATENCY_MAX
relate to ESP_BLE_CONN_LATENCY_MAX in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MIN
relate to BTM_BLE_CONN_SUP_TOUT_MIN in stack/btm_ble_api.h

ESP_BLE_CONN_SUP_TOUT_MAX
relate to ESP_BLE_CONN_SUP_TOUT_MAX in stack/btm_ble_api.h
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ESP_BLE_IS_VALID_PARAM (X, min, max)
Check the param is valid or not.

ESP_UUID_LEN_16

ESP_UUID_LEN 32

ESP_UUID_LEN_128

ESP_BD_ADDR_LEN
Bluetooth address length.

ESP_PEER_IRK_LEN
Bluetooth peer irk.

ESP_BLE_ENC_KEY MASK
Used to exchange the encryption key in the init key & response key.

ESP_BLE_ID_KEY MASK
Used to exchange the IRK key in the init key & response key.

ESP_BLE_CSR_KEY MASK
Used to exchange the CSRK key in the init key & response key.

ESP_BLE_LINK_KEY MASK

Used to exchange the link key(this key just used in the BLE & BR/EDR coexist mode) in the init key &

response key.

ESP_APP_ID_MIN

Minimum of the application id.

ESP_APP_ID_MAX

Maximum of the application id.

ESP_BD_ADDR_STR

ESP_BD_ADDR_HEX (addr)

Type Definitions

typedef uint8_t esp_bt_octet16_t[16]

typedef uint8_t esp_bt_octet8_t[§]

typedef uint8_t esp_link_key[16]

typedef uint8_t esp_bd_addr_t[6]

Bluetooth device address.

typedef uint8_t esp_ble_key_mask_t
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Enumerations

enum esp_bt_status_t

Status Return Value.

Values:

enumerator ESP_BT_STATUS_SUCCESS

enumerator ESP_BT_STATUS_FAIL

enumerator ESP_BT_STATUS_NOT READY

enumerator ESP_BT_STATUS_NOMEM

enumerator ESP_BT_STATUS_BUSY

enumerator ESP_BT_STATUS_DONE

enumerator ESP_BT_STATUS_UNSUPPORTED

enumerator ESP_BT_STATUS_PARM_INVALID

enumerator ESP_BT_STATUS_UNHANDLED

enumerator ESP_BT_STATUS_AUTH_FAILURE

enumerator ESP_BT_STATUS_RMT_DEV_DOWN

enumerator ESP_BT_STATUS_AUTH_REJECTED

enumerator ESP_BT_STATUS_INVALID_STATIC_RAND_ADDR

enumerator ESP_BT_STATUS_PENDING

enumerator ESP_BT_STATUS_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_PARAM_OUT_OF_RANGE

enumerator ESP_BT_STATUS_TIMEOUT

enumerator ESP_BT_STATUS_PEER_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_CONTROL_LE_DATA_LEN_UNSUPPORTED

enumerator ESP_BT_STATUS_ERR_ILLEGAL_PARAMETER_FMT
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enumerator ESP_BT_STATUS_MEMORY_FULL

enumerator ESP_BT_STATUS_EIR_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SUCCESS

enumerator ESP_BT_STATUS_HCI_ILLEGAL_COMMAND

enumerator ESP_BT_STATUS_HCI_NO_CONNECTION

enumerator ESP_BT_STATUS_HCI_HW_FAILURE

enumerator ESP_BT_STATUS_HCI_PAGE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_AUTH_FAILURE

enumerator ESP_BT_STATUS_HCI_KEY MISSING

enumerator ESP_BT_STATUS_HCI_MEMORY_FULL

enumerator ESP_BT_STATUS_HCI_CONNECTION_TOUT

enumerator ESP_BT_STATUS_HCI_MAX_ NUM_OF_CONNECTIONS

enumerator ESP_BT_STATUS_HCI_MAX NUM_OF_SCOS

enumerator ESP_BT_STATUS_HCI_CONNECTION_EXISTS

enumerator ESP_BT_STATUS_HCI_COMMAND DISALLOWED

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_RESOURCES

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_SECURITY

enumerator ESP_BT_STATUS_HCI_HOST_REJECT_DEVICE

enumerator ESP_BT_STATUS_HCI_HOST_ TIMEOUT

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_VALUE

enumerator ESP_BT_STATUS_HCI_ILLEGAL_ PARAMETER_FMT

enumerator ESP_BT_STATUS_HCI_PEER_USER

enumerator ESP_BT_STATUS_HCI_PEER_LOW_RESOURCES
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enumerator ESP_BT_STATUS_HCI_PEER_POWER_OFF

enumerator ESP_BT_STATUS_HCI_CONN_CAUSE_LOCAL_HOST

enumerator ESP_BT_STATUS_HCI_REPEATED_ATTEMPTS

enumerator ESP_BT_STATUS_HCI_PAIRING_NOT_ ALLOWED

enumerator ESP_BT_STATUS_HCI_UNKNOWN_LMP_PDU

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_REM FEATURE

enumerator ESP_BT_STATUS_HCI_SCO_OFFSET REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_INTERVAL_REJECTED

enumerator ESP_BT_STATUS_HCI_SCO_AIR_MODE

enumerator ESP_BT_STATUS_HCI_INVALID_LMP_PARAM

enumerator ESP_BT_STATUS_HCI_UNSPECIFIED

enumerator ESP_BT_STATUS_HCI_UNSUPPORTED_LMP_PARAMETERS

enumerator ESP_BT_STATUS_HCI_ROLE_CHANGE_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_LMP_RESPONSE_TIMEOUT

enumerator ESP_BT_STATUS_HCI_LMP_ERR TRANS_COLLISION

enumerator ESP_BT_STATUS_HCI_LMP_PDU_NOT_ALLOWED

enumerator ESP_BT_STATUS_HCI_ENCRY_ MODE_NOT_ ACCEPTABLE

enumerator ESP_BT_STATUS_HCI_UNIT_KEY_USED

enumerator ESP_BT_STATUS_HCI_QOS_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSTANT PASSED

enumerator ESP_BT_STATUS_HCI_PAIRING_WITH_UNIT_KEY NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_DIFF_TRANSACTION_COLLISION

enumerator ESP_BT_STATUS_HCI_UNDEFINED_O0x2B
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enumerator ESP_BT_STATUS_HCI_QOS_UNACCEPTABLE_PARAM

enumerator ESP_BT_STATUS_HCI_QOS_REJECTED

enumerator ESP_BT_STATUS_HCI_CHAN CLASSIF_NOT_SUPPORTED

enumerator ESP_BT_STATUS_HCI_INSUFFCIENT SECURITY

enumerator ESP_BT_STATUS_HCI_PARAM OUT_OF_RANGE

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x31

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_PENDING

enumerator ESP_BT_STATUS_HCI_UNDEFINED_0x33

enumerator ESP_BT_STATUS_HCI_RESERVED_SLOT_VIOLATION

enumerator ESP_BT_STATUS_HCI_ROLE_SWITCH_FAILED

enumerator ESP_BT_STATUS_HCI_INQ_ RSP_DATA_TOO_LARGE

enumerator ESP_BT_STATUS_HCI_SIMPLE_PAIRING_NOT_ SUPPORTED

enumerator ESP_BT_STATUS_HCI_HOST_BUSY PAIRING

enumerator ESP_BT_STATUS_HCI_REJ_NO_SUITABLE_CHANNEL

enumerator ESP_BT_STATUS_HCI_CONTROLLER_BUSY

enumerator ESP_BT_STATUS_HCI_UNACCEPT_CONN_INTERVAL

enumerator ESP_BT_STATUS_HCI_DIRECTED_ADVERTISING_TIMEOUT

enumerator ESP_BT_STATUS_HCI_CONN_TOUT DUE_TO_MIC_FAILURE

enumerator ESP_BT_STATUS_HCI_CONN_FAILED_ ESTABLISHMENT

enumerator ESP_BT_STATUS_HCI_MAC_CONNECTION_ FAILED

enum esp_bt_dev_type_t
Bluetooth device type.

Values:

enumerator ESP_BT_DEVICE_TYPE_BREDR
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enumerator ESP_BT DEVICE_TYPE_BLE

enumerator ESP_BT_DEVICE_TYPE_DUMO

enum esp_ble_addr_type_t
BLE device address type.

Values:

enumerator BLE_ADDR_TYPE_PUBLIC
Public Device Address

enumerator BLE_ADDR_TYPE_RANDOM

Random Device Address. To set this
esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enumerator BLE_ ADDR_TYPE_RPA_PUBLIC
Resolvable Private Address (RPA) with public identity address

enumerator BLE_ ADDR_TYPE_RPA_RANDOM

address,

use

the

function

Resolvable Private Address (RPA) with random identity address. To set this address, use the function

esp_ble_gap_set_rand_addr(esp_bd_addr_t rand_addr)

enum esp_ble_wl_addr_type_t
white list address type

Values:

enumerator BLE_WL_ADDR_TYPE_PUBLIC

enumerator BLE_WL_ADDR_TYPE_RANDOM

BT MAIN API

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_main.h

Functions
esp_bluedroid_status_t esp_bluedroid_get_status (void)

Get bluetooth stack status.
Returns Bluetooth stack status
esp_err_t esp_bluedroid_enable (void)
Enable bluetooth, must after esp_bluedroid_init().
Returns

e ESP_OK : Succeed
» Other : Failed
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esp_err_t esp_bluedroid_disable (void)
Disable bluetooth, must prior to esp_bluedroid_deinit().

Returns
e ESP_OK : Succeed
¢ Other : Failed

esp_err_t esp_bluedroid_init (void)

Init and alloc the resource for bluetooth, must be prior to every bluetooth stuff.

Returns
e ESP_OK : Succeed
e Other : Failed

esp_err_t esp_bluedroid_deinit (void)

Deinit and free the resource for bluetooth, must be after every bluetooth stuff.

Returns
e ESP_OK : Succeed
» Other : Failed

Enumerations

enum esp_bluedroid_status_t

Bluetooth stack status type, to indicate whether the bluetooth stack is ready.

Values:

enumerator ESP_ BLUEDROID_STATUS_UNINITIALIZED

Bluetooth not initialized

enumerator ESP_BLUEDROID_STATUS_INITIALIZED
Bluetooth initialized but not enabled

enumerator ESP_ BLUEDROID_STATUS_ENABLED
Bluetooth initialized and enabled

BT DEVICE APIs

Overview Bluetooth device reference APIs.

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_bt_device.h

Functions
const uint8_t *esp_bt_dev_get_address (void)

Get bluetooth device address. Must use after “esp_bluedroid_enable” .

Returns bluetooth device address (six bytes), or NULL if bluetooth stack is not enabled
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esp_err_t esp_bt_dev_set_device_name (const char *name)

Set bluetooth device name. This function should be called after esp_bluedroid_enable() completes successfully.

A BR/EDR/LE device type shall have a single Bluetooth device name which shall be identical irrespective of
the physical channel used to perform the name discovery procedure.

Parameters name —[in] : device name to be set
Returns
e ESP_OK : Succeed
* ESP_ERR_INVALID_ARG : if name is NULL pointer or empty, or string length out of
limit
* ESP_ERR_INVALID_STATE : if bluetooth stack is not yet enabled
e ESP_FAIL : others

2.1.3 BTLE
GAP API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

* This is a SMP security client demo and its tutorial. This demo initiates its security parameters and acts as a
GATT client, which can send a security request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_client
— GATT Security Client Example Walkthrough
 This is a SMP security server demo and its tutorial. This demo initiates its security parameters and acts as a
GATT server, which can send a pair request to the peer device and then complete the encryption procedure.
— bluetooth/bluedroid/ble/gatt_security_server
— GATT Security Server Example Walkthrough

API Reference

Header File
¢ components/bt/host/bluedroid/api/include/api/esp_gap_ble_api.h

Functions
esp_err_t esp_ble_gap_register_callback (esp_gap_ble_cb_t callback)

This function is called to occur gap event, such as scan result.

Parameters callback —[in] callback function
Returns
e ESP_OK : success
e other : failed
esp_gap_ble_cb_t esp_ble_gap_get_callback (void)

This function is called to get the current gap callback.
Returns
* esp_gap_ble_cb_t : callback function
esp_err_t esp_ble_gap_config_adv_data (esp_ble_adv_data_t *adv_data)
This function is called to override the BTA default ADV parameters.
Parameters adv_data —[in] Pointer to User defined ADV data structure. This memory space
can not be freed until callback of config_adv_data is received.
Returns

e ESP_OK : success
 other : failed
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esp_err_t esp_ble_gap_set_scan_params (esp_ble_scan_params_t *scan_params)
This function is called to set scan parameters.

Parameters scan_params -[in] Pointer to User defined scan_params data structure. This
memory space can not be freed until callback of set_scan_params
Returns
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_start_scanning (uint32_t duration)
This procedure keep the device scanning the peer device which advertising on the air.

Parameters duration —[in] Keeping the scanning time, the unit is second.
Returns

* ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_stop_scanning (void)
This function call to stop the device scanning the peer device which advertising on the air.

Returns
e ESP_OK : success
— other : failed

esp_err_t esp_ble_gap_start_advertising (esp_ble_adv_params_t *adv_params)
This function is called to start advertising.

Parameters adv_params —[in] pointer to User defined adv_params data structure.
Returns

* ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_stop_advertising (void)
This function is called to stop advertising.
Returns

¢ ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_update_conn_params (esp_ble_conn_update_params_t *params)
Update connection parameters, can only be used when connection is up.
Parameters params —[in] - connection update parameters
Returns

¢ ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_set_pkt_data_len (esp_bd_addr_t remote_device, uint16_t tx_data_length)
This function is to set maximum LE data packet size.
Returns
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_set_rand_addr (esp_bd_addr_t rand_addr)
This function allows configuring either a Non-Resolvable Private Address or a Static Random Address.

Parameters rand_addr —[in] The address to be configured. Refer to the table below for possible
address subtypes:

| address [47:46] | Address Type | =
—Corresponding API |

(continues on next page)
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(continued from previous page)

| 0b00 | Non—-Resolvable Private | esp_
—ble_gap_addr_create_nrpa |
\ | Address (NRPA) \ =

| Obl1 | Static Random Address | esp_

Returns
¢ ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_addr_create_static (esp_bd_addr_t rand_addr)
Create a static device address.
Parameters rand_addr —[out] Pointer to the buffer where the static device address will be
stored.
Returns - ESP_OK : Success
¢ Other : Failed
esp_err_t esp_ble_gap_addr_create_nrpa (esp_bd_addr_t rand_addr)
Create a non-resolvable private address (NRPA)
Parameters rand_addr —[out] Pointer to the buffer where the NRPA will be stored.
Returns - ESP_OK : Success
e Other : Failed
esp_err_t esp_ble_gap_set_resolvable_private_address_timeout (uintl6_t rpa_timeout)

This function sets the length of time the Controller uses a Resolvable Private Address before generating and
starting to use a new resolvable private address.

Note: Note: This function is currently not supported on the ESP32 but will be enabled in a future update.

Parameters rpa_timeout —[in] The timeout duration in seconds for how long a Resolvable
Private Address is used before a new one is generated. The value must be within the range
specified by the Bluetooth specification (0x0001 to 0xOE10), which corresponds to a time
range of 1 second to 1 hour. The default value is 0x0384 (900 seconds or 15 minutes).

Returns

* ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_add_device_to_resolving list (esp_bd_addr_t peer_addr, uint8_t
addr_type, uint8_t *peer_irk)
This function adds a device to the resolving list used to generate and resolve Resolvable Private Addresses in
the Controller.

Note: Note: This function shall not be used when address resolution is enabled in the Controller and:

¢ Advertising (other than periodic advertising) is enabled,

¢ Scanning is enabled, or

* an HCI_LE_Create_Connection, HCI_LE_Extended_Create_Connection, or
HCI_LE_Periodic_Advertising_Create_Sync command is pending. This command may be used
at any time when address resolution is disabled in the Controller. The added device shall be set to
Network Privacy mode.
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Parameters
* peer_addr —[in] The peer identity address of the device to be added to the resolving
list.
* addr_type [in] The address type of the peer identity address
(BLE_ADDR_TYPE_PUBLIC or BLE_ADDR_TYPE_RANDOM).
* peer_irk —[in] The Identity Resolving Key (IRK) of the device.
Returns
» ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_clear_rand_addr (void)

This function clears the random address for the application.

Returns
* ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_config local_privacy (bool privacy_enable)
Enable/disable privacy (including address resolution) on the local device.

Parameters privacy_enable —[in] - enable/disable privacy on remote device.
Returns

* ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_config local_icon (uintl6_ticon)
set local gap appearance icon

Parameters icon —[in] - External appearance value, these values are defined by the Bluetooth
SIG, please refer to https://www.bluetooth.com/specifications/assigned-numbers/
Returns
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_update_whitelist (bool add_remove, esp_bd_addr_t remote_bda,
esp_ble_wl_addr_type_t wl_addr_type)

Add or remove device from white list.

Parameters
* add_remove —[in] the value is true if added the ble device to the white list, and false
remove to the white list.
* remote_bda —[in] the remote device address add/remove from the white list.
* wl_addr_type —[in] whitelist address type
Returns
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_clear_whitelist (void)
Clear all white list.
Returns
e ESP_OK : success
e other : failed
esp_err_t esp_ble_gap_get_whitelist_size (uintl6_t *length)
Get the whitelist size in the controller.
Parameters length —[out] the white list length.
Returns

e ESP_OK : success
e other : failed
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esp_err_t esp_ble_gap_set_prefer_conn_params (esp_bd_addr_t bd_addr, uint16_t min_conn_int,
uint16_t max_conn_int, uint16_t slave_latency,
uint16_t supervision_tout)

This function is called to set the preferred connection parameters when default connection parameter is not
desired before connecting. This API can only be used in the master role.

Parameters
* bd_addr —[in] BD address of the peripheral
* min_conn_int —[in] minimum preferred connection interval
* max_conn_int —[in] maximum preferred connection interval
* slave_latency [in] preferred slave latency

* supervision_tout —[in] preferred supervision timeout
Returns

e ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_set_device_name (const char *name)

Set device name to the local device Note: This API don’ t affect the advertising data.

Parameters name —[in] - device name.
Returns

¢ ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_get_device_name (void)

Get device name of the local device.

Returns
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_get_local_used_addr (esp_bd_addr_t local_used_addr, uint8_t *addr_type)

This function is called to get local used address and address type. uint8_t *esp_bt_dev_get_address(void) get
the public address.

Parameters
* local_used_addr —[in] - current local used ble address (six bytes)
* addr_type —[in] - ble address type

Returns - ESP_OK : success
* other : failed

uint8_t *esp_ble_resolve_adv_data (uint8_t *adv_data, uint8_t type, uint8_t *length)
This function is called to get ADV data for a specific type.

Parameters

* adv_data —[in] - pointer of ADV data which to be resolved

* type —[in] - finding ADV data type

* length [out] - return the length of ADV data not including type
Returns pointer of ADV data

esp_err_t esp_ble_gap_config_adv_data_raw (uint8_t *raw_data, uint32_t raw_data_len)
This function is called to set raw advertising data. User need to fill ADV data by self.

Parameters
* raw_data —[in] : raw advertising data with the format: [Length 1][Data Type 1][Data
1][Length 2][Data Type 2][Data 2] -

* raw_data_len [in] : raw advertising data length , less than 31 bytes
Returns

* ESP_OK : success
¢ other : failed
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esp_err_t esp_ble_gap_config_scan_rsp_data_raw (uint8_t *raw_data, uint32_t raw_data_len)

This function is called to set raw scan response data. User need to fill scan response data by self.

Parameters

e raw_data —[in] : raw scan response data

* raw_data_len —[in] : raw scan response data length , less than 31 bytes
Returns

e ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_read_rssi (esp_bd_addr_t remote_addr)

This function is called to read the RSSI of remote device. The address of link policy results are returned in the
gap callback function with ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT event.

Parameters remote_addr —[in] : The remote connection device address.
Returns

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gap_add_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type, esp_duplicate_info_t
device_info)

This function is called to add a device info into the duplicate scan exceptional list.

Parameters
* type —[in] device info type, it is defined in esp_ble_duplicate_exceptional info_type t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADV, device_info is invalid.
* device_info —[in] the device information.
Returns
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_remove_duplicate_scan_exceptional_device (esp_ble_duplicate_exceptional_info_type_t
type,
esp_duplicate_info_t
device_info)

This function is called to remove a device info from the duplicate scan exceptional list.

Parameters
* type —[in] device info type, it is defined in esp_ble_duplicate_exceptional_info_type_t
when type is MESH_BEACON_TYPE, MESH_PROV_SRV_ADV or
MESH_PROXY_SRV_ADV , device_info is invalid.
* device_info —[in] the device information.
Returns
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_clean_duplicate_scan_exceptional_list (esp_duplicate_scan_exceptional_list_type_t
list_type)

This function is called to clean the duplicate scan exceptional list. This API will delete all device information
in the duplicate scan exceptional list.

Parameters list_type —[in] duplicate scan exceptional list type, the value can be one or more
of esp_duplicate_scan_exceptional_list_type_t.
Returns
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_set_security_param (esp_ble_sm_param_t param_type, void *value, uint8_t
len)
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Set a GAP security parameter value. Overrides the default value.

Secure connection is highly recommended to avoid some major vulnerabilities like ‘Impersonation in the Pin
Pairing Protocol’ (CVE-2020-26555) and ‘ Authentication of the LE Legacy Pairing Protocol’ .

To accept only secure connection mode, it is necessary do as following:

a. Set bit ESP_LE_AUTH_REQ_SC_ONLY (param_type is ESP_BLE_SM_AUTHEN_REQ_MODE),
bit ESP_LE_AUTH_BOND and bit ESP_LE_AUTH_REQ_MITM is optional as required.

b. Set to ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE (param_type is
ESP_BLE_SM_ONLY_ACCEPT_SPECIFIED_SEC_AUTH).

Parameters
* param_type [in] : the type of the param which to be set
* value —[in] : the param value
* len —[in] : the length of the param value
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_security_rsp (esp_bd_addr_t bd_addr, bool accept)

Grant security request access.

Parameters

* bd_addr [in] : BD address of the peer

* accept —[in] : accept the security request or not
Returns - ESP_OK : success

e other : failed

esp_err_t esp_ble_set_encryption (esp_bd_addr_t bd_addr, esp_ble_sec_act_t sec_act)

Set a gap parameter value. Use this function to change the default GAP parameter values.

Parameters
* bd_addr —[in] : the address of the peer device need to encryption
* sec_act —[in] : This is the security action to indicate what kind of BLE security level
is required for the BLE link if the BLE is supported
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_passkey_reply (esp_bd_addr_t bd_addr, bool accept, uint32_t passkey)

Reply the key value to the peer device in the legacy connection stage.

Parameters

* bd_addr —[in] : BD address of the peer

* accept —[in] : passkey entry successful or declined.

» passkey —[in] : passkey value, must be a 6 digit number, can be lead by 0.
Returns - ESP_OK : success

* other : failed

esp_err_t esp_ble_confirm_reply (esp_bd_addr_t bd_addr, bool accept)
Reply the confirm value to the peer device in the secure connection stage.
Parameters
* bd_addr —[in] : BD address of the peer device
* accept —[in] : numbers to compare are the same or different.
Returns - ESP_OK : success
* other : failed
esp_err_t esp_ble_remove_bond_device (esp_bd_addr_t bd_addr)
Removes a device from the security database list of peer device. It manages unpairing event while connected.
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Parameters bd_addr —[in] : BD address of the peer device
Returns - ESP_OK : success
e other : failed

int esp_ble_get_bond_device_num (void)

Get the device number from the security database list of peer device. It will return the device bonded number

immediately.

Returns - >= 0 : bonded devices number.
 ESP_FAIL : failed

esp_err_t esp_ble_get_bond_device_list (int *dev_num, esp_ble_bond_dev_t *dev_list)

Get the device from the security database list of peer device. It will return the device bonded information

immediately.

Parameters
* dev_num —[inout] Indicate the dev_list array(buffer) size as input. If dev_num is large
enough, it means the actual number as output. Suggest that dev_num value equal to
esp_ble_get_bond_device_num().
* dev_1list —[out] an array(buffer) of esp_ble_bond_dev_t type. Use for storing
the bonded devices address. The dev_list should be allocated by who call this API.
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_oob_req_reply (esp_bd_addr_t bd_addr, uint8_t *TK, uint8_t len)

This function is called to provide the OOB data for SMP in response to ESP_GAP_BLE_OOB_REQ_EVT.

Parameters
* bd_addr —[in] BD address of the peer device.
» TK —[in] Temporary Key value, the TK value shall be a 128-bit random number
* len —[in] length of temporary key, should always be 128-bit
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_sc_oob_req_ reply (esp_bd_addr_t bd_addr, uint8_t p_c[16], uint8_t p_r[16])
This function is called to provide the OOB data for SMP in response
ESP_GAP_BLE_SC_OOB_REQ_EVT.

Parameters
* bd_addr —[in] BD address of the peer device.
* p_c —[in] Confirmation value, it shall be a 128-bit random number
* p_r —[in] Randomizer value, it should be a 128-bit random number
Returns - ESP_OK : success
e other : failed

esp_err_t esp_ble_create_sc_oob_data (void)

This function is called to create the OOB data for SMP when secure connection.

Returns - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_disconnect (esp_bd_addr_t remote_device)

This function is to disconnect the physical connection of the peer device gattc may have multiple virtual GATT
server connections when multiple app_id registered. esp_ble_gattc_close (esp_gatt_if _t gattc_if, uintl16_t

to

conn_id) only close one virtual GATT server connection. if there exist other virtual GATT server connec-
tions, it does not disconnect the physical connection. esp_ble_gap_disconnect(esp_bd_addr_t remote_device)

disconnect the physical connection directly.

Parameters remote_device —[in] : BD address of the peer device
Returns - ESP_OK : success
e other : failed
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esp_err_t esp_ble_get_current_conn_params (esp_bd_addr_t bd_addr, esp_gap_conn_params_t
*conn_params)

This function is called to read the connection parameters information of the device.

Parameters

* bd_addr —[in] BD address of the peer device.

* conn_params —[out] the connection parameters information
Returns - ESP_OK : success

e other : failed

esp_err_t esp_gap_ble_set_channels (esp_gap_ble_channels channels)
BLE set channels.

Parameters channels —[in] : The n th such field (in the range 0 to 36) contains the value for
the link layer channel index n. 0 means channel n is bad. 1 means channel n is unknown. The
most significant bits are reserved and shall be set to 0. At least one channel shall be marked as
unknown.

Returns - ESP_OK : success

» ESP_ERR_INVALID_STATE: if bluetooth stack is not yet enabled
* other : failed

esp_err_t esp_gap_ble_set_authorization (esp_bd_addr_t bd_addr, bool authorize)
This function is called to authorized a link after Authentication(MITM protection)

Parameters
* bd_addr —[in] BD address of the peer device.
* authorize —[out] Authorized the link or not.
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_read_phy (esp_bd_addr_t bd_addr)
This function is used to read the current transmitter PHY and receiver PHY on the connection identified by

remote address.

Parameters bd_addr —[in] : BD address of the peer device
Returns - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_set_prefered_default_phy (esp_ble_gap_phy_mask_t tx_phy_mask,
esp_ble_gap_phy_mask_t rx_phy_mask)

This function is used to allows the Host to specify its preferred values for the transmitter PHY and receiver
PHY to be used for all subsequent connections over the LE transport.

Parameters
* tx_phy_mask [in]: indicates the transmitter PHY s that the Host prefers the Controller
to use
* rx_phy_mask —[in] : indicates the receiver PHYSs that the Host prefers the Controller
to use

Returns - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_set_prefered_phy (esp_bd_addr_t bd_addr, esp_ble_gap_all_phys_t
all_phys_mask, esp_ble_gap_phy_mask_t tx_phy_mask,
esp_ble_gap_phy_mask_t rx_phy_mask,
esp_ble_gap_prefer_phy_options_t phy_options)
This function is used to set the PHY preferences for the connection identified by the remote address. The
Controller might not be able to make the change (e.g. because the peer does not support the requested PHY)
or may decide that the current PHY is preferable.

Parameters
* bd_addr [in] : remote address
* all_phys_mask —[in] : a bit field that allows the Host to specify
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* tx_phy_mask —[in] : a bit field that indicates the transmitter PHY's that the Host prefers
the Controller to use
* rx_phy_mask —[in] : a bit field that indicates the receiver PHY's that the Host prefers
the Controller to use
* phy_ options —[in] : a bit field that allows the Host to specify options for PHYs
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_ext_adv_set_rand_addr (uint8_t instance, esp_bd_addr_t rand_addr)
This function is used by the Host to set the random device address specified by the Random_Address parameter.

Parameters
* instance —[in] : Used to identify an advertising set
e rand_addr —[in] : Random Device Address
Returns - ESP_OK : success
« other : failed

esp_err_t esp_ble_gap_ext_adv_set_params (uint8_t instance, const esp_ble_gap_ext_adv_params_t
%
params)

This function is used by the Host to set the advertising parameters.

Parameters
* instance -[in] : identifies the advertising set whose parameters are being configured.

* params —[in] : advertising parameters
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config ext_adv_data_raw (uint8_t instance, uint16_t length, const uint8_t
*data)

This function is used to set the data used in advertising PDUs that have a data field.

Parameters
* instance [in] : identifies the advertising set whose data are being configured
* length [in] : data length
e data [in] : data information
Returns - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_config_ext_scan_rsp_data_raw (uint8_t instance, uint16_t length, const
uint8_t *scan_rsp_data)

This function is used to provide scan response data used in scanning response PDUs.

Parameters
* instance -[in]: identifies the advertising set whose response data are being configured.
* length —[in] : responsedata length
* scan_rsp_data —[in] : response data information
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_ext_adv_start (uint8_t num_adv, const esp_ble_gap_ext_adv_t *ext_adv)

This function is used to request the Controller to enable one or more advertising sets using the advertising sets
identified by the instance parameter.

Parameters
* num_adv —[in] : Number of advertising sets to enable or disable
* ext_adv —[in] : adv parameters

Returns - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_ext_adv_stop (uint§_t num_adv, const uint8_t *ext_adv_inst)
This function is used to request the Controller to disable one or more advertising sets using the advertising sets
identified by the instance parameter.
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Parameters
* num_adv —[in] : Number of advertising sets to enable or disable
e ext_adv_inst -[in] : ext adv instance

Returns - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_ext_adv_set_remove (uint8_t instance)

This function is used to remove an advertising set from the Controller.

Parameters instance -[in] : Used to identify an advertising set
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_ext_adv_set_clear (void)
This function is used to remove all existing advertising sets from the Controller.

Returns - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_set_params (uint8_t instance, const
esp_ble_gap_periodic_adv_params_t *params)

This function is used by the Host to set the parameters for periodic advertising.

Parameters
* instance —[in] : identifies the advertising set whose periodic advertising parameters
are being configured.
» params —[in] : periodic adv parameters
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_config periodic_adv_data_raw (uint8_t instance, uint16_t length, const
uint8_t *data)

This function is used to set the data used in periodic advertising PDUs.

Parameters
* instance -[in] : identifies the advertising set whose periodic advertising parameters
are being configured.
* length [in] : the length of periodic data
* data —[in] : periodic data information
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_start (uint8_t instance)
This function is used to request the Controller to enable the periodic advertising for the advertising set specified.
Parameters instance —[in] : Used to identify an advertising set
Returns - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_periodic_adv_stop (uint8_t instance)
This function is used to request the Controller to disable the periodic advertising for the advertising set specified.
Parameters instance —[in] : Used to identify an advertising set
Returns - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_set_ext_scan_params (const esp_ble_ext_scan_params_t *params)
This function is used to set the extended scan parameters to be used on the advertising channels.
Parameters params —[in] : scan parameters

Returns - ESP_OK : success
¢ other : failed
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esp_err_t esp_ble_gap_start_ext_scan (uint32_t duration, uint16_t period)

This function is used to enable scanning.

Parameters
* duration —[in] Scan duration time, where Time = N * 10 ms. Range: 0x0001 to
OxFFFF.
e period —[in] Time interval from when the Controller started its last Scan Duration until
it begins the subsequent Scan Duration. Time = N * 1.28 sec. Range: 0x0001 to OxFFFF.
Returns - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_stop_ext_scan (void)
This function is used to disable scanning.

Returns - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_create_sync (const esp_ble_gap_periodic_adv_sync_params_t
%
params)

This function is used to synchronize with periodic advertising from an advertiser and begin receiving periodic
advertising packets.

Parameters params —[in] : sync parameters
Returns - ESP_OK : success
e other : failed

esp_err_t esp_ble_gap_periodic_adv_sync_cancel (void)

This function is used to cancel the LE_Periodic_Advertising_Create_Sync command while it is pending.

Returns - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_sync_terminate (uintl6_t sync_handle)

This function is used to stop reception of the periodic advertising identified by the Sync Handle parameter.

Parameters sync_handle —[in] : identify the periodic advertiser
Returns - ESP_OK : success
 other : failed

esp_err_t esp_ble_gap_periodic_adv_add_dev_to_list (esp_ble_addr_type_t addr_type,
esp_bd_addr_t addr, uint8_t sid)

This function is used to add a single device to the Periodic Advertiser list stored in the Controller.

Parameters
* addr_type —[in] : address type
¢ addr —[in] : Device Address
* sid —[in] : Advertising SID subfield in the ADI field used to identify the Periodic Ad-
vertising
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_remove_dev_from_list (esp_ble_addr_type_t addr_type,
esp_bd_addr_t addr, uint8_t sid)

This function is used to remove one device from the list of Periodic Advertisers stored in the Controller.
Removals from the Periodic Advertisers List take effect immediately.

Parameters
* addr_type —[in] : address type
¢ addr [in] : Device Address
e sid —[in] : Advertising SID subfield in the ADI field used to identify the Periodic Ad-
vertising
Returns - ESP_OK : success
e other : failed
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esp_err_t esp_ble_gap_periodic_adv_clear_dev (void)

This function is used to remove all devices from the list of Periodic Advertisers in the Controller.

Returns - ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_prefer_ ext_connect_params_set (esp_bd_addr_t addr,
esp_ble_gap_phy_mask_t phy_mask,
const esp_ble_gap_conn_params_t
*phy_lm_conn_params, const
esp_ble_gap_conn_params_t
*phy_2m_conn_params, const
esp_ble_gap_conn_params_t
*phy_coded_conn_params)

This function is used to set aux connection parameters.

Parameters
* addr [in] : device address
* phy_mask —[in] : indicates the PHY(s) on which the advertising packets should be re-
ceived on the primary advertising channel and the PHY's for which connection parameters
have been specified.
* phy_1m_conn_params —[in] : Scan connectable advertisements on the LE 1M PHY.
Connection parameters for the LE 1M PHY are provided.
* phy_2m_conn_params —[in] : Connection parameters for the LE 2M PHY are pro-
vided.
* phy_coded_conn_params —[in] : Scan connectable advertisements on the LE
Coded PHY. Connection parameters for the LE Coded PHY are provided.
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_recv_enable (uintl6_t sync_handle, uint8_t enable)

This function is used to set periodic advertising receive enable.

Parameters
* sync_handle —[in] : Handle of periodic advertising sync
* enable [in] : Determines whether reporting and duplicate filtering are enabled or dis-
abled
Returns - ESP_OK : success
* other : failed

esp_err_t esp_ble_gap_periodic_adv_sync_trans (esp_bd_addr_t addr, uint16_t service_data,
uint16_t sync_handle)

This function is used to transfer periodic advertising sync.

Parameters

e addr —[in] : Peer device address

* service_data [in] : Service data used by Host

* sync_handle —[in] : Handle of periodic advertising sync
Returns - ESP_OK : success

* other : failed

esp_err_t esp_ble_gap_periodic_adv_set_info_trans (esp_bd_addr_t addr, uintl6_t service_data,
uint8_t adv_handle)

This function is used to transfer periodic advertising set info.

Parameters
* addr [in] : Peer device address
* service_data —[in] : Service data used by Host
* adv_handle [in] : Handle of advertising set
Returns - ESP_OK : success
e other : failed
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esp_err_t esp_ble_gap_set_periodic_adv_sync_trans_params (esp_bd_addr_t addr, const
esp_ble_gap_past_params_t
*params)

This function is used to set periodic advertising sync transfer params.
Parameters
e addr [in] : Peer device address
* params —[in] : Params of periodic advertising sync transfer
Returns - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_tx_start (const esp_ble_dmm_tx_t *tx_params)
This function is used to start a test where the DUT generates reference packets at a fixed interval.
Parameters tx_params —[in] : DTM Transmitter parameters
Returns - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_rx_start (const esp_ble_dtm_rx_t *rx_params)
This function is used to start a test where the DUT receives test reference packets at a fixed interval.
Parameters rx_params —[in] : DTM Receiver parameters
Returns - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_enh_tx_start (const esp_ble_dtm_enh_tx_t *tx_params)
This function is used to start a test where the DUT generates reference packets at a fixed interval.
Parameters tx_params —[in] : DTM Transmitter parameters
Returns - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_enh_rx_start (const esp_ble_dtm_enh_rx_t *rx_params)
This function is used to start a test where the DUT receives test reference packets at a fixed interval.
Parameters rx_params —[in] : DTM Receiver parameters
Returns - ESP_OK : success
* other : failed
esp_err_t esp_ble_dtm_stop (void)
This function is used to stop any test which is in progress.
Returns - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_clear_advertising (void)
This function is used to clear legacy advertising.
Returns - ESP_OK : success
* other : failed
esp_err_t esp_ble_gap_vendor_command_send (esp_ble_vendor_cmd_params_t *vendor_cmd_param)
This function is called to send vendor hci command.
Parameters vendor_cmd_param —[in] vendor hci command parameters
Returns

e ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gap_set_privacy_mode (esp_ble_addr_type_t addr_type, esp_bd_addr_t addr,
esp_ble_privacy_mode_t mode)

This function set the privacy mode of the device in resolving list.
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Note: This feature is not supported on ESP32.

Parameters
* addr_type [in] The address type of the peer identity
(BLE_ADDR_TYPE_PUBLIC or BLE_ADDR_TYPE_RANDOM).
* addr —[in] The peer identity address of the device.
» mode —[in] The privacy mode of the device.
Returns
e ESP_OK : success
e other : failed

Unions

union esp_ble_key_value_t

#include <esp_gap_ble_api.h> union type of the security key value

Public Members

esp_ble_penc_keys_t penc_key

received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key

received peer device SRK

esp_ble_pid_keys_t pid_key
peer device ID key

esp_ble_lenc_keys_t lenc_key
local encryption reproduction keys LTK = = d1(ER,DIV,0)

esp_ble_lcsrk_keys 1esrk_key
local device CSRK = d1(ER,DIV,1)

union esp_ble_sec_t

#include <esp_gap_ble_api.h> union associated with ble security

Public Members

esp_ble_sec_key_notif_t key_notif

passkey notification

esp_ble_sec_req_t ble_req
BLE SMP related request

esp_ble_key_t ble_key
BLE SMP keys used when pairing

address
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esp_ble_local_id_keys_t ble_id_keys
BLE IR event

esp_ble_local_oob_data_t oob_data
BLE SMP secure connection OOB data

esp_ble_auth_cmpl_t auth_cmpl

Authentication complete indication.

union esp_ble_gap_cb_param_t

#include <esp_gap_ble_api.h> Gap callback parameters union.

Public Members

struct esp_ble_gap_cb_param_t::ble_get_dev_name_cmpl_evt_param get_dev_name_cmpl
Event parameter of ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_cmpl_evt_param adv_data_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_cmpl_evt_param scan_rsp_data_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_param_cmpl_evt_param scan_param_cmpl
Event parameter of ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_result_evt_param scan_rst
Event parameter of ESP_GAP_BLE_SCAN_RESULT_EVT

struct esp_ble_gap_cb_param_t::ble_adv_data_raw_cmpl_evt_param adv_data_raw_cmpl
Event parameter of ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_rsp_data_raw_cmpl_evt_param scan_rsp_data_raw_cmpl
Event parameter of ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_start_cmpl_evt_param adv_start_cmpl
Event parameter of ESP_GAP_BLE_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_scan_start_cmpl_evt_param scan_start_cmpl
Event parameter of ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

esp_ble_sec_t ble_security

ble gap security union type

struct esp_ble_gap_cb_param_t::ble_scan_stop_cmpl_evt_param scan_stop_cmpl
Event parameter of ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_adv_stop_cmpl_evt_param adv_stop_cmpl
Event parameter of ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_clear_cmpl_evt_param adv_clear_cmpl
Event parameter of ESP_GAP_BLE_ADV_CLEAR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_rand_cmpl_evt_param set_rand_addr_cmpl
Event parameter of ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

struct esp_ble_gap_cb_param_t::ble_update_conn_params_evt_param update_conn_params
Event parameter of ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

struct esp_ble_gap_cb_param_t::ble_pkt_data_length_cmpl_evt_param pkt_data_lenth_cmpl
Event parameter of ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_local_privacy_cmpl_evt_param local_privacy_cmpl
Event parameter of ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_rpa_timeout_cmpl_evt_param set_rpa_timeout_cmpl
Event parameter of ESP_GAP_BLE_SET_RPA_TIMEOUT_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_add_dev_to_resolving_list_cmpl_evt_param
add_dev_to_resolving_list_cmpl

Event parameter of ESP_GAP_BLE_ADD_DEV_TO_RESOLVING_LIST _COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_remove_bond_dev_cmpl_evt_param remove_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_clear_bond_dev_cmpl_evt_param clear_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_get_bond_dev_cmpl_evt_param get_bond_dev_cmpl
Event parameter of ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_read_rssi_cmpl_evt_param read_rssi_cmpl
Event parameter of ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT

struct esp_ble_gap_cb_param_t:.:ble_update_whitelist_cmpl_evt_param update_whitelist_cmpl
Event parameter of ESP_GAP_BLE_UPDATE_WHITELIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_update_duplicate_exceptional_list_cmpl_evt_param
update_duplicate_exceptional_list_cmpl

Event parameter of ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_channels_evt_param ble_set_channels
Event parameter of ESP_GAP_BLE_SET_CHANNELS_EVT

struct esp_ble_gap_cb_param_t::ble_read_phy_cmpl_evt_param read_phy
Event parameter of ESP_GAP_BLE_READ_PHY_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_set_perf_def_phy_cmpl_evt_param set_perf_def_phy
Event parameter of ESP_GAP_BLE_SET_PREFERED_DEFAULT_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_perf_phy_cmpl_evt_param set_perf_phy
Event parameter of ESP_GAP_BLE_SET_PREFERED_PHY_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_rand_addr_cmpl_evt_param
ext_adv_set_rand_addr

Event parameter of ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_params_cmpl_evt_param ext_adv_set_params
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_data_set_cmpl_evt_param ext_adv_data_set
Event parameter of ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_scan_rsp_set_cmpl_evt_param scan_rsp_set
Event parameter of ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_start_cmpl_evt_param ext_adv_start
Event parameter of ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_stop_cmpl_evt_param ext_adv_stop
Event parameter of ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_remove_cmpl_evt_param ext_adv_remove
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_set_clear_cmpl_evt_param ext_adv_clear
Event parameter of ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_set_params_cmpl_param peroid_adv_set_params
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_data_set_cmpl_param period_adv_data_set
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_start_cmpl_param period_adv_start
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_stop_cmpl_param period_adv_stop
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_create_sync_cmpl_param period_adv_create_sync
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_sync_cancel_cmpl_param period_adv_sync_cancel
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT
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struct esp_ble_gap_cb_param_t::ble_period_adv_sync_terminate_cmpl_param period_adv_sync_term
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_add_dev_cmpl_param period_adv_add_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_remove_dev_cmpl_param period_adv_remove_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_period_adv_clear_dev_cmpl_param period_adv_clear_dev
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_ext_scan_params_cmpl_param set_ext_scan_params
Event parameter of ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_scan_start_cmpl_param ext_scan_start
Event parameter of ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_scan_stop_cmpl_param ext_scan_stop
Event parameter of ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_conn_params_set_cmpl_param ext_conn_params_set
Event parameter of ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_adv_terminate_param adv_terminate
Event parameter of ESP_GAP_BLE_ADV_TERMINATED_EVT

struct esp_ble_gap_cb_param_t::ble_scan_req_received_param scan_req_received
Event parameter of ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT

struct esp_ble_gap_cb_param_t::ble_channel_sel_alg_param channel_sel_alg
Event parameter of ESP_GAP_BLE_CHANNEL_SELETE_ALGORITHM_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_lost_param periodic_adv_sync_lost
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_estab_param periodic_adv_sync_estab
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

struct esp_ble_gap_cb_param_t::ble_phy_update_cmpl_param phy_update
Event parameter of ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_ext_adv_report_param ext_adv_report
Event parameter of ESP_GAP_BLE_EXT_ADV_REPORT_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_report_param period_adv_report
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT
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struct esp_ble_gap_cb_param_t::ble_periodic_adv_recv_enable_cmpl_param
period_adv_recv_enable

Event parameter of ESP_GAP_BLE_PERIODIC_ADV_RECV_ENABLE_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_trans_cmpl_param period_adv_sync_trans
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_set_info_trans_cmpl_param
period_adv_set_info_trans
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SET_INFO_TRANS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_past_params_cmpl_param set_past_params
Event parameter of ESP_GAP_BLE_SET_PAST_PARAMS_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_periodic_adv_sync_trans_recv_param past_received
Event parameter of ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_RECV_EVT

struct esp_ble_gap_cb_param_t::ble_dtm_state_update_evt_param dtm_state_update
Event parameter of ESP_GAP_BLE_DTM_TEST_UPDATE_EVT

struct esp_ble_gap_cb_param_t::vendor_cmd_cmpl_evt_param vendor_cmd_cmpl
Event parameter of ESP_GAP_BLE_VENDOR_CMD_COMPLETE_EVT

struct esp_ble_gap_cb_param_t::ble_set_privacy_mode_cmpl_evt_param set_privacy_mode_cmpl
Event parameter of ESP_GAP_BLE_SET_PRIVACY_MODE_COMPLETE_EVT

struct ble_add_dev_to_resolving list_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADD_DEV_TO_RESOLVING_LIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicates the success status of adding a device to the resolving list

struct ble_adv_clear_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_CLEAR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate adv clear operation success status

struct ble_adv_data_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate the set advertising data operation success status

struct ble_adv_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set raw advertising data operation success status

struct ble_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising start operation success status

struct ble_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate adv stop operation success status

struct ble_adv_terminate_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_ADV_TERMINATED_EVT.

Public Members

uint8_t status

Indicate adv terminate status

uint§_t adv_instance

extend advertising handle

uint16_t conn_idx

connection index

uint§_t completed_event

the number of completed extend advertising events
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struct ble_channel_sel_alg_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_CHANNEL_SELETE_ALGORITHM_EVT.

Public Members

uint16_t conn_handle

connection handle

uint§_t channel_sel_alg

channel selection algorithm

struct ble_clear_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the clear bond device operation success status

struct ble_dtm_state_update_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_DTM_TEST_UPDATE_EVT.

Public Members

esp_bt_status_t status

Indicate DTM operation success status

esp_ble_dtm_update_evt_t update_evt
DTM state change event, 0x00: DTM TX start, 0x01: DTM RX start, 0x02:DTM end

uintl6_t num_of_pkt
number of packets received, only valid if update_evt is DTM_TEST_STOP_EVT and shall be re-

ported as O for a transmitter

struct ble_ext_adv_data_set_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising data set status

struct ble_ext_adv_report_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_REPORT_EVT.
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Public Members

esp_ble_gap_ext_adv_report_t params

extend advertising report parameters

struct ble_ext_adv_scan_rsp_set_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising sacn response data set status

struct ble_ext_adv_set_clear_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_CLEAR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

struct ble_ext_adv_set_params_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising parameters set status

struct ble_ext_adv_set_rand_addr_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_RAND_ADDR_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising random address set status

struct ble_ext_adv_set_remove_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_SET_REMOVE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status
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struct ble_ext_adv_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising start operation success status

struct ble_ext_adv_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate advertising stop operation success status

struct ble_ext_conn_params_set_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend connection parameters set status

struct ble_ext_scan_start_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising start status

struct ble_ext_scan_stop_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising stop status

struct ble_get_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate the get bond device operation success status

uint8_t dev_num

Indicate the get number device in the bond list

esp_ble_bond_dev_t *bond_dev

the pointer to the bond device Structure

struct ble_get_dev_name_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the get device name success status

char *name

Name of bluetooth device

struct ble_local_privacy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_LOCAL_PRIVACY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set local privacy operation success status

struct ble_period_adv_add_dev_cmpl_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list add status

struct ble_period_adv_clear_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list clean status
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struct ble_period_adv_create_sync_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising create sync status

struct ble_period_adv_remove_dev_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising device list remove status

struct ble_period_adv_sync_cancel_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising sync cancle status

struct ble_period_adv_sync_terminate_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising sync terminate status

struct ble_periodic_adv_data_set_cmpl_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising data set status

struct ble_periodic_adv_recv_enable_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_RECV_ENABLE_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Set periodic advertising receive enable status

struct ble_periodic_adv_report_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_REPORT_EVT.

Public Members

esp_ble_gap_periodic_adv_report_t params

periodic advertising report parameters

struct ble_periodic_adv_set_info_trans_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SET_INFO_TRANS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Periodic advertising set info transfer status

esp_bd_addr_t bda

The remote device address

struct ble_periodic_adv_set_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SET_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertisingparameters set status

struct ble_periodic_adv_start_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate periodic advertising start status

struct ble_periodic_adv_stop_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate periodic advertising stop status

struct ble_periodic_adv_sync_estab_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT.

Public Members

uint8_t status

periodic advertising sync status

uintl6_t sync_handle

periodic advertising sync handle

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t adv_addr_type

periodic advertising address type

esp_bd_addr_t adv_addr

periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising phy type

uintl6_t period_adv_interval

periodic advertising interval

uint§_t adv_clk_accuracy

periodic advertising clock accuracy

struct ble_periodic_adv_sync_lost_param
#include <esp_gap_ble_api.h> ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST_EVT.

Public Members

uint16_t sync_handle

sync handle

struct ble_periodic_adv_sync_trans_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_COMPLETE_EVT.
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Public Members
esp_bt_status_t status

Periodic advertising sync transfer status

esp_bd_addr_t bda

The remote device address

struct ble_periodic_adv_sync_trans_recv_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_RECV_EVT.

Public Members

esp_bt_status_t status

Periodic advertising sync transfer received status

esp_bd_addr_t bda

The remote device address

uintl6_t service_data

The value provided by the peer device

uintl6_t sync_handle

Periodic advertising sync handle

uint§_t adv_sid

Periodic advertising set id

uint§_t adv_addr_type

Periodic advertiser address type

esp_bd_addr_t adv_addr

Periodic advertiser address

esp_ble_gap_phy_t adv_phy
Periodic advertising PHY

uintl6_t adv_interval

Periodic advertising interval

uint§_t adv_clk_accuracy

Periodic advertising clock accuracy

struct ble_phy update_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

phy update status

esp_bd_addr_t bda

address

esp_ble_gap_phy_t tx_phy
tx phy type

esp_ble_gap_phy_t rx_phy
rx phy type

struct ble_pkt_data_length_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set pkt data length operation success status

esp_ble_pkt_data_length_params_t params
pkt data length value

struct ble_read_phy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE _READ_PHY_COMPLETE_EVT.

Public Members
esp_bt_status_t status

read phy complete status

esp_bd_addr_t bda
read phy address

esp_ble_gap_phy_t tx_phy
tx phy type

esp_ble_gap_phy_t rx_phy
rx phy type

struct ble_read_rssi_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate the read adv tx power operation success status
int8_t rssi
The ble remote device rssi value, the range is from -127 to 20, the unit is dbm, if the RSSI cannot

be read, the RSSI metric shall be set to 127.

esp_bd_addr_t remote_addr

The remote device address

struct ble_remove_bond_dev_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the remove bond device operation success status

esp_bd_addr_t bd_addr

The device address which has been remove from the bond list

struct ble_rpa_timeout_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_RPA_TIMEOUT_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set RPA timeout operation success status

struct ble_scan_param_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set scan param operation success status

struct ble_scan_req_received_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_REQ_RECEIVED_EVT.

Public Members

uint§_t adv_instance

extend advertising handle
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esp_ble_addr_type_t scan_addr_type

scanner address type

esp_bd_addr_t scan_addr

scanner address

struct ble_scan_result_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RESULT_EVT.

Public Members

esp_gap_search_evt_t search_evt

Search event type

esp_bd_addr_t bda

Bluetooth device address which has been searched

esp_bt_dev_type_t dev_type
Device type

esp_ble_addr_type_t ble_addr_type
Ble device address type

esp_ble_evt_type_t ble_evt_type

Ble scan result event type

int rssi
Searched device’ s RSSI

uint8_t ble_adv[31 + 31]
Received EIR

int flag
Advertising data flag bit

int num_resps

Scan result number

uint§_t adv_data_1len
Adv data length

uint8_t scan_rsp_len

Scan response length

uint32_t num_dis

The number of discard packets

struct ble_scan_rsp_data_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT.
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Public Members

esp_bt_status_t status

Indicate the set scan response data operation success status

struct ble_scan_rsp_data_raw_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate the set raw advertising data operation success status

struct ble_scan_start_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_START_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate scan start operation success status

struct ble_scan_stop_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate scan stop operation success status

struct ble_set_channels_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_CHANNELS_EVT.

Public Members

esp_bt_status_t stat
BLE set channel status

struct ble_set_ext_scan_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_EXT_SCAN_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate extend advertising parameters set status
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struct ble_set_past_params_cmpl_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PAST_PARAMS_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Set periodic advertising sync transfer params status

esp_bd_addr_t bda

The remote device address

struct ble_set_perf_def_ phy_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PREFERED_DEFAULT_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status
Indicate perf default phy set status

struct ble_set_perf_ phy cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PREFERED_PHY_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate perf phy set status

struct ble_set_privacy_mode_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_PRIVACY_MODE_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate privacy mode set operation success status

struct ble_set_rand_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT.

Public Members

esp_bt_status_t status

Indicate set static rand address operation success status

struct ble_update_conn_params_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT.
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Public Members
esp_bt_status_t status

Indicate update connection parameters success status

esp_bd_addr_t bda

Bluetooth device address

uintl6_tmin_int

Min connection interval

uint1l6_t max_int

Max connection interval

uint16_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uint16_t conn_int

Current connection interval

uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0xOC80. Mandatory Range: 0x000A to
0x0C80 Time = N * 10 msec

struct ble_update_duplicate_exceptional_list_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_COMPLETE_EVT.

Public Members

esp_bt_status_t status

Indicate update duplicate scan exceptional list operation success status

uint8_t subcode

Define in esp_bt_duplicate_exceptional_subcode_type_t

uintl6_t length
The length of device_info

esp_duplicate_info_t device_info
device information, when subcode is ESP_BLE_DUPLICATE_EXCEPTIONAL_LIST_CLEAN,

the value is invalid

struct ble_update_whitelist_cmpl_evt_param
#include <esp_gap_ble_api.h>ESP_GAP_BLE_UPDATE_WHITELIST COMPLETE_EVT.

Public Members
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esp_bt_status_t status

Indicate the add or remove whitelist operation success status

esp_ble_wl_operation_t wl_opration

The value is ESP_BLE_WHITELIST_ADD if add address to whitelist operation success,
ESP_BLE_WHITELIST_REMOVE if remove address from the whitelist operation success

struct vendor_cmd_cmpl_evt_param

#include <esp_gap_ble_api.h>ESP_GAP_BLE_VENDOR_CMD_COMPLETE_EVT.

Public Members

uintl6_t opcode

vendor hci command opcode

uintl6_t param_len

The length of parameter buffer

uint8_t *p_param_buf

The point of parameter buffer

Structures

struct esp_ble_vendor_cmd_params_t

Vendor HCI command parameters.

Public Members

uint16_t opcode

vendor hci command opcode

uint§_t param_len

the length of parameter

uint8_t *p_param_buf

the point of parameter buffer

struct esp_ble_dtm_tx_t
DTM TX parameters.

Public Members

uint8_t tx_channel

channel for sending test data, tx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Frequency
range: 2402 MHz to 2480 MHz
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uint§_t len_of_data

length in bytes of payload data in each packet

esp_ble_dmm_pkt_payload_t pkt_payload
packet payload type. value range: 0x00-0x07

struct esp_ble_dtm_rx_t
DTM RX parameters.

Public Members

uint8_t rx_channel

channel for test data reception, rx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Fre-
quency range: 2402 MHz to 2480 MHz

struct esp_ble_adv_params_t

Advertising parameters.

Public Members

uintl6_t adv_int_min

Minimum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec

uintl6_t adv_int_max

Maximum advertising interval for undirected and low duty cycle directed advertising. Range: 0x0020 to
0x4000 Default: N = 0x0800 (1.28 second) Time = N * 0.625 msec Time Range: 20 ms to 10.24 sec
Advertising max interval

esp_ble_adv_type_t adv_type
Advertising type

esp_ble_addr_type_t own_addr_type

Owner bluetooth device address type

esp_bd_addr_t peer_addr

Peer device bluetooth device address

esp_ble_addr_type_t peer_addr_type

Peer device bluetooth device address type, only support public address type and random address type

esp_ble_adv_channel_t channel_map

Advertising channel map

esp_ble_adv_filter t adv_filter_policy
Advertising filter policy

struct esp_ble_adv_data_t

Advertising data content, according to “Supplement to the Bluetooth Core Specification” .
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Public Members

bool set_scan_rsp

Set this advertising data as scan response or not

bool include_name

Advertising data include device name or not

bool include_txpower

Advertising data include TX power

intmin_interval

Advertising data show slave preferred connection min interval. The connection interval in the following
manner: connlntervalmin = Conn_Interval_Min * 1.25 ms Conn_Interval_Min range: 0x0006 to 0x0C80
Value of OxFFFF indicates no specific minimum. Values not defined above are reserved for future use.

intmax_interval

Advertising data show slave preferred connection max interval. The connection interval in the follow-
ing manner: connlntervalmax = Conn_Interval_Max * 1.25 ms Conn_Interval_Max range: 0x0006 to
0x0C80 Conn_Interval_Max shall be equal to or greater than the Conn_Interval_Min. Value of OxFFFF
indicates no specific maximum. Values not defined above are reserved for future use.

int appearance

External appearance of device

uint16_t manufacturer_len

Manufacturer data length

uint8_t *p_manufacturer_data

Manufacturer data point

uintl6_t service_data_len

Service data length

uint8_t *p_service_data

Service data point

uintl6_t service_uuid_len

Service uuid length

uint8_t *p_service_uuid

Service uuid array point

uint8_t £lag
Advertising flag of discovery mode, see BLE_ADV_DATA_FLAG detail

struct esp_ble_scan_params_t

Ble scan parameters.
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Public Members

esp_ble_scan_type_t scan_type

Scan type

esp_ble_addr_type_t own_addr_type

Owner address type

esp_ble_scan_filter_t scan_filter_ policy
Scan filter policy

uintl6_t scan_interval

Scan interval. This is defined as the time interval from when the Controller started its last LE scan until
it begins the subsequent LE scan. Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625
msec Time Range: 2.5 msec to 10.24 seconds

uintl6_t scan_window

Scan window. The duration of the LE scan. LE_Scan_Window shall be less than or equal to
LE_Scan_Interval Range: 0x0004 to 0x4000 Default: 0x0010 (10 ms) Time = N * 0.625 msec Time
Range: 2.5 msec to 10240 msec

esp_ble_scan_duplicate_t scan_duplicate

The Scan_Duplicates parameter controls whether the Link Layer should filter out duplicate advertising
reports (BLE_SCAN_DUPLICATE_ENABLE) to the Host, or if the Link Layer should generate ad-
vertising reports for each packet received

struct esp_gap_conn_params_t

connection parameters information

Public Members

uintl6_t interval

connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80
Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_conn_update_params_t

Connection update parameters.

Public Members

esp_bd_addr_t bda

Bluetooth device address
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uintl6_tmin_int

Min connection interval

uintl6_t max_int

Max connection interval

uintl6_t latency

Slave latency for the connection in number of connection events. Range: 0x0000 to 0x01F3

uintl6_t timeout

Supervision timeout for the LE Link. Range: 0x000A to 0x0C80. Mandatory Range: 0x000A to 0x0C80

Time = N * 10 msec Time Range: 100 msec to 32 seconds

struct esp_ble_pkt_data_length_params_t
BLE pkt date length keys.

Public Members

uintl6_t rx_len

pkt rx data length value

uintl6_t tx_len
pkt tx data length value

struct esp_ble_penc_keys_t
BLE encryption keys.

Public Members

esp_bt_octetl6_t 1tk
The long term key

esp_bt_octetS_t rand

The random number

uintl6_t ediv

The ediv value

uint8_t sec_level

The security level of the security link

uint§_t key_size

The key size(7~16) of the security link

struct esp_ble_pcsrk_keys_t
BLE CSRK keys.
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Public Members

uint32_t counter

The counter

esp_bt_octetl6_t csrk
The csrk key

uint8_t sec_level

The security level

struct esp_ble_pid_keys_t
BLE pid keys.

Public Members

esp_bt_octetl6_t irk

The irk value

esp_ble_addr_type_t addr_type
The address type

esp_bd_addr_t static_addr
The static address

struct esp_ble_lenc_keys_t

BLE Encryption reproduction keys.

Public Members

esp_bt_octetl6_t 1tk
The long term key

uintl6_t div

The div value

uint8_t key_size

The key size of the security link

uint8_t sec_level

The security level of the security link

struct esp_ble_lcsrk_keys
BLE SRK keys.
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Public Members

uint32_t counter

The counter value

uintl6_t div

The div value

uint8_t sec_level

The security level of the security link

esp_bt_octetl6_t csrk
The csrk key value

struct esp_ble_sec_key_notif_t
Structure associated with ESP_KEY_ NOTIF_EVT.

Public Members

esp_bd_addr_t bd_addr

peer address

uint32_t passkey

the numeric value for comparison. If just_works, do not show this number to Ul

struct esp_ble_sec_req_ t

Structure of the security request.

Public Members

esp_bd_addr_t bd_addr

peer address

struct esp_ble_bond_key_info_t

struct type of the bond key information value

Public Members

esp_ble_key_mask_t key_mask

the key mask to indicate witch key is present

esp_ble_penc_keys_t penc_key

received peer encryption key

esp_ble_pcsrk_keys_t pcsrk_key

received peer device SRK
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esp_ble_pid_keys_t pid_key
peer device ID key

struct esp_ble_bond_dev_t

struct type of the bond device value

Public Members

esp_bd_addr_t bd_addr

peer address

esp_ble_bond_key_info_t bond_key

the bond key information

struct esp_ble_key_t

union type of the security key value

Public Members

esp_bd_addr_t bd_addr

peer address

esp_ble_key_type_t key_type
key type of the security link

esp_ble_key_value_t p_key_value

the pointer to the key value

struct esp_ble_local_id_keys_t

structure type of the ble local id keys value

Public Members

esp_bt_octetl6_t ir
the 16 bits of the ir value

esp_bt_octetl6_t irk
the 16 bits of the ir key value

esp_bt_octet]l6_t dhk
the 16 bits of the dh key value

struct esp_ble_local_oob_data_t

structure type of the ble local oob data value
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Public Members

esp_bt_octetl6_t oob_c

the 128 bits of confirmation value

esp_bt_octetl6_t oob_x

the 128 bits of randomizer value

struct esp_ble_auth_cmpl_t
Structure associated with ESP_ AUTH_CMPL_EVT.

Public Members

esp_bd_addr_t bd_addr

BD address peer device.

bool key_present
Valid link key value in key element

esp_link_key key

Link key associated with peer device.

uint8_t key_type
The type of Link Key

bool success
TRUE of authentication succeeded, FALSE if failed.

uint8_t fail_reason

The HCI reason/error code for when success=FALSE

esp_ble_addr_type_t addr_type

Peer device address type

esp_bt_dev_type_t dev_type
Device type

esp_ble_auth_req_t auth_mode

authentication mode

struct esp_ble_gap_ext_adv_params_t

ext adv parameters

Public Members

esp_ble_ext_adv_type_mask_t type
ext adv type
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uint32_t interval_min

ext adv minimum interval

uint32_t interval_max

ext adv maximum interval

esp_ble_adv_channel_t channel_map

ext adv channel map

esp_ble_addr_type_t own_addr_type

ext adv own addresss type

esp_ble_addr_type_t peer_addr_type

ext adv peer address type

esp_bd_addr_t peer_addr

ext adv peer address

esp_ble_adv_filter_t £ilter_policy
ext adv filter policy

int8_t tx_power

ext adv tx power

esp_ble_gap_pri_phy_t primary_ phy
ext adv primary phy

uint8_tmax_skip

ext adv maximum skip

esp_ble_gap_phy_t secondary_phy

ext adv secondary phy

uint8_t sid

ext adv sid

bool scan_req_notif

ext adv sacn request event notify

struct esp_ble_ext_scan_cfg_t

ext scan config

Public Members

esp_ble_scan_type_t scan_type

ext scan type
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uintl6_t scan_interval

ext scan interval

uint16_t scan_window

ext scan window

struct esp_ble_ext_scan_params_t

ext scan parameters

Public Members

esp_ble_addr_type_t own_addr_type

ext scan own addresss type

esp_ble_scan_filter_t £ilter_policy

ext scan filter policy

esp_ble_scan_duplicate_t scan_duplicate

ext scan duplicate scan

esp_ble_ext_scan_cfg_mask_t c£g_mask

ext scan config mask

esp_ble_ext_scan_cfg_t uncoded_cfg

ext scan uncoded config parameters

esp_ble_ext_scan_cfg_t coded_cfg

ext scan coded config parameters

struct esp_ble_gap_conn_params_t

create extend connection parameters

Public Members

uintl6_t scan_interval

init scan interval

uint16_t scan_window

init scan window

uintl6_t interval_min

minimum interval

uintl6_t interval_max

maximum interval
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uintl6_t latency

ext scan type

uint16_t supervision_timeout

connection supervision timeout

uintl6_tmin_ce_len

minimum ce length

uintl6_t max_ce_len

maximum ce length

struct esp_ble_gap_ext_adv_t

extend adv enable parameters

Public Members

uint8_t instance

advertising handle

int duration

advertising duration

int max_events

maximum number of extended advertising events

struct esp_ble_gap_periodic_adv_params_t

periodic adv parameters

Public Members

uintl6_t interval_min

periodic advertising minimum interval

uintl6_t interval_max

periodic advertising maximum interval

uint§_t properties

periodic advertising properties

struct esp_ble_gap_periodic_adv_sync_params_t

periodic adv sync parameters

Public Members
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esp_ble_gap_sync_t £ilter_policy

periodic advertising sync filter policy

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t addr_type

periodic advertising address type

esp_bd_addr_t addr

periodic advertising address

uint16_t skip

the maximum number of periodic advertising events that can be skipped

uint16_t sync_timeout

synchronization timeout

struct esp_ble_gap_ext_adv_report_t

extend adv report parameters

Public Members

esp_ble_gap_adv_type_t event_type

extend advertising type

uint8_t addr_type

extend advertising address type

esp_bd_addr_t addr

extend advertising address

esp_ble_gap_pri_phy_t primary_phy
extend advertising primary phy

esp_ble_gap_phy_t secondly_phy

extend advertising secondary phy

uint8_t sid

extend advertising sid

uint8_t tx_power

extend advertising tx power

int8_t rssi

extend advertising rssi

Espressif Systems 216 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API Reference

uintl6_t per_adv_interval

periodic advertising interval

uint§_tdir_addr_type
direct address type

esp_bd_addr_t dir_addr

direct address

esp_ble_gap_ext_adv_data_status_t data_status
data type

uint8_t adv_data_len

extend advertising data length

uint8_t adv_data[251]

extend advertising data

struct esp_ble_gap_periodic_adv_report_t

periodic adv report parameters

Public Members

uintl6_t sync_handle

periodic advertising train handle

uint8_t tx_power

periodic advertising tx power

int8_t rssi

periodic advertising rssi

esp_ble_gap_ext_adv_data_status_t data_status

periodic advertising data type

uint8_t data_length

periodic advertising data length

uint8_t data[251]

periodic advertising data

struct esp_ble_gap_periodic_adv_sync_estab_t

perodic adv sync establish parameters

Public Members
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uint8_t status

periodic advertising sync status

uint16_t sync_handle

periodic advertising train handle

uint8_t sid

periodic advertising sid

esp_ble_addr_type_t addr_type

periodic advertising address type

esp_bd_addr_t adv_addr

periodic advertising address

esp_ble_gap_phy_t adv_phy
periodic advertising adv phy type

uintl6_t period_adv_interval

periodic advertising interval

uint§_t adv_clk_accuracy

periodic advertising clock accuracy

struct esp_ble_dtm_enh_tx_t
DTM TX parameters.

Public Members

uint§_t tx_channel

channel for sending test data, tx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Frequency
range: 2402 MHz to 2480 MHz

uint8_t len_of_data

length in bytes of payload data in each packet

esp_ble_dmm_pkt_payload_t pkt_payload
packet payload type. value range: 0x00-0x07

esp_ble_gap_phy_t phy
the phy type used by the transmitter, coded phy with S=2:0x04

struct esp_ble_dtm_enh_rx_t
DTM RX parameters.

Public Members
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uint§_t rx_channel

channel for test data reception, rx_channel = (Frequency -2402)/2, tx_channel range:0x00-0x27, Fre-
quency range: 2402 MHz to 2480 MHz

esp_ble_gap_phy_t phy
the phy type used by the receiver, 1M phy: 0x01, 2M phy:0x02, coded phy:0x03

uint§_tmodulation_idx

modulation index, 0x00:standard modulation index, 0x01:stable modulation index

struct esp_ble_gap_past_params_t

periodic adv sync transfer parameters

Public Members

esp_ble_gap_past_mode_t mode

periodic advertising sync transfer mode

uintl6_t skip

the number of periodic advertising packets that can be skipped

uintl6_t sync_timeout

synchronization timeout for the periodic advertising train

uint8_t cte_type
periodic advertising sync transfer CET type

Macros

ESP_BLE_ADV_FLAG_LIMIT_DISC
BLE_ADV_DATA_FLAG data flag bit definition used for advertising data flag.

ESP_BLE_ADV_FLAG_GEN_DISC

ESP_BLE_ADV_FLAG_BREDR_NOT_SPT

ESP_BLE_ADV_FLAG_DMT_ CONTROLLER_SPT

ESP_BLE_ADV_FLAG_DMT_HOST_ SPT

ESP_BLE_ADV_FLAG_NON_LIMIT DISC

ESP_LE_KEY_NONE
relate to BTM_LE_KEY_xxx in stack/btm_api.h

No encryption key

ESP_LE_KEY_PENC

encryption key, encryption information of peer device
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ESP_LE_KEY_PID
identity key of the peer device

ESP_LE_KEY_PCSRK
peer SRK

ESP_LE_KEY_PLK
Link key

ESP_LE_KEY_LLK
peer link key

ESP_LE_KEY_ LENC

master role security information:div

ESP_LE_KEY_LID

master device ID key

ESP_LE_KEY_LCSRK
local CSRK has been deliver to peer

ESP_LE_AUTH_NO_BOND
relate to BTM_LE_AUTH_xxx in stack/btm_api.h

0 no bondingv

ESP_LE_AUTH_BOND

1 << 0 device in the bonding with peer

ESP_LE_AUTH_REQ_ MITM

1 << 2 man in the middle attack

ESP_LE_AUTH_REQ_BOND_MITM
0101 banding with man in the middle attack

ESP_LE_AUTH_REQ_SC_ONLY

1 << 3 secure connection

ESP_LE_AUTH_REQ_SC_BOND

1001 secure connection with band

ESP_LE_AUTH_REQ_SC_MITM
1100 secure conn with MITM

ESP_LE_AUTH_REQ_ SC_MITM_BOND
1101 SC with MITM and Bonding

ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_DISABLE

authentication disable
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ESP_BLE_ONLY_ACCEPT_SPECIFIED_AUTH_ENABLE

authentication enable

ESP_BLE_OOB_DISABLE
disbale the out of bond

ESP_BLE_OOB_ENABLE
enable the out of bond

ESP_IO_CAP_OUT
relate to BTM_I10O_CAP_xxx in stack/btm_api.h

DisplayOnly

ESP_IO_CAP_IO
DisplayYesNo

ESP_IO_CAP_IN
KeyboardOnly

ESP_IO_CAP_NONE
NolnputNoOutput

ESP_IO_CAP_KBDISP
Keyboard display

ESP_BLE_APPEARANCE_UNKNOWN
relate to BTM_BLE_APPEARANCE_UNKNOWN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PHONE
relate to BTM_BLE_APPEARANCE_GENERIC_PHONE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_COMPUTER
relate to BTM_BLE_APPEARANCE_GENERIC_COMPUTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WATCH
relate to BTM_BLE_APPEARANCE_GENERIC_WATCH in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_SPORTS_WATCH
relate to BTM_BLE_APPEARANCE_SPORTS_WATCH in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CLOCK
relate to BTM_BLE_APPEARANCE_GENERIC_CLOCK in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_DISPLAY
relate to BTM_BLE_APPEARANCE_GENERIC_DISPLAY in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_REMOTE
relate to BTM_BLE_APPEARANCE_GENERIC_REMOTE in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_GENERIC_EYEGLASSES
relate to BTM_BLE_APPEARANCE_GENERIC_EYEGLASSES in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_TAG
relate to BTM_BLE_APPEARANCE_GENERIC_TAG in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_KEYRING
relate to BTM_BLE_APPEARANCE_GENERIC_KEYRING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER
relate to BTM_BLE_APPEARANCE_GENERIC_MEDIA_PLAYER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER
relate to BTM_BLE_APPEARANCE_GENERIC_BARCODE_SCANNER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_THERMOMETER
relate to BTM_BLE_APPEARANCE_GENERIC_THERMOMETER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_THERMOMETER_EAR
relate to BTM_BLE_APPEARANCE_THERMOMETER_EAR in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_HEART_RATE
relate to BTM_BLE_APPEARANCE_GENERIC_HEART_ RATE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HEART RATE_BELT
relate to BTM_BLE_APPEARANCE_HEART_RATE_BELT in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE
relate to BTM_BLE_APPEARANCE_GENERIC_BLOOD_PRESSURE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_BLOOD_PRESSURE_ARM
relate to BTM_BLE_APPEARANCE_BLOOD_PRESSURE_ARM in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST
relate to BTM_BLE_APPEARANCE_BLOOD_PRESSURE_WRIST in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_HID
relate to BTM_BLE_APPEARANCE_GENERIC_HID in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_KEYBOARD
relate to BTM_BLE_APPEARANCE_HID_KEYBOARD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_ MOUSE
relate to BTM_BLE_APPEARANCE_HID_MOUSE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_JOYSTICK
relate to BTM_BLE_APPEARANCE_HID_JOYSTICK in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_HID_GAMEPAD
relate to BTM_BLE_APPEARANCE_HID_GAMEPAD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID DIGITIZER_TABLET
relate to BTM_BLE_APPEARANCE_HID_DIGITIZER_TABLET in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_CARD_READER
relate to BTM_BLE_APPEARANCE_HID_CARD_READER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_DIGITAIL_PEN
relate to BTM_BLE_APPEARANCE_HID_DIGITAL_PEN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_HID_BARCODE_SCANNER
relate to BTM_BLE_APPEARANCE_HID_BARCODE_SCANNER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_GLUCOSE
relate to BTM_BLE_APPEARANCE_GENERIC_GLUCOSE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WALKING
relate to BTM_BLE_APPEARANCE_GENERIC_WALKING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_IN_SHOE
relate to BTM_BLE_APPEARANCE_WALKING_IN_SHOE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_ON_SHOE
relate to BTM_BLE_APPEARANCE_WALKING_ON_SHOE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_WALKING_ON_HIP
relate to BTM_BLE_APPEARANCE_WALKING_ON_HIP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CYCLING
relate to BTM_BLE_APPEARANCE_GENERIC_CYCLING in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_COMPUTER
relate to BTM_BLE_APPEARANCE_CYCLING_COMPUTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_SPEED
relate to BTM_BLE_APPEARANCE_CYCLING_SPEED in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_CADENCE
relate to BTM_BLE_APPEARANCE_CYCLING_CADENCE in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_POWER
relate to BTM_BLE_APPEARANCE_CYCLING_POWER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_CYCLING_SPEED_CADENCE
relate to BTM_BLE_APPEARANCE_CYCLING_SPEED_CADENCE in stack/btm_ble_api.h
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ESP_BLE_APPEARANCE_STANDALONE_SPEAKER
relate to BTM_BLE_APPEARANCE_STANDALONE_SPEAKER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER
relate to BTM_BLE_APPEARANCE_GENERIC_PULSE_OXIMETER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_PULSE_OXIMETER_FINGERTIP
relate to BTM_BLE_APPEARANCE_PULSE_OXIMETER_FINGERTIP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_PULSE_OXIMETER_WRIST
relate to BTM_BLE_APPEARANCE_PULSE_OXIMETER_WRIST in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_WEIGHT
relate to BTM_BLE_APPEARANCE_GENERIC_WEIGHT in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY_DEVICE

relate to BTM_BLE_APPEARANCE_GENERIC_PERSONAL_MOBILITY_DEVICE
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_POWERED_WHEELCHAIR
relate to BTM_BLE_APPEARANCE_POWERED_WHEELCHAIR in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_MOBILITY_SCOOTER
relate to BTM_BLE_APPEARANCE_MOBILITY_SCOOTER in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR

relate to BTM_BLE_APPEARANCE_GENERIC_CONTINUOUS_GLUCOSE_MONITOR
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_INSULIN_PUMP
relate to BTM_BLE_APPEARANCE_GENERIC_INSULIN_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP
relate to BTM_BLE_APPEARANCE_INSULIN_PUMP_DURABLE_PUMP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_PUMP_PATCH_PUMP
relate to BTM_BLE_APPEARANCE_INSULIN_PUMP_PATCH_PUMRP in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_INSULIN_ PEN
relate to BTM_BLE_APPEARANCE_INSULIN_PEN in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_MEDICATION_DELIVERY
relate to BTM_BLE_APPEARANCE_GENERIC_MEDICATION_DELIVERY in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS
relate to BTM_BLE_APPEARANCE_GENERIC_OUTDOOR_SPORTS in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION
relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION in stack/btm_ble_api.h

in

in
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ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV

relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_AND_NAV in
stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD
relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD in stack/btm_ble_api.h

ESP_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV

relate to BTM_BLE_APPEARANCE_OUTDOOR_SPORTS_LOCATION_POD_AND_NAV in
stack/btm_ble_api.h

BLE_DTM_PKT PAYLOAD_0x00

PRBS9 sequence ‘11111111100000111101 -/ (in transmission order) as described in [Vol 6] Part F, Section
4.1.5

BLE_DTM_PKT_PAYLOAD_0x01
Repeated ‘11110000’ (in transmission order) sequence as described in [Vol 6] Part F, Section 4.1.5

BLE_DTM_PKT_PAYLOAD_0x02
Repeated ‘10101010’ (in transmission order) sequence as described in [Vol 6] Part F, Section 4.1.5

BLE_DTM_PKT_PAYLOAD_0x03
PRBS15 sequence as described in [Vol 6] Part F, Section 4.1.5

BLE_DTM_PKT PAYLOAD_0x04

Repeated ‘11111111’ (in transmission order) sequence

BLE_DTM_PKT_ PAYLOAD_0x05

Repeated ‘00000000’ (in transmission order) sequence

BLE_DTM_PKT PAYLOAD_0x06

Repeated ‘00001111’ (in transmission order) sequence

BLE_DTM_PKT PAYLOAD_0x07

Repeated ‘01010101’ (in transmission order) sequence

BLE_DTM_PKT_PAYLOAD_MAX
0x08 ~ OxFF, Reserved for future use

ESP_GAP_BLE_CHANNELS_LEN

channel length

ESP_GAP_BLE_ADD_WHITELIST COMPLETE_EVT

This is the old name, just for backwards compatibility.

ESP_BLE_ADV_DATA_LEN_MAX

Advertising data maximum length.
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ESP_BLE_SCAN_RSP_DATA_LEN_MAX

Scan response data maximum length.
VENDOR_HCI_CMD_MASK
BLE_BIT (n)

ESP_BLE_GAP_SET_EXT_ ADV_PROP_NONCONN_NONSCANNABLE_UNDIRECTED

Non-Connectable and Non-Scannable Undirected advertising

ESP_BLE_GAP_SET EXT_ADV_PROP_CONNECTABLE

Connectable advertising

ESP_BLE_GAP_SET EXT_ADV_PROP_SCANNABLE

Scannable advertising

ESP_BLE_GAP_SET_EXT_ADV_PROP_DIRECTED

Directed advertising

ESP_BLE_GAP_SET_EXT_ADV_PROP_HD_ DIRECTED
High Duty Cycle Directed Connectable advertising (<= 3.75 ms Advertising Interval)

ESP_BLE_GAP_SET EXT_ADV_PROP_LEGACY
Use legacy advertising PDUs

ESP_BLE_GAP_SET_EXT_ADV_PROP_ANON_ADV

Omit advertiser’ s address from all PDUs ( “anonymous advertising” )

ESP_BLE_GAP_SET_EXT_ADV_PROP_INCLUDE_TX_ PWR
Include TxPower in the extended header of the advertising PDU

ESP_BLE_GAP_SET_EXT_ADV_PROP_MASK

Reserved for future use If extended advertising PDU types are being used (bit 4 = 0) then: The advertisement
shall not be both connectable and scannable. High duty cycle directed connectable advertising (<= 3.75 ms
advertising interval) shall not be used (bit 3 = 0)ADV_IND

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_IND
ADV_DIRECT_IND (low duty cycle)

ESP_BLE_GAP_SET EXT_ADV_PROP_LEGACY_ LD DIR
ADV_DIRECT_IND (high duty cycle)

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_HD_DIR
ADV_SCAN_IND

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_SCAN
ADV_NONCONN_IND

ESP_BLE_GAP_SET_EXT_ADV_PROP_LEGACY_NONCONN

Espressif Systems 226 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API Reference

ESP_BLE_GAP_PHY_1M
Secondery Advertisement PHY is LE1M

ESP_BLE_GAP_PHY_ 2M
Secondery Advertisement PHY is LE2M

ESP_BLE_GAP_PHY_CODED
Secondery Advertisement PHY is LE Coded

ESP_BLE_GAP_NO_PREFER_TRANSMIT_ PHY
No Prefer TX PHY supported by controller

ESP_BLE_GAP_NO_PREFER_RECEIVE_PHY
No Prefer RX PHY supported by controller

ESP_BLE_GAP_PRI_PHY_ 1M
Primary phy only support 1M and LE coded phy.
Primary Phy is LEIM

ESP_BLE_GAP_PRI_PHY_ CODED
Primary Phy is LE CODED

ESP_BLE_GAP_PHY_ 1M PREF_MASK
The Host prefers use the LEIM transmitter or receiver PHY

ESP_BLE_GAP_PHY 2M PREF_MASK
The Host prefers use the LE2M transmitter or receiver PHY

ESP_BLE_GAP_PHY_CODED_PREF_MASK
The Host prefers use the LE CODED transmitter or receiver PHY

ESP_BLE_GAP_PHY OPTIONS_NO_PREF
The Host has no preferred coding when transmitting on the LE Coded PHY

ESP_BLE_GAP_PHY_OPTIONS_PREF_S2_CODING
The Host prefers that S=2 coding be used when transmitting on the LE Coded PHY

ESP_BLE_GAP_PHY OPTIONS_PREF_S8 CODING
The Host prefers that S=8 coding be used when transmitting on the LE Coded PHY

ESP_BLE_GAP_EXT_ SCAN_CFG_UNCODE_MASK
Scan Advertisements on the LEIM PHY

ESP_BLE_GAP_EXT_SCAN_CFG_CODE_MASK
Scan advertisements on the LE coded PHY

ESP_BLE_GAP_EXT_ADV_DATA_COMPLETE
Advertising data.

extended advertising data compete
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ESP_BLE_GAP_EXT_ ADV_DATA_INCOMPLETE

extended advertising data incomplete

ESP_BLE_GAP_EXT ADV_DATA_TRUNCATED

extended advertising data truncated mode

ESP_BLE_GAP_SYNC_POLICY_BY ADV_INFO
Advertising SYNC policy.

sync policy by advertising info

ESP_BLE_GAP_SYNC_POLICY BY PERIODIC_LIST

periodic advertising sync policy

ESP_BLE_ADV_REPORT_EXT_ADV_IND

Advertising report.

advertising report with extended advertising indication type

ESP_BLE_ADV_REPORT_EXT_SCAN_IND

advertising report with extended scan indication type

ESP_BLE_ADV_REPORT_EXT DIRECT_ ADV

advertising report with extended direct advertising indication type

ESP_BLE_ADV_REPORT_EXT SCAN_RSP
advertising report with extended scan response indication type Bluetooth 5.0, Vol 2, Part E, 7.7.65.13

ESP_BLE_LEGACY_ADV_TYPE_IND

advertising report with legacy advertising indication type

ESP_BLE_LEGACY_ADV_TYPE_DIRECT_IND

advertising report with legacy direct indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_IND

advertising report with legacy scan indication type

ESP_BLE_LEGACY_ADV_TYPE_NONCON_IND

advertising report with legacy non connectable indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_IND

advertising report with legacy scan response indication type

ESP_BLE_LEGACY_ADV_TYPE_SCAN_RSP_TO_ADV_SCAN_IND

advertising report with legacy advertising with scan response indication type

EXT_ADV_TX_PWR_NO_PREFERENCE
Extend advertising tx power, range: [-127, +126] dBm.

host has no preference for tx power
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ESP_BLE_GAP_PAST_MODE_NO_SYNC_EVT

Periodic advertising sync trans mode.

No attempt is made to sync and no periodic adv sync transfer received event

ESP_BLE_GAP_PAST_MODE_NO_REPORT_ EVT

An periodic adv sync transfer received event and no periodic adv report events

ESP_BLE_GAP_PAST_MODE_DUP_FILTER_DISABLED

Periodic adv report events will be enabled with duplicate filtering disabled

ESP_BLE_GAP_PAST_MODE_DUP_FILTER_ENABLED

Periodic adv report events will be enabled with duplicate filtering enabled

Type Definitions

typedef uint8_t esp_ble_key_type_t

typedef uint8_t esp_ble_auth_req t

combination of the above bit pattern

typedef uint8_t esp_ble_io_cap_t

combination of the io capability

typedef uint8_t esp_ble_dtm_pkt_payload_t

typedef uint8_t esp_gap_ble_channels|5]

typedef uint8_t esp_duplicate_info_t[6]

typedef uint16_t esp_ble_ext_adv_type_mask_t

typedef uint8_t esp_ble_gap_phy_t

typedef uint8_t esp_ble_gap_all_phys_t

typedef uint8_t esp_ble_gap_pri_phy_ t

typedef uint8_t esp_ble_gap_phy_mask_t

typedef uint16_t esp_ble_gap_prefer_phy_options_t

typedef uint8_t esp_ble_ext_scan_cfg mask_t

typedef uint8_t esp_ble_gap_ext_adv_data_status_t

typedef uint8_t esp_ble_gap_sync_t
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typedef uint8_t esp_ble_gap_adv_type_t

typedef uint8_t esp_ble_gap_past_mode_t

typedef void (*esp_gap_ble_cb_t)(esp_gap_ble_cb_event_t event, esp_ble_gap_cb_param_t *param)

GAP callback function type.

Param event : Event type
Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gap_ble_cb_event_t
GAP BLE callback event type.

Values:

enumerator ESP_GAP_BLE_ADV_DATA_SET_COMPLETE_EVT

When advertising data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RSP_DATA_SET_COMPLETE_EVT

When scan response data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_PARAM_SET_COMPLETE_EVT

When scan parameters set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RESULT_EVT

When one scan result ready, the event comes each time

enumerator ESP_GAP_BLE_ADV_DATA_RAW_SET_COMPLETE_EVT

When raw advertising data set complete, the event comes

enumerator ESP_GAP_BLE_SCAN_RSP_DATA_RAW_SET_COMPLETE_EVT

When raw scan response data set complete, the event comes

enumerator ESP_GAP_BLE_ADV_START COMPLETE_EVT

When start advertising complete, the event comes

enumerator ESP_GAP_BLE_SCAN_START_COMPLETE_EVT

When start scan complete, the event comes

enumerator ESP_GAP_BLE_AUTH_CMPL_EVT

Authentication complete indication.

enumerator ESP_GAP_BLE_KEY_EVT
BLE key event for peer device keys

enumerator ESP_GAP_BLE_SEC_REQ_EVT
BLE security request
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enumerator ESP_GAP_BLE_PASSKEY NOTIF_EVT

passkey notification event

enumerator ESP_GAP_BLE_PASSKEY_ REQ EVT

passkey request event

enumerator ESP_GAP_BLE_OOB_REQ_EVT
OOB request event

enumerator ESP_GAP_BLE_LOCAL_IR_EVT
BLE local IR (identity Root 128-bit random static value used to generate Long Term Key) event

enumerator ESP_GAP_BLE_LOCAL_ER_EVT
BLE local ER (Encryption Root value used to generate identity resolving key) event

enumerator ESP_GAP_BLE_NC_REQ_EVT

Numeric Comparison request event

enumerator ESP_GAP_BLE_ADV_STOP_COMPLETE_EVT

When stop adv complete, the event comes

enumerator ESP_GAP_BLE_SCAN_STOP_COMPLETE_EVT

When stop scan complete, the event comes

enumerator ESP_GAP_BLE_SET_STATIC_RAND_ADDR_EVT

When set the static rand address complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_CONN_PARAMS_EVT

When update connection parameters complete, the event comes

enumerator ESP_GAP_BLE_SET_PKT_LENGTH_COMPLETE_EVT

When set pkt length complete, the event comes

enumerator ESP_GAP_BLE_SET_LOCAL_PRIVACY COMPLETE_EVT

When Enable/disable privacy on the local device complete, the event comes

enumerator ESP_GAP_BLE_REMOVE_BOND_DEV_COMPLETE_EVT

When remove the bond device complete, the event comes

enumerator ESP_GAP_BLE_CLEAR_BOND_DEV_COMPLETE_EVT

When clear the bond device clear complete, the event comes

enumerator ESP_GAP_BLE_GET_BOND_DEV_COMPLETE_EVT

When get the bond device list complete, the event comes

enumerator ESP_GAP_BLE_READ_RSSI_COMPLETE_EVT

When read the rssi complete, the event comes
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enumerator ESP_GAP_BLE_UPDATE_WHITELIST COMPLETE_EVT

When add or remove whitelist complete, the event comes

enumerator ESP_GAP_BLE_UPDATE_DUPLICATE_EXCEPTIONAL_LIST_ _COMPLETE_EVT

When update duplicate exceptional list complete, the event comes

enumerator ESP_GAP_BLE_SET_CHANNELS_EVT

When setting BLE channels complete, the event comes

enumerator ESP_GAP_BLE_READ_PHY COMPLETE_EVT

when reading phy complete, this event comes

enumerator ESP_GAP_BLE_SET PREFERED_DEFAULT PHY COMPLETE_EVT

when preferred default phy complete, this event comes

enumerator ESP_GAP_BLE_SET PREFERED_PHY COMPLETE_EVT

when preferred phy complete , this event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET RAND_ADDR_COMPLETE_EVT

when extended set random address complete, the event comes

enumerator ESP_GAP_BLE_EXT ADV_SET PARAMS_COMPLETE_EVT

when extended advertising parameter complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_DATA_SET_ COMPLETE_EVT

when extended advertising data complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_RSP_DATA_SET_COMPLETE_EVT

when extended scan response data complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_START COMPLETE_EVT

when extended advertising start complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_STOP_COMPLETE_EVT

when extended advertising stop complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET REMOVE_COMPLETE_EVT

when extended advertising set remove complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_SET CLEAR_COMPLETE_EVT

when extended advertising set clear complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SET PARAMS_COMPLETE_EVT

when periodic advertising parameter complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_DATA_SET_COMPLETE_EVT

when periodic advertising data complete, the event comes
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enumerator ESP_GAP_BLE_PERIODIC_ADV_START COMPLETE_EVT

when periodic advertising start complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_STOP_COMPLETE_EVT

when periodic advertising stop complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_CREATE_SYNC_COMPLETE_EVT

when periodic advertising create sync complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_CANCEL_COMPLETE_EVT

when extended advertising sync cancel complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_TERMINATE_COMPLETE_EVT

when extended advertising sync terminate complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_ADD_DEV_COMPLETE_EVT

when extended advertising add device complete , the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_REMOVE_DEV_COMPLETE_EVT

when extended advertising remove device complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_CLEAR_DEV_COMPLETE_EVT

when extended advertising clear device, the event comes

enumerator ESP_GAP_BLE_SET_EXT_SCAN_PARAMS COMPLETE_EVT

when extended scan parameter complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_START_COMPLETE_EVT

when extended scan start complete, the event comes

enumerator ESP_GAP_BLE_EXT_SCAN_STOP_COMPLETE_EVT

when extended scan stop complete, the event comes

enumerator ESP_GAP_BLE_PREFER_EXT_CONN_PARAMS_SET_COMPLETE_EVT

when extended prefer connection parameter set complete, the event comes

enumerator ESP_GAP_BLE_PHY_UPDATE_COMPLETE_EVT

when ble phy update complete, the event comes

enumerator ESP_GAP_BLE_EXT_ADV_REPORT_EVT

when extended advertising report complete, the event comes

enumerator ESP_GAP_BLE_SCAN_TIMEOUT_EVT

when scan timeout complete, the event comes

enumerator ESP_GAP_BLE_ADV_TERMINATED_EVT

when advertising terminate data complete, the event comes
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enumerator ESP_GAP_BLE_SCAN_REQ_ RECEIVED_EVT

when scan req received complete, the event comes

enumerator ESP_GAP_BLE_CHANNEL_SELETE_ALGORITHM_EVT

when channel select algorithm complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_REPORT_ EVT

when periodic report advertising complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_LOST EVT

when periodic advertising sync lost complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_ESTAB_EVT

when periodic advertising sync establish complete, the event comes

enumerator ESP_GAP_BLE_SC_OOB_REQ_EVT

Secure Connection OOB request event

enumerator ESP_GAP_BLE_SC_CR_LOC_OOB_EVT

Secure Connection create OOB data complete event

enumerator ESP_GAP_BLE_GET_DEV_NAME_COMPLETE_EVT

When getting BT device name complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_RECV_ENABLE_COMPLETE_EVT

when set periodic advertising receive enable complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_COMPLETE_EVT

when periodic advertising sync transfer complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SET_ INFO_TRANS_COMPLETE_EVT

when periodic advertising set info transfer complete, the event comes

enumerator ESP_GAP_BLE_SET_PAST_PARAMS_COMPLETE_EVT

when set periodic advertising sync transfer params complete, the event comes

enumerator ESP_GAP_BLE_PERIODIC_ADV_SYNC_TRANS_RECV_EVT

when periodic advertising sync transfer received, the event comes

enumerator ESP_GAP_BLE_DTM_TEST UPDATE_EVT

when direct test mode state changes, the event comes

enumerator ESP_GAP_BLE_ADV_CLEAR_COMPLETE_EVT

When clear advertising complete, the event comes

enumerator ESP_GAP_BLE_SET_RPA_TIMEOUT COMPLETE_EVT

When set the Resolvable Private Address (RPA) timeout completes, the event comes
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enumerator ESP_GAP_BLE_ADD_DEV_TO_RESOLVING_LIST COMPLETE_EVT

when add a device to the resolving list completes, the event comes

enumerator ESP_GAP_BLE_VENDOR_CMD_COMPLETE_EVT

When vendor hci command complete, the event comes

enumerator ESP_GAP_BLE_SET_PRIVACY_ MODE_COMPLETE_EVT

When set privacy mode complete, the event comes

enumerator ESP_GAP_BLE_EVT MAX

when maximum advertising event complete, the event comes

enum esp_ble_adv_data_type
The type of advertising data(not adv_type)

Values:

enumerator ESP_BLE_AD_TYPE_FLAG

enumerator ESP_BLE_AD_TYPE_16SRV_PART

enumerator ESP_BLE_AD_TYPE_16SRV_CMPL

enumerator ESP_BLE_AD_TYPE_32SRV_PART

enumerator ESP_BLE_AD_TYPE_32SRV_CMPL

enumerator ESP_BLE_AD_TYPE_128SRV_PART

enumerator ESP_BLE_AD_TYPE_128SRV_CMPL

enumerator ESP_BLE_AD_TYPE_NAME_SHORT

enumerator ESP_BLE_AD_TYPE_NAME_CMPL

enumerator ESP_BLE_AD_TYPE_TX_PWR

enumerator ESP_BLE_AD_TYPE_DEV_CLASS

enumerator ESP_BLE_AD_TYPE_SM_TK

enumerator ESP_BLE_AD_TYPE_SM_OOB_FLAG

enumerator ESP_BLE_AD_TYPE_INT_RANGE

enumerator ESP_BLE_AD_TYPE_SOL_SRV_UUID
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enumerator ESP_BLE_AD_TYPE_128SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_PUBLIC_TARGET

enumerator ESP_BLE_AD_TYPE_RANDOM_ TARGET

enumerator ESP_BLE_AD_TYPE_APPEARANCE

enumerator ESP_BLE_AD_TYPE_ADV_INT

enumerator ESP_BLE_AD_TYPE_LE_DEV_ADDR

enumerator ESP_BLE_AD_TYPE_LE_ROLE

enumerator ESP_BLE_AD_TYPE_SPAIR_C256

enumerator ESP_BLE_AD_TYPE_SPAIR_R256

enumerator ESP_BLE_AD_TYPE_32SOL_SRV_UUID

enumerator ESP_BLE_AD_TYPE_32SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_128SERVICE_DATA

enumerator ESP_BLE_AD_TYPE_LE_SECURE_CONFIRM

enumerator ESP_BLE_AD_TYPE_LE_SECURE_RANDOM

enumerator ESP_BLE_AD_TYPE_URI

enumerator ESP_BLE_AD_TYPE_INDOOR_POSITION

enumerator ESP_BLE_AD_TYPE_TRANS_DISC_DATA

enumerator ESP_BLE_AD_TYPE_LE_SUPPORT_FEATURE

enumerator ESP_BLE_AD_TYPE_CHAN_MAP_UPDATE

enumerator ESP_BLE_AD_MANUFACTURER_SPECIFIC_TYPE

enum esp_ble_adv_type_t

Advertising mode.

Values:

Espressif Systems 236 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API Reference

enumerator ADV_TYPE_IND

enumerator ADV_TYPE_DIRECT_IND_HIGH

enumerator ADV_TYPE_SCAN_IND

enumerator ADV_TYPE_NONCONN_IND

enumerator ADV_TYPE_DIRECT_IND_LOW

enum esp_ble_adv_channel_t

Advertising channel mask.

Values:

enumerator ADV_CHNL_37

enumerator ADV_CHNL_38

enumerator ADV_CHNL_39

enumerator ADV_CHNIL_ALL

enum esp_ble_adv_filter_t

Values:

enumerator ADV_FILTER_ALLOW_SCAN_ANY CON_ANY

Allow both scan and connection requests from anyone.

enumerator ADV_FILTER ALLOW_SCAN_WLST_CON_ANY

Allow both scan req from White List devices only and connection req from anyone.

enumerator ADV_FILTER ALLOW_SCAN_ANY CON_WLST

Allow both scan req from anyone and connection req from White List devices only.

enumerator ADV_FILTER ALLOW_SCAN_WLST_CON_WLST

Allow scan and connection requests from White List devices only.

enum esp_ble_sec_act_t

Values:

enumerator ESP_BLE_SEC_ENCRYPT

relate to BTA_DM_BLE_SEC_ENCRYPT in bta/bta_api.h. If the device has already bonded, the stack
will used Long Term Key (LTK) to encrypt with the remote device directly. Else if the device hasn’ t
bonded, the stack will used the default authentication request used the esp_ble_gap_set_security_param
function set by the user.
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enumerator ESP_BLE_SEC_ENCRYPT NO_MITM

relate to BTA_DM_BLE_SEC_ENCRYPT_NO_MITM in bta/bta_api.h. If the device has been already
bonded, the stack will check the LTK (Long Term Key) Whether the authentication request has been met,
and if met, use the LTK to encrypt with the remote device directly, else re-pair with the remote device.
Else if the device hasn’ t been bonded, the stack will use NO MITM authentication request in the current
link instead of using the authreq in the esp_ble_gap_set_security_param function set by the user.

enumerator ESP_BLE_SEC_ENCRYPT_MITM

relate to BTA_DM_BLE_SEC_ENCRYPT_MITM in bta/bta_api.h. If the device has been already
bonded, the stack will check the LTK (Long Term Key) whether the authentication request has been
met, and if met, use the LTK to encrypt with the remote device directly, else re-pair with the remote
device. Else if the device hasn’ t been bonded, the stack will use MITM authentication request in the
current link instead of using the authreq in the esp_ble_gap_set_security_param function set by the user.

enum esp_ble_sm_param_t

Values:

enumerator ESP_BLE_SM_PASSKEY

Authentication requirements of local device

enumerator ESP_BLE_SM_AUTHEN_REQ MODE
The IO capability of local device

enumerator ESP_BLE_SM_IOCAP_MODE

Initiator Key Distribution/Generation

enumerator ESP_BLE_SM_SET_INIT_KEY

Responder Key Distribution/Generation

enumerator ESP_BLE_SM_SET_RSP_KEY

Maximum Encryption key size to support

enumerator ESP_BLE_SM_MAX KEY_SIZE

Minimum Encryption key size requirement from Peer

enumerator ESP_BLE_SM_MIN_ KEY_SIZE
Set static Passkey

enumerator ESP_BLE_SM_SET_STATIC_PASSKEY

Reset static Passkey

enumerator ESP_BLE_SM_CLEAR_STATIC_PASSKEY
Accept only specified SMP Authentication requirement

enumerator ESP_BLE_SM _ONLY_ACCEPT_SPECIFIED_SEC_AUTH
Enable/Disable OOB support

enumerator ESP_BLE_SM_OOB_SUPPORT
Appl encryption key size
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enumerator ESP_BLE_APP_ENC_KEY_SIZE

authentication max param

enumerator ESP_BLE_SM_MAX_PARAM

enum esp_ble_dtm_update_evt_t

Values:

enumerator DTM_TX_START_EVT
DTM TX start event.

enumerator DTM_RX_START_EVT
DTM RX start event.

enumerator DTM_TEST_STOP_EVT
DTM test end event.

enum esp_ble_scan_type_t

Ble scan type.

Values:

enumerator BLE_SCAN_TYPE_PASSIVE

Passive scan

enumerator BLE_SCAN_TYPE_ACTIVE

Active scan

enum esp_ble_scan_filter_t

Ble scan filter type.

Values:

enumerator BLE_SCAN_FILTER_ALLOW_ALL
Accept all :

i. advertisement packets except directed advertising packets not addressed to this device (default).

enumerator BLE_SCAN_FILTER_ALLOW_ONLY_WLST
Accept only :

i. advertisement packets from devices where the advertiser’ s address is in the White list.
ii. Directed advertising packets which are not addressed for this device shall be ignored.

enumerator BLE_SCAN_FILTER_ALLOW_UND_RPA_ DIR
Accept all :
i. undirected advertisement packets, and

ii. directed advertising packets where the initiator address is a resolvable private address, and
iii. directed advertising packets addressed to this device.
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enumerator BLE_SCAN_FILTER_ALLOW_WLIST_ RPA_DIR
Accept all :

i. advertisement packets from devices where the advertiser’ s address is in the White list, and
ii. directed advertising packets where the initiator address is a resolvable private address, and
iii. directed advertising packets addressed to this device.

enum esp_ble_scan_duplicate_t

Ble scan duplicate type.

Values:

enumerator BLE_ SCAN_DUPLICATE_DISABLE

the Link Layer should generate advertising reports to the host for each packet received

enumerator BLE_ SCAN_DUPLICATE_ENABLE
the Link Layer should filter out duplicate advertising reports to the Host

enumerator BLE_ SCAN_DUPLICATE_ENABLE_RESET
Duplicate filtering enabled, reset for each scan period, only supported in BLE 5.0.

enumerator BLE_ SCAN_DUPLICATE_MAX

Reserved for future use.

enum esp_gap_search_evt_t
Sub Event of ESP_GAP_BLE_SCAN_RESULT_EVT.

Values:

enumerator ESP_GAP_SEARCH_INQ RES_EVT

Inquiry result for a peer device.

enumerator ESP_GAP_SEARCH_INQ CMPI,_EVT
Inquiry complete.

enumerator ESP_GAP_SEARCH_DISC_RES_EVT

Discovery result for a peer device.

enumerator ESP_GAP_SEARCH_DISC_BLE_RES_EVT

Discovery result for BLE GATT based service on a peer device.

enumerator ESP_GAP_SEARCH_DISC_CMPL_EVT

Discovery complete.

enumerator ESP_GAP_SEARCH_DI_DISC_CMPIL_EVT

Discovery complete.

enumerator ESP_GAP_SEARCH_SEARCH_CANCEL_CMPL_EVT

Search cancelled
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enumerator ESP_GAP_SEARCH_INQ DISCARD_NUM_EVT
The number of pkt discarded by flow control

enum esp_ble_evt_type_t

Ble scan result event type, to indicate the result is scan response or advertising data or other.

Values:

enumerator ESP_BLE_EVT_CONN_ADV
Connectable undirected advertising (ADV_IND)

enumerator ESP_BLE_EVT _CONN_DIR_ADV
Connectable directed advertising (ADV_DIRECT_IND)

enumerator ESP_BLE_EVT_DISC_ADV
Scannable undirected advertising (ADV_SCAN_IND)

enumerator ESP_BLE_EVT _NON_CONN_ADV
Non connectable undirected advertising (ADV_NONCONN_IND)

enumerator ESP_BLE_EVT_SCAN_RSP
Scan Response (SCAN_RSP)

enum esp_ble_wl_operation_t

Values:

enumerator ESP_BLE_WHITELIST REMOVE

remove mac from whitelist

enumerator ESP_BLE_WHITELIST ADD
add address to whitelist

enumerator ESP_BLE_WHITELIST CLEAR

clear all device in whitelist

enum esp_bt_duplicate_exceptional_subcode_type_t

Values:

enumerator ESP_BLE_DUPLICATE_EXCEPTIONAL_ LIST ADD

Add device info into duplicate scan exceptional list

enumerator ESP_BLE_DUPLICATE_EXCEPTIONAL LIST REMOVE

Remove device info from duplicate scan exceptional list

enumerator ESP_BLE_DUPLICATE_EXCEPTIONAL_ LIST CLEAN

Clean duplicate scan exceptional list

enum esp_ble_duplicate_exceptional_info_type_t

Values:
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enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_ADV_ADDR
BLE advertising address , device info will be added into ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_LINK_ID

BLE mesh link ID, it is for BLE mesh, device info will be added into
ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID_LIST

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_BEACON_TYPE
BLE mesh beacon AD type, the format is | Len | 0x2B | Beacon Type | Beacon Data |

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_PROV_SRV_ADV
BLE mesh provisioning service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1827 | ---. '

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH PROXY_SRV_ADV
BLE mesh adv with proxy service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1828 | ---. '

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ INFO_MESH_PROXY_ SOLIC_ADV
BLE mesh adv with proxy service uuid, the format is | 0x02 | 0x01 | flags | 0x03 | 0x03 | 0x1859 | ---. '

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_INFO_MESH_ URI_ADV
BLE mesh URI adv, the format is ---| Len | 0x24 | data |-+

enum esp_duplicate_scan_exceptional_list_type_t

Values:

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ADDR_LIST

duplicate scan exceptional addr list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_LINK_ID_LIST

duplicate scan exceptional mesh link ID list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_BEACON_TYPE_LIST

duplicate scan exceptional mesh beacon type list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ MESH_PROV_SRV_ADV_LIST

duplicate scan exceptional mesh adv with provisioning service uuid

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_PROXY SRV_ADV_LIST

duplicate scan exceptional mesh adv with proxy service uuid

enumerator ESP_BLE_DUPLICATE_SCAN_ EXCEPTIONAL_ MESH_PROXY_ SOLIC_ADV_LIST

duplicate scan exceptional mesh adv with proxy solicitation PDU uuid

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_MESH_URI_ADV_LIST

duplicate scan exceptional URI list

enumerator ESP_BLE_DUPLICATE_SCAN_EXCEPTIONAL_ ALIL_LIST

duplicate scan exceptional all list
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enum esp_ble_privacy_mode_t

Values:

enumerator ESP_BLE_NETWORK_PRIVACY_ MODE
Network Privacy Mode for peer device (default)

enumerator ESP_BLE_DEVICE_PRIVACY_ MODE

Device Privacy Mode for peer device

GATT DEFINES

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_gatt_defs.h

Unions

union esp_gatt_rsp_t

#include <esp_gatt_defs.h> Represents the response type for a GATT remote read request.

Public Members

esp_gatt_value_t attr_value

The GATT attribute value, including its data, handle, and metadata.

uintl6_t handle
Only the handle of the GATT attribute, when that’ s the only required information.

Structures

struct esp_gatt_id_t
Represents a GATT identifier.

Public Members

esp_bt_uuid_t uuid
The UUID component of the GATT ID.

uint8_t inst_id
The instance ID component of the GATT ID, providing further differentiation of the GATT ID.

struct esp_gatt_srve_id_t

Represents a GATT service identifier.
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Public Members

esp_gatt_id_t id
Encapsulates the UUID and instance ID of the GATT service.

bool is_primary

Indicates if the service is primary. A value of true means it is a primary service, false indicates a secondary
service.

struct esp_attr_desc_t

Defines an attribute’ s description.

This structure is used to describe an attribute in the GATT database. It includes details such as the UUID of
the attribute, its permissions, and its value.

Public Members

uintl6_t uuid_length
Length of the UUID in bytes.

uint8_t *uuid_p
Pointer to the UUID value.

uint16_t perm

Attribute permissions, defined by esp_gatt_perm_t.

uintl6_t max_length

Maximum length of the attribute’ s value.

uintl6_t length

Current length of the attribute’ s value.

uint8_t *value

Pointer to the attribute’ s value array.

struct esp_attr_control_t

Defines the auto response setting for attribute operations.

This structure is used to control whether the GATT stack or the application will handle responses to Read/Write
operations.

Public Members

uint8_t auto_rsp

Controls who handles the response to Read/Write operations.

e If setto ESP_GATT_RSP_BY_ APP, the application is responsible for generating the response.
e If setto ESP_GATT_AUTO_RSP, the GATT stack will automatically generate the response.
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struct esp_gatts_attr_db_t
attribute type added to the GATT server database

Public Members

esp_attr_control_t attr_control

The attribute control type

esp_attr_desc_t att_desc
The attribute type

struct esp_attr_wvalue_t

set the attribute value type

Public Members

uintl6_t attr_max_len

attribute max value length

uintl6_t attr_len

attribute current value length

uint8_t *attr_value

the pointer to attribute value

struct esp_gatts_incl_svc_desc_t

Gatt include service entry element.

Public Members

uintl6_t start_hdl

Gatt start handle value of included service

uint16_t end_hdl

Gatt end handle value of included service

uintl6_t uuid

Gatt attribute value UUID of included service

struct esp_gatts_incl128_svc_desc_t

Gatt include 128 bit service entry element.

Public Members

uintl6_t start_hdl
Gatt start handle value of included 128 bit service
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uint16_t end_hdl

Gatt end handle value of included 128 bit service

struct esp_gatt_value_t

Represents a GATT attribute’ s value.

Public Members

uint8_t value[512]
Array holding the value of the GATT attribute.

uintl6_t handle
Unique identifier (handle) of the GATT attribute.

uintl6_t of£set

Offset within the attribute’ s value, for partial updates.

uintl6_t 1len

Current length of the data in the value array.

uint8_t auth_req

Authentication requirements for accessing this attribute.

struct esp_gatt_conn_params_t

Connection parameters for GATT.

Public Members

uintl6_t interval

Connection interval.

uintl6_t latency

Slave latency for the connection in number of connection events.

uintl6_t timeout

Supervision timeout for the LE Link.

struct esp_gattc_multi_t

Represents multiple attributes for reading.

Public Members

uint8_t num_attr

Number of attributes.
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uintl6_t handles[10]
List of attribute handles.

struct esp_gattc_db_elem_t
GATT database attribute element.

Public Members
esp_gatt_db_attr_type_t type
Attribute type.

uintl6_t attribute_handle
Attribute handle.

uintl6_t start_handle

Service start handle.

uint16_t end_handle

Service end handle.

esp_gatt_char_prop_t properties

Characteristic properties.

esp_bt_uuid_t vuid
Attribute UUID.

struct esp_gattc_service_elem_t

Represents a GATT service element.

Public Members

bool is_primary

Indicates if the service is primary.

uintl6_t start_handle

Service start handle.

uint16_t end_handle

Service end handle.

esp_bt_uuid_t uuid
Service UUID.

struct esp_gattc_char_elem_t

Represents a GATT characteristic element.
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Public Members

uint16_t char_handle

Characteristic handle.

esp_gatt_char_prop_t properties

Characteristic properties.

esp_bt_uuid_t uuid
Characteristic UUID.

struct esp_gattc_descr_elem_t

Represents a GATT descriptor element.

Public Members

uintl6_t handle

Descriptor handle.

esp_bt_uuid_t uuid
Descriptor UUID.

struct esp_gattc_incl_svc_elem_t

Represents an included GATT service element.

Public Members

uint16_t handle

Current attribute handle of the included service.

uintl6_t incl_srvec_s_handle

Start handle of the included service.

uintl6_t incl_srvc_e_handle

End handle of the included service.

esp_bt_uuid_t wvuid
Included service UUID.

Macros

ESP_GATT_ILLEGAL_UUID
GATT INVALID UUID.

ESP_GATT_ILLEGAL_HANDLE
GATT INVALID HANDLE.
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ESP_GATT_ATTR_HANDLE_MAX
GATT attribute max handle.

ESP_GATT_MAX_READ_ MULTI_HANDLES

Maximum number of attributes to read in one request.

ESP_GATT_UUID_IMMEDIATE_ALERT_SVC
Immediate Alert Service UUID.

ESP_GATT_UUID_LINK_LOSS_SVC
Link Loss Service UUID.

ESP_GATT_UUID_TX_POWER_SVC
TX Power Service UUID.

ESP_GATT_UUID_CURRENT_TIME_SVC
Current Time Service UUID.

ESP_GATT_UUID_REF_TIME_UPDATE_SVC
Reference Time Update Service UUID.

ESP_GATT_UUID_NEXT_DST_CHANGE_SVC
Next DST Change Service UUID.

ESP_GATT_UUID_GLUCOSE_SVC
Glucose Service UUID.

ESP_GATT_UUID_HEALTH_THERMOM_ SVC
Health Thermometer Service UUID.

ESP_GATT_UUID_DEVICE_INFO_SVC

Device Information Service UUID.

ESP_GATT_UUID_HEART_ RATE_SVC
Heart Rate Service UUID.

ESP_GATT_UUID_PHONE_ALERT_ STATUS_SVC
Phone Alert Status Service UUID.

ESP_GATT_UUID_BATTERY SERVICE_SVC
Battery Service UUID.

ESP_GATT_UUID_BLOOD_PRESSURE_SVC
Blood Pressure Service UUID.

ESP_GATT_UUID_ALERT_NTF_SVC
Alert Notification Service UUID.
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ESP_GATT_UUID_HID_SVC
HID Service UUID.

ESP_GATT_UUID_SCAN_PARAMETERS_SVC

Scan Parameters Service UUID.

ESP_GATT_UUID_RUNNING_SPEED_CADENCE_SVC
Running Speed and Cadence Service UUID.

ESP_GATT_UUID_Automation_IO_SVC
Automation IO Service UUID.

ESP_GATT_UUID_CYCLING_SPEED_CADENCE_SVC
Cycling Speed and Cadence Service UUID.

ESP_GATT_UUID_CYCLING_POWER_SVC
Cycling Power Service UUID.

ESP_GATT_UUID_LOCATION_AND_ NAVIGATION_SVC

Location and Navigation Service UUID.

ESP_GATT_UUID_ENVIRONMENTAL_SENSING_SVC

Environmental Sensing Service UUID.

ESP_GATT_UUID_BODY_COMPOSITION
Body Composition Service UUID.

ESP_GATT_UUID_USER_DATA_SVC
User Data Service UUID.

ESP_GATT_UUID_WEIGHT SCALE_SVC
Weight Scale Service UUID.

ESP_GATT_UUID_BOND_MANAGEMENT_ SVC
Bond Management Service UUID.

ESP_GATT_UUID_CONT GLUCOSE_MONITOR_SVC

Continuous Glucose Monitoring Service UUID.

ESP_GATT_UUID_PRI_SERVICE
Primary Service UUID.

ESP_GATT_UUID_SEC_SERVICE
Secondary Service UUID.

ESP_GATT_UUID_INCLUDE_SERVICE
Include Service UUID.
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ESP_GATT_UUID_CHAR_DECLARE
Characteristic Declaration UUID.

ESP_GATT_UUID_CHAR_EXT PROP
Characteristic Extended Properties UUID.

ESP_GATT_UUID_CHAR_DESCRIPTION
Characteristic User Description UUID.

ESP_GATT_UUID_CHAR_CLIENT_CONFIG
Client Characteristic Configuration UUID.

ESP_GATT_UUID_CHAR_SRVR_CONFIG
Server Characteristic Configuration UUID.

ESP_GATT_UUID_CHAR_PRESENT_ FORMAT

Characteristic Presentation Format UUID.

ESP_GATT_UUID_CHAR_AGG_FORMAT
Characteristic Aggregate Format UUID.

ESP_GATT_UUID_CHAR_VALID_RANGE
Characteristic Valid Range UUID.

ESP_GATT_UUID_EXT RPT_REF_DESCR
External Report Reference Descriptor UUID.

ESP_GATT_UUID_RPT_ REF_DESCR
Report Reference Descriptor UUID.

ESP_GATT_UUID_NUM DIGITALS_DESCR
Number of Digitals Descriptor UUID.

ESP_GATT_UUID_VALUE_TRIGGER_DESCR
Value Trigger Setting Descriptor UUID.

ESP_GATT_UUID_ENV_SENSING_CONFIG_DESCR

Environmental Sensing Configuration Descriptor UUID.

ESP_GATT_UUID_ENV_SENSING_MEASUREMENT_ DESCR

Environmental Sensing Measurement Descriptor UUID.

ESP_GATT_UUID_ENV_SENSING_TRIGGER_DESCR
Environmental Sensing Trigger Setting Descriptor UUID.

ESP_GATT_UUID_TIME_TRIGGER_DESCR
Time Trigger Setting Descriptor UUID.
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ESP_GATT_UUID_GAP_DEVICE_NAME
GAP Device Name UUID.

ESP_GATT_UUID_GAP_ICON
GAP Icon UUID.

ESP_GATT_UUID_GAP_PREF_CONN_PARAM
GAP Preferred Connection Parameters UUID.

ESP_GATT_UUID_GAP_CENTRAL_ADDR_RESOL
GAP Central Address Resolution UUID.

ESP_GATT_UUID_GATT_SRV_CHGD
GATT Service Changed UUID.

ESP_GATT_UUID_ALERT_LEVEL
Alert Level UUID.

ESP_GATT_UUID_TX_POWER_LEVEL
TX Power Level UUID.

ESP_GATT_UUID_CURRENT_TIME
Current Time UUID.

ESP_GATT_UUID_LOCAL_TIME_INFO
Local Time Info UUID.

ESP_GATT_UUID_REF_TIME_INFO

Reference Time Information UUID.

ESP_GATT_UUID_NW_STATUS
Network Availability Status UUID.

ESP_GATT_UUID_NW_TRIGGER
Network Availability Trigger UUID.

ESP_GATT_UUID_ALERT_STATUS
Alert Status UUID.

ESP_GATT_UUID_RINGER_CP
Ringer Control Point UUID.

ESP_GATT_UUID_RINGER_SETTING
Ringer Setting UUID.

ESP_GATT_UUID_GM_MEASUREMENT

Glucose Measurement Characteristic UUID.
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ESP_GATT_UUID_GM_CONTEXT

Glucose Measurement Context Characteristic UUID.

ESP_GATT_UUID_GM_CONTROL_POINT
Glucose Control Point Characteristic UUID.

ESP_GATT_UUID_GM_FEATURE
Glucose Feature Characteristic UUID.

ESP_GATT_UUID_SYSTEM_ID
System ID Characteristic UUID.

ESP_GATT_UUID_MODEL_NUMBER_STR
Model Number String Characteristic UUID.

ESP_GATT_UUID_SERIAL_NUMBER_STR
Serial Number String Characteristic UUID.

ESP_GATT_UUID_FW_VERSION_STR

Firmware Revision String Characteristic UUID.

ESP_GATT_UUID_HW_VERSION_STR
Hardware Revision String Characteristic UUID.

ESP_GATT_UUID_SW_VERSION_STR
Software Revision String Characteristic UUID.

ESP_GATT_UUID_MANU_NAME
Manufacturer Name String Characteristic UUID.

ESP_GATT_UUID_IEEE_DATA

IEEE 11073-20601 Regulatory Certification Data List Characteristic UUID.

ESP_GATT_UUID_PNP_ID
PnP ID Characteristic UUID.

ESP_GATT_UUID_HID_ INFORMATION
HID Information Characteristic UUID.

ESP_GATT_UUID_HID_ REPORT_MAP
HID Report Map Characteristic UUID.

ESP_GATT_UUID_HID_CONTROL_POINT
HID Control Point Characteristic UUID.

ESP_GATT_UUID_HID_ REPORT
HID Report Characteristic UUID.
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ESP_GATT_UUID_HID_PROTO_MODE
HID Protocol Mode Characteristic UUID.

ESP_GATT_UUID_HID_BT_ KB_INPUT
HID Bluetooth Keyboard Input Characteristic UUID.

ESP_GATT_UUID_HID_BT KB_OUTPUT
HID Bluetooth Keyboard Output Characteristic UUID.

ESP_GATT_UUID_HID_BT MOUSE_INPUT
HID Bluetooth Mouse Input Characteristic UUID.

ESP_GATT_HEART RATE_MEAS
Heart Rate Measurement Characteristic UUID.

ESP_GATT_BODY_SENSOR_LOCATION
Body Sensor Location Characteristic UUID.

ESP_GATT_HEART_RATE_CNTL_POINT
Heart Rate Control Point Characteristic UUID.

ESP_GATT_UUID_BATTERY_LEVEL
Battery Level Characteristic UUID.

ESP_GATT_UUID_SC_CONTROL_POINT
Sensor Control Point Characteristic UUID.

ESP_GATT_UUID_SENSOR_LOCATION

Sensor Location Characteristic UUID.

ESP_GATT_UUID_RSC_MEASUREMENT
RSC Measurement Characteristic UUID.

ESP_GATT_UUID_RSC_FEATURE
RSC Feature Characteristic UUID.

ESP_GATT_UUID_CSC_MEASUREMENT
CSC Measurement Characteristic UUID.

ESP_GATT_UUID_CSC_FEATURE
CSC Feature Characteristic UUID.

ESP_GATT_UUID_SCAN_INT_WINDOW
Scan Interval Window Characteristic UUID.

ESP_GATT_UUID_SCAN_ REFRESH
Scan Refresh UUID.
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ESP_GATT_PERM_ READ
Permission to read the attribute. Corresponds to BTA_GATT_PERM_READ.

ESP_GATT_PERM READ_ENCRYPTED

Permission to read the attribute with encryption. Corresponds to
BTA_GATT_PERM_READ_ENCRYPTED.

ESP_GATT_PERM READ_ENC_MITM

Permission to read the attribute with encrypted MITM (Man In The Middle) protection. Corresponds to
BTA_GATT_PERM_READ_ENC_MITM.

ESP_GATT_PERM_WRITE
Permission to write to the attribute. Corresponds to BTA_GATT_PERM_WRITE.

ESP_GATT_PERM WRITE_ENCRYPTED

Permission  to  write to  the  attribute  with  encryption. Corresponds  to
BTA_GATT_PERM_WRITE_ENCRYPTED.

ESP_GATT_PERM WRITE_ENC_MITM

Permission to write to the attribute with encrypted MITM protection. Corresponds  to
BTA_GATT_PERM_WRITE_ENC_MITM.

ESP_GATT PERM WRITE_SIGNED
Permission for signed writes to the attribute. Corresponds to BTA_GATT_PERM_WRITE_SIGNED.

ESP_GATT_PERM_WRITE_SIGNED_ MITM

Permission for signed writes to the attribute with MITM protection. Corresponds  to
BTA_GATT_PERM_WRITE_SIGNED_MITM.

ESP_GATT_PERM READ_AUTHORIZATION

Permission to read the attribute with authorization.

ESP_GATT_PERM WRITE_AUTHORIZATION
Permission to write to the attribute with authorization.
ESP_GATT_PERM ENCRYPT_KEY_ SIZE (keysize)

Macro to specify minimum encryption key size.

Parameters
* keysize —The minimum size of the encryption key, in bytes.

ESP_GATT_CHAR_PROP_BIT_ BROADCAST
Ability to broadcast.Corresponds to BTA_GATT_CHAR_PROP_BIT_BROADCAST.

ESP_GATT_CHAR_PROP_BIT_ READ
Ability to read.Corresponds to BTA_GATT_CHAR_PROP_BIT_READ.

ESP_GATT_CHAR_PROP_BIT WRITE_NR
Ability to write without response.Corresponds to BTA_ GATT_CHAR_PROP_BIT_WRITE_NR.
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ESP_GATT_CHAR_PROP_BIT_ WRITE
Ability to write.Corresponds to BTA_GATT_CHAR_PROP_BIT_WRITE.

ESP_GATT_CHAR_PROP_BIT NOTIFY
Ability to notify.Corresponds to BTA_GATT_CHAR_PROP_BIT_NOTIFY.

ESP_GATT_CHAR_PROP_BIT INDICATE
Ability to indicate.Corresponds to BTA_GATT_CHAR_PROP_BIT_INDICATE.

ESP_GATT_CHAR_PROP_BIT_ AUTH
Ability to authenticate.Corresponds to BTA_GATT_CHAR_PROP_BIT_AUTH.

ESP_GATT_CHAR_PROP_BIT_ EXT_PROP
Has extended properties.Corresponds to BTA_ GATT_CHAR_PROP_BIT_EXT_PROP.

ESP_GATT_MAX_ATTR_LEN
Defines the maximum length of a GATT attribute.

This definition specifies the maximum number of bytes that a GATT attribute can hold.As same as
GATT_MAX_ATTR_LEN.

ESP_GATT_RSP_BY_ APP

Defines attribute control for GATT operations.

This module provides definitions for controlling attribute auto responses in GATT operations.Response to
Write/Read operations should be handled by the application.

ESP_GATT_AUTO_RSP
Response to Write/Read operations should be automatically handled by the GATT stack.

ESP_GATT_IF_NONE

Macro indicating no specific GATT interface.

No specific application GATT interface.

Type Definitions

typedef uint16_t esp_gatt_perm_t
Type to represent GATT attribute permissions.

typedef uint8_t esp_gatt_char_prop_t

Type for characteristic properties bitmask.

typedef uint8_t esp_gatt_if_t
GATT interface type for client applications.

Enumerations
enum esp_gatt_prep_write_type
Defines the attribute write operation types from the client.

These values are used to specify the type of write operation in a prepare write sequence. relate to
BTA_GATT_PREP_WRITE_xxx in bta/bta_gatt_api.h.
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Values:

enumerator ESP_GATT_PREP_WRITE_CANCEL
Prepare write cancel. Corresponds to BTA_GATT_PREP_WRITE_CANCEL.

enumerator ESP_GATT_PREP_WRITE_EXEC
Prepare write execute. Corresponds to BTA_GATT_PREP_WRITE_EXEC.

enum esp_gatt_status_t
GATT operation status codes.

These status codes are used to indicate the result of various GATT operations. relate to BTA_GATT_xxx in
bta/bta_gatt_api.h .

Values:

enumerator ESP_GATT_OK
0x0, Operation successful. Corresponds to BTA_GATT_OK.

enumerator ESP_GATT_INVALID_ HANDLE
0x01, Invalid handle. Corresponds to BTA_GATT_INVALID_HANDLE.

enumerator ESP_GATT_READ_NOT_PERMIT
0x02, Read operation not permitted. Corresponds to BTA_GATT_READ_NOT_PERMIT.

enumerator ESP_GATT_WRITE_NOT_ PERMIT
0x03, Write operation not permitted. Corresponds to BTA_GATT_WRITE_NOT_PERMIT.

enumerator ESP_GATT_INVALID_PDU
0x04, Invalid PDU. Corresponds to BTA_GATT_INVALID_PDU.

enumerator ESP_GATT_INSUF_AUTHENTICATION
0x05, Insufficient authentication. Corresponds to BTA_GATT_INSUF_AUTHENTICATION.

enumerator ESP_GATT_REQ_NOT_SUPPORTED
0x06, Request not supported. Corresponds to BTA_GATT_REQ_NOT_SUPPORTED.

enumerator ESP_GATT_INVALID OFFSET
0x07, Invalid offset. Corresponds to BTA_GATT_INVALID_OFFSET.

enumerator ESP_GATT_INSUF_AUTHORIZATION
0x08, Insufficient authorization. Corresponds to BTA_GATT_INSUF_AUTHORIZATION.

enumerator ESP_GATT_PREPARE_Q FULL
0x09, Prepare queue full. Corresponds to BTA_GATT_PREPARE_Q_FULL.

enumerator ESP_GATT_NOT_FOUND
0x0a, Not found. Corresponds to BTA_GATT_NOT_FOUND.

enumerator ESP_GATT_NOT_LONG
0x0b, Not long. Corresponds to BTA_GATT_NOT_LONG.

Espressif Systems 257 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API Reference

enumerator ESP_GATT_INSUF_KEY_ SIZE
0xO0c, Insufficient key size. Corresponds to BTA_GATT_INSUF_KEY_SIZE.

enumerator ESP_GATT_INVALID_ATTR_LEN
0x0d, Invalid attribute length. Corresponds to BTA_GATT_INVALID_ATTR_LEN.

enumerator ESP_GATT_ERR_UNLIKELY
0x0e, Unlikely error. Corresponds to BTA_GATT_ERR_UNLIKELY.

enumerator ESP_GATT_INSUF_ENCRYPTION
0xO0f, Insufficient encryption. Corresponds to BTA_GATT_INSUF_ENCRYPTION.

enumerator ESP_GATT_UNSUPPORT_GRP_TYPE
0x10, Unsupported group type. Corresponds to BTA_ GATT_UNSUPPORT_GRP_TYPE.

enumerator ESP_GATT_INSUF_RESOURCE
0x11, Insufficient resource. Corresponds to BTA_GATT_INSUF_RESOURCE.

enumerator ESP_GATT_NO_RESOURCES
0x80, No resources. Corresponds to BTA_ GATT_NO_RESOURCES.

enumerator ESP_GATT_INTERNAL_ERROR
0x81, Internal error. Corresponds to BTA_ GATT_INTERNAL_ERROR.

enumerator ESP_GATT_WRONG_STATE
0x82, Wrong state. Corresponds to BTA_GATT_WRONG_STATE.

enumerator ESP_GATT_DB_FULL
0x83, Database full. Corresponds to BTA_GATT_DB_FULL.

enumerator ESP_GATT_BUSY
0x84, Busy. Corresponds to BTA_GATT_BUSY.

enumerator ESP_GATT_ERROR
0x85, Generic error. Corresponds to BTA_ GATT_ERROR.

enumerator ESP_GATT_CMD_STARTED
0x86, Command started. Corresponds to BTA_GATT_CMD_STARTED.

enumerator ESP_GATT_ILLEGAL_PARAMETER
0x87, Illegal parameter. Corresponds to BTA_GATT_ILLEGAL_PARAMETER.

enumerator ESP_GATT_PENDING
0x88, Operation pending. Corresponds to BTA_GATT_PENDING.

enumerator ESP_GATT_AUTH_FAIL
0x89, Authentication failed. Corresponds to BTA_GATT_AUTH_FAIL.
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enumerator ESP_GATT_MORE
0x8a, More data available. Corresponds to BTA_GATT_MORE.

enumerator ESP_GATT_INVALID_CFG
0x8b, Invalid configuration. Corresponds to BTA_GATT_INVALID_CFG.

enumerator ESP_GATT_SERVICE_STARTED
0x8c, Service started. Corresponds to BTA_GATT_SERVICE_STARTED.

enumerator ESP_GATT_ENCRYPTED_MITM
0x0, Encrypted, with MITM protection. Corresponds to BTA_GATT_ENCRYPTED_MITM.

enumerator ESP_GATT_ENCRYPTED_NO_MITM
0x8d, Encrypted, without MITM protection. Corresponds to BTA_ GATT_ENCRYPTED_NO_MITM.

enumerator ESP_GATT_NOT_ENCRYPTED
0x8e, Not encrypted. Corresponds to BTA_GATT_NOT_ENCRYPTED.

enumerator ESP_GATT_CONGESTED
0x8f, Congested. Corresponds to BTA_GATT_CONGESTED.

enumerator ESP_GATT_DUP_REG
0x90, Duplicate registration. Corresponds to BTA_GATT_DUP_REG.

enumerator ESP_GATT_ALREADY_OPEN
0x91, Already open. Corresponds to BTA_GATT_ALREADY_OPEN.

enumerator ESP_GATT_CANCEL
0x92, Operation cancelled. Corresponds to BTA_GATT_CANCEL.

enumerator ESP_GATT_STACK_RSP
0xe0, Stack response. Corresponds to BTA_GATT_STACK_RSP.

enumerator ESP_GATT_APP_RSP
Oxel, Application response. Corresponds to BTA_GATT_APP_RSP.

enumerator ESP_GATT_UNKNOWN_ERROR
Oxef, Unknown error. Corresponds to BTA_ GATT_UNKNOWN_ERROR.

enumerator ESP_GATT_CCC_CFG_ERR

Oxfd, Client Characteristic Configuration Descriptor improperly configured. Corresponds to
BTA_GATT_CCC_CFG_ERR.

enumerator ESP_GATT_PRC_IN_PROGRESS
Oxfe, Procedure already in progress. Corresponds to BTA_GATT_PRC_IN_PROGRESS.

enumerator ESP_GATT_OUT_OF _RANGE
Oxff, Attribute value out of range. Corresponds to BTA_GATT_OUT_OF_RANGE.
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enum esp_gatt_conn_reason_t

Enumerates reasons for GATT connection.

Values:

enumerator ESP_GATT__CONN_UNKNOWN
Unknown connection reason. Corresponds to BTA_GATT_CONN_UNKNOWN in bta/bta_gatt_api.h

enumerator ESP_GATT _CONN_L2C_FAILURE
General L2CAP failure. Corresponds to BTA_ GATT_CONN_L2C_FAILURE in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_TIMEOUT
Connection timeout. Corresponds to BTA_GATT_CONN_TIMEOUT in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_TERMINATE_PEER_USER

Connection terminated by peer user. Corresponds to BTA_ GATT_CONN_TERMINATE_PEER_USER
in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_TERMINATE_LOCAL_HOST

Connection terminated by local host. Corresponds to BTA_ GATT_CONN_TERMINATE_LOCAL_HOST
in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_FAIIL_ESTABLISH

Failure to establish connection. Corresponds to BTA_GATT_CONN_FAIL_ESTABLISH in
bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_LMP_TIMEOUT

Connection  failed due to LMP  response  timeout. Corresponds  to
BTA_GATT_CONN_LMP_TIMEOUT in bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_CONN_CANCEL

L2CAP connection cancelled. Corresponds to BTA_GATT_CONN_CONN_CANCEL in
bta/bta_gatt_api.h

enumerator ESP_GATT_CONN_NONE
No connection to cancel. Corresponds to BTA_GATT_CONN_NONE in bta/bta_gatt_api.h

enum esp_gatt_auth_req t
Defines the GATT authentication request types.

This enumeration lists the types of authentication requests that can be made. It corresponds to the
BTA_GATT_AUTH_REQ_xxx values defined in bta/bta_gatt_api.h. The types include options for
no authentication, unauthenticated encryption, authenticated encryption, and both signed versions with and
without MITM (Man-In-The-Middle) protection.

Values:

enumerator ESP_GATT_AUTH_REQ_NONE
No authentication required. Corresponds to BTA_GATT_AUTH_REQ_NONE.

enumerator ESP_GATT_AUTH_REQ NO_MITM
Unauthenticated encryption. Corresponds to BTA_GATT_AUTH_REQ_NO_MITM.
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enumerator ESP_GATT AUTH_REQ_MITM
Authenticated encryption (MITM protection). Corresponds to BTA_GATT_AUTH_REQ_MITM.

enumerator ESP_GATT_AUTH_REQ_SIGNED_NO_MITM
Signed data, no MITM protection. Corresponds to BTA_GATT_AUTH_REQ_SIGNED_NO_MITM.

enumerator ESP_GATT_AUTH_REQ_SIGNED_MITM
Signed data with MITM protection. Corresponds to BTA_GATT_AUTH_REQ_SIGNED_MITM.

enum esp_service_source_t

Enumerates the possible sources of a GATT service discovery.

This enumeration identifies the source of a GATT service discovery process, indicating whether the service
information was obtained from a remote device, from NVS (Non-Volatile Storage) flash, or the source is
unknown.

Values:

enumerator ESP_GATT_SERVICE_FROM_REMOTE_DEVICE
Service information from a remote device. Relates to BTA_ GATTC_SERVICE_INFO_FROM_REMOTE_DEVICE.

enumerator ESP_GATT_SERVICE_FROM_NVS_FLASH
Service information from NVS flash. Relates to BTA_GATTC_SERVICE_INFO_FROM_NVS_FLASH.

enumerator ESP_GATT_SERVICE_FROM_UNKNOWN
Service source is unknown. Relates to BTA_GATTC_SERVICE_INFO_FROM_UNKNOWN.

enum esp_gatt_write_type_t
Defines the types of GATT write operations.

Values:

enumerator ESP_GATT_WRITE_TYPE_NO_RSP

Write operation where no response is needed.

enumerator ESP_GATT_WRITE_TYPE_RSP

Write operation that requires a remote response.

enum esp_gatt_db_attr_type_t
Enumerates types of GATT database attributes.

Values:

enumerator ESP_GATT_DB_PRIMARY_SERVICE

Primary service attribute.

enumerator ESP_GATT_DB_SECONDARY_SERVICE

Secondary service attribute.

enumerator ESP_GATT_DB_CHARACTERISTIC

Characteristic attribute.
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enumerator ESP_GATT_DB_DESCRIPTOR

Descriptor attribute.

enumerator ESP_GATT_DB_INCLUDED_SERVICE

Included service attribute.

enumerator ESP_GATT_DB_ALL
All attribute types.

GATT SERVER API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

¢ This is a GATT sever demo and its tutorial. This demo creates a GATT service with an attribute table, which
releases the user from adding attributes one by one. This is the recommended method of adding attributes.
— bluetooth/bluedroid/ble/gatt_server_service_table
— GATT Server Service Table Example Walkthrough
¢ This is a GATT server demo and its tutorial. This demo creates a GATT service by adding attributes one by
one as defined by Bluedroid. The recommended method of adding attributes is presented in example above.
— bluetooth/bluedroid/ble/gatt_server
— GATT Server Example Walkthrough
e This is a BLE SPP-Like demo. This demo, which acts as a GATT server, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_server

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_gatts_api.h

Functions
esp_err_t esp_ble_gatts_register_callback (esp_gatts_cbh_t callback)

This function is called to register application callbacks with BTA GATTS module.
Returns
¢ ESP_OK : success

* other : failed
esp_gatts_cb_t esp_ble_gatts_get_callback (void)

This function is called to get the current application callbacks with BTA GATTS module.

Returns
* esp_gatts_cb_t : current callback

esp_err_t esp_ble_gatts_app_register (uintl6_t app_id)

This function is called to register application identifier.

Returns
e ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gatts_app_unregister (esp_gatt_if _t gatts_if)
unregister with GATT Server.

Parameters gatts_if —[in] GATT server access interface
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Returns
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_create_service (esp_gatt_if_t gatts_if, esp_gatt_srvc_id_t *service_id,
uint16_t num_handle)

Create a service. When service creation is done, a callback event ESP_GATTS_CREATE_EVT is called to
report status and service ID to the profile. The service ID obtained in the callback function needs to be used
when adding included service and characteristics/descriptors into the service.

Parameters

* gatts_if —[in] GATT server access interface

e service_id [in] service ID.

* num_handle —[in] number of handle requested for this service.
Returns

* ESP_OK : success

« other : failed

esp_err_t esp_ble_gatts_create_attr_tab (const esp_gartts_attr_db_t *gatts_attr_db, esp_gatt_if t
gatts_if, uint16_t max_nb_attr, uint8_t srvc_inst_id)

Create a service attribute tab.

Parameters
* gatts_attr_db —[in] the pointer to the service attr tab
e gatts_if —[in] GATT server access interface
* max_nb_attr —[in] the number of attribute to be added to the service database.
* srvc_inst_id [in] the instance id of the service
Returns
e ESP_OK : success
* other : failed

esp_err_t esp_ble_gatts_add_included_service (uintl6_t service_handle, uint16_t
included_service_handle)

This function is called to add an included service. This function have to be called between
‘esp_ble_gatts_create_service’ and ‘esp_ble_gatts_add_char’ . After included service is included, a callback
event ESP_GATTS_ADD_INCL_SRVC_EVT is reported the included service ID.

Parameters
* service_handle —[in] service handle to which this included service is to be added.
e included_service_handle —[in] the service ID to be included.
Returns
¢ ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_add_char (uintl6_t service_handle, esp_bt_uuid_t *char_uuid, esp_gatt_perm_t
perm, esp_gatt_char_prop_t property, esp_attr_value_t *char_val,
esp_attr_control_t *control)

This function is called to add a characteristic into a service.

Parameters
* service_handle —[in] service handle to which this included service is to be added.
* char_uuid —[in] : Characteristic UUID.
» perm —[in] : Characteristic value declaration attribute permission.
* property —[in] : Characteristic Properties
e char_val —[in] : Characteristic value
e control —[in] : attribute response control byte
Returns
¢ ESP_OK : success
e other : failed
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esp_err_t esp_ble_gatts_add_char_descr (uintl6_t service_handle, esp_br_uuid_t *descr_uuid,
esp_gatt_perm_t perm, esp_attr_value_t *char_descr_val,
esp_attr_control_t *control)

This function is called to add characteristic descriptor. When it’ s done, a callback event
ESP_GATTS_ADD_DESCR_EVT is called to report the status and an ID number for this descriptor.

Parameters
* service_handle —[in] service handle to which this characteristic descriptor is to be
added.
* perm —[in] descriptor access permission.
* descr_uuid —[in] descriptor UUID.
* char_descr_val —[in] : Characteristic descriptor value
* control —[in] : attribute response control byte
Returns
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gatts_delete_service (uintl6_t service_handle)

This function is called to delete a service. When this is done, a callback event ESP_GATTS_DELETE_EVT
is report with the status.

Parameters service_handle —[in] service_handle to be deleted.
Returns

* ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_start_service (uintl6_t service_handle)
This function is called to start a service.

Parameters service_handle —[in] the service handle to be started.
Returns

e ESP_OK : success

e other : failed

esp_err_t esp_ble_gatts_stop_service (uintl6_t service_handle)

This function is called to stop a service.

Parameters service_handle —[in] - service to be topped.
Returns

e ESP_OK : success

* other : failed

esp_err_t esp_ble_gatts_send_indicate (esp_gatt_if_t gatts_if, uint16_t conn_id, uint16_t attr_handle,
uint16_t value_len, uint8_t *value, bool need_confirm)

Send indicate or notify to GATT client. Set param need_confirm as false will send notification, otherwise indi-
cation. Note: the size of indicate or notify data need less than MTU size,see “esp_ble_gattc_send_mtu_req”

Parameters
e gatts_if —[in] GATT server access interface
e conn_id —in] - connection id to indicate.
* attr_handle —[in] - attribute handle to indicate.
* value_len —[in] - indicate value length.
e value —[in] value to indicate.
* need_confirm [in] - Whether a confirmation is required. false sends a GATT notifi-
cation, true sends a GATT indication.
Returns
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_send_response (esp_gatt_if_t gatts_if, uint16_t conn_id, uint32_t trans_id,
esp_gatt_status_t status, esp_gatt_rsp_t *rsp)
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This function is called to send a response to a request.

Parameters
* gatts_if [in] GATT server access interface
e conn_id —[in] - connection identifier.
* trans_id —{in] - transfer id
e status —[in] - response status
* rsp —[in] - response data.
Returns
e ESP_OK : success
e other : failed

esp_err_t esp_ble_gatts_set_attr_value (uintl6_t attr_handle, uint16_t length, const uint8_t *value)
This function is called to set the attribute value by the application.

Parameters
e attr_handle —[in] the attribute handle which to be set
* length —[in] the value length
* value —[in] the pointer to the attribute value
Returns
* ESP_OK : success
* other : failed

esp_gatt_status_t esp_ble_gatts_get_attr_value (uintl6_t attr_handle, uint16_t *length, const uint8_t
**yalue)

Retrieve attribute value.

Parameters

e attr_handle —[in] Attribute handle.

* length —[out] pointer to the attribute value length

* value —[out] Pointer to attribute value payload, the value cannot be modified by user
Returns

e ESP_GATT_OK : success

* other : failed

esp_err_t esp_ble_gatts_open (esp_gatt_if t gatts_if, esp_bd_addr_t remote_bda, bool is_direct)

Open a direct open connection or add a background auto connection.

Parameters

* gatts_if —[in] GATT server access interface

e remote_bda —[in] remote device bluetooth device address.

* is_direct —[in] direct connection or background auto connection
Returns

* ESP_OK : success

* other : failed

esp_err_t esp_ble_gatts_close (esp_gatt_if _t gatts_if, uint16_t conn_id)
Close a connection a remote device.
Parameters
* gatts_if —[in] GATT server access interface
e conn_id —[in] connection ID to be closed.
Returns

e ESP_OK : success
¢ other : failed

esp_err_t esp_ble_gatts_send_service_change_indication (esp_gatt_if t gatts_if,
esp_bd_addr_t remote_bda)

Send service change indication.

Parameters
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e gatts_if —[in] GATT server access interface
* remote_bda —[in] remote device bluetooth device address. If remote_bda is NULL
then it will send service change indication to all the connected devices and if not then to a
specific device
Returns
* ESP_OK : success
* other : failed

esp_err_t esp_ble_gatts_show_local_database (void)
Print local database (GATT service table)

Returns
¢ ESP_OK : success
 other : failed

Unions

union esp_ble_gatts_cb_param_t

#include <esp_gatts_api.h> Gatt server callback parameters union.

Public Members

struct esp_ble_gatts_cb_param_t::gatts_reg_evt_param reg
Gatt server callback param of ESP_GATTS_REG_EVT

struct esp_ble_gatts_cb_param_t::gatts_read_evt_param read
Gatt server callback param of ESP_GATTS_READ_EVT

struct esp_ble_gatts_cb_param_t::gatts_write_evt_param write
Gatt server callback param of ESP_GATTS_WRITE_EVT

struct esp_ble_gatts_cb_param_t:.gatts_exec_write_evt_param exec_write
Gatt server callback param of ESP_GATTS_EXEC_WRITE_EVT

struct esp_ble_gatts_cb_param_t::gatts_mtu_evt_param mtu
Gatt server callback param of ESP_GATTS_MTU_EVT

struct esp_ble_gatts_cb_param_t::gatts_conf_evt_param conf
Gatt server callback param of ESP_GATTS_CONF_EVT (confirm)

struct esp_ble_gatts_cb_param_t::gatts_create_evt_param create
Gatt server callback param of ESP_GATTS_CREATE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_incl_srvc_evt_param add_incl_srvc
Gatt server callback param of ESP_GATTS_ADD_INCL_SRVC_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_evt_param add_char
Gatt server callback param of ESP_GATTS_ADD_CHAR_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_char_descr_evt_param add_char_descr
Gatt server callback param of ESP_GATTS_ADD_CHAR_DESCR_EVT

Espressif Systems 266 Release v4.4.8
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v4.4.8

Chapter 2. API Reference

struct esp_ble_gatts_cb_param_t::gatts_delete_evt_param del
Gatt server callback param of ESP_GATTS_DELETE_EVT

struct esp_ble_gatts_cb_param_t::gatts_start_evt_param start
Gatt server callback param of ESP_GATTS_START_EVT

struct esp_ble_gatts_cb_param_t:.gatts_stop_evt_param stop
Gatt server callback param of ESP_GATTS_STOP_EVT

struct esp_ble_gatts_cb_param_t::gatts_connect_evt_param connect
Gatt server callback param of ESP_GATTS_CONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_disconnect_evt_param disconnect
Gatt server callback param of ESP_GATTS_DISCONNECT_EVT

struct esp_ble_gatts_cb_param_t::gatts_open_evt_param open
Gatt server callback param of ESP_GATTS_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_cancel_open_evt_param cancel_open
Gatt server callback param of ESP_GATTS_CANCEL_OPEN_EVT

struct esp_ble_gatts_cb_param_t::gatts_close_evt_param close
Gatt server callback param of ESP_GATTS_CLOSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_congest_evt_param congest
Gatt server callback param of ESP_GATTS_CONGEST_EVT

struct esp_ble_gatts_cb_param_t:.gatts_rsp_evt_param rsp
Gatt server callback param of ESP_GATTS_RESPONSE_EVT

struct esp_ble_gatts_cb_param_t::gatts_add_attr_tab_evt_param add_attr_tab
Gatt server callback param of ESP_GATTS_CREAT_ATTR_TAB_EVT

struct esp_ble_gatts_cb_param_t::gatts_set_attr_val_evt_param set_attr_val
Gatt server callback param of ESP_GATTS_SET_ATTR_VAL_EVT

struct esp_ble_gatts_cb_param_t::gatts_send_service_change_evt_param service_change
Gatt server callback param of ESP_GATTS_SEND_SERVICE_CHANGE_EVT

struct gatts_add_attr_tab_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CREAT_ATTR_TAB_EVT.

Public Members

esp_gatt_status_t status

Operation status
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esp_bt_uuid_t sve_uuid

Service uuid type

uint8_t sve_inst_id

Service id

uint16_t num_handle

The number of the attribute handle to be added to the gatts database

uintl6_t *handles
The number to the handles

struct gatts_add_char_descr_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_DESCR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Descriptor attribute handle

uintl6_t service_handle

Service attribute handle

esp_bt_uuid_t descr_uuid

Characteristic descriptor uuid

struct gatts_add_char_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_CHAR_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Characteristic attribute handle

uint16_t service_handle

Service attribute handle

esp_bt_uuid_t char_uuid

Characteristic uuid

struct gatts_add_incl_srvc_evt_param
#include <esp_gatts_api.h> ESP_GATTS_ADD_INCL_SRVC_EVT.
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Public Members

esp_gatt_status_t status

Operation status

uintl6_t attr_handle

Included service attribute handle

uint16_t service_handle

Service attribute handle

struct gatts_cancel_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CANCEL_OPEN_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_close_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CLOSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t conn_id

Connection id

struct gatts_conf_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONF_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t conn_id

Connection id

uint16_t handle
attribute handle

uintl6_t len

The indication or notification value length, len is valid when send notification or indication failed
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uint8_t *value

The indication or notification value , value is valid when send notification or indication failed

struct gatts_congest_evt_param
#include <esp_gatts_api.h> ESP_GATTS_LISTEN_EVT.

ESP_GATTS_CONGEST_EVT

Public Members

uintl6_t conn_id

Connection id

bool congested

Congested or not

struct gatts_connect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_CONNECT_EVT.

Public Members

uint16_t conn_id

Connection id

uint§_t 1ink_role

Link role : master role = O ; slave role = 1

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_params_t conn_params

current Connection parameters

esp_ble_addr_type_t ble_addr_type
Remote BLE device address type

uintl6_t conn_handle

HCI connection handle

struct gatts_create_evt_param
#include <esp_gatts_api.h> ESP_GATTS_UNREG_EVT.

ESP_GATTS_CREATE_EVT

Public Members

esp_gatt_status_t status

Operation status
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uintl6_t service_handle

Service attribute handle

esp_gatt_srvc_id_t service_id

Service id, include service uuid and other information

struct gatts_delete_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DELETE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t service_handle

Service attribute handle

struct gatts_disconnect_evt_param
#include <esp_gatts_api.h> ESP_GATTS_DISCONNECT_EVT.

Public Members

uint16_t conn_id

Connection id

uint8_t 1ink_role

Link role : master role = O ; slave role = 1

esp_bd_addr_t remote_bda

Remote bluetooth device address

esp_gatt_conn_reason_I reason

Indicate the reason of disconnection

struct gatts_exec_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_EXEC_WRITE_EVT.

Public Members

uintl6_t conn_id

Connection id

uint32_t trans_id

Transfer id
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esp_bd_addr_t bda

The bluetooth device address which been written

uint§_t exec_write_flag

Execute write flag

struct gatts_mtu_evt_param
#include <esp_gatts_api.h> ESP_GATTS_MTU_EVT.

Public Members

uintl6_t conn_id

Connection id

uintl6_t mtu
MTU size

struct gatts_open_evt_param
#include <esp_gatts_api.h> ESP_GATTS_OPEN_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_read_evt_param
#include <esp_gatts_api.h> ESP_GATTS_READ_EVT.

Public Members

uintl6_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been read

uintl6_t handle
The attribute handle

uintl6_t of£set

Offset of the value, if the value is too long
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bool is_long

The value is too long or not

bool need_rsp

The read operation need to do response

struct gatts_reg_evt_param
#include <esp_gatts_api.h> ESP_GATTS_REG_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t app_id
Application id which input in register API

struct gatts_rsp_evt_param
#include <esp_gatts_api.h> ESP_GATTS_RESPONSE_EVT.

Public Members

esp_gatt_status_t status

Operation status

uint16_t handle

Attribute handle which send response

struct gatts_send_service_change_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SEND_SERVICE_CHANGE_EVT.

Public Members

esp_gatt_status_t status

Operation status

struct gatts_set_attr_val_evt_param
#include <esp_gatts_api.h> ESP_GATTS_SET_ATTR_VAL_EVT.

Public Members

uint16_t srve_handle

The service handle

uintl6_t attr_handle
The attribute handle
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esp_gatt_status_t status

Operation status

struct gatts_start_evt_param
#include <esp_gatts_api.h> ESP_GATTS_START_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t service_handle

Service attribute handle

struct gatts_stop_evt_param
#include <esp_gatts_api.h> ESP_GATTS_STOP_EVT.

Public Members

esp_gatt_status_t status

Operation status

uintl6_t service_handle

Service attribute handle

struct gatts_write_evt_param
#include <esp_gatts_api.h> ESP_GATTS_WRITE_EVT.

Public Members

uintl6_t conn_id

Connection id

uint32_t trans_id

Transfer id

esp_bd_addr_t bda

The bluetooth device address which been written

uintl6_t handle
The attribute handle

uintl6_t of£set

Offset of the value, if the value is too long
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bool need_rsp

The write operation need to do response

bool is_prep

This write operation is prepare write

uintl6_t len

The write attribute value length

uint8_t *value

The write attribute value

Macros

ESP_GATT_PREP_WRITE_CANCEL

Prepare write flag to indicate cancel prepare write

ESP_GATT_PREP_WRITE_EXEC

Prepare write flag to indicate execute prepare write

Type Definitions

typedef void (*esp_gatts_cb_t)(esp_gatts_cb_event_t event, esp_gatt_if _t gatts_if, esp_ble_gatts_cb_param_t
%
param)

GATT Server callback function type.

Param event : Event type

Param gatts_if : GATT server access interface, normally different gatts_if correspond to different
profile

Param param : Point to callback parameter, currently is union type

Enumerations

enum esp_gatts_cb_event_t

GATT Server callback function events.

Values:

enumerator ESP_GATTS_REG_EVT

When register application id, the event comes

enumerator ESP_GATTS_READ_EVT

When gatt client request read operation, the event comes

enumerator ESP_GATTS_WRITE_EVT

When gatt client request write operation, the event comes

enumerator ESP_GATTS_EXEC_WRITE_EVT

When gatt client request execute write, the event comes

enumerator ESP_GATTS_MTU_EVT

When set mtu complete, the event comes
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enumerator ESP_GATTS_CONF_EVT

When receive confirm, the event comes

enumerator ESP_GATTS_UNREG_EVT

When unregister application id, the event comes

enumerator ESP_GATTS_CREATE_EVT

When create service complete, the event comes

enumerator ESP_GATTS_ADD_INCL_SRVC_EVT

When add included service complete, the event comes

enumerator ESP_GATTS_ADD_CHAR_EVT

When add characteristic complete, the event comes

enumerator ESP_GATTS_ADD_CHAR_DESCR_EVT

When add descriptor complete, the event comes

enumerator ESP_GATTS_DELETE_EVT

When delete service complete, the event comes

enumerator ESP_GATTS_START EVT

When start service complete, the event comes

enumerator ESP_GATTS_STOP_EVT

When stop service complete, the event comes

enumerator ESP_GATTS_CONNECT_EVT

When gatt client connect, the event comes

enumerator ESP_GATTS_DISCONNECT_EVT

When gatt client disconnect, the event comes

enumerator ESP_GATTS_OPEN_EVT

When connect to peer, the event comes

enumerator ESP_GATTS_CANCEL_OPEN_EVT

When disconnect from peer, the event comes

enumerator ESP_GATTS_CLOSE_EVT

When gatt server close, the event comes

enumerator ESP_GATTS_LISTEN_EVT

When gatt listen to be connected the event comes

enumerator ESP_GATTS_CONGEST_EVT

When congest happen, the event comes
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enumerator ESP_GATTS_RESPONSE_EVT

When gatt send response complete, the event comes

enumerator ESP_GATTS_CREAT_ATTR_TAB_EVT

When gatt create table complete, the event comes

enumerator ESP_GATTS_SET_ATTR_VAL_EVT

When gatt set attr value complete, the event comes

enumerator ESP_GATTS_SEND_SERVICE_CHANGE_EVT

When gatt send service change indication complete, the event comes

GATT CLIENT API

Application Example Check bluetooth/bluedroid/ble folder in ESP-IDF examples, which contains the following
demos and their tutorials:

¢ This is a GATT client demo and its tutorial. This demo can scan for devices, connect to the GATT server and
discover its services.
— bluetooth/bluedroid/ble/gatt_client
— GATT Client Example Walkthrough
¢ This is a multiple connection demo and its tutorial. This demo can connect to multiple GATT server devices
and discover their services.
— bluetooth/bluedroid/ble/gattc_multi_connect
— GATT Client Multi-connection Example Walkthrough
e This is a BLE SPP-Like demo. This demo, which acts as a GATT client, can receive data from UART and
then send the data to the peer device automatically.
— bluetooth/bluedroid/ble/ble_spp_client

API Reference

Header File

» components/bt/host/bluedroid/api/include/api/esp_gattc_api.h

Functions
esp_err_t esp_ble_gattc_register_callback (esp_gattc_cb_t callback)

This function is called to register application callbacks with GATTC module.
Parameters callback —[in] : pointer to the application callback function.
Returns

» ESP_OK: success

e other: failed
esp_gattc_cb_t esp_ble_gattc_get_callback (void)

This function is called to get the current application callbacks with BTA GATTC module.
Returns
* esp_gattC_cb_t : current callback
esp_err_t esp_ble_gattc_app_register (uintl6_t app_id)
This function is called to register application callbacks with GATTC module.
Parameters app_id —[in] : Application Identify (UUID), for different application

Returns
e ESP_OK: success
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* other: failed

esp_err_t esp_ble_gattc_app_unregister (esp_gatt_if t gattc_if)
This function is called to unregister an application from GATTC module.

Parameters gattc_if —[in] Gatt client access interface.
Returns

¢ ESP_OK: success

e other: failed

esp_err_t esp_ble_gattc_open (esp_gatt_if _t gattc_if, esp_bd_addr_t remote_bda, esp_ble_addr_type_t
remote_addr_type, bool is_direct)

Open a direct connection or add a background auto connection.

Parameters
e gattc_if —[in] Gatt client access interface.
e remote_bda —[in] remote device bluetooth device address.
* remote_addr_type —[in] remote device bluetooth device the address type.
* is_direct [in] direct connection or background auto connection(by now, background
auto connection is not supported).
Returns
¢ ESP_OK: success
« other: failed

esp_err_t esp_ble_gattc_aux_open (esp_gatt_if_t gattc_if, esp_bd_addr_t remote_bda,
esp_ble_addr_type_t remote_addr_type, bool is_direct)

esp_err_t esp_ble_gattc_close (esp_gatt_if_t gattc_if, uint16_t conn_id)

Close the virtual connection to the GATT server. gattc may have multiple virtual GATT server connections
when multiple app_id registered, this API only close one virtual GATT server connection. if there exist other
virtual GATT server connections, it does not disconnect the physical connection. if you want to disconnect the
physical connection directly, you can use esp_ble_gap_disconnect(esp_bd_addr_t remote_device).

Parameters
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID to be closed.
Returns
¢ ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_send_mtu_req (esp_gatt_if t gattc_if, uint16_t conn_id)

Configure the MTU size in the GATT channel. This can be done only once per connection. Before using, use
esp_ble_gatt_set_local_mtu() to configure the local MTU size.

Parameters
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID.
Returns
e ESP_OK: success
e other: failed

esp_err_t esp_ble_gattc_search_service (esp_gatt_if_t gattc_if, uint16_t conn_id, esp_bt_uuid_t
*filter_uuid)

This function is called to get service from local cache. This function report service search result by a call-
back event, and followed by a service search complete event. Note: 128-bit base UUID will automatically be
converted to a 16-bit UUID in the search results. Other types of UUID remain unchanged.

Parameters
* gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID.
e filter_uuid [in] a UUID of the service application is interested in. If Null, discover
for all services.
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Returns
e ESP_OK: success
e other: failed

esp_gatt_status_t esp_ble_gattc_get_service (esp_gatt_if_t gattc_if, uint16_t conn_id, esp_bt_uuid_t
*sve_uuid, esp_gattc_service_elem_t *result, uint16_t
*count, uint16_t offset)

Find all the service with the given service uuid in the gattc cache, if the svc_uuid is NULL, find all the service.
Note: It just get service from local cache, won’ t get from remote devices. If want to get it from remote device,
need to used the esp_ble_gattc_cache_refresh, then call esp_ble_gattc_get_service again.

Parameters
* gattc_if —[in] Gatt client access interface.
* conn_id —[in] connection ID which identify the server.
* svc_uuid —[in] the pointer to the service uuid.
* result —[out] The pointer to the service which has been found in the gattc cache.
* count —[inout] input the number of service want to find, it will output the number of
service has been found in the gattc cache with the given service uuid.
» offset —[in] Offset of the service position to get.
Returns
* ESP_OK: success
e other: failed

esp_gatt_status_t esp_ble_gattc_get_all_char (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t
start_handle, uint16_t end_handle,
esp_gattc_char_elem_t *result, uint16_t *count, uint16_t
offset)

Find all the characteristic with the given service in the gattc cache Note: It just get characteristic from local
cache, won’ t get from remote devices.

Parameters
* gattc_if —[in] Gatt client access interface.
* conn_id —[in] connection ID which identify the server.
e start_handle —[in] the attribute start handle.
* end_handle {in] the attribute end handle
* result —[out] The pointer to the characteristic in the service.
e count —[inout] input the number of characteristic want to find, it will output the number
of characteristic has been found in the gattc cache with the given service.
» offset —[in] Offset of the characteristic position to get.
Returns
e ESP_OK: success
e other: failed

esp_gatt_status_t esp_ble_gattc_get_all_descr (esp_gatt_if_t gattc_if, uint16_t conn_id, uint16_t
char_handle, esp_gattc_descr_elem_t *result, uint16_t
*count, uint16_t offset)

Find all the descriptor with the given characteristic in the gattc cache Note: It just get descriptor from local
cache, won’ t get from remote devices.

Parameters
e gattc_if —[in] Gatt client access interface.
e conn_id —[in] connection ID which identify the server.
* char_handle —[in] the given characteristic handle
* result [out] The pointer to the descriptor in the characteristic.
* count —[inout] input the number of descriptor want to find, it will output the number of
descriptor has been found in the gattc cache with the given characteristic.
» offset —[in] Offset of the descriptor position to get.
Returns
* ESP_OK: success
* other: failed
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esp_gatt_status_t esp_ble_gattc_get_char_by_uuid (esp_gart_if_t gattc_if, uint16_t conn_id, uint16_t
start_handle, uint16_t end_handle, esp_bt_uuid_t
char_uuid, esp_gattc_char_elem_t *result,
uint16_t *count)

Find the characteristic with the given characteristic uuid in the gattc cache Note: It just get characteristic from
local cache, won’ t get from remote devices.

Parameters

e gattc_if —[in] Gatt client access interface.

* conn_id —[in] connection ID which identify the server.

e start_handle —[in] the attribute start handle

* end_handle —[in] the attribute end handle

e char_uuid —[in] the characteristic uuid

* result —[out] The pointer to the characteristic in the service.

* count —[inout] input the number of characteristic want to find, it will output the number

of characteristic has been found in the gattc cache with the given service.

Returns

e ESP_OK: success

e other: failed

esp_gatt_status_t esp_ble_gattc_get_descr_by_uuid (esp_gatt _if t gattc_if, uint16_t conn_id, uint16_t
start_handle, uint16_t end_handle, esp_bt_uuid_t
char_uuid, esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result, uint16_t *count)

Find the descriptor with the given characteristic uuid in the gattc cache Note: It just get descriptor from local
cache, won’ t get from remote devices.

Parameters

e gattc_if —[in] Gatt client access interface.

* conn_id —[in] connection ID which identify the server.

e start_handle —[in] the attribute start handle

* end_handle —[in] the attribute end handle

e char_uuid —[in] the characteristic uuid.

* descr_uuid [in] the descriptor uuid.

* result —[out] The pointer to the descriptor in the given characteristic.

* count -[inout] input the number of descriptor want to find, it will output the number of

descriptor has been found in the gattc cache with the given characteristic.

Returns

¢ ESP_OK: success

e other: failed

esp_gatt_status_t esp_ble_gattc_get_descr_by_char_handle (esp_gart_if_t gattc_if, uint16_t
conn_id, uint16_t char_handle,
esp_bt_uuid_t descr_uuid,
esp_gattc_descr_elem_t *result,
uint16_t *count)

Find the descriptor with the given characteristic handle in the gattc cache Note: It just get descriptor from local
cache, won’ t get from remote devices.

Parameters

* gattc_if —[in] Gatt client access interface.

* conn_id —[in] connection ID which identify the server.

e char_handle —[in] the characteristic handle.

* descr_uuid [in] the descriptor uuid.

* result —[out] The pointer to the descriptor in the given characteristic.

* count —[inout] input the number of descriptor want to find, it will output the number of

descriptor has been found in the gattc cache with the given characteristic.

Returns

¢ ESP_OK: success

* other: failed
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esp_gatt_status_t esp_ble_gattc_get_include_service (esp_gatt_if t gattc_if, uint16_t conn_id,
uint16_t start_handle, uint16_t end_handle,
esp_bt_uuid_t *incl_uuid,
esp_gattc_incl_svc_elem_t *result, uint16_t
*count)

Find the include service with the given service handle in the gattc cache Note: It just get include service from
local cache, won’ t get from remote devices.

Parameters

* gattc_if —[in] Gatt client access interface.

e conn_id —[in] connection ID which identify the server.

* start_handle —[in] the attribute start handle

* end_handle —[in] the attribute end handle

e incl_uuid —[in] the include service uuid

* result —[out] The pointer to the include service in the given service.

e count —[inout] input the number of include service want to find, it will output the number

of include service has been found in the gattc cache with the given service.

Returns

e ESP_OK: success

e other: failed

esp_gatt_status_t esp_ble_gattc_get_attr_count (esp_garr_if t gattc_if, uint16_t conn_id,
esp_gatt_db_attr_type_t type, uint16_t start_handle,
uint16_t end_handle, uint16_t char_handle, uint16_t
*count)

Find the attribute count with the given service or characteristic in the gattc cache.

Parameters
e gattc_if —[in] Gatt client access interface.
* conn_id —[in] connection ID which identify the server.
* type —[in] the attribute type.
* start_handle [in] the attribute start handle, if the type is
ESP_GATT_DB_DESCRIPTOR, this parameter should be ignore
* end_handle [in] the attribute end handle, if the type is
ESP_GATT_DB_DESCRIPTOR, this parameter should be ignore
* char_handle —[in] the characteristic handle, this parameter valid when the type is
ESP_GATT_DB_DESCRIPTOR. If the type isn” t ESP_GATT_DB_DESCRIPTOR,
this parameter should be ignore.
* count —[out] output the number of attribute has been found in the gattc cache with the
given attribute type.
Returns
* ESP_OK: success
* other: failed

esp_gatt_status_t esp_ble_gattc_get_db (esp_gatt_if t gattc_if, uint16_t conn_id, uint16_t start_handle,
uint16_t end_handle, esp_gattc_db_elem_t *db, uint16_t *count)

)

This function is called to get the GATT database. Note: It just get attribute data base from local cache, won
t get from remote devices.

Parameters
* gattc_if —[in] Gatt client access interface.
e start_handle [in] the attribute start handle
* end_handle [in] the attribute end handle
* conn_id —[in] connection ID which identify the server.
* db [in] output parameter which will contain the GATT database copy. Caller is respon-
sible for freeing it.
¢ 