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Chapter 1

Get Started

This document is intended to help you set up the software development environment for the hardware based on
the ESP32-H2 chip by Espressif. After that, a simple example will show you how to use ESP-IDF (Espressif IoT
Development Framework) for menu configuration, then for building and flashing firmware onto an ESP32-H2 board.

Note: This is documentation for stable version v5.1.2 of ESP-IDF. Other ESP-IDF Versions are also available.

1.1 Introduction

ESP32-H2 is a system on a chip that integrates the following features:

* Bluetooth Low Energy

* 802.15.4 Thread/Zigbee

* High performance 32-bit RISC-V single-core processor
e Multiple peripherals

¢ Built-in security hardware

Powered by 40 nm technology, ESP32-H?2 provides a robust, highly integrated platform, which helps meet the con-
tinuous demands for efficient power usage, compact design, security, high performance, and reliability.

Espressif provides basic hardware and software resources to help application developers realize their ideas using
the ESP32-H2 series hardware. The software development framework by Espressif is intended for development of
Internet-of-Things (IoT) applications with Wi-Fi, Bluetooth, power management and several other system features.

1.2 What You Need

1.2.1 Hardware

* An ESP32-H2 board.
¢ USB cable - USB A / micro USB B.
¢ Computer running Windows, Linux, or macOS.

Note: Currently, some of the development boards are using USB Type C connectors. Be sure you have the correct
cable to connect your board!

If you have one of ESP32-H2 official development boards listed below, you can click on the link to learn more about
the hardware.
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1.2.2 Software

To start using ESP-IDF on ESP32-H2, install the following software:

* Toolchain to compile code for ESP32-H2

¢ Build tools - CMake and Ninja to build a full Application for ESP32-H2

o ESP-IDF that essentially contains API (software libraries and source code) for ESP32-H2 and scripts to op-
erate the Toolchain

CMake / IDE
ESP-IDF /
Toolchain
Project
Application —
PP iy
UPLOAD ;:'f E
- H
2
i
H 2 2
/ H—I\I\-:"!I:!-;-f-r-r"r-r"n"r-r"l—_'-_'\-‘l - - .-____'
_:f;;_—ui *\ -

1.3 Installation

To install all the required software, we offer some different ways to facilitate this task. Choose from one of the
available options.

1.3.1 IDE

Note: We highly recommend installing the ESP-IDF through your favorite IDE.

* Eclipse Plugin
* VSCode Extension

1.3.2 Manual Installation

For the manual procedure, please select according to your operating system.
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Standard Setup of Toolchain for Windows

Introduction ESP-IDF requires some prerequisite tools to be installed so you can build firmware for supported
chips. The prerequisite tools include Python, Git, cross-compilers, CMake and Ninja build tools.

For this Getting Started we’ re going to use the Command Prompt, but after ESP-IDF is installed you can use Eclipse
Plugin or another graphical IDE with CMake support instead.

Note: Limitations: - The installation path of ESP-IDF and ESP-IDF Tools must not be longer than 90 characters.
Too long installation paths might result in a failed build. - The installation path of Python or ESP-IDF must not contain
white spaces or parentheses. - The installation path of Python or ESP-IDF should not contain special characters (non-
ASCII) unless the operating system is configured with “Unicode UTF-8” support.

System Administrator can enable the support via Control Panel - Change date, time, or number formats - Adminis-
trative tab - Change system locale - check the option “Beta: Use Unicode UTF-8 for worldwide language support”
- Ok and reboot the computer.

ESP-IDF Tools Installer The easiest way to install ESP-IDF’ s prerequisites is to download one of ESP-IDF
Tools Installers.

Windows
Installer

Windows Installer Download

What is the usecase for Online and Offline Installer Online Installer is very small and allows the installation of all
available releases of ESP-IDF. The installer will download only necessary dependencies including Git For Windows
during the installation process. The installer stores downloaded files in the cache directory $userprofile%\.
espressif

Offline Installer does not require any network connection. The installer contains all required dependencies including
Git For Windows .

Components of the installation The installer deploys the following components:

¢ Embedded Python

* Cross-compilers

¢ OpenOCD

* CMake and Ninja build tools
ESP-IDF

The installer also allows reusing the existing directory with ESP-IDF. The recommended directory is $userpro-
file%\Desktop\esp-idf where $userprofile% is your home directory.
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Launching ESP-IDF Environment At the end of the installation process you can check out option Run
ESP-IDF PowerShell Environment or Run ESP-IDF Command Prompt (cmd.exe). The
installer will launch ESP-IDF environment in selected prompt.

Run ESP-IDF PowerShell Environment:

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edipse Environment
| Run ESP-IDF PowerShell Environmentl

Run ESP-IDF Command Prompt Environment

Register the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

Fig. 1: Completing the ESP-IDF Tools Setup Wizard with Run ESP-IDF PowerShell Environment

Run ESP-IDF Command Prompt (cmd.exe):

Using the Command Prompt  For the remaining Getting Started steps, we’ re going to use the Windows Command
Prompt.

ESP-IDF Tools Installer also creates a shortcut in the Start menu to launch the ESP-IDF Command Prompt. This
shortcut launches the Command Prompt (cmd.exe) and runs export . bat script to set up the environment variables
(PATH, IDF_PATH and others). Inside this command prompt, all the installed tools are available.

Note that this shortcut is specific to the ESP-IDF directory selected in the ESP-IDF Tools Installer. If you have
multiple ESP-IDF directories on the computer (for example, to work with different versions of ESP-IDF), you have
two options to use them:

1. Create a copy of the shortcut created by the ESP-IDF Tools Installer, and change the working directory of the
new shortcut to the ESP-IDF directory you wish to use.

2. Alternatively, run cmd . exe, then change to the ESP-IDF directory you wish to use, and run export .bat.
Note that unlike the previous option, this way requires Python and Git to be present in PATH. If you get errors
related to Python or Git not being found, use the first option.

First Steps on ESP-IDF Now since all requirements are met, the next topic will guide you on how to start your
first project.
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Us1ﬂg Python in C:/Users/developer/.espressif/python_env/idf4.1 py3.8_env/scripts

Python 3.8.7

Us1ng G1t in C: /Program Files/Git/cmd/

git version 2.29.2.windows.1

Setting IDF_PATH: C:\Users\developer\Desktop\esp-idf

IAdding ESP-IDF tools to PATH.

:\Users\deve1oper\.espress1f\too1s\xtensa esp32-e1f\esp-2020r3-8.4.0\xtensa-esp32-el1f\bin
:\Users\developer\.espressif\tools\xtensa-esp32s2-e1f\esp-2020r3-8.4.0\xtensa-esp32s2-e1f\bin
:\Users\developer\.espressif\tools\esp32ulp-el1f\2.28.51-esp-20191205\esp32ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\esp32s2ulp- e1f\2 28.51-esp-20191205\esp32s2ulp-elf-binutils\bin
:\Users\developer\.espressif\tools\cmake\3.13.4\

:\Users\developer\.espressif\tools\openocd- esp:Z\vO 10.0-esp32-20200709\openocd-esp32\bin
:\Users\developer\.espressif\tools\ninja\1.9.0\
:\Users\developer\.espressif\tools\idf-exe\1.0.1\
:\Users\developer\.espressif\tools\ccache\3.7\

:\Users\developer\Desktop\esp-id\tools

Ichecking if Python packages are up to date

Python requirements from cC: \Users\deve1oper\Desktop\esp idf\requirements.txt are satisfied.

C
C
C
C
C
C
C
C
C
C

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:
idf.py build

Ps c:\Users\developer\Desktop\esp-idf>

Fig. 2: ESP-IDF PowerShell

Completing the ESP-IDF Tools Setup
Wizard

Setup has finished installing ESP-IDF Tools on your computer.

Click Finish to exit Setup.

[+] Run ESP-IDF Edlipse Environment
Run ESP-IDF PowerShell Environment

| Run ESP-IDF Command Prompt Environment

Reqgister the ESP-IDF Tools executables as Windows Defender
exclusions. The registration might improve compilation time by about

~ 30%. The installer deployed the files on the operating system and
antivirus software scanned them. The registration of exclusions requires
the elevation of privileges. The exclusions can be added/removed by
idf-env tool. More details: https://github.com/espressif/idf-env.

Fig. 3: Completing the ESP-IDF Tools Setup Wizard with Run ESP-IDF Command Prompt (cmd.exe)
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@& ESP-IDF Command Prompt (cmd.exe = -

Using Python in C:\Users\test\AppData‘\Local\Programs\Python\Python3m, -
Puthon 3.7.8

Using Git in C:\Users\test\Git‘cmd'

git version 2.30.0.windows .1

Setting IDF_PATH: C:\Users\test\esp\esp-idf '

Adding ESP-IDF tools to PATH...

C:%Us
2=-elf\bin
C:\Users\test\.espressifitools\xtensa-esp32s2-elf\esp-2020r3-8.4.0\xtensa-es
p32s2-elfi\bin

C:\Users\test\ .espressifitools‘\xtensa-esp32si-elf\esp-2020r3-8.4.0\xtensa-es
p32s3-elf\bin
C:\Users\test\.espressifitools\riscu32-esp-elf\1.24.0.123_64eb9ff-8.4.0\risc
y32-esp-elfi\bin

C:\Users\test\.espressifitools\esp32ulp-elf\2.28.51-esp-20191205\esp32ulp-el
f-binutils\bin

C:\Users\test\ .espressifitools\esp32s2ulp-elf'\2.28.51-esp-20191205esp32s2ul
p-elf-binutils‘\bin
C:‘\Users\test\.
C:‘\Users\test\.
esp32ibin

C:\Users\test\.

o AZUsersytesth,., ifytoolshidf-exel\1.8.1%

- hUsershytesth,. ifytoolshccache\ 3. TV

:Z\Users\test) . es ifytools \dfu-util 0, Ndfu-util-90, K 9-winBy

> \Users\testh,. ifypython_enu\idf4.3_py3.7_envi\Scripts

:\Users\test\esp\esp-idfitools

Checking 1f Python packages are up to date...
Puthon requirements from C:‘\Users\test\esp\esp-idfirequirements.txt are satisfie
d.

Done! You can now compile ESP-IDF projects.
Go to the project directory and run:

idf.py build

C:\Users\test\esp\esp-idf:

Fig. 4: ESP-IDF Command Prompt
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This guide will help you on the first steps using ESP-IDF. Follow this guide to start a new project on the ESP32-H2
and build, flash, and monitor the device output.

Note: If you have not yet installed ESP-IDF, please go to Installation and follow the instruction in order to get all
the software needed to use this guide.

Start a Project Now you are ready to prepare your application for ESP32-H2. You can start with get-
started/hello_world project from examples directory in ESP-IDF.

Important: The ESP-IDF build system does not support spaces in the paths to either ESP-IDF or to projects.

Copy the project get-started/hello_world to ~/esp directory:

cd 2userprofile\esp
xcopy /e /i %IDF_PATH%\examples\get-started\hello_world hello_world

Note: There is a range of example projects in the examples directory in ESP-IDF. You can copy any project in the
same way as presented above and run it. It is also possible to build examples in-place without copying them first.

Connect Your Device Now connect your ESP32-H2 board to the computer and check under which serial port the
board is visible.

Serial port names start with COM in Windows.

If you are not sure how to check the serial port name, please refer to Establish Serial Connection with ESP32-H?2 for
full details.

Note: Keep the port name handy as you will need it in the next steps.

Configure Your Project Navigate to your hello_world directory, set ESP32-H2 as the target, and run the
project configuration utility menuconfig.

Windows

cd Suserprofile%\esp\hello_world
idf.py set-target esp32h2
idf.py menuconfig

After opening a new project, you should first set the target with idf.py set-target esp32h2. Note that
existing builds and configurations in the project, if any, will be cleared and initialized in this process. The target
may be saved in the environment variable to skip this step at all. See Select the Target Chip: set-target for additional
information.

If the previous steps have been done correctly, the following menu appears:

You are using this menu to set up project specific variables, e.g., Wi-Fi network name and password, the processor
speed, etc. Setting up the project with menuconfig may be skipped for “hello_word” , since this example runs with
default configuration.

Note: The colors of the menu could be different in your terminal. You can change the appearance with the option
—-style. Please run idf.py menuconfig —-help for further information.
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Espressif IoT Development Framework Configuration

SDK tool configuration ---=
Build type --->
Application manager ---=
Bootloader config ---=>
Security features ---=
Partition Table ---=
Compiler options ---=
Component config ---=>
Compatibility options ---»>

[S] save

ymbol info [/] Jump to symbol
e show-name ggle show-all mode

Fig. 5: Project configuration - Home window

Build the Project Build the project by running:

idf.py build

This command will compile the application and all ESP-IDF components, then it will generate the bootloader, par-
tition table, and application binaries.

$ idf.py build

Running cmake in directory /path/to/hello_world/build

Executing "cmake -G Ninja --warn-uninitialized /path/to/hello_world"...
Warn about uninitialized values.

—-— Found Git: /usr/bin/git (found version "2.17.0")

—— Building empty aws_iot component due to configuration

—— Component names:

—-— Component paths:

(more lines of build system output)

[527/527] Generating hello_world.bin
esptool.py v2.3.1

Project build complete. To flash, run this command:
./../../components/esptool_py/esptool/esptool.py -p (PORT) -b 921600 write_flash -
——flash_mode dio —--flash_size detect --flash_freq 40m 0x10000 build/hello_world.
—bin build 0x1000 build/bootloader/bootloader.bin 0x8000 build/partition_table/
—partition-table.bin

or run 'idf.py -p PORT flash'

If there are no errors, the build will finish by generating the firmware binary .bin files.

Flash onto the Device To flash the binaries that you just built for the ESP32-H2 in the previous step, you need to
run the following command:

idf.py -p PORT flash

Replace PORT with your ESP32-H2 board’ s USB port name. If the PORT is not defined, the idf.py will try to
connect automatically using the available USB ports.

For more information on idf . py arguments, see idf.py.
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Note: The option f 1ash automatically builds and flashes the project, so running 1df . py bui 1dis not necessary.

Encountered Issues While Flashing? See this Flashing Troubleshooting page or Establish Serial Connection with
ESP32-H?2 for more detailed information.

Normal Operation When flashing, you will see the output log similar to the following:

esptool esp32h2 -p /dev/ttyUSBO -b 460800 —--before=default_reset —--after=hard_
—reset write_flash —--flash_mode dio --flash_freqg 48m --flash_size 2MB 0x0._
—bootloader/bootloader.bin 0x10000 hello_world.bin 0x8000 partition_table/
—partition-table.bin

esptool.py v4.6

Serial port /dev/ttyUSBO

Connecting....

Chip is ESP32-H2 (revision v0.1)

Features: BLE

Crystal is 32MHz

MAC: 60:55:f9:f7:3e:93:ff:fe

Uploading stub...

Running stub...

Stub running...

Changing baud rate to 460800

Changed.

Configuring flash size...

Flash will be erased from 0x00000000 to 0xOOOOS5fff...

Flash will be erased from 0x00010000 to O0xO00034fff...

Flash will be erased from 0x00008000 to 0x00008fff...

Compressed 20880 bytes to 12788...

Writing at 0x00000000... (100 %)

Wrote 20880 bytes (12788 compressed) at 0x00000000 in 0.6 seconds (effective 297.5.
—kbit/s) ...

Hash of data verified.

Compressed 149424 bytes to 79574...

Writing at 0x00010000... (20 %)
Writing at 0x00019959... (40 %)
Writing at 0x00020bb5... (60 %)
Writing at 0x00026d8f... (80 %)
Writing at 0x0002e60a... (100 %)

Wrote 149424 bytes (79574 compressed) at 0x00010000 in 2.1 seconds (effective 571.
7 kbit/s) ...

Hash of data verified.

Compressed 3072 bytes to 103...

Writing at 0x00008000... (100 %)

Wrote 3072 bytes (103 compressed) at 0x00008000 in 0.0 seconds (effective 539.7.
<—>kblt/3) .« o

Hash of data verified.

Leaving...
Hard resetting via RTS pin...

If there are no issues by the end of the flash process, the board will reboot and start up the “hello_world” application.

If you’ d like to use the Eclipse or VS Code IDE instead of running idf . py, check out Eclipse Plugin, VSCode
Extension.

Monitor the Output To check if “hello_world” is indeed running, type idf.py —-p PORT monitor (Do
not forget to replace PORT with your serial port name).

This command launches the IDF Monitor application:
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$ idf.py —-p <PORT> monitor

Running idf_monitor in directory [...]/esp/hello_world/build

Executing "python [...]/esp-idf/tools/idf_monitor.py -b 115200 [...]/esp/hello_
—world/build/hello_world.elf"...

——— 1idf_monitor on <PORT> 115200 —-—-

—-—— Quit: Ctrl+] | Menu: Ctrl+T | Help: Ctrl+T followed by Ctrl+H ——-—

ets Jun 8 2016 00:22:57

rst:0x1 (POWERON_RESET),boot:0x13 (SPI_FAST_FLASH_BOOT)
ets Jun 8 2016 00:22:57

After startup and diagnostic logs scroll up, you should see “Hello world!” printed out by the application.

Hello world!

Restarting in 10 seconds...

This is esp32h2 chip with 1 CPU core(s), BLE, 802.15.4 (Zigbee/Thread), .
—silicon revision v0.1, 2 MB external flash
Minimum free heap size: 268256 bytes

Restarting in 9 seconds...

Restarting in 8 seconds...

Restarting in 7 seconds...

To exit IDF monitor use the shortcut Ctr1+].

Note: You can combine building, flashing and monitoring into one step by running:

idf.py —-p PORT flash monitor

See also:

* IDF Monitor for handy shortcuts and more details on using IDF monitor.
* idf.py for a full reference of idf .py commands and options.

That’ s all that you need to get started with ESP32-H2!

Now you are ready to try some other examples, or go straight to developing your own applications.

Important: Some of examples do not support ESP32-H2 because required hardware is not included in ESP32-H2
so it cannot be supported.

If building an example, please check the README file for the Supported Targets table. If this is present
including ESP32-H2 target, or the table does not exist at all, the example will work on ESP32-H2.

Additional Tips

Permission issues /dev/ttyUSB0  With some Linux distributions, you may get the Failed to open port
/dev/ttyUSBO error message when flashing the ESP32-H2. This can be solved by adding the current user to the
dialout group.

Python compatibility ESP-IDF supports Python 3.7 or newer. It is recommended to upgrade your operating
system to a recent version satisfying this requirement. Other options include the installation of Python from sources
or the use of a Python version management system such as pyenv.
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Flash Erase Erasing the flash is also possible. To erase the entire flash memory you can run the following command:

idf.py -p PORT erase-flash

For erasing the OTA data, if present, you can run this command:

idf.py -p PORT erase-otadata

The flash erase command can take a while to be done. Do not disconnect your device while the flash erasing is in
progress.

Related Documents For advanced users who want to customize the install process:

* Updating ESP-IDF tools on Windows

e Establish Serial Connection with ESP32-H2
* Eclipse Plugin

¢ VSCode Extension

* [DF Monitor

Updating ESP-IDF tools on Windows

Install ESP-IDF tools using a script From the Windows Command Prompt, change to the directory where ESP-
IDF is installed. Then run:

install.bat

For Powershell, change to the directory where ESP-IDF is installed. Then run:

install.psl

This will download and install the tools necessary to use ESP-IDF. If the specific version of the tool is already
installed, no action will be taken. The tools are downloaded and installed into a directory specified during ESP-IDF
Tools Installer process. By default, thisis C: \Users\username\ .espressif.

Add ESP-IDF tools to PATH using an export script ESP-IDF tools installer creates a Start menu shortcut for
“ESP-IDF Command Prompt” . This shortcut opens a Command Prompt window where all the tools are already
available.

In some cases, you may want to work with ESP-IDF in a Command Prompt window which wasn’ t started using that
shortcut. If this is the case, follow the instructions below to add ESP-IDF tools to PATH.

In the command prompt where you need to use ESP-IDF, change to the directory where ESP-IDF is installed, then
execute export .bat:

cd %userprofile%\espl\esp-idf
export.bat

Alternatively in the Powershell where you need to use ESP-IDF, change to the directory where ESP-IDF is installed,
then execute export .psi:

cd ~/esp/esp-idf
export.psl

When this is done, the tools will be available in this command prompt.
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Establish Serial Connection with ESP32-H2

Establishing a serial connection with the ESP32-H2 target device could be done using USB-to-UART bridge or USB
peripheral supported in ESP32-H2.

Some development boards have the USB-to-UART bridge installed. If a board does not have a bridge then an external
bridge may be used.

Supported USB Peripheral The ESP32-H2 supports the USB peripheral. In this case, the USB-to-UART bridge
is not needed and the device can be flashed directly.

Development Board

UsB

1

1

1

1

Personal L :
Computer 1
1

1

1

1

1

¥

EsP32-H2

Fig. 6: SoC with Supported USB

Apart from the USB peripheral, some development boards also include the USB-to-UART bridge.

USB-to-UART Bridge on Development Board For boards with an installed USB-to-UART bridge, the connection
between the personal computer and the bridge is USB and between the bridge and ESP32-H2 is UART.

Development Board

UsB

L]

L]

1

L]
Personal vy USB-to-UART
Computer ! Bridge
L]
L]
L]
1

F 3
¥

F 3

EsP32-H2

¥

Fig. 7: Development Board with USB-to-UART Bridge

External USB-to-UART Bridge Sometimes the USB-to-UART bridge is external. This is often used in small
development boards or finished products when space and costs are crucial.

Flash using USB  For the ESP32-H2, the USB peripheral is available, allowing you to flash the binaries without
the need for an external USB-to-UART bridge.
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Fig. 8: External USB-to-UART Bridge

The USB on the ESP32-H2 uses the GP1027 for D+ and GP1026 for D-.

Note: The ESP32-H2 supports only USB CDC and JTAG.

If you are flashing for the first time, you need to get the ESP32-H2 into the download mode manually. To do so,
press and hold the BOOT button and then press the RESET button once. After that release the BOOT button.

Flash using UART This section provides guidance on how to establish a serial connection between ESP32-H2 and
PC using USB-to-UART Bridge, either installed on the development board or external.

Connect ESP32-H2 to PC  Connect the ESP32-H2 board to the PC using the USB cable. If device driver does not
install automatically, identify USB-to-UART bridge on your ESP32-H2 board (or external converter dongle), search
for drivers in internet and install them.

Below is the list of USB to serial converter chips installed on most of the ESP32-H2 boards produced by Espressif
together with links to the drivers:

e CP210x: CP210x USB to UART Bridge VCP Drivers
e FTDI: FTDI Virtual COM Port Drivers

Please check the board user guide for specific USB-to-UART bridge chip used. The drivers above are primarily for
reference. Under normal circumstances, the drivers should be bundled with an operating system and automatically
installed upon connecting the board to the PC.

For devices downloaded using a USB-to-UART bridge, you can run the following command including the optional
argument to define the baud rate.

idf.py -p PORT [-b BAUD] flash

You can change the flasher baud rate by replacing BAUD with the baud rate you need. The default baud rate is
460800.

Note: If the device does not support the auto download mode, you need to get into the download mode manually. To
do so, press and hold the BOOT button and then press the RESET button once. After that release the BOOT button.

Check port on Windows Check the list of identified COM ports in the Windows Device Manager. Disconnect
ESP32-H2 and connect it back, to verify which port disappears from the list and then shows back again.

Figures below show serial port for ESP32 DevKitC and ESP32 WROVER KIT
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Fig. 9: USB to UART bridge of ESP32-DevKitC in Windows Device Manager
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Espressif Systems 17 Release v5.1.2
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v5.1.2

Chapter 1. Get Started

Check port on Linux and macOS To check the device name for the serial port of your ESP32-H2 board (or
external converter dongle), run this command two times, first with the board / dongle unplugged, then with plugged
in. The port which appears the second time is the one you need:

Linux

’ls /dev/tty*

macOS

’ls /dev/cu.*

Note: macOS users: if you don’ t see the serial port then check you have the USB/serial drivers installed. See
Section Connect ESP32-H?2 to PC for links to drivers. For macOS High Sierra (10.13), you may also have to explicitly
allow the drivers to load. Open System Preferences -> Security & Privacy -> General and check if there is a message
shown here about “System Software from developer ---” where the developer name is Silicon Labs or FTDI.

Adding user to dialout on Linux The currently logged user should have read and write access the serial port
over USB. On most Linux distributions, this is done by adding the user to dialout group with the following
command:

’sudo usermod —-a -G dialout S$USER

on Arch Linux this is done by adding the user to uucp group with the following command:

’sudo usermod -a -G uucp S$USER

Make sure you re-login to enable read and write permissions for the serial port.

Verify serial connection Now verify that the serial connection is operational. You can do this using a serial terminal
program by checking if you get any output on the terminal after resetting ESP32-H2.

The default console baud rate on ESP32-H2 is 115200.

Windows and Linux In this example we will use PuTTY SSH Client that is available for both Windows and Linux.
You can use other serial programs and set communication parameters like below.

Run terminal and set identified serial port. Baud rate = 115200 (if needed, change this to the default baud rate of the
chip in use), data bits = 8, stop bits = 1, and parity = N. Below are example screenshots of setting the port and such
transmission parameters (in short described as 115200-8-1-N) on Windows and Linux. Remember to select exactly
the same serial port you have identified in steps above.

Then open serial port in terminal and check, if you see any log printed out by ESP32-H2. The log contents will
depend on application loaded to ESP32-H2, see Example Output.

Note: Close the serial terminal after verification that communication is working. If you keep the terminal session
open, the serial port will be inaccessible for uploading firmware later.

macOS To spare you the trouble of installing a serial terminal program, macOS offers the screen command.

* As discussed in Check port on Linux and macOS, run:

ls /dev/cu.*

* You should see similar output:
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Fig. 11: Setting Serial Communication in PuTTY on Windows
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/dev/cu.Bluetooth-Incoming-Port /dev/cu.SLAB_USBtoUART /dev/cu.SLAB_
—USBtoUART7

* The output will vary depending on the type and the number of boards connected to your PC. Then pick the
device name of your board and run (if needed, change “115200” to the default baud rate of the chip in use):

screen /dev/cu.device_name 115200

Replace device_name with the name found running 1s /dev/cu. *.
¢ What you are looking for is some log displayed by the screen. The log contents will depend on application
loaded to ESP32-H2, see Example Output. To exit the screen session type Ctrl-A +\ .

Note: Do not forget to exit the screen session after verifying that the communication is working. If you fail to do
it and just close the terminal window, the serial port will be inaccessible for uploading firmware later.

Example Output An example log is shown below. Reset the board if you do not see anything.

ets Jun 8 2016 00:22:57

rst:0x5 (DEEPSLEEP_RESET),boot:0x13 (SPI_FAST_FLASH BOOT)
ets Jun 8 2016 00:22:57

rst:0x7 (TGOWDT_SYS_RESET),boot:0x13 (SPI_FAST FLASH BOOT)
configsip: 0, SPIWP:0x00

clk_drv:0x00,g _drv:0x00,d_drv:0x00,cs0_drv:0x00,hd_drv:0x00, wp_drv:0x00
mode:DIO, clock div:2

load:0x3fff0008,1len:8

load:0x3fff0010,1len:3464

1load:0x40078000, 1en:7828

1load:0x40080000,1len:252

entry 0x40080034

I (44) boot: ESP-IDF v2.0-rcl-401-gf9fba35 2nd stage bootloader
I (45) boot: compile time 18:48:10

If you can see readable log output, it means serial connection is working and you are ready to proceed with installation
and finally upload an application to ESP32-H2.

Note: For some serial port wiring configurations, the serial RTS & DTR pins need to be disabled in the terminal
program before the ESP32-H2 will boot and produce serial output. This depends on the hardware itself, most devel-
opment boards (including all Espressif boards) do not have this issue. The issue is present if RTS & DTR are wired
directly to the EN & GPIOO pins. See the esptool documentation for more details.

If you got here from Step 5. First Steps on ESP-IDF when installing s/w for ESP32-H2 development, then you can
continue with Step 5. First Steps on ESP-IDF .

Flashing Troubleshooting

Failed to Connect If you run the given command and see errors such as “Failed to connect” , there might be
several reasons for this. One of the reasons might be issues encountered by esptool. py, the utility that is called
by the build system to reset the chip, interact with the ROM bootloader, and flash firmware. One simple solution to
try is to manually reset as described below. If it does not help, you can find more details about possible issues in the
esptool troubleshooting page.

esptool.py resets ESP32-H2 automatically by asserting DTR and RTS control lines of the USB-to-UART bridge,
i.e., FTDI or CP210x (for more information, see Establish Serial Connection with ESP32-H2). The DTR and RTS
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control lines are in turn connected to GPTI09 and CHIP_PU (EN) pins of ESP32-H2, thus changes in the voltage
levels of DTR and RTS will boot ESP32-H2 into Firmware Download mode. As an example, check the schematic
for the ESP32 DevKitC development board.

In general, you should have no problems with the official esp-idf development boards. However, esptool .py is
not able to reset your hardware automatically in the following cases:

¢ Your hardware does not have the DTR and RTS lines connected to GPI09 and CHIP_PU.
e The DTR and RTS lines are configured differently.
¢ There are no such serial control lines at all.

Depending on the kind of hardware you have, it may also be possible to manually put your ESP32-H2 board into
Firmware Download mode (reset).

* For development boards produced by Espressif, this information can be found in the respective getting started
guides or user guides. For example, to manually reset an ESP-IDF development board, hold down the Boot
button (GPI09) and press the EN button (CHIP_PU).

¢ For other types of hardware, try pulling GPT09 down.

IDF Monitor

IDF Monitor uses the esp-idf-monitor package as a serial terminal program which relays serial data to and from the
target device’ s serial port. It also provides some IDF-specific features.

IDF Monitor can be launched from an IDF project by running idf .py monitor.

Keyboard Shortcuts For easy interaction with IDF Monitor, use the keyboard shortcuts given in the table.
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tion

Keyboard Action Description
Shortcut
Ctrl+] Exit the program
Cul+T Menu escape key Press and follow it by one of the keys given below.
Send the menu character it-
e Ctrl+T
self to remote
Send the exit character it-
e Ctrl+]
self to remote
Cirl4P Reset target into bootloader | Resets the target, into bootloader via the RTS line (if connected),
trit to pause app via RTS line so that the board runs nothing. Useful when you need to wait for
another device to startup.
Reset target board via RTS | Resets the target board and re-starts the application via the RTS
e Ctrl+R L
line (if connected).
Build and flash the project | Pauses idf_monitor to run the project £1lash target, then re-
e Ctul+F . . .
sumes idf_monitor. Any changed source files are recompiled
and then re-flashed. Target encrypted-flash is run if
idf_monitor was started with argument —E.
Build and flash the app only | Pauses idf_monitor to run the app—f 1ash target, then resumes
o Cul+A . . . .
A idf_monitor. Similar to the £1ash target, but only the main app
(or A) is built and re-flashed. Target encrypted-app-flash is
run if idf_monitor was started with argument —E.
Stop/resume log output | Discards all incoming serial data while activated. Allows to
e Ctul+Y o . . . -
printing on screen quickly pause and examine log output without quitting the mon-
itor.
Ctrl+L. Stop/resume log output | Creates a file in the project directory and the output is written to
trit saved to file that file until this is disabled with the same keyboard shortcut (or
IDF Monitor exits).
Stop/resume printing | IDF Monitor can print a timestamp in the beginning of
o Ctrl+lI . . .
timestamps each line. The timestamp format can be changed by the
(or I) . .
-—timestamp-format command line argument.
. Ctl+H Display all keyboard short-
cuts
(or H)
. Ctrl+X Exit the program
(or X)
Ctrl+C Interrupt running applica- | Pauses IDF Monitor and runs GDB project debug-

ger to debug the application at runtime. This requires
:ref:CONFIG_ESP_SYSTEM_GDBSTUB_RUNTIME option
to be enabled.

Any keys pressed, other than Ctr1-] and Ctr1-T, will be sent through the serial port.

IDF-specific features

Automatic Address Decoding Whenever the chip outputs a hexadecimal address that points to executable code,
IDF monitor looks up the location in the source code (file name and line number) and prints the location on the next
line in yellow.

If an ESP-IDF app crashes and panics, a register dump and backtrace is produced, such as the following:
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abort ()

Stack dump detected

was called at PC 0x42067cd5 on core 0

Core 0 register dump:

MEPC 0x40386488 RA 0x40386b02 SP 0x3fc9a350 GP H
—0x3fc923c0

TP Oxa5ababa5 TO 0x37363534 T1 0x7271706f T2 1
—0x33323130

SO0/FP 0x00000004 S1 0x3fc9a3b4d A0 0x3fc9a37c Al H
—0x3fc9a3b2

A2 0x00000000 A3 0x3fc9a3a9 A4 0x00000001 A5 H
—0x3£c99000

A6 0x7a797877 A7 0x76757473 S2 Oxab5abab5a5 S3 1
—0xabababab

sS4 Oxabababab5 S5 Oxabababab5 S6 Oxabababab S7 H-
—0xab5ab5abab

S8 Oxabababab5 S9 Oxabababa5 S10 Oxa5ababab S11 H-
—0xabababab

T3 Ox6ebdbcbb T4 0x6a696867 T5 0x66656463 T6 1
—0x62613938

MSTATUS 0x00001881 MTVEC 0x40380001 MCAUSE 0x00000007 MTVAL H
—0x00000000

MHARTID 0x00000000

Stack memory:

3fc9a350: 0Oxabababab 0Oxabababab 0x3fc9a3b0 0x403906cc Oxabababab Oxabababab.
—0xab5ababab0

3fc9a370: 0x3fc9a3b4d 0x3fc9423c 0x3fc9a3b0 0x726f6261 0x20292874 0x20736177.
—0x6c6c61635

3fc9a390: 0x43502074 0x34783020 0x37363032 0x20356463 0x63206e6f 0x2065726f._.
—0x000000300

3fc9a3b0: 0x00000030 0x36303234 0x35646337 0x3c093700 0x0000002a OxaS5a5ab5ab..
—0x3c0937f48

3fc9a3d0: 0x00000001 0x3c0917f8 0x3c0937d4 0x0000002a Oxaba5ab5ab Oxababab5ab.
—0xababababe

3fc9a3f0: 0x0001f24c 0x000006c8 0x00000000 0x0001c200 Oxffffffff Oxffffffff..
—0x000000200

3fc9a410: 0x00001000 0x00000002 0x3c093818 0x3fccb470 Oxabababab 0Oxabababab.
—0xabab5abab6

IDF Monitor adds more details to the dump by analyzing the stack dump:

abort () was called at PC 0x42067cd5 on core 0

0x42067cd5: __assert_func at /builds/idf/crosstool-NG/.build/riscv32-esp-elf/src/
—newlib/newlib/libc/stdlib/assert.c:62 (discriminator 8)

Stack dump detected

Core 0 register dump:

MEPC 0x40386488 RA 0x40386b02 SP 0x3fc9a350 GP tl
—0x3fc923c0

0x40386488: panic_abort at /home/marius/esp-idf_2/components/esp_system/panic.c:367

0x40386b02: rtos_int_enter at /home/marius/esp-idf_2/components/freertos/port/
—riscv/portasm.S:35

TP Oxab5ab5a5a5 TO 0x37363534 T1 0x7271706f T2 H-
—0x33323130

SO/FP 0x00000004 S1 0x3fc%a3b4 A0 0x3fc9a37c Al H
—0x3fc9a3b2

A2 0x00000000 A3 0x3fc%a3a9 A4 0x00000001 A5 H
—UXSTCITUUU (continues on next page)
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A6 : 0x7a797877 A7 : 0x76757473 S2 : Oxabababab S3 -
—0xabababab
sS4 : Oxabababab S5 : Oxabababab S6 : Oxabababab S7 H-
—0xabababab
S8 : Oxabab5abab S9 : Oxabababab S10 : Oxabababab S11 H-
—0xabababab
T3 : Ox6e6d6ecbb T4 : 0x6a696867 T5 : 0x66656463 Tb6 H
—0x62613938
MSTATUS : 0x00001881 MTVEC : 0x40380001 MCAUSE : 0x00000007 MTVAL H
—0x00000000

MHARTID : 0x00000000

Backtrace:

panic_abort (details=details@entry=0x3fc9a37c "abort () was called at PC 0x42067cd5.
—on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.c:367

367 *((int *) 0) = 0; // NOLINT (clang-analyzer-core.NullDereference) should be.
—an invalid operation on targets

#0 panic_abort (details=details@entry=0x3fc9a37c "abort () was called at PC.
—+0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_system/panic.
—~c:367

#1 0x40386b02 in esp_system_abort (details=details@entry=0x3fc9a37c "abort () was.
—called at PC 0x42067cd5 on core 0") at /home/marius/esp-idf_2/components/esp_
—»system/system_api.c:108

#2 0x403906cc in abort () at /home/marius/esp-idf_2/components/newlib/abort.c:46
#3 0x42067cd8 in __assert_func (file=file@entry=0x3c0937f4 "", line=line@entry=42,
— func=func@entry=0x3c0937d4 <__func__.8540> "", .
—failedexpr=failedexpr@entry=0x3c0917£f8 "") at /builds/idf/crosstool-NG/.build/
—riscv32-esp-elf/src/newlib/newlib/libc/stdlib/assert.c:62

#4 0x4200729e in app_main () at ../main/iperf_example_main.c:42

#5 0x42086cd6 in main_task (args=<optimized out>) at /home/marius/esp-idf_2/
—components/freertos/port/port_common.c:133

#6 0x40389f3a in vPortEnterCritical () at /home/marius/esp-idf_2/components/
—freertos/port/riscv/port.c:129

To decode each address, IDF Monitor runs the following command in the background:

riscv32-esp-elf-addr2line -pfiaC —-e build/PROJECT.elf ADDRESS

If an address is not matched in the app source code, IDF monitor also checks the ROM code. Instead of printing the
source file name and line number, only the function name followed by in ROM is displayed:

abort () was called at PC 0x400481cl on core O
0x400481cl: ets_rsa_pss_verify in ROM

Stack dump detected

Core 0 register dump:

MEPC : 0x4038051c RA : 0x40383840 SP : 0x3fc8f6b0 GP H.
—0x3£fc8b000

0x4038051c: panic_abort at /Users/espressif/esp-idf/components/esp_system/panic.
—~C:452

0x40383840: __ubsan_include at /Users/espressif/esp-idf/components/esp_system/
—ubsan.c:313

TP : 0x3fc8721c TO : 0x37363534 T1 : 0x7271706f T2 1
—0x33323130
SO0/FP : 0x00000004 31 : 0x3fc8£f714 A0 : O0x3fc8fedc Al H
—0x3fc8f712
A2 : 0x00000000 A3 : 0x3fc8f709 A4 : 0x00000001 A5 H
—~0x3fc8c000
A6 : 0x7a797877 A7 : 0x76757473 S2 : 0x00000000 S3 H

OseRF~Q L6 N
o TEoTEToU
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S4 : O0x3fc8f7e4 S5 : 0x00000000 S6 : 0x400481b0 S7 tl
—0x3c025841
0x400481b0: ets_rsa_pss_verify in ROM

The ROM ELF file is automatically loaded from a location based on the IDF_PATH and ESP_ROM_ELF_DIR
environment variables. This can be overridden by calling esp_idf_monitor and providing a path to a specific
ROM ELF file: python -m esp_idf_monitor —--rom-elf-file [path to ROM ELF file].

Note: Setenvironment variable ESP_MONITOR_DECODE to 0 or call esp_idf_monitor with specific command line
option: python -m esp_idf_monitor —--disable-address—decoding to disable address decoding.

Target Reset on Connection By default, IDF Monitor will reset the target when connecting to it. The reset of the
target chip is performed using the DTR and RTS serial lines. To prevent IDF Monitor from automatically resetting the
target on connection, call IDF Monitor with the -——no-reset optio